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2. Enabling adoption with a service-focused approach

Service focused: Enabling secure point-to-point end-users’ business applications via their cloud/
network providers.

1. Services bridging quantum infrastructures and end-users

End-users consume operational services with explicit service levels, security assurance and
cross-border continuity.

Infrastructure agnostic: Exploiting existing QCls - not deploying our own.
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Complementary: Providing complementary capabilities to ongoing European Space Agency (ESA)
and European Union (EU) infrastructure-focused deployments.
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End-users do not consume QCls as ‘infrastructure’.
Instead, they need operational services.

European Space Agency (ESA), European Commission
(EC) and European Union (EU) Member States are
building foundational quantum-safe communication
infrastructures to ensure strategic autonomy and
secure data exchange.
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*Critical Entities Resilience Directive; Network and Operations and services
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OGS: Optical ground station - Used to receive/transmit key material to a space-based QKD node

KMS: Key management system - Management of key material being sent/received between points of a network
QKD: Quantum key distribution

QCI: Quantum communication infrastructure

Adoption requires:

¢ Interoperability across infrastructures and borders
e Security assurance and compliance evidence

e Service management

Policy drivers (CER, NIS2*) are accelerating actions to
strengthen cyber resilience in Europe.
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3a. INT-UQKD network architecture

3b. Current network in Europe
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They can be either:

e Terrestrial, over optical fibre communication networks Current status: Operational terrestrial network deployed in Luxembourg and Belgium.

Next step (by end 2026): Quantum-secure communications established between ESA’s European
Space Security and Education Centre (ESEC) in Belgium and Singapore, routed via Luxembourg
using terrestrial fibre optic and satellite QKD links.

e Space-based, via low Earth orbit (LEO) or geostationary satellites

o Last-mile connectivity to remote endpoints, using classical communication channels
(e.g. 5G/6G, RF link, ethernet).

The system architecture is infrastructure agnostic, allowing future quantum-safe extensions to
enhance technical capabilities and expand the network geographically.
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