
Translating PQC Roadmaps 
into an Actionable SME 
Migration Framework

Babatunde Oladoja & Stoyan Tanev

Technology Innovation Management (TIM)
Sprott School of Business
Carleton University | April 2026

ETSI/IQC Quantum Safe Cryptography Conference, Carleton University, Ottawa, ON, Canada, June 16-18, 2026 1



Why this research study matters

The problem
• PQC guidance exists, but it is fragmented, 
high-level, and primarily designed for gov 
departments and large enterprises.

• SMEs face the same cryptographic risk with 
fewer security specialists, less formal 
governance, and tighter budgets.

• Vendor, cloud, and supply-chain 
dependencies make migration harder to 
interpret and sequence.

Core research gap
• The missing piece is not awareness of 

PQC importance and its urgency. 
• It is the lack of an SME-executable 

migration path.

Project objective
Develop an actionable, evidence-based, SME-
specific PQC migration framework that 
translates existing guidance documents into a 
structured, prioritised, and implementable 
roadmap aligned with SME constraints.

Design principle
Human-in-the-Loop Generative AI-assisted text 
analytics approach to shape a rigorous, traceable & 
reproducible process translating existing guidance 
into an actionable PQC migration framework. 

Enterprise 
guidance docs SME action framework
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Analytical approach

How the framework was built

• Structured documentary analysis of
- PQC roadmaps
- Standards
- Practitioner frameworks
- Academic studies

• Controlled LLM-assisted extraction 
of migration actions.

• Multi-Criteria Decision Analysis 
(MCDA) and human validation to 
retain only the most relevant SME-
feasible, high-impact actions.

Methodological contribution
A replicable pipeline for converting 
diverse PQC guidance documents into 
decision-ready organisational actions.
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Source selection

Initial corpus

4 Roadmaps 3 Standards

25 Practitioner 
docs 20 Academic 

studies

Selection rule
MCDA screening of the 52 documents 
based on relevance to SMEs, 
practical usefulness, clarity, and 
scope. 

17 high-value documents selected for deeper insights

Selected set

• 4 roadmaps 
(baseline)

• 3 standards 
(normative guidance)

• 6 practitioner docs 
(actionable advice)

• 4 academic articles 
(research insights)

Highest ranked documents 
• Ultimate Guide to PQC

• IBM–NCSC roadmap

• TNO guidance

• A Banker’s Guide to Quantum-
Safe Cryptography, Part 3: 
Roadmap

• Practical Quantum Technologies 
– Canada Landscape, etc.

Key pattern from MCDA results
Practitioner documents produced the strongest 
implementation-level guidance, while roadmaps and 
standards provided structural and compliance anchors.
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From evidence to action

The synthesis pipeline

→ →
17

high-value docs
selected

based on MCDA

556
original insights

extracted

LLM prompt-
based traceable 

extraction

73
prioritised

actions

optimized total set 
of actions

Criteria for selecting 
the 73 actions Actionability

Feasibility in  
SME context

Impact on PQC 
readiness

Alignment with 
PQC standards
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Distribution of the 73 prioritised actionable insights into 4 natural phases

Assess 27%

Govern 26%

Implement 25%

Prepare 22%

Counts: Assess 20, Govern 19, Implement 18, Prepare 16 | Total n=73 6



The SME PQC migration framework

A four-phase lifecycle, not single-phase transition

• Prepare lays down the organisational 
foundation.

• Assess builds cryptographic visibility 
and risk understanding.

• Implement executes phased migration 
with testing and vendor coordination.

• Govern turns PQC readiness into a 
continuous organisational capability.
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Key findings

Four messages that run across the full framework

01 PQC migration is a structured 
organisational transformation
It requires governance, coordination, and 
continuous adaptation — not just 
algorithm replacement.

02 Discovery and risk assessment drive the 
transition
Inventory, dependency mapping, CBOMs, 
and data criticality are key prerequisites 
for shaping migration decisions.

03 Vendor and ecosystem dependence is 
central
Cloud platforms, suppliers, and third-
party technologies strongly shape 
migration timing and feasibility.

04 Implementation must be phased and 
adaptive
Pilots, hybrid cryptography, and lifecycle-
aligned sequencing outperform blanket 
replacement strategies.
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Practical implications 

What SMEs should do first

Implications for SMEs

• Start with governance, not technology

• Prioritise cryptographic visibility through 
inventory and CBOM development

• Adopt risk-based migration waves instead of 
blanket replacement

• Treat vendors and suppliers as central 
migration actors

• Build continuous monitoring, policy 
adaptation, and workforce capability

Management implication
The framework helps SMEs move from 
uncertainty to structured, evidence-based 
decision-making.

Suggested migration work packages

1 Governance and ownership

2 Discovery and CBOM development

3 Risk and feasibility assessment

4 Pilot execution and continuous governance

Each work package should define specific ownership, 
timelines, and success metrics.
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