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● X.509 Certificates and the Alternative Extensions
● TLS 1.3 Handshake Messages and X9.146 Extensions
● Post-Quantum Algorithms in wolfSSL



Standards



X.509 RFC 5280
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IETF
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https://www.ietf.org/archive/id/draft-truskovsky-lamps-pq-hy
brid-x509-02.txt



ITU-T X.509

7

https://www.itu.int/rec/T-REC-X.509-201910-I/en



X9.146 (Peter Bordow and Jeff Stapleton) 
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https://www.linkedin.com/feed/update/urn:li:activity:7379627
562072936448/



X9.146 (Peter Bordow and Jeff Stapleton) 
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https://www.linkedin.com/feed/update/urn:li:activity:7379627
562072936448/

“The X9F5 Financial PKI Workgroup 
will continue developing the X9.146 
standard.”

Peter Bordow



X.509 Certificates and the Alternative 
Extensions



Chimera Certificate Chains
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TLS 1.3 Handshake Messages and X9.146 
Extensions



A TLS 1.3 Connection
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Hybrid Scheme List (HSL) Extension (ClientHello & 
ServerHello)

Field Name Extension 
Type

Payload 
Length

CKS Signature 
Specification

Content 0xFFFF 0x0002 0x0001

0xFF designates 
Personal Use

0xFF Placeholder; TBD

Meaning Value

NONE 0x0000

CHIMERA 0x0001

COMPOSITE 0x0002

DUAL CERT 0x0100

CERT + PSK 0x0200

RESERVED 0xFFFF

Possible Values



Certificate Key Selection (CKS) Extension 
(CertificateVerify)

Field Name Extension 
Type

Payload 
Length

CKS Signature 
Specification

Content 0xFF92 0x0001 0x02

0xff designates 
Personal Use

0x92 is hexadecimal
for 146

Meaning Value

CLASSICAL (default) 0x00

CHIMERA Native 0x01

CHIMERA Alt 0x02

CHIMERA Hybrid 0x03

Composite Hybrid 0x04

DUAL CERT Hybrid 0x05

RESERVED 0xFE

EXTERNAL 0xFF

Possible Values



Handshake Authentication
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Post-Quantum Algorithms in wolfSSL



Implemented Post-Quantum Algorithms and Variants

KEM Groups
● ML-KEM 512
● ML-KEM 768
● ML-KEM 1024

Hybrid Groups
● SecP256r1MLKEM512                                                           
● SecP384r1MLKEM768
● SecP521r1MLKEM1024                                                          
● SecP256r1MLKEM768                                                         
● SecP521r1MLKEM1024                                      
● SecP384r1MLKEM1024                                                          
● X25519MLKEM512                                                            
● X25519MLKEM768                                                              
● X448MLKEM768 

Hybrid Signatures
● P-256 and ML-DSA44
● P-384 and ML-DSA65
● P-521 and ML-DSA87
● RSA-3072 and 

ML-DSA44

Signature Schemes 
● ML-DSA 44
● ML-DSA 65
● ML-DSA 87
● LMS/HSS (not appropriate for 

TLS)
● XMSS/XMSS^MT (not 

appropriate for TLS)
● SLH-DSA (Many variants)



Email: facts@wolfssl.com

Questions?


