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X.509 RFC 5280

Network Working Group D. Cooper
Request for Comments: 5280 NIST
Obsoletes: 3280, 4325, 4630 S. Santesson
Category: Standards Track Microsoft
S. Farrell

Trinity College Dublin

S. Boeyen

Entrust

R. Housley

Vigil Security

W. Polk

NIST

May 2008

Internet X.509 Public Key Infrastructure Certificate
and Certificate Revocation List (CRL) Profile

Status of This Memo

This document specifies an Internet standards track protocol for the
Internet community, and requests discussion and suggestions for
improvements. Please refer to the current edition of the "Internet
Official Protocol Standards" (STD 1) for the standardization state
and status of this protocol. Distribution of this memo is unlimited.

Abstract

This memo profiles the X.509 v3 certificate and X.509 v2 certificate
revocation list (CRL) for use in the Internet. An overview of this
approach and model is provided as an introduction. The X.509 v3




https://www.ietf.org/archivel/id/draft-truskovsky-lamps-pq-hy
brid-x509-02.txt

LAMPS A. Truskovsky
Internet-Draft D. Van Geest
Intended status: Standards Track ISARA Corporation
Expires: 25 February 2024 S. Fluhrer
P. Kampanakis

Cisco Systems

M. Ounsworth

S. Mister

Entrust Datacard, Ltd

24 August 2023

Multiple Public-Key Algorithm X.509 Certificates
draft-truskovsky-lamps-pg-hybrid-x569-62
Abstract

Tombstone notice:

This draft is no longer being pur at the IETF. A variant of this



ITU-T X.509

https://www.itu.int/rec/T-REC-X.509-201910-l/en

9.8 Alternative cryptographic algorithms and digital signature extensions
9.8.1 Introduction

There is a need to provide capabilities for easy migration within a PKI from one set of cryptographic algorithms to another
more suitable set of cryptographic algorithms. The following cryptographic algorithm and digital signature extensions are
defined for that purpose:

a) subject alternative public key information extension;
b) alternative digital signature algorithm extension; and

¢) alternative signature value extension.

These extensions may be included in both CA certificates and end-entity public-key certificates. Alternative digital
signature algorithm extension and alternative signature value extension may also be used as CRL and AVL extensions.
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“The X9FS Financial PKI Workgroup
will continue developing the X9.146
standard.”

Peter Bordow
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Chimera Certificate Chains
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TLS 1.3 Handshake Messages and X9.146
Extensions




A TLS 1.3 Connection
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Hybrid Scheme List (HSL) Extension (ClientHello &

ServerHello)

Extension

Field Name
Type

Content OxFFFF

/N

OxFF designates
Personal Use

Payload CKS Signature
Length Specification
0x0002 0x0001

OxFF Placeholder; TBD

T

Meaning
NONE
CHIMERA
COMPOSITE
DUAL CERT
CERT + PSK

RESERVED

Possible Values

Value

0x0000
0x0001
0x0002
0x0100
0x0200

OXFFFF



Certificate Key Selection (CKS) Extension

(CertificateVerify)

Possible Values
Meaning Value

CLASSICAL (default) | 0x00

Field Name Extension Payload CKS §|gn§ture CHIMERA Native 0x01
Type Length Specification
Content OXFF92 0x0001 0x02 CHIMERA At 0x02
CHIMERA Hybrid 0x03
Oxff designates 0x92 is hexadecimal DUAL CERT Hybrid | 0x05
Personal Use for 146
RESERVED OxFE

EXTERNAL OxFF



Handshake Authentication

Server Side
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Implemented Post-Quantum Algorithms and Variants

Signhature Schemes KEM Groups Hybrid Groups
ML-DSA 44 . ML-KEM 512 o SecP256rIMLKEMS12
e SecP384rTMLKEM768
ML-DSA 65 - ML-KEM /08 e  SecP521rIMLKEMI1024
ML-DSA 87 . ML-KEM 1024 o SecP256rIMLKEM768
LMS/HSS (not appropriate for o SecPS2IrIMLKEM1024
TLS) e SecP384rIMLKEM1024
. o X25519MLKEMS12
XMSS/XMSS MT (not e X25519MLKEM748
appropriate for TLS) o X448MLKEM768

SLH-DSA (Many variants)

Hybrid Signatures

P-256 and ML-DSA44
P-384 and ML-DSA65
P-521 and ML-DSA87
RSA-3072 and
ML-DSA44
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Email: facts@wolfssl.com



