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Sparkle multi-layer network



Our requirements

End-to-end

• Smooth interoperability
• Legacy networks

Portability

• Customer premise
• DC 
• Cloud
• Exchanges

Agility

• Flexible deployment
• Easy update
• Technology agnostic

Cost

• Security as 
investment, but a 
budget issue

Observability

• One platform, many 
network layers

• APIs for easy integration

Scalability

• Thousands of endpoints Bandwidth 
– 10Mb-400Gb

Performance & 
Certifications

• No compromise
• Compliancy 

Time

• Adoption & 
Integration



Sparkle Network as a Service (NaaS)

Cloud

AI

Data

Cybersecurity

Gaming

Banking

Finance Edge Computing

NaaS 
Service 

Provider

NaaS Enablers

NaaS Consumers

Applications

Network functionalities On-Demand, Cybersecurity, AI, Cloud-based orchestration and automation



Network as a Service QSI - Concept

Symmetric Key Agreement
• Keys can be used to secure any channels (IPsec, 

MACsec, TLS, MQTT)
• Continuous keys rotation
• Centralized key management
• Crypto-agile as the underlying cryptographic 

primitives can be upgraded or replaced

On-demand set-up
• On-demand VPN and Internet Access
• On-demand Post Quantum turn-on/off 
• Monitoring on Customer Portal
• Sparkle NOC/SOC for managed solution

Quantum-Safe access over Internet or Private Network

Quantum-Safe access over Private Network

L3 Connectivity

L2 and L1 Connectivity

Endpoint can be in any location: customer premises, POP, Data Centre, Cloud

Endpoint can be in any location: customer premises, POP, Data Centre, Cloud



Sparkle 

Customer

Network as a Service QSI - Components

Keys orchestrator

Customer Portal

VNF orchestrator

APIs

CPE / uCPE / VM / Cloud
(Cisco, Fortinet, Juniper)

CPE / uCPE / VM / Cloud
(Cisco, Fortinet, Juniper)

Over existing or Sparkle connectivity



Network as a Service QSI– High Level Solution

End-point

End-point

End-point

NaaS Services Platform

Sparkle Customer Portal

VNFs Orchestrator

.

Symmetric Key Agreement 
platform



Quantum Safe over Optical

QSI
Alice

WDM WDM

Apollo TM400ENBClear
data

Out-of-band channel for key negotiation

QSI
Bob

SKA Platform

Apollo TM400ENB
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WDM WDM

OLP OLP30km

Metamorfosi Koropi
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Setup Overview

Clear
data

Sparkle MAN

 QSI (Alice) deployed over VM

 QSI (Bob) deployed over uCPE
acting as Key Box Generator

 Keys provided by QSI are injected 
into Apollo TM400ENB

 Clear traffic entering TM400ENB 
network will be encrypted  using 
QSI keys

 Encryption supported per each 
client interface (10/100GE) 
independently and line rate up to 
400GE

VM uCPE

Quantum Safe over Optical – coming soon as the next QSI service option



Quantum Safe to Cloud
Available on AWS

 Available on AWS – via Sparkle Channel
 Ordering via AWS Marketplace
 Quantum-Safe VPN to Cloud
 Fully managed key orchestration + encrypted transport

QSI Endpoint

AWS region

AWS region

Keys orchestrated from SKA platform

Firewall (NGFW)

• 2x Public IPs: One for QSI tunnel, one for management

• 1x VPC: Custom VPC for secure connectivity

Resources:

• 1x EC2 instance: t3.medium – Red Hat Enterprise Linux (RHEL)

• 1x QSI: Quantum Safe Interconnect endpoint

• 1x FortiGate Firewall Appliance: Fortinet Next-Generation 
Firewall (NGFW)

• 2x Public IPs: One for QSI tunnel, one for management

• 1x VPC: Custom VPC for secure connectivity

Customer Site / 
Data centre



Use Cases – Quantum Safe to Cloud

Available on AWS – via Sparkle Channel or AWS Marketplace

Protecting 
AI

Secure Hybrid
Workloads

Cloud Migration 
for Sensitive 

Verticals

Global Site-to-Cloud 
Interconnect

Post-quantum secure 
connectivity for sensitive 
machine learning and AI 

inference pipelines in 
transit to AWS

Quantum-safe VPN 
tunnels between on-

premise edge data centre
and AWS VPCs. Ensures 

post-quantum encryption 
for mission-critical traffic

Enables secure cloud 
adoption for finance, 
heathcare, and public 

sector.

No infrastructure changes 
required

Carrier-grade performance 
and quantum-safe 

transport across regions 
integrated into Sparkle’s 

NaaS with zero-touch 
deployment and VNF 

support



QSI on Equinix
Quantum-safe interconnection for hybrid, multi-cloud and partner ecosystems

Customer / Carrier /
Enterprise Domain

Site, data centre or
existing VPN environment

Equinix EMS / IBX
QSI endpoint hosted on EMS / MPC Flex

with firewall and Equinix Fabric adjacency

software overlay over existing connectivity

QSI endpoint FortiGate / VPN Equinix Fabric

IPsec VPN IPsec VPN

SKA platform – orchestration

Available across 20 Equinix IBX locations with EMS |  Europe, Americas and Asia

AMERICAS
Calgary, Chicago, Dallas, Montreal,

Rio de Janeiro, Saint John, São Paulo,
Toronto, Washington D.C.

EMEA
Amsterdam, Barcelona, Dublin, Frankfurt,

Helsinki, London, Madrid, Manchester

APAC
Osaka, Singapore, Tokyo

Cloud / Partner/
Remote Domain

Cloud region, partner DC or second 
customer site



QSI over Satellite
Quantum-safe connectivity for remote, mobile and resilient environments

USE CASE OVERVIEW

• A QSI endpoint protects traffic before 
satellite transport

• The satellite segment securely extends 
reach to remote sites

• QSI can connect both maritime and 
terrestrial endpoints

TYPICAL APPLICATIONS

.
• Maritime and offshore environments
• Remote terrestrial sites and field 

locations
• Business continuity and backup access
• Critical communications with 

distributed endpoints
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