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Quantum Threat to Blockchain Cryptography

Classical blockchains rely on ECDSA, Ed25519, ECDH

Shor's algorithm breaks them with large-scale quantum computers

e “Harvest now, decrypt later”: encrypted data recorded today can be decrypted later

e Important nuance: Signatures are not retroactively decrypted (no historic fund theft),
but an adversary with a quantum computer could forge signatures in real time to hijack
live accounts.

e For blockchains using confidential transactions or off-chain channels (KEMs),
harvest-now is an immediate, catastrophic risk.

e NIST lattice standards: Kyber (KEM), Dilithium (signatures) — but large keys/signatures
cause scalability issues.
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Proposed Cryptographic Primitives

MPPK KEM — Key Encapsulation HPPK DS - Digital Signature

e Hidden-ring multivariate polynomials e Extends MPPK with Barrett reduction
over GF(p), Z/tZ masking

e Linear config (A = 1) — no root-finding, e Deterministic — no transaction
high speed malleability

e Security: IND-CPA (modular e Security: EUF-CMA (exponential best
Diophantine hardness) attacks)

e Sizes (NIST V): PK 350 B, CT 350 B e Sizes (NIST V): PK 356 B, signature

e Performance: 16k—22k CPU cycles 2712 B
(encap/decap) e Performance: sign ~ 16k, verify =~ 22k

cycles

Both primitives are quantum-safe (no known polynomial-time quantum attacks) and form the sole

public-key layer of our blockchain architecture.
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Comparison With Lattice Candidates

Table 1: Public key and signature/ciphertext sizes at NIST Level V (bytes)

Scheme Public key  Signature / Ciphertext
Dilithiumb 1,600 3,293
Kyber1024 1,568 1,568 (ciphertext)
HPPK DS (Level V) 356 272

MPPK KEM (Level V) 350 350 (ciphertext)

e Dilithium signatures >3 KB — 1 MB block holds only 300 transactions; HPPK: 4,000
transactions (order-of-magnitude improvement)

e On-chain state bloat: In state-based blockchains (e.g., Ethereum), validator nodes store all
public keys permanently. Moving from 32-byte classical keys to 1,600-byte Dilithium keys
causes exponential storage replication over millions of accounts. Our 356-byte public keys
mitigate this explosion.

e Lattice: discrete security levels; multivariate: continuous trade-off via p, m /11



Quantum-Safe Blockchain Architecture

Core Principle
Native, exclusive use of MPPK KEM and HPPK DS - no other public-key primitives.

e Compactness: HPPK signatures as small as 272 bytes (Level V) — 10x smaller than
Dilithium.

e Quantum safety: Security rests on multivariate polynomial hardness (no known quantum
speedup).

e Consensus agnostic: Works with PoW, PoS, or any standard protocol — decoupled layer.

Account Model:
Address = SHA256(HPPK _PK || MPPK PK)

e One address binds both signature and encryption keys
e Security: Collision resistance — 128-bit post-quantum (Grover). Pre-image resistance —
256 bits classically / 128 bits under Grover (still sufficient).
e Optional upgrade to SHA-3 for higher margin
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Transaction and Block Structure

Transaction T — compact and self-contained:

Metadata: version, nonce, fee
Inputs: UTXOs or account state references
Outputs: recipient addresses + amounts

Encrypted payload (optional): MPPK KEM ciphertext || AES-GCM encrypted data

A

Signature: HPPK DS over all preceding fields (deterministic — no malleability)

Block:

e Header: previous hash, Merkle root, timestamp, consensus data, state commitment

e Body: ordered list of validated transactions

No extra crypto primitives — minimal, uniform footprint.
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Architecture Overview Diagram

QUANTUM-SAFE BLOCKCHAIN ARCHITECTURE USING MPPK KEM AND HPPK DIGI IGNATURES

USER/CLIENT APPLICATIONS 90 ” PERFORMANCE AND
(WALLET MANAGEMENT) '%‘ (WALLETADDRESSf SHAZJSG(LHPPK_PKII MPPK_PK) (Truncated)] SEO(:I{EI\ZIIQ'Y A?ngg{g"-s
LEVELV
4
CRYPTOGRAPHIC (= O
PRIMITIVES s SKye™ | COMPACT PUBLIC KEYS:
(A=1 INSTANTIATION) Encapsulation | | Decapsulation 196-536 bytes

(vs. Dilithium 1.6 KB, Kyber 1.5 KB)

BLOCK STRUCTURE

TRANSACTION Noncsfee) | (ieteencsto | Recmontadarcses, | oo | e ash etk oot COMPACT SIGNATURES: |
AND BLOCK  canonical ITXOs/State) ) Timestamp, Consensus Data) 144-272 hyles

INON-MALLEABLE
format OPTIONAL ENCRYPTED PAYLOAD e
STRUCTURE  forma (Cen, Encrypted sensitive data, via MPPK KEM) _BODY (vs. Dilithium 2.4-3.3 KB)
HPPK DIGITAL SIGNATURE (Ordered List of Transactions)
(Over all previous fields using SKsenger)
HIGH THROUGHPUT

ESTIMATION:
Thousands of TPS per node

VALIDATOR/MINER NODE ~,

VERIFICATION PROCESS
(per Transaction)

DISTRIBUTED 1. STATE VALIDATION CONSENSUS POST-QUANTUM RESISTANCE: |
LEDGER & (Verify UTXOs) (PoW or PoS - Decoupled) Hardness of Solving Modular
COE:%I:US 2. (sulsu"%ngkmf vg:iggel:m “"T‘é{)"r;:’,'nﬁt'rqee:(‘“e Multivariate Polynomial Systems

\Sender [ ———

3. OPTIONAL DEGRYPTION
(if private key owner) PERMANENT, SUPPORTS:

REPLICATED ON-
ETSI QUANTUM-SAFE
VALIDATOR/MINER NODE — @ @l CHAIN STORACE STANDARDIZATION EFFORTS

The diagram illustrates the complete flow: user wallets, transaction assembly, verification, consensus, 7/11




Confidential Transactions — Optional, Lightweight

How it works:

. Sender retrieves recipient's MPPK public key
. Encapsulates random symmetric key K using MPPK KEM — Ckgm
Encrypts sensitive payload (amount, memo, etc.) with K (AES-GCM)

HA w0 DN R

. Transaction includes Cxgn and ciphertext
What this provides (and does not provide)

e Provides: Data / memo confidentiality for point-to-point secure communication (e.g.,
hidden contract parameters, private metadata).

e Does not provide: Public validation of masked balances (that would require
zero-knowledge proofs like Bulletproofs). Our architecture focuses on compact,
quantum-safe optional confidentiality, not full private transaction validation.

e MPPK KEM is IND-CPA secure, no heavy ZK overhead.

Confidentiality is optional — transactions without encrypted payload are fully public.
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Migration Path Toward ETSI Standardization

ETSI has initiated work on post-quantum migration strategies for distributed ledgers.

Our architecture illustrates a concrete design using compact multivariate primitives.

Standalone blockchain — backward compatibility not assumed.

Bridge mechanism: lock assets on legacy chain, mint on quantum-safe chain, authenticate
via HPPK DS signatures.

This work aims to serve as an input to ongoing ETSI discussions on quantum-safe blockchains.
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Conclusion

Proposed a quantum-safe blockchain based on MPPK KEM and HPPK DS.
Compact sizes: public keys 196-536 bytes, signatures 144-272 bytes.

Performance: tens of thousands of cycles per operation; high throughput possible.
Optional confidentiality via MPPK KEM.
e Acknowledgment: MPPK/HPPK not yet as widely cryptanalyzed as NIST lattice schemes

— further analysis needed.

Hoped to motivate additional research and standardization.

Thank you!
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