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"Authentication provides guarantees on the

Technical limitations

identities of the parties involved in the 1. Quantum key dlsmbutlon is only a parllal solution. QKD generates keymg material
protocol execution." [GFW19]
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« Asymmetric Cryptography: using PQC
via public key infrastructures (PKIls)

https://lwww.ncsc.gov.uk/paper/quantum-networking-technologies
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DEFENSE-IN-DEPTH (HYBRID) MECHANISMS /I8 W emas

Combination of conventional (asymmetric and symmetric), post-quantum,
and quantum-based cryptography with certain security requirements.

« Confidentiality: only intended parties know the key;
may be based on symmetric keys, classical KEMs,
PQ KEMs & quantum-based cryptography (e.g., QKD
via ETSI 014 interface)

» Authentication & Integrity: parties are certain of
each other’s identity, untampered data; based on
symmetric keys, PQ signatures, MACs

« Security Proof: combining technologies maintains
overall security, “core claim of the security analysis”

Particularly: suitable mechanism for securing
quantum (communication) networks.

Confidentiality alone is insufficient
for nearly all use cases!

Many a Mickle Makes a Muckle:
A Framework for Provably Quantum-Secure
Hybrid Key Exchange

Benjamin Dowling!, Torben Brandt Hansen?, Kenneth G. Paterson!

The security proof is the toughest challenge, as it
must encompass all requirements.




DEF-IN-DEP WORKS WITH SECURITY PROOFS AT aus

HNOLOGY

HAKE Protocols Connection Types Confidentiality Authentication

Muckle psr20) Point-to-Point (P2P) Computational (KDF) Pre-Shared Key (PSK)
Muckle+ Brs23 End-to-End (E2E) Computational (KDF) PQ Signatures
Muckle++ (opH+24] P2P Computational (KDF) PSK or PQ Signatures
Muckle# Bsp+24) E2E Computational (KDF) KEMs

ITS AKE (+psvzs) P2P “Long-term” (XOR, in their model) KEMs

Non-BB Hybrid rer26] P2P Computational (KDF, in their model) PQ Signatures

[DBP20] Dowling, Brandt Hansen, Paterson: Many a Mickle Makes a Muckle: A Framework for Provably Quantum-Secure Hybrid Key Exchange. PQCrypto 2020: 483-502

[BRS23] Bruckner, Ramacher, Striecks: Muckle+: End-to-End Hybrid Authenticated Key Exchanges. PQCrypto 2023: 601-633

[GPH+24] Garms, Paraiso, Hanley, Khalid, Rafferty, Grant, Newman, Shields, Cid, O'Neill: Experimental Integration of Quantum Key Distribution and Post-Quantum Cryptography in a Hybrid Quantum-Safe Cryptosystem. Wiley 2024
[BSP+24] Battarbee, Striecks, Perret, Ramacher, Verhaeghe: Quantum-Safe Hybrid Key Exchanges with KEM-Based Authentication. CoRR abs/2411.04030 (2024)

[BBB+25] Buruaga, Bugler, Brito, Martin, Striecks: Versatile Quantum-Safe Hybrid Key Exchange. EPJ Quantum Journal 2025

[HPSV26] Hovelmanns, Planken, Schaffner, R. Verschoor: QKD Oracles for Authenticated Key Exchange. https://arxiv.org/abs/2509.12478 6
[Fer26] Ferreira: AKE Protocol Combining PQC and QKD. IACR Communications in Cryptology 2026.

[ETSI26] https://docbox.etsi.org/CYBER/qsc/open/ETSI1%20TS%20104%20146%20for%20public%20consultation.pdf
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TS 104 146 IN STF 684 "QUANTUM-SAFE )
CRYPTOGRAPHIC SOLUTIONS™ WP3

«  WP3 goal: combine Quantum and Post-Quantum ETSI TS 104 146 v0.0.4 cozsos)
Cryptography Components in defense-in-depth (hybrid)
approach with authentication and security proofs

- Status TS 104 146 (V0.0.4, 4/2026):

*  Protocol description stable, document available in stable
draft for comments, based on TS 103 744

* https://docbox.etsi.ora/CYBER/gsc/open/ETSI%20TS Sylsasaciiy |EVBER] Sl Saa Grypiogmphy (G5
%20104%20146%20for%20public%20consultation.pdf Altinnticated Giarium Sata HyLrd Koy Extalishment

« Generic approach: but at least PQC components required
Co-funded by
| -

* Final draft expected
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° Reference implementation by Te|ef0nlca ID and AIT Started European Union _—




TAKE-AWAYS AND RECOMMENDATIONS °

 Emerging: TS 104 146 in STF 684 “Quantum-Safe Cryptographic Solutions”
- Vision: particularly useful in large-scale secure quantum communication networks
- Now: def-in-dep quantum-classical key exchange protocol with long-term security
- Final draft to be expected soon; reference implementation ongoing

 Open Points Remain
- Standardisation efforts should be intensified for quantum-based networks (e.g., PQ PKIl)
- Further harmonisation of integrating quantum technologies into classical infrastructures

« Strengthen Collaboration
«  Community effort of quantum and non-quantum experts required
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,LONG-TERM" DEF-IN-DEP CONCEPT

« Until the end of the (initial) key-exchange run, the
adversary must be computationally bounded

«  Consequence: no PSKs for authentication in multi-
domain networks required

» After the protocol run, the shared key is protected at least
by post-quantumm and quantum-based cryptography

- Consequence: attacker must break at least both layers

Particularly: key inherits the strong security
properties from quantum-based cryptography

Depending on PQC
assumptions until end of
protocol run

Key depends
on post-quantum and
quantum-based
cryptography after
protocol is finished
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