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January 7, 2025 
 
To: Banking Corporations and Licensed Payment Service Providers  
Chairman of the Board and CEO 

Subject: Banking System Preparedness for Cyber Risks Arising from Quantum Computing 
Capabilities 

Quantum Computing  

1. Quantum computing is an innovative technology with the potential to solve complex 
mathematical problems that were previously unsolvable with existing computing 
capabilities. This technology is expected to bring significant changes across a wide range 
of fields and industries.  

2. However, alongside the advantages of this development, a sufficiently powerful quantum 
computer could break widely-used asymmetric encryption algorithms and weaken other 
encryptions (hereinafter: encryption breaking in the quantum computing era). These 
encryption methods form the basis for digital signatures and encrypted communication 
over the Internet. As a result, the security and confidentiality of financial transactions and 
sensitive data processed by financial institutions could be at risk with the advent of 
sufficiently powerful quantum computers. The risk involves the exposure of encrypted 
information and the compromise of the integrity of signatures and signed information. 

3. Until recently, experts and analysts in the field of information systems estimated that the 
feasibility of a quantum computer with the required power was decades away. However, 
since 2022, due to advancements in building stronger and more stable quantum computers, 
timelines have shortened. Currently, leading professionals, including analysts and 
international bodies1, estimate that the risks of encryption breaking in the quantum 
computing era will materialize within the next decade, or even sooner. 

4. The American National Institute of Standards and Technology (NIST) has initiated a global 
standardization process for post-quantum cryptography (PQC). This process includes 
selecting cryptographic algorithms that can operate with existing network and 
communication protocols and protect sensitive information from encryption breaking in 
the quantum computing era. Simultaneously, research initiatives are being tested, including 
quantum key distribution (QKD) technology for establishing secure communication 
channels for encryption key distribution. 

5. The most immediate risk associated with encryption breaking in the quantum computing 
era is the potential for valuable long-term data, where encryption is of essential, to be 
quickly deciphered once encryption-breaking capabilities are available. This risk, known 
as "Harvest Now, Decrypt Later," refers to the possibility of stealing encrypted information 
collected in various cyber events now and storing it until it can be easily decrypted. 

                                                 
1 World Economic Forum - WEF (2022). “Transitioning to a Quantum-Secure Economy” (p. 9);  
Monetary Authority of Singapore - MAS (2024). “Advisory on Addressing the Cybersecurity Risks Associated with 
Quantum”;  
National Institute of Standards and Technology - NIST (2016). “Report on Post Quantum Cryptography (p. 6). 

State of PQC
(mid-2026)
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Standards Policy & Guidance Roadmaps Handbooks

CNSA 2.0 Quantum Resistance Timeline*

2022 
CNSA 2.0 Released

2024 
CNSA 2.0 Finalized

2030 
All equipment on 
NSS should be 
QR capable

2031 
All NSS should be 
QR

2035
NIST proposed date 
disallowing quantum 
vulnerable public key

2027 
New NSS acquisitions 
must be QR  

*Specific product lines or technologies and applications will possibly have their own 
timeline, but barring such separate guidance 

FIPS 203 
Federal Information Processing Standards Publication 

Module-Lattice-Based 
Key-Encapsulation Mechanism Standard 
Category: Computer Security Subcategory: Cryptography 

Information Technology Laboratory 
National Institute of Standards and Technology 
Gaithersburg, MD 20899-8900 

This publication is available free of charge from: 
https://doi.org/10.6028/NIST.FIPS.203 

Published August 13, 2024 

U.S. Department of Commerce 
Gina M. Raimondo, Secretary 

National Institute of Standards and Technology 
Laurie E. Locascio, NIST Director and Under Secretary of Commerce for Standards and Technology 

FIPS 204 
Federal Information Processing Standards Publication 

Module-Lattice-Based Digital 
Signature Standard 
Category: Computer Security Subcategory: Cryptography 

Information Technology Laboratory 
National Institute of Standards and Technology 
Gaithersburg, MD 20899-8900 

This publication is available free of charge from: 
https://doi.org/10.6028/NIST.FIPS.204 

Published August 13, 2024 

U.S. Department of Commerce 
Gina M. Raimondo, Secretary 

National Institute of Standards and Technology 
Laurie E. Locascio, NIST Director and Under Secretary of Commerce for Standards and Technology 

FIPS 205 
Federal Information Processing Standards Publication 

Stateless Hash-Based Digital Signature
Standard 
Category: Computer Security Subcategory: Cryptography 

Information Technology Laboratory 
National Institute of Standards and Technology 
Gaithersburg, MD 20899-8900 

This publication is available free of charge from: 
https://doi.org/10.6028/NIST.FIPS.205 

Published: August 13, 2024 

U.S. Department of Commerce 
Gina M. Raimondo, Secretary 

National Institute of Standards and Technology 
Laurie E. Locascio, NIST Director and Under Secretary of Commerce for Standards and Technology 

TLP: CLEAR 
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The figure below presents a sample, illustrative visual summary of the quantum-resistant 
transition of a notional non-critical system at a financial entity. Financial entities may consider 
developing and applying other roadmaps similar to this one based on the criticality of the systems 
for which they are responsible and their unique circumstances. 

 

The G7 CEG encourages financial authorities and financial entities to: 

• Consider integrating these approaches into existing governance and risk management 
frameworks and technology strategies, with sustained executive engagement. 

• Consider prioritizing migration planning based on exposure and systemic importance to 
contribute to collective resilience. 

• Consider integrating the success factors outlined in this roadmap within organizational 
plans to guide implementation. 

The G7 CEG reaffirms its commitment, in cooperation with financial authorities, to: 

• Monitor progress with post-quantum cryptography migration and share information across 
jurisdictions, support transitional efforts, and encourage jurisdictional consistency. As the 
technology and our understanding of it develops, timelines may be revisited as needed.   

• Coordinate with standard-setting bodies and other key stakeholders to promote 
international cooperation. 

• Facilitate dialogue and knowledge sharing across critical infrastructure sectors and with 
technology providers to accelerate preparedness. 

• Monitor evolving threats, technology, and migration lessons learned and consider 
updating resources to support organizations. 



“The future is already here —
 it's just not very evenly distributed”
– William Gibson (1993)

Portrait of author William Gibson taken on his 60th birthday; March 17, 2008.
Wikimedia Commons. CC-SA-2.0



USA & PQC Date ID Title

Apr 2015 Workshop on Cybersecurity in a Post-Quantum World , NIST

May 2022 NSM-10 Memorandum on Promoting United States Leadership in Quantum Computing While 
Mitigating Risks to Vulnerable Cryptographi , White House

Aug 2022 CISA-2022 Preparing Critical Infrastructure for Post-Quantum Cryptography, CISA

Dec 2022 HR7535 Quantum Computing Cybersecurity Preparedness Act, US Congress

Aug 2023 CISA-2023 Quantum-Readiness: Migration to Post-Quantum Cryptography, CISA/NSA//NIST

Jul 2024 Report on Post-Quantum Cryptography, Office of Management & Budget

Aug 2024 NIST FIPS-205 (ML-KEM), FIPS-204 (ML-DSA), FIPS-205 (SLH-DSA)

Aug 2024 CISA-2024 Strategy for Migrating to Automated Post-Quantum Cryptography Discovery
and Inventory Tools, CISA

Dec 2024 CNSA 2.0 (revised) Commercial National Security Algorithm Suite 2.0, NSA

Jan 2025 EO-14414 Strengthening and Promoting Innovation in the Nation's Cybersecurity, White House

Jun 2025 Sustaining Select Efforts To Strengthen the Nation's Cybersecurity, White House

Nov 2025 USA-2025 Preparing for Migration to Post-Quantum Cryptography, US DoW

Jan 2026 CISA-2026b Product Categories for Technologies That Use Post-Quantum Cryptography
Standards, CISA

Mar 2026 NCF-2026 Convening To Act, National Cryptologic Foundation

Jun 2026 NSPM-12 National Policy for the Cybersecurity of National Security Systems, White House
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A partial list of US 
activities in PQC ..

Scope

Policy / Strategy

Standards

Legislation

Regulation

Budget / Funding

Procurement

Convening

Ongoing 



GSMA Post-Quantum Task Force (PQTN)
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All GSMA PQTN documents are publicly available:
https://www.gsma.com/solutions-and-impact/technologies/security/post-quantum/

PQTN 
Formation

GSMA Task 
Force 

approved

1st Post 
Quantum 
Seminar

2nd Post 
Quantum 
Seminar 

3rd Post 
Quantum 
Seminar

4th Post 
Quantum 
Seminar

5th Post 
Quantum 
Seminar

6th Post 
Quantum 
Seminar

7th Post 
Quantum 
Seminar

8th Post 
Quantum 
Seminar

Mexico City Barcelona Las Vegas Barcelona Singapore Las Vegas Barcelona Doha Barcelona

September 
2022

February 
2023

September 
2023

February 
2024

May
2024

October 
2024

March
2025

July
2025

November 
2025

February 
2026

May
2026

GSMA PQ.01 GSMA PQ.02 GSMA PQ.03 
v1

GSMA PQ.03 
v2

GSMA PQ.04 GSMA PQ.05 GSMA PQ.07

PQTN TF
formed 

in GSMA

Telco Impact 
Assessment 
Whitepaper

Guidelines 
for Quantum 

Risk 
Assessment

Guidelines 
for Telecom 

Use Cases v1

Guidelines 
for Telecom 
Use Cases &  
Migration v2

Post 
Quantum 

Cryptography  
in IoT 

Ecosystem

Quantum-
safe 

Cryptography 
for 4G and 

5G Roaming

Post 
Quantum 

Cryptography 
for Non- 

Terrestrial 
Networks 

PQC Hybrid 
Key 

Exchange for 
Base Station 

& Security 
Gateway
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Policy / Strategy

Standards ? 

Legislation

Regulation

Budget / 
Funding
Procurement

Convening

PQTN membership brings together operators, vendors, regulators, chip-sets



Industry Sector Perspectives
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Supply Chain

Regulators
• Resilience / cybersecurity ⚠
• Competition

Technology strategy
• Outsourcing, cloud ⚠
• AI, APIs, 6G etc. ⚠

Business strategy 
• Porter’s 5 forces
• Geo-politics
• Change

PQC migration affects multiple stakeholders across an industry sector; focus & alignment is hard. 
• Business focus [mid-2026] globally on AI
• “Next year” is the easy response ..

Dependencies

Industry Firms (other)
Industry Firms (tier 1)

Standards ⚠
⚠ Vendors Open Source ⚠



Gaps in PQC Guidance (mid 2026)

National

National cybersecurity policy

Clear National PQC Policy
• Exemplar: US

Government Systems + PQC
• Exemplar: NL

Regulatory clarity & signals
• Exemplar: UK OFGEM

Convening power
• Exemplar: US NCF 

PQC Assurance 
• Exemplar: UK NCSC

Industry Sectors

Sector PQC working groups
• Exemplar: Telco, Finance

Sector PQC roadmap
• Exemplar: Finance (G7)

Sector PQC Handbook
• Exemplar: CFDIR (Can.)

Sector crypt standards 
inventory
• Exemplar: Telco (3GPP)

PQC Experience Sharing
• Exemplar: PKI-C PQC

Emerging Risk

Quantification of loss 

Materiality of risk (when)

Financial Liability
• Investors
• Officers
• Cyber-insurance

Responsibility of Board

Role of cyber-insurance

Business Case / 
Funding

US OBM 1% FCEB 10 years

The 3 CEO Problem – Ollie 
Whitehouse, NCSC

Informal regulation leads to 2-
tier PQC migration
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Qualitative analysis based on 25+ countries, 100+ clients over 4 years



Actions and Recommendations (2026-2027)
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Government Regulators: 
• Signal the importance and timeframe for PQC migration
• Signal treatment of PQC investment for regulatory relief
• Clarity of approach for regulated industry sectors.  (And for other sectors.)
National technical authorities:
• Publish PQC Migration Guidance, cryptologic specifications & standards, PQC assurance.
• Use convening power to create national forums for PQC experience sharing 
Government IT:
• Funding, PQC Migration Handbook, engagement across all government departments

Industry Sectors Formation of industry sector groups using the models from financial services and telecom
• Sector-specific, time-consuming; suitable venue (anti-trust, IPR)
• Identify groups to lead PQC for each industry sector

Organisations Identify leadership, plan, engage with partners and supply chain. “Don’t Panic, Plan”
Role for business leadership groups ? (e.g. IoD).

Supply chain Leadership: Identifying PQC focal point and strategy
Communication: Prepare and publish PQC roadmaps (don’t wait for clients to ask)
Execution: Update products to support PQC (awareness of integration time)



28/36/42pt headline, 5 lines 
maximum, sentence case 


