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	Presenter’s family name:


	Presenter’s first name:

	Company: 

	Presenter’s professional email address:
Presenter’s professional mobile number:



	Presentation title:  Mandatory


	Related agenda item in the call for paper: please highlight the relevant topic on which you wish to provide a contribution.
1. 5G networks will have to support rapid and frequent changes due to SDN, NFV, edge computing, cloud technologies, etc; with such rate of change, how does security of 5G networks keep pace? In particular:

· How security of 5G networks is built to cope with such technology and network rate of change

· How deployment of SDN, NFV, or edge computing technologies affects 5G network security. What are the new threats and new solutions in security for virtualised networks and for edge computing  

· How to choose between hardware security and cloud security

· Where can standards help with this?

2. IoT devices and services are updated very frequently to enhance services and security

· How can you certify the security of an IoT device that is changing regularly

· Which security conformance frameworks/models to adopt when IoT products and services are updated very frequently

· Should updates be more visible to the end user and inform about the security upgrades? How to inform the end user when the IoT device is in a machine-to-machine environment?

· How do you securely manage dynamically updating devices?

· With such large deployments, diversity and rapid rate of change of IoT devices, how can security be managed effectively?

3. Network management: What are the parts of network management that are changing quickly and how security keeps up

· How do we securely manage new virtual networks

· How do we securely manage networks with the emergence of quantum computers

· How do we securely manage networks with hundreds of unknown devices and applications (dis)connecting?

· How enterprises manage their network security when migrating to cloud services?

· To what extent will AI help to manage a dynamically changing network?

4. Changing cryptography: how to maintain security while cryptographic algorithms are more rapidly weaker or hacked, in particular:

· How rapid changes in crypto-attacks will be solved in terms of cryptography

· How crypto-agility helps and which migration strategies to adopt

· How to avoid downgrade attacks

· How to prepare for the advent of quantum computers: wait, hybrid, or full quantum solution?

· How lightweight cryptography for IoT will still be safe and secure

· How attribute- and identity-based encryption methods respond to evolving needs

5. Human factors: More and more cyber-attacks affect consumers. Service/product providers or employers request their users or employees to update security parameters (e.g. passwords) or to follow strict security procedures. How do human beings keep up? in particular:

· How can technology enable users to improve security while remaining user friendly and user acceptable? (e.g. there are better ways to authenticate users than requiring them to remember 100 different passwords)

· Awareness and education of consumers to keep up with such rapid technology life-cycle

· Security skills development for the product builders

· How to find the right balance between security features and human acceptability

· How to give people more control of their data; how data is shared and who it is shared with

· How those changes affect privacy and trust

6. Security of hardware and software development: 

· With more and more frequent software updates, how to ensure secure development, update, and deployment of software

· How hardware keep up with the rapid change in security needs; how does it affect the hardware development, upgrade and deployment

· Supply chain integrity
 

7. How such rapid rate of change in technology, networks and devices reflects on standardization
· How to make development of standards faster

· How to update existing standards faster

· Which new methodologies would help speeding up standards development
Note: marketing or commercial speeches are not welcome
If selected, your contribution may be accepted as presentation, very short statement or participation to a panel; this will be determined in line with agenda constraints and other factors.


	Objectives of your presentation: 

Mandatory this helps the Programme Committee to ensure relevance and agenda consistency.


	Main Message: 

Mandatory this helps the Programme Committee to ensure relevance and agenda consistency


	Presentation Description: 

Please provide in about 200 words a summary of what you would like to present.
The Programme Committee will take this as a basis for its selection process

When sending you abstract to events@etsi.org, please make sure to zip the attachment. 

Should you not get an answer within 48 hours (working days), please contact the ETSI Events Team at events@etsi.org to verify that we have received your email.




By submitting this Presentation Submission Form, I agree and accept that my personal data are: 

· Collected by the ETSI Events Team and shared with the Event Programme Committee Members for the purpose of assessing the contributions received and building the event programme;
· Stored by the ETSI Events Team and deleted one year after the event.
Should my Presentation Submission be selected by the Programme Committee, I agree and accept that my first name, last name, company name and presentation title will be published on the ETSI Event Agenda.

Should I NOT want to have my personal data used as described above, I will contact events@etsi.org.

More information is available in the ETSI Privacy Policy.
�To be expanded. 
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