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Executive Summary

The principle activity of ETSI is the developmemigii-quality ICT standards to serve the needs of industry.
They are an essential enabler for the development of new and innovative digital services and for the overall
digital transformation of businesgdustry,and society in general, being increasingly pervasive in all sectors
of activity. The digital world shapes our future and ETSI is a key player in the digitization activity, ensuring
the development of the standards that enable fully interconnegtateroperable secure,and sustainable
solutions.

hyS 2F 9¢{LO& LINRY Qdhdiatdhe heardf Dighdd 2 RENBDIARYA KRS &
for ETSI to be one of the leading organizations providing ICT standards, addressingn@edsriiut also
RSAAIYAYI G2Y2NNRBosQa ¢2NIR o0& |FRRNBaarAy3d GKS L/
framework, the intent of the ETSI Technology Radar (ETR) is to highlight probable technology trends for ICT
GKFG Y& AYLI dainattHe o@ffont pfdeS standaidRation.

The ETR has been developed by ETSI Board members, OCG and ETSI secretariat representatives during th
year 2020, with the following methodology

1 Athorough trend analysis that has considered over 15 publicly available technology rapavts]
as questionnaires andother inputs from ETSI memberand technical groupsn expected
technology trends

1 Joint agreement in th&TRediting group on keydchnology trends that could be of most relevance
for ETSI today and in the near future. This initial selection does not exclude future revisions or
integrations of new technologies in future evolutions of the ETR

9 For each selected technology trend, tidentification of affinities or eventual gaps with respect to
current ETSI activities as documentedhia ETSWork Programme 2@0/21 [1], the definition of a
time frame of maturity for standardization, and a set of recommendations for future more détaile
analysis at OCG and/or Board level on the eventual way forward to fill the identified gaps in a timely
manner.
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The technology trend analysis has been focused on 10 key technology trends reported in figure 1. This
selection does not excludeture revisions or integrations, along with further technology evolutions.

& v Cybersecurity .

s : Distributed Ledgers

Dynamic Data

Autonomous Systems

b
T

Figure 1: Overview of selected technology trends

The initial analysis demonstrates that ETSI is already active in several of the identified trends, giving clear
assurance that ETSI is already on the right track. Other trends are still emerging, and it is important to
promote the discussionyerify the requirements, and be ready to ket the frontline of these upcoming
technology developments.

The time frame identifie different maturity levels of these trends, with respect to standardization needs,
starting from Q4 2020 up to the end of the present decadlbisanalysis leads t@ different set of
recommendations for ETShe ETR has classified ttiéferent recommendations ito four main clusters:

1 MONITORwhen the trend is still considered immature for standardization, or further exploration work
isnecessary to identify the appropriate ETSI contribution to the standardization fffpiather SDQs

INITIATEwWhen the trend is considered mature for further evaluation and action in ETSI
DEVELQRvhen the trend is already addressed by the ETSI Contynshiaping future standards

PROMOTEwhen ETSI is already fully engaged in the development of standards related to the
concerned trend, and further outreach and promotion could be envisaged.

Considering the overall trend analysis, the ETR main findangbe summarized as follows:

1 Nonexhaustive:The selected 10 technical trends are key examples of technology evolutions that are
likely to impact not only the present work of ETSI but #hsofuture work andeven themembership.
However the pace of technology innovation is so high that other previoushidsnified technical
areas could rapidly appear and require further analysis.

1 Interdisciplinary. Many of the trends are strongly interleaved and can partially @gerThis results in
the necessity of a stronger coordination between the various ETSI technical groups that, today or
tomorrow, could be involved in related standardization activities. The ETSI secretariat, the Board, and
the OCG are in the best positioa manage, whenever appropriate, the requisite coordination effort

ETSI Technology Radar 4
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1 Evolution not disruption Many of those trends are evolutionary technologies, therefore it is natural
that many of them are already addressed by the current work of existing ETSI teaoigas. The
level of maturity, and indeed scope of thetzhnologytrends will certainly evolve inomingyears.
Therefore it is not just matter for ETt®laddress'the next big thing'that remain atthe forefront of
innovation, but als&ETSI must adophe right strategy to cope with the standard opportunities that
could arise from these trends, finding the right balance between innovation, partnersmg€ETSI
strengths in the industry with respect to other SDOs.

No matter which of the identified technology trendsdvancest the fastestrate, it is clear that in all of &
domainsETSI can play a significant role and define its own space in the forthcoming years.

ETSI Technology Radar
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1 Introduction

Information and Communications Technology JI&Tan exciting and dynamic area, that is in constant
innovation, through the evolution of existing concepts and technologies but also through the emergence
of disruptive technologies and even sometimes unexpeciad use cases.

One of ETSI's principlé 810 1 S$3& Rth beBQhe heay ¢t Digitdl = a SELINS&aaAy 3 (KS
for ETSI to be one of the leading organizations enabling ICT standardization, addressing present needs but
Ffa2 RSAAIYAYI G2Y2NNRgQa dRuktsdrvices@andlagplRatidhs a A y3 (K

The intent of the ETSI Technology Radar (ETR) is to highlight probable technology trends for ICT that may
AYLI OG 9¢{LQa 1jdzSaid G2 NBYIFIAYy G GKS FT2NBFTNRBRYyG 2
the awaeness and discussion of such technology trends among ETSI members and enable ETSI to create
YR S@2t @S GKS (2ddngversafiiR 0 YEKKZRDl F3X SHSHN&H IS GKS
collaboration hubf 2 NJ & dzOK R %ueSablér bfsténdaids 0 & a

Therefore, the ETSI Technology Radar has the following objectives:

A To report the outcome of a thorough analysis that has considered publicly available technology
reports, questionnaires and inputs from ETSI members on the major technology.trends

A To identify the major technology trends that could be of most concern/agefor ETSI

A To contribute, for each selected technology trend, to the identification of eventual gaps with
respect to current ETSI activities (as documented in Wb8t Programme 2@0/21 [1]) and to
promote future more detailed analysis at OCG anddoard level on the eventual way forwaiiat
ETSI tdill the identified gaps.

Throughout the document it is evident that ETSI is already involved in many of the identified trends, giving
clear assurance that ETSI is already on the right track. Other taeadsill emerging, and it is important to
promote the discussion, check the requirements, and be ready tatlee forefront of these upcoming
technology developments.

ETSI is a member driven organization with a major strength being the highly diverse and knowledgeable
membership, willing to come together and develop the standards that fulfil needs across all sectors of
industry and society that make use of ICT.

The firal decision for the tak@p of some or all of these trends will come from members who voluntarily
decide to further explore these new and evolving technologies. However, analysis and preparation is an
essential step for success, and the ETSI TechnologyRadA & RS&aA3Iy SR (2 KStLI F2N
embrace innovation and also to allow our members to have their say in future work evoletiahs doing

so, help ETSI to shape the future.

ETSI Technology Radar 6
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2 Setting the scene

2.1 Socio -Techno -Economic -Political Tre nds (STEP)

The ETR document aride ETSI Strategg][havebeen developed in parallel and are intended to be
complementary and aligned.

ETSI is membatriven and technologyfocused However, the members and the technologies exist in a
global and European context of sogiolitical forces, economic changes, ageing of populations, disruptive
innovation, climaticchanges,and also sudden challenges such as the CQYIPpandemic. The dital
transformation of industry and society offers new challenges and new solutions. The ETSI approach and
strategy must continue to evolve accordingly.

Standardization for ICT plays an important role in the digital transformation to drive interopecdbli®ss

and a productive business environment that enables exchange and stimulates innovation and
competitiveness. Based on wigdensensus, standards provide an agreed technical basis and widely
adopted technology platforms and are an enabler for a snstale and securely connected society.

Societal and economic trends are in permanent fluctuation, and this has a strong influence on policy
motivators, industry priorities and the subsequent technology developments.

The economics of digital technologieavie the power to decentralize and deonstruct entire industries,
requiring fundamental changes to their processes and work forces. GPS and mobile map applications
enabledcompanies such adber and many other logistics solutions to flourish-GBD and amputer-
controlled machining have allowed a physical separation between design and construction and also from
assembly, not just for small simplistic objects such a plastic toys but also for huge and complex items such
as ocean liners, space launchers amdraft. 3DPrinting is further expanding the digital transformation

into the domain of customized consumer goods and cireetamomy products.

The social impact of ICT is removing the concept and limitations of distance. Fifty years ago, people spoke
of the global village, because anyone could hear news from anywhere. Today, we have the connected global
village, where we can communicate with a majority of people on the planet and have 4G video call
capabilities to more than a quarter of the world poptida. 10T and enhancetkality interactionswill soon

give the concept of "remote working" a whole new meaning. Such technologies also expand the possible
impacts of hacking, for theft or disruption. Online collaborative efforts in science, authorshipiooref
software, (self)education and the freelance economy are literalgrganizing our conditions of working

and living Even morein recent times we haveseen the value of ICT services when living under C&9ID
pandemic conditions with social distancing and confinement situations.

The economic impact of Artificial Intelligence and Machine Learning is an easily underestimated trend,
because we have heard ofd@m for so long, and to date the results were so small, meaning a certain level

2F O2YLX | OSyOe KFa asSi Ay® ¢2RI&Ua I L -guided K2 ¢S
NBEO2YYSYRIFIEGA2Y aeéaidSvyaé¢ 2F (G(KS Lhoaiof B Rghdfying O y
patterns and rules in diverse digital information, from extremely complex systems, including totally novel
ones.
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Thedigital revolution the ICT evolutiorand the newAl computing process transformatiame like three
overlapping waves that will reinforce each other, causing a technedagl in opportunities and also in

the related risks. As these three technical trends move forward together, we need to take care that the
basic digital information is whenticated, accurate and secured, that the ICT systems have sufficient
bandwidth and instantaneity and that the Al systems are not disrupted by bias, remaining ethical at all
instances.

Carried along with the three technical trends axther related tedinology trends such asoftwarization,
cloudification and virtualizatiarin turn they introduce aspects such as Open Software, Open Interfaces and
Open Hardware.

All those involved in the ICT industry, particulatgndardizatiorpractitioners and policynakers, need to
actively consider and control the way these technologies are definedeandtuallyused,in orderto

ensure that fundamental human rights such as privacy,-dstrmination, freedom of thought and
movement are not ignored. That role of humawersightis needed in every part of the global ecosystem,

from service providers to manufacturers, to userslam government administrators, anglironicallyc the

ICT evolution itself makes such oversight possible. The standardization process is fully capable of creating
GaSOupRISEA Ay £ T Reéy I Ynbdiying" 3ksystenfsdr opcleatihginfetapble singleuse
guantum key distribution for privacy protection.

How we use that control and oversight is a purely a spoiiticaleconomic question: do we casmough

about climate change, do we caemoughabout creating circular economies with littleaste and high
energy efficiency, do we camnoughabout protecting our private information at the cost of layers of
security? Standards are enabling tools; it is people's values and social collaborations that should determine
what is built and how it issed.

The global trends in policy directions react to the above sec@nomic ones, but with "amplifying"
influences due to strong human fears that the economic disruptions will ruin the economy, that economic
or natural disasters in one part of the warWill flood neighbouring countries with (economic) refugees,
that the removal of the concept of distance means also the removal of (local) jobs, that digitalization may
bring a perception of Big Brother control in the form of an Al dystopia. Politicrarreacting, not by trying

to stop the trends, nor (usually) by piecemeal stopgaps, but by harnessing the trends, and developing
"frameworks". A great advantage in Europe is that the political processes strongly favour collaboration and
human values, restihg in a number of notable consensus frameworks.

Digitalization is linked with open data but also with security (EU Cybersecurity Act EU2019/881) and privacy
regulations (GDPR EU2016/679). ICT and IoT is linked with generic laws for machine safdiilignadia

well asthe Green Deal. Al is linked with requirements for ethics and explainability. Such frameworks
establish a myriadf niches where people and business can flourish, with overall direstitting achieved

by regulations promoting e.g. tHeN Sustainable Development Goals and targets.

Standards are a part of this policy and legal machinery: the New Legislative Framework (Regulation
1025/2012) and a number of government/industry committees such a$Qfimlulti-Stakeholder Platform,

all support the collaborative creation of interoperable standards that can be referenced wherever
governmentorganizationsieed transparency in procurement and reliability through muéihdor support.

ETSI Technology Radar 8
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2.2 Methodology for develo ping the ETSI Technology Radar

The ETSI Technology Radar aims to capture the main trends in the industry that may be relevant for ETSI to
NB Y | & §ie Heart of Digital = Fdzf TAf f Ay Jat thelfdiefroftiofire\# Yifor@afion anfl A y 3
CommunicatiornTechnologies.

The development of the ETSI Technology Radar has been performed in three distinct phases.

Phase 1:focused on gathering global information on ICT technical trends, using two complementary
approaches: toglown and bottomup:

1 Thetop-downapproach consisted of analysing a significant number of publicly available reports on
future trends. The list of reports that have been analysed can be found in clause 5.

1 Thebottom-up approach involved collecting information on future trends from th&E®€chnical
groups (TBs/ISGs) with the help of the OCG and the Board. TB/ISG Chairs and Board members have
replied to questionnaires prepared by tBa Rediting team.

Phase 2focused oranalyzinghe information collected during Phase 1 in order toritfy commonalities
between the various reports and questionnaires and in doing so to highlight the ICT technical trends that
are most relevant for ETSI. Once a wide list of technical trends was identified, a reduced number of ten
priority technologies wer selected, based on commonality with ICT technologies, expectation that
fundamental research had already been successful and expected relevance to the ETSI membership. Finally,
one topic was chosen to perform a geanalysis and make a test thfe possible ETSI responses (in Phase

3).

Phase 3focused on developing a methodology to promote the discussion and possible evolution of one
technology trend within ETSI. Artificial Intelligence (Al) was agreed as the most relevant to be studied in
depth, evaluating the landscape of Al related activities in ETSI, sharing knowledge and lessons learned and
identifying possible directions on Al in ETSI. The results of this study can be found in\AhiEETEper

34[3] on impacts of Al in ET$urthermore, anethod of achieving coordinated action within ETSI is being
trialled in the form of an ETSI sgboup on Al, created undéhe OCG (Operation Coordination Group)

Finally, the output of theETSI Technology Radaas compiled into the present report, providing
information on the methodology, the selected technical trends, and the identified gdyatlengesand
opportunities for ETSI.

It is recommended to maintain thETSI Technology Radgrto-date using a reurrent process to detect
new technical trends in order to keep ETSI in line with the latest technological developments.

ETSI Technology Radar 9
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Figure 2: Sources used to build the ETSI ETR
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3 Major trends impacting ETSI

3.1 Selected technical trends
The ETR editing team selected 10 technology trends from the wider set of trends identified during the
analysis of ETR inputs. Figure 3 provides an overview of the 10 trends that are further described in clause

3.2.
* B5G to 6G e Al Lifecycle * Zero Touch | ® Security * Blockchains
e mmW to THz ¢ Machine Learning  Self Organizing  Privacy * Permissioned DLs
¢ Full Automation e Securing Al * Self Healing e Trust * DAGs

e Ethicsin Al

- Artificial T Distributed /
5G Evolution ( Inteligence . Cybersecurity ( Ledgers (
* Big Data e Augmented Reality * Ontologies e Computing ¢ Cloud Robotics
* Semantics * Virtual Reality  Smart Cities | » Encryption * Intelligent Transport
* Analytics ¢ Mixed Reality * Smart Factories * Networks * Unmanned Systems

A = Autonomous //
: * & Systems &

Dynamic Data (’

Figure 3: Overview of the ten selectadchnical trends

3.2 Analysis of techn ology trends
3.21 5G Evolution

3.2.1.1 Description

5G network technology is specified by 3GPP standards reld@skesmse 15 set the foundation to enable
global standarddased 5G NR deployments, while Release 16, finalised in July 2020, targeted
enhancements for new radio and core capabilities as weh@8G expansion into different verticals. Work

has started for Release 17, expected to be completed in 2022 and addresses further use cases and
functionality.

CKS AYyy20LGA2y FdzyySt FKSIR 2F (KA& HGdvoluRIENRAA I (|
a joint result of academic research, industry developments, and public administrations strategic directions.
Although it is not yet clear whether this evolution will be incremental to the current 5G architecture or will
provide fundamental fif | N&E G2 | ySé oANBtSaa adlyRIFNR 3ISyS
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identified some key technology directions that will likely shape the agenda of network evolution beyond
the currently planned 5G releases:

9 Evolved NetworlArchitecture and Control
This mainly includes a further evolution of the current NFV/SDN based network models towards full
network automation taking benefit of predictive models, Al/ML technologies, IT technologies.

1 Evolved Radio Technology and Signal €3siag
The race from mmW towards the use of higher frequencies, such as THz communication, LiFi, Infrared
Communication will likely bring a wave of radio technologies, networking modelsmagsive MTC.

1 Evolved Optical Networks
They will likely bring additional performance to 5G architectures through novel disaggregated multi
layered architectures; integration oftkauling with fixed access, SW defined Optical Networks.

1 Edge Computing and Metiata
The current 5@nabled edge aoputing will likely evolve towards fegpmputing models and new
models for ultramassive 10T management, benefitting, too, from new distributed authorization and
storage models (e.g. distributed ledgers).

These network evolutions will most likely be supedrby a set of new technology developments, including:

1 anew wave of nanoelectronics, tailored to engineerabiip antennas.
1 metamaterials and intelligent surfacegsigned to improve electromagnetic propagation.

These technologies will pave the way novel approaches such as ee#le radio architectures and
guantum radicoptics devices.

Many of the technologies cited above are already under study at European level, as shown in the SRIA
(Strategic Research and Innovation Agenda) 202 Jpublished bjdetworld2020 to highlight the potential
European Technology Platform evolutia. [

Due to the complexity of the mobile network system, it is apparent that evolution of 5G, rather than a
single specific trend, will involve a set of technology trends and topics that may be relevant in the evolution
of wireless technologies. The followingdre summarizes some of the main drivers that are expected to
shape the evolutionary path of 5G during this decade.

ETSI Technology Radar 12
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Architecture and Operations

* AlML capable [core & edge)
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Technologies
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* Dptical&wireless Integration
+ Litra Low Power Wireless

* Cuantum Computing

Programmable
Network

5G Evolution

Human-Centric

Green ICT Internet
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Spectrum Management
+ Towards THz, Infrared, LiFi

+ Dynamlec Spectrum Allecation
and Sharing

* LUltra Massive MIMO

Applications

* Internet of Sensing
= Holography

+ Extreme edge computing & URLLC
+ Distributed Trust

Network Unoware
Verticals

Figure 4: Key drivers for 5G evolution (n@xhaustive)

3.2.1.2  Affinity with ETSI Work
The affinity of ETSI work with =8olution may be seen from different perspectives:

1 Most, if not all, of the themes of this likely 5G evolution are within the scope of ETSI alone or in
LI NIYSNBEBKALI gAGK 2GKSNJ 1Seé AYyGSNyradAzyFrt L)L e&S!
300 times in the 2019 ET$Hrogress Report from the ETSI Director General to thg3pAnd it is
considered a work reference for as many as 30 TB/ISGs, not to mention the key ETSI role in 3GPP that
is devoted to 5G standardization.

1 In many cases ETSI TB/ISGs are actively contributing to 3GPP work and its continued evolution, in
particular wth declared liaisons to SA4, SA5 and more generally direct inputs to TSGs S#dAN,

1 Inother cases, ETSI TB/ISGs consider the current 5G architecture as an input to their own work.

1 Apparently, reduced effort is currently devoted by ETSI to thdSeebolutionary trends that are
marginal/absent in the current 3GPP work plan, e.mdi¢ative, not exhaustive itemsTHz
communication or SW defined optical networks.

1 ETSI has also established an extensive network of partnershipsrigldi€@l areas, incding other
SDOs, industry fora, and academia.

3.2.1.3 Time Frame

The current 3GPP 5G work plan is expected to run over the next 3 years. Most 5G evolutions are expected
to shape the technical standardization work in the next 3 to 5 years, and get momentihe second part

of the 2020 decade.
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3.2.1.4 Recommendations

5G is a key pillar in ETSI activities, as should be 5G evolutionary themes. Therefore the recommendation is
to Promoteand Adopt. In this area, the most appropriate recipient for EWSIk strongly remains 3GPP.

It could be a matter for discussion, for an industry driven, bottom up, organization such as ETSI, whether:

9 to monitor the most relevant 5G evolutionary topics by a transversal team, at 5GCOM or OCG level,
and promote a highelvel debate (e.g. workshops, white papers, collaboration with academia)

1 to anticipate 3GPP activities in some specific areas that may be relevant in 5G evolution and bring the
results, at proper time, to the attention of 3GPP

9 to take no direct actionsral simply consider 5G evolution a matter for discussion in 3GPP.

3.2.2 Artificial Intelligence

3.2.2.1 Description

This document considers Al to be a means to derive insights automatically from data, based on an evolving
set of statistical learning methods. Learning is the method used by the Al system to extract knowledge from
the training data. An Al system that isaitned and has learning in a particular task (such as image
recognition, eHealth, networking, and resource management, 10T, robotics, etc.) may continue to adapt
with further online learning. It may also be given offline learning to refresh its awareressi(ring) of

the situation. The resultant activity is only as good as the quality of the data used to train the Al system.

The EU is investing heavily in Al research and development as shown in the EU coordinated plan of
December 2018 [6] and in the Eywean investment recommendations on Artificial Intelliger[@é,
including billions of Euros allocated in the Digital Europe Prograf@mehis is due to potential economic

gains (e.g. see OECD reports on Al investr{@hend on Al patent§l0]), as welas economic risks (such

as the issue of liabilifysee[[11], [12])and to avoid potential loss of European leadership due to failure to

act.

3.2.2.2  Affinity with ETSI Work

Many areas related to networks can benefit from Al, such as in the emergingigiaraf Autonomic
Networks (also known as Sdtlaptive Networks or Smart Networks or Autonomous Networks in the

f AGSNI GdzZNBO® ¢KS 9¢{L O2YYdzyAide KFa | AdGdNRy3 Ayl
information/data models, to redegn operational processes, to increase solution interoperability, and for
data management for new ICT standards (see clause, 3@.Evolution). At the same time, the ethical and
security issues of Al are being considered.

In 3GPP 5G specifications, Abrisadly referenced in the two main areas of Core Network capabilities (5G

NG Core) and Radio Access Network (5G RAN). In both areas, Al plays the role of an ancillary layer that can
increase 5G network automation and effective management and orchestrafibrhas become an
additional function in the management of RAN and the evolution towards the model of a SON (Self
Organizing Network). Machine Learning and in general Artificial Intelligence are key enablers for increasing
automation. To deliver their fupotential, Alpowered mechanisms rely on fast access to data, abstraction

of intelligent and contextual information from events and Hblased systems, supervision, streamlined
workflows and lifecycle management.

ISG ZSM (Zettouch Network and Service Magement), was formed with the goal to introduce a new-end
to-end architecture and related solutions that will enable automation at scale and at the required minimal

ETSI Technology Radar 14
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total cost of ownership (TCO), as well as to foster a larger utilization of Al techrolvgielated work, ISG

ENI designéxperiential Networked Intelligentkased on data collection and processing using closed loop
decisionmaking. The ENI requirements document GR ENI T8 oh network classification of Al details

the use of Al in a rievork into six stages, from "No Al" to "full Al" deployment. TC INT testing specifications
consider events that can trigger a network to dynamically change network properties, depending on the
specific Al systems deployed in the network and the level wittezg operate, external or internal to the
network.

A Generic Test Framework for testing Al models/systems during their lifecycles is under development in
ETS(see ETSI EZD3341[14)], to identify different types of test systems that could employed to the
problem space of testing Al Models: from those applied in phased testing starting at design time, up to
those at the point when a network consisting of trusted and certified Al Models is tested as a whole (for
integration and user acceptaadesting).

Applications running on top of networks, collecting data and controllingweald things, are at the heart
of Al use cases for consumers and businesses. These ashantiied by groups such as SmartM2M, 1ISG
CIM, and oneM2M, are describedn the clause on Dynamic Data.

Many other groups are considering or working on Al topics, as indicated in the table below from the recent
ETSWhite Paper34[3].

ETSI Technology Radar 15
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Table 1: Initial Mapping of Al Standardization Activities within ETSI {R&fte Paper 343])

) N
.~ = considering

. = started
‘ = strong

Terminology

EP eHEALTH
ISG ARF
ISG CIM
G G scen
L ISG MEC
ISG NFV
SC EMTEL
TC CYBER
& & cnTARIwG

3GPP

‘." oneM2M
‘." TC SmartM2M

‘ ‘ ISG ZSM

Use cases

w

» & & cwvts

Impact of EU ethics
guidelines

Trustworthiness &
Explainability

¢ » &

Security/privacy

Architectures and RPs L

Management of Als

Datasetrequirements
and quality

FCCKC

w ww b 5

¢ 6

Interoperability

=
o e wwwew w ww & s
=
»
w
-

C
o

¢
v
FCICELCE
v
4
CCECCE

Test methodology and
systems
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3

System maturity ALY
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A key issue foETSI is the consideration of ethics for Al: the EC High Level Expert Group Guidelines for a
trustworthy Al [B], and related guidelines, are by nature difficult to encode in specifications, implement in
solutions or verify in practice. This could beconfimancial burden for society and ETSI members, especially

for SMEs, and especially when compliance to those criteria becomes part of the requirements in
public/private procurement. Such work is ongoing mainly within the scope of EP eHealth and ISG SAl
(Searing Artificial Intelligence).

3.2.2.3 Time Frame

From the example of many different aspects of Al being considered in ETSI, it is clear that this technical
GNBYR Aa |fNBIFIRe& &adNRy3afte AYLIOGAY3I 9¢{LQA 62NJd
security and for reliability are so deep, théie work is expected to continue for about three years in the

initial phase, i.e. for obvious elements. The consideration ottnesequencesf introducing Al so broadly
throughout so many ICT systems will require longer consideration.
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3.2.2.4 Recommendabns

Artificial Intelligence is a game changer that brings several challenges both to the ICT industry and to society
in general. The use of Al as a tool needs to deal with interoperability issues, new concepts for testing and
validation, and ensuring thatthical guidelines are embedded in order to guarantee a trustworthy Atrtificial
LyiSttAaaSyOS GKIG aFANRGZ R2Sa y2 KINXYeo

In order to understand the standardization requirements, and create appropriate and relevant standards,
ETSI needs to develop:

acomg SG4S YIFLWAY3I Ay 9¢{L 2F a!'L la I Gz22¢¢é
a coordinated approach to Al

an evaluation of the technical impact of the EU ethical guidelines on ETSI standardization
Al Interoperability and Interchangeability standards

guidelines for Al Testing and Validation

dataset and quality requirements for Artificial Intelligence
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groups and also with several external bodies and SDOs.

3.2.3 Autonomous Networks

3.2.3.1 Description

Over recent years, business and society have become increasingly digital, enabled by-ianreasing
number of applications on computers, smartphones and other telecommunication services. The arrival of
innovative technologies in thdomain of software defined networking and the virtualization of network
functions, and the increasing demands for decoupled IT capabilities, such as cloud computing and storage,
as well as major new network technologies, such as 5G, enable and enhancsetheof ICT to not only
evolve their business but also to develop new ones. Technology acceleration and evolution has now
reached a point where a revolutionary approach is required in the way networks are managed, leading to
the introduction of new levebf automation and intelligence in the management and provisioning of
services and networks.

Existingnetworks are made up of a complexset of heterogeneousdevicesthat must be integrated to
provide seamlesend-to-end servicesUntil veryrecentlythe planning,implementationand management
of this mix of serviceshasbeen a largely manualactivity with some automatedassistanceln short, no
matter the degreeof refinement,it isrecognizedhat theseservicesanno longerbe managedusingsuch
legacyapproachesThe new requirementsneed a transformation supported by the integration of new
technologiessuchasvirtualization,future cellulartechnologiesand Artificial Intelligencethat together, as
well asa new level of automation and intelligencein the managementand provisioningof servicesand
networks,providescalableanechanismdor managingeverincreasingcomplexity.

New businessmodels and value creation opportunities enabled by technologybreakthroughssuch as

NetworkSlicingmposeunprecedentedoperationalagilityandhighercooperationacrossmetworkdomains.
Currentlythere are multiple inconsistentmanagementframeworksin the industry, many silos,a lack of

alignmentandalackof interoperability. It is essentiato moveto anenvirormentthat leveragessynergies
and achievesalignmentthrough convergenceon a singleendto-end network and servicemanagement
architecture.
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The objective of Autonomous Networks is to provide a wide variety of autonomous services, infrastructure
andcapatfi A 6 A $a -4 (&Kl GNENEI Al [T SN (2dzO0KZ 1T SNB i NR dz

f AFTSOOf S 2 LISNIGENGR)yFafulilifig, seifassdrifg) to dynamically accommodate and
adapt to customer needs and available resources.

The vision and business requirements listed above lead to the need for classification of Autonomous
Networks Levels to ensure that digital partners can interact using the same mechanisms in terms of the
automation, service intelligence and capabilitiesdaBned inthe TM Forum White Paper on Autonomous
Networks [L6]).

Knowledge as a Service
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Figure 5 Autonomous Networks Levels

3.2.3.2  Affinity with ETSI Work

ETSI is already playing a role in AN standardization with many ISGs contributing to AN and plans to
increasingly invest in the Autonomous Networks challenge (as documented in ETSI White Paper No. 40 on
Autonomous Networksl[7]).

ISG ZSM (Zettouch Network and Service Management) is working on the definition of a new, fptoi,
horizontal and vertichendto-end operable framework and solutions to enable agile, efficient and
gualitative management and automation of emerging and future networks and services. Horizontalend
end refers to crosglomain, crosgechnology aspects. Vertical etd-end rekers to crosdayer aspects,

from the resourceoriented up to the customeoriented layers. The goal is to have all operational processes
and tasks (e.g., delivery, deployment, configuration, assurance, and optimization) executed automatically,
ideally with100% automation.

ISG ENI (Experiential Networked Intelligence) is defining a cognitive network management architecture to
adjust offered services based on user needs, environmental conditions and business goals. Therefore, 5G
networks will benefit from atomated service provisioning, operation, and assurance. The use of Artificial
Intelligence techniques in the network will solve problems of future network deployment and operation.
ENI focuses on improving the operator experience, using cllosgrAl mebanisms and metadatdriven
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