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Foreword
This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities, UMTS identities or
GSM identities. These should be interpreted as being references to the corresponding ETSI deliverables.

The cross reference between GSM, UMTS, 3GPP and ETS! identities can be found under
http://webapp.etsi.org/key/queryform.asp.

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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Foreword
This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document specifies the Radio Resource Control protocol for the radio interface between UE and E-UTRAN
aswell asfor the radio interface between RN and E-UTRAN.

The scope of the present document also includes:

- theradio related information transported in a transparent container between source eNB and target eNB upon
inter eNB handover;

- theradio related information transported in a transparent container between a source or target eNB and another
system upon inter RAT handover.

2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

o References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

o For aspecific reference, subsequent revisions do not apply.

e For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[2] Void.

[3] 3GPP TS 36.302: "Evolved Universal Terrestrial Radio Access (E-UTRA); Services provided by
the physical layer ".

[4] 3GPP TS 36.304: "Evolved Universal Terrestrial Radio Access (E-UTRA); UE Proceduresin Idle
Mode".

[5] 3GPP TS 36.306 "Evolved Universal Terrestrial Radio Access (E-UTRA); UE Radio Access
Capabilities".

[6] 3GPP TS 36.321: "Evolved Universal Terrestrial Radio Access (E-UTRA); Medium Access
Control (MAC) protocol specification”.

[7] 3GPP TS 36.322:"Evolved Universal Terrestrial Radio Access (E-UTRA); Radio Link Control
(RLC) protocol specification”.

(8] 3GPP TS 36.323: "Evolved Universal Terrestrial Radio Access (E-UTRA); Packet Data
Convergence Protocol (PDCP) Specification”.

[9] 3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universa
Terrestrial Radio Access (E-UTRAN); Overall description; Stage 2".

[10] 3GPP TS 22.011: "Service accessibility".

[171] 3GPP TS 23.122: "Non-Access-Stratum (NAS) functions related to Mobile Station (MS) inidle
mode".

[12] 3GPP2 C.S0002-A v6.0: "Physical Layer Standard for cdma2000 Spread Spectrum Systems —
Release A".
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[32]
[33]

[34]

[35]

[36]

ITU-T Recommendation X.680 (07/2002) "Information Technology - Abstract Syntax Notation
One (ASN.1): Specification of basic notation” (Same as the ISO/IEC International Standard 8824-
1).

ITU-T Recommendation X.681 (07/2002) "Information Technology - Abstract Syntax Notation
One (ASN.1): Information object specification” (Same as the | SO/IEC International Standard
8824-2).

ITU-T Recommendation X.691 (07/2002) "Information technology - ASN.1 encoding rules:
Specification of Packed Encoding Rules (PER)" (Same as the | SO/IEC International Standard
8825-2).

3GPP TS 36.133: "Evolved Universal Terrestrial Radio Access (E-UTRA); Requirements for
support of radio resource management”.

3GPP TS 25.101: "Universal Terrestrial Radio Access (UTRA); User Equipment (UE) radio
transmission and reception (FDD)".

3GPP TS 25.102: "Universal Terrestrial Radio Access (UTRA); User Equipment (UE) radio
transmission and reception (TDD)".

3GPP TS 25.331:"Universal Terrestrial Radio Access (UTRA); Radio Resource Control (RRC);
Protocol specification”.

3GPP TS 45.005: "Radio transmission and reception”.

3GPP TS 36.211: "Evolved Universal Terrestrial Radio Access (E-UTRA); Physical Channels and
Modulation".

3GPP TS 36.212: "Evolved Universal Terrestrial Radio Access (E-UTRA); Multiplexing and
channel coding”.

3GPP TS 36.213: "Evolved Universal Terrestrial Radio Access (E-UTRA); Physical layer
procedures’.

3GPP2 C.S0057-E v1.0: "Band Class Specification for cdma2000 Spread Spectrum Systems”.

3GPP2 C.S0005-A v6.0: "Upper Layer (Layer 3) Signaling Standard for cdma2000 Spread
Spectrum Systems — Release A, Addendum 2",

3GPP2 C.S0024-A v3.0: "cdma2000 High Rate Packet Data Air Interface Specification".
3GPP TS 23.003: "Numbering, addressing and identification".

3GPP TS 45.008: "Radio subsystem link control".

3GPP TS 25.133: "Requirements for Support of Radio Resource Management (FDD)".
3GPP TS 25.123: "Requirements for Support of Radio Resource Management (TDD)".

3GPP TS 36.401: "Evolved Universal Terrestrial Radio Access (E-UTRA); Architecture
description”.

3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture”.

3GPP2 A.S0008-C v4.0: "Interoperability Specification (10S) for High Rate Packet Data (HRPD)
Radio Access Network I nterfaces with Session Control in the Access Network"

3GPP2 C.S0004-A v6.0: "Signaling Link Access Control (LAC) Standard for cdma2000 Spread
Spectrum Systems — Addendum 2"

3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage
3.

3GPP TS 44.060: "General Packet Radio Service (GPRS); Mobile Station (MS) - Base Station
System (BSS) interface; Radio Link Control/Medium Access Control (RLC/MAC) protocol”.
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3GPP TS 23.041: "Technical realization of Cell Broadcast Service (CBS)".
3GPP TS 23.038: "Alphabets and Language”.

3GPP TS 36.413: "Evolved Universal Terrestrial Radio Access (E-UTRAN); S1 Application
Protocol (S1 AP)".

3GPP TS 25.304: "Universal Terrestrial Radio Access (UTRAN); User Equipment (UE)
procedures in idle mode and procedures for cell reselection in connected mode'".

3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal
Terrestrial Radio Access Network (E-UTRAN) access'.

3GPP TS 36.101: "Evolved Universal Terrestrial Radio Access (E-UTRA); User Equipment (UE)
radio transmission and reception”.

3GPP TS 44.005: "Data Link (DL) Layer General Aspects'.

3GPP2 C.S0087-A v1.0: "E-UTRAN - cdma2000 HRPD Connectivity and Interworking: Air
Interface Specification"

3GPP TS 44.018: "Mobile radio interface layer 3 specification; Radio Resource Control (RRC)
protocol”.

3GPP TS 25.223: " Spreading and modulation (TDD)".

3GPP TS 36.104: "Evolved Universal Terrestrial Radio Access (E-UTRA); Base Station (BS)
radio transmission and reception”.

3GPP TS 36.214: "Evolved Universal Terrestrial Radio Access (E-UTRA); Physical layer -
Measurements”.

3GPP TS 24.008: "Mobile radio interface layer 3 specification; Core network protocols; Stage 3".
3GPP TS 45.010: " Radio subsystem synchronization”.
3GPP TS 23.272: "Circuit Switched Fallback in Evolved Packet System; Stage 2".

3GPP TS 29.061: "Interworking between the Public Land Mobile Network (PLMN) supporting
packet based services and Packet Data Networks (PDN)".

3GPP2 C.S0097-0 v2.0: "E-UTRAN - cdma2000 1x Connectivity and Interworking Air Interface
Specification".

3GPP TS 36.355: "L TE Positioning Protocol (LPP)".

3GPP TS 36.216: "Evolved Universal Terrestrial Radio Access (E-UTRA); Physical layer for
relaying operation”.

3GPP TS 23.246; "Multimedia Broadcast/Multicast Service (MBMS); Architecture and functional
description”.

3GPP TS 26.346: "Multimedia Broadcast/Multicast Service (MBMS); Protocols and codecs'.

3GPP TS 32.422: "Telecommunication management; Subsriber and equipment trace; Trace control
and confiuration management"”.

3GPP TS 22.368: " Service Reguirements for Machine Type Communications; Stage 1".

3GPP TS 37.320: "Universal Terrestrial Radio Access (UTRA) and Evolved Universal Terrestria
Radio Access (E-UTRA); Radio measurement collection for Minimization of Drive Tests (MDT);
Overall description; Stage 2".

3GPP TS 23.216: "Single Radio Voice Call Continuity (SRVCC); Stage 2".
3GPP TS 22.146:; "Multimedia Broadcast/Multicast Service (MBMS); Stage 1".
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[63] 3GPP TS 25.307: "Requirement on User Equipments (UES) supporting a release-independent
frequency band".

3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A
term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Commercial Mobile Alert System: Public Warning System that delivers Warning Notifications provided by Warning
Notification Providersto CMAS capable UEs.

CSG member cell: for aUE in RRC_CONNECTED, a cell broadcasting the identity of the Registered PLMN or
Equivalent PLMN and for which CSG whitelist of the UE includes an entry comprising of cell"s CSG ID and the
respective PLMN identity.

Field: Theindividual contents of an information element are referred asfields.
Floor: Mathematical function used to 'round down' i.e. to the nearest integer having alower value.
Information element: A structural element containing asingle or multiple fieldsis referred as information element.

Korean Public Alert System (KPAS): Public Warning System that delivers Warning Notifications provided by
Warning Notification Providers using the same AS mechanisms as defined for CMAS.

MBM S service: MBMS bearer service as defined in TS 23.246 [56] (i.e. provided viaan MRB).

Primary Cell: the cell, operating on the primary frequency, in which the UE either performsthe initial connection
establishment procedure or initiates the connection re-establishment procedure, or the cell indicated as the primary cell
in the handover procedure.

Secondary Cell: acell, operating on a secondary frequency, which may be configured once an RRC connection is
established and which may be used to provide additional radio resources.

Serving Cell: For aUE in RRC_CONNECTED not configured with CA thereis only one serving cell comprising of the
primary cell. For aUE in RRC_CONNECTED configured with CA the term 'serving cells is used to denote the set of
one or more cells comprising of the primary cell and al secondary cells.

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
TR 21.905[1].

IXRTT CDMA2000 1x Radio Transmission Technology
AM Acknowledged Mode

ASN.1 Abstract Syntax Notation One
ARQ Automatic Repeat Request

AS Access Stratum

BCCH Broadcast Control Channel

BCD Binary Coded Decimal

BCH Broadcast Channel

CA Carrier Aggregation

CCCH Common Control Channel

(6(6(0) Cell Change Order

CMAS Commercial Mobile Alert Service
CP Control Plane

C-RNTI Cell RNTI

CSFB CSfallback
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CSG Closed Subscriber Group

DCCH Dedicated Control Channel

DRB (user) Data Radio Bearer

DRX Discontinuous Reception

DTCH Dedicated Traffic Channel

DL Downlink

DL-SCH Downlink Shared Channel

ETWS Earthquake and Tsunami Warning System
E-UTRA Evolved Universal Terrestrial Radio Access
E-UTRAN Evolved Universal Terrestrial Radio Access Network
ENB Evolved Node B

EPC Enhanced Packet Core

EHPLMN Equivalent Home Public Land Mobile Network
EPS Enhanced Packet System

FDD Freguency Division Duplex

FFS For Further Study

GERAN GSM/EDGE Radio Access Network
GSM Global System for Mobile Communications
HARQ Hybrid Automatic Repeat Request
HPLMN Home Public Land Mobile Network
HRPD CDMAZ2000 High Rate Packet Data

IE Information element

IMEI International Mobile Equipment |dentity
IMSI International Mobile Subscriber Identity
kB Kilobyte (1000 bytes)

L1 Layer1

L2 Layer 2

L3 Layer 3

MAC Medium Access Control

MBMS Multimedia Broadcast Multicast Service
MBSFN Multimedia Broadcast multicast service Single Frequency Network
MDT Minimization of Drive Tests

MIB Master Information Block

MO Mobile Originating

MT Mobile Terminating

MRB MBMS Point to Multipoint Radio Bearer
MSI MCH Scheduling Information

N/A Not Applicable

NACC Network Assisted Cell Change

NAS Non Access Stratum

PCCH Paging Control Channel

PCell Primary Cell

PDU Protocol Data Unit

PDCP Packet Data Convergence Protocol
PLMN Public Land Mobile Network

QoS Quiality of Service

RACH Random Access CHannel

RAT Radio Access Technology

RB Radio Bearer

RLC Radio Link Control

RN Relay Node

RNTI Radio Network Temporary Identifier
RPLMN Registered Public Land Mobile Network
RRC Radio Resource Control

RSCP Received Signal Code Power

RSRP Reference Signal Received Power

RSSI Received Signal Strength Indicator

SAE System Architecture Evolution

SAP Service Access Point

SCell Secondary Cell

SFN System Frame Number

Sl System Information
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SIB
SI-RNTI
SPS
SRB
SSAC
STMS
TA

TDD
™
TPC-RNTI
UE
uiCcC
UL

UM
UL-SCH
upP
UTRAN
VOLTE

System Information Block
System Information RNTI
Semi-Persistent Scheduling
Signalling Radio Bearer

Service Specific Access Control
SAE Temporary Mobile Station Identifier
Tracking Area

Time Division Duplex
Transparent Mode

Transmit Power Control RNTI
User Equipment

Universal Integrated Circuit Card
Uplink

Unacknowledged Mode

Uplink Shared Channel

User Plane

Universal Terrestrial Radio Access Network

Voice over Long Term Evolution
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Inthe ASN.1, lower case may be used for some (parts) of the above abbreviations e.g. c-RNTI

4 General

4.1

Introduction

In this specification, (parts of) procedures and messages specified for the UE equally apply to the RN for functionality
necessary for the RN. There are also (parts of) procedures and messages which are only applicable to the RN in its
communication with the E-UTRAN, in which case the specification denotes the RN instead of the UE. Such
RN-specific aspects are not applicable to the UE.

This specification is organised as follows:

- sub-clause 4.2 describes the RRC protocol model;

- sub-clause 4.3 specifies the services provided to upper layers as well as the services expected from lower layers;

- sub-clause 4.4 lists the RRC functions;

- clause 5 specifies RRC procedures, including UE state transitions;

- clause 6 specifies the RRC message in a mixed format (i.e. tabular & ASN.1 together);

- clause 7 specifies the variables (including protocol timers and constants) and counters to be used by the UE;

- clause 8 specifies the encoding of the RRC messages,

- clause 9 specifies the specified and default radio configurations;

- clause 10 specifies the RRC messages transferred across network nodes;

- clause 11 specifies the UE capability related constraints and performance requirements.

4.2 Architecture

4.2.1 UE states and state transitions including inter RAT

A UE isin RRC_CONNECTED when an RRC connection has been established. If thisis not the casg, i.e. no RRC
connection is established, the UE isin RRC_IDLE state. The RRC states can further be characterised as follows:

- RRC_IDLE:

ETSI



3GPP TS 36.331 version 10.19.0 Release 10 20 ETSI TS 136 331 V10.19.0 (2016-01)

- A UE specific DRX may be configured by upper layers.
- UE controlled mobility;
- TheUE:

- Monitors a Paging channel to detect incoming calls, system information change, for ETWS capable UEs,
ETWS natification, and for CMAS capable UES, CMAS notification;

- Performs neighbouring cell measurements and cell (re-)selection;
- Acquires system information.

- Performslogging of available measurements together with location and time for logged measurement
configured UEs.

- RRC_CONNECTED:
- Transfer of unicast data to/from UE.
- At lower layers, the UE may be configured with a UE specific DRX.
- For UEs supporting CA, use of one or more SCells, aggregated with the PCell, for increased bandwidth;

- Network controlled mohility, i.e. handover and cell change order with optional network assistance (NACC)
to GERAN;

- TheUE:

- Monitors a Paging channel and/ or System Information Block Type 1 contents to detect system
information change, for ETWS capable UEs, ETWS notification, and for CMAS capable UEs, CMAS
notification;

- Monitors control channels associated with the shared data channel to determine if datais scheduled for it;
- Provides channel quality and feedback information;

- Performs neighbouring cell measurements and measurement reporting;

- Acquires system information.

The following figure not only provides an overview of the RRC statesin E-UTRA, but aso illustrates the mobility
support between E-UTRAN, UTRAN and GERAN.

[ GSM_Connected ]

' N\
CELL_DCH Handover E-UTRA Handover
»| RRC CONNECTED
> g GPRS Packet
e N transfer mode
CELL_FACH A
) CCO with
- N Opti ona CCO,
CELL_PCH NACC Resdection
URA_PCH Resdection
~ ¥ g Connection Connection
Connection establishment/release establishment/release
establishment/rel ease l l
\

UTRAIde  e—roReton [ putra | Restedion - GsMidielGRRs
- J RRC IDLE | | Packet Idle

CCO, Reselection
Figure 4.2.1-1: E-UTRA states and inter RAT mobility procedures, 3GPP
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The following figure illustrates the mobility support between E-UTRAN, CDMA2000 1xRTT and CDMA2000 HRPD.
The details of the CDMA 2000 state models are out of the scope of this specification.

IXRTT CS Active l Handover ( E-UTRA 1 Handover .
[ Jh { RRC CONNECTED { HRPD Active
A
Connection
establishment/release
v l !

Reselection Reselection
1xRTT Dormant 1, R E-UTRA . R HRPD Idle
J‘ RRC IDLE

Figure 4.2.1-2: Mobility procedures between E-UTRA and CDMA2000

Theinter-RAT handover procedure(s) supports the case of signalling, conversational services, non-conversational
services and combinations of these.

In addition to the state transitions shown in Figure 4.2.1-1 and Figure 4.2.1-2, there is support for connection release
with redirection information from E-UTRA RRC_CONNECTED to GERAN, UTRAN and CDMA2000 (HRPD Idle/
IXRTT Dormant mode).

4.2.2 Signalling radio bearers

"Signalling Radio Bearers' (SRBs) are defined as Radio Bearers (RB) that are used only for the transmission of RRC
and NAS messages. More specifically, the following three SRBs are defined:

- SRBOisfor RRC messages using the CCCH logical channel;

- SRB1lisfor RRC messages (which may include a piggybacked NAS message) as well asfor NAS messages
prior to the establishment of SRB2, all using DCCH logical channel;

- SRB2isfor RRC messages which include logged measurement information as well as for NAS messages, all
using DCCH logical channel. SRB2 has alower-priority than SRB1 and is always configured by E-UTRAN after
security activation.

In downlink piggybacking of NAS messagesis used only for one dependant (i.e. with joint success failure) procedure:
bearer establishment/ modification/ release. In uplink NAS message piggybacking is used only for transferring the
initial NAS message during connection setup.

NOTE: The NAS messages transferred via SRB2 are also contained in RRC messages, which however do not
include any RRC protocol control information.

Once security is activated, all RRC messages on SRB1 and SRB2, including those containing NAS or non-3GPP
messages, are integrity protected and ciphered by PDCP. NAS independently applies integrity protection and ciphering
to the NAS messages.
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4.3 Services

4.3.1 Services provided to upper layers
The RRC protocol offers the following services to upper layers:
- Broadcast of common control information;
- Notification of UEsin RRC_IDLE, e.g. about aterminating call, for ETWS, for CMAS,

- Transfer of dedicated control information, i.e. information for one specific UE.

4.3.2 Services expected from lower layers
In brief, the following are the main services that RRC expects from lower layers:
- PDCP: integrity protection and ciphering;

- RLC: reliable and in-sequence transfer of information, without introducing duplicates and with support for
segmentation and concatenation.

Further details about the services provided by Packet Data Convergence Protocol layer (e.g. integrity and ciphering) are
provided in TS 36.323 [8]. The services provided by Radio Link Control layer (e.g. the RLC modes) are specified in TS
36.322 [7]. Further details about the services provided by Medium Access Control layer (e.g. the logical channels) are
provided in TS 36.321 [6]. The services provided by physical layer (e.g. the transport channels) are specified in TS
36.302 [3].

4.4 Functions

The RRC protocol includes the following main functions:
- Broadcast of system information:
- Including NAS common information;

- Information applicable for UEsin RRC_IDLE, e.g. cell (re-)selection parameters, neighbouring cell
information and information (also) applicable for UEsin RRC_CONNECTED, e.g. common channel
configuration information.

- Including ETWS natification, CMAS notification;
- RRC connection control:
- Paging;

- Establishment/ modification/ release of RRC connection, including e.g. assignment/ modification of UE
identity (C-RNTI), establishment/ modification/ release of SRB1 and SRB2, access class barring;

- Initia security activation, i.e. initial configuration of AS integrity protection (SRBs) and AS ciphering
(SRBs, DRBs);

- For RNs, configuration of AS integrity protection for DRBs;

- RRC connection mohility including e.g. intra-frequency and inter-frequency handover, associated security
handling, i.e. key/ algorithm change, specification of RRC context information transferred between network
nodes,

- Establishment/ modification/ release of RBs carrying user data (DRBS);

- Radio configuration control including e.g. assignment/ modification of ARQ configuration, HARQ
configuration, DRX configuration;

- For RNs, RN-specific radio configuration control for the radio interface between RN and E-UTRAN;
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- Incaseof CA, cell management including e.g. change of PCell and addition/ modification/ release of
SCdll(s);

- QoS control including assignment/ modification of semi-persistent scheduling (SPS) configuration
information for DL and UL, assignment/ modification of parametersfor UL rate control in the UE, i.e.
alocation of a priority and a prioritised bit rate (PBR) for each RB;

- Recovery fromradio link failure;
- Inter-RAT mobility including e.g. security activation, transfer of RRC context information;
- Measurement configuration and reporting:

- Establishment/ modification/ release of measurements (e.g. intra-frequency, inter-frequency and inter- RAT
measurements);

- Setup and release of measurement gaps;
- Measurement reporting;

- Other functionsincluding e.g. transfer of dedicated NAS information and non-3GPP dedicated information,
transfer of UE radio access capability information, support for E-UTRAN sharing (multiple PLMN identities);

- Generic protocol error handling;
- Support of self-configuration and self-optimisation;
- Support of measurement logging and reporting for network performance optimisation [60];

NOTE: Random accessis specified entirely in the MAC including initial transmission power estimation.

5 Procedures

5.1 General

51.1 Introduction

The procedura requirements are structured according to the main functional areas. system information (5.2), connection
control (5.3), inter-RAT mobility (5.4) and measurements (5.5). In addition sub-clause 5.6 covers other aspects e.g.
NAS dedicated information transfer, UE capability transfer, sub-clause 5.7 specifies the generic error handling, sub-
clause 5.8 covers MBM S and sub-clause 5.9 covers RN-specific procedures.

5.1.2 General requirements

The UE shall:

1> process the received messages in order of reception by RRC, i.e. the processing of a message shall be completed
before starting the processing of a subsequent message;

NOTE 1: E-UTRAN may initiate a subsequent procedure prior to receiving the UE's response of a previously
initiated procedure.

1> within a sub-clause execute the steps according to the order specified in the procedural description;
1> consider the term 'radio bearer' (RB) to cover SRBs and DRBs but hot MRBs unless explicitly stated otherwise;

1> set the rre-Transactionl dentifier in the response message, if included, to the same value as included in the
message received from E-UTRAN that triggered the response message;

1> upon receiving a choice val ue set to setup:
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2> apply the corresponding received configuration and start using the associated resources, unless explicitly
specified otherwise;

1> upon receiving a choice value set to release:
2> clear the corresponding configuration and stop using the associated resources;
1> upon handover to E-UTRA; or
1> upon receiving an RRCConnectionReconfiguration message including the full Config:

2> apply the Conditionsin the ASN.1 for inclusion of the fields for the DRB/PDCP/RL C setup during the
reconfiguration of the DRBsincluded in the drb-ToAddModList;

NOTE 2: At each point in time, the UE keeps a single value for each field except for during handover when the UE
temporarily stores the previous configuration so it can revert back upon handover failure. In other words:
when the UE reconfigures a field, the existing value is rel eased except for during handover.

NOTE 3: Although not explicitly stated, the UE initially considers all functionality to be deactivated/ released until
it isexplicitly stated that the functionality is setup/ activated. Correspondingly, the UE initially considers
liststo be empty e.g. the list of radio bearers, the list of measurements.

5.2 System information

521 Introduction

5211 General

System information is divided into the Master InformationBlock (MIB) and a number of Systeml nformationBlocks
(SIBs). The MIB includes alimited number of most essential and most frequently transmitted parameters that are
needed to acquire other information from the cell, and is transmitted on BCH. SIBs other than

Systeml nformationBlockTypel are carried in Systemlnformation (SI) messages and mapping of SIBsto SI messagesis
flexibly configurable by schedulinglnfoList included in SystemlnformationBlockTypel, with restrictions that: each SIB
iscontained only in asingle SI message, only SIBs having the same scheduling requirement (periodicity) can be
mapped to the same Sl message, and Systeml nformationBlockType2 is always mapped to the SI message that
corresponds to the first entry in the list of SI messages in schedulinglnfoList. There may be multiple SI messages
transmitted with the same periodicity. Systeml nformationBlockTypel and all SI messages are transmitted on DL-SCH.

NOTE 1. The physical layer imposes alimit to the maximum size a SIB can take. When DCI format 1C is used the
maximum allowed by the physical layer is 1736 bits (217 bytes) while for format 1A the limit is 2216 bits
(277 bytes), see TS 36.212 [22] and TS 36.213 [23].

The UE applies the system information acquisition and change monitoring procedures for the PCell only. For an SCell,
E-UTRAN provides, via dedicated signalling, al system information relevant for operation in RRC_CONNECTED
when adding the SCell. Upon change of the relevant system information of a configured SCell, E-UTRAN releases and
subsequently adds the concerned SCell, which may be done with a single RRCConnectionReconfiguration message.

NOTE 2: E-UTRAN may configure via dedicated signalling different parameter val ues than the ones broadcast in
the concerned SCell.

An RN configured with an RN subframe configuration does not need to apply the system information acquisition and
change monitoring procedures. Upon change of any system information relevant to an RN, E-UTRAN provides the
system information blocks containing the relevant system information to an RN configured with an RN subframe
configuration via dedicated signalling using the RNReconfiguration message. For RNs configured with an RN subframe
configuration, the system information contained in this dedicated signalling replaces any corresponding stored system
information and takes precedence over any corresponding system information acquired through the system information
acquisition procedure. The dedicated system information remains valid until overridden.

NOTE 3: E-UTRAN may configure an RN, via dedicated signalling, with different parameter val ues than the ones
broadcast in the concerned cell.

ETSI



3GPP TS 36.331 version 10.19.0 Release 10 25 ETSI TS 136 331 V10.19.0 (2016-01)

5.2.1.2 Scheduling

The MIB uses afixed schedule with a periodicity of 40 ms and repetitions made within 40 ms. The first transmission of
the MIB is scheduled in subframe #0 of radio frames for which the SFN mod 4 = 0, and repetitions are scheduled in
subframe #0 of all other radio frames.

The Systeml nformationBlockTypel uses a fixed schedule with a periodicity of 80 ms and repetitions made within 80 ms.
The first transmission of SystemlnformationBlockTypel is scheduled in subframe #5 of radio frames for which the SFN
mod 8 = 0, and repetitions are scheduled in subframe #5 of all other radio frames for which SFN mod 2 = 0.

The SI messages are transmitted within periodically occurring time domain windows (referred to as Sl-windows) using
dynamic scheduling. Each Sl message is associated with a Sl-window and the Sl-windows of different SI messages do
not overlap. That is, within one Sl-window only the corresponding Sl is transmitted. The length of the SI-window is
common for all SI messages, and is configurable. Within the Sl-window, the corresponding SI message can be
transmitted a number of times in any subframe other than MBSFN subframes, uplink subframesin TDD, and subframe
#5 of radio frames for which SFN mod 2 = 0. The UE acquires the detailed time-domain scheduling (and other
information, e.g. frequency-domain scheduling, used transport format) from decoding SI-RNTI on PDCCH (see TS
36.321[6]).

A single SI-RNTI is used to address SystemlnformationBlockTypel aswell asall SI messages.

Systeml nformationBlockTypel configures the SI-window length and the transmission periodicity for the SI messages.

5.2.1.3 System information validity and notification of changes

Change of system information (other than for ETWS and CMAS) only occurs at specific radio frames, i.e. the concept
of amodification period is used. System information may be transmitted a number of times with the same content
within a modification period, as defined by its scheduling. The modification period boundaries are defined by SFN
values for which SFN mod m= 0, where mis the number of radio frames comprising the modification period. The
modification period is configured by system information.

When the network changes (some of the) system information, it first notifies the UEs about this change, i.e. this may be
done throughout a modification period. In the next modification period, the network transmits the updated system
information. These genera principles areillustrated in figure 5.2.1.3-1, in which different colours indicate different
system information. Upon receiving a change notification, the UE acquires the new system information immediately
from the start of the next modification period. The UE applies the previously acquired system information until the UE
acquires the new system information.

Change notification Updated information

_ 1 il 1 ] 1 [ 1
: BCCH modification period (n) : BCCH modification period (n+1)

A 4

Figure 5.2.1.3-1: Change of system Information

The Paging messageis used to inform UEsin RRC_IDLE and UEsin RRC_CONNECTED about a system information
change. If the UE receives a Paging message including the systemlnfoModification, it knows that the system
information will change at the next modification period boundary. Although the UE may be informed about changesin
system information, no further details are provided e.g. regarding which system information will change.

Systeml nformationBlockTypel includes a value tag, systemlnfoValueTag, that indicates if a change has occurred in the
Sl messages. UEs may use systeminfoValueTag, e.g. upon return from out of coverage, to verify if the previously stored
S| messages are till valid. Additionally, the UE considers stored system information to be invalid after 3 hours from the
moment it was successfully confirmed as valid, unless specified otherwise.

E-UTRAN may not update systeml nfoValueTag upon change of some system information e.g. ETWS information,
CMAS information, regularly changing parameters like CDMA2000 system time (see 6.3). Similarly, E-UTRAN may
not include the systemlinfoModification within the Paging message upon change of some system information.
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The UE verifiesthat stored system information remains valid by either checking systemlnfoValueTag in

Systeml nformationBlockTypel after the modification period boundary, or attempting to find the systeminfoModification
indication at least modificationPeriodCoeff times during the modification period in case no paging is received, in every
modification period. If no paging message is received by the UE during a modification period, the UE may assume that
no change of system information will occur at the next modification period boundary. If UE in RRC_CONNECTED,
during a modification period, receives one paging message, it may deduce from the presence/ absence of

systeml nfoModification whether a change of system information other than ETWS and CMAS information will occur in
the next modification period or not.

ETWS and/or CMAS capable UEsin RRC_CONNECTED shall attempt to read paging at least once every
defaultPagingCycle to check whether ETWS and/or CMAS notification is present or not.

5214 Indication of ETWS notification

ETWS primary notification and/ or ETWS secondary notification can occur at any point in time. The Paging message is
used to inform ETWS capable UEsin RRC_IDLE and UEsin RRC_CONNECTED about presence of an ETWS
primary notification and/ or ETWS secondary notification. If the UE receives a Paging message including the etws-
Indication, it shall start receiving the ETWS primary notification and/ or ETWS secondary notification according to
schedulinglnfoList contained in Systeml nformationBlockTypel. If the UE receives Paging message including the etws-
Indication whileiit is acquiring ETWS notification(s), the UE shall continue acquiring ETWS notification(s) based on
the previoudy acquired schedulinglnfoList until it re-acquires schedulinglnfoList in SystemlnformationBlockTypel.

NOTE: The UE isnot required to periodically check schedulinglnfoList contained in
Systeml nformationBlockTypel, but Paging message including the etws-Indication triggers the UE to re-
acquire schedulingl nfoList contained in Systeml nformationBlockTypel for scheduling changes for
Systeml nformationBlockTypel0 and SystemlnformationBlockTypell. The UE may or may not receive a
Paging message including the etws-Indication and/or systeml nfoModification when ETWS is no longer
scheduled.

ETWS primary notification is contained in Systeml nformationBlockTypelO and ETWS secondary notification is
contained in Systeml nformationBlockTypell. Segmentation can be applied for the delivery of a secondary notification.
The segmentation is fixed for transmission of a given secondary notification within a cell (i.e. the same segment size for
agiven segment with the same messagel dentifier, serial Number and warningMessageSegmentNumber). An ETWS
secondary notification corresponds to asingle CB data | E as defined according to TS 23.041 [37].

5.2.15 Indication of CMAS notification

CMAS notification can occur at any point in time. The Paging message is used to inform CMAS capable UEsin
RRC _IDLE and UEsin RRC_CONNECTED about presence of one or more CMAS notifications. If the UE receives a
Paging message including the cmas-Indication, it shall start receiving the CMAS notifications according to
schedulinglnfoList contained in Systeml nformationBlockTypel. If the UE receives Paging message including the cmas-
Indication whileit is acquiring CMAS notification(s), the UE shall continue acquiring CMAS notification(s) based on
the previoudly acquired schedulinglnfoList until it re-acquires schedulinglnfoList in SystemlnformationBlockTypel.

NOTE: The UE isnot required to periodically check schedulinglnfoList contained in
Systeml nformationBlockTypel, but Paging message including the cmas-Indication triggers the UE to re-
acquire schedulingl nfoList contained in Systeml nformationBlockTypel for scheduling changes for
Systeml nformationBlockTypel2. The UE may or may not receive a Paging message including the cmas-
Indication and/or systeml nfoModification when Systeml nformationBlockTypel2 is no longer scheduled.

CMAS notification is contained in Systeml nformationBlockTypel2. Segmentation can be applied for the delivery of a
CMAS notification. The segmentation is fixed for transmission of a given CMAS notification within acell (i.e. the
same segment size for a given segment with the same messagel dentifier, serialNumber and

war ningMessageSegmentNumber). E-UTRAN does not interleave transmissions of CMAS notifications, i.e. all
segments of a given CMAS notification transmission are transmitted prior to those of another CMAS notification. A
CMAS notification correspondsto asingle CB data | E as defined according to TS 23.041 [37].
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5.2.2 System information acquisition

5221 General

UE E-UTRAN

Master Infor mationBlock

Systeml nformationBlockTypel

Figure 5.2.2.1-1: System information acquisition, normal

The UE applies the system information acquisition procedure to acquire the AS- and NAS- system information that is
broadcasted by the E-UTRAN. The procedure appliesto UEsin RRC_IDLE and UEsin RRC_CONNECTED.
5.2.2.2 Initiation

The UE shall apply the system information acquisition procedure upon selecting (e.g. upon power on) and upon re-
selecting a cell, after handover completion, after entering E-UTRA from another RAT, upon return from out of
coverage, upon receiving a notification that the system information has changed, upon receiving an indication about the
presence of an ETWS notification, upon receiving an indication about the presence of a CMAS notification, upon
receiving arequest from CDMA2000 upper layers and upon exceeding the maximum validity duration. Unless
explicitly stated otherwise in the procedural specification, the system information acquisition procedure overwrites any
stored system information, i.e. delta configuration is not applicable for system information and the UE discontinues
using afield if it is absent in system information unless explicitly specified otherwise.

5.2.2.3 System information required by the UE

The UE shall:

1> ensure having avalid version, as defined below, of (at least) the following system information, also referred to as
the "required’ system information:

2> if inRRC_IDLE:

3> the MasterInformationBlock and SystemlnformationBlockTypel as well as SystemlnformationBlockType2
through Systeml nfor mationBlockType8, depending on support of the concerned RATS,

2> if in RRC_CONNECTED:

3> the Master I nformationBlock, Systeml nfor mationBlockTypel and Systeml nfor mationBlockType2 as well as
Systeml nformationBlockType8, depending on support of CDMA2000;

1> delete any stored system information after 3 hours from the moment it was confirmed to be valid as defined in
5.2.1.3, unless specified otherwise;

1> consider any stored system information except Systeml nformationBlockTypelO, Systeml nformationBlockTypell
and systemlnformationBlockTypel2 to be invalid if systeminfoValueTag included in the
SysteminformationBlockTypel is different from the one of the stored system information;

5.2.2.4 System information acquisition by the UE
The UE shall:
1> apply the specified BCCH configuration defined in 9.1.1.1;
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1> if the procedure is triggered by a system information change notification:

2> start acquiring the required system information, as defined in 5.2.2.3, from the beginning of the modification
period following the one in which the change notification was received;

NOTE 1: The UE continues using the previously received system information until the new system information has
been acquired.

1> if the UE isin RRC_IDLE and enters a cell for which the UE does not have stored avalid version of the system
information required in RRC_IDLE, as defined in 5.2.2.3:

2> acquire, using the system information acquisition procedure as defined in 5.2.3, the system information
required in RRC_IDLE, asdefined in 5.2.2.3;

1> following successful handover completion to a PCell for which the UE does not have stored avalid version of
the system information required in RRC_CONNECTED, as defined in 5.2.2.3:

2> acquire, using the system information acquisition procedure as defined in 5.2.3, the system information
required in RRC_CONNECTED, as definedin 5.2.2.3;

2> upon acquiring the concerned system information:

3> discard the corresponding radio resource configuration information included in the
radioResourceConfigCommon previoudly received in a dedicated message, if any;

1> following arequest from CDMA2000 upper layers:
2> acquire Systeml nformationBlockType8, as defined in 5.2.3;

1> neither initiate the RRC connection establishment procedure nor initiate transmission of the
RRCConnectionReestablishmentRequest message until the UE has avalid version of the
Master InformationBlock and SystemlnformationBlockTypel messages as well as SystemlnformationBlockType2 ;

1> if the UE isETWS capable:
2> upon entering a cell during RRC_IDLE, following successful handover or upon connection re-establishment:
3> discard any previously buffered war ningMessageSegment;

3> clear, if any, the current values of messagel dentifier and serial Number for
Systeml nformationBlockTypell;

2> when the UE acquires Systeml nformationBlockTypel following ETWS indication, upon entering a cell
during RRC_IDLE, following successful handover or upon connection re-establishment:

3> if schedulinglnfoList indicates that Systeml nformationBlockTypelO is present:
4> start acquiring Systeml nfor mationBlockTypelO immediately;

3> if schedulinglnfoList indicates that Systeml nformationBlockTypell is present:
4> start acquiring Systeml nfor mationBlockTypell immediately;

NOTE 2: UEs shall start acquiring Systeml nformationBlockTypelO and Systemlnfor mationBlockTypell as
described above even when systeminfoValueTag in Systeml nformationBlockTypel has not changed.

1> if the UE is CMAS capable:
2> upon entering a cell during RRC_IDLE, following successful handover or upon connection re-establishment:
3> discard any previoudly buffered warningMessageSegment;

3> clear, if any, stored values of messagel dentifier and serial Number for Systeml nformationBlockTypel2
associated with the discarded warningMessageSegment ;

2> when the UE acquires Systeml nformationBlockTypel following CMAS indication, upon entering a cell
during RRC_IDLE, following successful handover and upon connection re-establishment:
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3> if schedulinglnfoList indicates that Systeml nformationBlockTypel?2 is present:
4> acquire Systeml nformationBlockTypel2;

NOTE 3: UEs shall start acquiring Systeml nformationBlockTypel2 as described above even when
systemlnfoValueTag in Systeml nformationBlockTypel has not changed.

1> if the UE isinterested to receive MBMS services; and

1> if schedulinglnfoList indicates that Systeml nformationBlockTypel3 is present and the UE does hot have stored a
valid version of this system information block:

2> aguire Systeml nfor mationBlockTypel3;

The UE may apply the received SIBsimmediately, i.e. the UE does not need to delay using a SIB until al SI messages
have been received. The UE may delay applying the received SIBs until completing lower layer procedures associated
with areceived or a UE originated RRC message, e.g. an ongoing random access procedure.

NOTE 4: While attempting to acquire a particular SIB, if the UE detects from schedulinglnfoList that it is no longer
present, the UE should stop trying to acquire the particular SIB.

5.2.25 Essential system information missing
The UE shall
1> if in RRC_IDLE or in RRC_CONNECTED while T311 is running:
2> if the UE is unable to acquire the MasterInformationBlock or the Systeml nformationBlockTypel.
3> consider the cell as barred in accordance with TS 36.304 [4] and;
3> perform barring asif intraFregReselection is set to allowed, and asif the csg-Indication is set to FALSE;
2> elseif the UE is unable to acquire the Systeml nformationBlockType2:
3> treat the cell as barred in accordance with TS 36.304 [4];

5.2.2.6 Actions upon reception of the MasterinformationBlock message
Upon receiving the Master I nformationBlock message the UE shall:

1> apply the radio resource configuration included in the phich-Config;

1> if theUEisin RRC_IDLE or if the UE isin RRC_CONNECTED while T311 isrunning:

2> if the UE has no valid system information stored according to 5.2.2.3 for the concerned cell:
3> apply the received value of dI-Bandwidth to the ul-Bandwidth until SystemlnformationBlockType2 is
received;

5.2.2.7 Actions upon reception of the SystemInformationBlockTypel message
Upon receiving the Systeml nformationBlockTypel message the UE shall:

1> if in RRC_CONNECTED while T311 is not running, and the UE supports multi-band cells as defined by bit 31
in featureGroupl ndicators:

2> disregard the freqBandindicator and multiBandInfoLigt, if received, whilein RRC_CONNECTED;
2> forward the cellldentity to upper layers,
2> forward the trackingAreaCode to upper layers;

1> else
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2> if the frequency band indicated in the freqBandindicator is part of the frequency bands supported by the UE;
or

2> if the UE supports multiBandinfoList, and if one or more of the frequency bands indicated in the
multiBandInfoList are part of the frequency bands supported by the UE:

3> forward the cellldentity to upper layers,
3> forward the trackingAreaCode to upper layers;

3> if, for the frequency band selected by the UE (from freqBandIndicator or multiBandInfoList), the
fregBandlnfo or the multiBandInfoList-v10j0 is present and the UE capable of multiNS-Pmax supports at
least one additional SpectrumEmission in the NS-PmaxList within fregBandinfo or multiBandlnfoList-
v10j0:

4> apply thefirst listed additional SpectrumEmission which it supports among the valuesincluded in NS
PmaxList within fregBandinfo or multiBandlnfoList-v10j0;

4> if the additional Pmax is present in the same entry of the selected additional SpectrumEmission within
NS-PmaxList:

5> apply the additional Pmax;
4> else:
5> apply the p-Max;
3> dse
4> apply the additional SpectrumEmission in Systemlnfor mationBlockType2 and the p-Max;
2> ese
3> consider the cell as barred in accordance with TS 36.304 [4] and,;
3> perform barring asif intraFregReselection is set to notAllowed, and asif the csg-Indication is set to
FALSE;
5.2.2.8 Actions upon reception of SystemInformation messages

No UE requirements related to the contents of the Systeml nformation messages apply other than those specified
elsewhere e.g. within procedures using the concerned system information, and/ or within the corresponding field
descriptions.
5.2.2.9 Actions upon reception of SysteminformationBlockType2
Upon receiving Systeml nformationBlockType2, the UE shall:

1> apply the configuration included in the radioResourceConfigCommon;

1> if upper layersindicate that a (UE specific) paging cycle is configured:

2> apply the shortest of the (UE specific) paging cycle and the defaultPagingCycle included in the
radioResourceConfigCommon;

1> if the mbsfn-SubframeConfigList isincluded:

2> consider that DL assignments may occur in the MBSFN subframes indicated in the mbsfn-
SubframeConfigList under the conditions specified in [23, 7.1];

1> apply the specified PCCH configuration defined in 9.1.1.3;
1> not apply the timeAlignmentTi mer Common;

1> if inRRC_CONNECTED and UE is configured with RLF timer and constants values received within rlf-
TimersAndConstants:
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2> not update its values of the timers and constants in ue-TimersAndConstants except for the value of timer
T300;

1> if in RRC_CONNECTED while T311 is not running; and the UE supports multi-band cells as defined by bit 31
in featureGrouplndicators or multiNS-Pmax:

2> disregard the additional SpectrumEmission and ul-CarrierFreq, if received, whilein RRC_CONNECTED;

5.2.2.10 Actions upon reception of SysteminformationBlockType3

No UE requirements related to the contents of this SystemlnformationBlock apply other than those specified el sewhere
e.g. within procedures using the concerned system information, and/ or within the corresponding field descriptions.

5.2.2.11 Actions upon reception of SysteminformationBlockType4

No UE requirements related to the contents of this SystemlnformationBlock apply other than those specified el sewhere
e.g. within procedures using the concerned system information, and/ or within the corresponding field descriptions.
5.2.2.12 Actions upon reception of SysteminformationBlockType5

No UE requirements related to the contents of this Systeml nformationBlock apply other than those specified el sewhere
e.g. within procedures using the concerned system information, and/ or within the corresponding field descriptions.

5.2.2.13 Actions upon reception of SysteminformationBlockType6
No UE requirements related to the contents of this Systeml nformationBlock apply other than those specified el sewhere
e.g. within procedures using the concerned system information, and/ or within the corresponding field descriptions.
5.2.2.14 Actions upon reception of SysteminformationBlockType7
No UE requirements related to the contents of this SystemlnformationBlock apply other than those specified el sewhere
e.g. within procedures using the concerned system information, and/ or within the corresponding field descriptions.
5.2.2.15 Actions upon reception of SysteminformationBlockType8
Upon receiving Systeml nformationBlockType8, the UE shall:
1> if the systemTimel nfo is included:
2> forward the systemTimel nfo to CDMA2000 upper layers;
1> if the UE isin RRC_IDLE and if searchWindowSze isincluded:
2> forward the searchWindowSize to CDM A2000 upper layers;
1> if parametersHRPD isincluded;

2> forward the preRegistrationlnfoHRPD to CDMA2000 upper layers only if the UE has not received the
preRegistrationlnffoHRPD within an RRCConnectionReconfiguration message after entering this cell;

2> if the cellResel ectionParameter sHRPD isincluded:
3> forward the neighCellList to the CDMA2000 upper layers;
1> if the parametersIXRTT isincluded:
2> if the csfb-RegistrationParam1XRTT is included:

3> forward the csfb-RegistrationParam1XRTT to the CDMA2000 upper layers which will use this
information to determine if a CS registration/re-registration towards CDOMA2000 IXRTT inthe EUTRA
cell isrequired,

2> ese
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3> indicate to CDMA2000 upper layers that CSFB Registration to CDMA2000 1xRTT is not allowed;
2> if the longCodeStatel XRTT isincluded:
3> forward the longCodeStateIXRTT to CDMA2000 upper layers,
2> if the cellReselectionParameter SLXRTT is included:
3> forward the neighCellList to the CDMA2000 upper layers;
2> if the csfb-SupportForDual RXUEs is included:
3> forward csfb-SupportFor Dual RXUES to the CDM A2000 upper layers,
2> else
3> forward csfb-SupportForDualRXUES, with its value set to FALSE, to the CDMA2000 upper layers,
2> forward the ac-BarringConfigIXRTT to CDMA2000 upper layers, if included;
2> if the csfb-Dual RxTxSupport is included:
3> forward csfb-Dual RXTxSupport to the CDM A2000 upper layers;
2> else

3> forward csfb-Dual RXTxSupport, with its value set to FALSE, to the CDM A 2000 upper layers;

5.2.2.16 Actions upon reception of SysteminformationBlockType9
Upon receiving Systeml nformationBlockType9, the UE shall:

1> if hnb-Name isincluded, forward the hnb-Name to upper layers;

5.2.2.17 Actions upon reception of SysteminformationBlockTypel0

Upon receiving Systeml nfor mationBlockTypelO, the UE shall:

1> forward the received warningType, messagel dentifier and serial Number to upper layers,

5.2.2.18 Actions upon reception of SystemInformationBlockTypell

Upon receiving Systeml nformationBlockTypell, the UE shall:

1> if thereis no current value for messagel dentifier and serialNumber for SystemlnformationBlockTypell; or

1> if either the received value of messagel dentifier or of serialNumber or of both are different from the current
values of messagel dentifier and serialNumber for SystemlnformationBlockTypell:

2> use the received values of messagel dentifier and serial Number for Systeml nformationBlockTypell as the
current values of messagel dentifier and serial Number for SystemlnformationBlockTypell,;

2> discard any previously buffered war ningMessageSegment;
2> if al segments of a warning message have been received:
3> assembl e the warning message from the received warningMessageSegment;

3> forward the received warning message, messagel dentifier, serialNumber and dataCodingScheme to upper
layers,

3> stop reception of Systeml nformationBlockTypell;
3> discard the current values of messageldentifier and serial Number for Systeml nformationBlockTypell,

2> ese
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3> store the received war ningMessageSegment;
3> continue reception of Systeml nformationBlockTypell,
1> elseif al segments of a warning message have been received:
2> assembl e the warning message from the received war ningMessageSegment;

2> forward the received compl ete warning message, messagel dentifier, serial Number and dataCodingScheme to
upper layers;

2> stop reception of SystemlnformationBlockTypell;

2> discard the current values of messagel dentifier and serial Number for Systeml nfor mationBlockTypell;
1> else

2> store the received warningMessageSegment;

2> continue reception of Systeml nformationBlockTypell;

The UE should discard any stored warningMessageSegment and the current val ue of messagel dentifier and
serialNumber for SystemlinformationBlockTypell if the complete warning message has not been assembled within a
period of 3 hours.

5.2.2.19 Actions upon reception of SysteminformationBlockTypel2

Upon receiving Systeml nformationBlockTypel2, the UE shall:

1> if the SysteminformationBlockTypel2 contains a complete warning message:

2> forward the received warning message, messagel dentifier, serialNumber and dataCodingScheme to upper
layers,;

2> continue reception of Systeml nformationBlockTypel2;
1> else:

2> if the received values of messagel dentifier and serial Number are the same (each value is the same) as a pair
for which a warning message is currently being assembled:

3> store the received warningMessageSegment;
3> if al segments of a warning message have been received:
4> assemble the warning message from the received warningMessageSegment;

4> forward the received warning message, messagel dentifier, serialNumber and dataCodingScheme to
upper layers,

4> stop assembling a warning message for this messagel dentifier and serialNumber and delete al stored
information held for it;

3> continue reception of Systeml nformationBlockTypel2;

2> elseif the received values of messagel dentifier and/or serialNumber are not the same as any of the pairs for
which awarning message is currently being assembl ed:

3> dtart assembling a warning message for this messagel dentifier and serial Number pair;
3> store the received warningMessageSegment;

3> continue reception of Systeml nformationBlockTypel2;

The UE should discard warningMessageSegment and the associated values of messagel dentifier and serialNumber for
Systeml nformationBlockTypel?2 if the complete warning message has not been assembled within a period of 3 hours.
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NOTE: The number of warning messages that a UE can re-assemble simultaneously is a function of UE
implementation.

5.2.2.20 Actions upon reception of SysteminformationBlockTypel3
No UE requirements related to the contents of this SystemlnformationBlock apply other than those specified el sewhere
e.g. within procedures using the concerned system information, and/ or within the corresponding field descriptions.
5.2.3  Acquisition of an SI message
When acquiring an SI message, the UE shall:

1> determine the start of the SI-window for the concerned SI message as follows:

2> for the concerned Sl message, determine the number n which corresponds to the order of entry in thelist of
Sl messages configured by schedulinglnfoList in Systeml nformationBlockTypel,;

2> determine the integer value x = (n — 1)*w, where w is the si-WindowLength;

2> the SI-window starts at the subframe #a, where a = x mod 10, in the radio frame for which SFN mod T =
FLOOR(X/10), where T is the si-Periodicity of the concerned Sl message;

NOTE: E-UTRAN should configure an Sl-window of 1 msonly if al Sls are scheduled before subframe #5 in
radio frames for which SFN mod 2 = 0.

1> receive DL-SCH using the SI-RNTI from the start of the SI-window and continue until the end of the SI-window
whose absolute length in time is given by si-WindowLength, or until the SI message was received, excluding the
following subframes:

2> subframe #5 in radio frames for which SFN mod 2 = 0;
2> any MBSFN subframes;
2> any uplink subframesin TDD;

1> if the SI message was not received by the end of the SI-window, repeat reception at the next Sl-window occasion
for the concerned SI message;

5.3 Connection control

531 Introduction

53.1.1 RRC connection control

RRC connection establishment involves the establishment of SRB1. E-UTRAN completes RRC connection
establishment prior to completing the establishment of the S1 connection, i.e. prior to receiving the UE context
information from the EPC. Consequently, AS security is not activated during the initial phase of the RRC connection.
During thisinitial phase of the RRC connection, the E-UTRAN may configure the UE to perform measurement
reporting, but the UE only sends the corresponding measurement reports after successful security activation. However,
the UE only accepts a handover message when security has been activated.

NOTE: In casethe serving frequency broadcasts multiple overlapping bands, E-UTRAN can only configure
measurements after having obtained the UE capabilities, as the measurement configuration needs to be set
according to the band selected by the UE.

Upon receiving the UE context from the EPC, E-UTRAN activates security (both ciphering and integrity protection)
using the initial security activation procedure. The RRC messages to activate security (command and successful
response) are integrity protected, while ciphering is started only after completion of the procedure. That is, the response
to the message used to activate security is not ciphered, while the subsequent messages (e.g. used to establish SRB2 and
DRBs) are both integrity protected and ciphered.
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After having initiated the initial security activation procedure, E-UTRAN initiates the establishment of SRB2 and
DRBs, i.e. EFUTRAN may do this prior to receiving the confirmation of the initial security activation from the UE. In
any case, E-UTRAN will apply both ciphering and integrity protection for the RRC connection reconfiguration
messages used to establish SRB2 and DRBs. E-UTRAN should release the RRC connection if theinitial security
activation and/ or the radio bearer establishment fails (i.e. security activation and DRB establishment are triggered by a
joint S1-procedure, which does not support partial success).

For SRB2 and DRBs, security is aways activated from the start, i.e. the E-UTRAN does not establish these bearers
prior to activating security.

After having initiated the initial security activation procedure, EFUTRAN may configure a UE that supports CA, with
one or more SCellsin addition to the PCell that was initially configured during connection establishment. The PCell is
used to provide the security inputs and upper layer system information (i.e. the NAS mobility information e.g. TAI).
SCells are used to provide additional downlink and optionally uplink radio resources.

The release of the RRC connection normally isinitiated by E-UTRAN. The procedure may be used to re-direct the UE
to an E-UTRA frequency or an inter-RAT carrier frequency. Only in exceptional cases, as specified within this
specification, TS 36.300 [9], TS 36.304 [4] or TS 24.301 [35], may the UE abort the RRC connection, i.e. move to
RRC_IDLE without notifying E-UTRAN.

5.3.1.2 Security

AS security comprises of the integrity protection of RRC signalling (SRBs) as well as the ciphering of RRC signalling
(SRBs) and user data (DRBs).

RRC handles the configuration of the security parameters which are part of the AS configuration: the integrity
protection agorithm, the ciphering al gorithm and two parameters, namely the keyChangel ndicator and the
nextHopChainingCount, which are used by the UE to determine the AS security keys upon handover and/ or connection
re-establishment.

The integrity protection algorithm is common for signalling radio bearers SRB1 and SRB2. The ciphering algorithm is
common for all radio bearers (i.e. SRB1, SRB2 and DRBSs). Neither integrity protection nor ciphering applies for SRBO.

RRC integrity and ciphering are always activated together, i.e. in one message/ procedure. RRC integrity and ciphering
are never de-activated. However, it is possible to switch to a'NULL' ciphering algorithm (eea0).

The'NULL' integrity protection algorithm (eia0) is used only for the UE in limited service mode [32, TS33.401]. In
case the 'NULL'" integrity protection algorithm is used, 'NULL' ciphering algorithm is also used.

NOTE 1: Lower layers discard RRC messages for which the integrity check has failed and indicate the integrity
verification check failure to RRC.

The AS applies three different security keys: one for the integrity protection of RRC signalling (Krrcint), 0ne for the
ciphering of RRC signalling (Krrcenc) @d one for the ciphering of user data (Kypenc)- All three AS keys are derived
from the Kgyg key. The Kgyg is based on the Kasue key, which is handled by upper layers.

Upon connection establishment new AS keys are derived. No AS-parameters are exchanged to serve asinputs for the
derivation of the new AS keys at connection establishment.

The integrity and ciphering of the RRC message used to perform handover is based on the security configuration used
prior to the handover and is performed by the source eNB.

The integrity and ciphering algorithms can only be changed upon handover. The four AS keys (Keng, Krreint: Krreenc
and Kypenc) change upon every handover and connection re-establishment. The keyChangel ndicator is used upon
handover and indicates whether the UE should use the keys associated with the latest available K agve key. The
nextHopChainingCount parameter is used upon handover and connection re-establishment by the UE when deriving the
new Keng that is used to generate Krreint, Krreene @Nd Kypene (Se€ TS 33.401 [32]). Anintra cell handover procedure may
be used to change the keysin RRC_CONNECTED.

For each radio bearer an independent counter (COUNT, as specified in TS 36.323 [8]) is maintained for each direction.
For each DRB, the COUNT is used as input for ciphering. For each SRB, the COUNT is used asinput for both
ciphering and integrity protection. It is not allowed to use the same COUNT value more than once for a given security
key. In order to limit the signalling overhead, individual messages/ packets include a short sequence number (PDCP
SN, as specified in TS 36.323[8]). In addition, an overflow counter mechanism is used: the hyper frame number
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(TX_HFN and RX_HFN, as specified in TS 36.323 [8]). The HFN needs to be synchronized between the UE and the
eNB. The eNB isresponsible for avoiding reuse of the COUNT with the same RB identity and with the same K\, €.0.
due to the transfer of large volumes of data, release and establishment of new RBs. In order to avoid such re-use, the
eNB may e.g. use different RB identities for successive RB establishments, trigger an intra cell handover or an
RRC_CONNECTED to RRC_IDLE to RRC_CONNECTED transition.

For each SRB, the value provided by RRC to lower layersto derive the 5-bit BEARER parameter used as input for
ciphering and for integrity protection isthe value of the corresponding srb-Identity with the M SBs padded with zeroes.

5.3.1.2a RN security

For RNs, AS security follows the proceduresin 5.3.1.2. Furthermore, E-UTRAN may configure per DRB whether or
not integrity protection is used. The use of integrity protection may be configured only upon DRB establishment and
reconfigured only upon handover or upon the first reconfiguration following RRC connection re-establishment.

To provide integrity protection on DRBs between the RN and the E-UTRAN, the K pir: key is derived from the Kegyg
key as described in TS33.401 [32]. The same integrity protection algorithm used for SRBs also appliesto the DRBs.
The Kypine changes at every handover and RRC 