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19424 V= i aToTo o) === 488
19425 TESE FEOUITEITIENES ...ttt ettt ettt bbbt e st b e e e bt e e bt b e bt s e e bt e e b b e enes 489
19.4.3 Yoo TR 489
19.4.4 Yoo TR 489
19.45 Emergency call without emergency registration / UE credentials are not accepted .........cccccvecvvveverieennns 489
19.45.1 [ 1111 o] o OSSPSR 489
19.45.2 CONfOrMEANCE FEQUITEIMIENL ... .eiueeieeeieeesteeieete e e eeseesreeseeeseeesseesteenseessessaesseesseesseesseanseasessseesseensenssenns 489
19.45.3 QIS B 0000 PR 494
19.454 = (a7l ) == ST TRTS 494
19455 TESE FOOUITEITIENES ... ..ttt etttk sb bbbt b e st bt et e bt e e bt b e bt s e bt st e e b e e e e ens 496
19.4.6 Emergency call without emergency registration / Failure of registration / Rejected by

AO3(FODIAAEN) ...ttt et et b e et b e s e et et s e et eb e sh e e eb e s b e e eb e sbeneeneebennene s 496
19.4.6.1 = 1 0l o 496
19.4.6.2 CONfOIMANCE FEOUITEIMENT.....c.eiueiterteeeterte ettt sttt ettt st et e e b e e bt b seeb e s b e seeseebeseebesbe e ebesbenneneas 496
19.4.6.3 QLIS 10 00 S PP U P OTOR 498
19.4.6.4 = (a7l ) == ST STTTSTRS 498
19.4.6.5 =S =0 (0T 0 01 PSSR 499
19.4.7 Emergency call without emergency registration / Failure of registration / against a network with

LT To] oo ] | S S 499
19.4.7.1 [ 11T o] o PSSRSO 499
19.4.7.2 CONfOrMEANCE FEQUITEIMIENL ... .eiueeieeeieeesieeste e e esieseseeseeseeesaeesseesseesseessessaesseesseesseesseesesseessnesseensesnsenns 499
19.4.7.3 QLIS 10 00 S PP P TR 502
19474 V= i aToTo o) == R 502
19.4.7.5 TESE FEOUITEITIENES ...ttt ettt ettt b bttt b e e st b e e e s e bt e e bt b et bt n e bt e e en e b e ens 503
195 EMEIgENCY FEOISIITALION. ... c.eeueitieeteitere ettt sttt ettt h e e b e b b e bbb bbb bt b e e e seeb et e e e s nn e e enis 503
1951 New initial emergency registration / UE obtains from the serving IP-CAN an | P address different

than the | P address used for the emergency registration............ccoereerireenineseeereee s 503
19511 [ 1111 o] o ST SRPS 503
195.1.2 CONfOrMEANCE FEQUITEIMIENL ... .eiueeieieieeesteeteeeeeeeaeseesreesreeseeesseesseesseessessaesseesseesseesseaseaseesseesseensennsenns 503
19.5.1.3 QIS B 0000 S PSPPI 508
195.14 = (a7l ) == SO STR T S 508
19515 =S =0 (0T 0 1SS 509
RS o (o e B Yoo SRR 509
19.5.6 User-initiated emergency reregistration / UE has emergency related ongoing dialog..........ccceerveenieneee 509
1956.1 = 11 0l o o 509
19.56.2 CONfOIMANCE FEOUITEMENT.....c.eiiiteiteeeterte ettt sttt sttt ettt s e et e e bt b st eb e sb e seese et e seebesbe e ebesnenneneas 509
19.5.6.3 QLIS 10 00 S PP P TR 513
19564 V= i aToTo o) === 513
19.5.6.5 =S =0 (0T 0 1SS 514
19.5.7 User-initiated emergency reregistration / The user initiates an emergency call.........cccocceevecveceieeneennen. 514
195.7.1 [ 11T Lo o SO SRPS 514
19.5.7.2 CONfOrMEANCE FEQUITEIMIENL ... .eiueeieieieeesteesie e e e e eseseesreeseeeseeesseenseenseessessaesseesseesseesseeseasessseesseensenssenns 515
19.5.7.3 QIS B 0000 S TP PPRR 518
19574 = (a7l ) == SO STR T S 518
19.5.7.5 TESE FOOUITEITIENES ...ttt ettt ettt b ek b et b e e st bt e e st e bt e e bbbt e bt e e eb e e ens 520
19.5.8 Yoo TR 520
19.5.9 In parallel emergency and NON-eMEergenCy regiStrationS..........ccucvierieeriinieenere e 520
19509.1 = 11 0l o o 520
19.59.2 CONfOIMANCE FEOUITEIMENT.....c.eiueiterteeeterte ettt sttt ettt st et e e b e e bt b seeb e s b e seeseebeseebesbe e ebesbenneneas 520
19593 QLIS 10 00 S PP P TR 520
19594 = (a7l ) == SO STR T S 521
19.59.5 =S =0 (0T 0 01 PSSR 522
19.5.10 Deregistration upon emergency registration EXPIratioN .............cvivveeiereereesese e seesee e eseeseeseesseenseens 522
19.5.10.1 [ 1T Lo SRRSO 522
19.5.10.2 CONfOrMENCE FEOUITEIMIENL........eveeeeeeeseeseeesteeteeteeteeseesreesreesseesseasesssesseasseenseesseessesssesseesenssesnsesnssanes 522
19.5.10.3 QLIS 10 00 S TP P TR 523
19.5.104 V= g Too o) == 523
19.5.10.5 TESE FEOUITEITIENES ...ttt ettt ettt b bbbt b e st bt e s e bt s e et e bt e et b e s e s bt b e e ebenn e e ens 524
20  Customized Alerting TONES (CAT) .ottt re b et s te s e e s besreebesreenaeseeneens 524
20.1 Mobile Originating CAT — FOrKiNg MOGE ..........ooeiiiee et snees 524
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20.1.1 D=, 11 0Tl (o) o SR 524
20.1.2 CONFOIMANCE FEOUITEIMENT .....viueetiiteeete et seete sttt sttt s e et b e b et b b e e e bt b e e e bt b e e ene e e st et e nn et sbenae e e 524
20.1.3 L= 010 00 OO PP 525
20.14 Y g oo o) == SR 525
20.1.5 TESE FEOUITEIMENES. ...ttt ettt ettt ettt b et b et b et h bt e bt h e s bt b e e bR et e bt bt b e st e b st e e ebene e s ens 528
21 ECEIl OVEN IMS ...t sttt R Rt b e R bR ben e R e b e bR a e e e 529
21.1 eCall over IMS/ Manual initiation / Normal registration / Emergency registration / Success/ 200 OK

WITI AICK ettt sttt sttt et be s e e bt e be s e bt e b e se e Rt e b e st e bt e b e ne e Rt et et ek e e Re e ebenbeneenenbeneenens 529
2111 D=, 11 0T (o) o SR 529
2112 CONFOIMANCE FEOUITEIMENT ...ttt sttt sttt ettt s e et eb e bt b e b et e bt e b e e e bt b e e e bt e et sb e e e nesbenne e 529
2113 L= 01000 TP PR 530
21.14 Y g Too o) == SRS 530
21.15 TESE FEOUITEIMENES. ...ttt ettt ettt ettt bttt b bbb e bt b e bt bt s b b e e bR et e bt bt e eseeb et e e ebene e e enis 531
21.2 eCall over IMS/ Automatic initiation / Normal registration / Emergency registration / Success/ 200 OK

WITI ACCK ettt sttt s e ettt e s e e bt Ee s e e bt e b e se e bt e b e st e Rt e b e se e Rt et et ebenb et ebenReneenenteneenens 531
2121 DT 1T o] o ST SS 531
21.2.2 CONfOrMENCE FEOUITEIMIENL ......eueeiveeteeieeteeieseeseeesaeesaeesseeseesseessessaesseesseesseesseenseenseaseeasennssenseesenssenssenssees 531
21.2.3 == 0 00170 T PSSP 532
21.24 Y= 0T I == ST STTS 532
21.25 BLIE= S 0 (0T = 000 533
21.3 eCall over IMS/ Manual initiation / MSD transfer Failure / UE performs eCall in CS domain after

Timer expiry / UTRAN OF GERAN .....ooiiieiee ettt ettt 533
2131 D=, 11 0Tl (o) o SR 533
21.3.2 CONFOIMANCE FEOUITEIMENT ....e.viueetiiteeete sttt sttt sttt et b e et eb e bt b e s b e e bt b e e e bt s b e e e st e et st e e e st sbenne e 533
21.33 L= A 010 00 T U PP 534
21.34 Y =1 0T I == ST STS 534
21.35 BLIE= S 0 (0T = 00 537
21.4 eCal over IMS/ Manual initiation / MSD transfer and 200 OK with ACK / SIP INFO request for MSD

0T F= S T oot S 537
2141 DT 10T o] o OSSPSR 537
21.4.2 CONfOrMENCE FEOUITEIMIENL ... .eueeieeeteeieeieeieseeseeesaeesseesseeseesseessessaesseesseesseesseenseanseaseeassnnssenseessessenssenssees 537
2143 L= 010 070 TP 538
2144 Y i aToo o) == PR 539
21.45 TESE FEOUITEIMENES. ...ttt ettt ettt b et b bbb e h bt e bt bt s bt b e e bt e b e b e bt bt e e st b et e e e bt nn e e ens 539
215 eCall over IMS/ Automatic initiation / MSD transfer and 200 OK with ACK / SIP INFO request for

IMISD UPGBEE / SUCCESS. ....ccveveueeteseeeete sttt sttt se et see e ebesee e eb e s b e e eb e sb e e eb e s be e ebenbeseeb e sb e e ebesbe e ebenbeneebesbenreneas 540
2151 D=, 11 0Tl (o) o SR 540
21.5.2 CONfOrMENCE FEUITEIMIENL ... .ecueeieeeteeieeteeteseeseeesaeesaeesseeseesseessessaesseesseesseesseenseenseaseeaseanssenseessnssenssenssees 540
2153 QLIS A U010 SRS PTSTTSN 541
2154 Y =1 0T o == TSP STS 541
2155 =S o (U= 00 542
21.6 eCall over IMS/ Automatic initiation / MSD transfer and 200 OK with ACK / SIP INFO request for

unsupported MSD / UE indicates unsucCessful in SIP INFO.......c..cciiriiinereeeee e 542
216.1 D=, 11 0Tl (o) o SR 542
21.6.2 CONFOIMANCE FEOUITEIMENT ...ttt sttt sttt ettt et et eb e bt b e b et e bt b et e bt b e e e st e et ebene et sbenne e 542
21.6.3 L= A 010 070 TP PP 543
2164 Y i aToo o) == S 543
21.6.5 TESE FEOUITEIMENES. ...ttt ettt ettt ettt e et b bbbt e b b e e bt bt e bt b e e e bt e R e b e bt b et e st b et e e e bt ne e e enis 544
P20 A (o T I Y o T o SO 545
21.13 eCall only mode / Manual initiation / Emergency registration / Abnormal case/ IM CN sends a 486

(Busy Here) / UE performs eCall in CSdomain/ UTRAN 0or GERAN..........ccoeiieve e 545
21131 (D= 1T 011 (o] o PSP RV UROSPPO 545
21.13.2 CONfOrMENCE FEOUITEIMIENL ......eueeiveeteeieeieeeseeseeesaeesaeesseeseesseessessaesseesseesseesseenseanseasseasennseenseessessenssenssees 545
21133 LIS 0 001070 T PSPPSR 546
21.134 Y= i aToo o) == SR 546
21.135 TESE FEOUITEIMENES. ...ttt etttk ettt sttt b bt bbbt e bt bt e bt bbb e s e b e b e s e bbbt b e neeb et e e ebenn e s ens 548
21.14 eCall only mode/ Automatic initiation / Emergency registration / Abnormal case/ IM CN sends a 486

(Busy Here) / UE performseCall in CSdomain/ UTRAN O GERAN.........cooiiiiiiinieceeereeesees 548
21.141 D=, 11 a1 (o) o S 548
21.14.2 CONFOIMANCE FEOUITEIMENT ...ttt sttt sttt sttt et et et eb e bt b e s b et e bt e b e e e bt e be e e b se et sbena et sbenne e 548
21.14.3 LIS 0 001070 T PSSP RPR 549
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21.14.4 IMEENOO OF TESL ...ttt et e st e st e e st e et e e e e e aeeebe e be e beeabeeasesaeenbeenseensesanesaeesaeenteentenns 550
21.145 TESE FEOUITEIMENES. ...tttk ettt bbbt e et b b e bbbt h e s eb b et e b e e bt s e bbbt b e st e b e st e e ebenn e s ens 552
21.15 eCall only mode/ Manua initiation / Emergency registration / Abnormal case/IM CN sends a 600

(Busy Everywhere) / UE performs eCall in CSdomain/ UTRAN of GERAN .......ccociiiiineininencsee 552
21.151 D=, 11 01 (o) o SR 552
21.15.2 CONfOrMENCE FEOUITEIMIENL ......cueeiteeteeieeieeieseeseeesaeesaeesseeseesseesaessaesseesseesseesseenseesssasseasennseenseessessenssenssees 552
21153 LIS 0 001070 T PSSP 553
21.154 Y= 0T I == OSSPSR 554
21.155 BLIE= S 0 (0T = 070 556
21.16 eCall only mode / Automatic initiation / Emergency registration / Abnormal case/ IM CN sends a 600

(Busy Everywhere) / UE performs eCall in CS domain/ UTRAN of GERAN .......cccocoeiiiiiiniinicecee 556
21.16.1 D=, 11 0Tl (o) o S 556
21.16.2 CONFOIMANCE FEOUITEIMENT ...ttt sttt sttt sttt et et et eb b et bt b et e bt b e e e bt beseeaese et eb e et sbenne e 556
21.16.3 L= 010 0T TSP 557
21.164 IMEENOO OF TESL ...ttt ettt e st e st e e st e et e s e e e aeeebe e be e beeabeeasesaeenbeenseensesanesaeesaeateentenns 558
21.16.5 TESE FEOUITEIMENES. ...ttt etttk b et b et b bbb e bt bt e bt b e s eb bt e e bR e s e bt bt b eneeb e st e e ebenr e s ens 560
21.17 eCall only mode / Manual initiation / Emergency registration / Abnormal case/ IM CN sends a 603

(Decline) / UE performs eCall in CSdomain/ UTRAN 0r GERAN .......coooi i iieceer e 560
21.17.1 DT 10T o] o ST SRTS 560
21.17.2 CONfOrMENCE FEUITEIMIENL ... .eueeiveeteeieeieeieseeseeeseesaeesseeseesseesaessaesseesseesseesseenseesseasseasensseenseaseessenssenssees 560
21.17.3 LIS 0 001070 T PSPPSR 561
21.17.4 Y =1 0T I == OSSPSR 561
21.175 TESE FEOUITEIMENES. ...ttt ettt ettt b et b bbb e b bt e bt bt s bt b e e e bR e s e bt bt e et e bt st e e ebenn e e ens 564
21.18 eCall only mode/ Automatic initiation / Emergency registration / Abnormal case/ IM CN sends a 603

(Decling) / UE performseCall in CSdomain/ UTRAN OF GERAN ..o 564
21.181 D=, 11 0Tl (o) o S 564
21.18.2 CONFOIMANCE FEOUITEIMENT ...ttt sttt sttt sttt et et et eb e b et b e b et b e b e e e bt e beseesese et eb e et eb e ne e e 564
21.18.3 QL= 010 00 T U TP 565
21.184 Y= 0T I == ST TRTS 565
21.185 BLIE= S 0 (0T = 070 568
7S = o] o T 12 1= ST 569
22.1 MO Cal —UE isableto refresh the SESSION........ccoiieie e e 569
2211 D=, 11 01 (o) o RS 569
2212 CONFOIMANCE FEOUITEIMENT ...ttt sttt sttt sttt b e et b e s bt b e b e e e bt b e e bt b e e e st e et bene et sbenne e e 569
2213 L= A 010 00 TP 569
22.14 Y i aToo o) == SRR 570
22.2 MO Call — RemMOote eNd IS TEFFESNEN ..ot e e e 573
2221 D 10T o] o OSSPSR 573
22.2.2 CONfOrMENCE FEUITEIMIENL ......ecueeieeeteeteeteeeseeseeesaeesaeesseesseesseessessaesseesseesseesseenseenseaseeasennssenseansnssenssenssees 573
22.2.3 QLIS 0 001070 T TSRS 573
2224 Y =1 0T I == TSP STS 574
22.3 MO Call — Remote end does Not SUPPOIt SESSION TIMEN ......c.iccuieierieseesee e eee e ee e e eae e raennees 575
2231 D=, 11 0Tl (o) o SR 575
2232 CONFOIMANCE FEOUITEIMENT .....viueetiiteeete et seete sttt sttt s e et b e b et b b e e e bt b e e e bt b e e ene e e st et e nn et sbenae e e 575
2233 L= 010 00 TP PP 576
2234 Y i aToo o) == SR 576
224 MO Call — Remote end supports but does Not USE SESSION TIMEY .......coveiierieerereerie e seeeens 578
2241 D=, 11 0Tl (o) o SR 578
22.4.2 CONfOrMENCE FEOUITEIMIENL ......eueeiveeteeieeteeieseeseeesaeesaeesseeseesseessessaesseesseesseesseenseenseaseeasennssenseesenssenssenssees 578
2243 QLIS 0 001070 T TSRS 578
2244 Y= 0T I == ST STTTS 579
22.5 MT Call — Remote end supports but does not send SeSSION-EXPITES ......c.cccvvceieeiee e 580
2251 D 10T o] o OSSPSR 580
2252 CONfOrMENCE FEOUITEIMIENL ... .eueeieeeteeieeieeieseeseeesaeesseesseeseesseessessaesseesseesseesseenseanseaseeassnnssenseessessenssenssees 580
2253 L= 010 070 TP 580
2254 Y i aToo o) == S 581
22.6 MT Call — Remote end sends Session-Expires but does not choose refresher ... 582
226.1 D=, 11 0Tl (o) o SR 582
22.6.2 CONFOIMANCE FEOUITEIMENT ...ttt sttt sttt sttt et b e et b e sb et b e s b et e bt bt b e b e e e st e et ebene et st enne e 582
22.6.3 L= A 010 00 TP 583
22.6.4 Y =1 0T I == TSP STS 583
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22.7 MT Call — Remote end ch00SeS UE @S TEffEShEY .........ooiiiee et e 584
22.7.1 D=, 11 0Tl (o) o SR 584
22.7.2 CONFOIMANCE FEOUITEIMENT ...ttt sttt sttt ettt et et eb e bt b e b et e bt b et e bt b e e e st e et ebene et sbenne e 584
22.7.3 L= A 010070 TP 585
2274 Y g Too o) == 585
22.8 MT Call — Remote end does not SUPPOIt SESSION TIMES ......c.ecvieieeiereereere e ae e e neees 587
2281 D 10T o] o OSSPSR 587
22.8.2 CONfOrMENCE FEOUITEIMIENL ... .eueeiveeteeieeieeteseesteesaeesaeesseeseesseasaessaesseesseesseesseenseenseaseeaseanssenseassessenssenssees 587
22.8.3 QLIS 0 001070 TSRS 588
2284 Y= 00T I = ST STTS 588
Annex A (normative): DefaUlt MESSAJES......ceiviiieiteitieie et sttt sttt s re et s re e e sreens 590
A.1l Default messagesfor IMS REQISITALION.........cceeiiiieeiiece e ee e ens 591
A.ll L ] Y I = SR 591
A.l2 401 Unauthorized for REGISTER...... .ottt st s sae e ee st e beneeseesbesneeneeneeneas 596
A.13 200 OK fOF REGISTER ...ttt ettt ettt st e st e te et e s aeesaeesaeeebeenbeenbeentesbaesbaesbeesbeenreansennns 596
A.l4 SUBSCRIBE fOr r€g-€VENt PACKAGE. .......civieeiertiieiirierte ettt bbbt b et st 598
A.lS5 200 OK fOF SUBSCRIBE ........c..iciuieiectiecteestee sttt ettt sttt et e b e te et e s aeesaeesaeaebeebeenbeentasbeesteesbeesesnsesnnesans 600
A.16 NOTIFY fOr reg-eVent PACKAJE. .......cccveerieieeeiesiesees e s see et ste e te e e st e et e e e st e sseesteesteeseeteenseeneeeneensansanes 601
A.l7 423 Interval Too Brief fOr REGISTER .......ccoioiiiieice e sttt sttt st 606
A.18 420 Bad EXtension fOr REGISTER ..........cciiiie ettt st sttt st 607
A.2 Default messagesTor Call SELUD ......ccoiiiiiiieee e 608
A21 INVITE fOFr MO Call SEIUD....cveueiteieeiete ettt b et b e et b e e b bt b sb e e enesbenneneas 608
A.2.2 100 TrYING FOr INVITE ...ttt bbbt b e bbbt bt eb et e bt b ens 614
A.2.3 183 SesSION ProgreSSfOr INVITE ......oiiiiiiiicterteeet ettt ettt sn et sb e b b neeneas 615
A.2.4 LY RS 618
A.25 L1813 N I SR 621
A.2.6 RS TO ol THaTo (o a1 VA N =TSP 624
A2.7 N SO SSRTR 626
A28 2 ST PS 627
A.2.9 INVITE FOF IMT Call ..ttt sttt sttt sttt st s b et se b e be e et e st et et e nbeseenenbeneeneas 630
A.210 MO REFER ...ttt sttt ettt e st b e e e st e bt e e s e bt E e e e R e R et R et e Rt Rt e Rt be et et enententenen 634
A.211  MT NOTIFY fOr Fefer PACKAGE ... eeiveeieeie e sttt e e e e rte e e s e e s reenseenteensennaesneesrnas 636
N A VN I o = o SR 637
A.213 MO NOTIFY fOF FEfer PACKAGE. ... ..ceitireeeiitieei ettt ettt n e bbbt 638
A.214 181 Call iShEING FOrWAITEA ........oeieiiiieiirieeet bbb et n s 639
22 1 T 7 2 N RS 639
A.216 487 REQUESE TEIMUINALE. ......ceitiriieitereeiet ettt ettt b bbbt bbbt bbbt bt et s bt s e bt b e e e st nneneens 640
Y A 0 7 o o 1 o PSS 640
A.2.18 481 Cal/Transaction DOES NOL EXISt ........cceririiriiietirieiietee ettt sttt st sb e bt n e e b e sae e e e 641
A.219 MO INFO FOr €Call OVEr IMS.... .ottt ettt st n b et e neesesteneens 642
A.220 MTINFOTOr €Call OVEr IMS ..ottt sttt ettt teneenesbeneens 643
A 221 ABB BUSY HEFE...c.ooeeeeeeeee ettt sttt b et b e e et R e e R Rt R e bt et b et et nente e nen 644
A.2.22 600 BUSY EVEIYWREIE ..ottt ettt ettt st et e b e e s b et senbe st e s e e b e st eneenenteneens 645
E A T & 0 o 1 = TSRS 646
A.224 422 SesSioN INterval TOO SMalL.......coui it st ae e et e e et e neene e e eneees 647
A.3  GENEriC COMMON MESSAOES. ......cceeueruerteriestistesiesteeeeesessestessestessesseneeseesessessesbesbesaenseneeneeseesessesseneensenes 648
A3.1 200 OK for other requests than REGISTER of SUBSCRIBE.............ccccoiiniiniieineeee e 648
A.32 403 FORBIDDEN ......cittiieititereeitete ettt sttt st ettt e e be s ae st e be s ae e e besbe e e be s be e e be st eneebessenesbesaeneebenbeneans 652
A33 B0 o= o) = o OSSO 653
A4 Other DEfAUIT IMESSAOES .......cceeeeieieeiieie ettt b et e ettt b e bt b nn b ne e e seebenneene e 653
A4l 380 AEINALIVE SEIVICE ...ttt ettt sttt et et et e st e tesbe e et es e e e eeeseesbesaeeseeneeneeneeneensesaesaeeneeneenseneens 653
AA4d2 503 Service UNAVAIHIADIE. ..ottt e et e ne et neen 654
A.4.3 L] S SR 655
Ad4 200 OK fOF PUBLISH ...ttt sttt ettt tae st st e s te e st e e tesaeeeaeeebeaebeenbeeaeaebaesbaesteenteensesnneanns 656
A.45 302 MOVED TEMPOTAITTY ...ttt b bbb bbbt bbb et b bt 656
A.4.6 LSS Y= I T 0= o | USRS 657
A.AT 500 SENVEr INEIMAl EITON ... ettt ettt sttt ettt b bt ae st ebese e e b e s bt bt e se e st esee e e nbesbesbesbe e e enneseens 657
A48 05 USE PIOXY ...eveteuietistesteiistestesesteste et stes e sestes e sestessesessessesesse s ese s s e be st e be b e neabe b e e e se s bensenenbe s eneebebeneebenbeneens 658
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A5 Default messages for CONFENENCING .....cueiiiieieii ettt sre e e b e e e eeseeenes 658
AS5.1 SUBSCRIBE for CONference eVent PACKBGE. .........c.uiuirieiriiieiriesieesies ettt bbb 658
A52 200 OK fOF SUBSCRIBE.......c..ecutiteteieitistesit ettt sttt se et et b et e e e b s bt bt eb e e e et e e e s e besaesbe e e enneneens 660
A.5.3 NOTIFY for conference eVent PACKAOE. ...........eieeieeieie et ste et et esae e te e teesaeseeenseenaesnaesnaesaeas 661
A.6 Default messagesfor Message Waiting INAICAION ..........ccereieiirieiineneeeses s 664
A.6.1 SUBSCRIBE for message-summary eVent PACKAGE ........ccvereerieerieeiesieseesseesteesseeseessesssssseesseessesssesssssnessnns 664
A.6.2 NOTIFY for message-summary EVENt PACKBGE ........ccurueuerririeerierieierieseeiest st se e se e sr s sneneens 667
A.6.3 200 OK for SUBSCRIBE for message-summary eVent PaCKage ..........couvireererierereneesesie s 668
A7 Default MESSAESTOr SMS ... .ottt e e e aa e b sae e b s e re e e e sreenes 669
A.71 MESSAGE fOr MT SMS... .ttt et b et h et b e et bt s bt eb e e st e e e b e sbeebesaees e e e e e e 669
A.7.2 MESSAGE for delivery report fOr MT SIMS..... oottt sa e sne e e snaesraennees 670
A.7.3 MESSAGE fOr MO SIMS ...ttt e b e h et b e et ke b e b e et e e e b e sbeebesaeene e e ennenes 671
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Foreword

This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.

Introduction

The present document is the first part of a multi-part conformance specification valid for 3GPP Release 5 and later
releases.

3GPP TS 34.229-1 (the present document): Internet Protocol (1P) multimedia call control protocol based
on Session I nitiation Protocol (SIP) and Session Description Protocol (SDP); User Equipment (UE)
confor mance specification; Part 1: Protocol confor mance specification- current document.

3GPP TS 34.229-2 [5]: "Internet Protocol (1P) multimedia call control protocol based on Session Initiation
Protocol (SIP) and Session Description Protocol (SDP); User Equipment (UE) conformance specification; Part 2:
Implementation Conformance Statement (1CS) proforma specification”.

3GPP TS 34.229-3[6]: "Internet Protocol (1P) multimedia call control protocol based on Session Initiation
Protocol (SIP) and Session Description Protocol (SDP); User Equipment (UE) conformance specification; Part 3:
Abstract Test Suites (ATS)".

NOTE 1: The ATSiswrittenin a standard testing language, TTCN-3, asdefined in ETS| ES 201 873 Parts 1to 3
[36] [37] [38].

NOTE 2: For conformance testing of the UTRAN requirements refer to 3GPP TS 34.123 Parts 1 to 3 [2] [3] [4].
NOTE 3: Further information on testing can be found in ETSI ETS 300 406[9] and 1SO/IEC 9646-1 [7].

For at least a minimum set of services, the prose descriptions of test cases will have a matching detailed test case
implemented in TTCN-3 (and provided in 3GPP TS 34.229-3 [6]).
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1 Scope

The present document specifies the protocol conformance testing for the User Equipment (UE) supporting the Internet
Protocol (1P) multimediacall control protocol based on Session Initiation Protocol (SIP) and Session Description
Protocol (SDP).

Thisisthefirst part of a multi-part test specification. The following information can be found in this part:

- theoveral test structure;

the test configurations,
- the conformance requirement and reference to the core specifications;
- thetest purposes; and
- abrief description of the test procedure, the specific test requirements and short message exchange table.
The following information relevant to testing can be found in accompanying specifications:
- the applicability of each test case [5].
A detailed description of the expected sequence of messages can be found in the 3 part of present test specification [6].

The Implementation Conformance Statement (ICS) pro-forma can be found in the 2™ part of the present test
specification [5].

The present document is valid for UE implemented according to 3GPP Releases starting from Release 5 up to the
Release indicated on the cover page of the present document.

Also, for clauses 8-18, 20 and 22, it is generally assumed that an IM S capable UE is compliant to GSMA PRD IR.92
[133] and GSMA PRD IR.94 [134]; any update of requirements in these GSMA PRD documents, which are relevant to
the present document will be handled on a case by case basis, with due consideration given for grace period to be
granted for the UE to comply to any updated requirements.

Editor's Note: it isto be clarified if we need to elaborate on clauses 19 and 21 here.

Test cases specified in Annexes G-K are targeted as indicated in their respective Scope sections.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document unless the context in which the reference is made suggests a different Releaseis
relevant (information on the applicable release in a particular context can be found in e.g. test casetitle,
description or applicability, message description or content).

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

2] 3GPP TS 34.123-1: "User Equipment (UE) conformance specification; Part 1: Protocol
conformance specification”.

[3] 3GPP TS 34.123-2; "User Equipment (UE) conformance specification; Part 2: Implementation
Conformance Statement (1CS) proforma specification”.
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[4]

(5]

(6]

[7]

(8]

[9]

[10]

[11]
[12]

[13]
[14]
[15]
[16]
[17]

[18]
[19]

[20]

[21]
[22]
[23]
[24]
[29]

[26]
[27]
(28]
[29]

3GPP TS 34.123-3: "User Equipment (UE) conformance specification; Part 3: Abstract Test Suites
(ATS)".

3GPP TS 34.229-2: "Internet Protocol (IP) multimedia call control protocol based on Session
Initiation Protocol (SIP) and Session Description Protocol (SDP); User Equipment (UE)
conformance specification; Part 2: Implementation Conformance Statement (ICS) proforma
specification”.

3GPP TS 34.229-3: "Internet Protocol (IP) multimedia call control protocol based on Session
Initiation Protocol (SIP) and Session Description Protocol (SDP); User Equipment (UE)
conformance specification; Part 3: Abstract Test Suites (ATS)".

I SO/IEC 9646-1: "Information technology - Open systems interconnection - Conformance testing
methodology and framework - Part 1: General concepts'.

I SO/IEC 9646-7: "Information technology - Open systems interconnection - Conformance testing
methodology and framework - Part 7: Implementation Conformance Statements'.

ETSI ETS 300 406: "Methods for testing and Specification (MTS); Protocol and profile
conformance testing specifications; Standardization methodology”.

3GPP TS 24.229: "IP Multimedia Call Control Protocol based on Session Initiation Protocol (SIP)
and Session Description Protocol (SDP); Stage 3".

Void.

3GPP TS 24.008: "Mobile Radio Interface Layer 3 specification; Core Network Protocols;
Stage 3".

Void.

3GPP TS 33.203: "Access security for |P based services'.

IETF RFC 3261: "SIP: Session Initiation Protocol".

IETF RFC 2617: "HTTP Authentication: Basic and Digest Access Authentication”.

IETF RFC 3310: "Hypertext Transfer Protocol (HTTP) Digest Authentication Using
Authentication and Key Agreement (AKA)".

Void.

IETF RFC 3608: "Session Initiation Protocol (SIP) Extension Header Field for Service Route
Discovery During Registration”.

IETF RFC 3327: "Session Initiation Protocol Extension Header Field for Registering Non-
Adjacent Contacts'.

IETF RFC 3329: " Security Mechanism Agreement for the Session Initiation Protocol (SIP)".
IETF RFC 3680: "A Session Initiation Protocol (SIP) Event Package for Registrations’.
IETF RFC 3315: "Dynamic Host Configuration Protocol for IPv6 (DHCPVE)".

IETF RFC 3320: “Signalling Compression (SigComp)”.

IETF RFC 3485: “The Session Initiation Protocol (SIP) and Session Description Protocol (SDP)
Static Dictionary for Signalling Compression (SigComp)”.

IETF RFC 3486: “Compressing the Session Initiation Protocol (SIP)”.
IETF RFC 4566: "SDP: Session Description Protocol”.

Void.

Void.
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[30]
[31]
[32]
[33]
[34]
[35]

[36]

[37]

[38]

[39]
[40]
[41]
[42]
[43]
[44]
[45]
[46]
[47]
[48]

[49]
[50]
[51]

[52]
(53]
[54]
[55]
[56]
[57]

[58]
[59]
[60]

IETF RFC 3264: "An Offer/Answer Model with the Session Description Protocol (SDP)".
IETF RFC 3312: "Integration of Resource Management and Session Initiation Protocol (SIP)".
3GPP TS 23.003: "Numbering, addressing and identification".

IETF RFC 3262: "Registration of provisional responsesin Session Initiation Protocol (SIP)".
Void.

3GPP TR 23.981 “Universal Mobile Telecommunications System (UMTS); Interworking aspects
and migration scenarios for |Pv4-based | P Multimedia Subsystem (IMS) implementations”.

ETSI ES 201 873-1: "Methods for Testing and Specification (MTS); The Testing and Test Control
Notation version 3; Part 1: TTCN-3 Core Language’.

ETSI ES 201 873-2: "Methods for Testing and Specification (MTS); The Testing and Test Control
Notation version 3; Part 2: TTCN-3 Tabular Presentation Format (TFT)".

ETSI TR 201 873-3: "Methods for Testing and Specification (MTS); The Testing and Test Control
Notation version 3; Part 3: TTCN-3 Graphical Presentation Format (GFT)".

3GPP TS 22.101: " Service aspects; Service principles’.

3GPP TS 34.108: "Common test environments for User Equipment (UE); Conformance testing”.
Void.

Void.

Void.

Void.

Void.

Void.

Void.

IETF RFC 3646: "DNS Configuration options for Dynamic Host Configuration Protocol for |Pv6
(DHCPV6)".

IETF RFC 2132: "DHCP Options and BOOTP Vendor Extensions".
IETF RFC 3263: " Session Initiation Protocol (SIP): Locating SIP Servers'.

IETF RFC 3319: "Dynamic Host Configuration Protocol (DHCPv6) Options for Session Initiation
Protocol (SIP) Servers'.

IETF RFC 1035: "Domain Names - |mplementation And Specification"”.

Void.

Void.

IETF RFC 2131: "Dynamic Host Configuration Protocol”.

IETF RFC 2782: "A DNS RR for specifying the location of services (DNS SRV)".

IETF RFC 3361: "Dynamic Host Configuration Protocol (DHCP-for-1Pv4) Option for Session
Initiation Protocol (SIP) Servers'.

3GPP TS 25.331: "Radio Resource Control (RRC) protocol specification”.
3GPP TR 33.978: "Security aspects of early IP Multimedia Subsystem (IMS)".
IETF RFC 3903: "Session Initiation Protocol (SIP) Extension for EventState Publication”.
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[61]

[62]
[63]
[64]
[65]

[66]

[67]

[68]
[69]
[70]

[71]
[72]
[73]
[74]
[75]
[76]
[77]
[78]
[79]
[80]
[81]
[82]
[83]

[84]

(85]
(86]
(87]

(88]

(89]

IETF RFC 5627: "Obtaining and Using Globally Routable User Agent (UA) URIs (GRUU) in the
Session Initiation Protocol (SIP)".

IETF RFC 5628: "Reg Event Package Extension for GRUUS'.
IETF RFC 3840: "Indicating User Agent Capabilitiesin the Session Initiation Protocol (SIP)".
IETF RFC 3841: "Caller Preferences for the Session Initiation Protocol (SIP)".

3GPP TS 24.173: "IMS Multimedia Telephony Communication Service and supplementary
services; stage 3".

3GPP TS 26.114: "I1P Multimedia Subsystem (IMS); Multimedia Telephony; Media handling and
interaction”.

IETF RFC 4867: "RTP Payload Format and File Storage Format for the Adaptive Multi-Rate
(AMR) and Adaptive Multi-Rate Wideband (AMR-WB) Audio Codecs'.

IETF RFC 6050: "A Session Initiation Protocol (SIP) Extension for the Identification of Services'.
IETF RFC 2616: "Hypertext Transfer Protocol -- HTTP/1.1".

IETF RFC 4825: "The Extensible Markup Language (XML) Configuration Access Protocol
(XCAP)".

Void.
IETF RFC 3515: "The Session Initiation Protocol (SIP) Refer Method".
Void.
Void.
Void.
Void.
Void.
Void.
Void.
Void.
Void.
Void.

IETF RFC 7044: " An Extension to the Session I nitiation Protocol (SIP) for Request History
Information”.

3GPP TS 24.147: "Conferencing using the IP Multimedia (IM) Core Network (CN) subsystem;
Stage 3".

Void".
IETF RFC 4575: "A Session Initiation Protocol (SIP) Event Package for Conference State”.

3GPP TS 24.247: "Messaging service using the IP Multimedia (IM) Core Network (CN)
subsystem; Stage 3".

IETF RFC 3842: "A Message Summary and M essage Waiting Indication Event Package for the
Session Initiation Protocol (SIP)".

IETF RFC 3325: "Private Extensions to the Session Initiation Protocol (SIP) for Asserted Identity
within Trusted Networks".
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[90]
[91]
[92]

[93]

[94]

[95]

[96]

[97]

(98]
[99]
[100]
[101]

[102]

[103]

[104]

[105]

[106]

[107]

[108]

[109]
[110]

[111]
[112]

[113]

3GPP TS 24.341: "Support of SMS over |P networks; Stage 3".
IETF RFC 3428: " Session Initiation Protocol (SIP) Extension for Instant Messaging”.

3GPP TS 24.011: "Point-to-Point (PP) Short Message Service (SMS) support on mobile radio
interface".

3GPP TS 23.040: "Technical redlization of the Short Message Service (SMS)".

3GPP TS 36.508: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal
Terrestrial Radio Access (E-UTRAN); Common Test Environments for User Equipment (UE)
Conformance Testing".

3GPP TS 24.615: "Communication Waiting (CW) using |P Multimedia (IM) Core Network (CN)
subsystem".

IETF RFC 3581: "An Extension to the Session Initiation Protocol (SIP) for Symmetric Response
Routing".

IETF RFC 5031: "A Uniform Resource Name (URN) for Emergency and Other Well-Known
Services'.

IETF RFC 6442: "Location Conveyance for the Session Initiation Protocol".
IETF RFC 4119: "A Presence-based GEOPRIV Location Object Format".
Void.

3GPP TS 24.611: "Anonymous Communication Rejection (ACR)
and Communication Barring (CB) using IP Multimedia (IM) Core Network (CN) subsystem;
Protocol specification”.

3GPP TS 24.607: " Originating | dentification Presentation (OIP) and Originating Identification
Restriction (OIR) using IP Multimedia (IM) Core Network (CN) subsystem; Protocol
specification”.

3GPP TS 24.608: " Terminating Identification Presentation (TI1P) and Terminating Identification
Restriction (TIR) using IP Multimedia (IM) Core Network (CN) subsystem; Protocol
specification”.

3GPP TS 24.629: "Explicit Communication Transfer (ECT) using IP Multimedia (IM) Core
Network (CN) subsystem; Protocol specification”.

3GPP TS 24.623: "Extensible Markup Language (XML) Configuration Access Protocol (XCAP)
over the Ut interface for Manipulating Supplementary Services".

3GPP TS 24.604: "Communication Diversion (CDIV) using IP Multimedia (IM) Core Network
(CN) subsystem; Protocol specification”.

3GPP TS 24.606: "Message Waiting Indication (MWI) using IP Multimedia (IM) Core Network
(CN) subsystem: Protocol specification".

3GPP TS 24.610: " Communication HOLD (HOLD) using | P Multimedia (IM) Core Network
(CN) subsystem; Protocol specification".

IETF RFC 5626: "Managing Client-Initiated Connectionsin the Session Initiation Protocol (SIP)".

3GPP TS 24.237: “IP Multimedia (IM) Core Network (CN) subsystem |P Multimedia Subsystem
(IMS) Service Continuity”.

Void.

3GPP2 C.S0005-E: “Upper Layer (Layer 3) Signalling Standard for cdma2000 Spread Spectrum
Systems”.

3GPP TS 31.121: "UICC-terminal interface; Universal Subscriber Identity Module (USIM)
application test specification".
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[114] Void.

[115] Void.

[116] Void.

[117] 3GPP TS 34.109: "Terminal logical test interface; Special conformance testing functions'.

[118] 3GPP TS 36.509: “Special conformance testing functions for User Equipment (UE)".

[119] 3GPP TS 24.109: "Bootstrapping interface (Ub) and network application function interface (Ua);
Protocol details".

[120] 3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic Bootstrapping
Architecture”.

[121] 3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application
functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)".

[122] IETF RFC 7254: " A Uniform Resource Name Namespace for the Global System for Mobile
Communications Association (GSMA) and the International Mobile station Equipment | dentity
(IMEI)".

[123] 3GPP TS 27.007: " AT command set for User Equipment (UE)".

[124] IETF RFC 4835: " Cryptographic Algorithm Implementation Requirements for Encapsulating
Security Payload (ESP) and Authentication Header (AH)".

[125] IETF RFC 6809: "Mechanism to Indicate Support of Features and Capabilitiesin the Session
Initiation Protocol (SIP)".

[126] IETF RFC 4488: " Suppression of Session Initiation Protocol (SIP) REFER Method Implicit
Subscription”.

[127] 3GPP TS 24.182: "IP Multimedia Subsystem (IMS) Customized Alerting Tones (CAT)".

[128] 3GPP TS 24.628: “Common Basic Communication procedures using |P Multimedia (IM) Core
Network (CN) subsystem”.

[129] IETF RFC 3986: "Uniform Resource Identifier (URI): Generic Syntax”.

[130] IETF RFC 6432: "Carrying Q.850 Codesin Reason Header Fieldsin SIP (Session Initiation
Protocol) Responses’.

[131] IETF RFC 7462: "URNSs for the Alert-Info Header Field of the Session Initiation Protocol (SIP)".

[132] IETF RFC 7315: "Private Header (P-Header) Extensions to the Session Initiation Protocol (SIP)
for the 3GPP".

[133] GSMA PRD IR.92: "IMS Profile for Voice and SMS'.

[134] GSMA PRD IR.94: "IMS Profile for Conversational Video Service".

[135] IETF RFC 3323: "A Privacy Mechanism for the Session Initiation Protocol (SIP)".

[136] Void.

[137] IETF RFC 3311: "The Session Initiation Protocol (SIP) UPDATE Method".

[138] IETF RFC 5009: "Private Header (P-Header) Extension to the Session Initiation Protocol (SIP) for
Authorization of Early Media".

[139] IETF RFC 6086: “ Session I nitiation Protocol (SIP) INFO Method and Package Framework”.

[140] IETF RFC 6665: “SIP-Specific Event Notification”.

[141] 3GPP TS 23.167: " IP Multimedia Subsystem (IMS) emergency sessions’.
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[142] 3GPP TS 24.238: "Session Initiation Protocol (SIP) based user configuration; Stage3".

[143] 3GPP TS 24.302: " Access to the 3GPP Evolved Packet Core (EPC) via non-3GPP access
networks; Stage 3".[144] GSMA PRD NG.102: "IMS Profile for Converged IP
Communications’.

[145] GSMA PRD RCC.07: "Rich Communication Suite 7.0 — Advanced Communications Services and
Client Specification".

[146] IETF RFC 4028 (April 2005): "Session Timersin the Session Initiation Protocol (SIP)".

[147] 3GPP TS 36.523-2; "User Equipment (UE) conformance specification; Part 2: |mplementation
Conformance Statement (1CS)proforma specification”.

[148] GSMA PRD IR.51: “IMS Profile for Voice, Video and SMS over untrusted Wi-Fi access’.

[149] IETF RFC 8147 (May 2017): "Next-Generation Pan-European eCall".

[150] 3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS); Stage
3"

[151] GSMA PRD NG.108: "IMS Profile for Voice and SMSfor UE category M1"

[152] 3GPP TS 24.390: " Unstructured Supplementary Service Data (USSD) using IP Multimedia (IM)
Core Network (CN) subsystem IMS; Stage 3"

[153] IETF RFC 5646: " Tags for Identifying Languages"

[154] IETF RFC 7315: "P-Access-Network-Info ABNF Update"

[155] 3GPP TS23.237: " IP Multimedia Subsystem (IMS) Service Continuity; Stage 2.

3 Definitions, symbols and abbreviations

For the purposes of the present document, the terms and definitions givenin TR 21.905 [1] and the following apply. A
term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

3.1 Definitions

For the purposes of the present document, the following additional definitions apply:
Example: text used to clarify abstract rules by applying them literally
Floor: Floor(x) isthe largest integer smaller than or equal to x.

Ceil: Ceil (x) isthe smallest integer larger than or equal to x.

3.2 Symbols

For the purposes of the present document, the following additiona symbols apply:

None.

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

AAAA Address (1P v6)

AKA Authentication and Key Agreement

AKAv1-MD5 Authentication and Key Agreement version 1- Message-Digest 5
DUID DHCP Unique Identifier
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EF Elementary File

FQDN Fully Qualified Domain Name
GAA Generic Authentication Architecture
GBA Generic Bootstrapping Architecture

HMAC-MD5-96  Hashing for Message Authentication Code - Message-Digest 5 — 96 (bits)
HMAC-SHA-1-96 Hashing for Message Authentication Code - Secure Hash Algorithm 1 - 96 (bits)

ICS I mplementation Conformance Statement
IN INternet
IPsec I P Security
IXIT Implementation eXtra Information for Testing
MIME Multi purpose Internet Mail Extensions
MF Master File
NAPTR Naming Authority Pointer
P-CSCF Proxy — Call Session Control Function
RTCP Real Time Transport Control Protocol
SIGComp SIGnalling Compression
SRV SeRVice
SS System Simulator

4 Overview

4.1 Test Methodology

4.1.1  Testing of optional functions and procedures

Any function or procedure which is optional, as indicated in the present document may be subject to a conformance test
if it isimplemented in the UE.

A declaration by the apparatus supplier (Implementation Conformance Statement (1CS)) is used to determine whether
an optional function/procedure has been implemented (see | SO/IEC 9646-7 [8] for general information about ICS).

4.2 Implicit Testing

For some 3GPP signalling and protocol features conformance is not verified explicitly in the present document. This
does not imply that correct functioning of these features is not essential, but that these are implicitly tested to a
sufficient degreein other tests.

4.3 Conformance Requirements

The Conformance Requirements clauses in the present document are copy/paste from the relevant core specification
where skipped text has been replaced with "...". References to clauses in the Conformance Reguirements section of the
test body refersto clauses in the referred specification, not sections in the present document.

5 Reference Conditions

The test cases are expected to be executed through the 3GPP radio interface. Details of the radio interfaces are outside
the scope of this specification. The reference environments used by tests are specified in the test.

5.1 Generic setup procedures

A set of basic generic procedures for PDP Context Activation, P-CSCF Discovery and Registration are described in
Annex C. These procedures are used in numerous test cases throughout the present document.
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5.2 Transport protocols applied

For ssimplicity, UDP (User Datagram Protocol) is applied to the IMS test as default DL transport protocol.
NOTE: Which UL transport protocol is used in the test is decided by the UE.

6 PDP Context Activation

6.1 General Purpose PDP Context Establishment
Implicitly tested.

NOTE: Thisisimplicitly tested as part of generic procedures.

6.2 General Purpose PDP Context Establishment (UE
Requests for a Dedicated PDP Context)

6.2.1 Definition

Test to verify that the UE can establish a‘General Purpose PDP context’ for SIP signalling.

6.2.2 Conformance requirement
Prior to communication with the IM CN subsystem, the UE shall:
a) perform a GPRS attach procedure as specified in 3GPP TS 24.008 [8];

b) ensure that a PDP context used for SIP signalling according to the APN and GGSN selection criteria described in
3GPP TS 23.060 [4] and 3GPP TS 27.060 [10A] is available. This PDP context shall remain active throughout
the period the UE is connected to the IM CN subsystem, i.e. from the initial registration and at least until the
deregistration. As aresult, the PDP context provides the UE with information that makes the UE ableto
construct an IPv4 or an |Pv6 address;

NOTE 1: During the PDP context activation procedure, the UE and network negotiate whether the UE or the GPRS
IP-CAN isresponsible for the resource reservation applicable to all PDP contexts within the activated
PDP address/APN pair, as described in 3GPP TS 24.008 [§].

When the bearer establishment is controlled by the UE, the UE shall choose one of the following options when
performing establishment of this PDP context:

l.
[1. A genera-purpose PDP context:

The UE may decide to use a general-purpose PDP Context to carry IM CN subsystem-related signalling. The
UE shall indicate to the GGSN that thisis a general-purpose PDP context by not setting the IM CN
Subsystem Signalling Flag. The UE may carry both signalling and media on the general -purpose PDP
context. The UE can also set the Signalling Indication attribute within the QoS information element.

NOTE 2: When the bearer establishment is controlled by the GPRS IP-CAN, the GGSN follows the procedures
described in 3GPP TS 29.061 [11] in order to establish a dedicated PDP context for SIP signalling.

The UE indicates the IM CN Subsystem Signalling Flag to the GGSN within the Protocol Configuration Options
information element of the ACTIVATE PDP CONTEXT REQUEST message or ACTIVATE SECONDARY
PDP CONTEXT REQUEST message. Upon successful signalling PDP context establishment the UE receives an
indication from GGSN in the form of IM CN Subsystem Signalling Flag within the Protocol Configuration
Optionsinformation element. If the flag is not received, the UE shall consider the PDP context as a general-
purpose PDP context.
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The encoding of the IM CN Subsystem Signalling Flag within the Protocol Configuration Options information
element is described in 3GPP TS 24.008 [8].

Reference(s)

3GPP TS 24.229[10], clause B.2.2.1.

6.2.3 Test purpose

To verify that the UE sends a correctly composed Activate PDP context request by setting the IM CN Subsystem
Signalling Flag to the GGSN within the Protocol Configuration Options |E.

On receiving Activate PDP Context accept with IM CN Subsystem Signalling Flag not set within the Protocol
Configuration Options |E, UE shall consider the PDP context as a General Purpose PDP context for SIP signalling.

6.2.4 Method of test

Initial conditions

The UE isin GMM-state "GMM-REGISTERED, normal service" with valid P-TMSI and CKSN. UE is not registered
to IMS services, has not established PDP context for IMS

Test procedure

1) UEisconfigured for setting the IM CN Subsystem Signalling Flag to the GGSN within the Protocol
Configuration Options | E in Activate PDP Context Request message. UE initiates an Activate PDP Context
procedure.

2) SS Responds with an Activate PDP Context Accept message by not setting IM CN Subsystem Signalling Flag
within the Protocol Configuration Options |E

3) P-CSCF address discovery using the DHCP procedure according to Annex C.3 for IPv6 or Annex C.4 for IPv4.
4) UE sendsaninitial REGISTER request.

5) Continue test execution with the Generic test procedure, Annex C.2 or C.2a (GIBA only), step 5.

Expected sequence

Step Direction Message Comment
UE | ss

1 > Activate PDP Context Request UE sends this PDU by setting the IM CN
Subsystem Signalling Flag to the GGSN within the
Protocol Configuration Options IE

2 < Activate PDP Context Accept SS Sends this response by not setting IM CN
Subsystem Signalling Flag within the Protocol
Configuration Options IE

3 P-CSCF address discovery using the DHCP
procedure according to Annex C.3 for IPv6 or
Annex C.4 for IPv4.

4 > REGISTER UE sends initial registration for IMS services

5 > Continue with Annex C.2 or C.2a step 5 |Execute the Generic test procedure Annex C.2 step
5-11 or C.2a (GIBA only) step 5-9 in order to get the
UE in a stable registered state

NOTE 1. The default messages contentsin annex A are used with condition "IMS security” or "GIBA™.
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IE

Value/Remarks

Protocol Configuration options
- Additional Parameters

-- container 1 Identifier

-- Container 1 Length

(Note 2)
0002H (IM CN Subsystem Signalling Flag)
0 bytes

NOTE 2: UE may include additional containers also. If multiple containers are present they can bein any order.

Activate PDP Context Accept (step 2)

Case 1: UE supports IPv6 / IPv6 and IPv4

IE

Value/Remarks

Protocol Configuration options
- Additional Parameters
-- container 1 Identifier

-- Container 1 Length
-- Container 1 contents
-- container 2 Identifier

-- Container 2 Length
-- Container 2 contents

0001H (P-CSCF Address) (Included if ‘P-CSCF Server
Address Request’ is received)

16 bytes

IPV6 address of SS P-CSCF Server

0003H (DNS Address) (Included if ‘DNS Server Address
Request’ is received)

16 bytes

IPV6 address of SS DNS Server

Case 2: UE supports only IPv4

IE

Value/Remarks

Protocol Configuration options
- Additional Parameters

-- container 1 Identifier

-- Container 1 Length

-- Container 1 contents

-- container 2 ldentifier

-- Container 2 Length
-- Container 2 contents

0001H (P-CSCF Address)

16 bytes

IPV4 address of SS P-CSCF encoded as per 3GPP TR
23.981[35]

0003H (DNS Address) (Included if ‘DNS Server Address
Request’ is received)

16 bytes

IPV4 address of SS DNS server encoded as per 3GPP
TR23.981[35]

REGISTER (Step 4)

Use the default message “REGISTER” in annex A.1.1 with condition A1 "Initial unprotected REGISTER"

6.2.5 Test requirements

1) Instep 1, the UE shall set the IM CN Subsystem Signalling Flag to the GGSN within the Protocol Configuration

Options |E.

2) Instep 4, the UE shall send an initiadl REGISTER message using the established PDP context.

6.3 Dedicated PDP Context Establishment

6.3.1 Definition

Test to verify that the UE can establish a‘ Dedicated PDP context’ for SIP signalling.
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6.3.2 Conformance requirement
Prior to communication with the IM CN subsystem, the UE shall:
a) perform a GPRS attach procedure as specified in 3GPP TS 24.008 [8];

b) ensure that a PDP context used for SIP signalling according to the APN and GGSN selection criteria described in
3GPP TS 23.060 [4] and 3GPP TS 27.060 [10A] is available. This PDP context shall remain active throughout
the period the UE is connected to the IM CN subsystem, i.e. from the initial registration and at least until the
deregistration. As aresult, the PDP context provides the UE with information that makes the UE ableto
construct an IPv4 or an IPv6 address;

NOTE 1: During the PDP context activation procedure, the UE and network negotiate whether the UE or the GPRS
IP-CAN isresponsible for the resource reservation applicable to all PDP contexts within the activated
PDP address/APN pair, as described in 3GPP TS 24.008 [8].

When the bearer establishment is controlled by the UE, the UE shall choose one of the following options when
performing establishment of this PDP context:

I. A dedicated PDP context for SIP signalling:

The UE shall indicate to the GGSN that thisis a PDP context intended to carry IM CN subsystem-related
signalling only by setting the IM CN Subsystem Signalling Flag. The UE may also use this PDP context for
DNS and DHCP signalling according to the static packet filters as described in 3GPP TS 29.061 [11]. The
UE can aso set the Signalling Indication attribute within the QoS information element;

I1. A genera-purpose PDP context:

The UE may decide to use a general-purpose PDP Context to carry IM CN subsystem-related signalling. The
UE shall indicate to the GGSN that thisis a general-purpose PDP context by not setting the IM CN
Subsystem Signalling Flag. The UE may carry both signalling and media on the general -purpose PDP
context. The UE can also set the Signalling Indication attribute within the QoS information element.

NOTE 2: When the bearer establishment is controlled by the GPRS IP-CAN, the GGSN follows the procedures
described in 3GPP TS 29.061 [11] in order to establish a dedicated PDP context for SIP signalling.

The UE indicates the IM CN Subsystem Signalling Flag to the GGSN within the Protocol Configuration Options
information element of the ACTIVATE PDP CONTEXT REQUEST message or ACTIVATE SECONDARY
PDP CONTEXT REQUEST message. Upon successful signalling PDP context establishment the UE receives an
indication from GGSN in the form of IM CN Subsystem Signalling Flag within the Protocol Configuration
Options information element. If the flag is not received, the UE shall consider the PDP context as a general-
purpose PDP context.

The encoding of the IM CN Subsystem Signalling Flag within the Protocol Configuration Options information
element is described in 3GPP TS 24.008 [8].

Reference(s)

3GPPTS24.229[10], clause B.2.2.1.

6.3.3 Test purpose

To verify that on receiving Activate PDP Context accept with IM CN Subsystem Signalling Flag included within the
Protocol Configuration Options |E, UE shall consider the PDP context as a Dedicated PDP context for SIP signalling.

6.3.4 Method of test

Initial conditions

The UE isin GMM-state "GMM-REGISTERED, normal service" with valid P-TMSI and CKSN. UE is not registered
to IMS services, has not established PDP context.
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UE is configured for setting the IM CN Subsystem Signalling Flag to the GGSN within the Protocol
Configuration Options |E in Activate PDP Context Request message. UE initiates an Activate PDP Context

procedure.

SS Responds with an Activate PDP Context Accept message by including IM CN Subsystem Signalling Flag
within the Protocol Configuration Options | E.

P-CSCF address discovery using the DHCP procedure according to Annex C.3 for IPv6 or Annex C.4 for |Pv4.

UE sends an initial REGISTER request.

Continue test execution with the Generic test procedure, Annex C.2 or C.2a (GIBA only), step 5.

Expected sequence

Step

Direction

UE | ssS

Message

Comment

1

>

Activate PDP Context Request

UE sends this PDU by setting the IM CN
Subsystem Signalling Flag to the GGSN within the
Protocol Configuration Options IE

e

Activate PDP Context Accept

SS Sends this response by including IM CN
Subsystem Signalling Flag within the Protocol
Configuration Options IE

P-CSCF address discovery using the DHCP
procedure according to Annex C.3 for IPv6 or
Annex C.4 for IPv4.

REGISTER

UE sends initial registration for IMS services

alb

Continue with Annex C.2 or C.2a step 5

Execute the Generic test procedure Annex C.2 step
5-11 or C.2a (GIBA only) step 5-9 in order to get the
UE in a stable registered state

NOTE 1. The default messages contentsin annex A are used with condition “IM S security” or “GIBA”.

Specific Message Contents:

Activate PDP Context Request (step 1)

IE Value/Remarks
Requested NSAPI Any value
Protocol Configuration options
- Additional Parameters (Note 2)
-- container 1 Identifier 0002H (IM CN Subsystem Signalling Flag)
-- Container 1 Length 0 bytes

NOTE 2: UE may include additional containers also. If multiple containers are present they can bein any order.
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IE

Value/Remarks

Protocol Configuration options
- Additional Parameters

-- container 1 Identifier

-- Container 1 Length

-- container 2 ldentifier

-- Container 2 Length
-- Container 2 contents
-- container 3 Identifier

-- Container 3 Length
-- Container 3 contents

0002H (IM CN Subsystem Signalling Flag)

0 bytes

0001H (P-CSCF Address) (Included if ‘P-CSCF Server
Address Request’ is received)

16 bytes

IPV6 address of SS P-CSCF Server

0003H (DNS Address) (Included if ‘DNS Server Address
Request’ is received)

16 bytes

IPV6 address of SS DNS Server

Case 2: UE supports only IPv4

IE

Value/Remarks

Protocol Configuration options
- Additional Parameters

-- container 1 Identifier

-- Container 1 Length

-- container 2 Identifier

-- Container 2 Length

-- Container 2 contents

-- container 3 ldentifier

-- Container 3 Length
-- Container 3 contents

0002H (IM CN Subsystem Signalling Flag)

0 bytes

0001H (P-CSCF Address)

16 bytes

IPV4 address of SS P-CSCF encoded as per 3GPP TR
23.981

0003H (DNS Address) (Included if ‘DNS Server Address
Request’ is received)

16 bytes

IPV4 address of SS DNS server encoded as per 3GPP
TR 23.981[35]

REGISTER (Step 4)

Use the default message “REGISTER” in annex A.1.1 with condition A1 "Initial unprotected REGISTER" and with the

following exceptions:

Header/param

Value/remark

Contact

feature-param Not checked

6.3.5 Test requirements

1) Instep 1, the UE shall set the IM CN Subsystem Signalling Flag to the GGSN within the Protocol Configuration

Options |E.

2) Instep 4, the UE shall send aninitial REGISTER message using the established PDP context.
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7 P-CSCF Discovery

7.1 P-CSCF Discovery via PDP Context

7.1.1 Definition

Test to verify that the UE can establish a PDP context for SIP signalling and acquire P-CSCF address(es) during PDP
Context Activation procedure.

7.1.2 Conformance requirement
Prior to communication with the IM CN subsystem, the UE shall:
a) perform a GPRS attach procedure as specified in 3GPP TS 24.008 [8];

b) ensure that a PDP context used for SIP signalling according to the APN and GGSN selection criteria described in
3GPP TS 23.060 [4] and 3GPP TS 27.060 [10A] is available. This PDP context shall remain active throughout
the period the UE is connected to the IM CN subsystem, i.e. from the initial registration and at least until the
deregistration. As aresult, the PDP context provides the UE with information that makes the UE ableto
construct an IPv4 or an |Pv6 address;

NOTE 1: During the PDP context activation procedure, the UE and network negotiate whether the UE or the GPRS
IP-CAN isresponsible for the resource reservation applicable to all PDP contexts within the activated
PDP address/APN pair, as described in 3GPP TS 24.008 [8].

When the bearer establishment is controlled by the UE, the UE shall choose one of the following options when
performing establishment of this PDP context:

l.
I1. A genera-purpose PDP context:

The UE may decide to use a general-purpose PDP Context to carry IM CN subsystem-related signalling. The
UE shall indicate to the GGSN that thisis a general-purpose PDP context by not setting the IM CN
Subsystem Signalling Flag. The UE may carry both signalling and media on the general -purpose PDP
context. The UE can also set the Signalling Indication attribute within the QoS information element.

NOTE 2: When the bearer establishment is controlled by the GPRS IP-CAN, the GGSN follows the procedures
described in 3GPP TS 29.061 [11] in order to establish a dedicated PDP context for SIP signalling.

The UE indicates the IM CN Subsystem Signalling Flag to the GGSN within the Protocol Configuration Options
information element of the ACTIVATE PDP CONTEXT REQUEST message or ACTIVATE SECONDARY
PDP CONTEXT REQUEST message. Upon successful signalling PDP context establishment the UE receives an
indication from GGSN in the form of IM CN Subsystem Signalling Flag within the Protocol Configuration
Optionsinformation element. If the flag is not received, the UE shall consider the PDP context as a general-
purpose PDP context.

The encoding of the IM CN Subsystem Signalling Flag within the Protocol Configuration Options information
element is described in 3GPP TS 24.008 [8].

The UE can indicate a request for prioritised handling over the radio interface by setting the Signalling
Indication attribute (see 3GPP TS 23.107 [4A]). The general QoS negotiation mechanism and the encoding of
the Signalling Indication attribute within the QoS information element are described in 3GPP TS 24.008 [8].

NOTE 3: A general-purpose PDP Context can carry both IM CN subsystem signalling and media, in case the media
does not need to be authorized by Policy and Charging control mechanisms as defined in
3GPP TS 29.212 [13C] and Service Based Local Policy mechanisms defined in 3GPP TS 29.207 [12] and
the media stream is not mandated by the P-CSCF to be carried in a separate PDP Context.

c) acquire a P-CSCF address(es).
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The methods for P-CSCF discovery are:
I
I1. Transfer P-CSCF address(es) within the PDP context activation procedure.

The UE shall indicate the request for a P-CSCF address to the GGSN within the Protocol Configuration
Options information element of the ACTIVATE PDP CONTEXT REQUEST message or ACTIVATE
SECONDARY PDP CONTEXT REQUEST message.

If the GGSN provides the UE with alist of P-CSCF IPv4 or IPv6 addressesin the ACTIVATE PDP
CONTEXT ACCEPT message or ACTIVATE SECONDARY PDP CONTEXT ACCEPT message, the UE
shall assume that the list is prioritised with the first address within the Protocol Configuration Options
information element as the P-CSCF address with the highest priority.

From 3GPP TR 23.981 [35]:

The existing P-CSCF discovery mechanism are either 1Pv6 specific or use Release 5 or later GPRS. For an |Pv4 based
IMS implementation, operators may need other mechanisms not currently defined as possible optionsin 3GPP IMS.

The following mechanisms need to be evaluated for P-CSCF discovery in IPv4:

a) theaddress of the P-CSCF can be requested by the UE and returned by the GGSN at PDP context establishment
time. An IPv4 UE would need to obtain an I1Pv4 address as part of this exchange.

If the PDP context established is of PDP type |Pv4, then the GGSN may provide an |Pv4 P-CSCF address. This does
not preclude scenarios, where the GGSN returns an |Pv6 P-CSCF address at |1Pv4 PDP context establishment,
e.g. for the support of tunnelling (see clause 5.3.4.3), or both IPv4 and |Pv6 P-CSCF addresses. If the PDP type
isIPv4 then it is recommended that the GGSN aways return both IP versions, if it is capable, using the existing
capabilities to send multiple P-CSCF addresses within the PCO IE.

According to TS 24.008 [9], the P-CSCF addressin the PCO field is an IPv6 address. Thus there are at |east two
possible approaches: The first approach would be to avoid any changes to or deviations from TS 24.008 [9] and
use the existing methods to transfer an |Pv4 address as an 1Pv6 address ("1Pv6 address with embedded |Pv4
address’, as defined in RFC 2373 [10]). In such a case, the use of “IPv4 mapped addresses’ as defined in

RFC 2373 [10] is recommended.

The second approach would set the PCO field length to 4 and put the IP addressin the content field. Thiswould be a
straightforward generalization of the specified method.

Reference(s)
3GPP TS 24.229[10], clause B.2.2.1.
3GPP TR 23.981[35], clause 5.2.1.

7.1.3 Test purpose

To verify that the UE sends a correctly composed Activate PDP context request message requesting for P-CSCF
address(es) to the GGSN within the Protocol Configuration Options IE.

On receiving Activate PDP Context accept with IM CN Subsystem Signalling Flag not included within the Protocol
Configuration Options IE and list of P-CSCF 1Pv6/IPv4 addresses included, UE shall consider the PDP context as a
general purpose PDP context for SIP signalling and P-CSCF discovery procedure to be successful.

7.1.4 Method of test

Initial conditions

The UE isin GMM-state "GMM-REGISTERED, normal service" with valid P-TM S| and CKSN. UE is not registered
to IMS services, has not established PDP context for IMS.
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1) UEisconfigured for setting request for a P-CSCF address to the GGSN within the Protocol Configuration
Options | E in Activate PDP Context Request message. UE initiates an Activate PDP Context procedure.

2) SSresponds with an Activate PDP Context Accept including list of P-CSCF IPv6 and | Pv4 addresses. |Pv4
addresses are encoded as per 3GPP TR 23.981[35] clause 5.2.1.

3) UE sendsaninitial REGISTER request.

4) Continue test execution with the Generic test procedure, Annex C.2 or C.2a (GIBA only), step 5.

Expected sequence

Step Direction
UE | ss

Message

Comment

1 > Activate PDP Context Request

UE sends this PDU by setting request for P-CSCF
address(es) to the GGSN within the Protocol
Configuration Options IE

2 < Activate PDP Context Accept SS Sends this response by including list of P-CSCF
addresses

3 > REGISTER UE sends initial registration for IMS services

4 > Continue with Annex C.2 or C.2a step 5 |Execute the Generic test procedure Annex C.2 or

step 5-11 or C.2a (GIBA only) step 5-9 in order to
get the UE in a stable registered state

NOTE 1: Thetest sequenceisidentical for IPv4 and IPv6 except the message contents of Activate PDP Context
Accept message. For a UE supporting both 1Pv4 and 1Pv6, only IPv6 option need to be executed.

NOTE 2: The default messages contents in annex A are used with condition “IM S security “ or “GIBA”.

Specific Message Contents:

Activate PDP Context Request (step 1)

NOTE 3: Containers can bein any order.

IE

Value/Remarks

Requested NSAPI

Protocol Configuration options
- Additional Parameters

-- container 1 Identifier

-- Container 1 Length

-- container 2 Identifier

-- Container 2 Length

Any value

0001H (P-CSCF Address Request);

0 bytes

0003H (DNS Server Address Request) (Optional)
0 bytes

Activate PDP Context Accept (step 2)

Case 1: UE supports IPv6 / IPv6 and IPv4

IE

Value/Remarks

Protocol Configuration options
- Additional Parameters

-- container 1 Identifier

-- Container 1 Length

-- Container 1 contents

-- container 2 ldentifier

-- Container 2 Length
-- Container 2 contents

0001H (P-CSCF Address)

16 bytes

IPV6 address of SS P-CSCF Server

0003H (DNS Address) (Included if ‘DNS Server Address
Request’ is received)

16 bytes

IPV6 address of SS DNS Server
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Case 2: UE supports "IPv6 address with embedded IPv4 address" in PCO IE

IE Value/Remarks
- Additional Parameters
Protocol Configuration options
- Additional Parameters

-- container 2 Identifier 0001H (P-CSCF Address)

-- Container 2 Length 16 bytes

-- Container 2 contents IPV4 address of SS encoded as per 3GPP TR 23.981[35]
option 1

-- container 3 Identifier 0003H (DNS Address) (Included if ‘DNS Server Address
Request’ is received)

-- Container 3 Length 16 bytes

-- Container 3 contents IPV4 address of SS DNS server encoded as per 3GPP

TR 23.981[35] option 1

Case 3: UE supports IPv4 address in PCO IE

IE Value/Remarks
- Additional Parameters
Protocol Configuration options
- Additional Parameters

-- container 2 Identifier 0001H (P-CSCF Address)

-- Container 2 Length 4 bytes

-- Container 2 contents IPV4 address of SS encoded as per 3GPP TR 23.981[35]
option 2

-- container 3 Identifier 0003H (DNS Address) (Included if ‘DNS Server Address
Request’ is received)

-- Container 3 Length 4 bytes

-- Container 3 contents IPV4 address of SS DNS server encoded as per 3GPP

TR 23.981[35] option 2

REGISTER (Step 3)

Use the default message “REGISTER” in annex A.1.1 with condition A1 "Initial unprotected REGISTER" and with the
following exceptions:

Header/param Value/remark
Contact
feature-param Not checked

7.1.5  Test requirements
1) Instep 1, the UE shall request for P-CSCF address to the GGSN within the Protocol Configuration Options | E.
2) Instep 3, the UE shall send aninitial REGISTER message using the discovered P-CSCF address.

7.2 P-CSCF Discovery via DHCP — IPv4

7.2.1 Definition

Test to verify that UE will perform P-CSCF discovery procedure via DHCP.

7.2.2 Conformance requirement
Prior to communication with the IM CN subsystem, the UE shall:

a) perform a GPRS attach procedure as specified in 3GPP TS 24.008 [8];
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b) ensure that a PDP context used for SIP signalling according to the APN and GGSN selection criteria described in
3GPP TS 23.060 [4] and 3GPP TS 27.060 [10A] isavailable. This PDP context shall remain active throughout
the period the UE is connected to the IM CN subsystem, i.e. from the initial registration and at least until the
deregistration. As aresult, the PDP context provides the UE with information that makes the UE able to
construct an |Pv4 or an |Pv6 address;

¢) acquire a P-CSCF address(es).
The methods for P-CSCF discovery are:

I. When using I1Pv4, employ the Dynamic Host Configuration Protocol (DHCP) RFC 2132 [20F], the DHCPv4
options for SIP servers RFC 3361 [35A], and RFC 3263 [27A] as described in subclause 9.2.1. When using
IPv6, employ Dynamic Host Configuration Protocol for IPv6 (DHCPv6) RFC 3315 [40], the DHCPv6
options for SIP servers RFC 3319 [41] and DHCPv6 options for Domain Name Servers (DNS)

RFC 3646 [56C] as described in subclause 9.2.1.

1. ...

The UE can freely select method | or |1 for P-CSCF discovery, if:

- the UE isin the home network; or

- the UE isroaming and the P-CSCF is to be discovered in the visited network.

In case method | is selected and several P-CSCF addresses or FQDNs are provided to the UE, the selection of P-
CSCF address or FQDN shall be performed asindicated in RFC 3361 [35A] when using |Pv4 or RFC 3319 [41]
when using IPv6. If sufficient information for P-CSCF address selection is not available, selection of the P-
CSCF address by the UE isimplementation specific.

NOTE 4: The UE decides whether the P-CSCF isto be discovered in the serving network or in the home network
based on local configuration, e.g. whether the application on the UE is permitted to use local breakout.

If the UE isdesigned to use | above, but receives P-CSCF address(es) according to I1, then the UE shall either
ignore the received address(es), or use the address(es) in accordance with |1, and not proceed with the DHCP
request according toI.

When using |Pv4, the UE may request a DNS Server |Pv4 address(es) via RFC 2132 [20F] or by the Protocol
Configuration Options information element when activating a PDP context according to 3GPP TS 27.060 [10A].

When using |Pv6, the UE may request a DNS Server |Pv6 address(es) via RFC 3315 [40] and RFC 3646 [56C]
or by the Protocol Configuration Options information element when activating a PDP context according to
3GPP TS 27.060 [10A].

From 3GPP TR 23.981[35]:

The following mechanisms need to be evaluated for P-CSCF discovery in |Pv4:

b) based on DHCP. Currently the specifications limit this to the IPv6 methods for DHCP. In order for this method
to be used by an IPv4 UE, it needs to be identified how IPv4 DHCP is used to obtain the P-CSCF address. A
solution that provides access independence would be that an |Pv4 P-CSCF and I1Pv4 UE support configuration of
the appropriate P-CSCF information via DHCPv4. In this solution, use of DHCP provides the UE with the fully
qualified domain name of a P-CSCF and the address of a Domain Name Server (DNS) that is capable of
resolving the P-CSCF name. When using DHCP/DNS procedure for P-CSCF discovery with IPv4 GPRS-access,
the GGSN acts as DHCP Relay agent relaying DHCP messages between UE and the DHCP server. Thisis
necessary to allow the UE to properly interoperate with the GGSN. This solution however requires that a UE
supporting early |Pv4 implementations would support DHCPv4.

Reference(s)

3GPP TS 24.229[10], clause B.2.2.1.
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3GPP TR 23.981 [35], clause 5.2.1.

7.2.3 Test purpose
To verify UE shall initiate and successfully complete a P-CSCF discovery procedure via DHCP when P-CSCF address
is not provided as part of PDP Context Activation procedure.

7.2.4 Method of test

Initial conditions

The UE isin GMM-state "GMM-REGISTERED, normal service" with valid P-TMSI and CKSN. UE is not registered

to IMS services. UE is not configured for using static P-CSCF address. UE has established a PDP context (No P-CSCF
addressinformation provided). ). If UE setsflag ‘DNS Server Address Request’ in PCO of PDP Context Request, DNS
server address list is provided in PDP Context Accept message.

Test procedure

1) If UE aready knows DHCP server address or is configured to send DHCPINFORM message to the limited (all
1s) broadcast address, it goesto step 3. Otherwise, UE sends DHCPDISCOV ER message locating a server.

2) SSresponds by DHCPOFFER message.
3) UE sends DHCPINFORM message requesting for P-CSCF address(es) in options field.

4) SS responds by DHCPACK message providing the domain names of P-CSCF address(es) and giving DNS
server address.

5) UE initiatesa DNS NAPTR query to select the transport protocol. UE’s configured to use specific Transport
protocol on default ports, can skip steps 5 to 8 and go directly to step 9.

6) SSrespondswith NAPTR response.

7) UE initiatesa DNS SRV query.

8) SSresponds with SRV response.

9) UE initiatesa DNS A query

10) SS responds with DNS A response.
11)UE sends an initial REGISTER request.

12) Continue test execution with the Generic test procedure, Annex C.2 or C.2a (GIBA only), step 5.
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Step Direction Message Comment
UE | ssS

1 > DHCPDISCOVER Optionally sent if UE does not have DHCP server
address and is not configured to send
DHCPINFORM message to the limited (all 1s)
broadcast address.

2 & DHCPOFFER Sent if DHCP Discover message is received.

3 > DHCPINFORM Requesting P-CSCF Address(es)

4 < DHCPACK Including P-CSCF Address(es)

5 > DNS NAPTR Query UE configured to use specific Transport protocol on
default ports, can skip steps 5 to 8 and go directly to
step 9

6 < DNS NAPTR Response

7 > DNS SRV Query

8 < DNS SRV Response

9 > DNS A Query

10 < DNS A Response

11 > REGISTER UE sends initial registration for IMS services

12 <> Continue with Annex C.2 or C.2a step 5 |Execute the Generic test procedure Annex C.2 step
5-11 or C.2a (GIBA only) step 5-9 in order to get the
UE in a stable registered state

NOTE 1: The default messages contentsin annex A are used with condition “IM S security “ or “GIBA” when

applicable
Specific Message Contents:

DHCPDISCOVER (step 1)

Use the default message in annex B

DHCPOFFER (step 2)

Use the default message in annex B

DHCPINFORM (step 3)

Use the default message in annex B with the following exceptions

Field Value/Remarks
Options (Note 2)
- code 53 (DHCP Message Type)
-len 1
-Type 2 (DHCP OFFER)
option-code 55 (Parameter Request List)
- option-len Set to number of values requested for configuration
parameters
Option code 120 (SIP Server Option) (Note 3)
Option code 6(Domain Server) Optionally present

NOTE 2: Other options may also be present

NOTE 3: Other option codes may also be present and options can be in any order
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DHCPACK (step 4)
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Use the default message in annex B.2 with the following exceptions

Field Value/Remarks

option-code 120 (SIP Server option)

- option-len Length of encoded server domain address +1 (for enc
field)

-enc 0

Domain-address 1 SS P-CSCF server domain AddressRFC 3361[57]

option-code 6 ( DNS option RFC 2132[49]) )(Included only if requested
in DHCP INFORM)

- option-len 4

DNS Address 4 byte IPv4 address of DNS server

DNS NAPTR Query (step 5)

Field Value/Remarks
OPCODE= SQUERY
QNAME= P-CSCF domain name received
QCLASS= IN
QTYPE= NAPTR

DNS NAPTR Response (step 6)

Field Value/Remarks
OPCODE= SQUERY, RESPONSE, AA
QNAME= Same as received in NAPTR Query
QCLASS= IN
QTYPE= NAPTR

NAPTR Records

NAPTR Records included for each Transport protocol
(TLS, TCP, UDP) supported RFC 3263[50]

DNS SRV Query (step 7)

Field Value/Remarks
OPCODE= SQUERY
QNAME= Corresponding to the transport protocol selected by UE
among those provided in DNS NAPTR Response
QCLASS= IN
QTYPE= SRV

DNS SRV Response (step 8)

Field Value/Remarks
OPCODE= SQUERY, RESPONSE, AA
QNAME= Same as received in SRV Query
QCLASS= IN
QTYPE= NAPTR

SRV Records

SRV Resource Record included providing the SS target
server FQDN RFC 3263[50].

ETSI




3GPP TS 34.229-1 version 15.4.0 Release 15

DNS A Query (step 9)

Case 1: steps 5 to 8 executed:
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Field Value/Remarks
OPCODE= SQUERY
QNAME= Selected P-CSCF name among provided in step 8 based
on priority and weight RFC 2782[56]
QCLASS= IN
QTYPE= A
Case 2: steps 5 to 8 not executed:
Field Value/Remarks
OPCODE= SQUERY
QNAME= Selected P-CSCF name among addresses provided in
step 4.
QCLASS= IN
QTYPE= A

DNS A Response (step 10)

IE Value/Remarks
OPCODE= SQUERY, RESPONSE, AA
QNAME= Same as received in SRV Query
QCLASS= IN
QTYPE= A

A or AAAA records

Includes resolved IP address(es).

7.2.5 Test requirements

1) Instep 3, the UE shall initiate a P-CSCF discovery employing DHCP.

2) After step 4, the UE shall initiate a DNS query for domain address to | Pv4 address trand ation.

3) Instep 11, the UE shall send aninitial REGISTER message using the discovered P-CSCF |Pv4 address.

7.3 P-CSCF Discovery via DHCP - IPv4 (UE Requests P-
CSCF discovery via PCO)

7.3.1 Definition

Test to verify that on not receiving P-CSCF Address(es) in PCO, UE will perform P-CSCF discovery procedure

employing DHCP.

7.3.2 Conformance requirement

Prior to communication with the IM CN subsystem, the UE shall:

a) perform a GPRS attach procedure as specified in 3GPP TS 24.008 [8];

b) ensure that a PDP context used for SIP signalling according to the APN and GGSN selection criteria described in
3GPP TS 23.060 [4] and 3GPP TS 27.060 [10A] isavailable. This PDP context shall remain active throughout
the period the UE is connected to the IM CN subsystem, i.e. from the initial registration and at least until the
deregistration. As aresult, the PDP context provides the UE with information that makes the UE able to

construct an I1Pv4 or an |Pv6 address;
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¢) acquire a P-CSCF address(es).
The methods for P-CSCF discovery are:

I. When using I1Pv4, employ the Dynamic Host Configuration Protocol (DHCP) RFC 2132 [20F], the DHCPv4
options for SIP servers RFC 3361 [35A], and RFC 3263 [27A] as described in subclause 9.2.1. When using
IPv6, employ Dynamic Host Configuration Protocol for IPv6 (DHCPv6) RFC 3315 [40], the DHCPv6
options for SIP servers RFC 3319 [41] and DHCPv6 options for Domain Name Servers (DNS)

RFC 3646 [56C] as described in subclause 9.2.1.

I1. Transfer P-CSCF address(es) within the PDP context activation procedure.

The UE shall indicate the request for a P-CSCF address to the GGSN within the Protocol Configuration
Options information element of the ACTIVATE PDP CONTEXT REQUEST message or ACTIVATE
SECONDARY PDP CONTEXT REQUEST message.

If the GGSN provides the UE with alist of P-CSCF IPv4 or IPv6 addressesin the ACTIVATE PDP
CONTEXT ACCEPT message or ACTIVATE SECONDARY PDP CONTEXT ACCEPT message, the UE
shall assume that the list is prioritised with the first address within the Protocol Configuration Options
information element as the P-CSCF address with the highest priority.

The UE can freely select method | or |1 for P-CSCF discovery, if:
- the UE isin the home network; or
- the UE isroaming and the P-CSCF is to be discovered in the visited network.

In case method | is selected and several P-CSCF addresses or FQDNs are provided to the UE, the selection of P-
CSCF address or FQDN shall be performed asindicated in RFC 3361 [35A] when using |Pv4 or RFC 3319 [41]
when using IPv6. If sufficient information for P-CSCF address selection is not available, selection of the P-
CSCF address by the UE isimplementation specific.

NOTE 4: The UE decides whether the P-CSCF is to be discovered in the serving network or in the home network
based on local configuration, e.g. whether the application on the UE is permitted to use local breakout.

If the UE isdesigned to use | above, but receives P-CSCF address(es) according to I1, then the UE shall either
ignore the received address(es), or use the address(es) in accordance with |1, and not proceed with the DHCP
request according toI.

When using |Pv4, the UE may request a DNS Server |Pv4 address(es) via RFC 2132 [20F] or by the Protocol
Configuration Options information element when activating a PDP context according to 3GPP TS 27.060 [10A].

When using |Pv6, the UE may request a DNS Server |Pv6 address(es) via RFC 3315 [40] and RFC 3646 [56C]
or by the Protocol Configuration Options information element when activating a PDP context according to
3GPP TS 27.060 [10A].

From 3GPP TR 23.981[35]:

The following mechanisms need to be evaluated for P-CSCF discovery in IPv4:

b) based on DHCP. Currently the specifications limit this to the IPv6 methods for DHCP. In order for this method
to be used by an IPv4 UE, it needs to be identified how IPv4 DHCP is used to obtain the P-CSCF address. A
solution that provides access independence would be that an |1Pv4 P-CSCF and | Pv4 UE support configuration of
the appropriate P-CSCF information via DHCPvA4. In this solution, use of DHCP provides the UE with the fully
qualified domain name of a P-CSCF and the address of a Domain Name Server (DNS) that is capable of
resolving the P-CSCF name. When using DHCP/DNS procedure for P-CSCF discovery with IPv4 GPRS-access,
the GGSN acts as DHCP Relay agent relaying DHCP messages between UE and the DHCP server. Thisis
necessary to allow the UE to properly interoperate with the GGSN. This solution however requires that a UE
supporting early |Pv4 implementations would support DHCPv4.
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Reference(s)

3GPP TS 24.229[10], clause B.2.2.1.

3GPP TR 23.981[35], clause 5.2.1.

7.3.3 Test purpose

To verify that the UE sends a correctly composed Activate PDP context request message requesting for P-CSCF
address(es) to the GGSN within the Protocol Configuration Options | E.

On receiving Activate PDP Context accept not including P-CSCF address(es) in PCO, UE will initiate a P-CSCF
discovery procedure employing DHCP/DNS.

7.3.4 Method of test

Initial conditions

The UE isin GMM-state "GMM-REGISTERED, normal service" with valid P-TMSI and CKSN. UE is not registered
to IMS services, has not established PDP context. UE is not configured for using static P-CSCF address.

Test procedure

1)

2)

3)

4)
5)
6)

7)

8)
9)

UE is configured for requesting P-CSCF address(es) in Protocol Configuration Options |E in Activate PDP
Context Request message. UE initiates an Activate PDP Context procedure.

SS Responds with an Activate PDP Context Accept message by not including P-CSCF Address(es). If aUE
aready knows DHCP server address, it goesto step 5. If UE setsflag ‘ DNS Server Address Request’ in PCO of
PDP Context Request, DNS server addresslist is provided in PDP context Accept message.

If UE is configured to send DHCPINFORM message to the limited (all 1s) broadcast address, it goesto step 5.
Otherwise, UE sends DHCPDISCOVER message locating a server.

SSresponds by DHCPOFFER message.
UE sends DHCPINFORM message requesting for P-CSCF address(es) in optionsfield.

SS responds by DHCPACK message providing the domain names of P-CSCF address(es) and giving a DNS
server address.

UE initiatesa DNS NAPTR query to select the transport protocol. UE’s configured to use specific Transport
protocol on default ports, can skip steps 7 to 10 and go directly to step 11.

SS responds with NAPTR response.
UE initiatesa DNS SRV query.

10) SS responds with SRV response.

11)UE initiatesa DNS A or query.

12) SS responds with DNS A or response.

13)UE sends an initial REGISTER request.

14) Continue test execution with the Generic test procedure, Annex C.2 or C.2a (GIBA only), step 5.
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Step Direction Message Comment
UE | ssS

1 > Activate PDP Context Request UE sends this PDU by setting request for P-CSCF
address(es) to the GGSN within the Protocol
Configuration Options IE

2 < Activate PDP Context Accept SS Sends this response by not including P-CSCF
address(es). If UE sets flag ‘DNS Server Address
Request’ in PCO of PDP Context Request, DNS
server address list is provided in PDP context
Accept message. If UE knows DHCP server
address, goes to step 5.

3 > DHCPDISCOVER Optionally sent if UE is not configured to send
DHCPINFORM message to the limited (all 1s)
broadcast address.

4 < DHCPOFFER Sent if DHCP Discover message is received.

5 > DHCPINFORM Requesting P-CSCF Address(es)

6 < DHCPACK Including P-CSCF Address(es)

7 > DNS NAPTR Query UE'’s configured to use specific Transport protocol
on default ports, can skip steps 7 to 10 and go
directly to step 11

8 < DNS NAPTR Response

9 2> DNS SRV Query

10 < DNS SRV Response

11 > DNS A or AAAA Query

12 < DNS A or AAAA Response

13 > REGISTER UE sends initial registration for IMS services

14 <> Continue with Annex C.2 or C.2a step 5 |Execute the Generic test procedure Annex C.2 step
5-11 or C.2a (GIBA only) step 5-9 in order to get the
UE in a stable registered state

NOTE 1: The default messages contents in annex A are used with condition “IMS security “ or “GIBA” when

applicable

Specific Message Contents:

Activate PDP Context Request (step 1)

IE

Value/Remarks

- Additional Parameters
-- container 1 Identifier
-- Container 1 Length

Protocol Configuration options

0001H (P-CSCF Address Request)
0 bytes

Activate PDP Context Accept (step 2)

IE

Value/Remarks

Protocol Configuration options

- Additional Parameters
-- container 1 Identifier

-- Container 1 Length

-- Container 1 contents

Present only if ‘'DNS Server Address Request’ received in
Request message

0003H (DNS Address)

16 bytes

IPV4 address of SS DNS server encoded as per 3GPP TR
23.981[35]

DHCPDISCOVER (step 3)

Use the default message in annex B.
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DHCPOFFER (step 4)

Use the default message in annex B.

DHCPINFORM (step 5)

60

Use the default message in annex B with the following exceptions:

Field Value/Remarks
Options (Note 2)
- code 53 (DHCP Message Type)
-len 1
-Type 2 (DHCP OFFER)
option-code 55 (Parameter Request List)
- option-len Set to number of values requested for configuration
parameters
Option code 120 (SIP Server Option) (Note 3)
Option code 6(Domain Server) Optionally present

NOTE 2: Other options may also be present.

NOTE 3: Other option codes may also be present and options can be in any order.

DHCPACK (step 6)

Use the default message in annex B with the following exceptions:

Field Value/Remarks

option-code 120 (SIP Server option)

- option-len Length of encoded server domain address +1 (for enc
field)

-enc 0

Domain-address 1 SS P-CSCF server domain AddressRFC 3361[57]

option-code 6 ( DNS option RFC 2132[49]) (Included only if requested
in DHCP INFORM)

- option-len 4

DNS Address 4 byte IPv4 address of DNS server

DNS NAPTR Query (step 7)

Field Value/Remarks
OPCODE= SQUERY
QNAME= P-CSCF domain name received
QCLASS= IN
QTYPE= NAPTR

DNS NAPTR Response (step 8)

Field Value/Remarks
OPCODE= SQUERY, RESPONSE, AA
QNAME= Same as received in NAPTR Query
QCLASS= IN
QTYPE= NAPTR

NAPTR Records

NAPTR Records included for each Transport protocol
(TLS, TCP, UDP) supported RFC 3263[50]
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DNS SRV Query (step 9)
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Field Value/Remarks
OPCODE= SQUERY
QNAME= Corresponding to the transport protocol selected by UE
among those provided in DNS NAPTR Response
QCLASS= IN
QTYPE= SRV

DNS SRV Response (step 10)

Field

Value/Remarks

OPCODE-= SQUERY, RESPONSE, AA
QNAME= Same as received in SRV Query
QCLASS= IN

QTYPE= NAPTR

SRV Records

SRV Resource Record included providing the SS target
server FQDN RFC 3263[50].

DNS A Query (step 11)

Case 1: steps 7 to 10 executed:

Field Value/Remarks
OPCODE= SQUERY
QNAME= Selected P-CSCF name among provided in step 8 based
on priority and weight RFC 2782[56]
QCLASS= IN
QTYPE= A
Case 2: steps 7 to 10 not executed:
Field Value/Remarks
OPCODE= SQUERY
QNAME= Selected P-CSCF name among addresses provided in
step 6.
QCLASS= IN
QTYPE= A

DNS A Response (step 12)

Field Value/Remarks
OPCODE= SQUERY, RESPONSE, AA
QNAME= Same as received in SRV Query
QCLASS= IN
QTYPE= A
A records Includes resolved IP address(es).

7.3.5 Test requirements

1) Instep 1, the UE shall set the IM CN Subsystem Signalling Flag to the GGSN within the Protocol Configuration

Options |E.

2) After step 2, the UE shall initiate a P-CSCF discovery employing DHCP.

3) Instep 3, if the UE has no knowledge of a DHCP server address and is not configured to send a DHCPINFORM
message to the limited (all 1s) broadcast address then it shall send a DHCPDISCOVER message.
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4) Instep 5, the UE shall send a DHCPReqguest message, including options filed with option code 120.
5) After step 6, the UE shall initiate aDNS query.
6) Instep 13, the UE shall send an initial REGISTER message using the discovered P-CSCF |Pv4 address.

7.4 P-CSCF Discovery by DHCP - IPv6

7.4.1 Definition

Test to verify that UE will perform P-CSCF discovery procedure employing DHCP.

7.4.2 Conformance requirement
Prior to communication with the IM CN subsystem, the UE shall:
a) perform a GPRS attach procedure as specified in 3GPP TS 24.008 [8];

b) ensure that a PDP context used for SIP signalling according to the APN and GGSN selection criteria described in
3GPP TS 23.060 [4] and 3GPP TS 27.060 [10A] is available. This PDP context shall remain active throughout
the period the UE is connected to the IM CN subsystem, i.e. from the initial registration and at least until the
deregistration. As aresult, the PDP context provides the UE with information that makes the UE able to
construct an |Pv4 or an |Pv6 address;

c) acquire a P-CSCF address(es).
The methods for P-CSCF discovery are:

I. When using IPv4, employ the Dynamic Host Configuration Protocol (DHCP) RFC 2132 [20F], the DHCPv4
options for SIP servers RFC 3361 [35A], and RFC 3263 [27A] as described in subclause 9.2.1. When using
IPv6, employ Dynamic Host Configuration Protocol for IPv6 (DHCPv6) RFC 3315 [40], the DHCPv6
options for SIP servers RFC 3319 [41] and DHCPv6 options for Domain Name Servers (DNS)

RFC 3646 [56C] as described in subclause 9.2.1.

The UE shall indicate the request for a P-CSCF address to the GGSN within the Protocol Configuration The
UE can freely select method | or Il for P-CSCF discovery, if:

- the UE isin the home network; or
- the UE isroaming and the P-CSCF is to be discovered in the visited network.

In case method | is selected and several P-CSCF addresses or FQDNSs are provided to the UE, the selection of P-
CSCF address or FQDN shall be performed as indicated in RFC 3361 [35A] when using IPv4 or RFC 3319 [41]
when using IPv6. If sufficient information for P-CSCF address selection is not available, selection of the P-
CSCF address by the UE isimplementation specific.

NOTE 4: The UE decides whether the P-CSCF isto be discovered in the serving network or in the home network
based on local configuration, e.g. whether the application on the UE is permitted to use local breakout.

If the UE isdesigned to use | above, but receives P-CSCF address(es) according to |1, then the UE shall either
ignore the received address(es), or use the address(es) in accordance with |1, and not proceed with the DHCP
request according toI.

When using |Pv4, the UE may request a DNS Server |Pv4 address(es) via RFC 2132 [20F] or by the Protocol
Configuration Options information element when activating a PDP context according to 3GPP TS 27.060 [10A].

When using |Pv6, the UE may request a DNS Server |Pv6 address(es) via RFC 3315 [40] and RFC 3646 [56C]
or by the Protocol Configuration Options information element when activating a PDP context according to
3GPP TS 27.060 [10A].
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The encoding of the request and response for 1Pv4 or |Pv6 address(es) for DNS server(s) and list of P-CSCF
address(es) within the Protocol Configuration Optionsinformation element is described in 3GPP TS 24.008 [8].

Reference(s)

3GPPTS24.229[10], clause B.2.2.1,.

7.4.3 Test purpose

To verify UE shall initiate and successfully complete a P-CSCF discovery procedure via DHCP when P-CSCF address
is not provided as part of PDP Context Activation procedure.

7.4.4 Method of test

Initial conditions

The UE isin GMM-state "GMM-REGISTERED, normal service" with valid P-TMSI and CKSN. UE is not registered
to IMS services. UE has established a PDP context. UE has not received P-CSCF address(es) during PDP context
establishment. If UE sets flag ‘DNS Server Address Request’ in PCO of PDP Context Request, DNS server address list
is provided in PDP Context Accept message.

Test procedure

1. UE may send DHCP SOLICIT message locating a server. If UE is configured to send Information-Request to
‘All_DHCP_Relay_Agents and_Servers multicast address, test case starts at step 3.

2. SSresponds with DHCP ADV ERTISE message. If UE requested for domain names or both domain names and
IP address(es), SS will include P-CSCF server domain names. If UE requested for | P address only, SSincludes
IP address(es) of P-CSCF servers. If UE Requested for DNS Server Address, it is provided. If P-CSCF IP
addresses areincluded go to step 11, elsego to step 5

3. UE sends DHCP Query requesting either | P address(es) of P-CSCF server(s) or domain names of P-CSCF
server(s) and DNS Server.

4. SSresponds by DHCP Reply message. |f UE requested for domain names or both domain names and |P
address(es), SS will include P-CSCF server domain names. If UE requested for IP address only, SSincludes |P
address(es) of P-CSCF servers. If UE Reguested for DNS Server Address, it is provided. If P-CSCF | P addresses
areincluded go to step 11.

5. UE initiatesa DNS NAPTR query to select the transport protocol. UE’s configured to use specific Transport
protocol on default ports, can skip steps 5 to 8 and go directly to step 9.

SSresponds with NAPTR response.
UE initiatesa DNS SRV query.

SSresponds with SRV response.

© © N o

UE initiatesa DNS AAAA query.
10. SSresponds with DNS AAAA response.
11. UE sends an initial REGISTER request.

12. Continue test execution with the Generic test procedure, Annex C.2, step 5-11 or C.2a (GIBA only) step 5-9in
order to get the UE in a stable registered state.
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Step Direction Message Comment
UE | ssS

1 > DHCP SOLICIT Optional message

2 <« DHCP ADVERTISE Sent if DHCP Solicit message is received.
Including P-CSCF Address(es).
If P-CSCF IP addresses are included go to step 11,
else goto step 5

3 2> DHCP Information-Request Requesting P-CSCF Address(es) (Note 1)

4 < DHCP Reply Including P-CSCF Address(es).
If P-CSCF IP addresses are included go to step 11.

5 > DNS NAPTR Query UE'’s configured to use specific Transport protocol
on default ports, can skip steps 5 to 8 and go
directly to step 9

6 < DNS NAPTR Response

7 2> DNS SRV Query

8 < DNS SRV Response

9 > DNS AAAA Query

10 < DNS AAAA Response

11 > REGISTER UE sends initial registration for IMS services

12 <> Continue with Annex C.2 or C.2a step 5 |Execute the Generic test procedure Annex C.2 step

5-11 or C.2a (GIBA only) step 5-9 in order to get the
UE in a stable registered state

NOTE 1: UE may request al optionsin one Information Request or send multiple Information Requests. If UE opts
for multiple Information Request transmissions, SS transmits accordingly multiple Reply messages

including corresponding requested options.

NOTE 2: The default messages contents in annex A are used with condition “IM S security” or “GIBA”.

Specific Message Contents:

Step 1: DHCP SOLICIT*

Use the default message in annex B.1 with the following exceptions

Options

Value/Remarks

option-code
- option-len
-requested-option-code-1

- requested-option-code-2
- requested-option-code-3

OPTION_ORO (6)

2 times number of requested options
OPTION_SIP_SERVER_D (21) OR
OPTION_SIP_SERVER_A (22)
OPTION_DNS_SERVERS (23)
OPTION_DOMAIN_LIST (24)

NOTE 3: Options can be optionally present and option codes can be in any order

NOTE 4: Numerical value, "(n)", provided in bracketsin Column Value/Remarks isthe 'octal’ value for this option.

Step 2: DHCP ADVERTISE

Use the default message in annex B.1 with the following exceptions

NOTE 5: Options are included only if corresponding Requests are received.
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Case 1: (OPTION_SIP_SERVER_D (21) ) or both (OPTION_SIP_SERVER_D (21) and
OPTION_SIP_SERVER_A (22)) and OPTION_DOMAIN_LIST(24) or
OPTION_DNS_SERVERS (23) received in step 1

Options Value/Remarks
option-code OPTION_SIP_SERVER_D (21)
- option-len Length of encoded domain address RFC 3319[51]
Domain-address 1 SS P-CSCF server domain address RFC 3319[51]
option-code OPTION_DNS_SERVERS (23)
- option-len Length of encoded DNS server address RFC 3646[48]
Domain-address 1 SS DNS server IPv6 address RFC 3646[48]
option-code OPTION_DOMAIN_LIST (24)
- option-len Length of Domain search list
searchlist List of Domain Names encoded as per RFC 1035[52]

NOTE 6: Numerical value, "(n)", provided in brackets in Column Vaue/Remarksisthe 'octal’ value for this option.

Case 2: OPTION_SIP_SERVER_A (22) received in step 1

Options Value/Remarks
option-code OPTION_SIP_SERVER_A (22)
- option-len 128
Domain-address 1 IPv6 address of SS P-CSCF Server
option-code OPTION_DNS_SERVERS (23)
- option-len Length of encoded DNS server address RFC 3646[48]
Domain-address 1 SS DNS server IPv6 address RFC 3646[48]
option-code OPTION_DOMAIN_LIST (24)
- option-len Length of Domain search list
searchlist List of Domain Names encoded as per RFC 1035[52]

NOTE 7: Numerical value, "(n)", provided in bracketsin Column Value/Remarksisthe 'octal’ value for this option.

Step 3: DHCP Information-Request

Use the default message in annex B.1 with the following exceptions

Options Value/Remarks
option-code OPTION_ORO (6)
- option-len 2 * number of requested options
- requested-option-code-1 OPTION_SIP_SERVER_D (21) OR
OPTION_SIP_SERVER_A (22)
- requested-option-code-2 OPTION_DNS_SERVERS (23)(Optional)
- requested-option-code-3 OPTION_DOMAIN_LIST (24) (Optional)

NOTE 8: All options can be either received in one message or multiple messages. If more than one option codes
present they can be in any order.

NOTE 9: Numerical value, "(n)", provided in brackets in Column Value/Remarks isthe 'octal’ value for this option.

Step 4: DHCP Reply
Use the default message in annex B.1 with the following exceptions

NOTE 10: Options are included only if corresponding Requests are received.
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Case 1: OPTION_SIP_SERVER_D (21) ) or both (OPTION_SIP_SERVER_D (21) and
OPTION_SIP_SERVER_A (22)) and OPTION_DOMAIN_LIST(24) or
OPTION_DNS_SERVERS (23) received in step 3

Options Value/Remarks
option-code OPTION_SIP_SERVER_D (21)
- option-len Length of encoded domain address RFC 3319[51]
Domain-address 1 SS P-CSCF server domain Address RFC 3319[51]
option-code OPTION_DNS_SERVERS (23)
- option-len Length of encoded DNS server address RFC 3646[48]
Domain-address 1 SS DNS server IPv6 address RFC 3646[48]
option-code OPTION_DOMAIN_LIST (24)
- option-len Length of Domain search list
searchlist List of Domain Names encoded as per RFC 1035[52]

NOTE 11:Numerical value, "(n)", provided in brackets in Column Vaue/Remarks is the 'octal’ value for this option.

Case 2: OPTION_SIP_SERVER_A (22) received in step 3

Options Value/Remarks
option-code OPTION_SIP_SERVER_A (22)
- option-len 128
Domain-address 1 IPv6 address of SS P-CSCF Server
option-code OPTION_DNS_SERVERS (23)
- option-len Length of encoded DNS server address RFC 3646[48]
Domain-address 1 SS DNS server IPv6 address RFC 3646[48]
option-code OPTION_DOMAIN_LIST (24)
- option-len Length of Domain search list
searchlist List of Domain Names encoded as per RFC 1035 [52]

NOTE 12:Numerical value, "(n)", provided in brackets in Column Vaue/Remarksisthe 'octal’ value for this option.

Step 5: DNS NAPTR Query

Field Value/Remarks
OPCODE= SQUERY
QNAME= P-CSCF domain name received
QCLASS= IN
QTYPE= NAPTR

Step 6: DNS NAPTR Response

Field Value/Remarks
OPCODE= SQUERY, RESPONSE, AA
QNAME= Same as received in NAPTR Query
QCLASS= IN
QTYPE= NAPTR

NAPTR Records

NAPTR Records included for each Transport protocol
(TLS, TCP, UDP) supported RFC 3263[50]

Step 7: DNS SRV Query

Field Value/Remarks
OPCODE= SQUERY
QNAME= Corresponding to the transport protocol selected by UE
among those provided in DNS NAPTR Response
QCLASS= IN
QTYPE= SRV

ETSI




3GPP TS 34.229-1 version 15.4.0 Release 15

Step 8: DNS SRV Response

67 ETSI TS 134 229-1 V15.4.0 (2020-07)

Field Value/Remarks
OPCODE-= SQUERY, RESPONSE, AA
QNAME= Same as received in SRV Query
QCLASS= IN
QTYPE= SRV

SRV Records

SRV Resource Record included providing the SS target
server FQDN RFC 3263[50].

Step 9: DNS AAAA Query

Case 1: steps 5 to 8 executed:

Field Value/Remarks
OPCODE= SQUERY
QNAME= Selected P-CSCF name among provided in step 8 based
on priority and weight RFC 2782[56]
QCLASS= IN
QTYPE= AAAA
Case 2: steps 5 to 8 not executed:
Field Value/Remarks
OPCODE= SQUERY
QNAME= Selected P-CSCF name among addresses provided in
step 2 or 4.
QCLASS= IN
QTYPE= AAAA

Step 10: DNS AAAA Response

Field Value/Remarks
OPCODE= SQUERY, RESPONSE, AA
QNAME= Same as received in AAAA Query
QCLASS= IN
QTYPE= AAAA

AAAA records

Includes resolved IP address(es).

7.4.5 Test requirements

1. Instep 1, the UE shall initiate a P-CSCF discovery employing DHCP.

2. After steps2 and 4, if a P-CSCF |Pv6 addressis received then the UE will consider the P-CSCF discovery
procedure successful, else the UE will initiate a DNS query for domain address to |Pv6 address translation.

3. Instep 11, the UE shall send an initial REGI STER message using the discovered P-CSCF address.

7.5 P-CSCF Discovery by DHCP-IPv6 (UE Requests P-CSCF

discovery by PCO)

75.1 Definition

Test to verify that on not receiving P-CSCF Address(es) in PCO, will perform P-CSCF discovery procedure employing

DHCP.
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7.5.2 Conformance requirement
Prior to communication with the IM CN subsystem, the UE shall:
a) perform a GPRS attach procedure as specified in 3GPP TS 24.008 [8]re;

b) ensure that a PDP context used for SIP signalling according to the APN and GGSN selection criteria described in
3GPP TS 23.060 [4] and 3GPP TS 27.060 [10A] is available. This PDP context shall remain active throughout
the period the UE is connected to the IM CN subsystem, i.e. from the initial registration and at least until the
deregistration. As aresult, the PDP context provides the UE with information that makes the UE ableto
construct an IPv4 or an IPv6 address;

c) acquire a P-CSCF address(es).
The methods for P-CSCF discovery are;

I. When using | Pv4, employ the Dynamic Host Configuration Protocol (DHCP) RFC 2132 [20F], the DHCPv4
options for SIP servers RFC 3361 [35A], and RFC 3263 [27A] as described in subclause 9.2.1. When using
IPv6, employ Dynamic Host Configuration Protocol for IPv6 (DHCPv6) RFC 3315 [40], the DHCPv6
options for SIP servers RFC 3319 [41] and DHCPv6 options for Domain Name Servers (DNS)

RFC 3646 [56C] as described in subclause 9.2.1.

I1. Transfer P-CSCF address(es) within the PDP context activation procedure.

The UE shall indicate the request for a P-CSCF address to the GGSN within the Protocol Configuration
Optionsinformation element of the ACTIVATE PDP CONTEXT REQUEST message or ACTIVATE
SECONDARY PDP CONTEXT REQUEST message.

If the GGSN provides the UE with alist of P-CSCF IPv4 or IPv6 addressesin the ACTIVATE PDP
CONTEXT ACCEPT message or ACTIVATE SECONDARY PDP CONTEXT ACCEPT message, the UE
shall assume that the list is prioritised with the first address within the Protocol Configuration Options
information element as the P-CSCF address with the highest priority.

The UE can freely select method | or |1 for P-CSCF discovery, if:
- the UE isin the home network; or
- the UE isroaming and the P-CSCF is to be discovered in the visited network.

In case method | is selected and several P-CSCF addresses or FQDNSs are provided to the UE, the selection of P-
CSCF address or FQDN shall be performed as indicated in RFC 3361 [35A] when using IPv4 or RFC 3319 [41]
when using IPv6. If sufficient information for P-CSCF address selection is not available, selection of the P-
CSCF address by the UE isimplementation specific.

NOTE 4: The UE decides whether the P-CSCF isto be discovered in the serving network or in the home network
based on local configuration, e.g. whether the application on the UE is permitted to use local breakout.

If the UE isdesigned to use | above, but receives P-CSCF address(es) according to |1, then the UE shall either
ignore the received address(es), or use the address(es) in accordance with |1, and not proceed with the DHCP
request according toI.

When using |Pv4, the UE may request a DNS Server |Pv4 address(es) via RFC 2132 [20F] or by the Protocol
Configuration Options information element when activating a PDP context according to
3GPP TS 27.060 [10A].

When using IPv6, the UE may request a DNS Server |Pv6 address(es) via RFC 3315 [40] and RFC 3646 [56C]
or by the Protocol Configuration Options information element when activating a PDP context according to
3GPP TS 27.060 [10A].

The encoding of the request and response for 1Pv4 or 1Pv6 address(es) for DNS server(s) and list of P-CSCF
address(es) within the Protocol Configuration Optionsinformation element is described in 3GPP TS 24.008 [8].
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Reference(s)

3GPPTS24.229[10], clause B.2.2.1,.

7.5.3 Test purpose

To verify that the UE sends a correctly composed Activate PDP context requesting for P-CSCF address(es) to the
GGSN within the Protocol Configuration Options I E.

On receiving Activate PDP Context accept not including P-CSCF address(es) in PCO IE, will initiate a P-CSCF
discovery procedure employing DHCP.

7.5.4 Method of test

Initial conditions

The UE isin GMM-state "GMM-REGISTERED, normal service" with valid P-TM S| and CKSN. UE is not registered
to IMS services, has not established PDP context.

Test procedure

1. UE isconfigured for requesting P-CSCF address(es) in Protocol Configuration Options |E in Activate PDP
Context Reguest message. UE initiates an Activate PDP Context procedure.

2. SS Responds with an Activate PDP Context Accept message by not including P-CSCF address(es). If UE sets
flag ‘ DNS Server Address Request’ in PCO of PDP Context Request, DNS server address list is provided in
PDP Context Accept message.

3. UE may send DHCP Solicit message locating a server. If UE is configured to send Information-Request to
‘All_DHCP_Relay_Agents and_Servers multicast address, go to step 5.

4. SSresponds by Advertise message. If UE requested for domain names or both domain names and |P address(es),
SS will include P-CSCF server domain names. If UE requested for | P address only, SSincludes I P address(es) of
P-CSCF servers. If UE Requested for DNS Server Address, it is provided. If P-CSCF | P addresses are included
gotostep 13 elsegoto step 7.

5. UE sends DHCP Information-Request Query requesting either 1P address(es) of P-CSCF server(s) or domain
names of P-CSCF server(s) and DNS Server.

6. SSresponds by DHCP Reply message.. If UE requested for domain names or both domain names and |P
address(es), SS will include P-CSCF server domain names. If UE requested for IP address only, SSincludes |P
address(es) of P-CSCF servers. If UE Reguested for DNS Server Address, it is provided. If P-CSCF | P addresses
areincluded go to step 13.

7. UE initiatesa DNS NAPTR query to select the transport protocol. UE’s configured to use specific Transport
protocol on default ports, can skip steps 7 to 10 and go directly to step 11.

8. SSresponds with NAPTR response.

9. UEinitiatesaDNS SRV query.

10. SS responds with SRV response.

11. UE initiatesa DNS AAAA query.

12. SSresponds with DNS AAAA response.
13. UE sends an initial REGISTER request.

14. Continue test execution with the Generic test procedure, Annex C.2, step 5-11 or C.2a (GIBA only) step 5-9in
order to get the UE in a stable registered state.
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Expected sequence

Step Direction Message Comment
UE | ssS

1 > Activate PDP Context Request UE sends this PDU by setting request for P-CSCF
address(es) to the GGSN within the Protocol
Configuration Options IE

2 < Activate PDP Context Accept SS Sends this response by not including P-CSCF
address(es). If UE sets flag ‘DNS Server Address
Request’ in PCO of PDP Context Request, DNS
server address list is provided.

3 > DHCP SOLICIT Optional message

4 > DHCP ADVERTISE Sent if DHCP Solicit message is received.
Including P-CSCF Address(es). If P-CSCF IP
addresses are included go to step 13 else go to
step 7

5 2> DHCP Information-Request Requesting P-CSCF Address(es) (Note 1)

6 < DHCP Reply Including P-CSCF Address(es). If P-CSCF IP
addresses are included go to step 13.

7 > DNS NAPTR Query UE'’s configured to use specific Transport protocol
on default ports, can skip steps 7 to 10 and go
directly to step 11

8 < DNS NAPTR Response

9 2> DNS SRV Query

10 < DNS SRV Response

11 > DNS AAAA Query

12 < DNS AAAA Response

13 > REGISTER UE sends initial registration for IMS services

14 <> Continue with Annex C.2 or C.2a step 5 |Execute the Generic test procedure Annex C.2 step
5-11 or C.2a (GIBA only) step 5-9 in order to get the
UE in a stable registered state

NOTE 1: UE may request al optionsin one Information Request or send multiple Information Requests. If UE opts
for multiple Information Request transmissions, SS transmits accordingly multiple Reply messages
including corresponding requested options.

NOTE 2: The default messages contents in annex A are used with condition “IM S security” or “GIBA”.
Specific Message Contents:

Step 1: Activate PDP Context Request

Options Value/Remarks
Protocol Configuration options
- Additional Parameters
-- container 1 Identifier 0001H (P-CSCF Address Request)
-- Container 1 Length 0 bytes
-- container 2 Identifier 0003H (DNS Server Address Request) (Optionally
present)
-- Container 2 Length 0 bytes

Step 2: Activate PDP Context Accept

Options Value/Remarks
Protocol Configuration options (Included if ‘DNS Server Address Request’ is received)
- Additional Parameters
-- container 1 Identifier 0003H (DNS Address)
-- Container 1 Length 16 bytes
-- Container 1 contents IPV6 address of SS DNS Server
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Step 3: DHCP SOLICIT*

Use the default message in annex B.1 with the following exceptions

Options Value/Remarks
option-code OPTION_ORO (6)
- option-len 2 times number of requested options
- requested-option-code-1 OPTION_SIP_SERVER_D (21) OR
OPTION_SIP_SERVER_A (22)
- requested-option-code-2 OPTION_DNS_SERVERS (23)
- requested-option-code-3 OPTION_DOMAIN_LIST (24)

NOTE 3: Options can be optionally present and option codes can be in any order

NOTE 4: Numerical value, "(n)", provided in bracketsin Column Value/Remarksisthe 'octal’ value for this option.

Step 4: DHCP ADVERTISE
Use the default message in annex B.1 with the following exceptions

NOTE 5: Options are included only if corresponding Requests are received.

Case 1: OPTION_SIP_SERVER_D (21) or both (OPTION_SIP_SERVER_D (21) and
OPTION_SIP_SERVER_A (22)) and OPTION_DOMAIN_LIST(24) or
OPTION_DNS_SERVERS (23) received in step 3

Options Value/Remarks
option-code OPTION_SIP_SERVER_D (21)
- option-len Length of encoded domain address RFC 3319[51]
Domain-address 1 SS P-CSCF server domain Address RFC 3319[51]
option-code OPTION_DNS_SERVERS (23)
- option-len Length of encoded DNS server address RFC 3646[48]
Domain-address 1 SS DNS server IPv6 address RFC 3646[48]
option-code OPTION_DOMAIN_LIST (24)
- option-len Length of Domain search list
searchlist List of Domain Names encoded as per RFC 1035[52]

NOTE 6: Numerical value, "(n)", provided in bracketsin Column Vaue/Remarksisthe 'octal’ value for this option.

Case 2: OPTION_SIP_SERVER_A (22) received in step 3

Options Value/Remarks
option-code OPTION_SIP_SERVER_A (22)
- option-len 128
Domain-address 1 IPv6 address of SS P-CSCF Server
option-code OPTION_DNS_SERVERS (23)
- option-len Length of encoded DNS server address RFC 3646[48]
Domain-address 1 SS DNS server IPv6 address RFC 3646[48]
option-code OPTION_DOMAIN_LIST (24)
- option-len Length of Domain search list
searchlist List of Domain Names encoded as per RFC 1035 [52]

NOTE 7: Numerical value, "(n)", provided in bracketsin Column Value/Remarksisthe 'octal’ value for this option.
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Step 5: DHCP Information-Request

Use the default message in annex B.1 with the following exceptions

Options Value/Remarks
option-code OPTION_ORO (6)
- option-len 2 (Note 8) number of requested options
-requested-option-code-1 OPTION_SIP_SERVER_D (21) OR
OPTION_SIP_SERVER_A (22)
- requested-option-code-2 OPTION_DNS_SERVERS (23)(Optional)
- requested-option-code-3 OPTION_DOMAIN_LIST (24) (Optional)

NOTE 8: All options can be either received in one message or multiple messages. If more than one option codes
present they can be in any order.

NOTE 9: Numerical value, "(n)", provided in bracketsin Column Value/Remarksisthe 'octal’ value for this option.

Step 6: DHCP Reply
Use the default message in annex B.1 with the following exceptions

NOTE 10: Options are included only if corresponding Requests are received.

Case 1: (OPTION_SIP_SERVER_D (21) ) or both (OPTION_SIP_SERVER_D (21) and
OPTION_SIP_SERVER_A (22)) and OPTION_DOMAIN_LIST(24) or
OPTION_DNS_SERVERS (23) received in step 5

Options Value/Remarks
option-code OPTION_SIP_SERVER_D (21)
- option-len Length of encoded domain address RFC 3319[51]
Domain-address 1 SS P-CSCF server domain Address RFC 3319[51]
option-code OPTION_DNS_SERVERS (23)
- option-len Length of encoded DNS server address RFC 3646[48]
Domain-address 1 SS DNS server IPv6 address RFC 3646[48]
option-code OPTION_DOMAIN_LIST (24)
- option-len Length of Domain search list
searchlist List of Domain Names encoded as per RFC 1035[52]

NOTE 11:Numerical value, "(n)", provided in brackets in Column Vaue/Remarksisthe 'octal’ value for this option.

Case 2: OPTION_SIP_SERVER_A (22) received in step 5

Options Value/Remarks
option-code OPTION_SIP_SERVER_A (22)
- option-len 128
Domain-address 1 IPv6 address of SS P-CSCF Server
option-code OPTION_DNS_SERVERS (23)
- option-len Length of encoded DNS server address RFC 3646[48]
Domain-address 1 SS DNS server IPv6 address RFC 3646[48]
option-code OPTION_DOMAIN_LIST (24)
- option-len Length of Domain search list
searchlist List of Domain Names encoded as per RFC 1035 [52]

NOTE 12:Numerical value, "(n)", provided in brackets in Column Vaue/Remarks isthe 'octal’ value for this option.
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Field Value/Remarks
OPCODE= SQUERY
QNAME= P-CSCF domain name received
QCLASS= IN
QTYPE= NAPTR

Step 8: DNS NAPTR Response

Field Value/Remarks
OPCODE= SQUERY, RESPONSE, AA
QNAME= Same as received in NAPTR Query
QCLASS= IN
QTYPE= NAPTR

NAPTR Records

NAPTR Records included for each Transport protocol
(TLS, TCP, UDP) supported RFC 3263[50]

Step 9: DNS SRV Query

Field Value/Remarks
OPCODE= SQUERY
QNAME= Corresponding to the transport protocol selected by UE
among those provided in DNS NAPTR Response
QCLASS= IN
QTYPE= SRV

Step 10: DNS SRV Response

Field Value/Remarks
OPCODE= SQUERY, RESPONSE, AA
QNAME= Same as received in SRV Query
QCLASS= IN
QTYPE= SRV

SRV Records

SRV Resource Record included providing the SS target
server FQDN RFC 3263[50].

Step 11: DNS AAAA Query

Case 1: steps 7 to 10 executed:

Field Value/Remarks
OPCODE= SQUERY
QNAME= Selected P-CSCF name among provided in step 10
based on priority and weight RFC 2782[56]
QCLASS= IN
QTYPE= AAAA
Case 2: steps 7 to 10 not executed:
Field Value/Remarks
OPCODE= SQUERY
QNAME= Selected P-CSCF name among addresses provided in
step 4 or 6.
QCLASS= IN
QTYPE= AAAA
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Step 12: DNS AAAA Response

Field Value/Remarks
OPCODE-= SQUERY, RESPONSE, AA
QNAME= Same as received in AAAA Query
QCLASS= IN
QTYPE= AAAA
AAAA records Includes resolved IP address(es).

7.5.5  Test requirements

1. Instep 1, the UE shall set the IM CN Subsystem Signalling Flag to the GGSN within the Protocol Configuration
Options |E.

2. After step 2, the UE shall initiate a P-CSCF discovery employing DHCP.

3. After step 6, if aP-CSCF IPv6 addressis received then the UE will consider the P-CSCF discovery procedure
successful, else the UE will initiate a DNS query for domain address to |Pv6 address translation.

4. Instep 13, the UE shall send an initial REGISTER message using the discovered P-CSCF address.

7.6 P-CSCF Discovery by DHCP — IPv6 (UE does not Request
P-CSCF discovery by PCO, SS includes P-CSCF
Address(es) in PCO)

7.6.1 Definition

Test to verify that on not receiving P-CSCF Address(es) in PCO, will perform P-CSCF discovery procedure employing
DHCP.

7.6.2 Conformance requirement
Prior to communication with the IM CN subsystem, the UE shall:

a) perform a GPRS attach procedure as specified in 3GPP TS 24.008 [8];

b) ensure that a PDP context used for SIP signalling according to the APN and GGSN selection criteria described in
3GPP TS 23.060 [4] and 3GPP TS 27.060 [10A] is available. This PDP context shall remain active throughout
the period the UE is connected to the IM CN subsystem, i.e. from the initial registration and at least until the
deregistration. As aresult, the PDP context provides the UE with information that makes the UE ableto
construct an IPv4 or an IPv6 address;

c) acquire a P-CSCF address(es).
The methods for P-CSCF discovery are;

I. When using | Pv4, employ the Dynamic Host Configuration Protocol (DHCP) RFC 2132 [20F], the DHCPv4
options for SIP servers RFC 3361 [35A], and RFC 3263 [27A] as described in subclause 9.2.1. When using
IPv6, employ Dynamic Host Configuration Protocol for IPv6 (DHCPv6) RFC 3315 [40], the DHCPv6
options for SIP servers RFC 3319 [41] and DHCPv6 options for Domain Name Servers (DNS)

RFC 3646 [56C] as described in subclause 9.2.1.

I1. Transfer P-CSCF address(es) within the PDP context activation procedure.

The UE shall indicate the request for a P-CSCF address to the GGSN within the Protocol Configuration
Options information element of the ACTIVATE PDP CONTEXT REQUEST message or ACTIVATE
SECONDARY PDP CONTEXT REQUEST message.
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If the GGSN provides the UE with alist of P-CSCF IPv4 or IPv6 addressesin the ACTIVATE PDP
CONTEXT ACCEPT message or ACTIVATE SECONDARY PDP CONTEXT ACCEPT message, the UE
shall assume that the list is prioritised with the first address within the Protocol Configuration Options
information element as the P-CSCF address with the highest priority.

The UE can freely select method | or |1 for P-CSCF discovery, if:
- the UE isin the home network; or
- the UE isroaming and the P-CSCF is to be discovered in the visited network.

In case method | is selected and several P-CSCF addresses or FQDNs are provided to the UE, the selection of P-
CSCF address or FQDN shall be performed asindicated in RFC 3361 [35A] when using |Pv4 or RFC 3319 [41]
when using IPv6. If sufficient information for P-CSCF address selection is not available, selection of the P-
CSCF address by the UE isimplementation specific.

NOTE 4: The UE decides whether the P-CSCF is to be discovered in the serving network or in the home network
based on local configuration, e.g. whether the application on the UE is permitted to use local breakout.

If the UE isdesigned to use | above, but receives P-CSCF address(es) according to I1, then the UE shall either
ignore the received address(es), or use the address(es) in accordance with |1, and not proceed with the DHCP
request according toI.

When using IPv4, the UE may request a DNS Server |Pv4 address(es) via RFC 2132 [20F] or by the Protocol
Configuration Options information element when activating a PDP context according to 3GPP TS 27.060 [10A].

When using |Pv6, the UE may request a DNS Server |Pv6 address(es) via RFC 3315 [40] and RFC 3646 [56C]
or by the Protocol Configuration Options information element when activating a PDP context according to
3GPP TS 27.060 [10A].

The encoding of the request and response for 1Pv4 or |Pv6 address(es) for DNS server(s) and list of P-CSCF
address(es) within the Protocol Configuration Optionsinformation element is described in 3GPP TS 24.008 [8].

Reference(s)

3GPP TS 24.229[10], clause B.2.2.1

7.6.3 Test purpose
To verify that a UE, which has not requested for P-CSCF address in PDP context activate message, receives P-CSCF
address, may accept the P-CSCF address or ignore it and hence initiate P-CSCF discovery by DHCP.

7.6.4 Method of test

Initial conditions
The UE isin GMM-state "GMM-REGISTERED, normal service" with valid P-TM S| and CKSN. UE is not registered
to IMS services, has not established PDP context.
Test procedure
1. UEisconfigured for not requesting P-CSCF addresses in PCO.

2. SS Responds with an Activate PDP Context Accept message by including P-CSCF Address(es). UE can either
assume P-CSCF procedure to be complete or neglect the P-CSCF address(es) in PDP context Accept. Test Ends
if UE assumes P-CSCF procedure to be complete.

3. UE may send Solicit message locating a server. If UE is configured to send Information-Request to
‘All_DHCP_Relay_Agents and_Servers multicast address, go to step 5.
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8.

9.

10.
11.
12.
13.
14.

SS responds by Advertise message. If UE requested for domain names or both domain names and | P address(es),
SS will include P-CSCF server domain names. If UE requested for IP address only, SSincludes | P address(es) of
P-CSCF servers. If UE Requested for DNS Server Address, it is provided. If P-CSCF I P addresses are included
gotostep 13, elsegoto step 7.

. UE sends DHCP Information-Request Query requesting either | P address(es) of P-CSCF server(s) or domain

names of P-CSCF server(s) and DNS Server.

SS responds by DHCP Reply message. If UE requested for domain names or both domain names and |P
address(es), SS will include P-CSCF server domain names. If UE requested for |P address only, SSincludes IP
address(es) of P-CSCF servers. If UE Requested for DNS Server Address, it is provided. If P-CSCF I P addresses
are included go to step 13.

UE initiatesa DNS NAPTR query to select the transport protocol. UE’s configured to use specific Transport
protocol on default ports, can skip steps 7 to 10 and go directly to step 11.

SS responds with NAPTR response.

UE initiatesa DNS SRV query.

SS responds with SRV response.

UE initiatesa DNS AAAA query.

SS responds with DNS AAAA response.
UE sends an initial REGISTER request.

Continue test execution with the Generic test procedure, Annex C.2, step 5-11 or C.2a (GIBA only) step 5-9in
order to get the UE in a stable registered state.

Expected sequence

Step Direction Message Comment
UE | Ss

1 > Activate PDP Context Request UE sends this PDU not requesting for P-CSCF
address(es)

2 < Activate PDP Context Accept SS Sends this response including P-CSCF
Address(es). UE shall either ignore the received
address, or use the address. If UE uses address, go
to step 13.

3 > DHCP SOLICIT Optional message

4 < DHCP ADVERTISE Sent if DHCP Solicit message is received.

Including P-CSCF Address(es). If P-CSCF IP
addresses are included go to step 13, else go to
step 7

5 > DHCP Information-Request Requesting P-CSCF Address(es) (Note 1)

6 < DHCP Reply Including P-CSCF Address(es). If P-CSCF IP
addresses are included go to step 13.

7 DNS NAPTR Query UE’s configured to use specific Transport protocol
on default ports, can skip steps 7 to 10 and go
directly to step 11

8 < DNS NAPTR Response

9 2> DNS SRV Query

10 < DNS SRV Response

11 > DNS AAAA Query

12 < DNS AAAA Response

13 > REGISTER UE sends initial registration for IMS services

14 <> Continue with Annex C.2 or C.2a step 5 |Execute the Generic test procedure Annex C.2 step
5-11 or C.2a (GIBA only) step 5-9 in order to get the
UE in a stable registered state
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NOTE 1: UE may request al optionsin one Information Request or send multiple Information Requests. If UE opts
for multiple Information Request transmissions, SS transmits accordingly multiple Reply messages
including corresponding requested options.

NOTE 2: The default messages contentsin annex A are used with condition “IM S security “ or “GIBA” when
applicable

Specific Message Contents:

Step 2: Activate PDP Context Accept

Options Value/Remarks
Protocol Configuration options
- Additional Parameters
-- container 1 Identifier 0001H (P-CSCF Address)
-- Container 1 Length 16 bytes
-- Container 1 contents IPV6 address of SS
-- container 2 ldentifier 0003H (DNS Address)
-- Container 2 Length 16 bytes
-- Container 2 contents IPV6 address of SS DNS Server

Step 3: DHCP SOLICIT (Note 3)

Use the default message in annex B.1 with the following exceptions

Options Value/Remarks
option-code OPTION_ORO (6)
- option-len 2 times number of requested options
-requested-option-code-1 OPTION_SIP_SERVER_D (21) OR
OPTION_SIP_SERVER_A (22)
- requested-option-code-2 OPTION_DNS_SERVERS (23)
- requested-option-code-3 OPTION_DOMAIN_LIST (24)

NOTE 3: Options can be optionally present and option codes can be in any order

NOTE 4: Numerical value, "(n)", provided in bracketsin Column Value/Remarksisthe 'octal’ value for this option.

Step 4: DHCP ADVERTISE
Use the default message in annex B.1 with the following exceptions

NOTE 5: Options are included only if corresponding Requests are received.

Case 1: (OPTION_SIP_SERVER_D (21) ) or both (OPTION_SIP_SERVER_D (21) and
OPTION_SIP_SERVER_A (22)) and OPTION_DOMAIN_LIST(24) or
OPTION_DNS_SERVERS (23) received in step 3

Options Value/Remarks
option-code OPTION_SIP_SERVER_D (21)
- option-len Length of encoded domain address RFC 3319[51]
Domain-address 1 SS P-CSCF server domain Address RFC 3319[51]
option-code OPTION_DNS_SERVERS (23)
- option-len Length of encoded DNS server address RFC 3646[48]
Domain-address 1 SS DNS server IPv6 address RFC 3646[48]
option-code OPTION_DOMAIN_LIST (24)
- option-len Length of Domain search list
searchlist List of Domain Names encoded as per RFC 1035 [52]

NOTE 6: Numerical value, "(n)", provided in bracketsin Column Value/Remarksisthe 'octal’ value for this option.
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Case 2: OPTION_SIP_SERVER_A (22) received in step 3

Options Value/Remarks
option-code OPTION_SIP_SERVER_A (22)
- option-len 128
Domain-address 1 IPv6 address of SS P-CSCF Server
option-code OPTION_DNS_SERVERS (23)
- option-len Length of encoded DNS server address RFC 3646[48]
Domain-address 1 SS DNS server IPv6 address RFC 3646[48]
option-code OPTION_DOMAIN_LIST (24)
- option-len Length of Domain search list
searchlist List of Domain Names encoded as per RFC 1035 [52]

NOTE 7: Numerical value, "(n)", provided in brackets in Column Vaue/Remarksisthe 'octal’ value for this option.

Step 5: DHCP Information-Request

Use the default message in annex B.1 with the following exceptions

Options Value/Remarks
option-code OPTION_ORO (6)
- option-len 2 (Note 8) number of requested options
-requested-option-code-1 OPTION_SIP_SERVER_D (21) OR
OPTION_SIP_SERVER_A (22)
- requested-option-code-2 OPTION_DNS_SERVERS (23)(Optional)
- requested-option-code-3 OPTION_DOMAIN_LIST (24) (Optional)

NOTE 8: All options can be either received in one message or multiple messages. If more than one option codes
present they can be in any order.

NOTE 9: Numerical value, "(n)", provided in brackets in Column Vaue/Remarksisthe 'octal’ value for this option.

Step 6: DHCP Reply
Use the default message in annex B.1 with the following exceptions

NOTE 10: Options are included only if corresponding Requests are received.

Case 1: (OPTION_SIP_SERVER_D (21) ) or both (OPTION_SIP_SERVER_D (21) and
OPTION_SIP_SERVER_A (22)) and OPTION_DOMAIN_LIST(24) or
OPTION_DNS_SERVERS (23) received in step 5

Options Value/Remarks
option-code OPTION_SIP_SERVER_D (21)
- option-len Length of encoded domain address RFC 3319[51]
Domain-address 1 SS P-CSCF server domain Address RFC 3319[51]
option-code OPTION_DNS_SERVERS (23)
- option-len Length of encoded DNS server address RFC 3646[48]
Domain-address 1 SS DNS server IPv6 address RFC 3646[48]
option-code OPTION_DOMAIN_LIST (24)
- option-len Length of Domain search list
searchlist List of Domain Names encoded as per RFC 1035 [52]

NOTE 11:Numerical value, "(n)", provided in brackets in Column Vaue/Remarks is the 'octal’ value for this option.
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Case 2: OPTION_SIP_SERVER_A (22) received in step 5

Options Value/Remarks
option-code OPTION_SIP_SERVER_A (22)
- option-len 128
Domain-address 1 IPv6 address of SS P-CSCF Server
option-code OPTION_DNS_SERVERS (23)
- option-len Length of encoded DNS server address RFC 3646[48]
Domain-address 1 SS DNS server IPv6 address RFC 3646[48]
option-code OPTION_DOMAIN_LIST (24)
- option-len Length of Domain search list
searchlist List of Domain Names encoded as per RFC 1035 [52]

NOTE 12:Numerical value, "(n)", provided in brackets in Column Vaue/Remarks is the 'octal’ value for this option.

Step 7: DNS NAPTR Query

Field Value/Remarks
OPCODE= SQUERY
QNAME= P-CSCF domain name received
QCLASS= IN
QTYPE= NAPTR

Step 8: DNS NAPTR Response

Field Value/Remarks
OPCODE= SQUERY, RESPONSE, AA
QNAME= Same as received in NAPTR Query
QCLASS= IN
QTYPE= NAPTR

NAPTR Records

NAPTR Records included for each Transport protocol
(TLS, TCP, UDP) supported RFC 3263[50]

Step 9: DNS SRV Query

Field Value/Remarks
OPCODE= SQUERY
QNAME= Corresponding to the transport protocol selected by UE
among those provided in DNS NAPTR Response
QCLASS= IN
QTYPE= SRV

Step 10: DNS SRV Response

Field Value/Remarks
OPCODE-= SQUERY, RESPONSE, AA
QNAME= Same as received in SRV Query
QCLASS= IN
QTYPE= SRV

SRV Records

SRV Resource Record included providing the SS target
server FQDN RFC 3263[50].
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Step 11: DNS AAAA Query

Case 1: steps 7 to 10 executed:

Field Value/Remarks
OPCODE= SQUERY
QNAME= Selected P-CSCF name among provided in step 10
based on priority and weight RFC 2782[56]
QCLASS= IN
QTYPE= AAAA

Case 2: steps 7 to 10 not executed:

Field Value/Remarks
OPCODE= SQUERY
QNAME= Selected P-CSCF name among addresses provided in
step 4 or 6.
QCLASS= IN
QTYPE= AAAA

Step 12: DNS AAAA Response

Field Value/Remarks
OPCODE= SQUERY, RESPONSE, AA
QNAME= Same as received in AAAA Query
QCLASS= IN
QTYPE= AAAA
AAAA records Includes resolved IP address(es).

7.6.5 Test requirements
In step 1, the UE shall send a PDP Context Request message.
After step 2, the UE shall either ignore the received address, or use the address received.

If the UE ignores the P-CSCF address in step 2, then the UE will send a DHCP query in step 3.

A wDd P

After steps 4 and 6, if a P-CSCF IPv6 addressis received then the UE will consider the P-CSCF discovery
procedure successful, else the UE will initiate a DNS query for domain address to |Pv6 address translation.

5. Instep 13, the UE shall send aninitial REGISTER message using the discovered P-CSCF address.

7.7 Void
7.8 Void
7.9 Void
8 Registration

TCP (Transmission Control Protocol) is applied as DL transport protocol to the present clause.
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8.1 Initial registration

8.1.1 Definition

Test to verify that the UE can correctly register to IMS services when equipped with UICC that contains either both
ISIM and USIM applications or only USIM application but not ISIM. The process consists of sending initial registration
to S-CSCF viathe P-CSCF discovered, authenticating the user and finally subscribing the registration event package for
the registered default public user identity.
8.1.2 Conformance requirement
[TS24.229, clause C.2]:
In case the UE isloaded with a UICC that contains a USIM but does not contain an ISIM, the UE shall:

- generate a private user identity;

- generate atemporary public user identity; and

- generate a home network domain name to address the SIP REGISTER request to.

All these three parameters are derived from the IMSI parameter in the USIM, according to the procedures described in
3GPP TS 23.003. Also in this case, the UE shall derive new values every time the UICC is changed, and shall discard
existing valuesif the UICC is removed.

NOTE: If thereisanISIM and aUSIM on aUICC, the ISIM is used for authentication to the IM CN subsystem,
as described in 3GPP TS 33.203. See also subclause 5.1.1.1A.

[TS24.229, clause 5.1.1.1A]:
This subclause applies when a UE contains either an ISIM or aUSIM.

The ISIM shall always be used for authentication to the IM CN subsystem, if it is present, as described in
3GPP TS 33.203.

The ISIM is preconfigured with all the necessary parameters to initiate the registration to the IM CN subsystem. These
parameters include:

- the private user identity;

- one or more public user identities; and

- the home network domain name used to address the SIP REGISTER request
Thefirst public user identity in thelist stored in the ISIM is used in emergency registration requests.
In case the UE does not contain an ISIM, the UE shall:

- Qgenerate aprivate user identity;

- generate atemporary public user identity; and

- generate a home network domain name to address the SIP REGISTER request to;
in accordance with the proceduresin clause C.2.

The temporary public user identity is only used in REGISTER requests, i.e. initial registration, re-registration, mobile-
initiated deregistration.

The UE shall not reveal to the user the temporary public user identity if the temporary public user identity is barred. The
temporary public user identity is not barred if received by the UE in the P-Associated-URI header.

If the UE is unable to derive the parametersin this subclause for any reason, then the UE shall not proceed with the
request associated with the use of these parameters and will not be able to register to the IM CN subsystem.
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[TS24.229, clause 5.1.1.2.1]:

Theinitial registration procedure consists of the UE sending an unprotected REGISTER request and, if challenged
depending on the security mechanism supported for this UE, sending the integrity-protected REGISTER request or
other appropriate response to the challenge. The UE can register a public user identity with any of its contact addresses
at any time after it has acquired an IP address, discovered a P-CSCF, and established an IP-CAN bearer that can be used
for SIP signalling. However, the UE shall only initiate a new registration procedure when it has received a final
response from the registrar for the ongoing registration, or the previous REGISTER request has timed out.

When registering any public user identity belonging to the UE, the UE shall either use an already active pair of security
associations or a TL S session to protect the REGISTER requests, or register the public user identity viaa new initial
registration procedure.

When binding any one of its public user identities to an additional contact address viaanew initial registration
procedure, the UE shall follow the procedures described in RFC 5626. The set of security associationsor a TLS session
resulting from this initial registration procedure will have no impact on the existing set of security associationsor TLS
sessions that have been established as a result of previousinitial registration procedures. However, if the UE registers
any one of its public user identities with a new contact address viaa new initial registration procedure and does not
employ the procedures described in RFC 5626, then the new set of security associations or TLS session shall replace
any existing set of security association or TLS session.

If the UE detects that the existing security associations or TLS sessions associated with a given contact address are no
longer active (e.g., after receiving no response to several protected messages), the UE shall:

- consider all previously registered public user identities bound to this security associations or TLS session that are
only associated with this contact address as deregistered; and

- stop processing all associated ongoing dialogs and transactions that were using the security associationsor TLS
session associated with this contact address, if any (i.e. no further SIP signalling will be sent by the UE on behalf
of these transactions or dialogs).

The UE shall send the unprotected REGISTER requests to the port advertised to the UE during the P-CSCF discovery
procedure. If the UE does not receive any specific port information during the P-CSCF discovery procedure, or if the
UE was pre-configured with the P-CSCF's | P address or domain name and was unabl e to obtain specific port
information, the UE shall send the unprotected REGISTER request to the SIP default port values as specified in

RFC 3261.

NOTE 1: The UE will only send further registration and subsequent SIP messages towards the same port of the P-
CSCF for security mechanisms that do not require using negotiated ports for exchanging protected

messages.

The UE shall extract or derive a public user identity, the private user identity, and the domain hame to be used in the
Request-URI in the registration, according to the procedures described in subclause 5.1.1.1A or subclause 5.1.1.1B. A
public user identity may be input by the end user.

[TS24.229 Rel-8, clause 5.1.1.2.1]:

On sending an unprotected REGISTER request, the UE shall populate the header fields as follows:
a) aFrom header field set to the SIP URI that contains the public user identity to be registered;
b) aTo header field set to the SIP URI that contains the public user identity to be registered;

c) aContact header field set to include SIP URI(s) containing the | P address or FQDN of the UE in the hostport
parameter. If the UE supports GRUU (see table A.4, item A.4/53) or multiple registrations, the UE shall include
a"+sip.instance" header field parameter containing the instance ID. If the UE supports multiple registrations it
shall include "reg-id" header field parameter as described in RFC 5626. The UE shall include all supported ICSI
values (coded as specified in subclause 7.2A.8.2) in ag.3gpp.icsi-ref media feature tag as defined in
subclause 7.9.2 and RFC 3840 for the IMS communication servicesit intendsto use, and IARI values (coded as
specified in subclause 7.2A.9.2), for the IMS applications it intends to use in a g.3gpp.iari-ref mediafeature tag
as defined in subclause 7.9.3 and RFC 3840;

d) aViaheader field set to include the sent-by field containing the |P address or FQDN of the UE and the port
number where the UE expects to receive the response to this request when UDPis used. For TCP, the responseis
received on the TCP connection on which the request was sent. The UE shall aso include a"rport" header field
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parameter with no valuein the Via header field. Unless the UE has been configured to not send keep-alives, and
unless the UE is directly connected to an IP-CAN for which usage of NAT is not defined, it shall include a
"keep" header field parameter with no value in the Via header field, in order to indicate support of sending keep-
alives associated with the registration, as described in RFC 6223;

NOTE 2: When sending the unprotected REGISTER request using UDP, the UE transmit the request from the same
IP address and port on which it expects to receive the response to this request.

€) aregistration expiration interval value of 600 000 seconds as the val ue desired for the duration of the
registration;

NOTE 3: Theregistrar (S-CSCF) might decrease the duration of the registration in accordance with network policy.
Registration attempts with aregistration period of less than a predefined minimum value defined in the
registrar will be rejected with a 423 (Interval Too Brief) response.

f) aRequest-URI set to the SIP URI of the domain name of the home network used to address the REGISTER
request;

g) the Supported header field containing the option-tag "path”, and
1) if GRUU is supported, the option-tag "gruu"; and
2) if multiple registrations is supported, the option-tag "outbound"”.

h) if asecurity association or TLS session exists, and if available to the UE (as defined in the access technology
specific annexes for each access technology), a P-Access-Network-Info header field set as specified for the
access network technology (see subclause 7.2A.4).

[TS24.229 Rel-9, clause 5.1.1.2.1]:

h) if asecurity association or TLS session exists, and if available to the UE (as defined in the access technology
specific annexes for each access technology), a P-Access-Network-Info header field set as specified for the
access network technology (see subclause 7.2A.4); and

i) aSecurity-Client header field to announce the media plane security mechanisms the UE supports, if any, labelled
with the "mediasec" header field parameter specified in subclause 7.2A.7.

NOTE 4: The"mediasec" header field parameter indicates that security mechanisms are specific to the media plane.
[TS24.229 Rel-8, clause 5.1.1.2.1]:
On receiving the 200 (OK) response to the REGISTER request, the UE shall:

a) storethe expiration time of the registration for the public user identities found in the To header field value and
bind it either to the respective contact address of the UE or to the registration flow and the associated contact
address (if the multiple registration mechanism is used);

b) store asthe default public user identity the first URI on the list of URIs present in the P-Associated-URI header
field and bind it to the respective contact address of the UE and the associated set of security associationsor TLS
session;

NOTE 4: When using the respective contact address and associated set of security associations or TLS session, the
UE can utilize additional URIs contained in the P-Associated-URI header field and bound it to the
respective contact address of the UE and the associated set of security associations or TLS session, e.g. for
application purposes.

c) treat theidentity under registration as a barred public user identity, if it is not included in the P-Associated-URI
header field;

d) storethelist of service route values contained in the Service-Route header field and bind the list either to the
contact address or to the registration flow and the associated set of security associations or TLS session over
which the REGISTER request was sent;
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NOTE 5: When multiple registration mechanism is not used, there will be only onelist of service route values
bound to a contact address. However, when multiple registration mechanism is used, there will be
different list of service route values bound to each registration flow and the associated contact address.

NOTE 6: The UE will use the stored list of service route valuesto build a proper preloaded Route header field for
new dialogs and standal one transactions when using either the respective contact address or to the
registration flow and the associated contact address (if the multiple registration mechanism is used), and
the associated set of security associationsor TLS session.

e) find the Contact header field within the response that matches the one included in the REGISTER request. If this
contains a " pub-gruu" header field parameter or a "temp-gruu” header field parameter or both, and the UE
supports GRUU (see table A.4, item A.4/53), then store the value of those parameters as the GRUUSs for the UE
in association with the public user identity and the contact address that was registered,;

f) if the REGISTER request contained the "reg-id" and "+sip.instance" Contact header field parameter and the
"outbound" option tag in a Supported header field, the UE shall check whether the option-tag "outbound” is
present in the Require header field:

- if no option-tag "outbound" is present, the UE shall conclude that the S-CSCF does not support the
registration procedure as described in RFC 5626, and the S-CSCF has followed the registration procedure as
described in RFC 5627 or RFC 3261, i.e,, if thereisa previoudy registered contact address, the S-CSCF
replaced the old contact address and associated information with the new contact address and associated
information (see bullet €) above). Upon detecting that the S-CSCF does not support the registration procedure
as defined in RFC 5626, the UE shall refrain from registering any additional IM S flows for the same private
identity as described in RFC 5626; or

NOTE 7: Upon replaces the old contact address with the new contact address, the S-CSCF performs the network
initiated deregistration procedure for the previously registered public user identities and the associated old
contact address as described in subclause 5.4.1.5. Hence, the UE will receive aNOTIFY request
informing the UE about the deregistration of the old contact address.

- if an option-tag "outbound" is present, the UE may establish additional IMS flows for the same private
identity, as defined in RFC 5626; and

0) if the Viaheader field contains a"keep" header field parameter with a value, unless the UE detects that it is not
behind a NAT, start to send keep-alives associated with the registration towards the P-CSCF, as described in
RFC 6223.[TS 24.229 Rel-9, clause 5.1.1.2.1]:

g) storethe announcement of media plane security mechanisms the P-CSCF (IMS-ALG) supports labelled with the
"mediasec” header field parameter specified in subclause 7.2A.7 and received in the Security-Server header
field, if any. Once the UE chooses a media security mechanism from the list received in the Security-Server
header field from the server, it may initiate that mechanism on a media level when it initiates new mediain an
existing session; and

NOTE 9: The"mediasec" header field parameter indicates that security mechanisms are specific to the media plane

h) if the Via header field contains a"keep" header field parameter with a value, unless the UE detects that it is not
behind aNAT, start to send keep-alives associated with the registration towards the P-CSCF, as described in
RFC 6223.

[TS24.229 Rel-10, clause 5.1.1.2.1]:

On sending an unprotected REGISTER request, the UE shall populate the header fields as follows:
a) aFrom header field set to the SIP URI that contains the public user identity to be registered;
b) aTo header field set to the SIP URI that contains the public user identity to be registered;

c) aContact header field set to include SIP URI(s) containing the | P address or FQDN of the UE in the hostport
parameter. If the UE:

1) supports GRUU (seetable A.4, item A.4/53);

2) supports multiple registrations;
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3) hasan IMEI available; or
4) hasan MEID available;

the UE shall include a"+sip.instance" header field parameter containing the instance ID. Only the IMEI shall
be used for generating an instance ID for a multi-mode UE that supports both 3GPP and 3GPP2 defined radio
access networks.

NOTE 2: The requirement placed on the UE to include an instance ID based on the IMEI or the MEID when the
UE does not support GRUU and does not support multiple registrations does not imply any additional
reguirements on the network.

If the UE supports multiple registrations it shall include "reg-id" header field parameter as described in

RFC 5626 [92]. The UE shall include all supported ICSI values (coded as specified in subclause 7.2A.8.2) in
ag.3gpp.icsi-ref media feature tag as defined in subclause 7.9.2 and RFC 3840 [62] for the IMS
communication servicesit intends to use, and |ARI values (coded as specified in subclause 7.2A.9.2), for the
IMS applicationsit intends to use in a g.3gpp.iari-ref media feature tag as defined in subclause 7.9.3 and
RFC 3840 [62];

d) aViaheader field set to include the sent-by field containing the I P address or FQDN of the UE and the port
number where the UE expects to receive the response to this request when UDPis used. For TCP, the responseis
received on the TCP connection on which the request was sent. The UE shall also include a"rport" header field
parameter with no value in the Via header field. Unless the UE has been configured to not send keep-alives, and
unless the UE is directly connected to an IP-CAN for which usage of NAT is not defined, it shal include a
"keep" header field parameter with no value in the Via header field, in order to indicate support of sending keep-
alives associated with the registration, as described in RFC 6223 [143];

NOTE 3: When sending the unprotected REGISTER request using UDP, the UE transmit the request from the same
IP address and port on which it expects to receive the response to this request.

€) aregistration expiration interval value of 600 000 seconds as the value desired for the duration of the
registration;

NOTE 4: Theregistrar (S-CSCF) might decrease the duration of the registration in accordance with network policy.
Registration attempts with aregistration period of less than a predefined minimum value defined in the
registrar will be rejected with a 423 (Interval Too Brief) response.

f) aRequest-URI set to the SIP URI of the domain name of the home network used to address the REGISTER
request;

0) the Supported header field containing the option-tag "path”, and
1) if GRUU is supported, the option-tag "gruu"; and
2) if multiple registrationsis supported, the option-tag "outbound".

h) if asecurity association or TLS session exists, and if available to the UE (as defined in the access technology
specific annexes for each access technology), a P-Access-Network-1nfo header field set as specified for the
access network technology (see subclause 7.2A.4); and

i) aSecurity-Client header field to announce the media plane security mechanisms the UE supports, if any, labelled
with the "mediasec" header field parameter specified in subclause 7.2A.7.

NOTE 5: The"mediasec" header field parameter indicates that security mechanisms are specific to the media plane.
On receiving the 200 (OK) response to the REGISTER request, the UE shall:

a) storethe expiration time of the registration for the public user identities found in the To header field value and
bind it either to the respective contact address of the UE or to the registration flow and the associated contact
address (if the multiple registration mechanism is used);

b) store asthe default public user identity the first URI on the list of URIs present in the P-Associated-URI header
field and bind it to the respective contact address of the UE and the associated set of security associationsor TLS
session;
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NOTE 6: When using the respective contact address and associated set of security associations or TLS session, the
UE can utilize additional URIs contained in the P-Associated-URI header field and bound it to the
respective contact address of the UE and the associated set of security associations or TLS session, e.g.
for application purposes.

C) treat theidentity under registration as a barred public user identity, if it is not included in the P-Associated-URI
header field;

d) storethelist of service route values contained in the Service-Route header field and bind the list either to the
contact address or to the registration flow and the associated contact address (if the multiple registration
mechanism is used), and the associated set of security associations or TLS session over which the REGISTER
request was sent;

NOTE 7: When multiple registration mechanism is not used, there will be only one list of service route values
bound to a contact address. However, when multiple registration mechanism is used, there will be
different list of service route values bound to each registration flow and the associated contact address.

NOTE 8: The UE will use the stored list of service route valuesto build a proper preloaded Route header field for
new dialogs and standal one transactions when using either the respective contact address or to the
registration flow and the associated contact address (if the multiple registration mechanism is used), and
the associated set of security associations or TLS session.

e) find the Contact header field within the response that matches the one included in the REGISTER request. If this
contains a " pub-gruu" header field parameter or a"temp-gruu" header field parameter or both, and the UE
supports GRUU (see table A.4, item A.4/53), then store the value of those parameters as the GRUUSs for the UE
in association with the public user identity and the contact address that was registered;

f) if the REGISTER request contained the "reg-id" and "+sip.instance” Contact header field parameter and the
"outbound" option tag in a Supported header field, the UE shall check whether the option-tag "outbound" is
present in the Require header field:

- if no option-tag "outbound” is present, the UE shall conclude that the S-CSCF does not support the
registration procedure as described in RFC 5626, and the S-CSCF has followed the registration procedure as
described in RFC 5627 or RFC 3261, i.e,, if thereis a previoudly registered contact address, the S-CSCF
replaced the old contact address and associated information with the new contact address and associated
information (see bullet €) above). Upon detecting that the S-CSCF does not support the registration procedure
as defined in RFC 5626, the UE shall refrain from registering any additional IMS flows for the same private
identity as described in RFC 5626; or

NOTE 9: Upon replaces the old contact address with the new contact address, the S-CSCF performs the network
initiated deregistration procedure for the previously registered public user identities and the associated old
contact address as described in subclause 5.4.1.5. Hence, the UE will receive aNOTIFY request
informing the UE about the deregistration of the old contact address.

- if an option-tag "outbound" is present, the UE may establish additional IMS flows for the same private
identity, as defined in RFC 5626;

g) storethe announcement of media plane security mechanisms the P-CSCF (IMS-ALG) supports labelled with the
"mediasec” header field parameter specified in subclause 7.2A.7 and received in the Security-Server header
field, if any. Once the UE chooses a media security mechanism from the list received in the Security-Server
header field from the server, it may initiate that mechanism on a medialevel when it initiates new mediain an
existing session; and

NOTE 10: The "mediasec" header field parameter indicates that security mechanisms are specific to the media plane.

h) if the Via header field contains a"keep" header field parameter with a value, unless the UE detects that it is not
behind a NAT, start to send keep-alives associated with the registration towards the P-CSCF, as described in
RFC 6223.

[TS24.229, clause 5.1.1.2.2]:

On sending a REGISTER request, as defined in subclause 5.1.1.2.1, the UE shall additionally populate the header fields
asfollows:

a) an Authorization header field, with:
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the "username" header field parameter, set to the value of the private user identity;

- the"ream" header field parameter, set to the domain name of the home network;

the "uri" header field parameter, set to the SIP URI of the domain name of the home network;

the "nonce" header field parameter, set to an empty value; and

- the"response" header field parameter, set to an empty value;

NOTE 1: If the UE specifiesits FQDN in the hostport parameter in the Contact header field and in the sent-by field

in the Via header field, then it has to ensure that the given FQDN will resolve (e.g., by reverse DNS
lookup) to the | P address that is bound to the security association.

NOTE 2: The UE associates two ports, a protected client port and a protected server port, with each pair of security

b)

©)

d)

association. For details on the selection of the port values see 3GPP TS 33.203.

additionally for the Contact header field, if the REGISTER request is protected by a security association, include
the protected server port value in the hostport parameter;

additionally for the Via header field, for UDP, if the REGISTER request is protected by a security association,
include the protected server port value in the sent-by field; and

a Security-Client header field set to specify the signalling plane security mechanism the UE supports, the IPsec
layer algorithms the UE supports and the parameters needed for the security association setup. The UE shall
support the setup of two pairs of security associations as defined in 3GPP TS 33.203. The syntax of the
parameters needed for the security association setup is specified in annex H of 3GPP TS 33.203. The UE shall
support the "ipsec-3gpp" security mechanism, as specified in RFC 3329. The UE shall support the | Psec layer
algorithms for integrity and confidentiality protection as defined in 3GPP TS 33.203, and shall announce support
for them according to the procedures defined in RFC 3329.

On receiving the 200 (OK) response to the REGISTER request defined in subclause 5.1.1.2.1, the UE shall additionally:

1)

2)

If the UE supports multiple registrations and the REGISTER request contained the "+sip.instance” header field
parameter and the "reg-id" header field parameter in the Contact header field, and the "outbound" option-tag in
the Supported header field, the UE shall check whether the option-tag "outbound" is present in the Require
header field. If the option-tag "outbound" is present, then the UE shall use the bidirectional flow as defined in
RFC 5626 as follows:

a) for UDP, the bidirectional flow consists of two unidirectional flows, i.e. the first unidirectional flow is
identified with the UE's protected client port, the P-CSCF's protected server port, and the respective P
addresses. The UE uses this flow to send the requests and responses to the P-CSCF. The second
unidirectional flow isidentified with the P-CSCF's protected client port, the UE's protected server port and
the IP addresses. The second unidirectional flow is used by the UE to receive the requests and responses from
the P-CSCF; or

b) for TCP, the bidirectional flow isthe TCP connection between the UE and the P-CSCF. This TCP connection
was established by the UE, i.e. from the UE's protected client port and the UE's | P address to the P-CSCF's
protected server port and the P-CSCF's | P address. This TCP connection is used to exchange SIP messages
between the UE and the P-CSCF; and

set the security association lifetime to the longest of either the previously existing security association lifetime (if
available), or the lifetime of the just completed registration plus 30 seconds.

NOTE 3: If the UE receives Authentication-Info, it will proceed as described in RFC 3310.

When a 401 (Unauthorized) response to a REGISTER is received the UE shall behave as described in
subclause 5.1.1.5.1.

[TS24.229, clause 5.1.1.5.1]:

Authentication is performed during initial registration. A UE can be re-authenticated during subsequent reregistrations,
deregistrations or registrations of additional public user identities. When the network requires authentication or re-
authentication of the UE, the UE will receive a 401 (Unauthorized) response to the REGISTER request.
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On receiving a 401 (Unauthorized) response to the REGISTER request, the UE shall:

1)
2)

3)

extract the RAND and AUTN parameters,

check the validity of areceived authentication challenge, as described in 3GPP TS 33.203 i.e. the locally
calculated XMAC must match the MAC parameter derived from the AUTN part of the challenge; and the SQN
parameter derived from the AUTN part of the challenge must be within the correct range; and

check the existence of the Security-Server header field as described in RFC 3329. If the Security-Server header
field is not present or it does not contain the parameters required for the setup of the set of security associations
(see annex H of 3GPP TS 33.203), the UE shall abandon the authentication procedure and send a new
REGISTER request with anew Call-I1D.

[TS24.229 Rel-8, clause 5.1.1.5.1]:

In the case that the 401 (Unauthorized) response to the REGISTER request is deemed to be valid the UE shall:

1)
2)

3)

calculate the RES parameter and derive the keys CK and IK from RAND as described in 3GPP TS 33.203;

set up atemporary set of security associations for this registration based on the static list and parameters the UE
received in the 401 (Unauthorized) response and its capabilities sent in the Security-Client header field in the
REGISTER request. The UE sets up the temporary set of security associations using the most preferred
mechanism and algorithm returned by the P-CSCF and supported by the UE and using IK and CK (only if
encryption enabled) as the shared key. The UE shall use the parameters received in the Security-Server header
field to setup the temporary set of security associations. The UE shall set atemporary SIP level lifetime for the
temporary set of security associations to the value of reg-await-auth timer; and

send another REGISTER request towards the protected server port indicated in the response using the temporary
set of security associations to protect the message. The header fields are populated as defined for the initial
REGISTER request that was challenged with the received 401 (Unauthorized) response, with the addition that
the UE shall include an Authorization header field containing:

- the"ream" header field parameter set to the value as received in the "ream”" WWW-Authenticate header
field parameter;

- the"username" header field parameter, set to the value of the private user identity;

- the"response" header field parameter that contains the RES parameter, as described in RFC 3310;

- the"uri" header field parameter, set to the SIP URI of the domain name of the home network;

- the"agorithm" header field parameter, set to the value received in the 401 (Unauthorized) response; and
- the"nonce" header field parameter, set to the value received in the 401 (Unauthorized) response.

The UE shall also insert the Security-Client header field that isidentical to the Security-Client header field that
was included in the previous REGISTER request (i.e. the REGISTER reguest that was challenged with the
received 401 (Unauthorized) response). The UE shall also insert the Security-Verify header field into the request,
by mirroring in it the content of the Security-Server header field received in the 401 (Unauthorized) response.
The UE shall set the Call-1D of the security association protected REGISTER request which carries the
authentication challenge response to the same value as the Call-ID of the 401 (Unauthorized) response which
carried the challenge.

[TS24.229 Rel-9, clause 5.1.1.5.1]:

In the case that the 401 (Unauthorized) response to the REGISTER request is deemed to be valid the UE shall:

1)
2)

calculate the RES parameter and derive the keys CK and IK from RAND as described in 3GPP TS 33.203 [19];

set up atemporary set of security associations for this registration based on the static list and parameters the UE
received in the 401 (Unauthorized) response and its capabilities sent in the Security-Client header field in the
REGISTER request. The UE sets up the temporary set of security associations using the most preferred
mechanism and algorithm returned by the P-CSCF and supported by the UE and using IK and CK (only if
encryption enabled) as the shared key. The UE shall use the parameters received in the Security-Server header
field to setup the temporary set of security associations. The UE shall set atemporary SIP level lifetime for the
temporary set of security associationsto the value of reg-await-auth timer;
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3) store the announcement of the media plane security mechanisms the P-CSCF (IMS-ALG) supports received in
the Security-Server header field and labelled with the "mediasec” header field parameter specified in
subclause 7.2A.7, if any; and

NOTE 1: The"mediasec" header field parameter indicates that security mechanisms are specific to the media plane.

4) send another REGISTER request towards the protected server port indicated in the response using the temporary
set of security associations to protect the message. The header fields are populated as defined for the initial
REGISTER request that was challenged with the received 401 (Unauthorized) response, with the addition that
the UE shall include an Authorization header field containing:

- the"ream" header field parameter set to the value asreceived in the "realm" WWW-Authenticate header
field parameter;

- the"username" header field parameter, set to the value of the private user identity;

- the"response" header field parameter that contains the RES parameter, as described in RFC 3310 [49];

- the"uri" header field parameter, set to the SIP URI of the domain name of the home network;

- the"agorithm" header field parameter, set to the value received in the 401 (Unauthorized) response; and
- the"nonce" header field parameter, set to the value received in the 401 (Unauthorized) response.

The UE shall aso insert the Security-Client header field that isidentical to the Security-Client header field that was
included in the previous REGISTER request (i.e. the REGISTER request that was challenged with the received 401
(Unauthorized) response). The UE shall also insert the Security-Verify header field into the request, by mirroring in it
the content of the Security-Server header field received in the 401 (Unauthorized) response. The UE shall set the Call-
ID of the security association protected REGISTER request which carries the authentication challenge response to the
same value as the Call-1D of the 401 (Unauthorized) response which carried the challenge.

[TS24.229, clause 5.1.1.5.1]:

On receiving the 200 (OK) response for the security association protected REGISTER request registering a public user
identity with the associated contact address, the UE shall:

- change the temporary set of security associationsto a newly established set of security associations, i.e. set its
SIP level lifetime to the longest of either the previoudly existing set of security associations SIP level lifetime, or
the lifetime of the just completed registration plus 30 seconds; and

- if thisisthe only set of security associations available toward the P-CSCF, use the newly established set of
security associations for further messages sent towards the P-CSCF. If there are additional sets of security
associations (e.g. due to registration of multiple contact addresses), the UE can either use them or use the newly
established set of security associations for further messages sent towards the P-CSCF as appropriate.

NOTE 2: If the UE has registered multiple contact addresses, the UE can either send requests towards the P-CSCF
over the newly established set of security associations, or use different UE's contact address and
associated set of security associations when sending the requests towards the P-CSCF. Responses towards
the P-CSCF that are sent via UDP will be sent over the same set of security associations that the related
request was received on. Responses towards the P-CSCF that are sent via TCP will be sent over the same
set of security associations that the related request was received on.

When the first request or response protected with the newly established set of security associationsis received from the
P-CSCF or when the lifetime of the old set of security associations expires, the UE shall delete the old set of security
associations and related keys it may have with the P-CSCF after all SIP transactions that use the old set of security
associations are compl eted.

[TS24.229, clause 5.1.1.3]:

Upon receipt of a 2xx response to the initial registration, the UE shall subscribe to the reg event package for the public
user identity registered at the user's registrar (S-CSCF) as described in RFC 3680.

The UE shall subscribe to the reg event package upon registering a new contact address via an initial registration
procedure. If the UE receives aNOTIFY request viathe newly established subscription dialog and viathe previously
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established subscription dialogs (there will be at least one), the UE may terminate the previously established
subscription dialogs and keep only the newly established subscription dial og.

The UE shall use the default public user identity for subscription to the registration-state event package, if the public
user identity that was used for initial registration is abarred public user identity. The UE may use either the default
public user identity or the public user identity used for initial registration for the subscription to the registration-state
event package, if theinitial public user identity that was used for initial registration is not barred.

[TS24.229 Rel-8, clause 5.1.1.3]:
On sending a SUBSCRIBE request, the UE shall populate the header fields as follows:

a) aRequest-URI set to the resource to which the UE wants to be subscribed to, i.e. to a SIP URI that contains the
public user identity used for subscription;

b) aFrom header field set to a SIP URI that contains the public user identity used for subscription;

c) aToheader field set to a SIP URI that contains the public user identity used for subscription;

d) an Event header field set to the "reg" event package;

€) an Expires header field set to 600 000 seconds as the value desired for the duration of the subscription;

f) if available to the UE (as defined in the access technology specific annexes for each access technology), a P-
Access-Network-Info header field set as specified for the access network technology (see subclause 7.2A.4); and

g) aContact header field set to contain:.

the same I P address or FQDN, and if multiple registrationsis supported, itsinstance ID ("+sip.instance" header
field parameter) and an "ob" SIP URI parameter as described in RFC 5626;

- if IMSAKA or SIP digest with TLS is being used as a security mechanism, the protected server port value as
intheinitial registration; and

- if SIPdigest without TLS, NASS-IM S bundled authentication or GPRS-IM S-Bundled authentication is being
used as a security mechanism, the port value of an unprotected port where the UE expects to receive
subsequent mid-dialog requests. The UE shall set the unprotected port value to the port value used in the
initial REGISTER request.

Upon receipt of a 2xx response to the SUBSCRIBE request, the UE shall store the information for the established
dialog and the expiration time as indicated in the Expires header field of the received response.

[TS24.229 Rel-9, clause 5.1.1.3]:
On sending a SUBSCRIBE request, the UE shall populate the header fields as follows:

a) aRequest-URI set to the resource to which the UE wants to be subscribed to, i.e. to a SIP URI that contains the
public user identity used for subscription;

b) aFrom header field set to a SIP URI that contains the public user identity used for subscription;

c) aTo header field set to a SIP URI that contains the public user identity used for subscription;

d) an Event header field set to the "reg" event package;

€) an Expires header field set to 600 000 seconds as the value desired for the duration of the subscription;
f) void; and

g) void.

Upon receipt of a 2xx response to the SUBSCRIBE request, the UE shall store the information for the established
dialog and the expiration time as indicated in the Expires header field of the received response.

[TS24.229, clause 5.1.2.1]:

ETSI



3GPP TS 34.229-1 version 15.4.0 Release 15 91 ETSI TS 134 229-1 V15.4.0 (2020-07)

Upon receipt of a2xx response to the SUBSCRIBE request the UE shall maintain the generated dialog (identified by
the values of the Call-ID header field, and the values of tagsin To and From header fields).

Upon receipt of aNOTIFY request on the dialog which was generated during subscription to the reg event package the
UE shall perform the following actions:

- if agtate attribute "active", i.e. registered is received for one or more public user identities, the UE shall store the
indicated public user identities as registered;

- if agtate attribute "active" isreceived, and the UE supports GRUU (seetable A .4, item A.4/53), then for each
public user identity indicated in the notification that contains a <pub-gruu> element or a <temp-gruu> element or
both (as defined in RFC 5628) then the UE shall store the value of those elements in association with the public
user identity;

- if agtate attribute "terminated", i.e. deregistered is received for one or more public user identities, the UE shall
store the indicated public user identities as deregistered and shall remove any associated GRUUS.

NOTE 1: There may be public user identities which are automatically registered within the registrar (S-CSCF) of
the user upon registration of one public user identity or when S-CSCF receives a Push-Profile-Request
(PPR) from the HSS (as described in 3GPP TS 29.228) changing the status of a public user identity
associated with aregistered implicit set from barred to non-barred. Usually these automatically or
implicitly registered public user identities belong to the same service profile of the user and they might
not be available within the UE. The implicitly registered public user identities may also belong to
different service profiles. The here-described procedures provide a different mechanism (to the 200 (OK)
response to the REGI STER request) to inform the UE about these automatically registered public user
identities.

NOTE 2: RFC 5628 provides guidance on the management of temporary GRUUS, utilizing information provided in
the reg event notification.
[TS24.229, clause 5.1.2A.1.1]:
The procedures of this subclause are general to all requests and responses, except those for the REGISTER method.

When the UE sends any request using either a given contact address, or to the registration flow and the associated
contact address the UE shall:

- if IMS AKA isin use as a security mechanism:

a) if the UE has not obtained a GRUU, populate the Contact header field of the request with the protected server
port and the respective contact address; and

b) include the protected server port and the respective contact addressin the Via header field entry relating to
the UE;

- if SIP digest without TLSisin use as a security mechanism:

a) if the UE has not obtained a GRUU, populate the Contact header field of the request with the port value of an
unprotected port and the contact address where the UE expects to receive subsequent mid-dial og requests;
and

b) populate the Via header field of the request with the port value of an unprotected port and the respective
contact address where the UE expects to receive responses to the request;

If available to the UE (as defined in the access technology specific annexes for each access technology), the UE shall
insert a P-Access-Network-Info header field into any request for adialog, any subsequent request (except ACK requests
and CANCEL requests) or response (except CANCEL responses) within a dialog or any request for a standalone
method (see subclause 7.2A.4).

NOTE 13:During the dialog, the points of attachment to the IP-CAN of the UE may change (e.g. UE connects to
different cells). The UE will populate the P-Access-Network-Info header field in any request or response
within adialog with the current point of attachment to the IP-CAN (e.g. the current cell information).
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The UE shall build a proper preloaded Route header field value for all new dialogs and standal one transactions. The UE
shall build alist of Route header field values made out of the following, in this order:

a)

b)

c)

the P-CSCF URI containing the | P address or the FQDN learnt through the P-CSCF discovery procedures; and
the P-CSCF port based on the security mechanismin use:

- if IMSAKA or SIP digest with TLS isin use as a security mechanism, the protected server port learnt during
the registration procedure;

- if SIP digest without TLS, NASS-IM S bundled authentication or GPRS-IMS-Bundled authenticationisin
use as a security mechanism, the unprotected server port used during the registration procedure;

and the values received in the Service-Route header field saved from the 200 (OK) response to the last
registration or re-registration of the public user identity with associated contact address.

[TS24.341, clause 5.3.2.2]

On sending a REGISTER request, the SM-over-1P receiver shall indicate its capability to receive traditional short

messages over IMS network by including a*+g.3gpp.smsip” parameter into the Contact header according
to RFC 3840.

Reference(s)

3GPPTS24.229[10], clauses5.1.1.1A,5.1.1.2.15.1.1.2,5.1.1.35.1.1.5.1, 5.1.2.1, 5.1.2A.1, C.2 and TS 24.341, clause
5.3.2.2.

8.1.3 Test purpose

1)

2)

3)

4)

5)

6)

7)

8)

9)

To verify that UE correctly derives a private user identity, a temporary public user identity and a home network
domain name from the IMSI parameter in the USIM if no ISIM is available on the UICC, according to the
procedures described in 3GPP TS 23.003 [32] clause 13 or aternatively uses the values retrieved from ISIM, if
ISIM is present; and

To verify that the UE sends a correctly composed initial REGISTER request to S-CSCF viathe discovered P-
CSCF, according to 3GPP TS 24.229 [10] clause 5.1.1.2; and TS 24.341 [90] clause 5.3.2.2 (if UE supports SM-
over-1P receiver marked as yes)

To verify that after receiving avalid 401 (Unauthorized) response from S-CSCF for the initial REGISTER sent,
the UE correctly authenticates itself by sending another REGISTER request with correctly composed
Authorization header using AKAv1-MD5 algorithm (as described in RFC 3310 [17]); and

To verify that the UE announces to support the "ipsec-3gpp" security mechanism together the | Psec layer
algorithms for integrity (Rel-5 onwards) and confidentiality (Rel-6 onwards) protection (as defined in
3GPP TS 33.203)according to the procedures defined in RFC 3329 [21]; and

To verify that the UE supports the | Psec layer algorithms for integrity (Rel-5 onwards) and confidentiality (Rel-6
onwards) protection as defined in 3GPP TS 33.203and uses the one that is preferred by the P-CSCF according to
the procedures defined in RFC 3329 [21]; and

To verify that the UE sets up two pairs of security associations as defined in 3GPP TS 33.203 [14] clause 7 and
uses those for sending the REGISTER request to authenticate itself and for sending any other subsequent
regquest; and

To verify that after receiving avalid 200 OK response from S-CSCF for the REGISTER sent for authentication,
the UE stores the default public user identity and information about barred user identities; and

To verify that after receiving avalid 200 OK response from S-CSCF for the REGISTER sent for authentication,
the UE subscribes to the reg event package for the public user identity registered at the users registrar (S-CSCF)
as described in RFC 3680 [22]; and

To verify that the UE uses the default public user identity for subscription to the registration-state event package,
when the public user identity that was used for initial registration is abarred public user identity; and

10) To verify that the UE uses the stored service route for routing the SUBSCRIBE sent; and
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11) To verify that after receiving avalid 200 OK response from S-CSCF to the SUBSCRIBE sent for registration
event package, the UE maintains the generated dialog; and

12) To verify that after receiving avalid NOTIFY for the registration event package, the UE will update and store
the registration state of the indicated public user identities accordingly (as specified in RFC 3680 [22] clause 5);
and

13) To verify that the UE responds the received valid NOTIFY with 200 OK.

8.14 Method of test

Initial conditions

UE contains either ISIM and USIM applications or only USIM application on UICC. UE is not registered to IMS
services.

SSis configured with the IMSI within the USIM application, the home domain name, public and private user identities
together with the shared secret key of IMS AKA agorithm, related to the IM S private user identity (IMPI) that is
configured on the UICC card equipped into the UE. SSislistening to SIP default port 5060 for both UDP and TCP
protocols. SSis able to perform AKAv1-M D5 authentication algorithm for that IMPI, according to 3GPP TS 33.203
[14] clause 6.1 and RFC 3310 [17].

Test procedure
1-11) Execute the generic test procedure in Annex C.2 up to the last step.

NOTE: Thistest case shall beruntwicein order to test that the UE correctly supports both HMAC-MD5-96 and
HMAC-SHA-1-96 algorithms. For each test round the name of the corresponding algorithm shall be
configured into px_IMS_IpSecAlgorithm PIXIT.

Expected sequence

Step Direction Message Comment
UE | ss

1-11 Steps defined in C.2 IMS Registration

8.1.5 Test requirements

If the UICC card equipped to the UE contains I SIM, the UE must read the following parameters from ISIM (instead of
deriving them from USIM) and use they for the REGISTER requests:

- the private user identity; and
- thetemporary public user identity; and
- the home network domain name.

Step 3: SS shall check that in accordance to the 3GPP TS 24.229 [10] clause 5.1.1.5 the UE sends another REGISTER
request as follows:

a) the UE sets up the temporary set of security associations between the ports announced in Security-Client header
(UE) inthe REGISTER request and Security-Server header (SS) in the 401 Unauthorized response; and

b) the UE usesthe most preferred mechanism and algorithm returned by the SS and supported by the UE for the
temporary set of security associations; and

c) the UE usesIK derived from RAND as the shared key for integrity and confidentiality protection (if the UE
supports 1PSec ESP confidentiality protection) for the temporary set of security associations; and

d) the UE sends the second REGISTER over the temporary set of security associations; and

ETSI



3GPP TS 34.229-1 version 15.4.0 Release 15 94 ETSI TS 134 229-1 V15.4.0 (2020-07)
Step 5: SS shall check that, in accordance to the 3GPP TS 24.229 [10] clause 5.1.1.3, the UE sends a SUBSCRIBE
request for registration event package over the newly established set of security associations.

NOTE: If the UE specifiesits FQDN in the host parameter in the Contact header and in the sent-by field in the
Viaheader (within any of the request sent by the UE), then SS has to ensure that the given FQDN will
resolve (e.g., by reverse DNSlookup) to the IP address that is bound to the security association (or to the
unprotected port in the initial REGISTER).

8.2 User Initiated Re-Registration

821 Definition

Test to verify that the UE can re-register a previously registered public user identity at any time. This processis
described in 3GPP TS 24.229 [10], clause 5.1.1.4.

8.2.2 Conformance requirement
[TS24.229, clause 5.1.1.4.1]:

The UE can perform the reregistration of a previously registered public user identity bound to any one of its contact
addresses and the associated set of security associations or TLS sessions at any time after the initial registration has
been completed.

The UE can perform the reregistration of a previously registered public user identity over any existing set of security
associations or TLS session that is associated with the related contact address.

The UE can perform the reregistration of a previously registered public user identity viaan initial registration as
specified in subclause 5.1.1.2, when binding the previously registered public user identity to new contact address.

The UE can perform registration of additional public user identities at any time after the initial registration has been
completed. The UE shall perform the registration of additional public user identities either:

- over the existing set of security associations or TLS sessions, if appropriate to the security mechanismin use,
that is associated with the related contact address; or

- viaaninitial registration as specified in subclause 5.1.1.2.

The UE can fetch bindings as defined in RFC 3261 at any time after theinitial registration has been completed. The
procedure for fetching bindings is the same as for a reregistration except that the REGISTER request does not contain a
Contact header field.

Unless either the user or the application within the UE has determined that a continued registration is not required the
UE shall reregister an already registered public user identity either 600 seconds before the expiration time if the
previous registration was for greater than 1200 seconds, or when half of the time has expired if the previous registration
was for 1200 seconds or less, or when the UE intends to update its capabilities according to RFC 3840 or when the UE
needs to modify the ICSI values that the UE intends to usein a g.3gpp.icsi-ref mediafeature tag or IARI values that the
UE intends to use in the g.3gpp.iari-ref media feature tag.

When sending a protected REGISTER request, the UE shall use a security association or TLS session associated with
the contact address used to send the request, see 3GPP TS 33.203, established as aresult of an earlier initial registration.

The UE shall extract or derive a public user identity, the private user identity, and the domain name to be used in the
Request-URI in the registration, according to the procedures described in subclause 5.1.1.1A or subclause 5.1.1.1B.

On sending a REGISTER request that does not contain a challenge response, the UE shall populate the header fields as
follows:

a) aFrom header field set to the SIP URI that contains the public user identity to be registered;
b) aTo header field set to the SIP URI that contains the public user identity to be registered;

¢) aContact header field set to include SIP URI(s) that contain(s) in the hostport parameter the | P address or FQDN
of the UE, and containing the instance ID of the UE in the "+sip.instance" header field parameter, if the UE
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supports GRUU (see table A .4, item A.4/53) or multiple registrations. If the UE support multiple registrations, it
shall include "reg-id" header field as described in RFC 5626. The UE shall include all supported ICS| values
(coded as specified in subclause 7.2A.8.2) in a g.3gpp.icsi-ref media feature tag as defined in subclause 7.9.2 and
RFC 3840 for the IMS communication it intends to use, and |ARI values (coded as specified in

subclause 7.2A.9.2), for the IMS applications it intends to use in a g.3gpp.iari-ref media feature tag as defined in
subclause 7.9.3 and RFC 3840;

d) aViaheader field set to include the | P address or FQDN of the UE in the sent-by field. For the TCP, the
response is received on the TCP connection on which the request was sent. If the UE previously has previously
negotiated sending of keep-alives associated with the registration, it shall include a"keep" header field parameter
with no value in the Via header field, in order to indicate continuous support to send keep-alives, as described in
draft-ietf-sipcore-keep;

€) aregistration expiration interval value, set to 600 000 seconds as the value desired for the duration of the
registration;

NOTE 1: Theregistrar (S-CSCF) might decrease the duration of the registration in accordance with network policy.
Registration attempts with aregistration period of less than a predefined minimum value defined in the
registrar will be regjected with a423 (Interval Too Brief) response.

f) aRequest-URI set to the SIP URI of the domain nhame of the home network used to address the REGISTER
request;

0) the Supported header field containing the option-tag "path", and if GRUU is supported, the option-tag "gruu”;

h) if available to the UE (as defined in the access technology specific annexes for each access technology), a P-
Access-Network-Info header field set as specified for the access network technology (see subclause 7.2A.4); and

i) aSecurity-Client header field to announce the media plane security mechanisms the UE supports, if any,
according to the procedures described in draft-dawes-di spatch-mediasec-parameter.

NOTE 2: Security mechanisms that apply to the media plane are distinguished by the "mediasec” header field
parameter.

On receiving the 200 (OK) response to the REGISTER request, the UE shall:

a) bind the new expiration time of the registration for this public user identity found in the To header field value to
the contact address used in this registration;

b) storethelist of service route values contained in the Service-Route header field and bind the list to the contact
address used in registration, in order to build a proper prel oaded Route header field value for new dialogs and
standal one transactions when using the respective contact address;

NOTE 3: If thelist of Service-Route headers saved from a previous registration and bound to this contact address
and the associated set of security associations or TLS session already exist, then the received list of Service-
Route headers replaces the old list.

NOTE 4: The UE can utilize additional URIs contained in the P-Associated-URI header field, e.g. for application
purposes.

¢) find the Contact header field within the response that matches the one included in the REGISTER request. If this
contains a " pub-gruu" header field parameter or a"temp-gruu" header field parameter or both, and the UE
supports GRUU (see table A.4, item A.4/53), then store the value of those parameters as the GRUUSs for the UE
in association with the public user identity and the contact address that was registered;

d) store the announcement of the media plane security mechanisms the P-CSCF (IMS-ALG) supports received in
the Security-Server header field, if any, according to the procedures described in draft-dawes-dispatch-mediasec-
parameter; and

NOTE 5: Security mechanisms that apply to the media plane are distinguished by the "mediasec” header field
parameter.

e) if the Viaheader field contains a "keep" header field parameter with avalue, continue to send keep-alives as
described in draft-ietf-sipcore-keep, towards the P-CSCF.
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When a 401 (Unauthorized) response to a REGISTER is received the UE shall behave as described in

subclause 5.1.1.5.1.

[TS24.229, clause 5.1.1.4.2]:

On sending a REGISTER request, as defined in subclause 5.1.1.4.1, the UE shall additionally populate the header fields
asfollows:

a) an Authorization header field, with:
- the"username" header field parameter set to the value of the private user identity;

- the"ream" header field parameter directive, set to the value asreceived in the "realm” WWW-Authenticate
header field parameter;

- the"uri" header field parameter, set to the SIP URI of the domain name of the home network;
- the"nonce" header field parameter, set to last received nonce value; and
- the"response" header field parameter, set to the last calculated response value;

NOTE 1: If the UE specifiesits FQDN in the hostport parameter in the Contact header field and in the sent-by field
in the Via header field, then it hasto ensure that the given FQDN will resolve (e.g., by reverse DNS
lookup) to the IP address that is bound to the security association.

NOTE 2: The UE associates two ports, a protected client port and a protected server port, with each pair of security
associations. For details on the selection of the protected port value see 3GPP TS 33.203.

NOTE 3: If the UE is setting up an additional registration using procedures specified in RFC 5626 and the UE
accesses the network through 3GPP or 3GPP2 systems without any NAT, the flow is considered to be
"logical flow".

b) additionally for the Contact header field, include the protected server port value in the hostport parameter;

c) additionally for the Via header field, for UDP, if the REGISTER request is protected by a security association,
include the protected server port value in the sent-by field;

d) a Security-Client header field, set to specify the signalling plane security mechanism it supports, the |Psec layer
algorithms for security and confidentiality protection it supports and the new parameter values needed for the
setup of two new pairs of security associations. For further details see 3GPP TS 33.203 and RFC 3329; and

€) aSecurity-Verify header field that contains the content of the Security-Server header field received in the 401
(Unauthorized) response of the last successful authentication.

On receiving the 200 (OK) response to the REGISTER request, the UE shall additionally:

a) set the security association lifetime associated with this contact address and the associated set of security
associations to the longest of either the previously existing security association lifetime, or the lifetime of the just
completed registration plus 30 seconds.

NOTE 4: If the UE receives Authentication-Info, it will proceed as described in RFC 3310.

Reference(s)

3GPPTS24.229[10], clauses5.1.1.4.1 and 5.1.1.4.2.

8.2.3 Test purpose

1) To verify that the UE can re-register a previously registered public user identity at either 600 seconds before the
expiration time if the initial registration was for greater than 1200 seconds, or when half of the time has expired
if theinitial registration was for 1200 seconds or less; and

2) Extract or derive a public user identity, the private user identity, and the domain name to be used in the Request-
URI in the registration; and
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3) To verify that the UE populates the header field in the REGISTER request with From, To, Via, Contact,
Authorization, Expires, Security-Client, Security-verify, Supported, and P-Access-Network-I1nfo headers; and

4) Upon receiving 200 OK for REGISTER, the UE shall store the new expiration time of the registration for this
public user identity, the list of URIs contained in the P-Associated-URI header value and use these valuesin the
next re-register request.

8.2.4 Method of test

Initial conditions

UE contains either ISIM and USIM applications or only USIM application on UICC. UE is not registered to IMS
services, but has an active PDP context and has discovered the SS as P-CSCF by executing the generic test procedurein
Annex C.2 up to step 3.

SSis configured with the shared secret key of IMS AKA algorithm, related to the IMS private user identity (IMPI)
configured on the UICC card equipped into the UE. SSis able to perform AKAv1-MD5 authentication algorithm for
that IMPI, according to 3GPP TS 33.203 [14] clause 6.1 and RFC 3310 [17].

Test procedure

1-8C) The same procedure asin Annex C.2 is used with the exception that the SS sets the expiration time to 120
secondsin Step 4.

9) Before half of the time has expired from theinitial registration SS receives re-register message reguest with the
From, To, Via, Contact, Authorization, Expires, Security-Client, Security-verify, Supported, and P-Access-
Network-Info header fields.

10) SS responds to the REGISTER request with valid 200 OK response with the list of URIs contained in the P-
Associated-URI header value, the new expiration time (1200 seconds) of the registration for this public user
identity.

11) SS waits for the REGISTER request and verifiesit isreceived at least 600 seconds before the expected
expiration time.

12) SS responds to the REGISTER request with valid 200 OK response with the list of URIs contained in the P-
Associated-URI header value, the new expiration time (1800 seconds) of the registration for this public user
identity.

13) SS waits for the REGISTER request and verifiesit is received at least 600 seconds before the expected
expiration time.

14) SS responds to the REGISTER request with valid 200 OK response. SS shall populate the headers of the 200 OK
response according to the 200 response for REGISTER common message definition.
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Step Direction Message Comment
UE | ssS
1-8C Messages 1-11 of Annex C.2 The same messages as in Annex C.2 are used with
the exception that in Step 7 of C.2, the SS responds
with 200 OK indicating 120 seconds expiration time.
9 > REGISTER The SS receives REGISTER from the UE 60
seconds before the expiration time set in the initial
registration request.
10 < 200 OK The SS responds with 200 OK indicating 1200
seconds expiration time.
11 > REGISTER The SS receives REGISTER from the UE 600
seconds before the expiration time set in step 10.
12 < 200 OK The SS responds with 200 OK indicating 1800
seconds expiration time.
13 > REGISTER The SS receives REGISTER from the UE 600
seconds before the expiration time set in step 12
14 < 200 OK The SS responds with 200 OK indicating the default
expiration time.

Specific Message Contents

Messages in Step 1-8C

Messagesin Step 1-8C are the same as those specified in Annex C.2 with the following exception for the 200 OK for

REGISTER in Step 7 of C.2:

Use the default message “200 OK for REGISTER” in annex A.1.3 with the following exceptions:

Header/param Value/remark
Contact
expires 120

REGISTER (Step 9)

Use the default message “REGISTER” in annex A.1.1 with conditions A2 " Subsequent REGISTER sent over security
associations' and A17 "UE initiated IMS re-registration or de-registration” and with the following exceptions:

Header/param Value/remark
Security-Client

spi-c new SPI number of the inbound SA at the protected client port, shall be different
than in step 3

spi-s new SPI number of the inbound SA at the protected server port, shall be different
than in step 3

port-c new protected client port, shall be different than in step 3

port-s Same value as in the previous REGISTER

200 OK for REGISTER (Step 10)

Use the default message “200 OK for REGISTER” in annex A.1.3 with the following exceptions:

Header/param

Value/remark

Contact
expires 1200
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REGISTER (Step 11)
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Use the default message “REGISTER” in annex A.1.1 with conditions A2 " Subsequent REGISTER sent over security
associations' and A17 "UE initiated IMS re-registration or de-registration” and with the following exceptions:

Header/param Value/remark
Security-Client

spi-c new SPI number of the inbound SA at the protected client port, shall be different
than in step 3 but may or may not be the same as in step 9

spi-s new SPI number of the inbound SA at the protected server port, shall be different
than in step 3 but may or may not be the same as in step 9

port-c new protected client port, shall be different than in step 3 but may or may not be the
same as in step 9

port-s Same value as in the previous REGISTER

200 OK for REGISTER (Step 12)

Use the default message “200 OK for REGISTER” in annex A.1.3 with the following exceptions:

Header/param

Value/remark

Contact
expires

1800

REGISTER (Step 13)

Use the default message “REGISTER” in annex A.1.1 with conditions A2 " Subsequent REGISTER sent over security
associations' and A17 "UE initiated IMS re-registration or de-registration” and with the following exceptions:

Header/param Value/remark
Security-Client

spi-c new SPI number of the inbound SA at the protected client port, shall be different
than in step 3 but may or may not be the same as in step 9 or step 11

spi-s new SPI number of the inbound SA at the protected server port, shall be different
than in step 3 but may or may not be the same as in step 9 or step 11

port-c new protected client, shall be different than in step 3 but may or may not be the
same as in step 9 or step 11

port-s Same value as in the previous REGISTER

200 OK for REGISTER (Step 14)

Use the default message “200 OK for REGISTER” in annex A.1.3.

8.2.5

Test requirements

1. The UE shall in step 9 send the REGISTER request within 60 seconds from the time instant that it receives 200

OK in step 4 from the SS.

2. The UE shall in step 11 send the REGISTER request within 600 seconds from the time instant that it receives
200 OK fromthe SSin step 10.

3. TheUE shdll in step 13 send the REGISTER request within 1200 seconds from the time instant that it receives
200 OK fromthe SSin step 12.

8.3

8.3.1 Definition

Mobile Initiated Deregistration

Test to verify that the UE can perform a correct de-registration procedure. This processis described in 3GPP TS 24.229

[10], clause 5.1.1.6.
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8.3.2 Conformance requirement

[TS 24.229, clause 5.1.1.6.1]:

The UE can deregister a public user identity that it has previously registered with its contact address at any time. The
UE shall protect the REGISTER request using a security association or TLS session that is associated with contact
address, see 3GPP TS 33.203, established as aresult of an earlier registration, if oneisavailable.

The UE shall extract or derive a public user identity, the private user identity, and the domain name to be used in the
Request-URI in the registration, according to the procedures described in subclause 5.1.1.1A or subclause 5.1.1.1B.

Prior to sending a REGISTER request for deregistration, the UE shall release all dialogs that were using the contact
addresses that is going to be deregistered and related to the public user identity that is going to be deregistered or to one
of the implicitly registered public user identities. However:

- if thediaog that was established by the UE subscribing to the reg event package used the public user identity
that is going to be deregistered; and

- thisdialogisthe only remaining dialog used for subscription to reg event package of the user, i.e. there are no
other contact addresses registered with associated subscription to the reg event package of the user;

then the UE shall not release this dialog.

On sending a REGISTER request that will remove the binding between the public user identity and one of its contact
addresses, the UE shall populate the header fields as follows:

a) aFrom header field set to the SIP URI that contains the public user identity to be deregistered;
b) aTo header field set to the SIP URI that contains the public user identity to be deregistered;

¢) aContact header field set to the SIP URI(S) that contain(s) in the hostport parameter the | P address of the UE or
FQDN, and containing the Instance ID of the UE in the "+sip.instance" header field parameter, if the UE
supports GRUU (see table A.4, item A.4/53) or multiple registrations. If the UE supports multiple registrations,
it shall include "reg-id" header field parameter as described in RFC 5626;

d) aViaheader field set to include the IP address or FQDN of the UE in the sent-by field;

€) aregistration expiration interval value set to the value of zero, appropriate to the deregistration requirements of
the user;

f) aRequest-URI set to the SIP URI of the domain name of the home network used to address the REGISTER
request;

g) if availableto the UE (as defined in the access technology specific annexes for each access technology), aP-
Access-Network-Info header field set as specified for the access network technology (see subclause 7.2A.4); and

h) a Security-Client header field to announce the media plane security mechanisms the UE supports, if any,
according to the procedures described in draft-dawes-di spatch-mediasec-parameter.

NOTE 1: Security mechanisms that apply to the media plane are distinguished by the "mediasec" header field
parameter.

For a public user identity that the UE has registered with multiple contact addresses (e.g. via different P-CSCFs), the
UE shall aso be able to deregister multiple contact addresses, bound to its public user identity, via single deregistration
procedure as specified in RFC 3261. The UE shall send asingle REGISTER request, using one of its contact addresses
and the associated set of security associations or TLS session, containing alist of Contact headers. Each Contact header
inthe list shall contain the contact addresses that the UE wants to deregister with the "expires' parameter containing the
value equal zero.

The UE can deregister all contact addresses bound to its public user identity and associated with its private user identity.
The UE shall send asingle REGISTER request, using one of its contact addresses and the associated set of security
associations or TLS session, containing a public user identity that is being deregistered in the To header field, and a
single Contact header field with value of "*" and the Expires header field with avalue of "0".
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NOTE 2: All entities subscribed to the reg event package of the user will be inform viaNOTIFY request which
contact addresses bound to the public user identity have been deregistered.

When a 401 (Unauthorized) response to a REGISTER request is received the UE shall behave as described in
subclause 5.1.1.5.1.

On receiving the 200 (OK) response to the REGISTER request, the UE shall:
- remove al registration details relating to this public user identity and the associated contact address.

- store the announcement of the media plane security mechanisms the P-CSCF (IMS-ALG) supports received in
the Security-Server header field, if any, according to the procedures described in draft-dawes-dispatch-mediasec-
parameter.

NOTE 9: Security mechanisms that apply to the media plane are distinguished by the "mediasec" header field
parameter.

If there are no more public user identities registered with this contact address, the UE shall delete any stored media
plane security mechanisms and related keys and any security associations or TLS sessions and related keys it may have
towards the IM CN subsystem.

If al public user identities are deregistered and all security association or TLS session is removed, then the UE shall
consider subscription to the reg event package cancelled (i.e. asif the UE had sent a SUBSCRIBE request with an
Expires header field containing avalue of zero).

[TS 24.229, clause 5.1.1.6.2]:

On sending a REGISTER request, as defined in subclause 5.1.1.6.1, the UE shall additionally populate the header fields
asfollows:

a) an Authorization header field, with:
- the"username" header field parameter, set to the value of the private user identity;

- the"realm" header field parameter, set to the value as received in the "realm” WWW-Authenticate header
field parameter;

- the"uri" header field parameter, set to the SIP URI of the domain name of the home network;
- the"nonce" header field parameter, set to last received nonce value; and
- theresponse directive, set to the last calculated response value;

b) additionally for each Contact header field and associated contact address, include the associated protected server
port value in the hostport parameter;

c) additionally for the Via header field, include the protected server port value bound to the security association in
the sent-by field;

NOTE 1: If the UE specifiesits FQDN in the hostport parameter in the Contact header field and in the sent-by field
in the Via header field, then it hasto ensure that the given FQDN will resolve (e.g., by reverse DNS
lookup) to the IP address that is bound to the security association.

d) aSecurity-Client header field, set to specify the signalling plane security mechanisms it supports, the IPsec layer
agorithms for integrity and confidentiality protection it supports and the new parameter values needed for the
setup of two new pairs of security associations. For further details see 3GPP TS 33.203 and RFC 3329; and

€) a Security-Verify header field that contains the content of the Security-Server header field received in the 401
(Unauthorized) response of the last successful authentication.

NOTE 2: When the UE has received the 200 (OK) response for the REGISTER request of the only public user
identity currently registered with this contact address and its associated set of implicitly registered public
user identities (i.e. no other public user identity isregistered), the UE removes the security association
(between the P-CSCF and the UE) that were using this contact address. Therefore further SIP signalling
using this security association (e.g. the NOTIFY request containing the deregistration event) will not
reach the UE.
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Reference(s)

3GPPTS24.229[10], clauses5.1.1.6.1 and 5.1.1.6.2.

8.3.3 Test purpose

1) To verify that the UE sends a correctly composed initial REGISTER request with an expiration interval value set
to 0 to S-CSCF viathe discovered P-CSCF, according to 3GPP TS 24.229 [10] clause 5.1.1.6.

2) To verify that the UE sends correctly composed unsubscriptions, in case the UE unsubscribes from its event
packages.
8.3.4 Method of test

Initial conditions

UE contains either ISIM and USIM applications or only USIM application on UICC. UE isregistered to IMS services
by performing the generic registration test procedure in Annex C.2 up to the last step.

SSis configured with the IMSI within the USIM application, the home domain name, public and private user identities
together with the shared secret key of IMS AKA agorithm, related to the IMS private user identity (IMPI) that is
configured on the UICC card equipped into the UE. SSislistening to SIP default port 5060 for both UDP and TCP
protocols. SSis able to perform AKAv1-M D5 authentication algorithm for that IMPI, according to 3GPP TS 33.203
[14] clause 6.1 and RFC 3310 [17].

Test procedure
0) TheUE istriggered by MMI to initiate a deregistration procedure.
OA-0D) UE optionally unsubscribes from event packages it had subscribed to.

1) IMSderegistrationisinitiated on the UE. SS waits for the UE to send a REGISTER request, in accordance to
3GPP TS 24.229[10], clause 5.1.1.6.

2) SSrespondsto REGISTER with a correctly composed 200 OK message.

Expected sequence

Step Direction Message Comment
UE | ss
0 Make the UE deregister from IMS
0A-2 Steps 0A-2 defined in Annex C.30

8.3.5  Test Requirements

SS shall check in steps 0A-0D that the UE uses headers as described in C.30 in case it unsubscribes from event
packages.

SS shall check in step 1 that the de-register request sent by the UE has the headers correctly populated as per the default
message “REGISTER” in annex A.1.1 condition A2, except for the headers described in 8.3.4.

8.4 Invalid behaviour- 423 Interval too brief

84.1 Definition

Test to verify that the UE sends another REGISTER request using a correct expiration timer when a registration attempt
was rejected with a423 (Interval Too Brief) response.
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8.4.2 Conformance requirement
On receiving a423 (Interval Too Brief) response to the REGISTER request, the UE shall:

- send another REGISTER request populating the registration expiration interval value with an expiration timer of
at least the value received in the Min-Expires header field of the 423 (Interval Too Brief) response.

Reference(s)

3GPP TS 24.229[10Q], clause 5.1.1.2.1.

8.4.3 Test purpose

To verify that after receiving avalid 423 (Interval Too Brief) response to the REGISTER request, the UE sends another
REGISTER request populating the Expires header or the expires parameter in the Contact header with an expiration
timer of at least the value received in the Min-Expires header of the 423 (Interval Too Brief) response.

8.4.4 Method of test

Initial conditions

UE contains either ISIM and USIM applications or only USIM application on UICC. UE is not registered to IMS
services, but has an active PDP context and has discovered the SS as P-CSCF by executing the generic test procedure in
Annex C.2 up to step 3.

SSis configured with the IMSI within the USIM application, the home domain name, public and private user identities
together with the shared secret key of IMS AKA algorithm, related to the IMS private user identity (IMPI) that is
configured on the UICC card equipped into the UE. SSislistening to SIP default port 5060 for both UDP and TCP
protocols.
Test procedure

1 IMSregistration isinitiated on the UE. SS waits for the UE to send an initial REGISTER request.

2 SSrespondsto theinitial REGISTER request with a423 (Interval Too Brief) response.

3 SSwaitsfor the UE to send another REGISTER request populating the Expires header or the expires parameter
in the Contact header with an expiration timer of at least the value received in the Min-Expires header of the 423
(Interval Too Brief) response.

4 Continue test execution with the Generic test procedure in Annex C.2, step 5, with the modifications listed
below.

Expected sequence

Step Direction Message Comment
UE | ssS
1 > REGISTER UE sends initial registration for IMS services.
2 <« 423 Interval Too Brief The SS responds with a 423 (Interval Too Brief) too

brief response to the REGISTER request with T
value in Min-Expires header.

3 > REGISTER UE sends a new REGISTER request with expires
parameter value set to Tmod (equal or greaterto T
value in Min-Expires header of 423 (Interval Too
Brief)).

4 > Continue with Annex C.2 step 5 Execute the Generic test procedure Annex C.2
steps 5-11 in order to get the UE in a stable
registered state.
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Specific Message Contents

REGISTER (Step 1)

Use the default message “REGISTER” in annex A.1.1 with condition A1 “Initial unprotected REGISTER”.

423 Interval Too Brief for REGISTER (Step 2)

Use the default message “423 Interval Too Brief for REGISTER” in annex A.1.7 with the following exception:

Header/param Value/remark
Min-Expires
delta-seconds 800000 (referred to as T in the test procedure and test requirement)

REGISTER (Step 3)

Use the default message “REGISTER” in annex A.1.1 with condition A1 “Initial unprotected REGISTER” with the
following exceptions:

Header/param Value/remark
Contact
expires 800000 (referred to as Tmod in the expected sequence) (if present, see Rule 1)
Expires (if present, see Rule 1)
delta-seconds 800000 (referred to as Tmod in the expected sequence)
CSeq
value must be incremented from the previous REGISTER

Rulel: The REGISTER regquest must contain either an Expires header or an expires parameter in the Contact
header. If both are present the value of Expires header is not important.

Madifications to steps detailed in Appendix C.2:

REGISTER (Step 6)

Header/param Value/remark
Contact
expires 800000 (if present)
Expires (if present)
delta-seconds 800000

200 OK (Step 7)

Header/param Value/remark

Contact
expires 800000

8.4.5 Test requirements
Step 3: The UE shall send another REGISTER request populating the Expires header or the expires parameter in the

Contact header with an expiration timer of at least the value received in the Min-Expires header of the 423 (Interval Too
Brief) response.
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8.5 to 8.9 Void

8.10 Initial registration using GIBA

8.10.1 Definition

Test to verify that the UE can correctly register to IMS services when equipped with UICC that contains ISIM and
USIM applications or only USIM application. The process consists of sending initial registration to S-CSCF via the P-
CSCF discovered and subscribing the registration event package for the registered default public user identity, i.e. the
UE uses GIBA as security scheme.

8.10.2 Conformance requirement
[TS24.229 Rel-8, clause 5.1.1.2.1]

The UE shall extract or derive a public user identity, the private user identity, and the domain name to be used in the
Request-URI in the registration, according to the procedures described in subclause 5.1.1.1A or subclause 5.1.1.1B. A
public user identity may be input by the end user.

On sending an unprotected REGISTER request, the UE shall populate the header fields as follows:
a) aFrom header field set to the SIP URI that contains the public user identity to be registered;
b) aTo header field set to the SIP URI that contains the public user identity to be registered;

¢) aContact header field set to include SIP URI(s) containing the | P address or FQDN of the UE in the hostport
parameter. If the UE supports GRUU (see table A.4, item A.4/53) or multiple registrations, the UE shall include
a"+sip.instance" header field parameter containing the instance ID. If the UE supports multiple registrations it
shall include "reg-id" header field parameter as described in RFC 5626. The UE shall include al supported ICSI
values (coded as specified in subclause 7.2A.8.2) in ag.3gpp.icsi-ref media feature tag as defined in
subclause 7.9.2 and RFC 3840 for the IMS communication services it intends to use, and IARI values (coded as
specified in subclause 7.2A.9.2), for the IMS applications it intends to use in a g.3gpp.iari-ref media feature tag
as defined in subclause 7.9.3 and RFC 3840;

d) aViaheader field set to include the sent-by field containing the |P address or FQDN of the UE and the port
number where the UE expects to receive the response to this request when UDPis used. For TCP, the responseis
received on the TCP connection on which the request was sent. The UE shall also include a"rport" header field
parameter with no value in the Via header field. Unless the UE has been configured to not send keep-alives, and
unless the UE is directly connected to an IP-CAN for which usage of NAT is not defined, it shall include a
"keep" header field parameter with no valuein the Via header field, in order to indicate support of sending keep-
alives associated with the registration, as described in RFC 6223;

NOTE 2: When sending the unprotected REGISTER request using UDP, the UE transmit the request from the same
I P address and port on which it expects to receive the response to this request.

€) aregistration expiration interval value of 600 000 seconds as the value desired for the duration of the
registration;

NOTE 3: Theregistrar (S-CSCF) might decrease the duration of the registration in accordance with network policy.
Registration attempts with a registration period of less than a predefined minimum value defined in the
registrar will be rejected with a 423 (Interval Too Brief) response.

f) aRequest-URI set to the SIP URI of the domain name of the home network used to address the REGISTER
request;

g) the Supported header field containing the option-tag "path”, and
1) if GRUU is supported, the option-tag "gruu”; and

2) if multiple registrationsis supported, the option-tag "outbound".
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h)

if a security association or TLS session exists, and if available to the UE (as defined in the access technology
specific annexes for each access technology), a P-Access-Network-1nfo header field set as specified for the
access network technology (see subclause 7.2A.4).

[TS24.229 Rel-9, clause 5.1.1.2.1]:

h)

i)

if a security association or TLS session exists, and if available to the UE (as defined in the access technology
specific annexes for each access technology), a P-Access-Network-1nfo header field set as specified for the
access network technology (see subclause 7.2A.4); and

a Security-Client header field to announce the media plane security mechanisms the UE supports, if any, labelled
with the "mediasec” header field parameter specified in subclause 7.2A.7.

NOTE 4: The"mediasec" header field parameter indicates that security mechanisms are specific to the media plane.

[TS24.229 Rel-10, clause 5.1.1.2.1]

The UE shall extract or derive a public user identity, the private user identity, and the domain name to be used in the
Request-URI in the registration, according to the procedures described in subclause 5.1.1.1A or subclause 5.1.1.1B. A
public user identity may be input by the end user.

On sending an unprotected REGISTER request, the UE shall populate the header fields as follows:

a)
b)

©)

a From header field set to the SIP URI that contains the public user identity to be registered,;
aTo header field set to the SIP URI that contains the public user identity to be registered;

a Contact header field set to include SIP URI(s) containing the | P address or FQDN of the UE in the hostport
parameter. If the UE:

1) supports GRUU (seetable A.4, item A.4/53);
2) supports multiple registrations;

3) hasan IMEI available; or

4) hasan MEID available;

the UE shall include a"+sip.instance" header field parameter containing the instance ID. Only the IMEI shall
be used for generating an instance ID for a multi-mode UE that supports both 3GPP and 3GPP2 defined radio
access networks.

NOTE 2: The requirement placed on the UE to include an instance ID based on the IMEI or the MEID when the

d)

UE does not support GRUU and does not support multiple registrations does not imply any additional
reguirements on the network.

If the UE supports multiple registrations it shall include "reg-id" header field parameter as described in

RFC 5626 [92]. The UE shall include all supported ICSI values (coded as specified in subclause 7.2A.8.2) ina
g.3gpp.icsi-ref media feature tag as defined in subclause 7.9.2 and RFC 3840 for the IMS communication
servicesit intends to use, and IARI values (coded as specified in subclause 7.2A.9.2), for the IMS applications it
intends to usein ag.3gpp.iari-ref media feature tag as defined in subclause 7.9.3 and RFC 3840;

aViaheader field set to include the sent-by field containing the IP address or FQDN of the UE and the port
number where the UE expects to receive the response to this request when UDPis used. For TCP, the responseis
received on the TCP connection on which the request was sent. The UE shall also include a"rport" header field
parameter with no value in the Via header field. Unless the UE has been configured to not send keep-alives, and
unless the UE isdirectly connected to an IP-CAN for which usage of NAT is not defined, it shal include a
"keep" header field parameter with no value in the Via header field, in order to indicate support of sending keep-
alives associated with the registration, as described in RFC 6223 [143];

NOTE 3: When sending the unprotected REGISTER request using UDP, the UE transmit the request from the same

IP address and port on which it expects to receive the response to this request.
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€)

aregistration expiration interval value of 600 000 seconds as the value desired for the duration of the
registration;

NOTE 4: Theregistrar (S-CSCF) might decrease the duration of the registration in accordance with network policy.

f)

9)

h)

Registration attempts with aregistration period of less than a predefined minimum value defined in the
registrar will be rejected with a423 (Interval Too Brief) response.

a Request-URI set to the SIP URI of the domain name of the home network used to address the REGISTER
request;

the Supported header field containing the option-tag "path", and
1) if GRUU is supported, the option-tag "gruu”; and
2) if multiple registrationsis supported, the option-tag "outbound".

if a security association or TLS session exists, and if available to the UE (as defined in the access technology
specific annexes for each access technology), a P-Access-Network-1nfo header field set as specified for the
access network technology (see subclause 7.2A.4); and

a Security-Client header field to announce the media plane security mechanisms the UE supports, if any, labelled
with the "mediasec” header field parameter specified in subclause 7.2A.7.

NOTE 5: The"mediasec" header field parameter indicates that security mechanisms are specific to the media plane.

[TS24.229, clause 5.1.1.2.6]

On sending a REGISTER request, as defined in subclause 5.1.1.2.1, the UE shall additionally populate the header fields
asfollows:

a)

b)
©)

d)

€)

f)

an Authorization header field as defined in RFC 2617 shall not be included, in order to indicate support for
GPRS-IMS-Bundled authentication.

the Security-Client header field as defined in RFC 3329 shall not be included;

a From header field set to atemporary public user identity derived from the IMSI, asdefined in
3GPP TS 23.003, as the public user identity to be registered;

aTo header field set to atemporary public user identity derived from the IMSI, as defined in 3GPP TS 23.003,
asthe public user identity to be registered,;

the Contact header field with the port value of an unprotected port where the UE expects to receive subsequent
mid-dialog requests; and

the Via header field with the port value of an unprotected port where the UE expects to receive responses to the
request.

NOTE 1: Sincethe private user identity is not included in the REGISTER requests when GPRS-IMS-Bundled

authentication is used for registration, re-registration and de-registration procedures, all REGISTER
requests from the UE use the IM SI-derived IMPU as the public user identity even when the implicitly
registered IMPUs are available at the UE. The UE does not use the temporary public user identity (IMSI-
derived IMPU) in any non-registration SIP requests.

On receiving the 200 (OK) response to the REGISTER request defined in subclause 5.1.1.2.1, there are no additional
requirements for the UE.

NOTE 2: When GPRS-IMS-Bundled authentication isin use, a 401 (Unauthorized) response to the REGISTER

request is not expected to be received.

[TS24.229, clause 5.1.1.3]

Upon receipt of a2xx response to the initial registration, the UE shall subscribe to the reg event package for the public
user identity registered at the user'sregistrar (S-CSCF) as described in RFC 3680.

The UE shall subscribe to the reg event package upon registering a new contact address viaan initial registration
procedure. If the UE receives aNOTIFY request viathe newly established subscription dialog and viathe previously
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established subscription dialogs (there will be at least one), the UE may terminate the previously established
subscription dialogs and keep only the newly established subscription dial og.

The UE shall use the default public user identity for subscription to the registration-state event package, if the public
user identity that was used for initial registration is abarred public user identity. The UE may use either the default
public user identity or the public user identity used for initial registration for the subscription to the registration-state
event package, if theinitial public user identity that was used for initial registration is not barred.

[TS24.229 Rel-8, clause 5.1.1.3]
On sending a SUBSCRIBE request, the UE shall populate the header fields as follows:

a) aRequest-URI set to the resource to which the UE wants to be subscribed to, i.e. to a SIP URI that contains the
public user identity used for subscription;

b) aFrom header field set to a SIP URI that contains the public user identity used for subscription;

c) aToheader field set to a SIP URI that contains the public user identity used for subscription;

d) an Event header field set to the "reg" event package;

€) an Expires header field set to 600 000 seconds as the value desired for the duration of the subscription;

f) if available to the UE (as defined in the access technology specific annexes for each access technology), a P-
Access-Network-Info header field set as specified for the access network technology (see subclause 7.2A.4); and

g) aContact header field set to contain:

- thesame |P address or FQDN, and if multiple registrations is supported, itsinstance ID ("+sip.instance"
header field parameter) and an "ob" SIP URI parameter as described in RFC 5626 [92];

- if IMSAKA or SIP digest with TLS is being used as a security mechanism, the protected server port value as
intheinitial registration; and

- if SIPdigest without TLS, NASS-IM S bundled authentication or GPRS-IM S-Bundled authentication is being
used as a security mechanism, the port value of an unprotected port where the UE expects to receive
subsequent mid-dialog requests. The UE shall set the unprotected port value to the port value used in the
initial REGISTER request.

[TS24.229 Rel-9, clause 5.1.1.3]
On sending a SUBSCRIBE request, the UE shall populate the header fields as follows:

a) aRequest-URI set to the resource to which the UE wants to be subscribed to, i.e. to a SIP URI that contains the
public user identity used for subscription;

b) aFrom header field set to a SIP URI that contains the public user identity used for subscription;
¢) aTo header field set to a SIP URI that contains the public user identity used for subscription;
d) an Event header field set to the "reg" event package;
€) an Expires header field set to 600 000 seconds as the value desired for the duration of the subscription;
f) void; and
g) void.
[TS24.229, clause 5.1.2A.1.1]
The procedures of this subclause are general to all requests and responses, except those for the REGISTER method.

When the UE sends any request using either a given contact address or to the registration flow and the associated
contact address, the UE shall:

- if IMS AKA isin use as a security mechanism:
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a) if the UE has not obtained a GRUU, populate the Contact header field of the request with the protected server
port and the respective contact address; and

b) include the protected server port and the respective contact address in the Via header field entry relating to
the UE;

if GPRS-IMS-Bundled authentication isin use as a security mechanism, and therefore no port is provided for
subsequent SIP messages by the P-CSCF during registration, the UE shall send any request to the same port used
for the initial registration as described in subclause 5.1.1.2.

If thisisarequest for anew dialog, the Contact header field is populated as follows:

1)

acontact header value which is one of:

- if apublic GRUU value ("pub-gruu” header field parameter) has been saved associated with the public user
identity to be used for this request, and the UE does not indicate privacy of the P-Asserted-1dentity, then the
UE should insert the public GRUU ("pub-gruu” header field parameter) value as specified in RFC 5627; or

- if atemporary GRUU value ("temp-gruu" header field parameter) has been saved associated with the public
user identity to be used for this request, and the UE does indicate privacy of the P-Asserted-ldentity, then the
UE should insert the temporary GRUU ("temp-gruu” header field parameter) val ue as specified in RFC 5627,
or

- otherwise, a SIP URI containing the contact address of the UE;

NOTE 7: The above items are mutually exclusive.

2)

3)

4)

include an "ob" SIP URI parameter, if the UE supports multiple registrations, and the UE wants all subsequent
requestsin the dialog to arrive over the same flow identified by the flow token as described in RFC 5626;

if the request is related to an IM'S communication service that requires the use of an ICS| then the UE shall
include in ag.3gpp.icsi-ref media feature tag, as defined in subclause 7.9.2 and RFC 3841, the ICSI value (coded
as specified in subclause 7.2A.8.2) for the IMS communication service. The UE may also include other ICSI
values that the UE is prepared to use for all dialogs with the terminating UE(s); and

if the request isrelated to an IM S application that is supported by the UE, then the UE may includein a
g.3gpp.iari-ref media feature tag, as defined in subclause 7.9.3 and RFC 3841, the |ARI value (coded as
specified in subclause 7.2A.9.2) that is related to the IM S application and that applies for the dialog.

If available to the UE (as defined in the access technology specific annexes for each access technology), the UE shall
insert a P-Access-Network-Info header field into any request for adialog, any subsequent request (except ACK requests
and CANCEL requests) or response (except CANCEL responses) within a dialog or any request for a standalone
method (see subclause 7.2A.4).

[TS24.341, clause 5.3.2.2]

a) On sending a REGISTER request, the SM-over-1P receiver shall indicate its capability to receive traditional short

messages over IMS network by including a*+g.3gpp.smsip” parameter into the Contact header according to
RFC 3840.

Reference(s)

TS24.229[10] clauses5.1.1.2.1,5.1.1.2.6,5.1.1.3, 5.1.2A.1.2 and TS 24.341 [90] clause 5.3.2.2.

8.10.3 Test purpose

1)

To verify that UE correctly derives atemporary public user identity from the IMSI parameter.

2) Void
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3) To verify that the UE sends a correctly composed initial REGISTER reguest.
4) To verify that after receiving a 200 OK response, the UE subscribes to the reg event package.
5) To verify that the UE responds the received NOTIFY with 200 OK.

8.10.4 Method of test

Initial conditions

UE contains ISIM and USIM applications or only USIM application on UICC. UE is not registered to IMS services, but
has an active PDP context and has discovered the SS as P-CSCF by executing the generic test procedure in Annex C.2a
up to step 3.

SSis configured with the IMSI, the home domain name, public and private user identities and the currently assigned IP
address. SSislistening to SIP default port 5060 for both UDP and TCP protocols.

Test procedure

1) The UE initiates IMS registration indicating support of GIBA. SS waits for the UE to send an initial REGISTER
request.

2) The SSresponds to the REGISTER request with a 200 OK response,

3) The SSwaitsfor the UE to send a SUBSCRIBE request.

4) The SS responds to the SUBSCRIBE request with a 200 OK response.

5) The SSsendsavalid NOTIFY request for the subscribed registration event package.
6) The SSwaitsfor the UE to respond to the NOTIFY with a 200 OK response.

Expected sequence

Step Direction Message Comment
UE | SsS

1 > REGISTER The UE sends initial registration for IMS services
indicating support for GIBA procedure by not
including an Authorization header field.

2 < 200 OK The SS responds with 200 OK.

3 > SUBSCRIBE The UE subscribes to its registration event
package.

4 < 200 OK The SS responds with 200 OK.

5 < NOTIFY The SS sends initial NOTIFY for registration event
package, containing full registration state
information for the registered public user identity in
the XML body

6 > 200 OK The UE responds with 200 OK.

NOTE: The default message contentsin annex A are used.
Specific Message Contents

REGISTER (Step 1)

Use the default message “REGISTER” in annex A.1.1 with condition A3 "REGISTER for the case UE supports GIBA"
and condition A6 “The UE supports SM-over-IP receiver” (if UE supports SM-over-IP receiver marked as yes).

200 OK for REGISTER (Step 2)

Use the default message “200 OK for REGISTER” in annex A.1.3 with condition A2 “GIBA”.
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SUBSCRIBE (Step 3)

Use the default message “ SUBSCRIBE for reg-event package” in annex A.1.4 with condition A2 “GIBA”.

200 OK for SUBSCRIBE (Step 4)
Use the default message “200 OK for SUBSCRIBE” in annex A.1.5 with condition A2 “GIBA”.

NOTIFY (Step 5)

Use the default message “NOTIFY for reg-event package” in annex A.1.6 with condition A2 “GIBA”.

200 OK for NOTIFY (Step 6)
Use the default message “200 OK for other requests than REGISTER or SUBSCRIBE” in annex A.3.1.

8.10.5 Test requirements

The UE shall send requests and responses as described in clause 8.10.4.

8.11 Initial registration using IMS AKA and GIBA against a
network with GIBA support only

8.11.1 Definition

Test to verify that the UE can correctly register to IMS servicesin anetwork with support for GIBA only, when
equipped with UICC that contains either both ISIM and USIM applications or only USIM application but not ISIM. The
process consists of sending initial registration to S-CSCF via the P-CSCF discovered, authenticating the user and finally
subscribing the registration event package for the registered default public user identity.

8.11.2 Conformance requirement
[TS24.229, clause 5.1.1.2.1]

The UE shall extract or derive a public user identity, the private user identity, and the domain name to be used in the
Request-URI in the registration, according to the procedures described in subclause 5.1.1.1A or subclause 5.1.1.1B. A
public user identity may be input by the end user.

[TS24.229 Rel-8, clause 5.1.1.2.1]

On sending an unprotected REGISTER request, the UE shall populate the header fields as follows:
a) aFrom header field set to the SIP URI that contains the public user identity to be registered;
b) aTo header field set to the SIP URI that contains the public user identity to be registered;

c) aContact header field set to include SIP URI(s) containing the IP address or FQDN of the UE in the hostport
parameter. If the UE supports GRUU (seetable A.4, item A.4/53) or multiple registrations, the UE shall include
a"+sip.instance" header field parameter containing the instance ID. If the UE supports multiple registrations it
shall include "reg-id" header field parameter as described in RFC 5626. The UE shall include al supported |CSI
values (coded as specified in subclause 7.2A.8.2) in a g.3gpp.icsi-ref media feature tag as defined in
subclause 7.9.2 and RFC 3840 for the IMS communication servicesit intendsto use, and IARI values (coded as
specified in subclause 7.2A.9.2), for the IMS applications it intends to use in a g.3gpp.iari-ref media feature tag
as defined in subclause 7.9.3 and RFC 3840;

d) aViaheader field set to include the sent-by field containing the |P address or FQDN of the UE and the port
number where the UE expects to receive the response to this request when UDPis used. For TCP, the responseis
received on the TCP connection on which the request was sent. The UE shall also include a"rport" header field
parameter with no valuein the Via header field. Unless the UE has been configured to not send keep-alives, and
unless the UE is directly connected to an IP-CAN for which usage of NAT is not defined, it shall include a
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"keep" header field parameter with no value in the Via header field, in order to indicate support of sending keep-
alives associated with the registration, as described in RFC 6223;

NOTE 2: When sending the unprotected REGISTER request using UDP, the UE transmit the request from the same
IP address and port on which it expects to receive the response to this request.

€) aregistration expiration interval value of 600 000 seconds as the value desired for the duration of the
registration;

NOTE 3: Theregistrar (S-CSCF) might decrease the duration of the registration in accordance with network policy.
Registration attempts with aregistration period of less than a predefined minimum value defined in the
registrar will be rejected with a 423 (Interval Too Brief) response.

f) aRequest-URI set to the SIP URI of the domain name of the home network used to address the REGISTER
request;

g) the Supported header field containing the option-tag "path", and
1) if GRUU is supported, the option-tag "gruu"; and
2) if multiple registrations is supported, the option-tag "outbound"”.

h) if asecurity association or TLS session exists, and if available to the UE (as defined in the access technology
specific annexes for each access technology), a P-Access-Network-1nfo header field set as specified for the
access network technology (see subclause 7.2A.4).

[TS24.229 Rel-9, clause 5.1.1.2.1]

h) if asecurity association or TLS session exists, and if available to the UE (as defined in the access technology
specific annexes for each access technology), a P-Access-Network-Info header field set as specified for the
access network technology (see subclause 7.2A.4); and

i) aSecurity-Client header field to announce the media plane security mechanisms the UE supports, if any, labelled
with the "mediasec" header field parameter specified in subclause 7.2A.7.

NOTE 4: The"mediasec" header field parameter indicates that security mechanisms are specific to the media plane.
[TS24.229 Rel-10, clause 5.1.1.2.1]
On sending an unprotected REGISTER request, the UE shall populate the header fields as follows:

a) aFrom header field set to the SIP URI that contains the public user identity to be registered;

b) aTo header field set to the SIP URI that contains the public user identity to be registered;

c) aContact header field set to include SIP URI(s) containing the | P address or FQDN of the UE in the hostport
parameter. If the UE:

1) supports GRUU (seetable A.4, item A.4/53);
2) supports multiple registrations;

3) hasan IMEI available; or

4) hasan MEID available;

the UE shall include a"+sip.instance" header field parameter containing the instance ID. Only the IMEI shall
be used for generating an instance ID for a multi-mode UE that supports both 3GPP and 3GPP2 defined radio
access networks.

NOTE 2: The requirement placed on the UE to include an instance ID based on the IMEI or the MEID when the
UE does not support GRUU and does not support multiple registrations does not imply any additional
requirements on the network.

If the UE supports multiple registrations it shall include "reg-id" header field parameter as described in
RFC 5626. The UE shall include all supported ICSI values (coded as specified in subclause 7.2A.8.2) in a
0.3gpp.icsi-ref media feature tag as defined in subclause 7.9.2 and RFC 3840 for the IMS communication
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servicesit intends to use, and IARI values (coded as specified in subclause 7.2A.9.2), for the IMS applications it
intends to usein a g.3gpp.iari-ref media feature tag as defined in subclause 7.9.3 and RFC 3840;

d) aViaheader field set to include the sent-by field containing the I P address or FQDN of the UE and the port
number where the UE expects to receive the response to this request when UDPis used. For TCP, the responseis
received on the TCP connection on which the request was sent. The UE shall also include a"rport" header field
parameter with no value in the Via header field. Unless the UE has been configured to not send keep-alives, and
unless the UE is directly connected to an IP-CAN for which usage of NAT is not defined, it shall include a
"keep" header field parameter with no value in the Via header field, in order to indicate support of sending keep-
alives associated with the registration, as described in RFC 6223;

NOTE 3: When sending the unprotected REGISTER request using UDP, the UE transmit the request from the same
IP address and port on which it expectsto receive the response to this request.

€) aregistration expiration interval value of 600 000 seconds as the val ue desired for the duration of the
registration;

NOTE 4: Theregistrar (S-CSCF) might decrease the duration of the registration in accordance with network policy.
Registration attempts with a registration period of less than a predefined minimum value defined in the
registrar will be rejected with a 423 (Interval Too Brief) response.

f) aRequest-URI set to the SIP URI of the domain name of the home network used to address the REGISTER
request;

g) the Supported header field containing the option-tag "path”, and
1) if GRUU is supported, the option-tag "gruu"; and
2) if multiple registrations is supported, the option-tag "outbound"”.

h) if asecurity association or TLS session exists, and if available to the UE (as defined in the access technology
specific annexes for each access technology), a P-Access-Network-Info header field set as specified for the
access network technology (see subclause 7.2A.4); and

i) aSecurity-Client header field to announce the media plane security mechanisms the UE supports, if any, labelled
with the "mediasec" header field parameter specified in subclause 7.2A.7.

NOTE 5: The"mediasec" header field parameter indicates that security mechanisms are specific to the media plane.
[TS24.229, clause 5.1.1.2.2]

On sending a REGISTER request, as defined in subclause 5.1.1.2.1, the UE shall additionally populate the header
fields as follows:

a) an Authorization header field, with:
- the"username" header field parameter, set to the value of the private user identity;
- the"ream" header field parameter, set to the domain name of the home network;
- the"uri" header field parameter, set to the SIP URI of the domain name of the home network;
- the"nonce" header field parameter, set to an empty value; and
- the"response" header field parameter, set to an empty value;

NOTE 1: If the UE specifiesits FQDN in the hostport parameter in the Contact header field and in the sent-by field
in the Via header field, then it has to ensure that the given FQDN will resolve (e.g., by reverse DNS
lookup) to the | P address that is bound to the security association.

NOTE 2: The UE associates two ports, a protected client port and a protected server port, with each pair of security
association. For details on the selection of the port values see 3GPP TS 33.203.

b) additionally for the Contact header field, if the REGISTER request is protected by a security association, include
the protected server port value in the hostport parameter;
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c) additionally for the Via header field, for UDP, if the REGISTER request is protected by a security association,
include the protected server port value in the sent-by field; and

d) a Security-Client header field set to specify the signalling plane security mechanism the UE supports, the | Psec
layer algorithms the UE supports and the parameters needed for the security association setup. The UE shall
support the setup of two pairs of security associations as defined in 3GPP TS 33.203. The syntax of the
parameters needed for the security association setup is specified in annex H of 3GPP TS 33.203. The UE shall
support the "ipsec-3gpp" security mechanism, as specified in RFC 3329. The UE shall support the | Psec layer
algorithms for integrity and confidentiality protection as defined in 3GPP TS 33.203, and shall announce support
for them according to the procedures defined in RFC 3329.

[TS24.229, clause 5.1.1.2.6]

On sending a REGISTER request, as defined in subclause 5.1.1.2.1, the UE shall additionally populate the header fields
asfollows:

a) an Authorization header field as defined in RFC 2617 shall not be included, in order to indicate support for
GPRS-IMS-Bundled authentication.

b) the Security-Client header field as defined in RFC 3329 shall not be included;

¢) aFrom header field set to atemporary public user identity derived fromthe IMSI, as defined in
3GPP TS 23.003, as the public user identity to be registered,;

d) aTo header field set to atemporary public user identity derived from the IMSI, as defined in 3GPP TS 23.003,
as the public user identity to be registered,;

€) the Contact header field with the port value of an unprotected port where the UE expects to receive subsequent
mid-dialog requests; and

f) the Viaheader field with the port value of an unprotected port where the UE expects to receive responses to the
request.

NOTE 1: Since the private user identity is not included in the REGISTER requests when GPRS-IMS-Bundled
authentication is used for registration, re-registration and de-registration procedures, all REGISTER
requests from the UE use the IM SI-derived IMPU as the public user identity even when the implicitly
registered IMPUs are available at the UE. The UE does not use the temporary public user identity (IMSI-
derived IMPU) in any non-registration S|P requests.

On receiving the 200 (OK) response to the REGISTER request defined in subclause 5.1.1.2.1, there are no additional
requirements for the UE.

NOTE 2: When GPRS-IMS-Bundled authentication isin use, a 401 (Unauthorized) response to the REGISTER
reguest is not expected to be received.

[TS24.229, clause 5.1.1.3]

Upon receipt of a2xx response to the initial registration, the UE shall subscribe to the reg event package for the public
user identity registered at the user'sregistrar (S-CSCF) as described in RFC 3680.

The UE shall subscribe to the reg event package upon registering a new contact address via an initial registration
procedure. If the UE receives aNOTIFY request via the newly established subscription dialog and via the previously
established subscription dialogs (there will be at least one), the UE may terminate the previously established
subscription dialogs and keep only the newly established subscription dialog.

The UE shall use the default public user identity for subscription to the registration-state event package, if the public
user identity that was used for initia registration is a barred public user identity. The UE may use either the default
public user identity or the public user identity used for initial registration for the subscription to the registration-state
event package, if theinitia public user identity that was used for initial registration is not barred.

[TS24.229 Rel-8, clause 5.1.1.3]
On sending a SUBSCRIBE request, the UE shall populate the header fields as follows:

a) aRequest-URI set to the resource to which the UE wants to be subscribed to, i.e. to a SIP URI that contains the
public user identity used for subscription;
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b) aFrom header field set to a SIP URI that contains the public user identity used for subscription;

¢) aTo header field set to a SIP URI that contains the public user identity used for subscription;

d) an Event header field set to the "reg" event package;

€) an Expires header field set to 600 000 seconds as the value desired for the duration of the subscription;

f)

9)

if available to the UE (as defined in the access technology specific annexes for each access technology), a P-

Access-Network-Info header field set as specified for the access network technology (see subclause 7.2A.4); and

a Contact header field set to contain:

- the sameIP address or FQDN, and if multiple registrationsis supported, itsinstance ID ("+sip.instance"
header field parameter) and an "ob" SIP URI parameter as described in RFC 5626 [92];

- if IMSAKA or SIP digest with TLSis being used as a security mechanism, the protected server port value as
intheinitial registration; and

- if SIPdigest without TLS, NASS-IM S bundled authentication or GPRS-IM S-Bundled authentication is being
used as a security mechanism, the port value of an unprotected port where the UE expects to receive
subsequent mid-dialog requests. The UE shall set the unprotected port value to the port value used in the
initial REGISTER request.

[TS24.229 Rel-9, clause 5.1.1.3]

On sending a SUBSCRIBE request, the UE shall populate the header fields as follows:

a)

b)
c)
d)
€)
)
a)

a Request-URI set to the resource to which the UE wants to be subscribed to, i.e. to a SIP URI that contains the
public user identity used for subscription;

a From header field set to a SIP URI that contains the public user identity used for subscription;

aTo header field set to a SIP URI that contains the public user identity used for subscription;

an Event header field set to the "reg" event package;

an Expires header field set to 600 000 seconds as the value desired for the duration of the subscription;
void; and

void.

[TS24.229, clause 5.1.2A.1.1]

The procedures of this subclause are general to all requests and responses, except those for the REGISTER method.

When the UE sends any reguest using either a given contact address or to the registration flow and the associated
contact address, the UE shall:

if IMS AKA isin use as a security mechanism:;

a) if the UE has not obtained a GRUU, populate the Contact header field of the request with the protected server
port and the respective contact address; and

b) include the protected server port and the respective contact addressin the Via header field entry relating to
the UE;

if GPRS-IMS-Bundled authentication isin use as a security mechanism, and therefore no port is provided for
subsequent SIP messages by the P-CSCF during registration, the UE shall send any request to the same port used
for theinitial registration as described in subclause 5.1.1.2.
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If thisisarequest for anew dialog, the Contact header field is populated as follows:

1)

acontact header value which is one of:

- if apublic GRUU value ("pub-gruu" header field parameter) has been saved associated with the public user
identity to be used for this request, and the UE does not indicate privacy of the P-Asserted-ldentity, then the
UE should insert the public GRUU ("pub-gruu” header field parameter) value as specified in RFC 5627; or

- if atemporary GRUU value ("temp-gruu" header field parameter) has been saved associated with the public
user identity to be used for this request, and the UE does indicate privacy of the P-Asserted-ldentity, then the
UE should insert the temporary GRUU ("temp-gruu” header field parameter) val ue as specified in RFC 5627,
or

- otherwise, a SIP URI containing the contact address of the UE;

NOTE 7: The above items are mutually exclusive.

2)

3)

4)

include an "ob" SIP URI parameter, if the UE supports multiple registrations, and the UE wants all subsequent
requestsin the dialog to arrive over the same flow identified by the flow token as described in RFC 5626;

if the request isrelated to an IMS communication service that requires the use of an ICSl then the UE shall
include in ag.3gpp.icsi-ref media feature tag, as defined in subclause 7.9.2 and RFC 3841, the ICSI value (coded
as specified in subclause 7.2A.8.2) for the IMS communication service. The UE may also include other ICS
values that the UE is prepared to use for al dialogs with the terminating UE(s); and

if the request isrelated to an IM S application that is supported by the UE, then the UE may includein a
g.3gpp.iari-ref media feature tag, as defined in subclause 7.9.3 and RFC 3841, the |ARI value (coded as
specified in subclause 7.2A.9.2) that is related to the IM S application and that applies for the dialog.

If available to the UE (as defined in the access technol ogy specific annexes for each access technology), the UE shall
insert a P-Access-Network-Info header field into any request for adialog, any subsequent request (except ACK requests
and CANCEL requests) or response (except CANCEL responses) within a dialog or any request for a standalone
method (see subclause 7.2A.4).

[TS33.203, clause T.7]

3.

ME supports both, IMS network supports GIBA security only.
The ME shall check the smartcard application in use.

If aSIM isin use, thenit shall start with a GIBA security procedure, elseit shall start with the fully compliant
IMS Registration procedure.

In the second case, the GIBA P-CSCF shall answer with a 420 (Bad Extension) failure, since it does not
recoghize the method mandated by the Proxy-Require header that is sent by the UE in the initial REGISTER
request.

NOTE 2: The Proxy-Require header cannot be ignored by the P-CSCF.

The UE shall, after receiving the error response, send a GIBA registration, i.e., shall send anew REGISTER
request without the fully compliant IMS security headers.

NOTE 3: If the UE aready has knowledge about the IMS network capabilities (which could for example be

preconfigured in the UE), the appropriate authentication method can be chosen. The UE can use fully
compliant IMS security, if the network supports this, otherwise the UE can use GIBA security.

[TS24.341, clause 5.3.2.2]

a) On sending a REGISTER request, the SM-over-IP receiver shall indicate its capability to receive traditional

short messages over IMS network by including a"+g.3gpp.smsip" parameter into the Contact header according
to RFC 3840.
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Reference(s)

TS24.229[10] clauses5.1.1.2.1,5.1.1.2.2,5.1.1.2.6,5.1.1.3, 5.1.2A.1.2, TS 33.203 [14] clause T.7 and TS 24.341 [90]
clause 5.3.2.2.

8.11.3 Test purpose

1) To verify that UE correctly derives a private user identity, a temporary public user identity and a home network
domain name from the IMSI parameter in the USIM or aternatively use the values retrieved from ISIM.

2) To verify that the UE sends a correctly composed initial REGISTER request.

3) To verify that after receiving a 420 (Bad Extension) response the UE sends a correctly composed initial
REGISTER request.

4) To verify that after receiving a 200 OK response, the UE subscribes to the reg event package.
5) To verify that the UE responds the received NOTIFY with 200 OK.

8.11.4 Method of test

Initial conditions

UE contains either ISIM and USIM applications or only USIM application on UICC. UE is not registered to IMS
services, but has an active PDP context and has discovered the SS as P-CSCF by executing the generic test procedure in
Annex C.2 up to step 3. The UE has no knowledge about the IMS network capabilities.

SSis configured with the IMSI, the home domain name, public and private user identities and the currently assigned IP
address. SSislistening to SIP default port 5060 for both UDP and TCP protocols.

Test procedure
1) IMSregistration isinitiated on the UE. SS waits for the UE to send an initial REGISTER request.
2) The SSresponds to the REGISTER request with a 420 Bad Extension response,

3) The UE initiates IMS registration indicating support of GIBA. SS waits for the UE to send an initial REGISTER
request.

4) The SS responds to the REGISTER request with valid 200 OK response,

5) The SSwaits for the UE to send a SUBSCRIBE request.

6) The SSresponds to the SUBSCRIBE request with avalid 200 OK response.

7) The SSsendsaNOTIFY request for the subscribed registration event package.
8) The SSwaits for the UE to respond to the NOTIFY with a 200 OK response.
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Expected sequence

Step Direction Message Comment
UE | ssS

1 > REGISTER UE sends initial registration for IMS services.

2 < 420 Bad Extension The SS responds with a failure, since the option tag
sec-agree in the Proxy-Require header field is not
supported.

3 > REGISTER The UE sends initial registration for IMS services

indicating support for GIBA procedure by not
including an Authorization header field.

4 < 200 OK The SS responds with 200 OK.

5 > SUBSCRIBE The UE subscribes to its registration event
package.

6 < 200 OK The SS responds with 200 OK.

7 < NOTIFY The SS sends initial NOTIFY for registration event
package, containing full registration state
information for the registered public user identity in
the XML body

8 > 200 OK The UE responds with 200 OK.

NOTE: The default message contentsin annex A are used.
Specific Message Contents

REGISTER (Step 1)

Use the default message “REGISTER” in annex A.1.1 with condition A1 "Initial unprotected REGISTER" and
condition A6 “The UE supports SM-over-IP receiver” (if UE supports SM-over-1P receiver marked as yes)

420 Bad Extension (Step 2)
Use the default message “420 Bad Extension for REGISTER” in annex A.1.8

REGISTER (Step 3)

Use the default message “REGISTER” in annex A.1.1 with condition A3 "REGISTER for the case UE supports GIBA"
and condition A6 “The UE supports SM-over-IP receiver” (if UE supports SM-over-IP receiver marked as yes)

200 OK for REGISTER (Step 4)
Use the default message “200 OK for REGISTER” in annex A.1.3 with condition A2 “GIBA”

SUBSCRIBE (Step 5)
Use the default message “ SUBSCRIBE for reg-event package” in annex A.1.4 with condition A2 “GIBA”.

200 OK for SUBSCRIBE (Step 6)
Use the default message “200 OK for SUBSCRIBE” in annex A.1.5 with condition A2 “GIBA”

NOTIFY (Step 7)

Use the default message “NOTIFY for reg-event package” in annex A.1.6 with condition A2 “GIBA”

200 OK for NOTIFY (Step 8)
Use the default message “200 OK for other requests than REGISTER or SUBSCRIBE” in annex A.3.1
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8.11.5 Testrequirements

The UE shall send requests and responses as described in clause 8.11.4.

8.12  User initiated re-registration using GIBA

8.12.1 Definition

Test to verify that the UE can re-register a previoudly registered public user identity at any time using GIBA as security
scheme.

8.12.2 Conformance requirement
[TS24.229, clause 5.1.1.4.1]

The UE can perform the reregistration of a previously registered public user identity bound to any one of its contact
addresses and the associated set of security associations or TLS sessions at any time after the initial registration has
been completed.

The UE can perform the reregistration of a previously registered public user identity over any existing set of security
associations or TLS session that is associated with the related contact address.

Unless either the user or the application within the UE has determined that a continued registration is not required the
UE shall reregister an already registered public user identity either 600 seconds before the expiration time if the
previous registration was for greater than 1200 seconds, or when half of the time has expired if the previous registration
was for 1200 seconds or less, or when the UE intends to update its capabilities according to RFC 3840 or when the UE
needs to modify the ICSI values that the UE intends to use in a g.3gpp.icsi-ref media feature tag or IARI values that the
UE intends to use in the g.3gpp.iari-ref media feature tag.

The UE shall extract or derive a public user identity, the private user identity, and the domain hame to be used in the
Request-URI in the registration, according to the procedures described in subclause 5.1.1.1A or subclause 5.1.1.1B.

On sending a REGISTER request that does not contain a challenge response, the UE shall populate the header fields as
follows:

a) aFrom header field set to the SIP URI that contains the public user identity to be registered;
b) aTo header field set to the SIP URI that contains the public user identity to be registered;

¢) aContact header field set to include SIP URI(s) that contain(s) in the hostport parameter the IP address or FQDN
of the UE, and containing the instance ID of the UE in the "+sip.instance” header field parameter, if the UE
supports GRUU (see table A.4, item A.4/53) or multiple registrations. If the UE support multiple registrations, it
shall include "reg-id" header field as described in RFC 5626. The UE shall include all supported ICS| values
(coded as specified in subclause 7.2A.8.2) in a g.3gpp.icsi-ref media feature tag as defined in subclause 7.9.2 and
RFC 3840 for the IMS communication it intends to use, and |ARI values (coded as specified in
subclause 7.2A.9.2), for the IMS applications it intends to use in a g.3gpp.iari-ref media feature tag as defined in
subclause 7.9.3 and RFC 3840;

d) aViaheader field set to include the IP address or FQDN of the UE in the sent-by field. For the TCP, the
response is received on the TCP connection on which the request was sent;

€) aregistration expiration interval value, set to 600 000 seconds as the value desired for the duration of the
registration;

NOTE 1: The registrar (S-CSCF) might decrease the duration of the registration in accordance with network policy.
Registration attempts with aregistration period of less than a predefined minimum value defined in the
registrar will be rejected with a 423 (Interval Too Brief) response.
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f)

9)
h)

a Request-URI set to the SIP URI of the domain name of the home network used to address the REGISTER
request;

the Supported header field containing the option-tag "path”, and if GRUU is supported, the option-tag "gruu”;

if available to the UE (as defined in the access technology specific annexes for each access technology), a P-
Access-Network-Info header field set as specified for the access network technology (see subclause 7.2A.4); and

a Security-Client header field to announce the media plane security mechanisms the UE supports, if any,
according to the procedures described in draft-dawes-di spatch-mediasec-parameter.

NOTE 2: Security mechanisms that apply to the media plane are distinguished by the "mediasec” header field

parameter.

On receiving the 200 (OK) response to the REGISTER request, the UE shall:

a)

bind the new expiration time of the registration for this public user identity found in the To header field value to
the contact address used in this registration;

[TS24.229, clause 5.1.1.4.6]

On sending a REGISTER request, as defined in subclause 5.1.1.4.1, the UE shall additionally populate the header fields
asfollows:

a)

b)

©)

d)

€)

f)

an Authorization header field as defined in RFC 2617 shall not be included, in order to indicate support GPRS-
IMS-Bundled authentication.

security agreement header field values as required by RFC 3329 shall not contain signalling plane security
mechanisms;

a From header field set to atemporary public user identity derived from the IMSI, as defined in
3GPP TS 23.003, as the public user identity to be registered,;

aTo header field set to atemporary public user identity derived from the IMSI, as defined in 3GPP TS 23.003,
asthe public user identity to be registered,;

the Contact header field with the port value of an unprotected port where the UE expects to receive subsequent
mid-dialog requests; and

the Via header field with the port value of an unprotected port where the UE expects to receive responses to the
request.

NOTE 1. Sincethe private user identity is not included in the REGISTER requests when GPRS-IMS-Bundled

authentication is used for registration, re-registration and de-registration procedures, all REGISTER
requests from the UE use the IM SI-derived IMPU as the public user identity even when the implicitly
registered IMPUs are available at the UE. The UE does not use the temporary public user identity (IMSI-
derived IMPU) in any non-registration S|P requests.

On receiving the 200 (OK) response to the REGISTER request defined in subclause 5.1.1.4.1, there are no additional
requirements for the UE.

NOTE 2: When GPRS-IMS-Bundled authentication isin use, a 401 (Unauthorized) response to the REGISTER

request is not expected to be received.

[TS24.341, clause 5.3.2.2]

©)

On sending a REGISTER request, the SM-over-1P receiver shall indicate its capability to receive traditional
short messages over IMS network by including a"+g.3gpp.smsip" parameter into the Contact header according
to RFC 3840.

Reference(s)

TS24.229[10] clauses5.1.1.4.1,5.1.1.4.6 and TS 24.341 [90] clause 5.3.2.2.
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8.12.3 Test purpose

1) To verify that the UE can re-register a previously registered public user identity at either 600 seconds before the
expiration timeif the initial registration was for greater than 1200 seconds, or when half of the time has expired
if theinitia registration was for 1200 seconds or less.

2) Upon receiving 200 OK for REGISTER, the UE shall store the new expiration time of the registration for this
public user identity.

8.12.4 Method of test

Initial conditions

UE contains ISIM and USIM applications or only USIM application on UICC. UE is not registered to IMS services.
Execute the generic test procedure in annex C.2a up to step 3.

SSis configured with the IMSI, the home domain name, public and private user identities and the currently assigned IP
address. SSislistening to SIP default port 5060 for both UDP and TCP protocols.

Test procedure

1-6) The same procedure as in subclause 8.10.4 are used with the exception that the SS sets the expiration time to
120 secondsin Step 4.

7) Before haf of the time has expired from the initial registration SS receives re-register message reguest with the
From, To, Via, Contact, Expires, Supported, and P-Access-Network-Info header fields.

8) SSresponds to the REGISTER request with valid 200 OK response with the list of URIs contained in the P-
Associated-URI header value, the new expiration time (1200 seconds) of the registration for this public user
identity.

9) SSwaits for the REGISTER request and verifiesit isreceived at |east 600 seconds before the expected
expiration time.

10) SS responds to the REGISTER request with valid 200 OK response with the list of URIs contained in the P-
Associated-URI header value, the new expiration time (1800 seconds) of the registration for this public user
identity.

11) SS waits for the REGISTER request and verifiesit is received at least 600 seconds before the expected
expiration time.

12) SS responds to the REGISTER request with valid 200 OK response. SS shall populate the headers of the 200 OK
response according to the 200 response for REGISTER common message definition.
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Expected sequence

Step Direction Message Comment
UE | ssS
1-6 Messages in Initial Registration Test The same messages as in subclause 8.10.4 are
case (subclause 8.10.4) used with the exception that in Step 4, the SS

responds with 200 OK indicating 120 seconds
expiration time.

7 > REGISTER The SS receives REGISTER from the UE 60
seconds before the expiration time set in the initial
registration request.

8 < 200 OK The SS responds with 200 OK indicating 1200
seconds expiration time.

9 > REGISTER The SS receives REGISTER from the UE 600
seconds before the expiration time set in step 8.

10 < 200 OK The SS responds with 200 OK indicating 1800
seconds expiration time.

11 > REGISTER The SS receives REGISTER from the UE 600
seconds before the expiration time set in step 10

12 < 200 OK The SS responds with 200 OK indicating the default

expiration time.

Specific Message Contents

Messages in Step 1-6

Messagesin Step 1-6 are the same as those specified in subclause 8.10.4 with the following exception for the 200 OK
for REGISTER in Step 4:

Use the default message “200 OK for REGISTER” in annex A.1.3 with the following exceptions:

Header/param Value/remark
Contact
expires 120

REGISTER (Step 7)

Use the default message “REGISTER” in annex A.1.1 with condition A3 “REGISTER for the case UE supports GIBA”
and condition A6 “The UE supports SM-over-1P receiver” (if UE supports SM-over-1P receiver marked as yes).

200 OK for REGISTER (Step 8)
Use the default message “200 OK for REGISTER” in annex A.1.3 with the following exceptions:

Header/param Value/remark
Contact
expires 1200

REGISTER (Step 9)

Use the default message “REGISTER” in annex A.1.1 with condition A3 “REGISTER for the case UE supports GIBA”
and condition A6 “The UE supports SM-over-IP receiver” (if UE supports SM-over-IP receiver marked as yes).

200 OK for REGISTER (Step 10)
Use the default message “200 OK for REGISTER” in annex A.1.3 with the following exceptions:

Header/param Value/remark
Contact
expires 1800
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REGISTER (Step 11)

Use the default message “REGISTER” in annex A.1.1 with condition A3 “REGISTER for the case UE supports GIBA”
and condition A6 “The UE supports SM-over-IP receiver” (if UE supports SM-over-IP receiver marked as yes).

200 OK for REGISTER (Step 12)
Use the default message “200 OK for REGISTER” in annex A.1.3.

8.12.5 Test requirements

The UE shall send requests and responses as described in clause 8.12.4

8.13  User initiated de-registration using GIBA

8.13.1 Definition

Test to verify that the UE can perform a correct de-registration procedure using GIBA as security scheme. This process
is described in 3GPP TS 24.229 [10], clause 5.1.1.6.

8.13.2 Conformance requirement

[TS24.229, clause 5.1.1.6.1]

The UE can deregister a public user identity that it has previoudly registered with its contact address at any time.

The UE shall extract or derive a public user identity, the private user identity, and the domain name to be used in the
Request-URI in the registration, according to the procedures described in subclause 5.1.1.1A or subclause 5.1.1.1B.

On sending a REGISTER request that will remove the binding between the public user identity and one of its contact
addresses, the UE shall populate the header fields as follows:

a) aFrom header field set to the SIP URI that contains the public user identity to be deregistered;
b) aTo header field set to the SIP URI that contains the public user identity to be deregistered;

c) aContact header field set to the SIP URI(s) that contain(s) in the hostport parameter the I P address of the UE or
FQDN, and containing the Instance ID of the UE in the "+sip.instance" header field parameter, if the UE
supports GRUU (see table A.4, item A.4/53) or multiple registrations. If the UE supports multiple registrations,
it shall include "reg-id" header field parameter as described in RFC 5626;

d) aViaheader field set to include the IP address or FQDN of the UE in the sent-by field;

€) aregistration expiration interval value set to the value of zero, appropriate to the deregistration requirements of
the user;

f) aRequest-URI set to the SIP URI of the domain name of the home network used to address the REGISTER
request;

g) if availableto the UE (as defined in the access technology specific annexes for each access technology), a P-
Access-Network-Info header field set as specified for the access network technology (see subclause 7.2A.4); and

h) a Security-Client header field to announce the media plane security mechanisms the UE supports, if any,
according to the procedures described in draft-dawes-di spatch-mediasec-parameter.

NOTE 1: Security mechanisms that apply to the media plane are distinguished by the "mediasec" header field
parameter.
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For a public user identity that the UE has registered with multiple contact addresses (e.g. via different P-CSCFs), the
UE shall aso be able to deregister multiple contact addresses, bound to its public user identity, via single deregistration
procedure as specified in RFC 3261. The UE shall send asingle REGISTER request, using one of its contact addresses
and the associated set of security associations or TLS session, containing alist of Contact headers. Each Contact header
inthe list shall contain the contact addresses that the UE wants to deregister with the "expires' parameter containing the
value equal zero.

The UE can deregister al contact addresses bound to its public user identity and associated with its private user identity.
The UE shall send asingle REGISTER request, using one of its contact addresses and the associated set of security
associations or TLS session, containing a public user identity that is being deregistered in the To header field, and a
single Contact header field with value of "*" and the Expires header field with a value of "0".

NOTE 2: All entities subscribed to the reg event package of the user will be inform viaNOTIFY request which
contact addresses bound to the public user identity have been deregistered.

[TS24.229, clause 5.1.1.6.6]

On sending a REGISTER request, as defined in subclause 5.1.1.6.1, the UE shall additionally populate the header fields
asfollows:

a) an Authorization header field as defined in RFC 2617 shall not be included, in order to indicate support GPRS-
IMS-Bundled authentication.

b) the Security-Verify header field and the Security-Client header field values as defined by RFC 3329 shall not
contain signalling plane security mechanisms;

¢) aFrom header field set to atemporary public user identity derived fromthe IMSI, as defined in
3GPP TS 23.003, as the public user identity to be deregistered;

d) aTo header field set to atemporary public user identity derived from the IMSI, as defined in 3GPP TS 23.003,
asthe public user identity to be deregistered;

€) for each Contact header field and associated contact address include the associated unprotected port value (where
the UE was expecting to receive mid-dialog requests); and

f) the Viaheader field with the port value of an unprotected port where the UE expects to receive responses to the
request.

NOTE 1: Sincethe private user identity is not included in the REGISTER requests when GPRS-IMS-Bundled
authentication is used for registration, re-registration and de-registration procedures, all REGISTER
requests from the UE use the IM SI-derived IMPU as the public user identity even when the implicitly
registered IMPUs are available at the UE. The UE does not use the temporary public user identity (IMSI-
derived IMPU) in any non-registration S|P requests.

[TS24.341, clause 5.3.2.2]

b) On sending a REGISTER request, the SM-over-I1P receiver shall indicate its capability to receive traditional
short messages over IM S network by including a"+g.3gpp.smsip” parameter into the Contact header according
to RFC 3840.

Reference(s)

TS24.229[10] clauses5.1.1.6.1, 5.1.1.6.6 and TS 24.341 [90] clause 5.3.2.2.

8.13.3 Test purpose
1) To verify that the UE sends an initial REGISTER request with an expiration interval value set to 0.

2) To verify that the UE sends correctly composed unsubscriptions, in case the UE unsubscribes from its event
packages.
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8.13.4 Method of test

Initial conditions

UE contains ISIM and USIM applications or only USIM application on UICC. Execute the generic test procedure in
annex C.2a.

SSis configured with the IMSI, the home domain name, public and private user identities and the currently assigned IP
address. SSislistening to SIP default port 5060 for both UDP and TCP protocols.

Test procedure
0) The UE istriggered by MMI to initiate a deregistration procedure.
OA-0D) UE optionally unsubscribes from event packages it had subscribed to.

1) IMSderegistrationisinitiated on the UE. SS waits for the UE to send a REGISTER request, in accordance to
3GPP TS 24.229[10], clause5.1.1.6

2) SSrespondsto REGISTER with acorrectly composed 200 OK message.

Expected sequence

Step Direction Message Comment
UE | SS
0 Make the UE deregister from IMS
0A-2 Steps 0A-2 defined in Annex C.30

8.13.5 Test requirements

SS shall check in step 1 that the de-register request sent by the UE has the headers correctly populated as per the default
message “REGISTER” in annex A.1.1 condition A3, except for the headers described in 8.13.4.

8.14 Initial registration for three implicit registration sets

8.14.1 Definition

Test to verify that the UE can correctly register to IMS services when equipped with UICC that contains ISIM
application with multiple IMS public user identities (IMPU) belonging to three different implicit registration sets. Test
case verifiesthat the UE is able to register the registration sets on parallel.

8.14.2 Conformance requirement

[TS24.229, clause 5.1.1.1A]:

The ISIM shall always be used for authentication to the IM CN subsystem, if it is present, as described in
3GPP TS 33.203.

The ISIM is preconfigured with all the necessary parametersto initiate the registration to the IM CN subsystem. These
parameters include:

- the private user identity;

- one or more public user identities; and

- the home network domain name used to address the SIP REGISTER request
Thefirst public user identity in thelist stored in the ISIM is used in emergency registration requests.
[TS24.229, clause 5.1.1.2.1]:
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Theinitial registration procedure consists of the UE sending an unprotected REGISTER request and, if challenged
depending on the security mechanism supported for this UE, sending the integrity-protected REGISTER request or
other appropriate response to the challenge. The UE can register a public user identity with any of its contact addresses
at any time after it has acquired an I P address, discovered a P-CSCF, and established an IP-CAN bearer that can be used
for SIP signalling. However, the UE shall only initiate a new registration procedure when it has received a final
response from the registrar for the ongoing registration, or the previous REGISTER request has timed out.

Reference(s)

3GPPTS24.229[10], clauses5.1.1.1A and 5.1.1.2.1

8.14.3 Test purpose

1) Toverify that UE isableto register three different IMS public user identities (IMPU), as found from ISIM,
belonging to three different implicit registration sets.

8.14.4 Method of test

Initial conditions

SSis configured with the IMSI within the USIM application, the home domain name, public and private user identities
together with the shared secret key of IMS AKA agorithm, related to the IMS private user identity (IMPI) that is
configured on the UICC card equipped into the UE. SSislistening to SIP default port 5060 for both UDP and TCP
protocols. SSis able to perform AKAv1-M D5 authentication algorithm for that IMPI, according to 3GPP TS 33.203
[14] clause 6.1 and RFC 3310 [17].

UE is equipped with a UICC that contains both ISIM and USIM applications. UE is not registered to IM S services, but
has an active PDP context/ established EPS default bearer context and has discovered the SS as P-CSCF by executing
the generic test procedure in Annex C.2 up to step 3.

Test procedure

1) If the UE supports automatic consecutive registration of multiple SIP URI IMPUs the UE is made to register all
implicit registration sets for the IMPUs found on ISIM otherwise if the supports manual registration of multiple
SIP URIsIPMUsthe UE istriggered to register one of the SIP URI IMPUs.

2) The UE executes the procedures of annex C.2 for context activation and subsequent IMS registration. The
registration event sent by the SSindicates only that IMPU to have been registered, which was explicitly
registered by the UE.

3) If the UE does not support automatic consecutive registration of multiple SIP URI IMPUs and supports manual
registration of multiple SIP URISIMPUs the UE istriggered to register another SIP URI IMPU.

4) The UE initiates another registration procedure of annex C.23, in order to register a second implicit registration
set. The registration event sent by the SSindicates the rest of the two IMPUs within ISIM to have been
registered.

5) If the UE does not support automatic consecutive registration of multiple SIP URI IMPUs and supports manual
registration of multiple SIP URIs IMPUs the UE is triggered to register athird SIP URI IMPU.

6) TheUE initiates athird registration procedure of annex C.23, in order to register athird implicit registration set.
The registration event sent by the SSindicates all the three IMPUs within ISIM to have been registered.
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Step Direction Message Comment
UE | ssS

1 Registration of first IMPU is triggered either
automatically or manually.

2 Steps defined in annex C.2 EPS bearer or PDP context activation and
subsequent IMS registration for the first implicit
registration set by the UE

3 Registration of second IMPU is triggered either
automatically or manually.

4 Steps defined in annex C.23 IMS registration for the second implicit registration
set

5 Registration of second IMPU is triggered either
automatically or manually.

6 Steps defined in annex C.23 IMS registration for the third implicit registration set

Specific Message Contents

NOTIFY (within step 2)

Use the default message “NOTIFY for reg-event package” in annex A.1.6 with the following exceptions:

Header/param

Cond

Value/remark Rel

Reference

Message-body A3

version="0" state="full">
id="a100" state="active”>
request</uri>

</contact>
</reginfo>

<?xml version="1.0" encoding="UTF-8"?>
<reginfo xmIns="urn:ietf:params:xml:ns:reginfo”

<registration aor="<IMPU registered by the UE>"

<contact id="980" state="active” event="registered”>
<uri>same value as in Contact header of REGISTER

RFC 3680 [22]

state="full">

id="a100" state="active”>

request</uri>

"Instance ID of the UE;"
</unknown-param>

</contact>
</registration>
</reginfo>

A4 <?xml version="1.0" encoding="UTF-8"?>
<reginfo xmIns="urn:ietf:params:xml:ns:reginfo”
xmins:gr="urn:ietf:params:xml:ns:gruuinfo" version="0"

<registration aor="<IMPU registered by the UE>"

<contact id="980" state="active” event="registered”
callid="Call-Id of most recent REGISTER" cseq="CSeq
value of most recent REGISTER">

<uri>same value as in Contact header of REGISTER

<unknown-param name="+sip.instance">

<gr:pub-gruu uri="public GRUU for the UE"/>
<gr:temp-gruu uri="temporary GRUU for the UE" first-
cseq="CSeq of the REGISTER request that caused the
temporary GRUU to assigned for the UE"/>

RFC 5628 [62]

NOTIFY (within step 4)

Use the default message “NOTIFY for reg-event package” in annex A.1.6 with the following exceptions:

The version of the reginfo to be 1 instead of 0.

The state of the reginfo to be “partial” instead of “full”
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- Within the reginfo XML structure there is only one single <registration> element for the IMPU registered within
step 4 by the UE

NOTIFY (within step 6)

Use the default message “NOTIFY for reg-event package” in annex A.1.6 with the following exceptions:
- Theversion of the reginfo to be 2 instead of 0.
- The state of the reginfo to be “partial” instead of “full”.

- Within thereginfo XML structure there is only one single <registration> element for the IMPU registered within
step 6 by the UE.

- Thefull registration event sent by SS after the first REGISTER from the UE indicates only single IMPU
explicitly registered to belong to the first implicit registration set.

- Thepartia event sent by SS after the second REGISTER from the UE indicates second IMPUs on ISIM to have
been registered.

- The partia event sent by SS after the third REGISTER from the UE indicates the third IMPUs on ISIM to have
been registered.
8.14.5 Test requirements
UE shall register three implicit registration sets to which the IMPUs on ISIM have been divided.
The UE shall read the following parameters from 1SIM and use them for the REGISTER requests:
- the private user identity; and
- the public user identities; and

- the home network domain name.

8.15 Refresh for ISIM parameters

8.15.1 Definition

Test to verify that the when 1SIM parameter val ues have been updated the UE will use the new values when registering
to IMS the next time.

8.15.2 Conformance requirement
[TS24.229 Annex C.4]:

The 3GPP TS 31.102 and 3GPP TS 31.103 specify the file structure and contents for the preconfigured parameters
stored on the USIM and ISIM, respectively, necessary to initiate the registration to the IM CN subsystem. Any of these
parameters can be updated via Data Download or a USAT application, as described in 3GPP TS 31.111. If one or more
EFs are changed and a REFRESH command is issued by the UICC, then the UE reads the updated parameters from the
UICC as specified for the REFRESH command in 3GPP TS 31.111.

In case of changesto EFs, the UE is not required to perform deregistration but it shall wait for the network-initiated
deregistration procedures to occur as described in subclause 5.4.1.5 unless the user initiates deregistration procedures as
described in subclause 5.1.1.6. From this point onwards the normal initial registration procedures can occur.

[TS24.229 clause 5.1.1.7]:

Upon receipt of aNOTIFY request on any dialog which was generated during subscription to the reg event package as
described in subclause 5.1.1.3, including one or more <registration> element(s) which were registered by this UE with:
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- the state attribute set to "terminated” and the event attribute within the <contact> element belonging to this UE
set to "rejected” or "deactivated”; or

- the state attribute set to "active" and within the <contact> element belonging to this UE, the state attribute set to
"terminated” and the associated event attribute set to "rejected” or "deactivated”;

the UE shall remove all registration details relating to these public user identities. In case of a"deactivated" event
attribute, the UE shall start the initial registration procedure as described in subclause 5.1.1.2.

Reference(s)

3GPP TS 24.229 [10], clause 5.1.1.7, annex C.4 (release 10)

8.15.3 Test purpose

1) To verify that the update of ISIM parameters related to IMS registration (and consequent REFRESH command)
does not cause the UE to immediately deregister from IMS; and

2) To verify that the UE uses the updated parameter values from ISIM when registering to IMS again after the
network initiated deregistration procedure

8.15.4 Method of test

Initial conditions

SSis configured with the old and new home domain name, public and private user identities (including the public
emergency user identity allocated for the user) together with the shared secret key of IMS AKA algorithm, related to the
IMS private user identity (IMPI) that is configured on the UICC card equipped into the UE. SSislistening to SIP
default port 5060 for both UDP and TCP protocols. SSis able to perform AKAv1-M D5 authentication algorithm for
that IMPI, according to 3GPP TS 33.203 [14] clause 6.1 and RFC 3310 [17].

UE is equipped with a UICC that contains both ISIM and USIM applications. UE is registered to IMS services, by
executing the generic test procedure in Annex C.2 up to the last step. The Request-URI of SIP REGISTER request sent
by the UE contained the old home domain name and IM S identities as found from ISIM.

Test procedure
1) The UICC is madeto send aREFRESH command to the UE indicating that contents of 1SIM has been updated.
NOTE: The specific way to trigger the REFRESH command is a test implementation option.
2) 10 seconds after step 1 SS sends a SIP NOTIFY request in order to terminate the IM S registration.
3) UE respondsthe NOTIFY request with 200 OK response.

4) UE initiates a new IMS registration sequence. For SIP REGISTER request the UE uses the new values of home
domain name and/or IM S identities as provided by ISIM after the update.
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Expected sequence

Step Direction Message Comment
UE | ssS
1 REFRESH The UICC is made to send a REFRESH command
to the UE indicating that contents of ISIM has been
updated.
2 < NOTIFY 10 seconds after previous step 1 the SS sends SIP

NOTIFY for registration event package, containing
full registration state information, with all previously
registered IMS public user identities as "terminated"
and "deactivated"

3 > 200 OK The UE responds the NOTIFY with 200 OK
4 Steps defined in annex C.2 from step 4  |UE initiates a new IMS registration sequence. For
onwards the Request-URI of SIP REGISTER request the UE

uses the new value of home domain and/or IMS
identities name as provided by ISIM after the
update in step 1.

Specific Message Contents

NOTIFY (Step 2)

Use the default message “NOTIFY for reg-event package” in annex A.1.6 with the following exceptions:

Header/param Value/remark
CSeq
value 2
Subscription-State
substate-value Terminated
expires 0
Message-body <?xml version="1.0" encoding="UTF-8"?>

<reginfo xmIns="urn:ietf:params:xml:ns:reginfo” version="1" state="full">
<registration aor="PublicUserldentityl (NOTE 1)” id="a100" state="terminated”>
<contact id="980" state="terminated” event="deactivated”>
<uri>same value as in Contact header of REGISTER request</uri>
</contact>
</registration>
<registration aor="AssociatedTelUri (NOTE 1)” id="a101" state="terminated">
<contact id="981" state="terminated” event="deactivated">
<uri>same value as in Contact header of REGISTER request</uri>
</contact>
</registration>
<registration aor="PublicUserldentity2 (NOTE 1)" id="a102" state="terminated”>
<contact id="982" state="terminated” event="deactivated">
<uri>same value as in Contact header of REGISTER request</uri>
</contact>
</registration>
</reginfo>

NOTE 1: The public user ids and the associated TEL URI are as returned to the UE in the P-Associated-URI header
of the 200 (OK) response to the REGISTER request;
PublicUserldl is the default public user id i.e. the first one contained in P-Associated-URI;
AssociatedTelUri isthe same as used in P-Associated-URI
PublicUserld2 and PublicUserld3 are the remaining IMPUs of the P-Associated-URI header

200 OK for NOTIFY (Step 3)

Use the default message “200 OK for other requests than REGISTER or SUBSCRIBE” in annex A.3.1

8.15.5 Test requirements

UE shall not deregister from IM S between steps 1 and 2.
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In step 4 (referring to the messages defined in annex C.2) al the requests sent by the UE contain the new updated home
domain name and/or IM S identities which the UE has read from ISIM after step 1.

More specifically the UE shall use the new values read from ISIM for constructing the following headers:

Reguest-URI: HomeDomainName, |MPU

From: IMPU

To: IMPU

Authorization: PrivateUserldentity, HomeDomainName

8.16  User initiated re-registration - 423 Interval Too Brief

8.16.1 Definition

Test to verify that the UE can send another REGISTER request using a correct expiration timer when areregistration
attempt was rejected with a 423 (Interval Too Brief) response, in accordance to 3GPP TS 24.229[10], clause 5.1.1.4.1.
8.16.2 Conformance requirement

On receiving a423 (Interval Too Brief) response to the REGISTER request, the UE shall:

- send another REGISTER request populating the registration expiration interval value with an expiration timer of
at least the value received in the Min-Expires header field of the 423 (Interval Too Brief) response.

Reference(s)

3GPPTS24.229[10], clauses5.1.1.4.1

8.16.3 Test purpose

To verify that after receiving avalid 423 (Interval Too Brief) response to the REGISTER request for reregistration, the
UE sends another REGISTER reguest populating the Expires header or the expires parameter in the Contact header with
an expiration timer of at least the val ue received in the Min-Expires header of the 423 (Interval Too Brief) response.

8.16.4 Method of test

Initial conditions

UE contains either ISIM and USIM applications or only USIM application on UICC. UE is not registered to IMS
services, but has performed the generic test procedure in Annex C.2 up to step 3.

SSis configured with the IMSI within the USIM application, the home domain name, public and private user identities
together with the shared secret key of IMS AKA agorithm, related to the IM S private user identity (IMPI) that is
configured on the UICC card equipped into the UE. SSislistening to SIP default port 5060 for both UDP and TCP
protocols. SSis able to perform AKAv1-M D5 authentication algorithm for that IMPI, according to 3GPP TS 33.203
[14] clause 6.1 and RFC 3310 [17].

Test procedure

1-8) The same procedures asin steps 4-11 of C.2 are used with the exception that the SS sets the expiration time to
120 secondsin Step 4.

9) Before half of the time has expired from the initial registration SS receives re-register message regquest with the
From, To, Via, Contact, Authorization, Expires, Security-Client, Security-verify, Supported, and P-Access-
Network-Info header fields.

10) SS responds to the re-register message request with a 423 (Interval Too Brief) response.
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11) SS waits for the UE to send another REGISTER request populating the Expires header or the expires parameter
in the Contact header with an expiration timer of at least the value received in the Min-Expires header of the 423
(Interval Too Brief) response.

12) The SSresponds to the REGISTER request with a valid 200 OK response indicating the default expiration
timeout.

Expected sequence

Step Direction Message Comment
UE |ss
1-8 > Messages 3-11 of C.2 The same messages as in C.2 (steps 3-11) are

used with the exception that in Step 4 (resp Step 7
in C.2), the SS responds with 200 OK indicating 120
seconds expiration time.

9 > REGISTER The SS receives REGISTER from the UE 60
seconds before the expiration time set in the initial
registration request.

10 <« 423 Interval Too Brief The SS responds with a 423 (Interval Too Brief) too
brief response to the REGISTER request with T
value in Min-Expires header.

11 > REGISTER UE sends a new REGISTER request with expires
parameter value set to Tmod (equal or greaterto T
value in Min-Expires header of 423 (Interval Too
Brief)).

12 < 200 OK The SS responds with 200 OK indicating the default
expiration time.

Specific Message Contents

Messages in Step 1-8

Messagesin Step 1-8 are the same as those specified in steps 3-11 of C.2 with the following exception for the 200 OK
for REGISTER in Step 4 (resp Step 7in C.2):

Use the default message “200 OK for REGISTER” in annex A.1.3 with the following exceptions:

Header/param Value/remark
Contact
expires 120

REGISTER (Step 9)

Use the default message “REGISTER” in annex A.1.1 with conditions A2 " Subsequent REGISTER sent over security
associations' and A17 "UE initiated IMS re-registration or de-registration” and with the following exceptions:

Header/param Value/remark
Security-Client

spi-c new SPI number of the inbound SA at the protected client port, shall be different
than in step 3

spi-s new SPI number of the inbound SA at the protected server port, shall be different
than in step 3

port-c new protected client port, shall be different than in step 3

port-s Same value as in the previous REGISTER
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423 Interval Too Brief for REGISTER (Step 10)

Use the default message “423 Interval Too Brief for REGISTER” in annex A.1.7 with the following exception:

Header/param Value/remark
Min-Expires
delta-seconds 800000 (referred to as T in the test procedure and test requirement)

REGISTER (Step 11)

Use the default message “REGISTER” in annex A.1.1 with conditions A2 " Subsequent REGISTER sent over security
associations' and A17 "UE initiated IMS re-registration or de-registration” with the following exceptions:

Header/param Value/remark
Contact
expires 800000 (referred to as Tmod in the expected sequence) (if present, see Rule 1)
Expires (if present, see Rule 1)
delta-seconds 800000 (referred to as Tmod in the expected sequence)
CSeq
value must be incremented from the previous REGISTER

Rulel: TheREGISTER request must contain either an Expires header or an expires parameter in the Contact
header. If both are present the value of Expires header is not important.

200 OK (Step 12)

Header/param Value/remark

Contact
expires 800000

8.16.5 Test requirements

Step 11: The UE shall send another REGISTER request populating the Expires header or the expires parameter in the
Contact header with an expiration timer of at least the value received in the Min-Expires header of the 423 (Interval Too
Brief) response.

9 Authentication

9.1 Invalid Behaviour — MAC Parameter Invalid

9.1.1 Definition

To test that the UE when receiving a401 (Unauthorized) response with an invalid MAC valuetoitsinitial REGISTER
request behaves correctly. This procedure is described in 3GPP TS 24.229 [10] clause 5.1.1.5.

9.1.2 Conformance requirement

[TS24.229, clause 5.1.1.5.1]

Authentication is performed during initial registration. A UE can be re-authenticated during subsequent reregistrations,
deregistrations or registrations of additional public user identities. When the network requires authentication or re-
authentication of the UE, the UE will receive a 401 (Unauthorized) response to the REGISTER request.

On receiving a 401 (Unauthorized) response to the REGISTER request, the UE shall:
1) extract the RAND and AUTN parameters;
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2) check the validity of areceived authentication challenge, as described in 3GPP TS 33.203[19] i.e. the locally
calculated XMAC must match the MAC parameter derived from the AUTN part of the challenge; and the SQN
parameter derived from the AUTN part of the challenge must be within the correct range; and

[TS24.229 Rel-12, clause 5.1.1.5.3]

If, in 2401 (Unauthorized) response, either the MAC or SQN isincorrect the UE shall respond with a further
REGISTER indicating to the S-CSCF that the challenge has been deemed invalid as follows:

- inthe case where the UE deems the MAC parameter to be invalid the subsequent REGISTER request shall
contain no "auts" Authorization header field parameter and an empty "response” Authorization header field
parameter, i.e. no authentication challenge response;

- inthe case where the UE deems the SQN to be out of range, the subsequent REGISTER request shall contain the
"auts' Authorization header field parameter (see 3GPP TS 33.102 [18]).

NOTE: Inthe case of the SQN being out of range, a"response” Authorization header field parameter can be
included by the UE, based on the procedures described in RFC 3310 [49].

Whenever the UE detects any of the above cases, the UE shall:

- send the REGISTER request using an existing set of security associations, if available (see
3GPP TS 33.203 [19]);

- populate a new Security-Client header field within the REGISTER request and associated contact address, set to
specify the security mechanisms it supports, the |Psec layer algorithms for integrity and confidentiality
protection it supports and the parameters needed for the new security association setup. These parameters shall
contain new values for spi_uc, spi_us and port_uc; and

- not create atemporary set of security associations.

9.1.3 Test purpose

1) To verify that after receiving a401 (Unauthorized) response for the initial REGISTER sent, the UE checks that
the locally calculated XMAC matches the MAC parameter derived from the AUTN part of the challenge.

2) If the value of MAC derived from the AUTN part of the 401 (Unauthorized) response received by the UE does
not match the value of locally calculated XMAC:

- the UE responds with a further REGISTER indicating that the challenge has been deemed invalid; and

- thissubsequent REGISTER reguest contains no "auts’ Authorization header field parameter and an empty
"response” Authorization header field parameter, i.e. no authentication challenge response; and

- the UE populates a new Security-Client header field within the REGISTER request and associated contact
address, set to specify the security mechanism it supports, the IPsec layer algorithmsit supports and the
parameters needed for the new security association setup. These parameters contain new values for spi_uc,
spi_usand port_uc; and

- the UE does not create atemporary set of security associations.

9.1.4 Method of test

Initial conditions

UE contains either 1SIM and USIM applications or only USIM application on UICC. UE is not registered to IMS
services, but executed the generic test procedure in Annex C.2 up to step 3.

SSis configured with the shared secret key of IMS AKA algorithm, related to the IMS private user identity (IMPI)
configured on the UICC card equipped into the UE. SSis able to perform AKAv1-MD5 authentication agorithm for
that IMPI, according to 3GPP TS 33.203 [14] clause 6.1 and RFC 3310 [17]. SSislistening to SIP default port 5060 for
both UDP and TCP protocaols.
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Test procedure

1)

2)

3)

4)
5)

6)

IMS registration is initiated on the UE. SS waits for the UE to send an initial REGISTER request, in accordance
to 3GPP TS 24.229 [10], clause 5.1.1.2

SSresponds to the initial REGISTER request with an invalid 401 Unauthorized response, headers populated as
follows:

a) To, From, Via, CSeq, Call-1D and Content-Length headers according to RFC 3261 [15] clauses 8.2.6.2 and
20.14; and

b) WWW-Authentication header with AKAv1-MD5 authentication challenge according to 3GPP TS 24.229
[10], clause 5.4.1.2.1 and RFC 3310 [17] clause 3; except that the MAC value in AUTN should be incorrect

c) Security-Server header according to 3GPP TS 24.229 [10], clause 5.2.2 and RFC 3329 [21] clause 2.

SSwaits for the UE to send a second Registration message indicating that the received 401 Unauthorized
message was invalid

SS sends an invalid 401 Unauthorized message, same asin step 2)

SSwaits for the UE to send a third Registration message indicating that the received 401 Unauthorized message
wasinvalid

- 12) SS compl etes the registration procedure (to get the UE in a stable state at the end of the test case).
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Step Direction
UE | ssS

Message

Comment

1 2> REGISTER

UE sends initial registration for IMS services.

2 < 401 Unauthorized

The SS responds with an invalid AKAv1-MD5
authentication challenge with an invalid MAC value.

3 > REGISTER

REGISTER request:

- contains no AUTS directive and an empty
response directive, i.e. no authentication challenge
response

- UE populates a new Security-Client header set to
specify the security mechanism it supports, the
IPsec layer algorithms it supports and the
parameters needed for the new security association
setup

4 < 401 Unauthorized

The SS responds with an invalid AKAv1-MD5
authentication challenge with an invalid MAC value.

5 > REGISTER

REGISTER request:

- contains no AUTS directive and an empty
response directive, i.e. no authentication challenge
response

- UE populates a new Security-Client header set to
specify the security mechanism it supports, the
IPsec layer algorithms it supports and the
parameters needed for the new security association
setup

401 Unauthorized

The SS responds with a valid AKAv1-MD5
authentication challenge and security mechanisms
supported by the network.

REGISTER

UE completes the security negotiation procedures,
sets up a temporary set of SAs and uses those for
sending another REGISTER with AKAv1-MD5
credentials.

200 OK

The SS responds with 200 OK.

SUBSCRIBE

UE subscribes to its registration event package.

200 OK

The SS responds SUBSCRIBE with 200 OK

[En
o
OOINZK

NOTIFY

The SS sends initial NOTIFY for registration event
package, containing full registration state
information for the registered public user identity in
the XML body

v

12 200 OK

The UE responds the NOTIFY with 200 OK

Specific message contents

REGISTER (Step 1)

Use the default message “REGISTER” in annex A.1.1 with condition A1l.

401 UNAUTHORIZED (Steps 2 and 4)

Use the default message “401 Unauthorized for REGISTER” in annex A.1.2 with the following exceptions:

Header/param

Value/remark

WWW-Authenticate
nonce

Base 64 encoding of RAND and AUTN, incorrect MAC value
is used to generate
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REGISTER (Steps 3 and 5)

Use the default message “REGISTER” in annex A.1.1 with condition A1 with the following exceptions:

Header/param Value/remark
CSeq
value The value sent in the previous REGISTER message + 1 (incremented)
Call-ID
callid The same value as in REGISTER in Step 1
Authorization
response It shall be present but empty
auth-param If present it shall not contain the auts directive
nonce-count value or presence of the parameter not to be checked
Security-Client
spi-c new SPI number of the inbound SA at the protected client port, must be different
from the value used in step 1 (and step 3 when in step 5)
spi-s new SPI number of the inbound SA at the protected server port, must be different
from the value used in step 1 (and step 3 when in step 5)
port-c new protected client port needed for the setup of new pairs of security associations,
must be different from the value used in step 1 (and step 3 when in step 5)

9.1.5 Test requirements
SSshall check in step 3 and 5 that in accordance to the 3GPP TS 24.229 [10] clause 5.1.1.5

- the UE responds with a further REGISTER indicating to the S-CSCF that the challenge has been deemed invalid,;
and

- sendsthe REGISTER request using no security associations; and

- the REGISTER request contains no AUTS directive and an empty response directive, i.e. no authentication
challenge; and

- populates a new Security-Client header within the REGISTER reguest, set to specify the security mechanism it
supports, the |Psec layer algorithms it supports and the parameters needed for the new security association setup;
and

- doesnot create atemporary set of security associations.

9.2 Invalid Behaviour — SQN out of range

9.2.1 Definition

To test that the UE when receiving a401 (Unauthorized) response with SQN out of rangeto itsinitial REGISTER
request behaves correctly. This procedure is described in 3GPP TS 24.229 [10] clause 5.1.1.5.

To test after afailed authentication attempt that the UE when receiving a valid 401 (Unauthorized) responseto itsinitial
REGISTER request behaves correctly. This procedure is described in 24.229 [10] clause 5.1.1.5.

9.2.2 Conformance requirement

[TS24.229, clause 5.1.1.5.1]

Authentication is performed during initial registration. A UE can be re-authenticated during subsequent reregistrations,
deregistrations or registrations of additional public user identities. When the network requires authentication or re-
authentication of the UE, the UE will receive a 401 (Unauthorized) response to the REGISTER request.

On receiving a 401 (Unauthorized) response to the REGISTER request, the UE shall:

1) extract the RAND and AUTN parameters,
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2) check the validity of areceived authentication challenge, as described in 3GPP TS 33.203[19] i.e. the locally
calculated XMAC must match the MAC parameter derived from the AUTN part of the challenge; and the SQN
parameter derived from the AUTN part of the challenge must be within the correct range; and

[TS24.229 Rel-12, clause 5.1.1.5.3]

If, in 2401 (Unauthorized) response, either the MAC or SQN isincorrect the UE shall respond with a further
REGISTER indicating to the S-CSCF that the challenge has been deemed invalid as follows:

- inthe case where the UE deems the MAC parameter to be invalid the subsequent REGISTER request shall
contain no "auts" Authorization header field parameter and an empty "response” Authorization header field
parameter, i.e. no authentication challenge response;

- inthe case where the UE deems the SQN to be out of range, the subsequent REGISTER request shall contain the
"auts' Authorization header field parameter (see 3GPP TS 33.102 [18]).

NOTE: Inthe case of the SQN being out of range, a"response” Authorization header field parameter can be
included by the UE, based on the procedures described in RFC 3310 [49].

Whenever the UE detects any of the above cases, the UE shall:

- send the REGISTER request using an existing set of security associations, if available (see
3GPP TS 33.203 [19]);

- populate a new Security-Client header field within the REGISTER request and associated contact address, set to
specify the security mechanisms it supports, the |Psec layer algorithms for integrity and confidentiality
protection it supports and the parameters needed for the new security association setup. These parameters shall
contain new values for spi_uc, spi_us and port_uc; and

- not create atemporary set of security associations.

9.2.3 Test purpose

1) To verify that after receiving a401 (Unauthorized) response for the initial REGISTER sent, the UE checks that
the SQN parameter derived from the AUTN part of the authentication challenge is within the correct range.

2) If the value of SQN derived from the AUTN part of the 401 (Unauthorized) received by the UE is out of range:
- the UE responds with a further REGISTER indicating that the challenge has been deemed invalid; and

- thissubsequent REGISTER request contains no "auts’ Authorization header field parameter and an empty
"response” Authorization header field parameter, i.e. no authentication challenge response; and

- the UE populates a new Security-Client header field within the REGISTER request and associated contact
address, set to specify the security mechanism it supports, the IPsec layer algorithms it supports and the
parameters needed for the new security association setup. These parameters contain new values for spi_uc,
spi_us and port_uc; and

- the UE does not create atemporary set of security associations.

3) To verify after afailed authentication attempt if the UE receives avalid 401 (Unauthorized) message from the
network in response to the Register request sent, the UE is able to perform the authentication and registration
successfully.

9.2.4 Method of test

Initial conditions

UE contains either ISIM and USIM applications or only USIM application on UICC. UE is not registered to IMS
services, but has discovered the SS as P-CSCF by executing the generic test procedure in Annex C.2 up to step 3.
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SSis configured with the shared secret key of IMS AKA algorithm, related to the IMS private user identity (IMPI)
configured on the UICC card equipped into the UE. SSis able to perform AKAv1-MD5 authentication algorithm for
that IMPI, according to 3GPP TS 33.203 [14] clause 6.1 and RFC 3310 [17]. SSislistening to SIP default port 5060 for
both UDP and TCP protocols.

Test procedure

1) IMSregistrationisinitiated on the UE. SS waits for the UE to send an initial REGISTER request, in accordance
to 3GPP TS 24.229 [10], clause 5.1.1.2

2) SSrespondsto theinitial REGISTER reguest with an invalid 401 Unauthorized response, headers populated as
follows:

a) To, From, Via, CSeq, Call-ID and Content-Length headers according to RFC 3261 [15] clauses 8.2.6.2 and
20.14; and

b) WWW-Authentication header with AKAv1-MD5 authentication challenge according to 3GPP TS "24.229
[10], clause 5.4.1.2.1 and RFC 3310 [17] clause 3; except that the SON valuein AUTN should be out of
range

c) Security-Server header according to 3GPP TS 24.229 [10], clause 5.2.2 and RFC 3329 [21] clause 2.

3) SSwaitsfor the UE to send a second Registration message indicating that the received 401 Unauthorized
message was invalid

4) SS sends avalid 401 Unauthorized message to the UE

5) SSwaits for the UE to send a Registration request using the temporary set of security associations to protect the
message. The Registration request shall contain the valid answer to the authentication challenge in 401
Unauthorized sent in the previous step

6) Continue test execution with the Generic test procedure in Annex C.2, step 7, sent over the same temporary set
of security associations that the UE used for sending the REGISTER request

Expected sequence

Step Direction Message Comment
UE | SS
1 > REGISTER UE sends initial registration for IMS services.
2 < 401 Unauthorized The SS responds with an invalid AKAv1-MD5
authentication challenge with SQN out of range.
3 > REGISTER REGISTER request:

- contains AUTS directive

- UE populates a new Security-Client header set to
specify the security mechanism it supports, the
IPsec layer algorithms it supports and the
parameters needed for the new security association

setup.
4 < 401 Unauthorized This is a valid 401 (Unauthorized) message.
5 > REGISTER Message is sent using the temporary set of security

associations to protect the message.
Contains the valid answer to the authentication
challenge sent in the 401 (Unauthorized) message.

6 > Continue with Annex C.2 step 7 Execute the Generic test procedure Annex C.2
steps 7-11 in order to get the UE in a stable
registered state.
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Specific message contents

REGISTER (Step 1)

Use the default message “REGISTER” in annex A.1.1 with condition A1l.

401 UNAUTHORIZED (Step 2)

Use the default message “401 Unauthorized for REGISTER” in annex A.1.2 with the following exceptions:

Header/param Value/remark
WWW-Authenticate
nonce Base 64 encoding of RAND and AUTN, generated with SQN out of
range with the AMF information field set to AMFRresyncH value to
trigger SQN re-synchronisation procedure in test ISIM/USIM, see
TS 34.108 clause 8.1.2.2.

REGISTER (Step 3)

Use the default message “REGISTER” in annex A.1.1 with condition A1 with the following exceptions:

Header/param Value/remark
CSeq
value The value sent in the previous REGISTER message + 1 (incremented)
Call-ID
callid The same value as in REGISTER in Step 1
Authorization
nonce Same value as the opaque value in the previous 401 UNAUTHORIZED message
opaque Same value as the opaque value in the previous 401 UNAUTHORIZED message
response parameter may exist, but value not to be checked
auth-param auts= “auts-value”, auts-value not to be checked
nonce-count value or presence of the parameter not to be checked
Security-Client
spi-c new SPI number of the inbound SA at the protected client port, must be different
from the value used in step 1
spi-s new SPI number of the inbound SA at the protected server port, must be different
from the value used in step 1
port-c new protected client port needed for the setup of new pairs of security associations,
must be different from the value used in step 1

REGISTER (Step 5)

Use the default message “REGISTER” in annex A.1.1 with condition A2.

9.2.5  Test requirements
SSshall check in step 3 that in accordance to the 3GPP TS 24.229 [10] clause 5.1.1.5

- the UE responds with a further REGISTER indicating to the S-CSCF that the challenge has been deemed invalid,;
and

- sendsthe REGISTER request using no security associations; and

- the REGISTER request contains "auts” Authorization header field parameter; and

- populates a new Security-Client header within the REGISTER request, set to specify the security mechanism it
supports, the IPsec layer algorithms it supports and the parameters needed for the new security association setup;
and

- doesnot create atemporary set of security associations.

SSshall check in step 5 that in accordance to the 3GPP TS 24.229 [10] clause 5.1.1.5
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- the UE sets up the temporary set of security associations between the ports announced in Security-Client header
(UE) in the REGISTER request and Security-Server header (SS) in the 401 Unauthorized response; and

- sendsthe Registration request using the temporary set of security associationsto protect the message.

10 Subscription

10.1 Invalid Behaviour — 503 Service Unavailable

10.1.1 Definition

Test to verify that when the UE receives a 503 (Service Unavailable) response to a SUBSCRIBE request containing a
Retry-After header, then the UE shall not automatically reattempt the request until after the period indicated by the
Retry-After header contents. This can happen when the server is temporarily unable to process the request due to a
temporary overloading or maintenance of the server.

10.1.2 Conformance requirement
[TS24.229, clause 5.1.2.2]

If the UA receives a 503 (Service Unavailable) response to an initial SUBSCRIBE request containing a Retry-After
header, then the UE shall not automatically reattempt the request until after the period indicated by the Retry-After
header contents.

Reference(s)

3GPP TS 24.229[10], clause 5.1.2.2.

10.1.3 Test purpose

To verify that after receiving a 503 (Service Unavailable) response to a SUBSCRIBE request, containing a Retry-After
header, the UE shall not automatically reattempt the request until after the period indicated by the Retry-After header
contents. This can happen when the server istemporarily unable to process the request due to atemporary overloading
or maintenance of the server.

10.1.4 Method of test

Initial conditions

UE contains either ISIM and USIM applications or only USIM application on UICC. UE has activated a PDP context,
discovered P-CSCF and registered to IM S services, by executing the generic test procedure in Annex C.2 up to step 7 or
C.2a(GIBA only) up to step 5.

SSis configured with the shared secret key of IMS AKA algorithm, related to the IMS private user identity (IMPI)
configured on the UICC card equipped into the UE. SS has performed AKAv1-MD5 authentication with the UE and
accepted the registration (IM S security).

Test procedure

1) The UE sends a SUBSCRIBE request over the established security associations.

2) The SSresponds to the SUBSCRIBE request with a 503 (Service Unavailable) response with the Retry-After
header with period set to T, indicating how long the service is expected to be unavailable to the requesting client.

3) The SSwaitsfor the period of time T defined in the Retry-After header, to check that the UE does not try to
SUBSCRIBE for the registration event during this period.
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4) The UE sends anew SUBSCRIBE request.

5) Continue test execution with the Generic test procedure in Annex C.2 or C.2a (GIBA only), step 9.

Expected sequence

Step Direction Message Comment
UE | SsS

1 2> SUBSCRIBE UE subscribes to its registration event package.

2 < 503 Service Unavailable The SS responds with 503 response containing a
Retry-After header with period set to T.

3 SS waits for Time T to check that the UE does not
re-attempt the request.

4 > SUBSCRIBE UE reattempts to subscribe to its registration event
package.

5 > Continue with Annex C.2 step 9 Execute the Generic test procedure Annex C.2
steps 9-11 in order to get the UE in a stable
registered state.

NOTE: The default messages contentsin annex A are used with condition “IMS security “ or “GIBA” when
applicable

Specific Message Contents

SUBSCRIBE (Step 1)
Use the default message “ SUBSCRIBE for reg-event package” in annex A.1.4.

503 Service Unavailable response (Step 2)

Use the default message “503 Service Unavailable” in annex A.4.2.

SUBSCRIBE (Step 4)
Use the default message “ SUBSCRIBE for reg-event package” in annex A.1.4 with the following exception:

Header/param Value/remark
Call-ID
callid value different from the previous SUBSCRIBE request

10.1.5 Test requirements
Step 3: The UE shall not automatically reattempt the request during the period duration T.

Step 4: The UE reattempts to send a SUBSCRIBE request for registration event package.

11 Notification

11.1  Network-initiated deregistration

11.1.1 Definition

Test to verify that the UE can correctly process the network initiated deregistration request.

ETSI



3GPP TS 34.229-1 version 15.4.0 Release 15 143 ETSI TS 134 229-1 V15.4.0 (2020-07)

11.1.2 Conformance requirement

Upon receipt of aNOTIFY request on the dialog which was generated during subscription to the reg event package as
described in subclause 5.1.1.3, including one or more <registration> element(s) which were registered by this UE with:

- the state attribute set to "terminated” and the event attribute within the <contact> element belonging to this UE
set to "rejected” or "deactivated”; or

- the state attribute set to "active" and the state attribute within the <contact> element belonging to this UE set to
"terminated"”, and associated event attribute element to "rejected” or "deactivated”;

the UE shall remove all registration details relating to these public user identities. In case of a"deactivated” event
attribute, the UE shall start the initial registration procedure as described in subclause 5.1.1.2. In case of a"rejected"
event attribute, the UE shall release al diaogs related to those public user identities.

Upon receipt of aNOTIFY request, the UE shall delete the security associations towards the P-CSCF either:

- if al <registration> element(s) having their state attribute set to "terminated” (i.e. al public user identities are
deregistered) and the Subscription-State header contains the value of "terminated”; or

- if each <registration> element that was registered by this UE has either the state attribute set to "terminated”, or
the state attribute set to "active” and the state attribute within the <contact> element belonging to this UE set to
"terminated".

The UE shall delete these security associations towards the P-CSCF after the server transaction (as defined in
RFC 3261 [26]) pertaining to the received NOTIFY request terminates.

NOTE 1: Del