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Foreword
This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where:
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document specifies the security architecture, i.e., the security features and the security mechanisms for the
Evolved Packet System and the Evolved Packet Core, and the security procedures performed within the evolved Packet
System (EPS) including the Evolved Packet Core (EPC) and the Evolved UTRAN (E-UTRAN).

2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

o References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

o For aspecific reference, subsequent revisions do not apply.

e For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[2] 3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal
Terrestrial Radio Access Network (E-UTRAN) access'.

[3] 3GPP TS 23.003: "Numbering, addressing and identification".

[4] 3GPP TS 33.102: "3G security; Security architecture”.

[5] 3GPP TS 33.210: "3G security; Network Domain Security (NDS); 1P network layer security".

[6] 3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

[7] IETF RFC 4303: "IP Encapsulating Security Payload (ESP)".

[8] 3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic bootstrapping
architecture”.

[9] 3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS);
Stage 3".

[10] Void.

[11] Void.

[12] 3GPP TS 36.323: "Evolved Universal Terrestrial Radio Access (E-UTRA); Packet Data
Convergence Protocol (PDCP) specification”

[13] 3GPP TS 31.102: "Characteristics of the Universal Subscriber Identity Module (USIM)
application”.

[14] 3GPP TS 35.215: "Confidentiality and Integrity Algorithms UEA2 & UIA2; Document 1: UEA2
and UIA2 specifications'

[15] NIST: "Advanced Encryption Standard (AES) (FIPS PUB 197) "

[16] NIST Special Publication 800-38A (2001): "Recommendation for Block Cipher Modes of
Operation”.

[17] NIST Special Publication 800-38B (2001): "Recommendation for Block Cipher Modes of

Operation: The CMAC Mode for Authentication".
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[18] Void.

[19] Void.

[20] Void.

[21] 3GPP TS 36.331:"Evolved Universal Terrestrial Radio Access (E-UTRA) Radio Resource Control
(RRC); Protocol specification”.

[22] 3GPP TS 23.216: "Single Radio Voice Call Continuity (SRVCC); Stage 2".

[23] 3GPP TS 22.101: "3rd Generation Partnership Project; Technical Specification Group Services

and System Aspects; Service aspects; Service principles’.

[24] 3GPP TS 25.331: "3rd Generation Partnership Project; Technical Specification Group Radio
Access Network; Radio Resource Control (RRC); Protocol Specification".

[25] 3GPP TS 44.060: "3rd Generation Partnership Project; Technical Specification Group
GSM/EDGE Radio Access Network; General Packet Radio Service (GPRS); Mobile Station (MS)
- Base Station System (BSS) interface; Radio Link Control/Medium Access Control (RLC/MAC)

protocol.

[26] 3GPP TS 23.122: "3rd Generation Partnership Project; Technical Specification Group Core
Network and Terminals; Non-Access-Stratum (NAS) functions related to Mobile Station (MS) in
idle mode".

[27] 3GPP TS 33.320: "3rd Generation Partnership Project; Technical Specification Group Services

and System Aspects; Security of Home Node B (HNB) / Home evolved Node B (HENB)"

3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1], in TS 33.102 [4] and the
following apply. A term defined in the present document takes precedence over the definition of the same term, if any,
in TR 21.905 [1].

Access Security Management Entity: entity which receives the top-level keysin an access network from the HSS. For
E-UTRAN access networks, the role of the ASME is assumed by the MME

Activation of security context: the process of taking into use a security context.
Authentication data: Datathat is part of a security context or of authentication vectors.
Chaining of Kyg: derivation of anew Kgyg from another Kgys (i.€., at cell handover)

Current EPS security context: The security context which has been activated most recently. Note that a current EPS
security context originating from either a mapped or native EPS security context may exist simultaneously with a native
non-current EPS security context.

ECM-CONNECTED state: Thisisasdefinedin TS 23.401 [2]. The term ECM-CONNECTED state corresponds to
the term EMM-CONNECTED mode used in TS 24.301 [9].

ECM-IDLE state: Asdefined in TS 23.401 [2]. The term ECM-IDLE state corresponds to the term EMM-IDLE mode
used in TS 24.301[9].

EPS-Authentication Vector: Kasye, RAND, AUTN, XRES

EPS security context: A state that is established locally at the UE and a serving network domain. At both ends "EPS
security context data' is stored, that consists of the EPS NAS security context, and the EPS AS security context.
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NOTE 1: An EPS security context has type 'mapped’, full native' or 'partial native'. Its state can either be ‘current’ or
‘non-current’. A context can be of one type only and be in one state at atime. The state of a particular
context type can change over time. A partia native context can be transformed into a full native. No other
type transformations are possible.

EPS AS security context: the cryptographic keys at AS level with their identifiers, the Next Hop parameter NH, the
Next Hop Chaining Counter parameter NCC used for next hop access key derivation, the identifiers of the selected AS
level cryptographic agorithms and counters used for replay protection. Note that the EPS AS security context only
exists when cryptographically protected radio bearers are established and is otherwise void.

NOTE: NH and NCC need to be stored also at the MM E during connected mode.

EPS NAS security context: This context consists of K asue With the associated key set identifier the UE security
capabilities, and the uplink and downlink NAS COUNT values. In particular, separate pairs of NAS COUNT values are
used for each EPS NAS security contexts, respectively. The distinction between native and mapped EPS security
contexts also appliesto EPS NAS security contexts. The EPS NAS security context is called 'full' if it additionally
contains the keys Kyasnt and Kyasene @nd the identifiers of the selected NAS integrity and encryption agorithms.

Full native EPS security context: A native EPS security context for which the EPS NAS security context is full
according to the above definition. A full native EPS context is either in state ‘current’ or state 'non-current'.

Forward security: In the context of Kgys key derivation, forward security refers to the property that, for an eNB with
knowledge of a Keyg, shared with a UE, it shall be computationally infeasible to predict any future Keyg, that will be
used between the same UE and another eNB. More specifically, n hop forward security refers to the property that an
eNB is unable to compute keys that will be used between a UE and another eNB to which the UE is connected after n or
more handovers (n=1 or 2).

L egacy security context: A security context which has been established according to TS 33.102 [4].

Mapped security context: Security context created by converting the current security context in the source systemto a
security context for the target system in inter-system mobility, e.g., UMTS keys created from EPS keys. The EPS NAS
security context of a mapped security context is full and current.

Native EPS security context: An EPS security context whose K gue Was created by arun of EPS AKA.

Non-current EPS security context: A native EPS security context that is not the current one. A non-current EPS
security context may be stored along with a current EPS security context in the UE and the MME. A non-current EPS
security context does not contain an EPS AS security context. A non-current EPS security context is either of type 'full
native' or of type 'partial native'.

Partial native EPS security context: A partial native EPS security context consists of Kagye With the associated key
set identifier, the UE security capabilities, and the uplink and downlink NAS COUNT values, which are initialy set to
zero before the first NAS SMC procedure for this security context. A partial native EPS security context is created by
an EPS AKA, for which no corresponding successful NAS SMC has been run. A partial native context is always in state
‘non-current'.

Re-derivation of NAS keys: derivation of new NAS keys from the same K sy but including different algorithms (and
no freshness parameter)

Refresh of Kgye: derivation of anew Kgyg from the same K ague and including a freshness parameter

Re-keying of Keyg: derivation of anew Ky from anew Kgye in ECM-CONNECTED (i.e., . to activate a partial
native EPS security context, or to re-activate a non-current full EPS security context)

Re-keying of NAS keys: derivation of new NAS keys from anew Kasve

UE security capabilities. The set of identifiers corresponding to the ciphering and integrity algorithms implemented in
the UE. Thisincludes capabilities for EPS AS and NAS, and includes capabilities for UTRAN and GERAN if these
access types are supported by the UE.

UE EPS security capabilities: The UE security capabilities for EPS AS and NAS.
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3.2 Symbols

For the purposes of the present document, the following symbols apply:
Il Concatenation

@ Bitwise Exclusive Or (XOR) operation

3.3 Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
TR 21.905[1].

AES Advanced Encryption Standard

AK Anonymity Key

AKA Authentication and Key Agreement

AMF Authentication Management Field

AN Access Network

AS Access Stratum

AUTN Authentication token

AV Authentication Vector

ASME Access Security Management Entity

Cel-ID Cellldentity asused in TS 36.331 [21]

CK Cipher Key

CKSN Cipher Key Sequence Number

C-RNTI Cell RNTI asused in TS 36.331 [21]

DoS Denial of Service

EARFCN-DL  E-UTRA Absolute Radio Frequency Channel Number-Down Link
ECM EPS Connection Management

EEA EPS Encryption Algorithm

EIA EPS Integrity Algorithm

eKSl Key Set Identifier in E-UTRAN

EMM EPS Mobility Management

eNB Evolved Node-B

EPC Evolved Packet Core

EPS Evolved Packet System

EPS-AV EPS authentication vector

E-UTRAN Evolved UTRAN

GERAN GSM EDGE Radio Access Network

GUTI Globally Unique Temporary Identity

HE Home Environment

HFN Hyper Frame Number

HO Hand Over

HSS Home Subscriber Server

IK Integrity Key

IKE Internet Key Exchange

IMEI International Mobile Station Equipment Identity
IMEISV International Mobile Station Equipment Identity and Software Version number
IMS| International Mobile Subscriber |dentity

IRAT Inter-Radio Access Technology

ISR Idle Mode Signaling Reduction

KDF Key Derivation Function

KSI Key Set Identifier

LSB Least Significant Bit

LSM Limited Service Mode

MAC-I Message Authentication Code for Integrity (terminology of TS36.323 [12])
MACT Message Authentication Code T used in AES CMAC calculation
ME Mobile Equipment

MME Mobility Management Entity

MS Mobile Station
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Message Authentication Code for NAS for Integrity (called MAC in TS24.301 [9])

3GPP TS 33.401 version 9.3.1 Release 9 12
MSC Mobile Switching Center
MSIN Mobile Station Identification Number
NAS Non Access Stratum
NAS-MAC
NCC Next hop Chaining Counter
NH Next Hop
PCI Physical Cellldentity asused in TS 36.331 [21]
PLMN Public Land Mobile Network
PRNG Pseudo Random Number Generator
P-TMS Packet- Temporary Mobile Subscriber Identity
PDCP Packet Data Convergence Protocol
RAND RANDom number
RAU Routing Area Update
RRC Radio Resource Control
SGSN Serving GPRS Support Node
SIM Subscriber Identity Module
SMC Security Mode Command
SN Serving Network
SN id Serving Network identity
SQN Sequence Number
SRB Source Route Bridge
SRvCC Single Radio Voice Call Continuity
STMS S-Temporary Mobile Subscriber Identity
TAI Tracking Arealdentity
TAU Tracking Area Update
UE User Equipment
UEA UMTS Encryption Algorithm
UIA UMTS Integrity Algorithm
uicC Universal Integrated Circuit Card
UMTS Universal Mobile Telecommunication System
UP User Plane
USIM Universal Subscriber Identity Module
UTRAN Universal Terrestrial Radio Access Network
XRES Expected Response

3.4 Conventions

All data variables in the present document are presented with the most significant substring on the left hand side and the
least significant substring on the right hand side. A substring may be a bit, byte or other arbitrary length bitstring.
Where avariable is broken down into a number of substrings, the leftmost (most significant) substring is numbered 0,

the next most significant is numbered 1, and so on through to the least significant.
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4

Overview of Security Architecture

Figure 4-1 gives an overview of the complete security architecture.

Application

| |
I I
1 1
I I Home
stratum/
Serving

Stratum

Transport
stratum

Figure 4-1: Overview of the security architecture

Five security feature groups are defined. Each of these feature groups meets certain threats and accomplishes certain

Secu

rity objectives:

Network access security (1): the set of security features that provide users with secure access to services, and
which in particular protect against attacks on the (radio) accesslink.

Network domain security (I1): the set of security features that enable nodes to securely exchange signalling
data, user data (between AN and SN and within AN), and protect against attacks on the wireline network.

User domain security (111): the set of security features that secure access to mobile stations.

Application domain security (1V): the set of security features that enable applicationsin the user and in the
provider domain to securely exchange messages.

Visibility and configurability of security (V): the set of features that enables the user to inform himself
whether a security feature isin operation or not and whether the use and provision of services should depend on
the security feature.
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5 Security Features

5.1 User-to-Network security

51.1 User identity and device confidentiality
User identity confidentiality is as defined by TS 33.102 [4] subclause 5.1.1
From subscriber's privacy point of view, the MSIN, the IMEI, and the IMEISV should be confidentiality protected.

The UE shall provide its equipment identifier IMEI or IMEISV to the network, if the network asks for it in an integrity-
protected request.

The IMEI and IMEISV shall be securely stored in the terminal.

The UE shall not send IMEI or IMEISV to the network on a network request before the NAS security has been
activated.

The IMEI or IMEISV shall be sent in the NAS protocol.

NOTE: In some cases, e.g., the very first attach procedure, MSIN has to be sent to network in cleartext. When NAS
confidentiality protection is beyond an operator option, IMEI and IMEISV can not be confidentiality
protected.

5.1.2 Entity authentication

Entity authentication is as defined by TS 33.102 [4] subclause 5.1.2
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5.1.3 User data and signalling data confidentiality

5.1.3.1 Ciphering requirements

Ciphering may be provided to RRC-signalling to prevent UE tracking based on cell level measurement reports,
handover message mapping, or cell level identity chaining. RRC signalling confidentiality is an operator option.

Synchronization of the input parameters for ciphering shall be ensured for the protocols involved in the ciphering.
The NAS signalling may be confidentiality protected. NAS signalling confidentiality is an operator option.
NOTE 1. RRC and NAS signalling confidentiality protection is recommended to be used.

When authentication of the credentials on the UICC during Emergency Calling in Limited Service Mode, as defined in
the TS 23.401 [2], can not be successfully performed, the confidentiality protection of the RRC and NAS signaling, and
user plane shall be omitted (see clause 15). This shall be accomplished by the network by selecting EEAOQ for
confidentiality protection of NAS, RRC and user plane.

User plane confidentiality protection shall be done at PDCP layer and is an operator option.
NOTE 2: User plane confidentiality protection is recommended to be used.

NOTE 3: Confidentiality protection for RRC and UP is applied at the PDCP layer, and no layers below PDCP are
confidentiality protected. Confidentiality protection for NAS is provided by the NAS protocol.

5.1.3.2 Algorithm Identifier Values
All algorithms specified in this subclause are algorithms with a 128-bit input key except Null ciphering algorithm.

NOTE: Deviations from the above requirement have to be indicated explicitly in the agorithm identifier list
below.

Each EPS Encryption Algorithm (EEA) will be assigned a 4-bit identifier. Currently, the following values have been
defined for NAS, RRC and UP ciphering:

"0000," EEAO  Null ciphering algorithm

"0001," 128-EEA1  SNOW 3G based algorithm

"0010," 128-EEA2  AES based algorithm
The remaining val ues have been reserved for future use.
UEs and eNBs shall implement EEAOQ, 128-EEA1 and 128-EEA2 for both RRC signalling ciphering and UP ciphering.
UEs and MMEs shall implement EEAOQ, 128-EEA1 and 128-EEA2 for NAS signalling ciphering.
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5.1.4 User data and signalling data integrity

5141 Integrity requirements

Synchronization of the input parameters for integrity protection shall be ensured for the protocolsinvolved in the
integrity protection.

Integrity protection, and replay protection, shall be provided to NAS and RRC-signalling.

All NAS signaling messages except those explicitly listed in TS 24.301 [9] as exceptions shall be integrity-protected.
All RRC signaling messages except those explicitly listed in TS 36.331 [21] as exceptions shall be integrity-protected.

When authentication of the credentials on the UICC during Emergency Calling in Limited Service Mode, as defined in
the TS 23.401 [2], can not be successfully performed, the integrity and replay protection of the RRC and NAS signaling
shall be omitted (see clause 15). This shall be accomplished by the network by selecting EIAO for integrity protection of
NAS and RRC. EIAOQ shall only be used for unauthenticated emergency calls.

User plane packets between the eNB and the UE shall not be integrity protected.

5.1.4.2 Algorithm Identifier Values
All agorithms specified in this subclause are algorithms with a 128-bit input key.

NOTE: Deviations from the above requirement have to be indicated explicitly in the agorithm identifier list
below.

Each EPS Integrity Algorithm (EIA) will be assigned a 4-bit identifier. Currently, the following values have been
defined:

"0000," EIAO  Null Integrity Protection algorithm

"0001," 128-EIA1  SNOW 3G

"0010," 128-EIA2 AES
The remaining val ues have been reserved for future use.
UEs and eNBs shall implement 128-EIA1 and 128-E1A2 for RRC signalling integrity protection.
UEs and MMEs shall implement 128-EIA1 and 128-EIA2 for NAS signalling integrity protection.

UEs shall implement EIAO for integrity protection of NAS and RRC signalling. As specified in clause 5.1.4.1 of this
specification, EIAQ is only allowed for unauthenticated emergency calls.

Implementation of EIAO in MMEs and eNBs is optional, EIAQ, if implemented, shall be disabled in MMEs and eNBsin
the deployments where support of unauthenticated emergency calling is not a regul atory requirement.
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5.2 Security visibility and configurability

Although in general the security features should be transparent to the user, for certain events and according to the user's
concern, greater user visibility of the operation of following security feature shall be provided:

- indication of access network encryption: the property that the user is informed whether the confidentiality of user
datais protected on the radio access link, in particular when non-ciphered calls are set-up;

The ciphering indicator feature is specified in 3GPP TS 22.101 [23].

Configurability isthe property that the user can configure whether the use or the provision of a service should depend
on whether a security feature isin operation. A service can only be used if al security features, which are relevant to
that service and which are required by the configurations of the user, are in operation. The following configurability
features are suggested:

- enabling/disabling user-USIM authentication: the user should be able to control the operation of user-USIM
authentication, e.g., for some events, services or use.

5.3 Security requirements on eNodeB

531 General

The security requirements given in this section apply to al types of eNodeBs. More stringent requirements for specific
types of eNodeBs may be defined in other 3GPP specifications.
5.3.2 Requirements for eNB setup and configuration

Setting up and configuring eNBs shall be authenticated and authorized so that attackers shall not be able to modify the
eNB settings and software configurations vialocal or remote access.

1. Security associations are required between the EPS core and the eNB and between adjacent eNBs, connected via
X2. These security association establishments shall be mutually authenticated and used for communication
between the entities. The security associations shall be realized according to clause 11 and 12 of this
specification.

The decision on whether or not to use the certificate enrolment mechanism specified in TS 33.310 [6] for eNB is
left to operators.

Communication between the remote/local O&M systems and the eNB shall be mutually authenticated.

The eNB shall be able to ensure that software/data change attempts are authorized

The eNB shall use authorized data/software.

Sensitive parts of the boot-up process shall be executed with the help of the secure environment.

Confidentiality of software transfer towards the eNB shall be ensured.

N o o &M w D

Integrity protection of software transfer towards the eNB shall be ensured.

5.3.3 Requirements for key management inside eNB

The EPS core network provides subscriber specific session keying material for the eNBs, which also hold long term
keys used for authentication and security association setup purposes. Protecting all these keysisimportant.

1. Keysstored inside eNBs shall never leave a secure environment within the eNB except when done in accordance
with this or other 3GPP specifications.
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5.34 Requirements for handling User plane data for the eNB

It iseNB'stask to cipher and decipher user plane packets between the Uu reference pointand the S1/X2 reference
points.

1. User plane data ciphering/deciphering shall take place inside the secure environment where the related keys are
stored.

2. Thetransport of user data over S1-U and X2-U shall be integrity, confidentially and replay-protected from
unauthorized parties. If thisis to be accomplished by cryptographic means, clause 12 shall be applied.

NOTE: The use of cryptographic protection on S1-U and X2-U is an operator's decision. In case the eNB has been
placed in a physically secured environment then the 'secure environment' may include other nodes and
links beside the eNB.

5.3.4a Requirements for handling Control plane data for the eNB

It iseNB's task to provide confidentiality and integrity protection for control plane packets on the S1/X2 reference
points.

1. Control plane data ciphering/deciphering shall take place inside the secure environment where the related keys
are stored.

2. Thetransport of control plane data over SI-MME and X2-C shall be applied to integrity-, confidentiality- and
replay-protected from unauthorized parties. If thisisto be accomplished by cryptographic means, clause 11 shall
be applied.

NOTE: The use of cryptographic protection on SI-MME and X2-C is an operator's decision. In case the eNB has
been placed in a physically secured environment then the 'secure environment' may include other nodes
and links beside the eNB.

5.35 Requirements for secure environment of the eNB

The secure environment islogically defined within the eNB and is a composition of functions for the support of
sensitive operations.

1. The secure environment shall support secure storage of sensitive data, e.g. long term cryptographic secrets and
vital configuration data.

2. The secure environment shall support the execution of sensitive functions, e.g. en-/decryption of user data and
the basic steps within protocols which use long term secrets (e.g. in authentication protocols).

Sensitive data used within the secure environment shall not be exposed to external entities.
The secure environment shall support the execution of sensitive parts of the boot process.

The secure environment's integrity shall be assured.

o 0 &~ W

Only authorised access shall be granted to the secure environment, i.e. to data stored and used within, and to
functions executed within.

5.4 Void
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6 Security Procedures between UE and EPC Network
Elements

6.1 Authentication and key agreement

6.1.1  AKA procedure

NOTE 1: Authentication data in this subclause stands for EPS Authentication vector(s).
EPS AKA isthe authentication and key agreement procedure that shall be used over E-UTRAN.

A Rel-99 or later USIM application on a UICC shall be sufficient for accessing E-UTRAN, provided the USIM
application does not make use of the separation bit of the AMF in away described in TS 33.102 [4] Annex F. Accessto
E-UTRAN with a2G SIM or a SIM application on a UICC shall not be granted.

An ME that has E-UTRAN radio capability shall support the USIM-ME interface as specified in TS 31.102 [13]

EPS AKA shall produce keying material forming a basis for user plane (UP), RRC, and NAS ciphering keys as well as
RRC and NAS integrity protection keys.

NOTE 2: Key derivation requirements of AS and NAS keys can be found in subclause 7.2.1

The MME sendsto the USIM via ME the random challenge RAND and an authentication token AUTN for network
authentication from the selected authentication vector. It also includes a KSl ague for the ME which will be used to
identify the K asve (@and further keys derived from the K oque) that results from the EPS AKA procedure.

At receipt of this message, the USIM shall verify the freshness of the authentication vector by checking whether AUTN
can be accepted as described in TS 33.102[4]. If so, the USIM computes a response RES. USIM shall compute CK and
IK which are sent to the ME. If the USIM computes aKc (i.e. GPRS Kc) from CK and IK using conversion function c3
as described in TS 33.102 [4], and sends it to the ME, then the ME shall ignore such GPRS Kc and not store the GPRS
Kcon USIM or in ME. If the verification fails, the USIM indicates to the ME the reason for failure and in the case of a
synchronisation failure passes the AUTS parameter (see TS 33.102 [4]).

An ME accessing E-UTRAN shall check during authentication that the "separation bit" in the AMF field of AUTN is
set to 1. The "separation bit" is bit 0 of the AMF field of AUTN.

NOTE 3: This separation bit in the AMF can not be used anymore for operator specific purposes as described by
TS33.102 [4], Annex F.

NOTE 4: If the keys CK, IK resulting from an EPS AKA run were stored in the fields already available on the
USIM for storing keys CK and IK this could lead to overwriting keys resulting from an earlier run of
UMTS AKA. Thiswould lead to problems when EPS security context and UMTS security context were
held simultaneously (as is the case when security context is stored e.g. for the purposes of 1dle Mode
Signaling Reduction). Therefore, "plastic roaming" where a UICC isinserted into another ME will
necessitate an EPS AKA authentication run if the USIM does not support EMM parameters storage.

UE shall respond with User authentication response message including RES in case of successful AUTN verification
and successful AMF verification as described above. In this case the ME shall compute K ogue from CK, 1K, and
serving network's identity (SN id) using the KDF as specified in Annex A. SN id binding implicitly authenticates the
serving network's identity when the derived keys from K gy are successfully used.

NOTE5: Thisdoes not preclude aUSIM (see TS 31.102 [13]) in later releases having the capablility of deriving
KASME-

Otherwise UE shall send User authentication reject message with a CAUSE value indicating the reason for failure. In
case of asynchronisation failure of AUTN (as described in TS 33.102 [4]), the UE aso includes AUTS that was
provided by the USIM.
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The MME checksthat the RES equals XRES. If so the authentication is successful. If not or in cause of an
authentication failure response by the UE, the MME may initiate further identity requests or authentications towards the
UE.

Figure 6.1.1-1 describes EPS AKA procedure, which is based on UMTS AKA (see TS 33.102[4]). The following keys
are shared between UE and HSS:

. K isthe permanent key stored on the USIM on a UICC and in the Authentication Centre AuC.

. CK, IK isthe pair of keys derived in the AuC and on the USIM during an AKA run. CK, IK shall be handled
differently depending on whether they are used in an EPS security context or alegacy security context, as
described in subclause 6.1.2.

Asaresult of the authentication and key agreement, an intermediate key K asve shal be shared between UE and MME
i.e. the ASME for EPS.

ME/USIM MME

User authentication request (RAND, AUTN, K Sl asve)

A

User authentication response (RES)

User authentication reject (CAUSE)
Figure 6.1.1-1: EPS user authentication (EPS AKA)

6.1.2 Distribution of authentication data from HSS to serving network
NOTE 1: Authentication data in this subclause stands for EPS Authentication vector(s).

The purpose of this procedure is to provide the MME with one or more EPS authentication vectors (RAND, AUTN,
XRES, Kagve) from the user's HE (HSS) to perform user authentication. Each EPS authentication vector can be used to
authenticate the UE.

NOTE 2: It isrecommended that the MME fetch only one EPS authentication vector at atime as the need to perform
AKA runs has been reduced in EPS through the use of a more elaborate key hierarchy. In particular,
service requests can be authenticated using a stored K 5gue Without the need to perform AKA.
Furthermore, the sequence number management schemesin TS 33.102, Annex C [4], designed to avoid
re-synchronisation problems caused by interleaving use of batches of authentication vectors, are only
optional. Re-synchronisation problems in EPS can be avoided, independently of the sequence number
management scheme, by immediately using an authentication vector retrieved from the HSSin an
authentication procedure between UE and MME.

MME HE

Authentication data request
IMSI, SN identity, Network Type

v

Authentication data response
EPS-Authentication Vector (9)

Figure 6.1.2-1: Distribution of authentication data from HE to MME

An EPS authentication vector is derived from the authentication vector defined in TS 33.102 [4] clause 6.3.2. To derive
the key Kasve in the HE, the KDF as specified in Annex A is used which shall contain following mandatory input
parameters: CK, IK and SN identity.

If the Network Type equals E-UTRAN then the "separation bit" in the AMF field of AUTN shall be set to 1 to indicate
to the UE that the authentication vector is only usable for AKA in an EPS context, if the "separation hit" is set to 0, the
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vector is usablein a non-EPS context only (e.g. GSM, UMTS). For authentication vectors with the " separation bit" set
to 1, the secret keys CK and IK generated during AKA shall never leave the HSS.

The MME invokes the procedures by requesting authentication vectors from the HE (Home environment).

The authentication data request shall include the IMSI, the Serving Network identity i.e. MCC + MNC, and the
Network Type (i.e. E-FUTRAN). In the case of a synchronisation failure, the MME shall also include RAND and AUTS.
In this case the HE checks the AUTS parameter before sending new authentication vectors to the MME (see TS 33.102

[4])

Upon the receipt of the authentication data request from the MME, the HE may have pre-computed the required
number of EPS authentication vectors and retrieve them from the HSS database or may compute them on demand.

NOTE 3: For Kagve the possibilities for pre-computation are restricted due to the PLMN-binding.

NOTE 4: The HSS needs to ensure that the MM E requesting the authentication datais entitled to use the SN id used
to calculate K asve. The exact details of how to achieve this are not covered in this specification.

The HE sends an authentication response back to the MME that contains the requested information. If multiple EPS
authentication vectors had been requested then they are ordered based on their sequence numbers. The MME shall be
aware of the order of the EPS authentication vectors and shall use that the EPS authentication vectorsin order.

6.1.3 User identification by a permanent identity

The user identification mechanism should be invoked by the serving network whenever the user cannot be identified by
means of atemporary identity (GUTI). In particular, it should be used when the serving network cannot retrieve the
IMSI based on the GUTI by which the user identifiesitself on the radio path.

The mechanism described in figure 6.1.3-1 allows the identification of a user on the radio path by means of the
permanent subscriber identity (IMSI).

ME/USIM MME

| dentity Request

<
<

| dentity Response (IMSI)

v

Figure 6.1.3-1: User identity query

The mechanism isinitiated by the MME that requests the user to send its permanent identity. The user's response
containsthe IMSI in cleartext. This represents a breach in the provision of user identity confidentiality.

6.1.4 Distribution of IMSI and authentication data within one serving
network domain

NOTE 1: Authentication data in this subclause stands for EPS security contexts and EPS authentication vector(s).

The purpose of this procedureisto provide anewly visited MME with authentication data from a previously visited
MME within the same serving network domain.

NOTE 2: Thefollowing procedure in this clause is based on TAU procedure and it can also be applied for Attach
procedure where al the corresponding texts for TAU' in the following procedure should be replaced with
'Attach’.
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The procedure is shown in Figure 6.1.4-1

MMEn MMEo

GUTlIo || Complete TAU message

A 4

IMSI || authentication data

Figure 6.1.4-1: Distribution of IMSI and authentication data within one serving domain

The procedure shall be invoked by the newly visited MMEn after the receipt of a Tracking Area update request from the
user wherein the user is identified by means of atemporary user identity GUTIo and the Tracking areaidentity TAlo
under the jurisdiction of a previously visited MMEo that bel ongs to the same serving network domain as the newly
visited MMEnN.

The protocol steps are as follows:
a) The MMERn sends a message to the MMEo, this message contains GUTIo and the received TAU message.
b) The MMEo searches the user datain the database and checks the integrity protection on the TAU message.
If the user is found and the integrity check succeeds, the MMEo shall send a response back that:
i) shal includethe IMSI,
i) may include a number of unused EPS-authentication vectors ordered on afirst-in/ first-out basis, and
iii) may include any EPS security contextsit holds

The MMEo subsequently del etes the EPS-authentication vectors and any EPS security contexts which have been
sent.

If the user cannot be identified or the integrity check fails, then the MM Eo shall send a response indicating that
the user identity cannot be retrieved.

c) If the MMERn receives aresponse with an IMSI, it creates an entry and stores any EPS-authentication vectors and
any EPS security context that may be included.

If the MM En receives a response indicating that the user could not be identified, it shall initiate the user
identification procedure described in clause 6.1.3 during the Initial E-UTRAN Attach procedure, or it shall reject
the TAU Request message initiated by UE during the TAU procedure (see clause 4.4.4.3 in TS24.301[9]).

The same procedure does not apply to distribution of EPS authentication data between MME and SGSN in the same
serving network domain, i.e. EPS authentication data shall not be forwarded from an MM E towards an SGSN.

NOTE 3: Thisisdue to the fact that EPS authentication data does not contain CK and 1K and, hence, is not useful
for the SGSN.

6.1.5 Distribution of IMSI and authentication data between different
serving network domains

NOTE 1: Authentication data in this subclause stands for EPS security contexts and EPS authentication vector(s).
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In general, the distribution of IMSI| and authentication between MM Es belonging to different serving network domains
of shall be performed as described for the distribution of IMSI and authentication data within the same service network
domainin subclause 6.1.4. In particular, the current EPS security context data may be transferred between MMES
belonging to different serving network domains. However, there is the following restriction:

- Unused EPS authentication vectors, or non-current EPS security contexts, shall not be distributed between
MMEs belonging to different serving domains (PLMNS).

The same procedure does not apply to distribution of EPS authentication data between MME and SGSN in different
serving network domains, i.e. EPS authentication data shall not be forwarded from an MME towards an SGSN.

NOTE 2: Thisisdueto the fact that EPS authentication data does not contain CK and IK and, hence, is not useful
for the SGSN.

6.1.6 Distribution of IMSI and UMTS authentication vectors between
MMEs or between MME and SGSN

This subclause applies to both distribution of UM TS authentication vectors within one serving network domain and
distribution of UMTS authentication vectors between different serving network domains. The following rules apply to
the distribution of UM TS authentication vectors between two MMEs, and between an SGSN and an MME:

a MME to MME

UMTS authentication vectors that were previoudly received from an SGSN shall not be forwarded between
MME's.

b) SGSN to MME

An SGSN may forward unused UMTS authentication vectors to an MME. only if MME and SGSN are in the
same serving network domain.

c) MME to SGSN
UMTS AVswhich were previoudy stored in the MME may be forwarded back towards the same SGSN.
UMTS AVswhich were previoudy stored in the MME shall not be forwarded towards other SGSNs.

6.2 EPS key hierarchy

Reguirements on EPC and E-UTRAN related to keys:

a) The EPC and E-UTRAN shall alow for use of encryption and integrity protection algorithms for AS and NAS
protection having keys of length 128 and for future use the network interfaces shall be prepared to support 256
bit keys.

b) The keys used for UP, NAS and AS protection shall be dependent on the algorithm with which they are used.
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USIM / AuC K
CK, IK
UE / HSS
Kasme
UE / MME
Knasenc KnAsint
Kens / NH _
UE / eNB
Ny
I'<UPenc I'<RRCint KRRCenc

Figure 6.2-1: Key hierarchy in E-UTRAN

The key hierarchy (see Figure 6.2-1) includes following keys: Kes Knasint, Knasene, K upenc, K rreint and K RRcenc
. Kegisakey derived by ME and MME from Kagye or by ME and target eNB.
Keysfor NAS traffic:

e  Kyasnt isakey, which shall only be used for the protection of NAS traffic with a particular integrity algorithm
Thiskey is derived by ME and MME from K asue, as well as an identifier for the integrity algorithm using the
KDF as specified in Annex A.

o  Kyasenc iSakey, which shall only be used for the protection of NAS traffic with a particular encryption
algorithm. Thiskey is derived by ME and MME from K asve, as well as an identifier for the encryption
algorithm using the KDF as specified in Annex A.

Keysfor UP traffic:

o Kypencisakey, which shall only be used for the protection of UP traffic with a particular encryption algorithm.
Thiskey isderived by ME and eNB from K\g, as well as an identifier for the encryption algorithm using the
KDF as specified in Annex A.

Keysfor RRC traffic:

o  Krreintisakey, which shall only be used for the protection of RRC traffic with a particular integrity
algorithm. Kggeine is derived by ME and eNB from Kgg, as well as an identifier for the integrity algorithm
using the KDF as specified in Annex A.

o  KrreenciSakey, which shall only be used for the protection of RRC traffic with a particular encryption
algorithm. Krgcenc 1S derived by ME and eNB from Kgs as well as an identifier for the encryption algorithm
using the KDF as specified in Annex A.

Intermediate keys:
- NH isakey derived by ME and MME to provide forward security as described in clause 7.2.8.
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clause 7.2.8 using a KDF as specified in Annex A.

Figure 6.2-2 shows the dependencies between the different keys, and how they are derived from the network nodes
point of view. Figure 6.2-3 shows the corresponding relations and derivations as performed in the ME. Two dashed
inputs to a KDF means one of the inputsis used depending on the circumstances of the key derivation.

NOTE: Figures 6.2-2 and 6.2-3 do not include the key handling branches for forward security (see clause 7.2.8 and

Figure 7.2.8.1-1) or cover the derivations at IRAT mobility (see clauses 9 and 10).

HSS MME Keng* » Kas
CK,IK X
K 256
256 -By | eNB
SN id, SQN @ AK A 4 NH | 5
kor /|| -""*2 [ §256 KDF
g NH 2 Physical cell ID, EARFCN-DL eNB
256 256, [ 256
Y h > Keng
Kasve < Q UP-enc-alg,
/ Alg-1D
256
RRC-int-alg,
NASUPLINK COUNT Alg-1D
NAS-enc-alg, NAS-int-alg, RRC-enc-alg,
Alg-1D Alg-1D Alg-1D
LAl vy LA / vy
\KDF/\KDF/ \ KW\KDF/\KDF/
256 256 256 256 256
256-hit Y Y 256-hit A A
keys KNASenc KNAS’nt keyS KRRCenc KRRCin'( KUPenc
256 256 256 256 256
\Trunc / \Trunc / \Trunc / \ Trun(/ ;Trunc ;
128 128 128 128 128
v
128-bit ——Y Y 128-bit ——Y y %
keys Knasenc Knasint keys KRrrcenc Krreint UPenc

Figure 6.2-2: Key distribution and key derivation scheme for EPS (in particular E-UTRAN) for network

nodes.
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ME Kog*
CK,IK 'y
) K 256
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56 \ S
|
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RRC-int-alg,
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Figure 6.2-3: Key derivation scheme for EPS (in particular E-UTRAN) for the ME.

Asthe figures 6.2-2 and 6.2-3 show, the length of K asue, Keng and NH is 256 bits, 256-bit NAS, UP and RRC keys are
always derived from K aque and Keyg respectively. In case the encryption or integrity algorithm used to protect NAS,
UP or RRC requires a 128-hit key asinput, the key is truncated and the 128 |east significant bits are used. Figures 6.2-2
and 6.2-3 illustrate the truncation to 128 bits keys.

The function Trunc takes as input a 256-bit string, and returns a truncated output as defined in Annex A.7.

6.3 EPS key identification

The key K asve shall be identified by the key set identifier eKSI. eKSI may be either of type K Sl ague Or of type
KSlsesnv- An eK Sl shall be stored in the UE and the MME together with K agye and the temporary identifier GUTI, if
available.

NOTE 1: the GUTI pointsto the MME wherethe Kagye is stored.

The key set identifier KSIague is aparameter which is associated with the K ague derived during EPS AKA
authentication. The key set identifier KSIagye is alocated by the MME and sent with the authentication request
message to the mobile station where it is stored together with the K ague. The purpose of the KSl aque isto make it
possible for the UE and the MME to identify a native K ague Without invoking the authentication procedure. Thisis used
to alow re-use of the K agve during subsequent connection set-ups.

The key set identifier KSl g55y IS a parameter which is associated with the mapped K ague derived from UMTS keys
during inter-RAT mobility, cf. clauses 9 and 10 of the present specification. The key set identifier KSl sy i generated
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in both the UE and the MME respectively when deriving the mapped K ague during idle proceduresin E-UTRAN and
during handover from GERAN/UTRAN to E-UTRAN. The KSl gy is stored together with the mapped K asve.

The purpose of the KSl gg5y IS to make it possible for the UE and the MME to indicate the use of the mapped Kague in
inter-RAT mobility procedures (for details cf. clauses 9 and 10).

The format of eKSl shall allow arecipient of such a parameter to distinguish whether the parameter is of type 'KSlasue'
or of type 'KSlgssy'. The format shall further contain avalue field. KSlague and KSlgssy have the same format. The
value fields of KSIagve Nd KSlsgy are three bits each. Seven values are used to identify the key set. A value of '111'is
used by the UE to indicate that avalid K agye is not available for use. Format of eK Sl is described in [9].

The value '111' in the other direction from network to mobile station is reserved.

NOTE 2: In addition to EPS security contexts, the UE may also cache UMTS security contexts. These UMTS
security contexts are identified by the KSI, as defined in TS 33.102 [4].

6.4 Handling of EPS security contexts
Any EPS security context shall be deleted from the ME if:
a) the UICC isremoved from the ME when the ME isin power on state;

b) the ME is powered up and the ME discoversthat a UICC different from the one which was used to create the EPS
security context has been inserted to the ME;

c) the ME is powered up and the ME discovers that no UICC has been inserted to the ME.
Kasve shall never be transferred from the EPC to an entity outside the EPC.

Both the ME and MME shall be capable of storing one non-current EPS security context and one current EPS security

context in volatile memory. In addition, while connected to E-UTRAN the ME and MME shall be capable of storing in
volatile memory the NCC, NH and the related K sgue Used to compute keying material for the current EPS AS security

context.

Any successful run of an EPS AKA creates, by the definition in clause 3, a partial native EPS security context. This
context shall overwrite any existing non-current EPS security context.

UE shall useits current EPS security context to protect the TAU Request or Attach Request. However, there may be
cases in which this EPS security context is not the current one in the MME. In such cases, if the MME receivesa TAU
Reguest or Attach Request protected with a non-current full EPS security context, then this context becomes the current
EPS security context and the MME shall delete any existing current EPS security context.

After asuccessful run of aNAS SMC relating to the eK Sl associated with an EPS security context, this context
becomes the current EPS security context and shall overwrite any existing current EPS security context.

NOTE 1: AsNAS messages can only be sent and received in ECM-CONNECTED state, the ME ensures that,
whenever the native EPS NAS security context stored on the USIM (if supported by USIM) or in non-
volatile memory of the ME is marked as valid at the state transition ECM-CONNECTED -> ECM-IDLE
and EMM-REGISTERED -> EMM-DEREGISTERED, it is consistent with the security context stored in
the volatile memory of the ME. Thisis described in 7.2.6.2, 7.2.6.3 and 7.2.5.1.

Therules for handling security contexts after a handover to E-UTRAN are given in clause 9.2.2.1.

NOTE 2: Only native EPS NAS security context is stored in the EMM parameters file on the USIM or in non-
volatile ME memory. A mapped EPS NAS security context is never stored in these two places.

6.5 Handling of NAS COUNTSs

Each separate K ague has adistinct pair of NAS COUNTSs associated with it. It is essential that the NAS COUNTsfor a
particular Ksve are not reset to the start values (that isthe NAS COUNTSs only have their start value when anew
Kasvie is created). This prevents the security issue of using the same NAS COUNTs with the same NAS keys, e.g. key
stream re-use, in the case a UE moves back and forth between two MMEs and the same NAS keys are re-derived.
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The NAS COUNTs shall only be set to the start value in the following cases:
- for apartial native EPS NAS security context created by a successful AKA run,

NOTE: The NAS COUNTSs are not actually needed at the UE for a native context until it has successfully received
the first NAS Security Mode Command for that security context. The NAS COUNTSs are not needed at
the MME until it sends the first NAS Security Mode Command for that security context. Before the MME
sends the first NAS Security Mode Command for a given partial native security context, the MME sets
the NAS COUNTSs for the security context to 0. After the NAS SMC message is sent for that partial
native security context the NAS COUNTSs for that partial native context are increased for each following
sent NAS message as specified in TS 24.301.

- or for an EPS NAS security context created through a context mapping during a handover from
UTRAN/GERAN to E-UTRAN,

- or for an EPS NAS security context created through a context mapping during idle mode mobility from
UTRAN/GERAN to E-UTRAN.

The NAS COUNTSs shall not be reset during idle mode mobility or handover for an already existing native EPS NAS
security context.

The start value of NAS COUNT shall be zero (0).
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7 Security Procedures between UE and EPS Access
Network Elements

7.1 Mechanism for user identity confidentiality

The MME shall allocate a GUTI to a UE in order to support the subscriber identity confidentiality. The GUTI is defined
in TS 23.003[3].

S-TMS, the shortened form of the GUTI, is used to support the subscriber identity confidentiality with more efficient
radio signalling procedures (e.g. paging and Service Request). A new GUTI shall be sent to the UE only after a
successful activation of NAS security.

7.2 Handling of user-related keys in E-UTRAN

7.2.1 E-UTRAN key setting during AKA

Authentication and key setting are triggered by the authentication procedure. Authentication and key setting may be
initiated by the network as often as the network operator wishes. Key setting can occur as soon as the identity of the
mobile subscriber (i.e. GUTI or IMSI) is known by the MME. A successful run of AKA resultsinanew Kagye that is
stored in the UE and MME.

NAS keys, Keyg and the RRC and UP keys are derived from K agye using the KDFs specified in Annex A.

The NAS keys derived from the new K agye are taken in use in the MME and the UE by means of the NAS security
mode set-up procedure (see subclause 7.2.4.4). The AS keys are taken into use with the AS security mode set-up
procedure (see subclause 7.2.4.5) or with the key change on the fly procedure (see subclause 7.2.9.2).

7.2.2 E-UTRAN key identification

Clause 6.3 of this specification states how the key Kgue isidentified, namely by the key set identifier eKSI. Keys
Knasene @nd Kyasine in the E-UTRAN key hierarchy specified in clause 6.2, which are derived from K 4gue, can be
uniquely identified by eKSI together with those parameters from the set { @ gorithm distinguisher, algorithm identifier},
which are used to derive these keys from K ,gue according to Annex A.

Theintial Kgg can be uniquely determined by the key set identifier, i.e. eKSl, together with the uplink NAS COUNT
are used to derive it. The intermediate key NH as defined in clause 7 can be uniquely determined by the key set
identifier, i.e. eKSl, together with the initial Keyg derived from the current NAS security context for use during the
ongoing CONNECTED state and a counter counting how many NH-derivations have already been performed from this
initial Keyg.according to Annex A.4. The next hop chaining count, NCC, represents the 3 least significant bits of this
counter.

Intermediate key Keng*, defined in clause 7, as well as keys non-initial Keyg, Krreint, Krrcene, @nd Kypene in the E-
UTRAN key hierarchy specified in clause 6.2 can be uniquely identified by eKSI together with those parameters from
the set { Initial Kegys 0or NH, agorithm distinguisher, algorithm identifier, and sequence of PCls and EARFCN-DLs used
in horizontal key derivations from theinitial Kgg or NH}, which are used to derive these keys from K 4sye according to
clause 7 and Annex A.

It is specified in the remainder of clause 7, aswell asin clause 9 and 10, which of the above parameters need to be
included in a security-relevant message to allow the entity receiving the message to uniquely identify a certain key.

7.2.3 E-UTRAN key lifetimes

All E-UTRAN keys are derived based on a K oque. The key hierarchy which is described in clause 6.2 does not allow
direct update to RRC and UP keys, but fresh RRC and UP keys are derived based on afresh Kgys, which is bound to
certain dynamic parameters (like PCI) and fresh key derivation parameter(s) in state transitions (like NAS uplink

COUNT). This results as fresh RRC and UP keysin the eNB between inter-eNB handovers and state transitions (see
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subclauses 7.2.6 to 7.2.8).. The handling (creation, modification and update) of the E-UTRAN keysin the various state
transitionsis described in clauses 7.2.5, 7.2.6, 7.2.7 and 7.2.8.

Kasve shall be created only by running a succesful AKA or by theinter-RAT procedures towards E-UTRAN (cfr
clauses 9 and 10). In case the UE does not have avalid K asye, @ KSlasve With value " 111" shall be sent by the UE to
the network, which can initiate (re-)authentication procedure to get a new Kasye based on a successful AKA
authentication.

7.2.4  Security mode command procedure and algorithm negotiation

7.24.1 Requirements for algorithm selection

a) Anactive UE and a serving network shall agree upon agorithms for
- RRC ciphering and RRC integrity protection (to be used between UE and eNB)
- UP ciphering (to be used between UE and eNB)
- NAS ciphering and NAS integrity protection (to be used between UE and MME)

b) The serving network shall select the algorithms to use dependent on
- the UE security capabilities of the UE,
- the configured allowed list of security capabilities of the currently serving network entity

c) The same set of ciphering and integrity algorithms shall be supported by the UE both for AS and NAS level.

d) Each selected algorithm shall be acknowledged to the UE in an integrity protected way such that the UE is
ensured that the algorithm selection was not manipulated, i.e. that the UE security capabilities were not bidden
down.

€) The UE security capabilities the ME sent to the network shall be repeated in an integrity protected NAS level
message to the ME such that "bidding down attacks" against the UE's security capabilities can be detected by
the ME. The UE security capabilities apply to both AS and NAS level security.

f) Separate AS and NAS level security mode command procedures are required. AS level security mode
command procedure configures AS security (RRC and UP) and NAS level security mode command procedure
configures NAS security.

a.  Bothintegrity protection and ciphering for RRC are activated within the same AS SMC procedure,
but not necessarily within the same message.

b. User plane ciphering is activated at the same time as RRC ciphering.

g) It shal be possible that the selected AS and NAS agorithms are different at a given point of time.
7.2.4.2 Procedures for AS algorithm selection

72421 Initial AS security context establishment

Each eNB shall be configured via network management with lists of algorithms which are allowed for usage. There
shall be onelist for integrity algorithms, and one for ciphering algorithms. These lists shall be ordered according to a
priority decided by the operator. When AS security context is established in the eNB, the MME shall send the UE EPS
security capabilities to the eNB. The eNB shall choose the ciphering agorithm which has the highest priority from its
configured list and is also present in the UE EPS security capabilities. The eNB shall choose the integrity algorithm
which has the highest priority from its configured list and is also present in the UE EPS security capabilities. The
chosen algorithms shall be indicated to the UE in the AS SMC. The ciphering algorithm is used for ciphering of the user
plane and RRC traffic. The integrity algorihtm is used for integrity protection of the RRC traffic.
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7.2.4.2.2 X2-handover

At handover from a source eNB over X2 to atarget eNB, the source eNB shall include the UE EPS security capabilities
and ciphering and integrity algorithms used in the source cell in the handover request message. The target eNB shall
select the algorithm with highest priority from the UE EPS security capabilities according to the prioritized locally
configured list of algorithms (this applies for both integrity and ciphering algorithms). The chosen algorithms shall be
indicated to the UE in the handover command. In the path-switch message, the target eNB shall send the UE EPS
security capabilities received from the source eNB to the MME. The MME shall verify that the UE EPS security
capabilities received from the eNB are the same as the UE EPS security capabilities that the MME has stored. If thereis
amismatch, the MME may log the event and may take additional measures, such asraising an alarm.

NOTE: Transferring the ciphering and integrity algorithms used in the source cell to the target eNB in the handover
request message is for the target eNB to decipher and integrity verify the RRCReestablishmentComplete
message on SRB1 in the potential RRCConnectionRe-establishment procedure.

7.2.4.2.3 S1-handover

At handover from a source eNB to atarget eNB over S1 (possibly including an MME change and hence atransfer of the
UE security capabilities from source MME to target MME), the target MME shall send the UE EPS security capabilities
to the target eNB in the S1 AP HANDOVER REQUEST message. The target eNB shall select the algorithm with
highest priority from the UE EPS security capabilities according to the prioritized locally configured list of algorithms
(this applies for both integrity and ciphering algorithms). The chosen algorithms shall be indicated to the UE in the
handover command.

7.2.4.2.4 Intra-eNB handover

It is not required to change the AS security algorithm during intra-eNB handover.
7.24.3 Procedures for NAS algorithm selection

7.2.4.3.1 Initial NAS security context establishment

Each MME shall be configured via network management with lists of algorithms which are allowed for usage. There
shall be onelist for NAS integrity algorithms, and one for NAS ciphering algorithms. These lists shall be ordered
according to a priority decided by the operator.

To establish the NAS security context, the MME shall choose one NAS ciphering algorithm and one NAS integrity
protection algorithm. The MME shall then initiate a NAS security mode comamnd procedure, and include the chosen
algortithms and UE security capabilities (to detect modification of the UE security capabilities by an attacker) in the
message to the UE (see clause 7.2.4.4). The MME shall select the NAS algorithms which have the highest priority
according to the ordered lists.

7.2.4.3.2 MME change

In case there is change of MMEs and algorithms to be used for NAS, the target MME shall initiate a NAS security
mode comamnd procedure and include the chosen algorithms and the UE security capabilities (to detect modification of
the UE security capabilities by an attacker) in the message to the UE (see clause 7.2.4.4). The MME shall select the
NAS algorithms which have the highest priority according to the ordered lists (see 7.2.4.3.1).

NOTE: After an S1-handover with MME change a TAU procedure is executed. The sameistrue for aninter-RAT
handover to E-UTRAN and for both inter- and intra-RAT idle mode mobility resulting in a change of
MMEs.
7.24.4 NAS security mode command procedure

The NAS SMC procedure consists of aroundtrip of messages between MME and UE. The MME sendsthe NAS
security mode command to the UE and the UE replies with the NAS security mode complete message.

The NAS security mode command message from MME to UE shall contain the replayed UE security capabilities, the
selected NAS algorithms, the eK S| for identifying K asve, ahd both NONE e and NONCEy, e in the case of creating a
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mapped context in idle mobility (see clause 9.1.2). This message shall be integrity protected (but not ciphered) with
NAS integrity key based on K ague indicated by the eKSI in the message (see figure 7.2.4.4-1).

The UE shall verify the integrity of the NAS security mode command message. This includes ensuring that the UE
security capabilities sent by the MME match the ones stored in the UE to ensure that these were not modified by an
attacker and checking the integrity protection using the indicated NAS integrity algorithm and the NAS integrity key
based on Kgye indicated by the eKSI. In addition, when creating a mapped context for the case described in clause
9.1.2, the UE shall ensure the received NONCE_ is the same as the NONCE e sent in the TAU Request and also
calculate K'agve from CK, IK and the two nonces (see Annex A.11).

If the MME receives no response to aNAS Security Mode Command that included nonces to create a mapped context
and it wishesto try again to create the mapped context, the MME shall use the same values of NONCE e and
NONCEymE.

If the UE receives are-transmitted NAS Security Mode Command, i.e one containing the nonces, after it has
successfully received a previous one (and hence created a mapped EPS NAS security context), the UE shall process the
message as above, except that it is not required to re-generate the K'agye or check the NONCE ¢ if it does not re-
generate the K'asue-

If the checks of the NAS Security Mode Command pass the UE shall respond with a NAS Security Mode Complete.
The UE shall delete NONCE e once the TAU procedure is complete.

If successfully verified, the UE shall start NAS integrity protection and ciphering/deciphering with this security context
and sends the NA'S security mode complete message to MME ciphered and integrity protected The NAS security mode
complete message shall include IMEISV in case MME requested it in the NAS SMC Command message.

The MME shall de-cipher and check the integrity protection on the NAS Security Mode Complete using the keys and
algorithms indicated in the NAS Security Mode Command. NAS downlink ciphering at the MME with this security
context shall start after receiving the NAS security mode complete message. NAS uplink deciphering at the MME with
this context starts after sending the NAS security mode command message.

If any verification of the NAS security mode command is not successful in the ME, the ME shall reply withaNAS
security mode reject message (see TS 24.301 [9]). The NAS security mode reject message and all following NAS
messages shall be protected with the EPS NAS security context, i.e., the EPS NAS security context used prior to the
NAS security mode command that failed (until anew NAS EPS security context is establised, e.g., viaanew NAS
security mode control procedure). If no EPS NAS security context existed prior to the NAS security mode command,
the NAS security mode reject message cannot be protected.

NOTE: If the uplink NAS COUNT will wrap around by sending the security mode reject message, the UE releases
the NAS connection as specified in TS 24.301 [9] instead of sending the security mode reject message.

ME MME
Start integrity
protection
NAS Security Mode Command (eKSI, UE sec capabilities,
Ciphering algorithm, Integrity algorithm,
[IMEISV request,] [NONCE g, NONCEyye] NAS-MAC)

Verify NAS SMC integrity. Start uplink
If succesful, start ciphering/ deciphering
deciphering and integrity
protection and send NAS
Security Mode Complete.

NAS Security Mode Complete ([IMEISV,] NAS-MAC)

Start downlink ciphering

Figure 7.2.4.4-1: NAS security mode command procedure
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7.245 AS security mode command procedure

The AS SMC procedure consists of a roundtrip of messages between eNB and UE. The eNB sends the AS security
mode command to the UE and the UE replies with the AS security mode complete message. See figure 7.2.4.5-1.

The AS security mode command message from eNB to UE shall contain the selected AS algorithms. This message shall
be integrity protected with RRC integrity key based on the current K gue.

The AS security mode complete message from UE to eNB shall be integrity protected with the selected RRC algorithm
indicated in the AS security mode command message and RRC integrity key based on the current K ague.

RRC and UP downlink ciphering (encryption) at the eNB shall start after sending the AS security mode command
message. RRC and UP uplink deciphering (decryption) at the eNB shall start after receiving and successful verification
of the AS security mode complete message.

RRC and UP uplink ciphering (encryption) at the UE shall start after sending the AS security mode compl ete message.
RRC and UP downlink deciphering (decryption) at the UE shall start after receiving and successful verification of the
AS security mode command message

If any control of the AS security mode command is not successful in the ME, the ME shall reply with an unprotected
security mode failure message (see TS 36.331[21]).

AS security mode command always changes the AS keys.

ME eNB

Stat RRC

integrity protection

AS Security Mode Command (Integrity algorithm, Ciphering d gorithm,
MAC-I)

a
w

Verify AS SM Cintegrity. Start RRC/UP
If succesful, start RRC integrity downlink ciphering
protection, RRC/UP downlink
deciphering, and send AS Security
Mode Complete.

AS Seaurity Mode Complete (MAC-I)

Start RRC/UP Start RRC/UP
uplink ciphering uplink deciphering

Figure 7.2.4.5-1: AS security setup

7.2.4a Algorithm negotiation for unauthenticated UEs in LSM

UEsthat are in limited service mode (LSM) and that cannot be authenticated by the MME (for whatever reason) may
still be allowed to establish emergency calls by sending the emergency attach request message. It shall be possible to
configure whether the MME allows unauthenticated UEsin LSM to establish bearers for emergency callsor not. If an
MME allows unauthenticated UEsin LSM to establish bearers for an emergency call, the MME shall for the NAS
protocol use EIAO and EEAO as the integrity and ciphering algorithm respectively.

If the MME allows an unauthenticated UE in LSM to establish bearers for emergency calls after it has received the
emergency attach request message from the UE, the MME shall:

- Select EIAO and EEAOQ asthe NAS algorithms and signal thisto the UE viathe NAS security mode control
procedure when activating the EPS NAS security context.

- Set the UE EPS security capabilities to only contain EIAQ and EEAO when sending these to the eNB in the
following messages:

- SI1UEINITIAL CONTEXT SETUP
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- S1UE CONTEXT MODIFICATION REQUEST
- S1HANDOVER REQUEST

NOTE 1: Asaresult of that the MME only sends a UE EPS security capability containing EIAO and EEAOQ to the
eNB when selecting EIAO for NAS integrity protection is that the eNB is only capable of selecting EIAO
for ASintegrity protection and EEAOQ for AS confidentiality protection. That is, if EIAOQ isused for NAS
integrity protection, then EIAQ will always be used for AS integrity protection.

Therules for when the MME shall select EIAQ for NAS integrity protection, and when the UE shall accept aNAS
security mode command selecting EIAQ for NAS integrity protection depends on whether the UE and MME can be
certain that no EPS NAS security context can be established. The rules for determining thisis defined in clause 15 of
this specification.If the MME has selected EIAQ asthe NAS integrity protection algorithm, the UE shall accept
selection of EIAQ asthe AS integrity protection algorithm. Selection of AS integrity protection algorithm happens via
the AS security mode control procedure or viaa handover command. The UE shall under no other cirumstances accept
selection of EIAQ asthe AS integrity protection agorithm.

NOTE 2: A Rel-8 eNB that isthe target eNB of a handover, where EIAQ isthe only integrity protection algorithm
in the UE's EPS security capabilities, rejects the handover since the eNB does not support EIAQ.

7.2.5 Key handling at state transitions to and away from EMM-
DEREGISTERED

7.25.1 Transition to EMM-DEREGISTERED

There are different reasons for transition to the EMM-DEREGISTERED state. If aNAS messages leads to state
transition to EMM-DEREGISTERED, it shall be security protected by the current EPS NAS security context (mapped
or native), if such existsin the UE or MME.

On transitioning to EMM-DEREGISTERED ,the UE and MME shall do the following

1. If they have afull non-current native EPS NAS security context and a current mapped EPS NAS security
context, then they shall make the non-current native EPS NAS security context the current one.

2. They shall delete any mapped or partial EPS NAS security contexts they hold.
Handling of the remaining authentication data for each of these cases are given below:
1. Attachregject: All authentication data shall be removed from the UE and MME
2. Detach:
a UE-initiated

i. If thereasonis switch off then all the remaining authentication data shall be removed from the UE and
MME with the exception of:

- thecurrent native EPS NAS security context (asin clause 6.1.1), which should remain stored in the
MME and UE, and

- any unused authentication vectors, which may remain stored in the MME.
ii. If the reason is not switch off then MME and UE shall keep all the remaining authentication data.
b. MME-initiated

i. Explicit: al the remaining authentication data shall be kept in the UE and MME if the detach typeisre-
attach.

ii. Implicit: all the remaining authentication data shall be kept in the UE and MME.

c. HSS-initiated: If the message is " subscription withdrawn™ then all the remaining authentication data shall be
removed from the UE and MME.

3. TAU regject: There are various reasons for TAU reject. The action to be taken shall be as givenin TS 24.301.
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Storage of the full native EPS NAS security context, excluding the UE security capabilities and the keys Kyasine and
Knasenes 1N the UE when the UE transitions to EMM-DEREGISTERED state is done as follows:

a) If the ME does not have afull native EPS NAS security context in volatile memory, any existing native EPS
NAS security context stored on the UICC or in non-volatile memory of the ME shall be marked asinvalid.

b) If the USIM supports EMM parameters storage, then the ME shall store the full native EPS NAS security
context parameters on the USIM (except for Kyasene and Kyasny), mark the native EPS NAS security context on
the USIM as valid, and not keep any native EPS NAS security context in non-volatible M E memory.

c) |f the USIM does not support EMM parameters storage, then the ME shall store the full native EPS NAS
security context (except for Kyasee and Kyasng) in @anon-volatible part of its memory, and mark the native EPS
NAS security context in its non-volatile memory as valid.

For the case that the MME or the UE enter EMM-DEREGISTERED state without using any of the above procedures,
the handling of the remaining authentication data shall be as specified in TS 24.301 [9].

7.25.2 Transition away from EMM-DEREGISTERED

7.25.2.1 General

When the UE transits from EMM-DEREGISTERED to EMM-REGISTERED/ECM-CONNECTED, there are two
cases to consider, either afull native EPS NAS security context exists, or it does not.

7.25.2.2 With existing native EPS NAS security context

The UE shall transmit a NAS Attach Request message. This message is integrity protected and for the case that the EPS
NAS security context used by the UE is non-current in the MME, the rulesin clause 6.4 apply. Furthermore provided
thereisno NAS SMC procedure before the AS SMC the NAS COUNT of the Attach Request message shall be used to
derive the Kgs With the KDF as specified in Annex A. As aresult of the NAS Attach Request, the eNB shall send an
AS SMC to the UE to activate AS security. The Kgyg Used, is derived in the current EPS NAS security context.

When the UE receives the AS SMC without having received a NAS Security Mode Command after the Attach Request,
it shall usethe NAS COUNTof the Attach Request message (i.e. the uplink NAS COUNT) that triggered the AS SMC
to be sent as freshness parameter in the derivation of the Kgyg. From this Kgs the RRC protection keys and the UP
protection keys shall be derived as described in subclause 7.2.1.

The same procedure for refreshing Kgyg can be used regardless of the fact if the UE is connecting to the same MME to
which it was connected previoudly or to a different MME. In case UE connectsto a different MME and this MME
supports different NAS algorithms, the NAS keys have to be re-derived in the MME with the new algorithm IDs as
input using the KDF as specified in Annex A.

In addition, there is a need for the MME to send aNAS SMC to the UE to indicate the change of NAS algorithms and
to take the re-derived NAS keys into use. The UE shall assure that the NAS keys used to verify the integrity of the NAS
SMC are derived using the algorithm ID specified in the NAS SMC. The NAS SMC Command and NAS SMC
Complete messages are protected with the new NAS keys.

If thereisaNAS Security Mode Command after the Attach Request but before the AS SMC, the UE and MME use the
NAS COUNT of the most recent NAS Security Mode Complete (i.e. the uplink NAS COUNT) and the related Kague as
the parameter in the derivation of the K. From this Kgys the RRC protection keys and the UP protection keys are
derived as described in subclause 7.2.1.

7.25.2.3 With run of EPS AKA

If in the process described in clause 7.2.5.2.2, thereis no full native EPS NAS security context available in the MME
(i.e. either the UE has sent an unprotected Attach Request message or the UE has protected the Attach Request message
with a current native EPS security context which no longer is stored in the MME) an EPS AKA run isrequired. If there
isafull native EPS NAS security context available in the MME, then the MME may (according to MME policy) decide
to run anew EPS AKA and aNAS SMC procedure (which activates the new EPS NAS security context based on the

K asve derived during the EPS AKA run) after the Attach Request but before the corresponding AS SMC. The NAS
(uplink and downlink) COUNTSs are set to start values, and the start value of the uplink NAS COUNT shall be used as
freshness parameter in the Kyg derivation from the fresh K ague (after AKA) when UE receives AS SMC the Kgyg iS
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derived from the current EPS NAS security context, i.e., the fresh Kagye is used to derive the Kqyg The KDF as
specified in Annex A shall be used to derive the K.

NOTE: Using the start value for the uplink NAS COUNT in this case cannot lead to the same combination of
Kasve and NAS COUNT being used twice. Thisis guaranteed by the fact that the first integrity protected
NAS message the UE sends to the MME after AKA isthe NAS SMC complete message.

The NAS SMC complete message shall include the start value of the uplink NAS COUNT that is used as freshness
parameter in the Keyg derivation and the Kagye is fresh. After an AKA, aNAS SMC needs to be sent from the MME to
the UE in order to take the new NAS keysinto use. Both NAS SMC and NAS SM C Complete messages are protected
with the new NAS keys.

7.2.6 Key handling in ECM-IDLE to ECM-CONNECTED and
ECM-CONNECTED to ECM-IDLE transitions

7.26.1 ECM-IDLE to ECM-CONNECTED transition

The UE sends aninitial NAS message to initiate transition from ECM-IDLE to ECM-CONNECTED state [9]. On
transitions to ECM-CONNECTED, the MME should be able to check whether a new authentication is required, e.g.
because of prior inter-provider handover.

If the USIM supports EMM parameters storage, the ME shall when entering ECM-CONNECTED state mark the stored
EPS NAS security context on the USIM asinvalid. If the USIM does not support EMM parameters storage, the ME
shall mark the stored EPS NAS security context in its non-volatile memory asinvalid.

When cryptographic protection for radio bearers is established RRC protection keys and UP protection keys shall be
generated as described in subclause 7.2.1 while K ague is assumed to be already availablein the MME.

Before starting the transition to ECM-CONNECTED state, if no current EPS NAS security context is availablein the
ME, the ME shall retrieve native EPS NAS security context stored on the USIM if the USIM supports EMM parameters
storage and if the stored native EPS NAS security context on the USIM is marked as valid. If the USIM does not
support EMM parameters storage the ME shall retrieve stored native EPS NAS security context from its non-volatile
memory if the native EPS NAS security context is marked as valid. The ME shall derive the Kyagine and Kyasenc after
retrieving the stored EPS NAS security context; see Annex A on NAS key derivation. The retrieved native EPS NAS
security context with the derived Kyagine and Kyasene Shall then become the current EPS NAS security context. The
initial NAS message shall be integrity protected by the current EPS NAS security context if such exists. If no current
EPS NAS security context exists the ME shall signal "no key available" in theinitial NAS message.

Kasve may have been established in the MME as aresult of an AKA run, or as aresult of a security context transfer
from another MME during handover or idle mode mobility. When the eNB releases the RRC connection the UE and
the eNB shall delete the keys they store such that state in the network for ECM-IDLE state UEs will only be maintained
inthe MME.

7.2.6.2 Establishment of keys for cryptographically protected radio bearers

The procedure the UE usesto establish cryptographic protection for radio bearersisinitiated by an (extended) NAS
Service Reguest message or TAU Request message with the active flag set from the UE to the MME.

Upon receipt of the NAS message, if the MME does not require a NAS SMC procedure before initiating the S1-AP
procedure INITIAL CONTEXT SETUP, the MME shall derive key Keg as specified in subclause A.3 using the NAS
COUNT [9] corresponding to the NAS message and the K 5sue Of the current EPS NAS security context. The MME
shall further initialize the value of the Next hop Chaining Counter (NCC) to zero. The MME shall further derive a next
hop parameter NH as specified in subclause A.4 using the newly derived Kg g and the K ague as basis for the derivation.
The MME shall further set the the value of the Next hop Chaining Counter (NCC) to one. Thisfresh { NH, NCC=1}
pair shall be stored in the MME and shall be used for the next forward security key derivation. The MME shall
communicate the Kyg to the serving eNB in the S1-AP procedure INITIAL CONTEXT SETUP. The UE shall derive
the Keyg from the K ague Of the current EPS NAS security context.

Asaresult of the (extended) NAS Service Reguest or TAU procedure, radio bearers are established, and the eNB sends
an AS SMC to the UE. When the UE receives the AS SMC without having received a NAS Security Mode Command,
it shall usethe NAS uplink COUNT of the NAS message that triggered the AS SMC as freshness parameter in the
derivation of the K. The KDF as specified in Annex A.3 shall be used for the Kgyg derivation using the K gye of the
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current EPS NAS security context. The UE shall further derive the NH parameter from the newly derived Ky and the
Kasve in the same way as the MME. From the Kg s the RRC protection keys and the UP protection keys are derived by
the UE and the eNB as described in subclause 6.2.

NOTE: At the UE, the NH derivation associated with NCC=1 could be delayed until the first handover performing
vertical key derivation.

If the NAS procedure establishing radio bearers contains an EPS AKA run (which is optional), the NAS uplink and
downlink COUNT for the new K agve shall be set to the start values (i.e. zero). If the NAS procedure establishing radio
bearers containsaNAS SMC (which is optional), the value of the uplink NAS COUNT from the most recent NAS
Security Mode Compl ete shall be used as freshness parameter in the Kgyg derivation from fresh K ague of the current
EPS NAS security context when executing an AS SMC. The KDF as specified in Annex A.3 shall be used for the Kgng
derivation also in this case.

7.2.6.3 ECM-CONNECTED to ECM-IDLE transition

On ECM-CONNECTED to ECM-IDLE transitions the eNB does no longer need to store state information about the
corresponding UE.

In particular, on ECM-CONNECTED to ECM-IDLE transitions:
- TheeNB and the UE shall release all radio bearers and delete the AS security context.

- MME and the UE shall keep the EPS NAS security context stored with the following exception: if thereisanew
and an old K ague according to rules 3, 4, 8 or 9 in clause 7.2.10 of this specification then the MME and the UE
shall delete the old K ague and the corresponding eKSI. The MME shall delete NH and NCC.

If the USIM supports EMM parameters storage, then the ME shall update the EPS NAS security context parameters on
the USIM, excluding the UE security capabilities and the keys Kyasint and Kyasene, With its values of the full native EPS
NAS security context if it has one and if so mark the EPS NAS security context on the USIM as valid. Otherwise, the
ME shall update the EPS NAS security context, excluding the UE security capabilities and the keys Kyagnt and Kyasene:
in its non-volatile memory with the values of the full native EPS NAS security context if it hasone and if so mark the
EPS NAS security context in its non-volatile memory as valid.

7.2.7 Key handling for the TAU procedure when registered in E-UTRAN

Before the UE can initiate the TAU procedure, the UE needs to transition to ECM-CONNECTED state. The UE shall
use the current EPS security context to protect the TAU Reguest and include the corresponding GUTI and eK Sl value.
The TAU Request shall be integrity-protected, but not confidentiality-protected. UE shall use the current EPS security
context algorithms to protect the TAU Request message. For the case that this security context is hon-current in the
MME, the rulesin clause 6.4 apply.

If the "active flag" isnot set in the TAU request, the TAU procedure does not establish any RRC or UP level security.
Because of this, there is no need to derive any Kg g in this case. If the "active flag" is set in the TAU request message,
radio bearers will be established as part of the TAU procedure. In this case a Kgyg derivation is necessary, and if there
was no subsequnet NAS SMC, the uplink NAS COUNTof the TAU request message sent from the UE to the MME is
used as freshness parameter in the Ky derivation using the KDF as specified in Annex A. The TAU request shall be
integrity protected.

In the case an AKA isrun successfully, the uplink and downlink NAS COUNTshall be set to the start values (i.e. zero).

In the case source and target MME use different NAS algorithms, the target MME re-derives the NAS keys from K asve
with the new algorithm identities as input and provides the new algorithm identifiers withinaNAS SMC. The UE shall
assure that the NAS keys used to verify the integrity of the NAS SMC are derived using the algorithm identity specified
inthe NASSMC.

If thereisa NAS Security Mode Command after the TAU Request but before the AS SMC, the UE and MME use the
NAS COUNT of the most recent NAS Security Mode Complete (i.e. the uplink NAS COUNT) and the related Kague as
the parameter in the derivation of the Kgg. From this Kgys the RRC protection keys and the UP protection keys are
derived as described in subclause 7.2.1.
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7.2.8 Key handling in handover
7.28.1 General

7.2.8.1.1 Access stratum

The general principle of key handling at handoversis depicted in Figure 7.2.8.1-1.
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Figure 7.2.8.1-1 Model for the handover key chaining

The following is an outline of the key handling model to clarify the intended structure of the key derivations. The
detailed specification is provided in subclauses 7.2.8.3 and 7.2.8.4.

Whenever an initial AS security context needs to be established between UE and eNB, MME and the UE shall derive a
Keng and a Next Hop parameter (NH). The Kgyg and the NH are derived from the K ague. A NH Chaining Counter
(NCC) is associated with each Kyg and NH parameter. Every Ky is associated with the NCC corresponding to the
NH value from which it was derived. At initial setup, the Kyg is derived directly from K ague, and isthen considered to
be associated with avirtual NH parameter with NCC value equal to zero. At initia setup, the derived NH valueis
associated with the NCC value one.

NOTE 1: At the UE, the NH derivation associated with NCC=1 could be delayed until the first handover performing
vertical key derivation.

Whether the MME sends the Ky key or the {NH, NCC} pair to the serving eNB is described in detail in subclauses
7.2.8.3and 7.2.8.4. The MME shall not send the NH value to eNB at theinitial connection setup. The eNB shall
initialize the NCC value to zero after receiving S1-AP Initial Context Setup Request message.

NOTE 2: Since the MME does not send the NH value to eNB at the initial connection setup, the NH value
associated with the NCC value one can not be used in the next X2 handover or the next intra-eNB
handover, for the next X2 handover or the next intra-eNB handover the horizontal key derivation (see
Figure 7.2.8.1-1) will apply.

NOTE 3: One of the rules specified for the MME in subclause 7.2.8.4 of this specification states that the MME
always computes afresh { NH, NCC} pair that is given to the target eNB. An implication of thisisthat the
first {NH, NCC} pair will never be used to derive a Kg. It only serves as an initial value for the NH
chain.

The UE and the eNB use the K\g t0 Ssecure the communication between each other. On handovers, the basis for the
Keng that will be used between the UE and the target eNB, called Kyg*, is derived from either the currently active Keng
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or from the NH parameter. If Ks* is derived from the currently active Kgyg thisisreferred to as a horizontal key
derivation (see Figure 7.2.8.1-1) and if the Kgs* is derived from the NH parameter the derivation isreferred to asa
vertical key derivation (see Figure 7.2.8.1-1). On handovers with vertical key derivation the NH is further bound to the
target PCI and its frequency EARFCN-DL before it istaken into use as the Kgg in the target eNB. On handovers with
horizontal key derivation the currently active Kgs is further bound to the target PCI and its frequency EARFCN-DL
before it istaken into use as the Kgg in the target eNB.

As NH parameters are only computable by the UE and the MME, it is arranged so that NH parameters are provided to
eNBs from the MME in such away that forward security can be achieved.

7.2.8.1.2 Non access stratum

A NAS aspect that needs to be considered is possible NAS algorithm change at MME change that could occur at a
handover. At an eNB handover with MME relocation, there is the possibility that the source MME and the target MME
do not support the same set of NAS a gorithms or have different priorities regarding the use of NAS agorithms. In this
case, the target MME re-derives the NAS keys from K agye Using the NAS agorithm identities asinput to the NAS key
derivation functions (see Annex A) and sends NAS SMC. All inputs, in particular the K gy, Will be the samein the re-
derivation except for the NAS algorithm identity.

In case the target MME decides to use NAS algorithms different from the ones used by the source MME, aNAS SMC
including eKSI (new or current value depending on whether AKA was run or not) shall be sent from the MME to the
UE.

ThisNAS Key and algorithm handling also appliesto other MME changes e.g. TAU with MME changes.

NOTE: Itisper operator's policy how to configure selection of handover types. Depending on an operator's
security requirements, the operator can decide whether to have X2 or S1 handovers for a particular eNB
according to the security characteristics of a particular eNB.

7.2.8.2 Void

7.2.8.3 Key derivations for context modification procedure

Asoutlined in subclause 7.2.8.1, whenever afresh Keyg is calculated from the K asue (as described in Annex A.3), the
MME shall transfer the Ky to the serving eNB in a message modifying the security context in the eNB. The MME and
the UE shall also compute the NH parameter from the K ,gue and the fresh Kgyg as described in Annex A.4 according to
therulesin clause 7.2.9.2. An NCC value 1 is associated with the NH parameter derived from the fresh Kgqyg and NCC
value 0 with the Kgyg. The UE shall compute Kgs and NH in the same way as the MME. From the newly computed
Keng, the eNB and the UE shall compute the temporary Keng* and then the final Kgyg from that Keg* as described in
clause 7.2.9.2.

NOTE 1: Since MME does not send the NH value to eNB in S1 UE CONTEXT MODIFICATION REQUEST, the
NH value associated with the NCC value one can not be used in the next X2 handover or the next intra-
eNB handover. So for the next X2 handover or the next intra-eNB handover the horizontal key derivation
(see Figure 7.2.8.1-1) will apply.

NOTE 2: One of the rules specified for the MME in subclause 7.2.8.4 of this specification states that the MME
always computes afresh { NH, NCC} pair that is given to the target eNB. An implication of thisisthat the
first {NH, NCC} pair, i.e., the one with NCC equal to 1 will never be used to derive a Kgs. It only serves
asaninitial value for the NH chain.

NOTE 3: At the UE, the NH derivation associated with NCC=1 could be delayed until the first handover performing
vertical key derivation.

7.28.4 Key derivations during handovers

7.2.8.4.1 Intra-eNB Handover

When the eNB decides to perform an intra-eNB handover it shall derive Kgyg* asin Annex A.5 using target PCl, its
frequency EARFCN-DL, and either NH or the current Koz depending on the following criteria: the eNB shall use the
NH for deriving Ke* if an unused { NH, NCC} pair isavailablein the eNB (thisisreferred to as a vertical key
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derivation), otherwise if no unused { NH, NCC} pair isavailable in the eNB, the eNB shall derive Kgs* from the
current Keng (thisisreferred to as a horizontal key derivation).

The eNB shall use the Kqg* asthe Ky after handover. The eNB shall send the NCC used for Kgg* derivation to UE
in HO Command message.

7.2.8.4.2 X2-handover

Asinintra-eNB handovers, for X2 handovers the source eNB shall perform avertical key derivation in case it has an
unused { NH,NCC} pair. The source eNB shall first compute Kge* from target PCI, its frequency EARFCN-DL, and
either from currently active Keyg in case of horizontal key derivation or from the NH in case of vertical key derivation
as described in Annex A.5.

Next the source eNB shall forward the { Keyg*, NCC} pair to the target eNB. The target eNB shall use the received
Keng* directly as Kgyg to be used with the UE. The target eNB shall associate the NCC value received from source eNB
with the Kgyg. The target eNB shall include the received NCC into the prepared HO Command message, which is sent
back to the source eNB in atransparent container and forwarded to the UE by source eNB.

When the target eNB has completed the handover signaling with the UE, it shall send a S1 PATH SWITCH REQUEST
to the MME. Upon reception of the S1 PATH SWITCH REQUEST, the MME shall increaseits locally kept NCC value
by one and compute a new fresh NH by using the K gy and itslocally kept NH value as input to the function defined
in Annex A.4. The MME shall then send the newly computed { NH, NCC} pair to the target eNB in the S1 PATH
SWITCH REQUEST ACKNOWLEDGE message. The target eNB shall store the received { NH, NCC} pair for further
handovers and remove other existing unused stored { NH, NCC} pairsif any.

NOTE: Because the path switch message is transmitted after the radio link handover, it can only be used to provide
keying material for the next handover procedure and target eNB. Thus, for X2-handovers key separation
happens only after two hops because the source eNB knows the target eNB keys. The target eNB can
immediately initiate an intra-cell handover to take the new NH into use once the new NH has arrived in
the S1 PATH SWITCH REQUEST ACKNOWLEDGE.

7.2.8.4.3 S1-Handover

When an S1-handover is performed and the K agve Which is used to compute this { NH,NCC} pair and its corresponding
eK Sl, the source eNB shall not send any keysto the MME in the SL HANDOV ER REQUIRED message.

Upon reception of the HANDOVER REQUIRED message the source MME shall increase its locally kept NCC value
by one and compute a fresh NH from its stored data using the function defined in Annex A.4. The source MME shall
store that fresh pair and send it to the target MME in the S10 FORWARD RELOCATION REQUEST message. The
S10 FORWARD RELOCATION REQUEST message shall in addition contain the K ogye that is currently used to
compute { NH, NCC} pairs and its corresponding eKSl.

The target MME shall store locally the {NH, NCC} pair received from the source MME.

The target MME shall then send the received { NH, NCC} pair to the target eNB within the ST HANDOVER
REQUEST.

Upon receipt of the SL HANDOVER REQUEST from the target MME, the target eNB shall compute the Kgyg to be
used with the UE by performing the key derivation defined in Annex A.5 with the fresh{ NH, NCC} pair in the S1
HANDOVER REQUEST and the target PCI and its frequency EARFCN-DL. The target eNB shall associate the NCC
value received from MME with the Keyg. The target eNB shall include the NCC value from the received { NH, NCC}
pair into the HO Command to the UE and remove any existing unused stored { NH, NCC} pairs.

NOTE: The source MME may be the same as the target MME in the description in this subclause. If so the single
MME performs the roles of both the source and target MME, i.e. the MME calculates and stores the fresh
{NH, NCC} pair and sends thisto the target eNB.

For S1-handover, the source eNB shall include AS algorithms used in the source cell (ciphering and integrity
algorithms) in the source to target transparent container that shall be sent to the target eNB. The AS algorithms used by
in the source cell are provided to the target eNB so that it can decipher and integrity verify the
RRCReestablishmentCompl ete message on SRB1 in the potential RRCConnectionRe-establishment procedure.
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7.2.8.4.4 UE handling
The UE behaviour is the same regardless if the handover is S1, X2 or intra-eNB.

If the NCC value the UE receieved in the HO Command message from target eNB via source eNB is equal to the NCC
value associated with the currently active Kgyg, the UE shall dervie the Kyg* from the currently active Kgyg and the
target PCI and its frequency EARFCN-DL using the function defined in Annex A.5.

If the UE received an NCC value that was different from the NCC associated with the currently active Keng, the UE
shall first synchronize the locally kept NH parameter by computing the function defined in Annex A.4 iteratively (and
increasing the NCC value until it matches the NCC value received from the source eNB via the HO command message.
When the NCC values match, the UE shall compute the Kge* from the synchronized NH parameter and the target PCI
and its frequency EARFCN-DL using the function defined in Annex A.5.

The UE shall use the Kqyg* as the Kgys When communicating with the target eNB.

7.2.9 Key-change-on-the fly

7291 General

Key-change-on-the fly consists of re-keying or key-refresh.

Key refresh shall be possible for Keys  Krre-eney Krreiint » @d Kyp.ene @nd shall beinitiated by the eNB when a PDCP
COUNTSsis about to be re-used with the same Radio Bearer identity and with the same K. The procedureis
described in clause 7.2.9.3.

Re-keying shall be possible for the Keng . Krre-enes Krreiint » @0 Kyp.ene - This re-keying shall be initiated by the MME
when an EPS AS security context different from the currently active one shall be activated. The procedures for doing
this are described in clause 7.2.9.2.

Re-keying shall be possible for Kyasenc and Kyasint. Re-keying of Kyasenc and Kyasine Shall be initiated by the MME
when a NAS EPS security context different from the currently active one shall be activated. The procedures for doing
this are described in clause 7.2.9.4.

Re-keying of the entire EPS key hierarchy including K ague shall be achieved by first re-keying K asve, thenKyas.enc and
Knasint, followed by re-keying of the Kqyg and derived keys. For NAS key change-on-on-the fly, activation of NAS
keysisaccomplished by aNAS SMC procedure.

AS Key change on-the-fly is accomplished using a procedure based on intra-cell handover. The following AS key
changes on-the-fly shall be possible: local Ky refresh (performed when PDCP COUNTS are about to wrap around),
Keng re-keying performed after an AKA run, activation of a native context after handover from UTRAN or GERAN.

7.2.9.2 Keng re-keying

The re-keying procedure isinitiated by the MME after a successful AKA run with the UE to activate a partial native
EPS security context, or to re-activate a non-current full native EPS security context after handover from GERAN or
UTRAN according to subclauses 9.2.2.1 and 10.3.2.

In case the procedure isinitiated by the MME after a successful AKA run with the UE, the MME derives the new Keys
using the key derivation function as specified in Annex A.3 using the new K agve and the NAS COUNT used in the
NAS Security Mode Complete message. The Kgyg iS Sent to the eNB after a successfully completed NASSMCinaSl
AP UE CONTEXT MODIFICATION REQUEST message triggering the eNB to perform the re-keying. The eNB runs
the key-change-on-the-fly procedure with the UE. During this procedure the eNB shall indicate to the UE that a key
change on-the-fly istaking place. The procedure used is based on an intra-cell handover, and hence the same Keyg
derivation steps shall be taken asin anormal handover procedure.

When the UE receives an indication that the procedure is akey change on-the-fly procedure, the UE shall use the K asue
from the current EPS NAS security context as the basis for Kgyg derivations.

NOTE 1: To perform akey change on-the-fly of the entire key hierarchy, the MME has to change the EPS NAS
security context before changing the AS security context.
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If the UE has determined that the eK S| has changed, the UE shall derive atemporary Keng by applying the key
derivation function as specified in Annex A.3, using the NAS COUNT in the NAS Security Mode Complete message
and the new K ague asinput. From this temporary Keyg the UE shall derive the Kgyg* as normal (see Annex A). The
eNB shall take the Keyg it received from the MME, which is equal to the temporary Keng, as basis for its Keyg*
derivations. From this step onwards, the key derivations continue asin anormal handover.

If the AS level re-keying fails, then the MME shall complete another NAS security mode procedure before initiating a
new AS level re-keying. This ensures that a fresh Kgyg is used.

In case the re-keying procedure isinitiated by the MME to re-activate a non-current full native EPS security context
after handover from GERAN or UTRAN the same procedure as above applies.

The NH parameter shall be handled according to the following rules:

- UE and MME shall use NH derived from old K sue before the context modification is complete, i.e. for the UE
when it sends the RRC Connection Reconfiguration Complete, and for the MME when it receives the UE
CONTEXT MODIFICATION RESPONSE. In particular, the MME shall send an NH derived from old Kagye in
the SLAP HANDOVER RESOURCE ALLOCATION, S10 FORWARD RELOCATION, and SIAP PATH
SWITCH REQUEST ACKNOWLEDGE messages before the context modification is complete.

- TheeNB shall delete any old NH upon completion of the context modification.

- The UE and MME shall delete any old NH upon completion of the context modification. After the completion of
the context modification, the UE and the MME shall derive any new NH parameters from the new Kgg and the
new K asve according to Annex A.4.

7.29.3 KeNB refresh

This procedure is based on an intra-cell handover. The Kgs chaining that is performed during a handover ensures that
the Keyg isre-freshed w.r.t. the RRC and UP COUNT after the procedure.

7.29.4 NAS key re-keying

After an AKA hastaken place, new NAS keys from a new K agye shall be derived, according to Annex A.7.

To re-activate a non-current full native EPS security context after handover from GERAN or UTRAN, cf. clause 9.2.2
B step 7, the UE and the MME take the NAS keysinto use by running a NAS SMC procedure according to clause
7.2.45.

MME shall activate fresh NAS keys from an EPS AKA run or activate native security context with sufficiently low
NAS COUNT values before the NAS uplink or downlink COUNT wraps around with the current security context.

7.2.10 Rules on Concurrent Running of Security Procedures

Concurrent runs of security procedures may, in certain situations, lead to mismatches between security contextsin the
network and the UE. In order to avoid such mismatches, the following rules shall be adhered to:

1. MME shall not initiate any of the S1 procedures Initial Context Setup or UE Context Modification including a
new Keyg towardsa UE if aNAS Security Mode Command procedure is ongoing with the UE.

2. The MME shall not initiate a NAS Security Mode Command towards a UE if one of the S1 procedures Initial
Context Setup or UE Context Modification including a new Kgg is ongoing with the UE.

3. When the UE has cryptographically protected radio bearers established and the MME has initiated aNAS SMC
procedure in order to take a new K agve into use, the MME shall continue to include AS security context
parameters based on the old K agye in the HANDOVER REQUEST or PATH SWITCH REQUEST
ACKNOWLEDGE message, until the MME takes a K¢ derived from the new Kague into use by means of a
UE Context Modification procedure.

4. When the UE has cryptographically protected radio bearers established and has received aNAS SMC message in
order to take anew K gve into use, the UE shall continue to use AS security context parameters based on the old
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K asve in handover until the network indicatesin an RRCConnectionReconfiguration procedure to take a Kens
derived from the new K sgue into use.

5. The source eNB shall reject an S1 UE Context Modification Request when the eNB has initiated, but not yet
completed, an inter-eNB handover. When a RRCConnectionReconfiguration procedure triggered by a UE
Context Modification is ongoing the source eNB shall wait for the completion of this procedure before initiating
any further handover procedure.

6. Whenthe MME hasinitiated aNAS SMC procedure in order to take a new K agye into use and receives a request
for an inter-MME handover or an inter-RAT handover from the serving eNB, the MME shall wait for the
completion of the NAS SMC procedure before sending an S10 FORWARD RELOCATION message or
initiating an inter-RAT handover.

7. When the MME hasiinitiated a UE Context Maodification procedurein order to take a new Kgyg into use and
receives arequest for an inter-MME handover from the serving eNB, the MME shall wait for the (successful or
unsuccessful) completion of the UE Context Modification procedure before sending an S10 FORWARD
RELOCATION message.

8. When the MME has successfully performed aNAS SMC procedure taking a new Kasye into use, but has not yet
successfully performed a UE Context Modification procedure, which takes a Kg\g derived from the new Kasue
into use, the MME shall include both the old K agve With the corresponding eKSI, NH, and NCC, and afull EPS
NAS security context based on the new K pgye in the S10 FORWARD RELOCATION message.

9. When an MME receives a S10 FORWARD RELOCATION message including both the old K ague with the
corresponding eKSI, NH, and NCC, and afull EPS NAS security context based on the new Kague the MME
shall use the new K sve in NAS procedures, but shall continue to include AS security context parameters based
onthe old Kague inthe HANDOVER REQUEST or PATH SWITCH REQUEST ACKNOWLEDGE message
until the completion of a UE Context Modification procedure, which takes a Kg\g derived from the new Kasue
into use.

10. Once the source MME has sent an S10 FORWARD RELOCATION message to the target MME at an inter-
MME handover, the source MME shall not send any downlink NAS messages to the UE until it is aware that the
handover has either failed or has been cancelled.

7.3 UP security mechanisms

7.3.1 UP confidentiality mechanisms
The user plane datais ciphered by the PDCP protocol between the UE and the eNB as specified in TS 36.323[12]..
The use and mode of operation of the 128-EEA algorithms are specified in Annex B.

The input parameters to the 128-bit EEA algorithms as described in Annex B are an 128-bit cipher key Kperc aSKEY, a
5-bit bearer identity BEARER which value is assigned as specified by TS 36.323 [12], the 1-bit direction of
transmission DIRECTION, the length of the keystream required LENGTH and a bearer specific, time and direction
dependent 32-bit input COUNT which corresponds to the 32-bit PDCP COUNT.

7.4 RRC security mechanisms

7.4.1 RRC integrity mechanisms

RRC integrity protection shall be provided by the PDCP layer between UE and eNB and no layers below PDCP shall be
integrity protected. Replay protection shall be activated when integrity protection is activated (except for when the
selected integrity protection algorithm is EIAO, see Annex B). Replay protection shall ensure that the receiver only
accepts each particular incoming PDCP COUNT value once using the same A S security context.

The use and mode of operation of the 128-EIA algorithms are specified in Annex B.

Theinput parameters to the 128-bit EIA agorithms as described in Annex B are an 128-bit integrity key Krrcint 8S
KEY, a5-bit bearer identity BEARER which value is assigned as specified by TS 36.323[12], the 1-bit direction of
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transmission DIRECTION and a bearer specific, time and direction dependent 32-bit input COUNT which corresponds
to the 32-bit PDCP COUNT.

The supervision of failed RRC integrity checks shall be performed both in the ME and the eNB. In case of failed
integrity check (i.e. faulty or missing MAC-I) is detected after the start of integrity protection, the concerned message
shall be discarded. This can happen on the eNB side or on the ME side.

NOTE: Thistext does not imply that the concerned message is silently discarded. In fact, TS 36.331 [21] specifies
that the UE shall trigger arecovery procedure upon detection of afailed RRC integrity check. When the
cause for integrity protection failure is not a context mismatch, such as a key or HFN mismatch, the run
of arecovery procedure unnecessarily adds load to the system. However, in the absence of a means for
the UE to reliably detect the cause of an integrity protection failure and the fact that the only identified
conseguence of an active attack is limited to non-persistent DoS effects, priority was given to a procedure
allowing recovery from the deadlock caused by a context mismatch.

7.4.2 RRC confidentiality mechanisms
RRC confidentiality protection is provided by the PDCP layer between UE and eNB.
The use and mode of operation of the 128-EEA algorithms are specified in Annex B.

Theinput parameters to the 128-bit EEA algorithms as described in Annex B are an 128-hit cipher Key Krrcenc 8 KEY,
a 5-bit bearer identity BEARER which corresponds to the radio bearer identity, the 1-bit direction of transmission
DIRECTION, the length of the keystream required LENGTH and a bearer specific, time and direction dependent 32-bit
input COUNT which corresponds to the 32-bit PDCP COUNT.

7.4.3 Keng* and Token Preparation for the RRCConnectionRe-
establishment Procedure

The Keng* and token calculation at handover preparation are cell specific instead of eNB specific. At potential RRC
Connection re-establishment (e.g, in handover failure case), the UE may select acell different from the target cell to
initiate the re-establishment procedure. To ensure that the UE RRCConnectionRe-establishment attempt is successful
when the UE selects another cell under the control of the target eNB at handover preparation, the serving eNB could
prepare multiple Kgyg* s and tokens for mulitple cells which are under the control of the target eNB. The serving eNB
may prepare cells belonging to the serving eNB itself.

The preparation of these cells includes sending security context containing Keyg* s and tokens for each cell to be
prepared, as well as the corresponding NCC, the UE EPS security capabilities, and the security algorithms used in the
source cell for computing the token, to the target eNB. The source eNB shall derive the Kyg* s as described in Annex
A.5 based on the corresponding target cell"s physical cell ID and frequency EARFCN-DL.

In order to calculate the token, the source eNB shall use the negotiated ElIA-algorithm from the AS Security context
from the source eNB with the following inputs: source C-RNTI, source PCI and target Cell-1D as defined by
VarShortMAC-Input in TS 36.331 [21], where source PCI and source C-RNTI are associated with the cell the UE last
had an active RRC connection with and target cell ID isthe identity of the target cell where the
RRCConnectionReestablishmentRequest is sent to.

- KEY shall be set to Kggcint Of the source cell;

- all BEARER bits shall be set to 1;

- DIRECTION bit shall be set to 1;

- dl COUNT bitsshall be set to 1.

The token shall be the 16 least significant bits of the output of the used integrity a gorithm.

To avoid that the UE cannot perform the RRC re-establishment procedure if there is afailure during a handover or a

connection re-establishment, the UE shall keep the Kyg Used in the source cell until the handover or a connection re-
establishment has completed successfully or until the UE has deleted the Kyg due to other rulesin this specification

(e.g., dueto transitioning to ECM-IDLE).
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For X2 handover, the target eNB shall use these received multiple Kqyg*s. But for S1 handover, the target eNB discards
the multiple Kgys* s received from the source eNB, and derives the Kqyg* s as described in Annex A.5 based on the
received fresh {NH, NCC} pair from MME for forward security purpose.

When an RRCConnectionReestablishmentRequest isinitiated by the UE, the RRCConnectionReestablishmentRequest
shall contain the token corresponding to the cell the UE tries to reconnect to. This message is transmitted over SRBO
and hence not integrity protected.

The target eNB receiving the RRCConnectionReestablishmentRequest shall respond with an

RRCConnecti onReestablishment message containing the NCC received during the preparation phase if the token is
valid, otherwise the target eNB shall reply with an RRCConnectionReestablishmentReject message. The
RRCConnectionReestablishment and RRCConnectionReestablishmentReject messages are also sent on SRBO and
hence not integrity protected. Next the target eNB and UE shall do the following: The UE shall firstly synchronize the
locally kept NH parameter as defined in Annex A.4 if the received NCC value is different from the current NCC value
in the UE itself. Then the UE shall derive Kgg* as described in Annex A.5 based on the selected cell"s physical cell ID
and its frequency EARFCN-DL. The UE shall use this Kgye* as Keys. The eNB uses the Kgg* corresponding to the
selected cell as Kgng. Then, UE and eNB shall derive and activate keys for integrity protection and verification from this
Keng and the AS algorithms (ciphering and integrity algorithms) obtained during handover preparation procedures
which were used in source eNB. Even if the AS algorithms used by the source eNB do not match with the target eNB
local algorithm priority list the source eNB selected AS algorithms shall take precedence when running the
RRCConnectionRe-establishment procedure. The target eNB and UE should refresh the selected AS a gorithms and the
AS keys based on local prioritized algorithms after the RRCConnectionRe-establishment procedure.

NOTE: When the AS algorithms transferred by source eNB are not supported by the target eNB, the target eNB will
fail to decipher or integrity verify the RRCReestablishmentComplete message on SRB1. As aresult, the
RRCConnectionRe-establishment procedure will fail.

The UE shall respond with an RRCReestablishmentComplete on SRB1,integrity protected and ciphered using these new
keys. The RRCConnectionReconfiguration procedure used to re-establish the remaining radio bearers shall only include
integrity protected and ciphered messages.

7.5 Signalling procedure for periodic local authentication

The following procedure is used optionally by the eNB to periodically perform alocal authentication. At the same time,
the amount of data sent during the AS connection is periodically checked by the eNB and the UE for both up and down
streams. If UE receives the Counter Check request, it shall respond with Counter Check Response message.

The eNB is monitoring the PDCP COUNT values associated to each radio bearer. The procedure is triggered whenever
any of these values reaches a critical checking value. The granularity of these checking values and the values
themselves are defined by the visited network. All messages in the procedure are integrity protected.

UE eNB

1. Counter Check

A

2. Counter Check Response

v

3. Optionally release connection or
report to MME or O&M server

A

Figure 7.5-1: eNB periodic local authentication procedure

1. When achecking valueis reached (e.g. the value in some fixed bit position in the hyperframe number is
changed), a Counter Check message is sent by the eNB. The Counter Check message contains the most
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significant parts of the PDCP COUNT values (which reflect amount of data sent and received) from each active
radio bearer.

2. The UE compares the PDCP COUNT values received in the Counter Check message with the values of its radio
bearers. Different UE PDCP COUNT values are included within the Counter Check Response message.

3. If the eNB receives a counter check response message that does not contain any PDCP COUNT values, the
procedure ends. If the eNB receives a counter check response that contains one or several PDCP COUNT values,
the eNB may rel ease the connection or report the difference of the PDCP COUNT values for the serving MME
or O&M server for further traffic analysis for e.g. detecting the attacker.
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8 Security mechanisms for non-access stratum
signalling

8.1 NAS integrity mechanisms

Integrity protection for NAS signalling messages shall be provided as part of the NAS protocol.

8.1.1 NAS input parameters and mechanism

Input parametersto the NAS 128-bit integrity algorithms as described in Annex B are an 128-bit integrity key Kyasnt 8
KEY  an 5-bit bearer identity BEARER which shall equal the constant value 0x00, the direction of transmission
DIRECTION, and a bearer specific, time and direction dependent 32-bit input COUNT which is constructed as
follows:

COUNT := 0x00 || NAS OVERFLOW || NAS SON
Where
- the leftmost 8 bits are padding bits including all zeros.

- NAS OVERFLOW is a 16-hit value which is incremented each time the NAS SON isincremented from the maximum
value.

- NAS SON isthe 8-bit sequence number carried within each NAS message.

NOTE: The BEARER identity is not necessary since thereis only one NAS signalling connection per pair of
MME and UE, but isincluded as a constant val ue so that the input parameters for AS and NAS will be the
same, which simplifies specification and implementation work.

The use and mode of operation of the 128-bit integrity algorithms are specified in Annex B.

The supervision of failed NAS integrity checks shall be performed both in the ME and the MME. In case of failed
integrity check (i.e. faulty or missing NAS-MAC) is detected after the start of NAS integrity protection, the concerned
message shall be discarded except for some NAS messages specified in TS 24.301 [9]. For those exceptions the MME
shall take the actions specified in TS 24.301 [9] when receiving a NAS message with faulty or missing NAS-MAC.
Discarding NAS messages can happen on the MME side or on the ME side.

8.1.2 NAS integrity activation

NAS integrity shall be activated using the NAS SMC procedure or after a handover to E-UTRAN from
UTRAN/GERAN. Replay protection shall be activated when integrity protection is activated (except for when the
selected integrity protection algorithm is EIAO, see Annex B). Replay protection shall ensure that the receiver only
accepts each particular incoming NAS COUNT value once using the same NAS security context. Once NAS integrity
has been activated, NAS messages without integrity protection shall not be accepted by the UE or MME. Before NAS
integrity has been activated, NAS messages without integrity protection shall only be accepted by the UE or MME in
certain cases where it is not possible to apply integrity protection as specified in TS 24.301 [9]. While some NAS
messages such as reject messages need to be accepted by the UE without integrity protection, the MME shall only send
areject message that causes the CSG list on the UE to be modified after the start of NAS security. The UE shall discard
any message modifying the CSG list if it is not integrity protected.

NAS integrity stays activated until the EPS security context is deleted in either the UE or MME. In particular the NAS
service request shall always be integrity protected and the NAS attach request message shall be integrity protected if the
EPS security context is not deleted while UE isin EMM-DEREGISTERED. The length of the NAS-MAC is 32 bit. The
full NAS-MAC shall be appended to all integrity protected messages except for the NAS service request. Only the 16
least significant bits of the 32 bit NAS-MAC shall be appended to the NAS service request message.

The use and mode of operation of the 128-EIA algorithms are specified in Annex B.
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8.2 NAS confidentiality mechanisms

Theinput parameters for the NAS 128-hit ciphering algorithms shall be the same as the ones used for NAS integrity
protection as described in clause 8.1, with the exception that a different key, Kyasenc, iS used as KEY, and thereisan
additional input parameter, namely the length of the key stream to be generated by the encryption algorithms.

The use and mode of operation of the 128-bit ciphering algorithms are specified in Annex B.

9 Security interworking between E-UTRAN and
UTRAN

9.1 RAU and TAU procedures

9.1.1 RAU procedures in UTRAN

This subclause covers both the cases of idle mode mobility from E-UTRAN to UTRAN and of Idle Mode Signaling
Reduction (ISR), asdefined in TS 23.401 [2].

NOTE 1: TS 23.401 states conditions under which avalid P-TMSI or aP-TMSI that is mapped from avalid GUTI
('mapped GUTI") isinserted in the Information Element ‘old P-TMSI'" in the Routing Area Update
Request. It depends on the old P-TM SI which security context can be taken into use after completion of
the Routing Area Update procedure.

Use of an existingUM TS securitycontext

If the UE sends the RAU Request with the "old P-TMSI" Information Element including avalid P-TMSI it shall also
include the KSI relating to this P-TMSI. ThisKSI is associated with the UMTS security context stored on the UE, and it
indicates this fact to the SGSN. In this case the UE shall include P-TM Sl signature into the RAU Request if aP-TMSI
signature was assigned by the old SGSN. If the network does not have a valid security context for thisKSl it shall run
AKA. In case of an SGSN change keys from the old SGSN shall overwrite keysin the new SGSN if any.

NOTE 2: if the UE hasavalid UMTS security context then this context is stored on the USIM accordingto TS
33.102 [4].

M apping of EPS security context to UM TS security context

If the UE sends the RAU Request with the "old P-TMSI" Information Element including mapped GUTI it shall also
include the KSI equal to the value of the eKSI associated with the current EPS security context (cf. clause 3). The UE
shall include atruncated NAS-token, as defined in this clause further below, into the P-TMSI signature |IE. The MME
shall transfer UE's UTRAN and GERAN security capabilities and CK' || IK' with KSI equal to the value of the eKSI
associated with the current EPS security context to SGSN with Context Response/SGSN Context Response message.
The MME and UE shall derive CK' and IK' from the K agve and the NAS uplink COUNT value corresponding to the
truncated NA S-token received by the MME from SGSN as specified in Annex A. Keys CK' and IK" and KSI sent from
the MME shall replace all the UTRAN PS key parameters CK, 1K, sKSI in the target SGSN if any. Keys CK' and IK"
and the KSI shall replace all the currently stored UTRAN PS key parameters CK, IK, KSI values on both USIM and
ME. The handling of START s shall comply with the rulesin 3GPP TS 25.331 [24]. The UE may set the START pg
valueto 0 if it is done before establishment of the RRC connection.

The ME shall use CK" and IK" to derive the GPRS K¢ using the ¢3 function specified in 3GPP TS 33.102 [4]. The ME
shall assign the eK Sl value (associated with CK" and IK") to the GPRS CKSN. The ME shall update the USIM and ME
with the new GPRS Kc and GPRS CK SN.

NOTE 3: The new derived security context (including CK" and IK") replacing the old stored valuesin the USIM is
for allowing to reuse the derived security context without invoking the authentication procedure in the
subsequent connection set-ups , and aso for avoiding that one KSI indicates to two different key sets and
consequently leads to security context desynchronization.
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NOTE 4: An operator concerned about the security of keys received from another operator may want to enforce a
policy in SGSN to runaUMTS AKA as soon as possible after the run of an idle mode mobility
procedure. An example of ensuring thisis the deletion of the mapped UMTS security context in the
SGSN after the completion of the idle mode mohility procedure.

NOTE 5: Dueto replacing al the UTRAN PS key parameters CK, IK, KSI with CK", IK" and eKSI on USIM and
in ME, anew GPRS Kc needs to be derived from the new UTRAN PS key parameters CK and IK (i.e.
CK" and IK"), which is part of the new UMTS security context as well, as any old GPRS Kc stored on
USIM and in ME belongs to an old UMTS security context and can no longer be taken into use.

SGSN shall include the allowed security algorithm and transfer them to RNC. An SMC shall be sent to the UE
containing the selected algorithms.

The x bits available in the P-TMSI signature field (at minimum 16 bits) shall be filled with the truncated NAS-token,
which is defined as the x least significant bits of the NAS-token.

The NAS-token is derived as specified in Annex A.9. The UE shall use the uplink NAS COUNT value that it would use
in the next NAS message to calculate the NAS-token and increase the stored uplink NAS COUNT value by 1.

SGSN shall forward the P-TM S| signature including the truncated NAS token to the old MME, which compares the
received bits of the truncated NA S-token with the corresponding bits of a NAS-token generated in the MME, for the UE
identified within the context request. If they match, the context request message is authenticated and authorized and
MME shall provide the needed information for the SGSN. Old MME shall respond with an appropriate error cause if it
does not match the value stored in the old MME. This should initiate the security functionsin the new SGSN.

To avoid possible race condition problems, the MME shall compare the received truncated NA S-token with the x least
significant bits of NAS-tokens generated from the current NAS uplink COUNT value up to current NAS uplink
COUNT value +L, i.e. theinterval [current NAS uplink COUNT, current NAS uplink COUNT+L]. A suitable value for
the parameter L can be configured by the network operator. MME shall not accept the same NA S-token for the same
UE twice except in retransmission cases happening for the same mobility event. If the MME finds a match, it shall set
the stored uplink NAS COUNT value as though it had succesfully received an integrity protected NAS message with
the uplink NAS COUNT value that created the match.

9.1.2  TAU procedures in E-UTRAN

This subclause covers both the cases of idle mode mobility from UTRAN to E-UTRAN and of Idle Mode Signaling
Reduction, as defined in TS 23.401 [2].

The TAU Request and ATTACH Request message shall include the UE security capabilities. The MME shall store
these UE security capabilities for future use. The MME shall not make use of any UE security capabilities received
from the SGSN.

NOTE 1: TS 23.401 states conditions under which avalid GUTI or aGUT] that is mapped from avalid P-TMSI is
inserted in the Information Element 'old GUTI'" in the Tracking Area Update Request.The valuein the
‘old' GUTI IE informs the MME, which SGSN/MME to fetch the UE context from.

Case 1l: P-TM Sl not included in 'old GUTI' |E in TAU Request
This caseisidentical to that described in clause 7.2.7.

Case2: Mapped P-TM Sl included in 'old GUTI' |E in TAU Request
The UE shall include in the TAU Request:

- theKSl with corresponding P-TM S| and old RALI to point to the right source SGSN and key set there. This
allowsthe UE and MME to generate the mapped EPS NAS security context, as described below, if current EPS
NAS security context is not available in the UE and network. The KSI shall correspond to the set of keys most
recently generated (either by a successful UMTS AKA runin UTRAN (which may or may not yet have been
taken into use by the UE and SGSN) or a UMTS security context mapped from an EPS NAS security context
during aprevious visit in UTRAN).

- aP-TMSI signature, if the UE was previoudly connected to UTRAN where the SGSN assigned aP-TM S|
signature to the UE
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- a32bit NONCEE (see clause A.11 for requirements on the randomness of NONCE_).

If the UE has a current EPS NAS security context, then it shall include the corresponding GUTI and eK Sl valuein the
TAU Request. The TAU Request shall be integrity-protected, but not confidentiality-protected. The UE shall use the
current EPS NAS security context algorithms to protect the TAU Request message.

NOTE 2: The current EPS NAS security context may be of type "mapped”, and hence the value of the eK Sl be of
type "KSlgsey". Thisvalue of KSlgsgy may be different from the KSI pointing to the set of keys most
recently generated in UTRAN asan UMTS AKA run may have happened in UTRAN after the current
mapped EPS NAS security context indicated by the eKSl with the value K Sl sg5y Was generated

NOTE 3: The UE has a current EPS NAS security context in the following scenario: a UE established a current EPS
NAS security context during a previous visit to EPS, then moves to UTRAN/GERAN from E-UTRAN
and storing the current EPS NAS security context. When the UE moves back to E-UTRAN thereisa
current EPS NAS security context.

If acurrent EPS NAS security context is not available in the UE, the UE shall send the TAU request unprotected.

If the MME received a P-TMSI signature from the UE, the MME shall include that P-TM S| signature in the Context
Request message sent to the SGSN. The SGSN shall transfer CK || IK to MME in the Context Response/ SGSN Context
Response message. In case the MM context in the Context Response/SGSN Context Response indicates GSM security
mode, the MME shall abort the procedure.

In case the TAU Request was protected and the MME has the indicated EPS NAS security context it shall verify the
TAU Request message. If it is successful, the UE and the MME share a current EPS NAS security context. In case the
TAU Request had the active flag set or there is pending downlink UP data, Keyg is calculated as described in clause
7.2.7.

If the MME wants to change the algorithms, the MME shall use a NAS security mode procedure (see clause 7.2.4.4).

If the MME does not have the EPS NAS security context indicated by the eKSI by the UE in the TAU request, or the
TAU request was received unprotected, the MME shall create a new mapped EPS NAS security context (that shall
become the current EPS NAS security context). In this case, the MME shall generate a 32bit NONCEyve (see clause
A.10 for requirements on the randomness of NONCEyve). and use the received NONCE g with the NONCEy e to
generate a fresh mapped K'agve from CK and IK, where CK, IK were identified by the KSI and P-TMSI inthe TAU
Request. See Annex A.11 for more information on how to derive the fresh K'ague. The MME initiates a NAS Security
mode command procedure with the UE as described in clause 7.2.4.4 including the K Sl ggsn, NONCE g, and
NONCEyue in the NAS Security mode command. The uplink and downlink NAS COUNT for mapped EPS NAS
security context shall be set to start value (i.e., 0) when new mapped EPS NAS security context is created in UE and
MME.

If the TAU Request had the active flag set or there is pending downlink UP data, the uplink NAS Count which is set to
zero shall be used to derive the Kgyg in MME and UE as specified in Annex A. MME shall deliver the Kgyg to the target
eNB on the Sl interface.

The TAU Accept shall be protected using the current EPS NAS security context.

9.2 Handover

9.21 From E-UTRAN to UTRAN

NAS and AS security shall always be activated before handover from E-UTRAN to UTRAN can take place.
Consequently the source system in the handover shall always send a key set to the target system during handover. The
security policy of the target PLMN determines the selected algorithms to be used within the UTRAN HO command.

The MME shall select the current NAS downlink COUNT value to use in the handover and then increase the stored
NAS downlink COUNT value by 1.

NOTE 0: Increasing the NAS downlink by 1 isto ensure that afresh NAS downlink COUNT is used for any future
purposes.
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UE and MME shall derive a confidentiality key CK', and an integrity key IK' from the K gue and the selected NAS
downlink COUNT value of the current EPS key security context with the help of a one-way key derivation function
KDF as specified in Annex A.

Whether UTRAN PS key ciphering is considered active in the target UTRAN after handover from E-UTRAN shall be
determined according to the principles for handover to UTRAN in TS 25.331 [24].

UE and MME shall assign the value of eK S| to KSI. MME shall transfer CK' || IK' with KSI to SGSN. The target
SGSN shall replace all stored parameters CK, IK, KSI, if any, with CK', IK', KSI received from the MME. The UE
shall replace al stored parameters CK, IK, KSI, if any, with CK', IK', KSI in both ME and USIM. START p5 shall
comply with therulesin 3GPP TS 25.331 [24]. For the definition of the Key Derivation Function see Annex A. The ME
shall use CK" and IK" to derive the GPRS Kc using the c3 function specified in 3GPP TS 33.102 [4]. The ME shall
assign the eK Sl value (associated with CK" and IK") to the GPRS CKSN. The ME shall update the USIM and ME with
the GPRS Kc and GPRS CK SN.

NOTE 1: The new mapped UMTS security conterxt (including CK", and IK" ) replacing the stored valuesin the
USIM and ME, isfor allowing to reuse the mapped UMTS security context without invoking the
authentication procedure in subsequent connection set-ups, and also for avoiding that one KSI value gets
associated with two different key sets and consequently leads to UM TS security context
desynchronization.

NOTE 2: An operator concerned about the security of keys received from an E-UTRAN of another operator may
want to enforce apolicy in SGSN to runaUMTS AKA as soon as possible after the handover. One
example of ensuring thisis the deletion of the mapped UMTS security context in the SGSN after the UE
has |eft active statein UMTS.

NOTE 3: Dueto replacing all the UTRAN PS key parameters CK, IK, KSI with CK", IK" and eKSI on USIM and
in ME, anew GPRS Kc needs to be derived from the new UTRAN PS key parameters CK and IK (i.e.
CK" and IK"), which is part of the new UMTS security context as well, as any old GPRS Kc stored on
USIM and in ME, belongsto an old UMTS security context and can no longer be taken into use.

After HO from E-UTRAN to UTRAN the current EPS NAS security context shall (if it is kept ) be considered as the
current onein EFUTRAN in the UE and the MME.

MME shall aso provide at least the 4 LSB of the selected NAS downlink COUNT value to the source eNB, which then
shall include the bitsin the MobilityFromE-UTRANCommand to the UE. The UE shall use the received 4 LSB and its
stored NAS downlink COUNT to estimate the NAS downlink COUNT selected by the MME.

NOTE 4: It isleft to the implementation how to estimate the NAS downlink COUNT.

The UE shall ensure that the estimated NAS downlink COUNT has not been used to calculateaCK' and IK' ina
previous successful or unsuccessful PS or SRV CC handover. If the estimated NAS downlink COUNT is greater than all
the estimated NAS downlink COUNTSs either used by the UE for key derivation in a handover or received in aNAS
message that passed itsintegrity check, the UE shall update its stored NAS downlink COUNT asthough it has
successfully integrity checked a NAS message with that estimated NAS downlink COUNT. In particular, the stored
NAS downlink COUNT shall never be decreased.

MME shall transfer the UE security capabilties to the SGSN. The selection of the algorithms in the target system
proceeds as described in TS 33.102 [4] for UTRAN.

If the handover is not completed successfully, the new mapped UMTS security context can not be used in the future.
The SGSN shall delete the new mapped UMTS security context and the stored UM TS security context which has the
same K Sl as the new mapped UMTS security context.

9.2.2 From UTRAN to E-UTRAN

9221 Procedure

The procedure for handover from UTRAN to E-UTRAN, asfar as relevant for security, proceeds in the following two
consecutive steps:

A) Handover signalling using the mapped EPS security context (cf. also Figure 9.2.2.1-1);
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B) Subsequent NAS signalling to determine whether a native EPS security context istaken in use (not shown in Figure).

The activation of NAS and AS security in E-UTRAN, and selection of the key set from the source system for the
handover shall be according to following principles:

i) As described for inter-SGSN PS handover casesin TS 33.102 [4], the source SGSN shall select the key set most
recently generated (either by a successful UMTS AKA runin UTRAN (which may or may not yet have been taken into
use by the UE and SGSN) or aUMTS security context mapped from an EPS security context during a previous visit to
UTRAN) and transfer this key set to the MME in the Forward Rel ocation Request.

NOTE 0: The MME is considered as atarget SGSN in case of Gn/Gp interface.
ii) Activation of AS security (for details cf. TS 36.331 [21]):
The E-UTRAN HO command received at the UE shall activate AS security.
The HO Complete received at the eNB shall activate AS security.
iii) Activation of NAS security (for details cf. TS 24.301 [9]):
The E-UTRAN HO command received at the UE shall activate NAS security.

The HO Notify received at the MME shall activate NAS security. In case the MME does not have the UE security
capabilities stored from a previous visit, then no NAS message shall be sent or accepted by the MME other than
aTAU request before a successful check of the UE security capabilitiesin the TAU request was performed by
the MME.

iv) Both AS and NAS ciphering and integrity protection algorithms shall be selected according to the policy of the
target PLMN.

The above four principles consequentially always activate ciphering (potentially NULL ciphering) in E-UTRAN even if
it was not active in the source system.
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Figure 9.2.2.1-1: Handover from UTRAN to E-UTRAN

A) Handover signalling in case of successful handover

Before attempting a handover for a UE, the source RNC may check if the UE is authenticated using UMTS AKA. If the
UE is not authenticated using UMTS AKA and the UE does not have an ongoing emergency call, then the source RNC
may decide not to perform a handover to E-UTRAN (to avoid triggering unnecessary handover attempts to E-UTRAN
which will be rejected by the target MME). The check can be perfomed by analysing the active CK and IK asfollows:

If the 64 most significant bits of the CK are not identical to the 64 least significant bits of the CK, the RNC can
deduce that the UE was authenticated via UMTS AKA. (The bits are identical if the CK is derived fromaKc
viathe c4 key conversion function [4], and it is very unlikely that they are equal for a CK derived from UMTS
AKA)

If the 64 most significant bits of the CK areidentical to the 64 list significant bits of the CK, the RNC can
further check if the IK fulfils the equation given by the c5 key conversion function [4]. If the IK does not fulfil
this equation, the RNC can deduce that the UE was authenticated with UMTS AKA, and if the IK does, then
the RNC can deduce that the UE was authenticated using GSM AKA.

If the source RNC does not conclude that the UE is authenticated using UMTS AKA, the source RNC may select an
appropriate network for the UE at the handover decision stage and may send a Rel ocation Request message to the
SGSN. This message does not contain any security-relevant parameters.

1. The SGSN shall transfer MM context (including CK and IK (or the Kc), KSI and the UE security capahilities) to

MME in the Forward rel ocation request message. |n case the MM context in the Forward rel ocation request
message indicates GSM security mode(i.e., it contains a Kc), the MME shall abort the non-emergency call
procedure. The UE security capahilities, including the UE EPS security capabilities, were sent by the UE to the
SGSN viathe MS Network Capability IE, that is extended to include also UE EPS security capabilities, in
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Attach Request and RAU Request. It is possible that an SGSN does not forward the UE EPS security
capabilities to the MME. When the MME does not receive UE EPS security capabilities from the SGSN, the
MME shall assume that the following default set of EPS security algorithms is supported by the UE (and shall
set the UE EPS security capabilities in the mapped EPS NAS security context according to this default set):

a EEAOQ, 128-EEA1 and 128-EEA2 for NAS signalling ciphering, RRC signalling ciphering and UP
ciphering;

b. 128-EIA1 and 128-EIA2 for NAS signalling integrity protection and RRC signalling integrity
protection.

NOTE 1: Subclauses 5.1.3.2 and 5.1.4.2 of this specification mandate the UE to support the default set of EPS
security algorithms, so, for the Rel-8 version of this specification, the default set of EPS security
algorithmsincludes all security algorithms standardised for EPS. The notion of default set of EPS security
algorithmsisintroduced herein order to make this specification future-proof as more security algorithms
may be standardised for EPS in future releases.

2. The MME shall create a NONCE e to be used in the K'sgye derivation (see clause A.10 for requirements on
the randomness of NONCEyve).. MME shall derive K'ague from CK and IK with the help of a one-way key
derivation function as defined in Annex A and associate it with aKey Set Identifier KSIgsgy. The value field of
the KSl sggy shall be derived by assigning the KSI corresponding to the set of keys most recently generated
(either by asuccessful UMTS AKA runin UTRAN (which may or may not yet have been taken into use by the
UE and the SGSN) or aUMTS security context mapped from an EPS security context during a previous visit
in UTRAN). MME shall derive the NAS keys and Kgs from K'asye. The uplink and downlink NAS COUNT
values for the mapped EPS security context shall be set to start value (i.e. 0) in the UE and the MME.

3. MME shall select the NAS security algorithms (including ciphering and integrity protection) which have the
highest priority from its configured list and are also present in the UE EPS security capabilities, MME shall
include KSl sgsn; NONCEyve , the selected NAS security algorithmsin the NAS Security Transparent
Container |E of S1 HO Request message to the target eNB. MME further shall include Keyg and the UE EPS
security capabilities, either the capabilities received from the SGSN or, in the absence of these, the default set
of EPS security algorithms, in the S1 HO Request message to the target eNB.

4. Thetarget eNB shall select the AS algorithms (including ciphering for both RRC and UP, and integrity
protection for RRC ) which have the highest priority from its configured list and is also present in the UE EPS
security capabilities. The target eNB shall create a transparent container (RRCConnectionReconfiguration)
including the selected RRC, UP algorithms and the NAS Security Transparent Container 1E, and send it in the
S1 HO Request Ack message towards the MME.

NOTE 2: Thistransparent container is not protected by the target eNB.

5. MME shall include the transparent container received from the target eNB in the FW Relocation Response
messgage sent to SGSN.

6. SGSN shall include the transparent container in the rel ocation command sent to the RNC.
7. The RNC shall include the transparent container in the UTRAN HO command sent to the UE.
NOTE 3: The UTRAN HO command is integrity protected and optionally ciphered as specified by TS 33.102 [4].

8. The UE shall derive K'sguein the same way the MME did in step 2, associate it with KSlgsgy and derive NAS,
RRC and UP keys accordingly. The UE shall send a RRCConnectionReconfiguration Complete messages to
the eNB. The uplink and downlink NAS COUNT values for the mapped EPS security context shall be set to
start value (i.e. 0) in the UE and the MME.

9. The mapped EPS security context shall become the current (cf. subclause 3.1) EPS security context at AS and
NAS level and overwrite any existing current mapped EPS security context. If the current EPS security context
is of type native, then it shall become the non-current native EPS security context and overwrite any exisiting
non-current EPS security context. The HO Complete messages and all following AS messagesin E-UTRAN
shall be ciphered and integrity protected according to the policy of the target PLMN.

If the handover is not completed successfully, the new mapped EPS security context can not be used in the future. The
MME shall delete the new mapped EPS security context.

B) Subsequent NAS signalling
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In order to prevent that successful bidding down on the UE security capabilitiesin a previous RAT have an effect on the
selection of EPS security algorithm for NAS and AS, the UE security capabilities shall be included in the TAU request
after IRAT-HO and be verified by the MME.

NOTE 4: Any TAU request following the handover will be integrity protected. Details are described in subclause
9221

In any case UE security capability information received from the UE overwrites any capabilities received with the
context transfer as specified in TS 23.401 [2].

It can happen that the MME receives UE security capabilitiesin the TAU Request that contains an algorithm with
higher priority (according to the priority list stored in the MME) than any of the algorithms the MME received from the
source SGSN. It can also happen that the MME uses the default set of EPS security algorithms for the UE according to
A) step 1 above, and the TAU Request contains an algorithm with higher priority (according to the priority list stored in
the MME) than the default set. If any of these cases happen, the MME shall run a NAS security mode command
procedure to change the NAS a gorithms according to subclause 7.2.4.4 and a S1 CONTEXT MODIFICATION
procedure to inform the eNB about the correct UE EPS security capabilities and trigger a change of AS agorithms.

1. If the MME has native security context for the UE and does not receive a TAU request within a certain period
after the HO it shall assume that UE and MME share a native security context.
NOTE 5: A TAU procedure following handover from UTRAN to E-UTRAN is mandatory if the Tracking Area has
changed, but optional otherwise, cf. TS 23.401[2].

2. Whenthe UE sendsa TAU request it shall protect the request using the mapped EPS security context
identified by KSlgssy. The UE shall aso include KSIague in the TAU request if and only if it has native EPS
security context. The KSl4gue shall be accompanied by a GUTI. When the MME receives a TAU request with
aKSlasue and GUTI corresponding to the non-current native EPS security context stored on that MME it
knows that UE and MME share a non-current native EPS security context.

3. Void.

4. Whenthe MME receives a TAU request without a K Sl agve it shall delete any non-current native EPS security
context for any GUTI it may have for the user who sent the TAU request.

5. If the MME shares the non-current native EPS security context indexed by the K Sl agve and GUTI from the
TAU Request with the UE, the MME may run a NAS security mode command procedure with the UE to
activate the non-current native EPS NAS security context according to clause 7.2.9.4. The MME may in
addition change the Kgg on the fly according to clause 7.2.9.2. In case the GUTI received in the TAU Request
message pointed to a different MME, the allocation of a new GUTI, replacing the received GUTI, and the
association of thisnew GUTI with KSlague iSs required.

6. Void.

NOTE 6: The TAU Request isintegrity protected with the mapped EPSsecurity context even if the UE and the
MME share a non-current native EPSsecurity context since the UE cannot know for sureif the MME till
has the non-current native EPS security context at the time of sending the TAU Reguest.

7.  When the MME knows, after having completed the TAU procedure in the preceding steps, that it shares a non-
current native EPS security context with the UE, the MM E may (depending on configured policy and if the
MME did not do it already in step 5) activate this non-current native EPS security context. This activation may
occur in three ways:

a. When the UE has cryptographically protected radio bearers established: the MME shall initiate a key
change on the fly procedure according to subclause 7.2.9 for the entire EPS key hierarchy.

b. After the next transition to ECM-IDLE state following the handover from UTRAN: Upon receiving
the first message from the UE after the UE has gone to ECM-IDLE state the MME shall use the
procedures defined in subclauses 7.2.4.4 and 7.2.4.5 to activate the non-current native EPS security
context if such exists.

c. Atthenext transition to EMM-DEREGISTERED (see clause 7.2.5.1).

8. If anon-current native EPS security context has been established, then the UE and the MME shall delete the
mapped EPS security context and set the non-cur rent native EPS security context to the current EPS security
context.

NOTE 7: Therun of aNAS SMC procedure ensures that the uplink NAS COUNT has increased since the last time
aKgg Was derived from the K ague.
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NOTE 8: For the handling of native and mapped EPS NAS security contexts after a state transition to EMM-
DEREGISTERED cf. subclause 7.2.5.1.

9.2.2.2 Derivation of NAS keys and Keng during Handover from UTRAN to E-UTRAN
MME and UE shall derive the NAS keys from the mapped key K'sgque as specified in Annex A.

The MME and UE shall derive Kgyg by applying the KDF defined in Annex A.3 ED transition using the mapped key
K'asve and 2%2-1 asthe value of the uplink NAS COUNT parameter.

NOTE: The MME and UE only uses the 2%%-1 as the val ue of the uplink NAS COUNT for the purpose of deriving
K evs and do not actually set the uplink NAS COUNT to 2%-1. The reason for choosing such a value not
in the normal NAS COUNT range, i.e,, [0, 2%*-1] isto avoid any possibility that the value may be used to
derive the same K\g again.

9.3 Recommendations on AKA at IRAT-mobility to E-UTRAN

After ahandover from GERAN or UTRAN into E-UTRAN, it is strongly recommended to run an AKA and perform a
key change on-the-fly of the entire key hierarchy as soon as possible after the handover if there is no native security
context in E-UTRAN.

When a UE moves in IDLE mode from GERAN or UTRAN into E-UTRAN, it is strongly recommended to run an
AKA if there is no native security context in E-UTRAN, either after the TAU procedure that establishes an EPS
security context inthe MME and UE, or when the UE establishes cryptographically protected radio bearers.

9.4 Attach procedures

94.1 Attach in UTRAN

This subclause covers ths case that the UE include a mapped GUTI into the 'old P-TMSI' Information Element of the
Attach Request.

NOTE 1: TS 23.060 states conditions under which avalid P-TMSI or aP-TMSI that is mapped from avalid GUTI
('mapped GUTI") isinserted in the Information Element ‘old P-TMSI' in the Attach Request.

If the UE has a current EPS NAS security context, it shall include atruncated NA S-token, as defined in subclause 9.1.1,
into the P-TMSI signature IE of the Attach Request. It shall also include the KSI equal to the value of the eK Sl
associated with the current EPS security context.

If the UE does not have a current EPS NAS security context, the UE shall set the truncated NAS-token to all zero and
the KSI to "111" to indicate the UE has no keys available.

The SGSN shall forward the P-TMSI signature including the truncated NAS-token to the old MME. The MME may
check a non-zero NAS-token as described in subclause 9.1.1. If successful, the MME responds with an Identification
Response to the SGSN. If unsuccessful the MM E responds with an appropriate error cause which should initiate the
security functionsin the SGSN.

If P-TMSI Signature includes an all zero NAS-token or the MME chooses not to check the NAS-token, the MME may
respond with an Identification Request that does not include keys.

If needed, the MME and UE shall derive CK' and IK' from the K gue asin subclause 9.1.1. Keys CK' and IK' and KS|
sent from the MME shall replace all the UTRAN PS key parameters CK, IK and KSI in the target SGSN if any. Keys
CK'and IK" and the KSI shall replace all the currently stored UTRAN PS key parameters CK, IK, KSI values on both
the USIM and ME. The handling of START ps shall comply with the rulesin 3GPP TS 25.331 [24]. The UE may set the
STARTRg valueto O if it is done before establishment of the RRC connection.

The ME shall use CK" and IK" to derive the GPRS Kc using the c3 function specified in 3GPP TS 33.102 [4]. The ME
shall assign the eK Sl value (associated with CK" and IK") to the GPRS CKSN. The ME shall update the USIM and ME
with the GPRS K¢ and GPRS CK SN.
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NOTE 2: Dueto replacing al the UTRAN PS key parameters CK, IK, KSI with CK", IK" and eKSI on USIM and
in ME, anew GPRS Kc needs to be derived from the new UTRAN PS key parameters CK and IK (i.e.
CK" and IK"), which is part of the new UMTS security context as well, as any old GPRS Kc stored on
USIM and in ME, belongsto an old UMTS security context and can no longer be taken into use.
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10 Security interworking between E-UTRAN and
GERAN

10.1 General

An SGSN supporting interworking between E-UTRAN and GERAN is capable of handling UM TS security contexts
and supports the key conversion function c3 specified in TS33.102 [4]. Such a SGSN is, according to TS 33.102,
required to ensure that the UE is authenticated using UMTS AKA, if the UE supports UMTS AKA. Furthermore, the
UE must have a USIM to be able to access EPS, except for unauthenticated emergency callsif allowed by regulations.
Hence, UMTS AKA isused when the UE is authenticated to the SGSN supporting interworking between E-UTRAN
and GERAN even when attached to GERAN, and UMTS security contexts are available. The security procedures for
interworking between E-UTRAN and GERAN are therefore quite similar to those between E-UTRAN and UTRAN.

10.2 RAU and TAU procedures

10.2.1 RAU procedures in GERAN

This subclause covers both the cases of idle mode mobility from E-UTRAN to GERAN and of Idle Mode Signaling
Reduction, as defined in TS 23.401 [2].

Asthetarget SGSN and UE are capable of handling UMTS security contexts clause 9.1.1 applies here with the
following changes

- thetarget SGSN shall derive GPRS cipher key Kc from CK" and IK" with the help of the key conversion function
c3 defined by TS 33.102 [4] , and the target SGSN and UE shall derive GPRS K ¢;,gas defined by TS 33.102 [4]
from CK" and IK" when the new encryption algorithm selected by the target SGSN requires K ¢,,g; the target SGSN
and UE shall assign the eK S| value (associated with the CK" and 1K") to the GPRS CK SN associated with the
GPRSKcCyos .

- thetarget SGSN shall select the encryption algorithm to use in GERAN.

10.2.2 TAU procedures in E-UTRAN

This subclause covers both the cases of idle mode mobility from GERAN to E-UTRAN and of Idle Mode Signaling
Reduction, as defined in TS 23.401 [2].

Asthe SGSN sharesa UMTS security context with the UE clause 9.1.2 applies here without changes.

10.3 Handover

10.3.1 From E-UTRAN to GERAN

Asthetarget SGSN and the UE are capable of handling UM TS security contexts clause 9. 2.1 applies here with the
following changes:

- thetarget SGSN shall derive GPRS cipher key Kc from CK' and IK" with the help of the key conversion function
c3 asdefined by TS 33.102 [4], and target SGSN and UE shall derive GPRS K¢,5 as defined by TS 33.102 [4]
from CK" and IK" when the new encryption algorithm selected by the target SGSN requires Kc;z. The target
SGSN and UE shall assign the eK Sl value (associated with the CK" and IK") to the GPRS CK SN associated with
the GPRS Kcyog .

- thetarget SGSN shall select the encryption algorithm to use in GERAN after handover.

- Whether ciphering is considered active in the target GERAN after handover from E-UTRAN shall be determined
according to the principles for handover to GERAN in TS 44.060 [25].
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10.3.2 From GERAN to E-UTRAN

10.3.2.1 Procedures

Asthe SGSN sharesa UMTS security context with the UE clause 9.2.2 applies here without changes.

10.4 Recommendations on AKA at IRAT-mobility to E-UTRAN

See recommendation provided by subclause 9.3.

10.5 Attach procedures

10.5.1 Attach in GERAN

Asthe SGSN is capable of handling UMTS security contexts clause 9.1.1 applies here with the following changes

- the SGSN and UE shall derive GSM cipher key Kc as defined by TS 33.102 [4] from CK' and IK', and the SGSN
and UE shall derive K¢y, as defined by TS 33.102 [4] from CK' and IK' when the new encryption algorithm
selected by the target SGSN requires Kciog;

- SGSN shall select the encryption algorithm to use in GERAN.
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11 Network Domain Control Plane protection

The protection of 1P based control plane signalling for EPS and E-UTRAN shall be done according to TS 33.210 [5].

In order to protect the S1 and X2 control plane, it isrequired to implement |Psec ESP according to RFC 4303 [7] as
specified by TS 33.210 [5]. For both SI-MME and X2-C, IKEV2 certificates based authentication accordingto TS
33.310 [6] shall be implemented. For S1I-MME and X2-C, tunnel mode IPsec is mandatory to implement on the eNB.
On the core network side a SEG may be used to terminate the |Psec tunnel.

NOTE 1: In case control plane interfaces are trusted (e.g. physically protected), there is no need to use protection
according to TS 33.210 [5] and TS 33.310 [6].

Transport mode | Psec is optional for implementation on the X2-C and S1-MME.
NOTE 2: Transport mode can be used for reducing the protocol overhead added by | Psec.

Other 3GPP specifications may specify other IKEv2 and certificate profiles and 1Psec implementation detail s for
specific types of eNBs. The provisions in such other 3GPP specifications shall take precedence over the provisionsin
the present clause for those specific eNB types only if explicitly listed here. In particular, the provisions for HeNBs
specified in TS 33.320 [27] shall take precedence over the provisionsin this clause.

12 Backhaul link user plane protection

The protection of user plane data between the eNB and the UE by user specific security associationsis covered by
clause5.1.3and 5.1.4.

In order to protect the S1 and X2 user plane as required by clause 5.3.4, it is required to implement |Psec ESP according
to RFC 4303 [7] as profiled by TS 33.210 [5], with confidentiality, integrity and replay protection.

On the X2-U and S1-U, transport mode | Psec is optional for implementation.
NOTE 1: Transport mode can be used for reducing the protocol overhead added by | Psec.

Tunnel mode I Psec is mandatory to implement on the eNB for X2-U and S1-U. On the core network side a SEG may be
used to terminate the | Psec tunnel..

For both S1 and X2 user plane, IKEv2 with certificates based authentication shall be implemented. The certificates shall
be implemented according to the profile described by TS 33.310 [6]. IKEV2 shall be implemented conforming to the
IKEv2 profile described in TS 33.310 [6]. Other 3GPP specifications may specify other IKEv2 and certificate profiles
and | Psec implementation details for specific types of eNBs. The provisionsin such other 3GPP specifications shall
take precedence over the provisionsin the present clause for those specific eNB types only if explicitly listed here. In
particular, the provisions for HeNBs specified in TS 33.320 [27] shall take precedence over the provisionsin this
clause.

NOTE 2: Incase S1 and X2 user plane interfaces are trusted (e.g. physically protected), the use of IPsec/IKEv2
based protection is not needed.
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13 Management plane protection over the S1 interface

Clause 5.3.2 requires that eNB setup and configuration traffic, i.e. the management plane, to be protected between the
EPS core and the eNB. Thistraffic is typically carried over the same backhaul link asthe S1 interface. Therefore, the
protection mechanism defined for SI-MME and S1-U may be re-used for S1 management plane, S1-M.

In this case and in order to achieve such protection, it is required to implement |Psec ESP according to RFC 4303 [7] as
profiled by TS 33.210 [5], with confidentiality, integrity and replay protection.

Tunnel mode | Psec is mandatory to implement on the eNB for supporting the S1 management plane. On the core
network side a SEG may be used to terminate the IPsec tunnel. If no SEG is used, the | Psec tunnel may be terminated in
the element manager.

For the S1 management plane, IKEv2 with certificates based authentication shall be implemented on the eNB. The
certificates shall be implemented according to the profile described by TS 33.310 [6]. IKEv2 shall be implemented
conforming to the IKEv2 profile described in TS 33.310 [6]. Other 3GPP specifications may specify other IKEv2 and
certificate profiles and | Psec implementation details for specific types of eNBs.

Other 3GPP specifications may specify other security mechanisms and certificate profiles for specific types of eNBs for
the case when the management traffic is not carried over the same backhaul link as S1 traffic. If other security
mechanisms are specified, they shall provide mutual authentication based on certificates, as well as confidentiality,
integrity and replay protection. These functions shall have at least equal strength as that provided by the use of
IKEv2/IPsec.

The provisionsin such other 3GPP specifications shall take precedence over the provisionsin the present clause for
those specific eNB types only if explicitly listed here. In particular, the provisions for HeENBs specified in TS 33.320
[27] shall take precedence over the provisionsin this clause.

NOTE 1: X2 does not carry management plane traffic.

NOTE 2: In case the S1 management plane interfaces are trusted (e.g. physically protected), the use of protection
based on IPsec/IKEV2 or equivalent mechanismsis not needed
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14 SRVCC between E-UTRAN and Circuit Switched
UTRAN/GERAN

14.1 From E-UTRAN to Circuit Switched UTRAN/GERAN

Single Radio Voice Call Continuity (SRVCC) is specified in 3GPP TS 23.216 [22].

The MME shall select the current NAS downlink COUNT value to use in the handover and then increase the stored
NAS downlink COUNT value by 1.

NOTE 0: Increasing the NAS downlink by 1 isto ensure that afresh NAS downlink COUNT is used for any future
purposes.

The MME and the UE shall derive a confidentiality key CKsgrycc, and an integrity key 1K sgycc from Kagye of the
current EPS security context and the selected NAS downlink COUNT with the help of a one-way key derivation
function KDF as specified in Annex A.

The KDF returns a 256-bit output, where the 128 most significant bits are identified with CK zycc and the 128 least
significant bits are identified with IKgzycc.

The MME shall also provide the 4 LSB of the selected NAS downlink COUNT value to the source eNB, which then
includes the bits to the HO Command to the UE. The UE shall use the received 4 LSB and its stored NAS downlink
COUNT to estimate the NAS downlink COUNT selected by the MME.

NOTE 1: It isleft to theimplementation how to estimate the NAS downlink COUNT.

The UE shall ensure that the estimated NAS downlink COUNT has not been used to calculatea CK' and IK' in a
previous successful or unsuccessful PS or SRV CC handover. If the estimated NAS downlink COUNT is greater than all
the estimated NAS downlink COUNTSs either used by the UE for key derivation in a handover or received in aNAS
message that passed itsintegrity check, the UE shall update its stored NAS downlink COUNT asthough it has
successfully integrity checked a NAS message with that estimated NAS downlink COUNT. In particular, the stored
NAS downlink COUNT shall never be decreased.

UE and MME shall assign the value of eKSI to KSI. MME shall transfer CK szvce, |Ksrvee With KSI and the UE
security capability to the MSC server enhanced for SRVCC. The MSC server enhanced for SRV CC shall replace all
the stored UTRAN CS key parameters CK, IK, KSI, if any, with CKsryce, [Ksrvee, KSI received from the MME when
the SRV CC handover is successful. The UE shall replace all the stored UTRAN CS key parameters CK, IK, KSI, if any,
with CK sryce, IKsgvee, KSIin both ME and USIM. START s shal comply with the rulesin 3GPP TS 25.331 [24].

The ME shall use CK srycc and 1K rycc to derive the GSM CS Kc using the €3 function specified in 3GPP TS 33.102
[4]. The ME shall assign the eK Sl value (associated with CK srycc and 1K sgyec) to the GSM CS CKSN (associated with
the GSM CS Kc). The ME shall update the USIM and ME with the GSM CSKc and GSM CS CKSN.

NOTE 2: The new derived security context (including CKsryce, |Ksrvee, and KSI) replacing the stored valuesin
the USIM isfor allowing to reuse the derived security context without invoking the authentication
procedure in subsequent connection set-ups, and also for avoiding that one KSI value indicates to two
different key sets and consequently leads to security context desynchronization.

NOTE 3: An operator concerned about the security of keys received from an E-UTRAN of another operator may
want to enforce apolicy in the MSC server enhanced for SRVCC to runaUMTS AKA as soon as
possible after the handover. One example of ensuring thisisthe deletion of the mapped UMTS security
context in the the enhanced M SC server after the UE has left active state.

NOTE 4: Dueto replacing al the UTRAN CS key parameters CK, 1K, KSI with CKsrycc, |Ksgvec @and KSI on
USIM and in ME, anew GSM CS Kc needs to be derived from the new UTRAN CS key parameters CK
and IK (i.e. CKsrycc and K srycc), Which is part of the new UMTS security context as well, asany old
GSM CSKc stored on USIM and in ME, belongsto an old UMTS security context and can no longer be
taken into use.
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If the SRVCC isfrom E-UTRAN to GERAN, the above description in this section applies as well for the MME, the
enhanced M SC server and the UE. The enhanced MSC server shall in addition derive GSM CS cipher key Kc from
CKgrvee and 1K sgyec With the help of the key conversion function ¢3 as specified in TS 33.102 [4], and assign the value
of eKSl to GSM CS CKSN associated with the GSM CS Kc, and the target MSC server and UE shall compute the 128-
bit GSM CS cipher key Kcy.g as specified in TS 33.102 [4] when the new encryption algorithm selected by the target
BSS requires Kcyzs. The UE and the enhanced MSC Server shall assign the value of eKSI to GSM CS CKSN associated
with the GSM CS Kcyzg.

NOTE 5: Non-voice bearers may be handed over during the SRV CC handover operation. Key derivation for non-
voice bearersis specified in clause 9 of the present specification.

If the SRV CC handover is not completed successfully, the new mapped CK szycce, |Ksrvee @and KSlsgryec can not be used
in the future. The MSC server enhanced for SRV CC shall delete the new mapped CK srycc, |Ksrvee and KSlsgryecand
the stored parameters CK cs and K cs which has the same KSI as the new mapped CK sryce, |Ksrvee (if such exist).

14.2 Emergency call in SRVCC

If the SRVCC isfor an emergency call and the session in EUTRAN complies with clause 15.2.1, the security procedure
in clause 14.1 shall be applied.

If the SRVCC isfor an emergency call and the session in EUTRAN complies with clause 15.2.2, the security procedure
in clause 14.1 shall not be applied, i.e., no key derivation is needed.
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15 Security Aspects of Emergency Call Handling

15.1 General

Support for EPS emergency calling is defined in the TS 23.401 [2]. Limited service state of aUE isdefined in TS
23.122 [26]. Emergency calls can be made by normally attached UEs or emergency attached UESin limited service
state. Emergency calls may be authenticated or unauthenticated as defined in clauses below. It depends on the serving
network policy if unauthenticated emergency calls are allowed. Emergency call behaviour not explicitly specified is
handled in accordance to non-emergency calls.

The E-UTRAN Initial Attach procedure is used for Emergency Attach by UESs that need to perform emergency services
but cannot gain normal services from the network.

For an Emergency Attach the UE shall set the Attach Typeto "Emergency” and the IMSI shall be included if the UE
does not have avalid GUTI or avalid P-TMSI available. The IMEI shall be included when the UE has no IMSI, no
valid GUTI, or no valid P-TMSI according to [2].

For an Emergency Attach the MME applies the parameters from MME Emergency Configuration Data for the
emergency bearer establishment. Any potentially stored IMSI related subscription datais ignored by the MME
accordingto[2].

For an Emergency Attach the MME shall not send any Notify Request to an HSS for an unauthenticated UE. For
authenticated emergency attached UEs, the MME performs HSS natification similar to that for normal attached UEs if
the subscription data indicates that the user is allowed to perform handover to non-3GPP accesses [2].

15.2  Security procedures and their applicability

15.2.1 Authenticated emergency calls

15.2.1.1 General

UEsthat are not in limited service state, shall initiate normal initial attach when not already attached to receive
emergency EPS services.

The security mode procedure shall be applied as part of emergency call establishment as defined in TS 23.401 [2].
Thus, integrity protection (and optionally ciphering) shall be applied as for a non-emergency call. If authentication of
the USIM fails for any reason, the emergency call shall be handled asin clauses 15.2.2 and 15.2.3 below. Once the call
isin progress with NAS and AS integrity protection (and optionally ciphering) applied, failure of integrity checking or
ciphering (for both NAS and AS) is an unusual circumstance and shall be treated asin the case of a non-emergency
call.

15.2.1.2 UE and MME share a current security context

If the UE, which may bein LSM, is aready authenticated and attempts to set up an emergency bearer, the UE shall use
the already existing current EPS security context. If the MME successfully validates the UE emergency bearer setup
request using the current EPS security context, the MME should accept the emergency bearer setup request.

If the MME attempts to authenticate the UE after receiving the emergency bearer setup request which was integrity
protected by the current EPS NAS security context and the AKA authentication failed and if the serving network policy
does not allow unauthenticated emergency call, the UE and MME shall proceed as for non-emergency calls as described
inclause 6.1.1.

If the MME attempts to authenticate the UE after receiving the emergency bearer setup request which integrity
protected by the current security context and the AKA authentication failed and the serving network policy allows
unauthenticated emergency call in LSM, then the UE and the MME behaviours are described below.
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If the AKA authentication fails during emergencry call set-up, the UE is considered to be in LSM even though the UE
could have been in normal service mode before the emergency call. The emergency call will then proceed according to
clause 15.2.2.

If AKA isrun during acall, the MME and UE will behave as follows:
UE behavior:
After sending EC Indication to the serving nework the UE shall know of its own intent to make an Emergency Call.

- Upon successful AUTN verification, the UE shall send User RES to the MME and shall start waiting for the SMC
from the MME.

- Alternatively, upon AUTN verification failure, the UE shall send Authentication Failure message to the MME.
The confluence of the EC Indication and the Authentication Failure message allows the UE to continue using the
current security context..

MME behavior:
After receiving EC Indication from the UE, the MME knows of the UE"s intent to make an Emergency Call.

- If the serving network policy requires emergency calls to be authenticated, the MME shall, after the unsuccessful
comparison of RESto XRES, i.e. AKA failure, proceed asif the call wasanormal call.,. The MME should not
send an Authentication Reject message if AKA authentication failed and the serving network policy alows
unauthenticated emergency call in LSM

- After receiving both, the EC Indication and the Authentication Failure message, the MME shall alow the use of the
current security context with the UE for establishing an emergency bearer.

NOTE: Inthe casethat NAS COUNT values are about to wrap around, and AKA fails, or if the MME is unable to
fetch new authentication vectors, the call is handled as for non-emergency call as described by TS 24.301

9.
15.2.2 Unauthenticated emergency calls

15.2.2.1 General
UEsthat are in limited service state, shal initiate emergency attach to receive emergency EPS services.

Authentication may fail for an emergency attached UE or normally attached UE when trying to make an emergency
call.

Asdefined in TS 23.401 [2] and as a serving network option, emergency calls may be established in limited service
mode without the network having to authenticate the UE or apply ciphering or integrity protection for either AS or
NAS.

The following are the only identified cases where the "security procedure not applied” option may be used:
a) Authentication isimpossible because the USIM is absent;

b) Authentication isimpossible because the serving network cannot obtain authentication vectors due to a network
failure;

c) Authentication isimpossible because the USIM isin limited service mode in the serving network (e.g. thereisno
roaming agreement or the IMSI is barred, etc.);

d) Authentication is possible but the serving network cannot successfully authenticate the USIM.

If the ME receivesaNAS SMC selecting EIAO (NULL integrity) for integrity protection, and EEAO (NULL ciphering)
for encryption protection, then:

- the ME shall mark any stored native EPS NAS security context on the USIM /non-volatile ME memory asinvalid;
and

- the ME shall not update the USIM/non-volatile ME memory with the current EPS NAS security context.

ETSI



3GPP TS 33.401 version 9.3.1 Release 9 66 ETSI TS 133 401 V9.3.1 (2010-04)

These two rules override al other rules regarding updating the EPS NAS security context on the USIM/non-volatile
ME memory, in this specification.

If EIAOQ isused, i.e., the UE isin unauthenticated LSM; and the NAS COUNT values wrap around, and a new Kagve
has not been established before the NAS COUNT wrap around, the NAS connection shall be kept.

NOTE: For unauthenticated emergencry cals, EIAOQ, i.e., null integrity algorithm, is used for integrity protection.
Additionally, asthe NAS COUNT values are allowed to wrap around, the initialization of the NAS
COUNT values are not crucia. However, it is recommended that the uplink and downlink NAS COUNT
values are set to start value (i.e. 0) in the UE and the MME for the first received NAS SMC.

A UE with a2G SIM shall be considered to be in unauthenticated LSM in E-UTRAN. A UE with a2G SIM shall at an
emergency call IRAT handover to E-UTRAN be considered to be in unauthenticated LSM. In such a scenario, EIAO
shall be used in E-UTRAN after handover.

A handover from E-UTRAN to another RAT, of an unauthenticated emergency call, shall result in an unauthenticated
emergency call in the other RAT.
15.2.2.2 UE and MME share no security context

If the MME attempts to authenticate the UE after receiving the emergency bearer setup request and the AKA
authentication failed and if the serving network policy does not allow unauthenticated emergency call, the UE and
MME shall proceed as for non-emergency calls as described in clause 6.1.1.

If the UE, which may bein LSM, isnot yet authenticated and while the UE istrying to setup an emergency call the
AKA authentication failed, the UE shall wait for aNAS SMC command to set up an unautheticated emergency bearer.
If the serving nework policy supports unauthenticated emergency calling in LSM, only then the MME shall support
unauthenticated emergency bearer setup. In this case, the behaviours of the UE and the MME are as described below.

The confluence of emergency call set-up and AKA authentication failure means that the UE is considered to bein LSM
even though the UE could have been in normal service mode before the emergency call.

UE behavior:
After sending EC Indication to the serving nework the UE shall know of its own intent to make an Emergency Call.

- Upon successful AUTN verification, the UE shall send User RESto the MME and shall start waiting for the NAS
SMC from the MME.

- Alternatively, upon AUTN verification failure, the UE shall send Authentication Failure message (see TS 24.301
[9]). to the MME. The confluence of the EC Indication and the Authentication Failure messages positions the UE to
expect NAS SMC selecting EEAO and EIAQ agorithms from the MME.

MME behavior:
After receiving EC Indication from the UE, the MME knows of that UE"s intent to make an Emergency Call.
- If MME does not receive IMSI of the UE, the MME shall send NAS SMC with NULL algorithms to the UE.

- After the unsuccessful comparison of RESto XRES, i.e. AKA failure, the MME shall send NAS SMC with NULL
algorithms to the UE.

- After the receiving of both, the EC Indication and the Authentication Failure messages, the MME shall send NAS
SMC with NULL agorithmsto the UE.

If the serving network policy does not allow unauthenticated emergency calling in LSM, the MME shall reject the
unauthenticated emergency bearer setup request from the UE.
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15.2.3 Void

15.2.4 Key generation procedures for unauthenticated emergency calls

15.24.1 General

An unauthenticated UE in LSM does not share a complete EPS NAS security context with the network. Since there has
been no successful EPS AKA run, the UE and the MME does not share a K ague. When the UE and the MM E does not
share a K ague the only possibility for an MME that allows unauthenticated emergency callsisto run with the NULL
integrity algorithm EIAO and the NULL ciphering algorithm EEAOQ. These algorithms are not affected by the choice of
key. Therefore the UE and the MME independently generate a K ague in an implementation defined way and populate
the EPS NAS security context with this K agye to be used when activating an EPS NAS security context for which no
successful EPS AKA run has been made. After this EPS NAS security context is activated all key derivations proceed
asif they were based on a K sgye generated from an EPS AKA run.

Even if no confidentiality or integrity protection is provided by EIAQ and EEAO, the UE and network treat the EPS
security context with the independently generated K ague asif it contained anormally generated K aque and hence share
an EPS security context (see TS 24.301[9]).

15.2.4.2 Handover

When UE attempts to make X2/S1 handover, UE and eNB derive and transfer the keys as normal to re-use the normal
handover mechanism. Since the derived keys have no ability to affect the output of the NULL algorithmsit isirrelevant
that the network and the UE derive different keys. Furthermore, section 7.2.4a describes how the algorithm selection is
handled for unauthenticated emergency call. Thisimplies that source eNB will forward UE EPS security capability
which contains EIAO and EEAOQ only to target eNB. So the target eNB can only select EIAO for integrity protection and
EEAO for confidential protection.

NOTE: If the target eNB isa Rel-8 eNB, it can"t support EIA0 and EEAQ. The handover will be rejected because of
the failure of algorithm negotiation.
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Annex A (normative):
Key derivation functions

A.1  KDF interface and input parameter construction

A.1.1 General
All key derivations (including input parameter encoding) for EPS shall be performed using the key derivation function

(KDF) specifiedin TS 33.220 [8]. This clause specifies how to construct the input string, S, to the KDF (which isinput
together with the relevant key). For each of the distinct usages of the KDF, the input parameters S are specified below.

A.1.2 FC value allocations

The FC number space used is controlled by TS 33.220 [8], FC values allocated for this specification are in range of
0x10 — Ox1F.
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A.2 KASME derivation function

When deriving a K asue from CK, 1K and SN id when producing authentication vectors, and when the UE computes
Kasve during AKA, the following parameters shall be used to form the input S to the KDF.

- FC=0x10,

- PO=9SNid,

- LO=length of SN id (i.e. 0x00 0x03),

- P1=SOQN ® AK

- L1=length of SQN @ AK (i.e. 0x00 0x06)

The exclusive or of the Sequence Number (SQN) and the Anonymity Key (AK) is sent to the UE as a part of the
Authentication Token (AUTN), see TS 33.102. If AK isnot used, AK shall be treated in accordance with TS 33.102,
i.e. as000...0.

The SN id consists of MCC and MNC, and shall be encoded as an octet string according to Figure A.2-1.

8 7 6 5 4 3 2 1
MCC digit 2 MCC digit 1 octet 1
MNC digit 3 MCC digit 3 octet 2
MNC digit 2 MNC digit 1 octet 3

Figure A.2-1 Encoding of SN id as an octet string

The coding of the digits of MCC and MNC shall be done according to TS 24.301 [9].

Theinput key Key shall be equal to the concatenation CK || IK of CK and IK.
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A.3 Keng derivation function

When deriving a Kgys from K agve and the uplink NAS COUNT in the UE and the MME the following parameters shall
be used to form the input S to the KDF.

- FC=0x11,

- PO =Uplink NAS COUNT,

- LO=length of uplink NAS COUNT (i.e. 0x00 0x04)
Theinput key shall be the 256-bit K agve-

This function is applied when cryptographically protected E-UTRAN radio bearers are established and when a key
change on-the-fly is performed.

A.4 NH derivation function

When deriving a NH from K 5 gve the following parameters shall be used to form the input Sto the KDF.
- FC=0x12
- PO =SYNC-input
- LO=length of SYNC-input (i.e. 0x00 0x20)

The SYNC-input parameter shall be the newly derived Kqyg for the initial NH derivation, and the previous NH for all
subsequent derivations. This resultsin a NH chain, where the next NH is always fresh and derived from the previous
NH.

Theinput key shall be the 256-bit K agve-

A.5 Keng® derivation function

When deriving a Kgyg* from current Kgyg or from fresh NH and the target physical cell ID inthe UE and eNB as
specified in clause 7.2.8 for handover purposes the following parameters shall be used to form the input S to the KDF.

- FC=0x13

- PO =PCI (target physical cell id)

- LO=length of PCI (i.e. 0x00 0x02)

- P1=EARFCN-DL (target physical cell downlink frequency)
- L1 length of EARFCN-DL (i.e. 0x00 0x02)

Theinput key shall be the 256-bit NH when the index in the handover increases, otherwise the current 256-bit Keyg.

A6 Void
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A.7  Algorithm key derivation functions

When deriving keys for NAS integrity and NAS encryption algorithms from K asve and algorithm types and algorithm
IDs, and keys for RRC integrity and RRC/UP encryption algorithms from K, in the UE, MME and eNB the
following parameters shall be used to form the string S.

- FC=0x15

- PO = algorithm type distinguisher

- LO=length of algorithm type distinguisher (i.e. 0x00 0x01)
- P1=algorithm identity

- L1 =length of algorithm identity (i.e. 0x00 0x01)

The algorithm type distinguisher shall be NAS-enc-alg for NAS encryption algorithms and NAS-int-alg for NAS
integrity protection algorithms. The algorithm type distinguisher shall be RRC-enc-alg for RRC encryption algorithms,
RRC-int-alg for RRC integrity protection algorithms and UP-enc-alg for UP encryption algorithms (see table A.6-1).
The values 0x06 to OxfO are reserved for future use, and the values Oxf1 to Oxff are reserved for private use.

Table A.7-1: Algorithm type distinguishers

Algorithm Value
distinguisher
NAS-enc-alg 0x01
NAS-int-alg 0x02
RRC-enc-alg 0x03
RRC-int-alg 0x04
UP-enc-alg 0x05

The algorithm identity (as specified in clause 5) shall be put in the four least significant bits of the octet. The two least
significant bits of the four most significant bits are reserved for future use, and the two most significant bits of the most
significant nibble are reserved for private use. The entire four most significant bits shall be set to all zeros.

For NAS algorithm key derivations, the input key shall be the 256-bit K agve, and for UP and RRC algorithm key
derivations, the input key shall be the 256-bit Keyg.

For an algorithm key of length n bits, where nisless or equal to 256, the n least significant bits of the 256 bits of the
KDF output shall be used as the algorithm key.

A.8 Kasve to CK', IK' derivation at handover

Thisinput string is used when there is aneed to derive CK' || IK' from K agve during mapping of security contexts from
E-UTRAN to GERAN/UTRAN at handover. K ague is a 256-bit entity, and so is the concatenation of CK and IK (which
are 128 hits each). The following input parameters shall be used.

- FC=0x16

- PO=NASdownlink COUNT value

- LO=length of NAS downlink COUNT value (i.e. 0x00 0x04)
Theinput key shall be K agve.

ETSI



3GPP TS 33.401 version 9.3.1 Release 9 72 ETSI TS 133 401 V9.3.1 (2010-04)

A.9  NAS token derivation for inter-RAT mobility

The NAS-token used to ensure that a RAU is originating from the correct UE during IDLE mode mobility from E-
UTRAN to UTRAN and GERAN, shall use the following input parameters.

- FC=0x17

- PO =Uplink NAS COUNT

- LO=length of uplink NAS COUNT (i.e. 0x00 0x04)
Theinput key shall be the 256-bit K agve-

A.10 K"asve from CK, IK derivation during handover

Thisinput string is used when there is a need to derive aK'sgue from concatenation of CK and IK and a NONCEy e
during mapping of security contexts between GERAN/UTRAN and E-UTRAN during handover to E-UTRAN.

K'asve IS a 256-bit value. The NONCEy e is a 32-bit value. The following input parameters shall be used.
- FC=0x18
- PO=NONCEwye
- L0 =length of NONCEyk (i.e. 0x00 0x04)

The input key shall be the concatenation of CK || IK.

The generation of NONCEyye shall be sufficiently random such that both the probability of the MME generating equal
values of NONCEyve and the probability of an attacker being able to predict future values of NONCEy e over the
duration of practical eavesdropping attacks on a particular user are extremely low.

NOTE: A well-seeded strong PRNG would meet thisrequirement. A true RNG is not required.

A.11 K"asve from CK, IK derivation during idle mode mobility

Thisinput string is used when thereis aneed to derivea K" agye from CK || IK, NONCEg, and NONCEy e during
mapping of security contexts from GERAN/UTRAN to E-UTRAN. K"ague isa256-hit entity, and so isthe
concatenation of CK and IK (which are 128 hits each). The following input parameters shall be used, where NONCEs
are 32 hitslong.

- FC=0x19,

- PO=NONCE_

- LO=length of the NONCE (i.e. 0x00 0x04)

- P1=NONCEyme

- L1=length of the NONCEpwwe (i.e. 0x00 0x04)
The input key shall be the concatenation of CK || IK.

The generation of NONCE_ e shall be sufficiently random such that both the probability of the UE generating equal
values of NONCE_ and the probability of an attacker being able to predict future values of NONCE e over the
duration of practical eavesdropping attacks on a particular user are extremely low.

NOTE: A well-seeded strong PRNG would meet this requirement. A true RNG is not required.
The generation of NONCE e shall be as defined in clause A.10.
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A.12 Kasve t0 CKsryee, IKsrvee derivation

Thisinput string is used when there is aneed to derive CKsrycc|| 1K srvec Used in CS domain from K agye during
mapping of security contexts between E-UTRAN and GERAN/UTRAN. Kasve IS a256-bit element, and so isthe
concatenation of CK srycc and IK srycc (Which are 128 bits each).

- FC=0x1A

- PO=NASdownlink COUNT value

- LO=length of NAS downlink COUNT value (i.e. 0x00 0x04)
Theinput key shall be K agve.

A.13 Kasue to CK', IK' derivation at idle mobility

Thisinput string is used when thereis a need to derive CK' || IK' from K agye during mapping of security contexts from
E-UTRAN to GERAN/UTRAN at idle mobility. Kague is a 256-bit entity, and so is the concatenation of CK and IK
(which are 128 bits each). The following input parameters shall be used.

- FC=0x1B

- PO=NASuplink COUNT vaue

- LO=length of NAS uplink COUNT value (i.e. 0x00 0x04)
Theinput key shall be K agve-
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Annex B (normative):
Algorithms for ciphering and integrity protection

B.0  Null ciphering and integrity protection algorithms

The EEAO algorithm shall be implemented such that it has the same effect asiif it generates a KEY STREAM of al
zeroes (see subclause B.1.1). The length of the KEY STREAM generated shall be equal to the LENGTH input
parameter. The generated KEY STREAM requires no other input parameters but the LENGTH. Apart from this, all
processing performed in association with ciphering shall be exactly the same as with any of the ciphering algorithms
specified in this Annex.

The EIAO algorithm shall be implemented in such way that it shall generate a 32 bit MAC-I and XMAC-I of all zeroes
(see subclause B.2.1). All processing performed in association with integrity shall be exactly the same as with any of
the integrity algorithms specified in this annex.

NOTE 1: The reason for mentioning the replay protection here is that replay protection is associated with integrity.
EIAO shall be used only for emergency calling for unauthenticated UEsin LSM.

NOTE 2: aUE with a2G SIM isconsidered to bein LSM in E-UTRAN.

NOTE 3: EEAO and EIAO provide no security.

B.1  128-bit ciphering algorithm

B.1.1 Inputs and outputs

Theinput parameters to the ciphering algorithm are a 128-hit cipher key named KEY, a 32-bit COUNT, a 5-bit bearer
identity BEARER, the 1-bit direction of the transmission i.e. DIRECTION, and the length of the keystream required i.e.
LENGTH. The DIRECTION bit shall be O for uplink and 1 for downlink.

Figure B.1-1 illustrates the use of the ciphering algorithm EEA to encrypt plaintext by applying a keystream using a bit
per hit binary addition of the plaintext and the keystream. The plaintext may be recovered by generating the same
keystream using the same input parameters and applying a bit per bit binary addition with the ciphertext.
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COUNT DIRECTION ' COUNT DIRECTION
BEARER LENGTH i BEARER LENGTH
| | | |
KEY — EEA EKEY —> EEA
} : }
KEYSTREAM i KEYSTREAM
BLOCK ! BLOCK
PLAINTEXT i CIPHERTEXT i PLAINTEXT
BLOCK > @ > BLOCK > @ > BLOCK
Sender Receiver

Figure B.1-1: Ciphering of data

Based on the input parameters the algorithm generates the output keystream block KEY STREAM which is used to
encrypt the input plaintext block PLAINTEXT to produce the output ciphertext block CIPHERTEXT.

The input parameter LENGTH shall affect only the length of the KEY STREAM BLOCK, not the actual bitsin it.

B.1.2 128-EEA1l

128-EEA1 isbased on SNOW 3G and isidentical to UEA2 as specified in [14]. The used |V is constructed the same
way asin subclause 3.4 of that TS.

B.1.3 128-EEA2

128-EEA?2 is based on 128-bit AES[15] in CTR mode [16]
The sequence of 128-hit counter blocks needed for CTR mode T4, T, ..., T, ... shall be constructed as follows:

The most significant 64 bits of T consist of COUNTI[0] .. COUNT[31] | BEARER[O] .. BEARER[4] | DIRECTION
| 0% (i.e. 26 zero bits). These are written from most significant on the left to least significant on the right, so for
example COUNTI0] is the most significant bit of T;.

The least significant 64 bits of T, areall 0.

Subsequent counter blocks are then obtained by applying the standard integer incrementing function (according to
Appendix B1in[16]) mod 2% to the least significant 64 bits of the previous counter block.

B.2  128-Bit integrity algorithm

B.2.1 Inputs and outputs

The input parameters to the integrity algorithm are a 128-bit integrity key named KEY, a 32-bit COUNT, a 5-bit bearer
identity called BEARER, the 1-bit direction of the transmission i.e. DIRECTION, and the message itself i.e
MESSAGE. The DIRECTION bit shall be O for uplink and 1 for downlink. The bit length of the MESSAGE is
LENGTH.

Figure B.2-1 illustrates the use of the integrity algorithm EIA to authenticate the integrity of messages.
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Figure B.2-1: Derivation of MAC-I/NAS-MAC (or XMAC-I/XNAS-MAC)

Based on these input parameters the sender computes a 32-bit message authentication code (MAC-I/NAS-MAC) using
the integrity algorithm EIA. The message authentication code is then appended to the message when sent. The receiver
computes the expected message authentication code (XMAC-I/XNAS-MAC) on the message received in the same way
as the sender computed its message authentication code on the message sent and verifies the data integrity of the
message by comparing it to the received message authentication code, i.e. MAC-I/NAS-MAC.

B.2.2 128-EIAl

128-ElA1 isbased on SNOW 3G and isimplemented in the same way as UIA2 as specified in [14]. Theused IV is
constructed the same way as in subclause 4.4 of that TS, with the only difference being that FRESH [0], ... FRESH [31]
shall be replaced by BEARER[0] ... BEARER[4] | 0% (i.e. 27 zero bits)

B.2.3 128-EIA2

128-EIA2 is based on 128-bit AES [15] in CMAC mode [17].

The bit length of MESSAGE is BLENGTH.

Theinput to CMAC modeisabit string M of length Mlen (see [18, section 5.5]). M is constructed as follows:
Mo .. M3; = COUNT[0] .. COUNT[31]

Mg, .. M3s = BEARER[O] .. BEARER[4]

Ms; = DIRECTION

Mas .. Mgz = 0% (i.e. 26 zero hits)

Mgy .. MaLencThses = MESSAGE[0] .. MESSAGE[BLENGTH-1]

and so Mlen = BLENGTH + 64.

AESin CMAC modeis used with these inputs to produce a Message Authentication Code T (MACT) of length Tlen =
32. Tisused directly asthe 128-EIA2 output MACTI[OQ] .. MACT[31], with MACT[0] being the most significant bit of
T.
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Annex C (informative):
Algorithm test data

C.1 128-EEA2

This section includes six test data sets; all are presented in hex, while the first is also presented in binary. Some
intermediate computational values are included to assist implementers in tracing bugs. Some notation is taken from the
specification of CTR mode [16].

Bit ordering should be largely self explanatory, but in particular:

- Theb-bit BEARER iswrittenin hex in a'right aligned' form, i.e. as atwo-hex-digit value in the range 00 to 1F
inclusive, with BEARER [0] as the msb of the first digit.

- Similarly the single DIRECTION bit iswritten in hex in 'right aligned’ form, i.e. the DIRECTION bit isthe Isb
of the hex digit.

- Where the length of plaintext and ciphertext is not a multiple of 32 bits, they are written in hex in a'left aligned'
form, i.e. the least significant few bhits of the last word will be zero.

C.1.1 TestSetl

Key = (hex) d3c5d592 327fbllc 4035c668 0Oaf8cedl
Key = (bin) 11010011 11000101 11010101 10010010 00110010 01111111 10110001 00011100

01000000 00110101 11000110 01101000 00001010 11111000 11000110 11010001

Count = (hex) 398a59b4

Count = (bin) 00111001 10001010 01011001 10110100

Bearer = (hex) 15

Bearer = (bin) 10101

Direction = (hex) 1

Direction = (bin) 1

Length = 253 bits

Plaintext = (hex) 981ba682 4clbfbla b4854720 29b71d80 8ce33e2c c3c0b5fc 1f3de8a6 dc66blf0
Plaintext = (bin) 10011000 00011011 10100110 10000010 01001100 00011011 11111011 00011010

10110100 10000101 01000111 00100000 00101001 10110111 00011101 10000000

10001100 11100011 00111110 00101100 11000011 11000000 10110101 11111100

00011111 00111101 11101000 10100110 11011100 01100110 10110001 11110

Counter block T1 (hex) 398a59b4 ac000000 00000000 00000000

Counter block T1 (bin) 00111001 10001010 01011001 10110100 10101100 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 0OOOGOOOO

Keystream block 1 (hex) 71e57e24 710ea8le 6398b52b da5f3f94

(bin) 01110001 11100101 01111110 00100100 01110001 00001110 10101000 00011110

Keystream block 1
01100011 10011000 10110101 00101011 11011010 01011111 00111111 10010100

Counter block T2 = (hex) 398a59b4 ac000000 00000000 00000001
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Counter block T2 = (bin) 00111001 10001010 01011001 10110100 10101100 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 0OOOOOOO1L

Keystream block 2 = (hex) 3eede9f6 11328620 231f3flb 328b3£f88

Keystream block 2 = (bin) 00111110 11101101 11101001 11110110 00010001 00110010 10000110 00100000

00100011 00011111 00111111 00011011 00110010 10001011 00111111 10001000

Ciphertext = (hex) e9fed8a6 3d155304 d71df20b f3e82214 b20ed7da d2f233dc 3c22d7bd eeed8e78
Ciphertext = (bin) 11101001 11111110 11011000 10100110 00111101 00010101 01010011 00000100
11010111 00011101 11110010 00001011 11110011 11101000 00100010 00010100
10110010 00001110 11010111 11011010 11010010 11110010 00110011 11011100

00111100 00100010 11010111 10111101 11101110 11101101 10001110 01111

C.1.2 TestSet?2

Key = 2bde459f 82c440e0 952c4910 4805ff48

Count = c675a64b

Bearer = 0c

Direction = 1

Length = 798 bits

Plaintext = 7ec61272 743bfl61l 4726446a 6c38cedl 66f6ca76 eb543004 4286346c ef130£f92
922b0345 0d3a9975 eb5bd2eal eb55ad8e 1bl99e3e c4316020 e9%9alb285 7627953
59b7bdfd 39bef4b2 484583d5 afe082ae e638bf5f d5a60619 3901a08f 4ab4laab
90134880

Counter block T1 = c675a64b 64000000 00000000 00000000

Keystream block 1 = 27a77221 27fdbabd e67d5d34 44bdod78

Counter block T2 = c675a64b 64000000 00000000 00000001

Keystream block 2 = 7695ef70 3d743aa3 d242fc6a 268a0b5sd

Counter block T3 = c675a64b 64000000 00000000 00000002

Keystream block 3 = bé66ecfl5 b626681d 412b5dd3 a55db6d9

Counter block T4 = c675a64b 64000000 00000000 00000003

Keystream block 4 = £83d506c 9dfl87ad a578c902 eel4296f

Counter block T5 = c675a64b 64000000 00000000 00000004

Keystream block 5 = 50£f44£f36 635604e0 8f£f25047 8c750516

Counter block Té6 = c675a64b 64000000 00000000 00000005

Keystream block 6 = 735839e3 7ebe8579 7be34641 08f£730bc

Counter block T7 = c675a64b 64000000 00000000 00000006

Keystream block 7 = 8b4flb53 87da3277 a56£f567d 8066fce2

Ciphertext = 59616053 53c64bdc alSbl95e 288553a9 10632506 d6200aa7 90c4c806 c99904ct

2445cc50 bblcfl68 a4967373 4e081b57 e324ce52 59c0e78d 4cd97b87 0976503c

ETSI



3GPP TS 33.401 version 9.3.1 Release 9 79 ETSI TS 133 401 V9.3.1 (2010-04)

0943f2cb 5ae8f052 c7b7d392 239587b8 956086bc abl88360 42e2e6ce 42432al7

105c53d0

C.1.3 TestSet3

Key = 0aB8b6bd8 d9b08b08 de4e32dl 817777fb

Count = 544d49cd

Bearer = 04

Direction = 0

Length = 310 bits

Plaintext = fd40a41d 370alf65 74509568 7d47bald 36d2349e 23f64439 2c8eadc4 9d40cl32

71laff264 d0£24800

Counter block T1 = 544d49cd 20000000 00000000 00000000
Keystream block 1 = 8835a92a 83blbdcl aaB8bald4b 2691367b
Counter block T2 = 544d49cd 20000000 00000000 00000001
Keystream block 2 = 737eee32 87777c9a 9c4ad826 3a44dbé65
Counter block T3 = 544d49cd 20000000 00000000 00000002
Keystream block 3 = 158c20f6 a275b8f5 0e8ae073 997c58ed

Ciphertext = 75750d37 b4bba2a4 dedb3423 5bdée8c66 45acdaac a48138a3 b0c47le2 a7041lab7

6423d292 7287£000

C.14 TestSet4d

Key = aalf95ae a533bcb3 2eb63bf5 2d8f831la

Count = 72d8c671

Bearer = 10

Direction =1

Length = 1022 bits

Plaintext = fblb96c5 c8badfb2 eB8e8edfd e78e57f2 adB8le741 03fc430a 534dcc37 afcec70e

1517bb06 £27219da e49022dd c47a068d e4c9496a 951a6b09 edbdc864 c7adbd74

0ac50c02 2£3082ba £d22d781 97c5d508 b977bcal 3f32e652 e74ba728 576077ce

628c535e 87dc6077 ba07d290 68590c8c b5£1088e 082cfale c961302d 69cf3d44

Counter block T1 = 72d8c671 84000000 00000000 00000000
Keystream block 1 = 24afde669 7bcdeafb 0728abd5 49368fe7
Counter block T2 = 72d8c671 84000000 00000000 00000001
Keystream block 2 = cff4cd44a df954e9e e34041a2 5d428c58
Counter block T3 = 72d8c671 84000000 00000000 00000002
Keystream block 3 = 2568dbf2 3827f27c 857b98af 68fa8925
Counter block T4 = 72d8c671 84000000 00000000 00000003
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Keystream block 4 = 20576f12 1lbca2l154 8ddl7c7c 19d93aff
Counter block T5 = 72d8c671 84000000 00000000 00000004
Keystream block 5 = 90e7f4ed 0669897e 16751e7b 6001c02c
Counter block Té = 72d8c671 84000000 00000000 00000005
Keystream block 6 = 11£20436 a370d97d 68c5a2ba fee7e5cf
Counter block T7 = 72d8c671 84000000 00000000 00000006

Keystream block 7 = dcf3aa29 fdcad4acf aaf961b4 d22dc84d
Counter block T8 = 72d8c671 84000000 00000000 00000007

Keystream block 8 = e31145b7 015ef36b f3a20e77 36e2b523

Ciphertext = dfb440ac b3773549 efc04628 aeb8d815 6275230b dc690d94 b00d8d95 f£28c4b56
307f60f4 cab5eba6 6lebba72 ac808fa8 c49e2678 8ed04a5d 606cb418 de74878b
9a22f8ef 29590bc4 eb57c9fa £7c41524 a885b897 9c423f2f 8f8e0592 a9879201

be7££977 7al62ab8 10feb324 ba74c4cl 56e04d39 09720965 3ac33e5a 5f2d8864

C.15 TestSetb5

Key = 9618ae46 891f8657 Beebe90e f7al202e

Count = c675a64b

Bearer = 0c

Direction =1

Length = 1245 bits

Plaintext = 8daal7bl ae050529 c6827f28 cOef6al2 42e93f8b 314fbl8a 77f790ae 049feddé

12267fec aefc4501 74d76d9f 9aa7755a 30cd90a9 ab5874bf4 8eaf70ee ala62a2b

0aB8b6bd8 d9b08b08 de4e32dl 817777fb 544d49cd 49720e21 9dbf8bbe d33904el

fd40a41d 370alf65 74509568 7d47bald 36d2349e 23f64439 2c8ea9c4 9d40cl32

7laff264 d0f24841 d6465£f09 96ff84e6 5fc517c5 3efc3363 <38492a8

Counter block T1 = c675a64b 64000000 00000000 00000000
Keystream block 1 = 1c369b82 78628c59 fb87dfff 0Oe6dc8bc
Counter block T2 = c675a64b 64000000 00000000 00000001
Keystream block 2 = eea7d8e7 3e021llda 44a9la2a e3169673
Counter block T3 = c675a64b 64000000 00000000 00000002
Keystream block 3 = cd094951 ffc2780d flafaa3f 665736ba
Counter block T4 = c675a64b 64000000 00000000 00000003
Keystream block 4 = 0a6e3336 1f2a36el 30a83f44 fe3603d2
Counter block T5 = c675a64b 64000000 00000000 00000004
Keystream block 5 = 153f3c6e 9e33cclc 66afbdc0 febd679c
Counter block Té = c675a64b 64000000 00000000 00000005
Keystream block 6 = 2d0840al c52d3c4a 356982e0 6lab3ad7
Counter block T7 = c675a64b 64000000 00000000 00000006
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Keystream block 7 = 3264f90b 15a0elf7 6b25f3ac 8891feef
Counter block T8 = c675a64b 64000000 00000000 00000007
Keystream block 8 = c72e3a58 a72bf62a 65fadfe6 7f49e86f
Counter block T9 = c675a64b 64000000 00000000 00000008
Keystream block 9 = 5650cdfl b2c13995 4d522303 627993f9
Counter block T10 = c675a64b 64000000 00000000 00000009

Keystream block 10 = 74081374 £517153b elbafb97 3£9dd804

Ciphertext = 919c8c33 d6678970 3d05a0d7 ce82a2ae ac4ee76c 0f4da050 335e8a84 e7897bab
df2f36bd 513e3d0c 8578c7a0 fcf043e0 3aa3a39f baad7dl5 be074faa 5d9029f7
1fb457b6 47834714 b0el8fll 7fcall067 7945096c 8c5f326b a8d6095e b29c3e36
cf245d16 22aafe92 1f7566c4 £5d644f2 flfcOec6 84ddb213 49747622 e209295d

27£f£3£f95 623371d4 9bl47cOa £486171f 22cd04bl cbeb2658 223e6938

C.1.6 TestSetb

Key = 54f4e2e0 4c83786e ecB8fb5ab e8e36566

Count = aca4f50f

Bearer = 0b

Direction = 0

Length = 3861 bits

Plaintext = 40981ba6 824clbfb 4286b299 783daf44 2c099f7a b0f58d5c 8e46bl04 f08f01b4

1ab48547 2029b71d 36bdla3d 90dc3a4l b46d5167 2ac4c966 3a2be063 dad4bc8d2

808ce33e 2cccbfc6 34elb259 060876a0 fbb5a437 ebcc8d31l cl9e4454 318745e3

falébbll adae2488 79fe52db 2543e53c £445d3d8 28ceObf5 c¢c560593d 97278a59

762dd0c2 c9cd68d4 496a7925 08614014 bl3b6aa5 1128cl8c d6a90b87 978c2ffl

cabe7d9f 898a411b fdb84f68 £6727bl4 99cdd30d f0443ab4 a6665333 0Obcballl

S5ed4cec03 4c73e605 b4310eaa adcfd5b0 ca27ffd8 9d144df4 79275942 7c9cclfs8

cd8c8720 2364b8a6 87954cb0 5aB8d4e2d 99e73dbl 60debl80 ad084le9 6741a5d5

9fed4189f 15420026 fed4cdl2l 04932fb3 8f735340 438aaf7e ca6fd5cf d3al95ce

5abe6527 2af607ad albe65a6 b4c9c069 3234092c 4d018f17 56c6db9d c8a6d80b

88813861 6b681262 £954d0e7 71174878 0d92291d 86299972 db741lcfa 4£37b8b5

6cdbl8a7 caB8218e8 6e4b4b71 6a4d0437 1lfbec262 fc5ad0b3 819b187b 97e55bla

4d7cl9ee 24c8b4d7 723cfedf 045b8aca e4869517 d80e5061 5d9035d5 d9c5a40a

£602280b 542597b0 cbl8619e eb359257 59d195el 00e8e4aa 0c38a3c2 abe0f3d8

f£04£3c3 3c295069 c23694b5 bbeacdd5 42e28e8a 94edb911 9£412d05 4belfa72

00b09000
Counter block T1 = aca4f50f 58000000 00000000 00000000
Keystream block 1 = 1c2f37c8 5ecb94ee 2467b0ca d7fecb8d
Counter block T2 = aca4f50f 58000000 00000000 00000001
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Keystream block 2 = dé65d92eb fd4ccle2 6c336195 8c29aeb9d
Counter block T3 = aca4f50f 58000000 00000000 00000002
Keystream block 3 = 6d1831a8 1b97ade6f 1d93ef80 8d97b46b
Counter block T4 = aca4f50f 58000000 00000000 00000003
Keystream block 4 = 116fl1fa6 124ee978 41e59943 748ddd5b
Counter block T5 = aca4f50f 58000000 00000000 00000004

Keystream block 5 = dffad96b 48107b02 b6435c44 8dfebae4d

Counter block Té = aca4f50f 58000000 00000000 00000005
Keystream block 6 = 63590c08 50b9749a 929049fb 8f596a46
Counter block T7 = aca4f50f 58000000 00000000 00000006
Keystream block 7 = 734d3988 b6cc534d 501eal089 b83c9c5c
Counter block T8 = aca4f50f 58000000 00000000 00000007
Keystream block 8 = 9facb4de 0la3e60f 58144b8b 81b206ec
Counter block T9 = aca4f50f 58000000 00000000 00000008
Keystream block 9 = 15ebaB802 eleB8abd9 43840eel c9279262
Counter block T10 = aca4f50f 58000000 00000000 00000009

Keystream block 10 = e52928bf 91a5d242 leb062cb e22178df
Counter block T1ll = aca4f50f 58000000 00000000 0000000a
Keystream block 11 = 5129400b 020be828 8183657f ef5c59d6
Counter block T12 = aca4f50f 58000000 00000000 0000000b
Keystream block 12 = 9f52addc e66ecef8 78ce4453 3dae4917
Counter block T13 = aca4f50f 58000000 00000000 0000000c
Keystream block 13 = 900c24e3 91ee8591 685f3fbf 922e40ec
Counter block T14 = aca4f50f 58000000 00000000 00000004
Keystream block 14 = 8d884ac7 bb03a3f8 271cd7b3 dle9b515
Counter block T15 = aca4f50f 58000000 00000000 0000000e
Keystream block 15 = £9b25b07 60a82c6f 1774bd4d 7ccfldec
Counter block Tl16 = aca4f50f 58000000 00000000 0000000f
Keystream block 16 = el399a88 a0604f6b 6097da9f b3ddb5cO
Counter block T17 = aca4f50f 58000000 00000000 00000010
Keystream block 17 = 56lad7cf £0798b74 fa971clf e91517e6
Counter block T18 = aca4f50f 58000000 00000000 00000011
Keystream block 18 = 55cf8f89 08bb4c66 c87abd4a 8f2al0boc
Counter block T19 = aca4f50f 58000000 00000000 00000012
Keystream block 19 = £33ff05d 3bde2054 d904f3a9 al08e5172
Counter block T20 = aca4f50f 58000000 00000000 00000013
Keystream block 20 = 034f5c3d bécdfl0a6 6c078846 bc83c9lc
Counter block T21 = aca4f50f 58000000 00000000 00000014
Keystream block 21 = 6c0726d8 8353ed9d 3dbfa7b2 2687709d

Counter block T22 = aca4f50f 58000000 00000000 00000015
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Keystream block 22 = 74b698ea 0d1783ab d0df36fd c82ccaébe

Counter block T23 = aca4f50f 58000000 00000000 00000016
Keystream block 23 = 32348e64 fe86518e b5477cbb 97578dd2
Counter block T24 = aca4f50f 58000000 00000000 00000017
Keystream block 24 = 7bd4f7e2 173eb542 a047f1b0 1£3d008c
Counter block T25 = aca4f50f 58000000 00000000 00000018
Keystream block 25 = 825fd522 f0e0b3b0 ccd4106d 39ddd88c
Counter block T26 = aca4f50f 58000000 00000000 00000019
Keystream block 26 = £930dc26 dbOe6bce d465d457 b82fe7c2
Counter block T27 = aca4f50f 58000000 00000000 0000001la
Keystream block 27 = bc90c3f4 abcl072d 0£74300c 13106527
Counter block T28 = aca4f50f 58000000 00000000 0000001b
Keystream block 28 = 39da03e3 c5bf5152 b809045f ee778e01
Counter block T29 = aca4f50f 58000000 00000000 0000001c
Keystream block 29 = 3blf75fe 95c81280 c2165b65 cf3lc5fae
Counter block T30 = aca4f50f 58000000 00000000 0000001d
Keystream block 30 = 385138f8 c9f7d62e 07f8e4df e379d408d
Counter block T31 = aca4f50f 58000000 00000000 0000001le

Keystream block 31 = 06c8b899 06c71bb9 2e834ee7 e81cdl09

Ciphertext = 5cb72c6e dc878f15 66e10253 afc364c9 fa540d91 4db94cbe e275d091 7caseafod
77acb4ef 3bbela72 2b2ef5bd 1d4b8e2a a5024ecl 388a20le 7bce7920 aec61589
5f£763a55 64dcc4c4 82a2eeld 8bfecc44 98eca83f bb75f9%ab 530e0daf bede2fab
895b8299 1b6277c5 29e0£252 9d7£7960 6be96706 296dedfa 9d7412b6 16958cb5
63c678c0 2825c30d Oaee77c4 cl46d276 5412421a 808dl3ce ¢819694c 75ad572e
9b973d94 8b81a933 7c3b2al7 192e22c2 069f7edl 162af44c dea8l760 3665e807
ce40c8e0 dd9de394 dc6e3115 3fel955c 47afb51f 2617eel0c 5e3b8efl ad7574ed
343edc27 43cc94c9 90elflfd 264253cl 78dea739 cObefeeb cd9f9b76 d49cl015
c9fecf50 e53b8b52 04dbcd3e edB863855 dabcdcc9 4b31e318 02156885 5c8b9e52
a981957a 112827f9 78ba960f 1447911b 317b5511 fbcc7fbl 3acl53db 74251117
e4861leb9 e83bffff c4eb7755 579038e5 7924blf7 8b3elad9 0bab2a07 871b72db
S5eef96c3 34044966 db0Oc37ca fdlaB89e5 646a3580 eb6465f1 21dce9cb 88d85b96
cf23cccc d4280767 beeBeeb2 3d865246 1db64931 03003baf 89f5el82 6lea43c8
4a92ebff £fe4909d c46c5192 £825f£770 600b9602 c557b5f8 b431a79d 45977dd9
c41b863d a9eld42e9 0020cfd0 74d6927b 7ab3b672 5dla6f3f 98b9c9da aB8982aff

06782800
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C.2 128-ElIA2

This section includes eight test data sets; all are presented in hex, while the first is also presented in binary. Many
intermediate computational values are included to assist implementers in tracing bugs. Some notation is taken from the
specification of CMAC mode [17].

Bit ordering should be largely self explanatory, but in particular:

- Theb-bit BEARER iswritten in hex in a'right aligned' form, i.e. as atwo-hex-digit value in the range 00 to 1F
inclusive, with BEARER [0] as the msb of the first digit.

- Similarly the single DIRECTION bit iswritten in hex in 'right aligned’ form, i.e. the DIRECTION bit isthe Isb
of the hex digit.

- Where the length of the message, or of a message sub-block, is not a multiple of 32 bits, it iswritteninhexina
'left aligned' form, i.e. the least significant few bits of the last word will be zero.

NOTE: This section provides both byte aligned and non byte aligned test data sets. For EPS implementation
verification, byte alignment test data sets (2, 5 and 8) can be used, as EPS RRC and EPS NAS messages
are byte aligned. The non byte aligned test data sets may be used to verify implementations that support
non byte aligned messages.

C.2.1 TestSetl

Count-I = (hex) 38a6f056

Count-I = (bin) 00111000 10100110 11110000 01010110

Bearer = (hex) 18

Bearer = (bin) 11000

Direction = (hex) 0

Direction = (bin) 0

IK = (hex) 2bde459f 82c5b300 952c4910 4881ff48

IK = (bin) 00101011 11010110 01000101 10011111 10000010 11000101 10110011 00000000

10010101 00101100 01001001 00010000 01001000 10000001 11111111 01001000

Length = 58 bits

Message = (hex) 33323462 63393840

Message = (bin) 00110011 00110010 00110100 01100010 01100011 00111001 00111000 01
CMAC(K, M) :

K = (hex) 2bde459f 82c5b300 952c4910 4881ff48

K = (bin) 00101011 11010110 01000101 10011111 10000010 11000101 10110011 00000000

10010101 00101100 01001001 00010000 01001000 10000001 11111111 01001000

Mlen = 122

M = (hex) 38a6f056 c0000000 33323462 63393840

M = (bin) 00111000 10100110 11110000 01010110 11000000 00000000 00000000 00000000
00110011 00110010 00110100 01100010 01100011 00111001 00111000 O1

Subkey Generation:

L = (hex) 6e426138 5adfclfc b7c85f0c 469fb20c
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L = (bin) 01101110 01000010 01100001 00111000 01011010 11011111 11000001 11111100

10110111 11001000 01011111 00001100 01000110 10011111 10110010 0OOO11O00

K1 = (hex) dc84c270 b5bf83f9 6£f90bel8 8d3f6418

K1 = (bin) 11011100 10000100 11000010 01110000 10110101 10111111 10000011 11111001
01101111 10010000 10111110 00011000 10001101 00111111 01100100 00011000

K2 = (hex) b90984el 6b7f07f2 df217c31 la7ec8b7

K2 = (bin) 10111001 00001001 10000100 11100001 01101011 01111111 00000111 11110010
11011111 00100001 01111100 00110001 00011010 01111110 11001000 10110111

MAC Generation:

n =1

Mn* = (hex) 38a6f056 c0000000 33323462 63393840

Mn* = (bin) 00111000 10100110 11110000 01010110 11000000 00000000 00000000 00000000
00110011 00110010 00110100 01100010 01100011 00111001 00111000 01

Mn = (hex) 8laf74b7 ab7f07f2 ecl134853 7947£0d47

Mn = (bin) 10000001 10101111 01110100 10110111 10101011 01111111 00000111 11110010
11101100 00010011 01001000 01010011 01111001 01000111 11110000 11010111

co = (hex) 00000000 00000000 00000000 00000000

co = (bin) 00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000 00000000

M1 = (hex) 8laf74b7 ab7f07f2 ecl34853 7947£047

M1 = (bin) 10000001 10101111 01110100 10110111 10101011 01111111 00000111 11110010
11101100 00010011 01001000 01010011 01111001 01000111 11110000 11010111

c1 = (hex) 118c6eb8 b775144b 0831110 54c96eb6

c1 = (bin) 00010001 10001100 01101110 10111000 10110111 01110101 00010100 01001011
00001011 10000011 00010001 00010000 01010100 11001001 01101110 10110110

MACT = (hex) 118c6eb8

MACT = (bin) 00010001 10001100 01101110 10111000

C.2.2 TestSet?

Count-I = 398a59b4
Bearer = la

Direction = 1

IK = d3c5d592 327fbllc 4035c668 Oaf8cedl
Length = 64 bits

Message = 484583d5 afe082ae

CMAC (K, M):
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K = d3c5d592 327fbllc 4035c668 0af8cedl
Mlen = 128

M = 398a59b4 d4000000 484583d5 afel82ae
Subkey Generation:

L = 9b71£299 132915d3 605211b5 e5df8632
K1 = 36e3e532 26522ba6 c0ad4236b cbbflOce3
K2 = 6dc7cab4 4cad574d 814846d7 977el9ce
MAC Generation:

n =1

Mn* = 398a59b4 d4000000 484583d5 afel82ae
Mn = 0f69bc86 f2522baé 88elalbe 645f8e4d
(0] = 00000000 00000000 00000000 0OOOOOOO
M1 = 0f69bc86 f2522ba6 88elalbe 645f8e4d
C1l = b93787e6 493ff113 ad73d3e0 1le826d73
MACT = b93787e6

C.2.3 TestSet3

Count-I = 36af6144

Bearer = 18

Direction = 1

IK = 7e5e9443 1elld738 28d739cc 6ced4573

Length = 254 bits

Message = b3d3c917 0a4el632 £60£8610 13d22d84 b726b6a2 78d802dl eeafl321l ba5929dc
CMAC (K, M) :

K = 7e5e9443 1elld738 28d739cc 6ced4573

Mlen = 318

M = 36af6144 c4000000 b3d3c917 0Oad4el632 £60£8610 13d22d84 b726bea2 78d802d1

eeafl321 bab5929dc

Subkey Generation:

L d78b4628 35781e79 d2255£8d 309a60ef

K1 = afl168c50 6af03cf3 ad44abfla 6134cl59

K2 = 5e2d18a0 d5e079e7 48957e34 c2698235

MAC Generation:
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n =3

Mn* = eeafl321 bab5929dc

Mn = b0820b81 6fb95039 48957e34 c2698235
Co = 00000000 00000000 00000000 00000000
M1 = 36af6144 c4000000 b3d3c917 0Oadel632
C1 = 3bb0eld8 2cb96273 64a7cfd3 a52eedl5
M2 = £60£8610 13d22d84 b726b6a2 78d802d1
c2 = e3a6446d fae7fl10f e3e3320d a8e49955
M3 = b0820b81 6fb95039 48957e34 c2698235
C3 = 1f60b01d e05aa6b66 3bda32c6 1771e70b
MACT = 1f60b01d

C.24 TestSet4

Count-I = c7590ea9

Bearer = 17

Direction = 0

IK = d3419be8 21087acd 02123a92 48033359

Length = 511 bits

Message = bbb05703 8809496b cff86d6f bc8ce5bl 35a06bl6e 6054f2d5 65be8ace 75dc851le

O0bcdd8f0 7141c495 872fb5d8 cOc66a8b 6da55666 3e4e4612 05d84580 beeSbc7e

CMAC(K, M) :

K = d3419be8 21087acd 02123a92 48033359

Mlen = 575

M = c7590ea9 b8000000 bbb05703 8809496b cff86d6f bc8ce5bl 35a06blé 6054f2d5
65beB8ace 75dc85le 0bcdd8f0 7141c495 872fb5d8 cOc66a8b 6da55666 3eded6l2
05d84580 beebbc7e

Subkey Generation:

L = 054dd008 2d9ecd2l a3f32bl0a a7369%be4d

K1 = 0a9ba01l0 5b3d9%a43 47e65615 4e6d37c8

K2 = 15374020 b67b3486 8fccac2a 9cda6fo0

MAC Generation:

n =5

Mn* = 05d84580 beeb5bc7e

Mn = 10ef05a0 089e88f9 8fccac2a 9cda6f90

co = 00000000 00000000 00000000 0OOOOOOOO
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M1 = c7590ea9 b8000000 bbb05703 8809496b
Cl = cb36ed77 e49bd772 ac410f25 eea31084
M2 = cff86d6f bc8ce5bl 35a06ble 6054£f2d5
c2 = e44baf9l d48ba92c 542f3bl4 aBa496d9
M3 = 65be8ace 75dc85le 0bcdd8f0 7141c495
C3 = C3542869 eed00692 e3bd4efla 6b324aaf
M4 = 872fb5d8 cO0c66aB8b 6da55666 3ede4612
C4 = 5054d998 92675b0f 989d3b0f 3c043c4de
M5 = 10ef05a0 089e88f9 8fccac2a 9cda6f90
C5 = 6846a2f0 alObébe7a 4fb26al5 7e914c53
MACT = 6846a2f0

C.25 TestSeth5

Count-1I = 36afe6144
Bearer = 0f

Direction = 1

IK = 83fd23a2 44a74cf3 58da3019 f£1722635
Length = 768 bits
Message = 35c68716 633c66fb 750c2668 65d53cll eal5ble9 fa49c839 8d48elef a5909d39

47902837 f5ae96d5 al05bc8d6 lca8dbef 1bl3a4b4 abfe4fbl 006045b6 74bb5472

9304c382 beb53abaf 05556176 f6eaal2ef 1d05e4b0 8318lee6 74cdaba4 85f74d7a

CMAC (K, M) :

K = 83fd23a2 44a74cf3 58da3019 £1722635

Mlen = 832

M = 36af6144 7c000000 35c68716 633c66fb 750c2668 65d53cll ealO5ble9 fa49c839
8d48elef a5909d39 47902837 f5ae96d5 al05bc8dé6 lca8dbef 1bl3a4b4 abfed4fbl
006045b6 74bb5472 9304c382 be53a5af 05556176 feeaal2ef 1d05e4b0 8318leeb
74cdaba4 85f74d7a

Subkey Generation:

L = 9df6lc57 3c86acac 704db9d5 b0dea444

K1 = 3bec38ae 790d5958 e09b73ab 61bd480f

K2 = 77d8715c f2lab2bl cl36e756 c37a90le

MAC Generation:

n =7

Mn* = 74cdab5a4 85f74d7a
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Mn = 0315d4f8 77edffcb 4136e756 c37a90le
co = 00000000 00000000 00000000 0OOOOOOOO
M1 = 36af6144 7c000000 35c68716 633c66fb
C1 = 57c5a916 e19d7747 c2a69283 5eed0015
M2 = 750c2668 65d53cll ealO5ble9 fa49c839
Cc2 = 7937651c b2c34e23 646b4396 f£77bcald
M3 = 8d48elef a5909d39 47902837 f5ae96d5
C3 = dfa3c570 d7b4dd08 2533b643 f82f646¢C
M4 = al05bc8d6 lca8dbef 1bl3a4b4 abfe4fbl
C4 = 7a8e64c0 eb34df52 e4236368 0£019ddd
M5 = 006045b6 74bb5472 9304c382 beb3abaf
C5 = 3f5f08a2 5a6a8ba8 9a5dd8l6 626a26ef
M6 = 05556176 f6eaa2ef 1d05e4b0 8318lee6
Cé = 9fe7991a 50c5f542 eO0bf0dal0 9decl4se
M7 = 0315d4f8 77edffcb 4136e756 c37a90le
c7 = e657el82 5298f2fa ee2calel0 7373bc7e
MACT = e657el82

C.2.6 TestSetb

Count-I = 36af6144

Bearer = 18

Direction = 0

IK = 6832a65c ff447362 lebdd4ba 26a921fe

Length = 383 bits

Message = d3cb53839 62682071 77656676 20323837 63624098 1ba6824c 1lbfblab4 85472029

b71d808c e33e2cc3 cO0b5fclf 3de8aédc

CMAC (K, M) :

K = 6832a65c £f447362 lebdd4ba 26a921fe

Mlen = 447

M = 36af6144 c0000000 d3c53839 62682071 77656676 20323837 63624098 1ba6824c
1bfblab4 85472029 b71d808c e33e2cc3 cOb5fclf 3de8a6dc

Subkey Generation:

L = e50123c3 87el3fd6 8d8bf0d0 a4581685

K1 = ca024787 0fc27fad 1bl7elal 48b02d8d

K2 = 94048f0e 1f84ff5a 362fc342 91605b9d
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MAC Generation:

n = 4

Mn* = cOb5fclf 3de8aé6dc

Mn = 54b17311 226c5987 362fc342 91605b9d
co = 00000000 00000000 00000000 0OOOOOOO
M1 = 36af6144 c0000000 d3c53839 62682071
C1 = 263dd98f beccb69a 428e92d4 21fbede
M2 = 77656676 20323837 63624098 1lba6824c
Cc2 = 1838cb78 cb2d32dc ec486c79 d9007al9
M3 = lbfblab4 85472029 b71d808c e33e2cc3
C3 = 5ebfl1009 f663be7b 68373072 4c20271f
M4 = 54b17311 226c5987 362fc342 91605b9d
C4 = f0668cle 4197300b 1243f834 25d06c25
MACT = f0668cle

C.2.7 TestSet7

Count-1I = 7827fab2
Bearer = 05

Direction = 1

IK = 5d0a80d8 134ael96 77824b67 le838af4
Length = 2558 bits
Message = 70dedf2d c42c5cbd 3a96£f8a0 b11418b3 608d5733 604a2cd3 6aabc70c e3193bb5

153be2d3 c06dfdb2 dl6e9c35 7158be6a 41d6b861 e491db3f bfeb518e fcf048d7

d5895373 0ff30c9e c470ffcd 663dc342 0lc36add c0111c35 b38afee7 cfdb582e

3731f8b4 baa8dla8 9c06e811 99a97162 27bel344e fcb43e6dd d0f096c0O0 64c3bbe2

c399993f c77394f9 e09720a8 11850ef2 3b2eel05d 9e617360 9d86elcO cl8eabla

012a00bb 413b9cb8 188a703c débae3lc c67b34bl b00019e6 a2b2a690 f02671fe

7c9ef8de c0094e53 3763478d 58d2c5f5 b827a014 8c5948a9 6931lacf8 4f465a64

e62ce740 07e991e3 7ea823fa 0fb21923 b79905b7 33b631le6 c7d6860a 383lac35

la9c730c 52f£f72d9 d308eedb ab2lfdel 43aleal7 e23edclf 74cbb363 8a2033aa

al5464ea a733385d bbeb6fd7 3509857 e6a419dc ald8907a £977fbac 4dfal35ec

CMAC(K, M) :

K = 5d0a80d8 134ael96 77824b67 le838af4

Mlen = 2622

M = 7827fab2 2c000000 70dedf2d c42c5cbd 3a96£8a0 b11418b3 608d5733 604a2cd3

6aabc70c e3193bb5 153be2d3 c06dfdb2 dl6e9c35 7158be6a 41d6b861 e491db3f

bfeb518e fcf048d7 d5895373 0f£f30c9e c470ffcd 663dc342 0lc36add c0111c35
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b38afee7 cfdb582e 3731f8b4 baaB8dla8 9c06e81l1l 99a97162 27be344e fcb43edd
d0f096c0 64c3b5e2 ¢399993f c77394f9 e09720a8 11850ef2 3b2ee05d 9e617360
9d86elc0 cl8eabla 012a00bb 413b9cb8 188a703c débae3lc c67b34bl b00019e6b
a2b2a690 f02671fe 7c9ef8de c0094e53 3763478d 58d2c5f5 b827a014 8c5948a9
6931acf8 4f465a64 e62ce740 07e991e3 7ea823fa 0fb21923 b79905b7 33b631leb
c7d6860a 383lac35 la9c730c 52f£f72d9 d308eedb ab2lfdel 43aleal7 e23edclf
74cbb363 8a2033aa alb464ea a733385d bbeb6fd7 3509b857 e6a419dc ald8907a

£977fbac 4dfa35ec

Subkey Generation:

L = 9832e229 fbb93970 bcf7b282 3ee4fe5d
K1 = 3065c453 £77272el 79ef6504 7dc9fc3d
K2 = 60cb88a7 eeed4e5c2 f3decal8 fb93f87a
MAC Generation:

n = 21

Mn* = f£977fbac 4dfa35ec

Mn = 99bc730b a3led02c f3decal08 fb93f87a
co = 00000000 00000000 00000000 00000000
M1 = 7827fab2 2c000000 70dedf2d c42c5cbd
C1 = 6c9b07c0 35b7a016 3aadl405 1£57f3e0
M2 = 3a96f8a0 b11418b3 608d5733 604a2cd3
c2 = ec9c6b75 1d027216 3412fad4 fO0lcebba
M3 = 6aabc70c e3193bb5 153be2d3 cO06dfdb2
C3 = 3c83db67 f£f87c86b 57ae4742 42c9816b
M4 = dl6e9c35 7158beba 41d6b861 e491db3f
C4 = e6eB894ee 7el48494 44afcb75 9752e555
M5 = bfeb518e fcf048d7 d5895373 0f£f30c9e
C5 = cbf27dfl 0£d514f0 489dd303 d2dbee51
M6 = c470ffcd 663dc342 0lc36add c011l1lc35
Cé = 6989143a 39de09ab 2680fe6c 41f0a7cl
M7 = b38afee7 cfdb582e 3731f8b4 baaB8dla8
c7 = fe4049fa 655ee010 49299c58 c91024ff
M8 = 9c06e811 99a97162 27be344e fcb43edd
C8 = le9dab32 48d5ee47 c7e3a420 6£18bl7b
M9 = d0f096c0 64c3b5e2 c¢c399993f c77394f9
co = 9da578a5 00a0c7fl1l e825a4ca 71557055
M10 = e09720a8 11850ef2 3b2eel05d 9e617360
C10 = 4141c882 a23da353 2bll642a 85fea2bf
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M1l = 9d86elc0 cl8ea5la 012a00bb 413b9cb8
Cl1 = 18467572 0Obdfcb5b 6bb71899 a6cafcc?
M12 = 188a703c débae3lc c67b34bl b00019e6
C12 = 156a70e5 af77f9a4 74d08303 e8c041l2a
M13 = a2b2a690 f02671fe 7c9efB8de c0094e53
C13 = dba504al 26fa047f 8b8c295f 73e90abc
M14 = 3763478d 58d2c5f5 b827a014 8c5948a9
Cl4 = abla2703 3472acc8 e36c221b b7a0e530
M15 = 6931lacf8 4f465a64 e62ce740 07e991le3
C15 = O4ceffcd e7618885 43c7e837 0f3bcecd
Mle = 7eaB823fa 0fb21923 b79905b7 33b631le6
Cle = 215ec3bf 5f3a303e 53db5269 e6c99fc2
M17 = c7d6860a 383lac35 1a9c730c 52f£72d9
c17 = 8622e51b 45a660f3 d98fcf74 e5cc36b3
M18 = d308eedb ab2lfdel 43al0eal7 e23edclf
C18 = 6e998fa6 196d5a4c 1ded2973 c09c0f8c
M19 = 74cbb363 8a2033aa alb464ea a733385d
C19 = 1710bc91l 22e54289 244a87ce 23438f41
M20 = bbeb6fd7 3509b857 e6a419dc ald8907a
c20 = 3el8b029 aB8eflB8da b9968614 96552fd7
M21 = 99bc730b a3led02c f3deca08 fb93f87a
c21 = f4cc8fa3 59e6e2e7 6e09c45d 6eabelde
MACT = f4cc8fa3l

C.2.8 TestSet8

Count-1I = 296£393c
Bearer = 0b

Direction = 1

IK = b3120ffd b2cfeaf4 e73eaf2e fi4ebec69
Length = 16448 bits
Message = 00000000 00000000 01010101 01010101 e0958045 f3alObba4 e3968346 f0a3b8a7

c02a0l8a e6407652 26b987c9 13e6cbf0 83570016 cf83efbc 61c08251 3e2l56la
427c009d 28c298ef ace78ed6 d56c2d45 05ad032e 9c04dc60 e73a8169 6da665c6
c48603a5 7b45ab33 221585e6 8ee31691 87fb0239 528632dd 656c807e a3248b7b
46d002b2 b5c7458e b85b9ce9 5879e034 0859055e 3blOabbc3 eace8719 caaB80265
c97205d5 dc4bcc90 2fel8396 29ed7132 8a0f0449 f£588557e 6898860e 042aecd8
4b2404c2 12c9222d abbf8a89 ef679787 0cf50771 a60f66a2 ee628536 57addfo4
cddeO07fa 414ellfl 2b4d81b9 b4eB8ac53 8eal30666 688d881f 6c348421 992£31b9

4f8806ed 8fccff4c 9123b896 42527ad6 13b109bf 75167485 £1268bf8 84b4cd23
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d29a0934 925703d6 34098f77 67flbe74 91e708a8 bb949a38 73708aef 4a36239%e
50cc0823 5cd5edé6b be578668 al7b58cl 171d0b90 e81l3a9e4 £58a89d7 19b11042
d6360blb 0f52deb7 30a58d58 faf46315 954b0a87 26914759 77dc88c0 d733feff
54600a0c ¢1d0300a aaeb9457 2c6e95b0 1lae90de0 4fldce47 £87e8fa7 bebf77el
dbc20d6b a85cb914 3d518b28 5dfal04bée 98bf0cf7 819f20fa 7a288eb0 703d995c
59940c7c 66de57a9 b70£8237 9b70e203 le450fcf d2181326 fcd28d88 23baaa80
df6e0f44 35596475 39fd8907 c0f£fd9d7 9cl30ed8 1lc9afd9b 7e848c9f ed38443d
5d380e53 fbdb8ac8 c3d3f068 76054f12 2461107d e92feal09 c6£6923a 188d53af
e54al10f6 Oe6e9d5a 03d996b5 fbc820f8 a63711l6a 27ad04b4 44a0932d de0fbdl2
671cllel cOec73e7 89879faa 3d42c64d 20cdl252 742a3768 c25a9015 85888ece
ele612d9 936b403b 0775949%9a 66cdfd99 a29b1345 baaB8do9d5 400c9102 4b0a6073
63b013ce 5de9%ae86 9d3b8d95 b0570b3c 2d391422 d32450cb cfae9665 2286e96d
ecl214a9 34652798 0aB8l92ea clc39a3a af6fl535 ldacbe76 4df89772 ec0407d0
6e4415be fae7c925 80df9bf5 07497c8f 2995160d 4e2l18daa cb02944a bf83340c
e8bel686 a960faf9 0e2d90c5 5cc6475b abc31l7la 80a36317 4954955d 7101dabl
6aeB81791 67e21444 b443a9ea aa7c9lde 36d118c3 9d389f8d d4469a84 6c9a262b
£7fa1848 7a79e8de 11699e0b 8fdf557c b48719d4 53ba7130 56109093 a218c896
75acl95f b4fb0663 9b379714 4955b3c9 327dlaec 003d42ec dlea98ab fl9ffbda
£3561a67 e77c35bf 15c¢c59c24 12da881d b02blbfb cebfac51 52bc99bc 3£1d15f7
71001b70 29fedb02 8f£8b852b c4407eb8 3f891c9c a733254f ddle9edb 56919ce9
fea2lcl7 4072521c 18319a54 b5d4efbe bddfld8b 69blcbf2 5f489fcc 98137254
7c£41d00 8efObcal 926£f934b 735e090b 3b251leb3 3a36f82e d9b29cf4 cb944188
fal0ele38 dd778f£7d 1c9d987b 28d132df b9731fa4 £f4b41693 5Sbed49de3 0516af35
78581f2f 13f561c0 66336194 leab249a 4bcl23f8 dl5cd711 a956albf 20fe6eb?7
8aea2373 361da042 6c79a530 c3bblde0 c99722ef 1fde3%ac 2b00ala8 ee7c800a
08bc2264 f89f4eff e627ac2f 0531fb55 4f6d21d7 4c590a70 adfaa390 bdfbb3de
8e46215c abl87d23 68d5a7l1f 5ebec081 cd3b20c0 82dbed4cd 2faca287 73795d6b
0c10204b 659a939e f29bbel0 88243624 429927a7 eb576dd3 alOOeab5e0 laf5d475
83b2272c 0cl61a80 6521lalef f9b0a722 c0cf26b0 25d5836e 2258a4f7 d4773ac8
0le4263b c294f43d ef7fa870 3f3a4197 46352588 7652b0b2 a4a2a7cf 87£00914
871e2503 9113c7el 618da340 64b57a43 c463249f b8d05e0f 26f4a6d8 4972e7a9
05482414 5f91295c dbe39a6f 920facce 59712b46 a54ba295 bbe6a901 54e91b33
985a2bcd 420ad5c6 7ec9adB8e b7ac6864 db272a51 6bc94c28 39b0a8lé6 9a6bf58e
laOc2ada 8c883b7b f497a491 71268edl 5ddd2969 384e7ff4 bf4aab2e c9ecc652
9cf629e2 df0f08a7 7a65afal 2aa9b505 df8b287e f6cc9149 3dlcaal39 076e28ef
lea028f5 118de6la eO2bb6ae fc3343a0 50292f19 9f401857 b2beadbe 6ee2alfl
91022£92 78016£f04 7791a9dl 8da7d2a6 d27f2ele 51c2féea 30e8ac49 al604f4c
13542e85 b68381b9 fdcfalce 4b2d3413 54852d36 0245c536 bel2af71 £3e77c90
95ae2dbd e504b265 733dabfe 10a20fc7 de6d32c2l ccc72b8b 3444ae66 3d65922d

17f82caa 2b865cd8 8913d291 a6589902 6eal3284 39723cl9 8c36b0c3 c8d085bf
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af8a320f de334b4a 4919b44c 2b95f6e8 ecf73393 £7f0d2a4 0e60bld4 06526b02
2ddc3318 10bla5f7 c347bd53 edlfl105d 6a0d30ab a477el78 889ab2ec 55d558de
ab263020 4336962b 4db5b663 b6902b89 e85b31lbc 6af50fc5 Oaccb3fb 9b57b663
29703137 8db47896 d7fbafé6c 600add2c 67£936db 037986db 856eb49c f2db3f7d
a6d23650 e438f188 4041b013 119e4c2a e5af37cc cdfb6866 0738b58b 3c¢c59d1lcO
24843747 2abalf35 calfb90c d714aa9f 635534f4 9e7c5bba 8lc2béeb3 6fdee2lc
a27e347f 793d2ce9 44edb23c 8c9b914b e10335e3 50feb507 0394b7a4 alScOcal
20283568 b7bfc254 feB838bl3 7a2l1l47ce 7clll3al3a 4d65499d 9e86b87d bcc7f03b
bd3a3abl aa243ece 5ba%bcf2 5£82836c fe473b2d 83e7a720 lcd0b96a 72451e86
3f6c3bab 64a6d073 dlf7b5ed 990865d9 78bd3815 d06094fc 9a2aba52 21c22d5a
b996389%e 3721e3af 5f05bedd c2875e0d faeb3902 lee27a4l 187cbb45 ef40c3e7
3bc03989 £f9a30dl2 c54ba7d2 141daB8a8 75493e65 776ef35f 97debc22 86cc4af9
b4623eee 902£840c 52flb8ad 658939%9ae f£71£f3f72 bY9eclde2 1588bd35 484easdd4
36343ff9 Sead6abl d8afblb2 a303dflb 7le53c4a ea6b2el3e 9372bel0d 1bc99798
b0ce3ccl 0d2a596d 565dba82 f88ce4cf £3b33d5d 24e9c083 1124bfla d54b7925

32983dd6 c3a8b7d0

CMAC(K, M) :

K = b3120ffd b2cfeaf4 e73eaf2e fdebec69

Mlen = 16512

M = 296£393c 5c000000 00000000 00000000 01010101 01010101 e0958045 f3aObba4

e3968346 f0a3bB8a7 c02a0l8a e6407652 26b987c9 13e6cbf0 83570016 cf83efbc
61c08251 3e2156la 427c009d 28c298ef ace78ed6 d56c2d45 05ad032e 9c04dcée0
e73a81l69 6dab65c6 c48603a5 7b45ab33 221585e6 8eel31l691 87fb0239 528632dd
656c807e a3248b7b 46d002b2 b5c7458e b85b9ce9 5879e034 0859055e 3blOabbce3
eace8719 caaB80265 c¢c97205d5 dc4bcc90 2fel8396 29ed7132 8a0f0449 f£588557e
6898860e 042aecd8 4b2404c2 12c¢9222d a5bf8a89 ef679787 0cf50771 a60f66a2
ee628536 57addf04 cddeO7fa 414ellfl 2b4d81b9 b4eB8ac53 8eal30666 688d881lf
6c348421 992f31b9 4£f8806ed 8fccffd4c 9123b896 42527ad6 13bl09bf 75167485
£1268bf8 84b4cd23 d29a0934 925703d6 34098f77 67flbe74 91e708a8 bb949a38
73708aef 4a36239e 50cc0823 5cd5edéb be578668 al7b58cl 171d0b90 e81l3a9e4
£58a89d7 19b11042 d6360blb 0f52deb7 30a58d58 faf46315 954b0a87 26914759
77dc88c0 d733feff 54600a0c cld0300a aaeb9457 2c6e95b0 lae90de0 4fldce4?
£87e8fa7 bebf77el dbc20d6b a85cb914 3d518b28 5dfal4b6 98bfOocf7 819f20fa
7a288eb0 703d995c 59940c7c 66de57a9 b70£8237 9b70e203 1le450fcf d2181326
fcd28d88 23baaa80 dfee0f44 35596475 39f£d8907 c0ffd9d7 9cl30ed8 1lc9afdob
7e848c9f ed38443d 5d380e53 fbdb8ac8 c¢3d3f068 76054f12 2461107d e92feal9
c6£6923a 188d53af e54al0f6 0e6e9d5a 03d996b5 fbc820f8 a63711l6a 27ad04b4
44a0932d d60fbdl2 671cllel cOec73e7 89879faa 3d42c64d 20cdl252 742a3768

c25a9015 85888ece ele612d9 936b403b 0775949a 66cdfd99 a29bl345 baaB8dods
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400c9102 4b0a6b073 63b013ce 5def%9ae86 9d3b8d95 b0570b3c 2d391422 d32450cb
cfae9665 2286e96d ecl2l4a9 34652798 0aB8l92ea clc39a3a af6fl1535 ldacbe76
4df89772 ec0407d0 6e4415be fae7c925 80df9bf5 07497c8f 2995160d 4e218daa
cb02944a bf83340c eB8bel686 a960faf9 0e2d90c5 5cc6475b abc3l7la 80a36317
4954955d 7101dabl 6ae81791 67e21444 b443a9ea aa7c9lde 36d118c3 9d389f8d
d4469a84 6c9a262b f£7fal848 7a79e8de 11699e0b 8fdf557c b48719d4 53ba7130
56109b93 a218c896 75acl95f b4fb0663 9b379714 4955b3c9 327dlaec 003d42ec
dOea98ab f19ffb4a f3561la67 e77c35bf 15¢c59c24 12da881ld b02blbfb cebfac51l
52bc99bc 3f1d15f7 71001b70 29fedb02 8£f8b852b c4407eb8 3f£891c9c a733254f
ddle9edb 56919ce9 fea2lcl7 4072521c 18319a54 b5d4efbe bddfld8b 69blcbf2
5f489fcc 98137254 7cf41d00 8efObcal 926£934b 735e090b 3b25leb3 3a36f82e
d9b29cf4 cb944188 falele38 dd778f7d 1c9d987b 28dl32df b9731fa4 f4b41693
5be49de3 0516af35 78581f2f 13f561c0 66336194 leab249a 4bcl23f8 dl5cd711
a956albf 20fe6eb7 8aea2373 361dal042 6c79a530 c3bblde0 c99722ef 1fde39ac
2b00a0a8 ee7c800a 08bc2264 f89f4eff e627ac2f 0531fb55 4£6d21d7 4c590a70
adfaal390 bdfbb3dé 8e46215c abl87d23 68d5a7l1f Sebec081 cd3b20c0 82dbe4cd
2faca287 73795d6b 0cl0204b 659a939e f29bbel0 88243624 429927a7 eb576dd3
a00eabe0 laf5d475 83b2272c 0cl6la80 6521lalef £9b0a722 cOcf26b0 25d5836e
2258a4f7 d4773ac8 0le4263b c294f43d ef7fa870 3f3a4197 46352588 7652b0b2
a4a2a7cf 87£00914 871e2503 9113c7el 618da340 64b57a43 c463249f b8d05e0f
26f4a6d8 4972e7a9 05482414 5f£91295c dbe39a6f 920facce 59712b46 a54ba295
bbe6a901 54e91b33 985a2bcd 420ad5c6 7ec9ad8e b7ac6864 db272a51 6bc94c28
39b0a8l6 9a6bf58e lalOc2ada 8c883b7b £497a491 71268edl 5ddd2969 384e7ff4
bf4aab2e c9ecc652 9cf629e2 df0f08a7 7a65afal 2aa9b505 df8b287e f6cc9149
3dlcaa39 076e28ef lea028f5 118de6la e02bb6ae fc3343a0 50292f19 9£401857
b2bead5e 6ee2alfl 91022f92 78016£f04 7791a9dl 8da7d2a6 d27f2ele 51c2f6ea
30e8ac49 a0604f4c 13542e85 b68381b9 fdcfalce 4b2d3413 54852d36 0245c536
bel2af71 £3e77c90 95ae2dbd e504b265 733dabfe 10a20fc7 ded32c2l ccc72b8b
3444ae66 3d65922d 17f82caa 2b865cd8 8913d291 a6589902 6eall3284 39723clH9
8c36b0c3 c¢8d085bf af8a320f de334b4a 4919b44c 2b95f6e8 ecf73393 f£7f0d2a4
0e60bld4 06526b02 2ddc3318 10bla5f7 c347bd53 edlfl05d 6a0d30ab a477el78
889ab2ec 55d558de ab263020 4336962b 4db5b663 b6902b89 e85b31lbc 6af50fch
O0accb3fb 9b57b663 29703137 8db47896 d7fbaféc 600add2c 67£936db 037986db
856eb49c f2db3f7d a6d23650 e438£f188 4041b013 119e4c2a ebaf37cc cdfb6866
0738b58b 3c59d1lc0 24843747 2abalf35 calfb90c d714aa9f 635534f4 9e7cEbba
81lc2beb3 6fdee2lc a27e347f 793d2ce9 44edb23c 8c9b914b el0335e3 50feb507
0394b7a4 al5cOcal 20283568 b7bfc254 fe838b1l3 7a2l47ce 7cll3al3a 4d65499d
9e86b87d bcc7f03b bd3al3dabl aa243ece 5ba%bcf2 5£82836c fe473b2d 83e7a720
lcd0b96a 72451e86 3f6c3ba6b 64a6d073 dlf7b5ed 990865d9 78bd3815 d06094fc

9a2abab52 21c22d5a b996389e 3721e3af 5f05bedd c2875e0d faeb3902 lee27a4l
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187cbb45
97debc22
1588bd35
9372be0d
1124bfla
Subkey Generation:
L = 2c645dcd
K1 = 58c8bbYa
K2 = b1917735
MAC Generation:
n = 129
Mn* = 1124bfla
Mn = 49ec0480
co = 00000000
M1 = 296£393c
C1 = 2cl74eee
M2 = 01010101
Cc2 = 7a923db9
M3 = e3968346
C3 = 59d30ebc
M4 = 26b987c9
C4 = 78db898b
M5 = 61c08251
C5 = 7c29e481
M6 = ace78ed6
Cé = 7220fde3
M7 = e73a8169
c7 = 46e63f6e
M8 = 221585e6
C8 = 79803306
M9 = 656c807e
c9 = 4d74cec4
M10 = b85b9ce9
C10 = a6eb9dle
M1l = eace8719
Cl1 = 8f95155b
M12 = 2fel8396

ef40c3e7

86cc4afo

484ea444

1bc99798

d54b7925

72114961

e42292c3

c8452587

d54b7925

3169ebeé6

00000000

5c000000

b856df54

01010101

b053£f844

f0a3b8a7

8eb2314c

13e6cbf0

6396784c

3e2l561a

44aceafa

d56c2d45

3a769298

6da665c6

c6529a3b

8ee31691

ad490c46

a3248b7b

£07795ab

5879e034

93820£49

caa80265

d32ad9a3

29ed7132

3bc03989

b4623ecee

36343ff9

b0Oce3ccl

32983dde

dg8b9oc864

b17390c8

62e72191

32983dd6

83ebadle

00000000

00000000

aze3ce4l

e0958045

9e706b27

c02a0l8a

74fe3a04

83570016

34f8edbd

427c009d

3aca8a4da

05ad032e

c9406349

c48603a5

2a7aa97c

87fb0239

3d971205

46d4002b2

£6127db4

0859055e

doc5f9el

c97205d5

463e905d

8a0£0449

96

£9a30d12 c54ba7d2 141da8a8
902f840c 52flb8ad 658939%ae
5ead6abl d8afblb2 a303dflb
0d2a596d 565dba82 f88ce4ct

c3a8b7d0

7aac2cbb
£55858b6

eabObléec

c3a8b7do
36f0ef66
00000000
00000000
116181e0
f3a0bba4
378aeael
€6407652
1a248463
cf83efbc
e7a747c5
28c298ef
7208ce99
9c04dc60
6adg867d3
7b45ab33
0e280443
528632dd
dc99a211
b5c7458e
529d£fb57
3b0abbc3
760cb686
dc4bcc90
Tba480ee

f588557e

ETSI
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75493e65 776ef35f
£71£3£72 b9eclde2
7le53c4a ea6b2ele

f3b33d5d 24e9c083
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Annex D (informative):
Change history

Change history

Date | TSG#| TSG Doc. | CR | Rev Subject/Comment Old | New
2009- SP- 9.0.0
09 SA#45 090518 261]- Editorial correction to Algorithms for Emergency Call 9.1.0
2009- SA#45 SP- ] - o 9.0.0(9.1.0
09 090636 269 |- UE Security Capability Storage Clarification
2009- SAH#AS SP- o 9.0.0]9.1.0
09 090636 277]- Clarification of key change on the fly (Rel-9)
2009- SA#45 SP- 9.0.0(9.1.0
09 090636 279]- KeNB handling at RRC connection re-establishment (Rel-9)
2009- SP- 9.0.0(9.1.0
09 SA#45 090518 281 |- XRES corrected to RES
2009- SAHAS SP- ) . i 9.0.0]9.1.0
09 090636 301)1 Some corrections to the key hierarchy diagrams (Rel-9)
2009- SA#45 SP- 9.0.0(9.1.0
09 090636 287]1 Correcting the details of NAS COUNT (Rel-9)
2009- SAH#AS SP- ] ) ) - 9.0.0]9.1.0
09 090636 285|1 Correcting the setting of the key identifier to "111" (Rel-9)
2009- SAHAS SP- ) o 9.0.0]9.1.0
09 090636 283|1 Completing the EPS AKA description (Rel-9)
2009- SA#45 SP- o o o 9.0.0(9.1.0
09 090636 361|1 Clarification for Kenb and NH derivations definition
2009- SAH#AS SP- o 9.0.0]9.1.0
09 090636 304 - Clarification to EIA2 Test Vectors
2009- SA#45 SP- 9.0.0(9.1.0
09 090636 306 - Correction of rules on concurrent runs of security procedures
2009- SP- 9.0.0(9.1.0
09 SA#45 090636 360]1 Miscellaneous Modifications
2009- SAHAS SP- o 9.0.0]9.1.0
09 090636 275|1 Clarification of NH usage (Rel-9)
2009- SA#45 SP- o _ 9.0.0(9.1.0
09 090636 2891 Add missing details for NAS SMC (Rel-9)
2009- SAHAS SP- ) ) i ] 9.0.0]9.1.0
09 090636 297]1 Deleting mis-leading sentence in 7.2.9.2 (Rel-9)
2009- SA#45 SP- 9.0.0(9.1.0
09 090636 299|1 Correction to key identification (Rel-9)
2009- SA#45 SP- o ) ] 9.0.0(9.1.0
09 090636 2911 Clarifying the inter-RAT TAU Request behaviour (Rel-9)
2009- SAHAS SP- ) i 9.0.0]9.1.0
09 090636 293|1 Correcting the calculation of K_eNB at handover to E-UTRAN (Rel-8)
2009- SA#45 SP- 9.0.0(9.1.0
09 090518 305|2 Clarification for the Clauses 5.1.4.1 and 5.1.4.2 of the Rel-9 TS 33.401
2009- SAHAS SP- ) o ] _ 9.0.0]9.1.0
09 090518 280]1 EPS NAS security context handling in UE at EC when NULL algorithms are established
2009- SA#AS SP- ) o 9.0.0]9.1.0
09 090518 260|2 Correction to Emergency Call Optimization Procedure
2009- SP- 9.0.0(9.1.0
09 SA#45 090636 2711 Corrections of security context
2009- SAH#46 SP- ) _ o 9.1.019.2.0
12 090811 310]1 selected algorithms forwarding to the target eNB in intra LTE handover
2009- SA#46 SP- 9.1.0(9.2.0
12 090812 311]- Clarification of Current security context
2009- SA#46 SP- o ) ) ) ) 9.1.0(9.2.0
12 090812 3132 Security interworking between E-UTRAN and GERAN in 128-bit encryption
2009- SAH#46 SP- ) ) ) ) 9.1.019.2.0
12 090811 316|1 Correction of protection of the NAS security mode reject message (Rel-9)
2009- SA#46 SP- ) 9.1.0(9.2.0
12 090811 3182 EPS NAS security context storage
2009- SAH#46 SP- o ) N o 9.1.019.2.0
12 090812 321]- Clarification of confidentiality protection in EC
2009- SAHAG SP- o . ) 9.1.019.2.0
12 090812 322|2 Authentication failure during emergency call
2009- SP- 9.1.0(9.2.0
12 SA#46 090811 3243 Correction of ECM states
2009- SAH#46 SP- o o 9.1.019.2.0
12 090811 326|1 Clarifications to context handling in idle mode procedures
2009- SA#46 SP- 9.1.0(9.2.0
12 090812 328|1 Clarifications to context handling in IRAT handover
2009- SA#46 SP- ] ] 9.1.0(9.2.0
12 090811 3301 Correction to store security context to ME
2009- SP- 9.1.019.2.0
12 SA#46 090811 332|1 Corrections to state transition
2009- SA#46 SP- 9.1.0(9.2.0
12 090812 334]- Clarification for algorithm selection during IRAT handover to EUTRAN
2009- SP- 9.1.019.2.0
12 SA#46 090811 336 - Corrections for 33.401
2009- SAHAG SP- ) ) 9.1.019.2.0
12 090811 3381 Concurrency of inter-MME handovers and NAS downlink messages (Rel-9)
2009- SA#46 SP- ] ) ) 9.1.0(9.2.0
12 090812 340 - Partial native EPS security context NAS COUNT value
2009- SAH#46 SP- o ) ) ) e 9.1.019.2.0
12 090811 343[1 Clarification of NAS integrity protection activation
2009- SA#46 SP- 9.1.0(9.2.0
12 090811 3482 Nas-token and key calculation at idle mobility from E-UTRAN to UTRAN/GERAN (Rel-9)
2009- SAH#46 SP- N ) ) 9.1.019.2.0
12 090811 352]- Clarifying the calculation of KeNB when there is more than one NAS SMC (Rel-9)
2009- SAHAG SP- ) ) 9.1.019.2.0
12 090811 3543 Behaviour for lost NAS SMC message when creating mapped context (Rel-9)
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2009- SP- Clarification of Authentication Data and transition to EMM-DEREGISTERED and Correction of text on authentication data 9.1.0(9.2.0
12 SA#46 090812 356|4 transfer
2009- SAH#46 SP- o N ) 9.1.019.2.0
12 090811 359]- NCC Initialization in eNB at the Initial Connection Setup
2009- SP- 9.1.0(9.2.0
12 SA#46 090811 360]1 key replacement clarification
2009- SAH#46 SP- ) o ] 9.1.019.2.0
12 090811 362|1 Replacing KDF definition with a reference
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