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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.

Introduction

The present document has been produced by the 3GPP TSG SA to standardise Lawful Interception of
telecommunications. The present document describes protocols and procedures for Lawful Interception based on 3GPP
specifications. These protocols and procedures cover both internal 3GPP interfaces (those required to intercept
communications and manage i nterception within a 3GPP network) and external handover interfaces (those used for
delivery of intercepted communicationsto Law Enforcement, or handling of warrants).

Lawful Interception needs to be done in accordance with the applicable national or regional laws and technical
regulations. Such national laws and regulations define the extent to which capabilities in the present document are
applicable in specific jurisdictions.
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1 Scope

The present document specifies the protocols and procedures required to perform Lawful Interception within a 3GPP
network. The present document addresses both internal interfaces used internally with a 3GPP network and external
handover interfaces used to handover intercepted communications to law enforcement.

The present document describes the detailed targeting of communicationsin each point of interception within a 3GPP
network and the information that a point of interception needs to be able to capture. Furthermore, the detailed data
formats for both the internal and external interfaces are also defined.

National regulations determine the applicable set of information that needs to be handed over or excluded from
handover to law enforcement for a given 3GPP operator service.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.
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(SSD) for IP delivery; Part 7: Service-specific details for Mobile Services'.

[11] 3GPP TS 33.501: "Security Architecture and Procedures for the 5G System".

[12] 3GPP TS 33.108: "3G security; Handover interface for Lawful Interception (LI1)".

[13] 3GPP TS 24.501: "Non-Access-Stratum (NAS) protocol for 5G System (5GS)".

[14] 3GPP TS 24.007: "Mobile radio interface signalling layer 3; General Aspects'.

[15] 3GPP TS 29.244: "Interface between the Control Plane and the User Plane nodes”.

[16] 3GPP TS 29.502: "5G System; Session Management Services, Stage 3".

[17] 3GPP TS 29.571: "5G System; Common Data Types for Service Based I nterfaces; Stage 3".
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3 Definitions, symbols and abbreviations
3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following
apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP

TR 21.905 [1].
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3.2 Symbols

For the purposes of the present document, the following symbols apply:

<symbol> <Explanation>

3.3 Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
3GPP TR 21.905 [1].

ADMF LI Administration Function

CcC Content of Communication

CsP Communication Service Provider

CUPS Control and User Plane Separation

DNAI Data Network Access |dentifier

ICF Identity Caching Function

IEF Identity Event Function

IQF Identity Query Function

IRI Intercept Related Information

LALS Lawful Access Location Services

LEA Law Enforcement Agency

LEMF Law Enforcement Monitoring Facility

LI Lawful Interception

LICF Lawful Interception Control Function

LI_HI1 LI_Handover Interface 1

LI _HI2 L1_Handover Interface 2

LI _HI3 L1_Handover Interface 3

LI _Hi4 LI_Handover Interface 4

LI_HIQR Lawful Interception Handover Interface Query Response
LIPF Lawful Interception Provisioning Function

LIR Location Immediate Request

LI_S Lawful Interception System Information Interface
LISSF Lawful Interception State Storage Function
LI_ST Lawful Interception State Transfer Interface

LI X1 Lawful Interception Internal Interface 1

LI X2 Lawful Interception Internal Interface 2

LI X3 Lawful Interception Internal Interface 3

LI XEM1 Lawful Interception Internal Interface Event Management Interface 1
LI_XER Lawful Interception Internal Interface Event Record
LI_XQR Lawful Interception Internal I nterface Query Response
LTF Location Triggering Function

MDF Mediation and Delivery Function

MDF2 Mediation and Delivery Function 2

MDF3 Mediation and Delivery Function 3

MM Multimedia Message

MMS Multimedia Message Service

NAT Network Address Tranglation

NPLI Network Provided Location Information

O&M Operations and Management

POI Point Of Interception

RCS Rich Communication Suite

SDP Session Description Protocol

SIP Session Initiation Protocol

SIRF System Information Retrieval Function

SOl Start Of Interception
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TF Triggering Function
TNGF Trusted Non-3GPP Gateway Function
TWIF Trusted WLAN Interworking Function
xCC L1_X3 Communications Content.
xIRI L1_X2 Intercept Related Information
4 General
4.1 Introduction

The present document provides details of the internal and external interfaces required for a network operator, access
provider and/or service provider to provide the necessary information to a Law Enforcement Agency (LEA) required to
meet LI requirements. LI requirements for 3GPP networks and services are given in TS 33.126 [3].

The high-level architecture that defines the necessary interfacesis specified in TS 33.127 [5]. The generic high-level
architecture is as follows:

SIRF
Li_sI
[ ADMF !
! I
i ——————— LI_ADMF ———————— |
I
; LioF | LICF |
! 1
3 LIPF b !
! | 1
! 1
! = IQF i
| |
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CC-TF IRI-TF
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LI_T3 LI_T2
LI_HIQR LI_HI1
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Figure 4.1-1: High-level architecture diagram with key point-to-point LI interfaces

The specification of the interfacesis split into two parts:

- Internal interfaces used between an operator’s network functions are described in clause 4.2.
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- External interfaces used in communicating with a LEA are described in clause 4.3.

4.2 Basic principles for internal interfaces

This clause liststhe interna interfaces shown in clause 4.1, indicates the protocol used to realise each interface, and
gives areference to the relevant clauses of the present document that specify how the protocol isto be used for the
given interface.

Table 4.2-1: Internal interfaces and related protocols

Interface Description Protocol used to realise interface |Usage

LI_ADMF Used to pass intercept provisioning Out of scope of the present
information form the LICF to the LIPF. document.

LI_IQF Used to pass information related to IEFs |Out of scope of the present
and ICF to IQF. document.

LI_MDF Used by MDF2 and MDF3 in interactions |Out of scope of the present
necessary to correctly generate CC and |document.
IRI from xCC and xIRI.

LI_SI Used to provide system information to Out of scope of the present
the LIPF from the SIRF. document.

LI_ST Used to transfer LI state information to 3GPP TS 29.598 [64]. See clauses 5.10
and from the LISSF. and 6.2.3.10

LI_T2 Used to pass triggering information from |ETSI TS 103 221-1 [7]. See clause 5.2.4
the IRI-TF to a Triggered IRI-POI.

LI_T3 Used to pass triggering information from |ETSI TS 103 221-1 [7]. See clause 5.2.4
a CC-TF to a Triggered CC-POI.

LI_X1 Used to configure and audit Directly- ETSI TS 103 221-1 [7]. See clause 5.2.2
provisioned POIs, TFs and MDFs.

LI_X1 Used to audit Triggered POls. ETSI TS 103 221-1 [7]. See clause 5.2.3

(Management)

LI_X2 Used to pass xIRI from IRI-POIs to the ETSI TS 103 221-2 [8]. See clause 5.3.2
MDF2.

LI_X3 Used to pass xCC from CC-POls to the |ETSI TS 103 221-2 [8]. See clause 5.3.3
MDF3.

LI_XEM1 Used by the LICF/LIPF to manage IEFs |ETSI TS 103 221-1 [7]. See clause 5.2.7
and ICF.

LI_XER Used to pass identifier association event |See Clause 5.9. See clause 5.9
records from |IEFs to ICF.

LI_XQR Used to pass queries from IQF to ICF ETSI TS 103 221-1 [7]. See clause 5.8
and responses from ICF to IQF.

4.3 Basic principles for external handover interfaces

This clause lists the external handover interfaces shown in clause 4.1, indicates the protocol used to realise each
interface, and gives areference to the relevant clauses of the present document that specify how the protocol isto be
used for the given interface.
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Table 4.3-1: External handover interfaces and related protocols

Interface Description Protocol used to realise interface |Usage
LI_HI1 Used to send warrant and other ETSI TS 103 120 [6] shall be See clause 5.4
interception request information from supported.
LEA to operator. Other methods (e.g. manual

exchange) may be used depending
on national regulatory requirements.

LI_HI2 Used to send IRI from the MDF2 to the  |[ETSI TS 102 232-1 [9] and ETSI TS |See clause 5.5
LEMF. 102 232-7 [10] shall be supported.

LI_HI3 Used to send CC from the MDF3 to the |ETSI TS 102 232-1 [9] and ETSI TS |See clause 5.5
LEMF. 102 232-7 [10] shall be supported.

LI_HI4 Used to send LI notification information  |ETSI TS 102 232-1 [9] and ETSI TS |See clause 5.6
from MDF2/3 to LEMF. 102 232-7 [10] shall be supported.

LI_HIQR Used to send warrant and other identifier |ETSI TS 103 120 [6] shall be See clause 5.7

association query information from LEA  |supported.
to CSP and used by the CSP to send
query responses to the LEA.

4.4 Service scoping

44.1 General

The interception product shall be delivered to the LEMF over LI_HI2 and L1_HI3, observing the service scoping
described in the following clauses.

4.4.2 CSP service type

The LIPF shall be able to provision the POIs, TFs and MDF2/MDF3 according to the requirements of the warrant with
the following CSP service type(s):

- Voice.

- Data

- Messaging (e.g. SMS/MMS).

- Push-to-Talk (including MCPTT).

- LALS (the Target Positioning service, per TS 33.127 [5], clause 7.3.3.2).
- RCS

When multiple service types are applicable to atarget due to multiple warrants, the MDF2/MDF3 shall be able to
deliver interception product to each LEMF based on the CSP service type(s) of the respective warrant.

When no service typeis provisioned, the POl s shall generate and deliver applicable interception product for all services
specified for the NF where the POI islocated.

When no service typeis provisioned, the MDF2/MDF3 shall deliver all interception product it receives from the POls.

4.4.3 Delivery type
- IR
- CC.
- IRl and CC.

The LIPF shall be able to provision the POI, TF and the MDF2/MDF3 according the delivery type(s) applicable to a
warrant.
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When different delivery types are applicable to atarget due to multiple warrants, the MDF2/MDF3 shall be able to
deliver IRI/CC to each LEMF based on the delivery type(s) of the respective warrant.
4.4.4 Location Reporting

The LIPF shall be able to provision the POIs and MDF2 according to the requirements of the warrant with the following
location reporting types:

- Report location only at the beginning and end of a session.
- Do not report location.

When no location reporting type is provisioned, the POIs and MDF2/MDF3 shall report location every time the target
location information is received at the POI (including location update with no physical change of location).

When different location reporting types are applicable to a target due to multiple warrants, then POI may be provisioned
asif the reporting of al location information occurrences at the POI is required, with MDF2 restricting the delivery of
location to the LEMF as per the provisioned information for a warrant.

4.4.5 LALS Triggering

- Thisoption is used to activate the LALS triggered location service (TS 33.127 [5], clause 7.3.3.3) for the target.
The LIPF shall be able to provision the LTF associated with a POl or MDF2 with the LAL S triggered location service
parameters provided in the warrant or use a default set of parameters.
4.4.6 Roaming Interception

- Stop interception when the target is roaming outbound internationally.

NOTE 1: The definition of international roaming for LI purposes could vary per jurisdiction.

NOTE 2: The method used to achieve the roaming related service scoping is not described in the present document.

5 Transport and Communications Protocol

5.1 General

This clause describes the protocols used for each of the interfaces at alevel which is agnostic of the subject service or
network. Additional specific fields or behaviours are given in the relevant parts of clauses 6 and 7.

5.2 Protocols for LI_X1 and LI_T interfaces

52.1 General usage of ETSI TS 103 221-1

Functionshavingan LI_X1, LI _T2or L1_T3 interface shall support the use of ETSI TS 103 221-1 [7] to realise the
interface.

In the event of a conflict between ETSI TS 103 221-1 [7] and the present document, the terms of the present document
shall apply.

The LIPF and MDF2/3 shall maintain a mapping between internal interception identifiers (X1Ds) and external
interception identifiers (L11Ds), as defined by ETSI TS 103 221-1 [7] clause 5.1.2. In case of multiple interceptions for
asingletarget identifier, it is an implementation decision for the LIPF/TF whether multiple XIDs are used (i.e. a one-to-
one mapping between XID and LIID is maintained) or whether the single XID is used and mapped to multiple LII1Ds at
the MDF2/3. Clauses 6 and 7 give further details for specific networks or services (e.g. minimum supported target
identifier formats).
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In the event of arequest issued over the interface fails, or an error is reported, the LIPF should raise an alert in the
appropriate LI Operations and Management (O& M) system. Further procedures (e.g. retrying a failed request) are left to
CSP policy to define.

A failure of LI shall not impact the target's or other users' services.

In general, and unless otherwise specified, the function playing the role of the NE (i.e. IRI-POI, IRI-TF, CC-TF, CC-
POI, MDF2 or MDF3) shall:

- Accept CreateDestination and ModifyDestination messages regardless of the DeliveryType.

- Regect ActivateTask/ModifyTask messages that contain destination identifiers (DIDs) that reference Destinations
that have not been created via a CreateDestination message; Destinations shall be created before they are used.

- Regect ActivateTask/ModifyTask messages that do not result in at least one valid DID for their DeliveryType
(e.g. a least one valid DID for an X2 delivery destination for an "X20nly" Task). Additional DIDs for
Dedtinations of other DeliveryTypes (e.g. aDID for an X3 Destination for an " X20nly" Task) shall be accepted,
but a ReportTaskl ssue message may be sent to indicate the mismatch.

5.2.2 Usage for realising LI_X1

For the purposes of realising LI_X1 between the LIPF and a POI, MDF or TF, the LIPF plays the role of the ADMF as
defined in ETSI TS 103 221-1 [7] reference model (clause 4.2), and the POI, MDF or TF plays the role of the NE.

In general, and unless otherwise specified, the ADMF shall:

- When the provisioning of an IRI-POI/IRI-TF/MDF2 is needed to meet the requirements of the warrant, send an
ActivateTask (and subsequent ModifyTask if/as needed) with the DeliveryType set to "X20nly" and the
ListOfDIDs containing at least one DID for an X2 or LI_HI2 delivery destination over LI_X1 to each of the
relevant functions.

- When the provisioning of a CC-POI/CC-TFH/MDF3 is needed to meet the requirements of the warrant, send an
ActivateTask (and subsequent ModifyTask if/as needed) with the DeliveryType set to "X30nly" and the
ListOfDIDs containing at least one DID for X3 or LI_HI3 delivery destination over LI_X1 to each of the
relevant functions.

When both the above are required to meet the requirements of the warrant, the ADMF shall send each independently to
each relevant function.

When it isrequired to cease interception, the ADMF shall send a DeactivateTask message to each relevant function,
unless the Task has already been removed by other means (e.g. by the use of the ImplicitDeactivationAllowed flag, see
ETSI TS103221-1[7] clause 6.2.1.2).

Other deployments compliant with ETSI TS 103 221-1 [7] may be used subject to local agreement.

5.2.3 Usage for realising LI_X1 (management)

For the purposes of realising LI_X1 between the LIPF and atriggered POI, the LIPF playstherole of the “ADMF” as
defined in ETS| TS 103 221-1 [7] reference model (clause 4.2), and the triggered POI playsthe role of the “NE”.
5.2.4  Service scoping

The LIPF shall be able to provision the POI, TFs and the M DF2/MDF3 according to the service scoping (see clause 4.4)
applicable to awarrant as described in clause 6.2.1.2 and Annex C of ETSI TS 103 221-1[7].

If there is a need to explicitly identify specific CSP service typesto be intercepted by the task, the LI1PF shall include
the ListOf ServiceTypes parameter in the TaskDetails of the provisioning message sent to the POIS/TFs. If no service
typeis provisioned, the POIs shall generate and deliver applicable interception product for all services specified for the
NF where the POI islocated as described in clause 4.4.2.

If there is a need to explicitly identify specific CSP service types to be delivered by the task, the LIPF shall populate the
ServiceType in the ServiceScoping parameter in the MediationDetails of the provisioning message sent to the
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MDF2/MDF3. If the LIPF includes the ListOf ServiceTypes parameter in the TaskDetails of the provisioning message
sent to the MDF2/MDF3, the MDF2/MDF3 shall ignore this parameter.

5.2.5 Usage for realising LI_T2

For the purposes of realising L1_T2 between an IRI-TF and atriggered IRI-POI, the IRI-TF plays the role of the
"ADMF" asdefined inthe ETSI TS 103 221-1 [7] reference model (clause 4.2), and the triggered IRI-POI playstherole
of the"NE".

In case the IRI-TF receives from the triggered IRI-POI an error in the answer to atriggering message, the IRI-TF shall
send a ReportTaskl ssue message to the LIPF. In such case, the failure of L1 shall not impact the target's or other users
services.

Unless otherwise specified, an IRI-TF shall set the Product ID field in any ActivateTask or ModifyTask message issued
to atriggered IRI-POI (see ETSI TS 103 221-1 [7] clause 6.2.1.2). The IRI-TF shall set the Product ID to the X1D of the
Task object associated with the interception at the IRI-TF in order to alow correlation of LI product at the MDF2.

Unless otherwise specified, the TF shall include the MDF2 asthe X2 delivery destination in the trigger sent using the
ActivateTask/ModifyTask with " X20nly".

When the IRI-TF determines that it is required to remove a Task at a particular IRI-POI (e.g. having detected the end of
asession) it shall send a DeactivateTask message for the relevant Task to that IRI-POI, unless the Task has already been
removed by other means (e.g. by the use of the ImplicitDeactivationAllowed flag, see ETSI TS 103 221-1 [7] clause
6.2.12).

When the IRI-TF receives a DeactivateT ask message or ModifyTask message from the LIPF, the IRI-TF shall send
DeactivateTask or ModifyTask messages to all applicable triggered IRI-POIls for all tasks associated to the Task object
in the message from the LI1PF.

5.2.6 Usage for realising LI_T3

For the purposes of realising LI_T3 between a CC-TF and atriggered CC-POI, the CC-TF playsthe role of the
"ADMF" asdefined inthe ETSI TS 103 221-1 [7] reference model (clause 4.2), and the triggered CC-POI plays the role
of the"NE".

In case the CC-TF receives from the triggered CC-POI an error in the answer to a triggering message, the CC-TF shall
send a ReportTaskl ssue message to the LIPF. In such case, the failure of LI shall not impact the target's or other users
services.

Unless otherwise specified, a CC-TF shall set the Product ID field in any ActivateTask or ModifyTask message issued
to atriggered CC-POI (see ETSI TS 103 221-1 [7] clause 6.2.1.2). The CC-TF shall set the Product 1D to the X1D of the
Task object associated with the interception at the CC-TF in order to alow correlation of LI product at the MDF3.

Unless otherwise specified, the TF shall include MDF3 as the X3 delivery destination in the trigger sent using the
ActivateTask/ModifyTask with "X30nly".

When the CC-TF determines that it is required to remove a Task at a particular CC-POI (e.g. having detected the end of
asession) it shall send a DeactivateTask message for the relevant Task to that CC-POI, unless the Task has already been
removed by other means (e.g. by the use of the ImplicitDeactivationAllowed flag, see ETSI TS 103 221-1 [7] clause
6.2.12).

When the CC-TF receives a DeactivateT ask message or ModifyTask message from the LIPF, the CC-TF shall send
DeactivateTask or ModifyTask messages to all applicable triggered CC-POlsfor all tasks associated to the Task object
in the message from the LI1PF.

5.2.7 Usage for realising LI_XEM1

For the purposes of realising LI_XEM1 between the LIPF and an |EF, the LIPF plays the role of the ADMF as defined
in ETSI TS 103 221-1 [7] reference model (clause 4.2), and the |EF plays the role of the NE.

The IEF shall be enabled by sending the following ActivateTask message from the LIPF.

NOTE: Thetermsidentifier and identity are used interchangeably in clause 5.2.7.
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Table 5.2.7-1: ActivateTask message for activating an IEF

ETSI TS 103 221-1 field name Description M/C/O
XID Shall be set to a value assigned by the LIPF. M
Targetldentifiers Shall contain a single Target Identifier of type "ldentityAssociation” (see table M

5.2.7-2)
DeliveryType Set to "X20nly". M

ListOfDIDs Shall give the DID of the delivery endpoint of the ICF(s) to which identity M

association events should be delivered. These delivery endpoints are configured
using the CreateDestination message as described in ETSI TS 103 221-1 [7]
clause 6.3.1 prior to the task activation.

The following Target Identifier Type is defined for the use of LI_XEM 1. Unless otherwise specified, use of any other
Target Identifier Type (including adding a target identifier more than once) shall result in the ActivateTask message
being rejected with the appropriate error.

Table 5.2.7-2: Target Identifier Type for LI_XEM1

Identifier type Owner | ETSI TS 103 221-1 [7] Targetldentifier type Definition
IdentityAssociationTargetldentifier |3GPP TargetldentifierExtension / Empty tag (see XSD
IdentityAssociationTargetldentifier schema)

The IEF may be reconfigured to send identity associations to a different | CF using a ModifyTask message to modify the
delivery destinations.

The IEF shall be disabled by sending the following DeactivateTask message from the LIPF.

Table 5.2.7-3: DeactivateTask message for de-activating an IEF

ETSI TS 103 221-1 field name Description M/C/O

XID Shall be set to the value assigned by the LIPF M

The LIPF should send one ActivateTask command to each |EF.

NOTE: ThelEF may receive multiple ActivateT ask messages conforming to table 5.2.7-1, each of which can be
independently deactivated. The IEF shall remain active aslong as at least one valid Task remains active.

5.3 Protocols for LI_X2 and LI X3

5.3.1 General usage of ETSI TS 103 221-2

Functions having an L1_X2 or LI_X3 interface shall support the use of ETSI TS 103 221-2 [8] to realise the interface.

In the event of a conflict between ETSI TS 103 221-2 [8] and the present document, the terms of the present document
shall apply.

The xIRI and the xCC sent using ETSI TS 103 221-2 [8] shall contain the appropriate X1D as received in the relevant
LI_X1 provisioning message (or LI1_T2/3 triggering message, as appropriate).
5.3.2 Usage for realising LI_X2

The POI sending XIRI over the L1_X2 interface shall set the PDU type field within the xIRI to "X2 PDU". (see ETSI TS
103 221-2 [8] clause 5.1).

Where asingle xIRI is sent as aresult of a network procedure (i.e. as result of several signaling messages exchanged
between the target UE and the network), the POI sending the xIRI shall set the Payload Direction field (see ETSI TS
103 221-2 [8] clause 5.2.6) based on the initiator of the network procedure.

Unless otherwise specified by the relevant clause, the payload shall consist of a BER-encoded
TS33128Payloads. X IRIPayload structure. The payload format (see ETSI TS 103 221-2 [8] clause 5.4) shall be set
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according to the relevant clause of the present document (the value 2 is used for TS 33128Payloads. X | RIPayload). The
TLStransport profile (see ETSI TS 103 221-2 [8] clause 6) shall be supported and used by default.

Unless otherwise specified, XIRI shall include the timestamp and sequence number conditional attribute fields, with the
timestamp value set to the time at which the event occurred.

Unless otherwise specified, the "Matched Target Identifier" conditional attribute shall be set to indicate what target
identity was matched to generate the XIRI (see ETSI TS 103 221-2 [8] clause 5.3.18).

Unless otherwise specified, the " Other Target Identifier" conditional attribute shall be set with all other target identities
present at the NF that contains the POI (see ETSI TS 103 221-2 [8] clause 5.3.19).

Unless otherwise specified, the NFID conditional attribute (see ETSI TS 103 221-2 [8] clause 5.3.7) should be set to
indicate the NF that contains the POI. The NFID is defined as a unique identifier assigned to the NF by the network
(e.g. FQDN) per carrier implementation and referred to in the following clauses.

Unless otherwise specified, the IPID (see ETSI TS 103 221-2 [8] clause 5.3.8) should be set to indicate the POI (within
the NF) that generated the xIRI for the conditional attribute field.
5.3.3 Usage for realising LI_X3

The POI sending XCC over the L1_X3 interface shall set the PDU type field in the xCC to "X3 PDU" (see ETSI TS 103
221-2 [8] clause 5.1).

The payload format shall be specified according to the relevant clause of the present document.

Unless otherwise specified, the NFID conditional attribute (see ETSI TS 103 221-2 [8] clause 5.3.7) should be set to
indicate the NF that contains the POI. The NFID is defined as a unique identifier assigned to the NF by the network
(e.g. FQDN) per carrier implementation and referred to in the following clauses.

Unless otherwise specified, the IPID (see ETSI TS 103 221-2 [8] clause 5.3.8) should be set to indicate the POI (within
the NF) that generated the XCC for the conditional attribute field.

NOTE: ETSI TS103221-2[8] specifiesin clause 6 a default profile which is mandatory to support, but allows
further profiles to be defined. In scenarios where it may not be possible to achieve the necessary LI data
rates based on the default profile, aternative profiles may be considered (e.g. based on UDP, multi path
TCP or other protocols). Any alternative profile needs to ensure that LI reliability, security and
compl eteness requirements as specified in TS 33.126 [3] are met.

5.3.4  Service scoping

When applicable, the POIs shall deliver the xIRISXCC to MDF2/MDF3 over LI_X2/LI_X3 according to the service
scoping as provisioned by the LIPF to them (see clause 5.2.4).

5.4 Protocols for LI_HI1

54.1 General
Functions having an L1_HI1 interface shall support the use of ETSI TS 103 120 [6] to realise the interface.

In the event of aconflict between ETSI TS 103 120 [6] and the present document, the terms of the present document
shall apply.

54.2 Service scoping

Functions having an LI_HI1 interface (i.e. the ADMF) shall be able to receive the service scoping as applicable to the
warrant from the LEA over the LI_HI1 interface (see clause 4.4).
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5.5 Protocols for LI_HI2 and LI_HI3

551 General

Functions having an LI_HI2 or LI_HI3 interface shall support the use of ETSI TS 102 232-1[9] and ETSI TS 102 232-
7[10] to realise the interface.

In the event of a conflict between either specification and the present document, the terms of the present document shall
apply.

5.5.2 Usage for realising LI_HI2

The IRl messages sent over L1_HI2 are structured as a header and a payload. The header contains general information
like L11D, timestamp, correlation information (as for example defined in ETSI TS 102 232-1 [9]). The payload contains
intercept related information based on information that the MDF2 has received from sources in the network, such as the
IRI-POI as described in clauses 6 and 7 of the present document. Details of the IRI messages can be found in Annex A
of the present document. Messages defined as passing over the L1_HI2 interface shall be passed as the payload of the
threeGPP33128DefinedIRI field (see TSETSI 102 232 -7 [10] clause 15).

If the LI_X2 contains the NFID conditional attribute (see ETSI TS 103 221-2 [8] clause 5.3.7), this shall be mapped
into the PSHeader networkFunctionldentifier (see ETSI TS 102 232-1 [9] clause 5.2.14 and ETSI TS 102 232-7 [10]
clause 15.3).

If the L1_X2 contains the IPID conditional attribute (see ETSI TS 103 221-2 [8]), the EIPID parameter (see ETSI TS
102 232-1[9] clause 5.2.13) shall be populated by the MDF2 with the IPID value.

5.5.3 Usage for realising LI_HI3

The CC sent over LI_HI3 is structured as a header and a payload. The header contains general information like L11D,
timestamp, correlation information (as for example defined in ETSI TS 102 232-1 [9]). The payload contains content of
communication based on information that the MDF3 has received from sourcesin the network, such asthe CC-POI as
described in clauses 6 and 7 of the present document. Details of the CC can be found in Annex A of the present
document. CC defined as passing over the LI_HI3 interface shall be passed as the payload of the
threeGPP33128DefinedCC field (see ETSI TS 102 232-7 [10] clause 15).

If the LI_X3 contains the NFID conditional attribute (see ETSI TS 103 221-2 [8] clause 5.3.7), this shall be mapped
into the PSHeader networkFunctionldentifier (see ETSI Ts 102 232-1 [9] clause 5.2.14 and ETSI TS 102 232-7 [10]
clause 15.3).

If the L1_X3 contains the IPID conditional attribute (see ETSI TS 103 221-2 [8]), the EIPID parameter (see ETSI TS
102 232-1[9] clause 5.2.13) shall be populated by the MDF3 with the IPID value.

NOTE: ETSI TS102 232-1[9] specifiesin clause 6.4 atransport layer based on TCP. However, based on
agreement between network operator and LEA, in scenarios where it may not be possible to achieve the
necessary LI data rates based on the transport layer based on single TCP connection, alternative profiles
may be considered (e.g. based on UDP, multi path TCP or other protocols). Any aternative profile needs
to ensure that LI reliability, security and completeness requirements as specified in TS 33.126 [3] are met.

5.5.4  Service scoping

The MDF2 and MDF3 shall be able to deliver the IRl messages and the CC to the LEMF over LI_HI2 and LI_HI3
respectively, according to the provisioned service scoping (see clause 5.2.4).

55.5 IRI Target Identifiers

The MDF shall populate the Targetldentifiers field of the IRIPayload defined in Annex A with al Target Identifiers
available at the MDF. For all Identifiersreceived inthe LI_X2 "Matched Target Identifier" conditional attribute (see
clause 5.3.2), the MDF shall include the relevant Identifier with the provenance set to "matchedOn". For al Identifiers
received in the the L1_X2 "Other Target Identifier" conditional attribute (see clause 5.3.2), the MDF shall include the
relevant Identifier with the provenance set to "other". For al Identifiers present in the xIRI payload, the MDF shall

ETSI



3GPP TS 33.128 version 17.10.0 Release 17 29 ETSI TS 133 128 V17.10.0 (2023-10)

include the relevant Identifier with the provenance set to "observed". For al Identifiers present in the provisioning
message received over X1, the MDF shall include the relevant Identifier with the provenance set to "IEAProvided”. For
all Identifiers present in the MDF that are not reported as other Targetldentifiers, the MDF shall include the rel evant
Identifier with the provenance set to "other".

5.6 Protocols for LI_HI4

5.6.1 General

Functions having an L1_HI4 shall support the use of ETSI TS 102 232-1 [9] to realise the interface.

In the event of a conflict between ETSI TS 102 232-1 [9] and the present document, the terms of the present document
shall apply.

5.6.2 Usage for realising LI_HI4

The LI Notification messages sent over L1_HI4 are structured as a header and a payload. The header contains general
information like LI1D, timestamp (as for example defined in ETSI TS 102 232-1 [9]). The payload contains the
administrative information such as notification. Details of the L1 Notification messages can be found in Annex B of the
present document.

Wherethe LI_HI4 interface is present alongside an LI_HI2 interface or LI_HI3 interface, the LI Notification messages
shall be transmitted along the same connection as the IRl messages or CC. Where ETSI TS 102 232-1[9] is used for
LI_HI2 or LI_HI3, messages defined as passing over the LI_HI4 interface shall be passed in the hl4Payload sequence.

The MDF2/MDF3 shall support generation L1 Notification messages for at least the following events:
- Activation of an interception at the MDF2/MDF3 viaLI_X1.
- Modification of an interception at the MDF2/MDF3 via Ll_X1.

- Deactivation of aninterception at the MDF2/MDF3 viaLl _X1.

5.7 Protocols for LI_HIQR

5.7.1 General
Functions having an LI_HIQR interface shall support the use of ETS| TS 103 120 [6] to redlise the interface.

In the event of aconflict between ETSI TS 103 120 [6] and the present document, the terms of the present document
shall apply.

NOTE: Thetermsidentifier and identity are used interchangeably in clause 5.7.

5.7.2 Usage for realising LI_HIQR

5.7.2.1 Request structure

LI_HIQR requests are represented by issuing a CREATE request for an LDTaskObject (see ETSI TS 103 120 [6] clause
8.3), populated as follows:
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Table 5.7.2-1: LDTaskObject representation of LI_HIQR request

Field Value M/C/O
Reference Reference to the authorization under which the request is made. The format of this M
field, and any procedures for allocating or validating it, are for national agreement.
DesiredStatus Shall be set to "AwaitingDisclosure". M
RequestDetails Set according to table 5.7.2-2 below. M
DeliveryDetails Shall be set to indicate the delivery destination for the LI_HIQR records (see clause C
5.7.2.3 and ETSI TS 103 120 [6] clause 8.3.6.2) unless the delivery destination is
known via other means.

The use of any other LDTaskObject parameter is outside the scope of the present document.

Table 5.7.2-2: RequestDetails structure

Field Value M/C/O
Type Shall be set to one of the RequestType values as defined in table 5.7.2-3. M
ObservedTime When the RequestValues provides a temporary identity, this field shall be set to the C
observation time of that temporary identity.
When the RequestValues provides a permanent identity, this is the time at which
the LEA requires that the permanent to temporary association is applicable.
Shall not be present for requests of type "OngoingldentityAssociation".
RequestValues Set to the target identifier plus additional information required (see clause 5.7.2.2). M

NOTE: If the observed timeisin the past, providing a successful query response is subject to associations still
being available in the cache when the query is made to the ICF.

Table 5.7.2-3: RequestType Dictionary for LI_HIQR

Dictionary Owner

Dictionary Name

3GPP

RequestType

Defined DictionaryEntries

Value

Meaning

IdentityAssociation

A request for a single IdentityResponseDetails response to the query provided.

OngoingldentityAssociation

A request for an ongoing series of IdentityResponseDetails responses matching the
query provided. May only be used when the RequestValues contains a permanent
identifier. The request shall be terminated by updating the LDTaskObject
DesiredStatus to "Disclosed".

Table 5.7.2-3 isformatted in accordance with ETSI TS 103 120 [6] Annex F.

5.7.2.2 Request parameters

The RequestVaues field shall contain one of the following:

- SUPI, givenin either SUPIIMSI or SUPINAI formats as defined in ETSI TS 103 120 [6] clause C.2.

- SUCI, given as defined in table 5.7.2-4 below.

- BG-S-TMSI, given as defined in table 5.7.2-4 below.

- BG-GUTI, given as defined in table 5.7.2-4 below.

If the RequestType is " OngoingldentityAssociation” (see table 5.7.2-3), SUPI isthe only valid identity typein the
RequestVauesfield. If the RequestType is " OngoingldentityAssociation" and any other identity typeis provided, the
I|QF shall signal the error by setting the LD TaskObject Statusto "Invalid” (see ETSI TS 103 120 [6] clause 8.3.3).

If atemporary identity is provided, the following shall also be present as RequestValues:

- NRCellldentity, given as defined in table 5.7.2-4 below.

- TrackingAreaCode, given as defined in table 5.7.2-4 below.
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The following RequestValue FormatTypes (see ETSI TS 103 120 [6] clause 8.3.5.4) are defined (which are not
otherwise defined elsewhere).

Table 5.7.2-4: RequestValue FormatType extensions for LI_HIQR Requests

Format Owner Format Name Description Format
3GPP SUCI Subscription Concealed Identifier TS 29.509 [45] clause 6.1.6.3.2
as per TS 23.003 [19] clause
2.2B.
3GPP 5GSTMSI Shortened form of the 5G-GUTI Matches regular expression:

as defined in TS 23.003 [19]
clause 2.11. Given as a hyphen-  |(5gstmsi-([0-3][0-9A-Fa-f|{2})-
separated concatenation of: ([0-3][0-9A-Fa-f])-([0-9A-Fa-
f{8}))$

- The string "5gstmsi".

- The AMF Set ID given as
three hexadecimal digits (10 bits).
- The AMF Pointer given as two
hexadecimal digits (6 bits).

- The 5G-TMSI given as eight
hexadecimal digits (32 bits)

3GPP 5GGUTI As defined in TS 23.003 [19] Matches regular expression:
clause 2.10. Given as a hyphen
separated concatenation of: (5gguti-([0-9]{3})-([0-9]{2,3})-
([0-9A-Fa-fl{2})-([0-3][0-9A-Fa-
- The string "5gguti". fl{2})-([0-3][0-9A-Fa-f])-([0-9A-
- MCC given as a three decimal |Fa-f|{8}))$
digits.

- MNC given as a two or three
digit decimal digits

- AMF Region ID given as two
hexadecimal digits (8 bits).

- The AMF Set ID, AMF Pointer
and 5G-TMSI as defined above in

5GSTMSI

3GPP NRCellldentity NR Cell ID (NCI), as defined in TS 29.571 [17] clause 5.4.2
TS 23.003 [19] clause 19.6A

3GPP TrackingAreaCode Tracking area code as defined in |TS 29.571 [17] clause 5.4.2

TS 23.003 [19] clause 19.4.2.3

The LDTaskObject may also contain the "IncludeNCGIInResponse” LDTask flag (see table 5.7.2-4A). If thisflagis
present for such a query, then the response shall contain the NR Cell Global Identity associated with the SUPI at the
time of association (see table 5.7.2-5).

Table 5.7.2-4A: LDTaskFlags for LI_HIQR Requests

Dictionary Owner Dictionary Name
3GPP LIHIQRFlags
Defined DictionaryEntries
Value Meaning
IncludeNCGIlInResponse A request for returning the NCGI in the response.
5.7.2.3 Response structure

The Ll_HIQR request is used to generate a request to the ICF over LI_XQR (see clause 5.8). The response received
over LI_XQR isthen transformed into an L1_HIQR response.

LI_HIQR responses and updates are represented as XML following the | dentityResponseDetail s type definition (see
Annex E).

Responses and updates are delivered within a DELIVER Request (see ETSI TS 103 120 [6] clause 6.4.10) containing a
DeliveryObject (see ETSI TS 103 120 [6] clause 10).
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I dentityResponseDetail s contain |dentityAssociation records. The fields of each I dentityAssociationRecord shall be set
asfollows:

Table 5.7.2-5: IdentityAssociationRecord

Field Value M/C/O

SUPI SUPI associated with the provided identity. M

SUCI SUCI associated with the provided identity, if available. C

5G-GUTI 5G GUTI associated with the provided identity, provided in the form given in the M
request (see table 5.7.2-4).

PEI PEI associated with the provided identity during the association period, if C
known.

AssociationStartTime  |The time that the association between the SUPI and the temporary identity M
became valid. (see NOTE).

AssociationEndTime The time that the association between the SUPI and the temporary identity C
ceased to be valid. Shall be omitted if the association is still valid (see NOTE).

FiveGSTAIList List of tracking areas associated with the registration area within which the UE C
was or is registered in the lifetime of the reported association, if available. See
clause 7.6.2.4 for details.

GPSI GPSI associated with the provided identity during the association period, if C
known.

NCGI NR Cell Global Identity associated with the SUPI at the time of association C
between the SUPI and the temporary identity. Shall be sent if the
"IncludeNCGIInResponse" flag is set.

NOTE: The AssociationStartTime and AssociationEndTime represent the lifespan of the SUPI to 5G-GUTI
association. When a SUCI is present, the AssociationStartTime al so represents the time of the
SUCI's vaidity.

If no association is found which matches the criteria provided in the LI_XQR request, then the L1_XQR response
contains zero |dentityAssociationRecords. Similarly, the LI_HIQR response contains zero | dentityA ssoci ationRecords.

For responses or updates providing a currently valid SUPI to 5G-GUT] identity association, the AssociationEndTime
shall be absent. The AssociationStartTime shall indicate when the 5G-GUTI became associated with the SUPI. The
SUCI field shall be populated if it was present in the IEF record for the association (see clause 6.2.2A.2.1). The PEI and
TAI List fields may be populated as well, see clause 7.6.2.4 for details.

In the case of ongoing updates, the presence of the AssociationEndTime indicates the SUPI to 5G-GUTI identity
disassociation. Such updates shall only happen when no new association is replacing the outgoing one.

The DeliveryObject Reference field (see ETSI TS 103 120 [6] clause 10.2.1) shall be set to the Reference of the
LDTaskObject used in the request, to provide correlation between request and response. The DeliverylD,
SequenceNumber and LastSequence fields shall be set according to ETSI TS 103 120 [6] clause 10.2.1.

The content manifest (see ETSI TS 103 120 [6] clause 10.2.2) shall be set to indicate the present document, using the
following Specification Dictionary extension.

Table 5.7.2-6: Specification Dictionary

Dictionary Owner Dictionary Name
3GPP ManifestSpecification.
Defined DictionaryEntries
Value Meaning
LIHIQRResponse The delivery contains IdentityResponseDetails (see Annex E)
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5.8 Protocols for LI_XQR

581  General

LI_XQR requests are realised using ETSI TS 103 221-1 [7] to transport the | dentityA ssociationRequest and

| dentity A ssoci ationResponse messages (which are derived from the X 1RequestM essage and X 1ResponseM essage
definitionsin ETSI TS 103 221-1 [7]) as described in Annex E.

NOTE: Thetermsidentifier and identity are used interchangeably in clause 5.8.

5.8.2 Identity association requests

For requests with RequestType "IdentityAssociation™ (see table 5.7.2-3), the | QF issues an | dentity A ssoci ationRequest
message populated with a RequestDetails structure as follows:

Table 5.8-1: RequestDetails structure for LI_XQR

ETSI TS 103 221-1 [7] field name Description M/C/O

Type Shall be set to the RequestType value "IdentityAssociation" as defined in M
Table 5.7.2-3.

ObservedTime Observation time as provided over LI_HIQR (see clause 5.7.2). M

RequestValues Set to the target identifier plus additional information specified in the M
LI_HIQR request (see clause 5.7.2).

Successful LI_XQR responses are returned using the | dentityAssociationResponse message. Error conditions are
reported using the normal error reporting mechanisms described in TS 103 221-1 [7].

LI_XQR query responses are represented in XML following the I dentityA ssociationResponse schema (see Annex E).
The fields of the IdentityAssociationResponse record shall be populated as described in Table 5.7.2-5.

5.8.3 Ongoing identity association requests

For requests with RequestType " Ongoingl dentityAssociation”, the |QF shall activate a request for ongoing updates at
the ICF by sending it an ActivateOngoingl dentityAssociationUpdates message populated as follows:

Table 5.8-2: ActivateAssociationUpdates message for LI_XQR

Field name Description M/C/O
OngoingAssociationTaskID Unigue identifier for this request allocated by the IQF. M
SUPI Permanent identifier for which ongoing identity association updates shall be |M

issued.

The ICF shall acknowledge the receipt of the ActivateAssociationUpdates message by responding with an
ActivateA ssociationUpdatesA cknowl edgement response (see Annex E) containing an IdentityAssociationRecord
representing the association active at the time the | CF receives the ActivateA ssociationUpdates message. If no such
active association exists, the ActivateA ssociationUpdatesA cknowledgement response shall not contain an

| dentityAssociationRecord. Error conditions are reported using the normal error reporting mechanisms described in
ETSI TS103221-1[7].

When areguest with Request Type "OngoingldentityAssociation™ isterminated over LI_HIQR (see table 5.7.2-3), the
| QF shall issue a DeactivateA ssociationUpdates message (see Annex E) with the appropriate
OngoingAssociationTaskl D populated. On termination of the request, the |CF shall respond with a

DeactivateA ssociationUpdatesA cknowledgement message.

While arequest with RequestType "OngoingldentityAssociation” is active, the | CF shall generate an

| dentity A ssociationUpdate message every time the | CF receives an | EFA ssociationRecord or | EFDeassociationRecord
over LI_IEF for the relevant identifier. The message shall contain an IdentityAssociationRecord as described in table
5.7.2-5, and the relevant OngoingAssociationTasklD. The IdentityAssociationUpdate message is sent to the |QF over
LI_XQR with the ICF becoming the "requester" asdefined in ETS| TS 103 221-1 [7] clause 4.2. The IQF shall respond
with an | dentityAssociationUpdateA cknowledgement message.
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5.9 Protocols for LI_XER

LI_XER records are realised using a TL S connection as defined in clause 6.2.2A.2.3, with records BER-encoded as
defined in Annex F.

5.10 Protocols for LI_ST interface

5.10.1 Overview

LI_ST shall be realised using a dedicated separate instance of the Nudsf_DataRepository service asdefined in TS
29.598 [64] subject to the following terms.

The LISSF shall adopt the role of the NF Service Provider as described in TS 29.598 [64] clause 5.2.1. The LISSF may
be realised as a standalone function or within the ADMF. In either caseit shall meet the requirements set out in TS
33.127 [5] clause 6.2.3.8.

An LI function may only store state over L1_ST using an LISSF identified by the LIPF viaLl_X0. The L1PF shall
provide the necessary details for connection, including the relevant apiRoot, apiVersion, realmld and storageld values
(see TS 29.598 [64] clause 6.1.3.1) and any necessary keys for authentication.

5.10.2 Storage

When an LI function wishesto store LI state in the LISSF, it shall perform the Record Create service operation as
described in TS 29.598 [64] clause 5.2.2.3.1. Unless otherwise specified, the recordld shall be arandomly-assigned
UUID. The record metadata shall include at |east the following information as tag value pairs (see TS 29.598 [64]
clause 6.1.6.2.3)

Table 5.10.2-1: Minimum information elements for RecordMeta structure

Field Name Description M/C/O
NFInstancelD The NF instance ID associated with the NF in which the LI function is located, if C
applicable (see TS 29.571 [17] clause 5.3.2).
NEID The LI_X1 identifier associated with the LI function. M
XID XID for the task that the state is associated with, if applicable. C
DID DID for the destination that the state is associated with, if applicable. C

Further details on the contents of the Record Blocks is given in the relevant clauses.

The LIPF shall dways be able to store recordsin the LISSF.

5.10.3 Retrieval

When an LI function wishes to retrieve records from the L1SSF and knows the RecordID of the relevant state
information, it shall perform a Record Retrieval operation as described in TS 29.598 [64] clause 5.2.2.2.2. If the LI
function does not know the RecordID, it shall perform a search as described in TS 29.598 [64] clause 5.2.2.2.6 using
appropriate search criteria. The details for choosing search criteria are specific to each L1 function and are therefore
givenin later clauses specific to that LI function.

The LIPF shall always be able to retrieve records from the LISSF.

5.10.4 Removal

When an LI function wishes to remove records from the LISSF, it shall perform a Record Delete service operation as
described in TS 29.598 [64] clause 5.2.2.5.

The LIPF shall always be able to remove records from the LISSF.
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6 Network Layer Based Interception

6.1 Introduction

This clause describes any remaining fields, behaviours or details necessary to implement the required LI interfaces for
specific 3GPP-defined network deployments which are not described in clauses 4 and 5.

6.2 5G

6.2.1 General

This clause describes the LI interfaces specific to L1 for 5G networks.

6.2.2 LI at AMF

6.2.2.1 Provisioning over LI_X1

The IRI-POI present in the AMF is provisioned over LI_X1 by the LIPF using the X1 protocol as described in clause
5.2.2.

The POI in the AMF shall support the following target identifier formatsinthe ETSI TS 103 221-1 [7] messages (or
equivalent if ETSI TS 103 221-1[7] is not used):

- SUPIIMSL.

- SUPINAL.

- PEIIMEL

- PEIIMEISV.

- GPSIMSISDN.
-  GPSINAI.

Table 6.2.2-0A shows the minimum details of the L1_X1 ActivateTask message used for provisioning the IRI-POI in
the AMF.

Table 6.2.2-0A: ActivateTask message for the IRI-POIl in the AMF

ETSI TS 103 221-1 [7] field name Description M/C/O
XID XID assigned by LIPF. M
Targetldentifiers One of the target identifiers listed in the paragraph above. M
DeliveryType Set to "X20nly". M
ListOfDIDs Delivery endpoints for LI_X2 for the IRI-POI in the AMF. These delivery M

endpoints are configured using the CreateDestination message as described
in ETSI TS 103 221-1 [7] clause 6.3.1 prior to the task activation.

TaskDetailsExtensions/ This field shall be included if the IRI POI is required to generate C

IdentifierAssociationExtensions AMFIdentifierAssociation records (see clause 6.2.2.2.1). If the field is absent,
AMFIdentifierAssociation records shall not be generated.

ListOfServiceTypes Shall be included when the explicit identification of specific CSP service C

types to be intercepted by the task as described in clause 5.2.4 is required.
This parameter is defined in ETSI TS 103 221-1 [7], clause 6.2.1.2, table 4.
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Table 6.2.2-0B: IdentifierAssociationExtensions Parameters

Field Name Description M/C/O

EventsGenerated One of the following values: M

- IdentifierAssociation
- Al

See clause 6.2.2.2.1 for the interpretation of this field.

6.2.2.2 Generation of xIRI over LI_X2

6.2.2.2.1 General

The IRI-POI present in the AMF shall send the xIRIs over LI_X2 for each of the eventslisted in TS 33.127 [5] clause
6.2.2.4, the details of which are described in the following clauses.

If the AMF receives one or more cell IDsin an N2 message (as specified in TS 38.413[23]), the IRI-POI in the AMF
shall report al of them.

The IRI-POI inthe AMF shall only generate xIRI containing AMFIdentifierAssociation records when the
| dentifierAssocationExtensions parameter has been received over LI_X1 (see clause 6.2.2.1). The IRI-POI in the AMF
shall generate records according to the val ue of the EventsGenerated sub-parameter (see table 6.2.2-0B) as follows:

- ldentifierAssociation: AMFIdentifierAssociation and AM FLocationUpdate records shall be generated. No other
record types shall be generated for that target.

- All: All AMF record types shall be generated.

6.2.2.2.2 Registration

The IRI-POI in the AMF shall generate an xIRI containing an AMFRegistration record when the IRI-POI present in the
AMF detects that a UE matching one of the target identifiers provided viaL1_X1 has successfully registered to the 5GS
via 3GPP NG-RAN or non-3GPP access. Accordingly, the IRI-POI in the AMF generates the xIRI when the following
event is detected:

- AMF sendsaN1: REGISTRATION ACCEPT message to the target UE and the UE 5G Mobility Management
(5GMM) state for the access type (3GPP NG-RAN or non-3GPP access) within the AMF is changed to 5GMM-
REGISTERED.
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Table 6.2.2-1: Payload for AMFRegistration record
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Field name Description M/C/O
registrationType Specifies the type of registration, see TS 24.501 [13] clause 9.11.3.7. This is M
derived from the information received from the UE in the REGISTRATION
REQUEST message.
registrationResult Specifies the result of registration, see TS 24.501 [13] clause 9.11.3.6. M
slice Provide, if available, one or more of the following: C
- allowed NSSAI (see TS 24.501 [13] clause 9.11.3.37).
- configured NSSAI (see TS 24.501 [13] clause 9.11.3.37).
- rejected NSSAI (see TS 24.501 [13] clause 9.11.3.46).
This is derived from the information sent to the UE in the REGISTRATION
ACCEPT message.
sUPI SUPI associated with the registration (see clause 6.2.2.4). M
sUCI SUCI used in the registration, if available. C
pEI PEI provided by the UE during the registration, if available. C
gPSI GPSI obtained in the registration, if available as part of the subscription profile. |C
gUTI 5G-GUTI provided as outcome of initial registration or used in other cases, see |M
TS 24.501 [13] clause 5.5.1.2.2.
location Location information determined by the network during the registration, if C
available.
Encoded as a userLocation parameter (location>locationIinfo>userLocation) and,
when Dual Connectivity is activated, as an additionalCelllDs parameter
(location>locationinfo>additionalCelllDs), see Annex A.
non3GPPAccessEndpoint UE's local IP address used to reach the N3IWF, TNGF or TWIF, if available. IP |C
addresses are given as 4 octets (for IPv4) or 16 octets (for IPv6) with the most
significant octet first (network byte order).
fiveGSTAIList List of tracking areas associated with the registration area within which the UE is |C
current registered, see TS 24.501 [13] clause 9.11.3.9 (see NOTE)
sMSoverNASIndicator Indicates whether SMS over NAS is supported. Provide, if included in C
registrationResult, see TS 24.501 [13] clause 9.11.3.6.
oldGUTI GUTI or 5G-GUT], if provided in the REGISTRATION REQUEST message, see |C
TS 24.501 [13] clause 5.5.1.2.2.
eMM5GRegStatus UE Status, if provided in the REGISTRATION REQUEST message, see TS C
24.501 [13] clause 9.11.3.56.
nonIMEISVPEI MACAddress or EUI-64 used as UE equipment identity if IMEI or IMEISV based |C
PEl is not available. Provide if known, see TS 24.501 [13] clause 8.2.26.4.
mACRestIndicator Indicates whether the non-IMEISV PEI MACAddress can be used as an C
equipment identifier. Required if non-IMEISVPEI is used, see TS 24.501 [13]
clause 9.11.3.4.
pagingRestrictionIndicator Indicates if paging is restricted or the type of paging allowed, Include if sent in C
the REGISTRATION REQUEST message. Encoded per TS 24.501 [13] clause
9.11.3.77.2, omitting the first two octets.
rATType RAT Type shall be present if known by the AMF. RAT Type is determined by the |C
AMF during registration. See TS 23.501 [2] clause 5.3.2.3
NOTE: List shal beincluded each time there is a change to the registration area.
6.2.2.2.3 Deregistration

The IRI-POI in the AMF shall generate an xIRI containing an AMFDeregistration record when the IRI-POI present in
the AMF detects that a UE matching one of the target identifiers provided viaLl_X1 has deregistered from the 5GS
over at least one access type. Accordingly, the IRI-POI in AMF generates the xIRI when any of the following eventsis

detected:

- For network initiated de-registration, when the AMF receives the N1: DEREGISTRATION ACCEPT message
from the target UE or when implicit deregistration timer expires; and in both cases the UE 5GMN state for the
access type (3GPP NG-RAN or non-3GPP access) within the AMF is changed to 5GMM-DEREGISTERED.

- For UE initiated de-registration, when the AMF sends the N1: DEREGISTRATION ACCEPT message to the
target UE or when the AMF receivesthe N1: DEREGISTRATION REQUEST message from the target UE with
deregistration type value of “switch off”; and in both cases the UE 5GMN state for the access type (3GPP NG-
RAN or non-3GPP access) within the AMF is changed to 5GMM-DEREGISTERED.
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- For network initiated AMF UE relocation, the AMFDeregistration xIRI shall not be sent unless the 5SGMM
COMMON PROCEDURE INITIATED (see TS 24.501 [13] clause 5.1.3.2.3.3) resultsin deregistration.

Table 6.2.2-2: Payload for AMFDeregistration record

Field name Description M/C/O
deregistrationDirection Indicates whether the deregistration was initiated by the network or by the UE. |M
accessType Indicates the access for which the deregistration is handled, see TS 24.501 [13] |M
clause 9.11.3.20.

sUPI SUPI associated with the deregistration (see clause 6.2.2.4), if available. C

sUCI SUCI used in the deregistration, if available (see NOTE). C

pEl PEI used in the deregistration, if available (see NOTE). C

gPSI GPSI associated to the deregistration, if available as part of the subscription C
profile.

gUTI 5G-GUTI used in the deregistration, if available, see TS 24.501 [13] clause C
5.5.2.2.1 (see NOTE).

cause Indicates the 5GMM cause value for network-initiated deregistration, see TS C
24.501 [13] clause 9.11.3.2.

location Location information determined by the network during the deregistration, if C
available.
Encoded as a userLocation parameter (location>locationIinfo>userLocation), see
Annex A.

switchOffindicator Indicates whether the deregistration type is normal or switch off, if available, see |C
TS 24.501 [13] clause 9.1.3.20.1.

reRegRequiredindicator Indicates whether UE re-registration is required in the DEREGISTRATION C
REQUEST message, if available, see TS 24.501 [13] clause 9.1.3.20.1.

NOTE: At least one among SUCI, PEI and GUTI shall be provided.

6.2.2.2.4 Location update

The IRI-POI in the AMF shall generate an xIRI containing an AMFL ocationUpdate record each time the IRI-POI
present in an AMF detects that the target’ s UE location is updated due to target UE mobility or as a part of an AMF
service procedure and the reporting of location information is not restricted by service scoping. The generation of such
separate XIRI is not required if the updated UE location information is obtained as a part of a procedure producing some
other xIRIs (e.g. mobility registration). In that case the location information isincluded into the respective xIRI.

The UE mobility events resulting in generation of an AMFLocationUpdate xIRI include the N2 Path Switch Request
(Xn based inter NG-RAN handover procedure described in TS 23.502 [4] clause 4.9.1.2) and the N2 Handover Notify
(Inter NG-RAN node N2 based handover procedure described in TS 23.502 [4] clause 4.9.1.3).

The AMFLocationUpdate xIRI is also generated when the AMF receives an NG-RAN NGAP PDU Session Resource
Modify Indication message as aresult of Dual Connectivity activation/release for the target UE, as described in TS
37.340 [37] clause 10.

Optionally, based on operator policy, other NG-RAN NGAP messages that do not generate separate XIRI but carry
location information (e.g. RRC INACTIVE TRANSITION REPORT) may trigger the generation of an xIRI
AMFLocationUpdate record.

Additionally, based on regulatory requirements and operator policy, the location information obtained by AMF from
NG-RAN or LMF in the course of some service operation (e.g. emergency services, LCS) may generate xIRI
AMFLocationUpdate record. The AMF services providing the location information in these cases include the AMF
Location Service (ProvideLoclnfo, ProvidePoslnfo, NotifiedPosinfo and EventNotify service operations) and the AMF
Exposure Service (AmfEventReport with LOCATION_REPORT) (see TS 29.518 [22]). Additionally, the AMF
Communication Service (Namf_Communication N1MessageNotify service operation) may be monitored to capture the
location information in the scenarios described in TS 23.273 [42] clause 6.3.1. Also, in the case of Mobile Originated
LCS service invoked by the target, the location information may be derived from aNImf_L ocation_Determinel ocation
Response to AMF (see TS 23.273 [42] clause 6.2).

ETSI



3GPP TS 33.128 version 17.10.0 Release 17 39 ETSI TS 133 128 V17.10.0 (2023-10)

Table 6.2.2-3: Payload for AMFLocationUpdate record

Field name Description M/C/O
sUPI SUPI associated with the location update (see clause 6.2.2.4). M
sUCI SUCI associated with the location update, if available, see TS 24.501 [13]. C
pEl PEI associated with the location update, if available. C
gPsI GPSI associated with the location update, if available as part of the subscription |C
profile.
guTI 5G-GUTI associated with the location update, if available, see TS 24.501 [13]. |C
location Updated location information determined by the network. M
Depending on the service or message type from which the location information
is extracted, it may be encoded in several forms (Annex A):
1) as auserLocation parameter (location>locationinfo>userLocation)
in the case the information is obtained from an NGAP message, except
the LOCATION REPORT message (see TS 38.413 [23]);
2) as alocationInfo parameter (location>locationInfo) in the case the
information is obtained from a ProvideLoclInfo (TS 29.518 [22] clause
6.4.6.2.6);
3) as alocationPresenceReport parameter
(location>locationPresenceReport) in the case the information is
obtained from an AmfEventReport (TS 29.518 [22] clause 6.2.6.2.5)
with event type Location-Report or Presence-In-AOI-Report;
4) as a positioninfo parameter (location>positioninginfo>positioninfo)
in the case the information is obtained from a ProvidePosInfo (TS
29.518 [22] clause 6.4.6.2.3) or a NotifiedPosInfo (TS 29.518 [22]
clause 6.4.6.2.4).
sMSoverNASIndicator No longer used in present version of this specification. C
oldGUTI No longer used in the present version of the specification. C

6.2.2.2.5 Start of interception with registered UE

The IRI-POI in the AMF shall generate an xIRI containing an AMFStartOf| nterceptionWithRegisteredUE record when
the IRI-POI present in the AMF detects that interception is activated on a UE that has already been registered in the
5GS (see clause 6.2.2.4 on identity privacy). A UE is considered already registered to the 5GS when the 5SGMM state
for the access type (3GPP NG-RAN or non-3GPP access) for that UE is 5GMM-REGISTERED. Therefore, the IRI-POI
present in the AMF shall generate the xIRI AM FStartOf I nterceptionWithRegisteredUE record when it detects that a
new interception for aUE is activated (i.e. provisioned by the LI1PF) and the 5G mobility management state for the
access type (3GPP NG-RAN or non-3GPP access) within the AMF for that UE is 5GMM-REGISTERED. If the UE is
registered over both 3GPP NG-RAN and non-3GPP access, the IRI-POI present in the AMF shall generate an xIRI
containing an AM FStartOf I nterceptionWithRegisteredUE record for each access type.
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Table 6.2.2-4: Payload for AMFStartOfinterceptionWithRegisteredUE record

Field name Description M/C/O
registrationResult Specifies the result of registration, see TS 24.501 [13] clause 9.11.3.6. M
registrationType Specifies the type of registration, see TS 24.501 [13] clause 9.11.3.7, if C

available.
slice Provide, if available, one or more of the following: C
- allowed NSSAI (see TS 24.501 [13] clause 9.11.3.37).
- configured NSSAI (see TS 24.501 [13] clause 9.11.3.37).
sUPI SUPI associated with the target UE. M
sUCI SUCI used in the registration, if available. C
pEl PEI associated with the target UE, if available. C
gPsI GPSI associated with the target UE, if available. C
guTI Latest 5G-GUTI assigned to the target UE by the AMF. M
location Location information associated with the access type for the target UE, if C
available.
Encoded as a userLocation parameter (location>locationinfo>userLocation) and,
when Dual Connectivity is activated, as an additionalCelllDs parameter
(location>locationinfo>additionalCelllDs), see Annex A.
non3GPPAccessEndpoint UE's local IP address used to reach the N3IWF, TNGF or TWIF, if available. IP |C
addresses are given as 4 octets (for IPv4) or 16 octets (for IPv6) with the most
significant octet first (network byte order).
timeOfRegistration Time at which the last registration occurred, if available. This is the time stamp |C
when the REGISTRATION ACCEPT message was sent to the UE or (when
applicable) when the REGISTRATION COMPLETE was received from the UE.
Shall be given qualified with time zone information (i.e. as UTC or offset from
UTC, not as local time).
five GSTAIList List of tracking areas associated with the target UE for the access type. C
sMSoverNASIndicator Indicates whether SMS over NAS is supported. Provide, if included in the UE C
Context.
oldGUTI Latest GUTI or 5G-GUTI received from the target UE if different than the latest |C
GUTI assigned by the AMF and the target UE has not acknowledged the latest
GUTI assignment.
eMM5GRegStatus UE Status, if this parameter can be derived from information available in the UE |C

Context at the AMF.

NOTE: The values of the parameters in the table above are derived from the UE Context at the AMF, see TS 23.502

clause 5.2.2.2.2.

The IRI-POI present in the AMF generating an xIRI containing an AMFStartOf I nterceptionWithRegisteredUE record
shall set the Payload Direction field in the PDU header to not applicable (Direction Value 5, see ETSI TS 103 221-2 [§]

clause 5.2.6).

6.2.2.2.6 AMF unsuccessful procedure

The IRI-POI inthe AMF shall generate an xIRI containing an AMFUnsuccessful Procedure record when the IRI-POI
present in the AMF detects an unsuccessful procedure for a UE matching one of the target identifiers provided via

LI_X1.

Accordingly, the IRI-POI in the AMF generates the xIRI when any of the following eventsis detected:

- AMF sendsaN1: REGISTRATION REJECT message to the target UE and the UE 5G Mobility Management
(5GMM) state for the access type (3GPP NG-RAN or non-3GPP access) within the AMF is changed to 5GMM-

DEREGISTERED.

- AMF aborts aregistration procedure before the UE 5G Mobility Management (5GMM) state for the access type
(3GPP NG-RAN or non-3GPP access) within the AMF is changed to 5GMM-REGISTERED.

- AMF sends a SERVICE REJECT message to the target UE including a PDU session establishment reject

message type.

- AMF aborts a UE-initiated NAS transport procedure with payload container type |E set to "SMS".

Unsuccessful registration shall be reported only if the target UE has been successfully authenticated.
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Table 6.2.2-5: Payload for AMFUnsuccessfulProcedure record

Field name Description M/C/O
failedprocedureType Specifies the procedure which failed at the AMF. M
failureCause Provides the value of the 5GSM or 5GMM cause, see TS 24.501 [13] clauses M

9.11.3.2and 9.11.4.2.
requestedSlice Slice requested for the procedure, if available, given as a NSSAI (a list of S- C
NSSAI values as described in TS 24.501 [13] clause 9.11.3.37).
sUPI SUPI associated with the procedure, if available (see NOTE). C
sUCl SUCI used in the procedure, if applicable and if available (see NOTE). C
pEl PEI used in the procedure, if available (see NOTE). C
gPSI GPSIl used in the procedure, if available (see NOTE). C
gUTI 5G-GUTI used in the procedure, if available, see TS 24.501 [13] clause 9.11.3.4 |C
(see NOTE).
location Location information determined during the procedure, if available. C
Encoded as a userLocation parameter (location>locationinfo>userLocation), see
Annex A.

NOTE: At least oneidentity shall be provided, the others shall be provided if available.

6.2.2.2.7 AMF identifier association

The IRI-POI present in the AMF shall generate an xIRI containing an AMFldentifierAssociation record when the | RI-
POI present in the AMF detects a new identifier association for a UE matching one of the target identifiers provided via
LI_X1. Generation of thisrecord is subject to this record type being enabled for a specific target (see clause 6.2.2.2.1).

Table 6.2.2-6: Payload for AMFIdentifierAssociation record

Field name Description M/C/O
sUPI SUPI associated with the procedure (see NOTE 1). M
sUCl SUCI used in the procedure, if applicable and if available. C
pEl PEI used in the procedure, if available (see NOTE 1). C
gPSI GPSIl used in the procedure, if available (see NOTE 1). C
gUTI 5G-GUTI used in the procedure, see TS 24.501 [13] clause 9.11.3.4. M
location Location information available when identifier association occurs. M

Encoded as a userLocation parameter (location>locationinfo>userLocation) and,
when Dual Connectivity is activated, as an additionalCelllDs parameter
(location>locationinfo>additionalCelllDs), see Annex A.

fiveGSTAIList List of tracking areas associated with the registration area within which the UE is |C
current registered, see TS 24.501 [13], clause 9.11.3.9. (see NOTE 2)

NOTE 1. SUPI shall aways be provided, in addition to the warrant target identifier if different to SUPI. Other
identifiers shall be provided if available.

NOTE 2: List shal be included each time there is a change to the registration area.

The IRI-POI present in the AMF generating an xIRI containing an AMFldentifierAssociation record shall set the
Payload Direction field in the PDU header to not applicable (Direction Value 5, see ETSI TS 103 221-2 [8] clause
5.2.6).

6.2.2.2.8 Pasitioning info transfer

The IRI-POI present in the AMF shall generate an xIRI containing an AMFPositioninglnfoTransfer when the IRI-POI
present in the AMF detects one of the following events :

- an NRPPa(see TS 38.455 [86]) message related to atarget UE has been exchanged between the LMF and NG-
RAN viathe AMF.

- alLPP(see TS 37.355[85]) message related to atarget UE has been exchanged between the LMF and the target
UE viathe AMF.

Accordingly, the IRI-POI in AMF generates the xIRI when any of the following eventsis detected:
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AMF receives an Namf_Communication_N1IN2MessageTransfer (see TS 29.518 [22]) from LMF to request the
transfer of a NRPPa request to the serving NG-RAN node for atarget UE as part of a UE associated NRPPa
positioning activity. The NRPPareguest may be E-CID MEASUREMENT INITIATION REQUEST or OTDOA
INFORMATION REQUEST.

AMF sends aNamf_Communication_N2InfoNotify [22] to the LMF to forward the NRPPa response or report
received from the NG-RAN for atarget UE. The NRPParesponse or report may be E-CID MEASUREMENT
INITIATION RESPONSE, E-CID MEASUREMENT REPORT or OTDOA INFORMATION RESPONSE.

AMF receives an Namf_Communication_ N1N2MessageTransfer ([22]) from LMF to request the transfer of a
LPP message to atarget UE as part of a L PP positioning activity.

AMF sends an Namf_Communication N1MessageNotify ([22]) to LMF to forward a L PP message received
from the target UE.

Table 6.2.2-6A: Payload for AMFPositioningInfoTransfer record

Field name Description M/C/O
sUPI SUPI associated with the procedure (see NOTE 1 in table 6.2.2-6). M
sUCI SUCI used in the procedure, if applicable and if available. C
pEl PEI used in the procedure, if available (see NOTE 1 in table 6.2.2-6). C
gPSlI GPSI used in the procedure, if available (see NOTE 1 in table 6.2.2-6). C
gUTI 5G-GUTI used in the procedure, see TS 24.501 [13] clause 9.11.3.4. C
nRPPaMessage Any UE associated NRPPa message exchanged between the LMF and NG- C
RAN via AMF.
IPPMessage Any LPP message exchanged between the LMF and the target UE via AMF. C
IcsCorrelationld LCS correlation ID (see TS 29.572 [24] clause 6.1.6.3.2) related to a location M
session, found in the Namf_CommunicationN1N2MessageTransfer and
corresponding Namf_Communication_N2InfoNotify or
Namf_CommunicationN1MessageNotify. All the AMFPositioningIinfoTransfer
records related to the same location session have the same IcsCorrelationld.
6.2.2.2.9 UE Configuration Update

The IRI-POI in the AMF shall generate an xIRI containing a AMFUEConfigurationUpdate record when the IRI-POI
present in the AMF detects that a UE matching one of the target identifiers provided via LI_X1 has been commanded to
update its configuration. Accordingly, the IRI-POI in the AMF generates the xIRI when the following event is detected:

AMF sends a CONFIGURATION UPDATE COMMAND message to the target UE.
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Table 6.2.2-6B: Payload for AMFUEConfigurationUpdate record

Field name

Description

M/C/O

userldentifiers

List of identifiers, including the target identifier, associated with the target UE
registration stored in the AMF context. See TS 29.518 [22] clause 6.1.6.2.25.

M

guTI

Current 5G-GUTI associated with the UE context. If the AMF includes a new 5G-
GUTI as a part of the configuration update, this parameter shall be set to the
new GUTI and the oldGUTI parameter shall be populated, see TS 24.501 [13]
clause 8.2.19.3.

M

oldGUTI

Old 5G-GUTI associated with the UE context. If the AMF includes a new 5G-
GUTI as a part of the configuration update, this parameter shall be set to the old
GUTIL.

fiveGSTAIList

List of tracking areas associated with the registration area within which the UE is
current registered, see TS 24.501 [13] clause 9.11.3.9. Shall be included each
time there is a change to the registration area and omitted if the registration area
does not change.

slice

Provide, if available, one or more of the following:

- allowed NSSAI (see TS 24.501 [13] clause 9.11.3.37).

- configured NSSAI (see TS 24.501 [13] clause 9.11.3.37).

- rejected NSSAI (see TS 24.501 [13] clause 9.11.3.46).
This is derived from the information sent to the UE in the CONFIGURATION
UPDATE COMMAND message.

serviceAreal.ist

Includes a list of allowed service areas or non-allowed service areas, encoded
per TS 24.501 [13] clause 9.11.3.49, omitting the first two octets. Shall be
included if present in the CONFIGURATION UPDATE COMMAND message,
see TS 24.501 [13] clause 8.2.19.

registrationResult

Specifies the result of registration, see TS 24.501 [13] clause 9.11.3.6. Shall be
included if present in the CONFIGURATION UPDATE COMMAND message,
see TS 24.501 [13] clause 8.2.19.

C

sMSoverNASIndicator

Indicates whether SMS over NAS is supported. Shall be present if the SMS
indication is present in the CONFIGURATION UPDATE COMMAND message,
see TS 24.501 [13] clause 8.2.19.

6.2.2.3 Generation of IRI over LI_HI2

When an xIRI isreceived over LI_X2 from the IRI-POI in AMF, the MDF2 shall generate the corresponding IRI
message and deliver over L1_HI2 without undue delay. The IRI message shall contain a copy of the relevant record

received in the XIRI over L1_X2. Thisrecord may be enriched with any additional information available at the MDF
(e.g. additional location information).

The timestamp field of the PSHeader structure shall be set to the time at which the AMF event was observed (i.e. the

timestamp field of the X2 PDU).

The IRI type parameter (see ETSI TS 102 232-1 [9] clause 5.2.10) shall be included and coded according to table 6.2.2-
7

Table 6.2.2-7: IRI type for IRl messages

IRI message IRI type
AMFRegistration REPORT
AMFDeregistration REPORT
AMFLocationUpdate REPORT
AMFStartOfinterceptionWithRegisteredUE REPORT
AMFUnsuccessfulProcedure REPORT
AMFIdentifierAssociation REPORT
AMFPositioningInfoTransfer REPORT
AMFUEConfigurationUpdate REPORT

These IRl messages shall omit the CIN (see ETSI TS 102 232-1 [9] clause 5.2.4).

The threeGPP33128DefinedIRI field in ETSI TS 102 232-7 [10] clause 15 shall be populated with the BER-encoded

|RIPayload.
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When an additional warrant is activated on atarget UE and the L1PF uses the same X 1D for the additional warrant, the
MDF2 shall be able to generate and deliver the IRI message containing the AMFStartOf | nterceptionWithRegisteredUE
record to the LEMF associated with the additional warrant without receiving a corresponding xIRI. The payload of the
AMFStartOfI nterceptionWithRegisteredUE record is specified in table 6.2.2-4.

If the MDF2 did not receive from the IRI-POI the value of timeOfRegistration parameter in a previous corresponding
AMFStartOfI nterceptionWithRegisteredUE for the same registration, the MDF2 shall include in that parameter the time
provided in the timestamp previously received in the header of the related AMFRegistration xIRI.

6.2.2.4 Identity privacy

The AMF shall ensure for every registration (including re-registration) that SUPI has been provided by the UDM to the
AMF and that the SUCI to SUPI mapping has been verified as defined in TS 33.501 [11]. This shall be performed
regardless of whether the SUPI is atarget of interception, and whether the null encryption algorithmis used for the
SUCI. The AMF shall maintain the SUPI to SUCI mapping for at least the lifetime of the registration in order to alow
interception based on SUPI after theinitial registration.

6.2.2A Identifier Reporting for AMF

6.2.2A.1 Activation of reporting over LI_XEM1

The |EF in the AMF is activated and deactivated over LI_XEM1 by the LIPF using the LI_XEMZ1 protocol described in
clause 5.2.7.

NOTE: Sincethe |IEF reports association events for all UEs registered in the IEF' s parent AMF, unlike POl s there
is no concept of provisioning an |EF with target identifiers.

Upon receiving a valid activate task message over LI_XEM1, the |EF shall start generating records as defined in clause
6.2.2A.2.

Upon receiving avalid deactivate task message over LI_XEM1, the IEF shall stop generating records as defined in
clause 6.2.2A.2.

6.2.2A.2 Generation of records over LI_XER

6.2.2A.2.1 Events

The |EF in the AMF shall generate an | EFI dentifierAssociation record whenever the |IEF present in the AMF detects a
change in association between a SUPI and a 5G-GUT] for any UE registered with the AMF. The |EF shall send the
| EFldentifierAssociation records to the ICF over LI _XER as defined in clause 5.9.

Accordingly, the |EF in the AMF generates | EFl dentifierAssociation records when any of the following events are
detected:

- |EFAssociationRecord: Association of a5G-GUTI to a SUPI, (this may also include SUCI to SUPI association).
- |EFDeassociationRecord: De-association of a 5G-GUTI from a SUPI.

NOTEL: The de-association of 5G-GUTI from a SUPI event record is only generated if a new 5G-GUTI is not
allocated to a SUPI to update a previous association (e.g. at inter-AMF handover).

NOTE 2: AsSUCIsaresingle use and only valid for a single authentication, they are only valid at the single point
in time when the association event is detected and reported to the ICF by the |EF.

In addition, when an | EF is activated as per clause 6.2.2A.1, the | EF shall generate associations event for all SUPIs
which are registered in the AMF, where those identifier associations allocated prior to | EF activation remain current and
are still availablein the AMF (See NOTE 2).

NOTE 3: Only identifier associations which have been maintained by the AMF as part of normal network
operations will be available.
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In the case where the IEF in the AMF detects that a REGISTRATION ACCEPT message or a CONFIGURATION
UPDATE (5G-GUTI) message as defined in TS 24.501 [13] has been sent by the AMF towards a UE, the |EF shall
immediately generate an | EFl dentifierAssociation record. This record shall be generated regardless of whether the
CONFIGURATION UPDATE (5G-GUTI) or REGISTRATION ACCEPT procedure is subsequently successfully
completed or not.

6.2.2A.2.2 Association Events

For each association event, the |EF shall create an |EFA ssociationRecord, as defined bel ow.

Table 6.2.2A-1: Payload for IEFAssociationRecord

Field name Description M/C/O
sUPI SUPI associated with detected association event. M
fiveGGUTI 5G-GUTI shall be provided. Encoded as per TS 24.501 [13] figure 9.11.3.4.1, M
omitting the first four octets.
timeStamp Time at which the identifier association event occurred. M

Shall be given qualified with time zone information (i.e. as UTC or offset from
UTC, not as local time).

tAl Last known TAI associated with the SUPI. Encoded as per TS 24.501 [13] M
clause 9.11.3.8, omitting the first octet.
nCGl Last known nCGl(s) available when identifier association event detected. Given |M

as a sequence of PLMNID (encoded as per TS 38.413 [23] clause 9.3.3.5) and
NCI (encoded as per TS 38.413 [23] clause 9.3.1.7).

nCGITime uelLocationTimestamp(s) of nCGls if available in AMF as per TS 29 .571 [17] M
clause 5.4.4.9.

If ueLocationTimestamp(s) is not available, shall be populated with
timeStamp(s) of when last known nCGI(s), were obtained and stored by the

AMF.

sUCI SUCI shall be provided when event is triggered by association of a SUCI to a C
SUPI. Encoded as per TS 24.501 [13] clause 9.11.3.4, omitting the first 3 octets.

pEI PEI, (see NOTE 1). C

five GSTAIList List of tracking areas associated with the registration area within which the UE is |C
current registered, see TS 24.501 [13], clause 9.11.3.9. (see NOTE 2)

gPSsI GPSI, (see NOTE 1). C

NOTE 1: Shall be provided in first association record to |CF after PEI or GPSI is available and following any change

of PEI or GPSI.

NOTE 2: Asaminimum, list of tracking areas shall be included in the first association event for each SUPI registered
(per UE session) with the AMF and additionally whenever the TAI list changes due to achangein
registration area.

For each de-association event, the |EF shall create an | EFDeassociationRecord, as defined bel ow.

Table 6.2.2A-2: Payload for IEFDeassociationRecord

Field name Description M/C/O
sUPI SUPI associated with detected de-association event. M
fiveGGUTI 5G-GUTI shall be provided. Encoded as per TS 24.501 [13] figure 9.11.3.4.1, M
omitting the first four octets.
timeStamp Time at which the identifier de-association event occurred. M

Shall be given qualified with time zone information (i.e. as UTC or offset from
UTC, not as local time).

nCGl Last known nCGlI(s) available when identifier de-association event detected. M
Given as a sequence of PLMNID (encoded as per TS 38.413 [23] clause
9.3.3.5) and NCI (encoded as per TS 38.413 [23] clause 9.3.1.7).

nCGITime uelLocationTimestamp(s) of nCGls if available in AMF as per TS 29 .571 [17] M
clause 5.4.4.9.

If ueLocationTimestamp(s) is not available, shall be populated with
timeStamp(s) of when last known nCGI(s), were obtained and stored by the
AMF.
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6.2.2A.2.3 Transmission to the ICF

When activated (see clause 5.2.7), the |EF shall establish a TLS connection to the ICF as given over LI_XEML1. If the
|EF failsto establish a TLS connection, it shall report an error over LI_XEM1 using the error reporting mechanisms
described in ETSI TS 103 221-1 [7] and attempt to reconnect after a configurable period of time.

When arecord has been generated as described in clause 6.2.2A.2.2, the | EF shall encode the |EFAssociationRecord or
| EFDeassoci ationRecord as a BER-encoded |EFM essage structure, following the ASN.1 schemagiven in Annex F, and
transmit it to the |CF over the established TLS connection.

The |EF may transmit a keepalive request using the keepalive record defined in Annex F. Upon receiving a keepalive
request, the | CF shall respond with a keepaliveResponse record containing the same sequence number used in the
request. The circumstances under which the | EF transmits keepalive requestsis out of scope of the present document.

6.2.3 LI for SMF/UPF
6.2.3.1 Provisioning over LI_X1

6.2.3.1.1 General

If the warrant isfor IRI and CC, then the IRI-POI and the CC-TF in the SMF shall be provisioned in accordance with
clause 6.2.3.1.2, the MDF2 shall be provisioned in accordance with clause 6.2.3.1.3, and the MDF3 shall be provisioned
in accordance with clause 6.2.3.1.4.

If the warrant isfor IRI only, the IRI-POI in the SMF shall be provisioned in accordance with clause 6.2.3.1.2 and the
MDF2 shall be provisioned in accordance with clause 6.2.3.1.3.

If approach 1 described in clause 6.2.3.9 is used for packet header information reporting, the IRI-TF in the SMF shall be
provisioned in accordance with clause 6.2.3.1.2 and the MDF2 shall be provisioned in accordance with clause 6.2.3.1.3.
If approach 2 described in clause 6.2.3.9 is used for packet header information reporting, the CC-TF in the SMF shall be
provisioned in accordance with clause 6.2.3.1.2, the MDF2 shall be provisioned in accordance with clause 6.2.3.1.3,

and the MDF3 shall be provisioned in accordance with clause 6.2.3.1.4.

If the SMF is part of a combined SMF+PGW-C, the requirementsin clause 6.3.3 shall apply.

6.2.3.1.2 Provisioning of the IRI-POI, IRI-TF and CC-TF in the SMF

The IRI-POI, IRI-TF and CC-TF present in the SMF are provisioned over LI_X1 by the LIPF using the X1 protocol as
described in clause 5.2.2.

The POI/TF in the SMF shall support the following target identifier formatsin the ETSI TS 103 221-1 [ 7] messages (or
equivalent if ETSI TS 103 221-1 [7] is not used):

- SUPIIMSI.

- SUPINALI.

- PEIIMEL

- PEIIMEISV.

- GPSIMSISDN.
- GPSINAL.

Table 6.2.3-0A shows the minimum details of the L1_X1 ActivateTask message used for provisioning the IRI-POI, in
the SMF.

ETSI



3GPP TS 33.128 version 17.10.0 Release 17

a7

Table 6.2.3-0A: ActivateTask message for SMF IRI-POI, CC-TF and IRI-TF

ETSI TS 133 128 V17.10.0 (2023-10)

ETSI TS 103 221-1 [7] field name Description M/C/O

XID XID assigned by LIPF. If the CC-TF or IRI-TF is also being tasked for the M
same interception, the same XID shall be used.

Targetldentifiers One or more of the target identifiers listed in the paragraph above. M

DeliveryType Set to “X20nly”, “X30nly” or “X2andX3" as needed to meet the requirements |M
of the warrant. (NOTE: "X20nly" for IRI-POI, IRI-TF and "X30Only" for CC-TF
can also be used).

TaskDetailsExtensions/ Header reporting-specific tag to be carried in the TaskDetailsExtensions field |C

HeaderReporting of ETSI TS 103 221-1 [7]. See table 6.2.3.9.2-1. Unless there is a CSP/LEA
agreement to not report packet header information, this field shall be present
to enable packet header information reporting.

ListOfDIDs Delivery endpoints of LI_X2 or LI_X3. These delivery endpoints shall be M
configured using the CreateDestination message as described in ETSI TS
103 221-1 [7] clause 6.3.1 prior to first use.

ListOfServiceTypes Shall be included when the task should only intercept specific CSP service |C

types as described in clause 5.2.4. This parameter is defined in ETSI TS 103
221-1[7], clause 6.2.1.2, table 4.

To enable packet header information reporting, parameters specified in table 6.2.3.9.2-1: PDHRReportingExtensions
parameters shall be provided as the TaskDetail sExtensions/HeaderReporting field of the L1_X1 provisioning message.

6.2.3.1.3

Provisioning of the MDF2

The MDF2 listed as the delivery endpoint for XIRI generated by the IRI-POI in the SMF or the IRI-POI in the UPF shall
be provisioned over LI_X1 by the LIPF using the X1 protocol as described in clause 5.2.2. Table 6.2.3-0B shows the
minimum details of the LI_X1 ActivateTask message used for provisioning the MDF2.

The MDF2 shall support the following target identifier formatsinthe ETSI TS 103 221-1 [7] messages (or equivaent if

ETSI TS 103 221-1 [7] is not used):

- SUPIIMSI.

- SUPINAL.

- PEIIMEL

- PEIIMEISV.

- GPSIMSISDN.
- GPSINAL.

Table 6.2.3-0B: ActivateTask message for MDF2

ETSI TS 103 221-1 [7] field name Description M/C/O
XID XID assigned by LIPF. M
Targetldentifiers One or more of the target identifiers listed in the paragraph above. M
DeliveryType Set to “X20nly”, “X30nly” or “X2andX3" as needed to meet the requirements |M

of the warrant. (Ignored by the MDF2).

TaskDetailsExtensions/ Header reporting-specific tag to be carried in the TaskDetailsExtensions field |C

HeaderReporting of ETSI TS 103 221-1 [7]. See table 6.2.3.9.2-1. Unless there is a CSP/LEA
agreement to not report packet header information, this field shall be present
to enable packet header information reporting.

ListOfDIDs Delivery endpoints of LI_HI2. These delivery endpoints shall be configured M
using the CreateDestination message as described in ETSI TS 103 221-1 [7]
clause 6.3.1 prior to first use.

ListOfMediationDetails Sequence of Mediation Details, See table 6.2.3-0C. M
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Table 6.2.3-0C: Mediation Details for MDF2

ETSI TS 103 221-1 [7] field name Description M/C/O
LIID Lawful Intercept ID associated with the task. M
DeliveryType Set to "HI20nly". M
ListOfDIDs Details of where to send the IRI for this LIID. Shall be included if deviation C

from the ListofDIDs in the ActivateTask message is necessary. If included,
the ListOfDIDs in the Mediation Details shall be used instead of any delivery
destinations authorised by the ListOfDIDs field in the ActivateTask Message.
ServiceScoping Shall be included to Identify the service(s) and associated service-related C
delivery settings for this LIID. May include more than one instance of this
parameter to allow for different combinations of subparameters associated
with a single LIID. This parameter is defined in ETSI TS 103 221-1 [7] Annex
C table C.2.
MediationDetailsExtensions/ Header reporting-specific tag to be carried in the MediationDetailsExtensions |C

HeaderReporting

field of ETSI TS 103 221-1 [7]. See table 6.2.3.9.2-1. This field shall be
included if deviation from the taskDetails HeaderReporting
TaskDetailsExtensions is required. If included, the details shall be used
instead of the HeaderReporting instructions specified in the HeaderReporting
field in the TaskDetails structure.

6.2.3.1.4 Provisioning of the MDF3

The MDF3 listed as the delivery endpoint for the xCC generated by the CC-POI in the UPF shall be provisioned over
L1_X1 by the LIPF using the X1 protocol as described in clause 5.2.2. Table 6.2.3-0D shows the minimum details of the
LI_X1 ActivateTask message used for provisioning the MDF3. If packet header information reporting is authorised and
approach 2 described in clause 6.2.3.9.1 is used, the endpoint for the MDF3 shall be the MDF2 over LI_MDF.

The MDF3 shall support the following target identifier formatsin the ETSI TS 103 221-1 [7] messages (or equivalent if

ETSI TS 103 221-1[7] is not used):
- SUPIIMSI.
- SUPINAI.
- PEIIMEL
-  PEIIMEISV.
- GPSIMSISDN.
- GPSINAL.

Table 6.2.3-0D: ActivateTask message for MDF3

ETSI TS 103 221-1 [7] field name Description M/C/O
XID XID assigned by LIPF. M
Targetldentifiers One or more of the target identifiers listed in the paragraph above. M
DeliveryType Set to “X20nly”, “X30nly” or “X2andX3" as needed to meet the M

requirements of the warrant.
TaskDetailsExtensions/ Header reporting-specific tag to be carried in the TaskDetailsExtensions C
HeaderReporting field of ETSI TS 103 221-1 [7]. See table 6.2.3.9.2-1. Unless there is a
CSP/LEA agreement to not report packet header information, this field
shall be present to enable packet header information reporting is.
ListOfDIDs Delivery endpoints of LI_HI3 or LI_MDF. These delivery endpoints shall be (M
configured using the CreateDestination message as described in ETSI TS
103 221-1 [7] clause 6.3.1 prior to first use.
ListOfMediationDetails Sequence of Mediation Details, see table 6.2.3-0E. M
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Table 6.2.3-0E: Mediation Details for MDF3

ETSI TS 103 221-1 [7] field name Description M/C/O
LIID Lawful Intercept ID associated with the task. M
DeliveryType Set to "HI3Only". M
ListOfDIDs Details of where to send the CC for this LIID. Shall be included if deviation |C

from the ListofDIDs in the ActivateTask message is necessary. If included,
the ListOfDIDs in the Mediation Details shall be used instead of any
delivery destinations authorised by the ListOfDIDs field in the ActivateTask
Message.

ServiceScoping Shall be included to Identify the service(s) and associated service-related |C
delivery settings for this LIID. May include more than one instance of this
parameter to allow for different combinations of subparameters associated
with a single LIID. This parameter is defined in ETSI TS 103 221-1 [7]
Annex C table C.2.

MediationDetailsExtensions/ Header reporting-specific tag to be carried in the C
HeaderReporting MediationDetailsExtensions field of ETSI TS 103 221-1 [7]. See table
6.2.3.9.2-1. This field shall be included if deviation from the taskDetails
HeaderReporting TaskDetailsExtensions is required. If included, the details
shall be used instead of the HeaderReporting instructions specified in the
HeaderReporting field in the TaskDetails structure.

6.2.3.2 Generation of xIRI at IRI-POI in SMF over LI_X2

6.2.3.2.1 General

The IRI-POI present in the SMF shall send the xIRIs over L1_X2 for each of the eventslisted in TS 33.127 [5] clause
6.2.3.3, the details of which are described in the following clauses. In the case where the SMF is part of a combined
SMF+PGW-C, the details of the events are specified in clause 6.3.3.2. The IRI-POI present in the SMF shall also send a
SeparatedL ocationReporting xIRI (as described in clause 7.3.4.1) when the IRI-POI provisioned in the H-SMF detects
that the V-SMF has sent location data via the HsmfUpdateData service operation to the H-SMF that does not otherwise
trigger an existing SMF record type.

As specified in TS 23.501 [2] clause 5.6.1, a PDU session may support either a single-access PDU Connectivity Service
(referred to as a single-access PDU Session) or a multi-access PDU Connectivity Service (referred to as a Multi-Access
PDU (MA PDU) session).

The details of the messages for single-access PDU sessions are provided below in clauses 6.2.3.2.2, 6.2.3.2.3, 6.2.3.2.4,
6.2.3.2.5and 6.2.3.2.6.

The details of the messages for multi-access PDU sessions are provided below in clauses 6.2.3.2.7 and 6.2.3.2.8.

6.2.3.2.2 PDU session establishment

The IRI-POI in the SMF shall generate an xIRI containing an SMFPDU SessionEstablishment record when the IRI-POI
present in the SMF detects that a single-access PDU session has been established for the target UE. The IRI-POI present
in the SMF shall generate the xIRI for the following events:

- For anon-roaming scenario, the SMF (or for aroaming scenario, V-SMF in the VPLMN), sendsthe N1 NAS
message (viaAMF) PDU SESSION ESTABLISHMENT ACCEPT to the UE and the 5G Session Management
(5GSM) state within the SMF is changed to PDU SESSION ACTIVE (see TS 24.501 [13]).

- For ahome-routed roaming scenario, the SMF in the HPLMN (i.e. H-SMF) sends the N16:
Nsmf_PDU_Session_Create response message with n1SminfoToUe | E containing the PDU SESSION
ESTABLISHMENT ACCEPT (see TS 29.502 [16]).

If the Npcf_SMPolicyControl_Create response received from the PCF for the target UE in response to
Npcf_SMPolicyControl_Create request includes PCC rulesin which the traffic control policy data contains either a
routeTolLocs | E or trafficSteeringPol 1dDI | E and/or trafficSteeringPolldUI 1E, then the SMF shall include those PCC
rulesin the xIRI. These PCC rules correspond to policies that influence the target UE's traffic flows (see TS 29.513 [88]
clause 5.5.3).
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Table 6.2.3-1: Payload for SMFPDUSessionEstablishment record
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Field name

Description

M/C/O

SUPI

SUPI associated with the PDU session (e.g. as provided by the AMF in the
associated Nsmf_PDU_Session_CreateSMContext service operation). Shall be
present except for PEI-only unauthenticated emergency sessions (see NOTE).

C

sUPIUnauthenticated

Shall be present if a SUPI is present in the message and set to “true” if the SUPI
has not been authenticated, or “false” if it has been authenticated.

pEI

PEI associated with the PDU session if available (see NOTE).

gPSI

GPSI associated with the PDU session if available (see NOTE).

pDUSessionID

PDU Session ID See TS 24.501 [13] clause 9.4.

gTPTunnellD

Contains the F-TEID identifying the UPF endpoint of the GTP tunnel used to
encapsulate the traffic derived from the UL NG-U UP TNL Information (see TS
38.413 clause 9.3.4.1), as defined in TS 29.244 [15] clause 8.2.3. Non-GTP
encapsulation is for further study.

ZIZ|00] O

pDUSessionType

Identifies selected PDU session type, see TS 24.501 [13] clause 9.11.4.11.

sSNSSAI

Slice identifiers associated with the PDU session, if available. See TS 23.003
[19] clause 28.4.2 and TS 23.501 [2] clause 5.15.2.

uEEndpoint

UE endpoint address(es) assigned to the PDU Session if available (see TS
29.244 [15] clause 5.21).

non3GPPAccessEndpoint

UE's local IP address used to reach the N3IWF, TNGF or TWIF, if available. IP
addresses are given as 4 octets (for IPv4) or 16 octets (for IPv6) with the most
significant octet first (network byte order).

location

Location information provided by the AMF or present in the context at the SMF,
if available.

dNN

Data Network Name requested by the target UE, as defined in TS 23.003[19]
clause 9A and described in TS 23.502 [4] clause 4.3.2.2. Shall be given in
dotted-label presentation format as described in TS 23.003 [19] clause 9.1.

aMFID

Identifier of the AMF associated with the target UE, as defined in TS 23.003 [19]
clause 2.10.1 if available.

hSMFURI

URI of the Nsmf_PDUSession service of the selected H-SMF, if available. See
TS 29.502 [16] clause 6.1.6.2.2.

requestType

Type of request as described in TS 24.501 [13] clause 9.11.3.47 provided within
the Nsmf_PDU_Session_CreateSMContext Request (TS 29.502 [16]) message
shall be reported.

In the case where the network does not support Multi Access (MA) PDU
sessions, but receives a MA PDU session request, a request type of “Initial
request” shall be reported.

In the case where the network does not provide a request type value for a non-
MA PDU session, a request type of “initial request”, according to TS 24.501 [13]
clause 6.4.1.2 shall be reported.

accessType

Access type associated with the session (i.e. 3GPP or non-3GPP access) if
provided by the AMF (see TS 24.501 [13] clause 9.11.2.1A).

rATType

RAT Type associated with the access if provided by the AMF as part of session
establishment (see TS 23.502 [4] clause 4.3.2). Values given as per TS 29.571
[17] clause 5.4.3.2.

sMPDUDNRequest

Contents of the SM PDU DN Request container, if available, as described in TS
24.501 [13] clause 9.11.4.15.

C

UEEPSPDNConnection

This IE shall be present, if available, during an EPS to 5GS Idle mode mobility or
handover using the N26 interface. If present, it shall contain the EPS bearer
context(s) information present in the uUEEPSPDNConnection parameter of the
intercepted SmContextCreateData message. (see TS 29.502 [16] clause
6.1.6.2.2).

C

ePS5GSCombolnfo

Provides detailed information about PDN Connections associated with the
reported PDU Session. Shall be included if the AMF has selected a SMF+PGW-
C to serve the PDU session. This parameter shall include the additional IEs in
Table 6.2.3-1A, if present.

C

selectedDNN

Shall be present if a DNN other than the UE requested DNN is selected for the
PDU Session. Shall be given in dotted-label presentation format as described in
TS 23.003 [19] clause 9.1.

C

servingNetwork

PLMN ID of the serving core network operator, and, for a Non-Public Network
(NPN), the NID that together with the PLMN ID identifies the NPN. Shall be
present if this IE is in the SMContextCreateData or PDUSessionCreateData
message sent to the SMF or the PDU Session Context or SM Context at the
SMF (see TS 29.502 [16] clauses 6.1.6.2.2, 6.1.6.2.9 and 6.1.6.2.39).

C

oldPDUSessionlID

Shall be present if this IE is in the SMContextCreateData or
PDUSessionCreateData message sent to the SMF or the PDU Session Context
or SM Context at the SMF (see TS 29.502 [16] clauses 6.1.6.2.2, 6.1.6.2.9 and
6.1.6.2.39).
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handoverState

Indicates whether the PDU Session Establishment being reported was due to a
handover. Shall be present if this IE is in the SMContextCreatedData sent by the
SMF (see TS 29.502 [16] clause 6.1.6.2.3).

C

gTPTunnellnfo

Contains the information for the User Plane GTP Tunnels for the PDU Session
(see TS 29.502 [16] clauses 6.1.6.2.2, 6.1.6.2.9 and 6.1.6.2.39). See Table
6.2.3-1B.

M

pCCRules

Set of PCC rules related to traffic influence. Each PCC rule influences the
routing of a given traffic flow. If several flows are concerned, then several PCC
rules shall be handled by the SMF. Traffic influence policies are originated by an
AF. PCF translates these rules into PCC rules for traffic influence. The payload
of a PCC rule for traffic influence is defined in Table 6.2.3-1E.

ePSPDNConnectionEstablishm
ent

Provides details about PDN Connections when the
SMFPDUSessionEstablishment xIRI message is used to report PDN Connection
establishment. See Table 6.3.3-1 and clause 6.3.3.2.2.

NOTE: At least one of the SUPI, PEI or GPSI fields shall be present.

Table 6.2.3-1A: Payload for ePS5GSCombolinfo

ePSinterworkingIndication

Indicates whether and how the PDU Session may be moved to EPS. Shall be
derived from the Epsinterworkingindication associated with the PDU Session at
the SMF+PGW-C(see TS 29.502 [16] clause 6.1.6.3.11).

M

ePSSubscriberIDs

Includes the Subscriber Identities associated with the EPS PDN Connection in
the UE Context sent from the MME to the AMF or known in the context at the
SMF+PGW-C.See TS 29.274 [87] clause 7.2.1 and TS 23.502 [4] clause 4.11.1.

M

ePSPdnCnxInfo

Shall be present if there are any EPS PDN connections associated to the PDU
Session in the SM Context or PDU Session Context at the SMF+PGW-C.
Contains information about the EPS PDN connection associated with the PDU
Session. See TS 29.502 [16] clause 6.1.6.2.31.

C

ePSBearerinfo

Shall be present if there are any EPS Bearers associated to the PDU Session in
the SM Context or PDU Session Context at the SMF+PGW-C. Contains
information about the EPS Bearer context(s) associated with the PDU Session.
See TS 29.502 [16] clause 6.1.6.2.4.

C

Table 6.2.3-1B: gTPTunnellnfo field

Field name

Description

M/C/O

fiveGSGTPTunnels

Shall include the 5GS GTP Tunnels (See Table 6.2.3-1C) when the xIRI
message is used to report PDU Session related events.

C

ePSGTPTunnels

Shall include the information for the User Plane GTP Tunnels for the bearer
context if present in the Request or Response (see TS 29.274 [87] clauses
7.2.2,7.2.4 and 8.15) or known at the context at the SGW or PGW (see TS
23.401 [50] clause 5.6.4) when the xIRI message is used to report PDN
Connection related events. See Table 6.3.3-6.

C

Table 6.2.3-1C: fiveGSGTPTunnels field

Field name

Description

M/C/O

ULNGUUPTunnellnformation

Shall include the F-TEID for the UPF endpoint of the NG-U transport bearer
(See TS 38.413 [23] clause 9.3.4.1).

C

additionalULNGUUPTunnellnformat |Shall include the F-TEID for the UPF endpoint of any additional NG-U

ion

transport bearers (See TS 38.413 [23] clause 9.3.4.1).

C

dLRANTunnellnformation

Shall include the RAN tunnel and QOS Flow information for the PDU Session
(See TS 29.502 [16] clause 6.1.6.2.39 and TS 38.413 [23] clause 9.3.4.1).
See Table 6.2.3-1D.

C
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Table 6.2.3-1D: dLRANTunnellnformation field

Field name Description M/C/O
dLQOSFlowTunnellnformation Shall include the F-TEID NG-RAN endpoint of the NG-U transport bearer C
together with associated QoS flows (See TS 38.413 [23] clause 9.3.4.2 and
TS 29.502 [16] clause 6.1.6.2.39).
additionalDLQOSFlowTunnelinform [Shall include the F-TEID NG-RAN endpoint of any additional NG-U transport |C
ation bearers together with associated QoS flows (See TS 38.413 [23] clause
9.3.4.2 and TS 29.502 [16] clause 6.1.6.2.39).
redundantDLQOSFlowTunnellnfor |Shall include the F-TEID NG-RAN endpoint of redundant NG-U transport C
mation bearers together with associated QoS flows (See TS 38.413 [23] clause
9.3.4.2 and TS 29.502 [16] clause 6.1.6.2.39).
additionalredundantDLQOSFlowTu |[Shall include the F-TEID NG-RAN endpoint of any additional redundant NG- |C
nnellnformation U transport bearers together with associated QoS flows (See TS 38.413 [23]
clause 9.3.4.2 and TS 29.502 [16] clause 6.1.6.2.39).
Each PCC rule for traffic influence has the payload defined in Table 6.2.3-1E.
Table 6.2.3-1E: Payload of PCCrule for traffic influence
Field name Description M/C/O
pCCRulelD Policy rule identifier. This IE is defined in TS 29.512 [89], table 5.6.2.6-1. M
appld Identifies an application (NOTE 1). This IE is defined in TS 29.512 [89], table c
5.6.2.6-1 (NOTE 1), if available.
pFD Packet flow description (PFD) associated with the appld. It is defined in TS C
29.551 [94] table 5.6.2.5-1 (NOTE 1).
flowlInfos A set of flow information, if available. A flow information is an Ethernet or IP flow |C
packet filter information (NOTE 1). This IE is defined in TS 29.512 [89], table
5.6.2.6-1 (NOTE 1). FlowInfos may be IP flow or Ethernet flow. IP flow is
specified in TS 29.214, section 5.3.8 [92]. Ethernet Flow is specified in TS
29.514 [91] Table 5.6.2.17-1.
appReloc Indicates that the application cannot be relocated once a location of the C
application is selected by the 5GC when it is included and set to "true". The
default value is "false".
simConnlind Indication of simultaneous connectivity temporarily maintained for the source C
and target PSA (PDU Session Anchor). If it is included and set to "true”,
temporary simultaneous connectivity should be kept. The default value "false”
applies, if the IE is not present. This IE is defined in TS 29.512 [89], table
5.6.2.9-1.
simConnTerm Indication of the minimum time interval to be considered for inactivity of the C
traffic routed via the source PSA during the edge re-location procedure. It may
be included when the "simConnind" attribute is set to true. This IE is defined in
TS 29.512 [89], table 5.6.2.9-1.
maxAllowedUpLat Indicates the target user plane latency in units of milliseconds used by SMFto |C
decide whether edge relocation is needed to ensure that the user plane latency
does not exceed the value. This IE is defined in TS 29.512 [89], table 5.6.2.9-1.
routeToLocs A set of traffic routes. A traffic route provides information to route to/from a C
DNAI. This IE is defined in TS 29.512 [89], table 5.6.2.9-1 (NOTE 2).
trafficSteeringPolldDI Traffic steering policy for downlink traffic at the SMF, if available. This IE is C
defined in TS 29.512 [89], table 5.6.2.9-1 (NOTE 2).
trafficSteeringPolldUI Traffic steering policy for downlink traffic at the SMF, if available. This IE is C
defined in TS 29.512 [89], table 5.6.2.9-1 (NOTE 2).
sourceDNAI No longer used in present version of the present document. C
targetDNAI No longer used in present version of the present document. C
dNAIChangeType No longer used in present version of the present document. C
sourceUEIPAddress No longer used in present version of the present document. C
targetUEIPAddress No longer used in present version of the present document. C
eASIPReplacelnfos Contains EAS IP replacement information for a Source and a Target EAS, if C

available. This IE is defined in TS 29.571 [17], table 5.4.4.79.

NOTE 1: Either appld/pFD or flowlnfos shall be supplied.

NOTE 2: TrafficSteeringPolldDI attribute and/or trafficSteeringPol 1dUI attribute and routeT oL ocs attribute are
mutually exclusive.
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6.2.3.2.3 PDU session modification

The IRI-POI in the SMF shall generate an xIRI containing an SMFPDU SessionM odification record when the IRI-POI
present in the SMF detects that a single-access PDU session has been modified for the target UE. The IRI-POI present
in the SMF shall generate the xIRI for the following events:

- For anon-roaming scenario, the SMF (or for aroaming scenario, V-SMF in the VPLMN), receivesthe N1 NAS
message (viaAMF) PDU SESSION MODIFICATION COMPLETE from the UE and the 5GSM state within the
SMF isreturned to PDU SESSION ACTIVE (see TS 24.501 [13]). This appliesto the following two cases:

- UE initiated PDU session modification.
- Network initiated PDU session modification.

- For anon-roaming scenario, the SMF (or for aroaming scenario, V-SMF in the VPLMN), sendsthe N1 NAS
message (viaAMF) PDU SESSION ESTABLISHMENT ACCEPT to the UE and the 5GSM state within the
SMF remainsin the PDU SESSION ACTIVE (see TS 24.501 [13]). This applies to the following case:

- Handover from one access type to another access type happens (e.g. 3GPP to non-3GPP).

- For ahome-routed roaming scenario, the SMF in the HPLMN (i.e. H-SMF) receives the N16:
Nsmf_PDU_Session_Update Response message with n1SminfoFromUe |E containing the PDU SESSION
MODIFICATION COMPLETE (see TS 29.502 [16]). This appliesto the following three cases:

- UEinitiated PDU session modification.
- Network (VPLMN) initiated PDU session modification.
- Network (HPLMN) initiated PDU session modification.

- For ahome-routed roaming scenario, the SMF in the HPLMN (i.e. H-SMF) sends the N16:
Nsmf_PDU_Session_Create Response message with n1SminfoToUe | E containing the PDU SESSION
ESTABLISHMENT ACCEPT (see TS 29.502 [16]) while it had received aN16 Nsmf_PDU_Session_Create
Request message with an existing PDU Session Id with access type being changed. This applies to the following
case:

- Handover from one access type to another access type happens (e.g. 3GPP to non-3GPP) where the V-SMF
is used for the PDU session on the new access type only.

- For ahome-routed roaming scenario, the SMF in the HPLMN (i.e. H-SMF) sends the N16:
Nsmf_PDU_Session_Update Response message with n1SminfoToUe IE containing the PDU SESSION
ESTABLISHMENT ACCEPT (see TS 29.502 [16]) while it had received aN16 Nsmf_PDU_Session_Update
Request message with an existing PDU Session Id with access type being changed. This applies to the following
case:

- Handover from one access type to another access type happens (e.g. 3GPP to non-3GPP) where the same V-
SMF isused for the PDU session on both access types.

- For anon-roaming scenario, SMF sends aNsmf_EventExposure Notify request to the NEF or AF for the target
UE for the event "UP Path Change" related to a corresponding subscription from AF (see TS 29.508 [90] clause
4.2.2).

- For anon-roaming scenario, SMF sends a Nsmf_EventExposure_AppRelocationlnfo response to the NEF or AF
for the target UE in response to Nsmf_EventExposure_AppRelocationlnfo request sent by NEF or AF to SMF
(see TS 29.508 [90] clause 4.2.5).

- For anon-roaming scenario, SMF receives a Nnef PFDManagement_Fetch response from the NEF for the target
UE in response to Nnef_PFDManagement_Fetch request sent by SMF to NEF (see TS 29.551 [94] clause 4.2.2).

If the Npcf_SMPolicyControlUpdateNotify response sent to the PCF for the target UE in response to an
Npcf_SMPolicyControlUpdateNotify request includes PCC rulesin which the traffic control policy data contains either
arouteToLocs | E or trafficSteeringPol |dDI |E and/or trafficSteeringPolIdUI | E, then the SMF shall include those PCC
rulesin the xIRI. These PCC rules correspond to policies that influence the target UE’ s traffic flows (see TS 29.513
[88] clause 5.5.3).
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Field name

Description

sUPI

SUPI associated with the PDU session (e.g. as provided by the AMF in the
associated Nsmf_PDU_Session_CreateSMContext service operation). Shall be
present except for PEI-only unauthenticated emergency sessions.

sUPIUnauthenticated

Shall be present if a SUPI is present in the message and set to “true” if the SUPI
was not authenticated, or “false” if it has been authenticated.

pEI

PEI associated with the PDU session if available.

gPSI

GPSI associated with the PDU session if available.

SNSSAI

Slice identifier associated with the PDU session, if available. See TS 23.003 [19]
clause 28.4.2 and TS 23.501 [2] clause 5.15.2.

non3GPPAccessEndpoint

UE's local IP address used to reach the N3IWF, TNGF or TWIF, if available. IP
addresses are given as 4 octets (for IPv4) or 16 octets (for IPv6) with the most
significant octet first (network byte order).

location

Location information provided by the AMF or present in the context at the SMF,
if available.

requestType

For both a UE- as well as a network-requested PDU session the POI (SMF)
shall set the request type parameter to "modification request".

accessType

Access type associated with the session (i.e. 3GPP or non-3GPP access) if
provided by the AMF (see TS 24.501 [13] clause 9.11.2.1A).

rATType

RAT type associated with the access, if available. Values given as per TS
29.571 [17] clause 5.4.3.2.

pDUSessionID

PDU Session ID See TS 24.501 [13] clause 9.4. This parameter is conditional
only for backwards compatibility.

ePS5GSCombolnfo

Provides detailed information about PDN Connections associated with the
reported PDU Session. Shall be included when the AMF has selected a
SMF+PGW-C to serve the PDU session. This parameter may include the
additional |IEs in Table 6.2.3-1A, when available.

O O O 0O Z O

uEEndpoint

UE IP address(es) assigned to the PDU Session if available (See TS 29.244
[15] clause 5.21).

servingNetwork

Shall be present if this IE is in the SMContextUpdateData, HsmfUpdateData or
message sent to the SMF or the PDU Session Context or SM Context at the
SMF (see TS 29.502 [16] clauses 6.1.6.2.3, 6.1.6.2.11 and 6.1.6.2.39).

handoverState

Indicates whether the PDU Session Modification being reported was due to a
handover. Shall be present if this IE is in the SMContextUpdatedData or sent by
the SMF (see TS 29.502 [16] clause 6.1.6.2.3).

gTPTunnellnfo

Contains the information for the User Plane GTP Tunnels for the PDU Session
(see TS 29.502 [16] clauses 6.1.6.2.2, 6.1.6.2.9 and 6.1.6.2.39). See Table
6.2.3-1B.

M

pCCRules

Set of PCC rules related to traffic influence. Each PCC rule influences the
routing of a given traffic flow. If several flows are concerned, then several PCC
rules shall be handled by the SMF. Traffic influence policies are orginated by an
AF. PCF translates these rules into PCC rules for traffic influence. The payload
of a PCC rule for traffic influence is defined in Table 6.2.3-1E.

ePSPDNConnectionModification

Provides details about PDN Connections when the
SMFPDUSessionModification xIRI message is used to report PDN Connection
Modification. See Table 6.3.3-8 and clause 6.3.3.2.3.

uPPathChange

Notification of the UPPathChange event, if available. This IE is defined in TS
29.508 [90], Table 5.6.2.5-1.

pFDDataForApp

Represents the packet flow descriptions (PFDs) for an application identifier
(Appld), if available. This IE is defined in TS 29.551 [94], Table 5.6.2.2-1.
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Field name Description M/C/O
sourceDNAI Source DNAI, if the DNAI has changed. DNAI represents the location of
T . ; . C
applications towards which the traffic routing should apply.
targetDNAI Target DNAI if the DNAI has changed. C
dNAIChangeType Type of a DNAI change. Possible values are "early", "late" and "earlyAndLate" c
notification of UP path reconfiguration.
sourceUEIPAddress The IPv4 Address of the served UE for the source DNAI, if available. C
targetUEIPAddress The IPv4 Address of the served UE for the target DNAI, if available. C
sourceTrafficRouting N6 traffic routing information for the source DNAI, if available. C
targetTrafficRouting N6 traffic routing information for the target DNAI, if available. C
mACAddress The MAC address of the served UE, if available. C
Table 6.2.3-2B: Payload of PFDDataForApp
Field name Description M/C/O
appld Identifier of an application M
pFDs PFDs for an application identifier, if available. PFD is defined in TS 29.551 [94], c
Table 5.6.2.5-1.
Table 6.2.3-2C: Payload of PFD
Field name Description M/C/O
pFDId PFD identifier M
pFDflowDescription Represents a set of 3-tuple with protocol, server IP address and server port for C
UL/DL application traffic, if available.
URLs Represents a set of URL, if available. C
domainNames Represents a set of FQDN, if available. C
dnProtocol Indicates the additional protocol and protocol field for domain names to be c
matched, if available. This IE is defined in 29.122 [63], Table 5.14.2.2.4-1.
6.2.3.2.4 PDU session release

The IRI-POI in the SMF shall generate an xIRI containing an SMFPDU SessionRelease record when the IRI-POI

present in the SMF detects that a single-access PDU session has been released. The IRI-POI present in the SMF shall

generate the xIRI for the following events:

For anon-roaming scenario, the SMF (or for aroaming scenario, V-SMF in the VPLMN), receivesthe N1 NAS
message (viaAMF) PDU SESSION RELEASE COMPLETE from the UE and the 5GSM state within the SMF
ischanged to PDU SESSION INACTIVE (see TS 24.501 [13]). This applies to the following two cases:

- UE initiated PDU session release.
- Network initiated PDU session release.

For anon-roaming scenario, the SMF (or for aroaming scenario, V-SMF in the VPLMN), receivesthe N1 NAS
message (viaAMF) STATUS from the UE with the cause valueslisted in TS 24.501 [13], clause 6.5.3 and the
5GSM state within the SMF is changed to PDU SESSION INACTIVE. One of the cases where this appliesis of
UE finding that the PDU session ID received in a PDU SESSION MODIFICATION COMMAND isinvalid.

For anon-roaming scenario, the SMF (or for aroaming scenario, the V-SMF in the VPLMN) sends the
Nsmf_PDUSession_ReleaseSM Context Response to the AMF (see TS 29.502 [16], clause 5.2.2.4). This applies
to the case where the PDU session is released without any N1 or N2 messages (e.g. AMF initiates the PDU
session release when it finds that the PDU session is no longer associated with the UE, see TS 23.502 [4], clause
4.2.2.4).

For anon-roaming scenario, the SMF (or for aroaming scenarios, V-SMF in the VPLMN) sends
Nsmf_PDUSession_SM ContextStatusNotify (see TS 29.502 [16], clause 6.1.6.2.8) with RELEASED in the
ResourceStatus | E (see TS 29.502 [16], clause 6.1.6.3.1) to the AMF. This applies to the case where PDU
session release is neither initiated by a NAS message nor by Nsmf_PDU SessionRel easeSM Context Request
message (see TS 29.502 [16], clause 5.2.2.5).
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For ahome-routed roaming scenario, the SMF inthe HPLMN (i.e. H-SMF) receives the N16:
Nsmf_PDU_Session_Update response message with n1SmlnfoFromUe | E containing the PDU SESSION
RELEASE COMPLETE (see TS 29.502 [16]) from the V-SMF. This applies to the following three cases:

- UEinitiated PDU session release.
- Network (VPLMN) initiated PDU session release.
- Network (HPLMN) initiated PDU session release.

For aroaming scenario, H-SMF in the HPLMN sends the Nsmf_PDUSession_Rel ease Response to the V-SMF
(see TS 29.502 [16], clause 5.2.2.9). This appliesto the case where the PDU session is released without any N1
or N2 messages (e.g. AMF in the VPLMN initiates the PDU session release when it finds that the PDU session is
no longer associated with the UE, see TS 23.502 [4], clause 4.3.4.3).

For aroaming scenario, H-SMF in the HPLMN sends a Nsmf_PDUSession_StatusNotify (see TS 29.502 [16],
clause 6.1.6.2.17) with RELEASED in the ResourceStatus |E (see TS 29.502 [16], clause 6.1.6.3.1) to the V-
SMF. This appliesto the case where PDU session release is neither initiated by a NAS message nor by
Nsmf_PDU SessionRel ease Request message (see TS 29.502 [16], clause 5.2.2.9).

Table 6.2.3-3: Payload for SMFPDUSessionRelease record

Field name Description M/C/O

sUPI SUPI associated with the PDU session. M

pEl PEI associated with the PDU session if available. C

gPsI GPSI associated with the PDU session if available. C

pDUSessionID PDU Session ID as assigned by the AMF. M

timeOfFirstPacket Time of first packet for the PDU session. C

timeOfLastPacket Time of last packet for the PDU session. C

uplinkVolume Number of uplink octets for the PDU session. C

downlinkVolume Number of downlink octets for the PDU session. C

location Location information, if available. C

cause Indicates the NF Service Consumer cause for the requested PDU session C
release (see TS 29.502 [16] clause 6.1.6.3.8 for enumerated cause information).
Include if known.

ePS5GSCombolnfo Provides detailed information about PDN Connections associated with the C
reported PDU Session. This parameter may include the additional IEs in Table
6.2.3-1A, when available.

nGAPCause Indicates the NGAP cause for the requested SM context release (see TS 29.502 |C
[16] clause 6.1.6.2.6). Shall be derived as described in TS 29.571 [17] clause
5.4.4.12.

fiveGMMCause Indicates the 5GMM cause for a PDU Session released due to any 5GMM C
failure (see 29.502 [16] clause 6.1.6.2.6). Shall be sent as an integer derived as
described in TS 29.571 [17] clause 5.4.2.

pCCRulelDs PCC rule IDs of the PCC rules related to traffic influence that are associatedto |C
the PDU session and active at the time the PDU session is released.

ePSPDNConnectionRelease Provides details about PDN Connections when the SMFPDUSessionRelease C
xIRI message is used to report PDN Connection Release. See Table 6.3.3-13
and clause 6.3.3.2.4.

6.2.3.

2.5 Start of interception with an established PDU session

The IRI-POI in the SMF shall generate an xIRI containing an SM FStartOfI nterceptionWithEstablishedPDUSession

record

when the IRI-POI present in the SMF detects that a single-access PDU session has already been established for

the target UE when interception starts.

In anon-roaming scenario, the IRI-POI in the SMF (or in aroaming scenario, the IRI-POI in the V-SMF in the

VPLM

N) shall generate the xIRI containing the SMFStartOf nterceptionWithEstablishedPDU Session record when it

detects that a new interception for a UE is activated (i.e. provisioned by the LIPF) for the following case:

The 5GSM state within the SMF for that UE is 5GSM: PDU SESSION ACTIVE or PDU SESSION
MODIFICATION PENDING.

ETSI




3GPP TS 33.128 version 17.10.0 Release 17 58 ETSI TS 133 128 V17.10.0 (2023-10)

NOTE: The above trigger happens when the SMF (V-SMF in VPLMN) had not sent an N1 NAS message PDU
SESSION RELEASE COMMAND to the UE for a PDU session and the SMF (V-SMF in the VPLMN)

had previously sent an N1 NAS message PDU SESSION ESTABLISHMENT ACCEPT to that UE for
the same PDU session.

In a home-routed roaming scenario, the IRI-POI in the H-SMF shall generate the xIRI containing the
SMFStartOfI nterceptionWithEstablishedPDUSession record when it detects that a new interception for aUE is
activated (i.e. provisioned by the LIPF) for the following case:

- The H-SMF had not sent aNsmf_PDU_Session_Update Request (h1SminfoToUe: PDU SESSION RELEASE
COMMAND) to the V-SMF for aPDU session and H-SMF had previously sent aNsmf_PDU_Session_Create
response (n1SminfoToUE: PDU SESSION ESTABLISHMENT ACCEPT) to the V-SMF for that PDU session.

The IRI-POI in the SMF shall generate the xIRI containing the SM FStartOfI nterceptionWithEstablishedPDUSession
record for each of the PDU sessions (that meets the above criteria) associated with the newly identified target UEs.
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Table 6.2.3-4: Payload for SMFStartOfinterceptionWithEstablishedPDUSession record
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Field name

Description

M/C/O

SUPI

SUPI associated with the PDU session (e.g. as provided by the AMF in the
associated Nsmf_PDU_Session_CreateSMContext service operation). Shall be
present except for PEI-only unauthenticated emergency sessions.

C

sUPIUnauthenticated

Shall be present if a SUPI is present in the message and set to “true” if the SUPI
has not been authenticated, or “false” if it has been authenticated.

pEI

PEI associated with the PDU session if available.

gPSI

GPSI associated with the PDU session if available.

pDUSessionID

PDU Session ID as assigned by the AMF, as defined in TS 24.007 [14] clause
11.2.3.1b.

gTPTunnellD

Contains the F-TEID identifying the UPF endpoint of the GTP tunnel used to
encapsulate the traffic derived from the UL NG-U UP TNL Information (see TS
38.413 clause 9.3.4.1), as defined in TS 29.244 [15] clause 8.2.3. Non-GTP
encapsulation is for further study.

Z| Z00 O

pDUSessionType

Identifies selected PDU session type, see TS 24.501 [13] clause 9.11.4.11.

SNSSAI

Slice identifier associated with the PDU session, if available. See TS 23.003 [19]
clause 28.4.2 and TS 23.501 [2] clause 5.15.2.

C

uEEndpoint

UE endpoint address(es) if available. IP addresses are given as 4 octets (for
IPv4) or 16 octets (for IPv6) with the most significant octet first (network byte
order). MAC addresses are given as 6 octets with the most significant octet first
(see TS 29.244 [15] clause 5.21).

C

non3GPPAccessEndpoint

UE's local IP address used to reach the N3IWF, TNGF or TWIF, if available. IP
addresses are given as 4 octets (for IPv4) or 16 octets (for IPv6) with the most
significant octet first (network byte order).

C

location

Location information provided by the AMF at session establishment or present in
the context at the SMF, if available.

C

dNN

Data Network Name associated with the target traffic, as defined in TS 23.003
[19] clause 9A and described in TS 23.502 [4] clause 4.3.2.2. Shall be given in
dotted-label presentation format as described in TS 23.003 [19] clause 9.1.

aMFID

Identifier of the AMF associated with the target UE, as defined in TS 23.003 [19]
clause 2.10.1, if available.

C

hSMFURI

URI of the Nsmf_PDUSession service of the selected H-SMF, if available. See
TS 29.502 [16] clause 6.1.6.2.2.

C

requestType

Type of request as initially set within the PDU SESSION ESTABLISHMENT as
described in TS 24.501 [13] clause 9.11.3.47.

If the initial value is no longer available the request type shall be set to “existing
PDU session”.

accessType

Access type associated with the session (i.e. 3GPP or non-3GPP access) if
provided by the AMF (see TS 24.501 [13] clause 9.11.2.1A).

rATType

RAT type associated with the access if provided by the AMF as part of session
establishment (see TS 23.502 [4] clause 4.3.2). Values given as per TS 29.571
[17] clause 5.4.3.2.

C

sMPDUDNRequest

Contents of the SM PDU DN request container, if available, as described in TS
24.501 [13] clause 9.11.4.15.

C

timeOfSessionEstablishment

Time at which the session establishment occurred, if available. Shall be given
qualified with time zone information (i.e. as UTC or offset from UTC, not as local
time).

C

ePS5GSCombolnfo

Provides detailed information about PDN Connections associated with the
reported PDU Session. Shall be included when the AMF has selected a
SMF+PGW-C to serve the PDU session. This parameter may include the
additional IEs in table 6.2.3-1A, if available.

C

UEEPSPDNConnection

This IE shall be present, if available, during an EPS to 5GS Idle mode mobility or
handover using the N26 interface. If present, it shall contain the EPS bearer
context(s) information present in the uUEEPSPDNConnection parameter of the
intercepted SmContextCreateData message. (see TS 29.502 [16] clause
6.1.6.2.2).

C

servingNetwork

Indicates the serving core network operator PLMN, and for an SNPN, the NID.
Shall be present if present in the PDU Session Context or SM Context at the
SMF (see TS 29.502 [16] clause 6.1.6.2.39).

C

gTPTunnellnfo

Contains the information for the User Plane GTP Tunnels for the PDU Session
(see TS 29.502 [16] clauses 6.1.6.2.2, 6.1.6.2.9 and 6.1.6.2.39). See Table
6.2.3-1B.

M

pCCRules

Set of PCC rules related to traffic influence. Each PCC rule influences the
routing of a given traffic flow. If several flows are concerned, then several PCC
rules shall be handled by the SMF. Traffic influence policies are orginated by an
AF. PCF translates these rules into PCC rules for traffic influence. The payload
of a PCC rule for traffic influence is defined in Table 6.2.3-1E.
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ePSStartOfinterceptionWithEsta |Provides details about PDN Connections when the C
blishedPDNConnection SMFStartOfinterceptionWithEstablishedPDUSession xIRI message is used to
report the start of interception on a target who already has existing PDN
Connections. See Table 6.3.3-14 and clause 6.3.3.2.5.

pFDDataForApps Represents a set of associations between application identifier and packet flow |C
descriptions (PFDs).

The IRI-POI present in the SMF generating an XIRI containing a SM FStartOf I nterceptionWithEstablishedPDU Session
record shall set the Payload Direction field in the PDU header to not applicable (Direction Value 5, see ETSI TS 103
221-2 [8] clause 5.2.6).

6.2.3.2.6 SMF unsuccessful procedure

The IRI-POI inthe SMF shall generate an xIRI containing an SMFUnsuccessful Procedure record when the IRI-POI
present in the SMF detects an unsuccessful procedure or error condition for a UE matching one of the target identifiers
provided viaL1_X1.

Accordingly, the IRI-POI in the SMF generates the xIRI when one of the following events are detected:
- SMF sendsaPDU SESSION ESTABLISHMENT REJECT message to the target UE.
- SMF sendsaPDU SESSION MODIFICATION REJECT message to the target UE.
- SMF sendsaPDU SESSION RELEASE REJECT message to the target UE.
- SMF receivesa PDU SESSION MODIFICATION COMMAND REJECT message from the target UE.

- Anongoing SM procedure is aborted at the SMF, dueto e.g. a5GSM STATUS message sent from or received
by the SMF.
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Field name Description M/C/O
failedProcedureType Specifies the procedure which failed or is aborted at the SMF. M
failureCause Provides the value of the 5GSM cause, see TS 24.501 [13] clause 9.11.4.2. In M
case the procedure is aborted due to a 5GSM STATUS message, the 5GSM
cause is the one included in the 5GSM status message.

requestedSlice Slice requested for the procedure, if available, given as a NSSAI (a list of S- C
NSSAI values as described in TS 24.501 [13] clause 9.11.3.37).

initiator Specifies whether the network (SMF) or the UE is initiating the rejection or M
indicating the failure.

sUPI SUPI associated with the procedure, if available (see NOTE). C

sUPIUnauthenticated Shall be present if a SUPI is present in the message and set to “true” if the SUPI |C
has not been authenticated, or “false” if it has been authenticated.

pEl PEI used in the procedure, if available (see NOTE). C

gPSlI GPSI used in the procedure, if available (see NOTE). C

pDUSessionID PDU Session ID See clause 9.4 of TS 24.501 [13], if available. C

uEEndpoint UE endpoint address(es) if available. C

non3GPPAccessEndpoint UE's local IP address used to reach the N3IWF, TNGF or TWIF, if available. C

location Location information provided by the AMF or present in the context at the SMF, |C
if available.

dNN Data Network Name associated with the target traffic, as defined in TS 23.003 |C
[19] clause 9A and described in TS 23.501 [2] clause 4.3.2.2, if available. Shall
be given in dotted-label presentation format as described in TS 23.003 [19]
clause 9.1.

aMFID Identifier of the AMF associated with the target UE, as defined in TS 23.003 [19] |C
clause 2.10.1 when available.

hSMFURI URI of the Nsmf_PDUSession service of the selected H-SMF, if available. See |C
TS 29.502 [16] clause 6.1.6.2.2.

requestType Type of request as described in TS 24.501 [13] clause 9.11.3.47, if available. C
Otherwise depending on the REJECT event the following request type shall be
reported:
PDU SESSION ESTABLISHMENT REJECT: The request type shall be set to
the one reported within the PDU SESSION ESTABLISHMENT or if there hasn't
been one reported or is no longer available it should be set to "initial request".
PDU SESSION MODIFICATION REJECT: "modification request”.
PDU SESSION RELEASE REJECT: no request type shall be set.
PDU SESSION MODIFICATION COMMAND REJECT: "madification request”.

accessType Access type associated with the session (i.e. 3GPP or non-3GPP access) if C
provided by the AMF (see TS 24.501 [13] clause 9.11.2.1A).

rATType RAT Type associated with the access if provided by the AMF as part of session |C
establishment (see TS 23.502 [4] clause 4.3.2). Values given as per TS 29.571
[17] clause 5.4.3.2.

sMPDUDNRequest Contents of the SM PDU DN Request container, if available, as described in TS |C
24.501 [13] clause 9.11.4.15.

NOTE: At least oneidentity shall be provided, the others shall be provided if available.
6.2.3.2.7 MA PDU sessions
6.2.3.2.7.1 General

In the present document, an MA PDU session will include two general types of PDU sessions as defined below:

- MA-Confirmed: Thisisan MA PDU session where the UE signals Upgrade Allowed to MA and the network
immediately upgrades the session to an MA PDU session or the UE explicitly requests an MA PDU session
(using a Request Type of MA PDU).

- MA-Upgrade-Allowed: ThisisaPDU session where the UE indicated that upgrade to an MA PDU sessionis

alowed, but the network does not immediately confirm the upgrade. The network may at some later point

upgrade the session to an MA PDU session.

NOTE:

introduced here to clarify and distinguish LI event reporting for the respective situations.
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An MA-Confirmed MA PDU session may be established over a single access or over multiple accesses. The
establishment over multiple accesses may occur concurrently or may occur at different pointsin time.

An MA-Upgrade-Allowed MA PDU session is established over a single access and nearly all aspects appearsto be an
ordinary non-MA PDU session with the key difference that the network may upgrade the session to an MA-confirmed
MA PDU session.

6.2.3.2.7.2 MA PDU session establishment

The IRI-POI in the SMF shall generate an xIRI containing an SMFM APDU SessionEstablishment record when the IRI-
POI present in the SMF detects that a PDU session has been established for the target UE that isan MA PDU session
(Request Type set to MA PDU session or upgraded at establishment), or where the upgrade allowed parameter is set to
upgrade allowed and session is established as an ordinary PDU session (not upgraded at establishment, but may occur
later on). The IRI-POI present in the SMF shall generate the xIRI for the following events:

- For anon-roaming scenario , the SMF sends the N1 NAS message (via AMF) PDU Session Establishment
Accept to the UE for anew PDU session and the 5G Session Management (5GSM) state within the SMF is
changed to PDU SESSION ACTIVE (see TS 24.501 [13]) in response to a PDU Session Establishment request
received along with:

- PDU Session ID which does not identify an existing PDU session, and
- Request Type = MA PDU request, or

- Reguest Type = initial request and MA PDU session information set to "MA PDU session network upgradeis
allowed", with either upgrade occuring at establishment or upgrade does not occur at establishment but may
occur later.

- For ahome-routed roaming scenario, the SMF in the HPLMN (i.e. H-SMF) sends the N16:
Nsmf_PDU_Session_Create response message with n1SminfoToUe | E containing the PDU SESSION
ESTABLISHMENT ACCEPT (see TS 29.502 [16]) for a new PDU session in response to a PDU Session
Establishment request received along with:

- PDU Session ID which does not identify an existing PDU session, and
- Request Type = MA PDU request, or

- Request Type = initial request and MA PDU session information set to "MA PDU session network upgradeis
allowed", with either upgrade occuring at establishment or upgrade does not occur at establishment but may
occur later.

If the Npcf_SMPolicyControl _Create response received from the PCF for the target UE in response to
Npcf_SMPolicyControl_Create request includes PCC rules in which the traffic control policy data contains either a
routeToLocs IE or trafficSteeringPol1dDI | E and/or trafficSteeringPol1dUI | E, then the SMF shall include those PCC
rulesin the xIRI. These PCC rules correspond to policies that influence the target UE’ s traffic flows (see TS 29.513
[88] clause 5.5.3).
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Table 6.2.3-5A: Payload for SMFMAPDUSessionEstablishment record
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Field name

Description

M/C/O

SUPI

SUPI associated with the PDU session (e.g. as provided by the AMF in the
associated Nsmf_PDU_Session_CreateSMContext service operation). Shall be
present except for PEI-only unauthenticated emergency sessions (see NOTE).

C

sUPIUnauthenticated

Shall be present if a SUPI is present in the message and set to “true” if the SUPI
has not been authenticated, or “false” if it has been authenticated.

pEI

PEI associated with the PDU session if available (see NOTE).

gPSI

GPSI associated with the PDU session if available (see NOTE).

pDUSessionID

PDU Session ID See clause 9.4 of TS 24.501 [13]. Identifies a new PDU
session.

pDUSessionType

Identifies selected PDU session type, see TS 24.501 [13] clause 9.11.4.11.

accesslinfo

Identifies the access(es) associated with the PDU session including the
information for each specific access (see table 6.2.3-5B)

sSNSSAI

Slice identifiers associated with the PDU session, if available. See TS 23.003
[19] clause 28.4.2 and TS 23.501 [2] clause 5.15.2.

uEEndpoint

UE endpoint address(es) assigned to the PDU Session if available (see TS
29.244 [15] clause 5.21).

location

Location information provided by the AMF or present in the context at the SMF,
if available.

dNN

Data Network Name requested by the target UE, as defined in TS 23.003 [19]
clause 9A and described in TS 23.502 [4] clause 4.3.2.2. Shall be given in
dotted-label presentation format as described in TS 23.003 [19] clause 9.1.

<l 0O O O ZE Z0|0 O

aMFID

Identifier of the AMF associated with the target UE, as defined in TS 23.003 [19]
clause 2.10.1 when available.

hSMFURI

URI of the Nsmf_PDUSession service of the selected H-SMF, if available. See
TS 29.502 [16] clause 6.1.6.2.2.

C

requestType

Type of request as described in TS 24.501 [13] clause 9.11.3.47 provided within
the Nsmf_PDU_Session_CreateSMContext Request (TS 29.502 [16]) message
shall be reported.

In the case where the network does not provide a request type value for a MA
PDU session and the network does support MA PDU sessions, the request type
shall be set to “MA PDU request” according to TS 24.501 [13] clause 6.4.1.2.

M

sMPDUDNRequest

Contents of the SM PDU DN Request container, if available, as described in TS
24.501 [13] clause 9.11.4.15.

C

servingNetwork

PLMN ID of the serving core network operator, and, for a Non-Public Network
(NPN), the NID that together with the PLMN ID identifies the NPN.

oldPDUSessionlID

The old PDU Session ID received from the UE. See TS 23.502 [4] clauses
4.3.2.2.1and 4.3.5.2 and TS 24.501 [13] clause 6.4.1.2. Shall be present if this
IE is in the SMContextCreateData or PDUSessionCreateData message sent to
the SMF or the PDU Session Context or SM Context at the SMF (see TS 29.502
[16] clauses 6.1.6.2.2, 6.1.6.2.9 and 6.1.6.2.39).

mAUpgradelndication

Indicates whether the PDU session is allowed to be upgraded to MA-Confirmed
MA PDU session (see TS 23.502 [4] clause 4.22.3). Include if known.

C

ePSPDNCnxInfo

Indicates if the PDU session may be moved to EPS during its lifetime (see TS
29.502 [16] clause 6.1.6.2.31). Include if known.

mAAcceptedindication

Indicates that a request to establish an MA PDU session was accepted or if a
single access PDU session request was upgraded into a MA PDU session (see
TS 23.502 [4] clauses 4.22.2 and 4.22.3).

It shall be set as follows:

- true: MA-Confirmed MA PDU session was established

- false: single access MA-Upgrade-Allowed MA PDU session was established
that may be upgraded to an MA-Confirmed MA PDU session.

aTSSSContainer

Identifies the steering, switching, and splitting features for the MA-Confirmed MA
PDU session. Also indicates whether MPTCP or ATSSS-LL is to be used for
ATSSS. See TS 24.501[13] clause 9.11.4.22.

C

UEEPSPDNConnection

This IE shall be present, if available, during an EPS to 5GS Idle mode mobility or
handover using the N26 interface. If present, it shall contain the EPS bearer
context(s) information present in the uUEEPSPDNConnection parameter of the
intercepted SmContextCreateData message. (see TS 29.502 [16] clause
6.1.6.2.2).

C

ePS5GSCombolnfo

Provides detailed information about PDN Connections and PDU Sessions during
EPS to 5GS idle mode mobility or handover using the N26 interface. Shall be
included if the AMF has selected a SMF+PGW-C to serve the PDU session.
This parameter shall include the additional IEs in Table 6.2.3-1A, if present.

C

selectedDNN

Shall be present if a DNN other than the UE requested DNN is selected for the
PDU Session. Shall be given in dotted-label presentation format as described in
TS 23.003 [19] clause 9.1.

C
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handoverState Indicates whether the PDU Session Establishment being reported was due to a
handover. Shall be present if this IE is in the SMContextCreatedData sent by the
SMF (see TS 29.502 [16] clause 6.1.6.2.3).

C

pCCRules Set of PCC rules related to traffic influence. Each PCC rule influences the
routing of a given traffic flow. If several flows are concerned, then several PCC
rules shall be handled by the SMF. Traffic influence policies are orginated by an
AF. PCF translates these rules into PCC rules for traffic influence. The payload
of a PCC rule for traffic influence is defined in Table 6.2.3-1E.

ePSPDNConnectionEstablishm |Provides details about PDN Connections when the
ent SMFMAPDUSessionEstablishment xIRI message is used to report PDN
Connection establishment. See Table 6.3.3-1 and clause 6.3.3.2.2.

NOTE: At least one of the SUPI, PEI or GPSI fields shall be present.

Table 6.2.3-5B: Contents of Access Info parameter

Field name Description

M/C/O

accessType Access type associated with the session (i.e. 3GPP or non-3GPP access) as
provided by the AMF (see TS 24.501 [13] clause 9.11.2.1A).

M

rATType RAT Type associated with the access as provided by the AMF as part of session
establishment (see TS 23.502 [4] clause 4.3.2). Values given as per TS 29.571
[17] clause 5.4.3.2.

C

gTPTunnellD Contains the F-TEID identifying the GTP tunnel used to encapsulate the traffic,
as defined in TS 29.244 [15] clause 8.2.3. Non-GTP encapsulation is for further
study.

M

non3GPPAccessEndpoint UE's local IP address used to reach the N3IWF, TNGF or TWIF, if available. IP
addresses are given as 4 octets (for IPv4) or 16 octets (for IPv6) with the most
significant octet first (network byte order).

C

establishmentStatus Indicates whether the access type is established or released.

aNTypeToReactivate Indicates the Access Network Type for which the UP connection is requested to
be re-activated, for an MA PDU session. Applicable to session modification
reporting.

C

gTPTunnellnfo Contains the information for the User Plane GTP Tunnels for the PDU Session
(see TS 29.502 [16] clauses 6.1.6.2.2, 6.1.6.2.9 and 6.1.6.2.39). See Table
6.2.3-1B.

M

6.2.3.2.7.3 MA PDU session modification

The IRI-POI in the SMF shall generate an xIRI containing an SMFMAPDU SessionM odification record when the IRI -
POI present in the SMF detects that an MA PDU session has been modified for the target UE. The IRI-POI present in

the SMF shall generate the xIRI for the following events:

- For anon-roaming scenario, the SMF (or for aroaming scenario, V-SMF in the VPLMN), receivesthe N1 NAS
message (viaAMF) PDU SESSION MODIFICATION COMPLETE from the UE and the 5GSM state within the
SMFisreturned to PDU SESSION ACTIVE (see TS 24.501 [13]). This applies to the following cases for an

MA-Upgrade-Allowed PDU session:
- UEinitiated MA PDU session modification.

- Network initiated MA PDU session modification.

- For anon-roaming scenario, the SMF (or for aroaming scenario, V-SMF in the VPLMN), receivesthe N1 NAS
message (viaAMF) PDU SESSION RELEASE COMPLETE from the UE in response to a PDU SESSION
RELEASE COMMAND message containing an Access type |E identifying a single access to be released of an
MA PDU session which was established over both accesses and the 5GSM state within the SMF remainsin the

PDU SESSION ACTIVE (see TS 24.501 [13]). This applies to the following case:

- A single accesstype isreleased from an MA PDU session, but the MA PDU session continues.

- For anon-roaming scenario, the SMF (or for aroaming scenario, V-SMF in the VPLMN), sendsthe N1 NAS
message (via AMF) PDU SESSION ESTABLISHMENT ACCEPT to the UE and the 5GSM state within the

SMF remains in the PDU SESSION ACTIVE (see TS 24.501 [13]). This applies to the following cases:
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- Handover from one access type to another access type happens (e.g. 3GPP to non-3GPP) for an MA-
Upgrade-Allowed MA PDU session.

- MA PDU Session establishment over second access type.

- For ahome-routed roaming scenario, the SMF in the HPLMN (i.e. H-SMF) receives the N16:
Nsmf_PDU_Session_Update Response message with n1SminfoFromUe |E containing the PDU SESSION
MODIFICATION COMPLETE (see TS 29.502 [16]). This applies to the following cases for an MA-Upgrade-
Allowed PDU session:

- UEinitiated MA PDU session modification.
- Network (VPLMN) initiated MA PDU session modification.
- Network (HPLMN) initiated MA PDU session modification.

- For anon-roaming scenario, SMF sends a Nsmf_EventExposure_Notify request to the NEF or AF for the target
UE for the event "UP Path Change" related to a corresponding subscription from AF (see TS 29.508 [90] clause
4.2.2).

- For anon-roaming scenario, SMF sends aNsmf_EventExposure_AppRel ocationlnfo response to the NEF or AF
for the target UE in response to Nsmf_EventExposure_AppRelocationlnfo request sent by NEF or AF to SMF
(see TS 29.508 [90] clause 4.2.5).

- For anon-roaming scenario, SMF receives a Nnef_ PFDManagement_Fetch response from the NEF for the target
UE in response to Nnef_PFDManagement_Fetch request sent by SMF to NEF (see TS 29.551 [94] clause 4.2.2).

- For ahome-routed roaming scenario, the SMF in the HPLMN (i.e. H-SMF) receives the N16:
Nsmf_PDU_Session_Update Response message with n1SminfoFromUe IE containing the PDU SESSION
RELEASE COMPLETE message, aresponse to a PDU SESSION RELEASE COMMAND message containing
an Accesstype |E identifying a single access to be released of an MA PDU session which was established over
both accesses and the 5GSM state within the SMF remains in the PDU SESSION ACTIVE (see TS 29.502 [16]).
This applies to the following cases:

- A single accesstype isreleased from an MA PDU session, but the MA PDU session continues.

- For ahome-routed roaming scenario, the SMF in the HPLMN (i.e. H-SMF) sends the N16:
Nsmf_PDU_Session_Create Response message with n1SminfoToUe | E containing the PDU SESSION
ESTABLISHMENT ACCEPT (see TS 29.502 [16]) while it had received an N16 Nsmf_PDU_Session_Create
request message with an existing PDU Session Id with access type being changed. This appliesto the following
cases:

- Handover from one access type to another access type happens (e.g. 3GPP to non-3GPP) for an MA-
Upgrade-Allowed PDU session. In this case, the V-SMF is used for the PDU session on the new access type
only.

- MA PDU Session establishment over second access type.

- For ahome-routed roaming scenario, the SMF in the HPLMN (i.e. H-SMF) sends the N16:
Nsmf PDU_Session_Update Response message with n1SminfoToUe IE containing the PDU SESSION
ESTABLISHMENT ACCEPT (see TS 29.502 [16]) while it had received aN16 Nsmf_PDU_Session_Update
Request message with an existing PDU Session Id with access type being changed. This applies to the following
cases:

- Handover from one access type to another access type happens (e.g. 3GPP to non-3GPP) where the same V-
SMF is used for the PDU session on both access types.

-  MA PDU Session establishment over second access type.

For a non-roaming scenario, SMF sends a Npcf_SM PolicyControlUpdateNotify response to the PCF for the target UE
in response to an Npcf_SM PolicyControlUpdateNotify request sent by PCF to SMF including PCC rules which traffic
control policy data contains either arouteToLocs | E or trafficSteeringPol |dDI | E and/or trafficSteeringPol1dUI | E.
These PCC rules correspond to policies that influence the target UE' s traffic flows (see TS 29.513 [88] clause 5.5.3).
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Field name

Description

M/C/O

sUPI

SUPI associated with the PDU session (e.g. as provided by the AMF in the
associated Nsmf_PDU_Session_CreateSMContext service operation). Shall be
present except for PEI-only unauthenticated emergency sessions.

sUPIUnauthenticated

Shall be present if a SUPI is present in the message, and set to “true” if the
SUPI was not authenticated, or “false” if it has been authenticated.

pEI

PEI associated with the PDU session if available.

gPSI

GPSI associated with the PDU session if available.

pDUSessionID

PDU Session ID, see TS 24.501 [13] clause 9.4.

accesslinfo

Identifies the access(es) associated with the PDU session including the
information for each specific access (see table 6.2.3-5B) being modified.

sSNSSAI

Slice identifier associated with the PDU session, if available. See TS 23.003 [19]
clause 28.4.2 and TS 23.501 [2] clause 5.15.2.

location

Location information provided by the AMF or present in the context at the SMF,
if available.

requestType

For both a UE- as well as a network-requested PDU session, the POl (SMF)
shall set the request type parameter to "modification request".

servingNetwork

PLMN ID of the serving core network operator, and, for a Non-Public Network
(NPN), the NID that together with the PLMN ID identifies the NPN.

oldPDUSessionlID

The old PDU Session ID received from the UE. See TS 23.502 [4] clauses
4.3.2.2.1and 4.3.5.2 and TS 24.501 [13] clause 6.4.1.2. Shall be present if this
IE is in the SMContextCreateData or PDUSessionCreateData message sent to
the SMF or the PDU Session Context or SM Context at the SMF (see TS 29.502
[16] clauses 6.1.6.2.2, 6.1.6.2.9 and 6.1.6.2.39).

O Z| O O O OO0 O

mAUpgradelndication

Indicates whether the PDU session is allowed to be upgraded to MA PDU
session (see TS 23.502 [4] clause 4.22.3). Include if known.

ePSPDNCnxInfo

Indicates if the PDU session may be moved to EPS during its lifetime (see TS
29.502 [16] clause 6.1.6.2.31). Include if known.

mAAcceptedindication

Indicates that a request to establish an MA PDU session was accepted or if a
single access PDU session request was upgraded into a MA PDU session (see
clauses 4.22.2 and 4.22.3 of TS 23.502 [4]).

It shall be set as follows:

- true: MA-Confirmed MA PDU session was established

- false: single access MA-Upgrade-Allowed MA PDU session was established
that may be upgraded to an MA-Confirmed MA PDU session.

M

aTSSSContainer

Identifies the steering, switching, and splitting features for the MA-Confirmed MA
PDU session. Also indicates whether MPTCP or ATSSS-LL is to be used for
ATSSS. See clause 9.11.4.22 of TS 24.501 [13].

UEEPSPDNConnection

This IE shall be present, if available, during an EPS to 5GS Idle mode mobility or
handover using the N26 interface. If present, it shall contain the EPS bearer
context(s) information present in the UEEPSPDNConnection parameter of the
intercepted SmContextCreateData message (see TS 29.502 [16] clause
6.1.6.2.2).

ePS5GSCombolnfo

Provides detailed information about PDN Connections and PDU Sessions during
EPS to 5GS idle mode mobility or handover using the N26 interface. Shall be
included if the AMF has selected a SMF+PGW-C to serve the PDU session.
This parameter shall include the additional IEs in Table 6.2.3-1A, if present.

C

handoverState

Indicates whether the PDU Session Establishment being reported was due to a
handover. Shall be present if this IE is in the SMContextCreatedData sent by the
SMF (see TS 29.502 [16] clause 6.1.6.2.3).

pCCRules

Set of PCC rules related to traffic influence. Each PCC rule influences the
routing of a given traffic flow. If several flows are concerned, then several PCC
rules shall be handled by the SMF. Traffic influence policies are orginated by an
AF. PCF translates these rules into PCC rules for traffic influence. The payload
of a PCC rule for traffic influence is defined in Table 6.2.3-1E.

uPPathChange

Notification of the UPPathChange event, if available. This IE is defined in TS
29.508 [90], Table 5.6.2.5-1.

pFDDataForApp

Represents the packet flow descriptions (PFDs) for an application identifier
(Appld), if available. This IE is defined in TS 29.551 [94], Table 5.6.2.2-1.

ePSPDNConnectionModification

Provides details about PDN Connections when the
SMFMAPDUSessionModification xIRI message is used to report PDN
Connection Establishment or Modification. See Table 6.3.3-8 and clause
6.3.3.2.3.
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6.2.3.2.7.4 MA PDU session release

The IRI-POI inthe SMF shall generate an xIRI containing an SMFM APDU SessionRel ease record when the IRI-POI
present in the SMF detects that an MA PDU session has been released. The IRI-POI present in the SMF shall generate
the xIRI for the following events:

For anon-roaming scenario, the SMF (or for aroaming scenario, V-SMF in the VPLMN), receivesthe N1 NAS
message (viaAMF) PDU SESSION RELEASE COMPLETE from the UE and the 5GSM state within the SMF

is changed to PDU SESSION INACTIVE (see TS 24.501 [13]) for aPDU session that is either MA-Confirmed

or MA-Upgrade-Allowed. This applies to the following two cases:

- UE initiated MA PDU session release.
- Network initiated MA PDU session release.

For aroaming scenario, V-SMF in the VPLMN receivesthe N1 NAS message (viaAMF) PDU SESSION
RELEASE COMPLETE from the UE and the 5GSM state within the V-SMF is changed to PDU SESSION
INACTIVE (see TS 24.501 [13]) for aPDU session that is either MA-Confirmed or MA-Upgrade-Allowed. This
appliesto the following two cases:

- UEinitiated PDU session release of a single access for an MA PDU session; (VPLMN considers MA PDU
session fully released while HPLMN considers MA PDU session active).

- Network initiated PDU session release of a single access for an MA PDU session; (VPLMN considers MA
PDU session fully released while HPLMN considers MA PDU session active).

For anon-roaming scenario, the SMF (or for aroaming scenario, V-SMF in the VPLMN), receivesthe N1 NAS
message (viaAMF) STATUS from the UE with the cause valueslisted in TS 24.501 [13], clause 6.5.3 and the
B5GSM state within the SMF is changed to PDU SESSION INACTIVE for aPDU session that is either MA-
Confirmed or MA-Upgrade-Allowed. One of the cases where this appliesis of UE finding that the PDU session
ID received in aPDU SESSION MODIFICATION COMMAND isinvalid.

For a non-roaming scenario, the SMF (or for aroaming scenario, the V-SMF in the VPLMN) sends the
Nsmf_PDUSession_ReleaseSM Context Response to the AMF (see TS 29.502 [16], clause 5.2.2.4) for aPDU
session that is either MA-Confirmed or MA-Upgrade-Allowed. This applies to the case where the MA PDU
session is released without any N1 or N2 messages (e.g. AMF initiates the PDU session rel ease when it finds that
the PDU session is no longer associated with the UE, see TS 23.502 [4], clause 4.2.2.4).

For a non-roaming scenario, the SMF (or for aroaming scenarios, V-SMF in the VPLMN) sends
Nsmf_PDUSession_SM ContextStatusNotify (see TS 29.502 [16], clause 6.1.6.2.8) with RELEASED in the
ResourceStatus IE (see TS 29.502 [16], clause 6.1.6.3.1) to the AMF for a PDU session that is either MA-
Confirmed or MA-Upgrade-Allowed. This appliesto the case where MA PDU session release is neither initiated
by aNAS message nor by Nsmf_PDU SessionRel easeContext Reguest message (see TS 29.502 [16], clause
5.2.25).

For a home-routed roaming scenario, the SMF inthe HPLMN (i.e. H-SMF) receives the N16:
Nsmf_PDU_Session_Update response message with n1SminfoFromUe | E containing the PDU SESSION
RELEASE COMPLETE (see TS 29.502 [16]) from the V-SMF. This appliesto the following three cases for an
MA PDU session that is either MA-Confirmed or MA-Upgrade-Allowed:

- UEinitiated PDU session release.
- Network (VPLMN) initiated PDU session release.
- Network (HPLMN) initiated PDU session release.

For aroaming scenario, H-SMF in the HPLMN sends the Nsmf_PDUSession_Release Response to the V-SMF
(see TS 29.502 [16], clause 5.2.2.9) for a PDU session that is either MA-Confirmed or MA-Upgrade-Allowed.
This appliesto the case where the MA PDU session is released without any N1 or N2 messages (e.g. AMF in the
VPLMN initiates the PDU session release when it finds that the PDU session is no longer associated with the
UE, see TS 23.502 [4], clause 4.3.4.3).

For aroaming scenario, H-SMF in the HPLMN Nsmf_PDUSession_StatusNotify (see TS 29.502 [16], clause
6.1.6.2.17) with RELEASED in the ResourceStatus |E (see TS 29.502 [16], clause 6.1.6.3.1) to the V-SMF for a
PDU session that is either MA-Confirmed or MA-Upgrade-Allowed. This applies to the case where MA PDU
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session release is neither initiated by a NAS message nor by Nsmf_PDU SessionRel ease Request message (see
TS29.502[16], clause 5.2.2.9).

Table 6.2.3-5D: Payload for SMFMAPDUSessionRelease record

Field name Description M/C/O
sUPI SUPI associated with the PDU session. M
pEl PEI associated with the PDU session if available. C
gPSlI GPSI associated with the PDU session if available. C
pDUSessionID PDU Session ID as assigned by the AMF. M
timeOfFirstPacket Time of first packet for the PDU session. C
timeOfLastPacket Time of last packet for the PDU session. C
uplinkVolume Number of uplink octets for the PDU session. C
downlinkVolume Number of downlink octets for the PDU session. C
location Location information, if available. C
cause Indicates the NF Service Consumer cause for the requested PDU session C

release (see TS 29.502 [16] clause 6.1.6.3.8 for enumerated cause information).
Include if known.

nGAPCause Indicates the NGAP cause for the requested SM context release (see TS 29.502 |C
[16] clause 6.1.6.2.6). Shall be derived as described in TS 29.571 [17] clause
5.4.4.12.

fiveGMMCause Indicates the 5GMM cause for a PDU Session released due to any 5GMM C

failure (see 29.502 [16] clause 6.1.6.2.6). Shall be sent as an integer derived as
described in TS 29.571 [17] clause 5.4.2.

pCCRulesIDs PCC rule IDs of the PCC rules related to traffic influence that are associatedto |C
the PDU session and active at the time the PDU session is released.

ePSPDNConnectionRelease Provides details about PDN Connections when the SMFMAPDUSessionRelease |C
xIRI message is used to report PDN Connection Release. See Table 6.3.3-13
and clause 6.3.3.2.4.

6.2.3.2.7.5 Start of interception with an established MA PDU session

The IRI-POI in the SMF shall generate an xIRI containing an SM FStartOfI nterceptionWithEstablishedM APDU Session
record when the IRI-POI present in the SMF detects that a MA PDU session has already been established for the target
UE when interception starts.

In anon-roaming scenario, the IRI-POI in the SMF (or in aroaming scenario, the IRI-POI in the V-SMF in the
VPLMN) shall generate the xIRI containing the SMFStartOf I nterceptionWithEstablishedM APDU Session record when
it detects that a new interception for a UE is activated (i.e. provisioned by the L1PF) for the following case for an MA
PDU session that is either MA-Confirmed or MA-Upgrade-Allowed:

- The5GSM state within the SMF for that UE is5GSM: PDU SESSION ACTIVE or PDU SESSION
MODIFICATION PENDING.

NOTE: The above trigger happens when the SMF (V-SMF in VPLMN) had not sent an N1 NAS message PDU
SESSION RELEASE COMMAND to the UE to release the entire MA PDU session and the SMF (V-
SMF in the VPLMN) had previously sent an N1 NAS message PDU SESSION ESTABLISHMENT
ACCEPT to that UE for the same MA PDU session.

In a home-routed roaming scenario, the IRI-POI in the H-SMF shall generate the xIRI containing the

SMFStartOfI nterceptionWithEstablishedM APDU Session record when it detects that a new interception for aUE is
activated (i.e. provisioned by the LIPF) for the following case for an MA PDU session that is either MA-Confirmed or
MA-Upgrade-Allowed:

- The H-SMF had not sent an Nsmf_PDU_Session_Update Request (n1SminfoToUe: PDU SESSION RELEASE
COMMAND to release the entire MA PDU session) to the V-SMF for a PDU session and H-SMF had
previously sent an Nsmf_PDU_Session_Create response (n1SminfoToUE: PDU SESSION ESTABLISHMENT
ACCEPT) to the V-SMF for that PDU session.

The IRI-POI in the SMF shall generate the xIRI containing the
SMFEStartOfI nterceptionWithEstablishedM APDU Session record for each of the MA PDU sessions (that meets the
above criteria) associated with the newly identified target UEs.
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The IRI-POI present in the SMF generating an xIRI containing a
SMFStartOfI nterceptionWithEstablishedM APDU Session record shall set the Payload Direction field in the PDU header
to not applicable (Direction Value 5, see ETSI TS 103 221-2 [8] clause 5.2.6).
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Table 6.2.3-5E: Payload for SMFStartOfinterceptionWithEstablishedMAPDUSession record
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Field name

Description

M/C/O

SUPI

SUPI associated with the PDU session (e.g. as provided by the AMF in the
associated Nsmf_PDU_Session_CreateSMContext service operation). Shall be
present except for PEI-only unauthenticated emergency sessions.

C

sUPIUnauthenticated

Shall be present if a SUPI is present in the message and set to “true” if the SUPI
has not been authenticated, or “false” if it has been authenticated.

pEI

PEI associated with the PDU session if available.

gPSI

GPSI associated with the PDU session if available.

pDUSessionID

PDU Session ID as assigned by the AMF, as defined in TS 24.007 [14] clause
11.2.3.1b.

pDUSessionType

Identifies selected PDU session type, see TS 24.501 [13] clause 9.11.4.11.

accesslinfo

Identifies the access(es) associated with the PDU session including the
information for each specific access (see table 6.2.3-5B).

sSNSSAI

Slice identifier associated with the PDU session, if available. See TS 23.003 [19]
clause 28.4.2 and TS 23.501 [2] clause 5.15.2.

uEEndpoint

UE endpoint address(es) if available. IP addresses are given as 4 octets (for
IPv4) or 16 octets (for IPv6) with the most significant octet first (network byte
order). MAC addresses are given as 6 octets with the most significant octet first
(see TS 29.244 [15] clause 5.21).

0O O ZE Z00 0

location

Location information provided by the AMF at session establishment or present in
the context at the SMF, if available.

C

dNN

Data Network Name associated with the target traffic, as defined in TS 23.003
[19] clause 9A and described in TS 23.502 [4] clause 4.3.2.2. Shall be given in
dotted-label presentation format as described in TS 23.003 [19] clause 9.1.

aMFID

Identifier of the AMF associated with the target UE, as defined in TS 23.003 [19]
clause 2.10.1, if available.

C

hSMFURI

URI of the Nsmf_PDUSession service of the selected H-SMF, if available. See
TS 29.502 [16] clause 6.1.6.2.2.

C

requestType

Type of request as initially set within PDU SESSION ESTABLISHMENT as
described in TS 24.501 [13] clause 9.11.3.47.

If the initial value is no longer available the request type shall be set to “existing
PDU session”.

sMPDUDNRequest

Contents of the SM PDU DN request container, if available, as described in TS
24.501 [13] clause 9.11.4.15.

servingNetwork

PLMN ID of the serving core network operator, and, for a Non-Public Network
(NPN), the NID that together with the PLMN ID identifies the NPN.

oldPDUSessionlID

The old PDU Session ID received from the UE. See TS 23.502 [4] clauses
4.3.2.2.1 and 4.3.5.2 and TS 24.501 [13] clause 6.4.1.2. Include if known.

mAUpgradelndication

Indicates whether the PDU session is allowed to be upgraded to MA PDU
session (see TS 23.502 [4] clause 4.22.3). Include if known.

ePSPDNCnxInfo

Indicates if the PDU session may be moved to EPS during its lifetime (see TS
29.502 [16] clause 6.1.6.2.31). Include if known.

mAAcceptedindication

Indicates that a request to establish an MA PDU session was accepted or if a
single access PDU session request was upgraded into an MA PDU session (see
TS 23.502 [4] clauses 4.22.2 and 4.22.3).

It shall be set as follows:

- true: MA-Confirmed MA PDU session was established.

- false: single access MA-Upgrade-Allowed MA PDU session was established
that may be upgraded to an MA-Confirmed MA PDU session.

aTSSSContainer

Identifies the steering, switching, and splitting features for the MA-Confirmed MA
PDU session. Also indicates whether MPTCP or ATSSS-LL is to be used for
ATSSS. See TS 24.501 [13] clause 9.11.4.22.

C

ePS5GSCombolnfo

Provides detailed information about PDN Connections and PDU Sessions during
EPS to 5GS idle mode mobility or handover using the N26 interface. Shall be
included when the AMF has selected a SMF+PGW-C to serve the PDU session.
This parameter may include the additional IEs in table 6.2.3-1A, if available.

C

UEEPSPDNConnection

This IE shall be present, if available, during an EPS to 5GS Idle mode mobility or
handover using the N26 interface. If present, it shall contain the EPS bearer
context(s) information present in the uUEEPSPDNConnection parameter of the
intercepted SmContextCreateData message. (see TS 29.502 [16] clause
6.1.6.2.2).

C

pCCRules

Set of PCC rules related to traffic influence. Each PCC rule influences the
routing of a given traffic flow. If several flows are concerned, then several PCC
rules shall be handled by the SMF. Traffic influence policies are orginated by an
AF. PCF translates these rules into PCC rules for traffic influence. The payload
of a PCC rule for traffic influence is defined in Table 6.2.3-1E.
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pFDDataForApps Represents a set of associations between application identifier and packet flow |C
descriptions (PFDs), if available.

ePSStartOfinterceptionWithEsta |Provides details about PDN Connections when the C

blishedPDNConnection SMFStartOfinterceptionWithEstablishedMAPDUSession xIRI message is used
to report the start of interception on a target who already has existing PDN
Connections. See Table 6.3.3-14 and clause 6.3.3.2.5.

6.2.3.2.7.6 SMF MA unsuccessful procedure

The IRI-POI in the SMF shall generate an xIRI containing an SMFM AUnsuccessful Procedure record when the IRI-POI
present in the SMF detects an unsuccessful procedure or error condition for a UE matching one of the target identifiers
provided viaLl_X1.

Accordingly, the IRI-POI in the SMF generates the xIRI when one of the following events are detected:

- SMF sendsaPDU SESSION ESTABLISHMENT REJECT message to the target UE for MA-Confirmed and
MA-Upgrade-Allowed MA PDU sessions.

-  SMF sendsaPDU SESSION MODIFICATION REJECT message to the target UE for MA-Confirmed and MA-
Upgrade-Allowed MA PDU sessions.

-  SMF sendsaPDU SESSION RELEASE REJECT message to the target UE for MA-Confirmed and MA-
Upgrade-Allowed MA PDU sessions.

- SMF receivesaPDU SESSION MODIFICATION COMMAND REJECT message from the target UE for MA-
Confirmed and MA-Upgrade-Allowed MA PDU sessions.

- Anongoing SM procedure is aborted at the SMF, dueto e.g. a5GSM STATUS message sent from or received
by the SMF for MA-Confirmed and MA-Upgrade-Allowed MA PDU sessions.
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Field name Description M/C/O
failedProcedureType Specifies the procedure which failed or is aborted at the SMF. M
failureCause Provides the value of the 5GSM cause, see TS 24.501 [13], clause 9.11.4.2. In M
case the procedure is aborted due to a 5GSM STATUS message, the 5GSM
cause is the one included in the 5GSM status message.

requestedSlice Slice requested for the procedure, if available, given as a NSSAI (a list of S- C
NSSAI values as described in TS 24.501 [13] clause 9.11.3.37).

initiator Specifies whether the network (SMF) or the UE is initiating the rejection or M
indicating the failure.

sUPI SUPI associated with the procedure, if available (see NOTE). C

sUPIUnauthenticated Shall be present if a SUPI is present in the message and set to “true” if the SUPI |C
has not been authenticated, or “false” if it has been authenticated.

pEl PEI used in the procedure, if available (see NOTE). C

gPSlI GPSI used in the procedure, if available (see NOTE). C

pDUSessionID PDU Session ID, see TS 24.501 [13] clause 9.4, if available. C

accessinfo Identifies the access(es) associated with the PDU session including the M
information for each specific access (see table 6.2.3-5B).

uEEndpoint UE endpoint address(es) if available. C

location Location information provided by the AMF or present in the context at the SMF, |C
if available.

dNN Data Network Name associated with the target traffic, as defined in TS 23.003 |C
[19] clause 9A and described in TS 23.501 [2] clause 4.3.2.2, if available. Shall
be given in dotted-label presentation format as described in TS 23.003 [19]
clause 9.1.

aMFID Identifier of the AMF associated with the target UE, as defined in TS 23.003 [19] |C
clause 2.10.1 when available.

hSMFURI URI of the Nsmf_PDUSession service of the selected H-SMF, if available. See |C
TS 29.502 [16] clause 6.1.6.2.2.

requestType Type of request as described in TS 24.501 [13] clause 9.11.3.47, if available. C
Otherwise depending on the REJECT event the following request type shall be
reported:
PDU SESSION ESTABLISHMENT REJECT: The request type shall be set to
the one reported within the PDU SESSION ESTABLISHMENT or if there hasn't
been one reported it should be set to "MA PDU request".
PDU SESSION MODIFICATION REJECT: "modification request”.
PDU SESSION RELEASE REJECT: no request type shall be set.
PDU SESSION MODIFICATION COMMAND REJECT: "madification request”.

sMPDUDNRequest Contents of the SM PDU DN Request container, if available, as described in TS |C
24.501 [13] clause 9.11.4.15.

NOTE: At least oneidentity shall be provided, the others shall be provided if available.
6.2.3.2.8 PDU to MA PDU session modification

The IRI-POI inthe SMF shall generate an xIRI containing an SMFPDUtoM APDU SessionM odification record when the
IRI-POI present in the SMF detects that an existing PDU session for the target UE has been successfully modified to an
MA PDU session using the PDU session modification procedures as described in TS 24.501 [13]. A PDU session is
considered to be successfully modified to aMA PDU session, when all of the following are true:

1. The UE isregistered to both 3GPP access and non-3GPP access:

- Inthesame PLMN (non-roaming UE).

- Inthedifferent PLMNS (roaming UE).

2. SMF receives the PDU SESSION MODIFICATION REQUEST from the UE (TS 24.501 [13] clause 8.2.10)
that includes one of the following:

- modification request and includes MA PDU session information IE set to MA PDU session network upgrade

allowed.

- MAPDU request.
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3. SMF sendsaPDU SESSION MODIFICATION COMMAND to the UE that includesthe ATSSS |E (TS 24.501

[13] clause 6.4.2.3).

4. SMF receivesthe PDU SESSION MODIFICATION COMPLETE from the UE (TS 24.501 [13] clause

8.3.10.1).

5. The 5GSM state within the SMF is PDU Session Active.

Once the SMFPDUtoM APDU SessionM odification record has been generated by the IRI-POI in the SMF, the IRI-POI
shall follow clause 6.2.3.2.7 of the present document for further reporting for thisMA PDU session.

Table 6.2.3-5G: Payload for SMFPDUtoMAPDUSessionModification record

Field name Description M/C/O

sUPI SUPI associated with the PDU session (e.g. as provided by the AMF in the C
associated Nsmf_PDU_Session_CreateSMContext service operation). Shall be
present except for PEI-only unauthenticated emergency sessions.

sUPIUnauthenticated Shall be present if a SUPI is present in the message and set to true if the SUPI |C
was not authenticated, or false if it has been authenticated.

pEl PEI associated with the PDU session if available. C

gPSlI GPSI associated with the PDU session if available. C

sNSSAI Slice identifier associated with the PDU session, if available. See TS 23.003 [19] |C
clause 28.4.2 and TS 23.501 [2] clause 5.15.2.

non3GPPAccessEndpoint UE's local IP address used to reach the N3IWF, TNGF or TWIF, if available. IP |C
addresses are given as 4 octets (for IPv4) or 16 octets (for IPv6) with the most
significant octet first (network byte order).

location Location information provided by the AMF or present in the context at the SMF, |C
if available.

requestType In accordance with the request type as described in TS 24.501 [13] clause M
6.4.2.2 and clause 9.11.3.47 a request type of “modification request” shall be
reported.

accessType Access type associated with the session (i.e. 3GPP or non-3GPP access) if C
provided by the AMF (see TS 24.501 [13] clause 9.11.2.1A).

rATType RAT type associated with the access, if available. Values given as per TS C
29.571 [17] clause 5.4.3.2.

pDUSessionID PDU Session ID, see TS 24.501 [13] clause 9.4. M

requestindication Indicates the request type for PDU session modification as indicated by the M
requestindication sent in the PDU SESSION MODIFICATION REQUEST (see
TS 29.502 [16] clause 6.1.6.3.6).

aTSSSContainer Identifies the steering, switching, and splitting features for the MA-Confirmed MA |M
PDU session. Also indicates whether MPTCP or ATSSS-LL is to be used for
ATSSS. See TS 24.501 [13] clause 9.11.4.22.

uEEndpoint UE IP address(es) assigned to the PDU Session if available (See TS 29.244 C
[15] clause 5.21).

servingNetwork Shall be present if this IE is in the SMContextUpdateData, HsmfUpdateData or |C
message sent to the SMF or the PDU Session Context or SM Context at the
SMF (see TS 29.502 [16] clauses 6.1.6.2.3, 6.1.6.2.11 and 6.1.6.2.39).

handoverState Indicates whether the PDU Session Modification being reported was due to a C
handover. Shall be present if this IE is in the SMContextUpdatedData or sent by
the SMF (see TS 29.502 [16] clause 6.1.6.2.3).

gTPTunnellnfo Contains the information for the User Plane GTP Tunnels for the PDU Session |M
(see TS 29.502 [16] clauses 6.1.6.2.2, 6.1.6.2.9 and 6.1.6.2.39). See Table
6.2.3-1B.

ePSPDNConnectionModification |Provides details about PDN Connections when the C

SMFPDUtoMAPDUSessionModification xIRI message is used to report PDN
Connection Modification. See Table 6.3.3-8 and clause 6.3.3.2.3.

6.2.3.3 Triggering of the CC-POI from CC-TF over LI_T3

6.2.3.3.1 LI_T3 interface specifics

When interception of communication contentsis authorised or the delivery of packet header information is authorised
and approach 2 described in clause 6.2.3.5 is used, the CC-TF present in the SMF sends a trigger to the CC-POI present
in the UPF over the LI_T3 interface.
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When the CC-TF in the SMF detects that a PDU session is being established (i.e. when the SMF sends the N4: PFCP
Session Establishment Request to the UPF, see TS 29.244 [15], clause 6.3.2) for atarget UE, it shall send an activation

message to the CC-POI in the UPF over the LI_T3 interface. The activation message shall contain the correlation

identifiers that the CC-POI in the UPF shall use with the xCC. This can be achieved by sending an ActivateTask
message as defined in ETSI TS 103 221-1 [7] clause 6.2.1 with the following details.

Table 6.2.3-6: ActivateTask message for triggering the CC-POI in the UPF

ETSI TS 103 221-1 [7] field name Description M/C/O
XID Allocated by the CC-TF as per ETSI TS 103 221-1 [7]. M
Targetldentifiers Packet detection criteria as determined by the CC-TF in the SMF, which M

enables the UPF to isolate target traffic. The CC-POI in the UPF shall
support at least the identifier types given in table 6.2.3-7.
NOTE: Thisvalueisthetarget identifier for the CC-POI in the UPF
and may be different from the target identifier specified in the
warrant.
DeliveryType Set to “X30nly”". M
ListOfDIDs Delivery endpoints for LI_X3. These delivery endpoints shall be configured M
by the CC-TF in the SMF using the CreateDestination message as described
in ETSI TS 103 221-1 [7] clause 6.3.1 prior to first use.
CorrelationID Correlation ID to assign to X3 PDUs generated by the CC-POI in the UPF. M
This field is populated with the same CorrelationID the IRI-POI in the SMF
uses for the associated xIRI.
ProductID Shall be set to the XID of the Task Object associated with the interception at |M

the CC-TF. This value shall be used by the CC-POI in the UPF to fill the XID
of X3 PDUs.

The CC-TF in the SMF shall not send the ListOf ServiceTypes parameter of the ActivateTask message to the CC-POI in

the UPF.

Table 6.2.3-7: Target Identifier Types for LI_T3

Identifier type Owner ETSI TS 103 221-1 [7] Definition
Targetldentifier type

GTP Tunnel ID 3GPP gtpuTunnelld F-TEID (see XSD schema)

UE IP Address ETSI IPv4Address or IPv6Address See ETSI TS 103 221-1 [7]

UE TCP/UDP Port ETSI TCPPort or UDPPort See ETSI TS 103 221-1 [7]

PFCP Session ID 3GPP TargetldentifierExtension / FSEID F-SEID (see XSD schema)

PDR ID 3GPP TargetldentifierExtension / PDRID 32 bit unsigned integer (see XSD schema)

QER ID 3GPP TargetldentifierExtension / QERID 32 bit unsigned integer (see XSD schema)

Network Instance 3GPP TargetldentifierExtension / Octet string (see XSD schema)
NetworklInstance

GTP Tunnel Direction |3GPP TargetldentifierExtension / Enumeration (see XSD schema)
GTPTunnelDirection

When the CC-TF in the SMF detects that atargeted PDU session is changing (i.e. when the SMF sends the N4: PFCF

Session Modification Request to the UPF, see TS 29.244 [15], clause 6.3.3) in away that requires changes to the

interception already activated by the CC-POI in the UPF, the CC-TF shall modify the interception at the CC-POI in the
UPF over the LI_T3 interface. Thisis achieved by sending a ModifyTask message as defined in ETSI TS 103 221-1 [7]
clause 6.2.2. The ModifyTask message contains the same details as the ActivateTask message with the following fields

updated as appropriate.
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Table 6.2.3-8: Parameters that may be changed in a ModifyTask message when updating interception
at the CC-POI in the UPF

ETSI TS 103 221-1 [7] field name Description M/C/O

Targetldentifiers Updated packet detection criteria as determined by the CC-TF in the SMF. M

NOTE: Seenoteson Targetldentifiersin table 6.2.3-6.

When the CC-TF in the SMF detects that a targeted PDU session is changing (i.e. when the SMF sends the N4: PFCF
Session Modification Reguest to the UPF, see TS 29.244 [15], clause 6.3.3) for which the interception had not been
previoudy activated in the CC-POI in the UPF (e.g. in case of previous unsuccessful L1 activation at the CC-POI in the
UPF by the CC-TF in the SMF), the CC-TF shall send an activation message to the CC-POI in the UPF over theLl _T3
interface. The activation message shall contain the correlation identifiers that the CC-POI in the UPF shall use with the
XCC. This can be achieved by sending an ActivateTask message as defined in ETSI TS 103 221-1 [7] clause 6.2.1 with
the details provided by Table 6.2.3-6.

When the CC-TF in the SMF detects that the PDU session has been released (i.e. when the SMF sends the N4: PFCF
Session Deletion Request to the UPF, see TS 29.244 [15], clause 6.3.4) for atarget UE, it shall send a deactivation
message to the CC-POI in the UPF over the LI_T3 interface. When using ETSI TS 103 221-1 [7] thisis achieved by
sending a DeactivateT ask message with the XID field set to the XID associated with the interception, as described in
ETSI TS 103 221-1[7] clause 6.2.3.

By default, interception shall occur at the anchor UPF as described in clause 6.2.3.3.3.

When awarrant that includes the service scoping of CC is activated for atarget UE with an established PDU session
and when the IRI-POI present in the SMF generates the xIRI containing an

SMFStartOfI nterceptionWithEstablishedPDUSession record (see clause 6.2.3.2.5), the CC-TF present in the SMF shall
send an activation message to the CC-POI present in the UPF to generate the xCC.

6.2.3.3.2 CC interception with multi-homed PDU session

When atarget UE accesses multiple Data Networks (DNs) viaa multi-homed PDU session (see TS 23.501 [2] clause
5.6.4.3), multiple UPFs are involved in providing the PDU Session Anchors, with one UPF providing the Branching
Point functionality. The Branching Point UPF may, or may not, be a PDU Session Anchor UPF (see TS 33.127 [5]
Annex A3.2). The CC-TF present in the SMF shall send the CC intercept trigger to the CC-POI present in an UPF if
and only if that UPF is selected to provide the CC-POI functions.

When the target UE isinvolved in multi-homed PDU session, the CC-TF present in the SMF (i.e. in the SMF that
establishes the PDU session) shall determine which UPF(s) is(are) more suitable to provide the CC-POI functions
adhering to the following regquirements specified in TS 33.127 [5]:

- All applicable user plane packets are captured and delivered.
- Duplicate delivery of CC is suppressed to the extent possible.

This clause assumes that a PDU session contains only one Branching Point UPF (with N3 reference point toward the
target UE) and one PDU Session Anchor UPF for each DN connection.

Since the present document requires the interception of all DN connections, the SMF may choose either all the PDU
Session Anchor UPFs or the Branching Point UPF to provide the CC-POI functions.

The Branching Point UPF may be chosen when all user plane packets pass through the Branching Point UPF, and the
CC-TF present in the SMF may choose the Branching Point UPF to provide the CC-POI function and accordingly, send
the CC interception trigger to the CC-POI present in the Branching Point UPF. The CC intercept trigger shall include
the packet detection rules. An example of these rulesis:

- Generate the xCC from al the incoming and outgoing user plane packets to the target UE.

In this case, the CC-TF present in the SMF shall not select any of the PDU Session Anchor UPFs to provide the CC-
POI functions.
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When a Branching Point UPF is chosen to provide the CC-POI functions, and if the Branching Point UPF is removed
from the user plane path during a PDU session, then the CC POI functions will have to be moved to the PDU Session
Anchor UPFs.

The xCC delivered to the MDF3 shall be correlated to the PDU session related xIRI. The use of Correlation Id shall be
on a user-plane path basis, which means that the xCC generated at different UPFs that belong to different PDU sessions
may need to have separate Correlation IDs, each correlating to their own PDU session related xIRI.

6.2.3.3.3 CC Interception only at PDU Session Anchor UPFs

An option isto intercept a copy of the packets sent and received on the N6 interface [2] side of the PDU Anchor UPF
(for each UL classifier in case of selective routing or Service and Session Continuity mode 3) for all DNs the subject is
connected to. In the in-bound roaming case for home-routed roaming, the CSP shall deliver a copy of the packets sent
and received on the N9 side of the PDU Anchor UPF towards the serving network.

6.2.3.4 IRI-POI in UPF triggering over LI_T2

When interception of packet header information is authorised, if approach 1 described in clause 6.2.3.9.1 is used for
packet header information reporting, the IRI-TF in the SMF shall send atrigger to the IRI-POI in the UPF over the
LI_T2 interface when the IRI-TF in the SMF detects that a PDU session has been established (i.e. when the SMF sends
the N4: PFCP Session Establishment Request to the UPF, see TS 29.244 [15], clause 6.3.2) for atarget UE. The
activation message shall contain the correlation ID that the IRI-POI in the UPF shall use when generating xIRI. This
shall be achieved by sending an ActivateTask message as defined in TS 103 221-1 [7] clause 6.2.1 with the following
details.

Table 6.2.3-9: ActivateTask message for triggering the UPF IRI-POI

ETSI TS 103 221-1 [7] field name Description M/C/O
XID Allocated by the IRI-TF as per ETSI TS 103 221-1 [7]. M
Targetldentifiers Packet detection criteria as determined by the IRI-TF in the SMF, which M

enable the UPF IRI-POI to isolate target traffic. The IRI-POI in the UPF shall
support at least the identifier types given in table 6.2.3-7.

NOTE: Thisvalue isthe target identifier for the IRI-POI in the UPF and
may be different from the target identifier specified in the

warrant.
DeliveryType Set to “X20nly”. M
TaskDetailsExtensions/ Header reporting-specific tag to be carried in the TaskDetailsExtensions field |M
HeaderReporting of ETSI TS 103 221-1 [7]. See table 6.2.3.9.2-1.
ListOfDIDs Delivery endpoints of LI_X2. These delivery endpoints shall be configured by |M

the IRI-TF in the SMF using the CreateDestination message as described in
ETSI TS 103 221-1 [7] clause 6.3.1 prior to first use.

CorrelationID Correlation ID to assign for xIRI generated by the IRI-POI in the UPF. This M
field is populated with the same CorrelationID the IRI-POI in the SMF uses
for the associated xIRI.

ProductID Shall be set to the XID of the Task Object associated with the interception at |M
the IRI-TF. This value shall be used by the IRI-POI in the UPF to fill the XID
of X2 PDUs.

The IRI-TF in the SMF shall not send the ListOf ServiceTypes parameter of the ActivateTask message to the IRI-POI in
the SMF.

Table 6.2.3-10: Void

When the IRI-TF in the SMF detects that atargeted PDU session has changed (i.e. when the SMF sends the N4: PFCP
Session Modification Request to the UPF, see TS 29.244 [15], clause 6.3.3) in away which requires changes to the
interception by the IRI-POI in the UPF, the IRI-TF in the SMF shall modify the interception at the IRI-POI in the UPF
over the LI_T2 interface. Thisis achieved by sending aModifyTask message as defined in ETSI TS 103 221-1 [7]
clause 6.2.2. The ModifyTask message contains the same details as the ActivateT ask message with the following fields
updated as appropriate.
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Table 6.2.3-11: Parameters that may be changed in a ModifyTask message when updating
interception at the IRI-POI in the UPF

Field name Description M/C/O

Targetldentifiers Updated packet detection criteria as determined by the IRI-TF in the SMF. M

NOTE: See notes on Targetldentifiersin table 6.2.3-6.

When the IRI-TF in the SMF detects that the PDU session has been released (i.e. when the SMF sends the N4: PFCP
Session Deletion Request to the UPF, see TS 29.244 [15], clause 6.3.4) for atarget UE, it shall send a deactivation
message to the IRI-POI in the UPF over the LI_T2 interface. When using ETSI TS 103 221-1 [7] thisis achieved by
sending a DeactivateT ask message with the XID field set to the XID associated with the interception, as described in
ETSI TS 103 221-1[7] clause 6.2.3.

When a PDU session involves multiple UPFs, the selection of UPF to provide the IRI-POI functions shall be done in the
same way an UPF is selected to provide the CC-POI functions as described in clauses 6.2.3.3.2 and 6.2.3.3.3.

When interception of packet header information is authorised for atarget UE, if approach 1 described in clause 6.2.3.9.1
is used for packet header information reporting, the IRI-TF present in the SMF shall send an activation message to the
IRI-POI present in the UPF when the IRI-POI present in the SMF generates the xIRI containing an

SMFStartOfI nterceptionWithEstablishedPDUSession record to generate the packet header information reporting related
xIRIs from the user plane packets of that PDU session.

6.2.3.5 Generation of xIRI at UPF over LI_X2

6.2.3.5.1 Packet data header reporting

When packet header information reporting is authorised, packet header information reports are generated either by the
IRI-POI in the UPF (if approach 1 from clause 7.12.2.3 of TS 33.127 [5] is used) or by the MDF2 (if approach 2 from
clause 7.12.2.3 of TS 33.127 [5] is used). Depending on the requirements of the warrant, the packet header information
reports can be in per-packet form, as Packet Data Header Reports (PDHRS), or in summary form, as Packet Data
Header Summary Reports (PDSRS).

6.2.3.5.2 Fragmentation

If the IRI-POI in the UPF is placed on alink which fragmented the original | P packet (see IETF RFC 791[34] for basic
fragmentation rules, and IETF RFC 815 [26] for more complex re-assembly rules), a situation may occur in which only
the first fragment can be sensibly reported in a PDHR, while the subsequent fragments may be missing essential fields

that are mandatory, which may cause simplistic implementations to mis-report them, or omit them altogether.

In this case, the IRI-POI in the UPF shall report the first fragment of afragmented | P packet, including the port numbers
when they are included within this first fragment, using the length of the fragment to determine if the port numbers are
indeed encoded within this first fragment. The subsequent fragments are reported without port information. This
technigue relieves the IRI-POI in the UPF from having to reassemble the original 1P packet (at line speed) at the cost of
accuracy of the reported fields.

6.2.3.5.3 Packet Data Header Report (PDHR)

If the per-packet form of packet header information reporting, i.e. PDHR, is authorised, the PDHeaderReport xIRI shall
be generated as described in clause 6.2.3.9.3.

6.2.3.5.4 Packet Data Summary Report (PDSR)

If the summary form of the packet header information reporting, i.e. PDSR, is authorised, the PDSummaryReport xIRI
shall be generated as described in clause 6.2.3.9.4.

6.2.3.6 Generation of xCC at CC-POI in the UPF over LI_X3

The CC-POI present in the UPF shall send xCC over LI_X3 for each IP packet matching the criteria specified in the
Triggering message (i.e. ActivateTask message) received over LI_T3 from the CC-TF in the SMF.
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NOTE: Implementers are reminded of the completeness and non-duplication requirements (see TS 33.127 [5]).
Each X3 PDU shall contain the contents of the user plane packet given using the GTP-U, IP or Ethernet payload format.

The CC-POI present in the UPF shall set the payload format to indicate the appropriate payload type (5 for |Pv4 Packet,
6 for 1Pv6 Packet, 7 for Ethernet frame or 12 for GTP-U Packet as described in ETS| TS 103 221-2 [8] clauses 5.4 and
5.4.13.

If handover of the entire GTP-U packet isrequired over L1_HI3 (see clause 6.2.3.8), then consideration shall be made of
the correct choice of LI_X3 payload type to ensure that the MDF3 has the necessary CC information. Support for
delivery of LI_X3 as payload type 12 (GTP-U packet) is mandatory.

The CC-POI present in the UPF may use the Additional X1D Related Information attributes to facilitate efficient
delivery of xCC, as specified in ETSI TS 103 221-2 [8] clause 5.3.22.
6.2.3.7 Generation of IRl over LI_HI2

When an xIRI isreceived over LI_X2 from the IRI-POI in the SMF or the IRI-POI in the UPF, the MDF2 shall send the
IRI message over L1_HI2 without undue delay. The IRl message shall contain a copy of the relevant record received
from L1_X2. The record may be enriched by other information available at the MDF (e.g. additional location
information).

The timestamp field of the ETSI TS 102 232-1 [9] PSHeader structure shall be set to the time at which the SMF event
was observed (i.e. the timestamp field of the xIRI).

The IRI type parameter (see ETSI TS 102 232-1 [9] clause 5.2.10) shall be included and coded according to table 6.2.3-
14.

Table 6.2.3-14: IRI type for IRl messages

Record type IRl Type
SMFPDUSessionEstablishment BEGIN
SMFPDUSessionRelease END
SMFPDUSessionModification CONTINUE
SMFStartOfInterceptionWithEstablishedPDUSession BEGIN
SMFUnsuccessfulProcedure REPORT
SMFMAPDUSessionEstablishment BEGIN
SMFMAPDUSessionRelease END
SMFMAPDUSessionModification CONTINUE
SMFStartOfinterceptionWithEstablishedMAPDUSession [BEGIN
SMFMAUnsuccessfulProcedure REPORT
SMFPDUtoMAPDUSessionModification CONTINUE
PDHeaderReport REPORT
PDSummaryReport REPORT

IRl messages associated with the same PDU Session shall be assigned the same CIN (see ETSI TS 102 232-1 [9] clause
5.2.4).

The threeGPP33128DefinedIRI field (see ETSI TS 102 232-7 [10] clause 15) shall be populated with the BER-encoded
IRIPayload.

When an additional warrant is activated on atarget UE and the L1PF uses the same XID for the additional warrant, the
MDF2 shall be able to generate and deliver the IRl message containing the

SMFStartOf1 nterceptionWithEstablishedPDU Session record and the

SMFStartOf nterceptionWithEstablishedM APDU Session record to the LEMF associated with the additional warrant
without receiving a corresponding xIRI. The payload of the SMFStartOfl nterceptionWithEstablishedPDUSession
record is specified in table 6.2.3-4, while the payload of the SMFStartOf1 nterceptionWithEstablishedM APDU Session
record is specified in table 6.2.3-9. The MDF2 shall generate and deliver the IRl message containing the
SMFStartOfI nterceptionWithEstablishedPDUSession record for each of the established PDU sessions to the LEMF
associated with the new warrant. The MDF2 shall generate and deliver the IRl message containing the

SMFStartOfI nterceptionWithEstablishedM APDUSession record for each of the established MA PDU sessions to the
LEMF associated with the new warrant.
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If the MDF2 did not receive from the IRI-POI the val ue of timeOfSessionEstablishment parameter in a previous
corresponding SMFStartOfI nterceptionWithEstablishedPDUSession or

SMFStartOfI nterceptionWithEstablishedM APDUSession xIRI for the same session, the MDF2, when generating the
SMFStartOfI nterceptionWithEstablishedPDUSession or the SMFStartOf | nterceptionWithEstablishedM APDU Session
IRI shall include in that parameter the time provided in the timestamp previously received in the header of the related
SMFPDU SessionEstablishment or SMFM APDU SessionEstablishment XIRI.

When the delivery of packet header information is authorised and approach 2 described in clause 6.2.3.9.1 is used, the
MDF2 shall generate the IRl message and send it over LI_HI2 without undue delay when XCC is received over
LI_MDF from the MDF3. The MDF2 shall generate packet header information reporting as described in clause 6.2.3.5.

6.2.3.8 Generation of CC over LI_HI3
When the xCC isreceived over L1_X3, the MDF3 shall emit the CC over LI_HI3 without undue delay.

The timestamp field of the ETSI TS 102 232-1 [9] PSHeader structure shall be set to the time that the UPF observed the
data (i.e. the timestamp field of the xCC). The L1I1D and CID fields shall correctly reflect the target identity and
communication session to which the CC belongs.

The MDF3 shall populate the threeGPP33128DefinedCC field (see clause 5.5.3 of the present document) with a BER-
encoded CCPayload structure containing either:

1. TheuPFCCPDU field containing the GTP-U packet received over L1_X3. It shall only be used if the
content of the GTP-U packet isan IPv4 or IPv6 packet.
2. The extendedUPFCCPDU field as described in table 6.2.3-15.

The MDF3 shall support delivery using either option.

Table 6.2.3-15: ExtendedUPFCCPDU structure

Field name Description M/C/O
payload Payload of the GTP-U packet without GTP-U encapsulation. Content shall be M
supplied according to table 6.2.3-16.
gFl Shall be populated with the QoS Flow Identifier value from the GTP-U header C
extension (see TS 38.415 [41] clause 5.5.3.3) if present over L1_X3.

Table 6.2.3-16: UPFCCPDUPayload structure

Field name Description
uPFIPCC Contains an IPv4 or IPv6 packet
UPFEthernetCC Contains an Ethernet frame
uPFUnstructuredCC Contains an unstructured packet

6.2.3.9 Packet header information reporting

6.2.3.9.1 General

Asdescribed in TS 33.127 [5] clause 7.12.2, warrants that do not require the interception of communication contents
but do require packet header information reporting will require access to the user plane packets. Packet header
information reporting includes the following two |RI messages:

- Packet Data Header Reporting (PDHR) in the form of PDHeaderReport records.
- Packet Data Summary Reporting (PDSR) in the form of PDSummaryReport records.
TS 33.127 [5] clause 7.12.2 