ETSITS 133 128 vi17.6.0 (2022-09)

& =>

TECHNICAL SPECIFICATION

Digital cellular telecommunications system (Phase 2+) (GSM);
Universal Mobile Telecommunications System (UMTS);
LTE;

SG;

Security;

Protocol and procedures for Lawful Interception (LI);
Stage 3

(3GPP TS 33.128 version 17.6.0 Release 17)

H°56

A GLOBAL INITIATIVE



3GPP TS 33.128 version 17.6.0 Release 17 1 ETSI TS 133 128 V17.6.0 (2022-09)

Reference
RTS/TSGS-0333128vh60

Keywords
5G,GSM,LTE,SECURITY,UMTS

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - APE 7112B
Association & but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° w061004871

Important notice

The present document can be downloaded from:
http://www.etsi.org/standards-search

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the prevailing version of an ETSI
deliverable is the one made publicly available in PDF format at www.etsi.org/deliver.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

If you find a security vulnerability in the present document, please report it through our
Coordinated Vulnerability Disclosure Program:
https://www.etsi.org/standards/coordinated-vulnerability-disclosure

Notice of disclaimer & limitation of liability

The information provided in the present deliverable is directed solely to professionals who have the appropriate degree of
experience to understand and interpret its content in accordance with generally accepted engineering or
other professional standard and applicable regulations.
No recommendation as to products and services or vendors is made or should be implied.

No representation or warranty is made that this deliverable is technically accurate or sufficient or conforms to any law
and/or governmental rule and/or regulation and further, no representation or warranty is made of merchantability or fitness
for any particular purpose or against infringement of intellectual property rights.

In no event shall ETSI be held liable for loss of profits or any other incidental or consequential damages.

Any software contained in this deliverable is provided "AS IS" with no warranties, express or implied, including but not
limited to, the warranties of merchantability, fithess for a particular purpose and non-infringement of intellectual property
rights and ETSI shall not be held liable in any event for any damages whatsoever (including, without limitation, damages

for loss of profits, business interruption, loss of information, or any other pecuniary loss) arising out of or related to the use
of or inability to use the software.

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2022.
All rights reserved.

ETSI


http://www.etsi.org/standards-search
http://www.etsi.org/deliver
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx
https://portal.etsi.org/People/CommiteeSupportStaff.aspx
https://www.etsi.org/standards/coordinated-vulnerability-disclosure

3GPP TS 33.128 version 17.6.0 Release 17 2 ETSI TS 133 128 V17.6.0 (2022-09)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI Web server (https:/ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ logo is atrademark of ETSI registered for the benefit of its Members and of the
oneM2M Partners. GSM ® and the GSM logo are trademarks registered and owned by the GSM Association.

Legal Notice

This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities. These shall be
interpreted as being references to the corresponding ETSI deliverables.

The cross reference between 3GPP and ETSI identities can be found under http://webapp.etsi.org/key/queryform.asp.

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

ETSI


https://ipr.etsi.org/
http://webapp.etsi.org/key/queryform.asp
https://portal.etsi.org/Services/editHelp!/Howtostart/ETSIDraftingRules.aspx

3GPP TS 33.128 version 17.6.0 Release 17 3 ETSI TS 133 128 V17.6.0 (2022-09)

Contents

INtellectual Property RIGNES.... ..ot b e e e en e ns 2
LB INOLICE ... bbbt et h bt b b nE e b e b e e et bt e bt Rt e s e e e e e e eb e n e e ns 2
MoOdal VErDS TEMINOIOQY ... .ccteieeiicieee ettt st e e s te s ae e aesbeeaeesbesreentesaeeasessesneensesreeneensessens 2
0= 11V o PSPPSR 14
100 0 Tox A o] o SRS 14
1 o010 R 15
2 REFEIBINCES ...ttt b e bbb bt e e et R e e bt e b e bt st e s b et et et e e s e nr e b ee 15
3 Definitions, symbols and abbreViationS ...........ccoeeciiieierereesese et 18
31 D= T 0T (0] 1SR 18
3.2 SYIMDOIS. ..ottt b et b e e h e bt e Rt bt s e Rt bR Rt R e e e Rt SR E Rt R et eh e Rt b et eb e n s 19
33 Y o] 1= V7= 0] 19
4 (€7 11 - TSRS 20
4.1 (T goT0 W 1ol BTSSP PR UR USSP 20
4.2 Basic principles for interNal INtEITACES.........ccveii e re e e s nee e 21
4.3 Basic principles for external handover INLErfaCES...........cevieieeii it 21
4.4 SEIVICE SCOPING .veueeiueeiueesteeteeteesteeseesseesseesseesseasseaseesseeaseasseanseasseasseaseesseesseesseesseassansesseesseenseenseensensenssenssenssens 22
44.1 (CT= 0T o SO PPSPPSN 22
4.4.2 COP SEIVICE LY ...ttt ettt sttt bbbt et b e e et bt b e e e bt s e e e e b e s R et e bt e et ek e e b et e bt b e neene b neenea 22
443 (DS TN oY 1Y o= SO U SO P ST PSR PS 22
4.4.4 (o or= 1To gl o= o o] (] 0T H USSP SRR PR 23
445 LALS THIQUEING -ttt sttt sttt ettt sttt b et b e bbbt b e s b e e e bt e b e e e bt ee e st b e ne et eb e s b et eb e b e 23
4.4.6 ROAMING INEEICEDIION ...ttt et b et b e et b e bbb et et sb et eb e b 23
5 Transport and CommUuNiCations ProtOCOI ..........ceeiiiiciiiiicec ettt 23
51 GBNENEL ...ttt b b h ek E R £ R e R R R e R £ A e e R £ e R e R e EeARe b e e Re R e e e e b e Rt ehe bt e Rt ene e ennes 23
5.2 Protocolsfor LI_X1 and LI_T iNtErfaCES......c.ccceiieeriee ettt sttt st 23
521 Genera usage Of ETSI TS 103 221-1......cciciiieieiieiereeiesieseeieste sttt st et steseesesteseesesteseenestenessessaseesens 23
5.2.2 0L e o == TS T oo N T o RS 24
523 Usage for realising L1_X1 (MaNBGEMENL) ....cceerririeirieieierieeete ettt st s sb e 24
524 SEIVICE SCOPING ..+ eveveneetesteseetesteseeteseeseebesae st ebese et et e saese et e sb e e eb e se e e eb e sE e e ebeeb e e ebese e e ebesb e e ebesbe e ebenbeneebenbennenea 24
525 USA0E FOr FEAIISING LT 2.ttt bbbttt b et b e et 25
526 USagE fOr 1EalISING L1_T 3. ettt b et b e et b e bbb 25
527 Usage fOr realiSiNg LI XEML ...ttt b e et 25
53 (o) 0To'e K=Y o] ol I I Q2K o I I D GC T 26
531 Genera Usage Of ETSI TS 103 221-2......cecuiieieeieiesieiesie sttt see et st testeseesesteseesesteseesessenessesseneesens 26
5.3.2 UL TR o == TS T oo N D S 26
533 UL TR o == TS T oo T G TS 27
534 S VLo oo o o 27
54 o 0o o] K= o] ol I o | 27
54.1 (€71 PR 27
542 SEIVICE SCOPING ..+ eveeeueetesteseeteseeseeteseeseetesse e ebese et et e seeae et e sh e e eb e se et eb e sb e e ebeeh e e ebeee e e ebesb e e ebesbe e ebesbeneenenbeneenea 27
55 ProtocolSfor LI_HI2 and LI HIS. ...ttt sttt st s e e s 28
551 (€71 PR 28
552 Usage fOr realiSiNg LI _HI2 ..o bbb et 28
553 Usage for realiSiNg LI _HIB ...t bbb 28
554 S VLo oo o o S 28
555 LI 1= 0 = 0 o (=01 = £ 28
5.6 o oTore] K= o] ol I o | 29
56.1 (CT= 0T o SO PPSPPSN 29
5.6.2 0L o o == TS T oo N T | S 29
5.7 [ go 1o Twro £ (o) ol I T o [T RS 29
57.1 (€71 PR 29
572 Usage for realiSing LI_HIQR. ...ttt 29

ETSI



3GPP TS 33.128 version 17.6.0 Release 17 4 ETSI TS 133 128 V17.6.0 (2022-09)

5721 REQUESE SITUCTUIE....... . e sre e e 29
5722 REQUESE PAIraIMELEN'S ... e e s 30
5723 RESPONSE SITUCLUIE ... s e s sreesre e 31
5.8 [ o 0 Two £ (o) gl I T | RS 33
581 (€71 PR 33
5.8.2 ldentity aSSOCIALiON FEUESES ......cciueereieeieeeeiesteesteesteettestee s e e teetesseesseesaeesaeeseenneeneeeseasseasteenseeseeseennesnnennns 33
5.8.3 Ongoing identity aSSOCIatiON FEQUESES..........eiierieeieeieieesee st e ste et e seesre e e eteeseesseesseesseesesnsesseesseesseenseensenns 33
5.9 o) 0Tore] K= o] ol I =1 34
5.10 ProtOCOIS FOr LI _ ST INLEITACE. ...ii ittt e s ae e saeetesneesneesaeesneanseenseens 34
5.10.1 OVEIVIBWW ...ttt ettt ettt et b e bt ekt et e s e e e h e bt eh e eh £ e ae e R b e aE e b e £E e eh e ehe ek e e aeeaeea e e e e ab et e shenbeeneenne s ennas 34
5.10.2 (0] =6 =TT PP PR PSR 34
5.10.3 e (L= YU RSSN 34
5.10.4 10107 P TRSN 34
6 Network Layer Based INTEICEPLION..........cceiieii ettt st st reeaesreeaaennesreeneens 35
6.1 (T go0 W 1T oo BTSSP TP UR USSP 35
6.2 LTS TSP PP URTROTRPT 35
6.2.1 GBINENEL ...t b e h e h e e R AR R R £ e e e R e R SR e Rt eheehe et e b e bR e eheeneene e nres 35
6.2.2 = N 1Y OO USROS O TPRURURURPRRIN 35
6.2.2.1 L (oY= o] 1T oo oY= I T G SR 35
6.2.2.2 Generation Of XIRI OVEF LI X 2.... ..ottt sttt entesnaennesneesnaesreennens 36
6.222.1 LT 07 S RRRSRSN 36
6.2.2.2.2 REGISITALTION ...ttt b bbbt b st b e bbb et b st b bt eb e ens 36
6.2.2.2.3 D= 0= o[BS L= 0] o TSSOSO 37
6.22.24 LOCALTON UPOBLE ...ttt sttt ettt ettt b bt s b bbbt bbbt st b et b et e e ens 38
6.2.2.2.5 Start of interception with registered UE ... e 39
6.2.2.2.6 AMPF UNSUCCESSIUl PrOCEAUIE ..ottt sttt e s e teesteesreenteenensneennes 40
6.2.2.2.7 AMF identifier @SSOCIALION ......c.ceiueriirierie ettt se e bbb e 41
6.2.2.2.8 POSItioNING INFO TrANSFEN .....ceeeiee e e ae e s 41
6.2.2.3 Generation Of TRI OVEr LI _HIZ ...t sttt et esnaesneennees 42
6.2.2.4 K0 0 U Y o 7= oY SRS 43
6.2.2A Identifier REPOIING fOr AMUE ...ttt ra e e s e te e be e teeteeneeneeenes 43
6.2.2A.1 Activation of reporting OVEr LI_XEMIL ..ottt s 43
6.2.2A.2 Generation of records OVEr LI XER ...ttt s neens 43
6.2.2A.2.2 ASSOCIALTION BEVENES ...ttt sttt eae et e e et e seestesneen e e e eneees 44
6.2.2A.2.3 TransmiSSION tO thE TCF ...ttt se et et enee e eneas 45
6.2.3 I 0 g Y 1 U O RPRRN 45
6.23.1 ProvisioNiNg OVEN L1_X L. ..ottt ettt eb e st eb e b e b b nneneas 45
6.231.1 GBNETEL ...t h e bR bR e R e a e et b e te bt ebeeheehe e e e e nnen 45
6.2.3.1.2 Provisioning of the IRI-POI, IRI-TF and CC-TF inthe SMF ........cccooiiiievieieeee e 45
6.2.3.1.3 Provisioning Of tNE MDF2..........ooiie ettt e e teeae e enes 46
6.2.3.1.4 Provisioning Of tNE MDF3.........oooi ettt ae e e teeaeeneeenes 47
6.2.3.2 Generation of XIRI at IRI-POI in SMF OVEr LI_X 2ot 48
6.2.32.1 (T 0T USRS 48
6.2.3.2.2 PDU SeSSion eStabliSNMENT.........oiuiie ettt e e e e 48
6.2.3.2.3 [ D WS =SS T o] g oo [ Ko=) P 53
6.2.3.24 PDU SESSION FEIEASE .....veveeeeeieieseesie sttt et e ee st e te s testesae st et e e estessesbesaeebesseeneeeesensessessesneeneeneensees 55
6.2.3.2.5 Start of interception with an established PDU SESSION ........cccoiueiiirieiniieeseee e 56
6.2.3.2.6 SMF UNSUCCESSUI PrOCEAUNE.......c.eeuieieeeiete ettt 60
6.2.3.2.7 VA PDU SESSIONS......tiuttitieteeieeieestete et st st st ese e e teseesbe s bt eheeseeaeeeesseabesaeebeeaeens e s e b e sbesnesbesaeene e e ennees 61
6.2.3.2.8 PDU to MA PDU $SSI0N MOGifICALION.......c.coiitiieiiiiiteieeieeeie et s 73
6.2.3.3 Triggering of the CC-POI from CC-TF OVEr LI_T3 ..ot 74
6.2.33.1 I IR 11 =0 = o = 1 ot 74
6.2.3.3.2 CC interception with multi-homed PDU SESSION.........ccvciiiierierieeie e see e e este e seeseesseesseenneens 76
6.2.3.3.3 CC Interception only at PDU Session ANChOr UPFS..........oocveiiiiieicesee e 76
6.2.34 IRI-POI in UPF triggering OVEr L1_T2 .....coiiireee ettt 77
6.2.35 Generation of XIRI @ UPF OVEN LI X2......oeeee ettt neens 78
6.2.35.1 Packet data header FEPOIING.........ooeiiieii bbb 78
6.2.35.2 =" 1001 01 o] o OSSOSO 78
6.2.35.3 Packet Data Header REPOIt (PDHR) ..o 78
6.2.354 Packet Data SUmmary REPOrt (PDSR) .......coiriieriiriiirierieisie st 78
6.2.3.6 Generation of XCC at CC-POI inthe UPF over L1 _X3......ccv ot 78

ETSI



3GPP TS 33.128 version 17.6.0 Release 17 5 ETSI TS 133 128 V17.6.0 (2022-09)

6.2.3.7 Generation Of TRI OVEN LI HIZ2 ...ttt s sre e nee e 79
6.2.3.8 Generation Of CC OVEN LI HIB ...ttt st ene e enee e 79
6.2.39 Packet header information rEPOIMING ........cciirieiiiieereee et s eb e seene 80
6.2.39.1 (T 0T PSS RRSRSN 80
6.2.39.2 ProViSIONING GELAIIS ..ottt bbb e ens 80
6.2.3.9.3 L B [ o (o (= 0] A = o (o 8l
6.2.3.9.4 PDSUMMErYREPOM FECOIT .....cveeiieieesiieieste et e sttt e et ssee st sre e sreesae et e eseesneasse e te e seenteeneesneennes 82
6.2.3.10 Sharing LI state information OVEr L1_ST ...t 86
6.2.3.10.1 (@Y PSS 86
6.2.3.10.2 IS0 1o T I S S 86
6.2.3.10.3 RELTEVING LI SIALE ......eeeeeeeeeet e bbb bbbt ens 87
6.2.3.104 REMOVING LI SEBEE ...ttt bt s bbbt ens 87
6.2.4 = QLU I o] g OSSPSR 87
6.24.1 €1 g Tc = o L= o ] 01 (oo OSSR TPETRPTPRR 87
6.2.5 = S P RRSRSN 87
6.251 ProvisioNiNg OVEN L1_X L. ..ottt et b e et b e st eb e nene b b nnene s 87
6.2.5.2 Generation Of XIRI OVEF LI X 2.... ..ottt ettt et snaennesneesneesneenneas 89
6.2.5.3 SIMIS IMESSAJE. ... teveteteeeteste sttt st et s bttt st et e bt s b e st b e e e s e e e e e b e b e e e st b e s e b e b e b e bt et e s es e b et e s e e beneeneebe st eneenn 89
6.2.5.4 Generation Of TRI OVEr LI _HIZ ...ttt et enn e e esnaesneennees 92
6.2.6 LI SUPPOIT 8 NRF ...ttt et e b e e s be e e be e e sbbe e nbbe e s ateesabeesnreenares 92
6.3 OSSPSR 92
6.3.1 (CT= 0T o SO PP PSP 92
6.3.2 = Y P RRSS 93
6.3.2.1 ProviSiONiNg OVEN L1_X L. ..ottt b e et b e sttt sb e b b neene s 93
6.3.2.2 Generation Of XIRI OVEr LI X 2.ttt ettt st sae s ebesaesne e e eneeneen 94
6.3.2.2.1 (T 01 PSSR 94
6.3.2.2.2 MME identifier @SSOCIALTION ........eoueeeeieerese ettt e sne st e e e ne e e e e es 94
6.3.2.2.3 N 1= SRR 95
6.3.2.24 D o TP 96
6.3.2.2.5 Tracking Area/EPS LOCELION UPUALE ........cccueeeieeieeeeeieete ettt e s e e e nnees 97
6.3.2.2.6 Start of interception with EPS attached UE.............cov i s 97
6.3.2.2.7 MM E UNSUCCESSFUI PrOCEAUNE .......coveeieeesieete et eeee et e e e e e e sreesaeeteesteensessaesraesseenseeneeeneennes 98
6.3.2.2.8 POSItioNING INFO TrANSFEN ......ceee e e e e s 99
6.3.2.3 Generation Of IR OVEr LI HIZ2 ...t 100
6.3.23.1 LT 01 S 100
6.3.2.3.2 (O o]0 o N S 100
6.3.2.3.3 OpPtioN B aNd OPLION C.....oveeeieiecetereee ettt eb e nn s 101
6.3.3 LI @t SGW/PGW @NA EPDIG ...ttt sttt ettt st s ae et se e eeese e beseesaebesaeeneeneeneenes 101
6.3.3.0 LT 0T R 101
6.3.3.1 L oY= o] 1T oo oY= I G 101
6.3.3.1.1 LC T o1 - PSS 101
6.3.3.1.2 NON-CUPS ATChITECIUNE. ...ttt bbbt sb e 102
6.3.3.1.3 O U S o 11 (= o (1 = DR 103
6.3.3.1.4 Provisioning Of tNE MDF2..........ooie ettt et et ena e sraesraenneas 103
6.3.3.1.5 Provisioning Of tNE MDFB........c..o ottt e et esnaesraenneas 104
6.3.3.2 Generation Of XIRI OVEr LI X 2.ttt st ne et ene e e e 105
6.3.3.2.1 LT 01 RS 105
6.3.3.22 PDU Session Establishment message reporting PDU session establishment or PDN
Connection establiSNMENt.........cci e e 105
6.3.3.2.3 PDU Session Modification message reporting PDU session modification, PDN Connection
modification or iNter-system NANAOVES ..o eene 111
6.3.3.24 PDU Session Release message reporting PDU session release, PDN Connection release............ 116
6.3.3.2.5 SMF Start of Interception with Already Established PDU Session message reporting Start of
Interception with Already Established PDU Session or Start of Interception with Already
Established PDIN CONNECLION .....c..oiviiiiriieiieieeeie ettt et se e e sre s ne s 117
6.3.3.2A Triggering of the CC-POI from CC-TF OVEr LI_T3....uoioiiieieeee ettt 118
6.3.3.3 Generation of XCC at CC-POI inthe SGW/PGW and ePDG over L1_X3.....cccooviieienirieereneeee 118
6.3.33.1 NON-CUPS @rChitECIUNE ... ottt st sae st sne e e e neeneas 118
6.3.3.3.2 CUPS @I CHITECIUIE ...ttt ettt b e s ae bt et e s e e se e eeseeseeebesneeneeneaneenes 119
6.3.34 Generation Of TR OVEr LI HIZ2 ... 119
6.3.35 Generation of CC OVEr LI HIS ... s 119
6.4 SRS 119

ETSI



3GPP TS 33.128 version 17.6.0 Release 17 6 ETSI TS 133 128 V17.6.0 (2022-09)

7 Service Layer Based INEEIrCEPLION. .........cccveiiiiieie ettt ettt st e e s se et e e e saesbesanenbesaeas 120
7.1 01100 1 o o RS 120
7.2 Central SUDSCITDEr MaNBOEIMENT ........ccieieie e cee st ste e e s e ste et e e e s e e saeesse e teenteeseessaesseesseenseenseeneeanes 120
721 LT 0TS = 0 == o) SR 120
7.2.2 LI BEUDM oottt R ekt R e bt ne b et b e e 120
7221 LT 0TS = 0 o= T (o] o OSSP 120
7222 L oY= o] 1T oo oY= I I G S 120
7.2.2.3 Generation Of XIRI OVEF LI X 2......oo ettt s sre e sne e ae e sesneesneenneensenns 120
72231 €T g Tc =T (== o T o[ o OSSOSO PP 120
72232 SENVING SYSEEIM .otttk ettt h bbb e s bt e ae bt e e bt e et e bt e e e eb s e bt b b e bt e e e ens 120
7.2.2.33 SUDSCITDEr FECOIA ChENGE.......covieeeiitieeet e bbb 121
72234 (0= aTorS I oo o] o IR 123
72235 Location iNfOrmMation FEOUESL.........coueuiitiriciie ettt ettt et b e ene s 123
7.2.2.3.6 Location iNfOrmMation FESUIT ...........coieieeeree ettt see e e ene e e e eneas 124
7.2.2.3.7 UE iNfOrmMation FESPONSE. ... ..eciiieieitiesteesee st e st este et et e st e te e e et e e teetestesseesseasseenseenseeneesseesseennens 124
7.2.2.3.8 UE AULNENLICALION FESPOMNSE ... i ceieieeeiteesiee st e steeree et e et e st e s e e e e e etesseesseesseesseesseenseenseeseensaesseessens 125
7224 Generation Of TRI OVEr LI _HIZ ...ttt sne e ne e e eneens 126
7.2.3 I S PSS 126
7231 (€T o1 - OSSPSR 126
7.23.2 L oY= o] 1T oo oY= I 1 G 126
7.2.33 Generation Of XIRI OVEr LI X 2.ttt st ene e e e 126
7.2.34 Generation Of TR OVEr LI HIZ2 ...t 127
7.3 [0 To= 1o PRSP 127
731 Lawful Access Location SErVICES (LALS) ..o e 127
7311 GENEIEl AESCITLION ...ttt b et b e et b e b e b bt b e b et e b e e e e eb e s b e neebeebeneeneas 127
7312 L oY= o] 1T oo oY= I I G 127
73121 Target POSITIONING SEIVICE ... .eiuieiieieeeieesteesteete et e et e st e st e e e teeteseesaeesseesseesseenteenteensenseesseansesseessensnens 127
7.3.1.2.2 Triggered |OCAON SENVICE.....ccueeiiieiee ettt e st este e see s e e saeesseesseenseenseentesnaesseesneas 128
7.3.1.3 I AT To = T aTe 1o Y= o I USSR 129
7.3.14 Generation Of XIRI OVEF LI X 2......oo ettt s sre e sne e ae e besneesneenneenrenns 130
7.3.15 Generation Of TRI OVEr LI _HIZ ...ttt sne e ne e e eneens 131
732 Cell database iNformation FEPOMTING. ... ....ciereeerereee ettt b et 131
7321 GENEIEl AESCITLION ...ttt b et b et b bt b e s bt eb e s b e e ebese et eb e s b e neebeebenneneas 131
7322 Delivery of cell site information OVer LI_HI2 ..o 131
733 USE Of the LOCATON SITUCLURE........eeeeeeeeieeeies ettt ettt en et e et e st e besneene e e eneees 131
7331 GENEIEl AESCITIION ...ttt b et b et b e bt b e s b et eb e s b et ebese et eb e s b e nnebeebenneneas 131
734 Separated [0CAON FEPOMTING .......eiveertereeertere ettt sttt b et b e bt b e bt sbe s et st sne e b re e 132
7.34.1 LT 0Tc = 0 == (o] o SRS 132
7.4 =SS o o S 132
741 [ g0 e [0 (o] o FEO TSP UR PRSP 132
7.4.2 L1 8 the MM S PrOXY-REIGY ....c.veueiiiieiiiiieeree et st sttt 132
74.2.1 L oY= o] 1T oo oY= I G P 132
7422 Generation Of XIRI OVEr LI X 2.ttt st ne et ene e e e 133
74.23 Generation Of XCC OVEr LI X3 ettt sttt st ene e e e ne e et e 133
7424 MM S RECOrd GENEIatiON CASES.......eeeeeereertesieeieeteeteieseesteste st eseeseeseeseestesaeeseeseeneeeeseessessesnesseeneenseses 133
743 Y S = ol o PSR 133
7431 Y S5 o R 133
7432 MM SSENABYNONLOCEAI TAITEL ......c.eeuiiiieieiteeeie sttt sttt sttt st eb et b et n e 135
7433 R IS N Lo ] = o o OSSPSR 137
7434 VIS = o o]\ Lo oo Tor= N = o = O 137
7435 MM SNOLifiCaliONRESPONSE. ... .ceveeiiesieesie e e e s e e e te e be e te e seesaesreesreensesnsesneeanes 139
7.4.3.6 IMIMISREITEVA ...ttt st st sttt b e e be st e st bt s b et e b s be st e be s b enesbesbe e ebenbeneene 139
7.4.3.7 MM SDEIIVEINYACK ...ttt sttt sttt b et e b et et e s te e be st e ne 141
7.4.3.8 Y S e o SRS 141
7439 MM SDE EEFTOMREIGY ......ecveeeeete ettt ettt b et b et bbb 143
7.4.3.10 YRSV = T0) e o] €= USSR 144
74311 MMSMBOXUPIOBA .....c.eeeneeieieieiiiee ettt et sttt se e e s eesbesaeene e e e ne e beseeseesbesaeeneeneeneenes 144
74312 MM SIMBOXDEIELE. ...ttt ettt sttt ettt et st e e e e seesbesaeeneese e e aneeseesseseesaeeneeneeneenes 145
74313 MM SDEIIVENYREDOI. ...ttt b et st b et b bbbt bt e et be e 145
74314 MM SDeliveryRePOrtNONLOCEI TAITEL .......cceieeuirieeeeerierieie sttt 146
7.4.3.15 B IS R == o = oo o SO S 147
7.4.3.16 MM SReadREPOINONLOCAI TAIGEL ........ceieeieeeiecieeeeetee st ae e e e et e et te e tesreesreesreesresnaesneesnes 148

ETSI



3GPP TS 33.128 version 17.6.0 Release 17 7 ETSI TS 133 128 V17.6.0 (2022-09)

74317 Y S = 149
7.4.3.18 MM SMBOXVIBWREGUESL........ccveeeieite ettt ettt b e et s et b et b e bttt b e 149
7.4.3.19 MM SMBOXV IBWRESDOMNSE .......cvieeieierteieetesteteie sttt ss bbb e st b e e st s b s st sbe b e st sb e e e s s be st eee 150
7.4.3.20 MM BOXDESCIIPLION ...ttt ettt b ettt bbb bt b e bt b st b e 151
74321 YRS @0 = o | RS RR 153
744 IRI @NA CC GENEIBLION ...ttt sttt ettt bbbt eese et e seeeb e ebeeae et e ss e be e e sneebesaeene e e et nes 153
7441 Generation Of TRI OVEr LI _HIZ ...ttt sneeneenneens 153
7442 Generation Of CC OVEr LI _HIB ... .ottt s ae e ene e sneenneereens 153
75 O oY o T PP T PP PP 153
751 L1110 e (0o (o] o FOO O ST P U RUR PRSPPI 153
7511 ProVisioNiNg OVEN L1_X L. ..ottt et st e bbb et 154
7512 Generating XIRI OVEr L1_X2 ..ottt ettt b e e sneneas 154
7513 Generation Of XCC OVEr LI X3 ettt sttt et ene e e e ne e e et e 154
75.2 TRIBVENLS. ...ttt ettt e st e st e e e bt e st e e e bt e sab e e e se e et e e e ne e e abeeeanneeanreenneeenas 154
7521 PTC FEOISIIALION ...ttt ettt bbb et b e s e et bt s e e st e b e s b et b e b e st eb et et ebe b e 154
75.2.2 e O =S o] T 1 (= o o IS 154
7.5.2.3 PTC session abandon @M ........cceeieeieeie e st sa et sra e re e te e seeeeeeeeneeenes 155
7524 e O =S o] I = o TSSO PR PRTURRPP 156
75.25 e O =S o] =0 o TSSO URURTORPP 157
7.5.2.6 (e O = a0 T 1= (= oo o 158
7.5.2.7 PTC pre-estalliShed SESSION.......ccci ittt ra e e e s e sre e te e te e beeteeneeneennes 159
7.5.2.8 PTC instant Personal @l .........ccoceeiiiiicieciese e ee e rte e s e et e et eestesseesreente e reenreeseeneeenes 159
7529 PTC DAY JOIN ettt ettt et b e et b e h e b e e bt b e e e bt e R e e eb e s b et e st eb e b et eb e st e e eb e b e 159
7.5.2.10 PTC DAY OFOP ..ttt sttt sttt bt b e b e it b e b e b e bt b e s e e he b e s e e bt ebeae e st eb e s b et eb e s b et ebe b e e 160
75211 PTC PAY NOI ...ttt b bbbt b e bbb 161
75.2.12 PTC media MOdifiCatiON .........coiiiiieieee ettt e a et se e b e saeene e e enee e 161
75213 PTC group 8OVEITISEMENT. .......ciuiieeieiteieeeete ettt sttt sttt eb e b e bbb e et st be e 162
75.2.14 [ IO oo oo 1o 162
7.5.2.15 e WO =0 0 == 1o 164
7.5.2.16 PTC partiCipant PrESENCE .......cciueeieeeeeieeseesteeste e e etestaestee s e e testeseesseesseesseanseasseaseasseesseessenssesnsesnsssnes 165
7.5.2.17 L O T g oo T 0 | PR 165
7.5.2.18 L O oo =SS oo o2V 166
753 IRI @NA CC GENEIBLION ...ttt sttt ettt sb e bt eese et e et eb e ebeeae e e e ss e beseeseeebesaeene e e enee e 167
7531 Generation Of IR OVEr LI HIZ2 ...t 167
7532 Generation of CC OVEr LI HIS ... et 168
7.6 Identifier ASSOCIALiON REPOITING ....c..oeirerieiiterieiiete ettt ettt b et b e et et sre e b e sbe e ebesbeneeneas 168
76.1 LT 1 PSRN 168
76.2 O SR 168
7.6.2.1 LT 0T R 168
7.6.2.2 ICF receipt Of records OVEr LI _XER........oooiieiee ettt sttt 168
7.6.2.3 ICF Query and Response OVEr LI X QR .....oi ettt ee st sreesae e ae e e snaesnaassaennes 168
7.6.24 ICF Identifier Association EVent HandliNg........c.oooeeieeiieiieecesees et 168
7.6.3 LSOO P RSP SRPO 169
7.6.3.1 GBNETEL ...ttt bbb h et E bRt E R R e Rt e e et e b e bR be Rt ne e ne e 169
7.6.3.2 IQF Query and Response over LI HIQR........ooiiice ettt 170
7.6.3.3 IQF Query and Response oVer LI X QR ......oiiieieeiieee ettt s ne e e 170
7.7 = N RS 170
7.7.1 Provisioning OVEN L1_X L ..ottt bbbttt b 170
7711 LT 0T R 170
7712 Provisioning of the IRI-POI and CC-POI iN NEF-...........cccooiiiiiiee e 170
7.7.2 LI fOr NIDD USING INEF ... .ottt ettt st ese e e et e stesbesaeene e e eneenee 171
7.7.21 Generation of XIRI at IRI-POI IN NEF OVEr LI_X2 .....ooiiiiiiie e 171
77211 GBNETEL ... e b bR R e e bR e bbbt bt ne e e b e 171
77212 PDU SeSSioN establiSNMENT.........ooiiiiiieeee et s 171
7.7.213 PDU SeSSION MOITICALION ...ttt bbb bbb e 171
77214 PDU SESSION FEIASE ...ttt sttt ettt ae e e e b se e b e s bt bt e it e e e s e b et e sbeebesneeneeneennas 172
7.7.2.15 UNSUCCESSF UL PrOCEAUIE.......c.euiiteieeieite sttt b et b bbbt b e b se b se e e e b eneneeneas 172
7.7.2.16 Start of interception with established PDU SESSION ........oociiiieirieereeeseeese e 173
7.7.2.2 Generation of XCC at CC-POI INNEF OVEr LI X3 ..o 174
7.7.2.3 Generation Of TR OVEr LI HIZ2 ... 174
7.7.24 Generation of CC OVEr LI HIS ... s 174
7.7.3 (I Fo g L= Yot R (oo = 1 o [OOSR PE TP SR PT SRR 174

ETSI



3GPP TS 33.128 version 17.6.0 Release 17 8 ETSI TS 133 128 V17.6.0 (2022-09)

7731
77311
7.731.2
7.73.13
77314
7.73.15
7732
774
7.74.1
77411
77412
7742
7.75
7.751
77511
7.751.2
7.752
7.8
781
7811
7812
782
7821
78211
78212
78213
78214
78215
7.8.2.1.6
7822
7.8.2.3
7824
7.8.3
7.83.1
78311
78312
7.8.3.1.3
78314
7.8.3.1.5
7832
784
784.1
78411
7.8.4.1.2
7.8.4.2
7.8.5
7851
78511
78512
7.8.5.2
7.9
79.1
7911
7912
79121
7.9.1.2.2
7.9.1.2.3
7.9.13
79.13.1
7.9.1.3.2
7.9.1.33
7.9.1.34

Generation of XIRI L1_X2 at IRI-POI iNn NEF OVEr LI _X2.....cooiiiiiiieeeeeeee e 174
LT 07 S 174

D= VLol (Lo o < SO OO U TP STURTPPURPRPRN 174
DEVICE TGRS TEPIACE. ... ettt bbb e bbb et sb e b b neene s 175
Device trigger CaNCEIIAON ..........coiiiie ettt 175
Device trigger report NOLIFICALION ........ccvecueieeciese e e s e rae e snees 176
Generation Of TRI OVEr LI _HIZ ...ttt sneeneenneens 176

L1 fOr MSISDN-IESS MO SIMS ...ttt ettt ettt st 177
Generation of XIRI LI1_X2 at IRI-POI in NEF OVEr LI_X2.......ccveiiiiieirereese et 177
GBNENEL ... h e e R bRt h e e bR e e et bt bt ne e b e 177
MSISDN-1ESS MO SIMS ...ttt sttt et a e e e e e e besbesaeesesneeneeneeneas 177
Generation Of TR OVEr LI HIZ2 ... 177

LI fOr parameter ProViSIONING. ......cccotrriieirieieeeseesie ettt sttt b et nne e 178
Generation of XIRI LI_X2 at IRI-POI iNn NEF OVEr LI _X2.....cciiiiiiiieeieeeee e 178
LT 01 RS 178
Expected UE DEhaVior UPAELE ...........oiveuiiirieiiereete ettt 178
Generation Of TRI OVEr LI _HIZ ...ttt sne e s ne e ereens 179

LI B SCEFR ...ttt sttt ettt ettt st e et e st e e et e s e et e b e s R et e b e s R et b e e R et eb e e R et Reebe et ebeebeneeneebeneeneas 179
Provisioning OVEr LI XL ..ottt st st e e et e e tessaesneesneenaesnnesneesneenseensenns 179
GBNETEL ...ttt bt E bRt E Rt eh £ e ae et e et b e bRt be Rt ne e et e 179
Provisioning of the IRI-POI and CC-POI iN SCEF-...........cccooiiieie e 179

L1 fOr NIDD USING SCEF ..ottt sttt st et benae e e 180
Generation of XIRI a IRI-POI in SCEF OVEr LI X2 ..o 180
LT 01 RS 180

SCEF PDN connection establiShmMENLt ............ccoviiiiiieieeee et 180

PDN CONNECEION UPAELE..........eeeeeteteeeterteeet sttt sttt sttt b e e b e eb e e b snenneneas 180

PDN CONNECHION FEIBBSE. .....eeeeee et te sttt ettt e nae e saesbe st et e e neesee e e sseteseeseesneeneeneeneas 181
UNSUCCESSF UL PrOCEAUIE.......c.ecueiteieeieite ettt sttt b et b bbb se bt b e b se e e e b b nneneas 182

Start of interception with established PDN CONNECLION. ..........cccvieveiinieiice e 183
Generation of XCC at CC-POI in SCEF OVEr L1 X3 ....oi oot see e e 184
Generation Of TRI OVEr LI _HIZ ...ttt sne e eneens 184
Generation Of CC OVEr LI _HIB ... .ottt ae e eneesneenneenreens 184

(I o g0 (=Yoo T [o = o TSR 184
Generation of XIRI L1_X2 at IRI-POI in SCEF OVer LI_X2......cooiiiiiieeieeeee e 184
LT 01 S 184

D= VLol (Lo o = SO OO SR OO STUPTP PSP 184
Device trigger rEPIACEMENT. ... ..ottt b bbbt b e eb e se e b b neeneas 185
Device trigger CaNCEIIAION .........ccoiiiri et b e 185
Device trigger report NOLITICAON .........oieiiereirieet e 186
Generation Of TRI OVEr LI _HI2 ...ttt s st sne e e ereens 186

L1 fOr MSISDN-IESS MO SIMS ...ttt ettt ettt st be e 187
Generation of xIRI LI_X2 at IRI-POI in SCEF Over LI_X2......ccccciiireinineese e 187
GBNETEL ... e b bR R e e bR e bbbt bt ne e e b e 187
MSISDN-IESS MO SIMS ...ttt sttt st s b et se b et st ebesbe e ebesbeneenens 187
Generation Of TRI OVEr LI _HIZ ...ttt sne e ne e neenneens 187

LI fOr parameter ProViSIONING. .......cccerreeeerieeeeesieie sttt st b ettt b e b ne e 188
Generation of XIRI L1_X2 at IRI-POI in SCEF OVEer LI_X2......coiiiiiieieeieeeerese e 188
LT 01 S 188
Communi CatiON PALLEIN UPABLE. ........couieeieriireeierterieesi ettt eb e e ens 188
Generation Of TR OVEr LI HIZ2 ...t 189

L1 for services encrypted by CSP-provided KEYS...........coeiiriiiereeeenteeeiesie et eb e 189
LI for general AKIMA-DESEA SENVICE .....ccuicviciicie e se sttt e et e st e e teenaesaesreesneenreenseens 189
GBNETEL ...ttt bbb h et E bRt E R R e Rt e e et e b e bR be Rt ne e ne e 189

L 0V =TT 1T oo oY= I G S 190
GBNETEL ... e b bR R e e bR e bbbt bt ne e e b e 190
Provisioning of the IRI-POI iN AANF ...ttt ae e nnees 190
Triggering of the IRI-POI TN AF ... 190
Generation of XIRI a IRI-POI in AANF OVEr LI X 2ot 191
LT 01 SR 191
AANF ANCHOT KBY REJISIEN ...ttt ettt et 191
AANF AKMA appliCation KEY GEL........coiieiiieree et 191
AAnNF Start of intercept with established AKMA key material ..o 192

ETSI



3GPP TS 33.128 version 17.6.0 Release 17 9 ETSI TS 133 128 V17.6.0 (2022-09)

7.9.1.35 AANF AKMA CONEEXE FEMOVE .....o.eiieieieietieeeee ettt st st sre e e e e e eeseesne e e eneas 192
7914 Generation of xIRI at IRI-POI in generic SUPI-based AF using over L1_X2 .......cccoovineininnienenens 192
79.14.1 LT 01 S 192
79.14.2 AF Application KEY FEFTESN ... e e 192
7.9.14.3 AF Start of intercept with established AKMA application K&y ..........ccoooviniininninenneeceee 193
7.9.1.4.4 AF Auxiliary security parameter establiShment ..o 193
7.9.1.45 AF AppPlication KEY FEMOVE .........cccuieiieieiie et sts sttt te e e e e sneeaeeneesaeenseenneens 193
7.9.15 Generation Of TRI OVEr LI _HIZ ...ttt sne e s ne e ereens 193
7.10 LI'in VPLMN for IMS-based services with home-routed roaming..........ccccceereererreesieesieeseeseeseeseeseeseeseens 194
7.10.1 = ot 10011 T PSR 194
7.10.2 Backward COMPELIITITY ........coueiiiii bbb 195
7.10.3 HR LT PRESE L.ttt bbbt bbbt b et b et nb e b 195
7.10.3.1 L@ QT 195
7.10.3.2 ProvisionNing OVEN L1_X L. ..ottt ettt sttt st st 195
7.10.3.2.1 LT 1 R 195
7.10.3.2.2 Provisioning of BBIFF-C and BBIFF............ccoiiiiiiieese et 195
7.10.3.2.3 Provisioning Of LIMISF-TRI ......oooiiiieinee et 196
7.10.3.3 Generation of XIRI OVEr LI_X2_ LITE ..ottt 196
7.10.3.3.1 GENETAL ...ttt R Rt R Rt et n et 196
7.10.3.3.2 INOHR LIttt bbbttt b e e bbbt e bt nn b nnen 197
7.10.3.3.3 SBHR LI ottt R R Rt Rt r e 198
7.10.34 LMISF-IRI handling of XIRIs received over LI_X2_LITE.......ccccccriiineeineenenieeesnee s 200
7.10.34.1 HENAITNG OF XIRIS ...ttt b bbb et eb e e e b b nneneas 200
7.10.3.4.2 Handling of the SLOFred FECOIT ........c.eiuiieiiei ettt et 200
7.10.3.5 Triggering of BBIFF-U from BBIFF-C OVer LI_T3 ..o 200
7.10.35.1 LCTC 0T o TP PTR PR 200
7.10.35.2 INGHR LIttt e b et b e et eb e e et b e s b e e e bt sbeneeb e s e e e ebesbeneebeebeneeneas 201
7.10.3.5.3 SBHR L ettt b kbt b e R e R R bbbt e e 201
7.10.3.6 Generation of XCC OVEr LI_X3 LITE S.....cciiiieersiie e 202
7.10.3.6.1 BBIFF-U ...ttt 202
7.10.3.6.2 2] 27 ST ST SE TR SR P PRSPPSO 203
7.10.3.6.3 XBPDU FOMMAL. ...ttt ettt b e bt b bt e bt n e ene s 203
7.10.3.7 LMISF-IRI handling of XCC received over LI_X3 LITE_S.......ccoiinneineineneeesee s 203
7.104 HR LT PRESE 2.ttt bbbt bbbt b e st b et b e b 203
7.104.1 L@ AT 203
7.104.2 ProvisioNiNg OVEN L1_X L. ..ottt et ettt sttt 204
7.104.2.1 LT 1 PR 204
7.104.2.2 Provisioning Of LIMISF-TRI ........ooiiiiiiiii ettt 204
7.104.2.3 Provisioning Of the MDF2..........oo ittt et ene s 205
7.10.4.2.4 Provisioning Of tNE MDIFB..........oce ettt ettt e sraesraesneas 205
7.10.4.3 Generation Of XIRI OVEF LI _X2......oo ettt te e et s sneesaeeaesneesneenneennenns 206
7.10.4.3.1 (T 0T = o0 000 o) 206
7.10.4.3.2 LI 10 =B 0 (T 207
7.104.32.1 GEMETEL ...ttt Rt 207
7.10.4.3.2.2 S AV To ol Y oL o) AV 0T SRS 207
7.104.3.2.3 SErVICE tYPE Of MESSAGING ....vevieeiiriiriei ettt bbbt s b e e 207
7.10.4.3.3 XERIS ettt bbb bbb R R R bR b e bRt b Rt r e 208
7.104.4 Triggering of BBIFF-C from LIMISF OVEr LI_TL.....coiiiiiiiriieiereeenieeee s 208
7.104.4.1 LT 1 208
7.10.4.4.2 INGHR LIttt e b et b e et eb e e et b e s b e e e bt sbeneeb e s e e e ebesbeneebeebeneeneas 208
7.10.4.4.3 SBHR L ettt btk btk b e h e R R bbb nn e enes 209
7.10.4.5 Triggering of BBIFF-U from BBIFF-C OVEr LI_T3 ..ot 210
7.1045.1 GENETAL ...ttt b R Rt R et Rt et n et ner e nnas 210
7.1045.2 INOHR LIttt bbbt b et e bbbt e bt ne b nnes 210
7.1045.3 SBHR LI ettt bbb bbb 211
7.104.6 Generation of XCC OVEr LI_X3 LITE M.t 212
7.10.4.7 Generation Of XCC OVEr LI X 3. ettt ettt s sae et e sneene e e et ee 212
7.104.8 (@0 g = = o] g I Lo (= o 1) = RS 212
7.10.4.9 Generation Of IR OVEr LI HIZ2 ... e e 213
7.10.4.10 Generation of CC OVEr LI HIB ... . et 213
7.11 STIR/SHAKEN and RCD/ECNAM ..ottt bbbt b et b e 213
7111 Provisioning OVEN L1_X L ...t bbb st 213

ETSI



3GPP TS 33.128 version 17.6.0 Release 17 10 ETSI TS 133 128 V17.6.0 (2022-09)

71111 LT 0T RS 213
71112 Provisioning of the IRI-POI in the IMS network fUNCLIONS ..........ccooiiiiienesecce e 213
71113 Provisioning Of the MDIF2 ..o et 214
7.11.2 Generation of xIRI at IRI-POI inthe IMS Network Functionsover LI _X2........cccooeiiiininennieneneins 215
71121 LT 0T RS 215
7.11.2.2 Lo U1 L= 0 = 0T = o] o PR 215
7.11.2.3 Lo 01 L=V [T =4 o] o PR 218
71124 IMS Network Function that interacts With SIgNiNG AS ........oceeiieie e 220
7.11.25 IMS Network Function that interacts with the verification AS..........coiiniieni e 220
7.11.3 Generation Of IRI OVEr LI _HIZ ..ot st ettt et naesraenneas 220
7.12 LI fOr IMS DASEA SEIVICES ....eoiieieieeie ettt ettt ae et et e e s e e besaeebeene et eneeseeneeneesbeseesneeneeneaneeses 221
7.12.1 L7 1 USRS 221
7.12.2 OVEIVIBW ...ttt ettt et e et e et e bt e aeea e e e e eeseeebeeaeeaeeseemeameeseebesaeeeeemeeneeneeneenseseseeseesneeneeneensesenns 221
7.122.1 LT 0T R 221
71222 Target type and target iIdentifiErS ..o 221
71223 ROBMING CONSIAEIALTIONS.......ccueitiieeieite ettt ettt b et st b e bt b e bbbt b et b b 222
7.12.2.4 SErVICE SPECITIC BPECES. ...cueiceeeetieti e ee ettt e et e e et e et e e tesrae st e e s te e teentesnaesneesaeesneanseensenns 222
712241 LT T - PRSP 222
712242 LI fOr NOMM@Al SESSIONS ......eveieetieeeierie sttt ettt ettt b et sa bbbt e e e e sb e b e sbesaesbesaeene e e ennas 222
712243 LI fOr redirECtE0 SESSIONS.....c..ecuieeeterie ettt sttt b e b st et e et et b e b sae b et ene e e eneas 223
7.12.2.4.4 I o o0 1= = 0ot oo USSR 223
712245 STHRISHAKEN ...ttt sttt sttt st b e st e e e s e s e e e e b e s b enesbestenenbenseneens 223
712246 L@ = @ AN SRS 223
71225 SEIVICE SCOPING . .eveeeueete st et sttt st e et st et ebesb et eb e s b e e eb e s b e seeb e ebeseeb e e b e s e ebeeb e seeb e ebese et e nb e e ebenbeneenenbeneeneas 223
712251 LT 1 PR 223
712252 (I o) RV ot PR S 224
712253 LT FOF IMIESSAING -.vevueetereeeete sttt sttt st et b e et b e bbb et eb e sb e e e bt ebese e bt e b et et e sb e e ebesbeneeneas 224
712254 (I I o RV o= 1 = PR 224
712255 I o g 0 TSR 225
712256 IR (o g o O Y ol TSRS 225
7.12.25.7 Y IS (o o = 1 oo U 225
7.12.2.6 [0 Tor= 1T T (=00 11 o 225
7.12.2.7 DeploymMeENt CONSIAEIBLIONS........ccveieeieeieeesie e e ete s e s e s e e reesteeaeseesseesse e beenbeenteessesseeseeseesesneennes 225
7.12.2.8 Identifying the intercepted IM S-based COMMUNICALIONS.........c.ooeiririeirieee e 225
712281 GENEIEl CONMCEPILS .....vereueetereeieete sttt sttt ettt b et b bbb e bt b s b s bt e bt b e b e st b et e e e b nn s 225
7.12.2.8.2 TAGEL MBECK ...ttt et b et b bttt b et nb e b 226
7122821 LT 0T SR 226
7.12.2.8.2.2 SESSION DASEA IIMS SEIVICES ...ttt sttt se et e sbesneene e e e aneees 226
7.12.2.8.2.3 SesSioN INAEPENTENt TIMS SEIVICES.......ooviiriiieirier et 227
7.12.29 Handling of correlation infOrmMation.............c.ecveceeirie e sre e e e s 227
7.12.3 ProvisioniNg OVEN LI XL ..ottt st te et esntessaesaeesaeeneesnnesaeesaeenseensenns 227
71231 (€T o1 - TSRO SRPN 227
7.12.3.2 Provisioning Of IRI-POI .........ociiiieiie ettt e te e te e be e eeennesneennes 228
7.123.21 SESSION-DESEA IIMS SEIVICES. ...ttt bbbt ee e 228
712322 SessioN-iNAEPENTENt IIMS SEIVICES ......ccvveiereeesieesiee e erte e e ettt e et e re e teetesneesneeenes 228
71233 ProvisioNiNg OF CC-TF.......oiiiieeie ettt et b e bbbt b e b 229
71234 Provisioning Of the MDIF2 ..o et 230
7.12.35 Provisioning Of the MDIFS ..o ettt bbb 231
7.12.4 Generation Of XIRISOVES LI X2.. ..ottt sttt et e saesbeseesreeneeneeneens 231
71241 IRI-POIS TN IMS SIgNaling fUNCLIONS ......ceouiiiiieiieier e 231
712411 LT 1 R 231
712412 IRI-POI TN P-CSCF ...ttt ettt sttt sttt st sttt sttt sttt st e b st be st e e sbe st ees 232
7124121 Session-based IMS COMMUNICALIONS .......coviiiiiie it 232
7.12.4.1.2.2 Session-independent IMS COMMUNICALIONS.........ccueiieiiereese e e e sre e esaesree e nees 232
7.124.1.3 [RI-POI TN S-CSCF ...ttt sttt st sttt sttt sttt st e e b st be st e e ebe st e ees 232
7124131 Session-based IMS COMMUNICALTIONS .......coviieiiie it 232
7124132 Session-independent IM'S COMMUNICALIONS..........coveiririeirireee e e 233
712414 1 O o Tl 5 X R 233
712415 1 = O o T 1 = O PR 233
7124151 Session-based IMS COMMUNICALTIONS .......ccueeieieieieeieee et 233
7124152 Session-independent IM'S COMMUNICALIONS.........coveiririeierireee e 233
712416 1 = @ o Y, USRS 234

ETSI



3GPP TS 33.128 version 17.6.0 Release 17 11 ETSI TS 133 128 V17.6.0 (2022-09)

7124161 Session-based IMS COMMUNICALTIONS .......ccueieiiere et 234
7124162 Session-independent IM'S COMMUNICALIONS.........coveiririeierireee e 234
7.12.4.1.7 IRISPOI TN AS. ettt et et e e te e s be et e e beeatesaeesbeesbeessesnsesaeesaeesseenseentenns 234
7124171 Session-based IMS COMMUNICALTIONS .......coueiieiire ettt 234
7124172 Session-independent IM'S COMMUNICALIONS .........coveiririeeriseee e 234
71242 IIMIS TECOITS. ...ttt e b bt h et e et s e e bt h e a e e e e e b sh e e bt e aeeh e e e e b e nbeseeebeeneenne e ennas 234
712421 IMS IMIESSA0E. ...ttt sttt sttt sttt st et be st et be s b et e be s be e e be s be e e be s be e e be st e neebesteneetentenens 234
712422 Start of interception With ACtiVE IMS SESSION.........ccocveiieie e 235
712423 IMS CC UNAVAIHBDIE ...ttt st sttt 236
7.12.5 Triggering of CC-POI by CC-TF OVEr LI_T3 ..ottt ettt e e ene e e 236
71251 CC-TFSiN IMS Signaling fUNCHIONS .......c.oiuiiiiiiietieee ettt 236
712511 LT 1 R 236
7.125.1.2 CO-TRINP-CSCF ...ttt s e be e be et e e beeabeeatesbeesae e beenbeenresnneenns 237
7.125.1.3 (OO I T o 1 = O OSSPSR 237
7.125.1.4 CO-TRFINMGECE ...ttt sae e s be e abe et e e aeeebeeebeesbeebe e teenbeenresnnennns 237
7.125.1.5 CC-TFINASIMRFC ...ttt st et e et e e be et e e be e be e beenbeenresneeenns 238
7.12.5.2 I G oo =1 o I L= =l PP 238
712521 LT T - PRSP 238
7.1252.2 F e Y= 0] 1= S SRS 239
7125221 OVEIVIBW......vitieetiete ettt ettt ettt b et e st e s e b e e st b et e st be e st e b e be st e bt b et e be et e s s e ne s betenenbeneeneene 239
7125222 Activation of CC-POI in IMS-AGW, TrGW, IM-MGW.........cccecerririireinereneeseseeesie e 240
7125223 CC-POI INIMRFP......oeiiiiirieettsee sttt sttt et e be s e s sbe st e ens 243
7125224 Activation of CC-POI when mediainterceptions are done at both sides IMS media
L0012 o o USRS 244
712523 IMOGIFYTEASK ...ttt es s es s en s es s es s as s s 246
7.125.24 DEACHVALETBSK ...ttt sttt ettt e b et et et e e abesaeesheesaeesbeeateensesaeeebeenseeaseensesneesreesanas 247
7.12.6 Generation Of XCC OVEr LI X3 ...ttt st eae e et e aeseesbebeseeseeeneeneeneens 247
7.12.6.1 LT 0T RS 247
7.12.6.2 = = o= o (1 =P 247
7.12.6.3 L Y L0T= o i (0] 1 7= | PSS 248
7.12.6.4 Lo (V{0 = o o [ = ox 1 o o VR 248
7.12.6.5 ST =SS Lol (=S o ] o1 o o SRS 248
7.12.6.6 Additional XID related iNfOrMaLiON.........coeeirieieere et b e s sb e e e s 249
7.12.7 Generation Of TRI OVEr LI HIZ ...ttt sttt s see e eneeneen 249
7.12.7.1 LT 0T 249
7.12.7.2 Handling of multiple instances of list of mediation details...........cccoiiiniiieinneiee 249
7.12.7.3 Mid-session activation for additional warrantsat MDF2...........ccoviiiniiinene e 250
71274 L OCALT ON FEPOMTING ...ttt sttt sttt sttt et b et b e et b e bbbt b e s b et eb bt b e s b et nb et e e b b 250
7.12.8 Generation Of CC OVEr LI HIB ... e sttt sae e eneeneens 250
7.128.1 LC T o1 - TSRS 250
7.12.8.2 Handling of multiple instances of list of mediation details.........cccocvecvvceviecicce e 250
7.12.8.3 Handling of additional XID related information...........c.ccovceieeieese e 250
7.12.8.4 ST =SS Lo e (=S o ] o1 oo PR 250
7.12.85 Mid-session activation for additional warrantSat MDF3...........ccooiiiiiineneeee e 251
7.13 O SRS 251
7.131 Provisioning OVEN L1 XL ...ttt bbbt b e b et 251
7.13.1.1 LT 0 - RO PTRSRRSRPSRP 251
7.13.1.2 Provisioning of the POls and TFsin the RCS Server and the POIsin the HTTP Content Server
ANA SFCSCF DY the LIPF ...ttt ettt s b e s ebesnenene s 251
7.131.3 Provisioning Of the MDIF2 ..o et 252
71314 Provisioning Of the MDIFS ..ot e bbbt e et 253
7.13.2 Triggering of the IRI-POI and CC-POI inthe HTTP Content SErVE.........ccccvvveieeveeresiee e seeeseeseeeeens 254
7.13.2.1 Triggering of the IRI-POI inthe HTTP Content Server over LI_T2 ..o 254
713221 LI T2 interface SPECITICS ...uiiieiie ettt e st e e be e e enaeeraesnaenneas 254
7.13.2.3 Triggering of the CC-POI inthe HTTP Content Server over LI_T3 ..o 255
7.13.2.31 LI T3 interface SPECITICS ...uiiieiieiie ettt esre e be et e ena e snaesnaesneas 255
7.13.3 Generation of xIRI at IRI-POl inthe RCS Server over LI X2......co i 256
7.133.1 LT 0T R 256
7.133.2 REGISIIAION ...ttt b e et b e et b e bt b e bt bt st b e e et b bbb 256
7.13.3.3 RCES IMBSSA0E .. ..ttt ettt sttt r bt e e E e sa e R e e et e ae et e er e R e s Rt e h e e et e e e en e r e ae e an e re e 257
7.13.34 S eSS0 =S o B 1 | R 257

ETSI



3GPP TS 33.128 version 17.6.0 Release 17 12 ETSI TS 133 128 V17.6.0 (2022-09)

Annex A (normative): ASN.1 Schemafor the Internal and External Interfaces..........ccccceen..... 258
Annex B (normative): LT NOUTICALION ... 324
Annex C (nor mative): XSD Schemafor L1_X1 eXteNSIONS .......cccceerererienieieeeeeesesiesie e 326
Annex D (informative): Drafting GUIdANCE ........ccv et e 332
9 200 R [ g1 0o 1o o o PSS 332
D.2  Drafting CONVENTIONS. ......cciiieieitiee ettt e st te e e ae st e e ae e besae e sesteensesteeseebesaesreensesneennesrennes 332
D.3  NaMING CONVENTIONS.......ccciiiiiieiteiieiteite e st e ste et e e s e e e e sbe s e esesbeeaesseaseesesteesaessesseensesbesssessesneenses 332
D.4  ASN.L SYNtaX CONVENMLIONS.......ccuiitirteieeeieseetestesseseesseeee et esesbe st e sse s e e e e s seasenbesse s e s enneneeseneeanenrennenes 333
Annex E (normative): XSD Schema for Identity ASSOCIAtioN .........ccceeeeeevieieeie e, 335
Annex F (normative): ASN.1 Schemafor LI_XER MESSAGES.......cccerereerereririenieniesiesieseesesesennens 339
Annex G (informative): I 1 e oo [ oSS 341
(0 R = 7= ot (o | {0 o ISP 341
G.2  GOVEINING SCENAITOS. .....eueeueetesseeteseessessessesseseesesseasessessesesseseeseaseeseabesee s e s e s eseeseabenbeabenseas e s ennesenseenenrens 341
G.3 Top-level LIPF ProviSiONiNG IOQIC .....c..cueirieieiiriesiesiesi ettt nre e 342
L D - - USSR 343
G4l oo 0= 111 o= o)1 oo 343
G.4.2 BLIKe o 1YL IR = S 343
G4.3 LS TP TSP RPSPRRTRP 344
G431 TRETIOW=CREIT ...ttt b e bbb st e a et e e e e st e sbesaesbe e e ennennen 344
G.432 L1 o= o o o USSR 346
G.4.321 I3 o | RSP 346
G.4.3.22 L AL S EIIGOBITNG ettt ettt sttt sttt ettt b e b e h e s b st bt b e e bt b st b e e b et bt s b et b b 346
G.4323 111 1Y SRR 346
G4.324 SUMIMIBIY .ottt b et e e r e e e R e e bt e e e ss e s e R se e e R e e R e e b e e as e s e e e e n e b e nrenr e naeesn e e enre s 346
G444 SRS 347
G441 QLI L= 0T o171 PSSR 347
G.44.2 L1 o= o o o USSR 350
G4.4.21 [ D] | PP 350
G.4.4.22 Y IS (o o 1= 1 oo 350
G.4.4.23 SGW/PGW deplOyMENt OPLIONS ......c.ceeiesiieieeieeesieeseeseesteesteeteeaeessessaessaesseesseessessssnsesssesseensesssenns 350
G4.4.24 [ I PP 350
G.4.4.25 RSl 0000 YA ST E RPN 350
LTV oo SR SPRN 352
G51 SCOPE OF INEEICEPLION........etieeiet ettt bbb bbbt bbb et b b s e b bt e b b 352
G.5.2 Initial configuration fOr NIHR/SBHR ..ot sne e 353
G.5.3 Top level LIPF 10giC fOr SEVICE tYPE VOICE .......eiieeiie et esteete st stee st eesae st e e s teenaeeaesneesneesneenseeneens 353
G54 LIPF logic for targets that are NOt NON-IOCEI ID ........c.occeiiiiiiieice e 354
Gb5h41 TREFIOWCNAIT ... bbb bt b e h e bt e et b e sb e sbesaeebe e e et nnen 354
G.54.2 L1 o= o o o S PR 360
G5.4.21 IS GEPIOYIMENL......co.oeeeeeeee et s e ss s e e sse s e s s s enseneeseeneesesseesesnennans 360
G.54.22 Y IS (o o 1= 1 oo R 360
G.54.23 SUMIMIBIY .ottt et bt e b e e R e e bt e e e e s e e e R se e e R e e b e b e e as e e e e e e n e e e sr e er e naeesn e e enre s 360
Gb5h4.24 STIRISHAKEN ... ettt et e e e be et e et e e beeaeesbeesaeesbeeasesneesaeesaeesseeteentenns 362
G.55 LIPF logic for targets that @are NON-10CAl ID.........ccoiiiiiirieiiereeeee ettt 364
G551 QLI 0 o PSSR 364
G.55.2 LRpLe= o= o) (ol F OSSPSR PSSP SRR 368
G.55.21 IM S AEPIOYIMENT........eitiieieet ettt bbbt bbb b et b b 368
G.55.22 RSl 0000 YRR 369
G.55.23 STIRISHAKEN ... oottt st s et e s e e ae et e e e e teeseessaesaeesaeesesneesneesneesneensennsenns 370
LG /=== o ] oo SRS 370

ETSI



3GPP TS 33.128 version 17.6.0 Release 17 13 ETSI TS 133 128 V17.6.0 (2022-09)

G.6.1 SCOPE OF INEEICEPLION ...ttt bbb bbbt b et b e bbbt b b 370
G.6.2 LIPF [0giC fOr SErViCe tyPe MESSAGING. ... cuerveeeueruerteiertirteesie sttt bee st st ne et s b s ese b et s e sbesne e 371
G.6.21 FIOWGERAITS. ...ttt bbbt bbbt b et et b e b 371
G.6.2.2 LRpLC= o= o) (ol F SO TSP SR PT SRR 375
G.6.221 IM S AEPIOYIMENT........eiteiie ettt bbb et b bbbt e b et et b b 375
G.6.22.2 Y IS (o o 1= 1 oo 375
G.6.2.23 SUMIMIY <.ttt b e bR bt s bR b Ae b h e R s Ao bt e Rt n e bR e R bt b b e e n et nenn s 375
LT A o OSSPSR 376
G.71 SCOPE OF TNEEICEPLION........eotieeiectee ettt bbb bbbt b et b e b et b et et eb b 376
G.7.2 LIPF 10gic fOr SErVICELYPE OF PTC ...ttt b e st sb e ebesbe e 377
LT T I 0 TSRS 378
Gs8.1l oo 0= 111 o= o)1 Koo 378
G.8.2 LIPF [0giC fOr SErVICEYPE OF LALS..... oottt et e et e ne e ne e s ae e eenteenaesnaesraenneas 378
Annex H (normative): XSD Schemafor State TransferS......coveviieevinicee e 380
Annex Z (informative): ChanNgE NISIOrY ... 381
L 1S 0] Y 385

ETSI



3GPP TS 33.128 version 17.6.0 Release 17 14 ETSI TS 133 128 V17.6.0 (2022-09)

Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.

Introduction

The present document has been produced by the 3GPP TSG SA to standardise Lawful Interception of
telecommunications. The present document describes protocols and procedures for Lawful Interception based on 3GPP
specifications. These protocols and procedures cover both internal 3GPP interfaces (those required to intercept
communications and manage i nterception within a 3GPP network) and external handover interfaces (those used for
delivery of intercepted communicationsto Law Enforcement, or handling of warrants).

Lawful Interception needs to be done in accordance with the applicable national or regional laws and technical
regulations. Such national laws and regulations define the extent to which capabilities in the present document are
applicable in specific jurisdictions.
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1 Scope

The present document specifies the protocols and procedures required to perform Lawful Interception within a 3GPP
network. The present document addresses both internal interfaces used internally with a 3GPP network and external
handover interfaces used to handover intercepted communications to law enforcement.

The present document describes the detailed targeting of communicationsin each point of interception within a 3GPP
network and the information that a point of interception needs to be able to capture. Furthermore, the detailed data
formats for both the internal and external interfaces are also defined.

National regulations determine the applicable set of information that needs to be handed over or excluded from
handover to law enforcement for a given 3GPP operator service.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

2] 3GPP TS 23.501: " System Architecture for the 5G System".

[3] 3GPP TS 33.126: "Lawful Interception Requirements”.
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[7] ETSI TS 103 221-1: "Lawful Interception (LI); Internal Network Interfaces; Part 1: X1".
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[9] ETSI TS 102 232-1: "Lawful Interception (LI); Handover Interface and Service-Specific Details
(SSD) for IP delivery; Part 1: Handover specification for | P delivery".

[10] ETSI TS 102 232-7: "Lawful Interception (LI); Handover Interface and Service-Specific Details
(SSD) for IP delivery; Part 7: Service-specific details for Mobile Services'.

[11] 3GPP TS 33.501: "Security Architecture and Procedures for the 5G System".

[12] 3GPP TS 33.108: "3G security; Handover interface for Lawful Interception (LI1)".

[13] 3GPP TS 24.501: "Non-Access-Stratum (NAS) protocol for 5G System (5GS)".

[14] 3GPP TS 24.007: "Mobile radio interface signalling layer 3; General Aspects'.

[15] 3GPP TS 29.244: "Interface between the Control Plane and the User Plane nodes”.

[16] 3GPP TS 29.502: "5G System; Session Management Services, Stage 3".

[17] 3GPP TS 29.571: "5G System; Common Data Types for Service Based I nterfaces; Stage 3".
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Protocol A (LPPa) ".

[85] 3GPP TS 37.355: "LTE Positioning Protocol (LPP) ".

[86] 3GPP TS 38.455: "NG-RAN; NR Positioning Protocol A (NRPPa)".

[87] 3GPP TS 29.274: "3GPP Evolved Packet System (EPS); Evolved General Packet Radio Service
(GPRS) Tunnelling Protocol for Control plane (GTPv2-C); Stage 3".

[88] 3GPR TS 29.513: "5G System; Policy and Charging Control signalling flows and QoS parameter
mapping".

[89] 3GPP TS 29.512: "5G System; Session Management Policy Control Service; Stage 3".

[90] 3GPP TS 29.508: "5G System; Session Management Event Exposure Service; Stage 3".

[91] 3GPP TS 29.514: "5G System; Policy Authorization Service; Stage 3".

[92] 3GPP TS 29.214: "Policy and Charging Control over Rx reference point".

[93] 3GPP TS 24.008: "Mobile radio interface Layer 3 specification; Core network protocols; Stage 3".

[94] 3GPP TS 29.551: "5G System; Packet Flow Description Management Service; Stage 3".

3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following
apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP
TR 21.905[1].
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3.2 Symbols

For the purposes of the present document, the following symbols apply:

<symbol> <Explanation>

3.3 Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
3GPP TR 21.905[1].

ADMF L1 Administration Function

CcC Content of Communication

CsP Communication Service Provider

CUPS Control and User Plane Separation

DNAI Data Network Access |dentifier

ICF Identity Caching Function

IEF I dentity Event Function

IQF Identity Query Function

IRI Intercept Related Information

LALS Lawful Access Location Services

LEA Law Enforcement Agency

LEMF Law Enforcement Monitoring Facility

LI Lawful Interception

LICF Lawful Interception Control Function

LI_HI1 LI_Handover Interface 1

LI _HI2 L1_Handover Interface 2

LI _HI3 L1_Handover Interface 3

LI _Hi4 L1_Handover Interface 4

LI _HIQR Lawful Interception Handover Interface Query Response
LIPF Lawful Interception Provisioning Function

LIR Location Immediate Request

LI_Sl Lawful Interception System Information Interface
LISSF Lawful Interception State Storage Function
LI_ST Lawful Interception State Transfer Interface

LI X1 Lawful Interception Internal Interface 1

LI X2 Lawful Interception Internal Interface 2

LI X3 Lawful Interception Internal Interface 3

LI XEM1 Lawful Interception Internal Interface Event Management Interface 1
LI_XER Lawful Interception Internal Interface Event Record
LI_XOR Lawful Interception Internal Interface Query Response
LTF Location Triggering Function

MDF Mediation and Delivery Function

MDF2 Mediation and Delivery Function 2

MDF3 Mediation and Delivery Function 3

MM Multimedia Message

MMS Multimedia M essage Service

NAT Network Address Tranglation

NPLI Network Provided Location Information

O&M Operations and Management

POI Point Of Interception

RCS Rich Communication Suite

SDP Session Description Protocol

SIP Session Initiation Protocol

SIRF System Information Retrieval Function

SOl Start Of Interception

TF Triggering Function

TNGF Trusted Non-3GPP Gateway Function

TWIF Trusted WLAN Interworking Function
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xCC L1_X3 Communications Content.
xIRI L1_X2 Intercept Related Information
4 General
4.1 Introduction

The present document provides details of the internal and external interfaces required for a network operator, access
provider and/or service provider to provide the necessary information to a Law Enforcement Agency (LEA) required to
meet LI requirements. LI requirements for 3GPP networks and services are given in TS 33.126 [3].

The high-level architecture that defines the necessary interfacesis specified in TS 33.127 [5]. The generic high-level
architecture is as follows:

SIRF
Li_sl
e ey ADMF !
I
i LI_ADMF
I
} LLIQF | LICF
I
! LIPF L
-
I
: = IQF
I
1 — e e B e e N NN
L_X1
LI_X1 LI_X1 LI_X1 LI_x1 LI_X1 LI_X1
(Management) LILXL anagemeny LI_XQR
LI_XEM1
CC-TF IRI-TF
ICF
LI_T3 LI_T2
LI_HIQR LI_HI1
CC-POI — CC-POI IRI-POI | IRI-POI LI_XEM1 LIXER
LI_X3 LI_X3 LI_x2 LI_X2
e o IEF
| |
1 1
P MDF3 LI MDF— MDF2 =
| |
| |
LI_HI3 LI_HI4  LI_HI4 Li_Hi2
LEMF LEA

Figure 4.1-1: High-level architecture diagram with key point-to-point LI interfaces

The specification of the interfacesis split into two parts:
- Internal interfaces used between an operator’s network functions are described in clause 4.2.

- External interfaces used in communicating with a LEA are described in clause 4.3.
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4.2 Basic principles for internal interfaces

This clause lists the internal interfaces shown in clause 4.1, indicates the protocol used to realise each interface, and
gives areference to the relevant clauses of the present document that specify how the protocol isto be used for the
given interface.

Table 4.2-1: Internal interfaces and related protocols

Interface Description Protocol used to realise interface |Usage

LI_ADMF Used to pass intercept provisioning Out of scope of the present
information form the LICF to the LIPF. document.

LI_IQF Used to pass information related to IEFs |Out of scope of the present
and ICF to IQF. document.

LI_MDF Used by MDF2 and MDF3 in interactions |Out of scope of the present
necessary to correctly generate CC and |document.
IRI from xCC and xIRI.

LI_SI Used to provide system information to Out of scope of the present
the LIPF from the SIRF. document.

LI_ST Used to transfer LI state information to 3GPP TS 29.598 [64]. See clauses 5.10
and from the LISSF. and 6.2.3.10

LI_T2 Used to pass triggering information from |ETSI TS 103 221-1 [7]. See clause 5.2.4
the IRI-TF to a Triggered IRI-POI.

LI_T3 Used to pass triggering information from |ETSI TS 103 221-1 [7]. See clause 5.2.4
a CC-TF to a Triggered CC-POI.

LI_X1 Used to configure and audit Directly- ETSI TS 103 221-1 [7]. See clause 5.2.2
provisioned POIs, TFs and MDFs.

LI_X1 Used to audit Triggered POls. ETSI TS 103 221-1 [7]. See clause 5.2.3

(Management)

LI_X2 Used to pass xIRI from IRI-POIs to the ETSI TS 103 221-2 [8]. See clause 5.3.2
MDF2.

LI_X3 Used to pass xCC from CC-POls to the |ETSI TS 103 221-2 [8]. See clause 5.3.3
MDEF3.

LI_XEM1 Used by the LICF/LIPF to manage IEFs |ETSI TS 103 221-1 [7]. See clause 5.2.7
and ICF.

LI_XER Used to pass identifier association event |See Clause 5.9. See clause 5.9
records from |IEFs to ICF.

LI_XQR Used to pass queries from IQF to ICF ETSI TS 103 221-1 [7]. See clause 5.8
and responses from ICF to IQF.

4.3 Basic principles for external handover interfaces

This clause lists the external handover interfaces shown in clause 4.1, indicates the protocol used to realise each
interface, and gives areference to the relevant clauses of the present document that specify how the protocol isto be
used for the given interface.
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Table 4.3-1: External handover interfaces and related protocols

Interface Description Protocol used to realise interface |Usage
LI_HI1 Used to send warrant and other ETSI TS 103 120 [6] shall be See clause 5.4
interception request information from supported.
LEA to operator. Other methods (e.g. manual

exchange) may be used depending
on national regulatory requirements.

LI_HI2 Used to send IRI from the MDF2 to the  |[ETSI TS 102 232-1 [9] and ETSI TS |See clause 5.5
LEMF. 102 232-7 [10] shall be supported.

LI_HI3 Used to send CC from the MDF3 to the |ETSI TS 102 232-1 [9] and ETSI TS |See clause 5.5
LEMF. 102 232-7 [10] shall be supported.

LI_HI4 Used to send LI notification information  |ETSI TS 102 232-1 [9] and ETSI TS |See clause 5.6
from MDF2/3 to LEMF. 102 232-7 [10] shall be supported.

LI_HIQR Used to send warrant and other identifier |ETSI TS 103 120 [6] shall be See clause 5.7

association query information from LEA  |supported.
to CSP and used by the CSP to send
query responses to the LEA.

4.4 Service scoping

44.1 General

The interception product shall be delivered to the LEMF over LI_HI2 and L1_HI3, observing the service scoping
described in the following clauses.

4.4.2 CSP service type

The LIPF shall be able to provision the POIs, TFs and MDF2/MDF3 according to the requirements of the warrant with
the following CSP service type(s):

- Voice.

- Data

- Messaging (e.g. SMS/IMMS).

- Push-to-Talk (including MCPTT).

- LALS (the Target Positioning service, per TS 33.127 [5], clause 7.3.3.2).
- RCS

When multiple service types are applicable to atarget due to multiple warrants, the MDF2/MDF3 shall be able to
deliver interception product to each LEMF based on the CSP service type(s) of the respective warrant.

When no service type is provisioned, the POl s shall generate and deliver applicable interception product for all services
specified for the NF where the POI islocated.

When no service typeis provisioned, the MDF2/MDF3 shall deliver all interception product it receives from the POIs.

4.4.3 Delivery type
- IR
- CC.
- IRl and CC.

The LIPF shall be able to provision the POI, TF and the MDF2/MDF3 according the delivery type(s) applicable to a
warrant.
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When different delivery types are applicable to atarget due to multiple warrants, the MDF2/MDF3 shall be able to
deliver IRI/CC to each LEMF based on the delivery type(s) of the respective warrant.
4.4.4 Location Reporting

The LIPF shall be able to provision the POIs and MDF2 according to the requirements of the warrant with the following
location reporting types:

- Report location only at the beginning and end of a session.
- Do not report location.

When no location reporting type is provisioned, the POIs and MDF2/MDF3 shall report location every time the target
location information is received at the POI (including location update with no physical change of location).

When different location reporting types are applicable to a target due to multiple warrants, then POI may be provisioned
asif the reporting of al location information occurrences at the POI is required, with MDF2 restricting the delivery of
location to the LEMF as per the provisioned information for a warrant.

4.4.5 LALS Triggering

- Thisoption is used to activate the LALS triggered location service (TS 33.127 [5], clause 7.3.3.3) for the target.
The LIPF shall be able to provision the LTF associated with a POl or MDF2 with the LAL S triggered location service
parameters provided in the warrant or use a default set of parameters.
4.4.6 Roaming Interception

- Stop interception when the target is roaming outbound internationally.

NOTE 1: The definition of international roaming for LI purposes could vary per jurisdiction.

NOTE 2: The method used to achieve the roaming related service scoping is not described in the present document.

5 Transport and Communications Protocol

5.1 General

This clause describes the protocols used for each of the interfaces at alevel which is agnostic of the subject service or
network. Additional specific fields or behaviours are given in the relevant parts of clauses 6 and 7.

5.2 Protocols for LI_X1 and LI_T interfaces

52.1 General usage of ETSI TS 103 221-1

Functionshavingan LI_X1, LI _T2or L1_T3 interface shall support the use of ETSI TS 103 221-1 [7] to realise the
interface.

In the event of a conflict between ETSI TS 103 221-1 [7] and the present document, the terms of the present document
shall apply.

The LIPF and MDF2/3 shall maintain a mapping between internal interception identifiers (X1Ds) and external
interception identifiers (L11Ds), as defined by ETSI TS 103 221-1 [7] clause 5.1.2. In case of multiple interceptions for
asingletarget identifier, it is an implementation decision for the LIPF/TF whether multiple XIDs are used (i.e. a one-to-
one mapping between XID and LI1ID is maintained) or whether the single X1D is used and mapped to multiple LII1Ds at
the MDF2/3. Clauses 6 and 7 give further details for specific networks or services (e.g. minimum supported target
identifier formats).
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In the event of arequest issued over the interface fails, or an error is reported, the LIPF should raise an alert in the
appropriate LI Operations and Management (O& M) system. Further procedures (e.g. retrying a failed request) are left to
CSP policy to define.

A failure of LI shall not impact the target's or other users' services.

In general, and unless otherwise specified, the function playing the role of the NE (i.e. IRI-POI, IRI-TF, CC-TF, CC-
POI, MDF2 or MDF3) shall:

- Accept CreateDestination and ModifyDestination messages regardless of the DeliveryType.

- Regect ActivateTask/ModifyTask messages that contain destination identifiers (DIDs) that reference Destinations
that have not been created via a CreateDestination message; Destinations shall be created before they are used.

- Regect ActivateTask/ModifyTask messages that do not result in at least one valid DID for their DeliveryType
(e.g. a least one valid DID for an X2 delivery destination for an "X20nly" Task). Additional DIDs for
Dedtinations of other DeliveryTypes (e.g. aDID for an X3 Destination for an " X20nly" Task) shall be accepted,
but a ReportTaskl ssue message may be sent to indicate the mismatch.

5.2.2 Usage for realising LI_X1

For the purposes of realising LI_X1 between the LIPF and a POI, MDF or TF, the LI1PF plays the role of the ADMF as
defined in ETSI TS 103 221-1 [7] reference model (clause 4.2), and the POI, MDF or TF plays the role of the NE.

In general, and unless otherwise specified, the ADMF shall:

- When the provisioning of an IRI-POI/IRI-TF/MDF2 is needed to meet the requirements of the warrant, send an
ActivateTask (and subsequent ModifyTask if/as needed) with the DeliveryType set to "X20nly" and the
ListOfDIDs containing at least one DID for an X2 or LI_HI2 delivery destination over LI_X1 to each of the
relevant functions.

- When the provisioning of a CC-POI/CC-TFH/MDF3 is needed to meet the requirements of the warrant, send an
ActivateTask (and subsequent ModifyTask if/as needed) with the DeliveryType set to "X30nly" and the
ListOfDIDs containing at least one DID for X3 or LI_HI3 delivery destination over LI_X1 to each of the
relevant functions.

When both the above are required to meet the requirements of the warrant, the ADMF shall send each independently to
each relevant function.

When it isrequired to cease interception, the ADMF shall send a DeactivateTask message to each relevant function,
unless the Task has already been removed by other means (e.g. by the use of the ImplicitDeactivationAllowed flag, see
ETSI TS103221-1[7] clause 6.2.12).

Other deployments compliant with ETSI TS 103 221-1 [7] may be used subject to local agreement.

5.2.3 Usage for realising LI_X1 (management)

For the purposes of realising LI_X1 between the LIPF and atriggered POI, the LIPF playstherole of the “ADMF” as
defined in ETS| TS 103 221-1 [7] reference model (clause 4.2), and the triggered POI playsthe role of the “NE”.
5.2.4  Service scoping

The LIPF shall be able to provision the POI, TFs and the M DF2/MDF3 according to the service scoping (see clause 4.4)
applicable to awarrant as described in clause 6.2.1.2 and Annex C of ETSI TS 103 221-1[7].

If there is a need to explicitly identify specific CSP service typesto be intercepted by the task, the LI1PF shall include
the ListOf ServiceTypes parameter in the TaskDetails of the provisioning message sent to the POIS/TFs. If no service
typeis provisioned, the POIs shall generate and deliver applicable interception product for all services specified for the
NF where the POI islocated as described in clause 4.4.2.

If there is a need to explicitly identify specific CSP service types to be delivered by the task, the LIPF shall populate the
ServiceType in the ServiceScoping parameter in the MediationDetails of the provisioning message sent to the
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MDF2/MDF3. If the LIPF includes the ListOf ServiceTypes parameter in the TaskDetails of the provisioning message
sent to the MDF2/MDF3, the MDF2/MDF3 shall ignore this parameter.

5.2.5 Usage for realising LI_T2

For the purposes of realising L1_T2 between an IRI-TF and atriggered IRI-POI, the IRI-TF plays the role of the
"ADMF" asdefined inthe ETSI TS 103 221-1 [7] reference model (clause 4.2), and the triggered IRI-POI playstherole
of the"NE".

In case the IRI-TF receives from the triggered IRI-POI an error in the answer to atriggering message, the IRI-TF shall
send a ReportTaskl ssue message to the LIPF. In such case, the failure of L1 shall not impact the target's or other users
services.

Unless otherwise specified, an IRI-TF shall set the Product ID field in any ActivateTask or ModifyTask message issued
to atriggered IRI-POI (see ETSI TS 103 221-1 [7] clause 6.2.1.2). The IRI-TF shall set the Product ID to the X1D of the
Task object associated with the interception at the IRI-TF in order to alow correlation of LI product at the MDF2.

Unless otherwise specified, the TF shall include the MDF2 asthe X2 delivery destination in the trigger sent using the
ActivateTask/ModifyTask with " X20nly".

When the IRI-TF determines that it is required to remove a Task at a particular IRI-POI (e.g. having detected the end of
asession) it shall send a DeactivateTask message for the relevant Task to that IRI-POI, unless the Task has already been
removed by other means (e.g. by the use of the ImplicitDeactivationAllowed flag, see ETSI TS 103 221-1 [7] clause
6.2.12).

When the IRI-TF receives a DeactivateT ask message or ModifyTask message from the LIPF, the IRI-TF shall send
DeactivateTask or ModifyTask messages to all applicable triggered IRI-POIls for all tasks associated to the Task object
in the message from the LI1PF.

5.2.6 Usage for realising LI_T3

For the purposes of realising LI_T3 between a CC-TF and atriggered CC-POI, the CC-TF playsthe role of the
"ADMF" asdefined inthe ETSI TS 103 221-1 [7] reference model (clause 4.2), and the triggered CC-POI plays the role
of the"NE".

In case the CC-TF receives from the triggered CC-POI an error in the answer to a triggering message, the CC-TF shall
send a ReportTaskl ssue message to the LIPF. In such case, the failure of LI shall not impact the target's or other users
services.

Unless otherwise specified, a CC-TF shall set the Product ID field in any ActivateTask or ModifyTask message issued
to atriggered CC-POI (see ETSI TS 103 221-1 [7] clause 6.2.1.2). The CC-TF shall set the Product 1D to the X1D of the
Task object associated with the interception at the CC-TF in order to alow correlation of LI product at the MDF3.

Unless otherwise specified, the TF shall include MDF3 as the X3 delivery destination in the trigger sent using the
ActivateTask/ModifyTask with "X30nly".

When the CC-TF determines that it is required to remove a Task at a particular CC-POI (e.g. having detected the end of
asession) it shall send a DeactivateTask message for the relevant Task to that CC-POI, unless the Task has already been
removed by other means (e.g. by the use of the ImplicitDeactivationAllowed flag, see ETSI TS 103 221-1 [7] clause
6.2.12).

When the CC-TF receives a DeactivateT ask message or ModifyTask message from the LIPF, the CC-TF shall send
DeactivateTask or ModifyTask messages to all applicable triggered CC-POlsfor all tasks associated to the Task object
in the message from the LI1PF.

5.2.7 Usage for realising LI_XEM1

For the purposes of realising LI_XEM1 between the LIPF and an |EF, the LIPF plays the role of the ADMF as defined
in ETSI TS 103 221-1 [7] reference model (clause 4.2), and the |EF plays the role of the NE.

The IEF shall be enabled by sending the following ActivateTask message from the LIPF.

NOTE: Thetermsidentifier and identity are used interchangeably in clause 5.2.7.
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Table 5.2.7-1: ActivateTask message for activating an IEF

ETSI TS 103 221-1 field name Description M/C/O
XID Shall be set to a value assigned by the LIPF. M
Targetldentifiers Shall contain a single Target Identifier of type "ldentityAssociation" (see table M

5.2.7-2)
DeliveryType Set to "X20nly". M

ListOfDIDs Shall give the DID of the delivery endpoint of the ICF(s) to which identity M

association events should be delivered. These delivery endpoints are configured
using the CreateDestination message as described in ETSI TS 103 221-1 [7]
clause 6.3.1 prior to the task activation.

The following Target Identifier Type is defined for the use of LI_XEM 1. Unless otherwise specified, use of any other
Target Identifier Type (including adding a target identifier more than once) shall result in the ActivateTask message
being rejected with the appropriate error.

Table 5.2.7-2: Target Identifier Type for LI_XEM1

Identifier type Owner | ETSI TS 103 221-1 [7] Targetldentifier type Definition
IdentityAssociationTargetldentifier |3GPP TargetldentifierExtension / Empty tag (see XSD
IdentityAssociationTargetldentifier schema)

The IEF may be reconfigured to send identity associations to a different | CF using a ModifyTask message to modify the
delivery destinations.

The IEF shall be disabled by sending the following DeactivateTask message from the LIPF.

Table 5.2.7-3: DeactivateTask message for de-activating an IEF

ETSI TS 103 221-1 field name Description M/C/O

XID Shall be set to the value assigned by the LIPF M

The LIPF should send one ActivateTask command to each |EF.

NOTE: ThelEF may receive multiple ActivateT ask messages conforming to table 5.2.7-1, each of which can be
independently deactivated. The IEF shall remain active aslong as at least one valid Task remains active.

5.3 Protocols for LI_X2 and LI X3

5.3.1 General usage of ETSI TS 103 221-2

Functions having an L1_X2 or LI_X3 interface shall support the use of ETSI TS 103 221-2 [8] to realise the interface.

In the event of a conflict between ETSI TS 103 221-2 [8] and the present document, the terms of the present document
shall apply.

The xIRI and the xCC sent using ETSI TS 103 221-2 [8] shall contain the appropriate X1D as received in the relevant
LI_X1 provisioning message (or LI1_T2/3 triggering message, as appropriate).
5.3.2 Usage for realising LI_X2

The POI sending XIRI over the L1_X2 interface shall set the PDU type field within the xIRI to "X2 PDU". (see ETSI TS
103 221-2 [8] clause 5.1).

Where asingle xIRI is sent as aresult of a network procedure (i.e. as result of several signaling messages exchanged
between the target UE and the network), the POI sending the xIRI shall set the Payload Direction field (see ETSI TS
103 221-2 [8] clause 5.2.6) based on the initiator of the network procedure.

Unless otherwise specified by the relevant clause, the payload shall consist of a BER-encoded
TS33128Payloads. X RIPayload structure. The payload format (see ETSI TS 103 221-2 [8] clause 5.4) shall be set
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according to the relevant clause of the present document (the value 2 is used for TS 33128Payloads. X | RIPayload). The
TLStransport profile (see ETSI TS 103 221-2 [8] clause 6) shall be supported and used by default.

Unless otherwise specified, XIRI shall include the timestamp and sequence number conditional attribute fields, with the
timestamp value set to the time at which the event occurred.

Unless otherwise specified, the "Matched Target Identifier" conditional attribute shall be set to indicate what target
identity was matched to generate the XIRI (see ETSI TS 103 221-2 [8] clause 5.3.18).

Unless otherwise specified, the " Other Target Identifier" conditional attribute shall be set with all other target identities
present at the NF that contains the POI (see ETSI TS 103 221-2 [8] clause 5.3.19).

Unless otherwise specified, the NFID conditional attribute (see ETSI TS 103 221-2 [8] clause 5.3.7) should be set to
indicate the NF that contains the POI. The NFID is defined as a unique identifier assigned to the NF by the network
(e.g. FQDN) per carrier implementation and referred to in the following clauses.

Unless otherwise specified, the IPID (see ETSI TS 103 221-2 [8] clause 5.3.8) should be set to indicate the POI (within
the NF) that generated the xIRI for the conditional attribute field.
5.3.3 Usage for realising LI_X3

The POI sending XCC over the L1_X3 interface shall set the PDU type field in the xCC to "X3 PDU" (see ETSI TS 103
221-2 [8] clause 5.1).

The payload format shall be specified according to the relevant clause of the present document.

Unless otherwise specified, the NFID conditional attribute (see ETSI TS 103 221-2 [8] clause 5.3.7) should be set to
indicate the NF that contains the POI. The NFID is defined as a unique identifier assigned to the NF by the network
(e.g. FQDN) per carrier implementation and referred to in the following clauses.

Unless otherwise specified, the IPID (see ETSI TS 103 221-2 [8] clause 5.3.8) should be set to indicate the POI (within
the NF) that generated the XCC for the conditional attribute field.

NOTE: ETSI TS103221-2[8] specifiesin clause 6 a default profile which is mandatory to support, but allows
further profiles to be defined. In scenarios where it may not be possible to achieve the necessary LI data
rates based on the default profile, aternative profiles may be considered (e.g. based on UDP, multi path
TCP or other protocols). Any alternative profile needs to ensure that LI reliability, security and
compl eteness requirements as specified in TS 33.126 [3] are met.

5.3.4  Service scoping

When applicable, the POIs shall deliver the xIRISXCC to MDF2/MDF3 over LI_X2/LI_X3 according to the service
scoping as provisioned by the LIPF to them (see clause 5.2.4).

5.4 Protocols for LI_HI1

54.1 General
Functions having an L1_HI1 interface shall support the use of ETSI TS 103 120 [6] to realise the interface.

In the event of aconflict between ETSI TS 103 120 [6] and the present document, the terms of the present document
shall apply.

54.2 Service scoping

Functions having an LI_HI1 interface (i.e. the ADMF) shall be able to receive the service scoping as applicable to the
warrant from the LEA over the LI_HI1 interface (see clause 4.4).
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5.5 Protocols for LI_HI2 and LI_HI3

551 General

Functions having an LI_HI2 or LI_HI3 interface shall support the use of ETSI TS 102 232-1[9] and ETSI TS 102 232-
7[10] to realise the interface.

In the event of a conflict between either specification and the present document, the terms of the present document shall
apply.

5.5.2 Usage for realising LI_HI2

The IRl messages sent over L1_HI2 are structured as a header and a payload. The header contains general information
like L11D, timestamp, correlation information (as for example defined in ETSI TS 102 232-1 [9]). The payload contains
intercept related information based on information that the MDF2 has received from sources in the network, such as the
IRI-POI as described in clauses 6 and 7 of the present document. Details of the IRI messages can be found in Annex A
of the present document. Messages defined as passing over the L1_HI2 interface shall be passed as the payload of the
threeGPP33128DefinedIRI field (see TSETSI 102 232 -7 [10] clause 15).

If the LI_X2 contains the NFID conditional attribute (see ETSI TS 103 221-2 [8] clause 5.3.7), this shall be mapped
into the PSHeader networkFunctionldentifier (see ETSI TS 102 232-1 [9] clause 5.2.14 and ETSI TS 102 232-7 [10]
clause 15.3).

If the L1_X2 contains the IPID conditional attribute (see ETSI TS 103 221-2 [8]), the EIPID parameter (see ETSI TS
102 232-1[9] clause 5.2.13) shall be populated by the MDF2 with the IPID value.

5.5.3 Usage for realising LI_HI3

The CC sent over LI_HI3 is structured as a header and a payload. The header contains general information like L11D,
timestamp, correlation information (as for example defined in ETSI TS 102 232-1 [9]). The payload contains content of
communication based on information that the MDF3 has received from sourcesin the network, such asthe CC-POI as
described in clauses 6 and 7 of the present document. Details of the CC can be found in Annex A of the present
document. CC defined as passing over the LI_HI3 interface shall be passed as the payload of the
threeGPP33128DefinedCC field (see ETSI TS 102 232-7 [10] clause 15).

If the LI_X3 contains the NFID conditional attribute (see ETSI TS 103 221-2 [8] clause 5.3.7), this shall be mapped
into the PSHeader networkFunctionldentifier (see ETSI Ts 102 232-1 [9] clause 5.2.14 and ETSI TS 102 232-7 [10]
clause 15.3).

If the L1_X3 contains the IPID conditional attribute (see ETSI TS 103 221-2 [8]), the EIPID parameter (see ETSI TS
102 232-1[9] clause 5.2.13) shall be populated by the MDF3 with the IPID value.

NOTE: ETSI TS102 232-1[9] specifiesin clause 6.4 atransport layer based on TCP. However, based on
agreement between network operator and LEA, in scenarios where it may not be possible to achieve the
necessary LI data rates based on the transport layer based on single TCP connection, alternative profiles
may be considered (e.g. based on UDP, multi path TCP or other protocols). Any aternative profile needs
to ensure that LI reliability, security and completeness requirements as specified in TS 33.126 [3] are met.

5.5.4  Service scoping

The MDF2 and MDF3 shall be able to deliver the IRl messages and the CC to the LEMF over LI_HI2 and LI_HI3
respectively, according to the provisioned service scoping (see clause 5.2.4).

55.5 IRI Target Identifiers

The MDF shall populate the Targetldentifiers field of the IRIPayload defined in Annex A with al Target Identifiers
available at the MDF. For all Identifiersreceived inthe LI_X2 "Matched Target Identifier" conditional attribute (see
clause 5.3.2), the MDF shall include the relevant Identifier with the provenance set to "matchedOn". For al Identifiers
received in the the L1_X2 "Other Target Identifier" conditional attribute (see clause 5.3.2), the MDF shall include the
relevant Identifier with the provenance set to "other". For al Identifiers present in the xIRI payload, the MDF shall
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include the relevant Identifier with the provenance set to "observed". For al Identifiers present in the provisioning
message received over X1, the MDF shall include the relevant Identifier with the provenance set to "IEAProvided”. For
all Identifiers present in the MDF that are not reported as other Targetldentifiers, the MDF shall include the rel evant
Identifier with the provenance set to "other".

5.6 Protocols for LI_HI4

5.6.1 General

Functions having an L1_HI4 shall support the use of ETSI TS 102 232-1 [9] to realise the interface.

In the event of a conflict between ETSI TS 102 232-1 [9] and the present document, the terms of the present document
shall apply.

5.6.2 Usage for realising LI_HI4

The LI Notification messages sent over L1_HI4 are structured as a header and a payload. The header contains general
information like LI1D, timestamp (as for example defined in ETSI TS 102 232-1 [9]). The payload contains the
administrative information such as notification. Details of the L1 Notification messages can be found in Annex B of the
present document.

Wherethe LI_HI4 interface is present alongside an LI_HI2 interface or LI_HI3 interface, the LI Notification messages
shall be transmitted along the same connection as the IRl messages or CC. Where ETSI TS 102 232-1[9] is used for
LI_HI2 or LI_HI3, messages defined as passing over the LI_HI4 interface shall be passed in the hl4Payload sequence.

The MDF2/MDF3 shall support generation L1 Notification messages for at least the following events:
- Activation of an interception at the MDF2/MDF3 viaLI_X1.
- Modification of an interception at the MDF2/MDF3 via Ll_X1.

- Deactivation of aninterception at the MDF2/MDF3 viaLl _X1.

5.7 Protocols for LI_HIQR

5.7.1 General
Functions having an LI_HIQR interface shall support the use of ETS| TS 103 120 [6] to redlise the interface.

In the event of aconflict between ETSI TS 103 120 [6] and the present document, the terms of the present document
shall apply.

NOTE: Thetermsidentifier and identity are used interchangeably in clause 5.7.

5.7.2 Usage for realising LI_HIQR

5.7.2.1 Request structure

LI_HIQR requests are represented by issuing a CREATE request for an LDTaskObject (see ETSI TS 103 120 [6] clause
8.3), populated as follows:
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Table 5.7.2-1: LDTaskObject representation of LI_HIQR request

Field Value M/C/O
Reference Reference to the authorization under which the request is made. The format of this M
field, and any procedures for allocating or validating it, are for national agreement.
DesiredStatus Shall be set to "AwaitingDisclosure". M
RequestDetails Set according to table 5.7.2-2 below. M
DeliveryDetails Shall be set to indicate the delivery destination for the LI_HIQR records (see clause C
5.7.2.3 and ETSI TS 103 120 [6] clause 8.3.6.2) unless the delivery destination is
known via other means.

The use of any other LDTaskObject parameter is outside the scope of the present document.

Table 5.7.2-2: RequestDetails structure

Field Value M/C/O
Type Shall be set to one of the RequestType values as defined in table 5.7.2-3. M
ObservedTime When the RequestValues provides a temporary identity, this field shall be set to the C
observation time of that temporary identity.
When the RequestValues provides a permanent identity, this is the time at which
the LEA requires that the permanent to temporary association is applicable.
Shall not be present for requests of type "OngoingldentityAssociation".
RequestValues Set to the target identifier plus additional information required (see clause 5.7.2.2). M

NOTE: If the observed timeisin the past, providing a successful query response is subject to associations still
being available in the cache when the query is made to the ICF.

Table 5.7.2-3: RequestType Dictionary for LI_HIQR

Dictionary Owner

Dictionary Name

3GPP

RequestType

Defined DictionaryEntries

Value

Meaning

IdentityAssociation

A request for a single IdentityResponseDetails response to the query provided.

OngoingldentityAssociation

A request for an ongoing series of IdentityResponseDetails responses matching the
query provided. May only be used when the RequestValues contains a permanent
identifier. The request shall be terminated by updating the LDTaskObject
DesiredStatus to "Disclosed".

Table 5.7.2-3 isformatted in accordance with ETSI TS 103 120 [6] Annex F.

5.7.2.2 Request parameters

The RequestVaues field shall contain one of the following:

- SUPI, given in either SUPIIMSI or SUPINAI formats as defined in ETSI TS 103 120 [6] clause C.2.

- SUCI, given as defined in table 5.7.2-4 below.

- BG-S-TMSI, given as defined in table 5.7.2-4 below.

- BG-GUTI, given as defined in table 5.7.2-4 below.

If the RequestType is " OngoingldentityAssociation” (see table 5.7.2-3), SUPI isthe only valid identity typein the
RequestVauesfield. If the RequestType is " OngoingldentityAssociation" and any other identity typeis provided, the
IQF shall signal the error by setting the LD TaskObject Statusto "Invalid” (see ETSI TS 103 120 [6] clause 8.3.3).

If atemporary identity is provided, the following shall also be present as RequestValues:

- NRCellldentity, given as defined in table 5.7.2-4 below.

- TrackingAreaCode, given as defined in table 5.7.2-4 below.
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The following RequestValue FormatTypes (see ETSI TS 103 120 [6] clause 8.3.5.4) are defined (which are not

otherwise defined elsewhere).

Table 5.7.2-4: RequestValue FormatType extensions for LI_HIQR Requests

Format Owner

Format Name

Description

Format

3GPP SUClI

Subscription Concealed Identifier
as per TS 23.003 [19] clause
2.2B.

TS 29.509 [45] clause 6.1.6.3.2

3GPP

5GSTMSI

Shortened form of the 5G-GUTI
as defined in TS 23.003 [19]
clause 2.11. Given as a hyphen-
separated concatenation of:

- The string "5gstmsi".

- The AMF Set ID given as
three hexadecimal digits (10 bits).
- The AMF Pointer given as two
hexadecimal digits (6 bits).

- The 5G-TMSI given as eight
hexadecimal digits (32 bits)

Matches regular expression:

~(5gstmsi-([0-3][0-9A-Fa-f|{2})-
([0-3][0-9A-Fa-f])-([0-9A-Fa-
f{8}))$

3GPP

5GGUTI

As defined in TS 23.003 [19]
clause 2.10. Given as a hyphen
separated concatenation of:

- The string "5gguti".

- MCC given as a three decimal
digits.

- MNC given as a two or three
digit decimal digits

- AMF Region ID given as two
hexadecimal digits (8 bits).

- The AMF Set ID, AMF Pointer
and 5G-TMSI as defined above in
5GSTMSI

Matches regular expression:

"(5gguti-([0-9]{3})-([0-9){2,3})-

([0-9A-Fa-f{2})-([0-3][0-9A-Fa-
f{2})-([0-3][0-9A-Fa-f])-([0-9A-
Fa-fl{8}))$

3GPP

NRCellldentity

NR Cell ID (NCI), as defined in
TS 23.003 [19] clause 19.6A

TS 29.571 [17] clause 5.4.2

3GPP

TrackingAreaCode

Tracking area code as defined in
TS 23.003 [19] clause 19.4.2.3

TS 29.571 [17] clause 5.4.2

The LDTaskObject may also contain the "IncludeNCGIInResponse” LDTask flag (see table 5.7.2-4A). If thisflagis
present for such a query, then the response shall contain the NR Cell Global Identity associated with the SUPI at the
time of association (see table 5.7.2-5).

Table 5.7.2-4A: LDTaskFlags for LI_HIQR Requests

Dictionary Owner

Dictionary Name

3GPP

LIHIQRFlags

Defined DictionaryEntries

Value

Meaning

IncludeNCGIlInResponse

A request for returning the NCGI in the response.

5.7.2.3

Response structure

The Ll_HIQR request is used to generate a request to the ICF over LI_XQR (see clause 5.8). The response received
over LI_XQR isthen transformed into an L1_HIQR response.

LI_HIQR responses and updates are represented as XML following the | dentityResponseDetail s type definition (see

Annex E).

Responses and updates are delivered within a DELIVER Request (see ETSI TS 103 120 [6] clause 6.4.10) containing a
DeliveryObject (see ETSI TS 103 120 [6] clause 10).
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I dentityResponseDetail s contain |dentityAssociation records. The fields of each I dentityAssociationRecord shall be set
asfollows:

Table 5.7.2-5: IdentityAssociationRecord

Field Value M/C/O

SUPI SUPI associated with the provided identity. M

SUCI SUCI associated with the provided identity, if available. C

5G-GUTI 5G GUTI associated with the provided identity, provided in the form given in the M
request (see table 5.7.2-4).

PEI PEI associated with the provided identity during the association period, if C
known.

AssociationStartTime  |The time that the association between the SUPI and the temporary identity M
became valid. (see NOTE).

AssociationEndTime The time that the association between the SUPI and the temporary identity C
ceased to be valid. Shall be omitted if the association is still valid (see NOTE).

FiveGSTAIList List of tracking areas associated with the registration area within which the UE C
was or is registered in the lifetime of the reported association, if available. See
clause 7.6.2.4 for details.

GPSI GPSI associated with the provided identity during the association period, if C
known.

NCGI NR Cell Global Identity associated with the SUPI at the time of association C
between the SUPI and the temporary identity. Shall be sent if the
"IncludeNCGIInResponse" flag is set.

NOTE: The AssociationStartTime and AssociationEndTime represent the lifespan of the SUPI to 5G-GUTI
association. When a SUCI is present, the AssociationStartTime al so represents the time of the
SUCI's vaidity.

If no association is found which matches the criteria provided in the LI_XQR request, then the L1_XQR response
contains zero IdentityAssociationRecords. Similarly, the LI_HIQR response contains zero | dentityA ssoci ationRecords.

For responses or updates providing a currently valid SUPI to 5G-GUT] identity association, the AssociationEndTime
shall be absent. The AssociationStartTime shall indicate when the 5G-GUTI became associated with the SUPI. The
SUCI field shall be populated if it was present in the IEF record for the association (see clause 6.2.2A.2.1). The PEI and
TAI List fields may be populated as well, see clause 7.6.2.4 for details.

In the case of ongoing updates, the presence of the AssociationEndTime indicates the SUPI to 5G-GUTI identity
disassociation. Such updates shall only happen when no new association is replacing the outgoing one.

The DeliveryObject Reference field (see ETSI TS 103 120 [6] clause 10.2.1) shall be set to the Reference of the
LDTaskObject used in the request, to provide correlation between request and response. The DeliverylD,
SequenceNumber and LastSequence fields shall be set according to ETSI TS 103 120 [6] clause 10.2.1.

The content manifest (see ETSI TS 103 120 [6] clause 10.2.2) shall be set to indicate the present document, using the
following Specification Dictionary extension.

Table 5.7.2-6: Specification Dictionary

Dictionary Owner Dictionary Name
3GPP ManifestSpecification.
Defined DictionaryEntries
Value Meaning
LIHIQRResponse The delivery contains IdentityResponseDetails (see Annex E)
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5.8 Protocols for LI_XQR

581  General

LI_XQR requests are realised using ETSI TS 103 221-1 [7] to transport the | dentityA ssociationRequest and

| dentity A ssoci ationResponse messages (which are derived from the X 1RequestM essage and X 1ResponseM essage
definitionsin ETSI TS 103 221-1 [7]) as described in Annex E.

NOTE: Thetermsidentifier and identity are used interchangeably in clause 5.8.

5.8.2 Identity association requests

For requests with RequestType "IdentityAssociation™ (see table 5.7.2-3), the | QF issues an | dentity A ssoci ationRequest
message populated with a RequestDetails structure as follows:

Table 5.8-1: RequestDetails structure for LI_XQR

ETSI TS 103 221-1 [7] field name Description M/C/O

Type Shall be set to the RequestType value "IdentityAssociation" as defined in M
Table 5.7.2-3.

ObservedTime Observation time as provided over LI_HIQR (see clause 5.7.2). M

RequestValues Set to the target identifier plus additional information specified in the M
LI_HIQR request (see clause 5.7.2).

Successful LI_XQR responses are returned using the | dentityAssociationResponse message. Error conditions are
reported using the normal error reporting mechanisms described in TS 103 221-1 [7].

LI_XQR query responses are represented in XML following the I dentityA ssociationResponse schema (see Annex E).
The fields of the IdentityAssociationResponse record shall be populated as described in Table 5.7.2-5.

5.8.3 Ongoing identity association requests

For requests with RequestType " Ongoingl dentityAssociation”, the |QF shall activate a request for ongoing updates at
the ICF by sending it an ActivateOngoingl dentityAssociationUpdates message populated as follows:

Table 5.8-2: ActivateAssociationUpdates message for LI_XQR

Field name Description M/C/O
OngoingAssociationTaskID Unigue identifier for this request allocated by the IQF. M
SUPI Permanent identifier for which ongoing identity association updates shall be |M

issued.

The ICF shall acknowledge the receipt of the ActivateAssociationUpdates message by responding with an
ActivateA ssociationUpdatesA cknowl edgement response (see Annex E) containing an IdentityAssociationRecord
representing the association active at the time the | CF receives the ActivateA ssociationUpdates message. If no such
active association exists, the ActivateA ssociationUpdatesA cknowledgement response shall not contain an

| dentityAssociationRecord. Error conditions are reported using the normal error reporting mechanisms described in
ETSI TS103221-1[7].

When areguest with Request Type "OngoingldentityAssociation™ isterminated over LI_HIQR (see table 5.7.2-3), the
| QF shall issue a DeactivateA ssociationUpdates message (see Annex E) with the appropriate
OngoingAssociationTaskl D populated. On termination of the request, the |CF shall respond with a

DeactivateA ssociationUpdatesA cknowledgement message.

While arequest with RequestType "OngoingldentityAssociation” is active, the | CF shall generate an

| dentity A ssociationUpdate message every time the | CF receives an | EFA ssociationRecord or | EFDeassociationRecord
over LI_IEF for the relevant identifier. The message shall contain an IdentityAssociationRecord as described in table
5.7.2-5, and the relevant OngoingAssociationTasklD. The IdentityAssociationUpdate message is sent to the |QF over
LI_XQR with the ICF becoming the "requester" asdefined in ETS| TS 103 221-1 [7] clause 4.2. The IQF shall respond
with an | dentityAssociationUpdateA cknowledgement message.
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5.9 Protocols for LI_XER

LI_XER records are realised using a TL S connection as defined in clause 6.2.2A.2.3, with records BER-encoded as
defined in Annex F.

5.10 Protocols for LI_ST interface

5.10.1 Overview

LI_ST shall be realised using a dedicated separate instance of the Nudsf_DataRepository service asdefined in TS
29.598 [64] subject to the following terms.

The LISSF shall adopt the role of the NF Service Provider as described in TS 29.598 [64] clause 5.2.1. The LISSF may
be realised as a standalone function or within the ADMF. In either caseit shall meet the requirements set out in TS
33.127 [5] clause 6.2.3.8.

An LI function may only store state over L1_ST using an LISSF identified by the LIPF viaLl_X0. The L1PF shall
provide the necessary details for connection, including the relevant apiRoot, apiVersion, realmld and storageld values
(see TS 29.598 [64] clause 6.1.3.1) and any necessary keys for authentication.

5.10.2 Storage

When an LI function wishesto store LI state in the LISSF, it shall perform the Record Create service operation as
described in TS 29.598 [64] clause 5.2.2.3.1. Unless otherwise specified, the recordld shall be arandomly-assigned
UUID. The record metadata shall include at |east the following information as tag value pairs (see TS 29.598 [64]
clause 6.1.6.2.3)

Table 5.10.2-1: Minimum information elements for RecordMeta structure

Field Name Description M/C/O
NFInstancelD The NF instance ID associated with the NF in which the LI function is located, if C
applicable (see TS 29.571 [17] clause 5.3.2).
NEID The LI_X1 identifier associated with the LI function. M
XID XID for the task that the state is associated with, if applicable. C
DID DID for the destination that the state is associated with, if applicable. C

Further details on the contents of the Record Blocks is given in the relevant clauses.

The LIPF shall dways be able to store recordsin the LISSF.

5.10.3 Retrieval

When an LI function wishes to retrieve records from the L1SSF and knows the RecordID of the relevant state
information, it shall perform a Record Retrieval operation as described in TS 29.598 [64] clause 5.2.2.2.2. If the LI
function does not know the RecordID, it shall perform a search as described in TS 29.598 [64] clause 5.2.2.2.6 using
appropriate search criteria. The details for choosing search criteria are specific to each L1 function and are therefore
givenin later clauses specific to that LI function.

The LIPF shall always be able to retrieve records from the LISSF.

5.10.4 Removal

When an LI function wishes to remove records from the LISSF, it shall perform a Record Delete service operation as
described in TS 29.598 [64] clause 5.2.2.5.

The LIPF shall always be able to remove records from the LISSF.
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6 Network Layer Based Interception

6.1 Introduction

This clause describes any remaining fields, behaviours or details necessary to implement the required LI interfaces for
specific 3GPP-defined network deployments which are not described in clauses 4 and 5.

6.2 5G

6.2.1 General

This clause describes the LI interfaces specific to L1 for 5G networks.

6.2.2 LI at AMF

6.2.2.1 Provisioning over LI_X1

The IRI-POI present in the AMF is provisioned over LI_X1 by the LIPF using the X1 protocol as described in clause
5.2.2.

The POI in the AMF shall support the following target identifier formatsinthe ETSI TS 103 221-1 [7] messages (or
equivalent if ETSI TS 103 221-1[7] is not used):

- SUPIIMSL.

- SUPINAL.

- PEIIMEL

- PEIIMEISV.

- GPSIMSISDN.
-  GPSINAI.

Table 6.2.2-0A shows the minimum details of the L1_X1 ActivateTask message used for provisioning the IRI-POI in
the AMF.

Table 6.2.2-0A: ActivateTask message for the IRI-POIl in the AMF

ETSI TS 103 221-1 [7] field name Description M/C/O
XID XID assigned by LIPF. M
Targetldentifiers One of the target identifiers listed in the paragraph above. M
DeliveryType Set to "X20nly". M
ListOfDIDs Delivery endpoints for LI_X2 for the IRI-POI in the AMF. These delivery M

endpoints are configured using the CreateDestination message as described
in ETSI TS 103 221-1 [7] clause 6.3.1 prior to the task activation.

TaskDetailsExtensions/ This field shall be included if the IRI POI is required to generate C

IdentifierAssociationExtensions AMFIdentifierAssociation records (see clause 6.2.2.2.1). If the field is absent,
AMFIdentifierAssociation records shall not be generated.

ListOfServiceTypes Shall be included when the explicit identification of specific CSP service C

types to be intercepted by the task as described in clause 5.2.4 is required.
This parameter is defined in ETSI TS 103 221-1 [7], clause 6.2.1.2, table 4.

ETSI



3GPP TS 33.128 version 17.6.0 Release 17 36 ETSI TS 133 128 V17.6.0 (2022-09)

Table 6.2.2-0B: IdentifierAssociationExtensions Parameters

Field Name Description M/C/O

EventsGenerated One of the following values: M

- IdentifierAssociation
- Al

See clause 6.2.2.2.1 for the interpretation of this field.

6.2.2.2 Generation of xIRI over LI_X2

6.2.2.2.1 General

The IRI-POI present in the AMF shall send the xIRIs over LI_X2 for each of the eventslisted in TS 33.127 [5] clause
6.2.2.4, the details of which are described in the following clauses.

If the AMF receives one or more cell IDsin an N2 message (as specified in TS 38.413[23]), the IRI-POI in the AMF
shall report al of them.

The IRI-POI inthe AMF shall only generate xIRI containing AMFIdentifierAssociation records when the
| dentifierAssocationExtensions parameter has been received over LI_X1 (see clause 6.2.2.1). The IRI-POI in the AMF
shall generate records according to the val ue of the EventsGenerated sub-parameter (see table 6.2.2-0B) as follows:

- ldentifierAssociation: AMFIdentifierAssociation and AM FLocationUpdate records shall be generated. No other
record types shall be generated for that target.

- All: All AMF record types shall be generated.

6.2.2.2.2 Registration

The IRI-POI in the AMF shall generate an xIRI containing an AMFRegistration record when the IRI-POI present in the
AMF detects that a UE matching one of the target identifiers provided viaL1_X1 has successfully registered to the 5GS
via 3GPP NG-RAN or non-3GPP access. Accordingly, the IRI-POI in the AMF generates the xIRI when the following
event is detected:

- AMF sendsaN1: REGISTRATION ACCEPT message to the target UE and the UE 5G Mobility Management
(5GMM) state for the access type (3GPP NG-RAN or non-3GPP access) within the AMF is changed to 5GMM-
REGISTERED.
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Field name Description M/C/O
registrationType Specifies the type of registration, see TS 24.501 [13] clause 9.11.3.7. This is M
derived from the information received from the UE in the REGISTRATION
REQUEST message.
registrationResult Specifies the result of registration, see TS 24.501 [13] clause 9.11.3.6. M
slice Provide, if available, one or more of the following: C
- allowed NSSAI (see TS 24.501 [13] clause 9.11.3.37).
- configured NSSAI (see TS 24.501 [13] clause 9.11.3.37).
- rejected NSSAI (see TS 24.501 [13] clause 9.11.3.46).
This is derived from the information sent to the UE in the REGISTRATION
ACCEPT message.
sUPI SUPI associated with the registration (see clause 6.2.2.4). M
sUCI SUCI used in the registration, if available. C
pEI PEI provided by the UE during the registration, if available. C
gPSI GPSI obtained in the registration, if available as part of the subscription profile. |C
gUTI 5G-GUTI provided as outcome of initial registration or used in other cases, see |M
TS 24.501 [13] clause 5.5.1.2.2.
location Location information determined by the network during the registration, if C
available.
Encoded as a userLocation parameter (location>locationIinfo>userLocation) and,
when Dual Connectivity is activated, as an additionalCelllDs parameter
(location>locationinfo>additionalCelllDs), see Annex A.
non3GPPAccessEndpoint UE's local IP address used to reach the N3IWF, TNGF or TWIF, if available. IP |C
addresses are given as 4 octets (for IPv4) or 16 octets (for IPv6) with the most
significant octet first (network byte order).
fiveGSTAIList List of tracking areas associated with the registration area within which the UE is |C
current registered, see TS 24.501 [13] clause 9.11.3.9 (see NOTE)
sMSoverNASIndicator Indicates whether SMS over NAS is supported. Provide, if included in C
registrationResult, see TS 24.501 [13] clause 9.11.3.6.
oldGUTI GUTI or 5G-GUT], if provided in the REGISTRATION REQUEST message, see |C
TS 24.501 [13] clause 5.5.1.2.2.
eMM5GRegStatus UE Status, if provided in the REGISTRATION REQUEST message, see TS C
24.501 [13] clause 9.11.3.56.
nonIMEISVPEI MACAddress or EUI-64 used as UE equipment identity if IMEI or IMEISV based |C
PEl is not available. Provide if known, see TS 24.501 [13] clause 8.2.26.4.
mACRestIndicator Indicates whether the non-IMEISV PEI MACAddress can be used as an C
equipment identifier. Required if non-IMEISVPEI is used, see TS 24.501 [13]
clause 9.11.3.4.
pagingRestrictionIndicator Indicates if paging is restricted or the type of paging allowed, Include if sent in C

the REGISTRATION REQUEST message. Encoded per TS 24.501 [13] clause
9.11.3.77.2, omitting the first two octets.

NOTE:

List shall beincluded each time there is a change to the registration area.

6.2.2.2.3

Deregistration

The IRI-POI inthe AMF shall generate an xIRI containing an AMFDeregistration record when the IRI-POI present in
the AMF detects that a UE matching one of the target identifiers provided viaLl_X1 has deregistered from the 5GS
over at least one access type. Accordingly, the IRI-POI in AMF generates the xIRI when any of the following eventsis

detected:

- For network initiated de-registration, when the AMF receives the N1: DEREGISTRATION ACCEPT message
from the target UE or when implicit deregistration timer expires; and in both cases the UE 5GMN state for the
access type (3GPP NG-RAN or non-3GPP access) within the AMF is changed to 5GMM-DEREGISTERED.

- For UE initiated de-registration, when the AMF sends the N1: DEREGISTRATION ACCEPT message to the
target UE or when the AMF receives the N1: DEREGISTRATION REQUEST message from the target UE with
deregistration type value of “switch off”; and in both cases the UE 5GMN state for the access type (3GPP NG-
RAN or non-3GPP access) within the AMF is changed to 5GMM-DEREGISTERED.

- For network initiated AMF UE relocation, the AMFDeregistration xIRI shall not be sent unless the 5GMM

COMMON PROCEDURE INITIATED (see TS 24.501 [13] clause 5.1.3.2.3.3) resultsin deregistration.
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Table 6.2.2-2: Payload for AMFDeregistration record

Field name Description M/C/O
deregistrationDirection Indicates whether the deregistration was initiated by the network or by the UE.  |[M
accessType Indicates the access for which the deregistration is handled, see TS 24.501 [13] |M
clause 9.11.3.20.

sUPI SUPI associated with the deregistration (see clause 6.2.2.4), if available. C

sUCI SUCI used in the deregistration, if available (see NOTE). C

pEl PEI used in the deregistration, if available (see NOTE). C

gPSI GPSI associated to the deregistration, if available as part of the subscription C
profile.

gUTI 5G-GUTI used in the deregistration, if available, see TS 24.501 [13] clause C
5.5.2.2.1 (see NOTE).

cause Indicates the 5GMM cause value for network-initiated deregistration, see TS C
24.501 [13] clause 9.11.3.2.

location Location information determined by the network during the deregistration, if C
available.
Encoded as a userLocation parameter (location>locationIinfo>userLocation), see
Annex A.

switchOffindicator Indicates whether the deregistration type is normal or switch off, if available, see |C
TS 24.501 [13] clause 9.1.3.20.1.

reRegRequiredIndicator Indicates whether UE re-registration is required in the DEREGISTRATION C
REQUEST message, if available, see TS 24.501 [13] clause 9.1.3.20.1.

NOTE: At least one among SUCI, PEl and GUTI shall be provided.

6.2.2.2.4 Location update

The IRI-POI in the AMF shall generate an xIRI containing an AMFL ocationUpdate record each time the IRI-POI
present in an AMF detects that the target’s UE location is updated due to target UE mobility or as a part of an AMF
service procedure and the reporting of location information is not restricted by service scoping. The generation of such
separate XIRI is not required if the updated UE location information is obtained as a part of a procedure producing some
other xIRIs (e.g. mobility registration). In that case the location information isincluded into the respective xIRI.

The UE mobility events resulting in generation of an AMFLocationUpdate xIRI include the N2 Path Switch Request
(Xn based inter NG-RAN handover procedure described in TS 23.502 [4] clause 4.9.1.2) and the N2 Handover Notify
(Inter NG-RAN node N2 based handover procedure described in TS 23.502 [4] clause 4.9.1.3).

The AMFLocationUpdate xIRI is also generated when the AMF receives an NG-RAN NGAP PDU Session Resource
Modify Indication message as a result of Dual Connectivity activation/release for the target UE, as described in TS
37.340 [37] clause 10.

Optionally, based on operator policy, other NG-RAN NGAP messages that do not generate separate xIRI but carry
location information (e.g. RRC INACTIVE TRANSITION REPORT) may trigger the generation of an xIRI
AMFLocationUpdate record.

Additionally, based on regulatory requirements and operator policy, the location information obtained by AMF from
NG-RAN or LMF in the course of some service operation (e.g. emergency services, LCS) may generate xIRI
AMFLocationUpdate record. The AMF services providing the location information in these cases include the AMF
Location Service (ProvideLoclnfo, ProvidePoslnfo, NotifiedPosinfo and EventNotify service operations) and the AMF
Exposure Service (AmfEventReport with LOCATION_REPORT) (see TS 29.518 [22]). Additionally, the AMF
Communication Service (Namf_Communication N1MessageNotify service operation) may be monitored to capture the
location information in the scenarios described in TS 23.273 [42] clause 6.3.1. Also, in the case of Mobile Originated
LCS service invoked by the target, the location information may be derived from a NImf_L ocation_Determinel ocation
Response to AMF (see TS 23.273 [42] clause 6.2).
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Table 6.2.2-3: Payload for AMFLocationUpdate record

Field name Description

sUPI SUPI associated with the location update (see clause 6.2.2.4).

sUCI SUCI associated with the location update, if available, see TS 24.501 [13].

gPsI GPSI associated with the location update, if available as part of the subscription
profile.

gUTI 5G-GUTI assigned during the location update, if available, see TS 33.501 [11]
clause 6.12.3.

M
M
C
pEl PEI associated with the location update, if available. C
C
Cc
M

location Updated location information determined by the network.

Depending on the service or message type from which the location information

is extracted, it may be encoded in several forms (Annex A):
1) as auserLocation parameter (location>locationinfo>userLocation)
in the case the information is obtained from an NGAP message, except
the LOCATION REPORT message (see TS 38.413 [23]);
2) as alocationinfo parameter (location>locationInfo) in the case the
information is obtained from a ProvideLoclInfo (TS 29.518 [22] clause
6.4.6.2.6);
3) as alocationPresenceReport parameter
(location>locationPresenceReport) in the case the information is
obtained from an AmfEventReport (TS 29.518 [22] clause 6.2.6.2.5)
with event type Location-Report or Presence-In-AOI-Report;
4) as a positioninfo parameter (location>positioninglnfo>positioninfo)
in the case the information is obtained from a ProvidePosInfo (TS
29.518 [22] clause 6.4.6.2.3) or a NotifiedPosInfo (TS 29.518 [22]
clause 6.4.6.2.4).

sMSoverNASIndicator Indicates whether SMS over NAS is supported. Provide, if included in C
registrationResult, see TS 24.501 [13] clause 9.11.3.6.

oldGUTI GUTI or 5G-GUT], if provided (e.g. in REGISTRATION REQUEST message, C
when performing S1 to N1 inter-system change), see TS 24.501 [13] clause
8.2.6.12.

6.2.2.2.5 Start of interception with registered UE

The IRI-POI in the AMF shall generate an xIRI containing an AMFStartOfI nterceptionWithRegisteredUE record when
the IRI-POI present in the AMF detects that interception is activated on a UE that has already been registered in the
5GS (see clause 6.2.2.4 on identity privacy). A UE is considered aready registered to the 5GS when the 5GMM state
for the access type (3GPP NG-RAN or non-3GPP access) for that UE is 5GMM-REGISTERED. Therefore, the IRI-POI
present in the AMF shall generate the xIRI AM FStartOf I nterceptionWithRegisteredUE record when it detects that a
new interception for a UE is activated (i.e. provisioned by the LI1PF) and the 5G mobility management state for the
access type (3GPP NG-RAN or non-3GPP access) within the AMF for that UE is 5GMM-REGISTERED. If the UE is
registered over both 3GPP NG-RAN and non-3GPP access, the IRI-POI present in the AMF shall generate an xIRI
containing an AM FStartOfI nterceptionWithRegi steredUE record for each access type.
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Table 6.2.2-4: Payload for AMFStartOfinterceptionWithRegisteredUE record

Field name Description M/C/O
registrationResult Specifies the result of registration, see TS 24.501 [13] clause 9.11.3.6. M
registrationType Specifies the type of registration, see TS 24.501 [13] clause 9.11.3.7, if C

available.
slice Provide, if available, one or more of the following: C
- allowed NSSAI (see TS 24.501 [13] clause 9.11.3.37).
- configured NSSAI (see TS 24.501 [13] clause 9.11.3.37).
sUPI SUPI associated with the target UE. M
sUCI SUCI used in the registration, if available. C
pEl PEI associated with the target UE, if available. C
gPsI GPSI associated with the target UE, if available. C
guTI Latest 5G-GUTI assigned to the target UE by the AMF. M
location Location information associated with the access type for the target UE, if C
available.
Encoded as a userLocation parameter (location>locationinfo>userLocation) and,
when Dual Connectivity is activated, as an additionalCelllDs parameter
(location>locationinfo>additionalCelllDs), see Annex A.
non3GPPAccessEndpoint UE's local IP address used to reach the N3IWF, TNGF or TWIF, if available. IP |C
addresses are given as 4 octets (for IPv4) or 16 octets (for IPv6) with the most
significant octet first (network byte order).
timeOfRegistration Time at which the last registration occurred, if available. This is the time stamp |C
when the REGISTRATION ACCEPT message was sent to the UE or (when
applicable) when the REGISTRATION COMPLETE was received from the UE.
Shall be given qualified with time zone information (i.e. as UTC or offset from
UTC, not as local time).
five GSTAIList List of tracking areas associated with the target UE for the access type. C
sMSoverNASIndicator Indicates whether SMS over NAS is supported. Provide, if included in the UE C
Context.
oldGUTI Latest GUTI or 5G-GUTI received from the target UE if different than the latest |C
GUTI assigned by the AMF and the target UE has not acknowledged the latest
GUTI assignment.
eMM5GRegStatus UE Status, if this parameter can be derived from information available in the UE |C

Context at the AMF.

NOTE: The values of the parameters in the table above are derived from the UE Context at the AMF, see TS 23.502

clause 5.2.2.2.2.

The IRI-POI present in the AMF generating an xIRI containing an AMFStartOf I nterceptionWithRegisteredUE record
shall set the Payload Direction field in the PDU header to not applicable (Direction Value 5, see ETSI TS 103 221-2 [§]

clause 5.2.6).

6.2.2.2.6 AMF unsuccessful procedure

The IRI-POI inthe AMF shall generate an xIRI containing an AMFUnsuccessful Procedure record when the IRI-POI
present in the AMF detects an unsuccessful procedure for a UE matching one of the target identifiers provided via

LI_X1.

Accordingly, the IRI-POI in the AMF generates the xIRI when any of the following eventsis detected:

- AMF sendsaN1: REGISTRATION REJECT message to the target UE and the UE 5G Mobility Management
(5GMM) state for the access type (3GPP NG-RAN or non-3GPP access) within the AMF is changed to 5GMM-

DEREGISTERED.

- AMF aborts aregistration procedure before the UE 5G Mobility Management (5GMM) state for the access type
(3GPP NG-RAN or non-3GPP access) within the AMF is changed to 5GMM-REGISTERED.

- AMF sends a SERVICE REJECT message to the target UE including a PDU session establishment reject

message type.

- AMF aborts a UE-initiated NAS transport procedure with payload container type |E set to "SMS".

Unsuccessful registration shall be reported only if the target UE has been successfully authenticated.
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Field name Description M/C/O
failedprocedureType Specifies the procedure which failed at the AMF. M
failureCause Provides the value of the 5GSM or 5GMM cause, see TS 24.501 [13] clauses M
9.11.3.2and 9.11.4.2.

requestedSlice Slice requested for the procedure, if available, given as a NSSAI (a list of S- C
NSSAI values as described in TS 24.501 [13] clause 9.11.3.37).

sUPI SUPI associated with the procedure, if available (see NOTE). C

sUCl SUCI used in the procedure, if applicable and if available (see NOTE). C

pEl PEI used in the procedure, if available (see NOTE). C

gPSI GPSIl used in the procedure, if available (see NOTE). C

gUTI 5G-GUTI used in the procedure, if available, see TS 24.501 [13] clause 9.11.3.4 |C
(see NOTE).

location Location information determined during the procedure, if available. C
Encoded as a userLocation parameter (location>locationinfo>userLocation), see
Annex A.

NOTE: At least oneidentity shall be provided, the others shall be provided if available.
6.2.2.2.7 AMF identifier association

The IRI-POI present in the AMF shall generate an xIRI containing an AMFldentifierAssociation record when the | RI-
POI present in the AMF detects a new identifier association for a UE matching one of the target identifiers provided via
LI_X1. Generation of thisrecord is subject to this record type being enabled for a specific target (see clause 6.2.2.2.1).

Table 6.2.2-6: Payload for AMFIdentifierAssociation record

Field name Description M/C/O
sUPI SUPI associated with the procedure (see NOTE 1). M
sUCl SUCI used in the procedure, if applicable and if available. C
pEl PEI used in the procedure, if available (see NOTE 1). C
gPSI GPSIl used in the procedure, if available (see NOTE 1). C
gUTI 5G-GUTI used in the procedure, see TS 24.501 [13] clause 9.11.3.4. M
location Location information available when identifier association occurs. M
Encoded as a userLocation parameter (location>locationinfo>userLocation) and,
when Dual Connectivity is activated, as an additionalCelllDs parameter
(location>locationinfo>additionalCelllDs), see Annex A.
fiveGSTAIList List of tracking areas associated with the registration area within which the UE is |C

current registered, see TS 24.501 [13], clause 9.11.3.9. (see NOTE 2)

NOTE 1. SUPI shall aways be provided, in addition to the warrant target identifier if different to SUPI. Other

identifiers shall be provided if available.

NOTE 2: List shal be included each time there is a change to the registration area.

The IRI-POI present in the AMF generating an xIRI containing an AMFldentifierAssociation record shall set the

Payload Direction field in the PDU header to not applicable (Direction Value 5, see ETSI TS 103 221-2 [8] clause

5.2.6).

6.2.2.2.8

Pasitioning info transfer

The IRI-POI present in the AMF shall generate an xIRI containing an AMFPositioninglnfoTransfer when the IRI-POI
present in the AMF detects one of the following events :

- an NRPPa(see TS 38.455 [86]) message related to atarget UE has been exchanged between the LMF and NG-

RAN viathe AMF.

- alLPP(see TS 37.355[85]) message related to atarget UE has been exchanged between the LMF and the target

UE viathe AMF.

Accordingly, the IRI-POI in AMF generates the xIRI when any of the following eventsis detected:
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AMF receives an Namf_Communication_N1IN2MessageTransfer (see TS 29.518 [22]) from LMF to request the
transfer of a NRPPa request to the serving NG-RAN node for atarget UE as part of a UE associated NRPPa
positioning activity. The NRPPareguest may be E-CID MEASUREMENT INITIATION REQUEST or OTDOA
INFORMATION REQUEST.

AMF sends aNamf_Communication_N2InfoNotify [22] to the LMF to forward the NRPPa response or report
received from the NG-RAN for atarget UE. The NRPParesponse or report may be E-CID MEASUREMENT
INITIATION RESPONSE, E-CID MEASUREMENT REPORT or OTDOA INFORMATION RESPONSE.

AMF receives an Namf_Communication_ N1N2MessageTransfer ([22]) from LMF to request the transfer of a
LPP message to atarget UE as part of a L PP positioning activity.

AMF sends an Namf_Communication N1MessageNotify ([22]) to LMF to forward a L PP message received
from the target UE.

Table 6.2.2-6A: Payload for AMFPositioningInfoTransfer record

Field name Description M/C/O
sUPI SUPI associated with the procedure (see NOTE 1 in table 6.2.2-6). M
sUCI SUCI used in the procedure, if applicable and if available. C
pEl PEI used in the procedure, if available (see NOTE 1 in table 6.2.2-6). C
gPSlI GPSI used in the procedure, if available (see NOTE 1 in table 6.2.2-6). C
gUTI 5G-GUTI used in the procedure, see TS 24.501 [13] clause 9.11.3.4. C
nRPPaMessage Any UE associated NRPPa message exchanged between the LMF and NG- C
RAN via AMF.
IPPMessage Any LPP message exchanged between the LMF and the target UE via AMF. C
IcsCorrelationld LCS correlation ID (see TS 29.572 [24] clause 6.1.6.3.2) related to a location M
session, found in the Namf_CommunicationN1N2MessageTransfer and
corresponding Namf_Communication_N2InfoNotify or
Namf_CommunicationN1MessageNotify. All the AMFPositioningIinfoTransfer
records related to the same location session have the same IcsCorrelationld.
6.2.2.3 Generation of IRl over LI_HI2

When an xIRI isreceived over LI_X2 from the IRI-POI in AMF, the MDF2 shall generate the corresponding IRI
message and deliver over LI_HI2 without undue delay. The IRI message shall contain a copy of the relevant record
received in the xIRI over LI_X2. This record may be enriched with any additional information available at the MDF
(e.g. additional location information).

The timestamp field of the PSHeader structure shall be set to the time at which the AMF event was observed (i.e. the
timestamp field of the X2 PDU).

The IRI type parameter (see ETSI TS 102 232-1 [9] clause 5.2.10) shall be included and coded according to table 6.2.2-
7.

Table 6.2.2-7: IRI type for IRl messages

IRl message IRI type
AMFRegistration REPORT
AMFDeregistration REPORT
AMFLocationUpdate REPORT
AMFStartOfIinterceptionWithRegisteredUE REPORT
AMFUnsuccessfulProcedure REPORT
AMFIdentifierAssociation REPORT
AMFPositioningInfoTransfer REPORT

These IRl messages shall omit the CIN (see ETSI TS 102 232-1 [9] clause 5.2.4).

The threeGPP33128DefinedIRI field in ETSI TS 102 232-7 [10] clause 15 shall be populated with the BER-encoded
|RIPayload.
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When an additional warrant is activated on atarget UE and the L1PF uses the same XID for the additional warrant, the
MDF2 shall be able to generate and deliver the IRI message containing the AMFStartOf | nterceptionWithRegisteredUE
record to the LEMF associated with the additional warrant without receiving a corresponding xIRI. The payload of the
AMFStartOfI nterceptionWithRegisteredUE record is specified in table 6.2.2-4.

If the MDF2 did not receive from the IRI-POI the value of timeOfRegistration parameter in a previous corresponding
AMFStartOfI nterceptionWithRegisteredUE for the same registration, the MDF2 shall include in that parameter the time
provided in the timestamp previously received in the header of the related AMFRegistration xIRI.

6.2.2.4 Identity privacy

The AMF shall ensure for every registration (including re-registration) that SUPI has been provided by the UDM to the
AMF and that the SUCI to SUPI mapping has been verified as defined in TS 33.501 [11]. This shall be performed
regardless of whether the SUPI is atarget of interception, and whether the null encryption algorithm is used for the
SUCI. The AMF shall maintain the SUPI to SUCI mapping for at least the lifetime of the registration in order to alow
interception based on SUPI after theinitial registration.

6.2.2A Identifier Reporting for AMF

6.2.2A.1 Activation of reporting over LI_XEM1

The |EF in the AMF is activated and deactivated over LI_XEM1 by the LIPF using the LI_XEMZ1 protocol described in
clause 5.2.7.

NOTE: Sincethe |IEF reports association events for all UEs registered in the IEF' s parent AMF, unlike POl s there
is no concept of provisioning an |EF with target identifiers.

Upon receiving a valid activate task message over LI_XEM1, the |EF shall start generating records as defined in clause
6.2.2A.2.

Upon receiving avalid deactivate task message over LI_XEM1, the IEF shall stop generating records as defined in
clause 6.2.2A.2.

6.2.2A.2 Generation of records over LI_XER

6.2.2A.2.1 Events

The |EF in the AMF shall generate an | EFI dentifierAssociation record whenever the |IEF present in the AMF detects a
change in association between a SUPI and a 5G-GUT] for any UE registered with the AMF. The |EF shall send the
| EFldentifierAssociation records to the ICF over LI _XER as defined in clause 5.9.

Accordingly, the |IEF in the AMF generates | EFl dentifier Association records when any of the following events are
detected:

- |EFAssociationRecord: Association of a5G-GUTI to a SUPI, (this may also include SUCI to SUPI association).
- |EFDeassociationRecord: De-association of a 5G-GUTI from a SUPI.

NOTEL: The de-association of 5G-GUTI from a SUPI event record is only generated if a new 5G-GUTI is not
allocated to a SUPI to update a previous association (e.g. at inter-AMF handover).

NOTE 2: AsSUCIsaresingle use and only valid for a single authentication, they are only valid at the single point
in time when the association event is detected and reported to the ICF by the |EF.

In addition, when an | EF is activated as per clause 6.2.2A.1, the | EF shall generate associations event for all SUPIs
which are registered in the AMF, where those identifier associations allocated prior to | EF activation remain current and
are still availablein the AMF (See NOTE 2).

NOTE 3: Only identifier associations which have been maintained by the AMF as part of normal network
operations will be available.
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In the case where the IEF in the AMF detects that a REGISTRATION ACCEPT message or a CONFIGURATION
UPDATE (5G-GUTI) message as defined in TS 24.501 [13] has been sent by the AMF towards a UE, the |EF shall
immediately generate an | EFl dentifierAssociation record. This record shall be generated regardless of whether the
CONFIGURATION UPDATE (5G-GUTI) or REGISTRATION ACCEPT procedure is subsequently successfully
completed or not.

6.2.2A.2.2 Association Events

For each association event, the |EF shall create an |EFA ssociationRecord, as defined bel ow.

Table 6.2.2A-1: Payload for IEFAssociationRecord

Field name Description M/C/O
sUPI SUPI associated with detected association event. M
fiveGGUTI 5G-GUTI shall be provided. Encoded as per TS 24.501 [13] figure 9.11.3.4.1, M
omitting the first four octets.
timeStamp Time at which the identifier association event occurred. M

Shall be given qualified with time zone information (i.e. as UTC or offset from
UTC, not as local time).

tAl Last known TAI associated with the SUPI. Encoded as per TS 24.501 [13] M
clause 9.11.3.8, omitting the first octet.
nCGl Last known nCGl(s) available when identifier association event detected. Given |M

as a sequence of PLMNID (encoded as per TS 38.413 [23] clause 9.3.3.5) and
NCI (encoded as per TS 38.413 [23] clause 9.3.1.7).

nCGITime uelLocationTimestamp(s) of nCGls if available in AMF as per TS 29 .571 [17] M
clause 5.4.4.9.

If ueLocationTimestamp(s) is not available, shall be populated with
timeStamp(s) of when last known nCGI(s), were obtained and stored by the

AMF.

sUCI SUCI shall be provided when event is triggered by association of a SUCI to a C
SUPI. Encoded as per TS 24.501 [13] clause 9.11.3.4, omitting the first 3 octets.

pEI PEI, (see NOTE 1). C

five GSTAIList List of tracking areas associated with the registration area within which the UE is |C
current registered, see TS 24.501 [13], clause 9.11.3.9. (see NOTE 2)

gPSsI GPSI, (see NOTE 1). C

NOTE 1: Shall be provided in first association record to |CF after PEI or GPSI is available and following any change

of PEI or GPSI.

NOTE 2: Asaminimum, list of tracking areas shall be included in the first association event for each SUPI registered
(per UE session) with the AMF and additionally whenever the TAI list changes due to achangein
registration area.

For each de-association event, the |EF shall create an | EFDeassociationRecord, as defined bel ow.

Table 6.2.2A-2: Payload for IEFDeassociationRecord

Field name Description M/C/O
sUPI SUPI associated with detected de-association event. M
fiveGGUTI 5G-GUTI shall be provided. Encoded as per TS 24.501 [13] figure 9.11.3.4.1, M
omitting the first four octets.
timeStamp Time at which the identifier de-association event occurred. M

Shall be given qualified with time zone information (i.e. as UTC or offset from
UTC, not as local time).

nCGl Last known nCGlI(s) available when identifier de-association event detected. M
Given as a sequence of PLMNID (encoded as per TS 38.413 [23] clause
9.3.3.5) and NCI (encoded as per TS 38.413 [23] clause 9.3.1.7).

nCGITime uelLocationTimestamp(s) of nCGls if available in AMF as per TS 29 .571 [17] M
clause 5.4.4.9.

If ueLocationTimestamp(s) is not available, shall be populated with
timeStamp(s) of when last known nCGI(s), were obtained and stored by the
AMF.
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6.2.2A.2.3 Transmission to the ICF

When activated (see clause 5.2.7), the |EF shall establish a TLS connection to the ICF as given over LI_XEML1. If the
|EF failsto establish a TLS connection, it shall report an error over LI_XEM1 using the error reporting mechanisms
described in ETSI TS 103 221-1 [7] and attempt to reconnect after a configurable period of time.

When arecord has been generated as described in clause 6.2.2A.2.2, the | EF shall encode the |EFAssociationRecord or
| EFDeassociationRecord as a BER-encoded | EFM essage structure, following the ASN.1 schemagiven in Annex F, and
transmit it to the |CF over the established TLS connection.

The |EF may transmit a keepalive request using the keepalive record defined in Annex F. Upon receiving a keepalive
request, the | CF shall respond with a keepaliveResponse record containing the same sequence number used in the
request. The circumstances under which the | EF transmits keepalive requestsis out of scope of the present document.

6.2.3 LI for SMF/UPF
6.2.3.1 Provisioning over LI_X1

6.2.3.1.1 General

If the warrant isfor IRI and CC, then the IRI-POI and the CC-TF in the SMF shall be provisioned in accordance with
clause 6.2.3.1.2, the MDF2 shall be provisioned in accordance with clause 6.2.3.1.3, and the MDF3 shall be provisioned
in accordance with clause 6.2.3.1.4.

If the warrant isfor IRI only, the IRI-POI in the SMF shall be provisioned in accordance with clause 6.2.3.1.2 and the
MDF2 shall be provisioned in accordance with clause 6.2.3.1.3.

If approach 1 described in clause 6.2.3.9 is used for packet header information reporting, the IRI-TF in the SMF shall be
provisioned in accordance with clause 6.2.3.1.2 and the MDF2 shall be provisioned in accordance with clause 6.2.3.1.3.
If approach 2 described in clause 6.2.3.9 is used for packet header information reporting, the CC-TF in the SMF shall be
provisioned in accordance with clause 6.2.3.1.2, the MDF2 shall be provisioned in accordance with clause 6.2.3.1.3,

and the MDF3 shall be provisioned in accordance with clause 6.2.3.1.4.

If the SMF is part of a combined SMF+PGW-C, the requirementsin clause 6.3.3 shall apply.

6.2.3.1.2 Provisioning of the IRI-POI, IRI-TF and CC-TF in the SMF

The IRI-POI, IRI-TF and CC-TF present in the SMF are provisioned over LI_X1 by the LIPF using the X1 protocol as
described in clause 5.2.2.

The POI/TF in the SMF shall support the following target identifier formatsin the ETSI TS 103 221-1 [ 7] messages (or
equivalent if ETSI TS 103 221-1 [7] is not used):

- SUPIIMSI.

- SUPINALI.

- PEIIMEL

- PEIIMEISV.

- GPSIMSISDN.
- GPSINAL.

Table 6.2.3-0A shows the minimum details of the L1_X1 ActivateTask message used for provisioning the IRI-POI, in
the SMF.
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ETSI TS 103 221-1 [7] field name Description M/C/O

XID XID assigned by LIPF. If the CC-TF or IRI-TF is also being tasked for the M
same interception, the same XID shall be used.

Targetldentifiers One or more of the target identifiers listed in the paragraph above. M

DeliveryType Set to “X20nly”, “X30nly” or “X2andX3" as needed to meet the requirements |M
of the warrant. (NOTE: "X20nly" for IRI-POI, IRI-TF and "X30Only" for CC-TF
can also be used).

TaskDetailsExtensions/ Header reporting-specific tag to be carried in the TaskDetailsExtensions field |C

HeaderReporting of ETSI TS 103 221-1 [7]. See table 6.2.3.9.2-1. Unless there is a CSP/LEA
agreement to not report packet header information, this field shall be present
to enable packet header information reporting.

ListOfDIDs Delivery endpoints of LI_X2 or LI_X3. These delivery endpoints shall be M
configured using the CreateDestination message as described in ETSI TS
103 221-1 [7] clause 6.3.1 prior to first use.

ListOfServiceTypes Shall be included when the task should only intercept specific CSP service |C

types as described in clause 5.2.4. This parameter is defined in ETSI TS 103
221-1[7], clause 6.2.1.2, table 4.

To enable packet header information reporting, parameters specified in table 6.2.3.9.2-1: PDHRReportingExtensions
parameters shall be provided as the TaskDetail sExtensions/HeaderReporting field of the L1_X1 provisioning message.

6.2.3.1.3

Provisioning of the MDF2

The MDF2 listed as the delivery endpoint for XIRI generated by the IRI-POI in the SMF or the IRI-POI in the UPF shall
be provisioned over LI_X1 by the LIPF using the X1 protocol as described in clause 5.2.2. Table 6.2.3-0B shows the
minimum details of the LI_X1 ActivateTask message used for provisioning the MDF2.

The MDF2 shall support the following target identifier formatsinthe ETSI TS 103 221-1 [7] messages (or equivaent if

ETSI TS 103 221-1 [7] is not used):

- SUPIIMSI.

- SUPINAL.

- PEIIMEL

- PEIIMEISV.

- GPSIMSISDN.
- GPSINAL.

Table 6.2.3-0B: ActivateTask message for MDF2

ETSI TS 103 221-1 [7] field name Description M/C/O
XID XID assigned by LIPF. M
Targetldentifiers One or more of the target identifiers listed in the paragraph above. M
DeliveryType Set to “X20nly”, “X30nly” or “X2andX3" as needed to meet the requirements |M

of the warrant. (Ignored by the MDF2).

TaskDetailsExtensions/ Header reporting-specific tag to be carried in the TaskDetailsExtensions field |C

HeaderReporting of ETSI TS 103 221-1 [7]. See table 6.2.3.9.2-1. Unless there is a CSP/LEA
agreement to not report packet header information, this field shall be present
to enable packet header information reporting.

ListOfDIDs Delivery endpoints of LI_HI2. These delivery endpoints shall be configured M
using the CreateDestination message as described in ETSI TS 103 221-1 [7]
clause 6.3.1 prior to first use.

ListOfMediationDetails Sequence of Mediation Details, See table 6.2.3-0C. M

ETSI




3GPP TS 33.128 version 17.6.0 Release 17 a7 ETSI TS 133 128 V17.6.0 (2022-09)

Table 6.2.3-0C: Mediation Details for MDF2

ETSI TS 103 221-1 [7] field name Description M/C/O
LIID Lawful Intercept ID associated with the task. M
DeliveryType Set to "HI20nly". M
ListOfDIDs Details of where to send the IRI for this LIID. Shall be included if deviation C

from the ListofDIDs in the ActivateTask message is necessary. If included,
the ListOfDIDs in the Mediation Details shall be used instead of any delivery
destinations authorised by the ListOfDIDs field in the ActivateTask Message.
ServiceScoping Shall be included to Identify the service(s) and associated service-related C
delivery settings for this LIID. May include more than one instance of this
parameter to allow for different combinations of subparameters associated
with a single LIID. This parameter is defined in ETSI TS 103 221-1 [7] Annex
C table C.2.
MediationDetailsExtensions/ Header reporting-specific tag to be carried in the MediationDetailsExtensions |C

HeaderReporting

field of ETSI TS 103 221-1 [7]. See table 6.2.3.9.2-1. This field shall be
included if deviation from the taskDetails HeaderReporting
TaskDetailsExtensions is required. If included, the details shall be used
instead of the HeaderReporting instructions specified in the HeaderReporting
field in the TaskDetails structure.

6.2.3.1.4 Provisioning of the MDF3

The MDF3 listed as the delivery endpoint for the xCC generated by the CC-POI in the UPF shall be provisioned over
L1_X1 by the LIPF using the X1 protocol as described in clause 5.2.2. Table 6.2.3-0D shows the minimum details of the
LI_X1 ActivateTask message used for provisioning the MDF3. If packet header information reporting is authorised and
approach 2 described in clause 6.2.3.9.1 is used, the endpoint for the MDF3 shall be the MDF2 over LI_MDF.

The MDF3 shall support the following target identifier formatsin the ETSI TS 103 221-1 [7] messages (or equivalent if

ETSI TS 103 221-1[7] is not used):
- SUPIIMSI.
- SUPINAI.
- PEIIMEL
-  PEIIMEISV.
- GPSIMSISDN.
- GPSINAL.

Table 6.2.3-0D: ActivateTask message for MDF3

ETSI TS 103 221-1 [7] field name Description M/C/O
XID XID assigned by LIPF. M
Targetldentifiers One or more of the target identifiers listed in the paragraph above. M
DeliveryType Set to “X20nly”, “X30nly” or “X2andX3" as needed to meet the M

requirements of the warrant.
TaskDetailsExtensions/ Header reporting-specific tag to be carried in the TaskDetailsExtensions C
HeaderReporting field of ETSI TS 103 221-1 [7]. See table 6.2.3.9.2-1. Unless there is a
CSP/LEA agreement to not report packet header information, this field
shall be present to enable packet header information reporting is.
ListOfDIDs Delivery endpoints of LI_HI3 or LI_MDF. These delivery endpoints shall be (M
configured using the CreateDestination message as described in ETSI TS
103 221-1 [7] clause 6.3.1 prior to first use.
ListOfMediationDetails Sequence of Mediation Details, see table 6.2.3-0E. M
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Table 6.2.3-0E: Mediation Details for MDF3

ETSI TS 103 221-1 [7] field name Description M/C/O
LIID Lawful Intercept ID associated with the task. M
DeliveryType Set to "HI3Only". M
ListOfDIDs Details of where to send the CC for this LIID. Shall be included if deviation |C

from the ListofDIDs in the ActivateTask message is necessary. If included,
the ListOfDIDs in the Mediation Details shall be used instead of any
delivery destinations authorised by the ListOfDIDs field in the ActivateTask
Message.

ServiceScoping Shall be included to Identify the service(s) and associated service-related |C
delivery settings for this LIID. May include more than one instance of this
parameter to allow for different combinations of subparameters associated
with a single LIID. This parameter is defined in ETSI TS 103 221-1 [7]
Annex C table C.2.

MediationDetailsExtensions/ Header reporting-specific tag to be carried in the C
HeaderReporting MediationDetailsExtensions field of ETSI TS 103 221-1 [7]. See table
6.2.3.9.2-1. This field shall be included if deviation from the taskDetails
HeaderReporting TaskDetailsExtensions is required. If included, the details
shall be used instead of the HeaderReporting instructions specified in the
HeaderReporting field in the TaskDetails structure.

6.2.3.2 Generation of xIRI at IRI-POI in SMF over LI_X2

6.2.3.2.1 General

The IRI-POI present in the SMF shall send the xIRIs over L1_X2 for each of the eventslisted in TS 33.127 [5] clause
6.2.3.3, the details of which are described in the following clauses. In the case where the SMF is part of a combined
SMF+PGW-C, the details of the events are specified in clause 6.3.3.2. The IRI-POI present in the SMF shall also send a
SeparatedL ocationReporting xIRI (as described in clause 7.3.4.1) when the IRI-POI provisioned in the H-SMF detects
that the V-SMF has sent location data via the HsmfUpdateData service operation to the H-SMF that does not otherwise
trigger an existing SMF record type.

6.2.3.2.2 PDU session establishment

The IRI-POI in the SMF shall generate an xIRI containing an SMFPDU SessionEstablishment record when the IRI-POI
present in the SMF detects that a PDU session has been established for the target UE. The IRI-POI present in the SMF
shall generate the xIRI for the following events:

- For anon-roaming scenario, the SMF (or for aroaming scenario, V-SMF in the VPLMN), sendsthe N1 NAS
message (viaAMF) PDU SESSION ESTABLISHMENT ACCEPT to the UE and the 5G Session Management
(5GSM) state within the SMF is changed to PDU SESSION ACTIVE (see TS 24.501 [13]). If SMF receives a
Npcf_SMPolicyControl_Cresate response from the PCF for the target UE in response to
Npcf_SMPolicyControl_Create request sent by SMF to PCF including PCC rules which traffic control policy
data contains either arouteToLocs | E or trafficSteeringPoldDI |E and/or trafficSteeringPolldUI IE, SMF
includes them in the xIRI. These PCC rules correspond to policies that influence the target UE’ s traffic flows
(see TS 29.513 [88] clause 5.5.3).

- For ahome-routed roaming scenario, the SMF in the HPLMN (i.e. H-SMF) sends the N16:
Nsmf_PDU_Session_Create response message with n1SminfoToUe | E containing the PDU SESSION
ESTABLISHMENT ACCEPT (see TS 29.502 [16]).
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Table 6.2.3-1: Payload for SMFPDUSessionEstablishment record
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Field name

Description

M/C/O

SUPI

SUPI associated with the PDU session (e.g. as provided by the AMF in the
associated Nsmf_PDU_Session_CreateSMContext service operation). Shall be
present except for PEI-only unauthenticated emergency sessions (see NOTE).

C

sUPIUnauthenticated

Shall be present if a SUPI is present in the message and set to “true” if the SUPI
has not been authenticated, or “false” if it has been authenticated.

pEI

PEI associated with the PDU session if available (see NOTE).

gPSI

GPSI associated with the PDU session if available (see NOTE).

pDUSessionID

PDU Session ID See TS 24.501 [13] clause 9.4.

gTPTunnellD

Contains the F-TEID identifying the UPF endpoint of the GTP tunnel used to
encapsulate the traffic derived from the UL NG-U UP TNL Information (see TS
38.413 clause 9.3.4.1), as defined in TS 29.244 [15] clause 8.2.3. Non-GTP
encapsulation is for further study.

ZIZ|00] O

pDUSessionType

Identifies selected PDU session type, see TS 24.501 [13] clause 9.11.4.11.

sSNSSAI

Slice identifiers associated with the PDU session, if available. See TS 23.003
[19] clause 28.4.2 and TS 23.501 [2] clause 5.15.2.

uEEndpoint

UE endpoint address(es) assigned to the PDU Session if available (see TS
29.244 [15] clause 5.21).

non3GPPAccessEndpoint

UE's local IP address used to reach the N3IWF, TNGF or TWIF, if available. IP
addresses are given as 4 octets (for IPv4) or 16 octets (for IPv6) with the most
significant octet first (network byte order).

location

Location information provided by the AMF or present in the context at the SMF,
if available.

dNN

Data Network Name requested by the target UE, as defined in TS 23.003[19]
clause 9A and described in TS 23.502 [4] clause 4.3.2.2. Shall be given in
dotted-label presentation format as described in TS 23.003 [19] clause 9.1.

aMFID

Identifier of the AMF associated with the target UE, as defined in TS 23.003 [19]
clause 2.10.1 if available.

hSMFURI

URI of the Nsmf_PDUSession service of the selected H-SMF, if available. See
TS 29.502 [16] clause 6.1.6.2.2.

requestType

Type of request as described in TS 24.501 [13] clause 9.11.3.47 provided within
the Nsmf_PDU_Session_CreateSMContext Request (TS 29.502 [16]) message
shall be reported.

In the case where the network does not support Multi Access (MA) PDU
sessions, but receives a MA PDU session request, a request type of “Initial
request” shall be reported.

In the case where the network does not provide a request type value for a non-
MA PDU session, a request type of “initial request”, according to TS 24.501 [13]
clause 6.4.1.2 shall be reported.

accessType

Access type associated with the session (i.e. 3GPP or non-3GPP access) if
provided by the AMF (see TS 24.501 [13] clause 9.11.2.1A).

rATType

RAT Type associated with the access if provided by the AMF as part of session
establishment (see TS 23.502 [4] clause 4.3.2). Values given as per TS 29.571
[17] clause 5.4.3.2.

sMPDUDNRequest

Contents of the SM PDU DN Request container, if available, as described in TS
24.501 [13] clause 9.11.4.15.

C

UEEPSPDNConnection

This IE shall be present, if available, during an EPS to 5GS Idle mode mobility or
handover using the N26 interface. If present, it shall contain the EPS bearer
context(s) information present in the uUEEPSPDNConnection parameter of the
intercepted SmContextCreateData message. (see TS 29.502 [16] clause
6.1.6.2.2).

C

ePS5GSCombolnfo

Provides detailed information about PDN Connections associated with PDU
Sessions when the SMFPDUSessionEstablishment xIRI message is used to
report PDU Session Establishment (See clause 6.3.3.2.2). Shall be included if
the AMF has selected a SMF+PGW-C to serve the PDU session. This
parameter shall include the additional IEs in Table 6.2.3-1A, if present.

C

selectedDNN

Shall be present if a DNN other than the UE requested DNN is selected for the
PDU Session. Shall be given in dotted-label presentation format as described in
TS 23.003 [19] clause 9.1.

C

servingNetwork

PLMN ID of the serving core network operator, and, for a Non-Public Network
(NPN), the NID that together with the PLMN ID identifies the NPN. Shall be
present if this IE is in the SMContextCreateData or PDUSessionCreateData
message sent to the SMF or the PDU Session Context or SM Context at the
SMF (see TS 29.502 [16] clauses 6.1.6.2.2, 6.1.6.2.9 and 6.1.6.2.39).

C
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oldPDUSessionID

Shall be present if this IE is in the SMContextCreateData or
PDUSessionCreateData message sent to the SMF or the PDU Session Context
or SM Context at the SMF (see TS 29.502 [16] clauses 6.1.6.2.2, 6.1.6.2.9 and
6.1.6.2.39).

C

handoverState

Indicates whether the PDU Session Establishment being reported was due to a
handover. Shall be present if this IE is in the SMContextCreatedData sent by the
SMF (see TS 29.502 [16] clause 6.1.6.2.3).

C

gTPTunnellnfo

Contains the information for the User Plane GTP Tunnels for the PDU Session
(see TS 29.502 [16] clauses 6.1.6.2.2, 6.1.6.2.9 and 6.1.6.2.39). See Table
6.2.3-1B.

M

pCCRules

Set of PCC rules related to traffic influence. Each PCC rule influences the
routing of a given traffic flow. If several flows are concerned, then several PCC
rules shall be handled by the SMF. Traffic influence policies are originated by an
AF. PCF translates these rules into PCC rules for traffic influence. The payload
of a PCC rule for traffic influence is defined in Table 6.2.3-1E.

ePSPDNConnectionEstablishm
ent

Provides details about PDN Connections when the
SMFPDUSessionEstablishment xIRI message is used to report PDN Connection
establishment. See Table 6.3.3-1 and clause 6.3.3.2.2.

NOTE: At least one of the SUPI, PEI or GPSI fields shall be present.

Table 6.2.3-1A: Payload for ePS5GSCombolinfo

ePSinterworkingIndication

Indicates whether and how the PDU Session may be moved to EPS. Shall be
derived from the EpsinterworkingIndication associated with the PDU Session at
the SMF+PGW-C(see TS 29.502 [16] clause 6.1.6.3.11).

M

ePSSubscriberlDs

Includes the Subscriber Identities associated with the EPS PDN Connection in
the UE Context sent from the MME to the AMF or known in the context at the
SMF+PGW-C.See TS 29.274 [87] clause 7.2.1 and TS 23.502 [4] clause 4.11.1.

M

ePSPdnCnxInfo

Shall be present if there are any EPS PDN connections associated to the PDU
Session in the SM Context or PDU Session Context at the SMF+PGW-C.
Contains information about the EPS PDN connection associated with the PDU
Session. See TS 29.502 [16] clause 6.1.6.2.31.

C

ePSBearerinfo

Shall be present if there are any EPS Bearers associated to the PDU Session in
the SM Context or PDU Session Context at the SMF+PGW-C. Contains
information about the EPS Bearer context(s) associated with the PDU Session.
See TS 29.502 [16] clause 6.1.6.2.4.

C

Table 6.2.3-1B: gTPTunnelinfo field

Field name

Description

M/C/O

fiveGSGTPTunnels

Shall include the 5GS GTP Tunnels (See Table 6.2.3-1C) when the xIRI
message is used to report PDU Session related events.

C

ePSGTPTunnels

Shall include the information for the User Plane GTP Tunnels for the bearer
context if present in the Request or Response (see TS 29.274 [87] clauses
7.2.2,7.2.4 and 8.15) or known at the context at the SGW or PGW (see TS
23.401 [50] clause 5.6.4) when the xIRI message is used to report PDN
Connection related events. See Table 6.3.3-6.

C

Table 6.2.3-1C: fiveGSGTPTunnels field

Field name

Description

M/C/O

ULNGUUPTunnellnformation

Shall include the F-TEID for the UPF endpoint of the NG-U transport bearer
(See TS 38.413 [23] clause 9.3.4.1).

C

additional ULNGUUPTunnellnformat |Shall include the F-TEID for the UPF endpoint of any additional NG-U

ion

transport bearers (See TS 38.413 [23] clause 9.3.4.1).

C

dLRANTunnellnformation

Shall include the RAN tunnel and QOS Flow information for the PDU Session
(See TS 29.502 [16] clause 6.1.6.2.39 and TS 38.413 [23] clause 9.3.4.1).
See Table 6.2.3-1D.

C
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Table 6.2.3-1D: dLRANTunnellnformation field

Field name Description M/C/O
dLQOSFlowTunnellnformation Shall include the F-TEID NG-RAN endpoint of the NG-U transport bearer C
together with associated QoS flows (See TS 38.413 [23] clause 9.3.4.2 and
TS 29.502 [16] clause 6.1.6.2.39).
additionalDLQOSFlowTunnelinform [Shall include the F-TEID NG-RAN endpoint of any additional NG-U transport |C
ation bearers together with associated QoS flows (See TS 38.413 [23] clause
9.3.4.2 and TS 29.502 [16] clause 6.1.6.2.39).
redundantDLQOSFlowTunnellnfor |Shall include the F-TEID NG-RAN endpoint of redundant NG-U transport C
mation bearers together with associated QoS flows (See TS 38.413 [23] clause
9.3.4.2 and TS 29.502 [16] clause 6.1.6.2.39).
additionalredundantDLQOSFlowTu |[Shall include the F-TEID NG-RAN endpoint of any additional redundant NG- |C
nnellnformation U transport bearers together with associated QoS flows (See TS 38.413 [23]
clause 9.3.4.2 and TS 29.502 [16] clause 6.1.6.2.39).
Each PCC rule for traffic influence has the payload defined in Table 6.2.3-1E.
Table 6.2.3-1E: Payload of PCCrule for traffic influence
Field name Description M/C/O
pCCRulelD Policy rule identifier. This IE is defined in TS 29.512 [89], table 5.6.2.6-1. M
appld Identifies an application (NOTE 1). This IE is defined in TS 29.512 [89], table c
5.6.2.6-1 (NOTE 1), if available.
pFD Packet flow description (PFD) associated with the appld. It is defined in TS C
29.551 [94] table 5.6.2.5-1 (NOTE 1).
flowlInfos A set of flow information, if available. A flow information is an Ethernet or IP flow |C
packet filter information (NOTE 1). This IE is defined in TS 29.512 [89], table
5.6.2.6-1 (NOTE 1). FlowInfos may be IP flow or Ethernet flow. IP flow is
specified in TS 29.214, section 5.3.8 [92]. Ethernet Flow is specified in TS
29.514 [91] Table 5.6.2.17-1.
appReloc Indicates that the application cannot be relocated once a location of the C
application is selected by the 5GC when it is included and set to "true". The
default value is "false".
simConnlind Indication of simultaneous connectivity temporarily maintained for the source C
and target PSA (PDU Session Anchor). If it is included and set to "true”,
temporary simultaneous connectivity should be kept. The default value "false”
applies, if the IE is not present. This IE is defined in TS 29.512 [89], table
5.6.2.9-1.
simConnTerm Indication of the minimum time interval to be considered for inactivity of the C
traffic routed via the source PSA during the edge re-location procedure. It may
be included when the "simConnind" attribute is set to true. This IE is defined in
TS 29.512 [89], table 5.6.2.9-1.
maxAllowedUpLat Indicates the target user plane latency in units of milliseconds used by SMFto |C
decide whether edge relocation is needed to ensure that the user plane latency
does not exceed the value. This IE is defined in TS 29.512 [89], table 5.6.2.9-1.
routeToLocs A set of traffic routes. A traffic route provides information to route to/from a C
DNAI. This IE is defined in TS 29.512 [89], table 5.6.2.9-1 (NOTE 2).
trafficSteeringPolldDI Traffic steering policy for downlink traffic at the SMF, if available. This IE is C
defined in TS 29.512 [89], table 5.6.2.9-1 (NOTE 2).
trafficSteeringPolldUI Traffic steering policy for downlink traffic at the SMF, if available. This IE is C
defined in TS 29.512 [89], table 5.6.2.9-1 (NOTE 2).
sourceDNAI No longer used in present version of the present document. C
targetDNAI No longer used in present version of the present document. C
dNAIChangeType No longer used in present version of the present document. C
sourceUEIPAddress No longer used in present version of the present document. C
targetUEIPAddress No longer used in present version of the present document. C
eASIPReplacelnfos Contains EAS IP replacement information for a Source and a Target EAS, if C

available. This IE is defined in TS 29.571 [17], table 5.4.4.79.

NOTE 1: Either appld/pFD or flowlnfos shall be supplied.

NOTE 2: TrafficSteeringPolldDI attribute and/or trafficSteeringPol 1dUI attribute and routeT oL ocs attribute are
mutually exclusive.
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6.2.3.2.3 PDU session modification

The IRI-POI in the SMF shall generate an xIRI containing an SMFPDU SessionM odification record when the IRI-POI
present in the SMF detects that a PDU session has been modified for the target UE. The IRI-POI present in the SMF
shall generate the xIRI for the following events:

- For anon-roaming scenario, the SMF (or for aroaming scenario, V-SMF in the VPLMN), receivesthe N1 NAS
message (viaAMF) PDU SESSION MODIFICATION COMMAND COMPLETE from the UE and the 5GSM
state within the SMF isreturned to PDU SESSION ACTIVE (see TS 24.501 [13]). This applies to the following
two cases:

- UEinitiated PDU session modification.
- Network (VPLMN) initiated PDU session modification.

- For anon-roaming scenario, the SMF (or for aroaming scenario, V-SMF in the VPLMN), sendsthe N1 NAS
message (viaAMF) PDU SESSION ESTABLISHMENT ACCEPT to the UE and the 5GSM state within the
SMF remainsin the PDU SESSION ACTIVE (see TS 24.501 [13]). This applies to the following case:

- Handover from one access type to another access type happens (e.g. 3GPP to non-3GPP).

- For ahome-routed roaming scenario, the SMF in the HPLMN (i.e. H-SMF) receives the N16:
Nsmf_PDU_Session_Update response message with n1SmlnfoFromUe | E containing the PDU SESSION
MODIFICATION COMMAND COMPLETE (see TS 29.502 [16]). This appliesto the following three cases:

- UE initiated PDU session modification.
- Network (VPLMN) initiated PDU session modification.
- Network (HPLMN) initiated PDU session modification.

- For ahome-routed roaming scenario, the SMF in the HPLMN (i.e. H-SMF) sends the N16:
Nsmf_PDU_Session_Create response message with n1SminfoToUe | E containing the PDU SESSION
ESTABLISHMENT ACCEPT (see TS 29.502 [16]) while it had received aN16 Nsmf_PDU_Session_Create
request message with an existing PDU Session |d with access type being changed. This appliesto the following
case:

- Handover from one access type to another access type happens (e.g. 3GPP to non-3GPP).

- For anon-roaming scenario, SMF sends a Npcf_SM PolicyControlUpdateNotify response to the PCF for the
target UE in response to an Npcf_SMPolicyControlUpdateNotify request sent by PCF to SMF including PCC
rules which traffic control policy data contains either arouteToLocs | E or trafficSteeringPol IdDI |E and/or
trafficSteeringPolIdUI |E. These PCC rules correspond to policies that influence the target UE' s traffic flows
(see TS 29.513 [88] clause 5.5.3).

- For anon-roaming scenario, SMF sends a Nsmf_EventExposure_Notify request to the NEF or AF for the target
UE for the event "UP Path Change" related to a corresponding subscription from AF (see TS 29.508 [90] clause
4.2.2).

- For anon-roaming scenario, SMF sends a Nsmf_EventExposure_AppRelocationlnfo response to the NEF or AF
for the target UE in response to Nsmf_EventExposure AppRelocationlnfo request sent by NEF or AF to SMF
(see TS 29.508 [90] clause 4.2.5).

- For anon-roaming scenario, SMF receives a Nnef PFDManagement_Fetch response from the NEF for the target
UE in response to Nnef _PFDManagement_Fetch request sent by SMF to NEF (see TS 29.551 [94] clause 4.2.2).
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Field name

Description

sUPI

SUPI associated with the PDU session (e.g. as provided by the AMF in the
associated Nsmf_PDU_Session_CreateSMContext service operation). Shall be
present except for PEI-only unauthenticated emergency sessions.

sUPIUnauthenticated

Shall be present if a SUPI is present in the message and set to “true” if the SUPI
was not authenticated, or “false” if it has been authenticated.

pEI

PEI associated with the PDU session if available.

gPSI

GPSI associated with the PDU session if available.

SNSSAI

Slice identifier associated with the PDU session, if available. See TS 23.003 [19]
clause 28.4.2 and TS 23.501 [2] clause 5.15.2.

non3GPPAccessEndpoint

UE's local IP address used to reach the N3IWF, TNGF or TWIF, if available. IP
addresses are given as 4 octets (for IPv4) or 16 octets (for IPv6) with the most
significant octet first (network byte order).

location

Location information provided by the AMF or present in the context at the SMF,
if available.

requestType

For both a UE- as well as a network-requested PDU session the POI (SMF)
shall set the request type parameter to "modification request".

accessType

Access type associated with the session (i.e. 3GPP or non-3GPP access) if
provided by the AMF (see TS 24.501 [13] clause 9.11.2.1A).

rATType

RAT type associated with the access, if available. Values given as per TS
29.571 [17] clause 5.4.3.2.

pDUSessionID

PDU Session ID See TS 24.501 [13] clause 9.4. This parameter is conditional
only for backwards compatibility.

ePS5GSCombolnfo

Provides detailed information about PDN Connections associated with PDU
Sessions when the SMFPDUSessionEstablishment xIRI message is used to
report PDU Session Establishment (See clause 6.3.3.2.2). Shall be included
when the AMF has selected a SMF+PGW-C to serve the PDU session. This
parameter may include the additional IEs in Table 6.2.3-1A, when available.

O O O 0O Z O

uEEndpoint

UE IP address(es) assigned to the PDU Session if available (See TS 29.244
[15] clause 5.21).

servingNetwork

Shall be present if this IE is in the SMContextUpdateData, HsmfUpdateData or
message sent to the SMF or the PDU Session Context or SM Context at the
SMF (see TS 29.502 [16] clauses 6.1.6.2.3, 6.1.6.2.11 and 6.1.6.2.39).

handoverState

Indicates whether the PDU Session Modification being reported was due to a
handover. Shall be present if this IE is in the SMContextUpdatedData or sent by
the SMF (see TS 29.502 [16] clause 6.1.6.2.3).

gTPTunnellnfo

Contains the information for the User Plane GTP Tunnels for the PDU Session
(see TS 29.502 [16] clauses 6.1.6.2.2, 6.1.6.2.9 and 6.1.6.2.39). See Table
6.2.3-1B.

M

pCCRules

Set of PCC rules related to traffic influence. Each PCC rule influences the
routing of a given traffic flow. If several flows are concerned, then several PCC
rules shall be handled by the SMF. Traffic influence policies are orginated by an
AF. PCF translates these rules into PCC rules for traffic influence. The payload
of a PCC rule for traffic influence is defined in Table 6.2.3-1E.

ePSPDNConnectionModification

Provides details about PDN Connections when the
SMFPDUSessionModification xIRI message is used to report PDN Connection
Modification. See Table 6.3.3-8 and clause 6.3.3.2.3.

uPPathChange

Notification of the UPPathChange event, if available. This IE is defined in TS
29.508 [90], Table 5.6.2.5-1.

pFDDataForApp

Represents the packet flow descriptions (PFDs) for an application identifier
(Appld), if available. This IE is defined in TS 29.551 [94], Table 5.6.2.2-1.
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Field name Description M/C/O
sourceDNAI Source DNAI, if the DNAI has changed. DNAI represents the location of
T . ; . C
applications towards which the traffic routing should apply.
targetDNAI Target DNAI if the DNAI has changed. C
dNAIChangeType Type of a DNAI change. Possible values are "early", "late" and "earlyAndLate" c
notification of UP path reconfiguration.
sourceUEIPAddress The IPv4 Address of the served UE for the source DNAI, if available. C
targetUEIPAddress The IPv4 Address of the served UE for the target DNAI, if available. C
sourceTrafficRouting N6 traffic routing information for the source DNAI, if available. C
targetTrafficRouting N6 traffic routing information for the target DNAI, if available. C
mACAddress The MAC address of the served UE, if available. C
Table 6.2.3-2B: Payload of PFDDataForApp
Field name Description M/C/O
appld Identifier of an application M
pFDs PFDs for an application identifier, if available. PFD is defined in TS 29.551 [94], c
Table 5.6.2.5-1.
Table 6.2.3-2C: Payload of PFD
Field name Description M/C/O
pFDId PFD identifier M
pFDflowDescription Represents a set of 3-tuple with protocol, server IP address and server port for C
UL/DL application traffic, if available.
URLs Represents a set of URL, if available. C
domainNames Represents a set of FQDN, if available. C
dnProtocol Indicates the additional protocol and protocol field for domain names to be c
matched, if available. This IE is defined in 29.122 [63], Table 5.14.2.2.4-1.
6.2.3.2.4 PDU session release

The IRI-POI in the SMF shall generate an xIRI containing an SMFPDU SessionRelease record when the IRI-POI
present in the SMF detects that a PDU session has been released. The IRI-POI present in the SMF shall generate the
XIRI for the following events:

For anon-roaming scenario, the SMF (or for aroaming scenario, V-SMF in the VPLMN), receivesthe N1 NAS
message (via AMF) PDU SESSION RELEASE COMMAND COMPLETE from the UE and the 5GSM state
within the SMF is changed to PDU SESSION INACTIVE (see TS 24.501 [13]). This applies to the following
two cases:

- UE initiated PDU session release.
- Network initiated PDU session release.

For a non-roaming scenario, the SMF (or for aroaming scenario, V-SMF in the VPLMN), receivesthe N1 NAS
message (viaAMF) PDU SESSION MODIFICATION COMMAND REJECT from the UE with the cause value
#43 indicating an invalid PDU Session ID and the 5GSM state within the SMF is changed to PDU SESSION
INACTIVE (see TS 24.501 [13]). This applies to the case where the UE rejects aPDU SESSION
MODIFICATION COMMAND asit finds that the indicated PDU session ID isinvalid. The 5GSM stateis
changed to PDU SESSION INACTIVE within the SMF.

For a home-routed roaming scenario, the SMF in the HPLMN (i.e. H-SMF) receives the N16:
Nsmf_PDU_Session_Update response message with n1SminfoFromUe | E containing the PDU SESSION
RELEASE COMMAND COMPLETE (see TS 29.502 [16]) from the V-SMF. This applies to the following three
cases.

- UE initiated PDU session release.

- Network (VPLMN) initiated PDU session release.
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- Network (HPLMN) initiated PDU session release.

- For ahome-routed roaming scenario, the SMF in the HPLMN (i.e. H-SMF) receives the N16:
Nsmf_PDU_Session_Update response message with n1SminfoFromUe IE containing the PDU SESSION
MODIFICATION COMMAND REJECT (see TS 29.502 [16]) from the V-SMF with the cause value #43
indicating an Invalid PDU Session ID.

Table 6.2.3-3: Payload for SMFPDUSessionRelease record

Field name Description M/C/O
sUPI SUPI associated with the PDU session. M
pEI PEI associated with the PDU session if available. C
gPsI GPSI associated with the PDU session if available. C
pDUSessionID PDU Session ID as assigned by the AMF. M
timeOfFirstPacket Time of first packet for the PDU session. C
timeOfLastPacket Time of last packet for the PDU session. C
uplinkVolume Number of uplink octets for the PDU session. C
downlinkVolume Number of downlink octets for the PDU session. C
location Location information, if available. C
cause Indicates the NF Service Consumer cause for the requested PDU session C

release (see TS 29.502 [16] clause 6.1.6.3.8 for enumerated cause information).
Include if known.

ePS5GSCombolnfo Provides detailed information about PDN Connections associated with PDU C
Sessions when the SMFPDUSessionEstablishment xIRI message is used to
report PDU Session Establishment (See clause 6.3.3.2.2). This parameter may
include the additional IEs in Table 6.2.3-1A, when available.

nGAPCause Indicates the NGAP cause for the requested SM context release (see TS 29.502 |C
[16] clause 6.1.6.2.6). Shall be derived as described in TS 29.571 [17] clause
5.4.4.12.

fiveGMMCause Indicates the 5GMM cause for a PDU Session released due to any 5GMM C

failure (see 29.502 [16] clause 6.1.6.2.6). Shall be sent as an integer derived as
described in TS 29.571 [17] clause 5.4.2.

pCCRulelDs PCC rule IDs of the PCC rules related to traffic influence that are associatedto |C
the PDU session and active at the time the PDU session is released.

ePSPDNConnectionRelease Provides details about PDN Connections when the SMFPDUSessionRelease C
XIRI message is used to report PDN Connection Release. See Table 6.3.3-13
and clause 6.3.3.2.4.

6.2.3.2.5 Start of interception with an established PDU session

The IRI-POI in the SMF shall generate an xIRI containing an SM FStartOfI nterceptionWithEstablishedPDUSession
record when the IRI-POI present in the SMF detects that a PDU session has aready been established for the target UE
when interception starts.

In anon-roaming scenario, the IRI-POI in the SMF (or in aroaming scenario, the IRI-POI in the V-SMF in the
VPLMN) shall generate the xIRI containing the SMFStartOf I nterceptionWithEstablishedPDUSession record when it
detects that a new interception for a UE is activated (i.e. provisioned by the LIPF) for the following case:

- The5GSM state within the SMF for that UE is 5GSM: PDU SESSION ACTIVE or PDU SESSION
MODIFICATION PENDING.

NOTE: The above trigger happens when the SMF (V-SMF in VPLMN) had not sent an N1 NAS message PDU
SESSION RELEASE COMMAND to the UE for a PDU session and the SMF (V-SMF in the VPLMN)
had previously sent an N1 NAS message PDU SESSION ESTABLISHMENT ACCEPT to that UE for
the same PDU session.

In ahome-routed roaming scenario, the IRI-POI in the H-SMF shall generate the xIRI containing the
SMFStartOfI nterceptionWithEstablishedPDUSession record when it detects that a new interception for aUE is
activated (i.e. provisioned by the LIPF) for the following case:

- TheH-SMF had not sent aNsmf_PDU_Session_Update Request (n1SminfoToUe: PDU SESSION RELEASE
COMMAND) to the V-SMF for aPDU session and H-SMF had previously sent aNsmf_PDU_Session_Create
response (n1SminfoToUE: PDU SESSION ESTABLISHMENT ACCEPT) to the V-SMF for that PDU session.

ETSI




3GPP TS 33.128 version 17.6.0 Release 17 57 ETSI TS 133 128 V17.6.0 (2022-09)

The IRI-POI in the SMF shall generate the xIRI containing the SMFStartOfI nterceptionWithEstablishedPDUSession
record for each of the PDU sessions (that meets the above criteria) associated with the newly identified target UEs.
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Table 6.2.3-4: Payload for SMFStartOfinterceptionWithEstablishedPDUSession record
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Field name

Description

M/C/O

SUPI

SUPI associated with the PDU session (e.g. as provided by the AMF in the
associated Nsmf_PDU_Session_CreateSMContext service operation). Shall be
present except for PEI-only unauthenticated emergency sessions.

C

sUPIUnauthenticated

Shall be present if a SUPI is present in the message and set to “true” if the SUPI
has not been authenticated, or “false” if it has been authenticated.

pEI

PEI associated with the PDU session if available.

gPSI

GPSI associated with the PDU session if available.

pDUSessionID

PDU Session ID as assigned by the AMF, as defined in TS 24.007 [14] clause
11.2.3.1b.

gTPTunnellD

Contains the F-TEID identifying the UPF endpoint of the GTP tunnel used to
encapsulate the traffic derived from the UL NG-U UP TNL Information (see TS
38.413 clause 9.3.4.1), as defined in TS 29.244 [15] clause 8.2.3. Non-GTP
encapsulation is for further study.

Z| Z00 O

pDUSessionType

Identifies selected PDU session type, see TS 24.501 [13] clause 9.11.4.11.

SNSSAI

Slice identifier associated with the PDU session, if available. See TS 23.003 [19]
clause 28.4.2 and TS 23.501 [2] clause 5.15.2.

C

uEEndpoint

UE endpoint address(es) if available. IP addresses are given as 4 octets (for
IPv4) or 16 octets (for IPv6) with the most significant octet first (network byte
order). MAC addresses are given as 6 octets with the most significant octet first
(see TS 29.244 [15] clause 5.21).

C

non3GPPAccessEndpoint

UE's local IP address used to reach the N3IWF, TNGF or TWIF, if available. IP
addresses are given as 4 octets (for IPv4) or 16 octets (for IPv6) with the most
significant octet first (network byte order).

C

location

Location information provided by the AMF at session establishment or present in
the context at the SMF, if available.

C

dNN

Data Network Name associated with the target traffic, as defined in TS 23.003
[19] clause 9A and described in TS 23.502 [4] clause 4.3.2.2. Shall be given in
dotted-label presentation format as described in TS 23.003 [19] clause 9.1.

aMFID

Identifier of the AMF associated with the target UE, as defined in TS 23.003 [19]
clause 2.10.1, if available.

C

hSMFURI

URI of the Nsmf_PDUSession service of the selected H-SMF, if available. See
TS 29.502 [16] clause 6.1.6.2.2.

C

requestType

Type of request as initially set within the PDU SESSION ESTABLISHMENT as
described in TS 24.501 [13] clause 9.11.3.47.

If the initial value is no longer available the request type shall be set to “existing
PDU session”.

accessType

Access type associated with the session (i.e. 3GPP or non-3GPP access) if
provided by the AMF (see TS 24.501 [13] clause 9.11.2.1A).

rATType

RAT type associated with the access if provided by the AMF as part of session
establishment (see TS 23.502 [4] clause 4.3.2). Values given as per TS 29.571
[17] clause 5.4.3.2.

C

sMPDUDNRequest

Contents of the SM PDU DN request container, if available, as described in TS
24.501 [13] clause 9.11.4.15.

C

timeOfSessionEstablishment

Time at which the session establishment occurred, if available. Shall be given
qualified with time zone information (i.e. as UTC or offset from UTC, not as local
time).

C

ePS5GSCombolnfo

Provides detailed information about PDN Connections associated with PDU
Sessions when the SMFPDUSessionEstablishment xIRI message is used to
report PDU Session Establishment (See clause 6.3.3.2.2). Shall be included
when the AMF has selected a SMF+PGW-C to serve the PDU session. This
parameter may include the additional IEs in table 6.2.3-1A, if available.

C

UEEPSPDNConnection

This IE shall be present, if available, during an EPS to 5GS Idle mode mobility or
handover using the N26 interface. If present, it shall contain the EPS bearer
context(s) information present in the uUEEPSPDNConnection parameter of the
intercepted SmContextCreateData message. (see TS 29.502 [16] clause
6.1.6.2.2).

C

servingNetwork

Indicates the serving core network operator PLMN, and for an SNPN, the NID.
Shall be present if present in the PDU Session Context or SM Context at the
SMF (see TS 29.502 [16] clause 6.1.6.2.39).

C

gTPTunnellnfo

Contains the information for the User Plane GTP Tunnels for the PDU Session
(see TS 29.502 [16] clauses 6.1.6.2.2, 6.1.6.2.9 and 6.1.6.2.39). See Table
6.2.3-1B.

M
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pCCRules Set of PCC rules related to traffic influence. Each PCC rule influences the C
routing of a given traffic flow. If several flows are concerned, then several PCC
rules shall be handled by the SMF. Traffic influence policies are orginated by an
AF. PCF translates these rules into PCC rules for traffic influence. The payload
of a PCC rule for traffic influence is defined in Table 6.2.3-1E.

ePSStartOfinterceptionWithEsta |Provides details about PDN Connections when the C
blishedPDNConnection SMFStartOfinterceptionWithEstablishedPDUSession xIRI message is used to
report the start of interception on a target who already has existing PDN
Connections. See Table 6.3.3-14 and clause 6.3.3.2.5.

pFDDataForApps Represents a set of associations between application identifier and packet flow |C
descriptions (PFDs).

The IRI-POI present in the SMF generating an XIRI containing a SM FStartOf | nterceptionWithEstablishedPDU Session
record shall set the Payload Direction field in the PDU header to not applicable (Direction Value 5, see ETSI TS 103
221-2 [8] clause 5.2.6).

6.2.3.2.6 SMF unsuccessful procedure

The IRI-POI in the SMF shall generate an xIRI containing an SMFUnsuccessful Procedure record when the IRI-POI
present in the SMF detects an unsuccessful procedure or error condition for a UE matching one of the target identifiers
provided viaLl_X1.

Accordingly, the IRI-POI in the SMF generates the xIRI when one of the following events are detected:
- SMF sendsaPDU SESSION ESTABLISHMENT REJECT message to the target UE.
- SMF sendsaPDU SESSION MODIFICATION REJECT message to the target UE.
-  SMF sendsaPDU SESSION RELEASE REJECT message to the target UE.
-  SMF receivesaPDU SESSION MODIFICATION COMMAND REJECT message from the target UE.

- Anongoing SM procedure is aborted at the SMF, dueto e.g. a5GSM STATUS message sent from or received
by the SMF.
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Field name Description M/C/O
failedProcedureType Specifies the procedure which failed or is aborted at the SMF. M
failureCause Provides the value of the 5GSM cause, see TS 24.501 [13] clause 9.11.4.2. In M
case the procedure is aborted due to a 5GSM STATUS message, the 5GSM
cause is the one included in the 5GSM status message.

requestedSlice Slice requested for the procedure, if available, given as a NSSAI (a list of S- C
NSSAI values as described in TS 24.501 [13] clause 9.11.3.37).

initiator Specifies whether the network (SMF) or the UE is initiating the rejection or M
indicating the failure.

sUPI SUPI associated with the procedure, if available (see NOTE). C

sUPIUnauthenticated Shall be present if a SUPI is present in the message and set to “true” if the SUPI |C
has not been authenticated, or “false” if it has been authenticated.

pEl PEI used in the procedure, if available (see NOTE). C

gPSlI GPSI used in the procedure, if available (see NOTE). C

pDUSessionID PDU Session ID See clause 9.4 of TS 24.501 [13], if available. C

uEEndpoint UE endpoint address(es) if available. C

non3GPPAccessEndpoint UE's local IP address used to reach the N3IWF, TNGF or TWIF, if available. C

location Location information provided by the AMF or present in the context at the SMF, |C
if available.

dNN Data Network Name associated with the target traffic, as defined in TS 23.003 |C
[19] clause 9A and described in TS 23.501 [2] clause 4.3.2.2, if available. Shall
be given in dotted-label presentation format as described in TS 23.003 [19]
clause 9.1.

aMFID Identifier of the AMF associated with the target UE, as defined in TS 23.003 [19] |C
clause 2.10.1 when available.

hSMFURI URI of the Nsmf_PDUSession service of the selected H-SMF, if available. See |C
TS 29.502 [16] clause 6.1.6.2.2.

requestType Type of request as described in TS 24.501 [13] clause 9.11.3.47, if available. C
Otherwise depending on the REJECT event the following request type shall be
reported:
PDU SESSION ESTABLISHMENT REJECT: The request type shall be set to
the one reported within the PDU SESSION ESTABLISHMENT or if there hasn't
been one reported or is no longer available it should be set to "initial request".
PDU SESSION MODIFICATION REJECT: "modification request”.
PDU SESSION RELEASE REJECT: no request type shall be set.
PDU SESSION MODIFICATION COMMAND REJECT: "madification request”.

accessType Access type associated with the session (i.e. 3GPP or non-3GPP access) if C
provided by the AMF (see TS 24.501 [13] clause 9.11.2.1A).

rATType RAT Type associated with the access if provided by the AMF as part of session |C
establishment (see TS 23.502 [4] clause 4.3.2). Values given as per TS 29.571
[17] clause 5.4.3.2.

sMPDUDNRequest Contents of the SM PDU DN Request container, if available, as described in TS |C
24.501 [13] clause 9.11.4.15.

NOTE: At least oneidentity shall be provided, the others shall be provided if available.
6.2.3.2.7 MA PDU sessions
6.2.3.2.7.1 General

In the present document, an MA PDU session will include two general types of PDU sessions as defined below:

- MA-Confirmed: Thisisan MA PDU session where the UE signals Upgrade Allowed to MA and the network
immediately upgrades the session to an MA PDU session or the UE explicitly requests an MA PDU session
(using a Request Type of MA PDU).

- MA-Upgrade-Allowed: ThisisaPDU session where the UE indicated that upgrade to an MA PDU sessionis

alowed, but the network does not immediately confirm the upgrade. The network may at some later point

upgrade the session to an MA PDU session.

NOTE:

introduced here to clarify and distinguish LI event reporting for the respective situations.
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An MA-Confirmed MA PDU session may be established over a single access or over multiple accesses. The
establishment over multiple accesses may occur concurrently or may occur at different pointsin time.

An MA-Upgrade-Allowed MA PDU session is established over a single access and nearly all aspects appearsto be an
ordinary non-MA PDU session with the key difference that the network may upgrade the session to an MA-confirmed
MA PDU session.

6.2.3.2.7.2 MA PDU session establishment

The IRI-POI in the SMF shall generate an xIRI containing an SMFM APDU SessionEstablishment record when the IRI-
POI present in the SMF detects that a PDU session has been established for the target UE that isan MA PDU session
(Request Type set to MA PDU session or upgraded at establishment), or where the upgrade allowed parameter is set to
upgrade allowed and session is established as an ordinary PDU session (not upgraded at establishment, but may occur
later on). The IRI-POI present in the SMF shall generate the xIRI for the following events:

- For anon-roaming scenario , the SMF sends the N1 NAS message (via AMF) PDU Session Establishment
Accept to the UE for anew PDU session and the 5G Session Management (5GSM) state within the SMF is
changed to PDU SESSION ACTIVE (see TS 24.501 [13]) in response to a PDU Session Establishment request
received along with:

- PDU Session ID which does not identify an existing PDU session, and
- Request Type = MA PDU request, or

- Request Type = initial request and MA PDU session information set to "MA PDU session network upgradeis
allowed", with either upgrade occuring at establishment or upgrade does not occur at establishment but may
occur later.

- If SMF receives aNpcf_SMPolicyControl _Create response from the PCF for the target UE in response to
Npcf_SMPolicyControl _Create request sent by SMF to PCF including PCC rules which traffic control policy
data contains either arouteToLocs | E or trafficSteeringPoldDI |E and/or trafficSteeringPolldUI IE, SMF
includes them in the xIRI. These PCC rules correspond to policies that influence the target UE’ s traffic flows
(see TS 29.513 [88] clause 5.5.3).

- For ahome-routed roaming scenario, the SMF in the HPLMN (i.e. H-SMF) sends the N16:
Nsmf_PDU_Session_Create response message with n1SminfoToUe | E containing the PDU SESSION
ESTABLISHMENT ACCEPT (see TS 29.502 [16]) for a new PDU session in response to a PDU Session
Establishment request received aong with:

- PDU Session ID which does not identify an existing PDU session, and
- Request Type = MA PDU request, or

- Request Type = initial request and MA PDU session information set to "MA PDU session network upgradeis
allowed", with either upgrade occuring at establishment or upgrade does not occur at establishment but may
occur later.
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Table 6.2.3-5A: Payload for SMFMAPDUSessionEstablishment record
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Field name

Description

M/C/O

SUPI

SUPI associated with the PDU session (e.g. as provided by the AMF in the
associated Nsmf_PDU_Session_CreateSMContext service operation). Shall be
present except for PEI-only unauthenticated emergency sessions (see NOTE).

C

sUPIUnauthenticated

Shall be present if a SUPI is present in the message and set to “true” if the SUPI
has not been authenticated, or “false” if it has been authenticated.

pEI

PEI associated with the PDU session if available (see NOTE).

gPSI

GPSI associated with the PDU session if available (see NOTE).

pDUSessionID

PDU Session ID See clause 9.4 of TS 24.501 [13]. Identifies a new PDU
session.

pDUSessionType

Identifies selected PDU session type, see TS 24.501 [13] clause 9.11.4.11.

accesslinfo

Identifies the access(es) associated with the PDU session including the
information for each specific access (see table 6.2.3-5B)

sSNSSAI

Slice identifiers associated with the PDU session, if available. See TS 23.003
[19] clause 28.4.2 and TS 23.501 [2] clause 5.15.2.

uEEndpoint

UE endpoint address(es) assigned to the PDU Session if available (see TS
29.244 [15] clause 5.21).

location

Location information provided by the AMF or present in the context at the SMF,
if available.

dNN

Data Network Name requested by the target UE, as defined in TS 23.003 [19]
clause 9A and described in TS 23.502 [4] clause 4.3.2.2. Shall be given in
dotted-label presentation format as described in TS 23.003 [19] clause 9.1.

<l 0O O O ZE Z0|0 O

aMFID

Identifier of the AMF associated with the target UE, as defined in TS 23.003 [19]
clause 2.10.1 when available.

hSMFURI

URI of the Nsmf_PDUSession service of the selected H-SMF, if available. See
TS 29.502 [16] clause 6.1.6.2.2.

C

requestType

Type of request as described in TS 24.501 [13] clause 9.11.3.47 provided within
the Nsmf_PDU_Session_CreateSMContext Request (TS 29.502 [16]) message
shall be reported.

In the case where the network does not provide a request type value for a MA
PDU session and the network does support MA PDU sessions, the request type
shall be set to “MA PDU request” according to TS 24.501 [13] clause 6.4.1.2.

M

sMPDUDNRequest

Contents of the SM PDU DN Request container, if available, as described in TS
24.501 [13] clause 9.11.4.15.

C

servingNetwork

PLMN ID of the serving core network operator, and, for a Non-Public Network
(NPN), the NID that together with the PLMN ID identifies the NPN.

oldPDUSessionlID

The old PDU Session ID received from the UE. See TS 23.502 [4] clauses
4.3.2.2.1and 4.3.5.2 and TS 24.501 [13] clause 6.4.1.2. Shall be present if this
IE is in the SMContextCreateData or PDUSessionCreateData message sent to
the SMF or the PDU Session Context or SM Context at the SMF (see TS 29.502
[16] clauses 6.1.6.2.2, 6.1.6.2.9 and 6.1.6.2.39).

mAUpgradelndication

Indicates whether the PDU session is allowed to be upgraded to MA-Confirmed
MA PDU session (see TS 23.502 [4] clause 4.22.3). Include if known.

C

ePSPDNCnxInfo

Indicates if the PDU session may be moved to EPS during its lifetime (see TS
29.502 [16] clause 6.1.6.2.31). Include if known.

mAAcceptedindication

Indicates that a request to establish an MA PDU session was accepted or if a
single access PDU session request was upgraded into a MA PDU session (see
TS 23.502 [4] clauses 4.22.2 and 4.22.3).

It shall be set as follows:

- true: MA-Confirmed MA PDU session was established

- false: single access MA-Upgrade-Allowed MA PDU session was established
that may be upgraded to an MA-Confirmed MA PDU session.

aTSSSContainer

Identifies the steering, switching, and splitting features for the MA-Confirmed MA
PDU session. Also indicates whether MPTCP or ATSSS-LL is to be used for
ATSSS. See TS 24.501[13] clause 9.11.4.22.

C

UEEPSPDNConnection

This IE shall be present, if available, during an EPS to 5GS Idle mode mobility or
handover using the N26 interface. If present, it shall contain the EPS bearer
context(s) information present in the uUEEPSPDNConnection parameter of the
intercepted SmContextCreateData message. (see TS 29.502 [16] clause
6.1.6.2.2).

C

ePS5GSCombolnfo

Provides detailed information about PDN Connections and PDU Sessions during
EPS to 5GS idle mode mobility or handover using the N26 interface. Shall be
included if the AMF has selected a SMF+PGW-C to serve the PDU session.
This parameter shall include the additional IEs in Table 6.2.3-1A, if present.

C

selectedDNN

Shall be present if a DNN other than the UE requested DNN is selected for the
PDU Session. Shall be given in dotted-label presentation format as described in
TS 23.003 [19] clause 9.1.

C
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handoverState Indicates whether the PDU Session Establishment being reported was due to a
handover. Shall be present if this IE is in the SMContextCreatedData sent by the
SMF (see TS 29.502 [16] clause 6.1.6.2.3).

C

pCCRules Set of PCC rules related to traffic influence. Each PCC rule influences the
routing of a given traffic flow. If several flows are concerned, then several PCC
rules shall be handled by the SMF. Traffic influence policies are orginated by an
AF. PCF translates these rules into PCC rules for traffic influence. The payload
of a PCC rule for traffic influence is defined in Table 6.2.3-1E.

NOTE: At least one of the SUPI, PEI or GPSI fields shall be present.

Table 6.2.3-5B: Contents of Access Info parameter

Field name Description

M/C/O

accessType Access type associated with the session (i.e. 3GPP or non-3GPP access) as
provided by the AMF (see TS 24.501 [13] clause 9.11.2.1A).

M

rATType RAT Type associated with the access as provided by the AMF as part of session
establishment (see TS 23.502 [4] clause 4.3.2). Values given as per TS 29.571
[17] clause 5.4.3.2.

C

gTPTunnellD Contains the F-TEID identifying the GTP tunnel used to encapsulate the traffic,
as defined in TS 29.244 [15] clause 8.2.3. Non-GTP encapsulation is for further
study.

M

non3GPPAccessEndpoint UE's local IP address used to reach the N3IWF, TNGF or TWIF, if available. IP
addresses are given as 4 octets (for IPv4) or 16 octets (for IPv6) with the most
significant octet first (network byte order).

C

establishmentStatus Indicates whether the access type is established or released.

aNTypeToReactivate Indicates the Access Network Type for which the UP connection is requested to
be re-activated, for an MA PDU session. Applicable to session modification
reporting.

C

gTPTunnellnfo Contains the information for the User Plane GTP Tunnels for the PDU Session
(see TS 29.502 [16] clauses 6.1.6.2.2, 6.1.6.2.9 and 6.1.6.2.39). See Table
6.2.3-1B.

M

6.2.3.2.7.3 MA PDU session modification

The IRI-POI in the SMF shall generate an xIRI containing an SMFMAPDU SessionM odification record when the IRI -
POI present in the SMF detects that an MA PDU session has been modified for the target UE. The IRI-POI present in

the SMF shall generate the xIRI for the following events:

- For anon-roaming scenario, the SMF (or for aroaming scenario, V-SMF in the VPLMN), receivesthe N1 NAS
message (viaAMF) PDU SESSION MODIFICATION COMMAND COMPLETE from the UE and the 5GSM
state within the SMF is returned to PDU SESSION ACTIVE (see TS 24.501 [13]). This applies to the following

cases for an MA-Upgrade-Allowed PDU session:
- UE initiated PDU session modification.
- Network (VPLMN) initiated PDU session modification.

- Upgradeto an MA PDU session.

- For anon-roaming scenario, the SMF (or for aroaming scenario, V-SMF in the VPLMN), receivesthe N1 NAS
message (viaAMF) PDU SESSION RELEASE COMPLETE from the UE in response to a PDU SESSION
RELEASE COMMAND message containing an Access type |E identifying a single access to be released of an
MA PDU session which was established over both accesses and the 5GSM state within the SMF remainsin the

PDU SESSION ACTIVE (see TS 24.501 [13]). This applies to the following case:

- A single accesstype isreleased from an MA PDU session, but the MA PDU session continues.

- For anon-roaming scenario, the SMF (or for aroaming scenario, V-SMF in the VPLMN), sendsthe N1 NAS
message (via AMF) PDU SESSION ESTABLISHMENT ACCEPT to the UE and the 5GSM state within the

SMF remains in the PDU SESSION ACTIVE (see TS 24.501 [13]). This applies to the following cases:

- Handover from one access type to another access type happens (e.g. 3GPP to non-3GPP) for an MA-
Upgrade-Allowed MA PDU session.
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-  MA PDU Session establishment over second access type.

- For ahome-routed roaming scenario, the SMF in the HPLMN (i.e. H-SMF) receives the N16:
Nsmf_PDU_Session_Update response message with n1SminfoFromUe IE containing the PDU SESSION
MODIFICATION COMMAND COMPLETE (see TS 29.502 [16]). This applies to the following cases for an
MA-Upgrade-Allowed PDU session:

UE initiated PDU session modification.

Network (VPLMN) initiated PDU session modification.

Network (HPLMN) initiated PDU session modification.

Upgrade to an MA PDU session.

- For anon-roaming scenario, SMF sends a Npcf_SM PolicyControlUpdateNotify response to the PCF for the
target UE in response to an Npcf_SMPolicyControlUpdateNotify request sent by PCF to SMF including PCC
rules which traffic control policy data contains either arouteToLocs | E or trafficSteeringPol IdDI |E and/or
trafficSteeringPolldUI |E. These PCC rules correspond to policies that influence the target UE' s traffic flows
(see TS 29.513 [88] clause 5.5.3).

- For anon-roaming scenario, SMF sends aNsmf_EventExposure Notify request to the NEF or AF for the target
UE for the event "UP Path Change" related to a corresponding subscription from AF (see TS 29.508 [90] clause
4.2.2).

- For anon-roaming scenario, SMF sends aNsmf_EventExposure_AppRel ocationlnfo response to the NEF or AF
for the target UE in response to Nsmf_EventExposure_AppRelocationlnfo request sent by NEF or AF to SMF
(see TS 29.508 [90] clause 4.2.5).

- For anon-roaming scenario, SMF receives a Nnef PFDManagement_Fetch response from the NEF for the target
UE in response to Nnef_PFDManagement_Fetch request sent by SMF to NEF (see TS 29.551 [94] clause 4.2.2).

- For ahome-routed roaming scenario, the SMF in the HPLMN (i.e. H-SMF) receives the N16:
Nsmf_PDU_Session_Update response message with n1SmlnfoFromUe | E containing the PDU SESSION
RELEASE COMPLETE message, aresponse to a PDU SESSION RELEASE COMMAND message containing
an Accesstype |E identifying a single access to be released of an MA PDU session which was established over
both accesses and the 5GSM state within the SMF remainsin the PDU SESSION ACTIVE (see TS 29.502 [16]).
This appliesto the following cases:

- A single accesstypeisreleased from an MA PDU session, but the MA PDU session continues.

- For ahome-routed roaming scenario, the SMF in the HPLMN (i.e. H-SMF) sends the N16:
Nsmf_PDU_Session_Create response message with n1SminfoToUe | E containing the PDU SESSION
ESTABLISHMENT ACCEPT (see TS 29.502 [16]) while it had received an N16 Nsmf_PDU_Session_Create
reguest message with an existing PDU Session Id with access type being changed. This applies to the following
cases

- Handover from one access type to another access type happens (e.g. 3GPP to non-3GPP) for an MA-
Upgrade-Allowed PDU session.

- MA PDU Session establishment over second access type.
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Field name

Description

M/C/O

sUPI

SUPI associated with the PDU session (e.g. as provided by the AMF in the
associated Nsmf_PDU_Session_CreateSMContext service operation). Shall be
present except for PEI-only unauthenticated emergency sessions.

sUPIUnauthenticated

Shall be present if a SUPI is present in the message, and set to “true” if the
SUPI was not authenticated, or “false” if it has been authenticated.

pEI

PEI associated with the PDU session if available.

gPSI

GPSI associated with the PDU session if available.

pDUSessionID

PDU Session ID, see TS 24.501 [13] clause 9.4.

accesslinfo

Identifies the access(es) associated with the PDU session including the
information for each specific access (see table 6.2.3-5B) being modified.

sSNSSAI

Slice identifier associated with the PDU session, if available. See TS 23.003 [19]
clause 28.4.2 and TS 23.501 [2] clause 5.15.2.

location

Location information provided by the AMF or present in the context at the SMF,
if available.

requestType

For both a UE- as well as a network-requested PDU session, the POl (SMF)
shall set the request type parameter to "modification request".

servingNetwork

PLMN ID of the serving core network operator, and, for a Non-Public Network
(NPN), the NID that together with the PLMN ID identifies the NPN.

oldPDUSessionlID

The old PDU Session ID received from the UE. See TS 23.502 [4] clauses
4.3.2.2.1and 4.3.5.2 and TS 24.501 [13] clause 6.4.1.2. Shall be present if this
IE is in the SMContextCreateData or PDUSessionCreateData message sent to
the SMF or the PDU Session Context or SM Context at the SMF (see TS 29.502
[16] clauses 6.1.6.2.2, 6.1.6.2.9 and 6.1.6.2.39).

O Z| O O O OO0 O

mAUpgradelndication

Indicates whether the PDU session is allowed to be upgraded to MA PDU
session (see TS 23.502 [4] clause 4.22.3). Include if known.

ePSPDNCnxInfo

Indicates if the PDU session may be moved to EPS during its lifetime (see TS
29.502 [16] clause 6.1.6.2.31). Include if known.

mAAcceptedindication

Indicates that a request to establish an MA PDU session was accepted or if a
single access PDU session request was upgraded into a MA PDU session (see
clauses 4.22.2 and 4.22.3 of TS 23.502 [4]).

It shall be set as follows:

- true: MA-Confirmed MA PDU session was established

- false: single access MA-Upgrade-Allowed MA PDU session was established
that may be upgraded to an MA-Confirmed MA PDU session.

M

aTSSSContainer

Identifies the steering, switching, and splitting features for the MA-Confirmed MA
PDU session. Also indicates whether MPTCP or ATSSS-LL is to be used for
ATSSS. See clause 9.11.4.22 of TS 24.501 [13].

UEEPSPDNConnection

This IE shall be present, if available, during an EPS to 5GS Idle mode mobility or
handover using the N26 interface. If present, it shall contain the EPS bearer
context(s) information present in the UEEPSPDNConnection parameter of the
intercepted SmContextCreateData message (see TS 29.502 [16] clause
6.1.6.2.2).

ePS5GSCombolnfo

Provides detailed information about PDN Connections and PDU Sessions during
EPS to 5GS idle mode mobility or handover using the N26 interface. Shall be
included if the AMF has selected a SMF+PGW-C to serve the PDU session.
This parameter shall include the additional IEs in Table 6.2.3-1A, if present.

C

handoverState

Indicates whether the PDU Session Establishment being reported was due to a
handover. Shall be present if this IE is in the SMContextCreatedData sent by the
SMF (see TS 29.502 [16] clause 6.1.6.2.3).

pCCRules

Set of PCC rules related to traffic influence. Each PCC rule influences the
routing of a given traffic flow. If several flows are concerned, then several PCC
rules shall be handled by the SMF. Traffic influence policies are orginated by an
AF. PCF translates these rules into PCC rules for traffic influence. The payload
of a PCC rule for traffic influence is defined in Table 6.2.3-1E.

uPPathChange

Notification of the UPPathChange event, if available. This IE is defined in TS
29.508 [90], Table 5.6.2.5-1.

pFDDataForApp

Represents the packet flow descriptions (PFDs) for an application identifier
(Appld), if available. This IE is defined in TS 29.551 [94], Table 5.6.2.2-1.
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6.2.3.2.7.4 MA PDU session release

The IRI-POI inthe SMF shall generate an xIRI containing an SMFM APDU SessionRel ease record when the IRI-POI
present in the SMF detects that an MA PDU session has been released. The IRI-POI present in the SMF shall generate
the xIRI for the following events:

For anon-roaming scenario, the SMF (or for aroaming scenario, V-SMF in the VPLMN), receivesthe N1 NAS
message (viaAMF) PDU SESSION RELEASE COMPLETE from the UE and the 5GSM state within the SMF
ischanged to PDU SESSION INACTIVE (see TS 24.501 [13]). This applies to the following two cases for an
MA PDU session that is either MA-Confirmed or MA-Upgrade-Allowed:

- UE initiated PDU session release.
- Network initiated PDU session release.

For aroaming scenario, V-SMF in the VPLMN, the V-SMF receives the N1 NAS message (viaAMF) PDU
SESSION RELEASE COMPLETE from the UE and the 5GSM state within the V-SMF is changed to PDU
SESSION INACTIVE (see TS 24.501 [13]). This appliesto the following two cases for an MA PDU session that
is either MA-confirmed or MA-Upgrade-Allowed:

- UEinitiated PDU session release of a single access for an MA PDU session; (VPLMN considers MA PDU
session fully released while HPLMN considers MA PDU session active).

- Network initiated PDU session release of a single access for an MA PDU session; (VPLMN considers MA
PDU session fully released while HPLMN considers MA PDU session active).

For anon-roaming scenario, the SMF (or for aroaming scenario, V-SMF in the VPLMN), receivesthe N1 NAS
message (viaAMF) PDU SESSION MODIFICATION COMMAND REJECT from the UE with the cause value
#43 indicating an invalid PDU Session ID and the 5GSM state within the SMF is changed to PDU SESSION
INACTIVE (see TS 24.501 [13]). This applies to the case for aPDU session that is either MA-Confirmed or
MA-Upgrade-Allowed and where the UE rejects a PDU SESSION MODIFICATION COMMAND asit finds
that the indicated PDU session ID isinvalid. The 5GSM state is changed to PDU SESSION INACTIVE within
the SMF.

For a home-routed roaming scenario, the SMF in the HPLMN (i.e. H-SMF) receives the N16:
Nsmf_PDU_Session_Update response message with n1SminfoFromUe | E containing the PDU SESSION
RELEASE COMMAND COMPLETE (see TS 29.502 [16]) from the V-SMF. This applies to the following three
cases for an MA PDU session that is either MA-Confirmed or MA-Upgrade-Allowed:

- UEinitiated PDU session release.
- Network (VPLMN) initiated PDU session release.
- Network (HPLMN) initiated PDU session release.

For ahome-routed roaming scenario, the SMF inthe HPLMN (i.e. H-SMF) receives the N16:
Nsmf_PDU_Session_Update response message with n1SminfoFromUe | E containing the PDU SESSION
MODIFICATION COMMAND REJECT (see TS 29.502 [16]) from the V-SMF with the cause value #43
indicating an Invalid PDU Session ID for an MA PDU session that is either MA-Confirmed or MA-Upgrade-
Allowed.
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Table 6.2.3-5D: Payload for SMFMAPDUSessionRelease record

Field name Description M/C/O
sUPI SUPI associated with the PDU session. M
pEl PEI associated with the PDU session if available. C
gPsI GPSiI associated with the PDU session if available. C
pDUSessionID PDU Session ID as assigned by the AMF. M
timeOfFirstPacket Time of first packet for the PDU session. C
timeOfLastPacket Time of last packet for the PDU session. C
uplinkVolume Number of uplink octets for the PDU session. C
downlinkVolume Number of downlink octets for the PDU session. C
location Location information, if available. C
cause Indicates the NF Service Consumer cause for the requested PDU session C

release (see TS 29.502 [16] clause 6.1.6.3.8 for enumerated cause information).
Include if known.

nGAPCause Indicates the NGAP cause for the requested SM context release (see TS 29.502 |C
[16] clause 6.1.6.2.6). Shall be derived as described in TS 29.571 [17] clause
5.4.4.12.

fiveGMMCause Indicates the 5GMM cause for a PDU Session released due to any 5GMM C

failure (see 29.502 [16] clause 6.1.6.2.6). Shall be sent as an integer derived as
described in TS 29.571 [17] clause 5.4.2.

pCCRulesIDs PCC rule IDs of the PCC rules related to traffic influence that are associatedto |C
the PDU session and active at the time the PDU session is released.

6.2.3.2.7.5 Start of interception with an established MA PDU session

The IRI-POI in the SMF shall generate an xIRI containing an SM FStartOf I nterceptionWithEstablishedM APDU Session
record when the IRI-POI present in the SMF detects that aMA PDU session has aready been established for the target
UE when interception starts.

In anon-roaming scenario, the IRI-POI in the SMF (or in aroaming scenario, the IRI-POI in the V-SMF in the
VPLMN) shall generate the xIRI containing the SMFStartOf I nterceptionWithEstablishedM APDU Session record when
it detects that a new interception for a UE is activated (i.e. provisioned by the LIPF) for the following case for an MA
PDU session that is either MA-Confirmed or MA-Upgrade-Allowed:

- The5GSM state within the SMF for that UE is 5GSM: PDU SESSION ACTIVE or PDU SESSION
MODIFICATION PENDING.

NOTE: The above trigger happens when the SMF (V-SMF in VPLMN) had not sent an N1 NAS message PDU
SESSION RELEASE COMMAND to the UE to release the entire MA PDU session and the SMF (V-
SMF inthe VPLMN) had previously sent an N1 NAS message PDU SESSION ESTABLISHMENT
ACCEPT to that UE for the same MA PDU session.

In ahome-routed roaming scenario, the IRI-POI in the H-SMF shall generate the xIRI containing the

SMFStartOfI nterceptionWithEstablishedM APDU Session record when it detects that a new interception for aUE is
activated (i.e. provisioned by the LIPF) for the following case for an MA PDU session that is either MA-Confirmed or
MA-Upgrade-Allowed:

- TheH-SMF had not sent an Nsmf_PDU_Session_Update Request (n1SminfoToUe: PDU SESSION RELEASE
COMMAND to release the entire MA PDU session) to the V-SMF for a PDU session and H-SMF had
previously sent an Nsmf_PDU_Session_Create response (n1SminfoToUE: PDU SESSION ESTABLISHMENT
ACCEPT) to the V-SMF for that PDU session.

The IRI-POI in the SMF shall generate the xIRI containing the
SM FStartOfI nterceptionWithEstablishedM APDU Session record for each of the MA PDU sessions (that meets the
above criteria) associated with the newly identified target UEs.

The IRI-POI present in the SMF generating an xIRI containing a
SMFStartOfI nterceptionWithEstablishedM APDUSession record shall set the Payload Direction field in the PDU header
to not applicable (Direction Value 5, see ETSI TS 103 221-2 [8] clause 5.2.6).
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Table 6.2.3-5E: Payload for SMFStartOfinterceptionWithEstablishedMAPDUSession record
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Field name

Description

M/C/O

SUPI

SUPI associated with the PDU session (e.g. as provided by the AMF in the
associated Nsmf_PDU_Session_CreateSMContext service operation). Shall be
present except for PEI-only unauthenticated emergency sessions.

C

sUPIUnauthenticated

Shall be present if a SUPI is present in the message and set to “true” if the SUPI
has not been authenticated, or “false” if it has been authenticated.

pEI

PEI associated with the PDU session if available.

gPSI

GPSI associated with the PDU session if available.

pDUSessionID

PDU Session ID as assigned by the AMF, as defined in TS 24.007 [14] clause
11.2.3.1b.

pDUSessionType

Identifies selected PDU session type, see TS 24.501 [13] clause 9.11.4.11.

accesslinfo

Identifies the access(es) associated with the PDU session including the
information for each specific access (see table 6.2.3-5B).

sSNSSAI

Slice identifier associated with the PDU session, if available. See TS 23.003 [19]
clause 28.4.2 and TS 23.501 [2] clause 5.15.2.

uEEndpoint

UE endpoint address(es) if available. IP addresses are given as 4 octets (for
IPv4) or 16 octets (for IPv6) with the most significant octet first (network byte
order). MAC addresses are given as 6 octets with the most significant octet first
(see TS 29.244 [15] clause 5.21).

0O O ZE Z00 0

location

Location information provided by the AMF at session establishment or present in
the context at the SMF, if available.

C

dNN

Data Network Name associated with the target traffic, as defined in TS 23.003
[19] clause 9A and described in TS 23.502 [4] clause 4.3.2.2. Shall be given in
dotted-label presentation format as described in TS 23.003 [19] clause 9.1.

aMFID

Identifier of the AMF associated with the target UE, as defined in TS 23.003 [19]
clause 2.10.1, if available.

C

hSMFURI

URI of the Nsmf_PDUSession service of the selected H-SMF, if available. See
TS 29.502 [16] clause 6.1.6.2.2.

C

requestType

Type of request as initially set within PDU SESSION ESTABLISHMENT as
described in TS 24.501 [13] clause 9.11.3.47.

If the initial value is no longer available the request type shall be set to “existing
PDU session”.

sMPDUDNRequest

Contents of the SM PDU DN request container, if available, as described in TS
24.501 [13] clause 9.11.4.15.

servingNetwork

PLMN ID of the serving core network operator, and, for a Non-Public Network
(NPN), the NID that together with the PLMN ID identifies the NPN.

oldPDUSessionlID

The old PDU Session ID received from the UE. See TS 23.502 [4] clauses
4.3.2.2.1 and 4.3.5.2 and TS 24.501 [13] clause 6.4.1.2. Include if known.

mAUpgradelndication

Indicates whether the PDU session is allowed to be upgraded to MA PDU
session (see TS 23.502 [4] clause 4.22.3). Include if known.

ePSPDNCnxInfo

Indicates if the PDU session may be moved to EPS during its lifetime (see TS
29.502 [16] clause 6.1.6.2.31). Include if known.

mAAcceptedindication

Indicates that a request to establish an MA PDU session was accepted or if a
single access PDU session request was upgraded into an MA PDU session (see
TS 23.502 [4] clauses 4.22.2 and 4.22.3).

It shall be set as follows:

- true: MA-Confirmed MA PDU session was established.

- false: single access MA-Upgrade-Allowed MA PDU session was established
that may be upgraded to an MA-Confirmed MA PDU session.

aTSSSContainer

Identifies the steering, switching, and splitting features for the MA-Confirmed MA
PDU session. Also indicates whether MPTCP or ATSSS-LL is to be used for
ATSSS. See TS 24.501 [13] clause 9.11.4.22.

C

ePS5GSCombolnfo

Provides detailed information about PDN Connections and PDU Sessions during
EPS to 5GS idle mode mobility or handover using the N26 interface. Shall be
included when the AMF has selected a SMF+PGW-C to serve the PDU session.
This parameter may include the additional IEs in table 6.2.3-1A, if available.

C

UEEPSPDNConnection

This IE shall be present, if available, during an EPS to 5GS Idle mode mobility or
handover using the N26 interface. If present, it shall contain the EPS bearer
context(s) information present in the UEEPSPDNConnection parameter of the
intercepted SmContextCreateData message. (see TS 29.502 [16] clause
6.1.6.2.2).

C

pCCRules

Set of PCC rules related to traffic influence. Each PCC rule influences the
routing of a given traffic flow. If several flows are concerned, then several PCC
rules shall be handled by the SMF. Traffic influence policies are orginated by an
AF. PCF translates these rules into PCC rules for traffic influence. The payload
of a PCC rule for traffic influence is defined in Table 6.2.3-1E.
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pFDDataForApps Represents a set of associations between application identifier and packet flow |C
descriptions (PFDs), if available.
6.2.3.2.7.6 SMF MA unsuccessful procedure

The IRI-POI in the SMF shall generate an xIRI containing an SMFM AUnsuccessful Procedure record when the IRI-POI
present in the SMF detects an unsuccessful procedure or error condition for a UE matching one of the target identifiers

provided viaLl_X1.

Accordingly, the IRI-POI in the SMF generates the xIRI when one of the following events are detected:

- SMF sendsaPDU SESSION ESTABLISHMENT REJECT message to the target UE for MA-Confirmed and
MA-Upgrade-Allowed MA PDU sessions.

- SMF sendsaPDU SESSION MODIFICATION REJECT message to the target UE for MA-Confirmed and MA-
Upgrade-Allowed MA PDU sessions.

- SMF sendsaPDU SESSION RELEASE REJECT message to the target UE for MA-Confirmed and MA-

Upgrade-Allowed MA PDU sessions.

-  SMF receivesaPDU SESSION MODIFICATION COMMAND REJECT message from the target UE for MA-
Confirmed and MA-Upgrade-Allowed MA PDU sessions.

- Anongoing SM procedure is aborted at the SMF, dueto e.g. a5GSM STATUS message sent from or received
by the SMF for MA-Confirmed and MA-Upgrade-Allowed MA PDU sessions.
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Field name Description M/C/O
failedProcedureType Specifies the procedure which failed or is aborted at the SMF. M
failureCause Provides the value of the 5GSM cause, see TS 24.501 [13], clause 9.11.4.2. In M
case the procedure is aborted due to a 5GSM STATUS message, the 5GSM
cause is the one included in the 5GSM status message.

requestedSlice Slice requested for the procedure, if available, given as a NSSAI (a list of S- C
NSSAI values as described in TS 24.501 [13] clause 9.11.3.37).

initiator Specifies whether the network (SMF) or the UE is initiating the rejection or M
indicating the failure.

sUPI SUPI associated with the procedure, if available (see NOTE). C

sUPIUnauthenticated Shall be present if a SUPI is present in the message and set to “true” if the SUPI |C
has not been authenticated, or “false” if it has been authenticated.

pEl PEI used in the procedure, if available (see NOTE). C

gPSlI GPSI used in the procedure, if available (see NOTE). C

pDUSessionID PDU Session ID, see TS 24.501 [13] clause 9.4, if available. C

accessinfo Identifies the access(es) associated with the PDU session including the M
information for each specific access (see table 6.2.3-5B).

uEEndpoint UE endpoint address(es) if available. C

location Location information provided by the AMF or present in the context at the SMF, |C
if available.

dNN Data Network Name associated with the target traffic, as defined in TS 23.003 |C
[19] clause 9A and described in TS 23.501 [2] clause 4.3.2.2, if available. Shall
be given in dotted-label presentation format as described in TS 23.003 [19]
clause 9.1.

aMFID Identifier of the AMF associated with the target UE, as defined in TS 23.003 [19] |C
clause 2.10.1 when available.

hSMFURI URI of the Nsmf_PDUSession service of the selected H-SMF, if available. See |C
TS 29.502 [16] clause 6.1.6.2.2.

requestType Type of request as described in TS 24.501 [13] clause 9.11.3.47, if available. C
Otherwise depending on the REJECT event the following request type shall be
reported:
PDU SESSION ESTABLISHMENT REJECT: The request type shall be set to
the one reported within the PDU SESSION ESTABLISHMENT or if there hasn't
been one reported it should be set to "MA PDU request".
PDU SESSION MODIFICATION REJECT: "modification request”.
PDU SESSION RELEASE REJECT: no request type shall be set.
PDU SESSION MODIFICATION COMMAND REJECT: "madification request”.

sMPDUDNRequest Contents of the SM PDU DN Request container, if available, as described in TS |C
24.501 [13] clause 9.11.4.15.

NOTE: At least oneidentity shall be provided, the others shall be provided if available.
6.2.3.2.8 PDU to MA PDU session modification

The IRI-POI inthe SMF shall generate an xIRI containing an SMFPDUtoM APDU SessionM odification record when the
IRI-POI present in the SMF detects that an existing PDU session for the target UE has been successfully modified to an
MA PDU session using the PDU session modification procedures as described in TS 24.501 [13]. A PDU session is
considered to be successfully modified to aMA PDU session, when all of the following are true:

1. The UE isregistered to both 3GPP access and non-3GPP access:

- Inthesame PLMN (non-roaming UE).

- Inthedifferent PLMNS (roaming UE).

2. SMF receives the PDU SESSION MODIFICATION REQUEST from the UE (TS 24.501 [13] clause 8.2.10)
that includes one of the following:

- modification request and includes MA PDU session information IE set to MA PDU session network upgrade

allowed.

- MAPDU request.
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3. SMF sendsaPDU SESSION MODIFICATION COMMAND to the UE that includesthe ATSSS |E (TS 24.501

[13] clause 6.4.2.3).

4. SMF receivesthe PDU SESSION MODIFICATION COMPLETE from the UE (TS 24.501 [13] clause

8.3.10.1).

5. The 5GSM state within the SMF is PDU Session Active.

Once the SMFPDUtoM APDU SessionM odification record has been generated by the IRI-POI in the SMF, the IRI-POI
shall follow clause 6.2.3.2.7 of the present document for further reporting for thisMA PDU session.

Table 6.2.3-5G: Payload for SMFPDUtoMAPDUSessionModification record

Field name Description M/C/O

sUPI SUPI associated with the PDU session (e.g. as provided by the AMF in the C
associated Nsmf_PDU_Session_CreateSMContext service operation). Shall be
present except for PEI-only unauthenticated emergency sessions.

sUPIUnauthenticated Shall be present if a SUPI is present in the message and set to true if the SUPI |C
was not authenticated, or false if it has been authenticated.

pEl PEI associated with the PDU session if available. C

gPSlI GPSI associated with the PDU session if available. C

sNSSAI Slice identifier associated with the PDU session, if available. See TS 23.003 [19] |C
clause 28.4.2 and TS 23.501 [2] clause 5.15.2.

non3GPPAccessEndpoint UE's local IP address used to reach the N3IWF, TNGF or TWIF, if available. IP |C
addresses are given as 4 octets (for IPv4) or 16 octets (for IPv6) with the most
significant octet first (network byte order).

location Location information provided by the AMF or present in the context at the SMF, |C
if available.

requestType In accordance with the request type as described in TS 24.501 [13] clause M
6.4.2.2 and clause 9.11.3.47 a request type of “modification request” shall be
reported.

accessType Access type associated with the session (i.e. 3GPP or non-3GPP access) if C
provided by the AMF (see TS 24.501 [13] clause 9.11.2.1A).

rATType RAT type associated with the access, if available. Values given as per TS C
29.571 [17] clause 5.4.3.2.

pDUSessionID PDU Session ID, see TS 24.501 [13] clause 9.4. M

requestindication Indicates the request type for PDU session modification as indicated by the M
requestindication sent in the PDU SESSION MODIFICATION REQUEST (see
TS 29.502 [16] clause 6.1.6.3.6).

aTSSSContainer Identifies the steering, switching, and splitting features for the MA-Confirmed MA |M
PDU session. Also indicates whether MPTCP or ATSSS-LL is to be used for
ATSSS. See TS 24.501 [13] clause 9.11.4.22.

uEEndpoint UE IP address(es) assigned to the PDU Session if available (See TS 29.244 C
[15] clause 5.21).

servingNetwork Shall be present if this IE is in the SMContextUpdateData, HsmfUpdateData or |C
message sent to the SMF or the PDU Session Context or SM Context at the
SMF (see TS 29.502 [16] clauses 6.1.6.2.3, 6.1.6.2.11 and 6.1.6.2.39).

handoverState Indicates whether the PDU Session Modification being reported was due to a C
handover. Shall be present if this IE is in the SMContextUpdatedData or sent by
the SMF (see TS 29.502 [16] clause 6.1.6.2.3).

gTPTunnellnfo Contains the information for the User Plane GTP Tunnels for the PDU Session |M

(see TS 29.502 [16] clauses 6.1.6.2.2, 6.1.6.2.9 and 6.1.6.2.39). See Table
6.2.3-1B.

6.2.3.3 Triggering of the CC-POI from CC-TF over LI_T3

6.2.3.3.1 LI_T3 interface specifics

When interception of communication contents is authorised or the delivery of packet header information is authorised
and approach 2 described in clause 6.2.3.5 is used, the CC-TF present in the SMF sends atrigger to the CC-POI present
in the UPF over the LI_T3 interface.

When the CC-TF in the SMF detects that a PDU session is being established for atarget UE (i.e. when the SMF sends
the N4: Session Establishment Request), it shall send an activation message to the CC-POI in the UPF over theLI_T3
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interface. The activation message shall contain the correlation identifiers that the CC-POI in the UPF shall use with the
XCC. This can be achieved by sending an ActivateTask message as defined in ETS| TS 103 221-1 [7] clause 6.2.1 with
the following details.

Table 6.2.3-6: ActivateTask message for triggering the CC-POI in the UPF

ETSI TS 103 221-1 [7] field name Description M/C/O
XID Allocated by the CC-TF as per ETSI TS 103 221-1 [7]. M
Targetldentifiers Packet detection criteria as determined by the CC-TF in the SMF, which M

enables the UPF to isolate target traffic. The CC-POI in the UPF shall
support at least the identifier types given in table 6.2.3-7.

NOTE: Thisvalueisthetarget identifier for the CC-POI in the UPF
and may be different from the target identifier specified in the

warrant.
DeliveryType Set to “X30nly". M
ListOfDIDs Delivery endpoints for LI_X3. These delivery endpoints shall be configured M

by the CC-TF in the SMF using the CreateDestination message as described
in ETSI TS 103 221-1 [7] clause 6.3.1 prior to first use.

CorrelationID Correlation ID to assign to X3 PDUs generated by the CC-POI in the UPF. M
This field is populated with the same CorrelationID the IRI-POI in the SMF
uses for the associated xIRI.

ProductID Shall be set to the XID of the Task Object associated with the interception at |M
the CC-TF. This value shall be used by the CC-POI in the UPF to fill the XID
of X3 PDUs.

The CC-TF in the SMF shall not send the ListOf ServiceTypes parameter of the ActivateTask message to the CC-POI in
the UPF.

Table 6.2.3-7: Target Identifier Types for LI_T3

Identifier type Owner ETSI TS 103 221-1 [7] Definition
Targetldentifier type

GTP Tunnel ID 3GPP gtpuTunnelld F-TEID (see XSD schema)

UE IP Address ETSI IPv4Address or IPv6Address See ETSI TS 103 221-1 [7]

UE TCP/UDP Port ETSI TCPPort or UDPPort See ETSI TS 103 221-1 [7]

PFCP Session ID 3GPP TargetldentifierExtension / FSEID F-SEID (see XSD schema)

PDR ID 3GPP TargetldentifierExtension / PDRID 32 hit unsigned integer (see XSD schema)

QER ID 3GPP TargetldentifierExtension / QERID 32 bit unsigned integer (see XSD schema)

Network Instance 3GPP TargetldentifierExtension / Octet string (see XSD schema)
NetworklInstance

GTP Tunnel Direction |3GPP TargetldentifierExtension / Enumeration (see XSD schema)
GTPTunnelDirection

When the CC-TF in the SMF detects that atargeted PDU session is changing (i.e. when the SMF sends the N4 Session
Modification Reguest to the UPF) in away that requires changes to the interception aready activated by the CC-POI in
the UPF, the CC-TF shall modify the interception at the CC-POI in the UPF over the LI_T3 interface. Thisis achieved
by sending aModifyTask message as defined in ETSI TS 103 221-1 [7] clause 6.2.2. The ModifyTask message
contains the same detail s as the ActivateTask message with the following fields updated as appropriate.

Table 6.2.3-8: Parameters that may be changed in a ModifyTask message when updating interception
at the CC-POIl in the UPF

ETSI TS 103 221-1 [7] field name Description M/C/O

Targetldentifiers Updated packet detection criteria as determined by the CC-TF in the SMF. M

NOTE: Seenoteson Targetldentifiersin table 6.2.3-6.
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When the CC-TF in the SMF detects that atargeted PDU session is changing (i.e. when the SMF sends the N4 Session
Modification Request to the UPF) for which the interception had not been previously activated in the CC-POI in the
UPF (e.g. in case of previous unsuccessful LI activation at the CC-POI in the UPF by the CC-TF in the SMF), the CC-
TF shall send an activation message to the CC-POI in the UPF over the LI_T3 interface. The activation message shall
contain the correlation identifiers that the CC-POI in the UPF shall use with the xCC. This can be achieved by sending
an ActivateTask message asdefined in ETSI TS 103 221-1 [7] clause 6.2.1 with the details provided by Table 6.2.3-6.

When the CC-TF in the SMF detects that the PDU session has been released (i.e. when the SMF sends the N4: Session
Release Request to the UPF) for atarget UE, it shall send a deactivation message to the CC-POI in the UPF over the
LI_T3 interface. When using ETSI TS 103 221-1 [7] thisis achieved by sending a DeactivateTask message with the
XID field set to the XID associated with the interception, as described in ETS| TS 103 221-1 [7] clause 6.2.3.

By default, interception shall occur at the anchor UPF as described in clause 6.2.3.3.3.

When a warrant that includes the service scoping of CC is activated for atarget UE with an established PDU session
and when the IRI-POI present in the SMF generates the XIRI containing an

SMFStartOfI nterceptionWithEstablishedPDU Session record (see clause 6.2.3.2.5), the CC-TF present in the SMF shall
send an activation message to the CC-POI present in the UPF to generate the xCC.

6.2.3.3.2 CC interception with multi-homed PDU session

When atarget UE accesses multiple Data Networks (DNs) viaa multi-homed PDU session (see TS 23.501 [2] clause
5.6.4.3), multiple UPFs are involved in providing the PDU Session Anchors, with one UPF providing the Branching
Point functionality. The Branching Point UPF may, or may not, be a PDU Session Anchor UPF (see TS 33.127 [5]
Annex A3.2). The CC-TF present in the SMF shall send the CC intercept trigger to the CC-POI present in an UPF if
and only if that UPF is selected to provide the CC-POI functions.

When the target UE isinvolved in multi-homed PDU session, the CC-TF present in the SMF (i.e. in the SMF that
establishes the PDU session) shall determine which UPF(s) is(are) more suitable to provide the CC-POI functions
adhering to the following requirements specified in TS 33.127 [5]:

- All applicable user plane packets are captured and delivered.
- Duplicate delivery of CC is suppressed to the extent possible.

This clause assumes that a PDU session contains only one Branching Point UPF (with N3 reference point toward the
target UE) and one PDU Session Anchor UPF for each DN connection.

Since the present document requires the interception of all DN connections, the SMF may choose either all the PDU
Session Anchor UPFs or the Branching Point UPF to provide the CC-POI functions.

The Branching Point UPF may be chosen when all user plane packets pass through the Branching Point UPF, and the
CC-TF present in the SMF may choose the Branching Point UPF to provide the CC-POI function and accordingly, send
the CC interception trigger to the CC-POI present in the Branching Point UPF. The CC intercept trigger shall include
the packet detection rules. An example of theserulesis:

- Generate the xCC from all the incoming and outgoing user plane packets to the target UE.

In this case, the CC-TF present in the SMF shall not select any of the PDU Session Anchor UPFs to provide the CC-
POI functions.

When a Branching Point UPF is chosen to provide the CC-POI functions, and if the Branching Point UPF is removed
from the user plane path during a PDU session, then the CC POI functions will have to be moved to the PDU Session
Anchor UPFs.

The xCC delivered to the MDF3 shall be correlated to the PDU session related XIRI. The use of Correlation Id shall be
on a user-plane path basis, which means that the XxCC generated at different UPFs that belong to different PDU sessions
may need to have separate Correlation 1Ds, each correlating to their own PDU session related xIRI.

6.2.3.3.3 CC Interception only at PDU Session Anchor UPFs

An option isto intercept a copy of the packets sent and received on the N6 interface [2] side of the PDU Anchor UPF
(for each UL classifier in case of selective routing or Service and Session Continuity mode 3) for all DNs the subject is
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connected to. In the in-bound roaming case for home-routed roaming, the CSP shall deliver a copy of the packets sent
and received on the N9 side of the PDU Anchor UPF towards the serving network.

6.2.3.4 IRI-POI in UPF triggering over LI_T2

When interception of packet header information is authorised, if approach 1 described in clause 6.2.3.9.1 is used for
packet header information reporting, the IRI-TF in the SMF shall send atrigger to the IRI-POI in the UPF over the
LI_T2 interface when the IRI-TF in the SMF detects that a PDU session has been established for atarget UE. The
activation message shall contain the correlation ID that the IRI-POI in the UPF shall use when generating xIRI. This
shall be achieved by sending an ActivateTask message as defined in TS 103 221-1 [7] clause 6.2.1 with the following
details.

Table 6.2.3-9: ActivateTask message for triggering the UPF IRI-POI

ETSI TS 103 221-1 [7] field name Description M/C/O
XID Allocated by the IRI-TF as per ETSI TS 103 221-1 [7]. M
Targetldentifiers Packet detection criteria as determined by the IRI-TF in the SMF, which M

enable the UPF IRI-POI to isolate target traffic. The IRI-POI in the UPF shall
support at least the identifier types given in table 6.2.3-7.

NOTE: Thisvalueisthe target identifier for the IRI-POI in the UPF and
may be different from the target identifier specified in the

warrant.
DeliveryType Set to “X20nly”. M
TaskDetailsExtensions/ Header reporting-specific tag to be carried in the TaskDetailsExtensions field |M
HeaderReporting of ETSI TS 103 221-1 [7]. See table 6.2.3.9.2-1.
ListOfDIDs Delivery endpoints of LI_X2. These delivery endpoints shall be configured by (M

the IRI-TF in the SMF using the CreateDestination message as described in
ETSI TS 103 221-1 [7] clause 6.3.1 prior to first use.

CorrelationID Correlation ID to assign for xIRI generated by the IRI-POI in the UPF. This M
field is populated with the same CorrelationID the IRI-POI in the SMF uses
for the associated xIRI.

ProductID Shall be set to the XID of the Task Object associated with the interception at |M
the IRI-TF. This value shall be used by the IRI-POI in the UPF to fill the XID
of X2 PDUs.

The IRI-TF in the SMF shall not send the ListOf ServiceTypes parameter of the ActivateTask message to the IRI-POI in
the SMF.

Table 6.2.3-10: Void

When the IRI-TF in the SMF detects that atargeted PDU session has changed in a way which requires changes to the
interception by the IRI-POI in the UPF, the IRI-TF in the SMF shall modify the interception at the IRI-POI in the UPF
over the LI_T2 interface. Thisis achieved by sending aModifyTask message as defined in ETSI TS 103 221-1 [7]
clause 6.2.2. The ModifyTask message contains the same details as the ActivateTask message with the following fields
updated as appropriate.

Table 6.2.3-11: Parameters that may be changed in a ModifyTask message when updating
interception at the IRI-POI in the UPF

Field name Description M/C/O

Targetldentifiers Updated packet detection criteria as determined by the IRI-TF in the SMF. M

NOTE: See notes on Targetldentifiersin table 6.2.3-6.

When the IRI-TF in the SMF detects that the PDU session has been released for atarget UE, it shall send a deactivation
message to the IRI-POI in the UPF over the LI_T2 interface. When using ETSI TS 103 221-1 [7] thisis achieved by
sending a DeactivateT ask message with the XID field set to the XID associated with the interception, as described in
ETSI TS 103 221-1[7] clause 6.2.3.
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When a PDU session involves multiple UPFs, the selection of UPF to provide the IRI-POI functions shall be done in the
same way an UPF is selected to provide the CC-POI functions as described in clauses 6.2.3.3.2 and 6.2.3.3.3.

When interception of packet header information is authorised for atarget UE, if approach 1 described in clause 6.2.3.9.1
isused for packet header information reporting, the IRI-TF present in the SMF shall send an activation message to the
IRI-POI present in the UPF when the IRI-POI present in the SMF generates the xIRI containing an

SMFStartOfI nterceptionWithEstablishedPDUSession record to generate the packet header information reporting related
xIRIs from the user plane packets of that PDU session.

6.2.3.5 Generation of xIRI at UPF over LI_X2

6.2.3.5.1 Packet data header reporting

When packet header information reporting is authorised, packet header information reports are generated either by the
IRI-POI in the UPF (if approach 1 from clause 7.12.2.3 of TS 33.127 [5] is used) or by the MDF2 (if approach 2 from
clause 7.12.2.3 of TS 33.127 [5] is used). Depending on the requirements of the warrant, the packet header information
reports can be in per-packet form, as Packet Data Header Reports (PDHRS), or in summary form, as Packet Data
Header Summary Reports (PDSRs).

6.2.3.5.2 Fragmentation

If the IRI-POI in the UPF is placed on alink which fragmented the original |P packet (see IETF RFC 791[34] for basic
fragmentation rules, and IETF RFC 815 [26] for more complex re-assembly rules), a situation may occur in which only
the first fragment can be sensibly reported in a PDHR, while the subsequent fragments may be missing essential fields

that are mandatory, which may cause simplistic implementations to mis-report them, or omit them altogether.

In this case, the IRI-POI in the UPF shall report the first fragment of afragmented |P packet, including the port numbers
when they are included within this first fragment, using the length of the fragment to determine if the port numbers are
indeed encoded within this first fragment. The subsequent fragments are reported without port information. This
technique relieves the IRI-POI in the UPF from having to reassemble the original | P packet (at line speed) at the cost of
accuracy of the reported fields.

6.2.3.5.3 Packet Data Header Report (PDHR)

If the per-packet form of packet header information reporting, i.e. PDHR, is authorised, the PDHeaderReport xIRI shall
be generated as described in clause 6.2.3.9.3.

6.2.3.5.4 Packet Data Summary Report (PDSR)

If the summary form of the packet header information reporting, i.e. PDSR, is authorised, the PDSummaryReport xIRI
shall be generated as described in clause 6.2.3.9.4.

6.2.3.6 Generation of xCC at CC-POI in the UPF over LI_X3

The CC-POI present in the UPF shall send xCC over LI_X3 for each IP packet matching the criteria specified in the
Triggering message (i.e. ActivateTask message) received over LI_T3 from the CC-TF in the SMF.

NOTE: Implementers are reminded of the completeness and non-duplication requirements (see TS 33.127 [5]).
Each X3 PDU shall contain the contents of the user plane packet given using the GTP-U, IP or Ethernet payload format.

The CC-POI present in the UPF shall set the payload format to indicate the appropriate payload type (5 for |Pv4 Packet,
6 for IPv6 Packet, 7 for Ethernet frame or 12 for GTP-U Packet as described in ETSI TS 103 221-2 [8] clauses 5.4 and
5.4.13.

If handover of the entire GTP-U packet is required over L1_HI3 (see clause 6.2.3.8), then consideration shall be made of
the correct choice of L1_X3 payload type to ensure that the MDF3 has the necessary CC information. Support for
delivery of LI_X3 as payload type 12 (GTP-U packet) is mandatory.

The CC-POI present in the UPF may use the Additional XID Related Information attributes to facilitate efficient
delivery of xCC, as specified in ETS| TS 103 221-2 [8] clause 5.3.22.
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6.2.3.7

When an xIRI isreceived over L1_X2 from the IRI-POI in the SMF or the IRI-POI in the UPF, the MDF2 shall send the
IRl message over L1_HI2 without undue delay. The IRl message shall contain a copy of the relevant record received
from LI_X2. The record may be enriched by other information available at the MDF (e.g. additional location
information).

Generation of IRl over LI_HI2

The timestamp field of the ETSI TS 102 232-1 [9] PSHeader structure shall be set to the time at which the SMF event
was observed (i.e. the timestamp field of the xIRI).

The IRI type parameter (see ETSI TS 102 232-1 [9] clause 5.2.10) shall be included and coded according to table 6.2.3-
14.

Table 6.2.3-14: IRI type for IRI messages

Record type IRl Type
SMFPDUSessionEstablishment BEGIN
SMFPDUSessionRelease END
SMFPDUSessionModification CONTINUE
SMFStartOfInterceptionWithEstablishedPDUSession BEGIN
SMFUnsuccessfulProcedure REPORT
SMFMAPDUSessionEstablishment BEGIN
SMFMAPDUSessionRelease END
SMFMAPDUSessionModification CONTINUE

SMFStartOfinterceptionWithEstablishedMAPDUSession

BEGIN

SMEMAUnNsuccessfulProcedure REPORT
PDHeaderReport REPORT
PDSummaryReport REPORT

IRl messages associated with the same PDU Session shall be assigned the same CIN (see ETSI TS 102 232-1 [9] clause
5.2.4).

The threeGPP33128DefinedIRI field (see ETSI TS 102 232-7 [10] clause 15) shall be populated with the BER-encoded
IRIPayload.

When an additional warrant is activated on atarget UE and the L1PF uses the same X 1D for the additional warrant, the
MDF2 shall be able to generate and deliver the IRl message containing the

SMFStartOf1 nterceptionWithEstablishedPDU Session record and the

SM FStartOf nterceptionWithEstablishedM APDU Session record to the LEMF associated with the additional warrant
without receiving a corresponding xIRI. The payload of the SMFStartOfI nterceptionWithEstablishedPDUSession
record is specified in table 6.2.3-4, while the payload of the SM FStartOf1 nterceptionWithEstablishedM APDU Session
record is specified in table 6.2.3-9. The MDF2 shall generate and deliver the IRI message containing the
SMFStartOfI nterceptionWithEstablishedPDUSession record for each of the established PDU sessions to the LEMF
associated with the new warrant. The MDF2 shall generate and deliver the IRl message containing the

SMFStartOfI nterceptionWithEstablishedM APDUSession record for each of the established MA PDU sessions to the
LEMF associated with the new warrant.

If the MDF2 did not receive from the IRI-POI the value of timeOfSessionEstablishment parameter in a previous
corresponding SMFStartOf I nterceptionWithEstablishedPDU Session or

SMFStartOfI nterceptionWithEstablishedM APDUSession xIRI for the same session, the MDF2, when generating the
SMFStartOfI nterceptionWithEstablishedPDUSession or the SMFStartOf | nterceptionWithEstablishedM APDU Session
IRI shall include in that parameter the time provided in the timestamp previously received in the header of the related
SMFPDU SessionEstablishment or SMFM APDU SessionEstablishment XIRI.

When the delivery of packet header information is authorised and approach 2 described in clause 6.2.3.9.1 is used, the
MDF2 shall generate the IRl message and send it over LI_HI2 without undue delay when XCC is received over
LI_MDF from the MDF3. The MDF2 shall generate packet header information reporting as described in clause 6.2.3.5.

6.2.3.8
When the xCC isreceived over L1_X3, the MDF3 shall emit the CC over LI_HI3 without undue delay.

Generation of CC over LI_HI3
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The timestamp field of the ETSI TS 102 232-1 [9] PSHeader structure shall be set to the time that the UPF observed the
data (i.e. the timestamp field of the xCC). The LIID and CID fields shall correctly reflect the target identity and
communication session to which the CC belongs.

The MDF3 shall populate the threeGPP33128DefinedCC field (see clause 5.5.3 of the present document) with a BER-
encoded CCPayload structure containing either:

1. TheuPFCCPDU field containing the GTP-U packet received over L1_X3. It shall only be used if the
content of the GTP-U packet is an IPv4 or IPv6 packet.
2. The extendedUPFCCPDU field as described in table 6.2.3-15.

The MDF3 shall support delivery using either option.

Table 6.2.3-15: ExtendedUPFCCPDU structure

Field name Description M/C/O
payload Payload of the GTP-U packet without GTP-U encapsulation. Content shall be M
supplied according to table 6.2.3-16.
gFl Shall be populated with the QoS Flow Identifier value from the GTP-U header C
extension (see TS 38.415 [41] clause 5.5.3.3) if present over LI_X3.

Table 6.2.3-16: UPFCCPDUPayload structure

Field name Description
uPFIPCC Contains an IPv4 or IPv6 packet
uPFEthernetCC Contains an Ethernet frame
uPFUnstructuredCC Contains an unstructured packet

6.2.3.9 Packet header information reporting

6.2.3.9.1 General

Asdescribed in TS 33.127 [5] clause 7.12.2, warrants that do not require the interception of communication contents
but do require packet header information reporting will require access to the user plane packets. Packet header
information reporting includes the following two IRl messages.

- Packet Data Header Reporting (PDHR) in the form of PDHeaderReport records.
- Packet Data Summary Reporting (PDSR) in the form of PDSummaryReport records.
TS 33.127 [5] clause 7.12.2 provides two approaches for the generation of such IRI messages.

In approach 1, the IRI-POI present in the UP Entityconstructs and delivers the packet header information reporting
related xIRIs to the MDF2 as described in clause 6.2.3.4.

In approach 2, the CC-POI present in the UP Entity intercepts, constructs and delivers the xCC to the MDF3 as
described in clause 6.2.3.6. The MDF3 forwards the xCC to the MDF2 over the LI_MDF interface and the MDF2
generates the IRI messages containing the packet header information reporting related records from the xCC.

In both approaches, the payload of the PDHeaderReport and PDSummaryReport records are as described in clauses
6.2.3.9.3, 6.2.3.9.4, tables 6.2.3.9.3-1 and 6.2.3.9.4-1. Note that in approach 2, the MDF2 generates these IRl messages
containing PDHeaderReport and PDSummaryReport records without receiving the equivalent xIRI from an IRI-POI.
The actions of the MDF2, the MDF3, the CC-TF in the CP Entity in 5GS and CUPS EPS, and the CC-POI in non-
CUPS EPS are managed as part of the intercept data provisioned to them over the LI_X1 interface.

6.2.3.9.2 Provisioning details

Table 6.2.3.9.2-1 shows the details of the HeaderReporting TaskDetailsExtension used inthe LI_X1 ActivateTask
message used for provisioning LI functions when packet header information reporting is authorised.
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Table 6.2.3.9.2-1: PDHRReportingExtensions parameters

Field name

Description

M/C/O

pDHType

This field shall be set to either:
- "PDHR," for packet-by-packet reporting.
- "PDSR," for summarized reporting.

pDSRParameters

If pDHType is PDSR, this field shall be set. See table 6.2.3.9.2-2.

Table 6.2.3.9.2-2: PDSRParameters

Field name

Description

M/C/O

pDSRTriggerType

This field shall be set to at least one of the following triggers:
a) timer expiry (along with a timer value and unit).
b packet count (along with a value for the number of packets detected
before a summary is to be triggered).
c) byte count (along with a value for the cumulative byte size
reached across all packets belonging to the summary before said
summary is to be triggered).
Summary reports shall not be cumulative, i.e. each summary report shall
describe only the packets contained in its respective range, and each new
summary shall start its count (of whichever attribute from the numbered list
above applies) from zero, i.e. the information in the (n+1)’th summary report
starts immediately after the end of the n’'th summary report.

useSessionTriggers

If useSessionTriggers is present and set to true, the trigger described in the
pDSRTriggerType parameter shall be applied at the session level instead of per-
flow.

6.2.3.9.3

PDHeaderReport record

If the per-packet form of packet header information reporting, i.e. PDHR, is used, the L1 function responsible for
generating the xIRI extracts the information shown in table 6.2.3.9.3-1 from each packet.
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Table 6.2.3.9.3-1: PDHeaderReport record

Field name Description M/C/O
pDUSessionID The PDU Session ID value 255 shall be used by the sender; the receiver shall ignore |M
the parameter (see NOTE).
sourcelPAddress Shall contain the source address of the packet from the 32-bit “Source Address” field |M

in IPv4, as defined in IETF RFC 791 [34], or from the 128-bit “Source Address” field
in IPv6, as defined in IETF RFC 2460 [27].

sourcePort Shall contain the “Source Port” number that indicates an application or service C
running on top of the transport, if the “Protocol” IP field (see the nextLayerProtocol
field below in this table) is one of:
a) Transmission Control Protocol (TCP), IP “Protocol” field decimal “67;
see IETF RFC 793 [28].
b) User Datagram Protocol (UDP), IP “Protocol” field decimal “17”; see
IETF RFC 768 [29].
c) Datagram Congestion Control Protocol (DCCP), IP “Protocol” field
decimal “33"; see IETF RFC 4340 [30].
d) Stream Control Transmission Protocol (SCTP), IP “Protocol” field
decimal “132"; see IETF RFC 4960 [31].
For further details on Layer four protocols, see IANA [32].

destinationlPAddress Shall contain the destination address of the packet from the 32-bit “Destination M
Address” field in IPv4, as defined in IETF RFC 791 [34], or from the 128-bit
“Destination Address” field, as defined in IETF RFC 2460 [27].

destinationPort Shall contain the “Destination Port” number that indicates an application or service C
running on top of the transport, if the “Protocol” IP field (see the nextLayerProtocol
field below in this table) is one of:
e) Transmission Control Protocol (TCP), IP “Protocol” field decimal “67;
see IETF RFC 793 [28].
f)  User Datagram Protocol (UDP), IP “Protocol” field decimal “17”; see
IETF RFC 768 [29].
g) Datagram Congestion Control Protocol (DCCP), IP “Protocol” field
decimal “33"; see IETF RFC 4340 [30].
h)  Stream Control Transmission Protocol (SCTP), IP “Protocol” field
decimal “132"; see IETF RFC 4960 [31].
For further details on Layer four protocols, see IANA [32].

nextLayerProtocol Shall contain the contents of the IP “Protocol” field as defined in IETF RFC 791 [34] |M
(bits 72...79 in the IP header), and is one of the assigned Internet protocol numbers
defined in IANA [32].

iPv6flowLabel If the IP addresses in the report are IPv6, this field shall contain the 20-bit IPv6 “Flow |C
Label” as defined in:

- IPv6 IETF RFC 2460 [27], and

- IPV6 Flow Label Specification IETF RFC 6437 [33].

direction Shall contain the direction of the intercepted packet, and it indicates either “from M
target” or “to target.”
packetSize Shall contain the value of the “Total Length” IP header field if IPv4 is used, as M

defined in IETF RFC 791 [34], or the value of the “Payload Length” field if IPv6 is
used, as defined in IETF RFC 2460 [27].

NOTE: Thisisaplaceholder value used to fill the pDUSessionlD field, given that the UPF does not receive the
PDU Session ID used for the session by the SMF, so thisinformation is not available at the UPF. The PDU
Session ID can be retrieved by the LEMF from the IRIs generated by the IRI-POI at the SMF and delivered
by the MDF2.

6.2.3.94 PDSummaryReport record

If the summary form of the packet header reporting, i.e. PDSR, is used, the LI function responsible for generating the
XIRI extracts the information shown in table 6.2.3.9.4-1 from each packet and aggregates it in summaries according to
the pDSRType field defined in the PDHRReportingExtensions parameters of the ActivateTask message used to
provision the LI function. In addition, the current summary is sent when the LI function responsible for generating the
XIRI receives a DeactivateTask message for the Task that generated the PDSR regardless of whether the trigger in the
pDSRType field of the ActivateTask message was met. In this case, the pDSRSummaryTrigger field of the PDSR
record shall be set to endOfFlow.

A PDSR shall be generated each time aflow (Source IP, Source Port, Destination I P, Destination Port, Next Level
Protocol, Direction) starts or ends.
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If the useSessionTriggers flag (see table 6.2.3.9.2-2) is absent or set to false and the provisioned pDSRTriggerTypeis:

- Packet count, aPDSR shall be generated whenever the number of packets detected as a part of the flow reaches
the provisioned trigger value.

- Bytecount, aPDSR shall be generated whenever the value for the cumulative byte size across all packets
belonging to the flow reaches the provisioned trigger value.

- Timer expiry, a separate timer should be used for each flow. A PDSR shall be generated for a flow whenever the
timer for that flow expires.

If the useSessionTriggers flag (see table 6.2.3.9.2-2) is set to true and the provisioned pDSRTriggerTypeis:

- Packet count, a PDSR shall be generated for each open flow whenever the number of packets sent and received
in the PDU Session/PDN Connection is reaches the provisioned trigger value.

- Bytecount, aPDSR shall be generated for each open flow whenever the value for the cumulative byte size
across al packets belonging to the PDU Session/PDN Connection is reaches the provisioned trigger value.

- Timer expiry, asingle timer should be used for each PDU Session/PDN Connection. A PDSR shall be generated
for each open flow whenever the timer expires.
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Table 6.2.3.9.4-1: PDSummaryReport record

ETSI



3GPP TS 33.128 version 17.6.0 Release 17 85 ETSI TS 133 128 V17.6.0 (2022-09)
Field name Description M/CIO
pDUSessionID The PDU Session ID value 255 shall be used; the receiver shall ignore the M
parameter (see NOTE).
sourcelPAddress Shall contain the source address of the packet from the 32-bit “Source Address” field |M
in IPv4, as defined in IETF RFC 791 [34], or from the 128-bit “Source Address” field
in IPv6, as defined in IETF RFC 2460 [27].
sourcePort Shall contain the “Source Port” number that indicates an application or service C
running on top of the transport, if the “Protocol” IP field (see the nextLayerProtocol
field below in this table) is one of:
a) Transmission Control Protocol (TCP), IP “Protocol” field decimal “6”;
see IETF RFC 793 [28].
b) User Datagram Protocol (UDP), IP “Protocol” field decimal “17”; see
IETF RFC 768 [29].
c) Datagram Congestion Control Protocol (DCCP), IP “Protocol” field
decimal “33"; see IETF RFC 4340 [30].
d) Stream Control Transmission Protocol (SCTP), IP “Protocol” field
decimal “132"; Stream Control Transmission Protocol [31].
For further details on Layer four protocols, see IANA [32].
destinationlPAddress Shall contain the destination address of the packet from the 32-bit “Destination M
Address” field in IPv4, as defined in IETF RFC 791 [34], or from the 128-bit
“Destination Address” field, as defined in IETF RFC 2460 [27].
destinationPort Shall contain the “Destination Port” number that indicates an application or service C
running on top of the transport, if the “Protocol” IP field (see the nextLayerProtocol
field below in this table) is one of:
a) Transmission Control Protocol (TCP), IP “Protocol” field decimal “6”;
see IETF RFC 793 [28].
b) User Datagram Protocol (UDP), IP “Protocol” field decimal “17”; see
IETF RFC 768 [29].
c) Datagram Congestion Control Protocol (DCCP), IP “Protocol” field
decimal “33"; see IETF RFC 4340 [30].
d) Stream Control Transmission Protocol (SCTP), IP “Protocol” field
decimal “132"; Stream Control Transmission Protocol [31].
For further details on Layer four protocols, see IANA [32].
nextLayerProtocol Shall contain the contents of the IP “Protocol” field as defined in IETF RFC 791 [34] |M
(bits 72..79 in the IP header), and is one of the assigned Internet protocol numbers
defined in IANA [32].
iPv6flowLabel If the IP addresses in the report are IPv6, this field shall contain the 20-bit IPv6 “Flow |C
Label” as defined in IPv6 IETF RFC 2460 [27] and the IPV6 Flow Label Specification
IETF RFC 6437 [33].
direction Shall contain the direction of the intercepted packet, and it indicates either “from M
target” or “to target.”
pDSRSummaryTrigger Shall contain the trigger that caused the summary report to be generated, which is M
one of the following:
a) timer expiry.
b) packet count.
c) byte count.
d) start of a flow.
e) end of a flow.
firstPacketTimestamp Shall contain the timestamp that represents the time that the IRI-POI in the UPF M
detected the first packet in the set represented by this summary.
lastPacketTimestamp Shall contain the timestamp that represents the time that the IRI-POI in the UPF M
detected the last packet in the set represented by this summary.
packetCount Shall contain the number of packets detected during the creation of this summary. M
byteCount Shall contain the number of bytes summed across all packets that belong to this M
summary. For IPv4 it is the sum of the “Total Length” fields across all packets in the
summary as defined in Internet Protocol IETF RFC 791 [34], while for IPv6 it is the
sum of the “Payload Length” fields across all packets in the summary as defined in
Internet Protocol, Version 6 (IPv6) Specification, IETF RFC 2460 [27].
perSessionTrigger Shall be present and set to true if the trigger that caused the summary report to be C

generated was applied to the Session. If the trigger that caused the summary report
to be generated was applied per flow, this parameter may be omitted but shall be set
to false if present.

NOTE:

Thisis aplaceholder value used to fill the pDUSessionlD field, given that the UPF does not receive the

PDU Session ID used for the session by the SMF, so thisinformation is not available at the UPF. The PDU
Session ID can be retrieved by the LEMF from the IRIs generated by the IRI-POI at the SMF and delivered

by the MDF2.
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6.2.3.10 Sharing LI state information over LI_ST

6.2.3.10.1

Overview

TFsin SMFsin SMF sets need to share LI state information to avoid losing track of the XI1Ds and Correlationl Ds used

in the tasks activated in the POI in the UPF when the triggered task control is transferred from one TF to another.

POIsin SMFsin SMF sets need to share LI state information to avoid losing track of the Correlationl Ds and sequence
numbers used in the generation of xIRI and xCC when the interception is moved to another POI in the same SMF set.

The LIPF may request, store or remove any LI state records at any moment. The L1PF may revoke the credentials of
any LI function to usethe LI_ST function viaLIl_XO.

6.2.3.10.2

Storing LI state

The TFinthe SMF shall store the LI state (related to atask active in the UPF POI) in the LISSF whenever the parent
SMF stores session state for the relevant PDU session in the UDSF and whenever the parent SMF sends session state
for the relevant PDU session to another SMF.

The POI in the SMF shall storethe LI state (related to atask active in the SMF POI) in the LI1SSF whenever the parent
SMF stores session state for the relevant PDU session in the UDSF and whenever the parent SMF sends session state
for the relevant PDU session to another SMF.

When storing state, the L1 function in the SMF shall use the state storage procedure specified in clause 5.10.2. During
this procedure, the LI function shall add the metadata shown in table 6.2.3.10.2-1 to the RecordMeta for the record.

Table 6.2.3.10.2-1: Additional metadata for the RecordMeta

Field Name Description M/C/O
PDUSessionID Identifier for the PDU session related to task. M
UDSFRecordID The recordID used by the parent SMF to store the associated SMF session M

information in the UDSF.
Identifier for the record type which can be "TFLIState" or "POILIState". M

LIStateRecordType

The TF shall store the following information as the first record block (see TS 29.598 [64] clause 6.1.3.3.3.2), encoded
as XML following the XSD schema givenin Annex H.

Table 6.2.3.10.2-2: TFLIState structure for storing TF state information in the LISSF

Field Name Description M/C/O
PDUSessionID Identifier for the PDU session related to task. M
XID XID of the task object associated with the interception at the TF in SMF. M
CorrelationID Correlation ID to assign to interception product generated by the POI in the UPF. M
TriggeredTasks Collection of information about tasks that the TF in SMF has activated in triggered |M
POls in UPF due to interception for this PDU session. As a list of TriggeredTask,
see table 6.2.3.10.2-3 below.
Table 6.2.3.10.2-3: TriggeredTask
Field Name Description M/C/O
XID XID of the task object associated with the interception at the triggered. M
NEID NEID used in LI _T2/LI T3 communication by the triggered POI in UPF. M

The TF shall specify the XID in order to avoid removing the LI state related to the same ProductI D but a different task
in the UPF POI, for exampleif there is more than one PDU session.
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The SMF POI shall store the information shown in table 6.2.3.10.2-4 as the first record block (see TS 29.598 [64]
clause 6.1.3.3.3.2), encoded as XML following the XSD schema given in Annex H.

Table 6.2.3.10.2-4: POILIState structure for storing POI state information in the LISSF

Field Name Description M/C/O
PDUSessionID Identifier for the PDU session related to task. M
XID XID of the task object associated with the interception at the POl in SMF. M
SequenceNumber Last sequence number used in the generation of xIRI/xCC. M
CorrelationID Correlation ID to assign to interception product generated by the POl in the SMF. M
6.2.3.10.3 Retrieving LI state

When the TF in an SMF in an SMF set is provisioned by the LIPF with a specific XID and access to an LISSF function,
the TF shall usethe LISSF to retrieve LI state information.

If the implementation of the SMF set does not ensure that active SM contexts are always present in some SMF of the
SMF set, when atask previously provisioned by the LIPF in the TF is deactivated, the TF shall request the records
associated to the X1D (received from the LIPF) from the LISSF, by performing a search as described in clause 5.10.3,
using the X1D as a search criteria. If no records are found, the TF may assume that no previous interception has
occurred and proceed accordingly.

When a TF detects that its parent SMF is retrieving state for atargetted PDU session from the UDSF, the TF shall
request records associated with that PDU session from the L1SSF by performing a search as described in clause 5.10.3
and using the UDSFRecordI D used by the SMF as a search criteria. When a TF detects that its parent SMF isreceiving
state for atargetted PDU session from another SMF, the TF shall request records associated with that PDU session from
the LISSF by performing a search as described in clause 5.10.3 and using the X1D of the task related to the target of that
PDU session. If no records are found, the TF may assume that no previous interception has occurred and proceed
accordingly. Implementers should be aware that multiple records may be returned.

When an SMF POI detects that its parent SMF is retrieving state for atargetted PDU session from the UDSF, the POI
shall request records associated with that PDU session from the LI1SSF by performing a search as described in clause
5.10.3 and using the UDSFRecordID used by the SMF as a search criteria. When an SMF POI detects that its parent
SMF isreceiving state for atargetted PDU session from another SMF, the SMF POI shall request records associated
with that target PDU session from the LISSF by performing a search as described in clause 5.10.3 and using the XID of
the task related to the target of that PDU session. If no records are found, the SMF POl may assume that no previous
interception has occurred and proceed accordingly.

6.2.3.104 Removing LI state

When atask is deactivated successfully in the UPF POI, the TF shall remove the LI state record from the LISSF as
described in clause 5.10.4.

When atask is deactivated in the SMF POI, the POI shall remove the LI state record from the L1SSF as described in
clause 5.10.4.

6.2.4 LI at UDM for 5G

6.24.1 General description

In 5G packet core network, the UDM provides the unified data management for UE. The UDM shall have L1
capabilities to generate the target UE’ s service arearegistration related xIRI. See clause 7.2.2 for the details.

6.2.5 LI at SMSF

6.25.1 Provisioning over LI_X1

The IRI-POI present in the SMSF is provisioned over LI_X1 by the LIPF using the X1 protocol as described in clause
5.2.2.
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The IRI-POI in the SMSF shall support the following target identifier formatsin the ETSI TS 103 221-1 [7] messages:
- SUPIIMSI.
- SUPINAI.
- PEIIMEL
- PEIIMEISV.
- GPSIMSISDN.
- GPSINAL.

If service scoping isto be performed at the IRI-POI in the SMSF, the IRI-POI in the SMSF shall support the following
CSP service types (see clauses 4.4.2 and 5.2.4):

- Messaging.

If the IRI-POI in the SMSF receives an ActivateTask message and the ListOfServiceTypes parameter contains a
ServiceType that is not supported, the IRI-POI in the SMSF shall reject the task with an appropriate error as described
in ETSI TS 103 221-1 [7] clause 6.2.1.2.

Table 6.2.5-1 shows the minimum details of the LI_X1 ActivateTask message used for provisioning the IRI-POI in the
SMSF.

Table 6.2.5-1: ActivateTask message for the IRI-POI in the SMSF

ETSI TS 103 221-1 [7] field name Description M/C/O
XID XID assigned by LIPF. M
Targetldentifiers One of the target identifiers listed in the paragraph above. M
DeliveryType Set to “X20nly”. M
ListOfDIDs Delivery endpoints for LI_X2 for the IRI-POI in the SMSF. These delivery M

endpoints are configured using the CreateDestination message as described
in ETSI TS 103 221-1 [7] clause 6.3.1 prior to the task activation.

TaskDetailsExtensions/ This field shall be included if the delivery of the full TPDU is not authorised. |C
SMSFExtensions See table 6.2.5-2.
ListOfServiceTypes Shall be included when the task should only intercept specific CSP service |C

types as described in clause 5.2.4. This parameter is defined in ETSI TS 103
221-1[7], clause 6.2.1.2, table 4.

Table 6.2.5-2: TruncateTPUserData Parameters

Field Name Description M/C/O

TruncateTPUserData If included, the truncatedSMSTPDU field of the sMSTPDUData (as described |C
in table 6.2.5-7) structure shall be used when applicable (see text below
table). If absent, the sSMSTPDU field of the sSMSTPDUData structure shall be
used.

If the TruncateTPUserData field of the LI_X1 ActivateTask message isincluded, the IRI-POI in the SM SF shall use the
truncatedSM STPDU field in xIRI generated at the IRI-POI in the SMSF for SMS-SUBMIT and SMS-DELIVER
TPDUSs, otherwise, the sSMSTPDU field shall be used.

The MDF2 listed as the delivery endpoint for the L1_X2 generated by the IRI-POI in the SMSF shall be provisioned
over LI_X1 by the LIPF using the X1 protocol as described in clause 5.2.2. If SMS Content delivery is not authorized,
the MDF2 shall be provisioned with the TruncateT PUserData included, otherwise it shall be be left absent.

Table 6.2.5-3 shows the minimum details of the LI_X1 ActivateTask message used for provisioning the MDF2.
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Table 6.2.5-3: ActivateTask message for MDF2

ETSI TS 103 221-1 [7] field Description M/C/O
name
XID XID assigned by LIPF. M
Targetldentifiers One of the target identifiers listed in clause 6.2.5.1. M
DeliveryType Set to “X20nly”. (Ignored by the MDF2). M
ListOfDIDs Delivery endpoints for LI_HI2. These delivery endpoints are configured using (M

the CreateDestination message as described in ETSI TS 103 221-1 [7] clause
6.3.1 prior to the task activation.

ListOfMediationDetails Sequence of Mediation Details, see table 6.2.5-4. M
TaskDetailsExtensions/ This field shall be included if the delivery of the full TPDU is not authorised. C
SMSFExtensions See table 6.2.5-2.
Table 6.2.5-4: Mediation Details for MDF2
ETSI TS 103 221-1 [7] field Description M/C/O
name

LIID Lawful Interception ID associated with the task. M
DeliveryType Set to "HI20nly". M
ListOfDIDs Details of where to send the IRI for this LIID. Shall be included if deviation from |C

the ListofDIDs in the ActivateTask message is necessary. If included, the
ListOfDIDs in the Mediation Details shall be used instead of any delivery
destinations specified in the ListOfDIDs field in the ActivateTask Message.

ServiceScoping Shall be included to Identify the service(s) and associated service-related C
delivery settings for this LIID. May include more than one instance of this
parameter to allow for different combinations of sub-parameters associated
with a single LIID. This parameter is defined in ETSI TS 103 221-1 [7] Annex C
table C.2.

6.2.5.2 Generation of xIRI over LI_X2

The IRI-POI present in the SMSF shall send xIRI over L1_X2 for the event listed in TS 33.127 [5] clause 6.2.5.3, the
details of which are described in the following clause.

6.2.5.3 SMS Message

The IRI-POI in the SMSF shall generate an xIRI containing an SM SMessage record for the following cases:
SMS-MO case:

- When atarget UE originates an SM S message or when any UE originates an SM S message destined to a target
non-local ID.

SMS-MT case:

- When an SMS message delivery to atarget UE is attempted or when an SM'S message delivery originated from a
target non-local 1D is attempted to any UE.

- When an SMS message is successfully delivered to atarget UE or when an SM 'S message originated from a
target non-local 1D is successfully delivered to any UE.

The SMS-MT case can aso apply to the scenario when areceipt of SMS delivery from the far end is delivered
successfully to the target UE or when areceipt of SMS delivery from atarget non-Local 1D is successfully delivered to
the originating UE.

The IRI-POI present in the SM SF shall generate the xIRI containing the SM SM essage record when it detects following
events:

- The SMSF receives an SMCP message CP-DATA_RP-DATA [SMS-SUBMIT, SMS-COMMAND] (via AMF
in Nsmsf_SM Service_UplinkSM S message) from atarget UE.

- The SMSF receives an SMCP message CP-DATA_RP-DATA [SMS-SUBMIT] (viaAMF in
Nsmsf_SMService_UplinkSM S message) from any UE with TP-DA field within the SMS-SUBMIT containing
atarget non-Local ID and SM SF returns the SMCP: CP-ACK to that originating UE.
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The SMSF receives an SMCP message CP-DATA_RP-DATA [SMS-COMMAND] (viaAMF in
Nsmsf_SMService UplinkSM S message) from any UE with TP-DA field within the SMS-COMMAND
containing atarget non-Local ID and SMSF returns the SMCP: CP-ACK to that originating UE.

The SMSF receives a TCAP message MAP MT-FORWARD-SHORT-MESSAGE Request [SMS-DELIVER,
SMS-STATUS-REPORT] destined to atarget UE.

The SMSF receives a TCAP message MAP MT-FORWARD-SHORT-MESSAGE Request [SMS-DELIVER]
destined to any UE with the TP-OA field within the SMS-DELIVER containing atarget non-Local ID.

The SMSF receives a TCAP message MAP MT-FORWARD-SHORT-MESSAGE Request [SMS-STATUS-
REPORT] destined to any UE with the TP-RA field within the SMS-STATUS-REPORT containing a target
non-Local ID.

The IRI-POI present in the SM SF shall generate the xIRI containing the SM SReport record when it detects following

events:

The SMSF sends a SMCP message CP-DATA_RP-ACK [SMS-SUBMIT-REPORT] (viaAMF in Namf_
Communication_N1IN2MessageTransfer message) in response to a previoudly intercepted CP-DATA_RP-
DATA.

The SMSF sends a SMCP message CP-DATA_RP-ERROR [SMS-SUBMIT-REPORT] (viaAMF in Namf_
Communication_N1IN2MessageTransfer message) in response to a previoudy intercepted CP-DATA_RP-
DATA.

The SMSF sends a TCAP message MAP MT-FORWARD-SHORT-MESSAGE Response [SMS-DELIVER-

REPORT] in response to a previoudly intercepted MAP MT-FORWARD-SHORT-MESSAGE Request.

NOTE 1: In the above-mentioned descriptions, the requirements of target Non-Local ID do not apply when both
originating and terminating users of an SM S message are served by the same CSP. The method used to
identify atarget non-Local ID is different from the method used to identify alocal target ID.

If the IRI-POI is provisioned with the TruncateT PUserData parameter included and the IRI-POI is generating XIRI for
the SMS-SUBMIT type (TS 23.040[18] clause 9.2.2.2) or SMS-DELIVER type (TS 23.040 [18] clause 9.2.2.1)
TPDUSs, the IRI-POI shall use the truncatedSM STPDU (as described in table 6.2.5-7), otherwise, the IRI-POI shall use

the sSMSTPDU.
Table 6.2.5-5: Payload for SMSMessage record
Field name Description M/C/O
originatingSMSParty Identity of the originating SMS party. See NOTE 2. M
terminatingSMSParty Identity of the terminating SMS party. See NOTE 3. M
direction Direction of the SMS with respect to the target. See NOTE 4. M
linkTransferStatus Indicates whether the SMSF sent the TPDU to the next network element. See M
NOTE 5.
otherMessage In the event of a server-initiated transfer, indicates whether the server will send |C
another SMS. May be omitted if the transfer is target-initiated. See NOTE 6.
location Location information associated with the target sending or receiving the SMS, if |C
available and authorised. See NOTE 7.
Encoded as a userLocation parameter (location>locationIinfo>userLocation), see
Annex A.
peerNFAddress Address of the other network function (SMS-GMSC/IWMSC/SMS-Router) C
involved in the communication of the SMS, if available.
peerNFType Type of the other network function (SMS-GMSC/IWMSC/SMS-Router) involved |C
in the communication of the SMS, if available.
sMSTPDUData See table 6.2.5-7. This is conditional only for backwards compatibility. C
messageType See table 6.2.5-8. This is conditional only for backwards compatibility. C
rPMessageReference The SM-RL Message Reference of the message per TS 24.011 [46] clause 7.3. |C
This is conditional only for backwards compatibility.

The sMSTPDU field shall always be used for the sMSTPDUData field of the SM SReport record.
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Table 6.2.5-6: Payload for SMSReport record

Field name Description M/C/O
location Location information associated with the target sending or receiving the SMS, if |C
available and authorised. See NOTE 7.
sMSTPDUData SMS TPDU, encoded as per TS 23.040 [18] clause 9. M
messageType See table 6.2.5-8. M
rPMessageReference The SM-RL Message Reference of the message per TS 24.011 [46] clause 7.3. |M
Table 6.2.5-7: SMSTPDUData field
Field name Description
sMSTPDU SM-TL PDU encoded per the PDUs defined in TS 23.040 [18] clause 9.2.2. Shall be
chosen if the TruncateTPUserData Parameter is absent.
truncatedSMSTPDU SM-TL PDU encoded per the PDUs defined in TS 23.040 [18] clause 9.2.2 but
truncated to remove TP-User-Data (TS 23.040 [18] clause 9.2.3.24). Shall be
chosen if the TruncateTPUserData Parameter is set.
Table 6.2.5-8: SMSMessageType values
messageType value | RP MTI Value RP Message Type TP-MTI Value | SMS TPDU Message Type
deliver 001 RP-DATA (network->UE) 00 SMS-DELIVER
deliverReportAck 010 RP-ACK (UE—>network) 00 SMS-DELIVER-REPORT
deliverReportError 100 RP-ERROR (UE—>network) |00 SMS-DELIVER-REPORT
statusReport 001 RP-DATA (network>UE) 10 SMS-STATUS-REPORT
command 000 RP-DATA (UE->network) 10 SMS-COMMAND
submit 000 RP-DATA (UE->network) 01 SMS-SUBMIT
submitReportAck 011 RP-ACK (network->UE) 01 SMS-SUBMIT-REPORT
submitReportError 101 RP-ERROR (network>UE) |01 SMS-SUBMIT-REPORT
reserved Reserved 11 Reserved

The IRI-POI in the SMSF shall populate the messageType field with the values listed in table 6.2.5-8 based on the SMS
TPDU message type (see TS 23.040 [18] clause 9.2.2) and the RP Message Type (see TS 24.011 [46] clause 8.2.2) that
triggered the generation of the xIRI. The SMS TPDU Message Type isindicated by the value of the TP-Message Type
Indicator (TP-MTI) (see TS 23.040 [18] clause 9.2.3.1) as described in TS 23.040 [18] clause 9.2.3.1. The RP Message
Typeisindicated by the value of the RP MTI (See TS 24.011 [46] clause 8.2.2).

NOTE 2:

NOTE 3:

NOTE 4:

NOTE&:

For the SMS-MO case, the originating party is the address of the UE from which the SM SF receives the
CP-DATA_RP-DATA [SMS-SUBMIT, SMS-COMMAND] message (via AMF in the
Nsmsf_SMService UplinkSMS). The GPSI is one of the data fields used in the Nsmsf related messages
(see TS 29.540 [21]). Alternatively, the SM SF may find the originating party address in the same way it
finds the address when generating charging records. For SMS-MT case, thisis derived from TP-OA field
(TS 23.040[18]) for SMS-DELIVER TPDUs or the TP-RA field (TS 23.040[18]) for SMS-STATUS
REPORT TPDUSs. In cases where the originatingSM SParty is not a GPSI, PEI, or SUPI, the sSMSAddress
parameter is popul ated with the octets received in the field used to derive the address (as per TS 23.040
[18] clause 9.1.2.5).

For SMS-MT case, the terminating party is the address of the UE to which the SM SF sends the CP-
DATA_RP-DATA [SMS-DELIVER, SMS-STATUS-REPORT] message (viaAMF in
Namf_Communications N1N2MessageTransfer). The GPS| is one of the data fields used in the Namf
related messages (TS 29.518 [22]). Alternatively, the SMSF may find the terminating party addressin the
same way it finds the address when generating charging records. For SMS-MO casg, thisis derived from
the TP-DA field (TS 23.040 [18]). In cases where the terminatingSM SParty is not a GPSI, PEI, or SUPI,
the sM SAddress parameter is populated with the octets received in the field used to derive the address (as
per TS 23.040 [18] clause 9.1.2.5).

For the SMS-MO case, for SMS originated from the target UE, the value fromTarget is used and for SMS
destined to target Non-local 1D, the toTarget is used. For SMS-MT case, for SM S terminated to the target
UE, the value toTarget is used and for SMS originated from atarget Non-local 1D, the fromTarget is used.

Thisfield is set to transferSucceeded or transferFailed as follows:
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- SMSMO case:

- TotransferSucceeded: when the IRI-POI in the SM SF detects that SM SF sends the MO-FORWARD-
SHORT-MESSAGE-Request [SMS-SUBMIT] message to the SMS-IWMSC.

- TotransferFailed: when the IRI-POI in SM SF detects the scenarios where SM SF cannot send the MO-
FORWARD-SHORT-MESSA GE-Request [SMS-SUBMIT] to the SMS-IWMSC, but still generates an xIRI
containing the SM SMessage record.

- SMSMT case:

- TotransferSucceeded: when the IRI-POI in the SM SF detects that SM SF sends the M T-FORWARD-
SHORT-MESSAGE-Response [SMS-DELIVER-REPORT] message to the SMS-GM SC.

- TotransferFailed: when the IRI-POI in SM SF detects the scenarios where SM SF cannot send the MT-
FORWARD-SHORT-MESSA GE-Response [SM S-DELIVER-REPORT] to the SMS-GM SC, but an xIRI
containing the SM SMessage record is still generated.

NOTE 6: Thisisonly applicable to the SMS-MT case and can be derived from the TP-MMS (More Message to
Send) field present in the SMS-DELIVER sent to the UE (viaAMF in the
Namf_Communications N1IN2MessageT ransfer).

NOTE 7: Thisisderived from the ueLocation field of SmsRecord |E received from the AMF in the
Nsmsf_SMService UplinkSM S message (TS 29.540 [21]). For the SM SM essage record, the SMCP
message is CP-DATA_RP-DATA [SMS-SUBMIT, SMS-COMMANDY] and for the SM SReport record,
the SMCP message is CP-DATA-RP-ACK [SMS-DELIVER-REPORT]. Thisvalue is encoded as a
userLocation parameter (location>|ocationlnfo>userLocation), see Annex A.

6.2.5.4 Generation of IRl over LI_HI2

When an xIRI containing the SM SMessage record is received over LI_X2 from the IRI-POI in SMSF, the MDF2 shall
send the IRI message over L1_HI2 without undue delay. The IRI message shall contain a copy of the SM SMessage
record received over LI_X2. The SMSMessage record may be enriched by other information available at the MDF (e.g.
additional location information).

If the MDF2 is provisioned with the TruncateT PUserData parameter included, the truncatedSMSTPDU field shall be
used in SMSMessage | Rl message, otherwise, the sSMSTPDU field shall be used.

The threeGPP33128DefinedIRI field (see ETSI TS 102 232-7 [10] clause 15) shall be populated with the BER-encoded
|RIPayload.

The timestamp field of the PSHeader structure shall be set to the time that the SM SF event was observed (i.e. the
timestamp field of the xIRI).

Each SMSMessage record shall be delivered as an IRl REPORT (see ETSI TS 102 232-1 [9] clause 5.2.10) with a new
CIN assigned (see ETSI TS 102 232-1 [9] clause 5.2.4).

Each SM SReport record shall be delivered as a separate IRl REPORT (see ETSI TS 102 232-1 [9] clause 5.2.10) with
the same CIN asthe IRl REPORT of the associated SM SM essage record.

6.2.6 LI support at NRF

The SIRF present within the NRF provides SBA-related information to the LI1PF over the L1_SI interface. Details for
thisinterface are not considered in the present document and are for further study.

6.3 4G

6.3.1 General

The present document allows three options for EPC LI stage 3 interfacesfor 4G/ LTE:
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- Option A: UseLI_X1,LI_X2andLI_X3interfaces specified below in clauses 6.3.2 and 6.3.3 for the events
listed in TS 33.127 [5] clauses 6.3.2.3 and 6.3.3.2, and the events related to SMS over NAS as specified in TS
33.107 [36] clause 18.2.4.

- OptionB: UseLI_X1, LI_X2and LI_X3 interfaces as specified in clause 6.3.2 and 6.3.3 for the eventslisted in
TS 33.107 [36] clause 12.2.1.2 and for the events related to the MM EldentifierAssociation record described in
clause 6.3.2.2.2.

- Option C: Use TS 33.107 [36] clause 12 natively as defined in that document.
For implementations that include EPS/5GS interworking, Option A shall be used.

In al cases, the present document specifies the stage 3 for the L1_HI1, L1_HI2 and LI_HI3 interfaces.

6.3.2 LI at MME

6.3.2.1 Provisioning over LI_X1

The IRI-POI present inthe MME is provisioned over LI_X1 by the LIPF using the X1 protocol as described in clause
5.2.2.

The POI in the MME shall support the following target identifier formats:
- IMSI (using the IMSI target identifier format from ETSI TS 103 221-1 [7]).
- MSISDN (using the E164Number target identifier format from ETSI TS 103 221-1 [7]).
- ME Ildentity (using the IMEI target identifier format from ETS| TS 103 221-1 [7]).

Table 6.3.2-0A shows the minimum details of the LI_X1 ActivateTask message used for provisioning the IRI-POI in
the MME.

Table 6.3.2-0A: ActivateTask message for the IRI-POI in the MME

ETSI TS 103 221-1 [7] field name Description M/C/O
XID XID assigned by LIPF. M
Targetldentifiers One of the target identifiers listed in the paragraph above. M
DeliveryType Set to "X20nly". M
ListOfDIDs Delivery endpoints for LI_X2 for the IRI-POI in the MME. These delivery M

endpoints are configured using the CreateDestination message as described
in ETSI TS 103 221-1 [7] clause 6.3.1 prior to the task activation.

TaskDetailsExtensions/ This field shall be included if the IRI-POI is required to generate C
IdentifierAssociationExtensions MMEIdentifierAssociation records (see clause 6.3.2.2.1). If the field is
absent, MMEIdentifierAssociation records shall not be generated.
ListOfServiceTypes Shall be included when the task should only intercept specific CSP service |C
types as described in clause 5.2.4. This parameter is defined in ETSI TS 103
221-1[7], clause 6.2.1.2, table 4.
Table 6.3.2-0B: IdentifierAssociationExtensions Parameters
Field Name Description M/C/O
EventsGenerated One of the following values: M

- IdentifierAssociation
- Al

See clause 6.3.2.2.1 for the interpretation of this field.
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6.3.2.2 Generation of xIRI over LI_X2

6.3.2.2.1 General

If the MME receives one or more cell IDsin an S1 message (as specified in TS 36.413 [38]), the POI associated with
the MME shall report al of them.

The IRI-POI in the MME shall only generate xIRI containing the MM EIldentifierAssociation record in the following
scenarios:

- ldentifierAssociation: MM EldentifierAssociation and Tracking Area/EPS Location Update (see TS 33.107 [36]
clause 12.2.1.2) records shall be generated. No other record types shall be generated for that target.

- All: All MME record types shall be generated.
When Option A specified in clause 6.3.1 is used:

- ThelRI-POI present in the MME shall send the xIRIs over L1_X2 for each of the eventslisted in TS 33.127 [5]
clause 6.3.2.3, the details of which are described in the following clauses.

- Inadditionto the xIRI eventslisted in TS 33.127 [5] clause 6.3.2.3, the MME shall support xIRI generationin
case of SMS over NAS as specified in TS 33.107 [36] clause 18.2.4. For records related to SMS over NASIn
EPS:

- ThelRI-POI present in the MME shall set the payload format to EpsHI20perations.Epsl Rl Content (value
14), seeclause 5.3 and ETSI TS 103 221-2 [8] clause 5.4. The payload field shall contain an
EpsHI20perations.Epsl RIContent structure encoded according to TS 33.108 [12] clauses 10.5, 15.2 and B.9.

- Asthe LIID may be not available at the MME but is mandatory in EpsHI20perations.Epsl Rl Content
according to TS 33.108 [12] Annex B.9, its value in the lawfullnterceptionl dentifier field of the encoded
PDU shall be set to the fixed string "L1IDNotPresent".

When Option B specified in clause 6.3.1 is used:

- ThelRI-POI present in the MME shall send the xIRIs over L1_X2 for each of the eventslisted in TS 33.107 [36]
clause 12.2.1.1, the detail s of which are specified in clause 12.2.3 of the same TS, and in case of SMS over NAS
as specified in TS 33.107 [36] clause 18.2.4.

- For all records except MMEIldentifierAssociation (see clause 6.3.2.2.2), the IRI-POI present in the MME shall
set the payload format to EpsHI20perations.EpslRIContent (value 14), see clause 5.3 and ETSI TS 103 221-2
[8] clause 5.4. The payload field shall contain an EpsHI20perations.Epsl Rl Content structure encoded according
to TS33.108 [12] clauses 10.5, 15.2 and B.9.

- Asthe LIID may be not available at the MME but is mandatory in EpsHI20perations.Epsl Rl Content according
to TS 33.108 [12] Annex B.9, its value in the lawfull nterceptionl dentifier field of the encoded PDU shall be set
to the fixed string "LIIDNotPresent".

In addition to the xIRI eventslisted in TS 33.107 [36], the MME shall support xIRI containing the
MM EldentiferAssociation record in clause 6.3.2.2.2.

6.3.2.2.2 MME identifier association

The IRI-POI present in the MME shall generate an xIRI containing an MM EldentifierAssociation record when the IRI-
POI present in the MME detects a new identifier association for a UE matching one of the target identifiers provided via
LI_X1. Generation of thisrecord is subject to this record type being enabled for a specific target (see clause 6.3.2.2.1).
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Table 6.3.2-1: Payload for MMEIldentifierAssociation record

Field name Description M/C/O
iMSI IMSI associated with the procedure. (see NOTE 1). M
iMEI IMEI used in the procedure, if available (see NOTE 1). C
mSISDN MSISDN used in the procedure, if available (see NOTE 1). C
gUTI LTE GUTI used in the procedure. M
location Location information available when identifier association occurs. M

Encoded as a userLocation parameter (location>locationinfo> userLocation)
and, when Dual Connectivity is activated, as an additionalCelllDs parameter
(location>locationinfo>additionalCelllDs), see Annex A.

tAlList List of tracking areas associated with the registration area within which the UE is |C
current registered. (see NOTE 2).

NOTE 1: IMSI shall always be provided, in addition to the warrant target identifier if different to IMSI. Other
identifiers shall be provided if available.

NOTE 2: List shal be included each time there is a change to the registration area.

The IRI-POI present in the MME generating an XIRI containing an MMEIdentifierAssociation record shall set the
Payload Direction field in the PDU header to not applicable (Direction Value 5, see ETSI TS 103 221-2 [8] clause
5.2.6).

When transmitting the xIRI, the IRI-POI present in the MME shall set the payload format to 2, and provide the payload
as a BER-encoded TS33128Payl oads. X | RI Payloads structure.
6.3.2.2.3 Attach

The IRI-POI in the MME shall generate an xIRI containing an MMEAttach record when the IRI-POI present in the
MME detects that a UE matching one of the target identifiers provided via LI X1 has successfully attached to EPS.
Accordingly, the IRI-POI in the MME generates the xIRI when the following event is detected:

- MME sendsan S1: ATTACH ACCEPT message to the target UE and the UE EPS Mobility Management
(EMM) state within the MME is changed to EMM-REGISTERED.

Table 6.3.2-2: Payload for MMEAttach record

Field name Description M/C/O
attachType Specifies the type of EPS Attach, see TS 24.301 [51] clause 9.9.3.11. This is M
derived from the information received from the UE in the Attach Request
message.
attachResult Specifies the result of the attach procedure, see TS 24.301 [51] clause 9.9.3.10. |M
iMSI IMSI associated with the registration. M
iMEI IMEI associated with the registration, if available. C
mSISDN mSISDN associated with the registration, if available. C
gUTI GUTI provided as outcome of initial attach or used in other cases, see TS M
24.301 [51] clause 5.5.1.2.4.
location Location information determined by the network during the registration, if C
available.

Encoded as a userLocation parameter (location>locationIinfo>userLocation) and,
when Dual Connectivity is activated, as an additionalCelllDs parameter
(location>locationinfo>additionalCelllDs), see Annex A.

ePSTAIList List of tracking areas associated with the registration area within which the UE is |C
currently registered, see TS 24.301 [51] clause 9.9.3.33. (see NOTE)

sMSServiceStatus Indicates the availability of SMS Services. Shall be provided if present in the C
ATTACH ACCEPT.

oldGUTI Old GUTI used in the registration, if available. C

eMM5GRegStatus UE Status, if provided in the REGISTRATION REQUEST message, see TS c

24.501 [13] clause 9.11.3.56.

NOTE: Listshal beincluded each time there is a change to the registration area.
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6.3.2.2.4

Detach

The IRI-POI in the MME shall generate an xIRI containing an MM EDetach record when the IRI-POI present in the

MME detects that a UE matching one of the target identifiers provided via LI X1 has deregistered from the EPS.

Accordingly, the IRI-POI in the MME generates the xIRI when any of the following events is detected:

- For network initiated de-registration, when the MME receives the S1: DETACH ACCEPT message from the
target UE, when the MME receives an S3: DETACH NOTIFICATION about the target UE from the SGSN or
when implicit deregistration timer expires; and in al cases the UE EMM state within the MME is changed to
EMM-DEREGISTERED.

ETSI TS 133 128 V17.6.0 (2022-09)

- For UE initiated de-registration, when the MME sends the S1: DETACH ACCEPT message to the target UE or
when the MME receives the S1: DETACH REQUEST message from the target UE with deregistration type
value of “switch off”; and in both cases the UE EMM state within the MME is changed to EMM-

DEREGISTERED.

Table 6.3.2-3: Payload for MMEDetach record

Field name Description M/C/O
deregistrationDirection Indicates whether the deregistration was initiated by the network or by the UE.  |[M
detachType Indicates the type of detach as determined by the direction of the detach request |M

and the value of the DetachType information element, see table 6.3.2-4.
iMSI IMSI associated with the detach. M
iMEI IMEI| associated with the detach, if available. C
mSISDN mSISDN associated with the detach, if available. C
gUTI GUTI associated with the detach, if available. C
cause Indicates the EMM cause value for network-initiated detach, see TS 24.301 [51] |C
clause 9.9.3.9.
location Location information determined by the network during the deregistration, if C

available.
Encoded as a userLocation parameter (location>locationIinfo>userLocation), see
Annex A.

switchOffIndicator

If Bit 4 of the Detach type information element sent in the Detach Request is set
to 0, this parameter shall be set to “normalDetach”. If Bit 4 of the Detach type
information element sent in the Detach Request is set to 1, this parameter shall
be set to “switchOff". See TS 24.301 [51] clause 9.9.3.7. This parameter is
conditional only for backwards compatibility.

C

Table 6.3.2-4: detachType values

Type of Direction detachType value
detach
value
001 UE->network [ePSDetach
010 UE->network |iMSIDetach
011 UE->network |[combinedEPSIMSIDetach
110 UE->network [reserved
111 UE->network [reserved
Any Other |UE->network |combinedEPSIMSIDetach
001 network>UE [reAttachRequired
010 network>UE |reAttachNotRequired
011 network>UE |iMSIDetach
110 network>UE |reserved
111 network>UE |reserved
Any Other |network>UE [reAttachNotRequired

The IRI-POI in the MME shall populate the ePSDetachType field with the values listed in table 6.3.2-4 based on the
Detach Type sent in the Detach Request message (see TS 24.301 [51] clause 9.9.3.7) and the direction of the Detach
Request associated to the event that triggered the generation of the xIRI.
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If the Detach Request message associated to the event that triggered the generation of the xIRI hasthe EMM Cause
field populated, the IRI-POI in the MME shall set the value of the cause field of the MM EDetach record to the integer
value of the EMM Cause, see TS 24.301 [51] clause 9.9.3.9.

6.3.2.2.5 Tracking Area/EPS Location update

When the reporting of location information is authorised, the IRI-POI in the MME shall generate an xIRI containing an
MM EL ocationUpdate record each time the IRI-POI present in an MME detects that the target UE location is updated
due to target UE mobility or as a part of an MME service procedure. The generation of such separate xIRI is not
required if the updated UE location information is obtained as a part of a procedure producing some other xIRIs (e.g.
mobility registration). In that case the location information is included into the respective xIRI.

The UE mobility events resulting in generation of an MMEL ocationUpdate xIRI include the S1 Path Switch Request
(intra E-UTRAN handover X2 based handover procedure described in TS 23.401 [50] clause 5.5.1.1) and the S1
Handover Notify (Intra E-UTRAN S1 based handover procedure described in TS 23.401 [50] clause 5.5.1.2).

The MMEL ocationUpdate xIRI is also generated when the MME receives an E-UTRAN S1AP ERAB Modification
Indication message as aresult of Dual Connectivity activation/release for the target UE, as described in TS 37.340 [37]
clause 10.

Based on regulatory regquirements and operator policy, the location information obtained by the MME from E-UTRAN
or the LCS in the course of some service operations may result in the generation of the MM EL ocationUpdate xIRI
record. Additionally, the IRI-POI in the MME shall capture the location information in the scenarios described in TS
23.271[52] clause 4.4.2. Also, in the case of Mobile Originated LCS service invoked by the target, the location
information may be derived from the Location Service Response sent to the target UE viathe MME (see TS 23.271 [52]
clause 9.2.6).

Optionally, based on regulatory and operator policy, other MME messages that do not generate separate xIRI but carry
location information such as emergency services or LCS may trigger the generation of an MM EL ocationUpdate xIRI
record.

Table 6.3.2-5: Payload for MMELocationUpdate record

Field name Description M/C/O
iMSI iMSI associated with the location update. M
iMEI iIMEI associated with the location update, if available. C
mSISDN mSISDN associated with the location update, if available as part of the C
subscription profile.
guTI GUTI assigned during the location update, if available, see TS 24.301 [50]. C
location Updated location information determined by the network. Depending on the M
service or message type from which the location information is extracted, it may
be encoded in several forms (Annex A).
oldGUTI GUTI used to initiate the location update, if available, see TS 24.301 [50]. C
sMSServiceStatus Indicates the availability of SMS Services. Shall be provided if present in the
TRACKING AREA UPDATE ACCEPT.

6.3.2.2.6 Start of interception with EPS attached UE

The IRI-POI in the MME shall generate an xIRI containing an MM EStartOf| nterceptionWithEPSAttachedUE record
when the IRI-POI present in the MME detects that interception is activated on a UE that has aready attached to the
EPS. A UE is considered already attached to the EPS when the EMM state for that UE is EMM-REGISTERED.
Therefore, the IRI-POI present in the MME shall generate the xIRI MM EStartOf I nterceptionWithEPSAttachedUE
record when it detects that a new interception for aUE is activated (i.e. provisioned by the LIPF) and the EPS mobility
management state within the MME for that UE is EMM-REGISTERED.
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Table 6.3.2-6: Payload for MMEStartOfinterceptionWithEPSAttachedUE record

Field name

Description

M/C/O

attachType

Specifies the type of EPS Attach, see TS 24.301 [51] clause 9.9.3.11. This is
derived from the information stored in the UE Context at the MME, see TS
23.401 [50] clause 5.7.2.

M

attachResult

Specifies the result of the attach procedure, see TS 24.301 [51] clause 9.9.3.10.
This is derived from the information stored in the UE Context at the MME, see
TS 23.401 [50] clause 5.7.2.

iMSI

IMSI associated with the target UE Context at the MME, see TS 23.401 [50]
clause 5.7.2.

iMEI

IMEI associated with the target UE Context at the MME, if available, see TS
23.401 [50] clause 5.7.2.

mSISDN

mSISDN associated with the target UE Context at the MME, if available.

guTI

Current GUTI associated with the target UE context at the MME, if available, see
TS 23.401 [50] clause 5.7.2.

location

Location information stored in the UE Context at the MME, if available, see TS
23.401 [50] clause 5.7.2.

Encoded as a userLocation parameter (location>locationIinfo>userLocation) and,
when Dual Connectivity is activated, as an additionalCelllDs parameter
(location>locationinfo>additionalCelllDs), see Annex A.

O OO0 O <

ePSTAIList

List of tracking areas associated with the registration area within which the UE is
currently registered, see TS 24.301 [51], clause 9.9.3.33 and TS 23.401 [50]
clause 5.7.2.

sMSServiceStatus

Indicates the availability of SMS Services. Shall be provided if present in the UE
Context at the MME, see TS 23.401 [50] clause 5.7.2.

eMM5GRegStatus

UE Status, if present in the UE Context at the MME, see TS 24.501 [13] clause
9.11.3.56.

The IRI-POI present in the MME generating an XIRI containing an MM EStartOf| nterceptionWithEPSAttachedUE
record shall set the Payload Direction field in the PDU header to not applicable (see ETSI TS 103 221-2 [8] clause

5.2.6).

6.3.2.2.7

MME unsuccessful procedure

The IRI-POI in the MME shall generate an xIRI containing an MM EUnsuccessful Procedure record when the | RI-POI
present in the MME detects an unsuccessful procedure for a UE matching one of the target identifiers provided via

LI_X1.

Accordingly, the IRI-POI in the MME generates the xIRI when any of the following events is detected:

- MME sends areject to any EMM request message to the target UE and the UE EPS Mobility Management

(EMM) within the MME is changed to EMM-DEREGISTERED.

- MME aborts aregistration procedure before the UE EPS Mobility Management (EMM) state within the MME is
changed to EMM-REGISTERED.

- MME sendsareject to any ESM request message to the target UE.

Unsuccessful attach attempts shall be reported only if the target UE has been successfully authenticated.
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Table 6.3.2-7: Payload for MMEUnsuccessfulProcedure record

Field name Description M/C/O
failedprocedureType Specifies the procedure which failed at the MME. M
failureCause Provides the value of the ESM or EMM cause, see TS 24.301 [51] clauses M

9.9.3.9and 9.9.4.4.
iMSI IMSI associated with the procedure, if available (see NOTE). C
iMEI IMEI associated with the procedure, if available. C
mSISDN mSISDN associated with the procedure, if available. C
gUTI GUTI provided used in the procedure, if available. C
location Location information determined by the network during the procedure, if C
available.
Encoded as a userLocation parameter (location>locationIinfo>userLocation), see
Annex A.

NOTE: At least oneidentity shall be provided, the others shall be provided if available.

6.3.2.

The IRI-POI present in the MME shall generate an xIRI containing an MM EPositioninglnfoTransfer when the IRI-POI

2.8 Pasitioning info transfer

present in the MME detects one of the following events:

aLPPa (see TS 36.455 [84]) message related to atarget UE has been exchanged between the E-SMLC and the
eNB viathe MME.

aLPP (see TS 37.355 [85]) message related to atarget UE has been exchanged between the E-SMLC and the
target UE viathe MME.

Accordingly, the IRI-POI in MME generates the xIRI when any of the following eventsis detected:

MME receives an SLs CONNECTION ORIENTED INFORMATION message (see TS 29.171 [54]) from E-
SMLC to request the transfer of a L PParequest to the serving eNB for atarget UE as part of a UE associated
L PPa positioning activity. The LPParequest may be E-CID MEASUREMENT INITIATION REQUEST or
OTDOA INFORMATION REQUEST.

MME sends an SLs CONNECTION ORIENTED INFORMATION message to the E-SMLC to forward the
LPParesponse or report received from the eNB for atarget UE. The LPParesponse or report may be E-CID
MEASUREMENT INITIATION RESPONSE, E-CID MEASUREMENT REPORT or OTDOA
INFORMATION RESPONSE.

MME receives an SLs CONNECTION ORIENTED INFORMATION message from E-SMLC to request the
transfer of a LPP request to the target UE.

MME sends an SLs CONNECTION ORIENTED INFORMATION message to E-SMLC to forward a LPP
message received from the target UE.
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Table 6.3.2-7A: Payload for MMEPaositioningInfoTransfer record

Field name Description M/C/O

iMSI IMSI associated with the location update. M

iMEI IMEI associated with the location update, if available. C

mSISDN MSISDN associated with the location update, if available as part of the C
subscription profile.

guTI GUTI assigned during the location update, if available, see TS 24.301 [50]. C

IPPaMessage Any UE associated LPPa message exchanged between the LMF and eNB via  |C
MME.

IPPMessage Any LPP message exchanged between the E-SMLC and the target UE via C
MME.

mMELCSCorrelationld MMELCSCorrelationld is made of Correlation Id, described in clause 7.4.28 of M
TS 29.171 [54], related to a location session, found in the SLs CONNECTION
ORIENTED INFORMATION sent by E-SMLC to MME and corresponding SLs
CONNECTION ORIENTED INFORMATION sent by MME to E-SMLC. All the
MMEPaositioningInfoTransfer records related to the same location session have
the same Correlationld.

6.3.2.3 Generation of IRl over LI_HI2

6.3.2.3.1 General

When Option A or Option B specified in clause 6.3.1 are used and an xIRI isreceived over L1_X2 from the IRI-POI in
the MME, the MDF2 shall generate the corresponding IRl message and deliver it over L1_HI2 without undue delay.
The IRl message shall contain a copy of the relevant record received in the xIRI over L1_X2.

When Option C specified in clause 6.3.1 is used the MDF2 shall generate IRI messages based on the proprietary
information received from the MME and provide it over L1_HI2 without undue delay.

The IRI record may be enriched with any additional information available at the MDF (e.g. additional location
information).

The IRl messages shall be delivered over L1_HI2 according to ETSI TS 102 232-7 [10] clause 10.When Option A
specified in clause 6.3.1 isused, LI_HI2 shall berealised as described in clause 6.3.2.3.2.

When Option B or Option C specified in clause 6.3.1 isused, LI_HI2 shall be realised as described in clause 6.3.2.3.3.

6.3.2.3.2 Option A

The IRl message the MDF2 generates shall contain a copy of the relevant record received in the xIRI over LI_X2 and
provide it over L1_HI2 without undue delay.

The timestamp field of the PSHeader structure shall be set to the time at which the MME event was observed (i.e. the
timestamp field of the X2 PDU).

The IRI type parameter (see ETSI TS 102 232-1 [9] clause 5.2.10) shall be included and coded according to table 6.3.2-
8.

Table 6.3.2-8: IRI type for IRl messages

IRl message IRI type
MMEAttach REPORT
MMEDetach REPORT
MMELocationUpdate REPORT
MMEStartOfinterceptionWithEPSAttachedUE REPORT
MMEUnsuccessfulProcedure REPORT
MMElIdentifierAssociation REPORT
MMEPositioningInfoTransfer REPORT

These IRl messages shall omit the CIN (see ETSI TS 102 232-1 [9] clause 5.2.4).
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The threeGPP33128DefinedIRI field in ETSI TS 102 232-7 [10] clause 15 shall be populated with the BER-encoded
|RIPayload.

When an additional warrant is activated on atarget UE and the L1PF uses the same XID for the additional warrant, the
MDF2 shall be able to generate and deliver the IRl message containing the

MM EStartOfI nterceptionWithEPSAttachedUE record to the LEMF associated with the additional warrant without
receiving a corresponding XIRI. The payload of the MM EStartOf I nterceptionWithEPSAttachedUE record is specified in
table 6.3.2-6.

For records related to SMS over NASin EPS, the process detailed in clause 6.3.2.3.3 shall be used.

6.3.2.3.3 Option B and Option C

For all messages except MM EldentifierAssociation, the IRI messages shall include an IRI payload encoded according
to TS33.108 [12] Annex B.9.

The MDF2 shall encode the correct value of L1ID in the IRl message, replacing the value "L1IDNotPresent” givenin
the XIRI (see clause 6.3.2.2).

For MM ElI dentifierAssociation messages, the IRl message shall be encoded as an IRIEvent structure according to
Annex B and used to populate the threeGPP33128DefinedIRI field in ETSI TS 102 232-7 [10] clause 15.

6.3.3 LI at SGW/PGW and ePDG

6.3.3.0 General

Unless otherwise specified, the following clauses apply to both CUPS and non-CUPS EPS architectures. When CUPS
architecture is used, unless otherwise specified, the term SGW/PGW refers to both the SGW-U/PGW-U and the SGW-
CIPGW-C.

Unless otherwise specified, the following clauses apply in the case of EPC-5GC interworking via combined
SMF+PGW-C and UPF+PGW-U.

6.3.3.1 Provisioning over LI_X1

6.3.3.1.1 General

If the warrant isfor IRI and CC, then the LI functions in the SGW/PGW shall be provisioned in accordance with clause
6.3.3.1.2 for non-CUPS architecture and clause 6.3.3.1.3 for CUPS architecture, the MDF2 shall be provisioned in
accordance with clause 6.3.3.1.4, and the MDF3 shall be provisioned in accordance with clause 6.3.3.1.5.

If the warrant isfor IRI only, the IRI-POI in the SGW/PGW shall be provisioned in accordance with clause 6.3.3.1.2 for
CUPS architecture and clause 6.3.3.1.3 for non-CUPS architecture and the MDF2 shall be provisioned in accordance
with clause 6.3.3.1.4.If approach 1 described in clause 6.2.3.9 is used for packet header information reporting:

- For non-CUPS architecture, the IRI-POI in the SGW/PGW shall be provisioned in accordance with clause
6.3.3.1.2 and the MDF2 shall be provisioned in accordance with clause 6.3.3.1.4.

- For CUPS architecture, the IRI-TF in the SGW-C/PGW-c shall be provisioned in accordance with clause
6.3.3.1.3 and the MDF2 shall be provisioned in accordance with clause 6.3.3.1.4.

If approach 2 described in clause 6.2.3.9 is used for packet header information reporting:

- For non-CUPS architecture, the CC-POI in the SGW/PGW shall be provisioned in accordance with clause
6.3.3.1.2, the MDF2 shall be provisioned in accordance with clause 6.3.3.1.4, and the MDF3 shall be
provisioned in accordance with clause 6.3.3.1.5.

- For CUPS architecture, the CC-TF in the SGW-C/PGW-C shall be provisioned in accordance with clause
6.3.3.1.3, the MDF2 shall be provisioned in accordance with clause 6.3.3.1.4, and the MDF3 shall be
provisioned in accordance with clause 6.3.3.1.5.
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The LI functionsin the SGW/PGW and ePDG, the MDF2 and the MDF3 shall support the following target identifier
formatsinthe ETSI TS 103 221-1 [7] messages (or equivalent if ETSI TS 103 221-1 [7] is not used):

- IMSI.

- MSISDN (using the E164Number target identifier format from ETSI TS 103 221-1 [7]).

- IMEL

In the case of EPC-5GC interworking via combined SMF+PGW-C and UPF+PGW-U, the LI functionsin the
SMF+PGW-C, MDF2 and MDF3 shall support the following target identifier formatsinthe ETSI TS 103 221-1 [7]
messages (or equivatlent if ETSI TS 103 221-1 [7] is not used):

- SUPINAI.

- SUPIIMSI.

- IMSI.

- GPSINAL.

- GPSIMSISDN.

- MSISDN (using the E164Number target identifier format from ETSI TS 103 221-1 [7]).
- PEIIMEISV.

- PEIIMEI.

- IMEI.

When the target identifier isan IMSI, the LI functionsin the SMF+PGW-C shall also trigger when events associated to
a SUPI in the form of an IMSI with a value matching the provisioned IMSI target identifier value are detected.
Likewise, then the target identifier isa SUPIIM S, the LI functionsin the SMF+PGW-C shall also trigger when events
associated to an IMSI with a value matching the provisioned SUPIIMSI target identifier value are detected.

When the target identifier isan MSISDN, the L1 functions in the SMF+PGW-C shall also trigger when events
associated to a GPSI in the form of an MSISDN with a value matching the provisioned MSISDN target identifier value
are detected. Likewise, then the target identifier isa GPSIMSISDN, the LI functions in the SMF+PGW-C shall aso
trigger when events associated to an MSISDN with a value matching the provisioned GPSIMSISDN target identifier
value are detected.

When the target identifier isan IMEI, the LI functions in the SMF+PGW-C shall aso trigger when events associated to
a PEl in the form of an IMEI with avalue matching the provisioned IMEI target identifier value are detected. Likewise,
then the target identifier isa PEIIMEI, the LI functions in the SMF+PGW-C shall aso trigger when events associated to
an IMEI with a value matching the provisioned PEIIMEI target identifier value are detected.

6.3.3.1.2 Non-CUPS Architecture

When the EPS isimplemented using non-CUPS architecture, the IRI-POI and CC-POI present in the SGW/PGW and
ePDG are provisioned over L1_X1 by the LIPF using the X1 protocol as described in clause 5.2.2. A single task may be
used.

Table 6.3.3.1-1 shows the minimum details of the L1_X1 ActivateTask message used for provisioning the IRI-POI and
the CC-POI in the SGW/PGW.
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Table 6.3.3.1-1: ActivateTask message for the IRI-POIl and CC-POI in the SGW/PGW and ePDG in non-
CUPS architecture

ETSI TS 103 221-1 [7] field name Description M/C/O
XID XID assigned by LIPF. M
Targetldentifiers One of the target identifiers listed in the clause above. M
DeliveryType Set to “X20nly”, “X30nly” or “X2andX3" as needed to meet the requirements |M

of the warrant.
ListOfDIDs Delivery endpoints of LI_X2 or LI_X3. These delivery endpoints shall be M

configured using the CreateDestination message as described in ETSI TS
103 221-1 [7] clause 6.3.1 prior to first use.

TaskDetailsExtensions/ Header reporting-specific tag to be carried in the TaskDetailsExtensions field |C
HeaderReporting of ETSI TS 103 221-1 [7]. See table 6.2.3.9.2-1. Unless there is a CSP/LEA
agreement to not report packet header information, this field shall be present
to enable packet header information reporting.

To enable packet header information reporting, parameters specified in table 6.2.3.9.2-1: PDHRReportingExtensions
parameters shall be provided as the TaskDetail sExtensions/HeaderReporting field of the LI_X1 provisioning message.

6.3.3.1.3 CUPS Architecture

When the EPS is implemented using CUPS architecture, the IRI-POI, IRI-TF and CC-TF present in the SGW-C/PGW-
C and the IRI-POI and CC-POI present in the ePDG are provisioned over LI_X1 by the LI1PF using the X1 protocol as
described in clause 5.2.2.

Table 6.3.3.1-2 shows the minimum details of the L1_X1 ActivateTask message used for provisioning the IRI-POI, CC-
TF and IRI-TF in the SGW-C/PGW-C. If the ePDG is used, the minimum details of the LI_X1 ActivateTask message
used for provisioning the IRI-POI and the CC-POI in the ePDG are detailed in Table 6.3.3.1-1.

Table 6.3.3.1-2: ActivateTask message for the IRI-POI, CC-TF and IRI-TF in the SGW-C/PGW-C in
CUPS architecture

ETSI TS 103 221-1 [7] field name Description M/C/O

XID XID assigned by LIPF. If the CC-TF or IRI-TF is also being tasked for the M
same interception, the same XID shall be used.

Targetldentifiers One or more of the target identifiers listed in clause 6.3.3.1.1. M

DeliveryType Set to “X20nly”, “X30nly” or “X2andX3" as needed to meet the requirements |M

of the warrant.

NOTE: "X20nly" for IRI-POI, IRI-TF and "X30nly" for CC-TF can

also be also be used.
TaskDetailsExtensions/ Header reporting-specific tag to be carried in the TaskDetailsExtensions field |C
HeaderReporting of ETSI TS 103 221-1 [7]. See table 6.2.3.9.2-1. Unless there is a CSP/LEA

agreement to not report packet header information, this field shall be present
to enable packet header information reporting.

ListOfDIDs Delivery endpoints of LI_X2 or LI_X3. These delivery endpoints shall be M
configured using the CreateDestination message as described in ETSI TS
103 221-1 [7] clause 6.3.1 prior to first use.

To enable packet header information reporting, parameters specified in table 6.2.3.9.2-1: PDHRReportingExtensions
parameters shall be provided as the TaskDetail sExtensions/HeaderReporting field of the L1_X1 provisioning message.

6.3.3.1.4 Provisioning of the MDF2

The MDR2 listed as the delivery endpoint for xIRI generated by the IRI-POI in the CP entity of the SGW/PGW or
ePDG shall be provisioned over L1_X1 by the LIPF using the X1 protocol as described in clause 5.2.2. Table 6.3.3.1-3
shows the minimum details of the L1_X1 ActivateTask message used for provisioning the MDF2.
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ETSI TS 103 221-1 [7] field name Description M/C/O
XID XID assigned by LIPF. M
Targetldentifiers One or more of the target identifiers listed in the paragraph above. M
DeliveryType Set to “X20nly”, “X30nly” or “X2andX3" as needed to meet the requirements |M

of the warrant. (Ignored by the MDF2).

TaskDetailsExtensions/ Header reporting-specific tag to be carried in the TaskDetailsExtensions field |C

HeaderReporting of ETSI TS 103 221-1 [7]. See table 6.2.3.9.2-1. Unless there is a CSP/LEA
agreement to not report packet header information, this field shall be present
to enable packet header information reporting.

ListOfDIDs Delivery endpoints of LI_HI2. These delivery endpoints shall be configured |M
using the CreateDestination message as described in ETSI TS 103 221-1 [7]
clause 6.3.1 prior to first use.

ListOfMediationDetails Sequence of Mediation Details, See Table 6.3.3.1-4. M

Table 6.3.3.1-4: Mediation Details for MDF2

ETSI TS 103 221-1 [7] field name Description M/C/O
LIID Lawful Intercept ID associated with the task. M
DeliveryType Set to "HI20nly". M
ListOfDIDs Details of where to send the IRI for this LIID. Shall be included if deviation C

from the ListofDIDs in the ActivateTask message is necessary. If included,
the ListOfDIDs in the Mediation Details shall be used instead of any delivery
destinations authorised by the ListOfDIDs field in the ActivateTask Message.

ServiceScoping Shall be included to Identify the service(s) and associated service-related C
delivery settings for this LIID. May include more than one instance of this
parameter to allow for different combinations of subparameters associated
with a single LIID. This parameter is defined in ETSI TS 103 221-1 [7], Annex
C, table C.2.

MediationDetailsExtensions/ Header reporting-specific tag to be carried in the MediationDetailsExtensions |C

HeaderReporting

field of ETSI TS 103 221-1 [7]. See table 6.2.3.9.2-1. This field shall be
included if deviation from the taskDetails HeaderReporting
TaskDetailsExtensions is required. If included, the details shall be used
instead of the HeaderReporting instructions specified in the HeaderReporting
field in the TaskDetails structure.

6.3.3.1.5

Provisioning of the MDF3

The MDF3 listed as the delivery endpoint for the xCC generated by the CC-POI in the UP entity of the SGW/PGW or
ePDG shall be provisioned over LI_X1 by the LIPF using the X1 protocol as described in clause 5.2.2. Table 6.3.3.1-5
shows the minimum details of the LI_X1 ActivateTask message used for provisioning the MDF3. If packet header

reporting is authorised and approach 2 described in clause 6.2.3.9 is used, the endpoint for the MDF3 shall be the

MDF2 over LI_MDF.

Table 6.3.3.1-5: ActivateTask message for MDF3

ETSI TS 103 221-1 [7] field name Description M/C/O
XID XID assigned by LIPF. M
Targetldentifiers One or more of the target identifiers listed in the paragraph above. M
DeliveryType Set to “X20nly”, “X30nly” or “X2andX3" as needed to meet the M

requirements of the warrant.
TaskDetailsExtensions/ Header reporting-specific tag to be carried in the TaskDetailsExtensions C
HeaderReporting field of ETSI TS 103 221-1 [7]. See table 6.2.3.9.2-1. Unless there is a
CSP/LEA agreement to not report packet header information, this field
shall be present to enable packet header information reporting.
ListOfDIDs Delivery endpoints of LI_HI3 or LI_MDF. These delivery endpoints shall be (M
configured using the CreateDestination message as described in ETSI TS
103 221-1 [7] clause 6.3.1 prior to first use.
ListOfMediationDetails Sequence of Mediation Details, See table 6.3.3.1-6. M
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Table 6.3.3.1-6: Mediation Details for MDF3

ETSI TS 103 221-1 [7] field name Description M/C/O
LIID Lawful Intercept ID associated with the task. M
DeliveryType Set to "HI3Only". M
ListOfDIDs Details of where to send the CC for this LIID. Shall be included if deviation |C

from the ListofDIDs in the ActivateTask message is necessary. If included,
the ListOfDIDs in the Mediation Details shall be used instead of any
delivery destinations authorised by the ListOfDIDs field in the ActivateTask
Message.

ServiceScoping Shall be included to Identify the service(s) and associated service-related |C
delivery settings for this LIID. May include more than one instance of this
parameter to allow for different combinations of subparameters associated
with a single LIID. This parameter is defined in ETSI TS 103 221-1 [7],
Annex C, table C.2.

MediationDetailsExtensions/ Header reporting-specific tag to be carried in the C
HeaderReporting MediationDetailsExtensions field of ETSI TS 103 221-1 [7]. See table
6.2.3.9.2-1. This field shall be included if deviation from the taskDetails
HeaderReporting TaskDetailsExtensions is required. If included, the details
shall be used instead of the HeaderReporting instructions specified in the
HeaderReporting field in the TaskDetails structure.

6.3.3.2 Generation of xIRI over LI_X2

6.3.3.2.1 General
When Option A specified in clause 6.3.1 is used:
- For architectures with EPC/5GC interworking:

- For home routed roaming interception in the visited network, in this version of the specification, the IRI-POI
present in the SGW shall be implemented in accordance with Option B or Option C specified in clause 6.3.1.

- For al other cases, the IRI-POI present in the SMF+PGW-C shall send the xIRIs over LI_X2 for each of the
eventslisted in TS 33.127 [5] clause 6.3.3.3.1.2, as described in clause 6.3.1.

NOTE: Thedetails of the events triggers used to generate the xIRIs are specified at high-level in support of
possible hitherto implementation variations for EPS LI.

When Option B specified in clause 6.3.1 is used:

- ThelRI-POI present in the SGW/PGW and ePDG shall send the xIRIs over LI_X2 for each of the eventslisted
in TS 33.107 [36] clause 12.2.1.2, the details of which are specified in clause 12.2.3 of thesame TS.

- ThelRI-POI present in the SGW/PGW and ePDG shall set the payload format to
EpsHI20perations.Epsl RIContent (value 14), see clause 5.3 and ETSI TS 103 221-2 [8] clause 5.4. The payload
field shall contain an EpsHI20perations.Epsl RI Content structure encoded according to TS 33.108 [12] clauses
10.5and B.9.

- Asthe LIID may not be available at the SGW/PGW and ePDG but is mandatory in
EpsHI20perations.Epsl RIContent according to TS 33.108 [12] Annex B.9, itsvalue in the
lawfullnterceptionl dentifier field of the encoded PDU shall be set to the fixed string "L1IDNotPresent”.

6.3.3.2.2 PDU Session Establishment message reporting PDU session establishment or
PDN Connection establishment

The IRI-POI in the SMF+PGW-C shall generate an xIRI containing an SMFPDU SessionEstablishment record (see
clause 6.2.3.2.2) when the IRI-POI present in the SMF+PGW-C detects that a PDU Session or PDN Connection has
been established for the target UE. The IRI-POI present in the SMF+PGW-C shall generate the xIRI for the following
events:

- The SMF+PGW-C creates anew PDN Connection in the target UE context of the SMF+PGW-C (see TS 23.401
[50] clause 5.7.4).
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- The SMF+PGW-C creates anew PDU Session context or SM Context for the target UE (see TS 29.502 [16]
clause 5.2.2.2 and clause 5.2.2.7).

When the SMFPDU SessionEstablishment record (see clause 6.2.3.2.2) is used to report the creation of a new PDN
Connection:

- The ePSPDNConnectionEstablishment field shall be populated with the information in Table 6.3.3-1.

- If thereisno SUPI associated to the SM context for the target UE, the SUPI field of the
SMFPDUSessionEstablishment record shall be populated with the value of the IMSI from the target UE context.

- If thereisno PDU Session ID present in the PCO of the request or response messages or associated to the
context for the PDN connection, the pDUSessionl D field of the SMFPDU SessionEstablishment record shall be
populated with the EBI of the default bearer for the PDN Connection.

- If thereisno 5G UP tunnel present in the context associated to the PDN Connection, the gTPTunnelID field of

the SMFPDU Sessi onEstablishment record shall be populated with the F-TEID for the PGW S5 or S8 interface
for the default bearer of the PDN Connection.
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Table 6.3.3-1: Payload for ePSPDNConnectionEstablishment Field
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Field name

Description

M/C/O

ePSSubscriberlDs

EPS Subscriber Identities associated with the PDN connection (e.g. as
provided by the MME or SGW in the associated Create Session Request or
as associated with the PDN connection in the context known at the NF). The
IMSI shall be present except for unauthenticated emergency sessions.

M

iMSIUnauthenticated

Shall be present if an IMSI is present in the ePSSubscriberIDs and set to
“true” if the IMSI has not been authenticated, or “false” if it has been
authenticated.

C

defaultBearerID

Shall contain the EPS Bearer Identity of the default bearer associated with
the PDN connection.

gTPTunnellnfo

Contains the information for the Control Plane GTP Tunnels present in the
Create Session Request or known in the context at the SGW or PGW. See
Table 6.2.3-1B.

pDNConnectionType

Identifies selected PDN session type, see TS 29.274 [87] clause 8.34.

uEEndpoints

UE endpoint address(es) if available. Derived from the PDN Address portion
of the PDN Address Allocation parameter (see TS 29.274 [87] clause 8.14)
present in the Create Session Request or the IP Address associated to the
PDN Connection in the context known at the NF (see TS 23.401 [50] clauses
5.7.3and 5.7.4).

non3GPPAccessEndpoint

UE's local IP address used to reach the ePDG, if present in the Create
Session Request (see TS 29.274 [87], clause 7.2.1) or known at the context
at the SGW or PGW.

location

Location information present in the Create Session Request (see TS 29.274
[87], clause 7.2.1) or known in the context at the SGW or PGW.

C

additionalLocation

Additional location information present in the Create Session Request,
known in the context at the SGW or PGW, or known at the MDF.

aPN

Access Point Name associated with the PDN connection present in the
Create Session Request (see TS 29.274 [87] clauses 7.2.1 and 8.6) or
known at the context at the SGW or PGW (see TS 23.401 [50] clause 5.6.4),
as defined in TS 23.003[19] clause 9.1.

requestType

Type of request as derived from the Request Type described in TS 24.301
[50] clause 9.9.4.14 and TS 24.008 [93] clause 10.5.6.17, if available.

C

accessType

Access type associated with the PDN connection (i.e. 3GPP or non-3GPP
access). Shall be set to nonThreeGPPAccess by the ePDG or by the PGW
when the Create Session Request for the PDN connection is received from
an ePDG. Shall be set to threeGPPAccess by the SGW or by the PGW when
the Create Session Request for the PDN connection is received from an
SGW.

rATType

RAT Type associated with the PDN connection. Shall be present if included
in the Create Session Request (see TS 29.274 [87] clause 7.2.1) or known at
the context at the SGW or PGW (see TS 23.401 [50] clause 5.6.4).

C

protocolConfigurationOptions

Shall be present if the Create Session Request or the Create Session
Response (see TS 29.274 [87] clause 7.2.2 and clause 7.2.3) contains the
Protocol Configuration, Additional Protocol Configuration Options or
extended Protocol Configuration Options IE. See Table 6.3.3-4.

servingNetwork

Shall be present if this IE is in the Create Session Request or the context for
the PDN connection at the SGW/PGW.

sMPDUDNRequest

Contents of the SM PDU DN Request container, if available, as described in
TS 24.501 [13] clause 9.11.4.15.

bearerContextsCreated

Shall include a list of the Bearer Contexts created sent in the Create Session
Response message (see TS 29.274 [87] clause 7.2.2). See Table 6.3.3-2.

bearerContextsMarkedForRemoval

Shall include a list of the Bearer Contexts to be removed sent in the Create
Session Response message (see TS 29.274 [87] clause 7.2.2). See Table
6.3.3-3.

indicationFlags

Shall be included if the Indication Flags field is present in the Create Session
Request (see TS 29.274 [87] clause 7.2.1). The value of this parameter shall
be set to the value of the Indication IE (see TS 29.274 [87] clause 8.12)
starting with octet 5.

C

handoverindication

Shall be present if the Handover Indication is set to 1 in the Create Session
Request (see TS 29.274 [87] clauses 7.2.1 and 8.12).

C

nBIFOMSupport

Shall be present if the NBIFOM Support Indication is set to 1 in the Create
Session Request (see TS 29.274 [87] clauses 7.2.1 and 8.12).

C

fiveGSInterworkinglnfo

Shall be present if the 5GS Interworking Indication is present in the Create
Session Request (see TS 29.274 [87] clauses 7.2.1 and 8.12). See Table
6.3.3-5.

C
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CSRMFI

Shall be present if the Create Session Request Message Forwarded
Indication (CSRMFI) is present in the Create Session Request (see TS
29.274 [87] clauses 7.2.1 and 8.12). Indicates the Create Session Request
message has been forwarded by a PGW.

C

restorationOfPDNConnectionsSupp
ort

Shall be present if the Restoration of PDN connection after an PGW-C/SMF
Change Support Indication is present in the Create Session Request (see TS
29.274 [87] clauses 7.2.1 and 8.12).

C

pGW Changelndication

Shall be present if the PGW Change Indication is present in the Create
Session Request (see TS 29.274 [87] clauses 7.2.1 and 8.12).

pGWRNSI

Shall be present if the PGW Redirection due to mismatch with Network Slice
subscribed by the UE Support Indication is present in the Create Session
Request (see TS 29.274 [87] clauses 7.2.1 and 8.12).

C

Table 6.3.3-2: Payload for bearerContextsCreated Field

Field name

Description

M/C/O

ePSBearerlD

Shall include the EPS bearer ID for the EPS Bearer (See TS 29.274 [87]
clauses 7.2.2 and 7.2.4).

M

cause

Shall indicate whether the bearer handling was successful and if not, it gives
information on the reason (see TS 29.274 [87] clause 7.2.2 and 7.2.4). Sent
as an integer cause value (see TS 29.274 [87] Table 8.4-1)

M

gTPTunnellnfo

Contains the information for the User Plane GTP Tunnels for the bearer
context if present in the Request or Response (see TS 29.274 [87] clauses
7.2.2,7.2.4 and 8.15) or known at the context at the SGW or PGW (see TS
23.401 [50] clause 5.6.4). See Table 6.2.3-1B.

C

bearerQOS

Shall include the QOS information for the bearer if present in the Request or
Response (see TS 29.274 [87] clauses 7.2.2, 7.2.15 and 8.15) or known at
the context at the SGW or PGW (see TS 23.401 [50] clause 5.6.4). See
Table 6.3.3-7.

C

protocolConfigurationOptions

Shall be present if the Bearer Context reported (see TS 29.274 [87] clauses
7.2.2,7.2.3, and 7.2.4) contains the Protocol Configuration, Additional
Protocol Configuration Options or extended Protocol Configuration Options
IE. See Table 7.6.3.3-4.

C

Table 6.3.3-3: Payload for bearerContextsMarkedForRemoval Field

Field name

Description

M/C/O

ePSBearerID

Shall include the EPS bearer ID for the EPS Bearer (See TS 29.274 [87]
clause 7.2.2, 7.2.8 and 7.2.10).

M

cause

Shall indicate whether the bearer handling was successful and if not, it gives
information on the reason (see TS 29.274 [87] clause 7.2.2, 7.2.8 and
7.2.10).

M
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Table 6.3.3-4: Payload for protocolConfigurationOptions Field

Field name

Description

M/C/O

requestPCO

Shall be present if the Protocol Configuration Options IE is present in the
request message. The value of this parameter shall contain a copy of the
value field of the PCO IE of the request message (see 29.274 [87] clause
8.13 starting with octet 5).

requestAPCO

Shall be present if the Additional Protocol Configuration Options IE is present
in the request message. The value of this parameter shall contain a copy of
the value field of the PCO IE of the request message (see 29.274 [87] clause
8.94 starting with octet 5).

requestEPCO

Shall be present if the Extended Protocol Configuration Options IE is present
in the request message. The value of this parameter shall contain a copy of
the value field of the PCO IE of the request message (see 29.274 [87] clause
8.128 starting with octet 5).

responsePCO

Shall be present if the Protocol Configuration Options IE is present in the
response message. The value of this parameter shall contain a copy of the
value field of the PCO IE of the response message (see 29.274 [87] clause
8.13 starting with octet 5).

responseAPCO

Shall be present if the Additional Protocol Configuration Options IE is present
in the response message. The value of this parameter shall contain a copy of
the value field of the PCO IE of the response message (see 29.274 [87]
clause 8.94 starting with octet 5).

responseEPCO

Shall be present if the Extended Protocol Configuration Options IE is present
in the response message. The value of this parameter shall contain a copy of
the value field of the PCO IE of the response message (see 29.274 [87]
clause 8.128 starting with octet 5).

C

Table 6.3.3-5: Payload for fiveGSinterworkinginfo Field

Field name

Description

M/C/O

fiveGSlnterworkinglIndicator

Shall be set toTRUE if the 5GSIWKI flag in the Indication IE of the request or
response is set to 1. Indicates that the UE supports N1 mode and the PDN
connection is not restricted from interworking by the 5GS user subscription.
See TS 29.274 [87] clauses 7.2.1 and 8.12.

M

fiveGSlInterworkingWithoutN26

Shall be set to TRUE if the 5GS Interworking without N26 Indication flag in
the Indication IE of the request or response is set to 1. If the 5GS
Interworking without N26 Indication flag in the Indication IE of the request or
response is set to 0 or not present, this parameter shall be set to FALSE.
See TS 29.274 [87] clauses 7.2.1 and 8.12.

M

fiveGCNotRestrictedSupport

Shall be set to True if the 5GCNRS (5GC Not Restricted Support) flag in the
Indication IE of the request or response is set to 1. If the 5GCNRS flag in the
Indication IE of the request or response is set to 0 or not present, this
parameter shall be set to FALSE. See TS 29.274 [87] clauses 7.2.1 and
8.12.

M
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Field name

Description

M/C/O

controlPlaneSenderFTEID

Shall include the Sender F-TEID for the control plane if present in the
Request or response (See TS 29.274 [87] clause 7.2.1,7.2.2,7.2.3,7.2.4,
7.2.7,7.2.8,7.2.15, 7.2.16) or known in the context at the SGW or PGW.

controlPlanePGWS5S8FTEID

Shall include the PGW F-TEID for the control plane if present in the Request
or response (See TS 29.274 [87] clause 7.2.1,7.2.2,7.2.3,7.2.4,7.2.7,
7.2.8,7.2.15, 7.2.16) or known in the context at the SGW or PGW.

s1lUeNodeBFTEID

Shall include the F-TEID for the eNodeB S1-U interface for the bearer if
present in the Request or response (See TS 29.274 [87] clause 7.2.1, 7.2.2,
7.2.3,7.2.4,7.2.7,7.2.8,7.2.15, 7.2.16) or known in the context at the SGW
or PGW.

s5S8SGWF

TEID

Shall include the F-TEID for the SGW S5 or S8 interface for the bearer if
present in the Request or response (See TS 29.274 [87] clause 7.2.1, 7.2.2,
7.2.3,7.2.4,7.2.7,7.2.8,7.2.15, 7.2.16) or known in the context at the SGW
or PGW.

S5S8PGWF

TEID

Shall include the F-TEID for the PGW S5 or S8 interface for the bearer if
present in the Request or response (See TS 29.274 [87] clause 7.2.1, 7.2.2,
7.2.3,7.2.4,7.2.7,7.2.8,7.2.15, 7.2.16) or known in the context at the SGW
or PGW.

s2bUePDGFTEID

Shall include the F-TEID for the ePDG on the S2b-U interface for the bearer
if present in the Request or response (See TS 29.274 [87] clause 7.2.1,
7.2.2,7.23,7.2.4,7.2.7,7.2.8,7.2.15, 7.2.16) or known in the context at the
PGW or ePDG.

s2aUePDGFTEID

Shall include the F-TEID for the ePDG on the S2a-U interface for the bearer
if present in the Request or response (See TS 29.274 [87] clause 7.2.1,
7.2.2,7.23,7.2.4,7.2.7,7.2.8,7.2.15, 7.2.16) or known in the context at the
PGW or ePDG.

Table 6.3.3-7: Payload for bearerQOS Field

Field name

Description

M/C/O

qcCl

Shall include the QCI for the bearer if present in the Request or response
(See TS 29.274 [87] clause 7.2.1, 7.2.2, 7.2.3 and 7.2.15), or known in the
context at the SGW or PGW.

maximumUplinkBitRate

Shall include the maximum uplink bitrate encoded as kilobits per second in
binary value (see TS 29.274 [87] clause 8.15) if present in the Request or
response (See TS 29.274 [87] clause 7.2.1, 7.2.2, 7.2.3 and 7.2.15), or
known in the context at the SGW or PGW.

maximumDownlinkBitRate

Shall include the maximum downlink bitrate encoded as kilobits per second
in binary value (see TS 29.274 [87] clause 8.15) if present in the Request or
response (See TS 29.274 [87] clause 7.2.1, 7.2.2, 7.2.3 and 7.2.15), or
known in the context at the SGW or PGW.

guaranteedUplinkBitRate

Shall include the guaranteed uplink bitrate encoded as kilobits per second in
binary value (see TS 29.274 [87] clause 8.15) if present in the Request or
response (See TS 29.274 [87] clause 7.2.1, 7.2.2, 7.2.3 and 7.2.15), or
known in the context at the SGW or PGW.

guaranteedDownlinkBitRate

Shall include the guaranteed downlink bitrate encoded as kilobits per second
in binary value (see TS 29.274 [87] clause 8.15) if present in the Request or
response (See TS 29.274 [87] clause 7.2.1, 7.2.2, 7.2.3 and 7.2.15), or
known in the context at the SGW or PGW.

priorityLevel

Shall include the priority level assigned to the bearer as an integer value (see
TS 29.274 [87] clause 8.15) if present in the Request or response (See TS
29.274 [87] clause 7.2.1, 7.2.2, 7.2.3 and 7.2.15), or known in the context at
the SGW or PGW.

6.3.3.2.3

The IRI-POI in the SMF+PGW-C shall generate an xIRI containing an SMFPDU SessionM odification record (see

PDU Session Modification message reporting PDU session modification, PDN
Connection modification or inter-system handover

clause 6.2.3.2.3) when the IRI-POI present in the SMF+PGW-C detects that a PDU Session or PDN Connection has
been modified for the target UE. The IRI-POI present in the SMF+PGW-C shall generate the xIRI for the following

events:
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The SMF+PGW-C modifies an existing PDN Connection in the target UE context of the SMF+PGW-C (see TS
23.401 [50] clause 5.7.4).

The SMF+PGW-C modifies an existing PDU Session context or SM Context for the target UE (see TS 29.502
[16] clause 5.2.2.3 and clause 5.2.2.8).

The SMF+PGW-C transfers an existing PDU Session to EPS (see TS 23.502 [4] clauses4.11.1.2.1 and 4.11.2.2).

The SMF+PGW-C transfers an existing PDN Connection to 5GS (see TS 23.502 [4] clauses 4.11.1.2.2 and
4.11.2.3).

When the SMFPDUSessionM odification record (see clause 6.2.3.2.3) is used to report the modification of a PDN
Connection:

The ePSPDNConnectionM odification field shall be populated with the information in Table 6.3.3-8.

If there is no SUPI associated to the SM context for the target UE, the SUPI field of the
SMFPDUSessionM odification record shall be populated with the value of the IMSI from the target UE context.

If thereisno PDU Session ID present in the PCO of the request or response messages or associated to the
context for the PDN connection, the pDUSessionl D field of the SMFPDU SessionM odification record shall be
populated with the EBI of the default bearer for the PDN Connection.

If thereis no 5G UP tunnel present in the context associated to the PDN Connection, the gTPTunnelID field of

the SMFPDU SessionM odification record shall be populated with the F-TEID for the PGW S5 or S8 interface for
the default bearer of the PDN Connection.
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Table 6.3.3-8: Payload for ePSPDNConnectionModification Field
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Field name

Description

M/C/O

ePSSubscriberlDs

EPS Subscriber Identities associated with the PDN connection (e.g. as
provided by the MME or SGW in the associated network message or as
associated with the PDN connection in the context known at the NF). The
IMSI shall be present except for unauthenticated emergency sessions.

M

iMSIUnauthenticated

Shall be present if an IMSI is present in the ePSSubscriberIDs and set to
“true” if the IMSI has not been authenticated, or “false” if it has been
authenticated.

defaultBearerID

Shall contain the EPS Bearer Identity of the default bearer associated with
the PDN connection.

gTPTunnellnfo

Contains the information for the Control Plane GTP Tunnels present in the
network message or known in the context at the SGW or PGW. See Table
6.2.3-1B. If the gTPTunnellnfo received in the network message is different
than the gTPTunnellnfo in the context for the PDN Connection, this message
shall be populated with the new information.

pDNConnectionType

Identifies selected PDN session type, see TS 29.274 [13] clause 8.34.

uEEndpoints

UE endpoint address(es) if available. Derived from the PDN Address portion
of the PDN Address Allocation parameter (see TS 29.274 [87] clause 8.14)
present in the network message or the IP Address associated to the PDN
Connection in the context known at the NF (see TS 23.401 [50] clauses 5.7.3
and 5.7.4).

non3GPPAccessEndpoint

UE's local IP address used to reach the ePDG, if present in the network
message (see TS 29.274 [87], clauses 7.2.4, 7.2.7 and 7.2.16) or known at
the context at the SGW or PGW.

location

Location information present in the network message (see TS 29.274 [87],
clause 8.21) or known in the context at the SGW or PGW.

additionalLocation

Additional location information present in the network message, known in the
context at the SGW or PGW, or known at the MDF.

aPN

Access Point Name associated with the PDN connection present in the
network message (see TS 29.274 [87] clause 8.6) or known at the context at
the SGW or PGW (see TS 23.401 [50] clause 5.6.4), as defined in TS
23.003[19] clause 9.1.

requestType

Type of request as derived from the Request Type described in TS 24.301
[50] clause 9.9.4.14 and TS 24.008 [93] clause 10.5.6.17, if available.

accessType

Access type associated with the PDN connection (i.e. 3GPP or non-3GPP
access).

rATType

RAT Type associated with the PDN connection. Shall be present if included
in the network message (see TS 29.274 [87] clauses 7.2.3,7.2.4,7.2.7,
7.2.8,7.2.9,7.2.10, 7.2.15 and 7.2.16) or known at the context at the SGW
or PGW (see TS 23.401 [50] clause 5.6.4).

protocolConfigurationOptions

Shall be present if the network message (see TS 29.274 [87]) contains the
Protocol Configuration Options, Additional Protocol Configuration Options or
extended Protocol Configuration Options IE. See Table 6.3.3-4.

servingNetwork

Shall be present if this IE is in the network message or the context for the
PDN connection at the SGW/PGW.

sMPDUDNRequest

Contents of the SM PDU DN Request container, if available, as described in
TS 24.501 [13] clause 9.11.4.15.

bearerContextsCreated

Shall include a list of the Bearer Contexts created if the event that resulted in
the generation of the message was the activation of a dedicated Bearer.
Shall contain the contents of the Bearer Context field of the Create Bearer
Response message (see TS 29.274 [87] clause 7.2.4). See Table 6.3.3-2.

bearerContextsModified

Shall include a list of the Bearer Contexts modified if the event that resulted
in the generation of the message was the modification of an existing bearer.
Shall contain the contents of the Bearer Contexts Modified field of the Modify
Bearer Response message (see TS 29.274 [87] clause 7.2.8) or the Bearer
Contexts within the Update Bearer Response message (see TS 29.274 [87]
clause 7.2.16). See Table 6.3.3-9.

bearerContextsMarkedForRemoval

Shall include a list of the Bearer Contexts to be removed if the event that
resulted in the generation of the message included the removal of an existing
bearer. (see TS 29.274 [87] clause 7.2.8 and 7.2.10). See Table 6.3.3-3.

bearersDeleted

Shall include a list of the Bearers to be deleted if the event that resulted in
the generation of the message included a Delete Bearer Request or
Response. (see TS 29.274 [87] clauses 7.2.9 and 7.2.10). See Table 6.3.3-
10

C

ETSI




3GPP TS 33.128 version 17.6.0 Release 17 115 ETSI TS 133 128 V17.6.0 (2022-09)

indicationFlags

Shall be included if the Indication Flags field is present in the network
message (see TS 29.274 [87] clauses 7.2.3,7.2.4,7.2.7,7.2.8,7.2.9,
7.2.10, 7.2.15 and 7.2.16). The value of this parameter shall be set to the
value of the Indication IE (see TS 29.274 [87] clause 8.12) starting with octet
5

C

handoverindication

Shall be present if the Handover Indication is set to 1 in the Modify Bearer
Request (see TS 29.274 [87] clauses 7.2.7 and 8.12).

C

nBIFOMSupport

Shall be present if the NBIFOM Support Indication is set to 1 in the Create
Session Request (see TS 29.274 [87] clauses 7.2.1 and 8.12).

C

fiveGSInterworkinglnfo

Shall be present if the 5GS Interworking Indication is present in the Create
Session Request (see TS 29.274 [87] clauses 7.2.1 and 8.12). See Table
6.3.3-5.

C

CSRMFI

Shall be present if the Create Session Request Message Forwarded
Indication (CSRMFI) is present in the Create Session Request (see TS
29.274 [87] clauses 7.2.1 and 8.12). Indicates the Create Session Request
message has been forwarded by a PGW.

restorationOfPDNConnectionsSupp
ort

Shall be present if the Restoration of PDN connection after an PGW-C/SMF
Change Support Indication is present in the Create Session Request (see TS
29.274 [87] clauses 7.2.1 and 8.12).

C

pGWChangelndication

Shall be present if the PGW Change Indication is present in the Create
Session Request (see TS 29.274 [87] clauses 7.2.1 and 8.12).

pGWRNSI

Shall be present if the PGW Redirection due to mismatch with Network Slice
subscribed by the UE Support Indication is present in the Create Session
Request (see TS 29.274 [87] clauses 7.2.1 and 8.12).

C

Table 6.3.3-9: Payload for bearerContextsModified Field

Field name

Description

M/C/O

ePSBearerlD

Shall include the EPS bearer ID for the EPS Bearer (See TS 29.274 [87]
clauses 7.2.7,7.2.8, 7.2.15 and 7.2.16).

M

cause

Shall indicate whether the bearer handling was successful and if not, it gives
information on the reason (See TS 29.274 [87] clauses 7.2.7, 7.2.8, 7.2.15
and 7.2.16). Sent as an integer cause value (see TS 29.274 [87] Table 8.4-1)

M

gTPTunnellnfo

Contains the information for the User Plane GTP Tunnels for the bearer
context if present in the Request or Response (see TS 29.274 [87] clauses
7.2.7,7.2.8,7.2.15, 7.2.16 and 8.15) or known at the context at the SGW or
PGW (see TS 23.401 [50] clause 5.6.4). See Table 6.2.3-1B.

C

bearerQOS

Shall include the QOS information for the bearer if present in the Request or
Response (see TS 29.274 [87] clauses 7.2.7,7.2.8, 7.2.15, 7.2.16 and 8.15)
or known at the context at the SGW or PGW (see TS 23.401 [50] clause
5.6.4). See Table 6.3.3-7.

C

protocolConfigurationOptions

Shall be present if the Bearer Context reported (see TS 29.274 [87] clauses
7.2.7,7.2.8,7.2.15, 7.2.16 and 8.15) contains the Protocol Configuration,
Additional Protocol Configuration Options or extended Protocol Configuration
Options IE. See Table 6.3.3-4.

Cc

Table 6.3.3-10: Payload for bearersDeleted Field

Field name

Description

M/C/O

linkedEPSBearerID

Shall include the EBI for the default bearer associated with the PDN being
disconnected if all bearers belonging to a PDN connection are being
released (See TS 29.274 [87] clause 7.2.9).

C

ePSBearerlDs

Shall include a list of the EPS Bearer IDs to be deleted if only some of the
EPS Bearers belonging to a PDN Connection are being released(See TS
29.274 [87] clause 7.2.9).

C

protocolConfigurationOptions

Shall be present if the Delete Bearer Request or Response reported (see TS
29.274 [87] clauses 7.2.9) contains the Protocol Configuration, Additional
Protocol Configuration Options or extended Protocol Configuration Options
IE. See Table 6.3.3-4.

C

cause

Shall indicate the reason the EPS Bearers are being deleted (See TS 29.274
[87] clause 7.2.9). Sent as an integer cause value (see TS 29.274 [87] Table
8.4-1)

C

deleteBearerResponse

Shall contain information from the Delete Bearer Response (See TS
29.274[87] clause 7.2.10). See Table 6.3.3-11.
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Table 6.3.3-11: Payload for deleteBearerResponse Field

Field name Description M/C/O
cause Indicates whether the bearers requested for deletion were successfully M
deleted (See TS 29.274 [87] clause 7.2.10).
linkedEPSBearerID Shall include the EBI for the default bearer associated with the PDN being C

disconnected if all bearers belonging to a PDN connection are being
released (See TS 29.274 [87] clause 7.2.10).

bearerContexts Shall include a list of the EPS Bearer Contexts requested for deletion along |C
with details on whether they were successfully deleted. Shall be included if
only some of the EPS Bearers belonging to a PDN Connection are being
released(See TS 29.274 [87] clause 7.2.10). See Table 6.3.3-12.

protocolConfigurationOptions Shall be present if the Delete Bearer Request or Response reported (see TS |C
29.274 [87] clauses 7.2.9) contains the Protocol Configuration, Additional
Protocol Configuration Options or extended Protocol Configuration Options
IE. See Table 6.3.3-4.

Table 6.3.3-12: Payload for bearerContexts Field in deleteBearerResponse

Field name Description M/C/O
cause Indicates whether the bearers requested for deletion were successfully M
deleted (See TS 29.274 [87] clause 7.2.10).
ePSBearerlD Shall include the EBI for the bearer (See TS 29.274 [87] clause 7.2.10). M
protocolConfigurationOptions Shall be present if the Delete Bearer Request or Response reported (see TS |C

29.274 [87] clauses 7.2.9) contains the Protocol Configuration, Additional
Protocol Configuration Options or extended Protocol Configuration Options
IE. See Table 6.3.3-4.

rANNASCause Shall be present if the RAN/NAS Release Cause is present in the delete C
session response bearer context (see TS 29.274 [87] clause 7.2.10). Shall
be sent as an Octet String encoded as specified in TS 29.274 [87] clause
8.103.

6.3.3.2.4 PDU Session Release message reporting PDU session release, PDN Connection
release

The IRI-POI in the SMF+PGW-C shall generate an xIRI containing an SMFPDU SessionRel ease record (see clause
6.2.3.2.4) when the IRI-POI present in the SMF+PGW-C detects that a PDU Session or PDN Connection has been
released for the target UE. The IRI-POI present in the SMF+PGW-C shall generate the xIRI for the following events:

- The SMF+PGW-C releases an existing PDN Connection in the target UE context of the SMF+PGW-C (see TS
23.401 [50] clause 5.7.4).

- The SMF+PGW-C releases an existing PDU Session context or SM Context for the target UE (see TS 29.502
[16] clause 5.2.2.4 and clause 5.2.2.9).

When the SMFPDU SessionRel ease record (see clause 6.2.3.2.4) is used to report the release of aPDN Connection:
- The ePSPDNConnectionRelease field shall be populated with the information in Table 6.3.3-13.

If there is no SUPI associated to the SM context for the target UE, the SUPI field of the
SMFPDUSessionRelease record shall be populated with the value of the IMSI from the target UE context.

If thereisno PDU Session ID present in the PCO of the request or response messages or associated to the
context for the PDN connection, the pDUSessionl D field of the SMFPDU SessionRel ease record shall be
populated with the EBI of the default bearer for the PDN Connection.

If thereisno 5G UP tunnel present in the context associated to the PDN Connection, the gTPTunnelID field of
the SMFPDU SessionRel ease record shall be populated with the F-TEID for the PGW S5 or S8 interface for the
default bearer of the PDN Connection.
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Field name

Description

M/C/O

ePSSubscriberlDs

EPS Subscriber Identities associated with the PDN connection (e.g. as
provided by the MME or SGW in the associated network message or as
associated with the PDN connection in the context known at the NF). The
IMSI shall be present except for unauthenticated emergency sessions.

M

iMSIUnauthenticated

Shall be present if an IMSI is present in the ePSSubscriberIDs and set to
“true” if the IMSI has not been authenticated, or “false” if it has been
authenticated.

defaultBearer|D

Shall contain the EPS Bearer Identity of the default bearer associated with
the PDN connection.

location

Location information present in the network message (see TS 29.274 [87],
clause 8.21) or known in the context at the SGW or PGW.

gTPTunnellnfo

Contains the information for the Control Plane GTP Tunnels present in the
network message or known in the context at the SGW or PGW. See Table
6.2.3-1B. If the gTPTunnellnfo received in the network message is different
than the gTPTunnelinfo in the context for the PDN Connection, this message
shall be populated with the new information.

rANNASCause

Shall be present if the RAN/NAS Release Cause is present in the delete
session request (see TS 29.274 [87] clause 7.2.9).

pDNConnectionType

Identifies selected PDN session type, see TS 29.274 [13] clause 8.34.

indicationFlags

Shall be included if the Indication Flags field is present in the network
message (see TS 29.274 [87] clauses 7.2.3,7.2.4,7.2.7,7.2.8,7.2.9,
7.2.10, 7.2.15 and 7.2.16). The value of this parameter shall be set to the
value of the Indication IE (see TS 29.274 [87] clause 8.12) starting with octet
5

scopelndication

This flag shall be present and set to True, if the request corresponds to
TAU/RAU/Handover with SGW change/SRNS Relocation Cancel Using S4
with SGW change, Inter RAT handover Cancel procedure with SGW change,
S1 Based handover Cancel procedure with SGW change. If this parameter is
absent, it shall be interpreted as False.

bearersDeleted

Shall include a list of the Bearers to be deleted if the event that resulted in
the generation of the message included a Delete Bearer Request or
Response. (see TS 29.274 [87] clauses 7.2.9 and 7.2.10). See Table 6.3.3-
10.

6.3.3.2.5 SMF Start of Interception with Already Established PDU Session message
reporting Start of Interception with Already Established PDU Session or Start of
Interception with Already Established PDN Connection

The IRI-POI in the SMF+PGW-C shall generate an xIRI containing an
SMFStartOfI nterceptionWithEstablishedPDU Session record (see clause 6.2.3.2.5) when the IRI-POI present in the
SMF+PGW-C detects that a PDU Session or PDN Connection has aready been established for the target UE when
interception starts. The IRI-POI present in the SMF+PGW-C shall generate the xIRI for the following events:

- The SMF+PGW-C has an existing PDN Connection in the target UE context of the SMF+PGW-C (see TS
23.401 [50] clause 5.7.4).

- The SMF+PGW-C has an existing PDU Session context or SM Context for the target UE (see TS 29.502 [16]
clause 5.2.2.2 and clause 5.2.2.7).

When the SMFStartOf I nterceptionWithEstablishedPDU Session record (see clause 6.2.3.2.5) is used to report an

existing PDN Connection:

- The ePSStartOf| nterceptionWithEstablishedPDNConnection field shall be populated with the information in

Table 6.3.3-14.

- If thereis no SUPI associated to the SM context for the target UE, the SUPI field of the
SMFStartOfI nterceptionWithEstablishedPDNConnection record shall be populated with the value of the IMS|

from the target UE context.

- If thereisno PDU Session ID associated to the context for the PDN connection, the pDUSessionID field of the
SMFStartOf1 nterceptionWithEstablishedPDNConnection record shall be populated with the EBI of the default
bearer for the PDN Connection.
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- If thereisno 5G UP tunnel present in the context associated to the PDN Connection, the gTPTunnelID field of
the SMFStartOf I nterceptionWithEstablishedPDN Connection record shall be populated with the F-TEID for the
PGW S5 or S8 interface for the default bearer of the PDN Connection.

Table 6.3.3-14: Payload for ePSStartOfinterceptionWithEstablishedPDNConnection Field

Field name Description M/C/O

ePSSubscriberlDs EPS Subscriber Identities associated with the PDN connection (as M
associated with the PDN connection in the context known at the NF). The
IMSI shall be present except for unauthenticated emergency sessions.

iMSIUnauthenticated Shall be present if an IMSI is present in the ePSSubscriberlDs and set to C
“true” if the IMSI has not been authenticated, or “false” if it has been
authenticated.

defaultBearerID Shall contain the EPS Bearer Identity of the default bearer associated with M
the PDN connection.

gTPTunnellnfo Contains the information for the Control Plane GTP Tunnels known in the C
context at the SGW or PGW. See Table 6.2.3-1B.

pDNConnectionType Identifies selected PDN session type, see TS 29.274 [87] clause 8.34. M

uEEndpoints UE endpoint address(es) if available. Derived from the PDN Address portion |C
of the PDN Address Allocation parameter (see TS 29.274 [87] clause 8.14)
associated to the PDN Connection in the context known at the NF (see TS
23.401 [50] clauses 5.7.3 and 5.7.4).

non3GPPAccessEndpoint UE's local IP address used to reach the ePDG, if known at the context at the |C
SGW or PGW.

location Location information known in the context at the SGW or PGW. C

additionalLocation Additional location information known in the context at the SGW or PGW, or |C
known at the MDF.

aPN Access Point Name associated with the PDN known at the context at the M
SGW or PGW (see TS 23.401 [50] clause 5.6.4), as defined in TS 23.003[19]
clause 9.1.

requestType Type of request as derived from the Request Type described in TS 24.301 C
[50] clause 9.9.4.14 and TS 24.008 [93] clause 10.5.6.17, if available.

accessType Access type associated with the PDN connection (i.e. 3GPP or non-3GPP C
access).

rATType RAT Type associated with the PDN connection. Shall be present if known at |C
the context at the SGW or PGW (see TS 23.401 [50] clause 5.6.4).

protocolConfigurationOptions Shall be present the Protocol Configuration, Additional Protocol C
Configuration Options or extended Protocol Configuration Options are known
in the context at the SGW or PGW. See Table 6.3.3-4.

servingNetwork Shall be present if this IE is in the context for the PDN connection at the C
SGW/PGW.

bearerContexts Shall include a list of the Bearer Contexts present in the UE Context (see TS |M
23.401 [50] clauses 5.7.3 and 5.7.4). See Table 6.3.3-2.

6.3.3.2A Triggering of the CC-POI from CC-TF over LI_T3

When CUPS architecture is used and the interception of user plane packetsis required, the CC-TF present in the SGW-
C/PGW-C sends atrigger to the CC-POI present in the SGW-U/PGW-U over the LI_T3 interface.

6.3.3.3

6.3.3.3.1

The CC-POI present in the SGW/PGW and ePDG shall send xCC over LI_X3 for each | P packet belonging to the

target’ s communication.

Generation of xCC at CC-POI in the SGW/PGW and ePDG over LI_X3

Non-CUPS architecture

Each X3 PDU shall contain the contents of the user plane packet given using the GTP-U, IP or Ethernet payload format.

The CC-POI present in the SGW/PGW and ePDG shall set the payload format to indicate the appropriate payload type
(5 for IPv4 Packet, 6 for |Pv6 Packet, 7 for Ethernet frame or 12 for GTP-U packet as per ETSI TS 103 221-2 [8] clause

5.4).
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If it isrequired to send the | CE-type for the XCC, the CC-POI shall set the NFID attribute (see ETSI TS 103 221-2 [8]
clause 5.3.7) to the appropriate value from the | CE-type enumeration in TS 33.108 [12] Annex B.10 as a single octet.
Asan example, an ICE-type of "sgw" isindicated by setting the attribute to value 3.

6.3.3.3.2 CUPS architecture

When CUPS architecture is used, the CC-POI in the SGW-U/PGW-U is provisioned by the CC-TF in the SGW-
C/PGW-C using a Triggering message (i.e. ActivateTask message) as described in clause 6.3.3.0.

The CC-POI present in the SGW-U/PGW-U shall send xCC over LI_X3 for each IP packet matching the criteria
specified in the Triggering message (i.e. ActivateTask message) received over L1_T3 from the CC-TF in the SGW-
CIPGW-C.

NOTE: Implementers are reminded of the completeness and non-duplication requirements (see TS 33.127 [5]).
Each X3 PDU shall contain the contents of the user plane packet given using the GTP-U, IP or Ethernet payload format.

The CC-POI present in the SGW-U/PGW-U shall set the payload format to indicate the appropriate payload type (5 for
IPv4 Packet, 6 for IPv6 Packet, 7 for Ethernet frame or 12 for GTP-U Packet as described in ETSI TS 103 221-2 [8]
clauses5.4 and 5.4.13.

If handover of the entire GTP-U packet isrequired over LI_HI3 (see clause 6.2.3.8), then consideration shall be made of
the correct choice of L1_X3 payload type to ensure that the MDF3 has the necessary CC information. Support for
delivery of LI_X3 as payload type 12 (GTP-U packet) is mandatory.

6.3.3.4 Generation of IRl over LI_HI2

When an xIRI isreceived over LI_X2 from the IRI-POI in the SGW/PGW or ePDG, the MDF2 shall generate the
corresponding IRl message and deliver it over L1_HI2 without undue delay. The IRl message shall contain a copy of
the relevant record received in the xIRI over L1_X2.

When option 2 specified in clause 6.3.1 is used, the MDF2 shall generate IRl messages based on the proprietary
information received from the SGW/PGW or ePDG and provideit over LI_HI2 without undue delay.

The IRl messages shall include an IRI payload encoded according to clause 10.5 and TS 33.108 [12] Annex B.9. The
MDF2 shall encode the correct value of LIID inthe IRI message, replacing the value "LIIDNotPresent” given in the
XIRI (see clause 6.3.2.2).

The IRl messages shall be delivered over L1_HI2 according to ETSI TS 102 232-7 [10] clause 10.

6.3.3.5 Generation of CC over LI_HI3

When xCC isreceived over L1_X3 from the CC-POI in the SGW/PGW or ePDG, the MDF3 shall generate the
corresponding CC and deliver it over L1_HI3 without undue delay. The CC message shall contain a copy of the relevant
XCC received over LI_X3.

When option 2 specified in clause 6.3.1 is used, the MDF3 shall generate CC based on the proprietary information
received from the SGW/PGW or ePDG and provide it over LI_HI3 without undue delay.

The CC shall include a CC payload encoded according to TS 33.108 [12] Annex B.10.
The CC shall be delivered over LI_HI3 according to ETSI TS 102 232-7 [10] clause 10.

6.4 3G

The Present document does not specify details of the L1 interfaces for 3G / UMTS. Details for this release are specified
in TS 33.108 [12].

ETSI



3GPP TS 33.128 version 17.6.0 Release 17 120 ETSI TS 133 128 V17.6.0 (2022-09)

7 Service Layer Based Interception

7.1 Introduction

This clause describes any remaining fields, behaviours or details necessary to implement the required LI interfaces for
specific 3GPP-defined services which are not described in clauses 4 and 5.

7.2 Central Subscriber Management

7.2.1 General description

This clause describes interception at central subscriber management functions or databases (e.g. UDM and HSS).

1.2.2 LI at UDM

7221 General description

In 3GPP network, the UDM provides the unified data management for UE. The UDM shall have LI capabilitiesto
generate the target UE’ s service area registration and subscription management related xIRI.

7222 Provisioning over LI_X1

The IRI-POI present in the UDM is provisioned over L1_X1 by the LIPF using the X1 protocol as described in clause
5.2.2.

The POI inthe UDM shall support the following target identifier formatsin the ETSI TS 103 221-1 [ 7] messages.
-  SUPIIMSI.
- SUPINAI.
- PEIIMEI.
-  PEIIMEISV.
- GPSIMSISDN.
- GPSINAI.

7.2.2.3 Generation of xIRI over LI_X2

7.2.2.3.1 General description

The IRI-POI present in the UDM shall send xIRI over LI_X2 for each of the eventslisted in TS 33.127 [5] clause
7.2.2.4, the details of which are described in the following clauses.

7.2.2.3.2 Serving system

The IRI-POI in the UDM shall generate an xIRI containing the UDM ServingSystemM essage record when it detects the
following events:

- When the UDM receives the amf3GPPA ccessRegistration from the AMF as part of the
Nudm_UEContextM anagement_Registration service operation (see TS 29.503 [25] clause 5.3.2.2.2).

- When the UDM receives the anfNon3GPPA ccessRegistration from the AMF as part of the
Nudm_UEContextM anagement_Registration service operation (see TS 29.503 [25] clause 5.3.2.2.3).
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When atarget UE registers to both 3GPP and non-3GPP access, two separate xIRIs each containing the
UDM ServingSystemM essage record may be generated by the IRI-POI in the UDM.

Table 7.2.2.3-1: Payload for UDMServingSystemMessage record

Field name Description M/C/O
sUPI SUPI associated with the target UE, see TS 29.571 [17]. M
pEI PEI associated with the target UE, when known, see TS 29.571 17]. C
gPSI GPSI associated with the target UE, when known, see TS 29.571 [17]. C
gUAMI Serving AMF’'s GUAMI, when known., see NOTE 1. C
gUMMEI Serving MME’s GUMMEI, see NOTE 2. C
pLMNID Serving PLMN Id. See TS 29.571 [17]. See NOTE 3. C
servingSystemMethod Identifies method used to access the serving system, see NOTE 4. M
servicelD Identifies the target UE’s 5G service identifiers (e.g. SNSSAI, CAGID) when the |C
AMF Registration is executed, when known, see TS 29.571 [17].
roaminglndicator Boolean which indicates if the serving PLMN is different from the HPLMN. See |M
TS 29.503 [25] clause 6.4.6.2.8.

NOTE 1: GUAMI isthe global unique identifier of an AMF [2] and itsformat isdefined in TS 29.571 [17]. As
defined in TS 23.501 [2] clause 5.9.4, GUAMI consists of <MCC> <MNC> <AMF Region ID> <AMF

Set ID> <AMF Pointer>. The GUAMI isreported if the UDM receives the same from the AMF.

NOTE 2: GUMMEI isthe global unique identifier of an MME and its format is defined in TS 23.003 [19]. As
defined in TS 23.003 [19] clause 2.8.1, GUMMEI consists of <MCC> <MNC> <MME Identifier>. The

GUMMEI isreported if the UDM hasthisinformation (e.g. in acombined UDM/HSS).
NOTE 3: PLMN Id providesthe VPLMN Id when the target UE is roaming.

NOTE 4: Thisidentifies whether the xIRI containing the UDM ServingSystemM essage record is generated due to
the reception of an amf3GPPA ccessRegistration, or an amfNon3GPPAccessRegistration. See TS 29.503

[25].
TS 29.571 [17] requires that the encoding of 3GPP defined identifiers (e.g. IMSI, NAI) shall be prefixed with its

corresponding prefix (e.g. with reference to SUPI it requires 'imsi-','nai-"). However, identifiers and parameters shall be
coded over the LI_X2 and LI_HI2 according to Annex A of the present document, so without the prefix specified in TS

29.571[17].

The IRI-POI present in the UDM generating an xIRI containing an UDM ServingSystemM essage record shall set the
Payload Direction field in the PDU header to not applicable (Direction Value 5, see ETSI TS 103 221-2 [8] clause

5.2.6).

7.2.2.3.3 Subscriber record change

The IRI-POI in the UDM shall generate an xIRI containing the UDM SubscriberRecordChangeM essage record when it

detects the following events:

- When the UDM receives the Amf3GppA ccessRegistration from the AMF as part of the

Nudm_UEContextM anagement Registration service operation (see TS 29.503 [25] clause 5.3.2.2.2) and detects

achange in the SUPI/GPSI/PEI association for a target.

- When the UDM receives the AmfNon3GppA ccessRegistration from the AMF as part of the

Nudm_UEContextM anagement Registration service operation (see TS 29.503 [25] clause 5.3.2.2.3) and detects

achange in the SUPI/GPSI/PEI association for atarget.

- When the UDM receives the Amf3GppA ccessRegistrationM odification from the AMF as part of

Nudm_UEContextM anagement Update service operation (see TS 29.503 [25] clause 5.3.2.6.2) and detects a

change in the SUPI/GPSI/PEI association for atarget.

- When the UDM receives the AmfNon3GppA ccessRegi strationM odification from the AMF as part of

Nudm_UEContextManagement Update service operation (see TS 29.503 [25] clause 5.3.2.6.3) and detects a

change in the SUPI/GPSI/PEI association for a target.
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- When the UDM receives the PeiUpdatel nfo from the HSS as part of the Nudm_UEContextManagement PEI
Update service operation (see TS 29.503 [25] clause 5.3.2.10.2) and detects a change in the SUPI/GPSI/PEI

association for atarget.

- Upon detection of modification between SUPI and GPSI association (if UDR is deployed, when UDM receives

the DataChangeNotify from the UDR including the modified GPSI as part of the Nudr_DataRepository

Notification service operation (see TS 29.504 [48] clause 5.2.2.8.3 and TS 29.505 [49] clause 5.4.2.6); if UDR is
not deployed, when the modification is detected as result of UDM provisioning).

- Upon UE de-provisioning (if UDR is deployed, when UDM receives the DataChangeNotify from the UDR
including the deleted SUPI as part of the Nudr_DataRepository Notification service operation (see TS 29.504
[48] clause 5.2.2.8.3 and TS 29.505 [49] clause 5.4.2.6); if UDR is not deployed, when the modification is
detected as result of UDM deprovisioning).

- When anew SUPI isprovisioned (if UDR is deployed, when UDM receives the DataChangeNotify from the
UDR including the new and the old SUPI as part of the Nudr_DataRepository Notification service operation (see
TS29.504 [48] clause 5.2.2.8.3 and TS 29.505 [49] clause 5.4.2.6); if UDR is not deployed, when the
modification is detected as result of UDM provisioning).

- When the UDM receives the Amf3GppA ccessRegi strationM odification from the AMF as part of
Nudm_UEContextM anagement Update service operation (see TS 29.503 [25] clause 5.3.2.2.2) and detects a
changein the Servicel D association for atarget.

- Upon detection of modification in the Service ID association (if UDR is deployed, when UDM receives the

DataChangeNotify from the UDR including the modified Service ID as part of the Nudr_DataRepository

Notification service operation (see TS 29.504 [48] clause 5.2.2.8.3 and TS 29.505 [49] clause 5.4.2.6); if UDR is
not deployed, when the modification is detected as aresult of UDM provisioning.

When atarget UE registers to both 3GPP and non-3GPP access, two separate xIRIs each containing the
UDM SubscriberRecordChangeM essage report record may be generated by the IRI-POI in the UDM.

Table 7.2.2.3-2: Payload for UDMSubscriberRecordChangeMessage record

Field name Description M/C/O

sUPI SUPI currently associated with the target UE, see TS 29.571 [17], see c
NOTE 1

pEI PEI currently associated with the target UE, when known, see TS 29.571 c
[17].

gPSI GPSI currently associated with the target UE, when known, see TS 29.571 c
[17].

oldSUPI Old SUPI associated with the target UE, when known. C

oldServicelD Identifies the target UE’s old service identifiers (e.g. SNSSAI, CAGID), c
when known, see TS 29.571 [17].

oldPEI Old PEI associated with the target UE, when known. C

oldGPSI Old GPSI associated with the target UE, when known. C

subscriberRecordChangeMethod |ldentifies the trigger of Subscriber Record Change operation, see NOTE 2. M

servicelD Identifies the target UE’s 5G service identifiers that have been modified C
(e.g. SNSSAI, CAGID), when known, see TS 29.571 [17].

NOTE 1: When anidentity is changed, both the old one and the current one are reported; the target identity is
aways reported either as current identity or old identity depending on the change, together with the other
current identities (e.g. Servicel Ds), if available. If the target identity is changed, the old identity
represents the target otherwise the current identity represents the target (as examples, when SUPI isthe
target and PEI is changing, SUPI (target), PEIl and old PEI, along with GPSI, if available, are reported;
when SUPI isthe target and SUPI is changed, SUPI and oldSUPI (target), along with PEI and GPSI, if
available, are reported).

NOTE 2: Thisidentifies whether the xIRI containing the UDM SubscriberRecordChangeM essage record is

generated due to a PEI change, a GPSI, a SUPI modification or Servicel D change, or a UE de-

provisioning.
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The IRI-POI present in the UDM generating an xIRI containing an UDM SubscriberRecordChangeM essage record shall
set the Payload Direction field in the PDU header to not applicable (Direction Value 5, see ETSI TS 103 221-2 [8]
clause 5.2.6).

TS 29.571 [17] requires that the encoding of 3GPP defined identifiers (e.g. IMSI, NAI) shall be prefixed with its
corresponding prefix (e.g. with reference to SUPI it requires imsi-','nai-"). However, identifiers and parameters shall be
coded over the LI_X2 and LI_HI2 according to Annex A of the present document, so without the prefix specifiedin TS
29.571[17].

7.2.2.3.4 Cancel location

The IRI-POI in the UDM shall generate an xIRI containing the UDM Cancel L ocation record when it detects the
following events:

- When the UDM sends DeregistrationData to AMF as part of the Nudm_UEContextM anagement
DeregistrationNotification service operation (see TS 29.503 [25] clause 5.3.2.3.2).

- When the UDM receives the Amf3GppA ccessRegistrationM odification with PurgeFlag set from the AMF as
part of Nudm_UEContextM anagement Deregistration service operation (see TS 29.503 [25] clause 5.3.2.4.2).

- When UDM receives the AmfNon3GppA ccessRegi strationM odification with PurgeFlag set from the AMF as
part of Nudm_UEContextManagement Deregistration service operation (see TS 29.503 [25] clause 5.3.2.4.3).

When atarget UE deregisters from both 3GPP and non-3GPP access, two separate xIRI's each containing the
UDM Cancel Location report record may be generated by the IRI-POI in the UDM.

NOTE: Invocation of the Nudm_ UEContextManagement Deregistration service operation in the case of UE
deregistration is an implementation option (see TS 23.502 [4], clause 4.5.3). Consequently, the
UDMCancel Location xIRI in such caseis only generated if this option is supported by the serving
network.

Table 7.2.2.3.4-1: Payload for UDMCancelLocationMessage record

Field name Description M/C/O
sUPI SUPI associated with the target UE, see TS 29.571 [17]. M
pEI PEI associated with the target UE, when known, see TS 29.571 [17]. C
gPSI GPSI associated with the target UE, when known, see TS 29.571 [17]. C
gUAMI Previous serving AMF's GUAMI, when known. See NOTE 1. C
pLMNID Previous serving PLMN ID. See TS 29.571 [17]. See NOTE 2. C
cancelLocationMethod Identifies method used to access the serving system, see NOTE 3. M

NOTE 1. GUAMI isthe global unique identifier of an AMF [2] and itsformat isdefined in TS 29.571 [17]. As
defined in TS 23.501 [2] clause 5.9.4, GUAMI consists of <MCC> <MNC> <AMF Region ID> <AMF
Set ID> <AMF Pointer>. The GUAMI isreported if the UDM receives the same from the AMF.

NOTE 2: PLMN ID providesthe vPLMN ID when the target UE is roaming.

NOTE 3: Thisidentifies whether the xIRI containing the UDM Cancel L ocationM essage record is generated due to
the reception of a UDM deregistration, and AMF 3GPP Access deregistration, or an AMF Non 3GPP
access deregistration.

The IRI-POI present in the UDM generating an xIRI containing an UDM Cancel L ocationM essage record shall set the
Payload Direction field in the PDU header to not applicable (Direction Value 5, see ETSI TS 103 221-2 [8] clause
5.2.6).

TS 29.571 [17] requires that the encoding of 3GPP defined identifiers (e.g. IMSI, NAI) shall be prefixed with its
corresponding prefix (e.g. with reference to SUPI it requires imsi-','nai-"). However, identifiers and parameters shall be
coded over the LI_X2 and LI_HI2 according to Annex A of the present document, so without the prefix specified in TS
29.571[17].

7.2.2.35 Location information request

Location information request is not supported in the present document.
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7.2.2.3.6

Location information result
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The IRI-POI in the UDM shall generate an xIRI containing the UDM L ocationl nformationResult record when it detects

the following events:

- When UDM receives the LocationlnfoRequest from an NF service consumer (i.e. HSS) as part of
Nudm_MT _ProvidelL ocationlnfo service operation (see TS 29.503 [25], clause 6.7.6.2.3) and the UDM sends
the LocationinfoResult as part of Nudm_MT _Providel ocationlnfo service operation (see TS 29.503 [25], clause

6.7.6.2.4).

When atarget UE is registered to both 3GPP and non-3GPP access, two separate xIRIs each containing the
L ocationl nfoResult report record may be generated by the IRI-POI in the UDM.

Table 7.2.2.3.6-1: Payload for UDMLocationInformationResult record

Field name Description M/C/O

SUPI SUPI currently associated with the target, see TS 29.571 [17]. M

pEI PEI currently associated with the target UE, when known, see TS 29.571 c
[17].

gPSI GPSI currently associated with the target UE, when known, see TS 29.571 c
[17].

locationinfoRequest Indicates the information received from the HSS in the
LocationinfoRequest. At least one of the parameters in Table 7.2.2.3.6-2 M
shall be included. See NOTE below table 7.2.2.3.6-2.

vPLMNId PLMNID of the visited PLMN, if UE is currently registered to visited c
network.

currentLocationIndicator Shall indicate if the UE location is current or last known. Include if provided c
in the LocationInfoResult.

aMFinstancelD Provides the NF instance ID of the serving AMF for 3GPP access. Shall be c
included if provided in the LocationinfoResult.

sMSFinstancelD Provides the NF instance ID of the serving SMSF. Shall be included if c
provided in the LocationinfoResult.

location Location information available at the UDM at the time of the c
LocationinfoRequest, include if in LocationIinfoResult.

rATType Shall provide the current RAT type of the UE, if present in the c
LocationinfoResult.

problemDetails Indicates the reason for LocationInfoResult failure. See TS 29.571 [17], c
clause 5.2.4.1. Shall be included if provided in the LocationinfoResult.

Table 7.2.2.3.6-2: Payload for LocationIinfoRequest parameter

Field name Description
reg5GSLocation Boolean that indicates If 5GS location is requested.
regCurrentLocation Boolean that indicates if current location is requested.
regRatType Boolean indicates if Rat Type is requested.

reqTimeZone

Boolean indicates if time zone is requested.

regServingNode

Boolean indicates if serving node instance ID is requested.

NOTE:

7.2.2.3.7

UE information response

The absence of one or more of the parametersin table 7.2.2.3.6-2 assumes that it was not included in the
Locationl nfoRequest.

The IRI-POI in the UDM shall generate an xIRI containing the UDM UEInfromationResponse record when it detects

the following events:

- When the UDM receives the ProvideUelnfo GET reguest from the NF service consumer as part of
Nudm_MT_ProvideUelnfo service operation (see TS 29.503 [25], clause 6.7.6.2.2) and the UDM returns a

Uelnfo response.
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Table 7.2.2.3.7-1: Payload for UDMUEInformationResponse record
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clause 5.2.4.1. Shall be included if provided in the Uelnfo response.

Field name Description M/C/O

sUPI SUPI currently associated with the target UE, see TS 29.571 [17]. M

tADSInfo Contains the UE Context Information as known at the UDM. See TS
29.518 [22], clause 6.3.6.2.4. Shall be included if UE Context is returned in C
the Uelnfo response.

fiveGSUserStatelnfo Describes the 5GS user state of the UE as known at the UDM. See TS
29.518 [22], clause 6.2.6.3.11. Shall be included if 5GS user state is C
returned in the Uelnfo response.

fiveGSRVCClInfo Indicates whether the UE supports 5G SRVCC. See TS 29.503 [25], clause C
6.7.6.2.5. Shall be included if returned in the Uelnfo response.

problemDetails Indicates the reason for Uelnfo response failure. See TS 29.571 [17], c

7.2.2.3.8

UE Authentication response

The IRI-POI in the UDM shall generate an xIRI containing the UDM UEA uthenti cationResponse record when it detects

the following events:

- When the UDM receives the Authenticationl nfoRequest from the AUSF as part of Nudm_UEAuthentication
service operation (see TS 29.503 [25], clause 6.3.6.2.2) and the UDM sends the AuthenticationlnfoResult to the
AUSF as part of the Nudm_UEA uthentication service operation (see TS 29.503 [25], clause 6.3.6.2.3).

- When the UDM receives the HSSA uthenticationl nfoRequest from the HSS as part of the
Nudm_UEAuthentication service operation (see TS 29.503 [25], clause 6.3.6.2.10) and the UDM sends the
HSSA uthenticationl nfoResult to the AUSF as part of the Nudm_UEAuthentication service operation (see TS
29.503[25], clause 6.3.6.2.11).

When atarget UE registers from both 3GPP and non-3GPP access, two separate XIRIs each containing the
UDMUEAuthentication report record may be generated by the IRI-POI in the UDM.

Table 7.2.2.3.8-1: Payload for UDMUEAuthenticationResponse record

Field name Description M/C/O

SUPI SUPI currently associated with the target UE, see TS 29.571 [17]. M

authenticationinfoRequest Indicateds information provided in the UEAuthenticationinfoRequest. See M
Table 7.2.2.3.8-2 for details of payload.

aKMAlIndicator Indicates whether AKMA keys are needed for the UE, Shall be included if c
AKMA keys are requested in the AuthenticationinfoRequest.

problemDetails Shall Indicate reason for AuthenticationIinfoResultfailure. Shall be included C
if failure occurs. See TS 29.571 [17], clause 5.2.4.1.

Table 7.2.2.3.8-2: Payload for AuthenticationinfoRequest parameter
Field name Description M/C/O

infoRequestType Indicates whether the AuthenticationinfoRequest was sent by the HSS, M
AUSEF or other.

rGAuthCtx Contains the UE ID (i.e. SUPI, SUCI) provided in the authentication M
indication, at least one shall be present.

authType Indicates the authentication method provided by the HSS or AUSF in the M
AuthenticationinfoRequest.

servingNetworkName Serving network name. See TS 33.501 [11] clause 6.1.1.4. M

aUSFInstancelD Identifies the AUSF instance which generated the c
AuthenticationinformatoinRequest. Shall be included if known.

cellCaginfo Provides CAG cell information (e.g. CAGId) if UE is attempting registration c
from a CAG.

n5GClndicator Boolean value that indicates whether the device is a NSGC device. Include C

if provided in the AuthenticationinfoRequest.
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7224 Generation of IRl over LI_HI2

When an xIRI isreceived over LI_X2 from the IRI-POI in UDM, the MDF2 shall send an IRl message over LI_HI2
without undue delay.

The timestamp field of the PSHeader structure shall be set to the time that the UDM event was observed (i.e. the
timestamp field of the xIRI).

The IRI type parameter (see ETSI TS 102 232-1 [9] clause 5.2.10) shall be included and coded according to table 7.2.2-
4.

Table 7.2.2-4: IRI type for IRl messages

IRl message IRI type
UDMServingSystemMessage REPORT
UDMSubscriberRecordChangeMessage REPORT
UDMCancellLocationMessage REPORT
UDMLocationInformationResult REPORT
UDMUEInformationResponse REPORT
UDMUEAuthenticationResponse REPORT

These IRl messages shall omit the CIN (see ETSI TS 102 232-1 [9] clause 5.2.4).
7.2.3 LI at HSS

7.231 General

The HSS provides the support functions in the mobility management, session setup and user authentication and access
authorization.

The present document allows two options for HSS L1 stage 3 interfaces:

1. UseLl X1andLI_X2 interfaces specified below in the present document for stage 3.
2. UseTS33.107 [36] natively as defined in that document.

In both cases, the present document specifies the stage 3 for the LI_HI1 and LI_HI2 interfaces.

7.2.3.2 Provisioning over LI_X1

The IRI-POI present in the HSS is provisioned over L1_X1 by the LIPF using the X1 protocol as described in clause
5.2.2 of the present document.

The IRI-POI in the HSS shall support the target identifiers specified in TS 33.107 [36]:
- IMSI (using the IMSI target identifier format from ETSI TS 103 221-1 [7]).
- MSISDN (using the E164Number target identifier format from ETSI TS 103 221-1 [7]).
- IMEI (using the IMEI target identifier format from ETSI TS 103 221-1 [7]).
- IMPU (using the IMPU target identifier format from ETS| TS 103 221-1 [7]).
- IMPI (using the IMPI target identifier format from ETS| TS 103 221-1 [7]).

7.2.3.3 Generation of xIRI over LI_X2

The IRI-POI present in the HSS shall send the xIRIs over LI_X2 for each of the eventslisted in TS 33.107 [36], the
details of which are also specified in TS 33.107 [36].

The IRI-POI present in the HSS shall set the payload format to EpsHI20perations.Epsl RIContent (value 14), see clause
5.3 of the present document and ETSI TS 103 221-2 [8] clause 5.4. The payload field shall contain an
EpsHI20perations.Epsl Rl Content structure encoded according to TS 33.108 [12] clause B.9.
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Asthe LIID may be not available at the HSS but is mandatory in EpsHI20perations.Epsl RI Content accordingto TS
33.108 [12] clause B.9, its value in the lawfulInterceptionl dentifier field of the encoded PDU shall be set to the fixed
string "L1IDNotPresent".

7.2.3.4 Generation of IRl over LI_HI2

When an xIRI isreceived over LI_X2 from the IRI-POI in the HSS, the MDF2 shall generate the corresponding IRI
message and deliver it over L1_HI2 without undue delay. The IRI message shall contain a copy of the relevant record
received in the xIRI over L1_X2.

When Option 2 specified in clause 7.2.3.1 above is used, the MDF2 shall generate IRl messages based on the
proprietary information received from the HSS and provide it over LI_HI2 without undue delay.

The IRl messages shall include an IRI payload encoded according to TS 33.108 [12] clause B.9. The MDF2 shall
encode the correct value of LIID inthe IRl message, replacing the value "LIIDNotPresent” given in the xIRI (see clause
7.2.3.3 above).

The IRI messages shall omit the CIN (see ETSI TS 102 232-1 [9] clause 5.2.4).
The IRl messages shall be delivered over L1_HI2 accordingto ETSI TS 102 232-7 [10] clause 10.

7.3 Location

7.3.1 Lawful Access Location Services (LALS)

7.3.1.1 General description

The LALS architecture and functionality is specified in TS 33.127 [5] clause 7.3.3.
7.3.1.2 Provisioning over LI_X1

7.3.1.2.1 Target positioning service

For the LAL S target positioning service (TS 33.127 [5] clause 7.3.3.2) the IRI-POI provided by the LI-LCS Client is
directly provisioned over LI_X1 by the LIPF using the L1_X1 protocol as described in clause 5.2.2 with the
TaskDetail sExtensions field of the ActivateTask message specifying the type of the target positioning request,
immediate vs. periodic, and, in the latter case, the periodicity of the positioning requests.

Based on national regulatory requirements and CSP policy, the TaskDetail sExtensions may also include the QoS
parameters (specified in OMA-TS-MLP-V3_5-20181211-C [20]) for the use on the Le interface towards the LCS
Server/GMLC. Alternatively, the QoS parameters may be statically configured in the LI-LCS Client.

Table 7.3.1.2-1 shows the details of the L1_X1 ActivateT ask message used for the L1-LCS Client provisioning for the
target positioning service.

The LI_X1 DeactivateTask shall be issued by the LIPF to terminate the target positioning service and withdraw the
associated provisioning data, except for the Immediate target positioning service in which casethe LI_X1
DeactivateTask isnot used.
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Table 7.3.1.2-1: ActivateTask message for LI-LCS Client target positioning provisioning

ETSI TS 103 221-1 field name Description M/C/O
XID XID assigned by LIPF. M
Targetldentifiers One of the following (see ETSI TS 103 221-1 [7]): M

- SUPIIMSI.

- SUPINAI.

- GPSIMSISDN.

- GPSINAI.

- IMSI.

- MSISDN (E164Number target ID format, per ETSI TS 103 221-1 [7]).

- IMPU.
DeliveryType Set to “X20nly”. M
ListOfDIDs Delivery endpoints of LI_X2 interface. These delivery endpoints are configured M

in LI-LCS Client using the CreateDestination message as described in ETSI TS

103 221-1 [7] clause 6.3.1 prior to the task activation.
TaskDetailsExtensions/ “Immediate” or “Periodic”. M
PositioningServiceType
TaskDetailsExtensions/ Time interval between the positioning requests in case of Periodic positioning, in |C
PositioningPeriodicity seconds.
TaskDetailsExtensions/ Set of optional parameters for MLP SLIR message, per OMA-TS-MLP-V3_5- 0]

PositioningParameters

20181211-C [20]:

- requested location type (clause 5.3.60).

- requested response type (clause 5.3.112.1).

- max location age (clause 5.3.65).

- response timing required (clause 5.3.106).

- response timer (clause 5.3.107).

- horizontal accuracy with QoS class (clause 5.3.44).
- altitude accuracy with QoS class (clause 5.3.6).

- motion state request (clause 5.3.70).

7.3.1.2.2 Triggered location service

For the LALStriggered location service (TS 33.127 [5] clause 7.3.3.3) the LTF, asan IRI-TF, is provisioned by the
LIPF using the LI_X1 protocol as described in clause 5.2.2. The “TaskDetailsExtensions’ parameter of the
ActivateTask message in this case will carry the address of LI-LCS Client to be used for the service and, optionally, the
positioning parameters for use on the Le interface, similar to the target positioning provisioning.

Prior to issuing one or more "ActivateTask" requests towards an LTF, the LIPF shall provision the LTF with the L1_X2
destinations by using the " CreateDestination" operation(s), as per clause 5.2.2.

Table 7.3.1.2-2 defines the details of the L1_X1 ActivateTask message used for the LTF provisioning for the Triggered

Location service.
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Table 7.3.1.2-2: ActivateTask message for LTF triggered location service provisioning

ETSI TS 103 221-1 field name Description M/C/O

XID XID assigned by LIPF. M

Targetldentifiers One or more of the following (see ETSI TS 103 221-1 [7]): M
- SUPIIMSI.

- SUPINAIL.

- GPSIMSISDN.

- GPSINAI.

- IMSI.

- MSISDN (E164Number target ID format, per ETSI TS 103 221-1 [7]).
- IMPU.

NOTE: An ActivateTask for an LTF may be issued by the LIPF if and only
if at least one of the identifiers in the above list was specified in
the warrant.

DeliveryType Set to “X20nly”. M

ListOfDIDs Delivery endpoints for LI-LCS Client LI_X2. These delivery endpoints are M
configured in LTF using the CreateDestination message as described in ETSI
TS 103 221-1 [7] clause 6.3.1 prior to the task activation.

TaskDetailsExtensions/ The IP address of the LI-LCS Client for triggering. M
LILCSClientAddress

TaskDetailsExtensions/ Set of optional parameters for MLP SLIR message, per OMA-TS-MLP-V3_5- 0]
PositioningParameters 20181211-C [20]:

- requested location type (clause 5.3.60).

- requested response type (clause 5.3.112.1).

- max location age (clause 5.3.65).

- response timing required (clause 5.3.106).

- response timer (clause 5.3.107).

- horizontal accuracy with QoS class (clause 5.3.44).
- altitude accuracy with QoS class (clause 5.3.6).

- motion state request (clause 5.3.70).

7.3.1.3 Triggering over LI_T2

AnLTF, asan IRI-TF, provisioned as described in clause 7.3.1.2.2, triggers the LI-LCS Client (which plays the role of
atriggered IRI-POI) using the LI_T2 protocol as described in clause 5.2.4. The "TaskDetailsExtensions’ inthe LI_T2
"ActivateTask" message carries the positioing parameters mapped from information the L TF receives from the ADMF
over theLI_X1. TheLIl_T2"ActivateTask" message header may include a correlation ID from the triggering xIRI, if
available.

Prior to issuing one or more "ActivateTask" reguests towards an L1-LCS Client, the LTF shall provision the LI-LCS
Client with the L1_X2 destinations by using the " CreateDestination” operation(s), as per clause 5.2.2. The LI-LCS
Client shall deactivate the task on its own upon issuing the final xIRI for the trigger. There is no DeactivateT ask
operation ontheLl_T2 for the LI-LCS Client.

Table 7.3.1.3-1 shows the details of the LI_T2 ActivateTask message used by the LTF to trigger LI-LCS Client for the
triggered location service.
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Table 7.3.1.3-1: ActivateTask message from LTF to LI-LCS Client for the triggered location service

triggering

ETSI TS 103 221-1 field name Description M/C/O
XID The same value as in the LTF provisioning (clause 7.3.3.2.2). M
Targetldentifiers One of the following (see ETSI TS 103 221-1 [7]): M

- SUPIIMSI.

- SUPINAI.

- GPSIMSISDN.

- GPSINAI.

- IMSI.

- MSISDN (E164Number target ID format, per ETSI TS 103 221-1 [7]).

- IMPU.

NOTE: The target identifier used shall correspond to one of the target
identifiers in the xIRI observed by the LTF, and shall be one of the
identifiers provided in the ActivateTask for the LTF (clause
7.3.1.2.2).

DeliveryType Set to “X20nly". M
ListOfDIDs Delivery endpoints for LI-LCS Client LI_X2. These delivery endpoints are M
configured in LI-LCS Client by the LTF using the CreateDestination message as
described in ETSI TS 103 221-1 [7], clause 6.3.1 prior to the task activation.
CorrelationID Correlates the requested location to the triggering xIRI, if available. C
TaskDetailsExtensions/ Set of optional parameters for MLP SLIR message, per OMA-TS-MLP-V3_5- 0]

PositioningParameters

20181211-C [20]:

- requested location type (clause 5.3.60).

- requested response type (clause 5.3.112.1).

- max location age (clause 5.3.65).

- response timing required (clause 5.3.106).

- response timer (clause 5.3.107).

- horizontal accuracy with QoS class (clause 5.3.44).
- altitude accuracy with QoS class (clause 5.3.6).

- motion state request (clause 5.3.70).

7.3.1.4 Generation of xIRI over LI_X2

The IRI-POI provided by the LI-LCS client shall deliver the target location reports to respective MDF(s) as xIRI over

the LI_X2 interface.

Table 7.3.1.4-1: LALSReport record

Field name Description M/C/O
sUPI SUPI of the target, if used for the service (see NOTE). C
gPSlI GPSI of the target, if used for the service (see NOTE). C
iMSI IMSI of the target, if used for the service (see NOTE). C
mSISDN MSISDN of the target, if used for the service (see NOTE). C
iMPU IMPU of the target, if used for the service (see NOTE). C
location Location of the target, if obtained successfully. C

Encoded as a positioningInfo parameter (location>positioningInfo). Both the
positioninfo (location>positioninglnfo>positioninfo) and the mLPPositionData
(location>positioningInfo>rawMLPResponse>mLPPositionData) are present in
the case of successful positioning. In the case of positioning failure only the
mLPErrorCode (location>positioninginfo>rawMLPResponse>mLPErrorCode) is
present. See Annex A.

NOTE: Oneand only one of SUPI, GPSI, IMSI, MSISDN, IMPU shall be present and it shall correspond to the
target identifier included in the respective ActivateTask message for the LI-LCS Client.

The LI-LCS Client generating an xIRI containing an LAL SReport record shall set the Payload Direction field in the
PDU header to not applicable (Direction Value 5, see ETSI TS 103 221-2 [8] clause 5.2.6).

The LI_X2 header (as per clause 5.3.2) of the LALSReport record presented in table 7.3.1.4-1 shall contain the
correlation 1D (if provided) from arespective LI_T2 ActivationTask message.
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7.3.15 Generation of IRl over LI_HI2

The LAL SReport payload, defined in clause 7.3.1.4, shall be used as the payload of the respective L AL SReport record,
no payload mediation is required.

A LALSReport message shall be assigned the same CIN (see ETSI TS 102 232-1 [9] clause 5.2.4) asthe IRl message
that triggered the LALS reporting, if that triggering IRI message is assigned a CIN. Otherwise, i.e. when the
LALSReport isaresult of the LALS Target Positioning, or the triggering IRI message has no CIN assigned, the CIN in
the LAL SReport shall be omitted.

NOTE: In some specific scenarios the amount of LALS reports data may overload the LI_HI2 and/or LI_X2
interfaces. To prevent the overload, aflow control for LALS triggered location reports may be
implemented in MDF and/or LI-LCS client, e.g. by limiting the frequency of the reports for individual
targets.

7.3.2 Cell database information reporting

7321 General description

When the location information present within an xIRI includes the cell identity, the MDF2 that receives the xIRI may
retrieve the cell site information for that cell from a CSP database and deliver the same to the LEMF either within the
IRl message generated from the received xIRI or in a separate IRl message containing the MDFCell SiteReport record.

For each intercept, if the MDF2 reports the cell site information, then it shall provide such information at least on the
initial appearance of the cell identity in the related xIRI.

NOTE: The CSP needs to ensure that the most recent cell site information is reported to the LEA.

7.3.2.2 Delivery of cell site information over LI_HI2

The cell site information is encoded as the cell Sitel nformation ASN.1 parameter and delivered either within the location
field of an IRl message carrying the respective cell identity, or in a stand-alone IRl message containing the
MDFCellSiteReport record.

The MDF2 shall use the IRl message containing the MDFCellSiteReport record to convey cell site information
retrieved asynchronously with the sending of the IRI message that caused the retrieval. The MDFCell SiteReport record
shall be delivered as an IRl REPORT (see ETSI TS 102 232-1 [9] clause 5.2.10) and alocated the same CIN, if any, as
the IRI message that caused the retrieval.

When the cell siteinformation is readily available at MDF2 or isretrieved synchronously (i.e. blocking the sending of
the IRI message until the retrieval is complete), the cell site information shall be conveyed within the location field of
the IRI message that caused the retrieval.

The cell siteinformation for multiple cell identities can be delivered to the LEMF within an IRl message that carries the
respective cell identities or within the IRl message containing the MDFCellSiteReport record (see Annex A).

The MDF2 generating the IRI message MDFCellSiteReport shall set the Payload Direction field in the PDU header to
not applicable (Direction Vaue 5, see ETS|I TS 103 221-2 [8] clause 5.2.6).
7.3.3 Use of the Location structure

7.3.3.1 General description
The Location structure is used to convey geolocation information.

When the reference datum used for alatitude and longitude given in the Geographical Coordinates structure is known
by the operator, the reference datum shall be identified in the mapDatuminformation field. The reference datum identity
shall be specified as an Open Geospatial Consortium URN, as defined in OGC 05-010 [35].
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7.3.4  Separated location reporting

7.34.1 General description

When location information cannot be reported via an existing message generation at the | RI-POI, a separate xIRI may
be generated from any provisioned IRI-POI that has access to location information and included in the
SeparatedL ocationReporting record.

The following information needs to be transferred from the IRI-POI to the MDF2 to enable a MDF2 to perform its
functionality:

- Target identity.
- Event date/time.
- Target location(s).
- Date/time of UE location(s).
- Nature and identity of the POI.
- Location source(s).
Details of how the IRI-POI in the SMF generates this record can be found in clause 6.2.3.2.1.

Details of how the IRI-POI in the NEF generates this record can be found in clause 7.7.2.1.1.

Table 7.3.4.1-1: Payload for SeparatedLocationReporting record

Field name Description M/C/O
sUPI SUPI associated with the registration (see clause 6.2.2.4). M
sUCI SUCI used in the registration, if available. C
pEl PEI provided by the UE during the registration, if available. C
gPsI GPSI obtained in the registration, if available as part of the subscription profile. |C
gUTI 5G-GUTI provided as outcome of initial registration or used in other cases, see |C
TS 24.501 [13] clause 5.5.1.2.2.
location Location information determined by the network at the time of message M
generation.
non3GPPAccessEndpoint For Non-3GPP access, UE's local IP address used to reach the N3IWF, TNGF |C
or TWIF. IP addresses are given as 4 octets (for IPv4) or 16 octets (for IPv6)
with the most significant octet first (network byte order).
rATType RAT Type associated with the data for which location information is provided, C
see TS 23.502 [4] clause 4.3.2. Values given as per TS 29.571 [17] clause
5.4.3.2.

7.4 Messaging

7.4.1 Introduction

Stage 3 intercept capabilities for SMS at an SMSF are defined in clause 6.2.5. Stage 3 for MMS interception followsin
clause 7.4.3.

7.4.2 LI at the MMS Proxy-Relay

7421 Provisioning over LI_X1

The IRI-POI present in the MM S Proxy-Relay is provisioned over LI_X1 by the LIPF using the X1 protocol as
described in clause 5.2.2.
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The POI in the MM S Proxy-Relay shall support the following target identifier formatsinthe ETSI TS 103 221-1 [7]
messages:

- E164Number.

- EmailAddress.

- GPSIMSISDN.

- IMPIL.

- IMPU.

- IMSL.

- SUPIIMSI.

- NAI.

- SUPINAL.

7.4.2.2 Generation of xIRI over LI_X2

The IRI-POI present in the MM S Proxy-Relay shall send xIRI over L1_X2 for the events listed in TS 33.127 [5] clause
7.5.2.3, which is further expanded in the present document in clause 7.4.2.4 below.

7.4.2.3 Generation of xCC over LI_X3

The CC-POI present in the MM S Proxy-Relay shall send XxCC over LI_X3 for any MMS event where CC is available
and authorized for reporting for the eventslisted in clause TS 33.127 [5] 7.5.2.3.

The xCC payload shall consist of the MM S contents given as a MIME encoded document (RFC 2045) according to
OMA-TS-MMS _ENC [39]. The payload format shall be set to "MIME document” (value 15).
7424 MMS Record Generation Cases

The triggers for MMSS record generation are detailed in each of clauses 7.4.3.1 through 7.4.3.20. All triggers are defined
by the detection of messages at the local MM S Proxy-Relay. They belong to one of two following high-level categories:

- atheloca MMS Proxy-Relay, the sending or arrival of a message, either to or from the local target UE, using
OMA-TS-MMS_ENC [39] definitions, or

- atthelocal MMS Proxy-Relay, the sending or arrival of a message to or from a non-local MM S Proxy-Relay,
pertaining to messages either to or from a non-local target UE served by that non-local MM S Proxy-Relay, using
the inter-proxy MM4 reference point, TS 23.140 [40] clause 8.4 definitions.

The present document assumes that the intercepted MMS complies with version 1.3 of OMA-TS-MMS_ENC [39]. If
the intercepted messages do not comply fully, or the version is other than 1.3, parameters are required to be provided
only if available.

In the following tables, the acronym Multimedia Message (MM) refers to a message in particular, while Multimedia
Message Service (MMYS) refersto the service in general.

7.4.3 MMS Records

7.43.1 MMSSend

The IRI-POI in the MM S Proxy-Relay shall generate an xIRI containing an MM SSend record when the MM S Proxy-
Relay sends m-send-conf (as defined in OMA-TS-MMS_ENC [39] clause 6.1.1) to local target UE.

Table 7.4.3-1 contains parameters generated by the IRI-POI, along with parameters derived from the m-send-req
message (from the local target UE to the MM S Proxy-Relay), and the m-send-conf message (from MM S Proxy-Relay to
the local target UE).
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Field name

Description

M/C/O

transactionID

An ID used to correlate an MMS request and response between the target and
the MMS Proxy-Relay. As defined in OMA-TS-MMS_ENC [39] clause 7.3.63.

M

version

The version of MM, to include major and minor version.

dateTime

Date and Time when the MM was last handled (either originated or forwarded).
For origination, included by the sending MMS client or the originating MMS
Proxy-Relay.

M

originatingMMSParty

ID(s) of the originating party in one or more of the formats described in 7.4.2.1
When address translation occurs (such as the case of a token sent by the client
and replaced with a proper address by the MMS Proxy-Relay), both the pre and
post translated addresses (with appropriate correlation) are included.

M

terminatingMMSParty

ID(s) of the terminating party in one or more of the formats described in 7.4.2.1
When address translation occurs (such as the case of a token sent by the client
and replaced with a proper address by the MMS Proxy-Relay), both the pre and
post translated addresses (with appropriate correlation) are included.

This parameter is included if the corresponding MM includes a “TO” field.

At least one of the terminatingMMSParty, cCRecipients, or bCCRecipients must
be included.

cCRecipients

Address of a recipient; the "CC" field may include addresses of multiple
recipients. When address translation occurs, both the pre and post translated
addresses (with appropriate correlation) are included. This parameter is included
if the corresponding MM includes a "CC" field.

At least one of the terminatingMMSParty, cCRecipients, or bCCRecipients must
be included.

bCCRecipients

Address of a recipient; the "BCC" field may include addresses of multiple
recipients. When address translation occurs, both the pre and post translated
addresses (with appropriate correlation) are included. This parameter is included
if the corresponding MM includes a “BCC” field.

At least one of the terminatingMMSParty, cCRecipients, or bCCRecipients must
be included.

direction

Indicates the direction of the MM. This shall be encoded as “from target.”

subject

The subject of the MM. Include if sent to the MMS Proxy-Relay.

messageClass

Class of the MM. For example, a value of "auto" is automatically generated by
the UE. If the field is not present, the class should be interpreted as "personal.”
Include if sent to the MMS Proxy-Relay.

expiry

Length of time in seconds the MM will be stored in MMS Proxy-Relay or time to
delete the MM. The field has two formats, either absolute or relative.

desiredDeliveryTime

Date and Time of desired delivery. Indicates the earliest possible delivery of the
MM to the recipient. Include if sent to the MMS Proxy-Relay.

priority

Priority of the MM assigned by the originator MMS Client. Include if sent to the
MMS Proxy-Relay.

senderVisibility

An indication that the sender's address should not be delivered to the recipient.
Sent by the target to indicate the target's visibility to the other party or if not
signalled by the target and the default is to not make target visible to the other
party. The values given in OMA-TS-MMS_ENC [39] clause 7.3.52 shall be
encoded as follows: “Show” = True, “Hide” = False. Include if sent to the MMS
Proxy-Relay.

deliveryReport

Specifies whether the originator MM UE requests a delivery report from each

recipient. Sent by the target to indicate the desired delivery report. The values
given in OMA-TS-MMS_ENC [39] clause 7.3.13. shall be encoded as follows:
“Yes” = True, “No” = False. Include if sent to the MMS Proxy-Relay.

readReport

Specifies whether the originator MM UE requests a read report from each
recipient. Sent by the target to indicate the desired read report. The values given
in OMA-TS-MMS_ENC [39] clause 7.3.37 shall be encoded as follows: “Yes” =
True, “No” = False. Include if sent to the MMS Proxy-Relay.

store

Specifies whether the originator MM UE wants the submitted MM to be saved in
the user's MMBOX, in addition to sending it. Sent by the target to indicate the
MM is to be stored. The values given in OMA-TS-MMS_ENC [39] clause 7.3.56
shall be encoded as follows: “Yes” = True, “No” = False. Include if sent to the
MMS Proxy-Relay.

C
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state Identifies the value of the MM State associated with a to be stored or stored MM. |C
See OMA-TS-MMS_ENC [39] clause 7.3.33. Include if sent to the MMS Proxy-
Relay.

flags Identifies a keyword to add or remove from the list of keywords associated with a |C

stored MM. See OMA-TS-MMS_ENC [39] clause 7.3.32. Include if sent to the
MMS Proxy-Relay.

replyCharging If this field is present its value is set to “accepted” or “accepted text only” and the |C
MMS-version-value of the M-Notification.ind PDU is higher than 1.0, this header
field will indicate that a reply to this particular MM is free of charge for the
recipient.

If the Reply-Charging service is offered and the request for reply-charging has
been accepted by the MMS service provider the value of this header field
SHALL be set to “accepted” or “accepted text only”.

See OMA-TS-MMS_ENC [39] clause 7.3.43. Include if sent to the MMS Proxy-
Relay.

appliclD Identification of the originating application of the original MM. Sent by the target |C
to identify the destination application as defined in OMA-TS-MMS_ENC [39]
clause 7.3.2. Include if sent to the MMS Proxy-Relay.

replyAppliclD Identification of an application to which replies, delivery reports, and read reports |C
are addressed. Sent by the target to identify the application to which replies,
delivery reports, and read reports are addressed as defined in OMA-TS-
MMS_ENC [39] clause 7.3.42. Include if sent to the MMS Proxy-Relay.

auxApplicinfo Auxiliary application addressing information as indicated in the original MM. As |C
defined in OMA-TS-MMS_ENC [39] clause 7.3.4. Include if sent to the MMS
Proxy-Relay.

contentClass Classifies the content of the MM to the smallest content class to which the C

message belongs. Sent by the target to identify the class of the content. See
OMA-TS-MMS_ENC [39] clause 7.3.9. Include if sent to the MMS Proxy-Relay.

dRMContent Indicates if the MM contains any DRM-protected element. Provide when sent by |C
the target to indicate if the MM contains any DRM-protected element. The

values given in OMA-TS-MMS_ENC [39] clause 7.3.16 shall be encoded as
follows: “Yes” = True, “No” = False. Include if sent to the MMS Proxy-Relay.

adaptationAllowed Provide when sent by the target to identify whether the target wishes the MMto |C
be adapted or not. If overridden, an indication shall be included in the
parameter. Include if sent to the MMS Proxy-Relay.

contentType The content type of the MM. See OMA-TS-MMS_ENC [39] clause 7.3.11 M

responseStatus MMS specific status. See OMA-TS-MMS_ENC [39] clause 7.3.48. M

responseStatusText Text that qualifies the Response Status. Include if sent to the target. As defined |C
in OMA-TS-MMS_ENC [39] clause 7.3.49. Include if sent by the MMS Proxy-
Relay.

messagelD An ID assigned by the MMS Proxy-Relay to uniquely identify an MM. As defined |M

in OMA-TS-MMS_ENC [39] clause 7.3.29.

7.4.3.2 MMSSendByNonLocalTarget

The IRI-POI inthe MM S Proxy-Relay shall generate an xIRI containing an MM SSendByNonL ocal Target record when
the MM S Proxy-Relay receives MM4_forward.REQ (as defined in TS 23.140 [40] clause 8.4.1) from the non-local
MM S Proxy-Relay, that contains a non-local target ID.

Table 7.4.3-2 contains parameters generated by the IRI-POI, along with parameters derived from the
MM4_forward.REQ message (from the non-local MM S Proxy-Relay to the local MM S Proxy-Relay).
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Field name

Description

M/C/O

version

The version of MM, to include major and minor version.

transactionID

An ID used to correlate an MMS request and response between the proxies. As
defined in TS 23.140 [40] clause 8.4.1.4.

messagelD

An ID assigned by the MMS Proxy-Relay to uniquely identify an MM. As defined
in TS 23.140 [40] clause 8.4.1.4.

terminatingMMSParty

ID(s) of the terminating party in one or more of the formats described in 7.4.2.1.

originatingMMSParty

ID(s) of the originating party in one or more of the formats described in 7.4.2.1.

direction

Indicates the direction of the MM. This shall be encoded as “from target.”

contentType

The content type of the MM. See OMA-TS-MMS_ENC [39] clause 7.3.11

messageClass

Class of the MM. For example, a value of "auto" is automatically generated by
the UE. If the field is not present, the class should be interpreted as "personal.”
Include if sent to the MMS Proxy-Relay.

O £ £

dateTime

Date and Time when the MM was last handled (either originated or forwarded).

expiry

Length of time in seconds the MM will be stored in MMS Proxy-Relay or time to
delete the MM. The field has two formats, either absolute or relative. Include if
sent to the MMS Proxy-Relay.

deliveryReport

Specifies whether the originator MM UE requests a delivery report from each
recipient. Indicates the desired delivery report. The values given in TS 23.140
[40] clause 8.4.1.4 shall be encoded as follows: “Yes” = True, “No” = False.
Included if it exists in the MMS Proxy-Relay message. Include if sent to the MMS
Proxy-Relay.

priority

Priority of the MM assigned by the originator MMS Client. Reported if sent by the
target. Include if sent to the MMS Proxy-Relay.

senderVisibility

An indication that the sender's address should not be delivered to the recipient.
Indicates the target's visibility to the other party or if not signalled by the target
and the default is to not make target visible to the other party. The values given
in TS 23.140 [40] clause 8.4.1.4 shall be encoded as follows: “Show” = True,
“Hide” = False. Include if sent to the MMS Proxy-Relay.

readReport

Specifies whether the originator MM UE requests a read report from each
recipient. Provide when sent by the target to indicate the desired read report.
The values given in TS 23.140 [40] clause 8.4.1.4 shall be encoded as follows:
“Yes” = True, “No” = False. Include if sent to the MMS Proxy-Relay.

subject

The subject of the MM. Include if sent by the target.

forwardCount

The number of times the MM was forwarded

previouslySentBy

History of UEs that have forwarded (including originally submitted) the MM.
Include if sent to the MMS Proxy-Relay.

previouslySentByDateTime

The timestamp associated with the previous forward events. Include if sent to
the MMS Proxy-Relay.

appliclD

Identification of the originating application of the original MM. Provide when sent
by the target to identify the destination application as defined in TS 23.140 [40]
clause 8.4.1.4. Include if sent to the MMS Proxy-Relay.

replyAppliclD

Identification of an application to which replies, delivery reports, and read reports
are addressed. Provide when sent by the target to identify the application to
which replies, delivery reports, and read reports are addressed as defined in TS
23.140 [40] clause 8.4.1.4. Include if sent to the MMS Proxy-Relay.

C

auxApplicinfo

Auxiliary application addressing information as indicated in the original MM. As
defined in OMA-TS-MMS_ENC [39] clause 7.3.4. Include if sent to the MMS
Proxy-Relay.

contentClass

Classifies the content of the MM to the smallest content class to which the
message belongs. Identifies the class of the content. Include if sent to the MMS
Proxy-Relay. Include if sent to the MMS Proxy-Relay.

dRMContent

Indicates if the MM contains any DRM-protected element. Indicates if the MM
contains any DRM-protected element. The values given as defined in TS 23.140
[40] clause 8.4.1.4 shall be encoded as follows: “Yes” = True, “No” = False.
Include if sent to the MMS Proxy-Relay.

adaptationAllowed

Identifies whether the target wishes the MM to be adapted or not. If overridden,
an indication shall be included in the parameter. Include if sent to the MMS
Proxy-Relay.
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The IRI-POI inthe MM S Proxy-Relay shall generate an xIRI containing an MM SNotification record when the MM S
Proxy-Relay sends a m-notification-ind (as defined in OMA-TS-MMS_ENC [39] clause 6.2) to the MM S client in the

local target UE.

Table 7.4.3-3 contains parameters generated by the IRI-POI, along with parameters derived from the m-notification-ind
message (from the local MM S Proxy-Relay to the local target).

Table 7.4.3-3: Payload for MMSNotification

Field name

Description

M/C/O

transactionID

An ID used to correlate an MMS request and response between the target and
the MMS Proxy-Relay. As defined in OMA-TS-MMS_ENC| AA] clause 7.3.63.

M

version

The version of MM, to include major and minor version.

originatingMMSParty

ID(s) of the originating party in one or more of the formats described in 7.4.2.1
When address translation occurs (such as the case of a token sent by the client
and replaced with a proper address by the MMS Proxy-Relay), both the pre and
post translated addresses (with appropriate correlation) are included.

If the originating MMS client requested address hiding, but the MMS Proxy-
Relay has access to the "From" field, this shall be reported, regardless of the
fact that it may be hidden from the recepient.

cC

direction

Indicates the direction of the MM. This shall be encoded as “to target."

subject

The subject of the MM. Include if sent by the MMS Proxy-Relay.

deliveryReportRequested

Specifies whether the originator MMS UE requests a delivery report from each
recipient. The values given in OMA-TS-MMS_ENC [39] clause 7.3.13 shall be
encoded as follows: “Yes” = True, “No” = False. Include if sent by the MMS
Proxy-Relay.

0|0

stored

Specifies whether the MM was stored in the target's MMBox, and that the
content-location-value field is a reference to it. "Stored" is coded as True, and
"not Stored" is coded as False. As defined in OMA-TS-MMS_ENC [39] clause
7.3.57.

Include if sent by the MMS Proxy-Relay.

messageClass

Class of the MM. For example, a value of "auto" is automatically generated by
the UE.

priority

Priority of the MM assigned by the originator MMS Client. Include if sent by the
MMS Proxy-Relay.

messageSize

Specifies the size of the MM that was viewed or uploaded. Specified in bytes.

expiry

Length of time in seconds the MM will be stored in MMS Proxy-Relay or time to
delete the MM. The field has two formats, either absolute or relative.

replyCharging

If this field is present its value is set to “accepted” or “accepted text only” and the
MMS-version-value of the M-Noatification.ind PDU is higher than 1.0, this header
field will indicate that a reply to this particular MM is free of charge for the
recipient.

If the Reply-Charging service is offered and the request for reply-charging has
been accepted by the MMS service provider the value of this header field
SHALL be set to “accepted” or “accepted text only”.

See OMA-TS-MMS_ENC [39] clause 7.3.43. Include if sent by the MMS Proxy-
Relay.

7.4.3.4

MMSSendToNonLocalTarget

The IRI-POI inthe MM S Proxy-Relay shall generate an xIRI containing an MM SSendToNonLocal Target record when
the local MM S Proxy-Relay sends a MM4_forward.REQ (as defined in TS 23.140 [40] clause 8.4.1) to the non-local
MMS Proxy-Relay, that contains a non-local target ID.

Table 7.4.3-4 contains parameters generated by the IRI-POI, along with parameters derived from the
MM4_forward.REQ message (from the non-local MM S Proxy-Relay to the local MM S Proxy-Relay).
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Table 7.4.3-4: Payload for MMSSendToNonLocalTarget

Field name

Description

M/C/O

version

The version of MM, to include major and minor version.

transactionID

An ID used to correlate an MMS request and response between the proxies. As
defined in TS 23.140 [40] clause 8.4.1.4.

messagelD

An ID assigned by the MMS Proxy-Relay to uniquely identify an MM. As defined
in TS 23.140 [40] clause 8.4.1.4.

terminatingMMSParty

ID(s) of the terminating party in one or more of the formats described in 7.4.2.1.

originatingMMSParty

ID(s) of the originating party in one or more of the formats described in 7.4.2.1.

direction

Indicates the direction of the MM. This shall be encoded as “to target.”

contentType

The content type of the MM. See OMA-TS-MMS_ENC [39] clause 7.3.11

messageClass

Class of the MM. For example, a value of "auto" is automatically generated by
the UE. If the field is not present, the class should be interpreted as "personal.”
Include if sent by the MMS Proxy-Relay message.

O £ £

dateTime

Date and Time when the MM was last handled (either originated or forwarded).

expiry

Length of time in seconds the MM will be stored in MMS Proxy-Relay or time to
delete the MM. The field has two formats, either absolute or relative. Include if
sent by the MMS Proxy-Relay message.

deliveryReportRequested

Specifies whether the originator MMS UE requests a delivery report from each
recipient. Indicates the desired delivery report. The values given in TS 23.140
[40] clause 8.4.1.4 shall be encoded as follows: “Yes” = True, “No” = False.
Include if sent by the MMS Proxy-Relay message.

priority

Priority of the MM assigned by the originator MMS Client. Reported if sent by the
target. Include if sent by the MMS Proxy-Relay message.

senderVisibility

Indicates whether the sender's address should not be delivered to the recipient.
Indicates the target's visibility to the other party or if not signalled by the target
and the default is to not make target visible to the other party. The values given
in TS 23.140 [40] clause 8.4.1.4 shall be encoded as follows: “Show” = True,
“Hide” = False. Include if sent by the MMS Proxy-Relay message.

readReport

Specifies whether the originator MMS UE requests a read report from each
recipient. Indicates the desired read report. The values given in TS 23.140 [40]
clause 8.4.1.4 shall be encoded as follows: “Yes” = True, “No” = False. Include if
sent by the MMS Proxy-Relay message.

subject

The subject of the MM. Include if sent to the target.

forwardCount

The number of times the MM was forwarded

previouslySentBy

History of UEs that have forwarded (including originally submitted) the MM.
Include if sent by the MMS Proxy-Relay message.

previouslySentByDateTime

The timestamp associated with the previous forward events. Include if sent by
the MMS Proxy-Relay message.

appliclD

Identification of the originating application of the original MM. Provide when sent
by the target to identify the destination application as defined in TS 23.140 [40]
clause 8.4.1.4. Include if sent by the MMS Proxy-Relay message.

replyAppliclD

Identification of an application to which replies, delivery reports, and read reports
are addressed. Identifies the application to which replies, delivery reports, and
read reports are addressed as defined in TS 23.140 [40] clause 8.4.1.4. Include
if sent by the MMS Proxy-Relay message.

C

auxApplicinfo

Auxiliary application addressing information as indicated in the original MM. As
defined in OMA-TS-MMS_ENC [39] clause 7.3.4. Include if sent by the MMS
Proxy-Relay message.

contentClass

Classifies the content of the MM to the smallest content class to which the
message belongs. Identifies the class of the content. Include if sent by the MMS
Proxy-Relay message.

dRMContent

Indicates if the MM contains any DRM-protected element. Indicates if the MM
contains any DRM-protected element. The values given as defined in TS 23.140
[40] clause 8.4.1.4 shall be encoded as follows: “Yes” = True, “No” = False.
Include if sent by the MMS Proxy-Relay message.

adaptationAllowed

identifies whether the target wishes the MM to be adapted or not. If overridden,
an indication shall be included in the parameter. Include if sent by the MMS
Proxy-Relay message.

C

store

Specifies whether the originator MMS UE wants the submitted MM to be saved
in the user's MMBoOX, in addition to sending it. Indicates whether the MMS is to
be stored. The values given in TS 23.140 [40] clause 8.4.1.4 shall be encoded
as follows: “Yes” = True, “No” = False. Include if sent by the MMS Proxy-Relay
message.
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appliclD Identification of the originating application of the original MM. Identifies the C
destination application as defined in TS 23.140 [40] clause 8.4.1.4. Include if
sent by the MMS Proxy-Relay message.

replyAppliclD Identification of an application to which replies, delivery reports, and read reports |C
are addressed. ldentifies the application to which replies, delivery reports, and
read reports are addressed as defined in TS 23.140 [40] clause 8.4.1.4. Include
if sent by the MMS Proxy-Relay message.

auxApplicinfo Auxiliary application addressing information as indicated in the original MM. As |C
defined in OMA-TS-MMS_ENC [39] clause 7.3.4. Include if sent by the MMS
Proxy-Relay message.

contentClass Classifies the content of the MM to the smallest content class to which the C
message belongs. Identifies the class of the content. Include if sent by the MMS
Proxy-Relay message.

dRMContent Indicates if the MM contains any DRM-protected element. Indicates whether the |C
MM contains any DRM-protected element. The values given as defined in TS
23.140 [40] clause 8.4.1.4 shall be encoded as follows: “Yes” = True, “No” =
False. Include if sent by the MMS Proxy-Relay message.

7.4.3.5 MMSNotificationResponse

The IRI-POI inthe MM S Proxy-Relay shall generate an xIRI containing an MM SNotificationResponse record when the
MMS Proxy-Relay receives a m-notifyresp-ind (as defined in OMA-TS-MMS_ENC [39] clause 6.2, table 4) from the
MMS client in the target UE for the deferred retrieval case only. The immediate retrieval trigger on m-notifyresp-ind is
inclause 7.4.3.7.

Table 7.4.3-5 contains parameters generated by the IRI-POI, along with parameters derived from the m-notifyresp-ind
message (from the local target UE to the MM S Proxy-Relay).

Table 7.4.3-5: Payload for MMSNotificationResponse

Field name Description M/C/O
transactionID An ID used to correlate an MMS request and response between the targetand |M
the MMS Proxy-Relay. As defined in OMA-TS-MMS_ENC [39] clause 7.3.63.
version The version of MM, to include major and minor version. M
direction Indicates the direction of the MM. This shall be encoded as “to target” M
status Provides a MM status. A status of "retrieved" is only signalled by the retrieving |M
UE after retrieval of the MM.
reportAllowed Indication whether or not the sending of delivery report is allowed by the C
recipient MMS Client. The values given in OMA-TS-MMS_ENC [39] clause
7.3.47 shall be encoded as follows: “Yes” = True, “No” = False. Include if sent to
the MMS Proxy-Relay.

7.4.3.6 MMSRetrieval

The IRI-POI inthe MM S Proxy-Relay shall generate an xIRI containing an MM SRetrieval record when the MMS
Proxy-Relay sends a m-retrieve-conf (as defined in OMA-TS-MMS_ENC [39] clause 6.3) to the MM S client in the
target UE.

Table 7.4.3-6 contains parameters generated by the IRI-POI, along with parameters derived from the m-retrieve-conf
message (from the MM S Proxy-Relay to the local target UE).
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Table 7.4.3-6: Payload for MMSRetrieval

Field name

Description

M/C/O

transactionID

An ID used to correlate an MMS request and response between the target and
the MMS Proxy-Relay. As defined in OMA-TS-MMS_ENC [39] clause 7.3.63.

M

version

The version of MM, to include major and minor version.

messagelD

An ID assigned by the MMS Proxy-Relay to uniquely identify an MM. As defined
in OMA-TS-MMS_ENC [39] clause 7.3.29.

dateTime

Date and Time when the MM was last handled (either originated or forwarded).
For origination, included by the sending MMS client or the originating MMS
Proxy-Relay.

< L

originatingMMSParty

ID(s) of the originating party in one or more of the formats described in 7.4.2.1
When address translation occurs (such as the case of a token sent by the client
and replaced with a proper address by the MMS Proxy-Relay), both the pre and
post translated addresses (with appropriate correlation) are included. Include if
sent by the MMS Proxy-Relay.

previouslySentBy

History of UEs that have forwarded (including originally submitted) the MM.
Include if sent by the MMS Proxy-Relay.

previouslySentByDateTime

The timestamp associated with the previous forward events. Include if sent by
the MMS Proxy-Relay.

terminatingMMSParty

ID(s) of the terminating party in one or more of the formats described in 7.4.2.1
When address translation occurs (such as the case of a token sent by the client
and replaced with a proper address by the MMS Proxy-Relay), both the pre and
post translated addresses (with appropriate correlation) are included. Include if
sent by the MMS Proxy-Relay.

At least one of the terminatingMMSParty or cCRecipients must be included.

cCRecipients

Address of a recipient; the "CC" field may include addresses of multiple
recipients. When address translation occurs, both the pre and post translated
addresses (with appropriate correlation) are included. Include if sent by the
MMS Proxy-Relay.

At least one of the terminatingMMSParty or cCRecipients must be included.

direction

Indicates the direction of the MM. This shall be encoded as “to target,” or
"fromTarget," as appropriate.

subject

The subject of the MM. Include if sent by the MMS Proxy-Relay.

state

Identifies the value of the MM State associated with a to be stored or stored MM.
See OMA-TS-MMS_ENC [39] clause 7.3.33. Include if sent by the MMS Proxy-
Relay.

flags

Identifies a keyword to add or remove from the list of keywords associated with a
stored MM. Include if sent. See OMA-TS-MMS_ENC [39] clause 7.3.32. Include
if sent by the MMS Proxy-Relay.

C

messageClass

Class of the MM. For example, a value of "auto" is automatically generated by
the UE. If the field is not present, the class should be interpreted as "personal.”
Include if sent by the MMS Proxy-Relay.

priority

Priority of the MM assigned by the originator MMS Client. Include if sent by the
MMS Proxy-Relay.

deliveryReport

Specifies whether the originator MM UE requests a delivery report from each
recipient. Indicates whether a delivery report is desired. The values given in
OMA-TS-MMS_ENC [39] clause 7.3.13. shall be encoded as follows: “Yes” =
True, “No” = False. Include if sent by the MMS Proxy-Relay.

readReport

Specifies whether the originator MM UE requests a read report from each
recipient. Indicates whether a read report is desired. The values given in OMA-
TS-MMS_ENC [39] clause 7.3.37 shall be encoded as follows: “Yes” = True,
“No” = False. Include if sent by the MMS Proxy-Relay.

replyCharging

If this field is present its value is set to “accepted” or “accepted text only” and the
MMS-version-value of the PDU is higher than 1.0, this header field will indicate
that a reply to this particular MM is free of charge for the recipient.

If the Reply-Charging service is offered and the request for reply-charging has
been accepted by the MMS service provider the value of this header field
SHALL be set to “accepted” or “accepted text only”.

See OMA-TS-MMS_ENC [39] clause 7.3.43. Include if sent by the MMS Proxy-
Relay.

retrieveStatus

MMS specific status. It is used by the recipient MMS Proxy-Relay to inform the
recipient MMS Client about errors, if any that occurred during the preceding
retrieval operation. Include if sent by the MMS Proxy-Relay.

retrieveStatusText

Text that qualifies the Retrieve Status. As defined in OMA-TS-MMS_ENC [39]
clause 7.3.55. Include if sent by the MMS Proxy-Relay.
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appliclD Identification of the originating application of the original MM. Sent by the target |C
to identify the destination application as defined in OMA-TS-MMS_ENC [39]
clause 7.3.2. Include if sent by the MMS Proxy-Relay.

replyAppliclD Identification of an application to which replies, delivery reports, and read reports |C
are addressed. Sent by the target to identify the application to which replies,
delivery reports, and read reports are addressed as defined in OMA-TS-
MMS_ENC [39] clause 7.3.42. Include if sent by the MMS Proxy-Relay.

auxApplicinfo Auxiliary application addressing information as indicated in the original MM. As |C
defined in OMA-TS-MMS_ENC [39] clause 7.3.4. Include if sent by the MMS
Proxy-Relay.

contentClass Classifies the content of the MM to the smallest content class to which the C

message belongs. Sent by the target to identify the class of the content. See
OMA-TS-MMS_ENC [39] clause 7.3.9. Include if sent by the MMS Proxy-Relay.

dRMContent Indicates if the MM contains any DRM-protected element. Provide when sent by |C
the target to indicate if the MM contains any DRM-protected element. The

values given in OMA-TS-MMS_ENC [39] clause 7.3.16 shall be encoded as
follows: “Yes” = True, “No” = False. Include if sent by the MMS Proxy-Relay.

replacelD Indicates the message ID of the message this one is intended to replace. C
Include if sent by the MMS Proxy-Relay.
contentType The content type of the MM. See OMA-TS-MMS_ENC [39] clause 7.3.11. M
7.4.3.7 MMSDeliveryAck

The IRI-POI in the MM S Proxy-Relay shall generate an xIRI containing an MM SDeliveryAck record when:

- the MMS Proxy-Relay receives an m-acknowledge-ind (as defined in OMA-TS-MMS_ENC [39] clause 6.4)
from the MM S client in the target UE (for deferred retrieval), or

- the MMS Proxy-Relay receives an m-notifyresp-ind (as defined in OMA-TS-MMS_ENC [39] clause 6.4) from
the MMS client in the target UE (for immediate retrieval).

Table 7.4.3-7 contains parameters generated by the IRI-POI, along with parameters derived from the m-acknowledge-
ind message (from the local target UE to the MMS Proxy-Relay), and the m-notifyresp-ind message (from the local
target UE to the MM S Proxy-Relay).

Table 7.4.3-7: Payload for MMSDeliveryAck

Field name Description M/C/O

transactionID An ID used to correlate an MMS request and response between the targetand |M
the MMS Proxy-Relay. As defined in OMA-TS-MMS_ENC [39] clause 7.3.63.

version The version of MM, to include major and minor version. M

reportAllowed Indicates whether the target allows sending of a delivery report. Encoded as C
"Yes" = True, "No" = False. Include if received by the MMS Proxy-Relay.

status Provides a MM status. A status of "retrieved"” is only signalled by the retrieving |C
UE after retrieval of the MM. Include if received by the MMS Proxy-Relay and if
generated from a m-notifyresp-ind.

direction Indicates the direction of the MM. This shall be encoded as “to target.” M

7.4.3.8 MMSForward

The IRI-POI inthe MM S Proxy-Relay shall generate an xIRI containing an MM SForward record when the MM S
Proxy-Relay sends an m-forward-conf (as defined in OMA-TS-MMS_ENC [39] clause 6.5.2) to the MM S client in the
target UE.

Table 7.4.3-8 contains parameters generated by the IRI-POI, along with parameters derived from the m-forward-req
message (from the local target UE to the MM S Proxy-Relay), and the m-forwar d-conf message (from the MM S Proxy-
Relay to the local target UE).
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Field name

Description

M/C/O

transactionID

An ID used to correlate an MMS request and response between the target and
the MMS Proxy-Relay. As defined in OMA-TS-MMS_ENC [39] clause 7.3.63.

M

version

The version of MM, to include major and minor version.

dateTime

Date and Time when the MM was last handled (either originated or forwarded).
For origination, included by the sending MMS client or the originating MMS
Proxy-Relay. Include if sent to the MMS Proxy-Relay.

originatingMMSParty

ID(s) of the originating (forwarding) party in one or more of the formats described
in7.4.21

When address translation occurs (such as the case of a token sent by the client
and replaced with a proper address to the MMS Proxy-Relay), both the pre and
post translated addresses (with appropriate correlation) are included.

M

terminatingMMSParty

ID(s) of the terminating party in one or more of the formats described in 7.4.2.1
When address translation occurs (such as the case of a token sent by the client
and replaced with a proper address by the MMS Proxy-Relay), both the pre and
post translated addresses (with appropriate correlation) are included. Include if
sent to the MMS Proxy-Relay.

At least one of the terminatingMMSParty, cCRecipients, or bCCRecipients must
be included.

cCRecipients

Address of a recipient; the "CC" field may include addresses of multiple
recipients. When address translation occurs, both the pre and post translated
addresses (with appropriate correlation) are included. This parameter is included
if the corresponding MM includes a "CC" field. Include if sent to the MMS Proxy-
Relay.

At least one of the terminatingMMSParty, cCRecipients, or bCCRecipients must
be included.

bCCRecipients

Address of a recipient; the "BCC" field may include addresses of multiple
recipients. When address translation occurs, both the pre and post translated
addresses (with appropriate correlation) are included. This parameter is included
if the corresponding MM includes a “BCC” field. Include if sent to the MMS
Proxy-Relay.

At least one of the terminatingMMSParty, cCRecipients, or bCCRecipients must
be included.

direction

Indicates the direction of the MM. This shall be encoded as “from target.”

expiry

Length of time in seconds the MM will be stored in MMS Proxy-Relay or time to
delete the MM. The field has two formats, either absolute or relative. Include
either the signalled expiry or the default, whichever applies. Include if sent to the
MMS Proxy-Relay.

desiredDeliveryTime

Date and Time of desired delivery. Indicates the earliest possible delivery of the
MM to the recipient. Include if sent to the MMS Proxy-Relay.

deliveryReportAllowed

An indication that the target requested reporting to the original sender or the
default, whichever applies. The values given in OMA-TS-MMS_ENC [39] clause
7.3.47 shall be encoded as follows: “Yes” = True, “No” = False. Include if sent to
the MMS Proxy-Relay.

deliveryReport

Specifies whether the originator MMS UE requests a delivery report from each
recipient. The values given in OMA-TS-MMS_ENC [39] clause 7.3.13. shall be
encoded as follows: “Yes” = True, “No” = False. Include if sent to the MMS
Proxy-Relay.

store

Specifies whether the originator MMS UE wants the submitted MM to be saved
in the user's MMBoX, in addition to sending it. Sent by the target to have the
forwarded MM stored. The values given in OMA-TS-MMS_ENC [39] clause
7.3.56 shall be encoded as follows: “Yes” = True, “No” = False. Include if sent to
the MMS Proxy-Relay.

state

Identifies the value of the MM State associated with a MM to be stored or stored
MM. Sets the state for the forwarded MM when it is stored. As defined in OMA-
TS-MMS_ENC [39] clause 7.3.33. Include if sent to the MMS Proxy-Relay.
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flags

Identifies a keyword to add or remove from the list of keywords associated with a
stored MM. Include if sent to the MMS Proxy-relay. See OMA-TS-MMS_ENC
[39] clause 7.3.32.

C

contentLocationReq

The content-location-value field defines the URL for the MMS server location of
the content to be retrieved as it appears in the m-forward-req. As defined in
OMA-TS-MMS_ENC [39] clause 7.3.10.

M

replyCharging

If this field is present its value is set to “accepted" or “accepted text only” and the
MMS-version-value is higher than 1.0, this header field will indicate that a reply
to this particular MM is free of charge for the recipient.

If the Reply-Charging service is offered and the request for reply-charging has
been accepted by the MMS service provider the value of this header field
SHALL be set to “accepted"” or “accepted text only”.

See OMA-TS-MMS_ENC [39] clause 7.3.43. Include if sent to the MMS Proxy-
Relay.

responseStatus

MMS specific status. See OMA-TS-MMS_ENC [39] clause 7.3.48.

responseStatusText

Text that qualifies the Response Status. Include if sent to the target. As defined
in OMA-TS-MMS_ENC [39] clause 7.3.49. Include if sent by the MMS Proxy-
Relay.

messagelD

An ID assigned by the MMS Proxy-Relay to uniquely identify an MM. As defined
in OMA-TS-MMS_ENC [39] clause 7.3.29. Include if sent by the MMS Proxy-
Relay.

contentLocationConf

The content-location-value field defines the URL for the MMS server location of
the MM as it appears in the m-forward-conf. As defined in OMA-TS-MMS_ENC
[39] clause 7.3.10. Include if sent by the MMS Proxy-Relay.

storeStatus

Indicates if the MM was successfully stored in the MMBox. Include if sent by the
MMS Proxy-Relay.

storeStatusText

Text that qualifies the Store Status. As defined in OMA-TS-MMS_ENC [39]
clause 7.3.59. Include if sent by the MMS Proxy-Relay.

7.4.3.9 MMSDeleteFromRelay

The IRI-POI present in the MM S Proxy-Relay shall generate an xIRI containing an MM SDel eteFromRelay record
when the MM S Proxy-Relay sends a m-delete-conf (defined in OMA-TS-MMS_ENC [39]) to the MM S client in the

target UE.

Table 7.4.3-9 contains parameters generated by the IRI-POI, along with parameters derived from the m-delete-req

message (from the local target UE to the MM S Proxy-Relay), and the m-del ete-conf message (from the MM S Proxy-

Relay to the local target UE).

Table 7.4.3-9: Payload for MMSDeleteFromRelay

Field name Description M/C/O

transactionID An ID used to correlate an MMS request and response between the targetand |M
the MMS Proxy-Relay.

version The version of MM, to include major and minor version. M

direction Indicates the direction of the MM. This shall be encoded as “to target,” or M
"fromTarget,"” as appropriate.

contentLocationReq The content-location-value field defines the URL for the MMS server location of |M
the MM as it appears in the m-delete-conf, as defined in OMA-TS-MMS_ENC
[39] clause 7.3.10. Include if sent to the MMS Proxy-Relay.

contentLocationConf The content-location-value field defines the URL for the MMS server location of |C
the MM as it appears in the m-delete-conf, as defined in OMA-TS-MMS_ENC
[39] clause 7.3.10. Include if sent by the MMS Proxy-Relay.

deleteResponseStatus The delete response, as defined in OMA-TS-MMS_ENC [39] clause 7.3.48. M

deleteResponseText The delete response, as defined in OMA-TS-MMS_ENC [39] clause 7.3.49. C

Include if sent by the MMS Proxy-Relay.
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7.4.3.10 MMSMBoxStore

The IRI-POI inthe MM S Proxy-Relay shall generate an xIRI containing an MM SM BoxStore record when the MM S
Proxy-Relay sends a m-mbox-store-conf (defined in OMA-TS-MMS_ENC [39] clause 6.8) to the MM S client in the

target UE.

Table 7.4.3-10 contains parameters generated by the IRI-POI, along with parameters derived from the m-mbox-store-
req message (from the local target UE to the MMS Proxy-Relay), and from the m-mbox-store-conf message (from the
MMS Proxy-Relay to the local target UE).

Table 7.4.3-10: Payload for MMSMBoxStore

Field name Description M/C/O

transactionID An ID used to correlate an MMS request and response between the targetand |M
the MMS Proxy-Relay. As defined in OMA-TS-MMS_ENC [39] clause 7.3.63.

version The version of MM, to include major and minor version. M

direction Indicates the direction of the MM. This shall be encoded as “to target.” M

contentLocationReq The content-location-value field defines the URL for the MMS server location of |M
the MM as it appears in the m-mbox-store-req. As defined in OMA-TS-
MMS_ENC [39] clause 7.3.10. Include if sent by the MMS Proxy-Relay.

state Identifies the value of the MM State associated with a MM to be stored or stored |C
MM. Sets the state for the forwarded MM when it is stored. As defined in OMA-
TS-MMS_ENC [39] clause 7.3.33. Include if sent by the MMS Proxy-Relay.

flags Identifies a keyword to add or remove from the list of keywords associated with a |C
stored MM. See OMA-TS-MMS_ENC [39] clause 7.3.32. Include if sent by the
MMS Proxy-Relay.

contentLocationConf The content-location-value field defines the URL for the MMS server location of |C
the MM as it appears in the m-mbox-store-conf. As defined in OMA-TS-
MMS_ENC [39] clause 7.3.10. Include if sent by the MMS Proxy-Relay.

storeStatus Indicates if the MM was successfully stored in the MMBox. M

storeStatusText Text that qualifies the Store Status. Include if sent to the target. As defined in C

OMA-TS-MMS_ENC [39] clause 7.3.59. Include if sent by the MMS Proxy-
Relay.

7.4.3.11 MMSMBoxUpload

The IRI-POI present in the MM S Proxy-Relay shall generate an xIRI containing an MM SMBoxUpload record when the
MM S Proxy-Relay sends a m-mbox-upload-conf (defined in OMA-TS-MMS_ENC [39] clause 6.10) to the MMS client

in the target UE.

Table 7.4.3-11 contains parameters generated by the IRI-POI, along with parameters derived from the m-mbox-upload-
req message (from the local target UE to the MM S Proxy-Relay), and from the m-mbox-upl oad-conf message (from the
MMS Proxy-Relay to the local target UE).
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Field name Description M/C/O

transactionID An ID used to correlate an MMS request and response between the targetand |M
the MMS Proxy-Relay. As defined in OMA-TS-MMS_ENC [39] clause 7.3.63.

version The version of MM, to include major and minor version. M

direction Indicates the direction of the MM. This shall be encoded as “to target,” or M
"fromTarget,"” as appropriate.

state Identifies the value of the MM State associated with a MM to be stored or stored |C
MM. Sets the state for the forwarded MM when it is stored. As defined in OMA-
TS-MMS_ENC [39] clause 7.3.33. Include if sent by the MMS Proxy-Relay.

flags Identifies a keyword to add or remove from the list of keywords associated with a |C
stored MM. See OMA-TS-MMS_ENC [39] clause 7.3.32. Include if sent by the
MMS Proxy-Relay.

contentType The content type of the MM. See OMA-TS-MMS_ENC [39] clause 7.3.11 M

contentLocation The content-location-value field defines the URL for the MMS server location of |C
the MM. As defined in OMA-TS-MMS_ENC [39] clause 7.3.10. Include if sent by
the MMS Proxy-Relay.

storeStatus Indicates if the MM was successfully stored in the MMBoXx. M

storeStatusText Text that qualifies the Store Status. Include if sent to the target. As defined in C
OMA-TS-MMS_ENC [39] clause 7.3.59. Include if sent by the MMS Proxy-
Relay.

mMBoxDescription The MMBox description PDU as defined in 7.4.3.20 corresponds to the C

particular MM. include if sent by the MMS Proxy-Relay.

7.4.3.12

MMSMBoxDelete

The IRI-POI present in the MM S Proxy-Relay shall generate an xIRI containing an MM SMBoxDel ete record when the
MM S Proxy-Relay sends a m-mbox-delete.conf (defined in OMA-TS-MMS_ENC [39]) to the MM S client in the target

UE.

Table 7.4.3-12 contains parameters generated by the IRI-POI, along with parameters derived from the m-mbox-del ete-
req message (from the local target UE to the MM S Proxy-Relay), and from the m-mbox-del ete-conf message (from the
MMS Proxy-Relay to the local target UE).

Table 7.4.3-12: Payload for MMSMBoxDelete

Field name Description M/C/O
transactionID An ID used to correlate an MMS request and response between the targetand |M
the MMS Proxy-Relay. As defined in OMA-TS-MMS_ENC [39] clause 7.3.63.
version The version of MM, to include major and minor version. M
direction Indicates the direction of the MM. This shall be encoded as “to target,” or M
"fromTarget," as appropriate.
contentLocationReq The content-location-value field defines the URL for the MMS server location of |M
the MM as it appears in the m-mbox-delete-req. As defined in OMA-TS-
MMS_ENC [39] clause 7.3.10.
contentLocationConf The content-location-value field defines the URL for the MMS server location of |C
the MM as it appears in the m-mbox-delete-conf. As defined in OMA-TS-
MMS _ENC [39] clause 7.3.10. Include if sent by the MMS Proxy-Relay.
responseStatus MMS specific status. M
responseStatusText Text that qualifies the Response Status. As defined in OMA-TS-MMS_ENC [39] |C
clause 7.3.49.
7.4.3.13 MMSDeliveryReport

The IRI-POI present in the MM S Proxy-Relay shall generate an xIRI containing an MM SDeliveryReport record when
the MM S Proxy-Relay sends an m-delivery-ind (as defined in OMA-TS-MMS_ENC [39] clause 6.11) to the MM S

client in the target UE.

Table 7.4.3-13 contains parameters generated by the IRI-POI, along with parameters derived from the m-delivery-ind
message (from the MM S Proxy-Relay to the local target UE).
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Table 7.4.3-13: Payload for MMSDeliveryReport

Field name Description M/C/O
version The version of MM, to include major and minor version. M
messagelD An ID assigned by the MMS Proxy-Relay to uniquely identify an MM. As defined |M
in OMA-TS-MMS_ENC [39] clause 7.3.29. Include if sent by the MMS Proxy-
Relay.
terminatingMMSParty ID(s) of the terminating party of the original message this Delivery Report refers |M

to, in one or more of the formats described in 7.4.2.1

When address translation occurs (such as the case of a token sent by the client
and replaced with a proper address by the MMS Proxy-Relay), both the pre and
post translated addresses (with appropriate correlation) are included.

dateTime Date and Time when the MM was last handled (either originated or forwarded). |M
Include if sent by the MMS Proxy-Relay.

responseStatus MMS specific status. M

responseStatusText Text that qualifies the Response Status. As defined in OMA-TS-MMS_ENC [39] |C
clause 7.3.49. Include if sent by the MMS Proxy-Relay.

appliclD Identification of the originating application of the original MM. Sent by the target |C

to identify the destination application as defined in OMA-TS-MMS_ENC [39]
clause 7.3.2. Include if sent by the MMS Proxy-Relay.

replyAppliclD Identification of an application to which replies, delivery reports, and read reports |C
are addressed. Sent by the target to identify the application to which replies,
delivery reports, and read reports are addressed as defined in OMA-TS-
MMS _ENC [39] clause 7.3.42. Include if sent by the MMS Proxy-Relay.

auxApplicinfo Auxiliary application addressing information as indicated in the original MM. As  |C
defined in OMA-TS-MMS_ENC [39] clause 7.3.4. Include if sent by the MMS
Proxy-Relay.

7.4.3.14 MMSDeliveryReportNonLocalTarget

The IRI-POI in the MM S Proxy-Relay shall generate an xIRI containing an MM SDeliveryReportNonL ocal Target
record when the MM S Proxy-Relay:

- sendsMM4_delivery_report.REQ (as defined in TS 23.140 [40] clause 8.4.2), that contains a non-local target
ID, to the non-local MM S Proxy-Relay, or

- receivesMM4_delivery_report.REQ, that contains a non-local target 1D, from the non-local MM S Proxy-Rel ay.

Table 7.4.3-14 contains parameters generated by the IRI-POI, along with parameters derived from the
MM4_delivery report.REQ message (from the local MM S Proxy-Relay to the non-local MM S Proxy-Relay, or
inversely).
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Field name Description M/C/O

version The version of MM, to include major and minor version. M

transactionID An ID used to correlate an MMS request and response between the proxies. As |M
defined in TS 23.140 [40] clause 8.4.1.4.

messagelD An ID assigned by the MMS Proxy-Relay to uniquely identify an MM. As defined |M
in TS 23.140 [40] clause 8.4.1.4.

terminatingMMSParty ID(s) of the terminating party of the original message this Delivery Report refers |M
to, in one or more of the formats described in 7.4.2.1.

originatingMMSParty ID(s) of the originating party of the original message this Delivery Report refers  |M
to, in one or more of the formats described in 7.4.2.1.

direction Indicates the direction of the MM. This shall be encoded as "toTarget," or “from |M
target,” as appropriate.

dateTime Date and Time when the MM was last handled (either originated or forwarded). |M

forwardToOriginator Indicates whether the MMS Proxy-Relay is allowed to forward the delivery report |C
to the originating UE. "Yes" is coded as True, and "No" is coded as False.
Include if sent to/by the MMS Proxy-Relay.

mMStatus Provides a MM status. A status of "retrieved" is only signalled by the retrieving |M
UE after retrieval of the MM.

mMStatusExtension Extension of the MMStatus, that provides more granularity. Include if sent to/by |C
the MMS Proxy-Relay.

mMStatusText Text that qualifies the MM Status. As defined in OMA-TS-MMS_ENC [39] clause |C
7.3.55. Include if sent to/by the MMS Proxy-Relay.

appliclD Identification of the originating application of the original MM. Identifies the C
destination application as defined in TS 23.140 [40] clause 8.4.1.4. Include if
sent to/by the MMS Proxy-Relay.

replyAppliclD Identification of an application to which replies, delivery reports, and read reports |C
are addressed. ldentifies the application to which replies, delivery reports, and
read reports are addressed as defined in TS 23.140 [40] clause 8.4.1.4. Include
if sent to/by the MMS Proxy-Relay.

auxApplicinfo Auxiliary application addressing information as indicated in the original MM. As |C
defined in OMA-TS-MMS_ENC [39] clause 7.3.4. Include if sent to/by the MMS
Proxy-Relay.

7.4.3.15 MMSReadReport

The IRI-POI present in the MM S Proxy-Relay shall generate an xIRI containing an MM SReadReport record when the

MMS Proxy-Relay:

- sendsam-read-orig-ind (as defined in OMA-TS-MMS_ENC [39] clause 6.7.2) to the MM S client in the target

UE, or

- receivesam-read-rec-ind (as defined in OMA-TS-MMS_ENC [39] clause 6.7.2) from the MMS client in the

target UE.

Table 7.4.3-15 contains parameters generated by the IRI-POI, along with parameters derived from the m-read-orig-ind
message (from the MM S Proxy-Relay to the local target UE), and from the m-read-rec-ind message (from the local
target UE to the MM S Proxy-Relay).
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Field name

Description

M/C/O

version

The version of MM, to include major and minor version.

messagelD

An ID assigned by the MMS Proxy-Relay to uniquely identify an MM. As defined
in OMA-TS-MMS_ENC [39] clause 7.3.29.

M

terminatingMMSParty

ID(s) of the terminating party (i.e. the intended recipient of the read report or the
originator of the initial MM message to which the read report applies) in one or
more of the formats described in 7.4.2.1

When address translation occurs (such as the case of a token sent by the client
and replaced with a proper address by the MMS Proxy-Relay), both the pre and
post translated addresses (with appropriate correlation) are included.

M

originatingMMSParty

ID(s) of the originating party (i.e. the originator of the read report or the recipient
the initial MM message to which the read report applies) in one or more of the
formats described in 7.4.2.1

When address translation occurs (such as the case of a token sent by the client
and replaced with a proper address by the MMS Proxy-Relay), both the pre and
post translated addresses (with appropriate correlation) are included.

M

direction

Indicates the direction of the original MM (not of this message). This shall be
encoded either as "from target," or “to target,” as appropriate.

dateTime

Date and Time when the MM was last handled (either originated or forwarded).
Include if sent to/by the MMS Proxy-Relay.

readStatus

Status of the MMS (e.g.read or deleted without reading.)

appliclD

Identification of the originating application of the original MM. As defined in
OMA-TS-MMS_ENC [39] clause 7.3.2. Include if sent to/by the MMS Proxy-
Relay.

O o =2

replyAppliclD

Identification of an application to which replies, delivery reports, and read reports
are addressed. As defined in OMA-TS-MMS_ENC [39] clause 7.3.42. Include if
sent to/by the MMS Proxy-Relay.

C

auxApplicinfo

Auxiliary application addressing information as indicated in the original MM. As
defined in OMA-TS-MMS_ENC [39] clause 7.3.4. Include if sent to/by the MMS
Proxy-Relay.

7.4.3.16

MMSReadReportNonLocalTarget

The IRI-POI present in the MM S Proxy-Relay shall generate an xIRI containing an MM SReadReportNonL ocal Target
record when the MM S Proxy-Relay:

- sendsaMM4 read_reply report.REQ (as defined in TS 23.140 [40] clause 8.4.3), that contains a non-local
target ID, to the non-local MM S Proxy-Relay, or

- receivesaMM4 read reply report.REQ (as defined in TS 23.140 [40] clause 8.4.3), that contains a non-local
target ID, from the non-local MM S Proxy-Relay.

Table 7.4.3-16 contains parameters generated by the IRI-POI, along with parameters derived from the
MM4_read reply_report.REQ message (from the local MM S Proxy-Relay to the non-local MM S Proxy-Relay, or

inversely).
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Field name Description M/C/O

version The version of MM, to include major and minor version. M

transactionID An ID used to correlate an MMS request and response between the proxies. As |M
defined in TS 23.140 [40] clause 8.4.1.4.

terminatingMMSParty ID(s) of the terminating party in one or more of the formats described in 7.4.2.1 |M
When address translation occurs (such as the case of a token sent by the client
and replaced with a proper address by the MMS Proxy-Relay), both the pre and
post translated addresses (with appropriate correlation) are included.

originatingMMSParty ID(s) of the originating party in one or more of the formats described in 7.4.2.1 M
When address translation occurs (such as the case of a token sent by the client
and replaced with a proper address by the MMS Proxy-Relay), both the pre and
post translated addresses (with appropriate correlation) are included.

direction Indicates the direction of the original MM (not of this message). This shall be M
encoded either as "from target” = True, or “to target” = False.

messagelD An ID assigned by the MMS Proxy-Relay to uniquely identify an MM. As defined |M
in TS 23.140 [40] clause 8.4.1.4.

dateTime Date and Time when the MM was last handled (either originated or forwarded). M

readStatus Status of the MMS (e.g.read or deleted without reading.) M

readStatusText Text explanation corresponding to the Read Status. Include if sent to/by the C
MMS Proxy-Relay.

appliclD Identification of the originating application of the original MM. Identifies the C
destination application as defined in TS 23.140 [40] clause 8.4.1.4. Include if
sent to/by the MMS Proxy-Relay.

replyAppliclD Identification of an application to which replies, delivery reports, and read reports |C
are addressed. Identifies the application to which replies, delivery reports, and
read reports are addressed, as defined in TS 23.140 [40] clause 8.4.1.4. Include
if sent to/by the MMS Proxy-Relay.

auxApplicinfo Auxiliary application addressing information as indicated in the original MM. As  |C
defined in OMA-TS-MMS_ENC [39] clause 7.3.4. Include if sent to/by the MMS
Proxy-Relay.

7.4.3.17 MMSCancel

The IRI-POI present in the MM S Proxy-Relay shall generate an xIRI containing an MM SCancel record when the MM S
Proxy-Relay sends a m-cancel-req (as defined in OMA-TSSMMS_ENC [39] clause 6.13) to the MM S client in the

target UE.

Table 7.4.3-17 contains parameters generated by the IRI-POI, along with parameters derived from the m-cancel-req
message (from the MM S Proxy-Relay to the local target UE).

Table 7.4.3-17: Payload for MMSCancel

Field name Description M/C/O
transactionID An ID used to correlate an MMS request and response between the targetand |M
the MMS Proxy-Relay. As defined in OMA-TS-MMS_ENC [39] clause 7.3.63.
version The version of MM, to include major and minor version. M
cancellD This field includes the Message ID identifying the message to be cancelled. As |M
defined in OMA-TS-MMS_ENC [39] clause 7.3.6.
direction Indicates the direction of the original MM. This shall be encoded as “to target." |M
7.4.3.18 MMSMBoxViewRequest

The IRI-POI present in the MM S Proxy-Relay shall generate an xIRI containing an MM SViewRequest record when the
MMS Proxy-Relay receives a m-mbox-view-req (as defined in OMA-TS-MMS_ENC [39] clause 6.9) from the MMS

client in the target UE.

Table 7.4.3-18 contains parameters generated by the IRI-POI, along with parameters derived from the m-mbox-vew-req
message (from the local target UE to the MM S Proxy-Relay).
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Table 7.4.3-18: Payload for MMSMBoxViewRequest

Field name

Description

M/C/O

transactionID

An ID used to correlate an MMS request and response between the target and
the MMS Proxy-Relay. As defined in OMA-TS-MMS_ENC [39] clause 7.3.63.

M

version

The version of MM, to include major and minor version.

contentLocation

The content-location-value field defines the URL for the MMS Proxy-Relay
location of the content to be retrieved. As defined in OMA-TS-MMS_ENC [39]
clause 7.3.10. Include if sent to the MMS Proxy-Relay.

state

Specifies a MM State value to use in selecting the messages to return. As
defined in OMA-TS-MMS_ENC [39] clause 7.3.33. Include if sent to the MMS
Proxy-Relay.

flags

Specifies a MM Flags keyword to use in selecting the messages to return in the
response. See OMA-TS-MMS_ENC [39] clause 7.3.32. Include if sent to the
MMS Proxy-Relay.

start

A number, indicating the index of the first MM of those selected to have
information returned in the response. Include if sent to the MMS Proxy-Relay.

limit

A number indicating the maximum number of selected MMs whose information
are to be returned in the response.

If this is absent, information elements from all remaining MMs are to be returned.
If this is zero, then no MM-related information are to be returned. Include if sent
to the MMS Proxy-Relay.

mMSAttributes

A list of information elements that should appear in the view for each selected
message. Include if sent to the MMS Proxy-Relay.

mMSTotals

Indicates a request for or the actual count of messages currently stored in the
MMBox. The values given in OMA-TS-MMS_ENC [39] clause 7.3.62. shall be
encoded as follows: “Yes” = True, “No” = False. Include if sent to the MMS
Proxy-Relay.

mMSQuotas

Indicates a request for or the actual quotas for the user's MMBox in messages
or bytes. The values given in OMA-TS-MMS_ENC [39] clause 7.3.36. shall be
encoded as follows: “Yes” = True, “No” = False. Include if sent to the MMS
Proxy-Relay.

7.4.3.19 MMSMBoxViewResponse

The IRI-POI present in the MM S Proxy-Relay shall generate an xIRI containing an MM SViewConfirm record when the
MM S Proxy-Relay sends a m-mbox-view.conf (as defined in OMA-TS-MMS_ENC [39] clause 6.9) to the MM S client

in the target UE.

Table 7.4.3-19 contains parameters generated by the IRI-POI, along with parameters derived from the m-mbox-vew-conf
message (from the local target UE to the MM S Proxy-Relay).
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Table 7.4.3-19: Payload for MMSMBoxViewResponse

Field name

Description

version

The version of MM, to include major and minor version.

responseStatus

MMS specific status.

responseStatusText

Text that qualifies the Response Status. As defined in OMA-TS-MMS_ENC [39]
clause 7.3.49.

contentLocation

The content-location-value field defines the URL for the MMS server location of
the content to be retrieved. As defined in OMA-TS-MMS_ENC [39] clause
7.3.10. Include if sent by the MMS Proxy-Relay.

state

Specifies a MM State value to use in selecting the messages to return. As
defined in OMA-TS-MMS_ENC [39] clause 7.3.33. Include if sent by the MMS
Proxy-Relay.

flags

Specifies a MM Flags keyword to use in selecting the messages to return in the
response. See OMA-TS-MMS_ENC [39] clause 7.3.32. Include if sent by the
MMS Proxy-Relay.

start

A number, indicating the index of the first MM of those selected to have
information returned in the response. Include if sent by the MMS Proxy-Relay.

limit

A number indicating the maximum number of selected MMs whose information
are to be returned in the response.

If this is absent, information elements from all remaining MMs are to be returned.
If this is zero then no MM-related information are to be returned. Include if sent
by the MMS Proxy-Relay.

mMSAttributes

A list of information elements that should appear in the view for each selected
message. Include if sent by the MMS Proxy-Relay.

mMSTotals

Indicates a request for or the actual count of messages currently stored in the
MMBox. The values given in OMA-TS-MMS_ENC [39] clause 7.3.62. shall be
encoded as follows: “Yes” = True, “No” = False. Include if sent by the MMS
Proxy-Relay.

mMSQuotas

Indicates a request for or the actual quotas for the user's MMBox in messages
or bytes. The values given in OMA-TS-MMS_ENC [39] clause 7.3.36. shall be
encoded as follows: “Yes” = True, “No” = False. Include if sent by the MMS
Proxy-Relay.

mMBoxDescription

The MMBox description PDU as defined in 7.4.3.20 corresponds to the
particular MM.

7.4.3.20 MMBoxDescription
The MM BoxDescription used in MM SM BoxViewResponse and MM SMBoxUpload recordsis defined in table 7.4.3-

20.
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Field name

Description

M/C/O

contentLocation

The content-location-value field defines the URL for the MMS Proxy-relay
location of the content to be retrieved. As defined in OMA-TS-MMS_ENC [39]
clause 7.3.10. Include if sent by the MMS Proxy-Relay.

messagelD

An ID assigned by the MMS Proxy-Relay to uniquely identify an MM. Included
unconditionally for the MMS View Confirm report and is included for the MMS
Upload report if a Message ID was previously assigned to the MM. In this latter
case, if a Message ID was not previously assigned, this parameter is excluded.
As defined in OMA-TS-MMS_ENC [39] clause 7.3.29. Include if sent by the
MMS Proxy-Relay.

state

Identifies the value of the MM State associated with a MM to be stored or stored
MM. Include for the MMS View Confirm. Include for the MMS View Request if
provided by the target. As defined in OMA-TS-MMS_ENC [39] clause 7.3.33.
Include if sent by the MMS Proxy-Relay.

C

flags

Identifies a keyword to add or remove from the list of keywords associated with a
stored MM. This parameter may convey all the keywords associated with the
MM. Include if at least one keyword is associated with the MM. If no keywords
are associated with the MM, then this parameter may be excluded. Include if
sent by the MMS Proxy-Relay.

C

dateTime

Date and Time when the MM request was detected. Include if sent by the MMS
Proxy-Relay.

originatingMMSParty

ID(s) of the originating party in one or more of the formats described in 7.4.2.1
When address translation occurs (such as the case of a token sent by the client
and replaced with a proper address by the MMS Proxy-Relay), both the pre and
post translated addresses (with appropriate correlation) are included. Include if
sent by the MMS Proxy-Relay.

terminatingMMSParty

ID(s) of the terminating party in one or more of the formats described in 7.4.2.1
When address translation occurs (such as the case of a token sent by the client
and replaced with a proper address by the MMS Proxy-Relay), both the pre and
post translated addresses (with appropriate correlation) are included. | Include if
sent by the MMS Proxy-Relay.

cCRecipients

Address of a recipient; the "CC" field may include addresses of multiple
recipients. When address translation occurs, both the pre and post translated
addresses (with appropriate correlation) are included. This parameter is included
if the corresponding MM includes a “CC” field. Include if sent by the MMS Proxy-
Relay.

bCCRecipients

Address of a recipient; the "BCC" field may include addresses of multiple
recipients. When address translation occurs, both the pre and post translated
addresses (with appropriate correlation) are included. This parameter is included
if the corresponding MM includes a “BCC” field. Include if sent by the MMS
Proxy-Relay.

messageClass

Class of the MM. For example, a value of "auto" is automatically generated by
the UE. If the field is not present, the class should be interpreted as "personal”.
Include if sent by the MMS Proxy-Relay.

subject

The subject of the MM. Include if sent by the MMS Proxy-Relay.

priority

Priority of the MM assigned by the originator MMS Client. Reported if sent by the
target. Include if sent by the MMS Proxy-Relay.

deliveryTime

Date and Time of delivery. Include if sent by the MMS Proxy-Relay.
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readReport Specifies whether the originator MMS UE requests a read report from each C
recipient. The values given in OMA-TS-MMS_ENC [39] clause 7.3.37. shall be
encoded as follows: “Yes” = True, “No” = False. Include if sent by the MMS

Proxy-Relay.

messageSize Specifies the size of the MM that was viewed or uploaded. Specified in bytes. C
Include if sent by the MMS Proxy-Relay.

replyCharging If this field is present its value is set to “accepted” or “accepted text only” and the |C

MMS-version-value of the M-Notification.ind PDU is higher than 1.0, this header
field will indicate that a reply to this particular MM is free of charge for the
recipient.

If the Reply-Charging service is offered and the request for reply-charging has
been accepted by the MMS service provider the value of this header field
SHALL be set to “accepted” or “accepted text only”.

See OMA-TS-MMS_ENC [39] clause 7.3.43. Include if sent by the MMS Proxy-
Relay.

previouslySentBy Address of the MMS Client that forwarded or previously sent the message. C
along with a sequence number and timestamp.

A higher sequence number indicates a forwarding event at a later point in time.
The sequence number indicates the correspondence to the MMS Client's
address in the "X-Mms-Previously- Sent-By" header field with the same
sequence number. This header field MAY appear multiple times. Include if sent
by the MMS Proxy-Relay.

previouslySentByDateTime Date/Time MM was previously sent.This header field MAY appear multiple C
times. Include if sent by the MMS Proxy-Relay.
contentType The content type of the MM. Include if sent by the MMS Proxy-Relay. C

7.4.3.21 MMS Content
If content delivery is authorized, the CC-POI in the MM S Proxy-Relay shall generate an XCC as per clause 7.4.2.3
when any of the eventsin clauses 7.4.3.1 through 7.4.3.19 are detected.

7.4.4 IRI and CC Generation

74.4.1 Generation of IRl over LI_HI2

When an IRI-POI in the MM S Proxy-Relay generated xIRI isreceived over L1_X2, the MDF2 shall send an xIRI over
LI_HI2 without undue delay. The xIRI shall contain a copy of the record received over L1_X2. The record may be
enriched by other information available at the MDF (e.g. additional location information).

The threeGPP33128DefinedCC field (see ETSI TS 102 232-7 [10] clause 15) shall be populated with the BER-encoded
IRIPayload.

The timestamp field of the PSHeader structure shall be set to the time that the MM S event was observed (i.e. the
timestamp field of the xIRI). The L11D and CID fields shall correctly reflect the target identity and communication
session to which the IRI belongs.

7.4.4.2 Generation of CC over LI_HI3

When a CC-POI in the MM S Proxy-Relay generated xCC message is received over LI_X3, the MDF3 shall send aCC
message over LI_HI3 without undue delay. The CC message shall contain a copy of the MM S received over LI_X3.
The record may be enriched with other information available at the MDF.

7.5 PTC service

751 Introduction

The Stage 3 intercept capabilities defined in this clause for the Push to Talk over Cellular (PTC) service apply when
supported by a CSP. The term PTC represents either a Push to Talk over Cellular (PoC) or Mission Critical Push to
Tak (MCPTT) type service. The use of the term PTC server represents either aMCPTT function or PoC server.
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7511 Provisioning over LI_X1

The IRI-POI present in the PTC server is provisioned over L1_X1 by the LIPF using the X1 protocol as described in
clause 5.2.2 of the present document.

The POI inthe PTC Server shall support the identifier types given in table 7.5.1-1.

Table 7.5.1-1: Targetldentifier Types for PTC service

Identifier Owner ETSI TS 103 221-1 [7] Definition
Targetldentifier type

iMPU ETSI IMPU See ETSI TS 103 221-1 [7]
iMPI ETSI IMPI See ETSI TS 103 221-1 [7]
mCPTTID ETSI TargetldentifierExtension See XSD schema
instanceldentifierURN |3GPP TargetldentifierExtension See XSD schema
pTCChatGrouplD 3GPP TargetldentifierExtension See XSD schema
7.5.1.2 Generating xIRI over LI_X2

The IRI-POI present in the PTC server shall send xIRI over LI_X2 for each of the eventslisted in TS 33.127 [5] clause
7.6.3, each of which is described in the following clauses. The IRI events are based on the use of 3GPP MCPTT
features as defined in TS 24.379 [55] and OMA PoC features as defined in OMA-TS-PoC_System_Description-V2_1-
20110802-A [56].

7.5.1.3 Generation of xCC over LI_X3

The CC-POI present in the PTC server shall send xCC over L1_X3.

The CC-POI shall set the payload format to indicate the appropriate payload type (5 for 1Pv4 Packet, 6 for IPv6 Packet)
per clause 6.2.3.6 of the present document.

7.5.2 IRl events

7521 PTC registration

The IRI-POI present in the PTC server shall generate an xIRI containing a PTCRegistration record when the IRI-POI
present in the PTC server detects that a PTC target matching one of the PTC target identifiers, referenced in clause
7.5.1.1, provided viaLl_X1 hasregistered, re-registered, or de-registered for PTC services, regardless of whether it is
successful or unsuccessful. Accordingly, the IRI-POI in the PTC server generates the xIRI when the following event is
detected:

- when the PTC server receives a SIP REGISTER from a PTC target.

Table 7.5.2-1: Payload for PTCRegistration record

Field name Description M/C/O

pTCTargetinformation Provide PTC target identity. At least one among MCPTT ID, IMPU, IMPI, M
InstanceldentifierURN and PTCChatGrouplID shall be provided for
PTCTargetInformation.

pTCServerURI Shall include the identity of the PTC server serving the PTC target. M
pTCRegistrationRequest Identifies the type of registration request (register, re-register, or de-register). M
pTCRegistrationOutcome Identifies success or failure of the registration. M
7522 PTC session initiation

The IRI-POI present in the PTC server shall generate an xIRI containing a PTCSessionlnitiation record when the IRI-
POI present in the PTC server detects that the PTC target initiates an on-demand session or the target receives an
invitation to join an on-demand session regardless of the success or the final disposition of the invitation. The
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PTCSessionlniation record shall also be reported when a chat group is the PTC target. Accordingly, the IRI-POI in the
PTC server generates the XIRI when the following events are detected:

- whenthe PTC server receives a SIP INVITE from a PTC target.

- when the PTC Server sendsa SIP INVITE to the PTC target.

- when the PTC Server hosting a PTC chat group session, where the PTC chat group isthe target, receives a SIP
INVITE from a participating PTC server to initiate a PTC chat group session.

Table 7.5.2-2: Payload for PTCSessionlnitiation record

Field name

Description

M/C/O

pTCTargetinformation

Provide PTC target identity. At least one among MCPTT ID, IMPU, IMPI,
InstanceldentifierURN and PTCChatGrouplD shall be provided for
PTCTargetInformation.

pTCDirection

Indicates the direction of the session relative to the target: "toTarget" or
"fromTarget."

pTCServerURI

Shall include the identity of the PTC server serving the PTC target.

pTCSessioninfo

Shall provide PTC session information such as PTC Session URI and PTC
Session type (e.g. on-demand, pre-established, ad-hoc, pre-arranged, group
session).

pTCOriginatinglD

Shall identify the originating party.

pTCParticipants

Shall identify the individual PTC participants of the communication session,
when known.

pTCParticipantPresenceStatus

Shall provide the Participant Presence Status, which is a list of:

- PresencelD: Identity of PTC client(s) or PTC group, when known.

- PresenceType: Identifies type of ID [PTC client(s) or PTC group].

- PresenceStatus: Presence state of each ID. True indicates PTC client is

available, while false indicates PTC client is unavailable.

Report when the Presence functionality is supported by the PTC server and the
PTC server assumes the role of the watcher on behalf of the PTC target or in
the case of a target PTC chat group, when the PTC server assumes the role of
the watcher on behalf of any member of the chat group.

location

Shall include the PTC target’s location when reporting of the PTC target's
location information is authorized and available.

pTCBearerCapability

Shall provide when known the media characteristics information elements of the
PTC session, encoded in SDP format as per RFC 4566 [43] clause 5.

pTCHost

Shall identify the PTC participant who has the authority to initiate and
administrate a PTC session, if known.

7.5.2.3

PTC session abandon attempt

The IRI-POI present in the PTC server shall generate an xIRI containing a PT CSessionAbandon record when the IRI-
POI present in the PTC server detects that the PTC Session is not established and the request is abandoned before the

PTC session starts. Accordingly, the IRI-POI in the PTC server generates the xIRI when the following events are

detected:

- when the PTC server serving the PTC target receives a SIP CANCEL from the PTC target or sendsa SIP

CANCEL to the PTC target.

ETSI




3GPP TS 33.128 version 17.6.0 Release 17 156 ETSI TS 133 128 V17.6.0 (2022-09)

Table 7.5.2-3: Payload for PTCSessionAbandonAttempt record

Field name Description M/C/O

pTCTargetinformation Provide PTC target identity. At least one among MCPTT ID, IMPU, IMPI, M

InstanceldentifierURN and PTCChatGrouplD shall be provided for
PTCTargetInformation.

pTCDirection Indicates the direction of the session relative to the target: "toTarget" or M
"fromTarget."

pTCSessioninfo Shall provide PTC session information such as PTC Session URI and PTC M
Session type (e.g. on-demand, pre-established, ad-hoc, pre-arranged, group
session).

location Shall include the PTC target’s location when reporting of the PTC target's C
location information is authorized and available.

pTCAbandonCause Shall identify the reason for the abandoned PTC session based on the warning |M
header field code provided in a response to a SIP INVITE per TS 24.379 [55]
clause 4.4.2.

7524 PTC session start

The IRI-POI present in the PTC server shall generate an xIRI containing a PTCSessionStart record when the IRI-POI
present in the PTC server detects that the PTC Session isinitiated and communication begins for both an on-demand
and pre-established PTC session. The PTCSessionStart record shall also be reported when a chat group isthe PTC
target. Accordingly, the IRI-POI in the PTC server generates the xIRI when the following events are detected:

when the PTC server sends a SIP 200 OK to the PTC target in response to a SIP INVITE from the PTC target for
an on-demand PTC session where the PTC target originates the PTC session.

when the PTC server receives a SIP 200 OK from the PTC target in response to a SIP INVITE for an on-demand
PTC session where the PTC target receives an invitation to join a PTC session.

when the PTC server receives a SIP 200 OK from the participant PTC server in responseto aSIP INVITE
previously sent to that participating PTC server for PTC sessions initiated by the PTC target with a pre-
established PTC session (PTC server sends a TBCP Connect to the PTC target with a pre-established session).

when the PTC server sends a SIP 200 OK to the participant PTC server in responseto a SIP INVITE previously
received from that participating PTC server for PTC sessions terminated to the PTC target with a pre-established
PTC session (PTC server sends a TBCP Connect to the PTC target with a pre-established session).

when the PTC server hosting a PTC chat group session, where PTC chat group isthe PTC target, sendsa SIP
200 OK inresponseto a SIP INVITE previously received from the participant PTC server to initiate a PTC chat
group session.
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Field name Description M/C/O
pTCTargetinformation Provide PTC target identity. At least one among MCPTT ID, IMPU, IMPI, M
InstanceldentifierURN and PTCChatGrouplD shall be provided for
PTCTargetInformation.
pTCDirection Indicates the direction of the session relative to the target: "toTarget" or M
"fromTarget."
pTCServerURI Shall include the identity of the PTC server serving the PTC target. M
pTCSessioninfo Shall provide PTC session information such as PTC Session URI and PTC M
Session type (e.g. on-demand, pre-established, ad-hoc, pre-arranged, group
session).
pTCOriginatinglD Shall identify the originating party. M
pTCParticipants Shall identify the individual PTC participants of the communication session, C
when known.
pTCParticipantPresenceStatus |Shall provide the Participant Presence Status, which is a list of: C
- PresencelD: Identity of PTC client(s) or PTC group, when known.
- PresenceType: Identifies type of ID [PTC client(s) or PTC group].
- PresenceStatus: Presence state of each ID. True indicates PTC client is
available, while false indicates PTC client is unavailable.
Report when the Presence functionality is supported by the PTC server and the
PTC server assumes the role of the watcher on behalf of the PTC target.
location Shall include the PTC target’s location when reporting of the PTC target’s C
location information is authorized and available.
pTCHost Shall identify the PTC participant who has the authority to initiate and C
administrate a PTC Session, if known.
pTCBearerCapability Shall provide the media characteristics information elements of the PTC session, |C

encoded in SDP format as per RFC 4566 [43] clause 5 when known.

7.5.2.5

PTC session end

The IRI-POI present in the PTC server shall generate an xIRI containing a PTCSessionEnd record when the IRI-POI
present in the PTC server detects that the PTC sessionisreleased for any reason (i.e. normal or abnormal release) and
voice communications ends. Accordingly, the IRI-POI in the PTC server generates the XIRI when the following events

are detected:

when the PTC server receives a SIP BY E from the PTC target to end the session.

- when the PTC server receives a SIP 200 OK from the PTC target in responseto a SIP BYE.

- when the PTC server sends a SIP BY E to the participating PTC server to end the PTC session of a PTC target
with a pre-established PTC session (PTC server also sends a TBCP Disconnect to the PTC target with a pre-
established PTC session).

- when the PTC server receives a SIP BY E from the participant PTC server to end the PTC session of a PTC target
with a pre-established PTC session (PTC server sends a TBCP Disconnect to the PTC target with a pre-
established PTC session).

- when the PTC server hosting a PTC chat group session, where PTC chat group isthe PTC target, sendsa SIP
200 OK inresponse to a SIP BY E received from the participating PTC server of the last participant in the PTC

chat group session.

- when the PTC server sends a SIP 487 to the PTC target in response to a SIP CANCEL to end the session.
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Field name Description M/C/O
pTCTargetinformation Provide PTC target identity. At least one among MCPTT ID, IMPU, IMPI, M
InstanceldentifierURN and PTCChatGrouplD shall be provided for
PTCTargetInformation.
pTCDirection Indicates the direction of the session relative to the target: "toTarget" or M
"fromTarget."
pTCServerURI Shall include the identity of the PTC server serving the PTC target. M
pTCSessioninfo Shall provide PTC session information such as PTC Session URI and PTC M
Session type (e.g. on-demand, pre-established, ad-hoc, pre-arranged, group
session).
pTCParticipants Shall identify the individual PTC participants of the communication session, C
when known.
location Shall include the PTC target’s location when reporting of the PTC target’s C
location information is authorized and available.
pTCSessionEndCause Shall identify the reason for the PTC session end based on the following events |M
per OMA-TS-PoC_System_Description-V2_1-20110802-A [56] clause 4.5.7:
- PTC session initiator leaves session
- Defined participant leaves session
- Number of participants less than certain value
- PTC Session timer expired
- PTC Speech inactive for specified time
- All Media types inactive for specified time
7.5.2.6 PTC start of interception

The IRI-POI present in the PTC server shall generate an xIRI containing a PT CStartOfI nterception record when a PTC
target or aPTC chat group as atarget has an active PTC session in progress. If multiple PTC Sessions are active at the
start of interception, a PTCStartOf Interception record is generated for each active session. Accordingly, the IRI-POI in
the PTC server generates the xIRI when the following event is detected:

- when the PTC server detectsthat LI is enabled on a PTC participant or a PTC chat group with an active PTC

session.
Table 7.5.2-6: Payload for PTCStartOfintercept record
Field name Description M/C/O

pTCTargetinformation Provide PTC target identity. At least one among MCPTT ID, IMPU, IMPI, M
InstanceldentifierURN and PTCChatGrouplD shall be provided for
PTCTargetInformation.

pTCDirection Indicates the direction of the session relative to the target: "toTarget" or M
"fromTarget."

pTCPreEstSessionID Identifies the PTC Pre-Established Session Identity when available. C

pTCOriginatinglD Shall identify the originating party. M

pTCSessioninfo Shall provide PTC session information such as PTC Session URI and PTC C
Session type (e.g. on-demand, pre-established, ad-hoc, pre-arranged, group
session) when available.

pTCHost Shall identify the PTC participant who has the authority to initiate and C
administrate a PTC session, if known.

pTCParticipants Shall identify the individual PTC participants of the communication session, C
when known.

location Shall include the PTC target’s location when reporting of the PTC target's C
location information is authorized and available.

pTCMediaStreamAvail Shall include this parameter to indicate if the PTC target is able/not able to M
receive media streams immediately. True indicates available for media, while
false indicates not able to accept media.

pTCBearerCapability Shall provide when known the media characteristics information elements of the |C

PTC session, encoded in SDP format as per RFC 4566 [43] clause 5.
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7.5.2.7 PTC pre-established session

The IRI-POI present in the PTC server shall generate an xIRI containing a PTCPre-EstablishedSession record when the
IRI-POI present in the PTC server detects that a pre-established session is setup/modified/rel eased between the PTC
target and the PTC server associated with the PTC target. Accordingly, the IRI-POI in the PTC server generates the
xIRI when the following events are detected:

- when the PTC Server receives a SIP INVITE from the PTC target to setup a pre-established session.
- when the PTC Server receives a SIP BY E from the PTC target to release a pre-established session.

- when the PTC Server receives a SIP UPDATE or SIP re-INVITE from the PTC target for a pre-established
session to modify the current session.

Table 7.5.2-7: Payload for PTCPre-EstablishedSession record

Field name Description M/C/O

pTCTargetinformation Provide PTC target identity. At least one among MCPTT ID, IMPU, IMPI, M
InstanceldentifierURN and PTCChatGrouplD shall be provided for
PTCTargetInformation.

pTCServerURI Shall include the identity of the PTC server serving the PTC target. M

rTPSetting The IP address and the port number of the PTC target at the PTC server for the |M
RTP Session.

pTCMediaCapability The codec(s) and media parameters selected by the PTC server from those M

contained in the original SDP offer from the PTC target's SIP REFER and
encoded in SDP format as per RFC 4566 [43] clause 5.

pTCPreEstSessionID Identifies the PTC Pre-Established Session Identity. M

pTCPreEstStatus Indicates if the pre-established session is established (setup completed), M
modified, or released.

pTCMediaStreamAvail Shall include for a pre-established session to indicate if the PTC target's PTC M

client is able/not able to receive media streams immediately, when the pre-
established session is established. True indicates available for media, while
false indicates not able to accept media.

location Shall include the PTC target’s location when reporting of the PTC target's C
location information is authorized and available.

pTCFailureCode Provide when the pre-established session cannot be established or modified. C

7.5.2.8 PTC instant personal alert

The IRI-POI present in the PTC server shall generate an xIRI containing a PT ClnstantPersonal Alert record when the
IRI-POI present in the PTC server detects that an Instant Personal Alert (IPA) (i.e. arequest for one participant to
initiate a one-to-one PTC session) isinitiated by or sent to the PTC target. Accordingly, the IRI-POI in the PTC server
generates the xIRI when the following events are detected:

- when the PTC server receives a SIP MESSAGE from a PTC target for an | PA.
- when the PTC Server sends a SIP MESSAGE to the PTC target for an IPA.

Table 7.5.2-8: Payload for PTCInstantPersonalAlert record

Field name Description M/C/O

pTCTargetinformation Provide PTC target identity. At least one among MCPTT ID, IMPU, IMPI, M
InstanceldentifierURN and PTCChatGrouplID shall be provided for
PTCTargetInformation.

pTCIPAPartylD Identifies the PTC participant that receives or has sent the Instant Personal Alert |M
to the target.
pTCIPADirection Identifies the direction (To PTC target or From PTC target) of the Instant M

Personal Alert.

7.5.2.9 PTC party join

The IRI-POI present in the PTC server hosting the PTC chat group session when the PTC chat group is the PTC target,
shall generate an xIRI containing a PT CPartyJoin record when the IRI-POI present in that PTC server detects when a
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PTC participant joins (or re-joins) an on-going PTC chat group session. The PTCPartyJoin record shall also be
generated when the IRI-POI present in the participating PTC server of the PTC target detects when a PTC Participant
joins (or re-joins) an on-going PTC chat group session. Accordingly, the IRI-POI in the participating PTC server
generates the xIRI when the following event is detected:

- when the PTC server hosting a PTC chat group session sends a SIP 200 OK in responseto aSIP INVITE
indicating a PTC participant joining the PTC chat group session.

- when the participating PTC server of a PTC target forwards a SIP NOTIFY (received from the PTC server
hosting the PTC chat group session) to the PTC target containing information about a PTC participant joining the
PTC chat group session.

Table 7.5.2-9: Payload for PTCPartyJoin record

Field name Description M/C/O

pTCTargetinformation Provide PTC target identity. At least one among MCPTT ID, IMPU, IMPI, M
InstanceldentifierURN and PTCChatGrouplD shall be provided for
PTCTargetInformation.

pTCDirection Indicates the direction of the session relative to the target: "toTarget" or M
"fromTarget."

pTCSessioninfo Shall provide PTC session information such as PTC Session URI and PTC M
Session type (e.g. on-demand, pre-established, ad-hoc, pre-arranged, group
session).

pTCParticipants Shall identify the individual PTC participants of the communication session, C
when known.

participantPresenceStatus Shall provide the Participant Presence Status, which is a list of: C

- PresencelD: Identity of PTC client(s) or PTC group, when known.
- PresenceType: Identifies type of ID [PTC client(s) or PTC group].
- PresenceStatus: Presence state of each ID. True indicates PTC client is
available, while false indicates PTC client is unavailable.
Report when the Presence functionality is supported by the PTC server and the
PTC server assumes the role of the watcher on behalf of the PTC target.

pTCMediaStreamAvail Shall include this parameter to indicate if the PTC target is able/not able to M
receive media streams immediately. True indicates available for media, while
false indicates not able to accept media.

pTCBearerCapability Shall provide when known the media characteristics information elements of the |C
PTC session, encoded in SDP format as per RFC 4566 [43] clause 5.

7.5.2.10 PTC party drop

The IRI-POI present in the PTC server hosting the PTC chat group session, when the PTC chat group isthe PTC target,
shall generate an xIRI containing a PTCPartyDrop record when the IRI-POI present in that PTC server detects that a
PTC participant leaves the PTC chat group session that still remains active with other PTC participants. The
PTCPartyDrop record shall also be generated when the IRI-POI present in the participating PTC server of the PTC
target detects when a PTC Participant leaves an on-going PTC chat group session. Accordingly, the IRI-POI in the
participating PTC server generates the xIRI when the following event is detected:

- when the PTC server hosting a PTC chat group session, where the PTC chat group is the target, sends a SIP 200
OK inresponse to a SIP BY E with the PTC chat group session remaining active with other PTC participants.

- when the participating PTC server of a PTC target forwards a SIP NOTIFY (received from the PTC server
hosting the PTC chat group session) to the PTC target containing information about a PTC participant leaving
the PTC chat group session.
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Table 7.5.2-10: Payload for PTCPartyDrop record

Field name Description M/C/O

pTCTargetinformation Provide PTC target identity. At least one among MCPTT ID, IMPU, IMPI, M
InstanceldentifierURN and PTCChatGrouplD shall be provided for
PTCTargetInformation.

pTCDirection Indicates the direction of the session relative to the target: "toTarget" or M
"fromTarget."

pTCSessioninfo Shall provide PTC session information such as PTC Session URI and PTC M
Session type (e.g. on-demand, pre-established, ad-hoc, pre-arranged, group
session).

pTCPartyDrop Shall provide the identity of the participant that leaves the PTC session. M

pTCParticipantPresenceStatus Shall provide the Participant Presence Status, which is a list of: C

- PresencelD: Identity of PTC client(s) or PTC group, when known.
- PresenceType: Identifies type of ID [PTC client(s) or PTC group].
- PresenceStatus: Presence state of each ID. True indicates PTC client
is available, while false indicates PTC client is unavailable.
Report when the Presence functionality is supported by the PTC server and
the PTC server assumes the role of the watcher on behalf of the PTC target.

7.5.2.11 PTC party hold

The IRI-POI present in the PTC server shall generate an xIRI containing a PTCPartyHold record when the IRI-POI
present in the PTC server detects that an on-going PTC session is placed on hold or retrieved from hold by the PTC
target or by a PTC participant in a PTC chat group, where the PTC chat group isthe PTC target. Accordingly, the IRI-
POI in the PTC server generates the xIRI when the following event is detected:

- when the PTC server receives a SIP UPDATE or SIP re-INVITE from the PTC target and returns a SIP 200 OK
to the PTC target for hold/resume operations.

- when the PTC server hosting a PTC chat group, where PTC chat group isthe PTC target, receivesa SIP
UPDATE or SIPre-INVITE from a PTC participant for hold/resume operations.

Table 7.5.2-11: Payload for PTCPartyHold record

Field name Description M/C/O

pTCTargetinformation Provide PTC target identity. At least one among MCPTT ID, IMPU, IMPI, M
InstanceldentifierURN and PTCChatGrouplD shall be provided for
PTCTargetInformation.

pTCDirection Indicates the direction of the session relative to the target: "toTarget" or M
"fromTarget."

pTCSessioninfo Shall provide PTC session information such as PTC Session URI and PTC M
Session type (e.g. on-demand, pre-established, ad-hoc, pre-arranged, group
session).

pTCParticipants Shall identify the individual PTC participants of the communication session, C
when known.

pTCHoldID The identity of the PTC participant that placed the PTC session on hold or M
retrieved the held PTC session.

pTCHoldRetrievelnd Shall indicate the PTC session is put on hold (i.e. deactivate Media Burstsora |M
PTC session is locked for talking/listening) or retrieved from hold. True indication
equals placed on hold, false indication was retrieved from hold.

75212 PTC media modification

The IRI-POI present in the PTC server shall generate an xIRI containing a PTCMediaM odification record when the IRI-
POI present in the PTC server detects that a re-negotiation of the media parameters occurs during a PTC session
involving the PTC target. Accordingly, the IRI-POI in the PTC server generates the XIRI when the following event is
detected:

- when the PTC server receivesa SIP UPDATE or SIP relNVITE to indicate a PTC media modification on aPTC
session being intercepted.
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Table 7.5.2-12: Payload for PTCMediaModification record

Field name Description M/C/O

pTCTargetinformation Provide PTC target identity. At least one among MCPTT ID, IMPU, IMPI, M
InstanceldentifierURN and PTCChatGrouplD shall be provided for
PTCTargetInformation.

pTCDirection Indicates the direction of the session relative to the target: "toTarget" or M
"fromTarget."

pTCSessioninfo Shall provide PTC session information such as PTC Session URI and PTC M
Session type (e.g. on-demand, pre-established, ad-hoc, pre-arranged, group
session).

pTCMediaStreamAvail Shall include this parameter to indicate if the PTC target is able/not able to M

receive media streams immediately. True indicates available for media, while
false indicates not able to accept media.

pTCBearerCapability Shall provide when known the media characteristics information elements of the |C
PTC session, encoded in SDP format as per RFC 4566 [43] clause 5.

7.5.2.13 PTC group advertisement

The IRI-POI present in the PTC server shall generate an xIRI containing a PTCGroupAdvertisement record when the
IRI-POI present in the PTC server detects when a PTC target sends group advertisement information to asingle PTC
participant, alist of PTC participants, or to al members of a PTC chat group, as well as when a PTC target receives
group advertisement information from a single PTC participant, alist of PTC participants, or from members of aPTC
chat group using the group identity. Accordingly, the IRI-POI in the PTC server generates the xIRI when the following
events are detected:

- when the PTC server receives a SIP MESSAGE (containing group advertisement information) froma PTC
target.

- when the PTC server sends a SIP MESSAGE (containing group advertisement information) to the PTC target.

Table 7.5.2-13: Payload for PTCGroupAdvertisement record

Field name Description M/C/O

pTCTargetinformation Provide PTC target identity. At least one among MCPTT ID, IMPU, IMPI, M
InstanceldentifierURN and PTCChatGrouplID shall be provided for
PTCTargetInformation.

pTCDirection Indicates the direction of the session relative to the target: "toTarget" or M
"fromTarget."
pTCIDList Shall provide Identities of each participant from the target's contact list (i.e. C

individuals) and PTC group list (i.e. list of pre-identified individuals using a group
identification) for a group call when available.

pTCGroupAuthRule Identifies the action requested by the PTC target to the PTC Group C
Authorization Rules:
- Report when action requested to the PTC Group Authorization Rules by
the PTC target.
- Report when the PTC target attempts a change or queries the access
control list(s).

pTCGroupAdSender Identifies the sender of the group advertisement. M

pTCGroupNickname The nickname is a human-readable tag (e.g. "display-name” in a SIP header C
associated with a PTC client or PTC group per OMA-TS-
PoC_System_Description-V2_1-20110802-A [56)).

7.5.2.14 PTC floor control

The IRI-POI present in the PTC server shall generate an xIRI containing a PTCFloorControl record when the IRI-POI
present in the PTC server detects when the PTC target requests floor control (i.e. send media), when floor control is
granted to PTC target, when floor control request from the PTC target is rejected/rel eased, when the floor becomes open
(e.g. idle), when the floor control request from the PTC target is queued, when the floor control request from the PTC
target is dequeued, or when the floor control request is revoked. In addition, when the PTC chat group isthe PTC target,
the IRI-POI present in the PTC server hosting the PTC chat group shall generate an xIRI containing a PTCFloorControl
record when the IRI-POI present in the PTC server detects any of the previously mentioned scenarios for all PTC
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participants participating in the PTC chat group session. Accordingly, the IRI-POI in the PTC server generates the xIRI
when the following events are detected:

- when the PTC server receives a TBCP Tak Burst Request from the PTC target.

- when the PTC server hosting the PTC chat group, where the PTC chat group isthe PTC target, receivesa TBCP
Talk Burst Request from a PTC participant.

- when the PTC server sendsa TBCP Talk Burst Granted to a PTC target.

- when the PTC server hosting the PTC chat group, where the PTC chat group isthe PTC target, sendsa TBCP
Tak Burst Granted to a PTC participant.

- when the PTC server sendsa TBCP Talk Burst Taken to a PTC target.

- when the PTC server hosting the PTC chat group, where the PTC chat group isthe PTC target, sendsa TBCP
Tak Burst Taken to a PTC participant.

- whenthe PTC server sendsa TBCP Tak Burst Deny to a PTC target.

- when the PTC server hosting the PTC chat group, where the PTC chat group isthe PTC target, sendsa TBCP
Talk Burst Deny to a PTC participant.

- when the PTC server sendsa TBCP Talk Burst Release to a PTC target.

- when the PTC server hosting the PTC chat group, where the PTC chat group isthe PTC target, sendsa TBCP
Tak Burst Release to a PTC participant.

- when the PTC server sendsa TBCP Talk Burst Idleto a PTC target.

- when the PTC server hosting the PTC chat group, where the PTC chat group isthe PTC target, sendsa TBCP
Tak Burst Idle to a PTC participant.

- when the PTC server sends a TBCP Talk Burst Request Queue Status Response to a PTC target.

- when the PTC server hosting the PTC chat group, where the PTC chat group isthe PTC target, sendsa TBCP
Tak Burst Regquest Queue Status Response to a PTC participant.

- when the PTC server receives a TBCP Tak Burst Cancel from a PTC target.

- when the PTC server hosting the PTC chat group, where the PTC chat group isthe PTC target, receivesa TBCP
Talk Burst Cancel from aPTC participant.

- when the PTC server sendsa TBCP Talk Burst Revoke to a PTC target.

- when the PTC server hosting the PTC chat group, where the PTC chat group isthe PTC target, sendsa TBCP
Talk Burst Revke to a PTC participant.
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Table 7.5.2-14: Payload for PTCFloorControl record

Field name Description M/C/O
pTCTargetinformation Provide PTC target identity. At least one among MCPTT ID, IMPU, IMPI, M
InstanceldentifierURN and PTCChatGrouplD shall be provided for
PTCTargetInformation.
pTCDirection Indicates the direction of the session relative to the target: "toTarget" or M
"fromTarget."
pTCSessioninfo Shall provide PTC session information such as PTC Session URI and PTC M
Session type (e.g. on-demand, pre-established, ad-hoc, pre-arranged, group
session).
pTCFloorActivity Sequence of: M
a) "TBCP_Request": Received by the PTC server to request
permission for the PTC target or PTC participant to send a talk burst.
b) "TBCP_Granted": Used by the PTC server to notify the PTC target
or PTC participant that it has been granted permission to send a talk
burst.
c) "TBCP_Deny": Used by the PTC server to notify a PTC target or
PTC participant that it has been denied permission to send a talk burst.
d) "TBCP_Idle": Used by the PTC server to notify the PTC target or
PTC participant that no one has the permission to send a Talk Burst at
the moment and that it may accept the TBCP talk burst request
message.
e) "TBCP_Taken": Used by the PTC server to notify the PTC target
or PTC participant that another PTC participant has been given
permission to send a talk burst.
f)  "TBCP_Revoke": Used by the PTC server to revoke the media
resource from the PTC target or PTC participant and can be used for
pre-emption functionality but is also used by the system to prevent
overly long use of the media resource.
g) "TBCP_Queued": Indicates the request to talk is queued, if
gqueued floor control is supported. Include identification of the PTC
target or PTC participant that has the queued talk burst, if known.
h) "TBCP_Release": Indicates the request to talk has completed.
pTCFloorSpeakerID Include identification of the PTC participant that has initiated the talk burst, if C
known.
pTCMaxTBTime Include the maximum duration value for the talk burst before the permissionis |C
revoked. This parameter is defined in seconds. Provide when known.
pTCQueuedFloorControl Indicates if queuing is supported by the PTC server and the PTC target's device. |C
pTCQueuedPosition Include if queue position in the TBCP is detected by the IRI-POI. C
pTCTalkBurstPriority If more than one level of priority is supported, indicates the talk burst priority C
level of the PTC target.
pTCTalkBurstReason The reason for the denial or revoke of a Talk Burst. Provide when known. C

7.5.2.15 PTC target presence

The IRI-POI present in the PTC server shall generate an xIRI containing a PTCTargetPresence record when the IRI-POI
present in the PTC server detects that the PTC server publishes network presence information to the Presence server on
behalf of the PTC target. Accordingly, the IRI-POI in the PTC server generates the xIRI when the following event is

detected:

- when the PTC server sends a SIP PUBLISH message to the Presence server based on the PTC target's PTC

session involvement.
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Table 7.5.2-15: Payload for PTCTargetPresence record

Field name Description M/C/O

pTCTargetinformation Provide PTC target identity. At least one among MCPTT ID, IMPU, IMPI, M
InstanceldentifierURN and PTCChatGrouplD shall be provided for
PTCTargetInformation.

pTCTargetPresenceStatus Shall provide the PTC target presence status, which is a list of: M

- PresencelD: Identity of PTC client(s) or PTC group, when known.

- PresenceType: Identifies type of ID [PTC client(s) or PTC group].

- PresenceStatus: Presence state of each ID. True indicates PTC target is
available, while false indicates PTC target is unavailable.

7.5.2.16 PTC participant presence

The IRI-POI present in the PTC server shall generate an xIRI containing a PT CPartici pantPresence record when the
IRI-POI present in the PTC server (when it supports the Presence functionality and assumes the role of the Watcher on
behalf of the PTC target) detects that the PTC server receives presence status notifications from the Presence servers
after having subscribed to the PTC presence status of other PTC participants (i.e. participantsin communication with
the PTC target). Accordingly, the IRI-POI in the PTC server generates the xIRI when the following event is detected:

- when the PTC server receivesa SIP NOTIFY in response to a SIP SUBSCRIBE updating presence information
for a participant.

Table 7.5.2-16: Payload for PTCParticipantPresence record

Field name Description M/C/O

pTCTargetinformation Provide PTC target identity. At least one among MCPTT ID, IMPU, IMPI, M
InstanceldentifierURN and PTCChatGrouplD shall be provided for
PTCTargetInformation.

pTCParticipantPresenceStatus |Shall provide the Participant Presence Status, which is a list of: M
- PresencelD: Identity of PTC client(s) or PTC group, when known.
- PresenceType: Identifies type of ID [PTC client(s) or PTC group].
- PresenceStatus: Presence state of each ID. True indicates PTC client is
available, while false indicates PTC client is unavailable.
Report when the Presence functionality is supported by the PTC server and the
PTC server assumes the role of the watcher on behalf of the PTC target.

7.5.2.17 PTC list management

The IRI-POI present in the PTC server shall generate an xIRI containing a PTCListManagement record when the IRI-
POI present in the PTC server detects that the PTC target attempts to change their contact list/group list(s) or those lists
are updated by the network. Accordingly, the IRI-POI in the PTC server generates the xIRI when the following events
are detected:

- when the PTC server receives a SIP PUBLISH from a PTC target to change the PTC target’s contact list or
group list(s).

- when the PTC server receives a SIP NOTIFY from other PTC participants updating the PTC target’s contact list
or group list(s) (e.g. participant reachability).
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Table 7.5.2-17: Payload for PTCListManagement record

Field name

Description

M/C/O

pTCTargetinformation

Provide PTC target identity. At least one among MCPTT ID, IMPU, IMPI,
InstanceldentifierURN and PTCChatGrouplD shall be provided for
PTCTargetInformation.

M

pTCDirection

Indicates the direction of the session relative to the target: "toTarget" or
"fromTarget."

pTCListManagementType

The "List Management Attempts" identify the type of list being managed by the
target when available:

a) ContactListManagementAttempt

b)  GroupListManagementAttempt

c) ContactListManagementResult

d) GroupListManagementResult

e) Request unsuccessful
For example, a) and b) are reported when PTC target attempts changes to their
contact list and their PTC group list(s).

The "List Management Results" identify the network response to a modification
by the PTC target.

For example, c), d), or e) is reported when the network notifies the PTC target of
changes to their contact list or their PTC group list(s).

pTCListManagementAction

Identifies the action requested by the PTC target to the contact lists or PTC group
list(s). Report when PTC target attempts changes to his contact list or PTC group
list(s):

a) Create

b)  Modify

c) Retrieve

d) Delete

e) Notify
Also report when a notification is sent to the PTC target due to changes
occurring to his contact list or PTC group list(s).

pTCListManagementFailure

Report when list management request is unsuccessful.

pTCContactlD

Identity of the contact in the list. One contact per contact list or PTC group list.
Report if known.

pTCIDList

Shall provide identities of each participant from the PTC target's contact list (i.e.
individuals) and PTC group list (i.e. list of pre-identified individuals using a group
identification) for a group call. Report if known.

pTCHost

Identifies the PTC participant who has authority to initiate and administrate an
active PTC group session. Provide when known.

7.5.2.18 PTC access policy

The IRI-POI present in the PTC server shall generate an xIRI containing a PTCAccessPolicy record when the IRI-POI
present in the PTC server detects when the PTC target attempts to change the access control lists (e.g. PTC user access
policy and PTC group authorization rules) located in the PTC XML Document Management Server (XDMS).
Accordingly, the IRI-POI in the PTC server generates the xIRI when the following event is detected:

- when the PTC server receives a SIP PUBLISH from a PTC target to change the access control lists.
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Field name

Description

M/C/O

pTCTargetinformation

Provide PTC target identity. At least one among MCPTT ID, IMPU,
IMPI, InstanceldentifierURN and PTCChatGrouplD shall be provided
for PTCTargetInformation.

M

pTCDirection

Indicates the direction of the session relative to the target: "toTarget" or
"fromTarget."

M

pTCAccessPolicyType

Identifies the type of access policy list being managed or queried by the
target when known:
a) PTCUserAccessPolicyAttempt
b)  GroupAuthorizationRulesAttempt
c) PTCUserAccessPolicyQuery
d) GroupAuthorizationRulesQuery
e) PTCUserAccessPolicyResult
f)  GroupAuthorizationRulesResult
g) Request unsuccessful
- Report a), b), c), or d) when the PTC target attempts a change
or queries the Access Control list(s).
- Report e), f), or g) when the network notifies the target of
changes to the access control list(s) or the request was
unsuccessful.

pTCUserAccessPolicy

Identifies the action requested by the PTC target to the PTC user or
group access policy:
a) Allow Incoming PTC session request
b)  Block Incoming PTC session request
c) Allow Auto Answer Mode
d) Allow Override Manual Answer Mode
- Report when action requested to the PTC user access policy.
- Report when the PTC target attempts a change or queries the
access control list(s).

pTCGroupAuthRule

Identifies the action requested by the PTC target to the PTC Group
Authorization Rules:
a) Allow Initiating PTC session
b)  Block Initiating PTC session
c) Allow Joining PTC session
d) Block Joining PTC session
e) Allow Add Participants
f)  Block Add Participants
g) Allow Subscription PTC session state
h)  Block Subscription PTC session state
i) Allow Anonymity
i)  Forbid Anonymity
- Report when action requested to the PTC group authorization
rules by the PTC target.
- Report when the PTC target attempts a change or queries the
access control List(s).

pTCContactlD

Identity of the contact in the list. One contact per contact list or PTC
group list. Report if known.

pTCAccessPolicyFailure

Reports the reason for failure when access policy request is

unsuccessful.

7.5.3 IRI and CC Generation

7.5.3.1 Generation of IRl over LI_HI2

When an xIRI isreceived over LI_X2 from the IRI-POI in the PTC server, the MDF2 shall generate the corresponding
IRl message and deliver it over L1_HI2 without undue delay. The IRI shall contain a copy of the record received over
L1_X2. Thisrecord may be enriched with any additional information available at the MDF2 (e.g. additional location

information).
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7.5.3.2 Generation of CC over LI_HI3

When xCC isreceived over L1_X3 from the CC-POI in the PTC server, the MDF3 shall populate the
threeGPP33128DefinedCC field with a CCPayload structure containing PTCCCPDU and send it over L1_HI3 interface
to LEMF without undue delay.

The PTC media contents are structured in a CC payload as formatted in clause 5.5.3 of the present document.

7.6 Identifier Association Reporting

7.6.1 General

The IEF, ICF and |QF are responsible for detecting, storing and providing to the LEA permanent to temporary identifier
associations, requested by the LEA in authorised requests. The |EF as defined in clause 6.2.2A isresponsible for
detecting and generating identifier associations records. The ICF isresponsible for caching identifier associations for
short duration and the 1QF is responsible for handling requests from the LEA and providing those requeststo the ICF in
order to identify the matching identifier associations.

7.6.2 ICF

7.6.2.1 General

The ICF isresponsible for caching identifier associations provided in event records from the IEF over LI_XER and
handling queries and subsequent responses from the 1QF for responses over LI_XQR.

7.6.2.2 ICF receipt of records over LI_XER

When the | CF receives an identifier association event record over LI_XER from an | EF (see clause 5.9), the ICF shall
use the records to update the identifier associations cached by the ICF. The ICF shall handle the event records as
described in clause 7.6.2.4.

7.6.2.3 ICF Query and Response over LI_XQR

When the | CF receives an identifier association query regquest from the IQF, the |CF shall search the cached identifier
associations to establish a match, based on RequestValues received in the request (see clause 5.8), subject to clause
7.6.2.4.

Upon successful matching of one or more identifier associations which were active at or around (within a pre-defined
search time window) the observed time specified in the query, the ICF shall provide aresponse to the |QF using the

| dentityA ssoci ationResponse message as defined in clause 5.8. Where the ICF is not able to provide asingle identifier
association based on the RequestValues, the IQF is responsible for any subsequent handling of multiple identifier
associations in terms of whether to provide all associationsto the LEA over LI_HIQR.

7.6.2.4 ICF Identifier Association Event Handling

Upon receipt of an Association event as defined in clause 6.2.2A.2, the ICF shall cache the identifier association(s)
contained within the record as followings:

- SUPI to 5G-GUTI association received, in an IEFAssociationRecord is stored by | CF as an active association.
The previous active association for the same SUPI, if any, is marked as a previously active association and
cached until the cache time limit is reached.

- If the IEFAssociationRecord also contains a SUCI, the SUCI is stored as a part of the received SUPI to 5G-
GUTI association, for the lifetime of that association.

- Where the |EFDeassociationRecord corresponds to an active SUPI to 5G-GUTI association at |CF, the
association is marked as a previously active association and cached until the cache time limit is reached.
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The ICF shall have a CSP defined maximum active association lifetime (upon expiry of which the association is deleted
from the ICF).

NOTE 1: Thisis needed to prevent an association from not being deleted from | CF under some error conditions
(e.g. aloss of IEF message carrying | EFDeassociationRecord caused by the implicit deregistration of an
out-of-service UE). The selection of the maximum active association lifetime val ue needs to ensure that
no valid active associations are deleted upon the lifetime expiry, i.e. the longest possible association
refresh time supported by CSP’s network needs to be accommodated.

For previous associations placed in the cache, the |CF shall store the times of association and disassociation,
respectively.

Where an |EFAssociationRecord contains a PEI, GPSI, NCGI or aTAI list, the ICF shall store the received values and
associate them both the current received SUPI to 5G-GUT]I association and any future association until:

- A subsequent |EFAssociationRecord is received which updates the PEI, GPSI, NCGI or TAI list values.

- Theold PEI / GPSI / NCGI / TAI list shall be retained in association with previous SUPI to 5G-GUTI
associations until those associations are deleted from cache.

- New PEI / GPSI / NCGI / TAI list shall be used in association with both the association(s) with which it was
received and any subsequent associations until another update is received.

- All SUPI associations for which the PEI / GPSI / NCGI / TAI list isvalid are deleted from the cache.

When the | CF receives a query request from the |QF as defined in clause 7.6.2.3, the ICF shall search available
identifier associations (both active associations and those marked for deletion in the cache) for a match. The ICF shall
be able to use both time and TAI (asasingle TAI and in relation to a TAI list) to identify the correct SUPI to 5G-GUTI
association(s). For associations which have been disassociated (and will be deleted once the cache time limit is
reached), the time of disassociation is used by the | CF to identify the correct association match (based on observed time
in LEA request), where multiple associations are held in the cache.

NOTE 2: Use of nCGlI to match associations based on physical location for SUCI / 5G-S-TMSI to SUPI requests, is
out of scope of the present document.

Asthe LEA and CSP are unlikely to have synchronised the time of identifier observation / association provided by the
LEA in the query request, with NF time of the IEFs, the |CF shall search the cached identifier associations using a short
window time duration both before and after (subject to overall cache duration) the observed time provided by the LEA
in the RequestVauesover LI_XQR.

NOTE 3: While the search window duration before and after the LEA provided observed time value is outside the
scope of the present document, selection of this value by the CSP needs to take into consideration, among
other aspects, the duration of a potential period of recovery from a 5G-GUTI update error, in order to
prevent missing of otherwise matching associations due to discrepancies between their stored
association/disassociation time and the observed time provided by LEA.

NOTE 4: Whilethe value of the short-term caching time is outside the scope of the present document, selection of
this value by the CSP needs to take into consideration, among other aspects, the duration of potential
period of recovery from a 5G-GUTI update error, in order to prevent previous associations being deleted
before they have been fully disassociated by both the UE and AMF.

763 IQF

7.6.3.1 General

The IQF isresponsible for receiving and responding to LEA requests over LI_HIQR. Following receipt of a request
over LI_HIQR, the IQF shall validate the request and ensure that the request is within the cache period of associations
stored in the ICF. If the request is valid and within the | CF cache period, the IQF shall send an association search
request to the ICF over LI_XQR. If the request is not within the ICF cache period or overwise invalid, the IQF shall
reject the request and respond to the LEA over L1I_HIQR.

Following receipt of an association search request response from the ICF over LI_XQR, the IQF shall forward any
matching identifier association(s) to the LEA over LI_HIQR. If the |CF indicates zero matches were found based on the
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information provided in theinitial request over LI_HIQR, the IQF shall respond to the LEA over LI_HIQR indicating
that no identifier associations were found based on the request from the LEA.

If the ICF responds with multiple associations of 5G-GUTIs/ SUCIsto asingle SUPI, the IQF shall provide al
matched associations to the LEA over LI_HIQR. Handling in the case of multiple SUPIsto asingle 5G-GUTI (where
theinitial request over LI_HIQR is based on 5G-S-TMSI or SUCI) is outside the scope of the present document.

7.6.3.2 IQF Query and Response over LI_HIQR

The IQF isresponsible for receiving query requests from and providing query responses to the LEA over L1I_HIQR.
Further details of LI_HIQR messages are defined in clause 5.7.

7.6.3.3 IQF Query and Response over LI_XQR

The IQF is responsible for generating queries to and receiving query responses requests from the ICF over LI_XQR,
based on queries received from the LEA over LI_HIQR. Further details of LI_XQR messages are defined in clause 5.8.

7.7 LI at NEF

7.7.1 Provisioning over LI_X1

7.7.1.1 General
For NIDD using NEF:

- If delivery type for the warrant is"IRI and CC", then the IRI-POI and the CC-POI in the NEF, the MDF2 and
MDF3 shall be provisioned.

- If delivery type for the warrant is"IRI", then the IRI-POI in the NEF and the MDF2 shall be provisioned.
- Delivery type "CC" is not applicable to the warrant.

For device triggering, MSISDN-less MO SM S and Parameter Provisioning:
- thedédivery type for the warrant is"IRI"; the IRI-POI in the NEF and the MDF2 shall be provisioned.

7.7.1.2 Provisioning of the IRI-POI and CC-POI in NEF

The IRI-POI and CC-POI present in the NEF are provisioned over L1_X1 by the LIPF using the X1 protocol as
described in clause 5.2.2.

The POI in the NEF shall support the following target identifier formatsinthe ETSI TS 103 221-1 [7] messages (or
equivalent if ETSI TS 103 221-1 [7] is not used):

- SUPIIMSI.

- SUPINAL.

- GPSIMSISDN.
- GPSINAL.

NOTE: For Parameter Provisioning, only GPSIMSISDN and GPSINAI are applicable.
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7.7.2 LI for NIDD using NEF
7.72.1 Generation of xIRI at IRI-POI in NEF over LI_X2
7.7.2.1.1 General

The IRI-POI present in the NEF shall send the xIRIsover LI_X2 for each of the eventslisted in TS 33.127 [5] clause
7.9.2.3, the details of which are described in the following clauses. Each event will be based on PDU session between
NEF and target UE, except for Unsuccessful Procedure event. The IRI-POI in the NEF shall also send a

SeparatedL ocationReporting XIRI (as described in clause 7.3.4.1) when the IRI-POI provisioned in the NEF receives
updated UE location information viathe Nnef_Location_L ocationUpdateNotify service operation destined for an
external AF.

7.7.2.1.2 PDU session establishment

The IRI-POI in the NEF shall generate an xIRI containing an NEFPDU SessionEstablishment record when the IRI-POI
present in the NEF detects that an unstructured PDU session using NEF has been established for the target UE. The IRI-
POI present in the NEF shall generate the xIRI for the following event:

- NEF returns Nnef_SM Context_Create Response towards the SMF confirming the establishment of the
unstructured PDU session to the NEF for the target UE (as defined in TS 29.541 [57] clause 5.2.2.2) and

connection to the AF is established.

Table 7.7.2-1: NEFPDUSessionEstablishment record

Field name Value M/CIO

sUPI SUPI associated with the PDU session (e.g. as provided by the SMF in the
associated Nnef_SMContext_Create Request).

gPSlI GPSI associated with the PDU session. M

pDUSessionID PDU Session ID. M

SNSSAI Slice identifier associated with the PDU session. C

nEFID NEF identity handling the PDU session. M

dNN Data Network Name associated with the target traffic. Shall be given in dotted- M
label presentation format as described in TS 23.003 [19] clause 9.1.

rDSSupport True if Reliable Data Service is supported in the PDU session, otherwise False. M

sMFID Identifier of the SMF associated with the target UE for that that PDU Session. M

aFID Identifier of the AF. M

7.7.2.1.3 PDU session modification

The IRI-POI in the NEF shall generate an xIRI containing an NEFPDU SessionM adification record when the IRI-POI
present in the NEF detects that an unstructured PDU session using NEF has been modified for the target UE. The IRI-
POI present in the NEF shall generate the xIRI for the following events:

- NEF returns Nnef_SM Context_Update Response to SMF to confirm the modification of the connection between
SMF and NEF (see TS 29.541 [57] clause 5.2.2.5).

- NEF returnsaRDS MANAGE PORT Response to a UE with a" Status” field set to " Success' in responseto a
RDS MANAGE PORT command sent by UE with an "Action" field set to "Reserve port" to confirm the
reservation of a combination of source and destination port numbers for use for atraffic to be sent by the UE to a
specific application on an AF (see TS 24.250 [61] clause 5.4.2.6.2).

- NEF receivesaRDS MANAGE PORT Response from a UE with a" Status’ field set to " Success" in response to
aRDS MANAGE PORT command sent by the NEF with an "Action” field set to "Reserve port” to confirm the
reservation of a combination of source and destination port numbers for use for atraffic to be sent by an AFto a
specific application on the UE (see TS 24.250 [61] clause 5.4.2.6.2).

- NEF returnsaRDS MANAGE PORT Response to a UE with a"Status' field set to " Success' in responseto a
RDS MANAGE PORT command sent by UE with an "Action" field set to "Release port" to confirm the release
of acombination of source and destination port numbers for an application on an AF (see TS 24.250 [61] clause
5.4.2.6.3).
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- NEF receivesaRDS MANAGE PORT Response from a UE with a" Status’ field set to " Success" in response to
aRDS MANAGE PORT command sent by the NEF with an "Action” field set to "Release port" to confirm the
release of a combination of source and destination port numbers for an application on the UE (see TS 24.250
[61] clause 5.4.2.6.3).

Table 7.7.2-2: NEFPDUSessionModification record

Field name Value M/C/O
sUPI SUPI associated with the PDU session M
gPSlI GPSI associated with the PDU session M
sSNSSAI Slice identifier associated with the PDU session M
Initiator Initiator of the modification of the PDU session, UE, SMF or NEF M
rDSSourcePortNumber RDS source port number C
rDSDestinationPortNumber | RDS destination port number C
applicationID Application identifier on the UE or on the AF if RDS is used C
aFID Identifier of the AF if RDS is used C
rDSAction Action if RDS is used. Possible values: "ReservePort", "ReleasePort" C
serializationFormat Data format exchanged between UE and AF if RDS is used C
7.7.21.4 PDU session release

The IRI-POI in the NEF shall generate an xIRI containing an NEFPDU SessionRel ease record when the IRI-POI present
in the NEF detects that an unstructured PDU session using NEF related to the target UE needs to be released. The IRI-
POI present in the NEF shall generate the xIRI for the following events:

- NEF notifies the SMF that the SMF-NEF Connection for NIDD viaNEF is no longer valid using
Nnef SMContext_DeleteNotify service operation when NEF receives a notification from the UDM that the
NIDD authorization has ended. NEF releases the SM Context for NIDD on NEF as described in TS 29.541 [57]
clause 5.2.2.4. This corresponds to NEF Initiated SMF-NEF Connection Release procedure.

- NEF returns Nnef_SM Context_Del ete Response towards SMF confirming rel ease of the SMF-NEF session for
the target UE. In this scenario, SMF releases the SM Context for NIDD on NEF as specified in TS 29.541 [57]

clause 5.2.2.3).
Table 7.7.2-3: NEFPDUSessionRelease record

Field name Value M/C/O
sUPI SUPI associated with the PDU session M
gPSI GPSI associated with the PDU session M
pDUSessionID PDU Session ID as assigned by the AMF M
timeOfFirstPacket Time of first packet for the PDU session C
timeOfLastPacket Time of last packet for the PDU session C
uplinkVolume Number of uplink octets for the PDU session C
downlinkVolume Number of downlink octets for the PDU session C
releaseCause Cause of PDU Session Release M

7.7.2.15 Unsuccessful procedure

The IRI-POI in the NEF shall generate an xIRI containing an NEFUnsuccessful Procedure record when the IRI-POI
present in the NEF detects an unsuccessful procedure or error condition for a UE matching one of the target identifiers
provided viaL1_X1.

Accordingly, the IRI-POI in the NEF generates the xIRI when one of the following events are detected as described in
TS 29.541 [57] clause 6.1.7.3 and TS 24.250 [61] clause 5.4.2.6:

- NEF sends a Nnef_SMContext_Create Reject message to the SMF with areject cause set to
"USER_UNKNOWN" or "NIDD_CONFIGURATION_NOT_AVAILABLE".

- NEF sends a Nnef_SMContext_Update Reject message to the SMF with areject cause set to
"CONTEXT_NOT_FOUND".

ETSI



3GPP TS 33.128 version 17.6.0 Release 17 173 ETSI TS 133 128 V17.6.0 (2022-09)

- NEF sends a Nnef_SMContext_Delete Reject message to the SMF with areject cause set to
"CONTEXT_NOT_FOUND".

- NEF returnsaRDS MANAGE PORT Response to a UE with a"Status” field set to "Port not free" in response to
aRDS MANAGE PORT command sent by UE with an "Action" field set to "Reserve port”.

- NEF receivesaRDS MANAGE PORT Response from a UE with a " Status’ field set to "Port not free" in
response to aRDS MANAGE PORT command sent by NEF with an "Action" field set to "Reserve port".

- NEF returnsaRDS MANAGE PORT Response to a UE with a" Status” field set to "Port not associated with
specified application” in response to aRDS MANAGE PORT command sent by UE with an "Action" field set to
"Release port".

- NEF receivesaRDS MANAGE PORT Response from a UE with a" Status” field set to "Port not associated with
specified application” in response to a RDS MANAGE PORT command sent by NEF with an "Action" field set
to "Release port".

Table 7.7.2-4: NEFUnsuccessfulProcedure record

Field name Value M/C/O
failureCause Provides the value of the failure cause. M
sUPI SUPI associated with the procedure. M
gPSI GPSI used in the procedure, if available. C
pDUSessionID PDU Session ID. C
dNN Data Network Name associated with the target traffic, if available. C

Shall be given in dotted-label presentation format as described in TS
23.003 [19] clause 9.1.

sSNSSAI Slice requested for the procedure, if available. C

rDSDestionationPortNumber | RDS destination port number. C

applicationID Application associated with the RDS destination port number. C

aFID Application Function identifier. C
7.7.2.1.6 Start of interception with established PDU session

The IRI-POI in the NEF shall generate an xIRI containing an NEFStartOf I nterceptionWithEstablishedPDU Session
record when the IRI-POI present in the NEF detects that an unstructured PDU session using NEF has already been
established, at the time the POI on NEF is provisioned with a new target ID.

The IRI-POI in the NEF shall generate the xIRI containing the NEFStartOf I nterceptionWithEstablishedPDU Session
record for each of the PDU sessions for NIDD using NEF associated with the target UE with a different value of
correlation information.

Table 7.7.2-5: NEFStartOfinterceptionWithEstablishedPDUSession record

Field name Value M/C/O

sUPI SUPI associated with the PDU session (e.g. as provided by the SMF in the
associated Nnef_SMContext_Create Request).

gPSI GPSI associated with the PDU session. M

pDUSessionID PDU Session ID. M

SNSSAI Slice identifier associated with the PDU session. M

dNN Data Network Name associated with the target traffic. Shall be given in dotted- | M
label presentation format as described in TS 23.003 [19] clause 9.1.

nEFID NEF identity handling the PDU session. M

rDSSupport True if Reliable Data Service is supported in the PDU session, otherwise False. | M

sSMFID Identifier of the SMF associated with the target UE for that that PDU Session. M

aFID String Identifying the AF the traffic will be delivered to. M

The IRI-POI present in the SMF generating an xIRI containing a NEFStartOf I nterceptionWithEstablishedPDU Session
record shall set the Payload Direction field in the PDU header to not applicable (see ETSI TS 103 221-2 [8] clause
5.2.6).
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7.7.2.2 Generation of xCC at CC-POI in NEF over LI_X3

The CC-POI present in the NEF shall send xCC over LI_X3 for each NIDD packet.

Each X3 PDU shall contain the contents of the user plane packet (i.e. NIDD) using an unstructured payload format.
The CC-POI present in the NEF shall set the payload format to indicate the appropriate payload type (i.e. unstructured
payload) as described in ETSI TS 103 221-2 [8] clause 5.4.

7.7.2.3 Generation of IRl over LI_HI2

When an xIRI isreceived over LI_X2 from the IRI-POI in the NEF, the MDF2 shall send the IRl message over LI_HI2
without undue delay. The IRl message shall contain a copy of the relevant record received from LI_X2. The record may
be enriched by other information available at the MDF (e.g. additional location information).

The timestamp field of the ETSI TS 102 232-1 [9] PSHeader structure shall be set to the time at which the NEF event
was observed (i.e. the timestamp field of the xIRI).

The IRI type parameter (see ETSI TS 102 232-1 [9] clause 5.2.10) shall be included and coded according to table 7.7.2-
6.

Table 7.7.2-6: IRI type for IRl messages

Record type IRl Type
NEFPDUSessionEstablishment BEGIN
NEFPDUSessionRelease END
NEFPDUSessionModification CONTINUE
NEFStartOfinterceptionWithEstablishedPDUSession BEGIN
NEFUnsuccessfulProcedure REPORT or CONTINUE

IRl messages associated with the same PDU Session shall be assigned the same CIN (see ETSI TS 102 232-1 [9] clause
5.2.4).

The threeGPP33128DefinedIRI field (see ETSI TS 102 232-7 [10] clause 15) shall be populated with the BER-encoded
|RIPayload.
71.7.2.4 Generation of CC over LI_HI3

When xCC isreceived over L1_X3 from the CC-PQOI in the NEF, the MDF3 shall populate the
threeGPP33128DefinedCC field with a CCPayload structure containing NIDDCCPDU and send it over L1_HI3
interface to LEMF without undue delay.

The timestamp field of the ETSI TS 102 232-1 [9] PSHeader structure shall be set to the time that the NEF observed the
data (i.e. the timestamp field of the xCC). The LIID and CID fields shall correctly reflect the target identity and
communication session to which the CC belongs.

7.7.3 LI for device triggering

7.73.1 Generation of xIRI LI_X2 at IRI-POI in NEF over LI_X2

7.7.3.1.1 General

The IRI-POI present in the NEF shall send the xIRIsover LI_X2 for each of the eventslisted in TS 33.127 [5] clause
7.9.3.4, the details of which are described in the following clauses.

7.7.3.1.2 Device trigger

The IRI-POI in the NEF shall generate an xIRI containing a NEFDeviceTrigger record when the IRI-POI present in the
NEF detects that an AF has sent a Device trigger to atarget UE matching one of the target identifiers.
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Accordingly, the IRI-POI in the NEF generates the xIRI when any of the following eventsis detected:

- NEF sendsaNnef_Trigger_Delivery Response to the AF to acknowledge the reception of
Nnef_Trigger_Delivery Request with GPSI matching the target identifier (see TS 23.502 [4] clause 4.13.2.1 and
TS 29.522 [58] clause 4.4.3).

- NEF sends a T4 Device-Trigger-Request (DTR) to SMS-SC with Trigger-Action AVP set to TRIGGER and
User-Identifier AV P matching the SUPI of the target UE as described in TS 29.337 [60] clause 5.2.1.

Table 7.7.3-1: NEFDeviceTrigger record

Field name Value M/C/O
sUPI SUPI associated with the UE. M
gPSI GPSI used with the UE. M
triggerld Identity of the Device trigger that should be provided in the M

deviceTriggeringDeliveryReportNotification IRI, Device trigger
replacement IRI and Device trigger cancellation IRI.

aFID The AF sending the Device trigger. M
triggerPayload The Device triggering payload. C
validityPeriod The validity time in seconds for the specific action requested. C
priorityDT The priority indication for a trigger payload. C
sourcePortld Application identity on the AF which delivers the Device trigger. C
destinationPortld Used to uniquely identify the triggering application addressed in the C
device.
7.7.3.1.3 Device trigger replace

The IRI-POI in the NEF shall generate an xIRI containing a NEFDeviceTriggerReplace record when the IRI-POI
present in the NEF detects that an AF has sent a Device trigger replacement for a previously sent Device trigger to a UE
matching one of the target identifiers provided viaL1_X1 to the IRI POI in the NEF. It replaces a previously submitted
Device trigger message which has not yet been delivered to the UE.

Accordingly, the IRI-POI in the NEF generates the xIRI when any of the following events is detected:

- NEF receivesaNnef_Trigger_Delivery Request (for a device trigger replacement) from an AF as described in
TS 29.522 [58] clause 4.4.3 with GPSI matching the target identifier.

- NEF sends a T4 Device-Trigger-Request (DTR) to SMS-SC with Trigger-Action AVP set to REPLACE and
User-Identifier AV P matching the SUPI of the target UE as specified in 29.337 [60] clause 5.2.1.

Table 7.7.3-2: NEFDeviceTriggerReplace record

Field name Value M/C/O
sUPI SUPI associated with the target UE. M
gPSI GPSI used with the taget UE. M
triggerld Identity of the corresponding Device trigger to be replaced. M
aFID The AF replacing an existing Device trigger which has not been delivered | M

yet to the device (e.g. because the device is unreachable) by a new
Device trigger.

triggerPayload The device triggering payload. C

validityPeriod The validity time in seconds for the specific action requested. C

priorityDT Priority indication for a trigger payload. C

sourcePortld Port on the AF which delivers the device trigger. C

destinationPortld Port on the device which is the recipient of the device trigger. C
7.7.3.1.4 Device trigger cancellation

The IRI-POI in the NEF shall generate an xIRI containing a NEFDeviceTriggerCancellation record when the IRI-POI
present in the NEF detects that an AF has sent a Device trigger cancellation for a previously sent Device trigger to aUE
matching one of the target identifiers provided viaLI_X1 to the IRI-POI in the NEF. It cancels previously submitted
Device trigger message which has not yet been delivered to the target UE.
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Accordingly, the IRI-POI in the NEF generates the xIRI when any of the following eventsis detected:

- NEF receivesaNnef_Trigger_Delivery Request (for adevice trigger cancellation) with GPSI matching the
target identifier as described in TS 29.522 [58] clause 4.4.3.

- NEF sends a T4 Device-Trigger-Request (DTR) to SMS-SC with Trigger-Action AVP set to RECALL and
User-Identifier AV P matching the SUPI of the target UE as specified in TS 29.337 [60] clause 5.2.1.

Table 7.7.3-3: NEFDeviceTriggerCancellation record

Field name Value M/C/O
sUPI SUPI associated with the target UE. M
gPSI GPSI used with the target UE. M
triggerld Identity of the corresponding device trigger to be cancelled. M
7.7.3.1.5 Device trigger report notification

The IRI-POI in the NEF shall generate an xIRI containing a NEFDeviceTriggerReportNotify record when the IRI-POI
present in the NEF detects that the NEF has returned a Device trigger report to the AF with a cause value indicating the
trigger delivery outcome (e.g. succeeded, unknown or failed).

Accordingly, the IRI-POI in the NEF generates the xIRI when any of the following eventsis detected:

- NEF sendsaNnef_Trigger_DeliveryNotify service operation with the GPSI of the target UE to inform the AF on
the delivery outcome of the device trigger as described in TS 29.522 [58] clause 4.4.3.

- SMS-SC sends a T4 Delivery-Report-Request (DRR) to the NEF with User-Identifier matching the SUPI of the
target UE as specified in 29.337 [60] clause 5.2.2.

Table 7.7.3-4: NEFDeviceTriggerReportNotify record

Field name Value M/C/O
SUPI SUPI associated with the target UE. M
gPSI GPSI used with the target UE. M
triggerld Identity of the corresponding Device trigger. M
deviceTriggerDeliveryResult | Delivery result represents the result of the delivery of a device M

triggering request:

- SUCCESS: The value indicates that the device action request
was successfully completed.

- UNKNOWN: The value indicates any unspecified errors.

- FAILURE: The value indicates that this trigger encountered a
delivery error and is deemed permanently undeliverable.

- TRIGGERED: The value indicates that Device triggering request
is accepted by the NEF.

- EXPIRED: The value indicates that the validity period expired
before the trigger could be delivered.

- UNCONFIRMED: The value indicates that the delivery of the
device action request is not confirmed.

- REPLACED: The value indicates that the device triggering
replacement request is accepted by the NEF.

- TERMINATE: The NEF includes this value in the response for a
successful device triggering cancellation request. The value indicates
that the delivery of the device action request is terminated by the AF.

7.7.3.2 Generation of IRl over LI_HI2

When an xIRI isreceived over LI_X2 from the IRI-POI in the NEF, the MDF2 shall send the IRl message over LI_HI2
without undue delay. The IRI message shall contain a copy of the relevant record received from LI_X2. The record may
be enriched by other information available at the MDF (e.g. additional location information).

The timestamp field of the ETSI TS 102 232-1 [9] PSHeader structure shall be set to the time at which the NEF event
was observed (i.e. the timestamp field of the xIRI).
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The IRI type parameter (see ETSI TS 102 232-1 [9] clause 5.2.10) shall be included and coded according to table 7.7.3-
5.

Table 7.7.3-5: IRI type for IRl messages

Record type IRl Type
NEFDeviceTrigger REPORT
NEFDeviceTriggerReplace REPORT
NEFDeviceTriggerCancellation REPORT
NEFDeviceTriggerReportNotify REPORT

7.7.4 LI for MSISDN-less MO SMS
7.74.1 Generation of xIRI LI_X2 at IRI-POI in NEF over LI_X2

7.7.4.1.1 General

The IRI-POI present in the NEF shall send the xIRIs over LI_X2 for each of the eventslisted in TS 33.127 [5] clause
7.9.4.4, the details of which are described in the following clauses.

7.7.4.1.2 MSISDN-less MO SMS

The IRI-POI in the NEF shall generate an xIRI containing a NEFM SISDNLessMOSM S record when the IRI-POI
present in the NEF detects that atarget UE has sent aM SISDN-lessMO SMSto an AF.

Accordingly, the IRI-POI in the NEF generates the xIRI when any of the following events is detected:

- NEF receives a SGd M O-Forward-Short-M essage-Request (OFR) from an SMS-SC with SUPI matching the
target identifier (see TS 29.338 [59] clause 6.2.1).

- NEF sendsaNnef_MSISDN-less MO_SMSNotify service operation to the AF with the GPSI of the target UE
sending the MSISDN-less SM S as described in TS 29.522 [58] clause 4.4.10.

Table 7.7.4-1: NEFMSISDNLessMOSMS record

Field name Value M/C/O
sUPI SUPI associated with the target UE. M
gPSI GPSIl in the form of an external identifier as username@realm and M
corresponding to the identity of the originating SMS party.
terminatingSMSParty Identity of the AF receiving the SMS. M
sMS SMS TPDU. C
sourcePort port identifying the application of the target UE sending the MSISN-less | C
MO SMS.
destinationPort port identifying the application of the AF which is the recipient of the C
MSISN-less MO SMS.

7.7.4.2 Generation of IRl over LI_HI2

When an xIRI isreceived over LI_X2 from the IRI-POI in the NEF, the MDF2 shall send the IRl message over LI_HI2
without undue delay. The IRI message shall contain a copy of the relevant record received from LI_X2. The record may
be enriched by other information available at the MDF (e.g. additional location information).

The timestamp field of the ETSI TS 102 232-1 [9] PSHeader structure shall be set to the time at which the NEF event
was observed (i.e. the timestamp field of the xIRI).

The IRI type parameter (see ETSI TS 102 232-1 [9] clause 5.2.10) shall be included and coded according to table 7.7.4-
2.
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Record type

IRI Type

NEFMSISDNLessMOSMS

REPORT

Generation of xIRI LI_X2 at IRI-POI in NEF over LI_X2

7.7.5 LI for parameter provisioning
7.75.1
77511 General

The IRI-POI present in the NEF shall send the xIRIsover LI_X2 for each of the eventslisted in TS 33.127 [5] clause
7.9.5.4, the details of which are described in the following clauses.

7.7.5.1.2

Expected UE behavior update

The IRI-POI in the NEF shall generate an xIRI containing an NEFExpectedUEBehaviorUpdate record when the IRI-
POI present in the NEF detects that an AF has updated the UE Expected behavior data.

Accordingly, the IRI-POI in the NEF generates the xIRI when any of the following eventsis detected (see TS 29.503

[25] clauses 5.6.2.1 and 6.1.6.2.49):

- NEF receives a NEF_ParameterProvision_Create Request or NEF_ParameterProvision_Update Request from an

AF, related to the target UE.

- NEF receives aNEF_ParameterProvision_Delete Request from an AF to del ete the existing UE Expected
Behaviour parameters related to the target UE.

- NEF returnsaNEF_ParameterProvision_Get Response containing the UE Expected Behavior of the target UE to

the querying AF.

Table 7.7-5-1: NEFExpectedUEBehaviorUpdate record

expires and shall be deleted. If absent, it indicates that there is
no expiration time for this parameter set.

Field name Value M/C/O

gPSI GPSI of the target UE to which the expected UE behavior M
applies.

expectedUEMovingTrajectory Identifies the UE's expected geographical movement. (@)

stationarylndication Identifies whether the UE is stationary or mobile. (@)

communicationDurationTime Indicates for how long the UE will normally stay in CM- (0]
Connected for data transmission expressed in seconds.

periodicTime Interval Time of periodic communication in seconds. O

scheduledCommunicationTime Time and day of the week when the UE is available for o
communication, as defined in TS 29.571 [17].

batteryIndication Identifies power consumption criticality for the UE: if the o]
UE is battery powered but the battery is not rechargeable/not
replaceable, battery powered with
rechargeable/replaceable battery, or not battery powered.

trafficProfile Identifies the type of data transmission: single packet @)
transmission (UL or DL), dual packet transmission (UL with
subsequent DL or DL with subsequent UL), multiple packets
transmission.

scheduledCommunicationType Indicates that the Scheduled Communication Type is Downlink | O
only or Uplink only or Bi-directional.

expectedTimeAndDayOfWeekInTrajectory | Identifies the time and day of week when the UE is expected to | O
be at each location included in the Expected UE Moving
Trajectory.

aFID AF identity requesting expected UE behavior update. M

validityTime Identifies when the expected UE behavior parameter set 0]
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7.75.2 Generation of IRl over LI_HI2

When an xIRI isreceived over LI_X2 from the IRI-POI in the NEF, the MDF2 shall send the IRl message over L1_HI2
without undue delay. The IRI message shall contain a copy of the relevant record received from LI_X2. The record may
be enriched by other information available at the MDF (e.g. additional location information).

The timestamp field of the ETSI TS 102 232-1 [9] PSHeader structure shall be set to the time at which the NEF event
was observed (i.e. the timestamp field of the xIRI).

The IRI type parameter (see ETSI TS 102 232-1 [9] clause 5.2.10) shall be included and coded according to table 7.7.4-
2.

Table 7.7.5-2: IRI type for IRl messages

Record type IRl Type
NEFExpectedUEBehaviorUpdate REPORT

7.8 LI at SCEF

7.8.1 Provisioning over LI_X1

7.8.1.1 General
For NIDD using SCEF:

- If delivery typefor the warrant is"IRI and CC", then the IRI-POI and the CC-POI in the SCEF, the MDF2 and
MDF3 shall be provisioned.

- If delivery type for the warrant is"IRI", then the IRI-POI in the SCEF and the MDF2 shall be provisioned.
- Delivery type"CC" is not applicable to the warrant.

For device triggering, MSISDN-less MO SM S and Parameter Provisioning:
- theddivery type for the warrant is"IRI"; the IRI-POI in the SCEF and the MDF2 shall be provisioned.

7.8.1.2 Provisioning of the IRI-POI and CC-POI in SCEF

The IRI-POI and CC-POI present in the SCEF are provisioned over LI_X1 by the LIPF using the X1 protocol as
described in clause 5.2.2.

The POI in the SCEF shall support the following target identifier formatsin the ETSI TS 103 221-1 [7] messages (or
equivalent if ETSI TS 103 221-1[7] is not used):

- IMSI.
- MSISDN.
- Externa ldentifier.

NOTE: For Parameter Provisioning, only MSISDN and External Identifier are applicable.
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7.8.2 LI for NIDD using SCEF

7.8.2.1 Generation of xIRI at IRI-POI in SCEF over LI_X2

7.8.2.1.1 General

The IRI-POI present in the SCEF shall send the xIRIsover L1_X2 for each of the eventslisted in TS 33.127 [5] clause
7.11.2.3, the details of which are described in the following clauses. Each event will be based on PDN Connection
between SCEF and target UE, except in case of Unsucessful Procedure.

7.8.2.1.2 SCEF PDN connection establishment

The IRI-POI in the SCEF/IWK-SCEF shall generate an xIRI containing an SCEFPDN ConnectionEstablishment record
when the IRI-POI present in the SCEF/IWK-SCEF detects that a Non-IP PDN Connection using SCEF has been
established by the target UE. The IRI-POI present in the SCEF/IWK-SCEF shall generate the xIRI for the following
events (see TS 29.128 [62], clause 5.8):

- the SCEF/IWK-SCEF sends a T6a/T6ai Connection Management Answer to MME as aresponse to a T6a/T 6ai
Connection Management Request received with User-ldentifier AVP including the set of identities of the UE,
i.e. IMSI/MSISDN/External |dentifier matching the target Identifier and Connection-Action AVP set to
CONNECTION_ESTABLISHMENT to confirm the establishment of aNon-IP PDN connection.

- inroaming situation SCEF sends a T7 Connection Management Answer to IWK-SCEF as a confirmation to the
T7 Connection Management Request received with User-ldentifier AVP including the set of identities of the UE,
i.e. IMSI/MSISDN/External Identifier matching the target |dentifier and with Connection-Action AVP set to
CONNECTION_ESTABLISHMENT.

Table 7.8.2-1: SCEFPDNConnectionEstablishment record

Field name Value M/C/O

iMSI IMSI associated with the Non-IP PDN Connection of the target UE (e.g. as C
provided by the MME in the associated Connection Management Request).

mSISDN MSISDN associated with the PDN Connection if available. C

externalldentifier External Identifier associated with the PDN Connection if available, defined as C
NAIlin ASN.1.

iMEI IMEI associated to the device if available. C

ePSBearerlD Identity of the EPS bearer that MME allocated to the Non-IP PDN connection. M

sCEFID SCEF identity handling the EPS Bearer. M

aPN Access Point Name used to establish the PDN Connection. Shall be given in M
dotted-label presentation format as described in TS 23.003 [19] clause 9.1.

rDSSupport True if Reliable Data Service is supported in the PDN Connection,. otherwise M
False

sCSASID String Identifying the AF the traffic will be delivered to. M

7.8.2.1.3 PDN connection update

The IRI-POI in the SCEF/IWK-SCEF shall generate an xIRI containing an SCEFPDN ConnectionUpdate record when
the IRI-POI present in the SCEF/IWK-SCF detects that a Non-IP PDN Connection has been updated for the target UE.
The IRI-POI present in the SCEF/IWK-SCEF shall generate the xIRI for the following events:

- SCEF/IWK-SCEF sendsa T6a/T6a Connection Management Answer to confirm the T6a/T6ai Connection
Management Request received with User-Identifier AV P including the set of identities of the UE, i.e.
IMSI/MSISDN/External |dentifier matching the target Identifier and with Connection-Action AVP set to
CONNECTION_UPDATE asdescribed in TS 29.128 [62] clause 5.7.

- SCEF/IWK-SCEF receivesa T6a/T6ai Connection Management Answer from MME which confirms the
T6a/T6al Connection Management Request sent by SCEF/IWK-SCEF with User-Identifier AVP including the
set of identities of the UE, i.e. IMSI/MSISDN/External |dentifier matching the target Identifier and with
Connection-Action AVP set to CONNECTION_UPDATE as described in TS 29.128 [62] clause 5.8.
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in roaming situation SCEF sends a T7 Connection Management Answer to IWK-SCEF to confirm the T7
Connection Management Reguest received with User-ldentifier AVP including the set of identities of the UE,
i.e. IMSI/MSISDN/External Identifier matching the target |dentifier and with Connection-Action AVP set to
CONNECTION_UPDATE asdescribed in TS 29.128 [62] clause 5.7.

in roaming situation SCEF receives a T7 Connection Management Answer from WK -SCEF which confirms the
T7 Connection Management Request with User-ldentifier AVP including the set of identities of the UE, i.e.
IMSI/MSISDN/External |dentifier matching the target Identifier and with Connection-Action AVP set to
CONNECTION_UPDATE asdescribed in TS 29.128 [62] clause 5.8.

SCEF returnsaRDS MANAGE PORT Response to a UE with a"Status” field set to " Success’ in responseto a
RDS MANAGE PORT command sent by UE with an "Action" field set to "Reserve port" to confirm the
reservation of a combination of source and destination port numbers for use for atraffic to be sent by the UE to a
specific application on an SCS/AS (see TS 24.250 [61] clause 5.4.2.6.2).

SCEF receivesaRDS MANAGE PORT Response from a UE with a" Status’ field set to " Success' in response
toaRDS MANAGE PORT command sent by the SCEF with an "Action" field set to "Reserve port" to confirm
the reservation of a combination of source and destination port numbers for use for atraffic to be sent by an
SCS/AS to a specific application on the UE (see TS 24.250 [61] clause 5.4.2.6.2).

SCEF returnsaRDS MANAGE PORT Response to a UE with a"Status” field set to " Success' in responseto a
RDS MANAGE PORT command sent by UE with an "Action” field set to "Release port" to confirm the release
of a combination of source and destination port numbers for an application on an SCS/AS (see TS 24.250 [61]
clause 5.4.2.6.3).

SCEF receives aRDS MANAGE PORT Response from a UE with a"Status' field set to " Success' in response
to aRDS MANAGE PORT command sent by the SCEF with an "Action" field set to "Release port" to confirm
the release of a combination of source and destination port numbers for an application on the UE (see TS 24.250
[61] clause 5.4.2.6.3).

Table 7.8.2-2: SCEFPDNConnectionUpdate record

Field name Value M/C/O
iMSI IMSI associated with the Non-IP PDN Connection of the target UE (e.g.as | C
provided by the MME in the associated Connection Management Request).
mSISDN MSISDN associated with the PDN Connection if available. C
externalldentifier External Identifier associated with the PDN Connection if available, defined | C
as NAl in ASN.1.
initiator Initiator of the modification of the PDN Connection, UE, MME or SCEF. M
rDSSourcePortNumber RDS source port number. C
rDSDestinationPortNumber RDS destination port number. C
applicationlD Application identifier on the UE or on the SCS/AS if RDS is used. C
sCSASID Identifier of the SCS/AS if RDS is used. C
rDSAction Action if RDS is used. Possible values: “ReservePort”, “ReleasePort”. C
serializationFormat Data format exchanged between UE and SCS/AS if RDS is used. C

7.8.2.1.4

PDN connection release

The IRI-POI in the SCEF/IWK-SCEF shall generate an xIRI containing an SCEFPDNConnectionRelease record when
the IRI-POI present in the SCEF/IWK-SCEF detects that a Non-1P PDN Connection needs to be released for the target
UE. TheIRI-POI present in the SCEF/IWK-SCEF shall generate the xIRI for the following events:

- SCEF/IWK-SCEF informs MME that the Non-1P PDN Connection for NIDD is no longer valid using T6a
Connection Management Request with User-Identifier AV P including the set of identities of the UE, i.e.
IMSI/MSISDN/External Identifier matching the target Identifier and Connection-Action AVP set to
CONNECTION_RELEASE. SCEF initiates the release of the Non-1P PDN connection when it is notified by the
HSS about the end of NIDD authorization for the target UE (see TS 29.128 [62] clause 5.8).

- SCEF sends a T6a Connection Management Answer to MME to confirm the T6a Connection Management

Request received with User-ldentifier AVP including the set of identities of the UE, i.e. IMSI/M SISDN/External
Identifier matching the target Identifier and with Action-Action AVP set to CONNECTION_RELEASE (see TS
29.128 [62] clause 5.7).
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SCEF informs IWK-SCEF that the Non-1P PDN Connection for NIDD is no longer valid using T6a Connection
Management Request with User-ldentifier AV P including the set of identities of the UE, i.e.
IMSI/MSISDN/External Identifier matching the target Identifier and Connection-Action AVP set to
CONNECTION_RELEASE (see TS 29.128 [62] clause 5.8).

SCEF sends a T7 Connection Management Answer to IWK-SCEF to confirm the T7 Connection Management
Request with User-ldentifier AVP including the set of identities of the UE, i.e. IMSI/M SISDN/External
Identifier matching the target Identifier and with Action AVP set to CONNECTION_RELEASE (see TS 29.128
[62] clause 5.7).

Table 7.8.2-3: SCEFPDNConnectionRelease record

Field name Value M/C/O

iMSI IMSI associated with the Non-IP PDN Connection of the target UE (e.g. as
provided by the MME in the associated Connection Management Request).

mSISDN MSISDN associated with the PDN Connection if available. C

externalldentifier External Identifier associated with the PDN Connection if available, defined | C
as NAl in ASN.1.

ePSBearerlD Identity of the EPS bearer that MME allocates to the Non-IP PDN M
Connection.

timeOfFirstPacket Time of first packet for the PDN Connection. C

timeOfLastPacket Time of last packet for the PDN Connection. C

uplinkVolume Number of uplink octets for the PDN Connection. C

downlinkVolume Number of downlink octets for the PDN Connection. C

releaseCause Reason for PDN Connection release. M

7.8.2.1.5 Unsuccessful procedure

The IRI-POI in the SCEF/IWK-SCEF shall generate an xIRI containing an SCEFUnsuccessful Procedure record when
the IRI-POI present in the SCEF/IWK-SCEF detects an unsuccessful procedure or error condition for atarget UE
matching one of the target identifiers provided viaLIl_X1.

Accordingly, the IRI-POI in the SCEFIWK-SCEF generates the xIRI when any of the following eventsis detected (see
TS29.128 [62] clause 6.3.3 and TS 24.250 [61] clause 5.4.2.6):

SCEF sends a T6a Connection Management Answer with Experimental-Result AVP set to
DIAMETER_ERROR_USER_UNKNOWN.

SCEF sends a T6a Connection Management Answer with Experimental-Result AVP set to
DIAMETER_ERROR_OPERATION_NOT_ALLOWED when Action AVP of the T6a Connection
Management Request received by the SCEF is not set to CONNECTION_ESTABLISHMENT,
CONNECTION_UPDATE or CONNECTION__ RELEASE.

SCEF sends a T6a Connection Management Answer with Experimental-Result AVP set to
DIAMETER_ERROR_NIDD_CONFIGURATION_NOT_AVAILABLE when Action AVP of the T6a
Connection Management Request received by the SCEF is set to CONNECTION_ESTABLISHMENT and the
NIDD configuration for the target UE does not exist or fails at SCEF.

SCEF sends a T6a Connection Management Answer with Experimental-Result AVP set to
DIAMETER_ERROR_INVALID_EPS BEARER when Action AVP of the T6a Connection Management
Request received by the SCEF is set to CONNECTION_UPDATE or CONNECTION_RELEASE and the EPS
Bearer Identity does not exist.

SCEF returns a RDS MANAGE PORT Response to a UE with a" Status” field set to "Port not free" in response
to aRDS MANAGE PORT command sent by UE with an "Action” field set to "Reserve port".

SCEF receivesaRDS MANAGE PORT Response from a UE with a" Status' field set to "Port not free" in
response to aRDS MANAGE PORT command sent by SCEF with an "Action" field set to "Reserve port".

SCEF returnsaRDS MANAGE PORT Response to a UE with a" Status” field set to "Port not associated with
specified application” in response to a RDS MANAGE PORT command sent by UE with an "Action” field set to
"Release port".
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- SCEF receivesaRDS MANAGE PORT Response from a UE with a" Status” field set to " Port not associated
with specified application” in response to a RDS MANAGE PORT command sent by SCEF with an "Action"
field set to "Release port".

Table 7.8.2-4: SCEFUnsuccessfulProcedure record

Field name Value M/C/O
failureCause Cause of unsuccessful procedure. M
iMSI IMSI associated with the Non-IP PDN Connection of the target UE (e.g. C

as provided by the MME in the associated Connection Management
Request).
mSISDN MSISDN associated with the PDN Connection if available. C
iMEI IMEI associated to the device if available. C
externalldentifier External Identifier associated with the PDN Connection if available, C
defined as NAl in ASN.1.
ePSBearerlD Identity of the EPS bearer that MME allocated to the Non-IP PDN M
connection.
aPN Access Point Name associated with the target traffic. Shall be given in M
dotted-label presentation format as described in TS 23.003 [19] clause
9.1.
rDSDestionationPortNumber RDS destination port number. C
applicationID Application identifier associated with the RDS port number. C
sCSASID SCS/AS Identifier. C
7.8.2.1.6 Start of interception with established PDN connection

The IRI-POI in the SCEF/IWK-SCEF shall generate an xIRI containing an
SCEFStartOf I nterceptionWithEstablishedPDNConnection record when the IRI-POI present in the SCEF detects that a
Non-IP PDN Connection using SCEF has already been established for the target UE when interception starts.

In anon-roaming scenario, the IRI-POI in the SCEF (or in aroaming scenario, the IRI-POI in the IWK-SCEF in the
VPLMN) shall generate the xIRI containing the SCEFStartOfI nterceptionWithEstabli shedPDN Connection record when
it detects that a new interception for a UE is activated (i.e. provisioned by the LIPF) for the following case:

- A PDN connection to the SCEF for the target UE exists, uniquely identified by an EPS Bearer Identity, APN,
and UE Identity.

The IRI-POI in the SCEF/IWK-SCEF shall generate the xIRI containing the
SCEFStartOf I nterceptionWithEstablishedPDN Connection record for each of the PDN Connections for NIDD using
SCEF associated with the target UE.

Table 7.8.2-5: SCEFStartOfinterceptionWithEstablishedPDNConnection record

Field name Value M/C/O

iMSI IMSI associated with the Non-IP PDN Connection of the target UE (e.g. as C
provided by the MME in the associated Connection Management Request).

mSISDN MSISDN associated with the PDN Connection if available. C

externalldentifier External Identifier associated with the PDN Connection if available, defined as C
NAI in ASN.1.

iMEI IMEI associated to the device if available. C

ePSBearerID Identity of the EPS bearer that MME allocated to the Non-IP PDN connection. M

sCEFID SCEF identity handling the EPS Bearer. M

aPN Access Point Name associated with the target traffic. Shall be given in dotted- M
label presentation format as described in TS 23.003 [19] clause 9.1.

rDSSupport True if Reliable Data Service is supported in the PDN Connection, otherwise M
False.

sCSASID String Identifying the SCS/AS the traffic will be delivered to. M

The IRI-POI present in the SMF generating an XIRI containing a SCEFStartOfI nterceptionWithEstablishedPDUSession
record shall set the Payload Direction field in the PDU header to not applicable (see ETSI TS 103 221-2 [8] clause
5.2.6).
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7.8.2.2 Generation of xCC at CC-POI in SCEF over LI_X3
The CC-POI present in the SCEF shall send xCC over LI_X3 for each NIDD packet.
Each X3 PDU shall contain the contents of the user plane packet (i.e. NIDD) using an unstructured payload.

The CC-POI present in the SCEF shall set the payload format to indicate the appropriate payload type (i.e. unstructured
payload) as described in ETSI TS 103 221-2 [8] clause 5.4.

7.8.2.3 Generation of IRl over LI_HI2

When an xIRI isreceived over L1_X2 from the IRI-POI in the SCEF/IWK-SCEF, the MDF2 shall send the IRI message
over L1_HI2 without undue delay. The IRl message shall contain a copy of the relevant record received from L1_X2.
The record may be enriched by other information available at the MDF (e.g. additional location information).

The timestamp field of the ETSI TS 102 232-1 [9] PSHeader structure shall be set to the time at which the SCEF event
was observed (i.e. the timestamp field of the xIRI).

The IRI type parameter (see ETSI TS 102 232-1 [9] clause 5.2.10) shall be included and coded according to table 7.8.2-
6.

Table 7.8.2-6: IRI type for IRl messages

Record type IRl Type
SCEFPDNConnectionEstablishment BEGIN
SCEFPDNConnectionRelease END
SCEFPDNConnectionUpdate CONTINUE
SCEFStartOfinterceptionWithEstablishedPDNConnection |[BEGIN
SCEFUnsuccessfulProcedure REPORT

IRI messages associated with the same PDU Session shall be assigned the same CIN (see ETSI TS 102 232-1 [9] clause
5.2.4).

The threeGPP33128DefinedIRI field (see ETSI TS 102 232-7 [10] clause 15) shall be populated with the BER-encoded
|RIPayload.
7.8.2.4 Generation of CC over LI_HI3

When xCC isreceived over L1_X3 from the CC-POI in the SCEF, the MDF3 shall populate the
threeGPP33128DefinedCC field with a CCPayload structure containing NIDDCCPDU and send it over LI_HI3
interface to LEMF without undue delay.

The timestamp field of the ETSI TS 102 232-1 [9] PSHeader structure shall be set to the time that the SCEF observed
the data (i.e. the timestamp field of the xCC). The LIID and CID fields shall correctly reflect the target identity and
communication session to which the CC belongs.

7.8.3 LI for device triggering

7.8.3.1 Generation of xIRI LI_X2 at IRI-POI in SCEF over LI_X2

7.8.3.1.1 General

The IRI-POI present in the SCEF shall send the xIRIsover L1_X2 for each of the eventslisted in TS 33.127 [5] clause
7.11.3.4, the detail s of which are described in the following clauses.

7.8.3.1.2 Device trigger

The IRI-POI in the SCEF shall generate an xIRI containing a SCEFDeviceTrigger record when the IRI-POI present in
the SCEF detects that an SCS/AS has sent a Device triggering request to atarget UE matching one of the target
identifiers.
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Accordingly, the IRI-POI in the SCEF generates the xIRI when any of the following eventsis detected:

- SCEF sends a Device triggering response to the SCS/AS to acknowl edge the reception of a Device triggering
request with MSISDN or External Identifier matching the target identifier (See TS 29.122 [63] clause 5.7).

- SCEF sendsaT4 Device-Trigger-Request (DTR) to SMS-SC with Trigger-Action AVP set to TRIGGER and
User-Identifier AV P matching the IMSI of the target UE as specified in TS 29.337 [60] clause 5.2.1.

Table 7.8.3-1: SCEFDeviceTrigger record

Field name Value M/C/O
iMSI IMSI associated with the UE C
mSISDN MSISDN used with the UE C
externalldentifier External ldentifier used with the UE C
triggerld Identity of the Device trigger that should be provided in the M

deviceTriggeringDeliveryReportNotification IRI, Device trigger
replacement IRI and Device trigger cancellation IRI

sCSASID The SCS/AS sending the Device trigger M
triggerPayload The Device triggering payload C
validityPeriod The validity time in seconds for the specific action requested C
priorityDT The priority of the Device trigger C
sourcePortld Application identity on the SCS/AS which delivers the Device trigger C
destinationPortld Used to uniquely identify the triggering application addressed in the C
device
7.8.3.1.3 Device trigger replacement

The IRI-POI in the SCEF shall generate an xIRI containing a SCEFDeviceTriggerReplace record when the IRI-POI
present in the SCEF detects that an SCS/AS has sent a Device triggering replacement for a previously sent Device
triggering request to a UE matching one of the target identifiers provided via Ll _X1 to the IRl POI in the SCEF. It
replaces a previously submitted Device triggering request which has not yet been delivered to the UE.

Accordingly, the IRI-POI in the SCEF generates the xIRI when any of the following eventsis detected:

- SCEF receives a Device triggering request (for a Device trigger replacement) from an SCS/AS with MSISDN or
External |dentifier matching the target identifier (See TS 29.122 [63] clause 5.7).

- SCEF sendsa T4 Device-Trigger-Request (DTR) to SMS-SC with Trigger-Action AVP set to REPLACE and
User-ldentifier AVP matching the IMSI of the target UE as specified in TS 29.337 [60] clause 5.2.1.

Table7.8.3-2: SCEFDeviceTriggerReplace record

Field name Value M/C/O
iMSI IMSI associated with the target UE C
mSISDN MSISDN used with the taget UE C
externalldentifier External Identifier used with the taget UE C
triggerld Identity of the corresponding Device trigger to be replaced M
sCSASID Identity of the SCS/AS replacing an existing Device trigger which has not | M

been delivered yet to the device (e.g. because the device is unreachable)
by a new Device trigger

triggerPayload The device triggering payload C

validityPeriod The validity time in seconds for the specific action requested C

priorityDT The priority of the device trigger C

sourcePortld Port on the SCSAS which delivers the device trigger C

destinationPortld Port on the device which is the recipient of the device trigger C
7.8.3.1.4 Device trigger cancellation

The IRI-POI in the SCEF shall generate an xIRI containing a SCEFDeviceTriggerCancellation record when the IRI-POI
present in the SCEF detects that an SCS/AS has sent a Device triggering cancellation for a previously sent Device
triggering request to a UE matching one of the target identifiers provided viaLl_X1 to the IRI-POI in the SCEF. It
cancels previoudly submitted Device triggering request which has not yet been delivered to the target UE.
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Accordingly, the IRI-POI in the SCEF generates the xIRI when any of the following eventsis detected:

- SCEF receives a Device triggering request (for adevice trigger cancellation) from SCS/ASrelated to a
previously received Device triggering request with MSISDN or External |dentifier matching the target identifier
(See TS 29.122 [63] clause 5.7).

- SCEF sendsaT4 Device-Trigger-Request (DTR) to SMS-SC with Trigger-Action AVP set to RECALL and
User-Identifier AV P matching the IMSI of the target UE as specified in TS 29.337 [60] clause 5.2.1.

Table 7.8.3-3: SCEFDeviceTriggerCancellation record

Field name Value M/C/O
iMSI IMSI associated with the target UE C
mSISDN MSISDN used with the taget UE C
externalldentifier External Identifier used with the target UE C
triggerld Identity of the corresponding device trigger to be cancelled M
7.8.3.1.5 Device trigger report notification

The IRI-POI in the SCEF shall generate an xIRI containing a SCEFDeviceTriggerReportNotify record when the IRI -
POI present in the SCEF detects that the SCEF has returned a Device triggering delivery report notification to the
SCS/AS with a cause value indicating the trigger delivery outcome (e.g. succeeded, unknown or failed).

Accordingly, the IRI-POI in the SCEF generates the xIRI when any of the following events is detected:

- SCEF sends a Device triggering delivery report notification to inform the SCS/AS on the delivery outcome of
the device trigger (see TS 29.122 [63] clause 5.7).

-  SMS-SC sends a T4 Delivery-Report-Request (DRR) to the SCEF with User-ldentifier matching the IMSI of the
target UE as specified in TS 29.337 [60] clause 5.2.2.

Table 7.8.3-4: SCEFDeviceTriggerReportNotify record

Field name Value M/C/O
iMSI IMSI associated with the target UE M
mSISDN MSISDN used with the target UE C
externalldentifier External Identifier used with the target UE C
triggerld Identity of the corresponding Device trigger M
deviceTriggerDeliveryResult | Delivery result represents the result of the delivery of a device M

triggering request:

- SUCCESS: The value indicates that the device action request
was successfully completed.

- UNKNOWN: The value indicates any unspecified errors.

- FAILURE: The value indicates that this trigger encountered a
delivery error and is deemed permanently undeliverable.

- TRIGGERED: The value indicates that Device triggering request
is accepted by the SCEF.

- EXPIRED: The value indicates that the validity period expired
before the trigger could be delivered.

- UNCONFIRMED: The value indicates that the delivery of the
device action request is not confirmed.

- REPLACED: The value indicates that the device triggering
replacement request is accepted by the SCEF.

- TERMINATE: The SCEF includes this value in the response for a
successful device triggering cancellation request. The value indicates
that the delivery of the device action request is terminated by the
SCSIAS.

7.8.3.2 Generation of IRl over LI_HI2

When an xIRI isreceived over LI_X2 from the IRI-POI in the SCEF, the MDF2 shall send the IRI message over
L1_HI2 without undue delay. The IRI message shall contain a copy of the relevant record received from L1_X2. The
record may be enriched by other information available at the MDF (e.g. additional location information).
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The timestamp field of the ETSI TS 102 232-1 [9] PSHeader structure shall be set to the time at which the SCEF event
was observed (i.e. the timestamp field of the xIRI).

Table 7.8.3-5 shows the IRI type (see ETSI TS 102 232-1 [9] clause 5.2.10) to be used for each record type.

Table 7.8.3-5: IRI type for messages

Record type IRl Type
SCEFDeviceTrigger REPORT
SCEFDeviceTriggerReplace REPORT
SCEFDeviceTriggerCancellation REPORT
SCEFDeviceTriggerReportNotify REPORT

7.8.4 LI for MSISDN-less MO SMS

7.8.4.1 Generation of xIRI LI_X2 at IRI-POI in SCEF over LI_X2

7.8.4.1.1 General

The IRI-POI present in the SCEF shall send the xIRIsover L1_X2 for each of the eventslisted in TS 33.127 [5] clause
7.11.4.4, the detail s of which are described in the following clauses.

7.8.4.1.2 MSISDN-less MO SMS

The IRI-POI in the SCEF shall generate an xIRI containing a SCEFM S| SDNLessM OSM S record when the IRI-POI
present in the SCEF detects that atarget UE has sent a M SISDN-less MO SMSto an SCS/AS.

Accordingly, the IRI-POI in the SCEF generates the xIRI when any of the following eventsis detected:

- SCEF receives a SGd M O-Forward-Short-M essage-Request (OFR) from an SMS-SC with IMSI matching the
target identifier (see TS 29.338 [59] clause 6.2.1).

- SCEF sends a MsisdnL essM oSmsNotification to the SCS/AS with the External |dentifier of the UE sending the
MSISDN-less SMS (see TS 29.122 [63] clause 5.15).

Table 7.8.4-1: SCEFMSISDNLessMOSMS record

Field name Value M/C/O

iMSI IMSI associated with the target UE C
externalldentifier External Identifier in the form of username@realm and corresponding C

to the identity of the originating SMS party
terminatingSMSParty Identity of the SCS/AS receiving the SMS M
sMS SMS TPDU C
sourcePort port identifying the application of the target UE sending the MSISN-less | C

MO SMS
destinationPort port identifying the application of the SCS/AS which is the recipient of C

the MSISN-less MO SMS

7.8.4.2 Generation of IRl over LI_HI2

When an xIRI isreceived over LI_X2 from the IRI-POI in the SCEF, the MDF2 shall send the IRI message over
LI_HI2 without undue delay. The IRl message shall contain a copy of the relevant record received from L1_X2. The
record may be enriched by other information available at the MDF (e.g. additional location information).

The timestamp field of the ETSI TS 102 232-1 [9] PSHeader structure shall be set to the time at which the SCEF event
was observed (i.e. the timestamp field of the xIRI).

The IRI type parameter (see ETSI TS 102 232-1 [9] clause 5.2.10) shall be included and coded according to table 7.8.4-
2.
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Table 7.8.4-2: IRI type for IRl messages

Record type IRl Type
SCEFMSISDNLessMOSMS REPORT

7.8.5 LI for parameter provisioning
7.85.1 Generation of xIRI LI_X2 at IRI-POI in SCEF over LI_X2

7.85.1.1 General

The IRI-POI present in the SCEF shall send the xIRIs over L1_X2 for each of the eventslisted in corresponding in TS
33.127 [5] clause 7.11.5.4, the details of which are described in the following clauses.

7.8.5.1.2 Communication pattern update

The IRI-POI in the SCEF shall generate an xIRI containing an SCEFCommunicationPatternUpdate record when the
IRI-POI present in the SCEF detects that an SCS/AS has updated the Communication pattern data.

Accordingly, the IRI-POI in the SCEF generates the xIRI when any of the following eventsis detected (See TS 29.122
[63] clause 5.10):

- SCEF receives arequest to provision the communication pattern parameters from an SCS/AS related to the
target UE (PUT).

- SCEF receives arequest to delete the existing communication patterns parameters from an SCS/AS related to the
target UE (DELETE).

- SCEF returns a response (200 OK) containing the communication pattern parameters of the target UE to the
querying SCS/AS (GET).
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Table 7.8.5-1: SCEFCommunicationPatternUpdate record

Field name Value M/C/O

mSISDN MSISDN of the target UE the communication pattern appliesto | C

externalldentifier External Identifier of the target UE the communication pattern C
applies to

periodicCommunicationindicator Identifies whether UE communicates periodically or on 0]
demand

communicationDurationTime Indicates for how long the UE will normally stay in CM- @)
Connected for data transmission expressed in seconds

periodicTime Interval Time of periodic communication in seconds O

scheduledCommunication Time and day of the week when the UE is available for (0]

Time communication, as defined in TS 29.571

scheduledCommunicationType Indicates that the Scheduled Communication Type is Downlink | O
only or Uplink only or Bi-directional

stationarylndication Identifies whether the UE is stationary or mobile (6]

batteryIndication Identifies power consumption criticality for the UE: if the o

UE is battery powered but the battery is not rechargeable/not
replaceable, battery powered with

rechargeable/replaceable battery, or not battery powered.
trafficProfile Identifies the type of data transmission: single packet o]
transmission (UL or DL), dual packet transmission (UL with
subsequent DL or DL with subsequent UL), multiple packets
transmission

expectedUEMovingTrajectory Identifies the UE’s expected geographical movement o]
expectedTimeAndDayOfWeekInTrajectory | Identifies the time and day of week when the UE is expected to | O
be at each location included in the Expected UE Moving

Trajectory
SCSASID SCSJ/AS identity requesting communication pattern update M
validityTime Identifies when the expected UE behavior parameter set @)

expires and shall be deleted. If absent, it indicates that there is
no expiration time for this parameter set

7.8.5.2 Generation of IRl over LI_HI2

When an xIRI isreceived over LI_X2 from the IRI-POI in the SCEF, the MDF2 shall send the IRI message over
LI_HI2 without undue delay. The IRI message shall contain a copy of the relevant record received from L1_X2. The
record may be enriched by other information available at the MDF (e.g. additional location information).

The timestamp field of the ETSI TS 102 232-1 [9] PSHeader structure shall be set to the time at which the SCEF event
was observed (i.e. the timestamp field of the xIRI).

The IRI type parameter (see ETSI TS 102 232-1 [9] clause 5.2.10) shall be included and coded according to table 7.8.5-
2.

Table 7.8.5-2: IRI type for IRl messages

Record type IRl Type
SCEFCommunicationPatternUpdate REPORT

7.9 LI for services encrypted by CSP-provided keys

7.9.1 LI for general AKMA-based service

79.1.1 General

This clause describes basic IRI-intercept for a generic, encrypted service between atarget UE and an application in the
CSP network, making use of AKMA-provided cryptographic keys according to TS 33.535 [65].
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7.9.1.2 Provisioning over LI_X1

79.1.2.1 General
The IRI-POI inthe AAnF (AKMA Anchor Function) and the MDF2 shall be provisioned.

Details of provisioning of an IRI-POI at anetwork internal AF (Application Function) making use of AKMA services
of the AAnF isin general service specific and not part of the present clause. Generally, triggering, rather than
provisioning, could in some cases be necessary for the AF. An application independent generic triggering mechanismis
defined in clause 7.9.1.2.3.

Provisioning of CC-intercept at the AF is service specific and not covered in the present document.

7.9.1.2.2 Provisioning of the IRI-POI in AAnF

The IRI-POI present in the AANnF is provisioned over L1_X1 by the LIPF using the X1 protocol as described in clause
5.2.2.

The IRI-POI in the AANnF shall support the following target identifier formats:
- SUPFI, givenin either SUPIIMSI or SUPINAI formats as defined in ETSI TS 103 120 [6] clause C.2.

Table 7.9.1.2-1 shows the minimum details of the L1_X1 ActivateTask message used for provisioning the IRI POI in
the AANF.

Table 7.9.1.2-1: ActivateTask message for the IRI-POl in the AAnF

ETSI TS 103 221-1 [7] field name Description M/C/O
XID XID assigned by LIPF. M
Targetldentifiers One of the target identifiers listed in the paragraph above. M
DeliveryType Set to "X20nly". M
ListOfDIDs Delivery endpoints for LI_X2 for the IRI-POI in the AMF. These delivery M

endpoints are configured using the CreateDestination message as described
in ETSI TS 103 221-1 [7] clause 6.3.1 prior to the task activation.

7.9.1.2.3 Triggering of the IRI-POI in AF

The IRI POI present in an AF providing services based on identifiers other than SUPI shall be triggered by the IRI-TF
present in the AAnF over LI_T2 using the X1 protocol as described in clause 5.2.2. An AAnF can provide services for
severa different types of applications. Provision could be service/application specific, which can effect whether or not
certain conditional fields are included in the xIRI described below.

When the IRI-TF in the AAnF detects that an A-KID has been associated with a SUPI (see clause 7.9.1.3.2), it shall
send an ActivateT ask message to the IRl POI present in the AF. The same shall apply if the AANnF detects that the A-
KID of atarget changes due to primary authentication. The ActivateTask message shall contain at least the following
information.

Table 7.9.1.2-2: ActivateTask message for triggering the IRI-POIl in the AF

ETSI TS 103 221-1 [7] field name Description M/C/O
XID Allocated by the IRI-TF as per ETSI TS 103 221-1 [7]. M
Targetldentifiers AKID associated with the AKMA Anchor Key (see table 7.9.1.3-3 below). M
DeliveryType Set to “X20nly". M
ListOfDIDs Delivery endpoints for LI_X2. These delivery endpoints shall be configured M

by the IRI-TF in the SMF using the CreateDestination message as described
in ETSI TS 103 221-1 [7] clause 6.3.1 prior to first use.

implicitDeactivationAllowed Shall be set to "True". M
ProductID Shall be set to the XID of the Task Object associated with the interception at |M
the CC-TF. This value shall be used by the CC-POI in the UPF to fill the XID
of X3 PDUs.
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Table 7.9.1.2-3: Target Identifier Types for LI_T3

Identifier type Owner ETSI TS 103 221-1 [7] Definition
Targetldentifier type
AKID 3GPP TargetldentifierExtension / AKID AKID (see XSD schema)

When the IRI POI present in the AF detects that a UE has requested the use of atargeted A-KID, it shall continueto
generate XIRI events for that A-KID until it detects that the UE has requested the use of a different A-KID, at which
point it shall implicitly deactivate the previous Task. In addition, the AAnF may at any time issue a DeactivateT ask
message against the Task, at which point the AF shall cease interception of the A-KID and remove the Task as per ETSI
TS 103 221-1[7] clause 6.2.3.

7.9.1.3 Generation of xIRI at IRI-POI in AAnF over LI_X2

7.9.1.3.1 General

The IRI-POI present in the AANnF shall send the xIRIs over L1_X2 for each of the eventslisted in TS 33.127 [5] clause
7.9.3.1, the details of which are described in the following clauses.

7.9.1.3.2 AANF Anchor Key Register

The IRI-POI in the AANF shall generate an xIRI containing an AAnFAnchorKeyRegister record when the IRI-POI
present in the AANF detects reception of an AKMA-context, i.e. an (A-KID, Kakma)-pair associated with atarget, from
the AUSF, see TS 33.535 [65] clause 7.1.2.

Table 7.9.1.3-1: AAnFAnchorKeyRegister record

Field name Value M/C/O
aKID AKMA Anchor Key Identifier (see TS 33.535 [65] clause 4.4.2). M
SUPI SUPI associated with the A-KID. M
kAKMA AKMA Anchor Key (see TS 33.535 [65] clause 5.1). Shall be included if available | C

NOTE: Whether KAKMA isincluded could also depend on whether
provisioning is general or service specific.

7.9.1.3.3 AANnF AKMA application key get

The IRI-POI inthe AANF shall generate an xIRI containing an AANFAKMAApplicationK eyGet record when the IRI-
POI present in the AANF detects an AKMA application key get from an AF (directly or viaNEF), see TS 33.535 [65],
clauses7.1.3 and 7.3.1.

Table 7.9.1.3-2;: AAnFKAKMAApplicationKeyGet record

Field name Value M/C/O
Type Indicates whether the AF requesting the key is internal to the network or M
external.
aKID AKMA Anchor Key ldentifier. M
keylnfo Key information for the requested derived AF-specific key (see table 7.9.1.3-3). M
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Table 7.9.1.3-3: AFKeyInfo structure

Field name Value M/C/O
aFID AKMA AF identifier of the AF associated with the derived AF-specific key. M
kAF Derived AF-specific key (see TS 33.535 [65] clauses 5.1 and A.4). M
KAFExpTime Expiry time associated with the derived AF-specific key. M
79.1.3.4 AANF Start of intercept with established AKMA key material

The IRI-POI in the AANF shall generate an xIRI containing an
AANFStartOf I nterceptWithEstablishedAKM AKeyMaterial record when the IRI-POI present in the AANF detects that
interception is activated on atarget UE that has already established AKMA key material.

Table 7.9.1.3-4: AAnFStartOfinterceptWithEstablishedAKMAKeyMaterial record

Field name Value M/C/O
aKID AKMA Anchor Key Identifier (currently valid). M
kAKMA AKMA Anchor Key associated with aKID. C
aFKeyList List of all available (aFID, kAF, KAFExpTime)-tuples which are available, have C

not expired and complies with provisioning.

7.9.1.3.5 AANF AKMA context removal

The IRI-POI in the AANF shall generate an xIRI containing an AAnFAKM A ContextRemoval Record when the IRI-POI
present in the AANF receives arequest from an NF to delete AKMA context, see TS 33.535 [65] clause 7.1.4.

Table 7.9.1.3-5: AAnFAKMAContextRemovalRecord record

Field name Value M/C/O
aKID AKMA Anchor Key Identifier. M
nFInstancelD Identity of NF originating the request encoded as per TS 29.571 [17] clause M

5.3.2.
79.1.4 Generation of xIRI at IRI-POI in generic SUPI-based AF using over LI_X2
79.14.1 General

The IRI-POI present in the AF shall send the xIRIsover LI_X2 for each of the eventslisted in TS 33.127 [5] clause
7.9.3.1, the details of which are described in the following clauses.

7.9.1.4.2 AF Application key refresh

The IRI-POI in the AF shall generate an xIRI containing an AFAKM ApplicationK eyRefresh record when the IRI-POI
present in the AF detects that a Kag-key previously obtained from an AAnF is being locally refreshed by the Ua*
security protocol in use, see TS 33.535 [65] clause 6.4.3.

Table 7.9.1.4-1: AFAKMAApplicationKeyRefresh record

Field name Value M/C/O
aFID AKMA AF identifier. M
aKID AKMA Anchor Key Identifier. M
kAF New value of the AF-specific key, after refresh. M
uaStarParams Set of new Ua* security protocol parameters associated with kKAF, if updated. C
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7.9.1.4.3 AF Start of intercept with established AKMA application key

The IRI-POI in the AF shall generate an xIRI containing an AFStartOf I nterceptWithEstablishedAKMAA pplicationK ey
record when the IRI-POI present in the AF detects interception is being triggered on atarget UE that has already
established AKMA application key.

Table 7.9.1.4-2: AFStartOfinterceptWithEstablishedAKMAApplicationKey record

Field name Value M/C/O
aFFQDN FQDN-part of AKMA AF identifier. M
aKID AKMA Anchor Key Identifier. M
kAFParamList List of all available all AFSecurityParams (see table 7.9.1.4-3) which have not M

expired and where the Ua* security protocol parameters corresponds to the set
of security parameters used on the Ua* security protocol instance associated
with Kar, see TS 33.127 [5] clause 7.9.3.1.5.

NOTE: At least one such tuple exists when this event occurs.

Table 7.9.1.4-3: AFSecurityParams structure

Field name Value M/C/O
aFID AF identifier. M
aKID AKMA Anchor Key Identifier. M
kAF AKMA derived AF-specific key associated with aKID and Ua* security protocol. M
uaStarParams Set of Ua* security protocol parameters after complete establishment/update. M

NOTE: Genericand TLS 1.2 [66] specific formats are provided in Annex A.

79.1.4.4 AF Auxiliary security parameter establishment

The IRI-POI in the AF shall generate an xIRI containing an AFAuxiliarySecurityParameterEstablishment record when
the IRI-POI present in the AF detects that security parameters for the Ua* security protocol in use have been established
with the target UE, or, when they have been updated without the associated AKMA application key having been
refreshed according to clause 7.9.1.4.3.

Table 7.9.1.4-4: AFAuxiliarySecurityParameterEstablishment record

Field name Value M/C/O
aFSecurityParams | Auxiliary security parameters established (see table 7.9.1.4-3). M
7.9.1.45 AF Application key removal

The IRI-POI in the AF shall generate an xIRI containing an AFApplicationKeyRemoval record when the IRI-POI
present in the AF detects that an AKM A-derived AF-specific key is deleted or otherwise decommissioned.

Table 7.9.1.4-5: AFApplicationKeyRemoval record

Field name Value M/C/O
aFID AF identifier. M
aKID AKMA Anchor Key Identifier associated with removed key. M
removalCause Reason for the removal of the application key. M

7.9.15 Generation of IRl over LI_HI2

When an xIRI isreceived over LI_X2 from the IRI-POI in the AAnF or AF, the MDF2 shall send the IRl message over
LI_HI2 without undue delay. The IRI message shall contain a copy of the relevant record received from L1_X2. The
record may be enriched by other information available at the MDF.
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The timestamp field of the ETSI TS 102 232-1 [9] PSHeader structure shall be set to the time at which the AAnNF/AF
event was observed (i.e. the timestamp field of the xIRI).

Table 7.9.1.5-1 shows the IRI type (see ETSI TS 102 232-1 [9] clause 5.2.10) to be used for each record type.

Table 7.9.1.5-1: IRI type for AAnF originated messages

Record type IRl Type
AAnFAnchorKeyRegister BEGIN
AAnFKAKMAApplicationKeyGet CONTINUE
AAnFStartOfinterceptWithEstablishedAKMAKeyMaterial |BEGIN
AAnFAKMAContextRemovalRecord END

IRl messages associated with the same AKID from the same AANF shall be assigned the same CIN.

Table 7.9.1.5-2: IRI type for AF originated messages

Record type IRl Type
AFAKMAApplicationKeyGet BEGIN
AFAKMAApplicationKeyRefresh CONTINUE
AFStartOfinterceptWithEstablishedAKMAApplicationKey |BEGIN
AFAuxiliarySecurityParameterEstablishment CONTINUE
AFApplicationKeyRemoval END

IRI messages associated with the same AKID from the same AF shall be assigned the same CIN.

7.10 LI in VPLMN for IMS-based services with home-routed
roaming

7.10.1 Background

This clause defines protocol and procedures to support the L1 inthe VPLMN for IM S-based services with home-routed
roaming architecture where IMS signaling (e.g. CSCFs) and media functions (e.g. IMS-AGW) arein the HPLMN. The
scope of LI functions defined here are the following in the VPLMN:

- IMS-based voice services.
- SMSover IP.
For IM S-based voice services and the SMS over |P, the target can be an inbound roaming UE or anon-local 1D.

Asdefined in TS 33.127 [5] clause 7.4.7.4.2, LMISF-IRI, LMISF-CC, BBIFF-C and BBIFF-U handle the LI in the
VPLMN for IMS-based services with home routed roaming architecture.

NOTE 1: When N9 isthe interface between the two PLMNSs for the user plane data, the LI architectureis referred
toasN9HR LI. With N9HR LI, the BBIFF-C is present in the SMF and the BBIFF-U is present in the
UPF.

NOTE 2: When S8 isthe interface between the two PLMNs for the user plane data, the L1 architecture is referred to
as S8HR LI. With S8HR LI, the BBIFF-C and BBIFF-U are combined into BBIFF and is present in the
SGW. When SGW is deployed with CUPS, the S8U is the interface between the two PLMNs for the user
plane data and in this case, the BBIFF-C is present in the SGW-C and BBIFF-U is present in the SGW-U.

This clause usestheterm "HR LI" in referring to the common functions associated with the NO9HR LI and S8HR LI
collectively.

The HR LI includes two phases of LI processing with the following scope:
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- Phasel-Initial configuration and target checking, appliesto all in-bound roaming UESs with home-routed
roaming and using IM S-based services. No interception is done in this phase.

- Phase 2 - Appliesto specific target UEs or UEs in communication with atarget non-local ID. Interceptionis
donein this phase.

The details of the above two phases of LI processes are described in TS 33.127 [5] clause 7.4.7.4.11.

7.10.2 Backward compatibility

The present document provides two options for stage 3 definitions for implementing SBHR LI
- UseLl_X1,LI_X2and LI_X3 interfaces specified below in the present document.
- Use TS 33.107 [36] natively as defined in that document.

In both cases, the present document specifies the stage 3 for the LI_HI1 and L1_HI2 interfaces. Only the first option
indicated aboveis used for N9HR LI.

7.10.3 HRLIPhasel

7.10.3.1 Overview

The Phase-1 of HR LI that appliesto all inbound roaming UESs with home-routed roaming using the IM S-based services
include the functions that revolve around the following interfaces (see TS 33.127 [5]):

- LI_X1: Used by the LIPF to provision the BBIFF-C/BBIFF and optionally, the LMISF-IRI to enable the same
for HR LI (akainitia configuration of HR LI).

- LI_T3: Used by the BBIFF-C to instruct the BBIFF-U to capture and deliver the IMS signaling related user
plane packets of inbound roaming UEs to the LMISF-IRI.

- LI_X2 LITE: Used by the BBIFF-C/BBIFF to carry the control plane information (e.g. packet data connection
related notifications, UE location) to LMISF-IRI for inbound roaming UES.

- LI_X3 LITE_S: Used by the BBIFF-U/BBIFF to forward the IMS signalling related user plane packets of
inbound roaming UEs to the LMISF-IRI.

Thetriggering interface LI_T3 isnot used in the case of BBIFF in SGW. TheLl_X3 LITE Sisasousedin HR LI
Phase-2.

7.10.3.2 Provisioning over LI_X1

7.10.3.2.1 General

For Phase-1 of HR LI, the following LI functions are provisioned over L1_X1 by the LI1PF using the X1 protocol
defined in ETSI TS 103 221-1 [7] with the LIPF playing the role of ADMF and the following L1 functions playing the
role of NE as per the reference model depicted in ETSI TS 103 221-1[7]:

- BBIFF-C present in the SMF.

- BBIFF-C present in the SGW-C.
- BBIFF present in the SGW.

- LMISF-IRI.

Asdescribed in clause 7.10.1, the Phase-1 of HR LI appliesto all inbound roaming UESs that use the IM S-based services
with home-routed roaming. The target identities"HR" and "IM SSignaling" are used for Phase-1 of HR L1I.

7.10.3.2.2 Provisioning of BBIFF-C and BBIFF
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The minimum details of LI_X1 ActivationTask message is shown in table 7.10.3.2-2.

Table 7.10.3.2-1: Void

Table 7.10.3.2-2: ActivateTask message for activating BBIFF-C and BBIFF

ETSI TS 103 221-1 field name Description M/C/O

XID Shall be set to a value assigned by the LIPF. This shall be same as the XID M
used for ActivateTask as shown in table 7.10.3.2-4 when LMISF-IRI is
configured using the ActivateTask.

Targetldentifiers Shall contain Target Identifiers of type "HR" and "IMSSignaling" (see table M
7.10.3.2-3).

DeliveryType Set to "X2andX3". M

ListOfDIDs Shall give the DID of the LMISF-IRI to which the xIRI and xCC should be M
delivered. The delivery endpoint is configured using the CreateDestination
message as described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to the task
activation.

Table 7.10.3.2-3: Target Identifier Type for enabling HR LI
Identifier type ETSI TS 103 221-1 [7] Targetldentifier type Definition
HR TargetldentifierExtension /HR Empty tag (see XSD schema)
IMSSignaling TargetldentifierExtension/IMSSignaling Empty tag (see XSD schema)
7.10.3.2.3 Provisioning of LMISF-IRI

The LMISF-IRI islisted as the delivery endpoint over LI_X2_ LITE for xIRI generated by the BBIFF-C/BBIFF and for
the xCC generated by the BBIFF-U/BBIFF.

The provisioning of LMISF-IRI isto enable it to receive the xIRIs and XCC sent from the BBIFF-C (SMF, SGW-C),
BBIFF-U (UPF, SGW-U) and BBIFF (SGW). As an aternate deployment option, LMISF-IRI may be presumed to be
enabled to receive such xIRI/xCC by default. This clause does not apply to such alternate deployment option.

Table 7.10.3.2-4 shows the minimum details of the LI_X1 ActivateTask message used for provisioning the LMISF-IRI

for Phase-1.

Table 7.10.3.2-4: ActivateTask message for activating the LMISF-IRI for Phase-1

ETSI TS 103 221-1 field name Description M/C/O

XID Shall be set to a value assigned by the LIPF. This shall be same as the XID M
used for ActivateTask as shown in table 7.10.3-2.

Targetldentifiers Shall contain two Target Identifiers of type "HR" and "IMSSignaling” (see table |M
7.10.3.2-3).

DeliveryType Set to "X2andX3". M
LMISF-IRI shall use this only to enable the receiving of xIRI and xCC from the
BBIFF-C/BBIFF.

ListOfDIDs Shall be given as an empty list, since DIDs are not required in LMISF-IRI for M

Phase-1.

7.10.3.3 Generation of xIRI over LI_X2_LITE

7.10.3.3.1 General

LI_X2_LITE isan interface between the BBIFF-C/BBIFF to the LMISF-IRI. The xIRIs are generated at the BBIFF-
C/BBIFF and are sent over LI_X2_LITE interface to the LMISF-IRI. These xIRIs are applicable to HR LI Phase-1

only.
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For N9HR L1, the BBIFF-C present in the SMF shall generate the xIRIs as described in clause 7.10.3.3.2. For S8HR LI,
the BBIFF-C present in the SGW-C and BBIFF present in the SGW shall generate the XIRIs as defined in clause
7.10.3.3.3.

The xIRIs are generated only when the following prior conditions are met:

- ActivateTask with target identity "HR" and "IMSSignaling" is received with X2 being included in the delivery
type.

- TheMCC + MNC of the Operator Identifier field of the DNN (for N9HR) or APN (for S8HR) is different from
the MCC+MNC configured in the SMF (N9HR) or SGW-C/SGW (S8HR) - see TS 29.502 [16], clause 6.1.6.2.2
and 23.003 [19] clause 9.1.2.

- The Network Identifier field of DNN (for NOHR) or APN (for SBHR) contains"IMS" (IMS services) - see
GSMA IR.88 [67].

Thefirst point isindicating that HR L1 is enabled (see clause 7.10.3.2.2). The second point istelling that the UE isan
inbound roamer with home-routed based roaming. The third point istelling that the PDU session/PDN connection is for
IMS services.

7.10.3.3.2 NOHR LI

The BBIFF-C present in the SMF shall generate the following xIRI when the prior conditions defined in clause
7.10.3.3.1 are met:

- N9HRPDUSess oninfo.

The main purpose of the xIRI isto report the UE location, PDU session ID and the SMF identity. The scenarios that
result in the above xIRI are listed below and apply to all inbound roaming UEs with home-routed roaming and using
IMS services:

- PDU session is established with the creation of a default QoS flow for IMS signaling.
- PDU session is modified with the creation of a dedicated QoS flow used for IMS media.
- PDU session is modified with the updates to the QoS flow.

- PDU session is modified with the deleting of dedicated QoS flow used for IMS media.
- PDU session is deleted.

- MA PDU session is created, modified or deleted.

- SMF relocation.

- New UE location due to UE requested or network initiated service reguest.

- New UE location due to hand-over situations including EPS to 5GS handover.

- New UE location due to tracking area updates or routing area updates.

- New SMF from the SMF set istaking over the PDU session.

- HR LI isenabled with an established PDU session.

The exact trigger for the xIRI is subject to implementation, however, the following can be used as a general guidance
along with observing the prior conditions listed in clause 7.10.3.3.1:

- SMF receivesthe Nsmf_PDU_Session Create response message with n1SminfoToUe | E containing the PDU
SESSION ESTABLISHMENT ACCEPT (see TS 29.502 [16]) from the H-SMF and sends the NAS message
(viaAMF) PDU SESSION ESTABLISHMENT ACCEPT to the UE as a part of PDU session establishment
procedures. This may also happen with MA PDU session establishment procedures, or during handover
procedures with access type change, or as a part of SMF relocation procedures.

- SMF receives an Nsmf_PDUSession_UpdateSM Context request from the AMF with a new UE location. This
may happen whenever a PDU session or a MA PDU session is modified with the addition, modification or
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deletion of adedicated QoS flow. This may also happen for UE-initiated or network-initiated service request
procedures, or as a part of the handover procedures, or as a part of the tracking area update procedures.

- When anew SMF (e.g. in the SMF set) takes over the control for the PDU session.

- When an ActivateTask is received from the LIPF over LI_X1 (see clause 7.10.3.2.2) to enable the HR LI, the
BBIFF-C present in the SMF detects that a PDU session for IMS servicesis already established for an inbound
roaming UE with home-routed roaming.

NOTE: The sending of xIRI for each already established PDU session may result in a significant number of xIRI
messages from the BBIFF-C to the LMISF-IRI.

The contents of xIRI N9HRPDU Sessionlnfo record is shown in table 7.10.3.3-1 below.

Table 7.10.3.3-1: Payload of N9HRPDUSessionInfo record

Field name Description M/C/O

sUPI SUPI associated with the PDU session (e.g. as provided by the AMF in the M
associated Nsmf PDU Session_CreateSMContext service operation).

pEl PEI associated with the PDU session, if available. C

pDUSessionlD PDU Session ID. See TS 24.501 [13] clause 9.4. M

location UE location information provided by the AMF. C

sSNSSAI Slice identifiers associated with the PDU session, if available. See TS 23.003 |[C
[19] clause 28.4.2 and TS 23.501 [2] clause 5.12.2.2.

dNN Data Network Name associated with the UE traffic, as defined in TS 23.003[19] [C
clause 9A and described in TS 23.501 [2] clause 4.3.2.2. Shall be given in
dotted-label presentation format as described in TS 23.003 [19] clause 9.1.

messageCause Included to indicate why the xIRI is generated (see table 7.10.3.3-2). M

Table 7.10.3.3-2: messageCause details

Field name Description
pDUSessionEstablished [Indicates that the PDU session is established.
pDUSessionModified Indicates that the PDU session is being modified.
pDUReleased Indicates that the PDU session is being released.
updatedLocationAvailable [Indicates that an updated UE location is available
sMFChanged Indicates that the SMF that is handling the PDU session is changed.
other Indicates that cause is other than those listed elsewhere in this table.
hRLIEnabled Indicates that the HR LI is enabled after the PDU session for IMS services

is established.

The xIRIs shall include the Network Function ID (NFID), a conditional attribute field as defined in ETSI TS 103 221-2
[8], with the V-SMF identity.

Handling of this xIRI within the LMISF-IRI is described in clause 7.10.3.4.

7.10.3.3.3 S8HR LI

The BBIFF-C present in the SGW-C and BBIFF present in the SGW shall generate the following xIRI for the purpose
of S8HR LI when the prior conditions defined in clause 7.10.3.3.1 are met:

- S8HRBearerinfo.

The main purpose of the xIRI isto report the UE location and the SGW/SGW-C identity to the LMISF-IRI. ThisxIRI is
generated for the following scenarios that apply to al inbound roaming UESs with home-routed roaming and using IMS
Services:

- PDN connection is established with the creation of a default bearer for IMS signaling.
- Dedicated bearer is activated for the for IMS media.
- Dedicated bearer is updated for IMS media.
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Dedicated bearer is deactivated for IMS media.

PDN is disconnected.

SGW-C/SGW relocation.

New UE location due to UE requested or network initiated service request.
New UE location due to hand-over situations including 5GS to EPS handover.
New UE location due to tracking area updates or routing area updates.

HR LI is enabled with an established PDN connection with the creation of a default bearer.

The exact trigger for the xIRI is subject to implementation, however, the following can be used as a general guidance
observing the prior conditions listed in clause 7.10.3.3.1:

SGW-C/SGW receives a Create Session Response from the PGW-C/PGW and forwards the same to the MME as
apart of PDN connection establishment procedures that creates the default bearer used for IMS signaling or as a
part of the handover procedures that results in the SGW-C/SGW relocation or 5GS to EPS rel ocation.

SGW-C/SGW receives a Create Session Response from the MME and forwards the same to the PGW-C/PGW as
apart of dedicated bearer activation procedure on a PDN connection used for IMS media.

SGW-C/SGW receives an Update Bearer Response from MME and forwards the same to the PGW-C/PGW as a
part of bearer update procedures with or without the bearer update QoS.

SGW-C/SGW receives a Delete Bearer Response from MME and forwards the same to the PGW-C/PGW as a
part of bearer deactivation procedure.

SGW-C/SGW receives a Delete Session Reguest from the MME and forwards the same to the PGW-C/PGW as
apart of PDN disconnection procedures. The procedures potentially have the last known UE location.

SGW-C/SGW receives a Create Session Reguest from the MME and sends a Modify Bearer Request to the
PGW-C/PGW as a part of tracking area/routing area update procedures with a change of SGW-C/SGW. The
procedures potentialy have a new UE location.

SGW-C/SGW receives a Modify Bearer Request from the MME and sends the same to the PGW-C/PGW as a
part of Service Request handling procedures, or hand-over procedures, or tracking area/routing area update
procedures without a change in the SGW-C/SGW. The procedures potentially have a new UE location.

When an ActivateTask is received from the LIPF over L1_X1 (see clause 7.10.3.2.2) to enable the HR LI, the
BBIFF-C/BBIFF present in the SGW-C/SGW detects that a PDN connection with a default bearer used for IMS
servicesis already established for an inbound roaming UE with home-routed roaming.

NOTE: The sending of xIRI for each already established PDN connection may result in a significant number of

XIRI messages from the BBIFF-C/BBIFF to the LMISF-IRI.

The details of the xIRI SBHRBearerInfo record is defined in table 7.10.3.3-3 below.

Table 7.10.3.3-3: Payload for SBHRBearerInfo record

Field name Description M/C/O
iMSI IMSI associated with the PDN connection on which a bearer is created. M
iMEI IMEI associated with the PDN connection on which a bearer is created, if C

available.
bearerID The identity of the EPS bearer. M
linkedBearerID The identity of the default bearer when the bearerlD is for dedicated bearer. C
location Location information provided by the MME. C
aPN Packet Data Network to which the connection is being made, as defined in TS |C
23.003[19] clause 9A and described in TS 23.401 [50] clause 4.3.2.2.
Applicable for PDN connection establishment. Shall be given in dotted-label
presentation format as described in TS 23.003 [19] clause 9.1.
sGWIPAddress IP Address of the SGW-C or SGW as applicable and when available. C
messageCause Included to indicate why the xIRI is generated (see table 7.10.3.3-4). M
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Table 7.10.3.3-4: messageCause details

Field name Description
bearerActivated Indicates that the bearer is activated (default or dedicated).
bearerModified Indicates that the bearer is being modified.
bearerDeleted Indicates that the bearer is being deactivated.
pDNDisconnected Indicates that the PDN is disconnected.
updatedLocationAvailable [Indicates that an updated UE location is available.
sGWChanged Indicates that the SGW that is handling the PDN connection is changed.
other Indicates that cause is other than those listed elsewhere in this table.
hRLIEnabled Indicates that the HR LI is enabled after the PDN connection with default

bearer for IMS services is established.

All of the xIRIs listed above shall also include the Network Function ID (NFID), a conditional attribute field as defined
in ETSI TS 103 221-2 [8], with the SGW-C/SGW identity.

Handling of this xIRI within the LMISF-IRI is described in clause 7.10.3.4.

7.10.3.4 LMISF-IRI handling of xIRIs received over LI_X2 LITE

7.10.3.4.1 Handling of xIRIs

The LMISF-IRI that receives the xIRI, NOHRPDU Sessionl nfo record shall store or update the record with the
information received in the xIRI (e.g. UE location) as applicable, for the future handling.

The LMISF-IRI that receives the xIRI, SSHRBearerInfo record shall store or update the record with the information
received in the xIRI (e.g. UE location) as applicable, for the future handling.

The stored record isreferred to LI_X2_LITE record in the present document.

7.10.3.4.2 Handling of the stored record

For the NOHR LI related L1_X2 LITE records, the LMISF-IRI shall use the SUPI and PDU Session ID to uniquely
associate a record with the inbound roaming UE.

For SBHR LI related LI_X2 LITE records, the LMISF-IRI shall usethe IMSI, Linked Bearer ID or the Bearer ID
(when the Linked Bearer ID is not present) to uniquely associate a record with the inbound roaming UE.

7.10.3.5 Triggering of BBIFF-U from BBIFF-C over LI_T3

7.10.3.5.1 General

With HR LI Phase-1, the user plane packets from the IMS signaling channel are delivered to the LMISF-IRI for all
inbound roaming UEs with home-routed roaming.

When BBIFF is separated into BBIFF-C and BBIFF-U, these user plane packets are captured at the BBIFF-U. In order
to enable the BBIFF-U to do that function, the BBIFF-C triggers the BBIFF-U over the LI_T3 interface.

The BBIFF-U deliversthe user plane from the IMS signaling channel over the LI_X3_LITE-S interface to the LMISF-
IRI.
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7.10.3.5.2 NOHR LI

When the BBIFF-C present in the SMF detects that a PDU session is established with IMS signaling related QoS Flow
for an inbound roaming UE with home-routed roaming, it shall send an activation message to the BBIFF-U present in
the UPF over the L1_T3 interface with the associated QFI value.

The exact point at which the trigger is sent is left to the implementation (preferably, when the SMF receives the N4:
Session Establishment/M odification Response from the UPF), however, the BBIFF-C can send the trigger only when
the following conditions are met:

- ActivateTask with target identity "HR" and "IMSSignaling” is received with X3 being included in the delivery
type.

- TheMCC + MNC of the Operator Identifier field of the DNN is different from the MCC+MNC configured in
the SMF - see TS 29.502[16] clause 6.1.6.2.2 and 23.203 [19] clause 9.1.2.

- The Network Identifier field of DNN contains"IMS" (IMS services) - see GSMA IR.88 [67].
- The5QI value associated with the QoS Flow is5 — see GSMA NG.114 [68].

Thefirst point isindicating that N9HR L1 is enabled (see clause 7.10.3.3.1) with a need to capture and deliver the IMS
signaling related user plane packets. The second point istelling that the UE is an inbound roamer with Home Routed
based roaming. The third point istelling that the PDU session is established for IMS services. The fourth point istelling
that the IMS signaling related QoS Flow is established.

If the PDU session for IMS servicesis aready established for an inbound roaming UE with Home-Routed based
roaming when the above indicated ActivateTask is received, then the BBIFF-C shall send the trigger at the time
Activation Task is received from the LI PF.

The details of ActivateTask sent to the BBIFF-U are shown in table 7.10.3.5-1.

Table 7.10.3.5-1: ActivateTask message for triggering the BBIFF-U in the UPF

ETSI TS 103 221-1 [7] field name Description M/C/O
XID Shall be set to the XID of the Task Object associated with the interception at |M

the BBIFF-C.
Targetldentifiers Packet detection criteria as determined by the BBIFF-C in the SMF, which M

enables the BBIFF-U to isolate user-plane packets. The BBIFF-U in the UPF
shall support the identifier types given in table 6.2.3-7. The target identity
type of PDR ID shall be mandatory. The BBIFF-C in SMF shall use the QFI
associated with the IMS signaling (5QI = 5) related QoS flow to populate the
QFI field within the PDI of PDR ID.

DeliveryType Set to "X30nly". M

ListOfDIDs Shall give the DID of the LMISF-IRI to which the xCC should be delivered. M
The delivery endpoint is configured using the CreateDestination message as
described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to the task activation.

CorrelationID Correlation ID to assign to X3 PDUs generated by the BBIFF-U in the UPF. |M
This field is populated with the same CorrelationID the BBIFF-C in the SMF
uses for the associated xIRI.

When the BBIFF-C present in the SMF detects that the PDU session is released (e.g. when SMF receives the N4:
Session Release Response from the UPF), it shall send a deactivation message to the BBIFF-U present in the UPF over
the LI_T3interface, if thetask is still active in the BBIFF-U.

The BBIFF-C shall also send the deactivation message to the BBIFF-U when a DesctivateTask is received from the
LIPF for the XID if the task is still active in the BBIFF-U.

7.10.3.5.3 S8HR LI

When the BBIFF-C present in the SGW-C detects that the default bearer used for IMS signaling is activated on the
PDN connection for an inbound roaming UE with home-routed roaming, it shall send an activation message to the
BBIFF-U present in the SGW-U over the LI_T3 interface.
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The exact point at which the trigger is sent isleft to the implementation (preferably, when the SGW-C receives the Sx:
Session Establishment/M odification Response from the SGW-U). However, the BBIFF-C can send the trigger only
when the following conditions are met:

- ActivateTask with target identity "HR" and "IMSSignaling” is received with X3 being included in the delivery
type.

- The MCC + MNC of the Operator Identifier field of the APN is different from the MCC+MNC configured in the
SGW/SGW-C - see TS 29.502 [16] clause 6.1.6.2.2 and 23.203 [19] clause 9.1.2.

- The Network Identifier field of APN contains"IMS" (IMS services) - see GSMA IR.88 [67].
- The QCI value associated with the default bearer is5 — see GSMA NG.114 [68].

Thefirst point isindicating that SBHR L1 is enabled (see clause 7.10.3.3.1) with a need to capture and deliver the IMS
signaling related user plane packets. The second point istelling that the UE is an inbound roamer with Home Routed
based roaming. The third point istelling that the PDN connection is established for IMS services. The fourth point is
telling that the IMS signaling bearer is activated.

If the default bearer (for IMS signaling bearer) on the PDN connection is already established for an inbound roaming
UE with Home-Routed based roaming when the above indicated ActivateTask is received, then the BBIFF-C shall send
thetrigger at the time Activation Task isreceived from the LIPF.

The details of ActivateTask sent to the BBIFF-U present in the SGW-U are shown in table 7.10.3.5-2.

Table 7.10.3.5-2; ActivateTask message for triggering the BBIFF-U in the SGW-U

ETSI TS 103 221-1 [7] field name Description M/C/O
XID Shall be set to the XID of the Task Object associated with the interception at |M

the BBIFF-C.
Targetldentifiers Packet detection criteria as determined by the BBIFF-C in the SGW-C, which |M

enables the BBIFF-U in SGW-U to isolate user-plane packets. The BBIFF-U
in the SGW-U shall support the identifier types given in table 6.2.3-7. The
target identity type of PDR ID shall be mandatory. The BBIFF-C in SGW-C
shall use the F-TIEDs associated with the IMS signaling (QCI = 5) related
default bearer to populate the F-TEID field within the PDI of PDR ID.

DeliveryType Set to "X30nly". M

ListOfDIDs Shall give the DID of the LMISF-IRI to which the xCC should be delivered. M
The delivery endpoint is configured using the CreateDestination message as
described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to the task activation.

CorrelationID Correlation ID to assign to X3 PDUs generated by the BBIFF-U in the SGW- |M
U. This field is populated with the same CorrelationID the BBIFF-C in the
SGW-C uses for the associated xIRI.

When the BBIFF-C present in the SGW-C detects that the PDN connection is released (e.g. when SGW-C receives the
Sx: Session Release Response from the SGW-U), it shall send a deactivation message to the BBIFF-U present in the
SGW-U over the LI_T3 interface, if the task is still active in the BBIFF-U.

The BBIFF-C present in the SGW-C shall also send the deactivation message to the BBIFF-U present in the SGW-U
when a DeactivateTask is received from the LIPF for the XID if the task is till active in the BBIFF-U.

7.10.3.6 Generation of xCC over LI_X3_LITE_S
7.10.3.6.1 BBIFF-U

The BBIFF-U in UPF and the BBIFF-U in SGW-U shall send the xCC over LI_X3 LITE_Sfor each of the packet
matching the criteria specified in the Triggering message (i.e. Activate Task message) received over the LI_T3 from the
BBIFF-C.
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7.10.3.6.2 BBIFF

The BBIFF present in the SGW shall send the xCC over LI_X3 _LITE_Sfor each of the packet from the default bearer
with the QCI value of 5 (GSMA NG.114 [68]) with following other conditions:

- ActivateTask with target identity "HR" and "IMSSignaling" is received with delivery type "X30nly".

- The MCC + MNC of the Operator Identifier field of the APN is different from the MCC+MNC configured in the
SGW - see TS 29.502 [16], clause 6.1.6.2.2 and 23.203 [19] clause 9.1.2.

- The Network Identifier field of APN contains"IMS" (IMS services) - see GSMA IR.88 [67].

Thefirst point isindicating that SBHR LI is enabled (see clause 7.10.3.2.2) with a need to capture and deliver the IMS
signaling related user plane packets. The second point istelling that the UE is an inbound roamer with Home Routed
based roaming. The third point istelling that the PDN connection is established for IMS services.

The BBIFF in SGW uses the QCI value of 5 (GSMA NG.114 [68]) to identify that the packets are from the IMS
signaling bearer.

7.10.3.6.3 X3 PDU format

Each X3 PDU shall contain the contents of the user plane packet given using the GTP-U, IP or Ethernet payload format.
The BBIFF-U/BBIFF shall set the payload format to indicate the appropriate payload type (5 for 1Pv4 Packet, 6 for
IPv6 Packet, 12 for GTP-U Packet as described in ETS| TS 103 221-2 [8] clauses 5.4 and 5.4.13.

7.10.3.7 LMISF-IRI handling of XxCC received over LI_X3 LITE_S

The LMISF-IRI shall extract the IMS signaling messages (i.e. SIP messages) from the xCC received over the
LI_X3_LITE_Sfromthe BBIFF-U/BBIFF.

The LMISF-IRI shall examine the extracted SIP message for atarget match as described in clause 7.10.4.2. If no match
isfound, then the LMISF-IRI shall store the extracted SIP message for alater use. If amatch is found, then the LMISF-
IRI shall proceed according to clause 7.10.4.3.

The record that stores the SIP messageisreferredtoasLl_X2 LITE_Srecord.

7.10.4 HR LI Phase 2

7.10.4.1 Overview

The Phase-2 of HR LI that applies to inbound roaming target UES that use IM S-based services with home-routed
roaming or the inbound roaming UESs that use IM S-based services with home-routed roaming to communicate with the
target non-local 1D include the functions that revolve around the following interfaces.

- LI_X12: Used by the LIPF to provision the LMISF-IRI, MDF2 and MDF3 with the LI information for a target.

- LI_T1: Used by the LMISF-IRI to instruct the BBIFF-C/BBIFF that IMS media related user plane packets of
target's communication need to be captured and delivered to the LMISF-CC.

- LI_T3: Used by the BBIFF-C to instruct the BBIFF-U to capture and deliver the IMS mediarelated user plane
packets of target's communication to the LMISF-CC.

- LI_X3 LITE_S: Used by the BBIFF-U/BBIFF to forward the IMS signalling related user plane packets of
inbound roaming UEs to the LMISF-IRI.

- LI_X3 _LITE_M: Used by the BBIFF-U/BBIFF to forward the IMS mediarelated user plane packets of target's
communication to the LMISF-CC.
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The triggering interface LI_T3 isnot used in the case of BBIFF in SGW. TheLl_X3 LITE Sisaso used for HR LI
Phase-1.

7.10.4.2 Provisioning over LI_X1

7.10.4.2.1 General

For Phase-2 of HR LI, the following LI functions are provisioned over L1_X1 by the LI1PF using the X1 protocol
defined in ETSI TS 103 221-1 [7] with the LIPF playing the role of ADMF and the following L1 functions playing the
role of NE as per the reference model depicted in ETSI TS 103 221-1[7].

- LMISF-IRI.
- MDF2.
- MDF3.

Asdescribed in clause 7.10.1, the Phase-2 of HR L1 applies to inbound roaming target UESs that use IM S-based services
with home-routed roaming or the inbound roaming UEs that use IM S-based services with home-routed roaming to
communicate with the target non-local ID. The following target identities are used for Phase-2 of HR LI:

- IMPU.

- IMPI.

- PEIIMEL
- IMEL

The target identity in the IMPI format may contain a value derived from a SUPI or an IMSI. The target identity in the
IMPU format containing a SIP URI or TEL URI may contain a value derived from a GPSI, MSISDN, an E.164 number,
or IMSI. Only IMPU is used for target non-local I1D. For triggered LALS, the LTF function associated with LMISF-IRI
(seeclause 7.3.1 and Annex G) is provisioned with the target identity of IMPU.

7.10.4.2.2 Provisioning of LMISF-IRI

The LMISF-IRI shall be provisioned over LI_X1 by the LIPF for target based interception of IMS servicesin the
VPLMN with home-routed roaming.

Thetarget identities listed in clause 7.10.4.2.1 shall apply for the provisioning of LMISF-IRI with LMISF-IRI playing
the combined role of IRI-POI and CC-TF for the interception of IMS-based servicesin the VPLMN with home-routed
roaming.

The LMISF-IRI shall support the following service scoping from the structure defined in ETSI TS 103 221-1 [7]:
- The enumerated value of "voice" or "messaging" in the service typefield.
- When location reporting is required, one or both of "reportBeginingAndEnd", "reportUponChange”.
" SuspendOnOutboundl nternational Roaming”.

Table 7.10.4.2-1 shows the minimum details of the LI_X1 ActivateTask message used for provisioning the LMISF-IRI
for Phase-2.
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Table 7.10.4.2-1: ActivateTask message for activating LMISF-IRI for Phase-2
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ETSI TS 103 221-1 [7] field name Description M/C/O
XID XID assigned by LIPF. The value used here is different from the value used |M
in ActivateTask shown in table 7.10.3.2-4.
Targetldentifiers One or more of the target identifiers listed in clause 7.10.4.2.1. M
DeliveryType Set to “X20nly”, “X30nly” or “X2andX3" as needed to meet the requirements |M
of the warrant.
ListOfDIDs Delivery endpoints of LI_X2 or LI_X3. These delivery endpoints shall be M
configured using the CreateDestination message as described in ETSI TS
103 221-1 [7] clause 6.3.1 prior to first use.
Using the format defined in ETS TS 103 221 [7] based on the service C

ServiceScoping

scoping listed above the table. When multiple intercepts are activated on a
target identifier, the service scoping shall be the union of all of them.

7.10.4.2.3

Provisioning of the MDF2

The MDF2 listed as the delivery endpoint over L1_X2 for xIRI generated by the LMISF-IRI shall be provisioned over

L1_X1 by the LIPF.

Thetarget identities listed in clause 7.10.4.2.1 shall apply for the provisioning of MDF2.

The MDF2 shall support the following service scoping from the structure defined in ETSI TS 103 221-1[7]:

- The enumerated value of "voice" or "messaging" in the service typefield.

- When location reporting is required, one or both of "reportBeginingAndEnd", "reportUponChange”.

Table 7.10.4.2-2 shows the minimum details of the LI_X1 ActivateTask message used for provisioning the MDF2.

Table 7.10.4.2-2 ActivateTask message for MDF2

ETSI TS 103 221-1 [7] field name Description M/C/O
XID XID assigned by LIPF. M
Targetldentifiers One or more of the target identifiers listed in clause 7.10.4.2.1. M
DeliveryType This value shall be Ignored by the MDF2. M
ListOfDIDs Delivery endpoints of LI_HI2. These delivery endpoints shall be configured M

using the CreateDestination message as described in ETSI TS 103 221-1 [7]
clause 6.3.1 prior to first use.

ListOfMediationDetails Sequence of Mediation Details, See table 7.10.4.2-3. M

Table 7.10.4.2-3: Mediation Details for MDF2

ETSI TS 103 221-1 [7] field name Description M/C/O
LIID Lawful Intercept ID associated with the task. M
DeliveryType Set to "HI20nly". M
ListOfDIDs Details of where to send the IRI for this LIID. Shall be included if deviation C

from the ListofDIDs in the ActivateTask message is necessary. If included,
the ListOfDIDs in the Mediation Details shall be used instead of any delivery
destinations authorised by the ListOfDIDs field in the ActivateTask Message.

ServiceScoping Using the format defined in ETS TS 103 221 [7] include the service scoping C

as applicable to this LIID based on the service scoping listed above the table.

7.10.4.2.4

Provisioning of the MDF3

The MDF3 listed as the delivery endpoint over LI_X3 for xCC generated by the LMISF-CC shall be provisioned over

LI_X1 by the LIPF.

The target identities listed in clause 7.10.4.2.1 shall apply for the provisioning of MDF3.

The MDF3 shall support the following service scoping from the structure defined in ETSI TS 103 221-1 [7]:

- Theenumerated value of "voice" or "messaging” in the service type field.
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- When location reporting is required, one or both of "reportBeginingAndEnd", "reportUponChange”.

Table 7.10.4.2-4 shows the minimum details of the LI_X1 ActivateTask message used for provisioning the MDF3.

Table 7.10.4.2-4 ActivateTask message for MDF3

ETSI TS 103 221-1 [7] field name Description M/C/O
XID XID assigned by LIPF. M
Targetldentifiers One or more of the target identifiers listed in clause 7.10.4.2.1. M
DeliveryType This value shall be Ignored by the MDF3. M
ListOfDIDs Delivery endpoints of LI_HI3. These delivery endpoints shall be configured |M

using the CreateDestination message as described in ETSI TS 103 221-1 [7]
clause 6.3.1 prior to first use.
ListOfMediationDetails Sequence of Mediation Details, See table 7.10.4.2-5. M
Table 7.10.4.2-5: Mediation Details for MDF3

ETSI TS 103 221-1 [7] field name Description M/C/O
LIID Lawful Intercept ID associated with the task. M
DeliveryType Set to "HI3Only". M
ListOfDIDs Details of where to send the IRI for this LIID. Shall be included if deviation C

from the ListofDIDs in the ActivateTask message is necessary. If included,
the ListOfDIDs in the Mediation Details shall be used instead of any delivery
destinations authorised by the ListOfDIDs field in the ActivateTask Message.

ServiceScoping Using the format defined in ETS TS 103 221 [7] include the service scoping C
as applicable to this LIID based on the service scoping listed above the table.

7.10.4.3 Generation of xIRI over LI_X2

7.10.4.3.1 General concepts

The LMISF-IRI extracts the SIP messages that it receives within the xCC from the BBIFF-U/BBIFF over the
LI_X3 LITE S

On the originating end of avoice session, the LMISF-IRI examines the SIP message, the stored LI_X2_LITE record
and the stored L1_X3_LITE_S record to check for the following:

- Whether the calling party identity is atarget.
- Whether the called party identity isatarget non-local 1D.

On the terminating end of a voice session, the LMISF-IRI examines the SIP message, the stored LI_X2_LITE record
and the stored L1_X3_LITE_S record to check for the following:

- Whether the called party identity is atarget.
- Whether the calling party identity is atarget non-local ID.
- Whether the redirecting party identity is atarget non-local ID.

The SIP headers used for identifying a calling party identity, called party identity, redirecting party identity can be same
identities used by the IM S signaling functions with the following additions:

- P-Preferred Identity as calling party identity.

When any of the conditions listed above are true, the LMISF-IRI concludes that target isinvolved in an IMS session
that shall be intercepted. Accordingly, the LMISF-IRI generates the xIRIs and delivers the same to the MDF2 over the
LI_X2.

For IM S-based voice services, if mediainterception isrequired, the LMISIF-IRI sends atrigger for the same to the
BBIFF-C/BBIFF over the LI_T1 interface.
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7.10.4.3.2 Target match

7.10.4.3.2.1 General

When an IMS UE performs an IMS registration (using SIP REGISTER) request, the LMISF-IRI examines the
following for atarget match:

- From header and To header of the SIP REGISTER when the target identity is IMPU.
- SUPI or IMSI stored inthe LI _X2_LITE record when the target identity is IMPI.
- +sip.instance-id of Contact header of the SIP REGISTER when the target identity is PEIIMEI or IMEI.

The LMISF-IRI shall storethe +sip.instance-id inthe LI_X2 LITE_Srecord for later use.

7.10.4.3.2.2 Service type of voice

When an IMS UE originatesan IMS session (using SIP INVITE), the LMISF-IRI examines the following to verify for a
target match:

- P-Preferred Identity header and From header present in the SIP INVITE when the target identity is IMPU.

- Request URI header and To header present in the SIP INVITE when the target identity is IMPU and target is
non-local ID.

- SUPI or IMSI stored inthe LI _X2_LITE record when the target identity isIMPI.

- +sip.instance-id of Contact header received in the SIP REGISTER request when the target identity is PEIIMEI
or IMEI.

When an IMS UE receives an incoming IMS session (using SIP INVITE), the LMISF-IRI examines the following to
verify for atarget match:

- Request URI and To header present in the SIP INVITE when the target identity is IMPU.

- P-Asserted-1d, From header, History Info header and Diversion header present in the SIP header when the target
identity is IMPU and target is non-local ID.

- SUPI or IMSI stored inthe LI_X2_LITE record when the target identity is IMPI.

- +sip.instance-id of Contact header received in the SIP REGISTER request when the target identity is PEIIMEI
or IMEI.

LMISF-IRI may use the Via header or the Route header to determine whether the SIP INVITE isfor an originating IMS
session or aterminating IMS session. LMISF-IRI stores the SIP Call 1d to associate the subsequent SIP messages
received on the same session for atarget match.

For subsequent SIP messages, the LMISF-IRI may usethe stored LI_X3 LITE_Srecord to determine for atarget
match.

7.10.4.3.2.3 Service type of messaging

When the Service Typereceived inthe L1_X1 provisioning is "messaging", the LMISF-IRI examines the SIP
MESSAGE for atarget match as shown below:

- For MO-SMS over IP, P-Preferred Identity header and From header present in the SIP MESSAGE when the
target identity isIMPU.

- For MO-SMSover IP, TP-DA field of SMS-SUBMIT within the M essage-body of SIP MESSAGE when the
target identity IMPU for target non-local ID.

- For MT-SMSover IP, the Request URI and To header present in the SIP MESSAGE when the target identity is
IMPU.
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- For MT-SMSover IP, the TP-OA field or TP-RA field of SMS-SUBMIT within the Message-body SIP
MESSAGE when the target identity IMPU for target non-local ID.
- SUPI or IMSI stored inthe LI _X2_LITE record when the target identity is IMPI.

- +sip.instance-id of Contact header received in the SIP REGISTER request when the target identity is PEIIMEI
or IMEI.

LMISF-IRI may use the Via header or the Route header to determine whether the SIP MESSAGE isfor MO-SM S over
IPor MT-SMS over IP.

7.10.4.3.3 xIRIs

The xIRIs generated at the LMISF-IRI shall be same as the xIRIs generated in the IRI-POIs present in the IMS
signaling functions (see clause 7.12.4.12).

Asdefined in TS 33.127 [5] the LMISF-IRI generates the following xIRIs:
- Encapsulated SIP message.
- Start of interception with an established IM S session.

ThexIRI CC Unavailable defined in TS 33.127 [5] for IMS-based servicesis not applicable to NOHR LI and S8HR L1I.
The encapsulated SIP message is sent using the xIRI I|M SM essage record.

Further details of the xIRIs are defined in clause 7.12.4.12.
7.10.4.4 Triggering of BBIFF-C from LMISF over LI_T1

7.10.4.4.1 General

When the intercepted |M S-session requires the media interception, the LMISF-IRI sends a trigger to the BBIFF-
C/BBIFF over to the LI_T1 interface (see TS 33.127 [5]) with LMISF-CC as the delivery end point.

The LMISF-IRI upon discovering through the xIRIs received over the LI_X2_LITE interface that a changein SMF or
SGW-C/SGW has occurred for an interception involving an IM S-session shall send the trigger to BBFF-C/BBIFF
present in the new SMF or SGW-C/SGW over LI_T1 interface with LMISF-CC as the delivery end point to continue
the IMS media interception when required.

When the IMS session is completely released (e.g. al session-legs are released), the LMISF-IRI sends atrigger to the
BBIFF-C/BBIFF to stop the mediaintereption. The LMISF-IRI may also send the trigger to stop the mediainterception
when the target information is deprovisioned in the LMISF-IRI by the LI1PF.

NOTE: When multiple warrants are active on atarget, the activation or deactivation of a warrant may not result in
atrigger to BBIFF-C./BBIFF (e.g. if atrigger has already been sent due to other warrants).

The present document supports the media interception of IMS voice media.

7.10.4.4.2 NOHR LI

The LI_T1 trigger that the LMISF-IRI sends to the BBIFF-C present in the SMF shall include at least the following
information:

- The XID that LMISF-IRI receives from the LIPF over L1_X1 for the target related activation.
- Target identity: SUPI, PDU session ID, IMS voice media.
- Deélivery end point: LMISF-CC.

The details of ActivateTask sent to the BBIFF-C in SMF over LI_T1 are shown intable 7.10.4.4-1.
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ETSI TS 103 221-1 [7] field name Description M/C/O
XID Allocated by the LMISF-IRI as per ETSI TS 103 221-1 [7]. M
Targetldentifiers Information that identifies the need to intercept the IMS voice media. The M

target identifiers as shown in table 7.10.4.4-2.
DeliveryType Set to "X30nly". M
ListOfDIDs Shall give the DID of the LMISF-CC to which the xCC should be delivered. M
The delivery endpoint is configured using the CreateDestination message as
described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to the task activation.
CorrelationID This value is set by the LMISF-IRI and shall be same as the value to be used |M
in the XxCC generated at the LMISF-CC. The BBIIF-C passes this field to the
BBIFF-U over LI_T3.
ProductID Shall be set to the XID of the Task Object associated with the interception at |M

the LMISF-IRI. This value shall be passed to the BBIFF-U over LI_T3.

Table 7.10.4.4-2: Target Identifier Types for LI_T1 (BBIFF-C in SMF)

Identifier type ETSI TS 103 221-1 [7] Targetldentifier type Definition
SUPI SUPI ETSI TS 103 221-1 [7]
PDUSessionID TargetldentifierExtension/PDUSessionID Integer (see XSD schema)
IMSVoiceMedia TargetldentifierExtension/IMSVoiceMedia Empty tag (see XSD schema)
NOTE: TheLMISF-IRI shall usethe SUPI and PDU Session ID received over the LI X2 LITE interface to

populate the target identifiers SUPI and PDUSessionl D respectively. The SUPI isin either SUPIIM S or
IMSI format (ETSI TS 103-221-1 [7]).

The DeactivateTask message that the LMISF-IRI sends to the BBIFF-C present in the SMF shall include the X1D of the
Task created by the ActivateTask message (see table 7.10.4.4-1).

7.10.4.4.3 S8HR LI

The LI_T1 trigger that the LMISF-IRI sends to the BBIFF-C present in the SGW-C/SGW shall include at least the

following information:

- The XID that LMISF-IRI receives from the LIPF over L1_X1 for the target related activation.

- Target identity: IMSI, Bearer ID, IMS voice media.

- Delivery end point: LMISF-CC.

The details of ActivateTask sent to the BBIFF-C in SGW-C over LI_T1 are shownin table 7.10.4.4-3.

Table 7.10.4.4-3: ActivateTask message for triggering BBIFF-C/BBIFF in the SGW-C/SGW over LI_T1

the LMISF-IRI. This value shall be passed to the BBIFF-U over LI_T3.

ETSI TS 103 221-1 [7] field name Description M/C/O
XID Allocated by the LMISF-IRI as per ETSI TS 103 221-1 [7]. M
Targetldentifiers Information that identifies the need to intercept the IMS voice media. See M

table 7.10.4.4-4.

DeliveryType Set to "X30nly". M
ListOfDIDs Shall give the DID of the LMISF-CC to which the xCC should be delivered. M

The delivery endpoint is configured using the CreateDestination message as
described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to the task activation.
CorrelationID This value is set by the LMISF-IRI and shall be same as the value to be used |M
in the XCC generated at the LMISF-CC. The BBIIF-C in passes this field to
the BBIFF-U over LI_T3.
ProductID Shall be set to the XID of the Task Object associated with the interception at |M
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Table 7.10.4.4-4: Target Identifier Types for LI_T1 (BBIFF-C/BBIFF in SGW-C/SGW)

Identifier type ETSI TS 103 221-1 [7] Targetldentifier type Definition
IMSI IMSI ETSI TS 103 221-1 [7]
BearerID TargetldentifierExtension/Bearer|D Integer (see XSD schema)
IMSVoiceMedia TargetldentifierExtension/IMSVoiceMedia Empty tag (see XSD schema)

NOTE: TheLMISF-IRI shall usethe IMS| and Bearer ID received over the LI_X2_ LITE interface to populate the
target identifiers IMSI and BearerID respectively.

The DeactivateTask message that the LMISF-IRI sends to the BBIFF-C/BBIFF present in the SGW-C/SGW shall
include the XID of the Task created by the ActivateTask message (see table 7.10.4.4-3).

7.10.4.5 Triggering of BBIFF-U from BBIFF-C over LI_T3

7.10.4.5.1 General

When the trigger is received over the L1_T1 for activating the mediainterception, the BBIFF-C present in the SGW-C
shall send atrigger over L1_T3 to the BBIFF-U present in the SGW-U when a dedicated bearer for the IMS mediais
established on the PDN connection.

When the trigger is received over the L1_T1 for activating the mediainterception, the BBIFF-C present in the SMF
shall send atrigger over LI_T3 to the BBIFF-U present in the UPF when the PDU session is modified for adding IMS
mediarelated QoS flow.

If thetrigger over L1_T1 isreceived for activating the mediainterception after the IMS media related changes has
happened (i.e. dedicated bearer is established for IMS media, PDU session is modified for adding the IMS media related
QoS flow), then the BBIFF-C shall send the trigger to the BBIFF-U over LI_T3 immediately.

The BBIFF-C shall trigger the BBIFF-U to stop the delivery of xCC to the LMISF-CC when it receives the trigger from
the LMISF-IRI over L1_T1 for stopping the media interception, independent of whether the IMS media related changes
have happened or not.

7.10.4.5.2 NOHR LI

The LI_T3 trigger that the BBIFF-C in SMF sends to the BBIFF-U present in the UPF shall include at least the
following information:

- XID assigned locally by the BBIFF-C in the SMF.
- TheProduct ID that includes the XID it receives from the LMISF-IRI over L1_T1.

- Target identity: PFCP Session ID, PDR ID with the QFI associated with the IMS voice media (5Q = 1) related
QoS flow.

- Dédivery end point: LMISF-CC

The details of ActivateTask sent to the BBIFF-U in UPF over LI_T3 are shown in table 7.10.4.5-1.
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Table 7.10.4.5-1: ActivateTask message for triggering the BBIFF-U in the UPF over LI_T3

ETSI TS 133 128 V17.6.0 (2022-09)

ETSI TS 103 221-1 [7] field name Description M/C/O
XID Allocated by the BBIFF-C as per ETSI TS 103 221-1 [7]. M
Targetldentifiers Packet detection criteria as determined by the BBIFF-C in the SMF, which M

enables the BBIFF-U to isolate user-plane packets of IMS voice media. The
BBIFF-U in the UPF shall support the identifier types given in Table 6.2.3-7.
The target identity type of PDR ID shall be mandatory. The BBIFF-C in SMF
shall use the QFI associated with the IMS voice media (5QI = 1) related QoS
flow to populate the QFI field within the PDI of PDR ID.
DeliveryType Set to “X30nly”. M
ListOfDIDs Shall give the DID of the LMISF-CC to which the xCC should be delivered. M
The delivery endpoint is configured using the CreateDestination message as
described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to the task activation.
CorrelationID Correlation ID to assign to X3 PDUs generated by the BBIFF-U in the UPF. |M
This field is populated with the same CorrelationID received over the LI_T1
interface (see table 7.10.4.4.1).
ProductID Shall be set to the XID of the Task Object associated with the interception as (M

received in the ProductID field over LI_T1 interface (see table 7.10.4.4.1).
This value shall be used by the BBIFF-U in the UPF to fill the XID of X3
PDUs.

The DeactivateTask sent to the BBIFF-U present in the UPF over LI_T3 shall include the X1D of the Task created by
the ActivateTask message (see table 7.10.4.5-1).

7.10.4.5.3 S8HR LI

The LI_T3 trigger that the BBIFF-C in SGW-C sends to the BBIFF-U present in the SGW-U shall include at least the

following information:

- XID assigned locally by the BBIFF-C in the SGW-C.

- TheProduct ID that includes the XID it receives from the LMISF-IRI over LI_T1.

- Target identity: PFCP Session ID, PDR ID with the F-TEID associated with the IMS voice media (QCI = 1)

related dedicated bearer.

- Deélivery end point: LMISF-CC.

The details of ActivateTask sent to the BBIFF-U in SGW-U over LI_T3 are shown in table 7.10.4.5-2.

Table 7.10.4.5-2: ActivateTask message for triggering the BBIFF-U in the SGW-U

ETSI TS 103 221-1 [7] field name Description M/C/O
XID Allocated by the BBIFF-C as per ETSI TS 103 221-1 [7]. M
Targetldentifiers Packet detection criteria as determined by the BBIFF-C in the SGW-C, which [M

enables the BBIFF-U in SGW-U to isolate user-plane packets. The BBIFF-U
in the SGW-U shall support the identifier types given in Table 6.2.3-7. The
target identity type of PDR ID shall be mandatory. The BBIFF-C in SGW-C
shall use the F-TEIDs associated with the IMS voice media (QCI = 1) related
dedicated bearer to populate the F-TEID field within the PDI of PDR ID.
DeliveryType Set to “X30nly”. M
ListOfDIDs Shall give the DID of the LMISF-CC to which the xCC should be delivered. M
The delivery endpoint is configured using the CreateDestination message as
described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to the task activation.
CorrelationID Correlation ID to assign to X3 PDUs generated by the BBIFF-U in the SGW- |M
U. This field is populated with the same CorrelationID received over the
LI_T1 interface (see table 7.10.4.4.3).
ProductID Shall be set to the XID of the Task Object associated with the interception as (M

received in the ProductID field over LI_T1 interface (see table 7.10.4.4.3).
This value shall be used by the BBIFF-U in the SGW-U to fill the XID of X3
PDUs.
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The DeactivateTask sent to the BBIFF-U present in the SGW-U over LI_T3 shall include the XID of the Task created
by the ActivateTask message (see table 7.10.4.5-2).

7.10.4.6 Generation of xCC over LI_X3_LITE_M

The BBIFF-U in UPF and the BBIFF-U in SGW-U shall send the xCC over LI_X3 LITE_M for each of the packet
matching the criteria specified in the Triggering message (i.e. Activate Task message) received over the LI_T3 from the
BBIFF-C.

The BBIFF in SGW shall identify the IM S voice media (QCI = 1) related dedicated bearer associated with the IMS
signaling related bearer asindicated in the trigger received over the L1_T1 from the LMISF-IRI and then send xCC over
LI_X3 LITE M for each of the packet captured from that dedicated bearer.

The BBIFF-U/BBIFF shall set the payload format to indicate the appropriate payload type (5 for |Pv4 Packet, 6 for
IPv6 Packet, or 12 for GTP-U Packet as described in ETSI TS 103 221-2 [8] clauses 5.4 and 5.4.13).

7.10.4.7 Generation of xCC over LI_X3

The xCC generated at the LMISF-CC shall be same as the xCC generated in the CC-POIs present in the IMS media
functions. Further details of this are not specified in the present document.

The correlation identifier value included in the xCC of an IM S session can be dependent on the UDP port numbers
associated with the voice-mediarelated RTP streams. Thisis the case when a user isinvolved in multiple IMS sessions.
Anillustrated of thisis shown in clause 7.10.4.8

7.10.4.8 Correlation identifier

The xIRIs generated at the LMISF-IRI shall be correlated using the correlation identifier field defined ETSI TS 103
221-2 [8]. This correlation identifier value can be independent of the correlation identifier value received in the xCC
from the BBIFF-U/BBIFF over the LI_X3 LITE_ Sinterface.

Furthermore, the xIRIs generated at the LMISF_IRI shall include the correlation identifier value used in the xCC
generated at the LMISF-CC. Any intra-LMISF interactions required to associate the correlation identifier values used
by the LMISF-IRI and LMISF-CC are outside the scope of the present document.

Each session-leg of an IM S session may have to be correlated separately. Thisis accomplished using the RTP/RTCP
port numbers present in the SDP of IM S signaling message and the UDP port numbers present in the IMS voice media
related RTP asillustrated in figure 7.10.4.8-1 below.

Correlated N\
R I
— Correlated ———

192.0.2.10:24000,24001 SDP SDP 192.0.2.10:26000,26001
198.51.100:32000,32001 198.51.100.1:36000,36001 RTP RTP
SIP SIP

5060, 5060 UDP 26000, 36000[] UDP UDP 24000, 32000
192.0.2.10, 198.51.100.1 IP 192.0.2.10, 198.51.100.1 P P 192.0.2.10,198.51.100.1
IMS signaling IMS media
A J A J

Figure 7.10.4.8-1: Correlation at the session-leg level (an illustration)
Figure 7.10.4.8-1 illustrates an example where an IM S session includes two session-legs.
Session-leg 1:
- Source |P address; 192.0.2.10 and source port number: 24000 (RTP), 24001 (RTCP).
- Destination | P address: 198.51.100.1 and destination port number: 32000 (RTP), 32001 (RTCP).
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Session-leg 2:
- Source IP address: 192.0.2.10 and source port number: 26000 (RTP), 26001 (RTCP).
- Destination | P address: 198.51.100.1 and destination port number: 36000 (RTP), 36001 (RTCP).

The IP address of the two end-points happen to be the same for the two session legs. The RTP port numbers present in
the SDP of IM S signaling message and the UDP port numbers of the associated with the IMS voice-mediarelated RTP
happen to be the same for a session-leg.

Therefore, in general, multiple session-legs can be identified using the RTP port numbers present in the SDP of IMS
signaling message and the UDP port numbers associated with the IMS voice-mediarelated RTP.

7.10.4.9 Generation of IRl over LI_HI2

When an xIRI isreceived over LI_X2 from the LMISF-IRI, the MDF2 shall send the IRI message over LI_HI2 without
undue delay. The IRl message shall contain a copy of the relevant record received from LI_X2. The record may be
enriched by other information available at the MDF (e.g. additional location information).

The IRl messages delivered over the LI_HI2 for HR LI are same as the IRl messages delivered over the L1_HI2 for LI
IM S-based voice services. Further details of this are outside the scope of the present document.

7.10.4.10 Generation of CC over LI_HI3

When the xCC isreceived over L1_X3 from the LMISF-CC, the MDF3 shall deliver the CC over L1_HI3 without undue
delay.

The CC delivered over the LI_HI3 for HR LI isthe same as the CC delivered over the LI_HI3 for L1 IMS-based voice
services. Further details of this are outside the scope of the present document.

7.11  STIR/SHAKEN and RCD/eCNAM

7.11.1 Provisioning over LI_X1

7.11.1.1 General

When the interception of STIR/SHAKEN isrequired, the LIPF shall provision the IRI-POI present in the following
IMS NFs for the reporting of signing and verification results, as applicable:

- IBCF.
- Telephony AS.

If the IRI-POI functionsin IBCF or Telephony AS are already provisioned for IM S-based services, then separate
provisioning is not required. However, the "ReportDiversionPASSporTInfo" shall be included, as specified in clause
7.11.1.2, asapart of provisioning the IRI-POIsin Telephony AS and IBCF for IMS-based services.

NOTE: TheP-CSCF and LMISF-IRI may a so provide IRI-POI functions for reporting of STIR/'SHAKEN
validation results when the target (or user communicating with the target non-local ID) is roaming (P-
CSCF with LBO and LMIF-IRI with home-routed). However, separate provisioning of those IRI-POIls for
STIR/SHAKEN is not required.

7.11.1.2 Provisioning of the IRI-POI in the IMS network functions

The LIPF provisions the IRI-POIs present in the NFs mentioned in 7.11.1.1 using the X1 protocol as described in clause
5.2.2 with the following target identifier formats as defined in the ETS| TS 103 221-1 [ 7] messages (or equivalent if
ETSI TS 103 221-1[7] is not used):

- IMPU.
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The "div" PASSporT information for the redirecting party (ies) when the IMS session is redirected later on the signaling
path may have to be reported to some LEASs. To identify the need for such reporting, a parameter
"ReportDiversionPASSpor TInfo" shall be included as part of ActivateTask message.

Table 7.11.1.2-1 shows the minimum details of the LI_X1 ActivateTask message used for provisioning the IRI-POI in
the Telephony AS, IBCF, for separate provisioning case, for STIR/'SHAKEN and RCD/eCNAM.

Table 7.11.1.2-1: ActivateTask message for IRI-POI in the IMS Network Functions for STIR/'SHAKEN

and RCD/eCNAM

ETSI TS 103 221-1 [7] field name Description M/C/O
XID XID assigned by LIPF. M
Targetldentifiers The target identifier listed in the paragraph above. M
DeliveryType Set to "X20nly". M
ListOfDIDs Delivery endpoints of LI_X2. These delivery endpoints shall be configured M

using the CreateDestination message as described in ETSI TS 103 221-1 [7]
clause 6.3.1 prior to first use.
TaskDetailsExtensions/ Shall be included if the interception of STIR/SHAKEN is required. See table |C
STIRSHAKENProvisioning 7.11.1.2-2.
Table 7.11.1.2-2: STIRSHAKENProvisioning extension
Extensions field name Description M/C/O

ReportDiversionPASSporTInfo |l
(

is to be reported. When set to “true", it shall be reported. When set
to "false", it shall not be reported.

ndicates whether "div" PASSporT information of redirecting party |M

ies) when the IMS session is redirected later on the signaling path

When the IRI-POIsin Telephony AS or IBCF are provisioned for IM S-based services, then the minimal details of

LI_X1 ActivateTask message shall be as defined in clause 7.12.3.2.1 (table 7.12.3.2-2) with the addition of
"ReportDiversionPASSpor TInfo" parameter.

7.11.1.3

Provisioning of the MDF2

This clause is applicable when the MDF2 is not provisioned for |M S-based interception.

The MDRF2 listed as the delivery endpoint for xIRI generated by the IRI-POI in the IMS Network Functions for
STIR/SHAKEN and RCD/eCNAM shall be provisioned over LI_X1 by the LIPF using the X1 protocol as described in
clause 5.2.2. Table 7.11.1.3-1 shows the minimum details of the L1_X1 ActivateTask message used for provisioning the

MDF2.

The MDF2 shall support the following target identifier formatsinthe ETSI TS 103 221-1 [7] messages (or equivaent if

ETSI TS 103 221-1 [7] is not used):
- IMPU.

Table 7.11.1.3-1: ActivateTask message for MDF2

ETSI TS 103 221-1 [7] field name Description M/C/O
XID XID assigned by LIPF. M
Targetldentifiers The target identifier listed in the paragraph above. M
DeliveryType Set to “X20nly". (Ignored by the MDF2). M
ListOfDIDs Delivery endpoints of LI_HI2. These delivery endpoints shall be configured |M

using the CreateDestination message as described in ETSI TS 103 221-1 [7]
clause 6.3.1 prior to first use.

ListOfMediationDetails Sequence of Mediation Details, see table 7.11.1.3-2. M
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Table 7.11.1.3-2: Mediation Details for MDF2

ETSI TS 103 221-1 [7] field name Description M/C/O
LIID Lawful Intercept ID associated with the task. M
DeliveryType Set to "HI20nly". M
ListOfDIDs Details of where to send the IRI for this LIID. Shall be included if deviation C

from the ListofDIDs in the ActivateTask message is necessary. If included,
the ListOfDIDs in the Mediation Details shall be used instead of any delivery
destinations authorised by the ListOfDIDs field in the ActivateTask Message.

7.11.2 Generation of xIRI at IRI-POI in the IMS Network Functions over
LI_X2

7.11.21 General

The IRI-POI present in the IMS Network Functions for STIR/SHAKEN and RCD/eCNAM shall send xIRI over L1_X2
for each of the eventslisted in TS 33.127 [5] clause 7.14.3, each of which is described in the following clauses.

NOTE: The clauses below on signing and verification shall be applied for diverted call based on the RFC 8946
[76]. LI system hasto generate xIRI containing all the pASSporT objects of the SIP messages and
signature validation or generation results, even those of the History-Info field.

7.11.2.2 Signature generation

The IRI-POI present in the Telephony AS or IBCF, shall generate an xIRI containing a
STIRSHAKENSIgnatureGeneration record under the following conditions:

- Telephony AS or IBCF isinteracting with the SIGNING AS. Whether it isthe Telephony AS or IBCF for
sessionsis based on network configuration and local policy of the CSP as described in clause 7.11.2.4.

- When P-Asserted Identity or From header of SIP INVITE or SIP MESSAGE request received from S-CSCF isa
target identity with the conditions mentioned below:

The identities in one or both of those headers are used to interact with the SIGNING AS.

- The"shaken" PASSporT isnot received in the SIP INVITE request from the S-CSCF.
- The"shaken" PASSporT isreceived from the SIGNING AS.
- The"shaken" PASSporT isincluded in the outgoing SIP INVITE or SIP MESSAGE.

- When the "ReportDiversionPASSporTInfo" parameter is set to "True" in the ActivateTask with P-Asserted
I dentity or From header of SIP INVITE or SIP MESSAGE request received from S-CSCF is atarget identity
with the conditions mentioned below:

- Theidentitiesin one or both of those headers are used to interact with the SIGNING AS.

- A "shaken" PASSporT or a"div" PASSporT with those identities are included in the "orig" claim of "shaken”
or "div" PASSporT received from the SIGNING AS.

- The"shaken" PASSporT or a"div" PASSporT with those identities are included in the "orig" claim of
"shaken" or "div" PASSporT in the outgoing SIP INVITE or SIP MESSAGE.

- When Diversion header or the History Info of SIP INVITE request received from the S-CSCF includes a target
identity with the conditions mentioned below:

- Theidentitiesin one or both of those headers are used to interact with the SIGNING AS.

- The"div" PASSporT with those identitiesin the "div" claim is not received in the SIP INVITE request from
the S-CSCF.

- The"div" PASSporT with those identities in the "div" claim is received from the SIGNING AS.
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- The"div" PASSporT with those identitiesin the "div" claim isincluded in the outgoing SIP INVITE.

When the "ReportDiversionPASSporTInfo" parameter is set to "True" in the ActivateTask with Diversion or
Historylnfo header of SIP INVITE request received from S-CSCF includes the target identity with the conditions
mentioned below:

- Theidentitiesin P-Asserted Identity or From of SIP INVITE received from the S-CSCF are used to interact
with the SIGNING AS.

- A "div" PASSporT with theidentities in P-Asserted Identity or From of SIP INVITE request received from
S-CSCF areincluded inthe "orig" claim of "div" PASSporT received from the SIGNING AS.

- The"div" PASSporT with the identities in P-Asserted Identity or From of SIP INVITE request received from
S-CSCF areincluded in the "orig" claim of "div" PASSporT in the outgoing SIP INVITE.

When Reguest URI of outgoing SIP INVITE isatarget non-local ID and is present in the "dest" claim of
"shaken" or "div" PASSporT received from the SIGNING AS and the same isincluded in the outgoing SIP
INVITE.

When Request URI of outgoing SIP MESSAGE is atarget non-local 1D and is present in the "dest” claim of
"shaken" PASSporT received from the SIGNING AS and the same isincluded in the outgoing SIP MESSAGE.

When Telephony ASisinteracting with the SIGNING AS, and when Request URI of SIP INVITE received from
the S-CSCF is atarget identity with the conditions mentioned below:

- Theidentity is used to interact with the SIGNING AS.
- The"div" PASSporT with that identity in the "div" claim isreceived from the SIGNING AS.
- The"div" PASSporT with that identity in the "div" claim isincluded in the outgoing SIP INVITE.

When the target is not anon-local 1D, the STIRSHAKENSignatureGeneration includes only the PASSporT received in
the SIGING AS response with the following rules:

When the "ReportDiversionPASSpor TInfo" parameter is set to "True" in the ActivateTask, all of the PASSporT
received from the SIGNING AS.

When the "ReportDiversionPASSporTInfo" parameter is set to "False" in the ActivateT ask:

- If P-Asserted Identity or From header in the SIP INVITE or SIP MESSAGE received from the SSCSCF isa
target identity, then only "shaken" PASSporT received from the SIGNING AS with those identitiesin the
"orig" claim of the "shaken" PASSporT.

- If Diversion or Historylnfo header in the SIP INVITE received from the S-CSCF is atarget identity, then
only the "div" PASSporT received from the SIGNING AS with those identities in the "div" claim of "div"
PASSporT.

- If REQUEST URI or To header inthe SIP INVITE received from the S-CSCF is atarget identity, then only
the "div" PASSporT received from the SIGNING AS with those identities in the "div" claim of "div"
PASSporT.

When the target is non-local ID, STIRSHAKENSignatureGeneration includes all of the PASSporT included in the
outgoing SIP message.

The following table contains parameters, with IRI Targetl dentifier, generated by the IRI-POI.
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Table 7.11.2.2-1: Payload for STIRSHAKENSignatureGeneration record

Field name Description M/C/O
pPASSporTs Identifies the content of the SIP Identity headers added by the originating M
network and transit networks. This is a set of PASSporT parameter. See table
7.11.2.2-2.

encapsulatedSIPMessage |Encapsulated SIP INVITE or SIP MESSAGE request that includes SIP Identity |M
header carrying the PASSporT (Outgoing SIP request) based on the structure
defined in table 7.12.4.2-2 (see NOTE below).

NOTE 1. For the backward compatibility purposes the parameter is coded as OPTIONAL inthe ASN.1 schema
(Annex A.).

NOTE 2: The same SIP message may be encapsulated in the XIRI IM SMessage as well.

Table 7.11.22-2: Details for PASSporT parameter

Field name Description M/C/O

pASSporTHeader PASSporT Header as defined in RFC 8224 [70] clause 4 for "shaken” M
PASSporT, in RFC 8946 [76] clause 3 for "div’ PASSportT and in TS 24.229
[74]. See table 7.11.2.2-3.

pASSporTPayload PASSporT Payload as defined in RFC 8224 [70] clause 4 for "shaken” M
PASSporT, in RFC 8946 [76] clause 3 for "div’ PASSporTand in TS 24.229
[74]. See table 7.11.2.2-4.

pASSporTSignature PASSporT Signature as defined in RFC 8224 [70] clause 4 for "shaken” M
PASSporT, in RFC 8946 [76] clause 3 for "div’ PASSporTand in TS 24.229
[74].

Table 7.11.2.2-3: Details for pASSporTHeader parameter

Field name Description M/C/O

type Shall be populated with the type contained in the PASSporT Header as M
defined in RFC 8225 [69] clause 4.1 for "shaken” PASSporT and in RFC 8946
[76] clause 3 for "div’ PASSporT.

algorithm Shall be derived from the value of the 'alg' parameter of the PASSporT Header (M
as defined in RFC 8225 [69] clause 4.2 for "shaken” PASSporT and in RFC
8946 [76] clause 3 for “div’ PASSporT.

ppt Shall be derived from the value of the 'ppt' parameter of the PASSporT Header |C
as defined in RFC 8225 [69] clause 8.1 for “shaken” PASSporT if the
PASSporT Header contains a ppt parameter and in RFC 8946 [76] clause 3 for
“div” PASSporT.

x5u Shall be populated with the URI contained in the 'x5u' parameter of the M
PASSporT Header as defined in RFC 8225 [69] clause 4.3 for “shaken”
PASSporT and in RFC 8946 [76] clause 3 for "div” PASSporT.
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Table 7.11.2.2-4: Details for pASSporTPayload parameter

Field name Description M/C/O

issuedAtTime Shall be populated with the GenrealizedTime format timestamp converted from |M

the NumericDate contained in the ‘iat' parameter of the PASSporT Payload as
defined in RFC 8225 [69] clause 5.1.1 and in RFC 8946 [76] clause 3.

originator Shall be populated with the value of the "orig" claim of the PASSporT Payload (M

as defined in RFC 8225 [69] clause 5.2.1 and in RFC 8946 [76] clause 3.

destination Shall contain the list of destinations contained in the "dest" claim of the M

PASSporT Payload as defined in RFC 8225 [69] clause 5.2.1 and in RFC 8946
[76] clause 3.

diversion Shall be populated with the "div" claim of the "div" PASSporT payload. For first |C

diversion this contains the original identifier of the destination as defined in
RFC 8946 [76] clause 3 for “div" PASSporT.

attestation Indicates the attestation level as defined in RFC 8588 [71] clause 4 for the M

"shaken” PASSporT. The different values of attestation level are A = Full
Attestation, B= Partial Attestation, C = Gateway Attestation (see NOTE 3
below).

origlD

Shall be populated with the value of the origID contained in the ‘origid' M
parameter of the PASSporT Payload as defined in RFC 8588 [71] clause 5 for
the “shaken” PASSporT (see NOTE 4 below).

NOTE 3: For the backward compatibility purposes the parameter is coded as MANDATORY in the ASN.1 schema

(Annex A). 'attestation’ is mandatory for "shaken™ PASSporT and absent for "div" PASSporT. Therefore,
for div PASSporT, since "attestation” is not available, the placeholder value "Not available" shall be used.

NOTE 4. For the backward compatibility purposes the parameter is coded as MANDATORY in the ASN.1 schema

(Annex A). This parameter is mandatory for "shaken™ PASSporT and absent for the "div" PASSporT.
Therefore, for div PASSporT, since "origld” is not available, the placeholder value "Not available" shall be
used.

7.11.2.3 Signature validation

The IRI-POI present in the Telephony AS or IBCF, shall generate an xIRI containing a
STIRSHAKENSignatureV alidation record when the following conditions are met:

Either IBCF or Telephony AS, isinteracting with the VERIFICATION AS. Whether it is the Telephony AS or
IBCF for sessions is based on network configuration and local policy of the CSP as described in clause 7.11.2.5.

With one or more of the following are true:

- Request URI and To Headers of SIP INVITE or SIP MESSAGE request received from S-CSCF (in the case
of Telephony AS) or from the previous IP network (in the case of IBCF) is atarget identity.

- Oneor more of P-Asserted Identity, From, Diversion, History-Info Headers of SIP INVITE request received
from S-CSCF (in the case of Telephony AS) or from the previous I P network (in the case of IBCF) isatarget
non-local identity without any prior intra-network diversions.

One or more of P-Asserted Identity, From Headers of SIP MESSAGE request received from S-CSCF (in the
case of Telephony AS) or from the previous | P network (in the case of IBCF) is atarget non-local identity
without any Diversion or History-Info headers.- If PASSporTs arereceived in the SIP INVITE or SIP
MESSAGE request, they are submitted by the IBCF to the VERIFICATION ASfor validation and the result is
included in an outgoing SIP INVITE or SIP MESSAGE request together with possible RCD data or eCNAM
data as Call-Info headers.

If PASSporTsarereceived inthe SIP INVITE or SIP MESSAGE request, they are submitted by the Telephony
AStothe VERIFICATION ASfor validation and the validation result is received from the Verification AS and
the outgoing SIP INVITE or SIP MESSAGE possibly includes RCD data or eCNAM data as Call-Info headers.

NOTE: ThelRI-POI may use the Via headers, Record-route headers to determine any prior intra-network

diversions.

The IRI-POI present in the Telephony AS shall also generate an xIRI containing a STIRSHAKENSignatureValidation
record when it detects the following conditions:;

ETSI




3GPP TS 33.128 version 17.6.0 Release 17 219 ETSI TS 133 128 V17.6.0 (2022-09)

- Sessionisredirected.
- Request URI header of outgoing SIP INVITE is atarget identity.

- Vadlidation result isincluded in the outgoing SIP INVITE with the possible the RCD data and the eCNAM data
as Call-Info headers.

The IRI-POI present in the LMISF-IRI or P-CSCF shall generate an XIRI containing a
STIRSHAKENSiIgnatureV alidation record when the following conditions are met:

- With one or more of the following are true:
- Request URI or To header of SIP INVITE or SIP MESSAGE request sent to the UE is atarget identity.

- One or more of P-Asserted Identity, From, Diversion, History-Info Headers of SIP INVITE request sent to
the UE is atarget non-local identity.

- One or more of P-Asserted Identity, From Headers of SIP MESSAGE request sent to the UE is atarget non-
local identity.

- SIPINVITE or SIP MESSAGE request sent to the UE includes SIP Call-Info headers containing possible RCD
data or eCNAM data, and the result of the PASSporT verification.

In the above paragraphs, a validation result (i.e. result of all PASSporT verification) isincluded means a "verstat”
parameter within the P-Asserted Identity header isincluded in the outgoing SIP INVITE or SIP MESSAGE.

The following table contains parameters, with IRITargetldentifier, generated by the IRI-POI.

Table 7.11.2.3-1: Payload for STIRSHAKENSignatureValidation record

Field name Description M/C/O

pASSporTs Identifies the content of the SIP Identity headers added by the originating C
network and transit networks. See TS 24.229 [74] and RFC 8224 [70].
This is a set of PASSporT parameter. See table 7.11.2.2-2.

rCDTerminalDisplaylnfo RCD display information when applicable. See IETF draft-ietf-stir-passport-rcd-
12 [73].

eCNAMTerminalDisplaylnfo |eCNAM display information when applicable. See TS 24.196 [72].

TN-Validation. See TS 24.229 [74] and IETF RFC 8588 [71].

sHAKENFailureStatusCode |SHAKEN status code when validation fails in the terminating network. See
IETF RFC 8224 [70].

c
Cc
sHAKENValidationResult SHAKEN validation result: TN-Validation-Passed, TN-Validation-Failed, No- M
c
C

encapsulatedSIPMessage |Encapsulated SIP INVITE or SIP MESSAGE request that carries P-Asserted
Identifier or From header that includes the SHAKEN validation result (Outgoing
SIP request) based on the structure defined in table 7.12.4.2-2. (see NOTE
below).

NOTE: The same SIP message may be encapsulated in the xIRI IM SMessage as well.

When the termination network performs SHAKEN verification, one of the following values shall be assigned to the
SHAKEN validation result parameter as part of the display information: " TN-Validation-Passed”, "TN-Validation-
Failed", or "No-TN-Validation". In case of TN-Validation-Failed, the SHAKEN failure status code shall be present and
coded as an integer. The SHAKEN failure status codes are at least, according to RFC 8224 and to IANA Session
Initiation Protocol (SIP) Parameters [75]:

- 403 "Stale Date" response code is sent when the verification service receives aregquest with a Date header field
value that is older than the local policy of the CSP for freshness permits. The same response may be used when
the "iat" has avaue older than the local policy of the CSP for freshness permits.

- 428"Use ldentity Header" response code is sent when the verification service receives a SIP request that lacks
an ldentity header. Thisisto indicate that the request should be re-sent with an I dentity header.

- 436 "Bad ldentity-Info" response code is used to indicate an inability to acquire the credentials needed by the
verification service for validating the signature in an Identity header field.
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- 437 "Unsupported Credential" response code is used when the verification service cannot validate the certificate
referenced by the URI of the Identity-Info header, for reasons such as failing to trust the issuing certification
authority (CA) or failing to support the algorithm with which the credential was signed.

- 438"Invalid Identity Header" response code is used to indicate that of the set of Identity header fieldsina
request, no header field with avalid and supported Identity token has been received.

7.11.2.4 IMS Network Function that interacts with signing AS
The Telephony AS interacts with the SIGNING AS when any of the following istrue:

- RCD issupported.

- Intra-CSP session signing is required.

- CSPchoicefor signing is AS.
The IBCF interacts with the SIGNING AS when all of the following are true;

- RCD isnot supported.

- Intra-CSP session signing is not required.

- CSPchoicefor signing is IBCF.
The IBCF aso interacts with the SIGNING AS for an IMS emergency session.

The presence of RCD ison aper call basis. The same rules also apply for SMS over |P with M SISDN-less destination
number (i.e. SM-SC is not on the message transfer path).

7.11.2.5 IMS Network Function that interacts with the verification AS
The Telephony AS interacts with the VERIFICATION AS when any of the following is true:

- Intra-CSP session verification is required.

- CSPchoicefor verification is AS.

- CSP choice for emergency session callback verification is AS.
The IBCF interacts with the VERIFICATION AS when all of the following are true:

- Intra-CSP session verification is not required.

- CSP choicefor verificationis ICBF.

The IBCF aso interacts with the VERIFICATION ASfor an IMS emergency session callback when the CSP choice for
verification for emergency callback session is IBCF.

The same rules also apply for SMS over 1P with M SISDN-less destination number (i.e. SM-SC is not on the message
transfer path).

7.11.3 Generation of IRl over LI_HI2

When an xIRI isreceived over LI_X2 from an IRI-POI, the MDF2 shall generate the corresponding IRl message and
deliver over LI_HI2 without undue delay. The IRl message shall contain a copy of the relevant record
(STIRSHAKENSignatureGeneration or STIRSHAKENSIgnatureValidation) received in the xIRI over LI_X2.

The MDF2 shall able to remove information regarded as content from RCD or eCNAM parameters in the case of an
IRI-only warrant. The details of what needs to be removed and under what circumstances are outside the scope of the
present document.

The timeStamp field of the ETSI TS 102 232-1 [9] PSHeader structure shall be set to the time present in the timestamp
field of the xIRI.
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The threeGPP33128DefinedIRI field (see ETSI TS 102 232-7 [10] clause 15) shall be populated with the BER-encoded
|RIPayload.

The STIRSHAKENSignatureGeneration and STIRSHAKENSignatureValidation IRl messages shall have the same CIN
asin the other IRl messages delivered for the IMS session (see ETSI TS 102 232-1 [9] clause 5.2.4).

The IRI type parameter (see ETSI TS 102 232-1 [9] clause 5.2.10) shall be included and coded according to table
7.11.3-1.

Table 7.11.3-1: IRI type for IRI messages

Record type IRl Type
STIRSHAKENSiIgnatureGeneration REPORT
STIRSHAKENSignatureValidation REPORT

7.12 LI for IMS based services

7.12.1 General

The present document provides two options for stage 3 definitions for implementing IMS LI:
- UseLl_X1,LI_X2and LI_X3 interfaces specified below in the present document.
- UseTS33.107[36] and TS 33.108 [12] natively as defined in that document.

In both cases, the present document specifiesthe stage 3 for the LI_HI1, LI_HI2 and LI_HI3 interfaces.

7.12.2 Overview

71221 General

This clause defines protocol and procedures to support the LI for IM S-based services. The scope of LI functions defined
here are based on the IMS LI architecture defined in TS 33.127 [5] that includes:

- Target type—local 1D, non-local ID.

- Roaming considerations — local break-out (LBO), home-routed (HR).

- Service specific aspects - normal sessions, redirected sessions, conferencing, STIR/'SHAKEN, RCD/eCNAM.
- Location reporting.

The IMS LI shall apply to all IMS-based services unless restricted by the service scoping as defined in clause 4.4 of the
present document. When restricted by the service scoping, the IMS LI applies only to service typeslisted in table C.2 of
ETSI TS 103 221-1[7]). Clause 7.12.2.5 provides further details of IMS LI with service scoping.

Asdefined in TS 33.127 [5], the NFsthat provide the IRI-POI and CC-TF arein the IMS signaling functions that
handle the SIP messages and the NFs that provide the CC-POI are in the IMS media functions. The mediainterception
in the packet core network (EPC or 5GC) is outside the scope of the present document.

For some of the services listed above, an alternate deployment option in addition to the default option is aso specified
in TS 33.127 [5]. The NFsthat provide the IRI-POI, CC-TF and CC-POI in the alternate deployment option can be
different.

The LIPF provisioning scenariosfor IMS LI isillustrated in Annex G LIPF Logic of the present document.

7.12.2.2 Target type and target identifiers

An IMS user served by the CSP can be the target or can be in communication with atarget non-local I1D. In the former
case, the target can also be an outbound roaming IMS user or an inbound roaming IMS user (see clause 7.12.2.3).
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NOTE: A target non-local ID isidentified distinctly through the provisioning.
The following target identifier formats (ETSI TS 103 221-1 [7]) can be used to identify atarget for IMS based services:
- IMPU.
- IMPI.
- PEIIMEI.
- IMEL

When service scoping is applicable, additional target identities may be used in LI for IMS based specific services (e.g.
MCPTT ID for PTC). The details of such additional target identities are provided in the service specific clauses of the
present document.

The target identity in the IMPI format may contain a value derived from a SUPI or an IMSI. The target identity in the
IMPU format containing a SIP URI or TEL URI may contain a value derived from a SIP URI, TEL URI, GPSI,
MSISDN, an E.164 number or IMSI. Only IMPU is used for target non-local ID.

7.12.2.3 Roaming considerations

An IMS user who isthe target, or in communication with the target non-local ID, can be part of the following roaming
scenarios for the L1 purpose:

- Non-roaming.

- Outbound roaming with HR.

- Outbound roaming with LBO.
- Inbound roaming with HR.

- Inbound roaming with LBO.

The details of LI functions for the case of inbound roaming with HR are described in clause 7.10.
7.12.2.4 Service specific aspects

7.12.2.4.1 General

The NFs that provide the IRI-POI, CC-TF and CC-POI functions can be different depending on the IM S session
scenarios the target, or the IM S user in communication with atarget non-local 1D, isinvolved in.

An IMS user shall be considered to be in communications with atarget non-local 1D even if the session is redirected
from that target non-local ID.

7.12.2.4.2 LI for normal sessions
Thisincludes LI for session originations and session terminations.

LI for session originations applies when an IMS session is originated by an IM S user whose communications are
intercepted either because that originating IMS user happens to be atarget or because that originating IM S user happens
to be in communications with atarget non-local ID. The originating IMS user can aso be inbound roaming (LBO or
HR) or outbound roaming (LBO or HR).

LI for session terminations applies when an IM S session is terminated to an IMS user whose communications are
intercepted either because that terminating IMS user happens to be atarget or because that terminating IMS user
happens to be in communications with a target non-local 1D. The terminating IMS user can also be inbound roaming
(LBO or HR) or outbound roaming (LBO or HR).

The other party can be within the same CSP domain (intra-CSP sessions) or in another CSP domain (inter-CSP
sessions). In the latter case, the other CSP can be CS-based or 1P-based. For target non-local 1D, the session is always
an inter-CSP session.
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7.12.2.4.3 LI for redirected sessions
Thisincludes LI for theincoming IMS sessions that are redirected.

LI for redirected sessions applies when a terminating session to atarget is redirected to (or forwarded to) another user.
Either the target (i.e. redirecting party) or the redirected-to party can be outbound roaming (LBO or HR).

The redirected-to party can be in the same CSP domain as that of initial terminating party (i.e. redirecting party) or can
be a another CSP domain. In the latter case, the other CSP can be CS-based or |P-based. The LI for redirected sessions
inthe VPLMN are handed as LI for session terminations.

7.12.2.4.4 LI for conferencing
Thisincludesthe LI for conferencing services.

LI for conferencing services applies when atarget initiates a multi-party conferencing session or when atarget joins a
"meet-me" conferenceing session or when a"meet me" conferencing session is established with conferencing URI itself
being the target.

When atarget happens to be one of the participant of a conference initiated by another IMS user, the LI for normal
sessions (see clause 7.12.2.4.2) applies.

7.12.2.4.5 STIR/SHAKEN

Thisincludesthe LI for STIR/'SHAKEN when signature is signed or verified in an IMS session involving atarget as
described in TS 33.127 [5].

The further details of LI for STIR/SHAKEN are described in clause 7.11.

7.12.2.4.6 RCD/eCNAM

Thisincludesthe LI for RCD/eCNAM when enhanced calling nameisincluded in aterminating IMS session involving
atarget asdescribed in TS 33.127 [5].

The further details of L1 for RCD/eCNAM are described in clause 7.11.
7.12.2.5 Service scoping

7.12.25.1 General
LI for IMS-based services shall support service scoping with the following specific service types:
- Voice.
- PTC.
- Messaging.
- RCS
- LALS

When an NF isinvolved in the handling of one or more of the above mentioned IM S-based services (e.g. voice,
messaging at the S-CSCF), the LI functions within that NF shall limit the interception to the service type to which the
warrant applies. However, type of service used by a UE may not be known when an IM S session begins, or if known,
may change while, or after, the session is established. Therefore, the present document limits the applicability of
service-based interception to the media only.

The present document supports service-based interception to signaling as well media when the NF isinvolved in the
handling of a specific service mentioned above (e.g. PTC server for PTC).

When service scoping is not applicable, the delivery of IRI and CC for IM S-based services are done independent of
service types. Location reporting aspects that are also part of the service scoping are described in clause 7.12.2.6.
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7.12.25.2 LI for voice
Thisincludesthe LI for IMS-based voice services.

LI for IMS-based voice services applies to the interception of IM S-based voice media for the IMS sessionsinvolving
the targetsif and only if the m-linein the SDP answer includes either one of the following:

- Audio.
- Text.

For the generation and delivery of IRI for the IMS sessions, the LI for IM S-based voice is handled independent of the
m-line in the SDP.

If the m-line includes "audio" and "video" then only audio part of the mediaisintercepted.

It is possible that SDP offer and SDO answer may have different information in m-line. The determination on whether
to intercept the voice mediais based on the final outcome of SDP offer and answer, which happensto be in the SDP
answer.

The media associated with an IM S session may a so change in the middle of a session using the re-INVITE procedures
invoked by either of the parties involved in the session. Accordingly, the interception of voice media may resume or
cease in the middle of an IMS session based media type negotiated at the conclusion the related SDP offer and answer.

NOTE: The present document excludes the m-line values of video, msrp, image, application and other, for
Service Type of "voice" while determining the mediainterception (i.e. CC delivery).

7.12.2.5.3 LI for Messaging
Thisincludes LI for SMS over |P and MSRP originated from, or terminated to, a target.

LI for SMS over P originated from atarget applies to the interception of a SIP MESSAGE originated from an IMS user
who happensto be atarget or happensto be receiving a SIP MESSAGE that has originated from a target non-local ID.
That IMS user can aso be inbound roaming (LBO or HR) or outbound roaming (LBO or HR).

LI for SMS over IP terminated to atarget applies to the interception of a SIP MESSAGE terminated to an IMS user
who happensto be atarget or happensto be sending the SIP MESSAGE to atarget hon-local ID. That IMS user can
also be inbound roaming (LBO or HR) or outbound roaming (LBO or HR).

LI for MSRP applies to the interception of mediafor the IMS sessions involving the targets if and only if MSRP is
included in the m-line of the SDP answer. For the generation and delivery of IRI for the IMS sessions, the LI for
messaging is handled independent of the m-line in the SDP.

When service scoping applies, the LI for Messaging (i.e. SMS over IP or MSRP) is provided if and only if the
"messaging” servicetypeisincluded as apart of LI provisioning. If no service type is provisioned, service scoping does
not apply and the LI for messaging shall be provided (per clause 4.4.2).

7.12.25.4 LI for voice-mail

Thisincludes LI for IMS-based voice services (see clause 7.12.2.5.3) when an incoming voice session to an IMS user
who happens to be atarget or an incoming voice session to an IMS user from atarget non-local ID isredirected to a
voice mail server.

When the incoming session happens to be from atarget non-local 1D to an IMS user, the retrieval of the voice message
from the voice mail server is not intercepted. However, when the IMS user who happens to be the target, the retrieval of
the voice message from the voice-mail server may be intercepted in the network that handles the IMS session initiated
from the target used to retrieve the voice message.

When service scoping applies, L1 for voice-mail is provided if and only if "voice" service typeisincluded as a part of
LI provisioning. If no service typeis provisioned, service scoping does not apply and the LI for voice-mail shall be
provided (per clause 4.4.2).
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7.12.2.5.5 LI for RCS

Thisincludesthe LI for RCS services when a target executes one of the RCS related services described in TS 33.127
[5].

The further details of LI for RCS are described in clause 7.13.

7.12.2.5.6 LI for PTC service
Thisincludes LI for PTC when atarget is engaged in a PTC service as described in TS 33.127 [5].

The further details of LI for PTC are described in clause 7.5.

7.12.25.7 LALS triggering
Thisincludes the reporting of location by the LI-LCS Client triggered by the LTF as described in TS 33.127 [5].

The further details of LALStriggering are defined in clause 7.3.

7.12.2.6 Location reporting

When the location reporting is only required at the beginning and end of an IMS session, the location is reported when
an IMS session isoriginated (SIP INVITE) from atarget or terminating session is answered (SIP 200 OK for INVITE)
from the target or either of the two sessions are released (SIP BY E from the target or SIP 200 OK for BY E from the
target).

7.12.2.7 Deployment considerations

Asdescribed in TS 33.127 [5], some of the service types may have two deployment options denoted as "default option
and "alternate option”.

Asillustrated in Annex G, the LIPF provisionsthe LI functionsin a NF based on the option the CSP has deployed
within the network.

7.12.2.8 Identifying the intercepted IMS-based communications

7.12.2.8.1 General concepts
An IMS based communication is intercepted when one of the following istrue:
- Thecalling party identity on session originations or SM S originationsis a target.
- Thecalled party identity on session originationsis atarget non-local ID.
- Thedestination party identity in SMS originations is a target non-local ID.
- Thecalled party identity on session terminations or SMS terminationsis a target.
- Thecalling party identity on session terminationsis a target non-local ID.
- Theorigination party identity in SMS terminations is target non-local ID.
- Theredirecting party identity on session terminations is atarget non-local ID.
- Inthe aternate deployment option for redirected sessions (see TS 33.127 [5]), redirecting party is a target.
- Theredirected-to party identity is atarget non-local 1D.
- The conference URI in a conferencing session is a target.

The above identities are used to identify that an IMS session isintercepted in the IRI-POI and in the CC-TF, the latter
when the LI requires CC interception. In addition, the CC-TF uses the redirecting party identity to trigger the CC-POI
even if the target is not anon-local 1D.
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7.12.2.8.2 Target match

7.12.2.8.2.1 General

When an IMS UE performs an IMS registration (using SIP REGISTER) request, the IRI-POI/CC-TF examines the
following for atarget match:

- From header and To header of the SIP REGISTER when the target identity is IMPU.
- +sip.instance-id of Contact header of the SIP REGISTER when the target identity is PEIIMEI or IMEI.
- Digest username of Authorization header of the SIP REGISTER when the target identity isIMPI.

NOTE: The SIP REGISTER that carries the Authorization header is sent in response when the initial Registration
is challenged.

A target match for SIP REGISTER can only be done when the NF where the IRI-POI residesisin the path of the SIP
REGISTER flow (e.g. P-CSCF, S-CSCF).

7.12.2.8.2.2 Session based IMS services
This clause describes the method used to identify a session-based IM S service such as I|M S-based voice service.

When an IM S session is originated from an IMS UE (using SIP INVITE), the IRI-POI/CC-TF examines the following
to verify for a target match:

- P-Asserted Identity header and From header present in the SIP INVITE when the target identity is IMPU.

- Request URI header and To header present in the SIP INVITE when the target identity is IMPU and target is
non-local ID.

- Digest username of Authorization header of the SIP REGISTER when the target identity isIMPI.

- +sip.instance-id of Contact header received in the SIP REGISTER request when the target identity is PEIIMEI
or IMEI.

The use of Request URI header and To header present in the SIP INVITE for matching target non-local 1D is done on
the redirected sessions irrespective of whether the session is originated from an IMS UE.

When an IMS session isterminated at an IMS UE (using SIP INVITE), the IRI-POI/CC-TF examines the following to
verify for atarget match:

- Request URI and To header present in the SIP INVITE when the target identity is IMPU.

- P-Asserted-1dentity, From header, History Info header and Diversion header present in the SIP INVITE when the
target identity isIMPU and target is non-local ID.

- Digest username of Authorization header of the SIP REGISTER when the target identity isIMPI.

- +sip.instance-id of Contact header received in the SIP REGISTER request when the target identity is PEIIMEI
or IMEI.

NOTE: IRI-POI/CC-TF that usesthe information received in the SIP REGISTER to perform atarget match
cannot do such atarget match unless the NF is on the signaling path of SIP REGISTER flow.

In addition, the IRI-POI in the aternate deployment option (TS 33.127 [5]) and CC-TF, examine the following to
verify atarget match when an IMS session isterminated to an IMS UE:

- History Info header and Diversion header present in the SIP INVITE when the target identity is IMPU and the
target is not anon-loca ID.

For conference sessions, the IRI-POI and CC-TF examine the following to verify atarget match:

- P-Asserted-ldentity, From header present in the SIP INVITE when atarget initiates a conference session or when
the target joins a " meet-me" conference session.
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- Conference URI present in the SIP INVITE when the conference URI is the target.

IRI-POI/CC-TF may use the Via header or the Route header to determine whether the SIP INVITE isfor an originating
IMS session or aterminating IMS session. IRI-POI/CC-TF stores (locally) the SIP Call 1d to associate the subsequent
SIP messages received on the same session for atarget match.

7.12.2.8.2.3 Session independent IMS services
This clause describes the method used to identify a session-independent IMS service (i.e. SMSover IP).
The target match for the SIP MESSAGE is done as shown below:

- For MO-SMS over IP, P-Asserted |dentity header and From header present in the SIP MESSAGE when the
target identity isIMPU.

- For MO-SMSover IP, TP-DA field of SMS-SUBMIT within the M essage-body of SIP MESSAGE when the
target identity IMPU for target non-local ID.

- For MT-SMSover IP, the Request URI and To header present in the SIP MESSAGE when the target identity is
IMPU.

- For MT-SMSover IP, the TP-OA field or TP-RA field of SMS-SUBMIT within the Message-body SIP
MESSAGE when the target identity IMPU for target non-local ID.

- Digest username of Authorization header of the SIP REGISTER when the target identity is IMPI.

- +sip.instance-id of Contact header received in the SIP REGISTER request when the target identity is PEIIMEI
or IMEI.

NOTE: IRI-POI/CC-TF that uses the information received in the SIP REGISTER to perform atarget match can
do such atarget match unless the NF is on the signaling path of SIP REGISTER flow.

IRI-POI may use the Via header or the Route header to determine whether the SIP MESSAGE isfor MO-SMS over IP
or MT-SMS over |P.
7.12.2.9 Handling of correlation information

The IRI records delivered to the LEMF over the LI_HI2 and the CC delivered to the LEMF over LI_HI3 shall be
correlated.

According to the protocol defined in ETSI TS 103 221-1 [7] and ETSI TS 103 221-2 [8], the xIRI messages and the
XCC carry the Correlationl D which enables the MDF2 and MDF3 to provide the needed correlation between the IRI
and CC.

When the CC-POI istriggered by a CC-TF, the CC-TF sends the Correlationl D to the CC-POI over the L1_T3 interface
in the ActivateTask message. The CC-POI uses that CorrelationlD in the xCC sent to the MDF3.

NOTE: ThelRI-POI and CC-POI may be provided within the same NF (e.g. PTC Server, RCS Server). When the
CC-POl istriggered from a CC-TF, the IRI-POI and CC-TF may be provided within the same NF (e.g. P-
CSCF, ASMRFC) or in different NFs (e.g. IRI-POI in S-CSCF and CC-TF in P-CSCF).

When the IRI-POI and CC-POI (or CC-TF in atriggerred CC-POI case) are in the same NF, the procedures can be
similar to the way the correlation of xIRI and XCC are done in the packet core system (e.g. IRI-POI and CC-TF in the
SMF). The details of any needed interactions between those L1 functions are not defined in the present document.

When the IRI-POI and CC-TF are in separate NFs, any additional procedures that may be needed are also
implementation specific and the details of the same are not described in the present document.

7.12.3 Provisioning over LI_X1

7.12.3.1 General

The LIPF shall provision the IRI-POIs, CC-TFs, MDF2 and MDF3 over LI_X1 for IMS-based services using the X1
protocol as described in clause 5.2.2.

ETSI



3GPP TS 33.128 version 17.6.0 Release 17 228 ETSI TS 133 128 V17.6.0 (2022-09)

The clause 7.12.2.2 provides a list of target identifiers that shall be supported for IMS based servicesin a general sense.

The target identifiers used during the provisioning over L1_X1 for a specific IMS-based service (e.g. PTC) arelisted in
the respective service specific clauses.

7.12.3.2 Provisioning of IRI-POI

7.12.3.2.1 Session-based IMS services

The table 7.12.3.2-1 below shows the applicability of NFsin which the IRI-POIs are provisioned with the target
identifierslisted in clause 7.12.2.2 for session based IM S sessions (e.g. voice). See TS 33.127 [5] and Annex G.

When the service scoping is applicable, the IRI-POIsin the NFs shown in table 7.12.3.2-1 are provisioned only when
the type of service is voice/text or messaging (i.e. M SRP-based).

Table 7.12.3.2-1: IRI-POls in the NFs that need to be provisioned for session-based IMS service

NF Not a target non-local ID Target non-local ID
(IMfﬁ r? (l:%r;il)lng Default Alternate option Default Alternate option NS

P-CSCF YES YES YES NO In this clause
S-CSCF YES NO NO YES In this clause
E-CSCF YES NO NO NO In this clause
IBCF NO YES YES YES In this clause
MGCF NO YES YES NO In this clause
AS YES YES YES YES In this clause
HSS YES YES NO NO 7.2.3

Table 7.12.3.2-2 shows the minimum detail s of the LI_X1 ActivateTask message used for provisioning the IRI-POIsin
the NFslisted in tables7.12.3.2-1 for session based |M S-based services.

Table 7.12.3.2-2: ActivateTask message for activating IRI-POI for session-based IMS service

ETSI TS 103 221-1 [7] field name Description M/C/O

XID XID assigned by LIPF. The value used here shall be the same when IRI- M
POls in multiple NFs are provisioned for a warrant. The value used here shall
also be same as the value used for provisioning the CC-TFs (see table
7.12.3.3-1), MDF2 (see 7.12.3.4-1) and MDF3 (see table 7.12.3.5-1).

Targetldentifiers One or more of the target identifiers listed in the clause 7.12.2.2 with the M
embedded conditions implied.

DeliveryType Set to “X20nly. M

ListOfDIDs Delivery endpoints of LI_X2. These delivery endpoints shall be configured M

using the CreateDestination message as described in ETSI TS 103 221-1 [7]
clause 6.3.1 prior to first use.

ListOfServiceTypes Present if interception is to be done on one or more a specific service type. |C
Using the format defined in ETS TS 103 221 [7] based on the service
scoping listed below this table. When multiple intercepts are activated on a
target identifier, the service scoping shall be the union of all of them.

When service scoping is required, the IRI-POIs present in the NFslisted in table 7.12.3.2-1 shall support the following
service types from the structure defined in ETSI TS 103 221-1 [7]:

- Theenumerated value of "voice" or "messaging” in the service type field.

The ModifyTask and DeactivateTask messages that the LIPF may send to the IRI-POIs present in the NFslisted in table
7.12.3.2-1 shall include the X1D of the Task created by the above ActivateTask message.

7.12.3.2.2 Session-independent IMS services

Table 7.12.3.2-3 below shows the applicability of NFsin which the IRI-POIs are provisioned with the target identifiers
listed in clause 7.12.2.2 for session independent services (e.g. SMS over IP). See TS 33.127 [5] and Annex G.
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When the service scoping is applicable, the IRI-POIs in the NFs shown in table 7.12.3.2-3 are provisioned only when
the service type is messaging (i.e. SMSover |P).

Table 7.12.3.2-3: IRI-POls in the NFs that need to be provisioned for session-independent IMS-based

service
NF Not a target non-local ID Target non-local ID
(IMfi r? é%g?]l)mg Default Alternate option Default Alternate option Reference

P-CSCF YES YES YES YES In this clause
S-CSCF YES NO YES NO In this clause
E-CSCF YES NO NO NO In this clause
IBCF NO YES NO YES In this clause
MGCF NO NO NO NO In this clause
AS NO NO NO NO In this clause
HSS YES YES NO NO 7.2.3

Table 7.12.3.2-4 shows the minimum details of the LI_X1 ActivateTask message used for provisioning the IRI-POIsin
the NFslisted in table 7.12.3.2-3 for session independent |M S-based voice services.

Table 7.12.3.2-4: ActivateTask message for activating IRI-POI for session independent IMS-based

service
ETSI TS 103 221-1 [7] field name Description M/C/O
XID XID assigned by LIPF. The value used here shall be the same when IRI- M
POlIs in multiple NFs are provisioned for a warrant.
Targetldentifiers One or more of the target identifiers listed in the clause 7.12.2.2 with the M
embedded conditions implied.
DeliveryType Set to “X20nly. M
ListOfDIDs Delivery endpoints of LI_X2. These delivery endpoints shall be configured M

using the CreateDestination message as described in ETSI TS 103 221-1 [7]
clause 6.3.1 prior to first use.

ListOfServiceTypes Present if interception of one or more listed service types is required. Using |C
the format defined in ETS TS 103 221 [7] based on the service scoping listed
below this table. When multiple intercepts are activated on a target identifier,
the service scoping shall be the union of all of them.

When service scoping is required, the IRI-POIs present in the NFslisted in table 7.12.3.2-3 shall support the following
service types from the structure defined in ETSI TS 103 221-1 [7]:

- The enumerated value of "messaging" in the service type field.

The ModifyTask and DeactivateTask messages that the LIPF may send to the IRI-POIs present in the NFslisted in table
7.12.3.2-3 shall include the X1D of the Task created by the above ActivateTask message.

7.12.3.3 Provisioning of CC-TF

The table 7.12.3.3-1 below shows the applicability of NFsin which the CC-TFs are provisioned with the target
identifierslisted in clause 7.12.2.2 for session-based IM S services (e.g. voice). See TS 33.127 [5] and Annex G.

Table 7.12.3.3-1: CC-TFs in the NFs that need to be provisioned for session-based IMS service

NE Not a target non-local ID Target non-local ID
(IMS signaling function) Default Alternate option Default Alternate option
P-CSCF YES YES YES NO
IBCF YES YES YES YES
MGCF YES YES YES NO
AS/MRFC YES YES YES YES
Conferencing AS/MRFC YES YES YES YES

Table 7.12.3.3-2 shows the minimum details of the L1_X1 ActivateTask message used for provisioning the CC-TFsin
the NFslisted in table 7.12.3.3-1 for session-based IM S services.

ETSI




3GPP TS 33.128 version 17.6.0 Release 17

230

ETSI TS 133 128 V17.6.0 (2022-09)

Table 7.12.3.3-2: ActivateTask message for activating CC-TF for session-based IMS services

ETSI TS 103 221-1 [7] field name Description M/C/O

XID XID assigned by LIPF. The value used here shall be the same when IRI- M
POls in multiple NFs are provisioned for a warrant. The value used here shall
also be same as the value used for provisioning the IRI-POls (see table
7.12.3.2-2), MDF2 (see 7.12.3.4-1) and MDF3 (see table 7.12.3.5-1).

Targetldentifiers One or more of the target identifiers listed in the clause 7.12.2.2 with the M
embedded conditions implied.

DeliveryType Set to “X30nly. M

ListOfDIDs Delivery endpoints of LI_X3. These delivery endpoints shall be configured M
using the CreateDestination message as described in ETSI TS 103 221-1 [7]
clause 6.3.1 prior to first use.

ListOfServiceTypes Present if interception of one or more listed service types is required. The C

value provisioneUsing the format defined in ETS TS 103 221 [7] based on
the service scoping listed below this table. When multiple intercepts are
activated on a target identifier, the service scoping shall be the union of all of
them.

When service scoping is required, the CC-TF present in the NFslisted in table 7.12.3.3-1 shall support the following
service scoping from the structure defined in ETSI TS 103 221-1 [7]:

- The enumerated value of "voice" or "messaging" in the service typefield.

The ModifyTask and DeactivateTask messages that the LIPF may send to the CC-TFs present in the NFslisted in table
7.12.3.3-1 shdl include the X1D of the Task created by the above ActivateTask message.

7.12.3.4

Provisioning of the MDF2

The MDF2 listed as the delivery endpoint over L1_X2 for xIRI generated by the IRI-POls shall be provisioned over

L1_X1 by the LIPF.

Table 7.12.3.4-1 shows the minimum details of the L1_X1 ActivateTask message used for provisioning the MDF2.

Table 7.12.3.4-1 ActivateTask message for MDF2

ETSI TS 103 221-1 [7] field name Description M/C/O
XID XID assigned by LIPF. The value used here shall also be same as the value |M
used for provisioning the IRI-POls, CC-TFs, and and MDF3 (see table
7.12.3.5-1).
Targetldentifiers One or more of the target identifiers listed in the clause 7.12.2.2 with the M
embedded conditions implied.
DeliveryType Not used. M
ListOfDIDs Delivery endpoints of LI_HI2. These delivery endpoints shall be configured M
using the CreateDestination message as described in ETSI TS 103 221-1 [7]
clause 6.3.1 prior to first use.
ListOfMediationDetails Sequence of Mediation Details, see table 7.12.3.4-2. M
Table 7.12.3.4-2: Mediation Details for MDF2
ETSI TS 103 221-1 [7] field name Description M/C/O
LIID Lawful Intercept ID associated with the task. M
DeliveryType Set to "HI20nly". M
ListOfDIDs Details of where to send the IRI for this LIID. Shall be included if deviation C
from the ListofDIDs in the ActivateTask message is necessary. If included,
the ListOfDIDs in the Mediation Details shall be used instead of any delivery
destinations authorised by the ListOfDIDs field in the ActivateTask Message.
ServiceScoping Present if service scoping is required. Using the format defined in ETS TS C

103 221 [7] include the service scoping as applicable to this LIID based on

the service scoping listed below the table.

The MDF2 shall support the following service scoping from the structure defined in ETSI TS 103 221-1 [7]:

- The enumerated value of "voice" or "messaging" in the service typefield.
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The ModifyTask and DeactivateT ask messages that the LIPF may send to the MDF2 present in the NFslisted in table
7.12.3.4-1 shall include the X1D of the Task created by the above ActivateTask message.

7.12.3.5

Provisioning of the MDF3

The MDF3 listed as the delivery endpoint over L1_X3 for xCC generated by the IRI-POIs shall be provisioned over

L1_X1 by the LIPF.

Table 7.12.3.5-1 shows the minimum details of the LI_X1 ActivateTask message used for provisioning the MDF3.

Table 7.12.3.5-1 ActivateTask message for MDF3

ETSI TS 103 221-1 [7] field name Description M/C/O
XID XID assigned by LIPF. The value used here shall also be same as the value |M
used for provisioning the IRI-POIs, CC-TFs, and MDF2 (see table 7.12.3.4-
1).
Targetldentifiers One or more of the target identifiers listed in the clause 7.12.2.2 with the M
embedded conditions implied.
DeliveryType Not used. M
ListOfDIDs Delivery endpoints of LI_HI3. These delivery endpoints shall be configured |M
using the CreateDestination message as described in ETSI TS 103 221-1 [7]
clause 6.3.1 prior to first use.
ListOfMediationDetails Sequence of Mediation Details, See table 7.12.3.5-2. M
Table 7.12.3.5-2: Mediation Details for MDF3
ETSI TS 103 221-1 [7] field name Description M/C/O
LIID Lawful Intercept ID associated with the task. M
DeliveryType Set to "HI3Only". M
ListOfDIDs Details of where to send the CCI for this LIID. Shall be included if deviation C
from the ListofDIDs in the ActivateTask message is necessary. If included,
the ListOfDIDs in the Mediation Details shall be used instead of any delivery
destinations authorised by the ListOfDIDs field in the ActivateTask Message.
Present if service scoping is required. Using the format defined in ETS TS C

ServiceScoping

103 221 [7] include the service scoping as applicable to this LIID based on
the service scoping listed below the table.

When service scoping is required, the MDF3 shall support the following service scoping from the structure defined in

ETSI TS103221-1[7]:

- The enumerated value of "voice" or "messaging" in the service typefield.

The ModifyTask and DeactivateT ask messages that the LIPF may send to the MDF3shall include the X1D of the Task
created by the above ActivateTask message.

7.12.4 Generation of xIRIs over LI_X2

7.12.4.1

7.12.4.1.1 General

IRI-POls in IMS signaling functions

The IRI-POIs present in the NFs provisioned as shown in table 7.12.3.3-1 generate the xIRIs according to the conditions
described in TS 33.127 [5] and illustrated in Annex G.

Asdescribed in TS 33.127 [5], clause 7.12.3.2.2 and illustrated in Annex G, the present document supports two

deployment options:

- Default option.
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- Alternate option.

The options used for LI involving a specific IMS service may be different from the option used for L1 involving another
IMS service. For example, a default option may be used for target non-local ID and an alternate option may be used for
alocal target ID.

NOTE: One of the obvious conditions not stated in the subsequent clausesis that an NF can provide an IRI-POI
functionsif and only if the SIP signaling messages pass through that NF.

When a condition (e.g. inbound roaming with LBO) under which an NF provides the IRI-POI functionsis dependent on
the handling of SIP REGISTER message, the IRI-POIs may have to scan the SIP REGISTER for all IMS usersto
address the case when that IM S user engages in a communication with a target non-local ID.

7.12.4.1.2 IRI-POI in P-CSCF

7.12.4.1.2.1 Session-based IMS communications

In the default deployment option, the P-CSCF provides the IRI-POI functions when any of the following conditions are
met:

- Thetarget isinbound roaming (with LBO) IMS user and is not registered for emergency services. The E-CSCF
provides the IRI-POI functions when the target is registered for the emergency services.

- Aninbound roaming (with LBO) IMS user isin communication with a target non-local 1D.
In the alternate deployment option, the P-CSCF always provides the |RI-POI functions except for the following cases:

- A non-roaming or outbound roaming (with HR) IMS user in communication with atarget non-local ID. The S-
CSCF provides the IRI-POI functions for such a case.

- Aninbound roaming (with LBO) IMS user isin communication with atarget non-local ID when the mediais
home-routed. The IBCF provides the IRI-POI functions for such a case.

With the above conditions met, the IRI-POI present in the P-CSCF identifies that an IM S-based communication isto be
intercepted according to clause 7.12.2.8.

7.12.4.1.2.2 Session-independent IMS communications

In the default deployment option, the P-CSCF provides the IRI-POI functions when any of the following conditions are
met:

- Thetarget isinbound roaming (with LBO) IMS user and is not registered for emergency services. If applicable,
E-CSCF provides the IRI-POI functions when IMS user is registered for emergency services.

- Aninbound roaming (with LBO) IMS user isin communication with a target non-local 1D.
In the alternate deployment option, the P-CSCF always provides the IRI-POI functions.

With the above conditions met, the IRI-POI present in the P-CSCF identifies that an IM S-based communication isto be
intercepted according to clause 7.12.2.8.

7.12.4.1.3 IRI-POI in S-CSCF

7.12.4.1.3.1 Session-based IMS communications

In the default deployment option, the S-CSCF always provides the IRI-POI functions except for the following
condition:

- IMSuser isregistered for emergency services and E-CSCF provides the IRI-POI for IM S-based emergency
services.

- IMSuser isin communication with atarget non-local ID. The MGCF or IBCF provide the IRI-POI functions for
such a case.
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In the alternate deployment option, the S-CSCF provides the IRI-POI functions when the following condition is met:
- IMS user isin communication with a target non-local ID.

With the above conditions met, the IRI-POI present in the S-CSCF identifies that an IM S-based communication isto be
intercepted according to clause 7.12.2.8.

7.12.4.1.3.2 Session-independent IMS communications

In the default deployment option, the S-CSCF always provides the IRI-POI functions except for the following
condition:

- IMSuser isregistered for emergency services and E-CSCF provides the IRI-POI for IMS-based emergency
services.

In the aternate deployment option, the S-CSCF does not provide the IRI-POI functions.

When the above conditions are met, the IRI-POI present in the S-CSCF identifies that an IM S-based communication is
to be intercepted according to clause 7.12.2.8.

7.12.41.4 IRI-POI in E-CSCF

In the default deployment option, the E-CSCF provides the IRI-POI functions except for the following condition (see
Annex G):

- S-CSCF providesthe IRI-POI for emergency services.
In the alternate deployment option, the E-CSCF does not provide the IRI-POI functions.

When the above conditions are met, the IRI-POI present in the E-CSCF identifies that an IM S-based communication is
to be intercepted according to clause 7.12.2.8.

7.12.4.1.5 IRI-POI in IBCF

7.12.4.1.5.1 Session-based IMS communications

In the default deployment option, the IBCF provides the I RI-POI functions when any of the following conditions are
met (see Annex G):

- A non-roaming IMS user isin communication with atarget non-local ID.
- Anoutbound roaming IMS user isin communication with a target non-local 1D.

In the aternate deployment option, the IBCF shall provide the IRI-POI functions when any of the following conditions
are met:

- Thetarget involved is an outbound roaming (with LBO) IMS user.
- ThelMS session to atarget is redirected to auser in the IP domain.
- IMSsession to atarget is redirected to an outbound roaming (with LBO) IMS user.

- Aninbound roaming (with LBO) IMS user isin communication with atarget non-local ID on an IMS session
that employs home-routed media.

When the above conditions are met, the IRI-POI present in the IBCF identifies that an IM S-based communication isto
be intercepted according to clause 7.12.2.8.

7.12.4.15.2 Session-independent IMS communications
In the default deployment option, the IBCF does not provide the IRI-POI functions.

In the aternate deployment option, the IBCF provides the IRI-POI functions except for the following condition:
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- Thetarget isan inbound roaming (with LBO) IMS user. The P-CSCF provides the IRI-POI functions for such a
case.

- Theinbound roaming (with LBO) IMS user isin communication with a non-local target. The P-CSCF provides
the IRI-POI functions for such a case.

When the above conditions are met, the IRI-POI present in the IBCF identifies that an IM S-based communication isto
be intercepted according to clause 7.12.2.8.

7.12.4.1.6 IRI-POI in MGCF

7.12.4.1.6.1 Session-based IMS communications

In the default deployment option, the MGCF provides the IRI-POI functions when any of the following conditions are
met:

- A non-roaming IMS user isin communication with atarget non-local ID.
- Anoutbound roaming IMS user isin communication with atarget non-local ID.

For session-based IM'S communications, in the alternate deployment option, the MGCF shall provide the IRI-POI
functions when the following condition is met:

- ThelMS session to atarget is redirected to a user in the CS domain.

When the above conditions are met, the IRI-POI present in the MGCF identifies that an IM S-based communication isto
be intercepted according to clause 7.12.2.8.

7.12.4.1.6.2 Session-independent IMS communications

For session-independent IMS communications, the MGCF does not provide the IRI-POI functions.
7.12.4.1.7 IRI-POIl in AS

7.12.4.1.7.1 Session-based IMS communications

In both default and alternate deployment options, the AS provides the IRI-POI when the interception of IM S sessions
involving specia services such as conferencing is required.

The IRI-POI present in the AS identifies that an IM S-based communication is to be intercepted according to clause
7.12.2.8.

7.12.4.1.7.2 Session-independent IMS communications

For session-independent IMS communications, the AS does not provide the IRI-POI functions.
7.12.4.2 IMS records

7.12.4.2.1 IMS Message
For an intercepted IM S based communication (see clause 7.12.2.8), the IRI-POI present in the IMS Signaling Function

shall generate the xIRI IM SMessage from the SIP message used to handle that IMS based communication. All SIP
messages use the same xIRI record as shown in table 7.12.4.2-1.

ETSI



3GPP TS 33.128 version 17.6.0 Release 17 235 ETSI TS 133 128 V17.6.0 (2022-09)

Table 7.12.4.2-1: Payload for IMSMessage record

Field name Description M/C/O

payload One of the following payload types (other payload types may be M
added in future versions of the specification):
e encapsulatedSIPMessage: See table 7.12.4.2-2.

sessionDirection Indicates the direction of the SIP session: fromTarget, toTarget, M
combined (if target calls him/herself) or indeterminate if the direction
cannot be determined reliable (see NOTE).

volPRoamingIndication Indicates whether the roaming mode is inbound LBO, S8HR or N9HR |C
when the target is in roaming situation.
location Location (e.g. PANI Header) with timestamp, if available. C

NOTE: When anincoming call to atarget is redirected to another user, the sessionDirection field shall be set to
toTarget. When an incoming call from atarget non-local 1D to an IMS user is redirected to, the
sessionDirection field shall be set to fromTarget.

Table 7.12.4.2-2: Structure of the encapsulatedSIPMessage parameter

Field name Description M/C/O

iPSourceAddress Indicates the conditional source IPv4 address or source IPv6 address (M
field in the PDU header to the source IP address of the intercepted
SIP message (see ETSI TS 103 221-2 [8] clause 5.3).

iPDestinationAddress Indicates the conditional destination IPv4 address or destination IPv6 |M
address field in the PDU header to the destination IP address of the
intercepted SIP message (see ETSI TS 103 221-2 [8] clause 5.3).

sIPContent The relevant SIP message, or SIP message header if the warrant M
requires IRI-only. In addition, for IRI-only intercepts, specific content
(e.g. SIP MESSAGE method) may have to be deleted.

The IRI-POI present in the IM S signaling function generating an XIRI containing an IM SMessage record shall set:

- The Payload Direction field in the PDU header to the direction of the signaling message carried in the IRI
payload (see ETSI TS 103 221-2 [8] clause 5.2.6). If the signalling message was sent from the target, the
Direction Value"3" (sent from the target) shall be used, if the signalling message was sent to the target, the
Direction Value "2" (sent to the target) shall be used; if the direction could not be determined reliably, the
Direction Value"1" (not known to the POI) shall be used. If the SIP message is sent from and to the target, the
Direction Value"4" (more than one direction) shall be used. For the SIP messages generated by the network, the
Direction Value"5" (not applicable) shall be used.

- The conditional source | Pv4 address or source IPv6 address field in the PDU header to the source IP address of
the intercepted SIP message (see ETSI TS 103 221-2 [8] clause 5.3). It shall contain the source address of the
packet from the 32-bit "Source Address' field in IPv4, asdefined in IETF RFC 791 [34], or from the 128-bit
"Source Address' field in IPv6, as defined in IETF RFC 2460 [27].

- The conditional destination |Pv4 address or destination IPv6 address field in the PDU header to the destination
IP address of the intercepted SIP message (see ETSI TS 103 221-2 [8] clause 5.3). It shall contain the destination
address of the packet from the 32-bit " Source Address' field in IPv4, as defined in IETF RFC 791 [34], or from
the 128-bit "Source Address' field in IPv6, as defined in IETF RFC 2460 [27].
7.12.4.2.2 Start of interception with Active IMS session

The IRI-POI present in the IM S signaling function shall generate the xIRI StartOfInterceptionForActivel M SSession
when all of the following conditions are met:

- The IRI-POI receivesan LI_X1: ActivateTask from the L1PF.

- The IRI-POI detectsthe IMS user identified by one or more of the target identifier (s) included in the ActivateTask
ison an active IMS session.

- The-IRI-POI in the IM S signaling functions meets the criteria mentioned in TS 33.127 [5] for providing the IRI-
POI functions.
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The generation of the xIRI shall be independent of the IMS media associated with the session. If multiple IMS sessions
are active at the start of interception, a StartOfI nterceptionForActivel M SSession record shall be generated for each
active session.

The following table contains parameters, with IRITargetl dentifier, generated by the IRI-POI.

Table 7.12.4.2.-3: Payload for StartOfInterceptionForActivelMSSession record

Field name Description M/C/O
originatingld Identities of the originator of the session. M
terminatingld Identities of the termination of the service. M
sDPState Latest state of session from IMS signaling function (including LMISF)

will provide the agreed SDP answer and related modification
(encoded in SDP format as per RFC 4566 [43] clause 5 when known.) |C
for each media stream of the target.

diversionldentity Provided if available and applicable. C
volPRoamingIndication Indicates whether the roaming mode is LBO, S8HR or N9HR.when c
the target is in roaming situation.
location Location (e.g. PANI Header) with timestamp, if available. C
7.12.4.2.3 IMS CC Unavailable

The IRI-POI present in the IM S signaling function that also has the CC-TF (which would have triggered the media
interception at the CC-POI) shall generate the xIRI IMSCCUnavailable when the mediais not available for interception
in the CSP's network.

Accordingly, the IRI-POI present in the IMS signaling function that has the CC-TF shall generate the xIRI
IM SCCUnavailable when the following conditions are met:

- Thetarget of interception ison an IMS session with established SDP offer and answer.

- The media does not enter the IMS network of the CSP that has received the warrant. In other words, the CC-TF
does not send the L1_T3 ActivateTask to the CC-POI.

- The CSPisrequired to send a notification to the LEMF when the media interception is required but not available
for the interception.

NOTE: The detailsof any interactions required between the IRI-POI and CC-TF present in the same IMS
Signaling Function (e.g. IBCF) is outside the scope of the present document.

The payload of the IMSCCUnavailable xIRI is as shown in table 7.12.4.2-4.

Table 7.12.4.2.-4: Payload for IMSCCUnavailable record

Field name Description M/C/O
cCUnavailableReason Provides the reason for the unavailability of CC. M
sDPState The latest SDP information, if known. C

7.12.5 Triggering of CC-POI by CC-TF over LI_T3

7.12.5.1 CC-TFs in IMS signaling functions

7.125.1.1 General

The CC_TFs present in the NFs provisioned as shown in table 7.12.3.3-1 activate the CC-POIs according to the
conditions described in TS 33.127 [5] and illustrated in Annex G.

NOTE 1: One of the obvious conditions not stated in the subsequent clausesis that an NF can provide the CC-TF
functionsif and only if the SIP signaling messages pass through that NF.
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NOTE 2: The CC-TF functions apply only for session-based IMS communications.

When a condition (e.g. inbound roaming with LBO) under which an NF provides the CC-TF functions is dependent on
the handling of SIP REGISTER message, the CC-TFs may have to scan the SIP REGISTER for al IMS usersto
address the case when that IM S user engages in a communication with atarget non-local ID.

7.12.5.1.2 CC-TFin P-CSCF
The P-CSCF provides the CC-TF functions when the CC-POI functions are provided at the IMS-AGW.

The P-CSCF aways provides the CC-TF functions (based on the call direction, of-course) except for the following
cases.

- A non-roaming IMS user in communication with atarget non-local ID. IBCF or MGCF provide the CC-TF
functions for that case.

- Anoutbound roaming (with LBO) IMS user isin communication with a target non-local ID. IBCF or MGCF
provide the CC-TF functions for that case.

When an inbound roaming (LBO) IMS user isin communication with atarget non-local 1D, two deployment options are
defined (see TS 33.127 [5]) for providing the CC-TFs functions. The P-CSCF provides the CC-TF functions except for
the following case:

- Aninbound roaming (with LBO) IMS user isin communication with atarget non-local 1D when the mediais
home-routed. IBCF provides the CC-TF functions for that case.

With the above conditions met, the CC-TF present in the P-CSCF identifies that an IM S-based communication isto be
intercepted according to clause 7.12.2.8.

7.12.5.1.3 CC-TFin IBCF
The IBCF provides the CC-TF functions when the CC-POI functions are provided at the TrGW.
The IBCF provides the CC-TF functions when any of the following conditions are met:
- A non-roaming IMS user isin communication with atarget non-local 1D in the P domain.
- Anoutbound roaming IMS user isin communication with a target non-local 1D in the |P domain.
- IMSsession isto an outbound roaming (with LBO) target.
- AnIMSsessionto atarget isredirected to a user in the |P domain.
- AnIMSsessionto atarget isredirected to an outbound roaming (with LBO) IMS user.

- Aninbound roaming (with LBO) IMS user isin communication with atarget non-local ID on an IMS session
that employs home-routed media and alternate deployment option is used for media interception.

When the above conditions are met, the CC-TF present in the IBCF identifies that an IM S-based communication isto
be intercepted according to clause 7.12.2.8.

7.125.1.4 CC-TF in MGCF

The MGCEF provides the CC-TF functions when the CC-POI functions are provided at the IM-MGW.

The MGCF provides the CC-TF functions when any of the following conditions are met (see Annex G):
- A non-roaming IMS user isin communication with atarget non-local ID in the CS domain.
- Anoutbound roaming IMS user isin communication with a target non-local ID in the CS domain.
- AnIMSsessionto atarget isredirected to a user in the CS domain.

When the above conditions are met, the CC-TF present in the MGCF identifies that an |M S-based communication isto
be intercepted according to clause 7.12.2.8.
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7.12.5.1.5 CC-TF in AS/IMRFC
The ASIMRFC provides the CC-TF functions when the CC-POI functions are provided at the MRFP.

The ASIMRFC provides the CC-TF functions when the interception of IMS sessions involving special services such as
conferencing, music or tonesis required.

The CC-TF present in the AS/MRFC identifies that an IM S-based communication is to be intercepted according to
clause 7.12.2.8.

7.12.5.2 LI_T3 triggering details

7.125.2.1 General

Asdescribed in clause 7.12.5.1, the CC-POI may reside in the IMS-AGW, TrGW, IM-MGW or the MRFP. The trigger
to perform the mediainterception is provided by the CC-TF present in the P-CSCF, IBCF, MGCF, ASMRFC

respectively.

NOTE 1: The present document assumes that the above NFs that have the CC-TF and the NFs that have the CC-
POI interact with each other using the H.248 messages.

When the IRI-POI and the CC-TF are provided by two different NFs, the interception of mediais performed at the core-
network side of the NF that has the CC-POI. Thisisto align the mediainterception with the SDP information reported
inthe xIRI.

When the IRI-POI and the CC-TF are provided by the same NF, based on the deployment option, the interception of
media can be done at the access side or core network side of an IMS-AGW, at the peer network side or the core network
side of an TrGW. For the IM-MGW, the media interception is always done on the core network side since the peer
network isin CS domain. For the MRFP, al sides are core network and therefore, the media interception is always on
the core network side.

The possihilities of such mediainterception points are illustrated in figure 7.12.5.2-1.

O Media interception points
Tones or announcements

scenario

Core
Network

Core side Core
Access Network P .. Network Ac.cess
side side . side side
UE 0) ms-acw ) / ' O vs-acw O UE
Peer Core Core Peer
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(IP domain) . Core Network mew O (IP domain)
Core Core Peer
Network Network Network
Peer Network side ® side Peer Netw.ork
(CS domain) e e IM-MGW (CS domain)
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Network Network Multi-party
side

side . conferencing
scenario

Figure 7.12.5.2-1: Media interception point options in the CC-POls
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NOTE 2: Even when the option of access side or peer network side is chosen, for certain session scenarios (e.g.
hold), mediainterception may have to be moved to the core network side.

Thetime at which trigger is sent to the CC-POI has arelationship to the NF (that has the CC-TF) handling of SIP
messages that carry the SDP offer and SDP answer as those SIP messages result in the NF (that has the CC-TF)
creating/modifying the media contexts at the NF that handles the media.

The procedures used to activate (i.e. trigger) the media interception at the CC-POI present in IMS-AGW, TrGW and
IM-MGW are the same. The procedures used to activate (i.e. trigger) the mediainterception at the MRFP can be
different due to the nature of media functions provided by the MRFP can be different (e.g. conferencing,
announcements).

7.12.5.2.2 Activation Task

7.12.5.2.2.1 Overview

The ActivateTask message over the LI_T3 interface is sent from CC-TF to CC-POI as atrigger to start the media
interception at the CC-POI. The details of the ActivateTask are as shown in table 7.12.5.2.2-1:

Table 7.12.5.2.2-1: ActivateTask message for triggering the CC-POIl over LI_T3

ETSI TS 103 221-1 [7] field name Description M/C/O
XID Allocated by the CC-TF as per ETSI TS 103 221-1 [7]. M
Targetldentifiers IP address and the UDP port number are to be used at the CC-POI in M

identifying the IMS media that needs to be intercepted. See table 7.12.5.2.2-

2.
DeliveryType Set to "X30nly". M
ListOfDIDs Shall give the DID of the MDF3 to which the xCC should be delivered. The M

delivery endpoint is configured using the CreateDestination message as
described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to the task activation.

CorrelationID This value is set by the CC-TF and shall be same as the value to be used in |M
the xCC generated at the CC-POL.
ProductID Shall be set to the XID of the Task Object associated with the interception at |M

the CC-TF. This value shall be used by the CC-POlI to fill the XID field of xCC
sent over LI_X3 to the MDF3.

TaskDetailsExtensions/SDP See table 7.12.5.2.2-3. M

Along with the IP address and UDP port number, afew additional identifiers are needed for the mediainterception.
These are shown as TargetldentifierExtension in table 7.12.5.2.2-2 and TaskDetailsExtensions in table 7.12.5.2.2-3.

Table 7.12.5.2.2-2: Target identifiers and extensions for LI_T3

Identifier type Owner ETSI TS 103 221-1 [7] Targetldentifier type Definition
IPv4 Address ETSI IPv4Address ETSI TS 103 221-1 [7]
IPv6 Address ETSI IPv6Address ETSI TS 103 221-1 [7]
UDP Port Number ETSI UDPPort ETSI TS 103 221-1 [7]
H248 Context ID 3GPP TargetldentifierExtension/ H248ContextID
H248ContextID (see XSD Schema)
Payload Direction 3GPP TargetldentifierExtension/ PayloadDirectionAssign
Assignment PayloadDirectionAssignment ment (see XSD Schema)
Trigger Scope 3GPP TargetldentifierExtension/ TriggerScope
TriggerScope (see XSD Schema)

Table 7.12.5.2.2-3: SDP task details extensions for LI_T3

Extensions field name Description M/C/O
LocalSDP SDP sent to the remote end of the C
session (see paragraph below)
RemoteSDP SDP received from the remote end of |C
the session (see paragraph below)
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The IP address and the UDP port number as target identifiers give the destination address at the UDP layer of the to-be
intercepted media. For symmetric media, the same IP address and UDP port number give the source address at the UDP
layer of the to-be-intercepted mediain the reverse direction.

The H248Contextl D identifies the identity of the media context created at the IMS Media Function using the H.248
Add Context message.

The TriggerScope indicates whether 1P address and UDP port number included as the target identifiersinthe LI_T3
ActivateTask areto be used for bidirectional media or unidirectional media. In the latter case, a separate trigger shall be
sent to intercept mediain the reverse direction. "Bidirectiona” and "Unidirectiona" are the values that can be set for the
TriggerScope by the CC-TF in the ActivateTask message.

When the TriggerScope is "Unidirectional”, the | P address and UDP port number identify the destination | P address and
the UDP port number of the intercepted IMS media stream. When the TriggerScope is "Bidirectional”, the IP address
and UDP port number identify the destination IP address and UDP port number of the incoming intercepted IMS media
and the source | P address and UDP port number of the outgoing IMS media.

The PayloadDirectionAssignment field indicates the direction of the media stream destined to the | P address and UDP
port number (indicated as target identifiersin the ActivateTask) from the perspective of the target. "FromTarget",
"ToTarget" and "NotDetermined” are the values that can be set for this by the CC-TF in the ActivateTask message.

The Local SDP provides the SDP information to be sent in a SIP message by the NF that has the CC-TF. The
RemoteSDP provides the SDP information received in a SIP message at the NF that has the CC-TF. In some cases, both
Local SDP and RemoteSDP may be included in the ActivateTask message. The CC-POI is expected to use the

Local SDP to populate the SDP Session Description field of the X3 PDUs for the incoming media streams and to use the
the RemoteSDP to populate the SDP Session Description field of the X3 PDUs for the outgoing media streams.

7.12.52.2.2 Activation of CC-POI in IMS-AGW, TrGW, IM-MGW

The CC-TF shall send atrigger to the CC-POI using the ActivateTask message over the LI_T3 interface for an
intercepted IM S session (as determined according to the clause 7.12.2.8) that requires the CC interception when the
following occur:

- The NF that has the CC-TF receives the acknowledgement (i.e. H.248 Reply) to the H.248: Add Context from
the NF that has the CC-POI. The H.248: Add Context is sent when the SIP message that contains the SDP offer
is handled.

- The CC-TF receives an ActivateTask from the LIPF over LI_X1 with CC interception required for an IMS
session with an already established SDP offer and possibly SDP answer aswell. This processis part of a mid-
session activation of interception.

When the media streams are asymmetric, the CC-TF shall send a second trigger to the CC-POI using the ActivateTask
message over the L1_T3 interface to intercept the mediain the reverse direction when the following occur:

- When the SDP offer is received from the side where the media interception is done, the NF that has the CC-TF
receives the acknowledgement (i.e. H.248 Reply) to the H.248: Add Context from the NF that has the CC-POI.
The H.248: Add Context is sent when the SIP message that contains the SDP offer is handled. This happens at
the same time the first trigger (LI_T3 ActivateTask) is sent.

- When the SDP answer is received from the side where the mediainterception is done, the NF that hasthe CC-TF
receives the acknowledgement (i.e. H.248 Reply) to the H.248 Mod Context from the NF that has the CC-POI.
The H.248: Mod Context is sent when the SIP message that contains the SDP answer is handled.

- The CC-TF receives an ActivateTask from the LIPF over LI_X1 with CC interception required for an IMS
session with an already established SDP offer and possibly SDP answer aswell. This processis part of a mid-
session activation of interception.

The details of ActivateTask sent from the CC-TF to the CC-POI over LI_T3 are shown in table 7.12.5.2.2-1.

For thetrigger (for the asymmetric media case, it isthe first trigger):
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- The CC-TF shall usethe IP address and UDP port number present in the local descriptor part of the
acknowledgement (i.e. H.248 Reply) to an H.248 Add context message. The same | P address and the UDP port
numbers are also present in the SIP messages that carry the SDP offer or SDP answer (depending on the SIP
message direction and the session scenario).

NOTE 1. The SDP offer may be present in aforward SIP message (e.g. SIP INVITE) or in aresponse SIP
message (e.g. SIP 200 OK). In the latter case, the trigger to perform media interception is sent when
the response SIP message is handled.

When the CC-TF and IRI-POI are present in different NFs, the | P address and the UDP port number are associated
with the core network side of the NF that has the CC-POI.

When the CC-TF and the IRI-POI are in the same NF, as a deployment option, the CC-TF may choose the side for
media interception and hence, includes the IP address and the UDP port number that correspond to the side at which
the media interception is to be done. The sides thus chosen based on the 1P address and UDP port number can be the
access side or core network side when the CC-POI isin IMS-AGW, the side can be peer network side or core
network side when the CC-POI isin TrGW, and the side is always the core network side when the CC-POI isin the
IM-MGW (see figure 7.12.5.2-1). The CC-POI is expected to perform the media interception on the side as
determined by that | P address and the UDP port humber.

For the second trigger that applies to asymmetric media case:

- The CC-TF shall usethe IP address and UDP port number present in the remote descriptor part of the of the
H.248 transaction that happens between the NF that has the CC-TF and the NF that has the CC-POI. The same
| P address and the UDP port numbers are also present in the SIP messages that carry the SDP offer or SDP
answer (depending on the SIP message direction and the session scenario).

The remote I P address and the UDP port number are on the same side where the local | P address and UDP port
number were provided in the first trigger.

The values that the CC-TF sets for the PayloadDirectionAssignment and TriggerScope shall be determined as described
intables 7.12.5.2.2-4 and 7.12.5.2.2-5.

Table 7.12.5.2.2-4: PayloadDirectionAssignment and TriggerScope values (target identifier from local
descriptor)

Media interception side PayloadDirectionAssignment TriggerS(_:ope _ _ _
Not a non-local ID | Non-local ID | Symmetric media | Asymmetric media
IMS-AGW Access FromTarget ToTarget "Bidirectional” n/a
Core network | ToTarget FromTarget | "Bidirectional” "Unidirectional”
TrGwW Peer network | FromTarget FromTarget | "Bidirectional” "Unidirectional”
Core network | ToTarget ToTarget "Bidirectional” "Unidirectional"
IM-MGW | Core network | ToTarget ToTarget "Bidirectional” "Unidirectional"

Table 7.12.5.2.2-5: PayloadDirectionAssignment and TriggerScope values (target identifier from
remote descriptor)

Media interception side PayloadDirectionAssignment TriggerScope
Not a non-local ID | Non-local ID | Symmetric media | Asymmetric media
Access n/a n/a n/a n/a
IMS-AGW Core network | FromTarget ToTarget n/a "Unidirectional”
TrowW Peer network | ToTarget ToTarget n/a "Unidirectional”
Core network | FromTarget FromTarget | n/a "Unidirectional”
IM-MGW | Core network | FromTarget FromTarget n/a "Unidirectional"

NOTE 2: The mediainterception of target non-local ID isdonein the IMS-AGW only when the IMS user isin
communication with the target non-local 1D is an inbound roamer with LBO with the alternate
deployment option (see TS 33.127 [5]).
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NOTE 3: When mediais neither sent to nor received from the target (e.g. call waiting scenario, held session), and

when the CC-TF is aware of the scenario, the value of "NotDetermined" is used as the
PayloadDirectionAssignment value. The CC-TF changes the PayloadDirectionAssignment value using a
LI_T3 ModifyTask (see clause 7.12.5.2.3) when the media is cross connected to the target (e.g. held
session isretrieved).

The table 7.12.5.2.2-6 shows how the CC-POI is expected to set the Payload Direction field in the XxCC based on the
PayloadDirectionAssignment and TriggerScope values received in the LI_T3 ActivateTask message.

Table 7.12.5.2.2-6: Expected payload direction value in the xCC

. . . . RTP stream (media stream) direction
TriggerScope PayloadDirectionAssignment _ _ _ _
To the target identifier From the target identifier
FromTarget "3" from the target "2" to the target
S ToTarget "2" to the target "3" from the target
Bidirectional "5" not applicable to this
NotDetermined XCC PP "5" not applicable to this xCC
FromTarget "3" from the target n/a
NotDetermined «CC P n/a

NOTE 4: When the TriggerScope value is "Unidirectiona”, two LI_T3 triggers are sent to the CC-POI and in this

case, the CC-POI is expected to set the Payload Direction field separately according to the
PayloadDirectionAssignment received in the corresponding LI_T3 trigger.

The following paragraphs describe the algorithm the CC-TF shall use for the inclusion of the Local SDP and Remote
SDPinthe Ll T3 ActivateTask message.

- When the TriggerScope value is "Bidirectional":

When the SDP offer isreceived at the NF that has the CC-TF (on the side where the media interception is
done) before the sending of a ActivateTask to the CC-POI, the CC-TF shall use the SDP information
received in the SDP offer as RemoteSDP and the SDP information that will be sent later in the SDP answer
of a SIP message as Local SDP.

When the SDP offer is sent by the NF that has the CC-TF (on the side where the media interception is done)
after the sending of a ActivateTask to the CC-POI, the CC-TF shall use the SDP information that will be
included in the SDP offer of a SIP message as Local SDP. In this case, the RemoteSDP issent inthe LI_T3
ModifyTask when the SDP answer isreceived in a SIP message (see clause 7.12.5.2.3).

- When the TriggerScope value is "Unidirectional":

When the SDP offer isreceived at the NF that has the CC-TF (on the side where the mediainterceptionis
done) before the sending of a ActivateTask to the CC-POI, the CC-TF shall use the SDP information that will
be sent later in the SDP answer of a SIP message asthe LocalSDP in the first LI_T3 trigger. The SDP
information received in the SDP offer as the RemoteSDP in the second L1_T3 trigger.

When the SDP offer is sent by the NF that has the CC-TF (on the side where the media interception is done)
after the sending of a ActivateTask to the CC-POI, the CC-TF shall use the SDP information that will be
included in the SDP offer of a SIP message as Local SDP in the first trigger.

When the SDP answer isreceived at the NF that has the CC-TF (on the side where the mediainterception is
done), the CC-TF shall use the SDP information received in the SDP answer of SIP message as RemoteSDP
of the second LI_T3 trigger.

For the mid-session interception case, the CC-TF shall include both the Local SDP and RemoteSDP in the trigger
(L1_T3 ActivateTask) when the TriggerScope is "Bidirectional".

For mid-session interception case when the TriggerScopeValue is "Unidirectional”, the CC-TF shall include the
LocalSDP in thefirst trigger (LI_T3 ActivateTask) and the RemoteSDP in the second trigger (LI1_T3 ActivateTask).

ETSI



3GPP TS 33.128 version 17.6.0 Release 17 243 ETSI TS 133 128 V17.6.0 (2022-09)

The CC-POI is expected to populate the SDP Session Description field of X3 PDU with the SDP information received
in the Local SDP, for the xCC that represent the incoming media streams destined to the | P address and UDP port
number specified as the target identifiers.

The CC-POI is expected to populate the SDP Session Description field of X3 PDU with the SDP information received
in the RemoteSDP, for the xCC that represent the outgoing media streams. In the case where TriggerScope valueis
"Bidirectiona", the outgoing media streams will be from the I P address and UDP port number specified as the target
identifiers. In the case where TriggerScope valueis "Unidirectional", the outgoing media streams will be destined to the
I P address and UDP port number specified as the target identifiers.

7.12.5.2.2.3 CC-POI in MRFP

The CC-TF present in the ASMRFC shall send atrigger to the CC-POI present in the MRFP using the ActivateTask
message over the L1_T3 interface for an intercepted IM S session (as determined according to the clause 7.12.2.8) that
requires the CC interception when the following occurs:

- The ASMRFC that has the CC-TF receives the acknowledgement (i.e. H.248 Reply) to the H248: Add Context
from the MRFP.

When the media streams are asymmetric, the CC-TF present in the AS'MRFC shall send a second trigger to the CC-POI
present in the MRFP using the ActivateTask message over the L1_T3 interface to intercept the mediain the reverse
direction when the following occur:

- When the SDP offer isreceived, the ASMRFC receives the acknowledgement (i.e. H.248 Reply) to the H.248:
Add Context from the MRFP. The H.248: Add Context is sent when the SIP message that contains the SDP offer
is handled. This happens at the same time the first trigger (LI_T3 ActivateTask) is sent.

- When the SDP answer isreceived, the AS'MRFC receives the acknowledgement (i.e. H.248 Reply) to the H.248
Mod Context from the MRFP. The H.248: Mod Context is sent when the SIP message that contains the SDP
answer is handled.

For a conferencing scenario, the ASIMRFC is expected to send the H.248: Add Context to the MRFP when it handles a
SIP message that includes a Conference Factory URI in the Request URI field. Only one LI_T3 ActivateTask is
required to intercept the media for a conference.

Additionally, in support of the mid-session interception, the CC-TF present in the AS'MRFC shall send atrigger to the
CC-POlI present in the MRFP using the ActivateTask message over the LI_T3 interface when the following occur:

- The CC-TF present in the ASIMRFC receives an ActivateTask from the LIPF over L1_X1 with CC interception
reguired, when an incoming IMS session to the target identifier included in the LI_X1 ActivateTask was
redirected to voice mail server with an already established SDP offer and possibly SDP answer as well.

- The CC-TF present in the ASIMRFC receives an ActivateTask from the LIPF over LI_X1 with CC interception
required, when announcement or tones are being applied to the caller of anincoming IMS session to the target
identifier included inthe L1_X1 ActivateTask message.

- The CC-TF present in the ASIMRFC receives an ActivateTask from the LIPF over LI_X1 with CC interception
required, when the user represented through the target identifier included inthe LI_X1 Activate Task is one of
the participants in an established conference session.

- The CC-TF present in the ASIMRFC receives an ActivateTask from the LIPF over L1_X1 with CC interception
reguired, when the Conference URI associated with an established conference session isincluded as a target
identifier inthe LI_X1 Activate Task message.

When the media streams are asymmetric, the CC-TF present in the AS/MRFC shall send a second trigger to the CC-POI
present in the MRFP using the ActivateTask message over the L1_T3 interface to intercept the mediain the reverse
direction to any of the events except the last two in the above list occurs.

The detailsof LI_T3 ActivateTask are shown intable 7.12.5.2.2-1.

For the trigger (for the asymmetric media case, it is the first trigger):
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- The CC-TF shall usethe IP address and UDP port number present in the local descriptor part of the
acknowledgement (i.e. H.248 Reply) to an H.248 Add context message. The same | P address and the UDP port
numbers are also present in the SIP messages that carry the SDP offer or SDP answer (depending on whether the
AS/MRFC receives or sends the SDP offer).

For the second trigger that applies to asymmetric media case:

- The CC-TF shall use the IP address and UDP port number present in the remote descriptor part of the of the
H.248 transacation that happens between AS/MRFC and the MRFP.The same | P address and the UDP port
numbers are also present in the SIP messages that carry the SDP offer or SDP answer (depending on whether the
AS/MRFC receives or sends the SDP offer).

The values that the CC-TF sets for the PayloadDirectionAssignment and TriggerScope shall be determined as described
intables 7.12.5.2.2-7 and 7.12.5.2.2-8.

Table 7.12.5.2.2-7: PayloadDirectionAssignment and TriggerScope values (target identifier from local
descriptor)

PayloadDirectionAssignment TriggerScope
Service type Nota Tgn—local Nonl—lljocal Conference URI | Symmetric media | Asymmetric media
Redirected NotDetermined FromTarget | n/a "Bidirectional” "Unidirectional"
Conference | NotDetermined n/a NotDetermined "Bi-directional" n/a

Table 7.12.5.2.2-8: PayloadDirectionAssignment and TriggerScope values (target identifier from
remote descriptor)

PayloadDirectionAssignment TriggerScope
Service type Not a non-local ID Nonl-[I)ocaI Conference URI | Symmetric media | Asymmetric media
Redirected NotDetermined ToTarget n/a n/a "Unidirectional”
Conference | NotDetermined n/a n/a n/a n/a

Tables 7.12.5.2.2-5 and 7.12.5.2.2-6 (clause 7.12.5.2.2) shows how the CC-POI is expected to set the Payload Direction
field in the xCC based on the PayloadDirectionAssignment and TriggerScope valuesreceived inthe LI_T3
ActivateTask message.

For an intercepted conference session, the CC-POI shall perform the mediainterception in a mixed mode including the
media from all conference participants. The concept of Payload Direction, therefore, does not apply to the
corresponding xCC.

The CC-TF present in the in the AS'MRFC shall follow the algorithm described in clause 7.12.5.2.2.2 to popul ate the
Local SDP and RemoteSDP fields of LI_T3 ActivateTask.

7.125.2.2.4 Activation of CC-POI when media interceptions are done at both sides IMS media
function

Thisisaspecial case where the mediainterception is done at both sides of an IMS Media Function. In this case, the CC-
POI would intercept the outgoing media streams on both sides of IMS Media Function as shown in figure 7.12.5.2-2
below.
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IMS Media Function

xCC

Figure 7.12.5.2.2-2: Media interception on both sides of the IMS Media Function

The CC-POI would capture the media streams destined to the remote | P address and UDP port number for the
generation of XCC both sides. For this case, even if the media streams are symmetric, the TriggerScope shall be set to
"Unidirectional". Accordingly, the CC-TF shall send the two triggersto CC-POI using the ActivateTask message over

the L1_T3 interface when the following occur:

- When the SDP offer is received from the side where the media interception is done, the NF that has the CC-TF
receives the acknowledgement (i.e. H.248 Reply) to the H.248: Add Context from the NF that has the CC-POI.

- When the SDP answer is received from the side where the mediainterceptions is done, the NF that has the CC-
TF receives the acknowledgement (i.e. H.248 Reply) to the H.248: Mod Context from the NF that has the CC-

POI.

- The CC-TF receives an ActivateTask from the LIPF over LI_X1 with CC interception required for an IMS
session with an already established SDP offer and possibly SDP answer as well. This processis part of a mid-

session activation of interception.

The details of ActivateTask sent from the CC-TF to the CC-POI over LI_T3 areshown in table 7.12.5.2.2-1.

The CC-TF shall use the IP address and UDP port number present in the remote descriptor part of the of the H.248
transaction that happens between the NF that has the CC-TF and the NF that has the CC-POI. The same IP address
and the UDP port numbers are also present in the SIP messages that carry the SDP offer or SDP answer (depending
on the SIP message direction and the session scenario).

The CC-TF shall set the PayloadDirectionAssignment value described in table 7.12.5.2.2-9:

Table 7.12.5.2.2-9: PayloadDirectionAssignment values

Target side First trigger Second trigger
On the side from which the SDP offer is received ToTarget FromTarget
On the side from which the SDP answer is received FromTarget ToTarget
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NOTE: When the mediais neither sent to nor received from the target (e.g. call waiting scenario, held session),
and when the CC-TF is aware of the scenario, the value of "NotDetermined” is used as the
PayloadDirectionAssignment value. The CC-TF changes the PayloadDirectionAssignment value using a
LI_T3 ModifyTask (see clause 7.12.5.2.3) when the mediais cross connected to the target (e.g. held

session isretrieved).

For this case, the CC-TF shall include the SDP information in the RemoteSDP of TaskDetailsExtensionsof LI_T3
ActivateTask for both triggers as described below:

- When the SDP offer isreceived at the NF that has the CC-TF (on the side where the mediainterceptionis
done), the CC-TF shall use the SDP information received in the SDP offer of SIP message as RemoteSDP of

thefirst LI_T3 trigger.

- When the SDP answer isreceived at the NF that has the CC-TF (on the side where the mediainterception is
done), the CC-TF shall use the SDP information received in the SDP answer of SIP message as RemoteSDP
of the second LI_T3 trigger.

The CC-POI is expected to populate the SDP Session Description field of X3 PDU with the SDP information received
in the RemoteSDP, for the XCC that represent the outgoing media streams on both sides. The outgoing media streams
will be destined to the | P address and UDP port number specified as the target identifiers.

7.12.5.2.3 ModifyTask

The ModifyTask message (s) that a CC-TF may send to a CC-POI shall include the XD of the Task (s) created by the
ActivateTask message(s) (seetable 7.12.5.2.2-1). The details of the ModifyTask are as shown in the table 7.12.5.2.2-10:

Table 7.12.5.2.2-10: ModifyTask message to update the previous trigger the CC-POIl over LI_T3

ETSI TS 103 221-1 [7] field name Description M/C/O
XID Shall be same as in the ActivateTask message (see 7.12.5.2.1). M
Targetldentifiers Shall be same as in the ActivateTask message (see 7.12.5.2.1). M
DeliveryType Set to "X30nly". M
ListOfDIDs Shall give the DID of the MDF3 to which the xCC should be delivered. The M

delivery endpoint is configured using the CreateDestination message as

described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to the task activation.
CorrelationID Shall be same as in the ActivateTask message (see 7.12.5.2.1). M
ProductID Shall be same as in the ActivateTask message (see 7.12.5.2.1). M
TaskDetailsExtensions/SDP See table 7.12.5.2-2. M

TheLl_T3 ModifyTask shall aso use the same correlation 1D, the same target identifiersasused inthe L1_T3

ActivateT ask.

The examples of few scenarios that may necessitate the sending of a ModifyTask over LI_T3 to the CC-POI are the

following:

- When the TriggerScope value used inthe L1_T3 ActivateTask is"Bidirectional”, the SDP answer isreceived in a
SIP message on the side where the mediainterception is done. The SDP information received in the SDP answer
of SIP message shall be included as RemoteSDP inthe LI_T3 ModifyTask. The LI_T3 ModifyTask shall also
include the Local SDP which was previously sent to the CC-POI inthe L1_T3 ActivateTask message.

NOTE: The same SDP information is sent to the CC-POI when the TriggerScope value is "Unidirectional" as
RemoteSDP in asecond LI_T3 ActivateTask trigger (see clause 7.12.5.2.2.2).

- The SDPischanged through a new SDP offer and answer during the session establishment phase.

- The cases such as | P address or UDP port humbers are being changed on an established IM S session (using
H.248 Modify Context (which may also include a Add Request to an existing context)).

- When asession is placed on hold, if the mediainterception sides have to be switched (e.g. from access side of
IMS-AGW to core network side of IMS-AGW).

- When asession is placed on hold or retrieved from hold, if the PayloadDirectionAssignment value for the Target
Identifier (associated with apreviously sent LI_T3 Activate Task or LI_T3 Modify Task) are to be changed.
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- When the mediainterception has to begin only when the mediais cross-connected within the NF that has the
CC-POI (e.g. call waiting).

Usually, the LI_T3 ModifyTask is sent when the NF that has the CC-TF sends a H.248: Modify Context (or aH.248
Add Reguest to an existing context) message to the NF that has the CC-PQOl, if certain aspects of mediainterception
require to be changed.

As an dternate implementation, the CC-TF could usea Ll_T3 DeactivateTask (clause 7.12.5.2.4) and LI_T3
ActivateTask (clause 7.12.5.2.1) to handle the held/retrieval scenario. Similarly, as an alternate implementation, the CC-
TF could delay the LI_T3 ActivateTask till the mediais cut-through within the NF that has the CC-POI in the call
waiting scenario.

If two LI_T3 ActivateTask messages were used (asymmetric media stream case), then two LI-T3 ModifyTask messages
may be required (depending on the scenario).

7.125.2.4 DeactivateTask

The DeactivateTask message(s) that the CC-TF sendsto the CC-POI shall include the XID of the Task created by the
associated ActivateTask message (seetable 7.12.5.2.2-1).

The examples of few scenarios that may necessitate the sending of a DeactivateTask over LI_T3 to the CC-PQOI are the
following:

- Mediainterception of an IMS session ends.

Usually, the LI_T3 DeactivateTask is sent when the NF that has the CC-TF sends a H.248: Subtract Context to the NF
that has the CC-POI which in turn normally happens when the SIP BY E is handled. Also, as an aternate
implementation, the CC-TF could send a LI_T3 DeactivateTask when a session is placed on hold.

If two L1_T3 ActivateTask messages were used (asymmetric media stream case), then two LI-T3 DeactivateT ask
messages are required.

7.12.6 Generation of xCC over LI_X3

7.12.6.1 General

The CC-POI shall generate the xCC for the IMS media based on the L1_T3 trigger received from the CC-TF. The CC-
POI shall then deliver the xCC to the MDF3 (destination end point indicated in the L1_T3 trigger).

Asdescribed in clause 7.12.5.1, the CC-POI may reside in the IMS-AGW, TrGW, IM-MGW, the MRFP or the LMISF.

7.12.6.2 Media capture

The CC-POI shall use the H248ContextlD received in the L1_T3 ActivateTask trigger to match the Context ID seenin
the H.248 transactions with the NF that has the CC-TF.

In addition, the CC-POI shall use the IP address and UDP port number received as the target identifiersinthe LI_T3
trigger along with the TriggerScope aso received in the LI_T3 trigger to identify the media packets to be intercepted for
the generation of xCC using the following algorithm:

- When the TriggerScope value received in the L1_T3 trigger is "Unidirectional", the | P address and UDP port
number received inthe LI_T3 ActivateTask as target identifiers shall match the destination IP address and UDP
port number of the media packets.

- When the TriggerScope value received in the L1_T3 trigger is "Bidirectiona", the I P address and UDP port
number received inthe LI_T3 ActivateTask as target identifiers shall match the destination IP address and UDP
port number of the incoming media packets and shall match the source IP address and UDP port number of
outgoing media packets in the reverse direction.
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The CC-POI shall expect to receivetwo LI_T3 ActivateTask triggers when the value of TriggerScopeis
"Unidirectional". The two triggers provide the information necessary to identify the mediain two directions of the
media flow. The H248ContextI D in the two triggers are the same. The Correlationl D in the two triggers are the same.

The media packets destined to the local |P address and UDP port number are referred to as incoming media packets.
The media packets destined to the remote I P address and UDP port number are referred to as outgoing media packets.

7.12.6.3 Payload format

The CC-POI shall set the payload format to indicate the appropriate payload type (5 for |Pv4 packet, 6 for IPv6 packet)
asdescribed in ETSI TS 103 221-2 [8] (clauses 5.4 and 5.4.13).

7.12.6.4 Payload direction

The CC-POI shall set the payload direction to indicate the direction of the media packets included in the xCC delivered
to the MDF3 as described in ETSI TS 103 221-2 [8] clause 5.2.6 and the following paragraph.

The PayloadDirectionAssignment field received in the LI_T3 ActivateTask message instructs the CC-POI how to
populate the Payload Direction for each xCC PDU that it generates. If an intercepted media stream (i.e. |P packet) is
destined for the IP address and port giveninthe LI_T3 ActivateTask message, the CC-POI shall set the Payload
Direction of the xCC packet to the value that has the same meaning as the value given in the
PayloadDirectionAssignment field. For an intercepted | P packet travelling in the other direction, the CC POI should use
the opposite direction value. Specific instructions on how to set the xCC Payload Direction field for given combinations
of IP packet direction and TriggerScope value are given in table 7.12.6.4-1 below.

7.12.6.4-1: Payload direction value in the xCC

RTP stream (media stream) direction

TriggerScope PayloadDirectionAssignment

(LI_T3 trigger) (LI_T3 trigger) Media to the LI_T3 target Media from the LI_T3 target
B B identifier identifier
FromTarget "3" from the target "2" to the target
Bidirectional ToTarget g ;oozhae tallircgaegle — 3" from the target
NotDetermined XCC PP "5" not applicable to this xCC
FromTarget "3" from the target n/a
NotDetermined XCC P n/a

NOTE: When the TriggerScope value is"Unidirectional”, two LI_T3 triggers are received from the CC-TF and in
this case, the CC-POI sets the Payload Direction field separately according to the
PayloadDirectionAssignment received in the corresponding LI_T3 trigger.

In some session scenarios, the media packets destined to the |P address and UDP port number specified as target
identifiersinthe LI_T3 Activate Task may not be delivered to the intercept target (e.g. call waiting scenario, hold
scenario). When the CC-TF is aware of this, it would have used the value "NotDetermined” asthe
PayloadDirectionAssignment field.

When the xCC is delivered in a combined form (e.g. conference), independent of the PayloadDirectionAssignment
valuereceived in the L1_T3 Activate Task, the CC-POI shall use the Payload Direction value 4: sent to and received
fromthe target.

7.12.6.5 SDP session description

The CC-POI shall generate the SDP Session Description field (as specified in ETSI TS 103 221-2 [8] clause 5.3.23) of
XCC from the the Local SDP and RemoteSDP received in the L1_T3 trigger from the CC-TF as described below.

When the TriggerScope value is "Bidirectiona”, the CC-POI may receive the Local SDP and RemoteSDP inoneLI_T3
trigger or in two separate L1_T3 triggers. When the TriggerScope value is "Unidirectional, the Local SDP and
RemoteSDP are received in two separate triggers.
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NOTE 1: When the TriggerScope value in the LI_T3 trigger is "Unidirectiona", the CC-TF includes LocalSDP in
the LI_T3 trigger that has the local |P address and UDP port number as target identifiers and RemoteSDP
inthe L1_T3 trigger that has the remote | P address and the UDP port number as the target identifiers.

NOTE 2: When the mediainterception is done at two sides of the IMS Media Function, the CC-POI receives
RemoteSDP in both L1_T3 triggers with the TriggerScope value set to "Unidirectional”.

The CC-POI shall include the Local SDP in the SDP Session Description field of the xCC generated from the incoming
media packets. The CC-POI shall include the RemoteSDP in the Session Description field of xCC from the outgoing
media media packets. Clause 7.12.6.2 describes how the CC-POI identifies the incoming and outgoing media packets.

NOTE 3: The Local SDP provides the SDP information (e.g. codec information) expected by the IMS Media
Function that has the CC-POI. The media packets sent by the remote end of the media flow are based on
this SDP information. Therefore, the Local SDP is associated to the incoming media packets.

NOTE 4: The RemoteSDP address provides the SDP information (e.g. codec information) expected by the remote
end of the media flow. The media packets sent to that remote end of the media flow are based on this SDP
information. Therefore, the RemoteSDP is associated to the outgoing media packets.

The SDP Session Description field shall be included in the xCC each time a new Local SDP or RemoteSDP is received
inthe LI_T3 trigger from the CC-TF.

7.12.6.6 Additional XID related information

The CC-POI may use the Additional X1D Related Information attribute to facilitate efficient delivery of xCC, as
specified in ETSI TS 103 221-2 [8] clause 5.3.22.

7.12.7 Generation of IRl over LI_HI2

7.12.7.1 General

When an xIRI isreceived over LI_X2 from the IRI-POI, the MDF2 shall send the IRl message over L1_HI2 according
to clause 5.5.2 of the present document without undue delay.

The IRI message shall contain a copy of the relevant record received from L1_X2. The record may be enriched by other
information available at the MDF2 (e.g. additional location information).

The timeStamp field of the ETSI TS 102 232-1 [9] PSHeader structure shall be set to the time present in the timestamp
field of the xIRI.

The threeGPP33128DefinedIRI field (see ETSI TS 102 232-7 [10] clause 15) shall be populated with the BER-encoded
IRIPayload.

IRl messages associated with the same IM S session shall have the same CIN (see ETSI TS 102 232-1 [9] clause 5.2.4).

The IRI type parameter (see ETSI TS 102 232-1 [9] clause 5.2.10) shall be included and coded according to table
7.12.7.1-1.

Table 7.12.7.1-1: IRI type for IRl messages

Record type IRl Type
IMSMessage REPORT
StartOfInterceptionForActivelMSSession REPORT
IMSCCUnavailable REPORT
7.12.7.2 Handling of multiple instances of list of mediation details

The MDF2 may have to deliver IRI messages to more than one LEMFs when more than one instances of
ListOfMediationDetails are associated with atask (i.e. XID) provisioned at the MDF2.

The MDF2 shall populate the LIID field in the IRl messages delivered over the L1_HI2 accordingly.
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7.12.7.3 Mid-session activation for additional warrants at MDF2

When anew warrant is to be activated on atarget identity (i.e. the associated IMS user is already the target of
interception due to another warrant), the LIPF may use the same XID for the new warrant (e.g. when there is no need to
receive two separate copies of XIRI messages over LI_X2). In this case, the LIPF may activate the new warrant only at
the MDFsusing an L1_X1 ModifyTask message with a new instance of ListOfMediationDetails.

The MDF2 that receivesa Ll _X1 ModifyTask with a new instance of ListOfMediationDetails shall be able to generate
and deliver the IRI message containing the StartOf I nterceptionForActivel M SSession record to the LEMF as represented
in the new instance of ListOfMediationDetails without receiving a corresponding xIRI from the IRI-POI. The MDF2
shall generate and deliver such an IRI message for each of the established IMS session legs to the LEMF represented
within the ListOfMediationDetails.

The timeStamp field of the ETSI TS 102 232-1 [9] PSHeader structure shall be set to the present time known to the
MDF2.

The payload of the StartOfl nterceptionForActivel M SSession record is specified in table 7.12.4.2-3 (see a so clause
7.12.7.1).
7.12.7.4 Location reporting

The MDF2 shall include the location information in the IRl messages sent over the LI_HI2 according to the service
scoping received within the ListOfMediationDetails of the L1_X1 ActivateTask. For example, if service scoping does
not allow the reporting of location to an LEMF, then the MDF2 shall not copy the location information if received in an
XIRI to the IRl message sent to that LEMF.

The MDF2 shall aso remove the location information (e.g. PANI header) from the SIP message contents included as a
part of the IRl message, when the service scoping does not alow the reporting of location to the LEMF.

7.12.8 Generation of CC over LI_HI3

7.12.8.1 General

When xCC is received over LI_X3 from a CC-POI, the MDF3 shall deliver the CC over LI_HI3 to the LEMF according
to the clause 5.5.3 of the present document without undue delay.

The MDF3 shall populate the threeGPP33128DefinedCC field with a CCPayload structure containing IMSCCPDU. The
IMSCCPDUPayload shall contain the IPv4 or 1Pv6 packet received over L1_X3.

The MDF3 shall populate the timeStamp field of the ETSI TS 102 232-1 [9] PSHeader structure of CC with the xCC
timeStamp and the Payload Direction of the CCPayload structure to reflect the value received on xCC. The LI1ID and
CID fields shall correctly reflect the target identity and communication session to which the CC belongs.

7.12.8.2 Handling of multiple instances of list of mediation details

The MDF3 may have to deliver the received xCC to more than one LEM Fs when more than one instances of
ListOfMediationDetails are associated with atask (i.e. XID) provisioned at the MDF3. The MDF3 shall populate the
LIID field in the CC delivered over the LI_HI3 accordingly.

7.12.8.3 Handling of additional XID related information

In addition to the XD present in the XID field of xCC, the MDF3 shall deliver a copy of the CC to the LEMFs
represented in one or more instances of ListOfM ediationDetails associated with the XI1D values present in the
Additional XID Related Information received in the xCC.

7.12.84 SDP session description

The MDF3 shall deliver the SDP session description received in the xCC over LI_X3 using the SDPInfo element of the
IMSCCPDU to the LEMF over LI_HI3. This shall be done each time the SDP Session Description is present on the
xCC.
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7.12.8.5 Mid-session activation for additional warrants at MDF3

When anew warrant is to be activated on atarget identity (i.e. the associated IMS user is already the target of
interception due to another warrant), the LIPF may use the same XID for the new warrant (e.g. when there is no need to
receive two separate copies of XCC over L1_X3). In this case, the LIPF may activate the new warrant only at the MDFs
using an L1_X1 ModifyTask message with a new instance of ListOfMediationDetails.

The MDF3 that receivesa Ll _X1 ModifyTask with a new instance of ListOfMediationDetails, shall deliver the CC to
the LEMF represented in this new instance of ListOfMediationDetails upon the reception of next xCC from the CC-
POI.

7.12.8.6 Media handling at the MDF and LEMF

The MDF and LEMF perform protocol level correlation between intercepted signalling and media. LI_T3 ensures that
the SDP in the intercepted SIP signalling or in L1_X3 matches the IP/UDP destination | P-address and port for every
intercepted RTP stream.

In ascenario where NAT is used, the protocol level correlation may not be possible. In al other scenarios the
implementation shall ensure that it is.

To support the interception scenario where transmission of CC occurs before the IRI, the LEMF may use SDP Session
Description field in the CC to process the media

7.13 RCS

7.13.1 Provisioning over LI_X1

7.13.1.1 General

If the warrant isfor IRI only, the IRI-POI and IRI-TF in the RCS Servers and the IRI-POI in the HTTP Content Server
and the S-CSCF shall be provisioned in accordance with clause 7.13.1.2.

If the warrant isfor IRI and CC, then the IRI-POI, IRI-TF, CC-POI and CC-TF inthe RCS Serversdefined in TS
33.127 [5] clause 7.13.2.1 (see RCS definition in GSMA RCC.07 [78]) and the IRI-POI and the CC-POI inthe HTTP
Content Server and S-CSCF shall be provisioned in accordance with clause 7.13.1.2.

In both cases, the MDF2 shall be provisioned in accordance with clause 7.13.1.3, and the MDF3 shall be provisioned in
accordance with clause 7.13.1.4.

The POIsin the HTTP content server may be provisioned directly by the LIPF as described in clause 7.13.1.2. or may
be triggered by the TFsin the RCS Server as described in clause 7.13.2.

7.13.1.2 Provisioning of the POls and TFs in the RCS Server and the POls in the
HTTP Content Server and S-CSCF by the LIPF

The IRI-POI. CC-POI. IRI-TF and CC-TF present in the RCS Server and the IRI-POI and CC-POI in the HTTP Content
Server and S-CSCF are provisioned over L1_X1 by the LIPF using the X1 protocol as described in clause 5.2.2.

The POIsand TFsin the RCS Server and the IRI-POIs in the S-CSCF shall support the following target identifier
formatsinthe ETSI TS 103 221-1 [7] messages (or equivalent if ETSI TS 103 221-1 [7] is not used).

- IMPU.

- IMPIL.

- IMEL

- PEIIMEIL

The POIsin the HTTP Content Server shall support the following additional target identifier formatsinthe ETSI TS
103 221-1 [ 7] messages (or equivalent if ETSI TS 103 221-1 [7] is not used).
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- SIPURI.

- TELURI.

- GPSIMSISDN.
- GPSINAL.

- IMSI.

- SUPIIMSI.

- SUPINAL.

- Email Address.
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Table 7.13.1.2-1 shows the minimum details of the LI X1 ActivateTask message used for provisioning the IRI-POI,

CC-POlI, IRI-TF and CC-TF in the RCS Servers and the IRI-POI and CC-POI inthe HTTP Content Server and S-

CSCF.

Table 7.13.1.2-1: ActivateTask message for the IRI-POI, CC-POI, IRI-TF and CC-TF in the RCS Servers
and the IRI-POI and CC-POI in the HTTP Content Server and S-CSCF

ETSI TS 103 221-1 [7] field name Description M/C/O

XID XID assigned by LIPF. If the CC-TF or IRI-TF is also being tasked for the M
same interception, the same XID shall be used. The same XID shall be used
at the RCS Servers, the S-CSCF and the HTTP Content Server for the same
interception.

Targetldentifiers One or more of the target identifiers listed in the paragraphs above. M

DeliveryType Set to “X20nly”, “X30nly” or “X2andX3" as needed to meet the requirements |M
of the warrant. (NOTE: "X20nly" for IRI-POI, IRI-TF and "X30Only" for CC-TF
and CC-POI can also be also be used).

ListOfDIDs Delivery endpoints of LI_X2 or LI_X3. These delivery endpoints shall be M
configured using the CreateDestination message as described in ETSI TS
103 221-1 [7] clause 6.3.1 prior to first use.

ListOfServiceTypes Shall be included when the task should only intercept specific CSP service |C
types as described in clause 5.2.4. This parameter is defined in ETSI TS 103
221-1[7], clause 6.2.1.2, table 4.

7.13.1.3 Provisioning of the MDF2

The MDRF2 listed as the delivery endpoint for xIRI generated by the IRI-POI in the RCS Servers, the IRI-POI in the
HTTP Content Server, or the IRI-POI in the S-CSCF shall be provisioned over L1_X1 by the LIPF using the X1
protocol as described in clause 5.2.2. Table 7.13.1.3-1 shows the minimum details of the LI_X1 ActivateTask message

used for provisioning the MDF2.

The MDF2 shall support the following target identifier formatsinthe ETSI TS 103 221-1 [7] messages (or equivaent if

ETSI TS 103 221-1 [7] is not used):

- IMPU.

- IMPL.

- IMEL

- GPSIMSISDN.
-  GPSINAI.

- IMSI.

- SUPIIMSI.

- SUPINAI.

-  Email Address.

ETSI




3GPP TS 33.128 version 17.6.0 Release 17 253 ETSI TS 133 128 V17.6.0 (2022-09)

Table 7.13.1.3-1: ActivateTask message for MDF2

ETSI TS 103 221-1 [7] field name Description M/C/O
XID Same XID used by the LIPF for provisioning the LI functions of the RCS M
Servers, the S-CSCF and the HTTP Content Servers for this intercept.
Targetldentifiers One or more of the target identifiers listed in the paragraph above. M
DeliveryType Set to “X20nly”, “X30nly” or “X2andX3" as needed to meet the requirements |M
of the warrant. (Ignored by the MDF2).
ListOfDIDs Delivery endpoints of LI_HI2. These delivery endpoints shall be configured M
using the CreateDestination message as described in ETSI TS 103 221-1 [7]
clause 6.3.1 prior to first use.
ListOfMediationDetails Sequence of Mediation Details, see table 7.13.1.3-2. M

Table 7.13.1.3-2: Mediation Details for MDF2

ETSI TS 103 221-1 [7] field name Description M/C/O
LIID Lawful Intercept ID associated with the task. M
DeliveryType Set to "HI20nly". M
ListOfDIDs Details of where to send the IRI for this LIID. Shall be included if deviation C

from the ListofDIDs in the ActivateTask message is necessary. If included,
the ListOfDIDs in the Mediation Details shall be used instead of any delivery
destinations authorised by the ListOfDIDs field in the ActivateTask Message.

ServiceScoping Shall be included to Identify the service(s) and associated service-related C
delivery settings for this LIID. May include more than one instance of this
parameter to allow for different combinations of subparameters associated
with a single LIID. This parameter is defined in ETSI TS 103 221-1 [7] Annex
C table C.2.

7.13.1.4 Provisioning of the MDF3

The MDF3 listed as the delivery endpoint for the XCC generated by the CC-POI in the RCS Servers, the CC-POI in the
HTTP Content Servers and the CC-POI in the S-CSCF shall be provisioned over L1_X1 by the LIPF using the X1
protocol as described in clause 5.2.2. Table 7.13.1.4-1 shows the minimum details of the LI_X1 ActivateTask message
used for provisioning the MDF3.

The MDF3 shall support the following target identifier formatsin the ETSI TS 103 221-1 [7] messages (or equivalent if
ETSI TS 103 221-1[7] is not used):

- IMPU.

- IMPI.

- IMEL

- GPSIMSISDN.
- GPSINAL.

- IMSI.

- SUPIIMSI.

- SUPINAIL.

-  EmailAddress.
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Table 7.13.1.4-1: ActivateTask message for MDF3

ETSI TS 103 221-1 [7] field name Description M/C/O

XID Same XID used by the LIPF for provisioning the POIs, TFs of the RCS M
Servers and the POIs of the HTTP Content Servers and the S-CSCF.

Targetldentifiers One or more of the target identifiers listed in the paragraph above. M

DeliveryType Set to “X20nly”, “X30nly” or “X2andX3" as needed to meet the M
requirements of the warrant (Ignored by the MDF3).

ListOfDIDs Delivery endpoints of LI_HI3 or LI_MDF. These delivery endpoints shall be (M
configured using the CreateDestination message as described in ETSI TS
103 221-1 [7] clause 6.3.1 prior to first use.

ListOfMediationDetails Sequence of Mediation Details, see table 7.13.1.4-2. M

Table 7.13.1.4-2: Mediation Details for MDF3

ETSI TS 103 221-1 [7] field name Description M/C/O
LIID Lawful Intercept ID associated with the task. M
DeliveryType Set to "HI3Only". M
ListOfDIDs Details of where to send the CC for this LIID. Shall be included if deviation |C

from the ListofDIDs in the ActivateTask message is necessary. If included,
the ListOfDIDs in the Mediation Details shall be used instead of any
delivery destinations authorised by the ListOfDIDs field in the ActivateTask
Message.

ServiceScoping Shall be included to Identify the service(s) and associated service-related |C
delivery settings for this LIID. May include more than one instance of this
parameter to allow for different combinations of subparameters associated
with a single LIID. This parameter is defined in ETSI TS 103 221-1 [7]
Annex C table C.2.

7.13.2 Triggering of the IRI-POI and CC-POI in the HTTP Content Server

7.13.2.1 Triggering of the IRI-POI in the HTTP Content Server over LI_T2

7.13.2.2.1 LI_T2 interface Specifics

In order to alow the IRI-POI in the HTTP content server to detect all events related to files uploaded or downloaded by
atarget, the IRI-TF in the RCS Server sends atrigger to the IRI-POI present in the HTTP Content Server with the
necessary information over the LI_T2 interface.

When the IRI-TF in the RCS Server detects that afile is being uploaded or downloaded by atarget UE it shall send an
activation message to the IRI-POI inthe HTTP Content Server over the LI_T2 interface. The activation message shall
contain the correlation identifiers that the IRI-POI in the HTTP Content Server shall use with the xIRI. This can be
achieved by sending an ActivateTask message as defined in ETSI TS 103 221-1 [7] clause 6.2.1 with the following
details.
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Table 7.13.2.2-1: ActivateTask message from the IRI-TF in the RCS Server for the IRI-POIl in the HTTP
Content Server

ETSI TS 103 221-1 [7] field name Description M/C/O

XID XID assigned by LIPF. If the CC-TF or IRI-TF is also being tasked for the M
same interception, the same XID shall be used. The same XID shall be used
at the RCS Servers, the S-CSCF and the HTTP Content Server for the same
interception.

Targetldentifiers File detection criteria as determined by the IRI-TF in the RCS Server, which |M
enables the IRI-POI in the HTTP Content Server to isolate target files. The
IRI-POI in the HTTP Content Server shall support the identifier types given in
table 7.13.2.2-2.

NOTE: Thisvalueisthetarget identifier for the IRI-POIl inthe HTTP
Content Server and may be different from the target identifier
specified in the warrant.

DeliveryType Set to "X20nly". M

ListOfDIDs Delivery endpoints for LI_X2. These delivery endpoints shall be configured M
by the IRI-TF in the RCS Server using the CreateDestination message as
described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to first use.

CorrelationID Correlation ID to assign to xIRI generated by the IRI-POI in the HTTP M
Content Server. This field is populated with the same CorrelationID the IRI-
POI in the RCS Server uses for the associated xIRI.

ProductID Shall be set to the XID of the Task Object associated with the interception at |M
the IRI-TF. This value shall be used by the IRI-POI in the HTTP Content
Server to fill the XID of X2 messages.

ListOfServiceTypes Shall be included when the task should only intercept specific CSP service |C
types as described in clause 5.2.4. This parameter is defined in ETSI TS 103
221-1[7], clause 6.2.1.2, table 4.

Table 7.13.2.2-2: Target Identifier Types for LI_T2

Identifier type Owner ETSI TS 103 221-1 [7] Definition
Targetldentifier type
RCS Content URI 3GPP TargetldentifierExtension / RCSContentURI (see XSD schema)
(See Note) RCSContentURI
NOTE: If the Targetldentifier used is an RCS Content URI, only one RCS Content URI shall be included per
ActivateTask message.

7.13.2.3 Triggering of the CC-POI in the HTTP Content Server over LI_T3

7.13.2.3.1 LI_T3 interface Specifics

To support the use-cases where the IRI-POI in the HTTP Content Server does not get the identity of the user involved in
the file-transfer (and therefore, the CC-POI in the HTTP Content Server cannot perform the intereption based on the
target identity provisioned by the L1PF), the CC-TF present in the RCS Server sends atrigger to the CC-POI present in
the HTTP Content Server. When the CC-TF in the RCS Server detects that afile is being uploaded or downloaded by a
target UE, it shall send an activation message to the CC-POI in the HTTP Content Server over the LI_T3 interface. The
activation message shall contain the correlation identifiers that the CC-POI in the HTTP Content Server shall use with
the XCC. This can be achieved by sending an ActivateTask message as defined in ETS| TS 103 221-1 [7] clause 6.2.1
with the following details.
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Table 7.13.2.3-1: ActivateTask message from the CC-TF in the RCS Server for the CC-POIl in the HTTP

Content Server

ETSI TS 103 221-1 [7] field name

Description

M/C/O

XID

XID assigned by LIPF. If the CC-TF or IRI-TF is also being tasked for the
same interception, the same XID shall be used. The same XID shall be used
at the RCS Servers, the S-CSCF and the HTTP Content Server for the same
interception.

M

Targetldentifiers

File detection criteria as determined by the CC-TF in the RCS Server, which
enables the CC-POI in the HTTP Content Server to isolate target files. The
CC-POl in the HTTP Content Server shall support the identifier types given
in table 7.13.2.2-2.

M

DeliveryType

Set to “X30nly”.

ListOfDIDs

Delivery endpoints for LI_X3. These delivery endpoints shall be configured
by the CC-TF in the RCS Server using the CreateDestination message as
described in ETSI TS 103 221-1 [7] clause 6.3.1 prior to first use.

CorrelationID

Correlation ID to assign to xCC generated by the CC-POI in the HTTP
Content Server. This field is populated with the same CorrelationID the IRI-
POI in the RCS Server uses for the associated xIRI.

ProductID

Shall be set to the XID of the Task Object associated with the interception at
the CC-TF. This value shall be used by the CC-POI in the HTTP Content
Server to fill the XID of X3 messages.

M

ListOfServiceTypes

Shall be included when the task should only intercept specific CSP service
types as described in clause 5.2.4. This parameter is defined in ETSI TS 103
221-1[7], clause 6.2.1.2, table 4.

7.13.3 Generation of xIRI at IRI-POI in the RCS Server over LI_X2

7.13.3.1 General

The IRI-POI present in the RCS Servers shall send xIRI over L1_X2 for the eventslisted in TS 33.127 [5] clause 7.13.4,
the detail s of which are described in the following clauses.

7.13.3.2 Registration

The xIRI containing an RCSRegistration record shall be generated when the IRI-POI in the S-CSCF or in an RCS

Server detects that an RCS target matching one of the RCS identifiers, provided viaLl_X1 has registered, re-registered
or de-registered for RCS services. Accordingly, the IRI-POI in the RCS Server generates the xIRI when the following

event is detected:

- When the IRI-POI islocated in the SSCSCF:

- If the S-CSCF uses third-party registrations to notify the RCS Server when a UE registers, when the S-CSCF
receives a 200 OK from the RCS Server in response to a third-party SIP REGISTER request registering, re-
registering or de-registering atarget with the RCS Server.

- If the S\CSCF isthe NF responsible for handling RCS Registrations:

- When the S-CSCF sends a 200 OK to atarget in response to a SIP REGISTER request that includes any
of the service feature tags listed in GSMA RCC.07 [78] clause 2.4.4.1 table 3.

- When the S-CSCF sendsa 200 OK to atarget in response to a SIP REGISTER request for de-registration
when the service features supported by the target include any of the service featureslisted in GSMA
RCC.07 [78] clause 2.4.4.1 table 3.

- When the IRI-POI islocated in the RCS Server:

- When the RCS Server sends a 200 OK to atarget in response to a SIP REGISTER request that includes any
of the service feature tags listed in GSMA RCC.07 [78] clause 2.4.4.1 table 3.

- When the RCS Server sends a 200 OK to atarget in response to a SIP REGISTER request for de-registration
when the service features supported by the target include any of the service features listed in GSMA RCC.07
[78] clause 2.4.4.1 table 3.
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7.13.3.3 RCS Message

The IRI-POI present in the RCS Server shall generate an xIRI containing an RCSMessage record when the IRI-POI
present in the RCS Server detects that an RCS target has sent or received an RCS message. In this specification, an RCS
message refers to any message sent or received in the context of pager mode standal one messaging, large message mode
messaging, 1-to-1 chat or group chat. ThisxIRI is also generated when the target sends or receives a delivery
notification or display notification.

Accordingly, the IRI-POI in the RCS Server shall generate the RCSMessage xIRI when it detects the following events:

- The RCS Server receives a SIP MESSAGE from the target or destined to the target, determined by the direction
attribute present in the CPM Header, and:

- The"Contact” or "Accept-Contact” header includes +g.3gpp.icsi-ref="urn%3Aurn-7%3A3gpp-
service.ims.icsi.oma.cpm.msg".

- The SIP"Content-Type" header is"message/cpim"”.
- The RCS Server receives an M SRP packet from the target or destined to the target and:

- The content of the M SRP packet isa CPIM (Common Presence and Instant Messaging) object (see definition
in [ETF RFC 3862 [80]).

7.13.3.4 Session establishment

The IRI-POI present in the RCS Server shall generate an xIRI containing an RCSSessionEstablishment record when the
IRI-POI in the RCS Server detects that a SIP session has been established for alarge message mode standal one message
delivery, a 1-to-1 chat session or a group chat session.

Accordingly, the IRI-POI in the RCS Server shall generate the RCSSessionEstablishment xIRI when it detects the
following events:

- The RCS Server receives a SIP 200 OK from the target in response to a SIP INVITE sent to the target with
service feature tag +g.gsma.rcs.cpm.pager-large or +g.3gpp.icsi-ref="urn%3Aurn-7%3A3gpp-
serviceims.icsi.oma.cpm.largemsg” in the SIP "Contact" header.

- The RCS Server returns a SIP 200 OK to the target in response to a SIP INVITE received from the target with
service feature tag +g.gsma.rcs.cpm.pager-large or +g.3gpp.icsi-ref="urn%3Aurn-7%3A3gpp-
serviceims.icsi.oma.cpm.largemsy” in the SIP "Contact" header.

- The RCS Server receives a SIP 200 OK from the target in response to a SIP INVITE sent to the target with
service feature tag +g.3gpp.icsi-ref="urn%3Aurn-7%3A3gpp-serviceims.icsi.oma.cpm.session” in the SIP
"Contact" header.

- The RCS Server returns a SIP 200 OK to the target in response to a SIP INVITE received from the target with
service feature tag +g.3gpp.icsi-ref="urn%3Aurn-7%3A 3gpp-service.ims.ics..oma.cpm.session” in the SIP
"Contact" header.

- The RCS Server receives a SIP 200 OK from the target in response to a SIP INVITE sent to the target with
service feature tag +g.3gpp.icsi-ref="urn%3Aurn-7%3A3gpp-service.ims.icsi.oma.cpm.filetransfer" in the SIP
"Contact” header.

- The RCS Server returns a SIP 200 OK to the target in response to a SIP INVITE received from the target with
service feature tag +g.3gpp.icsi-ref="urn%3Aurn-7%3A3gpp-service.ims.icsi.oma.cpm.filetransfer" in the SIP
"Contact” header.
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Annex A (normative):
ASN.1 Schema for the Internal and External Interfaces

TS33128Payl oads
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) |awfullntercept(2) threeGPP(4)
ts33128(19) r17(17) version5(5)}

DEFI NI TIONS | MPLICI T TAGS EXTENSIBILITY | MPLIED :: =

BEG N

t S33128Payl oadsO D RELATI VE-O D ::= {threeGPP(4) ts33128(19) r17(17) version5(5)}
x| Rl Payl oaddl D RELATIVE-Q D :: = {tS33128Payl oadsO D xI Rl (1)}

XCCPayl oadO D RELATI VE-O D :: = {t S33128Payl oadsO D xCC(2)}

i Rl Payl oadd D RELATI VE-O D :: = {tS33128Payl oadsO D i Rl (3)}

cCPayl oadd D RELATI VE-Q D :: = {tS33128Payl oadsO D cC(4)}

I'I NotificationPayl oadO D RELATIVE-Q D :: = {tS33128Payl oadsO D | I Noti fication(5)}

XI Rl Payl oad ::= SEQUENCE
x| Rl Payl oadQ D [1] RELATIVE-Q D,
event [2] XIRI Event
}
XIRl Event ::= CHO CE
{
-- Access and mobility related events, see clause 6.2.2
regi stration [1] AMFRegi strati on,
deregi stration [2] AMFDeregi stration,
| ocati onUpdat e [3] AMFLocati onUpdat e,
start O I ntercepti onWt hRegi st er edUE [4] AMFStart Ol ntercepti onWthRegi st er edUE,
unsuccessf ul AMPr ocedur e [5] AMFUnsuccessf ul Procedur e,

-- PDU session-related events, see clause 6.2.3

pDUSessi onEst abl i shnent [6] SMFPDUSessi onEst abl i shnment,
pDUSessi onModi fi cati on [ 7] SMFPDUSessi onModi fi cati on,
pDUSessi onRel ease [ 8] SMFPDUSessi onRel ease,
start Of I ntercepti onWt hEst abl i shedPDUSessi on [9]

SMFStart O | nt er cepti onW t hEst abl i shedPDUSessi on,
unsuccessf ul SMProcedur e [10] SMFUnsuccessf ul Procedur e,

-- Subscri ber-managenment rel ated events, see clause 7.2.2

servi ngSyst emvessage [11] UDMSservi ngSyst em\Vessage,
-- SM5-rel ated events, see clause 6.2.5, see al so sMSReport ([56] bel ow)
sMSMessage [12] SMsMessage,

-- LALS-rel ated events, see clause 7.3.1

| ALSReport [13] LALSReport,

-- PDHR/ PDSR-rel ated events, see clause 6.2.3.4.1

pDHeader Repor t [14] PDHeader Report,

pDSunmar yRepor t [15] PDSumraryReport,

-- tag 16 is reserved because there is no equivalent nDFCel | SiteReport in Xl Rl Event

-- MM5-rel ated events, see clause 7.4.2

mvBSend [17] MvBSend,
mvBSSendByNonLocal Tar get [ 18] MVBSendByNonLocal Tar get,
mVBNot i fi cation [19] MvBNotification,
mvSSendToNonLocal Tar get [20] MvBSendToNonLocal Tar get,
mvBNot i fi cati onResponse [21] MvBNoti fi cati onResponse,
mvBRet ri eval [22] MVBRetri eval ,

mVBDel i ver yAck [23] MvsDel i ver yAck,

mVSFor war d [24] MVBFor war d,

ETSI



3GPP TS 33.128 version 17.6.0 Release 17 259

mVBDel et eFr onRel ay

mVBDel i ver yReport

mVBDel i ver yReport NonLocal Tar get
mVBReadRepor t

mvBReadRepor t NonLocal Tar get
mvBCancel

mvSMBox St or e
nmvSMBox Upl oad
mvEMBoxDel et e
mvEMBox Vi ewRequest
nVBMBox Vi ewResponse
-- PTCrelated events, see clause 7.5.2
pTCRegi strati on

pTCSessionlnitiation

pTCSessi onAbandon

pTCSessi onSt art

pTCSessi onEnd

pTCStart Of I nterception

pTCPr eEst abl i shedSessi on

pTCl nst ant Per sonal Al ert

pTCPartyJoin

pTCPart yDr op

pTCPart yHol d

pTCMedi aMbdi fi cati on

pTCG oupAdverti senent

pTCFI oor Cont r ol

pTCTar get Presence

pTCParti ci pant Presence

pTCLi st Managenent

pTCAccessPol i cy

-- Mre Subscri ber-managenent
subscri ber Recor dChangeMessage
cancel Locati onMessage

rel ated events,

-- SM5-related events continued from choice 12
sMSRepor t

-- MA PDU session-rel ated events,
sMFMAPDUSessi onEst abl i shrment
sMFMAPDUSessi onMbdi fi cati on
sMFMAPDUSessi onRel ease

start O I ntercepti onWt hEst abl i shedMAPDUSessi on

SMFSt art OF | nt er cept i onW t hEst abl i shedMAPDUSessi on,

unsuccessf ul MASMPr ocedur e

-- ldentifier Association events,
aMFl denti fierAssociation
mVEl denti fi er Associ ati on

-- PDU to MA PDU session-rel ated events,
sMFPDUt oMAPDUSessi onMbdi fi cati on
-- NEF services related events, see clause 7.7.2
nEFPDUSessi onEst abl i shrent

nEFPDUSessi onMbdi fi cati on

nEFPDUSessi onRel ease

nEFUnsuccessf ul Procedure

nEFSt art O | nt er cepti onWt hEst abl i shedPDUSessi on

NEFSt art OF | nt er cepti onW t hEst abl i shedPDUSessi on,

nEFdevi ceTri gger

nEFdevi ceTri gger Repl ace
nEFdevi ceTri gger Cancel | ati on
nEFdevi ceTri gger Report Noti fy
nEFMSI SDNLessMOSMS

nEFExpect edUEBehavi our Updat e
-- SCEF services related events, see clause 7.8.2
sCEFPDNConnect i onEst abl i shrent

sCEFPDNConnect i onUpdat e

sCEFPDNConnect i onRel ease

sCEFUnsuccessf ul Procedur e

sCEFStart Of | nt er cepti onW t hEst abl i shedPDNConnecti on
SCEFSt art Of I nt er cepti onW t hEst abl i shedPDNConnect i on,

sCEFdevi ceTri gger
sCEFdevi ceTri gger Repl ace
sCEFdevi ceTri gger Cancel | ati on

ETSI

see clauses 6. 2. 2.

see cl ause

ETSI TS 133 128 V17.6.0 (2022-09)

[ 25]
[ 26]
[27]
[ 28]
[29]
[ 30]
[31]
[32]
[33]
[ 34]
[385]

MVBDel et eFr onRel ay,

MVBDel i ver yReport ,

MVBDel i ver yRepor t NonLocal Tar get ,
MVBReadReport ,

MVBReadRepor t NonLocal Tar get
MvBCancel ,

MVBMBox St or e,

MvBMBox Upl oad,

MvBMBoxDel et e,

MVBMBox Vi ewRequest ,

MVBMBox Vi ewResponse,

[ 36]
[37]
[ 38]
[39]
[ 40]
[41]
[42]
[ 43]
[ 44]
[ 45]
[ 46]
[47]
[ 48]
[49]
[50]
[51]
[52]
[53]

PTCRegi strati on,

PTCSessi onl nitiation,
PTCSessi onAbandon,
PTCSessi onStart,

PTCSessi onEnd,

PTCStart O | nt er cepti on,
PTCPr eEst abl i shedSessi on,
PTCl nst ant Per sonal Al ert,
PTCPar t yJoi n,

PTCPar t yDr op,

PTCPar t yHol d,

PTCMedi aModi fi cati on,
PTCG oupAdverti sement,
PTCFI oor Control ,

PTCTar get Pr esence,
PTCParti ci pant Presence,
PTCLi st Managenent ,
PTCAccessPol i cy,

see clause 7.2.2

[54]
[55]

UDMSubscr i ber Recor dChangeMessage,
UDMCancel Locat i onMessage,

[56] SMSReport,

see clause 6.2.3.2.7

[57]
[ 58]
[59]
[60]

SMFMAPDUSessi onEst abl i shnent
SMFMAPDUSessi onModi fi cati on,
SMFMAPDUSessi onRel ease,

[61] SMFMAUnsuccessf ul Procedur e,
2.7 and 6.3.2.2.2

[62] AMFl dentifierAssociation,
[63] MVEldentifierAssociation,

6.2.3.2.8
[ 64] SMFPDUt oMAPDUSessi onMbdi fi cati on,

[ 65]
[ 66]
[67]
[ 68]
[69]

NEFPDUSessi onEst abl i shnent ,
NEFPDUSessi onModi fi cati on,
NEFPDUSessi onRel ease,
NEFUnsuccessf ul Procedur e,

[ 70]
[71]
[72]
[ 73]
[ 74]
[79]

NEFDevi ceTri gger,

NEFDevi ceTri gger Repl ace,
NEFDevi ceTri gger Cancel | ati on,
NEFDevi ceTri gger Report Noti fy,
NEFMSI SDNLes s MOSMVS,

NEFExpect edUEBehavi our Updat e,

[ 76]
[77]
[ 78]
[79]
[80]

SCEFPDNConnect i onEst abl i shnent ,
SCEFPDNConnect i onUpdat e,
SCEFPDNConnect i onRel ease,
SCEFUnsuccessf ul Procedure,

[81]
[ 82]
[83]

SCEFDevi ceTri gger,
SCEFDevi ceTri gger Repl ace,
SCEFDevi ceTri gger Cancel | ati on,
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sCEFdevi ceTri gger Report Noti fy [ 84] SCEFDevi ceTri gger Report Notify,
sCEFMS| SDNLessMOSMVS [85] SCEFMSI SDNLessMOSMVS,
sCEFConmuni cat i onPat t er nUpdat e [ 86] SCEFConmuni cati onPatt er nUpdat e,

-- EPS Events, see clause 6.3

-- MMVE Events, see clause 6.3.2.2

mVEAL t ach [87] MVEALt ach,
mVEDet ach [ 88] MVEDet ach,
mVELocat i onUpdat e [89] MVELocat i onUpdat e,
mVESt art OF | nt er cept i onW t hEPSAt t achedUE [90]
MMVESt ar t OF | nt er cept i onW t hEPSAt t achedUE,
mVEUnsuccessf ul Procedure [91] MVEUnsuccessf ul Procedure,

-- AKMA key nmmnagenent events, see clause 7.9.1
aAnFAnchor KeyRegi st er [92] AAnFAnchor KeyRegi ster,
aAnFKAKMAAppI i cat i onKey Get [93] AAnFKAKMAAppl i cati onKeyGet ,
aAnFStart O | nt ercept Wt hEst abl i shedAKMAKeyMat erial [ 94]

AANFSt art O | nt er cept Wt hEst abl i shedAKMAKeyMat eri al ,
aAnFAKMACont ext Renoval Record [ 95] AAnFAKMACont ext Renmoval Record,
aFAKMAAppl i cat i onKeyRef resh [96] AFAKMAAppl i cati onKeyRef resh,
aFStart O I nt er cept Wt hEst abl i shedAKMAAppl i cat i onKey [ 97]

AFStart OF | nt er cept Wt hEst abl i shedAKMAAppl i cat i onKey,

aFAuxi | i arySecurit yPar anet er Est abl i shnent [98]
AFAuxi | i arySecurityPar amet er Est abl i shrrent ,
aFAppl i cat i onKeyRenoval [99] AFApplicati onKeyRenoval ,
-- HR LI Events, see clause 7.10.3.3
n9HRPDUSessi onl nf o [100] N9HRPDUSessi onl nf o,
s8HRBear er | nf o [101] S8HRBear er | nf o,
-- Separated Location Reporting, see clause 7.3.4
separ at edLocat i onReporti ng [102] SeparatedLocati onReporti ng,
-- STIR SHAKEN and RCD/ eCNAM Events, see clause 7.11.2
sTI RSHAKENSi gnat ur eGener ati on [103] STI RSHAKENSI gnat ur eGener ati on,
sTI RSHAKENSi gnat ur eVal i dati on [104] STI RSHAKENSI gnat ur eVal i dati on,
-- I MS events, see clause 7.12.4.2
i MSMessage [105] | MSMessage,
start Of I ntercepti onFor Acti vel MsSessi on [ 106]
Start O I nt ercepti onFor Acti vel MSSessi on,
i MSCCUnavai | abl e [107] | MSCCUnavai |l abl e,
-- UDM events, see clause 7.2.2
uDMLocat i onl nf or mati onResul t [108] UDM.ocati onl nformati onResul t,
uDMUEI nf or mat i onResponse [109] UDMUEI nf or mat i onResponse,
uDMUEAuUt hent i cat i onResponse [110] UDMUEAut henti cati onResponse,

-- AW events, see 6.2.2.2.8
posi ti oni ngl nf oTr ansf er [111] AMFPosi ti oni ngl nfoTransfer,

-- MME Events, see clause 6.3.2.2.8

mVEPosi t i oni ngl nf oTr ansf er [112] MVEPosi ti oni ngl nf oTr ansf er
}
-- X3 xCC payl oad
-- No additional xCC payload definitions required in the present docunent
-- H2 IR payl oad
| R Payl oad ::= SEQUENCE
i R Payl oadQ D [1] RELATIVE-Q D,
event [2] IR Event,
targetldentifiers [3] SEQUENCE OF IRl Targetldentifier OPTI ONAL
}
IR Event ::= CHO CE
{
-- Registration-related events, see clause 6.2.2
regi stration [1] AMFRegi strati on,
deregi stration [2] AMFDeregi stration,

ETSI



3GPP TS 33.128 version 17.6.0 Release 17 261 ETSI TS 133 128 V17.6.0 (2022-09)

| ocati onUpdat e [3] AMFLocati onUpdat e,
start O I ntercepti onWt hRegi st eredUE [4] AMFStart O I ntercepti onWthRegi st er edUE,
unsuccessf ul Regi strati onProcedure [5] AMFUnsuccessf ul Procedur e,

-- PDU session-related events, see clause 6.2.3

pDUSessi onEst abl i shnment [ 6] SMFPDUSessi onEst abl i shnent,
pDUSessi onModi fi cati on [7] SMFPDUSessi onModi fi cati on,
pDUSessi onRel ease [8] SMFPDUSessi onRel ease,
startOf I ntercepti onWt hEst abl i shedPDUSessi on [9]

SMFSt art Of | nt er cept i onW t hEst abl i shedPDUSessi on,
unsuccessf ul Sessi onProcedur e [10] SMFUnsuccessf ul Procedur e,

-- Subscriber-managenment rel ated events, see clause 7.2.2

servi ngSyst emMessage [11] UDMServi ngSyst emvessage,
-- SM5-rel ated events, see clause 6.2.5, see al so sMSReport ([56] bel ow)
sMSMessage [12] SMsMessage,
-- LALS-rel ated events, see clause 7.3.1
| ALSReport [13] LALSReport,
-- PDHR/ PDSR-rel ated events, see clause 6.2.3.4.1
pDHeader Repor t [14] PDHeader Report,
pDSummar yRepor t [15] PDSumraryReport,
-- MDF-rel ated events, see clause 7.3.2
nDFCel | Si t eReport [16] MDFCel | Sit eReport,
-- MVS-rel ated events, see clause 7.4.2
mvVBSend [17] MVBSend,
mVBSendByNonLocal Tar get [18] MvBSendByNonLocal Tar get,
mVBNot i fi cation [19] MvBNotification,
mvSSendToNonLocal Tar get [20] MvsSendToNonLocal Tar get,
mVBNot i fi cati onResponse [21] MvBNoti fi cati onResponse,
mVBRet ri eval [22] MVBRetri eval,
mvBDel i ver yAck [23] MvBDel i ver yAck,
mVSFor war d [ 24] MVSFor war d,
mVBDel et eFr onRel ay [25] MvBDel et eFr onRel ay,
mVBDel i ver yReport [26] MvBDel i veryReport,
mvBDel i ver yRepor t NonLocal Tar get [27] MvsDel i ver yReport NonLocal Tar get ,
mvSReadRepor t [ 28] MvBReadReport,
mVBReadReport NonLocal Tar get [29] MvBReadReport NonLocal Tar get,
mVBCancel [30] MvBCancel ,
mVSMBox St or e [31] MVBMBoxSt or e,
mivSMBox Upl oad [32] MvBMBoxUpl oad,
nmVBMBoxDel et e [33] MvBMBoxDel et e,
mVBMBox Vi ewRequest [34] MvBMBoxVi ewRequest ,
mvEMBox Vi ewResponse [35] MvBMBoxVi ewResponse,
-- PTCrel ated events, see clause 7.5.2
pTCRegi stration [36] PTCRegi stration,
pTCSessionlnitiation [37] PTCSessionlnitiation,
pTCSessi onAbandon [ 38] PTCSessi onAbandon,
pTCSessi onSt art [39] PTCSessionStart,
pTCSessi onEnd [40] PTCSessi onEnd,
pTCStart O I nterception [41] PTCStart Ol nterception,
pTCPr eEst abl i shedSessi on [42] PTCPreEstabl i shedSessi on,
pTCl nst ant Per sonal Al ert [43] PTC nstant Personal Al ert,
pTCPartyJoin [44] PTCPartyJoin,
pTCPartyDr op [45] PTCPartyDrop,
pTCPart yHol d [46] PTCPartyHol d,
pTCMedi aMbdi fi cati on [47] PTCMedi aModi fi cati on,
pTCG oupAdverti senent [48] PTCG oupAdverti senent,
pTCFI oor Cont r ol [49] PTCFI oor Control,
pTCTar get Presence [50] PTCTar get Presence,
pTCParti ci pant Presence [51] PTCParti ci pant Presence,
pTCLi st Managenent [52] PTCLi st Managenent,
pTCAccessPol i cy [53] PTCAccessPoli cy,
-- More Subscriber-managenent rel ated events, see clause 7.2.2
subscri ber Recor dChangeMessage [ 54] UDMSubscri ber Recor dChangeMessage,
cancel Locat i onMessage [ 55] UDMCancel Locati onMessage,

-- SM5-rel ated events, continued from choice 12
sMSRepor t [56] SMSReport,

-- MA PDU session-rel ated events, see clause 6.2.3.2.7
sMFMAPDUSessi onEst abl i shnent [57] SMFMAPDUSessi onEst abl i shnment ,
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sMFMAPDUSessi onModi fi cati on [ 58] SMFMAPDUSessi onModi fi cati on,
sMFMAPDUSessi onRel ease [59] SMFMAPDUSessi onRel ease,
start O I ntercepti onW t hEst abl i shedMAPDUSessi on [ 60]

SMFStart O | nt er cepti onW t hEst abl i shedMAPDUSessi on,
unsuccessf ul MASMPr ocedur e [61] SMFMAUnsuccessf ul Procedure,

-- ldentifier Association events, see clauses 6.2.2.2.7 and 6.3.2.2.2

aMFl denti fier Associ ati on [62] AMFldentifierAssociation,

mVEl dent i fi er Associ ati on [63] MVEl dentifierAssociation,
-- PDU to MA PDU session-related events, see clause 6.2.3.2.8
sMFPDUt oMAPDUSessi onModi fi cati on [64] SMFPDUt oMAPDUSessi onModi fi cati on,
-- NEF services related events, see clause 7.7.2,
nEFPDUSessi onEst abl i shment [ 65] NEFPDUSessi onEst abl i shnent,
nEFPDUSessi onModi fi cati on [ 66] NEFPDUSessi onMbdi fi cati on,
nEFPDUSessi onRel ease [ 67] NEFPDUSessi onRel ease,
nEFUnsuccessf ul Procedure [ 68] NEFUnsuccessf ul Procedure,
nEFSt art O | nt er cepti onWt hEst abl i shedPDUSessi on [69]

NEFSt art O | nt er cepti onW t hEst abl i shedPDUSessi on,

nEFdevi ceTri gger [ 70] NEFDevi ceTri gger,
nEFdevi ceTri gger Repl ace [ 71] NEFDevi ceTri gger Repl ace,
nEFdevi ceTri gger Cancel | ati on [ 72] NEFDevi ceTri gger Cancel | ati on,
nEFdevi ceTri gger Report Noti fy [ 73] NEFDevi ceTri gger Report Notify,
nEFMSI SDNLessMOSMS [ 74] NEFMSI SDNLessMOSMS,
nEFExpect edUEBehavi our Updat e [ 75] NEFExpect edUEBehavi our Updat e,
-- SCEF services related events, see clause 7.8.2
sCEFPDNConnect i onEst abl i shrent [ 76] SCEFPDNConnecti onEst abl i shnent,
sCEFPDNConnect i onUpdat e [ 77] SCEFPDNConnect i onUpdat e,
sCEFPDNConnect i onRel ease [ 78] SCEFPDNConnecti onRel ease,
sCEFUnsuccessf ul Procedure [ 79] SCEFUnsuccessful Procedure,

sCEFStart O | nt ercepti onW t hEst abl i shedPDNConnecti on [ 80]
SCEFSt art O | nt er cepti onW t hEst abl i shedPDNConnect i on,

sCEFdevi ceTri gger [81] SCEFDevi ceTri gger,

sCEFdevi ceTri gger Repl ace [ 82] SCEFDevi ceTri gger Repl ace,
sCEFdevi ceTri gger Cancel | ati on [83] SCEFDevi ceTri gger Cancel | ati on,
sCEFdevi ceTri gger Report Noti fy [84] SCEFDevi ceTri gger ReportNotify,
sCEFMS| SDNLessMOSMVS [ 85] SCEFMSI SDNLessMOSMVS,
sCEFComuni cat i onPat t er nUpdat e [ 86] SCEFConmuni cati onPatt er nUpdat e,

-- EPS Events, see clause 6.3

-- MVE Events, see clause 6.3.2.2

mVEAt t ach [87] MVEAttach,
mVEDet ach [88] MVEDet ach,
mVELocat i onUpdat e [89] MVELocat i onUpdat e,
mVESt art O | nt er cept i onW t hEPSAt t achedUE [90]
MVESt art OF | nt er cepti onW t hEPSAt t achedUE,
mVEUnsuccessf ul Procedur e [91] MVEUnsuccessf ul Procedur e,

-- AKMA key managenent events, see clause 7.9.1
aAnFAnchor KeyRegi st er [92] AAnFAnchor KeyRegi st er,
aAnFKAKMAAppI i cat i onKey Get [93] AAnFKAKMAAppl i cati onKeyGet ,
aAnFStart O | nt ercept Wt hEst abl i shedAKMAKeyMat erial [ 94]

AAnFSt art Of | nt er cept Wt hEst abl i shedAKMAKeyMat eri al ,
aAnFAKMACont ext Renmoval Record [ 95] AAnFAKMACont ext Rermoval Record,
aFAKMAAppl i cat i onKeyRef resh [96] AFAKMAAppl i cati onKeyRefresh,
aFStart O I ntercept Wt hEst abl i shedAKMAAppl i cati onKey [ 97]

AFStart O | nt ercept Wt hEst abl i shedAKMAAppl i cat i onKey,

aFAuxi | i arySecurit yPar anet er Est abl i shrment [98]
AFAuxi | i arySecurityPar amet er Est abl i shrrent ,
aFAppl i cati onKeyRenoval [99] AFAppl i cati onKeyRenoval ,

-- tag 100 is reserved because there is no equival ent n9HRPDUSessi onlnfo in | Rl Event.
-- tag 101 is reserved because there is no equival ent S8HRBearerInfo in IRl Event.

-- Separated Location Reporting, see clause 7.3.4

separ at edLocat i onReporti ng [102] Separat edLocati onReporti ng,

-- STIR SHAKEN and RCD/ eCNAM Events, see clause 7.11.3

sTI RSHAKENSi gnat ur eGener ati on [103] STI RSHAKENSI gnat ur eGener ati on,
sTI RSHAKENSI gnat ur eVal i dati on [ 104] STI RSHAKENSI gnat ur eVal i dat i on,
-- I M5 events, see clause 7.11.4.2

i MSMessage [105] | MSMessage,

start Of I ntercepti onForActi vel MsSessi on [ 106]

Start O | nt ercepti onFor Acti vel MSSessi on,
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i MSCCUnavai | abl e [107]
-- UDM events, see clause 7.2.2

uDM_ocat i onl nf or mat i onResul t Record [108]
uDMUEI nf or nat i onResponse [109]
uDMUEAuUt hent i cati onResponse [110]
-- AW events, see 6.2.2.2.8

posi ti oni ngl nfoTransfer [111]
-- MME Events, see clause 6.3.2.2.8

mVEPosi ti oni ngl nf oTr ansf er [112]

}
IRl Targetl dentifier ::= SEQUENCE

identifier
provenance

}

-- H 3 CC payl oad

CCPayl oad ::= SEQUENCE
cCPayl oadQ D [1] RELATIVE-Q D,
pDU [2] ccPDU

}

CCPDU ::= CHO CE

{
uPFCCPDU [1] UPFCCPDU,
ext ended UPFCCPDU [2] Ext endedUPFCCPDU,
mvVBCCPDU [3] MVBCCPDU,
nl DDCCPDU [ 4] NI DDCCPDU,
pTCCCPDU [5] PTCCCPDY,
i MBCCPDU [6] | MSCCPDU

}

-- H 4 LI notification payl oad

LI Noti ficationPayl oad ::= SEQUENCE
I'I' NotificationPayl oadd D

notification

[1] RELATIVE-Q D,
[2] LINotificati onMessage

}
LI Noti ficati onMessage ::= CHO CE

I'I Notification [1] LINotification

}

-- HR LI definitions

NOHRPDUSessi onl nf o :: = SEQUENCE

{
sUPI [1] SUPI,
pEl [2] PEI OPTI ONAL,
pDUSessi onl D [3] PDUSessi onl D,
| ocation [4] Location OPTI ONAL,
sNSSAI [5] SNSSAI OPTI ONAL,
dNN [ 6] DNN OPTI ONAL,
nessageCause [7] N9HRMessageCause

}

S8HRBearerInfo ::= SEQUENCE

{
i MSI [1] Iw™8I,
i MEI [2] IMEI OPTIONAL,
bearer| D [3] EPSBearerl D,
I'i nkedBearer| D [4] EPSBearer| D OPTI ONAL,
| ocation [5] Location OPTI ONAL,
aPN [6] APN OPTI ONAL,
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UDM_ocat i onl nf or mati onResul t,
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sGN PAddr ess [7] 1 PAddress OPTI ONAL,
nessageCause [8] S8HRMessageCause
}
-- HR LI paraneters
N9HRMessageCause :: = ENUMERATED
{
pDUSessi onEst abl i shed(1),
pDUSessi onModi fi ed(2),
pDUSessi onRel eased(3),
updat edLocat i onAvai | abl e(4),
sMFChanged(5),
ot her (6),
hRLI Enabl ed( 7)
}
S8HRMessageCause ::= ENUMERATED
{
bearerActivated(1),
bear er Modi fi ed(2),
bear er Del et ed(3),
pDNDi sconnect ed( 4),
updat edLocat i onAvai | abl e(5),
sGW\Changed( 6),
other(7),
hRLI Enabl ed( 8)
}

-- 5G NEF definitions

-- See clause 7.7.2.1.2 for details of this structure

NEFPDUSessi onEst abl i shnent :: =

{
sUPI [1]
gPsI [2]
pDUSessi onl D [3]
SNSSAI [ 4]
nEFI D [ 5]
dNN [ 6]
r DSSuppor t [7]
sMFI D [ 8]
aFl D [9]

}

SEQUENCE

SUPI,

GPSI,
PDUSessi onl D,
SNSSAI ,

NEFI D,

DNN,
RDSSupport,
SMFI D,

AFI D

-- See clause 7.7.2.1.3 for details of this structure

NEFPDUSessi onMbdi fication ::=
{

sUPI

gPsSlI

sNSSAI

initiator

r DSSour cePor t Nunber

r DSDest i nat i onPor t Nunber

applicationl D

aFI D

r DSAct i on

serializati onFor mat

}

SEQUENCE

[1] suPI,

[2] G&PsI,

[3] SNSSAI,

[4] Initiator,

[5] RDSPort Nunmber OPTI ONAL,

[ 6] RDSPort Nunmber OPTI ONAL,

[7] Applicationl D OPTI ONAL,

[8] AFI D OPTI ONAL,

[9] RDSAction OPTI ONAL,

[10] Serializati onFormat OPTI ONAL

-- See clause 7.7.2.1.4 for details of this structure

NEFPDUSessi onRel ease ::= SEQUENCE

{
sUPI [1] suPI,
gPsSI [2] GPsSI,
pDUSessi onl D [3] PDUSessi onl D,
ti meO First Packet [4] Tinmestanp OPTI ONAL,
ti meCf Last Packet [5] Timestanp OPTI ONAL,
upl i nkVol ume [6] | NTEGER OPTI ONAL,
downl i nkVol ure [7] I NTEGER OPTI ONAL,
rel easeCause [ 8] NEFRel easeCause

}

-- See clause 7.7.2.1.5 for details of this structure
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NEFUnsuccessf ul Procedure ::= SEQUENCE
{
fail ureCause [1] NEFFai | ur eCause,
sUPI [2] SuPI,
gPsI [3] GPSI OPTI ONAL,
pDUSessi onl D [ 4] PDUSessi onl D,
dNN [5] DNN OPTI ONAL,
SNSSAI [6] SNSSAI OPTI ONAL,
r DSDest i nat i onPor t Nunber [ 7] RDSPort Number,
applicationl D [8] ApplicationlD,
aFl D [9] AFID
}
-- See clause 7.7.2.1.6 for details of this structure
NEFSt art Of | nt er cept i onW t hEst abl i shedPDUSessi on :: = SEQUENCE
{
sUPI [1] suPI,
gPsI [2] G&PsI,
pDUSessi onl D [3] PDUSessi onl D,
dNN [4] DNN,
sNSSAI [5] SNSSAI,
nEFI D [ 6] NEFI D,
r DSSuppor t [7] RDSSupport,
sMFI D [8] SMFID,
aFl D [9] AFID
}
-- See clause 7.7.3.1.1 for details of this structure
NEFDevi ceTri gger ::= SEQUENCE
{
sUPI [1] suPI,
gPsI [2] GPsI,
triggerld [3] TriggerlD,
aFl D [4] AFID,
trigger Payl oad [5] TriggerPayl oad OPTI ONAL,
val i dityPeri od [6] | NTEGER OPTI ONAL,
priorityDT [7] PriorityDT OPTI ONAL,
sourcePortld [8] PortNumber OPTI ONAL,
destinationPortld [9] PortNumber OPTI ONAL
}
-- See clause 7.7.3.1.2 for details of this structure
NEFDevi ceTri gger Repl ace :: = SEQUENCE
{
sUPI [1] suPI,
gPSsI [2] GPSI,
triggerld [3] TriggerlD,
aFl D [4] AFID,
tri gger Payl oad [5] TriggerPayl oad OPTI ONAL,
val i di tyPeri od [6] I NTEGER OPTI ONAL,
priorityDT [7] PriorityDT OPTI ONAL,
sourcePortld [8] PortNunmber OPTI ONAL,
destinationPortld [9] PortNunmber OPTI ONAL
}
-- See clause 7.7.3.1.3 for details of this structure
NEFDevi ceTri gger Cancel | ati on :: = SEQUENCE
sUPI [1] SuPI,
gPSsI [2] GPSI,
triggerld [3] TriggerlD

-- See clause 7.7.3.1.4 for details of this structure

NEFDevi ceTri gger Report Noti fy ::= SEQUENCE
sUPI [1] SuPI,
gPSlI [2] GPSI,
triggerld [3] TriggerlD,
devi ceTri ggerDel i veryResul t [4] DeviceTriggerDeliveryResult
}
-- See clause 7.7.4.1.1 for details of this structure
NEFNMSI SDNLessMOSMS ;. = SEQUENCE
sUPI [1] SuPI,
gPSI [2] GPSI,
term nati ngSMSParty [3] AFID,
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sour cePort
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[4] SMSTPDUDat a OPTI ONAL,
[5] PortNunmber OPTI ONAL,
[6] PortNumber OPTI ONAL

-- See clause 7.7.5.1.1 for details of this structure

NEFExpect edUEBehavi our Updat e :
{
gPsI
expect edUEMovi ngTr aj ect ory
stati onaryl ndi cati on
communi cati onDurationTi ne
peri odi cTi me
schedul edCommruni cati onTi e
schedul edCommuni cati onType
batteryl ndication
trafficProfile
expect edTi neAndDayOf Week! nTraj ectory
aFl D
validityTi me

-- Common SCEF/ NEF paraneters

RDSSupport ::= BOOLEAN

RDSPor t Nunber ::= | NTEGER (0. . 15)

RDSAction ::=
{

ENUMERATED

reservePort (1),
rel easePort (2)

: = SEQUENCE

GPSI,

SEQUENCE OF UMrLocat i onArea5G OPTI ONAL,
Stationaryl ndi cati on OPTI ONAL,

| NTEGER OPTI ONAL,

I NTEGER OPTI ONAL,

Schedul edConmuni cat i onTi ne OPTI ONAL,
Schedul edConmuni cati onType OPTI ONAL,
Batteryl ndi cati on OPTI ONAL,
TrafficProfile OPTI ONAL,

[ 10] SEQUENCE OF UMTLocati onArea5G CPTI ONAL,
[11] AFID,
[12] Timestanp OPTI ONAL

}
SerializationFormat ::= ENUMERATED
xm (1),
json(2),
cbor (3)
}
Applicationl D ::= OCTET STRI NG
NI DDCCPDU : : = OCTET STRI NG
TriggerID ::= UTF8String
PriorityDT ::= ENUMERATED
{
noPriority(1),
priority(2)
}
Tri gger Payl oad ::= OCTET STRI NG
Devi ceTri ggerDel i veryResul t ::= ENUMERATED
success(1),
unknown( 2),
failure(3),
triggered(4),
expi red(5),
unconfi rmed(6),
repl aced(7),
term nate(8)
}
Stationaryl ndi cati on ::= ENUVERATED
{
stationary(1l),
nmobi | e(2)
Batterylndi cation ::= ENUMERATED

batt eryRecharge(1),

ETSI



3GPP TS 33.128 version 17.6.0 Release 17 267

bat t eryRepl ace(2),
bat t er yNoRechar ge( 3),
bat t er yNoRepl ace(4),
noBattery(5)

}
Schedul edConmuni cati onTi nme :: = SEQUENCE
days [1] SEQUENCE OF Dayti ne
UMILocat i onArea5G : : = SEQUENCE
ti meOf Day [1] Daytime,
durati onSec [2] | NTEGER
| ocation [3] NRLocation
}
Dayti me ::= SEQUENCE
{
daysO ek [1] Day OPTI ONAL,
ti meOf DaySt art [2] Timestanp OPTI ONAL,
ti meCf DayEnd [3] Timestanp OPTI ONAL
}
Day ::= ENUMERATED
{
nmonday(1),
tuesday(2),
wednesday(3),
t hur sday(4),
friday(5),
sat urday(6),
sunday(7)
}
TrafficProfile ::= ENUVERATED
{
singl eTransUL(1),
singl eTransDL(2),
dual TransULFi rst (3),
dual TransDLFi rst(4),
mul ti Trans(5)
}
Schedul edCommuni cati onType :: = ENUVERATED
downl i nkOnl y(1),
upl i nkOnl y(2),
bi di rectional (3)
}
-- 5G NEF paraneters
NEFFai | ur eCause ::= ENUMERATED
{
user Unknown(1),
ni ddConfi gurati onNot Avai | abl e(2),
cont ext Not Found( 3),
por t Not Free(4),
por t Not Associ at edW t hSpeci fi edAppl i cati on(5)
}
NEFRel easeCause :: = ENUMERATED
{
sMFRel ease(1),
dNRel ease( 2),
uDMRel ease( 3),
cHFRel ease(4),
| ocal ConfigurationPolicy(5),
unknownCause( 6)
}
AFID ::= UTF8String
NEFI D ::= UTF8String
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-- See clause 7.8.2.1.2 for details of this structure

SCEFPDNConnect i onEst abl i shment :: = SEQUENCE
{
i MBI [1] I'MSI OPTI ONAL,
ntl SDN [2] MSI SDN OPTI ONAL,
external | dentifier [3] NAI OPTI ONAL,
i MEI [4] I'MEI OPTI ONAL,
ePSBearer| D [5] EPSBearer| D,
sCEFI D [ 6] SCEFI D,
aPN [7] APN,
r DSSuppor t [ 8] RDSSupport,
sCSASI D [9] SCsAsID
}
-- See clause 7.8.2.1.3 for details of this structure
SCEFPDNConnect i onUpdat e :: = SEQUENCE
{
i MBI [1] I'MSI OPTI ONAL,
nS| SDN [2] MsI SDN OPTI ONAL,
external I dentifier [3] NAI OPTI ONAL,
initiator [4] Initiator,

r DSSour cePor t Nurber
r DSDest i nat i onPor t Nunber
applicationl D

[5] RDSPort Nunmber OPTI ONAL,
[ 6] RDSPort Nunmber OPTI ONAL,
[7] Applicationl D OPTI ONAL,

sCSASI D [8] SCSASI D OPTI ONAL,

r DSActi on [9] RDSAction OPTI ONAL,

serial i zati onFor mat [10] SerializationFormat OPTlI ONAL
}
-- See clause 7.8.2.1.4 for details of this structure
SCEFPDNConnect i onRel ease ::= SEQUENCE
{

i VS| [1] 1 MSI OPTI ONAL,

Sl SDN [2] MBI SDN OPTI ONAL,

external I dentifier [3] NAI OPTI ONAL,

ePSBearer| D [4] EPSBearer| D,

ti mexk Fi r st Packet [5] Timestanp OPTI ONAL,

ti mef Last Packet [6] Timestanp OPTI ONAL,

upl i nkVol ume [7] I NTEGER OPTI ONAL,

downl i nkVol ure [8] I NTEGER OPTI ONAL,

rel easeCause [9] SCEFRel easeCause

}

-- See clause 7.8.2.1.5 for details of this structure

SCEFUnsuccessful Procedure ::=
{
failureCause
i VBl
Sl SDN
external I dentifier
ePSBearer| D
aPN
r DSDest i nat i onPor t Nunber
applicationl D
sCSASI D

}

SEQUENCE

[1] SCEFFai | ureCause,

[2] I MBI OPTIONAL,

[3] MSI SDN OPTI ONAL,

[4] NAI OPTI ONAL,

[5] EPSBearer| D,

[6] APN,

[ 7] RDSPort Number OPTI ONAL,
[8] Applicationl D OPTI ONAL,
[9] SCsASID

-- See clause 7.8.2.1.6 for details of this structure

SCEFSt art O I nt er cepti onW t hEst abl i shedPDNConnecti on :

{
i MBI [1]
ntl SDN [2]
external I dentifier [3]
i MEI [ 4]
ePSBearer| D [ 5]
sCEFI D [ 6]
aPN [7]
r DSSuppor t [ 8]
sCSASI D [9]

}

: = SEQUENCE

I MBI OPTI ONAL,
MS| SDN OPTI ONAL,
NAI  OPTI ONAL,

I MEI OPTI ONAL,
EPSBear er | D,
SCEFI D,

APN,

RDSSupport,
SCSASI D

-- See clause 7.8.3.1.1 for details of this structure

SCEFDevi ceTri gger

.= SEQUENCE
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i MBI

ntS| SDN

external | dentifier
triggerld

sCSASI D

trigger Payl oad

val i di tyPeri od
priorityDT
sourcePortld
destinationPortld

}

{
i MBI
S| SDN
external | dentifier
triggerld
sCSASI D
tri gger Payl oad
val i di tyPeri od
priorityDT
sourcePortld
destinationPortld

}
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| MBI,

MSI SDN,

NAI,

Triggerl D,

SCSASI D OPTI ONAL,

Tri gger Payl oad OPTI ONAL,
| NTEGER OPTI ONAL,
PriorityDT OPTI ONAL,

[9] PortNunber OPTI ONAL,
[10] Port Number OPTI ONAL

See clause 7.8.3.1.2 for details of this structure
SCEFDevi ceTri gger Repl ace :

: = SEQUENCE

[1]
[2]

| MSI  OPTI ONAL,

MSI SDN OPTI ONAL,

NAI  OPTI ONAL,

Triggerl D,

SCSASI D OPTI ONAL,

Tri gger Payl oad OPTI ONAL,
I NTEGER OPTI ONAL,
PriorityDT OPTI ONAL,

[9] PortNunber OPTI ONAL,
[10] Port Nunber OPTI ONAL

See clause 7.8.3.1.3 for details of this structure

SCEFDevi ceTri gger Cancel | ati on ::= SEQUENCE

{
i MBI [1] | MBI OPTI ONAL,
nsl SDN [2] MSI SDN OPTI ONAL,
external | dentifier [3] NAI OPTI ONAL,
triggerld [4] TriggerlD

}

See clause 7.8.3.1.4 for detail
SCEFDevi ceTri gger ReportNotify ::=
{

i MBI

ntS| SDN

external | dentifier

triggerld

devi ceTri ggerDel i veryResul t
}

See clause 7.8.4.1.1 for detail
SCEFMSI SDNLessMOSMS : : = SEQUENCE

{
[1]
[2]

i MBI

S| SDN

external Identifie
term nati ngSMSParty
sMs

sour cePort

destinati onPort

}

See clause 7.8.5.1.1 for detail

SCEFConmuni cat i onPatt ernUpdate :: =

{
sl SDN

external | dentifier

peri odi cCommuni cat i onl ndi cat or
conmuni cat i onDur ati onTi ne
peri odi cTi e

schedul edComruni cati onTi e
schedul edCommuni cati onType
stati onaryl ndi cati on
batteryl ndication
trafficProfile

expect edUEMovi ngTr aj ectory
sCSASI D

validityTi me

s of this structure
SEQUENCE

I MBI OPTI ONAL,
MSI SDN OPTI ONAL,
NAI  OPTI ONAL,
Triggerl D,

[5] DeviceTriggerDeliveryResult

s of this structure

I MBI OPTI ONAL,

MSI SDN OPTI ONAL,

NAI OPTI ONAL,

SCSASI D,

SMSTPDUDat a OPTI ONAL,
Por t Nunber OPTI ONAL,
Por t Nunber OPTI ONAL

s of this structure
SEQUENCE

[1]
[2]
[3]
[ 4]
[5]
[ 6]

MSI SDN OPTI ONAL,

NAI  OPTI ONAL,

Per i odi cCommuni cati onl ndi cat or OPTI ONAL,
| NTEGER OPTI ONAL,

| NTEGER OPTI ONAL,

Schedul edConmuni cati onTi me OPTI ONAL,

[ 7] Schedul edConmuni cati onType OPTI ONAL,

[8] Stationarylndicati on OPTI ONAL,

[9] Batterylndication OPTI ONAL,

[10] TrafficProfile OPTI ONAL,

[11] SEQUENCE OF UMTLocati onArea5G OPTI ONAL,
[13] SCSASI Db,

[14] Ti mestanp OPTI ONAL
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-- SCEF paraneters

SCEFFai | ureCause ::= ENUMERATED
{
user Unknown( 1),
ni ddConf i gur ati onNot Avai | abl e(2),
i nval i dEPSBear er ( 3),
oper ati onNot Al | owed( 4),
por t Not Free(5),
port Not Associ at edW t hSpeci fi edAppl i cati on(6)

}
SCEFRel easeCause ::= ENUVERATED
{
mVERel ease(1),
dNRel ease(2),
hSSRel ease(3),
| ocal ConfigurationPolicy(4),
unknownCause( 5)
}
SCSASI D ::= UTF8String
SCEFID ::= UTF8String
Per i odi cCommuni cat i onl ndi cator ::= ENUMERATED
periodic(1),
nonPeri odi c(2)
}
EPSBearer| D ::= | NTEGER (0. .255)
APN ::= UTF8String
-- AKMA AAnF definitions
AAnFAnchor KeyRegi ster :: = SEQUENCE
aKl D [1] NAI,
sUPI [2] SuPI,
k AKVA [3] KAKMA OPTI ONAL
}
AANFKAKMAAppl i cat i onKeyGet :: = SEQUENCE
{
type [1] KeyGet Type,
aKl D [2] NAI,
keyl nf o [3] AFKeyl nfo
}
AAnFSt art O I nt er cept Wt hEst abl i shedAKMAKeyMat eri al :: = SEQUENCE
aKl D [1] NAI,
k AKVA [2] KAKVMVA OPTI ONAL,
aFKeyLi st [3] SEQUENCE OF AFKeyl nfo OPTI ONAL
}
AANFAKMACoNt ext Renoval Record :: = SEQUENCE
aKl D [1] NAI,
nFI D [2] NFID
}
-- AKMA common paraneters
FQDN ::= UTF8String
NFID ::= UTF8String
UAProtocol I D :: = OCTET STRI NG (S| ZE(5))
AKMAAFI D : : = SEQUENCE
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{
aFFQDN [1] FQDN,
uaProt ocol | D [2] UAProtocol I D
}
UASt ar Parans ::= CHO CE
tlsl2 [1] TLS12UASt ar Par ans,
generic [2] Generi cUASt ar Par ans
}
Ceneri cUASt ar Par ans :: = SEQUENCE
{
genericdientParanms [1] OCTET STRI NG
generi cServerParans [2] OCTET STRI NG
}
-- Specific UaStarParmas for TLS 1.2 (RFC5246)
TLSG pher Type ::= ENUMERATED
strean(1),
bl ock(2),
aead( 3)
TLSConpr essi onAl gorithm :: = ENUMERATED
nul | (1),
defl ate(2)
}
TLSPRFAl gorithm :: = ENUMERATED
{
rfcb5246(1)
TLSC pherSuite ::= SEQUENCE (S| ZE(2)) OF | NTEGER (0. . 255)
TLS12UASt ar Par ans : : = SEQUENCE
{
preMast er Secr et [1] OCTET STRING (Sl ZE(6)) OPTI ONAL,
mast er Secr et [2] OCTET STRING (S| ZE(6)),
pRFAI gorithm [3] TLSPRFAI gorithm
ci pherSuite [4] TLSC pherSuite,
ci pher Type [5] TLSCG pher Type,
encKeylLengt h [6] I NTEGER (O..255),
bl ockLengt h [7] INTEGER (0. .255),
fixedl VLengt h [8] INTEGER (0. .255),
recordl VLengt h [9] INTEGER (O0..255),
macLengt h [10] I NTEGER (0. .255),
macKeyLengt h [11] I NTEGER (0. .255),
conpressi onAl gorithm [12] TLSConpressi onAl gorithm
cl i ent Random [13] OCTET STRING (S| ZE(4)),
server Random [14] OCTET STRI NG (S| ZE(4)),
cl i ent SequenceNunber [15] | NTEGER,
server SequenceNunber [16] | NTEGER
sessionl D [17] OCTET STRING (Sl ZE(O..32)),
t LSExt ensi ons [18] OCTET STRING (Sl ZE(O..65535))
}
KAF ::= OCTET STRI NG
KAKMA :: = OCTET STRI NG
-- AKMA AANF paraneters
KeyCet Type ::= ENUMERATED
{
internal (1),
external (2)
}
AFKeyl nfo ::= SEQUENCE
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{
aFl D
kAF
kAFExpTi me
}

[1] AKMAAFI D,
[2] KAF,
[3] KAFExpiryTi me

-- AKMA AF definitions

AFAKMAAppl i cati onKeyRefresh :: = SEQUENCE
aFl D [1] AFID,
aKl D [2] Nal,
kAF [3] KAF,
uaSt ar Par ans [4] UASt ar Par ans OPTI ONAL
}
AFStart O | nt ercept Wt hEst abl i shedAKMAAppl i cati onKey ::= SEQUENCE
aFl D [1] FQDN,
aKl D [2] NI,
kAFPar anlLi st [3] SEQUENCE OF AFSecurityParans
}
AFAuxi | i arySecurityPar amet er Est abl i shmrent :: = SEQUENCE
{
aFSecuri t yPar anms [1] AFSecurityParans
}
AFSecurityParans ::= SEQUENCE
aFI D [1] AFID,
aKl D [2] Nal,
kAF [3] KAF,
uaSt ar Par ans [ 4] UASt ar Par ans
}
AFAppl i cati onKeyRenoval ::= SEQUENCE
aFI D [1] AFID,
aKl D [2] Nal,
renoval Cause [3] AFKeyRenoval Cause
}
-- AKMA AF paraneters
KAFPar ans :: = SEQUENCE
{
aKl D [1] NAI,
kAF [2] KAF,
KAFEXpTi me [3] KAFExpiryTime,
uaSt ar Par ans [4] UASt ar Par ans
}
KAFExpi ryTime ::= CeneralizedTi ne
AFKeyRenoval Cause ::= ENUMERATED
unknown( 1),

keyExpiry(2),

appl i cationSpecific(3)

-- 5G AMF definitions

-- See clause 6.2.2.2.2 for details of this structure

AMFRegi stration :
{
regi strati onType
regi strati onResul t
slice
sUPI
sUCI

: = SEQUENCE

[1] AMFRegi strationType,
[2] AMFRegi strationResult,
[3] Slice OPTI ONAL,

[4] SUPI,

[5] SUCI OPTI ONAL,
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pEl [6] PEI OPTI ONAL,
gPsl [7] GPSI OPTI ONAL,
gUTI [8] FiveGAUTI,
| ocation [9] Location OPTI ONAL,
non3GPPAccessEndpoi nt [10] UEEndpoi nt Address OPTI ONAL,
fi veGSTAI Li st [11] TAILi st OPTI ONAL,
sMSOver Nasl ndi cat or [12] SMsSOver NASI ndi cat or OPTI ONAL,
ol dGUTI [13] EPS5GGUTI OPTI ONAL,
eMVbGRegSt at us [14] EMVBGWVESt at us OPTI ONAL,
nonl MEl SVPEI [15] Nonl MEI SVPEI OPTI ONAL,
mACRest | ndi cat or [16] MACRestrictionlndi cator OPTI ONAL,
pagi ngRestrictionlndicator [17] PagingRestrictionlndicator OPTI ONAL
}
-- See clause 6.2.2.2.3 for details of this structure
AMFDer egi stration ::= SEQUENCE
{
deregi strationDirection [1] AMFDi recti on,
accessType [2] AccessType,
sUPI [3] SUPI OPTI ONAL,
sUucl [4] SUCI OPTI ONAL,
pEI [5] PEI OPTI ONAL,
gPsI [6] GPSI OPTI ONAL,
guTI [7] FiveGGUTI OPTI ONAL,
cause [8] FiveGWCause OPTI ONAL,
| ocation [9] Location OPTI ONAL,
switchO f I ndi cat or [10] SwitchOiflndicator OPTI ONAL,
reRegRequi r edl ndi cat or [11] ReRegRequi redl ndi cat or OPTI ONAL
}
-- See clause 6.2.2.2.4 for details of this structure
AMFLocat i onUpdat e :: = SEQUENCE
{
sUPI [1] SuPI,
sucl [2] SUCI OPTI ONAL,
pEl [3] PEI OPTI ONAL,
gPsI [4] GPSI OPTI ONAL,
guTl [5] FiveGGUTI OPTI ONAL,
| ocation [6] Locati on,
sMSOver NASI ndi cat or [ 7] SMsOver NASI ndi cat or OPTI ONAL,
ol dGaUTI [8] EPS5GGUTI OPTI ONAL
}
-- See clause 6.2.2.2.5 for details of this structure
AMVFSt art Of | nt er cepti onW t hRegi st eredUE : : = SEQUENCE
{
regi strati onResul t [1] AMFRegi strationResult,
regi strati onType [2] AMFRegi strationType OPTI ONAL,
slice [3] Slice OPTIONAL,
sUPI [4] SUPI,
sucl [5] SUCI OPTI ONAL,
pEl [6] PElI OPTI ONAL,
gPsI [7] GPSI OPTI ONAL,
gUuTl [8] FiveGaUTI,
| ocation [9] Location OPTI ONAL,
non3GPPAccessEndpoi nt [10] UEEndpoi nt Address OPTI ONAL,
ti meOf Regi stration [11] Ti mestanp OPTI ONAL,
fi veGSTAI Li st [12] TAI Li st OPTI ONAL,
sMSOver NASI ndi cat or [13] SMSOver NASI ndi cat or OPTI ONAL,
ol dGUTI [14] EPS5GGUTI OPTI ONAL,
eMVbGRegSt at us [15] EMVBGMWMSE at us OPTI ONAL
}
-- See clause 6.2.2.2.6 for details of this structure
AMFUnsuccessf ul Procedure :: = SEQUENCE
{
fail edProcedureType [1] AMFFai | edProcedureType,
failureCause [2] AMFFai | ur eCause,
request edSlice [3] NSSAlI OPTI ONAL,
sUPI [4] SUPI OPTI ONAL,
sucl [5] SUCI OPTI ONAL,
pEl [6] PEI OPTI ONAL,
gPsl [7] GPSI OPTI ONAL,
guTl [8] FiveGGUTI OPTI ONAL,
|l ocation [9] Location OPTI ONAL
}

-- See clause 6.2.2.2.8 on for details of this structure
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AMFPosi ti oni ngl nfoTransfer ::= SEQUENCE
{
sUPI [1] SuPI,
sucl [2] SUCI OPTI ONAL,
pEl [3] PElI OPTI ONAL,
gPsI [4] GPSI OPTI ONAL,
guTl [5] FiveGGUTI OPTI ONAL,
nRPPaMessage [6] OCTET STRI NG OPTI ONAL,
| PPMessage [7] OCTET STRI NG OPTI ONAL,
I csCorrel ationld [8] UTF8String (SIZE(1..255))
}

-- 5G AVF paraneters

AVFI D :: = SEQUENCE

aMFRegi onl D [1] AMFRegi onl D,
aMFSet | D [2] AWVFSetI D,
aMFPoi nter [3] AMFPoi nter

}
AMFDi rection ::= ENUMERATED
{
networklnitiated(1),
uEl nitiated(2)
}
AMFFai | edPr ocedur eType :: = ENUMERATED
{
registration(l),
sM5(2),
pDUSessi onEst abl i shnent (3)
}
AMFFai | ureCause ::= CHO CE
fi veGWLCause [1] Fi veGWICause,
fi veGSMCause [2] FiveGSMCause
}
AMFPoi nter ::= I NTEGER (O..63)
AMFRegi strationResul t ::= ENUMERATED
t hreeGPPAccess(1),
nonThr eeGPPAccess(2),
t hr eeGPPAndNonThr eeGPPAccess( 3)
}
AMFRegi onl D :: = | NTEGER (0. .255)
AMFRegi strati onType ::= ENUVERATED
{
initial (1),
nmobi lity(2),
periodic(3),
ener gency(4),
sNPNOnboar di ng(5),
di sasterMbility(6),
di sasterlnitial (7)
}
AMFSet I D :: = | NTEGER (0..1023)
-- 5G SMF definitions
-- See clause 6.2.3.2.2 for details of this structure
SMFPDUSessi onEst abl i shnent :: = SEQUENCE
{
sUPI [1] SUPI OPTI ONAL,
sUPI Unaut hent i cat ed [2] SUPI Unaut henti cat edl ndi cati on OPTI ONAL,
pEl [3] PElI OPTI ONAL,
gPsI [4] GPSI OPTI ONAL,
pDUSessi onl D [5] PDUSessi onl D,
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gTPTunnel | D [6] FTEID,
pDUSessi onType [ 7] PDUSessi onType,
SNSSAI [8] SNSSAI OPTI ONAL,
uEEndpoi nt [9] SEQUENCE OF UEEndpoi nt Address OPTI ONAL,
non3GPPAccessEndpoi nt [10] UEEndpoi nt Address OPTI ONAL,
| ocation [11] Location OPTI ONAL,
dNN [12] DNN,
aMFl D [13] AMFI D OPTI ONAL,
hSMFUR [14] HSMFURI OPTI ONAL,
request Type [15] Fi veGSMRequest Type,
accessType [16] AccessType OPTI ONAL,
rATType [17] RATType OPTI ONAL,
sMPDUDNRequest [ 18] SMPDUDNRequest OPTI ONAL,
UEEPSPDNConnect i on [19] UEEPSPDNConnecti on OPTI ONAL,
ePS5GSConbol nf o [20] EPS5GSConbol nf o OPTI ONAL,
sel ect edDNN [21] DNN OPTI ONAL,
ser vi ngNet wor k [22] SMFServi ngNet wor k OPTI ONAL,
ol dPDUSessi onl D [ 23] PDUSessi onl D OPTI ONAL,
handover St at e [ 24] Handover St at e OPTI ONAL,
gTPTunnel I nfo [25] GTPTunnel | nfo OPTI ONAL,
pCCRul es [26] PCCRul eSet OPTI ONAL,
ePSPDNConnect i onEst abl i shment [ 27] EPSPDNConnect i onEst abl i shment OPTI ONAL
}
-- See clause 6.2.3.2.3 for details of this structure
SMFPDUSessi onModi fi cation ::= SEQUENCE
{
sUPI [1] SUPI OPTI ONAL,
sUPI Unaut henti cat ed [2] SUPI Unaut henti cat edl ndi cati on OPTI ONAL,
pEl [3] PElI OPTI ONAL,
gPsI [4] GPSI OPTI ONAL,
SNSSAI [5] SNSSAlI OPTI ONAL,
non3GPPAccessEndpoi nt [ 6] UEENndpoi nt Addr ess OPTI ONAL,
| ocation [7] Location OPTI ONAL,
request Type [8] Fi veGSMRequest Type,
accessType [9] AccessType OPTI ONAL,
r ATType [10] RATType OPTI ONAL,
pDUSessi onl D [11] PDUSessi onl D OPTI ONAL,
ePS5GSConbol nf o [12] EPS5GSConbol nfo OPTI ONAL,
uEEndpoi nt [13] UEEndpoi nt Address OPTI ONAL,
ser vi ngNet wor k [ 14] SMFServi ngNet wor k OPTI ONAL,
handover St at e [15] Handover State OPTI ONAL,
gTPTunnel I nfo [16] GTPTunnel | nfo OPTI ONAL,
pCCRul es [17] PCCRul eSet OPTI ONAL,
ePSPDNConnect i onModi fi cati on[ 18] EPSPDNConnecti onModi fi cati on OPTI ONAL,
uPPat hChange [19] UPPat hChange OPTI ONAL,
pFDDat aFor App [ 20] PFDDat aFor App OPTI ONAL
}
-- See clause 6.2.3.2.4 for details of this structure
SMFPDUSessi onRel ease :: = SEQUENCE
{
sUPI [1] suPI,
pEl [2] PElI OPTI ONAL,
gPSsI [3] GPSI OPTI ONAL,
pDUSessi onl D [4] PDUSessi onl D,
ti medf First Packet [5] Timestanp OPTI ONAL,
ti meOf Last Packet [6] Timestanp OPTI ONAL,
upl i nkVol urre [7] INTEGER OPTI ONAL,
downl i nkVol urre [8] I NTEGER OPTI ONAL,
| ocation [9] Location OPTI ONAL,
cause [10] SMFError Codes OPTI ONAL,
ePS5GSConbol nf o [11] EPS5GSConbol nfo OPTI ONAL,
nGAPCause [12] NGAPCausel nt OPTI ONAL,
fi veGWLCause [13] Fi veGWCause OPTI ONAL,
pCCRul el Ds [14] PCCRul el DSet OPTI ONAL,
ePSPDNConnect i onRel ease [15] EPSPDNConnecti onRel ease OPTI ONAL
}
-- See clause 6.2.3.2.5 for details of this structure
SMFSt art O | nt er cept i onW t hEst abl i shedPDUSessi on :: = SEQUENCE
{
sUPI [1] SUPI OPTI ONAL,
sUPI Unaut henti cat ed [2] SUPI Unaut henti cat edl ndi cati on OPTI ONAL,
pEl [3] PElI OPTI ONAL,
gPsI [4] GPSI OPTI ONAL,
pDUSessi onl D [5] PDUSessi onl D,
gTPTunnel | D [6] FTEID,
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pDUSessi onType
SNSSAI

uEEndpoi nt
non3GPPAccessEndpoi nt
| ocation

dNN

aMFI D

hSMFUR

request Type
accessType
rATType
sMPDUDNRequest

ti meOf Sessi onEst abl i shnent

ePS5GSConbol nf o
UEEPSPDNConnect i on
ser vi ngNet wor k
gTPTunnel I nfo
pCCRul es
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[ 7] PDUSessi onType,

[8] SNSSAI OPTI ONAL,

[9] SEQUENCE OF UEEndpoi nt Addr ess,
[10] UEEndpoi nt Address OPTI ONAL,
[11] Location OPTI ONAL,

[12] DNN,

[13] AMFI D OPTI ONAL,

[14] HSMFURI OPTI ONAL,

[15] Fi veGSMRequest Type,

[16] AccessType OPTI ONAL,

[17] RATType OPTI ONAL,

[ 18] SMPDUDNRequest OPTI ONAL,
[19] Ti mestanp OPTI ONAL,

[20] EPS5GSConbol nf o OPTI ONAL,
[21] UEEPSPDNConnection OPTI ONAL,
[22] SMFServi ngNet wor k OPTI ONAL,
[ 23] GTPTunnel | nfo OPTI ONAL,

[24] PCCRul eSet OPTI ONAL,

ePSStart O I nt ercepti onWt hEst abl i shedPDNConnecti on [ 25]
EPSSt art O | nt er cepti onW t hEst abl i shedPDNConnecti on OPTI ONAL,

pFDDat aFor Apps
}

[ 26] PFDDat aFor Apps OPTI ONAL

-- See clause 6.2.3.2.6 for details of this structure

SMFUnsuccessf ul Procedure :

{

fail edProcedureType
fail ureCause
initiator

request edSl i ce

sUPI

sUPI Unaut hent i cat ed
pEl

gPsSI

pDUSessi onl D
uEENndpoi nt
non3GPPAccessEndpoi nt
dNN

aMFI D

hSMFURI

request Type
accessType

rATType
sMPDUDNRequest

| ocation

}

[19]

. = SEQUENCE

SMFFai | edPr ocedur eType,
Fi veGSMCause,
Initiator,
NSSAI OPTI ONAL,
SUPI  OPTI ONAL,
SUPI Unaut hent i cat edl ndi cati on OPTI ONAL,
PElI OPTI ONAL,
GPS|I OPTI ONAL,
PDUSessi onl D OPTI ONAL,
SEQUENCE OF UEEndpoi nt Addr ess OPTI ONAL,
UEEndpoi nt Addr ess OPTI ONAL,
DNN OPTI ONAL,
AMFI D OPTI ONAL,
HSMFURI  OPTI ONAL,
Fi veGSMRequest Type OPTI ONAL,
AccessType OPTI ONAL,
RATType OPTI ONAL,
SMPDUDNRequest OPTI ONAL,
Locati on OPTI ONAL

-- See clause 6.2.3.2.8 for details of this structure

SMFPDUt oMAPDUSessi onMbdi fi cation ::

{
sUPI

sUPI Unaut hent i cat ed
pEl

gPsI

SNSSAI
non3GPPAccessEndpoi nt
| ocati on

request Type
accessType

rATType

pDUSessi onl D
request | ndi cati on
aTSSSCont ai ner
uEEndpoi nt

ser vi ngNet wor k
handover St at e
gTPTunnel I nfo

}

[1]
[2]

[15]
[ 16]
[17]

SEQUENCE

SUPI  OPTI ONAL,
SUPI Unaut hent i cat edl ndi cati on OPTI ONAL,
PEI OPTI ONAL,
GPSI  OPTI ONAL,
SNSSAI  OPTI ONAL,
UEEndpoi nt Addr ess OPTI ONAL,
Locati on OPTI ONAL,
Fi veGSMRequest Type,
AccessType OPTI ONAL,
RATType OPTI ONAL,
PDUSessi onl D,
Request I ndi cati on,
ATSSSCont ai ner,
UEEndpoi nt Addr ess OPTI ONAL,
SMFSer vi ngNet wor kK OPTI ONAL,
Handover St at e OPTI ONAL,
GTPTunnel | nfo OPTI ONAL

-- See clause 6.2.3.2.7.1 for details of this structure

SMFMAPDUSessi onEst abl i shnent

{
sUPI

sUPI Unaut henti cat ed
pEl

gPsl

pDUSessi onl D
pDUSessi onType

.= SEQUENCE

SUPI  OPTI ONAL,

SUPI Unaut hent i cat edl ndi cati on OPTI ONAL,
PElI OPTI ONAL,

GPSI OPTI ONAL,

PDUSessi onl D,

PDUSessi onType,

ETSI



3GPP TS 33.128 version 17.6.0 Release 17

accessl nfo

[7]

SNSSAI [8]

uEEndpoi nt [9]

| ocation [10]
dNN [11]
aMFI D [12]
hSMFUR [13]
request Type [ 14]
sMPDUDNRequest [15]
ser vi ngNet wor k [16]

ol dPDUSessi onl D [17]
mAUpgr adel ndi cati on [18]
ePSPDNCnx| nf o [19]
mAAccept edl ndi cati on [ 20]

aTSSSCont ai ner [21]
UEEPSPDNConnect i on [22]
ePS5GSConbol nf o [ 23]
sel ect edDNN [ 24]
handover St at e [ 25]
pCCRul es [ 26]

}

See clause 6.2.3.2.7.2 for detail
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SEQUENCE OF Accesslnfo,

SNSSAI  OPTI ONAL,

SEQUENCE OF UEEndpoi nt Address OPTI ONAL,
Locati on OPTI ONAL,
DNN,
AMFI D OPTI ONAL,
HSMFURI  OPTI ONAL,
Fi veGSMRequest Type,
SMPDUDNRequest OPTI ONAL,
SMFSer vi ngNet wor k,
PDUSessi onl D OPTI ONAL,
SMFMAUpgr adel ndi cati on OPTI ONAL,
SMFEPSPDNCnx| nf o OPTI ONAL,
SMFMAAccept edl ndi cat i on,
ATSSSCont ai ner OPTI ONAL,
UEEPSPDNConnect i on OPTI ONAL,
EPS5GSConbol nf o OPTI ONAL,
DNN OPTI ONAL,
Handover St at e OPTI ONAL,
PCCRul eSet OPTI ONAL

s of this structure

SMFMAPDUSessi onMbdi fi cation ::= SEQUENCE
{
sUPI [1] SUPI OPTI ONAL,
sUPI Unaut henti cat ed [2] SUPI Unaut henti cat edl ndi cati on OPTI ONAL,
pEl [3] PEI OPTI ONAL,
gPsI [4] GPSI OPTI ONAL,

pDUSessi onl D
accessl nfo
SNSSAI

| ocation
request Type

ser vi ngNet wor k [10]
ol dPDUSessi onl D [11]
mAUpgr adel ndi cati on [12]

ePSPDNCnx| nf o [13]
mAAccept edl ndi cati on [ 14]
aTSSSCont ai ner [15]
UEEPSPDNConnect i on [16]

ePS5GSConbol nf o [17]
handover St at e [18]
pCCRul es [19]
uPPat hChange [ 20]

pFDDat aFor App [21]

}

See clause 6.2.3.2.7.3 for detail
SMFMAPDUSessi onRel ease :: = SEQUENCE
{

sUPI [1]
pEl
gPsSlI
pDUSessi onl D
ti med First Packet
ti medxf Last Packet
upl i nkVol une
downl i nkVol une
| ocation
cause
nGAPCause
fi veGWLCause
pCCRul el Ds

[ 10]
[11]
[12]
[13]
}

See clause 6.2.3.2.7.4 for detail

PDUSessi onl D,

SEQUENCE OF Accessl nfo OPTI ONAL,

SNSSAI  OPTI ONAL,

Locati on OPTI ONAL,

Fi veGSMRequest Type OPTI ONAL,
SMFSer vi ngNet wor k,
PDUSessi onl D OPTI ONAL,
SMFMAUpgr adel ndi cati on OPTI ONAL,
SMFEPSPDNCnx| nf o OPTI ONAL,
SMFMAAccept edl ndi cat i on,
ATSSSCont ai ner OPTI ONAL,
UEEPSPDNConnect i on OPTI ONAL,
EPS5GSConbol nf o OPTI ONAL,
Handover St at e OPTI ONAL,
PCCRul eSet OPTI ONAL,
UPPat hChange OPTI ONAL,
PFDDat aFor App OPTI ONAL

s of this structure

SUPI ,

PEI OPTI ONAL,

GPSI OPTI ONAL,

PDUSessi onl D,

Ti mest anp OPTI ONAL,

Ti mest anp OPTI ONAL,

| NTEGER OPTI ONAL,

| NTEGER OPTI ONAL,

Locati on OPTI ONAL,
SMFEr r or Codes OPTI ONAL,
NGAPCausel nt OPTI ONAL,
Fi veGWCause OPTI ONAL,
PCCRul el DSet OPTI ONAL

s of this structure

SMFSt art O | nt er cept i onW t hEst abl i shedMAPDUSessi on :: = SEQUENCE
{
sUPI [1] SUPI OPTI ONAL,
sUPI Unaut henti cat ed [2] SUPI Unaut henti cat edl ndi cati on OPTI ONAL,
pEl [3] PEI OPTI ONAL,
gPsl [4] GPSI OPTI ONAL,

pDUSessi onl D
pDUSessi onType
accesslnfo
SNSSAI

uEEndpoi nt

PDUSessi onl D,

PDUSessi onType,
SEQUENCE OF Accesslnfo,
SNSSAI  OPTI ONAL,

SEQUENCE OF UEEndpoi nt Addr ess OPTI ONAL,
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| ocation [10]
dNN [11]
aMFl D [12]
hSMFUR [13]
request Type [ 14]
sMPDUDNRequest [15]
ser vi ngNet wor k [16]

ol dPDUSessi onl D [17]
mAUpgr adel ndi cati on [18]
ePSPDNCnx| nf o [19]

mAAccept edl ndi cati on [ 20]
aTSSSCont ai ner [21]
ePS5GSConbol nf o [22]
UEEPSPDNConnect i on [ 23]
pCCRul es [ 24]
pFDDat aFor Apps [ 25]

}
See clause 6.2.3.2.7.5 for detail

SMFMAUNnsuccessf ul Procedure :: = SEQUENCE
{
fai | edProcedureType [1] SMrFai |l edPr ocedur eType,
failureCause [2] Fi veGSMCause,
requestedSlice [3] NSSAlI OPTI ONAL,
initiator [4] Initiator,
sUPI [5] SUPI OPTI ONAL,
sUPI Unaut henti cat ed [ 6] SUPI Unaut henti cat edl ndi cati on OPTI ONAL,
pEl [7] PEl OPTI ONAL,
gPsI [8] GPSI OPTI ONAL,
pDUSessi onl D [9] PDUSessi onl D OPTI ONAL,
accesslnfo [10] SEQUENCE OF Accessl nfo,
UEEndpoi nt [11] SEQUENCE OF UEEndpoi nt Address OPTI ONAL,
| ocation [12] Location OPTI ONAL,
dNN [13] DNN OPTI ONAL,
aMVFl D [14] AMFI D OPTI ONAL,
hSMFURI [15] HSMFURI OPTI ONAL,
request Type [16] Fi veGSMRequest Type OPTI ONAL,
sMPDUDNRequest [17] SMPDUDNRequest OPTI ONAL
}
-- 5G SMF paraneters
SMFID ::= UTF8String
SMFFai | edPr ocedur eType :: = ENUMERATED
{
pDUSessi onEst abl i shnent (1),
pDUSessi onModi fi cation(2),
pDUSessi onRel ease( 3)
}
SMFSer vi ngNet wor k @ : = SEQUENCE
pLMNID [1] PLMNI D,
nl D [2] NI D OPTI ONAL
}
Accesslinfo ::= SEQUENCE
{
accessType [1] AccessType,
rATType [2] RATType OPTI ONAL,
gTPTunnel I D [3] FTEID,
non3GPPAccessEndpoi nt [ 4] UEEndpoi nt Address OPTI ONAL,
est abl i shnent St at us [5] Establishnent Status,
aNTypeToReacti vat e [6] AccessType OPTI ONAL,
gTPTunnel I nfo [7] GTPTunnel | nfo OPTI ONAL
}

-- see Cause 6.1.2 of TS 24.193[ 44]
ATSSSCont ai ner ::= OCTET STRI NG
DLRANTunnel I nformation ::= SEQUENCE

dLQOCSFI owTunnel | nf or mat i on

addi ti onal DLQCOSFI owTunnel | nf or mati on

278

Locati on OPTI ONAL,

DNN,

AVFI D OPTI ONAL,

HSMFURI  OPTI ONAL,

Fi veGSMRequest Type OPTI ONAL,
SMPDUDNRequest OPTI ONAL,
SMFSer vi ngNet wor k,

PDUSessi onl D OPTI ONAL,
SMFMAUpgr adel ndi cati on OPTI ONAL,
SMFEPSPDNCnx| nf o OPTI ONAL,
SMFMAAccept edl ndi cat i on,
ATSSSCont ai ner OPTI ONAL,
EPS5GSConbol nf o OPTI ONAL,
UEEPSPDNConnect i on OPTI ONAL,
PCCRul eSet OPTI ONAL,

PFDDat aFor Apps OPTI ONAL

s of this structure

for the details of the ATSSS container contents.

[1] QOSFI owTunnel | nformati on OPTI ONAL,
[2] QOSFI owTunnel | nformati onLi st OPTI ONAL,
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redundant DLQOSFI owTunnel | nf or mati on [3] QOsFI owTunnel | nformationLi st OPTI ONAL,
addi ti onal r edundant DLQCSFI owTunnel | nf ormati on [ 4] QOSFl owTunnel | nf or mati onLi st OPTI ONAL
}
Est abl i shnent St atus ::= ENUMERATED
establ i shed(0),
rel eased(1)
}
Fi veGSGTPTunnel s :: = SEQUENCE
ULNGUUPTunnel | nf or mati on [1] FTEI D OPTI ONAL,
addi ti onal ULNGUUPTunnel I nformation [2] FTEI DLi st OPTI ONAL,
dLRANTunnel I nf or mati on [3] DLRANTunnel | nformati on OPTI ONAL
}
FiveQ ::= I NTEGER (O..255)
Handover State ::= ENUMERATED
{
none( 1),
preparing(2),
prepared(3),
conpl et ed(4),
cancel | ed(5)
}
NGAPCausel nt ::= SEQUENCE
{
group [1] NGAPCauseG oupl nt,
val ue [2] NGAPCauseVal uel nt
}
-- Derived as described in TS 29.571 [17] clause 5.4.4.12
NGAPCauseG oupl nt :: = | NTEGER
NGAPCauseVal uel nt ::= | NTEGER
SMFMAUpgr adel ndi cati on ::= BOOLEAN
-- Gven in YAML encoding as defined in clause 6.1.6.2.31 of TS 29.502[ 16]
SMFEPSPDNCnxI nfo ::= UTF8String
SMFMAAccept edl ndi cati on ::= BOOLEAN
-- see Clause 6.1.6.3.8 of TS 29.502[16] for the details of this structure.
SMFError Codes ::= UTF8Stri ng
-- see Clause 6.1.6.3.2 of TS 29.502[16] for details of this structure.
UEEPSPDNConnection ::= OCTET STRI NG
-- see Clause 6.1.6.3.6 of TS 29.502[16] for the details of this structure.
Request I ndi cati on ::= ENUMERATED
{
UEREQPDUSESMO( 0) ,
UEREQPDUSESREL( 1),
pDUSESMOB( 2) ,
NWREQPDUSESAUTH( 3) ,
NWREQPDUSESMOD( 4) ,
NWREQPDUSESREL ( 5) ,
eBl ASSI GNVENTREQ( 6) ,
r ELDUETO5 GANREQUEST( 7)
}
QOSFI owTunnel I nformati on :: = SEQUENCE
{
uPTunnel | nformati on [1] FTEID,
associ at edQOSFI owLi st [2] QOSFl owLi st's
}
QOSFI owTunnel | nf ormati onLi st ::= SEQUENCE OF QOSFl owTunnel | nf ormati on
QOSFI owDescri ption ::= OCTET STRI NG
QOSFI owLi sts :: = SEQUENCE OF QOSFI owli st
QOSFI owLi st :: = SEQUENCE
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{
qFl [1] OFI,
gCSRul es [2] QOSRul es OPTI ONAL,
eBl [3] EPSBearer| D OPTI ONAL,
qOSFI owDescri ption [4] QOSFI owDescri ption OPTI ONAL,
qOSFI owProfil e [5] QOSFl owProfil e OPTI ONAL,
associ at edANType [6] AccessType OPTI ONAL,
def aul t QCSRul el ndi cati on [7] BOOLEAN OPTI ONAL

}

QCSFl owProf il e :: = SEQUENCE
fiveQ [1] Fived

QCSRul es ::= OCTET STRI NG

-- See clauses 5.6.2.6-1 and 5.6.2.9-1 of TS 29.512 [89], clause table 5.6.2.5-1 of TS 29.508 [90]
for the details of this structure

PCCRul e ::= SEQUENCE
{
pCCRul el D [1] PCCRul el D OPTI ONAL,
appl d [2] UTF8String OPTI ONAL,
f1 ow nf os [3] Flow nformati onSet OPTI ONAL,
appRel oc [ 4] BOOLEAN OPTI ONAL,
si nConnl nd [5] BOOLEAN OPTI ONAL,
si mConnTer m [6] | NTEGER OPTI ONAL,
maxAl | owedUpLat [7] | NTEGER OPTI ONAL,
traffi cRoutes [8] RouteTolLocationSet,
trafficSteeringPol | dDI [9] UTF8String OPTI ONAL,
trafficSteeringPol | dUl [10] UTF8String OPTI ONAL,
sour ceDNAI [11] DNAI OPTI ONAL,
t ar get DNAI [12] DNAI OPTI ONAL,
dNAI ChangeType [13] DNAI ChangeType OPTI ONAL,
sour ceUEl PAddr [14] | PAddress OPTI ONAL,
t ar get UEI PAddr [15] | PAddress OPTI ONAL,
sourceTraf fi cRouti ng [16] RouteTolLocati on OPTI ONAL,
target Traf fi cRouti ng [17] RouteTolLocati on OPTI ONAL,
eAS| PRepl acel nf os [ 18] EASI PRepl acel nf os OPTI ONAL
}
--See clause table 5.6.2.5-1 of TS 29.508 [90] for the details of this structure.
UPPat hChange ::= SEQUENCE
{
sour ceDNAI [1] DNAI OPTI ONAL,
tar get DNAI [2] DNAI OPTI ONAL,
dNAI ChangeType [3] DNAI ChangeType OPTI ONAL,
sour ceUEl PAddr [4] | PAddress OPTI ONAL,
t ar get UEl PAddr [5] | PAddress OPTI ONAL,
sourceTraf fi cRouti ng [6] RouteToLocati on OPTI ONAL,
target Traffi cRouting [7] RouteTolLocati on OPTI ONAL,
mACAddr ess [8] MACAddress OPTI ONAL
}
-- See table 5.6.2.14-1 of TS 29.512 [89]
PCCRul el D ::= UTF8String
PCCRul eSet ::= SET OF PCCRul e
PCCRul el DSet ::= SET OF PCCRul el D
FI om nf ormati onSet ::= SET OF Fl ow nformati on
Rout eToLocati onSet ::= SET OF RouteTolocation
-- See table 5.6.2.14 of TS 29.512 [89]
FI oM nfor mati on ::= SEQUENCE
{

fl owDescri ption [1] Fl owDescription OPTI ONAL,
et hFl owDescri ption [2] EthFl owDescri pti on OPTI ONAL,
tosTrafficd ass [3] OCTET STRING (Sl ZE(2)) OPTI ONAL,

spi [4] OCTET STRING (SI ZE(4)) OPTI ONAL,
f1 owLabel [5] OCTET STRING (S| ZE(3)) OPTI ONAL,
flowDirection [6] FlowDirection OPTI ONAL

}

-- See table 5.6.2.14 of TS 29.512 [89]

FI owDescri ption ::= SEQUENCE
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{
sour cel PAddr ess [1] | PAddressOr RangeOr Any,
destinationl PAddress [2] |PAddressO RangeOr Any,
sour cePor t Nunber [3] PortNunmber OPTI ONAL,
desti nati onPort Nunmber [4] Port Nurmber OPTI ONAL,
pr ot ocol [5] Next Layer Prot ocol Or Any
}
| PAddr essOr RangeOr Any :: = CHO CE
i PAddr ess [1] | PAddress,

i pAddr essRange [2] | PMask,
anyl PAddr ess [3] Anyl PAddress

}
| PMask ::= SEQUENCE
{
from PAddress [1] | PAddress,
t ol PAddr ess [2] | PAddress
}
Anyl PAddr ess ::= ENUMERATED
any(1)
}
Next Layer Pr ot ocol Or Any ::= CHO CE
next Layer Pr ot ocol [1] Next Layer Protocol,
anyNext Layer Prot ocol [2] AnyNextLayer Prot ocol
}
AnyNext Layer Prot ocol ::= ENUMERATED
ip(1)
-- See table 5.6.2.17-1 of TS 29.514 [91]
Et hFl owDescri ption ::= SEQUENCE
{
dest MacAddr ess [1] MACAddress OPTI ONAL,
et hType [2] OCTET STRING (Sl ZE(2)),
f Desc [3] FlowDescription OPTI ONAL,
fOr [4] FDir OPTI ONAL,
sour ceMacAddress [5] MACAddress OPTI ONAL,
vl anTags [6] SET OF VLANTag,
srcMacAddr End [ 7] MACAddress OPTI ONAL,
dest MacAddr End [ 8] MACAddress OPTI ONAL
}
-- See table 5.6.2.17-1 of TS 29.514 [91]
FDir ::= ENUMERATED
downl i nk(1)
}
-- See table 5.6.2.17-1 of TS 29.514 [91]
VLANTag ::= SEQUENCE
{
priority [1] BIT STRING (Sl ZE(3)),
cFl [2] BIT STRING (SI ZE(1)),
VLANID [3] BIT STRING (SIZE(12))
}
-- See table 5.6.2.14 of TS 29.512 [89]
Fl owDi rection ::= ENUMERATED
{
downl i nkOnl y(1),
upl i nkOnly(2),
dowl i nkAndUpl i nk( 3)
}
-- See table 5.4.2.1 of TS 29.571 [17]
DNAI ChangeType ::= ENUMERATED
early(1),
earl yAndLat e(2),
| ate(3)
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}
-- See table 5.6.2.15 of TS 29.571 [17]
Rout eToLocati on ::= SEQUENCE
{
dNAI [1] DNAI,
routel nfo [2] Routelnfo
}
-- See table 5.4.2.1 of TS 29.571 [17]
DNAI ::= UTF8String
-- See table 5.4.4.16 of TS 29.571 [17]
Rout el nfo ::= SEQUENCE
i PAddr essTunnel Endpoi nt [1] | PAddress,
uDPPor t Number Tunnel Endpoi nt [2] PortNunber
}
-- See clause 4.1.4.2 of TS 29.512 [89]
EASI PRepl acel nfos ::= SEQUENCE
{
sour ceEASAddr ess [1] EASServer Addr ess,
tar get EASAddr ess [2] EASServer Address
}
-- See clause 4.1.4.2 of TS 29.512 [89]
EASSer ver Address :: = SEQUENCE
i PAddr ess [1] | PAddress,
port [2] PortNunber
}
-- PGMC + SMF PDNConnection Events
EPSPDNConnect i onEst abl i shment :: = SEQUENCE
{
ePSSubscri ber | Ds [1] EPSSubscri ber| Ds,
i M8l Unaut hent i cat ed [2] 1 M8l Unaut henti cat edl ndi cati on OPTI ONAL,
def aul t Bearer| D [3] EPSBearer| D,
gTPTunnel I nfo [4] GTPTunnel | nfo OPTI ONAL,
pDNConnect i onType [5] PDNConnecti onType,
uEEndpoi nt s [ 6] SEQUENCE OF UEEndpoi nt Address OPTI ONAL,
non3GPPAccessEndpoi nt [ 7] UEEndpoi nt Address OPTI ONAL,
| ocation [8] Location OPTI ONAL,
addi ti onal Locati on [9] Location OPTI ONAL,
aPN [10] APN,
request Type [11] EPSPDNConnecti onRequest Type OPTI ONAL,
accessType [12] AccessType OPTI ONAL,
rATType [13] RATType OPTI ONAL,
pr ot ocol Confi gurati onOptions [14] PDNPr ot ocol Confi gurati onOpti ons OPTI ONAL,
ser vi ngNet wor k [15] SMFSer vi ngNet wor k OPTI ONAL,
sMPDUDNRequest [16] SMPDUDNRequest OPTI ONAL,
bear er Cont ext sCr eat ed [17] SEQUENCE OF EPSBear er Cont ext Cr eat ed,
bear er Cont ext sMar kedFor Renoval [18] SEQUENCE OF EPSBear er Cont ext For Renoval OPTI ONAL,
i ndi cati onFl ags [19] PDNConnecti onl ndi cati onFl ags OPTI ONAL,
handover | ndi cati on [20] PDNHandover | ndi cati on OPTI ONAL,
nBl FOMBuppor t [21] PDNNBI FOVSupport OPTI ONAL,
fiveGSl nt erworki ngl nfo [22] Fi veGSInt erwor ki ngl nfo OPTI ONAL,
CSRWFI [23] CSRWFI OPTI ONAL,
restorati onOf PDNConnecti onsSupport [24] Restorati onOf PDNConnecti onsSupport OPTI ONAL,
pGAChangel ndi cati on [ 25] PGAChangel ndi cati on OPTI ONAL,
PGARNSI [26] PGARNSI OPTI ONAL
}
EPSPDNConnect i onModi fi cation ::= SEQUENCE
{
ePSSubscri ber | Ds [1] EPSSubscri ber| Ds,
i M8l Unaut henti cat ed [2] 1Ml Unaut henti cat edl ndi cati on OPTI ONAL,
def aul t Bearer| D [3] EPSBearerl D,
gTPTunnel I nfo [4] GTPTunnel | nfo OPTI ONAL,
pDNConnect i onType [5] PDNConnecti onType,
UuEEndpoi nts [ 6] SEQUENCE OF UEEndpoi nt Address OPTI ONAL,
non3GPPAccessEndpoi nt [ 7] UEEndpoi nt Addr ess OPTI ONAL,
| ocation [8] Location OPTI ONAL,
addi ti onal Locati on [9] Location OPTI ONAL,
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aPN [10] APN,
request Type [11] EPSPDNConnecti onRequest Type OPTI ONAL,
accessType [12] AccessType OPTI ONAL,
r ATType [13] RATType OPTI ONAL,
pr ot ocol Confi gurati onOptions [ 14] PDNPr ot ocol Confi gurati onOpti ons OPTI ONAL,
ser vi ngNet wor k [15] SMFSer vi ngNet wor k OPTI ONAL,
sMPDUDNRequest [16] SMPDUDNRequest OPTI ONAL,
bear er Cont ext sCr eat ed [17] SEQUENCE OF EPSBear er Cont ext Creat ed OPTI ONAL,
bear er Concext shodi fi ed [18] SEQUENCE OF EPSBear er Cont ext Modi fi ed,
bear er Cont ext sMar kedFor Renoval [19] SEQUENCE OF EPSBear er Cont ext For Renoval OPTI ONAL,
bear ersDel et ed [20] SEQUENCE OF EPSBear er sDel et ed OPTI ONAL,
i ndi cati onFl ags [21] PDNConnecti onl ndi cati onFl ags OPTI ONAL,
handover | ndi cati on [ 22] PDNHandover | ndi cati on OPTI ONAL,
nBl FOVBuppor t [ 23] PDNNBI FOVBupport OPTI ONAL,
fiveGSI nt erworki ngl nfo [24] FiveGSlnterworkingl nfo OPTI ONAL,
CSRMWFI [25] CSRMFI OPTI ONAL,
restorati onOf PDNConnect i onsSupport [26] Restorati onOf PDNConnecti onsSupport OPTI ONAL,
pGWChangel ndi cat i on [27] PGWChangel ndi cati on OPTI ONAL,
PGARNSI [28] PGARNSI OPTI ONAL
}
EPSPDNConnect i onRel ease ::= SEQUENCE
{
ePSSubscri ber | Ds [1] EPSSubscri ber| Ds,
i M5l Unaut henti cated [2] | Ml Unaut henti cat edl ndi cati on OPTI ONAL,
def aul t Bearer| D [3] EPSBearerl D,
| ocati on [4] Location OPTI ONAL,
gTPTunnel I nfo [5] GTPTunnel | nfo OPTI ONAL,
r ANNASCause [ 6] EPSRANNASCause OPTI ONAL,
pDNConnect i onType [ 7] PDNConnecti onType,
i ndi cati onFl ags [8] PDNConnecti onl ndi cati onFl ags OPTI ONAL,
scopel ndi cati on [9] EPSPDNConnecti onRel easeScopel ndi cati on OPTl ONAL,
bear er sDel et ed [10] SEQUENCE OF EPSBear ersDel et ed OPTI ONAL
}
EPSSt art Of | nt er cept i onW t hEst abl i shedPDNConnecti on :: = SEQUENCE
{
ePSSubscri ber | Ds [1] EPSSubscri ber| Ds,
i MBI Unaut hent i cat ed [2] 1 MBI Unaut henti cat edl ndi cati on OPTI ONAL,
def aul t Bearer| D [3] EPSBearerl D,
gTPTunnel I nfo [4] GTPTunnel | nfo OPTI ONAL,
pDNConnect i onType [5] PDNConnecti onType,
uEEndpoi nt s [6] SEQUENCE OF UEEndpoi nt Address OPTI ONAL,
non3GPPAccessEndpoi nt [ 7] UEEndpoi nt Address OPTI ONAL,
| ocation [8] Location OPTI ONAL,
addi ti onal Locati on [9] Location OPTI ONAL,
aPN [10] APN,
request Type [11] EPSPDNConnecti onRequest Type OPTI ONAL,
accessType [12] AccessType OPTI ONAL,
rATType [13] RATType OPTI ONAL,
pr ot ocol Confi gurati onOptions [14] PDNProt ocol Confi gurati onOpti ons OPTI ONAL,
ser vi ngNet wor k [15] SMFServi ngNet wor k OPTIl ONAL,
sMPDUDNRequest [16] SMPDUDNRequest OPTI ONAL,
bear er Cont ext s [17] SEQUENCE OF EPSBear er Cont ext
}
PFDDat aFor Apps ::= SET OF PFDDat aFor App
PFDDat aFor App :: = SEQUENCE
{
aPPld [1] UTF8String,
pFDs [2] PFDs
PFDs ::= SET OF PFD
-- See table 5.6.2.5-1 of TS 29.551 [94]
PFD :: = SEQUENCE
{
pFDI d [1] UTF8String,
pFDFl owDescri ptions [2] PFDFl owDescri ptions,
urls [3] PFDURLs,
domai nNanes [4] Domai nNanes,
dnPr ot ocol [5] DnProtocol
}
PFDURLs ::= SET OF UTF8String
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PFDFI owDescri ptions ::= SET OF PFDFI owDescri ption
Donmi nNanes ::= SET OF UTF8String
PFDFl owDescri ption ::= SEQUENCE

next Layer Protocol [1] NextLayer Protocol,
server | PAddr ess [2] | PAddress,
server Port Nunber [3] PortNunber

}
-- See table 5.14.2.2.4-1 of TS 29.122 [63]
DnPr ot ocol ::= ENUMERATED
{
dnsQnane(1),
tlsSni(2),
tlsSan(3),
t1sScn(4)
}
-- PGNMC + SMF Paraneters
CSRWFI ::= BOOLEAN
EPS5GSConbol nfo :: = SEQUENCE
ePSl nt erwor ki ngl ndi cati on [1] EPSI nt erwor ki ngl ndi cati on,
ePSSubscri ber | Ds [2] EPSSubscri berl Ds,
ePSPDNCnx| nf o [3] EPSPDNCnx| nfo OPTI ONAL,
ePSBearer | nfo [4] EPSBearer| nfo OPTI ONAL
}
EPSI nt er wor ki ngl ndi cati on ::= ENUMERATED
{
none(1),
w t hN26( 2) ,
wi t hout N26( 3) ,
i wkNon3GPP( 4)
}
EPSSubscri ber | Ds ::= SEQUENCE
i MBI [1] I'MSI OPTI ONAL,
nBSI SDN [ 2] MSI SDN OPTI ONAL,
i MEI [3] I'MEl OPTI ONAL
}
EPSPDNCnxI nfo ::= SEQUENCE
{
pGAB8Cont r ol Pl aneFTEI D [ 1] FTEI D,
I'i nkedBearer| D [2] EPSBearer| D OPTI ONAL
}
EPSBear er I nfo ::= SEQUENCE OF EPSBearers
EPSBear ers ::= SEQUENCE
ePSBearer| D [1] EPSBearer| D,
pGAS8User Pl aneFTEI D [ 2] FTEI D,
qd [3]
}
EPSBear er Cont ext ::= SEQUENCE
ePSBearer| D [1] EPSBearer| D,
uPGTPTunnel I nfo [2] GTPTunnel | nf o,
bear er QOS [3] EPSBearer QOS
}
EPSBear er Cont ext Creat ed :: = SEQUENCE
{
ePSBearer| D [1] EPSBearer| D,
cause [ 2] EPSBear er Creati onCauseVal ue,
gTPTunnel I nfo [3] GTPTunnel | nfo OPTI ONAL,
bear er QOS [4] EPSBearer QOS OPTI ONAL,

pr ot ocol Confi gurati onOptions [5] PDNProtocol Configurati onOptions OPTlI ONAL
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}
EPSBear er Cont ext Modi fi ed ::= SEQUENCE
{
ePSBearer| D [1] EPSBearer| D,
cause [ 2] EPSBear er Modi fi cati onCauseVal ue,
gTPTunnel I nfo [3] GTPTunnel | nfo OPTI ONAL,
bear er QOS [4] EPSBearer QOS OPTI ONAL,
prot ocol Confi gurationOptions [5] PDNProtocol Configurati onOpti ons OPTI ONAL
}
EPSBear er sDel et ed :: = SEQUENCE
{
| i nkedEPSBear er | D [1] EPSBearer| D OPTI ONAL,
ePSBear er | Ds [2] SEQUENCE OF EPSBearer| D OPTI ONAL,
pr ot ocol Confi gurationOptions [3] PDNProtocol Configurati onOpti ons OPTI ONAL,
cause [ 4] EPSBear er Del et i onCauseVal ue OPTI ONAL,
del et eBear er Response [ 5] EPSDel et eBear er Response
}
EPSDel et eBear er Response :: = SEQUENCE
{
cause [1] EPSBear er Del eti onCauseVal ue,
| i nkedEPSBear er | D [2] EPSBearer| D OPTI ONAL,
bear er Cont ext s [3] SEQUENCE OF EPSDel et eBear er Cont ext OPTI ONAL,
pr ot ocol Confi gurationOptions [4] PDNProtocol Configurati onOpti ons OPTI ONAL
}
EPSDel et eBear er Cont ext ::= SEQUENCE
{
cause [1] EPSBear er Del et i onCauseVal ue,
ePSBearer| D [2] EPSBearer| D,
pr ot ocol Confi gurationOptions [3] PDNProtocol Configurati onOpti ons OPTI ONAL,
r ANNASCause [4] EPSRANNASCause OPTI ONAL
}
EPSBear er Cont ext For Renoval ::= SEQUENCE

ePSBearer| D [1] EPSBearerl D,

cause [ 2] EPSBear er Renoval CauseVal ue
}
EPSBear er Cr eat i onCauseVal ue ::= | NTEGER (0. .255)
EPSBear er Del et i onCauseVal ue ::= | NTEGER (0. .255)

EPSBear er Modi fi cati onCauseVal ue ::

EPSBear er Renoval CauseVal ue ::

EPSBear er QCS : : = SEQUENCE

{
qcl [1]
maxi munJpl i nkBi t Rat e [2]
maxi munDownl i nkBi t Rat e [3]
guar ant eedUpl i nkBi t Rat e [ 4]
guar ant eedDownl i nkBi t Rat e [ 5]
priorityLevel [6] EP

}

EPSRANNASCause ::= OCTET STRI NG

EPSQOSPriority ::= | NTEGER (1..15)

Bi trat eBi nKBPS :: = OCTET STRI NG

I NTEGER (0. . 255)

| NTEGER (0. . 255)

QCl OPTI ONAL,

Bi t r at eBi nKBPS OPTI ONAL,
Bi t r at eBi nKBPS OPTI ONAL,
Bi t rat eBi nKBPS OPTI ONAL,
Bi t r at eBi nKBPS OPTI ONAL,

SQOSPri ority OPTI ONAL

EPSGTPTunnel s :: = SEQUENCE

{
control Pl aneSender FTEID [1] FTEI D OPTI ONAL,
control Pl anePGAS5SBFTEI D [ 2] FTEI D OPTI ONAL,
s1UeNodeBFTEI D [3] FTEI D OPTI ONAL,
s5S8SGNFTEI D [4] FTEI D OPTI ONAL,
s5S8PGWFTEI D [5] FTEI D OPTI ONAL,
s2bUePDGFTEI D [6] FTEI D OPTI ONAL,
s2aUePDGFTEI D [7] FTEI D OPTI ONAL

}

EPSPDNConnect i onRequest Type :: = ENUMERATED
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initial Request (1),

handover (2),

rLos(3),

ener gency(4),

handover O Ener gencyBear er Ser vi ces(5),
reserved(6)

}

EPSPDNConnect i onRel easeScopel ndi cati on ::= BOOLEAN

Fi veGSI nt erwor ki ngl nfo ::= SEQUENCE

fiveGSl nterworki ngl ndi cator [1] FiveGSlnterworkinglndicator,
fiveGSI nt erwor ki ngW t hout N26 [ 2] Fi veGSI nt er wor ki ngW t hout N26,
fi veGCNot Restri ct edSupport [3] FiveGCNot RestrictedSupport

}
Fi veGSI nt erwor ki ngl ndi cator ::= BOOLEAN
Fi veGSI nt erwor ki ngW t hout N26 : : = BOOLEAN
Fi veGCNot Restri ct edSupport ::= BOOLEAN
PDNConnect i onl ndi cati onFl ags ::= OCTET STRI NG
PDNHandover | ndi cation ::= BOOLEAN
PDNNBI FOVBupport ::= BOOLEAN
PDNPr ot ocol Confi gurati onOptions ::= SEQUENCE
{
request PCO [1] PDNPCO OPTI ONAL,
request APCO [2] PDNPCO OPTI ONAL,
request EPCO [3] PDNPCO OPTI ONAL,
responsePCO [4] PDNPCO OPTI ONAL,

responseAPCO [ 5] PDNPCO OPTI ONAL,
responseEPCO [ 6] PDNPCO OPTI ONAL

}
PDNPCO :: = OCTET STRI NG
PGWAChangel ndi cation ::= BOOLEAN
PGARNSI ::= BOOLEAN
QCl ::= I NTEGER (0. .255)
GTPTunnel I nfo ::= SEQUENCE
fi veGSGTPTunnel s [1] Fi veGSGTPTunnel s OPTI ONAL,

ePSGTPTunnel s [2] EPSGTPTunnel s OPTI ONAL
}

Rest or at i onOf PDNConnect i onsSupport ::= BOOLEAN

-- 5G UPF definitions

UPFCCPDU : : = OCTET STRI NG

-- See clause 6.2.3.8 for the details of this structure

Ext endedUPFCCPDU : : = SEQUENCE

{
payl oad [1] UPFCCPDUPayl oad,
gFl [2] QFI OPTI ONAL

-- 5G UPF paraneters

UPFCCPDUPayl oad ::= CHO CE
uPFI PCC [1] OCTET STRI NG

uPFEt her net CC [2] OCTET STRI NG
uPFUnst ruct uredCC [3] OCTET STRI NG
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}
QFl ::= INTEGER (O0..63)
-- 5G UDM definitions
UDMSer vi ngSyst emvessage :: = SEQUENCE
sUPI [1] SuPI,
pEl [2] PElI OPTI ONAL,
gPsI [3] GPSI OPTI ONAL,
gUAM [4] GUAM OPTI ONAL,
gUMMVEI [5] GUMMVEI OPTI ONAL,
pLMNI D [6] PLMNI D OPTI ONAL,
servi ngSyst emvet hod [ 7] UDMservi ngSyst emvet hod,
servicel D [8] Servicel D OPTI ONAL,
roam ngl ndi cat or [9] Roami ngl ndi cat or OPTI ONAL
}
UDMBubscri ber Recor dChangeMessage :: = SEQUENCE
{
sUPI [1] SUPI OPTI ONAL,
pEl [2] PElI OPTI ONAL,
gPsI [3] GPSI OPTI ONAL,
ol dPEI [4] PEl OPTI ONAL,
ol dSUPI [5] SUPI OPTI ONAL,
ol dGPSI [6] GPSI OPTI ONAL,
ol dservicel D [7] Servicel D OPTI ONAL,
subscri ber Recor dChangeMet hod [8] UDMSubscri ber Recor dChangeMet hod,
servicel D [9] Servicel D OPTI ONAL
}
UDMCancel Locat i onMessage ::= SEQUENCE
{
sUPI [1] SsuPI,
pEl [2] PElI OPTI ONAL,
gPsI [3] GPSI OPTI ONAL,
gUAM [4] GUAM OPTI ONAL,
pLMNI D [5] PLMNI D OPTI ONAL,
cancel Locati onMet hod [6] UDMCancel Locati onMet hod
}

UDM_ocat i onl nf or mat i onResul t
{
sUPI
pEl
gPsSI
| ocat i onl nf oRequest
vPLMWMNI D
current Locati onl ndi cat or
aMFl nst ancel D
sMSFI nst ancel D

SEQUENCE

SUPI,

PEI
GPSI

COPTI ONAL,
COPTI ONAL,

UDM.ocat i onl nf oRequest
PLMNI D OPTI ONAL,
BOOLEAN OPTI ONAL,

NFI D OPTI ONAL,

NFI D OPTI ONAL,

| ocation [9] Location OPTI ONAL,
r ATType [10] RATType OPTI ONAL,
probl enDet ai |l s [11] UDMProbl enDet ai | s OPTI ONAL
}
UDMUEI nf or mat i onResponse :: = SEQUENCE
{
sUPI [1] SuPI,
t ADSI nf o [2] UEContext!nfo OPTI ONAL,
fiveGSUser Statelnfo [3] FiveGSUser Statelnfo OPTI ONAL,
fi veGSRVCCI nf o [ 4] Fi veGSRVCCI nf o OPTI ONAL,
probl enDet ai | s [5] UDMProbl enDet ai | s OPTI ONAL
}

UDMUEAUt hent i cat i onResponse ::
{
sUPI
aut henti cati onl nf oRequest
aKMAl ndi cat or
probl enDetai |l s
}

-- 5G UDM paraneters

SEQUENCE

[1]
[2]
[3]
[4]

SUPI ,

UDMAuUt hent i cat i onl nf oRequest,
BOOLEAN OPTI ONAL,

UDMPr obl enDet ai | s OPTI ONAL
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UDMSer vi ngSyst emvet hod : : = ENUMERATED

anf 3GPPAccessRegi stration(0),
anf Non3GPPAccessRegi stration(1),
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unknown( 2)
}
UDMSubscri ber Recor dChangeMet hod :: = ENUMERATED
{
pEl Change(1),
sUPI Change( 2),
gPSI Change(3),
uEDepr ovi si oni ng(4),
unknown(5),
servi cel DChange( 6)
}
UDMCancel Locat i onMet hod :: = ENUMERATED
{
aMF3GPPAccessDeregi stration(l),
aM~Non3GPPAccessDer egi stration(2),
uDMDer egi stration(3),
unknown( 4)
}
Servicel D :: = SEQUENCE
nSSAI [1] NSSAI OPTI ONAL,
cAd D [2] SEQUENCE OF CAG D OPTI ONAL
}
CAG D ::= UTF8String
UDMAut hent i cat i onl nf oRequest ::= SEQUENCE
{
i nf oRequest Type [1] UDM nf oRequest Type,
r GAut hCt x [2] SEQUENCE Sl ZE(1..MAX) OF Subscriberldentifier,
aut hType [3] PrimaryAuthenticationType,
servi ngNet wor kNarme [ 4] PLMNI D,
aUSFI nst ancel D [5] NFI D OPTI ONAL,
cel | CAG nfo [6] CAG D OPTI ONAL,
n5GCl ndi cat or [ 7] BOOLEAN OPTI ONAL
}
UDM.ocat i onl nf oRequest ::= SEQUENCE
{
request ed5GSLocat i on [1] BOOLEAN OPTI ONAL,
request edCurrent Locati on [2] BOOLEAN OPTI ONAL,
request edRATType [3] BOOLEAN OPTI ONAL,
request edTi meZone [4] BOOLEAN OPTI ONAL,
request edSer vi ngNode [5] BOOLEAN OPTI ONAL
}
UDMPr obl emDet ai | s :: = SEQUENCE
{
cause [1] UDMPr obl enDet ai | sCause OPTI ONAL
}
UDMPr obl emDet ai | sCause ::= CHO CE
uDMDef i nedCause [1] UDMDefi nedCause,
ot her Cause [2] UDMProbl enDet ai | st her Cause
}
UDMDef i nedCause :: = ENUMERATED
{
user Not Found( 1),
dat aNot Found( 2) ,
cont ext Not Found( 3),
subscri pti onNot Found(4),
ot her (5)
}
UDM nf oRequest Type ::= ENUMERATED
hSS(1),
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aUSF( 2),
ot her (3)

}

UDMPr obl enDet ai | sOt her Cause :: = SEQUENCE

{
probl enDet ai | sType [1] UTF8String OPTI ONAL,
title [2] UTE8String OPTI ONAL,
st at us [3] INTEGER OPTI ONAL,
det ai | [4] UTF8String OPTI ONAL,
i nstance [5] UTF8String OPTI ONAL,
cause [6] UTF8String OPTI ONAL,
ubDM nval i dParanmeters [7] UDM nval i dPar anet er s,
uDVBupport edFeat ures [8] UTF8Stri ng

}

UDM nval i dPar aneters :: = SEQUENCE

{
par anet er [1] UTF8String OPTI ONAL,
reason [2] UTF8String OPTI ONAL

}

Roam ngl ndi cator ::=

5G SMSF definitions

SMSMessage
{

.= SEQUENCE

origi nati ngSMSParty
term nati ngSMSParty
direction

I'i nkTr ansf er St at us
ot her Message

| ocation

peer NFAddr ess

peer NFType

BOOLEAN

See clause 6.2.5.3 for details of this structure

SMBParty,

SMBParty,

Di rection,

SMSTr ansf er St at us,

SMSQt her Messagel ndi cati on OPTI ONAL,
Locati on OPTI ONAL,

SVBNFAddr ess OPTI ONAL,

SVSNFType OPTI ONAL,

sMSTPDUDat a [9] SMSTPDUDat a OPTI ONAL,
messageType [10] SMsMessageType OPTI ONAL,
r PMessageRef er ence [11] SMSRPMessageRef er ence OPTI ONAL
}
SMBReport ::= SEQUENCE
{
| ocation [1] Location OPTI ONAL,
sMSTPDUDat a [2] SMSTPDUDat a,
messageType [3] SMsMessageType,
r PMessageRef erence [4] SMSRPMessageRef erence
}
-- 5G SMSF paraneters
SMBAddr ess ::= OCTET STRI NG S| ZE(2..12))
SMSMessageType :: = ENUMERATED
{
deliver(1),
del i ver Report Ack(2),
del i ver ReportError(3),
st at usReport (4),
conmmand(5),
submi t(6),
submi t Report Ack(7),
subm t Report Error(8),
reserved(9)
}
SMSParty ::= SEQUENCE
{
sUPI [1] SUPI OPTI ONAL,
pEl [2] PElI OPTI ONAL,
gPsSI [3] GPSI OPTI ONAL,
sMSAddress [4] SMSAddress OPTI ONAL
}
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SMBTr ansf er St at us : : = ENUMERATED

transfer Succeeded(1),
transferFail ed(2),
undef i ned( 3)

}

SMSQt her Messagel ndi cati on :: = BOOLEAN

SMSNFAddr ess ::= CHO CE
i PAddr ess [1] | PAddress,
el64Nunmber [2] E164Nunber

}

SMBNFType :: = ENUMERATED
sMSGVBC( 1),
i WWBC( 2) ,
sMSRout er ( 3)

}

SVSRPMessageRef erence ::= | NTEGER (0. . 255)

SMSTPDUDat a ::= CHO CE
sMSTPDU [ 1] SMSTPDU,
truncat edSMSTPDU [ 2] Truncat edSMSTPDU

}

SMSTPDU :: = OCTET STRING (Sl ZE(1..270))

Truncat edSMSTPDU :: = OCTET STRI NG (S| ZE(1..130))

-- MVS definitions

MVBSend :: = SEQUENCE

{
transactionl D [1] UTF8Stri ng,
version [2] MwvBVersi on,
dat eTi me [3] Tinmestanp,
originati ngMvSParty [4] MvBParty,
term nati ngMvBParty [5] SEQUENCE OF MvBParty OPTI ONAL,
cCReci pi ents [6] SEQUENCE OF MvBParty OPTI ONAL,
bCCReci pi ents [7] SEQUENCE OF MvBParty OPTI ONAL,
direction [8] MvsDirection,
subj ect [9] MVBSubject OPTI ONAL,
nessageCd ass [10] MvBMessageC ass OPTI ONAL,
expiry [11] MVBExpiry,
desiredDel i veryTime [12] Tinmestanp OPTI ONAL,
priority [13] MVSPriority OPTI ONAL,
senderVisibility [14] BOOLEAN OPTI ONAL,
del i veryReport [15] BOOLEAN OPTI ONAL,
readReport [16] BOOLEAN OPTI ONAL,
store [17] BOOLEAN OPTI ONAL,
state [18] MVState OPTI ONAL,
flags [19] MWFl ags OPTI ONAL,
repl yChar gi ng [20] MVBRepl yChar gi ng OPTI ONAL,
appliclD [21] UTF8String OPTI ONAL,
repl yAppliclD [22] UTF8String OPTI ONAL,
auxAppliclnfo [23] UTF8String OPTI ONAL,
content C ass [ 24] MvBCont ent G ass OPTI ONAL,
dRMCont ent [25] BOOLEAN OPTI ONAL,
adapt ati onAl | owed [26] MVBAdapt ati on OPTI ONAL,
cont ent Type [27] MVBCont ent Type,
responseSt at us [28] MVBResponseSt at us,
responseStatusText [29] UTF8String OPTI ONAL,
nmessagel D [30] UTF8String

}

MVBSendByNonLocal Target ::= SEQUENCE

{
version [1] MvBVersi on,
transactionl D [2] UTE8String,
nessagel D [3] UTF8Stri ng,
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term nati ngMvBParty [4]
originati ngMvBParty [5]

direction [ 6]
cont ent Type [7]
messageCl ass [8]
dat eTi me [9]
expiry [10]
del i veryReport [11]
priority [12]
senderVisibility [13]
readReport [ 14]
subj ect [15]
f or war dCount [16]

pr evi ousl ySent By [17]
prevSent ByDateTi me [ 18]

appliclD [19]
repl yAppliclD [ 20]
auxAppliclnfo [ 21]
content d ass [22]

SEQUENCE OF MVBParty,
MVBParty,

MVBDi r ect i on,

MVBCont ent Type,
MvBMessageC ass OPTI ONAL,
Ti nmest anp,

MVBExpi ry OPTI ONAL,
BOOLEAN OPTI ONAL,
MVBPriority OPTI ONAL,
BOOLEAN OPTI ONAL,

BOOLEAN OPTI ONAL,

MVBSubj ect OPTI ONAL,

| NTEGER OPTI ONAL,

MVBPr evi ousl ySent By OPTI ONAL,
Ti mest anp OPTI ONAL,
UTF8St ri ng OPTI ONAL,
UTF8St ri ng OPTI ONAL,
UTF8St ri ng OPTI ONAL,
MVBCont ent Cl ass OPTI ONAL,

dRMCont ent [ 23] BOOLEAN OPTI ONAL,
adapt ati onAl | owed [ 24] MVBAdapt ati on OPTI ONAL
}
MVBNot i fication ::= SEQUENCE
{
transactionl D [1] UTF8Stri ng,
version [2] MwvBVersion,
origi nati ngMvBParty [3] MvBParty OPTI ONAL,
direction [4] MvsDirection,
subj ect [5] MVBSubject OPTI ONAL,
del i veryReport Requested [6] BOOLEAN OPTI ONAL,
stored [7] BOOLEAN OPTI ONAL,
messageCl ass [8] MvBMessaged ass,
priority [9] MVBPriority OPTI ONAL,
nessageSi ze [10] | NTEGER,
expiry [11] MVBExpiry,
repl yChargi ng [12] MVBRepl yChar gi ng OPTI ONAL
}

MvBSendToNonLocal Target ::=
{

version [1]
transactionl D [2]
messagel D [3]

term nati ngMvBParty [ 4]
originati ngMvSParty [5]

direction [ 6]
cont ent Type [7]
messageCl ass [ 8]
dat eTi me [9]
expiry [10]
del i ver yReport [11]
priority [12]
senderVisibility [13]
readReport [ 14]
subj ect [15]
f or war dCount [16]

pr evi ousl ySent By [17]
prevSent ByDat eTine [ 18]

appliclD [19]
repl yAppliclD [ 20]
auxAppliclnfo [ 21]
content C ass [22]

dRMCont ent [ 23]
adapt ati onAl | owed [ 24]
}

MVBNot i fi cati onResponse :: =
{

SEQUENCE

MVBVer si on,

UTF8St ri ng,

UTF8St ri ng,

SEQUENCE OF MVBParty,
MVBParty,

MVBDi r ect i on,

MVBCont ent Type,
MvBMessageC ass OPTI ONAL,
Ti mest anp,

MVBEXxpi ry OPTI ONAL,
BOOLEAN OPTI ONAL,
MVBPriority OPTI ONAL,
BOOLEAN OPTI ONAL,

BOOLEAN OPTI ONAL,

MVBSubj ect OPTI ONAL,

| NTEGER OPTI ONAL,

MVBPr evi ousl ySent By OPTI ONAL,
Ti mest anp OPTI ONAL,
UTF8St ri ng OPTI ONAL,
UTF8St ri ng OPTI ONAL,
UTF8St ri ng OPTI ONAL,
MVBCont ent Cl ass OPTI ONAL,
BOOLEAN OPTI ONAL,
MVBAdapt at i on OPTI ONAL

SEQUENCE

transactionl D [1] UTF8Stri ng,
version [2] MvBVersi on,
direction [3] MwvBDirection,
status [4] MVBt at us,
report Al |l oned [5] BOOLEAN OPTI ONAL

}

MVBRet ri eval ::= SEQUENCE

{
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transactionl D [1]
version [2]
nessagel D [3]
dat eTi me [ 4]

origi nati ngMvSParty [5]
pr evi ousl ySent By [ 6]
prevSent ByDateTime [7]
term nati ngMvBParty [ 8]

UTF8St ri ng,

MVBVer si on,

UTF8St ri ng,

Ti mest anp,

MVBParty OPTI ONAL,

MVBPr evi ousl ySent By OPTI ONAL,
Ti mest anmp OPTI ONAL,

SEQUENCE OF MVSParty OPTI ONAL,

cCReci pi ents [9] SEQUENCE OF MVBParty OPTI ONAL,
direction [10] MvsDirection,
subj ect [11] MVBSubj ect OPTI ONAL,
state [12] MvBtate OPTI ONAL,
flags [13] MWFl ags OPTI ONAL,
messageCl ass [14] MvBMessageC ass OPTI ONAL,
priority [15] MVBPriority,
del i ver yReport [16] BOOLEAN OPTI ONAL,
readReport [17] BOOLEAN OPTI ONAL,
repl yChar gi ng [18] MVBRepl yChar gi ng OPTI ONAL,
retrieveStatus [19] MVBRetrieveStatus OPTI ONAL,
retrieveStatusText [20] UTF8String OPTI ONAL,
appliclD [21] UTF8String OPTI ONAL,
repl yAppliclD [22] UTF8String OPTI ONAL,
auxAppliclnfo [23] UTF8String OPTI ONAL,
content d ass [24] MVBCont ent O ass OPTI ONAL,
dRMCont ent [25] BOOLEAN OPTI ONAL,
repl acel D [26] UTF8String OPTI ONAL,
cont ent Type [27] UTE8String OPTI ONAL

}

MVBDel i ver yAck ::= SEQUENCE

{
transactionl D [1] UTF8Stri ng,
version [2] MvBVersi on,
report Al | owed [3] BOOLEAN OPTI ONAL,
status [4] MVBt at us,
direction [5] MwvBDirection

}

MVBFor war d : : = SEQUENCE

{
transactionl D [1] UTE8Stri ng,
version [2] MwBVersi on,
dat eTi me [3] Timestanp OPTI ONAL,
ori gi nati ngMvBParty [4] MVBParty,
term nati ngMvBParty [5] SEQUENCE OF MvBParty OPTI ONAL,
cCReci pi ents [6] SEQUENCE OF MvBParty OPTI ONAL,
bCCReci pi ents [7] SEQUENCE OF MvBParty OPTI ONAL,
direction [8] MvsDirection,
expiry [9] MVBExpiry OPTI ONAL,
desiredDel i veryTi me [10] Ti mestanp OPTI ONAL,
del i veryReport Al l owed [11] BOOLEAN OPTI ONAL,
del i ver yReport [12] BOOLEAN OPTI ONAL,
store [13] BOOLEAN OPTI ONAL,
state [14] Mvstate OPTI ONAL,
flags [15] MVFI ags OPTI ONAL,
cont ent Locati onReq [16] UTF8Stri ng,
repl yChar gi ng [17] MVBRepl yChar gi ng OPTI ONAL,
responsest at us [18] MVBResponseSt at us,
responsesSt at usText [19] UTF8String OPTI ONAL,
messagel D [20] UTF8String OPTI ONAL,
cont ent Locat i onConf [21] UTF8String OPTI ONAL,
storeSt at us [22] MVBSt oreSt at us OPTI ONAL,
st or eSt at usText [23] UTF8String OPTI ONAL

}

MVBDel et eFr onRel ay :: = SEQUENCE

{
transactionl D [1] UTE8Stri ng,
version [2] MvBVersi on,
direction [3] MvBDirection,
cont ent Locat i onReq [4] SEQUENCE OF UTF8Stri ng,
content Locati onConf [5] SEQUENCE OF UTF8Stri ng,
del et eResponseStatus [ 6] MvBDel et eResponseSt at us,
del et eResponseText [7] SEQUENCE OF UTF8Stri ng

}

MVBMBox St or e :: = SEQUENCE

{
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transactionl D
versi on

direction

cont ent Locati onReq
state

flags

cont ent Locat i onConf
storeSt at us

st or eSt at usText

}

MVBMBoxUpl oad : : = SEQUENCE

{
transactionl D [1] UTF8Stri ng,
version [2] MwvBVersion,
direction [3] MvsDirection,
state [4] Mvstate OPTI ONAL,
flags [5] MWFl ags OPTI ONAL,
cont ent Type [6] UTF8String,
content Locati on [7] UTF8String OPTI ONAL,
storeSt at us [8] MVBStoreStat us,
st or eSt at usText [9] UTF8String OPTI ONAL,
mvessages [10] SEQUENCE OF MvBoxDescri ption

}

MVBMBoxDel et e :: = SEQUENCE

{
transactionl D [1] UTE8Stri ng,
version [2] MwvBVersi on,
direction [3] MvBDirection,
contentLocati onReq [4] SEQUENCE OF UTF8Stri ng,
content Locati onConf [5] SEQUENCE OF UTF8String OPTI ONAL,
responsesSt at us [6] MvBDel et eResponseSt at us,
responseStatusText [7] UTF8String OPTI ONAL

}

MVBDel i veryReport :: = SEQUENCE

{
version [1] MvBVersi on,
messagel D [2] UTE8String,
term nati ngMvBParty [3] SEQUENCE OF MvBParty,
mvBDat eTi me [4] Ti mestanp,
responsesSt at us [5] MVBResponseSt at us,
responseStatusText [6] UTF8String OPTI ONAL,
appliclD [7] UTF8String OPTI ONAL,
repl yAppliclD [8] UTF8String OPTI ONAL,
auxAppliclnfo [9] UTF8String OPTI ONAL

}

MVBDel i ver yRepor t NonLocal Target ::= SEQUENCE

{
version [1] MwvBVersi on,
transactionl D [2] UTF8Stri ng,
messagel D [3] UTF8String,
term nati ngMvBParty [4] SEQUENCE OF MvBParty,
originatingMvSParty [5] MvBParty,
direction [6] MvsDirection,
mvBDat eTi e [7] Timestanp,
forwardToOriginator [8] BOOLEAN OPTI ONAL,
status [9] MVBtat us,
st at usExt ensi on [10] MVBt at usExt ensi on,
st at usText [11] MVBSt at usText,
appliclD [12] UTF8String OPTI ONAL,
repl yAppliclD [13] UTF8String OPTI ONAL,
auxAppliclnfo [14] UTF8String OPTI ONAL

}

MVBReadReport ::= SEQUENCE

{
version [1] MvBVersi on,
nmessagel D [2] UTE8String,

term nati ngMVBParty
ori gi nati ngMvBParty
direction

mvBDat eTi me

readsSt at us

appliclD

repl yAppliclD

UTF8St ri ng,

MVBVer si on,

MVBDI r ecti on,

UTF8St ri ng,

MVt at e OPTI ONAL,
MVFl ags OPTI ONAL,
UTF8St ri ng OPTI ONAL,
MVBSSt or eSt at us,
UTF8St ri ng OPTI ONAL

SEQUENCE OF MVBParty,
SEQUENCE OF MVSParty,
MVBDI r ecti on,

Ti nest anp,

MVBReadSt at us,
UTF8String OPTI ONAL,
UTF8St ri ng OPTI ONAL,

ETSI

ETSI TS 133 128 V17.6.0 (2022-09)



3GPP TS 33.128 version 17.6.0 Release 17

auxAppliclnfo

294

[10] UTF8String OPTI ONAL

SEQUENCE OF MVBParty,
SEQUENCE OF MVBParty,

[9] MVBReadSt at usText OPTI ONAL,
[10] UTF8String OPTI ONAL,
[11] UTE8String OPTI ONAL,
[12] UTF8String OPTI ONAL

[4] SEQUENCE OF MVBtate OPTI ONAL,
[5] SEQUENCE OF MVFl ags OPTI ONAL,

[8] SEQUENCE OF UTF8String OPTI ONAL,

[4] SEQUENCE OF MVBtate OPTI ONAL,
[5] SEQUENCE OF MVFl ags OPTI ONAL,

[8] SEQUENCE OF UTF8String OPTI ONAL,

SEQUENCE OF MvBoxDescri pti on

UTF8St ri ng OPTI ONAL,

UTF8St ri ng OPTI ONAL,

MVEt at e OPTI ONAL,

SEQUENCE OF MVFI ags OPTI ONAL,
Ti mest anp OPTI ONAL,

MVBParty OPTI ONAL,

SEQUENCE OF MVBParty OPTI ONAL,
SEQUENCE OF MVBParty OPTI ONAL,
SEQUENCE OF MVBParty OPTI ONAL,
MvBMessageC ass OPTI ONAL,
MVBSubj ect OPTI ONAL,
MVBPriority OPTI ONAL,

Ti mest anp OPTI ONAL,

BOOLEAN OPTI ONAL,

| NTEGER OPTI ONAL,

MVBRepl yChar gi ng OPTI ONAL,
MVBPr evi ousl ySent By OPTI ONAL,
Ti mest anp OPTI ONAL,

UTF8String OPTI ONAL

MvBReadRepor t NonLocal Target ::= SEQUENCE
{
ver si on [1] MVBVersi on,
transactionl D [2] UTF8Stri ng,
term nati ngMvBParty [ 3]
originati ngMvSParty [ 4]
direction [5] MwBDirection,
nmessagel D [6] UTF8Stri ng,
nmvBDat eTi me [7] Ti mestanp,
readSt at us [8] MvBReadSt at us,
r eadSt at usText
appliclD
repl yAppliclD
auxAppliclnfo
}
MVBCancel ::= SEQUENCE
{
transactionl D [1] UTF8Stri ng,
versi on [2] MVBVersi on,
cancel | D [3] UTF8Stri ng,
direction [4] MwBDirection
}
MVBMBox Vi ewRequest :: = SEQUENCE
{
transactionlD [1] UTF8String,
version [2] MvBVersi on,
contentLocation [3] UTF8String OPTI ONAL,
state
flags
start [6] | NTEGER OPTI ONAL,
limt [7] | NTEGER OPTI ONAL,
attributes
totals [9] | NTEGER OPTI ONAL,
quot as [10] MvBQuota OPTI ONAL
}
MVBMBox Vi ewResponse :: = SEQUENCE
{
transactionlD [1] UTF8String,
version [2] MvBVersion,
contentLocation [3] UTF8String OPTI ONAL,
state
flags
start [6] | NTEGER OPTI ONAL,
limt [7] I NTEGER OPTI ONAL,
attributes
mVBTot al s [9] BOOLEAN OPTI ONAL,
mvBQuot as [ 10] BOOLEAN OPTI ONAL,
mvessages [11]
}
MvBoxDescri ption ::= SEQUENCE
{
content Locati on [1]
messagel D [2]
state [3]
flags [ 4]
dat eTi e [ 5]
origi nati ngMvBParty [ 6]
term nati ngMVBParty [7]
cCReci pients [ 8]
bCCReci pi ents [9]
messageCl ass [10]
subj ect [11]
priority [12]
del i veryTi ne [13]
r eadReport [ 14]
nessageSi ze [ 15]
repl yChargi ng [16]
pr evi ousl ySent By [17]
previ ousl ySent ByDat eTi me [ 18]
cont ent Type [19]
}
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MVBCCPDU : : = SEQUENCE

version [1] MvBVersi on,
transactionl D [2] UTF8Stri ng,
mvBCont ent [3] OCTET STRI NG

MVBAdapt ati on :: = SEQUENCE

al | oned [1] BOOLEAN,
overriden [2] BOOLEAN

}

MVBCancel St atus ::= ENUVERATED

{
cancel Request Successful | yRecei ved(1),
cancel Request Corr upt ed( 2)

}

MVBCont ent Ol ass :: = ENUMERATED
{
text (1),
i mageBasi c(2),
i mageRi ch(3),
vi deoBasi c(4),
vi deoRi ch(5),
megaPi xel (6),
content Basi c(7),
content Ri ch(8)
}

MVBCont ent Type ::= UTF8String

MVBDel et eResponseSt at us :: = ENUMERATED
{
ok(1),
error Unspeci fied(2),
error Servi ceDeni ed(3),
error MessageFor nat Cor r upt (4),
error Sendi ngAddr essUnr esol ved(5),
error MessageNot Found( 6) ,
error Net wor kProbl em(7),
error Cont ent Not Accept ed(8),
error Unsupport edMessage(9),
error Transi ent Fai | ure(10),
error Transi ent Sendi ngAddr essUnr esol ved(11),
error Transi ent MessageNot Found(12),
error Transi ent Net wor kPr obl en{ 13),
error Transi ent Parti al Success(14),
error Per manent Fai | ure(15),
error Per manent Ser vi ceDeni ed( 16),
err or Per manent MessageFor mat Cor r upt (17),
err or Per manent Sendi ngAddr essUnr esol ved(18),
err or Per manent MessageNot Found( 19),
er r or Per manent Cont ent Not Accept ed( 20),
err or Per manent Repl yChar gi ngLi mi t ati onsNot Met (21),

er r or Per manent Repl yChar gi ngRequest Not Accept ed(22),

err or Per manent Repl yChar gi ngFor war di ngDeni ed(23),
err or Per manent Repl yChar gi ngNot Support ed(24),
err or Per manent Addr essHi di ngNot Support ed(25),
error Per manent LackOf Pr epai d( 26)

}

MVBDI rection ::= ENUVERATED

fronirarget (0),
toTarget (1)
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MVBEI enent Descri ptor ::= SEQUENCE
{
reference [1] UTF8Stri ng,
paraneter [2] UTF8String OPTI ONAL,
val ue [3] UTF8String OPTI ONAL
}
MVBExpi ry ::= SEQUENCE
{
expiryPeriod [1] | NTEGER
peri odFormat [2] MVSPeri odFor mat
}
MVFl ags ::= SEQUENCE
I ength [1] | NTEGER,
flag [2] Mvst at eFl ag,
flagString [3] UTF8String
}
MvBMessaged ass :: = ENUMERATED
{
personal (1),
advertisement (2),
i nformational (3),
aut o(4)
}
MVvBParty ::= SEQUENCE
{
mVBPartyl Ds [1] SEQUENCE OF MVBPartyl D,
nonLocal ID [2] NonLocal I D
}
MVBPartyl D :: = CHO CE
{
el64Nurber [1] E164Nunber,
emai | Address [2] Email Address,
i MBI [3] IMsI,
i MPU [4] I WPy,
i MPI [5] I™mPI,
sUPI [6] SuUPI,
gPSsI [7] GPSI
}
MVBPer i odFor mat :: = ENUMERATED
absol ute(1),
relative(2)
}
MVBPr evi ousl ySent :: = SEQUENCE
{
previousl ySent ByParty [1] MVBParty,
sequenceNunber [2] I NTEGER
previ ousSendDat eTi me [3] Ti mestanp
}
MVBPr evi ousl ySent By ::= SEQUENCE OF MVSPrevi ousl ySent
MVBPriority ::= ENUMERATED
low(1),
normal (2),
hi gh(3)
}
MVBQuot a :: = SEQUENCE
{
quot a [1] I NTEGER
quotaUnit [2] MvBQuot aUnit
}
MVBQuot aUnit ::= ENUMERATED
{

numvessages(1),
byt es(2)
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MVBReadSt at us :: = ENUVERATED

read(1),
del et edW t hout Bei ngRead( 2)
}

MVBReadSt at usText ::= UTF8String
MVBRepl yChar gi ng :: = ENUMERATED

request ed(0),
request edText Onl y(1),
accepted(2),
accept edText Onl y(3)
}

MVBResponseSt at us :: = ENUMERATED
{
ok(1),
error Unspeci fied(2),
error Servi ceDeni ed(3),
error MessageFor nat Corrupt (4),
error Sendi ngAddr essUnr esol ved(5),
error MessageNot Found( 6) ,
error Net wor kPr obl em(7) ,
error Cont ent Not Accept ed(8),
error Unsupport edMessage(9),
error Transi ent Fai | ure(10),
error Tr ansi ent Sendi ngAddr essUnr esol ved(11),
error Transi ent MessageNot Found(12),
error Transi ent Net wor kPr obl en(13) ,
error Transi ent Parti al Success(14),
error Per manent Fai | ure(15),
error Per manent Ser vi ceDeni ed(16),
error Per manent MessageFor mat Cor rupt (17),
err or Per manent Sendi ngAddr essUnr esol ved(18),
err or Per manent MessageNot Found(19),
err or Per manent Cont ent Not Accept ed( 20),
error Per manent Repl yChar gi ngLi mi t ati onsNot Met (21),
error Per manent Repl yChar gi ngRequest Not Accept ed(22),
err or Per manent Repl yChar gi ngFor war di ngDeni ed(23),
err or Per manent Repl yChar gi ngNot Suppor t ed(24),
error Per manent Addr essHi di ngNot Support ed(25),
err or Per manent LackCOf Pr epai d( 26)

}

MVBRet ri eveSt at us :: = ENUMERATED

{
success(1),
error Transi ent Fai | ure(2),
error Transi ent MessageNot Found( 3) ,
error Transi ent Net wor kPr obl em(4),
error Per manent Fai | ure(5),
error Per manent Servi ceDeni ed(6),
err or Per manent MessageNot Found( 7),
err or Per manent Cont ent Unsupport ed( 8)

}

MVBSt or eSt at us :: = ENUMERATED
{
success(1),
errorTransi ent Fai l ure(2),
error Transi ent Net wor kPr obl em( 3),
error Per manent Fai | ure(4),
error Per manent Ser vi ceDeni ed(5),
err or Per manent MessageFor mat Cor r upt ( 6),
error Per manent MessageNot Found(7),
error MVBoxFul | (8)

}

MVSt at e :: = ENUMERATED
{
draft(1),
sent (2),
new(3),
retrieved(4),
f or war ded( 5)
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}
MVBt at eFl ag : : = ENUMERATED
add(1),
remove(2),
filter(3)
}
MVSt at us :: = ENUVERATED
{
expired(1),
retrieved(2),
rej ected(3),
deferred(4),
unr ecogni zed(5),
i ndet erm nat e(6),
forwarded(7),
unr eachabl e( 8)
}
MVBt at usExt ensi on :: = ENUMERATED
{
rej ecti onByMvBReci pi ent (0),
rej ecti onByQ her RS( 1)
}
MVBt at usText ::= UTF8String
MVBSubj ect ::= UTF8String
MVBVer si on :: = SEQUENCE
{
maj or Versi on [1] | NTEGER,
m nor Version [2] | NTEGER
}
-- 5G PTC definitions
PTCRegi stration ::= SEQUENCE

pTCTar get | nf or mati on
pTCSer ver URI

pTCRegi strati onRequest
pTCRegi strati onCut cone

PTCSessionlnitiation
{

:: = SEQUENCE

pTCTar get | nformati on
pTCDirecti on

pTCSer ver URI

pTCSessi onl nfo

pTCOri gi natingl D

pTCPartici pants

pTCParti ci pant PresenceSt at us
| ocation

pTCBear er Capability

pTCHost

}

PTCSessi onAbandon
{

.1 = SEQUENCE

pTCTar get | nf or mati on
pTCDirecti on
pTCSessi onl nfo

| ocation
pTCAbandonCause

[ 1]
[2]
[3]

(8]
}

PTCSessi onStart
{

.. = SEQUENCE

pTCTar get | nf or mati on
pTCDirecti on

pTCSer ver URI

pTCSessi onl nfo

298

PTCTar get | nf ormati on,
UTF8St ri ng,

PTCRegi strati onRequest ,
PTCRegi strati onCut cone

PTCTar get | nf or nati on,

Di recti on,

UTF8St ri ng,

PTCSessi onl nf o,

PTCTar get | nf ormati on,

SEQUENCE OF PTCTar get | nf or mati on OPTI ONAL,
Mul ti pl ePartici pant PresenceSt at us OPTI ONAL,
Locati on OPTI ONAL,

UTF8St ri ng OPTI ONAL,

[10] PTCTarget | nformati on OPTI ONAL

PTCTar get | nf or mati on,
Di recti on,

PTCSessi onl nf o,

Locati on OPTI ONAL,

| NTEGER

PTCTar get | nf ornati on,
Di recti on,

UTF8St ri ng,

PTCSessi onl nf o,
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}

pTCOri gi nati ngl D

pTCParti ci pants

pTCParti ci pant PresenceSt at us
| ocation

pTCHost

pTCBear er Capabi l ity

PTCSessi onEnd ::= SEQUENCE

{

}

PTCStart Of I ntercepti on

{

}

PTCPr eEst abl i shedSessi on

{

}

PTClI nst ant Per sonal Al ert

pTCTar get | nformati on
pTCDi rection

pTCSer ver URI

pTCSessi onl nfo
pTCPartici pants

| ocation

pTCSessi onEndCause

pTCTar get | nf or mati on
pTCDirecti on

pr eEst Sessi onl D
pTCOri gi nati ngl D
pTCSessi onl nfo
pTCHost

pTCParti ci pants
pTCMedi aSt r eamAvai |
pTCBear er Capabi l ity

pTCTar get | nf or mati on
pTCSer ver URI
rTPSetting

pTCMedi aCapabi l ity
pTCPr eEst Sessi onl D
pTCPr eEst St at us
pTCMedi aSt r eamAvai |

| ocation

pTCFai | ur eCode

pTCTar get | nf or mati on
pTCl PAPartyl D
pTCl PADi recti on

}
PTCPartyJoin ::= SEQUENCE
{
pTCTar get | nformati on
pTCDi rection
pTCSessi onl nfo
pTCParti ci pants
pTCParti ci pant PresenceSt at us
pTCMedi aSt r eanAvai |
pTCBear er Capabi lity
}
PTCPartyDrop ::= SEQUENCE
{
pTCTar get | nf or mati on
pTCDirecti on
pTCSessi onl nfo
pTCPart yDr op
pTCParti ci pant PresenceSt at us
}
PTCPartyHol d ::= SEQUENCE
{

pTCTar get | nf or mati on
pTCDirecti on
pTCSessi onl nfo
pTCParti ci pants

299

PTCTar get | nf ormati on,

SEQUENCE OF PTCTar get | nformati on OPTI ONAL,
Mul ti pl ePartici pant PresenceSt at us OPTI ONAL,
Locati on OPTI ONAL,

PTCTar get | nf or mati on OPTI ONAL,

[10] UTF8String OPTI ONAL

[1]

.. = SEQUENCE

[1]
[2]
(3]

[ 1]
[2]
[3]

(8]

PTCTar get | nf or nati on,

Di recti on,

UTF8St ri ng,

PTCSessi onl nf o,

SEQUENCE OF PTCTar get | nformati on OPTI ONAL,
Locati on OPTI ONAL,

PTCSessi onEndCause

PTCTar get | nf ormati on,

Di rection,

PTCSessi onl nf o OPTI ONAL,

PTCTar get | nf or mati on,

PTCSessi onl nf o OPTI ONAL,

PTCTar get | nf or mati on OPTI ONAL,

SEQUENCE OF PTCTar get | nfor mati on OPTI ONAL,
BOOLEAN OPTI ONAL,

UTF8St ri ng OPTI ONAL

11 = SEQUENCE

PTCTar get | nf or nat i on,
UTF8St ri ng,

RTPSet ti ng,

UTF8St ri ng,

PTCSessi onl nf o,

PTCPr eEst St at us,
BOOLEAN OPTI ONAL,

Locati on OPTI ONAL,
PTCFai | ur eCode OPTI ONAL

PTCTar get | nf ormati on,
PTCTar get | nf ormati on,
Direction

PTCTar get | nf ormati on,

Di rection,

PTCSessi onl nf o,

SEQUENCE OF PTCTar get | nf or mati on OPTI ONAL,
Mul ti pl eParti ci pant PresenceSt at us OPTI ONAL,
BOOLEAN OPTI ONAL,

UTF8St ri ng OPTI ONAL

PTCTar get | nf or mati on,

Direction,

PTCSessi onl nf o,

PTCTar get | nf or nat i on,

PTCParti ci pant PresenceSt at us OPTI ONAL

PTCTar get | nf ornati on,

Di recti on,

PTCSessi onl nf o,

SEQUENCE OF PTCTarget | nformati on OPTI ONAL,
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pTCHol dI D [5] SEQUENCE OF PTCTarget | nformati on,
pTCHol dRet ri evel nd [6] BOOLEAN
}
PTCMedi aMbdi fi cation ::= SEQUENCE
{
pTCTar get | nformati on [1] PTCTarget!|nformation,
pTCDi rection [2] Direction,
pTCSessi onl nfo [3] PTCsSessi onl nf o,
pTCMedi aSt r eamAvai | [4] BOOLEAN OPTI ONAL,
pTCBear er Capabi ity [5] UTE8String
}
PTCG  oupAdverti sement ::=SEQUENCE
{
pTCTar get | nf or mati on [1] PTCTarget!| nfornmation,
pTCDirecti on [2] Direction,
pTCl DLi st [3] SEQUENCE OF PTCTarget | nfornmati on OPTI ONAL,
pTCG oupAut hRul e [4] PTCG oupAut hRul e OPTI ONAL,
pTCG oupAdSender [5] PTCTarget!|nformation,
pTCG oupN cknane [6] UTF8String OPTI ONAL
}
PTCFI oor Control ::= SEQUENCE
{
pTCTar get | nf or mati on [1] PTCTarget!| nformati on,
pTCDi rection [2] Direction,
pTCSessi oni nfo [3] PTCsSessi onl nf o,
pTCFl oor Activity [4] SEQUENCE OF PTCFl oorActivity,
pTCFI oor Speaker | D [5] PTCTarget!|nformati on OPTI ONAL,
pTCVaxTBTi e [6] I NTEGER OPTI ONAL,
pTCQueuedFl oor Cont r ol [ 7] BOOLEAN OPTI ONAL,
pTCQueuedPosi tion [8] I NTEGER OPTI ONAL,
pTCTal kBurstPriority [9] PTCTBPriorityLevel OPTI ONAL,
pTCTal kBur st Reason [10] PTCTBReasonCode OPTI ONAL
}
PTCTar get Presence ::= SEQUENCE
{
pTCTar get | nformati on [1] PTCTarget| nformation,
pTCTar get PresenceSt at us [2] PTCPartici pant PresenceSt at us
}

PTCParti ci pant Presence

pTCTar get | nformati on

pTCParti ci pant PresenceSt at us

}

PTCLi st Managenent
{
pTCTar get | nformati on
pTCDirecti on
pTCLi st Managenent Type
pTCLi st Managenent Acti on
pTCLi st Managenent Fai | ure
pTCCont act | D
pTCl DLi st
pTCHost
}

PTCAccessPol i cy
{

.1 = SEQUENCE

pTCTar get | nf or mati on
pTCDirecti on
pTCAccessPol i cyType
pTCUser AccessPol i cy
pTCG oupAut hRul e
pTCCont act | D
pTCAccessPol i cyFai l ure

:: = SEQUENCE

:: = SEQUENCE

[1] PTCTarget!| nformation,
[2] PTCPartici pant PresenceSt at us

[1] PTCTarget!| nformation,

[2] Direction,

[3] PTCLi st Managenent Type OPTI ONAL,
[4] PTCLi st Managenent Acti on OPTI ONAL,
[5] PTCLi st Managenent Fai | ure OPTI ONAL,
[6] PTCTarget!| nformati on OPTI ONAL,

[ 7] SEQUENCE OF PTCI DLi st OPTI ONAL,
[8] PTCTarget!| nformati on OPTI ONAL

[1] PTCTarget!| nfornmation,

[2] Direction,

[3] PTCAccessPolicyType OPTI ONAL,
[4] PTCUser AccessPol i cy OPTI ONAL,
[5] PTCG oupAut hRul e OPTI ONAL,

[6] PTCTarget!|nformati on OPTI ONAL,
[7] PTCAccessPol i cyFail ure OPTI ONAL
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-- 5G PTC paraneters

301

PTCRegi st rati onRequest = ENUMERATED
{
register(1),
reRegi ster(2),
deRegi ster(3)
}
PTCRegi strati onCut cone = ENUMERATED
{
success(1),
failure(2)
}
PTCSessi onEndCause : = ENUMERATED
{
initiaterLeavesSession(1l),
definedParti ci pant Leaves(2),
nunmber Of Parti ci pants(3),
sessi onTi ner Expi red(4),
pTCSpeechl nactive(5),
al | Medi aTypesl nacti ve(6)
}

PTCTar get | nf ornati on

identifiers

}
PTCl dentifiers ::= CHO CE
{
nCPTTI D
i nstancel denti fi er URN
pTCChat Gr oupl D
i MPU
i MPI
}
PTCSessionlnfo ::= SEQUENCE
pTCSessi onURI
pTCSessi onType
}
PTCSessi onType : = ENUMERAT
{
ondemand(1),
preEst abl i shed(2),
adhoc(3),
prearranged(4),
groupSessi on(5)
}

Mul ti pl eParti ci pant PresenceSt at us

PTCPar ti ci pant PresenceSt at us

{

presencel D
presenceType

11 = SEQUENCE

[1] SEQUENCE Sl ZE(1..MAX) OF PTCldentifiers

[1]
[2]
[3]

(8]

UTF8St ri ng,
UTF8St ri ng,
PTCChat Gr oupl D,
I MPU,

I MPI

[1]
[2]

UTF8St ri ng,
PTCSessi onType

ED

.= SEQUENCE

[1] PTCTarget!| nformati on,
[2] PTCPresenceType,

presencesSt at us [3] BOOLEAN
}
PTCPr esenceType = ENUMERATED
{
pTCdient (1),
pTCG oup( 2)
}
PTCPr eEst St at us : = ENUMERATED

established(1),
nodi fied(2),
rel eased(3)
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RTPSetting ::= SEQUENCE
i PAddr ess [1] | PAddress,
por t Nunber [2] Port Nunber
}
PTCI DLi st ::= SEQUENCE
{
pTCPartyl D [1] PTCTarget!| nformati on,
pTCChat Gr oupl D [2] PTCChat G- oupl D
}
PTCChat G oupl D ::= SEQUENCE
groupldentity [1] UTF8String
PTCFl oor Activity ::= ENUMERATED
{

t BCPRequest (1),
t BCPGr ant ed( 2),
t BCPDeny( 3),

t BCPI dl e(4),

t BCPTaken(5),

t BCPRevoke( 6) ,
t BCPQueued(7),
t BCPRel ease( 8)

}
PTCTBPriorityLevel ::= ENUMERATED
{
preEnptive(1l),
hi ghPriority(2),
normal Priority(3),
listenOnly(4)
}
PTCTBReasonCode ::= ENUMERATED
{
noQueui ngAl | owed( 1),
oneParti ci pant Sessi on(2),
listenOnly(3),
exceededMaxDur ati on(4),
t BPr event ed(5)
}
PTCLi st Managenent Type ::= ENUMERATED
{
cont act Li st Managenent Attenpt (1),
grouplLi st Managenent At t enpt ( 2) ,
cont act Li st Managenent Resul t (3),
grouplLi st Managenent Resul t (4),
request Unsuccessf ul (5)
}
PTCLi st Managenent Action ::= ENUMERATED
{
create(l),
nmodi fy(2),
retrieve(3),
del ete(4),
notify(5)
}
PTCAccessPol i cyType ::= ENUMERATED
{
pTCUser AccessPol i cyAttenpt (1),
gr oupAut hori zati onRul esAtt enpt (2),
pTCUser AccessPol i cyQuery(3),
gr oupAut hori zati onRul esQuery(4),
pTCUser AccessPol i cyResul t (5),
gr oupAut hori zati onRul esResul t (6),
request Unsuccessful (7)
}
PTCUser AccessPol icy ::= ENUMERATED
{
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al | o ncom ngPTCSessi onRequest (1),
bl ockl ncom ngPTCSessi onRequest ( 2),
al | owAut oAnswer Mode( 3),

al | owOver ri deManual Answer Mode( 4)

}
PTCG oupAut hRul e :: = ENUMERATED
{
al | ow ni tiatingPTCSession(1),
bl ockl ni tiati ngPTCSessi on(2),
al | owJoi ni ngPTCSessi on(3),
bl ockJoi ni ngPTCSessi on(4),
al | owAddParti ci pant s(5),
bl ockAddParti ci pants(6),
al | owSubscri pti onPTCSessi onState(7),
bl ockSubscri pti onPTCSessi onSt at e(8),
al | owAnonyni ty(9),
f or bi dAnonymi t y(10)
}
PTCFai | ureCode ::= ENUMERATED
{
sessi onCannot BeEst abl i shed(1),
sessi onCannot BeModi fi ed( 2)
}
PTCLi st Managenent Fai l ure ::= ENUVERATED
{
request Unsuccessful (1),
request Unknown( 2)
}
PTCAccessPol i cyFail ure ::= ENUMERATED
{
request Unsuccessful (1),
request Unknown( 2)
}
-- IMS definitions
-- See clause 7.12.4.2.1 for details of this structure
| MSMessage :: = SEQUENCE
{
payl oad [1] | MsPayl oad,
sessionDirection [2] SessionDirection,
vol PRoami ngl ndi cation [3] Vol PRoami ngl ndi cation OPTI ONAL,
| ocati on [6] Location OPTI ONAL
-- See clause 7.12.4.2.2 for details of this structure
Start O | ntercepti onFor Acti vel MSSessi on :: = SEQUENCE
{
originatingld [1] SEQUENCE OF | MPU,
term natingld [2] 1 MPUY,
sDPSt at e [3] SEQUENCE OF COCTET STRI NG OPTI ONAL,
di versionldentity [4] 1 MPU OPTI ONAL,
vol PRoami ngl ndi cati on [5] Vol PRoam ngl ndi cati on OPTI ONAL,
| ocati on [7] Location OPTI ONAL
}
-- See clause 7.12.4.2.3 for the details.
| MSCCUnavai | abl e :: = SEQUENCE
{
cCUnavai | abl eReason [1] UTF8Stri ng,
sDPSt at e [2] OCTET STRI NG OPTI ONAL
}
-- | M5 CCcPDU

| MSBCCPDU : : = SEQUENCE
payl oad [1] | MSCCPDUPayl oad,

sDPInfo [2] OCTET STRI NG OPTI ONAL
}

| MSCCPDUPayl oad ::= OCTET STRI NG
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| MSPayl oad ::= CHO CE
{
encapsul at edSlI PMessage [1] SI PMessage
}
SI PMessage :: = SEQUENCE
i PSour ceAddr ess [1] | PAddress,
i PDesti nati onAddress [2] | PAddress,
sl PCont ent [3] OCTET STRI NG
}
Vol PRoami ngl ndi cati on ::= ENUMERATED
{
roam ngLBQ( 1),
roam ngS8HR( 2) ,
roam ngNIHR( 3)
}
SessionDirection ::= ENUVERATED
{
fronrarget (1),
toTarget (2),
conbi ned(3),
i ndet ermi nat e(4)
}
Header Onl yl ndi cati on ::= BOOLEAN
-- STI R SHAKEN RCD/ eCNAM defi ni ti ons
-- See clause 7.11.2.1.2 for details of this structure
STI RSHAKENS gnat ur eGener ati on ::= SEQUENCE
{
pASSpor Ts [1] SEQUENCE OF PASSpor T,
encapsul at edSl PMessage [2] SIPMessage OPTI ONAL
}
-- See clause 7.11.2.1.3 for details of this structure
STI RSHAKENSI gnat ureVal i dati on :: = SEQUENCE
{
pASSpor Ts [1] SEQUENCE OF PASSpor T OPTI ONAL,
r CDTer mi nal Di spl ayl nfo [2] RCDDi spl ayl nfo OPTI ONAL,
eCNAMTrer m nal Di spl ayl nfo [3] ECNAMD spl ayl nf o OPTI ONAL,
sHAKENVal i dat i onResul t [4] SHAKENval i dati onResul t,
SHAKENFai | ur eSt at usCode [5] SHAKENFai | ur eSt at usCode OPTI ONAL,
encapsul at edSl PMessage [6] SIPMessage OPTI ONAL
}
-- STl R/ SHAKEN RCDY eCNAM par anet er s
PASSpor T :: = SEQUENCE
pASSpor THeader [1] PASSpor THeader,
pASSpor TPayl oad [2] PASSpor TPayl oad,
pASSpor TSi gnature [3] OCTET STRI NG
}
PASSpor THeader :: = SEQUENCE
{
type [1] JIWBTokenType,
al gorithm [2] UTE8String,
ppt [3] UTF8String OPTI ONAL,
x5u [4] UTF8String
}
JWSTokenType :: = ENUVERATED
{

passport (1)
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}
PASSpor TPayl oad :: = SEQUENCE
i ssuedAt Ti e [1] GeneralizedTi ne,
origi nator [2] STI RSHAKENOri gi nat or,
destination [3] STI RSHAKENDest i nati ons,
attestation [4] Attestation,
origld [5] UTF8Stri ng,
di version [ 6] STI RSHAKENDest i nati on
}
STI RSHAKENOr i gi nator ::= CHO CE
t el ephoneNunber [1] STI RSHAKENTN,
STl RSHAKENURI [2] UTE8String
}
STI RSHAKENDest i nati ons ::= SEQUENCE OF STI RSHAKENDest i nati on
STI RSHAKENDest i nation ::= CHO CE
t el ephoneNunber [1] STI RSHAKENTN,
sTI RSHAKENURI [2] UTF8String
}
STI RSHAKENTN : : = CHO CE
nSI SDN [ 1] MS| SDN
}
Attestation ::= ENUMERATED
{
attestati onA(1),
attestationB(2),
attestati onC(3)
}
SHAKENVal i dat i onResul t ::= ENUMERATED
t Nval i dati onPassed(1),
t Nval i dati onFai | ed(2),
noTNval i dati on(3)
}
SHAKENFai | ureSt at usCode :: = | NTEGER
ECNAMDI spl ayl nfo ::= SEQUENCE
{
nanme [1] UTF8Stri ng,
additional Info [2] OCTET STRI NG OPTI ONAL
}
RCDDi spl ayl nfo ::= SEQUENCE
{
name [1] UTF8Stri ng,
jcd [2] OCTET STRI NG OPTI ONAL,
jcl  [3] COCTET STRI NG OPTI ONAL
-- 5G LALS definitions
LALSReport ::= SEQUENCE
{
sUPI [1] SUPI OPTI ONAL,
--  pE [2] PEI OPTIONAL, deprecated in Rel ease-16, do not re-use this tag nunber
gPsI [3] GPSI OPTI ONAL,
| ocati on [4] Location OPTI ONAL,
i MPU [5] I MPU OPTI ONAL,
i MBI [7] I'MSI OPTI ONAL,
ntl SDN [8] MSI SDN OPTI ONAL
}

-- PDHR/ PDSR definitions
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PDHeader Report :: = SEQUENCE

{
pDUSessi onl D [1] PDUSessi onl D,
sour cel PAddr ess [2] | PAddress,
sour cePor t [3] PortNunmber OPTI ONAL,
destinati onl PAddr ess [4] | PAddress,
desti nati onPort [5] PortNunber OPTI ONAL,
next Layer Pr ot ocol [ 6] NextLayer Protocol,
i Pv6f | owLabel [7] 1Pv6Fl owLabel OPTI ONAL,
direction [8] Direction,
packet Si ze [9] I NTEGER

}

PDSummar yReport ::= SEQUENCE

{
pDUSessi onl D [1] PDUSessi onl D,
sour cel PAddr ess [2] | PAddress,
sour cePort [3] PortNunmber OPTI ONAL,
desti nati onl PAddr ess [ 4] | PAddress,
desti nati onPort [5] PortNunber OPTI ONAL,
next Layer Pr ot ocol [ 6] NextLayer Protocol,
i Pv6f | owLabel [7] 1Pv6Fl owLabel OPTI ONAL,
direction [8] Direction,
pDSRSummar yTri gger [9] PDSRSummaryTri gger,
firstPacket Ti nestanp [10] Ti mestanp,
| ast Packet Ti mest anp [11] Ti mestanp,
packet Count [12] | NTEGER
byt eCount [13] | NTEGER,
per Sessi onTri gger [14] BOOLEAN

}

-- PDHR/ PDSR par anet ers

PDSRSunmar yTri gger ::= ENUMERATED

{
timerExpiry(1),
packet Count (2),
byt eCount ( 3),
start O Fl ow 4),
endO Fl ow( 5)

-- ldentifier Association definitions

AVFl denti fi er Associ ati o
{

n ::= SEQUENCE

sUPI [1] suPI,

sucl [2] sSuUCI OPTI ONAL,
pEl [3] PElI OPTI ONAL,
gPSsI [4] GPSI OPTI ONAL,
gUuTl [5] FiveGAUTI,

| ocati on [6] Locati on,

fiveGSTAIl Li st [7] TAIList OPTI ONAL

}

MVEI dent i fi er Associ ati o
{

n ::= SEQUENCE

i MBI [1] MBI,

i MVEI [2] | MEI OPTI ONAL,

ns| SDN [3] MBI SDN OPTI ONAL,

gurTl [4] aUTl,

| ocation [5] Locati on,

t Al Li st [6] TAIList OPTI ONAL
}
-- ldentifier Association paraneters
MVEGr oup! D : : = OCTET STRING (Sl ZE(2))
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MVECode ::= OCTET STRING (Sl ZE(1))

TMBI ::= OCTET STRING (Sl ZE(4))

-- EPS MME definitions

MVEAL t ach :: = SEQUENCE
{
attachType [1] EPSAttachType,
attachResul t [2] EPSAttachResult,
i MBI [3] MBI,
i MEI [4] I'MEI OPTI ONAL,
ntS| SDN [5] MSI SDN OPTI ONAL,
guTl [6] GUTI OPTI ONAL,
| ocati on [7] Location OPTI ONAL,
ePSTAI Li st [8] TAIList OPTI ONAL,
sMSServi ceStatus [9] EPSSMSServi ceSt at us OPTI ONAL,
ol dGUTI [10] GUTI OPTI ONAL,
eMVbGRegSt at us [11] EMVBGMWMVSt at us OPTI ONAL
}
MVEDet ach :: = SEQUENCE
{
detachDirection [1] MVED recti on,
det achType [2] EPSDet achType,
i MBI [3] 1Ml
i MEI [4] I MEI OPTI ONAL,
ntl SDN [5] MSI SDN OPTI ONAL,
guTl [6] GUTI OPTI ONAL,
cause [7] EMMCause OPTI ONAL,
| ocation [8] Location OPTI ONAL,
switchOflndicator [9] Swi tchOflndi cator OPTI ONAL
}
MVELocat i onUpdat e :: = SEQUENCE
{
i MBI [1] 1Ml
i MEI [2] I'MEI OPTI ONAL,
nSl SDN [3] MSI SDN OPTI ONAL,
guTl [4] GUTI OPTI ONAL,
| ocation [5] Location OPTI ONAL,
ol dGUTI [6] GUTI OPTI ONAL,
sMSServi ceStatus [7] EPSSMSServi ceStatus OPTI ONAL
}
MVESt art OF | nt er cepti onW t hEPSAt t achedUE :: = SEQUENCE
{
attachType [1] EPSAttachType,
attachResul t [2] EPSAttachResult,
i MBI [3] MBI,
i MEI [4] I'MEI OPTI ONAL,
ntl SDN [5] MSI SDN OPTI ONAL,
guTl [6] GUTI OPTI ONAL,
| ocation [7] Location OPTI ONAL,
ePSTAI Li st [9] TAIList OPTI ONAL,
sMSSer vi ceSt at us [ 10] EPSSMSSer vi ceSt at us OPTI ONAL,
eMVbGRegSt at us [12] EMVBGWMESE at us OPTI ONAL
}
MVEUnsuccessf ul Procedure :: = SEQUENCE
{
fail edProcedureType [1] MVEFai | edProcedur eType,
failureCause [2] MVEFai | ur eCause,
i MBI [3] I'MsI OPTI ONAL,
i MEI [4] I'MEI OPTI ONAL,
nS| SDN [5] MsI SDN OPTI ONAL,
guTl [6] GUTI OPTI ONAL,
| ocation [7] Location OPTI ONAL
}
-- See clause 6.3.2.2.8 for details of this structure
MVEPosi ti oni ngl nf oTransfer ::= SEQUENCE
{
i MBI [1] I M8l
i MEI [2] I'MEI OPTI ONAL,
ntl SDN [3] MSI SDN OPTI ONAL,
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gUTI [4] GUTI OPTI ONAL,
| PPaMessage [5] OCTET STRI NG OPTI ONAL,
| PPMessage [6] OCTET STRI NG OPTI ONAL,
mVELCSCorrel ationld [7] OCTET STRI NG (S| ZE(4))
}
-- EPS MMVE paraneters
EMVCause ::= | NTEGER (0. . 255)
ESMCause ::= | NTEGER (0. . 255)
EPSAtt achType ::= ENUMERATED
{
ePSAttach(1),
conbi nedEPSI MSI At t ach( 2),
ePSRLOSAt t ach(3),
ePSEner gencyAttach(4),
reserved(5)
}
EPSAtt achResul t :: = ENUMERATED
ePSOnl y(1),
conbi nedEPS| MS| ( 2)
}
EPSDet achType ::= ENUMERATED
{
ePSDet ach(1),
i MBI Det ach( 2),
conbi nedEPSI MSI Det ach( 3),
reAttachRequi red(4),
r eAt t achNot Requi red(5),
reserved(6)
}
EPSSMSSer vi ceSt at us :: = ENUMERATED
{
sMSSer vi cesNot Avai | abl e(1),
sMSSer vi cesNot Avai | abl el nThi sPLM\( 2),
net wor kFai | ure(3),
congestion(4)
}
MVEDI rection ::= ENUVERATED
{
networklnitiated(1),
uEl nitiated(2)
}
MVEFai | edProcedur eType ::= ENUMERATED
{
attachRej ect (1),
aut henti cati onRej ect (2),
securityMbdeRej ect (3),
servi ceRej ect (4),
t racki ngAr eaUpdat eRej ect (5),
act i vat eDedi cat edEPSBear er Cont ext Rej ect (6),
acti vat eDef aul t EPSBear er Cont ext Rej ect (7),
bear er Resour ceAl | ocati onRej ect (8),
bear er Resour ceModi fi cati onRej ect (9),
nmodi f yEPSBear er Cont ect Rej ect (10),
pDNConnecti vi t yRej ect (11),
pDNDi sconnect Rej ect (12)
}
MVEFai | ureCause ::= CHO CE
{
eMVCause [1] EMMCause,
eSMCause [2] ESMCause
}

-- LI Notification definitions
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LI Notification ::= SEQUENCE

{
notificationType [1]
appl i edTarget| D [2]
appl i edDel i veryl nf ormati on [3]
appliedStartTi me [ 4]
appl i edEndTi e [ 5]

}

-- LI

Notification paraneters

LI NotificationType ::= ENUVERATED
{
activation(1l),
deactivation(2),
nmodi fi cation(3)
}

LI Appl i edDel i veryl nfornmation ::= SEQUENCE
{

hl 2Del i veryl PAddr ess
hl 2Del i ver yPor t Nunber
hl 3Del i veryl PAddr ess
hl 3Del i ver yPort Nunber

MDFCel | Si t eReport

-- 5G EPS Interworking Paraneters

EMVBGWE at us : : = SEQUENCE
{
eMVRegStatus [1] EMVRegSt at us OPTI ONAL,
fiveGWBtatus [2] Fi veGWBt at us OPTI ONAL
}
EPS5GAUTI ::= CHO CE
guTl [1] auJTl,
fiveGAUTI [2] FiveGGUTI
}
EMVRegSt at us :: = ENUMERATED
UEEMVRegi stered(1),
UENot EMVRegi st er ed( 2)
}

Fi veGWEt at us : : = ENUVERATED

UESGWWRegi st ered(1),
UENot 5GMVRegi st er ed( 2)

-- Separated Location Reporting definitions
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LI Noti ficati onType,

Targetldentifier OPTI ONAL,

SEQUENCE OF LI AppliedDeliverylnformati on OPTI ONAL,
Ti mest anmp OPTI ONAL,

Ti mest anp OPTI ONAL

| PAddr ess OPTI ONAL,
Por t Nunber OPTI ONAL,
| PAddr ess OPTI ONAL,
Por t Nunber OPTI ONAL

;.= SEQUENCE OF Cel | Information

Separ at edLocat i onReporting ::= SEQJUENCE
{
sUPI [1] SuPI,
sUCI [2] SUCI OPTI ONAL,
pEl [3] PEI OPTI ONAL,
gPSI [4] GPSI OPTI ONAL,
guTI [5] FiveGGUTI OPTI ONAL,
| ocation [6] Locati on,
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non3GPPAccessEndpoi nt [ 7] UEEndpoi nt Addr ess OPTI ONAL,
r ATType [8] RATType OPTI ONAL

-- Common Paraneters

AccessType ::= ENUMERATED

t hreeGPPAccess(1),
nonThr eeGPPAccess( 2),
t hr eeGPPandNonThr eeGPPAccess( 3)

}

Direction ::= ENUMERATED

{
fronrarget (1),
toTar get (2)

}

DNN ::= UTF8Stri ng

E164Nunber ::= NunericString (SIZE(1..15))

Emai | Address ::= UTF8String

EUI 64 ::= OCTET STRING (S| ZE(8))

Fi veGAUTI ::= SEQUENCE

{
ncC [1] mMcC
mNC [2] MNC,
aM~Regi onl D [ 3] AMFRegi onl D,
aMFSet | D [4] AVFSet| D,
aMFPoi nter [5] AMFPoi nter,
fiveGTMSI [6] FiveGTMSI

}

Fi veGWLCause ::= | NTEGER (0. . 255)

Fi veGSMRequest Type :: = ENUMERATED

{
initial Request (1),
exi sti ngPDUSessi on(2),
initial EmergencyRequest (3),
exi sti ngEmer gencyPDUSessi on(4),
nmodi fi cati onRequest (5),
reserved(6),
mAPDURequest ( 7)

}

Fi veGSMCause ::= | NTEGER (0. . 255)

Fi veGTMSI ::= I NTEGER (0. .4294967295)

Fi veGSRVCCI nfo :: = SEQUENCE
UE5GSRVCCCapabi l ity [1] BOOLEAN,
sessi onTransfer Nunber [2] UTF8String OPTI ONAL,
correl ati onMs| SDN [3] Msl SDN OPTI ONAL

}

Fi veGSUser St at el nfo :: = SEQUENCE

{
fiveGSUser State [1] FiveGSUser St at e,
accessType [2] AccessType

}

Fi veGSUser St at e : : = ENUMERATED

{
deregi stered(1),
regi st er edNot Reachabl eFor Pagi ng( 2),
regi st er edReachabl eFor Pagi ng( 3),
connect edNot Reachabl eFor Pagi ng(4),
connect edReachabl eFor Pagi ng(5),
not Provi dedFr omAMF( 6)

}
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FTEID ::= SEQUENCE
tEID [1] INTEGER (0.. 4294967295),

i Pv4Address [2] | Pv4Address OPTI ONAL,
i Pv6Address [3] | Pv6Address OPTI ONAL

}
FTEI DLi st ::= SEQUENCE OF FTEID
GPSl ::= CHOCE
sl SDN [1] MSI SDN,
nAl [2] Nal
}
GUAM ::= SEQUENCE

aMFI D [1] AWMFI D,
pLMNI D [2] PLMNID

}

GUWMEl ;= SEQUENCE

{
mvEl D [1] MVEI D,
nCcC [2] MCC,
mN\C [3] M\C

}

GUTI ::= SEQUENCE

{
nCC [1] MCC,
mNC [2] MNC,

mVEG oupl D [3] MVEG oupl D,
mVECode [4] MVECode,
mTVSI [5] TMSI

}

HonmeNet wor kPubl i cKeyl D : : = OCTET STRI NG
HSMFURI ::= UTF8String
IMElI ::= NunericString (SIZE(14))
IMEISV ::= NunericString (SIZE(16))
IMPI 2= NAI
IMPU ::= CHO CE

sIPURI [1] SIPURI,

tELURI [2] TELURI
}

IMBI ::= NunericString (SIZE(6..15))
| MBI Unaut hent i cat edl ndi cation ::= BOOLEAN
Initiator ::= ENUMERATED
{ ug(1),
net wor k( 2),

unknown( 3)

}

| PAddress ::= CHO CE
{
i Pv4Address [1] | Pv4Address,

i Pv6Address [2] | Pv6Address
}

| Pv4Address ::= OCTET STRI NG (Sl ZE(4))
| Pv6Address ::= OCTET STRI NG (Sl ZE(16))
| Pv6FI owlLabel ::= I NTEGER(O. .1048575)

MACAddress ::= OCTET STRI NG (Sl ZE(6))
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MACRestri ctionl ndi cator ::= ENUMERATED
{

noResrictions(1),
mACAddr essNot Useabl eAsEqui prent | denti fier(2),
unknown( 3)

}
MCC ::= NurmericString (SIZE(3))
MNC ::= NunericString (SIZE(2..3))
MVEI D : : = SEQUENCE

mVEQ [1] MEG,

MVEC [2] MVEC
}

MVEC ::= NumericString
MVEG ::= NunericString
MBI SDN :: = NunericString (SIZE(1..15))
NAl ::= UTF8String
Next Layer Prot ocol ::= | NTEGER(O. . 255)
NonLocal I D :: = ENUMERATED

|l ocal (1),

nonLocal (2)

}
Nonl MEI SVPEl ::= CHOI CE

mACAddr ess [1] MACAddress,
eUl 64 [2] EU 64

}
NSSAl ::= SEQUENCE OF SNSSAI

Pagi ngRestrictionlndicator ::= OCTET STRI NG (SIZE(1..33))

PLMNI D :: = SEQUENCE

ncc [1] MG,
nmNC [2] M\C
}

PDNConnect i onType ::= ENUMERATED
{

i Pv4(1),

i Pv6(2),

i Pv4v6(3),

nonl P(4),

et her net (5)

}
PDUSessi onl D :: = | NTEGER (0. . 255)

PDUSessi onType ::= ENUMERATED
{
i Pv4(1),
i Pv6(2),
i Pv4v6(3),
unstructured(4),
et her net (5)

PElI ::= CHO CE
i MEI [1] 1 MEL,
i MEI SV [2] 1 MEISY,

mACAddress [3] MACAddress,
eUl 64 [4] EU 64
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Port Nunber ::= | NTEGER (0. .65535)
Pri mar yAut henti cati onType ::= ENUMERATED
{
eAPAKAPri ne(1),
fiveGAKA(2),
eAPTLS(3),
none(4),
ePSAKA(5),
eAPAKA( 6) ,
i MBAKA(7),
gBAAKA(8) ,
UMI'SAKA( 9)
}
ProtectionSchenel D ::= | NTEGER (0. . 15)
RATType ::= ENUMERATED
{
nR(1),
eUTRA( 2),
WLAN( 3) ,
virtual (4),
nBl OT(5),
wireline(6),
wi relineCabl e(7),
wi rel i neBBF(8),
| TEM9),
nRU( 10),
eUTRAU( 11) ,
trust edN3GA( 12),
trust edWLAN( 13),
UTRA( 14) ,
gERA(15),
nRLEQ( 16) ,
NRVEQ(17) ,
nRGEQ( 18) ,
nROTHERSAT( 19) ,
nRREDCAP( 20)
}
Rej ect edNSSAI :: = SEQUENCE OF Rej ect edSNSSAI
Rej ect edSNSSAl :: = SEQUENCE
{
causeVal ue [1] RejectedSliceCauseVal ue,
SNSSAI [2] SNSSAl
}
Rej ect edSl i ceCauseVal ue ::= | NTEGER (0. .255)
ReRegRequi r edl ndi cat or ::= ENUMERATED
{
reRegi strationRequi red(1),
reRegi strati onNot Requi red(2)
}
Routi ngl ndi cator ::= | NTEGER (0..9999)
SchemeQut put ::= OCTET STRI NG
SIPURI ::= UTF8String
Slice ::= SEQUENCE
{
al | owedNSSAI [1] NSSAlI OPTI ONAL,
confi gur edNSSAI [2] NSSAlI OPTI ONAL,
rej ect edNSSAI [3] RejectedNSSAI OPTI ONAL
}
SMPDUDNRequest ::= OCTET STRI NG
-- TS 24.501 [13], clause 9.11.3.6.1
SMSOver NASI ndi cat or ::= ENUMERATED
{
sMSOver NASNot Al | owed( 1),
sMSOver NASAI | owed( 2)
}
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SNSSAI :: = SEQUENCE

sliceServi ceType [1] I NTEGER (0. . 255),
sliceD fferentiator [2] OCTET STRING (S| ZE(3)) OPTI ONAL

}
Subscriberldentifier ::= CHO CE
sucl [1] suc,
sUPI [2] SUPI
}
SuUCl ::= SEQUENCE
{
mcC [1] M,
mNC [2] MNC,
routi ngl ndi cat or [3] Routinglndicator,
protecti onSchenel D [4] ProtectionSchenel D,
hormeNet wor kPubl i cKeyl D [5] HomeNet wor kPubl i cKeyl D,
schemeCQut put [6] SchemeCut put,
routi ngl ndi cat or Lengt h [7] INTEGER (1..4) OPTI ONAL
-- shall be included if different fromthe number of meaningful digits given
-- in routinglndicator
}
SUPI ::= CHA CE
i MBI [1] M8l
nAl [2] NAl
}
SUPI Unaut hent i cat edl ndi cation ::= BOOLEAN
Swi t chOF f I ndi cat or ::= ENUVERATED
{
nor mal Det ach(1),
switchOrf(2)
}
Targetldentifier ::= CHO CE
{
sUPI [1] suPI,
i MBI [2] MBI,
pEl [3] PEI,
i MEI [4] I MEl,
gPSsI [5] GPsI,
ntl SDN [6] MSI SDN,
nAl [7] NAI,
i Pv4Addr ess [8] | Pv4Address,
i Pv6Addr ess [9] | Pv6Address,
et her net Addr ess [10] MACAddr ess,
i MPU [11] I MPY,
i MPI [12] I MPI,
el64Nunber [13] E164Nunber,
emai | Addr ess [14] Emai | Address,
nCPTTI D [15] UTF8String,
instancel dentifierURN [16] UTF8Stri ng,
pTCChat Gr oupl D [17] PTCChat Groupl D
}
Target | dentifierProvenance ::= ENUMERATED
{
| EAProvi ded( 1),
observed(2),
mat chedOn( 3),
ot her (4)
}
TELURI ::= UTF8String
Timestanp ::= General i zedTi me
UECont ext I nfo :: = SEQUENCE
{
suppor t VoPS [1] BOOLEAN OPTI ONAL,
support VoPSNon3GPP [ 2] BOOLEAN OPTI ONAL,
| ast ActiveTi me [3] Tinmestanp OPTI ONAL,
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accessType [4] AccessType OPTI ONAL,
r ATType [5] RATType OPTI ONAL
UEEndpoi nt Address ::= CHO CE
i Pv4Addr ess [1] | Pv4Address,
i Pv6Addr ess [2] | Pv6Address,
et her net Addr ess [3] MACAddress
}
-- Location paraneters
Location ::= SEQUENCE
{
| ocationl nfo [1] Locationl nfo OPTI ONAL,
posi tioni nglnfo [2] Positioninglnfo OPTI ONAL,
| ocati onPresenceReport [3] Locati onPresenceReport OPTI ONAL,
ePSLocat i onl nfo [4] EPSLocationl nfo OPTI ONAL
}
Cell Sitelnformation ::= SEQUENCE
{
geogr aphi cal Coor di nat es [1] Geographi cal Coor di nat es,
azi mnut h [2] INTEGER (0..359) OPTI ONAL,
operator Specificlnformation [3] UTF8String OPTI ONAL
}
-- TS 29.518 [22], clause 6.4.6.2.6
Locationlnfo ::= SEQUENCE
{
user Locati on [1] UserLocati on OPTI ONAL,
current Loc [2] BOOLEAN OPTI ONAL,
geol nfo [3] Geographi cArea OPTI ONAL,
r ATType [4] RATType OPTI ONAL,
ti meZone [5] TimeZone OPTI ONAL,
addi tional Cel | | Ds [6] SEQUENCE OF Cel | I nformati on OPTI ONAL
}

-- TS 29.571 [17], clause 5.4.4.

User Locati on ::= SEQUENCE
eUTRALocat i on

nRLocat i on

n3CGALocati on

}

[1]
[2]
(3]

-- TS 29.571 [17], clause 5.4.4.8

EUTRALocati on :
{

: = SEQUENCE

tAl

eCd

ageOf Locati onl nfo
uELocat i onTi mest anp
geogr aphi cal | nf ormati on
geodeti cl nformati on

gl obal NGENbI D

cell Sitelnformation

gl obal ENbI D

}

-- TS 29.571 [17], clause 5.4.4.9

NRLocati on :

{

. = SEQUENCE

t Al

nCd

ageOf Locati onl nfo
uELocat i onTi mest anp
geogr aphi cal | nf ormati on
geodeti cl nformati on

gl obal G\bl D

cell Sitel nformation

}

-- TS 29.571 [17], clause 5.4.4.10

N3GALocati on ::= SEQUENCE

EUTRALocat i on OPTI ONAL,
NRLocat i on OPTI ONAL,
N3GALocat i on OPTI ONAL

TAI,

ECdA ,

| NTEGER OPTI ONAL,

Ti mest anp OPTI ONAL,

UTF8St ri ng OPTI ONAL,

UTF8St ri ng OPTI ONAL,

A obal RANNodel D OPTI ONAL,

Cel | Sitel nformati on OPTI ONAL,
A obal RANNodel D OPTI ONAL

TAI,

NCG ,

| NTEGER OPTI ONAL,

Ti mest anmp OPTI ONAL,

UTF8St ri ng OPTI ONAL,

UTF8St ri ng OPTI ONAL,

d obal RANNodel D OPTI ONAL,

Cel | Sitel nformati on OPTI ONAL
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{
tAl [1] TAl OPTI ONAL,
n3| WFI D [2] N3I WFI DNGAP OPTI ONAL,
uEl PAddr [3] I'PAddr OPTI ONAL,
por t Nunber [4] | NTEGER OPTI ONAL,
t NAPI D [5] TNAPI D OPTI ONAL,
t WAPI D [6] TWAPI D OPTI ONAL,
hFCNodel D [ 7] HFCNodel D OPTI ONAL
gLl [8] GLI OPTI ONAL,
W5GBANLI neType [9] WhGBANLi neType OPTI ONAL,
gd [10] GCI OPTI ONAL,
ageOf Locati onlnfo [11] I NTEGER OPTI ONAL,
uELocat i onTi mest anp [12] Ti mestanp OPTI ONAL,
pr ot ocol [13] TransportProtocol OPTI ONAL
}
-- TS 38.413 [23], clause 9.3.2.4
| PAddr ::= SEQUENCE
{
i Pv4Addr [1] 1 Pv4Address OPTI ONAL
i Pv6Addr [2] | Pv6Address OPTI ONAL
}
-- TS 29.571 [17], clause 5.4.4.28
d obal RANNodel D : : = SEQUENCE
pLMNI D [1] PLMNI D,
aNNodel D [2] ANNodel D,
nl D [3] NI D OPTI ONAL
}
ANNodel D :: = CHO CE
{
n3I WFI D [ 1] N3I WFI DSBI ,
gNolD [2] G\bl D,
NGENbI D [ 3] NGENbI D,
eNol D [4] ENblD,
WAGFI D [5] WAGFI D,
tNGFID [6] TNGFI D
}
-- TS 38.413 [23], clause 9.3.1.6
G\bI D ::= BIT STRI NG S| ZE(22. . 32))
-- TS 29.571 [17], clause 5.4.4.4
TAl ::= SEQUENCE
{
pLMNI D [1] PLMNI D,
t AC [2] TAC
nl D [3] N D OPTI ONAL
}
Cd ::= SEQUENCE
{
I Al [1] LA,
cellID[2] CelllD
}
LAl ::= SEQUENCE
{
pLMNID [1] PLMNI D,
| AC [2] LAC
}
LAC ::= COCTET STRING (SIZE(2))
Cel I D ::= OCTET STRING (S| ZE(2))
SAl :: = SEQUENCE
{
pLMNID [1] PLMNI D,
I AC [2] LAC
sAC [3] SAC
}
SAC ::= OCTET STRING (S| ZE(2))

-- TS 29.571 [17], clause 5.4.4.5
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ECA ::= SEQUENCE
pLMNI D [1] PLMNI D
eUTRACel I I D [2] EUTRACel | | D
nl D [3] NI D OPTI ONAL
}
TAI Li st ::= SEQUENCE OF TA
-- TS 29.571 [17], clause 5.4.4.6
NCG ::= SEQUENCE
pLMNI D [1] PLMNI D
nRCel | I D [2] NRCel Il D
nl D [3] NI D OPTI ONAL
}
RANCG ::= CHO CE
{
eCd [1] ECH,
nCa [2] NCa@
}
Cel I I nformation ::= SEQUENCE
r ANCG [1] RANCG,
cell Siteinformation [2] CellSitelnformati on OPTI ONAL
ti meCf Locati on [3] Timestanp OPTI ONAL
}
-- TS 38.413 [23], clause 9.3.1.57
N3I WFI DNGAP : : = BIT STRING (SI ZE(16))
-- TS 29.571 [17], clause 5.4.4.28
N3I WFI DSBI :: = UTF8String
-- TS 29.571 [17], clause 5.4.4.28 and table 5.4.2-1
TNGFI D ::= UTF8String
-- TS 29.571 [17], clause 5.4.4.28 and table 5.4.2-1
WAGFI D ::= UTF8String
-- TS 29.571 [17], clause 5.4.4.62
TNAPI D :: = SEQUENCE
sSID [1] SSI D OPTI ONAL,
bSSI D [2] BSSI D OPTI ONAL,

ci vicAddress [3] G vi cAddressBytes
}

-- TS 29.571 [17], clause 5.4.4.64
TWAPI D : . = SEQUENCE
{

sSI D [1] SSI D OPTI ONAL
bSSI D [2] BSSI D OPTI ONAL
civicAddress [3] G vicAddressBytes
}
-- TS 29.571 [17], clause 5.4.4.62 and
SSID ::= UTF8String
-- TS 29.571 [17], clause 5.4.4.62 and
BSSID ::= UTF8String
-- TS 29.571 [17], clause 5.4.4.36 and
HFCNodel D :: = UTF8Stri ng
-- TS 29.571 [17], clause 5.4.4.10 and
-- Contains the original binary data i
GLl ::= OCTET STRI NG (Sl ZE(O0. . 150))
-- TS 29.571 [17], clause 5.4.4.10 and
GCl ::= UTF8String
-- TS 29.571 [17], clause 5.4.4.10 and
Transport Protocol ::= ENUVERATED

ubP(1),

CPTI ONAL

OPTI ONAL

clause 5.4.4.64

clause 5.4.4.64

table 5.4.2-1

table 5.4.2-1

.e. value of the YAML field after

table 5.4.2-1

table 5.4.3.38

ETSI
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t CP(2)

-- TS 29.571 [17], clause 5.4.4.10 and cl ause 5.4.3.33

W5GBANLI neType ::= ENUMERATED
dsL(1),
PON(2)

-- TS 29.571 [17], table 5.4.2-1

TAC ::= OCTET STRING (SIZE(2..3))

-- TS 38.413 [23], clause 9.3.1.9

EUTRACel | ID ::= BIT STRI NG (Sl ZE(28))

-- TS 38.413 [23], clause 9.3.1.7

NRCel I ID ::= BIT STRING (Sl ZE(36))

-- TS 38.413 [23], clause 9.3.1.8

NGENbI D :: = CHO CE

{
macr oNGENbI D [1] BIT STRING (SI ZE(20)),
short Macr oNGENbI D [2] BIT STRING (Sl ZE(18)),
| ongvacr oNGENbI D [3] BIT STRING (SIZE(21))

-- TS 23.003 [19], clause 12.7.1 encoded as per TS 29.571 [17], clause 5.4.2

NID ::= UTF8String (SIZE(11))

-- TS 36.413 [38], clause 9.2.1.37

ENbI D :: = CHO CE

{
macr oENbl D [1] BIT STRING (Sl ZE(20)),
homeENbl D [2] BIT STRING (SIZE(28)),
shor t Macr oENbl D [3] BIT STRING (Sl ZE(18)),
| ongMacr oENbl D [4] BIT STRING (Sl ZE(21))

}

-- TS 29.518 [22], clause 6.4.6.2.3

Posi tioninglnfo ::= SEQUENCE

{
positionlnfo [1] LocationData OPTI ONAL,
rawM_PResponse [2] RawM_PResponse OPTI ONAL

}

RawM_PResponse ::= CHO CE

{

-- The follow ng paraneter contains a copy of unparsed XM. code of the

-- MP response nessage, i.e. the entire XML docunment contai ni ng

-- a <slia> (described in OVA-TS- M.P-V3_5-20181211-C [20], clause 5.2.3.2.2) or

-- a <slirep> (described in OVA-TS- M.P-V3_5-20181211-C [20], clause 5.2.3.2.3) MP nessage.

mLPPosi ti onDat a [1] UTF8Stri ng,
-- OMA MLP result id, defined in OVA-TS- MLP-V3_5-20181211-C [20], dause 5.4
nmLPEr r or Code [2] INTEGER (1..699)
}
-- TS 29.572 [24], clause 6.1.6.2.3
Locati onData ::= SEQUENCE
{
| ocati onEsti mate [1] Geographi cArea,
accuracyFul filmentlndicator [2] AccuracyFul fil mentlndi cator OPTI ONAL,
ageOf Locati onEsti mate [3] AgeO LocationEstimate OPTI ONAL,
vel oci tyEstinate [4] Vel ocityEstimate OPTI ONAL,
ci vi cAddr ess [5] G vicAddress OPTI ONAL,
posi ti oni ngDat aLi st [6] SET OF Positioni ngMet hodAndUsage OPTI ONAL,
gNSSPosi ti oni ngDat alLi st [7] SET OF GNSSPosi ti oni ngMet hodAndUsage OPTI ONAL,
eCd [8] ECA OPTI ONAL,
nCGa [9] NCGE OPTI ONAL,
al titude [10] Altitude OPTI ONAL,
baronetri cPressure [11] BaronetricPressure OPTI ONAL
}
-- TS 29.172 [53], table 6.2.2-2
EPSLocat i onl nfo ::= SEQUENCE

|l ocationData [1] LocationData,
cG [2] CA OPTI ONAL,
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SAl [3] SAl OPTI ONAL,
eSML.CCel | Info [4] ESM.CCel | I nf o OPTI ONAL
}
-- TS 29.172 [53], clause 7.4.57
ESMLCCel | I nfo ::= SEQUENCE
{
eCd [1] ECE,
cell PortionlD [2] CellPortionlD
}
-- TS 29.171 [54], clause 7.4.31
Cel I Portionl D ::= | NTEGER (0. .4095)
-- TS 29.518 [22], clause 6.2.6.2.5
Locati onPresenceReport ::= SEQUENCE
{
type [1] AMFEvent Type,
ti mestanp [2] Tinmestanp,
ar eali st [3] SET OF AMFEvent Area OPTI ONAL,
ti meZone [4] Ti meZone OPTI ONAL,
accessTypes [5] SET OF AccessType OPTI ONAL,
rM nfoli st [6] SET OF RM nfo OPTI ONAL,
cM nf oLi st [7] SET OF CM nfo OPTI ONAL,
reachability [8] UEReachability OPTI ONAL,
| ocation [9] UserLocation OPTI ONAL,
addi tional Cel | | Ds [10] SEQUENCE OF Cel |l I nformation
}
-- TS 29.518 [22], clause 6.2.6.3.3
AMFEvent Type ::= ENUMERATED
| ocati onReport (1),
presencel nAO Report (2)
}
-- TS 29.518 [22], clause 6.2.6.2.16
AMFEvent Area :: = SEQUENCE
{
presencel nfo [1] Presencel nfo OPTI ONAL,
| ADNI nf o [2] LADN nfo OPTI ONAL
}
-- TS 29.571 [17], clause 5.4.4.27
Presencel nfo ::= SEQUENCE
{
presenceSt at e [1] PresenceState OPTI ONAL,
tracki ngAr eali st [2] SET OF TAI OPTI ONAL,
eCd Li st [3] SET OF ECA OPTI ONAL,
nCG Li st [4] SET OF NCG OPTI ONAL,
gl obal RANNodel DLi st [5] SET OF d obal RANNodel D OPTI ONAL,
gl obal ENbl DLi st [6] SET OF d obal RANNodel D OPTI ONAL
}
-- TS 29.518 [22], clause 6.2.6.2.17
LADNI nfo ::= SEQUENCE
| ADN [1] UTF8Stri ng,
presence [2] PresenceState OPTI ONAL
}
-- TS 29.571 [17], clause 5.4.3.20
PresenceState ::= ENUVERATED
{
inArea(l),
out O Area( 2),
unknown( 3),
i nactive(4)
}
-- TS 29.518 [22], clause 6.2.6.2.8
RM nfo ::= SEQUENCE
{
r M5t at e [1] RMBtate,
accessType [2] AccessType
}

-- TS 29.518 [22], clause 6.2.6.2.9
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CM nfo ::= SEQUENCE
{
cMst ate
accessType
}

-- TS 29.518 [22], clause 6.2.6.3.7

UEReachabi ity ::= ENUMERATED
{
unr eachabl e(1),
reachabl e(2),
regul atoryOnl y(3)
}
-- TS 29.518 [22], clause 6.2.6.3.9
RVSt ate ::= ENUMERATED
{
regi stered(1),
deregi stered(2)
}
-- TS 29.518 [22], clause 6.2.6.3.10
CMSt at e :: = ENUMERATED
idle(l),
connect ed( 2)
}

-- TS 29.572 [24], clause 6.1.6.2.5
Geogr aphi cArea ::= CHO CE

poi nt

poi ntUncertaintyCircle
poi nt Uncertai ntyEl | i pse
pol ygon

poi nt Al titude

poi nt Al titudeUncertainty
el lipsoi dArc

[1]
[2]
[3]
[4]
[5]
[ 6]
(7]
}

-- TS 29.572 [24], clause 6.1.6.3.12

AccuracyFul fil mentlndicator ::=
{
request edAccuracyFul filled(1),
request edAccuracyNot Ful filled(2)
}

-- TS 29.572 [24], clause 6.1.6.2.17

Vel ocityEstimate ::= CHO CE
{

hor Vel oci ty

horWthVert Vel ocity

hor Vel oci t yWt hUncertainty

hor Wt hVert Vel oci t yAndUncertainty
}

-- TS 29.572 [24], clause 6.1.6.2.14
Ci vi cAddress ::= SEQUENCE
{

country

al

a2

a3

a4

a5

a6

prd

pod

sts

hno

hns

I nmk

|l oc

nam

pc

bl d

uni t

flr

[1] Cwvstate,
[2] AccessType

Poi nt ,
Poi nt UncertaintyC rcl e,
Poi nt Uncert ai ntyEl | i pse,
Pol ygon,
Poi nt Al tit ude,

Poi nt Al titudeUncertainty,
El l'i psoi dArc

ENUMERATED

[1]

[3]
[4]
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Hori zont al Vel oci ty,

Hori zontal Wt hVertical Vel ocity,

Hori zont al Vel oci tyWt hUncertainty,

Hori zont al Wt hVerti cal Vel oci t yAndUncertai nty

UTF8Stri ng,
UTF8Stri ng
UTF8Stri ng
UTF8Stri ng
UTF8Stri ng
UTF8Stri ng
UTF8Stri ng
UTF8Stri ng
UTF8Stri ng
UTF8Stri ng
UTF8Stri ng
UTF8Stri ng
UTF8Stri ng
UTF8Stri ng
UTF8Stri ng
UTF8Stri ng
UTF8Stri ng
UTF8Stri ng
UTF8Stri ng

OPTI ONAL,
OPTI ONAL,
OPTI ONAL,
OPTI ONAL,
OPTI ONAL,
OPTI ONAL,
OPTI ONAL,
OPTI ONAL,
OPTI ONAL,
OPTI ONAL,
OPTI ONAL,
OPTI ONAL,
OPTI ONAL,
OPTI ONAL,
OPTI ONAL,
OPTI ONAL,
OPTI ONAL,
OPTI ONAL,
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room
plc
pcn
pobox
addcode
seat
rd
rdsec
rdbr
rdsubbr
prm
pom
}
-- TS 29.571 [17],
-- Contains the origina
Ci vi cAddressBytes ::= OCTET STRI NG

-~ TS 20.572 [24],

clause 6.1.6.2.15

[ 20]
[21]
[22]
[ 23]
[ 24]
[ 25]
[ 26]
[ 27]
[ 28]
[ 29]
[30]
[31]

Posi ti oni ngMet hodAndUsage :: = SEQUENCE

{
nmet hod [1]
node [2]
usage [3]
nmet hodCode [ 4]

}

-- TS 29.572 [24], clause 6.1.6.2.16

GNSSPosi ti oni ngMet hodAndUsage :: = SEQUENCE

{
node [1]
gNSS [2]
usage [3]

}

-- TS 29.572 [24], clause 6.1.6.2.6

Poi nt ::= SEQUENCE

{

geogr aphi cal Coor di nat es

-- TS 29.572 [24], clause 6.1.6.2.7

Poi ntUncertaintyGrcle ::= SEQUENCE
{
geogr aphi cal Coor di nat es
uncertainty
}
-- TS 29.572 [24], clause 6.1.6.2.8
Poi nt Uncertai ntyEl | i pse ::= SEQUENCE
{
geogr aphi cal Coor di nat es
uncertainty
confi dence
}
-- TS 29.572 [24], clause 6.1.6.2.9
Pol ygon :: = SEQUENCE
poi nt Li st
}
-- TS 29.572 [24], clause 6.1.6.2.10
Poi nt Al titude ::= SEQUENCE
{
poi nt
al titude
}

-~ TS 29.572 [24],

Poi nt Al titudeUncertainty ::= SEQUENCE
{

poi nt

al titude

uncertaintyEl |lipse

uncertaintyAl titude

confi dence
}

clause 6.1.6.2.11

(1

[1]
[2]
(3]

[1]

321

UTF8St ri ng OPTI ONAL,
UTF8St ri ng OPTI ONAL
UTF8St ri ng OPTI ONAL
UTF8St ri ng OPTI ONAL
UTF8St ri ng OPTI ONAL,
UTF8St ri ng OPTI ONAL,
UTF8String OPTI ONAL
UTF8String OPTI ONAL
UTF8St ri ng OPTI ONAL,
UTF8St ri ng OPTI ONAL,
UTF8String OPTI ONAL
UTF8String OPTI ONAL

clauses 5.4.4.62 and 5.4.4.64
binary data i.e

Posi ti oni ngMet hod
Posi ti oni nghbde
Usage

Met hodCode OPTI ONAL

Posi ti oni nghvbde
GNSSI D,
Usage

Geogr aphi cal Coor di nat es

Geogr aphi cal Coor di nat es,
Uncertainty

Geogr aphi cal Coor di nat es
UncertaintyEl |ipse
Confi dence
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val ue of the YAML field after base64 encoding is renoved

SET SIZE (3..15) OF Geographi cal Coordi nat es

Geogr aphi cal Coor di nat es,
Al titude

Geogr aphi cal Coor di nat es
Al titude

UncertaintyEl |lipse
Uncertainty,

Confi dence
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-- TS 29.572 [24], clause 6.1.6.2.12
El l'i psoi dArc ::= SEQUENCE
{

poi nt

i nner Radi us

322

Geogr aphi cal Coor di nat es,
I nner Radi us,

uncert ai nt yRadi us [3] Uncertainty,
of f set Angl e [4] Angl e,
i ncl udedAngl e [5] Angle,
confi dence [6] Confidence
}
-- TS 29.572 [24], clause 6.1.6.2.4
CGeogr aphi cal Coordi nates ::= SEQUENCE
latitude [1] UTF8Stri ng,
| ongi t ude [2] UTF8Stri ng,
mapDat urm nf or mati on [3] OGCURN OPTI ONAL
}
-- TS 29.572 [24], clause 6.1.6.2.22
UncertaintyEl |ipse ::= SEQUENCE
{
sem Mj or [1] Uncertainty,
sem M nor [2] Uncertainty,
orientati onMaj or [3] Orientation
}
-- TS 29.572 [24], clause 6.1.6.2.18
Hori zontal Vel ocity ::= SEQUENCE
hSpeed [1] Hori zont al Speed,
bearing [2] Angle
}
-- TS 29.572 [24], clause 6.1.6.2.19
Hori zontal Wt hVertical Vel ocity ::= SEQUENCE
{
hSpeed [1] Hori zont al Speed,
bearing [2] Angle,
vSpeed [3] Vertical Speed,
vDirection [4] VerticalDirection
}
-- TS 29.572 [24], clause 6.1.6.2.20
Hori zont al Vel oci tyW thUncertainty ::= SEQUENCE
{
hSpeed [1] Hori zont al Speed,
beari ng [2] Angle,
uncertainty [3] SpeedUncertainty
}

-- TS 29.572 [24], clause 6.1.6.2.21

Hori zont al Wt hVerti cal Vel oci t yAndUncertainty :

: = SEQUENCE

ETSI TS 133 128 V17.6.0 (2022-09)

{
hSpeed [1] Hori zont al Speed,
beari ng [2] Angle,
vSpeed [3] Vertical Speed,
vDi rection [4] Vertical Direction,
hUncertainty [5] SpeedUncertainty,
vUncertainty [6] SpeedUncertainty

}

-- The followi ng types are described in TS 29.572 [24], table 6.1.6.3.2-1

Altitude ::= UTF8String

Angle ::= | NTEGER (0. .360)

Uncertainty ::= | NTEGER (0. .127)

Orientation ::= I NTEGER (0..180)

Confidence ::= | NTEGER (0..100)

I nner Radi us ::= I NTEGER (0. .327675)

AgeCf Locati onEstimate ::= | NTEGER (0. .32767)

Hori zont al Speed ::= UTF8String

Vertical Speed ::= UTF8String

SpeedUncertainty ::= UTF8String

Barometri cPressure ::= | NTEGER (30000..115000)

-- TS 29.572 [24], clause 6.1.6.3.13
Vertical Direction ::= ENUMERATED
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upwar d(1),
downwar d( 2)

}

-- TS 29.572 [24], clause 6.1.6.3.6
Posi ti oni nghvet hod :: = ENUMERATED
{

celllD(1),

e (2),

0TDOA( 3),

baronetri cPressure(4),

WLAN( 5) ,

bl uet oot h( 6),

mBS(7),

not i onSensor (8),

dLTDQA(9),

dLAOX 10),

mul ti RTT(11),

nRECI D(12) ,

UuLTDOA( 13),

ULACA( 14) ,

net wor kSpeci fi c(15)
}

-- TS 29.572 [24], clause 6.1.6.3.7
Posi ti oni nghbde :: = ENUMERATED

uEBased(1),
uEAssi st ed(2),
conventional (3)

}

-- TS 29.572 [24], clause 6.1.6.3.8
GNSSI D :: = ENUMERATED
{
gPs(1),
galileo(2),
sBAS(3),
nmoder ni zedGPS(4) ,
qZSS(5) ,
gLONASS( 6) ,
bDS(7),
nAVI C( 8)
}

-- TS 29.572 [24], clause 6.1.6.3.9

Usage ::= ENUMERATED

{
unsuccess(1),
successResul t sNot Used( 2),
successResul t sUsedToVeri fyLocati on(3),
successResul t sUsedToCGener at eLocati on(4),
successMet hodNot Det er nmi ned(5)

}

-- TS 29.571 [17], table 5.2.2-1
Ti meZone ::= UTF8String

-- Open Ceospatial Consortium URN [ 35]
OGCURN :: = UTF8String

-- TS 29.572 [24], clause 6.1.6.2.15
Met hodCode ::= | NTEGER (16..31)

END
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Annex B (normative):
LI Notification

Based on clause 5.6 of the present document, this annex defines a system of management notification of LI system with
the LI_HI4 interface.

The LI_HI4 interface shall be used to transport specific L1 service O&M information (referred to as L1 Notification)
from the CSP to the LEMF. Theindividual parameters of the LI Notification message shall be coded using ASN.1 and
the basic encoding rules (BER). The delivery of LI Notification shall be performed directly using the same mechanism
as used for delivery of IRl messages over LI_HI2 and CC over LI_HI3.

The LI Notification shall be used to send electronic notification to the LEMF in the following cases:
1) after the activation of lawful interception;
2) after the deactivation of lawful interception;

3) after the modification of an active lawful interception.

Table B.1-1: LINotification message

Field name Description M/C/O

notificationType Information on the type of notification: activation, deactivation or modification M

deliveryInformation Delivery Information which has been decided by the LEA in terms of delivery (0]
numbers, IP addresses for LI _HI2 and LI_HI3

appliedTargetID Target Identifier applied in the ADMF for the warrant (®)

appliedStartTime Start time applied to the ADMF for the warrant C

appliedEndTime End time applied to the ADMF for the warrant C

Conditional parameters shall be set as follows:

LI Activation Notification

Field name Description M/C/O
notificationType Activation M
appliedStartTime Always present and represents: C

The Start Date/Time in the warrant or,
The Date/Time of the CSP activation in the ADMF or,
The scheduled future Start Date/Time.

appliedEndTime Absence means the interception has been activated with no predefined End C
Date/Time.
Presence means the End time is scheduled to be applied at that (future) time.

LI Modification Notification

Field name Description M/C/O
notificationType Modification M
appliedStartTime Present and provides the new Start Date/Time if modified by the LI Modification |C

command
appliedEndTime Present and provides the new End Date/Time if modified by the LI Modification |C
command
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LI Deactivation Notification

Field name Description M/C/O
notificationType Deactivation M
appliedStartTime Absent C
appliedEndTime Present and provides the actual End Date/Time, e.g. timed stop as per initial C

warrant or as per new warrant, or as pre-emptive audited stop from the LEA, or

major LI failure.

Theindividual notifications parameters shall be sent to the LEMF as soon as possible with the lowest latency at least

once (if available).

The MDF2/3 will deliver the LINatification messageto LEMF.
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Annex C (normative):
XSD Schema for LI_X1 extensions

<?xm version="1.0" encodi ng="utf-8"?>

<xs:schema xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema"
xm ns="urn: 3GPP: ns: | i : 3GPPX1Ext ensi ons: r17: v4"
xm ns: comon="http://uri.etsi.org/ 03280/ conmon/ 2017/ 07"
tar get Nanespace="urn: 3GPP: ns: | i : 3GPPX1Ext ensi ons: r17: v4"
el emrent For nDef aul t =" qual i fi ed" >

<xs:inport namespace="http://uri.etsi.org/ 03280/ conmron/2017/07"/>
<xs: el ement name="X1Ext ensi ons" type="X1Ext ensi on"></xs: el ement >

<xs:el ement name="PTCLI X1Target | denti fi er Ext ensi ons"
type="PTCLI X1Tar get | dent i fi er Ext ensi ons" ></ xs: el ement >
<xs: conpl exType name="PTCLI X1Tar get | denti fi er Ext ensi ons" >
<XS:sequence>
<xs:el ement name="PTCLI X1Target|ldentifier" type="PTCLI X1Targetldentifier" m nQccurs="1"
maxCccur s="unbounded" ></ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="PTCLI X1Target|dentifier">
<xs: choi ce>
<xs: el ement nanme="MCPTTI D' type="MCPTTI D'></ xs: el enment >
<xs:el ement name="|nstancel dentifierURN' type="Instanceldentifier URN' ></xs: el ement >
<xs: el ement name="PTCChat G oupl D' type="PTCChat G oupl D'></xs: el ement >
</ xs: choi ce>
</ xs: conpl exType>

<xs: si npl eType name="MCPTTI D" >
<xs:restriction base="xs:anyURl "></xs:restriction>
</ xs: si npl eType>

<xs: si npl eType name="Instancel denti fi er URN' >
<xs:restriction base="xs:anyURl "></xs:restriction>
</ xs: si npl eType>

<xs: si npl eType nane="PTCChat G oupl D' >
<xs:restriction base="xs:anyURl "></xs:restriction>
</ xs: si npl eType>

<xs: el ement nanme="UPFLI| T3Tar get | denti fi er Ext ensi ons"
type="UPFLI T3Tar get | denti fi er Ext ensi ons" ></ xs: el ement >
<xs: conpl exType name="UPFLI T3Tar get | denti fi er Ext ensi ons" >
<xs:sequence>
<xs: el ement name="UPFLI| T3Target|dentifier" type="UPFLI T3Target!|dentifier’
maxQccur s="unbounded" ></ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>

m nCccur s="1"

<xs: conpl exType name="UPFLI T3Target | dentifier">
<xs: choi ce>
<xs:el ement name="FSEl D' type="FSEl D'></xs: el ement >
<xs: el ement name="PDRI D' type="xs:unsi gnedlnt"></xs: el erent >
<xs: el ement name="CQERI D' type="xs:unsignedlnt"></xs: el erent >
<xs: el ement name="Networ kl nst ance" type="xs: hexBi nary"></xs: el ement >
<xs:el ement name="GIPTunnel Direction" type="GIPTunnel Directi on"></xs: el ement >
<xs:el ement name="FTEI D' type="FTEl D'></xs: el ement >
</ xs: choi ce>
</ xs: conpl exType>

<xs: conpl exType nanme="FSEl D'>
<XS:sequence>
<xs: el ement nanme="SElI D' type="xs: unsi gnedLong"></xs: el enent >
<xs:el ement name="|Pv4Address" type="comon: | Pv4Address" m nCccurs="0"></xs: el ement >
<xs:el ement name="| Pv6Address" type="comon: | Pv6Address" m nCccurs="0"></xs: el ement >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="FTEl D'>
<xs: sequence>
<xs:el ement name="TElI D' type="xs:unsi gnedl nt"></xs: el ement >
<xs: el ement nanme="|Pv4Address" type="comon: | Pv4Address" m nCccurs="0"></xs: el enent >
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<xs: el ement name="|Pv6Address" type="comon: | Pv6Address" m nCccurs="0"></xs: el ement >
</ xs: sequence>
</ xs: conpl exType>

<xs: si npl eType name="GIPTunnel Di recti on">
<xs:restriction base="xs:string">
<xs:enuneration val ue="Qut bound" ></ xs: enuner ati on>
<xs:enuneration val ue="1nbound"></xs: enunerati on>
</xs:restriction>
</ xs: sinmpl eType>

<xs: el ement name="I|dentifierAssoci ati onExtensions" type="ldentifierAssoci ati onExtensi ons"
></ xs: el ement >
<xs: conpl exType nanme="X1lExt ensi on">
<xs: choi ce>
<xs: el ement name="LALSLI LCSTar get Provi si oni ng"
t ype="LALSLI LCSTar get Pr ovi si oni ngExt ensi ons" ></ xs: el enent >
<xs: el ement nanme="LALSLTFProvi si oni ng" type="LALSLTFProvi si oni ngExt ensi ons" ></ xs: el ement >
<xs: el ement nanme="Header Reporti ng" type="PDHRReporti ngExtensi ons"></xs: el enent >
<xs: el ement nanme="SMSFEXxt ensi ons" type="SMSFPr ovi si oni ngExt ensi ons" ></ xs: el ement >
<xs:element nanme="I|dentifierAssociation" type="ldentifierAssociati onExtensi ons"></xs: el ement >
<xs:el ement name="SDP" type="SDP"></xs: el enent >
<xs: el ement nanme="ST|I RSHAKENPr ovi si oni ng"
t ype=" STl RSHAKENTar get Pr ovi si oni ngExt ensi ons" ></ xs: el ement >
</ xs: choi ce>
</ xs: conpl exType>

<xs: conpl exType name="LALSLI LCSTar get Provi si oni ngExt ensi ons" >
<Xs: sequence>
<xs: el ement nanme="Positioni ngServi ceType" type="Positioni ngServi ceType"></xs: el enent >
<xs: el ement nanme="PositioningPeriodicity" type="PositioningPeriodicity"
m nCccur s="0"></ xs: el ement >
<xs: el ement nanme="Positioni ngParaneters" type="PositioningParaneters"
m nCccur s="0"></ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>

<xs: si npl eType name="Posi ti oni ngServi ceType">
<xs:restriction base="xs:string">
<xs:enuneration val ue="| medi at " ></ xs: enuner ati on>
<xs:enuneration val ue="Peri odi ¢"></xs: enuner ati on>
</xs:restriction>
</ xs: si npl eType>

<xs:si npl eType name="Positi oni ngPeri odi city">
<xs:restriction base="xs:nonNegativel nteger">
</xs:restriction>

</ xs: sinmpl eType>

<xs: conpl exType name="Posi ti oni ngPar anet ers" >
<Xs:sequence>
<xs: el ement name="Request edLocati onType" type="RequestedLocati onType"
m nCccur s="0"></ xs: el emrent >
<xs:el ement nanme="Request edResponseType" type="RequestedResponseType"
m nCccur s="0"></ xs: el enent >
<xs: el ement nanme="MaxLocati onAge" type="xs:nonNegativelnteger" m nCccurs="0"></xs: el ement >
<xs: el ement nanme="ResponseTi m ngRequi red" type="ResponseTi m ngRequired"
m nCccur s="0"></ xs: el emrent >
<xs: el ement nane="ResponseTi ner" type="xs:nonNegativelnteger" m nCccurs="0"></xs: el ement >
<xs: el ement nanme="Hori zontal Accuracy" type="Nunmber WthQOSC ass" m nCccurs="0"></xs: el enent >
<xs:el ement name="AltitudeAccuracy" type="Nunmber WthQOSC ass" mi nCccurs="0"></xs: el ement >
<xs:el ement nanme="MotionSt at eRequest” type="EnptyEl ement” m nCccurs="0"></xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
<xs: si npl eType name="Request edLocati onType">
<xs:restriction base="xs:string">
<xs:enuneration val ue=" CURRENT" ></ xs: enurer ati on>
<xs:enuneration val ue="CURRENT_OR_LAST" ></ xs: enun®er ati on>
</xs:restriction>
</ xs: si nmpl eType>

<xs: si npl eType name="Request edResponseType" >
<xs:restriction base="xs:string">
<xs:enumneration val ue="SYNC'></ xs: enuner ati on>
<xs:enumeration val ue="ASYNC'></ xs: enuner ati on>
</xs:restriction>
</ xs: si nmpl eType>
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<xs: si npl eType name="ResponseTi m ngRequi r ed" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="NO _DELAY" ></ xs: enuner ati on>
<xs:enumneration val ue="LOW DELAY" ></ xs: enuner ati on>
<xs:enumneration val ue="DELAY_TCOL" ></ xs: enumer ati on>
</xs:restriction>
</ xs: si npl eType>

<xs: conpl exType nanme="Nunber Wt hQOSO ass" >
<xs: si nmpl eCont ent >
<xs: extensi on base="xs: nonNegati vel nteger">
<xs:attribute name="qos_cl ass" type="Q0SC ass"></xs:attribute>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

<xs:sinpl eType name="Q0SC ass" >
<xs:restriction base="xs:string">
<xs:enumneration val ue="ASSURED'></ xs: enurer at i on>
<xs:enuneration val ue="BEST_EFFORT" ></ xs: enuner ati on>
</xs:restriction>
</ xs: sinmpl eType>

<xs: si nmpl eType name="Enpt yEl enent">
<xs:restriction base="xs:string">
<xs:enuneration val ue=""></xs: enuneration>
</xs:restriction>
</ xs: si mpl eType>

<xs: conpl exType name="LALSLTFProvi si oni ngExt ensi ons" >
<Xs: sequence>
<xs: el ement nanme="LILCSC i ent Address" type="LILCSC i ent| PAddress" ></xs: el enent >
<xs: el ement nanme="Positioni ngParaneters" type="PositioningParaneters"
m nCccur s="0"></ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="LILCSO i ent | PAddr ess" >
<Xs: sequence>
<xs: choi ce>
<xs:el ement nanme="| Pv4Address" type="comon: | Pv4Address"/>
<xs: el ement name="| Pv6Address" type="common: | Pv6Address"/>
</ xs: choi ce>
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="PDHRReporti ngExt ensi ons" >
<Xs:sequence>
<xs:el ement nanme="PDHType" type="PDHType"></xs: el ement >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType nanme="PDHType" >
<xs: choi ce>
<xs: el ement name="PDHR' type="EnptyEl emrent"></xs: el ement >
<xs: el ement name="PDSR' type="PDSRPar anet ers"></ xs: el emrent >
</ xs: choi ce>
</ xs: conpl exType>

<xs: conpl exType nane="PDSRPar anet er s" >
<Xs:sequence>
<xs:el ement name="PDSRTri gger Type" type="PDSRTri gger Type" m nCccurs="1"
maxCccur s="unbounded" ></ xs: el enent >
<xs: el ement nanme="useSessi onTri ggers" type="xs:bool ean" m nCccurs="0" ></xs: el ement >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType nanme="PDSRTri gger Type" >
<xs: choi ce>
<xs: el ement name="Ti mer Expi ry" type="Ti mer Expi ryl nSeconds" ></ xs: el enent >
<xs: el ement nanme="Packet Count" type="xs:nonNegati vel nteger"></xs: el enent >
<xs: el ement nanme="ByteCount" type="xs:nonNegativelnteger"></xs: el ement >
</ xs: choi ce>
</ xs: conpl exType>

<xs: conpl exType name="SMSFPr ovi si oni ngExt ensi ons" >

<Xxs:sequence>
<xs: el ement name="Truncat eTPUser Dat a" type="EnptyEl ement" m nCccurs="0"></xs: el ement >
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</ xs: sequence>
</ xs: conpl exType>

<xs: si npl eType name="Ti mer Expi ryl nSeconds" >
<xs:restriction base="xs: nonNegativel nteger">
</xs:restriction>

</ xs: si npl eType>

<xs: conpl exType nanme="ldentifier Associ ati onExt ensi ons">
<Xs: sequence>
<xs: el ement name="I|dentifier Associ ati onEvent sGener at ed"
type="IdentifierAssoci ati onEvent sGener at ed" ></ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>

<xs:sinpl eType nanme="IdentifierAssoci ati onEvent sGener at ed" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="IdentifierAssociation"></xs: enuneration>
<xs:enuneration val ue="Al|"></xs: enurer ati on>
</xs:restriction>
</ xs:sinmpl eType>

<xs: el ement nanme="l|dentityAssoci ationTargetldentifier" type="EnptyEl enent"></xs: el ement>

<xs:el ement nanme="AKMATarget|dentifier" type="AKMATarget!dentifier"></xs:element>
<xs: conpl exType name="AKMATar get | dentifier">
<xs: choi ce>
<xs: el ement name="AKI D' type="comon: NAl "></ xs: el emrent >
</ xs: choi ce>
</ xs: conpl exType>

<xs:el ement name="HR' type="EnptyEl ement"></xs: el ement >
<xs: el ement nane="| MSSi gnal i ng" type="EnptyEl enent" ></xs: el enent >

<xs: el ement name="HRLI| T1Target | denti fi er Ext ensi ons"
type="HRLI T1Tar get | denti fi er Ext ensi ons" ></ xs: el ement >

<xs: conpl exType name="HRLI T1Tar get | denti fi er Ext ensi ons" >
<Xs: sequence>
<xs:el ement name="HRLI T1Target!|dentifier" type="HRLI T1Targetldentifier" m nQccurs="1"
maxQccur s="unbounded" ></ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="HRLI T1Target | dentifier">
<xs: choi ce>
<xs: el ement name="PDUSessi onl D' type="PDUSessi onl D'></xs: el ement >
<xs:el ement nane="Bearer| D' type="Bearerl|D'></xs: el ement >
<xs:el ement nanme="| M5Voi ceMedi a" type="EnptyEl enent" ></xs: el enent >
</ xs: choi ce>
</ xs: conpl exType>

<xs: si npl eType name="PDUSessi onl D'>
<xs:restriction base="xs:unsignedlnt">
<xs: m nl ncl usi ve val ue="0"/>
<xs: max| ncl usi ve val ue="255"/>
</xs:restriction>
</ xs: sinmpl eType>

<xs: si npl eType nanme="Bearer|D'>
<xs:restriction base="xs:unsignedlnt">
<xs: mnlnclusive val ue="0"/>
<xs: max| ncl usi ve val ue="255"/>
</xs:restriction>
</ xs: sinmpl eType>

<xs: el ement nanme="RCSTarget | denti fi er Ext ensi ons"
t ype="RCSTar get | denti fi er Ext ensi ons" ></ xs: el enent >

<xs: conpl exType nanme="RCSTar get | denti fi er Ext ensi ons" >
<XS: sequence>
<xs: el ement nane="RCSTargetldentifier" type="RCSTargetldentifier" mnQccurs="1"
maxCccur s="unbounded" ></ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="RCSTarget|dentifier">
<xs: choi ce>
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<xs: el ement name="RCSCont ent URI " type="RCSCont ent URI "></xs: el ement >
</ xs: choi ce>
</ xs: conpl exType>

<xs: si npl eType nanme="RCSCont ent URl ">
<xs:restriction base="xs:anyURl "></xs:restriction>
</ xs: si npl eType>

<xs:el ement name="| MST3Tar get | denti fi er Ext ensi ons"
type="1 MsT3Target | denti fi er Ext ensi ons" ></ xs: el ement >

<xs: conpl exType name="|MST3Tar get | denti fi er Ext ensi ons" >
<Xs: sequence>
<xs:el ement name="| MST3Target | dentifierExtension" type="1MST3TargetldentifierExtension"
m nCccur s="1" maxQccur s="unbounded" ></ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType nanme="|MST3Tar get | denti fi er Ext ensi on">
<xs: choi ce>
<xs:el ement nane="H248Cont ext | D' type="H248Cont ext| D'></xs: el ement >
<xs: el ement nanme="Payl oadDi recti onAssi gnnent" type="Payl oadDirecti onAssi gnnent " ></xs: el ement >
<xs: el ement nanme="Tri gger Scope" type="Trigger Scope"></xs: el enent >
</ xs: choi ce>
</ xs: conpl exType>

<xs: si npl eType name="Payl oadDi recti onAssi gnment " >
<xs:restriction base="xs:string">
<xs:enuneration val ue="ToTarget"></xs: enunerati on>
<xs:enunerati on val ue="Fronirar get " ></ xs: enuner ati on>
<xs:enunerati on val ue="Not Det er mi ned" ></ xs: enuner ati on>
</xs:restriction>
</ xs:sinmpl eType>

<xs: si npl eType name="H248Cont ext | D' >
<xs:restriction base="xs:integer">
<xs: mnlnclusive val ue="1"></xs: m nl ncl usi ve>
<xs: maxl| ncl usi ve val ue="4294967293" ></ xs: max| ncl usi ve>
</xs:restriction>
</ xs: si npl eType>

<xs: si npl eType name="Tri gger Scope" >
<xs:restriction base="xs:string">
<xs:enumeration val ue="Uni directional "></xs: enunerati on>
<xs:enumeration val ue="Bidirectional "></xs:enuneration>
</xs:restriction>
</ xs: si npl eType>

<xs: conpl exType nane="SDP">
<Xs: sequence>
<xs: el ement nanme="SDPData" type="SDPData" m nCccurs="1" maxCccurs="unbounded"></xs: el ement >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType nane="SDPDat a" >
<xs: choi ce>
<xs:el ement name="Local SDP" type="SDPI nfo0"></xs: el ement >
<xs:el ement nanme="Renot eSDP" type="SDPI nf 0" ></xs: el ement >
</ xs: choi ce>
</ xs: conpl exType>

<xs: si npl eType nane="SDPI nf 0" >
<xs:restriction base="xs:string">
</xs:restriction>

</ xs: sinmpl eType>

<xs: conpl exType name="STI RSHAKENTar get Pr ovi si oni ngExt ensi ons" >
<XS:sequence>
<xs: el ement nanme="Report D ver si onPASSpor Tl nf 0"
t ype="Repor t Di ver si onPASSpor Tl nf 0" ></ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>

<xs: si npl eType nane="Report D ver si onPASSpor Tl nf 0" >
<xs:restriction base="xs:bool ean">
</xs:restriction>
</ xs: si nmpl eType>
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</ xs: schena>
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Annex D (informative):
Drafting Guidance

D.1 Introduction

This annex provides drafting guidance for contributors wishing to propose changes to the present document.

D.2  Drafting conventions

Table D.2-1: Drafting conventions

D.2.1 The details for each field, including a complete description of the usage, format, cardinality and
conditionality of that field, are given in the prose in the main body of the document.
D.2.2 The field names used in the main body of the document match those used in the ASN.1.

D.2.3 ASN.1 comments are not used, except for to indicate where to find a description of the field or structure in
the main body of the specification.
D.2.4 If a field is made conditional, the condition for its presence or absence is specified.

D.3  Naming conventions

Table D.3-1: Naming conventions

D.3.1 To meet ASN.1 syntax rules, the first character of each ASN.1 field name are lower-cased.
D.3.2 To meet ASN.1 syntax rules, the first character of an ASN.1 type name are upper-cased.
D.3.3 To meet ASN.1 syntax rules, the first character of a field or a type name is not a number.
D.3.4 Only the character ranges A-Z, a-z and 0-9 are used in names.
D.3.5 Names are be CamelCased, where the first character of each word is upper-cased (except for the first
character of the name — see rule D.3.1).
D.3.6 Any acronyms in a name should be entirely upper-cased (except for the first character of the name — see
rule D.3.1).
Exanpl eBadStructure ::= SEQUENCE
{ FirstField [1] FirstFieldType, -- D.3.1 First letter of field is upper case
secondFi el d [2] secondFi el dType, -- D.3.2 First letter of type is |ower case
3rdFi el d [3] 3rdFiel dType, -- D.3.3 Nanmes starts with digit
fourth-field [4] Fourth_Field_Type, -- D.3.4 Nanes include hyphen and underscore
fifthfield [5] Fifthfieldtype, -- D. 3.5 Nanmes are not canel Cased
nsi sdn [ 6] MsI SDN, -- D.3.6 Acronyns in field nane not whol |y upper-cased
S| SDN [7] Msisdn -- D.3.6 Acronyns in type nane not wholly upper-cased
}

Figure 1 — Naming convention counter-examples
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D.4  ASN.1 Syntax conventions

Table D.4-1: ASN.1 Syntax conventions

D.4.1 Modules are be defined with EXTENSIBILITY IMPLIED unless there is a specific reason to limit
extensibility.

D.4.2 The AUTOMATIC TAGS module directive is not used.

D.4.3 SEQUENCE and CHOICE tag numbers start at one.

D.4.4 ENUMERATED tag numbers start at one.

D.4.5 Anonymous types are not used. Non-trivial fields are assigned their own named type.

D.4.6 Consideration should be given to making types re-usable and independent of a particular release. Re-using
or extending an existing type, where the intent is similar, is preferable to creating a new type.

D.4.7 Consideration should be given to making types extensible by declaring them as a SEQUENCE or CHOICE
where possible.

D.4.8 Multiple smaller messages or structures with fewer OPTONAL fields are preferred to larger structures with
many OPTIONAL fields, as this increases the ability of the ASN.1 schema to enforce the intent of the
specification.

D.4.9 Field names, tag numbers, field types and optional flags are be space-aligned where possible. An indent of

four spaces is used.

D.4.10 | Field and type names (when defining a type) are not in bold.

D.4.11 | Braces are given their own line.

D.4.12 | OIDs containing a version number are updated when the structure that uses the OID is changed, even if the
change is solely to correct a syntactic error. Other OIDs in the same module need not be updated if they
are not associated with structures that have been changed.

D.4.13 For backward compatibility, fields added to existing SEQUENCE or SET are defined as OPTIONAL,
irrespective of their M/C/O designation in the main body of the specification.

Conf or mat Mbdul e
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) |awfullntercept(2) ... }

DEFI NI TI ONS EXTENSI BI LI TY | MPLIED :: =

BEG N

Structurel ::= SEQUENCE

fieldl [1] Fieldi,
field2 [2] Field2
}

Fi el d1 ::= ENUMERATED
choi cel(1),
choi ce2(2),
choi ce3(3)

}

Field2 ::= OCTET STRI NG

END

Figure 2 — Syntax convention example

Nonconf or mant Modul e

{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) |awfullntercept(2) ... }
DEFI NI TI ONS AUTQVATI C TAGS :: = -- D.4.1 Not declared with EXTENSIBILITY | MPLI ED
-- D. 4.2 Decl ared AUTOVATI C TAGS
BEG N
Structurel ::= SEQUENCE { -- D.4.11 Braces not given their own |ine
fieldl [O0] ::= ENUMERATED -- D. 4.3 SEQUENCE tags don’t start at 1
-- D. 4.5 Anonynous type used
choi cel(0), -- D. 4.4 ENUMERATED tag nunbers don’t start at 1
choi ce2(2),
choi ce3(3)
}s
field2 [2] Field2 -- D.4.10 Field nane is bold
}
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Fiel d2 ::= OCTET STRI NG -- D.4.10 Type nanmes in definitions is bold

END

Figure 3 — Syntax convention counter-examples
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Annex E (normative):
XSD Schema for ldentity Association

<?xm version="1.0" encodi ng="utf-8"?>
<xs:schema xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema"
xm ns="urn: 3GPP: ns: | i:3GPPl dentityExtensions:ri17:v4"
xm ns: x1="http://uri.etsi.org/ 03221/ X1/2017/10"
xm ns: common="http://uri.etsi.org/ 03280/ comon/ 2017/ 07"
tar get Nanespace="urn: 3GPP: ns: | i : 3GPPI denti t yExt ensi ons: r17: v4"
el ement For mDef aul t =" qual i fi ed" >

<xs:inport namespace="http://uri.etsi.org/03221/X1/2017/10"/>
<xs:inmport namespace="http://uri.etsi.org/ 03280/ comron/2017/07"/>

<xs: conpl exType nanme="ldentityAssoci ati onRequest ">
<xs: conpl exCont ent >
<xs: extensi on base="x1: X1Request Message" >
<XS:sequence>
<xs:el ement nanme="RequestDetails" type="RequestDetails"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<xs: conpl exType nanme="RequestDetail s">
<Xs:sequence>
<xs:el ement nanme="Type" type="DictionaryEntry"/>
<xs:el ement nane="CbservedTi ne" type="common: Qual i fi edDat eTi ne"/ >
<xs: el ement nanme="Request Val ues" type="Request Val ues"/>
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="Request Val ues" >
<XS:sequence>
<xs: el ement nanme="Request Val ue" type="Request Val ue" maxCccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="Request Val ue">
<Xs: sequence>
<xs: el ement name="For mat Type" type="Format Type"/>
<xs: el ement name="Val ue" type="common: LongString"/>
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType nanme="For mat Type" >
<xs:sequence>
<xs: el ement name="Format Omer" type="comron: Short String"/>
<xs: el ement nane="For mat Name" type="comon: Short String"/>
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="Di cti onaryEntry">
<Xs: sequence>
<xs:el ement nanme="Owner" type="comon: ShortString"/>
<xs: el ement name="Nanme" type="common: ShortString"/>
<xs: el ement name="Val ue" type="common: ShortString"/>
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType nanme="ldentityAssoci ati onResponse" >
<xs: conpl exCont ent >
<xs: extension base="x1: X1IResponseMessage" >
<Xs:sequence>
<xs: el ement nane="ResponseDetails" type="ldentityResponseDetails"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<xs:el ement nanme="L| H QRResponse" type="IdentityResponseDetails"/>
<xs: conpl exType name="I|dentityResponseDetail s">

<xs:sequence>
<xs: el ement nanme="Associ ati ons" type="IdentityAssoci ati onRecords"/>
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</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="I|dentityAssoci ati onRecords">
<Xs: sequence>
<xs:el ement nanme="|dentityAssoci ati onRecord" type="I|dentityAssoci ati onRecord" m nCccurs="0"
maxQccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType nanme="I|dentityAssoci ati onRecord">
<XS:sequence>
<xs:el ement nane="SUPI" type="SUPI"/>
<xs:el ement name="SUCI" type="SUCI" m nCccurs="0"/>
<xs: el ement name="Fi veGCUTI" type="Fi veGCUTI"/>
<xs: el ement name="PEl" type="PEl" m nCccurs="0"/>
<xs:el ement name="Associ ationStartTi ne" type="common: Qual i fi edM cr osecondDat eTi me"/ >
<xs:el ement name="Associ ati onEndTi ne" type="comon: Qual i fi edM cr osecondDat eTi ne"
m nCccurs="0"/>
<xs: el ement name="Fi veGSTAI Li st" type="Fi veGSTAI Li st" m nQccurs="0"/>
<xs:element name="GPSI" type="GPSI" m nCccurs="0"/>
<xs:element name="NCd" type="NCA" m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="SUPI ">
<xs: choi ce>
<xs: el ement nane="SUPI | MSI " type="common: SUPI | M5I "/ >
<xs: el ement nanme="SUPI NAI " type="commmon: SUPI NAI "/ >
</ xs: choi ce>
</ xs: conpl exType>

<xs: sinpl eType name="SUCl ">
<xs:restriction base="xs:string"/>
</ xs: si npl eType>

<xs:sinpl eType name="Fi veGCUTI ">
<xs:restriction base="xs:string"/>
</ xs: si npl eType>

<xs: conpl exType name="PEl ">
<xs: choi ce>
<xs: el ement name="PEl | MEI" type="common: PElI | MEI "/ >
<xs: el ement name="PEl | MEI SV' type="comon: PElI | MEI SV'/ >
<xs: el ement nane="PElI MAC' type="conmmon: MACAddr ess"/ >
</ xs: choi ce>
</ xs: conpl exType>

<xs: conpl exType nanme="Fi veGSTAIl Li st">
<Xs: sequence>
<xs: el ement name="Fi veGSTAl " type="Fi veGSTAI" maxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="Fi veGSTAl ">
<XS:sequence>
<xs:el ement nane="MCC' type="MC'/>
<xs:el ement nanme="MC' type="MC'/>
<xs: el ement nane="TAC' type="TAC'/>
<xs:element name="ND' type="NID' m nQccurs="0"/>
</ xs: sequence>
</ xs: conmpl exType>

<xs: conpl exType nanme="GPS| ">
<xs: choi ce>
<xs:el ement name="GPS|I M5l SDN' type="conmon: GPS| MSI SDN'/ >
<xs: el ement nanme="GPSI NAl " type="common: GPSI NAI "/ >
</ xs: choi ce>
</ xs: conpl exType>

<xs: conpl exType nanme="NCd ">
<XS:sequence>
<xs: el ement name="PLMNI D' type="PLMNID'/>
<xs: el ement name="NRCel | I D" type="NRCel | I D"/ >
<xs:element name="ND' type="NID' m nCccurs="0"/>
<xs: el ement nanme="NCd Ti me" type="common: Qual i fi edM crosecondDat eTi ne"/ >
</ xs: sequence>
</ xs: conpl exType>
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<xs: conpl exType name="PLMNI D' >
<Xs: sequence>
<xs: el ement name="MCC' type="MCC'/>
<xs: el ement name="M\C' type="MC'/>
</ xs: sequence>
</ xs: conpl exType>

<xs:sinmpl eType name="NRCel | | D'>
<xs:restriction base="xs:string">
<xs:pattern val ue="([ A-Fa-f0-9]{9})"></xs: pattern>
</xs:restriction>
</ xs:sinmpl eType>

<xs: si npl eType name="MCC'>
<xs:restriction base="xs:string">
<xs:pattern val ue="[0-9]{3}"></xs: pattern>
</xs:restriction>
</ xs: si mpl eType>

<xs:sinmpl eType name="MC'>
<xs:restriction base="xs:string">
<xs:pattern val ue="[0-9]{2, 3}"></xs: pattern>
</xs:restriction>
</ xs: sinmpl eType>

<xs:si npl eType name="TAC'>
<xs:restriction base="xs:string">
<xs:pattern value="([A-Fa-f0-9]{2}){2, 3}"></xs: pattern>
</xs:restriction>
</ xs: si npl eType>

<xs:sinpl eType name="N D"'>
<xs:restriction base="xs:string">
<xs:pattern val ue="[ A-Fa-f0-9]{11}"></xs: pattern>
</xs:restriction>
</ xs: si npl eType>

<xs: conpl exType name="Acti vat eAssoci ati onUpdat es" >
<xs: conpl exCont ent >
<xs: extensi on base="x1: X1Request Message" >
<Xs: sequence>
<xs: el ement nanme="Ongoi ngAssoci ati onTaskl D' type="common: UUl D' ></ xs: el ement >
<xs: el ement name="SUPI" type="SUPI"></xs: el ement >
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<xs: conpl exType name="Acti vat eAssoci ati onUpdat esAcknow edgenent " >
<xs: conpl exCont ent >
<xs: extensi on base="x1: X1ResponseMessage" >
<Xs: sequence>
<xs:el ement nanme="oK" type="x1l: OKAckAndConpl ete"/ >
<xs: el ement name="Current Associ ati ons" type="IdentityResponseDetail s"></xs: el ement >
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conmpl exCont ent >
</ xs: conpl exType>

<xs: conpl exType nanme="Deacti vat eAssoci ati onUpdat es" >
<xs: conpl exCont ent >
<xs: ext ensi on base="x1: X1Request Message" >
<XS:sequence>
<xs: el ement nanme="0Ongoi ngAssoci ati onTaskl D' type="comon: UUl D' ></ xs: el ement >
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<xs: conpl exType nanme="Deacti vat eAssoci ati onUpdat esAcknow edgenent " >
<xs: conpl exCont ent >
<xs: extensi on base="x1: X1ResponseMessage" >
<Xs: sequence>
<xs: el ement nane="oK" type="x1: OKAckAndConpl ete"/ >
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
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</ xs: conpl exType>

<xs: conpl exType name="I|dentityAssoci ati onUpdat e" >
<xs: conpl exCont ent >
<xs: extension base="x1: X1Request Message" >
<Xs: sequence>
<xs: el ement name="0Ongoi ngAssoci ati onTaskl D' type="comon: UUI D'/ >
<xs: el ement name="UpdateDetails" type="ldentityResponseDetails"/>
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conpl exCont ent >
</ xs: conpl exType>

<xs: conpl exType name="I|dentityAssoci ati onUpdat eAcknow edgenent " >
<xs: conpl exCont ent >
<xs: extensi on base="x1: X1IResponseMessage" >
<Xs: sequence>
<xs: el ement nane="oK" type="x1: OKAckAndConpl ete"/ >
</ xs: sequence>
</ xs: ext ensi on>
</ xs: conmpl exCont ent >
</ xs: conpl exType>

</ xs: schema>
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Annex F (normative):
ASN.1 Schema for LI_XER messages

TS33128l denti t yAssoci ati on
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) |awfullntercept(2) threeGPP(4)
t S331281 denti t yAssoci ati on(20) r17(17) version0(0)}

DEFINITIONS | MPLICIT TAGS EXTENSIBILITY I MPLIED :: =

BEG N
t S33128I denti t yAssoci ati onO D RELATIVE-O D ::= {threeGPP(4) tS33128IdentityAssociation(20) r17(17)
versi on0(0)}
i EFRecordO D RELATIVE-Q D :: = {tS33128l dentityAssociationO D i EF(1)}
| EFMessage :: = SEQUENCE
i EFRecordd D [1] RELATI VE-Q D,
record [2] | EFRecord
}
| EFRecord ::= CHO CE
{

associ ati onRecord [1] | EFAssoci ati onRecord,
deassoci ati onRecord [2] | EFDeassoci ati onRecord,
keepal i ve [3] | EFKeepal i veMessage,
keepal i veResponse [ 4] | EFKeepal i veMessage

}
| EFAssoci ati onRecord :: = SEQUENCE
{
sUPI [1] SsuPI,
fi veGAUTI [2] FiveGAUTI,
ti mestanp [3] GeneralizedTine,
tAl [4] TAI,
nCa [5] NCGE,
nCd Ti ne [6] GeneralizedTine,
sucl [7] SUCI OPTI ONAL,
pEl [8] PElI OPTI ONAL,
fi veGSTAI Li st [9] FiveGSTAI Li st OPTI ONAL,
gPsI [10] GPSI OPTI ONAL
}
| EFDeassoci ati onRecord ::= SEQUENCE
{
sUPI [1] SuPI,
fiveGaAUTI [2] FiveGAUTI,
ti mestanp [3] GeneralizedTi ne,
nCG [4] NCA,
nCGa Ti me [5] GeneralizedTinme
}
| EFKeepal i veMessage :: = SEQUENCE
{
sequenceNunber [1] | NTEGER
}
Fi veGAUTI ::= OCTET STRI NG (S| ZE(10))
NCGE ::= SEQUENCE
pLMNID [1] PLMNI D,
nCl [2] NCI
PLMNI D :: = OCTET STRI NG (Sl ZE(3))
NCI = BIT STRING (S| ZE(36))
TAl ::= OCTET STRI NG (SI ZE(6))
SUPI ::= CHA CE
{
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i MBI [1] I™msI,
nAl [2] NAl
}
IMBl ::= NumericString (SIZE(6..15))
NAI ::= UTF8String
Fi veGSTAI Li st ::= SEQUENCE OF TAl
PEI ::= CHO CE
{
i MEI [1] I MEL,
i MEI SV [2] I MEISY,
mACAddress [3] MACAddr ess,

eUl 64 [4] EU 64
}

IMEl ::= NunericString (SIZE(14))
I MEI SV ::= NunericString (SIZE(16))
MACAddress ::= OCTET STRI NG (S| ZE(6))
EU 64 ::= OCTET STRING (S| ZE(8))
SUCI ::= OCTET STRI NG (Sl ZE(8..3008))
GPSI ::= CHO CE

gPSI MBI SDN  [1] MBI SDN,

gPSI NAI [2] Nal
}

MBI SDN ::= NunericString (SIZE(1..15))

END
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Annex G (informative):
LIPF logic

G.1 Background

According to TS 33.126 [ 3] clause 6.4, the CSP is expected to only deliver Interception Product relating to specific CSP
services which are specified implicitly or explicitly in the warrant. In other words, the CSP is expected to perform the
interception only for the servicesindicated in the warrant.

NOTE: Theterm "interception” used in this annex refersto the step that involves actual capturing and then
delivery of the Intercept Product to the LEMF.

This annex considers the following possibilitiesin the analysis:

- Theintended target may have subscribed to only a specific service and in this case, by default, the interception
would apply only to such service when specified in the warrant. The CSP network would provide the
interception as and when the service is accessed by the target.

- Theintended target may have subscribed to multiple services and in this case, the interception would have to be
done based on the service type(s) specified in the warrant as and when CSP network detects that such services
are accessed by the target.

- A NF may beinvolved in providing only a particular service and in this case, by default, the interception
performed by the POI present in that NF would apply to such service when specified in the warrant.

- A NF may beinvolved in providing multiple services and in this case, the interception performed by the POI
present in that NF would have to be based on the service type applicable to the warrant.

- There may be multiple warrants with differing service types active on atarget, in this case, al applicable
services would have to be intercepted at the POIs, and the MDFs would have to then deliver Interception Product
based on the service type (s) applicable to the warrant.

In supporting the above scenarios, as per clause 4.4 (of the present document), the LIPF will have to provision the POIs,
TFsand the MDF2/MDF3 according to the CSP service type(s) applicable to awarrant.

To cover al the scenarios mentioned above, the service type may have to be part of LI provisioning data sent to the
MDFs. Whether a service type will have to be provisioned to the POIs and TFs as an indication will depend on the
services provided by the NFs that have such POlsand TFs.

In addition to the CSP service type, afew other factors present in the warrant may influence the LIPF logicin
provisioning the POIs, TFs and MDF2/MDF3. Few examples are:

- Délivery type.

- LALStriggering.

- CSP deployment options.

- Thetarget type (local Vsnon-loca ID).

For the target non-local 1D, Voice and Messaging type of services are supported in the present document. In this case,
the other party communicating with the target non-local ID happens to access the service provided by the CSP.

This annex illustrates the LI PF logic through a series of flow-chartsin provisioning the POIs and the TFs. The
provisioning aspect of MDF2/MDF3 are not shown.

G.2 Governing scenarios

With respect to the interception performed within the CSP network, there are five scenarios:
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1. The target (or party communicating with atarget non-local ID) is non-roaming.

2. The target (or party communicating with atarget non-local ID) is outbound roaming with HR.
3. Thetarget (or party communicating with atarget non-local 1D) is outbound roaming with LBO.
4. Thetarget (or party communicating with atarget non-local 1D) isinbound roaming with HR.

5. Thetarget (or party communicating with atarget non-local 1D) isinbound roaming with LBO.

The scenario 4 is also referred to as NOHR or S8HR, depending on whether the packet coreis 5GC or EPC. As
indicated clause G.1, atarget can be anon-local 1D only when the service typeis Voice or Messaging.

The same NF that provides an LI function may be present in one or more of the above scenarios. The LIPF logic, even
though may not be aware of the roaming nature of atarget, will have to accommodate the above five scenarios while
provisioning the L1 functions.

G.3  Top-level LIPF provisioning logic

The flow-chart in figure G.3-1 shows a top-level logic within the LIPF to branch off into separate processes according
to the service type defined in the present document.

( N
LI provisioning
logic in LIPF

Service Type

I I . I |

Service Type = Data Service Type = Voice Service Type = Messaging Service Type = PTC Service Type = LALS

LI provisioning for LI provisioning for LI provisioning for LI provisioning for LI provisioning for
Service Type Data Service Type Voice Service Type Messaging Service Type PTC Service Type LALS
End of LI provisioning
logic in LIPF

Figure G.3-1: Top-level view of LIPF logic in handling the service type

Based on the LI functionality defined in the present document:

- For the service type of Data, it is assumed that the NFsin the packet core network are involved and hence,
provide the IRI and CC interception.

- For the service type of Voice, it isassumed that the NFsin the IMS domain are involved and hence, provide the
IRI and CC interception.

- For the service type of Messaging (that includes SMS and MMS), the NFsin the packet core network, IMS or
MMS Proxy Relay areinvolved and hence, provide the IRl and CC interception. The interception of SM S has
only theIRIs.

- For the servicetype of PTC, the PTC Server isinvolved and hence, providesthe IRl and CC interception.

- For the service type of LALS, the LI-LCS Client provides the IRI interception, and the CC interception does not
apply to LALS.

The UDM and HSS are a so the NFs that have the IRI-POI and the provisioning of IRI-POI in UDM and HSS is
independent of the service type indicated in the warrant as long as the target is not indicated as anon-local ID.
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G.4 Data

G.4.1 Scope of interception

For the service type of Data, the NFs present in the packet core network provide the LI functions. This annex illustrates
the LIPF logic for 5GC and EPC as the two packet core networks.

The interception of service type of Dataincludes:
- Delivery of IRI, or CC based on the delivery type indicated in the warrant.
- When required, the delivery of packet data header reporting.
- When required, the delivery of LALS reports based on the LAL S triggering.
The CSP may have differing implementation options for the packet data header reporting and LAL S triggering.

In the case of EPC, the CSP may also have differing deployment optionsin choosing the NFs (SGW-based Vs PGW-
based) that provide the interception.

G.4.2 Top-level view

When the target identifier is one or more of IMSI, IMEI, MSISDN, the LI functionsin EPC are provisioned. When the
target identifier is one or more variants of SUPI, PEI, GPSI, the LI functionsin 5GC are provisioned.

Figure G.4-1 provides the top-level view of LIPF logic for the service type of Data.

LI provisioning for
Service Type Data

Target Id one or more of Target Id one or more of
{PEI, SUPI, GPSI} {IMEI, IMSI, MSISDN}
LI provisioning for LI provisioning for
Service Type Data Service Type Data
in 5GC in EPC

End of LI provisioning for
Service Type Data

Figure G.4-1: Top-level view of LIPF logic for the service type Data

Within figure G.4-1, PEI collectively represents PEIIMEI and PEIIMEISV. Likewise, SUPI represents SUPIIM S| and
SUPINAI whereas GPSI represents GPSIMISDN and GPSINAI.

ETSI



3GPP TS 33.128 version 17.6.0 Release 17 344 ETSI TS 133 128 V17.6.0 (2022-09)

G.4.3 5GC

G.4.3.1 The flow-chart

Figure G.4-2 showsthe LIPF logic in provisioning the LI functions for the 5GC for the service type of Data.
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LI provisioning for
Service Type Data in 5GC

UDM (IRI-POI)
(Target Id: PEI, SUPI, GPSI)

{ Delivery Type ).

| Delivery Type = CC

Delivery Type = IRl + CC Delivery Type = IRI |
A,\S-F o AMEF (IRI-PO) T SI,(\i/I'FP(ECIC-TFFZI GPSI
(Target Id: PEI, SUPI, GPSI) (Target Id: PEI, SUPI, GPSI) (Target Id: PEI, SUPI, GPSI}
I
SMF (IRI-POI) SMF (IRI-POI}
(Target Id: PEI, SUPI, GPSI) (Target Id: PEI, SUPI, GPSI)
I
SMF (CC-TF})
(Target Id: PEI, SUPI, GPSI) Packet Header
Reporting (PDHR) NO

required?

- TS33.127 [5] clause 6.2.3.3 YES

PDHR
deployment option

Option 2: MDF3

Option 1: UPF
SMF (IRI-TF) SMF (CC-TF)
(Target Id: PEI, SUPI, GPSI) (Target Id: PEI, SUPI, GPSI}

MDF3 (PDHR)
(Target Id: PEI, SUPI, GPSI)

Service Scope of LALS
Triggering applies?

NO

| TS33.127 [5] clause 7.3.3.3. YES

LTF
Deployment option

Option 1: LTF in NF of POI Option 2: LTF in MDF2
] ]

MDF2 (LTF)
(Target Id: SUPI, GPSI)

AMF (LTF}
(Target Id: SUPI, GPSI}

SMF (LTF}
(Target Id: SUPI, GPSI)

l

End of LI provisioning for
Service Type Data in 5GC

Figure G.4-2: LIPF logic for the service type Data in 5GC
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For the delivery type of IRI + CC, the IRI-POIs and the CC-TFs are provisioned. For the delivery type of IRI, the IRI-
POls and the IRI-TFs are provisioned. For the delivery type of CC, the CC-TFs are provisioned.

G.4.3.2 Interception

G.43.21 PDHR

There are two deployment options for the packet data header reporting. It is expected that the CSP implements one of
the two deployment options.

In PDHR option 1, the IRI-POI in the UPF (based on atrigger from IRI-TF present in the SMF) generates the xIRI.
Accordingly, the IRI-TFsin SMFs are provisioned.

In PDHR option 2, the CC-POI present in the UPF (based on atrigger from CC-TF present in the SMF) delivers the UP
packets as xCC to the MDF3, which in turn, forwards the same to the MDF2 and MDF2 would then generate the IRI
messages from the received xCC. Accordingly, the CC-TFsin SMFs, and the PDHR handling function in MDF3 are
provisioned.

G.4.3.2.2 LALS triggering

There are two deployment options for LALS triggering. It is expected that the CSP implements one of the two
deployment options.

In LALS triggering option 1, the LTF present in the host NF that has the associated |RI-POI triggers the LI-LCS Client.
Accordingly, the LTFsin AMFs and SMFs are provisioned.

In LALStriggering option 2, the LTF present in the MDF2 triggers the LI-LCS Client. Accordingly, the LTF in MDF2
is provisioned.

G.4.3.2.3 UDM

The UDM is expected to provide the IRI-POI functionsin the HPLMN only.

G.4.3.2.4 Summary

Table G.4-1 provides the scope of NF domain that provides the IRI-POI/CC-TF/CC-POI functions for the service type
of Datain the 5GC for various scenarios.

Table G.4-1: Scope of NF domain in 5GC providing the LI functions

. . . Roaming with LBO Roaming with HR
NFs with LI function Non-roaming VPLMN HPLMN VPLMN HPLMN
UDM IRI-POI n/a IRI-POI n/a IRI-POI
AMF IRI-POI IRI-POI n/a IRI-POI n/a
SMF IRI-POI IRI-POI n/a IRI-POI IRI-POI
SMF CC-TF CC-TF n/a CC-TF CC-TF
UPF CC-POI CC-POI n/a CC-POI CC-POI
Option 1 SMF IRI-TF IRI-TF n/a IRI-TF IRI-TF
UPF IRI-POI IRI-POI n/a IRI-POI IRI-POI
PDHR SMF CC-TF CC-TF n/a CC-TF CC-TF
Option 2 UPF CC-POI CC-POI n/a CC-POI CC-POI
MDF3 | PDHR PDHR n/a PDHR PDHR
. AMF LTF LTF n/a LTF n/a
b%;sermg Option 1 SME | LTF LTF nla LTF LTF
Option 2 MDF2 | LTF LTF n/a LTF LTF

NOTE 1: Theuseof "n/a" in the above table implies that the LI function is not applicable to the NF for the
indicated scenario.

NOTE 2: TheLIPF isnot aware of the above role played by the host NFsin providing the LI functions.
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NOTE 3: MDF2, MDF3 and LI-LCS Client which are also involved in providing the LI functions are not shown in
the tables above.

G.4.4 EPC
G.4.4.1 The flow-chart

Fgure G.4-3 shows the LIPF logic in determining the host NFs in EPC that have the L1 functions for the service type of
Data
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LI provisioning for

Service Type Data in EPC

HSS (IRI-POI)
(Target Id: IMEI, IMSI, MSISDN)

et

Delivery Type = IRI + CC

MME (IRI-POI)
(Target Id: IMEI, IMSI, MSISDN)
1
SGW/PGW (IRI-POI)
(Target Id: IMEI, IMSI, MSISDN)
1
SGW/PGW (CC-POI)
(Target Id: IMEI, IMSI, MSISDN)
1
SGW-C/PGW-C (IRI-POI)
(Target Id: IMEI, IMSI, MSISDN)
1
SGW-C/PGW-C {CC-TF)
(Target Id: IMEI, IMSI, MSISDN)

Based on the
. similar approach
used in5GC, TS |
33.127 [5], clause
6.2.3.3 ;

Option 1: SGW-U/PGW-U

elivery Type

Delivery Type = IRI
1

MME (IRI-POI)

(Target Id: IMEI, IMSI, MSISDN)

1
SGW/PGW (IRI-POI)

(Target Id: IMEI, IMSI, MSISDN)

1
SGW-C /PGW-C (IRI-POI)
(Target Id: IMEI, IMSI, MSISDN)

Packet Header

Delivery Type = CC

SGW/PGW (CC-POI)
(Target Id: IMEI, IMSI, MSISDN)

SGW-C/PGW-C (CC-TF)
(Target Id: IMEI, IMSI, MSISDN)

Reporting (PDHR) NO

required?

YES

: PDHR
deployment option

Option 2: MDF3

SGW-C/PGW-C (IRI-TF)
(Target Id: IMEI, IMSI, MSISDN)

SGW-C/PGW-C (CC-TF)
(Target Id: IMEI, IMSI, MSISDN)

SGW/PGW (CC-POI)

(Target Id: IMEI, IMSI, MSISDN)

MDF3 (PDHR)
(Target Id: IMEI, IMSI, MSISDN)

Based onthe

i similar approach |

used in 5GC, TS |

133,127 [5], clause |
7333

Service Scope of LALS

Triggering applies? NO

YES
|

Option 1: LTF in NF of POI
1

LTF
Deployment option

Option 2: LTF in MDF2
1

MME (LTF)
(Target Id: IMSI, MSISDN)

MDF2 (LTF)
(Target Id: IMSI, MSISDN)

SGW/PGW (LTF)
(Target Id: IMSI, MSISDN)

SGW-C/PGW-C (LTF)
(Target Id: IMSI, MSISDN)

End of LI provisioning for
Service Type Data in EPC

Figure G.4-3: LIPF logic for the service type Data in EPC
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For the delivery type of IRI + CC, the IRI-POlIs, the CC-TFs and the CC-POIs (when EPC is deployed without CUPS)
are provisioned. For the delivery type of IRI, the IRI-POIls and the IRI-TFs (when EPC is deployed with CUPS) are
provisioned. For the delivery type of CC, the CC-TFs and the CC-POls (when EPC is deployed without CUPS) are
provisioned.

For the L1 within the EPC, the CSP may deploy either an SGW-based interception or a PGW-based interception. The
LIPF logic in supporting the two deployment optionsisillustrated in figure G.4-4.

EPC
deployment option
handling

EPC
deployment option

SGW-based deployment option PGW-based deployment option

SGW (CC-POI) SGW (CC-POI)
(Target Id: IMEI, IMSI, MSISDN) (Target Id: IMEI, IMSI, MSISDN)

SGW (IRI-POI) SGW (IRI-POI)

(Target Id: IMEI, IMSI, MSISDN) (Target Id: IMEI, IMSI, MSISDN)
"SGW and SGW-C to provide the'

SGW-C {IRI-POI) SGW-C {IRI-POI) indicated LI function only for

(Target Id: IMEI, IMSI, MSISDN) (Target Id: IMEI, IMSI, MSISDN) inbound roamers with home-
. . routed roaming

SGW-C (IRI-TF) SGW-C (IRI-TF)
(Target Id: IMEI, IMSI, MSISDN) (Target Id: IMEI, IMSI, MSISDN)

SGW-C (CC-TF) SGW-C (CC-TF}
(Target Id: IMEI, IMSI, MSISDN) (Target Id: IMEI, IMSI, MSISDN)

SGW (LTF)

SGW (LTF) (Target Id: IMEI, IMSI, MSISDN)

(Target Id: IMEI, IMSI, MSISDN)

SGW-C (LTF)

SGW-C (LTF) (Target Id: IMEI, IMSI, MSISDN)

(Target Id: IMEI, IMSI, MSISDN)

PGW and PGW-C to provide the PGW (CC-POI) PGW (CC-POI)
indicated LI function only for (Target Id: IMEI, IMSI, MSISDN) (Target Id: IMEI, IMSI, MSISDN)
the outbound roamers

h PGW (IRI-POI) PGW (IRI-POI)
(Target Id: IMEI, IMSI, MSISDN) {Target Id: IMEI, IMSI, MSISDN)

PGW-C (IRI-POI) PGW-C (IRI-POI)
(Target Id: IMEI, IMSI, MSISDN) (Target Id: IMEL, IMSI, MSISDN)

PGW-C (IRI-TF) PGW-C (IRI-TF)
(Target Id: IMEL, IMSI, MSISDN) (Target Id: IMEI, IMSI, MSISDN)

PGW-C (CC-TF) PGW-C (CC-TF)
(Target Id: IMEI, IMSI, MSISDN) (Target Id: IMEI, IMSI, MSISDN})

PGW (LTF) PGW (LTF)
(Target Id: IMEI, IMSI, MSISDN) (Target Id: IMEI, IMSI, MSISDN)

PGW-C (LTF) PGW-C (LTF)
(Target Id: IMEL, IMSI, MSISDN) (Target Id: IMEL, IMSI, MSISDN)

Figure G.4-4: Two deployment options in EPC

The LIPF includes a parameter while provisioning the SGW/SGW-C and PGW/PGW-C.
To PGW/PGW-C, with the SGW based deployment option:

- Provide LI functions only for the targets that are outbound roaming with HR.
SGW/SGW-C, with the PGW based deployment option:

- Provide LI functions only for the targets that are inbound roaming with HR.

The above parameter is needed to avoid both SGW/SGW-C and PGW/PGW-C end up performing the interceptions for
the same packet data session.
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G.4.4.2 Interception

G4.4.21 PDHR

There are two deployment options for the packet data header reporting. It is expected that the CSP implements one of
the two deployment options.

In PDHR option 1, the IRI-POI present in the SGW-U/PGW-U (based on atrigger from IRI-TF present in the SGW-
C/IPGW-C) or the IRI-POI present in the SGW/PGW generates the xIRI. Accordingly, the IRI-TFsin SGW-C/PGW-C
and IRI-POI in SGW/PGW are provisioned.

In PDHR option-2, the CC-POI present in the SGW-U/PGW-U (based on atrigger from CC-TF present in the SGW-
C/PGW-C) or the CC-POI present in the SGW/PGW delivers the UP packets as xCC to the MDF3, whichin turn,
forward the same to the MDF2, and MDF2 would then would generate the IRl messages from the received xCC.
Accordingly, the CC-TF in SGW-C/PGW-C, CC-POI in SGW/PGW and the PDHR handling function in MDF3 are
provisioned.

G.4.4.2.2 LALS triggering

There are two deployment options for LALS triggering. It is expected that the CSP implements one of the two
deployment options.

In LALStriggering option 1, the LTF present in the host NF that has the associated IRI-POI triggersthe LI-LCS client.
Accordingly, the LTFsin MME, SGW, PGW, SGW-C and PGW-C (when EPC is deployed with CUPS) are
provisioned.

In LALS triggering option 2, the LTF present in the MDF2 triggers the LI-LCS Client. Accordingly, the LTF in MDF2
is provisioned.
G.4.4.23 SGW/PGW deployment options
For the IRI/CC generation, two deployment options are considered:
- SGW-based.
- PGW-based.
The CSP expected to implement one of the two options.

When SGW/SGW-C is provisioned, if the deployment option is PGW-based approach, then the SGW/SGW-C does not
perform an interception unless the target isinbound roaming with HR. Similarly, when the PGW/PGW-C is
provisioned, if the deployment option is SGW-based approach, then the PGW/PGW does not perform the interception
unless the target is outbound roaming with HR.

G.4.4.2.4 HSS

The HSS is expected to provide the IRI-POI functionsin the HPLMN only.

G.4.4.25 Summary

Table G.4-2 provides the scope of NF domain that provides the IRI-POI/CC-TF/CC-POI functions for the service type
of Datain the EPC for an SGW-based deployment option.
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Table G.4-2: Scope of NF Roaming with LBO Roaming with HR
domain in EPC providing the
LI functions (SGW-based Non-roaming
deployment)NFs with LI VPLMN HPLMN VPLMN HPLMN
function
HSS IRI-POI n/a IRI-POI n/a IRI-POI
MME IRI-POI IRI-POI n/a IRI-POI n/a
SGW IRI-POI IRI-POI n/a IRI-POI n/a
SGW CC-POI CC-POI n/a CC-POI n/a
PGW n/a n/a n/a n/a IRI-POI
PGW n/a n/a n/a n/a CC-POI
SGW-C IRI-POI IRI-POI n/a IRI-POI n/a
SGW-C CC-TF CC-TF n/a CC-TF n/a
SGW-U CC-POI CC-POI n/a CC-POI n/a
PGW-C n/a n/a n/a n/a IRI-POI
PGW-C n/a n/a n/a n/a CC-TF
PGW-U n/a n/a n/a n/a CC-POI
SGW IRI-POI IRI-POI n/a IRI-POI n/a
SGW-C IRI-TF IRI-TF n/a IRI-TF n/a
Option 1 SGW-U IRI-POI IRI-POI n/a IRI-POI n/a
PGW n/a n/a n/a n/a IRI-POI
PGW-C | n/a n/a n/a n/a IRI-TF
PGW-U | n/a n/a n/a n/a IRI-POI
PDHR SGW CC-POI CC-POI n/a CC-POI n/a
SGW-C | CC-TF CC-TF n/a CC-TF n/a
SGW-U | CC-POI CC-POI n/a CC-POI n/a
Option 2 | PGW n/a n/a n/a n/a CC-POI
PGW-C | n/a n/a n/a n/a CC-TF
PGW-U | n/a n/a n/a n/a CC-POI
MDF3 PDHR PDHR n/a PDHR PDHR
SGW LTF LTF n/a LTF n/a
. SGW-C | LTF LTF n/a LTF n/a
tl_r'i?‘:llésering Option 1 PGW n/a n/a n/a n/a LTF
PGW-C | n/a n/a n/a n/a LTF
Option 2 MDF2 LTF LTF n/a LTF LTF

Table G.4-3 provides the scope of NF domain that provides the IRI-POI/CC-TF/CC-POI functions for the service type
of Datain the EPC for a PGW-based deployment option.
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Table G.4-3: Scope of NF domain in EPC providing the LI functions (PGW-based deployment)

. . . Roaming with LBO Roaming with HR
NFs with LI function Non-roaming VPLMN HPLMN VPLMN HPLMN
HSS IRI-POI n/a IRI-POI n/a IRI-POI
MME IRI-POI IRI-POI n/a IRI-POI n/a
SGW n/a n/a n/a IRI-POI n/a
SGW n/a n/a n/a CC-POI n/a
PGW IRI-POI IRI-POI n/a n/a IRI-POI
PGW CC-POI CC-POI n/a n/a CC-POI
SGW-C n/a n/a n/a IRI-POI n/a
SGW-C n/a n/a n/a CC-TF n/a
SGW-U n/a n/a n/a CC-POI n/a
PGW-C IRI-POI IRI-POI n/a n/a IRI-POI
PGW-C CC-TF CC-TF n/a n/a CC-TF
PGW-U CC-POI CC-POI n/a n/a CC-POI
SGW n/a n/a n/a IRI-POI n/a
SGW-C | n/a n/a n/a IRI-TF n/a
Option 1 SGW-U | n/a n/a n/a IRI-POI n/a
PGW IRI-POI IRI-POI n/a n/a IRI-POI
PGW-C IRI-TF IRF-TF n/a n/a IRI-TF
PGW-U IRI-POI IRI-POI n/a n/a IRI-POI
PDHR SGW n/a n/a n/a CC-POI n/a
SGW-C | n/a n/a n/a CC-TF n/a
SGW-U | n/a n/a n/a CC-POI n/a
Option 2 | PGW CC-POI CC-POI n/a n/a CC-POI
PGW-C | CC-TF CC-TF n/a n/a CC-TF
PGW-U | CC-POI CC-POI n/a n/a CC-POI
MDF3 PDHR PDHR n/a PDHR PDHR
SGW n/a n/a n/a LTF n/a
. SGW-C | n/a n/a n/a LTF n/a
t"r%'ése fing Option 1 55w LTF LTF n/a n/a LTF
PGW-C LTF LTF n/a n/a LTF
Option 2 MDF2 LTF LTF n/a LTF LTF

NOTE 1. Theuseof "n/a" in the above table implies that the LI function is not applicable to the NF for the
indicated scenario.

NOTE 2: The LIPF isnot aware of the above role played by the host NFsin providing the LI functions.

NOTE 3: MDF2, MDF3 and LI-LCS Client which are also involved in providing the LI functions are not shown in
the tables above.

G.5 Voice

G.5.1 Scope of interception

For the service type of Voice, the NFs present in IMS domain provide the LI functions except for the case of inbound
roaming targets with home routed roaming architecture.

A target can be a subscriber of the CSP, an inbound roamer or anon-local ID. In the case where atarget is a non-local
ID, the party communicating with the target can be non-roaming, inbound roamer or outbound roamer. When atarget is
non-local ID, provisioning of HSS and LTF are not applicable.

The interception of service type of Voiceincludes:
- Delivery of IRI, or CC based on the delivery type indicated in the warrant.
- When required, the delivery of LALS reports based on the LALS triggering.

- Whether atarget isnon-local ID.
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- IMS services such as redirection, conferencing, application of media such as music or announcements.

The CSP may have differing implementation options for the interception of IRI and CC, for local aswell as non-local
ID targets. The CSP may also have differing implementation options for LALS triggering.

The CSP may have either an LBO based roaming architecture or a home-routed based roaming architecture.

G.5.2 |Initial configuration for N9HR/S8HR

To support the NOHR/S8HR (i.e. scenario 4 listed in clause G.2), the LIPF will have to configure the BBIFF/BBIFF-C
present in the packet core network. This appliesto all inbound roaming users using the IM S service.

Figure G.5-1 providesthe LIPF logic for NOHR/S8HR that is applicable to al inbounding roaming usersusing IMS
Services.

LI Configuring for
N9HR/S8HR

" Provide BBIFF-C for all inbound

|~ roamers using IMS service with
SMF (BB”:F-C) home-routed

(Target Id: HR, IMS Signaling)

| 56C

I S| Provide BBIFF and BBIFF-C for all |
- inbound roamers using IMS service
’ with home-routed :

SGW (BBIFF)
(Target Id: HR, IMS Signaling)

SGW-C (BBIFF-C)
(Target Id: HR, IMS Signaling)

EPC

End of LI Configuring
for N9HR/S8HR

Figure G.5-1: LIPF logic for initial configuration for N9HR/S8HR
When the packet core network is 5GC, the BBIFF-C function is provided by the SMF and when the packet core
network is EPC, the BBIFF-C/BBIFF function is provided by the SGW-C/SGW.
G.5.3 Top level LIPF logic for service type voice
When atarget ID isan IMPU, the warrant may specify whether atarget is non-local ID. The host NFs that provide the
LI functions when the target is non-local 1D can be different from the host NFs that provide the LI functions when the

target is not anon-local ID. The provisioning of IRI-POI in HSS and provisioning of LTF in support of LALS
triggering applies only when the target is not anon-local ID.
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Figure G.5-2 provides the top-level view of LIPF logic for the service type of Voice.

LI Provisioning for
Service Type Voice

Target Id

Target Id
{IMPU}

Target Id one or more of
{PEI (IMEI only), IMEI, IMP1}

Is the target
anon-local ID?

NO

YES HSS (IRI-POI)
(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)

Non-local ID target related Local ID target related LI
LI provisioning in IMS for provisioning in IMS for
Service Type of Voice Service Type of Voice

LMISF-IRI
(Target Id: PEI (IMEI only}), IMEI, IMPU, IMPI

End of LI provisioning for 3
) . } on-emergency
Service Type Voice . services only

Figure G.5-2: Top level view of LIPF logic for service type of Voice

Within figure G.5-2, PEI (IMEI only) represents PEIIMEI. The target identity in the IMPI format may contain a value
derived from a SUPI or an IMS|. The target identity in the IMPU format containing a SIP URI or TEL URI may contain
avaue derived from a GPSI, MSISDN, an E.164 number, or IMSI. Only IMPU is used for target non-local ID.

The LMISF-IRI is provisioned to support the interception of inbound roaming target (or party communicating with a
target non-local ID target isinbound roaming) with HR that uses IMS services. The LMISF-IRI is expected to provide
the LI functions only for non-emergency services.

G.5.4 LIPF logic for targets that are not non-local ID

G.5.4.1 The flowchart

Figures G.5-3, G.5-4, G.5-5 and G.5-6 show the LIPF logic for the service type of Voice when the target is not a non-
local ID.
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Local ID target related LI
provisioning in IMS for
Service Type of Voice

et o)

IRI + CC

Provisioning for
the delivery type
IRI

Provisioning for
the delivery type
cc

{ elivery Type )

Provisioning for
the delivery type
IRI

YES

Service Scope of LALS
Triggering applies?

NO

LALS triggering related LI provisioning
for Service Type Voice

Provisioning for
the delivery type
cc

\

End of local ID target related

LI provisioning in IMS for
Service Type of Voice

Figure G.5-3: Top level LIPF logic for service type of Voice when target is not a non-local ID

For the delivery type of IRI + CC, the IRI-POIs and the CC-TFs are provisioned. For the delivery type of IRI, the IRI-

POl s are provisioned. For the delivery type of CC, the CC-TFs are provisioned.
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Figure G.5-4 showsthe LIPF logic for the provisioning of IRI-POIs and figure G.5-5 shows the LIPF logic for the
provisioning of CC-TFs.

Provisioning for the delivery
type IRI

Provide IRI-POI for special services {(e.g. |
- conferencing) only or IRI-POI for STIR/SHAKEN |
| when the related trigger conditions are true. |

AS (IRI-POI)
(Target Id: PEI {(IMEI only), IMEI, IMPU, IMPI)

. According to TS 33.127 [5] clause |
! 7.4.6.2NOTE 1, S-CSCF may
 optionally (instead of E-CSCF) may
. provide the IRI-POI when a target
i is not roaming.

IMS
Deployment
option

Default Alternate option

vt ol fhositliand | arget 13.am utbund eamer |
(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI) (Target Id: PEI (IMEI only), IMEL, IMPU, IMP!) RS erdiesssEm s |
 redirected to an IP domain or the |
redirected party is outbound
| roamer with LBO or IRI-POI for '
. STIR/SHAKEN when the related |
; trigger conditions are true.

E-CSCF (IRI-POI)
e (Target Id: PEI (IMEI only), IMEI, IMPU, IMPI) IBCF (IRI-POI)
{ Provide IRI-POl when the | {Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)
| target is an inbound roamer !

with non-emergency |

services i

P-CSCF (IRI-POI)
(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI) MGCF (IRI-POI)
(Target Id: PEI (IMEI only), IMEI, IMPU, IMP1) [T

‘ Provide IRI-POI only when |
- the sessionis redirected to |
I . a CSdomain i

Additional STIR/SHAKEN related
LI provisioning

End of provisioning for the
delivery type IRI

Figure G.5-4: LIPF logic for delivery type of IRI for service type of Voice when target is not a non-
local ID

The S-CSCF, E-CSCF, P-CSCF, IBCF, MGCF and AS (in figure G.5-4) provide IRI-POI functions under certain
conditions as noted within the illustration. To prevent those IRI-POIs from providing the LI functions when not
supposed to, the LIPF may have to include a parameter during the provisioning. If STIR/'SHAKEN isrequired to be
intercepted in the network, then the provisioning of IRI-POIsin IBCF and AS include the parameter

ReportDiversionPASSporTInfo if the target identity is IMPU. Additional STIR/'SHAKEN related provisioning is
illustrated in figure G.5-6A.
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Provisioning for the delivery
type CC
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) o ) Provide CC-TF for special services
" Provide CC-TF only when the target | P-CSCF (CC-TF) & ERrEnE T, Sped iedle
s an outbound roamer with LBO or (Target Id: PEI (IMEI only), IMEI, IMPU, IMPI) prior to answer) only
i the sessionis redirected to an IP
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outbound roamer with LBO. IBCF (CC-TF)
(Target Id: PEI (IMEI only), IMEI IMPU, IMPI)

Provide CC-TF only when
| the session is redirected to
a CS domain |

End of provisioning for the
delivery type CC

Figure G.5-5: LIPF logic for delivery type of CC for service type of Voice when target is not a non-
local ID

The IBCF, MGCF and AS (in figure G.5-5) provide CC-TF functions under certain conditions as noted within the
illustration. To prevent those CC-TFs from triggering the CC-POIl's when not supposed to, the LIPF may have to include
a parameter during the provisioning.

Figure G.5-6 illustrates the LIPF logic for LALS triggering.
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o related LI provisioning for
Service Type Voice

Figure G.5-6: LIPF logic for LALS triggering for the service type of Voice

In LALS triggering option 1, the host NF that provides the LTF is same as the NF that provides the IRI-POI functions.

And therefore, the host NFs that provide the LTF can be different based on the IMS deployment options.

The P-CSCF, IBCF and LMISF-IRI (in figure G.5-6) provide LTF under certain conditions as noted within the

illustration. Under specia scenario, the SSCSCF may provide the IRI-POI for emergency services (instead of E-CSCF)
as specified in TS 33.127 [5]. To prevent those LTFs from providing the LI functions when not supposed to, the LIPF

may have to include a parameter during the provisioning.

Figure G.5-6A illustrates the LIPF logic for additional STIR/SHAKEN related provisioning.
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Additional STIR/SHAKEN related
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Interceptlon of
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J

YES

IMS
Deployment
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IBCF (LTF)
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4
' L y. y,

Provide IRI-POI only
for STIR/SHAKEN | ol
sl (" End of additional STIR/SHAKEN
. whentherelated |
 trigger conditions are | related
| true. LI provisioning

Figure G.5-6A: LIPF logic for additional STIR/SHAKEN related provisioning

For STIR/SHAKEN related reporting, IBCF, AS, P-CSCF (VPLMN with LBO), LMISF-IRI (VPLMN with HR)
provide the IRI-POI functions. The LIPF logic shown in figure G.5-6A is additional logic required to support the L1 for

STIR/SHAKEN.

Asillustrated in figure G.5-4, the IRI-POIsin P-CSCF, LMISF-IRI and AS are provisioned as part |MS-based voice LI.
Likewise, the IRI-POI in IBCF is also provisioned for IMS-based voice LI when the alternate option is used.

When the STIR/SHAKEN isrequired to be intercepted in the network, the IRI-POIsin IBCF and AS are to be
provisioned with ReportDiversionPA SSporTInfo value when the target identity is IMPU.
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G.5.4.2 Interception

G.5.4.2.1 IMS deployment

There are two deployment options for IMS for intercepting the service type of Voice (TS 33.127 [5]):
- Default.
- Alternate option.

It is expected that the CSP implements one of the two deployment options.

The conditions under which IRI-POI or CC-TF functions have to provisioned are illustrated within the drawing and are
further clarified in table G.5-1 and G.5-2.

G.5.4.2.2 LALS triggering

There are two deployment options for LALS triggering. It is expected that the CSP implements one of the two
deployment options.

In LALS triggering option 1, the LTF present in the host NF that has the associated |RI-POI triggers the LI-LCS Client.
In LALS triggering option 2, the LTF presentsin the MDF2 triggersthe LI-LCS Client.

G.5.4.23 Summary

Table G.5-1 provides the scope of NF domain that provides the IRI-POI/CC-TF/CC-POI functions for the service type
of Voice with the IMS deployment option Default.

Table G.5-1: Scope of NF domain in IMS providing the LI functions with Default option

. . Non- Roaming with LBO Roaming with HR
NS wtidn L) e roaming VPLMN HPLMN VPLMN HPLMN
HSS IRI-POI | n/a IRI-POl | n/a IRI-POI
AS (NOTE 6, NOTE 12) IRI-POI_| n/a IRI-POl_| n/a IRI-POI
AS (NOTE 7) CC-TF | nla CC-TF_ | nla CC-TF
MRFP (NOTE 7) CC-POI | n/a CC-POI | nla CC-POI
S-CSCF (NOTE 8) IRI-POl | n/a IRI-POI | n/a IRI-POI
E-CSCF (NOTE 8) IRI-POI | IRI-POI n/a IRI-POI n/a
P-CSCF n/a IRI-POI (NOTE 1) | n/a n/a n/a
P-CSCF CC-TF__ | CC-TF nla CC-TF (NOTE2) | nla
IMS-AGW CC-POI | CC-POI nla CC-POI (NOTE 2) | n/a
MGCF (NOTE 3) CC-TF | n/a CC-TF_ | nla CC-TF
IM-MGW (NOTE 3) CC-POI | n/a CC-POI | n/a CC-POI
IBCF (NOTE 14) IRI-POI_| IRI-POI IRI-POl_| IRI-POI IRI-POI
IBCF (NOTE 4) CC-TF_ | nia CC-TF_ | nla CC-TF
TrGW (NOTE 4) CC-POI | n/a CC-POI | nla CC-POI
LMISF-IRI (NOTE 1) nla n/a nla IRI-POI nla
LMISF-CC (NOTE 1) n/a n/a n/a CC-POI n/a
S-CSCF LTF n/a LTF n/a LTF
. E.CSCF_ | LTF LTF nla LTF nla
t'r-iALeSr 0 Option 1 "5 cSCE [ nia LTF (NOTE 1) n/a n/a n/a
ggering LMISF-IRI | n/a nla nla LTF (NOTE 1) nla
Option 2 | MDF2 LTF LTF LTF LTF LTF

Table G.5-2 provides the scope of NF domain that provides the IRI-POI/CC-TF/CC-POI functions for the service type
of Voice with the IMS deployment option Alternate option.
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Table G.5-2: Scope of NF domain in IMS providing the LI functions with Alternate option

NEs with LI function Non- Roaming with LBO Roaming with HR
roaming VPLMN HPLMN VPLMN HPLMN
HSS IRI-POI n/a IRI-POI n/a IRI-POI
AS (NOTE 6, NOTE 12) IRI-POI n/a IRI-POI n/a IRI-POI
AS (NOTE 7) CC-TF n/a CC-TF n/a CC-TF
MRFP (NOTE 7) CC-POI n/a CC-POI n/a CC-POI
P-CSCF IRI-POI IRI-POI n/a IRI-POI (NOTE 2) IRI-POI
P-CSCF CC-TF CC-TF n/a CC-TF (NOTE 2) CC-TF
IMS-AGW CC-POI CC-POI n/a CC-POI (NOTE 2) | CC-POI
MGCF (NOTE 3) IRI-POI n/a IRI-POI n/a IRI-POI
MGCF (NOTE 3) CC-TF n/a CC-TF n/a CC-TF
IM-MGW (NOTE 3) CC-POI n/a CC-POI n/a CC-POI
IBCE IRI-POI I(ﬁlc-)PT%lz IRI-POI IRI-POI I(Elc_)PT(él
(NOTE 13) 12) ' | (NOTE 13) | (NOTE 2, 14) 13)
IBCF (NOTE 4) CC-TF n/a CC-TF n/a CC-TF
TrGW (NOTE4) CC-POI n/a CC-POI n/a CC-POI
LMISF-IRI (NOTE 1) n/a n/a n/a IRI-POI n/a
LMISF-CC (NOTE 1) n/a n/a n/a CC-POI n/a
P-CSCF LTF LTF n/a LTF (NOTE 2) LTF
LALS Option 1 | IBCF n/a n/a LTF (NOTE n/a n/a
Triggerin 5)
ggering LMISF-IRI | n/a nla nla LTF (NOTE 1) nla
Option 2 | MDF2 LTF LTF LTF LTF LTF

NOTE 1: For non-emergency sessions only.
NOTE 2: For emergency sessions only.
NOTE 3: Only when an incoming session to atarget is redirected over a CS domain.

NOTE 4: Only when target is outbound roaming or when an incoming session to atarget is redirected over an IP
domain, or to an outbound roaming party with LBO.

NOTE 5: Only when the target is outbound roaming without a redirection.
NOTE 6: When the interception of conferencing servicesis required.
NOTE 7: When the content interception of conferencing, or application of music/ is required.

NOTE 8: For IMS emergency sessionsin fixed networks when the S-CSCF is on the signaling path, S-CSCF may
optionally (instead of E-CSCF) provide the IRI-POI functions with the default option.

NOTE 9: Theuse of "n/a" in the above table implies that the L1 function is not applicable to the NF for the
indicated scenario.

NOTE 10: The LIPF is not aware of the above role played by the host NFsin providing the L1 functions.

NOTE 11:MDF2, MDF3 and LI-LCS Client which are also involved in providing the LI functions are not shown in
the tables above.

NOTE 12:When the interception of STIR/SHAKEN is required.

NOTE 13:0nly when target is outbound roaming or when an incoming session to atarget is redirected over an IP
domain, or to an outbound roaming party with LBO, or when the interception of STIR/SHAKEN is
required.

NOTE 14:;Only when the interception of STIR/SHAKEN is required.
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G.5.4.24  STIR/SHAKEN

Sincethe IRI-POI in AS, in support of LI for special services such as conferencing, is always provisioned, the LIPF
logic hasto ensure that when the STIR/SHAKEN isrequired to be intercepted and the target 1d is IMPU, the
ReportDiversionPASSporTInfo isincluded as part of that provisioning.

Likewise, the IRI-POI in IBCF is also provisioned except for the case when the default option for IMS LI is deployed.
The diagram shown in figure G.5-6A illustrates that when STIR/SHAKEN isrequired to be intercepted and the target Id
isIMPU, the IRI-POI in IBCF is provisioned even with the default option of IMS LI with
ReportDiversionPASSporTInfo isincluded.

In general, when the STIR/SHAKEN is required to be intercepted in the network, and the target I1d is IMPU, the IRI-
POIsin AS and the IBCF are provisioned with ReportDiversionPASSporTInfo parameter included.

The diagram shown in figure G.5-6B below illustrates the LI provisioning just from STIR/SHAKEN perspective.
However, from an overall provisioning perspective, it is embedded within the LIPF logic of IMS LI provisioning as
illustrated in clause G.5.4.1.
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Figure G.5-6B: Localized LI provisioning view from STIR/SHAKEN perspective

The inclusion of ReportDiversionPASSporTInfo for provisioning of IRI-POI in P-CSCF and LMISF-IRI is not

required.

Table G.5-2A shows the NFs that will have to provide the STIR/SHAKEN L1 (signing) for various scenarios and the
table G.5-2B shows the NFs that will have to provide the STIR/SHAKEN LI (verification) for various scenarios.

The signing for STIR/'SHAKEN happensin the HPLMN except for the emergency sessions it can also happen in the
VPLMN. In these tables the indicated scenarios are from the perspective of target.

Table G.5-2A: Scope of NF domain in IMS providing the LI functions for STIR/SHAKEN (signing)

. HPLMN
Scenario CSP choice AS CSP choice is IBCF VPLMN
Emergency call IBCF IBCF IBCF
RCD present AS AS n/a
Intra-CSP session (signing/verification required) AS AS n/a
Intra-CSP session (signing/verification not required) n/a n/a n/a
Inter-CSP session AS IBCF n/a

Table G.5-2B: Scope of NF domain in IMS providing the LI functions for STIR/SHAKEN (verification)

. HPLMN
Scenario CSP choice AS | CSP choice is IBCF VPLMN

Emergency callback AS IBCF See NOTE 1
Inbound roaming with LBO n/a n/a P-CSCF
Inbound roaming with Home-Routed n/a n/a LMISF-IRI
Intra-CSP session (signing/verification required) AS AS See NOTE 1
Intra-CSP session (signing/verification not required) | AS (see NOTE 2) | AS (see NOTE 2) See NOTE 1
Inter-CSP session AS IBCF/AS (NOTE 3) See NOTE 1

NOTE 1: Same asin the row for inbound roaming (LBO) and inbound roaming (HR).

NOTE 2: Thisisthe case where the redirection happens with the outgoing SIP INVITE containing the validation
result and the REQUEST URI isatarget identity (see clause 7.11.2.3). The AS may or may not interact

with the Verification AS.

NOTE 3: ThelRI-POI isin IBCF. The IRI-POI can bein AS for the special redirection case depicted in NOTE 2

(seeclause 7.11.2.3).

The indicated CSP choice is applicable when the signing/verification of only inter-CSP session is required. The CSP
choice for signing and verification need not be the same.

G.5.5 LIPF logic for targets that are non-local ID

G.5.5.1 The flowchart

Figures G.5-7, G.5-8 and G.5-9 show the LIPF logic for the service type of Voice when the target isanon-local ID.
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the delivery type the delivery type the delivery type
IRI IRI CcC

Provisioning for
the delivery type
ccC

End of non-local ID target
related LI provisioning in IMS
for Service Type of Voice

Figure G.5-7: LIPF logic for service type of Voice when target is a non-local ID

For the delivery type of IRl + CC, the IRI-POIls and the CC-TFs are provisioned. For the delivery type of IRI, the IRI-

POls are provisioned. For the delivery type of CC, the CC-TFs are provisioned.

Figure G.5-8 shows the LIPF logic for the provisioning of IRI-POIls and figure G.5-9 shows the LI1PF logic for the
provisioning of CC-TFs.

ETSI



3GPP TS 33.128 version 17.6.0 Release 17

366 ETSI TS 133 128 V17.6.0 (2022-09)

: Provide IRI-POI only when the

party communicating with the
i target non-local ID is a non-roamer i
Provide IRI-POI only when
i the party communicating |

i or an outbound roamer or provide |
IRI-POI only for STIR/SHAKEN

(

rovisioning for the deliv
type IRI

eﬂ

with the target non-local ID |
is a non-roamer or an
outbound roamer.

i when the party communicating |
with the target non-local ID is
inbound roamer with STIR/
SHAKEN related trigger conditions |

IMS
Deployment

are true.

Default

Default: HPLMN
Alternate: VPLMN
1

Option ]

Alternate: HPLMN Alternate option

Default: VPLMN

MGCF (IRI-POI)
(Target Id: IMPU)

IBCF {IRI-POI)
{Target Id: IMPU)

MGCF IRI-POI)
(Target Id: IMPU)

IBCF (IRI-POI)
(Target Id: IMPU)

S-CSCF {IRI-POI)
{Target Id: IMPU)

P-CSCF (IRI-POI) IBCF {IRI-POI)
(Target Id: IMPU) (Target Id: IMPU)

P-CSCF (IRI-POI)
(Target Id: IMPU)

Provide IRI-POI only when the party
communicating with the non-local ID

Provide IRI-POIl only when |
the party communicating |

target is an inbound roamer and the
CSP has implemented a LBO with
home routed media or IRI-POI for

i Provide IRI-POI only when |

When the party communicating with the

target non-local ID is an inbound roamer,
provide IRI-POI only when the CSP has

implemented a LBO with home routed media |

L or provide only STIR/SHAKEN related IRI-POI |

with the target non-local ID
is an inbound roamer

| Add

LI provisioning for non-local ID

STIR/SHAKN when the related trigger
conditions are true.
Otherwise, provide only the STiR/
SHAKEN related IRI-POI when the
party communicating with the target

the party communicating
| with the target non-local ID |
is an inbound roamer.

itional STIR/SHAKEN related

when the related trigger conditions are true. |

non-local ID is non-roamer or

(

outbound roamer with STIR/SHAKEN
related trigger conditions are true.

nd of provisioning for th
delivery type IRI

)

Figure G.5-8: LIPF logic for delivery type of IRI for service type of Voice when target is a non-local ID

The P-CSCF, IBCF and MGCEF (in figure G.5-8) provide IRI-POI functions under certain conditions as noted within the

illustration. To prevent those IRI-POIs from provid
include a parameter during the provisioning.

ing the LI functions when not supposed to, the LIPF may have to

If STIR/'SHAKEN isrequired to be intercepted in the network, the provisioning of IRI-POI in IBCF include the
parameter ReportDiversionPASSporTInfo. Additional STIR/SHAKEN related provisioning for target non-local 1D is

illustrated in figure G.5-9A.
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Figure G.5-9: LIPF logic for delivery type of CC for service type of Voice when target is a non-local ID
The P-CSCF, IBCF and MGCEF (in figure G.5-9) provide CC-TF functions under certain conditions as noted within the
illustration. To prevent those CC-TFs from triggering the CC-POI when not supposed to, the LIPF may have to include
a parameter during the provisioning.

Figure G.5-9A illustrates the LIPF logic for additional STIR/SHAKEN related provisioning for target non-local ID.
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Figure G.5-9A: LIPF logic for additional STIR/SHAKEN related provisioning for target non-local ID

For STIR/SHAKEN related reporting IBCF, AS, P-CSCF (VPLMN with LBO), LMISF-IRI-POI (VPLMN with HR)
provide the IRI-POI functions. The LIPF logic shown in figure G.5-9A is additional logic required to support the
STIR/SHAKEN when the target is non-local 1D.

Asillustrated in figure G.5-8, the IRI-POIsin P-CSCF, LMISF-IRI are provisioned as part IMS-based voice LI.
Likewise, the IRI-POI in IBCF is also provisioned for IMS-based voice LI when default option isused in HPLMN, or
when alternate options are used in both HPLMN and VPLMN.

When the interception of STIR/SHAKEN isrequired in the network, the IRI-POIsin IBCF and AS are to be
provisioned with ReportDiversionPASSporTInfo value.

G.5.5.2 Interception

G.5.5.2.1 IMS deployment

There are two deployment options for IMS for intercepting the service type of Voice (TS 33.127 [5]):
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- Default.
- Alternate option.
It is expected that the CSP implements one of the two deployment options.

The conditions under which IRI-POI or CC-TF functions have to provided are illustrated within the deawing and are
further clarified in table G.5-3 and G.5-4. The LIPF may have to indicate to the IRI-POI and CC-TF the condition in
which they have to provide the respective functions.

G.5.5.2.2 Summary

Table G.5-3 provides the scope of NF domain that provides the IRI-POI/CC-TF/CC-POI functions for the service type
of Voice with the IMS deployment option Default in HPLMN.

Table G.5-3: Scope of NF domain in IMS providing the LI functions with Default in HPLMN

Roaming with LBO Roaming with HR

NF with LI function Non-roaming VPLMN HPLMN VPLMN HPLMN
Default Alternate
P-CSCF n/a IRI-POI n/a n/a n/a n/a
P-CSCF n/a CC-TF n/a n/a n/a n/a
IMS-AGW n/a CC-POI n/a n/a n/a n/a
AS (NOTE 5) IRI-POI n/a n/a IRI-POI n/a IRI-POI
MGCF IRI-POI n/a n/a IRI-POI n/a IRI-POI
MGCF CC-TF n/a n/a CC-TF n/a CC-TF
IM-MGW CC-POI n/a n/a CC-POI n/a CC-POI
IRI-POI IRI-POI

IBCF IRI-POI (NOTE 5) IRI-POI IRI-POI (NOTES5) IRI-POI
IBCF CC-TF n/a CC-TF CC-TF n/a CC-TF
TrGW CC-POI n/a CC-POI CC-POI n/a CC-POI
LMISF-IRI n/a n/a n/a n/a IRI-POI n/a
LMISF-CC n/a n/a n/a n/a CC-POI n/a

Table G.5-4 provides the scope of NF domain that provides the IRI-POI/CC-TF/CC-POI functions for the service type
of Voice with the IMS deployment option Alternate option in HPLMN.

Table G.5-4: Scope of NF domain in IMS providing the LI functions with Alternate option in HPLMN

Roaming with LBO Roaming with HR

NF with LI function | Non-roaming VPLMN HPLMN VPLMN HPLMN
Default Alternate

P-CSCF n/a IRI-POI n/a n/a n/a n/a
P-CSCF n/a CC-TF n/a n/a n/a n/a
IMS-AGW n/a CC-POI n/a n/a n/a n/a
AS (NOTE 5) IRI-POI n/a n/a IRI-POI n/a IRI-POI
S-CSCF IRI-POI n/a n/a IRI-POI n/a IRI-POI
MGCF CC-TF n/a n/a CC-TF n/a CC-TF
IM-MGW CC-POI n/a n/a CC-POI n/a CC-POI
IBCF (NOTE 5) IRI-POI IRI-POI IRI-POI IRI-POI IRI-POI I-IRI-POI
IBCF CC-TF n/a CC-TF CC-TF n/a CC-TF
TrGW CC-POI n/a CC-POI CC-POI n/a CC-POI
LMISF-IRI n/a n/a n/a n/a IRI-POI n/a
LMISF-CC n/a n/a n/a n/a CC-POI n/a

NOTE 1: Intables G.5-3 and G.5-4, the use of the phrase non-roaming/roaming applies to the party communicating
with the target non-local ID.

NOTE 2: Theuse of "n/a" in the above table implies that the LI function is not applicable to the NF for the
indicated scenario.

NOTE 3: TheLIPF isnot aware of the above role played by the host NFsin providing the LI functions.
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NOTE 4: MDF2, MDF3 and LI-LCS Client which are also involved in providing the LI functions are not shown in
the tables above.
NOTE 5: Only when the interception of STIR/SHAKEN isrequired.

G.5.5.2.3 STIR/SHAKEN

When the target is non-local 1D, the IRI-POI in ASis not provisioned for IMS-LI. The IRI-POI in IBCF is provisioned
except for the case where the alternate option is deployed in the HPLMN for IMS LI (target non-local 1D) and default
option isused for IMS-LI inthe VPLMN (target non-local ID).

The diagram shown in figure G.5-9A illustrates that when the interception of STIR/SHAKEN isrequired in the
network, and the target Id is IMPU, and the target is non-local 1D, the IBCF is provisioned even when the aternate
option for IMS LI isused inthe HPLMN and default optionisused for IMSLI inthe VPLMN.

The diagram shown in figure G.5-6A (clause G.5.4.1) illustrates the LI provisioning just from STIR/SHAKEN
perspective. However, from an overall provisioning perspective for target non-local ID, it is embedded within the LIPF
logic of IMS LI provisioning asillustrated in clause G.5.5.1.

Table G.5-5 shows the NFs that will have to provide the STIR/SHAKEN LI (signing) for various scenarios and table
G.5-6 shows the NFsthat will have to provide the STIR/SHAKEN LI (verification) for various scenarios.

The signing for STIR/SHAKEN happens in the HPLMN. In these tables the indicated scenarios are from the
perspective of the party communicating with the target non-local ID.

Table G.5-5: Scope of NF domain in IMS providing the LI functions for STIR/SHAKEN (signing)

Scenario CSP choice AS CSP choice is IBCF
RCD present AS AS
Intra-CSP session (signing/verification required) AS AS
Intra-CSP session (signing/verification not required) | n/a n/a
Inter-CSP session AS IBCF

Table G.5-6: Scope of NF domain in IMS providing the LI functions for STIR/SHAKEN (verification)

Scenario HPLMN VPLMN

CSP choice AS | CSP choiceis IBCF Default Alternate
Inbound roaming with LBO n/a n/a P-CSCF IBCF
Inbound roaming with Home-Routed n/a n/a LMISF-IRI LMISF-IRI
Intra-CSP session (signing/verification AS AS See NOTE See NOTE
required)
Intra-CSP session (signing/verification AS AS See NOTE See NOTE
not required)
Inter-CSP session AS IBCF See NOTE See NOTE

NOTE: Sameasin the rowsfor inbound roaming (LBO) and inbound roaming (HR).

The indicated CSP choice is applicable when the signing/verification of only inter-CSP session is required. The CSP
choice for signing and verification need not be the same.

G.6 Messaging

G.6.1 Scope of interception

Theillustrations shown in the annex for the service type Messaging includes:
- MMS
- SMS
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Theinterception for the MM S is done by the IRI-POI and CC-POI present in the MM S Proxy Relay. The interception
for the SMSis done by the IRI-POI present in the SM SF and the MME (when MME provides the SM S service) and the
IMS domain for SMS over IMS.

A target can be a subscriber of the CSP, an inbound roamer or anon-local ID. In the case where atarget is a non-local
ID, the party communicating with the target can be non-roaming, inbound roamer or outbound roamer. When atarget is
non-local ID, provisioning of HSS and LTF are not applicable.

For NOHR/SBHR, the LI functions for the inbound roamers are provided in the LMISF-IRI. To support the interception
in LMISF-IRI, theinitial configuration for N9HR/S8HR will have to be done asiillustrated in clause G.5.2.

The interception of service type of Messaging includes:

- Delivery of IRI or CC based on the delivery type indicated in the warrant (the delivery of CC is applicable to
MMS only).

- Whether atarget isnon-local ID.
- When required, the delivery of LAL S reports based on the LALS triggering (applicable to SMS only).

Inview of SMS over IMS, the CSP may have either an LBO based roaming architecture or a home-routed based
roaming architecture. The CSP may have differing implementation options for LALS triggering.

Table G.6-1 shows the target identities that are applicable to different type of SMS use.

Table G.6-1: Target IDs as applicable to the interception of service type Messaging

SMS method GPSI SUPI PEI MSISDN IMSI IMEI IMPU IMPI
MMS YES n/a n/a YES n/a n/a n/a n/a
MMS (target non-local ID) YES n/a n/a YES n/a n/a n/a n/a
SMS over IMS (local) YES As IMPI | As IMEI As IMPI YES YES YES

(NOTE) YES
(NOTE)

SMS over IMS (non-local ID) YES n/a n/a YES n/a n/a YES n/a
SMS over 5GS YES YES YES As GPSI | AsSUPI | AsPEI | n/a n/a
SMS over 5GS (target non-local ID) | YES n/a n/a As GPSI | n/a n/a n/a n/a
SMS over EPS n/a n/a n/a YES YES YES n/a n/a
SMS over EPS (target non-local ID) | n/a n/a n/a YES n/a n/a n/a n/a

The target identity PEI collectively represents PEIIMEI and PEIIMEISV. Likewise, SUPI represents SUPIIMSI and
SUPINAI whereas GPSI represents GPSIMISDN and GPSINAI. The target identity in the IMPI format may contain a
value derived from a SUPI or an IMSI. The target identity in the IMPU format containing a SIP URI or TEL URI may
contain a value derived from a GPSI, MSISDN, an E.164 number, or IMSI.

NOTE: The GPSI and MSISDN may also be the target IDs as an IMPU.

A part of LIPF logic is based on the target identity applicability shown intable G.6-1.

G.6.2 LIPF logic for service type messaging

G.6.2.1 Flowcharts

Figure G.6-1 provides the top-level view of LIPF logic for the service type of Messaging.
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MMS Proxy Relay (IRI-POI)
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(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI, MSISDN, IMS)

LALS triggering related provisioning for
Service Type Messaging

End of LI provisioning for
Service Type Messaging

Figure G.6-1: Top-level view of LIPF logic for service type of Messaging

The IRI-POI in HSS, UDM and LMISF-IRI are provisioned only when atarget is not a non-local 1D.

Figure G.6-2 shows the LIPF logic for service type Messaging with SMS over IMS.
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(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)
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inbound roamer

LMISF-IRI
(Target Id: PEI (IMEI only), IMEI, IMPU, IMPI)

Non-emergency
LI provisioning in IMS for services only
Service Type Messaging

Figure G.6-2: LIPF logic for service type of Messaging for SMS over IMS

The P-CSCF (in figure G.6-2) provides IRI-POI functions under certain conditions as noted within the illustration. To

prevent the IRI-POI in P-CSCF from providing the L1 functions when not supposed to, the LIPF may have to include a
parameter during the provisioning.

Figure G.6-3 showsthe LIPF logic for LAL S triggering with service type of Messaging.
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End of LALS triggering related
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Figure G.6-3: LIPF logic for LALS triggering for the service type of Messaging

The P-CSCF (in figure G.6-3) provides L TF functions under certain conditions as noted within the illustration. To
prevent LTF in P-CSCF from providing the LI functions when not supposed to, the LIPF may have to include a

parameter during the provisioning.
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G.6.2.2 Interception

G.6.2.2.1 IMS deployment

There are two deployment options for IMS for intercepting the service type of Messaging for SMS over IMS:
- Default.
- Alternate option.

It is expected that the CSP implements one of the two deployment options.

The conditions under which IRI-POI functions have to be provisioned are illustrated within the drawing and are further
clarified in tables from G.6-3 to G.6-6.

G.6.2.2.2 LALS triggering

There are two deployment options for LALS triggering. It is expected that the CSP implements one of the two
deployment options.

In LALS triggering option 1, the LTF present in the host NF that has the associated |RI-POI triggers the LI-LCS Client.
In LALS triggering option 2, the LTF presentsin the MDF2 triggersthe LI-LCS Client.

G.6.2.2.3 Summary

Table G.6-2 provides the scope of NF domain that provides the IRI-POI/CC-POI/LTF functions for the service type of
Messaging.

Table G.6-2: Scope of NF domain providing the LI functions for service type Messaging

. . Non- Roaming with LBO Roaming with HR
1P wtidn L nedo roaming VPLMN HPLMN VPLMN HPLMN
MMS Proxy Relay IRI-POI n/a IRI-POI n/a IRI-POI
MMS Proxy Relay CC-POI n/a CC-POI n/a CC-POI
SMSF IRI-POI IRI-POI n/a IRI-POI n/a
MME (with SMS service) IRI-POI IRI-POI n/a IRI-POI n/a
IMS NFs See table G.6-3, table G.6-4, table 6.5 and table 6.6.
SMSF LTF LTF n/a LTF n/a
LALS Option 1 MME LTF LTF n/a LTF n/a
triggering IMS NFs See table G.6-3 and table 6.4
Option 2 MDF2 LTF | LTF [ LTF | LTF | LTF

Table G.6-3 provides the scope of NF domain in the IM S that provides the IRI-POI/LTF for SMS over IMS when the
target is not anon-local 1D with default IMS deployment option.

Table G.6-3: Scope of NF domain in IMS providing the LI functions for SMS over IMS (local ID) with

Default
. . Non- Roaming with LBO Roaming with HR
s et ) o roaming VPLMN HPLMN VPLMN HPLMN

P-CSCF n/a IRI-POI (NOTE 1) | n/a n/a n/a
E-CSCF IRI-POI IRI-POI n/a IRI-POI n/a

S-CSCF IRI-POI n/a IRI-POI n/a IRI-POI
LMISF-IRI n/a n/a n/a IRI-POI (NOTE 1) | n/a
P-CSCF n/a LTF (NOTE 1) n/a n/a n/a
. E-CSCF n/a LTF n/a LTF n/a
;%;Se fing Option1 "5 cscF [ LTF n/a LTF n/a LTF
LMISF-IRI | n/a n/a n/a LTF (NOTE1) n/a
Option 2 | MDF2 LTF LTF LTF LTF LTF
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Table G.6-4 provides the scope of NF domain in the IMS that provides the IRI-POI/LTF for SMS over IMS when the
target is not anon-local ID with Alternate IMS deployment option.

Table G.6-4: Scope of NF domain in IMS providing the LI functions for SMS over IMS (local ID) with
Alternate option

. . . Roaming with LBO Roaming with HR
NFs with LI function Non-roaming VPLMN HPLMN VPLMN HPLMN

P-CSCF IRI-POI IRI-POI n/a IRI-POI (NOTE 2) | IRI-POI
IBCF n/a n/a IRI-POI n/a n/a
LMISF-IRI n/a n/a n/a IRI-POI (NOTE 1) | n/a
P-CSCF LTF LTF n/a LTF (NOTE 2) n/a
LALS Option1 | IBCF n/a n/a LTF n/a n/a
triggering LMISF-IRI | n/a n/a n/a LTF (NOTE 1) n/a
Option 2 | MDF2 LTF LTF LTF LTF LTF

Table G.6-5 provides the scope of NF domain in the IM S that provides the IRI-POI/LTF for SMS over IMS when the
target isanon-local 1D with default IMS deployment option.

Table G.6-5: Scope of NF domain in IMS providing the LI functions for SMS over IMS (nhon-local ID)

with Default
. . . Roaming with LBO Roaming with HR
NFs with LI function Non-roaming VPLMN HPLMN VPLMN HPLMN
P-CSCF n/a IRI-POI n/a n/a n/a
S-CSCF IRI-POI n/a IRI-POI n/a IRI-POI
LMISF-IRI n/a n/a n/a IRI-POI n/a

Table G.6-6 provides the scope of NF domain in the IM S that provides the IRI-POI/LTF for SMS over IMS when the
target isanon-local ID with Alternate IM S deployment option.

Table G.6-6: Scope of NF domain in IMS providing the LI functions for SMS over IMS (non-local ID)
with Alternate option

. . . Roaming with LBO Roaming with HR
NFs with LI function Non-roaming VPLMN HPLMN VPLMN HPLMN
P-CSCF IRI-POI IRI-POI n/a n/a IRI-POI
IBCF n/a n/a IRI-POI n/a n/a
LMISF-IRI n/a n/a n/a IRI-POI n/a

NOTE 1: Only for SMSover IMS not involving the emergency center.

NOTE 2: Only for SMS over IMS to emergency centers.

NOTE 3: Theuse of "n/a" in the above table implies that the L1 function is not applicable to the NF for the

indicated scenario.

NOTE 4: The LIPF isnot aware of the above role played by the host NFsin providing the L1 functions

NOTE 5: MDF2, MDF3 and LI-LCS Client which are also involved in providing the LI functions are not shown in
the tables above.
G.7.1 Scope of interception

Theillustrations shown in this clause are for the service type PTC.
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The interception of service type of PTC isdone by the IRI-POI and CC-POI present in the PTC server and includes
delivery of IRI or CC based on the delivery type indicated in the warrant.

The following target identifiers are applicable to the service type of PTC for provisioning the IRI-POI/CC-PQOI at the
PTC Server:

- IMPU.
- IMPI.
- MCPTTID.
- Instant ID URN.
- Chat group ID.
The following target identifiers are applicable to the service type of PTC for provisioning the IRI-POI at the HSS:
- IMPU.
- IMPIL.

The target identity in the IMPU format may contain a SIP URI, TEL URI.

G.7.2 LIPF logic for service type of PTC

Figure G.7-1 illustrates the L1PF logic for the provisioning of IRI-POI/CC-POI in the PTC server.
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LI provisioning for
Service Type PTC

Target Id: One or more of
{IMPU, IMPI, MCPTT ID, Instant ID URN, Chat Group ID}

PTC Server (IRI-POI, CC-POI)
(Target Id: IMPU. IMPI, MCPTT ID, Instant ID URN, Chat Group ID)

HSS (IRI-POI)
(Target Id: IMPU. IMPI)

End of LI provisioning for
Service Type PTC

Figure G.7-1: LIPF logic for provisioning the IRI-POI/CC-POI in PTC Server for the service type of PTC

When the Chat Group ID is used as the target ID, the PTC server happens to intercept when the indicated chat group 1D
isused for aPTC chat session.

G.8 LALS

G.8.1 Scope of interception

Theillustrations shown in this clause are for the service type LALS.

The interception of service type of LALS includes the delivery of target’ s location information either immediate (at the
time of provisioning) or periodic by the LI-LCS Client.

G.8.2 LIPF logic for service type of LALS

Figure G.8-1 illustrates the L1PF logic for the provisioning of LI-LCS Client.
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LI provisioning for
Service Type LALS

LI-LCS Client
(Target Id: SUPI, GPSI, IMSI, MSISDN, IMPU)

End of LI provisioning for
Service Type LALS

Figure G.8-1: LIPF logic the provisioning of LI-LCS Client for the service type of LALS
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Annex H (normative): XSD Schema for State Transfers

<?xm version="1.0" encodi ng="utf-8"?>
<xs:schema xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema"
xm ns: etsi X1="http://uri.etsi.org/ 03221/ X1/2017/10"
xm ns="urn:3GPP: ns: | i : 3GPPStateTransfer:r17: v1"
tar get Nanespace="urn: 3GPP: ns: | i : 3GPPSt at eTransfer:r17: v1"
el emrent For nDef aul t =" qual i fi ed" >

<xs:inport namespace="http://uri.etsi.org/ 03221/ X1/2017/10"/>

<xs: el ement name="TFLI State" type="TFLI State"></xs: el ement >
<xs: conpl exType nanme="TFL| St at e" >
<XS: sequence>
<xs: el ement name="PDUSessi onl D' type="PDUSessi onl D'></xs: el ement >
<xs: el ement name="XID' type="etsi X1: XI d"></ xs: el emrent >
<xs:element name="Correl ati onl D' type="xs: nonNegati vel nt eger"></xs: el ement >
<xs:el ement name="TriggeredTasks" type="ListO TriggeredTasks"></xs: el ement>
</ xs: sequence>
</ xs: conpl exType>

<xs:element nanme="PO LI State" type="PA LI St ate"></xs: el ement>
<xs: conpl exType name="PJd LI St ate">
<Xs:sequence>
<xs: el ement nanme="PDUSessi onl D' type="PDUSessi onl D'></xs: el enent >
<xs:element nane="XID' type="etsi XL: Xl d"></xs: el ement >
<xs: el ement nanme="SequenceNunber" type="xs:unsi gnedl nt"></xs: el ement >
<xs: el ement nanme="Correl ati onl D' type="xs: nonNegati vel nt eger"></xs: el ement >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="Li st Of Tri gger edTasks" >
<XS:sequence>
<xs: el ement name="TriggeredTask" type="TriggeredTask" m nCccurs="0"
maxCccur s="unbounded" ></ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="Tri gger edTask" >
<Xxs:sequence>
<xs:el ement name="XID' type="etsi X1: XI d"></ xs: el emrent >
<xs: el ement name="NElI D' type="etsi X1: Nel denti fi er"></xs: el ement >
</ xs: sequence>
</ xs: conpl exType>

<xs: si npl eType nane="PDUSessi onl D" >
<xs:restriction base="xs:unsignedlnt">
<xs: m nlncl usive val ue="0"/>
<xs: maxl ncl usi ve val ue="255"/>
</xs:restriction>
</ xs: si npl eType>

</ xs: schema>
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2019-09 |SA#85 [SP-190634 0030 (1 F Errors in the clauses of Cell Site Report 15.2.0
2019-09 [SA#85 |SP-190634 |0033 |1 F LI activation at the CC-POI after previous failure 15.2.0
2019-09 |[SA#85 |SP-190634 |0046 |- F Start of interception - Reporting SUCI 15.2.0
2019-09 [SA#85 |SP-190635 |0036 |1 F AMF Registration Update 16.0.0
2019-09 |SA#85 [SP-190635 0037 (1 F AMF Deregistration Update 16.0.0
2019-09 [SA#85 [SP-190635 (0038 |- F Location update triggering 16.0.0
2019-09 |SA#85 [SP-190635 (0040 (1 F Reporting SUPI in Unsuccessful Registration 16.0.0
2019-09 |SA#85 [SP-190635 |0041 (1 F SUPI Unauthenticated Clarification 16.0.0
2019-09 [SA#85 |SP-190635 |0042 |1 F Mandatory Inclusion of OtherMessage Parameter 16.0.0
2019-09 |[SA#85 |SP-190635 (0044 |1 F Task Details Required for Positioning 16.0.0
2019-09 |[SA#85 |SP-190635 (0045 |1 F LALS Report Record Note 16.0.0
2019-09 [SA#85 |SP-190662 |0050 |3 C Addition of map datum for geographicalCoordinates 16.0.0
2019-09 [SA#85 |SP-190662 |0051 |2 F Stage 3 text to service scoping 16.0.0
2019-12 [SA#86 |SP-190984 (0053 |1 A Inclusion of Product XID in triggering scenarios 16.1.0
2019-12 |SA#86 [SP-190984 0055 (1 A LALS Reference Correction 16.1.0
2019-12 |SA#86 [SP-190985 [0057 |- F Rapporteur fixes in TS 33.128 16.1.0
2019-12 [SA#86 |SP-190985 |0059 |1 D Editorial name change for ETSI TS 103 221-x references 16.1.0
2020-03 |SA#87-e|SP-200030 |0061 |- A Wrong ASN.1 coding of parameters AMFPointer and AMFSetID 16.2.0
2020-03 [SA#87-e[SP-200031 (0062 |- F Cading of payload direction in xIRIs 16.2.0
2020-03 |SA#87-e|SP-200031 |0063 |- F Clarification on 3GPP identifier coding over LI_X2 and LI_HI2 16.2.0
2020-03 [SA#87-e|SP-200030 |0065 |1 A A clarification to the xIRI SMFPDUSessionRelease record 16.2.0
2020-03 [SA#87-e[SP-200031 (0066 |- F Cading of "other target identifier" conditional attributes in xIRIs 16.2.0
2020-03 [SA#87-e|SP-200031 (0070 |1 F UDM Serving System based on serving MME 16.2.0
2020-07 | SA#88-e[SP-200407 0073 (1 B EPC porting 16.3.0
2020-07 |SA#88-e|SP-200407 (0074 |1 F Corrections to target identifier formats 16.3.0
2020-07 | SA#88-e[SP-200407 |0075 (1 B IRI fields for ATSSS 16.3.0
2020-07 |SA#88-e[SP-200407 |0076 (1 B Drafting rule update 16.3.0
2020-07 [SA#88-e|SP-200407 |0077 |1 F Fixing ASN.1 to match drafting rules 16.3.0
2020-07 [SA#88-e|SP-200407 |0078 |2 F Clarification and Correction of LALS Service Scoping 16.3.0
2020-07 [SA#88-e|SP-200407 |0083 |1 C Enhanced AMF Location Update Reporting with Dual Connectivity 16.3.0
2020-07 |SA#88-e[SP-200407 0084 |1 F Correction on provisioning of SMF over LI X 16.3.0
2020-09 |SA#89-e[SP-200807 0088 (2 F MMS 16.4.0
2020-09 [SA#89-e|SP-200807 |0090 |1 F Missing reporting of SMS over NAS in EPC (MME) 16.4.0
2020-09 [SA#89-e|SP-200807 |0091 |1 F Corrections to the text that describe the service scoping 16.4.0
2020-09 [SA#89-e|SP-200807 (0092 |1 B Alignment to TS29.571 & TS29.572 R16 parameters 16.4.0
2020-09 [SA#89-e|SP-200807 (0093 |1 F Clarification on references in EPC LI 16.4.0
2020-09 [SA#89-e|SP-200807 [0094 |5 B Support for PTC Stage 3 16.4.0
2020-09 |SA#89-e|SP-200807 |0095 |- F Reporting Unsupported MA PDU Session requests 16.4.0
2020-09 [SA#89-e|SP-200807 |0098 |1 F Access Type Reference Correction 16.4.0
2020-09 [SA#89-e|SP-200807 (0101 |1 F Clarifying IRI Type for SMF-UPF IRI records 16.4.0
2020-09 [SA#89-e|SP-200807 |0102 |1 F Clarifying IRI Type for SMSF IRI records 16.4.0
2020-09 [SA#89-e|SP-200807 (0103 |1 F Clarifying IRI Type for UDM IRI records 16.4.0
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2020-09 [SA#89-e|SP-200807 (0104 |1 F Clarifying IRI Type for LALS IRI records 16.4.0
2020-09 [SA#89-e|SP-200807 |0105 |1 F Clarifying IRI Type for Cell Site IRI records 16.4.0
2020-09 [SA#89-e|SP-200807 (0106 |1 F Correction of field name in LI_X2/T2 16.4.0
2020-09 [SA#89-e|SP-200807 |0110 |1 F Clarifying IRI Type for AMF IRI messages 16.4.0
2020-09 [SA#89-e|SP-200807 (0111 |1 F Correcting a typo in the ASN.1 Targetldentifier choice 16.4.0
2020-09 [SA#89-e|SP-200807 |0112 |1 F HSS LI (stage 3) porting 16.4.0
2020-09 [SA#89-e[SP-200806 (0116 |- A Clarification on contents of UPF CC 16.4.0
2020-09 [SA#89-e[SP-200807 (0117 |- F Reference correction for xCC payload format 16.4.0
2020-12 [SA#90-e|SP-200940 (0120 |1 B PDSR triggers for start and end of flow 16.5.0
2020-12 [SA#90-e[SP-200940 (0121 |- F Additional details on Location Update at AMF 16.5.0
2020-12 [SA#90-e[SP-200940 (0122 |- F Corrections on UDM Serving System 16.5.0
2020-12 |SA#90-e|SP-200940 (0130 |1 F Clarification on the contents of the IRI Targetldentifiers field 16.5.0
2020-12 [SA#90-e[SP-200940 (0131 |- F Aligning the CC payload form of 5G with LTE 16.5.0
2020-12 |SA#90-e|SP-200940 (0133 |1 F PDU session ID in PDHR and PDSR 16.5.0
2020-12 [SA#90-e|SP-200940 [0136 |4 B MA PDU Session Stage 3 16.5.0
2020-12 |SA#90-e|SP-200940 (0138 |1 B Identifier Association 16.5.0
2020-12 | SA#90-e[SP-200940 0139 (1 B Update to LI at the SMSF 16.5.0
2020-12 |SA#90-e|SP-200940 (0140 |1 F Update to Provisioning for LI at the SMF/UPF 16.5.0
2020-12  |SA#90-e[SP-200940 0141 |- F Clarification to PDHR/PDSR 16.5.0
2020-12 [SA#90-e|SP-200940 (0142 |1 F Stage 3 details for SMF/UPF LI_X1 16.5.0
2020-12 [SA#90-e|SP-200939 |0143 |1 A Missing session establishment time in SMF IRI 16.5.0
2020-12 | SA#90-e[SP-200940 [0144 |- F Update to Activate Task Message for IRI-TF and CC-TF in the SMF  |16.5.0
2020-12 | SA#90-e[SP-200940 [0145 |- F Clarification to trigger for PDSR Delivery 16.5.0
2020-12 [SA#90-e|SP-200940 |0147 |1 B Update Serving System and support of Subscriber Record Change |16.5.0
and Cancel Location (X)IRIs
2020-12 [SA#90-e|SP-200940 |0150 |1 F Fixing Target Identity Extensions 16.5.0
2021-03 |SA#91-e|SP-210031 [0153 |2 F GUT] allocation procedure reporting correction 16.6.0
2021-03 [SA#91-e|SP-210031 |0155 |1 F Removal of note in LI at the UDM clause that no longer applies 16.6.0
2021-03 |SA#91-e[SP-210031 |0156 |1 F Corrections to MA PDU LI reporting at the SMF 16.6.0
2021-03 [SA#91-e[SP-210031 (0157 |- F Identity Association Corrections 16.6.0
2021-03 [SA#91-e|SP-210031 |0158 |1 F Alignment of positioning methods 16.6.0
2021-03  |SA#91-e[SP-210031 0159 (1 F Removal of Reference to Deleted Note 16.6.0
2021-03 |SA#91-e|SP-210031 (0160 |1 F Identity Association correction and clarification LI HIQR and LI_XQR |16.6.0
2021-03 [SA#91-e|SP-210031 (0161 |1 F Correction of FiveGGUTI ASN1in LI XER 16.6.0
2021-03 [SA#91-e|SP-210032 |0163 |1 F Port of EPC MME Target Identifiers 17.0.0
2021-06 |SA#92-e|SP-210303 (0164 |1 C Clarification of ID Association Provisioning at the MME 17.1.0
2021-06 [SA#92-e|SP-210303 |0165 |1 C Addition of EPS/5G Interworking Parameters to ASN.1 17.1.0
2021-06 |SA#92-e|SP-210303 (0166 |1 C Enhancements to LI at the AM 17.1.0
2021-06 |[SA#92-e|SP-210302 |0168 |1 A LALS: Correcting the error that infers as if LIPF provisions the 17.1.0
triggered LI-LCS Client
2021-06 |SA#92-e|SP-210302 (0170 |1 A LI_T: Clarification on the need to have create destination over LI-T2 |17.1.0
and LI_T3
2021-06 |SA#92-e|SP-210302 (0172 |1 A Addition of ModifyTask to LI_X1 realization 17.1.0
2021-06 |[SA#92-e|SP-210302 |0175 |1 A Avoiding multiple copies of xCC over LI_X3: Additional XID Related [17.1.0
Information
2021-06 |SA#92-e[SP-210302 |0181 |2 A Alignment of N3GPP Access Location 17.1.0
2021-06 [SA#92-e|SP-210302 |0182 |1 A LALS Target Identities 17.1.0
2021-06 |SA#92-e|SP-210303 (0184 |1 F UDM: clarification on the payload direction field for UDM related xIRI |17.1.0
2021-06 [SA#92-e|SP-210303 |0185 |1 F ID Assaciation: clarification on the payload direction field 17.1.0
2021-06 |SA#92-e|SP-210303 (0186 |1 F Location: clarification on the payload direction field 17.1.0
2021-06 |SA#92-e[SP-210303 |0196 (3 C Port of EPC MME LI 17.1.0
2021-06 |SA#92-e[SP-210303 0198 (1 D Corrections to references for clause 7.5 PTC Services 17.1.0
2021-06 [SA#92-e|SP-210303 |0199 |1 B LIPF logic: new informative annex 17.1.0
2021-06 |SA#92-e|SP-210303 (0201 |1 B LI for NEF Services (NIDD included) 17.1.0
2021-06 |SA#92-e[SP-210303 0202 (1 B LI for SCEF services 17.1.0
2021-06 [SA#92-e|SP-210303 |0204 |1 F Editorial improvements 17.1.0
2021-06 |SA#92-e|SP-210302 (0208 |1 A Ongoing reporting for LI_XQR 17.1.0
2021-06 |SA#92-e[SP-210303 0210 (1 B Correction to LI for the SGW/PGW and addition of CUPS EP 17.1.0
2021-06 |SA#92-e|SP-210303 (0211 |1 B Change of reference for PDHR/PDSR approac 17.1.0
2021-06 [SA#92-e|SP-210301 |0214 |1 A Explicit ModifyTask and DeactivateTask for LI_TF 17.1.0
2021-06 |SA#92-e|SP-210303 |0215 B LI state transfers in SMF sets 17.1.0
2021-09 [SA#93-e[SP-210829 (0217 |- F Correction to details for SMSF parameter 17.2.0
2021-09 [SA#93-e|SP-210829 (0218 |1 C Change of common XSD type references 17.2.0
2021-09 [SA#93-e[SP-210829 (0219 |- F Correction of ASN.1 typos for R17 17.2.0
2021-09 [SA#93-e|SP-210829 (0220 |2 B CR adding LI for AKMA (stage 3) 17.2.0
2021-09 [SA#93-e|SP-210829 |0221 |1 C Addition of non-IMEISV PEI reporting at the AMF 17.2.0
2021-09 [SA#93-e[SP-210829 (0222 |- D Editorial correction to xIRI generation lists at the MME 17.2.0
2021-09 |SA#93-e|SP-210828 [0223 |1 A Generation of XCC over LI_X3 for PTC service 17.2.0
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2021-09 [SA#93-e|SP-210828 (0225 |1 A Generation of CC over LI_HI3 for PTC service 17.2.0
2021-09 |[SA#93-e|SP-210829 |0228 |1 F Update of stage 3 language and alignment of packet header 17.2.0
information reporting
2021-09 [SA#93-e|SP-210829 |0232 |1 D Few editorials — consistency purpose 17.2.0
2021-09 [SA#93-e|SP-210829 (0234 |1 C Correction to MME Record Types 17.2.0
2021-09 [SA#93-e|SP-210829 |0235 |1 C Addition of HeaderReporting options to MediationDetails 17.2.0
2021-09 |SA#93-e|SP-210828 |0238 |- A Correction of TAC length in Annex E 17.2.0
2021-09 [SA#93-e|SP-210829 (0239 |1 B N9HRLI and S8HR LI —Part | (Phase 1 — LI X1) 17.2.0
2021-09 [SA#93-e|SP-210829 (0240 |1 B N9HRLI and S8HR LI — Part Il (Phase 1 — LI X2 _LITE) 17.2.0
2021-09 [SA#93-e|SP-210829 (0241 |1 B N9HRLI and S8HR LI — Part lll (Phase 1 — BBIFF-U triggering) 17.2.0
2021-09 [SA#93-e|SP-210829 (0242 |1 B N9HRLI and S8HR LI — Part IV (Phase 1 — LI X3 LITE_S) 17.2.0
2021-09 [SA#93-e|SP-210829 (0243 |1 B N9HRLI and S8HR LI — Part V (Phase 2 — LI X1) 17.2.0
2021-09 [SA#93-e|SP-210829 (0244 |1 B N9HRLI and S8HR LI — Part VI (Phase 2 — LI_X2) 17.2.0
2021-09 [SA#93-e|SP-210829 (0245 |1 B N9HRLI and S8HR LI — Part VIl (Phase 2 — LI T1 & LI T3) 17.2.0
2021-09 [SA#93-e|SP-210829 (0246 |1 B N9HRLI and S8HR LI — Part VIIl (Phase 2 — LI X3 LITE_M) 17.2.0
2021-09 [SA#93-e|SP-210829 (0247 |1 B N9HRLI and S8HR LI — Part IX (Phase 2 — LI X3) 17.2.0
2021-09 [SA#93-e|SP-210829 (0248 |1 B N9HR LI and S8HR LI — Part X (Phase 2 — X3, LI_HI2 and LI_HI3) 17.2.0
2021-09 [SA#93-e|SP-210829 (0249 |1 B N9HR LI and S8HR LI — Part XI (ASN.1 changes) 17.2.0
2021-09 |SA#93-e[SP-210829 0250 (1 B N9HR LI and S8HR LI: New XSD definitions 17.2.0
2021-09 [SA#93-e|SP-210829 |0251 |1 F Update requirement for IRI type 17.2.0
2021-09 [SA#93-e|SP-210829 (0253 |1 C Update to start of interception with registered UE record at the AMF  |17.2.0
2021-12 [SA#94-e|SP-211409 |0255 |1 F HR LI: Deactivating triggers over LI_T1 and LI_T3 when the IMS 17.3.0
session ends
2021-12 [SA#94-e|SP-211409 |0256 |1 F HR LI: Deactivating LI_T3 when PDU session/PDN connection is 17.3.0
released or HR is disabled
2021-12 |SA#94-e(SP-211409 |0257 |1 F HR LI: The case of post PDU session/PDN connection HR LI 17.3.0
enabling
2021-12 |SA#94-e|SP-211409 [0258 |8 B STIR SHAKEN Stage 3 17.3.0
2021-12 [SA#94-e|SP-211408 |0260 |1 A DeactiveTask messages 17.3.0
2021-12 |SA#94-e[SP-211409 |0261 |1 B Addition of PDN Info to SMF Tables 17.3.0
2021-12 [SA#94-e|SP-211408 |0263 |1 A Clarification to default behaviour for ServiceScoping at the MDF 17.3.0
2021-12 |SA#94-e[SP-211408 |0265 |1 A Clarification of PEI in ASN.1 17.3.0
2021-12 |SA#94-e|SP-211408 [0267 |1 A LI HIQR Clarifications 17.3.0
2021-12 [SA#94-e|SP-211408 |0269 |1 A Clarification to default behaviour for Location Type at the MDF 17.3.0
2021-12 |SA#94-e[SP-211409 |0270 |1 F HR LI: Only one Activate Task to the BBIFF-C from LIPF 17.3.0
2021-12 [SA#94-e|SP-211409 |0271 |1 F Target identifier clarification — IMS LI and HR LI 17.3.0
2021-12 |SA#94-e|SP-211409 (0272 |1 B Records in IMS stage 3 17.3.0
2021-12 [SA#94-e|SP-211409 |0273 |1 B Separated Location Reporting 17.3.0
2021-12 |SA#94-e[SP-211409 |0274 |1 B RCS Stage 3 Provisioning 17.3.0
2021-12 [SA#94-e|SP-211409 |0275 |1 B RCS Stage 3 Triggering 17.3.0
2021-12 [SA#94-e|SP-211409 |0276 |1 B RCS Stage 3 Registration, Message and Session establishment LI 17.3.0
messages
2021-12 [SA#94-e|SP-211408 |0278 |1 A Update requirements for IPID and EIPID 17.3.0
2021-12 |SA#94-e[SP-211409 [0279 |- F A Clarification on LALS Triggering with LMISF-IRI 17.3.0
2021-12 |SA#94-e[SP-211409 0288 (1 C GPSI for AIC - Stage 3 17.3.0
2021-12 |SA#94-e|SP-211409 |0290 |- B IMS LI Stage 3 Details 17.3.0
2022-03 [SA#95-e[SP-220258 [0291 |- C IMS LI Stage 3 — missing points in the target match principles 17.4.0
2022-03 |SA#95-e|SP-220258 (0292 |1 C IMS LI Stage 3 — references to the LI details specified in other 17.4.0
clauses
2022-03 [SA#95-e[SP-220258 [0293 |- C HR LI Stage 3 — out-of-scope to in-scope on xIRI details 17.4.0
2022-03 |SA#95-e|SP-220257 |0295 |- A Missing “Owner” field in the IdentityAssociationTargetldentifier 17.4.0
parameter definition
2022-03 [SA#95-e|SP-220258 (0296 |1 F HR LI Stage 3 — fixing the errors in the reserved IP addresses 17.4.0
2022-03 [SA#95-e|SP-220257 0299 |1 A Corrections on SUCI coding 17.4.0
2022-03 [|SA#95-e|SP-220258 (0301 |1 F Fixing parameter names 17.4.0
2022-03 | SA#95-e[SP-220258 0302 (1 B Clarification of LI at the UDM 17.4.0
2022-03 |SA#95-e[SP-220258 |0303 (1 B Addition of SAT and REDCAP RatTypes 17.4.0
2022-03 [SA#95-e[SP-220258 (0304 |- B Adding TransportProtocol to N3GALocation 17.4.0
2022-03 | SA#95-e[SP-220258 0309 (1 D Few editiorial fixes 17.4.0
2022-03 | SA#95-e[SP-220258 [0310 |- F Aligning CSP service types for Service Scoping 17.4.0
2022-03 [SA#95-e|SP-220258 |0313 |1 F Correction on the payload direction in PDU header for IMS Message (17.4.0
record
2022-03 [SA#95-e|SP-220258 |0314 |1 B IMS LI Stage 3 — CC Unavailable xIRI 17.4.0
2022-03 |SA#95-e|SP-220258 |0315 |- C Update to Service Scoping Details for IMS 17.4.0
2022-03 [SA#95-e|SP-220258 |0316 |1 C Addition of ListOfServiceTypes to ActivateTask messages 17.4.0
2022-03 [SA#95-e|SP-220258 (0319 |1 C Clarification to Service Scoping requirements for LI_HI1 17.4.0
2022-03 [SA#95-e|SP-220257 (0321 |1 A Addition of NFID for xIRI and XxCC 17.4.0
2022-03 | SA#95-e[SP-220257 [0324 |- A Corrections to LI X2 text 17.4.0
2022-03 |SA#95-e|SP-220257 |0326 |- A Correction of RequestValues in LI_HIQR 17.4.0
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2022-03 |SA#95-e|SP-220258 [0327 |3 C STIR SHAKEN Correction 17.4.0
2022-03 [SA#95-e|SP-220258 |0328 |2 C Measurement Report with LI/LALS in EPC 17.4.0
2022-03 |[SA#95-e|SP-220258 (0329 |2 C Measurement Report with LI/LALS in 5GC 17.4.0
2022-03 [SA#95-e[SP-220258 [0330 |- F Clarification of DNN and APN encoding 17.4.0
2022-03 |SA#95-e|SP-220258 (0332 |1 F Corrections and Editorial changes 17.4.0
2022-03 [SA#95-e|SP-220257 |0334 |1 A Time of registration/session establishment in Start of Interception 17.4.0
related xIRIs
2022-06 |[SA#96 |SP-220386 |0336 |1 F Inconsistent use of the terms "identity" and “identifier" in context with |17.5.0
the topic "identifier association"
2022-06 |SA#96 [SP-220386 |0337 (1 B IMS LI stage 3: LI_T3 details 17.5.0
2022-06 |SA#96 [SP-220386 |0338 (1 B IMS LI Stage 3 — LI_X3 details 17.5.0
2022-06 | SA#96 |SP-220386 |0339 |1 B IMS LI Stage 3 — LI_HI2 details 17.5.0
2022-06 |SA#96 [SP-220386 0340 (1 B IMS LI stage 3: LI_HI3 details 17.5.0
2022-06 |SA#96 [SP-220386 |0343 |1 F Alignment of ASN.1 values with TS 29.572 V17.4.0 and corrections  [17.5.0
2022-06 [SA#96 |SP-220386 |0347 |1 F Erasing an XSD error in Annex C 17.5.0
2022-06 [SA#96 |SP-220385 (0349 |1 A Backward Compatibility in ASN.1 Schema 17.5.0
2022-06 [SA#96 |SP-220386 (0350 |1 F Correction to IRl types table 7.2.2-4 17.5.0
2022-06 [SA#96 |[SP-220386 (0351 |- D Homogenization of terms designating UE 17.5.0
2022-06 [SA#96 |SP-220386 (0354 |1 F Interception at SMF+PGW-C 17.5.0
2022-06 [SA#96 [SP-220386 (0355 |- B LI for Edge-unaware UE, and SMF reporting updates 17.5.0
2022-09 |SA#97-e|SP-220755 |0357 |- F Correction To AMF Registration ASN.1 17.6.0
2022-09 [SA#97-e|[SP-220755 [0361 |- F Nudm_UEContextManagement Deregistration service operatio 17.6.0
2022-09 [SA#97-e|SP-220755 (0363 |1 F Correction To AMF Deregistration xIRI 17.6.0
2022-09 [SA#97-e|SP-220754 |0367 |1 A Alignment of the requestType Paramter usage within SMF events 17.6.0
2022-09 |SA#97-e|SP-220755 |0369 |3 Cc Addition of EUI64 and Paging Restriction Indicator to 17.6.0
AMFRegistration Record
2022-09 |[SA#97-e|SP-220755 |0371 |1 B IRI Events for reporting PDN Connection events from the combined |17.6.0
SMF+PGW-C
2022-09 [SA#97-e|SP-220755 |0372 |1 B Location Reporting for Identity Association Record 17.6.0
2022-09 [SA#97-e|SP-220755 |0379 |1 F Correction to UDMServingSystemMessage Record 17.6.0
2022-09 [SA#97-e|SP-220754 |0382 |1 A Alignment of target identifiers with services in ASN.1 17.6.0
2022-09 |SA#97-e|SP-220755 (0384 |1 F STIR/SHAKEN: Enhancements to stage 3 LI descriptions (LI_X1 17.6.0
provisioning)
2022-09 [SA#97-e|SP-220755 |0386 |1 F STIR/SHAKEN: Enhancements to stage 3 LI descriptions (LI_X2) 17.6.0
2022-09 [SA#97-e|SP-220755 [0388 |3 F Correction and enrichment of LI events related to Edge unaware UE  [17.6.0
2022-09 [SA#97-e|SP-220755 |0391 |1 F STIR/SHAKEN: Missing details in the MDF2 clause 17.6.0
2022-09 |SA#97-e|SP-220755 |0393 |1 C LIPF logic diagram updates to include the STIR/SHAKEN related 17.6.0
aspects
2022-09 [SA#97-e|SP-220755 |0398 |2 C Adding support for Session Based Triggers to PDSR 17.6.0
2022-09 |SA#97-e[SP-220754 |0407 |- A Resolve inconsistency in HI4 payload 17.6.0
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