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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.

Introduction

The present document has been produced by the 3GPP TSG SA to standardise Lawful Interception of
telecommunications. The present document describes protocols and procedures for Lawful Interception based on 3GPP
specifications. These protocols and procedures cover both internal 3GPP interfaces (those required to intercept
communications and manage i nterception within a 3GPP network) and external handover interfaces (those used for
delivery of intercepted communicationsto Law Enforcement, or handling of warrants).

Lawful Interception needs to be done in accordance with the applicable national or regional laws and technical
regulations. Such national laws and regulations define the extent to which capabilities in the present document are
applicable in specific jurisdictions.
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1 Scope

The present document specifies the protocols and procedures required to perform Lawful Interception within a 3GPP
network. The present document addresses both internal interfaces used internally with a 3GPP network and external
handover interfaces used to handover intercepted communications to law enforcement.

The present document describes the detailed targeting of communicationsin each point of interception within a 3GPP
network and the information that a point of interception needs to be able to capture. Furthermore, the detailed data
formats for both the internal and external interfaces are also defined.

National regulations determine the applicable set of information that needs to be handed over or excluded from
handover to law enforcement for a given 3GPP operator service.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

2] 3GPP TS 23.501: " System Architecture for the 5G System".

[3] 3GPP TS 33.126: "Lawful Interception Requirements”.

[4] 3GPP TS 23.502: "Procedures for the 5G System; Stage 2".

[5] 3GPP TS 33.127: "Lawful Interception (LI) Architecture and Functions®.

[6] ETSI TS 103 120: " Lawful Interception (LI); Interface for warrant information”.

[7] ETSI TS 103 221-1: "Lawful Interception (LI); Part 1: Internal Network Interface X1 for Lawful
Interception".

[8] ETSI TS 103 221-2: "Lawful Interception: Internal Network Interface X2/X3".

[9] ETSI TS 102 232-1: "Lawful Interception (LI); Handover Interface and Service-Specific Details
(SSD) for IP delivery; Part 1: Handover specification for | P delivery".

[10] ETSI TS 102 232-7: "Lawful Interception (LI); Handover Interface and Service-Specific Details
(SSD) for IP delivery; Part 7: Service-specific details for Mobile Services'.

[11] 3GPP TS 33.501: " Security Architecture and Procedures for the 5G System”.

[12] 3GPP TS 33.108: "3G security; Handover interface for Lawful Interception (LI1)".

[13] 3GPP TS 24.501: "Non-Access-Stratum (NAS) protocol for 5G System (5GS)".

[14] 3GPP TS 24.007: "Mobile radio interface signalling layer 3; General Aspects'.

[15] 3GPP TS 29.244: "I nterface between the Control Plane and the User Plane nodes".

[16] 3GPP TS 29.502: "5G System; Session Management Services, Stage 3",

ETSI



3GPP TS 33.128 version 15.12.0 Release 15 8 ETSI TS 133 128 V15.12.0 (2024-01)

[17] 3GPP TS 29.571: "5G System; Common Data Types for Service Based I nterfaces; Stage 3".

[18] 3GPP TS 23.040: "Technical realization of the Short Message Service (SMS)".

[19] 3GPP TS 23.003: "Numbering, addressing and identification ".

[20] OMA-TS-MLP-V3 5-20181211-C: "Open Mobile Alliance; Mobile Location Protocol, Candidate

Version 3.5", https.//www.openmobilealliance.org/release/MLS/V1 4-20181211-C/OMA-TS
MLP-V3 5-20181211-C.pdf.

[21] 3GPP TS 29.540: "5G System; SMS Services; Stage 3".
[22] 3GPP TS 29.518: "5G System; Access and Mobility Management Services; Stage 3".
[23] 3GPP TS 38.413: "NG Application Protocol (NGAP)".
[24] 3GPP TS 29.572: "L ocation Management Services; Stage 3".
[25] 3GPP TS29.503: "5G System; Unified Data Management Services'.
[26] IETF RFC 815: "IP DATAGRAM REASSEMBLY ALGORITHMS'.
[27] IETF RFC 2460: "Internet Protocol, Version 6 (IPv6) Specification".
[28] IETF RFC 793: "TRANSMISSION CONTROL PROTOCOL".
[29] IETF RFC 768: "User Datagram Protocol".
[30] IETF RFC 4340: "Datagram Congestion Control Protocol (DCCP)".
[31] IETF RFC 4960: " Stream Control Transmission Protocol”.
[32] IANA (www.iana.org): Assigned Internet Protocol Numbers, " Protocol Numbers'.
[33] IETF RFC 6437: "IPv6 Flow Label Specification”.
[34] IETF RFC 791: "Internet Protocol".
[35] 3GPP TS 38.415: "NG-RAN; PDU Session User Plane Protocol .
3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following
apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP
TR 21.905[1].

3.2 Symbols

For the purposes of the present document, the following symbols apply:

<symbol> <Explanation>
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For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in

3GPP TR 21.905 [1].
ADMF L1 Administration Function
CcC Content of Communication
CsP Communication Service Provider
CUPS Control and User Plane Separation
IRI Intercept Related Information
LALS Lawful Access Location Services
LEA Law Enforcement Agency
LEMF Law Enforcement Monitoring Facility
LI Lawful Interception
LICF Lawful Interception Control Function
LI _HI1 LI _Handover Interface 1
LI_HI2 LI _Handover Interface 2
LI_HI3 LI _Handover Interface 3
LI_HI4 LI _Handover Interface 4
LIPF Lawful Interception Provisioning Function
LIR Location Immediate Request
LI Sl Lawful Interception System Information Interface
LI X1 Lawful Interception Internal Interface 1
LI X2 Lawful Interception Internal Interface 2
LI X3 Lawful Interception Internal Interface 3
LTF Location Triggering Function
MDF Mediation and Delivery Function
MDF2 Mediation and Delivery Function 2
MDF3 Mediation and Delivery Function 3
NPLI Network Provided Location Information
O&M Operations and Management
POI Point Of Interception
SIRF System Information Retrieval Function
SOl Start Of Interception
TF Triggering Function
xCC LI_X3 Communications Content.
XIRI L1_X2 Intercept Related Information
4 General
4.1 Introduction

The present document provides details of the internal and external interfaces required for a network operator, access
provider and/or service provider to provide the necessary information to a Law Enforcement Agency (LEA) required to
meet LI requirements. LI requirements for 3GPP networks and services are given in TS 33.126 [3].

The high-level architecture that defines the necessary interfacesis specified in TS 33.127 [5]. The generic high-level
architecture is as follows:
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The specification of the interfacesis split into two parts:
- Internal interfaces used between an operator's network functions are described in clause 4.2.

- External interfaces used in communicating with a LEA are described in clause 4.3.

4.2 Basic principles for internal interfaces

This clause lists the internal interfaces shown in clause 4.1, indicates the protocol used to realise each interface, and
gives areference to the relevant clauses of the present document that specify how the protocol is to be used for the
given interface.
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Table 4.2-1: Internal interfaces and related protocols

Interface Description Protocol used to realise interface |Usage

LI_SI Used to provide system information to Out of scope of the present
the LIPF from the SIRF. document.

LI_X1 Used to configure and audit Directly- ETSI TS 103 221-1 [7]. See clause 5.2.2
provisioned POIs, TFs and MDFs.

LI_X1 Used to audit Triggered POls. ETSI TS 103 221-1 [7]. See clause 5.2.3

(Management)

LI_X2 Used to pass xIRI from IRI-POls to the ETSI TS 103 221-2 [8]. See clause 5.3.2
MDF2.

LI_X3 Used to pass xCC from CC-POls to the |ETSI TS 103 221-2 [8]. See clause 5.3.3
MDEF3.

LI_T2 Used to pass triggering information from |ETSI TS 103 221-1 [7]. See clause 5.2.4
the IRI-TF to a Triggered IRI-POI.

LI_T3 Used to pass triggering information from |ETSI TS 103 221-1 [7]. See clause 5.2.4
a CC-TF to a Triggered CC-POI.

LI_ADMF Used to pass intercept provisioning Out of scope of the present
information form the LICF to the LIPF. document.

LI_MDF Used by MDF2 and MDF3 in interactions |Out of scope of the present
necessary to correctly generate CC and |document.
IRI from xCC and xIRI.

4.3 Basic principles for external handover interfaces

This clause lists the external handover interfaces shown in clause 4.1, indicates the protocol used to realise each
interface, and gives areference to the relevant clauses of the present document that specify how the protocol isto be
used for the given interface.

Table 4.3-1: External handover interfaces and related protocols

Interface Description Protocol used to realise interface |Usage
LI_HI1 Used to send warrant and other ETSI TS 103 120 [6] shall be See section 5.4
interception request information from supported
LEA to operator. Other methods (e.g. manual

exchange) may be used depending
on national regulatory requirements.

LI_HI2 Used to send IRI from the MDF2 to the  |ETSI TS 102 232-1 [9] and ETSI TS |See section 5.5
LEMF 102 232-7 [10] shall be supported

LI_HI3 Used to send CC from the MDF3 to the |ETSI TS 102 232-1 [9] and ETSI TS |See section 5.5
LEMF 102 232-7 [10] shall be supported

LI_HI4 Used to send LI notification information  |ETSI TS 102 232-1 [9] and ETSI TS |See section 5.6
from MDF2/3 to LEMF 102 232-7 [10] shall be supported
) Transport and Communications Protocol

5.1 General

This clause describes the protocols used for each of the interfaces at alevel which is agnostic of the subject service or
network. Additional specific fields or behaviours are given in the relevant parts of clauses 6 and 7.

5.2 Protocols for LI_X1 and LI_T interfaces

5.2.1 General usage of ETSI TS 103 221-1

Functionshavingan LI_X1, L1_T2 or LI_T3 interface shall support the use of ETSI TS 103 221-1 [7] to realise the
interface.
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In the event of a conflict between ETSI TS 103 221-1 [7] and the present document, the terms of the present document
shall apply.

The LIPF and MDF2/3 shall maintain a mapping between internal interception identifiers (X1Ds) and external
interception identifiers (LI1Ds), as defined by TS 103 221-1 [7] clause 5.1.2. In case of multiple interceptions for a
single target identifier, it is an implementation decision for the LIPF/TF whether multiple XIDs are used (i.e. a one-to-
one mapping between XID and LIID is maintained) or whether the single XID is used and mapped to multiple LII1Ds at
the MDF2/3. Clauses 6 and 7 give further details for specific networks or services (e.g. minimum supported target
identifier formats).

In the event that arequest issued over the interface fails, or an error is reported, the LIPF should raise an alert in the
appropriate L1 Operations and Management (O& M) system. Further procedures (e.g. retrying a failed request) are left to
CSP policy to define.

A failure of LI shall not impact the target's or other users' services.

5.2.2 Usage for realising LI_X1

For the purposes of realising LI_X1 between the LIPF and a POI, MDF or TF, the LIPF plays the role of the"ADMF"
asdefined in ETSI TS 103 221-1 [7] reference model (clause 4.2), and the POI, MDF or TF plays the role of the "NE".
5.2.3 Usage for realising LI_X1 (management)

For the purposes of realising LI_X1 between the LIPF and atriggered POI, the LIPF plays the role of the "ADMF" as
defined in ETSI TS 103 221-1 [7] reference model (clause 4.2) , and the triggered POI plays the role of the "NE".
5.2.4 Service scoping

5241 General

The CSP shall support the following specified options on a per intercept (per L11D) basis, to ensure strict delivery of only
the interception data that an LEA is authorised to receive. These options are not exclusive, i.e., none, one, or more than
oneitemin any given category may be turned on for any given intercept (L11D).

5.2.4.2 CSP service type
- Voice.
- Data
- Messaging (e.g. SMSMMS).
- Push-to-Tak (including MCPTT).

5.24.3 Interception type
- IRI.
- CC.

5.2.4.4 Location

- Report location at the beginning and end of a session.

- Report location every time the network detects a change in target location (including location update with no
physical change of location).

- LALS
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5.2.45 Roaming

- Stop interception for non HPLMN 3GPP RAN in the case of international roaming.

5.2.5 Usage for realising LI_T2

For the purposes of realising L1_T2 between an IRI-TF and atriggered IRI-POI, the IRI-TF plays the role of the
"ADMF" asdefined inthe ETSI TS 103 221-1 [7] reference model (clause 4.2), and the triggered IRI-POI playstherole
of the"NE".

In case the IRI-TF receives from the triggered IRI-POI an error in the answer to atriggering message, the IRI-TF shall
send a ReportTaskl ssue message to the LIPF. In such case, the failure of LI shall not impact the target's or other users
Services.

Unless otherwise specified, an IRI-TF shall set the Product ID field in any ActivateTask or ModifyTask message issued
to atriggered IRI-POI (see ETSI TS 103 221-1 [7] clause 6.2.1.2). The IRI-TF shall set the Product ID to the X1D of the
Task object associated with the interception at the IRI-TF in order to alow correlation of LI product at the MDF2.

When the IRI-TF receives a DeactivateT ask message or ModifyTask message from the LIPF, the IRI-TF shall send
DeactivateTask or ModifyTask messages to all applicable triggered IRI-POIs for al tasks associated to the Task object
in the message from the L1PF.

5.2.6 Usage for realising LI_T3

For the purposes of realising LI_T3 between a CC-TF and atriggered CC-POI, the CC-TF playstherole of the
"ADMF" asdefined inthe ETSI TS 103 221-1 [7] reference model (clause 4.2), and the triggered CC-POI playsthe role
of the"NE".

In case the CC-TF receives from the triggered CC-POI an error in the answer to a triggering message, the CC-TF shall
send a ReportTaskl ssue message to the LIPF. In such case, the failure of LI shall not impact the target's or other users
services.

Unless otherwise specified, a CC-TF shall set the Product ID field in any ActivateTask or ModifyTask message issued
to atriggered CC-POI (see ETSI TS 103 221-1 [7] clause 6.2.1.2). The CC-TF shall set the Product ID to the XID of the
Task object associated with the interception at the CC-TF in order to allow correlation of LI product at the MDF3.

When the CC-TF receives a DeactivateTask message or ModifyTask message from the LIPF, the CC-TF shall send
DeactivateTask or ModifyTask messages to all applicable triggered CC-POls for al tasks associated to the Task object
in the message from the L1PF.

5.3 Protocols for LI_X2 and LI X3

5.3.1 General usage of ETSI TS 103 221-2
Functions having an L1_X2 or LI_X3 interface shall support the use of ETSI TS 103 221-2 [8] to redlise the interface.

In the event of a conflict between ETSI TS 103 221-2 [8] and the present document, the terms of the present document
shall apply.

The xIRI and the XxCC sent using ETSI TS 103 221-2 [8] shall contain the appropriate XID as received in the relevant
LI_X1 provisioning message (or LI1_T2/3 triggering message, as appropriate).
5.3.2 Usage for realising LI_X2

The POI sending XIRI over the L1_X2 interface shall set the PDU type field within the xIRI to "X2 PDU". (see ETSI TS
103 221-2 [8] clause 5.1).

The TLS transport profile (see ETSI TS 103 221-2 [8] clause 6) shall be supported and used by default.

Unless otherwise specified, xIRI shall include the timestamp and sequence number conditional attribute fields, with the
timestamp value set to the time at which the event occurred.
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Unless otherwise specified, the L1_X2 "matched target identifier" conditional attribute shall be set to indicate what
target identity was matched to generate the XIRI (see ETSI TS 103 221-2 [8] clause 5.3.18).

5.3.3 Usage for realising LI_X3

The POI sending xCC over the L1_X3 interface shall set the PDU typefield in the xCC to "X3 PDU" (see ETSI TS 103
221-2[8] clause 5.1).

NOTE: ETSI TS103 221-2 [8] specifiesin clause 6 a default profile which is mandatory to support, but allows
further profiles to be defined. In scenarios where it may not be possible to achieve the necessary LI data
rates based on the default profile, alternative profiles may be considered (e.g. based on UDP, multi path
TCP or other protocols). Any alternative profile needs to ensure that L1 reliability, security and
completeness requirements as specified in TS 33.126 [ 3] are met.

5.4 Protocols for LI_HI1

54.1 General
Functions having an L1_HI1 interface shall support the use of ETSI TS 103 120 [6] to readlise the interface.

In the event of a conflict between ETSI TS 103 120 [6] and the present document, the terms of the present document
shall apply.

5.5 Protocols for LI_HI2 and LI_HI3

55.1 General

Functionshavingan LI_HI2 or LI_HI3 interface shall support the use of ETSI TS 102 232-1[9] and ETSI TS 102 232-
7 [10] to redlise the interface.

In the event of a conflict between either specification and the present document, the terms of the present document shall
apply.

5.5.2 Usage for realising LI_HI2

The IRl messages sent over L1_HI2 are structured as a header and a payload. The header contains general information
like L11D, timestamp, correlation information (as for example defined in ETSI TS 102 232-1 [9]). The payload contains
intercept related information based on information that the MDF2 has received from sources in the network, such asthe
IRI-POI as described in clauses 6 and 7 of the present document. Details of the IRl messages can be found in Annex A
of the present document. Messages defined as passing over the L1_HI2 interface shall be passed as the payload of the
threeGPP33128DefinedIRI field (see TSETSI 102 232 -7 [10] clause 15).

5.5.3 Usage for realising LI_HI3

The CC sent over LI_HI3is structured as a header and a payload. The header contains general information like L11D,
timestamp, correlation information (as for example defined in ETSI TS 102 232-1 [9]). The payload contains content of
communication based on information that the MDF3 has received from sources in the network, such as the CC-POI as
described in clauses 6 and 7 of the present document. Details of the CC can be found in Annex A of the present
document. CC defined as passing over the LI_HI3 interface shall be passed as the payload of the
threeGPP33128DefinedCC field (see ETSI TS 102 232-7 [10] clause 15).

NOTE: ETSI TS102 232-1[9] specifiesin clause 6.4 atransport layer based on TCP. However, based on
agreement between network operator and LEA, in scenarios where it may not be possible to achieve the
necessary LI data rates based on the transport layer based on single TCP connection, alternative profiles
may be considered (e.g. based on UDP, multi path TCP or other protocols). Any alternative profile needs
to ensurethat L1 reliability, security and completeness requirements as specified in TS 33.126 [3] are met.
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5.6 Protocols for LI_HI4

5.6.1 General

Functions having an L1_HI4 shall support the use of ETSI TS 102 232-1 [9] to realise the interface.

In the event of aconflict between ETSI TS 102 232-1 [9] and the present document, the terms of the present document
shall apply.

5.6.2 Usage for realising LI_HI4

The LI Notification messages sent over L1_HI4 are structured as a header and a payload. The header contains general
information like LI1D, timestamp (as for example defined in ETSI TS 102 232-1 [9]). The payload contains the
administrative information such as notification. Details of the L1 Notification messages can be found in Annex B of the
present document.

Wherethe LI_HI4 interface is present alongside an LI_HI2 interface or L1_HI3 interface, the LI Notification messages
shall be transmitted along the same connection as the IRl messages or CC. Where ETSI TS 102 232-1[9] is used for
LI_HI2 or LI_HI3, messages defined as passing over the LI_HI4 interface shall be passed as the contents of the
operatorL eaM essage field.

The MDF2/3 shall support generation LI Notification messages for at least the following events:
- Activation of an interception at the MDF2/3 viaL1_X1.
- Moadification of an interception at the MDF2/3 viaL1_X1.

- Deletion of an interception at the MDF2/3 viaL1_X1.

6 Network Layer Based Interception

6.1 Introduction

This clause describes any remaining fields, behaviours or details necessary to implement the required LI interfaces for
specific 3GPP-defined network deployments which are not described in clauses 4 and 5.

6.2 5G

6.2.1 General

This clause describes the LI interfaces specific to L1 for 5G networks.

6.2.2 LI at AMF

6.2.2.1 Provisioning over LI_X1

The IRI-POI present in the AMF is provisioned over LI_X1 by the LIPF using the X1 protocol as described in clause
5.2.2.

The POI in the AMF shall support the following target identifier formatsinthe ETSI TS 103 221-1 [7] messages (or
equivalent if ETSI TS 103 221-1[7] is not used):

- SUPI.
- PEL

- GPSl.
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6.2.2.2 Generation of xIRI over LI_X2

6.2.2.2.1 General

The IRI-POI present in the AMF shall send the xIRIsover LI_X2 for each of the eventslisted in TS 33.127 [5] clause
6.2.2.4, the details of which are described in the following sub-clauses.

If the AMF receives one or more cell IDsin an N2 message (as specified in TS 38.413 [23]), the POI associated with
the AMF shall report all of them.

6.2.2.2.2 Registration

The IRI-POI in the AMF shall generate an xIRI containing an AMFRegistration record when the IRI-POI present in the
AMF detects that a UE matching one of the target identifiers provided viaL1_X1 has successfully registered to the 5GS
via 3GPP NG-RAN or non-3GPP access. Accordingly, the IRI-POI in the AMF generates the xIRI when the following

event is detected:

- AMF sendsaN1: REGISTRATION ACCEPT message to the target UE and the UE 5G M obility Management
(5GMM) state within the AMF is changed to 5 GMM-REGISTERED.

Table 6.2.2-1: Payload for AMFRegistration record

Field name Description M/C/O
registrationType Specifies the type of registration, see TS 24.501 [13] clause 9.11.3.7. This is M
derived from the information received from the UE in the REGISTRATION
REQUEST message.
registrationResult Specifies the result of registration, see TS 24.501 [13] clause 9.11.3.6. M
slice Provide, if available, one or more of the following: C
- allowed NSSAI (see TS 24.501 [13] clause 9.11.3.37).
- configured NSSAI (see TS 24.501 [13] clause 9.11.3.37).
- rejected NSSAI (see TS 24.501 [13] clause 9.11.3.46).
This is derived from the information sent to the UE in the REGISTRATION
ACCEPT message.
sUPI SUPI associated with the registration (see clause 6.2.2.4). M
sUCI SUCI used in the registration. C
pEl PEI provided by the UE during the registration, if available. C
gPSI GPSI obtained in the registration, if available as part of the subscription profile. |C
gUTI 5G-GUTI provided as outcome of initial registration or used in other cases, see |M
TS 24.501 [13] clause 5.5.1.2.2.
location Location information determined by the network during the registration, if C
available.
Encoded as a userLocation parameter (location>locationIinfo>userLocation), see
Annex A.
non3GPPAccessEndpoint UE's local IP address used to reach the N3IWF, if available. IP addresses are C
given as 4 octets (for IPv4) or 16 octets (for IPv6) with the most significant octet
first (network byte order).
fiveGSTAIList List of tracking areas associated with the registration area within which the UE is |C
current registered, see TS 24.501 [13], clause 9.11.3.4. (See NOTE)

NOTE:

List shall be included each time there is a change to the registration area.

6.2.2.2.3

Deregistration

The IRI-POI in the AMF shall generate an xIRI containing an AMFDeregistration record when the IRI-POI present in
the AMF detects that a UE matching one of the target identifiers provided viaLl_X1 has deregistered from the 5GS.
Accordingly, the IRI-POI in AMF generates the xIRI when any of the following eventsis detected:

- For network initiated de-registration, when the AMF receives the N1: DEREGISTRATION ACCEPT message
from the target UE or when implicit deregistration timer expires; and in both cases the UE 5GMN state within
the AMF is changed to 5GMM-DEREGISTERED.

- For UE initiated de-registration, when the AMF sends the N1: DEREGISTRATION ACCEPT message to the
target UE or when the AMF receivesthe N1: DEREGISTRATION REQUEST message from the target UE with
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deregistration type value of "switch off"; and in both cases the UE 5GMN state within the AMF is changed to
5GMM-DEREGISTERED.

Table 6.2.2-2: Payload for AMFDeregistration record

Field name Description M/C/O
deregistrationDirection Indicates whether the deregistration was initiated by the network or by the UE. |M
accessType Indicates the access for which the deregistration is handled, see TS 24.501 [13], |M

clause 9.11.3.20.
sUPI SUPI associated with the deregistration (see clause 6.2.2.4), if available. C
sUCI SUCI used in the deregistration, if available (see NOTE). C
pEl PEI used in the deregistration, if available (see NOTE). C
gPSI GPSI associated to the deregistration, if available as part of the subscription C
profile.
gUTI 5G-GUTI used in the deregistration, if available, see TS 24.501 [13], clause C
5.5.2.2.1 (see NOTE).
cause Indicates the 5GMM cause value for network-initiated deregistration, see TS C
24.501 [13], clause 9.11.3.2.
location Location information determined by the network during the deregistration, if C
available.
Encoded as a userLocation parameter (location>locationIinfo>userLocation), see
Annex A.

NOTE: Atleast one among SUCI, PElI and GUTI shall be provided.

6.2.2.2.4 Location update

The IRI-POI in the AMF shall generate an xIRI containing an AMFL ocationUpdate record each time the IRI-POI
present in an AMF detects that the target's UE location is updated due to target's UE mobility or as a part of an AMF
service procedure. The generation of such separate xIRI is not required if the updated UE location information is
obtained as a part of a procedure producing some other xIRIs (e.g. mobility registration). In that case the location
information isincluded into the respective xIRI.

The UE mobility events resulting in an xIRI generation include the "N2 Path Switch Request” ("Xn based inter NG-
RAN handover" procedure described in 3GPP TS 23.502 [4], clause 4.9.1.2) and the "N2 Handover Notify" ("Inter NG-
RAN node N2 based handover" procedure described in 3GPP TS 23.502 [4], clause 4.9.1.3). Optionally, based on
operator policy, other NG-RAN NGAP messages that do not generate separate XIRI but carry location information (e.g.
RRC INACTIVE TRANSITION REPORT) may trigger the generation of an xIRlI AMFL ocationUpdate record.

Additionally, based on regulatory requirements and operator policy, the location information obtained by AMF from
NG-RAN or LMF in the course of some service operation (e.g. emergency services, LCS) may generate XIRI
AMFLocationUpdate record. The AMF services providing the location information in these cases include
ProvideL oclnfo, ProvidePosl nfo, NotifiedPoslnfo and AmfEventReport (see TS 29.518 [22]).
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Field name Description M/C/O
sUPI SUPI associated with the location update (see clause 6.2.2.4). M
sUCI SUCI associated with the location update, if available, see TS 24.501 [13]. C
pEl PEI associated with the location update, if available. C
gPsI GPSI associated with the location update, if available as part of the subscription |C
profile.
guTI 5G-GUTI associated with the location update, if available, see TS 24.501 [13]. |C
location Updated location information determined by the network. M
Depending on the service or message type from which the location information
is extracted, it may be encoded in several forms (Annex A):
1) as a userLocation parameter (location>locationIinfo>userLocation) in
the case the information is obtained from an NGAP message, except
the LOCATION REPORT message (see TS 38.413 [23]);
2) as a locationInfo parameter (location>locationinfo) in the case the
information is obtained from a ProvideLoclInfo (TS 29.518 [22], clause
6.4.6.2.6);
3) as a locationPresenceReport parameter
(location>locationPresenceReport) in the case the information is
obtained from an AmfEventReport (TS 29.518 [22], clause 6.2.6.2.5)
with event type Location-Report or Presence-In-AOI-Report;
4) as a positioninfo parameter (location>positioningInfo>positioninfo) in
the case the information is obtained from a ProvidePosInfo (TS
29.518 [22], clause 6.4.6.2.3) or a NotifiedPosInfo (TS 29.518 [22],
clause 6.4.6.2.4).
6.2.2.2.5 Start of interception with registered UE

The IRI-POI in the AMF shall generate an xIRI containing an AMFStartOfI nterceptionWithRegisteredUE record when
the IRI-POI present in the AMF detects that interception is activated on a UE that has already been registered in the
5GS (see clause 6.2.2.4 on identity privacy). A UE is considered aready registered to the 5GS when the 5GMM state
for the access type (3GPP NG-RAN or non-3GPP access) for that UE is 5GMM-REGISTERED. Therefore, the IRI-POI
present in the AMF shall generate the xIRI AM FStartOf I nterceptionWithRegi steredUE record when it detects that a
new interception for aUE is activated (i.e. provisioned by the LIPF) and the 5G mobility management state for the
access type (3GPP NG-RAN or non-3GPP access) within the AMF for that UE is 5GMM-REGISTERED. If the UE is
registered over both 3GPP NG-RAN and non-3GPP access, the IRI-POI present in the AMF shall generate an xIRI
containing an AM FStartOfI nterceptionWithRegi steredUE record for each access type.
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Table 6.2.2-4: Payload for AMFStartOfinterceptionWithRegisteredUE record

Field name

Description

M/C/O

registrationResult

Specifies the result of registration, see TS 24.501 [13], clause 9.11.3.6.

registrationType

Specifies the type of registration, see TS 24.501 [13] clause 9.11.3.7, if
available.

slice

Provide, if available, one or more of the following:

- allowed NSSAI (see TS 24.501 [13] clause 9.11.3.37).

- configured NSSAI (see TS 24.501 [13] clause 9.11.3.37).

- rejected NSSAI (see TS 24.501 [13] clause 9.11.3.46).
This is derived from the information that was sent to the UE in the
REGISTRATION ACCEPT message. IRI-POI in AMF can include this
information if and only if it retained the information that it had previously sent in
the REGISTRATION ACCEPT message to the UE.

SUPI

SUPI associated with the registration (see clause 6.2.2.4).

sUCI

SUCI used in the registration, if available.

pEl

PEI provided by the UE during the registration, if available.

gPSI

GPSI obtained in the registration, if available as part of the subscription profile.

guTI

5G-GUTI provided as outcome of initial registration or used in other cases, see
TS 24.501 [13], clause 5.5.1.2.2.

location

Location information, if available.
Encoded as a userLocation parameter (location>locationIinfo>userLocation), see
Annex A.

O Z0|00L

non3GPPAccessEndpoint

UE's local IP address used to reach the N3IWF, if available. IP addresses are
given as 4 octets (for IPv4) or 16 octets (for IPv6) with the most significant octet
first (network byte order).

timeOfRegistration

Time at which the last registration occurred, if available. This is the time stamp
when the REGISTRATION ACCEPT message is sent to the UE or (when
applicable) when the REGISTRATION COMPLETE is received from the UE.
Shall be given qualified with time zone information (i.e. as UTC or offset from
UTC, not as local time).

fiveGSTAIList

List of tracking areas associated with the registration area within which the UE is
current registered, see TS 24.501 [13], clause 9.11.3.4. (See NOTE)

C

NOTE: List shal beincluded each time there is a change to the registration area.

6.2.2.2.6 AMF unsuccessful procedure

The IRI-POI in the AMF shall generate an xIRI containing an AMFUnsuccessful Procedure record when the IRI-POI
present in the AMF detects an unsuccessful procedure for a UE matching one of the target identifiers provided via

LI_X1.

Accordingly, the IRI-POI in the AMF generates the xIRI when any of the following eventsis detected:

- AMF sendsaN1: REGISTRATION REJECT message to the target UE and the UE 5G Mobility Management
(5GMM) state within the AMF is changed to 5GMM-DEREGISTERED.

- AMF aborts aregistration procedure before the UE 5G Mobility Management (5GMM) state within the AMF is
changed to 5GMM-REGISTERED.

- AMF sends a SERVICE REJECT message to the target UE including a PDU session establishment reject

message type.

- AMF aborts a UE-initiated NAS transport procedure with payload container type |E set to "SMS".

Unsuccessful registration shall be reported only if the target UE has been successfully authenticated.
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Table 6.2.2-5: Payload for AMFUnsuccessfulProcedure record

Field name Description M/C/O
failedprocedureType Specifies the procedure which failed at the AMF. M
failureCause Provides the value of the 5GSM or 5GMM cause, see TS 24.501 [13], clauses |M

9.11.3.2and 9.11.4.2.
requestedSlice Slice requested for the procedure, if available, given as a NSSAI (a list of S- C
NSSAI values as described in TS 24.501 [13] clause 9.11.3.37).
sUPI SUPI associated with the procedure, if available (see NOTE). C
sUCI SUCI used in the procedure, if applicable and if available (see NOTE). C
pEl PEI used in the procedure, if available (see NOTE). C
gPsI GPSI used in the procedure, if available (see NOTE). C
gUTI 5G-GUTI used in the procedure, if available, see TS 24.501 [13], clause 9.11.3.4 |C
(see NOTE).
location Location information determined during the procedure, if available. C
Encoded as a userLocation parameter (location>locationIinfo>userLocation), see
Annex A.

NOTE: At least oneidentity shall be provided, the others shall be provided if available.

6.2.2.3 Generation of IRl over LI_HI2

When an xIRI isreceived over LI_X2 from the IRI-POI in AMF, the MDF2 shall generate the corresponding IRI
message and deliver over LI_HI2 without undue delay. The IRI message shall contain a copy of the relevant record
received in the xIRI over LI_X2. This record may be enriched with any additional information available at the MDF
(e.g. additional location information).

The timestamp field of the psHeader structure shall be set to the time at which the AMF event was observed (i.e. the
timestamp field of the X2 PDU).

The threeGPP33128DefinedIRI field in ETSI TS 102 232-7 [10] clause 15 shall be populated with the BER-encoded
IRIPayload.

When an additional warrant is activated on atarget UE and the L1PF uses the same X 1D for the additional warrant, the

MDF2 shall be able to generate and deliver the IRI message containing the AM FStartOf | nterceptionWithRegisteredUE
record to the LEMF associated with the additional warrant without receiving a corresponding xIRI. The payload of the

AMFStartOfI nterceptionWithRegisteredUE record is specified in table 6.2.2-4.

6.2.2.4 Identity privacy

The AMF shall ensure for every registration (including re-registration) that SUPI has been provided by the UDM to the
AMF and that the SUCI to SUPI mapping has been verified as defined in TS 33.501 [11]. This shall be performed
regardless of whether the SUPI is atarget of interception, and whether the null encryption algorithm is used for the
SUCI. The AMF shall maintain the SUPI to SUCI mapping for at least the lifetime of the registration in order to alow
interception based on SUPI after theinitial registration.

6.2.3 LI for SMF/UPF

6.2.3.1 Provisioning of SMF over LI_X1

The IRI-POI and CC-TF present in the SMF are provisioned over LI_X1 by the LIPF using the X1 protocol as
described in clause 5.2.2. If an SMF and UPF are implemented as a single function, then this interface may be sufficient
to provision both (see clause 6.2.3.3).

The POI in the SMF shall support the following target identifier formatsin the ETSI TS 103 221-1 [7] messages (or
equivalent if ETSI TS 103 221-1[7] is not used):

- SUPIL.
- PEL

- GPSl.
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If packet header reporting is required, parameters specified in table 6.2.3-9: ActivatePDHReporting parameters shall be
provided as part of the LI_X1 provisioning message.

6.2.3.2 Generation of xIRI at IRI-POI in SMF over LI_X2

6.2.3.2.1 General

The IRI-POI present in the SMF shall send the xIRIsover LI_X2 for each of the eventslisted in TS 33.127 [5] clause
6.2.3.3, the details of which are described in the following sub-clauses.

6.2.3.2.2 PDU session establishment

The IRI-POI in the SMF shall generate an xIRI containing an SMFPDU SessionEstablishment record when the IRI-POI
present in the SMF detects that a PDU session has been established for the target UE. The IRI-POI present in the SMF
shall generate the xIRI for the following events:

- For anon-roaming scenario, the SMF (or for aroaming scenario, V-SMF in the VPLMN), sendsthe N1 NAS
message (viaAMF) PDU SESSION ESTABLISHMENT ACCEPT to the UE and the 5G Session Management
(5GSM) state within the SMF is changed to PDU SESSION ACTIVE (see TS 24.501 [13]).

- For ahome-routed roaming scenario, the SMF in the HPLMN (i.e. H-SMF) sends the N16:
Nsmf_PDU_Session_Create response message with n1SminfoToUe | E containing the PDU SESSION
ESTABLISHMENT ACCEPT (see TS 29.502 [16]).

Table 6.2.3-1: Payload for SMFPDUSessionEstablishment record

Field name Description M/C/O

sUPI SUPI associated with the PDU session (e.g. as provided by the AMF in the C
associated Nsmf_PDU_Session_CreateSMContext service operation). Shall be
present except for PEI-only unauthenticated emergency sessions (see NOTE).

sUPIUnauthenticated Shall be present if a SUPI is present in the message, and set to "true" if the C
SUPI has not authenticated, or "false" if it has been authenticated.

pEI PEI associated with the PDU session if available (see NOTE). C

gPSsI GPSI associated with the PDU session if available (see NOTE). C

pDUSessionID PDU Session ID See clause 9.4 of TS 24.501 [13]. M

gTPTunnellD Contains the F-TEID identifying the GTP tunnel used to encapsulate the traffic, |M
as defined in TS 29.244 [15] clause 8.2.3. Non-GTP encapsulation is for further
study.

pDUSessionType Identifies selected PDU session type, see TS 24.501 [13] clause 9.11.4.11. M

SNSSAI Slice identifiers associated with the PDU session, if available. See TS 23.003 C
[19] clause 28.4.2 and TS 23.501 [2] clause 5.12.2.2.

uEEndpoint UE endpoint address(es) if available. C

non3GPPAccessEndpoint UE's local IP address used to reach the N3IWF, if available. IP addresses are C
given as 4 octets (for IPv4) or 16 octets (for IPv6) with the most significant octet
first (network byte order).

location Location information provided by the AMF, if available. C
Encoded as a userLocation parameter (location>locationIinfo>userLocation), see
Annex A.

dNN Data Network Name associated with the target traffic, as defined in TS M
23.003[19] clause 9A and described in TS 23.501 [2] clause 4.3.2.2.

aMFID Identifier of the AMF associated with the target UE, as defined in TS 23.003 [19] |C
clause 2.10.1 when available.

hSMFURI URI of the Nsmf_PDUSession service of the selected H-SMF, if available. See |C
TS 29.502 [16] clause 6.1.6.2.2.

requestType Type of request as described in TS 24.501 [13] clause 9.11.3.47 if available. C

accessType Access type associated with the session (i.e. 3GPP or non-3GPP access) if C
provided by the AMF (see TS 24.501 [13] clause 9.11.3.11).

rATType RAT Type associated with the access if provided by the AMF as part of session |C
establishment (see TS 23.502 [4] clause 4.3.2). Values given as per TS 29.571
[17] clause 5.4.3.2.

sMPDUDNRequest Contents of the SM PDU DN Request container, if available, as described in TS |C
24.501 [13] clause 9.11.4.15.

NOTE: At least one of the SUPI, PEI or GPSI fields shall be present.
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6.2.3.2.3 PDU session modification

The IRI-POI in the SMF shall generate an xIRI containing an SMFPDU SessionM odification record when the IRI-POI
present in the SMF detects that a PDU session has been modified for the target UE. The IRI-POI present in the SMF
shall generate the xIRI for the following events:

For anon-roaming scenario, the SMF (or for aroaming scenario, V-SMF in the VPLMN), receivesthe N1 NAS
message (viaAMF) PDU SESSION MODIFICATION COMPLETE from the UE and the 5GSM state within the
SMF isreturned to PDU SESSION ACTIVE (see TS 24.501 [13]). This appliesto the following two cases:

- UE initiated PDU session modification.
- Network initiated PDU session modification.

For a non-roaming scenario, the SMF (or for aroaming scenario, V-SMF in the VPLMN), sendsthe N1 NAS
message (viaAMF) PDU SESSION ESTABLISHMENT ACCEPT to the UE and the 5GSM state within the
SMF remainsin the PDU SESSION ACTIVE (see TS 24.501 [13]). This applies to the following case:

- Handover from one access type to another access type happens (e.g. 3GPP to non-3GPP).

For a home-routed roaming scenario, the SMF inthe HPLMN (i.e. H-SMF) receives the N16:
Nsmf_PDU_Session_Update Response message with n1SminfoFromUe |E containing the PDU SESSION
MODIFICATION COMPLETE (see TS 29.502 [16]). This appliesto the following three cases:

- UEinitiated PDU session modification.
- Network (VPLMN) initiated PDU session modification.
- Network (HPLMN) initiated PDU session modification.

For ahome-routed roaming scenario, the SMF inthe HPLMN (i.e. H-SMF) sends the N16:
Nsmf_PDU_Session_Create Response message with n1SminfoToUe | E containing the PDU SESSION
ESTABLISHMENT ACCEPT (see TS 29.502 [16]) while it had received aN16 Nsmf_PDU_Session_Create
Request message with an existing PDU Session Id with access type being changed. This applies to the following
case:

- Handover from one access type to another access type happens (e.g. 3GPP to non-3GPP) where the V-SMF
is used for the PDU session on the new access type only.

For ahome-routed roaming scenario, the SMF inthe HPLMN (i.e. H-SMF) sends the N16:
Nsmf_PDU_Session_Update Response message with n1SminfoToUe IE containing the PDU SESSION
ESTABLISHMENT ACCEPT (see TS 29.502 [16]) while it had received aN16 Nsmf_PDU_Session_Update
Request message with an existing PDU Session Id with access type being changed. This applies to the following
case:

- Handover from one access type to another access type happens (e.g. 3GPP to non-3GPP) where the same V-
SMF isfor the PDU session on both access types.
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Table 6.2.3-2: Payload for SMFPDUSessionModification record

Field name Description M/C/O

sUPI SUPI associated with the PDU session (e.g. as provided by the AMF in the C
associated Nsmf_PDU_Session_CreateSMContext service operation). Shall be
present except for PEI-only unauthenticated emergency sessions.

sUPIUnauthenticated Shall be present if a SUPI is present in the message, and set to "true" if the C
SUPI was not authenticated, or "false" if it has been authenticated.

pEl PEI associated with the PDU session if available. C

gPSlI GPSI associated with the PDU session if available. C

sNSSAI Slice identifier associated with the PDU session, if available. See TS 23.003 [19] |C
clause 28.4.2 and TS 23.501 [2] clause 5.12.2.2.

non3GPPAccessEndpoint UE's local IP address used to reach the N3IWF, if available. IP addresses are C
given as 4 octets (for IPv4) or 16 octets (for IPv6) with the most significant octet
first (network byte order).

location Location information provided by the AMF, if available. C
Encoded as a userLocation parameter (location>locationIinfo>userLocation), see
Annex A.

accessType Access type associated with the session (i.e. 3GPP or non-3GPP access) if C
provided by the AMF (see TS 24.501 [13] clause 9.11.3.11).

rATType RAT type associated with the access, if available. Values given as per TS C
29.571 [17] clause 5.4.3.2.

6.2.3.2.4 PDU session release

The IRI-POI in the SMF shall generate an xIRI containing an SMFPDU SessionRelease record when the IRI-POI
present in the SMF detects that a PDU session been released. The IRI-POI present in the SMF shall generate the xIRI

for the

following events:

For a non-roaming scenario, the SMF (or for aroaming scenario, V-SMF in the VPLMN), receivesthe N1

NAS

message (viaAMF) PDU SESSION RELEASE COMPLETE from the UE and the 5GSM state within the SMF

ischanged to PDU SESSION INACTIVE (see TS 24.501 [13]). This applies to the following two cases:
- UEinitiated PDU session release.
- Network initiated PDU session release.

For anon-roaming scenario, the SMF (or for aroaming scenario, V-SMF in the VPLMN), receives the N1
message (viaAMF) PDU SESSION MODIFICATION COMMAND REJECT from the UE with the cause
#43 indicating an invalid PDU Session ID and the 5GSM state within the SMF is changed to PDU SESSIO
INACTIVE (see TS 24.501 [13]). This applies to the case where the UE rejects aPDU SESSION
MODIFICATION COMMAND asit findsthat the indicated PDU session ID isinvalid. The 5GSM stateis
changed to PDU SESSION INACTIVE implicitly within the SMF.

For ahome-routed roaming scenario, the SMF inthe HPLMN (i.e. H-SMF) receives the N16:
Nsmf_PDU_Session_Update response message with n1SminfoFromUe | E containing the PDU SESSION
RELEASE COMPLETE (see TS 29.502 [16]) from the V-SMF. This appliesto the following three cases:

- UEinitiated PDU session release.
- Network (VPLMN) initiated PDU session release.
- Network (HPLMN) initiated PDU session release.

For ahome-routed roaming scenario, the SMF inthe HPLMN (i.e. H-SMF) receives the N16:
Nsmf_PDU_Session_Update response message with n1SmlnfoFromUe | E containing the PDU SESSION
MODIFICATION COMMAND REJECT (see TS 29.502 [16]) from the V-SMF with the cause value #43
indicating an Invalid PDU Session ID.
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Table 6.2.3-3: Payload for SMFPDUSessionRelease record

Field name Description M/C/O
sUPI SUPI associated with the PDU session. M
pEl PEI associated with the PDU session if available. C
gPsI GPSiI associated with the PDU session if available. C
pDUSessionID PDU Session ID as assigned by the AMF. M
timeOfFirstPacket Time of first packet for the PDU session. C
timeOfLastPacket Time of last packet for the PDU session. C
uplinkVolume Number of uplink octets for the PDU session. C
downlinkVolume Number of downlink octets for the PDU session. C
location Location information, if available. C
Encoded as a userLocation parameter (location>locationIinfo>userLocation), see
Annex A.
6.2.3.2.5 Start of interception with an established PDU session

The IRI-POI inthe SMF shall generate an xIRI containing an SM FStartOfI nterceptionWithEstablishedPDU Session
record when the IRI-POI present in the SMF detects that a PDU session has already been established for the target UE
when interception starts.

In anon-roaming scenario, the IRI-POI in the SMF (or in aroaming scenario, the IRI-POI in the V-SMF in the
VPLMN) shall generate the xIRI containing the SMFStartOf I nterceptionWithEstablishedPDU Session record when it
detects that a new interception for a UE is activated (i.e. provisioned by the LIPF) for the following case:

- The5GSM state within the SMF for that UE is5GSM: PDU SESSION ACTIVE or PDU SESSION
MODIFICATION PENDING.

NOTE: The above trigger happens when the SMF (V-SMF in VPLMN) had not sent an N1 NAS message PDU
SESSION RELEASE COMMAND to the UE for a PDU session and the SMF (V-SMF in the VPLMN)
had previously sent an N1 NAS message PDU SESSION ESTABLISHMENT ACCEPT to that UE for
the same PDU session.

In a home-routed roaming scenario, the IRI-POI in the H-SMF shall generate the xIRI containing the
SMFStartOfI nterceptionWithEstablishedPDU Session record when it detects that a new interception for aUE is
activated (i.e. provisioned by the LIPF) for the following case:

- TheH-SMF had not sent aNsmf_PDU_Session_Update Request (n1SminfoToUe: PDU SESSION RELEASE
COMMAND) to the V-SMF for aPDU session and H-SMF had previously sent aNsmf_PDU_Session_Create
response (n1SminfoToUE: PDU SESSION ESTABLISHMENT ACCEPT) to the V-SMF for that PDU session.

The IRI-POI in the SMF shall generate the xIRI containing the SMFStartOfI nterceptionWithEstablishedPDUSession
record for each of the PDU sessions (that meets the above criteria) associated with the newly identified target UEs.
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Table 6.2.3-4: Payload for SMFStartOfinterceptionWithEstablishedPDUSession record

Field name Description M/C/O

sUPI SUPI associated with the PDU session (e.g. as provided by the AMF in the C
associated Nsmf_PDU_Session_CreateSMContext service operation). Shall be
present except for PEI-only unauthenticated emergency sessions.

sUPIUnauthenticated Shall be present if a SUPI is present in the message, and set to "true" if the C
SUPI has not authenticated, or "false" if it has been authenticated.

pEl PEI associated with the PDU session if available. C

gPSlI GPSI associated with the PDU session if available. C

pDUSessionID PDU Session ID as assigned by the AMF, as defined in TS 24.007 [14] clause M
11.2.3.1b.

gTPTunnellD Contains the F-TEID identifying the tunnel used to encapsulate the traffic, as M
defined in TS 29.244 [15] clause 8.2.3. Non-GTP encapsulation is for further
study.

pDUSessionType Identifies selected PDU session type, see TS 24.501 [13] clause 9.11.4.11. M

sNSSAI Slice identifier associated with the PDU session, if available. See TS 23.003 [19] |C
clause 28.4.2 and TS 23.501 [2] clause 5.12.2.2.

uEEndpoint UE endpoint address(es) if available. IP addresses are given as 4 octets (for C
IPv4) or 16 octets (for IPv6) with the most significant octet first (network byte
order). MAC addresses are given as 6 octets with the most significant octet first.

non3GPPAccessEndpoint UE's local IP address used to reach the N3IWF, if available. IP addresses are C
given as 4 octets (for IPv4) or 16 octets (for IPv6) with the most significant octet
first (network byte order).

location Location information provided by the AMF at session establishment, if available. |C
Encoded as a userLocation parameter (location>locationIinfo>userLocation), see
Annex A.

dNN Data Network Name associated with the target traffic, as defined in TS 23.003 M
[19] clause 9A and described in TS 23.501 [2] clause 4.3.2.2.

aMFID Identifier of the AMF associated with the target UE, as defined in TS 23.003 [19] |C
clause 2.10.1, if available.

hSMFURI URI of the Nsmf_PDUSession service of the selected H-SMF, if available. See |C
TS 29.502 [16] clause 6.1.6.2.2.

requestType Type of request as described in TS 24.501 [13] clause 9.11.3.47 if available. C

accessType Access type associated with the session (i.e. 3GPP or non-3GPP access) if C
provided by the AMF (see TS 24.501 [13] clause 9.11.3.11).

rATType RAT type associated with the access if provided by the AMF as part of session |C
establishment (see TS 23.502 [4] clause 4.3.2). Values given as per TS 29.571
[17] clause 5.4.3.2.

sMPDUDNRequest Contents of the SM PDU DN request container, if available, as described in TS |C
24.501 [13] clause 9.11.4.15.

timeOfSessionEstablishment Time at which the session establishment occurred, if available. Shall be given C

qualified with time zone information (i.e. as UTC or offset from UTC, not as local
time).

6.2.3.2.6 SMF unsuccessful procedure

The IRI-POI inthe SMF shall generate an xIRI containing an SMFUnsuccessful Procedure record when the IRI-POI
present in the SMF detects an unsuccessful procedure or error condition for a UE matching one of the target identifiers

provided viaL1_X1.

Accordingly, the IRI-POI in the SMF generates the xIRI when one of the following events are detected:

- SMF sendsaPDU SESSION ESTABLISHMENT REJECT message to the target UE.

-  SMF sendsaPDU SESSION MODIFICATION REJECT message to the target UE.

- SMF sendsaPDU SESSION RELEASE REJECT message to the target UE.

- SMF receivesa PDU SESSION MODIFICATION COMMAND REJECT message from the target UE.

- Anongoing SM procedure is aborted at the SMF, dueto e.g. a5GSM STATUS message sent from or received

by the SMF.

ETSI




3GPP TS 33.128 version 15.12.0 Release 15 26

Table 6.2.3-5: Payload for SMFUnsuccessfulProcedure record
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Field name Description M/C/O
failedProcedureType Specifies the procedure which failed or is aborted at the SMF. M
failureCause Provides the value of the 5GSM cause, see TS 24.501 [13], clause 9.11.4.2. In |M
case the procedure is aborted due to a 5GSM STATUS message, the 5GSM
cause is the one included in the 5GSM status message.

requestedSlice Slice requested for the procedure, if available, given as a NSSAI (a list of S- C
NSSAI values as described in TS 24.501 [13] clause 9.11.3.37).

initiator Specifies whether the network (SMF) or the UE is initiating the rejection or M
indicating the failure.

sUPI SUPI associated with the procedure, if available (see NOTE). C

sUPIUnauthenticated Shall be present if a SUPI is present in the message and set to "true" if the SUPI |C
has not authenticated, or "false" if it has been authenticated.

pEl PEI used in the procedure, if available (see NOTE). C

gPSlI GPSI used in the procedure, if available (see NOTE). C

pDUSessionID PDU Session ID See clause 9.4 of TS 24.501 [13], if available. C

uEEndpoint UE endpoint address(es) if available. C

non3GPPAccessEndpoint UE's local IP address used to reach the N3IWF, if available. C

location Location information provided by the AMF, if available. C
Encoded as a userLocation parameter (location>locationInfo>userLocation), see
Annex A.

dNN Data Network Name associated with the target traffic, as defined in TS 23.003 |C
[19] clause 9A and described in TS 23.501 [2] clause 4.3.2.2, if available.

aMFID Identifier of the AMF associated with the target UE, as defined in TS 23.003 [19] |C
clause 2.10.1 when available.

hSMFURI URI of the Nsmf_PDUSession service of the selected H-SMF, if available. See |C
TS 29.502 [16] clause 6.1.6.2.2.

requestType Type of request as described in TS 24.501 [13] clause 9.11.3.47 if available. C

accessType Access type associated with the session (i.e. 3GPP or non-3GPP access) if C
provided by the AMF (see TS 24.501 [13] clause 9.11.3.11).

rATType RAT Type associated with the access if provided by the AMF as part of session |C
establishment (see TS 23.502 [4] clause 4.3.2). Values given as per TS 29.571
[17] clause 5.4.3.2.

sMPDUDNRequest Contents of the SM PDU DN Request container, if available, as described in TS |C
24.501 [13] clause 9.11.4.15.

NOTE: At least oneidentity shall be provided, the others shall be provided if available.
6.2.3.3 Triggering of the CC-POI from CC-TF over LI_T3
6.2.3.3.1 LI_T3 interface specifics

When interception of communication contentsis required, the CC-TF present in the SMF sends atrigger to the CC-POI
present in the UPF over the LI_T3 interface.

When the CC-TF in the SMF detects that a PDU session is being established (i.e. when the SMF sends the N4: PFCP
Session Establishment Request to the UPF, see TS 29.244 [15], clause 6.3.2) for atarget UE, it shall send an activation

message to the CC-POI in the UPF over the LI_T3 interface. The activation message shall contain the correlation

identifiers that the CC-POI in the UPF shall use with the xCC. This can be achieved by sending an ActivateT ask
message as defined in ETSI TS 103 221-1 [7] clause 6.2.1 with the following details.
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Table 6.2.3-6: ActivateTask message for triggering the CC-POI in the UPF
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ETSI TS 103 221-1 field name Description M/C/O
XID Allocated by the CC-TF as per ETSI TS 103 221-1 [7]. M
Targetldentifiers Packet detection criteria as determined by the CC-TF in the SMF, which enables |M

the UPF to isolate target traffic. The CC-POI in the UPF shall support at least the
identifier types given in Table 6.2.3-7.
NOTE: Thisvalueisthe target identifier for the CC-POI in the UPF and
may be different from the target identifier specified in the
warrant.
DeliveryType Set to "X30nly". M
ListOfDIDs Delivery endpoints for LI_X3. These delivery endpoints shall be configured by M
the CC-TF in the SMF using the CreateDestination message as described in
ETSI TS 103 221-1 [7] clause 6.3.1 prior to first use.
CorrelationNumber Correlation ID to assign to X3 PDUs generated by the CC-POI in the UPF. M
ProductID Shall be set to the XID of the Task Object associated with the interception at the (M

CC-TF. This value shall be used by the CC-POI in the UPF to fill the XID of X3
PDUs.

Table 6.2.3-7: Target Identifier Types for LI_T3

Identifier type Owner ETSI TS 103 221-1 Targetldentifier type Definition

GTP Tunnel ID 3GPP gtpuTunnelld F-TEID (see XSD schema)

UE IP Address ETSI ipAddress See ETSI TS 103 221-1 [7]

UE IP Address and port ETSI ipAddressPort See ETSI TS 103 221-1 [7]

PFCP Session ID 3GPP TargetldentifierExtension / FSEID F-SEID (see XSD schema)

PDR ID 3GPP TargetldentifierExtension / PDRID 32 bit unsigned integer (see XSD
schema)

QERID 3GPP TargetldentifierExtension / QERID 32 bit unsigned integer (see XSD
schema)

Network Instance 3GPP TargetldentifierExtension / NetworkInstance Octet string (see XSD schema)

GTP Tunnel Direction 3GPP TargetldentifierExtension / GTPTunnelDirection |Enumeration (see XSD schema)

When the CC-TF in the SMF detects that atargeted PDU session is changing (i.e. when the SMF sends the N4: PFCP
Session Modification Request to the UPF, see TS 29.244 [15] clause 6.3.3) in away that requires changesto the
interception already activated by the CC-POI in the UPF, the CC-TF shall modify the interception at the CC-POI in the
UPF over the LI_T3 interface. Thisis achieved by sending a ModifyTask message as defined in ETSI TS 103 221-1 [7]
clause 6.2.2. The ModifyTask message contains the same details as the ActivateT ask message with the following fields

updated as appropriate

Table 6.2.3-8: Parameters that may be changed in a ModifyTask message when updating interception

at the CC-POIl in the UPF

ETSI TS 103 221-1 field name

Description

M/C/O

Targetldentifiers

Updated packet detection criteria as determined by the CC-TF in the SMF.

NOTE: Seenoteson Targetldentifiersin Table 6.2.3-6.

M

When the CC-TF in the SMF detects that a targeted PDU session is changing (i.e., when the SMF sends the N4: PFCP
Session Modification Reguest to the UPF, see TS 29.244 [15] clause 6.3.3) for which the interception had not been
previously activated in the CC-POI in the UPF (e.g., in case of previous unsuccessful L1 activation at the CC-POI in the
UPF by the CC-TF in the SMF), the CC-TF shall send an activation message to the CC-POI in the UPF over the LI_T3
interface. The activation message shall contain the correlation identifiers that the CC-POI in the UPF shall use with the
XCC. This can be achieved by sending an ActivateTask message as defined in ETSI TS 103 221-1 [7] clause 6.2.1 with
the details provided by table 6.2.3-6.

When the CC-TF in the SMF detects that the PDU session has been released (i.e. when the SMF sends the N4: PFCP

Session Deletion Request to the UPF, see TS 29.244 [15] clause 6.3.4) for atarget UE, it shall send a deactivation
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message to the CC-POI in the UPF over the LI_T3 interface. When using ETSI TS 103 221-1 [7] thisis achieved by
sending a DeactivateT ask message with the XID field set to the XID associated with the interception, as described in
ETSI TS103 221-1[7] clause 6.2.3.

By default, interception shall occur at the anchor UPF as described in 6.2.3.3.3.

When a warrant that includes the service scoping of CC is activated for atarget UE with an established PDU session
and when the IRI-POI present in the SMF generates the xIRI containing an

SMFStartOfI nterceptionWithEstablishedPDU Session record (see clause 6.2.3.2.5), the CC-TF present in the SMF shall
send an activation message to the CC-POI present in the UPF to generate the xCC.

6.2.3.3.2 CC interception with multi-homed PDU session

When atarget UE accesses multiple Data Networks (DNs) viaa multi-homed PDU session (see TS 23.501 [2] clause
5.6.4.3), multiple UPFs are involved in providing the PDU Session Anchors, with one UPF providing the Branching
Point functionality. The Branching Point UPF may, or may not, be a PDU Session Anchor UPF (see TS 33.127 [5]
Annex A3.2). The CC-TF present in the SMF shall send the CC intercept trigger to the CC-POI present in an UPF if
and only if that UPF is selected to provide the CC-POI functions.

When the target UE isinvolved in multi-homed PDU session, the CC-TF present in the SMF (i.e. in the SMF that
establishes the PDU session) shall determine which UPF(s) is(are) more suitable to provide the CC-POI functions
adhering to the following requirements specified in TS 33.127 [5]:

- All applicable user plane packets are captured and delivered.
- Duplicate delivery of CC is suppressed to the extent possible.

This clause assumes that a PDU session contains only one Branching Point UPF (with N3 reference point toward the
target UE) and one PDU Session Anchor UPF for each DN connection.

Since the present document requires the interception of all DN connections, the SMF may choose either all the PDU
Session Anchor UPFs or the Branching Point UPF to provide the CC-POI functions.

The Branching Point UPF may be chosen when all user plane packets pass through the Branching Point UPF, and the
CC-TF present in the SMF may choose the Branching Point UPF to provide the CC-POI function and accordingly, send
the CC interception trigger to the CC-POI present in the Branching Point UPF. The CC intercept trigger shall include
the packet detection rules. An example of theserulesis:

- Generate the xCC from all the incoming and outgoing user plane packets to the target UE.

In this case, the CC-TF present in the SMF shall not select any of the PDU Session Anchor UPFsto provide the CC-
POI functions.

When a Branching Point UPF is chosen to provide the CC-POI functions, and if the Branching Point UPF is removed
from the user plane path during a PDU session, then the CC POI functions will have to be moved to the PDU Session
Anchor UPFs.

The xCC delivered to the MDF3 shall be correlated to the PDU session related xIRI. The use of Correlation Id shall be
on a user-plane path basis, which means that the xCC generated at different UPFs that belong to different PDU sessions
may need to have separate Correlation 1Ds, each correlating to their own PDU session related xIRI.

6.2.3.3.3 CC Interception only at PDU Session Anchor UPFs

An option isto intercept a copy of the packets sent and received on the N6 interface [2] side of the PDU Anchor UPF
(for each UL classifier in case of selective routing or Service and Session Continuity mode 3) for all DNs the subject is
connected to. In the in-bound roaming case for home-routed roaming, the CSP shall deliver a copy of the packets sent
and received on the N9 side of the PDU Anchor UPF towards the serving network.

6.2.3.4 IRI-POI in UPF triggering over LI_T2
When interception of Packet Data Headers is required, and if the approach 1 as specified in TS 33.127 [5] for packet

datainformation reporting is used, the IRI-TF in the SMF sends a trigger to the IRI-POI in the UPF over the LI_T2
interface.
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When the IRI-TF in the SMF detects that a PDU session has been established (i.e. when the SMF sends the N4: PFCP
Session Establishment Request to the UPF, see TS 29.244 [15] clause 6.3.2) for atarget UE, it shall send an activation
message to the IRI-POI in the UPF over the L1_T2 interface. The activation message shall contain the correlation ID
that the IRI-POI in the UPF shall use when generating xIRI. This shall be achieved by sending an ActivateTask
message as defined in TS 103 221-1 [7] clause 6.2.1 with the following details.

Table 6.2.3-9: ActivateTask message for triggering the UPF IRI-POI

ETSI TS 103 221-1 field name Description M/C/O
XID Allocated by the IRI-TF as per ETSI TS 103 221-1 [7]. M
Targetldentifiers Packet detection criteria as determined by the IRI-TF in the SMF, which enable |M

the UPF IRI-POI to isolate target traffic. The IRI-POI in the UPF shall support at
least the identifier types given in Table 6.2.3-7.

NOTE: Thisvalue isthe target identifier for the IRI-POI in the UPF and
may be different from the target identifier specified in the

warrant.
DeliveryType Set to "X20nly". M
TaskDetailsExtensions/ Header reporting-specific tag to be carried in the TaskDetailsExtensions field of |M
HeaderReporting ETSI TS 103 221-1 [7].
ListOfDIDs Delivery endpoints of LI_X2. These delivery endpoints shall be configured by the |M

IRI-TF in the SMF using the CreateDestination message as described in ETSI
TS 103 221-1 [7] clause 6.3.1 prior to first use.

CorrelationNumber Correlation ID to assign for xIRI generated by the IRI-POI in the UPF. M

ProductID Shall be set to the XID of the Task Object associated with the interception at the (M
IRI-TF. This value shall be used by the IRI-POI in the UPF to fill the XID of X2
PDUs.

Table 6.2.3-10: ActivatePDHReporting Parameters

Field name Description M/C/O

pDHType This field shall be set to either: M
- "PDHR," for packet-by-packet reporting.
- "PDSR," for summarized reporting.

pDSRType If pDHType is PDSR, this field shall be set to one of the following triggers: C
a)- timer expiry (along with a timer value and unit).
b)- packet count (along with a value for the number of packets
detected before a summary is to be triggered).
c)- byte count (along with a value for the cumulative byte size
reached across all packets belonging to the summary before said
summary is to be triggered).
Summary reports shall not be cumulative, i.e., each summary report shall
describe only the packets contained in its respective range, and each new
summary shall start its count (of whichever attribute from the numbered list
above applies) from zero, i.e., the information in the (n+1)'th summary report
starts immediately after the end of the n'th summary report.

When the IRI-TF in the SMF detects that a targeted PDU session has changed (i.e. when the SMF sends the N4: PFCP
Session Modification Request to the UPF, see TS 29.244 [15] clause 6.3.3) in away which requires changes to the
interception by the IRI-POI in the UPF, the IRI-TF in the SMF shall modify the interception at the IRI-POI in the UPF
over theLI_T2 interface. Thisis achieved by sending an ModifyTask message asdefined in ETSI TS 103 221-1[ [7]
clause 6.2.2. The ModifyTask message contains the same details as the ActivateT ask message with the following fields
updated as appropriate.

Table 6.2.3-11: Parameters that may be changed in a ModifyTask message when updating
interception at the IRI-POI in the UPF

Field name Description M/C/O

Targetldentifiers Updated packet detection criteria as determined by the IRI-TF in the SMF. M

NOTE: See notes on Targetldentifiersin Table 6.2.3-6.
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When the IRI-POI in the SMF detects that the PDU session has been released (i.e. when the SMF sends the N4: PFCP
Session Deletion Request to the UPF, see TS 29.244 [15] clause 6.3.4) for atarget UE, it shall send a deactivation
message to the IRI-POI in the UPF over the L1_T2 interface. When using ETSI TS 103 221-1 [7] thisis achieved by
sending a DeactivateT ask message with the XID field set to the X1D associated with the interception, as described in
ETSI TS103221-1[7] clause 6.2.3.

When a PDU session involves multiple UPFs, the selection of UPF to provide the IRI-POI functions shall be done in the
same way an UPF is selected to provide the CC-POI functions as described in clauses 6.2.3.3.2 and 6.2.3.3.3.

When a warrant that does not include the service scoping of CC (but includes the service scoping of IRI) is activated for
atarget UE with an established PDU session and when the IRI-POI present in the SMF generates the xIRI containing an
SMFStartOfI nterceptionWithEstablishedPDU Session record, if the approach 1 specified in TS 33.127 [5] is used for
packet data header information reporting, then the IRI-TF present in the SMF shall send an activation message to the
IRI-POI present in the UPF to generate the Packet Data Header report related xIRIs from the user plane packets of that
PDU session.

6.2.3.5 Generation of xIRI at UPF over LI_X2

6.2.3.5.1 Packet data header reporting

The IRI-POI in the UPF generates packet data header information either in per-packet form, as Packet Data Header
Reports (PDHRs), or in summary form, as Packet Data Header Summary Reports (PDSRS).

6.2.3.5.2 Fragmentation

If the IRI-POI in the UPF is placed on alink which fragmented the original | P packet (see IETF RFC 791[34] for basic
fragmentation rules, and IETF RFC 815 [26] for more complex re-assembly rules), a situation may occur in which only
the first fragment can be sensibly reported in a PDHR, while the subsequent fragments may be missing essential fields

that are mandatory, which may cause simplistic implementations to mis-report them, or omit them altogether.

In this case, the IRI-POI in the UPF shall report the first fragment of a fragmented I P packet, including the port numbers
when they are included within this first fragment, using the length of the fragment to determine if the port numbers are
indeed encoded within this first fragment. The subsequent fragments are reported without port information. This
technique relieves the IRI-POI in the UPF from having to reassemble the original | P packet (at line speed) at the cost of
accuracy of the reported fields.

6.2.3.5.3 Packet Data Header Reporting (PDHR)

If the per-packet form of packet data header reporting, i.e. PDHR, is used, the IRI-POI in the UPF extracts the following
information from each packet.
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Table 6.2.3-12: PDHeaderReport record

defined in IETF RFC 791 [34], or the value of the "Payload Length" field if IPv6 is
used, as defined in IETF RFC 2460 [27].

Field name Description M/C/O
pDUSessionID The PDU session ID received from the IRI-TF in the SMF. M
sourcelPAddress Shall contain the source address of the packet from the 32-bit "Source Address" field |M

in IPv4, as defined in IETF RFC 791 [34], or from the 128-bit "Source Address" field
in IPv6, as defined in IETF RFC 2460 [27].
sourcePort Shall contain the "Source Port" number that indicates an application or service C
running on top of the transport, if the "Protocol" IP field (see the nextLayerProtocol
field below in this table) is one of:
a) Transmission Control Protocol (TCP), IP "Protocol” field decimal "6";
see IETF RFC 793 [28].
b) User Datagram Protocol (UDP), IP "Protocol” field decimal "17"; see
IETF RFC 768 [29].
c) Datagram Congestion Control Protocol (DCCP), IP "Protocol” field
decimal "33"; see IETF RFC 4340 [30].
d) Stream Control Transmission Protocol (SCTP), IP "Protocol" field
decimal "132"; see IETF RFC 4960 [31].
For further details on Layer four protocols, see IANA [32].
destinationlPAddress Shall contain the destination address of the packet from the 32-bit "Destination M
Address" field in IPv4, as defined in IETF RFC 791 [34], or from the 128-bit
"Destination Address" field, as defined in IETF RFC 2460 [27].
destinationPort Shall contain the "Destination Port" number that indicates an application or service  |C
running on top of the transport, if the "Protocol" IP field (see the nextLayerProtocol
field below in this table) is one of:
a) Transmission Control Protocol (TCP), IP "Protocol” field decimal "6";
see IETF RFC 793 [28].
b) User Datagram Protocol (UDP), IP "Protocol" field decimal "17"; see
IETF RFC 768 [29].
c) Datagram Congestion Control Protocol (DCCP), IP "Protocol” field
decimal "33"; see IETF RFC 4340 [30].
d) Stream Control Transmission Protocol (SCTP), IP "Protocol” field
decimal "132"; see IETF RFC 4960 [31].
For further details on Layer four protocols, see IANA [32].
nextLayerProtocol Shall contain the contents of the IP "Protocol” field as defined in IETF RFC 791 [34] |M
(bits 72..79 in the IP header), and is one of the assigned Internet protocol numbers
defined in IANA [32].
iPv6flowLabel If the IP addresses in the report are IPv6, this field shall contain the 20-bit IPv6 "Flow |C
Label" as defined in:
- IPv6 IETF RFC 2460 [27], and
- IPV6 Flow Label Specification IETF RFC 6437 [33].
direction Shall contain the direction of the intercepted packet, and it indicates either "from M
target" or "to target."
packetSize Shall contain the value of the "Total Length" IP header field if IPv4 is used, as M
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6.2.3.5.4 Packet Data Summary Reporting (PDSR)

If the summary form of the packet data header reporting, i.e. PDSR, is used, the IRI-POI in the UPF extracts from each
packet the following information, and aggregates it in summaries.

Table 6.2.3-13: PDSummaryReport record

Field name Description M/CIO
pDUSessionID The PDU session ID received from the IRI-TF in the SMF. M
sourcelPAddress Shall contain the source address of the packet from the 32-bit "Source Address" field (M

in IPv4, as defined in IETF RFC 791 [34], or from the 128-bit "Source Address" field
in IPv6, as defined in IETF RFC 2460 [27].
sourcePort Shall contain the "Source Port" number that indicates an application or service C
running on top of the transport, if the "Protocol" IP field (see the nextLayerProtocol
field below in this table) is one of:
a) Transmission Control Protocol (TCP), IP "Protocol” field decimal "6";
see IETF RFC 793 [28].
b) User Datagram Protocol (UDP), IP "Protocol" field decimal "17"; see
IETF RFC 768 [29].
c) Datagram Congestion Control Protocol (DCCP), IP "Protocol" field
decimal "33"; see IETF RFC 4340 [30].
d) Stream Control Transmission Protocol (SCTP), IP "Protocol" field
decimal "132"; see IETF RFC 4960 [31].
For further details on Layer four protocols, see IANA[32].
destinationlPAddress Shall contain the destination address of the packet from the 32-bit "Destination M
Address" field in IPv4, as defined in IETF RFC 791 [34], or from the 128-bit
"Destination Address" field, as defined in IETF RFC 2460 [27].
destinationPort Shall contain the "Destination Port" number that indicates an application or service |C
running on top of the transport, if the "Protocol" IP field (see the nextLayerProtocol
field below in this table) is one of:
a) Transmission Control Protocol (TCP), IP "Protocol” field decimal "6";
see IETF RFC 793 [28].
b) User Datagram Protocol (UDP), IP "Protocol" field decimal "17"; see
IETF RFC 768 [29].
c) Datagram Congestion Control Protocol (DCCP), IP "Protocol" field
decimal "33"; see IETF RFC 4340 [30].
d) Stream Control Transmission Protocol (SCTP), IP "Protocol" field
decimal "132"; Stream Control Transmission Protocol [31].
For further details on Layer four protocols, see IANA [32].
nextLayerProtocol Shall contain the contents of the IP "Protocol” field as defined in IETF RFC 791 [34] (M
(bits 72..79 in the IP header), and is one of the assigned Internet protocol numbers
defined in IANA [32].
iPv6flowLabel If the IP addresses in the report are IPv6, this field shall contain the 20-bit IPv6 "Flow |C
Label" as defined in IPv6 IETF RFC 2460 [27] and the IPV6 Flow Label Specification
IETF RFC 6437 [33].
direction Shall contain the direction of the intercepted packet, and it indicates either "from M
target” or "to target.”
pDSRSummaryTrigger Shall contain the trigger that caused the summary report to be generated, which is M
one of the following:
a) timer expiry.
b) packet count.
c) byte count.
firstPacketTimestamp Shall contain the timestamp that represents the time that the IRI-POI in the UPF M
detected the first packet in the set represented by this summary.
lastPacketTimestamp Shall contain the timestamp that represents the time that the IRI-POI in the UPF M
detected the last packet in the set represented by this summary.
packetCount Shall contain the number of packets detected during the creation of this summary. M
byteCount Shall contain the number of bytes summed across all packets that belong to this M

summary. For IPv4 it is the sum of the "Total Length" fields across all packets in the
summary as defined in Internet Protocol IETF RFC 791 [34], while for IPv6 it is the
sum of the "Payload Length" fields across all packets in the summary as defined in
Internet Protocol, Version 6 (IPv6) Specification, IETF RFC 2460 [27].
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6.2.3.6 Generation of xCC at CC-POI in the UPF over LI_X3

The CC-POI present in the UPF shall send xCC over LI_X3 for each IP packet matching the criteria specified in the
Triggering message (i.e. ActivateTask message) received over LI_T3 from the CC-TF in the SMF.

NOTE: Implementers are reminded of the completeness and non-duplication requirements (see TS 33.127 [5]).

Each X3 PDU shall contain the contents of the GTP-U packet given using the GTP-U message payload format value 12
(see ETSI TS 103 221-2 [8] table 7 in clause 5.4 and clause 5.4.13).

6.2.3.7 Generation of IRl over LI_HI2

When an xIRI isreceived over LI_X2 from the IRI-POI in SMF, the MDF2 shall send the IRl message over LI_HI2
without undue delay. The IRI message shall contain a copy of the relevent record received from LI_X2. The record may
be enriched by other information available at the MDF (e.g. additional location information).

The timestamp field of the ETSI TS 102 232-1 [9] PSHeader structure shall be set to the time at which the SMF event
was observed (i.e. the timestamp field of the xIRI). The LII1D and CID fields shall correctly reflect the target identity
and communication session to which the IRl message belongs.

The threeGPP33128DefinedIRI field (see ETSI TS 102 232-7 [10] clause 15) shall be populated with the BER-encoded
IRIPayload.

When an additional warrant is activated on atarget UE and the L1PF uses the same X 1D for the additional warrant, the
MDF2 shall be able to generate and deliver the IRI message containing the

SMFStartOfI nterceptionWithEstablishedPDUSession record to the LEMF associated with the additional warrant
without receiving a corresponding xIRI. The payload of the SMFStartOf nterceptionWithEstablishedPDUSession
record is specified in table 6.2.3-4. The MDF2 shall generate and deliver the IRI message containing the

SMFStartOf1 nterceptionWithEstablishedPDU Session record for each of the established PDU sessionsto the LEMF
associated with the new warrant.

6.2.3.8 Generation of CC over LI_HI3

When the XxCC is received over L1_X3, the MDF3 shall emit the CC over LI_HI3 without undue delay.

The timestamp field of the ETSI TS 102 232-1 [9] PSHeader structure shall be set to the time that the UPF observed the
data (i.e. the timestamp field of the xCC data). The L1ID and CID fields shall correctly reflect the target identity and
communication session to which the CC belongs.

The MDF3 shall populate the threeGPP33128DefinedCC field (see clause 5.5.3 of the present document) with a BER-
encoded CCPayload structure containing either:

1. TheuPFCCPDU field containing the GTP-U packet received over L1_X3. It shall only be used if the
content of the GTP-U packet is an [Pv4 or IPv6 packet.
2. The extendedUPFCCPDU field as described in Table 6.2.3-14.

The MDF3 shall support delivery using either option.

Table 6.2.3-14: ExtendedUPFCCPDU structure

Field name Description M/C/O
payload Payload of the GTP-U packet without GTP-U encapsulation. Content shall be M
supplied according to Table 6.2.3-15.
gFl Shall be populated with the QoS Flow Identifier value from the GTP-U header C
extension (see TS 38.415 [35] clause 5.5.3.3) if present over LI_X3.

Table 6.2.3-15: UPFCCPDUPayload structure

Field name Description
uPFIPCC Contains an IPv4 or IPv6 packet.
uPFEthernetCC Contains an Ethernet frame.
uPFUnstructuredCC Contains an unstructured packet.
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6.2.3.9 Packet Data Information Reporting at MDF2

Asdescribed in TS 33.127 [5] clause 6.2.3.1, the warrants that do not require the interception of communication
contents may require IRl messages that require access to the user plane packets. One such service that requires such a
capability is the packet data header information reporting which includes the following two IRl messages:

- Packet Data Header Reporting (PDHR).
- Packet Data Summary Reporting (PDSR).

NOTE: Packet Data Header Reporting is done using the IRI messges containing the PDHeaderReport record and
the Packet Data Summary Reporting is done using the IRl messages containing the PDSummaryReport
record.

TS 33.127 [5] provides two approaches for the generation of such IRI messages. In approach 1, the IRI-POI present in
the UPF based on atrigger received from IRI-TF present in the SMF constructs and delivers the xIRIs to the MDF2.
The details of this are described in clause 6.2.3.5.

In approach 2, the CC-TF present in the SMF triggers the CC-POI present in the UPF to deliver the xCC to the MDF3
as described in clause 6.2.3.5. The MDF3 forwards the xCC to the MDF2 over the LI-MDF interface and MDF2
generates the IRI messages containing the PDHeaderReport and PDSummaryReport records from the xCC. The
payload of PDHeaderReport and PDSummaryReport records are as described in clause 6.2.3.5, table 6.2.3-11. Note that
in approach 2, the MDF2 generates these IRl messages contai ning PDHeaderReport and PDSummaryReport records
without receiving the equivalent xIRI from an IRI-POI. The actions of MDF2, MDF3 and CC-TF in SMF are managed
as part of the intercept data provisioned to them over the LI_X1 interface.

6.2.4 LI at UDM for 5G

6.24.1 General description

In 5G packet core network, the UDM provides the unified data management for UE. The UDM shall have LI
capabilities to generate the target UE's service area registration related xIRI. See clause 7.2.2 for the details.

6.2.5 LI at SMSF

6.25.1 Provisioning over LI_X1

The IRI-POI present in the SMSF is provisioned over LI_X1 by the L1PF using the X1 protocol as described in clause
5.2.2.

The POI in the SMSF shall support the following Target Identifier Formatsin the ETSI TS 103 221-1 [7] messages:
- SUPI.
- PEL

- GPSl.

6.2.5.2 Generation of xIRI over LI_X2

The IRI-POI present in the SMSF shall send xIRI over LI_X2 for the event listed in TS 33.127 [5] clause 6.2.5.3, the
details of which are described in the following sub-clause.

6.2.5.3 SMS Message
The IRI-POI in the SMSF shall generate an xIRI containing an SM SMessage record for the following cases:
SMS-MO case:

- When atarget UE originates an SM'S message or when any UE originates an SM S message destined to atarget
non-local ID.
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SMS-MT case:

- When an SM'S message delivery to atarget UE is attempted or when an SM S message delivery originated from a
target non-local ID is attempted to any UE.

- When an SMS message is successfully delivered to atarget UE or when an SM 'S message originated from a
target non-local 1D is successfully delivered to any UE.

The SMS-MT case can also apply to the scenario when areceipt of SMS delivery from the far end is delivered
successfully to the target UE or when areceipt of SMS delivery from atarget non-Local ID is successfully delivered to

the originating UE.

The IRI-POI present in the SM SF shall generate the xIRI containing the SM SM essage record when it detects following

events:

- The SMSF receives a SMCP message CP-DATA_RPDATA [SUBMIT_SMS] from atarget UE (viaAMFin
Nsmsf_SMService_UplinkSM S message) or from any UE with TP-DA field within the SUBMIT_SMS
containing atarget non-Local 1D and SM SF returns the SMCP: CP-ACK to that originating UE.

- The SMSF receivesaNsmsf_SMService UplinkSM S with SmsRecordData | E containing the SMCP message
CP-DATA_RP-ACK [SMS-DELIVER-REPORT] in response to a previously sent SMCP:

Namf_Communication_N1N2MessageT ransfer with N1M essageContainer having the SM CP message CP-

DATA_RP-DATA [SMS-DELIVER].

NOTE 1: Inthe above-mentioned descriptions, the requirements of target Non-Local ID do not apply when both
originating and terminating users of an SM 'S message are served by the same CSP. The method used to
identify atarget non-Local 1D is different from the method used to identify alocal target ID.

Table 6.2.5-1: Payload for SMSMessage record

Field name Description M/C/O
originatingSMSParty Identity of the originating SMS party. See NOTE 2. M
terminatingSMSParty Identity of the terminating SMS party. See NOTE 3. M
direction Direction of the SMS with respect to the target. See NOTE 4. M
transferStatus Indicates whether the transfer succeeded or not. See NOTE 5. M
otherMessage In the event of a server-initiated transfer, indicates whether the server will send |M
another SMS. May be omitted if the transfer is target-initiated. See NOTE 6.

peerNFAddress Address of the other network function (SMS-GMSC/IWMSC/SMS-Router) C
involved in the communication of the SMS, if available.

peerNFType Type of the other network function (SMS-GMSC/IWMSC/SMS-Router) involved |C
in the communication of the SMS, if available.

location Location information associated with the UE sending or receiving the SMS, if C
available. See NOTE 7.
Encoded as a userLocation parameter (location>locationIinfo>userLocation), see
Annex A.

sMSTPDUData SMS TPDU, encoded as per TS 23.040 [18] clause 9. See NOTE 8. M

NOTE 2: For the SMS-MO case, the originating party is the address of the UE from which the SM SF receives the

CP-DATA_RP_DATA (SUBMIT-MS) message (via AMF in the Nsmsf_SM Service_UplinkSMS). The
GPSl isone of the data fields used in the Nsmsf related messages (see TS 29.540 [21]). Alternatively, the
SMSF may find the originating party address in the same way it finds the address when generating
charging records. For SMS-MT case, thisis derived from TP-OA field (TS 23.040[18]).

NOTE 3: For SMS-MT case, the terminating party is the address of the UE to which the SM SF sends the CP-

DATA_RP_DATA (SMS-DELIVER) message (viaAMFin

Namf_Communications N1IN2MessageTransfer). The GPSI is one of the data fields used in the Namf
related messages (TS 29.518 [22]). Alternatively, the SMSF may find the terminating party addressin the
same way it finds the address when generating charging records. For SMS-MO casg, thisis derived from
the TP-DA field (TS 23.040 [18]).

NOTE 4: For the SMS-MO case, for SMS originated from the target UE, the value fromTarget is used and for SMS

destined to target Non-local 1D, thetoTarget isused. For SMS-MT case, for SMS terminated to the target
UE, the valuetoTarget is used and for SM S originated from atarget Non-local 1D, the fromTarget is used.
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NOTE 5: Thisfield is set to transferSucceeded or transferFailed as follows:
- SMSMO case:

- TotransferSucceeded: when the IRI-POI in the SM SF detects that SM SF sends the MO-FORWARD-
SHORT-MESSAGE-request [SUBMIT SMS] message to the SMSIWMSC.

- TotransferFailed: when the IRI-POI in SM SF detects the scenarios where SM SF cannot send the MO-
FORWARD-SHORT-MESSAGE-request [SMS-SUBMIT] to SMSIWMSC, but till generates an xIRI
containing the SM SMessage record.

- SMSMT case:

- TotransferSucceeded: when the IRI-POI in the SM SF detects that SM SF sends the M T-FORWARD-
SHORT-MESSAGE-answer [SMS-DELIVER-REPORT] message to the SMS-IWMSC.

- TotransferFailed: when the IRI-POI in SM SF detects the scenarios where SM SF cannot send the MT-
FORWARD-SHORT-MESSAGE-Answer [SMS-DEL IVER-REPORT] to the SMS-GMSC, but an xIRI
containing the SM SMessage record is still generated.

NOTE 6: Thisisonly applicable to the SMS-MT case and can be derived from the TP-MMS (More Message to
Send) field present in the SMS-DELIVER sent to the UE (viaAMF in the
Namf_Communications N1IN2MessageTransfer).

NOTE 7: Thisisderived from the ueLocation field of SmsRecord |E received from the AMF in the
Nsmsf_SMService UplinkSM S message (TS 29.540 [21]). For the SMS-MO case, the SMCP message is
CP-DATA_RP-DATA [SMS-SUBMIT] and for the SMS-MT case, the SMCP message is CP-DATA-RP-
ACK [SMS-DELIVER-REPORT].

NOTE 8: According to the intercept related data provisioning received over the L1_X1 reference point from the
LIPF, the IRI-POI present in the SM SF may discover that the I nterception Product may not include the
CC. Inthis case, the IRI-POI present in the SM SF may remove the sMSTPDUDATA from the
SMSMessage record sent to the MDF2. When multiple warrants are issued on atarget UE, the SMSF
may deliver the SM SMessage record with the sSMSTPDUDATA present to the MDF2. In that case, the
MDF2 is expected to remove the equivalent information from the IRI message sent over the L1_HI2
reference point when it discovers from the intercept related data provisioned to it over L1_X1 reference
point.

6.2.5.4 Generation of IRl over LI_HI2

When an xIRI containing the SM SMessage record is received over LI_X2 from the IRI-POI in SMSF, the MDF2 shall
send the IRI message over LI_HI2 without undue delay. The IRI message shall contain a copy of the SM SMessage
record received over the LI_X2. The SM SMessage record may be enriched by other information available at the MDF
(e.g. additional location information).

The threeGPP33128DefinedCC field (see ETSI TS 102 232-7 [10] clause 15) shall be populated with the BER-encoded
|RIPayload.

The timestamp field of the psHeader structure shall be set to the time that the SM SF event was observed (i.e. the
timestamp field of the xIRI). The L1ID and CID fields shall correctly reflect the target identity and communication
session to which the IRI belongs.

National regulations may require that the MDF2 removes information regarded as content from the smsTPDUData field

in case of an IRI only warrant. The details of what needs be removed, and under what circumstances thisis for national
regulation, are outside the scope of the present document.

6.2.6 LI support at NRF

The SIRF present within the NRF provides SBA-related information to the LIPF over the LI_S| interface. Details for
thisinterface are not considered in the present document and are for further study.
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6.3 4G

The present document does not specify details of the LI interfaces for 4G/ LTE. Details for this release are specified in
TS33.108[12].

6.4 3G

The Present document does not specify details of the LI interfaces for 3G / UMTS. Details for this release are specified
in TS 33.108 [12].

7 Service Layer Based Interception

7.1 Introduction

This clause describes any remaining fields, behaviours or details necessary to implement the required LI interfaces for
specific 3GPP-defined services which are not described in clauses 4 and 5.

7.2 Central Subscriber Management

7.2.1 General description

This clause describes interception at central subscriber management functions or databases (e.g. UDM and HSS).

71.2.2 LI at UDM

7221 General description

In 3GPP network, the UDM provides the unified data management for UE. The UDM shall have LI capabilitiesto
generate the target UE's service area registration and subscription management related xIRI.

7222 Provisioning over LI_X1

The IRI-POI present in the UDM is provisioned over L1_X1 by the LIPF using the X1 protocol as described in clause
5.2.2.

7.2.2.3 Generation of xIRI over LI_X2

7.2.2.3.1 General description

The IRI-POI present in the UDM shall send xIRI over LI_X2 for each of the eventslisted in TS 33.127 [5] clause
7.2.2.4, the detail s of which are described in the following sub-clauses.

NOTE: The present document supports only the xIRIs containing the UDM ServingSystemM essage record.

7.2.2.3.2 Serving system

The IRI-POI in the UDM shall generate an xIRI containing the UDM ServingSystemM essage record when it detects the
following events:

- When the UDM receives the amf3GPPA ccessRegistration from the AMF in the
Nudm_UEContextManagement_Registration message (see TS 29.503 [25], clause 5.3.2.2.2).

- When the UDM receives the anfNon3GPPA ccessRegistration from the AMF in the
Nudm_UEContextManagement_Registration message (see TS 29.503 [25], clause 5.3.2.2.3).
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When atarget UE registers to both 3GPP and non-3GPP access, two separate xIRIs each containing the

UDM ServingSystemM essage record may be generated by the IRI-POI in the UDM.

Table 7.2.2.3-1: Payload for UDMServingSystemMessage record

ETSI TS 133 128 V15.12.0 (2024-01)

Field name Description M/C/O
sUPI SUPI associated with the target UE, see TS 29.571 [17]. M
pEI PEI associated with the target UE, when known, see TS 29.571 17]. C
gPSI GPSI associated with the target UE, when known, see TS 29.571 [17]. C
gUAMI Serving AMF's GUAMI, when known. See NOTE 1. C
gUMMEI Serving MME's GUMMEI See NOTE 2. C
pLMNID Serving PLMN Id. See TS 29.571 [17]. See NOTE 3. C
servingSystemMethod Identifies method used to access the serving system, see NOTE 4. M

NOTE 1. GUAMI isthe global unique identifier of an AMF [2] and itsformat isdefined in TS 29.571 [17]. As
defined in TS 23.501 [2], clause 5.9.4, GUAMI consists of <MCC> <MNC> <AMF Region ID> <AMF

NOTE 2:

NOTE 3:
NOTE 4:

7.2.2.3.3

Set ID> <AMF Pointer>. The GUAMI isreported if the UDM receives the same from the AMF.

GUMMEI isthe global unique identifier of an MME and its format is defined in TS 23.003 [19]. As

defined in TS 23.003 [19], clause 2.8.1, GUMMEI consists of <MCC> <MNC> <MME Identifier>. The
GUMMEI isreported if the UDM receives the same from the MME.

PLMN Id provides the VPLMN Id when the target UE is roaming.

Thisidentifies whether the xIRI containing the UDM ServingSystemM essage record is generated due to

the reception of an amf3GPPA ccessRegistration, or an amfNon3GPPA ccessRegistration. See TS 29.503

[25].

Subscriber record change

Subscriber record change is not supported in the present document.

7.2.2.3.4

Cancel location

Cancel location is not supported in the present document.

7.2.2.35

Location information request

Location information request is not supported in the present document.

71.2.2.4

Generation of IRl over LI_HI2

When an xIRI message isreceived over LI_X2 from the IRI-POI in UDM, the MDF2 shall send an IRl message over
L1_HI2 without undue delay.

The timestamp field of the psHeader structure shall be set to the time that the UDM event was observed (i.e. the

timestamp field of the xIRI). The LIID and CID fields shall correctly reflect the target identity and communication
session to which the IRI message belongs.

7.2.3

LI at HSS

The present document does not specify details of the LI interfaces at the HSS. Details for this release are specified in TS
33.108[12].
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7.3 Location

7.3.1 Lawful Access Location Services (LALS)

7.31.1 General description

The LALS architecture and functionality is specified in TS 33.127 [5], clause 7.3.3.
7.3.1.2 Provisioning over LI_X1

7.3.1.2.1 Target positioning service

For the LAL S target positioning service (TS 33.127 [5], clause 7.3.3.2) the IRI-POI provided by the LI-LCSclient is
directly provisioned over L1_X1 by the LIPF using the L1_X1 protocol as described in clause 5.2.2 with the
TaskDetailsExtensions field of the ActivateTask message specifying the type of the target positioning request,
immediate vs. periodic, and, in the latter case, the periodicity of the positioning requests.

Based on national regulatory regquirements and CSP policy, the TaskDetail sExtensions may a so include the QoS
parameters (specified in OMA-TS-MLP-V3_5-20181211-C [20]) for the use on the Le interface towards the LCS
Server/GMLC. Alternatively, the QoS parameters may be statically configured in the LI-LCS client.

Table 7.3.1.2-1 shows the details of the LI_X1 ActivateTask message used for the LI-LCS client provisioning for the
target positioning service.

The L1_X1 DeactivateTask shall be issued by the LIPF to terminate the target positioning service and withdraw the
associated provisioning data, except for the Immediate target positioning service in which case the L1_X1
DeactivateTask isnot used.

Table 7.3.1.2-1: ActivateTask message for LI-LCS client target positioning provisioning

ETSI TS 103 221-1 field name Description M/C/O
XID XID assigned by LIPF. M
Targetldentifiers One of the following: M

- SUPI.

- PEI.

- GPSI.
DeliveryType Set to "X20nly". M
ListOfDIDs Delivery endpoints of LI_X2 interface or MDF2 address. These delivery M

endpoints are configured using the CreateDestination message as described in
ETSI TS 103 221-1 [7], clause 6.3.1 prior to the task activation.

TaskDetailsExtensions/ "Immediate” or "Periodic". M
PositioningServiceType

TaskDetailsExtensions/ Time interval between the positioning requests in case of Periodic positioning, in |C
PositioningPeriodicity seconds.

TaskDetailsExtensions/ Set of optional parameters for MLP SLIR message, per OMA-TS-MLP-V3_5- 0]
PositioningParameters 20181211-C [20]:

- requested location type (clause 5.3.60).

- requested response type (clause 5.3.112.1).

- max location age (clause 5.3.65).

- response timing required (clause 5.3.106).

- response timer (clause 5.3.107).

- horizontal accuracy with QoS class (clause 5.3.44).
- altitude accuracy with QoS class (clause 5.3.6).

- motion state request (clause 5.3.70).

7.3.1.2.2 Triggered location service

For the LALStriggered location service (TS 33.127 [5], clause 7.3.3.3) the IRI-TF (LTF) is provisioned by the LIPF
using the L1_X1 protocol as described in clause 5.2.2. The "TaskDetailsExtensions' parameter of the ActivateTask
message in this case will carry the address of L1-LCS client to be used for the service and, optionally, the positioning
parameters for use on the Le interface, similar to the target positioning provisioning.
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Table 7.3.1.2-2 defines the details of the L1_X1 ActivateTask message used for the LTF provisioning for the Triggered
Location service.

Table 7.3.1.2-2: ActivateTask message for LTF triggered location service provisioning

ETSI TS 103 221-1 field name Description M/C/O
XID XID assigned by LIPF. M
Targetldentifiers One of the following: M

- SUPI.

- PEI.

- GPSI.
DeliveryType Set to "X20nly". M
ListOfDIDs Delivery endpoints for LI-LCS Client LI_X2. These delivery endpoints are M

configured in LTF using the CreateDestination message as described in ETSI
TS 103 221-1 [7], clause 6.3.1 prior to the task activation.

TaskDetailsExtensions/ The IP address of the LI-LCS Client for triggering. M
LI-LCSClientAddress

TaskDetailsExtensions/ Set of optional parameters for MLP SLIR message, per OMA-TS-MLP-V3_5- 0]
PositioningParameters 20181211-C [20]:

- requested location type (clause 5.3.60).

- requested response type (clause 5.3.112.1).

- max location age (clause 5.3.65).

- response timing required (clause 5.3.106).

- response timer (clause 5.3.107).

- horizontal accuracy with QoS class (clause 5.3.44).
- altitude accuracy with QoS class (clause 5.3.6).

- motion state request (clause 5.3.70).

7.3.1.3 Triggering over LI_T2

An LTF, provisioned as described in clause 7.3.3.2.2, triggers the triggered IRI-POI provided by the LI-LCS client
using the L1_T2 protocol as described in clause 5.2.4. The "TaskDetailsExtensions' inthe L1_T2 "ActivateTask"
message carries the positioning parameters mapped from the LTF provisioning over the LI_X1. TheLl_T2
"ActivateTask" message header may include a correlation ID from the triggering xIRI, if available.

Prior to issuing one or more "ActivateTask" requests towards an LI-LCS Client, the LPF shall provision the LI-LCS
client with the L1_X2 destinations by using the " CreateDestination" operation(s), as per clause 5.2.2. The LI-LCS client
shall implicitly deactivate the task upon issuing the final xIRI for the trigger. Thereis no DeactivateT ask operation on
theLI_T2for the LI-LCS client.

The Table 7.3.1.3-1 shows the details of the LI_T2 ActivateTask message used by the LTF to trigger L1-CS client for
the triggered location service.

Table 7.3.1.3-1: ActivateTask message from LTF to LI-LCS client for the triggered location service

triggering

ETSI TS 103 221-1 field name Description M/C/O
XID The same value as in the LTF provisioning (clause 7.3.3.2.2). M
Targetldentifiers One of the following, per LTF provisioning: M

- SUPI.

- PEI.

- GPSI.
DeliveryType Set to "X20nly". M
ListOfDIDs Delivery endpoints for LI-LCS Client LI_X2. These delivery endpoints are M

configured in LTF using the CreateDestination message as described in ETSI
TS 103 221-1 [7], clause 6.3.1 prior to the task activation.

TaskDetailsExtensions/ Set of parameters (requested location type, requested response type (SYNC vs |C
PositioningParameters ASYNC) and timing, QoS (max location age, accuracy and QoS Class),
mapData request, velocity request), as per OMA-TS-MLP-V3_5-20181211-C
[20], as specified in the LTF provisioning message over LI_X1.
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7.3.1.4 Generation of xIRI over LI_X2

The IRI-POI provided by the LI-LCS client shall deliver the target location reports to respective MDF(s) as xIRI over
the LI_X2 interface.

Table 7.3.1.4-1: LALSReport record

Field name Description M/C/O
sUPI SUPI of the target, if used for the service. C
pEl PEI of the target, if used for the service. C
gPsSI GPSI of the target, if used for the service. C
location Location of the target, if obtained successfully. C

Encoded as a positioningInfo parameter (location>positioninginfo). Both the
positioninfo (location>positioninginfo>positioninfo) and the mLPPositionData
(location>positioninginfo>rawMLPResponse>mLPPositionData) are present in
the case of successful positioning. In the case of positioning failure only the
mLPErrorCode (location>positioninginfo>rawMLPResponse>mLPErrorCode) is
present. See Annex A.

The LI_X2 header (as per clause 5.3.2) of the LAL SReport record presented in Table 7.3.1.4-1 shall contain the
correlation ID (if provided) from arespective LI_T2 ActivationTask message.
7.3.15 Generation of IRl over LI_HI2

The LAL SReport payload, defined in clause 7.3.1.4, shall be used as the payload of the respective L AL SReport record,
no payload mediation is required.

NOTE:  In some specific scenarios the amount of LALS reports data may overload the LI-HI2 and/or L1_X2
interfaces. To prevent the overload, a flow control for LALS triggered location reports may be
implemented in MDF and/or LI-LCS client, e.g. by limiting the frequency of the reports for individual
targets.

7.3.2 Cell database information reporting

7.3.2.1 General description

When the location information present within an xIRI includes the cell identity, the MDF2 that receives the xIRI may
retrieve the cell site information for that cell from a CSP database and deliver the same to the LEMF either within the
IRl message generated from the received xIRI or in a separate IRl message containing the MDFCell SiteReport record.

For each intercept, if the MDF2 reports the cell site information, then it shall provide such information at least on the
initial appearance of the cell identity in the related xIRI.

NOTE: The CSP needs to ensure that the most recent cell site information is reported to the LEA.

7.3.2.2 Delivery of cell site information over LI_HI2

The cell site information is encoded as the cell Sitelnformation ASN.1 parameter and delivered either within the location
field of an IRl message carrying the respective cell identity, or in a stand-alone IRl message containing the
MDFCellSiteReport record.

The MDF2 shall use the IRl message containing the M DFCellSiteReport record to convey cell site information
retrieved asynchronously with the sending of the IRI message that caused the retrieval.

When the cell siteinformation is readily available at MDF2 or isretrieved synchronously (i.e., blocking the sending of
the IRI message until the retrieval is complete), the cell site information shall be conveyed within the location field of
the IRI message that caused the retrieval.

The cell site information for multiple cell identities can be delivered to the LEMF within an IRl message that carries the
respective cell identities or within the IRl message containing the MDFCell SiteReport record (see Annex A).
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Annex A (normative): Structure of both the Internal and
External Interfaces

TS33128Payl oads
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) |awfullntercept(2) threeGPP(4)
ts33128(19) r15(15) version6(6)}

DEFI NI TIONS | MPLI CI T TAGS EXTENSI BI LI TY | MPLIED :: =

BEG N

-- Relative A Ds

x| Rl Payl oadO D RELATIVE-O D ::= {threeGPP(4) ts33128(19) r15(15) version6(6) xIR (1)}
XxCCPayl oadO D RELATIVE-O D ::= {threeGPP(4) ts33128(19) r15(15) version6(6) xCC(2)}

i R Payl oadO D RELATIVE-O D ::= {threeGPP(4) ts33128(19) r15(15) version6(6) iR (3)}
cCPayl oadO D RELATIVE-O D ::= {threeGPP(4) ts33128(19) r15(15) version6(6) cC(4)}

I NotificationPayl oadO D RELATIVE-O D ::= {threeGPP(4) ts33128(19) r15(15) version6(6)

Il Notification(5)}

XI' Rl Payl oad ::= SEQUENCE
relatived D [1] RELATI VE-Q D,
event [2] X Rl Event
}
XIRl Event ::= CHO CE
{
-- Access and mobility related events, see clause 6.2.2
registration [1] AMFRegi strati on,
deregi stration [2] AMFDeregi stration,
| ocati onUpdat e [3] AMFLocati onUpdat e,
start Of I ntercepti onWt hRegi st er edUE [4] AMFStart O | ntercepti onWthRegi st er edUE,
unsuccessf ul AMPr ocedur e [5] AMFUnsuccessf ul Procedur e,

-- PDU session-related events, see clause 6.2.3

pDUSessi onEst abl i shrent [ 6] SMFPDUSessi onEst abl i shient
pDUSessi onModi fi cati on [ 7] SMFPDUSessi onModi fi cati on,
pDUSessi onRel ease [8] SMFPDUSessi onRel ease,
start O I nt ercepti onWt hEst abl i shedPDUSessi on [9]

SMFSt art O | nt er cept i onWt hEst abl i shedPDUSessi on,
unsuccessf ul SMProcedur e [10] SMFUnsuccessf ul Procedure,

-- Subscriber-managenment rel ated events, see clause 7.2.2

servi ngSyst emMessage [11] UDMServi ngSyst emvessage,
-- SM5-rel ated events, see clause 6.2.5

sMSMessage [12] SMsMessage,

-- LALS-rel ated events, see clause 7.3.3

| ALSReport [13] LALSReport,

-- PDHR/ PDSR-rel ated events, see clause 6.2.3.4.1

pDHeader Repor t [14] PDHeader Report,

pDSummar yRepor t [15] PDSummaryReport

-- H2 IR payl oad
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| R Payl oad ::= SEQUENCE
relatived D

event
targetldentifiers

[1] RELATIVE-Q D,
[2] IRl Event,

}

IRl Event ::=
{

CHO CE
-- Registration-related events, see clause 6.2.2
regi stration
deregi stration
| ocati onUpdat e
start O I ntercepti onWt hRegi st er edUE
unsuccessf ul Regi strati onProcedure
-- PDU session-rel ated events, see clause 6.2.3
pDUSessi onEst abl i shnent
pDUSessi onMbdi fi cati on
pDUSessi onRel ease
start O I ntercepti onWt hEst abl i shedPDUSessi on
SMFSt art Of | nt er cepti onW t hEst abl i shedPDUSessi on,
unsuccessf ul Sessi onProcedure

-- Subscri ber - managenent
servi ngSyst emMessage

rel ated events,

-- SM5-rel ated events, see clause 6.2.5

sMSMessage
-- LALS-rel ated events, see clause 7.3.3
| ALSReport

-- PDHR/ PDSR-rel ated events,
pDHeader Report
pDSunmar yRepor t

see clause 6.2.3.4.1

-- MDF-rel ated events, see clause 7.3.4

nDFCel | Si t eReport

[3] SEQUENCE OF | Rl Targetldentifier

see cl ause

}
| R Targetldentifier ::= SEQUENCE
identifier
provenance
}
-- H 3 CC payl oad
CCPayl oad :: = SEQUENCE
relatived D [1] RELATIVE-Q D,
pDU [2] ccpPbU
}
CCPDU ::= CHO CE
uPFCCPDU [1] UPFCCPDU,
ext ended UPFCCPDU [2] Ext endedUPFCCPDU
}

-- H4 LI notification

payl oad

LI Noti fi cati onPayl oad :

relatived D
notification

}

LI Noti ficati onMessage :

I'I Notification

.= SEQUENCE

[1] RELATI VE-Q D,
[2] LINotificati onMessage

:= CHA CE

[1] LINotification
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OPTI ONAL

AMFRegi st rati on,

AMFDer egi strati on,

AMFLocat i onUpdat e,

AVFSt art O | nt er cepti onW t hRegi st er edUE,
AMFUnsuccessf ul Procedure,

SMFPDUSessi onEst abl i shrent
SMFPDUSessi onMbdi fi cati on,
SMFPDUSessi onRel ease,

[10] SMFUnsuccessf ul Procedure,
7.2.2
[11] UDMServi ngSyst emvessage,

[12] SMSMessage,

[13] LALSReport,

[14]
[185]

PDHeader Report
PDSumrar yReport,

[16] MDFCel | Sit eReport

[1] Targetldentifier,
[2] TargetldentifierProvenance OPTlI ONAL
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}
-- 5G AMWF definitions
-- See clause 6.2.2.2.2 for details of this structure
AMFRegi stration ::= SEQUENCE
{
regi strati onType [1] AMFRegi strationType,
regi strati onResul t [2] AMFRegi strationResult,
slice [3] Slice OPTI ONAL,
sUPI [4] SuPI,
sUCI [5] SUCI OPTI ONAL,
pEl [6] PElI OPTI ONAL,
gPsSlI [7] GPSI OPTI ONAL,
gUuTl [8] FiveGaUTI,
| ocati on [9] Location (PTI ONAL,
non3GPPAccessEndpoi nt [10] UEEndpoi nt Address OPTI ONAL,
fi veGSTAI Li st [11] TAILi st OPTI ONAL
}
-- See clause 6.2.2.2.3 for details of this structure
AMFDer egi stration ::= SEQUENCE
{
deregi strationDirection [1] AMFDi rection,
accessType [2] AccessType,
sUPI [3] SUPI OPTI ONAL,
sUCI [4] SUCI OPTI ONAL,
pEl [5] PElI OPTI ONAL,
gPsSlI [6] GPSI OPTI ONAL,
gUTI [7] FiveGGUTI OPTI ONAL,
cause [8] FiveGWICause OPTI ONAL,
| ocation [9] Location OPTI ONAL
}
-- See clause 6.2.2.2.4 for details of this structure
AMFLocat i onUpdat e :: = SEQUENCE
{
sUPI [1] SuPI,
sUCI [2] SuUCI OPTI ONAL,
pEl [3] PElI OPTI ONAL,
gPsSlI [4] GPSI OPTI ONAL,
gUTI [5] FiveGGUTI OPTI ONAL,
| ocation [6] Location
}
-- See clause 6.2.2.2.5 for details of this structure
AVFSt art O | nt er cepti onW t hRegi st eredUE : : = SEQUENCE
{
regi strati onResul t [1] AMFRegi strationResult,
regi strationType [2] AMFRegi strationType OPTI ONAL,
slice [3] Slice OPTIONAL,
sUPI [4] SuPI,
sUCI [5] SUCI OPTI ONAL,
pEl [6] PElI OPTI ONAL,
gPsSlI [7] GPSI OPTI ONAL,
gUuTl [8] FiveGaUTI,
| ocation [9] Location OPTI ONAL,
non3GPPAccessEndpoi nt [10] UEEndpoi nt Address OPTI ONAL,
ti meOf Regi stration [11] Ti mestanp OPTI ONAL,
fi veGSTAI Li st [12] TAILi st OPTI ONAL
}
-- See clause 6.2.2.2.6 for details of this structure
AMFUnsuccessf ul Procedure :: = SEQUENCE
{
fail edProcedureType [1] AMFFai | edPr ocedur eType,
failureCause [2] AMFFai | ureCause,
request edSlice [3] NSSAlI OPTI ONAL,
sUPI [4] SUPI OPTI ONAL,
sUCI [5] SUCI OPTI ONAL,
pEl [6] PElI OPTI ONAL,
gPsSlI [7] GPSI OPTI ONAL,
gUTI [8] FiveGGUTI OPTI ONAL,
|l ocation [9] Location OPTI ONAL
}
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-- 5G AWF paraneters

AVFI D :: = SEQUENCE

aMrFRegi onl D [ 1] AMFRegi onl D,
aMFSet | D [2] AWVFSet| D,
aMFPoi nter [3] AMFPoi nter

ETSI TS 133 128 V15.12.0 (2024-01)

}

AMVFDi rection ::= ENUMERATED

{
networklnitiated(1),
uEl nitiated(2)

}

AMFFai | edPr ocedur eType :: = ENUMERATED

{
registration(1),
sM5(2),
pDUSessi onEst abl i shnent ( 3)

}

AMFFai | ureCause ::= CHO CE
fi veGWLCause [1] Fi veGWLCause,
fi veGSMCause [2] FiveGSMCause

}

AMFPoi nter ::= I NTEGER (O..63)

AMFRegi strati onResult ::= ENUMERATED
t hr eeGPPAccess(1),
nonThr eeGPPAccess( 2),
t hr eeGPPAndNonThr eeGPPAccess( 3)

}

AMFRegi onl D :: = | NTEGER (0. . 255)

AMFRegi strati onType ::= ENUMERATED
initial (1),
mobi lity(2),
periodi c(3),
emer gency(4)

}

AMFSet I D ::= I NTEGER (0..1023)

-- 5G SMF definitions

-- See clause 6.2.3.2.2 for details of this structure

SMFPDUSessi onEst abl i shnent :: = SEQUENCE

{
sUPI [1] SUPI OPTI ONAL,
sUPI Unaut hent i cat ed [2] SUPI Unaut henti cat edl ndi cati on OPTI ONAL,
pEl [3] PElI OPTI ONAL,
gPsI [4] GPSI OPTI ONAL,
pDUSessi onl D [5] PDUSessi onl D,
gTPTunnel I D [6] FTEID,
pDUSessi onType [ 7] PDUSessi onType,
sNSSAI [8] SNSSAlI OPTI ONAL,
UEEndpoi nt [9] SEQUENCE OF UEEndpoi nt Address OPTI ONAL,
non3GPPAccessEndpoi nt [10] UEEndpoi nt Addr ess OPTI ONAL,
| ocation [11] Locati on OPTI ONAL,
dNN [12] DNN,
aMVFl D [13] AMFI D OPTI ONAL,
hSMFURI [14] HSMFURI OPTI ONAL,
request Type [15] Fi veGSMRequest Type,
accessType [16] AccessType OPTI ONAL,
r ATType [17] RATType OPTI ONAL,
sMPDUDNRequest [18] SMPDUDNRequest OPTI ONAL

}
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SMFPDUSessi onMbdi fi cation :

{

}

{

}

SMFSt art O | nt er cepti onW t hEst abl i shedPDUSessi on :

{

}

SMFUnsuccessf ul Procedure :

{

See clause 6.2.3.2.3 for details of this structure

sUPI

sUPI Unaut hent i cat ed
pEl

gPsl

SNSSAI
non3GPPAccessEndpoi nt
| ocation

request Type
accessType

rATType

[1]

[10]

.= SEQUENCE

SUPI  OPTI ONAL,
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SUPI Unaut hent i cat edl ndi cati on OPTI ONAL,

PEI OPTI ONAL,
GPSI OPTI ONAL,
SNSSAI  OPTI ONAL,

UEEndpoi nt Addr ess OPTI ONAL,

Locati on OPTI ONAL,

Fi veGSMRequest Type,

AccessType OPTI ONAL,
RATType OPTI ONAL

See clause 6.2.3.2.4 for details of this structure
SMFPDUSessi onRel ease :: =

sUPI

pEl

gPsSI

pDUSessi onl D

ti med First Packet
ti meCf Last Packet
upl i nkVol une
downl i nkVol une

| ocation

SEQUENCE

(9]

SUPI ,

PElI OPTI ONAL,

GPSl OPTI ONAL,
PDUSessi onl D,

Ti mest anp OPTI ONAL,
Ti mest anp OPTI ONAL,
| NTEGER OPTI ONAL,

| NTEGER OPTI ONAL,
Locati on OPTI ONAL

See clause 6.2.3.2.5 for details of this structure

sUPI

sUPI Unaut hent i cat ed
pEl

gPsl

pDUSessi onl D
gTPTunnel | D
pDUSessi onType
SNSSAI

uEEndpoi nt
non3GPPAccessEndpoi nt
| ocation

dNN

aMWFl D

hSMFURI

request Type
accessType

rATType
sMPDUDNRequest

[15]
[ 16]
[17]
[ 18]

ti mef Sessi onEst abl i shnent [ 19]

SUPI OPTI ONAL,

SUPI Unaut hent i cat edl ndi cati on

PEI OPTI ONAL,
GPSI  OPTI ONAL,
PDUSessi onl D,
FTEI D,

PDUSessi onType,
SNSSAI  OPTI ONAL,

SEQUENCE OF UEEndpoi nt Addr ess,
UEEndpoi nt Addr ess OPTI ONAL,

Locati on OPTI ONAL,
DNN,

AVFI D OPTI ONAL,
HSMFURI OPTI ONAL,

Fi veGSMRequest Type,
AccessType OPTI ONAL,
RATType OPTI ONAL,

SMPDUDNRequest OPTI ONAL,

Ti mest anp OPTI ONAL

See clause 6.2.3.2.6 for details of this structure

fai |l edProcedur eType
failureCause
initiator
requestedSlice

sUPI

sUPI Unaut hent i cat ed
pEl

gPSlI

pDUSessi onl D
UEEndpoi nt
non3GPPAccessEndpoi nt
dNN

aMFI D

hSMFURI

request Type
accessType

rATType
sMPDUDNRequest

|l ocation

: = SEQUENCE

SMFFai | edPr ocedur eType,

Fi veGSMCause,
Initiator,
NSSAI  OPTI ONAL,
SUPI  OPTI ONAL,

. = SEQUENCE

OPTI ONAL,

SUPI Unaut hent i cat edl ndi cati on OPTI ONAL,

PEI OPTI ONAL,
GPSI  OPTI ONAL,
PDUSessi onl D OPTI ONAL,

SEQUENCE OF UEEndpoi nt Addr ess OPTI ONAL,

UEEndpoi nt Addr ess OPTI ONAL,

DNN OPTI ONAL,
AVFI D OPTI ONAL,
HSMFURI  OPTI ONAL,

Fi veGSMRequest Type OPTI ONAL,

AccessType OPTI ONAL,
RATType OPTI ONAL,

SMPDUDNRequest OPTI ONAL,

Locati on OPTI ONAL
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-- 5G SMF paraneters

SMFFai | edPr ocedur eType :: = ENUMERATED

{
pDUSessi onEst abl i shnment (1),
pDUSessi onModi fi cation(2),
pDUSessi onRel ease( 3)

}

-- 5G UPF definitions

UPFCCPDU : : = OCTET STRI NG

-- See clause 6.2.3.8 for the details of this structure
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Ext endedUPFCCPDU : : = SEQUENCE
{
payl oad [1] UPFCCPDUPayl oad,
qFl [2] QFI OPTI ONAL
}
-- 5G UPF paraneters
UPFCCPDUPayl oad ::= CHO CE
{
uPFI PCC [1] OCTET STRI NG
uPFEt her net CC [2] OCTET STRI NG
uPFUnst ruct uredCC [3] OCTET STRI NG
}
QFl ::= I NTEGER (0. .63)
-- 5G UDM definitions
UDMSer vi ngSyst emvessage :: = SEQUENCE
sUPI [1] SuPI,
pEl [2] PEI OPTI ONAL,
gPsl [3] GPSI OPTI ONAL,
gUAM [4] GUAM OPTI ONAL,
gUMMEI [5] GUMMVEI OPTI ONAL,
pLMNI D [6] PLMNI D OPTI ONAL,
servi ngSyst emvet hod [ 7] UDMservi ngSyst emvet hod
}
-- 5G UDM par aneters
UDMBer vi ngSyst emvet hod : : = ENUMERATED
anf 3GPPAccessRegi stration(0),
anf Non3GPPAccessRegi stration(1),
unknown( 2)
}
-- 5G SMSF definitions
-- See clause 6.2.5.3 for details of this structure
SMSMessage :: = SEQUENCE
{
ori gi nati ngSMSParty [1] SMSParty,
term nati ngSMSParty [2] SMSParty,
direction [3] Direction,
transfer St at us [4] SMSTransfer St at us,
ot her Message [5] SMSQx her Messagel ndi cati on OPTI ONAL,
|l ocation [6] Location OPTI ONAL,
peer NFAddr ess [ 7] SMSBNFAddress OPTI ONAL,
peer NFType [8] SMSNFType OPTI ONAL,
sMSTPDUDat a [9] SMSTPDUDat a OPTI ONAL
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}

-- 5G SMSF paraneters

SMSParty ::= SEQUENCE
sUPI [1] SUPI OPTI ONAL,
pEI [2] PEI OPTI ONAL,
gPsSlI [3] GPSI OPTI ONAL

}

SMSTr ansf er St at us : : = ENUMERATED

transfer Succeeded(1),
transferFail ed(2),
undef i ned(3)

}
SMSQt her Messagel ndi cati on :: = BOOLEAN
SMBNFAddress ::= CHO CE
i PAddr ess [1] | PAddress,
el64Nunber [2] E164Nunber
}
SMSNFType :: = ENUMERATED
sMSGVBC( 1),
i WWVBC( 2) ,
sMSRout er ( 3)
}
SMSTPDUDat a ::= CHO CE
sMSTPDU [ 1] SMSTPDU
}
SMSTPDU :: = OCTET STRING (S| ZE(1..270))
-- 5G LALS definitions
LALSReport ::= SEQUENCE
sUPI [1] SUPI OPTI ONAL,
pEl [2] OPTI ONAL,
gPSsI [3] GPSI OPTI ONAL,
| ocati on [4] Location OPTI ONAL
}

-- PDHR/ PDSR definitions

PDHeader Report ::= SEQUENCE
{
pDUSessi onl D
sour cel PAddr ess
sour cePort
desti nati onl PAddr ess
destinati onPort
next Layer Pr ot ocol
i Pv6f | owLabel
direction
packet Si ze
}
PDSumrar yReport :: = SEQUENCE
{

pDUSessi onl D

sour cel PAddr ess

sour cePort

desti nati onl PAddr ess

PDUSessi onl D,

| PAddr ess,

Por t Nunber OPTI ONAL,

| PAddr ess,

Por t Nunber OPTI ONAL,
Next Layer Pr ot ocol ,

| Pv6Fl owlLabel OPTI ONAL,
Di recti on,

| NTEGER

PDUSessi onl D,

| PAddr ess,

Por t Nunber OPTI ONAL,
| PAddr ess,
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desti nati onPort

next Layer Pr ot ocol

i Pv6f | owlLabel
direction

pDSRSunmmar yTri gger
firstPacket Ti nest anp
| ast Packet Ti mest anp

50

[5] PortNunmber OPTI ONAL,
[6] Next Layer Protocol,

[ 7] 1 Pv6Fl owlLabel OPTI ONAL,
[8] Direction,

[9] PDSRSummaryTri gger,
[10] Ti mestanp,

[11] Ti mest anp,

packet Count [12] | NTEGER
byt eCount [13] | NTEGER
}
-- PDHR/ PDSR par aneters
PDSRSummar yTri gger ::= ENUVERATED
{
timerExpiry(1),
packet Count (2),
byt eCount ( 3)
}
-- LI Notification definitions
LI Notification ::= SEQUENCE
{
notificationType [1] LINotificationType,
appl i edTarget| D [2] Targetldentifier OPTI ONAL,
appl i edDel i veryl nf ormati on [3]
appliedStartTinme [4] Timestanp OPTI ONAL,
appl i edEndTi e [5] Timestanp OPTI ONAL
}
-- LI Notification paraneters
LI NotificationType ::= ENUMERATED
{
activation(1),
deactivation(2),
nmodi fi cation(3)
}
= SEQUENCE

LI Appl i edDel i veryl nfornation ::
{

hl 2Del i veryl PAddr ess
hl 2Del i ver yPor t Nunber
hl 3Del i veryl PAddr ess
hl 3Del i ver yPor t Nunber

MDFCel | Si t eReport

-- Common Paraneters

| PAddr ess OPTI ONAL,
Por t Nunmber OPTI ONAL,
| PAddr ess OPTI ONAL,
Por t Nunber OPTI ONAL

;.= SEQUENCE OF Cel | I nformation

AccessType ::= ENUMERATED
t hr eeGPPAccess(1),
nonThr eeGPPAccess(2),
t hr eeGPPandNonThr eeGPPAccess( 3)
}
Direction ::= ENUMERATED
fronfTarget (1),
toTarget (2)
DNN ::= UTF8String

ETSI
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E164Nunber ::= NunericString (SIZE(1..15))
Fi veGAUTI ::= SEQUENCE
{

nmCcC [1] MCC,

m\C [2] MN\C

aMFRegi onl D [ 3] AMFRegi onl D,
aMFSet | D [4] AVFSet| D,
aMFPoi nter [5] AMFPoi nter,
fiveGTMsI [6] FiveGIMS|
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-- This paraneter shall be encoded as an octet string as a single octet containing the Honme Network

}
Fi veGWLCause ::= | NTEGER (0. . 255)
Fi veGSMRequest Type :: = ENUVERATED
{
initial Request (1),
exi sti ngPDUSessi on(2),
i nitial EmergencyRequest (3),
exi sti ngEner gencyPDUSessi on(4),
nmodi fi cati onRequest (5),
reserved(6)
}
Fi veGSMCause ::= | NTEGER (0. . 255)
Fi veGTMBI ::= I NTEGER (0. .4294967295)
FTEI D :: = SEQUENCE
tEID [1] INTEGER (0.. 4294967295),
i Pv4Address [2] | Pv4Address OPTI ONAL,
i Pv6Address [3] | Pv6Address OPTI ONAL
}
GPSI ::= CHO CE
ntl SDN [1] WSl SDN,
nAl [2] NAl
}
GUAM :: = SEQUENCE
{
aMFl D [1] AWMFI D,
pLMNI D [2] PLMNID
}
GUWEI ::= SEQUENCE
mVEl D [1] MVEI D,
ncC [2] mMCcC,
nNC [3] M\C
}
HomeNet wor kl dentifier ::= UTF8String
Public ID.
HormreNet wor kPubl i cKeyl D :: = OCTET STRI NG
HSMFURI ::= UTF8String
IMElI ::= NunericString (SIZE(14))
I MEI SV ::= NunericString (SIZE(16))
IMSlI ::= NumericString (SIZE(6..15))
Initiator ::= ENUMERATED
ug(1),
net wor k( 2),
unknown( 3)
}
| PAddress ::= CHO CE
{
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i Pv4Address [1] | Pv4Address,
i Pv6Address [2] | Pv6Address

}
| Pv4Address ::= OCTET STRING (S| ZE(4))

| Pv6Address ::= OCTET STRI NG (Sl ZE(16))
| Pv6Fl owLabel ::= | NTEGER(O. .1048575)
MACAddr ess ::= OCTET STRING (Sl ZE(6))

MCC

NurericString (Sl ZE(3))
MNC ::= NunericString (SIZE(2..3))
MVEI D : : = SEQUENCE

nMVEG [1] MVEG ,
MVEC [2] MVEC
}

MMVEC :: = NunericString

MVEG ::= NunericString

MBI SDN :: = NunericString (SIZE(1..15))
NAI ::= UTF8String

Next Layer Prot ocol ::= | NTEGER(O. . 255)
NSSAI ::= SEQUENCE OF SNSSAI

PLMNI D :: = SEQUENCE
{
ncC [1] MG,
nNC [2] M\C
}

PDUSessi onl D :: = | NTEGER (0. .255)

PDUSessi onType ::= ENUMERATED

{
i Pv4(1),
i Pv6(2),
i Pv4v6(3),
unstructured(4),
et her net (5)

PEI ::= CHO CE

i MEI [1] IME,
i MEI SV [2] IMEISV
}

Port Nunber ::= | NTEGER(O. . 65535)
ProtectionSchenel D ::= | NTEGER (0. . 15)
RATType ::= ENUMERATED

nR(1),

eUTRA( 2) ,

WLAN( 3) ,

virtual (4)
}

Rej ect edNSSAI :: = SEQUENCE OF Rej ect edSNSSAI

Rej ect edSNSSAI :: = SEQUENCE
{

causeVal ue [1] RejectedSliceCauseVal ue,
sNSSAI [2] SNSSAI
}

Rej ect edSl i ceCauseVal ue ::= | NTEGER (0. . 255)
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Rout i ngl ndi cator ::= | NTEGER (0..9999)
SchenmeQut put ::= OCTET STRI NG
Slice ::= SEQUENCE

al | owedNSSA| [1] NSSAI OPTI ONAL,

confi gur edNSSAI
rej ect edNSSAI

}
SMPDUDNRequest ::= OCTET STRI NG
SNSSAI :: = SEQUENCE
sl i ceServiceType [1] I NTEGER (O..255),
sliceDifferentiator [2] OCTET STRING (S| ZE(3)) OPTI ONAL
}
SUCI :: = SEQUENCE
{
nmcC [1] MXC
m\C [2] MNC
routi ngl ndi cat or [3] Routinglndicator,
protecti onSchenel D [4] ProtectionSchenel D,
hormreNet wor kPubl i cKeyl D [5] HomeNet wor kPubl i cKeyl D,
schemeQut put [ 6] ScheneCut put,
-- shall be included if different fromthe nunber of meaningful digits given
-- in routinglndicator
routingl ndi cat orLength [7] INTEGER (1..4) OPTI ONAL,
-- the sUPI Type and homeNetworkl dentifier fields are OPTIONAL to support reporting SUCIs in
-- the format defined in 23.003 [19] version 15.0.0 to 15.4.0
-- toreport SUCIs in the format defined in 23.003 [19] version 15.0.0
sUPI Type [8] SUPI Type OPTI ONAL,
-- if the sUPI Type is ' the honmeNetworkldentifier is the PLMN and may be absent as it
reported
-- as the MCC and MNC above
-- if the sUPIType is not '0' the nCC and mNC fi el ds above
-- shall be populated with '000' and ignored by the receiver.
honmeNet wor kil denti fi er [9] HomeNetworkl dentifier OPTI ONAL
}
SUPI ::= CHA CE
i VBl [1] I MsI,
nAl [2] NAl
}
SUPI Type ::= I NTEGER (0..7)
SUPI Unaut hent i cat edl ndi cati on ::= BOOLEAN
Targetldentifier ::= CHO CE
{
sUPI [1] SuPI,
i MBI [2] MBI,
pEl [3] PEI,
i MEI [4] I MEL,
gPSsI [5] GPsI,
m SDN [6] MSI SDN,
nAl [7] NAI,
i Pv4Addr ess [8] | Pv4Address,
i Pv6Addr ess [9] | Pv6Address,
et her net Addr ess [10] MACAddress
}

Target | dentifierProvenance :

| EAPr ovi ded( 1),

[2]
(3]

NSSAI  OPTI ONAL,
Rej ect edNSSAI  OPTI ONAL

: = ENUMERATED

observed(2),

mat chedOn( 3),

ot her (4)
}
Timestanp ::= General i zedTi me
UEEndpoi nt Address ::= CHO CE
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-
i Pv4Addr ess [1] | Pv4Address,
i Pv6Addr ess [2] | Pv6Address,
et her net Addr ess [3] MACAddress
}
-- Location paraneters
Location ::= SEQUENCE
| ocationl nfo [1] Locationl nfo OPTI ONAL,
posi tioni nglnfo [2] Positioninglnfo OPTI ONAL,
| ocati onPresenceReport [3] LocationPresenceReport OPTI ONAL
}
Cell Sitelnformation ::= SEQUENCE
{
geogr aphi cal Coor di nat es [1] Geographi cal Coor di nat es,
azi nut h [2] INTEGER (0..359) OPTI ONAL,
operator Specificlnformation [3] UTF8String OPTI ONAL
}

-- TS 29.518 [22],
Locationlnfo ::= SEQUENCE
{

user Locati on

current Loc

geol nfo

rATType

ti meZone

addi tional Cel | | Ds
}

-- TS 29.571 [17], clause 5.4.4.7
User Location ::= SEQUENCE

eUTRALocat i on
nRLocati on
n3CGALocat i on

[1]
[2]
[3]
}

-- TS 29.571 [17], clause 5.4.4.8

EUTRALocat i on :: = SEQUENCE

{
tAl [1]
eCd [2]
ageOf Locat onl nfo [3]
uELocat i onTi mest anp [ 4]
geogr aphi cal | nf ormati on [ 5]
geodeti cl nformati on [ 6]
gl obal NGENbI D [7]
cell Sitel nformation [8]

}

-- TS 29.571 [17], clause 5.4.4.9

NRLocati on ::= SEQUENCE

{
tAl [1]
nCa [2]
ageOf Locat onl nfo [3]
uELocat i onTi mest anp [ 4]
geogr aphi cal | nformati on [ 5]
geodeti cl nformati on [ 6]
gl obal G\blI D [7]
cell Sitelnformation [8]

}

-- TS 29.571 [17], clause 5.4.4.10

N3GALocat i on :: = SEQUENCE

{
tAl [1]
n3! WFI D [2]
uEl PAddr [3]
port Nunber [ 4]

}

clause 6.4.6.2.6

User Locati on OPTI ONAL,

BOOLEAN OPTI ONAL,

Geogr aphi cArea OPTI ONAL,

RATType OPTI ONAL,

Ti meZone OPTI ONAL,

SEQUENCE COF Cel | I nformation OPTI ONAL

EUTRALocat i on OPTI ONAL,
NRLocat i on OPTI ONAL,
N3GALocat i on OPTI ONAL

TAl,

ECA ,

| NTEGER OPTI ONAL,

Ti mest anp OPTI ONAL,

UTF8St ri ng OPTI ONAL,

UTF8St ri ng OPTI ONAL,

d obal RANNodel D OPTI ONAL,
Cell Sitelnformati on OPTI ONAL

TAl,

NC4A ,

| NTEGER OPTI ONAL,

Ti mest anp OPTI ONAL,

UTF8Stri ng OPTI ONAL,

UTF8St ri ng OPTI ONAL,

d obal RANNodel D OPTI ONAL,

Cel | Sitel nformati on OPTI ONAL

TAl  OPTI ONAL,

N31 WFI DNGAP OPTI ONAL,
| PAddr OPTI ONAL,

I NTEGER OPTI ONAL
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-~ TS 38.413 [23], clause 9.3.2.4

| PAddr ::= SEQUENCE
i Pv4Addr [1] 1 Pv4Address OPTI ONAL,
i Pv6Addr [2] | Pv6Address OPTI ONAL
}
-- TS 29.571 [17], clause 5.4.4.28
d obal RANNodel D : : = SEQUENCE
pLMNI D [1] PLMNI D,
aNNodel D [2] CHO CE
n3l WFI D [ 1] N3I WFI DSBI ,
gNolD [2] G\bl D,
NGENbI D [ 3] NGENbI D
}
}
-- TS 38.413 [23], clause 9.3.1.6
G\bI D ::= BIT STRI NG Sl ZE(22. . 32))
-- TS 29.571 [17], clause 5.4.4.4
TAl ::= SEQUENCE
pLMNI D [1] PLMNI D,
t AC [2] TAC
}
TAI Li st ::= SEQUENCE OF TAI
-- TS 29.571 [17], clause 5.4.4.5
ECA ::= SEQUENCE
pLMNI D [1] PLMNI D,
eUTRACel | I D [2] EUTRACel |1 D
}
-- TS 29.571 [17], clause 5.4.4.6
NCGA ::= SEQUENCE
{
pLMNI D [1] PLMNI D,
nRCel I 1D [2] NRCelllD
}
RANCGA ::= CHA CE
{
eCa [1] ECH,
nCa [2] Nca
}
Cell I nformation ::= SEQUENCE
{
r ANCG [1] RANCG ,
cell Siteinformation [2] CellSitelnformation OPTI ONAL,
ti metf Locati on [3] Timestanp OPTI ONAL
}
-- TS 38.413 [23], clause 9.3.1.57
N3I WFI DNGAP :: = BI T STRI NG (S| ZE(16))
-- TS 29.571 [17], clause 5.4.4.28
N3l WFI DSBI  :: = UTF8Stri ng
-- TS 29.571 [17], table 5.4.2-1
TAC :: = OCTET STRING (SI ZE(2..3))
-- TS 38.413 [23], clause 9.3.1.9
EUTRACel | ID ::= BI T STRI NG (SI ZE(28))
-- TS 38.413 [23], clause 9.3.1.7
NRCel | ID ::= BIT STRING (S| ZE(36))
-- TS 38.413 [23], clause 9.3.1.8
NGENbI D :: = CHO CE
{
macr oNGENbI D [1] BIT STRING (Sl ZE(20)),
shor t Macr oNGENbI D [2] BIT STRING (SI ZE(18)),
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| ongMacr oNGENbI D [3] BIT STRING (Sl ZE(21))
}
-- TS 29.518 [22], clause 6.4.6.2.3
Posi tioni ngl nfo ::= SEQUENCE
{
positionlnfo [1] LocationData OPTI ONAL,
rawM_PResponse [2] RawM_PResponse OPTI ONAL
}
RawM_PResponse ::= CHO CE
-- The follow ng paraneter contains a copy of unparsed XM. code of the
-- MP response nessage, i.e. the entire XM. docunent contai ning
-- a <slia> (described in OVWA-TS- M.P-V3_5-20181211-C [20], clause 5.2.3.2.2) or
-- a <slirep> (described in OVA-TS- MLP-V3_5-20181211-C [20], clause 5.2.3.2.3) MP nessage.
mLPPosi ti onDat a [1] UTF8Stri ng,
-- OMA MLP result id, defined in OVA-TS- MLP-V3_5-20181211-C [20], dause 5.4
nmLPEr r or Code [2] INTEGER (1..699)
}
-- TS 29.572 [24], clause 6.1.6.2.3
LocationData ::= SEQUENCE
{
| ocationEstimate [1] Geographi cArea,
accuracyFul filmentlndicator [2] AccuracyFul fil mentlndi cator OPTI ONAL,
ageOf Locati onEsti nat e [3] AgeOfLocationEstimate OPTI ONAL,
vel oci tyEsti mat e [4] Vel ocityEstimate OPTI ONAL,
ci vi cAddr ess [5] G vicAddress OPTI ONAL,
posi ti oni ngDat aLi st [6] SET OF Positioni ngMet hodAndUsage OPTI ONAL,
gNSSPosi ti oni ngDat aLi st [7] SET OF GNSSPositi oni ngMet hodAndUsage OPTI ONAL,
eCd [8] ECGE OPTI ONAL,
nCa [9] NCG OPTI ONAL,
al titude [10] Altitude OPTI ONAL,
baronetri cPressure [11] BaronetricPressure OPTlI ONAL
}
-- TS 29.518 [22], clause 6.2.6.2.5
Locat i onPresenceReport ::= SEQUENCE
{
type [1] AMFEvent Type,
tinestanp [2] Ti mestanp,
ar eali st [3] SET OF AMFEvent Area OPTI ONAL,
ti meZone [4] Ti meZone OPTI ONAL,
accessTypes [5] SET OF AccessType OPTI ONAL,
rM nfoli st [6] SET OF RM nfo OPTI ONAL,
cM nf oLi st [7] SET OF CM nfo OPTI ONAL,
reachability [8] UEReachabi | ity OPTI ONAL,
| ocation [9] UserLocation OPTI ONAL,
addi tional Cel | | Ds [10] SEQUENCE OF Cel | I nformation OPTI ONAL
}
-- TS 29.518 [22], clause 6.2.6.3.3
AMFEvent Type ::= ENUMERATED
| ocationReport (1),
presencel nAQ Report (2)
}
-- TS 29.518 [22], clause 6.2.6.2.16
AMFEvent Area :: = SEQUENCE
{
presencel nfo [1] Presencel nfo OPTI ONAL,
| ADNI nf o [2] LADNI nfo OPTI ONAL
}
-- TS 29.571 [17], clause 5.4.4.27
Presencel nfo ::= SEQUENCE
{
presenceSt at e [1] PresenceState OPTI ONAL,
tracki ngAr eali st [2] SET OF TAl OPTI ONAL,
eCd Li st [3] SET OF ECG OPTI ONAL,
nCd Li st [4] SET OF NCA OPTI ONAL,
gl obal RANNodel DLi st [5] SET OF @ obal RANNodel D OPTI ONAL
}

-- TS 29.518 [22], clause 6.2.6.2.17
LADNI nfo ::= SEQUENCE
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| ADN [1] UTF8Stri ng,
presence [2] PresenceState OPTI ONAL
}
-- TS 29.571 [17], clause 5.4.3.20
PresenceState ::= ENUVERATED
{
inArea(l),
out O Area( 2),
unknown( 3),
inactive(4)
}
-- TS 29.518 [22], clause 6.2.6.2.8
RM nfo ::= SEQUENCE
{
r Vst at e [1] Rwvstate,
accessType [2] AccessType
}
-- TS 29.518 [22], clause 6.2.6.2.9
CM nfo ::= SEQUENCE
{
cMst ate [1] Cwvstate,
accessType [2] AccessType
}
-- TS 29.518 [22], clause 6.2.6.3.7
UEReachabi ity ::= ENUVMERATED
{
unr eachabl e(1),
reachabl e(2),
regul atoryOnl y(3)
}
-- TS 29.518 [22], clause 6.2.6.3.9
RVSt at e :: = ENUMERATED
{
regi stered(1),
deregi stered(2)
}
-- TS 29.518 [22], clause 6.2.6.3.10
CMVst at e :: = ENUMERATED
ide(l),
connect ed( 2)
}
-- TS 29.572 [24], clause 6.1.6.2.5
Geogr aphi cArea ::= CHO CE
{
poi nt [1] Point,
poi nt UncertaintyCircle [2] PointUncertaintyCircle,
poi nt Uncertai ntyEl | i pse [3] PointUncertaintyEllipse,
pol ygon [ 4] Pol ygon,
poi nt Al titude [5] PointAltitude,
poi nt Al titudeUncertainty [6] PointAltitudeUncertainty,
el l'i psoi dArc [7] EllipsoidArc
}
-- TS 29.572 [24], clause 6.1.6.3.12
AccuracyFul fil nentlndicator ::= ENUMERATED
{
request edAccuracyFul filled(1),
request edAccuracyNot Ful filled(2)
}
-- TS 29.572 [24], clause
Vel ocityEstimate ::= CHO CE
{
hor Vel oci ty [1] Horizontal Vel ocity,
hor Wt hVert Vel ocity [2] Horizontal WthVertical Vel ocity,
hor Vel oci t yWthUncertainty [3] Horizontal Vel ocityWthUncertainty,
hor Wt hVert Vel oci t yAndUncertai nty [4] Horizontal WthVertical Vel oci tyAndUncertainty
}
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-- TS 29.572 [24], clause 6.1.6.2.14

Ci vi cAddress :: = SEQUENCE

{
country [1] UTF8Stri ng,
al [2] UTF8String OPTI ONAL,
a2 [3] UTF8String OPTI ONAL,
a3 [4] UTF8String OPTI ONAL,
ad [5] UTF8String OPTI ONAL,
ab [6] UTF8String OPTI ONAL,
a6 [7] UTF8String OPTI ONAL,
prd [8] UTF8String OPTI ONAL,
pod [9] UTF8String OPTI ONAL,
sts [10] UTF8String OPTI ONAL,
hno [11] UTF8String OPTI ONAL,
hns [12] UTF8String OPTI ONAL,
Ik [13] UTF8String OPTI ONAL,
I oc [14] UTF8String OPTI ONAL,
nam [15] UTF8String OPTI ONAL,
pc [16] UTF8String OPTI ONAL,
bl d [17] UTF8String OPTI ONAL,
unit [18] UTF8String OPTI ONAL,
flr [19] UTF8String OPTI ONAL,
room [20] UTF8String OPTI ONAL,
plc [21] UTE8String OPTI ONAL,
pcn [22] UTF8String OPTI ONAL,
pobox [23] UTF8String OPTI ONAL,
addcode [24] UTE8String OPTI ONAL,
seat [25] UTE8String OPTI ONAL,
rd [26] UTF8String OPTI ONAL,
rdsec [27] UTF8String OPTI ONAL,
r dbr [28] UTF8String OPTI ONAL,
rdsubbr [29] UTF8String OPTI ONAL

}

-- TS 29.572 [24], clause 6.1.6.2.15

Posi ti oni ngMet hodAndUsage :: = SEQUENCE
nmet hod [1] Positioni ngMet hod,
node [2] Positioni ngMode,
usage [3] Usage

}

-- TS 29.572 [24], clause 6.1.6.2.16

GNSSPosi ti oni ngMet hodAndUsage :: = SEQUENCE

{
node [1] Positioni nghbde,
gNSS [2] GNSSI D,
usage [3] Usage

}

-- TS 29.572 [24], clause 6.1.6.2.6

Poi nt ::= SEQUENCE

{
geogr aphi cal Coor di nat es [1] Geogr aphi cal Coor di nat es

-- TS 29.572 [24], clause 6.1.6.2.7

Poi nt UncertaintyCircle ::= SEQUENCE

{
geogr aphi cal Coor di nat es [1] Geographi cal Coordi nat es,

-- The uncertainty paraneter has been deprecated and shall be set to O.
-- The uncertaintySBl paraneter shall be used instead.

uncertainty [2] Uncertainty,
uncertai nt ySBI [3] UncertaintySBI OPTI ONAL

}

-- TS 29.572 [24], clause 6.1.6.2.8

Poi nt Uncertai ntyEl | i pse ::= SEQUENCE

{
geogr aphi cal Coor di nat es [1] Geographi cal Coordi nat es,
uncertainty [2] UncertaintyEllipse,
confi dence [3] Confidence

}

-- TS 29.572 [24], clause 6.1.6.2.9

Pol ygon :: = SEQUENCE

{

poi nt Li st

(1

SET Sl ZE (3..15) OF Geographi cal Coordi nat es
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}
-- TS 29.572 [24], clause 6.1.6.2.10
Poi nt Al titude ::= SEQUENCE
{
poi nt [1] Geographi cal Coor di nat es,
al titude [2] Altitude
}
-- TS 29.572 [24], clause 6.1.6.2.11
Poi nt Al titudeUncertainty ::= SEQUENCE
{
poi nt [1] Geographi cal Coor di nat es,
al titude [2] Altitude,
uncertaintyEl | ipse [3] UncertaintyEllipse,
-- The uncertaintyAl titude paraneter has been deprecated and shall be set to O.
-- The uncertaintyAl titudeSBlI paraneter shall be used instead.
uncertaintyAl titude [4] Uncertainty,
confi dence [5] Confidence,
uncertaintyAltitudeSBI [6] UncertaintySBl OPTI ONAL
}
-- TS 29.572 [24], clause 6.1.6.2.12
El i psoi dArc ::= SEQUENCE
{
poi nt [1] Geographi cal Coor di nat es,
i nner Radi us [2] | nnerRadi us,
-- The uncertai ntyRadi us paraneter has been deprecated and shall be set to O.
-- The uncertaintyRadi usSBI paraneter shall be used instead.
uncert ai nt yRadi us [3] Uncertainty,
of f set Angl e [4] Angl e,
i ncl udedAngl e [5] Angle,
confi dence [6] Confidence,
uncert ai nt yRadi usSBI [7] UncertaintySBl OPTI ONAL
}

-- TS 29.572 [24], clause 6.1.6.2. 4

Geogr aphi cal Coordi nates :: = SEQUENCE
latitude [1] UTF8Stri ng,
| ongi t ude [2] UTE8String
}
-- TS 29.572 [24], clause 6.1.6.2.22
UncertaintyEl lipse ::= SEQUENCE
{
-- The sem Major paraneter has been deprecated and shall be set to O.
-- The sem Maj or SBI paraneter shall be used instead.
sem Maj or [1] Uncertainty,
-- The sem M nor paraneter has been deprecated and shall be set to O.
-- The sem M nor SBlI paraneter shall be used instead.
sem M nor [2] Uncertainty,
orientati onMaj or [3] Orientation,
seni Maj or SBI [4] UncertaintySBI OPTI ONAL,
senm M nor SBI [5] UncertaintySBI OPTI ONAL
}
-- TS 29.572 [24], clause 6.1.6.2.18
Hori zontal Vel ocity ::= SEQUENCE
{
hSpeed [1] Hori zont al Speed,
beari ng [2] Angle
}
-- TS 29.572 [24], clause 6.1.6.2.19
Hori zontal WthVertical Vel ocity ::= SEQUENCE
{
hSpeed [1] Hori zont al Speed,
beari ng [2] Angl e,
vSpeed [3] Vertical Speed,
vDi rection [4] Vertical Direction
}
-- TS 29.572 [24], clause 6.1.6.2.20
Hori zont al Vel oci tyWthUncertainty ::= SEQJUENCE
hSpeed [1] Hori zont al Speed,
beari ng [2] Angle,
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uncertainty [3] SpeedUncertainty
}
-- TS 29.572 [24], clause 6.1.6.2.21
Hori zont al Wt hVerti cal Vel oci t yAndUncertai nty ::= SEQUENCE
{
hspeed [1] Hori zont al Speed,
beari ng [2] Angle,
vSpeed [3] Vertical Speed,
vDi rection [4] Vertical Direction,
hUncertainty [5] SpeedUncertainty,
vUncertainty [6] SpeedUncertainty
}
-- The followi ng types are described in TS 29.572 [24], table 6.1.6.3.2-1
Altitude ::= UTF8String
Angl e ::= | NTEGER (0. . 360)
UncertaintySBl ::= UTF8String
Orientation ::= I NTEGER (0..180)
Confidence ::= I NTEGER (0..100)
I nnerRadi us ::= | NTEGER (0. .327675)
AgeOf Locati onEstimate ::= | NTEGER (0..32767)
Hori zont al Speed ::= UTF8String
Vertical Speed ::= UTF8String
SpeedUncertainty ::= UTF8String
Barometri cPressure ::= | NTEGER (30000. . 155000)
Uncertainty ::= | NTEGER (0..127)
-- TS 29.572 [24], clause 6.1.6.3.13
Vertical Direction ::= ENUMERATED
upwar d(1),
downwar d( 2)
}
-- TS 29.572 [24], clause 6.1.6.3.6
Posi ti oni ngvet hod :: = ENUMERATED
{
cell1D(1),
eCl D(2),
0TDOA( 3),
baronetri cPresure(4),
WLAN( 5) ,
bl uet oot h( 6),
mBS(7)
}
-- TS 29.572 [24], clause 6.1.6.3.7
Posi ti oni ngMbde :: = ENUMERATED
uEBased(1),
UEAssi sted(2),
conventi onal (3)
}
-- TS 29.572 [24], clause 6.1.6.3.8
GNSSI D : : = ENUVERATED
{
gPs(1),
galileo(2),
sBAS(3),
noder ni zedGPS(4) ,
aZSs(5) ,
gLONASS( 6)
}
-- TS 29.572 [24], clause 6.1.6.3.9
Usage ::= ENUMERATED
{
unsuccess(1),
successResul t sNot Used( 2),
successResul t sUsedToVeri fyLocati on(3),
successResul t sUsedToGener at eLocati on(4),
successMet hodNot Det er nmi ned(5)
}

-~ TS 29.571 [17], table 5.2.2-1
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Ti meZone ::= UTF8String

END
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Annex B (normative): LI Notification

Based on clause 5.6 of the present document, this annex defines a system of management notification of L1 system with

the L1_HI4 interface.

The LI_HI4 interface shall be used to transport specific L1 service O&M information (referred to as L1 Notification)

from the CSP to the LEMF. Theindividual parameters of the LI Notification message shall be coded using ASN.1 and
the basic encoding rules (BER). The delivery of LI Notification shall be performed directly using the same mechanism
as used for delivery of IRl messages over LI_HI2 and CC over LI_HI3.

The LI Notification shall be used to send electronic notification to the LEMF in the following cases:

1) after the activation of lawful interception;

2) after the deactivation of lawful interception;

3) after the modification of an active lawful interception.

Table B.1-1: LINotification message

Field name Description M/C/O
notificationType Information on the type of notification: activation, deactivation or modification M
deliverylnformation Delivery Information which has been decided by the LEA in terms of delivery o

numbers, IP addresses for LI _HI2 and LI_HI3
appliedTargetID Target Identifier applied in the ADMF for the warrant (@)
appliedStartTime Start time applied to the ADMF for the warrant C
appliedEndTime End time applied to the ADMF for the warrant C
Conditional parameters shall be set asfollows:
LI Activation Notification

Field name Description M/C/O
notificationType Activation M
appliedStartTime Always present and represents: C

The Start Date/Time in the warrant or,
The Date/Time of the CSP activation in the ADMF or,
The scheduled future Start Date/Time.
appliedEndTime Absence means the interception has been activated with no predefined End C
Date/Time.
Presence means the End time is scheduled to be applied at that (future) time.
LI Modification Notification

Field name Description M/C/O
notificationType Modification M
appliedStartTime Present and provides the new Start Date/Time if modified by the LI Modification |C

command
appliedEndTime Present and provides the new End Date/Time if modified by the LI Modification |C

command
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LI Deactivation Notification

Field name Description M/C/O
notificationType Deactivation M
appliedStartTime Absent C
appliedEndTime Present and provides the actual End Date/Time, e.g. timed stop as per initial C

warrant or as per new warrant, or as pre-emptive audited stop from the LEA, or

major LI failure.

Theindividual notifications parameters shall be sent to the LEMF as soon as possible with the lowest latency at least

once (if available).

The MDF2/3 will deliver the LINatification messageto LEMF.
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Annex C (normative): XSD Schema for LI_X1 extensions

<?xm version="1.0" encodi ng="utf-8"?>

<xs:schema xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema"
xm ns="urn: 3GPP: ns: | i : 3GPPX1Ext ensi ons: r 15: v2"
t ar get Nanespace="ur n: 3GPP: ns: | i : 3GPPX1Ext ensi ons: r 15: v2"
el emrent For nDef aul t =" qual i fi ed" >

<xs:el ement nanme="X1Ext ensi ons" type="X1Extensi on"></xs: el ement >

<xs: el ement name="UPFLI| T3Target | denti fi er Ext ensi ons"
type="UPFLI T3Tar get | denti fi er Ext ensi ons" ></ xs: el ement >
<xs: conpl exType nanme="UPFLI T3Tar get | denti fi er Ext ensi ons" >
<XS: sequence>
<xs: el ement name="UPFLI| T3Target|dentifier" type="UPFLI T3Targetldentifier" m nQccurs="1"
maxQccur s=" unbounded" ></ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType nanme="UPFLI| T3Target|dentifier">
<xs: choi ce>
<xs:el ement name="FSElI D' type="FSEl D'></xs: el ement >
<xs: el ement name="PDRI D' type="xs:unsi gnedlnt"></xs: el emrent >
<xs: el ement name="CQERI D' type="xs:unsi gnedlnt"></xs: el ement >
<xs: el ement nanme="Networ kl nst ance" type="xs: hexBi nary"></xs: el ement >
<xs: el ement name="GIPTunnel Directi on" type="GIPTunnel Directi on"></xs: el ement >
<xs: el ement name="FTEI D' type="FTElI D'></xs: el emrent >
</ xs: choi ce>
</ xs: conpl exType>

<xs: conpl exType name="FSEl D' >
<xs:sequence>
<xs:el ement name="SElI D' type="xs:unsi gnedLong"></xs: el ement >
<xs: el ement nanme="|Pv4Address" type="I|Pv4Address" m nCccurs="0"></xs: el ement >
<xs: el ement nanme="|Pv6Address" type="I|Pv6Address" m nCccurs="0"></xs: el ement >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="FTElI D' >
<XS:sequence>
<xs:el ement name="TElI D' type="xs:unsi gnedlnt"></xs: el ement >
<xs: el ement name="|Pv4Address" type="I|Pv4Address" m nCccurs="0"></xs: el ement >
<xs: el ement nanme="|Pv6Address" type="I|Pv6Address" m nCccurs="0"></xs: el ement >
</ xs: sequence>
</ xs: conpl exType>

<xs: si npl eType nanme="GIPTunnel Di recti on">
<xs:restriction base="xs:string">
<xs:enuneration val ue="Qut bound" ></ xs: enuner ati on>
<xs:enumneration val ue="Inbound"></xs: enunerati on>
</xs:restriction>
</ xs: si mpl eType>

<xs: conpl exType name="X1Ext ensi on">
<xs: choi ce>
<xs: el ement nanme="LALSL| LCSTar get Provi si oni ng"
type="LALSLI LCSTar get Provi si oni ngExt ensi ons" ></ xs: el enent >
<xs:el ement name="LALSLTFProvi si oni ng" type="LALSLTFProvi si oni ngExt ensi ons" ></ xs: el ement >
<xs: el ement nanme="Header Reporti ng" type="PDHRReporti ngExtensi ons"></xs: el enent >
<xs: el ement nanme="Servi ceScopi ngOpti ons" type="Servi ceScopi ngOpti ons" ></xs: el ement >
</ xs: choi ce>
</ xs: conpl exType>

<xs: conpl exType name="LALSLI LCSTar get Provi si oni ngExt ensi ons" >
<Xs: sequence>
<xs:el ement name="Positioni ngServi ceType" type="Positioni ngServiceType"></xs: el enent >
<xs: el ement nanme="Positioni ngPeriodicity" type="PositioningPeriodicity"
m nCccur s="0"></xs: el enent >
<xs: el ement nanme="Positioni ngParaneters" type="PositioningParaneters"
m nCccur s="0"></ xs: el ement >
</ xs: sequence>
</ xs: conpl exType>

<xs: si npl eType nane="Posi ti oni ngServi ceType">
<xs:restriction base="xs:string">
<xs:enumeration val ue="| medi at " ></ xs: enuner ati on>
<xs:enuneration val ue="Peri odi c"></xs: enuner ati on>
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</xs:restriction>
</ xs: si npl eType>

<xs: si npl eType nanme="Posi ti oni ngPeri odi city">
<xs:restriction base="xs: nonNegativel nteger">
</xs:restriction>

</ xs: si npl eType>

<xs: conpl exType name="Positi oni ngPar anet ers">
<Xs: sequence>
<xs: el ement name="Request edLocati onType" type="RequestedLocati onType"
i nCccur s="0"></xs: el enent >
<xs: el ement nanme="Request edResponseType" type="RequestedResponseType"
i nCccur s="0"></xs: el ement >
<xs: el ement nanme="MaxLocati onAge" type="xs:nonNegativelnteger" m nCccurs="0"></xs: el ement >
<xs: el ement nanme="ResponseTi m ngRequi red" type="ResponseTi m ngRequired"
i nCccur s="0"></ xs: el ement >
<xs:el ement nanme="ResponseTi ner" type="xs:nonNegativel nteger" m nCccurs="0"></xs: el ement >
<xs: el ement nanme="Hori zont al Accuracy" type="Nunmber WthQOSC ass" m nCccurs="0"></xs: el enent >
<xs: el ement nanme="AltitudeAccuracy" type="Nunber WthQOSC ass" mi nCccurs="0"></xs: el ement >
<xs:el ement nanme="MotionSt at eRequest” type="EnptyEl ement” m nCccurs="0"></xs: el enent >
</ xs: sequence>
</ xs: conpl exType>
<xs: si npl eType name="Request edLocati onType" >
<xs:restriction base="xs:string">
<xs:enumeration val ue=" CURRENT" ></ xs: enuner at i on>
<xs:enuneration val ue=" CURRENT_OR_LAST" ></ xs: enun®er ati on>
</xs:restriction>
</ xs: si npl eType>

<xs: si npl eType nanme="Request edResponseType" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="SYNC'></ xs: enuner ati on>
<xs:enuneration val ue="ASYNC'></ xs: enuner at i on>
</xs:restriction>
</ xs: sinmpl eType>

<xs: si npl eType nanme="ResponseTi m ngRequi r ed" >
<xs:restriction base="xs:string">
<xs:enumneration val ue="NO _DELAY"></xs: enurner ati on>
<xs:enumneration val ue="LON DELAY" ></ xs: enurer ati on>
<xs:enuneration val ue="DELAY_TOL"></ xs: enuner ati on>
</xs:restriction>
</ xs: si mpl eType>

<xs: conpl exType name="Nunmber Wt hQOSC ass" >
<xs: si npl eCont ent >
<xs: extension base="xs: nonNegati vel nt eger">
<xs:attribute nane="qos_cl ass" type="Q0SO ass"></xs:attri bute>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

<xs:sinmpl eType name="Q0SC ass" >
<xs:restriction base="xs:string">
<xs:enumneration val ue="ASSURED' ></ xs: enurrer at i on>
<xs:enumeration val ue="BEST_EFFORT" ></ xs: enuner ati on>
</xs:restriction>
</ xs: si mpl eType>

<xs:sinmpl eType name="Enpt yEl enent">
<xs:restriction base="xs:string">
<xs:enuneration val ue=""></xs: enuner ati on>
</xs:restriction>
</ xs: sinmpl eType>

<xs: conpl exType name="LALSLTFPr ovi si oni ngExt ensi ons" >
<xs:sequence>
<xs: el ement name="LILCSC i ent Address" type="LILCSO i ent| PAddress"></xs: el ement >
<xs: el ement nanme="Positioni ngParaneters" type="Positioni ngParaneters"
i nCccur s="0"></xs: el enent >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="LI LCSC i ent | PAddr ess" >
<Xxs:sequence>
<xs: choi ce>
<xs: el ement name="| Pv4Address" type="I|Pv4Address"/>
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<xs: el ement nanme="| Pv6Address" type="|Pv6Address"/>
</ xs: choi ce>
</ xs: sequence>
</ xs: conpl exType>

<xs:sinmpl eType nanme="I|Pv4Address" >
<xs:restriction base="xs:token">
<xs:pattern val ue="((25[0-5]|2[0-4][0-9]|[01] ?[0-9]?[0-9])\.){3}(25[0-5]|2[0-4][0-9]|[01] ?[O-
9]?[0-9])"/>
</xs:restriction>
</ xs: si npl eType>

<xs:sinmpl eType nanme="I|Pv6Address" >
<xs:restriction base="xs:token">
<xs:pattern value="([0-9a-f]{4}:){7}([0-9a-f]{4})"/>
</xs:restriction>
</ xs: sinmpl eType>

<xs: conpl exType nanme="PDHRReporti ngExt ensi ons" >
<Xs:sequence>
<xs:el ement nanme="PDHType" type="PDHType"></xs: el ement>
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="PDHType" >
<xs: choi ce>
<xs: el ement name="PDHR' type="EnptyEl ement"></xs: el emrent >
<xs: el ement nane="PDSR' type="PDSRPar anet er s" ></ xs: el enent >
</ xs: choi ce>
</ xs: conpl exType>

<xs: conpl exType nane="PDSRPar anet er s" >
<xs:sequence>
<xs: el ement nanme="PDSRTri gger Type" type="PDSRTri gger Type"></xs: el ement >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="PDSRTri gger Type" >
<xs: choi ce>
<xs: el ement name="Ti mer Expi ry" type="Ti mer Expi ryl nSeconds" ></ xs: el ement >
<xs: el ement name="Packet Count" type="xs:nonNegativel nteger"></xs: el ement >
<xs: el ement nanme="ByteCount" type="xs:nonNegativel nteger"></xs: el ement >
</ xs: choi ce>
</ xs: conpl exType>

<xs: si npl eType name="Ti mer Expi ryl nSeconds" >
<xs:restriction base="xs:nonNegativel nteger">
</xs:restriction>

</ xs: si mpl eType>

<xs: conpl exType name="Servi ceScopi ngOpti ons" >
<Xs:sequence>
<xs:el ement name="ServiceTypeOpti ons" type="ServiceTypeOpti ons"></xs: el ement >
<xs:el ement nanme="Locati onl nformati onOpti ons" type="Locati onlnformati onOpti ons"></xs: el ement >
<xs: el ement nanme="NonHPLMNRANTr af fi cDel i very" type="Servi ceScopeOpti onVal ue"></xs: el ement >
</ xs: sequence>
</ xs: conmpl exType>

<xs: conpl exType nanme="Servi ceTypeQpti ons">
<XS:sequence>
<xs:el ement name="Voi ce" type="ServiceScopeOpti onVal ue"></xs: el ement >
<xs:el ement nanme="Data" type="Servi ceScopeOpti onVal ue"></xs: el ement >
<xs: el ement nanme="Messagi ng" type="Servi ceScopeOpti onVal ue"></xs: el enent >
<xs: el ement nane="PTT" type="Servi ceScopeOpti onVal ue"></xs: el ement >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType nane="Locati onl nfornmati onOpti ons">
<Xs: sequence>
<xs: el ement nanme="ReportLocati onAt Begi nni ngAndEnd"
t ype="Servi ceScopeOpt i onVal ue" ></ xs: el enent >
<xs: el ement nanme="ReportLocationUpdate" type="Servi ceScopeQptionVal ue"></xs: el ement >
<xs: el ement name="LALS"' type="Servi ceScopeOpti onVal ue"></xs: el ement >
</ xs: sequence>
</ xs: conpl exType>

<xs: si npl eType nanme="Servi ceScopeOpti onVal ue" >
<xs:restriction base="xs:string">
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<xs:enuneration val ue="Del i ver"></xs: enunerati on>
<xs:enuneration val ue="DoNot Del i ver"></ xs: enuner ati on>

</xs:restriction>
</ xs: si npl eType>

</ xs: schema>
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Annex D (informative): Drafting Guidance

D.1 Introduction

This annex provides drafting guidance for contributors wishing to propose changes to the present document.

D.2  Drafting conventions

Table D.2-1: Drafting conventions

D.2.1 The details for each field, including a complete description of the usage, format, cardinality and
conditionality of that field, are given in the prose in the main body of the document.
D.2.2 The field names used in the main body of the document match those used in the ASN.1.

D.2.3 ASN.1 comments are not used, except for to indicate where to find a description of the field or structure in
the main body of the specification.
D.2.4 If a field is made conditional, the condition for its presence or absence is specified.

D.3  Naming conventions

Table D.3-1: Naming conventions

D.3.1 To meet ASN.1 syntax rules, the first character of each ASN.1 field name are lower-cased.

D.3.2 To meet ASN.1 syntax rules, the first character of an ASN.1 type name are upper-cased.

D.3.3 To meet ASN.1 syntax rules, the first character of a field or a type name is not a number.

D.3.4 Only the character ranges A-Z, a-z and 0-9 are used in names.

D.3.5 Names are be CamelCased, where the first character of each word is upper-cased (except for the first
character of the name — see rule D.3.1).

D.3.6 Any acronyms in a name should be entirely upper-cased (except for the first character of the name — see
rule D.3.1).

Exanpl eBadStructure ::= SEQUENCE

{
FirstField [1] FirstFieldType, -- D.3.1 First letter of field is upper case
secondFi el d [2] secondFi el dType, -- D.3.2 First letter of type is |ower case
3rdField [3] 3rdFieldType, -- D.3.3 Nanes starts with digit
fourth-field [4] Fourth_Field_Type, -- D.3.4 Nanes include hyphen and underscore
fifthfield [5] Fifthfieldtype, -- D. 3.5 Names are not canel Cased
nsi sdn [ 6] MsI SDN, -- D.3.6 Acronyns in field nane not wholly upper-cased
nS| SDN [7] Msisdn -- D.3.6 Acronyns in type name not whol |y upper-cased

Figure 1 — Naming convention counter-examples
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D.4  ASN.1 Syntax conventions

Table D.4-1: ASN.1 Syntax conventions

D.4.1 Modules are be defined with EXTENSIBILITY IMPLIED unless there is a specific reason to limit
extensibility.

D.4.2 The AUTOMATIC TAGS module directive are not be used.

D.4.3 SEQUENCE and CHOICE tag numbers start at one.

D.4.4 ENUMERATED tag numbers start at one.

D.4.5 Anonymous types are not be used. Non-trivial fields should be assigned their own named type.

D.4.6 Consideration should be given to making types re-usable and independent of a particular release. Res-
using or extending an existing type, where the intent is the similar, is preferable to creating a new type.
D.4.7 Consideration should be given to making types extensible by declaring them as a SEQUENCE or CHOICE
where possible.

D.4.8 Multiple smaller messages or structures with fewer OPTONAL fields are preferred to larger structures with
many OPTIONAL fields, as this increases the ability of the ASN.1 schema to enforce the intent of the
specification.

D.4.9 Field names, tag numbers, field types and optional flags are be space-aligned where possible.

D.4.10 Field and type names (when defining a type) are not in bold.
D.4.11 | Braces are given their own line.

Conf or mat Mbdul e
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) |awfullntercept(2) ... }

DEFI NI TI ONS EXTENSI BI LI TY | MPLIED :: =

BEG N

Structurel ::= SEQUENCE

fieldl [1] Field1,
field2 [2] Field2
}

Fi el d1 ::= ENUVERATED
choi cel(1),
choi ce2(2),

choi ce3(3)
}

Field2 ::= OCTET STRI NG

END

Figure 2 — Syntax convention example

Nonconf or mant Modul e

{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) |awfullntercept(2) ... }
DEFI NI TI ONS AUTQVATI C TAGS :: = -- D.4.1 Not declared with EXTENSIBILITY | MPLI ED
-- D. 4.2 Decl ared AUTOVATI C TAGS
BEG N
Structurel ::= SEQUENCE { -- D.4.11 Braces not given their own line
fieldl [O0] ::= ENUMERATED -- D. 4.3 SEQUENCE tags don't start at 1
-- D.4.5 Anonynous type used
choi cel(0), -- D. 4.4 ENUMERATED tag nunbers don't start at 1
choi ce2(2),
choi ce3(3)
}s
field2 [2] Field2 -- D.4.10 Field name is bold
}
Field2 ::= OCTET STRI NG -- D.4.10 Type nanes in definitions is bold
END

Figure 3 — Syntax convention counter-examples
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Annex Z (informative): Change history
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