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Foreword

This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities, UM TS identities or
GSM identities. These should be interpreted as being references to the corresponding ETSI deliverables.

The cross reference between GSM, UMTS, 3GPP and ETS! identities can be found under
http://webapp.etsi.org/key/queryform.asp.

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

ETSI


https://ipr.etsi.org/
http://webapp.etsi.org/key/queryform.asp
http://portal.etsi.org/Help/editHelp!/Howtostart/ETSIDraftingRules.aspx

3GPP TS 33.108 version 13.1.0 Release 13 3 ETSI TS 133 108 V13.1.0 (2016-04)

Contents

Intellectual Property RIGNES.... ..ottt e b e s 2
01 Yo (o ST 2
MoOdal VErDS EMINOIOQY .......ccveieeieieece sttt ettt e e e s re s aeeaesbeeaeesbesreensesaeensessesneenseseeeneensessens 2
0= 11V o PSPPSR 11
100 [ Tox A o] o OSSR 11
1 o010 R 12
2 REFEIBINCES ...ttt ettt b e bt bt e e b et et et e Rt e bt e b e bt st e e e e b et et e e aenr e b es 12
3 Definitions and aDbreVIBLIONS...........coeeieiieesi ettt sre e sre e e teeneeeesteeneenseneeas 16
31 D= T 0T (0] 1SS 16
3.2 ADDIEVIBLIONS ...ttt bbbt bt e e e s et bt sh e b e e he e ae e s e e eE e b e sh e eh e e Re e b e b e nb e b eaeene e e e ne e 18
4 (€7 1 TS SSTRTP 20
4.0 gL 00 W 1ol BTSSP PR URUSTOSPP 20
4.1 Basic principles for the handover INtErTaCE...........c.viverieiiee e 20
4.2 LBl FEOUITEIMENES. .....etieeteiteseeteet ettt ettt e ettt b s a bt e e s e bt e e h e e bt se e st eb e s e e s e e bt s e e e eb e s e bt bt s e e bt e nenbeneeneens 20
4.3 FUNCLIONG] FEOUITEIMIENES ... .ttt ettt b e h bbbt e b bbb bbb e en b ens 20
44 Overview Of handOVEr INTEITACE .......ooi et sresre e nee e eneas 20
440 0o 1 ') o P RRSRSN 20
441 Handover interface POIt 2 (HI2) ..ot 21
4.4.2 Handover interface POrt 3 (HISB) ....oove ittt et e e st et teeteeneeneeenes 22
45 HI2: Interface port for intercept related iNfOrmMatioN............ccoveciiieieesiese e 22
450 (CT= 0T o SO PPSPPSN 22
451 DatatransmiSSION PrOtOCOIS. ... .ciuiiee e s et ettt ete s e s e te e ee e s esaeeste e aeesteessessaaste e se e seeseeneeeneennes 23
452 Application for IRl (HI2 iNfOrMELION) ......ccueeiieieeie ettt e s et aeenaeeraesnaennees 23
453 TYPES OF TRI TECOIS .......eeceeeeieecies ettt ettt e e te e st e s aeesae e teenteestesstesseesseensesnsesneesnnesneansennsenns 23
4.6 3= Lo 1 TR 24
5 (O] o BTL XYL (o e (0] 0 7= 1 ST 24
5.0 LT 0T PSSR 24
51 SPECITIC IBNIIFIEIS O LI ...ttt b e ettt b 24
510 110 o (0o (o] o FOO ST U U PRURTURURPRRIN 24
51.1 Lawful Interception IDENLITIEr (L1ID) ...ocveiieee ettt ettt teete e e enes 24
5.1.2 Communication IDENtIfIEr (CID) ......ecieeiieie e e et se et e e e s a e be e teesaesse e reeteeneesneesnes 25
5120 LC T o1 - TSP 25
5121 NEtWOIK 1HENEITIEN (NID) c.vivieieiiiieietesiee sttt sttt st et see st be e ebesae e ebesbeneenens 25
5122 Communication Identity Number (CIN) — Optional .........ccooeiiiricirirere s 25
513 LOLOR 131 QLo (=0 R 1= g (@O I ] ) PSSR 26
514 Correlation Of CC @NU TR ...ttt s e e st e e eneesee s e seeseesbesneeneeneeneas 26
515 USA0E OF TABNLITIEIS.. ..ttt b b et b e bbbt b e 26
52 HI2: INterface POIt FOr TRI ...t b ettt 27
521 Definition of Intercept Related INFOrMELioN ............cociirieiiiiieene e 27
522 SETUCTUIE OF TRI FECOIAS ......veeeeeee ettt bbbt bt e et e b e b sb e b et e e e e enes 27
5220 LC T o1 - TR 27
5221 Control INFOrMatioN FOr HIZ........c.ooiieee e e bbbt b e 28
5222 BasiC Call INFOIMELION ..ottt b et et e bbb sb e e e e e 28
5.2.2.3 Information on supplementary services, related to acall in Progress..........cocvveeveeeveereeceesveesceeseeneens 29
5.2.24 Information on non-call related SUPPIEMENLArY SEIVICES........c.ccverveereerere e s eree e e e eae e 29
523 DEIIVENY OF TRI ...ttt b e et b e s h e b e b e e b e bbb e se et b b et et n e 29
53 HI3: interface port for Content of COMMUNICALTION ........ccvciiiriiirireeree e 33
5.3.0 (€71 PP 33
531 Delivery of Content Of COMMUNICALION. .........cciiuiiririeieierieeet ettt bbb 33
5.3.2 Control information for Content of COMMUNICELION .........c.oiiiiiiriie e 35
533 Security requirements at the interface port of HI3.........ccv e 36

ETSI



3GPP TS 33.108 version 13.1.0 Release 13 4 ETSI TS 133 108 V13.1.0 (2016-04)

5330 GBNETEL ...ttt bbb bR e R R R SR e e et e e Rt e e e be R e beeaeehe e e nnennens 36
5331 LI @CCESS VEITTICALION ...ttt etttk et bt he et e et e e b sbesb e e e enne e 36
5.3.3.2 F oo =SS o o] o1 1 o | S 36
5333 AUTNENTICALION ...ttt bbbt a e bbbt e bt e aeese et e e e neesbenbesaeese e e enne e 36
54 LI procedures for SUPPIEMENLArY SEIVICES.......c.cueiierieeieeeiereesteesees e eieste e sreesreesteeteentesseesseesteeseeseensenneesnes 37
541 GBINENEL ...t b e h e h e e bR R R R R e e e R e R eh e Rt Rt ehe e e e R e bR ehesneennenenras 37
542 (O O 1101 QT 1070 o F TP P PO ST PP PTSRURTPRRN 39
54.3 IRI Impact, General Principle for Sending IRl FECOIAS ........cccciiiririiirne e 39
544 Multi party calls— general prinCiples, OPtIONS A, B ..o e 39
5440 LT 07 P RRRSTUSR 39
5441 CC links for active and non-active CallS (OPLION A) ..ot 39
54.4.2 Reuse of CC linksfor active CallS (OPLION B)........cccuieiieiecie ettt 40
545 Subscriber Controlled Input (SCI): Activation / Deactivation / Interrogation of Services.........ccccevveueenee. 41
55 Detailed procedures for SUPPIEMENLAIY SEIVICES.......uiiieieeerese e seese et ee et be e tessae e e sreeeeeeesneeenes 41
55.1 Advice Of Charge SEVICES (AOC) ....ocuiiiiecieeieeie e sreesee st e s e te e e stessaesreesreesseesseenseaneesssasseenseeneessensseesses 41
552 Call WAITING (CWV) .ttt bbb s e b et e e e b sb e bt e bt e ae e st et et e besbeebeeneenn e s enres 41
55.2.1 Call Waiting at target: CC HINKS.......coiiieie et e et e e s re e teenaeenaesnaesraennens 41
5522 Call Waiting: TRl FECOMTS......ccueiuiietiriieete sttt sttt sb st b b benae s 41
55221 TAGEL IS SEIVEA USEY ...ttt ettt et b et b e h e bbbt b e b et b e et nb e b 41
55222 Other PATY 1S SEIVEH USEY ......eiviiiiiitirieietert ettt bbbt b e et sb e et 41
55.3 (0= 1IN o Vo A (= Y= PR 41
5531 CC links for active and non-active CallS (OPLION A) ..ot 41
5532 Reuse of CC linksfor active CallS (OPtion B)........cociiiriciriieeieeeese et 41
55.33 TRI FECONTS. ...ttt ettt et b e h ettt e bbb e ek e e e b se e b e s Rt eb e et e b e b e eeeebeeneene e e ennees 42
55.33.1 Invocation of Call Hold or Retrieve Dy targel .........coieeveeie e 42
5,5.3.3.2 Invocation of Call Hold or Retrieve by other Parties..........ccocvivreeneeseereee e 42
554 (o o O I = = g = 42
554.1 EXplicit Call Transfer, CCINK .......oiiiiice ettt esnaesnaesreennees 42
55.4.2 Explicit Call Transfer, IRl FECOIS.........cicueieeie e cie et te e saeenaeentesnaesnaesnaesraennens 42
555 Calling Line Identification Presentation (CLIP) (IRl RECOIS) .......ccceeririeiererieirieneeiesieseeie e 42
5551 Call originated by target (target iS SEVEA USEr)......cveiiiiieiieieiereeeeie e 42
55.5.2 Call terminated at target (other party 1S SErVEA USEY) .....cc.cvivireceriieierieeeereeee e 42
556 Calling Line Identification ReStHiCtion (CLIRY) ......c.coiiieiiirieeiereeesiereerie ettt 42
557 COnnected Line identification Presentation (COLP) .......ccooiiiiiiiiirinereeee et 43
55.7.1 Call terminated at target (target 1S SEVE USEN) ......iieeiieerie ettt esraennees 43
55.7.2 Call originated by target (other party iS SErVEd USEr) .....ccvecieeiieie et 43
55.8 COnnected Line identification ReStriCtion (COLR) ......ccveiieieiin e ste ettt e 43
5.5.9 CloSed USEr GIOUP (CUG) ...ueiiieiieiicie e see st st ste et te s et et e e e e e aesneesseesneanseenseensesssassaeseenseensesneesnns 43
5.5.10 Completion of Call to Busy SUDSCIHDEr (CCBYS) ......cciieiiciecee ettt see et sae e sae e e 43
5511 MUILE PAITY Call (MPTY) ittt b sh e bt e ae e e e e besaesb e e e enneneea 43
55111 LT 07 PP RRRRSUSR 43
55.11.2 L =0 o PR 43
55.12 DIVErSION SENVICES (DIV) ettt sttt b et b e et s b e et b e bt sb e b 43
5.5.12.0 LT 0T - PSR 43
55121 Call DIVErSION DY TAITEL ... c.ecuiitiieieitei ettt bbbt b st b e b nn e enis 44
551211 Call Diversion by Target, CC IINKS ..ot e 44
55.12.1.2 Call Diversion by Target, IRI FECOIUS ......c.eciiieeee et nre e e 44
5,5.12.2 Forwarded Call Terminated @ Targel ......c.occvvieeriereee e esnaesraesnees 44
5,5.12.3 Call from Target FOrWarGEd. ...........oiieiie ettt esae e teenaeenaesneesreesnees 44
55.13 Variants of Call diVEIrSION SEIVICES ......c.oiiiiiieeeee ettt b b eae e e s 44
55.14 SUBAAArESSING (SUB) ...ttt sttt bbb sb e bt bt et e st e ne et et sbenbesneenn e s ennes 45
5.5.15 User-to-User SIgNalling (UUS) ..ottt ente e be e teeteennesnneenes 45
5.5.16 INCOMING Call BATiNg (ICB) .....cveuiitiieeiirierecie sttt sttt b et b e et b e et 45
55.17 OutgoiNg Call BATiNG (OCB).......cctrueieterieieiesieiete sttt sttt se ettt sbe et sbese st abeseeseebe e ebesbeseebesbennenens 45
5.5.18 TONES, ANNOUNCEIMIENES. ...ceiiieiieciiieieieeeeeette e e e e e e ee st taeeeeeaeesaabaeaeeeaaesaaasssseeeaaasaaansseseesasaaasntsseeaaesessasssssneesns 45
5.6 FUNCLIONEl @rChITECIUNE ...ttt et ea et e e e tesaesbesneene e e eneees 45
6 (=0 (W0 = = W (0] 1 T TSRS 46
6.1 Fo (S 011 (= £SO PP PR USRS 46
6.1.0 11 d0o [0 (o] o FOO TSR P TP T PR URTURURPRRIN 46
6.1.1 Lawful interception IdENLITIEN ..........ciiee ettt teeteenesneeenes 47
6.1.2 INEEWOTK TABNTITTEN ...ttt bt e e e e bt se e e e b e s besbesbe e e enteneea 47

ETSI



3GPP TS 33.108 version 13.1.0 Release 13 5 ETSI TS 133 108 V13.1.0 (2016-04)

6.1.3 (O00T g = = (o a I 10 1120 = (R 47
6.2 BN T 0T =T To o U= SR 47
6.2.1 I 0111 S 47
6.2.2 [0 S 48
6.2.3 RV oo [ 48
6.3 S ol Y= o o SRS 48
6.4 QUANTITAELIVE BSPECES. ...ttt ettt sttt sttt b e st h e b e bt b e e h e b e bt E et b e s b e e e bt e b et e b s e e neeb e st et e b e s b et ebenn e 48
6.5 IR OF PACKEL OMBIN........citiieiiiitie ettt b e st b et b e s bt e e bt e e st b e e e s bt e e eb e e e ens 48
6.5.0 g Lu0 0 (8011 o] o USRI 48
6.5.1 EVENTS AN INFOIMBEION ... eeeeeieii et e e e e e st e e e et e e e s eaaeeessabeeesessaessesssessssbeeasassessssassseessnsenessases 52
6.5.1.0 (€15 01C = [T 52
6.5.1.1 REPORT reCord INfOIMBLION .......eeeiiiiiieiiieiie e iitteeeeetee e eeaee e e sbee e s e st eessesaeesssbaeessasbesesasesessbseessanbenessnnes 52
6.5.1.2 BEGIN reCOord iNfOrMBLION ........cueiiiiriieccietie e cetee e ettt e e et e s st e e s et e e e s eaaessssbseessasbeeeseseeessbseessanbensssnnes 59
6.5.1.3 CONTINUE reCOrd iNfOrMBLION ......ccoocuviiiceieieceteie ettt e st e s s eate e e et e s e sabaeesssabeessesseesssaseeessarreeeean 61
6.5.1.4 =TT oo (o IT1 0] 01 0= (Lo o [P 63
6.6 IRI reporting for packet dOmain @ GGSN ........c.cccueeieiieiieere ettt te e s ra e beereeeesneesnes 64
6.7 Content of communication interception for packet domain al GGSN..........ccceveevieiiecieseesee e 64
7 8L 0 0=t 1= (0] 1 0= 1 o 65
7.0 (911070 (8011 1] TSRO 65
71 (16 1< LN L= ST 66
7.1.0 (1< 0= | TR 66
711 Lawful Interception 1dentifier(LIID) .......ccceeiieci ettt reeteene e enes 66
7.1.2 LS Yo QLo (= 0 ) L= TR 67
7.1.3 (O00T g = = 1o a I 10 1120 = (R 67
7.2 BN T 10T = To o U= SRS 68
721 I 111 o SRS 68
722 QUAITEY ..tttk ettt bt b et b e h bt s Eeh e bt s R R e R e R R £ e Rt AR e R e Rt ne e e Rt eR e e eb e s R et bt e b e e ebenbennerea 68
7.2.3 Ao Lo FT TSRO T TR PR TR RO 68
7.3 SECUITY BSPECES ..tttk sttt sttt b et h e bbb e bt b e bt E e e bt b e e e bt e b e e e bt e b e Rt e b e e e e neeb e ne et eb e s b et eb e b e e 68
7.4 QUANTITAELIVE BSPECES. ...ttt sttt sttt sttt ettt st h e b e bt bt h e b e e bt b e e bt e b e e e bt b et e b s e e neeb e e e et e b e st et eb e b e e 68
75 (LI TR 1Y S OO 69
7.5.0 g L0 To [§0x1 ] o USRI 69
7.5.1 VS 01Kz 1o W 1ol 07= (o] o ST 71
7.6 Correlation indications of IMS IRl With GSN CC at the LEMF .......oooooviii et 73
8 3GPP WLAN INEEIWOIKING ... veiveeeetieieeitesteeie st steestesteeseesteseestesaeesaesteesaesbesseensessesnsesresneensestesnnessessnenes 74
8.0 (©1<101C =) IR 74
81 (16 1< LN L= ST 74
81.1 (@Y= AV =TT R 74
812 Lawful intercaption IdENTITIEN ..o b e 74
8.1.3 LS Vo 1o (= 0 L) L= GOSN 74
814 (O g (= = 1o gl 4101010 = TR 74
8.2 BN T 0T =T To o U= SR 75
821 I 111 o S 75
8.2.2 [0 S 75
8.2.3 RV oo [ 75
8.3 S ol Y= o o SRS 75
84 QUANTIHTALIVE @SPECES. ... ecuveeveeeteesteeee e e te e st e st e s e e te et e ese e s te e te e teesteestesseesseeseeeaseenseaneesaeesseenseanseensenneesneessensrens 75
85 LI T AV A Y AN A OO 76
85.0 g L0 To [§0x1 ] o USRI 76
85.1 EVENTS AN INFOIMBEION .......eeieeitii ettt e et e e st e e e et e e e s eaaeeessabeeessssaessessseesssbeesssasesssssssnnessnsenessases 78
85.11 OVEIVIBW ...ttt e e ettt e e et e e e sttt e e e ateeeseabaeeseasteessasseeessaeeasssabesesenseesssanesassabesasssseeessasenassasbenasan 78
85.1.2 REPORT 1reCOrd INFOMMIBLION .......eeiiiitiieieeeeie st e e ettt e s et e e s st e e s e st eeeseaeeessebasessasbesesansseessasseessssenessnnes 78
8.5.1.3 BEGIN reCOord iNfOrMEBLION ........cueiiiiriieiiieeie e et e e ettt e e ette e s st e e e et e e s saaeeessbseessasbeessssseessbseessanbenessnnes 83
85.14 =TT oo (o IT1 0] 01 0= (Lo o [P 85
8.6 (@O (o T IV A | O 86
9 Interception of Multimedia Broadcast/MultiCast Service (MBMS) ......ccccoovieeviiicciececee e 87
9.1 (16 1= LN L= SRRSO 87
911 OVEIVIBWV ...ttt ettt e e e ettt e e e ee s s ebaeeesaateseeeasaeessabeeeseasteseseasseessaseeessasseeesensseessbaaessessesessnesessasbenasan 87
912 Lawful intercaption IdENTITIEN ..o b e 87
9.1.3 LS Vo Lo (= 0 L) L= ST 87

ETSI



3GPP TS 33.108 version 13.1.0 Release 13 6 ETSI TS 133 108 V13.1.0 (2016-04)

9.14 (O00T g = = (o a I 10 1120 = (R 87
9.2 BN T 0T =T To o U= SR 88
921 I 0111 S 88
9.2.2 [0 S 88
9.2.3 RV oo [ 88
9.3 S ol Y= o o SRS 88
9.4 QUANTITAELIVE BSPECES. ...ttt ettt sttt sttt b e st h e b e bt b e e h e b e bt E et b e s b e e e bt e b et e b s e e neeb e st et e b e s b et ebenn e 88
9.5 TRIFOI MBIMIS . ..ottt e e et e et e et e s ee e e et e sateeeeeeesteesaeeesseeseeseaeesaaeesssessaseessrneeanneans 89
9.5.0 (1< 0= | TR 89
95.1 EVENTS AN INFOIMBEION ... eeeeeieii et e e e e e st e e e et e e e s eaaeeessabeeesessaessesssessssbeeasassessssassseessnsenessases 91
95.11 OVEIVIBW ...ttt e e ettt e e et e e e sttt e e e ateeeseabaeeseasteessasseeessaeeasssabesesenseesssanesassabesasssseeessasenassasbenasan 91
9512 REPORT reCord INfOIMBLION .......eeeiiiiiieiiieiie e iitteeeeetee e eeaee e e sbee e s e st eessesaeesssbaeessasbesesasesessbseessanbenessnnes 91
9.5.1.3 BEGIN reCOord iNfOrMBLION ........cueiiiiriieccietie e cetee e ettt e e et e s st e e s et e e e s eaaessssbseessasbeeeseseeessbseessanbensssnnes 92
9514 =TT oo (o T 0] 01 0= (o] o [P 93
9.6 (OO (o T 1Y/ 1 =] 1 O 94
10 EVOIVEO PACKEL SYSLEM ......ociiiicie ettt sttt s ae e te s b e eneesbesre e tesneensesreeneentenrean 95
10.0 (91107 [0 o1 [ TSRO 95
10.1 (16 1< LN L= ST 95
10.1.0 [ g100 0 [§70x1 ] USRS 95
10.11 Lawful iNtercaption IdENTIFIEN ..........ci i et 95
10.1.2 L= Vo 1o (= ) L= SRRSO 96
10.1.3 (0001 g = = 1o o I 10 1120 (R 96
10.2 BN T 11T = Lo o U= SRS 96
10.2.1 I 111 o S S 96
10.2.2 L 2SS 96
10.2.3 RV oo [ 97
10.3 S ol ] V= S o= o L USSR TSRV PRR 97
104 QUANTITALIVE BSPECES. ...ttt ettt sttt sttt sttt b e st h e b e h e bt h e b e bt b e e bt e b e e e bt b e st e b e s e e neeb e s e et eb e s b et ebenneneee 97
105 IRI for evolved Packel dOMBIN .........coiiiiii bbbt 97
10.5.0 [ a100 0 [§0x1 ] NS RRORRROTRR 97
10.5.1 EVENTS AN INFOIMBEION ... eeiee ittt et e e e e e e et e e s s eae e e s sab e e e s esteessassseessabeessasbanesssenesssnbenasan 102
10.5.1.0 19110 [0 011 1] NSRRI 102
105.1.1 REPORT reCord INfOIMBLION ........eeiiiviieieeiii e ceteee et ee e eettee e e sae e s s eate e e sebae e s ssseessssbesssenbeessssseeessasrenesan 102
105.1.2 BEGIN reCOord iNfOrMIBLION ........cuveeeiiriieietiie e ceeeee ettt e e ettt e st e e s st e e e s eabe s s sesaeeessabaeesesstesssenneeessssrenesan 112
10.5.1.3 CONTINUE reCOrd iNfOrMBLION ......c.cicueieiiciiie ettt s s et e e st e e s et e e s ebe e e s ssbaeesssnbeeesenneeesssnrenas 115
10.5.1.4 = NI I = oo (o IT1 (0] 00 07! (o o [P 118
10.6 IRI reporting for evolved packet domain a PDN-GW .........ccccciiiiienie et 121
10.7 Content of communication interception for evolved packet domain at PDN-GW .........cccceeevieveeveerie s 121
11 3GPP IMS CONfEIENCE SEIVICES. ....coiiveeiieieeeie e et e e sttt e s s ettt e s s s ta e e s s ssbaeesssbaeesssbasesssssasessasbesessassnsesas 122
111 10 1< LN L= E TR 122
1111 (@< Y 1= AR 122
11.1.2 Lawful interception IdENLITIEN ..........cveieeeeee e ae e s e s e e sneenreereens 122
11.1.3 LS Yo QT (= ) L= R 122
11.1.4 (0001 g = = 1o ol 10 02| o =: ( 123
11.2 BN T T = To o U= T S 123
11.2.1 I 1001 ST 123
11.2.2 L0 2O SRSN 123
11.2.3 N OI eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee et e et e e e e et e e e eeeeteeeeaeeeeteeeateeeeeeeeeeee—eeateteeaeeeteesaateeaaeesaanesereeserneiares 123
11.3 SECUITTY BSPECES ...tttk ettt bbb bbbt b bbbt h b et e bt b e e bt b e s e he e b e b et e b et et et b 123
114 QUANTITBLIVE BISIECES. ... ettt ettt b bt b h bbbt s st b e b e bt b e b et b e b e ae e b e b e st e b et et e b e b 123
115 IR FOr IMS CONFEIENCE SEIVICES.....eeeiieeiee ettt ettt e ettt e e et e e e s e e e s e eab e e e seabaeessabaeessasbeesssstesessseeessssbnnesas 124
11.5.0 (g1 100 8011 1) RO 124
11.5.1 V= 1K= 0o T 1o 007= (o] o 126
11.5.1.1 (@ Y1 V1= AR 126
115.1.2 S = LA W= oo (o T a1 {01 107 (1] o 126
11.5.1.3 CONTINUE reCOrd iNfOrMBLION ........cocuiieeicieieceeee ettt e e st e e e et e e s eat e e s s sbaeessanbeeesesreesssnrenas 127
11.5.1.4 L= NI oo (o IT1 (0] 00 0= (oo [P 130
11.5.1.5 REPORT reCord INfOIMBLION .......eeeiiiriieieeeiii e ceteee et ee e ettt e e sae e s s bt e e s sebee e s ssseessssbesssenbeessssseeessssrenesan 131
11.6 CC fOr IMS CONFEIEINCE SEIVICES. ... .eeieeietiieeeeie s sttt e e e et et e s e seesseteeesssstessseasessssbeeesasseesssasesesssesseessessneessasenes 133
12 SGPP IMS-DESEA VOIP SEIVICES....ceeeeeee ettt ettt e e et e e e e e st teeseeeasasareereeessssasarareeeeeessessnrneeeees 133

ETSI



3GPP TS 33.108 version 13.1.0 Release 13 7 ETSI TS 133 108 V13.1.0 (2016-04)

121 Lo 1S g LN 1= £ PO PP PP RUROSRPTPTO 133
1211 OVEIVIBW ...ttt sttt stttk be sttt st e s e e bt e b e sees e ebese e st eEese e s e eb e seeneebeseeneseeneebesbe e ebeebeneeneneeneeneas 133
12.1.2 Lawful Interception TAENLITIEN ..........coieeeee e et e e e saeenreereens 133
12.1.3 INEEWOTK TABNMEITIEN ...t bbbt e et et e e e sb e b e s bt ene e e et e 134
1214 COrTelatioN NUMDE ..ottt b bt s e e bt s b e sh e e bt et ese e e e b e sbesaeebeeneenteseen 134
12.2 BN T T =i To o U= T S 134
12.3 SECUITTY BSPECES ...tttk ettt bbbttt h bbbt b bt h £ e e e bt b et e bt b e b e et e b et e st e b et et e bt 134
124 QUANTITBELIVE BISIECES. ... eeeevetereetertee ettt et h bbb st b st b s h e b e b e bt b e b etk e b e bt e b et e st e b e b et e b e b e 134
125 IRI FOF IMS-DESEU VOIP ...ttt ettt et e ste e s be et e et e eaeeeteebeeateenteeanesneesreesanas 135
12.6 CCTOr IMSDASEA VOIP.......ooeeeee ettt ettt et et e e st e e ae e e be e beenbeeaeaebeesteesbeesbeereenneeans 135
13 Interception Of ProXimity SEIVICES. ...ttt ne e 135
131 LT o1 -SSR 135
13.1.1 LK1= 0L 1= £ ST STS 135
13.1.11 OVEIVIBW ...ttt ettt sttt st et et s e e et e st et ekt e b e e ekt e b e seebeebese e bt ebesee st ek ene et e sbe e ebenbeneesentesennens 135
13.1.1.2 Lawful interception IdeNtITIEr.........c.ci et n e e e enes 135
13.1.1.3 NEIWOTK THEIMEITIEN ...t s st re e a e et e e ae e sbeeebeesbeesbeesreenneenreeans 136
13.1.2 TIMING AN QUAITEY ...ttt b et bbbt b e bbbt b e b et bt e e bt b ens 136
13121 LI LT TSSOSO 136
13.1.2.2 (@17 11 Y2 136
13.1.3 SECUMTY BIIECES ...ttt sttt sttt sttt b et b e et b e e et b s e e ae b s e e Rt e b e se e Rt e b e ne e bt eb e s e e st ebenb et ebenne e e 136
13.14 QUANTITBLIVE BSPECES ...ttt etttk ettt ettt b e et b e et b e s e bt b e se e bt e b seeb e eb e e b e sb e e ebesbeneenenbennene s 136
13.2 PrOSE DIrCE DISCOVEIY ....veiteeiecieetiestees et e e s e see s e e steeae e e saeeste e teesteestesseesseesseenseaneesseesaeenseenseeneesneensaesnnns 137
13.2.1 (C1= 0T - OSSPSR 137
13.2.2 EVeNnts and iNfOrMELION ........c.oiiiiiie et b ettt e et b bt ae e e e e 138
13221 OVEIVIBW ...ttt ettt sttt ettt s e e et e st et ekt e b e e et e eE e s e eb e e b e se e bt ebesees e ek ene et e sbe e ebenbeneesentenennens 138
13.2.2.2 REPORT reCOrd iNfOrMELION ........ooveieeieierieste sttt sttt s b ettt seesb b e sae e e e e e 139
14  Invocation of Lawful Interception for Group Communications System Enablers (GCSE) ................. 140
141 BACKGIOUNG ...ttt bbbt bbb e b b se b e bt se bt s b e e bt s b et eb e ebese bt ebeneeneas 140
1411 Interception at GCS AS VErsUS Other NOTES..........coueiiiirieiiirieeres e 140
14.2 GCS ASIn Intercepting OperatorS NEIWOTK...........cuiiiiiriiiirieiesee e 140
14.2.1 (= 0T - TSSO 140
1422 [0 =g ) = TSP 140
14221 OVEIVIBW ...ttt ettt sttt st et et s e e et e st et ekt e b e e ekt e b e seebeebese e bt ebesee st ek ene et e sbe e ebenbeneesentesennens 140
14.2.2.2 Lawful TNterception TAENEITIEN ........cccve et n e e e s 140
14223 INEEWOTK TABNEITIEN ... b bbb bbbt se et e 141
14.2.2.3 COrrelation NUMDES ..ottt et et e et e s bee st eesbe e beeasesaeesaeesaeesaeaseenreens 141
14.2.3 TIMING AN QUAITEY ...ttt b et bbbt b e bbbt b e b et bt e e bt b ens 141
14231 LI LT TSSOSO 141
14232 QUAITEY ..tttk e b et b et b ek h e bR e b e R e bR e e bt nE e e bt s bt eb e b e e enenneneeneas 141
1424 SECUMEY ASPECES ...ttt ettt sttt b et b b e h bt b e b e bt e b e e bt b s e e bt e b e e e bt e et eb e e et ebenb et eb e b e 141
14.24.1 GENEIAl ...ttt ettt ettt e et e et e e be e te e be e teeaeeeaeeahe e be e be e beeabeaaeesaeeteeteaneeaaeeeaeeeaeenteetean 141
14.25 (O U= T 1] Y= AN o= ot £ 142
14251 (€T g1 - PSR RPSPRPN 142
1426 IRI for GCSE based COMMUNICALTONS. ......ccueitiitirtereeiie ettt sttt se e sr s see st seesbe e sne s e e enee s 142
14.26.1 (€T o1 - TSRS 142
14.26.2 Events and EVENt INFOIMELION..........coiiiiieie ettt e e 145
14.26.2.1 OVEIVIBW ...ttt ettt sttt sttt ettt e e e e b e b e e e st b e s e bt b e e e e st bt et eneebeneen b e b en e et e s benenneneensenes 145
14.2.6.2.2 BEGIN record infOrmation...........ceiieiie ittt st sre e r e e e eae e eraesraesaeas 145
14.2.6.2.3 CONTINUE record infOrmMation............c.coouiiieiieiieeiece e see st ere e eree s e te e te e beetesnee e ens 147
14.2.6.2.4 END reCord iNfOrMaLiON.......c.cciuiiiiieie ettt et ste et e re e saeeebe e be e s e eaeeeraesaeesneas 149
14.2.7 CC for GCSE hasetd COMMUNICAIIONS........ccceiiiiieiee et et etesee e e teesteseaeseesaeesreesbeebeenseensesseesseessnas 150
14.2.7.1 LT 0 - RSSO 150
14.3 GCS AS Outside Intercepting OpPerator NEIWOIK .........ccvecviiierieriesesre e see s esae e e e te e seeseeenes 150
1431 (1= 0T - OSSPSR 150
Annex A (nor mative): HI12 delivery mechanismsand procedures............cceoeererenenenenieneennennns 151
O T 1 10T [0 Tox 1 oo S 151
Nt {0 1 S 151
All ATCRITECIU. ...ttt e et e s te e be et e eaeeeteeebe e beesbeeatesaeesaeesheesaeenbeenteentesnsesasesaeesanas 151

ETSI



3GPP TS 33.108 version 13.1.0 Release 13 8 ETSI TS 133 108 V13.1.0 (2016-04)

A.l2 y N L o0 Te = L1 =SS 152
Al21 1S =0 1 o o = RS 152
A.l122 LS ot AV o N USSR 153
A.123 Datalink MaNAQEMENL ..........eoiiee et eeees e e e e e e e e s te e ee e e e s seeste e teeteensesseesseeseesneesneesneesseanseansenns 153
A.1.2.3.0 (1= 0= - ISP 153
A.1.231 (DT = BT a1 = = o TS 111 LR 153
A.1.2.3.2 DALATINK FEIEBSE. ..ottt e et e e et e e s et e s s et e e e sebae e s sbaeessabaeessasbeeesssaeassssrenesan 154
A.l24 Handling of unrecognized fields and Parameters............oovreiirieerinieree e 154
N N 154
A.21 )0 [ Tox o 1 154
A.22 L0 LT o) 1 = N S 154
A.2.3 Profiles (INfOMMELIVE)......c..ee it e et e et essaessaesaeenseeneesnnesneesneenseensenns 156
A.24 L =Y 0] 1= | 157
A.25 (o= o]0 7= 00 ot o (U] =SSR 158
A.2.6 (@]101S w01 g I T[S = (0] 0 Y 158
Annex B (normative): Structure of data at the handover interface.......occocvvvveeecceecccee e 159
O T 1y 11 oo (U (o) ISR 159
B.1  SyNtaX EfiNITIONS.......ceiiiiiieiieit ettt b e b e et ne b n e 159
B.2  3GPP ODJECL IIEE. ...ttt e et e b nen s 160
B.3 Intercept rdlated information (HI2 PSand IMS) ......cccocieeiiiieie et 160
B.3a Interception related iNfOrmMation (HI2 CS) ..ot 172
B.4 Contents of commMUNICaLioN (HIS PS) .....cuiiiiiiieece bbb 175
B.5 HI management operation for ROSE CONNECLION...........ceovieeierieeeesie e eee et ens 177
B.6 User datapacket transfer (HIB CS) ...ttt st st s 178
B.7 Intercept related information (aNd I-WLAN) ...t 180
B.8 Intercept related information (MBMYS) ..o s 185
B.9 Intercept related information (HI2 SAE/EPS and IMS) .....c.coiiiieiiiieie e 188
B.10 Contents of communication (HIB EPS).........ccoocieiiiieece ettt s 202
B.11 IMS CONfErenCe SEIVICES ASN.L......oeiiieie ittt ee st e e s e st s e st e s sbesssbeeesabesssbbessabessbeseas 204
B.11.1  Intercept related information (CONfEreNCE SEIVICES) .....couiriiiiirireeeeie ettt seens 204
B.11.2  Contents of communication (HI3 IMS CONfEreNCiNg) .......ceueruerrrerieereeieieesiese et seeseeee e e e see e eneeneens 207
B.12 Contents of Communication (HI3 IMS-DaSad VOIP).........ccccoviiiiiiiieeeeeesese e 208
B.13 Intercept related information fOr PrOSE..........ccoiiiieiiiicce et 210
B.14 GCSE SEIVICES ASN.L ... ettt et e s st e e e s st e e e s s be e e e s s beeeessbbeeassbasesssbesessabensessassnsessses 212
B.14.1  Intercept related information (GCSE SEIVICES) ........coiirieiriirieirienieesie ettt b e 212
B.14.2  Contents of communication (HI3 GCSE Group COmMMUNICELIONS) .........cerveereriereririeeeesieseee e 216
Annex C (nor mative): UMTS and EPSHI3 INTErfaces.......cccoovrerinenecieiseseseseeseee s 218
L@ O T 111 0o [§Tox 110 o R 218
C.1l UMTSLI COrTEatioN NEAAES .......ccveeieeie ettt et s e et s b e e s e e s saeessareas 218
Cl1 g1 0 [ Tox o o 1 218
C.lz2 Definition of ULIC NEAAET VEISION O........eviiiieiieeeteie e ettt e e st e s e eate e s s etae e s s esbe e e s esaaeessaeesssstesessssenessssbenesas 218
C.13 Definition Of ULIC NBAET VEISION L........ueiiiieiie ittt e e ettt e s ettt e st e e s s e sbe e e s eaa e e s sbeeessateeessnsenessssbenesas 220
C.l4 EXCEPLIONG] PrOCEUUE.......eeieeeteitie ettt sttt b et a b e bt bt ek b e bbb s bt e et b e et eb et e st nn e s enis 221
C.15 (@1 g1S o0 g1 o (<= (0] 0T T RO 221
{2 N I R 221
c.21 g1 0 [ Tox o o 1 221
c22 L0 1S T0TC o) 1 = e N S 221
c23 EXCEPLIONE] PrOCEAUIES ..ottt ee e e sa e e te et e e s e st e e te e teenteeneesneesaeesseenseenseentennsennansneas 223
C24 (@O 00910101 £3 (o] gl i I = 223

ETSI



3GPP TS 33.108 version 13.1.0 Release 13 9 ETSI TS 133 108 V13.1.0 (2016-04)

C241 L= Lo TRV SPPO 223
c24.2 INFOrMation ElEMENT SYNEAX ....cveeiieeieieeie ettt ettt e et e s s e e be e teetesneesnnesaeesneenseensenns 225
C.25 OLhEr CONSIAEIBLIONS. .....c..eeueeeite sttt b ettt s et b e bt ae s e e s e beseeeb e s bt e bt e se e st esee e e b e nbesaeebeeneenneneens 227
C26 Profil €S (INFOMMELIVE) .......eeiie ettt e s e st e s re e st e e teeaeesaeesse e seenseenteensennaesneas 227
Annex D (informative): LEMF requirements - handling of unrecognised fields and

02Tz LT 230
Annex E (informative): Bibliography ... s 231
Annex F (informative): Correlation indications of IMSIRI with GSN CC at theLEMF ............ 233
Annex G (informative): United Stateslawful interception .........ccoceoerenineneneeeee e 234
Gl Delivery MethodS PreEfErENCES ........ooi i ettt et e e et e e eteeneeneeneeneas 234
G.2  HI2 deliVENY MEINOUS ...ttt b ettt s bbb nenn e 234
Gz21 TPKT/TCPIIP... ettt e bbb esh ekt e Rt eh e e heeae e b se e bt s aeeb e e ae et e beseeebesaeenee e ennes 234
G211 [F gL o [T o o FO U ST U PP USRS PN 234
G.21.2 NOFMEl PrOCEOUIES ...ttt ettt bbbt e e e e e e bt bt st et e st e e e neeebenbesbeene e e et nes 234
G.2120 LT 0T R 234
G.2121 Usage of TCP/IP when MF initiateS TCP CONNECLIONS ........coueuiiiereeerieneeie e 234
G.2122 L LS S o I G 234
G.21.23 SENAING Of LI MESSAGES ...ttt sttt sttt b e et b e et eb e e et e b b e e ebesbenneneas 235
G.213 ASN.1 for HI2 Mediation FUNCEION MESSAJES........couirueuirtirieiiriereeiesiese ettt 235
G214 T o g 011= o (1= 235
G.215 SECUNLY CONSIUEIALIONS ......cecvieieeieeiesesee st e st te et e et e s e te e e e e e tesaeesaeesaeesseenseeneeesaenseenseenseensenneesnensnnas 236
G.3  HIB AEVENY MEINOUS. ... .ottt s e et e b e sreete s reeaaesaesreensesreens 236
G3l USE OF TCPYIP ..ttt bbb bttt e e e bbb bt e bt eh e e e et e sb e ebeebeeaeesee e e b nee 236
G311 [N ol 7= I 0010 1SR 236
G.3.11.0 g1 0o 1 1o o PSS 236
G.3111 Usage of TCP/IP when MF/DF initiatesS TCP CONNECLIONS .......ccovveiiiereriesieieiesie e 236
G.3.112 L LS S o I G 236
G.3.113 Sending of Content of CommUNiCatioN MESSAJES .........cererieueriirieere sttt neenen 237
G.3.1.2 ASN.1 for HI3 Mediation FUNCLION MESSAJES........coiriiuiriiieieriineeiesiese ettt e 237
G.3.1.3 EITON PIOCEROUIES ...ttt ettt s e bbbt et e e e et e bt s bt e bt e ae et e e e ab e e b e saeene e e ennenes 237
G314 SECUNLY CONSIUEIALIONS ......cecvieieeieeiesesee st e st te et e et e s e te e e e e e tesaeesaeesaeesseenseeneeesaenseenseenseensenneesnensnnas 237
G.4 Crossreference of terms between J-STD-025-A and 3GPP........ccoovieieirinirnesere e 238
Annex H (normative): United Stateslawful interception ........coceceeneninienene e 239
Annex |: Yo T o PR 241
Annex J (normative): Definition of the UUSL1 content associated and sub-addressing to the

LG O 11 SR 242
0O T [ o1 [F o1 o o TSRS 242
J.1 Definition of the UUSL content associated t0 the CC lINK..........ccooerirerinineneneeseeeesese e 242
J.2  Useof sub-address and calling party number to carry correlation information ...........cc.cceccevvreennnens 243
J21 FEFOOUCTION ...ttt st b e bbbt h et e se e b e e bt e b e s aeeh e eb e e st em s e e e b e nb e sheebeeneenneneearas 243
J2.2 Sl 0= [0 (1S3 o 011 o 243
J2.3 ISl 0= [0 (1SS oo 1o [ o R 243
J2.3.0 GBINENEL ...t h et b b h e R R SRt eh R e R e e £ e R e be Rt e R e e Re R e e e e nbenbeeheeneenenrenrea 243
J23.1 BCD VAIUBS......ctiieiteie ettt b btk ettt h e bRt bt e ae e b e e e e Rt e bt e Rt e b e e ae et e R e R e benaeene e e enne e 243
J232 FIeld Order @N0 TBYOUL .........coiieiiriiieieee bbbt bbb bbb 244
J24 (Y= Lo W ele o ] 0T TR PO STPYP SRR PP URTPSRURPRRN 247
J.24.0 100 1o ') o SR 247
J24.1 1= 1o o ISR 248
J24.2 Coding of the Calling Party NUMDES ..........ccciiieieee ettt et 248
J25 LeNGEh OF FIRIAS ...t b et b e e b e bbb e bbb b e 248
Annex K (normative): VOIP HIS INLEIMFACE ..ottt 249

ETSI



3GPP TS 33.108 version 13.1.0 Release 13 10 ETSI TS 133 108 V13.1.0 (2016-04)

K.1  VOIP CC ProtOCOl DAt UNit.......cccoiueieiriiiisiesiisesie ettt e e nnenes 249
K.2 Definition of VOIP LI Correlation NEAOEN ..........ccoveiiiiiiisi e 249
K.3  DEfiNition Of PAYIOA .........couiiiiieieieieiieiesie sttt sn e nn e b n e s 250
(O S I AV e @e 01 T (= = (o] S 250
Annex L (normative): ConferenCce HI3 INTErfaCe........ooeieeieeieeree s 251
L.1  Conf CC ProtoCOl DA UNIt .......cceiuerieieieiisiisiese ettt et et nnenes 251
L.2 Definition of Conference L1 Correlation NEaEY .............coiiiveninieieinsese e 251
L.3  DEefinition Of PaYIOA .........couiiiiierieieieieestes sttt r e s e b n e n e s 252
I AV @e 01 o (= = [ o] RS 252
Annex M (Informative) Generic LI notification (HI1 notification using HI2 method).................. 253
M.1 HI.1 delivery MmethodSs PreferEnCES:........ccvcii e st e e s re e s reens 253
M.2 ASN.1 description of LI management notification operation (HI1 interface)...........cccoeevvveeveieenenne. 254
Annex N (informative): ChangE histOrY .....cccoicececece e et e 258
1155 USSR 264

ETSI



3GPP TS 33.108 version 13.1.0 Release 13 11 ETSI TS 133 108 V13.1.0 (2016-04)

Foreword

This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.

Introduction

This Technical Specification has been produced by 3GPP TSG SA to allow for the standardization in the area of lawful
interception of telecommunications. This document addresses the handover interfaces for lawful interception of Packet-
Data Services, Circuit Switched Services, Multimedia Services within the Universal Mobile Telecommunication
System (UMTS) and Evolved Packet System (EPS). The specification defines the handover interfaces for delivery of
lawful interception Intercept Related Information (IRI) and Content of Communication (CC) to the Law Enforcement
Monitoring Facility.

Laws of individual nations and regional institutions (e.g. European Union), and sometimes licensing and operating
conditions define a need to intercept telecommunications traffic and related information in modern telecommunications
systems. It has to be noted that lawful interception shall always be done in accordance with the applicable national or
regional laws and technical regulations. Nothing in this specification, including the definitions, is intended to supplant
national law.

This specification should be used in conjunction with TS 33.106 [18] and TS 33.107 [19] in the same release. This
specification may also be used with earlier releases of 33.106 [18] and 33.107 [19], aswell asfor earlier rel eases of
UMTS and GPRS.
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1 Scope

This specification addresses the handover interfaces for Lawful Interception (L1) of Packet-Data Services, Circuit
Switched Services, Multimedia Services within the UMTS network and Evolved Packet System (EPS). The handover
interface in this context includes the delivery of Intercept Related Information (H12) and Content of Communication
(H13) to the Law Enforcement Monitoring Facility.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present

document.

o References are either specific (identified by date of publication, edition number, version number, etc.) or

non-specific.

o For aspecific reference, subsequent revisions do not apply.

e For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1]
[2]

(3]

[4]

[5A]

[5B]

[5C]

[5D]

6]

ETSI TS 101 331: “Lawful Interception (L1); Requirements of Law Enforcement Agencies'.

ETSI ES 201 158: “Telecommunications security; Lawful Interception (LI); Requirements for
network functions'.

ETSI ETR 330: “Security Techniques Advisory Group (STAG); A guide to legidlative and
regulatory environment".

3GPP TS 29.002: “3rd Generation Partnership Project; Technical Specification Group Core
Network; Mobile Application Part (MAP) specification".

ITU-T Recommendation X.680: "Abstract Syntax Notation One (ASN.1): Specification of Basic
Notation".

ITU-T Recommendation X.681: "Abstract Syntax Notation One (ASN.1): Information Object
Specification:.

ITU-T Recommendation X.681: "Abstract Syntax Notation One (ASN.1): Constraint
Specification".

ITU-T Recommendation X.681: "Abstract Syntax Notation One (ASN.1): Parameterization of
ASN.1 Specifications'.

ITU-T Recommendation X.690: "ASN.1 encoding rules. Specification of Basic Encoding Rules
(BER), Canonical Encoding Rules (CER) and Distinguished Encoding Rules (DER)".

NOTE 1: It isrecommended that for [5A], [5B], [5C], [5D] and [6] the 2002 specific versions should be used.

[7]

8]

ITU-T Recommendation X.880: “Information technology - Remote Operations. Concepts, model
and notation".

ITU-T Recommendation X.882: “Information technology - Remote Operations: OSI realizations -
Remote Operations Service Element (ROSE) protocol specification®.

NOTE 2: It isrecommended that for [8] the 1994 specific versions should be used.

[9]

[10] - [12]

3GPP TS 24.008: "3GPP Technical Specification Group Core Network; Mobile radio interface
Layer 3 specification, Core network protocol; Stage 3.

Void.
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[13] IETF STD 9 (RFC 0959): "File Transfer Protocol (FTP)".

[14] 3GPP TS 32.215: “3rd Generation Partnership Project; Technical Specification Group Services and
System Aspects; Telecommunication Management; Charging Management; Charging data
description for the Packet Switched (PS) domain).

[15] IETF STD0005 (RFC 0791: “Internet Protocol".
[16] IETF STD0007 (RFC 0793): "Transmission Control Protocol".
[17] 3GPP TS 29.060: "3rd Generation Partnership Project; Technical Specification Group Core

Network; General Packet Radio Service (GPRS); GPRS Tunnelling Protocol (GTP) acrossthe Gn
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IP Multimedia (IM) Core Network (CN) subsystem (IMS); Stage 3".
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3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [38] and the following apply.
access provider: access provider provides a user of some network with access from the user's terminal to that network.

NOTE 1: Thisdefinition applies specifically for the present document. In a particular case, the access provider and
network operator may be a common commercial entity.

(to) buffer: temporary storing of information in case the necessary telecommunication connection to transport
information to the LEMF is temporarily unavailable.

communication: Information transfer according to agreed conventions.

content of communication: information exchanged between two or more users of a telecommunications service,
excluding intercept related information. This includes information which may, as part of some telecommunications
service, be stored by one user for subsequent retrieval by another.

handover interface: physical and logical interface across which the interception measures are requested from network
operator / access provider / service provider, and the results of interception are delivered from a network operator /
access provider / service provider to alaw enforcement monitoring facility.

identity: technical label which may represent the origin or destination of any telecommunications traffic, asarule
clearly identified by a physical telecommunications identity number (such as a telephone number) or the logical or
virtual telecommunications identity number (such as a personal number) which the subscriber can assign to a physical
access on a case-by-case basis.

inter ception: action (based on the law), performed by a network operator / access provider / service provider, of
making available certain information and providing that information to alaw enforcement monitoring facility.

NOTE 2: In the present document the term interception is not used to describe the action of observing communications by a
law enforcement agency.

inter ception configuration infor mation: information related to the configuration of interception.

inter ception interface: physical and logical locations within the network operator's / access provider's/ service
provider's telecommunications facilities where access to the content of communication and intercept related information
is provided. The interception interface is not necessarily a single, fixed point.

inter ception measure: technical measure which facilitates the interception of telecommunications traffic pursuant to
the relevant national 1aws and regulations.

inter cept related information: collection of information or data associated with telecommunication servicesinvolving
the target identity, specifically communication associated information or data (e.g. unsuccessful communication
attempts), service associated information or data and location information.

internal inter cepting function: point within a network or network element at which the content of communication and
the intercept related information are made available.

internal network interface: network'sinternal interface between the Internal Intercepting Function and a mediation
device.
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invocation and oper ation: describes the action and conditions under which the service is brought into operation; in the
case of alawful interception this may only be on a particular communication. It should be noted that when lawful
interception is activated, it shall be invoked on all communications (Invocation takes place either subsequent to or
simultaneously with activation.). Operation is the procedure which occurs once a service has been invoked.

NOTE 3: The definition is based on ITU-T Recommendation X.882 [8], but has been adapted for the special
application of lawful interception, instead of supplementary services.

law enfor cement agency: organization authorized by alawful authorization based on a national law to request
interception measures and to receive the results of telecommunications interceptions.

law enforcement monitoring facility: law enforcement facility designated as the transmission destination for the
results of interception relating to a particular target.

lawful authorization: permission granted to a LEA under certain conditions to intercept specified telecommunications
and requiring co-operation from a network operator / access provider / service provider. Typically thisrefersto a
warrant or order issued by alawfully authorized body.

lawful interception: see interception.
lawful interception identifier: identifier for a particular interception.

L ocation Dependent | nter ception: isinterception of atarget mobile within a network service areathat isrestricted to
one or several Interception Areas (1A).

location infor mation: information relating to the geographic, physical or logical location of an identity relating to an
target.

mediation device: equipment, which realizes the mediation function.

mediation function: mechanism which passes information between a network operator, an access provider or service
provider and a handover interface, and information between the internal network interface and the handover interface.

network element: component of the network structure, such asalocal exchange, higher order switch or service control
processor.

network element identifier: uniquely identifies the relevant network element carrying out the lawful interception.

network identifier: internationally unique identifier that includes a unique identification of the network operator,
access provider, or service provider and, optionally, the network element identifier.

network operator: operator of a public telecommunications infrastructure which permits the conveyance of signals
between defined network termination points by wire, by microwave, by optical means or by other electromagnetic
means.

precision: the number of digits with which a numerical value is expressed, e.g., the number of decimal digits or bits.
Note: precision should not be confused with accuracy, which is a difference between a measured/recorded numerical
value and the respective value in the standard reference system.

quality of service: quality specification of atelecommunications channel, system, virtual channel, computer-
telecommunications session, etc. Quality of service may be measured, for example, in terms of signal-to-noise ratio, bit
error rate, message throughput rate or call blocking probability.

reliability: probability that a system or service will perform in a satisfactory manner for a given period of time when
used under specific operating conditions.

result of interception: information relating to atarget service, including the content of communication and intercept
related information, which is passed by a network operator, an access provider or a service provider to alaw
enforcement agency. Intercept related information shall be provided whether or not call activity is taking place.

service information: information used by the telecommunications infrastructure in the establishment and operation of a
network related service or services. The information may be established by a network operator, an access provider, a
service provider or a network user.
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service provider: natural or legal person providing one or more public telecommunications services whose provision
consists wholly or partly in the transmission and routing of signals on a telecommunications network. A service
provider needs not necessarily run his own network.

SM S: Short Message Service gives the ability to send character messages to phones. SM S messages can be MO (mobile
originate) or MT(mobile terminate).

target identity: technical identity (e.g. the interception's target directory number), which uniquely identifies atarget.
One target may have one or several target identities.

target service: telecommunications service associated with an target and usually specified in alawful authorization for
interception.

NOTE 4: There may be more than one target service associated with a single target.

telecommunications. any transfer of signs, signals, writing images, sounds, data or intelligence of any nature
transmitted in whole or in part by awire, radio, electromagnetic, photoelectronic or photo-optical system.

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [38] and the following apply:

AN Access Network

ASN.1 Abstract Syntax Notation, Version 1

ASE Application Service Element

BER Basic Encoding Rules

CcC Content of Communication

CSCF Call Session Control Function

DF Delivery Function

DSMIP Dual Stack MIP

EPS Evolved Packet System

e-PDG Evolved PDG

E-UTRAN Evolved UTRAN

FTP File Transfer Protocol

GGSN Gateway GPRS Support Node

GPRS General Packet Radio Service

GSM Global System for Mobile communications
GSN GPRS Support Node (SGSN or GGSN)

GTP GPRS Tunnelling Protocol

HA Home Agent

HI Handover Interface

HI1 Handover Interface Port 1 (for Administrative Information)
HI2 Handover Interface Port 2 (for Intercept Related Information)
HI3 Handover Interface Port 3 (for Content of Communication)
HLC High Layer Compatibility

HSS Home Subscriber Server

1A Interception Area

IAS International Alphabet No. 5

IAP Interception Access Point

IBCF Interconnecting Border Control Function

ICl Interception Configuration Information

IE Information Element

IF Internal Interception Function

IM-MGW IMS Media Gateway

IMEI International Mobile station Equipment Identity
IMS IP Multimedia Core Network Subsystem
IMS-AGW IMS Acess Gateway

IMSI International Mobile Subscriber Identity

INI Internal network interface

IP Internet Protocol

IP-CAN | P-Connectivity Access Network

IPS Internet Protocol Stack
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IRI Intercept Related Information
LEA Law Enforcement Agency
LEMF Law Enforcement Monitoring Facility
LI Lawful Interception
LIID Lawful Interception Identifier
LLC Lower layer compatibility
LSB Least significant bit
MAP Mobile Application Part
ME Mobile Entity
MF Mediation Function
MGCF Media Gateway Control Function
MIP Mobile IP
MME Mobility Management Entity
MS Mobile Station
MSB Most significant bit
MSISDN Mobile Subscriber ISDN Number
MSN Multiple Subscriber Number
NEID Network Element Identifier
NID Network Identifier
NO Network Operator
OA&M Operation, Administration & Maintenance
P-CSCF Proxy Call Session Control Function
PDG Packet Data Gateway
PDN Packet Data Network
PDN-GW PDN Gateway
PDP Packet Data Protocol
PLMN Public land mobile network
PMIP Proxy Mobile IP
PSTN Public Switched Telephone Network
ROSE Remote Operation Service Element
Ry« Receive direction
S-CSCF Serving Call Session Control Function
SGSN Serving GPRS Support Node
SDP Session Description Protocol
SIP Session Initiation Protocol
SMAF Service Management Agent Function
SMF Service Management Function
SMS Short Message Service
SP Service Provider
SGW Serving Gateway
TAU Tracking Area Update
TCP Transmission Control Protocol
TI Target identity
TLS Transport Layer Security
TP Terminal Portability
T-PDU tunneled PDU
TrGW Transit Gateway
TWAN Trusted WLAN Access Network
Ty Transmit direction
Ul User Interaction
ULIC UMTSLI Correlation
UMTS Universal Mobile Telecommunication System
URI Universal Resource Identifier
URL Universal Resource Locator
UTRAN Universal Terrestrial Radio Access Network
VPN Virtual Private Network
WAF WebRTC Authorisation Function
WebRTC Web Real Time Communications
wiIC WebRTC IMS Client
WWSF WebRTC Web Server Function
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4 General

4.0 Introduction

The present document focuses on the handover interface related to the provision of information related to LI between a
network operator, access provider and/or service provider and a Law Enforcement Agency (LEA).

4.1 Basic principles for the handover interface

The network requirements mentioned in the present document are derived, in part, from the requirements defined in
ETSI ES 201 158 [2].

Lawful interception may require functions to be provided in the switching or routing nodes of a telecommunications
network.

The specification of the handover interface is subdivided into three logical ports each optimised to the different
purposes and types of information being exchanged.

The interface is extensible. (i.e. the interface may be modified in the future as necessary).

4.2 Legal requirements

It shall be possible to select elements from the handover interface specification to conform with:
- national requirements,
- nationa law;
- any law applicable to a specific LEA.

As a consequence, the present document shall define, in addition to mandatory requirements, which are always
applicable, supplementary options, in order to take into account the various influences listed above. See also
ETSI TS101 331[1] and ETSI ETR 330 [3].

4.3 Functional requirements

A lawful authorization shall describe the kind of information IRI only, or IRI with CC that is required by an LEA, the
identifiers for the target, the start and stop time of LI, and the addresses of the LEAs for delivery of CC and/or IRI and
further information.

A singletarget may be the target by different LEAS. It shall be possible strictly to separate these interception measures.

If two targets are communicating with each other, each target is dealt with separately.

4.4 Overview of handover interface

4.4.0 Introduction

The generic handover interface adopts a three port structure such that administrative information (HI1), intercept related
information (HI12), and the content of communication (HI3) are logically separated.

Figure 4.1 shows a block diagram with the relevant entities for Lawful Interception.

The outer circle represents the operator's (NO/AN/SP) domain with respect to lawful interception. It contains the
network internal functions, the internal network interface (INI), the administration function and the mediation functions
for IRl and CC. Theinner circle contains the internal functions of the network (e.g. switching, routing, handling of the
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communication process). Within the network internal function the results of interception (i.e. IRl and CC) are generated
in the Internal Interception Function (I11F).

The IIF providesthe CC and the IRI, respectively, at the Internal Network Interface (INI). For both kinds of
information, mediation functions may be used, which provide the final representation of the standardized handover
interfaces at the operator's (NO/AN/SP) domain boundary.

NWO/AP/SvP’s domain LEA
domain

NWO/AP/SvP's
ad ministration J
function

irtercept related
ormation (TRI)

IRl mediation
function

Netwark
Internal
Functions

cortent of
o e cati on (0O

k ¥
o | CC mediation
function

|l 1Evp
LI handover interface HIl

IIF: internal interception function HI1: administrative information
INEinternal network interface HIZ: intercept related information
HB: content of communication

Figure 4.1: Functional block diagram showing handover interface Hl

NOTE 1: Figure 4.1 shows only areference configuration, with alogical representation of the entitiesinvolved in
lawful interception and does not mandate separate physical entities.

NOTE 2: The mediation functions may be transparent.

NOTE 3: The LEMF isresponsible for collecting and analyzing IRI and CC information. The LEMF isthe
responsibility of the LEA.

NOTE 4: Incase MIKEY ticket based solution is used for IMS media security as specified in 3GPP TS 33.328 [54],
upon reception of the IRI related to an encrypted session the IRI mediation function queries the network
key management server and retrieves the media decryption keys; the IRI mediation function then delivers
the keysto the LEMF.

4.4.1 Handover interface port 2 (HI2)

The handover interface port 2 shall transport the IRI from the operator's (NO/AN/SP) IIF to the LEMF.

The delivery of the handover interface port 2 shall be performed via data communication methods which are suitable for
the network infrastructure and for the kind and volume of data to be transmitted. From the operator (NO/AN/SP) to
LEMF delivery is subject to the facilities that may be procured by the government.

The delivery can in principle be made via different types of lower communication layers, which should be standard or
widely used data communication protocols.

The individual IRI parameters shall be coded using ASN.1 and the basic encoding rules (BER). The format of the
parameter's information content shall be based on existing telecommunication standards, where possible.
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Theindividual IRI parameters have to be sent to the LEMF at least once (if available).

The IRI records are transmitted individually. As an option, IRI records can be aggregated for delivery to the same LEA
(i.e.inasingle delivery interaction). As there are time constraints associated with the delivery of IRI, the use of this
optional feature is subject to national or regional requirements. Asageneral principle, IRI records shall be sent
immediately and shall not be withheld in the MF/DF in order to use the IRI record aggregation option.

The IRI records shall contain information available from normal provider (NO/AN/SP) operating procedures. In
addition the IRI records shall include information for identification and control purposes as specifically required by the
HI2 port.

The llF is not required to make any attempt to request explicitly extrainformation which has not already been supplied
by a signalling system.
4.4.2 Handover interface port 3 (HI3)

The port HI3 shall transport the CC of the intercepted telecommunication service to the LEMF. The CC shall be
presented as a transparent en-clair copy of the information flow during an established, frequently bi-directional,
communication of the target. However, in case MIKEY ticket based solution is used for IMS media security as
specified in 3GPP TS 33.328 [54] and CC is presented in encrypted format, the decryption keys and the associated
information shall be delivered to the LEMF via appropriate IRI over the HI2.

NOTE 1: Additional information needed for decryption, e.g. roll-over counter, will be available as part of
intercepted CC.

NOTE 2: Inthisversion of the standard, in case of interception starting on ongoing encrypted communication,
some information needed for decryption might not be available.

NOTE 3: Inthisversion of the standard, immediate rekeying is not supported from the LI perspective.
As the appropriate form of HI3 depends upon the service being intercepted, HI3 is described in relevant annexes.

The HI2 and HI3 are logically different interfaces, even though in some installations the HI2 and HI3 packet streams
might also be delivered via a common transmission path from aMF to aLEMF. It is possible to correlate HI2 and HI3
packet streams by having common (referencing) data fields embedded in the IRI and the CC packet streams.

4.5 HI2: Interface port for intercept related information

45.0 General

The HI2 interface port shall be used to transport all IRI, i.e. the information or data associated with the communication
services of the target identity apparent to the network. It includes signalling information used to establish the
telecommunication service and to control its progress, time stamps, and, if available, further information such as
location information. Only information which is part of standard network signalling procedures shall be used within
communication related IRI.

Sending of the IRI to the LEMF shall in general take place as soon as possible, after the relevant information is
available.

In exceptional cases (e.g. datalink failure), the IRl may be buffered for later transmission for a specified period of time.

Within this clause only, definitions are made which apply in general for all network technologies. Additional
technology specific HI2 definitions are specified in related Annexes.
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45.1 Data transmission protocols

The protocol used by the "L1 application” for the encoding and the sending of data between the MF and the LEMF is
based on already standardized data transmission protocols like ROSE or FTP or TPKT/TCP/IP.

The specified data communication methods provide a general means of data communication between the LEA and the
operator's (NO/AN/SP) mediation function. They are used for the delivery of:

- HI2type of information (IRI records);
- Certain types of content of communication (e.g. SMS).

The present document specifies the use of the several possible methods for delivery: ROSE or FTP or TPKT/TCP/IP
(specifications for this specific protocol arein Clause G.2 —"HI2 delivery methods®. This protocol is defined by IETF
RFC 2126: "1SO Transport Service on top of TCP (ITOT)" [28] on the application layer and the BER on the
presentation layer. The lower layers for data communication may be chosen in agreement with the operator
(NO/AN/SP) and the LEA.

The delivery to the LEMF should use the internet protocol stack.

NOTE: TPKT/TCP/IP isrecommended in the case of IRI only with the option of IRI Packet Header Information
reporting.

45.2 Application for IRI (HI2 information)
The handover interface port 2 shall transport the IRI from the operator's (NO/AN/SP) MF to the LEMF.

Theindividual IRI parameters shall be coded using ASN.1 and the basic encoding rules (BER). Where possible, the
format of the information content shall be taken over from existing telecommunication standards, which are used for
these parameters with the network aready (e.g. 1P). Within the ASN.1 coding for IRI, such standard parameters are

typically defined as octet strings.

45.3  Types of IRI records

Intercept related information shall be conveyed to the LEMF in messages, or IRI data records, respectively. Four types
of IRI records are defined:

1) IRI-BEGIN record at the first event of a communication attempt,
opening the IRI transaction.

2) IRI-END record at the end of a communication attempt,
closing the IRI transaction.

3) IRI-CONTINUE record  at any time during a communication attempt
within the IRI transaction.

4) IRI-REPORT record used in general for non-communication related events.

For information related to an existing communication case, the record types 1 to 3 shall be used. They forman IRI
transaction for each communication case or communication attempt, which corresponds directly to the communication
phase (set-up, active or release).

For packet oriented data services, the first event of a communication attempt shall be the PDP context activation or a
similar event and an IRI-BEGIN record shall be issued. The end of the communication attempt shall be the PDP context
deactivation and an IRI-END record shall be issued. While a PDP context is active, IRI-CONTINUE records shall be
used for CC relevant IRI data records, IRI-REPORT records otherwise.

Record type 4 is used for non-communication related subscriber action, like subscriber controlled input (SCI) for
service activation. For simple cases, it can aso be applicable for reporting unsuccessful communication attempts. It can
also be applicable to report some subscriber actions which may trigger communication attempts or modifications of an
existing communication, when the communication attempt or the change of the existing communication itself is
reported separately.
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For the IMS domain the IRI record types are used in a different way than described in this clause. Details on the IRI
type usage in the IMS domain are defined in clause 7.5.

The record type is an explicit part of the record. The 4 record types are defined independently of target communication
events. The actual indication of one or several communication events, which caused the generation of an IRI record, is
part of further parameters within the record's information content. Consequently, the record types of the IRI transactions
are not related to specific messages of the signalling protocols of a communication case, and are therefore independent
of future enhancements of the intercepted services, of network specific features, etc. Any transport level information
(i.e. higher-level services) on the target communication-state or other target communication related information is
contained within the information content of the IRI records.

For packet oriented data services, if LI isbeing activated during an already established PDP context or similar, an IRI-
BEGIN record will mark the start of the interception. If LI is being deactivated during an established PDP context or
similar, no IRI-END record will be transmitted. The end of interception can be communicated to the LEA by other
means (e.g. HI1).

4.6 Reliability

The reliability associated with the result of the interception of the content of communication should be (at least) equal to
the reliability of the original content of communication. For intercepted packet data communications, this may be
derived from the QoS class used for the original intercepted session, TS 23.107 [20].

The reliability associated with the result of interception of signalling should be (at least) equal to the the reliability of
the original signalling.

Reliability from the operator (NO/AN/SP) to the LEMF is determined by what operators (NO/AN/SP) and law
enforcement agree upon.

5 Circuit-switch domain

5.0 General

For North America, the use of JSTD-025-A [23] is recommended.

5.1 Specific identifiers for LI

51.0 Introduction

Specific identifiers are necessary to identify atarget for interception uniquely and to correlate between the data, which
is conveyed over the different Handover Interfaces (HI1, HI2 and HI3). The identifiers, which apply to al
communication technologies, are defined in the clauses below.

51.1 Lawful Interception IDentifier (LIID)

For each target identity related to an interception measure, the authorized operator (NO/AN/SP) shall assign a special
Lawful Interception IDentifier (L11D), which has been agreed between the LEA and the operator (NO/AN/SP). Itis
used within parameters of al HI interface ports.

Using an indirect identification, pointing to atarget identity makes it easier to keep the knowledge about a specific
target limited within the authorized operators (NO/AN/SP) and the handling agents at the LEA.

The Lawful Interception IDentifier L11D isacomponent of the CC delivery procedure and of the IRI records. It shall be
used within any information exchanged at the Handover Interfaces HI2 and HI3 for identification and correlation
purposes.
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The LIID format shall consist of alphanumeric characters (or digit string for sub-address option, see annex J). It might
for example, among other information, contain alawful authorization reference number, and the date, when the lawful
authorization was issued.

The authorized operator (NO/AN/SP) shall enter for each target identity of the target a unique L1ID.

If more than one LEA intercepts the same target identity, there shall be unique L11Ds assigned, relating to each LEA.

5.1.2 Communication IDentifier (CID)

51.2.0 General

For each activity relating to atarget identity, a CID is generated by the relevant network element. The CID consists of
the following two identifiers:

- Network IDentifier (NID);
- Communication Identity Number (CIN) - optional.
NOTE 1: For al non CC related records like SMS, SCI etc. no correlation to a CC could be made.

The CID distinguishes between the different activities of the target identity. It isalso used for correlation between IRI
records and CC connections. It isused at the interface ports HI2 and HI 3.

The Communication | Dentifier is specified in the subseguent subclauses of 5.1.2. For ASN.1 coding details, see annex
B.

5.1.2.1 Network Identifier (NID)

The Network IDentifier is a mandatory parameter; it should be internationally unique. It consists of one or both of the
following two identifiers.

- Operator - (NO/AN/SP) identifier (mandatory):
Unique identification of network operator, access network provider or service provider.

- Network element identifier NEID (optional):
The purpose of the network element identifier is to uniquely identify the relevant network element carrying out
the LI operations, such as LI activation, IRl record sending, etc.

A network element identifier may be:
- an E.164 international node number
- an X.25 address,
- an|P address.

National regulations may mandate the sending of the NEID.

5.1.2.2 Communication Identity Number (CIN) — optional

This parameter is mandatory for IRI in case of reporting events for connection-oriented types of communication (e.g.
circuit switched calls).

The communication identity number is atemporary identifier of an intercepted communication, relating to a specific
target identity.

The Communication Identity Number (CIN) identifies uniquely an intercepted communications session within the
relevant network element. All the results of interception within a single communications session must have the same
CIN. If asingle target has two or more communications sessions through the same operator, and through the same
network element then the CIN for each session shall be different.
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NOTE: If two or more target identities, related either to an unique target or to different targets, are involved in the
same communication the same CIN vaue may be assigned by the relevant network element to the
communication sessions of the different target identities.

5.1.3 CC link identifier (CCLID)

Thisidentifier isonly used at the interface ports HI2 and HI3 in case of the reuse of CC links (option B, see
clause 5.4.4.2).

For each CC link, which is set up by the mediation function towards the LEMF, a CC link identifier (CCLID) is
transmitted in the HI2 records and HI 3 setup message in addition to CIN and NID. For the correct correlation of
multiparty callsthisidentity number indicates in the IRI records of each multiparty call, which CC link is used for the
transmission of the CC.

The CCLID may use the same format as the CIN; in this case, it need not be transmitted explicitly during set up of the
CCllinks, as part of HI3. The CIN may also implicitly represent the CCLID.

514 Correlation of CC and IRI

To assure correlation between the independently transmitted Content of Communication (CC) and Intercept Related
Information (IRI) of an intercepted call the following parameters are used:

- Lawful Interception IDentifier (L11D), see clause 5.1.1;
- Communication IDentifier (CID), see clause 5.1.2;
- CCLink IDentifier (CCLID), seeclause5.1.3.
These parameters are transferred from the MF to the LEMF in:
- HI2: seeclause5.2.2.1;
- HI3: seeclause5.3.2.
Correlation of the present document ID'sto TS 33.107 [19] ID's.

The ID Lawful Interception Identifier (L11D) out of the present document is supported at the | 1F with warrant reference
number.

Parameters out of the present document, see clause 5.1.2;
Communication Identifier (CID)

For each call or other activity relating to atarget identity a CID is generated by the relevant network element. The CID
consists of the following two identifiers:

- Network IDentifier (NID);
- Communication Identity Number (CIN).
Intercepting Node ID isused for the NID inthe UMTS system.
The correlation number is used for the CIN.
For the Communication I Dentifier (CID) in the UMTS system we use the combination of Interception Node ID and the
correlation number.
5.1.5 Usage of Identifiers

Theidentifiers are exchanged between the mediation function and the LEMF viathe interfaces HI1, HI2 and HI3. There
exist several interface options for the exchange of information. Tables 5.1 and 5.2 define the usage of numbers and
identifiers depending on these options.

NOTE: X intables5.1 and 5.2: Identifier used within parameters of the interface.
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Table 5.1: Usage of identifiers, IRl and CC transmitted; options A, B (see clause 5.4.4)

Identifier IRl and CC transmitted (option A) IRl and CC transmitted (option B)
HI1 HI2 HI3 HI1 HI2 HI3
LIID X X X X X X
NID X X X X
CIN X X X X (see note 1)
CCLID X X (see note 2)
NOTE 1: The CIN of the 15t call for which this CC link has been set-up.
NOTE 2: The CCLID may be omitted, see clause 5.1.3.

Table 5.2: Usage of identifiers, only IRI transmitted

Identifier Only IRI transmitted

HI1 HI2

LIID X X

NID X

CIN X
CCLID

5.2 HI2: interface port for IRI

5.2.1 Definition of Intercept Related Information
Intercept Related Information will in principle be available in the following phases of a call (successful or not):

1) At call initiation when the target identity becomes active, at which time call destination information may or may
not be available (set up phase of acall, target may be the originating or terminating party, or be involved
indirectly by a supplementary service).

2) Attheend of acall, when the target identity becomes inactive (release phase of call).
3) At certain times between the above phases, when relevant information becomes available (active phase of call).

In addition, information on non-call related actions of atarget constitutes IRI and is sent viaHI2, e.g. information on
subscriber controlled input.

The Intercept Related Information (IRI) may be subdivided into the following categories:
1) Control information for HI2 (e.g. correlation information).
2) Basic cal information, for standard calls between two parties.
3) Information related to supplementary services, which have been invoked during acall.

4) Information on non-call related target actions.
5.2.2 Structure of IRI records

5.2.2.0 General

Each IRI-record contains several parameters. In the subsequent subclauses of 5.2.2, the usage of these parametersis
explained in more detail.

Mandatory parameters are indicated as HI2 control information. Optional parameters are provided depending on the
availability at the MF. For the internal structure of the IRI records, the ASN.1 description, with the application of the
basic encoding rules (BER) is used. This ASN.1 specification is enclosed in annex B.
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5221 Control Information for HI2

The main purpose of thisinformation is the unique identification of records related to atarget identity, including their
unique mapping to the links carrying the Content of Communication. In general, parameters of this category are
mandatory, i.e. they have to be provided in any record.

The following items are identified (in brackets: ASN.1 name and reference to the ASN.1 definition or clause B.3a):

1) Record type (IRIContent, see clause B.3a)
IRI-BEGIN, IRI-CONTINUE, IRI-END, IRI-REPORT-record types.

2) Versionindication (iRlversion, see clause B.3a)
Identification of the particular version of the HIZ2 interface specification.

3) Communication Identifier (Communicationldentifier, see clauses 5.1.2 and B.3a).
4) Lawful Interception Identifier (Lawfull nterceptionldentifier, see clauses 5.1.1 and B.3a).

5) Date & time (TimeStamp, see clause B.33)
Date & time of record trigger condition.
The parameter shall have the capability to indicate whether the time information is given as Local time without
time zone, or asUTC. Normally, the operator (NO/AN/SP) shall define these options.

6) CC Link Identifier (CC-Link-ldentifier, see clause 5.1.3 for definition and clause B.3afor ASN.1 definition).

Table 5.3 summarizes the items of HI2 control information. It is mandatory information, except the CID - it may be
omitted for non-call related IRI records - and the CCLID. Their format and coding definition is L1 specific, i.e. not
based on other signalling standards.

Table 5.3: Parameters for LI control information in IRl records (HI2 interface port)

IRl parameters: LI control information

IRl parameter name ASN.1 name (used in annex B)
Type of record IRIContent
Version indication iRIversion
Lawful Interception IDentifier (LIID) Lawfullnterceptionldentifier
Communication IDentifier (CID) Communicationldentifier

- Communication Identity Number (CIN)
- Network IDentifier (NID)

Date & time TimeStamp
CC Link IDentifier (CCLID) (only used in case of CC-Link-Identifier
option B)

5.2.2.2 Basic call information

This clause defines parameters within IRl records for basic cals, i.e. calls, for which during their progress no
supplementary services have been invoked. In general, the parameters are related to either the originating or terminating
party of acall; consequently, ASN.1 containers are defined for the originating/terminating types of parties, which allow
to include the relevant, party-related information. The structure of these containers and the representation of individual
items are defined in clause B.3a.

NOTE: A third type of party information is defined for the forwarded-to-party (see clause 5.2.2.3 on calls with
supplementary services being invoked).

The items below are to be included, when they become available for the first time during acall in progress. If the same
item appears identically several times during acall, it needs only to be transmitted once, e.g. in an IRI-BEGIN record.
The ASN.1 name of the respective parameters, as defined in clause B.3a, isindicated in brackets.

1) Direction of call (intercepted-Call-Direct)
Indication, whether the target identity is originating or terminating Party.

2) Address of originating and terminating parties (CallingPartyNumber or CalledPartyNumber)
If e.g. in case of call originated by the target at transmission of the IRI-BEGIN record only a partia terminating
addressis available, it shall be transmitted, the complete address shall follow, when available.
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3) Basic Service, LLC (Services-Information)
Parameters as received from signalling protocol (e.g. BC, HLC, TMR, LLC).

4) Cause (ISUP-parameters or DSS1-parameters-codeset-0)
Reason for release of intercepted call. Cause value as received from signalling protocol. It is transmitted with the
ASN.1 container of the party, which initiated the release; in case of a network-initiated release, it may be either
one.

5) Additional network parameters
e.g. location information (Location).

Parameters defined within table 5.5 shall be used for existing services, in the given 3GPP format. National extensions
may be possible using the ASN.1 parameter National-Parameters.
5.2.2.3 Information on supplementary services, related to a call in progress

The general principleisto transmit service related information within IRI records, when the corresponding
event/information, which needs to be conveyed to the LEMF, is received from the signalling protocol. Where possible,
the coding of the related information shall use the same formats as defined by standard signalling protocols.

The selection, which types of events or informati