ETSITS 129 582 v19.0.0 (2025-10)

TECHNICAL SPECIFICATION

LTE;
S5G;

Mission Critical Data (MCData)
interworking with Land Mobile Radio (LMR) systems;
Stage 3
(B3GPP TS 29.582 version 19.0.0 Release 19)

=~

& ADVANCED

)

A GLOBAL INITIATIVE



3GPP TS 29.582 version 19.0.0 Release 19 1 ETSI TS 129 582 V19.0.0 (2025-10)

Reference
RTS/TSGC-0129582vj00

Keywords
5G,LTE

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - APE 7112B
Association & but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° w061004871

Important notice

The present document can be downloaded from the
ETSI Search & Browse Standards application.

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the prevailing version of an ETSI
deliverable is the one made publicly available in PDF format on ETSI deliver repository.

Users should be aware that the present document may be revised or have its status changed,
this information is available in the Milestones listing.

If you find errors in the present document, please send your comments to
the relevant service listed under Committee Support Staff.

If you find a security vulnerability in the present document, please report it through our
Coordinated Vulnerability Disclosure (CVD) program.

Notice of disclaimer & limitation of liability

The information provided in the present deliverable is directed solely to professionals who have the appropriate degree of
experience to understand and interpret its content in accordance with generally accepted engineering or
other professional standard and applicable regulations.
No recommendation as to products and services or vendors is made or should be implied.

No representation or warranty is made that this deliverable is technically accurate or sufficient or conforms to any law
and/or governmental rule and/or regulation and further, no representation or warranty is made of merchantability or fithess
for any particular purpose or against infringement of intellectual property rights.

In no event shall ETSI be held liable for loss of profits or any other incidental or consequential damages.

Any software contained in this deliverable is provided "AS IS" with no warranties, express or implied, including but not
limited to, the warranties of merchantability, fithess for a particular purpose and non-infringement of intellectual property
rights and ETSI shall not be held liable in any event for any damages whatsoever (including, without limitation, damages

for loss of profits, business interruption, loss of information, or any other pecuniary loss) arising out of or related to the use
of or inability to use the software.

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2025.
All rights reserved.

ETSI


https://www.etsi.org/standards-search
http://www.etsi.org/deliver
https://portal.etsi.org/Services/editHelp/Standards-development/Tracking-a-draft/Status-codes
https://portal.etsi.org/People/Commitee-Support-Staff
https://www.etsi.org/standards/coordinated-vulnerability-disclosure

3GPP TS 29.582 version 19.0.0 Release 19 2 ETSI TS 129 582 V19.0.0 (2025-10)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-member s, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI IPR online database.

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™, LTE™ and 5G™ logo are trademarks of ETSI registered for the benefit of its Members and of the
3GPP Organizational Partners. oneM 2M ™ |ogo is atrademark of ETSI registered for the benefit of its Members and of
the oneM2M Partners. GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

Legal Notice

This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities. These shall be
interpreted as being references to the corresponding ETSI deliverables.

The cross reference between 3GPP and ETSI identities can be found at 3GPP to ETSI numbering cross-referencing.

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

ETSI


https://ipr.etsi.org/
https://webapp.etsi.org/key/queryform.asp
https://portal.etsi.org/Services/editHelp!/Howtostart/ETSIDraftingRules.aspx

3GPP TS 29.582 version 19.0.0 Release 19 3 ETSI TS 129 582 V19.0.0 (2025-10)

Contents

INtellectual Property RIGNES.... ..ot b e e e en e ns 2
LB INOLICE ... bbbt et h bt b b nE e b e b e e et bt e bt Rt e s e e e e e e eb e n e e ns 2
AV TeTo = L= g oY = 01T 070] oo | OSSPSR 2
1= 11 o TSRS 8
1100 [ Tox A o] o S 9
1 o010 R 10
2 REFEIBINCES ...ttt b e bbb bt e e et R e e bt e b e bt st e s b et et et e e s e nr e b ee 10
3 Definitions of terms, symbols and abbreviations.............coovieeeie e 11
31 LIS LSOO UO PP PPPTOPPTPPRTPPRTN 11
3.2 F Y o] 1= V7= 0] S 12
4 (€7 01 TSR RP 12
41 @ D= vz LoV = T RS 12
4.2 Identity, URI and addreSs aSSIGNMENTS.........ccueiieiiere e ctestee et e e ete s e seesseesaeesteenteenaessaasseesseesseesesnsesnensnns 13
421 PUDIIC SEIVICE IHENTITIES.. ...ttt st b et e e bbb sb e e e e e e 13
4.2.2 Y L@z = B =SS o T Lo (= g Y/ 13
4.2.3 YL@ = et 1T o 0 1 0 OSSPSR 13
4.3 41 0TS 00y = 14
4.4 YL@ =N o] {0 oi ) TSRO 14
4.5 Protection of sensitive XML appliCation data............cccvirieirinieiirieirie e 14
4.6 Protection of TLV signalling and Media CONLENT..........coiiiiriiireee e 15
4.7 WarNiNg HEAOEN FIEIU ...ttt b et b e et b e et b et b e b se bt s b e ebeerennene s 15
47.1 (€71 SO RS 15
4.7.2 WVBINING TEXES. ... vttt bbbt b e bbb et e b b e bt e b e et nb e et 15
5 ROIES. ..ttt b bbb £t R Rt R R AR e Rt e Rt ARt R e et et e e e n e e e b e 15
51 (T go0 W 1T oo BTSSP TP UR USSP 15
52 LV ettt ettt sttt h AR R et eR e R e £ e R e Ao £ e R e R e e e R £ R et e R e R e £ e R e R A e Rt R e e e Rt R e et eneeReneeneenen 16
521 (CT= 0T o SO PRSP 16
5.2.1A ST = T U o= O 16
6 (Oo a0l 0 0To gl o] f0Ter= L1 =S S 17
6.1 011 0o 1 o | PSS 17
6.1X M CD A ClIENE PrOCEAUIES........eeeeiceeeeeeeste et ete et esee s e e teestesteseesaeesseasseenseaseesseesseesseessesnsesneesnsesseesseanseensenns 17
6.1X.1 Distinction of requests at the MCData ClIENT .........cceeiieieiie e s 17
6.1X.1.1 SIP MESSAGE FEUUESL .......eeeueitirietistisiesestestesesteseesestestesessessesessessesessessesessessesessessesessessesessessesessesseneases 17
6.2 IWF performing the particCipating rol€ ProCEAUIES............c.viiireerec ettt snee s 17
6.2.1 Yoo ST 17
6.2.2 M CDaLa CONVEISALION ITEIMIS. ... e iueeieeuieie sttt ettt ettt sb b et eb et e e e e e e e besbeeb e s st ebeeaeeseesbesaesbesneennennens 17
6.221 IWF generating @n SDS MESSAOE. ......c.ciueiriirieieie ittt sttt sttt st s b bbbt b e e et sbenn e 17
6.2.3 DiSPOSItiON NOLTICATONS ...ttt et b et b et b e 19
6.23.1 Generating an SDS NOFICALTON. ......ccirieiiirieiiie bbb 19
6.24 Sending SIP requests and reCeiving SIP FESPONSES. .......c.eierieiririeierie ettt ere bbb ebe e neenens 19
6.24.1 Generating a SIP MESSAGE request towards the controlling MCData function............cccceveveerenees 19
6.3 S AV C A L0 1= o 01 o 1= SRS 20
6.3.0 1 0o (0o (o] o FEO TSRO UTUTPRURTURURPRRIN 20
6.3.1 Distinction of reqUESIS @l tNE IV ... ..ottt ettt te e e enneenes 20
6.3.1.1 SIP M ESSAGE FEOUESL .......eveuerterieuestesieseetestesesteseesesteseesessessesessesseseesessensesesseseesessensesessasessessesessessenenses 20
6.3.1.2 SIP INVITE FEBOUESE ....cueetiieeetiste ettt ettt e s bt e st b s e s b saenesb et enenbessenenbenaeneenis 21
6.3.2 Sending SIP requests and receiVing SIP FESPONSES. .......ccveuerierieiieseesesseeseeseesseesseesaeeseesseesseessesnsssnsesnes 21
6.3.2.1 Generating a SIP MESSAGE request towards the terminating MCDataclient ..........c.ccoeeeeieienenene 21
6.3.3 Groups homMEd INTHE TWE ...ttt ettt b e bbbt eb e b se b e sbennenen 21
6.3.4 Yoo RSSO 21
6.3.5 F N LT (o] e = PSP 21
6.4 Handling of MIME bOdiESiN @ SIP MESSAGE.......cucuitiriiietirieieiesienee sttt 22

ETSI



3GPP TS 29.582 version 19.0.0 Release 19 4 ETSI TS 129 582 V19.0.0 (2025-10)

6.5 Confidentiality and Integrity Protection of sensitive XML CONENt ..........cooevirereiinenneseeeese e 22
6.5.1 (€71 PR 22
6.51.1 APPLICADIitY BN EXCIUSIONS. ..ottt ettt b et b et ee et b e et st nn e 22
6.5.1.2 Performing XML CONtENt ENCIYPLION..........ooiiiiiietiiiereteste ettt s sb e s eb e e seene 22
6.5.1.3 Performing integrity protection onan XML BOGY ..o 22
6.5.2 Confidentiality PrOLECHION. .......ccviei et et esre e be e te e e e eseesteesreenseeneeeneeenes 22
6.5.2.2 Keys used in confidentiality protection ProCEAUNES ..........ccueiiereereeriecie e et see e e e e neees 22
6.5.2.3 Procedures for sending confidentiality protected CONtENt ...........ccoveeveeieeieccee s 22
6.5.2.3.2 IWF performing the role of an MCDEIA SEIVES ........cccevieiie et 22
6.5.2.5 IWF copying reCeilVed XIML COMENL.........ccueieereeieeeeieeseeeseesteeteetesaesseesseesseessesssesnsesnnesseesseenseensenns 23
6.5.3 Integrity Protection Of XML OCUMENES. ..ottt 23
6.5.3.2 Keys used in integrity proteCtion ProCEOUIES..........cooureirerieiniereeie sttt r b e ene 23
6.5.3.3 Sending integrity ProteCted COMENT..........coir ittt e 24
6.5.3.3.2 Integrity Protection at the IWF ... 24
6.6 Confidentiality and integrity protection of TLV MESSAgES .....cccerueirerieiriereee ettt 24
6.6.1 (€71 PR 24
6.6.2 Derivation of master keys for mediaand media CONLrol ...........ccceevviieiceereeseese e e 25
6.6.3 Protection of MCData signalling and MCDala MESSAJES.........ccceereeruierieeereeeseesseesiesaessessseesseessesssssseesnes 25
6.6.3.1 LC T o1 - TSR 25
7 Registration and Service @UtNOTTSLION ...........eiiiririeeeieeeeee et sr e 25
7.1 SEIVEN PrOCEAUIES. ... .ttt ettt ettt sttt sttt st b e st s e b se e st b s e e st e b e s e e bt eb e s e e he e b e e e e Rt ebeebeae e b e s e e st eb e st e st eb e s e et nbennenees 25
8 N 1 L= o o RSP OSTRRN 25
8.1 LT 0T PSSR 25
8.2 IWF performing the participating rol€ ProCEAUIES............c.viiireerec et re e e 26
8.3 S VL 0000 U] = SRS 26
831 (C= 0T o OSSP PSPPSN 26
8.3.2 Procedures of the IWF performing the partiCipating rol€..........ccvvev e iee i 26
8321 LC T o1 - TSR 26
8.3.22 SEOrEd INFOIMBLION ...ttt bttt b e bt b et ehe e e e e e b e se e besbeebe e e enneneen 26
8.3.23 Receiving affiliation status change from a user homed in the IWF procedure...........c.ccocevenccencnenens 26
8324 Receiving subscription to affiliation Status ProCeAUIe ............oeverereierereee e 26
8.3.25 Sending notification of change of affiliation Status ProCEAUNE..........c.coireeiririeereeereee s 27
8.3.2.6 Sending affiliation status change towards M CData server owning M CData group procedure............. 27
8.3.2.7 Affiliation status retrieval from IWF performing the role of the MCData server owning M CData

[0 0T 0N 0010 U] = S 28
8.3.2.8 Procedure for authorising affiliation status change request in negotiated mode sent to a user

NOME TN TNE TV ...ttt b ettt e st b et b e s e enne e 31
8.3.29 Forwarding affiliation status change towards an MCData USer ProCedUIre...........cccueveerieerieesiesenseesenns 31
8.3.2.10 Forwarding subscription to affiliation status towards an MCData user procedure...........cceeeveveeiienenane 31
83211 ATfiliation StAtUS AEtErMINGLION. .......cc.eieeeeieie sttt e e b b e e bt sre e enee e 31
83212 Affiliation status change by implicCit affiliation............ocooeiririiiie e 31
8.3.2.13 Implicit affiliation status change COMPIELION ..........cooiiiiieiie e 33
83214 Implicit affiliation status change CanCEllation............ccoeieiiiiiiee e 33
8.3.2.15 Automatic affiliation to configured groups ProCEAUNE............cirireirerieesie et 33
833 Procedures of the IWF performing the controlling rol@.............cooiiiiineinneee e 33
8331 L= 31 TSP 33
8.3.32 SEOrEd INFOIMBLION ...ttt bttt e bbb e et h et e e e b e se e besbeebe e e enneneen 34
8.3.3.3 Receiving group affiliation status change ProCeaUIE ............cocvvce e iee e 34
8.3.34 Receiving subscription to affiliation StatuS ProCeAUNE ...........ceeveerieeierie e st 35
8.3.35 Sending notification of change of affiliation status procedure............ccvvceevceeveeveeceseeceesee e 36
8.3.36 Implicit affiliation eligibility CheCK ProCEAUIE...........cuveee e 37
8.3.3.7 Affiliation status change by implicit affiliation ProCeaUre.............coviieireneie s 37
8.4 L6001 o [ USSR TSRV PR 38
9 IWF Short Data SErVICE (SDS) ...uviiieieiie ettt st st et st be e e e sresne e e etesteennens 38
9.1 LT 0T OSSP 38
9.2 ON-NEIWOTK SDS ...ttt bttt e e b s bt b e e bt eh e e s e e s e bese e eb e s bt ehe e e e s e nbeehe e b e eneenee e ennes 38
921 (CT= 0T o SO PRSP 38
9.2.2 Standalone SDS using signalling Control PIaNE..........coveiieie e 38
9221 LC T o1 - TSRS 38
9.2.2.2 Procedures used by the IWF for users homed inthe IWF...........c.ccov oo 38

ETSI



3GPP TS 29.582 version 19.0.0 Release 19 5 ETSI TS 129 582 V19.0.0 (2025-10)

92221 OrigiNaling PrOCEAUIES ........cueitieeieetertee ettt ettt ettt bbbt b bbbt b bbb e ae b et e 38
92222 TEMINALING PrOCEOUNES.......eiveeeteiteeeteste ettt st sttt st b e et st se et b e se et sb e s b et b e ne st ebese et ebe b e eee 39
9223 IWF performing the participating MCData function proCetures............couereienereieneneie e 39
92231 Originating participating MCData function ProCeAUIES...........ccrireirineieresee e 39
92232 IWF performing the terminating participating MCData role procedures.............ceceveveeerereneneens 40
9.2.24 Controlling IWF MCData ProCEAUIES............evueieeieerieesteeeeeeeseesteesteesesssessessseesseesseessessssssssssesssesssees 41
9.224.1 Originating controlling IVWF PrOCEOUIES .........cceeiieie e e seese et ee et te e see e e sneenaeenee e 41
9.2.24.2 Terminating controlling M CData function ProCeAUIES............ccvereeieriesee et 42
9.2.3 Standalone SDS USING MEAIAPIANE .......ceieeie et e e te e teeeesneeenes 44
9231 LC T o1 - TSR 44
9232 Procedures used by the IWF for users homed inthe IWF ... 44
92321 SDP Off@r GENEIALION .....ccvieiee bbbt ettt b et eb e e 44
92322 SDP GNSWEN GENEBLION. ....c.tiueetiitieeiertie ettt ettt eea e b et b e st b bbb e e ae b s et e 44
9.2323 OrigiNaling PrOCEAUIES ........cueitieeueetirtee ettt ettt ettt b bbbt e bbbt b bt e st b et b et 45
92324 TEMINALING PrOCEAUNES.......eviietirteeete ettt sttt sttt sttt b e et b e st e b se et st e b et b e ne st ebese et b e b eee 46
9.233 IWF performing the participating MCData rol€ proCeUIES............coeoirereirereeeseseee e 46
9.233.1 ST Lol = e =0T = 1) S 46
9.2.33.2 SDP GNSWEN gENEIGLION........eeieesteeieeieeeeeteesteeseestesteseeseesseesseeteasseassesseesseesseessesnsessessseesseenseensenns 46
9.2.3.33 Originating participating MCData function ProCeAUNES...........cueceereeiere e e e e eee e e e e eeeens 47
9.2.334 Terminating participating MCData function proCeaUIES.............coeeieeieieeiee e esie e eee e 47
9.24 S D IS S o IO PPSPSSTN 49
9.3 L@ i 07 A0 TS D S TSP 49
10 File DiStriDULION (FD)...cuiieeiesieeeeiesiieie e sie sttt ste st ee e sae e eesseeseeseesneeaeseeeneensesseensesaeeneeseesneensesseeneens 49
11 Transmission and reCeption CONION ..........ccieiieieeie ittt e e e s re e e e e sre e e e neesreeneens 49
111 LC T g1 -SSP 49
11.2 AULO-receiVe FOr File DIStITDULION ........eieeiiieeiie sttt e b s 49
11.3 Accessing list of deferred data group COMMUNICELIONS...........ccvcierierieie e et aesreeneeas 49
12 Dispositions and NOUTICAIONS .........eeieieeiirieie et e et ee e eestesseestesseeseeeeseeeneensensean 49
121 LT 0T RSP 49
122 DiSPOSItiON NOLFICAITIONS. ......cvieeetireeet ettt b et b bt sb e n et 49
1221 IWF performing the MCData partiCipating FOl€ ...........coeireirireeee et 49
12211 PartiCipating IVWF PIrOCEAUIES..........couiiiiietirieiete sttt sttt sttt bbb et b e e bt s bt et sae e b e sbeneenea 49
12.2.1.2 Sending a disposition NOtIfiCatioN MESSAGE........cicueiieiiere e e ettt esraesreennees 50
12.2.1.3 Participating IWF receives disposition notification from a controlling MCData function.................... 50
12.2.2 IWF performing the MCData CoOntrolling FOI€..........ocueieeeieeee et 51
12.3 On-network diSPoSitioN NOLITICALTIONS .........cicieiieie et na e e e naesneesneas 53
13 ComMMUNICATION REIEASE......cei ittt e st s tesre e e e s tesneeneeseesneeneeseeeneens 53
14 ENhaNCed SEALUS (ES) ......ecoeeiieiiiciieie ettt st ettt st e e st e s s e aesteeae e besaeesesaeenseseesneensesreennens 53
141 LT 0T SRR 53
14.2 ONENEIWOTK ES......oeeiiiet ettt b bt h e e e e et b e s bt eh e e s e e e e bese e eb e s Rt ehe e e e s e besbeebeeneene e e ennas 53
14.2.1 Yoo TSP S 53
14.2.2 IWF performing the participating MCData role proCedUIES...........cceoveureeeeeeseeneee e see e e seeeseeeee s 53
14.2.2.1 Originating participating MCData funCtion ProCEAUNES............eccereereeieeseerieeseesee et eae e seees 53
14.2.2.2 Terminating participating MCData function ProCeAUIES...........cccceieeeieeieerie e ee e 53
14.2.3 IWF performing the controlling MCData role ProCeAUIES............ocureirirererenieeee e 53
14231 Originating controlling MCData funCtion ProCRAUIES............ccciririeiriiieerieeee e 53
14232 Terminating controlling MCData function ProCeAUIES............cooeeririeinireese e 53
15 MESSAgE FOIMIBLS. .. .eeiitieeiiee et e st ettt st e e et ee e st e st e e saee e s bee e sateesabe e e asteeeaseeeseeesabeeesnseessseesnteesananensenenns 54
15.1 IWF message functional definitions and CONLENLS...........ccveuerieereerieiiere e et re e ee e 54
1511 (=0T o OSSPSR 54
15.1.2 SDS SIGNALLING PAY LOAD IMESSAJE ....evereeuereeeerertieesesseseesessessesessessssessassesessensesessensesessessesessensenesses 54
15.1.2.1 V=SS0 T= o U= T o] o SR 54
15.1.3 FD SIGNALLING PAYLOAD IMESSAQE. ...t eteeeuerteietesieneetesieestesseessesessestesessessesessessessssessensssessensssessenens 54
15.14 DATA PAYLOAD IMESSAGE. .....eueeiueerteeiueesttaeteeeeueaaseasteesteebesseesaessaeesaeesatasseaaseansesseessesssesssesssesnsesasesnsesnes 54
15141 M ESSAGE AEFINITION ...ttt et et b e et b e et b e e b b e e b s b e b e nbenneneas 54
15.15 SDS NOTIFICATION MESSAGE ....eeveeiteeiteeteeeesieerteaste e et eaeesteesbeebeaseesseesaeesseeaseaeesaeesseanseansesnsesasessesnsesnes 55
15151 M ESSAGE AEFINITION ...ttt et b e e b e et b e e b s b e e b e sbe e b e sbennenea 55
15.1.6 FD NOTIFICATION IMESSAGE. ... etetteeteueeeueesteasteeteatesseesaeestessseaaseaassseesaeasseasseansesnsesseessesssesnsesasesnsessesnes 55

ETSI



3GPP TS 29.582 version 19.0.0 Release 19 6 ETSI TS 129 582 V19.0.0 (2025-10)

15.1.7 SDS OFF-NETWORK MESSAGE ........oo ettt ettt sae et e nneenneens 56
15.1.8 SDS OFF-NETWORK NOTIFICATION MESSAGE.......eeteeieieeiueerieerieeseeeseesseesteestesssessesnessaesssesssesnsessesns 56
15.1.9 FD NETWORK NOTIFICATION MESSAE. .....ccteeteeteetereesueesieesteesseeeesseasseasseessesssessesssesssesssesnsesasssnsssaes 56
15.1.10 COMMUNICATION RELEASE MESSAgE.....ccutiiiiiuieitieitiesie et ettt e siea e e sttt saeesaeesaeesaeesseseesneesaeasaeenseens 56
15.1.10.1 MESSAGE AEFINITION ...ttt bbb et b e e bt bt eb e sb e e b sbesneneas 56
15.1.11 DEFERRED DATA REQUEST IMESSAJE ......vcveereeiiesreteserresies s st sese s ssese s e snesesesssnesesnns 56
15.1.12 DEFERRED DATA RESPONSE MESSAJE ...ttt 56
15.1.13 FD HTTP TERMINATION ..ottt b et en s 56
15.2 General message format and information elements COdING..........vccviieieiee e 57
1521 (€7 07 - SO TE TSP PP SP PR PTRSPURTON 57
1522 MBSSAGE LY ..ot h e h e n e e e 57
15.2.3 Yoo SR 57
15.24 Yoo SR 57
15.25 Yoo PSR 57
15.2.6 Yoo SR 57
15.2.7 Yoo SR 57
15.2.8 VOI0 1t ReE e R R R R AR R R R AR R e R R R R e R Rt R R e ren e n s 57
1529 CONVEISALION ID ...ttt bt h ettt et b e bt b e et e e e eb e sh e e bt e st ehe e e et e besbeebesneenne s ennes 57
15.2.10 IMIESSBOE ID ...ttt h AR R R bRt R et enr et r e 58
15.2.11 VOI0 -t teeeeeeeeehEeEeEE R R R R R R e R R R R R AR R e R R R b e r et n e 59
15.2.12 VOI0 -ttt EeEE e h R R R R R R R R R R R R R R e R R e R Rt e r et n e 59
15.2.13 PAYIOAH ...t R R R e R bR Rt e Rt e E et n e 59
16 MEUIAPIGNE. ...ttt h bbbt s e et e ae bt b e e et e e e r e n e nn 60
17  Handling of Interworking Security DataMESSAQES.......c.coeeveirieieerieiieiteseesie e eeestesee e seessesreesesressens 60
17.1 R TSSO PE TSPV STPEUPTSTPVRSPURPON 60
17.1.1 IWF originates Interworking Security Data MESSAQE .......cccueieereereeieieeeseeseesteeteeee e s eesree e eeeseesneesnes 60
17.1.2 IWF receives Interworking Security Data MESSAJE........cueieeieereerereeseeseeseesteeseesseessaesteesseessesnsesessneesnes 61
17.1.2.1 IWF in the partiCipating FOl@......ccuvcuiiii ettt e et e et s saessee s e e saeesneesneenseenneans 61
17.1.2.2 IWF N the CONLIOITING FOI....c..ei ettt et esreesaeesneesreenseeneeens 61
17.2 Interworking Security Data meSSage PaYIOa ...........cccceriieiriinieiriee et er e 62
17.21 MESSATE AEFINITION......e.eecteee ettt st b e e et b et b e bt b b 62
17.2.2 EXEEINEl NEIWOTK TYDR. ...ttt bbbt bt bttt b et b e bbb 62
17.3 Y L@ T = X ot 1= SRS 62
1731 MCData client originates I nterworking Security Data MESSAgE........c.eveireririrerene et 62
17.3.2 MCData client receives Interworking Security Data MeSSAge..........ccvervverieeieeieseeseee e se e see e 63
17.4 IMICDBA SEIVES .....teieeteitsestete ettt bbbt e st b st s s bbbt e E R Rt 1R h e R R ne R bt e e b et e b et nn bt e b nen s 63
174.1 Distinction of requests at the MCD @A SEINVET ........cceeieeieeie e see et ere e ee e s reeteeeesneesnes 63
17411 SIP MESSAGE FEBOUESE ...ttt bbbt 63
17.4.2 Participating MCData funClion PrOCEAUIES...........cccuieieiiesee ettt e e s reeteeeesneeenes 64
17.4.2.1 Originating participating MCData funCtion ProCEAUNES............cecerieieeieeseerieeeeesee et eeessee e neees 64
17422 Terminating participating MCData function ProCEAUIES.............eoeririeririneiee e 66
17.4.3 Controlling MCData fuNCLiON PrOCEAUIES...........cueuiriireeiirieiete ettt st st e b e ebe e neenens 67
17431 Originating controlling MCData funCtion ProCRAUIES............ccceiirieirinieerieeee e 67
17432 Terminating controlling MCData function ProCeAUIES............ccoueeiirieienereese e e 67
G T 01 1= 0T TV A== o OSSR 68
18.1 IWF performing the partiCipating rol€ ProCEAUIES............cciiiereeee et n e ee e e e s 68
18.1.1 IWF to send SIP MESSAGE request for emergency NOtifiCation..........ccccvevveveecveceseseese e 68
18.1.2 Receipt of a SIP MESSAGE request for emergency notification for terminating LMR user ..................... 69
18.1.3 Receipt of a SIP MESSAGE request indicating successful delivery of emergency notification................ 69
18.2 IWF cONtrolling r0l€ PrOCEAUIES .........eiviieierteieteriee ettt sttt b bbbt bbb e bbbt e ens 70
1821 Handling of a SIP MESSAGE request for emergency NOtifiCation ...........c.coeovenninennenenseeeseee 70
18.2.2 Handling of a SIP MESSAGE request for emergency alert cancellation ...........ccceeveiiinennencicneneenn 71
Annex A (informative): SIgNalliNg flOWS .........oo i 75
ANNEX B (NOIMALIVE): TIMIEN Sttt bttt bt e e et b e s bt bt sb e sn e s e nn e e eneenenreanenrens 76
ANNEX C (NOrMALiVE): COUNTENS......uiiuiceiiieiie et te et ettt et e st e e s te st e e te st e s e e besaeessesbeenaestesreeseebesseensenneens 77
ANNEX D (NOrmative): XML SChHEMAS. .....ccoiiiiireiisesee e nre s 78

ETSI



3GPP TS 29.582 version 19.0.0 Release 19 7 ETSI TS 129 582 V19.0.0 (2025-10)

D.1 XML schemafor transporting MCData identities and general servicesinformation.............cccceeuenne... 78
D.11 GBNEYEL ...ttt ettt ae R e e £eeAeeEeRe Rt eR e et en et eEeeEeeEeeReeEeeReenee e enteeteeReereeneeneeneenes 78
D.1.2 D o 1= o = SR 78
Annex E (informative): ChangEhiStOrY ..ottt et 79
[ 1S 0] Y PSSR 80

ETSI



3GPP TS 29.582 version 19.0.0 Release 19 8 ETSI TS 129 582 V19.0.0 (2025-10)

Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
In the present document, certain modal verbs have the following meanings:
shall indicates a mandatory requirement to do something
shall not indicates an interdiction (prohibition) to do something

NOTE 1: The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not
appear in Technical Reports.

NOTE 2: The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use
isavoided insofar as possible, and they are not used in a normative context except in adirect citation from
an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or
modifying the provisions of such areferenced document.

should indicates a recommendation to do something
should not indicates a recommendation not to do something
may indicates permission to do something

need not indicates permission not to do something

NOTE 3: The construction "may not" is ambiguous and is not used in normative elements. The unambiguous
constructions "might not" or "shall not" are used instead, depending upon the meaning intended.

can indicates that something is possible
cannot indicates that something isimpossible
NOTE 4: The constructions "can" and "cannot” shall not to be used as substitutes for "may" and "need not".

will indicates that something is certain or expected to happen as aresult of action taken by an agency
the behaviour of which is outside the scope of the present document

will not indicates that something is certain or expected not to happen as aresult of action taken by an
agency the behaviour of which is outside the scope of the present document

might indicates a likelihood that something will happen as aresult of action taken by some agency the
behaviour of which is outside the scope of the present document
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might not indicates a likelihood that something will not happen as a result of action taken by some agency
the behaviour of which is outside the scope of the present document
In addition:
is (or any other verb in the indicative mood) indicates a statement of fact
isnot (or any other negative verb in the indicative mood) indicates a statement of fact

NOTE 5: The constructions "is' and "isnot" do not indicate requirements.

Introduction

The present document has been produced as an aspect of work to realise the stage 3 protocols to implement the stage 2
functionality for Interworking between Mission Critical systems and Land Mobile Radio systems as described in

3GPP TS 23.283 [80]. Early stage 3 study work is documented in 3GPP TR 24.883 [90] which covers both MCPTT and
MCData interworking.

The document structure describes functionality modelled on 3GPP TS 24.282 [49] because the behaviour of an
Interworking Function (IWF) for LMR MCData interworking is modelled on that of an MCData server, and the clause
numbering is also based on that used in on 3GPP TS 24.282 [49] in order to aid comparison between the two
specifications and identification of any behavioural changes.

The reference numbering is based on that used in 3GPP TR 24.883 [90] and so may not be sequential.
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1 Scope

The present document specifies the protocols needed to support a Mission Critical Data (MCData) system interworking
with aLand Mobile Radio (LMR) system based on the IWF-2 interface between an MCData server and an Interworking
Function (IWF) as described in 3GPP TS 23.283 [80]. Any interworking-specific impacts on the MCData client and
MCData server behaviour are also documented.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[4] 3GPP TS 24.229: "IP multimedia call control protocol based on Session Initiation Protocol (SIP)
and Session Description Protocol (SDP); Stage 3".

[5] 3GPP TS 23.379: "Functional architecture and information flows to support mission critical
communication services; Stage 2".

[6] IETF RFC 3841 (August 2004): "Caller Preferences for the Session Initiation Protocol (SIP)".

[7] IETF RFC 4028 (April 2005): "Session Timersin the Session Initiation Protocol (SIP)".

[9] IETF RFC 6050 (November 2010): "A Session Initiation Protocol (SIP) Extension for the
I dentification of Services'.

[16] IETF RFC 3711: "The Secure Real-time Protocol (SRTP)".

[19] IETF RFC 6135 (February 2011): "An Alternative Connection Model for the Message Session
Relay Protocol (MSRP) ".

[20] IETF RFC 5366 (October 2008): " Conference Establishment Using Request-Contained Listsin the
Session Initiation Protocol (SIP)".

[24] IETF RFC 3261 (June 2002): "SIP: Session Initiation Protocol".

[26] IETF RFC 6665 (July 2012): "SI P-Specific Event Notification".

[31] 3GPP TS 24.481: "Mission Critical Services (MCS) group management Protocol specification”.

[33] IETF RFC 3428 (December 2002): " Session Initiation Protocol (SIP) Extension for Instant
Messaging".

[37] IETF RFC 3903 (October 2004): "Session Initiation Protocol (SIP) Extension for Event State
Publication".

[45] 3GPP TS 24.483: "Mission Critical Services (MCS) Management Object (MO)".

[46] IETF RFC 3986: "Uniform Resource Identifier (URI): Generic Syntax".

[47] IETF RFC 4567 (July 2006): "Key Management Extensions for Session Description Protocol

(SDP) and Real Time Streaming Protocol (RTSP)".
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[49] 3GPP TS 24.482: "Mission Critical Services (MCS) identity management Protocol specification.

[50] 3GPP TS 24.484: "Mission Critical Services (MCS) configuration management Protocol
specification”.

[51] IETF RFC 3856 (August 2004): "A Presence Event Package for the Session Initiation Protocol
(SIP)".

[67] IETF RFC 4122 (July 2005): "A Universally Unique IDentifier (UUID) URN Namespace".

[78] 3GPP TS 33.180: " Security of the mission critical service".

[80] 3GPP TS 23.283: "Mission Critical Communication I nterworking with Land Mobile Radio
Systems; Stage 2".

[81] 3GPP TS 24.379: "Mission Critical Push To Talk (MCPTT) call control; protocol specification;”.

[82] 3GPP TS 24.282: " Mission Critical Data (MCData) signalling control; Protocol specification;"”

[85] 3GPP TS 24.582: "Mission Critical Data (MCData) media plane control; Protocol specification".

[86] IETF RFC 1738 (December 1994): "Uniform Resource Locators (URL)".

[87] 3GPP TS 29.379: "Mission Critical Push To Talk (MCPTT) call control interworking with LMR
systems;, Protocol specification”.

[89] IETF RFC 4826 (May 2007): "Extensible Markup Language (XML) Formats for Representing
Resource Lists'.

[90] 3GPP TR 24.883: "Mission Critical Systems Connectionto LMR".

[91] IETF RFC 4975 (September 2007): "The Message Session Relay Protocol (MSRP)".

[92] IETF RFC 6714 (August 2012): "Connection Establishment for Media Anchoring (CEMA) for the
Message Session Relay Protocol (MSRP)".

[93] IETF RFC 3840 (August 2004): "Indicating User Agent Capabilitiesin the Session Initiation
Protocol (SIP)".

3 Definitions of terms, symbols and abbreviations
3.1 Terms

For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term
defined in the present document takes precedence over the definition of the sameterm, if any, in 3GPP TR 21.905 [1].

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.379 [5] apply:

Group call

MCPTT call

Mission critical push to talk
Private call

SIP core

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.283 [28] apply:
Interworking Function (IWF)
For the purposes of the present document, the following terms and definitions given in 3GPP TS 29.379 [26] apply:

IWF performing the controlling role
IWF performing the non-controlling
IWF performing the participating role
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For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.180 [18] apply:

Group Master Key (GMK)

Group Master Key ldentifier (GMK-ID)
Private Call Key (PCK)

Private Call Key Identifier (PCK-1D)
Signalling Protection Key (SPK)

Signalling Protection Key Identifier (SPK-1D)

For the purposes of the present document, the following terms and definitions given in IETF RFC 3711 [16] apply:

SRTP master key (SRTP-MK)
SRTP master key identifier (SRTP-MKI)
SRTP master salt (SRTP-MYS)

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
3GPP TR 21.905 [1].

GMK Group Management Key
GMK-ID Group Master Key Identifier
GMS Group Management Server
GUK-ID Group User Key Identifier
IP Internet Protocol
MCData Mission Critical Data
PCK Private Call Key
PCK-ID Private Call Key Identifier
RFC Request For Comment
RTCP RTP Control Protocol
RTP Real-time Transport Protocol
SPK Signalling Protection Key
SPK-ID Signalling Protection Key Identifier
SRTCP Secure RTCP
SRTP Secure RTP
SRTP-MK SRTP master key
SRTP-MKI SRTP master key identifier
SRTP-MS SRTP master salt
SSRC Synchronization SouRCe
UE User Equipment

4 General

4.1 MCData overview

The MCData service supports communication between a pair of users (i.e. one-to-one communication) and several users
(i.e. group communication), where each user has the ability to share data using Short Data Service (SDS).

The present document provides the signalling control protocol enhancements to support the MCData architectural
procedures for MCData SDS interworking between on-network Mission Critical users and users homed in the IWF, as
specified in 3GPP TS 23.283[80].

The present document makes use of the existing IM S procedures specified in 3GPP TS 24.229 [4].
The procedures in this document allow an on-network MCData user to:

- send astandalone SDS using signalling control plane to a user homed in the IWF or to agroup including at least
one user homed in the IWF; and
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- send astandalone SDS using media plane to a user homed in the IWF or to agroup including at least one user
homed in the IWF.
The procedures in this document allow a user homed in the IWF to:

- send astandalone SDS using signalling control plane to an on-network M CData user or to a group of on-network
MCData users; and

- send a standalone SDS using media plane to an on-network MCData user or to a group of on-network M CData
users.

The present document does not support the interworking of SDS sessions with users homed in the IWF.
The MCData procedures provided by the present document refer to:

- the media plane procedures defined in 3GPP TS 24.582 [85];

- the group management procedures defined in 3GPP TS 24.481 [31];

the identity management procedures defined in 3GPP TS 24.482 [49]; and
- the security procedures defined in 3GPP TS 33.180 [ 79].
The following procedures are provided within this document:
- common procedures are specified in clause 6;
- procedures for registration in the IM CN subsystem and service authorisation are specified in clause 7,
- procedures for affiliation are specified in clause 8;
- procedures for SDS are specified in clause 9;
- procedures for transmission and reception control are specified in clause 11;
- procedures for dispositions and notifications are specified in clause 12;
- procedures for communication release are specified in clause 13; and
- procedures for enhanced status are specified in clause 14.

The IWF acts on behalf of all users homed in the IWF. There are no client procedures specified in the present document
and specific client handling within the LMR system is out of scope.

4.2 Identity, URI and address assignments

4.2.1 Public Service identities
In order to support MCData interworking with LMR, the following URI and address assignments are assumed:
1) the IWF performing the participating role is configured to be reachable using a public service identity.

2) the IWF performing the controlling role is configured to be reachable using a public service identity.

4.2.2 MCData session identity

Thereisno MSRP session used at the IWF to support the short data service (SDS).

4.2.3 MCData client ID

The MCDataclient ID isdescribed in 3GPP TS 24.282 [82] clause 4.8.
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4.3 Emergency alerts

Support for Emergency aertsin the MCData planeis described in clause 18.

4.4 MCData protocol

Clause 15 describes the TLV based message formats used in M CData communications.

Annex | of 3GPP TS 24.379 [81] describes the standard format of the messages and the encoding rules for each type of
information element.

4.5 Protection of sensitive XML application data

In certain deployments, for example, in the case that the M CData operator uses the underlying SIP core infrastructure
from the carrier operator, the MCData operator can prevent certain sensitive application data from being exposed to the
SIP layer. The following data are classified as sensitive application data:

- MCDatalD;
- MCDatagroup ID;
- dertindicator;
- access token (containing the MCData ID); and
- MCDataclient ID.
The above datais transported as XML content in SIP messages, in XML elements or XML attributes.
NOTE: SIP layer protection terminates at the IWF.
Datais transported in attributes in the following circumstances in the proceduresin the present document:

- anMCDatalD, an MCData Group ID, and an MCDataclient ID in an XML document published in SIP
PUBLISH request for affiliation according to IETF RFC 3856 [51];

- anMCDatalD or an MCData Group ID in XML document notified in a SIP NOTIFY request for affiliation
according to IETF RFC 3856 [51]; and

- anMCData D in application/resource-liststxml document included in a SIP MESSAGE or SIP INVITE request
for one-to-one SDS, according to IETF RFC 5366 [20];

3GPP TS 33.180 [ 78] describes a method to provide confidentiality protection of sensitive application datain elements
by using XML encryption (i.e. xmlenc) and in attributes by using an attribute confidentiality protection scheme
described in 3GPP TS 24.282 [82] clause 6.6.2.3. Integrity protection can also be provided by using XML signatures
(i.e. xmlsig).

Protection of the datarelies on a shared XML protection key (XPK) used to encrypt and sign data:
- between MCData servers and an IWF, the XPK is asignalling protection key (SPK).
The SPK (XPK) and akey-id SPK-ID (XPK-ID) are directly provisioned in the MCData server and IWF.

Configuration in the MCData client, IWF and MCData server is used to determine whether one or both of
confidentiality protection and integrity protection are required.

3GPP TS 24.282 [82] clause 4.6 provides examples of confidentiality and integrity protection applied to application
data.
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4.6 Protection of TLV signalling and media content

The protection of TLV signalling and media content is based on 3GPP M CData security solution as defined in
3GPPTS33.180[78].

For different security requirements of different information elements of a M CData message, the information elements
of MCData messages are bifurcated in the following components:

- MCData Data signalling payload: information elements necessary for identification and management of the
M CData messages e.g. conversation identifiers, session identifiers, transaction identifiers, disposition regquests,
etc. This payload is confidentiality and integrity protected between the MCData server and the IWF.

- MCData Data payload: the actual user payload for MCData user or application consumption. This payload is
confidentiality and integrity protected between the MCData client and the IWF.

An SDS message can be sent over the signalling plane or the media plane. When an SDS message is sent using the
signalling plane, the body included in the SIP MESSAGE request, which carries the MCData Data signalling payload,
is protected separately between each pair of entitiesif protection is applied. On the other hand, the body included in the
SIP MESSAGE request which carries the MCData data payload is protected between the MCData client and the IWF.
The procedures for the protection of the SDS messages over the signalling plane are specified in clause 6.6. Protection
of SDS messages over the media control planeis specified in 3GPP TS 24.582 [85].

NOTE: The method by which SDS messages are protected between the IWF and the user homed in the IWF is
outside the scope of the present document.

4.7 Warning Header Field

4.7.1 General

An IWF caninclude afreetext string in a SIP response to a SIP request. When the IWF includes afree text stringin a
response to a SIP MESSAGE or SIP INVITE request the free text string isincluded in a Warning header field as
specified in IETF RFC 3261 [24]. The IWF includes the Warning code set to 399 (miscellaneous warning) and includes
the host name set to the host name of the IWF.

EXAMPLE: Warning: 399 example.domain.com "200 user not authorised to transmit data”

4.7.2  Warning texts

Warning texts specified in table 4.7.2-1 for interworking are used, in conjunction with existing warning texts as
specified in 3GPP TS 24.282 [82].

Table 4.7.2-1: Warning texts for interworking defined for the Warning header field

Code Explanatory text Description
300 LMR system does not support requested application An application has been requested that is
not supported in the LMR system.
301 LMR system does not support disposition notification for A disposition notification has been
requested application requested for an application for which the
LMR system does not support disposition
notifications.
5 Roles
5.1 Introduction

This clause describes the functional roles for an IWF to support the MCData service.
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5.2 IWF

521 General

When referring to the procedures in the present document for the IWF acting as a participating MCData server for the
user homed in the IWF, the term, "IWF performing the participating role" is used.

When referring to the procedures in the present document for the IWF acting as a controlling M CData server for the
user homed in the IWF, the term "IWF performing the controlling role" is used.

An IWF can perform the controlling role for short data service as defined in the present document.
An IWF can perform the participating role for short data service as defined in the present document.
An IWF in the participating role can serve an originating user homed in the IWF.
An IWF in the participating role can serve aterminating user homed in the IWF.
To be compliant with the procedures in the present document, an IWF shall:

- support the MCData server procedures defined in 3GPP TS 23.283 [80];

- implement the role of an AS performing 3rd party call control acting as a routing B2BUA as defined in
3GPP TS 24.229 [4];

- generate SDP offer and SDP answer in accordance with 3GPP TS 24.229 [4] and 3GPP TS 24.282 [82]
clause 9.2.3 and 3GPP TS 24.282 [82] clause 9.2.4 for short data service;

- for registration and service authorisation, implement the procedures specified in 3GPP TS 24.282 [82]
clause 7.3;

- for affiliation, implement the procedures specified in clause 9.2.2;

- for short data service (SDS) functionality implement the M CData server procedures specified in:
a) clause9.2; and
b) clause 6 of 3GPP TS 24.582 [85];

- for transmission and reception control functionality implement the M CData server procedures specified in
clause 11;

- for disposition notification functionality implement the MCData server procedures specified in clause 12.2; and
- for communication release functionality implement the MCData server procedures specified in clause 13.2.

To be compliant with the procedures for confidentiality protection of XML elementsin the present document, the IWF
shall implement the procedures specified in clause 6.5.2.

To be compliant with the procedures for integrity protection of XML MIME bodies in the present document, the IWF
shall implement the procedures specified in clause 6.5.3.

5.2.1A SIP failure case

When initiating a SIP failure response to any received SIP request, depending on operator policy, the IWF may insert a
SIP Response-Source header field in accordance with the proceduresin clause 5.7.1.0 of 3GPP TS 24.229 [4], where
the "role" header field parameter is set to " pf-mcdata-server” or "cf-mcdata-server" depending on the current role
endorsed by the MCData server.
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6 Common procedures

6.1 Introduction

This clause describes the IWF procedures for MCData.

6.1X MCData client procedures

6.1X.1 Distinction of requests at the MCData client

6.1X.1.1 SIP MESSAGE request

The MCData client needs to distinguish between the SIP MESSAGE requests for originations and terminations as
described in 3GPP TS 24.282 [82] clause 6.2.1.1 with the following addition:

- SIP MESSAGE request routed to the MCData client with an Accept-Contact header field with the g.3gpp.icsi-ref
media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata’, and an ICS| value "urn:urn-
7:3gpp-service.ims.csi.medata’ in a P-Asserted-Service header field. Such requests are known as " SIP
MESSAGE request for Interworking Security Data for terminating MCData client";

6.2 IWF performing the participating role procedures
6.2.1 Void

6.2.2 MCData conversation items

6.2.2.1 IWF generating an SDS Message

In order to generate an SDS message, the IWF performing the participating role:
1) shall generate an SDS SIGNALLING PAY LOAD message as specified in clause 15.1.2;
2) shall generate aDATA PAYLOAD message as specified in clause 15.1.4;

3) shal includein the SIP request, the SDS SIGNALLING PAYLOAD message in an
application/vnd.3gpp.mcdata-signalling MIME body as specified in 3GPP TS 24.282 [82] clause E.1; and

4) shall includein the SIP request, the DATA PAYLOAD message in an application/vnd.3gpp.mcdata-payl oad
MIME body as specified in 3GPP TS 24.282 [82] clause E.2.

When generating an SDS SIGNALLING PAYLOAD message as specified in clause 15.1.2, the IWF performing the
participating role:

1) shall set the Date and time | E to the current time as specified in 3GPP TS 24.282 [82] clause 15.2.8;

2) if the SDS message starts a new conversation, shall set the Conversation ID |E to a newly generated
Conversation ID value as specified in clause 15.2.9;

3) if the SDS message continues an existing unfinished conversation, shall, if available, set the Conversation ID |E
to the Conversation ID value of the existing conversation as specified in clause 15.2.9, or shall set the
Conversation ID |E to the Conversation ID value "UNKNOWN CONVERSATION" as specified in
clause 15.2.9;

4) shall set the Message ID |IE to a newly generated Message ID value as specified in clause 15.2.10;

5) if the SDS messageisin reply to apreviously received SDS message shall include the InReplyTo message ID |E
with the Message ID value:
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6)

7)

i) settothe Message ID valuein the previously received SDS message;

ii) settothe Message ID value "LMR MESSAGE ID"as specified in clause 15.2.10, with the value of octet 16
of the LMR MESSAGE ID set to the value of octet 16 of the Message ID in the previously received SDS

message; and
iii) set to the Message ID value "UNKNOWN ORIGINATING MESSAGE ID" as specified in clause 15.2.10;

if the SDS messageis for user consumption, shall not include an Application ID | E as specified in
3GPP TS 24.282 [82] clause 15.2.7 and shall not include an Extended application ID |E as specified in
3GPP TS 24.282[82] clause 15.2.24;

if the SDS message isintended for an application on the terminating M CData client, shall include;

a) an Application ID |E with a Application ID value representing the intended application as specified in
3GPP TS 24.282 [82] clause 15.2.7; or

b) an Extended application ID |E with an Extended application ID value representing the intended application
as specified in 3GPP TS 24.282 [82] clause 15.2.24;

NOTE: The vaue chosen for the Application ID valueis decided by the mission critical organisation.

8)

9)

if only adelivery disposition notification is required shall include a SDS disposition request type | E set to
"DELIVERY" as specified in 3GPP TS 24.282 [82] clause 15.2.3;

if only aread disposition notification is required shall include a SDS disposition request type |E set to "READ"
as specified in 3GPP TS 24.282 [82] clause 15.2.3; and

10)if both adelivery and read disposition notification is required shall include a SDS disposition request type | E set

to "DELIVERY AND READ" as specified in 3GPP TS 24.282 [82] clause 15.2.3.

When generating a DATA PAYLOAD message for SDS as specified in clause 15.1.4, the IWF performing the
participating role:

1)

2)

3

shall set the Number of payloads IE to the number of Payload | Es that need to be encoded, as specified in
clause 15.2.12;

if end-to-end security is required for a one-to-one communication, shall include the Security parameters and
Payload | E with security parameters as described in 3GPP TS 33.180 [ 78]. Otherwise, if end-to-end security is
not required for a one-to-one communication, shall include the Payload |E as specified in clause 15.1.4; and

for each Payload | E included:

a) if the payload istext, shall set the Payload content type as" TEXT" as specified in 3GPP TS 24.282 [82]
clause 15.2.13;

b) if the payload isbinary data, shall set the Payload content type as "BINARY" as specified in
3GPP TS 24.282 [82] clause 15.2.13;

¢) if the payload is hyperlinks, shall set the Payload content type as"HY PERLINKS" as specified in
3GPP TS 24.282 [82] clause 15.2.13;

d) if the payload islocation, shall set the Payload content type as"LOCATION" as specified in
3GPP TS 24.282 [82] clause 15.2.13;

e) if payload is enhanced status for a group, shall set the Payload content type as"ENHANCED STATUS" as
specified in 3GPP TS 24.282 [82] clause 15.2.13;

f) if payload isanative LMR message, shall set the Payload content type as"LMR MESSAGE" as specified in
clause 15.2.13; and

g) shal include the datato be sent in the Payload data.
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6.2.3 Disposition Notifications

6.2.3.1 Generating an SDS Notification
In order to generate an SDS natification, the IWF performing the participating role:
1) shall generate an SDS NOTIFICATION message as specified in clause 15.1.5; and

2) shal includein the SIP request, the SDS NOTIFICATION message in an application/vnd.3gpp.mcdata-
signalling MIME body as specified in 3GPP TS 24.282 [82] clause E.1.

When generating an SDS NOTIFICATION message as specified in clause 15.1.5, the IWF performing the participating
role:

1) if sending a delivered notification, shall set the SDS disposition notification type |E as "DELIVERED" as
specified in 3GPP TS 24.282 [82] clause 15.2.5;

2) if sending aread notification, shall set the SDS disposition natification type |E as"READ" as specified in
clause 3GPP TS 24.282 [82] 15.2.5;

3) if sending adelivered and read notification, shall set the SDS disposition notification type |E as"DELIVERED
AND READ" as specified in 3GPP TS 24.282 [82] clause 15.2.5;

4) if the SDS message could not be delivered, shall set the SDS disposition notification type | E as
"UNDELIVERED" as specified in 3GPP TS 24.282 [82] clause 15.2.5;

5) if SDS disposition notification was prevented by the LMR system, shall set the SDS disposition notification type
IE as"DISPOSITION PREVENTED BY SYSTEM" as specified in 3GPP TS 24.282 [82] clause 15.2.5;

6) shall set the Date and time | E to the current time to as specified in 3GPP TS 24.282 [82] clause 15.2.8;

7) shall set the Conversation ID to the value of the Conversation ID that was received in the SDS message as
specified in clause 15.2.9;

8) shall set the Message ID to the value of the Message ID that was received in the SDS message as specified in
clause 15.2.10;

9) if the SDS message was destined for the user, shall not include an Application ID |E (as specified in
3GPP TS 24.282 [82] clause 15.2.7) and shall not include an Extended application ID |E (as specified in
3GPP TS 24.282 [82] clause 15.2.24); and

10)if the SDS message was destined for an application, shall include:

a) an Application ID IE set to the value of the Application ID that was included in the SDS message as specified
in 3GPP TS 24.282 [82] clause 15.2.3; or

b) an Extended application ID |E set to the value of the Extended application ID that wasincluded in the SDS
message as specified in 3GPP TS 24.282 [82] clause 15.2.24.
6.2.4  Sending SIP requests and receiving SIP responses

6.2.4.1 Generating a SIP MESSAGE request towards the controlling MCData
function

This clause is referenced from other procedures.
In a SIP MESSAGE request, the IWF performing the participating role:
1) when sending SDS messages or SDS disposition notifications:

a) shall include an Accept-Contact header field containing the g.3gpp.mcdata.sds media feature tag along with
the "require" and "explicit" header field parameters according to IETF RFC 3841 [6];
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b) shall include an Accept-Contact header field with the media feature tag g.3gpp.icsi-ref containing the value
of "urn:urn-7:3gpp-service.ims.ics.mcdata.sds' along with the "require" and "explicit" header field
parameters according to IETF RFC 3841 [6]; and

¢) shal include the ICSI value "urn:urn-7:3gpp-service.ims.ics.mcdata.sds" (coded as specified in
3GPP TS 24.229[4]), in a P-Preferred-Service header field according to IETF RFC 6050 [9] in the SIP
MESSAGE request;

2) may include a P-Preferred-ldentity header field in the SIP MESSAGE request containing a public user identity
as specified in 3GPP TS 24.229 [4]; and

3) shall set the Request-URI to the public service identity of the controlling MCData function.

6.3 Server role procedures

6.3.0 Introduction

The IWF performs the MCData server role when exchanging SDS messages with M CData servers within the MC
system. The IWF does not communicate directly with MCData clients. The IWF does not support the FD service.
Clause 6.3 describes the IWF operating as a controlling and participating MCData server.

6.3.1 Distinction of requests at the IWF

6.3.1.1 SIP MESSAGE request

The IWF shall perform the role of an MCData server in distinguishing between the following SIP MESSA GE requests
for originations and terminations from 3GPP TS 24.282 [82] clause 6.3.1.1 as described below:

- SIP MESSAGE request routed to the IWF performing the terminating participating MCData role with an
Accept-Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-
serviceims.icsi.mcdata.sds’, and an ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds' in a P-Asserted-
Service header field. Such requests are known as " SIP MESSAGE request for standalone SDS for terminating
participating M CData function”;

- SIP MESSAGE request routed to IWF performing the MCData server role with an Accept-Contact header field
with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds’,
an ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds' in a P-Asserted-Service header field, and with an
application/vnd.3gpp.mcdata-signalling MIME body containing an SDS NOTIFICATION message Such
requests are known as " SIP MESSAGE request for SDS disposition notification for MCData server"; and

- SIP MESSAGE request routed to the IWF performing the controlling MCData role with an Accept-Contact
header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-
serviceims.icsi.mcdata.sds’, and an ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds' in a P-Asserted-
Service header field. Such requests are known as " SIP MESSAGE request for standalone SDS for controlling
MCData function”;

In addition, the IWF shall perform the role of an MCData server in distinguishing the following SIP MESSAGE
requests for originations and terminations:

- SIP MESSAGE request routed to the IWF performing the controlling MCData role with an Accept-Contact
header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-
serviceims.icsi.mcdata’, and an ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata’ in a P-Asserted-Service
header field. Such requests are known as " SIP MESSAGE request for Interworking Security Data for controlling
MCData function"; and

SIP MESSAGE request routed to the IWF performing the terminating participating M CData role with an
Accept-Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-
serviceims.icsi.mcdata’, and an ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata’' in a P-Asserted-Service
header field. Such requests are known as " SIP MESSAGE request for Interworking Security Data for terminating
participating M CData function”
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If aSIP MESSAGE request is received at the IWF that is not in accordance with the SIP MESSAGE requests listed
above, then the IWF shall reject the SIP MESSAGE request with a SIP 403 (Forbidden) response.

6.3.1.2 SIP INVITE request

The IWF shall perform the role of an MCData server in distinguishing between the following SIP INVITE requests for
originations and terminations from 3GPP TS 24.282 [82] clause 6.3.1.2 as described below:

- SIPINVITE request routed to the IWF performing the terminating participating M CData role with an Accept-
Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-
serviceims.icsi.mcdata.sds’, and an ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds' in a P-Asserted-
Service header field and a <request-type> element set to "one-to-one-sds’ or "group-sds’ contained in an
application/vnd.3gpp.mcdata-info+xml MIME body. Such requests are known as "SIP INVITE request for
standalone SDS over media plane for terminating participating M CData function”;

- SIPINVITE request routed to the IWF performing the controlling M CData role with an Accept-Contact header
field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-
serviceims.icsi.mcdata.sds', and an ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds' in a P-Asserted-
Service header field and a <request-type> element set to "one-to-one-sds’ or "group-sds’ contained in an
application/vnd.3gpp.mcdata-info+xml MIME body. Such requests are known as "SIP INVITE request for
controlling MCData function for standalone SDS over media plane”;

- SIPINVITE request routed to the IWF performing the terminating participating M CData role with an Accept-
Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-
serviceims.icsi.mcdata.sds’, and an ICS| value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" in a P-Asserted-
Service header field and a <request-type> element set to " one-to-one-sds-session” or " group-sds-session”
contained in an application/vnd.3gpp.mcdata-info+xml MIME body. Such requests are known as"SIP INVITE
reguest for SDS session for terminating participating M CData function"; and

- SIPINVITE request routed to the IWF performing the controlling M CData role with an Accept-Contact header
field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-
serviceims.icsi.mcdata.sds’, and an ICS| value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" in a P-Asserted-
Service header field and a <request-type> element set to " one-to-one-sds-session” or " group-sds-session”
contained in an application/vnd.3gpp.mcdata-info+xml MIME body. Such requests are known as"SIP INVITE
reguest for controlling M CData function for SDS session".

6.3.2 Sending SIP requests and receiving SIP responses

6.3.2.1 Generating a SIP MESSAGE request towards the terminating MCData client

This clause is referenced from other procedures. Refer to 3GPP TS 24.282 [82] clause 6.3.2.1.

6.3.3 Groups homed in the IWF

How information about groups homed in the IWF is stored and retrieved by the IWF is out of scope of the present
document. The proceduresto perform these actions are supported by the IWF but are not defined.

6.3.4 Void

6.3.5 Affiliation check

The IWF shall determine that the MCData user, with MCData ID, is affiliated to the MCData group, with MCData
Group ID, at the MCData client, with MCDataclient ID, if the elements, as described in clause 8.3.3.2, exist with their
expected values, as below:

1) an MCData group information entry with MCData group |D same as the M CData group ID under consideration;

2) inthe MCData group information entry found in 1, an MCData user information entry with the MCData ID same
asthe MCData ID under consideration;
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3) inthe MCData user information entry found in 2, an M CData client information entry with MCData Client ID
same as the MCData client ID under consideration; and
4) inthe MCData user information entry found in 2, an expiration time, which has not expired.

NOTE: How the IWF determines which users homed in the IWF are affiliated to the MCData group is out of
scope of the present document.

6.4 Handling of MIME bodies in a SIP message

The IWF shall support MIME bodiesin SIP requests and SIP responses according to 3GPP TS 24.282 [82] clause 6.4.

6.5 Confidentiality and Integrity Protection of sensitive XML
content

6.5.1 General

6.5.1.1 Applicability and exclusions

The proceduresin clause 6.5 apply in general to all procedures described in clause 9, clause 12 and clause 13 with the
exception that the confidentiality and integrity protection procedures for the registration and service authorisation
procedures are described in clause 7.

6.5.1.2 Performing XML content encryption

Whenever the IWF includes XML elements or attributes pertaining to the data specified in clause 4.6 in SIP requests or
SIP responses, the IWF shall perform the procedures in clause 6.5.2.3.2, with the exception that when the IWF receives
a SIP request with XML elements or attributesin an MIME body that need to be copied from the incoming SIP request
to an outgoing SIP request without modification, the IWF shall perform the procedures specified in clause 6.5.2.5.
6.5.1.3 Performing integrity protection on an XML body

The IWF shall perform the proceduresin clause 6.5.3.3.2 just prior to sending a SIP request or SIP response.
6.5.2 Confidentiality Protection

6.5.2.2 Keys used in confidentiality protection procedures

Confidentiality protection uses an XPK to encrypt the data which is an SPK as specified in clause 4.5. In the case of an
IWF as a server sending or receiving to another server this key will be an SPK. An SPK-ID is used to key the SPK. It is
assumed that before the proceduresin this clause are called, the SPK/SPK-ID are available on the sender and recipient
of the encrypted content as described in 3GPP TS 24.282 [82] clause 4.6.

The proceduresin clause 6.5.2.3 and 3GPP TS 24.282 [82] clause 6.5.2.4 are used with an XPK equal to the SPK and a
XPK-ID equal to the SPK-1D when the IWF sends confidentiality protected content to an MCData server.

6.5.2.3 Procedures for sending confidentiality protected content

6.5.2.3.2 IWF performing the role of an MCData server

If the IWF performing the role of an MCData server determines locally that it needs to confidentially protect content to
an MCData server, then sending confidentially protected content between M CData serversis enabled.

When sending confidentiality protected content, the IWF:

1) shall usethe appropriate keying information specified in clause 6.5.2.2;
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2) shall perform the proceduresin 3GPP TS 24.282 [82] clause 6.5.2.3.3 to confidentiality protect XML elements
containing the content described in clause 4.5; and

3) shall perform the proceduresin 3GPP TS 24.282 [82] clause 6.5.2.3.4 to confidentiality protect URIsin XML
attributes for URIs described in clause 4.5.

If the IWF determines locally that it does not need to confidentiality protect content sent to an MCData server, then
sending confidentiality protected content between M CData serversis disabled, and the content isincluded in XML
elements and attributes without encryption.

6.5.2.5 IWF copying received XML content

The following procedure is executed when an IWF receives a SIP request containing XML MIME bodies, where the
content needs to be copied from the incoming SIP request to the outgoing SIP request.

The IWF:

1) shall copy the XML elements from the XML MIME body of the incoming SIP request that do not contain a
<EncryptedData> XML element, to the same XML body in the outgoing SIP request;

2) for each encrypted XML element in the XML MIME body of the incoming SIP request as determined by
3GPP TS 24.282 [82] clause 6.5.2.4.1:

a) shall use the keying information described in clause 6.5.2.2 to decrypt the content within the XML element
by following the procedures specified in 3GPP TS 24.282 [82] clause 6.5.2.4.2, and shall continue with the
steps below if the encrypted XML element was successfully decrypted;

b) if confidentiality protection is enabled as specified in clause 6.5.2.3.2, then for each decrypted XML element:

i) shal re-encrypt the content within the XML element using the keying information described in
clause 6.5.2.2 and by following the procedures specified in 3GPP TS 24.282 [82] clause 6.5.2.3.3; and

ii) shall include the re-encrypted content into the same XML MIME body of the outgoing SIP request; and

c) if confidentiality protection is disabled as specified in clause 6.5.2.3.2, shall include the decrypted content in
the same XML MIME body of the outgoing SIP request; and

3) for each encrypted XML URI attribute in the XML MIME body of the incoming SIP regquest as determined by
3GPP TS 24.282 [82] clause 6.5.2.4.1:

a) shall use the keying information described in clause 6.5.2.2 to decrypt the URI value of the XML attribute by
following the procedures specified in 3GPP TS 24.282 [82] clause 6.5.2.4.3, and shall continue with the steps
below if the encrypted XML attribute val ue was successfully decrypted;

b) if confidentiality protection is enabled as specified in clause 6.5.2.3.2, then for each decrypted XML element:

i) shall re-encrypt the URI value of the XML attribute using the keying information described in
clause 6.5.2.2 and by following the procedures specified in 3GPP TS 24.282 [82] clause 6.5.2.3.4; and

ii) shall include the re-encrypted attribute value into the same XML MIME body of the outgoing SIP
request; and

c) if confidentiality protection is disabled as specified in clause 6.5.2.3.2, shall include the decrypted valuein
the same XML MIME body of the outgoing SIP request.
6.5.3 Integrity Protection of XML documents

6.5.3.2 Keys used in integrity protection procedures

Integrity protection uses an XPK to sign the datawhich isan SPK as specified in clause 4.5. In the case of an IWF asa
server sending or receiving to another server this key will be an SPK. An SPK-ID is used to key the SPK. It is assumed
that before the proceduresin clause 6.5.3.3 and 3GPP TS 24.282 [82] clauses 6.5.3.3.1, 6.5.3.3.3 and 6.5.3.4 are called,
the SPK/SPK-ID are available on the sender and recipient of the integrity protected content, as described in clause 4.5.

ETSI



3GPP TS 29.582 version 19.0.0 Release 19 24 ETSI TS 129 582 V19.0.0 (2025-10)

The procedure in clause 6.5.3.3 and 3GPP TS 24.282 [82] clause 6.5.3.4 shall be used with a XPK equal to the SPK and
aXPK-ID equal to the SPK-ID when the IWF sends integrity protected content to an M CData server

6.5.3.3 Sending integrity protected content

6.5.3.3.2 Integrity protection at the IWF
The IWF determines locally whether sending integrity protected content from the IWF to an MCData server is enabled.

When sending integrity protected content, the IWF shall use the appropriate keying information specified in
clause 6.5.3.2 and shall perform the proceduresin 3GPP TS 24.282 [82] clause 6.5.3.3.3 to integrity protect XML
MIME bodies.

NOTE: Each XML MIME body isintegrity protected separately.

6.6 Confidentiality and integrity protection of TLV messages

6.6.1 General

Signalling plane provides confidentiality and integrity protection for the M CData data signalling and MCData data
messages sent over the signalling plane. Signalling plane security also provides the authentication of MCData data

messages.

The signalling plane security is based on 3GPP M CData security solution including key management and end-to-end
protection as defined in 3GPP TS 33.180 [78].

Various keys and associated key identifiers protect the M CData data signalling and M CData data messages carried on
the signalling plane.

The MCData signalling messages sent and received by an IWF are on-network communi cations and do not include FD.
The MCData data signalling messages may be:

1. SDSSIGNALLING PAYLOAD:;

2. SDSNOTIFICATION; or

3. COMMUNICATION RELEASE.
The MCData data messages may be:

1. DATA PAYLOAD.

In an on-network M CData communication for an MCData group, if protection of MCData data messages is negotiated,
the GMK and the GMK-ID of the MCData group protect the MCData data messages sent and received by the IWF
acting on behalf of users homed in the IWF.

In an on-network one-to-one MCData communications, if protection of MCData data messages is negotiated, the PCK
and the PCK-1D protect the M CData data messages sent and received by the IWF acting on behalf of MCData clients
homed in the IWF. The IWF acts as termination point for protection of one-to-one MCData data messages that are sent
and received by the IWF acting on behalf of MCData clients homed in the IWF.

The protection of MCData communications between the user homed in the IWF and the IWF acting on behalf of the
user homed in the IWF is outside the scope of the present document.

If protection of MCData data signalling messages between the IWF and another MCData function acting in a
participating or controlling role is configured, the SPK and the SPK-ID protect the MCData data signalling messages
sent and received between the IWF and that MCData function.

The GMK and the GMK-ID are distributed to the IWF acting on behalf of users homed in the IWF using the group
document subscription and notification procedure specified in 3GPP TS 24.481 [31].

The PCK and the PCK-ID are generated by the IWF initiating the standalone SDS using signalling control plane.
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The SPK and the SPK-ID are configured in the IWF if it is acting as the participating MCData function or if it is acting
as the controlling MCData function.

The key material for creating and verifying the authentication signature (SSK, PVT and KPAK) is provisioned to the
MCData clients by the KM S as specified in 3GPP TS 33.180 [ 78].

6.6.2 Derivation of master keys for media and media control

On-network M CData services employing the media plane are not supported by the IWF.
6.6.3 Protection of MCData signalling and MCData messages

6.6.3.1 General

The MCData messages may be encrypted and integrity protected between the IWF and the M CData system. When
encryption is applied the media shall be encrypted as specified in 3GPP TS 33.180 [ 78].

Both unprotected M CData messages and M CData messages that are encypted and/or integrity protected can also be
end-to-end encrypted for interworking between an MCData client and the IWF.

NOTE: LMR endto end encryption isindependent of 3GPP encryption and is out of scope of the present
document.

7 Registration and service authorisation

7.1 Server procedures

How users homed in the IWF are registered and service authorized is out of scope of the present document.

8 Affiliation

8.1 General

Clause 8.2 describes the procedures for explicit affiliation by a user homed in the IWF.
Clause 8.3 contains the IWF procedures for handling explicit affiliation by:

- an MCDataclient to agroup homed in the IWF; and

- an IWF on behalf of auser homed in the IWF towards an M CData server owning an MCData group.
Clause 8.3 contains the IWF procedures for handling implicit affiliation by:

- an MCDataclient to agroup homed in the IWF; and

- an IWF on behalf of auser homed in the IWF towards an MCData server owning an MCData group.

The procedures for implicit affiliation in this clause are triggered at the IWF performing the participating rolein the
following circumstances:

- when generating a SIP MESSAGE request on behalf of a user homed in the IWF to initiate an MCData
emergency alert targeted to an MCData group and the user homed in the IWF is not already affiliated to that
M CData group.

The procedures for implicit affiliation in this clause are triggered at the IWF performing the controlling rolein the
following circumstances:
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- onreceipt of a SIP MESSAGE request from the participating M CData function when the MCData user initiates
an MCData emergency alert targeted to an MCData group and the MCData client is not aready affiliated to the
MCData group.

Clause 8.4 describes the coding used for explicit affiliation.

8.2 IWF performing the participating role procedures

The IWF acts on behalf of all users homed in the IWF. There are no client procedures specified in the present document
and specific client handling within the LMR system is out of scope.

8.3 Server procedures

8.3.1 General

The procedures performed by the IWF in the role of the MCData server consist of:
- procedures of the IWF performing the participating role; and

- procedures of the IWF performing the controlling role.

8.3.2 Procedures of the IWF performing the participating role

8.3.2.1 General

The procedures of the IWF serving users homed in the IWF provide:
- sending affiliation status change towards the M CData server owning an M CData group in clause 8.3.2.6;
- dfiliation status retrieval from the M CData server owning an MCData group in clause 8.3.2.7,

- authorizing affiliation status change request in negotiated mode sent to a user homed in the IWF in
clause 8.3.2.8;

- affiliation status determination in clause 8.3.2.11;

- dfiliation status change by implicit affiliation in clause 8.3.2.12;

- implicit affiliation status change completion in clause 8.3.2.13;

- implicit affiliation status change cancellation in clause 8.3.2.14; and

- autometic affiliation to configured groupsin clause 8.3.2.15.

8.3.2.2 Stored information
The IWF maintai ns information equivalent to that defined in 3GPP TS 24.282 [82] clause 8.3.2.2.

NOTE: Thevirtua data structure referenced in this clause is for information only. Implementors may choose
other means to track affiliation status for users homed in the IWF. References to the elements of this
virtual data structure are made in other clauses with the understanding that i mplementors choosing not to
use this virtual data structure will take other appropriate actions.

8.3.2.3 Receiving affiliation status change from a user homed in the IWF procedure

Any notification of the IWF by users homed in the IWF of changesin their affiliation statusis out of scope of 3GPP.

8.3.24 Receiving subscription to affiliation status procedure

Any notification of users homed in the IWF of their affiliation status is out of scope of 3GPP.
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8.3.25 Sending notification of change of affiliation status procedure

Any notification of users homed in the IWF of their affiliation statusis out of scope of 3GPP.

8.3.2.6 Sending affiliation status change towards MCData server owning MCData
group procedure

NOTE 1: Usage of one SIP PUBLISH request to carry information about change of affiliation state of several users
homed in the IWF served by the same IWF is not supported in this version of the specification.

In order:
- to send an affiliation request of a served MCData ID to ahandled MCData group ID;
- to send an de-affiliation request of a served MCData ID from a handled MCData group 1D; or

- to send an affiliation request of a served MCData ID to a handled MCData group 1D due to near expiration of the
previously published information;

the IWF performing the participating role shall generate a SIP PUBLISH request according to 3GPP TS 24.229 [4],
IETF RFC 3903 [37] and IETF RFC 3856 [51]. In the SIP PUBLISH request, the IWF performing the participating
role:

1) shal set the Request-URI to the public service identity of the controlling M CData function associated with the
handled MCData group 1D;

2) shall include an application/vnd.3gpp.mcdata-info+xml MIME body. In the application/vnd.3gpp.mcdata-
info+xml MIME body, the MCData server:

a) shal include the <mcdata-request-uri> element set to the handled MCData group ID; and
b) shall include the <mcdata-calling-user-id> element set to the served MCData ID;

3) shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mecdata”’ (coded as specified in
3GPP TS 24.229[4]), in a P-Asserted-Service header field according to IETF RFC 6050 [9];

4) if sending an affiliation request, shall set the Expires header field according to IETF RFC 3903 [37], to
4294967295;

NOTE 2: 4294967295, which is equal to 2%-1, is the highest value defined for Expires header field in
IETF RFC 3261 [24].

5) if sending ade-affiliation request, shall set the Expires header field according to IETF RFC 3903 [37] to zero;

6) shall include a P-Asserted-1dentity header field set to the public service identity of the IWF performing the role
of the MCData server according to 3GPP TS 24.229 [4];

7) shall set the current p-id to aglobally unique value;
8) shall consider an MCData user information entry such that:

a) the MCData user information entry isin the list of MCData user information entries described in
clause 8.3.2.2; and

b) the MCData ID of the MCData user information entry is equal to the served MCDatalD;
as the served M CData user information entry;
9) for each MCData group information entry such that:

a) the MCData group information entry has the "affiliating" affiliation status, the MCData group ID set to the
handled MCData group 1D, the expiration time has not expired yet and the affiliating p-id is not set;

b) the MCData group information entry isin the list of the M CData group information entries of an MCData
client information entry; and
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c) the MCDataclient information entry isin thelist of the MCData client information entries of the served
MCData user information entry;
shall set the affiliating p-id of the MCData group information entry to the current p-id; and

10) shall include an application/pidf+xml MIME body indicating per-group affiliation information constructed
according to TS 24.282 [82] clause 8.4.1. The IWF performing the role of the M CData server shall indicate all
served MCData client IDs, such that:

a) the affiliation statusis set to "affiliating" or "affiliated", and the expiration time has not expired yet in an
M CData group information entry with the MCData group 1D set to the handled M CData group;

b) the MCData group information entry isin the list of the M CData group information entries of an MCData
client information entry;

c) the MCDataclient information entry has the MCData client ID set to the served MCDataclient ID; and

d) the MCDataclient information entry isin the list of the MCData client information entries of the served
MCData user information entry.

The IWF performing the participating role shall set the <p-id> child element of the <presence> root element to
the current p-id.

The IWF performing the participating role shall not include the "expires" attribute in the <affiliation> element.
The IWF performing the participating role shall send the SIP PUBLISH request according to 3GPP TS 24.229 [4].

If timer F expires for the SIP PUBLISH request sent for a (de)affiliation request of served MCData ID to the MCData
group 1D or upon receiving a SIP 3xx, 4xx, 5xx or 6xx response to the SIP PUBLISH request, the IWF performing the
participating role;

1) shall remove each MCData group ID entry such that:
a) the MCData group information entry has the MCData group ID set to the handled M CData group 1D;

b) the MCData group information entry isin the list of the M CData group information entries of an MCData
client information entry; and

c) the MCDataclient information entry isin thelist of the MCData client information entries of the served
MCData user information entry.
8.3.2.7 Affiliation status retrieval from IWF performing the role of the MCData server
owning MCData group procedure

NOTE 1: Usage of one SIP SUBSCRIBE request to subscribe for notification about change of affiliation state of
several MCData users served by the same IWF performing the role of the MCData server is not supported
in this version of the specification.

In order to discover whether a served user homed in the IWF was successfully affiliated to a handled MCData group in
the MCData server owning the handled M CData group, the IWF performing the role of the MCData server shall
generate an initial SIP SUBSCRIBE request according to 3GPP TS 24.229 [4], IETF RFC 3856 [51], and

IETF RFC 6665 [26].

In the SIP SUBSCRIBE request, the IWF performing the role of the MCData server:

1) shall set the Request-URI to the public service identity of the controlling MCData function associated with the
handled MCDatagroup ID;

2) shall include an application/vnd.3gpp.mcdata-info+xml MIME body. In the application/vnd.3gpp.mcdata-
info+xml MIME body, the IWF performing the role of the MCData server:

a) shall include the <mcdata-request-uri> element set to the handled MCData group 1D; and

b) shall include the <mcdata-calling-user-id> element set to the served MCData ID;
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3) shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata’ (coded as specified in
3GPP TS 24.229 [4]), in a P-Asserted-Service header field according to IETF RFC 6050 [9];

4) if the IWF performing the role of the MCData server wants to receive the current status and later notification,
shall set the Expires header field according to IETF RFC 6665 [26], to 4294967295

NOTE 2: 4294967295, which is equal to 2%2-1, is the highest value defined for Expires header field in
IETF RFC 3261 [24].

5) if the IWF performing the role of the MCData server wants to fetch the current state only, shall set the Expires
header field according to IETF RFC 6665 [26], to zero;

6) shall include an Accept header field containing the application/pidf+xml MIME type; and

7) shall include an application/simple-filter+xml MIME body indicating per-user restrictions of presence event
package notification information according to 3GPP TS 24.282 [82] clause 8.4.2, indicating the served MCData
ID.

In order to re-subscribe or de-subscribe, the IWF performing the role of M CData server shall generate an in-dialog SIP
SUBSCRIBE request according to 3GPP TS 24.229 [4], IETF RFC 3856 [51], and IETF RFC 6665 [26]. In the SIP
SUBSCRIBE request, the IWF performing the role of the MCData server:

1) if the IWF performing the role of the MCData server wants to receive the current status and later notification,
shall set the Expires header field according to IETF RFC 6665 [26], to 4294967295;

NOTE 3: 4294967295, which is equal to 2%-1, is the highest value defined for Expires header field in
IETF RFC 3261 [24].

2) if the IWF performing the role of the MCData server wants to de-subscribe, shall set the Expires header field
according to IETF RFC 6665 [26], to zero; and

3) shall include an Accept header field containing the application/pidf+xml MIME type.

Upon receiving a SIP NOTIFY request according to 3GPP TS 24.229 [4], IETF RFC 3856 [51], and

IETF RFC 6665 [26], if SIP NOTIFY request contains an application/pidf+xml MIME body indicating per-group
affiliation information constructed according to 3GPP TS24.282 [82], clause 8.4.1, then the IWF performing the role of
the MCData server:

1) for each served MCData ID and served MCData client ID such that the application/pidf+xml MIME body of SIP
NOTIFY request contains:

a) a<tuple> element of the root <presence> element;

b) the"id" attribute of the <tuple> element indicating the served MCData ID;

c) an <affiliation> child element of the <status> element of the <tuple> element;

d) the"client" attribute of the <affiliation> element indicating the served MCData client ID; and
d) the"expires' attribute of the <affiliation> element indicating expiration of affiliation;
perform the following:

a) if an MCData group information entry exists such that:

i) the MCData group information entry has the "affiliating" affiliation status, the MCData group ID set to
the handled MCData group I1D, and the expiration time has not expired yet;

ii) the MCData group information entry isin the list of the M CData group information entries of an MCData
client information entry with the MCData client ID set to the served MCData client ID;

iii) the MCData client information entry isin the list of the MCData client information entries of a served
MCData user information entry with the MCData ID set to the served MCData ID; and

iv) the MCData user information entry isin the list of MCData user information entries described in
clause 8.3.2.2; and
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shall set the affiliation status of the M CData group information entry to "affiliated"; and

shall set the next publishing time of the MCData group information entry to the current time and half of the
time between the current time and the expiration of affiliation; and

2) for each MCData group information entry such that:

a) the MCData group information entry has the "affiliated" affiliation status or the "deaffiliating" affiliation
status, the M CData group ID set to the handled MCData group ID, and the expiration time has not expired
yet;

b) the MCData group information entry isin the list of the M CData group information entries of an MCData
client information entry with the MCData client ID set to aserved MCDataclient ID;

c) the MCDataclient information entry isin thelist of the MCData client information entries of the served
MCData user information entry with the MCData ID set to a served MCData ID; and

d) the MCData user information entry isin the list of MCData user information entries described in
clause 8.3.2.2; and

for which the application/pidf+xml MIME body of SIP NOTIFY request does not contain:

a) a<tuple> element of the root <presence> element;

b) the"id" attribute of the <tuple> element indicating the served MCData ID;

c) an <affiliation> child element of the <status> child element of the <tuple> element; and

d) the"client" attribute of the <affiliation> element indicating the served MCData client ID.
perform the following:

a) shall set the affiliation status of the M CData group information entry to "deaffiliated"; and
b) shall set the expiration time of the MCData group information entry to the current time; and

3) if a<p-id>element isincluded in the <presence> root element of the application/pidf+xml MIME body of the
SIPNOTIFY request, then for each MCData group information entry such that:

a) the MCData group information entry has the "affiliating" affiliation status, the MCData group ID set to the
handled MCData group 1D, the expiration time has not expired yet and with the affiliating p-id set to the
value of the <p-id> element;

b) the MCData group information entry isin the list of the M CData group information entries of an MCData
client information entry with the MCData client ID set to aserved MCDataclient ID;

c) the MCData client information entry isin the list of the M CData client information entries of the served
MCData user information entry with the MCData ID set to a served MCData ID; and

d) the MCData user information entry isin the list of MCData user information entries described in
clause 8.3.2.2; and

for which the application/pidf+xml MIME body of SIP NOTIFY request does not contain:

a) a<tuple> element of the root <presence> element;

b) the"id" attribute of the <tuple> element indicating the served MCData ID;

c) an <affiliation> child element of the <status> child element of the <tuple> element; and
d) the"client" attribute of the <affiliation> element indicating the served MCData client ID;
perform the following:

a) shall set the affiliation status of the M CData group information entry to "deaffiliated"; and

b) shall set the expiration time of the MCData group information entry to the current time.
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8.3.2.8 Procedure for authorising affiliation status change request in negotiated
mode sent to a user homed in the IWF

Authorising affiliation status change regquest in negotiated mode sent to a user homed in the IWF is not supported in the
present document.

8.3.2.9 Forwarding affiliation status change towards an MCData user procedure

The procedure for forwarding affiliation status change towards an MCData user is not supported in the present
specification.

8.3.2.10 Forwarding subscription to affiliation status towards an MCData user
procedure

The procedure for forwarding a subscription to affiliation status towards an MCData user is not supported in the present
specification.

8.3.2.11 Affiliation status determination
This clause is referenced from other procedures.

If the IWF performing the participating role needs to determine the affiliation status of an user homed in the IWF to an
MCData group, the IWF performing the participating role:

1) shal find the user information entry in the list of M CData user information entries described in clause 8.3.2.2
such that the MCData ID of the MCData user information entry is equal to the MCData ID associated with the
user homed in the IWF;

a) if the applicable MCData user information entry cannot be found, then the IWF performing the participating
role shall determine that the user homed in the IWF is not affiliated to the M CData group and skip the rest of
the steps;

2) shal find the MCData client information entry in the list of MCData client information entries of MCData user
information entry found in step 1) in which the MCData client ID matches the MCData client ID associated with
the user homed in the IWF;

a) if the applicable MCData client information entry cannot be found, then the IWF performing the participating
role shall determine that the user homed in the IWF is not affiliated to the M CData group and skip the rest of
the steps; and

3) shall find the M CData group information entry in the list of MCData group information entries of MCData client
information entry found in step 2 such that the MCData group identity matches the value of the identity of the
targeted MCData group;

a) if the applicable MCData group information entry was found in step 3) and the affiliation status of the
MCData group information entry is "affiliating” or "affiliated", shall determine that the user homed in the
IWF is affiliated to the targeted MCData group and skip the rest of the steps;

b) if the applicable MCData group information entry was found in step 3) and the affiliation status of the
MCData group information entry is"deaffiliating" or "deaffiliated", shall determine that the user homed in
the IWF is not affiliated to the targeted MCData group and skip the rest of the steps; or

¢) if the applicable MCData group information entry was not found in step 3), shall determine that the user
homed in the IWF is not affiliated to the targeted M CData group.

8.3.2.12 Affiliation status change by implicit affiliation
This clause is referenced from other procedures.

Upon determining that implicit affiliation of auser homed in the IWF is required to an MCData group, the IWF
performing the participating role:
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1)
2)
3)
4)

5)

6)

7)

8)

9)

shall determine the MCData client ID of the user homed in the IWF;

shall determine the MCData group 1D to which the user homed in the IWF is to be affiliated,;
shall determine the MCData | D associated with the user homed in the IWF;

shall consider an M CData user information entry such that:

a) the MCData user information entry isin the list of MCData user information entries described in
clause 8.3.2.2;

b) the MCData ID of the MCData user information entry is equal to the MCData ID determined in step 3;
as the served M CData user information entry;
shall consider an M CData client information entry such that:

a) the MCDataclient information entry isinthelist of MCData client information entries of the served MCData
user information entry; and

b) the MCDataclient ID of the MCData client information entry is equal to the served MCData client ID;
as the served MCData client information entry;

shall consider a copy of thelist of the MCData group information entries of the served MCData client
information entry as the served list of the M CData group information entries,

shall construct the candidate list of the MCData group information entries as follows:

a) for each MCData group ID which has an MCData group information entry in the served list of the MCData
group information entries shall copy the MCData group information entry into anew M CData group
information entry of the candidate list of the M CData group information entries; and

b) if the determined MCData group ID does not have an MCData group information entry in the served list of
the MCData group information entries or has an M CData group information entry in the served list of the
MCData group information entries, such that the expiration time of the MCData group information entry has
aready expired:

i) shall add anew MCData group information entry in the candidate list of the M CData group information
list for the determined MCData group I1D;

ii) shall set the affiliation status of the new M CData group information entry to the "affiliating" state; and

iii) shall set the expiration time of the new M CData group information entry to the current time increased
with the candidate expiration interval;

determine the candidate number of M CData group I Ds as the number of different M CData group 1Ds which have
an MCData group information entry:

a) inthe candidate list of the MCData group information entries; or
b) inthelist of the MCData group information entries of an MCData client information entry such that:

i) the MCData client information entry isin the list of the MCData client information entries of the served
MCData user information entry; and

ii) the MCDataclient ID of the MCData client information entry is not equal to the served MCData client
ID;

with the affiliation status set to the "affiliating” state or the "affiliated” state and with the expiration time which
has not expired yet; and

if the candidate number of M CData group IDsis bigger than a maximum limit associated by the IWF to the user
homed in the IWF, shall, based on MCData service provider policy, reduce the candidate MCData group IDs to
that maximum value;
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10)if the determined MCData group ID cannot be added to the the candidate list of the MCData group information
entries due to exceeding the maximum limit associated with the user homed in the IWF, shall discard the
candidate list of the MCData group information entries and skip the remaining steps of the current procedure;
and

11)shall replace the list of the M CData group information entries stored in the served MCData client information
entry with the candidate list of the MCData group information entries.
8.3.2.13 Implicit affiliation status change completion
This clause is referenced from other procedures.

If the IWF performing the participating role has received a SIP 2xx response from the controlling M CData function to a
SIP request that had triggered performing the procedures of clause 8.3.2.12, the IWF performing the participating role:

1) shall set the affiliation status of the M CData group information entry added to the candidate list of the MCData
group information entries by the procedures of clause 8.3.2.12 to "affiliated".
8.3.2.14 Implicit affiliation status change cancellation
This clause is referenced from other procedures.

If the IWF performing the participating role receives a SIP 4xx, 5xx or 6xx response from the controlling MCData
function for an implicit affiliation status change operation, the IWF performing the participating role:

1) shall remove the MCData group 1D entry added by the procedures of clause 8.3.2.12 such that:

a) the MCData group information entry has the MCData group ID set to the MCData group 1D of the MCData
group associated with the received SIP 4xx, 5xx, or 6xx response;

b) the MCData group information entry isin the list of the MCData group information entries of an MCData
client information entry containing the MCData client ID determined in the execution of the procedure in
clause 8.3.2.12; and

¢) the MCData client information entry isin the list of the M CData client information entries of the MCData
user information entry containing the MCData I D associated with the user homed in the IWF.

8.3.2.15 Automatic affiliation to configured groups procedure
This clause is referenced from other procedures.

When the IWF performing the participating role determines that automatic affiliation of a user homed in the IWF to
configured groupsis needed, the IWF shall perform the procedures specified in clause 8.3.2.6 for the served MCData
ID and each configured MCData group ID.

8.3.3 Procedures of the IWF performing the controlling role

8.3.3.1 General

The procedures of the IWF performing the controlling role consist of:
- receiving group affiliation status change procedure;
- receiving subscription to affiliation status procedure;
- sending notification of change of affiliation status procedure;
- implicit affiliation eligibility check procedure; and

- affiliation status change by implicit affiliation procedure.
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8.3.3.2 Stored information

The IWF maintains information equivalent to that defined in 3GPP TS 24.282 [82], clause 8.3.3.2.

NOTE: Thevirtua data structure referenced in this clauseis for information only. Implementors can choose other

means to track affiliation status for users homed in the IWF. References to the elements of this virtua
data structure are made in other clauses with the understanding that implementors choosing not to use this
virtual data structure will take other appropriate actions.

8.3.3.3 Receiving group affiliation status change procedure

Upon receiving a SIP PUBLISH request such that:

1)

2)

3)

4)
5)

Request-URI of the SIP PUBLISH request contains the public service identity of the IWF performing the
controlling role associated with the served M CData group;

the SIP PUBLISH request contains an application/vnd.3gpp.mcdata-info+xml MIME body containing the
<mcdata-request-uri> element and the <mcdata-calling-user-identity> element;

the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata" (coded as specified in 3GPP TS 24.229 [4]), in aP-
Asserted-Service header field according to IETF RFC 6050 [9];

the Event header field of the SIP PUBLISH request contains the "presence” event type; and

SIP PUBLISH request contains an application/pidf+xml MIME body indicating per-group affiliation information
constructed according to clause 8.4.1;

then the IWF performing the controlling role:

1)

2)

3)

4)

5)

6)

7)

8)

9)

shall identify the served MCData group ID in the <mcdata-request-uri> element of the
application/vnd.3gpp.mcdate-info+xml MIME body of the SIP PUBLISH request;

shall identify the handled MCData ID in the <mcdata-calling-user-identity> element of the
application/vnd.3gpp.mcdata-info+xml MIME body of the SIP PUBLISH request;

if the Expires header field of the SIP PUBLISH request is not included or has nonzero value lower than
4294967295, shall send a SIP 423 (Interval Too Brief) response to the SIP PUBLISH request, where the SIP 423
(Interval Too Brief) response contains a Min-Expires header field set to 4294967295, and shall not continue with
the rest of the steps;

if an MCData group for the served MCData group ID is not available to the IWF performing the controlling role,
shall reject the SIP PUBLISH request with SIP 403 (Forbidden) response to the SIP PUBLISH request according
to 3GPP TS 24.229 [4], IETF RFC 3903 [37] and IETF RFC 3856 [51] and skip the rest of the steps;

if the handled MCData ID is not a member of the M CData group identified by the served MCData group ID,
shall reject the SIP PUBLISH request with SIP 403 (Forbidden) response to the SIP PUBLISH request according
to 3GPP TS 24.229 [4], IETF RFC 3903 [37] and IETF RFC 3856 [51] and skip the rest of the steps;

shall respond with SIP 200 (OK) response to the SIP PUBLISH request according to 3GPP TS 24.229 [4],
IETF RFC 3903 [37]. In the SIP 200 (OK) response, the IWF performing the controlling role:

a) shall set the Expires header field according to IETF RFC 3903 [37], to the selected expiration time;

if the "entity" attribute of the <presence> element of the application/pidf+xml MIME body of the SIP PUBLISH
reguest is different than the served MCData group ID, shall not continue with the rest of the steps;

if the handled MCData ID is different from the MCData ID in the"id" attribute of the <tuple> element of the
<presence> root element of the application/pidf+xml MIME body of the SIP PUBLISH request, shall not
continue with the rest of the steps;

shall consider an M CData group information entry such that:

a) the MCData group information entry isin the list of MCData group information entries described in
clause 8.3.3.2; and
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b) the MCData group ID of the MCData group information entry is equal to the served MCData group ID;
as the served MCData group information entry;

10)if the selected expiration time is zero:
a) shall remove the MCData user information entry such that:

i) the MCData user information entry isin the list of the MCData user information entries of the served
MCData group information entry; and

ii) the MCData user information entry has the MCData | D set to the served MCData ID;
11)if the selected expiration time is not zero:
a) shall consider an MCData user information entry such that:

i) the MCDatauser information entry isin thelist of the MCData user information entries of the served
M CData group information entry; and

ii) the MCData ID of the MCData user information entry is equal to the handled MCData ID;
as the served MCData user information entry;
b) if the MCData user information entry does not exist:

i) shal insert an MCData user information entry with the MCData ID set to the handled MCData ID into the
list of the MCData user information entries of the served M CData group information entry; and

ii) shall consider the inserted MCData user information entry as the served M CData user information entry;
and

c) shall set the following information in the served MCData user information entry:

i) setthe MCDataclient ID list according to the "client”" attributes of the <affiliation> elements of the
<status> element of the <tuple> element of the <presence> root element of the application/pidf+xml
MIME body of the SIP PUBLISH request; and

ii) set the expiration time according to the selected expiration time;

12)shall identify the handled p-id in the <p-id> child element of the <presence> root element of the
application/pidf+xml MIME body of the SIP PUBLISH request; and

13) shall perform the procedures specified in clause 8.3.3.5 for the served MCData group ID.

8.3.34 Receiving subscription to affiliation status procedure

NOTE: Usage of one SIP SUBSCRIBE request to subscribe for notification about change of affiliation state of
several MCData users served by the same M CData server is not supported in this version of the
specification.

Upon receiving a SIP SUBSCRIBE request such that:

1) Request-URI of the SIP SUBSCRIBE request contains the public service identity of the IWF performing the
controlling role associated with the served M CData group;

2) the SIP SUBSCRIBE request contains an application/vnd.3gpp.mcdata-info+xml MIME body containing
the<mcdata-reguest-uri> element and the <mcdata-calling-user-identity> element;

3) thelCSl vaue "urn:urn-7:3gpp-service.ims.icsi.mcdata” (coded as specified in 3GPP TS 24.229 [4]), in aP-
Asserted-Service header field according to IETF RFC 6050 [9];

4) the Event header field of the SIP SUBSCRIBE request contains the "presence” event type; and

5) the SIP SUBSCRIBE request contains an application/simple-filter+xml MIME body indicating per-user
restrictions of presence event package notification information according to clause 8.4.2 indicating the same
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MCData ID asin the <mcdata-calling-user-identity> element of the application/vnd.3gpp.mcdata-info+xml
MIME body of the SIP SUBSCRIBE request;

then the IWF performing the controlling role:

1)

2)

3)

4)

5)

6)

shall identify the served MCData group 1D in the <mcdata-request-uri> element of the
application/vnd.3gpp.mcdata-info+xml MIME body of the SIP SUBSCRIBE request;

shall identify the handled MCData ID in the <mcdata-calling-user-identity> element of the
application/vnd.3gpp.mcdata-info+xml MIME body of the SIP SUBSCRIBE request;

if the Expires header field of the SIP SUBSCRIBE request is not included or has nonzero value lower than
4294967295, shall send a SIP 423 (Interval Too Brief) response to the SIP SUBSCRIBE request, where the SIP
423 (Interval Too Brief) response contains a Min-Expires header field set to 4294967295, and shall not continue
with the rest of the steps;

if an MCData group for the served MCData group ID is not available to the IWF performing the controlling role,
shall reject the SIP SUBSCRIBE request with SIP 403 (Forbidden) response to the SIP SUBSCRIBE request
according to 3GPP TS 24.229 [4], IETF RFC 3903 [37] and IETF RFC 3856 [51] and skip the rest of the steps,

if the handled MCData ID is not a member of the MCData group identified by the served MCData group ID,
shall reject the SIP SUBSCRIBE request with SIP 403 (Forbidden) response to the SIP SUBSCRIBE request
according to 3GPP TS 24.229 [4], IETF RFC 3903 [37] and IETF RFC 3856 [51] and skip the rest of the steps;
and

shall generate a SIP 200 (OK) response to the SIP SUBSCRIBE request according to 3GPP TS 24.229 [4],
IETF RFC 6665 [26].

For the duration of the subscription, the IWF shall notify subscriber about changes of the information of the served
MCData ID, as described in clause 8.3.3.5.

8.3.35 Sending notification of change of affiliation status procedure

In order to notify the subscriber identified by the handled MCData I D about changes of the affiliation status of the
served MCData group ID, the IWF:

1)

2)

3)

shall consider an M CData group information entry such that:

a) the MCDatagroup information entry isin the list of MCData group information entries described in
clause 8.3.3.2; and

b) the MCData group ID of the MCData group information entry is equal to the served MCData group ID;
shall consider an M CData user information entry such:

a) the MCData user information entry isin thelist of the MCData user information entries of the served
MCData group information entry; and

b) the MCData ID of the MCData user information entry is equal to the handled MCData ID;
asthe served MCData user information entry;

shall generate an application/pidf+xml MIME body indicating per-group affiliation information according to
clause 8.4.1 and the served list of the served MCData user information entry of the MCData group information
entry with following clarifications:

a) thelWF shall include the "expires" attribute in the <affiliation> element; and

b) if thisprocedure isinvoked by procedure in clause 8.3.3.3 where the handled p-id was identified, the IWF
shall set the <p-id> child element of the <presence> root element of the application/pidf+xml MIME body of
the SIP NOTIFY request to the handled p-id value; and

4) send aSIP NOTIFY request according to 3GPP TS 24.229 [4], and IETF RFC 6665 [26] for the subscription created
in clause 8.3.3.4. In the SIP NOTIFY request, the IWF shall include the generated application/pidf+xml MIME body
indicating per-group affiliation information.
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8.3.3.6 Implicit affiliation eligibility check procedure
This clause is referenced from other procedures.

Upon receiving a SIP request for an MCData group that the MCData user is not currently affiliated to and that requires
the IWF performing the controlling role to check on the eligibility of the M CData user to be implicitly affiliated to the
M CData group, the IWF performing the controlling role:

1) shall identify the served MCData group ID in the <mcdata-request-uri> element of the
application/vnd.3gpp.mcdate-info+xml MIME body of the SIP request;

2) shall identify the handled MCData I D in the <mcdata-calling-user-identity> element of the
application/vnd.3gpp.mcdate-info+xml MIME body of the SIP request;

3) if an MCData group for the served MCData group 1D is not available to the IWF performing the controlling role,
shall consider the MCData user to be ineligible for implicit affiliation and skip the rest of the steps;

4) if the handled MCDataID is not a member of the MCData group identified by the served MCData group ID,
shall consider the MCData user to be ineligible for implicit affiliation and skip the rest of the steps;

5) if thereisno MCData group information entry in the list of MCData group information entries described in
clause 8.3.3.2 with an MCData group identity matching the served M CData group D, then shall consider the
MCData user to be ingligible for implicit affiliation and skip the rest of the steps; or

6) shall consider the MCData user to be eligible for implicit affiliation.

8.3.3.7 Affiliation status change by implicit affiliation procedure
This clause is referenced from other procedures.

Upon receiving a SIP request for an MCData group that the MCData user is not currently affiliated to and that requires
the IWF performing the controlling role to perform an implicit affiliation to, the IWF performing the controlling role:

1) shall identify the served MCData group ID in the <mcdata-regquest-uri> element of the
application/vnd.3gpp.mcdata-info+xml MIME body of the SIP request;

2) shall identify the handled MCData I D in the <mcdata-calling-user-identity> element of the
application/vnd.3gpp.mcdate-info+xml MIME body of the SIP request;

3) shall consider an MCData group information entry such that:

a) the MCData group information entry isin the list of MCData group information entries described in
clause 8.3.3.2; and

b) the MCData group ID of the MCData group information entry is equal to the served MCData group ID;
as the served MCData group information entry;
4) shall consider an MCData user information entry such that:

a) the MCData user information entry isin the list of the MCData user information entries of the served
MCData group information entry; and

b) the MCData ID of the MCData user information entry is equal to the handled MCDatalD;
as the served M CData user information entry;
c) if the MCData user information entry does not exist;

i) shal insert an MCData user information entry with the MCData ID set to the handled MCData ID into the
list of the MCData user information entries of the served M CData group information entry; and

ii) shall consider the inserted MCData user information entry as the served M CData user information entry;
and

d) shall make the following modifications in the served MCData user information entry:
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i) addthe MCDataclient ID derived from the received SIP reguest to the MCDataclient ID list if not
already present; and
ii) set the expiration time as determined by local policy; and

5) shall perform the procedures specified in clause 8.3.3.5 for the served MCData group ID.

8.4 Coding

The IWF shall support the coding specified in 3GPP TS 24.282 [82] clause 8.4.

9 IWF Short Data Service (SDS)

9.1 General

The group administrator can disable the SDS service on a MCData group by setting the <mcdata-allow-short-data-
service> element under the <list-service> element, in the group document as defined in 3GPP TS 24.481 [31], to
"false".

If the <mcdata-all ow-short-data-service> element under the <list-service> element, in the group document, is set to
"false" for an MCData group:

- an IWF shal not send an SDS to the said MCData group; and

- an IWF performing the terminating M CData controlling role shall reject arequest to send SDSto the said
MCData group.

9.2 On-network SDS

9.2.1 General

On-network SDS employing the media plane is not supported by the IWF in the present document.
9.2.2 Standalone SDS using signalling control plane

9.22.1 General
The procedures in the subsequent clauses of clause 9.2.2 are used by the IWF to send or receive:
- aone-to-one standalone SDS message using the signalling control plane; or

- agroup standalone SDS message using the signalling control plane.
9.2.2.2 Procedures used by the IWF for users homed in the IWF

9.2221 Originating procedures

The IWF shall generate a SIP MESSAGE request in accordance with 3GPP TS 24.229 [4] and IETF RFC 3428 [33]
with the clarifications given below.

The IWF:
1) if aone-to-one standalone SDS message is to be sent, shall insert in the SIP MESSAGE request:

a) an application/resource-liststxml MIME body with the MCData ID of the target MCData user, according to
rules and procedures of IETF RFC 4826 [89];
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b) an application/vnd.3gpp.mcdata-info+xml MIME body with a <request-type> element set to a value of "one-
to-one-sds’; and

¢) if end-to-end security isrequired and the security context does not exist or if the existing security context has
expired, an application/mikey MIME body with the MIKEY -SAKKE | _MESSAGE as specified in
3GPP TS 33.180 [78]. The IWF:

i) if necessary, shall determine keying material from the key management server;
NOTE: How the IWF obtains the keying material is out of scope of the present document.
ii) shall use the keying material to generate a PCK as described in 3GPP TS 33.180 [78];

iii) shall usethe PCK to generate a PCK-ID with the four most significant bits set to "0001" to indicate that
the purpose of the PCK isto protect one-to-one communications and with the remaining twenty eight bits
being randomly generated as described in 3GPP TS 33.180 [78];

iv) shall encrypt the PCK to a UID associated to the MCData client using the MCData ID of the invited user
and atime related parameter as described in 3GPP TS 33.180 [78];

v) shall generate aMIKEY-SAKKE |_MESSAGE using the encapsulated PCK and PCK-ID as specified in
3GPPTS33.180[78];

vi) shall add the MCData I D associated with the originating user homed in the IWF to the initiator field
(IDRi) of thel_MESSAGE as described in 3GPP TS 33.180 [ 78];

vii)shall sign the MIKEY -SAKKE I_MESSAGE using the originating signing key determined by the IWF
performing the role of an MCData server provided in the keying material together with atime related
parameter; and

viii)  shall include the MIKEY -SAKKE |_MESSAGE in an application/mikey MIME body as specified in
3GPPTS33.180[78];

2) if agroup standalone SDS message is to be sent:
a) shall insert in the SIP MESSAGE request an application/vnd.3gpp.mcdata-info+xml MIME body with:
i) the <request-type> element set to a value of "group-sds’;
ii) the <mcdata-request-uri> element set to the MCData group identity; and

iii) the <mcdata-client-id> element set to the MCData client ID associated with the originating user homed in
the IWF; and

3) shall generate a standalone SDS message as specified in clause 6.2.2.1.

9.2.2.2.2 Terminating procedures

Upon receipt of an SDS intended for a user homed in the IWF, the IWF processes the message according to the
proceduresin clause 9.2.2.3.2.

9.2.2.3 IWF performing the participating MCData function procedures

9.2.231 Originating participating MCData function procedures
If the IWF acting in a participating MCData role determines that it needs to send an SDS message:
1) shall determine the MCData ID of the originating user;

2) shall determine the public service identity of the controlling MCData function associated with the requested SDS
message:

a) if the SDS message to be sent isagroup SDS message the public service identity isthat of the controlling
M CData function associated with the M CData group identity of the destination group; or
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b) if the SDS message to be sent is a one-to-one SDS message the public service identity isthat of the
controlling MCData function hosting the one-to-one standal one SDS service for the calling user;

NOTE 1: How the IWF determines the public service identity of the controlling MCData function is out of scope of

3)

4)

the present document.

if unable to identify the controlling MCData function for standalone SDS shall complete any further actions to
notify the user homed in the IWF, and shall not continue with any of the remaining steps;

shall ensure that the payload size of the message is not larger than a configured value compatible with the
MCData service;

NOTE 2: Theterm "payload size" refers to the "Length of Payload contents' of the payload |E of the DATA

PAY LOAD message transported in the SIP MESSAGE request, minus 1 (to account for the added
"Payload content type" field).

NOTE 3: The configured value for maximum payload size should not be larger than the value contained in the

5)
6)

7)
8)

9)

<max-payload-size-sds-cplane-bytes> element in the MCData service configuration document as
specified in 3GPP TS 24.484 [50]. How the IWF determines the value to configure is out of scope of the
present document.

shall generate a SIP MESSAGE request in accordance with 3GPP TS 24.229 [4] and IETF RFC 3428 [33];

shall set the Request-URI of the outgoing SIP MESSAGE request to the public service identity of the controlling
MCData function as determined by step 2) in this clause;

shall include MIME bodies in to the outgoing SIP MESSAGE request according to clause 9.2.2.2.1;

shall include the MCData ID of the originating user in the <mcdata-calling-user-identity> element of the
application/vnd.3gpp.mcdate-info+xml MIME body of the outgoing SIP MESSAGE request;

shall include the ICSI value "urn;urn-7:3gpp-service.ims.icsi.mcdata.sds’ (coded as specified in
3GPP TS 24.229 [4]), into the P-Asserted-Service header field of the outgoing SIP MESSAGE request;

10) shall set the P-Asserted-Identity in the outgoing SIP MESSAGE request to the public service identity of the

IWF; and

11)shall send the SIP MESSAGE request as specified in 3GPP TS 24.229 [4].

Upon receipt of a SIP response in response to the SIP MESSAGE request in step 11) the IWF completes any further
actions needed to handle the response — e.g. notify the user homed in the IWF.

9.2.2.3.2 IWF performing the terminating participating MCData role procedures

Upon receipt of a"SIP MESSAGE request for standalone SDS for terminating participating M CData function”, the
IWF performing the participating role:

1)

2)

3)

4)

if unable to process the request due to alack of resources or arisk of congestion exists, may reject the SIP
MESSAGE request with a SIP 500 (Server Internal Error) response. The IWF may include a Retry-After header
field to the SIP 500 (Server Internal Error) response as specified in IETF RFC 3261 [24] and skip the rest of the
steps;

shall use the MCData ID present in the <mcdata-request-uri> element of the application/vnd.3gpp.mcdata-
info+xml MIME body of the incoming SIP MESSAGE request to identify the user homed in the IWF;

if the user homed in the IWF does not exist, then the participating IWF may reject the SIP MESSAGE request
with a SIP 404 (Not Found) response, and shall skip the remaining steps;

if the SIP MESSAGE request contains an application/mikey MIME body containing a MIKEY -SAKKE
|_MESSAGE and decryption of the content of the MIME body isto occur at the IWF, then the IWF:

a) shall extract the MCData D of the originating MCData user from the initiator field (IDRi) of the
|_MESSAGE as described in 3GPP TS 33.180 [ 78];

b) shall convert the MCData ID to a UID as described in 3GPP TS 33.180 [78];
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¢) shall usethe UID to validate the signature of the MIKEY -SAKKE | _MESSAGE as described in
3GPP TS 33.180[78];

d) if authentication verification of the MIKEY -SAKKE |_MESSAGE fails, shall reject the SIP MESSAGE
request with a SIP 606 (Not Acceptable) response, and include warning text set to "136 authentication of the
MIKEY-SAKKE |_MESSAGE failed" in aWarning header field as specified in clause 4.7 and not continue
with rest of the stepsin this clause; and

e) if the signature of the MIKEY -SAKKE | _MESSAGE was successfully validated:

i) shal extract and decrypt the encapsulated PCK using the terminating user's (KM S provisioned) UID key
as described in 3GPP TS 33.180 [ 78]; and

ii) shall extract the PCK-ID, from the payload as specified in 3GPP TS 33.180[78]; and

NOTE: Any trans-encryption between the IWF and the user homed in the IWF is out of scope of the present
document.

5) takesany further steps necessary to handle the message — e.g. notify the user homed in the IWF.

If the IWF determines that a SIP 200 (OK) response shall be sent on behalf of a user homed in the IWF in response to
the SIP message request, the IWF shall send a SIP 200 (OK) response to the controlling M CData function according to
3GPPTS24.229 [4].

If the IWF determines that a SIP 4xx, 5xx or 6xx response shall be sent on behalf of a user homed in the IWF in
response to the SIP message request, the IWF shall send said SIP 4xx, 5xx or 6xx response to the controlling MCData
function according to 3GPP TS 24.229 [4].

1) shall determine which Warning header field(s) to place in the SIP response; and
2) shall send the SIP response to the controlling M CData function according to 3GPP TS 24.229 [4].

9.224 Controlling IWF MCData procedures

9.224.1 Originating controlling IWF procedures

This clause describes the procedures for sending a SIP MESSAGE from the IWF performing the controlling role and is
initiated by the IWF performing the role of a controlling MCData function as aresult of an action in clause 9.2.2.4.2 or
upon the determination by the IWF performing the controlling role that a SIP MESSAGE is to be sent on behalf of a
user homed in the IWF.

The controlling M CData function:
1) shall generate a SIP MESSAGE request in accordance with 3GPP TS 24.229 [4] and IETF RFC 3428 [33];

2) shall include an Accept-Contact header field containing the g.3gpp.mcdata.sds media feature tag along with the
"require” and "explicit" header field parameters according to IETF RFC 3841 [6] in the outgoing SIP MESSAGE
request;

3) shall include an Accept-Contact header field with the media feature tag g.3gpp.icsi-ref with the value of
"urn:urn-7:3gpp-service.ims.ics.mcdata.sds" along with parameters "require” and "explicit" according to
IETF RFC 3841 [6] in the outgoing SIP MESSAGE request;

4) if the SIP MESSAGE isto be sent as the result of receiving a SIP MESSAGE originated by an MCData client,
shall copy the following MIME bodies in the received SIP MESSAGE request into the outgoing SIP MESSAGE
request by following the guidelinesin clause 6.4; otherwise, if the SIP MESSAGE is to be sent on behalf of a
user homed in the IWF, shall create the following MIME bodies in the outgoing SIP MESSAGE request by
following the guidelinesin clause 306.4 and the proceduresin clause 9.2.2.2.1:

a) application/vnd.3gpp.mcdata-info+xml MIME body;
b) application/vnd.3gpp.mcdata-signalling MIME body; and
c) application/vnd.3gpp.mcdata-payload MIME body
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5)

6)

7)

8)
9)

in the application/vnd.3gpp.mcdata-info+xml MIME body:
a) shall set the <mcdata-request-uri> element set to the MCData ID of the terminating user; and

b) if the SIP MESSAGE isto be sent as the result of receiving a SIP MESSAGE originated by an MCData
client, then if the <request-type> element in the application/vnd.3gpp.mcdata-info+xml MIME body of the
incoming SIP MESSAGE request was set to avalue of "group-sds’, or if the SIP MESSAGE isto be sent on
behalf of a user homed in the IWF and the IWF performing the controlling role determines that the outgoing
SIP MESSAGE is associated with a group,

i) shall set the <mcdata-calling-group-id> element to the group identity;

shall set the Request-URI to the public service identity of the terminating participating MCData function
associated to the MCData user to beinvited;

shall insert its own public service identity into the P-Asserted-ldentity header field of the outgoing SIP
MESSAGE request;

shall include a P-Asserted-Service header field with the value "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds'; and
shall send the SIP MESSAGE request according to according to rules and procedures of 3GPP TS 24.229 [4].

9.2.24.2 Terminating controlling MCData function procedures

Upon receipt of a"SIP MESSAGE request for standalone SDS for controlling M CData function™, the IWF performing
the controlling role:

1)

2)

3)

4)

if unable to process the request due to a lack of resources or arisk of congestion exists, may reject the SIP
MESSAGE request with a SIP 500 (Server Internal Error) response. The IWF performing the controlling role
may include a Retry-After header field to the SIP 500 (Server Internal Error) response as specified in

IETF RFC 3261 [24]. Otherwise, continue with the rest of the steps,

if the SIP MESSAGE does not contain:

a) an application/vnd.3gpp.mcdata-info+xml MIME body;

b) an application/vnd.3gpp.mcdata-signalling MIME body; and
¢) an application/vnd.3gpp.mcdata-payload MIME body;

shall reject the SIP MESSAGE request with a SIP 403 (Forbidden) response, with warning text set to "199
expected MIME bodies not in the request” in a Warning header field as specified in clause 4.7, and shall not
continue with the rest of the stepsin this clause;

shall decode the contents of the application/vnd.3gpp.mcdata-signalling MIME body contained in the SIP
MESSAGE;

if the application/vnd.3gpp.mcdata-signalling MIME body contains a SDS SIGNALLING PAYLOAD message
with a SDS disposition request type IE, shall store the value of the Conversation ID |E and the value of the
Message ID IE inthe SDS SIGNALLING PAYLOAD message;

NOTE: The IWF performing the controlling role uses the Conversation ID and Message ID for correlation with

5)

disposition notifications.

if the <request-type> element in the application/vnd.3gpp.mcdata-info+xml MIME body of the SIP MESSAGE
request is set to avalue of "one-to-one-sds" and:

a) theconditionsin clause 11.1 indicate that the MCData user is not allowed to send SDS communications due
to message size as determined by step 3) of clause 11.1, shall reject the SIP MESSAGE request with a SIP
403 (Forbidden) response to the SIP MESSAGE request, with warning text set to "218 user not authorised for
one-to-one SDS communications due to message size" in a Warning header field as specified in clause 4.7,
and shall not continue with the rest of the stepsin this clause; and

b) the SIP MESSAGE request:
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i) does not contain an application/resource-lists MIME body or contains an application/resource-listss MIME
body with more than one <entry> element, shall return a SIP 403 (Forbidden) response with the warning
text set to "204 unable to determine targeted user for one-to-one SDS' in a Warning header field as
specified in clause 4.7, and skip the rest of the steps below; and

ii) contains an application/resource-lists MIME body with exactly one <entry> element, shall send a SIP
MESSAGE request to the MCData user identified in the <entry> element of the MIME body, as specified
inclause 9.2.2.4.1, or if the MCData user identified in the <entry> element of the MIME body indicates a
user homed in the IWF, the processes used by IWF performing the controlling role to handle the
incoming SIP MESSAGE request are out of scope;

6) if the <request-type> element in the application/vnd.3gpp.mcdata-info+xml MIME body of the SIP MESSAGE
request is set to avalue of "group-sds”:

a)

b)

<)

d)

€)

f)

9)

shall retrieve the group document associated with the group identity in the SIP MESSAGE request by
following the procedures in clause 6.3.3, and shall continue with the remaining stepsif the proceduresin
clause 6.3.3 were successful;

if the <on-network-disabled> element is present in the group document, shall send a SIP 403 (Forbidden)
response with the warning text set to "115 group is disabled" in a Warning header field as specified in
clause 4.7 and shall not continue with the rest of the steps;

if the <entry> element of the <list> element of the <list-service> element in the group document does not
contain an <mcdata-mcdata-id> element with a"uri" attribute matching the MCData ID of the originating
user contained in the <mcdata-calling-user-identity> element of the application/vnd.3gpp.mcdata-info+xml
MIME body in the SIP MESSAGE request, shall send a SIP 403 (Forbidden) response with the warning text
set to "116 user is not part of the MCData group” in a Warning header field as specified in clause 4.7 and
shall not continue with the rest of the steps;

if the <list-service> element contains a <mcdata-all ow-short-data-service> element in the group document set
to avalue of "false", shall send a SIP 403 (Forbidden) response with the warning text set to 206 short data
service not allowed for this group” in a Warning header field as specified in clause 4.7 and shall not continue
with the rest of the steps;

if the <supported-services> element is not present in the group document or is present and contains a
<service> element containing an "enabler" attribute which is not set to the value "urn:urn-7:3gpp-
service.ims.icsi.mcdata.sds', shall send a SIP 488 (Not Acceptable) response with the warning text set to
"207 SDS services not supported for this group” in a Warning header field as specified in clause 4.7 and shall
not continue with the rest of the steps;

if the group SDS proceduresin clause 11.1 indicate that the user identified by the MCData ID:

i) isnot allowed to send group M CData communications on this group identity as determined by step 2) of
clause 11.1, shall reject the SIP MESSAGE request with a SIP 403 (Forbidden) response, with warning
text set to "201 user not authorised to transmit data on this group identity" in a Warning header field as
specified in clause 4.7, and shall not continue with the rest of the stepsin this clause;

ii) isnot allowed to send group MCData communications on this group identity due to exceeding the
maximum amount of data that can be sent in asingle request as determined by step 8) of clause 11.1, shall
reject the SIP MESSAGE request with a SIP 403 (Forbidden) response to the SIP MESSAGE request,
with warning text set to "208 user not authorised for MCData communications on this group identity due
to exceeding the maximum amount of data that can be sent in asingle request” in a Warning header field
as specified in clause 4.7, and shall not continue with the rest of the stepsin this clause; and

iii) is not allowed to send SDS communications on this group identity due to message size as determined by
step 5) of clause 11.1, shall reject the SIP MESSAGE request with a SIP 403 (Forbidden) response to the
SIP MESSAGE request, with warning text set to "217 user not authorised for SDS communications on
this group identity due to message size" in a Warning header field as specified in clause 4.7, and shall not
continue with the rest of the stepsin this clause;

the originating user identified by the MCData ID is not affiliated to the group identity contained in the SIP
MESSAGE request, as specified in clause 6.3.5, shall return a SIP 403 (Forbidden) response with the
warning text set to "120 user is not affiliated to this group™ in a Warning header field as specified in
clause 4.7, and skip the rest of the steps below;

ETSI



3GPP TS 29.582 version 19.0.0 Release 19 44 ETSI TS 129 582 V19.0.0 (2025-10)
h) shall determine targeted group members for MCData communications by following the proceduresin
clause 6.3.3;

i) if the proceduresin clause 6.3.3 result in no affiliated members found in the selected MCData group, shall
return a SIP 403 (Forbidden) response with the warning text set to 198 no users are affiliated to this group”
in aWarning header field as specified in clause 4.7, and skip the rest of the steps below; and

j) shall send SIP MESSAGE requests to the targeted MCData group members identified in step h) above by
following the procedure in clause 9.2.2.4.1;

7) shall generate a SIP 202 (Accepted) response in response to the " SIP MESSAGE request for standalone SDS for
controlling MCData function"; and

8) shall send the SIP 202 (Accepted) response towards the originating participating M CData function according to
3GPP TS 24.229 [4].
9.2.3 Standalone SDS using media plane

9.23.1 General

The procedures in the clauses of the parent clause are used by the IWF to send or receive:
- aone-to-one standalone SDS message using the media control plane; or
- agroup standalone SDS message using the media control plane.

The procedures in the clauses of the parent clause are applicable to establish an on-demand standalone SDS using media
plane.

9.2.3.2 Procedures used by the IWF for users homed in the IWF

9.23.21 SDP offer generation

When composing an SDP offer according to 3GPP TS 24.229 [4], IETF RFC 4975 [90], IETF RFC 6135 [19] and
IETF RFC 6714 [91] the IWF:

1) shall include an"m=message" media-level section for the MCData media stream consisting of:
a) the port number;
b) aprotocol field value of "TCP/IMSRP", or "TCP/[TLSMSRP' for TLS;
c) aformat list field set to "*";
d) an"a=sendonly" attribute;
€) an"a=path" attribute containing its own MSRP URI;

f) set the content type as " a=accept-types:application/vnd.3gpp.mcdata-signal ling application/vnd.3gpp.mcdata-
payload"; and

g) set the a=setup attribute as "actpass'; and

2) if end-to-end security is required for a one-to-one communication and the security context does not exist or if the
existing security context has expired, shall include the MIKEY -SAKKE |_MESSAGE in an "a=key-mgmt"
attribute as a "mikey" attribute value in the SDP offer as specified in IETF RFC 4567 [47].

9.2.3.2.2 SDP answer generation

When the IWF receives aninitial SDP offer for an M CData standalone SDS, the IWF shall process the SDP offer and
shall compose an SDP answer according to 3GPP TS 24.229 [4] and IETF RFC 4975 [90].

When composing an SDP answer, the IWF:
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1)

shall include an "m=message" media-level section for the accepted M CData media stream consisting of:

a) the port number;

b) aprotocol field value of "TCP/MSRP", or "TCP/TLSMSRP" for TLS according to the received SDP offer;
c) aformat list field set to "*";

d) an"a=recvonly" attribute;

€) an"a=path" attribute containing its own MSRP URI;

f) set the content type as a=accept-types: application/vnd.3gpp.mcdata-signalling application/vnd.3gpp.mcdata-
payload; and

0) set the a=setup attribute according to IETF RFC 6135 [19].

9.23.2.3 Originating procedures

The IWF shall generate a SIP INVITE request in accordance with 3GPP TS 24.229 [4] with the clarifications given

below.

The IWF:

1)

2)

3)

4)

5)
6)

7)

shall include the g.3gpp.mcdata.sds media feature tag and the g.3gpp.icsi-ref media feature tag with the value of
"urn:urn-7:3gpp-service.ims.icsi.medata.sds" in the Contact header field of the SIP INVITE request according to
IETF RFC 3840[93];

shall include an Accept-Contact header field containing the g.3gpp.mcdata.sds media feature tag along with the
"require” and "explicit" header field parameters according to IETF RFC 3841 [6];

shall include an Accept-Contact header field with the g.3gpp.icsi-ref media feature tag containing the value of
"urn:urn-7:3gpp-service.ims.ics.mcdata.sds" along with the "require" and "explicit" header field parameters
according to IETF RFC 3841 [6];

shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mecdata.sds' (coded as specified in
3GPP TS 24.229 [4]), in a P-Asserted-Service header field according to IETF RFC 6050 [9] inthe SIP INVITE
request;

shall include the "timer" option tag in the Supported header field;

should include the Session-Expires header field according to IETF RFC 4028 [7]. It is recommended that the
"refresher” header field parameter is omitted. If included, the "refresher” header field parameter shall be set to

uac";
if a one-to-one standalone SDS message isto be sent:

a) shal insert inthe SIP INVITE request a MIME resource-lists body with the MCData ID of the invited
MCData user, according to rules and procedures of IETF RFC 5366 [20];

b) shall contain an application/vnd.3gpp.mcdata-info+xml MIME body with the <mcdatainfo> element
containing the <mcdata-Params> element with:

i) the <request-type> element set to a value of "one-to-one-sds"; and

¢) if an end-to-end security context needs to be established and the security context does not exist or if the
existing security context has expired, then:

i) if necessary, shall instruct the key management client to request keying materia from the key
management server;

NOTE: How the IWF obtains the keying material is out of scope of the present document.

ii) shall use the keying material to generate a PCK as described in 3GPP TS 33.180 [78];
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iii) shall usethe PCK to generate a PCK-ID with the four most significant bits set to "0001" to indicate that
the purpose of the PCK isto protect one-to-one communications and with the remaining twenty eight bits
being randomly generated as described in 3GPP TS 33.180 [78];

iv) shall encrypt the PCK to a UID associated to the MCData client using the MCData ID of the invited user
and atime related parameter as described in 3GPP TS 33.180 [78];

v) shall generate aMIKEY-SAKKE |_MESSAGE using the encapsulated PCK and PCK-ID as specified in
3GPPTS33.180[78];

vi) shall add the MCData | D associated with the originating user homed in the IWF to the initiator field
(IDRi) of the|_MESSAGE as described in 3GPP TS 33.180[78]; and

vii)shall signthe MIKEY -SAKKE |_MESSAGE using the originating signing key determined by the IWF
performing the role of an MCData server provided in the keying material together with atime related
parameter, and add thisto the MIKEY -SAKKE payload, as described in 3GPP TS 33.180[78];

8) if agroup standalone SDS message is to be sent:

a) shall contain in an application/vnd.3gpp.mcdata-info+xml MIME body with the <mcdatainfo> element
containing the <mcdata-Params> element with:

i) the <request-type> element set to a value of "group-sds’;
ii) the <mcdata-request-uri> element set to the MCData group identity; and

iii) the <mcdata-client-id> element set to the MCData client 1D associated with the originating user homed in
the IWF; and

9) shall include an SDP offer according to 3GPP TS 24.229 [4] with the clarifications givenin clause 9.2.3.2.1.

9.23.24 Terminating procedures
Upon receipt of an SDS intended for a user homed in the IWF shall
1 , the IWF process the message according to the proceduresin clause 9.2.3.3.4; and

2 complete any further actions to notify the user homed in the IWF.
9.2.3.3 IWF performing the participating MCData role procedures

9.23.3.1 SDP offer generation

The SDP offer generated by the IWF performing the participating MCData role shall be composed according to
clause 9.2.3.2.1 and:

1) shall contain only one SDP media-level section for SDS message.
When composing the SDP offer according to 3GPP TS 24.229 [4], the IWF:
1) shall usethe P address and port number of the IWF for the offered media stream; and

NOTE: Requirements can exist for the IWF to be always included in the path of the offered media stream, for
example: for the support of features such asMBMS, lawful interception and recording. Other examples
can exist.

2) shall placeits MSRP URI in the "a=path" attribute in the SDP offer.

9.2.3.3.2 SDP answer generation
When composing the SDP answer according to 3GPP TS 24.229 [4] and clause 9.2.3.2.2, the IWF:

1) shall usethe IP address and port number of the IWF performing the participating M CData role for the accepted
media stream in the received SDP offer, if required; and
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NOTE: Requirements can exist for the IWF to be always included in the path of the offered media stream, for
example: for the support of features such as MBMS, lawful interception and recording. Other examples
can exist.

2) shall placeits MSRP URI in the "a=path" attribute in the SDP answer.

9.2.3.3.3 Originating participating MCData function procedures

If the IWF acting in a participating MCData role determines that it needs to send an SDS message over media plane
then the IWF:

1) shall determine the MCData ID of the calling user;

2) shall determine the public service identity of the controlling MCData function associated with the requested SDS
message:

a) if the SDS message to be sent isagroup SDS message the public service identity isthat of the controlling
M CData function associated with the M CData group identity of the destination group; or

b) if the SDS message to be sent is a one-to-one SDS message the public service identity is that of the
controlling MCData function hosting the one-to-one standalone SDS over media plane service for the calling
user;

NOTE: How the IWF determines the public service identity of the controlling MCData function is out of scope of
the present document.

3) if unable to identify the controlling MCData function for standalone SDS over media plane, it can complete any
further actionsto notify the user homed in the IWF, and shall not continue with any of the remaining steps;

4) shall generate a SIP INVITE request in accordance with the proceduresin clause 9.2.3.2.3:

5) shall set the Request-URI of the outgoing SIP INVITE request to the public service identity of the controlling
MCData function as determined by step 2) in this clause;

6) shall include the MCData ID of the originating user in the <mcdata-calling-user-id> element of the
application/vnd.3gpp.mcdata-info+xml MIME body of the outgoing SIP INVITE request;

7) shall set the P-Asserted-1dentity in the outgoing SIP INVITE request to the public service identity of the IWF;
8) shall includeinthe SIP INVITE request an SDP offer as specified in clause 9.2.3.3.1;

9) shall send the SIP INVITE request as specified to 3GPP TS 24.229 [4]; and

10) shall interact with the media plane as specified in 3GPP TS 24.582 [85] clause 6.2.1.4.

Upon receipt of a SIP response in response to the SIP INVITE above the IWF compl etes any further actions needed to
handle the response.

9.2334 Terminating participating MCData function procedures

Upon receipt of a"SIP INVITE request for standalone SDS over media plane for terminating participating MCData
function”, the IWF acting in the participating MCDatarole:

1) if unableto process the request, may reject the SIP INVITE request with a SIP 500 (Server Internal Error)
response. The IWF may include a Retry-After header field to the SIP 500 (Server Internal Error) response as
specified in IETF RFC 3261 [24] and skip the rest of the steps;

2) shall check the presence of the isfocus media feature tag in the URI of the Contact header field and if it is not
present then the IWF shall reject the request with a SIP 403 (Forbidden) response with the warning text set to
"104 isfocus not assigned” in a Warning header field as specified in clause 4.4, and shall not continue with the
rest of the steps;

3) shall usethe MCData ID present in the <mcdata-request-uri> element of the application/vnd.3gpp.mcdata
infot+xml MIME body of the incoming SIP INVITE request to identify the user homed in the IWF;
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4)

5)

if the user homed in the IWF does not exist, then the participating IWFshall reject the SIP INVITE request with a
SIP 404 (Not Found) response, and shall not continue with the rest of the steps; and

if the IWF supports restriction of incoming communications to the user homed in the IWF equivalent to the
<IncomingOne-to-OneCommunicationList> element existing in the M CData user profile document for the user
homed in the IWF with one or more <One-to-One-CommunicationListEntry> elements (see the MCData user
profile document in 3GPP TS 24.484 [50]) and:

i) if the IWF determines that the <mcdata-calling-user-id> element of the application/vnd.3gpp.mcdata-
info+xml MIME body of the incoming SIP INVITE request does not match with any MCData ID permitted
to make incoming M CData communications to the user homed in the IWF; and

ii) if the IWF determines that the user homed in the IWF is not allowed to receive one-to-one communication
from an arbitrary M CData user;

then:

i) shall reject the SIP INVITE regquest with a SIP 403 (Forbidden) response including warning text set to "230
one-to-one M CData communication not authorised from this originating user" in a Warning header field as
specified in clause 4.9 and shall not continue with the rest of the steps,

NOTE: How the IWF determines relevant contents of the M CData user profile document is out of scope of the

present document.

If the IWF acting in the participating role determines that a SIP 200 (OK) response shall be generated on behalf of the
user homed in the IWF in response to the SIP INVITE request then the IWF :

1)
2)

3)

4)

5)

6)
7)

8)
9)

shall generate a SIP 200 (OK) response as specified in 3GPP TS 24.229 [4];

shdll include in the SIP 200 (OK) response an SDP answer according to 3GPP TS 24.229 [4] with the
clarification givenin clause 9.2.3.3.2;

shall include the option tag "timer" in a Require header field;

shall include the Session-Expires header field according to rules and procedures of IETF RFC 4028 [7], "UAS
Behavior”. If no "refresher" parameter was included in the SIP INVITE request, the "refresher” parameter in the
Session-Expires header field shall be set to "uas’;

shall include the following in the Contact header field:
a) the g.3gpp.mcdata.sds media feature tag;

b) the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.ics.mcdata.sds’;
and

¢) an MCData session identity mapped to the MCData session identity provided in the Contact header field of
the received SIP INVITE request from the controlling MCData function;

shall create the application/vnd.3gpp.mcdata-info+xml MIME body to the outgoing SIP 200 (OK) response.

shall include a P-Asserted-1dentity header field set to the public service identity of the IWF performing the
participating role;

shall start the SIP Session timer according to rules and procedures of IETF RFC 4028 [7];
shall interact with the media plane as specified in 3GPP TS 24.582 [85] clause 6.2.1.5; and

10) shall send the SIP 200 (OK) response to the controlling M CData function according to 3GPP TS 24.229 [4].

If the IWF acting in the participating role determines that a SIP 4xx, 5xx or 6xx response to the above SIP INVITE
request shall be sent then the IWF acting in a participating MCDatarole;

1)
2)
3)

shall generate a SIP response according to 3GPP TS 24.229 [4];
shall include Warning header field(s) as appropriate; and
shall forward the SIP response to the controlling M CData function according to 3GPP TS 24.229 [4].
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9.2.4 SDS session

The IWF does not support an SDS session in the present document.

9.3 Off-network SDS

Off-network SDS is not applicable to interworking.

10 File Distribution (FD)

File distribution is not supported by the IWF in the present document.

11 Transmission and reception control

11.1 General

How the IWF determines authorisation of a user homed in the IWF to initiate MCData communicationsis out of scope.

11.2  Auto-receive for File Distribution

File distribution is not supported by the IWF in the present document.

11.3  Accessing list of deferred data group communications

Accessing list of deferred data group communication is associated with file distribution which is not supported by the
IWF in the present document.

12 Dispositions and Notifications

12.1 General

The proceduresin clause 12 describe:
- the on-network procedures for generating out-of-band dispositions for on-network SDS.

The IWF acting on behalf of a participant homed in the IWF can send a disposition notification as a direct result of
receiving an MCData message (e.g. delivery notification) or can send a disposition notification at alater time (e.g. read
notification). In certain circumstances the delivery and read notification can be delivered in one notification message.

12.2  Disposition notifications

12.2.1 IWF performing the MCData participating role

12.2.1.1 Participating IWF procedures
If the IWF performing the M CData participating role decides to send a disposition notification
the IWF shall follow the procedures of clause 12.2.1.2.

Upon receipt of a SIP 202 (Accepted) response in response to the SIP MESSAGE request, the IWF:
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1) can performinternal actionsto process the response.

Upon receipt of a SIP 200 (OK) response in response to the SIP MESSAGE request, the IWF:
1) can performinternal actionsto process the response.

Upon receipt of a SIP 4xx, 5xx or 6xx response to the SIP MESSAGE request, the IWF:

1) can performinternal actions to process the response.

12.2.1.2 Sending a disposition notification message
The IWF performing the participating role may follow the proceduresin this clause to:

- indicate to an MCData client that an SDS message was delivered, read or delivered and read when the
originating client requested a delivery, read or delivery and read report;

- indicate to the participating M CData function serving the MCData user that an SDS message was undelivered; or

- indicate to the participating M CData function serving the M CData user that disposition notification has been
prevented for an SDS message intended for users homed in the LMR system.

Before sending a disposition notification the IWF performing the participating role needs to determine:

- thegroup identity related to an SDS message request received as part of a group communication. The IWF
performing the participating role determines the group identity from the contents of the <mcdata-calling-group-
id> element contained in the application/vnd.3gpp.mcdata-info+xml MIME body of the incoming SDS message
reguest; and

- the MCData user targeted for the disposition notification. The IWF performing the participating role determines
the targetted M CData user from the contents of the <mcdata-calling-user-id> element contained in the
application/vnd.3gpp.mcdata-info+xml MIME body of the incoming SDS message request.

The IWF performing the participating role generates a SIP MESSAGE request in accordance with 3GPP TS 24.229 [4]
and |[ETF RFC 3428 [33] with the clarifications given below.

The IWF performing the participating role:
1) shall build the SIP MESSAGE request as specified in clause 6.2.4.1;

2) shall follow the rules specified in clause 6.4 for the handling of MIME bodiesin a SIP message when processing
the remaining stepsin this clause;

3) shall insert in the SIP MESSAGE request an application/resource-liststxml MIME body containing the MCData
ID of the targeted M CData user, according to rules and procedures of IETF RFC 5366 [20];

4) if sending adisposition notification in response to an MCData group data request, shall include an <mcdata-
calling-group-id> element set to the MCData group identity in the application/vnd.3gpp.mcdata-info+xml MIME
body;

5) if sending an SDS notification, shall generate an SDS NOTIFICATION message and include it in the SIP
MESSAGE request as specified in clause 6.2.3.1; and

6) shall send the SIP MESSAGE request according to rules and procedures of 3GPP TS 24.229 [4].
12.2.1.3 Participating IWF receives disposition notification from a controlling MCData
function
Upon receipt of a
"SIP MESSAGE reguest for SDS disposition notification for terminating MCData client *;
The IWF:
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1) if unable to process the request due to alack of resources or arisk of congestion exists, may reject the SIP
MESSAGE request with a SIP 500 (Server Internal Error) response. The IWF may include a Retry-After header
field to the SIP 500 (Server Internal Error) response as specified in IETF RFC 3261 [4] and skip the rest of the
steps;

2) shall usethe MCData D present in the <mcdata-request-uri> element of the application/vnd.3gpp.mcdata-
info+xml MIME body of the incoming SIP MESSAGE request to identify the user homed in the IWF;

3) if theidentity of the user homed in the IWF does not exist, then the participating IWF shall reject the SIP
MESSAGE request with a SIP 404 (Not Found) response. Otherwise, continue with the rest of the steps; and

4) can performinterna actionsto process the message.

If the IWF determines that a SIP 2xx response shall be sent on behalf of a user homed in the IWF in response to the SIP
MESSAGE requests, the IWF shall send a SIP 2xx response to the controlling M CData function.

If the IWF determines that a SIP 4xx, 5xx or 6xx response shall be sent on behalf of a user homed in the IWF in
response to the SIP MESSAGE request, the IWF shall send the response to the controlling MCData function.

12.2.2 IWF performing the MCData controlling role

When triggered by:

- receipt of a"SIP MESSAGE request for SDS disposition notification for MCData server"; or
- the IWF determining that it shall send an SDS disposition notification

the IWF performing the MCData controlling role:
1) if the IWF hasreceived the SIP MESSAGE;

a) if unable to process the request dueto alack of resources or arisk of congestion exists, may reject the SIP
MESSAGE request with a SIP 500 (Server Internal Error) response. The IWF may include a Retry-After
header field to the SIP 500 (Server Internal Error) response as specified in IETF RFC 3261 [24]. Otherwise,
continue with the rest of the steps;

b) shall reject the SIP request with a SIP 403 (Forbidden) response and not process the remaining stepsif an
Accept-Contact header field does not include the g.3gpp.icsi-ref media feature tag containing the value of
"urn:urn-7:3gpp-service.ims.icsi.mcdata.sds”;

c) if theincoming SIP MESSAGE request does not contain an application/resource-lists MIME body or
contains an application/resource-lists MIME body with more than one <entry> element, shall reject the SIP
MESSAGE reguest with a SIP 403 (Forbidden) response including warning text set to "145 unable to
determine called party" in a Warning header field as specified in clause 4.7, and shall not continue with the
rest of the steps;

d) shall attempt to correlate the disposition notification to the original SDS request using the values contained in
the Conversation 1D and Message ID of the SDS NOTIFICATION message contained in the
application/vnd.3gpp.mcdata-signalling MIME body of the SIP MESSAGE; and

e) if unableto correlate the disposition notification as determined by step d), shall reject the SIP MESSAGE
request with a SIP 403 (Forbidden) response including warning text set to 216 unable to correlate the
disposition notification" in a Warning header field as specified in clause 4.7, and shall not continue with the
rest of the steps;

2) shall generate a SIP MESSAGE request in accordance with 3GPP TS 24.229 [4] and IETF RFC 3428 [33];

3) shall include an Accept-Contact header field containing the g.3gpp.mcdata.sds media feature tag along with the
"require" and "explicit" header field parameters according to IETF RFC 3841 [6] in the outgoing SIP MESSAGE
request;

4) shall include an Accept-Contact header field with the media feature tag g.3gpp.icsi-ref with the value of
"urn:urn-7:3gpp-service.ims.icsi.mcdata.sds" along with parameters "require” and "explicit" according to
IETF RFC 3841 [6] in the outgoing SIP MESSAGE request;
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5) shall set the Reguest-URI to the public service identity of the terminating participating M CData function
associated with the MCData user to be invited ;

NOTE 1: How the IWF finds the public service identity of the terminating M CData participating function is out of
the scope of the present document.

6) shall include a P-Asserted-Service header field with the value "urn:urn-7:3gpp-service.ims.ics.mcdata.sds”;

7) shall copy the MCData ID of the MCData user listed in the MIME resources body of the incoming SIP
MESSAGE request, or the MCData I D of the participant homed in the IWF, into the <mcdata-request-uri>
element in the application/vnd.3gpp.mcdata-info+xml MIME body of the outgoing SIP MESSAGE request;

8) if anincoming SIP MESSAGE request contains an application/vnd.3gpp.mcdata-info+xml MIME body with an
<mcdata-calling-group-id> element:

a) shall retrieve the group document for the MCData group id contained in the <mcdata-calling-group-id>
element from the group management server, if not already cached, and identify the group members;

NOTE 2: How the IWF obtains the group document is out scope of the present document.

b) shall verify that the MCData ID contained in the <mcdata-calling-user-identity> element matches to a group
member. If there is no match, the IWF shall reject the SIP request with a SIP 403 (Forbidden) response
including warning text set to "116 user is not part of the MCData group” in a Warning header field as
specified in clause 4.7, and shall not continue with the rest of the steps;

¢) if MCData disposition notifications need to be aggregated and an aggregated disposition notification has not
yet been sent:

i) if timer TDC1 (disposition aggregation timer) is not running, shall start timer TDC1 (disposition
aggregation timer) with the timer value as specified in 3GPP TS 24.282 [82] clause F.2.2;

ii) shall copy the application/vnd.3gpp.mcdata-signalling MIME body in the received SIP MESSAGE
request to the outgoing SIP MESSAGE request;

NOTE 3: If the aggregated M CData disposition notifications do not fit into one SIP MESSAGE request, then the
IWF needsto generate a new SIP MESSAGE request for the remaining disposition notifications.

iii) on expiry of timer TDC1 (disposition aggregation timer) shall continue with step 9; and

iv) if al MCData disposition notifications have been received from al group members shall continue with
step 9; and

d) if MCData disposition notifications do not need to be aggregated, shall copy the
application/vnd.3gpp.mcdata-signalling MIME body in the received SIP MESSA GE request to the outgoing
SIP MESSAGE request and shall continue with step 9;

9) if anincoming SIP MESSAGE request contains an application/vnd.3gpp.mecdata-info+xml MIME body without
an <mcdata-calling-group-id> element shall copy the application/vnd.3gpp.mcdata-signalling MIME body in the
received SIP MESSAGE request to the outgoing SIP MESSAGE request;

10)when notifying other users:

a) shall send the SIP MESSAGE request to those users homed in the M CData system according to rules and
procedures of 3GPP TS 24.229 [4]; and

11)when acknowledging the triggering event:
a)shall generate a SIP 202 (Accepted) response in response to any
- "SIPMESSAGE request for SDS disposition notification for MCData server".
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12.3  On-network disposition notifications

13 Communication Release

The IWF shall handle communication rel ease with the M CData system by behaving as a peer MCData server towards
the MCData system as specified in 3GPP TS 24.282 [82] clauses 13.2.2.2.3, 13.2.2.2.4, 13.2.3 and 13.2.4.

Communication release in the LMR system is out of scope of 3GPP.

14 Enhanced Status (ES)
14.1  General

14.2 On-network ES
14.2.1 Void

14.2.2 IWF performing the participating MCData role procedures

14.2.2.1 Originating participating MCData function procedures

If the IWF performing the participating M CData role determines that an Enhanced Status message needs to be sent on
behalf of a participant homed in the IWF thenit:

1) shall usethe"id" attribute of the selected operation value from <mcdata-enhanced-status-operational -val ues>
element under <list-service> element as defined in 3GPP TS 24.481 [31], to generate a group standalone SDS
message using the procedures described in clause 9.2.2.3.1.

14.2.2.2 Terminating participating MCData function procedures
Upon receipt of a"SIP MESSAGE request for standalone SDS for terminating participating M CData function”, the
IWF performing the participating M CData role should follow the procedure described in clause 9.2.2.3.2.

14.2.3 IWF performing the controlling MCData role procedures

14.2.3.1 Originating controlling MCData function procedures

If the IWF performing the controlling M CData role determines that an Enhanced Status message needs to be sent on
behalf of a participant homed in the IWF then it follows the procedure described in clause 9.2.2.4.1.

14.2.3.2 Terminating controlling MCData function procedures

Upon receipt of a"SIP MESSAGE request for standalone SDS for controlling MCData function”, the IWF performing
the controlling M CData role should follow the procedure described in clause 9.2.2.4.2.
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15 Message Formats

15.1 IWF message functional definitions and contents

15.1.1 General

The following clauses describe the M CData message functional definitions and contents. Each message consists of a
series of information elements. The standard format of an M CData message and the encoding rules for each type of
information element follow that defined for the MCPTT Off-Network Protocol (MONP) as documented in annex | of
3GPPTS24.379 [81].

15.1.2 SDS SIGNALLING PAYLOAD message

15.1.2.1 Message definition

This message is sent by the MCData client towards a participant homed in the IWF viathe network and from the IWF
towards M CData clients when sending an SDS data payload. This message provides the signalling content related to the
SDS data payload. For the contents of the message see Table 15.1.2.1-1.

Messagetype: SDS SIGNALLING PAYLOAD

Direction: MCData server to IWF and IWF to MCData server

Table 15.1.2.1-1: SDS SIGNALLING PAYLOAD message content

IEI Information Element Type/Reference Presence Format Length
SDS signalling payload message |Message type M \% 1
identity 15.2.2
Date and time Date and time M \Y, 5

3GPP TS 24.282 [82] clause 15.2.8
Conversation ID Conversation ID M \Y, 16
3GPP TS 24.282 [82] clause 15.2.9
Message ID Message ID M \% 16
15.2.10
21 InReplyTo message ID InReplyTo message ID (0] TV 17
3GPP TS 24.282 [82] clause 15.2.11
22 Application ID Application ID o TV 2
3GPP TS 24.282 [82] clause 15.2.7
8- SDS disposition request type SDS disposition request type 0o TV 1
3GPP TS 24.282 [82] clause 15.2.3
7D Extended application ID Extended application 1D 0] TLV-E 3-x
3GPP TS 24.282 [82] clause 15.2.24

15.1.3 FD SIGNALLING PAYLOAD message

The IWF does not support the FD SIGNALLING PAYLOAD message.
15.1.4 DATA PAYLOAD message

15.1.4.1 Message definition

This message is sent by the MCData client towards a participant homed in the IWF via the network and from the IWF
towards M CData clients when sending an SDS data payload. This message provides the data to be delivered to the user
or application. For the contents of the message see Table 15.1.4.1-1.

Messagetype: DATA PAYLOAD
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Direction: MCData server to IWF and IWF to MCData server

Table 15.1.4.1-1: DATA PAYLOAD message content

IEI Information Element Type/Reference Presence Format Length
Data payload message identity Message type M \% 1
15.2.2
Number of payloads Number of payloads M \Y 1
3GPP TS 24.282 [82] clause 15.2.12
7A Security parameters and Payload |MCData Protected Payload message (0] TLV-E 32-x
3GPP TS 33.180 [78]
78 Payload Payload (0] TLV-E 3-x
15.2.13

NOTE 1: The Number of payloads |E dictates the number of Payload | Es that are included in the message by the
sender. Multiple Payload |1Es can be part of Security parameters and Payload | E if end-to-end security is
required.

NOTE 2: If end-to-end security isrequired for a one-to-one communication, Security parameters and Payload IE is
included. Otherwise, if end-to-end security is not required for a one-to-one communication, Payload IE is
included. For group communication, Payload | E is included.

NOTE 3: Formatting of payloads as part of the Security parameters and Payload IE is specified in clause 15.2.13.

15.1.5 SDS NOTIFICATION message

15.1.5.1 Message definition

This message is sent by the MCData client towards a participant homed in the IWF viathe network and from the IWF
towards MCData clients to share SDS disposition information. For the contents of the message see Table 15.1.5.1-1.

Messagetype: SDSNOTIFICATION

Direction: MCData server to IWF and IWF to MCData server

Table 15.1.5.1-1: SDS NOTIFICATION message content

IEI Information Element Type/Reference Presence Format Length
SDS notification message identity |Message type M \% 1
15.2.2
SDS disposition notification type  [SDS disposition notification type M \Y 1
3GPP TS 24.282 [82] clause 15.2.5
Date and time Date and time M \% 5
3GPP TS 24.282 [82] clause 15.2.8
Conversation ID Conversation ID M \% 16
3GPP TS 24.282 [82] clause 15.2.9
Message ID Message ID M \% 16
15.2.10
22 Application ID Application ID o TV 2
3GPP TS 24.282 [82] clause 15.2.7
7D Extended application ID Extended application ID 0] TLV-E 3-x
3GPP TS 24.282 [82] clause 15.2.24

15.1.6 FD NOTIFICATION message

The IWF does not support the FD NOTIFICATION message.
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15.1.7 SDS OFF-NETWORK MESSAGE

The IWF does not support the SDS OFF-NETWORK MESSAGE.

15.1.8 SDS OFF-NETWORK NOTIFICATION message

The IWF does not support the SDS OFF-NETWORK NOTIFICATION message.

15.1.9 FD NETWORK NOTIFICATION message

The IWF does not support the FD NETWORK NOTIFICATION message.

15.1.10 COMMUNICATION RELEASE message

15.1.10.1  Message definition

In this clause the term "M CData server” can apply to an MCData server or an IWF performing the role of an
MCData server.

This message is sent by the MCData server to an MCData client or a participant homed in the IWF to indicate about an
intention to rel ease the MCData communication. This message is aso sent by the MCData client or the IWF to the
MCData server to request extension for the MCData communication. The MCData server responds back to the request
using this message. For the contents of the message see Table 15.1.10.1-1.

Messagetype: COMMUNICATION RELEASE

Direction: MCData server to the IWF and IWF to MCData server

Table 15.1.10.1-1: COMMUNICATION RELEASE message content

IEI Information Element Type/Reference Presence Format Length
Comm Release message identity [Message type M \% 1
15.2.2
Comm Release Information type [Comm Release Information type M \Y, 1
3GPP TS 24.282 [82] clause 15.2.20
B- Data query type Data query type @) TV 1
3GPP TS 24.282 [82] clause 15.2.19
C- Extension response type Extension response type O TV 1
3GPP TS 24.282 [82] clause 15.2.21

15.1.11 DEFERRED DATA REQUEST message

The IWF does not support the DEFERRED DATA REQUEST message.

15.1.12 DEFERRED DATA RESPONSE message

The IWF does not support the DEFERRED DATA RESPONSE message.

15.1.13 FD HTTP TERMINATION

The IWF does not support the FD HTTP TERMINATION message.
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15.2  General message format and information elements coding

15.2.1 General

The message format and bit ordering used within the present document are as defined in clause 15.2.1 of
3GPP TS 24.282[82).
15.2.2 Message type
The purpose of the M essage type information element is to identify the type of the message.
The IWF shall support the following Message types as defined in clause 15.2.2 of 3GPP TS 24.282 [82]:
- SDSSIGNALING PAYLOAD;
- DATA PAYLOAD;
- SDSNOTIFICATION;
- COMMUNICATION RELEASE.

15.2.3 Void
15.2.4 Void
15.2.5 Void
15.2.6 Void
15.2.7 Void
15.2.8 Void

15.2.9 Conversation ID

The Conversation ID information element uniquely identifies the conversation.

The Conversation ID information element is coded as shown in Figure 15.2.9-1 and Table 15.2.9-1.
The Conversation ID information element is atype 3 information element with alength of 16 octets.

8 7 6 5 4 3 2 1
Conversation ID value octet 1

octet 16

Figure 15.2.9-1: Conversation ID value

Table 15.2.9-1: Conversation ID value

Conversation identifier value (octet 1 to 16)

The Conversation ID contains a number uniquely identifying the conversation. The value is a
universally unique identifier as specified in IETF RFC 4122 [67] with the exception of the following
designated value shown in Table 15.2.9-2, denoted "UNKNOWN CONVERSATION".

ETSI



3GPP TS 29.582 version 19.0.0 Release 19 58 ETSI TS 129 582 V19.0.0 (2025-10)

Table 15.2.9-2: Conversation ID value "UNKNOWN CONVERSATION"

8 7 6 5 4 3 2 1

0 0 0 0 0 0 0 0 octet 1
0 0 0 0 0 0 0 0 .

0 0 0 0 0 0 0 0 octet 16

15.2.10 Message ID

The Message ID information element uniquely identifies a message within a conversation.

The Message ID information element is coded as shown in Figure 15.2.10-1 and Table 15.2.10-1.
The Message ID information element is a type 3 information element with alength of 16 octets.

8 7 6 5 4 3 2 1
Message ID value octet 1

octet 16

Figure 15.2.10-1: Message ID value

Table 15.2.10-1: Message ID value

Message ID value (octet 1 to 16)

The Message ID contains a number uniquely identifying a message. The value is a universally
unique identifier as specified in IETF RFC 4122 [67] with the exception of the designated value
"UNKNOWN ORIGINATING MESSAGE ID" and "LMR MESSAGE ID" shown in Tables 15.2.10-2
and 15.2.10-3, where 'X' represents a variable value.

Table 15.2.10-2: Message ID value "UNKNOWN ORIGINATING MESSAGE ID"

8 7 6 5 4 3 2 1

0 0 0 0 0 0 0 0 octet 1

0 0 0 0 0 0 0 0

0 0 0 0 0 0 0 0 octet 16
Table 15.2.10-3: Message ID value "LMR MESSAGE ID"

8 7 6 5 4 3 2 1

1 1 1 1 1 1 1 1 octet 1

1 1 1 1 1 1 1 1

1 1 1 1 1 1 1 1 octet 15

X X X X X X X X octet 16
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15.2.11 Void
15.2.12 Void

15.2.13 Payload
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The Payload information element contains the payload intended for the recipient user or application;

The Payload information element is coded as shown in Figure 15.2.13-1, Table 15.2.13-1, Table 15.2.13-2,

Table 15.2.13-3 and Table 15.2.13-4.

The Payload information element is atype 6 information element.

8 7 6 5 4 3 2
Payload IEI octet 1
Length of Payload contents octet 2
octet 3
octet 4
Payload contents
octetn
Figure 15.2.13-1: Payload information element
Table 15.2.13-1: Payload contents
8 7 6 5 4 3 2
Payload content type octet 4
octet 5
Payload data
octetn

Table 15.2.13-2: Payload content type

Bits
8 7 6 5 4 3 2 1

clause 15.2.13.

endpoints as per 3GPP TS 23.283 [80]

0 00O0OOT111 LMR MESSAGE (NOTE)
All other values and types are as defined in 3GPP TS 24.282 [82]

NOTE: The LMR MESSAGE format identifies the payload content as a
native LMR format message for transport between LMR aware

Table 15.2.13-3: Payload data

A file URL is encoded as specified in IETF RFC 1738 [86].

information and next 3 bytes contain the longitude information.

as specified in Table 15.2.13-4.

Payload data is included in octet 5 to octet n; Max value of 65535 octets.

Payload data contains the payload destined for the user or application.

The length of location information payload content is 6 bytes. First 3 bytes contain the latitude

If the Payload content type is "LMR MESSAGE" then the first octet of the payload data is encoded
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Table 15.2.13-4: First octet of Payload data for LMR MESSAGE Payload content type

Bits

8 7 6 5 4 3 2 1

0 0O0OO0OOOU O 1 P25

0 0O0OO0OOOT1O0 TETRA

All other values are reserved.

16

Media plane

No media plane procedures are specified in the present document.

17

Handling of Interworking Security Data messages

171 IWF

17.1.1 IWF originates Interworking Security Data message

Upon deciding to send an Interworking Security Data message, the IWF:

1)
2)

3)

4)

5)

6)

7)
8)

9)

shall generate a SIP MESSAGE request in accordance with 3GPP TS 24.229 [4] and IETF RFC 3428 [33];

shall include an Accept-Contact header field containing the g.3gpp.mcdata.sds media feature tag along with the
"require” and "explicit" header field parameters according to IETF RFC 3841 [6];

shall include an Accept-Contact header field with the media feature tag g.3gpp.icsi-ref with the value of
"urn:urn-7:3gpp-service.ims.icsi.mcdata’ along with parameters "require” and "explicit" according to
IETF RFC 3841 [6];

shall include an application/vnd.3gpp.mcdata-info+xml MIME body with the <mcdatainfo> element containing
the <mcdata-Params> element with the <mcdata-request-uri> element set to the value of the MCData ID of the
targeted MCData user; and

shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mecdata’ (coded as specified in
3GPP TS 24.229 [4]), in a P-Asserted-Service-1d header field according to IETF RFC 6050 [9];

shall set the Request-URI to the address of the terminating participating function associated with the MC service
ID of the targeted M C service user;

shall include a P-Asserted-Identity header field set to the public service identity of the IWF;

shall include an application/vnd.3gpp.interworking-data MIME body with the Interworking Security Data
message payload as defined in clause 17.2.1;

if a security context between the MCData client and the IWF needs to be established and the security context
does not exist or if the existing security context has expired, proceduresin clause 11.2.2 in 3GPP TS 33.180 [ 78]
shall be followed; and

10) send the SIP MESSAGE request according to rules and procedures of 3GPP TS 24.229 [4].
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17.1.2 IWF receives Interworking Security Data message

17.1.2.1 IWF in the participating role

Upon receiving a" SIP MESSAGE request for Interworking Security Data message for terminating participating
function™, the actions performed by the IWF towards the controlling M CData function are described below. Other
actions are out of scope of the present document. The received message, described in clause 17.2, contains an opaque
payload, the contents of which are out out of scope of the present document.

If the IWF accepts the above SIP MESSAGE request, the IWF acting as the participating M CData function:

1) shall generate a SIP 200 (OK) response as specified in 3GPP TS 24.229 [4]; and

2) shall send the SIP 200 (OK) response to the controlling MCData function according to 3GPP TS 24.229 [4].
If the IWF rejects the above SIP MESSAGE request, the IWF acting as the participating M CData function:

1) shall generate a SIP 4xx, 5xx or 6xx response to the above SIP MESSAGE request according to
3GPP TS 24.229 [4];

2) shall include appropriate Warning header field(s) in the SIP response; and
3) shall send the SIP response to the controlling M CData function according to 3GPP TS 24.229 [4].

17.1.2.2 IWF in the controlling role
Upon receipt of a"SIP MESSAGE request for Interworking Security Data for controlling MCData function”, the IWF:

1) if unableto process the request due to alack of resources or arisk of congestion exists, may reject the SIP
MESSAGE request with a SIP 500 (Server Internal Error) response. The controlling MCData function may
include a Retry-After header field to the SIP 500 (Server Internal Error) response as specified in
IETF RFC 3261 [24]. Otherwise, continue with the rest of the steps;

2) if the SIP MESSAGE does not contain:
a) an application/vnd.3gpp.mcdata-info+xml MIME body;
b) an application/vnd.3gpp.mcdata-signalling MIME body; and
¢) an application/vnd.3gpp.mcdata-payload MIME body;

shall reject the SIP MESSAGE request with a SIP 403 (Forbidden) response, with warning text set to "199
expected MIME bodies not in the request” in a Warning header field as specified in 3GPP TS 24.282 [82]
subclause 4.9, and shall not continue with the rest of the stepsin this subclause;

3) shall decode the contents of the application/vnd.3gpp.mcdata-signalling MIME body contained in the SIP
MESSAGE;

4) if the conditionsin 3GPP TS 24.282 [82] subclause 11.1 indicate that the MCData user is not allowed to SDS
communications due to message size as determined by step 3) of 3GPP TS 24.282 [82] subclause 11.1, shall
reject the SIP MESSAGE request with a SIP 403 (Forbidden) response to the SIP MESSAGE request, with
warning text set to 249 user not authorised for one-to-one message due to message size" in a Warning header
field as specified in 3GPP TS 24.282 [82] subclause 4.9, and shall not continue with the rest of the stepsin this
subclause.

5) if the SIP MESSAGE request:

a) does not contain an application/resource-lists MIME body or contains an application/resource-listss MIME
body with more than one <entry> element, shall return a SIP 403 (Forbidden) response with the warning text
set to " 250 unable to determine targeted user for one-to-one message” in a Warning header field as specified
in 3GPP TS 24.282 [82] subclause 4.9, and skip the rest of the steps below; and

b) shall further process the message towards the targeted MCData user. Actions carried out by the IWF are out
of scope of the present document.
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6) shall generate a SIP 202 (Accepted) response in response to the " SIP MESSAGE request for Interworking
Security Datafor controlling MCData function"; and

7) shall send the SIP 202 (Accepted) response towards the originating participating M CData function according to
3GPP TS 24.229 [4].

17.2  Interworking Security Data message payload

17.2.1 Message definition

This clause specifies the payload to be used when sending an Interworking Security Data message between the IWF and
MCData clients. The Interworking Security Data (InterSD) message is defined as a MONP message.

Message type:  InterSD-MESSAGE

Direction: IWF to MCData client, MCData client to IWF

Table 17.2.1-1: Interworking Security Data message content

IEI Information Element Type/Reference Presence Format Length
SDS signalling payload message |Message type M \% 1
identity 3GPP TS 24.282 [82]

External network type 17.2.2 [©) Vv 1

78 |Payload 3GPP TS 24.282 [82], clause 15.2.13 M TLV-E 3-x

with Payload content type set to
'BINARY'

17.2.2 External network type

The purpose of the external network type information element is to identify the type of the network represented by the
IWF.

The value part of the external network type information element is coded as shown in Table 17.2.2-1.

The external network type information element is atype 3 information element with alength of 1 octet.

Table 17.2.2-1: External network type

Bits
8 7 6 5 4 3 2 1

P25

01
10 TETRA

0 00 O0O0OO
0 00 O0O0OO

All other values are reserved.

17.3 MCData client

17.3.1 MCData client originates Interworking Security Data message
Upon deciding to send an Interworking Security Data message, the M CData client:
1) shall generate a SIP MESSAGE request in accordance with 3GPP TS 24.229 [4] and IETF RFC 3428 [33];

2) shall include an Accept-Contact header field containing the g.3gpp.mcdata media feature tag along with the
"require" and "explicit" header field parameters according to IETF RFC 3841 [6];
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3) shall include an Accept-Contact header field with the media feature tag g.3gpp.icsi-ref with the value of
"urn:urn-7:3gpp-service.ims.ics.mcdata' along with parameters "require" and "explicit" according to IETF RFC
3841 [6];

4) shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata’ (coded as specified in 3GPP TS 24.229
[4]), in aP-Asserted-Service-1d header field according to IETF RFC 6050 [9];

5) shall set the Request-URI to the public service identity identifying the participating MCData function serving the
MCData user;

6) shall include an application/resource-liststxml MIME body with the MCData ID of the target MCData user or
the functional aliasto be called inthe "uri" attribute of an <entry> element of a <list> element of the <resource-
lists> element, according to rules and procedures of IETF RFC 4826 [89];

7) shall include an application/vnd.3gpp.interworking-data MIME body with the Interworking Security Data
message payload as defined in clause 17.2.1;

8) if asecurity context between the MCData client and the IWF needs to be established and the security context
does not exist or if the existing security context has expired, proceduresin clause 11.2.2 in 3GPP TS 33.180 [ 78]
shall be followed; and

9) send the SIP MESSAGE request according to rules and procedures of 3GPP TS 24.229 [4].

17.3.2 MCData client receives Interworking Security Data message

Upon receiving a"SIP MESSAGE request for Interworking Security Data for terminating MCData client”, the MCData
client:

1) may reject the SIP MESSAGE request if there are not enough resources to handle the SIP MESSAGE request;

2) if the SIP MESSAGE request isrejected in step 1), shall respond toward participating MCData function with a
SIP 480 (Temporarily unavailable) response and skip the rest of the steps of this subclause;

Other actions performed by the MCData client are out of scope of the present document. The received message,
described in clause 17.2, contains an opaque payload, the contents of which are out out of scope of the present
document.

17.4 MCData server

17.4.1 Distinction of requests at the MCData server

174.1.1 SIP MESSAGE request

The MCData needs to distinguish between SIP MESSAGE requests for originations and terminations from
3GPPTS24.282[82] clause 6.3.1.1

In addition an MCData server in an MC System supporting the Interworking Security Data message shall distinguish
the following SIP MESSAGE requests for originations and terminations:

- SIP MESSAGE request routed to the originating participating M CData function with an Accept-Contact header
field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata’,
and an ICSl value "urn:urn-7:3gpp-service.ims.icsi.mecdata’ in a P-Asserted-Service header field. Such requests
are known as " SIP MESSAGE request for Interworking Security Data for originating participating MCData
function”;

- SIP MESSAGE request routed to the terminating participating M CData function with an Accept-Contact header
field with the g.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.mcdata’,
and an ICSl value "urn:urn-7:3gpp-service.ims.icsi.mcdata” in a P-Asserted-Service header field. Such requests
are known as " SIP MESSAGE request for Interworking Security Data for terminating participating MCData
function"; and
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- SIP MESSAGE request routed to the controlling M CData function with an Accept-Contact header field with the
0.3gpp.icsi-ref media feature tag containing the value of "urn:urn-7:3gpp-service.iims.icsi.medata’, and an ICS|
value "urn:urn-7:3gpp-service.ims.icsi.mcdata’ in a P-Asserted-Service header field. Such requests are known as
"SIP MESSAGE reguest for Interworking Security Data for controlling MCData function”.

17.4.2 Participating MCData function procedures

17.4.2.1 Originating participating MCData function procedures

Upon receipt of a"SIP MESSAGE request for Interworking Security Data for originating participating MCData
function”, the participating M CData function:

1) if unable to process the request due to alack of resources or arisk of congestion exists, may reject the SIP
MESSAGE request with a SIP 500 (Server Internal Error) response. The participating M CData function may
include a Retry-After header field to the SIP 500 (Server Internal Error) response as specified in
IETF RFC 3261 [24] and skip the rest of the steps;

2) shall determine the MCData |D of the originating user from the public user identity in the P-Asserted-Identity
header field of the SIP MESSAGE request, and shall authorise the calling user;

NOTE 1: The MCData ID of the calling user is bound to the public user identity at the time of service authorisation,
as documented in 3GPP TS 24.282 [82] clause 7.3.

3) if the participating M CData function cannot find a binding between the public user identity and an MCData ID
or if the validity period of an existing binding has expired, then the participating M CData function shall reject
the SIP MESSAGE request with a SIP 404 (Not Found) response with the warning text set to "141 user unknown
to the participating function" in aWarning header field as specified in 3GPP TS 24.282 [82] clause 4.9, and shall
not continue with any of the remaining steps;

4) shall determine the public service identity of the controlling MCData function hosting the one-to-one standalone
SDS service for the calling user;

5) if unable to identify the controlling MCData function for standalone SDS, it shall reject the SIP MESSAGE
request with a SIP 404 (Not Found) response with the warning text " 142 unable to determine the controlling
function™ in aWarning header field as specified in 3GPP TS 24.282 [82] clause 4.9, and shall not continue with
any of the remaining steps;

6) shall determine whether the M CData user identified by the MCData ID is authorised for MCData
communications by following the proceduresin 3GPP TS 24.282 [82] clause 11.1;

7) if the proceduresin 3GPP TS 24.282 [82] clause 11.1 indicate that the user identified by the MCData ID:

a) isnot allowed to send MCData communications as determined by step 1) of 3GPP TS 24.282 [82]
clause 11.1, shall rgject the "SIP MESSAGE request for Interworking Security Data for originating
participating M CData function” with a SIP 403 (Forbidden) response to the SIP MESSAGE request, with
warning text set to "200 user not authorised to transmit data" in a Warning header field as specified in
3GPP TS 24.282 [82] clause 4.9, and shall not continue with the rest of the stepsin this clause;

b) isnot allowed to initiate one-to-one M CData communications due to exceeding the maximum amount of data
that can be sent in a single request as determined by step 7) of 3GPP TS 24.282 [82] clause 11.1, shall reject
the "SIP MESSAGE request for Interworking Security Data for originating participating M CData function™
with a SIP 403 (Forbidden) response to the SIP MESSAGE request, with warning text set to "202 user not
authorised for one-to-one M CData communi cations due to exceeding the maximum amount of data that can
be sent in asingle request” in a Warning header field as specified in 3GPP TS 24.282 [82] clause 4.9, and
shall not continue with the rest of the stepsin this clause; and

c) isnot allowed to initiate one-to-one M CData communications to the targeted user as determined by step 1a)
of 3GPP TS 24.282 [82] clause 11.1, shall rgject the "SIP MESSAGE request for Interworking Security Data
for originating participating M CData function" with a SIP 403 (Forbidden) response including warning text
set to " 229 one-to-one MCData communication not authorised to the targeted user" in a Warning header field
as specified in 3GPP TS 24.282 [82] clause 4.9 and shall not continue with the rest of the steps;
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8) if the payload size of the message islarger than the value contained in the <max-payl oad-size-sds-cplane-bytes>
element in the M CData service configuration document as specified in 3GPP TS 24.484 [12], shall reject the
"SIP MESSAGE reguest for Interworking Security Data for originating participating MCData function” with a
SIP 403 (Forbidden) response to the SIP MESSAGE request, with warning text set to "203 message too large to
send over signalling control plane" in a Warning header field as specified in 3GPP TS 24.282 [82] clause 4.9;

NOTE 2: Theterm "payload size" refersto the "Length of Payload contents' of the payload IE of the Interworking
Security Data message transported in the SIP MESSAGE request, minus 1 (to account for the added
"Payload content type" field).

9) shall generate a SIP MESSAGE request in accordance with 3GPP TS 24.229 [4] and IETF RFC 3428 [33];

10) shall set the Request-URI of the outgoing SIP MESSAGE request to the public service identity of the controlling
MCData function as determined by step 4) in this clause;

NOTE 3: The public service identity can identify the controlling MCData function in the local MCData system or
in an interconnected M CData system.

NOTE 4: If the controlling MCData function isin an interconnected M CData system in a different trust domain,
then the public service identity can identify the MCData gateway server that acts as an entry point in the
interconnected M CData system from the local M CData system.

NOTE 5: If the controlling MCData function isin an interconnected M CData system in a different trust domain,
then the local MCData system can route the SIP request through an MCData gateway server that acts as
an exit point from the local M CData system to the interconnected M CData system.

NOTE 6: How the participating M CData function determines the public service identity of the controlling MCData
function serving the target MCData ID or of the MCData gateway server in the interconnected MCData
system is out of the scope of the present document.

NOTE 7: How the local MCData system routes the SIP request through an exit MCData gateway server is out of
the scope of the present document.

11)shall copy al MIME bodies included in the incoming SIP MESSAGE request to the outgoing SIP MESSAGE
request;

12)shall include the MCData ID of the originating user in the <mcdata-calling-user-id> element of the
application/vnd.3gpp.mcdata-info+xml MIME body of the outgoing SIP MESSAGE request;

13) shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata’ (coded as specified in
3GPP TS 24.229 [4]), into the P-Asserted-Service header field of the outgoing SIP MESSAGE request;

14) shall include a P-Asserted-1dentity header field in the outgoing SIP MESSAGE request set to the public service
identity of the participating MCData function; and

15)shall send the SIP MESSAGE request as specified in 3GPP TS 24.229 [4].
Upon receipt of a SIP 202 (Accepted) response in response to the SIP MESSAGE request in step 15):

1) shall generate a SIP 202 (Accepted) response as specified in 3GPP TS 24.229 [4]; and

2) shall send the SIP 202 (Accepted) response to the MCData client according to 3GPP TS 24.229 [4].
Upon receipt of a SIP 200 (OK) response in response to the SIP MESSAGE request in step 15):

1) shall generate a SIP 200 (OK) response as specified in 3GPP TS 24.229 [4]; and

2) shall send the SIP 200 (OK) response to the MCData client according to 3GPP TS 24.229 [4].

Upon receipt of a SIP 4xx, 5xx or 6xx response to the SIP MESSAGE request in step 15) the participating MCData
function:

1) shall generate a SIP response according to 3GPP TS 24.229 [4];
2) shall include Warning header field(s) that were received in the incoming SIP response; and
3) shall forward the SIP response to the MCData client according to 3GPP TS 24.229 [4].
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17.4.2.2 Terminating participating MCData function procedures

Upon receipt of a"SIP MESSAGE request for Interworking Security Data for terminating participating MCData
function”, the participating M CData function:

1) if unable to process the request due to alack of resources or arisk of congestion exists, may reject the SIP
MESSAGE request with a SIP 500 (Server Interna Error) response. The participating M CData function may
include a Retry-After header field to the SIP 500 (Server Internal Error) response as specified in
IETF RFC 3261 [24] and skip the rest of the steps;

2) shall usethe MCData ID present in the <mcdata-request-uri> element of the application/vnd.3gpp.mcdata
info+xml MIME body of the incoming SIP MESSAGE request to retrieve the binding between the MCData ID
and public user identity of the terminating M CData user;

3) if the binding between the MCData ID and public user identity of the terminating M CData user does not exist,
then the participating M CData function shall reject the SIP MESSAGE request with a SIP 404 (Not Found)
response, and shall not continue with the rest of the steps;

3a) if the <IncomingOne-to-OneCommunicationList> element exists in the MCData user profile document with one
or more <One-to-One-CommunicationListEntry> elements (see the MCData user profile document in
3GPP TS 24.484 [50]) and:

i) if the <mcdata-calling-user-id> element of the application/vnd.3gpp.mcdata-info+xml MIME body of the
incoming SIP MESSAGE request does not match with the <entry> element of any of the <One-to-One-
CommunicationListEntry> elements in the <IncomingOne-to-OneCommunicationList> element of the
MCData user profile document (see the MCData user profile document in 3GPP TS 24.484 [50]); and

ii) if configuration is not set in the MCData user profile document that allows the MCData user to receive one-
to-one MCData communication from any user (see <allow-one-to-one-communication-from-any-user>
element in MCData user profile document in 3GPP TS 24.484 [50]);

then:

i) shall regject the SIP MESSAGE request with a SIP 403 (Forbidden) response including warning text set to
"'230 one-to-one M CData communication not authorised from this originating user" in a Warning header field
as specified in 3GPP TS 24.282 [82] clause 4.9 and shall not continue with the rest of the steps;

4) shall generate an outgoing SIP MESSAGE request as specified in 3GPP TS 24.282 [82] clause 6.3.2.1;

5) shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.mcdata’ (coded as specified in
3GPP TS 24.229 [4]), into the P-Asserted-Service header field of the outgoing SIP MESSAGE request; and

6) shall send the SIP MESSAGE request as specified in 3GPP TS 24.229 [4].

Upon receipt of a SIP 200 (OK) response in response to the above SIP MESSAGE request, the participating MCData
function:

1) shall generate a SIP 200 (OK) response as specified in 3GPP TS 24.229 [4]; and
2) shall send the SIP 200 (OK) response to the controlling MCData function according to 3GPP TS 24.229 [4].

Upon receipt of a SIP 4xx, 5xx or 6xx response to the above SIP MESSAGE request, the participating MCData
function:

1) shall generate a SIP response according to 3GPP TS 24.229 [4];
2) shall include Warning header field(s) that were received in the incoming SIP response; and
3) shall forward the SIP response to the controlling M CData function according to 3GPP TS 24.229 [4].
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17.4.3 Controlling MCData function procedures

17.4.3.1 Originating controlling MCData function procedures

This subclause describes the procedures for sending a SIP MESSAGE from the controlling MCData function and is
initiated by the controlling M CData function as aresult of an action in subclause 17.Y.3.2.

The controlling M CData function:
1) shall generate a SIP MESSAGE request in accordance with 3GPP TS 24.229 [4] and IETF RFC 3428 [33];

2) shall include an Accept-Contact header field containing the g.3gpp.mcdata media feature tag along with the
"require" and "explicit" header field parameters according to IETF RFC 3841 [6] in the outgoing SIP MESSAGE
request;

3) shall include an Accept-Contact header field with the media feature tag g.3gpp.icsi-ref with the value of
"urn:urn-7:3gpp-service.ims.icsi.mcdata' along with parameters "require" and "explicit" according to
IETF RFC 3841 [6] in the outgoing SIP MESSAGE request;

4) shall copy the following MIME bodiesin the received SIP MESSAGE request into the outgoing SIP MESSAGE
request by following the guidelinesin 3GPP TS 24.282 [82] subclause 6.4:

a) application/vnd.3gpp.mcdata-info+xml MIME body;
b) application/vnd.3gpp.mcdata-signalling MIME body; and
¢) application/vnd.3gpp.mcdata-payload MIME body
5) in the application/vnd.3gpp.mcdata-info+xml MIME body:
a) shall set the <mcdata-request-uri> element set to the MCData ID of the terminating user; and

6) shall set the Request-URI to the public service identity of the terminating participating M CData function
associated to the MCData user to beinvited;

7) shall copy the public user identity of the calling MCData user from the P-Asserted-1dentity header field of the
incoming SIP MESSAGE request into the P-Asserted-1dentity header field of the outgoing SIP MESSAGE
request;

8) shall include a P-Asserted-Service header field with the value "urn:urn-7:3gpp-service.ims.ics.mcdata’; and

9) shall send the SIP MESSAGE request according to according to rules and procedures of 3GPP TS 24.229 [4].

17.4.3.2 Terminating controlling MCData function procedures

Upon receipt of a"SIP MESSAGE request for Interworking Security Data for controlling MCData function”, the
controlling MCData function:

1) if unable to process the request due to alack of resources or arisk of congestion exists, may reject the SIP
MESSAGE request with a SIP 500 (Server Internal Error) response. The controlling MCData function may
include a Retry-After header field to the SIP 500 (Server Internal Error) response as specified in
IETF RFC 3261 [24]. Otherwise, continue with the rest of the steps;

2) if the SIP MESSAGE does not contain:
a) an application/vnd.3gpp.mcdata-info+xml MIME body;
b) an application/vnd.3gpp.mcdata-signalling MIME body; and
¢) an application/vnd.3gpp.mcdata-payload MIME body;
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3)

4)

5)

6)

7)

8)

shall reject the SIP MESSAGE request with a SIP 403 (Forbidden) response, with warning text set to "199
expected MIME bodies not in the request” in a Warning header field as specified in 3GPP TS 24.282 [82]
clause 4.9, and shall not continue with the rest of the stepsin this subclause;

shall decode the contents of the application/vnd.3gpp.mcdata-signalling MIME body contained in the SIP
MESSAGE;

if the conditionsin 3GPP TS 24.282 [82] subclause 11.1 indicate that the MCData user is not allowed to SDS
communications due to message size as determined by step 3) of 3GPP TS 24.282 [82] subclause 11.1, shall
reject the SIP MESSAGE request with a SIP 403 (Forbidden) response to the SIP MESSAGE request, with
warning text set to 249 user not authorised for one-to-one SDS communications message due to message size"
in aWarning header field as specified in 3GPP TS 24.282 [82] clause 4.9, and shall not continue with the rest of
the stepsin this subclause.

if the SIP MESSAGE request does not contain an application/resource-lists MIME body or contains an
application/resource-lists MIME body with more than one <entry> element, shall return a SIP 403 (Forbidden)
response with the warning text set to 250 unable to determine targeted user for one-to-one message" in a
Warning header field as specified in 3GPP TS 24.282 [82] clause 4.9, and skip the rest of the steps below;

if the SIP MESSAGE request contains an application/resource-lists MIME body with exactly one <entry>
element, shall send a SIP MESSAGE request to the MCData user identified in the <entry> element of the MIME
body, as specified in subclause 17.Y.3.1;

shall generate a SIP 202 (Accepted) response in response to the "SIP MESSAGE request for Interworking
Security Data for controlling MCData function"; and

shall send the SIP 202 (Accepted) response towards the originating participating M CData function according to
3GPP TS 24.229 [4].

18

Emergency alert

18.1 IWF performing the participating role procedures

18.1.1 IWF to send SIP MESSAGE request for emergency natification

When the IWF performing originating participating role needs to send a SIP MESSAGE request for emergency
notification, the IWF:

1)
2)
3)

4)

5)

6)
7)

8)

void;
void

if the MCData ID for which the SIP MESSAGE is sent is not affiliated with the M CData group as determined by
clause 8.3.2.11 shall perform the actions specified in clause 8.3.2.12 for implicit affiliation;

if the actions for implicit affiliation specified in step 3) above were performed but not successful, shall skip the
rest of the steps.

shall determine the public service identity of the controlling M CData function associated with the group identity
in the received request for emergency notification;

shall generate a SIP MESSAGE request in accordance with 3GPP TS 24.229 [4] and IETF RFC 3428 [33];

shall set the Request-URI of the outgoing SIP MESSAGE request to the public service identity of the controlling
M CData function associated with the MCData group;

shall include an application/vnd.3gpp.mcdata-info+xml MIME body as specified in 3GPP TS 24.282 [82],
clause D.1 in the outgoing SIP MESSAGE request based on information received from the originating LMR user
and its network entities;
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9) shall set the <mcdata-calling-user-id> element of the <mcdatainfo> element containing the <mcdata-Params>
element to the MCData ID of the user homed in the IWF;

10)if location information is available in the received request for emergency notification, include an
application/vnd.3gpp.mcdata-1 ocation-info+xml MIME body as specified in 3GPP TS 24.282 [82], clause D.4 in
the outgoing SIP MESSAGE request;

11) shall set the P-Asserted-Identity in the outgoing SIP MESSAGE request to the public service identity of the
IWF; and

12)shall send the SIP MESSAGE request as specified in 3GPP TS 24.229 [4].
Upon receipt of a SIP 2xx response to the SIP MESSAGE request:

1) if the procedures of clause 8.3.2.12 for implicit affiliation were performed in the present clause, shall complete
the implicit affiliation by performing the procedures of clause 8.3.2.13.

Upon receipt of a SIP 4xx, 5xx or 6xx response to the sent SIP MESSAGE request and if the implicit affiliation
procedures of clause 8.3.2.12 were invoked in the present clause, the IWF shall perform the procedures of
clause 8.3.2.14.

18.1.2 Receipt of a SIP MESSAGE request for emergency notification for
terminating LMR user

In the procedures in this clause:

1) emergency indication in an incoming SIP MESSAGE request refers to the <emergency-ind> element of the
application/vnd.3gpp.mcdata-info+xml MIME body; and

2) dertindication in anincoming SIP MESSAGE request refers to the <alert-ind> element of the
application/vnd.3gpp.mcdate-info+xml MIME body.

Upon receipt of a"SIP MESSAGE request for emergency notification for terminating participating MCData function”,
the IWF performing the participating role:

1) if unable to process the request due to alack of resources or arisk of congestion exists, may reject the SIP
MESSAGE request with a SIP 500 (Server Internal Error) response. The IWF performing the participating role
may include a Retry-After header field to the SIP 500 (Server Internal Error) response as specified in
IETF RFC 3261 [24] and skip the rest of the steps;

NOTE 1: if the SIP MESSAGE request contains an emergency indication set to avalue of "true" or an aert
indication set to a value of "true", the IWF can by means beyond the scope of this specification choose to
accept the request.

2) shall usethe MCData ID present in the <mcdata-request-uri> element of the application/vnd.3gpp.mcdata
info+xml MIME body of the incoming SIP MESSAGE request to determine the terminating target; and

3) if the terminating target is not served by the IWF the IWF shall reject the SIP MESSAGE reguest with a SIP 404
(Not Found) response.

NOTE 2: LMR specific signalling is outside the scope of this specification.
The IWF shall generate s SIP 2xx response and follow the procedures specified in 3GPP TS 24.229 [4].

18.1.3 Receipt of a SIP MESSAGE request indicating successful delivery of
emergency notification

Upon receipt of an indication for successful delivery of an emergency notification, internal actions performed by the
IWF performing the terminating participating role are out of scope of the present document.
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18.2  IWF controlling role procedures

18.2.1 Handling of a SIP MESSAGE request for emergency notification

Upon receipt of a"SIP MESSAGE request for emergency notification for controlling MCData function", the IWF
performing the controlling role:

1)

if unable to process the request due to alack of resources or arisk of congestion exists, may reject the SIP
MESSAGE request with a SIP 500 (Server Internal Error) response. The IWF performing the controlling role
may include a Retry-After header field to the SIP 500 (Server Internal Error) response as specified in

IETF RFC 3261 [24]. Otherwise, continue with the rest of the steps;

NOTE: If the SIP MESSAGE request contains an alert indication set to avalue of "true", the IWF performing the

2)

3)

4)

controlling role can, according to local policy, choose to accept the request.

shall reject the SIP request with a SIP 403 (Forbidden) response and not process the remaining stepsif an
Accept-Contact header field does not include the g.3gpp.icsi-ref media feature tag containing the value of
"urn:urn-7:3gpp-service.ims.icsi.medata’, "urn:urn-7:3gpp-service.ims.icsi.mcdata.sds’ or "urn:urn-7:3gpp-
service.ims.icsi.mcdata.fd";

if the received SIP MESSAGE request contains an application/vnd.3gpp.mcdata-info+xml MIME body with the
<dert-ind> element set to avalue of "false", shall perform the procedures specified in clause X.2.2 and skip the
rest of the steps; and

if the received SIP MESSAGE request contains an application/vnd.3gpp.mcdata-info+xml MIME body with the
<alert-ind> element set to avalue of "true":

a) if thereceived SIP MESSAGE request is an unauthorised request for an M CData emergency alert as
specified in 3GPP TS 24.282 [82] clause 6.3.7.2.1 shall reject the SIP MESSAGE request with a SIP 403
(Forbidden) response to the SIP MESSAGE request as specified in 3GPP TS 24.229 [4] with the following
clarifications:

i) shall include in the SIP 403 (Forbidden) response an application/vnd.3gpp.mcdata-info+xml MIME body
as specified in 3GPP TS 24.282 [82], clause D.1 of 3GPP TS 24.282 [82] with the <mcdatainfo> element
containing the <mcdata-Params> element with the <alert-ind> element set to avalue of "false”; and

ii) shall send the SIP 403 (Forbidden) response as specified in 3GPP TS 24.229 [4] and skip the rest of the
steps; and

b) if the received SIP MESSAGE request is an authorised request for an MCData emergency alert as specified
in3GPP TS 24.282 [82] clause 6.3.7.2.1:

i) if the sending MCData user identified by the <mcdata-calling-user-id> element included in the
application/vnd.3gpp.mcdata-info+xml MIME body is not affiliated with the MCData group identified by
the <mcdata-request-uri> element of the MIME body as determined by the procedures of clause 6.3.5:

[) shall check if the MCData user is eligible to be implicitly affiliated with the MCData group as
determined by clause 8.3.3.6;

I1) if the MCData user is determined not to be eligible to be implicitly affiliated to the M CData group
shall reject the SIP MESSAGE request with a SIP 403 (Forbidden) response with the warning text set
to "120 user is not affiliated to this group" in a Warning header field as specified in clause 4.7 and
skip the rest of the steps below; or

[11)if the procedures of clause 8.3.3.6 determined the MCData user to be eligible to be implicitly affiliated
to the MCData group shall, perform the implicit affiliation as specified in clause 8.3.3.7;

ii) for each of the other affiliated members of the group:

A) generate an outgoing SIP MESSAGE reguest notification of the MCData user's emergency aert
indication as specified in 3GPP TS 24.282 [82], clause 6.3.7.1.2, with the IWF acting as the
controlling MCData function, with the clarifications of clause 6.3.7.1.3;
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B) shall include in the application/vnd.3gpp.mcdata-info+xml MIME body with the <mcdatainfo>
element containing the <mcdata-Params> element with the <mcdata-calling-user-id> element set to
the value of the <mcdata-calling-user-id> element in the received SIP MESSA GE request; and

C) send the SIP MESSAGE request according to according to rules and procedures of
3GPP TS 24.229 [4];

iii) shall generate a SIP 200 (OK) response to the received SIP MESSAGE request as specified in
3GPP TS 24.229 [4] with the following clarifications:

A) shall cache the information that the MCData user hasinitiated an MCData emergency alert;

iv) shall send the SIP 200 (OK) response to the received SIP MESSAGE according to rules and procedures
of 3GPP TS 24.229 [4].

v) shall generate a SIP MESSAGE request as described in 3GPP TS 24.282 [82], clause 6.3.7.1.5, with the
IWF acting as the controlling MCData function, to indicate successful receipt of an emergency aert, and
shall include in the application/vnd.3gpp.mcdata-info+xml MIME body:

A) the <dert-ind> element set to avalue of "true";
B) the <alert-ind-rcvd> element set to a value of true; and

C) the <mcdata-client-id> element with the MCData client ID that was included in the incoming SIP
MESSAGE request; and

vi) shall send the SIP MESSAGE request according to according to rules and procedures of
3GPP TS 24.229 [4].

Upon receipt of SIP 2xx responses to the outgoing SIP MESSAGE requests, the IWF performing the controlling role
shall follow the procedures specified in 3GPP TS 24.229 [4].

18.2.2

Handling of a SIP MESSAGE request for emergency alert
cancellation

Upon receipt of a"SIP MESSAGE request for emergency notification for controlling M CData function™ containing an
application/vnd.3gpp.mcdata-info+xml MIME body with the <alert-ind> element set to avalue of "false", the IWF
performing the controlling role:

1) if thereceived SIP MESSAGE request is an unauthorised request for an MCData emergency aert cancellation as
specified in 3GPP TS 24.282 [82] clause 6.3.7.2.2

a)

b)

and if the received SIP MESSAGE request does hot contain an <emergency-ind> element or isan
unauthorised request for an MCData emergency call cancellation as specified in 3GPP TS 24.282 [82]
clause 6.3.7.2.3, shall reject the SIP MESSAGE reguest with a SIP 403 (Forbidden) response to the SIP
MESSAGE request as specified in 3GPP TS 24.229 [4] with the following clarifications:

i) shal includein the SIP 403 (Forbidden) response an application/vnd.3gpp.mcdata-info+xml MIME body
as specified in 3GPP TS 24.282 [82] clause D.1 with the <mcdatainfo> element containing the <mcdata-
Params> element with the <alert-ind> element set to avalue of "true”;

ii) if thereceived SIP MESSAGE request contains an <emergency-ind> element of the <mcdatainfo>
element set to avalue of "false" and if the in-progress emergency state of the group is set to a value of
"true" and thisis an unauthorised request for an M CData emergency communication cancellation as
determined in step i) above, shall include an <emergency-ind> element set to avalue of "true" in the
application/vnd.3gpp.mcdate-info+xml MIME body in the SIP 403 (Forbidden) response; and

iii) shall send the SIP 403 (Forbidden) response according to rules and procedures of 3GPP TS 24.229 [4]
and skip the rest of the steps; and

and if the received SIP MESSAGE request contains an <emergency-ind> element and is an authorised
reguest for an MCData emergency call cancellation as specified in 3GPP TS 24.282 [82] clause 6.3.7.2.3 and
the in-progress emergency state of the MCData group is set to a value of "true":
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i) shal set thein-progress emergency state of the group to avalue of "false";

ii) shall clear the cache of the MCData ID of the MCData user that triggered the setting of the in-progress
emergency state of the MCData group to "true”;

iii) shall generate SIP re-INVITE request to the other affiliated and joined members of the MCData group as
specified in 3GPP TS 24.282 [82] clause 6.3.7.1.1. The IWF performing the controlling role:

A) for each affiliated and joined member shall send the SIP re-INVITE request towards the MCData
client as specified in 3GPP TS 24.229 [4]; and

iv) for each of the affiliated but not joined members of the group:

A) generate a SIP MESSAGE request notification of the cancellation of the MCData user's emergency
call as specified in 3GPP TS 24.282 [82], clause 6.3.7.1.2 with the IWF acting as the controlling
MCData function;

B) shall include in the application/vnd.3gpp.mcdata-info+xml MIME body with the <mcdatainfo>
element containing the <mcdata-Params> element with the <mcdata-calling-user-id> element set to
the value of the <mcdata-calling-user-id> element in the received SIP MESSAGE request;

C) shal include an <emergency-ind> element set to avalue of "false" in the
application/vnd.3gpp.mcdata-info+xml MIME body in the outgoing SIP MESSAGE request; and

D) send the SIP MESSAGE request according to rules and procedures of 3GPP TS 24.229 [4];

v) shall generate a SIP 200 (OK) response to the received SIP MESSAGE request as specified in
3GPP TS 24.229 [4];

vi) shall send the SIP 200 (OK) response to the received SIP MESSAGE as specified in 3GPP TS 24.229 [4]
and skip the rest of the steps;

vii)shall generate a SIP MESSAGE request as described in 3GPP TS 24.282 [82], clause 6.3.7.1.5 with the
IWF acting as the controlling MCData function to indicate successful receipt of the request for emergency
alert cancellation

viii)  shall include in the application/vnd.3gpp.mcdata-info+xml MIME body of the SIP MESSAGE
request:

A) the <dert-ind> element set to avalue of "true”;
B) the <dert-ind-rcvd> element set to avalue of true;
C) the <emergency-ind> element set to avalue of "false”; and

D) the <mcdata-client-id> element with the MCData client ID that was included in the incoming SIP
MESSAGE request; and

iX) shall send the SIP MESSAGE request according to rules and procedures of 3GPP TS 24.229 [4]; and

2) if thereceived SIP MESSAGE request is an authorised request for an MCData emergency alert cancellation as
specified in 3GPP TS 24.282 [82] clause 6.3.7.2.2:

a)

b)

if the received SIP MESSAGE request contains an <originated-by> element in the
application/vnd.3gpp.mcdata-info+xml MIME body, shall clear the cache of the MCDatalD of the MCData
user identified by the <originated-by> element as having an outstanding MCData emergency aert;

if the received SIP MESSAGE request does not contain an <originated-by> element in the
application/vnd.3gpp.mcdata-info+xml MIME body, clear the cache of the MCData ID of the sender of the
SIP MESSAGE request as having an outstanding M CData emergency alert;

if the received SIP MESSAGE request does not contain an <emergency-ind> element or is an unauthorised
request for an M CData emergency communication cancellation as specified in 3GPP TS 24.282 [82]
clause 6.3.7.2.3, for each of the affiliated but not joined members of the group:
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d)

€)

f)
9)

i) shal generate a SIP MESSAGE "SIP MESSAGE request for emergency notification for terminating
participating MCData function” to cancel the MCData user's emergency alert as specified in
3GPP TS 24.282 [82], clause 6.3.7.1.2 with the IWF acting as the controlling MCData function;

ii) shall include in the application/vnd.3gpp.mcdata-info+xml MIME body with the <mcdatainfo> element
containing the <mcdata-Params> element with the <mcdata-calling-user-id> element set to the value of
the <mcdata-calling-user-id> element in the received SIP MESSAGE request;

iii) if the received SIP MESSAGE request contains an <originated-by> element in the
application/vnd.3gpp.mcdata-info+xml MIME body, shall copy the contents of the received <originated-
by> element to an <originated-by> element in the application/vnd.3gpp.mcdata-info+xml MIME body in
the outgoing SIP MESSAGE request;

iv) shall include an <aert-ind> element set to a value of "false” in the application/vnd.3gpp.mcdata-info+xml
MIME body in the outgoing SIP MESSAGE request; and

V) send the SIP MESSAGE request as specified in 3GPP TS 24.229 [4];

if the received SIP MESSAGE request contains an <emergency-ind> element and is an authorised request for
an MCData emergency communication cancellation as specified in 3GPP TS 24.282 [82], clause 6.3.7.2.3
and the in-progress emergency state of the MCData group is set to a value of "true":

i) shall set thein-progress emergency state of the group to avalue of "false";

ii) cachetheinformation that the MCData user has cancelled the outstanding in-progress emergency state of
the group;

iii) shall generate SIP re-INVITES requests to the other affiliated and joined members of the MCData group
as specified in 3GPP TS 24.282 [82], clause 6.3.7.1.1 with thel WF acting as the M CData controlling
function:

A) for each affiliated and joined member shall send the SIP re-INVITE request towards the MCData
client as specified in 3GPP TS 24.229 [4]; and

iv) for each of the affiliated but not joined members of the group shall:

A) generate a SIP MESSAGE request notification of the cancellation of the MCData user's emergency
call as specified in 3GPP TS 24.282 [82], clause 6.3.7.1.2 with the IWF acting as the controlling
MCData function;

B) include in the application/vnd.3gpp.mcdata-info+xml MIME body with the <mcdatainfo> element
containing the <mcdata-Params> element with the <mcdata-calling-user-id> element set to the value
of the <mcdata-calling-user-id> element in the received SIP MESSAGE request;

C) if the received SIP MESSAGE request contains an <originated-by> element in the
application/vnd.3gpp.mcdata-info+xml MIME body, copy the contents of the received <originated-
by> element to an <originated-by> element in the application/vnd.3gpp.mcdata-info+xml MIME body
in the outgoing SIP MESSAGE request;

D) include in the application/vnd.3gpp.mcdata-info+xml MIME body an <alert-ind> element set to a
value of "false";

E) shall include an <emergency-ind> element set to avalue of "false” in the
application/vnd.3gpp.medata-info+xml MIME body in the outgoing SIP MESSAGE request; and

F) send the SIP MESSAGE request according to rules and procedures of 3GPP TS 24.229 [5];

shall generate a SIP 200 (OK) response to the received SIP MESSAGE request as specified in
3GPP TS 24.229 [4];

shall send the SIP 200 (OK) response to the received SIP MESSAGE as specified in 3GPP TS 24.229 [4].

shall generate a SIP MESSAGE request as described in 3GPP TS 24.282 [82], clause 6.3.7.1.5 with the IWF
acting as the controlling M CData function to indicate successful receipt of the request for emergency alert
cancellation;
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h) shal include in the application/vnd.3gpp.mcdata-info+xml MIME body, the <alert-ind> element set to a
value of "false" and the <alert-ind-rcvd> set to "true”;

i) shall populate the <mcdata-client-id> element with the MCData client 1D that was included in the incoming
SIP MESSAGE request;

j) if thereceived SIP MESSAGE request contains an <emergency-ind> element of the <mcdatainfo> element
set to avalue of "false”; and

i) if thisisan authorised request for an MCData emergency communication cancellation as specified in
3GPP TS 24.282[82], clause 6.3.7.2.3, shall include an <emergency-ind> element set to a value of "false"
in the application/vnd.3gpp.mcdata-info+xml MIME body in the outgoing SIP MESSAGE request; and

ii) otherwise, if thisisan unauthorised request for an M CData emergency communication cancellation as
specified in 3GPP TS 24.282 [82], clause 6.3.7.2.3, and the in-progress emergency state of the group is
set to avalue of "true", shall include an <emergency-ind> element set to a value of "true" in the
application/vnd.3gpp.mcdata-info+xml MIME body in the outgoing SIP MESSAGE request; and

k) shall send the SIP MESSAGE request according to the rules and procedures of 3GPP TS 24.229 [4].

Upon receipt of SIP 2xx responses to the outgoing SIP MESSAGE requests, the IWF performing the controlling role
shall follow the procedures specified in 3GPP TS 24.229 [4].
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Annex A (informative):
Signalling flows
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Annex B (normative):
Timers
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Annex C (normative):
Counters
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Annex D (normative):
XML schemas

D.1 XML schema for transporting MCData identities and
general services information

D.1.1 General

This clause defines XML schema and MIME type for transporting M CData identities and general services information.
The XML schema elements and behaviour defined in this clause extend those in 3GPP TS 24.282 [82] or other 3GPP
technical specifications as noted.

D.1.2 XML schema

This schemais as described in 3GPP TS 24.282 [82] Annex D.1.2.

D.1.3 Semantic
The semantic is as described in 3GPP TS 24.282 [82] Annex D.1.3 with the following modifications:
If the <mcdatainfo> contains the <mcdata-Params> element then:
1) the <request-type> can be included with:
a) avalue of "one-to-one-sds' to indicate that the M CData client wants to initiate a one-to-one SDS request;
b) avalue of "group-sds' to indicate the MCData client wants to initiate a group SDS request;
c) avalue of "notify" when the controlling MCData function needs to send a notification to the MCData client.

2) the <anyExt> element of the <mcdata-Params> element can be included with the following element in addition
to those specified in 3GPP TS 24.282 [82] Annex D.1.3:

a) a<request-type> of type "xs:string": set to value of "Interworking Security Data message" when requesting
an Interworking Security Data message.

ETSI



3GPP TS 29.582 version 19.0.0 Release 19

79 ETSI TS 129 582 V19.0.0 (2025-10)

Annex E (informative):
Change history

Change history
Date Meeting | TDoc CR Rev [Cat [Subject/Comment New
version
2019-05 Initial version 0.0.1
2019-10 Implementation of the following P-CR from CT1#120: 0.1.0
C1-196237, C1-196247, C1-196250, C1-196251,
C1-196252, C1-196253, C1-196633, C1-196636,
C1-196637, C1-196638, C1-196639, C1-196643,
C1-196644, C1-196645, C1-196647, C1-196648,
C1-196670, C1-196673, C1-196676, C1-196820,
C1-196821, C1-196822, C1-196824, C1-196825,
C1-196826, C1-196828, C1-196830, C1-196831,
C1-196868, C1-196869, C1-196871
2019-11 Implementation of the following P-CR from CT1#121: 0.2.0
C1-198514
2019-12 | CT-86 CP-193158 Presentation for information at TSG CT 1.0.0
2019-12 | CT#86 | CP-193291 A title updated 101
2020-03 Implementation of the following pCRs from CT1#122e: 1.1.0
C1-200369, C1-200370, C1-200371,C1-200912, C1-
200913, C1-200946, C1-200948
2020-03 |CT-87e CP-200175 Presentation for approval at TSG CT 200
2020-03 |CT-87e Version 16.0.0 created after approval 16.0.0
2020-06 [CT-88e CP-201120 (0001 1| D |Editorial corrections 16.1.0
2020-09 |CT-89% CP-202161 |0002 1| F [Introduction of text for Scope clause 16.2.0
2020-09 |CT-89% CP-202180 |0003 B [Addition of clause 9.2.3.1 (Standalone SDS over media 17.0.0
plane / general)
2020-09 |CT-89% CP-202180 |0004 1| B |Addition of clauses 9.2.3.2.1, 9.2.3.2.2 (SDP Offer/Answer) | 17.0.0
2020-09 |CT-89% CP-202180 |0005 1| B |Addition of clauses 9.2.3.2.3 (Originating procedures) 17.0.0
2020-12 |CT-90e CP-203195 (0007 1| A |ldentifying LMR type in MCData SDS interworking 17.1.0
2020-12 |CT-90e CP-203198 0010 1| B |Addition of clause 9.2.3.3 (Standalone SDS over media 17.1.0
plane/ Participating) SDP
2020-12 |CT-90e CP-203260 0011 3| B |Addition of clauses 9.2.3.3.3 (Standalone SDS over media | 17.1.0
plane / Participating) Originating
2021-03 |CT-91e CP-210128 |0013 1| B |Terminating participating SDS procedures 17.2.0
2022-03 |CT-95e CP-220230 |0015 2| A |Correction to Disposition Notification handling when LMR 17.3.0
system temporarily disables Disposition Notification
2022-03 |CT-95e CP-220276  |0017 1| C |[Correction of text table values for Payload Content Type 17.3.0
2022-03 |CT-95e CP-220276 0018 -] B |Introduction of SDS interworking over the media plane 17.3.0
2023-03 |CT-99 CP-230240 10019 2 B |Introduction of Emergency Alert for MCData plane 17.4.0
interworking
2023-06 [CT-100 CP-231254 |0021 1[ A |Warning codes & warning text to handle interworking application 17.5.0
mismatch
2024-04 |- - - -| - |Update to Rel-18 version (MCC) 18.0.0
2025-09 [CT#109 CP-252127 (0027 1| A |Corrections to Interworking Security Data message 18.1.0
2025-10 |- - -| - |Update to Rel-19 version (MCC) 19.0.0

ETSI




3GPP TS 29.582 version 19.0.0 Release 19

80

ETSI TS 129 582 V19.0.0 (2025-10)

History

Document history

V19.0.0

October 2025

Publication

ETSI




	Intellectual Property Rights
	Legal Notice
	Modal verbs terminology
	Foreword
	Introduction
	1 Scope
	2 References
	3 Definitions of terms, symbols and abbreviations
	3.1 Terms
	3.2 Abbreviations

	4 General
	4.1 MCData overview
	4.2 Identity, URI and address assignments
	4.2.1 Public Service identities
	4.2.2 MCData session identity
	4.2.3 MCData client ID

	4.3 Emergency alerts
	4.4 MCData protocol
	4.5 Protection of sensitive XML application data
	4.6 Protection of TLV signalling and media content
	4.7 Warning Header Field
	4.7.1 General
	4.7.2 Warning texts


	5 Roles
	5.1 Introduction
	5.2 IWF
	5.2.1 General
	5.2.1A SIP failure case


	6 Common procedures
	6.1 Introduction
	6.1X MCData client procedures
	6.1X.1 Distinction of requests at the MCData client
	6.1X.1.1 SIP MESSAGE request


	6.2 IWF performing the participating role procedures
	6.2.1 Void
	6.2.2 MCData conversation items
	6.2.2.1 IWF generating an SDS Message

	6.2.3 Disposition Notifications
	6.2.3.1 Generating an SDS Notification

	6.2.4 Sending SIP requests and receiving SIP responses
	6.2.4.1 Generating a SIP MESSAGE request towards the controlling MCData function


	6.3 Server role procedures
	6.3.0 Introduction
	6.3.1 Distinction of requests at the IWF
	6.3.1.1 SIP MESSAGE request
	6.3.1.2 SIP INVITE request

	6.3.2 Sending SIP requests and receiving SIP responses
	6.3.2.1 Generating a SIP MESSAGE request towards the terminating MCData client

	6.3.3 Groups homed in the IWF
	6.3.4 Void
	6.3.5 Affiliation check

	6.4 Handling of MIME bodies in a SIP message
	6.5 Confidentiality and Integrity Protection of sensitive XML content
	6.5.1 General
	6.5.1.1 Applicability and exclusions
	6.5.1.2 Performing XML content encryption
	6.5.1.3 Performing integrity protection on an XML body

	6.5.2 Confidentiality Protection
	6.5.2.2 Keys used in confidentiality protection procedures
	6.5.2.3 Procedures for sending confidentiality protected content
	6.5.2.3.2 IWF performing the role of an MCData server

	6.5.2.5 IWF copying received XML content

	6.5.3 Integrity Protection of XML documents
	6.5.3.2 Keys used in integrity protection procedures
	6.5.3.3 Sending integrity protected content
	6.5.3.3.2 Integrity protection at the IWF



	6.6 Confidentiality and integrity protection of TLV messages
	6.6.1 General
	6.6.2 Derivation of master keys for media and media control
	6.6.3 Protection of MCData signalling and MCData messages
	6.6.3.1 General



	7 Registration and service authorisation
	7.1 Server procedures

	8 Affiliation
	8.1 General
	8.2 IWF performing the participating role procedures
	8.3 Server procedures
	8.3.1 General
	8.3.2 Procedures of the IWF performing the participating role
	8.3.2.1 General
	8.3.2.2 Stored information
	8.3.2.3 Receiving affiliation status change from a user homed in the IWF procedure
	8.3.2.4 Receiving subscription to affiliation status procedure
	8.3.2.5 Sending notification of change of affiliation status procedure
	8.3.2.6 Sending affiliation status change towards MCData server owning MCData group procedure
	8.3.2.7 Affiliation status retrieval from IWF performing the role of the MCData server owning MCData group procedure
	8.3.2.8 Procedure for authorising affiliation status change request in negotiated mode sent to a user homed in the IWF
	8.3.2.9 Forwarding affiliation status change towards an MCData user procedure
	8.3.2.10 Forwarding subscription to affiliation status towards an MCData user procedure
	8.3.2.11 Affiliation status determination
	8.3.2.12 Affiliation status change by implicit affiliation
	8.3.2.13 Implicit affiliation status change completion
	8.3.2.14 Implicit affiliation status change cancellation
	8.3.2.15 Automatic affiliation to configured groups procedure

	8.3.3 Procedures of the IWF performing the controlling role
	8.3.3.1 General
	8.3.3.2 Stored information
	8.3.3.3 Receiving group affiliation status change procedure
	8.3.3.4 Receiving subscription to affiliation status procedure
	8.3.3.5 Sending notification of change of affiliation status procedure
	8.3.3.6 Implicit affiliation eligibility check procedure
	8.3.3.7 Affiliation status change by implicit affiliation procedure


	8.4 Coding

	9 IWF Short Data Service (SDS)
	9.1 General
	9.2 On-network SDS
	9.2.1 General
	9.2.2 Standalone SDS using signalling control plane
	9.2.2.1 General
	9.2.2.2 Procedures used by the IWF for users homed in the IWF
	9.2.2.2.1 Originating procedures
	9.2.2.2.2 Terminating procedures

	9.2.2.3 IWF performing the participating MCData function procedures
	9.2.2.3.1 Originating participating MCData function procedures
	9.2.2.3.2 IWF performing the terminating participating MCData role procedures

	9.2.2.4 Controlling IWF MCData procedures
	9.2.2.4.1 Originating controlling IWF procedures
	9.2.2.4.2 Terminating controlling MCData function procedures


	9.2.3 Standalone SDS using media plane
	9.2.3.1 General
	9.2.3.2 Procedures used by the IWF for users homed in the IWF
	9.2.3.2.1 SDP offer generation
	9.2.3.2.2 SDP answer generation
	9.2.3.2.3 Originating procedures
	9.2.3.2.4 Terminating procedures

	9.2.3.3 IWF performing the participating MCData role procedures
	9.2.3.3.1 SDP offer generation
	9.2.3.3.2 SDP answer generation
	9.2.3.3.3 Originating participating MCData function procedures
	9.2.3.3.4 Terminating participating MCData function procedures


	9.2.4 SDS session

	9.3 Off-network SDS

	10 File Distribution (FD)
	11 Transmission and reception control
	11.1 General
	11.2 Auto-receive for File Distribution
	11.3 Accessing list of deferred data group communications

	12 Dispositions and Notifications
	12.1 General
	12.2 Disposition notifications
	12.2.1 IWF performing the MCData participating role
	12.2.1.1 Participating IWF procedures
	12.2.1.2 Sending a disposition notification message
	12.2.1.3 Participating IWF receives disposition notification from a controlling MCData function

	12.2.2 IWF performing the MCData controlling role

	12.3 On-network disposition notifications

	13 Communication Release
	14 Enhanced Status (ES)
	14.1 General
	14.2 On-network ES
	14.2.1 Void
	14.2.2 IWF performing the participating MCData role procedures
	14.2.2.1 Originating participating MCData function procedures
	14.2.2.2 Terminating participating MCData function procedures

	14.2.3 IWF performing the controlling MCData role procedures
	14.2.3.1 Originating controlling MCData function procedures
	14.2.3.2 Terminating controlling MCData function procedures



	15 Message Formats
	15.1 IWF message functional definitions and contents
	15.1.1 General
	15.1.2 SDS SIGNALLING PAYLOAD message
	15.1.2.1 Message definition

	15.1.3 FD SIGNALLING PAYLOAD message
	15.1.4 DATA PAYLOAD message
	15.1.4.1 Message definition

	15.1.5 SDS NOTIFICATION message
	15.1.5.1 Message definition

	15.1.6 FD NOTIFICATION message
	15.1.7 SDS OFF-NETWORK MESSAGE
	15.1.8 SDS OFF-NETWORK NOTIFICATION message
	15.1.9 FD NETWORK NOTIFICATION message
	15.1.10 COMMUNICATION RELEASE message
	15.1.10.1 Message definition

	15.1.11 DEFERRED DATA REQUEST message
	15.1.12 DEFERRED DATA RESPONSE message
	15.1.13 FD HTTP TERMINATION

	15.2 General message format and information elements coding
	15.2.1 General
	15.2.2 Message type
	15.2.3 Void
	15.2.4 Void
	15.2.5 Void
	15.2.6 Void
	15.2.7 Void
	15.2.8 Void
	15.2.9 Conversation ID
	15.2.10 Message ID
	15.2.11 Void
	15.2.12 Void
	15.2.13 Payload


	16 Media plane
	17 Handling of Interworking Security Data messages
	17.1 IWF
	17.1.1 IWF originates Interworking Security Data message
	17.1.2 IWF receives Interworking Security Data message
	17.1.2.1 IWF in the participating role
	17.1.2.2 IWF in the controlling role


	17.2 Interworking Security Data message payload
	17.2.1 Message definition
	17.2.2 External network type

	17.3 MCData client
	17.3.1 MCData client originates Interworking Security Data message
	17.3.2 MCData client receives Interworking Security Data message

	17.4 MCData server
	17.4.1 Distinction of requests at the MCData server
	17.4.1.1 SIP MESSAGE request

	17.4.2 Participating MCData function procedures
	17.4.2.1 Originating participating MCData function procedures
	17.4.2.2 Terminating participating MCData function procedures

	17.4.3 Controlling MCData function procedures
	17.4.3.1 Originating controlling MCData function procedures
	17.4.3.2 Terminating controlling MCData function procedures



	18 Emergency alert
	18.1 IWF performing the participating role procedures
	18.1.1 IWF to send SIP MESSAGE request for emergency notification
	18.1.2 Receipt of a SIP MESSAGE request for emergency notification for terminating LMR user
	18.1.3 Receipt of a SIP MESSAGE request indicating successful delivery of emergency notification

	18.2 IWF controlling role procedures
	18.2.1 Handling of a SIP MESSAGE request for emergency notification
	18.2.2 Handling of a SIP MESSAGE request for emergency alert cancellation


	Annex A (informative): Signalling flows
	Annex B (normative): Timers
	Annex C (normative): Counters
	Annex D (normative): XML schemas
	D.1 XML schema for transporting MCData identities and general services information
	D.1.1 General
	D.1.2 XML schema


	Annex E (informative): Change history
	History

