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Intellectual Property Rights
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pertaining to these essential IPRs, if any, is publicly available for ETSI membersand non-members, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
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Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
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Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not congtitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword

This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities, UMTS identities or
GSM identities. These should be interpreted as being references to the corresponding ETSI deliverables.

The cross reference between GSM, UMTS, 3GPP and ETS! identities can be found under
http://webapp.etsi.org/key/queryform.asp.

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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Foreword
This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document specifies the stage 3 protocol and high level data model for the Nudr Service Based Interface. It
provides stage 3 protocol definitions and message flows, and specifies the API for each service offered by the Unified
Data Repository (UDR). The data model and usage of the subscription datais specified in 3GPP TS 29.505 [2], and the
data model and usage of the policy data, structured data for exposure and application data are specified in 3GPP
TS29.519[3].

The 5G System architecture is specified in 3GPP TS 23.501 [4]. The stage 2 definition and related procedures for Nudr
SBI service are specified in 3GPP TS 23.502 [5] and 3GPP TS 23.503 [6].

The Technical Realization of the Service Based Architecture is specified in 3GPP TS 29.500 [7] and the Principles and
Guidelines for Services Definition is specified in 3GPP TS 29.501 [8].

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[2] 3GPP TS 29.505: "5G System; Usage of the Unified Data Repository Services for Subscription
Data; Stage 3".

[3] 3GPP TS 29.519: "5G System; Usage of the Unified Data Repository Service for Policy Data,
Structured Data for Exposure and Application Data; Stage 3".

[4] 3GPP TS 23.501: " System Architecture for the 5G System; Stage 2".

[5] 3GPP TS 23.502: "Procedures for the 5G System; Stage 2".

[6] 3GPP TS 23.503: "Policy and Charging Control Framework for the 5G System; Stage 2".

[7] 3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".

[8] 3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".

[9] IETF RFC 6901(April 2013): "JavaScript Object Notation (JSON) Pointer".

[10] 3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces Stage 3".

[11] IETF RFC 8259: "The JavaScript Object Notation (JSON) Data | nterchange Format".

[12] 3GPP TS 33.501: "Security architecture and procedures for 5G system".

[13] IETF RFC 6749: "The OAuth 2.0 Authorization Framework".

[14] 3GPP TS 29.510: "Network Function Repository Services; Stage 3".
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3 Definitions and abbreviations
3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following
apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP
TR 21.905[1].

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
3GPP TR 21.905 [1].

GPsI Generic Public Subscription Identifier
NEF Network Exposure Function
PCF Policy Control Function
SUPI Subscription Permanent I dentifier
UDM Unified Data Management
UDR Unified Data Repository

4 Overview

The Unified Data Repository (UDR) is the network entity in the 5G Core Network (5GC) supporting the following
functionalities:

- Storage and retrieval of subscription data as specified in 3GPP TS 29.505 [2];
- Storage and retrieval of policy data as specified in 3GPP TS 29.519 [3];
- Storage and retrieval of structured data for exposure as specified in 3GPP TS 29.519 [3];

- Storage and retrieval of application data (including Packet Flow Descriptions (PFDs) for application detection,
application request information for multiple UES) as specified in 3GPP TS 29.519 [3];

- Subscription to notification and the notification of subscribed data changes.

Figures 4-1 shows the data storage architecture for the 5GC:

UDM

Subscription Data

Nudr Policy Data
PCF
Structured Data
for exposure
NEF Application Data

\/

Figure 4-1: Data storage architecture

The Nudr interface is used by the network functions (i.e. UDM, PCF and NEF) to access a particular set of the data
stored in the UDR.
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5 Services offered by the UDR

5.1 Introduction

The UDR offers the following services viathe Nudr interface:

- Nudr_DataRepository Service
5.2 Nudr_DataRepository Service

5.2.1 Service Description

5.2.1.1 Service and operation description

The UDR is acting as NF Service Producer. It provides Unified Data Repository service to the NF service consumer.
The NF Service Consumers are the UDM, PCF and NEF.

For the Nudr_DataRepository service, the following service operations are defined:
- Query
- Create
- Delete
- Update
- Subscribe
- Unsubscribe
- Notify
This service allows NF service consumers to retrieve, create, update, modify and delete data stored in the UDR.

This service allows the NF service consumers to subscribe/unsubscribe the data change notification and to be notified of
the data change.

5.2.1.2 Service operation and data access authorization

UDR provides one Nudr_DataRepository service to all of the NF consumers, while different types of data may have
different data access authorizations, the UDR shall be able to have the authorization management mechanism to
guarantee the safety of data access.

And the information in the Nudr_DataRepository service operation should be able to identify the NF type of the
consumer and the service operation type or name, and to indicate the requested data information including the data set
and data subset, and the resource/dataidentifier. All HTTP methods for the service operation shall include the
information in the appropriate place of the HT TP message.

If there is an illegal service operation or data access request initiated by a NF consumer, the service failure response
should be returned through the Nudr interface with an explicit cause value.

5.2.2 Service Operations
5.2.2.1 Introduction

This clause specifies the generic Nudr_DataRepository service operations towards the different data sets as shown in
Figure 4-1.

The HTTP request of the service operations contains a resource URI that the { api SpecificResourceUriPart} (see
subclause 4.4.2 in 3GPP TS 29.501[4]) consists of atop-level segment and sub-level segment(s).

For Create, Query, Update and Delete operations, the top-level segment indicates one top level resource representing
one of the data sets, which are defined as "/subscription-data’, "/policy-data’, "/exposure-data’ and "/application-data’
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in Figure 6.1.3.1-1. And a certain child resource isindicated by of the end URI of the sub-level segments, which are
defined in 3GPP TS 29.505 [2] for use when the top-level segment is "/subscription-data’ and in 3GPP TS 29.519 [3]

for use when the top-level segment is"/policy-data’, "/exposure-data’ or "/application-data’.

For Subscribe/Unsubscribe to data change notification operations, the resource of the subscription to the notification
should be as the child resource of each of the data sets (i.e. "/subscription-data’, "/policy-data’, "/exposure-data’ and
"/application-data"), which are indicated by the top-level segment in the URI. And the resource representation of the
subscription to the notification should be indicated by the sub-level segment of each data set.

The following procedures for each operation should be taken as the common procedures and applicable to
corresponding detail procedures with the same service operation in 3GPP TS 29.505 [2] and 3GPP TS 29.519 [3].

5.2.2.2 Query

52221 General

The Query service operation is used to retrieve the data stored in the UDR. HTTP GET method shall be used for the
service operation to request the certain data record(s). One piece of data records should be a data set, a data subset, a
group of datain one data subset, or a specific data. If the data record(s) are the attribute(s), query parameter or the
combination of query parameters should be used as the filters to control the content of result.

5.2.2.2.2 Data retrieval

Figure 5.2.2.2.2-1 shows a scenario where the NF service consumer (e.g. UDM, PCF or NEF) sends arequest to the
UDR to retrieve data.

Query parameters may be used for dataretrieval:
i) Subclause 5.2.2.2.3 specifies the query parameter used for retrieving subset of aresource;

ii) Other query parameters are defined in 3GPP TS 29.505 [2] and 3GPP TS 29.519[3].

NF service
consumer

UDR

1. GET ..<top-level segment><sub-level segments>?<query |
parameters>

2. 200 OK ( Requested Data)

.

Figure 5.2.2.2.2-1: Retrieving Data

1. The NF service consumer shall send a GET request to the resource representing the data. Query parameters may
be used to restrict the response to the requested data record(s) of the resource's representation.

2. On success, the UDR shall respond with 200 OK™ with the message body containing the requested data
record(s) restricted to the query parameters.

On failure, the UDR shall return an appropriated error code with the error cause information.

The error codes of corresponding service operationsin 3GPP TS 29.505 [2] and 3GPP TS 29.519 [3] shall align and
comply with the failure response mechanism which is defined in 3GPP TS 29.500 [7].

5.2.2.2.3 Retrieval of subset of a resource

When aresource has multiple attributes, it is allowed for the NFs to retrieve a subset of the attributes. When the
attribute is of type map, it is allowed for the NFs to retrieve individual member(s) of that map. For retrieval of subset of
aresource, a new query parameter "fields" is defined to carry the identities of the attributes to be retrieved. The
definition of "fields" query parameter is:
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1) "fields" query parameter is of type array; and
2) each element of the array is of type string encoded as a JSON pointer as defined IETF RFC 6901 [9].

NOTE: identifying anindividual element in the array is supported by JSON pointer, however it is not
recommended to use this feature if the client is not exactly aware of the order of the membersin the array.

If retrieval of subset of a particular resource is supported, then all the attributes of the corresponding data type of that
resource shall be optional or conditional.

EXAMPLE 1:
Given the following representation of ExResource:
{
"lv1Attrl": "valuel"
"lv1Attr2": "value2"
"lv1Attr3": {
"lv2Attrl": "vaue3"
"Iv2Attr2": "vaued"

}
}
Toretrieve "lv1Attrl" and "Iv2Attr2", the NF sends the following request:
GET /ExResource?fields=/Iv1Attrl, /Iv1Attr3/lv2Attr2
Upon success, the UDR then returns the following representation:
{

"lv1Attrl": "valuel"

"Iv1Attr3": {

"lv2Attr2": "valued"

}
}

EXAMPLE 2:
Given the following representation of ExResource:
{
"Attrl": "valuel"
"Attr2": "value2"
"AttrMap": {
"Keyl": { ExObject1}
"Key2": { ExObject2}
}
}

ETSI
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To retrieve "Attrl" and the second member of "AttrMap ", the NF sends the following request:
GET /ExResource?fields=/Attrl, /AttrMap/Key2
Upon success, the UDR then returns the following representation:
{

"Attrl": "valuel"

"AttrMap": {

"Key2": { ExObject2}

}

}

5.2.2.3 Create
52231 General
The Create service operation is used by the NF service consumer (e.g. NEF) to create the data into the UDR.
The following procedures using the Create service operation are supported:
- Datacreationusing PUT
- Datacreation using POST
5.2.2.3.2 Data Creation using PUT

Figure 5.2.2.3.2-1 shows a scenario where the NF service consumer (e.g. NEF) sends arequest to the UDR to create
data. The parent resource of the resource identified by the resource URI shall be of archetype Store (see subclause C.3
in 3GPP TS 29.501[4]).

NF service

UDR
consumer

I I
| |
| 1. PUT ..<top-level segment><sub-level segments>
R

(new data)

2. 201 Created

o

Figure 5.2.2.3.2-1: Creating Data using PUT

1. The NF service consumer shall send a PUT reguest to the resource representing the data. The payload body of
the PUT reguest shall contain the representation of the new data.

2. On success, the UDR shall respond with "201 Created" with the payload containing the representation of the
created data, and the "Location" header shall be present and contains the URI of the created data.

On failure, the UDR shall return an appropriated error code with the error cause information.

5.2.2.3.3 Data Creation using POST
Figure 5.2.2.3.3-1 shows a scenario where the NF service consumer (e.g. NEF) sends arequest to the UDR to create

data. The resource identified by the resource URI shall be of archetype Collection (see subclause C.2 in
3GPP TS 29.501[4]).
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NF service

UDR
consumer
I I

|
| 1. POST...<top-level segment><sub-level segments> !
(new data)

2.201 Created

e

Figure 5.2.2.3.3-1: Creating Data using POST

1. The NF service consumer shall send a POST reguest to create the new data record as the child resource of the
parent resource in the UDR. The payload body of the POST request shall contain the representation of the new
data.

2. The UDR generates the data identifier and constructs the URI for the created data record by appending the data
identifier to the parent resource URI received as request URI of the POST request.

On success, the UDR shall respond with "201 Created" with the payload containing the representation of the
created data, and the "Location" header shall be present and contains the URI of the created data.

On failure, the UDR shall return an appropriated error code with the error cause information.

5.2.2.4 Delete
5.2.24.1 General
The Delete service operation is used by the NF service consumer (e.g. NEF) to remove the data from the UDR.
The following procedures using the Delete service operation are supported:

- DataDeletion
HTTP DELETE method shall be used.
5.2.2.4.2 Deleting Data

Figure 5.2.2.4.2-1 shows a scenario where the NF service consumer (e.g. NEF) sends a request to the UDR to delete a
data record.

NF service

UDR
consumer
I I

|
| 1. DELETE ..<top-level segment><sub-level segments> |
— —>

V)
2. 204 No Content ()

———p--

Figure 5.2.2.4.2-1: Deleting Data

1. The NF service consumer shall send a DELETE request to the resource representing the data. The payload body
of the request shall be empty.

2. On success, the UDR shall respond with "204 No Content", the payload body of the DELETE response shall be
empty.

On failure, the UDR shall return an appropriated error code with the error cause information.
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5.2.25 Update
5.2.25.1 General

The Update service operation is used by the NF service consumer (e.g. UDM, PCF or NEF) to update the data stored in
the UDR.

The following procedures using the Update service operation are supported:
- DataUpdate using PATCH
- DataUpdate using PUT

HTTP PATCH method shall be used to add/create, delete or modify part of the value(s) in the datarecord (e.g. a
specific data or a group of datain one data subset). HTTP PUT method shall be used to replace a compl ete data record.

5.2.25.2 Data Update using PATCH

Figure 5.2.2.5.2-1 shows a scenario where the NF service consumer (e.g. UDM, PCF or NEF) sends arequest to the
UDR to update some parts of the data record.

NF service
consumer

UDR

1. PATCH...<top-level segment><sub-level segments> |
(Modification instruction)

2. 204 No Content ()

Figure 5.2.2.5.2-1: Data Updating using PATCH

1. The NF service consumer shall send a PATCH request to the resource representing the data record. The payload
body contains the modification instruction towards the data record.

2. On success, the UDR shall respond with "204 No Content".

On failure, the UDR shall return an appropriated error code with the error cause information.

5.2.25.3 Data Update using PUT

Figure 5.2.2.5.3-1 shows a scenario where the NF service consumer (e.g. UDM, PCF or NEF) sends arequest to the
UDR to update the whole data record.

NF service

UDR
consumer

I I
| |
| 1. PUT...<top-level segment><sub-level segments>
R

(replacement with new data )
2. 204 No Content ()
Or 200 OK

———p--

Figure 5.2.2.5.3-1: Data Updating using PUT

1. The NF service consumer shall send a PUT request to the resource representing the data record. The payload
body contains the new data for the resource.
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2. On success, the UDR shall respond with 204 No Content™ or "200 OK".
On failure, the UDR shall return an appropriated error code with the error cause information.
5.2.2.6 Subscribe
5.2.26.1 General

The Subscribe service operation is used for the NF service consumer to subscribe to the data change notification from
the UDR.

5.2.2.6.2 NF service consumer subscribes to notifications to UDR

Figure 5.2.2.6.2-1 shows a scenario where the NF service consumer (e.g. UDM, PCF or NEF) sends arequest to the
UDR to subscribe to data change notifications.

NF service

UDR
consumer

1. POST...<top-level segment>/subs-to-notif
(SubData)

<2 201 Created (SubData)

Figure 5.2.2.6.2-1: subscribing to data change notifications

1. The NF service consumer sends a POST request to the parent resource (...<top-level segment>/subs-to-notif).

2. On success, the UDR responds with "201 Created" with the message body containing a representation of the
created subscription. The Location HTTP header shall contain the URI of the created subscription.

On failure, the UDR returns an appropriated error code with the error cause information.
5.2.2.6.3 Stateless UDM subscribes to notifications to UDR

Figure 5.2.2.6.3-1 shows a scenario where the stateless UDM subscribes to notification to the UDR.

Stateless

UDM UDR

——1. POST .../subs-to-notif (SubData)—»

<2, 201 Created (SubData)———

Figure 5.2.2.6.3-1: subscribing to data change notifications via stateless UDM

1. The stateless UDM sends a POST request to the UDR to subscribe to the notifications.

The SubData in the POST request body shall indicate the same data for which a change will trigger a
notification.
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The SubDatain the POST request body shall contain a callbackReference URI to which the notifications will be
sent to. The host part of the callbackReference URI shall be set to the FQDN of the UDM set to which the
stateless UDM belongs.

The SubData in the POST request body shall contain an original callbackReference URI of the NF which
initially triggers the subscription.

2. On success, the UDR responds with "201 Created" with the message body containing a representation of the
created subscription. The Location HTTP header shall contain the URI of the created subscription and that URI
shall contain the subscription ID allocated by the UDR.

On failure, the UDR returns an appropriated error code with the error cause information.
5.2.2.7 Unsubscribe
52271 General

The Unsubscribe service operation is used for the NF service consumer to unsubscribe to the data change notification
fromthe UDR.

5.2.2.7.2 Unsubscribe service operation

Figure 5.2.2.7.2-1 shows a scenario where the NF service consumer (e.g. UDM, PCF or NEF) sends arequest to the
UDR to unsubscribe to data change notifications.

NF service

consumer
I

|
| 1. DELETE ...<top-level segment>/subs-to-notif/<sub-level |
segments>

2. 204 No Content

UDR

——-g--

Figure 5.2.2.7.2-1: Unsubscribing to the data change notifications

1. The NF service consumer sends a DELETE request to the resource identified by the URI previously received
during subscription creation, i.e. in the Location header field of the HTTP 201 Created response.

2. On success, the UDR responds with "204 No Content".

On failure, the UDR returns an appropriated error code with the error cause information.
5.2.2.8 Notify
5.2.2.8.1 General

The Notify service operation is used for the UDR to notify the data change notification to the previous subscribe
operation requestor.

5.2.2.8.2 Notification to NF service consumer on data change

Figure 5.2.2.8.2-1 shows a scenario where the UDR notifies the NF service consumer about the subscribed data change.
The request contains the CallbackReference URI as previously received in the subscribe operation (see subclause
5.2.2.6).
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NF service UDR
consumer

I I

L 1. POST {callbackReference} :

| (Notification) :

| 2. 204 No Content -

| |

| |

Figure 5.2.2.8.2-1: Data Change Notification

1. The UDR sends a POST request to the callbackReference URI as provided by the NF service consumer in the
subscribe operation.

2. On success, the NF service consumer responds with "204 No Content”.
On failure, the NF service consumer responds an appropriated error code with the error cause information.
5.2.2.8.3 Notification to stateless UDM on data change

Figure 5.2.2.8.3-1 shows a scenario where the UDR notifies the NF service consumer about the subscribed data change.

Stateless

UDM UDR

<. POST {callback Reference} (notification)—

2.204 No Content————»

Figure 5.2.2.8.3-1: Data Change Notification to stateless UDM

1. The UDR sends a POST request to the callbackReference URI as provided by the stateless UDM in the subscribe
operation.

The notification in the POST request body shall contain the original callbackReference URI which isreceivedin
step 1 of Figure 5.2.2.6.3-1.

2. On success, the stateless UDM responds with "204 No Content".

On failure, the stateless UDM responds an appropriated error code with the error cause information.

6 API Definitions

6.1 Nudr_DataRepository Service API
6.1.1  APIURI

URIs of this API shall have the following root:

{apiRoot} /{ apiName} /{ apiVersion}/

ETSI



3GPP TS 29.504 version 15.0.0 Release 15 17 ETSI TS 129 504 V15.0.0 (2018-09)

where the "apiName" shall be set to "nudr-dr* and the "apiVersion” shall be set to "v1" for the current version of this
specification.

6.1.2 Usage of HTTP
6.1.2.1 General

Nudr service shall comply with the usage of HTTP/2.0 protocol over Service Based Interfaces. (See Clause 5,
3GPP TS 29.500[7]).

6.1.2.2 HTTP standard headers

6.1.2.2.1 General

The usage of HT TP standard headers shall be supported on Nudr interface as defined in subclause 5.2.2 of
3GPP TS 29.500[7].

6.1.2.2.2 Content type

The JSON format shall be supported for Nudr service. The use of the JSON format (IETF RFC 8259 [11]) shall be
signalled by the content type "application/json™ or "application/problem+json”.

6.1.2.3 HTTP custom headers

6.1.2.3.1 General

The custom HT TP headers applicable to Nudr service are specified in the following subclauses.
6.1.2.3.2 3gpp-Shi-Message-Priority

Nudr interface shall support 3gpp-Shi-Message-Priority custom header. The header contains the HT TP/2 message
priority value. See detailsin Subclause 5.2.3.2.2 of 3GPP TS 29.500 [7].

6.1.3 Resources
6.1.3.1 Overview

/I{apiRoot}/nudr-dr/v1

/subscription-data
|

‘ <Sub-level resource> ‘

/policy—d‘ata

‘ <Sub-level resource> ‘

/exposure-data
|

‘ <Sub-level resource> ‘

/applicat‘ion-data

‘ <Sub-level resource> ‘

Figure 6.1.3.1-1: Resource URI structure of the nudr-dr API
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Table 6.1.3.1-1 provides an overview of the resources and applicable HT TP methods.

Table 6.1.3.1-1: Resources and methods overview

HTTP
method
Resource name Resource URI or Description

custom
operation
SubscriptionData /subscription-data none For sub-level resource names,
resource URIs and HTTP methods
see 3GPP TS 29.505 [2]
PolicyData /policy-data none For sub-level resource names,
resource URIs and HTTP methods
see 3GPP TS 29.519 [3]
StructuredDataForExposure /exposure-data none For sub-level resource names,
resource URIs and HTTP methods
see 3GPP TS 29.519 [3]
ApplicationData /application-data none For sub-level resource names,
resource URIs and HTTP methods
see 3GPP TS 29.519 [3]

6.1.3.2 SubscriptionData

See 3GPP TS29.505[2].

6.1.3.3 PolicyData

See 3GPP TS29.519[3].

6.1.3.4 StructuredDataForExposure
See 3GPP TS29.519[3].

6.1.3.5 ApplicationData

See 3GPP TS29.519[3].

6.1.5 Notifications

6.1.5.1 General

This subclause specifies the general mechanism of notifications of changed data, which are stored in the UDR, and the
mechanism should be applicable to the data change notifications, which are specified in 3GPP TS 29.505[2] and
3GPP TS 29.519[3].

6.1.5.2 Data Change Notification

The POST method shall be used for Data Change Notifications and the URI shall be as provided during the subscription
procedure.

Resource URI: { callbackReference}

Support of POST request data structures should contain the object of changed data and conditionally the URI of original
Callback reference, which is received from the original subscribed NF.

6.1.6 Error Handling

Table 6.1.6-1 lists common response body data structures used within the nudr_dr API
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Table 6.1.6-1: Common Response Body Data Structures

Data type P |Cardinality |Response |Description
codes

ProblemDetails O |0.1 4xx, 5xX For error status codes, the UDR may provide detailed
responses |information.

NOTE: In addition common data structures as defined in 3GPP TS 29.500 [7] are supported.

The "ProblemDetails" data structure may contain a"cause" attribute to indicate the application error, see
3GPP TS29.571[10]. The values for "cause" attribute are defined in table 6.1.6-2.

Table 6.1.6-2: Application Errors

Application Error HTTP status code Description
ACCESS_DENIED 403 Forbidden The target data set is not permitted to access for the
NF type of the NF consumer.
SUBSCRIPTION_NOT_ALLOWED 403 Forbidden The subscribe service operation is not able to be

implemented due to some reasons (e.g. subscribe to
invalid data reference to be monitored).

USER_NOT_FOUND 404 Not Found The user indicated in the HTTP/2 request does not
exist in the UDR.
DATA_NO_LONGER_AVAILABLE 410 Gone The data indicated in the HTTP/2 request is no
longer available in the UDR.
UNPROCESSABLE_REQUEST 422 Unprocessable | The service consumer currently does not service for
Entity a certain UE or a group subscribers and the request

is not allowed for those corresponding resources.
NOTE:  The error codes shall apply to both 3GPP TS 29.505 [2] and 3GPP TS 29.519 [3]. In addition error codes
shall comply with the definition in subclause 5.2.7.2 of 3GPP TS 29.500 [7].

6.1.7 Security

Asindicated in 3GPP TS 33.501 [12], the access to the Nudr_DataRepository API shall be authorized by means of the
OAuth2 protocol (see IETF RFC 6749 [13]), using the "Client Credentials' authorization grant, where the NRF (see
3GPP TS 29.510 [14]) plays the role of the authorization server.

An NF Service Consumer, prior to consuming services offered by the Nudr_DataRepository API, shall obtain a"token
from the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [14],
subclause 5.4.2.2.

NOTE: When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF
that the NF Service Consumer used for discovering the Nudr_DataRepository service.

The Nudr_DataRepository API does not define any scopes for OAuth2 authorization.
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Annex A (normative):
OpenAPI specification

A.l General

This document specifies the common service operations and the top level data model for Nudr Service Based Interface.
There are no specific HTTP methods or custom operations on the four top level resourcesin Table 6.1.3.1-1. Hence, the
top level OpenAPI specification is not needed.

A.2 Nudr_DataRepository API

The OpenAPI 3.0.0 definition related to SubscriptionData shall comply with the definition in 3GPP TS 29.505 [2].

The OpenAPI 3.0.0 definition related to PolicyData, StructuredDataForExposure and ApplicationData shall comply
with the definition in 3GPP TS 29.519 [3].
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