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Foreword

This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).
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GSM identities. These should be interpreted as being references to the corresponding ETSI deliverables.
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Modal verbs terminology
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provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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Foreword
This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document specifies the stage 3 protocol and data model for the Nudm Service Based Interface. It provides
stage 3 protocol definitions and message flows, and specifies the API for each service offered by the UDM.

The 5G System stage 2 architecture and procedures are specified in 3GPP TS 23.501 [2] and 3GPP TS 23.502 [3].

The Technical Redlization of the Service Based Architecture and the Principles and Guidelines for Services Definition
are specified in 3GPP TS 29.500 [4] and 3GPP TS 29.501 [5].

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

2] 3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".

[3] 3GPP TS 23.502: "Procedures for the 5G System; Stage 2".

[4] 3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".

[5] 3GPP TS 29.501: "5G System; Principles and Guidelines for Services Definition; Stage 3".

[6] 3GPP TS 33.501: " Security Architecture and Procedures for 5G System”.

[7] 3GPP TS 29.571: "5G System; Common Data Types for Service Based Interfaces Stage 3".

(8] 3GPP TS 23.003: "Numbering, addressing and identification”.

[9] 3GPP TS 29.504: "5G System; Unified Data Repository Services; Stage 3".

[10] 3GPP TS 29.505: "5G System; Usage of the Unified Data Repository Services for Subscription
Data; Stage 3".

[11] 3GPP TS 32.251: "Charging management; Packet Switched (PS) domain charging”.

[12] 3GPP TS 32.298: "Charging management; Charging Data Record (CDR) parameter description”.

[13] IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".

[14] OpenAPI Initiative, "OpenAPI 3.0.0 Specification", https://github.com/OAI/OpenAPI-
Specification/blob/master/versions/3.0.0.md

[15] IETF RFC 8259: "The JavaScript Object Notation (JSON) Data I nterchange Format".

[16] IETF RFC 7807: "Problem Detailsfor HTTP APIs".

[17] IETF RFC 7396: "JSON Merge Patch".

[18] IETF RFC 6749: "The OAuth 2.0 Authorization Framework™.

[19] 3GPP TS 29.510: "Network Function Repository Services; Stage 3".

[20] 3GPP TS 23.122: "Non-Access-Stratum (NAS) functions related to Mobile Station in idle mode'”.
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[21] 3GPP TS 29.002: "Mobile Application Part (MAP) specification”.
[22] 3GPP TS 29.338: "Diameter based protocols to support Short Message Service (SMS) capable
Mobile Management Entities (MMEs)"
[23] ITU-T Recommendation E.164: " The international public telecommunication numbering plan”.
[24] 3GPP TS 29.509: "Authentication Server Services, Stage 3".
3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following
apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP
TR 21.905[1].

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
3GPP TR 21.905 [1].

4 Overview

4.1 Introduction

Within the 5GC, the UDM offers services to the AMF, SMF, SMSF, NEF, GMLC and AUSF viathe Nudm service
based interface (see 3GPP TS 23.501 [2] and 3GPP TS 23.502 [3]).

Figure 4.1-1 provides the reference model (in service based interface representation and in reference point
representation), with focus on the UDM.
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AMF

SMF

SMSF UbDM

NEF

Figure 4.1-1: Reference model — UDM

The functionalities supported by the UDM are listed in subclause 6.2.7 of 3GPP TS 23.501 [2].

5 Services offered by the UDM

5.1 Introduction
The UDM offeres the following services via the Nudm interface:
- Nudm_SubscriberDataM anagement Service
- Nudm_UEContextManagement Service
- Nudm_UEAuthentication Service
- Nudm_EventExposure Service
- Nudm_ParameterProvision Service

All scenarios shown in the following subclauses assume that the UDM is stateful and stores information in local
memory. However, the UDM may be stateless and stores information externally in the UDR. If so, the stateless UDM
makes use of Nudr services as specified in 3GPP TS 29.504 [9] and 3GPP TS 29.505 [10] to retrieve required data from
the UDR and store them locally before processing an incoming request. Processing the incoming request may then
include updating datain the UDR or subscribing to data change notifications at the UDR by consuming the appropriate
Nudr services. After processing the incoming reguest, the UDM may del ete the locally stored data. See Annex B.

5.2 Nudm_SubscriberDataManagement Service

5.2.1 Service Description

See 3GPP TS 23,501 [2] table 7.2.5-1.
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5.2.2 Service Operations
5.2.2.1 Introduction

For the Nudm_SubscriberDataM anagement service the following service operations are defined:
- Get
- Subscribe
- Unsubscribe
- Notification
- Info

The Nudm_SubscriberDataM anagement Serviceis used by Consumer NFs (AMF, SMF, SMSF) to retrieve the UE's
individual subscription data relevant to the consumer NF from the UDM by means of the Get service operation. If the
consumer NF supports the feature "sharedData" (see subclause 6.1.8), the retrieved individual subscription datafor the
UE may contain shared dataidentifier identifying additional parts of subscription data shared by several UEs. If so, the
Nudm_SubscriberDataManagement Service is also used by Consumer NFs to retrieve shared subscription data from the
UDM by means of the Get service operation.

It isalso used by Consumer NFs to subscribe to notifications of data change by means of the Subscribe service
operation. If the consumer NF supports the feature "sharedData" (see subclause 6.1.8), the consumer NF may also
subscribe to notifications of shared data change by means of the Subscribe service operation.

It is also used to unsubscribe from notifications of data changes by means of the Unsubscribe service operation. If the
feature "sharedData" (see subclause 6.1.8) is supported, it may aso be used to unsubscribe from notifications of shared
data changes by means of the Unsubscribe service operation.

It isalso used by the Consumer NFs (AMF, SMF, SM SF) that have previoudly subscribed, to get notified by means of
the Notification service operation when UDM decides to modify the subscribed data. If the feature "sharedData" (see
subclause 6.1.8) is supported by the consumer NF and the consumer NF has previously subscribed to notifications of
shared data change, it is also used by the consumer NF to get notified by means of the Notification service operation
when the UDM decides to modify the subscribed shared data.

It isalso used by Consumer NFsto provide the information about the status of the subscription data management
procedures.

5.2.2.2 Get
52221 General
The following procedures using the Get service operation are supported:
- Slice Selection Subscription Data Retrieval
- Access and Mobility Subscription Data Retrieval
- SMF Selection Subscription Data Retrieval
- Session Management Subscription Data Retrieval
SMSS Subscription Data Retrieval
- SMS Management Subscription Data Retrieval
- UE Context in SMF Data Retrieval
- Retrieval Of Multiple Data Sets
- Identifier Translation

- Shared Subscription Data Retrieval
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5.2.2.2.2 Slice Selection Subscription Data Retrieval

Figure 5.2.2.2.2-1 shows a scenario where the NF service consumer (e.g. AMF) sends arequest to the UDM to receive
the UE's NSSAI (see also 3GPP TS 23.502 [3] figure 4.2.2.2.3-1 step 3). The request contains the UE's identity
(/{supi}), the type of the requested information (/nssai) and query parameters (supported-features, plmn-id).

2b. 404 Not Found

NF service UDM
consumer

| |

: 1. GET .../{supi}/nssai >:

| |

| < 2a. 200 OK (Nssai) |

| |

| |

Figure 5.2.2.2.2-1: Requesting a UE's NSSAI

1. The NF service consumer (e.g. AMF) sends a GET request to the resource representing the UE's subscribed
NSSAI, with query parameters indicating the supported-features and/or plmn-id.

2a. On success, the UDM responds with "200 OK" with the message body containing the UE's NSSAI as relevant
for the requesting NF service consumer.

2b. If thereis no valid subscription data for the UE, HT TP status code "404 Not Found" shall be returned including
additional error information in the response body (in the "ProblemDetails" element).

5.2.2.2.3 Access and Mobility Subscription Data Retrieval

Figure 5.2.2.2.3-1 shows a scenario where the NF service consumer (e.g. AMF) sends arequest to the UDM to receive
the UE's Access and Mobility Subscription data (see also 3GPP TS 23.502 [3] figure 4.2.2.2.2-1 step 14). The request
contains the UE's identity (/{ supi}), the type of the requested information (/am-data) and query parameters (supported-
features, plmn-id).

NF service UDM
consumer

| |

: 1. GET .../{supi}/am-data >:

| |

! 2a. 200 OK (AccessAndMobilitySubscriptionData) !

| 2b. 404 Not Found |

Figure 5.2.2.2.3-1: Requesting a UE's Access and Mobility Subscription Data

1. The NF service consumer (e.g. AMF) sends a GET request to the resource representing the UE's Access and
Mobility Subscription Data, with query parameters indicating the supported-features and/or plmn-id.

2a. On Success, the UDM responds with 200 OK™" with the message body containing the UE's Access and Mobility
Subscription Data as relevant for the requesting NF service consumer.

2b. If thereis no valid subscription data for the UE, HT TP status code "404 Not Found" shall be returned including
additional error information in the response body (in the "ProblemDetails" element).

5.2.2.2.4 SMF Selection Subscription Data Retrieval

Figure 5.2.2.2.4-1 shows a scenario where the NF service consumer (e.g. AMF) sends arequest to the UDM to receive
the UE's SMF Selection Subscription data (see also 3GPP TS 23.502 [3] figure 4.2.2.2.2-1 step 14). The request
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contains the UE's identity (/{ supi}), the type of the requested information (/smf-select-data) and query parameters
(supported-features, plmn-id).

NF service UDM
consumer

| |

: 1. GET .../{supi}/smf-select-data >:

| |

! 2a. 200 OK (SmfSelectionSubscriptionData) !

| 2b. 404 Not Found |

Figure 5.2.2.2.4-1: Requesting a UE's SMF Selection Subscription Data

1. The NF service consumer (e.g. AMF) sends a GET request to the resource representing the UE's SMF Selection
Subscription Data, with query parameters indicating the supported-features and/or plmn-id.

2a. On success, the UDM responds with "200 OK" with the message body containing the UE's SMF Selection
Subscription Data as relevant for the requesting NF service consumer.

2h. If thereis no valid subscription data for the UE, HT TP status code "404 Not Found" shall be returned including
additional error information in the response body (in the "ProblemDetails" element).

5.2.2.25 Session Management Subscription Data Retrieval

Figure 5.2.2.2.5-1 shows a scenario where the NF service consumer (e.g. SMF) sends arequest to the UDM to receive
the UE's session management subscription data (see also 3GPP TS 23.502 [3] figure 4.3.2.2.1-1 step 4a-4b). The
request contains the UE's identity (/{ supi}), the type of the requested information (/sm-data), and query parameters
(single-nssai, dnn, supported-features, plmn-id).

NF service UDM
consumer

I I

! 1. GET .../{supi}/sm-data >

| |

| |

I 2a. 200 OK (SessionManagementSubscriptionData) I

| 2b. 404 Not Found |

Figure 5.2.2.2.5-1: Requesting a UE's Session Management Subscription Data

1. The NF service consumer (e.g. SMF) sends a GET request to the resource representing the UE's session
management subscription data, with query parameters indicating the selected network dlice and/or the DNN
and/or supported-features and/or plmn-id.

2a. On success, the UDM responds with “200 OK", the message body containing the UE's session management
subscription data as relevant for the requesting NF service consumer.

2b. If there is no valid subscription data for the UE, or if the UE subscription data exists, but the requested session
management subscription is not available (e.g. query parameter contains network slice and/or DNN that does not
belong to the UE subscription), HT TP status code "404 Not Found" shall be returned including additional error
information in the response body (in the "ProblemDetails" element).

5.2.2.2.6 SMS Subscription Data Retrieval

Figure 5.2.2.2.6-1 shows a scenario where the NF service consumer (e.g. AMF) sends arequest to the UDM to receive
the UE's SM S Subscription Data (see also 3GPP TS 23.502 [3], section 4.13.3.1). The request contains the UE's identity
(/{ supi}) and the type of the requested information (/sms-data).
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NF Service UDM
Consumer

| |

| . |

. 1. GET .../{supi}/sms-data >

| |

| |

:4 2. 200 OK (SmsSubscriptionData) |

| |

| |

Figure 5.2.2.2.6-1: Requesting UE's SMS Subscription Data

1. The NF Service Consumer (e.g. AMF) sends a GET request to the resource representing the UE's SMS
Subscription Data.

2. The UDM responds with 200 OK" with the message body containing the UE's SM'S Subscription Data.
5.2.2.2.7 SMS Management Subscription Data Retrieval

Figure 5.2.2.2.7-1 shows a scenario where the NF service consumer (e.g. SMSF) sends a request to the UDM to receive
the UE's SM'S Management Subscription Data (see also 3GPP TS 23.502 [3], section 4.13.3.1). The request contains the
UE'sidentity (/{ supi}) and the type of the requested information (/sms-mng-data).

NF Service

Consumer UbM

I
|
: 1. GET .../{supi}/sms-mng-data
|
|

Y __

:4—2. 200 OK (SmsManagementSubscriptionData)—:

Figure 5.2.2.2.7-1: Requesting UE's SMS Management Subscription Data

1. The NF Service Consumer (e.g. SMSF) sends a GET request to the resource representing the UE's SM'S
Management Subscription Data.

2. The UDM responds with "200 OK" with the message body containing the UE's SM'S Management Subscription
Data

5.2.2.2.8 UE Context In SMF Data Retrieval

Figure 5.2.2.2.8-1 shows a scenario where the NF service consumer (e.g. AMF) sends arequest to the UDM to receive
the UE's Context In SMF data (see also 3GPP TS 23.502 [3] figure 4.2.2.2.2-1 step 14). The request contains the UE's
identity (/{ supi}), the type of the requested information (/ue-context-in-smf-data) and query parameters (supported-
features).

NF service UDM
consumer

| |

: 1. GET .../{supi}/ue-context-in-smf-data—>:

|

:4 2a. 200 OK (UeContextinSmfData)

|

|

|
|
2b. 404 Not Found i
|
|

Figure 5.2.2.2.8-1: Requesting a UE's Context in SMF Data
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1. The NF service consumer (e.g. AMF) shall send a GET request to the resource representing the UE's Context In
SMF Data, with query parameters indicating the supported-features.

2a. On Success, the UDM shall respond with "200 OK" with the message body containing the UE's Context In SMF
Data as relevant for the requesting NF service consumer.

2b. If thereis no valid subscription data for the UE, HT TP status code "404 Not Found" shall be returned including
additional error information in the response body (in the "ProblemDetails’ element).

5.2.2.29 Retrieval Of Multiple Data Sets

Figure 5.2.2.2.9-1 shows a scenario where the NF service consumer (e.g. AMF) sends arequest to the UDM to receive
the UE's Access and Mobility Subscription data and the the UE's SMF Selection Subscription data with a single request.
The request contains the UE's identity (/{ supi}) and query parameters identifying the requested data sets (?dataset-
names=AM, SMF_SEL).

NF Service UDM
Consumer

I I
| |
:—1. GET .../{supi}?dataset—names=AM,SMF_SEL4>:

2. 200 OK (SubscriptionDataSets)

——-g--

Figure 5.2.2.2.9-1: Retrieval of Multiple Data Sets

1. The NF Service Consumer (e.g. AMF) sendsa GET request to the resource representing the supi. Query
parameters indicate the requested data sets.

2. The UDM responds with "200 OK" with the message body containing the requested data sets.
5.2.2.2.10 Identifier Translation

Figure 5.2.2.2.10-1 shows a scenario where the NF service consumer (e.g. NEF) sends arequest to the UDM to receive
the SUPI that corresponds to the provided GPSI (see also 3GPP TS 23.502 [3], section 4.13.2.2). The request contains
the UE'sidentity (/{gpsi}) and the type of the requested information (/id-trandation-result).

NF Service UDM
Consumer

| |

: 1. GET .../{gpsi}/id-translation-result >:

| |

i< 2. 200 OK (IdTranslationResult) :

| |

| |

Figure 5.2.2.2.10-1: Identifier Translation

1. The NF Service Consumer (e.g. NEF) shall send a GET request to the resource representing the
IdTrand ationResullt.

2. The UDM shall respond with "200 OK" with the message body containing the UE's SUPI.
5.2.2.2.11 Shared Subscription Data Retrieval

Figure 5.2.2.2.11-1 shows a scenario where the NF service consumer (e.g. AMF) sends arequest to the UDM to receive
the shared subscription data. The request contains the type of the requested information (/shared-data) and query
parameters (supportedFeatures, shared-data-id).
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NF service

consumer

I I
| |
:—1. GET .../shared—data?shared—data-id=<id1>,<id2>—>:

' |
|« 2a. 200 OK (SharedData) |
2b. 404 Not Found |

|

|

UDM

[
[
[

Figure 5.2.2.2.11-1: Requesting shared data

1. The NF service consumer (e.g. AMF) sends a GET request to the resource representing the SharedData, with
guery parameters indicating the supportedFeatures and shared-data-id.

2a. On success, the UDM responds with “200 OK" with the message body containing the SharedData.

2b. If thereis no valid shared data for one or more of the shared-data-ids, HT TP status code "404 Not Found" shall
be returned including additional error information in the response body (in the "ProblemDetails" element).

5.2.2.3 Subscribe

52231 General

The following procedures using the Subscribe service operation are supported:
- Subscription to notification of data change (for UE individual data)
- Subscription to notification of shared data change

5.2.2.3.2 Subscription to notifications of data change

Figure 5.2.2.3.2-1 shows a scenario where the NF service consumer sends a request to the UDM to subscribe to
notifications of data change (see also 3GPP TS 23.502 [3] figure 4.2.2.2.2-1 step 14). The request contains a callback
URI and the URI of the monitored resource.

NF service
consumer

I I
L——1. POST.../{supi}/sdm-subscriptions (SdmSubscription)—>

UDM

|
2a. 201 Created (SdmSubscription) :
2b. 404 Not Found |

|

|

2c. 501 Not Implemented

—— - g

Figure 5.2.2.3.2-1: NF service consumer subscribes to notifications

1. The NF service consumer sends a POST request to the parent resource (collection of subscriptions)
(.../{ supi}/sdm-subscriptions), to create a subscription as present in message body.

2a. On success, the UDM responds with "201 Created" with the message body containing a representation of the
created subscription. The Location HTTP header shall contain the URI of the created subscription.

2b. If thereis no valid subscription data for the UE, HT TP status code "404 Not Found" shall be returned including
additional error information in the response body (in the "ProblemDetails’ element).

2c. If the UE subscription data exist, but the requested subscription to data change notification cannot be created
(e.g. due to an invalid/unsupported data reference to be monitored, contained in the SdmSubscription parameter),
HTTP status code "501 Not Implemented"” shall be returned including additional error information in the
response body (in the "ProblemDetails' element).

ETSI



3GPP TS 29.503 version 15.1.0 Release 15 21 ETSI TS 129 503 V15.1.0 (2018-10)

5.2.2.3.3 Subscription to notifications of shared data change

Figure 5.2.2.3.3-1 shows a scenario where the NF service consumer sends a request to the UDM to subscribe to
notifications of shared data change. The request contains a callback URI and the URI of the monitored resource.

NF service
consumer

I I
}—1 . POST.../shared-data-subscriptions (SharedDataSubscription)>:
|
|
|

UDM

|
|
i<—2. 201 Created (SharedDataSubscription)—:

Figure 5.2.2.3.3-1: NF service consumer subscribes to notifications of shared data change

1. The NF service consumer sends a POST request to the parent resource (collection of subscriptions) (.../shared-
data-subscriptions), to create a subscription as present in message body.

2. On success, the UDM responds with "201 Created” with the message body containing a representation of the
created subscription. The Location HTTP header shall contain the URI of the created subscription.

5.2.2.4 Unsubscribe

52241 General

The following procedures using the Unsubscribe service operation are supported:
- Unsubscribe to notification of data change (for UE individual data)
- Unsubscribe to notifications of shared data change

5.2.2.4.2 Unsubscribe to notifications of data change

Figure 5.2.2.4.2-1 shows a scenario where the NF service consumer sends a request to the UDM to unsubscribe from
notifications of data changes (see also 3GPP TS 23.502 [3] figure 4.2.2.2.2-1 step 14). The request contains the URI
previously received in the Location HTTP header of the response to the subscription.

NF service

UDM
consumer
I I
I I

:—1. DELETE.../{supi}/sdm-subscriptions/{subscriptionld}—>:

' |
:4 2a. 204 No Content |
|
|
|

| 2b. 404 Not Found
|
|

Figure 5.2.2.4.2-1: NF service consumer unsubscribes to notifications

1. The NF service consumer sends a DELETE request to the resource identified by the URI previously received
during subscription creation.

2a. On success, the UDM responds with "204 No Content™.

2b. If thereis no valid subscription available (e.g. due to an unknown subscriptionld value), HT TP status code "404
Not Found" should be returned including additional error information in the response body (in the
"ProblemDetails" element).
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5.2.2.4.3 Unsubscribe to notifications of data change

Figure 5.2.2.4.3-1 shows a scenario where the NF service consumer sends a request to the UDM to unsubscribe from
notifications of shared data changes. The request contains the URI previoudly received in the Location HT TP header of
the response to the subscription.

NF service

UDM
consumer

I I
| |
:—1. DELETE.../shared-data—subscriptions/{subscriptionId}—>:

| |
| < 2a. 204 No Content !
2b. 404 Not Found i

|

|

[
[
[
Figure 5.2.2.4.3-1: NF service consumer unsubscribes to notifications for shared data

1. The NF service consumer sends a DELETE request to the resource identified by the URI previously received
during subscription creation.

2a. On success, the UDM responds with "204 No Content".

2b. If there is no valid subscription available (e.g. due to an unknown subscriptionld value), HTTP status code "404
Not Found" should be returned including additional error information in the response body (in the
"ProblemDetails’ element).

5.2.2.5 Notification

52251 General

The following procedures using the Notification service operation are supported:
- Datachange notification to NF

5.2.25.2 Data Change Notification To NF

Figure 5.2.2.5.2-1 shows a scenario where the UDM notifies the NF service consumer (that has subscribed to receive
such notification) about subscription data change (see also 3GPP TS 23.502 [3] subclause 4.5.2) or shared data change.
The request contains the callbackReference URI as previously received in the SdmSubscription (see subclause
6.1.6.2.3).

NF service

consumer
I
|

:4—1. POST {callbackReference} (Notification)———

UDM

2. 204 No Content

Y _

Figure 5.2.2.5.2-1: Subscription Data Change Notification

1. The UDM sends a POST request to the callbackReference as provided by the NF service consumer during the
subscription.

2. The NF service consumer responds with "204 No Content".
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5.2.2.6 Info
5.2.2.6.1 General
The following procedures using the Info service operation are supported:

- Providing acknowledgement from the UE to UDM about successful delivery of Steering of Roaming information
viathe AMF as defined in 3GPP TS 23.122 [20]

5.2.2.6.2 Providing acknowledgement of Steering of Roaming

Figure 5.2.2.6.2-1 shows a scenario where the NF service consumer (e.g. AMF) sends the UE acknowledgement to the
UDM (see also 3GPP TS 23.122 [20] Annex C). The request contains the UE's identity (/{ supi}), the type of the
acknowledgement information (/am-data/sor-ack), and the SOR-MAC-Iue.

NF service

UDM
consumer
| |
:—1. PUT .../{supi}/am-data/sor-ack (Anknowledgelnfo)—»{

| |
:4 2. 204 No Content :
| |
| |
| |

Figure 5.2.2.6.2-1: Providing acknowledgement of Steering of Roaming

1. The NF service consumer (e.g. AMF) sends a PUT request to the resource representing the UE's Access and
Mobility Subscription Data, with the Acknowledgelnfo (SOR-MAC-Iue) received from the UE.

2. The UDM responds with "204 No Content".
5.3 Nudm_UEContextManagement Service

5.3.1 Service Description
See 3GPP TS 23.501 [2] table 7.2.5-1.

5.3.2 Service Operations
5.3.2.1 Introduction

For the Nudm_UEContextM anagement service the following service operations are defined:
- Regidtration
- DeregistrationNotification
- Deregistration
- Get
- Update
- P-CSCF-RestorationNotification

The Nudm_UEContextM anagement Service is used by Consumer NFs (AMF, SMS, SMSF) to register at the UDM by
means of the Registration service operation.

Itisalso used by the registered Consumer NFs (AMF) to get notified by means of the DeregistrationNotification service
operation when UDM decides to deregister the registered consumer NF.

ETSI



3GPP TS 29.503 version 15.1.0 Release 15 24 ETSI TS 129 503 V15.1.0 (2018-10)
It isalso used by the registered Consumer NFs (AMF, SMF, SMSF) to deregister from the UDM by means of the
Deregistration service operation.

Itisalso used by consumer NFs (NEF) to retrieve registration information from the UDM by means of the Get service
operation.

It isalso used by the registered Consumer NFs (AMF, SMF) to update registration information stored at the UDM by
means of the Update service operation.

It isalso used by the registered Consumer NFs (AMF, SMF) to get notified by means of the P-CSCF-
RestorationNotification service operation when UDM detects the need for P-CSCF restoration.

5.3.2.2 Registration
5.3.2.2.1 General

The Registration service operation isinvoked by a NF that has been selected to provide service to the UE to store
related UE Context Management information in UDM.

NF Consumers are AMF for access and mobility management service, SMF for session management services and
SMSF providing SM S services.

As part of this registration procedure, the UDM authorizes or rejects the subscriber to use the service provided by the
registered NF, based on subscription data (e.g. roaming restrictions).

The following procedures using the Registration service operation are supported:
- AMF registration for 3GPP access
- AMF registration for non-3GPP access
- SMF registration
- SMSF registration for 3GPP access
- SMSF registration for non-3GPP access
5.3.2.2.2 AMF registration for 3GPP access

Figure 5.3.2.2.2-1 shows a scenario where the AM F sends a request to the UDM to update the AMF registration
information for 3GPP access (see also 3GPP TS 23.502 [3] figure 4.2.2.2.2-1 step 14). The request contains the UE's
identity (/{ ueld}) which shall be a SUPI and the AMF Registration Information for 3GPP access.

I
| . .
| 1. PUT .../ueld}/registrations/amf-3gpp-access

(Amf3GppAccessRegistration) |
|
2a. 204 No Content :
|

AMF UDM
I
|
|

2b. 201 Created
2c. 403 Forbidden

N

Figure 5.3.2.2.2-1: AMF registering for 3GPP access

1. The AMF sendsaPUT request to the resource representing the UE's AMF registration for 3GPP access to update
or create AMF registration information.

2a. On success, and if another AMF is registered for 3GPP access, the UDM updates the
Amf3GppAccessRegistration resource by replacing it with the received resource information, and responds with
204 No Content".

UDM shall invoke the Deregistration Notification service operation towards the old AMF using the callback URI
provided by the old AMF.
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2b. If the resource does not exist (thereis no previous AMF information stored in UDM for that user), UDM stores
the received AMF registration data for 3GPP access and responds with HTTP Status Code " 201 created”. A
response body may be included to convey additional information to the NF consumer (e.g., features supported by
UDM).

2c. If the operation cannot be authorized due to e.g UE does not have required subcription data, access barring or
roaming restrictions, HTTP status code "403 Forbidden" should be returned including additional error
information in the response body (in "ProblemDetails"* element).

On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error
information should be returned in the PUT response body.

5.3.2.2.3 AMF registration for non 3GPP access

Figure 5.3.2.2.3-1 shows a scenario where the AM F sends a request to the UDM to update the AMF registration
information for non 3GPP access (see also 3GPP TS 23.502 [3] figure 4.2.2.2.2-1 step 14). The request contains the
UE's identity (/{ ueld}) which shall be a SUPI and the AMF Registration Information for non 3GPP access.

AMF UDM

I I
| . . |
| 1. PUT .../ueld}/registrations/amf-non-3gpp-access I

(AmfNon3GppAccessRegistration)

-

2b. 201 Created
2¢. 403 Forbidden

|
|
2a. 204 No Content :
J
|

Figure 5.3.2.2.3-1. AMF registering for non 3GPP access

1. The AMF sendsaPUT request to the resource representing the UE's AMF registration for non 3GPP access to
update or create AMF registration information.

2a. On success, and if another AMF isregistered for non-3GPP access, the UDM updates the
AmfNon3GppA ccessRegistration resource by replacing it with the received resource information, and responds
with "204 No Content".

UDM shall invoke the Deregistration Notification service operation towards the old AMF using the callback URI
provided by the old AMF.

2b. If the resource does not exist (there is no previous AMF information stored in UDM for that user), UDM stores
the received AMF registration data for non-3GPP access and responds with HT TP Status Code 201 created". A
response body may be included to convey additional information to the NF consumer (e.g., features supported by
UDM).

2c. If the operation cannot be authorized due to e.g UE does not have required subcription data, access barring or
roaming restrictions, HTTP status code "403 Forbidden" should be returned including additional error
information in the response body (in the "ProblemDetails" element).

On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error
information should be returned in the PUT response body.

5.3.2.24 SMF registration
Figure 5.3.2.2.4-1 shows a scenario where an SMF sends a request to the UDM to create a new registration (see aso

3GPP TS 23.502 [3] figure 4.3.2.2.1-1 step 4). The request contains the UE's identity (/{ ueld}) which shall be a SUPI
and the SMF Registration Information.
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SMF UDM
I I
| |
I 2. PUT .../ueld}/registrations/smf-registrations/{pduSessionld} _>:
L (SmfRegistration) |
| |
:4 2a. 201 Created (SmfRegistration) :
| |
| |

2b. 403 Forbidden

Figure 5.3.2.2.4-1: SMF registration

1. The SMF sends aPUT request to the resource .../{ uel d} /registrations/smf-registrations/{ pduSessionl d} , to create
an SMF Registration as present in the message body.

2a. The UDM responds with "201 Created" with the message body containing a representation of the created SMF
registration.

2b. If the operation cannot be authorized due to e.g UE does not have required subcription data, access barring or
roaming restrictions, HT TP status code "403 Forbidden" should be returned including additional error
information in the response body (in "ProblemDetails"* element).

On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error
information should be returned in the PUT response body.

5.3.2.25 SMSF Registration for 3GPP Access

Figure 5.3.2.2.5-1 shows a scenario where the SM SF sends a request to the UDM to create or update the SMSF
registration information for 3GPP access (see also 3GPP TS 23.502 [ 3], section 4.13.3.1). The request contains the UE's
identity (/{ ueld}) which shall be a SUPI and the SM SF Registration Information for SM S service.

I
|
| 1. PUT .../ueld}/registrations/smsf-3gpp-access
| (SmsfRegistration) |

| I
2a. 200 OK / 201 Created (SmsfRegistration)
I 2b. 403 Forbidden

SMSF UDM
I
|
|

Figure 5.3.2.2.5-1: SMSF registering for 3GPP Access

1. The SMSF sendsaPUT request to the resource representing the UE's SM SF registration for 3GPP Access to
update or create SM SF registration information.

2a. If successful, the UDM responds with "200 OK", or "201 Created" with the message body containing the
representation of the SmsfRegistration.

2b. If the operation cannot be authorized due to e.g UE does not have required subcription data, access barring or
roaming restrictions, HT TP status code " 403 Forbidden” should be returned including additional error
information in the response body (in "ProblemDetails"* element).

On failure, the appropriate HT TP status code indicating the error shall be returned and appropriate additional error
information should be returned in the PUT response body.
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5.3.2.2.6 SMSF Registration for Non 3GPP Access

Figure 5.3.2.2.6-1 shows a scenario where the SM SF sends a request to the UDM to create or update the SMSF
registration information for non 3GPP access (see also 3GPP TS 23.502 [3], section 4.13.3.1). The regquest contains the
UE'sidentity (/{ueld}) which shall be a SUPI and the SM SF Registration Information for SMS service.

SMSF UDM
[ [

| |

| 1. PUT .../{ueldY/registrations/smsf-non-3 -access |

{ueld}/reg gpp .

| (SmsfReqistration) |

| 2a. 200 OK / 201 Created (SmsfRegistration) |
| 2b. 403 Forbidden |

Figure 5.3.2.2.6-1: SMSF registering for Non 3GPP Access

1. The SMSF sendsa PUT request to the resource representing the UE's SM SF registration for Non 3GPP Access
to update or create SM SF registration information.

2a. If successful, the UDM responds with "200 OK", or "201 Created" with the message body containing the
representation of the SmsfRegistration.

2b. If the operation cannot be authorized due to e.g UE does not have required subcription data, access barring or
roaming restrictions, HTTP status code "403 Forbidden" should be returned including additional error
information in the response body (in "ProblemDetails' element).

On failure, the appropriate HT TP status code indicating the error shall be returned and appropriate additional error
information should be returned in the PUT response body.

5.3.2.3 DeregistrationNotification

53.2.3.1 General

The following procedure using the DeregistrationNotification service operation is supported:
- UDM initiated NF Deregistration

5.3.2.3.2 UDM initiated NF Deregistration

Figure 5.3.2.3.2-1 shows a scenario where the UDM notifies the registered NF about its deregistration (see also
3GPP TS 23.502 [3] figure 4.2.2.2.2-1 step 14). The request contains the callback URI for deregistration notification as
received by the UDM during registration, and Deregistration Data.

NF service

UDM
consumer
I I
| |

:<—1 . POST {callbackReference} (DeregistrationData)—:
|
2. 204 No Content >i
|
|

Figure 5.3.2.3.2-1: UDM initiated NF Deregistration

1. The UDM sends a POST request to the callbackReference as provided by the NF service consumer during the
registration.

2. The NF service consumer responds with "204 No Content”.
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On failure, the appropriate HT TP status code indicating the error shall be returned and appropriate additional error
information should be returned in the POST response body.

5.3.24 Deregistration
5.3.24.1 General
The following procedures using the Deregistration service operation are supported:
- AMF deregistration for 3GPP access
- AMF deregistration for non-3GPP access
- SMF deregistration
- SMSF deregistration for 3GPP access
- SMSF deregistration for non-3GPP access
5.3.24.2 AMF deregistration for 3GPP access

Figure 5.3.2.4.2-1 shows a scenario where the AMF sends a request to the UDM to deregister (purge) from the UDM
for 3GPP access (see also 3GPP TS 23.502 [3] figure 4.5.3.1-1 step 3). The request contains the UE's identity (/{ ueld})
which shall be a SUPI and an instruction to set the purgeFlag within the Amf3GppA ccessRegistration resource.

AMF UDM

I I
| 1. PATCH .../{ueld}/registrations/amf-3gpp-access |

(Instruction: set PurgeFlag)
2. 204 No Content

B

Figure 5.3.2.4.2-1: AMF deregistering for 3GPP access

1. The AMF sendsaPATCH request to the resource representing the UE's AMF registration for 3GPP access.
2. The UDM responds with 204 No Content".

On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error
information should be returned in the PATCH response body.

5.3.24.3 AMF deregistration for non-3GPP access

Figure 5.3.2.4.3-1 shows a scenario where the AMF sends a request to the UDM to deregister (purge) from the UDM
for non-3GPP access (see also 3GPP TS 23.502 [3] figure 4.5.3.1-1 step 3). The request contains the UE's identity
(A ueld}) which shall be a SUPI and an instruction to set the purgeFlag within the AmfNon3GppA ccessRegistration
resource.
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AMF UDM
| |
| |

1. PATCH .../ueld}/registrations/amf-non-3gpp-access
(Instruction: set PurgeFlag)

|
i< 2. 204 No Content
|
|

Figure 5.3.2.4.3-1. AMF deregistering for non-3GPP access

1. The AMF sendsaPATCH request to the resource representing the UE's AMF registration for non-3GPP access.
2. The UDM responds with 204 No Content".

On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error
information should be returned in the PATCH response body.

5.3.24.4 SMF deregistration

Figure 5.3.2.4.4-1 shows a scenario where the SMF sends a request to the UDM to deregister an individual SMF
registration (see also 3GPP TS 23.502 [3] figure 4.3.2.2-1 step 20). The request contains the UE's identity (/{ ueld})
which shall be a SUPI and the PDU Session ID (/{ pduSessionid}.

I

|

| 1. DELETE .../{ueld}/registrations/smf-registrations/
—_

{pduSessionid}
2. 204 No Content

SMF UDM
I
|
|

e

Figure 5.3.2.4.4-1: SMF deregistration

1. The SMF sends a DELETE request to the resource representing the individual SMF registration that isto be
deregistered.

2. The UDM responds with 204 No Content".

On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error
information should be returned in the DELETE response body.

5.3.245 SMSF Deregistration for 3SGPP Access

Figure 5.3.2.4.5-1 shows a scenario where the SM SF sends a request to the UDM to delete the SMSF registration
information for 3GPP access (see also 3GPP TS 23.502 [3], section 4.13.3.2). The request contains the UE's identity
(/{ ueld}) which shall be a SUPI.
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I
|
— 1. DELETE ...[{ueld}/registrations/smsf-3gpp-access——»

|
i< 2. 204 No Content
|
|

SMSF UDM
I
|
|

Figure 5.3.2.4.5-1: SMSF Deregistering for 3GPP Access

1. The SMSF sends a DELETE request to the resource representing the UE's SM SF registration for 3GPP access.
2. If successful, the UDM responds with "204 No Content".

On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error
information should be returned in the DELETE response body.

5.3.2.4.6 SMSF Deregistration for Non 3GPP Access

Figure 5.3.2.4.6-1 shows a scenario where the SM SF sends a request to the UDM to delete the SM SF registration
information for non 3GPP access (see also 3GPP TS 23.502 [ 3], section 4.13.3.2). The request contains the UE's
identity (/{ ueld}) which shall be a SUPI.

SMSF UDM

—1. DELETE .. ./{ueld}/registrations/smsf—non—39pp—access—>:

|
[ 2. 204 No Content :
|
|

Figure 5.3.2.4.6-1: SMSF Deregistering for Non 3GPP Access

1. The SMSF sends a DELETE request to the resource representing the UE's SM SF registration for non 3GPP
access.

2. If successful, the UDM responds with "204 No Content”.

On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error
information should be returned in the DELETE response body.

5.3.25 Get
5.3.25.1 General
The following procedures using the Get service operation are supported:
- Amf3GppAccessRegistration Information Retrieval
- AmfNon3GppA ccessRegistration Information Retrieval
- SmfRegistrations Information Retrieval
- SmsfRegistration Information Retrieval for 3GPP Access

- SmsfRegistration Information Retrieval for Non-3GPP Access
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5.3.25.2 Amf3GppAccessRegistration Information Retrieval

Figure 5.3.2.5.2-1 shows a scenario where the NF service consumer (e.g. NEF) sends a request to the UDM to retrieve
the UE's Amf3GppAccessRegistration Information. The request contains the UE's identity (/{ ueld}) which shall be a
GPSl, the type of the requested information (/registration/amf-3gpp-access) and query parameters (supported-features).

NF service UDM

consumer

| |
:—1 . GET .../{ueId}/registrations/amf—Sgpp—access,;»:
|

|
i<—2. 200 OK (Amf3GppAccessRegistration) :
|

|

Figure 5.3.2.5.2-1: Requesting a UE's AMF Registration Information for 3GPP Access

1. The NF service consumer (e.g. NEF) sends a GET request to the resource representing the UE's AMF
registration information for 3GPP access, with query parameters indicating the supported-features.

2. The UDM responds with "200 OK" with the message body containing the UE's Amf3GppA ccessRegistration.

On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error
information should be returned in the GET response body.

5.3.25.3 AmfNon3GppAccessRegistration Information Retrieval

Figure 5.3.2.5.3-1 shows a scenario where the NF service consumer (e.g. NEF) sends a request to the UDM to retrieve
the UE's AmfNon3GppA ccessRegistration I nformation. The request contains the UE'sidentity (/{ ueld}) which shall be
aGPSl, the type of the requested information (/registration/amf-non-3gpp-access) and query parameters (supported-
features).

NF service UDM

consumer
| |
——1. GET .../{ueId}/registrations/amf—non-3gpp—access—»}
|

|
:14—2. 200 OK (AmfNonBGppAccessRegistration)—i

Figure 5.3.2.5.3-1: Requesting a UE's AMF Registration Information for non-3GPP Access

1. The NF service consumer (e.g. NEF) sends a GET request to the resource representing the UE's AMF
registration information for non-3GPP access, with query parameters indicating the supported-features.

2. The UDM responds with "200 OK" with the message body containing the UE's
AmfNon3GppA ccessRegistration.

On failure, the appropriate HT TP status code indicating the error shall be returned and appropriate additional error
information should be returned in the GET response body.

5.3.254 SmfRegistrations Information Retrieval

tbd
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5.3.25.5 SmsfRegistration Information Retrieval for 3GPP Access

Figure 5.3.2.5.5-1 shows a scenario where the NF service consumer (e.g. NEF) sends a request to the UDM to retrieve
the UE's SmsfRegistration Information. The request contains the UE's identity (/{ ueld}) which shall be a GPSI, the type
of the requested information (/registrations/smsf-3gpp-access) and query parameters (supported-features).

NF Service

Consumer
| |
:—1. GET .. ./{ueId}/registrations/smsf-Sgpp-accessgﬂ

UDM

2. 200 OK (SmsfRegistration)

——-g--

Figure 5.3.2.5.5-1: Requesting a UE's SMSF Registration Information for 3GPP Access

1. The NF service consumer (e.g. NEF) sends a GET request to the resource representing the UE's SMSF
registration information for 3GPP access, with query parameters indicating the supported-features.

2. The UDM responds with "200 OK" with the message body containing the UE's SmsfRegistration for 3GPP
access.

On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error
information should be returned in the GET response body.

5.3.2.5.6 SmsfRegistration Information Retrieval for Non-3GPP Access

Figure 5.3.2.5.6-1 shows a scenario where the NF service consumer (e.g. NEF) sends a request to the UDM to retrieve
the UE's SmsfRegistration Information for non-3GPPP access. The request contains the UE's identity (/{ ueld}) which
shall be a GPSI, the type of the requested information (/registrations/smsf-non-3gpp-access) and query parameters
(supported-features).

NF Service

Consumer UDM
| |
:—1. GET .../{ueId}/registrations/smsf-non-39pp-access—>:
|
|
:4 2. 200 OK (SmsfRegistration)
|
|

Figure 5.3.2.5.6-1: Requesting a UE's SMSF Registration Information for Non-3GPP Access

1. The NF service consumer (e.g. NEF) sends a GET request to the resource representing the UE's SMSF
registration information for non-3GPP access, with query parameters indicating the supported-features.

2. The UDM responds with "200 OK" with the message body containing the UE's SmsfRegistration for non-3GPP
access.

On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error
information should be returned in the GET response body.
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5.3.2.6 Update
5.3.26.1 General
The following procedures using the Update service operation are supported:
- Update a parameter (e.g. PEI) in the AMF registration for 3GPP access
- Update a parameter (e.g.PEI) in the AMF registration for non-3GPP access
5.3.2.6.2 Update A Parameter (e.g. PEI) in the AMF Registration For 3GPP Access

Figure 5.3.2.6.2-1 shows a scenario where the AMF sends a request to the UDM to update a parameter within the
Amf3GppAccessRegistration resource. The request contains the UE's identity (/{ ueld}) which shall be a SUPI and an
instruction to modify a parameter (e.g. PEI).

AMF UDM

1. PATCH .../{ueld}/registrations/amf-3gpp-access |
(Modification instruction) I

|
2a. 204 No Content :
2b. 404 Not Found :
2c. 422 Unprocessable Request :

Figure 5.3.2.6.2-1: AMF registration parameter update for 3GPP access

1. The AMF sendsaPATCH request to the resource representing the UE's AMF registration for 3GPP access.
2a. On success, the UDM responds with "204 No Content".

2b. If the resource does not exist e.g. the UE is not registered yet, HTTP status code "404 Not Found" should be
returned including additional error information in the response body (in the "ProblemDetails" element).

2c. If the resource exists, but the requesting AMF is not the one currently registered for the UE, HTTP status code
"422 Unprocessable Request” should be returned including additional error information in the response body (in
the "ProblemDetails" element).

On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error
information should be returned in the PATCH response body.

5.3.2.6.3 Update A Parameter (e.g. PEI) in the AMF Registration For Non 3GPP Access

Figure 5.3.2.6.3-1 shows a scenario where the AM F sends a request to the UDM to update a parameter within the
AmfNon3GppA ccessRegistration resource. The request contains the UE's identity (/{ ueld}) which shall be a SUPI and
an instruction to modify a parameter (e.g. PEI).

AMF UDM
I

| 1. PATCH .../ueld}/registrations/amf-non-3gpp-access !
(Modification instruction)

|
2a. 204 No Content :
2b. 404 Not Found :
2c. 422 Unprocessable Request :

o S

Figure 5.3.2.6.3-1:. AMF registration parameter update for non-3GPP access

1. The AMF sendsaPATCH request to the resource representing the UE's AMF registration for non-3GPP access.
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2a. On success, the UDM responds with "204 No Content™.

2b. If the resource does not exist e.g. the UE is not registered yet, HT TP status code "404 Not Found" should be
returned including additional error information in the response body (in the "ProblemDetails" element).

2c. If the resource exists, but the requesting AMF is not the one currently registered for the UE, HTTP status code
"422 Unprocessable Request” should be returned including additional error information in the response body (in
the "ProblemDetails" element).

On failure, the appropriate HT TP status code indicating the error shall be returned and appropriate additional error
information should be returned in the PATCH response body.

5.3.2.7 P-CSCF-RestorationNotification

53.2.7.1 General

The following procedure using the P-CSCF-RestorationNotification service operation is supported:
- UDM initiated P-CSCF-Restoration

5.3.2.7.2 UDM initiated P-CSCF-Restoration

Figure 5.3.2.7.2-1 shows a scenario where the UDM noatifies the registered AMF or SMF about the need for P-CSCF
restoration. The request contains the callback URI for P-CSCF restoration as received by the UDM during registration,
and P-CSCF Restoration Indication.

AMF / SMF UDM

:4—1. POST {callbackReference} (PcschestorationNotification)—:

2. 204 No Content >

Figure 5.3.2.7.2-1: UDM initiated P-CSCF Restoration

1. The UDM sends a POST request to the callbackReference as provided by the NF service consumer during the
registration.

2. The AMF or SMF responds with *204 No Content".

On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error
information should be returned in the POST response body.

54 Nudm_UEAuthentication Service
54.1 Service Description
See 3GPP TS 23.501 [2] table 7.2.5-1.

5.4.2 Service Operations
5421 Introduction

For the Nudm_UEA uthentication service the following service operation is defined:

- Get
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- ResultConfirmation

The Nudm_UEAuthentication service is used by the AUSF to request the UDM to select an authentication method,
calculate a fresh authentication vector (AV) if required for the selected method, and provide it to the AUSF by means of
the Get service operation. See 3GPP TS 33.501 [6] subclause 9.7.2.1.

The Nudm_UEAuthentication service is aso used by the AUSF to inform the UDM about the occurrence of a
successful or unsuccessful authentication by means of the ResultConfirmation service operation.
See3GPP TS 33.501 [6] subclause 9.7.3.1.

5.4.2.2 Get

54221 General

The following procedure using the Get service operation is supported:
- Authentication Information Retrieval

As part of this Authentication Information Retrieval operation, the UDM authorizes or rejects the subscriber to use the
service provided by the registered NF, based on subscription data (e.g. roaming restrictions).

54222 Authentication Information Retrieval

Figure 5.4.2.2.2-1 shows a scenario where the NF service consumer (AUSF) retrieves authentication information for the
UE from the UDM (see also 3GPP TS 33.501 [6] subclause 6.1.2). The request contains the UE's identity (supi or suci),
the serving network name, and may contain resynchronization info.

NF service

consumer
I
I

C
)
<

I 1. POST .../{supiOrSuci}/security-information/generate-auth-data
:_ (serving network name, resync. info)
|

! 2a. 200 OK (AuthenticationIinfoResult)
| 2b. 403 Forbidden

—_L___X¥

Figure 5.4.2.2.2-1: NF service consumer requesting authentication information

1. The NF service consumer sends a POST request (custom method: generate-auth-data) to the resource
representing the UE's security information.

2a. The UDM responds with "200 OK" with the message body containing the authentication data information.

2b. If the operation cannot be authorized due to e.g UE does not have required subcription data, access barring or
roaming restrictions, HT TP status code "403 Forbidden" should be returned including additional error
information in the response body (in "ProblemDetails' element).

On failure, the appropriate HT TP status code indicating the error shall be returned and appropriate additional error
information should be returned in the POST response body.

5.4.2.3 ResultConfirmationinform
54.2.3.1 General
The following procedure using the ResultConfirmation service operation is supported:

- Authentication Confirmation
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5.4.2.3.2 Authentication Confirmation

Figure 5.4.2.3.2-1 shows a scenario where the NF service consumer (AUSF) confirms the occurence of a successful or
unsuccessful authentication to the UDM (see also 3GPP TS 33.501 [6] subclause 6.1.4.1). The request contains the UE's
identity (supi), and information about the authentication occurrence (AuthEvent).

NF service

UDM
consumer

I I
| |
:—1 . POST .../{supi}/auth-events (AuthEvent)4>:

2.201 Created

——-g--

Figure 5.4.2.3.2-1: NF service consumer confirms UE authentication

1. The NF service consumer sends a POST reguest to the resource representing the UE's authentication events.
2. The UDM responds with "201 Created".

On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error
information should be returned in the POST response body.

5.5 Nudm_EventExposure Service

55.1 Service Description
See 3GPP TS 23.501 [2] table 7.2.5-1.

5.5.2 Service Operations
55.2.1 Introduction

For the Nudm_EventExposure service the following service operations are defined:
- Subscribe
- Unsubscribe
- Notify

The Nudm_EventExposure service is used by consumer NFs (e.g. NEF) to subscribe to notifications of event
occurrence by means of the Subscribe service operation. For events that can be detected by the AMF, the UDM makes
use of the appropriate AMF service operation to subscribe on behalf of the consumer NF (e.g. NEF).

The Nudm_EventExposure service is also used by the consumer NFs (e.g. NEF) that have previously subscribed to
notificatios, to unsubscribe by means of the Unsubscribe service operation. For events that can be detected by the AMF,
the UDM makes use of the appropriate AMF service operation to unsubscribe on behalf of the consumer NF (e.g. NEF).

The Nudm_EventExposure service is also used by the subscribed consumer NFs (e.g. NEF) to get notified by the UDM
when a subscribed event occurs at the UDM by means of the Notify service operation. For subscribed events that can
occur at the AMF, the consumer NF (e.g. NEF) makes use of the corresponding AMF service operation to get notified
by the AMF directly without UDM involvement.

For details see 3GPP TS 23.502 [ 3] subclause 4.15.
5,5.2.2 Subscribe
55.2.2.1 General

The following procedures using the Subscribe service operation are supported:
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- Subscribe to Notification of event occurrence
5.5.2.2.2 Subscription to Notification of event occurrence

Figure 5.5.2.2.2-1 shows a scenario where the NF service consumer sends a request to the UDM to subscribe to
notifications of event occurrence (see also 3GPP TS 23.502 [3] figure 4.15.3.2.2-1 step 1). The request contains a
callback URI, the type of event that is monitored and additional information e.g. event filters and reporting options.

NF service
consumer

UDM

I I
}—1 . POST...Aueldentity}/ee-subscriptions (EeSubscription)—»}

| |
: 2a. 201 Created (CreatedEeSubscription) :
—————————— 2b. 404 Not Found _

: 2c. 403 Forbidden :
| |

Figure 5.5.2.2.2-1: NF service consumer subscribes to notifications

1. The NF service consumer sends a POST request to the parent resource (collection of subscriptions)
(.../{ uel dentity} /ee-subscriptions), to create a subscription as present in message body. The values uel dentity
shall take are specified in Table 6.4.3.2.2-1.

2a. On success, the UDM responds with "201 Created” with the message body containing a representation of the
created subscription. The Location HTTP header shall contain the URI of the created subscription. If the event
subscription was for a group of UEs:

- The"maxNumOfReports' in the "reportingOptions"’ | E shall be applicable to each UE in the group;
- The UDM shal return the number of UEsin that group in the "numberOfUes" |E.

The NF service consumer shall keep track of the maximum number of reports reported for each UE in the event
report and when "maxNumOfReports* numberOfUes" limit is reached, the NF service consumer shall initiate the
unsubscription of the notification towards the UDM (see subclause 5.5.2.3.2).

2b. If the user does not exist, HT TP status code "404 Not Found" shall be returned including additional error
information in the response body (in the "ProblemDetails" element).

2c. If thereis no valid subscription data for the UE, i.e. based on the UE's subscription information monitoring of the
reguested EventTypeis not alowed, or the requested EventType is not supported, HTTP status code "403
Forbidden" shall be returned including additional error information in the response body (in the
"ProblemDetails" element).

On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error
information should be returned in the DELETE response body.

5.5.2.3 Unsubscribe

5.5.2.3.1 General

The following procedures using the Unsubscribe service operation are supported:
- Unsubscribe to Notifications of event occurrence

5.5.2.3.2 Unsubscribe to notifications of event occurrence

Figure 5.2.2.3.2-1 shows a scenario where the NF service consumer sends a request to the UDM to unsubscribe from
notifications of event occurrence. The reguest contains the URI previously received in the Location HTTP header of the
response to the subscription.
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NF service

UDM
consumer
I I

:—1 . DELETE.../{ueldentity}/ee-su bscriptions/{subscriptionId}—>:

2a. 204 No Content
2b. 404 Not Found

e St

Figure 5.2.2.3.2-1: NF service consumer unsubscribes to notifications

1. The NF service consumer sends a DELETE request to the resource identified by the URI previously received
during subscription creation.

2a. On success, the UDM responds with "204 No Content™.

2b. If there is no valid subscription available (e.g. due to an unknown Subscriptionld value), HTTP status code "404
Not Found" shall be returned including additional error information in the response body (in the
"ProblemDetails’ element).

On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error
information should be returned in the DELETE response body.

5.5.24 Notify

55.24.1 General

The following procedures using the Notify service operation are supported:
- Event Occurrence Notification

5.5.2.4.2 Event Occurrence Notification

Figure 5.5.2.4.2-1 shows a scenario where the UDM notifies the NF service consumer (that has subscribed to receive
such notification) about occurrence of an event (see also 3GPP TS 23.502 [3] figure 4.15.3.2.2-1 step 44a). The request
contains the callbackReference URI as previously received in the EeSubscription (see subclause 6.4.6.2.2).

NF service

UDM
consumer
I I
| |

I,<—1. POST {callbackReference} (MonitoringReport)—:

2. 204 No Content

Y _

Figure 5.5.2.4.2-1: Event Occurrence Notification

1. The UDM sendsa POST request to the callbackReference as provided by the NF service consumer during the
subscription.

2. The UDM responds with "204 No Content".

On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error
information should be returned in the POST response body.
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5.6 Nudm_ParameterProvision Service

5.6.1 Service Description
See 3GPP TS 23.501 [2] table 7.2.5-1.

5.6.2 Service Operations
5.6.2.1 Introduction

For the Nudm_ParameterProvision service the following service operations are defined:
- Update

The Nudm_ParameterProvision serviceis used by consumer NFs (e.g. NEF) to update a UE's subscription data by
means of the Update service operation.

For details see 3GPP TS 23.502 [3] subclause 4.15.6.2.
Editor's Note: It is ffs how the UDM can authorize Update requests
Editor's Note: A service operation for dataretrieval is ffs

5.6.2.2 Update

5.6.2.2.1 General

The following procedures using the Update service operation are supported:
- Subscription data update

5.6.2.2.2 Subscription data update

Figure 5.6.2.2.2-1 shows a scenario where the NF service consumer sends a request to the UDM to update a UE's
subscription data (see also 3GPP TS 23.502 [3] figure 4.15.6.2-1 step 2). The request contains the identifier of the UE's
parameter provision data ( .../{ gpsi}/pp-data) and the modification instructions.

NF service

UDM
consumer

I I
| |
:—1 . PATCH.../{gpsi}/pp-data (ModificationInstruction)—»}

|
i< 2. 204 No Content
|
|

Figure 5.6.2.2.2-1: NF service consumer updates subscription data

1. The NF service consumer sends a PATCH request to the resource that represents a UE's modifiable subscription
data.

2. The UDM responds with 204 No Content".

On failure, the appropriate HTTP status code indicating the error shall be returned and appropriate additional error
information should be returned in the PATCH response body.
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6 API Definitions

6.1 Nudm_SubscriberDataManagement Service API
6.1.1 APIURI

URIs of this API shall have the following root:
{apiRoot} /{ apiName} /{ apiVersion}/

where the "apiName" shall be set to "nudm-sdm" and the "apiVersion" shall be set to "v1" for the current version of this
specification.

6.1.2 Usage of HTTP
6.1.2.1 General
HTTP/2, as defined in IETF RFC 7540 [13], shall be used as specified in clause 5 of 3GPP TS 29.500 [4].

HTTP/2 shall be transported as specified in subclause 5.3 of 3GPP TS 29.500 [4].

HTTP messages and bodies for the Nudm_SDM service shall comply with the OpenAPI [14] specification contained in
Annex A2.

6.1.2.2 HTTP standard headers

6.1.2.2.1 General
The usage of HT TP standard headers shall be supported as specified in subclause 5.2.2 of 3GPP TS 29.500 [4].

6.1.2.2.2 Content type
The following content types shall be supported:
JSON, as defined in IETF RFC 8259 [15], signalled by the content type "application/json".
The Problem Details JSON Object (IETF RFC 7807 [16] signalled by the content type " application/problem+json™

6.1.2.3 HTTP custom headers

6.1.2.3.1 General

The usage of HT TP custom headers shall be supported as specified in subclause 5.2.3 of 3GPP TS 29.500 [4].
6.1.3 Resources

6.1.3.1 Overview

ETSI



3GPP TS 29.503 version 15.1.0 Release 15 41 ETSI TS 129 503 V15.1.0 (2018-10)

/{apiRoot}/nudm-sdm/v1

—[/{supi} ]

- (/nssai )
—/am-data )

\—(/sor-ack )
—(/smf-select-data )

- {/ue-context-in-smf-data )

—— /ue-context-in-smsf-data

— /trace-data )
—/sm-data )
)
)

—(/sms-data

—{/sms-mng-data

L(/sdm-subscriptions )

— /{gpsi} L[/{subscriptionld} )
L{/id-translation-result J

_(/shared-data )

— /{sharedDatald}

—[/shared-data-subscriptions ]
L(/{subscriptionld} )

Figure 6.1.3.1-1: Resource URI structure of the nudm-sdm API

Table 6.1.3.1-1 provides an overview of the resources and applicable HT TP methods.
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Table 6.1.3.1-1: Resources and methods overview

subscription

subscriptions/{subscription|d}

HTTP
method
Rii?g;g?ygzg]e Resource URI cusotrom Description
operation
Supi Hsupi} GET Retrieve UE's subscription data
(Document)
Nssai Hsupi}/nssai GET Retrieve the UE's subscribed
(Document) Network Slice Selection Assistance
Information
AccessAndMobilitySubscription |/{supi}/am-data GET Retrieve the UE's subscribed
Data Access and Mobility Data
(Document)
SorAck Hsupi}fam-data/sor-ack PUT Providing acknowledgement of
(Document) Steering of Roaming
SmfSelectionSubscriptionData  |/{supi}/smf-select-data GET Retrieve the UE's subscribed SMF
(Document) Selection Data
UeContextinSmfData Hsupi}/ue-context-in-smf-data GET Retrieve the UE's Context in SMF
(Document) Data
SessionManagementSubscripti |/{supi}/sm-data GET Retrieve the UE's session
onData management subscription data
(Document)
SMSSubscriptionData /{supi}/sms-data GET Retrieve the UE's SMS subscription
(Document) data
SMSManagementSubscription  |/{supi}/sms-mng-data GET Retrieve the UE's SMS
Data management subscription data
(Document)
SdmSubscriptions /{supi}/sdm-subscriptions POST Create a subscription
(Collection)
Individual subscription Hsupi}/sdm- DELETE |Delete the subscription identified by
(Document) subscriptions/{subscriptionid} {subscriptionld}, i.e. unsubscribe
IdTranslationResult Hgpsi}/id-translation-result GET Retrieve a UE's SUPI
(Document)
UeContextinSmsfData H{supi}/ue-context-in-smsf-data -
(Document)
TraceData /{supi}/trace-data GET Retrieve Trace Configuration Data
(Document)
SharedData /shared-data GET Retrieve shared data
(Collection)
SharedDataSubscriptions /shared-data-subscriptions POST Create a subscription
(Collection)
SharedDatalndividual /shared-data- DELETE |Delete the subscription identified by

{subscriptionld}, i.e. unsubscribe

(Document)
6.1.3.2 Resource: Nssai
6.1.3.2.1 Description

This resource represents the subscribed Nssai for a SUPI. It is queried by the AMF before registering, and is used to
assist network slice selection. See 5.2.2.2.2 and 3GPP TS 23.501 [2] clause 5.15.3.

6.1.3.2.2

Resource Definition

Resource URI: { apiRoot} /nudm-sdm/v1/{ supi}/nssai

This resource shall support the resource URI variables defined in table 6.1.3.2.2-1.
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Table 6.1.3.2.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 6.1.1
supi Represents the Subscription Permanent Identifier (see 3GPP TS 23.501 [2] clause 5.9.2)
pattern: "(imsi-[0-9]{5,15}|nai-.+|.+)"

6.1.3.2.3 Resource Standard Methods
6.1.3.2.3.1 GET
This method shall support the URI query parameters specified in table 6.1.3.2.3.1-1.

Table 6.1.3.2.3.1-1: URI query parameters supported by the GET method on this resource

Name Data type P | Cardinality Description
f“ppo”ed' Supportedreat | O 0.1 see 3GPP TS 29.500 [4] subclause 6.6
eatures ures
plmn-id Pimnid O 0.1 PLMN identity of the PLMN serving the UE

If "plmn-id" isincluded, UDM shall return the Subscribed S-NSSAIs which the UE is subscribed to usein the PLMN
identified by "plmn-id".

If "plmn-id" is not included, UDM shall return the Subscribed S-NSSAlsfor HPLMN.

This method shall support the request data structures specified in table 6.1.3.2.3.1-2 and the response data structures and
response codes specified in table 6.1.3.2.3.1-3.

Table 6.1.3.2.3.1-2: Data structures supported by the GET Request Body on this resource

Data type P | Cardinality Description

n/a

Table 6.1.3.2.3.1-3: Data structures supported by the GET Response Body on this resource

Data type P | Cardinality | Response Description
codes
Nssai M |1 200 OK Upon success, a response body containing the NSSAI shall be
returned.
NOTE: In addition common data structures as listed in table 6.1.7-1 are supported.
6.1.3.3 Resource: SdmSubscriptions
6.1.3.3.1 Description

Thisresource is used to represent subscriptions to notifications.

6.1.3.3.2 Resource Definition

Resource URI: { apiRoot} /nudm-sdm/v1/{ supi} /sdm-subscriptions

This resource shall support the resource URI variables defined in table 6.1.3.3.2-1.

Table 6.1.3.3.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 6.1.1
supi Represents the Subscription Permanent Identifier (see 3GPP TS 23.501 [2] clause 5.9.2)
pattern: "(imsi-[0-9]{5,15}|nai-.+|.+)"
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6.1.3.3.3 Resource Standard Methods
6.1.3.3.3.1 POST
This method shall support the URI query parameters specified in table 6.1.3.3.3.1-1.

Table 6.1.3.3.3.1-1: URI query parameters supported by the POST method on this resource

Name Data type P | Cardinality Description

n/a

This method shall support the request data structures specified in table 6.1.3.3.3.1-2 and the response data structures and
response codes specified in table 6.1.3.3.3.1-3.

Table 6.1.3.3.3.1-2: Data structures supported by the POST Request Body on this resource

Data type P | Cardinality Description

SdmSubscription | M |1 The subscription that is to be created.

Table 6.1.3.3.3.1-3: Data structures supported by the POST Response Body on this resource

Data type P | Cardinality | Response Description
codes
SdmSubscription | M |1 201 Upon success, a response body containing a representation of
Created the created Individual subscription resource shall be returned.

The HTTP response shall include a "Location" HTTP header
that contains the resource URI of the created resource. When
stateless UDM is deployed, the stateless UDM may use an
FQDN identifying the UDM group to which the UDM belongs as
the host part of the resource URI.
NOTE: In addition common data structures as listed in table 6.1.7-1 are supported.

NOTE: Inthe scenario of stateless UDM deployment, it is assumed that stateless UDMs are organized into

several UDM groups, and for each UDM group an FQDN can be alocated.

6.1.3.4 Resource: Individual subscription

6.1.3.4.1 Description

Thisresource is used to represent an individual subscription to notifications.
6.1.3.4.2 Resource Definition

Resource URI: { apiRoot} /nudm-sdm/v1/{ supi}/sdm-subscri ptions/{ subscriptionl d}
This resource shall support the resource URI variables defined in table 6.1.3.4.2-1.

Table 6.1.3.4.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 6.1.1
supi Represents the Subscription Permanent Identifier (see 3GPP TS 23.501 [2] clause 5.9.2)
pattern: "(imsi-[0-9]{5,15}|nai-.+|.+)"
subscriptionld The subscriptionld identifies an individual subscription to notifications. The value is allocated
by the UDM during creation of the Subscription resource.

6.1.3.4.3 Resource Standard Methods
6.1.3.4.3.1 DELETE
This method shall support the URI query parameters specified in table 6.1.3.4.3.1-1.
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Table 6.1.3.4.3.1-1: URI query parameters supported by the DELETE method on this resource

Name Data type P | Cardinality Description

n/a

This method shall support the request data structures specified in table 6.1.3.4.3.1-2 and the response data structures and
response codes specified in table 6.1.3.4.3.1-3.

Table 6.1.3.4.3.1-2: Data structures supported by the Delete Request Body on this resource

Data type P | Cardinality Description
n/a The request body shall be empty.

Table 6.1.3.4.3.1-3: Data structures supported by the DELETE Response Body on this resource

Data type P | Cardinality | Response Description
codes
n/a 204 No Upon success, an empty response body shall be returned.
Content
NOTE: In addition common data structures as listed in table 6.1.7-1 are supported.
6.1.3.5 Resource: AccessAndMobilitySubscriptionData
6.1.3.5.1 Description

This resource represents the subscribed Access and Mobility Data for a SUPI. It is queried by the AMF after registering.
6.1.3.5.2 Resource Definition

Resource URI: { apiRoot} /nudm-sdm/v1/{ supi}/am-data

This resource shall support the resource URI variables defined in table 6.1.3.5.2-1.

Table 6.1.3.5.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 6.1.1
supi Represents the Subscription Permanent Identifier (see 3GPP TS 23.501 [2] clause 5.9.2)
pattern: "(imsi-[0-9]{5,15}|nai-.+|.+)"

6.1.3.5.3 Resource Standard Methods
6.1.3.5.3.1 GET
This method shall support the URI query parameters specified in table 6.1.3.5.3.1-1.
Table 6.1.3.5.3.1-1: URI query parameters supported by the GET method on this resource

Name Data type P | Cardinality Description
supported-features |SupportedFeatures (O |0..1 see 3GPP TS 29.500 [4] subclause 6.6
plmn-id Pimnlid O |0..1 PLMN identity of the PLMN serving the UE

If "plmn-id" isincluded, UDM shall return the Access and Mobility Data for the SUPI associated to the PLMN
identified by "plmn-id".

If "plmn-id" is not included, UDM shall return the Access and Mobility Data for the SUPI associated to the HPLMN.

This method shall support the request data structures specified in table 6.1.3.5.3.1-2 and the response data structures and
response codes specified in table 6.1.3.5.3.1-3.
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Table 6.1.3.5.3.1-2: Data structures supported by the GET Request Body on this resource

Data type P | Cardinality Description

n/a

Table 6.1.3.5.3.1-3: Data structures supported by the GET Response Body on this resource

Data type P Cardinality Response Description
codes
AccessAndMobility | M |1 200 OK Upon success, a response body containing the Access and
SubscriptionData Mobility Subscription Data shall be returned.
NOTE: In addition common data structures as listed in table 6.1.7-1 are supported.
6.1.3.6 Resource: SmfSelectionSubscriptionData
6.1.3.6.1 Description

This resource represents the subscribed SMF Selection Data for a SUPI. It is queried by the AMF after registering.
6.1.3.6.2 Resource Definition

Resource URI: { apiRoot} /nudm-sdm/v1/{ supi}/smf-select-data

This resource shall support the resource URI variables defined in table 6.1.3.6.2-1.

Table 6.1.3.6.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 6.1.1
supi Represents the Subscription Permanent Identifier (see 3GPP TS 23.501 [2] clause 5.9.2)
pattern: "(imsi-[0-9]{5,15}|nai-.+|.+)"

6.1.3.6.3 Resource Standard Methods
6.1.3.6.3.1 GET
This method shall support the URI query parameters specified in table 6.1.3.6.3.1-1.

Table 6.1.3.6.3.1-1: URI query parameters supported by the GET method on this resource

Name Data type P | Cardinality Description
supported-features [SupportedFeature |O (0..1 see 3GPP TS 29.500 [4] subclause 6.6
S . .
plmn-id Pimnlid O [0..1 PLMN identity of the PLMN serving the UE

If "plmn-id" isincluded, UDM shall return the SMF Selection Subscription Data for the SUPI associated to the PLMN
identified by "plmn-id".

If "plmn-id" is not included, UDM shall return the SMF Selection Subscription Data for the SUPI associated to the
HPLMN.

This method shall support the request data structures specified in table 6.1.3.6.3.1-2 and the response data structures and
response codes specified in table 6.1.3.6.3.1-3.

Table 6.1.3.6.3.1-2: Data structures supported by the GET Request Body on this resource

Data type P | Cardinality Description

n/a
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Table 6.1.3.6.3.1-3: Data structures supported by the GET Response Body on this resource

Data type P Cardinality Response Description
codes
SmfSelectionSubsc | M |1 200 OK Upon success, a response body containing the SMF
riptionData Selection Subscription Data shall be returned.
NOTE: In addition common data structures as listed in table 6.1.7-1 are supported.
6.1.3.7 Resource: UeContextinSmfData
6.1.3.7.1 Description

This resource represents the alocated SMFsfor a SUPI. It is queried by the AMF after registering.
6.1.3.7.2 Resource Definition

Resource URI: { api Root} /nudm-sdm/v1/{ supi} /ue-context-in-smf-data

This resource shall support the resource URI variables defined in table 6.1.3.7.2-1.

Table 6.1.3.7.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 6.1.1
supi Represents the Subscription Permanent Identifier (see 3GPP TS 23.501 [2] clause 5.9.2)
pattern: "(imsi-[0-9]{5,15}|nai-.+|.+)"

6.1.3.7.3 Resource Standard Methods
6.1.3.7.3.1 GET
This method shall support the URI query parameters specified in table 6.1.3.7.3.1-1.

Table 6.1.3.7.3.1-1: URI query parameters supported by the GET method on this resource

Name Data type P | Cardinality Description
supported-features |SupportedFeatures (O |0..1 see 3GPP TS 29.500 [4] subclause 6.6

This method shall support the request data structures specified in table 6.1.3.7.3.1-2 and the response data structures and
response codes specified in table 6.1.3.7.3.1-3.

Table 6.1.3.7.3.1-2: Data structures supported by the GET Request Body on this resource

Data type P | Cardinality Description

n/a

Table 6.1.3.7.3.1-3: Data structures supported by the GET Response Body on this resource

Data type P Cardinality Response Description
codes
UeContextinSmfDat | M |1 200 OK Upon success, a response body containing the
a UeContextinSmfData shall be returned.

NOTE: In addition common data structures as listed in table 6.1.7-1 are supported.

6.1.3.8 Resource: SessionManagementSubscriptionData

6.1.3.8.1 Description

This resource represents the Session Management subscription data for a SUPI. It is queried by the SMF during session
setup, using query parameters representing the selected network slice and the DNN. The SMF isresponsible for
enforcing the user session management subscription data.
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6.1.3.8.2 Resource Definition
Resource URI: { apiRoot} /nudm-sdm/v1/{ supi}/sm-data
This resource shall support the resource URI variables defined in table 6.1.3.8.2-1.

Table 6.1.3.8.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 6.1.1
supi Represents the Subscription Permanent Identifier (see 3GPP TS 23.501 [2] clause 5.9.2)
pattern: "(imsi-[0-9]{5,15}|nai-.+|.+)"

6.1.3.8.3 Resource Standard Methods
6.1.3.8.3.1 GET
This method shall support the URI query parameters specified in table 6.1.3.8.3.1-1.

Table 6.1.3.8.3.1-1: URI query parameters supported by the GET method on this resource

Name Data type P Cardinality Description
supported-features SupportedFeatures O [0.1 see 3GPP TS 29.500 [4] subclause 6.6
single-nssai Snssai O |[0.1
dnn Dnn O 0.1
plmn-id Pimnlid O |[0.1 PLMN identity of the PLMN serving the UE

JSON objects (such as Snssai, Pimnid...) shall be included directly as part of the URI query parameters by specifying in
the OpenAPI file that the " Content-Type" of such parametersis "application/json”.

If "singleNssai" is not included, and "dnn" is not included, UDM shall return all DNN configurations for all network
slice(s).

If "singleNssai” isincluded, and "dnn" is not included, UDM shall return all DNN configurations for the requested
network slice identified by "singleNssai".

If "singleNssai" is hot included, and "dnn" isincluded, UDM shall return all DNN configurations identified by "dnn"
for all network slices where such DNN is available.

If "singleNssai" isincluded, and "dnn" isincluded, UDM shall return the DNN configuration identified by "dnn", if
such DNN isavailable in the network dlice identified by "singleNssai".

For al the combinations about the inclusion of "dnn" and "singleNssai" as URI query parameters, if "plmn-id" is
included, UDM shall return the configurations for the DNN and network slices associated to the PLMN identified by
"plmn-id". Otherwise (i.e. if "plmn-id" is not included), UDM shall return the configurations for the DNN and network
dlices associated to the HPLMN.

This method shall support the request data structures specified in table 6.1.3.8.3.1-2 and the response data structures and
response codes specified in table 6.1.3.8.3.1-3.

Table 6.1.3.8.3.1-2: Data structures supported by the GET Request Body on this resource

Data type P | Cardinality Description

n/a

Table 6.1.3.8.3.1-3: Data structures supported by the GET Response Body on this resource

Data type P | Cardinality | Response Description
codes
array(SessionMa | M |1..N 200 OK Upon success, a response body containing the Session
nagementSubscri Management Subscription data shall be returned.
ptionData)
NOTE: In addition common data structures as listed in table 6.1.7-1 are supported.
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6.1.3.9 Resource: SMSSubscriptionData

6.1.3.9.1 Description

This resource represents the subscribed SM S Subscription Datafor a SUPI. It is queried by the AMF after registering.
6.1.3.9.2 Resource Definition

Resource URI: { apiRoot} /nudm-sdm/v1/{ supi}/sms-data

This resource shall support the resource URI variables defined in table 6.1.3.9.2-1.

Table 6.1.3.9.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 6.1.1
supi Represents the Subscription Permanent Identifier (see 3GPP TS 23.501 [2] clause 5.9.2)
pattern: "(imsi-[0-9]{5,15}|nai-.+|.+)"

6.1.3.9.3 Resource Standard Methods
6.1.3.9.3.1 GET
This method shall support the URI query parameters specified in table 6.1.3.9.3.1-1.

Table 6.1.3.9.3.1-1: URI query parameters supported by the GET method on this resource

Name Data type P | Cardinality Description
plmn-id PImnld C |0..1 if absent, H-PLMN ID is used as default
f“ppo”ed' SupportedrFeat | O 10..1 see 3GPP TS 29.500 [4] subclause 6.6
eatures ures

This method shall support the request data structures specified in table 6.1.3.9.3.1-2 and the response data structures and
response codes specified in table 6.1.3.9.3.1-3.

Table 6.1.3.9.3.1-2: Data structures supported by the GET Request Body on this resource

Data type P | Cardinality Description

n/a

Table 6.1.3.9.3.1-3: Data structures supported by the GET Response Body on this resource

Data type P | Cardinality Response Description
codes
SmsSubscriptionData M |1 200 OK Upon success, a response body containing the SMS
Subscription Data shall be returned.
NOTE: In addition common data structures as listed in table 6.1.7-1 are supported.

6.1.3.10 Resource: SMSManagementSubscriptionData

6.1.3.10.1 Description

This resource represents the subscribed SM'S Management Data for a SUPI. It is queried by the SM SF after registering.
6.1.3.10.2 Resource Definition

Resource URI: { apiRoot} /nudm-sdm/v1/{ supi}/sms-mng-data

Thisresource shall support the resource URI variables defined in table 6.1.3.10.2-1.
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Table 6.1.3.10.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 6.1.1
supi Represents the Subscription Permanent Identifier (see 3GPP TS 23.501 [2] clause 5.9.2)
pattern: "(imsi-[0-9]{5,15}|nai-.+|.+)"

6.1.3.10.3 Resource Standard Methods
6.1.3.10.3.1 GET
This method shall support the URI query parameters specified in table 6.1.3.10.3.1-1.
Table 6.1.3.10.3.1-1: URI query parameters supported by the GET method on this resource

Name Data type P | Cardinality Description
plmn-id PIimnld C |0.1 if absent, H-PLMN ID is used as default
f“ppo”ed' SupportedrFeat | O 10..1 see 3GPP TS 29.500 [4] subclause 6.6
eatures ures

This method shall support the request data structures specified in table 6.1.3.10.3.1-2 and the response data structures
and response codes specified in table 6.1.3.10.3.1-3.

Table 6.1.3.10.3.1-2: Data structures supported by the GET Request Body on this resource

Data type P | Cardinality Description

n/a

Table 6.1.3.10.3.1-3: Data structures supported by the GET Response Body on this resource

Data type P Cardinality Response Description
codes
SmsManagementS | M |1 200 OK Upon success, a response body containing the SMS
ubscriptionData Management Subscription Data shall be returned.
NOTE: In addition common data structures as listed in table 6.1.7-1 are supported.

6.1.3.11 Resource: Supi

6.1.3.11.1 Description

This resource represents the subscription profile of the subscriber identified by a given SUPI.
6.1.3.11.2 Resource Definition

Resource URI: { apiRoot} /nudm-sdm/v1/{ supi}

Thisresource shall support the resource URI variables defined in table 6.1.3.11.2-1.

Table 6.1.3.11.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 6.1.1
supi Represents the Subscription Permanent Identifier (see 3GPP TS 23.501 [2] clause 5.9.2)
pattern: "(imsi-[0-9]{5,15}|nai-.+)"

6.1.3.11.3 Resource Standard Methods

6.1.3.11.3.1 GET
This method shall support the URI query parameters specified in table 6.1.3.11.3.1-1.
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The retrieval of these data sets can aso be achieved by sending individual GET requests to the

corresponding sub-resources under the { supi} resource. When multiple data sets need to be retrieved by
the NF Service consumer, it is recommended to use asingle GET request with query parameters rather
than issuing multiple GET requests.

Table 6.1.3.11.3.1-1: URI query parameters supported by the GET method on this resource

Name Data type P | Cardinality Description
dataset-names array(DataSetN | M |1..N
ame)
plmn-id PIimnld C |0..1 if absent, H-PLMN ID is used as default
supported- SupportedFeat | O 0.1 see 3GPP TS 29.500 [4] subclause 6.6
features ures

This method shall support the request data structures specified in table 6.1.3.11.3.1-2 and the response data structures
and response codes specified in table 6.1.3.11.3.1-3.

Table 6.1.3.11.3.1-2: Data structures supported by the GET Request Body on this resource

Data type

P | Cardinality

Description

n/a

Table 6.1.3.11.3.1-3: Data structures supported by the GET Response Body on this resource

Data type P | Cardinality | Response Description
codes
SubscriptionData | M |1 200 OK Upon success, a response body containing the requested data
Sets sets shall be returned.

NOTE:

In addition common data structures as listed in table 6.1.7-1 are supported.

6.1.3.12
6.1.3.12.1

Description

Resource: IdTranslationResult

This resource represents the SUPI. It is queried by the NEF for GPSI to SUPI trandation. See 3GPP TS 23.502 [3]

clause 4.13.2.2.

6.1.3.12.2

Resource Definition

Resource URI: { apiRoot} /nudm-sdm/v1/{ gpsi}/id-trand ation-result

This resource shall support the resource URI variables defined in table 6.1.3.12.2-1.

Table 6.1.3.12.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 6.1.1
gpsi Represents the Generic Public Subscription Identifier (see 3GPP TS 23.501 [2] subclause
5.9.8)
pattern: "(msisdn-[0-9]{5,15}|extid-.+@.+|.+)"
6.1.3.12.3 Resource Standard Methods
6.1.3.12.3.1 GET

This method shall support the URI query parameters specified in table 6.1.3.12.3.1- 1.

Table 6.1.3.12.3.1-1: URI query parameters supported by the GET method on this resource

Name Data type P | Cardinality Description
supported- SupportedFeat | O |0..1
features ures see 3GPP TS 29.500 [4] subclause 6.6
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This method shall support the request data structures specified in table 6.1.3.12.3.1-2 and the response data structures
and response codes specified in table 6.1.3.12.3.1-3.

Table 6.1.3.12.3.1-2: Data structures supported by the GET Request Body on this resource

Data type P | Cardinality Description

n/a

Table 6.1.3.12.3.1-3: Data structures supported by the GET Response Body on this resource

Data type P | Cardinality | Response Description
codes
IdTranslationRes | M |1 200 OK Upon success, a response body containing the SUPI and
ult optionally the MSISDN shall be returned.
NOTE: In addition common data structures as listed in table 6.1.7-1 are supported.

6.1.3.13 Resource: SorAck

6.1.3.13.1 Description

This resource represents the acknowledgement of the SoR for a SUPI.

6.1.3.13.2 Resource Definition

Resource URI: { apiRoot} /nudm-sdm/v1/{ supi} /am-data/sor-ack

This resource shall support the resource URI variables defined in table 6.1.3.13.2-1.

Table 6.1.3.13.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 6.1.1
supi Represents the Subscription Permanent Identifier (see 3GPP TS 23.501 [2] clause 5.9.2)
pattern: "(imsi-[0-9]{5,15}|nai-.+|.+)"

6.1.3.13.3 Resource Standard Methods
6.1.3.13.3.1 PUT
This method shall support the URI query parameters specified in table 6.1.3.13.3.1- 1.
Table 6.1.3.13.3.1-1: URI query parameters supported by the PUT method on this resource

Name Data type P | Cardinality Description

n/a

This method shall support the request data structures specified in table 6.1.3.13.3.1-2 and the response data structures
and response codes specified in table 6.1.3.13.3.1-3.

Table 6.1.3.13.3.1-2: Data structures supported by the PUT Request Body on this resource

Data type P Cardinality Description

Acknowledgelnfo M (1 Contains the SOR-MAC-Iue received from the UE.
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Table 6.1.3.13.3.1-3: Data structures supported by the PUT Response Body on this resource

Data type P Cardinality Response Description
codes
n/a 204 No Successful receiving the SorXmaclue in the Request.
Content
NOTE: In addition common data structures as listed in table 6.1.7-1 are supported.
6.1.3.14 Resource: TraceData
6.1.3.14.1 Description

This resource represents the trace configuration data for a SUPI. It is queried by the AMF and SMF after registering.

6.1.3.14.2

Resource Definition

Resource URI: { apiRoot} /nudm-sdm/v1/{ supi} /trace-data

This resource shall support the resource URI variables defined in table 6.1.3.14.2-1.

Table 6.1.3.14.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 6.1.1
supi Represents the Subscription Permanent Identifier (see 3GPP TS 23.501 [2] clause 5.9.2)
pattern: "(imsi-[0-9]{5,15}|nai-.+|.+)"
6.1.3.14.3 Resource Standard Methods
6.1.3.14.3.1 GET

This method shall support the URI query parameters specified in table 6.1.3.14.3.1-1.

Table 6.1.3.14.3.1-1: URI query parameters supported by the GET method on this resource

Name Data type P | Cardinality Description
supported-features |SupportedFeatures [O |0..1 see 3GPP TS 29.500 [4] subclause 6.6
plmn-id Pimnlid O |0..1 PLMN identity of the PLMN serving the UE

If "plmn-id" isincluded, UDM shall return the Trace Datafor the SUPI associated to the PLMN identified by "plmn-

id".

If "plmn-id" is not included, UDM shall return the Trace Data for the SUPI associated to the HPLMN.

This method shall support the request data structures specified in table 6.1.3.14.3.1-2 and the response data structures
and response codes specified in table 6.1.3.14.3.1-3.

Table 6.1.3.14.3.1-2: Data structures supported by the GET Request Body on this resource

Data type

P | Cardinality

Description

n/a

Table 6.1.3.14.3.1-3: Data structures supported by the GET Response Body on this resource

Data type P Cardinality Response Description
codes
TraceData M |1 200 OK Upon success, a response body containing the Access and
Mobility Subscription Data shall be returned.
NOTE: In addition common data structures as listed in table 6.1.7-1 are supported.
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6.1.3.15 Resource: SharedData

6.1.3.15.1 Description

This resource represents the collection of data that can be shared by multiple UEs.
6.1.3.15.2 Resource Definition

Resource URI: { apiRoot} /nudm-sdm/v1/shared-data

Thisresource shall support the resource URI variables defined in table 6.1.3.15.2- 1.

Table 6.1.3.15.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 6.1.1
6.1.3.15.3 Resource Standard Methods
6.1.3.15.3.1 GET

This method shall support the URI query parameters specified in table 6.1.3.15.3.1- 1.

Table 6.1.3.15.3.1-1: URI query parameters supported by the GET method on this resource

Name Data type P | Cardinality Description
shared-data-ids  |array(SharedD | M |1..N
atald)

This method shall support the request data structures specified in table 6.1.3.15.3.1-2 and the response data structures
and response codes specified in table 6.1.3.15.3.1-3.

Table 6.1.3.15.3.1-2: Data structures supported by the GET Request Body on this resource

Data type P | Cardinality Description

n/a

Table 6.1.3.15.3.1-3: Data structures supported by the GET Response Body on this resource

Data type P | Cardinality | Response Description
codes
array(SharedData | M |1..N 200 OK Upon success, a response body containing a list of SharedData
) shall be returned.
NOTE: In addition common data structures as listed in table 6.1.7-1 are supported.

6.1.3.16 Resource: SharedDataSubscriptions

6.1.3.16.1 Description

Thisresource is used to represent subscriptions to notifications for shared data.
6.1.3.16.2 Resource Definition

Resource URI: {apiRoot} /nudm-sdm/v1/shared-data-subscriptions

Thisresource shall support the resource URI variables defined in table 6.1.3.16.2-1.

Table 6.1.3.16.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 6.1.1
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6.1.3.16.3 Resource Standard Methods
6.1.3.16.3.1 POST
This method shall support the URI query parameters specified in table 6.1.3.16.3.1- 1.

Table 6.1.3.16.3.1-1: URI query parameters supported by the POST method on this resource

Name Data type P | Cardinality Description

n/a

This method shall support the request data structures specified in table 6.1.3.16.3.1-2 and the response data structures
and response codes specified in table 6.1.3.16.3.1-3.

Table 6.1.3.16.3.1-2: Data structures supported by the POST Request Body on this resource

Data type P | Cardinality Description

SdmSubscription | M |1 The subscription that is to be created.

Table 6.1.3.16.3.1-3: Data structures supported by the POST Response Body on this resource

Data type P | Cardinality | Response Description
codes
SdmSubscription | M |1 201 Upon success, a response body containing a representation of
Created the created Individual subscription resource shall be returned.

The HTTP response shall include a "Location" HTTP header
that contains the resource URI of the created resource. When
stateless UDM is deployed, the stateless UDM shall use the
FQDN identifying the UDM set to which the UDM belongs as
the host part of the resource URI.
NOTE: In addition common data structures as listed in table 6.1.7-1 are supported.

NOTE: Inthe scenario of stateless UDM deployment, it is assumed that stateless UDMs are organized into

several UDM sets, and each UDM set is alocated an FQDN.

6.1.3.17 Resource: Individual subscription

6.1.3.17.1 Description

Thisresource is used to represent an individual subscription to notifications for shared data.
6.1.3.17.2 Resource Definition

Resource URI: { apiRoot} /nudm-sdm/v1/shared-data-subscri ptions/{ subscriptionl d}

This resource shall support the resource URI variables defined in table 6.1.3.17.2-1.

Table 6.1.3.17.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 6.1.1
subscriptionld The subscriptionld identifies an individual subscription to notifications. The value is allocated
by the UDM during creation of the Subscription resource.

6.1.3.17.3 Resource Standard Methods
6.1.3.17.3.1 DELETE
This method shall support the URI query parameters specified in table 6.1.3.17.3.1-1.
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Table 6.1.3.17.3.1-1: URI query parameters supported by the DELETE method on this resource

Name Data type P | Cardinality Description

n/a

This method shall support the request data structures specified in table 6.1.3.17.3.1-2 and the response data structures
and response codes specified in table 6.1.3.17.3.1-3.

Table 6.1.3.17.3.1-2: Data structures supported by the Delete Request Body on this resource

Data type P | Cardinality Description

n/a The request body shall be empty.

Table 6.1.3.17.3.1-3: Data structures supported by the DELETE Response Body on this resource

Data type P | Cardinality | Response Description
codes
n/a 204 No Upon success, an empty response body shall be returned.
Content
NOTE: In addition common data structures as listed in table 6.1.7-1 are supported.

6.1.4 Custom Operations without associated resources

In this release of this specification, no custom operations without associated resources are defined for the
Nudm_SubscriberDataM anagement Service.

6.1.5 Notifications
6.1.5.1 General

This subclause will specify the use of notifications and corresponding protocol detailsif required for the specific
service. When notifications are supported by the AP, it will include a reference to the general description of
notifications support over the 5G SBIs specified in TS 29.500 / TS 29.501.

6.1.5.2 Data Change Notification

The POST method shall be used for Data Change Notifications and the URI shall be as provided during the subscription
procedure.

Resource URI: { callbackReference}
Support of URI query parametersis specified in table 6.1.5.2-1.
Table 6.1.5.2-1: URI query parameters supported by the POST method

Name Data type P | Cardinality Description

n/a

Support of request data structuresis specified in table 6.1.5.2-2 and of response data structures and response codes is
specified in table 6.1.5.2-3.

Table 6.1.5.2-2: Data structures supported by the POST Request Body

Data type P Cardinality Description

ModificationNotificati M (1
on
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Table 6.1.5.2-3: Data structures supported by the POST Response Body

Data type P | Cardinality | Response Description
codes
n/a 204 No Upon success, an empty response body shall be returned.
Content
ProblemDetails M (1 307 This represents the case when the related UE context is not
Temporary |[fully available at the target NF Service Consumer (e.g. AMF)
Redirect during a planned maintenance case (e.g. AMF planned

maintenance without UDSF case). The "cause" attribute shall
be set to one of the following application error:
- NF_CONSUMER_REDIRECT_ONE_TXN

See table 6.1.7.3-1 for the description of these errors
The Location header of the response shall be set to the new

Callback URI of the target NF Service Consumer (e.g. AMF) to
which the request is redirected.

ProblemDetails M (1 308 This represents the case when the related UE is not found in
Permanent (the NF Service Consumer (e.g AMF) and the NF Service
Redirect Consumer knows which NF Service Consumer is serving the

UE. The "cause" attribute shall be set to one of the following
application error:
- CONTEXT_NOT_FOUND

See table 6.1.7.3-1 for the description of these errors

The Location header of the response shall be set to the new
Callback URI of the target NF Service Consumer (e.g AMF) to
which the request is redirected.

NOTE: In addition common data structures as listed in table 6.1.7-1 are supported.

6.1.6 Data Model
6.1.6.1 General

This subclause specifies the application data model supported by the API.

Table 6.1.6.1-1 specifies the structured data types defined for the Nudm_SDM service API. For simple data types
defined for the Nudm_SDM service APl seetable 6.1.6.3.2-1.
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Table 6.1.6.1-1: Nudm_SDM specific Data Types

Data type Section defined Description

Nssai 6.1.6.2.2 Network Slice Selection Assistance Information

SdmSubscription 6.1.6.2.3 A subscription to notifications

AccessAndMobilitySubscriptionData  |6.1.6.2.4 Access and Mobility Subscription Data

SmfSelectionSubscriptionData 6.1.6.2.5 SMF Selection Subscription Data

UeContextinSmfData 6.1.6.2.16 UE Context In SMF Data

PduSession 6.1.6.2.17

Dnninfo 6.1.6.2.6 Data Network Name and associated information
(LBO roaming allowed flag)

Snssailnfo 6.1.6.2.7 S-NSSAI and associated information (DNN Info)

SessionManagementSubscriptionData |6.1.6.2.8 User subscribed session management data

DnnConfiguration 6.1.6.2.9 User subscribed data network configuration

5GQosProfile 6.1.6.2.10 5G QoS parameters associated to the session for a
data network

PduSessionTypes 6.1.6.2.11 Default/allowed session types for a data network

SscModes 6.1.6.2.12 Default/allowed SSC modes for a data network

SmsManagementSubscriptionData 6.1.6.2.14 SMS Management Subscription Data

IdTranslationResult 6.1.6.2.18 SUPI that corresponds to a given GPSI

IpAddress 6.1.6.2.22 IP address (IPv4, or IPv6, or IPv6 prefix)

3GppChargingCharacteristics 6.1.6.3.2 3GPP Charging Characteristics

IwkEpsind 6.1.6.3.2 Interworking with EPS Indication

ModificationNotification 6.1.6.2.21

UeContextinSmsfData 6.1.6.2.23

Smsfinfo 6.1.6.2.24

Acknowledgelnfo 6.1.6.2.25

Sorlinfo 6.1.6.2.26 Steering Of Roaming Information

SharedData 6.1.6.2.27 Subscription Data shared by multiple UEs

Pgwinfo 6.1.6.2.28 Information about the DNNs/APNs and PGW-C+SMF
FQDNSs used in interworking with EPS

Table 6.1.6.1-2 specifies data types re-used by the Nudm_SDM service API from other specifications, including a
reference to their respective specifications and when needed, a short description of their use within the Nudm_SDM
service API.
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Table 6.1.6.1-2: Nudm_SDM re-used Data Types

Data type Reference Comments

Dnn 3GPP TS 29.571[7] |Data Network Name

DurationSec 3GPP TS 29.571[7] [Time value in seconds

ProblemDetails 3GPP TS 29.571 [7] |Common data type used in response bodies

Snssai 3GPP TS 29.571[7] [Single NSSAI

Uri 3GPP TS 29.571 [7] |Uniform Resource Identifier

Gpsi 3GPP TS 29.571 [7] |Generic Public Subscription Identifier

RatType 3GPP TS 29.571[7] |Radio Access Technology Type

Area 3GPP TS 29.571 [7]

ServiceAreaRestriction 3GPP TS 29.571 [7]

CoreNetworkType 3GPP TS 29.571 [7]

SupportedFeatures 3GPP TS 29.571[7] |see 3GPP TS 29.500 [4] subclause 6.6

Pimnld 3GPP TS 29.571[7] |PLMN Identity

PduSessionType 3GPP TS 29.571 [7]

NonDynamic5Qi 3GPP TS 29.571 [7] |QoS characteristics used to overwrite the default QoS
characteristics for a standardized or pre-configured 5QI.

Dynamic5Qi 3GPP TS 29.571 [7] |QoS Characteristics for a non-standardized and not pre-
configured 5QlI.

5Qi 3GPP TS 29.571 [7]

Arp 3GPP TS 29.571 [7]

Ambr 3GPP TS 29.571 [7]

PduSessionld

3GPP TS 29.571 [7]

Nflnstanceld

3GPP TS 29.571 [7]

ETSI TS 129 503 V15.1.0 (2018-10)

Supi 3GPP TS 29.571 [7]
Rfsplndex 3GPP TS 29.571 [7]
SscMode 3GPP TS 29.571 [7]
Ipv4Address 3GPP TS 29.571 [7]
Ipv6Address 3GPP TS 29.571 [7]
Ipv6Prefix 3GPP TS 29.571 [7]
SorMac 3GPP TS 29.509 [24]
Steeringlnfo 3GPP TS 29.509 [24]
Acklind 3GPP TS 29.509 [24]
CounterSor 3GPP TS 29.509 [24]
TraceData 3GPP TS 29.571 [7] |Trace control and configuration parameters
Notifyltem 3GPP TS 29.571 [7]
UpSecurity 3GPP TS 29.571 [7]
6.1.6.2 Structured data types
6.1.6.2.1 Introduction

This subclause defines the structures to be used in resource representations.

6.1.6.2.2 Type: Nssai

Table 6.1.6.2.2-1: Definition of type Nssai

Attribute name Data type P |Cardinality Description
supportedFeatures SupportedFeatures O 0.1 See subclause 6.1.8
defaultSingleNssais array(Snssai) O 0.8 A list of Single Nssai used as default
singleNssais array(Snssai) O |0..N A list of Single Nssai
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Table 6.1.6.2.3-1: SdmSubscription

Attribute name Data type P |Cardinality Description
nfinstanceld Nflnstanceld M |1 Identity of the NF Instance creating the
subscription.
implicitUnsubscribe boolean O |0.1 If present with value true indicates that the
subscription expires when the subscribing NF
(AMF, SMF, SMSF) identified by the
nflnstanceld ceases to be registered at the
UDM.
expires DateTime c |0.1 If present, indicates the point in time at which
the subscription expires. Shall be present if
implicitUnsubscribe is absent or false.
Within a POST request the proposed expiry
time is conveyed whereas in a POST response
the confirmed expiry time is returned.
callbackReference Uri M |1 URI provided by the NF service consumer to
receive notifications
monitoredResourceUris |array(Uri) M [1.N A set of URIs that identify the resources for
which a change triggers a notification
singleNssai Snssai O |0.1 This IE may be present if the consumer is SMF.
See NOTE.
dnn Dnn O |0.1 This IE may be present if the consumer is SMF.
See NOTE.
NOTE: If "singleNssai" is not included, and "dnn" is not included, the UDM shall notify the data change of all DNN
configurations and network slice(s).
If "singleNssai" is included, and "dnn" is not included, the UDM shall notify the data change of network slice
identified by "singleNssai" and all DNN configurations for the requested network slice identified by
"singleNssai".
If "singleNssai" is not included, and "dnn" is included, the UDM shall notify the data change of all network
slices where such DNN is available and all DNN configurations identified by "dnn".
If "singleNssai" is included, and "dnn" is included, the UDM shall notify the data change of network slice
identified by "singleNssai" where such DNN is available and the DNN configuration identified by "dnn", if
such DNN is available in the network slice identified by "singleNssai".
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Type: AccessAndMobilitySubscriptionData

Table 6.1.6.2.4-1: Definition of type AccessAndMobilitySubscriptionData

Attribute name Data type P |Cardinality Description
supportedFeatures SupportedFeatur | O (0.1 See subclause 6.1.8
es
gpsis array(Gpsi) O |0.N List of Generic Public Subscription Identifier; see
3GPP TS 29.571 [7]
internalGrouplds array(InternalGro | O |0..N List of internal group identifier; see
upld) 3GPP TS 23.501 [2] subclause 5.9.7
subscribedUeAmbr Ambr O |0.1
nssai Nssai O |0.1 Network Slice Selection Assistance Information
ratRestrictions array(RatType) O |0.N List of RAT Types that are restricted; see
3GPP TS 29.571 [7]
forbiddenAreas array(Area) O |0..N List of forbidden areas
serviceAreaRestrictions |ServiceAreaRestr | O [0..1 Subscribed Service Area Restriction
iction
coreNetworkTypeRestri |array(CoreNetwo | O |0..N List of Core Network Types that are restricted
ctions rkType)
rfsplndex Rfsplndex O 0.1 Index to RAT/Frequency Selection Priority;
subsRegTimer DurationSec O |0.1 Subscribed periodic registration timer; see
3GPP TS 29.571 [7]
ueUsageType UeUsageType O |0..1
mpsPriority MpsPrioritylndica | O |[0..1
tor
activeTime DurationSec O 0.1 subscribed active time for PSM UEs
diPacketCount DIPacketCount O |0.1 DL Buffering Suggested Packet Count indicates
whether extended buffering of downlink packets for
High Latency Communication is requested.
sorinfo Sorlnfo O |0..1 This IE shall be present if the UDM shall send the
information for Steering of Roaming during
registration or the subscription data update to the
UE.
micoAllowed MicoAllowed O |0..1 Indicates whether the UE subscription allows MICO
mode.
sharedDatalds array(SharedDat | O |0..N Identifier of shared data
ald)

6.1.6.2.5

Type: SmfSelectionSubscriptionData

Table 6.1.6.2.5-1: Definition of type SmfSelectionSubscriptionData

Attribute name Data type P |Cardinality Description
supportedFeatures SupportedFeatures O [0.1 See subclause 6.1.8
subscribedSnssailnfos  |array(Snssailnfo) O |[0.N List of S-NSSAIs and associated information

(DNN Info); see 3GPP TS 23.501 [2] clause
6.3.2.

ETSI




3GPP TS 29.503 version 15.1.0 Release 15

6.1.6.2.6

Type: Dnninfo

62

ETSI TS 129 503 V15.1.0 (2018-10)

Table 6.1.6.2.6-1: Definition of type Dnninfo

Attribute name

Data type

Cardinality

Description

dnn

Dnn

1

Data Network Name

defaultDnnindicator

DefaultDnnindica
tor

0.1

Indicates whether this DNN is the default DNN:
true: The DNN is the default DNN;

false: The DNN is not the default DNN;

If this attribute is absent it means the DNN is not the
default DNN.

IboRoamingAllowed

LboRoamingAllo
wed

0.1

Indicates whether local breakout for the DNN is
allowed when roaming:

true: Allowed;

false: Not allowed;

If this attribute is absent it means not allowed.

iwkEpsind

IwkEpsind

0.1

Indicates whether interworking with EPS is
subscribed:

true: Subscribed;

false: Not subscribed;

If this attribute is absent it means not subscribed.

ladnindicator

LadnIndicator

0.1

Indicates whether the DNN is a local area data
network.

If this attribute is absent, it means that the DNN is
not a local area data network.

6.1.6.2.7

Type: Snssailnfo

Table 6.1.6.2.7-1: Definition of type Snssailnfo

Attribute name Data type P |Cardinality Description
singleNssai Snssai M |1 SingleNssai
dnninfos array(Dnnlnfo) M [1..N list of Data Network Names for the S-NSSAI and
associated information
6.1.6.2.8 Type: SessionManagementSubscriptionData

Table 6.1.6.2.8-1: SessionManagementSubscriptionData

Attribute name Data type P |Cardinality Description
singleNssai Snssai M |1 A single Network Slice Selection Assistance
Information
dnnConfiguration map(DnnConfigurati O |0.N Additional DNNs configuration for the network
on) slice;
A map (list of key-value pairs where dnn serves
as key) of DnnConfigurations.
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Table 6.1.6.2.9-1: DnnConfiguration

Attribute name Data type P |Cardinality Description

dnn Dnn M |1 Data Network Name

pduSessionTypes PduSessionTypes M |1 Default/Allowed session types

sscModes SscModes M |1 Default/Allowed SSC modes

iwkEpsind IwkEpsind O |0.1 Indicates whether interworking with EPS is
subscribed:
true: Subscribed;
false: Not susubscribed;
If this attribute is absent it means not
subscribed.

ladnindicator Ladnindicator O |0.1 Indicates whether the DNN is a local area data
network

5gQosProfile 5GQosProfile O |0.1 5G QoS parameters associated to the session
for a data network

sessionAmbr Ambr O |0.1 The maximum aggregated uplink and downlink
bit rates to be shared across all Non-GBR QoS
Flows in each PDU Session

3gppChargingCharacter |3GppChargingChara | O |0..1 Subscribed charging characteristics data

istics cteristics associated to the session for a data network

staticlpAddress IpAddress O 0.2 Subscribed static IP address(es) of the IPv4
and/or IPv6 type

upSecurity UpSecurity O |0.1 When present, this IE shall indicate the security
policy for integrity protection and encryption for
the user plane.

6.1.6.2.10 Type: 5GQosProfile

Table 6.1.6.2.10-1: 5GQosProfile

Attribute name Data type P |Cardinality Description

5qi 5Qi M |1 Default 5G QoS identifier

nonDynamic5Qi NonDynamic5Qi CcC 0.1 This attribute may only be used for a
standardized or pre-configured 5QI. When
present, this attribute provides QoS
characteristics that override the default values
for a standardized or pre-configured 5QI,

dynamic5Qi Dynamic5Qi CcC 0.1 This attribute shall only be used for
dynamically-assigned 5Qls. When present, this
attribute provides an explicit set of QoS
characteristics.

arp Arp O |0.1 Default allocation and retention priority

6.1.6.2.11 Type: PduSessionTypes

Table 6.1.6.2.11-1: PduSessionTypes

pe)

Attribute name Data type P |Cardinality Description
defaultSessionType PduSessionType M 1 Default session type
allowedSessionTypes array(PduSessionTy O |[O0.N Additional session types allowed for the data

network

6.1.6.2.12

Type: SscModes

Table 6.1.6.2.12-1: SscModes

Attribute name Data type P |Cardinality Description
defaultSscMode SscMode M |1 Default SSC mode
allowedSscModes array(SscMode) O |0.2 Additional SSC modes allowed for the data

network
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Table 6.1.6.2.13-1: Definition of type SmsSubscriptionData

ald)

Attribute name Data type P [Cardinality Description
smsSubscribed SmsSubscribed M |1 Indicates whether the UE subscription allows SMS
delivery over NAS.
sharedDatalds array(SharedDat | O |0..N Identifier of shared data

6.1.6.2.14

Type: SmsManagementSubscriptionData

Table 6.1.6.2.14-1: Definition of type SmsManagementSubscriptionData

Attribute name Data type P |Cardinality Description
supportedFeatures SupportedFeatur | O |0..1 See subclause 6.1.8
es
mtSmsSubscribed boolean M |1 Indicates the SMS teleservice subscription for MT-
SMS
mtSmsBarringAll boolean C [0..1 Barring of all incoming calls for MT-SMS
mtSmsBarringRoaming |boolean C |0.1 Barring of incoming calls for MT-SMS when roaming
outside the Home Public Land Mobile Network
(PLMN) country
moSmsSubscribed boolean M |1 Indicates the SMS teleservice subscription for MO-
SMS
moSmsBarringAll boolean C [0..1 Barring of all outgoing calls for MO-SMS
moSmsbarringRoaming |boolean C (0.1 Barring of outgoing calls for MO-SMS when roaming
outside the Home Public Land Mobile Network
(PLMN) country
sharedDatalds array(Sharedbat | O |0..N Identifier of shared data
ald)

6.1.6.2.15

Type: SubscriptionDataSets

Table 6.1.6.2.15-1: SusbcriptionDataSets

Attribute name Data type P |Cardinality Description

amData AccessAndMobilityS O |01 Access and Mobility Subscription Data
ubscriptionData

smfSelData SmfSelectionSubscri O |01 SMF Selection Subscription Data
ptionData

uecSmfData UeContextinSmfData | O |0..1 UE Context In SMF Data

uecSmsfData UeContextinSmsfDat | O |0..1 UE Context In SMSF Data
a

smsSubsData SmsSubscriptionDat O 0.1 SMS Subscription Data
a

smData array(Sessionmanag | O |0..N Session Management Subscription Data
ementsubscriptionDa
ta)

traceData TraceData O 0.1 Trace Data. The Null value indicates that trace

is not active.

smsMngData SmsManagementSu O 0.1 SMS Management Subscription Data

bscriptionData
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Type: UeContextinSmfData

Table 6.1.6.2.16-1: Definition of type UeContextinSmfData

Attribute name Data type P |Cardinality Description
pduSessions map(PduSession) O |0..N A map (list of key-value pairs where pduSessionld
converted from integer to string serves as key) of
PduSessions.
pgwinfo array(Pgwinfo) O |0.N Information about the DNNs/APNs and PGW-
C+SMF FQDNs used in interworking with EPS
6.1.6.2.17 Type: PduSession

Table 6.1.6.2.17-1: Definition of type PduSession

Attribute name Data type P |Cardinality Description
pduSessionid PduSessionld M |1 Identifier of the PDU Session
dnn Dnn M |1 Data Network Name
smflnstanceld Nflnstanceld M |1 NF Instance Id of the SMF
plmnid Plmnid M 1 PLMN Id of the SMF

6.1.6.2.18 Type: IdTranslationResult

Table 6.1.6.2.18-1: Definition of type IdTranslationResult

Attribute name Data type P |Cardinality Description
supportedFeatures SupportedFeatures O 0.1 See subclause 6.1.8
supi Supi M |1 SUPI
gpsi Gpsi O |0.1 shall be an MSISDN
6.1.6.2.19 Void
6.1.6.2.20 Void
6.1.6.2.21 Type: ModificationNotification
Table 6.1.6.2.21-1: ModificationNotification
Attribute name Data type P |Cardinality Description
notifyltems array(Notifyltem) M |1.N
6.1.6.2.22 Type: IpAddress
Table 6.1.6.2.22-1: IpAddress
Attribute name Data type P |Cardinality Description
ipv4Addr Ipv4Addr C |0.1
ipv6Addr Ipv6Addr C |0.1
ipv6Prefix Ipv6Prefix C |0.1
NOTE:  Either ipv4Addr, or ipv6Addr, or ipv6Prefix shall be present.

6.1.6.2.23

Type: UeContextinSmsfData

Table 6.1.6.2.23-1: Definition of type UeContextinSmsfData

Attribute name Data type P |Cardinality Description
smsflnfo3GppAccess  |Smsflnfo O 0.1 SMSEF Info for 3GPP Access
smsflnfoNon3GppAcc |Smsfinfo O |0.1 SMSF Info for Non 3GPP Access
ess
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6.1.6.2.24 Type: Smsfinfo

Table 6.1.6.2.24-1: Definition of type Smsfinfo

Attribute name Data type P |Cardinality Description
smsflnstanceld Nflnstanceld M 1 NF Instance Id of the SMSF
plmnid Plmnid M |1 PLMN Id of the SMSF

6.1.6.2.25 Type: Acknowledgelnfo

Table 6.1.6.2.25: Definition of type Acknowledgelnfo

Attribute name Data type P |Cardinality Description
sorMaclue SorMac C |0.1 Shall be present when the Acknowledgement is sent
to acknowledge receipt of Sorlnfo.
6.1.6.2.26 Type: Sorinfo

Table 6.1.6.2.26: Definition of type Sorinfo

Attribute name Data type P |Cardinality Description
steeringInfoList Array(SteeringInf | M |0..N When present, this information defines the preferred
0) PLMN/AccessTechnologies combinations in priority
order. The first entry in the array indicates the
highest priority and the last entry indicates the
lowest. See subclause 6.x.6.2.4.
If the Steering Information List is not available or
HPLMN determines that no steering of the UE is
required, the array shall still be sent empty.
ackind Ackind M |1 contains the indication whether the
acknowledgement from UE is needed.
sorMaclausf SorMac M |1 contains the SoR-MAC-IAUSF.
countersor CounterSor M |1 contains the CounterSoR.
6.1.6.2.27 Type: SharedData

Table 6.1.6.2.27-1: SharedData

Attribute name Data type P |Cardinality Description
sharedDatald SharedDatald M 1 Identifier of the shared data
sharedAmData AccessAndMobilityS O |0.1 Shared Access and Mobility Subscription Data
ubscriptionData
sharedSmsSubsData SmsSubscriptionDat O 0.1 Shared SMS Subscription Data
a
sharedSmsMngSubsDat |SmsManagementSu O 0.1 Shared SMS Management Subscription Data
a bscriptionData
Note 1:  Exactly one of sharedAmData, sharedSmsSubsData and sharedSmsMngSubsData shall be present.
Note 2:  The attributes sharedAmData, sharedSmsSubsData and SharedSmsMngSubsData shall not contain
sharedDatalds
Note 3:  When shared data clash with individual data, individual data shall take precedence.
6.1.6.2.28 Type: Pgwinfo
Table 6.1.6.2.28-1: PgwInfo
Attribute name Data type P |Cardinality Description
dnn Dnn M |1 DNN/APN
pgwFqdn string M 1 FQDN of the PGW-C+SMF
plmnid Plmnid O 0.1 PLMN where the PGW-C+SMF is located
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6.1.6.3 Simple data types and enumerations

6.1.6.3.1 Introduction

This subclause defines simple data types and enumerations that can be referenced from data structures defined in the
previous subclauses.

6.1.6.3.2 Simple data types
The simple data types defined in table 6.1.6.3.2-1 shall be supported.
Table 6.1.6.3.2-1: Simple data types

Type Name Type Definition Description
DefaultDnnindicator boolean Indicates whether a DNN is the default DNN
LadnIndicator boolean Indicates whether the DNN is a local area data network
LboRoamingAllowed | boolean This flag indicates whether local breakout is allowed when

roaming.
UeUsageType integer Indicates the usage characteristics of the UE, enables the

selection of a specific Dedicated Core Network for EPS
interworking

MpsPrioritylndicator boolean Indicates whether UE is subscribed to multimedia priority service
3GppChargingChara | string 16-bit string identifying charging characteristics as specified in
cteristics 3GPP TS 32.251 [11] Annex A and 3GPP TS 32.298 [12] section

5.1.2.2.7, in hexadecimal representation. Each character in the
string shall take a value of "0" to "9" or "A" to "F" and shall
represent 4 bits. The most significant character representing the 4
most significant bits of the charging characteristics shall appear
first in the string, and the character representing the 4 least
significant bits of the charging characteristics shall appear last in
the string.

Example:
The charging characteristic 0x123A shall be encoded as "123A".
DIPacketCount integer The following values are defined:

0: "Extended DL Data Buffering NOT REQUESTED"

-1: "Extended DL Data Buffering REQUESTED, without a
suggested number of packets"

n>0: "Extended DL Data Buffering REQUESTED, with a
suggested number of n packets"

InternalGroupld string See 3GPP TS 23.501 [2] subclause 5.9.7

MicoAllowed boolean Indicates whether MICO mode is allowed for the UE.
SmsSubscribed boolean Indicates whether the UE subscription allows SMS delivery over
SharedDatald string Eﬁiﬁﬂely identifies within a PLMN a piece of subscription data

shared by multiple UEs. The value shall start with MCC followed
by MNC followed by a hyphen followed by a local Id as allocated
by the network operator.

pattern: "[0-9]{5,6}-.+"
IwkEpsInd boolean Indicates whether Interworking with EPS is supported
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6.1.6.3.3 Enumeration: DataSetName

Table 6.1.6.3.3-1: Enumeration DataSetName

Enumeration value Description
"AM" Access and Mobility Subscription Data
"SMF_SEL" SMF Selection Subscription Data
"UEC_SMF" UE Context in SMF Data
"UEC_SMSF" UE Context in SMSF Data
"SMS_SUB" SMS Subscription Data
"SM" Session Management Subscription Data
"TRACE" Trace Data
"SMS_MNG" SMS Management Subscription Data

Editor's Note: The current naming conventions for Enumerations (uppercase with underscore), when their intended
usage is for query parametersis not consistent with the naming conventions for URI components
(lowercase with hyphen).

6.1.6.3.4 Void
6.1.6.3.5 Void
6.1.6.3.6 Void

6.1.7 Error Handling

6.1.7.1 General

HTTP error handling shall be supported as specified in subclause 5.2.4 of 3GPP TS 29.500 [4].

6.1.7.2 Protocol Errors

Protocol errors handling shall be supported as specified in subclause 5.2.7 of 3GPP TS 29.500 [4].

6.1.7.3 Application Errors

The common application errors defined in the Table 5.2.7.2-1 in 3GPP TS 29.500 [4] may also be used for the Nudm_

SubscriberDataM anagement service. The following application errorslisted in Table 6.1.7.3-1 are specific for the
Nudm_ SubscriberDataM anagement service.

Table 6.1.7.3-1: Application errors

Application Error HTTP status Description
code
NF_CONSUMER_REDIRECT_ONE_TXN|307 Temporary |The request has been asked to be redirected to a
Redirect specified target for one transaction.
CONTEXT_NOT_FOUND 308 Permanent |The request has been asked to be redirected to a
Redirect specified target.

6.1.8 Feature Negotiation

The optional featuresin table 6.1.8-1 are defined for the Nudm_SDM API. They shall be negotiated using the
extensibility mechanism defined in subclause 6.6 of 3GPP TS 29.500 [4].
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Table 6.1.8-1: Supported Features

Feature number Feature Name Description

1 SharedData When receiving a Nudm_SDM_Get service operation request to
retrieve a UE's individual subscription data, and the request does not
contain a supported-features query parameter indicating support of
this feature, the UDM shall not include Shared Data Ids in the
response. Instead the UDM may — based on operator policy — take no
further action (i.e. allow the UE to get services based on only the UE's
individual subscription data), or send the shared data as individual
data (this may result in naotifications of individual subscription data
change - if so subscribed — when shared data, which are sent as
individual data, are modified, and/or when the UE's Shared Data IDs
are modified).

6.1.9  Security

Asindicated in 3GPP TS 33.501 [6], the access to the Nudm_SDM API shall be authorized by means of the OAuth2
protocol (see IETF RFC 6749 [18]), using the "Client Credentials’ authorization grant, where the NRF (see
3GPP TS 29.510[19]) plays the role of the authorization server.

An NF Service Consumer, prior to consuming services offered by the Nudm_SDM AP, shall obtain a"token" from the
authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [19], subclause
5.4.2.2.

NOTE: When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF
that the NF Service Consumer used for discovering the Nudm_SDM service.

The Nudm_SDM API does not define any scopes for OAuth2 authorization.
6.2 Nudm_UEContextManagement Service API
6.2.1 API URI

URIs of this API shall have the following root:
{‘apiRoot} /{ apiName} /{ apiVersion}/

where the "apiName" shall be set to "nudm-uecm" and the "apiVersion" shall be set to "v1" for the current version of
this specification.

6.2.2 Usage of HTTP
6.2.2.1 General
HTTP/2, as defined in IETF RFC 7540 [13], shall be used as specified in clause 5 of 3GPP TS 29.500 [4].

HTTP/2 shall be transported as specified in subclause 5.3 of 3GPP TS 29.500 [4].

HTTP messages and bodies for the Nudm_UECM service shall comply with the OpenAPI [14] specification contained
in Annex A3.

6.2.2.2 HTTP standard headers
6.2.2.2.1 General
The usage of HT TP standard headers shall be supported as specified in subclause 5.2.2 of 3GPP TS 29.500 [4].
6.2.2.2.2 Content type
The following content types shall be supported:
JSON, as defined in IETF RFC 8259 [15], signalled by the content type "application/json".

ETSI



3GPP TS 29.503 version 15.1.0 Release 15 70 ETSI TS 129 503 V15.1.0 (2018-10)

The Problem Details JISON Object (IETF RFC 7807 [16] signalled by the content type " application/problem+json™
JSON Merge Patch, as defined in IETF RFC 7396 [17], signalled by the content type "application/merge-

patch+json"
6.2.2.3 HTTP custom headers
6.2.2.3.1 General

The usage of HTTP custom headers shall be supported as specified in subclause 5.2.3 of 3GPP TS 29.500 [4].
6.2.3 Resources
6.2.3.1 Overview

/[{apiRoot}/nudm-uecm/v1

L HKueld}
L [registrations

— /amf-3gpp-access

— /amf-non-3gpp-access

— /smf-registrations

4‘ /pduSessionld}
—i /smsf-3gpp-access ’

4‘ /smsf-non-3gpp-access ’

Figure 6.2.3.1-1: Resource URI structure of the Nudm_UECM API

Table 6.2.3.1-1 provides an overview of the resources and applicable HTTP methods.
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Table 6.2.3.1-1: Resources and methods overview

HTTP
RESCILITES T2 Resource URI MERTRG! O Description
(Archetype) custom
operation
PUT Update the AMF registration
for 3GPP access
Amf3GppAccessRegistration Hueld}/registrations/amf-3gpp- PATCH Modify the AMF registration for
(Document) access 3GPP access
GET Retrieve the AMF registration
information for 3GPP access
PUT Update the AMF registration
for non 3GPP access
AmfNon3GppAccessRegistration  |/{ueld}/registrations/amf-non- PATCH Modify the AMF registration for
(Document) 3gpp-access non 3 GPP access - -
GET Retrieve the AMF registration
information for non 3GPP
access
SmfRegistrations HKueld}/registrations/smf-
(Store) registrations
PUT Create an SMF registration
identified by PDU Session Id
IndividualSmfRegistration HKueld}/registrations/smf- DELETE Delete an individual SMF
(Document) registrations/{pduSessionld} registration
PATCH Modify an individual SMF
Registration
PUT Create or Update the SMSF
registration
Smsf3GppAccessRegistration Hueld}/registrations/smsf-3gpp- DELETE Delete the SMSF registration
(Document) access for 3.GPP access - -
PATCH Modify the SMSF registration
GET Retrieve the SMSF registration
information
PUT Create or Update the SMSF
registration for non 3GPP
access
DELETE Delete the SMSF registration
SmsfNon3GppAccessRegistration |/{ueld}/registrations/smsf-non- for non 3GPP access
(Document) 3gpp-access PATCH Modify the SMSF registration
for non 3GPP access
GET Retrieve the SMSF registration

information for non 3GPP
access

6.2.3.2

6.2.3.2.1 Description

Resource: Amf3GppAccessRegistration

This resource represents the registered AMF for 3GPP access.

6.2.3.2.2

Resource Definition

Resource URI: { apiRoot} /nudm-uecm/v1/{ uel d} /registrations/amf-3gpp-access

This resource shall support the resource URI variables defined in table 6.2.3.2.2-1.
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Table 6.2.3.2.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 6.2.1
ueld Represents the Subscription Identifier SUPI or GPSI (see 3GPP TS 23.501 [2] clause 5.9.2)
SUPI (i.e. imsi or nai) is used with the PUT and PATCH methods; GPSI (i.e. msisdn or extid) is
used with the GET method.
pattern: "(imsi-[0-9]{5,15}|nai-.+|msisdn-[0-9]{5,15}|extid-.+].+)"

6.2.3.2.3 Resource Standard Methods
6.2.3.2.3.1 PUT
This method shall support the URI query parameters specified in table 6.2.3.2.3.1-1.
Table 6.2.3.2.3.1-1: URI query parameters supported by the PUT method on this resource

Name Data type P | Cardinality Description

n/a

This method shall support the request data structures specified in table 6.2.3.2.3.1-2 and the response data structures and
response codes specified in table 6.2.3.2.3.1-3.

Table 6.2.3.2.3.1-2: Data structures supported by the PUT Request Body on this resource

Data type P | Cardinality Description
Amf3GppAccess M |1 The AMF registration for 3GPP access is replaced with the received
Registration information.

Table 6.2.3.2.3.1-3: Data structures supported by the PUT Response Body on this resource

Data type P | Cardinality | Response Description
codes

n/a 204 No Upon success, an empty response body shall be returned
Content

ProblemDetails M (1 404 Not The "cause" attribute shall be set to the following application
Found error:

- USER_NOT_FOUND
ProblemDetails M |1 403 The "cause" attribute shall be set to one of the following

Forbidden [application errors:

- UNKNOWN_5GS_SUBSCRIPTION
-NO_PS_SUBSCRIPTION

- ROAMING_NOT_ALLOWED

- ACCESS_NOT_ALLOWED

- RAT_NOT ALLOWED

- REAUTHENTICATION_REQUIRED

NOTE: In addition common data structures as listed in table 6.2.7-1 are supported.

6.2.3.2.3.2 PATCH
This method shall support the URI query parameters specified in table 6.2.3.2.3.2-1.
Table 6.2.3.2.3.2-1: URI query parameters supported by the PATCH method on this resource

Name Data type P | Cardinality Description

n/a

This method shall support the request data structures specified in table 6.2.3.2.3.2-2 and the response data structures and
response codes specified in table 6.2.3.2.3.2-3.
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Table 6.2.3.2.3.2-2: Data structures supported by the PATCH Request Body on this resource

Data type

P | Cardinality

Description

Amf3GppAccess
RegistrationModifi
cation

M |1

The AMF registration for 3GPP access is modified with the received

information.

Table 6.2.3.2.3.2-3: Data structures supported by the PATCH Response Body on this resource

Data type P | Cardinality | Response Description
codes
n/a 204 No Upon success, an empty response body shall be returned
Content
ProblemDetails M |1 404 Not The "cause" attribute shall be set to one of the following
Found application errors:
- CONTEXT_NOT_FOUND
- USER_NOT_FOUND
ProblemDetails M (1 422 The "cause" attribute shall be set to the following application
Unprocessa |error:
ble Entity - UNPROCESSABLE_REQUEST
NOTE: In addition common data structures as listed in table 6.2.7-1 are supported.
6.2.3.2.3.3 GET

This method shall support the URI query parameters specified in table 6.2.3.2.3.3-1.

Table 6.2.3.2.3.3-1: URI query parameters supported by the GET method on this resource

Name

Data type

P | Cardinality

Description

supported-features

SupportedFeatures

O |0..1

see 3GPP TS 29.500 [4] subclause 6.6

This method shall support the request data structures specified in table 6.2.3.2.3.3-2 and the response data structures and
response codes specified in table 6.2.3.2.3.3-3.

Table 6.2.3.2.3.3-2: Data structures supported by the GET Request Body on this resource

Data type

P | Cardinality

Description

n/a

Table 6.2.3.2.3.3-3: Data structures supported by the GET Response Body on this resource

Data type P | Cardinality | Response Description
codes
Amf3GppAccess | M |1 200 OK Upon success, a response body containing the
Registration Amf3GppAccessRegistration shall be returned.
ProblemDetails M |1 404 Not The "cause" attribute shall be set to one of the following
Found application errors:

- CONTEXT_NOT_FOUND

- USER_NOT_FOUND
NOTE: In addition common data structures as listed in table 6.2.7-1 are supported.
6.2.3.3 Resource: AmfNon3GppAccessRegistration
6.2.3.3.1 Description

This resource represents the registered AMF for non 3GPP access.

6.2.3.3.2

Resource Definition

Resource URI: { apiRoot} /nudm-uecm/v1/{ uel d} /registrations/amf-non-3gpp-access/

This resource shall support the resource URI variables defined in table 6.2.3.3.2-1.
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Table 6.2.3.3.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 6.2.1
ueld Represents the Subscription Identifier SUPI or GPSI (see 3GPP TS 23.501 [2] clause 5.9.2)
SUPI (i.e. imsi or nai) is used with the PUT and PATCH methods; GPSI (i.e. msisdn or extid) is
used with the GET method.
pattern: "(imsi-[0-9]{5,15}|nai-.+|msisdn-[0-9]{5,15}|extid-.+].+)"

6.2.3.3.3 Resource Standard Methods
6.2.3.3.3.1 PUT
This method shall support the URI query parameters specified in table 6.2.3.3.3.1-1.
Table 6.2.3.3.3.1-1: URI query parameters supported by the PUT method on this resource

Name Data type P | Cardinality Description

n/a

This method shall support the request data structures specified in table 6.2.3.3.3.1-2 and the response data structures and
response codes specified in table 6.2.3.3.3.1-3.

Table 6.2.3.3.3.1-2: Data structures supported by the PUT Request Body on this resource

Data type P | Cardinality Description
AmfNon3GppAcc [ M (1 The AMF registration for non 3GPP access is replaced with the received
essRegistration information.

Table 6.2.3.3.3.1-3: Data structures supported by the PUT Response Body on this resource

Data type P | Cardinality | Response Description
codes

n/a 204 No Upon success, an empty response body shall be returned
Content

ProblemDetails M (1 404 Not The "cause" attribute shall be set to the following application
Found error:

- USER_NOT_FOUND
ProblemDetails M |1 403 The "cause" attribute shall be set to one of the following

Forbidden |application errors:

- UNKNOWN_5GS_SUBSCRIPTION
-NO_PS_SUBSCRIPTION

- ROAMING_NOT_ALLOWED

- ACCESS_NOT_ALLOWED

- RAT_NOT ALLOWED

- REAUTHENTICATION REQUIRED

NOTE: In addition common data structures as listed in table 6.2.7-1 are supported.

6.2.3.3.3.2 PATCH
This method shall support the URI query parameters specified in table 6.2.3.3.3.2- 1.
Table 6.2.3.3.3.2-1: URI query parameters supported by the PATCH method on this resource

Name Data type P | Cardinality Description

n/a

This method shall support the request data structures specified in table 6.2.3.3.3.2-2 and the response data structures and
response codes specified in table 6.2.3.3.3.2-3.
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Table 6.2.3.3.3.2-2: Data structures supported by the PATCH Request Body on this resource

Data type P | Cardinality Description
AmfNon3GppAcc [ M (1 The AMF registration for non 3GPP access is modified with the received
essRegistrationM information.
odification

Table 6.2.3.3.3.2-3: Data structures supported by the PATCH Response Body on this resource

Data type P | Cardinality | Response Description
codes
n/a 204 No Upon success, an empty response body shall be returned
Content
ProblemDetails M |1 404 Not The "cause" attribute shall be set to one of the following
Found application errors:
- CONTEXT_NOT_FOUND
- USER_NOT_FOUND
ProblemDetails M (1 422 The "cause" attribute shall be set to the following application
Unprocessa |error:
ble Entity - UNPROCESSABLE_REQUEST
NOTE: In addition common data structures as listed in table 6.2.7-1 are supported.
6.2.3.3.3.3 GET

This method shall support the URI query parameters specified in table 6.2.3.3.3.3-1.

Table 6.2.3.3.3.3-1: URI query parameters supported by the GET method on this resource

Name

Data type

P

Cardinality

Description

n/a

This method shall support the request data structures specified in table 6.2.3.3.3.3-2 and the response data structures and
response codes specified in table 6.2.3.3.3.3-3.

Table 6.2.3.3.3.3-2: Data structures supported by the GET Request Body on this resource

Data type

P

Cardinality

Description

n/a

Table 6.2.3.3.3.3-3: Data structures supported by the GET Response Body on this resource

Data type P | Cardinality | Response Description
codes
AmfNon3GppAcc | M |1 200 OK Upon success, a response body containing the
essRegistration AmfNon3GppAccessRegistration shall be returned.
ProblemDetails M |1 404 Not The "cause" attribute shall be set to one of the following
Found application errors:
- CONTEXT_NOT_FOUND
- USER_NOT_FOUND

NOTE: In addition common data structures as listed in table 6.2.7-1 are supported.
6.2.3.4 Resource: SmfRegistrations
6.2.3.4.1 Description

Thisresource is used to represent SMF registrations.

6.2.3.4.2

Resource Definition

Resource URI: { apiRoot} /nudm-uecm/v1/{ uel d} /registrations/smf-registrations

This resource shall support the resource URI variables defined in table 6.2.3.4.2-1.
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Table 6.2.3.4.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 6.4.1
ueld Represents the Subscription Identifier SUPI or GPSI (see 3GPP TS 23.501 [2] clause 5.9.2)
pattern: "(imsi-[0-9]{5,15}|nai-.+|msisdn-[0-9]{5,15}|extid-.+].+)"

6.2.3.4.3 Resource Standard Methods

none

6.2.3.5 Resource: IndividualSmfRegistration
6.2.3.5.1 Resource Definition

Resource URI: { api Root} /nudm-uecm/v1/{ uel d} /registrations/smf-registrations/{ pduSessi onl d}
This resource shall support the resource URI variables defined in table 6.2.3.5.1-1.

Table 6.2.3.5.1-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 6.1.1
ueld Represents the Subscription Identifier (see 3GPP TS 23.501 [2] clause 5.9.2)
SUPI (i.e. imsi or nai) is used with the PUT, DELETE and PATCH methods;
pattern: "(imsi-[0-9]{5,15}|nai-.+|msisdn-[0-9]{5,15}|extid-.+|.+)"

pduSessionld The pduSessionld identifies an individual SMF registration.
6.2.3.5.2 Resource Standard Methods
6.2.35.2.1 PUT

This method shall support the URI query parameters specified in table 6.2.3.5.2.1-1.

Table 6.2.3.5.2.1-1: URI query parameters supported by the PUT method on this resource

Name Data type P | Cardinality Description

n/a

This method shall support the request data structures specified in table 6.2.3.5.2.1-2 and the response data structures and
response codes specified in table 6.2.3.5.2.1-3.

Table 6.2.3.5.2.1-2: Data structures supported by the PUT Request Body on this resource

Data type P | Cardinality Description

SmfRegistration M |1 The registration that is to be created

Table 6.2.3.5.2.1-3: Data structures supported by the PUT Response Body on this resource

Data type P | Cardinality | Response Description
codes
SmfRegistration M (1 201 Upon success, a response body containing a representation of
Created the created Individual SmfRegistration resource shall be
returned.
ProblemDetails M (1 404 Not The "cause" attribute shall be set to the following application
Found error:
- USER_NOT _FOUND
ProblemDetails M |1 403 The "cause" attribute shall be set to one of the following
Forbidden |application errors:
- ROAMING_NOT_ALLOWED
- DNN_NOT _ALLOWED

NOTE: In addition common data structures as listed in table 6.4.7-1 are supported.
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6.2.3.5.2.2 DELETE
This method shall support the URI query parameters specified in table 6.2.3.5.2.2-1.

Table 6.2.3.5.2.2-1: URI query parameters supported by the DELETE method on this resource

Name Data type P | Cardinality Description

n/a

This method shall support the request data structures specified in table 6.2.3.5.2.2-2 and the response data structures and
response codes specified in table 6.2.3.5.2.2-3.

Table 6.2.3.5.2.2-2: Data structures supported by the DELETE Request Body on this resource

Data type P | Cardinality Description
n/a The request body shall be empty.

Table 6.2.3.5.2.2-3: Data structures supported by the DELETE Response Body on this resource

Data type P | Cardinality | Response Description
codes
n/a 204 No Upon success, an empty response body shall be returned.
Content
NOTE: In addition common data structures as listed in table 6.4.7-1 are supported.
6.2.3.6 Resource: Smsf3GppAccessRegistration
6.2.3.6.1 Description

This resource represents the registered SM SF for 3GPP access.

6.2.3.6.2 Resource Definition

Resource URI: { apiRoot} /nudm-uecm/v1/{ uel d} /registrations/smsf-3gpp-access
This resource shall support the resource URI variables defined in table 6.2.3.6.2-1.

Table 6.2.3.6.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 6.2.1
ueld Represents the Subscription Identifier SUPI or GPSI (see 3GPP TS 23.501 [2] clause 5.9.2)
SUPI (i.e. imsi or nai) is used with the PUT, DELETE and PATCH methods; GPSI (i.e. msisdn
or extid) is used with the GET method.
pattern: "(imsi-[0-9]{5,15}|nai-.+|msisdn-[0-9]{5,15}|extid-.+].+)"

6.2.3.6.3 Resource Standard Methods
6.2.3.6.3.1 PUT
This method shall support the URI query parameters specified in table 6.2.3.6.3.1-1.

Table 6.2.3.6.3.1-1: URI query parameters supported by the PUT method on this resource

Name Data type P | Cardinality Description

n/a

This method shall support the request data structures specified in table 6.2.3.6.3.1-2 and the response data structures and
response codes specified in table 6.2.3.6.3.1-3.
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Table 6.2.3.6.3.1-2: Data structures supported by the PUT Request Body on this resource

Data type P | Cardinality Description
SmsfRegistration | M |1 The SMSF registration for 3GPP access is created or updated with the
received information.

Table 6.2.3.6.3.1-3: Data structures supported by the PUT Response Body on this resource

Data type P | Cardinality | Response Description
codes
n/a 204 No Upon success, an empty response body shall be returned
Content
ProblemDetails M |1 404 Not The "cause" attribute shall be set to the following application
Found error:
- USER_NOT_FOUND
ProblemDetails M |1 403 The "cause" attribute shall be set to one of the following
Forbidden [application errors:
- UNKNOWN_5GS_SUBSCRIPTION
- ACCESS_NOT_ALLOWED
- ROAMING_NOT_ALLOWED
NOTE: In addition common data structures as listed in table 6.2.7-1 are supported.
6.2.3.6.3.2 DELETE

This method shall support the URI query parameters specified in table 6.2.3.6.3.2-1.
Table 6.2.3.6.3.2-1: URI query parameters supported by the DELETE method on this resource

Name Data type P | Cardinality Description

n/a

This method shall support the request data structures specified in table 6.2.3.6.3.2-2 and the response data structures and
response codes specified in table 6.2.3.6.3.2-3.

Table 6.2.3.6.3.2-2: Data structures supported by the DELETE Request Body on this resource

Data type P | Cardinality Description
n/a The request body shall be empty.

Table 6.2.3.6.3.2-3: Data structures supported by the DELETE Response Body on this resource

Data type P | Cardinality | Response Description
codes
n/a 204 No Upon success, an empty response body shall be returned.
Content
NOTE: In addition common data structures as listed in table 6.4.7-1 are supported.
6.2.3.6.3.3 GET

This method shall support the URI query parameters specified in table 6.2.3.6.3.3-1.
Table 6.2.3.6.3.3-1: URI query parameters supported by the GET method on this resource

Name Data type P |Cardinality Description
supported-features |SupportedFeatures | O |0..1 see 3GPP TS 29.500 [4] subclause 6.6

This method shall support the request data structures specified in table 6.2.3.6.3.3-2 and the response data structures and
response codes specified in table 6.2.3.6.3.3-3.
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Table 6.2.3.6.3.3-2: Data structures supported by the GET Request Body on this resource

Data type P | Cardinality Description

n/a

Table 6.2.3.6.3.3-3: Data structures supported by the GET Response Body on this resource

Data type P | Cardinality | Response Description
codes
SmsfRegistration [ M |1 200 OK Upon success, a response body containing the
SmsfRegistration shall be returned.
ProblemDetails M |1 404 Not The "cause" attribute shall be set to one of the following
Found application errors:
- CONTEXT_NOT_FOUND
- USER_NOT_FOUND
NOTE: In addition common data structures as listed in table 6.2.7-1 are supported.
6.2.3.7 Resource: SmsfNon3GppAccessRegistration
6.2.3.7.1 Description

This resource represents the registered SM SF for non 3GPP access.

6.2.3.7.2 Resource Definition

Resource URI: { apiRoot} /nudm-uecm/v1/{ uel d} /registrations/smsf-non-3gpp-access
This resource shall support the resource URI variables defined in table 6.2.3.7.2-1.

Table 6.2.3.7.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 6.2.1
ueld Represents the Subscription Identifier SUPI or GPSI (see 3GPP TS 23.501 [2] clause 5.9.2)
SUPI (i.e. imsi or nai) is used with the PUT, DELETE and PATCH methods; GPSI (i.e. msisdn
or extid) is used with the GET method.
pattern: "(imsi-[0-9]{5,15}|nai-.+|msisdn-[0-9]{5,15}|extid-.+|.+)"

6.2.3.7.3 Resource Standard Methods
6.2.3.7.3.1 PUT
This method shall support the URI query parameters specified in table 6.2.3.7.3.1-1.

Table 6.2.3.7.3.1-1: URI query parameters supported by the PUT method on this resource

Name Data type P | Cardinality Description

n/a

This method shall support the request data structures specified in table 6.2.3.7.3.1-2 and the response data structures and
response codes specified in table 6.2.3.7.3.1-3.

Table 6.2.3.7.3.1-2: Data structures supported by the PUT Request Body on this resource

Data type P | Cardinality Description

SmsfRegistration | M |1 The SMSF registration for non 3GPP access is created or updated with the
received information.
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Table 6.2.3.7.3.1-3: Data structures supported by the PUT Response Body on this resource

Data type P | Cardinality | Response Description
codes
n/a 204 No Upon success, an empty response body shall be returned
Content
ProblemDetails M (1 404 Not The "cause" attribute shall be set to the following application
Found error:
- USER_NOT_FOUND
ProblemDetails M |1 403 The "cause" attribute shall be set to one of the following
Forbidden |application errors:
- UNKNOWN_5GS_SUBSCRIPTION
- ACCESS_NOT_ALLOWED
- ROAMING_NOT_ALLOWED

NOTE:

In addition common data structures as listed in table 6.2.7-1 are supported.

6.2.3.7.3.2

DELETE

This method shall support the URI query parameters specified in table 6.2.3.7.2.2-1.

Table 6.2.3.7.2.2-1: URI query parameters supported by the DELETE method on this resource

Name

Data type

P

Cardinality

Description

n/a

This method shall support the request data structures specified in table 6.2.3.7.2.2-2 and the response data structures and
response codes specified in table 6.2.3.5.2.2-3.

Table 6.2.3.7.2.2-2: Data structures supported by the DELETE Request Body on this resource

Data type

P

Cardinality

Description

n/a

The request body shall be empty.

Table 6.2.3.7.2.2-3: Data structures supported by the DELETE Response Body on this resource

Data type P | Cardinality | Response Description
codes
n/a 204 No Upon success, an empty response body shall be returned.
Content
NOTE: In addition common data structures as listed in table 6.4.7-1 are supported.
6.2.3.7.3.3 GET

This method shall support the URI query parameters specified in table 6.2.3.7.3.3-1.

Table 6.2.3.7.3.3-1: URI query parameters supported by the GET method on this resource

Name

P

Description

Cardinality
0.1

Data type
SupportedFeatures

o] see 3GPP TS 29.500 [4] subclause 6.6

supported-features

This method shall support the request data structures specified in table 6.2.3.7.3.3-2 and the response data structures and
response codes specified in table 6.2.3.7.3.3-3.

Table 6.2.3.7.3.3-2: Data structures supported by the GET Request Body on this resource

Data type P | Cardinality Description

n/a
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Table 6.2.3.7.3.3-3: Data structures supported by the GET Response Body on this resource

Data type P | Cardinality | Response Description
codes
SmsfRegistration [ M |1 200 OK Upon success, a response body containing the
SmsfRegistration shall be returned.
ProblemDetails M |1 404 Not The "cause" attribute shall be set to one of the following
Found application errors:

- CONTEXT_NOT_FOUND
-USER_NOT FOUND

NOTE:

In addition common data structures as listed in table 6.2.7-1 are supported.

6.2.4

Custom Operations without associated resources

In thisrelease of this specification, no custom operations without associated resources are defined for the

Nudm_UEContext
6.2.5
6.2.5.1

Management Service.

Notifications

General

This subclause will specify the use of notifications and corresponding protocol detailsif required for the specific
service. When notifications are supported by the AP, it will include a reference to the general description of
notifications support over the 5G SBIs specified in TS 29.500 / TS 29.501.

6.2.5.2

Deregistration Notification

The POST method shall be used for Deregistration Notifications and the URI shall be as provided during the
registration procedure.

Resource URI: { callbackReference}

Support of URI query parameters is specified in table 6.2.5.2-1.

Table 6.2.5.2-1: URI query parameters supported by the POST method

Name

Data type P

Cardinality

Description

n/a

Support of request data structuresis specified in table 6.2.5.2-2 and of response data structures and response codesis
specified in table 6.2.5.2-3.

Table 6.2.5.2-2: Data structures supported by the POST Request Body

Data type

P | Cardinality

Description

DeregistrationDat
a

M |1

Includes Deregistration Reason

Table 6.2.5.2-3: Data structures supported by the POST Response Body

Data type P | Cardinality | Response Description
codes
n/a 204 No Upon success, an empty response body shall be returned.
Content
ProblemDetails M |1 404 Not The "cause" attribute shall be set to the following application
Found error:
- CONTEXT_NOT_FOUND

NOTE:

In addition common data structures as listed in table 6.1.7-1 are supported.
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6.2.5.3 P-CSCF Restoration Notification

The POST method shall be used for P-CSCF Restoration Notifications and the URI shall be as provided during the
registration procedure.

Resource URI: { callbackReference}
Support of URI query parameters is specified in table 6.2.5.3-1.
Table 6.2.5.3-1: URI query parameters supported by the POST method

Name Data type P | Cardinality Description

n/a

Support of request data structuresis specified in table 6.2.5.3-2 and of response data structures and response codes is
specified in table 6.2.5.3-3.

Table 6.2.5.3-2: Data structures supported by the POST Request Body

Data type P | Cardinality Description
PcscfRestoration M (1 contains the SUPI
Notification

Table 6.2.5.3-3: Data structures supported by the POST Response Body

Data type P | Cardinality | Response Description
codes

n/a 204 No Upon success, an empty response body shall be returned.
Content

ProblemDetails M (1 404 Not The "cause" attribute shall be set to the following application
Found error:

- CONTEXT_NOT_FOUND
NOTE: In addition common data structures as listed in table 6.1.7-1 are supported.

6.2.6 Data Model

6.2.6.1 General
This subclause specifies the application data model supported by the API.

Table 6.2.6.1-1 specifies the structured data types defined for the Nudm_UECM service API. For ssmple data types
defined for the Nudm_UECM service APl seetable 6.2.6.3.2-1.
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Table 6.2.6.1-1: Nudm_UECM specific Data Types

Data type Section Description
defined

Amf3GppAccessRegistration 6.2.6.2.2 The complete set of information relevant to the
AMF where the UE has registered via 3GPP
access.

PurgeFlag 6.2.6.3.2 This flag indicates whether or not the NF has
deregistered.

AmfNon3GppAccessRegistration 6.2.6.2.3 The complete set of information relevant to the
AMF where the UE has registered via non 3GPP
access.

DeregistrationData 6.2.6.2.5 Data sent with the Deregistration Notification

SmfRegistration 6.2.6.2.4 The complete set of information relevant to an
SMF serving the UE

SmsfRegistration 6.2.6.2.6 The complete set of information relevant to the
SMSEF serving the UE.

Amf3GppAccessRegistrationModification 6.2.6.2.7 Contains attributes of
Amf3GppAccessRegistration that can be
modified using PATCH

AmfNon3GppAccessRegistrationModification |6.2.6.2.8 Contains attributes of
AmfNon3GppAccessRegistration that can be
modified using PATCH

PcscfRestorationNotification 6.2.6.2.9 Information sent to the AMF or SMF when P-

CSCEF restoration is triggered.

Table 6.2.6.1-2 specifies data types re-used by the Nudm_uecm service API from other specifications, including a
reference to their respective specifications and when needed, a short description of their use within the Nudm_uecm

service API.
Table 6.2.6.1-2: Nudm_UECM re-used Data Types
Data type Reference Comments
Dnn 3GPP TS 29.571 [7] Data Network Name

Nflnstanceld

3GPP TS 29.571 [7]

Network Function Instance Identifier

PduSessionld

3GPP TS 29.571 [7]

PDU Session ID

Pei

3GPP TS 29.571[7]

Permanent Equipment Identifier

ProblemDetails

3GPP TS 29.571 [7]

Common data type used in response bodies

Uri

3GPP TS 29.571[7]

Uniform Resource |dentifier

SupportedFeatures 3GPP TS 29.571 [7] see 3GPP TS 29.500 [4] subclause 6.6
Supi 3GPP TS 29.571 [7] see 3GPP TS 23.501 [2] subclause 5.9.2
Guami 3GPP TS 29.571 [7] Globally Unigue AMF Identifier
Plmnid 3GPP TS 29.571[7]  |PLMN Identity
Diameterldentity 3GPP TS 29.571 [7]
AccessType 3GPP TS 29.571 [7] Access Type
BackupAmfinfo 3GPP TS 29.571 [7] Backup AMFs
6.2.6.2 Structured data types

6.2.6.2.1

Introduction

This subclause defines the structures to be used in resource representations.
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Table 6.2.6.2.2-1: Definition of type Amf3GppAccessRegistration

Attribute name Data type P [Cardinality Description
amflnstanceld Nflnstanceld M 1 The identity the AMF uses to register in the NRF.
supportedFeatures SupportedFeatur | O |0..1 See subclause 6.2.8
es

purgeFlag PurgeFlag O (0.1 This flag indicates whether or not the AMF has
deregistered. It shall not be included in the
Registration service operation.

pei Pei O [0.1 Permanent Equipment Identifier.

imsVoPS ImsVoPS O |0..1 Indicates per UE if "IMS Voice over PS Sessions" is
homogeneously supported in all TAs in the serving
AMF, or homogeneously not supported, or if support
is non-homogeneous/unknown. Absence of this
attribute shall be interpreted as "non homogenous or
unknown" support.

deregCallbackUri Uri M |1 A URI provided by the AMF to receive (implicitly
subscribed) notifications on deregistration.

pcscfRestorationCallbac |Uri O |0.1 A URI provided by the AMF to receive (implicitly

kUri subscribed) notifications on the need for P-CSCF
Restoration.

guami Guami C (0.1 This IE shall contain the serving AMF's GUAMI.
It shall be included if the NF service consumer is an
AMF.

backupAmfinfo array(BackupAmf | C |0..N This IE shall be included if the NF service consumer

Info) is an AMF and the AMF supports the AMF

management without UDSF for the first interaction
with UDM.
The UDM uses this attribute to do an NRF query
in order to invoke later services in a backup
AMF, e.g. Namf_EventExposure.

Optional attributes of this type that are also attributes of the derived type Amf3GppAccessRegistrationModification
(see clause 6.2.6.2.7) shall not be marked with "nullable : true" in the OpenAPI file.
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Type: AmfNon3GppAccessRegistration

Table 6.2.6.2.3-1: Definition of type AmfNon3GppAccessRegistration

Attribute name Data type P [Cardinality Description
amflnstanceld Nflnstanceld M 1 The identity the AMF uses to register in the NRF.
supportedFeatures SupportedFeat | O |0..1 See subclause 6.2.8
ures

purgeFlag PurgeFlag O (0.1 This flag indicates whether or not the AMF has
deregistered. It shall not be included in the
Registration service operation.

pei Pei O [0.1 Permanent Equipment Identifier

deregCallbackUri Uri M (1 a URI provided by the AMF to receive (implicitly
subscribed) notifications on deregistration

pcscfRestorationCallback |Uri O |0.1 A URI provided by the AMF to receive (implicitly

Uri subscribed) notifications on the need for P-CSCF
Restoration.

guami Guami C (0.1 This IE shall contain the serving AMF's GUAMI.
It shall be included if the NF service consumer is an
AMF.

backupAmfinfo array(BackupA | C |0..N This IE shall be included if the NF service consumer

mfinfo) is an AMF and the AMF supports the AMF
management without UDSF for the first interaction
with UDM.
The UDM uses this attribute to do an NRF query in
order to invoke later services in a backup AMF, e.g.
Namf_EventExposure.

Optional attributes of this type that are also attributes of the derived type AmfNon3GppAccessRegistrationModification
(see clause 6.2.6.2.8) shall not be marked with "nullable : true" in the OpenAPI file.

6.2.6.2.4

Type: SmfRegistration

Table 6.2.6.2.4-1: Definition of type SmfRegistration

Attribute name Data type |P |Cardinality Description
smflnstanceld Nflnstanceld  [M |1 NF Instance Id of the SMF
supportedFeatures SupportedFe |O |0..1 See subclause 6.2.8
atures
pduSessionld PduSessionid [M |1 PDU Session ID
dnn Dnn M |1 Data Network Name
pcscfRestorationCallbackUri  |Uri O |0..1 a URI provided by the SMF to receive (implicitly
subscribed) notifications on the need for P-CSCF
Restoration
[pimnid [PImnid M 1 |Serving node PLMN identity.
pgwFqdn string C |0.1 FQDN of the PGW in the "PGW-C+SMF", to be
included for interworking with EPS.
6.2.6.2.5 Type: DeregistrationData

Table 6.2.6.2.5-1: Definition of type DeregistrationData

Attribute name Data type P |Cardinality Description
deregReason Deregistration | M |1 String; see subclause 6.2.6.3.3
Reason
accessType AccessType M |1 Access type where the UE is deregistered
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Table 6.2.6.2.6-1: Definition of type SmsfRegistration

Attribute name Data type P |Cardinality Description

smsflnstanceld Nflnstanceld M |1 NF Instance Id of the SMSF

supportedFeatures SupportedFeatures O |0.1 See subclause 6.2.8

p/mnid Plmnid M |1 Serving node PLMN identity

smsfMAPAddress E164Number Cc |0..1 International E.164 number of the SMSF; shall
be present if the SMSF supports MAP (see
3GPP TS 29.002 [21])

smsfDiameterAddress NetworkNodeDiamet | C (0.1 shall be present if the SMSF supports Diameter

erAddress (see 3GPP TS 29.338 [22])

6.2.6.2.7

Type: Amf3GppAccessRegistrationModification

Thistype is derived from the type Amf3GppAccessRestriction by deleting al attributes that are not subject to
modification by means of the HTTP PATCH method.

Table 6.2.6.2.7-1: Definition of type Amf3GppAccessRegistrationModification

Attribute name

Data type

P

Cardinality

Description

purgeFlag

PurgeFlag

@)

0.1

This flag indicates whether or not the AMF has
deregistered. It shall be included in the
Deregistration service operation with a value of
"TRUE". This attribute is not marked "nullable: true"
in the OpenAPI file as deletion of the attribute is not
applicable.

pei

Pei

0.1

Permanent Equipment Identifier. This attribute is not
marked "nullable: true" in the OpenAPI file as
deletion of the attribute is not applicable.

imsVoPS

ImsVoPS

0.1

Indicates per UE if "IMS Voice over PS Sessions" is
homogeneously supported in all TAs in the serving
AMF, or homogeneously not supported, or if support
is non-homogeneous/unknown. This attribute is not
marked "nullable: true" in the OpenAPI file as
deletion of the attribute is not applicable; rather it
may be modified to the value
"NON_HOMOGENEOUS_OR_UNKNOWN"

backupAmfinfo

array(BackupAmf
Info)

0..N

This IE shall be included if the NF service consumer
is an AMF and the AMF supports the AMF
management without UDSF for the Modification of
the BackupAmfinfo.

The UDM uses this attribute to do an NRF query in
order to invoke later services in a backup AMF, e.g.
Namf_EventExposure

Absence of optional attributes indicates: no modification.

6.2.6.2.8

Type: AmfNon3GppAccessRegistrationModification

Thistypeis derived from the type Amf3NonGppA ccessRestriction by deleting all attributes that are not subject to

modification by means of the HTTP PATCH method. Optional attributes of this type shall be marked with "nullable :
true” in the OpenAPI file.
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Table 6.2.6.2.8-1: Definition of type AmfNon3GppAccessRegistrationModification

Attribute name Data type P |Cardinality Description
purgeFlag PurgeFlag O (0.1 This flag indicates whether or not the AMF has
deregistered. It shall be included in the
Deregistration service operation with a value of
"TRUE".
pei Pei o] Permanent Equipment Identifier
backupAmfinfo array(BackupAmf | C This IE shall be included if the NF service consumer
Info) is an AMF and the AMF supports the AMF
management without UDSF for the Modification of
the BackupAmfinfo.
The UDM uses this attribute to do an NRF query in
order to invoke later services in a backup AMF, e.g.
Namf_EventExposure
Optional attributes of this type shall be marked with "nullable : true" in the OpenAPI file.

o|e
=

6.2.6.2.9 Type: PcscfRestorationNotification

Table 6.2.6.2.9-1: Definition of type PcscfRestorationNotification

Attribute name Data type P |Cardinality Description
supi Supi M |1 A SUPI that is served by the failed P-CSCF
6.2.6.2.10 Type: NetworkNodeDiameterAddress

Table 6.2.6.2.10-1: Definition of type NetworkNodeDiameterAddress

Attribute name Data type P |Cardinality Description
name Diameterldentity M |1
realm Diameterldentity M |1
6.2.6.3 Simple data types and enumerations
6.2.6.3.1 Introduction

This subclause defines simple data types and enumerations that can be referenced from data structures defined in the
previous subclauses.

6.2.6.3.2 Simple data types
The simple data types defined in table 6.2.6.3.2-1 shall be supported.
Table 6.2.6.3.2-1: Simple data types

Type Name Type Definition Description
PurgeFlag boolean This flag indicates whether or not the NF has deregistered.
E164Number string see ITU-T Recommendation E.164 [23]
pattern: [0-9]{1,15}

6.2.6.3.3 Enumeration: DeregistrationReason

The enumeration DeregistrationReason represents the reason for the Deregistration Notification. It shall comply with
the provisions defined in table 6.2.6.3.3- 1.

ETSI



3GPP TS 29.503 version 15.1.0 Release 15 88 ETSI TS 129 503 V15.1.0 (2018-10)

Table 6.2.6.3.3-1: Enumeration DeregistrationReason

Enumeration value
"UE INITIAL REGISTRATION"
"UE REGISTRATION AREA CHANGE"
"SUBSCRIPTION WITHDRAWN"
"5GS TO EPS MOBILITY"

Description
see 3GPP TS 23.502 [3]
see 3GPP TS 23.502 [3]
see 3GPP TS 23.502 [3]
see 3GPP TS 23.502 [3]

6.2.6.3.4 Enumeration: ImsVoPS

The enumeration |msV oPS represents i nformation indicating homogeneity of IMS Voice over PS Sessions support for
the UE. It shall comply with the provisions defined in table 6.2.6.3.4-1.

Table 6.2.6.3.4-1: Enumeration ImsVoPS

Enumeration value
"HOMOGENEOUS_SUPPORT"

Description
"IMS Voice over PS Sessions" is homogeneously supported in
all TAs in the serving AMF.
"IMS Voice over PS Sessions" is homogeneously not
supported in all TAs in the serving AMF.
"IMS Voice over PS Sessions" is hot homogeneously
supported in all TAs in the serving AMF, or its support is
unknown.

"HOMOGENEOUS_NON_SUPPORT"

"NON_HOMOGENEOUS_OR_UNKNOWN"

6.2.7

6.2.7.1
HTTP error handling shall be supported as specified in subclause 5.2.4 of 3GPP TS 29.500 [4].
6.2.7.2
Protocol errors handling shall be supported as specified in subclause 5.2.7 of 3GPP TS 29.500 [4].
6.2.7.3
The common application errors defined in the Table 5.2.7.2-1 in 3GPP TS 29.500 [4] may also be used for the

Nudm_UEContextManagement service. The following application errors listed in Table 6.2.7.3-1 are specific for the
Nudm_UEContextM anagement service.

Error Handling

General

Protocol Errors

Application Errors

Table 6.2.7.3-1: Application errors

Application Error

HTTP status
code

Description

UNKNOWN_5GS_SUBSCRIPTION

403 Forbidden

No 5GS subscription is associated with the user.

NO_PS_SUBSCRIPTION

403 Forbidden

No PS (5GS, EPS, GPRS) subscription is associated
with the user.

ROAMING_NOT_ALLOWED

403 Forbidden

The subscriber is not allowed to roam within that PLMN

USER NOT FOUND

404 Not Found

The user does not exist in the HPLMN

CONTEXT_NOT_FOUND

404 Not Found

It is used during the modification of an existing
subscription when no corresponding context exists.

ACCESS_NOT _ALLOWED

403 Forbidden

Access type not allowed for the user.

RAT_NOT ALLOWED

403 Forbidden

5GS RAT is not allowed for the user

DNN_NOT ALLOWED

403 Forbidden

DNN not authorized for the user

REAUTHENTICATION_REQUIRED

403 Forbidden

Due to operator policies the user needs to be re-
authenticated, e.g. last valid authentication is
considered obsolete

UNPROCESSABLE_REQUEST

422
Unprocessable
Entity

The request cannot be proccesed due to semantic
errors when trying to process a patch method
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6.2.8 Feature Negotiation

The optional featuresin table 6.2.8-1 are defined for the Nudm_UECM API. They shall be negotiated using the
extensibility mechanism defined in subclause 6.6 of 3GPP TS 29.500 [4].

Table 6.2.8-1: Supported Features

Feature number Feature Name Description

1 SharedData When receiving a Nudm_UECM_Registration service operation
request for a UE that shares subscription data with other UEs, and the
request does not indicate support of this feature by the service
consumer, the UDM may — based on operator policy — decide to reject
the registration.

6.2.9 Security

Asindicated in 3GPP TS 33.501 [6], the access to the Nudm_UECM API shall be authorized by means of the OAuth2
protocol (see IETF RFC 6749 [18]), using the "Client Credentials' authorization grant, where the NRF (see
3GPP TS 29.510[19]) playsthe role of the authorization server.

An NF Service Consumer, prior to consuming services offered by the Nudm_UECM API, shall obtain a"token" from
the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [19],
subclause 5.4.2.2.

NOTE: When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF
that the NF Service Consumer used for discovering the Nudm_UECM service.

The Nudm_UECM API does not define any scopes for OAuth2 authorization.

6.3 Nudm_UEAuthentication Service API
6.3.1 APIURI

URIs of this API shall have the following root:
{apiRoot} /{ apiName} /{ apiVersion}/

where the "apiName" shall be set to "nudm-ueau” and the "apiVersion" shall be set to "v1" for the current version of
this specification.

6.3.2 Usage of HTTP

6.3.2.1 General
HTTP/2, as defined in IETF RFC 7540 [13], shall be used as specified in clause 5 of 3GPP TS 29.500 [4].
HTTP/2 shall be transported as specified in subclause 5.3 of 3GPP TS 29.500 [4].

HTTP messages and bodies for the Nudm_UEAU service shall comply with the OpenAPI [14] specification contained
in Annex A4.

6.3.2.2 HTTP standard headers
6.3.2.2.1 General
The usage of HT TP standard headers shall be supported as specified in subclause 5.2.2 of 3GPP TS 29.500 [4].
6.3.2.2.2 Content type
The following content types shall be supported:
JSON, as defined in IETF RFC 8259 [15], signalled by the content type "application/json".
The Problem Details JSON Object (IETF RFC 7807 [16] signalled by the content type " application/problem+json™
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6.3.2.3 HTTP custom headers
6.3.2.3.1 General

The usage of HT TP custom headers shall be supported as specified in subclause 5.2.3 of 3GPP TS 29.500 [4].
6.3.3 Resources
6.3.3.1 Overview

Figure 6.3.3.1-1 describes the resources supported by the Nudm_UEAU API.

/[{apiRoot}/nudm-ueau/v1
L AsupiOrSuci}

/security-information ’

/auth-events ’

L {authEventld}

Figure 6.3.3.1-1: Resource URI structure of the nudm_ueau API

Table 6.3.3.1-1 provides an overview of the resources and applicable HTTP methods.

Table 6.3.3.1-1: Resources and methods overview

HTTP
Resource name el .
(Archetype) Resource URI or Description
custom
operation
Securitylnformation /{supiOrSuci}/security- generate- |If the variable {supiOrSuci} takes the
(Custom operation) information/generate-auth-data auth-data |value of a SUCI, the UDM calculates
(POST) the corresponding SUPI. The UDM
calculates a fresh authentication
vector based on the received
information and the stored security
information for the SUPI if 5G-AKA or
EAP-AKA' is selected. Otherwise,
UDM provides corresponding
authentication information.
AuthEvents /{supi}/auth-events POST Create an Authentication Event
(Collection) p
6.3.3.2 Resource: Securitylnformation
6.3.3.2.1 Description

This resource represents the information that is needed together with the serving network name and the access type to
calculate a fresh authentication vector. See 3GPP TS 33.501 [6].
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6.3.3.2.2 Resource Definition
Resource URI: { apiRoot} /nudm-ueau/v1/{ supi OrSuci} /security-information
This resource shall support the resource URI variables defined in table 6.3.3.2.2-1.

Table 6.3.3.2.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 6.3.1
supiOrSuci Represents the Subscription Permanent Identifier (see 3GPP TS 23.501 [2] subclause 5.9.2),
or Subscription Concealed Identifier (see 3GPP TS 23.003 [8])
pattern: "A(imsi-[0-9){5,15}|nai-.+|suci-(0-[0-93}-[0-9]{2,3}|[1-7]-.+)-[0-9]{1,4}-(0-0-.+|[a-fA-
F1-9]-([1-9]|[1-9][0-9]|1[0-9]{2}|2[0-4][0-9]|25[0-5])-[a-fA-F0-9]+)|.+)$"

6.3.3.2.3 Resource Standard Methods
No Standard Methods are supported for this resource.
6.3.3.2.4 Resource Custom Operations
6.3.3.2.4.1 Overview

Table 6.3.3.2.4.1-1: Custom operations

Mapped HTTP
method
/generate-auth-data POST Select the authentication method and calculate
a fresh AV if 5G-AKA or EAP-AKA' is selected
or provides corresponding authentication

information.

Custom operaration URI Description

6.3.3.2.4.2 Operation: generate-auth-data
6.3.3.24.2.1 Description

This custom operation is used by the NF service consumer (AUSF) to request authentication information data for the
SUPI/SUCI from the UDM. If SUCI is provided, the UDM calculates the SUPI from the SUCI (see

3GPP TS 33.501 [6]). The UDM calculates an authentication vector taking into account the information received from
the NF service consumer (AUSF) and the current representation of thisresource if 5G AKA or EAP-AKA' is selected.
For details see 3GPP TS 33.501 [6].

6.3.3.2.4.2.2 Operation Definition

This operation shall support the request data structures specified in table 6.3.3.2.4.2.2-1 and the response data structure
and response codes specified in table 6.3.3.2.4.2.2-2.

Table 6.3.3.2.4.2.2-1: Data structures supported by the POST Request Body on this resource

Data type P | Cardinality Description
Authenticationinfo | M (1 Contains the serving network name and Resynchronization Information
Request

ETSI



3GPP TS 29.503 version 15.1.0 Release 15

92

ETSI TS 129 503 V15.1.0 (2018-10)

Table 6.3.3.2.4.2.2-2: Data structures supported by the POST Response Body on this resource

Data type P | Cardinality |Response Description
codes
Authenticationinf | M |1 200 OK Upon success, a response body containing the selected
oResult authentication method and an authentication vector if 5G
AKA or EAP-AKA' has been selected shall be returned
ProblemDetails M |1 404 Not The "cause" attribute shall be set to the following application
Found error:
- USER_NOT_FOUND
ProblemDetails M |1 403 The "cause" attribute shall be set to one of the following
Forbidden |application errors:
- UNKNOWN_5GS_SUBSCRIPTION
- AUTHENTICATION_REJECTED
- ROAMING_NOT_ALLOWED
- INVALID_HN_PUBLIC_KEY_IDENTIFIER
- INVALID_SCHEME_OUTPUT
ProblemDetails M |1 501 Not The "cause" attribute shall be set to the following application
Implemente |error:
d - UNSUPPORTED PROTECTION SCHEME
NOTE: In addition common data structures as listed in table 6.1.7-1 are supported.
6.3.3.3 Resource: AuthEvents
6.3.3.3.1 Description

This resource represents the collection of UE authentication events.

6.3.3.3.2

Resource Definition

Resource URI: { apiRoot} /nudm-ueau/v1/{ supi} /auth-events

This resource shall support the resource URI variables defined in table 6.3.3.3.2-1.

Table 6.3.3.3.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 6.3.1
supi Represents the Subscription Permanent Identifier (see 3GPP TS 23.501 [2] subclause 5.9.2)
pattern: "(imsi-[0-9]{5,15}|nai-.+|.+)"
6.3.3.3.3 Resource Standard Methods
6.3.3.3.3.1 POST

This method shall support the URI query parameters specified in table 6.3.3.3.3.1-1.

Table 6.3.3.3.3.1-1: URI query parameters supported by the POST method on this resource

Name

Data type

P

Cardinality

Description

n/a

This method shall support the request data structures specified in table 6.3.3.3.3.1-2 and the response data structures and
response codes specified in table 6.3.3.3.3.1-3.

Table 6.3.3.3.3.1-2: Data structures supported by the POST Request Body on this resource

Data type

P | Cardinality

Description

AuthEvent

M |1

The UE Authentication Event
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Table 6.3.3.3.3.1-3: Data structures supported by the POST Response Body on this resource

Data type P | Cardinality | Response Description
codes
AuthEvent O |0.1 201 Upon success, a response body containing a representation of
Created the created Authentication Event may be returned.

The HTTP response shall include a "Location" HTTP header
that contains the resource URI of the created resource.

ProblemDetails M (1 404 Not The "cause" attribute shall be set to the following application
Found error:
- USER_NOT_FOUND
NOTE: In addition common data structures as listed in table 6.3.7-1 are supported.

6.3.4 Custom Operations without associated resources

In this release of this specification, no custom operations without associated resources are defined for the
Nudm_UEAuthentication Service.

6.3.5 Notifications

In this release of this specification, no notifications are defined for the Nudm_UEA uthentication Service.

6.3.6 Data Model

6.3.6.1 General

This subclause specifies the application data model supported by the API.

Table 6.3.6.1-1 specifies the structured data types defined for the Nudm_UEAU service API. For simple data types
defined for the Nudm_UEAU service APl seetable 6.3.6.3.2-1.

Table 6.3.6.1-1: Nudm_UEAU specific Data Types

Data type Section defined Description

AuthenticationIinfoRequest |6.3.6.2.2 Contains Serving Network Name and Resynchronization
Information

AuthenticationIinfoResult 6.3.6.2.3 Contains an Authentication Vector (AV)
AvEapAkaPrime 6.3.6.2.4 Contains RAND, XRES, AUTN, CK', and IK'
Av5GHeAka 6.3.6.2.5 Contains RAND, XRES*, AUTN, KAUSF
AuthEvent 6.3.6.2.7 Authentication Event
Resynchronizationinfo 6.3.6.2.6 Contains RAND and AUTS
AuthenticationVector 6.3.6.2.8

Table 6.3.6.1-2 specifies data types re-used by the Nudm_UEAU service API from other specifications, including a
reference to their respective specifications and when needed, a short description of their use within the Nudm_UEAU
service API.

Table 6.3.6.1-2: Nudm_UEAU re-used Data Types

Data type Reference Comments
ProblemDetails 3GPP TS 29.571 [7] Common data type used in response bodies
Nflnstanceld 3GPP TS 29.571 [7] Network Function Instance Identifier
DateTime 3GPP TS 29.571 [7]

SupportedFeatures 3GPP TS 29.571 [7] see 3GPP TS 29.500 [4] subclause 6.6
Supi 3GPP TS 29.571 [7]

6.3.6.2 Structured data types

6.3.6.2.1 Introduction

This subclause defines the structures to be used in POST request / response bodies.
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6.3.6.2.2 Type: AuthenticationinfoRequest

Table 6.3.6.2.2-1: Definition of type AuthenticationIinfoRequest

Attribute name Data type P |Cardinality Description
servingNetworkName ServingNetworkName M (1 See 3GPP TS 33.501 [6] subclause
6.1.1.3
resynchronizationinfo Resynchronizationinfo O (0.1 Contains RAND and AUTS; see
3GPP TS 33.501 [6] subclause 7.5
supportedFeatures SupportedFeatures O |0..1 See subclause 6.3.8
ausflnstanceld Nflnstanceld M |1 NF Instance Id of the AUSF

6.3.6.2.3

Type: AuthenticationIinfoResult

Table 6.3.6.2.3-1: Definition of type AuthenticationinfoResult

Attribute name Data type P |Cardinality Description

authType AuthType M |1 Indicates the authentication method

authenticationVector AuthenticationVector C |0.1 contains an authentication vector if 5G
AKA or EAP-AKA's is selected

supi Supi C |0.1 SUPI shall be present if the request
contained the SUCI within the request
URI

supportedFeatures SupportedFeatures 0 |0..1 See subclause 6.3.8

6.3.6.2.4 Type: AvEapAkaPrime

Table 6.3.6.2.4-1: Definition of type AvEapAkaPrime

Attribute name Data type P |Cardinality Description
avType AvType M |1 Type of authentication vector
rand Rand M |1
Xres Xres M |1
autn Autn M |1
ckPrime CkPrime M |1
ikPrime IkPrime M |1

6.3.6.2.5 Type: Av5GHeAka

Table 6.3.6.2.5-1: Definition of type Av5GAka

Attribute name Data type P |Cardinality Description
avType AvType M |1 Type of authentication vector
rand Rand M |1
xresStar XresStar M |1
autn Autn M |1
kausf Kausf M |1

6.3.6.2.6 Type: Resynchronizationinfo

Table 6.3.6.2.6-1: Definition of type ResynchronizationInfo

Attribute name Data type P |Cardinality Description
rand Rand M |1
auts Auts M |1
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6.3.6.2.7 Type: AuthEvent
Table 6.3.6.2.7-1: Definition of type AuthEvent

Attribute name Data type P |Cardinality Description
nfinstanceld Nflnstanceld M |1 Identifier of the NF instance where the authentication
occurred
success Success M (1 true indicates success; false indicates no success
timeStamp DateTime M |1 time stamp of the authentication
authType AuthType M |1 string
Authentication Type ("EAP_AKA_PRIME" or
"5G_AKA"
6.3.6.2.8 Type: AuthenticationVector
Table 6.3.6.2.8-1: Definition of type AuthenticationVector as a list of alternatives
Data type Cardinality Description
AvEapAkaPrime 1
Av5GHeAka 1
6.3.6.3 Simple data types and enumerations
6.3.6.3.1 Introduction

This subclause defines simple data types and enumerations that can be referenced from data structures defined in the
previous subclauses.

6.3.6.3.2 Simple data types
The simple data types defined in table 6.3.6.3.2-1 shall be supported.
Table 6.3.6.3.2-1: Simple data types

Type Name Type Definition Description
Autn string pattern: "[A-Fa-f0-9]{32}"
Auts string pattern: "[A-Fa-f0-9]{28}"
CkPrime string pattern: "[A-Fa-f0-9]{32}"
IkPrime string pattern: "[A-Fa-f0-9]{32}"
Kausf string pattern: "[A-Fa-f0-9]{64}"
Rand string pattern: "[A-Fa-f0-9]{32}"
ServingNetworkNa | string See 3GPP TS 33.501 [6] subclause 6.1.1.3
me
Success boolean true indicates success, false indicates no success
Xres string pattern: "[A-Fa-f0-9]{8,32}"
XresStar string pattern: "[A-Fa-f0-9]{32}"
6.3.6.3.3 Enumeration: AuthType
Table 6.3.6.3.3-1: Enumeration AuthType
Enumeration value Description
"EAP_AKA PRIME" EAP-AKA'
"5G_AKA" 5G AKA
"EAP_TLS" EAP-TLS. See NOTE
NOTE: EAP-TLS is described in the Informative Annex B of 3GPP TS 33.501 [6] and is not mandatory to
support.
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6.3.6.3.4 Enumeration: AvType

Table 6.3.6.3.4-1: Enumeration AvType

Enumeration value Description
"5G_HE AKA"
"EAP_AKA PRIME"

6.3.7 Error Handling
6.3.7.1 General

HTTP error handling shall be supported as specified in subclause 5.2.4 of 3GPP TS 29.500 [4].
6.3.7.2 Protocol Errors

Protocol errors handling shall be supported as specified in subclause 5.2.7 of 3GPP TS 29.500 [4].
6.3.7.3 Application Errors

The common application errors defined in the Table 5.2.7.2-1 in 3GPP TS 29.500 [4] may also be used for the
Nudm_UEAuthentication service. The following application errorslisted in Table 6.3.7.3-1 are specific for the
Nudm_UEAuthentication service.

Table 6.3.7.3-1: Application errors

Application Error HTTP status Description
code
AUTHENTICATION_REJECTED 403 Forbidden |The user is cannot be authenticated with this
authentication method e.g. only SIM data available
ROAMING_NOT_ALLOWED 403 Forbidden |The requesting network is not authorized to request UE
authentication information.
USER_NOT FOUND 404 Not Found |The user does not exist in the HPLMN
UNKNOWN_5GS SUBSCRIPTION 403 Forbidden [No 5GS subscription is associated with the user.
UNSUPPORTED_PROTECTION_SCHEME |501 Not The received protection scheme is not supported by
implemented  |HPLMN
INVALID_HN_PUBLIC_KEY_IDENTIFIER |403 Forbidden |Invalid HN public key identifier received
INVALID_SCHEME_OUTPUT 403 Forbidden [SUCI cannot be decrypted with received data

6.3.8 Feature Negotiation

The optional featuresin table 6.3.8-1 are defined for the Nudm_UEAU API. They shall be negotiated using the
extensibility mechanism defined in subclause 6.6 of 3GPP TS 29.500 [4].

Table 6.3.8-1: Supported Features

Feature number Feature Name Description

6.3.9 Security

Asindicated in 3GPP TS 33.501 [6], the access to the Nudm_UEAU API shall be authorized by means of the OAuth2
protocol (see IETF RFC 6749 [18]), using the "Client Credentials' authorization grant, where the NRF (see
3GPP TS 29.510[19]) playsthe role of the authorization server.

An NF Service Consumer, prior to consuming services offered by the Nudm_UEAU API, shall obtain a"token" from
the authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [19],
subclause 5.4.2.2.

NOTE: When multiple NRFs are deployed in a network, the NRF used as authorization server is the same NRF
that the NF Service Consumer used for discovering the Nudm_UEAU service.
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The Nudm_UEAU API does not define any scopes for OAuth2 authorization.
6.4 Nudm_EventExposure Service API
6.4.1 AP| URI

URIs of this API shall have the following root:
{apiRoot} /{ apiName} /{ apiVersion}/

where the "apiName" shall be set to "nudm-ee" and the "apiVersion" shall be set to "v1" for the current version of this
specification.

6.4.2 Usage of HTTP
6.4.2.1 General
HTTP/2, as defined in IETF RFC 7540 [13], shall be used as specified in clause 5 of 3GPP TS 29.500 [4].

HTTP/2 shall be transported as specified in subclause 5.3 of 3GPP TS 29.500 [4].

HTTP messages and bodies for the Nudm_EE service shall comply with the OpenAPI [14] specification contained in
Annex A5.

6.4.2.2 HTTP standard headers
6.4.2.2.1 General
The usage of HT TP standard headers shall be supported as specified in subclause 5.2.2 of 3GPP TS 29.500 [4].
6.4.2.2.2 Content type
The following content types shall be supported:
JSON, as defined in IETF RFC 8259 [15], signalled by the content type "application/json".
The Problem Details JISON Object (IETF RFC 7807 [16] signalled by the content type " application/problem+json™
6.4.2.3 HTTP custom headers
6.4.2.3.1 General
The usage of HT TP custom headers shall be supported as specified in subclause 5.2.3 of 3GPP TS 29.500 [4].
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6.4.3.1 Overview

/{apiRoot}/nudm-ee/v1

/{ueldentity}
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/ee-subscriptions
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/{subscription|d}

Figure 6.4.3.1-1: Resource URI structure of the Nudm_EE API

Table 6.4.3.1-1 provides an overview of the resources and applicable HTTP methods.

Table 6.4.3.1-1: Resources and methods overview

HTTP
Resource name i
Resource URI or Description
(Archetype) custom
operation
EeSubscriptions H{ueldentity}/ee-subscriptions POST Create a subscription
(Collection)
Individual subscription Hueldentity}/ee- DELETE |Delete the subscription identified by
(Document) subscriptions/{subscriptionld} {subscriptionid}, i.e. unsubscribe
6.4.3.2 Resource: EeSubscriptions
6.4.3.2.1 Description

Thisresourceis used to represent subscriptions to notifications.

6.4.3.2.2 Resource Definition

Resource URI: { apiRoot} /nudm-ee/v1/{ uel dentity} /ee-subscriptions

Thisresource shall support the resource URI variables defined in table 6.4.3.2.2-1.
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Table 6.4.3.2.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 6.4.1
ueldentity Represents a single UE or a group of UEs or any UE.
- If representing a single UE, this parameter shall contain the Generic Public Subscription
Identifier (see 3GPP TS 23.501 [2] subclause 5.9.8)
pattern; "~(msisdn-[0-9]{ 5,15} |extid-.+@.+|.+)$"
- If representing a group of UES, this parameter shall contain the External Groupld.
pattern: "~extgroupid-.+@.+$"
- If representing any UE, this parameter shall contain "anyUE".
pattern: "~anyUES$"
6.4.3.2.3 Resource Standard Methods
6.4.3.2.3.1 POST

This method shall support the URI query parameters specified in table 6.4.3.2.3.1-1.

Table 6.4.3.2.3.1-1: URI query parameters supported by the POST method on this resource

Name

Data type P

Cardinality

Description

n/a

This method shall support the request data structures specified in table 6.4.3.2.3.1-2 and the response data structures and
response codes specified in table 6.4.3.2.3.1-3.

Table 6.4.3.2.3.1-2: Data structures supported by the POST Request Body on this resource

Data type

P

Cardinality

Description

EeSubscription

M

1

The subscription that is to be created

Table 6.4.3.2.3.1-3: Data structures supported by the POST Response Body on this resource

Data type P | Cardinality | Response Description
codes
CreatedEeSubscr | M |1 201 Upon success, a response body containing a representation of
iption Created the created Individual subscription resource shall be returned.
The HTTP response shall include a "Location" HTTP header
that contains the resource URI of the created resource. When
stateless UDM is deployed, the stateless UDM may use an
FQDN identifying the UDM group to which the UDM belongs as
the host part of the resource URI.
ProblemDetails M (1 403 The "cause" attribute shall be set to the following application
Forbidden [error:
- MONITORING_NOT_ALLOWED
ProblemDetails M |1 404 Not The "cause" attribute shall be set to the following application
Found error:
- USER_NOT_FOUND
ProblemDetails M |1 501 Not The "cause" attribute shall be set to one of the following
Implemente ([application errors:
d - UNSUPPORTED_MONITORING_EVENT_TYPE
- UNSUPPORTED_MONITORING_REPORT_OPTIONS

NOTE:

In addition common data structures as listed in table 6.4.7-1 are supported.

NOTE:

In the scenario of stateless UDM deployment, it is assumed that stateless UDMs are organized into

several UDM groups, and for each UDM group an FQDN can be alocated.
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6.4.3.3 Resource: Individual subscription

6.4.3.3.1 Resource Definition

Resource URI: { apiRoot} /nudm-ee/v1/{ uel dentity} /ee-subscriptions/{ subscriptionl d}
This resource shall support the resource URI variables defined in table 6.4.3.3.1-1.

Table 6.4.3.3.1-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 6.1.1
ueldentity Represents a single UE or a group of UEs or any UE.
- If representing a single UE, this parameter shall contain the Generic Public Subscription
Identifier (see 3GPP TS 23.501 [2] subclause 5.9.8)
pattern: "~(msisdn-[0-9]{ 5,15} |extid-.+@.+|.+)$"

- If representing a group of UES, this parameter shall contain the External Groupld.
pattern: "~extgroupid-.+@.+$"

- If representing any UE, this parameter shall contain "anyUE".
pattern; "~anyUES$"

subscriptionld The subscriptionld identifies an individual subscription to notifications. The value is allocated
by the UDM during creation of the Subscription resource.

6.4.3.3.2 Resource Standard Methods
6.4.3.3.2.1 DELETE
This method shall support the URI query parameters specified in table 6.4.3.3.2.1-1.
Table 6.4.3.3.1.1-1: URI query parameters supported by the DELETE method on this resource

Name Data type P | Cardinality Description

n/a

This method shall support the request data structures specified in table 6.4.3.3.2.1-2 and the response data structures and
response codes specified in table 6.4.3.3.2.1-3.

Table 6.4.3.3.2.1-2: Data structures supported by the Delete Request Body on this resource

Data type P | Cardinality Description

n/a The request body shall be empty.

Table 6.4.3.3.2.1-3: Data structures supported by the DELETE Response Body on this resource

Data type P | Cardinality | Response Description
codes
n/a 204 No Upon success, an empty response body shall be returned.
Content
NOTE: In addition common data structures as listed in table 6.4.7-1 are supported.

6.4.4 Custom Operations without associated resources

In thisrelease of this specification, no custom operations without associated resources are defined for the
Nudm_EventExposure Service.
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6.4.5 Notifications
6.45.1 General

This subclause will specify the use of notifications and corresponding protocol detailsif required for the specific
service. When notifications are supported by the AP, it will include a reference to the general description of
notifications support over the 5G SBIs specified in TS 29.500/ TS 29.501.

6.45.2 Event Occurrence Notification

The POST method shall be used for Event Occurrence Notifications and the URI shall be as provided during the
subscription procedure.

Resource URI: { callbackReference}
Support of URI query parameters is specified in table 6.4.5.2-1.
Table 6.4.5.2-1: URI query parameters supported by the POST method

Name Data type P | Cardinality Description

n/a

Support of request data structuresis specified in table 6.4.5.2-2 and of response data structures and response codes is
specified in table 6.4.5.2-3.

Table 6.4.5.2-2: Data structures supported by the POST Request Body

Data type P | Cardinality Description
array(MonitoringR | M |1..N A list of MonitoringReports each of which contains information regarding the
eport) occurred event

Table 6.4.5.2-3: Data structures supported by the POST Response Body

Data type P | Cardinality | Response Description
codes

n/a 204 No Upon success, an empty response body shall be returned.
Content

ProblemDetails M (1 404 Not The "cause" attribute shall be set to the following application
Found error:

- CONTEXT_NOT_FOUND
NOTE: In addition common data structures as listed in table 6.1.7-1 are supported.

6.4.6 Data Model

6.4.6.1 General
This subclause specifies the application data model supported by the API.
Table 6.4.6.2-1 specifies the data types defined for the Nudm_EE service API.

Table 6.4.6.1-1: Nudm_EE specific Data Types

Data type Section defined Description
EeSubscription 6.4.6.2.2 A subscription to Notifications
MonitoringConfiguration 6.4.6.2.3 Monitoring Configuration
MonitoringReport 6.4.6.2.4 Monitoring Report
Report 6.4.6.2.5
ReportingOptions 6.4.6.2.6
ChangeOfSupiPeiAssociationReport [6.4.6.2.7
RoamingStatusReport 6.4.6.2.8
CreatedEeSubscription 6.4.6.2.9

ETSI



3GPP TS 29.503 version 15.1.0 Release 15 102 ETSI TS 129 503 V15.1.0 (2018-10)

Table 6.4.6.1-2 specifies data types re-used by the Nudm_EE service API from other specifications, including a
reference to their respective specifications and when needed, a short description of their use within the Nudm_EE
service API.

Table 6.4.6.1-2: Nudm_EE re-used Data Types

Data type Reference Comments

Uri 3GPP TS 29.571 [7] Uniform Resource ldentifier
SupportedFeatures 3GPP TS 29.571 [7] see 3GPP TS 29.500 [4] subclause 6.6
DateTime 3GPP TS 29.571 [7]
Pei 3GPP TS 29.571 [7]
Pimnld 3GPP TS 29.571 [7]
Gpsi 3GPP TS 29.571 [7]

6.4.6.2 Structured data types

6.4.6.2.1 Introduction

This subclause defines the structures to be used in resource representations.

6.4.6.2.2 Type: EeSubscription
Table 6.4.6.2.2-1: Definition of type EeSubscription
Attribute name Data type P |Cardinality Description
callbackReference Uri M |1 URI provided by the NF service consumer to receive
notifications
monitoringConfiguration map(Monitoring | M |1..N A map (list of key-value pairs where referenceld
Configuration) converted from integer to string serves as key) of

MonitoringConfigurations;
see subclause 6.4.6.2.3

reportingOptions ReportingOptio | O |[0..1 This IE may be included if the NF service consumer
ns wants to describe how the reports of the event to be
generated.
supportedFeatures SupportedFeat | O |0..1 See subclause 6.4.8
ures
6.4.6.2.3 Type: MonitoringConfiguration

Table 6.4.6.2.3-1: Definition of type MonitoringConfiguration

Attribute name Data type P |Cardinality Description

referenceld Referenceld M (1 Reference Id uniquely identifies the Monitoring
Configuration

eventType EventType M |1 String; see subclause 6.4.6.3.3

immediateFlag boolean O |0.1 Indicates if an immediate event report in the
subscription response indicating current value /
status of the event is required or not. If the flag is not
present then immediate reporting shall not be done.
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6.4.6.2.4 Type: MonitoringReport

Table 6.4.6.2.4-1: Definition of type MonitoringReport

Attribute name Data type P |Cardinality Description
referenceld Referenceld M |1
eventType EventType M (1 String; see subclause 6.4.6.3.3
only the following values are allowed:
"UE_REACHABILITY_FOR_SMS"
"CHANGE_OF_SUPI_PEI_ASSOCIATION"
"ROAMING_STATUS"
report Report C [0..1 Shall be present if eventType is
"CHANGE_OF_SUPI_PEI_ASSOCIATION" or
"ROAMING_STATUS"
gpsi Gpsi C |0.1 shall be present if the report is associated to
exposure with bulk subscription (see
3GPP TS 23.502 [3] subclause 4.15.3.2.4)
timeStamp DateTime M |1 Point in time at which the event occured
6.4.6.2.5 Type: Report
Table 6.4.6.2.5-1: Definition of type Report as a list of alternatives
Data type Cardinality Description
ChangeOfSupiPeiAssociat |1
ionReport
RoamingStatusReport 1
6.4.6.2.6 Type: ReportingOptions

Table 6.4.6.2.6-1: Definition of type ReportingOptions

Attribute name Data type P [Cardinalit Description
y
maxNumOfReports MaxNumOfReports |O |0..1 Maximum number of reports. If the event
subscription is for a group of UEs, this parameter
shall be applied to each individual member UE of the
group.
monitoringDuration DateTime O 0.1 Point in time at which monitoring shall cease.

6.4.6.2.7

Type: ChangeOfSupiPeiAssociationReport

Table 6.4.6.2.7-1: Definition of type ChangeOfSupiPeiAssociationReport

Attribute name

Data type

P

Cardinality

Description

newPei

Pei

M

1

the new PEI

6.4.6.2.8

Type: RoamingStatusReport

Table 6.4.6.2.8-1: Definition of type RoamingStatusReport

Attribute name Data type P |Cardinality Description
roaming boolean M 1 True: The new serving PLMN is different from the
HPLMN;
False: The new serving PLMN is the HPLMN
newServingPImn Pimnid M |1 the new Serving PLMN
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6.4.6.2.9 Type: CreatedEeSubscription
Table 6.4.6.2.9-1: Definition of type CreatedEeSubscription

Attribute name Data type P |Cardinality Description
eeSubscription EeSubscription M (1 This IE shall contain the representation of the
created event subscription.
numberOfUes Uinteger C |0.1 This IE shall be included if the event subscription is

for a group of UEs. When present, this IE shall
represent the number of UEs in the group.
eventtReports array(Monitoring O |0..N This IE when present, shall contain the status of
Report) events that are requested for immediate reporting as
well, if those events are available at the time of
subscription.

6.4.6.3 Simple data types and enumerations

6.4.6.3.1 Introduction

This subclause defines simple data types and enumerations that can be referenced from data structures defined in the
previous subclauses.

6.4.6.3.2 Simple data types
The simple data types defined in table 6.4.6.3.2-1 shall be supported.
Table 6.4.6.3.2-1: Simple data types

Type Name Type Definition Description
MaxNumOfReports | integer Maximum number of reports.
Minimum: 1
Referenceld integer
6.4.6.3.3 Enumeration: EventType

Table 6.4.6.3.3-1: Enumeration EventType

Enumeration value Description
"LOSS_OF_CONNECTIVITY" Loss of connectivity
"UE_REACHABILITY_FOR_DATA" UE reachability for data
"UE_REACHABILITY_FOR_SMS" UE reachability for SMS
"LOCATION_REPORTING" Location Reporting
"CHANGE_OF_SUPI_PEI_ASSOCIATION | Change of SUPI-PEI association
"ROAMING_STATUS" Roaming Status
"COMMUNICATION_FAILURE" Communication Failure

"AVAILABILITY_AFTER_DNN_FAILURE" Availability after DNN failure

6.4.7 Error Handling

6.4.7.1 General
HTTP error handling shall be supported as specified in subclause 5.2.4 of 3GPP TS 29.500 [4].

6.4.7.2 Protocol Errors
Protocol errors handling shall be supported as specified in subclause 5.2.7 of 3GPP TS 29.500 [4].
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6.4.7.3 Application Errors

The common application errors defined in the Table 5.2.7.2-1 in 3GPP TS 29.500 [4] may also be used for the
Nudm_EventExposure service. The following application errorslisted in Table 6.4.7.3-1 are specific for the
Nudm_EventExposure service.

Table 6.4.7.3-1: Application errors

Application Error HTTP status Description
code
MONITORING_NOT_ALLOWED 403 Forbidden |The subscriber does not have the

necessary subscription for monitoring
with the requested Event Type.

USER NOT FOUND 404 Not Found  |The user does not exist
CONTEXT_NOT_FOUND 404 Not Found [t is used when no corresponding context
exists.
UNSUPPORTED_MONITORING_EVENT_TYPE 501 Not The monitoring configuration contains
Implemented unsupported event type.
UNSUPPORTED_MONITORING_REPORT_OPTIONS (501 Not The monitoring configuration contains
Implemented unsupported report options.
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6.4.8 Feature Negotiation

The optional featuresin table 6.4.8-1 are defined for the Nudm_EE API. They shall be negotiated using the extensibility
mechanism defined in subclause 6.6 of 3GPP TS 29.500 [4].

Table 6.4.8-1: Supported Features

Feature number Feature Name Description

6.4.9 Security

Asindicated in 3GPP TS 33.501 [6], the access to the Nudm_EE API shall be authorized by means of the OAuth2
protocol (see IETF RFC 6749 [18]), using the "Client Credentials’ authorization grant, where the NRF (see
3GPP TS 29.510[19]) plays the role of the authorization server.

An NF Service Consumer, prior to consuming services offered by the Nudm_EE API, shall obtain a"token" from the
authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [19], subclause
54.2.2.

NOTE: When multiple NRFs are deployed in a network, the NRF used as authorization server isthe same NRF
that the NF Service Consumer used for discovering the Nudm_EE service.

The Nudm_EE API does not define any scopes for OAuth2 authorization.
6.5 Nudm_ParameterProvision Service API
6.5.1 API URI

URIs of this API shall have the following root:
{apiRoot} /{ apiName} /{ apiVersion}/

where the "apiName" shall be set to "nudm-pp" and the "apiVersion" shall be set to "v1" for the current version of this
specification.

6.5.2 Usage of HTTP
6.5.2.1 General
HTTP/2, as defined in IETF RFC 7540 [13], shall be used as specified in clause 5 of 3GPP TS 29.500 [4].

HTTP/2 shall be transported as specified in subclause 5.3 of 3GPP TS 29.500 [4].

HTTP messages and bodies for the Nudm_PP service shall comply with the OpenAPI [14] specification contained in
Annex A6.

6.5.2.2 HTTP standard headers
6.5.2.2.1 General
The usage of HTTP standard headers shall be supported as specified in subclause 5.2.2 of 3GPP TS 29.500 [4].
6.5.2.2.2 Content type
The following content types shall be supported:
JSON, as defined in IETF RFC 8259 [15], signalled by the content type " application/json”.
The Problem Details JSON Object (IETF RFC 7807 [16] signalled by the content type " application/problem+json”

JSON Merge Patch, as defined in IETF RFC 7396 [17], signalled by the content type " application/merge-
patch+json”
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The usage of HT TP custom headers shall be supported as specified in subclause 5.2.3 of 3GPP TS 29.500 [4].

6.5.3 Resources

6.5.3.1 Overview

/apiRoot}/nudm-pp/v1

Hgpsi}

/pp-data

Figure 6.5.3.1-1: Resource URI structure of the Nudm_PP API

Table 6.5.3.1-1 provides an overview of the resources and applicable HT TP methods.

Table 6.5.3.1-1: Resources and methods overview

HTTP
method
Resource name Resource URI or Description
custom
operation
PpData H{gpsi}/pp-data PATCH Modify the UE's modifiable
subscription data
6.5.3.2 Resource: PpData
6.5.3.2.1 Description

Thisresource is used to represent Parameter Provisioning Data.

6.5.3.2.2 Resource Definition

Resource URI: { apiRoot} /nudm-pp/v1/{ gpsi}/pp-data

This resource shall support the resource URI variables defined in table 6.5.3.2.2-1.

Table 6.5.3.2.2-1: Resource URI variables for this resource

Name Definition
apiRoot See subclause 6.5.1
gpsi Represents the Generic Public Subscription Identifier (see 3GPP TS 23.501 [2] subclause
5.9.8)
pattern: "(msisdn-[0-9]{5,15}|extid-.+@.+|.+)"
6.5.3.2.3 Resource Standard Methods
6.5.3.2.3.1 PATCH

This method shall support the URI query parameters specified in table 6.5.3.2.3.1-1.
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Table 6.5.3.2.3.1-1: URI query parameters supported by the PATCH method on this resource

Name Data type P | Cardinality Description

n/a

This method shall support the request data structures specified in table 6.5.3.2.3.1-2 and the response data structures and
response codes specified in table 6.5.3.2.3.1-3.

Table 6.5.3.2.3.1-2: Data structures supported by the PATCH Request Body on this resource

Data type P | Cardinality Description

PpData M |1 The AMF registration for non 3GPP access is modified with the received
information.

Table 6.5.3.2.3.1-3: Data structures supported by the PATCH Response Body on this resource

Data type P | Cardinality | Response Description
codes
n/a 204 No Upon success, an empty response body shall be returned
Content
ProblemDetails M (1 404 Not The "cause" attribute shall be set to the following application
Found error:
- USER_NOT_FOUND
ProblemDetails M |1 403 The "cause" attribute shall be set to the following application
Forbidden [error:
- MODIFICATION_NOT_ALLOWED
NOTE: In addition common data structures as listed in table 6.2.7-1 are supported.

6.5.4 Custom Operations without associated resources

In this release of this specification, no custom operations without associated resources are defined for the
Nudm_ParameterProvision Service.

6.5.5 Notifications
In this release of this specification, no notifications are defined for the Nudm_ParameterProvision Service.
6.5.6 Data Model

6.5.6.1 General
This subclause specifies the application data model supported by the API.
Table 6.5.6.1-1 specifies the data types defined for the Nudm_PP service API.
Table 6.5.6.1-1: Nudm_PP specific Data Types

Data type Section defined Description
PpData 6.5.6.2.2 Parameter Provision Data
CommunicationCharacteristics [6.5.6.2.3 Communication Characteristics
PpSubsRegTimer 6.5.6.2.4
PpActiveTime 6.5.6.2.5

Table 6.5.6.1-2 specifies data types re-used by the Nudm_PP service API from other APIs, including a reference and
when needed, a short description of their use within the Nudm_PP service API.

ETSI




3GPP TS 29.503 version 15.1.0 Release 15

109

ETSI TS 129 503 V15.1.0 (2018-10)

Table 6.5.6.1-2: Nudm_PP re-used Data Types

Data type Reference Comments
DurationSec 3GPP TS 29.571 [7] |Time value in seconds
SupportedFeatures 3GPP TS 29.571 [7]

Nflnstanceld

3GPP TS 29.571[7]

ProblemDetails

3GPP TS 29.571 [7]

Gpsi

3GPP TS 29.571[7]

6.5.6.2
6.5.6.2.1

Structured data types

Introduction
This subclause defines the structures to be used in resource representations.
6.5.6.2.2 Type: PpData

Table 6.5.6.2.2-1: Definition of type PpData

| Attribute name | Data type [P [Cardinality | Description |
|supportedFeatures |SupportedFeatures o Jo.1 | |
communicationCharacteristics |{CommunicationCharacteri |O |0..1 communication characteristics

stics

6.5.6.2.3 Type: CommunicationCharacteristics

Table 6.5.6.2.3-1: Definition of type CommunicationCharacteristics

Attribute name Data type P |Cardinality Description
ppSubsRegTimer PpSubsRegTimer | O [0..1 AF provisionedSubscribed periodic registration
timer;nullable
ppActiveTime PpActiveTime O [0..1 AF provisioned active time; nullable
ppDIPacketCount PpDIPacketCount | O |0..1 AF provisioned DL Buffering Suggested Packet
Count; nullable

6.5.6.2.4 Type: PpSubsRegTimer

Table 6.5.6.2.4-1: Definition of type PpSubsRegTimer

Attribute name Data type P |Cardinality Description
subsRegTimer DurationSec M |1 value in seconds
afinstanceld Nflnstanceld M |1 NF Instance Id of the originating AF
referenceld Referenceld M |1 Transaction Reference ID

6.5.6.2.5 Type: PpActiveTime

Table 6.5.6.2.5-1: Definition of type PpActiveTime

Attribute name Data type P |Cardinality Description
activeTime DurationSec M |1 value in seconds
afinstanceld Nflnstanceld M |1 NF Instance Id of the originating AF
referenceld Referenceld M |1 Transaction Reference ID

6.5.6.3
6.5.6.3.1

Simple data types and enumerations

Introduction

This subclause defines simple data types and enumerations that can be referenced from data structures defined in the
previous subclauses.
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6.5.6.3.2 Simple data types
The simple data types defined in table 6.5.6.3.2-1 shall be supported.
Table 6.5.6.3.2-1: Simple data types

Type Name Type Definition Description
Referenceld integer
PpDIPacketCount integer nullable
6.5.6.3.3 Enumeration: <EnumTypel>

Table 6.5.6.3.3-1: Enumeration <EnumTypel>

Enumeration value Description

6.5.7 Error Handling
6.5.7.1 General

HTTP error handling shall be supported as specified in subclause 5.2.4 of 3GPP TS 29.500 [4].
6.5.7.2 Protocol Errors

Protocol errors handling shall be supported as specified in subclause 5.2.7 of 3GPP TS 29.500 [4].
6.5.7.3 Application Errors

The common application errors defined in the Table 5.2.7.2-1 in 3GPP TS 29.500 [4] may also be used for the
Nudm_ParameterProvision service. The following application errorslisted in Table 6.5.7.3-1 are specific for the
Nudm_ParameterProvision service.

The application errors defined for the Nudm_UECM service are listed in Table 6.5.7.3-1.

Table 6.5.7.3-1: Application errors

Application Error HTTP status Description
code
MODIFICATION_NOT_ALLOWED |403 Forbidden The subscriber does not have the necessary subscription
for external parameter provisioning.

USER_NOT FOUND 404 Not Found The User does not exist.

6.5.8 Feature Negotiation

The optional featuresin table 6.5.8-1 are defined for the Nudm_PP API. They shall be negotiated using the extensibility
mechanism defined in subclause 6.6 of 3GPP TS 29.500 [4].

Table 6.5.8-1: Supported Features

Feature number Feature Name Description

6.5.9 Security
Asindicated in 3GPP TS 33.501 [6], the access to the Nudm_PP API shall be authorized by means of the OAuth2

protocol (see IETF RFC 6749 [18]), using the "Client Credentials’ authorization grant, where the NRF (see
3GPP TS 29.510[19]) playsthe role of the authorization server.
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An NF Service Consumer, prior to consuming services offered by the Nudm_PP API, shall obtain a"token" from the
authorization server, by invoking the Access Token Request service, as described in 3GPP TS 29.510 [19], subclause
5.8.2.2.

NOTE: When multiple NRFs are deployed in a network, the NRF used as authorization server isthe same NRF
that the NF Service Consumer used for discovering the Nudm_PP service.

The Nudm_PP API does not define any scopes for OAuth2 authorization.
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Annex A (normative):
OpenAPI specification

A.l General

This Annex specifies the formal definition of the Nudm Service API(S). It consists of OpenAPI 3.0.0 specifications, in
YAML format.

A.2 Nudm_SDM API

openapi: 3.0.0

info
version: '1. PreRl15.1.0
title: 'Nudm SDM
description: 'Nudm Subscriber Data Managenent Service

servers:
- url: '{api Root}/nudm sdnf vl
vari abl es:
api Root :

defaul t: https://exanple.com
description: api Root as defined in subcl ause subcl ause 4.4 of 3GPP TS 29. 501

security:
- OAuth2d ientCredentials: []
- {}

pat hs:
[ {supi}:
get:
sunmary: retrieve multiple data sets
operationld: Cet
tags:
- Retrieval of multiple data sets
par anet er s:
- hanme: supi
in: path
description: Identifier of the UE
required: true
schema
$ref: ' TS29571 CommonDat a. yani #/ conponent s/ schenmas/ Supi
- nanme: dataset-nanes
in: query
style: form
expl ode: fal se
description: List of dataset names
required: true
schema
$ref: ' #/ conponent s/ schenmas/ Dat aset Nanes'
- name: plm-id

in: query
description: serving PLMN | D
content:
application/json
schema

$ref: ' TS29571_CommonDat a. yamni #/ conponent s/ schermas/ Pl i d
- name: supported-features

in: query
description: Supported Features
schena
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenas/ Suppor t edFeat ur es
responses
' 200
description: Expected response to a valid request
content:
application/json
schema
$ref: ' #/ conponents/schenas/ Subscri pti onDat aSets
' 404’
description: User (SUPI) does not exi st
defaul t:

description: Unexpected error
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content:
appl i cati on/ probl emtj son
schema:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schemas/ Probl enDet ai | s
/ {supi }/ nssai
get:
summary: retrieve a UE s subscribed NSSA
operationld: GCet
t ags:
- Slice Selection Subscription Data Retrieva
par ameters
- nhanme: supi
in: path
description: ldentifier of the UE
required: true
schema
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Supi
- nane: supported-features
in: query
description: Supported Features
schema
$ref: ' TS29571 ConmonDat a. yanl #/ conponent s/ schenas/ Suppor t edFeat ur es
- name: plm-id

in: query
description: serving PLMN ID
content:
application/json
schema
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schermas/ Pl i d
responses
' 200
description: Expected response to a valid request
content:
application/json
schema:
$ref: ' #/ conponent s/ schemas/ Nssai
' 404"
description: User (SUPlI) does not exist
defaul t:
description: Unexpected error
content:
appl i cati on/ probl emtj son

schema:
$ref: ' TS29571_ CommonDat a. yani #/ conponent s/ schemas/ Probl enDet ai | s'
/{supi }/am dat a
get:
sunmary: retrieve a UE's Access and Mbility Subscription Data
operationld: GCet
tags:
- Access and Mbility Subscription Data Retrieva
par anet ers
- nhame: supi
in: path
description: ldentifier of the UE
required: true
schema
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Supi
- nanme: supported-features
in: query
description: Supported Features
schema
$ref: 'TS29571 ConmmonDat a. yanl #/ conponent s/ schenas/ Suppor t edFeat ur es
- name: plm-id

in: query
description: serving PLMN ID
content:
application/json
schema
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schermas/ Pl i d
responses
' 200’
description: Expected response to a valid request
content:
application/json
schena:

$ref: '#/ conponents/schenas/ AccessAndMbbi | i tySubscri pti onDat a
' 404"
description: User (SUPlI) does not exist
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defaul t:
description: Unexpected error
content:
appl i cati on/ probl emtj son
schema

$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenas/ Probl enDet ai | s’
/{supi }/snf-sel ect-data
get:
sunmary: retrieve a UEs SMF Sel ection Subscription Data
operationld: Get
tags:
- SMF Sel ection Subscription Data Retrieva
par anmet ers
- name: supi
in: path
description: Identifier of the UE
required: true
schena:
$ref: 'TS29571_CommonDat a. yani #/ conponent s/ schenas/ Supi
- name: supported-features
in: query
description: Supported Features
schena:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Suppor t edFeat ur es
- name: plm-id

in: query
description: serving PLMN | D
content:
application/json
schema
$ref: ' TS29571_ CommonDat a. yani #/ conponent s/ schenmas/ Pl ml d
responses
' 200°
description: Expected response to a valid request
content:
application/json
schema
$ref: '#/ conponents/schemas/ Snf Sel ecti onSubscri pti onDat a
' 404’
description: User (SUPI) does not exist
defaul t:
description: Unexpected error
content:
appl i cati on/ probl emtj son

schena
$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ schenas/ Probl enDet ai | s’
/ {supi }/ ue-context-in-snf-data
get:
summary: retrieve a UE's UE Context In SMF Data
operationld: Get
t ags:
- UE Context In SMF Data Retrieva
par anmet ers
- name: supi
in: path
description: Identifier of the UE
required: true
schena:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenas/ Supi
- name: supported-features

in: query
description: Supported Features
schema:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Suppor t edFeat ur es
responses
' 200
description: Expected response to a valid request
content:
appl i cation/json
schema:
$ref: ' #/ conponent s/ schemas/ UeCont ext | nSnf Dat a
' 404"
description: User (SUPlI) does not exist
defaul t:
description: Unexpected error
content:
appl i cati on/ probl emtj son

schema
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$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ schenas/ Probl enDet ai | s’
/{supi }/trace-data
get:
summary: retrieve a UE's Trace Configuration Data
operationld: GCet
tags:
- Trace Configuration Data Retrieva
par anet ers
- nanme: supi
in: path
description: ldentifier of the UE
required: true
schema
$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ schenas/ Supi
- nanme: supported-features
in: query
description: Supported Features
schena:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenas/ Suppor t edFeat ur es
- name: plm-id

in: query
description: serving PLMN | D
content:
appl i cation/json
schema
$ref: ' TS29571_ CommonDat a. yani #/ conponent s/ schenmas/ Pl ml d
responses
' 200
description: Expected response to a valid request
content:
application/json
schema:
$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ schenas/ Tr aceDat a
' 404"
description: User (SUPI) does not exist
defaul t:

$ref: ' TS29571_CommonDat a. yamnl #/ conponent s/ r esponses/ def aul t
/{supi }/smdata
get:
summary: retrieve a UE's Session Managenment Subscription Data
operationld: Get
tags:
- Session Managenent Subscription Data Retrieva
paraneters
- nanme: supi
in: path
description: Identifier of the UE
required: true
schena
$ref: ' TS29571_CormmonDat a. yam #/ conponent s/ schenas/ Supi
- name: supported-features
in: query
description: Supported Features
schena
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Suppor t edFeat ur es
- nane: single-nssa
in: query
content:
application/json
schema
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Snssai
- name: dnn
in: query
schema
$ref: ' TS29571_CommonDat a. yan #/ conponent s/ schenas/ Dnn
- name: plm-id

in: query
content:
appl i cation/json
schema:
$ref: ' TS29571_ CommonDat a. yani #/ conponent s/ schenas/ Pl ml d
responses
' 200
description: Expected response to a valid request
content:
application/json
schema
type: array
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items:
$ref: '#/ conponents/schenas/ Sessi onManagenent Subscri pti onDat a
mnltems: 1

' 404"
description: User (SUPI) does not exist
defaul t:
description: Unexpected error
content:
appl i cati on/ probl em+j son

schena
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenas/ Probl enDet ai | s’
/{supi }/sms-data
get:
summary: retrieve a UE's SMS Subscription Data
operationld: Get
tags:
- SM5 Subscription Data Retrieva
par amet ers
- nane: supi
in: path
description: Identifier of the UE
required: true
schena:
$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ schenas/ Supi
- name: supported-features
in: query
description: Supported Features
schena
$ref: ' TS29571_CommonDat a. yan #/ conponent s/ schenas/ Suppor t edFeat ur es
- name: plm-id

in: query
content:
application/json
schema
$ref: ' TS29571_ CommonDat a. yani #/ conponent s/ schenmas/ Pl ml d
responses
' 200
description: Expected response to a valid request
content:
application/json
schema
$ref: '#/ conponents/schemas/ SmsSubscri pti onDat a
' 404’
description: User (SUPI) does not exist
defaul t:
description: Unexpected error
content:
appl i cati on/ probl em+j son

schena
$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ schenas/ Probl enDet ai | s’
/ {supi }/sms-mg- dat a
get:
sunmary: retrieve a UE's SM5 Managenent Subscription Data
operationld: Get
tags:
- SM5 Managenent Subscription Data Retrieva
par anmet ers
- nane: supi
in: path
description: Identifier of the UE
required: true
schena:
$ref: ' TS29571 CommonDat a. yanl #/ conponent s/ schenas/ Supi
- name: supported-features
in: query
description: Supported Features
schena:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Suppor t edFeat ur es
- name: plm-id
in: query
content:
application/json
schena
$ref: ' TS29571_ CommonDat a. yani #/ conponent s/ schenmas/ Pl ml d
responses
' 200
description: Expected response to a valid request
content:
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application/json:
schema:
$ref: ' #/ conponent s/ schemas/ SmsManagenent Subscri pti onDat a'

' 404" :
description: User (SUPI) does not exist
defaul t:
description: Unexpected error
content:
appl i cati on/ pr obl em+j son:

schena
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenas/ Probl enDet ai | s’
/ {supi }/ sdm subscri ptions:
post :
sunmary: subscribe to notifications
operationld: Subscribe
tags:
- Subscription Creation
par amet ers
- nane: supi
in: path
description: SUPI of the user
required: true
schena:
$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ schenas/ Supi
request Body:
content:
application/json
schena
$ref: '#/ conponents/schemas/ SdnSubscri ption
requi red: true

responses
‘201
description: Expected response to a valid request
content:
application/json
schena:
$ref: '#/ conponents/schemas/ SdnSubscri ption
' 404"
description: User (SUPI) does not exist
defaul t:
description: Unexpected error
content:
appl i cati on/ probl emtj son
schena:
$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ schenas/ Probl enDet ai | s’
cal | backs

dat achangeNot i fication
"{request. body#/ cal | backRef erence}’
post :
request Body:
required: true

content:
application/json
schena
$ref: '#/ conponents/schemas/ Modi ficationNotification
responses
' 204
description: Successful Notification response
' 307
description: Tenporary Redirect
content:
appl i cation/ probl em+j son
schema:
$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ schenas/ Probl enDet ai | s’
' 308"
description: Pernanent Redirect
content:
appl i cati on/ pr obl emtj son

schema
$ref: ' TS29571_ CommonDat a. yani #/ conponent s/ schenmas/ Probl enDet ai | s'

/{supi }/ sdm subscri ptions/{subscri ptionld}:
del et e:
summary: unsubscribe fromnotifications
operationld: Unsubscribe
t ags:
- Subscription Del etion
par aneters
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- name: supi
in: path
description: SUPI of the user
required: true
schema
$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ schenas/ Supi
- nanme: subscriptionld
in: path
description: Id of the SDM Subscription
required: true
schena
type: string
responses
' 204
description: Successful response
/{gpsi}/id-translation-result:
get:
summary: retrieve a UE' s SUP
operationld: GCet
tags:
- GPSI to SUPI Transl ation
par amet ers
- name: gps
in: path
description: ldentifier of the UE
required: true
schena:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schemas/ Gpsi '
- name: supported-features

in: query
description: Supported Features
schema:
$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ schenas/ Suppor t edFeat ur es
responses
' 200
description: Expected response to a valid request
content:
application/json
schema:
$ref: ' #/ conponents/schemas/ | dTransl ati onResul t
' 404"
description: User (GPSlI) does not exist
defaul t:
description: Unexpected error
content:
appl i cati on/ probl emtj son

schema
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schemas/ Probl enDet ai | s
/ {supi }/ am dat a/ sor - ack
put:
sunmary: Nudm Sdm | nfo service operation
operationld: Info
t ags:
- Providing acknow edgenment of Steering of Roam ng
par ameters
- hanme: supi
in: path
description: Identifier of the UE
required: true
schema
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Supi
request Body:

content:
application/json
schema
$ref: ' #/ conponent s/ schenas/ Acknow edgel nfo
responses
' 204

description: Successful acknow edgenent
/ shar ed- dat a
get:
summary: retrieve shared data
operationld: GetSharedData
tags:
- Retrieval of shared data
par anmet ers
- nane: shared-data-ids
in: query
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description: List of shared data ids
required: true
style: form
expl ode: false
schema:
$ref: '#/ conponents/schenas/ Shar edDat al ds'
- nane: supportedFeat ures

in: query
description: Supported Features
schena:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Suppor t edFeat ur es'
responses:
'200' :
description: Expected response to a valid request
content:
application/json:
schema:
type: array
items:

$ref: '#/ conponents/schemas/ Shar edDat a'
mnltems: 1

'404' :
description: Shared Data |d does not exi st
defaul t:
description: Unexpected error
content:
appl i cati on/ pr obl em+j son:

schema
$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ schenas/ Probl enDet ai | s’
/ shar ed- dat a- subscri pti ons
post:
summary: subscribe to notifications for shared data
operationld: Subscribe to shared data
tags:
- Subscription Creation for shared data
request Body:
content:
application/json
schema:
$ref: '#/ conponents/schemas/ SdnSubscri ption
required: true

responses
‘201
description: Expected response to a valid request
content:
application/json
schema
$ref: '#/ conponents/schemas/ SdnSubscri ption
' 404
description: Shared Data does not exi st
defaul t:
description: Unexpected error
content:
appl i cati on/ probl emtj son
schena:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schemas/ Probl enDet ai | s
cal | backs

dat achangeNoti fication
"{request. body#/ cal | backRef erence}’
post:
request Body:
required: true

content:
appl i cation/json
schema
$ref: ' #/ component s/ schemas/ Modi ficationNotification
responses
' 204"

description: Successful Notification response
/ shar ed- dat a- subscri ptions/ {subscri ptionld}:
del ete:

summary: unsubscribe fromnotifications for shared data
operationld: Unsubscribe for shared data
tags:

- Subscription Deletion for shared data
par anmet ers

- nane: subscriptionld

in: path
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description: |d of the Shared data Subscription
required: true
schena:
type: string
responses
' 204
description: Successful response

conponent s:
securi tySchemnes:
oAut h2Cl i ent Credenti al s:
type: oauth2
flows:
clientCredentials:

tokenUrl: ' {nrfApi Root}/oaut h2/token'
scopes: {}

schenas:
# COWPLEX TYPES:

Dat aset Nanes:
type: array
items:
$ref: '#/ conponents/schenas/ Dat aSet Nane'
mnltenms: 2
uni quel tems: true

Subscri pti onDat aSet s:
type: object
properties:
anDat a:
$ref: '#/ conponents/schemas/ AccessAndMobi | i t ySubscri ptionDat a’
snf Sel Dat a:
$ref: ' #/ conponent s/ schemas/ Snf Sel ecti onSubscri pti onDat a'
uecSnf Dat a:
$ref: '#/ conponents/schenas/ UeCont ext | nSnf Dat a'
uecSnsf Dat a:
$ref: ' #/ conponent s/ schemas/ UeCont ext | nSnsf Dat a'

smsSubsDat a:

$ref: '#/ conponents/schemas/ SmsSubscri ptionDat a'
snDat a:

type: array

items:

$ref: '#/ conponents/schemas/ Sessi onManagenent Subscri pti onDat a'

traceDat a:

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schemas/ Tr aceDat a'
snmsMhgDat a:

$ref: '#/ conponents/schenas/ SmsManagenent Subscri pti onDat a'

UeCont ext | nSnsf Dat a:
type: object
properties:
snsf | nf 03GppAccess:
$ref: ' #/ conponents/schemas/ Ssf | nf o'
smsf | nf oNon3GppAccess:
$ref: '#/ conponents/schemas/ Snsf | nf o'

Snsf | nf o:
type: object
required:
- smsflnstanceld
- plmld
properties:
smsf | nstancel d:
$ref: ' TS29571 ConmmonDat a. yanl #/ conponent s/ schenas/ Nf | nst ancel d'
pl ml d:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schermas/ Pl ml d'

AccessAndMobi | i t ySubscri pti onbDat a:
type: object
properties:
suppor t edFeat ur es:
$ref: ' TS29571_CormmonDat a. yani #/ conponent s/ schenmas/ Suppor t edFeat ur es'
gpsi s:
type: array
itens:
$ref: ' TS29571_CommonDat a. yami #/ conponent s/ schemas/ Gpsi '
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i nt ernal G oupl ds:
type: array
items:
$ref: '#/ conponents/schemas/ I nternal Goupld'
subscri bedUeAnbr :
$ref: ' TS29571_CommonDat a. yamni #/ conponent s/ schemas/ Anbr'
nssai :
$ref: '#/ conponents/schenas/ Nssai'
ratRestrictions:
type: array
items:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Rat Type'
f or bi ddenAr eas:
type: array
items:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenmas/ Ar ea'
servi ceAreaRestriction:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenas/ Servi ceAreaRestriction’
coreNet wor kTypeRestri ctions:

type: array
items:
$ref: ' TS29571 ConmonDat a. yanl #/ conponent s/ schenas/ Cor eNet wor kType'
rf spl ndex:

$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schemas/ Rf spl ndex'
subsRegTi ner:

$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ schenas/ Dur at i onSec'
ueUsageType:

$ref: '#/ conponents/schenas/ UeUsageType'
nmpsPriority:

$ref: ' #/ conponents/schenas/ MpsPrioritylndicator'
activeTi me:

$ref: ' TS29571_ CommonDat a. yani #/ conponent s/ schenas/ Dur at i onSec'
dl Packet Count :

$ref: '#/ conponents/schenas/ D Packet Count'
sorlnfo:

$ref: ' #/ conponents/schemas/ Sor | nf o'
m coAl | owed:

$ref: '#/ conponents/schenas/ M coAl | owed'
shar edDat al ds:

$ref: ' #/ conponent s/ schemas/ Shar edDat al ds'

Snf Sel ecti onSubscri pti onDat a:
type: object
properties:
suppor t edFeat ur es:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Suppor t edFeat ur es'
subscri bedSnssai | nf os:
type: array
items:
$ref: '#/ conponents/schemas/ Snssai | nf o'

Snssai | nf o:
type: object
required:
- singl eNssai
- dnnl nf os
properties:
si ngl eNssai :
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenas/ Snssai '
dnnl nf os:
type: array
itens:
$ref: ' #/ conmponent s/ schemas/ Dnnl nf o'
mnltems: 1

Dnnl nf o:
type: object
required:
- dnn
properties:
dnn:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Dnn'
def aul t Dnnl ndi cat or:
$ref: ' #/ conponent s/ schemas/ Dnnl ndi cat or'
| boRoam ngAl | owed:
$ref: '#/ conponents/schemas/ LboRoam ngAl | owed'
i wkEps| nd:
$ref: '#/ conponents/schenas/ | wkEpsl nd'
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| adnl ndi cat or:
$ref: '#/ conponents/schenas/Ladnl ndi cator'

Nssai :
type: object
properties:
suppor t edFeat ur es:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Suppor t edFeat ur es'
def aul t Si ngl eNssai s:
type: array
items:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schemas/ Snssai '
maxltems: 8
si ngl eNssai s:
type: array
items:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schermas/ Snssai '

UeCont ext | nSnf Dat a:
type: object
properties:
pduSessi ons:
type: object
addi ti onal Properties:
$ref: '#/ conponents/schemas/ PduSessi on’
pgwl nf o:
type: array
items:
$ref: '#/ conponents/schenas/ Pgw nf o'

PduSessi on:
type: object
required:
- pduSessionld
- dnn
- snflnstanceld
- plmld
properties:
pduSessi onl d:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenmas/ PduSessi onl d'
dnn:
$ref: ' TS29571_CommonDat a. yan #/ conponent s/ schenas/ Dnn'
snf | nstancel d:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenmas/ Nf | nst ancel d'
pl ml d:
$ref: ' TS29571_CommonDat a. yamni #/ conponent s/ schermas/ Pl ml d'

Pgwl nf o:
type: object
required:
- dnn
- pgwFgdn
properties:
dnn:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenas/ Dnn'
pgwkqdn:
type: string
pl ml d:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenas/ Pl ml d'

Sessi onManagenent Subscri pti onDat a:
type: object
required:
- singl eNssai
properties:
si ngl eNssai :
$ref: 'TS29571 ConmonDat a. yanl #/ conponent s/ schenas/ Snssai '
dnnConfi guration:
type: object
addi ti onal Properties:
$ref: ' #/ conponents/schenmas/ DnnConfi gurati on'

DnnConf i gur ati on:
type: object
required:

- dnn
- pduSessi onTypes
- sscModes
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properties:
dnn:
$ref: ' TS29571_ CommonDat a. yani #/ conponent s/ schenmas/ Dnn'
pduSessi onTypes:
$ref: '#/ conponents/schemas/ PduSessi onTypes'
sscModes:
$ref: '#/ conponents/schemas/ SscMdes'
i WkEps| nd:
$ref: '#/ conponents/schenas/ | wkEpsl nd'
| adnl ndi cat or:
$ref: '#/ conponents/schenas/Ladnl ndi cator'
5gQosProfile:
$ref: '#/ conponents/schemas/5GQosProfile’
sessi onAnbr :
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenas/ Anbr'
3gppChar gi ngChar acteri sti cs:
$ref: '#/ conponents/schenas/ 3GpChargi ngCharacteri stics'
stati cl pAddress:
$ref: ' #/ conponents/schenas/| pAddress'
upSecurity:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ UpSecurity'

| pAddr ess:
type: object
properties:
i pv4Addr :
$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ schenas/ | pv4Addr'
i pv6Addr :
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ | pv6Addr’
i pv6Prefi x:
$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ schenmas/ | pv6Prefi x'

PduSessi onTypes:
type: object
required:
- defaul t Sessi onType
properties:
def aul t Sessi onType:
$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ schemas/ PduSessi onType'
al | owedSessi onTypes:
type: array
itens:
$ref: ' TS29571_ CommonDat a. yani #/ conponent s/ schemas/ PduSessi onType'

SscModes:
type: object
required:
- defaul t SscMde
properties:
def aul t SscMode:
$ref: ' TS29571_CommonDat a. yan #/ conponent s/ schemas/ SschMbde’
al | onedSscMdes:
type: array
items:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenmas/ SschMde’
mnltems: O
maxltems: 2

5CosProfile:
type: object
required:
- 5qi
properties:
5qi :
$ref: ' TS29571_CommonDat a. yan #/ conponent s/ schenas/ 5Q '
nonDynami ¢5Q :
$ref: ' TS29571 CommonDat a. yani #/ conponent s/ schenmas/ NonDynam ¢5Q '

dynami ¢5Q :
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Dynam c¢5Q '
ar p:

$ref: ' TS29571 CormmonDat a. yani #/ conponent s/ schenas/ Ar p'

SnsSubscri pti onDat a:
type: object
required:

- smsSubscri bed
properties:
snmsSubscri bed:
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$ref: '#/ conponents/schenas/ SmsSubscri bed'
shar edDat al ds:
$ref: ' #/ conponent s/ schemas/ Shar edDat al ds'

SmsManagement Subscri pti onDat a:
type: object
required:
- nmt SnsSubscri bed
- noSnsSubscri bed
properties:
support edFeat ur es:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Suppor t edFeat ur es'
nmt SmsSubscr i bed:
type: bool ean
nt SnsBarri ngAl | :
type: bool ean
nmt SmsBar ri ngRoam ng:
type: bool ean
noSmsSubscri bed:
type: bool ean
nmoSmsBar ri ngAl | :
type: bool ean
nmoSnsBar ri ngRoam ng:
type: bool ean
shar edDat al ds:
$ref: ' #/ conponent s/ schenas/ Shar edDat al ds'

SdnfSubscri pti on:
type: object
required:
- nflnstanceld
- cal |l backUri
- noni toredResourcelri
properties:
nf | nst ancel d:
$ref: ' TS29571_CormmonDat a. yani #/ conponent s/ schenmas/ Nf | nst ancel d'
i mplicitUnsubscri be:
type: bool ean
expires:
$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ schenas/ Dat eTi ne'
cal | backRef er ence:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Uri '
noni t or edResour ceUri s:
type: array
itens:
$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ schenas/ Uri '
mnltems: 1
si ngl eNssai :
$ref: ' TS29571_CommonDat a. yamni #/ conponent s/ schermas/ Snssai '
dnn:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Dnn'

Modi fi cationNotification:
type: object
required:
- notifyltens
properties:
notifyltemns:
type: array
items:
$ref: 'TS29571 CommonDat a. yanl #/ conponent s/ schenas/ Noti fyl t en
mnltenms: 1

I dTransl ati onResul t:
type: object
required:
- supi
properties:
support edFeat ur es:
$ref: ' TS29571_CormmonDat a. yani #/ conponent s/ schenmas/ Suppor t edFeat ur es'
supi :
$ref: ' TS29571_CommonDat a. yamni #/ conponent s/ schemas/ Supi '
gpsi :
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenas/ Gpsi '

Acknowl edgel nf o:
type: object
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properties:
sor Macl ue:
$ref: ' TS29509_Nausf _SoRProt ecti on. yan #/ conponent s/ schemas/ Sor Mac'

Sor | nf o:
type: object
properties:
st eeringl nfolist:

type: array
items:
$ref: ' TS29509_Nausf _SoRProtecti on. yanl #/ conponent s/ schenas/ St eeri ngl nf o'
ackl nd:

$ref: ' TS29509_Nausf _SoRProt ecti on.yan #/ conponent s/ schemas/ Ackl nd'
sor Macl ausf:
$ref: ' TS29509_Nausf _SoRProt ecti on. yanl #/ conponent s/ schenas/ Sor Mac'
count er sor:
$ref: ' TS29509_Nausf _SoRProt ecti on. yam #/ conponent s/ schemas/ Count er Sor '
required:
- steeringlnfolist
- ackl nd
- sor Macl ausf
- countersor

Shar edDat al ds:
type: array
itens:
$ref: ' #/ conponent s/ schemas/ Shar edDat al d'

Shar edDat a:
type: object
required:
- sharedDatal d
properties:
shar edDat al d:
$ref: ' #/ conponent s/ schemas/ Shar edDat al d'
shar edAnDat a:
$ref: '#/ conponents/schenas/ AccessAndMbbi | itySubscri pti onDat a'
shar edSns SubsDat a:
$ref: ' #/ conponent s/ schemas/ SnsSubscri pti onDat a’'
shar edSnsMhgSubsDat a:
$ref: '#/ conponents/schenas/ SmsManagenent Subscri pti onDat a'

# S| MPLE TYPES:

UeUsageType:
type: integer

MpsPriorityl ndicator:
type: bool ean

Dnnl ndi cat or:
type: bool ean

LboRoani ngAl | owed:
type: bool ean

Ladnl ndi cat or:
type: bool ean

SnsSubscri bed:
type: bool ean

3CGppChar gi ngChar acteri sti cs:
type: string

Dl Packet Count :
type: integer
mnimum -1

I nt er nal Groupl d:
type: string

M coAl | owed:
type: bool ean

Shar edDat al d:
type: string
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pattern:

| wkEps| nd:

"A0-9]{5, 6}-.+$

type: bool ean

# ENUMS:

Dat aSet Nare:

anyOf :
- type:
enum
- AM

string

- SMF_SEL
- UEC_SMF
- UEC_SMBF
- SMVB_SUB

- SM

- TRACE
SVB_MWNG

- type:

string

A.3 Nudm_UECM API

openapi: 3.0.0

i nfo:

version: '1.PreRl15.1.0
title: 'Nudm UECM

description:

servers:

Nudm Cont ext Managenent Service'

- url: '{api Root}/nudm uecm v1'

vari abl es:
api Root :
defaul t:

descri ption:

security:

https://exanpl e.com

- OAuth2d ientCredentials: []

- {}

pat hs:

/{uel d}/regi strations/ anf-3gpp-access:

put :

sunmary: register as AMF for 3GPP access

operationl
tags:

d: Registration

- AVF registration for 3GPP access
par anet er s:

- nane: ueld
in: path
description: Identifier of the UE
required: true
schema:
$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ schenas/ Supi '

request Body:

content:

application/json:

schema:
$ref: ' #/ conponent s/ schemas/ Anf 3GopAccessRegi stration'
required: true
responses:

1204 :

description: Expected response to a valid request
' 400" :

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 400
' 403" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 403"
' 404" :

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 404’
' 500" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 500
'503":

$ref: ' TS29571_CommonDat a. yani #/ conponent s/ r esponses/ 503"
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defaul t:

description: Unexpected error

cal | backs

deregi strationeNotification

' {request. body#/ deregCal | backUri}":

post :
request Body:
required: true

content:

application/json

schena
$ref: '#/ conponents/schenas/ DeregistrationData’
responses

' 204

description: Successful Notification response
' 400

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 400
' 404

$ref: ' TS29571_CormmonDat a. yan #/ conponent s/ r esponses/ 404
' 500

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 500
' 503"

$ref: ' TS29571_ ConmonDat a. yanl #/ conponent s/ r esponses/ 503
defaul t:

description: Unexpected error
pcscf RestorationNotification
"{request. body#/ pcscf Rest orati onCal | backUri}":
post :
r equest Body:
required: true

content:

application/json

schema
$ref: '#/ conponents/schenmas/ PcscfRestorationNotification
responses

' 204

description: Successful Notification response
' 400'

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 400
' 404’

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 404
' 500'

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 500
' 503"

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 503
defaul t:

description: Unexpected error

pat ch:
summary: Update a paranmeter in the AMF registration for 3GPP access
operationld: Update
tags:
- Paraneter update in the AMF registration for 3GPP access
par ameters
- name: ueld
in: path
description: Identifier of the UE
required: true
schena:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Supi
request Body:
content:
appl i cati on/ nmer ge- pat ch+j son
schema
$ref: '#/ conponents/schenmas/ Anf 3GopAccessRegi strati onModi fication
required: true
responses
' 204
description: Expected response to a valid request
' 400’
$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 400
' 403"
$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 403
' 404
$ref: ' TS29571_CormmonDat a. yani #/ conponent s/ r esponses/ 404
1422
description: Unprocessabl e Request
content:
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appl i cati on/ probl emtj son:
schema:
$ref: ' TS29571_ CommonDat a. yani #/ conponent s/ schemas/ Pr obl enDet ai | s'

' 500" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 500
' 503" :

$ref: ' TS29571_CommonDat a. yan #/ conponent s/ r esponses/ 503"
defaul t:

description: Unexpected error
get:
summary: retrieve the AMF registration for 3GPP access information
operationld: Cet
tags:
- AMF 3Gpp-access Registration Info Retrieval
parameters:
- nane: ueld
in: path
description: Identifier of the UE
required: true
schema:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schemas/ Gpsi '
- name: supported-features

in: query
schema:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Suppor t edFeat ur es’
responses:

'200':

description: Expected response to a valid request

content:

application/json:
schema:
$ref: ' #/ conponent s/ schemas/ Anf 3GopAccessRegi stration'

' 400" :

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 400
' 403" :

$ref: ' TS29571_ CommonDat a. yani #/ conponent s/ r esponses/ 403’
' 404" :

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 404’
' 500" :

$ref: ' TS29571_ CommonDat a. yani #/ conponent s/ r esponses/ 500’
' 503" :

$ref: ' TS29571_CommonDat a. yan #/ conponent s/ r esponses/ 503"
defaul t:

description: Unexpected error

/{uel d}/registrations/anf-non-3gpp-access:
put :
sunmary: register as AMF for non-3GPP access
operationld: Register
tags:
- AVF registration for non-3GPP access
paranet ers:
- nane: ueld
in: path
description: ldentifier of the UE
required: true
schema:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenas/ Supi '
request Body:
content:
application/json:
schema:
$ref: ' #/ component s/ schemas/ Anf Non3GppAccessRegi strati on'
required: true
responses:
'204":
description: Expected response to a valid request
' 400" :
$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 400
' 403" :
$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ r esponses/ 403’
' 404" :
$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 404’
' 500" :
$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ r esponses/ 500’
' 503" :
$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 503"
defaul t:
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description: Unexpected error
cal | backs
deregi strationeNotification
' {request. body#/ deregCal | backUri}":
post :
request Body:
required: true

content:

application/json

schena
$ref: '#/ conponents/schemas/ Deregi strationData
responses

' 204

description: Successful Notification response
' 400'

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 400
' 404’

$ref: ' TS29571_CommonDat a. yan #/ conponent s/ r esponses/ 404
' 500

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 500
' 503"

$ref: ' TS29571_ ConmonDat a. yanl #/ conponent s/ r esponses/ 503
defaul t:

description: Unexpected error
pcscf Restorati onNotification
"{request. body#/ pcscf Rest orati onCal | backUri}":
post :
r equest Body:
required: true

content:

application/json

schema:
$ref: '#/ conponents/schenas/ PcscfRestorati onNotification
responses

' 204

description: Successful Notification response
' 400'

$ref: ' TS29571_CommonDat a. yan #/ conponent s/ r esponses/ 400
' 404’

$ref: ' TS29571_CormmonDat a. yani #/ conponent s/ r esponses/ 404
' 500'

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 500
' 503"

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 503
defaul t:

description: Unexpected error
pat ch:
sunmary: update a paraneter in the AMF registration for non-3GPP access
operationld: Update
tags:
- Paraneter update in the AMF registration for non-3GPP access
par anet ers
- nane: ueld
in: path
description: ldentifier of the UE
required: true
schema
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenas/ Supi
request Body:
content:
appl i cati on/ mer ge- pat ch+j son
schena:
$ref: ' #/ component s/ schemas/ Anf Non3GppAccessRegi strati onhModification
required: true

responses

' 204

description: Expected response to a valid request
' 400

$ref: ' TS29571_CommonDat a. yaml #/ conponent s/ r esponses/ 400
' 404’

$ref: ' TS29571_CormmonDat a. yani #/ conponent s/ r esponses/ 404
' 422

description: Unprocessabl e Request

content:

appl i cati on/ probl em+j son
schema
$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ schenas/ Probl enDet ai | s’

' 500
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$ref: ' TS29571_CommonDat a. yan #/ conponent s/ r esponses/ 500
' 503" :
$ref: ' TS29571_ CommonDat a. yani #/ conponent s/ r esponses/ 503’
defaul t:
description: Unexpected error
get:
summary: retrieve the AMF registration for non-3GPP access information
operationld: GCet

t ags:

- AMF non-3GPP-access Registration Info Retrieval
parameters:

- nane: ueld

in: path
description: ldentifier of the UE
required: true
schema:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schemas/ Gpsi '
- nane: supported-features

in: query
schema:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Suppor t edFeat ur es'
responses:

' 200" :

description: Expected response to a valid request

content:

application/json:
schena:
$ref: '#/ conponents/schemas/ Anf Non3GopAccessRegi strati on'

' 400" :

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 400
' 403" :

$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ r esponses/ 403’
' 404" :

$ref: ' TS29571_CommonDat a. yan #/ conponent s/ r esponses/ 404’
' 500" :

$ref: ' TS29571_ CommonDat a. yani #/ conponent s/ r esponses/ 500’
' 503" :

$ref: ' TS29571_CommonDat a. yani #/ conponent s/ r esponses/ 503"
defaul t:

description: Unexpected error

/{uel d}/registrations/snf-registrations/{pduSessionld}:
put:
sunmary: register as SMF
operationld: Registration
tags:
- SMF Registration
par anmet ers:
- name: ueld
in: path
description: Identifier of the UE
required: true
schema:
$ref: ' TS29571_CommonDat a. yamni #/ conponent s/ schemas/ Supi '
- nane: pduSessionld
in: path
description: ldentifier of the PDU session
required: true
schena:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ PduSessi onl d'
request Body:
content:
application/json:
schema:
$ref: '#/ conponents/schemas/ Snf Regi stration'
required: true

responses:
'200':
description: Expected response to a valid request
content:
application/json:
schema:
$ref: '#/ conponents/schemas/ Snf Regi stration'
' 400" :
$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ r esponses/ 400’
' 403" :
$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 403'
' 404" :
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$ref: ' TS29571_CommonDat a. yan #/ conponent s/ r esponses/ 404’
' 500" :

$ref: ' TS29571_ CommonDat a. yani #/ conponent s/ r esponses/ 500’
' 503" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 503"
defaul t:

description: Unexpected error

cal | backs:

pcscfRestorati onNotification:

" {request. body#/ pcscf RestorationCal | backUri}":

post :
request Body:
required: true

ETSI TS 129 503 V15.1.0 (2018-10)

content:

application/json:

schema:
$ref: '#/ conponents/schemas/ PcscfRestorationNotification'
responses:

'204":

description: Successful Notification response
' 400" :

$ref: ' TS29571 CommonDat a. yanl #/ conponent s/ r esponses/ 400’

'404" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 404’

' 500" :

$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ r esponses/ 500’

' 503" :

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 503"

defaul t:
description: Unexpected error
del et e:
summary: delete an SMF registration
operationld: Deregistration
tags:
- SMF Deregistration
par anmeters:
- nane: ueld
in: path
description: Identifier of the UE
required: true
schema:

$ref: ' TS29571_CommonDat a. yami #/ conponent s/ schemas/ Supi '

- nanme: pduSessionld
in: path
description: ldentifier of the PDU session
required: true

schema:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenmas/ PduSessi onl d'
responses:

'204":

description: Expected response to a valid request
' 400" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 400
' 404" :

$ref: ' TS29571_CommonDat a. yani #/ conponent s/ r esponses/ 404’
'422':

description: Unprocessabl e Request

content:

appl i cati on/ pr obl em+j son:
schema:
$ref: ' TS29571_CommonDat a. yan #/ conponent s/ schenas/ Probl enDet ai | s’

' 500" :

$ref: ' TS29571 CommonDat a. yanl #/ conponent s/ r esponses/ 500’
' 503" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 503"
defaul t:

description: Unexpected error

/{uel d}/registrations/smnsf-3gpp-access:
put:
summary: register as SMSF for 3GPP access
operationld: Update SMSF Reg 3GPP
tags:
- SMSF registration for 3GPP access
par anet ers:
- nanme: ueld
in: path
description: ldentifier of the UE
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required: true
schema:
$ref: ' TS29571_ CommonDat a. yani #/ conponent s/ schenmas/ Supi '
request Body:
content:
application/json:
schema:
$ref: '#/ conponents/schenas/ Smsf Regi stration'
required: true

responses:

'204" :

description: Expected response to a valid request
' 400" :

$ref: ' TS29571_CommonDat a. yani #/ conponent s/ r esponses/ 400
' 403" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 403"
' 404" :

$ref: ' TS29571_CommonDat a. yani #/ conponent s/ r esponses/ 404’
' 500" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 500
' 503" :

$ref: ' TS29571 CommonDat a. yanl #/ conponent s/ r esponses/ 503’
defaul t:

description: Unexpected error

del ete:

summary: del ete the SMBF registration for 3GPP access
operationld: Deregistration
tags:
- SMSF Deregistration for 3GPP Access
par anet er s:
- nane: ueld
in: path
description: ldentifier of the UE
required: true

schema:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenas/ Supi '
responses:

'204":

description: Expected response to a valid request
' 400" :

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 400
' 404" :

$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ r esponses/ 404’
'422':

description: Unprocessabl e Request

content:

appl i cati on/ pr obl em+j son:
schema:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenas/ Probl enDet ai | s’

' 500" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 500
' 503" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 503"
defaul t:

description: Unexpected error
get:
sunmary: retrieve the SMSF registration for 3GPP access information
operationld: GCet
tags:
- SMSF 3GPP access Registration Info Retrieval
par amet ers:
- name: ueld
in: path
description: ldentifier of the UE
required: true
schema:
$ref: ' TS29571 ConmonDat a. yanl #/ conponent s/ schenas/ Gopsi '
- name: supported-features
in: query
schema:
$ref: ' TS29571_CormmonDat a. yani #/ conponent s/ schenmas/ Suppor t edFeat ur es'
responses:
'200':
description: Expected response to a valid request
content:
application/json:
schema:
$ref: '#/ conponents/schenas/ Snsf Regi stration'
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' 4g(r)ef . ' TS29571_ConmonDat a. yam #/ conponent s/ r esponses/ 400’

' 4g§ef : ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 403’

' 4gfef . ' TS29571_ConmonDat a. yam #/ conponent s/ r esponses/ 404’

' Sg?ef © ' TS29571_CommonDat a. yani #/ conponent s/ r esponses/ 500'

dS];g?e:; ;' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 503’
efaul t:

description: Unexpected error

/{uel d}/regi strations/snsf-non-3gpp-access:
put:
sunmary: register as SMSF for non-3GPP access
operationld: Registration
tags:
- SMSF registration for non-3GPP access
par anet er s:
- nane: ueld
in: path
description: Identifier of the UE
required: true
schema:
$ref: ' TS29571_CormmonDat a. yani #/ conponent s/ schenas/ Supi '
request Body:
content:
application/json:
schema:
$ref: ' #/ conponent s/ schemas/ Snsf Regi stration'
required: true

responses:
'204":
description: Expected response to a valid request
' 400" :
$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 400
' 403" :
$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ r esponses/ 403’
' 404’
$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 404’
' 500" :
$ref: ' TS29571_ CommonDat a. yani #/ conponent s/ r esponses/ 500’
' 503" :
$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 503"
defaul t:
description: Unexpected error
del et e:

summary: del ete SMSF registration for non 3GPP access
operationld: Deregistration
t ags:
- SMSF Deregistration for non-3GPP access
par amet ers:
- name: ueld
in: path
description: Identifier of the UE
required: true

schema:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenas/ Supi '
responses:

' 204"

description: Expected response to a valid request
' 400" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 400
' 404"

$ref: ' TS29571 CommonDat a. yanl #/ conponent s/ r esponses/ 404’
' 422’

description: Unprocessabl e Request

content:

appl i cati on/ pr obl emt+j son:
schema:
$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ schenas/ Probl enDet ai | s’

' 500" :

$ref: ' TS29571_ CommonDat a. yani #/ conponent s/ r esponses/ 500’
' 503" :

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 503"
defaul t:

description: Unexpected error
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get:
summary: retrieve the SMSF registration for non-3GPP access information
operationld: GCet
tags:
- SMSF non-3GPP access Registration Info Retrieval
par ameters:
- name: ueld
in: path
description: Identifier of the UE
required: true
schena:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schemas/ Gpsi '
- name: supported-features

in: query
schena:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Suppor t edFeat ur es'
responses:

'200':

description: Expected response to a valid request

content:

application/json:
schema:
$ref: ' #/ component s/ schemas/ Snsf Regi stration’

' 400" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 400
' 403" :

$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ r esponses/ 403’
' 404" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 404"
' 500" :

$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ r esponses/ 500’
'503":

$ref: ' TS29571_CommonDat a. yan #/ conponent s/ r esponses/ 503"
defaul t:

description: Unexpected error

conponent s:
securi tySchemes:
oAut h2Cl i ent Credenti al s:
type: oaut h2
flows:
clientCredential s:

tokenUrl: ' {nrfApi Root}/oaut h2/token'
scopes: {}

schenas:
# COVPLEX TYPES:

Anf 3CGopAccessRegi stration:
type: object
required:
- anflnstanceld
- deregCal | backUri
- plmld
properties:
anf | nst ancel d:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenas/ Nf | nst ancel d'
support edFeat ur es:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Suppor t edFeat ur es'

pur geFl ag:

$ref: ' #/ component s/ schemas/ Pur geFl ag'
pei :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Pei '
i ms\VoPS:

$ref: ' #/ component s/ schemas/ | nsVoPS'
deregCal | backUri :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Uri '
pcscf Restorati onCal | backUri :

$ref: ' TS29571 CormmonDat a. yani #/ conponent s/ schenmas/ Uri '
guam :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Guami '
pl ml d:

$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenmas/ Pl i d'
backupAnf | nf o:

type: array

itens:

$ref: ' TS29571_CommonDat a. yami #/ conponent s/ schemas/ BackupAnf | nf o'
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Anf 3GopAccessRegi strati onModi fication:
type: object
properties:
pur geFl ag:
$ref: '#/ conponents/schenas/ PurgeFl ag'
pei :
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Pei '
i msVoPS:
$ref: '#/ conponents/schenas/ | msVoPS
backupAnf | nf o:
type: array
items:
$ref: ' TS29571_CommonDat a. yamni #/ conponent s/ schemas/ BackupAnf | nf o'

Anf Non3GppAccessRegi strati on:
type: object
required:
- anflnstanceld
- deregCal |l backUri
- plmmld
properties:
anf | nst ancel d:
$ref: ' TS29571_CommonDat a. yan #/ conponent s/ schenas/ Nf | nst ancel d'
suppor t edFeat ur es:
$ref: ' TS29571_CormmonDat a. yani #/ conponent s/ schenmas/ Suppor t edFeat ur es'
pur geFl ag:
$ref: '#/ conponents/schenas/ PurgeFl ag'
pei :
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Pei '
deregCal | backUri :
$ref: ' TS29571 CormmonDat a. yani #/ conponent s/ schemas/ Uri '
pcscf RestorationCal | backUri :
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Uri '
guami :
$ref: ' TS29571_ CommonDat a. yani #/ conponent s/ schenmas/ Guami '
pl ml d:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schermas/ Pl ml d'
backupAnf | nf o:
type: array
itens:
$ref: ' TS29571_CommonDat a. yamni #/ conponent s/ schemas/ BackupAnf | nf o'

Anf Non3GppAccessRegi strati onMbdi fi cati on:
type: object
properties:
pur geFl ag:
$ref: '#/ conponents/schenas/ PurgeFl ag'
pei :
$ref: ' TS29571_CormmonDat a. yam #/ conponent s/ schenas/ Pei '
backupAnf | nf o:
type: array
items:
$ref: ' TS29571_CommonDat a. yamni #/ conponent s/ schemas/ BackupAnf | nf o'

Snf Regi strati on:
type: object
required:

- snflnstanceld
- pduSessionl d

- dnn
- plmld
properties:

snf I nstancel d:

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ schenas/ Nf | nst ancel d'
support edFeat ur es:

$ref: ' TS29571 ConmonDat a. yanl #/ conponent s/ schenas/ Support edFeat ur es’

pduSessi onl d:
$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ schenas/ PduSessi onl d'
dnn:

$ref: ' TS29571 CormmonDat a. yani #/ conponent s/ schenas/ Dnn'
pcscf RestorationCal | backUri :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Uri '
pl ml d:

$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenmas/ Pl ml d'
pgwFqgdn:

type: string
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Snsf Regi strati on:
type: object
required:
- smsflnstanceld
- plmld
properties:
snsf | nstancel d:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Nf | nst ancel d'
suppor t edFeat ur es:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Suppor t edFeat ur es'
pl ml d:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schermas/ Pl i d'
smsf MAPAddr ess:
$ref: '#/ conponents/schemas/ E164Nunber’
snsf Di anet er Addr ess:
$ref: ' #/ conponent s/ schemas/ Net wor kNodeDi aret er Addr ess'

Der egi strati onDat a:
type: object
required:
- deregReason
- accessType
properties:
der egReason:
$ref: '#/ conponents/schenas/ DeregistrationReason'
accessType:
$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ schenmas/ AccessType'

Pcscf Restorati onNoti fication:
type: object
required:
- supi
properties:
supi :
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenmas/ Supi '

Net wor kNodeDi anet er Addr ess:
type: object
required:
- nane
- realm
properties:
nane:
$ref: ' TS29571 CommonDat a. yani #/ conponent s/ schenmas/ Di anet er I dentity’
real m
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenmas/ Di anet er | dentity'

# S| MPLE TYPES:

Pur geFl ag:
type: bool ean

E164Nunber:
type: string
pattern: '~[0-9]{1,15}$%

# ENUMS:

| ms8VOPS:
anyCf :
- type: string
enum
- HOMOGENEQUS_SUPPORT
- HOMOGENEQUS_NON_SUPPORT
- NON_HOMOGENEQUS_OR_UNKNOWN
- type: string

Der egi strati onReason:
anyCf :

- type: string
enum
- UE_I NI TI AL_REQ STRATI ON
- UE_REG STRATI ON_AREA CHANGE
- SUBSCRI PTI ON_W THDRAWWN
- 5GS_TO EPS MBI LI TY

- type: string
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A4 Nudm_UEAU API

openapi: 3.0.0
i nfo:

version: '1. PreRl5.1.0
title: 'UDM UEAU

descri ption:

UDM UE Aut henti cation Service'

ETSI TS 129 503 V15.1.0 (2018-10)

servers:
- url: '{api Root}/nudm ueau/ vl
vari abl es:
api Root :
defaul t: https://exanple.com
description: api Root as defined in subclause subcl ause 4.4 of 3GPP TS 29.501.
security:
- oAuth2dientCredentials: []
- {}
pat hs:

/ {supi Or Suci }/security-infornmati on/ generat e- aut h- dat a:

post :

sunmary: Generate authentication data for the UE

operati onl
tags:

d: Cener at eAut hDat a

- Generate Auth Data
par anet ers:

- name: supi O Suci
in: path
description: SUPI or SUCI of the user

required: true
schema:
$ref: ' #/ conponent s/ schemas/ Supi O Suci '
request Body:

content:

application/json:
schema:
$ref: ' #/ conponent s/ schemas/ Aut henti cati onl nf oRequest '
required: true

responses:

'200':

description: Expected response to a valid request

content:

application/json:
schema:
$ref: ' #/ conponents/schemas/ Aut henti cati onl nf oResul t'

' 400" :

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 400
' 403" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 403'
' 404" :

$ref: ' TS29571_CommonDat a. yan #/ conponent s/ r esponses/ 404’
' 500" :

$ref: ' TS29571_CommonDat a. yan #/ conponent s/ r esponses/ 500
'501":

$ref: ' TS29571_CommonDat a. yani #/ conponent s/ r esponses/ 501"
' 503" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 503"
defaul t:

description: Unexpected error

[ {supi }/aut h-events:

post :

sunmary: Create a new confirnmation event

operationl
tags:

d: ConfirmAuth

- Confirm Auth
par anet er s:

- hame:

supi

in: path

descri

ption: SUPI of the user

requi red: true
schema:
$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ schenas/ Supi '
request Body:

content:

application/json:
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schena:
$ref: '#/ conponents/schenas/ Aut hEvent'
required: true

responses:

'201":

description: Expected response to a valid request

content:

application/json:
schema:
$ref: '#/ conponents/schenas/ Aut hEvent'

' 400" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 400
' 404" :

$ref: ' TS29571_CommonDat a. yani #/ conponent s/ r esponses/ 404’
' 500" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 500
' 503" :

$ref: ' TS29571_CommonDat a. yani #/ conponent s/ r esponses/ 503’
defaul t:

description: Unexpected error

conponents:
securitySchenes:
oAut h2d i ent Credenti al s:
type: oauth2
flows:
clientCredentials:

tokenUr!l: ' {nrfApi Root}/oaut h2/token'
scopes: {}

schenas:
# COWPLEX TYPES:

Aut henti cati onl nf oRequest :
type: object
required:
- servi ngNet wor kNarre
- ausflnstanceld
properties:
suppor t edFeat ur es:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Suppor t edFeat ur es'
servi ngNet wor kNare:
$ref: '#/ conponents/schenas/ Servi ngNet wor kNane'
resynchroni zati onl nf o:
$ref: '#/ conponents/schemas/ Resynchroni zati onl nf o'
ausf | nstancel d:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenmas/ Nf | nst ancel d'

Aut hent i cati onl nf oResul t:
type: object
required:
- aut hType
properties:
aut hType:
$ref: '#/ conponents/schemas/ Aut hType'
suppor t edFeat ur es:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenas/ Suppor t edFeat ur es'
aut henti cati onVector:
$ref: '#/ conponents/schenas/ Aut henti cati onVector'
supi :
$ref: ' TS29571 ConmonDat a. yanl #/ conponent s/ schenas/ Supi '

Aut henti cati onVector:
oneCf :
- $ref: '#/ conponent s/ schemas/ AvEapAkaPri ne'
- $ref: '#/ conmponents/schemas/ Av5CHeAka'
di scrimnator:
propertyNane: avType
mappi ng:
5G _HE_AKA: ' #/ conponent s/ schenas/ Av5GHeAka'
EAP_AKA PRI ME: ' #/ conponent s/ schenas/ AvEapAkaPri ne'

AvEapAkaPri ne:
type: object
required:

- avType
- rand

ETSI



3GPP TS 29.503 version 15.1.0 Release 15 139

- Xxres
- autn
- ckPrime
- i kPrime
properties:
avType:
$ref: '#/ conponents/schenas/ AvType'
rand:
$ref: '#/ conponents/schenas/ Rand'
Xres:
$ref: '#/ conponents/schenas/ Xres'
aut n:
$ref: '#/ conponents/schenas/ Autn'
ckPri me:
$ref: ' #/ conponents/schemas/ CkPri ne'
i kPrime:
$ref: '#/ conponents/schenas/ | kPri ne'
Av5CGHeAka:

type: object
required:

- avType

rand
XresSt ar
aut n
kausf

properties:

avType:

$ref: '#/ conponents/schenas/ AvType'
rand:

$ref: ' #/ conponent s/ schemas/ Rand'
xresStar:

$ref: '#/ conponents/schemas/ XresStar'
aut n:

$ref: ' #/ conponents/schenmas/ Aut n'
kausf :

$ref: '#/ conponents/schemas/ Kausf'

Resynchroni zat i onl nf o:
type: object
required:
- rand
- auts
properties:
rand:
$ref: '#/ conponents/schenas/ Rand'
auts:
$ref: '#/ conponents/schenas/ Auts'

Aut hEvent :
type: object
required:
- nflnstancel d
- success
- timeStanp
- aut hType
properties:
nf | nstancel d:
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$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenas/ Nf | nst ancel d'

success:
$ref: '#/ conponents/schenas/ Success'
ti neSt anp:

$ref: ' TS29571 ConmmonDat a. yanl #/ conponent s/ schenas/ Dat eTi e’

aut hType:
$ref: '#/ conponents/schemas/ Aut hType'

# SI MPLE TYPES:
Aut n:
type: string
pattern: '~[A-Fa-f0-9]{32}%
Aut s:
type: string
pattern: '~[A-Fa-f0-9]{28}%

CkPri nme:
type: string
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pattern: '~[A-Fa-f0-9]{32}%

I kPrine:
type: string

pattern: '~[A-Fa-f0-9]{32}%

Kausf :
type: string

pattern: '~[A-Fa-f0-9]{64}%

Rand:
type: string

pattern: '~[A-Fa-f0-9]{32}%

Xres:
type: string

pattern: '~[A-Fa-f0-9]{8,32}$'

XresStar:
type: string

pattern: '~[A-Fa-f0-9]{32}%

Supi Or Suci :
type: string

pattern: '~(imsi-[0-9]{5, 15}| nai -. +|
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suci - (0-[0-9]{3}-[0-91{2,3}|[1-7]-.+)-[0-9]{1, 4}- (0-O-

.t [a-fAF1-9]-([1-9]|[1-9][0-9]|1[0-9]{2}| 2[0-4][0-9]| 25[0-5])-[a-fA-FO-9] +)| . +) $'

# ENUMS:
Aut hType:
anyCf :
- type: string
enum
- 5G_AKA
- EAP_AKA PRI ME
- EAP_TLS
- type: string
AvType:
anyCf :
- type: string
enum
- 5G_HE_AKA

A.5

Ser vi ngNet wor kNane:

type: string

pattern: '~5G mc[0-9]{3}[.]ncc[0-9]{3}[.]3gppnetwork[.]org$

Success:
type: bool ean

- EAP_AKA PRI ME

- type: string

openapi: 3.0.0

i nfo:

ver si on:

title: 'Nudm EE

descri ption:

servers:
- url: '{api Root}/nudm ee/ vl
vari abl es:
api Root :

defaul t: https://exanple.com

Nudm_EE API

"1. PreR15.1. 0

" Nudm Event Exposure Service'

description: api Root as defined in subclause subcl ause 4.4 of 3GPP TS 29.501.

security:

- O0Aut h2d i ent Credenti al s:

{}

pat hs:
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/{uel dentity}/ee-subscriptions
post :
sunmary: Subscri be
operationld: CreateEeSubscription
tags:
- Create EE Subscription
par ameters
- name: ueldentity
in: path
description: Represents the scope of the UE for which the subscription is applied
Contains the GPSI of the user or the external group ID or any UE
required: true
schema
type: string
pattern: '~(nsisdn-[0-9]{5, 15}|.+| extid-.+@ +| ext groupi d-. +@ +| anyUE) $
request Body:
content:
application/json
schena:
$ref: '#/ conponents/schenas/ EeSubscri ption
required: true

responses

‘201

description: Expected response to a valid request

content:

application/json
schema:
$ref: '#/ conponents/schenas/ Creat edEeSubscri ption

' 400

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 400
' 403

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 403
' 404"

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 404
' 500

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 500
' 501'

$ref: ' TS29571_CommonDat a. yaml #/ conponent s/ r esponses/ 501
' 503"

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 503
defaul t:

description: Unexpected error

cal | backs

event CccurrenceNotification
' {request. body#/ cal | backRef er ence}"’
post :
request Body:
required: true

content:
application/json
schema
type: array
itens:

$ref: '#/ conponents/schemas/ Monitori ngReport
mnltenms: 1
responses

' 204

description: Successful Notification response
' 400'

$ref: ' TS29571_CommonDat a. yan #/ conponent s/ r esponses/ 400
' 404"

$ref: ' TS29571 ConmonDat a. yanl #/ conponent s/ r esponses/ 404
' 500

$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ r esponses/ 500
' 503"

$ref: ' TS29571_ ConmonDat a. yanl #/ conponent s/ r esponses/ 503
defaul t:

description: Unexpected error

/{uel dentity}/ee-subscriptions/{subscriptionld}:
del et e:
summary: Unsubscri be
operationld: Del et eEeSubscri ption
t ags:
- Del ete EE Subscription
par anet ers
- nane: ueldentity
in: path
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description: Represents the scope of the UE for which the subscription is applied
Contains the GPSI of the user or the external group |ID or any UE
required: true
schena:
type: string
pattern: '~(nsisdn-[0-9]{5, 15}|.+| extid-.+@ +| ext groupi d-. +@ +| anyUE) $
- nanme: subscriptionld
in: path
description: Id of the EE Subscription
required: true

schena:
type: string
responses:

'204":

description: Successful response
' 400" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 400
' 404" :

$ref: ' TS29571_CommonDat a. yani #/ conponent s/ r esponses/ 404’
' 500" :

$ref: ' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 500
' 503" :

$ref: ' TS29571 CommonDat a. yanl #/ conponent s/ r esponses/ 503’
defaul t:

description: Unexpected error

conponents:
securi tySchemnes:
oAut h2C i ent Credenti al s:
type: oaut h2
flows:
clientCredentials:

tokenUrl: ' {nrfApi Root}/oaut h2/token'
scopes: {}

schenas:
# COWPLEX TYPES:

Cr eat edEeSubscri pti on:
type: object
required:
- eeSubscription
properties:
eeSubscri ption:
$ref: '#/ conponents/schenmas/ EeSubscri ption'
nunber O Ues:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Ui nt eger’
event Reports:
type: array
items:
$ref: '#/ conponents/schenas/ MonitoringReport'
mnltems: O

EeSubscri pti on:
type: object
required:
- cal | backRef erence
- noni toringConfiguration
properties:
cal | backRef er ence:
$ref: ' TS29571 CommonDat a. yanl #/ conponent s/ schenmas/ Uri '
nmoni t ori ngConfi guration:
description : A map (list of key-value pairs where Referenceld serves as key) of
Moni t ori ngConfi gurati ons
type: object
addi ti onal Properties:
$ref: '#/ conponents/schenmas/ MonitoringConfiguration'
m nProperties: 1
reportingQOptions:
$ref: '#/ conponents/schenas/ ReportingOptions'
suppor t edFeat ur es:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Suppor t edFeat ur es'

Moni t ori ngConf i gurati on:
type: object
required:
- referenceld
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- event Type
properties:
referencel d:
$ref: ' #/ conponents/schenas/ Ref erencel d'
event Type:
$ref: '#/ conponents/schenas/ Event Type'
i medi at eFl ag:
type: bool ean

Reporti ngOpti ons:
type: object
properties:
maxNunf Report s:
$ref: '#/ conponent s/ schemas/ MaxNunf Reports'
nmoni tori ngDurati on:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Dat eTi e’

Moni t ori ngReport:
type: object
required:
- referencld
- event Type
- timeStanp
properties:
ref erencel d:
$ref: ' #/ conponent s/ schemas/ Ref erencel d'
event Type:
$ref: '#/ conponents/schenas/ Event Type'
report:
$ref: '#/ conponents/schenas/ Report'
gpsi :
$ref: ' TS29571_ CormmonDat a. yani #/ conponent s/ schenmas/ Gpsi '
ti meSt anp:
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Dat eTi e’

Report:
one(f :
- $ref: '#/ component s/ schemas/ ChangeOf Supi Pei Associ ati onReport'
- $ref: '#/ conponents/schenmas/ Roani ngSt at usReport'

ChangeOr Supi Pei Associ ati onReport:
type: object
required:
- newPei
properties:
newPei :
$ref: ' TS29571_CommonDat a. yam #/ conponent s/ schenas/ Pei '

Roami ngSt at usReport :
type: object
required:

- roam ng
- newSer vi ngPl m
properties:
roam ng:
type:
bool ean
newSer vi ngPl m:
$ref: ' TS29571_CommonDat a. yani #/ conponent s/ schenas/ Pl ml d'

# SI MPLE TYPES:

Ref erencel d:
type: integer

MaxNumOf Report s:
type: integer

# ENUMS:

Event Type:
anyCf :
- type: string
enum
- LOSS_OF_CONNECTIVI TY
- UE_REACHABI LI TY_FOR_DATA
- UE_REACHABI LI TY_FOR_SM5
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-ty

LOCATI ON_REPORTI NG

CHANGE_OF _SUPI _PEI _ASSOCI ATI ON
ROAM NG_STATUS

COVMUNI CATI ON_FAI LURE

AVAI LABI LI TY_AFTER_DNN_FAI LURE
pe: string
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A.6 Nudm_PP API

openapi: 3.0.0

i nfo:

version: '1. PreRl15.1.0'
title: 'Nudm PP

description: '

servers:

Nudm Par anet er Provi si on Service'

- url: '{api Root}/ nudm pp/v1l'

vari abl es:
api Root :
defaul t:

descri ption:

security:

https://exanpl e.com

- OAuth2d ientCredentials: []

- {}

pat hs:

I {gpsi }/ pp- dat a:

pat ch:

sunmary: provision paraneters

operationl
tags:

d: Update

- Subscription Data Update
par amet ers:

- hame:

gpsi

in: path

descri

ption: ldentifier of the UE

required: true
schena:

$ref:

r equest Body:

content:

appl i cati on/ nmer ge- pat ch+j son:
schema:
$ref: '#/ conponents/schenas/ PpDat a'
required: true

responses:
'204"
descri
'400' :
$ref:
'403':
$ref:
'404"
$ref:
'500':
$ref:
'503':
$ref:
defaul t:
descri

conponent s:

ption: Expected response to a valid request

' TS29571_CommonDat a. yan #/ conponent s/ r esponses/ 400’
' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 403’
' TS29571_CommonDat a. yan #/ conponent s/ r esponses/ 404’
' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 500'
' TS29571_CommonDat a. yam #/ conponent s/ r esponses/ 503’

ption: Unexpected error

securitySchemnes:

oAut h2d i ent
type: oaut
flows:

Credenti al s:
h2

clientCredential s:
tokenUrl: ' {nrfApi Root}/ oaut h2/token’
scopes: {}

schenas:
# COVPLEX TYPES:

PpDat a:

type: object
properties:
communi cati onCharacteristics:

$ref:

' #/ conponent s/ schemas/ Conmuni cat i onChar acteri stics'

suppor t edFeat ur es:
' TS29571_CommonDat a. yam #/ conponent s/ schemas/ Suppor t edFeat ur es’

$ref:

ETSI
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Communi cati onCharacteristics:
type: object
properties:
ppSubsRegTi ner:
$ref: ' #/ conponents/schenmas/ PpSubsRegTi ner'
ppActi veTi nme:
$ref: '#/ conponents/schemas/ PpActiveTi ne'
ppDl Packet Count :
$ref: '#/ conponents/schemas/ PpDl Packet Count'

PpSubsRegTi ner :
type: object
required:
- subsRegTi ner
- aflnstancel d
- referenceld
properties:
subsRegTi ner:
$ref: ' TS29571_CommonDat a. yan #/ conponent s/ schemas/ Dur at i onSec'
af | nst ancel d:
$ref: ' TS29571 CommonDat a. yanl #/ conponent s/ schenas/ Nf | nst ancel d'
referencel d:
$ref: '#/ conponents/schenas/ Ref erencel d'
nul | abl e: true

PpAct i veTi ne:
type: object
required:
- activeTinme
- aflnstanceld
- referenceld
properties:
activeTi me:
$ref: ' TS29571_ CommonDat a. yani #/ conponent s/ schenmas/ Dur at i onSec'
af | nst ancel d:
$ref: ' TS29571_CommonDat a. yanl #/ conponent s/ schenas/ Nf | nst ancel d'
ref erencel d:
$ref: ' #/ conponent s/ schemas/ Ref erencel d'
nul | abl e: true

# S| MPLE TYPES:

Ref er encel d:
type: integer

PpDl Packet Count :
type: integer
nul | abl e: true

# ENUMS:
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Annex B (informative):
Stateless UDMs

Figure B-1 shows a scenario where the stateless UDM receives and processes a request from an NF.

NF UDM UDR

1 Request—»i
54—2. retrieve data———

3. process the request

4. delete data

Figure B-1: Stateless UDM

1. The stateless UDM receives arequest from an NF. This can be a request to perform an Nudm service, or a
Notification that the UDM has previously subscribed to at the NF by means of a service the UDM consumes
from the NF. In the later case the NF can be the UDR.

2. The UDM retrieves data from the UDR that are required to process the request. This step can be skipped if the
request was a notification from the UDR and contained enough information so that the UDM can process the
request.

3. The UDM processes the received request. This can include consuming services from other NFs, consuming
services from the UDR (e.g. to update data or subscribe to notifications), and sending notifications to NFs that
have subscribed at the UDM to receive notifications, and includes sending the response to the NF (all not shown
in the figure).

4. The UDM locally deletes the data retrieved in step 2 and/or received in step 1.

Figure B-2 shows a scenario where an AMF subscribes to notifications of data change (permanent provisioned
subscription data) at the stateless UDM. The UDM (UDM 1) stores the subscription to notification in the UE's context
data at the UDR.
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AMF

UDM 1

———1. Nudm_SDM_Subscribe————»

2. Nudr_ DR_Query———»
&—3.200 0K

—————4 Nudr DR Create—————»

UDM 2

Figure B-2: Subscription to notification

{«——10. Nudm_SDM_Notification——
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«—5 201 Created————
«—6. 201 Created—i

N —
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UDR

‘«—7. data change——

‘«——8 Nudr DR_Notfy————

—————11.204 No Content——»

9. 204 No Content——»

1. The stateless UDM 1 receives a subscribe request from an AMF; see clause 5.2.2.3.2.

2.-3 The UDM retrieves UE context data from the UDR to be able to perform required plausibility checks; see

3GPP TS 29.504 [9] clause 5.2.2.2.2.

o N o g &

The UDR sends a 201 Created response containig a subscription 1D

Permanent provisioned Subscription data are modified at the UDR.

The UDM creates a new sdm subscription at the UDR; see 3GPP TS 29.504 [9] clause 5.2.2.3.3.

The UDM send a 201 Created response passing the subscription ID received in step 5 to the AMF.

The UDR selects a suitable UDM and sends a Notification; see 3GPP TS 29.504 [9] clause 5.2.2.8. In addition to

the data that have changed, the Notification request message can contain enough (unchanged) information (e.g.
the information that has been created in step 4) allowing the UDM to perform step 10 without the need to

additionally retrieve information from the UDR.

9. The UDM responds with 204 No Content.

10. The UDM noatifies the AMF according to the callback URI of the AMF contained in the Notification received in

step 8; seeclause 5.2.2.5.2.

11. The AMF responds with 204 No Content.
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Figure B-3 shows a scenario where an AMF registers at the stateless UDM. The UDM (UDM 1) stores the registration
in the UE's context data at the UDR. The AMF then requests to update the registration e.g. due to change of PEI. This
request is sent to UDM2 which belongs to the same UDM group as UDM1.

AMF

1 Nudm_UECM_Register—N.—z Nudr DR_Query————»

——3.200 0K———

UDM 1

UDM 2

——. Nudm_UECM_Update——»
|——8. Nudr DR_Query———»!

‘«—12. update response

<«—11. update res

Figure B-3: AMF Registration and Update

. «—5, update response——
. Tegister response—————

UDR

.Nudr DR _Update————»

—9.200 OK—E
10. Nudr DR_Update————

|
|
ponse——————

1. The AMF discovers (by means of NRF query) and selects an UDM and sends the register request;

2.-3 The UDM retrieves UE context data from the UDR e.g. to be able to perform required plausibility checks;

4.-5 The UDM updates UE context datain the UDR. The UDM also performs other actions not shown in the
figure, e.g deregister an old AMF, notify a subscribed NEF, ...

6. The UDM acknowldeges the AMF registration. The AMF stores the UDM group ID as discovered and selected
instep 1. The UDM locally deletes the dataretrieved in step 3.

7. The AMF sends an update request (e.g. change of PEI) to one of the available UDMs (UDM2) that belong to the
same UDM group as UDM1.

8.-9. The UDM retrieves UE context data from the UDR e.g. to be able to perform required plausibility checks;

10.-11.The UDM updates UE context datain the UDR.The UDM also performs other actions not shown in the
figure, e.g. notify a subscribed NEF, ...

12. The UDM sends update response to the AMF and locally deletes the data retrieved in step 9.

NOTE:

When apreviously received Location Header or Callback URI is used for a subsequent UDM contact, the
authority part may need to be replaced to point to the selected UDM.
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