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Foreword
This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where:
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document specifies the stage 3 of the control plane of the GPRS Tunnelling Protocol, Version 2 for
Evolved Packet System interfaces (GTPv2-C).

In this document, unless otherwise specified, the S2b, S5 and S8 interfaces refer always to the GTP-based S2b, S5 and
S8 interfaces respectively .

GTPv2-C shall be used across the following EPC signalling interfaces. S3, 4, S5, S8, S10, S11 and S16.
GTPv2-C shall be used across the Sm and Sn interfaces for MBMSin EPS.

GTPv2-C based protocols shall also be used across Sv (3GPP TS 29.280 [15]) and S101 (3GPP TS 29.276 [14])
interfaces.

The procedures supported between the ePDG and the PGW on the S2b interface are specified in 3GPP TS 23.402 [45)].

2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

o References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

o For aspecific reference, subsequent revisions do not apply.

e For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[2] 3GPP TS 23.003: "Numbering, addressing and identification".

[3] 3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal
Terrestrial Radio Access Network (E-UTRAN) access'.

[4] 3GPP TS 29.060: "General Packet Radio Service (GPRS); GPRS Tunnelling Protocol (GTP)
across the Gn and Gp interface”.

[5] 3GPP TS 24.008: "Mobile radio interface Layer 3 specification; Core network protocols; Stage 3".

[6] IETF RFC 791 (STD 0005): "Internet Protocol”, J. Postel.

[7] IETF RFC 768 (STD 0006): "User Datagram Protocol”, J. Postel.

[8] 3GPP TS 32.251: "Telecommunication Management; Charging Management; Packet Switched
(PS) domain charging.

[9] 3GPP TS 32.298: "Telecommunication Management; Charging Management; Charging Data
Record (CDR) parameter classification.

[10] 3GPP TS 36.413: "Evolved Universal Terrestrial Radio Access Network (E-UTRAN); S1
Application Protocol (SIAP)".

[171] 3GPP TS 33.102: "3G security; Security architecture'.

[12] 3GPP TS 33.401: "3GPP System Architecture Evolution (SAE); Security architecture”.

[13] 3GPP TS 29.281: "GPRS Tunnelling Protocol User Plane (GTPv1-U)".
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3GPP TS 29.276: " Optimized Handover Procedures and Protocols between E-UTRAN Access and
¢cdma2000 HRPD Access — Stage 3".

3GPP TS 29.280: "3GPP EPS Sv interface (MME to MSC) for SRVCC".
IETF RFC 2460: "Internet Protocol, Version 6 (IPv6) Specification”.
3GPP TS 23.007: "Restoration procedures”.

3GPP TS 32.422: "Telecommunication management; Subscriber and equipment trace; Trace
control and configuration management ".

3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal
Terrestrial Radio Access Network (E-UTRAN); Overall description; Stage 2".

3GPP TS 36.414: "Evolved Universal Terrestrial Radio Access Network (E-UTRAN); S1 data
transport".

3GPP TS 23.272: "Circuit switched fallback in Evolved Packet System; Stage 2".

3GPP TS 29.118: "Mobility Management Entity (MME) - Visitor Location Register (VLR) SGs
interface specification”.

3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet".
void
ITU-T Recommendation E.164: "The international public telecommunication numbering plan”.

3GPP TS 29.275: "Proxy Mobile IPv6 (PMIPv6) based Mobility and Tunnelling protocols, Stage
3"

3GPP TS 44.018: "Mobile radio interface layer 3 specification; Radio Resource Control Protocol”.

3GPP TS 48.008: "Mobile-services Switching Centre - Base Station System (MSC-BSS) interface;
Layer 3 specification”.

3GPP TS 29.212: "Policy and charging control over Gx reference point”.
3GPP TS 24.007: "Mobile radio interface signalling layer 3; General aspects'.
IETF RFC 1035:"Domain Names - Implementation and Specification”.

3GPP TS 29.303: "Domain Name System Procedures; Stage 3".

3GPP TS 25.413: "UTRAN lu Interface RANAP Signalling”.

3GPP TS 48.018: "General Packet Radio Service (GPRS); Base Station System (BSS) - Serving
GPRS Support Node (SGSN); BSS GPRS Protocol (BSSGP)".

3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description; Stage 2.
3GPP TS 32.295: "Charging management; Charging Data Record (CDR) transfer".

3GPP TS 23.246: "Multimedia Broadcast Multicast Service (MBMS); Architecture and functional
description”.

3GPP TS 29.061: "Interworking beween the Public Land Mobile Network (PLMN) supporting
Packet Based Services and Packet Data Networks (PDN) ".

IETF RFC 3588: "Diameter Base Protocol ".
IETF RFC 4607: " Source-Specific Multicast for |P".
3GPP TS 29.002: "Mobile Application Part (MAP) specification”.
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[42] 3GPP TS 29.010: "Information element mapping between Mobile Station - Base Station System
and BSS - Mobile-services Switching Centre (MS - BSS - MSC) Signalling procedures and the
Mobile Application Part (MAP)".
[43] 3GPP TS 23.216: "Single Radio Voice Call Continuity (SRVCC); Stage 2".
[44] 3GPP TS 32.423: " Telecommunication management; Subscriber and equipment trace: Trace data
definition and management".
[45] 3GPP TS 23.402: " Architecture enhancements for non-3GPP accesses.
[46] 3GPP TR 25.999: " HSPA Evolution (FDD)".
[47] 3GPP TS 23.292: "IP Multimedia Subsystem (IMS) centralized services'.
[48] 3GPP TS 23.203: "Policy and charging control architecture; Stage 2".
3 Definitions, symbols and abbreviations
3.1 Definitions

For the purposes of the present document, the terms and definitions givenin TR 21.905 [1] and the following apply. A
term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

GTP-PDU: GTP Protocol Data Unit is either a GTP-C Message or a GTP-U Message. GTP-U Message may be either a
signalling message across the user plane tunnel, or a G-PDU (see clause 6).

Signalling M essage: any GTP-PDU (GTP-C or GTP-U) except the G-PDU.

G-PDU: GTP user plane message, which carries the original packet (payload). G-PDU consists of GTP-U
header and a T-PDU.

T-PDU: original packet, for example an | P datagram, from an UE or a network node in an external packet data
network. A T-PDU is the payload that istunnelled in the GTP-U tunnel.

GTP-C Message: GTP control plane message type of a GTP-PDU. GTP-C message consists of GTP-C
header, which isfollowed by zero or more information elements.

GTP-U Message: GTP user plane message. The user plane messages are used to carry user data packets, and
also signalling messages e.g. for path management and error indication. Therefore, GTP-U message consists of
GTP-U header, which is followed by either aT-PDU, or zero or more information elements.

GTP Tunne: A GTP tunnel isacommunication tunnel between two GTP nodes (see subclause 4.1 "GTP Tunnel").

Tunnel Endpoint: A tunnel endpoint isidentified with a TEID, an |P address and a UDP port number (see subclause
4.1"GTP Tunnd").

Tunnel Endpoint Identifier (TEID): unambiguoudly identifies atunnel endpoint in scope of a path (see subclause 4.1
"GTP Tunnel").

3.2

Symbols

For the purposes of the present document, the following symbols apply:

S1-U

X2

Interface between SGW and eNodeB
Interface between eNodeBs
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3.3 Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in

TR 21.905 [1].

AMBR
APN
APN-NI
APN-OI
C-MSISDN
EBI
eNodeB
EPC
ePDG
EPS
F-TEID
G-PDU
GPRS
GTP
GTP-PDU
GTPv2-C
GTPv2-U
IMSI

IP

LBI

L1

L2

LGW
LIPA
MBMS
MEI
MSISDN
PAA
PCO
PDU
PDN
PGW
PTI

QoS
RAT
RIM
SGW
STN-SR
TEID
TEID-C
TEID-U
TFT
TLIV
UDP
ULI

Aggregate Maximum Bit Rate

Access Point Name

Access Point Name Network |dentifier
Access Point Name Operator |dentifier
Correlation MSISDN

EPS Bearer 1D

Evolved Node B

Evolved Packet Core

Evolved Packet Data Gateway

Evolved Packet System

Fully Qualified Tunnel Endpoint Identifier
GTP-U non-signalling PDU

General Packet Radio Service

GPRS Tunnelling Protocol

GTP-C PDU or GTP-U PDU

GTP version 2, control plane

GTP version 2, user plane

International Mobile Subscriber [dentity
Internet Protocol

Linked Bearer identity

Layer1

Layer 2

Local Gateway

Local IP Access

Multimedia Broadcast/Multicast Service
Mobile Equipment Identity

Mobile Subscriber ISDN Number

PDN Address Allocation

Protocol Configuration Options

Protocol Data Unit

Packet Data Network or Public Data Network

PDN Gateway

Procedure Transaction Id

Quiality of Service

Radio Access Type

RAN Information Management
Serving Gateway

Session Transfer Number for SRV CC
Tunnel Endpoint Identifier

Tunnel Endpoint Identifier, control plane
Tunnel Endpoint Identifier, user plane
Traffic Flow Template

Type Length Instance Value

User Datagram Protocol

User Location Information
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4 General

4.1 GTP Tunnel

GTP tunnels are used between two nodes communicating over a GTP based interface, to separate traffic into different
communication flows.

A GTPtunnel isidentified in each node with a TEID, an IP address and a UDP port number. The receiving end side of a
GTP tunnel locally assigns the TEID value the transmitting side has to use. The TEID values are exchanged between
tunnel endpoints using GTP-C or S1-MME messages.

The criteria defining when the same or different GTP tunnels shall be used between the two nodes differs between the
control and the user plane, and also between interfaces.

For the control plane, for each end-point of a GTP-C tunnel:

- TheTEID-C shall be unique per PDN-Connection on GTP based S2b, S5 and S8 interfaces. The same tunnel
shall be shared for the control messages related to all bearers associated to the PDN-Connection. A TEID-C on
the S2b/S5/S8 interface shall be released after all its associated EPS bearers are deleted.

- There shall be only one pair of TEID-Cs per UE on each of the S3, S10 and the S16 interfaces. The same tunnel
shall be shared for the control messages related to the same UE operation. A TEID-C on the S3/S10/S16
interface shall be released after its associated UE context is removed or the UE is detached.

- There shall be only one pair of TEID-C per UE over the S11 and the $4 interfaces. The same tunnel shall be
shared for the control messages related to the same UE operation. A TEID-C on the S11/$4 interface shall be
released after all its associated EPS bearers are deleted.

- There shall be only one pair of TEID-C per MBMS Bearer Service (i.e. per TMGI and, if provided, MBMS Flow
Identifier) over the Sm and Sn interfaces respectively. The same tunnel shall be shared for the control messages
related to the same MBMS Bearer Service. A TEID-C on the Sm/Sn interface shall be released after the MBM S
Bearer Session is stopped.

For GTP-U, aTEID-U isused according to 3GPP TS 29.281 [13].
NOTE: GTP-U isbased on GTPversion 1 (GTPvl).

4.2 Protocol stack

4.2.0 General

The protocol stack for GTPv2 shall be as depicted in Figure 4.2.0-1.
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(

GTP ? GTP
|
|

UDP | UDP
|

= | P
|

L2 | L2
|
|

L1 i L1
i

GTPv2 entity ) GTPV2 entity
GTPv2 based
interface

Figure 4.2.0-1: GTPv2 stack

The GTPv2 headers are specified in the respective clauses of this specification.

The source and destination |P addresses and UDP ports used for each GTP-C message depend on the role that the
message plays in a message exchange. A message can be an Initial message, or a Triggered message, or a Triggered
Reply message to Triggered message. An Initial message is sent to a peer GTP entity with a sequence number chosen
by the sending entity (see subclause 7.6). A Triggered message is sent in response to an Initial message. Triggered
Reply message may be sent in response to a Triggered message. See subclause 7.6 for the sequence number usage.

Typicaly, a Request message is an Initial message, but a Request message may be a Triggered messages in certain
procedures where they are triggered by an Initial Command message. See subclause 4.2.5 for classification of the Initial
messages and their possible Triggered messages, as well as cases where there are Triggered Reply messages to the
Triggered messages.

Piggybacking is an optional feature. If the feature is supported, then the piggybacking of the initial messages on
triggered response messages for EUTRAN Initia Attach and UE-requested PDN Connectivity procedures shall be
implemented as per Annex F of 3GPP TS 23.401 [3].When piggybacking is used, a common I P header and a common
UDP header shall be used for the triggered response message and the piggybacked initial message as depicted in Figure
4.2.0-2. Immediately following the triggered response message is the piggybacked initial message, following which no
additional information shall be present. The subclause 5.5 specifies the usage of piggybacking-specific fieldsin the
GTP-C header.

IP header UDP header Triggered response message Piggybacked initial message
(P=1) (P=0)

Figure 4.2.0-2: Packet Format for the Piggybacking of messages

4.2.1 UDP header and port numbers

421.0 General

A User Datagram Protocol (UDP) compliant with IETF RFC 768 [7] shall be used.

ETSI




3GPP TS 29.274 version 10.4.1 Release 10 15 ETSI TS 129 274 V10.4.1 (2011-10)

42.1.1 Initial Messages

The UDP Destination Port number for GTPv2 Initial messages shall be 2123. It isthe registered port number for GTP-
C.

The UDP Source Port for a GTPv2 Initial messageisalocally allocated port number at the sending GTP entity.

If GTPv2 and GTP v2 modules are using the same | P address for sending messages, the implementation shall ensure
that while some source port number is used by GTPv2 messages, the same source port number shall not be used by
GTP v2 messages. Otherwise, the IP interface may have difficulty to delivering a response message to the right
protocol entity.

4.2.1.2 Triggered Messages

The UDP Destination Port value of a GTPv2 Triggered message and for a Triggered Reply message shall be the value
of the UDP Source Port of the corresponding message to which this GTPv2 entity is replying, except in the case of the
SGSN pool scenario.

The UDP Source Port of a GTPv2 Triggered message and for a Triggered Reply message shall be the value from the
UDP Destination Port of the corresponding message to which this GTPv2 entity is replying, except in the case of the
SGSN pool scenario.

In the SGSN pool scenario, if the I dentification Request or the Context Request messages have been forwarded by
another SGSN in the pool, the UDP Destination Port for the | dentification Response or the Context Response message
shall be determined in the following way. The value from the information element "UDP Source Port Number", which
was sent in the corresponding forwarded request, shall be copied into the UDP Destination Port field. The UDP Source
Port for the Identification Response or the Context Response message may be alocally allocated port number at the
sending GTP entity.

42.1.3 Piggybacked Messages

A piggybacked initial message is carried as a concatenation after atriggered response message and they share a
common UDP header (see Figure 4.2.0-2).

The UDP Destination port for the IP packet containing both the triggered response message and the piggybacked initial
message shall be the same as the port number used for the triggered response message.

The UDP Source port for the | P packet containing both the triggered response message and the piggybacked initial
message shall be the same as the port number used for the triggered response message.

4.2.2 IP header and IP addresses

4221 Initial Messages
The IP Destination Address of a GTPv2 Initial message shall be an |P address of the destination GTPv2 entity.

During the network triggered service restoration procedure (see 3GPP TS 23.007 [17]), if an MME/S4-SGSN sends
Downlink Data Notification Failure Indication message to the SGW, then the destination address for this message shall
be the source | P address of the Downlink Data Notification message received earlier.

The IP Source Address of a GTPv2 Initial message shall be an | P address of the source GTPv2 entity from which the
Initial message is originating.
4.2.2.2 Triggered Messages

The IP Destination Address of a GTPv2 Triggered message and for a Triggered Reply message shall be copied from the
IP Source Address of the message to which this GTPv2 entity is replying, except in the case of the SGSN pool scenario.

The IP Source Address of a GTPv2 Triggered message and for a Triggered Reply message shall be copied from the IP
destination address of the message to which this GTPv2 entity is replying, except in the case of SGSN pool scenario.
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In the SGSN pool scenario, if the Identification Request or the Context Request messages have been forwarded by
another SGSN in the pool, the IP Source address for the I dentification Response or the Context Response messages
shall belocally allocated by the sending GTP entity. The IP Destination Address for the Identification Response or
Context Response messages shall be determined in the following way. The value from the information element
"Address for Control Plane”, which was sent in the corresponding Identification Request message; or the value from the
information element " S3/S16/S10 Address and TEID for Control Plane”, which was sent in the corresponding Context
Reguest message, shall be copied into the IP Destination Address field.

42.2.3 Piggybacked Messages

A piggybacked initial message is carried as a concatenation after atriggered response message and they share a
common I P header (see Figure 4.2.0-2).

The IP Source Address for the | P packet containing both the triggered response message and the piggybacked initial
message shall be the same as the P Address used for the triggered response message.

The IP Destination Address for the I P packet containing both the triggered response message and the piggybacked
initial message shall be the same as the IP Address used for the triggered response message.

4.2.3 Layer 2

Typically Ethernet should be used as a Layer 2 protocol, but operators may use any other technology.

4.2.4 Layer 1

Operators may use any appropriate Layer 1 technology.

4.2.5 Messages with GTPv2 defined replies: Classification of Initial and
Triggered Messages

NOTEL: Other clauses of this specification and Stage 2 documents define in detail when areply messageis
expected in an end-to-end procedure. Reply messages are triggered messages.

The expected reply to a Request message is a Triggered message and the reply has the same message name as the
Request but with "Response” replacing "Request”. If a Request messageis areply to a Command message, then the
Request message is a Triggered message; otherwise the Request message is an Initial message. Responses do not have
replies except when a" Context Acknowledge” isrequired as areply to " Context Response” message as specified in
relevant Stage 2 procedures. Context Acknowledge is aways triggered message and does not have areply.

NOTE2: The"Context Acknowledge" message is sent only if the " Context Response” message is received with the
acceptance cause.

A message whose name endsin "Command" is always an initial message. If a"Command" message fails, the name of
the reply message is constructed by replacing "Command" with "Failure Indication”. Apart from "Downlink Data
Notification Failure Indication” message, a "Failure Indication” is a Triggered message. The "Failure Indication”
message does not have areply. If a”"Command" message is successful, its reply will be a Request as specified in
relevant Stage 2 procedures.

A message whose name endsin "Notification" is always an Initial message, The expected Triggered message in reply
has the same message name but with " Acknowledge" replacing "Notification”, except for the case of the message
"Downlink Data Notification" which has the reply "Downlink Data Notification Acknowledge" and "PGW Resart
Notification" which has the reply "PGW Restart Notification Acknowledge'. An"Acknowledge" message does not
have areply.

CS Paging Indication, Stop Paging Indication, RAN Information Relay, Configuration Transfer Tunnel, Trace Session
Activation, Trace Session Deactivation, and Downlink Data Notification Failure Indication messages are Initial
messages that do not have areply.

A Version Not Supported Indication message is a Triggered message.
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4.3 Transmission Order and Bit Definitions

The messages in this document shall be transmitted in network octet order starting with octet 1 with the Most
Significant Bit sent first.

The most significant bit of an octet in a GTP message is bit 8. If avalue in a GTP message spans several octets and
nothing else is stated, the most significant bit is bit 8 of the octet with the lowest number.

5 GTP Header for Control Plane

5.1 General format

Control Plane GTP uses a variable length header. Control Plane GTP header length shall be a multiple of 4 octets.
Figure 5.1-1 illustrates the format of the GTPv2-C Header.

Bits

Octets 8 7 6 5 4 3 2 1
1 Version | P | T [Spare|Spare]Spare
2 Message Type
3 Message Length (1§t Octet)
4 Message Length (2™ Octet)

m to If T flag is set to 1, then TEID shall be placed into octets 5-
k(m+3) 8. Otherwise, TEID field is not present at all.
nto (n+2) Sequence Number
(n+3) Spare

Figure 5.1-1: General format of GTPv2 Header for Control Plane

Where:
- ifT=0, TEID fieldisnot present, k=0, m=0and n=5;
- ifT=1,TEID fieldispresent, k=1, m=5andn=09.

The usage of GTPv2-C header across the EPC specific interfaces is defined in the subclause 5.5 "Usage of the GTPv2-C
Header". Octet 1 bits shall be coded as follows:

- Bits6-8 represent the Version field.
- Bit 5 represents the Piggybacking flag (P).
- Bit4representsthe TEID flag (T).

- Bits3-1 are spare, the sender shall set them to "0" and the receiving entity shall ignore them.

5.2 Control Plane GTP Extension Header

The legacy Extension Header mechanism is not used for the GTP version 2 control plane (GTPv2-C). Future extensions
will be implemented by adding Information Elements in the message body if new parameters are needed.

5.3 GTP-C header for Echo and Version Not Supported
messages

The GTPv2-C message header for the Echo Request, Echo Response and Version Not Supported Indication messages
shall not contain the TEID field, but shall contain the Sequence Number fields, followed by one spare octet as depicted
in figure 5.3-1. The spare bits shall be set to zero by the sender and ignored by the receiver. For the Version Not
Supported Indication message header, the Sequence Number may be set to any number and shall be ignored by the
receiver.
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Bits
Octets 8 7 6 5 4 3 2 1
1 Version | P | T=0 [Spare]Spare]|Spare
Message Type

Message Length (1§t Octet)

Message Length (2™ Octet)
Sequence Number (1§t Octet)
Sequence Number (2™ Octet)
Sequence Number (3" Octet)

Spare

oO~NO O WN

Figure 5.3-1: The format of Echo and Version Not Supported messages Header

54 EPC specific GTP-C header

Apart from the Echo Request, Echo Response and Version Not Supported Indication messages, the GTP-C message
header shall contain the TEID and Sequence Number fields followed by one spare octet. A typical GTP-C header is
depicted in figure 5.4-1. The spare bits shall be set to zero by the sender and ignored by the receiver.

Bits
Octets 8 7 6 5 4 3 2 1
1 Version | P | T=1 [Spare]Spare]|Spare
2 Message Type
3 Message Length (1§t Octet)
4 Message Length (2" Octet)
5 Tunnel Endpoint Identifier (1§t Octet)
6 Tunnel Endpoint Identifier (2" Octet)
7 Tunnel Endpoint Identifier (3" Octet)
8 Tunnel Endpoint Identifier (4" Octet)
9 Sequence Number (1§t Octet)
10 Sequence Number (2™ Octet)
11 Sequence Number (3" Octet)
12 Spare

Figure 5.4-1: The format of EPC specific GTPv2 Control Plane message Header

5.5 Usage of the GTPv2-C Header

5.5.1 General

The format of the GTPv2-C header is specified in subclause 5.1 "General format". The usage of the GTP-C header
acrosse.g. S101 (3GPP TS 29.276 [14]) and Sv (3GPP TS 29.280 [15]) interfaces are defined in their respective
specifications.

The usage of the GTPv2-C header for EPC specific interfaces shall be as defined below.
Thefirst octet of the header shall be used is the following way:
- Bits8to 6, which represent the GTP-C version, shall be set to decimal 2 ("010").

- Bit5representsa"P" flag. If the"P" flagis set to "0", no piggybacked message shall be present. If the "P" flag
isset to "1", then another GTPv2-C message with its own header and body shall be present at the end of the
current message.

When present, a piggybacked message shall haveits"P" flag set to "0" in its own header. If a Create Session
Response message (as part of EUTRAN initial attach or UE-requested PDN connectivity procedure) has the " P"
flag set to "1", then a Create Bearer Request message shall be present as the piggybacked message. Asa
response to the Create Bearer Request message, if the Create Bearer Response hasthe "P" flag set to "1", then a
Modify Bearer Request (as part of EUTRAN initial attach or UE-requested PDN connectivity procedure) shall
be present as the piggybacked message. A Create Bearer Response with "P" flag set to "1" shall not be sent
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unless a Create Session Response with "P" flag set to " 1" has been received for the same procedure. Apart from
Create Session Response and Create Bearer Response messages, all the EPC specific messages shall have the
"P' flag setto "0".

Bit 4 representsa " T" flag, which indicatesif TEID field is present in the GTP-C header or not. If the"T" flag is
set to 0, then the TEID field shall not be present in the GTP-C header. If the"T" flag is set to 1, then the TEID
field shall immediately follow the Length field, in octets 5 to 8. Apart from the Echo Request, Echo Response
and Version Not Supported Indication messages, in al EPC specific messages the value of the"T" flag shall be
setto"1".

Bit 3isaspare bit. The sending entity shall set it to "0" and the receiving entity shall ignoreit.
Bit 2 isa spare hit. The sending entity shall set it to "0" and the receiving entity shall ignoreit.

Bit 1 isaspare bit. The sending entity shall set it to "0" and the receiving entity shall ignoreit.

The usage of the fieldsin octets 2 - n of the header shall be as specified below.

Octet 2 represents the Message type field, which shall be set to the unique value for each type of control plane
message. Message type values are specified in Table 6.1-1 "Message types for GTPv2".

Octets 3 to 4 represent the Length field. Thisfield shall indicate the length of the message in octets excluding the
mandatory part of the GTP-C header (the first 4 octets). The TEID (if present) and the Sequence Number shall

be included in the length count. The format of the Length field is specified in subclause 8.2 "Information
Element Format".

A piggybacked initial message and the preceding triggered response message present in the common IP/UDP
packet shall have their own length and sequence number in their respective GTP-C headers. The overall length
of the IP/UDP packet shall indicate the total length of the two GTP-C messages.

For EPC specific interfaces, T=1, and therefore octets 5 to 8 represent the Tunnel Endpoint Identifier (TEID)
field. Thisfield shall unambiguously identify atunnel endpoint in the receiving GTP-C entity. The Tunnel
Endpoint Identifier is set by the sending entity to the value provided by the corresponding receiving entity. If a
peer's TEID is not available the TEID field shall be present in a GTPv2-C header, but its value shall be set to
"0", as specified in subclause 5.5.2 " Conditions for sending TEID=0 in GTPv2-C header").

Octets 9 to 11 represent GTP Sequence Number field.

5.5.2 Conditions for sending TEID=0 in GTPv2-C header

If apeer's TEID isnot available, the TEID field still shall be present in the header and its value shall be set to "0" in the
following messages:

Create Session Request message on S2b/S5/S8

Create Session Request message on S4/S11, if for agiven UE, the SGSN/MME has not yet obtained the Control
TEID of the SGW.

Create Indirect Data Forwarding Tunnel Request message on S4/S11, if the SGW selected by the MME/S4-
SGSN for indirect data forwarding is different from the SGW used as anchor.

| dentification Request/Response messages.
Forward Relocation Request message.
Context Request message.

Relocation Cancel Request message except for the case where the old SGSN/MME has already been assigned
the Tunnel Endpoint Identifier Control Plane of the new SGSN/MME.

Delete PDN Connection Set Request/Response messages.
Configuration Transfer Tunnel message.

RAN Information Relay message.

ETSI



3GPP TS 29.274 version 10.4.1 Release 10 20 ETSI TS 129 274 V10.4.1 (2011-10)

- If anode receives a message for which it has no context, i.e. TEID-C is not known, it shall respond with
"Context not found" Cause in the corresponding response message to the sender, the TEID used in the GTPv2-C
header in the response message shall be then set to zero.

- MBMS Session Start Request message.
- PGW Restart Notification / PGW Restart Notification Acknowledge messages.

- Downlink Data Notification, Downlink Data Notification Acknowledge and Downlink Data Notification Failure
Indication messages sent on S11/$4 as part of the Network Triggered Service Restoration procedure (see 3GPP
TS 23.007 [17]).

- Suspend Notification and Suspend Acknowledge messages: over S16 interface; over S3 interface when ISR is
not active.

NOTE: The Change Notification Request/Response messages are also sent on the TEID zero. These messages are
not listed in the procedures above because the peer’snode TEID is available.

5.6 Format of the GTPv2-C Message

The GTP-C header may be followed by subsequent information elements dependent on the type of control plane
message.

Bits
Octets 8 7 6 5 4 3 2 1
ltom GTP-C header
m+1ton Zero or more Information Element(s)

Figure 5.6-1: GTP-C Header followed by subsequent Information Elements
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6 GTP-C Message Types and Message Formats

6.0 General

A GTP-C message is sent across a GTP control plane tunnel. In a message, the GTP-C header is followed by zero or
more information elements. The GTP-C messages are used for the control plane path management, for the control plane
tunnel management and for mobility management.

A T-PDU isan original packet, for example an |P datagram, from an UE, or from a network node in an external packet
data network.

6.1 Message Format and Type values
6.1.0 Message Type

GTP defines a set of messages between two associated EPC network elements. The messages to be used shall be as
defined in Table 6.1-1.
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Table 6.1-1: Message types for GTPv2

Message Type Message Reference | Initial Triggered
value (Decimal)
0 Reserved
1 Echo Request X
2 Echo Response X
3 Version Not Supported Indication X
41024 Reserved for S101 interface TS 29.276 [14]
25t031 Reserved for Sv interface TS 29.280 [15]
SGSN/MME/ePDG to PGW (S4/S11, S5/S8, S2b)
32 Create Session Request X
33 Create Session Response X
36 Delete Session Request X
37 Delete Session Response X
SGSN/MME to PGW (S4/S11, S5/S8)
34 Modify Bearer Request X
35 Modify Bearer Response X
38 Change Notification Request X
39 Change Notification Response X
40 to 63 For future use
164 Resume Notification X
165 Resume Acknowledge X
Messages without explicit response
64 Modify Bearer Command X
(MME/SGSN/ePDG to PGW — S11/S4, S5/S8, S2b)
65 Modify Bearer Failure Indication X
(PGW to MME/SGSN/ePDG — S5/S8, S11/S4, S2b)
66 Delete Bearer Command X
(MME/SGSN to PGW — S11/S4, S5/S8)
67 Delete Bearer Failure Indication X
(PGW to MME/SGSN — S5/S8, S11/S4))
68 Bearer Resource Command X
(MME/SGSN to PGW — S11/S4, S5/S8)
69 Bearer Resource Failure Indication X
(PGW to MME/SGSN — S5/S8, S11/S4)
70 Downlink Data Notification Failure Indication X
(SGSN/MME to SGW — S4/S11)
71 Trace Session Activation X
(MME/SGSN/ePDG to PGW — S11/S4, S5/S8, S2b)
72 Trace Session Deactivation X
(MME/SGSN/ePDG to PGW — S11/S4, S5/S8, S2b)
73 Stop Paging Indication X
(SGW to MME/SGSN — S11/S4)
74 t0 94 For future use
PGW to SGSN/MME/ePDG (S5/S8, S4/S11, S2b)
95 Create Bearer Request X X
96 Create Bearer Response X
97 Update Bearer Request X X
98 Update Bearer Response X
99 Delete Bearer Request X X
100 Delete Bearer Response X
PGW to MME, MME to PGW, SGW to PGW, SGW to MME,
PGW to ePDG, ePDG to PGW (S5/S8, S11, S2b)
101 Delete PDN Connection Set Request X
102 Delete PDN Connection Set Response X
103 to 127 For future use
MME to MME, SGSN to MME, MME to SGSN, SGSN to
SGSN (S3/S10/S16)
128 Identification Request X
129 Identification Response X
130 Context Request X
131 Context Response X
132 Context Acknowledge X
133 Forward Relocation Request X
134 Forward Relocation Response X
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Message Type Message Reference | Initial Triggered
value (Decimal)
135 Forward Relocation Complete Notification X
136 Forward Relocation Complete Acknowledge X
137 Forward Access Context Notification X
138 Forward Access Context Acknowledge X
139 Relocation Cancel Request X
140 Relocation Cancel Response X
141 Configuration Transfer Tunnel X
142 t0 148 For future use
152 RAN Information Relay X
SGSN to MME, MME to SGSN (S3)
149 Detach Notification X
150 Detach Acknowledge X
151 CS Paging Indication X
153 Alert MME Notification X
154 Alert MME Acknowledge X
155 UE Activity Notification X
156 UE Activity Acknowledge X

157 to 159 For future use

SGSN/MME to SGW, SGSN to MME (S4/S11/S3)
SGSN to SGSN (S16), SGW to PGW (S5/S8)

162 Suspend Notification X
163 Suspend Acknowledge X
SGSN/MME to SGW (S4/S11)
160 Create Forwarding Tunnel Request X
161 Create Forwarding Tunnel Response X
166 Create Indirect Data Forwarding Tunnel Request X
167 Create Indirect Data Forwarding Tunnel Response X
168 Delete Indirect Data Forwarding Tunnel Request X
169 Delete Indirect Data Forwarding Tunnel Response X
170 Release Access Bearers Request X
171 Release Access Bearers Response X

172 to 175 For future use

SGW to SGSN/MME (S4/S11)

176 Downlink Data Notification X

177 Downlink Data Notification Acknowledge X

179 PGW Restart Notification X

180 PGW Restart Notification Acknowledge X
SGW to SGSN (S4)

178 Reserved. Allocated in earlier version of the specification.

181 to 199 For future use

SGW to PGW, PGW to SGW (S5/S8)

200 Update PDN Connection Set Request X

201 Update PDN Connection Set Response X

202 to 210 For future use

MME to SGW (S11)

211 Modify Access Bearers Request X

212 Modify Access Bearers Response X

213 to 230 For future use

MBMS GW to MME/SGSN (Sm/Sn)

231 MBMS Session Start Request X
232 MBMS Session Start Response X
233 MBMS Session Update Request X
234 MBMS Session Update Response X
235 MBMS Session Stop Request X
236 MBMS Session Stop Response X
237 to 239 For future use
Other

240 to 255 For future use
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6.1.1 Presence requirements of Information Elements

There are four different presence requirements (Mandatory, Conditional, Optional, or Conditional-Optional) for an IE
within agiven GTP-PDU:

- Mandatory means that the | E shall be included by the sending side, and that the receiver diagnoses a"Mandatory
IE missing” error, when detecting that the IE is not present. A response including a"Mandatory |E missing”
cause, shall include the type of the missing IE.

- Conditional means:

- that the IE shall be included by sending entity if the conditions specified in the relevant protocol specification
are met;

- thereceiver shall check the conditions as specified in the corresponding message type description, based on
the parameter combination in the message and/or on the state of the receiving node, to infer if a conditional
IE shall be expected. Only if areceiver has sufficient information the following applies. A conditional IE,
which is absolutely necessary for the receiving entity to complete the procedure, is missing, then the receiver
shall abort the procedure.

- Conditional-Optional means:

- that the | E shall be included by the up-to-date sending entity, if the conditions specified in the relevant
protocol specification are met. An entity, which isat an earlier version of the protocol and therefore is not up-
to-date, obvioudy cannot send such new |E.

- thereceiver need not check the presence of the |E in the message. If the receiver checks the presence of the
Conditional-Optional IE, then the | E's absence shall not trigger any of the error handling procedures. The
handling of an absence or erroneous such | Es shall be treated as Optional | Es as specified in subclause 7.7
"Error Handling".

- Optiona means:

- that the | E shall beincluded as a service option. Therefore, the IE may be included or not in a message. The
handling of an absent optional |E, or an erroneous optional |E is specified in subclause 7.7 "Error Handling".

For conditional |Es, the clause describing the GTP-PDU explicitly defines the conditions under which the inclusion of
each |E becomes mandatory or optional for that particular GTP-PDU. These conditions shall be defined so that the
presence of a conditional |E only becomes mandatory if it is critical for the receiving entity. The definition might
reference other protocol specifications for final terms used as part of the condition.

For grouped IEs, the presence requirement of the embedded |E shall follow the rules:

- Thegrouped |E is Mandatory within a given message: the presence reguirements of individual embedded |Es are
as stated within the Mandatory grouped | E for the given message.

- Thegrouped |E is Conditional within agiven message: if the embedded |E in the grouped |E is Mandatory or
Conditional, this embedded |E is viewed as Conditional | E by the receiver. If the embedded |E in the grouped |E
is Conditional-Optional, this embedded IE is viewed as Optional |E by the receiver. If the embedded |E in the
grouped |E is Optional, this embedded |E is viewed as Optional |E by the receiver.

- Thegrouped | E is Conditional-Optional within a given message: if the embedded |E in the grouped IE is
Mandatory or Conditional, this embedded IE is viewed as Conditional-Optional |E by the receiver. If the
embedded | E in the grouped | E is Conditional-Optional, this embedded |E is viewed as Optional |E by the
receiver. If the embedded |E in the grouped IE is Optional, this embedded I E is viewed as Optional |E by the
receiver.

- Thegrouped IE is Optional within a given message: all embedded |Es in the grouped |E are viewed as Optional
|Es by the receiver.

In all of the above cases, appropriate error handling as described in subclause 7.7 shall be applied for protocol errors of
the embedded | Es.

Only the Cause information element shall be included in the response if the Cause contains a value that indicates that
the request is not accepted.
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The following are exceptions:

- Optionaly, the Protocol Configuration Options, Recovery and Local Distinguished Name (LDN) information
elements may be included.

- For the rejection response of a Forward Relocation Request, the Forward Rel ocation Response message may also
include an F-Cause | E as specified in clause 7.3.2.

- A Downlink Data Notification Acknowledge (with or) without an indication of success may also include aDL
low priority traffic Throttling |E. The PGW Back-Off Time IE may a so be returned when rejecting a Create
Session Request with the cause "APN Congestion”.

- Failure Indication type messages do not have "Accept" types of cause valuesi.e. all used values indicate the
rejection, therefore the preceding rules do not apply. For Failure Indication type of triggered messages, some of
the Mandatory information elements, other than the Cause |E, may not be included if they are not available.

6.1.2 Grouped Information Elements
Information elements can contain other |Es. Thistype of IE is called "Grouped |ES".

Grouped |Es have alength value in the TLIV encoding, which includes the added length of al the embedded |Es.
Overall coding of a grouped information element with 4 octets long |E header is defined in subclause 8.2 "Information
Element Format". Each information element within a grouped |E also shall also contain 4 octets long |E header.

Grouped IEs are not marked by any flag or limited to a specific range of |E type values. The clause describing an IE in
this specification shall explicitly stateif it is grouped.

NOTE 1: Each entry into each Grouped |E creates a new scope level. Exit from the grouped | E closes the scope
level. The GTPv2 message level is the top most scope. Thisis analogous to the local scope of a
subroutine/function.

If more than one grouped information elements of the same type, but for a different purpose are sent with a message,
these |1Es shall have different I nstance values.

If more than one grouped information elements of the same type and for the same purpose are sent with a message,
these | Es shall have exactly the same Instance value to represent alist.

NOTE 2: For instance, all "Bearer Contexts Modified" 1Es of the type "Bearer Context” in a"Modify Bearer
Response" message shall have the Instance value of 0, while all "Bearer Contexts Marked for Removal”
IEs of the type "Bearer Context” in the same message shall have the Instance value of 1.

6.1.3 Information Element instance

Every GTPv2 message and grouped |E within a message in this specification has a column documenting the instance
value of each IE.

When a GTPv2 message is encoded for use the instance value of each included |E is encoded in the Instance field of the
| E for the message scope. See clause 7 and subclause 8.2 for details of that encoding.

An Information Element in an encoded GTPv2 message or encoded grouped | E isidentified by the pair of I1E Type and
Instance val ues and described by a specific row in the corresponding tables in subclauses of 7 in the present document.

If severa Information Elements with the same Type and Instance values are included in an encoded GTPv2 message,
they represent alist for the corresponding |E name and row identified in the message grammar in subclauses of clause
7.

If several Information Elements with the same Type and Instance values are included in an encoded grouped IE, they
represent alist for the corresponding |E name and row identified in the grouped | E grammar in subclauses of clause 7.

In tablesin this document the instance value for "Private Extension™ is marked as VS (Vendor Specific). While an
instance value must be encoded by the sender the value can be Vendor and even Private Extension specific.
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The same |E name might be used in different messages (on the top level or within grouped IES) in this specification.
The instance value and name of an IE is only meaningful within the scope of the message definition . The combination
of Type value and Instance value uniquely identifies a specific row in a message description table.

6.2 Message Granularity
The GTPv2-C messages shall be sent per UE on the S3, S10 and S16 interfaces.

The GTPv2-C messages shall be sent per PDN-Connection on the S2b, $4, S11, S5 and S8 interfaces apart from the
following exclusion.

The following GTPv2-C messages are sent per UE on the $4 and S11 interfaces:
- Downlink Data Naotification / Acknowledge / Failure Indication;
- Stop Paging Indication;
- Delete Indirect Data Forwarding Tunnel Request/Response;

- Delete Session Request during TAU/RAU/Handover/SRNS Relocation Cancel Using S4/Inter RAT handover
Cancel procedure with SGW change/S1 based handover cancel procedure with SGW change;

- Delete Bearer Request during a TAU/RAU/Handover procedureif 1SR is being deactivated.
- Release Access Bearers Request/Response;
- Create Indirect Data Forwarding Tunnel Request/Response;
- Trace Session Activation;
- Trace Session Deactivation;
- Create Forwarding Tunnel Request/Response.
The following GTPv2-C messages are sent per UE on the S11 interface:

- Modify Access Bearers Request/Response.

7 GTP-C messages

7.1 Path Management Messages

7.1.0 General

Three path management messages are specified for GTP-C: Echo Request, Echo Response and Version Not Supported
Indication.

The usage of Echo Request / Response procedure is specified in 3GPP TS 23.007 [17].

7.1.1 Echo Request

Table 7.1.1-1 specifies the information elements included in the Echo Request message.
The Recovery information element contains the local Restart Counter, which is specified in 3GPP TS 23.007 [17])

The optional Private Extension contains vendor or operator specific information.
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Table 7.1.1-1: Information Elements in Echo Request

Information P Condition / Comment IE Type Ins.
elements
Recovery M Recovery 0
Sending Node CO|This IE shall be sent towards a peer node on any GTPv2 Node Features 0
Features interface if the sending node supports at least one feature

on this interface or if the sending node supports at least
one feature and does not know the interface type towards
the peer node. This IE may be present otherwise.

Private Extension o Private Extension | VS

7.1.2 Echo Response
Table 7.1.2-1 specifies the information elements included in the Echo Response message.
The Recovery information element contains the local Restart Counter, which is specified in 3GPP TS 23.007 [17])

The optional Private Extension contains vendor or operator specific information.

Table 7.1.2-1: Information Elements in Echo Response

Information P Condition / Comment IE Type Ins.
elements
Recovery M Recovery 0
Sending Node CO|This IE shall be sent towards a peer node on any GTPv2 Node Features 0
Features interface if the sending node supports at least one feature

on this interface or if the sending node supports at least
one feature and does not know the interface type towards
the peer node. This IE may be present otherwise.

Private Extension 0] Private Extension | VS

7.1.3 Version Not Supported Indication

This message contains only the GTPv2 header and indicates the latest GTP version that the sending entity supports.

7.2 Tunnel Management Messages

7.2.0 General

A node shall include the Recovery information element if it isin contact with the peer for the first time or the node has
restarted recently and the new Restart Counter value has not yet been indicated to the peer. The peer receiving the
Recovery information element shall handle it as when an Echo Response message is received but shall consider the rest
of the message in accordance with the message semantics and parameters.

7.2.1 Create Session Request

The direction of this message shall be from MME/S4-SGSN to SGW and from SGW to PGW, and from ePDG to the
PGW (see Table 6.1-1).

The Create Session Request message shall be sent on the S11 interface by the MME to the SGW, and on the S5/S8
interface by the SGW to the PGW as part of the procedures:

- E-UTRAN Initial Attach
- UE regquested PDN connectivity

The message shall also be sent on $4 interface by the SGSN to the SGW, and on the S5/S8 interface by the SGW to the
PGW as part of the procedures:
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PDP Context Activation

The message shall also be sent on the S11 interface by the MME to the SGW as part of the procedures:

Tracking Area Update procedure with Serving GW change

S1/X2-based handover with SGW change

UTRAN lu modeto E-UTRAN Inter RAT handover with SGW change

GERAN A/Gb mode to E-UTRAN Inter RAT handover with SGW change

3G Gn/Gp SGSN to MME combined hard handover and SRNS rel ocation procedure
Gn/Gp SGSN to MME Tracking Area Update procedure

and on the $4 interface by the SGSN to the SGW as part of the procedures:

Routing Area Update with MME interaction and with SGW change
Gn/Gp SGSN to $4 SGSN Routing Area Update

Inter SGSN Routeing Area Update Procedure and Combined Inter SGSN RA / LA Update using 4 with SGW
change

lu mode RA Update Procedure using $4 with SGW change

E-UTRAN to UTRAN lu mode Inter RAT handover with SGW change
E-UTRAN to GERAN A/Gb mode Inter RAT handover with SGW change
Serving RNS relocation using $4 with SGW change

Combined hard handover and SRNS relocation using $4 with SGW change
Combined Cell / URA update and SRNS relocation using $4 with SGW change

Enhanced serving RNS relocation with SGW relocation

and on the S2b interface by the ePDG to the PGW as part of the procedures:

Initial Attach with GTP on S2b
UE initiated Connectivity to Additional PDN with GTP on S2b
Handover to Untrusted Non-3GPP | P Access with GTP on S2b

If the new Create Session Request message is received by the SGW with TEID 0 in the header for an existing active
PDN connection context (the existing PDN connection context isidentified with the tuple [IMSI, EPS Bearer 1D],
whereas IMSI shall be replaced by ME Identity for emergency attached UE without UICC or authenticated IMSl), this
Create Session Request message shall be treated as a request for a new session. The existing PDN connection context
should be deleted locally, before anew session is created.

If the new Create Session Request message is received by the PGW with TEID 0 in the header for an existing PDN
connection context (the existing PDN connection context is identified with the triplet [IMSI, EPS Bearer ID, Interface
type], whereas applicable Interface type here is S2b ePDG GTP-C interface or S5/S8 SGW GTP-C interface and IMS]
shall be replaced by ME Identity for emergency attached UE without UICC or authenticated IMSI), this Create Session
Request message shall be treated as a request for a new session. The existing PDN connection context should be deleted
locally, before anew session is created.

NOTE: With GTP based S2b, the EPS Bearer | Ds assigned for specific UE over S2b between an ePDG and PGW

are independent of the EPS Bearer 1Ds assigned for the same UE over S5/S8 and may overlap in value
(see 3GPP TS 23.402 [45] subcaluse 4.6.2).
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Information
elements

P

Condition / Comment

IE Type

Ins.

IMSI

C

The IMSI shall be included in the message on the S4/S11
interface, and on S5/S8 interface if provided by the
MME/SGSN, except for the case:
- If the UE is emergency attached and the UE is
UICCless.

The IMSI shall be included in the message on the S4/S11
interface, and on S5/S8 interface if provided by the
MME/SGSN, but not used as an identifier
- if UE is emergency attached but IMSI is not
authenticated.

The IMSI shall be included in the message on the S2b
interface.

IMSI

MSISDN

For an E-UTRAN Initial Attach the IE shall be included
when used on the S11 interface, if provided in the
subscription data from the HSS.

For a PDP Context Activation procedure the IE shall be
included when used on the S4 interface, if provided in the
subscription data from the HSS.

The IE shall be included for the case of a UE Requested
PDN Connectivity, if the MME has it stored for that UE.

It shall be included when used on the S5/S8 interfaces if
provided by the MME/SGSN.

The ePDG shall include this IE on the S2b interface during
an Attach with GTP on S2b and a UE initiated Connectivity
to Additional PDN with GTP on S2b, if provided by the
HSS/AAA.

MSISDN

ME Ildentity (MEI)

The MME/SGSN shall include the ME Identity (MEI) IE on
the S11/S4 interface:
- If the UE is emergency attached and the UE is
UICCless

- If the UE is emergency attached and the IMSI is not
authenticated

For all other cases the MME/SGSN shall include the ME
Identity (MEI) IE on the S11/S4 interface if it is available.

CoO

If the SGW receives this IE, it shall forward it to the PGW
on the S5/S8 interface.

MEI

User Location
Information (ULI)

This IE shall be included on the S11 interface for E-
UTRAN Initial Attach and UE-requested PDN Connectivity
procedures. It shall include ECGI&TAI. The MME/SGSN
shall also include it on the S11/S4 interface for
TAU/RAU/X2-Handover/Enhanced SRNS Relocation
procedure if the PGW has requested location information
change reporting and MME/SGSN support location
information change reporting. The SGW shall include this
IE on S5/S8 if it receives the ULI from MME/SGSN.

CO

This IE shall also be included on the S4 and S5/S8
interfaces for PDP Context Activation procedure. It shall
include either the CGI or SAI or RAI.

ULI

Serving Network

This IE shall be included on the S4/S11, S5/S8 and S2b
interfaces for an E-UTRAN initial attach, a PDP Context
Activation, a UE requested PDN connectivity, an Attach
with GTP on S2b, a UE initiated Connectivity to Additional
PDN with GTP on S2b and a Handover to Untrusted Non-
3GPP IP Access with GTP on S2b.

CoO

This IE shall be included on S4/S11 for
RAU/TAU/Handover with SGW relocation procedures.

Serving Network

RAT Type

This IE shall be set to the 3GPP access type or to the
value matching the characteristics of the non-3GPP access
the UE is using to attach to the EPS.

RAT Type
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The ePDG may use the access technology type of the
untrusted non-3GPP access network if it is able to acquire
it; otherwise it shall indicate Virtual as the RAT Type.

See NOTE 3, NOTE 4.

Indication Flags C |This IE shall be included if any one of the applicable flags Indication 0
is setto 1.

Applicable flags are:

- S5/S8 Protocol Type: This flag shall be used on
the S11/S4 interfaces and set according to the
protocol chosen to be used on the S5/S8
interfaces.

- Dual Address Bearer Flag: This flag shall be used
on the S2b, S11/S4 and S5/S8 interfaces and shall
be set to 1 when the PDN Type, determined based
on UE request and subscription record, is set to
IPv4v6 and all SGSNs which the UE may be
handed over to support dual addressing. This shall
be determined based on node pre-configuration by
the operator.

- Handover Indication: This flag shall be set to 1 on
the S11/S4 and S5/S8 interface during an E-
UTRAN Initial Attach or a UE Requested PDN
Connectivity or aPDP Context Activation procedure
if the PDN connection/PDP Context is handed-
over from non-3GPP access.

This flag shall be set to 1 on the S2b interface
during a Handover to Untrusted Non-3GPP IP
Access with GTP on S2b and IP address
preservation is requested by the UE.

- Operation Indication: This flag shall be set to 1 on
the S4/S11 interface for a TAU/RAU procedure
with SGW relocation, Enhanced SRNS Relocation
with SGW relocation and X2-based handovers with
SGW relocation.

- Direct Tunnel Flag: This flag shall be used on the
S4 interface and set to 1 if Direct Tunnel is used.

- Piggybacking Supported: This flag shall be set to 1
only if the MME/ SGW supports the piggybacking
feature as described in Annex F of 3GPP TS
23.401 [3]. This flag shall be set to 1 on S5/S8 only
when both the MME and the SGW support

piggybacking.

- Change Reporting support Indication: shall be
used on S4/S11, S5/S8 and set if the SGSN/MME
supports location Info Change Reporting. See
NOTE2.

- CSG Change Reporting Support Indication: shall
be used on S4/S11, S5/S8 and set if the
SGSN/MME supports CSG Information Change
Reporting. See NOTE 2.

- Unauthenticated IMSI: This flag shall be set to 1
on the S4/S11 and S5/S8 interfaces if the IMSI
present in the message is not authenticated and is
for an emergency attached UE.

Sender F-TEID for M F-TEID 0
Control Plane

PGW S5/S8 Address | C |This IE shall be sent on the S11 / S4 interfaces. The TEID F-TEID 1
for Control Plane or or GRE Key is set to "0" in the E-UTRAN initial attach, the

PMIP PDP Context Activation and the UE requested PDN

connectivity procedures.
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Access Point Name M APN 0
(APN)

C |This IE shall be included on the S4/S11 and S5/S8
interfaces for an E-UTRAN initial attach, a PDP Context
Activation and a UE requested PDN connectivity.

This IE shall be included on the S2b interface for an Initial
Attach with GTP on S2b and a UE initiated Connectivity to
Selection Mode Additional PDN with GTP on S2b. Selection Mode 0
It shall indicate whether a subscribed APN or a non
subscribed APN chosen by the MME/SGSN/ePDG was
selected.

CO |When available, this IE shall be sent by the MME/SGSN on
the S11/S4 interface during TAU/RAU/HO with SGW
relocation.

PDN Type C |This IE shall be included on the S4/S11 and S5/S8 PDN Type 0
interfaces for an E-UTRAN initial attach, a PDP Context
Activation and a UE requested PDN connectivity.

This IE shall be set to IPv4, IPv6 or IPv4v6. This is based
on the UE request and the subscription record retrieved
from the HSS (for MME see 3GPP TS 23.401 [3], clause
5.3.1.1, and for SGSN see 3GPP TS 23.060 [35], clause
9.2.1). See NOTE 1.

C |This IE shall be included the S4/S11, S5/S8 and S2b
interfaces for an E-UTRAN initial attach, a PDP Context
Activation, a UE requested PDN connectivity, an Attach
with GTP on S2b, a UE initiated Connectivity to Additional
PDN with GTP on S2b and a Handover to Untrusted Non-
3GPP IP Access with GTP on S2b. For PMIP-based
S5/S8, this IE shall also be included on the S4/S11
interfaces for TAU/RAU/Handover cases involving SGW
relocation.

The PDN type field in the PAA shall be set to IPv4, or IPv6
or IPv4v6 by MME, based on the UE request and the
subscription record retrieved from the HSS.

For static IP address assignment (for MME see 3GPP TS
23.401 [3], clause 5.3.1.1, for SGSN see 3GPP TS 23.060
[35], clause 9.2.1, and for ePDG see 3GPP TS 23.402 [45]
PDN Address subclause 4.7.3), the MME/SGSN/ePDG shall set the IPv4
Allocation (PAA) address and/or IPv6 prefix length and IPv6 prefix and
Interface Identifier based on the subscribed values
received from HSS, if available. The value of PDN Type
field shall be consistent with the value of the PDN Type IE,
if present in this message.

For a Handover to Untrusted Non-3GPP IP Access with
GTP on S2b, the ePDG shall set the IPv4 address and/or
IPv6 prefix length and IPv6 prefix and Interface Identifier
based on the IP address(es) received from the UE.

If static IP address assignment is not used, and for
scenarios other than a Handover to Untrusted Non-3GPP
IP Access with GTP on S2b, the IPv4 address shall be set
to 0.0.0.0, and/or the IPv6 Prefix Length and IPv6 prefix
and Interface Identifier shall all be set to zero.

CO|This IE shall be sent by the MME/SGSN on S11/S4
interface during TAU/RAU/HO with SGW relocation.
Maximum APN C |This IE shall be included on the S4/S11 and S5/S8 APN Restriction 0
Restriction interfaces in the E-UTRAN initial attach, PDP Context
Activation and UE Requested PDN connectivity
procedures.

This IE denotes the most stringent restriction as required
by any already active bearer context. If there are no
already active bearer contexts, this value is set to the least
restrictive type.

Aggregate Maximum | C |This IE represents the APN-AMBR. It shall be included on AMBR 0
Bit Rate (APN-AMBR) the S4/S11, S5/S8 and S2b interfaces for an E-UTRAN
initial attach, UE requested PDN connectivity, the PDP
Context Activation procedure using S4, the PS mobility

PAA 0
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from the Gn/Gp SGSN to the S4 SGSN/MME procedures,
Attach with GTP on S2b and a UE initiated Connectivity to
Additional PDN with GTP on S2b.

Linked EPS Bearer ID

This IE shall be included on S4/S11 in RAU/TAU/HO
except in the Gn/Gp SGSN to MME/S4-SGSN
RAU/TAU/HO procedures with SGW change to identify the
default bearer of the PDN Connection

EBI

Protocol
Configuration Options
(PCO)

This IE is not applicable to TAU/RAU/Handover. If
MME/SGSN receives PCO from UE (during the attach
procedures), the MME/SGSN shall forward the PCO IE to
SGW. The SGW shall also forward it to PGW.

PCO

Bearer Contexts to be
created

Several IEs with the same type and instance value shall be
included on the S4/S11 and S5/S8 interfaces as necessary
to represent a list of Bearers. One single |IE shall be
included on the S2b interface.

One bearer shall be included for an E-UTRAN Initial
Attach, a PDP Context Activation, a UE requested PDN
Connectivity, an Attach with GTP on S2b, a UE initiated
Connectivity to Additional PDN with GTP on S2b and a
Handover to Untrusted Non-3GPP IP Access with GTP on
S2b.

One or more bearers shall be included for a
Handover/TAU/RAU with an SGW change.

Bearer Context

Bearer Contexts to be
removed

This IE shall be included on the S4/S11 interfaces for the
TAU/RAU/Handover cases where any of the bearers
existing before the TAU/RAU/Handover procedure will be
deactivated as consequence of the TAU/RAU/Handover
procedure.

For each of those bearers, an IE with the same type and
instance value shall be included.

Bearer Context

Trace Information

This IE shall be included on the S4/S11 interface if an
SGW trace is activated, and/or on the S5/S8 and S2b
interfaces if a PGW trace is activated. See 3GPP TS
32.422 [18].

Trace Information

Recovery

This IE shall be included on the S4/S11, S5/S8 and S2b
interfaces if contacting the peer node for the first time.

Recovery

MME-FQ-CSID

This IE shall be included by the MME on the S11 interface
and shall be forwarded by an SGW on the S5/S8 interfaces
according to the requirements in 3GPP TS 23.007 [17].

FQ-CSID

SGW-FQ-CSID

This IE shall included by the SGW on the S5/S8 interfaces
according to the requirements in 3GPP TS 23.007 [17].

FQ-CSID

ePDG-FQ-CSID

This IE shall be included by the ePDG on the S2b interface
according to the requirements in 3GPP TS 23.007 [17].

FQ-CSID

UE Time Zone

CoO

This IE shall be included by the MME over S11 during
Initial Attach, UE Requested PDN Connectivity procedure.

This IE shall be included by the SGSN over S4 during PDP
Context Activation procedure.

This IE shall be included by the MME/SGSN over S11/S4
TAU/RAU/Handover with SGW relocation.

If SGW receives this IE, SGW shall forward it to PGW
across S5/S8 interface.

UE Time Zone

User CSG
Information (UCI)

CoO

This IE shall be included on the S4/S11 interface for E-
UTRAN Initial Attach, UE-requested PDN Connectivity and
PDP Context Activation using S4 procedures if the UE is
accessed via CSG cell or hybrid cell. The MME/SGSN
shall also include it for TAU/RAU/Handover procedures if
the PGW has requested CSG info reporting and
MME/SGSN support CSG info reporting. The SGW shall
include this IE on S5/S8 if it receives the User CSG
information from MME/SGSN.

UcCl

Charging
Characteristics

This IE shall be included on the S4/S11, S5/S8 and S2b
interfaces according to 3GPP TS 32.251 [8]

Charging
Characteristics

MME/S4-SGSN LDN

This IE is optionally sent by the MME to the SGW on the
S11 interface and by the S4-SGSN to the SGW on the S4
interface (see 3GPP TS 32.423 [44]), when communicating

Local
Distinguished
Name (LDN)
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the LDN to the peer node for the first time.

SGW LDN

This IE is optionally sent by the SGW to the PGW on the
S5/S8 interfaces (see 3GPP TS 32.423 [44]), when
communicating the LDN to the peer node for the first time.

Local
Distinguished
Name (LDN)

ePDG LDN

This IE is optionally sent by the ePDG to the PGW on the
S2b interfaces (see 3GPP TS 32.423 [44]), when
contacting the peer node for the first time.

Local
Distinguished
Name (LDN)

Signalling Priority
Indication

CoO

The SGSN/MME shall include this IE on the S4/S11
interface if the UE indicates low access priority when
requesting to establish the PDN connection.

The SGW shall forward this IE in the Create Session
Request message on the S5/S8 interfaces if received from
the MME/SGSN.

Signalling Priority
Indication

Max MBR/APN-
AMBR

CoO

If the S4-SGSN supports Max MBR/APN-AMBR, this |IE
shall be included by S4-SGSN on the S4 interface in the
following cases:

- during PDP Context Activation using S4
procedures when Higher bitrates than 16 Mbps
flag is received either from RNC or from the old
SGSN through Identity Response message
(indicating Higher bitrates than 16 Mbps flag was
received) or a local Max MBR/APN-AMBR is
configured based on operator's policy.

- during inter SGSN RAU/Enhanced SRNS
Relocation with SGW relocation if Higher bitrates
than 16 Mbps flag is not included in the MM
Context IE in the Context Response message or in
the MM Context IE in the Forward Relocation
Request message from the old S4-SGSN, while it
is received from the target RNC or a local Max
MBR/APN-AMBR is configured based on
operator's policy.

- during PS mobility procedures from Gn/Gp SGSN
to S4-SGSN if Higher bitrates than 16 Mbps flag is
not included in the SGSN Context Response
message or in the Forward Relocation Request
message from the old Gn/Gp SGSN, while it is
received from the target RNC or a local Max
MBR/APN-AMBR is configured based on
operator's policy.

The IE shall be forwarded by SGW to PGW on S5/S8
interface during the PDP Context Activation using S4
procedures.

MMBR

Private Extension

o

This IE may be sent on the S5/S8, S4/S11 and S2b
interfaces.

Private Extension

VS

NOTE 1: The conditional PDN Type IE is redundant on the S4/S11 and S5/S8 interfaces (as the PAA |IE
contains exactly the same field). The receiver may ignore it. This IE is never sent on the S2b

interface.
3GPP TS 23.401 [3] (e.g. subclause 5.3.2.1) and 3GPP TS 23.060 [35] (e.g. subclause 9.2.2.1)

NOTE 2:

defines the MME/SGSN shall send the MS Info Change Reporting Support Indication to the PGW. In

such case MME/SGSN shall use the Change Reporting Support Indication and/or CSG Change
Reporting Support Indication (whichever is applicable), even if stage 2 refers to MS Info Change

Reporting Support Indication.
NOTES3: The methods that the ePDG may use to acquire the RAT type of the untrusted non-3GPP IP access
network are not specified in this release.
NOTE4: The PDN-GW can be informed about the type of access network used by the UE over several
reference points, see 3GPP TS 29.212 [30] for the mapping between the code values for the
different access network types.
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Table 7.2.1-2: Bearer Context to be created within Create Session Request

Octet 1 Bearer Context IE Type = 93 (decimal)

Octets 2 and 3 Length =n

Octet 4 Spare and Instance fields

Information P Condition / Comment IE Type Ins.
elements

EPS Bearer ID M EBI 0

TFT O |This IE may be included on the S4/S11 and S5/S8 Bearer TFT 0
interfaces.

S1-U eNodeB F-TEID| C |This IE shall be included on the S11 interface for X2-based F-TEID 0
handover with SGW relocation.

S4-U SGSN F-TEID C |This IE shall be included on the S4 interface if the S4-U F-TEID 1
interface is used.

S5/S8-U SGW F- C |This IE shall be included on the S5/S8 interface for an F-TEID 2

TEID "eUTRAN Initial Attach", a "PDP Context Activation" or a
"UE Requested PDN Connectivity".

S5/S8-U PGW F- C |[This IE shall be included on the S4 and S11 interfaces for F-TEID 3

TEID the TAU/RAU/Handover cases when the GTP-based
S5/S8 is used.

S12 RNC F-TEID CO |(This IE shall be included on the S4 interface if the S12 F-TEID 4
interface is used in the Enhanced serving RNS relocation
with SGW relocation procedure.

S2b-U ePDG F-TEID | C |This IE shall be included on the S2b interface for an Attach F-TEID 5
with GTP on S2b, a UE initiated Connectivity to Additional
PDN with GTP on S2b and a Handover to Untrusted Non-
3GPP IP Access with GTP on S2b.

Bearer Level QoS M Bearer QoS 0

Table 7.2.1-3: Bearer Context to be removed within Create Session Request

Octet 1 Bearer Context IE Type = 93 (decimal)
Octets 2 and 3 Length =n
Octet 4 Spare and Instance fields
Information P Condition / Comment IE Type Ins.
elements
EPS Bearer ID M EBI 0
S4-U SGSN F-TEID | C |This IE shall be sent on the S4 interface if the S4-U F-TEID 0
interface is used. See NOTE 1.
NOTE 1: The conditional S4-U SGSN F-TEID IE is redundant.

1.2.2 Create Session Response

The Create Session Response message shall be sent on the S11 interface by the SGW to the MME, and on the S5/S8
interface by the PGW to the SGW as part of the procedures:

- E-UTRAN Initial Attach
- UE reguested PDN connectivity

The message shall also be sent on $4 interface by the SGW to the SGSN, and on the S5/S8 interface by the PGW to the
SGW as part of the procedures:

- PDP Context Activation
The message shall also be sent on the S11 interface by the SGW to the MME as part of the procedures:
- Tracking Area Update procedure with SGW change
- S1/X2-based handover with SGW change
- UTRAN lu mode to E-UTRAN Inter RAT handover with SGW change

- GERAN A/Gb mode to E-UTRAN Inter RAT handover with SGW change
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3G Gn/Gp SGSN to MME combined hard handover and SRNS relocation procedure

Gn/Gp SGSN to MME Tracking Area Update procedure

Routing Area Update with MME interaction and with SGW change

Gn/Gp SGSN to 4 SGSN Routing Area Update

Inter SGSN Routeing Area Update Procedure and Combined Inter SGSN RA / LA Update using 4 with SGW

change

lu mode RA Update Procedure using S4 with SGW change
E-UTRAN to UTRAN lu mode Inter RAT handover with SGW change

E-UTRAN to GERAN A/Gb mode Inter RAT handover with SGW change

Serving RNS relocation using $4 with SGW change

Combined hard handover and SRNS relocation using $4 with SGW change

Combined Cell / URA update and SRNS relocation using S4 with SGW change

Enhanced serving RNS relocation with SGW relocation

Initial Attach with GTP on S2b

UE initiated Connectivity to Additional PDN with GTP on S2b

Handover to Untrusted Non-3GPP | P Access with GTP on S2b

If handling of default bearer fails, then cause at the message level shall be afailure cause.

Possible Cause values are specified in Table 8.4-1. Message specific cause values are:

"Request accepted”.

"Request accepted partially".

"New PDN type due to network preference’”.
"New PDN type due to single address bearer only".
"Missing or unknown APN".

"GRE key not found".

"Preferred PDN type not supported".

"All dynamic addresses are occupied”.

"UE context without TFT already activated”.
"Remote peer not responding”.

"Semantic error in the TFT operation”.
"Syntactic error in the TFT operation”.
"Semantic errors in packet filter(s)".
"Syntactic errorsin packet filter(s)".

"User authentication failed".
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- "APN access denied — no subscription”.

- "APN Restriction type incompatibility with currently active PDN Connection".
- "Version not supported by next peer".

- "Denied in RAT".

- "Protocol type not supported”.

- "APN congestion”.
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Information
elements

P

Condition / Comment

IE Type

Ins.

Cause

M

See NOTE2.

Cause

Change Reporting
Action

C

This IE shall be included on the S5/S8 and S4/S11
interfaces with the appropriate Action field if the location
Change Reporting mechanism is to be started or stopped
for this subscriber in the SGSN/MME.

Change Reporting
Action

CSG Information
Reporting Action

CoO

This IE shall be included on the S5/S8 and S4/S11
interfaces with the appropriate Action field if the CSG Info
reporting mechanism is to be started or stopped for this
subscriber in the SGSN/MME.

CSG Information
Reporting Action

Sender F-TEID for
Control Plane

This IE shall be sent on the S11/S4 interfaces. For the
S5/S8/S2b interfaces it is not needed because its content
would be identical to the IE PGW S5/S8/S2b F-TEID for
PMIP based interface or for GTP based Control Plane
interface.

F-TEID

PGW S5/S8/S2b F-
TEID for PMIP based
interface or for GTP
based Control Plane
interface

PGW shall include this IE on the S5/S8 interfaces during
the Initial Attach, UE requested PDN connectivity and PDP
Context Activation procedures.

If SGW receives this IE it shall forward the IE to MME/S4-
SGSN on S11/S4 interaface.

This IE shall include the TEID in the GTP based S5/S8
case and the GRE key in the PMIP based S5/S8 case.

In PMIP based S5/S8 case, same IP address is used for
both control plane and the user plane communication.

PGW shall include this IE on the S2b interface during the
Attach with GTP on S2b, UE initiated Connectivity to
Additional PDN with GTP on S2b and Handover to
Untrusted Non-3GPP IP Access with GTP on S2b
procedures.

F-TEID

PDN Address
Allocation (PAA)

This IE shall be included on the S5/S8, S4/S11 and S2b
interfaces for the E-UTRAN initial attach, PDP Context
Activation, UE requested PDN connectivity, Attach with
GTP on S2b, UE initiated Connectivity to Additional PDN
with GTP on S2b and Handover to Untrusted Non-3GPP IP
Access with GTP on S2b procedures.

The PDN type field in the PAA shall be set to IPv4, or IPv6
or IPv4v6 by the PGW.

For the interfaces other than S2b, if the DHCPv4 is used
for IPv4 address allocation, the IPv4 address field shall be
set to 0.0.0.0.

PAA

APN Restriction

This IE shall be included on the S5/S8 and S4/S11
interfaces in the E-UTRAN initial attach, PDP Context
Activation and UE Requested PDN connectivity
procedures.

This IE shall also be included on S4/S11 during the Gn/Gp
SGSN to S4 SGSN/MME RAU/TAU procedures.

This |IE denotes the restriction on the combination of types
of APN for the APN associated with this EPS bearer
Context.

APN Restriction

Aggregate Maximum
Bit Rate (APN-AMBR)

This IE represents the APN-AMBR. It shall be included on
the S5/S8, S4/S11 and S2b interfaces if the received APN-
AMBR has been modified by the PCRF.

AMBR

Linked EPS Bearer ID

This IE shall be sent on the S4/S11 interfaces during
Gn/Gp SGSN to S4-SGSN/MME RAU/TAU procedure to
identify the default bearer the PGW selects for the PDN
Connection.

EBI

Protocol
Configuration Options
(PCO)

This IE is not applicable for TAU/RAU/Handover. If PGW

decides to return PCO to the UE, PGW shall send PCO to
SGW. If SGW receives the PCO IE, SGW shall forward it

to MME/SGSN.

PCO

Bearer Contexts
created

EPS bearers corresponding to Bearer Contexts sent in
request message. Several IEs with the same type and
instance value may be included on the S5/S8 and S4/S11
as necessary to represent a list of Bearers. One single IE

Bearer Context
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shall be included on the S2b interface.

One bearer shall be included for E-UTRAN Initial Attach,
PDP Context Activation or UE Requested PDN
Connectivity , Attach with GTP on S2b, UE initiated
Connectivity to Additional PDN with GTP on S2b, and
Handover to Untrusted Non-3GPP IP Access with GTP on
S2bhb.

One or more created bearers shall be included for a
Handover/TAU/RAU with an SGW change. See NOTE 2.

Bearer Contexts
marked for removal

EPS bearers corresponding to Bearer Contexts to be
removed that were sent in the Create Session Request
message.

For each of those bearers an IE with the same type and
instance value shall be included on the S4/S11 interfaces.

Bearer Context

Recovery

This IE shall be included on the S4/S11, S5/S8 and S2b
interfaces if contacting the peer for the first time

Recovery

Charging Gateway
Name

When Charging Gateway Function (CGF) Address is
configured, the PGW shall include this IE on the S5
interface.

See NOTE 1.

FQDN

Charging Gateway
Address

When Charging Gateway Function (CGF) Address is
configured, the PGW shall include this IE on the S5
interface. See NOTE 1.

IP Address

PGW-FQ-CSID

This IE shall be included by the PGW on the S5/S8 and
S2b interfaces and, when received from S5/S8 be
forwarded by the SGW on the S11 interface according to
the requirements in 3GPP TS 23.007 [17].

FQ-CSID

SGW-FQ-CSID

This IE shall be included by the SGW on the S11 interface
according to the requirements in 3GPP TS 23.007 [17].

FQ-CSID

SGW LDN

This IE is optionally sent by the SGW to the MME/SGSN
on the S11/S4 interfaces (see 3GPP TS 32.423 [44]),
when communicating the LDN to the peer node for the first
time.

Local
Distinguished
Name (LDN)

PGW LDN

This IE is optionally included by the PGW on the S5/S8
and S2b interfaces (see 3GPP TS 32.423 [44]), when
communicating the LDN to the peer node for the first time.

Local
Distinguished
Name (LDN)

PGW Back-Off Time

This IE may be included on the S5/S8 and S4/S11
interfaces when the PDN GW rejects the Create Session
Request with the cause "APN congestion”. It indicates the
time during which the MME or S4-SGSN should refrain
from sending subsequent PDN connection establishment
requests to the PGW for the congested APN for services
other than Service Users/emergency services.

See NOTE 3.

EPC Timer

Private Extension

o

This IE may be sent on the S5/S8, S4/S11 and S2b
interfaces.

Private Extension

VS

NOTE1:

time. When both are available, the operator configures a preferred value.

NOTEZ2:

Both Charging Gateway Name and Charging Gateway Address shall not be included at the same

If the SGW cannot accept any of the "Bearer Context Created" IEs within Create Session Request

message, the SGW shall send the Create Session Response with appropriate reject Cause value.

NOTE 3:

from that PGW and for this APN in the MME/SGSN.

The last received value of the PGW Back-Off Time IE shall supersede any previous values received
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Table 7.2.2-2: Bearer Context Created within Create Session Response

Octets 1 Bearer Context IE Type = 93 (decimal)

Octets 2 and 3 Length =n

Octets 4 Spare and Instance fields

Information P Condition / Comment IE Type Ins.
elements

EPS Bearer ID M EBI 0

Cause M |This IE shall indicate if the bearer handling was successful, Cause 0
and if not, it gives information on the reason. (NOTEL,
NOTE2, NOTE3)

TFT O |This IE may be included on the S4/S11, S5/S8 and S2b Bearer TFT 0
interfaces.

S1-U SGW F-TEID C |This IE shall be included on the S11 interface if the S1-U F-TEID 0
interface is used.

S4-U SGW F-TEID C |This IE shall be included on the S4 interface if the S4-U F-TEID 1
interface is used.

S5/S8-U PGW F- C |For GTP-based S5/S8, this User Plane IE shall be included F-TEID 2

TEID on S4/S11 and S5/S8 interfaces during the "eUTRAN Initial
Attach”, a "PDP Context Activation" or a "UE Requested
PDN Connectivity".

S12 SGW F-TEID C [This IE shall be included on the S4 interface if the S12 F-TEID 3
interface is used.

S2b-U PGW F-TEID | C |This IE (for user plane) shall be included on the S2b F-TEID 4
interface during the Attach with GTP on S2b, UE initiated
Connectivity to Additional PDN with GTP on S2b, and
Handover to Untrusted Non-3GPP IP Access with GTP on
S2b.

Bearer Level QoS C |This IE shall be included on the S5/S8, S4/S11 and S2b Bearer QoS 0

interfaces if the received QoS parameters have been
modified.

C |This IE shall be included on the S5/S8 interface for an E-
UTRAN initial attach, a PDP Context Activation and a UE
requested PDN connectivity.

Charging Id O |[If the S5/S8 interface is GTP, this IE may be included on Charging Id 0

the S4 interface, in order to support CAMEL charging at
the SGSN, for a PDP Context Activation, inter S4-SGSN
RAU with SGW change and Gn/Gp to S4-SGSN RAU.

Bearer Flags O |Applicable flags are: Bearer Flags 0

- PPC (Prohibit Payload Compression) : this flag
may be set on the S5/S8 and S4/S11 interfaces.

NOTE1:

NOTE2:

NOTES:

According to 3GPP TS 23.401 [3] e.g. subclause 5.5.1.2.2 "S1-based handover, normal" and 3GPP
TS 23.060 [35], during the handover procedure with an SGW change, except in the case of X2-
handover (NOTEZ2 addresses X2 based HO with SGW change case), the target MME/S4-SGSN
initiates the Create Session Request/Response and Modify Bearer Request/Response procedures
one after the other. After receiving the "Bearer Context to be Created" IEs within Create Session
Request message, the SGW may not accept some of these bearers. The SGW however shall return
all bearers with the "Bearer Context Created" IEs within Create Session Response message (this
table), but with different Cause values. Bearers that were not accepted by the SGW shall have an
appropriate rejection value in the Cause IE. The target MME/S4-SGSN shall send these non-
accepted bearers to the target SGW within the "Bearer Context to be removed" IE in a subsequent
Modify Bearer Request message. Therefore, the SGW shall allocate the DL S5/S8 SGW F-TEIDs
also for the non-accepted bearers. MME/S4-SGSN should remove all of the non-accepted bearers by
separate procedures (e.g. an MME/S4-SGSN initiated Dedicated Bearer Deactivation procedure).
According to 3GPP TS 23.401 [3] subclause 5.5.1.1.3, "X2-based handover with Serving GW
relocation”, and 3GPP TS 23.060 [35] subclause 6.9.2.2.5A "Enhanced Serving RNS Relocation
Procedure using S4", during the X2-handover procedure with an SGW change and Enhanced
Serving RNS Relocation Procedure with an SGW change, the target MME/S4-SGSN shall initiate
only the Create Session Request/Response procedure. The SGW shall return all bearers (including
those not accepted by the SGW) with a "Bearer Context Created" |IE within Create Session
Response message (this table), but with different Cause values. Bearers that were not accepted by
the SGW shall have an appropriate rejection value in the Cause IE, The MME/S4-SGSN should
remove these non-accepted bearers by separate procedures as well.

According to 3GPP TS 23.401 [3] e.g. subclause 5.3.3.1 "Tracking Area Update procedure with
Serving GW change" and 3GPP TS 23.060 [35], during the RAU/TAU procedure with an SGW
change, the target MME/S4-SGSN shall initiate only the Create Session Request/Response
procedure. The SGW shall return all bearers (including those not accepted by the SGW) with a
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"Bearer Context Created” IE within Create Session Response message (this table), but with different
Cause values. Bearers that were not accepted by the SGW shall have an appropriate rejection value
in the Cause IE. When Active Flag or Follow-on request is set during TAU/RAU procedure, MME/S4-
SGSN should not establish user plane tunnel over S1 or lu for those bearer contexts which were not
accepted by the target SGW, while in the corresponding Modify Bearer Request message, the
MME/S4-SGSN shall include all accepted bearer contexts in the "Bearer Context to be modified" IE
and include all non-accepted bearer contexts in the "Bearer Context to be removed" IE. The
MME/S4-SGSN should remove the bearers non-accepted by either SGW or eNB/RNC by separate
procedures as well.

Table 7.2.2-3: Bearer Context marked for removal within a Create Session Response

Octet 1 Bearer Context IE Type = 93 (decimal)
Octets 2 and 3 Length =n
Octet 4 Spare and Instance fields
Information P Condition / Comment IE Type Ins.
elements
EPS Bearer ID M EBI 0
Cause M |This IE shall indicate if the bearer handling was successful, Cause 0
and if not, gives the information on the reason.

7.2.3 Create Bearer Request

The direction of this message shall be from PGW to SGW and from SGW to MME/S4-SGSN, and from PGW to ePDG

(see Table 6.1-1).

The Create Bearer Request message shall be sent on the S5/S8 interface by the PGW to the SGW and on the S11
interface by the SGW to the MME as part of the Dedicated Bearer Activation procedure.

The message shall also be sent on the S5/S8 interface by the PGW to the SGW and on the $4 interface by the SGW to
the SGSN as part of the Secondary PDP Context Activation procedure or the Network Requested Secondary PDP
Context Activation procedure.

The message shall also be sent on the S2b interface by the PGW to the ePDG as part of the Dedicated S2b bearer

activation with GTP on S2b.
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Table 7.2.3-1: Information Elements in a Create Bearer Request

Information P Condition / Comment IE Type Ins.
elements
Procedure C |This IE shall be sent on the S5/S8 and S4/S11 interfaces PTI 0
Transaction Id (PTI) when the procedure was initiated by a UE Requested

Bearer Resource Modification Procedure or Secondary
PDP Context Activation Procedure.

The PTI shall be the same as the one used in the
corresponding Bearer Resource Command.

Linked Bearer Identity| M |This IE shall be included to indicate the default bearer EBI 0

(LBI) associated with the PDN connection.

Protocol O |This IE may be sent on the S5/S8 and S4/S11 interfaces. PCO 0

Configuration Options

(PCO)

Bearer Contexts M |Several IEs with this type and instance values shall be Bearer Context 0
included as necessary to represent a list of Bearers.

PGW-FQ-CSID C |This IE shall be included by the PGW on the S5/S8 and FQ-CSID 0

S2b interfaces and, when received from S5/S8 be
forwarded by the SGW on the S11 interface according to
the requirements in 3GPP TS 23.007 [17].

SGW-FQ-CSID C |This IE shall be included by the SGW on the S11 interface FQ-CSID 1
according to the requirements in 3GPP TS 23.007 [17].

Change Reporting C |This IE shall be included on the S5/S8 and S4/S11 Change Reporting| 0

Action interfaces with the appropriate Action field If the location Action

Change Reporting mechanism is to be started or stopped
for this subscriber in the SGSN/MME.

CSG Information CO|This IE shall be included on the S5/S8 and S4/S11 CSG Information | 0
Reporting Action interfaces with the appropriate Action field if the CSG Info | Reporting Action
reporting mechanism is to be started or stopped for this
subscriber in the SGSN/MME.

Private Extension O |This IE may be sent on the S5/S8, S4/S11 and S2b Private Extension | VS
interfaces.

NOTE: Inthe case that the procedure was initiated by a UE Requested Bearer Resource Modification Procedure
or Secondary PDP Context Activation Procedure, then there will be only one instance of the Bearer
Contexts | E in the Create Bearer Request.

ETSI



3GPP TS 29.274 version 10.4.1 Release 10 42 ETSI TS 129 274 V10.4.1 (2011-10)

Table 7.2.3-2: Bearer Context within Create Bearer Request

Octets 1 Bearer Context IE Type = 93 (decimal)
Octets 2 and 3 Length =n
Octets 4 Spare and Instance fields
Information P Condition / Comment IE Type Ins.
elements
EPS Bearer ID M |This IE shall be set to 0. EBI 0
TFT M |This IE can contain both uplink and downlink packet filters Bearer TFT 0
to be sent to the UE or the ePDG. Downlink packet filters
are also used by SGW for PMIP based S5/8 interfaces.
S1-U SGW F-TEID C |This IE shall be sent on the S11 interface if the S1-U F-TEID 0
interface is used.
S5/8-U PGW F-TEID | C |This IE shall be sent on the S4, S5/S8 and S11 interfaces F-TEID 1
for GTP-based S5/S8 interface. The MME/SGSN shall
ignore the |E on S11/S4 for PMIP-based S5/S8 interface.
S12 SGW F-TEID C |This IE shall be sent on the S4 interface if the S12 F-TEID 2
interface is used.
S4-U SGW F-TEID C [This IE shall be sent on the S4 interface if the S4-U F-TEID 3
interface is used.
S2b-U PGW F-TEID | C |This IE (for user plane) shall be sent on the S2b interface. F-TEID 4
Bearer Level QoS M Bearer QoS 0
C |This IE shall be sent on the S5/S8 interface.
. O |If the S5/S8 interface is GTP, this IE may be sent on the .
Charging Id S4 interface, in order to support CAMELycharging at the Charging Id 0
SGSN.
Bearer Flags O |Applicable flags are: Bearer Flags 0
- PPC (Prohibit Payload Compression) : this flag
may be set on the S5/S8 and S4/S11 interfaces
Protocol O |This IE may be sent on the S5/S8 and S4/S11 interfaces. PCO 0
Configuration Options This bearer level IE takes precedence over the PCO IE in
(PCO) the message body if they both exist.

7.2.4 Create Bearer Response

The Create Bearer Response message shall be sent on the S5/S8 interface by the SGW to the PGW, and on the S11
interface by the MME to the SGW as part of the Dedicated Bearer Activation procedure.

The message shall also be sent on the S5/S8 interface by the SGW to the PGW and on the $4 interface by the SGSN to
the SGW as part of Secondary PDP Context Activation procedure or the Network Requested Secondary PDP Context
Activation procedure.

The message shall also be sent on the S2b interface by the ePDG to the PGW as part of the Dedicated S2b bearer
activation with GTP on S2b.

Possible Cause values are specified in Table 8.4-1. Message specific cause values are;
- "Request accepted".
- "Regquest accepted partially”.
- "Context not found".
- "Semantic error inthe TFT operation”.
- "Syntactic error in the TFT operation”.
- "Semantic errorsin packet filter(s)".
- "Syntactic errorsin packet filter(s)".
- "Service not supported".
- "Unableto page UE".
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- "UE not responding"”.

- "Unable to page UE due to Suspension”.

- "UErefuses'.

- "Denied in RAT".

- "UE context without TFT already activated”.

Table 7.2.4-1: Information Elements in a Create Bearer Response

Information P Condition / Comment IE Type Ins.
elements
Cause M Cause 0
Bearer Contexts M |Several IEs with this type and instance value shall be Bearer Context 0

included on the S4/S11, S5/S8 and S2b interfaces as
necessary to represent a list of Bearers.

Recovery C |This IE shall be included on the S4/S11, S5/S8 and S2b Recovery 0
interfaces if contacting the peer for the first time
MME-FQ-CSID C |This IE shall be included by the MME on the S11 FQ-CSID 0

interfaceand shall be forwarded by the SGW on the S5/S8
interfaces according to the requirements in 3GPP TS
23.007 [17].

SGW-FQ-CSID C |This IE shall be included by the MME on the S11 FQ-CSID 1
interfaceand shall be forwarded by the SGW on the S5/S8
interfaces according to the requirements in 3GPP TS

23.007 [17].
ePDG-FQ-CSID C |This IE shall be included by the ePDG on the S2b interface FQ-CSID 2
according to the requirements in 3GPP TS 23.007 [17].
Protocol C |If the UE includes the PCO IE, then the MME/SGSN shall PCO 0
Configuration Options copy the content of this |IE transparently from the PCO IE
(PCO) included by the UE. If the SGW receives PCO from

MME/SGSN, SGW shall forward it to the PGW.

O |This IE is optionally included by the MME on the S11
interface or by the SGSN on the S4 interface.

UE Time Zone CO|The SGW shall forward this IE on the S5/S8 interface if the | UE Time Zone 0
SGW supports this IE and it receives it from the
MME/SGSN.

O |This IE is optionally included by the MME on the S11
interface or by the SGSN on the S4 interface.

User Location

; CO|The SGW shall forward this IE on the S5/S8 interface if the ULI 0
Information (ULI) SGW supports this IE and it receives it from the
MME/SGSN.
Private Extension O |This IE may be sent on the S5/S8, S4/S11 and S2b Private Extension | VS
interfaces.
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Table 7.2.4-2: Bearer Context within Create Bearer Response

Octet 1 Bearer Context IE Type = 93 (decimal)

Octets 2 and 3 Length =n

Octet 4 Spare and Instance fields

Information P Condition / Comment IE Type Ins.
elements

EPS Bearer ID M EBI 0

Cause M |This IE shall indicate if the bearer handling was successful, Cause 0
and if not, it gives information on the reason.

S1-U eNodeB F-TEID| C |This IE shall be sent on the S11 interface if the S1-U F-TEID 0
interface is used.

S1-U SGW F-TEID C |This IE shall be sent on the S11 interface. It shall be used F-TEID 1
to correlate the bearers with those in the Create Bearer
Request.

S5/8-U SGW F-TEID | C |This IE shall be sent on the S5/S8 interfaces. F-TEID 2

S5/8-U PGW F-TEID | C |This IE shall be sent on the S5/S8 interfaces. It shall be F-TEID 3
used to correlate the bearers with those in the Create
Bearer Request.

S12 RNC F-TEID C |This IE shall be sent on the S4 interface if the S12 F-TEID 4
interface is used.

S12 SGW F-TEID C |[This IE shall be sent on the S4 interface. It shall be used to F-TEID 5
correlate the bearers with those in the Create Bearer
Request.

S4-U SGSN F-TEID C |This IE shall be sent on the S4 interface if the S4-U F-TEID 6
interface is used.

S4-U SGW F-TEID C |This IE shall be sent on the S4 interface. It shall be used to F-TEID 7
correlate the bearers with those in the Create Bearer
Request.

S2b-U ePDG F-TEID | C |This IE shall be sent on the S2b interface. F-TEID 8
S2b-U PGW F-TEID | C |This IE shall be sent on the S2b interface. It shall be used F-TEID 9
to correlate the bearers with those in the Create Bearer

Request.
Protocol CO|If the UE includes the PCO IE in the corresponding PCO 0
Configuration Options Activate dedicated EPS bearer context accept message,
(PCO) then the MME/SGSN shall copy the content of this IE

transparently from the PCO IE included by the UE. If the

SGW receives PCO from MME/SGSN, SGW shall forward

it to the PGW. This bearer level |IE takes precedence over

the PCO IE in the message body if they both exist.

7.2.5 Bearer Resource Command

A Bearer Resource Command message shall be sent from a MME to a SGW and forwarded to PGW as a part of the UE
requested bearer resource allocation procedure or UE requested bearer resource modification procedure (which is used
also for a dedicated bearer deactivation).

The message shall also be sent on the $4 interface by a SGSN to a SGW and on the S5/S8 interface by a SGW to a
PGW as part of the MSinitiated PDP Context modification procedure, or secondary PDP context activation procedure.

Table 7.2.5-1 specifies the presence of the |Es in the message.
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Table 7.2.5-1: Information Elements in a Bearer Resource Command

Information P Condition / Comment IE Type Ins.
elements

Linked EPS Bearer ID| M EBI 0
(LBI)
Procedure M PTI 0
Transaction Id (PTI)
Flow Quality of C |This IE shall be included on the S4/S11 interface if the Flow QoS 0
Service (Flow QoS) "Requested New QoS"/"Required QoS" is included in the

corresponding NAS message (see section 9.5.10 and
section 9.5.15a in 3GPP TS 24.008 [5]) or the "Required
traffic flow QoS" is included in the corresponding NAS
message (see section 8.3.8 and section 8.3.10 in 3GPP
TS 24.301 [23)).

If SGW receives this IE, SGW shall forward it to PGW
across S5/S8 interface.

Traffic Aggregate M |The TAD consists of the description of the packet filter(s) TAD 0
Description (TAD) for a traffic flow aggregate.
RAT Type C |This IE shall be included for MS initiated PDP Context RAT Type 0

modification procedure and Secondary PDP context
activation procedure.

Serving Network O |This IE may be included in the MS initiated PDP Context Serving Network | 0
modification procedure.

User Location O |This IE may be included in the MS initiated PDP Context ULlI 0

Information (ULI) modification procedure.

EPS Bearer ID C |This IE indicates the EPS Bearer that needs to be EBI 1

modified. It shall be included for MS initiated PDP Context

modification procedure. For EUTRAN this IE shall be

present if it is triggered by the NAS Bearer Resource

Modification Request message and its value shall be set to

the value of the "EPS bearer identity for packet filter" IE

received in that NAS message.

Indication Flags O |This IE shall be included if any one of the applicable flags Indication 0

is setto 1.

Applicable flags:

- Change Reporting Support Indication: this flag

may be included in the MS initiated PDP Context
modification procedure.

- Direct Tunnel Flag: this flag may be included in the
MS initiated PDP Context Modification procedure.

S4-U SGSN F-TEID C |[This IE shall be included on the S4 interface when direct F-TEID 0
tunnel is not established in the MS initiated PDP Context
modification procedure

S12 RNC F-TEID C |This IE shall be included on the S4 interface when direct F-TEID 1
tunnel flag is set to 1 in the MS initiated PDP Context
modification procedure.

Protocol (0] PCO 0

Configuration Options

(PCO)

Signalling Priority CO|The SGSN/MME shall include this IE on the S4/S11 Signalling Priority | 0

Indication interface if the UE indicates low access priority during the Indication
procedure.

The SGW shall forward this IE on the S5/S8 interfaces if
received from the MME/SGSN.
Private Extension O Private Extension| VS

NOTE: Depending on the protocol type on the S5/S8 interface, the SGW or the PGW will determineif the UE is
requesting an Allocation/M odification operation of bearer resources for atraffic flow aggregate based on
the TFT operation code and the packet filter ID value in the Traffic Aggregate (TAD) |E and/or the
presence of the EPS Bearer ID IE.
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7.2.6 Bearer Resource Failure Indication

A Bearer Resource Failure Indication shall be sent by the PGW to an SGW and forwarded to the MME to indicate
failure of the UE requested bearer resource allocation procedure or UE requested bearer resource modification
procedure.

The message shall also be sent by a PGW to an SGW and forwarded to an SGSN as part of the failure of an MS
initiated PDP Context modification procedure or secondary PDP context activation procedure.

Table 7.2.6-1 specifies the presence of the |Es in the message.
Possible Cause values are specified in Table 8.4-1. Message specific cause values are;
- "User authentication failed".
- "Semantic error in the TAD operation”.
- "Syntactic error in the TAD operation”.
- "Semantic errorsin packet filter(s)".
- "Syntactic errorsin packet filter(s)".
- "Collision with network initiated request”.
- "Servicedenied".

"Bearer handling not supported”.

Table 7.2.6-1: Information Elements in a Bearer Resource Failure Indication

Information P Condition / Comment IE Type Ins.
elements
Cause M Cause 0
Linked EPS Bearer ID| M [See subclause 6.1.1 "Presence requirements of EBI 0
Information Elements".
Procedure M |See subclause 6.1.1 "Presence requirements of PTI 0
Transaction ID (PTI) Information Elements".
Recovery (0] Recovery 0
Private Extension 0] Private Extension | VS

7.2.7 Modify Bearer Request
The direction of this message shall be from MME/S4-SGSN to SGW and/or from SGW to PGW (see Table 6.1-1).

The Modify Bearer Request message shall only be sent on the S11 interface by the MME to the SGW and on the S5/S8
interfaces by the SGW to the PGW as part of the procedures:

- E-UTRAN Tracking Area Update without SGW Change

- UE triggered Service Request

- Sl-based Handover

- UTRAN lumode to E-UTRAN Inter RAT handover

-  GERAN A/Gb modeto E-UTRAN Inter RAT handover

- E-UTRAN Initial Attach

- UE requested PDN connectivity

- 3G SGSN to MME combined hard handover and SRNS rel ocation procedure
- X2-based handover without SGW relocation
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It shall also only be sent on the $4 interface by the SGSN to the SGW and on the S5/S8 interfaces by the SGW to the
PGW as part of the procedures:

- Routeing Area Update with MME interaction and without SGW change

- E-UTRAN to UTRAN lu mode Inter RAT handover

- E-UTRAN to GERAN A/Gb mode Inter RAT handover

- Inter SGSN Routeing Area Update Procedure and Combined Inter SGSN RA / LA Update to S4 SGSNs without
SGW change

- lumode RA Update Procedure without SGW change
- Serving RNS Relocation Procedure
- Combined Hard Handover and SRNS Relocation Procedure
- Combined Cell / URA Update and SRNS Relocation Procedure
- Enhanced Serving RNS Relocation without SGW relocation
- UE Initiated Service Request Procedure
- lumode to A/Gb mode Intra SGSN Change
- A/Gb mode to lu mode Intra SGSN Change
- lumode to A/Gb mode Inter-SGSN Change
- A/Gb mode to lu mode Inter-SGSN Change
- Paging Response with no established user plane on 4
- PDP Context Activation Procedure
only on the $4 interface by the SGSN to the SGW as part of the procedures:
- RAB Assignment Procedure

- SRVCC from E-UTRAN to UTRAN or GERAN with DTM HO support procedures and SRV CC from UTRAN
(HSPA) to UTRAN or GERAN with DTM HO support.

and only on the S5/S8 interfaces by the SGW to the PGW as part of the procedures:
- Tracking Area Update procedure with SGW change
- Gn/Gp SGSN to S4 SGSN Routing Area Update
- X2 based handover with SGW relocation
- Gn/Gp SGSN to MME Tracking Area Update
- Enhanced Serving RNS Relocation with SGW relocation
- Routeing Area Update with MME interaction and with SGW change

- Inter SGSN Routeing Area Update Procedure and Combined Inter SGSN RA / LA Update using $4 with SGW
change

- lumode RA Update Procedure using $4 with SGW change

If the optional network triggered service restoration feature is supported by the MME, SGSN and SGW, then the
Modify Bearer Request message shall also be sent as part of the network triggered service restoration procedure with
ISR during anintraMME TAU and an intra S4-SGSN RAU procedure for UEs that had