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Foreword
This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where:
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.

Introduction

The present document is part 14 of a multi-part TS covering the 3" Generation Partnership Project: Technical
Specification Group Core Network and Terminals, Open Service Access (OSA); Application Programming Interface
(API), asidentified below. The API specification (3GPP TS 29.198) is structured in the following Parts:

Part 1: "Overview";

Part 2: "Common Data Definitions”;
Part 3: "Framework";

Part 4: "Cdl Control";

Sub-part 1: "Call Control Common Definitions*;
Sub-part 2: "Generic Call Control SCF";
Sub-part 3: "Multi-Party Call Control SCF";
Sub-part 4: "Multi-Media Call Control SCF";

Sub-part 5: "Conference Call Control SCF"; (not part of 3GPP Release 6)
Part 5: "User Interaction SCF";
Part 6: "Mobility SCF";
Part 7: "Terminal Capabilities SCF";
Part 8: "Data Session Control SCF";
Part 9: "Generic Messaging SCF"; (not part of 3GPP Release 6)
Part 10: "Connectivity Manager SCF"; (not part of 3GPP Release 6)
Part 11: " Account Management SCF";
Part 12: "Charging SCF".
Part 13: "Policy Management SCF";
Part 14: " Presence and Availability Management SCF";
Part 15: "Multi Media Messaging SCF"; (new in Release 6)

The M apping specification of the OSA APIsand network protocols (3GPP TR 29.998) is also structured as above.
A mapping to network protocolsis however not applicable for all Parts, but the numbering of Partsis kept.
Also in case a Part is not supported in a Release, the numbering of the parts is maintained.
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OSA API specifications 29.198-family OSA API Mapping - 29.998-family

29.198-01 | Overview 29.998-01 Overview

29.198-02 | Common Data Definitions 29.998-02 Not Applicable

29.198-03 | Framework 29.998-03 Not Applicable

Call 29.198- 29.198- | 29.198- 29.198- 29.998-04-1 Generic Call Control — CAP mapping

Control 04-1 04-2 04-3 04-4 29.998-04-2 Generic Call Control — INAP mapping

(CO) Common | Generic | Multi- Multi- 29.998-04-3 | Generic Call Control — Megaco mapping

SCF CCdata | CCSCF | PatyCC | mediaCC | 29.998-04-4 Multiparty Call Control —|SC mapping

definitions SCF SCF

29.198-05 | User Interaction SCF 29.998-05-1 User Interaction — CAP mapping
29.998-05-2 User Interaction — INAP mapping
29.998-05-3 User Interaction — Megaco mapping
29.998-05-4 User Interaction — SM'S mapping

29.198-06 | Mohbility SCF 29.998-06 User Status and User Location — MAP mapping

29.198-07 | Termina Capabilities SCF 29.998-07 Not Applicable

29.198-08 | Data Session Control SCF 29.998-08 Data Session Control — CAP mapping

29.198-09 | Generic Messaging SCF 29.998-09 Not Applicable

29.198-10 | Connectivity Manager SCF 29.998-10 Not Applicable

29.198-11 | Account Management SCF 29.998-11 Not Applicable

29.198-12 | Charging SCF 29.998-12 Not Applicable

29.198-13 | Policy Management SCF 29.998-13 Not Applicable

29.198-14 | Presence & Availability M anagement SCF 29.998-14 Not Applicable

29.198-15 | Multi-media Messaging SCF 29.998-15 Not Applicable
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1 Scope

The present document is part 14 of the Stage 3 specification for an Application Programming I nterface (API) for Open
Service Access (OSA).

The OSA specifications define an architecture that enables application developers to make use of network functionality
through an open standardised interface, i.e. the OSA APIs. The concepts and the functional architecture for the OSA
are contained in 3GPP TS 23.198 [3]. The requirements for OSA are contained in 3GPP TS 22.127 [2].

The present document specifies the Presence and Availability Management Service Capability Feature (SCF) aspects of
theinterface. All aspects of the Presence and Availability Management SCF are defined here, these being:

¢ Sequence Diagrams

¢ ClassDiagrams

* Interface specification plus detailed method descriptions
e State Transition diagrams

» DataDefinitions

e |IDL Description of the interfaces

The process by which this task is accomplished is through the use of object modelling techniques described by the
Unified Modelling Language (UML).

This specification has been defined jointly between 3GPP TSG CT WG5, ETSI TISPAN and the Parlay Group, in co-
operation with a number of JAIN™ Community member companies.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

« References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

e For aspecific reference, subsequent revisions do not apply.

* For anon-specific reference, the latest version applies. 1n the case of areference to a 3GPP document (including
a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TS 29.198-1: "Open Service Access, Application Programming Interface; Part 1:
Overview".
[2] 3GPP TS 22.127: " Service Requirement for the Open Service Access (OSA); Stage 1".
[3] 3GPP TS 23.198: "Open Service Access (OSA); Stage 2".
3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in TS 29.198-1 [1] apply.
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3.2 Abbreviations

For the purposes of the present document, the abbreviations given in TS 29.198-1 [1] apply.

4 Presence and Availability Management SCF

4.1 Introduction
The goal of these interfacesis to establish a standard for maintaining, retrieving and publishing information about

* Presence and Availability of entities for various forms of communication and the contexts in which they are
available.

4.2 Motivation

Consider the following simple but desirable scenario for a communication service: An end-user wishesto receive
instant messages from her management at any time on her mobile phone, from co-workers only on her desktop
computer, and in certain cases for the messages to be forwarded to e-mail or even afax machine/printer. The senders
may know her availability for various forms of communication in the way she choosesto reved it or aternatively the
senders may never know how she will be receiving their messages. This scenario spans over multiple services and
protocols and can only be solved currently by a proprietary solution that maintains the required information in an ad-
hoc fashion within the application.

PAM is not areplacement for the protocols being standardized for various communication and network services. PAM
attempts to standardize the management and sharing of presence and availability information across multiple services
and networks.

The PAM specification is motivated by the observations that

¢ Thenotions of Identity, Presence and Availability are common to but independent of the various communication
technologies, protocols and applications that provide services using these technol ogies.

¢ Presence does not necessarily imply availability. End-users or organizations require greater control over making
themsel ves available through various communication devices.

¢ Presence based services need to address privacy concerns on who can access presence information and under
what conditions.

Management of availability will span over multiple communication services and service providers.

4.3 Goals

The purpose of this document is to adopt the first release of a Presence and Availability Management interface
specification created by an industry consortium, PAM forum, established for this purpose harmonized with the IETF
model for presence (RFC 2778). This specification is aso consistent with the ongoing work in 3GPP for defining the
requirements and architecture for a standard presence service in the network.

With adesired goal of rapid acceptance and usage, the specification has been deliberately designed to be as simple as
possible with an attempt to include a minimal set of functionality that is sufficient for use in non-trivial applications.
Often, this has been at the cost of some useful features, which would have made the specification barogue and
cumbersome if not controversial.

4.4 Concepts

This chapter briefly describes the various concepts involved in this specification to serve as the context for the rest of
the document.
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4.4.1 Identity

Identity, for purposes of the PAM specification, is alimited electronic representation of an entity (i.e., an individual or
an organization) that participatesin PAM-enabled applications and services. This concept corresponds to the concept of
Presentity as described in the IETF Common Presence and Instant Messaging Model (RFC 2778).

The main characteristic of an entity that is central to PAM specificationsis the name (or handle) by which entities are
identified by applications and services. Entities may have multiple names, login ids, account names, etc., by which they
are identified. As PAM attempts to abstract over multiple networks and services, it does not assume that a single name
will necessarily identify entities across all application domains.

The generalized structure available in 3GPP for user names that may contain various formats for addressing has been
adopted for these specifications.

To enable entities to be identified by any of the names associated with them, PAM identities can be assigned aliases. A
name and a namespace pair can be defined as an alias of another name and namespace pair. It isimportant to note that
aliases are just synonyms and hence have limited semantics. In particular, they are not powerful enough to model
personas each with their own capabilities and privacy requirements.

An identity can represent a single entity or a group of identities. Group identities have similar semantics to non-group
identities but, in addition, maintain alist of identities that constitute the group. As an example, a sales department may
be modelled as a group identity with the identities of the members of the department being member identities of the
group. Group identities and their member identities do not inherit anything from each other.

No other relationships between identities are within the scope of the PAM specifications.

For flexibility and extensibility, attribute lists are used to associate additional data with identities. Identities are typed to
provide away to manage such attribute lists. An identity type may be associated with a specific set of attributes and al
identities of that type inherit instances of such attributes.

For consistency with IETF (RFC 2778) defined presence data models, PAM pre-defines an identity type Presentity with
alist of presence attributes as defined in TS 22.141 based on the definitionsin RFC 2778.

PAM implementations may map certain existing directory and database data to one or more typesto allow access via
PAM interfaces. PAM specifications do not specify how the data within the profiles are to be stored. They may be
stored within the PAM implementation or mapped to data stored on external directories and databases.

4.4.2 Presence

The concept of presence has been used in several application areas, being most explicit in Instant Messaging. Starting
from a simple notion of online/offline status, it has expanded to include other context information around the status such
as disposition (out to lunch, away from the computer, etc.) and activity status (on the phone, idle, etc.). Location
information, on the other hand, has largely been kept separate from what has been traditionally considered presence
information. PAM specifications broaden the concepts of presence recognizing that all such information, including
location, describes different contexts of an entity’ s existence. The unifying property isthat the presence information is
continually changing and that there is value in knowing the current information at different points in time for services
and applications.

For the purposes of PAM specifications, presence is an extensible set of characteristics that captures the dynamic
context in which an identity or an agent exists at any point in time. In contrast to the relatively static information about
identities or agents (e.g., names, addresses, capabilities), presence refers to dynamic information such as location,
status, disposition, etc. Registrations of presence and location information in existing applications are covered by this
definition.

Presence information is differentiated from the more static information associated with identities and agents that are
stored in attributes. The rationalization for this design is that the presence information is dynamic and has implications
on the implementation. Some of the presence information is too dynamic to be maintained in static data stores such as
directories and without this hint about the data characteristics, PAM implementers may make sub-optimal decisions on
the way the datais stored. Second, presence information typically has expiration data that needs to be understood by the
implementation.

The PAM specification recognizes that devices that provide presence information are not necessarily devices that
communicate.
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The PAM specification does not specify the methods by which the presence information is derived. For example, an
instant messaging client on a desktop computer can register its status based on when a user islogged in. A mobile
phone may do an explicit registration on a WAP server for instant messaging. The phone’ s presence for voice calls, on
the other hand, may be inferred implicitly by querying the cellular network for the device being on when requested. The
presence of an identity, on the other hand, may be computed using presence information from one or more devices
owned by the identity.

Finaly, the PAM specification does not require that the presence information be stored explicitly (i.e., in a materialized
fashion) in a PAM implementation. An implementation may infer the presence information on demand from the
underlying services or networks.

For compatibility with the presence model from IETF (RFC 2778), atype called Presentity is pre-defined with the
attributes consistent with the |ETF Presence model.

4.43  Availability

Availability is aproperty of an identity denoting its ability and willingness to share information about itself or to
communicate with another identity based on factors such as the type of communication requested, the identity of the
calling entity and the preferences and policies that are associated with the recipient. Thisis the primary means by which
the current PAM specification enables controls for privacy. While presence s, in most applications, a necessity for
availability, presence does not necessarily imply availability to all.

Availability is always with respect to a context. A context in PAM specifications is a set of attributes defining the state
in which the availability is requested. For example, the query “Is Jane available for IM for Rob?” identifies the type of
communication and the identity of the asker as the context. PAM allows for availability to be differentiated based on
any attribute of a context. A context, “Communication” is pre-defined in PAM.

Most queries for presence in existing applications can be mapped into PAM availability queriesto control the
information being given out. Alternatively, queries can be mapped directly into PAM presence queriesin situations
where privacy controls and policies are not required or all presence datais open to the entity querying. This allows
PAM specifications to be consistent with existing presence servers and to serve as the basis for presence services across
multiple protocols while providing uniform and flexible privacy controls.

PAM specification does not specify whether the availability is computed on demand or stored explicitly. In some
applications, the availability may be pre-computed and stored explicitly while in some, it may be computed at each
request for availability.

While the PAM specification provides a mechanism to associate preferences with an Identity to control availability, it
neither specifies the syntax and semantics of the preferences nor the process by which the availability is computed.
These aspects are | eft to the implementation.

For example, a particular implementation may provide the facility to store preferences as rules such as “| prefer to
receive my instant messages on my computer rather than my cell phone unless the message is from my boss or the
computer is off, etc.”.

As an example, acomputation of availability for communication may consist of the following a gorithm:

1) Find all devices of the identity being called that are capable of the specified form of communication AND have
registered their presence status as available.

2) Evaluate the rules associated with the identity being called to select the preferred device(s) from the set of
present devices determined in Step 1.

3) If there are any devices available satisfying Step 2, indicate the availability of the identity being called viathe
available devices.

An implementation can chose to provide one or more means to specify preferences. It is expected that if thereis
industry standardization on the specification of preferences, the implementations will support such a standard. Thisis
currently outside the scope of PAM.
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4.4.4 Events

Events are representations of certain identified occurrences related to the concepts described above. The PAM
specification provides for registering interest (i.e., callbacks) in being notified of such occurrences. Any entity that
subscribes to the Event isa “watcher” in the IETF terminology (RFC 2778). An implementation is expected to provide
such notifications.

Examples of eventsinclude,
» Creation/deletion of an identity.
¢ Changein the presence information of an identity
e Changein availability of an identity for a particular form of communication

PAM specifications contain a set of pre-defined events. Each event is defined by a name of the event, a set of input
attribute value pairs that must be provided when an event is registered for and a set of attribute value pairs that are
included in the notifications sent out when the event of interest occurs.

4.5 Scope of PAM information
Presence and Availability Management has the following types of information in its scope:
e ldentities, which consist of names and aliases of entities participating in communications.

« Presence information, which consists of an identity’ s dynamic characteristics such as status and geographi cal
location.

¢ Availability information, which consists of preferences associated with identities and computation of
availability, based on the devices present and the current preferences.

* Notification of changes to the above pieces of information.
e Security issues for access to thisinformation.
The PAM specification consists of interfaces to manage or access the above information.
The specification purposefully does not include
e Storage design or storage requirements for any of the presence and availability information.

These are to be decided by specific implementations of the PAM specification.

4.6 Security and privacy

Asthe Presence and Availability Management interface is designed to share information across administrative domains
and to facilitate availability computation based on the identity of the entity desiring communication, security and
privacy issues are addressed in the design. Two of the issues considered to be within the scope of PAM are:

e Access control to an implementation of the PAM specification.
¢ Useof an authenticated entity’ s credentials by methods in the specification.

To understand the distinction between the first two issues, consider, for example, an end-user that logs on to an Instant
Messaging client and wishes to send a message. The client (or a gateway to which the client talks to) may access a PAM
implementation to determine the availability of the destination for the message. The client (or the gateway) will need to
be authorized for access to the PAM implementation independent of the user that logsin. A gateway may, in fact, do
this access on behalf of a number of clients and, for performance reasons, wish to authenticate itself just once on start
up rather than at each invocation. This authentication is handled by the authentication mechanismsin the OSA
Framework common to all services within OSA.

Second, each invocation of a particular method will need to contain the credentials of the end-user that logged into the
client so that the computation of the availability can take that into account when necessary for privacy issues.
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It should be noted that the PAM specification allows for the possibility that the authentication of the end-usersis not
necessarily done within the PAM implementation itself. Aslong as the authenticated credentials supplied by the client
(or gateway) are acceptable for validation and the client (or the gateway) itself is authenticated by the implementation,
the authentication of end-users can occur anywhere outside the PAM implementation. A deployment scenario for a
particular application is that one or more authentication services are provided as external services over PAM
implementations.

This design does not preclude the possibility that the client (or the gateway) cannot be authenticated. Therefore, the
credentials supplied by the client (or the gateway) may be held to stronger authentication criterion than credentials
supplied by atrusted client (or gateway).

Finally, the PAM specification does not mandate the use of authentication within an implementation if the environment
inwhich it isused does not require it.

Clause 5.1 explains the mechanism for providing data about the asker to each of the methods with a sequence diagram.

Privacy issues are addressed primarily by providing a mechanism to control the information flowing out of a PAM
implementation based on whatever criterion the end user may choose to specify in the availability preferences and
independent of any particular application.

The following security issues were considered to be outside the scope of PAM:

¢ Authentication of the identity of the end-users or entities. As explained above, this authentication may be
provided by a third-party authentication service or it may occur through an authentication service written over
the PAM platform. The only requirement is that the type of credentials supplied by the authentication service be
acceptable to the PAM platform implementation being accessed.

e Encryption of the flow of information between a PAM platform implementation and clients of this
implementation. Thisis dependent on the method of access to the interface which is outside the scope of the
PAM specification and hence to be determined by the implementation.

5 Sequence Diagrams

Most of the methods in the PAM interfaces are independently used to query or update presence and availability related
information with no transactions or state transitions involved. There are two use cases for which sequence diagrams are
useful

e Acquiring and using authentication tokens
* Registering for PAM events and getting notifications on the occurrence of the event.

The sequence diagrams for these two cases are provided below. It is assumed that the authentication with the OSA
framework has already occurred and the application has access to the PAM interfaces.

5.1 Use of authentication tokens

Asan OSA Service, PAM uses the authentication features of the OSA Framework to provide access control to the PAM
interfaces. In addition, PAM provides an optional mechanism for service/application level identification and
authentication of the entity requesting the operation or aternatively on whose behalf the operation is being requested.
To handle privacy requirements, the results of presence and availability data updates or queries are dependent on the
entity requesting the operations.

In the simplest case, the entity authenticating to the OSA Framework to get access to the service interface is the entity
requesting the operation. In general, however, a proxy or an application (such as a messaging server or a conferencing
server) may authenticate with the OSA Framework once and then check for presence and availability on behalf of
multiple client applications (such as instant messaging clients). The credential of these client applicationsif and when
needed by the PAM service can then be provided via the credential parameter in each of the interface methods.
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The mechanism to provide the asker datais viathe optional parameter of type TpPAM Credential in each of the
methods. Supplying the entire asker datain each of the methods is expensive for an implementation since it will need to
parse and validate the data supplied in the asker data structure each time. An application may be accessing multiple
methods for itself or for the benefit of end user(s) and will need to supply the relevant asker datain each case. To make
the consideration of asker data more efficient, the application uses the getAuthToken() method in each of the managers
in the SCFs once for each session per asker and gets a credential that can be reused as many times as necessary in the
same session to represent the same asker.

The sequence diagram for an example usage is given below.

IpPAM PresenceA_vaiIabiIitvManaqer IpPAMIdenﬁvPresence IpPAMAVaiIabiIity

T T
| |
| 1: getAuthToken() :

1)

-1

|
2: getldentitquesence( )

‘ )

3: getAvailability( )

1: For any unigque entity requesting the operation, the authenticated client of the OSA PAM service, requests for an
authentication token using the getAuthToken() method in the PresenceAvailability Manager interface.

2: Thetoken returned by the getAuthToken() method is used as the credential parameter of the getl dentityPresence()
request.

3: The sametoken is used as the credential parameter of the getAvailability() request(). An authorization token can be
used multiple times within the same session established with OSA framework.

5.2 Event registration and notification

An OSA client can register for certain eventsin the PAM service either for itself or on behalf of its own clients. The
client will register one or more application interfaces with the event management service and then activate one or more
events for each such registered interface.

The sequence diagram for an exampleis given below.
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: IPAppPAME ventHandler

‘ Client 1 ‘ ‘ : IPPAMEventHandler

‘ Client 2 ‘

IDPAMEVE?(Manaqg IDPAMIdenHyPresence
T T T

: 1: registerApplinterface( )

U |
|
2: getAuthToken()
,
| 3: registerForEwvent( )

4: setldentityPresence( ),

. J

5: eventNotify( )

=
T
|

!

1. Theclient usesthe registerApplnterface() method to register its notification interface. The getAuthToken() can be
null since the client is doing this registration on its own behalf. The client gets a unique client ID back.

2: Theclient usesthe getAuthToken() to get authentication credentials for its own application client on behalf of whom
an event registration is required.

3: The client uses the registerForEvent() method to register for a change in availability event on behalf of its own
client. The client gets a unique event ID back.

4. The presence information for an identity of interest in 3 above is changed by another client application acting on its
behalf using the setldentityPresence() method.

5: When the change in presence results in a change in the avail ability of the identity for the client that has registered
for the availability change, a notification is sent out using the previously registered application interface.

6 Class Diagrams

PAM consists of the following SCFs:
« PAM Provisioning Service consisting of Interfaces to provision identities, agents and relationships between them
*  PAM Access Service consisting of interfacesto view and update presence and availability information and

«  PAM EventManagement Service consisting of interfaces to subscribe to events in PAM and be notified of such
events.

6.1 PAM Provisioning SCF Class Diagrams
PAM Provisioning Service contains the following service interfaces. It contains no application interfaces.
I pPAM I dentityM anagement

- The purpose of thisinterface is to manage subscriber names, aliases, groups and sets of attributes called Profiles
associated with subscribers.

I pPPAM AgentM anagement
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- The purpose of thisinterface is to manage agent (that models a hardware or software device) names, communication
capabilities and sets of attributes called Profiles associated with agents.
|pPAM A gentAssignment
- The purpose of thisinterface is to manage the relationship between identities and the agents assigned to them.
|pPAM I dentity TypeM anagement
IpPPAMAgentTypeM anagement
I pPPAM CapabilityM anagement

- These three interfaces allow for definitions of identity types, agent types and agent capabilities used for presence and
availability management.

The interfaces and the relationships between them are shown in the figure below.

<<Interface>> <<lInterfac... <<Interface>>
IpPAM IdentityM anag ement Ipnerface IpPAM Ag entM anag ement
(from | (from csap) | (from
reatel deniity() % cateAgent()
eletel cenfity() [®te leteAgent ()
sidentity() i sAgent()
r eateGro upl deniity() [#en cbl eCapalilities ()
eleteGr owplde ntity( ) <<Interface>> [#Kiisab le Capabilities()
ddToGrow() IpService ¥ is £n cbl edCap abilitie ()
emove FromGr oup( ) (from csapi) is tAll Ca pabiliti es()

sCapahbleOf()
sociateTypes()
isas sociateTypes ()

istM embers()
sGroupl dentity()

etCallback()
istGroupMembership() etCallbackWithSessionID ()

[®addAlias () isfTypesOfAgent()
e mowe Ali sse () <<tses>> asType)
19 is Al iases ) P etAgentAlmbutes()
158 ockupByAlias () 7 AgentAtributes ()
s scci aeTypes() L
["8itii sas sceiateTypes () ~ e
78 is TypesOfi denti ty() ~ -
[®hasTyp e) <<Interface>>
[Tt etl denti yAtr ibutes() IpPAM Provisioning Manag er <<Interface>>
Wset ceniyAtributes() (from ;
<<uses>> IpPAM Ag entAssignment
etAuthToken() L {hom
btaininterface() TT - BN ssignAgent()
<new>> getAccessControl() nassignAgent()
<new>> setAccessControl() istAssignedAgents()
T N istAssociatedldentitiesOfAg ent()
s ! N istAssignedAgentsByCapability()
! AN istCapabilitiesOfldentity()
: N <<uses>> sldentityCapableOf()
| <<uses>> N
N
| N
| N
N
| N
! N
N
<<Interface>> <<Interface>> X <<Interface>>
IpPPAM Ag entT ypeM anag ement IpPAM CapabilityM anag ement IpPAM dentityTypeM anag ement
(from i (from provisi (from
edeAgentAtribute() createC apabilityAttribute() reateldentityAttribute()
leteAge ntAtri bute () [®deleteC apabilityAttribute() eleteldentityAttribute()
eAgentAttribueD efinition() g etC apabilityAttributeDefinition() etldentityAttributeD efinition()
lis tAlIAgertAttr ib ute s() [®8istAllCapabilityAttributes() istAllldentityAttributes()
eaeAgentT ype() ®createCapability() reateldentityType()
leteAgentType () [ deleteC apability() eleteldentityT ype()
listAgenfT ypes() istCapabilities() istidentityT ypes()
dAgent TypeAttribues() ddC apabilityAttributes() ddldentityTypeAttributes()
rng\eAg enTyp t_eAnr ibutes() emoveC apabilityAttributes() emoveldentityTypeAttributes()
lis tAgenfT ype Atri butes () i:ts(itgasél:‘ig ;yb/ikltittriLbSLEST())’peo [ ®istidentityT ypeAttributes()
nassig nCapabilitiesFromType()
istCapabilitiesOfType()

Figure: PAM Provisioning Service

6.2 PAM Access SCF Class Diagrams

The PAM Access service consists of two packages, one for the application interfaces and one for the service interfaces.
The application PAM Access package consists of 0 or more instances of the | pAppPAM PreferenceCheck interface and
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the PAM event management service package consists of a single instance of the following interfaces obtainable by
applications using the service interface | pPPAM PresenceAvailabilityM anager.

IpPAM I dentityPresence
- The purpose of thisinterface is to maintain the dynamic presence information of identities.
I pPAM Avail abilityM anagement

- The purpose of thisinterface isto (i) Manage the preferences specified for the availability of an identity (ii) Query for
the availability of identities for specific capabilities.

The interfaces and the relationships between them are shown in the figure below.

<<Interface>>

<<Interface>> IpSenice
| IpInterface | (from csapi)
= (from csapi) —~

<<Interface>>

(from access)

IpAppPAM PreferenceCheck

#computeAvailability ()

I
I
I
I
I
<<uses>> |
I
I
I
I
I

/ /
| ©

7/
<<uses>>

<<Interface>>
IpPAMAVvailability

(from access)

FgetAvailability ()
#WgetPreference()
#®setPreference()

6.3

MsetCallback()
®setCallbackWithSessionID()

<<Interface>>
IpPPAMPresenceAvailabilityManager

(from access)

®getAuthToken()
®obtaininterface()
< <new>> getAccessControl()
\ - < <new>> setAccessControl()
B _ -~ "|P¥<<new>> activateSenice()
®<<new>> deactivateSenvice()
~ M<<new>> is Activeldentity()
\<<uées>>
I
I

V

<<lInterface>>
IpPAMIdentityPresence
(from access)

#setldentityPresence()
s etldentityPresenceExpiration()
Mgetldentity Presence()

Figure: PAM Access Service

PAM Event SCF Class Diagrams

The PAM Event Management service consists of two packages, one for the application interfaces and one for the
service interfaces. The application PAM event management package consists of 0 or more instances of the
IpAppPAMEventHandler interface and the PAM event management service package consists of a single instance of the
IpPAMEventHandler interface. This interface can be obtained by application using the service interface

IpPAM EventM anager.

The figure below shows the interfaces of PAM Event Management and the relationships between them.
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<<Interface>>
<<Interfac... IpService

Ipinterface | (from csapi)
(from csapi)

WsetCallback()
/ WsetCallbackWithSe ssionID()

/

7

<<lInterface>>

<<Interface>> IpPAMEventManager
IpAppPAMEventHandler (from event)
(from event)
MgetAuthToken()
We ventNotify() obtaininterface()
e ventNotifyErr() ®<<new>> getAccessControl()
n #<<new>> setAccessControl()
: M<<new>> activateService()
| W<<new>> deactivateService()
| <<Interface>> ®<<new>> isActiveldentity()
| IpPAMEventHandler ‘
| (from ev ent) |
b - - - -|®isRegistered() < B
SregisterAppinterface()
WregisterForEvent()
S<uses>> SderegisterAppinterface() S<uses>>
®deregisterFrom Event()
Figure: PAM Event Management Service
7 The Service Interface Specifications
7.1 Interface Specification Format

This clause defines the interfaces, methods and parameters that form a part of the API specification. The Unified
Modelling Language (UML) is used to specify the interface classes. The general format of an interface specificationis
described below.

7.1.1 Interface Class

This shows a UML interface class description of the methods supported by that interface, and the relevant parameters
and types. The Service and Framework interfaces for enterprise-based client applications are denoted by classes with
name | p<name>. The callback interfaces to the applications are denoted by classes with name | pApp<nane>. For
the interfaces between a Service and the Framework, the Service interfaces are typically denoted by classes with name
IpSve<name>, while the Framework interfaces are denoted by classes with name IpFw<name>.

7.1.2 Method descriptions

Each method (APl method “call”) is described. Both synchronous and asynchronous methods are used in the API.
Asynchronous methods are identified by a'Req" suffix for a method request, and, if applicable, are served by
asynchronous methods identified by either a'Res" or 'Er r * suffix for method results and errors, respectively. To handle
responses and reports, the application or service developer must implement therelevant | pApp<nane> or

| pSvc<nane> interfacesto provide the callback mechanism.
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7.1.3 Parameter descriptions

Each method parameter and its possible val ues are described. Parameters described as 'in' represent those that must have
avalue when the method is called. Those described as 'out' are those that contain the return result of the method when
the method returns.

7.1.4 State Model

If relevant, astate model is shown to illustrate the states of the objects that implement the described interface.

7.2 Base Interface

7.2.1 Interface Class Ipinterface

All application, framework and service interfaces inherit from the following interface. This APl Base Interface does not
provide any additional methods.

<<Interface>>

IpInterface

7.3 Service Interfaces

7.3.1 Overview

The Service Interfaces provide the interfaces into the capabilities of the underlying network - such as call control, user
interaction, messaging, mobility and connectivity management.

Theinterfaces that are implemented by the services are denoted as 'Service Interface'. The corresponding interfaces that
must be implemented by the application (e.g. for API callbacks) are denoted as 'Application Interface'.

7.4 Generic Service Interface

7.4.1 Interface Class IpService
Inherits from: Iplinterface

All service interfacesinherit from the following interface.

<<Interface>>

IpService

setCallback (applnterface : in IpinterfaceRef) : void

setCallbackWithSessionID (applinterface : in IpinterfaceRef, sessionID : in TpSessionID) : void
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7411 Method setCallback()

This method specifies the reference address of the callback interface that a service usesto invoke methods on the
application. Itisnot alowed to invoke this method on an interface that uses SessionlDs. Multiple invocations of this
method on an interface shall result in multiple callback references being specified. The SCS shall use the most recent
callback interface provided by the application using this method. In the event that a callback reference fails or isno
longer available, the next most recent callback reference available shall be used.

Parameters

applnterface : in IplnterfaceRef
Specifies areference to the application interface, which is used for callbacks.

Raises
TpComonExcepti ons, P_I NVALI D_| NTERFACE TYPE

7.4.1.2 Method setCallbackWithSessionID()

This method specifies the reference address of the application's callback interface that a service uses for interactions
associated with a specific session ID: e.g. aspecific call, or call leg. It isnot allowed to invoke this method on an
interface that does not use SessionlDs. Multiple invocations of this method on an interface shall result in multiple
callback references being specified. The SCS shall use the most recent callback interface provided by the application
using this method. In the event that a callback reference fails or is no longer available, the next most recent callback
reference available shall be used.

Parameters

applnterface : in IplnterfaceRef
Specifies areference to the application interface, which is used for callbacks.

sessionlD : in TpSessionlD
Specifies the session for which the service can invoke the application's callback interface.

Raises
TpConmmonExceptions, P_INVALI D SESSION I D, P_I NVALI D | NTERFACE TYPE

8 Presence and Availability Management Interface
Classes
PAM consists of the following SCFs
¢ PAM Provisioning Service
¢ PAM Access Service
« PAM Event Service

The PAM Provisioning service consists of the Identity Management, Agent Management, Agent Assignment, Agent
Type Management, |dentity Type Management and Capability Management interfaces.

The PAM Access service consists of the identity presence and availability interfaces.
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The Event service consists of the Event Management interfaces.

An implementation of this APl which supports or implements a method described in the present document, shall
support or implement the functionality described for that method, for at least one valid set of values for the parameters
of that method. Where a method is not supported by an implementation of a Service interface, the exception
P_METHOD_NOT_SUPPORTED shall be returned to any call of that method.

8.1 PAM Provisioning SCF Interface Classes

This service consists of interfaces to provision identities, agents and the relationships between them.

8.1.1 Interface Class IpPAMProvisioningManager
Inherits from: IpService.

The purpose of thisinterface isto supply the various interfaces available in this service to the application and to provide
the authentication credentials. Thisinterface isthe only discoverable interface from the framework.

All PAM methods use an authentication token as a parameter since the outcome of the operations may depend on
the entity requesting the operation. To enable this, the getAuthToken() method is used to obtain an implementation
dependent token. An application that has authenticated itself with the OSA framework, can get an authentication token
for itself. Alternatively, if the application is requesting PAM operations on behalf of multiple entities, authentication
tokens may be requested for each such entity after providing any available data about the asker. These tokens can then
be used repeatedly for operations within a session without further need to identify the asker.

<<Interface>>

IpPAMProvisioningManager

getAuthToken (askerData : in TpAttributeList) : TpPAMCredential
obtaininterface (interfaceName : in TpPAMProvisioninginterfaceName) : IpinterfaceRef

<<new>> getAccessControl (identity : in ToPAMFQName, authToken : in TpPAMCredential) :
TpPAMAccessControlData

<<new>> setAccessControl (identity : in ToPAMFQName, operation : in TpPAMPreferenceOp,
newAccessControl : in TpPAMAccessControlData, authToken : in TpPAMCredential) : void

8.1.1.1 Method getAuthToken()
Get an authentication token for access to the interface methods.

Returns an implementation-dependent authentication credential that can be verified.

Parameters

askerData : in TpAttributelList

Specifies information about the asker. Can be an empty array. The exact attributesin this list are dependent on the
application. PAM reserves the attribute "name" with type TpPAMFQName to contain the identity of the asker if known.
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Returns

TpPAMCr edent i al

Raises

TpComonExcepti ons, P_PAM | NVALI D_CREDENTI AL

8.1.1.2 Method obtaininterface()

Obtain available interfaces from the service. The valid parameters for this method can be obtained from the service
property P OBTAINABLE_INTERFACES.

Returns the requested interface.

Parameters

i nterfaceNanme : in TpPAMProvi si oni ngl nt erfaceNane
Specifies the name of the required interface.

Returns

| pl nt er f aceRef

Raises

TpComonExcepti ons, P_PAM UNAVAI LABLE | NTERFACE

8.1.1.3 Method <<new>> getAccessControl()

Get the access control associated with the data belonging to an identity. The data associated with an identity includes
the static and dynamic attributes of an identity as well as data about agents associated with an identity.

This method should be used in conjunction with the setAccessControl method.

Returns the access control if previously specified for the identity. Is null if there is no access control associated.

Parameters
identity : in TpPAMFQNane
Specifies the identity of interest.

aut hToken : in TpPAMCredenti al
Of the entity who wishes to do this operation.
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Returns

TpPAMAccessCont r ol Dat a

Raises

TpComonExcepti ons, P_PAM UNKNOWN | DENTI TY, P_PAM | NVALI D_CREDENTI AL

8.1.14 Method <<new>> setAccessControl()

Set the access controls for the data associated with the specified identity. If the identity is Null, the access control is set
for all identities (if authorized to do so). The data associated with an identity includes the static and dynamic attributes
of anidentity as well as data about agents associated with an identity.

Any existing access control will be modified based on the operation.

If the new access control is specified as Null for replace operation , an existing access control will be removed.

Parameters
identity : in TpPAMFQNane
Specifies the identity of interest.

operation : in TpPAMWPreference(
Specifies the operation to be performed with the specified preference.

newAccessControl : in TpPAMAccessCont r ol Dat a
Specifies the access controlsto add.

aut hToken : in TpPAMCredenti al
Of the entity who wishes to do this operation.

Raises
TpCommonExcepti ons, P_PAM UNKNOAN | DENTI TY, P_PAM | NVALI D_CREDENTI AL

8.1.2 Interface Class IpPAMIdentityManagement
Inherits from: Iplnterface.

The purpose of thisinterface isto manage end-user or entity names, aliases, groups and sets of attributes associated with
identities. An implementation may map these methods to operations on existing directories or databases. Some
implementations may choose to provide aread-only access to the identity information.

The names of identities within a namespace must be unique. Each implementation exports an identifier as the default
namespace that it serves. The identity name and the namespace may be used as an aias to another identity in a different
namespace.

Aliases are associated with a given identity or group identity. Aliases must be uniquely assigned. In other words,
two identities may not share the same alias.

Thisinterface is meant for use by provisioning applications that establish and maintain identity names.
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<<Interface>>

IpPAMIdentityManagement

createldentity (identity : in To)PAMFQName, identityTypes : in TpStringList, authToken : in
TpPAMCredential) : void

deleteldentity (identity : in TPoPAMFQName, authToken : in TpPAMCredential) : void
isldentity (identity : in ToPAMFQName, authToken : in TpPAMCredential) : TpBoolean

createGroupldentity (identity : in ToPAMFQName, identityTypes : in TpStringList, authToken : in
TpPAMCredential) : void

deleteGroupldentity (identity : in To)PAMFQName, authToken : in TpPAMCredential) : void

addToGroup (group : in TpPAMFQName, member : in Tp)PAMFQName, authToken : in TpPAMCredential) :
void

removeFromGroup (group : in TpPPAMFQName, identity : in To)PAMFQName, authToken : in
TpPAMCredential) : void

listMembers (identity : in ToPAMFQName, authToken : in TpPAMCredential) : ToPAMFQNameList
isGroupldentity (identity : in TpoPAMFQName, authToken : in TpPAMCredential) : TpBoolean
listGroupMembership (identity : in ToPAMFQName, authToken : in ToPAMCredential) : TpPAMFQNameList
addAlias (identity : in TpoPAMFQName, alias : in TpPAMFQName, authToken : in TpPAMCredential) : void

removeAliases (identity : in ToPAMFQName, alias : in TpPAMFQName, authToken : in TpPAMCredential) :
void

listAliases (identity : in TpPAMFQName, authToken : in TpPAMCredential) : TpPAMFQNameList
lookupByAlias (alias : in TpoPAMFQName, authToken : in TpPAMCredential) : TpPAMFQName

associateTypes (identity : in ToPAMFQName, identityTypes : in TpStringList, authToken : in
TpPAMCredential) : void

disassociateTypes (identity : in ToPAMFQName, identityTypes : in TpStringList, authToken : in
TpPAMCredential) : void

listTypesOfldentity (identity : in ToPAMFQName, authToken : in TpPAMCredential) : ToPAMFQNamelList

hasType (identity : in TPoPAMFQName, typeName : in TpString, authToken : in TpPAMCredential) :
TpBoolean

getldentityAttributes (identity : in ToPAMFQName, identityType : in TpString, attributeNames : in
TpStringList, authToken : in TpPAMCredential) : TpPAMAttributeList

setldentityAttributes (identity : in ToPAMFQName, identityType : in TpString, attributes : in
TpPAMAttributeList, authToken : in TpPAMCredential) : void

8.1.2.1 Method createldentity()

Create a new non-Group Identity with the specified name. Names must be unique across both group identities and non-
group identities. Names must be unigue across types within a namespace.

Parameters
identity : in TpPAMFQNane
Specifiesthe Identity to be created.
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identityTypes : in TpStringLi st
Specifies the identity's associated types. Can be an empty array.

aut hToken : in TpPAMCr edenti al
Of the entity who wishes to do this operation.

Raises

TpComonExcepti ons, P_PAM | DENTI TY_EXI STS, P_PAM UNKNOWN_TYPE,
P_PAM | NVALI D_CREDENTI AL

8.1.2.2 Method deleteldentity()

Delete the specified identity and all itsrelated data. Upon successful completion, associated aliases and attribute
instances are deleted from the system. The identity is aso removed from all groups of which the identity is a member.

Parameters
identity : in TpPAMFQNane
Specifies the Identity to be deleted.

aut hToken : in TpPAMCredenti al

Of the entity who wishesto do this operation.

Raises

TpComonExcepti ons, P_PAM UNKNOAN | DENTI TY, P_PAM | NVALI D_CREDENTI AL

8.1.2.3 Method isldentity()
Check if the specified non-group Identity exists. The method returns false for group identities.

Returnstrueif an identity with the specified name exists and fal se otherwise.

Parameters
identity : in TpPAMFQNane
Specifiesthe Identity to be checked.

aut hToken : in TpPAMCredenti al
Of the entity who wishes to do this operation.

Returns

TpBool ean

Raises

TpComonExcepti ons, P_PAM | NVALI D_CREDENTI AL
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8.1.24 Method createGroupldentity()

Create a new Group Identity with the specified name. Name must be unigue across both group identities and non-group
identities. Names must be unique across the same types.

Parameters
identity : in TpPAMFQNane
Specifies the group Identity to be created.

identityTypes : in TpStringLi st
Specifies the group's associated types. Can be an empty array.

aut hToken : in TpPAMCredenti al
Of the entity who wishes to do this operation.

Raises

TpConmonExcept i ons, P_PAM | DENTI TY_EXI STS, P_PAM UNKNOAN_TYPE,
P_PAM | NVALI D_CREDENTI AL

8.1.25 Method deleteGroupldentity()

Delete the specified group identity and all its related data. Upon successful completion, associated aliases and attribute
instances are deleted from the system. The identity is also removed from all groups of which the identity is a member.
The member identities of the group are not deleted.

Parameters
identity : in TpPAMFQNane
Specifies the group I dentity to be deleted.

aut hToken : in TpPAMCredenti al
Of the entity who wishes to do this operation.

Raises
TpConmmonExcepti ons, P_PAM UNKNOAN | DENTI TY, P_PAM | NVALI D_CREDENTI AL

8.1.2.6 Method addToGroup()

Add an existing identity to a group identity. Both the group identity and the member identity to be added must have
been created before this operation can be invoked. A member identity can be a group identity. Implementation must not
allow cyclesin memberships.

Parameters
group : in TpPAMFQNane
Specifies the group Identity to which the member will be added.
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menber : in TpPAMFQNane
Specifies the identity to be added as a member of the group.

aut hToken : in TpPAMCr edenti al
Of the entity who wishes to do this operation.

Raises

TpConmonExcept i ons, P_PAM MEMBER EXI STS, P_PAM UNKNOAN GROUP,
P_PAM UNKNOAN_MEMBER, P_PAM | S CYCLIC, P_PAM | NVALI D_CREDENTI AL

8.1.2.7 Method removeFromGroup()

Remove an existing identity from the membership of a group identity.

Parameters
group : in TpPAMFQNane
Specifies the Group Identity from which the member will be removed.

identity : in TpPAMFQNane
Specifiesthe Identity to be removed as a member of the group.

aut hToken : in TpPAMCredenti al
Of the entity who wishes to do this operation.

Raises

TpComonExcepti ons, P_PAM NOT_MEMBER, P_PAM UNKNOMWN_ GROUP,
P_PAM _UNKNOWN_MEMBER, P_PAM | NVALI D_CREDENTI AL

8.1.2.8 Method listMembers()
List the members of the specified group Identity.

Returns alist of members of the specified group Identity. An empty list is returned if the identity has no members.

Parameters
identity : in TpPAMFQNane
Specifies the group Identity whose members are required.

aut hToken : in TpPAMCredenti al
Of the entity who wishes to do this operation.
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Returns

TpPAMFQNaneLi st

Raises

TpCommonExcepti ons, P_PAM UNKNOAN GROUP, P_PAM | NVALI D_CREDENTI AL

8.1.2.9 Method isGroupldentity()
Check if the specified group identity exists. The method returns false for non-group identities.

Returns true if a group identity with the specified name exists, false otherwise.

Parameters
identity : in TpPAMFQNane
Specifiesthe Identity to be checked.

aut hToken : in TpPAMCr edenti al
Of the entity who wishes to do this operation.

Returns

TpBool ean

Raises

TpComonExcepti ons, P_PAM | NVALI D CREDENTI AL

8.1.2.10 Method listGroupMembership()
List the Group Identities the specified Identity is a member of.
Returns alist of all groups the specified Identity is member of. An empty list isreturned if the identity is not member of

any group.

Parameters
identity : in TpPAMFQNane
Specifiesthe Identity to be looked up.

aut hToken : in TpPAMCr edenti al
Of the entity who wishes to do this operation.
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Returns

TpPAMFQNaneLi st

Raises

TpCommonExcepti ons, P_PAM UNKNOAN | DENTI TY, P_PAM | NVALI D_CREDENTI AL

8.1.2.11 Method addAlias()

Add an alias in the specified namespace to an existing Identity. The alias domain name must be specified in Alias
parameter. The identity can be a group identity.

Parameters
identity : in TpPAVMFQNane
Specifies the Identity to which the alias will be added.

alias : in TpPAMFQNane
Specifies the alias to be added.

aut hToken : in TpPAMCr edenti al
Of the entity who wishes to do this operation.

Raises

TpConmonExcept i ons, P_PAM ALI AS_EXI STS, P_PAM ALI AS_NOT_UNI QUE,
P_PAM UNKNOWN | DENTI TY, P_PAM | NVALI D_CREDENTI AL

8.1.2.12 Method removeAliases()

Remove the specified alias from an existing identity.

Parameters
identity : in TpPAMFQNane
Specifies the Identity from which the alias will be deleted.

alias : in TpPAMFQNane
Specifies the alias to be deleted.

aut hToken : in TpPAMCr edenti al
Of the entity who wishes to do this operation.

Raises

TpConmonExcept i ons, P_PAM UNKNOAN | DENTI TY, P_PAM UNASSI GNED ALI AS,
P_PAM | NVALI D_CREDENTI AL
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8.1.2.13 Method listAliases()
List the aliases of the specified Identity.

Returns alist containing al aliases to the specified Identity. A list with zero elementsisreturned if there are no aliases
associated with the identity.

Parameters
identity : in TpPAMFQNane
Specifiesthe Identity to be looked up.

aut hToken : in TpPAMCredenti al
Of the entity who wishes to do this operation.

Returns
TpPAMVFQNaneLi st

Raises
TpCommonExcepti ons, P_PAM UNKNOAN | DENTI TY, P_PAM | NVALI D_CREDENTI AL

8.1.2.14 Method lookupByAlias()
Find the identity with the specified aliasin the specified alias domain.

Returns the identity that has the specified alias. Returns null if the aliasis not assigned to any identity.

Parameters
alias : in TpPAMFQNane
Specifiesthe alias to be looked up.

aut hToken : in TpPAMCredenti al
Of the entity who wishes to do this operation.

Returns

TpPAMFQNane

Raises

TpCommonExceptions, P_PAM UNKNOAN ALI AS, P_PAM | NVALI D_CREDENTI AL

8.1.2.15 Method associateTypes()

Associate an identity instance with the specified types. The identity will be associated with instances of any attributes
defined with each type. Theinitial values of the attributes will be as specified in the definition of the type attributes.
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Parameters
identity : in TpPAMFQNane
Specifies the name of the identity.

identityTypes : in TpStringLi st
Specifies the names of the type to be associated.

aut hToken : in TpPAMCredenti al
Of the entity who wishes to do this operation.

Raises

TpConmonExcept i ons, P_PAM UNKNOAN | DENTI TY, P_PAM UNKNOAN TYPE,
P_PAM TYPE_ASSOC| ATED, P_PAM | NVALI D_CREDENTI AL

8.1.2.16 Method disassociateTypes()

Remove the association of atype with an identity instance. The definition of the type itself remains unaffected and the
types may continue to be associated with other identities.
Parameters

identity : in TpPAVMFQNane
Specifies the identity.

identityTypes : in TpStringLi st
Specifies the names of the types to be removed.

aut hToken : in TpPAMCr edenti al
Of the entity who wishes to do this operation.

Raises
TpComonExcepti ons, P_PAM UNKNOAN | DENTI TY, P_PAM DI SASSOCI ATED TYPE,
P_PAM | NVALI D_CREDENTI AL

8.1.2.17 Method listTypesOfidentity()
List the types associated with the specified |dentity.

Returns alist containing all types associated with the specified Identity. A list with zero elementsisreturned if there are
no types associated with the identity.

Parameters
identity : in TpPAMFQNane
Specifies the Identity to be looked up.

aut hToken : in TpPAMCredenti al
Of the entity who wishes to do this operation.
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Returns

TpPAMFQNaneLi st

Raises

TpCommonExcepti ons, P_PAM UNKNOAN | DENTI TY, P_PAM | NVALI D_CREDENTI AL

8.1.2.18 Method hasType()
Check if the specified identity has the named type associated with it.

Returns true if an identity with the specified name has the named type associated with it, fal se otherwise.

Parameters
identity : in TpPAMFQNane
Specifiesthe Identity to be checked.

typeNarme : in TpString
Specifies the type to be checked for.

aut hToken : in TpPAMCredenti al
Of the entity who wishes to do this operation.

Returns

TpBool ean

Raises

TpCommonExcepti ons, P_PAM UNKNOAN | DENTI TY, P_PAM | NVALI D_CREDENTI AL

8.1.2.19 Method getldentityAttributes()

Return the attributes associated with the identity. If the identity typeis not specified, all associated types are assumed to
be of interest.

The return value contains the list of specified attributes and their values. If the attributes parameter is an empty array, al
attributes in the named identity are output.

Parameters
identity : in TpPAMFQNane
Specifiesthe Identity whose attributes are to be accessed.

identityType : in TpString
Specifies the type of the identity with which the required attributes are associated. Is optional.

attributeNanmes : in TpStringLi st
List of attributes of interest. Can be an empty array.
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aut hToken : in TpPAMCr edenti al
Of the entity who wishes to do this operation.

Returns
TpPAMAL t ri but eLi st

Raises

TpConmonExcept i ons, P_PAM UNKNOAN | DENTI TY, P_PAM UNKNOAN TYPE,
P_PAM UNKNOWN_ATTRI BUTE, P_PAM | NVALI D_CREDENTI AL

8.1.2.20 Method setldentityAttributes()

Modify the attributes associated with the named I dentity. The input may contain a subset of the attributes of the named
type. Only the specified attributes will be modified and the rest will remain unchanged. If the type is unspecified, any
associated type will be assumed.

Parameters
identity : in TpPAMFQNane
Specifiesthe Identity.

identityType : in TpString
Specifies the type of the identity for the operation. Is optional.

attributes : in TpPAMAttri butelLi st
Containsthe list of attributes and their values.

aut hToken : in TpPAMCredenti al
Of the entity who wishes to do this operation.

Raises

TpConmonExcept i ons, P_PAM UNKNOAN_| DENTI TY, P_PAM UNKNOAN_TYPE,
P_PAM_UNKNOWN_ATTRI BUTES, P_PAM | NVALI D_CREDENTI AL

8.1.3 Interface Class IpPAMAgentManagement
Inherits from: I plnterface.

The purpose of thisinterface isto manage agent (that models a hardware or software device) names, communication
capabilities and sets of attributes associated with agents. An implementation may map these methods to operations on
existing directories or databases. Some implementations may choose to provide a read-only access to the agent
information.

Data associated with an agent is captured in attributes associated with types. An implementation may map different
type attributes to different underlying stores or directories.

The names of agents within a namespace must be unique.

Thisinterface is meant for use by provisioning applications that establish and maintain agent names.
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<<Interface>>

IpPPAMAgentManagement

createAgent (agentName : in TpPAMFQName, agentTypes : in TpStringList, authToken : in
TpPAMCredential) : void

deleteAgent (agentName : in TpoPAMFQName, authToken : in TpPAMCredential) : void
isAgent (agentName : in TpoPAMFQName, authToken : in TpPAMCredential) : TpBoolean

enableCapabilities (agentName : in ToPAMFQName, capabilities : in TpPAMCapabilityList, authToken : in
TpPAMCredential) : void

disableCapabilities (agentName : in TpPAMFQName, capabilities : in TpPAMCapabilityList, authToken : in
TpPAMCredential) : void

listEnabledCapabilities (agentName : in ToPAMFQName, authToken : in ToPAMCredential) :
TpPAMCapabilityList

listAllCapabilities (agentName : in ToPAMFQName, authToken : in TpPAMCredential) :
TpPAMCapabilityList

isCapableOf (agentName : in TpPAMFQName, capability : in TpPAMCapability, authToken : in
TpPAMCredential) : TpBoolean

associateTypes (agentName : in ToPAMFQName, agentTypes : in TpStringList, authToken : in
TpPAMCredential) : void

disassociateTypes (agentName : in TpPAMFQName, agentTypes : in TpStringList, authToken : in
TpPAMCredential) : void

listTypesOfAgent (agentName : in TpPAMFQName, authToken : in TpPAMCredential) : TpStringList

hasType (agentName : in ToPAMFQName, typeName : in TpString, authToken : in TpPAMCredential) :
TpBoolean

getAgentAttributes (agentName : in ToPAMFQName, agentType : in TpString, attributeNames : in
TpStringList, authToken : in TpPAMCredential) : TpPAMAttributeList

setAgentAttributes (agentName : in TpPAMFQName, agentType : in TpString, attributes : in
TpPAMAttributeList, authToken : in TpPAMCredential) : void

8.1.3.1 Method createAgent()
Create an agent initialized with the specified capabilities.

Parameters
agent Nanme : in TpPAMFQ\ane
Specifies the name of Agent to be created.

agent Types : in TpStringLi st
Specifies the types of the Agent to be created. Can be an empty list.

aut hToken : in TpPAMCr edenti al
Of the entity who wishes to do this operation.
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Raises

TpComonExcepti ons, P_PAM AGENT_EXI STS, P_PAM UNKNOWN_TYPE,
P_PAM | NVALI D_CREDENTI AL

8.1.3.2 Method deleteAgent()

Delete the specified Agent and all related data from the system.

Parameters
agent Narme : in TpPAMFQ\ane
Specifies the name of Agent to be created.

aut hToken : in TpPAMCredenti al
Of the entity who wishes to do this operation.

Raises
TpCommonExcepti ons, P_PAM UNKNOAN AGENT, P_PAM | NVALI D_CREDENTI AL

8.1.3.3 Method isAgent()
Check if the specified agent exists.

Returns true if an agent with the specified name exists, false otherwise.

Parameters
agent Narme : in TpPAMFQNane
Specifies the Agent to be checked.

aut hToken : in TpPAMCredenti al
Of the entity who wishes to do this operation.

Returns
TpBool ean

Raises
TpComonExcepti ons, P_PAM | NVALI D CREDENTI AL

8.1.34 Method enableCapabilities()
Enable the specified capabilities of the agent.
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Parameters
agent Nanme : in TpPAMFQ\ane
Specifies the Agent.

capabilities : in TpPAMCapabilityLi st
Specifies the capabilities to be enabled.

aut hToken : in TpPAMCredenti al
Of the entity who wishes to do this operation.

Raises

TpComonExcepti ons, P_PAM UNKNOAN_ AGENT,

8.1.3.5 Method disableCapabilities()

Remove the specified capabilities from the Agent.

Parameters
agent Narme : in TpPAMFQ\ane
Specifies the Agent.

capabilities : in TpPAMCapabilityLi st
Specifies the communication mode to be disabled.

aut hToken : in TpPAMCredenti al
Of the entity who wishes to do this operation.

Raises

TpComonExcepti ons, P_PAM UNKNOAN_ AGENT,

P_PAM | NVALI D_CREDENTI AL

8.1.3.6 Method listEnabledCapabilities()
List the enabled capabilities for the specified Agent.
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P_PAM | NVALI D_CREDENTI AL

P_PAM NO_CAPABI LI TY,

Returns the list of enabled capabilities for the Agent. Returns an empty list if no enabled capahilities exist for the agent.

Parameters
agent Nanme : in TpPAMFQNane
Specifies the Agent whose capabilities are to be listed.

aut hToken : in TpPAMCredenti al
Of the entity who wishes to do this operation.
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Returns

TpPAMCapabi | i t yLi st

Raises

TpComonExcepti ons, P_PAM UNKNOWN_AGENT, P_PAM | NVALI D_CREDENTI AL

8.1.3.7 Method listAllCapabilities()
List the capabilities for the specified Agent.

Returns the list of capabilities for the Agent. Returns an empty list if no capabilities exist for the agent.

Parameters
agent Narme : in TpPAMFQNane
Specifies the Agent whose capabilities are to be listed.

aut hToken : in TpPAMCr edenti al
Of the entity who wishes to do this operation.

Returns
TpPAMCapabi | i t yLi st

Raises
TpConmmonExcepti ons, P_PAM UNKNOAN AGENT, P_PAM | NVALI D_CREDENTI AL

8.1.3.8 Method isCapableOf()
Check if an agent has a particular capability that is currently enabled.

Returnstrueif the agent has the specified capability, false otherwise.

Parameters
agent Nanme : in TpPAMFQ\ane
Specifies the Agent to be checked.

capability : in TpPAMCapability
Capability to be checked.

aut hToken : in TpPAMCr edenti al
Of the entity who wishes to do this operation.
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Returns

TpBool ean

Raises

TpCommonExcepti ons, P_PAM UNKNOAN AGENT, P_PAM | NVALI D_CREDENTI AL

8.1.3.9 Method associateTypes()

Associate an agent instance with the specified types.

Parameters
agent Narme : in TpPAMFQ\ane
Specifies the name of Agent.

agent Types : in TpStringLi st
Specifies the types of the Agent to be associated.

aut hToken : in TpPAMCredenti al
Of the entity who wishes to do this operation.

Raises

TpConmonExcept i ons, P_PAM UNKNOAN_AGENT, P_PAM UNKNOAN_TYPE,
P_PAM TYPE_ASSOC| ATED, P_PAM | NVALI D_CREDENTI AL

8.1.3.10 Method disassociateTypes()

Remove the association of atype with an agent instance. The definition of the type itself remains unaffected and the
types may continue to be associated with other agents.

Parameters
agent Nanme : in TpPAMFQ\ane
Specifies the agent.

agent Types : in TpStringLi st
Specifies the names of the types to be removed.

aut hToken : in TpPAMCr edenti al
Of the entity who wishes to do this operation.

Raises

TpConmonExcept i ons, P_PAM UNKNOAN_AGENT, P_PAM DI SASSOCI ATED TYPE,
P_PAM | NVALI D_CREDENTI AL
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8.1.3.11 Method listTypesOfAgent()
List the types associated with the specified agent.

Returnsthe list containing al types associated with the specified agent. An empty list is returned if there are no types
associated with the agent.

Parameters
agent Narme : in TpPAMFQ\ane
Specifies the agent to be looked up.

aut hToken : in TpPAMCredenti al
Of the entity who wishes to do this operation.

Returns
TpStri ngLi st

Raises
TpCommonExcepti ons, P_PAM UNKNOAN AGENT, P_PAM | NVALI D_CREDENTI AL

8.1.3.12 Method hasType()
Check if the specified agent has the named type associated with it.

Returns true if an agent with the specified name has the named type associated with it.

Parameters
agent Narme : in TpPAMFQNane
Specifies the Agent to be checked.

typeNane : in TpString
Specifies the type to be checked for.

aut hToken : in TpPAMCredenti al
Of the entity who wishes to do this operation.

Returns
TpBool ean

Raises
TpConmmonExcepti ons, P_PAM UNKNOAN AGENT, P_PAM | NVALI D_CREDENTI AL

8.1.3.13 Method getAgentAttributes()

Return the attributes associated with the agent. If the type is not specified, all associated types are assumed.
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Return value contains the list of specified attributes and their values. If the attributes parameter is an empty list, al
attributes in the named agent are returned.

Parameters
agent Nanme : in TpPAMFQNane
Specifies the agent.

agent Type : in TpString
Specifies the type of interest. Is optional.

attributeNanmes : in TpStringLi st
List of attributes of interest. Can be an empty list.

aut hToken : in TpPAMCredenti al
Of the entity who wishes to do this operation.

Returns
TpPAMAL t ri but eLi st
Raises

TpConmonExcept i ons, P_PAM UNKNOAN_AGENT, P_PAM UNKNOAN_TYPE,
P_PAM UNKNOWN_ATTRI BUTE, P_PAM | NVALI D_CREDENTI AL

8.1.3.14 Method setAgentAttributes()

Modify the attributes associated with the named agent. The input may contain a subset of the attributes of the named
type. Only the specified attributes will be modified and the rest will remain unchanged.

Parameters
agent Narme : in TpPAMFQ\ane
Specifies the agent.

agent Type : in TpString
Specifies the type of interest. Is optional.

attributes : in TpPAMAttri butelLi st
Containsthelist of attributes and their values.

aut hToken : in TpPAMCr edenti al
Of the entity who wishes to do this operation.

Raises

TpConmonExcept i ons, P_PAM UNKNOAN_AGENT, P_PAM UNKNOAN_TYPE,
P_PAM UNKNOWN_ATTRI BUTES, P_PAM | NVALI D_CREDENTI AL
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8.14 Interface Class IpPAMAgentAssignment

Inherits from: Iplnterface.

The purpose of thisinterface isto manage the relationship between identities and the agents assigned to them. The
identities inherit capabilities from the assignments of agents.

The implementation must maintain the integrity of the relationship between identities and agents across changes to
both identities and agents. |mplementations may map these methods to operations on existing directories and databases.
Some implementations may provide a read-only access to thisinterface.

Thisinterface is meant for use by provisioning applications that establish and maintain association of agents with
identities.

<<Interface>>

IpPPAMAgentAssignment

assignAgent (identity : in TpoPAMFQName, agentName : in TpPAMFQName, authToken : in
TpPAMCredential) : void

unassignAgent (identity : in ToPAMFQName, agentName : in TpPAMFQName, authToken : in
TpPAMCredential) : void

listAssignedAgents (identity : in ToPAMFQName, authToken : in TpPAMCredential) : ToPAMFQNameList

listAssociatedldentitiesOfAgent (agentName : in ToPAMFQName, authToken : in TpPAMCredential) :
TpPAMFQNameList

listAssignedAgentsByCapability (identity : in TpoPAMFQName, capability : in TpPAMCapability, authToken :
in TpPAMCredential) : ToPAMFQNameList

listCapabilitiesOfldentity (identity : in TpPPAMFQName, authToken : in TpPAMCredential) :
TpPAMCapabilityList

isldentityCapableOf (identity : in TpoPAMFQName, capability : in TpPAMCapability, authToken : in
TpPAMCredential) : TpBoolean

8.14.1 Method assignAgent()

Assign an existing agent to an existing identity.

Parameters
identity : in TpPAMFQNane
Specifies the identity to assign the agent to.

agent Narme : in TpPAMFQ\ane
Specifies the Agent.

aut hToken : in TpPAMCredenti al
Of the entity who wishes to do this operation.
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Raises
TpComonExcepti ons, P_PAM UNKNOAN | DENTI TY, P_PAM UNKNOWN_AGENT,
P_PAM | NVALI D_CREDENTI AL

8.1.4.2 Method unassignAgent()
Unassign an agent from an existing identity. In effect, this deletes an existing relationship between an agent and an
identity.

Parameters
identity : in TpPAMFQNane
Specifies the identity to assign the agent to.

agent Narme : in TpPAMFQ\ane
Specifies the Agent.

aut hToken : in TpPAMCr edenti al
Of the entity who wishes to do this operation.

Raises
TpCommonExcepti ons, P_PAM UNKNOAN | DENTI TY, P_PAM UNKNOAN AGENT,
P_PAM UNKNOWN_ASSI GNVENT, P_PAM | NVALI D_CREDENTI AL

8.1.4.3 Method listAssignedAgents()

List the Agents assigned to an identity.

Returns the list of agent names assigned to the identity. An empty list isreturned if no agents are assigned to the
identity.

Parameters
identity : in TpPAMFQNane
Specifies the identity of interest.

aut hToken : in TpPAMCredenti al
Of the entity who wishes to do this operation.

Returns
TpPAMFQNaneLi st

Raises
TpCommonExcepti ons, P_PAM UNKNOAN | DENTI TY, P_PAM | NVALI D_CREDENTI AL
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8.1.4.4 Method listAssociatedldentitiesOfAgent()

List the identities that have the specified agent assigned to them.

Returnsthe list of identities that have been assigned the specified agent. Empty list is returned if no identities have been
assigned this agent.

Parameters
agent Narme : in TpPAMFQ\ane
Specifies the Agent.

aut hToken : in TpPAMCredenti al
Of the entity who wishes to do this operation.

Returns
TpPAMVFQNaneLi st

Raises
TpCommonExcepti ons, P_PAM UNKNOAN AGENT, P_PAM | NVALI D_CREDENTI AL

8.1.4.5 Method listAssignedAgentsByCapability()
List the Agents assigned to an identity that match the specified capability.

Returns the list of agent names with the specified capability. An empty list is returned no agents are found.

Parameters
identity : in TpPAMFQNane
Specifies the identity of interest.

capability : in TpPAMCapability
Specifies the capability of interest.

aut hToken : in TpPAMCredenti al
Of the entity who wishes to do this operation.

Returns
TpPAMFQNaneLi st

Raises
TpConmmonExcepti ons, P_PAM UNKNOAN | DENTI TY, P_PAM | NVALI D_CREDENTI AL

8.1.4.6 Method listCapabilitiesOfldentity()
List the capabilities of an identity that it derives from its assigned Agents.

Returns the list of the identity's capabilities. Returns an empty list if no capabilities exist.
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Parameters
identity : in TpPAMFQNane
Specifies the identity of interest.

aut hToken : in TpPAMCredenti al
Of the entity who wishes to do this operation.

Returns
TpPAMCapabi | i t yLi st

Raises
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TpConmonExcept i ons, P_PAM UNKNOAN | DENTI TY, P_PAM | NVALI D_CREDENTI AL

8.1.4.7 Method isldentityCapableOf()

Check if an identity has the specified capability derived from one or more agents assigned to it.

Returns true if the identity has this capability, fal se otherwise.

Parameters
identity : in TpPAMFQNane
Specifies the identity of interest.

capability : in TpPAMCapability
Identifies the capability to check for.

aut hToken : in TpPAMCr edenti al
Of the entity who wishes to do this operation.

Returns
TpBool ean

Raises

TpConmonExcept i ons, P_PAM UNKNOAN | DENTI TY, P_PAM | NVALI D_CREDENTI AL

8.1.5 Interface Class IpPAMIdentityTypeManagement

Inherits from: Iplinterface.

This clause describes the programmatic interface to define the type schema for identities specifying the attributes
associated with the type. These types can then be assigned to identities. PAM implementations may provide a set of pre-
defined types. Identity type names and agent type names are in the same namespace and hence must be uniquely
defined across both identities and agents. The attributes for identity types and agent types arein two different
namespaces and hence an attribute name may be re-used with different characteristics for identities and agents.
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<<Interface>>

IpPAMIdentityTypeManagement

createldentityAttribute (pAttribute : in TpPAMAttributeDef, authToken : in TpPAMCredential) : void
deleteldentityAttribute (attributeName : in TpString, authToken : in TpPAMCredential) : void

getldentityAttributeDefinition (attributeName : in TpString, authToken : in ToPAMCredential) :
TpPAMAttributeDef

listAllldentityAttributes (authToken : in TpPAMCredential) : TpStringList

createldentityType (typeName : in TpString, attributeNames : in TpStringList, authToken : in
TpPAMCredential) : void

deleteldentityType (typeName : in TpString, authToken : in TpPAMCredential) : void
listidentityTypes (authToken : in TpPAMCredential) : TpStringList

addldentityTypeAttributes (typeName : in TpString, attributeNames : in TpStringList, authToken : in
TpPAMCredential) : void

removeldentityTypeAttributes (typeName : in TpString, attributeNames : in TpStringList, authToken : in
TpPAMCredential) : void

listldentityTypeAttributes (typeName : in TpString, authToken : in TpPAMCredential) : TpStringList

8.1.5.1 Method createldentityAttribute()

Create a definition of an identity attribute to specify its name and type.

Parameters

pAttribute : in TpPAMAttri but eDef
Specifies the attribute to be created.

aut hToken : in TpPAMCr edenti al
Credentia of the entity who wishes to do this operation.

Raises
TpCommonExcepti ons, P_PAM ATTRI BUTE_EXI STS, P_PAM | NVALI D_CREDENTI AL

8.1.5.2 Method deleteldentityAttribute()

Delete the definition of an identity attribute.

Parameters

attributeNane : in TpString
Specifies the attribute to be deleted.

aut hToken : in TpPAMCredenti al
Credentia of the entity who wishes to do this operation.
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Raises
TpCommonExcepti ons, P_PAM UNKNOAN ATTRI BUTE, P_PAM | NVALI D_CREDENTI AL

8.1.5.3 Method getldentityAttributeDefinition()
Get the definition for the specified identity attribute.

Returns the definition of the specified attribute.

Parameters

attributeNanme : in TpString
Specifies the attribute.

aut hToken : in TpPAMCr edenti al
Credentia of the entity who wishes to do this operation.

Returns
TpPAMAL t ri but eDef

Raises
TpConmmonExcepti ons, P_PAM UNKNOAN ATTRI BUTE, P_PAM | NVALI D_CREDENTI AL

8.1.54 Method listAllldentityAttributes()
List al known identity attributes.

Returnsthe list of attribute names defined so far. An empty array if no attributes have been defined.

Parameters

aut hToken : in TpPAMCredenti al
Credential of the entity who wishes to do this operation.

Returns
TpStri ngLi st

Raises
TpComonExcepti ons, P_PAM | NVALI D_CREDENTI AL

8.1.55 Method createldentityType()

Specify alabel asthe name of an identity type.
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Parameters
typeNane : in TpString
Specifies the name of the type to be created.

attributeNanmes : in TpStringList
Specifiesthelist of attributes to be added.

aut hToken : in TpPAMCredenti al
Credential of the entity who wishes to do this operation.

Raises

TpComonExcepti ons, P_PAM TYPE_EXI STS, P_PAM UNKNOWN_ATTRI BUTE,
P_PAM | NVALI D_CREDENTI AL

8.1.5.6 Method deleteldentity Type()

Delete alabel asthe name of an identity type. All identities that have this type are no longer associated with thistype
and conseguently will no longer will have any attributes associated with this type.

Parameters
typeNane : in TpString
Specifies the name of the type.

aut hToken : in TpPAMCr edenti al

Credentia of the entity who wishes to do this operation.

Raises

TpComonExcepti ons, P_PAM UNKNOWN TYPE, P_PAM | NVALI D_CREDENTI AL

8.1.5.7 Method listldentity Types()
List all known identity types.

Returns the list of known identity types. An empty array if no identity types have been defined.

Parameters

aut hToken : in TpPAMCr edenti al
Credentia of the entity who wishes to do this operation.
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Returns

TpStri ngLi st

Raises

TpComonExcepti ons, P_PAM | NVALI D_CREDENTI AL

8.1.5.8 Method addldentityTypeAttributes()
Add attribute definitions to the schema of an identity type that has already been defined.

Parameters
typeNane : in TpString
Specifies the name of the type.

attributeNanmes : in TpStringList
List of attributes to be added to thistype.

aut hToken : in TpPAMCredenti al
Credentia of the entity who wishes to do this operation.

Raises

TpConmonExcept i ons, P_PAM UNKNOAN TYPE, P_PAM ATTRI BUTE_EXI STS,
P_PAM UNKNOWN_ATTRI BUTE, P_PAM | NVALI D_CREDENTI AL

8.1.5.9 Method removeldentity TypeAttributes()
Delete attribute definitions from the schema of an identity type that has already been defined.

Parameters
typeNane : in TpString
Specifies the name of the type.

attributeNames : in TpStringList
Specifiesthe list of attributes to be deleted.

aut hToken : in TpPAMCredenti al
Credentia of the entity who wishes to do this operation.

Raises

TpComonExcepti ons, P_PAM UNKNOWN_TYPE, P_PAM UNKNOAN_ATTRI BUTE,
P_PAM | NVALI D_CREDENTI AL
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8.1.5.10 Method listldentity TypeAttributes()

List all attributes of an identity type.

Returnsthe list of attribute definitions for the named type. An empty array if no attributes have been defined for this
type.

Parameters
typeNane : in TpString
Specifies the name of the type.

aut hToken : in TpPAMCredenti al
Credentia of the entity who wishes to do this operation.

Returns

TpStri ngLi st

Raises

TpComonExcepti ons, P_PAM UNKNOWN_TYPE, P_PAM | NVALI D_CREDENTI AL

8.1.6 Interface Class IpPAMAgentTypeManagement
Inherits from: Iplnterface.

This clause describes the programmatic interface to define the type schema for agents specifying the attributes
associated with the type. These types can then be assigned to agents. PAM implementations may provide a set of pre-
defined types. |dentity type names and agent type names are in the same namespace and hence must be uniquely
defined across both identities and agents. The attributes for identity types and agent types are in two different
namespaces and hence an attribute name may be re-used with different characteristics for identities and agents.
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<<Interface>>

IpPPAMAgentTypeManagement

createAgentAttribute (pAttribute : in TpPAMAttributeDef, authToken : in TpPAMCredential) : void
deleteAgentAttribute (attributeName : in TpString, authToken : in TpPAMCredential) : void

getAgentAttributeDefinition (attributeName : in TpString, authToken : in TpPAMCredential) :
TpPAMAttributeDef

listAllAgentAttributes (authToken : in TpPAMCredential) : TpStringList

createAgentType (typeName : in TpString, attributeNames : in TpStringList, authToken : in
TpPAMCredential) : void

deleteAgentType (typeName : in TpString, authToken : in TpPAMCredential) : void
listAgentTypes (authToken : in TpPAMCredential) : TpStringList

addAgentTypeAttributes (typeName : in TpString, attributeNames : in TpStringList, authToken : in
TpPAMCredential) : void

removeAgentTypeAttributes (typeName : in TpString, attributeNames : in TpStringList, authToken : in
TpPAMCredential) : void

listAgentTypeAttributes (typeName : in TpString, authToken : in TpPAMCredential) : TpStringList

8.1.6.1 Method createAgentAttribute()

Create adefinition of an Agent attribute to specify its name and type.

Parameters

pAttribute : in TpPAMAttri but eDef
Specifies the attribute to be created.

aut hToken : in TpPAMCr edenti al
Credentia of the entity who wishes to do this operation.

Raises
TpCommonExcepti ons, P_PAM ATTRI BUTE_EXI STS, P_PAM | NVALI D_CREDENTI AL

8.1.6.2 Method deleteAgentAttribute()

Delete the definition of an Agent attribute.

Parameters

attributeNane : in TpString
Specifies the attribute to be deleted.

aut hToken : in TpPAMCredenti al
Credentia of the entity who wishes to do this operation.
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Raises
TpCommonExcepti ons, P_PAM UNKNOAN ATTRI BUTE, P_PAM | NVALI D_CREDENTI AL

8.1.6.3 Method getAgentAttributeDefinition()
Get the definition for the specified Agent attribute.

Returns the definition of the specified attribute.

Parameters

attributeNanme : in TpString
Specifies the attribute.

aut hToken : in TpPAMCr edenti al
Credentia of the entity who wishes to do this operation.

Returns
TpPAMAL t ri but eDef

Raises
TpConmmonExcepti ons, P_PAM UNKNOAN ATTRI BUTE, P_PAM | NVALI D_CREDENTI AL

8.1.6.4 Method listAllAgentAttributes()
List al known Agent attributes.

Returnsthe list of attribute names defined so far. An empty array if no attributes have been defined.

Parameters

aut hToken : in TpPAMCredenti al
Credential of the entity who wishes to do this operation.

Returns
TpStri ngLi st

Raises
TpComonExcepti ons, P_PAM | NVALI D_CREDENTI AL

8.1.6.5 Method createAgentType()

Specify alabel asthe name of an Agent type.
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Parameters
typeNane : in TpString
Specifies the name of the type to be created.

attributeNanmes : in TpStringList
Specifiesthelist of attributes to be added.

aut hToken : in TpPAMCredenti al
Credential of the entity who wishes to do this operation.

Raises

TpComonExcepti ons, P_PAM TYPE_EXI STS, P_PAM UNKNOWN_ATTRI BUTE,
P_PAM | NVALI D_CREDENTI AL

8.1.6.6 Method deleteAgentType()

Delete alabel asthe name of an Agent type. All identities that have this type are no longer associated with this type and
consequently will no longer will have any attributes associated with this type.

Parameters
typeNane : in TpString
Specifies the name of the type.

aut hToken : in TpPAMCr edenti al

Credentia of the entity who wishes to do this operation.

Raises

TpComonExcepti ons, P_PAM UNKNOWN TYPE, P_PAM | NVALI D_CREDENTI AL

8.1.6.7 Method listAgentTypes()
List all known Agent types.

Returns the list of known Agent types. An empty array if no Agent types have been defined.

Parameters

aut hToken : in TpPAMCr edenti al
Credentia of the entity who wishes to do this operation.
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Returns

TpStri ngLi st

Raises

TpComonExcepti ons, P_PAM | NVALI D_CREDENTI AL

8.1.6.8 Method addAgentTypeAttributes()
Add attribute definitions to the schema of an Agent type that has already been defined.

Parameters
typeNane : in TpString
Specifies the name of the type.

attributeNanmes : in TpStringList
List of attributes to be added to thistype.

aut hToken : in TpPAMCredenti al
Credentia of the entity who wishes to do this operation.

Raises

TpConmonExcept i ons, P_PAM UNKNOAN TYPE, P_PAM ATTRI BUTE_EXI STS,
P_PAM UNKNOWN_ATTRI BUTE, P_PAM | NVALI D_CREDENTI AL

8.1.6.9 Method removeAgentTypeAttributes()
Delete attribute definitions from the schema of an Agent type that has already been defined.

Parameters
typeNane : in TpString
Specifies the name of the type.

attributeNames : in TpStringList
Specifiesthe list of attributes to be deleted.

aut hToken : in TpPAMCredenti al
Credentia of the entity who wishes to do this operation.

Raises

TpComonExcepti ons, P_PAM UNKNOWN_TYPE, P_PAM UNKNOAN_ATTRI BUTE,
P_PAM | NVALI D_CREDENTI AL

ETSI



3GPP TS 29.198-14 version 6.3.1 Release 6 57 ETSITS 129 198-14 V6.3.1 (2006-07)

8.1.6.10 Method listAgentTypeAttributes()
List al attributes of an Agent type.

Returnsthe list of attributes for the named type. An empty array if no attributes have been defined for this type.

Parameters
typeNane : in TpString
Specifies the name of the type.

aut hToken : in TpPAMCredenti al
Credential of the entity who wishes to do this operation.

Returns

TpStri ngLi st

Raises

TpComonExcepti ons, P_PAM UNKNOWN_TYPE, P_PAM | NVALI D_CREDENTI AL

8.1.7 Interface Class IpPAMCapabilityManagement
Inherits from: Iplnterface.

This clause describes the programmatic interface to define capability names.

Capabilities are names that define a property of an agent for which presence data may exist. Examples are voice, IM,
SMS, WAP, etc. Agents can be assigned capabilities. |dentities inherit capabilities from agents but cannot be directly
assigned capabilities. Each capability is defined with an associated set of attributes. The attributes for each capability
exist in their own namespace and hence an attribute name may be re-used with different characteristics across
capabilities.
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<<Interface>>

IpPAMCapabilityManagement

createCapabilityAttribute (pAttribute : in TpPAMAttributeDef, authToken : in TpPAMCredential) : void
deleteCapabilityAttribute (attributeName : in TpString, authToken : in TpPAMCredential) : void

getCapabilityAttributeDefinition (attributeName : in TpString, authToken : in ToPAMCredential) :
TpPAMAttributeDef

listAllCapabilityAttributes (authToken : in TpPAMCredential) : TpStringList

createCapability (capabilityName : in TpPAMCapability, attributeNames : in TpStringList, authToken : in
TpPAMCredential) : void

deleteCapability (capabilityName : in TpPAMCapability, authToken : in ToPAMCredential) : void
listCapabilities (authToken : in TpPAMCredential) : TpPAMCapabilityList

addCapabilityAttributes (capabilityName : in TpPAMCapability, attributeNames : in TpStringList, authToken :
in ToPAMCredential) : void

removeCapabilityAttributes (capabilityName : in TpPAMCapability, attributeNames : in TpStringList,
authToken : in TpPAMCredential) : void

listCapabilityAttributes (capabilityName : in TpPAMCapability, authToken : in TpPAMCredential) :
TpStringList

assignCapabilitiesToType (agentType : in TpString, capabilities : in TpPAMCapabilityList, authToken : in
TpPAMCredential) : void

unassignCapabilitiesFromType (agentType : in TpString, capabilities : in TpPAMCapabilityList, authToken :
in ToPAMCredential) : void

listCapabilitiesOfType (agentType : in TpString, authToken : in TpPAMCredential) : TpPAMCapabilityList

8.1.7.1 Method createCapabilityAttribute()

Create a definition of a Capability attribute to specify its name and type.

Parameters

pAttribute : in TpPAMAtt i but eDef
Specifies the attribute to be created.

aut hToken : in TpPAMCredenti al
Credential of the entity who wishes to do this operation.

Raises
TpCommonExcepti ons, P_PAM ATTRI BUTE_EXI STS, P_PAM | NVALI D_CREDENTI AL

8.1.7.2 Method deleteCapabilityAttribute()
Delete the definition of a Capahility attribute.
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Parameters

attributeNane : in TpString
Specifies the attribute to be deleted.

aut hToken : in TpPAMCredenti al
Credential of the entity who wishes to do this operation.

Raises
TpConmmonExcepti ons, P_PAM UNKNOAN ATTRI BUTE, P_PAM | NVALI D_CREDENTI AL

8.1.7.3 Method getCapabilityAttribute Definition()
Get the definition for the specified Capability attribute.

Returns the definition of the specified attribute.

Parameters

attributeNane : in TpString
Specifies the attribute.

aut hToken : in TpPAMCredenti al
Credentia of the entity who wishes to do this operation.

Returns
TpPAMAL t ri but eDef

Raises
TpCommonExcepti ons, P_PAM UNKNOAN ATTRI BUTE, P_PAM | NVALI D_CREDENTI AL

8.1.7.4 Method listAllCapabilityAttributes()
List all known Capability attributes.

Returnsthe list of attribute names defined so far. An empty array if no attributes have been defined.

Parameters

aut hToken : in TpPAMCredenti al
Credential of the entity who wishes to do this operation.
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Returns

TpStri ngLi st

Raises

TpComonExcepti ons, P_PAM | NVALI D_CREDENTI AL

8.1.7.5 Method createCapability()
Specify alabel asthe name of a Capability type.

Parameters
capabilityNane : in TpPAMCapability
Specifies the name of the type to be created.

attributeNanmes : in TpStringList
Specifiesthelist of attributes to be added.

aut hToken : in TpPAMCredenti al
Credentia of the entity who wishes to do this operation.
Raises

TpComonExcepti ons, P_PAM TYPE_EXI STS, P_PAM UNKNOWN_ATTRI BUTE,
P_PAM | NVALI D_CREDENTI AL

8.1.7.6 Method deleteCapability()

Delete alabel as the name of a Capability. All agents that have thistype are no longer associated with this type and
consequently will no longer will have any attributes associated with this type.

Parameters
capabilityNane : in TpPAMCapability
Specifies the name of the type.

aut hToken : in TpPAMCr edenti al
Credentia of the entity who wishes to do this operation.

Raises
TpCommonExcepti ons, P_PAM UNKNOAN TYPE, P_PAM | NVALI D_CREDENTI AL

8.1.7.7 Method listCapabilities()
List all known Capability types.
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Returns the list of known Capability types. An empty array if no Capability types have been defined.

Parameters

aut hToken : in TpPAMCr edenti al
Credentia of the entity who wishes to do this operation.

Returns
TpPAMCapabi | i t yLi st

Raises
TpComonExcepti ons, P_PAM | NVALI D_CREDENTI AL

8.1.7.8 Method addCapabilityAttributes()
Add attribute definitions to the schema of a capability that has already been defined.

Parameters
capabilityNane : in TpPAMCapability
Specifies the name of the type.

attributeNames : in TpStringList
List of attributes to be added to this type.

aut hToken : in TpPAMCr edenti al
Credentia of the entity who wishes to do this operation.
Raises

TpConmonExcept i ons, P_PAM UNKNOAN _TYPE, P_PAM ATTRI BUTE_EXI STS,
P_PAM UNKNOWN_ATTRI BUTE, P_PAM | NVALI D_CREDENTI AL

8.1.7.9 Method removeCapabilityAttributes()
Delete attribute definitions from the schema of a Capability that has already been defined.

Parameters
capabilityNane : in TpPAMCapability
Specifies the name of the type.

attributeNames : in TpStringList
Specifiesthelist of attributes to be deleted.

aut hToken : in TpPAMCr edenti al
Credential of the entity who wishes to do this operation.
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Raises

TpCommonExcepti ons, P_PAM UNKNOMWN_TYPE, P_PAM UNKNOMN_ATTRI BUTE,
P_PAM | NVALI D_CREDENTI AL

8.1.7.10 Method listCapabilityAttributes()

List all attributes of a capability.

Returns the list of attributes for the named Capability. An empty array if no attributes have been defined for this
capability.

Parameters
capabilityNane : in TpPAMCapability
Specifies the name of the type.

aut hToken : in TpPAMCredenti al
Credential of the entity who wishes to do this operation.

Returns
TpStri ngLi st

Raises
TpConmmonExcepti ons, P_PAM UNKNOAN TYPE, P_PAM | NVALI D_CREDENTI AL

8.1.7.11 Method assignCapabilitiesToType()
Assign capabilities to agent type.
Parameters

agent Type : in TpString
Name of an agent type.

capabilities : in TpPAMCapabilityLi st
Specifiesthelist of capabilitiesto be associated.

aut hToken : in TpPAMCredenti al
Of the entity who wishes to do this operation.

Raises

TpConmonExcept i ons, P_PAM UNKNOAN TYPE, P_PAM UNKNOWN_CAPABI LI TY,
P_PAM | NVALI D_CREDENTI AL
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8.1.7.12 Method unassignCapabilitiesFromType()

Unassign capabilities from an agent type.

Parameters
agent Type : in TpString
Name of an agent type.

capabilities : in TpPAMCapabilityLi st
Specifiesthe list of capabilities to be disassociated.

aut hToken : in TpPAMCr edenti al
Of the entity who wishes to do this operation.
Raises

TpConmonExcept i ons, P_PAM UNKNOAN TYPE, P_PAM UNKNOWN_CAPABI LI TY,
P_PAM | NVALI D_CREDENTI AL

8.1.7.13 Method listCapabilitiesOfType()
List capabilities assigned to an agent type.

Returnsthe list of capabilities assigned to the agent type.

Parameters
agent Type : in TpString
Name of an agent type.

aut hToken : in TpPAMCr edenti al
Of the entity who wishes to do this operation.

Returns

TpPAMCapabi | i t yLi st

Raises

TpComonExcepti ons, P_PAM UNKNOMN_TYPE, P_PAM | NVALI D_CREDENTI AL

8.2 PAM Access SCF Interface Classes

This service consists of the presence and availability query and update interfaces.

8.2.1 Interface Class IpPAMPresenceAvailabilityManager
Inherits from: IpService.

The purpose of thisinterfaceis to supply the variousinterfaces available in this service to the application and to provide
the authentication credentials. Thisinterface isthe only discoverable interface from the framework.
All PAM methods optionally use an authentication token as a parameter since the outcome of the operations may
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depend on the entity requesting the operation. To enable this, the getAuthToken() method is used to obtain an
implementation dependent token. An application that has authenticated itself with the OSA framework, can get an
authentication token for itself. Alternatively, if the application is requesting PAM operations on behalf of multiple
entities, authentication tokens may be requested for each such entity after providing any available data about the asker.
These tokens can then be used repeatedly for operations within a session without further need to identify the asker.

<<Interface>>

IpPPAMPresenceAvailabilityManager

getAuthToken (askerData : in TpAttributeList) : TpPAMCredential
obtaininterface (interfaceName : in TpPAMPresenceAvailabilitylnterfaceName) : IpinterfaceRef

<<new>> getAccessControl (identity : in ToPAMFQName, authToken : in TpPAMCredential) :
TpPAMAccessControlData

<<new>> setAccessControl (identity : in ToPAMFQName, operation : in TpPAMPreferenceOp,
newAccessControl : in TpPAMAccessControlData, authToken : in TpPAMCredential) : void

<<new>> activateService (identity : in ToPAMFQName, authToken : in TpPAMCredential) : void
<<new>> deactivateService (identity : in TPoPAMFQName, authToken : in TpPAMCredential) : void
<<new>> isActiveldentity (identity : in ToPAMFQName, authToken : in TpPAMCredential) : TpBoolean

8.2.1.1 Method getAuthToken()
Get an authentication token for access to the interface methods.

Returns an implementation-dependent authentication credential that can be verified.

Parameters

askerData : in TpAttributelList

Specifiesinformation about the asker. Can be an empty array. The exact attributesin this list are dependent on the
application. PAM reserves the attribute "name" with type TpoPAMFQName to contain the identity of the asker if known.

Returns
TpPAMCr edent i al

Raises
TpComonExcepti ons, P_PAM | NVALI D CREDENTI AL

8.2.1.2 Method obtaininterface()

Obtain available interfaces from the service. The valid parameters for this method can be obtained from the service
property P OBTAINABLE_INTERFACES.

Returns the requested interface.
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Parameters

interfaceNane : in TpPAMPresenceAvail abilityl nterfaceNane
Specifies the name of the required interface.

Returns

| pl nt er f aceRef

Raises

TpComonExcepti ons, P_PAM UNAVAI LABLE | NTERFACE

8.2.1.3 Method <<new>> getAccessControl()

Get the access control associated with the data belonging to an identity. The data associated with an identity includes
the static and dynamic attributes of an identity as well as data about agents associated with an identity.

This method should be used in conjunction with the setAccessControl method.

Returns the access control if previoudly specified for the identity. Is null if there is no access control associated.

Parameters
identity : in TpPAMFQNane
Specifies the identity of interest.

aut hToken : in TpPAMCr edenti al
Of the entity who wishes to do this operation.

Returns

TpPAMAccessCont r ol Dat a

Raises

TpComonExcepti ons, P_PAM UNKNOWN | DENTI TY, P_PAM | NVALI D_CREDENTI AL

8.2.1.4 Method <<new>> setAccessControl()

Set the access controls for the data associated with the specified identity. If the identity is Null, the access control is set
for all identities (if authorized to do so). The data associated with an identity includes the static and dynamic attributes
of an identity as well as data about agents associated with an identity.

Any existing access control will be modified based on the operation.

If the new access control is specified as Null for replace operation , an existing access control will be removed.

Parameters
identity : in TpPAMFQNane
Specifies the identity of interest.

operation : in TpPAMWPreference(
Specifies the operation to be performed with the specified preference.
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newAccessControl : in TpPAMAccessControl Dat a
Specifies the access controls to add.

aut hToken : in TpPAMCr edenti al
Of the entity who wishes to do this operation.

Raises
TpCommonExcepti ons, P_PAM UNKNOAN | DENTI TY, P_PAM | NVALI D_CREDENTI AL

8.2.15 Method <<new>> activateService()

Activate the service for the specified identity. If the identity is null, activate the service for ALL identities. The method
succeedsif the service is aready activated for the specified identity.

Parameters
identity : in TpPAMFQNane
Specifies the identity of interest. Can be NULL (empty string).

aut hToken : in TpPAMCredenti al

of the entity who wishes to do this operation.

Raises

TpComonExcepti ons, P_PAM UNKNOAN | DENTI TY, P_PAM | NVALI D _CREDENTI AL

8.2.1.6 Method <<new>> deactivateService()

Deactivate the service for the specified identity. If the identity is null, deactivate the service for ALL identities. The
method succeedsif the service is already deactivated for the specified identity.

Parameters
identity : in TpPAMFQNane
Specifies the identity of interest. Can be NULL (empty string).

aut hToken : in TpPAMCr edenti al
of the entity who wishes to do this operation.

Raises
TpCommonExcepti ons, P_PAM UNKNOAN | DENTI TY, P_PAM | NVALI D_CREDENTI AL

8.2.1.7 Method <<new>> isActiveldentity()
Check if the service is active for the specified identity.

Returnstrueif the service is active for that identity, false otherwise.
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Parameters
identity : in TpPAMFQNane
Specifies the identity of interest. Cannot be NULL (empty string).

aut hToken : in TpPAMCredenti al
of the entity who wishes to do this operation.

Returns
TpBool ean

Raises
TpConmmonExcepti ons, P_PAM UNKNOAN | DENTI TY, P_PAM | NVALI D_CREDENTI AL

8.2.2 Interface Class IpPAMIdentityPresence
Inherits from: I plnterface.

The purpose of thisinterface isto maintain the dynamic presence information of identity.

The underlying implementations may optimize the storage for this dynamic data rather than rely on a general -
purpose directory or database when performance is an issue. Presence information for identities may be explicitly
registered are may be implicitly derived from the underlying networks or presence information from agents associated
with the identity.

Thisinterface is meant for use by applications that register and/or maintain dynamic presence information
associated with identities and accessible without the privacy or other controls established by availability preferences.
These applications may not be aware of the name and the types of agents associated with the identity.

The presence information can be explicitly registered using the interface or the presence may come from
information implicitly derived (e.g., using presence information of agents associated with the identity).

<<Interface>>

IpPAMIdentityPresence

setldentityPresence (identity : in ToPAMFQName, identityType : in TpString, attributes : in
TpPAMAttributeList, authToken : in TpPAMCredential) : void

setldentityPresenceExpiration (identity : in ToPAMFQName, identityType : in TpString, attributeNames : in
TpStringList, expiresin : in TpPAMTimelnterval, authToken : in TpPAMCredential) : void

getldentityPresence (identity : in ToPAMFQName, identityType : in TpString, attributeNames : in
TpStringList, authToken : in TpPAMCredential) : TpPAMAttributeList

8.2.2.1 Method setldentityPresence()

Set identity's dynamic attributes.
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Parameters
identity : in TpPAMFQNane
Specifies the identity.

identityType : in TpString
Specifies the type of the identity.

attributes : in TpPAMAttri butelLi st
Specifies the attributes to set.

aut hToken : in TpPAMCr edenti al
Of the entity who wishes to do this operation.

Raises

TpConmonExcept i ons, P_PAM UNKNOAN | DENTI TY, P_PAM UNKNOAN TYPE,
P_PAM UNKNOWN_ATTRI BUTE, P_PAM | NVALI D_CREDENTI AL

8.2.2.2 Method setldentityPresenceExpiration()

Set or reset the expiration of an identity's named presence attributes. If the attributeNames parameter is an empty list,
the expiration time of all attributes defined for the identity will have their expiration time changed.

Parameters
identity : in TpPAVMFQNane
Specifies the identity.

identityType : in TpString
Specifies the type of the identity.

attributeNanmes : in TpStringList
Specifies the names of the attributes. Can be an empty list.

expireslin : in TpPAM nel nt erval
Specifies the number of seconds until the attributes expire. A value of -1 indicates no expiration.

aut hToken : in TpPAMCredenti al
Of the entity who wishes to do this operation.

Raises

TpConmonExcept i ons, P_PAM UNKNOAN_| DENTI TY, P_PAM UNKNOAN_TYPE,
P_PAM_UNKNOWN_ATTRI BUTE, P_PAM | NVALI D_CREDENTI AL

8.2.2.3 Method getldentityPresence()

Retrieve presence attributes associated with an identity.
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Return value contains the requested attributes of the named capability. If the attributes parameter is an empty array, al
attributes of the named profile are included.

Parameters
identity : in TpPAMFQNane
Specifies the identity.

identityType : in TpString
Specifies the type of the identity.

attributeNanmes : in TpStringLi st
Specifies the attributes of interest. Can be an empty list.

aut hToken : in TpPAMCredenti al
Of the entity who wishes to do this operation.

Returns
TpPAMAL t ri but eLi st

Raises

TpConmonExcept i ons, P_PAM UNKNOAN_| DENTI TY, P_PAM UNKNOAN_TYPE,
P_PAM UNKNOWN_ATTRI BUTE, P_PAM | NVALI D_CREDENTI AL

8.2.3 Interface Class IpPAMAvailability

Inherits from: Iplinterface.

The purpose of the interface isto:

- Manage the preferences specified for the availability of an identity and, to

- Query for the availability of identities for specific capabilities.

- Query for attributes of interest from an identity.

Simple implementations may equate the availability of identitiesto presence of their agents with available
status. More complex implementations may consider, in addition, the preferences specified for availability as well asthe
attributes of the entity asking for availability.

The queries for availability are done for a specified context. A context is a set of attributes describing the situation
for which availahility is requested. PAM specifies one pre-defined context - Communication. The Communication
context is used for availability for a specific mode of communication. Applications and PAM implementations may
extend and provide additional contexts such as availability at a particular location, availability for a specific mode of
communication at a given location, etc. The context information also includes any information about the asker as may
be provided by the asker.

The specification defines two types of preference mechanisms although implementations may support additional
mechanisms. The first mechanism consists of access control lists that specify identities that are allowed/denied to access
information about the identity whose preference is being set. The second mechanism allow for an external application
interface to be specified to check for access control as well asto compute availability.
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<<Interface>>
IpPAMAvailability

getAvailability (identity : in TpoPAMFQName, pamContext : in TpPAMContext, attributeNames : in
TpStringList, authToken : in ToPAMCredential) : TpPAMAVvailabilityProfileList

getPreference (identity : in TpoPAMFQName, pamContext : in TpPAMContext, authToken : in
TpPAMCredential) : TpPAMPreferenceData

setPreference (identity : in TpPAMFQName, pamContext : in TpPAMContext, operation : in
TpPAMPreferenceOp, newPreference : in TpPAMPreferenceData, authToken : in TpPAMCredential) :
void

8.2.3.1 Method getAvailability()
Get the availahility for an identity for a given context.

All contexts may optionally include an asker profile. Although PAM applications may decide what attributes to include
in an asker profile, PAM implementations should not require such attributes to be present. The implementations should
leave it to the availability computations to decide the availability based on the (partial) information provided.

It isalso up to the availability computation to decide on the trustworthiness of the asker profile information based on the
application, the credentials of the entity asking for availability and/or the credentials, if any, of the entity accessing the
interface.

Returns a value containing alist of attributes as available to the asker in the requested context. If no information is
available to the asker an empty list isreturned.

Parameters
identity : in TpPAMFQNane
Specifies the identity for which the availability is being requested.

pamCont ext : in TpPAMCont ext
Specifies the context for which the availability is requested.

attributeNanmes : in TpStringLi st
Specifies the attributes of interest. Can be an empty list to indicate al attributes.

aut hToken : in TpPAMCr edenti al
Of the entity who wishes to do this operation.

Returns
TpPAMAvai | abi I ityProfil eLi st

Raises
TpCommonExcepti ons, P_PAM UNKNOAN | DENTI TY, P_PAM | NVALI D_CREDENTI AL
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8.2.3.2 Method getPreference()
Get the availability preferences of an identity for the specified communication mode.
This method should be used in conjunction with the setPreference method.

Returns the preference for the named context if previously specified for the identity. Is null if there are no preferences
associated.

Parameters
identity : in TpPAMFQNane
Specifies the identity of interest.

pamCont ext : in TpPAMCont ext
Specifies the context for which the preferences are requested.

aut hToken : in TpPAMCredenti al
Of the entity who wishes to do this operation.

Returns

TpPAMPr ef er enceDat a

Raises

TpComonExcepti ons, P_PAM UNKNOWN_| DENTI TY, P_PAM | NVALI D_CREDENTI AL

8.2.3.3 Method setPreference()

Set the availability preferences for the specified identity for the specified context. If the identity is Null, the preference
isset for all identities (if authorized to do so).

The existing preference will be modified based on the operation.

If the new preferenceis specified as Null for replace operation , any existing preferences for the specified context will
be removed.

Parameters
identity : in TpPAMFQNane
Specifies the identity with which the preference will be associated.

panCont ext : in TpPAMCont ext
Specifies the capability to which this preference applies.

operation : in TpPAMPreference(
Specifies the operation to be performed with the specified preference.

newPr ef erence : in TpPAMPref erenceDat a
Specifies the availability preference to add.

aut hToken : in TpPAMCredenti al
Of the entity who wishes to do this operation.
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Raises
TpCommonExcepti ons, P_PAM UNKNOAN | DENTI TY, P_PAM | NVALI D_CREDENTI AL

8.2.4 Interface Class IpAppPAMPreferenceCheck
Inherits from: Ipinterface.

The purpose of thisinterface is to provide methods to be called by the PAM service to check for access control or to
compute availability using an implementation provided by an application. Instances of this interface are registered using
the setPreference() method in the availability management interface.

<<Interface>>

IpAppPAMPreferenceCheck

computeAvailability (identity : in ToPAMFQName, pamContext : in TpPAMContext, attributeNames : in
TpStringList, authToken : in ToPAMCredential) : TpPAMAvailabilityProfileList

8.24.1 Method computeAvailability()

Compute the availability for an identity for a given context. The data provided is the same as the data provided for the
getAvailability call. The application implementing this interface uses the identity presence interface to get the current
presence data and maintains its own user preferences to compute the availability.

Returns a value containing alist of attributes as available to the asker in the requested context. If no information is
available to the asker an empty list isreturned.

Parameters
identity : in TpPAMFQNane
Specifies the identity for which the availability is being requested.

pamCont ext : in TpPAMCont ext
Specifies the context for which the availability is requested.

attributeNanmes : in TpStringList
Specifies the attributes of interest. Can be an empty list to indicate al attributes.

aut hToken : in TpPAMCredenti al
Of the entity who wishes to do this operation.

Returns
TpPAMAvai | abi I ityProfil eLi st
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8.3 PAM Event SCF Interface Classes

This service contains an interface for registering for notifications for events that occur within the PAM service.

8.3.1 Interface Class IpPAMEventManager

Inherits from: IpService.

The purpose of thisinterface isto supply the various interfaces available in this service to the application and to provide
the authentication credentials. Thisinterface isthe only discoverable interface from the framework.

All PAM methods use an authentication token as a parameter since the outcome of the operations may depend on
the entity requesting the operation. To enable this, the getAuthToken() method is used to obtain an implementation
dependent token. An application that has authenticated itself with the OSA framework, can get an authentication token
for itself. Alternatively, if the application is requesting PAM operations on behalf of multiple entities, authentication
tokens may be requested for each such entity after providing any available data about the asker. These tokens can then
be used repeatedly for operations within a session without further need to identify the asker.

<<Interface>>

IpPPAMEventManager

getAuthToken (askerData : in TpAttributeList) : TpPAMCredential
obtaininterface (interfaceName : in TpPAMEventinterfaceName) : IpinterfaceRef

<<new>> getAccessControl (identity : in ToPAMFQName, authToken : in TpPAMCredential) :
TpPAMAccessControlData

<<new>> setAccessControl (identity : in ToPAMFQName, operation : in TpPAMPreferenceOp,
newAccessControl : in TpPAMAccessControlData, authToken : in TpPAMCredential) : void

<<new>> activateService (identity : in ToPAMFQName, authToken : in TpPAMCredential) : void
<<new>> deactivateService (identity : in To)PAMFQName, authToken : in TpPAMCredential) : void
<<new>> isActiveldentity (identity : in ToPAMFQName, authToken : in TpPAMCredential) : TpBoolean

8.3.1.1 Method getAuthToken()
Get an authentication token for access to the interface methods.

Returns an implementation-dependent authentication credential that can be verified.

Parameters

askerData : in TpAttributelList

Specifies information about the asker. Can be an empty array. The exact attributesin this list are dependent on the
application. PAM reserves the attribute "name" with type TpPAMFQName to contain the identity of the asker if known.
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Returns

TpPAMCr edent i al

Raises

TpComonExcepti ons, P_PAM | NVALI D_CREDENTI AL

8.3.1.2 Method obtaininterface()

Obtain available interfaces from the service. The valid parameters for this method can be obtained from the service
property P OBTAINABLE_INTERFACES.

Returns the requested interface.

Parameters

i nterfaceNanme : in TpPAMEvent | nterfaceNane
Specifies the name of the required interface.

Returns

| pl nt er f aceRef

Raises

TpComonExcepti ons, P_PAM UNAVAI LABLE | NTERFACE

8.3.1.3 Method <<new>> getAccessControl()

Get the access control associated with the data belonging to an identity. The data associated with an identity includes
the static and dynamic attributes of an identity as well as data about agents associated with an identity.

This method should be used in conjunction with the setAccessControl method.

Returns the access control if previously specified for the identity. Is null if there is no access control associated.

Parameters
identity : in TpPAMFQNane
Specifies the identity of interest.

aut hToken : in TpPAMCredenti al
Of the entity who wishes to do this operation.
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Returns

TpPAMAccessCont r ol Dat a

Raises

TpComonExcepti ons, P_PAM UNKNOWN | DENTI TY, P_PAM | NVALI D_CREDENTI AL

8.3.14 Method <<new>> setAccessControl()

Set the access controls for the data associated with the specified identity. If the identity is Null, the access control is set
for all identities (if authorized to do so). The data associated with an identity includes the static and dynamic attributes
of anidentity as well as data about agents associated with an identity.

Any existing access control will be modified based on the operation.

If the new access control is specified as Null for replace operation , an existing access control will be removed.

Parameters
identity : in TpPAMFQNane
Specifies the identity of interest.

operation : in TpPAMWPreference(
Specifies the operation to be performed with the specified preference.

newAccessControl : in TpPAMAccessCont r ol Dat a
Specifies the access controlsto add.

aut hToken : in TpPAMCredenti al

Of the entity who wishes to do this operation.

Raises

TpComonExcepti ons, P_PAM UNKNOAN | DENTI TY, P_PAM | NVALI D_CREDENTI AL

8.3.1.5 Method <<new>> activateService()

Activate the service for the specified identity. If the identity is null, activate the service for ALL identities. The method
succeedsif the service is aready activated for the specified identity.

Parameters
identity : in TpPAMFQNane
Specifiesthe identity of interest. Can be NULL (empty string).

aut hToken : in TpPAMCr edenti al
of the entity who wishes to do this operation.
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Raises
TpCommonExcepti ons, P_PAM UNKNOAN | DENTI TY, P_PAM | NVALI D_CREDENTI AL

8.3.1.6 Method <<new>> deactivateService()

Deactivate the service for the specified identity. If the identity is null, deactivate the service for ALL identities. The
method succeeds if the service is aready deactivated for the specified identity.

Parameters
identity : in TpPAMFQNane
Specifiesthe identity of interest. Can be NULL (empty string).

aut hToken : in TpPAMCr edenti al
of the entity who wishes to do this operation.

Raises
TpCommonExcepti ons, P_PAM UNKNOAN | DENTI TY, P_PAM | NVALI D_CREDENTI AL

8.3.1.7 Method <<new>> isActiveldentity()

Check if the service is active for the specified identity. Returnstrue if the serviceis active for that identity, false
otherwise.

Parameters
identity : in TpPAVMFQNane
Specifies the identity of interest. Cannot be NULL (empty string).

aut hToken : in TpPAMCredenti al
of the entity who wishes to do this operation.

Returns
TpBool ean

Raises
TpConmmonExcepti ons, P_PAM UNKNOAN | DENTI TY, P_PAM | NVALI D_CREDENTI AL

8.3.2 Interface Class IpAppPAMEventHandler

Inherits from: Ipinterface.

Thisisthe interface that a client application must implement and register with the Event Service in order to be notified
of events.
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<<Interface>>
IpPAppPAMEventHandler

eventNotify (eventID : in TpPAMEventID, eventinfo : in TpPAMNotificationInfoList) : void
eventNotifyErr (eventID : in TpPAMEventID, errorinfo : in TpPAMErrorinfo) : void

8.3.21 Method eventNotify()

Notify the occurrence of an event. The implementations will not attempt to re-notify on failure.

Parameters

event! D : in TpPAMEvent| D
Specifies aprior event registration ID.

eventInfo : in TpPAMNoti fi cati onl nfolLi st
Contains the data about the events that occurred.

8.3.2.2 Method eventNotifyErr()

Notify an error in the event reporting. The error may concern all assignments, one whole assignment or a part of it. An
eventNotify is sent after the error condition has passed away unless the event has been subsequently deregistered. Re-
registration may only be needed in fatal system error cases. Note that in normal operation unavailable or protected
pieces of presence information are delivered by the normal reporting methods instead of an error method.

Parameters

eventI D : in TpPAMEvent| D
Specifies aprior event registration ID.

errorinfo : in TpPAMErrorlnfo
Contains the data relating to the error.

8.3.3 Interface Class IpPAMEventHandler

Inherits from: Ipinterface.

The purpose of thisinterface isto manage the registrations of interest in events and the registration of client interfaces
for subsequent notification. All notifications in the present document are to be sent after the corresponding event has
occurred and are asynchronous. An application must first register a notification interface with the service. It can then
register interest in one or more events for this interface.

A failure or areset of a PAM implementation may result in aloss of all prior event and interface registrations. The
client application may need to confirm the continued registration of the notification interface and re-register if
necessary.

For security and privacy purposes, aregistration for an event is allowed if and only if the supplied credentials during
registration is sufficient to have allowed access to the information related to the event through one or more of the PAM
interface methods.
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<<Interface>>

IpPPAMEventHandler

isRegistered (clientID : in TpPAMClientID, authToken : in TpPAMCredential) : TpBoolean

registerApplnterface (applinterface : in IpAppPAMEventHandlerRef, authToken : in TpPAMCredential) :

TpPAMClientID

registerForEvent (clientID : in TpPAMClientID, eventList : in TpPAMEventinfoList, validFor : in TpDuration,

authToken : in TpPAMCredential) : TpPAMEventID

deregisterApplnterface (clientlD : in TpPAMClientID, authToken : in TpPAMCredential) : void

deregisterFromEvent (eventID : in TpPAMEventID, authToken : in TpPAMCredential) : void

8.3.3.1 Method isRegistered()
Check if a client application interface is registered.

Returns Trueif the registration ID is still valid, False otherwise.

Parameters

clientID: in TpPAMO ientlD
Specifiesthe registration 1D provided at registration.

aut hToken : in TpPAMCredenti al
Credential of the entity who wishes to do this operation.

Returns
TpBool ean

Raises
TpComonExcepti ons, P_PAM | NVALI D CREDENTI AL

8.3.3.2 Method registerApplinterface()

Register aclient application's notification interface.

Returns an |D returned by the service that uniquely identifies this registration.

Parameters

applnterface : in | pAppPAMEVent Handl er Ref
Specifies the client notification interface.

aut hToken : in TpPAMCredenti al
Credentia of the entity who wishes to do this operation.
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Returns

TpPAMC i ent | D

Raises

TpComonExcepti ons, P_PAM | NVALI D_CREDENTI AL

8.3.3.3 Method registerForEvent()
Register a client application’s interest in one or more events.

Returns an ID returned by the service that uniquely identifies this registration for the event.

Parameters

clientID: in TpPAMJientlD
Specifiesthe registration ID provided at registration.

eventList : in TpPAMEvent | nfoLi st
Specifies the events of interest.

validFor : in TpDuration

Specifies the interval in milliseconds until which the subscription is held and notifications provided. A time interval of O
or negative values indicate a subscription that never expires until explicitly cancelled.

aut hToken : in TpPAMCredenti al
Credential of the entity who wishes to do this operation.

Returns
TpPAMEvent | D

Raises
TpCommonExcepti ons, P_PAM NOT_REG STERED, P_PAM | NVALI D_CREDENTI AL

8.3.34 Method deregisterApplinterface()
Unregister a client application's notification interface.

All registrations for events for this client registration are al'so removed.

Parameters

clientID: in TpPAMJientlD
Specifiesthe registration ID provided at registration.

aut hToken : in TpPAMCr edenti al
Credential of the entity who wishes to do this operation.
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Raises
TpComonExcepti ons, P_PAM NOT_REQ STERED, P_PAM | NVALI D_CREDENTI AL

8.3.35 Method deregisterFromEvent()

Unregister aclient application's interest in an event.

Parameters

event! D : in TpPAMEvent| D
Specifies aprior event registration ID.

aut hToken : in TpPAMCredenti al
Credential of the entity who wishes to do this operation.

Raises
TpConmonExcepti ons, P_PAM NOT_REG STERED, P_PAM | NVALI D_CREDENTI AL

9 State Transition Diagrams

There are no State Transition Diagrams for the Presence and Availability Management SCFs.

10 PAM Service Properties

The following table lists properties relevant to al the PAM SCFs.

Property Type Description
P_OBTAI NABLE_| NTERFACES STRI NG_SET The interfaces obtainable from the service.
P_SUPPORTED_ATTRI BUTE_TAGS STRI NG_SET Lists the supported attribute tags defined by
TpAttributeTaglnfo.
P_SUPPORTED S| MPLE_ATTRI BUTE STRI NG_SET Lists the supported attribute types defined by
_TYPES TpSimpleAttributeTypelnfo.
P_SUPPORTED_STRUCTURED_ATTRI STRI NG_SET Lists the supported attribute types defined by
BUTE_TYPES TpStructuredAttributeType, e.g. P_org/csapi/TpAddress.
P_SUPPORTED_XM. STRI NG_SET Lists the supported versions of XML specifications such as
XML schema specifications (e.g. through URLS), XML
versions (e.g. version 1.0) or XPath (e.g. version 1.0).

Implementations of the PAM APIs shall have the Service Properties set to the indicated values at a minimum:

P_SUPPORTED_ATTRI BUTE_TAGS = {
P_SI MPLE_TYPE

}

P_SUPPORTED_SI MPLE_ATTRI BUTE_TYPES = {
P_STRING

P_FLOAT,

P_I NT32

}
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10.1 PAM Access Service

I mplementations of the PAM Access APIs for 3GPPshall have the Service Properties set to the indicated values:

P_OBTAI NABLE_| NTERFACES = {
P_PAM | DENTI TY_PRESENCE,
P_PAM AVAI LABI LI TY

}
10.2 PAM Event Service

PAM Event service has the following property in addition to the above.

Property Type Description

P_EVENT_TYPES | NTEGER_SET The pre-defined event types that can be registered for

11 PAM Data Definitions

All datatypes referenced in this document but not defined in this clause are common data definitions which may be
found in 3GPP TS 29.198-2.

11.1  Entity Address Definitions

11.1.1 TpPAMFQName

Thisisthe same as TpURN and is used to name entitiesin PAM Access service.

11.1.2 TpPAMFQNameList

ThisisaNunbered Li st of Data El ements of type Tp)PAMFQName.

11.2  Attribute Data Definitions

11.2.1 TpPAMAttribute

ThisisaSequence of Data El enent s containing the attribute name, expiration time and value. Thisis derived
from the common attribute type TpAttribute to add the expiration value for dynamic attributes.

Sequence Element Name Sequence Element Notes
Type
Attri but eNanme TpString The name of the attribute.
Attri buteVal ue TpAttri buteVal ue The typed value(s) for the attribute.
Expiresin TpPAMTi el nt er val Theinterval in milliseconds in which the attribute values are

valid. A timeinterval of PAM_MAX_LONGINT indicates
static attribute values that never expire. A timeinterval of O or
negative values indicate an expired vaue and the time for
which it has expired.

11.2.2 TpPAMAttributeList

ThisisaNunbered Li st of Data El enents of type TpPAMALtribute.
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11.2.3 TpPAMAttributeDef

ThisisaSequence of Data El enent s containing the definition of an attribute. This definition constitutes the
“schema’ for an attribute and contains fields to define the type and behavior of a dynamic attribute. Each definition
using these fields results in a TpPAM Attribute with the corresponding name and type and dynamic behavior as defined
by the remaining fields.

Sequence Element Name Sequence Element Notes
Type
Nane TpString Name of attribute
Type TpString Type of attribute. Valid values for Type must include at least
TpString, TpInt32 and TpFloat
IsStatic TpBool ean Trueindicates that the attributes is always static and its values

never expire. False indicates that the attribute can be dynamic
and may contain values that expire.

| sRevert OnExpiration TpBool ean Trueindicates that the attribute reverts to the default value on
expiration. False indicates that the attribute will not revert to the
default value.
Def aul t Val ues TpAny An attribute is always initialized with this value. If the

isRevertOnExpiration attribute is set to true, adynamic attribute
that has expired while stored in a PAM implementation is reset
to this value with the expiresin interval set to
PAM_MAX_LONGINT. The default attribute valueis
interpreted based on the value of the attribute Type.

11.2.4 TpPAMAttributeDefList

ThisisaNunbered Li st of Data El enments of type TpPAMALtributeDef.

11.3 Presence Data Definitions

11.3.1 TpPAMCapability

This defines the extensible communication capabilities. This datatype isidentical to a TpString, and is defined as a
string of characters that specify the communication capabilities. The following strings are pre-defined.

Character String Value Description
P_PAM VO CE Capability for voice calls 113
P_PAM SV Capability for SMS 2 T
P_PAM | M Capability for Instant Messaging ) P
P_PAM MVB Capability for Multi-media messaging Thisis

a
Nunbered List of Data El ements of type ToPAMCapability.

11.3.3 TpPAMPresenceData

ThisisaSequence of Data El enments for aspecific identity type Presentity pre-defined in PAM. Since
multiple presence data records can be associated with an identity, each distinct record is uniquely named.

Sequence Element Name Sequence Element Type Notes
Nane TpString Name of presence data
PresenceAttri butes TpPAMAt t ri but eLi st Presence Attributes
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11.3.4 TpPAMPresenceDatalist

ThisisaNunbered Li st of Data El enments of type TpPAMPresenceData.

11.4  Pre-defined Presence type

11.4.1 Presentity

Anidentity type Presentity is pre-defined for all identities associated with the attribute PresenceProfile defined as:

Attribute Definition Field Value
Narre PresenceProfile
Type TpPAMPr esenceDat a
IsStatic Fal se
| sRevert OnExpi ration Fal se
Def aul t Val ues Nul |

11.5 Availability Data Definitions

11.5.1 TpPAMAvailabilityProfile

ThisisaSequence of Data El ement s containing thelist of attribute values as determined by the definition of
the context for which the availability is provided.

Sequence Element Name Sequence Element Notes
Type
Pri vacyCode TpPAMPr i vacyCode Contains the privacy codes
Avail abilityData TpPAMPr esenceDat a Contains alist of presence attributes

11.5.2 TpPAMAvailabilityProfileList

ThisisaNunbered Li st of Data El enments of type TpPAMAVvailabilityProfile.

11.5.3 TpPAMPrivacyCode

Thisdatatypeisidentical to a TpString, and is defined as a string of characters that specify the privacy code for
availability profiles. These codes are just indications of the privacy expected by the service and not are meant to be
enforced by the service. Other Network operator specific codes may also be used, but should be preceded by the string
"S ". Thefollowing values are defined.

Character String Value Description
PAM _CP_ASKER _ONLY The profileis available to the asker only and should not be further transmitted
PAM_CP_AUTHORI ZED The profile can be provided by the asker to authorized entities
PAM CP_UNLI M TED The profile can be distributed without limits

11.6  Availability Context Data Definitions

Availability is always queried for in a specific context on behalf of an asker. There is one context for communication
pre-defined in this version of the specification.
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11.6.1 TpPAMContext

ThisisaSequence of Data El enent s containing the data which defines the context in which an availability is
gueried and information about the asker that is requesting the data.

Sequence Element Name Sequence Element Notes
Type
Cont ext Dat a TpPAMCont ext Dat a Contains the context name and the list of attributes that define the

context. The attributes to beincluded for a given context are
specified by the definition of the context.

Asker Dat a TpAttri butelLi st Contains information about the asker of availability. The exact

attributesin thislist are dependent on the application. PAM

reserves the attribute “name” with type ToPAMFQName to
contain the identity of the asker if known.

11.6.2 TpPAMContextName

This specifies the availability contexts.

Name Value Description
PAM_CONTEXT_ANY 0 Denotes any known context
PAM_CONTEXT_COVMUNI CATI ON 1 Denotes a communication context

11.6.3 TpPAMContextData

Thisisat agged choi ce of data el enents that specifiesthe optional datathat may be required to define a
particular context.

Tag Element Type

TpPAMCont ext Nane

Tag Element Value Choice Element Type Choice Element Name
PAM_CONTEXT_ANY None Undefined
PAM_CONTEXT_COVMUNI CATI ON TpPAMConmuni cat i onCont ext CommunicationContext

11.6.4 TpPAMCommunicationContext

ThisisaSequence of Data El ement s containing thelist of attribute values for defining a communication
context.

Sequence Element Name Sequence Element Type Notes
Communi cati onCapabi lity TpPAMCapabi | ity Specifies the communication type for which the availability
isrequested

11.6.5 TpPAMContextList

ThisisaNunbered Li st of Data El enents of type TpPPAMContext.

ETSI



3GPP TS 29.198-14 version 6.3.1 Release 6 85 ETSITS 129 198-14 V6.3.1 (2006-07)

11.7 Credential data definitions

11.7.1 TpPAMCredential
Thisisthe same as TpOctetSet. This datais opague to the application and is implementation dependent. Asthis datais
valid only in the context of a single session with the service and hence cannot be used across multiple services, there are

no inter-operability issues here. The application simply uses the credential returned from the getAuthToken() method in
all other methods that require the credentials.

11.8 Availability and Access Control Preference Data Definitions

PAM allows several types of preferencesto be specified. It includes an access control list specifying who is allowed to
check for presence or subscribe to presence data for each identity. It also includes an interface for an application to
register an interface to do access control checks and availability computations outside of the presence service.

11.8.1 IpAppPAMPreferenceCheckRef

Defines a Reference to type | pAppPAM PreferenceCheck.

11.8.2 TpPAMAccessControlData

ThisisaSequence of Data El ements for accesscontrol data

Sequence Element Name Sequence Element Notes
Type
Def aul t Pol i cy TpPAVACLDef aul t Specifies whether the default policy isto allow or deny access
for names not mentioned in the list
Al | owLi st TpPAMFQNaneLi st Specifiesalist of identities to be allowed access
DenylLi st TpPAMFQNaneLi st Specifiesalist of identities to be denied access

11.8.3 TpPAMACLDefault

Defines the two possible default policies for access control.

Name Value Description
PAM _ACCESS ALLOW 0 Allow access by default
PAM ACCESS_DENY 1 Deny access by default

11.8.4 TpPAMPreferenceOp

This datatypeisidentical to a TpString, and is defined as a string of characters that specify the operations to be
performed with a preference. The following values are defined.

Character String Value Description
PAM_ACCESS_ADD Add the specified preference to the current preferences
PAM_ACCESS_DELETE Delete the specified preference from the current preferences
PAM_ACCESS_REPLACE Replace the current preferences with the specified preference
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11.8.5 TpPAMPreferenceType

This specifies the names of privacy and access control mechanisms supported by the service.

Name Value Description

PAM ACCESS LI ST 0 The control data contains additions or modifications to access
control list of who is authorized to access the presence
information or subscribetoit.

PAM_EXTERNAL_CONTRCL 1 The access control and availability computations are done
external to the presence service

11.8.6 TpPAMPreferenceData

Thisisat agged choi ce of data el enents that specifiesthe preference data. The data depends on the type
of preference being specified.

Tag Element Type

TpPAMPr ef er enceType

Tag Element Value Choice Element Type Choice Element Name

PAM_EXTERNAL_CONTROL | pAppPAMPr ef er enceCheckRef Ext ernal Control I nterface

11.9 Time data definitions

11.9.1 TpPAMTimelnterval

Thisisidentical to Tpint64.

11.10 Pre-defined Entity Types and Attributes

This version of the specification pre-defines one identity type called “Presentity” . The following constant can be used to
refer to this Identity Type. All identitiesin the PAM service are associated with this identity type. For example, the
identityType parameter in IpldentityPresence and IpEventHandler methods take this as the value. Thisisaso used in
the event registration data structure (e.g., TP)PAMAV CEventData) in the Identity Type field.

Character String Value Description

P_PAM PRESENTI TY_TYPE The pre-defined identity type called Presentity.

Every identity type in PAM can be defined with a set of attributes that are associated with all identities of that type. The
following dynamic attributes are pre-defined as attributes of type TpPAM Attribute for the “ Presentity” identity type and
shall be supported as attributes of all identities in implementations of this service. These attributes are defined using
TpPAMAttributeDef fields as follows.
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AttributeName AttributeType | IsStatic | IsRevertOn | DefaultValue Description
Expiration
P_SUBSCRI BER_STATUS P_STRING False False None Specifies the status of the
subscriber
P_NETWORK_STATUS P_STRING False False None Specifies the status of the
network
P_COVMUNI CATI ON_MEAN | P_org/csapi/pa False False None Specifies the means of
S m/TpPAMCap communication. Thetypeis
ability TpPAM Capability
P_CONTACT_ADDRESS P_org/csapi/Tp False False None Address for communication
Address
P_SUBSCRI BER_PROVI DE P_STRING False False None Location nformation provided
D_LOCATI ON by subscriber. Is optional.
P_NETWORK_PROVI DED_L P_STRING False False None Location information provided
OCATI ON by subscriber. |'s optional.
P_PRICRITY P_INT32 False False None Priority for communication
P_OTHER | NFO P_STRING False False None Additional information

11.11

Interface name definitions

This section defines the names to be used for obtaining interfaces from the corresponding service interfacesin each

PAM SCF.

11.11.1 TpPAMProvisioninglnterfaceName

This datatypeisidentical to a TpString, and is defined as a string of characters that identify the names of the PAM
Provisioning interfaces that are to be supported by the OSA API.

Character String Value

Description

P_PAM I DENTI TY_MANAGEMVENT

The name for the PAM Identity Management interface.

P_PAM AGENT_NANAGENVENT

The name for the PAM Agent Management interface

P_PAM AGENT_ASSI GNVENT

The name for the PAM Agent Assignment interface

P_PAM | DENTI TY_TYPE_MANAGENENT

The name for the PAM Identity Type Management interface

P_PAM AGENT_TYPE_NANAGENENT

The name for the PAM Agent Type Management interface

P_PAM CAPABI LT TY_TYPE_VANAGENVENT

The name for the PAM Capability Type Management interface

11.11.2 TpPAMPresenceAvailabilitylnterfaceName

Thisdatatypeisidentical to a TpString, and is defined as a string of characters that identify the names of the PAM
Access interfaces that are to be supported by the OSA API.

Character String Value

Description

P_PAM_ | DENTI TY_PRESENCE

The name for the PAM Identity Presence interface.

P_PAM AGENT_PRESENCE

The name for the PAM Agent Presence interface

P_PAM AVAI LABI LI TY

The name for the PAM Availability interface

11.11.3 TpPAMEventinterfaceName

Thisdatatypeisidentical to a TpString, and is defined as a string of characters that identify the names of the PAM
Event management interfaces that are to be supported by the OSA API.

Character String Value

Description

P_PAM EVENT_HANDLER

The name for the Event Handler interface.

ETSI




3GPP TS 29.198-14 version 6.3.1 Release 6 88 ETSITS 129 198-14 V6.3.1 (2006-07)

11.12 Event data definitions

There are two sets of data structures used for events. One set is used by applications to provide information when
registering for an event and the second set is used to supply information to the applications in the notifications when the
events occur.

11.12.1 IpAppPAMEventHandlerRef

Defines a Reference to type IpAppPAMEventHandler.

11.12.2 TpPAMClientID

Thisisthe sameis TpInt32 and is used to identify, uniquely within an implementation, registration of an application
interface for notification of events.

11.12.3 TpPAMEventID

Thisisthe same as TpAssignmentI D and is used to identify, uniquely within an implementation, aregistration for a
specific event.

11.12.4 TpPAMEventName

This data type identifies the values that specify the event names.

Name Value Description

PAM CE_| DENTI TY_PRESENCE_SET 0 Notify if the value of presence attributes of an identity is
explicitly set

PAM _CE_AVAI LABI LI TY_CHANGED 1 Notify if the availability of an identity changes

PAM _CE_WATCHERS CHANGED 2 Notify if the current set of watchers change

PAM_CE_| DENTI TY_CREATED 3 Notify if anew identity has been created

PAM_CE_| DENTI TY_DELETED 4 Notify if an identity has been deleted

PAM_CE_GROUP_MEMBERSHI P_CHANGED 5 Notify if the membership of a group changes

PAM_CE_AGENT_CREATED 6 Notify if anew agent has been created

PAM_CE_AGENT_DELETED 7 Notify if an agent has been deleted

PAM_CE_AGENT_ASSI GNED 8 Notify if an agent is assigned to an identity

PAM_CE_AGENT_UNASSI GNED 9 Notify if an agent has been unassigned from an identity

PAM _CE_CAPABI LI TY_CHANGED 10 Notify if the capability of an identity changes

PAM _CE_AGENT_CAPABI LI TY_PRESENCE_SET 11 Notify if the value of presence attributes of an agent is
explicitly set

PAM _CE_AGENT_PRESENCE_SET 12 Notify if the value of presence attributes of an agent is
explicitly set

11.12.5 TpPAMEventNameList
ThisisaNunbered Li st of Data El enents of type TpPAMEventName.

Each event is defined by the data that applications must provide during registration using TpPAMEventinfo and data
that is provided to the application during notification of such events using TpPAMNotificationlnfo.
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11.12.6 TpPAMEventinfo

Thisisat agged choi ce of data el ements that specifiesthe event data provided by applications while
registering.

Tag Element Type
TpPAMEvent Nane

Tag Element Value Choice Element Type Choice Element Name
PAM_CE_| DENTI TY_PRESENCE_SET TpPAM PSEvent Dat a I dentityPresenceSet
PAM_CE_AVAI LABI LI TY_CHANGED TpPAMAVCEvent Dat a Avai | abi | i t yChanged
PAM_CE_WATCHERS_CHANGED TpPAMACEvent Dat a Wat cher sChanged
PAM CE_| DENTI TY_CREATED TpPAM CEvent Dat a I dentityCreated
PAM CE_| DENTI TY_DELETED TpPAM DEvent Dat a I dentityDel et ed
PAM_CE_GROUP_MEMBERSHI P_CHANGED TpPAMGMCEvent Dat a G oupMenber shi pChanged
PAM _CE_AGENT_CREATED TpPAMACEvent Dat a Agent Cr eat ed
PAM_CE_AGENT_DELETED TpPAMADEvent Dat a Agent Del et ed
PAM_CE_AGENT_ASSI GNED TpPAMAAEvent Dat a Agent Assi gned
PAM_CE_AGENT_UNASSI GNED TpPAMAUEvent Dat a Agent Unassi gned
PAM _CE_CAPABI LI TY_CHANGED TpPAMCCEvent Dat a Capabi | i t yChanged
PAM CE_AGENT_CAPABI LI TY_PRESENCE SET | TpPAMACPSEvent Data | Agent CapabilityPresenceSet
PAM CE_AGENT_PRESENCE_SET TpPAVAPSEvent Dat a Agent Pr esenceSet

11.12.7 TpPAMEventinfoList

ThisisaNunbered Li st of Data El enments of type TpPAMEventinfo.

11.12.8 TpPAMNOotificationinfo

Thisisat agged choi ce of data el enents that specifiesthe notification data provided to the applications
for each event.

Tag Element Type
TpPAMEvent Nane
Tag Element Value Choice Element Type Choice Element Name
PAM_CE_| DENTI TY_PRESENCE_SET TpPAM PSNot i fi cati onDat a I dentityPresenceSet Notify
PAM_CE_AVAI LABI LI TY_CHANGED TpPAMAVCNot i fi cati onDat a Avai | abi | i t yChangedNotify
PAM_CE_WATCHERS_CHANGED TpPAMACNot i fi cati onDat a Wat cher sChangedNot i fy
PAM CE_| DENTI TY_CREATED TpPAM CNot i fi cati onDat a IdentityCreatedNotify
PAM CE_| DENTI TY_DELETED TpPAM DNot i fi cati onDat a IdentityDel et edNotify
PAM_CE_GROUP_MEMBERSHI P_CHANGED TpPAMGMCNot i fi cati onDat a G oupMenber shi pChangedNot i fy
PAM_CE_AGENT_CREATED TpPAMACNot i fi cati onDat a Agent Creat edNot i fy
PAM_CE_AGENT_DELETED TpPAMADNot i fi cati onDat a Agent Del et edNoti fy
PAM_CE_AGENT_ASSI GNED TpPAMAANot i fi cati onDat a Agent Assi gnedNoti fy
PAM_CE_AGENT_UNASSI GNED TpPAMAUNot i fi cati onDat a Agent Unassi gnedNoti fy
PAM_CE_CAPABI LI TY_CHANGED TpPAMCCNot i fi cati onDat a Capabi | i t yChangedNot i fy
EAI\S/IE_(?E_AGENT_CAPABI LI TY_PRESENC | TpPAMACPSNoti fi cationData | Agent CapabilityPresenceSetNotify
PAM_CE_AGENT_PRESENCE_SET TpPAMAPSNot i fi cati onDat a Agent PresenceSet Noti fy
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11.12.9 TpPAMNOotificationinfoList

ThisisaNunbered Li st of Data El enments of type TpPPAMNOotificationlnfo.

11.12.10 PAM_CE_IDENTITY_CREATED

Notify if a new identity has been created. Notifications for creation of multiple identities are bunched into asingle
notification whenever possible. A notification of this event is NOT sent for new association of types with an existing
identity.

11.12.10.1 TpPAMICEventData

ThisisaSequence of Data El enents to specify theinput datafor subscribing to identity creations. The event
isregistered for changes in any agents of the named type. If no identity types are named, then the event is registered for
al identity types.

Sequence Element Name Sequence Element Notes
Type
I dentityType TpStringli st Specifies the type of theidentities for which this notification

isrequested. Can be an empty array if notification required
for identities of any type.

11.12.10.2 TpPAMICNotificationData

ThisisaSequence of Data El ement s to specify the datathat is provided in the notifications for identity
creation events.

Sequence Element Name Sequence Element Notes
Type
Identities TpPAMFQNaneLi st Contains the names of the identities that have been created.

11.12.11 PAM_CE_IDENTITY_DELETED

Notify if an identity has been deleted. Notifications for deletion of multiple identities are bunched into asingle
notification whenever possible. A notification of this event is NOT sent for removing association of types with an
existing identity.

11.12.11.1 TpPAMIDEventData

ThisisaSequence of Data El enments to specify theinput datafor subscribing to identity deletions. The event
isregistered for changesin any of the named identities. If no identities are named, then the event isregistered for all
agents.

Sequence Element Name Sequence Element Notes
Type
| dentit yNane TpPAMFQNanelLi st Specifies the name of the identity whose deletion isto be
notified. Can be an empty array
I dentityType TpStringli st Specifies the type of theidentity for which this notificationis
requested if identityName is an empty array. Can be an empty
array if notification required for identities of any type
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11.12.11.2 TpPAMIDNOotificationData

ThisisaSequence of Data El ement s to specify the datathat is provided in the notifications for identity
deletion events.

Sequence Element Name Sequence Element Notes
Type
Identities TpPAMFQNaneLi st Contains the names of the identities that have been deleted.

11.12.12 PAM_CE_GROUP_MEMBERSHIP_CHANGED

Notify if the membership of a group changes. Notifications for changes to multiple groups are bunched into asingle
notification whenever possible.

11.12.12.1 TpPAMGMCEventData

ThisisaSequence of Data El ement s to specify theinput datafor subscribing to group membership changes.
The event isregistered for changesin any of the named groups. If ho groups are named, then the event is registered for
all groups.

Sequence Element Name Sequence Element Notes
Type
G oupNane TpPAMFQNaneLi st Specifies the name of the group for which the change isto be

notified. Can be an empty array if notifications are required
for any group.

G oupType TpStringLi st Specifies the type of the group for which this notification is

requested if the groupName is specified as an empty array.

Can be an empty array if notification required for groups of
any type.

11.12.12.2 TpPAMGMCNotificationData

ThisisaSequence of Data El enments to specify the datathat is provided in the notifications for group
membership changes.

Sequence Element Name Sequence Element Notes
Type
G oups TpPAMFNaneLi st Contains the names of the groups that have been changed.

11.12.13PAM_CE_AGENT_CREATED

Notify if a new agent has been created. Notifications for creation of multiple agents are bunched into asingle
notification whenever possible. The notification for this event is NOT sent for new associations of types with agents.

11.12.13.1 TpPAMACEventData

ThisisaSequence of Data El enments to specify theinput data for subscribing to agent creations. The event is
registered for changes in any agents of the named type. If no agent types are named, then the event is registered for al

agent types.

Sequence Element Name Sequence Element Notes
Type
Agent Type TpStri ngli st Specifies the type of the agents for which this notification is
requested. Can be an empty array if notification required for
agents of any type
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11.12.13.2 TpPAMACNoOtificationData

ThisisaSequence of Data El ement s to specify the datathat is provided in the notifications for agent creation
events.

Sequence Element Name Sequence Element Notes
Type
Agent s TpPAMFQNaneLi st Contains the names of the agents that have been created.

11.12.14 PAM_CE_AGENT_DELETED

Notify if an agent has been deleted. Notifications for deletion of multiple agents are bunched into a single notification
whenever possible. This event notification is NOT sent for disassociating a type from an agent.

11.12.14.1 TpPAMADEventData

ThisisaSequence of Data El enments to specify theinput datafor subscribing to agent deletions. The event is
registered for changes in any of the named agents. If no agents are named, then the event is registered for al agents.

Sequence Element Name Sequence Element Notes
Type
Agent Nane TpPAMFQNaneLi st Specifies the name of the agent whose deletion isto be
notified. Can be an empty array
Agent Type TpStri ngli st Specifies the type of the agent for which this notification is
requested if agentName is an empty array. Can be an empty
array if notification required for agents of any type

11.12.14.2 TpPAMADNOotificationData

ThisisaSequence of Data El enents to specify the datathat is provided in the notifications for agent deletion
events.

Sequence Element Name Sequence Element Notes
Type
Agent s TpPAMFNaneLi st Contains the names of the agents that have been deleted.

11.12.15PAM_CE_AGENT_ASSIGNED

Notify if an agent is assigned to an identity.
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11.12.15.1 TpPAMAAEventData

ThisisaSequence of Data El ements to specify theinput datafor subscribing to agent assignments from an
identity. The event is registered for changesin any of the named agents. If no agents are named, then the event is
registered for any agent.

Sequence Element Name Sequence Element Notes
Type
| dentit yNane TpPAMFQNaneLi st Specifies the name of the identity for which the assignment is

to be notified. Can be an empty array if notification is
required for any identity instance.

I dentityType TpStringLi st Specifies the type of theidentity for which this notificationis
requested if the identityName is specified as an empty array.
Can be an empty array if notification required for identities of
any type.

Agent Nane TpPAMFQNaneLi st Specifies the name of the agent whose assignment isto be
notified. Can be an empty array

Agent Type TpStri ngli st Specifies the type of the agent for which this notification is
requested if agentName is an empty array. Can be an empty
array if notification required for agents of any type

11.12.15.2 TpPAMAANOtificationData

ThisisaSequence of Data El ement s to specify the datathat is provided in the notifications for agent
assignment events.

Sequence Element Name Sequence Element Notes
Type
I dentity TpPAMFQNane Contains the name of the identity to whom an agent has been
assigned.
Agent TpPAMFQNane Contains the name of the agent that has been assigned.

11.12.16 PAM_CE_AGENT_UNASSIGNED

Notify if an agent has been unassigned from an identity.

11.12.16.1 TpPAMAUEventData

ThisisaSequence of Data El enents to specify theinput datafor subscribing to agent unassignments from an
identity. The event isregistered for changesin any of the named agents. If no agents are named, then the event is
registered for all assigned agents.

Sequence Element Name Sequence Element Notes
Type
| dentit yNane TpPAMFQNanelLi st Specifies the name of the identity for which the unassignment

isto be natified. Can be an empty array if notificationis
required for any identity instance.

I dentityType TpStringli st Specifies the type of the identity for which this notification is
requested if the identityName is specified as an empty array.
Can be an empty array if notification required for identities of
any type.

Agent Nane TpPAMFQNaneLi st Specifies the name of the agent whose unassignment isto be
notified. Can be an empty array.

Agent Type TpStri ngli st Specifies the type of the agent for which this natification is
requested if agentNameis an empty array. Can be an empty
array if notification required for agents of any type.
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11.12.16.2 TpPAMAUNotificationData

ThisisaSequence of Data El ement s to specify the datathat is provided in the notifications for agent
unassignment events.

Sequence Element Name Sequence Element Notes
Type
Identity TpPAVFQNane Contains the name of the identity from whom an agent has
been unassigned.
Agent TpPAMFQNane Contains the name of the agent that has been unassigned.

11.12.17PAM_CE_CAPABILITY_CHANGED

Notify if the capability of an identity changes.

11.12.17.1 TpPAMCCEventData

ThisisaSequence of Data El enents to specify theinput datafor subscribing to identity capability changed
events. The event is registered for changes in any of the named capabilities. If no capabilities are named, then the event
isregistered for al capabilities.

Sequence Element Name Sequence Element Notes
Type
I dent it yNane TpPAMFQNaneLi st Specifies the name of the identity for which the capability

changeisto be notified. Can be an empty array if notification
isrequired for any identity instance.

I dentityType TpStringLi st Specifies the type of theidentity for which this notificationis
requested if the identityName is specified as an empty array.
Can be an empty array if notification required for identities of
any type.

Capabilities TpPAMCapabi | i t yLi st Specifies the capabilities of interest. Can be an empty array if
notifications are required for any capability.

11.12.17.2 TpPAMCCNotificationData

ThisisaSequence of Data El enment s to specify the datathat is provided in the notifications for capability
change events.

Sequence Element Name Sequence Element Notes
Type
I dentity TpPAMFQNane Contains the name of the identity whose capability has
changed.
Capabilities TpPAMCapabi | i tyLi st Contains the capabilities that have changed (i.e., added or
removed).

11.12.18 PAM_CE_AGENT_CAPABILITY_PRESENCE_SET

Notify if the value of capability presence attributes of an agent is set. Expiration of the dynamic attributes does not
trigger this notification.
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11.12.18.1 TpPAMACPSEventData

ThisisaSequence of Data El enments to specify theinput datafor subscribing to agent capability presence set
events. The event is registered for changesin any of the named attributes. If no attributes are named, then the event is
registered for all attributesin the presence information.

Sequence Element Name Sequence Element Notes
Type
Agent Nane TpPAMFQNaneLi st Specifies the name of the agent for which the capability

presence change isto be notified. Can be an empty array if
notification is required for any agent instance.

Agent Type TpStri ngli st Specifies the type of the agent for which this notification is
requested if the agentName is specified as an empty array.
Can be an empty array if notification required for agents of

any type.
Capabilities TpPAMCapabi | it yLi st Specifies the capahilities of interest. Can be an empty array if
notifications are required for any capability.
At tri but eNanes TpStringli st Specifies attributes of interest. Can be an empty array
ReportingPeri od TpPAMi el nt er val Specifiestheinterval for periodic reporting (regardless of

change). If -1, the event notification happens only on a
change. If O, thereis asingle immediate notification.

11.12.18.2 TpPAMACPSNOotificationData

ThisisaSequence of Data El enents to specify the datathat is provided in the notifications for capability
presence set events.

Sequence Element Name Sequence Element Notes
Type
Agent TpPAMFQNane Contains the name of the agent whose capability presence has
changed
Capability TpPAMCapabi l ity Specifies the capability for which the presence has changed.
Attri but eNanes TpStringli st Contains the attribute names that have changed in value

11.12.19PAM_CE_AGENT_PRESENCE_SET

Notify if the value of presence attributes of an agent is set. Expiration of the dynamic attributes does not trigger this
notification.

11.12.19.1 TpPAMAPSEventData

ThisisaSequence of Data El enments to specify theinput datafor subscribing to agent presence set events.
The event isregistered for changes in any of the named attributes. If no attributes are named, then the event is registered
for al attributes in the presence information.

Sequence Element Name Sequence Element Notes
Type
Agent Nane TpPAMFQNaneLi st Specifies the name of the agent for which the assignment isto

be notified. Can be an empty array if notification is required
for any agent instance.

Agent Type TpStri ngli st specifies the type of the agent for which this notification is
requested if the agentName is specified as an empty array.
Can be an empty array if notification required for agents of

any type.
Attri but eNanes TpStringli st Specifies attributes of interest. Can be an empty array.
ReportingPeri od TpPAMi el nt er val Specifiestheinterval for periodic reporting (regardless of

change). If -1, the event notification happens only on a
change. If O, thereisasingle immediate notification.
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ThisisaSequence of Data El ement s to specify the datathat is provided in the notifications for agent

presence set events.

Sequence Element Name Sequence Element Notes
Type
Agent TpPAMFQNanme Contains the name of the agent whose capability has changed

Attribut eNanes

TpStringli st

Contains the attribute names that have changed in value

11.12.20 PAM_CE_IDENTITY_PRESENCE_SET

Notify if the value of presence attributes of an identity is set. Expiration of the dynamic attributes does not trigger this

notification.

11.12.20.1 TpPAMIPSEventData

ThisisaSequence of Data El enents to specify theinput datafor subscribing to identity presence set events.
The event isregistered for changesin any of the named attributes. If no attributes are named, then the event is registered

for all attributesin the presence information.

Sequence Element Name

Sequence Element
Type

Notes

I denti t yNane

TpPAMFQNaneLi st

Specifies the name of the identity for which the assignment is
to be notified. Can be an empty array if notification is
required for any identity instance.

I dentityType

TpStringLi st

specifies the type of the identity for which this notification is

requested if the identityName is specified as an empty array.

Can be an empty array if notification required for identities of
any type.

Attribut eNanes

TpStringLi st

Specifies attributes of interest. Can be an empty array.

Repor ti ngPeri od

TpPAMTi el nt er val

Specifiestheinterval for periodic reporting (regardless of
change). If -1, the event notification happens only on a
change. If O, thereis a single immediate notification even if
thereisno change. For all other values, thereis a periodic
notification at the specified time interval regardless of
change.

11.12.20.2 TpPAMIPSNotificationData

ThisisaSequence of Data El enments to specify the datathat is provided in the notifications for identity

presence set events.

Sequence Element Name Sequence Element Notes
Type
I dentity TpPAMFQNane Contains the name of the identity whose capability has
changed
Attributes TpPAMWPr esenceDat ali st Contains the attributes that have changed in value

11.12.21 PAM_CE_AVAILABILITY_CHANGED

Notify if the availability of an identity changes. The event is registered for changesin any of the named attributes. If no

attributes are named, then the event is registered for all attributes in the presence information.
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Sequence Element Name

Sequence Element
Type

Notes

I denti t yNane

TpPAMFQNaneLi st

Specifies the name of the identity for which the assignment is
to be notified. Can be an empty array if notificationis
required for any identity instance.

I dentityType

TpStringLi st

specifies the type of the identity for which this notification is

requested if the identityName is specified as an empty array.

Can be an empty array if notification required for identities of
any type.

PAMCont ext

TpPAMCont ext Li st

Specifies the context in which the availability isto be
monitored. Cannot be an empty array

At tri but eNanes

TpStringli st

Specifies attributes of interest. Can be an empty array

Reporti ngPeri od

TpPAMTi el nt er val

Specifies theinterval for periodic reporting (regardless of
change). If -1, the event notification happens only on a
change. If O, thereis asingle immediate notification even if
thereis no change. For all other values, thereis a periodic
notification at the specified time interval regardless of
change.

11.12.21.2 TpPAMAVCNotificationData

ThisisaSequence of Data El ements to specify the datathat is provided in the notifications for availability

changed events.

Sequence Element Name Sequence Element Notes
Type
Identity TpPAMFQNane Contains the name of the identity whose capability has
changed
Avai l ability TpPAIVAvai | ﬁ-bi l'ityProf Contains the availability information that has changed
il eList

11.12.22 PAM_CE_WATCHERS_CHANGED

Notify if list of watchers for any event changed.

11.12.22.1 TpPAMWCEventData

ThisisaSequence of Data El enents to specify theinput datafor subscribing to watchers changed events.

Sequence Element Name

Sequence Element
Type

Notes

Event s

TpPAMEvent NaneLi st

Specifies the list of events for which the watchers are to be
monitored. Can be an empty array if notification is required
for watchers to any event

I denti t yNane

TpPAVFQNaneLi st

Specifies the name of an identity for whom the change in
watchersisto be notified. Can be an empty array if
notification is required for any identity instance.

I dentityType

TpStringLi st

specifies the type of the identity for which this notification is

requested if the identityName is specified as an empty array.

Can be an empty array if notification required for identities of
any type.

Repor ti ngPeri od

TpPAMTi el nt er val

Specifiestheinterval for periodic reporting (regardless of
change). If -1, the event notification happens only on a
change. If O, thereis a single immediate notification even if
thereisno change. For all other values, thereis a periodic
notification at the specified time interval regardless of
change.
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11.12.22.2 TpPAMWCNotificationData

ThisisaSequence of Data El enments to specify the datathat is provided in the notifications for watchers
changed events.

Sequence Element Name Sequence Element Type Notes
Event TpPAMEvent Nanme Contains the name of the event for which the watchers
changed
ChangeType TpPAMnat cher ChangeType Specifies whether the listed watchers were added or
deleted
I dentity TpPAMFQNane Contains the name of the identity whose capability has
changed
Wat cher s TpPAMFQNaneLi st Containsthelist of watchersinvolved in the change

11.12.22.3 TpPAMwatcherChangeType

This specifies the values representing the type of change that occurred to the list of watchers.

Name Value Description
PAM WATCHERS_PERI CDI C 0 Periodic reporting, not necessarily a change.
PAM WATCHERS_ADDED 1 Watchers added to the list
PAM WATCHERS_DELETED 2 Watchers deleted from the list

11.13 Error Types

11.13.1 TpPAMErrorCause
This defines the types of errors reported by PAM.

Name Value Description
P_PAM _CAUSE_UNDEFI NED 0 Undefined.
P_PAM CAUSE_| NVALI D_ADDRESS 1 The request cannot be handled because the address specified is not valid.
P_PAM CAUSE_SYSTEM FAI LURE 2 System failure.

The request cannot be handled because of a general problem in the service
or in the underlying network.

P_PAM CAUSE_| NFO_UNAVAI LABLE 3 The information is currently not available.

P_PAM CAUSE_EVENT_REG STRATI ON_CANCELLED 4 The registration for the event has been cancelled by the service.

11.13.2 TpPAMErrorinfo

ThisisaSequence of Data El enent s to specify the error notification data.

Sequence Element Name Sequence Element Description
Type
Cause TpPANET r or Cause Contains information about the reason for the error
ErrorDat a TpPAMNot i fi cati onl nfo Contains information relevant to each error such asthe
identity for which the error exists and/or the attributes for
which the error exists
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12
Classes

Presence and Availability Management Exception

The following are the list of exception classes which are used in this interface of the API.

Name

Description

P_PAM AGENT_EXI STS

indicates that an Agent with the agentName already exists

P_PAM ALI AS_EXI STS

indicates that the specified aliasis already associated to the |dentity

P_PAM ALI AS_NOT_UNI QUE

indicates that the alias has already been assigned to another identity

P_PAM ATTRI BUTE_EXI STS

indicates that at least one of the named attributes already exists

P_PAM DI SASSOCI ATED TYPE

indicates that one of the specified types is not associated with the named identity/agent

P_PAM | DENTI TY_EXI STS

indicates that the specified Identity already exists

P_PAM | NVALI D_CREDENTI AL

indicates that the credential presented is not recognized or insufficient for the operation

P_PAM IS CYCLIC

indicates that the requested operation will create cyclic relationship

P_PAM MEMBER EXI STS

indicates that the specified member is already in the group

P_PAM NO_CAPABI LI TY

indicates that a supplied capability is not a capability of the requested agent. No attributes are affected

P_PAM NOT_MEMBER

indicates that the specified member is not member of the group

P_PAM NOT_REG STERED

indicates that the interface was not previously registered

P_PAM NOT_SUPPORTED

implementation dependent status that indicates that this method is not supported by the implementation

P_PAM TYPE_ASSOCI ATED

indicates that a named type has already been associated with the identity/agent

P_PAM TYPE_EXI STS

indicates that the named type already exists

P_PAM UNASS| GNED_ALI AS

indicates that the specified alias was not an alias of the named identity

P_PAM UNAVAI LABLE | NTERFACE

indicates that the specified interface does not exist or is unavailable

P_PAM UNKNOWN_AGENT

indicates that the Agent with the specified name does not exist

P_PAM UNKNOWN_ALI AS

indicates that the Alias with the specified name does not exist

P_PAM_UNKNOWN_ASS| GNVENT

indicates that no assignment exists for thisidentity and agent

P_PAM_UNKNOAN_ATTRI BUTE

indicates that at least one of the specified attributes has not been defined or has not been associated with
the specified object

P_PAM UNKNOMW_ATTRI BUTES

indicates that the specified attribute list contains attributes not part of the named object

P_PAM UNKNOWN_CAPABI LI TY

indicates that a supplied capability is not a capability of the requested agent, or has not been defined. No
attributes are affected

P_PAM_UNKNOWN_GROUP

indicates that the specified group identity does not exist

P_PAM _UNKNOWN_| DENTI TY

indicates that the specified identity does not exist

P_PAM UNKNOWN_MEMBER

indicates that the specified member identity does not exist

P_PAM UNKNOWN_TYPE

indicates that the named type does not exist / indicates that the named identity/agent has not been
associated with the named type/ indicates that a specified type name has not been defined as an agent
type

Each exception class contains the following structure.

Structure Element Name

Structure Element Type Structure Element Description

Extral nformation

TpString Carries extrainformation to help identify the source of the

exception, e.g. a parameter name
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Annex A (normative):
OMG IDL Description of Presence and Availability
Management SCF

The OMG IDL representation of this interface specification is contained in text files (pam_interfaces, pam_data.idl)
contained in archive 2919814V 6301 DL.ZI P which accompanies the present document.
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Annex B (informative):
W3C WSDL Description of the Presence and Availability
Management SCFs

The W3C WSDL representation of thisinterface specification is contained in zip file 2919814V 630WSDL.ZIP, which
accompanies the present document.
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Annex C (informative):
Java™ API Description of the Presence and Availability
Management SCFs

The Java™ API realisation of thisinterface specification is produced in accordance with the Java™ Realisation rules
defined in Part 1 of this specification series. These rules aim to deliver for Java™, a developer API, provided asa
realisation, supporting a Java™ API that represents the UML specifications. The rules support the production of both
J2SE™ and J2EE™ versions of the API from the common UML specifications.

The J2SE™ representation of this interface specification is provided as Java™ Code, contained in archive
2919814V 630J2SE.ZIP that accompanies the present document.

The J2EE™ representation of thisinterface specification is provided as Java™ Code, contained in archive
2919814V 630J2EE.ZI P that accompanies the present document.
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Annex D (informative):
Description of Presence and Availability Management for
3GPP2 cdma2000 networks

This annex isintended to define the OSA API Stage 3 interface definitions and it provides the complete OSA
specifications. It is an extension of OSA API specifications capabilities to enable operation in cdma2000 systems
environment. They are in alignment with 3GPP2 Stage 1 requirements and Stage 2 architecture defined in

[1] 3GPP2 P.S0001-B: "Wireless | P Network Standard", Version 1.0, September 2000;

[2] 3GPP2 S.R0037-0: "IP Network Architecture Model for cdma2000 Spread Spectrum Systems”,
Version 2.0, May 14, 2002;

[3] 3GPP2 X.S0013: "All-IP Core Network Multimedia Domain”, December 2003.

These requirements are expressed as additions to and/or exclusions from the 3GPP Release 6 specification. The
information given here isto be used by developersin 3GPP2 cdma2000 network architecture to interpret the 3GPP
OSA gpecifications.

D.1  General Exceptions

Theterm UMTS is not applicable for the cdma2000 family of standards. Nevertheless these terms are used (3GPP TR
21.905) mostly in the broader sense of "3G Wireless System". If not stated otherwise there are no additions or
exclusions required.

CAMEL and CAP mappings are not applicable for cdma2000 systems.

D.2  Specific Exceptions

D.2.1 Clause 1: Scope

There are no additions or exclusions.

D.2.2 Clause 2: References

Normative references on 3GPP TS 23.078 and on 3GPP TS 29.078 are not applicable for cdma2000 systems.

D.2.3 Clause 3: Definitions and abbreviations

There are no additions or exclusions.

D.2.4 Clause 4: Presence and Availability Management SCF

There are no additions or exclusions.

D.2.5 Clause 5: Sequence Diagrams

There are no additions or exclusions.
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D.2.6 Clause 6 Class Diagrams

There are no additions or exclusions.

D.2.7 Clause 7: The Service Interface Specifications

There are no additions or exclusions.

D.2.8 Clause 8: Presence and Availability Management Interface
Classes

There are no additions or exclusions.

D.2.9 Clause 9: State Transition Diagrams

There are no additions or exclusions.

D.2.10 Clause 10: PAM Service Properties

There are no additions or exclusions.

D.2.11 Clause 11: PAM Data Definitions

There are no additions or exclusions.

D.2.12 Clause 12: Presence and Availability Management
Exception Classes

There are no additions or exclusions.

D.2.13 Annex A (normative):OMG IDL Description of Presence and
Availability Management SCF

There are no additions or exclusions.

D.2.14 Annex C (informative): Java™ API Description of Presence
and Availability Management SCF

There are no additions or exclusions.
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Annex D (informative):
Change history

Change history

Date TSG# |TSG Doc. [CR |Rev |Subject/Comment Old New

April 2002 -- -- -- -- Draft v100 submitted to TSG CN email list for Information 1.0.0

June 2002 [CN_16 |NP-020196 |-- - Draft v200 submitted to TSG CN#16 for Approval 2.0.0 |[5.0.0

Sep 2002 CN_17 [NP-020440 (0001 |-- Add text to clarify requirements on support of methods 5.0.0 |[5.1.0

Sep 2002 CN_17 [NP-020440 (0002 |-- Remove declaration of unused datatype TpPAMTime 5.0.0 [5.1.0

Sep 2002 CN_17 [NP-020395 [0003|-- Add text to clarify relationship between 3GPP and ETSI/Parlay OSA (5.0.0 (5.1.0
specifications

Jun 2003 CN_20 [NP-030245 |0004 |-- Make TpPAMCapability extensible by changing its type to TpString 5.1.0 |5.2.0

Jun 2003 CN_20 [NP-030240 |0005 |-- Change the type of TpPAMFQName to TpURN 5.1.0 |5.2.0

Jun 2003 CN_20 [NP-030245 (0006 |-- Clarifiy use of askerData parameter to getAuthToken method in each |5.1.0 |5.2.0
PAM SCF

Jun 2003 CN_20 [NP-030245 (0007 |-- Add authToken parameter to computeAvailability method 5.1.0 [5.2.0

Jun 2003 CN_20 [NP-030245 (0008 |-- Replace use of IpinterfaceRef in PAM with actual application 51.0 |5.2.0
interfaces

Jun 2003 CN_20 [NP-030245 (0009 |-- Add expiration time for PAM event registrations 5.1.0 [5.2.0

Jun 2003 CN_20 [NP-030245 |0010|-- Send subscription notification cancellation to watchers 5.1.0 |5.2.0

Jun 2003 CN_20 [NP-030241 (0011 |-- Change PAM Presence and Availability SCF name to PAM Access 5.1.0 [5.2.0

Jun 2003 CN_20 [NP-030245 (0012 |-- Move Access Control Mechanism to Manager Interface 5.1.0 |[5.2.0

Sep 2003 CN_21 [NP-030352 [0013|-- Correction to Java Realisation Annex 5.2.0 |[5.3.0

Dec 2003 CN_22 [NP-030548 (0017 |-- Correction of description of TpAttributeType to adequately support 5.3.0 (5.4.0
possible types - Align with 29.198-02

Dec 2003 CN_22 [NP-030548 (0018 (-- Correction of definitin of TpoPAMAttribute and addition of Service 5.3.0 (5.4.0
Properties to publish supported attribute types - Align with 29.198-02

Dec 2003 CN_22 [NP-030553 (0014 |-- Add OSA API support for 3GPP2 networks 5.4.0 [6.0.0

Dec 2003 CN_22 [NP-030557 [0015]-- Include Provisioning SCF in Presence Service - Align with SAl's 5.4.0 |6.0.0
22.141

Dec 2003 CN_22 [NP-030557 (0016 |-- Add methods to activate/deactivate PAM services for users - Align 5.4.0 (6.0.0
with SA1's 22.141

Feb 2004 - - - - Added Java code attachment 2919814J2EE.zip; which was delivered [6.0.0 (6.0.1
late by outside developers. See Annex B.

Jun 2004 CN_24 [NP-040272 (0020 |-- Correction of introduction of PAM Provisioning Interfaces 6.0.1 |6.1.0

Sep 2004 CN_25 [NP-040355 [0023]-- Correct J2EE source 6.1.0 |6.2.0

Sep 2004 CN_25 [NP-040358 (0024 |-- Support High Availability at API Level 6.1.0 ]6.2.0

Dec 2004 - - - - OSA Stage 1 & 2 References clean-up 6.2.0 |6.2.1

Dec 2004 -- -- -- -- Adds code attachments 6.2.1 16.2.2

Jun 2006 CT_32 [CP-060194 (0025 |-- Submission of OSA API SCFs description in W3C WSDL 6.2.2 |6.3.0

Jul 2006 -- -- -- -- Added missing code attachments 6.3.0 |6.3.1
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