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for loss of profits, business interruption, loss of information, or any other pecuniary loss) arising out of or related to the use
of or inability to use the software.

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.
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All rights reserved.
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Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ logo is atrademark of ETSI registered for the benefit of its Members and of the
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Legal Notice

This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities. These shall be
interpreted as being references to the corresponding ETSI deliverables.

The cross reference between 3GPP and ETSI identities can be found under http://webapp.etsi.org/key/queryform.asp.

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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Foreword

This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document specifies the stage 2 and stage 3 of generic management services for mobile network.

2 References

- Thefollowing documents contain provisions which, through reference in thistext, constitute provisions of the
present document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

2] 3GPP TS 28.526: "Telecommunication management; Life Cycle Management (LCM) for mobile
networks that include virtualized network functions; Procedures'.

[3] 3GPP TS 28.541: "Management and orchestration ; 5G Network Resource Model (NRM); Stage 2
and stage3".

[4] ITU-T Recommendation X.733 (02/92): "Information technology - Open Systems I nterconnection
- Systems Management: Alarm reporting function".

[5] 3GPP TS 28.531: "Management and orchestration ; Provisioning; .

[6] 3GPP TS 28.554: "Management and orchestration ; 5G end to end Key Performance Indicators
(KPI)".

[7] 3GPP TS 22.261: "Technical Specification Group Services and System Aspects; Service
reguirements for the 5G system; Stage 1".

[8] 3GPP TS 23.501: "Technical Specification Group Services and System Aspects; System
Architecture for the 5G System; Stage 2".

[9] 3GPP TS 23.003: "Technical Specification Group Core Network and Terminals, Numbering,
addressing and identification”.

[10] ETSI GSNFV-IFA 013 V2.4.1 (2018-02) "Network Function Virtualization (NFV); Management
and Orchestration; Os-Ma-nfvo Reference Point - Interface and Information Model Specification”.

[11] 3GPP TS 28.622: "Telecommunication management; Generic Network Resource Model (NRM)
Integration Reference Point (IRP); Information Service (1S)".

[12] ETSI GSNFV-IFA 015 (V2.4.1): "Network Function Virtualisation (NFV); Management and
Orchestration; Report on NFV Information Model”.

[13] 3GPP TS 28.533: "Management and orchestration; Architecture framework"

[14] ITU-T Recommendation X.734 (1992): "Information technology - Open Systems I nterconnection -

Systems management: Event report management function”.

[15] 3GPP TS 32.158: "Management and orchestration; Design rules for REpresentational State
Transfer (REST) Solution Sets (SS)".

[16] 3GPP TS 32.302: "Telecommunication management; Configuration Management (CM);
Notification Integration Reference Point (IRP); Information Service (1S)".
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[17]

[18]
[19]

[20]

[21]
[22]
[23]
[24]
[25]

[26]
[27]
[28]
[29]
[30]
[31]

[32]
[33]
[34]
[35]

[36]

[37]
[38]

[39]

[40]
[41]
[42]
[43]

[44]

3GPP TS 32.401: "Telecommunication management; Performance Management (PM); Concept
and requirements’.

3GPP TS 28.552: "Management and orchestration; 5G performance measurements”.

3GPP TS 32.401: "Telecommunication management; Perfomance Measurement (PM); Concept
and requirements”.

SO 8601:2004: "Data elements and interchange formats — Information interchange —
Representation of dates and times'.

Void.
Void.
Void.
Void.

3GPP TS 32.300: "Telecommunication management; Configuration Management (CM); Name
convention for Managed Objects".

W3C REC-xmlschema-0-20010502: "XML Schema Part O: Primer".
W3C REC-xmlschema-1-20010502: "XML Schema Part 1: Structures'.
W3C REC-xmlschema-2-20010502: "XML Schema Part 2: Datatypes".
W3C REC-xml-names-19990114: "Namespacesin XML".

Void.

3GPP TS 32.111-2: " Telecommunication management; Fault Management; Part 2: Alarm
Integration Reference Point (IRP): Information Service (1S)".

IETF RFC 6241 "Network Configuration Protocol (NETCONF)".
3GPP TS 32.160 " Management and orchestration; Management service template ".
IETF RFC 7950 "The YANG 1.1 Data Modeling Language”.

OpenAPI: "OpenAPI 3.0.1 Specification", https://github.com/OAI/OpenAPI-
Specification/blob/master/versions/3.0.1.md.

IETF RFC 6902: "JavaScript Object Notation (JSON) Patch”.
IETF RFC 7396: "JSON Merge Patch'".

3GPP TS 32.422: " Telecommunication management; Subscriber and equipment trace; Trace
control and configuration management".

3GPP TS 32.423: " Telecommunication management; Subscriber and equipment trace; Trace data
definition and management".

IETF RFC 6455: "The WebSocket Protocol".
IETF RFC 793: "Transmission Control Protocol".
3GPP TS 28.550: "Management and orchestration; Performance assurance”.

ITU-T Recommendation X.733 (02/92): "Information technology - Open Systems
Interconnection - Systems Management: Alarm reporting function”.

3GPP TS 28.623: " Telecommunication management; Generic Network Resource Model (NRM)
Integration Reference Point (IRP); Solution Set (SS) definitions”.
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[45] Text Attribution: Creator: ONAP, under Creative Commons Attribution 4.0 International License,
https://creativecommons.org/licenses/by/4.0/, URI to access the text:
https://github.com/onap/vnfrgts-
reguirements/blob/05f26fac2b941513a7d0e856b99fd8c61d688299/docs/ Chapter8/ves? 1spec.rst#

resource-structure.

[46] 3GPP SA5 FORGE OpenAPI definitions: https://forge.3gpp.org/rep/sa5/MnS/tree/Rel -
16/OpenAPI.

[47] 3GPP TS 32.404: " Performance Management (PM); Performance measurements; Definitions and
template”.

[48] IETF RFC 6901: "JavaScript Object Notation (JSON) Pointer”.

[49] IETF RFC 8040: "RESTCONF protocol”.

[50] IETF RFC 7951: " JSON Encoding of Data Modeled with YANG".

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions givenin TR 21.905 [1] and the following apply. A
term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Matching-Criteria-Attributes: Seeitsdefinitionin [31].

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
TR 21.905[1].

FS Fault Supervision
MnS Management Service
4 Overview

The generic management services concept follows the management service concepts as defined in TS 28.533 [13].
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5 Void
6 Void
7 Void
8 Void
9 Void
10 Void

11 Management services — Stage 2

11.1  Generic provisioning management service

11.1.1 Operations and notifications

11.1.11 createMOI operation

111111 Description

This operation isinvoked by MnS consumer to request the MnS producer to create a Managed Object instance in the
MIB maintained by MnS producer. This operation will create only one Managed Object instance.

The MnS consumer supplies the values of al attributes that are supported, i.e. a) attributes whose Support Qualifier is
M and b) attributes whose Support Qualifier is O. The special cases are:

1) If the attribute has a default value specified. In such case, if the MnS consumer supplies a value, the supplied
value is used; otherwise, the default value is used.

2) If the attribute is specified as capable of carrying anull value or carrying no information. In such case, if the
Generic Provisioning MnS consumer supplies a (non-null) value, the supplied value is used; otherwise, the null
valueisused.

3) If the attribute does not have a default val ue specified and is specified as incapable of carrying null value and
incapable of carrying no information, if thereisaMnS producer defined default value, then that value will be
used.
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11.1.1.1.2 Input parameters
Parameter Name S |Information Type Comment
/ Legal Values
managedObjectClass M |class This parameter specifies the class of the new managed
object instance.
managedObjectinstance M |DN This parameter specifies the instance of the managed object
that is to be created and registered. This is a full DN
according to 3GPP TS 32.300 [5].
attributeListIn M |LIST OF This parameter may have a null value. When this parameter
SEQUENCE< is supplied, it contains a list of name/value pairs specifying
attribute name, attribute identifiers and their values to be assigned to the
attribute value> new managed object. These values override the values for
the corresponding attributes derived from the default value
set specified in the definition of the managed object's class.

11.1.1.1.3 Output parameters
Parameter name S Matching Information / Legal Comment
Values

attributeListOut M |LIST OF SEQUENCEX< attribute This list of name/value pairs contains the attributes of

name, attribute value> the new managed object and the actual value
assigned to each.

status M |ENUM (OperationSucceeded,

OperationFailed)

11.1.1.1.4 Results

In case of success, the ManagedEnt i t y instance has been created with the supplied DN. In case of failure, indication
of the failureis provided in the Output parameters.
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11.1.1.2 getMOIAttributes operation

11.1.1.2.1 Definition

This operation isinvoked by MnS consumer to request the retrieval of management information (Managed Object
attribute names and values) from the MIB maintained by MnS producer. One or several Managed Objects may be
retrieved - based on the containment hierarchy.

A SS may choose to split this operation in several operations (e.g. operationsto get "handlers’ or "iterators’ to Managed
Objectsfulfilling thescope/fi | t er criteriaand other operations to retrieve attribute names/val ues from these
"handlers").

11.1.1.2.2 Input Parameters
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Name

Information Type

Comment

baseObjectinstance

DN

This parameter specifies the base object instance.

If the "scope" parameter is absent, then either only the base
object or the complete subtree below and including the base
object shall be selected. The default behaviour is protocol
specific.

scope

n/a

This parameter specifies the scope. It is a structured
parameter and consists of the sub-parameters "scopeType"
and "scopelLevel". The scope describes which object instances
are selected with respect to a base object instance. The base
object instance needs to be specified using a dedicated
attribute.

> scopeType

ENUM {

}

BASE_ONLY,
BASE_ALL

If the optional "scopelLevel" parameter is not supported or
absent, allowed values of "scopeType" are "BASE_ONLY" and
"BASE_ALL".

The value "BASE_ONLY" indicates only the base object is
selected.

The value "BASE_ALL" indicates the base object and all of its
subordinate objects (incl. the leaf objects) are selected.

This parameter is redundant and can be omitted when
confirming only the protocol specific default behaviour.

ENUM {

BASE_NTH_LEVEL
BASE_SUBTREE

}

If the "scopelLevel" parameter is supported and present,
allowed values of "scopeType" are "BASE_NTH_LEVEL" and
"BASE_SUBTREE".

The value "BASE_NTH_LEVEL" indicates all objects on the
level, which is specified by the "scopeLevel" parameter, below
the base object are selected. The base object is at
"scopelLevel” zero.

The value "BASE_SUBTREE" indicates the base object and all
of its subordinate objects down to and including the objects on
the level, which is specified by the "scopeLevel" parameter,
are selected. The base object is at "scopelLevel" zero.

> scopelevel

Integer

See definition of "scopeType" parameter.

filter

o|o

See Comment.

This parameter defines filter criteria to be applied to the
objects selected by the "baseObjectinstance”, "scope” and
"scopelLevel" parameters.

The actual syntax and capabilities of the fi |l t er is SS
specific. However, each SS should supportafil ter
consisting of one or several assertions that may be grouped
using the logical operators AND, OR and NOT.

Each assertion is a logical expression of attribute existence,
attribute value comparison ("equal to X, less than Y" etc.) and
MO Class.

attributeListin

LIST OF attribute name.

This parameter identifies the attributes to be returned by this
operation. If the parmeter is absent or empty all attributes shall
be returned.
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11.1.1.2.3 Output Parameters
Name S Matching Information Comment
managedObjectClass M |ManagedEntity class For each returned MO: The class of the MO.
managedObjectinstance M |ManagedEntity DN For each returned MO: The name of the MO.
This is a full DN according to
3GPP TS 32.300 [5].
attributeListOut M [LIST OF SEQUENCEX attribute For each returned MO: A list of name/value
name, attribute value > pairs for MO.
status M |ENUM (OperationSucceeded, An operation may fail because of a specified
OperationFailed) or unspecified reason.
11.1.1.2.4 Results

In case of success, all of the ManagedEnt i t y instances selected for retrieval are returned. In case of failure, a
specified or unspecified reason may be provided in the Output parameters.

11.1.1.3 modifyMOIAttributes operation

11.1.1.3.1 Description

This operation isinvoked by MnS consumer to request the modification of one or more Managed Object instances from
MnS producer. Attributes of one or several Managed Objects may be modified.
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11.1.1.3.2 Input parameters
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Parameter Name

Information Type / Legal
Values

Comment

baseObjectinstance

DN

The MO instance that is to be used as the starting point
for the selection of managed objects to which the
filter (when supplied) is to be applied. This is a full
DN according to 3GPP TS 32.300 [5].

scopeType See corresponding parameter |See corresponding parameter in get MO At tri but es.
inget MO Attri butes.

scopelLevel See corresponding parameter |See corresponding parameter in get MO At t ri but es.
inget MO Attri butes.

filter See comment. See corresponding parameter in get MOl At tri but es.

modificationList

LIST OF SEQUENCE
<attribute identifier, [attribute
values], ENUM( replace, add
values, remove values, set to
default)>

See Comment for when
attribute values are require and
when they are optional.

This parameter contains a set of attribute modification
specifications, each of which contains:

1). attribute identifier: the identifier of the attribute
whose value(s) is (are) to be modified.

2). attribute value: the value(s) to be used in the
modification of the attribute. The use of this parameter
is defined by the modify operator. This parameter is
optional when the set to default modify operator is
specified and if supplied, shall be ignored.

3). modify operator: the way in which the attribute
values(s) (if supplied) is(are) to be applied to the
attribute. The possible operators are:

a) replace: the attribute value(s) specified shall be used
to replace the current values(s) of the attribute;

b) add values: the attribute values(s) specified shall be
added to the current value(s) of the attribute. This
operator shall only be applied to a set-valued attribute
and shall perform a set union (in the mathematical
sense) between the current values(s) of the attribute
and the attribute value(s) specified. Value(s) specified in
the attribute value parameter which is(are) already in
the current values of the attribute shall not cause an
error to be returned.

¢) remove values: the attribute value(s) specified shall
be removed from the current values(s) of the attribute.
This operator shall only be applied to a set-valued
attribute and shall perform a set difference (in the
mathematical sense) between the current value(s) of
the attribute and the attribute values(s) specified.
Value(s) specified in the attribute value parameter
which is(are) not in the current value(s) of the attribute
shall not cause an error to be returned;

d) set to default: when this operator is applied to a
single-valued attribute, the value of the attribute shall be
set to its default value. When this operator is applied to
a set-valued attribute, the value(s) of the attribute shall
be set to their default value(s) and only as many values
as defined by the default shall be assigned. If there is
no default value defined, an error shall be returned.

Note: Set is used here in the mathematical sense so
that a set-valued attribute is an unordered set of unique
values.

The modify operator is optional, and if it is not specified,
the replace operator shall be assumed.

The modificationList parameter contains a single set of
attribute modification specifications and this same set is
applied to each MO instance to be modified.
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11.1.1.3.3 Output parameters
Parameter name S Matching Information / Legal Comment
Values
modificationListOut M |LIST OF SEQUENCE< This parameter will provide for each managed
ManagedEnti ty DN, object instance the full DN of the managed
ManagedEntity class, LIST OF object instance, the managedObj ect Cl ass,
SEQUENCECX< attribute name, and a list of name/value pairs with the values of
attribute value >> all the attributes of the modified managed object
instance after modification. The form of this
information is SS dependant and may be
provided in one or many data structures.
status M |ENUM (OperationSucceeded, An operation may fail because of a specified or
OperationFailed, unspecified reason and no attributes have been
OperationPartiallySucceeded) updated. The operation is only successful if all
specified attributes of all selected objects are
actually modified. Otherwise, the operation is
partially successful.

In lieu of a synchronization parameter, best effort synchronization will apply; that is, all managed objects selected for
this operation will perform the operation if possible regardless of whether some managed objects fail to performiit.

11.1.1.3.4 Results

In case of success, al of the ManagedEnt ity instances selected for modification are modified. In case of failure, a
specified or unspecified reason may be provided in the Output parameters.

11.1.1.4 deleteMOI operation

11.1.14.1 Description

This operation isinvoked by MnS consumer to request the deletion of one or more Managed Object instancesin the
MIB maintained by the MnS producer.

11.1.1.4.2 Input parameters
Parameter Name S Information Type / Legal Comment
Values
baseObjectinstance M |DN The MO instance that is to be used as the starting point
for the selection of managed objects to which the
filter (when supplied) is to be applied. This is a full
DN according to 3GPP TS 32.300 [5].
scopeType O |[See corresponding parameter |See corresponding parameter in get MOl At t ri but es.
inget MO Attri butes.
scopelLevel O |See corresponding parameter |See corresponding parameter in get MO At t ri but es.
inget MO Attri butes.
filter O |See comment. See corresponding parameter in get MOl At t ri but es.
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11.1.1.4.3 Output parameters
Parameter S | Matching Information / Legal Comment
name Values
deletionList M |LIST OF SEQUENCE< If the base object alone is specified, then this parameter is
ManagedEnt ity DN, optional; otherwise it contains a list of

ManagedEntity class name> |managedCbj ect | nst ance/managedCbj ect Cl ass pairs
identifying the managed objects deleted.

status M |ENUM (OperationSucceeded, An operation may fail because of a specified or unspecified
OperationFailed, reason. The operation is partially successful if some, but not
OperationPartiallySucceeded) all, objects selected to be deleted are actually deleted.

In lieu of a synchronization parameter, best effort synchronization will apply; that is, all managed objects selected for
this operation will perform the operation if possible regardless of whether some managed objects fail to perform it.

11.1.1.4.4 Results

In case of success, al of the ManagedEnt i t y instances selected for deletion are deleted. In case of failure, a specified
or unspecified reason may be provided in the Output parameters.

11.1.1.5 Voi d

11.1.1.6 Voi d

11.1.1.7 Notification notifyMOICreation

11.1.1.7.1 Definition

This natification notifies the subscribed consumers that a new Managed Object Instance has been created.
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11.1.1.7.2 Input parameters
Parameter Name S | Information Type / Legal Values Comment
objectClass M |It shall carry the ManagedEntity It specifies the class name of the IOC. A
class name. network event has occurred in an
instance of this class.
objectinstance M |It shall carry It specifies a new instance of the above
the DN of the ManagedEntitiy. I0C in which the network event related
to by carrying the Distinguished Name
(DN) for the instance.
notificationld M |This is an identifier for the The identifier of the notification shall be
notification, which may be used to  |chosen to be unique across all
correlate notifications. notifications of a particular managed
object instance throughout the time that
correlation is significant, it uniquely
identifies the notification from other
notifications generated by the subject
MOlI.
notificationType M |It specifies the type of provisioning |It specifies the type of notification.
management services related
notifications. The value
“notifyMOICreation” shall be carried.
eventTime M |It indicates the MOICreation event  |The semantics of Generalised Time
time. specified by ITU-T[17] shall be used
here.
systemDN M |It shall carry the DN of management | -
service providers.
correlatedNotifications CM |[It specifies a set of notifications that |The condition is that the MnS producer
are correlated to the subject support the correlation of notifications
notification.
additionalText O |It can contain further information in |-
text on the event of the
ManagedEntity(s).
sourcelndicator O |ENUM( This parameter, when present, indicates
Resource_operation, the source of the operation that led to
Management_operation, the generation of this notification. It can
SON_operation,Unknown) have one of the following values:
1. resource operation: The notification
was generated in response to an
internal operation of the resource;
2. management operation: The
notification was generated in response
to a management operation applied
across the managed object boundary
external to the managed object;
3. SON operation: The notification was
generated as result of a SON (Self
Organising Network) process like self-
configuration, self-optimization, self-
healing etc. .
4. unknown: It is not possible to
determine the source of the operation.
Remark: A provisioning MnS provider
may not in any case be aware that SON
operation lead to the generation of this
generation. In this case another value
than SON_operation for sourcelndicator
might be sent.
attributeList O |LIST OF SEQUENCE The attributes (name/value pairs) of the

<AttributeName, AttributeValue>

created MOI.
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11.1.1.7.3 Triggering event

11.1.1.7.3.1 From-state

stateBeforeObjectCreation.
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Assertion Name

Definition

stateBeforeObjectCreation

The number of instances of the IOC ManagedEntity is equal to N.

11.1.1.7.3.2 To-state

stateAfterObjectCreation.

Assertion Name

Definition

stateAfterObjectCreation

The number of instances of the IOC ManagedEntity is equal to N + 1.

11.1.1.8

11.1.1.8.1 Definition

Notification notifyMOIDeletion

This notification notifies the subscribed consumers that an existing Managed Object I nstance has been del eted.
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11.1.1.8.2 Input parameters
Parameter Name S | Information Type / Legal Values Comment
objectClass M |It shall carry the ManagedEntity It specifies the class name of the 10C.
class name. A network event has occurred in an
instance of this class.
objectinstance M |It shall carry It specifies an existing instance of the
the DN of the ManagedEntitiy. above 10C in which the network event
related to by carrying the Distinguished
Name (DN) for the instance.
notificationld M |This is an identifier for the The identifier of the notification shall be
notification, which may be used to  |chosen to be unique across all
correlate notifications. notifications of a particular managed
object throughout the time that
correlation is significant, it uniquely
identifies the notification from other
notifications generated by the subject
MOlI.
notificationType M |It specifies the type of provisioning [It specifies the type of notification.
management services related
notifications. The value
“notifyMOIDeletion” shall be carried.
eventTime M |t indicates the MOIDeletion event | The semantics of Generalised Time
time. specified by ITU-T[17] shall be used
here.
systemDN M (It shall carry the DN of management | -
service providers.
correlatedNotifications CM |It specifies a set of notifications that |The condition is that the MnS producer
are correlated to the subject support the correlation of notifications
notification.
additionalText O |lt can contain further information in |-
text on the event of the
ManagedEntity(s).
sourcelndicator O |ENUM( This parameter, when present,
Resource_operation, indicates the source of the operation
Management_operation, that led to the generation of this
SON_operation,Unknown) notification. It can have one of the
following values:
1. resource operation: The notification
was generated in response to an
internal operation of the resource;
2. management operation: The
notification was generated in response
to a management operation applied
across the managed object boundary
external to the managed object;
3. SON operation: The notification was
generated as result of a SON (Self
Organising Network) process like self-
configuration, self-optimization, self-
healing etc. .
4. unknown: It is not possible to
determine the source of the operation.
Remark: A provisioning MnS provider
may not in any case be aware that SON
operation lead to the generation of this
generation. In this case another value
than SON_operation for sourcelndicator
might be sent.
attributeList O |LIST OF SEQUENCE The attributes (name/value pairs) of the
<AttributeName, AttributeValue> deleted MOI.
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11.1.1.8.3 Triggering event
11.1.1.8.3.1 From-state
stateBeforeObjectDel etion.
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Assertion Name

Definition

stateBeforeObjectDeletion

The number of instances of the IOC ManagedEntity is equal to N.

11.1.1.8.3.2 To-state

stateAfterObjectDeletion.

Assertion Name

Definition

stateAfterObjectDeletion

The number of instances of the IOC ManagedEntity is equal to N - 1.

11.1.19

11.1.1.9.1 Definition

Notification notifyMOIAttributeValueChanges

This notification notifies the subscribed MnS consumers that changes of one or several attributes of a Managed Object

Instance in the NRM.
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11.1.1.9.2 Input parameters
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Parameter Name S Information Type / Legal Values Comment
objectClass M |It shall carry the ManagedEntity class It specifies the class name of the
name. IOC. A network event has
occurred in an instance of this
class.
objectinstance M |It shall carry It specifies the existing instance of
the DN of the ManagedEntitiy. the above IOC in which the
network event related to by
carrying the Distinguished Name
(DN) for the instance.
notificationld M |This is an identifier for the notification, The identifier of the notification
which may be used to correlate shall be chosen to be unique
notifications. across all notifications of a
particular managed object
throughout the time that
correlation is significant, it uniquely
identifies the notification from
other notifications generated by
the subject Information Object.
notificationType M [It specifies the type of provisioning It specifies the type of notification.
management services related
notifications. The value
“notifyMOIAttributeValueChange” shall be
carried.
eventTime M |It indicates the MOIAttributeValueChange |The semantics of Generalised
event time. Time specified by ITU-T[17] shall
be used here.
systemDN M |It shall carry the DN of management -
service providers.
correlatedNotifications CM |[It specifies a set of natifications that are  |The condition is that the MnS
correlated to the subject notification. producer support the correlation of
notifications
additionalText O |It can contain further information in text on |-
the event of the ManagedEntity(s).
sourcelndicator O |ENUM( This parameter, when present,

Resource_operation,
Management_operation,
SON_operation,Unknown)

indicates the source of the
operation that led to the
generation of this naotification. It
can have one of the following
values:

1. resource operation: The
notification was generated in
response to an internal operation
of the resource;

2. management operation: The
notification was generated in
response to a management
operation applied across the
managed object boundary external
to the managed object;

3. SON operation: The notification
was generated as result of a SON
(Self Organising Network) process
like self-configuration, self-
optimization, self-healing etc. .

4. unknown: It is not possible to
determine the source of the
operation.

Remark: A provisioning MnS
provider may not in any case be
aware that SON operation lead to
the generation of this generation.
In this case another value than
SON_operation for sourcelndicator
might be sent.
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attributeValueChange M

LIST OF SEQUENCE <AttributeName,
NewAttributeValue,
CHOICE [NULL, OldAttributeValue]>

The changed attributes
(name/value pairs) of the MOI
(with both new and, optionally, old
values).

11.1.1.9.3 Triggering event

11.1.1.9.3.1 From-state

stateBeforeAttributeV alueChange.

Assertion Name

Definition

stateBeforeAttributeValueChange

The subject attribute has a value at time T1.

11.1.1.9.3.2 To-state

stateAfterAttributeVaueChange.

Assertion Name

Definition

stateAfterAttributeValueChange

The subject attribute has been changed to a value other
than the value at time T1.

11.1.1.10

11.1.1.10.1 Definition

Notification notifyEvent

This notification notifies the MnS consumer, who has a subscription receiving this type of notification, that certain
network events has occurred with potential service impact, for example, system restart and system redundancy shift

(backup).

This notification definition is generic in the sense that the specific types of network event are not defined.
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11.1.1.10.2 Input parameters

Parameter Name S Information Type / Legal Comment
Values

additionalText It carries additional information. |--
additionallnformation It carries additional information.
NOTE 1: If consumer receives notifications from one producer, consumer can use the naotificationld and the
objectinstance to uniquely identify all received notifications.
If consumer receives notifications from multiple producers and notifications of each objectinstance are
reported to at most by one producer, consumer can use the notificationld and objectinstance to uniquely
identify all received notifications.
If consumer receives notifications from multiple producers and notifications of one or more objectinstance(s)
are reported byo two or more producers, consumer can use the notificationld together with objectinstance
and the identity of producer (systemDN), to uniquely identify all received notifications. If the information
systemDN is absent, consumer needs other means, which are outside the scope of this TS, to determine the
identity of producer.
How noatificationld of notifications are re-used to correlate notifications is outside of the scope of this
specification.

objectClass M |It carries the IOC of an instance |--
where an alert occurs.
objectinstance M |It carries the DN of an instance |--
where an alert occurs.
notificationld M |It carries the identifier for the See Note 1.
subject notification.
eventTime M |t indicates the time of the event.|The semantics of Generalised Time specified by
ITU-T [17] shall be used here.
systemDN M |It carries the DN of producer of |--
the notification.
notificationType M |"noti fyEvent" --
specificProblem M |t indicates a problem detected. |--
(®)
(@)

11.1.1.11  Notification notifyMOIChanges

11.1.1.11.1 Definition

This naotification reports NRM updates to subscribed MnS consumers. It can report multiple NRM updates that happen
at the same time. All possible NRM updates can be reported:

- Creation and deletion of an object.
- Creation and deletion of an attribute, attribute field, attribute element and attribute field element.

- Replacement of an attribute value, attribute field value, attribute element and attribute field element.

The MnS producer decides whether to send notifications of type not i f yMJ Cr eat i on, noti f yMJ Del et i on or
noti f yMJ At tri but esVal ueChange, or asinglenot i f yMJ Changes reporting all changesin a single notification.
The MnS producer should take subscription information into account when deciding the notification types to be sent,
and not try to send notifications that the MnS consumer did not subscribe to.

The notification header includesanoti fi cati onl d. Thisidentifier shall not be used in the parameter

correl atedNoti fi cati ons potentially carried in other notifications. Thenot i fi cati onl d in mO Changes shall
be used instead. Thisis because the latter notification id is associated to asingle MOI only, whereas the former
notification id can be associated to changes of multiple MOIs. Thecorrel at edNoti fi cati ons associatesto asingle
MOI one or more notification ids identifying notifications reporting events for that MOI.

In this clause the following definitions apply.
simpletype: A value defined by asimple typeisascaar.

complex type: A value defined by a complex typeis either a set of multiple (sub-)values (of the same simple or
complex type), or avalue containing one or more attribute fields.
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attribute: An information element composed of an attribute name and an attribute value.

attribute name: The name of an attribute.

attribute value: The value of an attribute. The value is defined by a simple type or acomplex type.

atribute field: An attribute contained inside an (top-level) attribute. Attribute fields can contain attribute fields.
attribute field name: The name of an attribute field.

attribute field value: The value of an attribute field. The value is defined by a simple type or a complex type.
simple attribute: Attribute whose value is defined by a simple type.

complex attribute: Attribute whose value is defined by a complex type.

structured attribute: Special kind of complex attribute containing at least one attribute field, but usually multiple
attribute fields with different data types.

multi-value attribute: Special kind of complex attribute with multiplicity greater than"1", i.e. an attribute whose
value is composed of multiple (sub-)values (of the same simple or complex type).

attribute element: Single (sub-) value of the value of a multi-value attribute.

attribute field element: Single (sub-) value of the value of a multi-value attribute field.
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11.1.1.11.2 Input parameters
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Parameter Name S Information Type / Legal Comment
Values

objectClass M |See clause 11.1.1.7.2 Identifies the classe name of a common ancestor object of
the objects for which changes are reported. A MnS producer
may set this parameter always to the class nhame of the
parent of the local root object in the MIB.

objectinstance M |See clause 11.1.1.7.2 Identifies the instance of a common ancestor object of the
objects for which changes are reported. A MnS producer
may set this parameter always to the instance of the parent
of the local root object in the MIB.

notificationld M |See clause 11.1.1.7.2 See clause 11.1.1.7.2

notificationType M |const string See clause 11.1.1.7.2

“notifyMOIChanges”
eventTime M [See clause 11.1.1.7.2 See clause 11.1.1.7.2
systemDN M |See clause 11.1.1.7.2 See clause 11.1.1.7.2
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moiChanges

M

SEQUENCE OF SET {
notificationld (M),
correlatedNotifications (O),
additionalText (O),
sourcelndicator (O),
op (M),
path (M),
value (M) ,
oldValue (O)

This parameter describes the reported NRM updates. It is a
list of items; each item reports a single NRM update. The
"notificationld” identifies an item.

The NRM update itself is described by the parameters "op",
"path”, "value" and "oldValue". The parameters

"correlatedNotifications", "additionalText" and
"sourcelndicator " provide context information.

The parameter "op" specifies the type of operation reporting
the NRM update. Valid values are "add", "remove" and
"replace". The operation describes what has conceptually
happened to the NRM on the MnS producer. The operation
applied to the NRM by the MnS producer and causing the

reported NRM update can be different.

"add" shall be used for reporting the creation of an object,
attribute, attribute field or multi-value attribute element.

"remove" shall be used for reporting the deletion of an
object, attribute, attribute field or multi-value attribute
element.

"replace" shall be used for reporting the replacement of an
existing attribute value, attribute field value or multi-value
attribute element.

The "path" and "objectinstance" identify the object, attribute,
attribute field or multi-value attribute element, that was
created, deleted or replaced.

If an object creation is reported with "add", the "value" shall
carry a complete representation of the created object. If an
object deletion is reported with "remove”, the "value" shall be
absent. It may optionally carry a complete representation of
the deleted object.

If an attribute, attribute field or multi-value attribute element
creation is reported with "add", the "value" shall carry the
value of the created attribute, attribute field or multi-value
attribute element.

If an attribute, attribute field or multi-value attribute element
deletion is reported with "remove", the "value" shall be
absent. It may optionally carry the old value of the deleted
attribute, attribute field or multi-value attribute element.

If the replacement of an attribute, attribute field or multi-
value attribute element value is reported with "replace", the
"value" shall carry the new value of the attribute, attribute
field or multi-value attribute element. The "oldValue" may
optionally carry the old value of the attribute, attribute field or
multi-value attribute element before the replacement.

If multiple objects are created, the creation of parent objects
shall be reported before the creation of the child objects.
Vice versa, when the deletion of multiple objects is reported,
the deletion of child objects shall be reported before the
deletion of the parent objects.
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11.1.2 Managed Information

11.1.2.1 ManagedEntity

11.1.2.1.1 Definition

The ProxyClass ManagedEnt i t y represents the role that can be played by an instance of an 10C defined in NRMs,
e.g. Generic NRM, NR and NG-RAN NRM, or 5GC NRM. ManagedEnt i t y isused in the specification of
provisioning operations and notifications to represent an instance of an 10C defined in these NRMs.

11.2  Generic fault supervision management service

11.2.1 Operations and notifications

11.2.1.1 Fault supervision data report
11.2.1.11 subscribe
11.21.1.1.1 Definition

A MnS consumer invokes this operation to establish subscription to receive network events via notifications, under the
filter constraint specified in this operation.

11.2.1.1.1.2 Input parameters
Parameter Name | S Information Type / Legal Values Comment

consumerReference | M |NtfSubscriber.ntfManagerReference It specifies the reference of the authorized MnS
consumer to which notifications shall be sent.

timeTick O |NtfSubscription.ntfTimeTick It specifies the value of a timer held for the subject
management service consumer.
The value is in unit of whole minute.
A special infinite value is assumed when parameter
is absent or present but equal to zero.

filter O |This attribute represents the filter of a It specifies a filter constraint that MnS producer

subscription. shall use to filter notification of the alarms.

If this parameter is absent, then no filter constraint
shall be applied.

11.2.1.1.1.3 Output parameters

Parameter Name | S Matching Information / Comment

Information Type / Legal Values

subscriptionld M |NtfSubscription.ntfSubscriptionid. It holds an unambiguous identity of this
subscription.

status M |ENUM (OperationSucceeded, If subscriptionCreated is true, status =

OperationFailedExistingSubscription, OperationSuceeded.
OperationFailed) If operation_failed_existing_subscription is true,

status = OperationFailedExistingSubscription
If operation_failed is true, status = OperationFailed.
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11.2.1.1.1.4 Pre-condition

notificationCategoriesNotAll Subscribed OR notificationCategoriesParameter AbsentAndNotAll Subscribed.

Assertion Name Definition
notificationCategoriesNotAllSubscribed At least one notificationCategory identified
in the notificationCategories input
parameter is supported by management
service producer and is not a member of
the ntfNotificationCategorySet attribute of
an NtfSubscription which is involved in a
subscription relationship with the
NtfSubscriber identified by the
managerReference input parameter.
notificationCategoriesParameterAbsentAndNotAllSubscribed The notificationCategories input parameter
is absent and at least one
notificationCategory supported by
management service producer is not a
member of the ntfNotificationCategorySet
attribute of an ntfSsubscription which is
involved in a subscription relationship with
the NtfSubscriber identified by the
managerReference input parameter.

11.2.1.1.1.5 Post-condition

subscriberPossiblyCreated AND subscriptionCreated.

Assertion Name Definition
subscriberPossiblyCreated An NtfSubscriber with an ntfManagerReference attribute equal to the value of the
managerReference input parameter is involved in a subscriptionRegistration
relationship.
subscriptionCreated An NtfSubscription has been created according to the following rules:

- ntfSubscriptionState attribute value has been set to "notSuspended";

- ntfTimeTick attribute value has been set to the value of the timeTick input
parameter if This value was higher or equal to 15, or set to 15 if this parameter value
was between 1 and 15, or set to a special infinite value if the parameter value was
lower or equal to O or if parameter was absent;

- ntfTimeTickTimer has been reset with the value of timeTick attribute;

- ntfFilter attribute value has been set to the value of the filter input parameter if
present;

- NtfSubscription is involved in a subscription relationship with the NtfSubscriber
identified by the managerReference input parameter;

- attribute ntfNotificationCategorySet of NtfSubscription contains EITHER the
notification categories identified by the notificationCategories input parameter that
were not already contained in the ntfNotificationCategorySet attribute of other
NtfSubscription of the same NtfSubscriber identified by the managerReference input
parameter OR if notificationCategories input parameter is absent, all notification
categories supported by management service producer that were not already
contained in the ntfNotificationCategorySet attribute of other subscriptions of the
same NtfSubscriber identified by the managerReference input parameter.

11.2.1.1.1.6 Exceptions
Name Definition
operation_failed_existing_subscription Condition: (notificationCategoriesNotAllSubscribed OR
notificationCategoriesParameterAbsentAndNotAllSubscribed) not
true

Returned Information: The output parameter status
Exit state: Entry State

operation_failed Condition: Post-condition is false

Returned Information: The output parameter status
Exit state: Entry State
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11.2.1.1.2 unsubscribe

11.2.1.1.2.1 Definition

A MnS consumer invokes this operation to cancel subscriptions. The MnS consumer can cancel one subscription made
with a consumerReference by providing the corresponding subscriptionld or all subscriptions made with the same
consumerReference by leaving the subscriptionld parameter absent.

11.2.1.1.2.2 Input parameters
Parameter Name S Information Type / Legal Comment
Values
consumerReference M |DN It specifies the reference of the MnS consumer to which
notifications shall be sent.
subscriptionld O |A unique identifier that is SS |It holds a subscriptionld carried as the output parameter in
dependent. the subscribe operation.
11.2.1.1.2.3 Output parameters
Parameter Name S Matching Information / Comment
Information Type / Legal Values
status M |ENUM (OperationSucceeded, If (subscriptionDeleted OR allSubscriptionDeleted)
OperationFailed) is true, status = OperationSucceeded.
If operation_failed is true, status = OperationFailed.
11.2.1.1.2.4 Pre-condition

validSubscriptionl d& ManagerReference OR Subscriptionl dAbsenté& V alidM anagerReference.

Assertion Name Definition
validSubscriptionld&ManagerReference The NtfSubscription identified by subscriptionld input
parameter is involved in a subscription relationship with the
NtfSubscriber identified by the managerReference input
parameter.
subscriptionldAbsent&ValidManagerReference The subscriptionld input parameter is absent and the
NtfSubscriber identified by the managerReference input
parameter exists.

11.2.1.1.2.5 Post-condition

subscriptionDeleted OR all SubscriptionDel eted.

Assertion Name Definition
subscriptionDeleted The NtfSubscription identified by subscriptionld input parameter is no more involved in a
subscription relationship with the NtfSubscriber identified by the managerReference input
parameter and has been deleted. If this NtfSubscriber has no more NtfSubscription, it is
deleted as well.
allSubscriptionDeleted "In the case subscriptionld input parameter was absent, the NtfSubscriber identified by
the managerReference input parameter is no more involved in any subscription
relationship and is deleted, the corresponding NtfSubscription have been deleted as well.

11.2.1.1.2.6 Exceptions

Name Definition
operation_failed Condition: Pre-condition is false or post-condition is false
Returned Information: The output parameter status
Exit state: Entry State
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11.2.1.1.3 getAlarmList
11.2.1.1.3.1 Definition

A MnS consumer invokes this operation to request the MnS producer to provide either the complete list of
Al arml nf or mat i on instancesinthe Al ar mLi st or only apart of thislist (partial alarm alignment).

The parametersbaseObj ect Cl ass and baseObj ect | nst ance are used to identify the part of the dlarm list to be
returned. If they are absent, then the complete alarm list shall be provided (full alarm alignment). If they identify a
particular classinstance, then only a) the Al ar m nf or mat i on instances related to this class instance and b) the

Al ar ml nf or mat i on instances related to the subordinate class instances of this class instance shall be provided
(partial alarm alignment). An instance-ais said to be subordinate to instance-b if the DN of the latter is part of the DN

of the former.

There are two modes of operation. One mode is synchronous. In this mode, thelist of Al ar ml nf or mat i on

i nstances in Al arnLi st

is returned synchronously with the operation. The other mode is asynchronous. In this

mode, the list of Al ar ml nf or mat i on instances isreturned viaaarm notifications. In asynchronous mode of
operation, the only information returned synchronously is the status of the operation. A method allowing to abort an
ongoing alarm alignment process shall be available in the asynchronous mode. The mode of operation to be used is
determined by means outside the scope of specification. To use asynchronous mode, the authorized consumer needs to
have established a subscription viathe subscr i be operation.

11.2.1.1.3.2 Input parameters
Parameter Name S Information Type / Legal Comment
Values
alarmAckState (@) ENUM (all alarms, all active It carries a constraint. The FaultSupervision

alarms, all active and
acknowledged alarms, all active
and unacknowledged, all
Cleared and unacknowledged
alarms, all unacknowledged)

MnS producer shall apply it on Alarminformation
instances in AlarmList when constructing its
output parameter AlarminformationList.

baseObjectClass O, see

note 1

This parameter is either absent
or carries the object class of a
certain class.

See how this attribute is used to support full
alarm alignment and partial alarm alignment in
11.1.2.3.3.1.

See note 2.

baseObjectinstance 0, see

note 1

This parameter is either absent
or carries the DN of a certain
class instance.

See how this attribute is used to support full
alarm alignment and partial alarm alignment in
11.1.2.3.3.1.

See note 2.

filter O

N/A

It carries a filter constraint.

Ifthe filter ispresent, the MnS producer
shall apply it on Al ar m nf or mat i on instances
in Al ar mLi st when constructing its output
parameter Al ar m nf or mat i onLi st.

Ifthe filter is not present, all of the

Al ar m nf or mat i on instances included by the
scope are selected.

NOTE 1:

NOTE 2:

If the notification not i f yAl ar mLi st Rebui | t supports indicating that only a part of the alarm list has
been rebuilt then the operation get Al ar i st shall support partial alarm alignment.

The legal values of the parameters basebj ect Cl ass and baseObj ect | nst ance are restricted to
those carried by the parameters baseObj ect C ass and baseObj ect | nst ance in the recent

noti fyAl armmLi st Rebui | t notifications. The timeline for "recent" is vendor-specific.
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11.2.1.1.3.3 Output parameters

Table 11.2.1.1.3.3-1: Output parameters for the operation getAlarmList

Parameter Name S Matching Information / Comment
Information Type / Legal Values
alarminformationList M |List of AlarmInformation. It carries the requested Al ar m nf or mat i on
instances.

Case when synchronous mode of operation is
used:

(a) The MnS producer shall apply the
constraints expressed in alarmAckState and
filter to AlarmInformation instances when
constructing this output parameter.

Case when asynchronous mode of operation
is used (i.e. this output parameter is conveyed
via notifications):

(a) If the filter parameter is present, theMnS
producer shall apply the constraint when
constructing this output parameter.
Furthermore, if the alarmAckState constraint is
present, the MnS producer shall apply that
constraint as well. The filter constraint, if any,
that is currently active in the notification
channel is not used for the construction of this
output parameter.

(b) If the filter parameter is absent, the MnS
producer shall apply the filter constraint
currently active in the notification channel
when constructing this output parameter. If the
alarmAckState constraint is present, the MnS
producer shall apply that constraint as well.
status M |ENUM (OperationSucceeded, If all the AlarmInformation are returned, status
OperationFailed) = OperationSucceeded.

If operation is failed, status = OperationFailed.

The following table defines an item of al ar m nf or mat i onLi st .
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Table 11.2.1.1.3.3-2: Definition of an item of al ar m nf or mat i onLi st
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Parameter name S Matching information Comment
objectClass, M |MonitoredEntity.objectClass, The MonitoredEntity is identified by the
objectinstance MonitoredEntity.objectinstance relation-AlarmedObject-
Alarminformation.
notificationld M |Alarminformation.notificationld
notificationType M |"notifyNewAlarm" The parameter carries
or
"notifyChangedAlarm" - notifyNewAlarm in case the alarm has
or not yet changed and has not yet been
"notifyClearedAlarm" cleared.
- notifyChangedAlarm in case the dlarm
has changed but has not yet been
cleared.
- notifyClearedAlarm in case the alarm
has been cleared but not yet
acknowledged.
eventTime O |AlarmInformation.alarmRaisedTime or The parameter carries the
AlarmInformation.alarmChangedTime or
Alarminformation.alarmClearedTime - alarmRaisedTime in case
notificationType carries notifyNewAlarm
- alarmChangedTime in case
notificationType carries
notifyChangedAlarm
- alarmClearedTime in case
notificationType carries
notifyClearedAlarm
systemDN M |-
alarmid M |Alarminformation.alarmid
[objectClass], n/a |MonitoredEntity.objectClass, Parmeter identical to the first parameter
[objectinstance] MonitoredEntity.objectInstance in this list, shown here to clarify all
elements of AlarmInformation are
present
[notificationld] n/a |Alarminformation.notificationld Parmeter identical to the second
parameter in this list, shown here to
clarify all elements of AlarmInformation
are present
alarmRaisedTime M |Alarminformation.alarmRaisedTime
alarmChangedTime O |Alarminformation.alarmChangedTime not applicable if the severity of related
alarm was not changed
alarmClearedTime M |AlarmInformation.alarmClearedTime not applicable if related alarm was not
cleared
alarmType M |Alarminformation.alarmType
probableCause M_|Alarminformation.probableCause
specificProblem O |AlarmInformation.specificProblem
perceivedSeverity M |Alarminformation.perceivedSeverity
backedUpStatus O |AlarmInformation.backedUpStatus not applicable if related alarm is a
security alarm
backUpObject O |MonitoredEntity.objectinstance The MonitoredEntity is identified by
relation-BackUpObject-
AlarmInformation.
Not applicable if related alarm is a
security alarm
trendIndication O |AlarmInformation.trendindication not applicable if related alarm is a
security alarm
thresholdinfo O |Alarminformation.thresholdinfo not applicable if related alarm is a
security alarm
correlatedNotifications O |[The set of CorrelatedNotification instances
related to this Alarminformation.
stateChangeDefinition O |AlarmInformation.stateChange not applicable if related alarm is a
security alarm
monitoredAttributes O |Alarminformation.monitoredAttributes not applicable if related alarm is a

security alarm
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proposedRepairActions O |Alarminformation.proposedRepairActions |not applicable if related alarm is a
security alarm

additionalText O |AlarmInformation.additionalText

additionallnformation O |Alarminformation.additionallnformation

rootCauselndicator O |Alarminformation.rootCauselndicator

ackTime M |AlarmInformation.ackTime not applicable if related alarm was not
acknowledged nor unacknowledged
The availability and accuracy of time
carried by the time parameters in
individual entries of the list (i.e.
eventTime, alarmRaisedTime,
alarmClearedTime and ackTime) shall
be "best effort".
Reason: A Management System is not
required to persistently store these
times or other alarm information (as in
case of synchronization information may
be provided by the NE), while also
some NE's do not keep these times
(and a later attempt to retrieve the alarm
data from the NEs will not deliver these
time data).

ackUserld M |AlarmInformation.ackUserld not applicable if related alarm was not
acknowledged nor unacknowledged

ackSystemid O |Alarminformation.ackSystemld not applicable if related alarm was not
acknowledged nor unacknowledged

ackState M |Alarminformation.ackState not applicable if related alarm was not
acknowledged nor unacknowledged

clearUserld O |AlarmInformation.clearUserld not applicable if related alarm was not
cleared

clearSystemid O |Alarminformation.clearSystemld not applicable if related alarm was not
cleared

serviceUser M |AlarmInformation.serviceUser not applicable if related alarm is not a
security alarm

serviceProvider M |AlarmInformation.serviceProvider not applicable if related alarm is not a
security alarm

securityAlarmDetector M |Alarminformation.securityAlarmDetector  |not applicable if related alarm is not a
security alarm

comments M |The set of Comment instances related to [Not applicable if the related alarm has

this Alarminformation. no related comments
11.2.1.1.3.4 Exceptions and constraints

Exception Name

Definition

operation_failed

Condition: Operation is failed

Exit state: Entry State

Returned Information: The output parameter status

11.2.1.14

11.21.1.4.1

Definition

notifyNewAlarm

This notification is generated by the MnS producer when anew Al ar ml nf or mat i on isadded tothe Al ar nii st .
The notification parameters depend on the dlarmType and are different for non-security and security alarms.

11.2.1.1.4.2

Input parameters

Thenot i f yNewAl ar mnotification is defined by Table 11.2.1.1.4.2-1, if the al ar nilType isequal to
"Communications Alarm", "Processing Error Alarm™, "Environmental Alarm”. "Quality Of Service Alarm” or

"Equipment Alarm”.
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Table 11.2.1.1.4.2-1: Input parameters for notifications related to non-security alarms

Parameter Name S | Matching Information/ Information Type / Comment
Legal Values

objectClass M |MonitoredEntity.objectClass The MonitoredEntity is identified
by the relation-AlarmedObject-
Alarminformation of the new
Alarminformation.

objectinstance M [MonitoredEntity.objectinstance The MonitoredEntity is identified
by the relation-AlarmedObject-
AlarmInformation of the new
Alarminformation.

notificationld M |-

notificationType M |"notifyNewAlarm"

eventTime M |Alarminformation.alarmRaisedTime

systemDN M |-

alarmid M |AlarmInformation.alarmid

alarmType M |Alarminformation.alarmType

probableCause M _|Alarminformation.probableCause

perceivedSeverity M |Alarminformation.perceivedSeverity

specificProblem O |AlarmInformation.specificProblem

backedUpStatus O |AlarmInformation.backedUpStatus

backUpObject O |MonitoredEntity.objectinstance The object is identified by

It carries the DN of the back up object. relation-BackUpObject-

Alarminformation of the new
Alarminformation.

trendindication O |Alarminformation.trendindication

thresholdinfo O |Alarminformation.thresholdinfo

correlatedNotifications O |The CorrelatedNotification instances related to

this AlarmiInformation.

stateChangeDefinition O |Alarminformation.stateChangeDefinition

monitoredAttributes O |Alarminformation.monitoredAttributes

proposedRepairActions O |Alarminformaton.proposedRepairActions

additionalText O |Alarminformation.additional Text

additionallnformation O |AlarmInformation.additionallnformation

rootCauselndicator O |Alarminformation.rootCauselndicator
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11.2.1.1.4.2a Input parameters for notifications related to non-security alarms

Thenoti f yNewAl ar mnotification isdefined by Table 11.2.1.1.4.2a-1, if theal ar nType isequal to "Integrity
Violation", "Operationa Violation", "Physical Violation", "Security Service or Mechanism Violation" or "Time
Domain Violation".

Table 11.2.1.1.4.2a-1: Input parameters for notifications related to security alarms

Parameter Name S | Matching Information/ Information Type / Comment
Legal Values
objectClass M [MonitoredEntity.objectClass The MonitoredEntity is identified

by the relation-AlarmedObject-
Alarminformation of the new
Alarminformation.

objectinstance M |MonitoredEntity.objectinstance The MonitoredEntity is identified
by the relation-AlarmedObject-
Alarminformation of the new
Alarminformation.

notificationld M |-

notificationType M _|"notifyNewAlarm"

eventTime M |Alarminformation.alarmRaisedTime

systemDN M |-

alarmlid M |Alarminformation.alarmid

alarmType M |Alarminformation.alarmType

probableCause M _|Alarminformation.probableCause

perceivedSeverity M |Alarminformation.perceivedSeverity

correlatedNotifications O |The set of CorrelatedNotification related to this

Alarminformation.

additionalText O |Alarminformation.additional Text

additionallnformation O |Alarminformation.additionallnformation

rootCauselndicator O |Alarmingormation.rootCauselndicator

serviceUser M |AlarmInformation.securityServiceUser This may contain no information if
the identify of the service-user
(requesting the service) is not
known.

serviceProvider M |AlarmInformation.securityServiceProvider This shall always identify the

service-provider receiving a
service request, from serviceUser,
that provokes the security alarm.

securityAlarmDetector M |AlarmInformation.securityAlarmDetector This may contain no information if
the detector of the security alarm
is the serviceProvider.

11.2.1.1.4.3 Triggering event

11.2.1.1.4.3.1 From-state
nolat chedAl arm

Assertion Name Definition
noMatchedAlarm |AlarmList does not contain an Alarminformation that has the following properties:
Its matching-criteria-attributes values are identical to that of the newly generated network alarm and
it is involved in relation-AlarmObject-Alarminformation with the same MonitoredEntity as the one
identified by the newly generated network alarm.
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11.2.1.1.4.3.2 To-state
newAl ar nl nAl ar nli st.

Assertion Name Definition
newAlarminAlarmList AlarmList contains an Alarminformation holding information conveyed by the newly
generated network alarm. This AlarmInformation is involved in relation-AlarmObject-
AlarmInformation with the same MonitoredEntity as the one identified by the newly generated
network alarm.

The following attributes of the AlarmInformation shall be populated with information in the
newly generated alarm:
notificationld, alarmRaisedTime, alarmid, alarmType, , probableCause, perceivedSeverity.

The following attributes of the same Alarminformation shall be populated with information of
the newly generated alarm if the information is present (in the newly generated alarm) and if
the attribute is supported:

specificProblem, backedUpStatus, trendIndication, thresholdinfo, stateChangeDefinition,
monitoredAttributes, proposedRepairActions, additionalText, additionallnformation.

11.2.1.15 notifyChangedAlarm

11.2.1.1.5.1 Definition

This naotification is generated by the MnS producer when the per cei vedSeveri ty of an existing
Al ar mi nf or mat i on changes (except to the value "CLEARED").

11.2.1.1.5.2 Input parameters
Parameter Name S |Matching Information/ Information Type Comment
/ Legal Values

objectClass M |MonitoredEntity.objectClass The MonitoredEntity is identified by the
relation-AlarmedObject-Alarminformation.

objectinstance M |MonitoredEntity.objectinstance The MonitoredEntity is identified by the
relation-AlarmedObject-Alarminformation.

notificationlid M |-

notificationType M |"notifyChangedAlarm"

eventTime M |Alarminformation.alarmChangedTime

systemDN M |--

alarmid M _[Alarminformation.alarmid

alarmType M |Alarminformation.alarmType

probableCause M _|Alarminformation.probableCause

perceivedSeverity M |AlarmInformation.perceivedSeverity

11.2.1.1.5.3 Triggering event

11.2.1.1.53.1 From-state

aarmMatched AND alarmNotCleared AND alarmChanged.

Assertion Name Definition
alarmMatched The matching-criteria-attributes of the newly generated network alarm has values that are identical
(matches) with ones in one Alarminformation in AlarmList.
alarmNotCleared The perceivedSeverity of the newly generated network alarm is not Cleared.
alarmChanged The perceivedSeverity of the newly generated network alarm and of the matched
Alarminformation are different.
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Assertion Name

Definition

informationUpdate

following rules:

- notificationld is updated;

- alarmChangedTime is updated;
- perceivedSeverity is updated;

- ackState is updated to "unacknowledged";

The Alarminformation identified in alarmMatched in from-state has been updated according to the

- ackTime, ackUserld and ackSystemld are updated to contain no information;

11.2.1.1.6

11.21.1.6.1

notifyAlarmListRebuilt

Definition

This naotification is generated by the MnS producer when the Al ar i st has been completely or partialy rebuilt.

11.2.1.1.6.2

Input parameters

Parameter Name S

Legal type

Comment

objectClass

M |-

Identifies, together with the obj ect | nst ance
parameter, the part of the alarm list that has been
rebuilt.

If this paramter specifies the class of the instance
carried in systemDN, then all

Al ar ml nf or mat i on instances in the

Al ar nLi st may have been rebuilt.

If this parameter specifies some class
represented by Moni t or edEnti ty, thena
subset of the Al ar m nf or mat i on instances in
the Al ar nLi st may have been rebuilt.

objectinstance

Identifies, together with the obj et O ass
parameter, the part of the alarm list that has been
rebuilt.

If this parameter is equal to the instance carried
in systemDN, then all Al ar m nf or mati on
instances in the Al ar nLi st may have been
rebuilt.

If this parameter is equal to some instance
represented by Moni t or edEnti ty, then only
Al ar m nf or mat i on related to this instance and
its descendants may have been rebuilt..

notificationld

notificationType

"notifyAlarmListRebuilt"

eventTime

The time when the alarm list has been rebuilt.

systemDN

It identifies the DN of MnS producer.

reason

SRR

"System-NE communication
error”, "System restarts",
"indeterminate”. Other values
can be added.

The reason why the system has rebuilt the
AlarmList. This may carry different reasons than
that carried by the immediate previous
notifyPotentialFaultyAlarmList.

alarmListAlignmentRequirement | O

"alignmentRequired",
"alignmentNotRequired".

It carries an enumeration of "alignmentRequired"
and "alignmentNotRequired".
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11.2.1.1.6.3 Triggering event

11.2.1.1.6.3.1 From-state
alarnmLi stRebuilt_0 OR al arnlLi stRebui It _1.

Assertion Name Definition
alarmListRebuilt_0 MnS producer has cold-started, initialized, re-initialized or rebooted and it has initiated
procedure to rebuild its AlarmList.
alarmListRebuilt_1 MnS producer loses confidence in part or whole of its AlarmList. MnS producer has initiated
procedure to repair its AlarmList.

11.2.1.1.6.3.2 To-state
al arnli stRebui It _2.

Assertion Name Definition
alarmListRebuilt_2 MnS producer rebuilds the whole or part of AlarmList.
11.2.1.1.7 notifyCorrelatedNotificationChanged
11.21.1.7.1 Definition

This naotification is generated by the MnS producer when the set of Cor r el at edNot i fi cati on iscreated, updated
or deleted.

11.2.1.1.7.2 Input parameters
Parameter Name S | Matching Information/ Information Type / Comment
Legal Values
objectClass M |MonitoredEntity.objectClass The MonitoredEntity is identified

by the relation-AlarmedObject-
Alarminformation.
objectinstance M |MonitoredEntity.objectinstance The MonitoredEntity is identified
by the relation-AlarmedObject-
AlarmInformation.

notificationld M |-

notificationType M ["notifyCorrelatedNotificationChanged"

eventTime M |lt carries the time when the
CorrelatedNotification is created, updated or
deleted.

systemDN --

alarmid AlarmInformation.alarmid

The CorrelatedNotification instances related
to this Alarminformation.
AlarmInformation.rootCauselndicator

correlatedNotifications

o] =L

rootCauselndicator

11.2.1.1.7.3 Triggering event

11.2.1.1.7.3.1 From-state

newAl ar nCorr el ati onl nfol sAvai | abl e AND al arm nf or mat i onExi st s.

Assertion Name Definition
newAlarmCorrelationinfolsAvailable New alarm correlation information is available but not yet conveyed to
any consumer.
alarminformationExists The Alarminformation is in AlarmList.
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11.2.1.1.7.3.2 To-state

al ar mCor r el at edl nf oUpdat ed.

Assertion Name Definition
alarmCorrelatedinfoUpdated The set of Corr el at edNot i fi cati on network slice instances is created,
updated or deleted.

11.2.1.1.8 getAlarmCount

11.2.1.1.8.1 Definition

A MnS consumer invokes this operation to get the number of alarmsin the alarm list. The alarms are counted separately
for each perceived severity level. An input parameter allows to control which alarms are counted.

11.2.1.1.8.2 Input parameters
Name S Information Type Comment
filter O |N/A It carries a filter constraint. The operation shall apply it
when counting the Alarminformation instances in
AlarmList.
Case when synchronous mode of operation is used for
getAlarmList:

(a) If this parameter is present, the operation shall count
the Alarminformation instances which satisfy both (a) this
filter constraint and (b) the condition set by input
parameter alarmAckState.

(b) If this parameter is absent, the operation shall count
all AlarmInformation instances that satisfy the condition
set by input parameter alarmAckState.

Case when asynchronous mode of operation is used for
getAlarmList:

(a) If this parameter is present, the operation shall count
all AlarmInformation instances that satisfy this filter
constraint and the condition set by input parameter
alarmAckState.

(b) If this parameter is absent, the operation shall count
AlarmInformation instances that satisfy (a) the filter
constraint currently active in the notification channel
established between the authorized MnS consumer and
the MnS produce and (b) the condition set by input
parameter alarmAckState.

alarmAckState O |ENUM (all alarms, all active alarms, |It carries a constraint. The operation shall apply it on

all active and acknowledged alarms, |Alarminformation instances in AlarmList when counting.
all active and unacknowledged, all
cleared and unacknowledged
alarms, all unacknowledged)
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Name

S | Matching Information

Comment

criticalCount, majorCount,
minorCount, warningCount,
indeterminateCount,
clearedCount

M [N/A

They carry the number of Alarminformation in
AlarmList that has the following properties.

Case when synchronous mode of operation is used:
(a) The operation shall apply the constraints expressed
in alarmAckState and filter to Alarminformation
instances when counting.

Case when asynchronous mode of operation is used
(i.e. this output parameter is conveyed via
notifications):

(a) If the filter parameter is present, the operation shall
apply the constraint when counting. Furthermore, if the
alarmAckState constraint is present, the operation
shall apply that constraint as well. The filter constraint,
if any, that is currently active in the notification channel
is not used for the counting.

(b) If the filter parameter is absent, the operation shall
apply the filter constraint currently active in the
notification channel when counting. If the
alarmAckState constraint is present, the operation
shall apply that constraint as well.

status

M |ENUM
(OperationSucceeded,
OperationFailed)

If allAlarminformationCounted is true, status =
OperationSucceeded.
If operation_failed is true, status = OperationFailed.

11.2.1.1.8.4 Pre-condition

There are no pre-conditions.

11.2.1.1.8.5 Post-condition

al |l Al arm nformation

Count ed.

Assertion Name

Definition

allAlarminformationCounted

All Alarminformation that satisfy the constraints expressed in input parameters filter
and alarmAckState and are present in the AlarmList at the moment of this operation
invocation are counted and the result returned.

All Alarminformation in AlarmList remains unchanged as the result of this operation.

11.2.1.1.8.6 Exceptions

Name

Definition

operation_failed

Condition: the pre-condition is false or the post-condition is true.
Returned Information: The output parameter status.

Exit state: Entry state.

filter_complexity_limit

Condition: Operation not performed because the filter parameter is too complex.
Returned Information: The output parameter status.

Exit state: Entry state.

11.2.1.1.9 setComment

11.2.1.1.9.1 Definition

A MnS consumer invokes this operation to set a comment in one or more Al ar il nf or mat i on instancesin

AlarmList.
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11.2.1.1.9.2 Input parameters
Name S Information Type Comment
alarminformationR | M |List of It carries one or more identifiers identifying Alarminformation
eferencelList AlarmInformation.alarmid instances in the AlarmList.
commentUserld M |Comment.commentUserld The Comment is identified by the relation-Alarminformation-
Comment.
commentSystemld | O |Comment.commentSystemld |The Comment is identified by the relation-Alarminformation-
Comment.
commentText M |Comment.commentText The Comment is identified by the relation-Alarminformation-
Comment.
11.2.1.1.9.3 Output Parameters
Name S Matching Information Comment
badAlarminformatio| M |List of pair of If allUpdated is true, it contains no information.
nReferencelList Alarminformation.alarmld and |If someUpdated is true, then it contains identifications of
the failure reason. AlarmInformation that are not present in AlarmList or that they
are present, but Alarminformation.comments has not changed,
in contrast to authorized consumer's request.
status M |ENUM( If allUpdated is true, then status = OperationSucceeded.
Operation succeeded, If someUpdated is true, then status = OperationPartiallyFailed.
Operation failed, If exception operationFailed is raised, then status =
Operation partially failed) OperationFailed.
11.2.1.2 Fault supervision data control
11.2.1.2.1 acknowledgeAlarms
11.2.1.21.1 Definition

The MnS consumer invokes this operation to acknowledge one or more alarms.

When this operation is not supported, the MnS producer shall support acknowledging alarms.

11.2.1.2.1.2 Input parameters
Parameter Name S Information Type / Legal Values Comment
alarminformationAnd M |SET OF SEQUENCE { It identifies the alarms to be
SeverityReferencelList AlarmInformation.alarmid (M) acknowledged. If an alarm id is
Alarminformation.perceivedSeverity (O) qualified with an optional perceived
} severity, the alarm shall be
acknowledged only when the
perceived severity in the alarm list
matches the perceived severity
provided in the operation request.
ackUserld M |AlarmInformation.ackUserld The identifier of the user
acknowledgeding the alarm.
ackSystemld O |Alarminformation.ackSystemid The identifier of the system where
the acknowledgement request was
originated.
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11.2.1.2.1.3 Output parameters
Parameter Name S Matching Information / Comment
Information Type / Legal Values
badAlarminformation | M [SET OF SEQUENCE { If all alarms are acknowledged, it contains no
ReferenceList Alarminformation.alarmlid (M) information.
errorReason (M) If only some alarms are acknowledged, then it contains
identifications of Al ar m nf or mat i on that are
errorReason ::= ENUM { (a) present in input parameter
UnknownAlarmld, Al arm nf or mat i onRef er enceli st but absentin
AcknowledgmentFailed, the Al arnli st (errorReason = UnknownAlarmid;
WrongPerceivedSeverity or
}
(b) present in input parameter
Al ar m nf or mat i onRef er encelLi st and presentin
the AlarmList but the Acknowledgement Information
(see note below table) has not changed despite the
consumer's request (errorReason =
AcknowledgmentFailed); or
(c) present in input parameter
Al arm nf or mat i onRef er encelLi st and presentin
the AlarmList but the per cei vedSeveri ty to be
acknowledged has changed and/or is different in the
Alarm List (ErrorReason = WrongPerceivedSeverity),
applicable only if perceivedSeverity is provided.
status M |[ENUM { If all alarms acknowledged, then
OperationSucceeded, status = OperationSucceeded.
OperationPartiallySucceeded,
OperationFailed If some alarms are acknowledged, then status =
} OperationPartiallySuceeded.
If operation failed is true, then
status = OperationFailed.

NOTE: Acknowledgement Information is defined as the information contained in Al ar il nf or mat i on. ackTime,
Al ar m nf or mat i on. ackUserld, Alarmlnformaton.ackSystemld, Al ar mi nf or mat i on. ackState.

11.2.1.2.1.4

Exceptions and constraints

Exception Name

Definition

operation_failed

Condition: Operation is failed
Returned Information: The output parameter status
Exit state: Entry State

11.2.1.2.2

11.21.2.2.1

unacknowledgeAlarms

Definition

The MnS consumer invokes this operation to remove acknowledgement information kept in one or more
Al ar m nf or mat i on instances.
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11.2.1.2.2.2 Input parameters
Parameter Name S Information Type / Legal Comment
Values
alarminformationReferenceList M |List of AlarmInformation.alarmld |It carries one or more identifiers
identifying AlarmInformation in
AlarmList.
ackUserld M |AlarmInformation.ackUserld The identifier of the user

unacknowledgeding the alarm.

ackSystemld

AlarmInformation.ackSystemid

The identifier of the system where the
acknowledgement request was
originated.

11.2.1.2.2.3

Output parameters

Parameter Name S

Matching Information /
Information Type / Legal Values

Comment

badAlarminformationRefer | M

encelist

}

}

SET OF SEQUENCE {

Alarminformation.alarmlid (M)
errorReason (M)

errorReason ::= ENUM {

UnknownAlarmld,
AcknowledgmentFailed,
WrongPerceivedSeverity,

If all alarms are acknowledged, it contains no
information.

If only some alarms are acknowledged, then it
contains identifications of Al ar m nf or nat i on
that are

(a) present in input parameter

Al arml nf or mat i onRef er encelLi st but
absentin the Al arnLi st (errorReason =
UnknownAlarmld; or

(b) present in input parameter

Al arml nf or mat i onRef er encelLi st and
present in the Al ar mLi st but the
Acknowledgement Information (see note below
table) has not changed despite the consumer's
request (errorReason = AcknowledgmentFailed);
or

(c) present in input parameter

Al arm nf or mat i onRef er encelLi st and
present in the AlarmList but the

per cei vedSeveri ty to be acknowledged has
changed and/or is different in the Alarm List
(ErrorReason = WrongPerceivedSeverity),
applicable only if perceivedSeverity is provided.

status

ENUM {

OperationSucceeded,
OperationPartiallySucceeded,
OperationFailed

If all alarms acknowledged, then
status = OperationSucceeded.

If some alarms are acknowledged, then
status = OperationPartiallySuceeded.

If operation failed is true, then
status = OperationFailed.

NOTE: Acknowledgement Information is defined as the information contained in Al ar il nf or mat i on. ackTime,
Al ar m nf or mat i on. ackUserld, Alarmlnformaton.ackSystemld, Al ar mi nf or mat i on. ackState.
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11.2.1.2.2.4 Exceptions and constraints

Exception Name Definition
Operation_failed Condition: Operation is failed
Returned Information: The output parameter status
Exit state: Entry State

11.2.1.2.3 clearAlarms

11.2.1.2.3.1 Definition

The authorized consumer invokes this operation to clear one or more Al ar mi nf or mat i on instancesin AlarmList.
For example, this operation can be used to support the manual clearing of the ADMC (automatic detection and manual
clearing, see also 3GPP TS 32.111-1 [3]) darms.

11.2.1.2.3.2 Input parameters

Parameter Name S Information Type / Legal Comment
Values
alarminformationReferenc | M |List of AlarmInformation.alarmlid |It carries one or more identifiers identifying

eList Alarminformation instances in the AlarmList.
clearUserld M |AlarmInformation.clearUserld It identities the user clearing the alarm.
clearSystemid O |Alarminformation.clearSystemld |It identifies the authorized consumer. It may be
absent implying that consumer does not wish this
information be known to the MnS producer.

11.2.1.2.3.3 Output parameters

Parameter Name S Matching Information / Comment
Information Type / Legal Values
badAlarminformationRefer | M |List of pair of Alarminformation.alarmid |If all alarms are cleared, it contains no
encelist and the failure reason. information.

If some alarms are cleared, then it contains
identifications of AlarmInformation that are not
present in AlarmList or that are present in
AlarmList but remain unchanged, in contrast to
consumer's reguest.

status M |ENUM( If all alarms are cleared, then status =
OperationSucceeded, OperationSucceeded.
OperationFailed, If some alarms are cleared, then status =
OperationPartiallySucceeded) OperationPartiallySucceeded.

If operation is failed, then status =
OperationFailed.

11.2.1.2.34 Exceptions and constraints

Exception Name Definition
operation_failed Condition: Operation is failed
Returned Information: The output parameter status
Exit state: Entry State

11.2.1.2.4 notifyClearedAlarm

11.2.1.2.4.1 Definition

This naotification is generated by the MnS producer when the per cei vedSeveri ty of an existing
Al ar mi nf or mat i on changesto "CLEARED".
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11.2.1.2.4.2 Input parameters
Parameter Name S | Matching Information/ Information Comment

Type / Legal Values

objectClass M |MonitoredEntity.objectClass

objectinstance M [MonitoredEntity.objectinstance

notificationld M |--

notificationType M |"notifyClearedAlarm"

eventTime M |AlarmInformation.alarmClearedTime

systemDN M |-

alarmid M _|Alarminformation.alarmid

alarmType M |Alarminformation.alarmType

probableCause M |Alarminformation.probablaCause

perceivedSeverity M |Alarminformation.perceivedSeverity Value shall be "CLEARED"

correlatedNotifications| O |The CorrelatedNotification instances This parameter contains references to other

related to this Alarminformation.

AlarmInformation instances whose
perceivedSeverity levels are cleared as well. In
this way, the perceivedSeverity level of multiple
Alarminformation instances can be cleared by one
notification.

clearUserld O |AlarmInformation.clearUserld This parameter shall be present and contain valid
information if the Alarminformation is cleared by a
clearAlarms operation request.

clearSystemid O |AlarmInformation.clearSystemld This parameter is present if clearUserld is present

and if AlarmInformation.clearSystemld contains
valid information.

11.2.1.2.4.3

11.2.1.2.43.1

Triggering event

From-state

al ar mvat chedAndCl eared OR cl ear edByPr ovi der.

Assertion Name

Definition

alarmMatchedAndCleared

The matching-criteria-attributes of the newly generated network alarm have values that are
identical (matched) with ones in one AlarmInformation in AlarmList and the
perceivedSeverity of the matched Alarminformation is not Cleared

AND

The perceivedSeverity of the newly generated network alarm is cleared.

clearedByProvider

Reception of a valid clearAlarms operation that identifies the subject AlarmInformation
instances. This triggering event shall occur regardless of the perceivedSeverity state of the

identified AlarmIinformation instances.

11.2.1.2.43.2

To-state

al arm nformati onCl eared_1 OR al arm nf ormati onC eared_2.

Assertion Name

Definition

alarminformationCleared_1

al ar nCl ear edTi ne.

Case if From-state is alarmMatchedAndCleared:
The following attributes of the subject Al ar mi nf or mat i on are updated:
notificationld, perceivedSeverity (updatedto Cl eared),

alarminformationCleared_2

Case if From-state is clearedByProvider:

The following attributes of the subject Alarminformation are updated:
notificationld, alarmClearedTime, perceivedSeverity (updated to CLEARED),
alarmClearedUserld, alarmClearedSystemid.
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11.2.1.25 notifyAckStateChanged

11.2.1.2.5.1 Definition

This naotification is generated by the MnS producer when a the acknowledgement state of an alarm changes from
"UNACKNOWLEDGED" to "ACKNOWLEDGED" or back from"ACKNOWLEDGED" to
"UNACKNOWLEDGED".

11.2.1.25.2 Input parameters
Parameter Name | S | Matching Information/ Information Comment
Type / Legal Values

objectClass M |MonitoredEntity.objectClass

objectinstance M _|MonitoredEntity.objectinstance

notificationld M |-

notificationType M ["notifyAckStateChanged"

eventTime M |Alarminformation.ackTime

systemDN M |--

alarmid M |Alarminformation.alarmlid

alarmType M |Alarminformation.alarmType

probableCause M _|Alarminformation.probableCause

perceivedSeverity | M |Alarminformation.perceivedSeverity

ackState M |Alarminformation.ackState

ackUserld M |Alarminformation.ackUserld The identifier of the user who acknowledged or
unacknowledged the alarm.

ackSystemld O |Alarminformation.ackSystemld The identifier of the system where the acknowledgement
or unacknowledgement request was originated.

11.2.1.2.5.3 Triggering event

11.2.1.25.3.1 From-state

ackedByConsuner OR ackedByProvi der AND al arm nf or mati onExi st s.

Assertion Name Definition
ackedByConsumer Reception of an acknowledgeAlarms operation and a subsequent operation success return.
ackedByProvider Reception of a local (non-standard) acknowlegeAlarms equivalent operation and a subsequent

operation success return.
alarmInformationExists |The Alarminformation exists in AlarmList.

11.2.1.25.3.2 To-state
al ar mck St at eHasChanged.

Assertion Name Definition
alarmAckStateHasChanged [The Alarminformation.ackState of the Alarminformation identified by from-state assertion
alarminformationExists have been updated. Specifically, the following attributes of the
subject Alarminformation are updated:
-- notificationld, ackTime, ackUserld, ackState, ackSystemld.

11.2.1.2.6 notifyComments

11.2.1.2.6.1 Definition

This natification is generated by the MnS producer when a Conmrent instanceis added to an Al ar m nf or mat i on
instanceinthe Al ar mLi st .
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A MnS producer shall support this notification if it supports the operation set Conment .

11.2.1.2.6.2 Input parameters

Parameter Name | S |Matching Information/ Information Comment
Type / Legal Values

objectClass M |MonitoredEntity.objectClass

objectinstance M [MonitoredEntity.objectinstance

notificationld M |-

notificationType M ["notifyComments"”

eventTime M [Comment.commentTime

systemDN M |-

alarmid M |AlarmInformation.alarmlid

alarmType M |Alarminformation.alarmType

probableCause M _|Alarminformation.probableCause

perceived Severity | M _|Alarminformation.perceivedSeverity

comments M |The Comment instances related to

this Alarminformation.
11.2.1.2.6.3 Trigger event
11.2.1.2.6.3.1 From-state

coment edBySer vi ceprovi der OR comment edBySer vi cepr ovi der AND
al arm nf or mat i onExi st s.

Assertion Name Definition
commentedByServiceprovider |Reception of a setComment operation and a subsequent operation success return.
commentedByServiceprovider |Reception of a local (hon-standard) setComment equivalent operation and a
subsequent operation success return.
alarminformationExists The AlarmInformation is in AlarmList.

11.2.1.2.6.3.2 To-state

coment I nserted.

Assertion Name Definition
commentinserted One Comment has been created and it is involved in a relationship with the
Alarminformation identified by from-state assertion alarminformationExists. The
following attributes of the newly created Comment instance shall be populated:

commentTime, commentText, commentUserld and commentSystemld.

11.2.1.2.7 notifyPotentialFaultyAlarmList

11.2.1.2.7.1 Definition

This notification is generated by the MnS producer when the MnS producer looses confidence in the integrity of its
alarm list.

The MnS producer may then rebuilt the faulty alarm list. When the alarm List is rebuilt or confidence in the existing
aarm list isre-established the MnS producer may generateanot i f yAl ar nii st Rebui | t notification.

The parameters obj ect Cl ass and obj ect | nst ance are used to specify if the complete alarm list is unreliable or
only parts thereof.

The MnS consumer behaviour, on reception of this notifyPotential FaultyAlarmList notification, is not specified. The
authorized consumer behaviour is considered not essential for the specification of the interface itself. However, the
following are recommended actions the uthorized consumer should take, in case it receives this notification.
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1) The uthorized consumer should not perform any task requiring the integrity of the Alarmlinformation identified
as faulty or unreliable by the subject notification.

2) The uthorized consumer should not invoke operations that require integrity of the AlarmList such as
getAlarmList., acknolwedgeAlarms operations.

11.2.1.2.7.2 Input parameters
Parameter Name | S Matching Information/ Comment
Information Type / Legal
Values
objectClass M |It identifies the class of the Identifies, together with the obj ect | nst ance parameter, the
instance identified by part of the alarm list that is not reliable.
systemDN or the class of
MonitoredEntity. If this paramter specifies the class of the instance carried in
systemDN, then all Al ar M nf or mat i on instances in the
Al ar mLi st may not be reliable.
If this parameter specifies some class represented by
Moni t or edEnt i ty, then a subset of the
Al ar ml nf or mat i on instances in the Al ar i st is not
reliable.
objectinstance M |It identifies the instance Identifies, together with the obj et O ass parameter, the part
identified by systemDN or an  |of the alarm list that may not be reliable.
instance of MonitoredEntity.
If this parameter is equal to the instance carried in systemDN,
then all Al ar m nf or mat i on instances in the Al ar nlLi st
may not be reliable.
If this parameter is equal to some instance represented by
Moni t or edEnt i ty, then only Al ar m nf or mat i on related
to this instance and its descendants may not be reliable.
notificationld M |-
notificationType M |"notifyPotentialFaultyAlarmList"
eventTime M |- Time when the MnS producer lost confidence in the integrity
of the alarm list
systemDN M |-
reason M |"serviceprovider-NE Reason why the MnS producer has to rebuild its AlarmList.
communication error", "
serviceprovider restarts”,
"indeterminate”. Other values
can be added.
11.2.1.2.7.3 Trigger event
11.2.1.2.7.3.1 From-state

faul t yAl armnli st Det ect ed.

Assertion Name

Definition

faultyAlarmListDetecte
d

MnS producer detects faults in part or whole of its AlarmList.

11.2.1.2.7.3.2
faul t yAl armnli st

To-state

Assertion Name

Definition

faultyAlarmList

MnS producer initiates the AlarmList rebuild process.
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11.2.1.2.8 notifyChangedAlarmGeneral

11.2.1.2.8.1 Definition

This notification is generated by the MnS producer when one or more of the following attributes of an

Al arm nf ormat i on instanceinthe Al ar mLi st changesitsvalue: per cei vedSeverity,

backedUpSt at us, backUpCbj ect, trendlndication, threshol dlnfo,

st at eChangeDefinition, nonitoredAttributes, proposedRepairActions,

addi ti onal Text, additionallnformation, serviceUser, serviceProvider or

securit yAl ar nDet ect or . From the attributes listed above, only those that changed value shall be included in the
notification.

The notification parameters depend on the al ar mType and are different for non-security and security alarms.

11.2.1.2.8.2 Input parameters for notifications related to non-security alarms

Thenot i f yChangedAl ar mGener al notification is defined by Table 11.2.1.2.8.2-1, if the dlarmType is equal to
"Communications Alarm", "Processing Error Alarm”, "Environmental Alarm",, "Quality Of Service Alarm" or
"Equipment Alarm".

Table 11.2.1.2.8.2-1: Input parameters for notifications related to non-security alarms

Parameter Name S Matching Information/ Information Comment

Type / Legal Values
objectClass M |MonitoredEntity.objectClass
objectinstance M |MonitoredEntity.objectinstance
notificationld M |-
notificationType M ["notifyChangedAlarmGeneral"
eventTime M |Alarminformation.alarmChangedTime
systemDN M |--
alarmlid M |AlarmInformation.alarmid
alarmType M |Alarminformation.alarmType
probableCause O _|Alarminformation.probableCause
specificProblem O |Alarminformation.specificProblem
perceivedSeverity O |AlarmInformation.perceivedSeverity
backedUpStatus O |Alarminformation.backedUpStatus
backUpObiject O [MonitoredEntity.objectinstance The DN of the back up object. The object is

identified by relation-BackUpObject-
Alarminformation of the new Alarminformation.
trendindication O |Alarminformation.trendindication
thresholdinfo O |Alarminformation.thresholdinfo
correlatedNotifications O |Set of CorrelatedNotification related to
this Alarminformation.
stateChangeDefinition O |Alarminformation.stateChange
monitoredAttributes O |Alarminformation.monitoredAttributes
proposedRepairActions | O |Alarminformaton.proposedRepairActions
additional Text O |Alarminformation.additionalText
additionallnformation O |Alarminformation.additionallnformation
rootCauselndicator O |alarminformation.rootCauselndicator
changedAlarmAttributes | O [LIST OF SEQUENCE <AttributeName, |The changed alarm attributes (hame/value
OldAttributeValue> pairs) (with old values).

11.2.1.2.8.3 Input parameters for notifications related to security alarm

Thenot i f yChangedAl ar mGener al notificationis defined by Table 11.2.1.1.4.2a-1, if theal ar nType isequa
to "Integrity Violation", "Operational Violation", "Physical Violation", " Security Service or Mechanism Violation" or
"Time Domain Violation".
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Table 11.2.1.2.8.3-1: Input parameters for notifications related to security alarms

Parameter Name S Matching Information/ Information Comment
Type / Legal Values

objectClass M |MonitoredEntity.objectClass

objectinstance M |MonitoredEntity.objectinstance

notificationld M |-

notificationType M |"notifyChangedAlarmGeneral".

eventTime M |Alarminformation.alarmChangedTime

systemDN M |-

alarmlid M |Alarminformation.alarmid

alarmType M |Alarminformation.alarmType

probableCause O |Alarminformation.probableCause

perceivedSeverity O |AlarmInformation.perceivedSeverity

correlatedNotifications | O [Set of CorrelatedNoatification related to

this AlarmInformation.

additionalText O |Alarminformation.additionalText

additionallnformation O |Alarminformation.additionallnformation

rootCauselndicator O |alarmInformation.rootCauselndicator

serviceUser M |Alarminformation.serviceUser This may contain no information if the identify
of the service-user (requesting the service) is
not known.

serviceProvider M |Alarminformation.serviceProvider This shall always identify the service-provider
receiving a service request, from serviceUser,
that provokes the security alarm.

securityAlarmDetector M |Alarminformation.securityAlarmDetector |This may contain no information if the detector
of the security alarm is the serviceProvider.

changedAlarmAttributes | O [LIST OF SEQUENCE <AttributeName, |The changed alarm attributes (name/value

OldAttributeValue> pairs) (with old values).

11.2.1.2.84

11.2.1.284.1

Trigger event

From-state

alarmMatched AND alarmNotCleared AND alarmChanged.

Assertion Name

Definition

alarmMatched The matching-criteria-attributes of the newly generated network alarm has values that are
identical (matches) with ones in one Alarminformation in AlarmList.
alarmChanged One or more of perceivedSeverity, backedUpStatus, backUpObiject, trendIndication,

thresholdinfo, stateChangeDefinition, monitoredAttributes, proposedRepairActions,
additionalText, additionallnformation, serviceUser, serviceProvider or securityAlarmDetector of
the newly generated network alarm and of the matched AlarmInformation are different.

11.2.1.2.8.4.2 To-state

i nformati onUpdat e.

Assertion Name

Definition

informationUpdate

The Alarminformation identified in alarmMatched in from-state has been updated according to
the following rules: perceivedSeverity, backedUpStatus, backUpObiject, trendindication,
thresholdinfo, stateChangeDefinition, monitoredAttributes, proposedRepairActions,
additionalText, additionalinformation, serviceUser, serviceProvider or securityAlarmDetector is
updated;

notificationld is updated;

alarmChangedTime is updated;

ackTime, ackUserld and ackSystemld are updated to contain no information;

ackState is updated to "unacknowledged";
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11.2.2 Managed information

11.2.2.1 Alarm information, alarm state change and Information Object Classes
11.2.2.1.1 Imported information entities and local labels

None.

11.2.2.1.2 Class diagram

11.2.21.2.1 Introduction

This clause introduces the fault supervision related classes (i.e. IOCs, SupportlOCs). Theintent is to identify the
information required for the Fault management service implementation of its operations and notification emission. This
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clause provides the overview of all support object classesin UML. Subsequent clauses provide more detailed
specification of various aspects of these support object classes.

11.2.2.1.2.2 Attributes and relationships

<<SupportlOC>>
FSMnSProducer
<<ProxyClass>> | objectClass/objectinstance 1.7
MonitoredEnitty |~ 1 relation-FSMnSProducer-AlarmList
1
; ; <<SupportlOC>>
backupObiect I 0.1 relation-AlarmedQbject- )
o) Alarminfomation AlarmList
relation-BackUpObject- 1
Alarminfomation
relation-AlarmList-Alarminfomation
0“*
<<8upportlOC>> | identifyAlarminformation
AlarmInformation

0.* 0.”

relation-Alarminfomation-Correlatedinformation
relation-Alarminfomation-Comment

correlatedInformation 0+ \
<<SupportlOC>> <<SupportlOC>>
CorrelatedNotification Comment
11.2.2.1.3 Information Object Class Definitions
11.2.2.1.3.1 Alarminformation
11.2.2.1.3.1.1 Definition

Al ar ml nf or mat i on containsinformation about alarm conditions of an alarmed Moni t or edEntity.

A MnS producer isrelated to at most one Al ar mli st . The MnS producer assigns an identifier, caled al ar nl d, to
each Al ar ml nf or mat i oninthe Al armLi st. An al ar ml d unambiguously identifies one
Al arml nf or mati oninthe Al arnii st.
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11.2.2.1.3.1.2 Attribute

Attribute name

alarmid

objectClass/objectinstance (attribute related to role)
notificationld

alarmRaisedTime

alarmChangedTime

alarmClearedTime

alarmType

probableCause

specificProblem

perceivedSeverity

backedUpStatus

backUpObject (attribute related to role)
trendindication

thresholdinfo

correlatedNotifications (attribute related to role)
stateChangeDefinition

monitoredAttributes

proposedRepairActions

additionalText

Z|0O|IZ[Z|0|5 [O|0[|O|0|O|O|0|O 0L 01 IZ 0L R

additionallnformation O(see note 3)
rootCauselndicator

ackTime

ackUserld

ackSystemld

ackState

clearUserld O (see note 1)
clearSystemid O (see note 1)
serviceUser O (see note 2)
serviceProvider O (see note 2)
securityAlarmDetector O (see note 2)

NOTE 1: These attributes and qualifiers are applicable only if the management service producer supports
clearAlarms() (they are absent if clearAlarms() is not supported).

NOTE 2: These attributes are supported if the management service producer emits not i f yNewAl ar mthat carries
security alarm information.

NOTE 3: This attribute is optionally populated whenever vendor specific attributes are needed.

11.2.2.1.3.1.3 State diagram
Alarms have states. The alarm state information is captured in Al ar ml nf or mati on in Al ar Li st.

The solid circleicon representsthe St art St at e. The double circleicon representsthe End St at e. In this state, the
aarmis d ear ed and acknowledged. The Alarminformation shall not be accessible via the Service interface and is
removed fromthe Al ar Li st .

Note the state diagramuses™ X /Y A Z " to label the arc that indicates state transition. The meanings of X, Y and Z are:
- Xidentifies the triggering event;
- Y identifies the action of FaultSupervision MnS producer because of the triggering event;
- Zisthe notification to be emitted by FaultSupervision MnS producer because of the triggering event.

Note that acknowl edgeAl ar ntnot i f yAckSt at eChanged and the

unacknow edgeAl ar m'not i f yAckSt at eChanged refer to cases when the request of the managenent
servi ce consumer issuccessful for the Al arm nf or mati on concerned. They do not refer to the cases when
the request is afailure since in the failure cases, no state transition would occur.

Note that, to reduce cluttering to the diagram, the set Conmrent ~not i f yConment isnot included in the figure . One
transition should be applied fromunack&uncl ear toitself. Similarly, another transition should be applied from
acké&uncl ear toitself. Another oneisfromunack&cl ear to itself.
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"PS" used in the state diagram stands for "perceived severity".

Figure 11.2.2.1.3.1.3-1 isused if it supports *notifyChangedAlarm and Figure 11.2.2.1.3.1.3-2 isused if it does not

support “notifyChangedAlarm.

The MO alarm's matching-criteria-attributes are not identical to the AN
matching-criteria-attributes of any Alarminformation in AlarmList. See appendix for
. the definition of matching-criteria-attributes.
MO emits alarm /MnS Producer creates a
new Alarr\n\lnformation. AnotifyNewAlarm
\
acknowledgeAlarm
t\\\‘w __"notifyAckStateChanged
unack&unclear 7 \ ack&unclear |
| < unacknowledgeAlarm
NN AnotifyAckStateChange
\ “\MQ PS changes &/rréw level is
W, . not cleared
: . “notifyChangedAlarm
MO emits the same alarm e
“notifyChangedAlarm
MO PS level changes to
| cleared MO PS changes to
[*notifyClearedAlarm cleared
\ AnotifyClearedAlarm
\ acknowledgeAlarm

( “AnotifyAckStateChanged .
unack&clear ~ @

\ 4

This is the terminal state (acknowledged and cleared)
This Alarminformation no longer exists in the AlarmList.

Figure 11.2.2.1.3.1.3-1 notifyChangedAlarm supported
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The MO alarm's matching-criteria-attributes are not identical to the AN
matching-criteria-attributes of any Alarminformation in AlarmList. See appendix for
. the definition of matching-criteria-attributes.

\

MO emiits alarm /MnS Producer creates a

new Alarlenformation. *notifyNewAlarm MO RS changes & new
\ level |s:6n{ol/agared
\ "notijy earedAlarm,
5 p \

% N
\ / \
\_\
\ / \\

i / \
4 / X
. Fs acknowledgeAlarm \
\ .~ _™notifyAckStateChanged b
i = e - "'\"“-—.,,_,_7‘;\%/ ‘\‘ -
(unack&unclea%{\____u nacknowledgeAlarm ack&unclear
\ AnotifyAckStateChange -~
N

N

%

/

MG) PS level changes to
‘. cleared MO PS changes to
[*notifyClearedAlarm cleared

| J' acknowledgeAlarm / *notifyClearedAlarm

v . MO emits the same alarm, |
J‘notifyAckStateChanqu’/ .

unacké&clear

gt 2

e

This is the terminal state (acknowledged and cleared)
This Alarminformation no longer exists in the AlarmList.

Figure 11.2.2.1.3.1.3-2 notifyChangedAlarm not supported

11.2.2.1.3.2 AlarmList

11.2.2.1.3.2.1 Definition

The MnS producer maintains an Al ar mii st that contains currently active alarms (i.e. Al ar ml nf or mat i on whose
percei vedSeverityisnot C eared)and aarmsthat are Cl ear ed but not yet acknowledged.

11.2.2.1.3.2.2 Attribute

Thereis no additional attribute defined for this class besides those inherited.
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11.2.2.1.3.3 FSMnSProducer

11.2.2.1.3.3.1 Definition

FSMhSPr oducer isthe representation of the entity who provides the fault supervision management service(s) and
containsthe Al ar nLi st .

11.2.2.1.3.3.2 Attribute

Thereis no additional attribute defined for this class besides those inherited.

11.2.2.1.3.3.3 Notification Table

Name Notes

notifyAlarmListRebuilt
notifyPotentialFaultyAlarmList

oIZ|»

11.2.21.34 Comment

11.2.2.1.34.1 Definition

Coment contains commentary and associated information such as the time when the commentary is made.

11.2.2.1.3.4.2 Attribute

Attribute Name

commentTime
commentUserld
commentSystemid
commentText

L0 |»

11.2.2.1.3.5 CorrelatedNotification

11.2.2.1.3.5.1 Definition

Thesour ceCbj ect | nst ance attribute of Corr el at edNot i fi cati on identifiesoneMoni t or edEntity.
For theMoni t or edEnt i t y identified, a set of notification identifiersis also identified. One or more

Correl at edNot i fi cati on instances can berelated to an Al ar m nf or mat i on. In this case, the information of
the Al ar m nf or mat i on issaid to be correlated to information carried in the notifications identified by the

Correl at edNot i fi cati on instances. See further definition of correlated notification in ITU-T Recommendation
X.733[4], clause 8.1.2.9.

The notification identified by the Cor r el at edNot i fi cati on, asdefinedinITU-T and used here, can carry all
types of information and is not restricted to carrying alarm information only. For example, a notification, identified by
theCorrel at edNot i fi cati on, canindicate a managed instance attribute value change. In this case, the
information of the Al ar m nf or mat i on is said to be correlated to the managed instance attribute value change event.

The meaning of correlation is dependent on the type of notification itself. See the comment column of the
correl at edNot i fi cati on input parameter for each type of notification, such asnot i f yNewAl ar m

Notification carries Al ar nl nf or mat i on. The Al ar m nf or mat i on instances referred to by the

correl atedNoti ficati on mayor may not existinthe Al ar niLi st . For example, the Al ar ml nf or mat i on
carried by the identified notification may have been acknowledged and Cl ear ed and therefore, no longer exist in the
Al ar i st .
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Attribute Name

sourceObjectinstance

notificationldSet

< |»

11.2.2.1.3.6 MonitoredEntity

11.2.2.1.3.6.1 Definition

It represents classes that can have an alarmed state. The types of classes that can have alarmed state are;

a) All classes whose Natification Tables include alarm notifications.

b) VSE subclass of 3GPP defined classes and V SE defined classes that can have alarmed state.

Theobj ect C ass and obj ect | nst ance of thisclassidentifies an instance of thisclass. The
Al ar m nf or mat i on usesthisinformation in two places. In one place, the information is used to identify the
instance that isin alarmed state. In another place, the information is used to identify an instance that can be used as the

back up network resource for the instance that isin alarmed state.

11.2.2.1.3.6.2 Attribute

There is no attribute for this class.
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11.2.2.1.4 Information relationships definition
11.2.2.1.4.1 relation-FSMnSProducer-AlarmList (M)
11.2.21.41.1 Definition

This represents the relationship between FSMhSPr oducer and Al ar i st .

11.2.21.4.1.2 Role

Thereis no role defined for this relationship.

11.2.2.1.4.1.3 Constraint

Thereis no constraint for this relationship.
11.2.2.1.4.2 relation-AlarmList-AlarmInformation (M)

11.2.2.1.4.2.1 Definition

This represents the relationship between Al ar mLi st and Al ar nl nf or mat i on.

11.2.2.1.4.2.2 Role
Name Definition
identifyAlarminformation It represents a capability to obtain the information contained in Alarminformation.
11.2.2.1.4.2.3 Constraint
Name Definition
inv_ hasAlarminformationl No Alarminformation playing the role of theAlarminformation shall have its
perceivedSeverity = "cleared" and its ackState = "acknowledged".
inv_ hasAlarminformation2 The alarmld of all Alarminformation instances playing the role of theAlarminformation
are distinct.
11.2.2.1.4.3 relation-Alarminformation-Comment (M)
11.2.2.1.43.1 Definition

This represents the relationship between Al ar m nf or mat i on and Comrent .

11.2.2.1.43.2 Role

Name Definition
comment It represents a capability to obtain the information contained in Comment.
11.2.2.1.4.3.3 Constraint

There is no constraint.

11.2.2.1.4.4 relation-Alarminformation-CorrelatedNotification (M)

11.2.2.1.4.4.1 Definition

This represents the relationship between Al ar mi nf or mat i on and Corr el at edNot i fi cati on.
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11.2.2.1.4.4.2 Role

Name Definition
correlatedNotification It represents a capability to obtain the information contained in CorrelatedNotification.
11.2.1.4.4.3 Constraint

Thereis no constraint.
11.2.2.1.45 relation-AlarmedObject-Alarminformation (M)

11.2.2.1.45.1 Definition

This represents the relationship between Moni t or edEnti ty and Al ar ml nf or mat i on.

11.2.2.1.45.2 Role

Name Definition
objectClass/objectinstance |It represents the capability to obtain the identification, in terms of objectClass and
objectinstance, of alarmed network resource.

11.2.2.1.453 Constraint
Name Definition
inv_relation-Al-ME All AlarmInformation involved in this relationship with the same MonitoredEntity shall have

at least one different value in the following attributes: alarmType, probableCause and
specificProblem.

11.2.2.1.4.6 relation-backUpObject-Alarminformation (O)

11.2.2.1.4.6.1 Definition

The relationship represents the relationship between Al ar m nf or mat i on and the backUpQbj ect .

11.2.2.1.46.2 Role
Name Definition
backUpObiject It represents a capability to obtain the identification, in terms of objectClass and
objectinstance, of the backUpObject.

11.2.2.1.4.6.3 Constraint

Name Definition
inv_identifyBackUpObject |This relationship is present if and only if the AlarmInformation.backedUpStatus attribute is
present and is indicating true.
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11.2.2.1.5 Information attribute definition

11.2.2.1.5.1 Definition and legal values
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Name Definition Legal Values
alarmld It identifies one AlarmInformation in the AlarmList.

notificationld

It identifies the notification that carries the AlarmInformation.

alarmRaisedTime

It indicates the date and time when the alarm is first raised by the
alarmed resource.

All values indicating valid
date and time.

alarmChangedTime

It indicates the last date and time when the Alarminformation is
changed by the alarmed resource. Changes to Alarminformation
caused by invocations of the management service consumer
would not change this date and time.

All values indicating valid
date and time.

alarmClearedTime

It indicates the date and time when the alarm is cleared.

All values indicating valid
date and time.

alarmType

It indicates the type of alarm.

Communications Alarm:

An alarm of this type is associated with the procedure and/or
process required conveying information from one point to
another (ITU-T Recommendation X.733 [4]).

Processing Error Alarm:
An alarm of this type is associated with a software or processing
fault ITU T Recommendation X.733 [4]).

Environmental Alarm:

An alarm of this type is associated with a condition related to an
enclosure in which the equipment resides (ITU-T
Recommendation X.733 [4]).

Quality of Service Alarm:
An alarm of this type is associated with degradation in the quality
of a service (ITU T Recommendation X.733 [4]).

Equipment Alarm:
An alarm of this type is associated with an equipment fault (ITU-
T Recommendation X.733 [4]).

Integrity Violation:
An indication that information may have been illegally modified,
inserted or deleted.

Operational Violation:

An indication that the provision of the requested service was not
possible due to the unavailability, malfunction or incorrect
invocation of the service.

Physical Violation:
An indication that a physical resource has been violated in a way
that suggests a security attack.

Security Service or Mechanism Violation:
An indication that a security attack has been detected by a
security service or mechanism.

Time Domain Violation: An indication that an event has occurred
at an unexpected or prohibited time.

probableCause

It qualifies alarm and provides further information than
alarmType. Probable causes are ouside the scope of the present
document.

specificProblem

It provides further refinement to the probableCause. This
attribute value shall be single-valued and of simple type such as
integer or string. See definition in ITU-T Recommendation X.733
[4] clause 8.1.2.2.

Provided by vendor.

perceivedSeverity

It indicates the relative level of urgency for operator attention.

Critical, Major, Minor,
Warning, Indeterminate,
Cleared: see ITU-T
Recommendation X.733
[4]. The present document
does not recommend the
use of indeterminate.
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Name Definition Legal Values
backedUpStatus It indicates if an object (the MonitoredEntity) has a back up. See |All values that carry the
definition in ITU-T Recommendation X.733 [4] clause 8.1.2.4. semantics of

backedUpStatus defined
by ITU-T X.733 [4] clause

8.1.2.4.
trendIndication It indicates if some observed condition is getting better, worse, or|"Less severe", "no
not changing. change", "more severe":

see definition in ITU-T
Recommendation X.733 [4]
clause 8.1.2.6.

thresholdInfo It indicates the crossed threshold information such as:
- Theidentifier of the monitored attribute whose value has
crossed a threshold,

- Thethreshold settings,
- The observed value that have crossed athreshold, etc.

See definition in ITU-T Recommendation X.733 [4] clause
8.1.2.7. See also for information in TS 32.401 [19] clause 5.6.
stateChangeDefinition It indicates attribute value changes associated with the alarm for
state attributes of the monitored entity (state transitions). The
change is reported with the name of the state attribute, the new
value and an optional old value. See definition in ITU-T
Recommendation X.733 [4] clause 8.1.2.11.

monitoredAttributes It indicates attributes of the monitored entity and their values at
the time the alarm occurred that are of interest for the alarm
report. How these attributes are chosen is outside of the scope of
the present document. See definition in ITU-T Recommendation
X.733 [4] clause 8.1.2.11.

proposedRepairActions  [Used if the cause is known and the system being managed can
suggest one or more solutions to fix the problem causing the
alarm as defined in ITU-T Rec. X. 733 [4]

additional Text Allows a free form text description to be reported as defined in  |N/A
ITU-T Rec. X. 733 [4].
additionallnformation This attribute when present allows the inclusion of a set of The additional information
vendor specific alarm information in the alarm. field is a list of one or more
information parts.

A specific condition for this optional population is when an alarm

presented by the Management System (e.g. via the user The present document

interface) has different values of perceived severity, and / or allows the support of two

alarm type, compared with the values presented to the Itf-N. such information parts to

carry

Any other uses of additional information on the alarm and its - vendor defined

semantics is outside the scope of the present document perceived severity
- vendor defined

alarm type

using defined identification.
Other vendor specific
information parts are
allowed by using vendor
specific identifications.
rootCauselndicator It indicates that this Al ar m nf or mat i on is the root cause of the|boolean

events captured by the notifications whose identifiers are in the
related Correl at edNoti fi cati on instances.

ackTime It identifies the time when the alarm has been acknowledged or |All values that indicate
unacknowledged the last time, i.e. it registers the time when valid time that are later
ackState changes. than that carried in

alarmRaisedTime.
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Name Definition Legal Values
ackUserld It identifies the last user who has changed the acknowledgement |It can be used to identify
state. the human operator such

as "John Smith" or it can
identify a group, such as
"Team Six", or it can
contain no information

such as "
ackSystemid It identifies the system that last changed the ackState of an It can be used to identify
alarm, i.e. acknowledged or unacknowledged the alarm. the system, such as

"system 6" or it can contain
no information such as ™.
ackState It identifies the acknowledgement state of an alarm. Acknowledged: the alarm

has been acknowledged.

Unacknowledged: the
alarm has been
unacknowledged or the
alarm has never been

acknowledged.
commentTime It carries the time when the comment has been added to the
alarm.
commentText It carries the textual comment.
commentUserld It carries the identification of the user who made the comment.
commentSystemld It carries the identification of the system (Management System)

from which the comment is made. That system supports the user
that made the comment.

clearUserld It carries the identity of the user who invokes the clearAlarms It can be used to identify
operation. the human operator such
as "John Smith" or it can
identify a group, such as
"Team Six", or it can
contain no information

such as .
clearSystemld It carries the identity of the system in consuming the fault It can be used to identify
management service. That management service consumer the system, such as
supports the user who invokes the clearAlarms(). "system 6" or it can contain
no information such as "
serviceUser It identifies the service-user whose request for service provided |This attribute may carry no

by the serviceProvider led to the generation of the security alarm.|information if the server
user is not identifiable.

serviceProvider It identifies the service-provider whose service is requested by
the serviceUser and the service request provokes the generation
of the security alarm.

securityAlarmDetector It carries the identity of the detector of the security alarm. This attribute may carry no
information if the security
alarm detector is not

identifiable.
sourceObjectinstance It identifies one MonitoredEntity. All values that carry the
semantics of DN.
notificationldSet It carries one or more notification identifiers.
11.2.2.1.5.2 Constraints
Name Definition
inv_alarmChangedTime Time indicated shall be later than that carried in alarmRaisedTime.
inv_alarmClearedTime Time indicated shall be later than that carried in alarmRaisedTime.
inv_ackTime Time indicated shall be later than that carried in alarmRaisedTime.
inv_notificationld Notificationlds shall be chosen to be unique across all notifications of a particular Managed
Object throughout the time that alarm correlation is significant. The algorithm by which
alarm correlation is accomplished is outside the scope of the present document.
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11.2.2.2 Subscription information, subscription state and Information Object Classes
11.2.2.2.1 Imported information entities and local labels

None.

11.2.2.2.2 Class Diagram

11.2.2.2.2.1 Attributes and relationships

This clause depicts the set of Support |OCs that encapsulate information within the notification IRP. The intent isto
identify the information required for the notification |RP implementation of its operations and notification emission.
This clause provides the overview of al Support IOCsin UML. Subsequent clauses provide more detailed specification
of various aspects of these Support |OCs.

<<SupportlOC>>
NotificationIRP

+theNotificationIRP <% !

relation-ntfIRP-ntfSubscriber

+theNthub:~:criber¢0--n

<<SupportlOC>>" +theNtfSubscriber +theNtfSubscription | <<SupportlOC>>
NtfSubscriber NtfSubscription
1 relation-ntfSubscriber-ntfSubscription 1.n
11.2.2.2.2.2 Inheritance

This clause depicts the inheritance relationships that exist between Support 10Cs.

<<SupportlOC>>
ManagedGenericlRP
(from TS 32.312)

A
/\

|

<<SupportlOC>>
NotificationIRP
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11.2.2.2.3 Information object classes definition
11.2.2.2.3.1 Nt f Subscri ber
11.2.2.2.3.1.1 Definition

This Support 10C represents a Subscriber from a notification perspective: a subscriber is fully identified by a
management service consumer reference. A management service consumer using multiple management service
consumer reference attributes to subscribe will result in multiple NtfSubscriber instances.

11.2.2.2.3.1.2 Attributes
Attribute name Su | Read Qualifier | Write Qualifier
pp
ort
Qu
alifi
er
ntfConsumerReference M M M
11.2.2.2.3.2 NtfSubscription
11.2.2.2.3.2.1 Definition

This Support 10C represents a subscription that has been requested by a management service consumer and created.

11.2.2.2.3.2.2 Attributes
Attribute name Su | Read Qualifier | Write Qualifier
pp
ort
Qu
alifi
er
ntfSubscriptionid M M -
ntfSubscriptionState M M M
ntfTimeTick M M M
ntfTimeTickTimer M - -
ntfNotificationCategorySet M M M
ntfFilter M M M
11.2.2.2.3.2.3 Void
11.2.2.2.3.3 NotificationIRP
11.2.2.2.3.3.1 Definition

This Support |OC represents a notification IRP. It inherits from Support 10C ManagedGenericl RP.
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11.2.2.2.4 Information relationship definitions
11.2.2.2.4.1 relation-ntfSubscriber-ntfSubscription (M)
11.2.224.1.1 Definition

This relationship defines the relationship between a NtfSubscriber and its current subscriptions.

11.2.2.24.1.2 Roles
Name Definition
theNtfSubscriber This role represents the one who has subscribed. It can be played by instances of
Support I0C NtfSubscriber
theNtfSubscription This role represents the subscriptions which were made and not unsubscribed. It
can be played by instances of Support IOC NtfSubscription
11.2.2.2.4.1.3 Constraints
Name Definition

inv_notificationCategoriesAllDistinct | The notification categories contained in the ntfNotificationCategorySet attribute of
NtfSubscription playing the role theNtfSubscription are all distinct from each other.

11.2.2.2.4.2 relation-ntfIRP-ntfSubscriber (M)

11.2.2.2.4.2.1 Definition

This relationship defines the relationship between the Notificationl RP and the current subscribers of notifications.

11.2.2.2.4.2.2 Roles
Name Definition
theNtfSubscriber This role represents the entities to which IRPAgent will notify events. It is played
by instances of Support IOC NtfSubscriber
theNotificationIRP This role represents the NotificationIRP to which an IRPManager has subscribed.
It is played by instances of Support I0OC NotificationIRP
11.2.2.2.4.2.3 Constraints
Name Definition
inv_uniqueManagerReference All NtfSubscriber involved in the subscriptionRegistration relationship are
distinguished from each other by their ntfManagerReference Attribute.
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Information attribute definitions

Introduction

This clause defines the semantics of the Attributes used in Support |OCs.

11.2.225.1

Definitions and legal values

ETSI TS 128 532 V17.1.1 (2022-07)

Attribute Name

Definition

Legal Values

ntfSubscriptionid

It identifies uniquely a subscription

N/A

ntfSubscriptionState

It indicates the activation state of a subscription

"suspended": the
subscription is
suspended
"notSuspended”
the subscription is
active

ntfTimeTick

This attribute represents the initial value of ntfTimeTickTimer. It
is in unit of whole minute. This value defines a time window
within which management service consumer intends to invoke
get Subscri ptionStatus (orsubscribe) operation to
confirm its subscription. A special value indicates infinity which
is such that timer will never expire and management service
producer needs other means to decide when to delete
resources allocated to the management service consumer

Integer greater or
equal to 15, OR
special infinite value

ntfTimeTickTimer

This attribute represents the current value of a timer

integer greater or
equal to zero

ntfNotificationCategorySet

This attribute represents a set of notification categories (see
also Definition of notification category in clause 3.1)

ntfFilter This attribute represents the filter of a subscription. The filter
can be applied to parameters of notification header (see
Notificationmaanagement service producer interface) and to
parameters of notifications defined as filterable to
IManagement service producer shall notifymanagement service
consumer if the event satisfies the filter constraint.

ntfConsumerReference This attribute contains the reference of a consumer. It uniquely
identifies a subscriber

11.2.2.2.5.2 Constraints

"ntf TimeTickTimer is lower.

11.3

Performance assurance

11.3.1 Operations and notifications

11.3.1.1 Void
11.3.1.2 Void
11.3.1.3

11.3.1.31 Definition

Notification notifyThresholdCrossing

A MnS producer sends this notification to subscribed MnS consumers when a " ThresholdMonitor" (3GPP TS 28.622
[11]) on that MnS producer detects the threshold crossing of a monitored performance metric.
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11.3.1.3.2 Notification information
Parameter Name S Information Type Comment
objectClass M |ManagedEntity.objectClass Class of the managed object,
where the threshold crossing
occurred.
objectinstance M |ManagedEntity.objectinstance Instance of the managed
object, where the threshold
crossing occurred.
notificationld M |-
notificationType M _["notifyThresholdCrossing"
eventTime M |- Time when the threshold
crossing occurred.
systemDN M |[MnSAgent.objectinstance
observedPerfMetricName M [ThresholdMonitor.thresholdinfoList[11].\ Name of the performance
performanceMetrics[y] metric that has crossed the
threshold.
observedPerfMetricValue M |- Value of the performance
metric, that has crossed the
threshold, when the
threshold crossing was
observed
observedPerfMetricDirection M |- Direction ("UP" or "DOWN")
of the performance metric,
when the threshold crossing
was observed
thresholdValue M |ThresholdMonitor.thresholdInfoList[11].\ Threshold value of the
thresholdvalue triggered threshold
hysteresis M |ThresholdMonitor.thresholdinfoList[11].\ Hysteresis of the triggered
hysteresis threshold
monitorGranularityPeriod M | ThresholdMonitor.monitorGranularityPeriod |Granularity period of the
threshold monitor
additionalText O |- Vendor specific information

11.3.2 Managed information

11.3.2.1 Performance data file

11.3.2.11 Void

11.3.2.1.2 Performance data file content description

Table 11.3.2.1.2-1 provides the content definition of a performance datafile.

Table 11.3.2.1.2-1: Performance data file content description

File content item

Description

measDataFile

Top-level tag indicating the file contains performance metrics. Each file includes a header
("measFileHeader"), a collection of information elements with produced performance metrics
and associated meta data ("measData") and a footer ("measFileFooter").

measFileHeader

File header including the file format version, information about the sending node (DN, type
and vendor) and a time stamp indicating the begin of the first granularity period contained in
the file ("collectionBeginTime").

measData

Information element containing the DN of the common root of the measured object instances
("measObjRootDn ") included in that information element, followed by a list of information
elements containing the produced performance metrics and associated meta data
("measinfo"). A "MeasDataFile" contains zero, one or more "measData" elements.

measFileFooter

File footer with a time stamp indicating the end of the last granularity period contained in the
file ("collectionEndTime").

fileFormatVersion

File format version applied by the sender as indicated by the specific format version identifier
provided for each version.
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File content item

Description

senderName DN of the entity, that generated and sent the file. The entity is either a managed element
represented by a "ManagedElement" or a management node represented by a
"ManagementNode"

senderType Type of the entity, that generated and sent the file, as defined in 3GPP TS 28.620 [y]. The
type of a management node is "MANAGEMENT_NODE".

vendorName Vendor of the the entity, that generated and sent the file.

collectionBeginTime

Time stamp indicating the begin of the first granularity period for which performance metrics
are stored in the file.

measObjRootDn

DN of the measured object root. The measured object root is the first common object name-
containing all objects that the metrics in one "measData" element are related to. When the
metrics are produced by a managed element, the root object is the "ManagedElement"
representing this managed element. When (aggregated) metrics are produced by a
management node (based on input metrics from managed elements), such as metrics for sub-
networks or network slices, the root object is the root "SubNetwork" of this management node.

measObjRootUserLabel

User label of the measured object root.

measObjRootSwVersion

Software version of the measured object root, allowing post-processing systems to take care
of vendor specific performance metrics. It is either the software version of a managed element
or of a management node.

measlinfo

Information element added to "measData" for each expired granularity period, containing
information on the produced performance metrics, starting with a time stamp
("measTimeStamp"), the granularity period ("granularityPeriod") and reporting period
("reportingPeriod") that are associated to the following performance metrics ("measValues"),
for which is indicated the performance metric name, the measured or computed performance
metric value and the object instance to which the performance metric is related to.

measlinfold

Identifier of a "measlinfo".

jobld

Job identifier of the related "PerfMetricJob" in this "measinfo".

reportingPeriod

Period used for performance metric reporting in this "measinfo”. Unit is seconds

granularityPeriod

Period used for performance metric production in a "measinfo”. Unit is seconds.

measTimeStamp

End time of the granularity period in a "measinfo".

measTypes Performance metric names in a "measinfo”

measValues Performance metric values in a "measinfo". Each item in this list includes the LDN of the
object the metrics are related to ("measObjLdn"), the measured or computed values of the
metrics ("measResults") and a flag that indicates whether the metrics are reliable
("suspectFlag").

measObjLdn Local distinguished name (LDN) of the object the performance metrics are related to

(measured object) within the scope defined by the "measObjRootDn". The concatenation of
the "measObjRootDn" and the "measObjLdn" is the DN of the measured object. The
"measObjLdn" is therefore empty if the "measObjRootDn" already specifies completely the DN
of the measured object, which is the case for metrics associated to "ManagedElement" or the
root "SubNetwork".

For example, if the measured object is a "ManagedElement" representing RNC "RNC-Gbg-1",
then the "measObjRootDn" may look like

"DC=al.operatorNN.com,SubNetwork=CountryNN,ManagedElement=RNC-Gbg-1"
and the "measObjLdn" is empty. However, if the measured object is an "UtranCell"
representing cell "Gbg-997" managed by that RNC, then the "measObjRootDn" is the same as
above, i.e.
"DC=al.companyNN.com,SubNetwork=CountryNN,ManagedElement=RNC-Gbg-1"
and the "measObjLdn" is

"RncFunction=RF-1,UtranCell=Gbg-997".

The class of the measured object is defined in item f) of measurement definitions (3GPP TS
32.404 [47], TS 28.552 [18]) and in item d) of KPI definitions (TS 28.554 [6]).

measResults

List of result values for the observed or computed performance metrics. The "measResults"
sequence shall have the same number of elements and follow the same order as the
"measTypes" sequence. The NULL value is reserved to indicate that the performance metric
is not applicable or could not be produced for the object instance.

suspectFlag

Reliability of the performance metrics. FALSE means the metrics are reliable, TRUE means
they are not reliable. The default value is "FALSE".

collectionEndTime

Time stamp indicating the end of the last granularity period for which performance metrics are
stored in the file.
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The representation of all timestampsin PM files shall follow the representations alowed by the SO 8601 [20].

The precise format for timestamp representation shall be determined by the technology used for encoding the PM file
(e.g. ASN.1, XML DTD, and XML Schema). The choice of technology should ensure that this representation is derived
from SO 8601 [20]. Based on the representation used, the timestamp shall refer to either UTC time or local time or
local time with offset from UTC.

11.3.2.1.3 Void

11.3.2.1.3.1 Void

11.3.2.1.3.2 Void

11.3.2.1.4 Performance data file naming convention

This clause defines arule that shall be applied for constructing names for files containing performance data.
<Type><Startdate>.<Starttime>-[<Enddate>.] <Endtime>[_-<jobldList>][_<UniqueldList>][_- <RC>]

1) The"Type" field indicatesif the file contains measurement results for single or multiple measured objects and/or
granularity periods where:

"A" means single measured object, single granularity period (thisis used when granularity period is equal to
reporting period);

- "B" indicates multiple measured objects, single granularity period (thisis used when granularity period is
equal to reporting period);

- "C" signifies single measured object, multiple granularity periods (thisis used when reporting period is
multiples of the granularity period and will contain multiple measurement reports);

- "D" stands for multiple measured objects, multiple granularity periods (thisis used when reporting period is
multiples of the granularity period and will contain multiple measurement reports).

2) The"Startdate" field indicates the date when the granularity period began if the "Type" field isset to A or B. If
the"Type" field is either "C" or "D" then " Startdate" contains the date when the first granularity period of the
measurement results contained in the file started. The "Startdate” field is of theform YYYYMMDD, where:

- YYYY istheyear infour-digit notation;
- MM isthe month in two digit notation (01 - 12);
- DD istheday intwo-digit notation (01 - 31).

3) The"Starttime" field indicates the time when the granularity period began if the "Type" field isset to A or B. If
the "Type" field iseither "C" or "D" then " Starttime" contains the time when the first granularity period of the
measurement results contained in the file began. The " Starttime” field is of the form HHMMshhmm, where;

- HH isthe two-digit hour of the day (local time), based on 24-hour clock (00 - 23);
- MM isthetwo digit minute of the hour (local time), based on 60-minutes clock (00 - 59);

- sisthesign of the local time differential from UTC (+ or -), in case the time differential to UTC is O then the
sign may be arbitrarily set to "+" or "-";

- hhisthetwo-digit number of hours of the local time differential from UTC (00-23);
- mmisthetwo digit number of minutes of the local time differential from UTC (00-59).

4) The"Enddate" field shall only be included if the "Type" field isset to "C" or "D", i.e. measurement results for
multiple granularity periods are contained in the file. It identifies the date when the last granularity period of
these measurements ended, and its structure corresponds to the " Startdate™ field.
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5) The"Endtime" field indicates the time when the granularity period ended if the "Type" field isset to A or B. If
the"Type" field is either "C" or "D" then "Endtime" contains the time when the last granularity period of the
measurement results contained in the file ended. Its structure corresponds to the " Starttime” field.

6) The"UniqueldList" field indicates the DNs of the measured objects.

7) The"RC" field isarunning count, starting with the value of 1", and shall be appended only if the filenameis
otherwise not unique, i.e. more than one file is generated and all other parameters of the file name are identical.
Therefore it may only be used by the EM, since the described situation cannot occur with NE generated files.
Note that the delimiter for thisfield, -, isan underscore character (), followed by a minus character (-),
followed by an underscore character ().

8) The"jobldList" indicates the measurement job id(s) that the performance data file is associated with.
Some exampl es describing file-naming convention:

1) file name: A20000626.2315+0200-2330+0200_gNBId,
meaning: file produced for gNB <gNBId> on June 26, 2000, granularity period 15 minutes from 23:15 local to
23:30 local, with atime differential of +2 hours against UTC.

2) file name: B20021224.1700-1130-1705-1130_-job10_S-NSSAI,
meaning: file containing results for multiple measured objects, generated for measurement job job10, produced
for NSI <S-NSSAI> on December 24, 2002, granularity period 5 minutes from 17:00 local to 17:05 local, with a
time differential of —11:30 hoursagainst UTC.

3) file name: D20050907.1030+0000-20050909.1500+0000_Subnetworkld_-_2,
meaning: file containing results subnetwork <Subnetworkld>, start of first granularity period 07 September
2005, 10:30 local, end of last granularity period 09 September 2005, 15:00 local, with atime differentia of O
against UTC. Thisisthe second file for this subnetwork/granularity period combination.

4) file name: C20050907.1030+0000-20050909.1500+0000_gNBId,
meaning: file produced for the gNB <gNBId>, start of first granularity period 07 September 2005, 10:30 local,
end of last granularity period 09 September 2005, 15:00 local, with atime differential of 0 against UTC.

11.3.2.1.4 Void

11.4 Heartbeat

11.4.1 Operations and notifications
11.4.1.1 Notification notifyHeartbeat

11.4.1.1.1 Definition

This notification notifies the subscribed consumer(s) that the MnS producer heartbeat period has expired or that aMnS
consumer requested the emission of an immediate heartbeat notification.

The emission of heartbeat notificationsis controlled by the Hear t beat Cont r ol 10C (3GPP TS 28.622 [11]).
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11.4.1.1.2 Input parameters
Parameter Name S Information Type / Legal Values Comment
objectClass M |HeartbeatControl.objectClass
objectinstance M |HeartbeatControl.objectinstance Instance controlling the emission of this
not i f yHeart beat notification.
notificationld M |-
notificationType M _|"notifyHeartbeat"
eventTime M |- Time at which the notification is emitted.
The semantics of Generalised Time specified
by ITU-T [17] shall be used here.
systemDN M |-
heartbeatNtfPeriod M |HeartbeatControl.heartbeatNtfPeriod
11.4.1.1.3 Triggering event
11.4.1.1.31 From-state

st at eBef oreHeart beat Noti fi cati onl OR st at eBef or eHeart beat Noti fi cati on2.

Assertion Name

Definition

stateBeforeHeartbeatNotification1

The internal countdown timer of the MOI emitting the notifyHeartbeat
notification has reached the value ‘0’ (zero).

stateBeforeHeartbeatNotification2

The value of the attribute t ri gger Hear t beat Nt f of the MOI
emitting the notifyHeartbeat notification is TRUE.

11.4.1.1.3.2 To-state

stat eAfterOHeart beat Notificati onl ORst at eAfter CHeart beat Notificati on2.

Assertion Name

Definition

stateAfterHeartbeatNotification1

If From-state is St at eBef or eHeart beat Noti fi cati onl
then:

the internal countdown timer of the MOI is reset to the value of its
heartbeatNtfPeriod attribute.

stateAfterHeartbeatNotification2

If From-state is st at eBef or eHeart beat Noti fi cati on2
then:
the value of the internal countdown timer of the MOI is not affected.

11.5 Streaming data reporting service

11.5.1 Operations and notifications

11.5.11

11.5.1.1.1 Definition

establishStreamingConnection operation (M)

This operation enables the MnS producer to establish a connection to the MnS consumer (i.e. streaming target). The
connection establishement includes the exchange of meta-data (producer informs consumer about its own identity and
the nature of the data to be reported via streaming) phase and the actual connection (a data pipe for streaming)

establishment.

Established connection supports stream multiplexing (one connection supports one or more reporting streams

simultaneoudly).

Upon successful connection establishment, the MnS consumer is aware of the MnS producer's identity, the list of
reporting streams and the nature of data being reported on each of the streams.
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The established connection may be kept "alive" either by built-in functionality of the solution set or by periodic
reporting of empty stream data.

11.5.1.1.2 Input parameters
Parameter Name | S Information type Comment
producerld M |The identity of the DN of the MnS producer. If the MnS producer is not modeled as 3GPP

producer requesting
the connection
establishment.

NRM MOI, an alternative identifer other than DN may be used.

streamlinfoList

List of St r eand nf o

This parameter contains the list of meta-data about each reporting
stream.
For streaming trace reporting each St r eanl nf o includes:
- St reaniType carrying the value "TRACE";
- SerializationFormat carrying the value "GPB" or "ASN1";
- Trace Reference (see clause 5.6 of TS 32.422 [38]) as stream
identifier;
- TraceJob (see clause 4.3.30 of TS 28.622 [11]) providing the
details about the configuration of the trace job for which the data is
being reported.
For streaming performance data reporting each St r eaml nf o
includes:
- St reaniType carrying the value "PERFORMANCE";
- SerializationFornmat carrying the value "GPB" or "ASN1";
- st r eanl d globally unique stream identifier;
- measObj Dn: the DN of the measured object instance;
- performanceMetri cs: a list of performance metric names
whose values are to be reported by the Performance Data Stream
Units (see Annex C of TS 28.550 [42]) via this stream.
Performance metrics include measurement and KPI;
- either:
- j obl d defined in the Per f Met ri cJob MOI (see clause
4.3.31 of TS 28.622 [11]) for which the data is being reported;
-or:
- j obl d globally unique identifier of a measurement job (see
TS 28.550 [42]).
For streaming analytics reporting each St r eam nf o includes:
- St r eanilype carrying the value "ANALYTICS";
-Serial i zati onFor mat carrying the value "GPB" or "ASN1";
- st ream d globally unique stream identifier;
- Anal yti csl nf o providing the details about the analytics
activity for which the data is being reported.
For proprietary data streaming reporting each St r ean nf o includes:
- St r eanilype carrying the value "PROPRIETARY";
- st r ean d globally unique stream identifier;
- VsDat aCont ai ner (see clause 4.3.9 of TS 28.622 [11])
providing the details about the data being reported.

11.5.1.1.3 Output parameters
Parameter Name S Matching Comment
Information

connectionld M Identifier of the It identifies the established streaming connection. The format may
established have dependency on the solution set.
streaming
connection.

status M ENUM (Success, An operation may fail because of a specified or unspecified
Failure) reason.
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115114 Exceptions

Exception Name Definition
unexpectedStreams  |Condition: Some information in the list of st r eam nf o was unexpected by the MnS consumer.
Returned Information: Name of the exception; status is set to "Failure".

11.5.1.2 terminateStreamingConnection operation (M)

11.5.1.2.1 Definition
This operation enables the MnS producer to terminate the connection to theMnS consumer (i.e. streaming target).

Upon successful termination of the streaming connection, the MnS producer stops reporting data to the MnS consumer
on this connection.

11.5.1.2.2 Input parameters
Parameter Name S Information type Comment
connectionld M |See clause 11.5.1.1.3 |It identifies the streaming connection being terminated. The format
may have dependency on the solution set.
11.5.1.2.3 Output parameters
Parameter Name | S Matching Comment
Information
status M |ENUM (Success, An operation may fail because of a specified or unspecified reason.
Failure)
11.5.1.2.4 Exceptions
Exception Name Definition

unknownConnection |Condition: the connect i onl d is invalid.
Returned Information: Name of the exception; status is set to "Failure".

11.5.1.3 reportStreamData operation (M)

11.5.1.3.1 Definition

This operation enables the MnS producer to send a unit of streaming data to the M nS consumer.

11.5.1.3.2 Input parameters
Parameter Name | S Information type Comment
connectionld M |See clause 11.5.1.1.3 It identifies the streaming connection on which the reported data are
being sent. The format may have dependency on the solution set.
streamingData M |Unit of streaming data|This parameter contains the actual data (payload) being reported via
stream.

For streaming trace reporting each st r eam ngDat a is encoded
according to the format specified in the clause 5 of 3GPP TS 32.423
[39].

For streaming performance data reporting each st r eanmi ngDat a is
encoded according to the format specified in the Annex C of 3GPP
TS 28.550 [42].

For proprietary data streaming reporting each st r eani ngDat a is
encoded according to the format specified in the product
documentation.
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11.5.1.3.3 Output parameters
Parameter Name | S Matching Comment
Information
status M |ENUM (Success, |An operation may fail because of a specified or unspecified reason.
Failure)
11.5.1.34 Exceptions

Exception Name

Definition

11514 addStream operation (M)

115141

Definition

This operation allows the MnS producer to add one or more reporting streams to an already established streaming

connection.
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11.5.1.4.2 Input parameters
Parameter Name | S Information type Comment
connectionld M |See clause It identifies the streaming connection to which new reporting streams
11.51.1.3 are being added. The format may have dependency on the solution
set.
streaminfoList M |List of St r eand nf o |This parameter contains the list of meta-data about each reporting

stream being added to the already established connection.

For streaming trace reporting each St r eanl nf o includes:

- St r eanilype carrying the value "TRACE";

- SerializationFornmat carrying the value "GPB" or "ASN1";
- Trace Reference (see clause 5.6 of TS 32.422 [38]) as stream
identifier;

- TraceJob (see clause 4.3.30 of TS 28.622 [11]) providing the
details about the configuration of the trace job for which the data is
being reported.

For streaming performance data reporting each St r eam nf o
includes:

- St r eanilype carrying the value "PERFORMANCE";
-SerializationFormat carrying the value "GPB" or "ASN1";
- st reanl d globally unique stream identifier;

- measObj Dn: the DN of the measured object instance;

- performanceMetri cs: a list of performance metric (i.e.
measurement or KPIl) names whose values are to be reported by
the Performance Data Stream Units (see Annex C of TS 28.550
[42]) via this stream;

- either:
- j obl d defined in the Per f Met ri cJob MOI (see clause

4.3.31 of TS 28.622 [11]) for which the data is being reported;
-or:
- j obl d globally unique identifier of a measurement job (see
TS 28.550 [42]).
For streaming analytics reporting each St r eam nf o includes:
- St r eanilype carrying the value "ANALYTICS";
- Seri al i zati onFor mat carrying the value "GPB" or "ASN1";
- st r eanl d globally unique stream identifier;
- Anal yti csl nf o providing the details about the analytics
activity for which the data is being reported.
For proprietary data streaming reporting each St r eanl nf o includes:
- St r eanilype carrying the value "PROPRIETARY";
- st ream d globally unique stream identifier;
- VsDat aCont ai ner (see clause 4.3.9 of TS 28.622 [11])

providing the details about the data being reported.
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11.5.1.4.3 Output parameters

Parameter Name | S |Matching Information Comment
streamInfoList M |List of Stream nf o |This parameter contains the list of meta-data about each reporting

stream that has been successfully added as a result of this operation.
For streaming trace reporting each St r eam nf o includes:
- St r eanilype carrying the value "TRACE";
- Serial i zati onFor mat carrying the value "GPB" or "ASN1";
- Trace Reference (see clause 5.6 of 3GPP TS 32.422 [38]) as
stream identifier;
- TraceJob (see clause 4.3.30 of 3GPP TS 28.622 [11])
providing the details about the configuration of the trace job for
which the data is being reported.
For streaming performance data reporting each St r eami nf o
includes:
- St r eanilype carrying the value "PERFORMANCE";
- SerializationFornat carrying the value "GPB" or "ASN1";
- st rean d globally unique stream identifier;
- measObj Dn: the DN of the measured object instance;
- performanceMetri cs: a list of performance metric names
whose values are to be reported by the Performance Data Stream
Units (see Annex C of TS 28.550 [42]) via this stream.
Performance metrics include measurement and KPI;
- either:
- j obl d defined in the Per f Met ri cJob MOI (see clause
4.3.31 of 3GPP TS 28.622 [11]) for which the data is being
reported;
-or
- j obl d globally unique identifier of a measurement job (see
TS 28.550 [42]).
For streaming analytics reporting each St r eam nf o includes:
- St r eanilype carrying the value "ANALYTICS";
- Serial i zati onFor mat carrying the value "GPB" or "ASN1";
- st reamn d globally unique stream identifier;
- Anal yti csl nf o providing the details about the analytics
activity for which the data is being reported.
For proprietary data streaming reporting each St r eanl nf o includes:
- St r eanilype carrying the value "PROPRIETARY";
- st reamn d globally unique stream identifier;
- VsDat aCont ai ner (see clause 4.3.9 of 3GPP TS 28.622 [11])
providing the details about the data being reported.

status M |ENUM (Success, An operation may fail because of a specified or unspecified reason.
Failure,
PartialSuccess)

11.5.1.4.4 Exceptions

Exception Name

Definition

duplicateStream

on this connectio

"PartialSuccess".

Condition: One or more of stream identifiers in the st r eanl nf oLi st already exist

Returned Information: Name of the exception; status is set to "Failure" or

n.

unexpectedStreams Condition: Some information in the list of st r eam nf o was unexpected by the MnS
consumer.
Returned Information: Name of the exception; status is set to "Failure".
unknownConnection Condition: the connect i onl d is invalid.

Returned Information: Name of the exception; status is set to "Failure".
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11.5.1.5 deleteStream operation (M)

11.5.15.1 Definition

This operation allows the MnS producer to remove one or more reporting streams from an already established streaming
connection.

11.5.1.5.2 Input parameters
Parameter Name | S Information type Comment
connectionld M |See clause It identifies the streaming connection from which the reporting streams
11.5.1.1.3 are being removed. The format may have dependency on the solution
set.
streamldList M |List of stream This parameter contains the list of identifiers for streams being

identifiers removed from the already established connection.

For streaming trace reporting Trace Reference (see clause 5.6 of
3GPP TS 32.422 [38]) is used as stream identifier.

For streaming performance data reporting st r eanl d globally unique
stream identifier.

For streaming analytics reporting st r eanl d globally unique stream
identifier.

For proprietary data streaming reporting st r eam d globally unique
stream identifier.

11.5.1.5.3 Output parameters
Parameter Name | S Matching Comment
Information
status M |ENUM (Success, |An operation may fail because of a specified or unspecified reason.
Failure,
PartialSuccess)
11.5.1.54 Exceptions

Definition
Condition: One or more of stream identifiers in the st r eam dLi st does not exist on
this connection.
Returned Information: Name of the exception; status is set to "Failure" or
"PartialSuccess".

Exception Name
unknownStreamid

unknownConnection Condition: the connecti onl d is invalid.
Returned Information: Name of the exception; status is set to "Failure".
11.5.1.6 getConnectioninfo operation (M)

11.5.1.6.1 Definition

This operation enables the MnS producer to obtain information about one or more streaming connections from the MnS
consumer.

11.5.1.6.2 Input parameters
Parameter Name S | Information type Comment
connectionldList M |List of streaming This parameter contains the list of streaming connection identifiers for

connection
identifiers

which the stream information is to be returned.
The empty list indicates the stream information for all connections are
to be returned.
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11.5.1.6.3 Output parameters
Parameter Name S Matching Comment
Information
connectioninfoList M |List of This parameter contains the list of meta-data about each streaming

<connectionl d,
streanReporter
stream dLi st >
tuples

connection requested by this operation. Each entry in this listis a

, [tuple of connectionld, streamReporter and

stream dLi st .

For streaming trace reporting:
- streanReport er is the identity of the streaming data
reporting MnS producer reporting data for this connect i onl d;
-streanl dLi st is the list of Trace References (see clause
5.6 of 3GPP TS 32.422 [38]) used as stream identifiers.

For streaming performance data reporting:
- st reanReport er is the identity of the streaming data
reporting MnS producer reporting data for this connect i onl d;
- streanl dLi st is the list of st r eaml d globally unique
stream identifiers.

For streaming analytics reporting:
- streanReport er is the identity of the streaming data
reporting MnS producer reporting data for this connect i onl d;
-streanl dLi st is the list of st r eam d globally unique
stream identifiers.

For streaming proprietary data reporting:
- streanReport er is the identity of the streaming data
reporting MnS producer reporting data for this connect i onl d;
- streanl dLi st is the list of st r eam d globally unique
stream identifiers.

status M |ENUM (Success, An operation may fail because of a specified or unspecified reason.
Failure,
PartialSuccess)

11.5.1.6.4 Exceptions

Exception Name

Definition

unknownConnectionld

Condition: One

or more of connection identifiers in the connect i onl dLi st is not

known to this MnS consumer.
Returned Information: Name of the exception; status is set to "Failure" or
"PartialSuccess".

11.5.1.7 getStreaminfo operation (M)

11.5.1.7.1 Definition

This operation enables theM nS producer to obtain information about one or more reporting streams the MnS consumer.

11.5.1.7.2 Input parameters
Parameter Name | S Information type Comment
streamldList M |List of stream This parameter contains the list of stream identifiers for which the

identifiers

stream information is to be returned.

The empty list indicates the stream information for all streams are to
be returned.

For streaming trace reporting Trace Reference (see clause 5.6 of
3GPP TS 32.422 [38]) is used as stream identifier.

For streaming performance data reporting st r eanl d globally unique
stream identifier.

For streaming analytics reporting st r eanl d globally unique stream
identifier.

For proprietary data streaming reporting st r eam d globally unique
stream identifier.
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Parameter Name

S

Matching
Information

Comment

streamInfoSumList

M

List of <St r eam nf o,
St reanReporters>
tuples

This parameter contains the list of meta-data about each reporting
stream requested by this operation. Each entry in this list is a tuple
of St r eanl nf o and St r eanReporters.

For streaming trace reporting each St r eanl nf o includes:
- St r eanilype carrying the value "TRACE";
-SerializationFormat carrying