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Foreword

This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

Y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
In the present document, certain modal verbs have the following meanings:
shall indicates a mandatory requirement to do something
shall not indicates an interdiction (prohibition) to do something

NOTE 1: The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not
appear in Technical Reports.

NOTE 2: The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use
isavoided insofar as possible, and they are not used in a normative context except in adirect citation from
an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or
modifying the provisions of such areferenced document.

Should indicates a recommendation to do something
should not indicates a recommendation not to do something
may indicates permission to do something

need not indicates permission not to do something

NOTE 3: The construction "may not" is ambiguous and is not used in normative elements. The unambiguous
constructions "might not" or "shall not" are used instead, depending upon the meaning intended.

Can indicates that something is possible
cannot indicates that something isimpossible
NOTE 4: The constructions"can" and "cannot” shall not to be used as substitutes for "may" and "need not".

Will indicates that something is certain or expected to happen as aresult of action taken by an agency
the behaviour of which is outside the scope of the present document

will not indicates that something is certain or expected not to happen as aresult of action taken by an
agency the behaviour of which is outside the scope of the present document

might indicates a likelihood that something will happen as aresult of action taken by some agency the
behaviour of which is outside the scope of the present document
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might not indicates a likelihood that something will not happen as a result of action taken by some agency
the behaviour of which is outside the scope of the present document
In addition:
is (or any other verb in the indicative mood) indicates a statement of fact
isnot (or any other negative verb in the indicative mood) indicates a statement of fact

NOTE 5: The constructions "is' and "isnot" do not indicate requirements.
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1 Scope

The present document specifies the protocols for vehicle-to-everything (V2X) services network as specified in
3GPP TS 23.287 [3] for:

a) V2X communication among the UEs over the PC5 interface; and
b) V2X communication between the UE and the V2X application server over the Uu interface.

This specification also covers interworking with EPS for V2X servicesin 5GS.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[2] 3GPP TS 23.122: "Non-Access-Stratum (NAS) functions related to Mobile Station (MS) inidle
mode".

[3] 3GPP TS 23.287: " Architecture enhancements for 5G System (5GS) to support Vehicle-to-
Everything (V2X) services'.

[4] 3GPP TS 23.502: "Procedures for the 5G System (5GS); Stage 2".

[5] 3GPP TS 24.386 "User Equipment (UE) to V2X control function; protocol aspects; Stage 3".

[6] 3GPP TS 24.501: "Access-Stratum (NAS) protocol for 5G System (5GS); Stage 3.

[7] 3GPP TS 24.588: "V ehicle-to-Everything (V2X) servicesin 5G System (5GS); User Equipment
(UE) policies; Stage 3".

(8] 3GPP TS 38.300: "NR; NR and NG-RAN Overall Description; Stage 2.

[9] 3GPP TS 38.304: "User Equipment (UE) proceduresin Idle mode and RRC Inactive state'.

[10] 3GPP TS 38.323: "NR; Packet Data Convergence Protocol (PDCP) specification”.

[11] 3GPP TS 38.331: "NR; Radio Resource Control (RRC) protocol specification”.

[12] ETSI EN 302 636-3 v1.2.1: "Intelligent Transport Systems (ITS); Vehicular Communications;
GeoNetworking; Part 3: Network Architecture".

[13] IEEE 1609.3 2016: "I EEE Standard for Wireless Accessin Vehicular Environments (WAVE) --
Networking Services'.

[14] IETF RFC 768: "User Datagram Protocol”.

[15] IETF RFC 4291: "IP Version 6 Addressing Architecture”.

[16] IETF RFC 4862: "Neighbor Discovery for |P version 6 (1Pv6)".

[17] SO 29281-1 2013: "Intelligent transport systems -- Communication access for land mobiles

(CALM) -- Non-IP networking -- Part 1: Fast networking & transport layer protocol (FNTP)".
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[18] ISO TS 17419 ITS-AID AssignedNumbers:
http://standards.iso.org/iso/ts/17419/T S17419%20A ssigned%20Numbers/TS17419 ITS
AlID AssignedNumbers.pdf

[19] IETF RFC 1035: "DOMAIN NAMES - IMPLEMENTATION AND SPECIFICATION".
[20] 3GPP TS 33.536: " Security aspects of 3GPP support for advanced V ehicle-to-Everything (V2X)
services'.
[21] 3GPP TS 33.501: "Security architecture and procedures for 5G system".
[22] 3GPP TS 24.526: "User Equipment (UE) policiesfor 5G System (5GS); Stage 3".
[23] ISO/IEC 10118-3:2018: "I T Security techniques — Hash-functions — Part 3: Dedicated hash-
functions”.
[24] CCSA Y_D/T 3707-2020: "Technical requirements of network layer of L TE-based vehicular
communication”.
[25] IETF RFC 793: "Transmission Control Protocol."
[26] 3GPP TS 24.007: "Mobileradio interface signalling layer 3; General aspects'.
3 Definitions of terms and abbreviations
3.1 Terms

For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term
defined in the present document takes precedence over the definition of the sameterm, if any, in 3GPP TR 21.905 [1].

E-UTRA-PC5: PC5 reference point over E-UTRA. The term E-UTRA-PC5 used in the present document corresponds
to theterm LTE PC5 defined in 3GPP TS 23.287 [3].

NR-PC5: PC5 reference point over NR. The term NR-PC5 used in the present document corresponds to the term NR
PC5 defined in 3GPP TS 23.287 [3].

PC5 QoS flow context: A context which includes a set of V2X service identifiers, a PQFI value and a set of PC5 QoS
parameters.

PC5 QoSrule: A rule which includes a PC5 QoS rule identifier, a PQFI value, a precedence value and optionally a set
of packet filters. The PC5 QoS ruleis associated with a PC5 QoS flow context.

V2X serviceidentifier: an identifier of aV2X service, e.g. PSID, ITS-AID, or AID of the V2X application. The term
V2X serviceidentifier used in the present document corresponds to the term V2X service type defined in
3GPPTS23.287[3].

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.287 [3] apply:

Application Identifier (AID)
Intelligent Transport Systems (ITS)
ITS Application Identifier (ITS-AID)
Provider Service ldentifier (PSID)
V2X communication

V2X message

V2X service

For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.501 [6] apply:

5G-EA
5G-1A

For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.501 [6] apply:
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UE local configuration

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] , 3GPP TS 24.501 [6] and the
following apply. An abbreviation defined in the present document takes precedence over the definition of the same
abbreviation, if any, in 3GPP TR 21.905 [1] and 3GPP TS 24.501 [6].

E-UTRA Evolved Universal Terrestrial Radio Access
FQDN Fully Qualified Domain Name
LSB Least Significant 8 Bits
MSB Most Significant 8 Bits
NR New Radio
NRPEK NR PC5 Encryption Key
NRPIK NR PC5 Integrity Key
V2X Vehicle-to-Everything
V2XP V2X Policy
PQFI PC5 QoS Flow ID
PQI PC5 5Ql
4 General description

The present specification defines means for transport of V2X messages in 5GS and interworking to EPS. V2X messages
are generated and consumed by upper layers of the UE and the V2X application server. V2X messages can contain IP
data or non-1P data.

The V2X messages can be transported using:

a) V2X communication over PC5; and

b) V2X communication over Uu.
For case aabove:

1) V2X communication over PC5 enables transfer of V2X messages among UES,

2) both IP based and non-1P based V2X messages are supported over PC5; and

3) for V2X messages containing |P data, only IPv6 is used. IPv4 is not supported in this release of the specification.
For case b above:

1) V2X communication over Uu enables transfer of V2X messages between a UE and a VV2X application server;

2) both IP based and non-1P based V2X messages are supported over Uu;

3) V2X messages are carried over Uu in payload of either a UDP/IP packet or TCP/IP packet towards aV2X
application server address;

NOTE: Further details about the use of UDP or TCP as atransport layer protocol are described in
3GPP TS 23.287 [3] clause 5.2.3.1.

4) V2X messages carried over Uu are sent or received over unicast only in this release of the specification; and

5) V2X messages are carried over Uu using user data via user plane.
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5 Provisioning of parameters for V2X configuration

5.1 General

V2X communication is configured by the use of V2X configuration parameters and their related procedures which
alow configuration of necessary V2X configuration parameters.

5.2 Configuration and precedence of V2X configuration
parameters

521 General

UE's usage of V2X communication is controlled by V2X communication parameters.
The V2X communication parameters consist of the configuration parameters for V2X communication over PC5 and the
configuration parameters for V2X communication over Uu.
5.2.2 Precedence of V2X configuration parameters
The V2X configuration parameters can be:
a) pre-configured inthe ME;
b) configured inthe USIM;
c) provided asaVV2XP using the UE policy delivery service as specified in 3GPP TS 24.501 [6] annex D;
d) provided by aV2X application server via V1 reference point; or
€) acombination of case a), b), c) or d) above.
The UE shall use the V2X configuration parameters in the following order of decreasing precedence:

a) theV2X configuration parameters provided as a V2XP using the UE policy delivery service as specified in
annex D of 3GPP TS 24.501 [6];

b) theV2X configuration parameters provided by aV2X application server via V1 reference point;
c) theV2X configuration parameters configured in the USIM; and

d) theV2X configuration parameters pre-configured in the ME.

5.2.3 Configuration parameters for V2X communication over PC5
The configuration parameters for V2X communication over PC5 consist of:
a) avalidity timer for the validity of the configuration parameters for V2X communication over PC5;

b) alist of PLMNsand RATsin which the UE is authorized to use V2X communication over PC5 when the UE is
served by E-UTRA or served by NR. Each entry of thelist containsa PLMN ID and RATsin whichthe UE is
authorized to use V2X communication over PC5;

¢) anindication of whether the UE is authorized to use V2X communication over PC5 when the UE is not served
by E-UTRA and not served by NR;

d) list of RATsin which the UE is authorized to use V2X communication over PC5 and the radio parameters of the
RAT for V2X communication over PC5 applicable per geographical areawith an indication of whether these
radio parameters of the RAT are "operator managed” or "non-operator managed" when the UE is not served by
E-UTRA and not served by NR;
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e) void

f) optionally, alist of V2X service identifier to PC5 RAT(s) and Tx profiles mapping rules. Each mapping rule
contains one or more V2X service identifiers, PC5 RAT(s) and, if the PC5 RAT(s) include E-UTRA-PC5, Tx
profiles corresponding to the E-UTRA-PC5;

9)

h)

NOTE:

configuration parameters for privacy support, consisting of:

1)

2)

alist of V2X services requiring privacy. Each entry of the list contains one or more V2X service identifiers
and one or more geographical areas where the privacy isrequired; and

aprivacy timer value as specified in 3GPP TS 24.588 [7] clause 5.3;

configuration parameters for a V2X communication over PC5 in E-UTRA-PCS5, consisting of:

1)

2)
3)

4)

5)

alist of V2X serviceidentifier to destination layer-2 ID mapping rules. Each mapping rule contains one or
more V2X service identifiers and the destination layer-2 ID;

optionally, adefault destination layer-2 ID;

alist of PPPP to PDB mapping rules. Each mapping rule contains a ProSe Per-Packet Priority (PPPP) and a
Packet Delay Budget (PDB);

optionally, list of V2X service identifier to V2X E-UTRA frequency mapping rules. Each mapping rule
contains one or more V2X service identifiers and the V2X E-UTRA fregquencies with associated geographical
areas, and

optionally, alist of the V2X services authorized for ProSe Per-Packet Reliability (PPPR). Each entry of the
list contains one or more V2X service identifiers and a ProSe Per-Packet Reliability (PPPR) value; and

configuration parameters for aVV2X communication over PC5 in NR-PC5, consisting of:

1)

2)

3)
4)

5)

6)

7)

optionally, alist of V2X serviceidentifier to V2X NR frequency mapping rules. Each mapping rule contains
one or more V2X service identifiers and the V2X NR frequencies with associated geographical areas,

alist of V2X service identifier to destination layer-2 ID for broadcast mapping rules. Each mapping rule
contains one or more V2X service identifiers and the destination layer-2 1D for broadcast;

optionally, adefault destination layer-2 ID for broadcast;

alist of V2X serviceidentifier to destination layer-2 ID for groupcast mapping rules. Each mapping rule
contains one or more V2X service identifiers and the destination layer-2 1D for groupcast;

alist of V2X service identifier to default destination layer-2 ID for unicast initial signaling mapping rules.
Each mapping rule contains one or more V2X service identifiers and the default destination layer-2 1D for
initial signalling to establish unicast connection;

alist of V2X serviceidentifier to PC5 QoS parameters mapping rules. The PC5 QoS parameters are specified
in clause 5.4.2 of 3GPP TS 23.287 [3];

an AS configuration, including alist of SLRB mapping rules applicable when the UE is not served by E-
UTRA and is not served by NR. Each SLRB mapping rule contains a PC5 QoS profile and an SLRB. The
PC5 QoS profile contains the following parameters:

i) the PC5 QoS profile contains aPQI;

ii) if the PQI of the PC5 QoS profile identifies a GBR QoS, the PC5 QoS profile contains a PC5 flow bit
rates consisting of a guaranteed flow bit rate (GFBR) and a maximum flow bit rate (MFBR);

iii) if the PQI of the PC5 QoS profile identifies a non-GBR QoS, the PC5 QoS profile contains the PC5 link
aggregated bit rate consisting of a per link aggregate maximum bit rate (PC5 LINK-AMBR);

PC5 link aggregated bit rate is only used for unicast mode communications over PC5.

iv) the PC5 QoS profile contains a range, which is only used for groupcast mode communications over PC5;
and
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8)

9)

5.2.4

The configuration parameters for V2X communication over Uu consist of:

v) the PC5 QoS profile can contain the priority level, the averaging window, and the maximum data burst
volume. If one or more of the priority level, the averaging window or the maximum data burst volume are
not contained in the PC5 QoS profile, their default values apply;

alist of NR-PC5 unicast security policies. Each entry in the list contains an NR-PC5 unicast security policy
composed of :

i) oneor moreV2X serviceidentifiers;

ii) thesignaling integrity protection policy for the V2X service identifier(s);

iii) the signalling ciphering policy for the V2X service identifier(s);

iv) the user plane integrity protection policy for the V2X service identifier(s);

v) the user plane ciphering policy for the V2X service identifier(s); and

vi) one or more geographical areas where the NR-PC5 unicast security policy applies; and

alist of V2X service identifier to default mode of communication mapping rules. Each mapping rule contains
one or more V2X service identifiers and the default mode of communication (one of unicast, groupcast or
broadcast).

Configuration parameters for V2X communication over Uu

a) avalidity timer for the validity of the configuration parameters for V2X communication over Uu to 5GCN;

b) optionally, alist of V2X service identifier to PDU session parameters mapping rules. Each mapping rule
contains one or more V2X service identifiers of athe V2X service and one or more parameters for establishment
of aPDU session for V2X communication over Uu for the V2X services:

©)

1)
2)
3)
4)
5)

one of the "IPv4", "IPv6", "IPv4v6" or "Unstructured" PDU session types;
an SSC mode;

alist of zero or more S-NSSAIs;

alist of zero or more DNNs; and

one of the UDP or TCP transport layer protocol if the PDU session typeis"IPv4", "IPv6" or "IPv4v6"; and

alist of PLMNsin which the UE is configured to use V2X communication over Uu. For each PLMN, the list
contains:

1)

for transfer of aV2X message of aV2X serviceidentified by aV2X service identifier:

i) alistof V2X serviceidentifier to V2X application server address mapping rules, applicable when the UE
isregistered to the PLMN. Each mapping rule contains:

A) oneor moreV2X service identifiers;
B) aV2X application server address for unicast consisting of:
- anFQDN, or an |P address; and

- aUDP port for uplink transport, a UDP port for downlink transport, a TCP port for bidirectional
transport or any combination of them; and

C) optionally a geographical area; and

ii) optionally, per type of data (1P and non-1P) and V2X message family (in case of non-1P) and optionally a
geographical area, one or more default V2X application server addresses for the unicast V2X
communication over Uu applicable when the UE isregistered to the PLMN. Each V2X application server
address consists of:
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i) an FQDN, or an IP address; and

ii) aUDP port for uplink transport, a UDP port for downlink transport, a TCP port for bidirectional
transport or any combination of them; and

2) for transfer of aV2X message of aV2X service not identified by aV2X service identifier:

i) alist of the V2X application servers per optional geographical area where usage of those V2X application
servers applies, applicable when the UE isregistered to the PLMN. Each entry of the list contains:

A) aV2X application server address consisting of an FQDN, or an | P address; and

B) optionally, a geographical area.

5.3 Procedures

531 General

The procedure for provisioning of parameters for V2X configuration allows the UE to obtain information necessary for
V2X communication.

5.3.2 UE-requested V2X policy provisioning procedure

5321 General

The UE-requested V2X policy provisioning procedure enables the UE to request V2X policy from the PCF in the
following cases:

a) if thevalidity timer for aV2X policy expires; or

b) if there are no valid configuration parameters, e.g., for the current area, or due to abnormal situation.
The UE shall follow the principles of PTI handling for UE policy delivery service procedures defined in
3GPPTS24.501 [6] clause D.1.2.
5.3.2.2 UE-requested V2X policy provisioning procedure initiation

In order to initiate the UE-requested VV2X policy provisioning procedure, the UE shall create a UE POLICY
PROVISIONING REQUEST message (see examplein figure 5.3.2.2.1). The UE:

a) shall alocate a PTI value currently not used and set the PTI |E to the alocated PTI value;

b) shall include the Requested UE policies | E indicating whether the UE policies for V2X communication over
PC5, the UE policies for V2X communication over Uu or both are requested;

¢) shall transport the UE POLICY PROVISIONING REQUEST message using the NAS transport procedure as
specified in 3GPP TS 24.501 [6] clause 5.4.5; and

d) shal start timer T5040.
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UE PCF

UE POLICY PROVISIONING REQUEST

Start T5040 >

MANAGE UE POLICY COMMAND
Stop 75040 -
_______________________ OR - - o o

UE POLICY PROVISIONING REQUEST

Start T5040 >
UE POLICY PROVISIONING REJECT

Stop T5040 -

Figure 5.3.2.2.1: UE-requested V2X policy provisioning procedure

5.3.2.3 UE-requested V2X policy provisioning procedure accepted by the network

Upon receipt of and accepting the UE POLICY PROVISIONING REQUEST message, the PCF shall create a
MANAGE UE POLICY COMMAND message and shall behave as described in clause D.2.1 of 3GPP TS 24.501 [6].

Upon receipt of the MANAGE UE POLICY COMMAND message with the same PTI asincluded in the UE POLICY
PROVISIONING REQUEST message, the UE shall stop timer T5040 and handles the MANAGE UE POLICY
COMMAND message as specified in clause D.2.1 of 3GPP TS 24.501 [6].

5.3.24 UE-requested V2X policy provisioning procedure not accepted by the
network

Upon receipt and rejecting of the UE POLICY PROVISIONING REQUEST message, the PCF shall create a UE
POLICY PROVISIONING REJECT message.

The PCF shall set the UPDS cause |E of the UE POLICY PROVISIONING REJECT message to indicate reason for
rejecting the UE-requested V22X policy provisioning procedure.

The UPDS cause | E typically indicates one of the following UPDS cause values.
#31 request rejected, unspecified;
#32  service option not supported;
#34  service option temporarily out of order;
#35 PTI aready in use; or
#95 — 111 protocol errors.

The PCF shall transport the UE POLICY PROVISIONING REJECT message to the UE viathe AMF using the
procedure specified in 3GPP TS 23.502 [4].

Upon receipt of the UE POLICY PROVISIONING REJECT message, the UE shall stop timer T5040.

5.3.25 Abnormal cases on the network side

The following abnormal cases can be identified:
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a) Indication from the lower layer of transmission failure of the UE POLICY PROVISIONING REJECT message.
After receiving an indication from lower layer that the UE POLICY PROVISIONING REJECT message has not
been successfully acknowledged (e.g. TCP ACK is not received), the PCF shall abort the procedure.

5.3.2.6 Abnormal cases on the UE
The following abnormal cases can be identified:
a) T5040 expired.

The UE shall, on the first expiry of the timer T5040, retransmit the UE POLICY PROVISIONING REQUEST
message and shall reset and start timer T5040. This retransmission is repeated four times, i.e. on the fifth expiry
of timer T5040, the UE shall abort the procedure and release the allocated PTI.

6 V2X communication

6.1 V2X communication over PC5

6.1.1 General

This clause describes the procedures at the UE, and between UEs, for V2X communication over PC5.
The UE shall support requirements for securing V2X communication over PC5.

Both IP based and non-IP based V2X communication over PC5 are supported. For IP based V2X communication, only
IPv6 isused. IPv4 is not supported in this release of the present document.

V22X communication over NR-PC5 supports broadcast mode, groupcast mode, and unicast mode. If upper layer of the
UE indicates the mode of communication, the UE shall set the mode of communication based on the request of the
upper layer. Otherwise, the UE shall set the mode of communication based on the mapping rules between the V2X
service identifier and the default mode of communication defined in clause 5.2.3.

NOTE: Further details about whether broadcast, unicast or groupcast can be used over PC5 are described in
3GPP TS 23.287[3] clause 5.2.1.
6.1.2 Unicast mode communication over NR based PC5

6.1.2.1 Overview

This clause describes the PC5 signalling protocol procedures between two UES for unicast mode of V2X
communication. The following PC5 signalling protocol procedures are defined:

a) PCS5 unicast link establishment;

b) PC5 unicast link modification;

¢) PC5 unicast link release;

d) PC5 unicast link identifier update;

€) PC5 unicast link authentication;

f) PC5 unicast link security mode control;
g) PC5 unicast link keep-alive; and

h) PCS5 unicast link re-keying procedure.
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6.1.2.2 PC5 unicast link establishment procedure

6.1.2.2.1 General

Depending on the type of the PC5 unicast link establishment procedure (i.e. UE oriented Layer-2 link establishment or
V2X Service oriented Layer-2 link establishment in 3GPP TS 23.287[3]), the PC5 unicast link establishment procedure
is used to establish a PC5 unicast link between two UES or to establish multiple PC5 unicast links. The UE sending the
request message is called the "initiating UE" and the other UE is called the "target UE". If the request message does not
indicate the specific target UE (i.e. target user info is not included in the request message), and multiple target UEs are
interested in the V2X service(s) indicated in the request message, then the initiating UE shall handle corresponding
response messages received from those target UES. The maximum number of NR PC5 unicast links established in a UE
at atime shall not exceed an implementati on-specific maximum number of established NR PC5 unicast links.

NOTE: The recommended maximum number of established NR PC5 unicasts link is 8.

6.1.2.2.2 PCS5 unicast link establishment procedure initiation by initiating UE
The initiating UE shall meet the following pre-conditions before initiating this procedure;
a) areguest from upper layersto transmit the packet for V2X service over PC5;

b) the communication mode is unicast mode (e.g. pre-configured as specified in clause 5.2.3 or indicated by upper
layers);

c) thelink layer identifier for the initiating UE (i.e. layer-2 ID used for unicast communication) is available (e.g.
pre-configured or self-assigned) and is not being used by other existing PC5 unicast links within the initiating
UE;

d) thelink layer identifier for the destination UE (i.e. the unicast layer-2 ID of the target UE or the broadcast layer-
21D) isavailableto the initiating UE (e.g. pre-configured, obtained as specified in clause 5.2.3 or known via
prior V2X communication);

NOTE 1: Inthe case where different V2X services are mapped to distinct default destination layer-2 1Ds, when the
initiating UE intends to establish asingle unicast link that can be used for more than one V2X service
identifiers, the UE can select any of the default destination layer-2 1D for unicast initial signalling.

€) theinitiating UE is either authorised for V2X communication over PC5 in NR-PC5 in the serving PLMN, or has
avalid authorization for V2X communication over PC5 in NR-PC5 when not served by E-UTRA and not served
by NR. The UE considersthat it is not served by E-UTRA and not served by NR if the following conditions are
met:

1) not served by NR and not served by E-UTRA for V2X communication over PC5;

2) inlimited service state as specified in 3GPP TS 23.122 [2], if the reason for the UE being in limited service
state is one of the following;

i) the UEisunableto find asuitable cell in the selected PLMN as specified in 3GPP TS 38.304 [9];

ii) the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM
cause #11 "PLMN not allowed" as specified in 3GPP TS 24.501 [6]; or

iii) the UE received a REGISTRATION REJECT message or a SERVICE REJECT message with the 5GMM
cause #7 "5GS services not allowed" as specified in 3GPP TS 24.501 [6]; or

3) inlimited service state as specified in 3GPP TS 23.122 [2] for reasons other than i), ii) or iii) above, and
located in a geographical area for which the UE is provisioned with "non-operator managed"” radio
parameters as specified in clause 5.2.3;

f) thereisno existing PC5 unicast link for the pair of peer application layer IDs, or thereis an existing PC5 unicast
link for the pair of peer application layer IDs and:

1) the network layer protocol of the existing PC5 unicast link is not identical to the network layer protocol
required by the upper layer in the initiating UE for this V2X service; or
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2) the security policy (either signalling security policy or user plane security policy) corresponding to the V2X
service identifier is not compatible with the security policy of the existing PC5 unicast link; and

g) the number of established PC5 unicast linksis less than the implementation-specific maximum number of
established NR PC5 unicast links allowed in the UE at atime.

After receiving the service data or request from the upper layers, the initiating UE shall derive the PC5 QoS parameters
and assign the PQFI(s) for the PC5 QoS flows(s) to be established as specified in clause 6.1.2.12.

In order to initiate the PC5 unicast link establishment procedure, the initiating UE shall create a DIRECT LINK
ESTABLISHMENT REQUEST message. Theinitiating UE:

a) shall include the source user info set to theinitiating UE's application layer ID received from upper layers;
b) shall include the V2X service identifier(s) received from upper layer;

c) shall include the target user info set to the target UE's application layer ID if received from upper layers or if the
destination layer-2 ID isthe unicast layer-2 |D of target UE;

d) shall include the Key establishment information container if the UE PC5 unicast signalling integrity protection
policy is set to "signalling integrity protection required” or "signalling integrity protection preferred”, and may
include the Key establishment information container if the UE PC5 unicast signalling integrity protection policy
is set to "signalling integrity protection not needed”;

NOTE 2: The Key establishment information container is provided by upper layers.

€) shall include aNonce 1 set to the 128-bit nonce val ue generated by the initiating UE for the purpose of session
key establishment over this PC5 unicast link if the UE PC5 unicast signalling integrity protection policy is set to
"signalling integrity protection required” or "signalling integrity protection preferred”;

f) shal include its UE security capabilitiesindicating the list of algorithms that the initiating UE supports for the
security establishment of this PC5 unicast link;

g) shal include the 8 MSBs of Knresess |D chosen by the initiating UE as specified in 3GPP TS 33.536 [20] if the
UE PC5 unicast signalling integrity protection policy is set to "signalling integrity protection required” or
"signalling integrity protection preferred”;

h) may include a Knre ID if theinitiating UE has an existing Knre for the target UE; and

i) shall includeits UE PC5 unicast signalling security policy. In the case where the different V2X services are
mapped to the different PC5 unicast signalling security policies, when the initiating UE intends to establish a
single unicast link that can be used for more than one VV2X service, each of the signalling security polices of
those V2X services shall be compatible, e.g. "signalling integrity protection not needed" and "signalling integrity
protection required” are not compatible.

After the DIRECT LINK ESTABLISHMENT REQUEST message is generated, the initiating UE shall pass this
message to the lower layers for transmission along with theinitiating UE's layer-2 ID for unicast communication and
the destination layer-2 ID, and start timer T5000. The UE shall not send anew DIRECT LINK ESTABLISHMENT
REQUEST message to the same target UE identified by the same application layer ID while timer T5000 is running. If
the target user info IE is not included in the DIRECT LINK ESTABLISHMENT REQUEST message (i.e. V2X service
oriented PC5 unicast link establishment procedure), the initiating UE shall handle multiple DIRECT LINK
ESTABLISHMENT ACCEPT messages, if any, received from different target UEs for the establishment of multiple
PC5 unicast links before the expiry of timer T5000.

NOTE 3: In order to ensure successful PC5 unicast link establishment, T5000 should be set to avalue larger than
the sum of T5006 and T5007.
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Initiating UE Target UE
DIRECT LINK ESTABLISHMENT REQUEST
Start T5000 >
DIRECT LINK ESTABLISHMENT ACCEPT
Stop T5000 -
_______________________ OR = = —
DIRECT LINK ESTABLISHMENT REQUEST
Start T5000 >
DIRECT LINK ESTABLISHMENT REJECT
Stop T5000 -

Figure 6.1.2.2.2: UE oriented PC5 unicast link establishment procedure

Initiating UE Target UEs

DIRECT LINK ESTABLISHMENT REQUEST
Start T5000

v

DIRECT LINK ESTABLISHMENT ACCEPT

T5000 expires

Figure 6.1.2.2.3: V2X service oriented PC5 unicast link establishment procedure

6.1.2.2.3 PCS5 unicast link establishment procedure accepted by the target UE

Upon receipt of a DIRECT LINK ESTABLISHMENT REQUEST message, if the target UE accepts this request, the
target UE shall uniquely assign a PC5 link identifier, create a PC5 unicast link context and assign alayer-2 ID for this
PC5 unicast link. The newly assigned layer-2 ID replaces the target layer-2 1D as received on the DIRECT LINK
ESTABLISHMENT REQUEST message. Then the target UE shall store this assigned layer-2 ID and the source layer-2
ID used in the transport of this message provided by the lower layersin the PC5 unicast link context. The target UE
may initiate PC5 unicast link authentication procedure as specified in clause 6.1.2.6 and shall initiate PC5 unicast link
security mode control procedure as specified in clause 6.1.2.7.

NOTE: Thetarget UE may reuse the target UE's layer-2 ID used in the transport of the DIRECT LINK
ESTABLISHMENT REQUEST message provided by the lower layersin case that the target UE's layer-2
ID has been used in previous PC5 unicast link with the same peer.

ETSI



3GPP TS 24.587 version 16.9.0 Release 16 22 ETSI TS 124 587 V16.9.0 (2022-08)

a) thetarget user info IE isincluded in the DIRECT LINK ESTABLISHMENT REQUEST message and this |E
includes the target UE's application layer ID; or

b) thetarget user info IE is not included in the DIRECT LINK ESTABLISHMENT REQUEST message and the
target UE isinterested in the V2X service(s) identified by the V2X service identifier IE in the DIRECT LINK
ESTABLISHMENT REQUEST message;

then the target UE shall either:

a) identify an existing Knre based on the Knre 1D included in the DIRECT LINK ESTABLISHMENT REQUEST
message; or

b) if Knre ID isnotincluded inthe DIRECT LINK ESTABLISHMENT REQUEST message, the target UE does
not have an existing Kngre for the Knre ID included in DIRECT LINK ESTABLISHMENT REQUEST message
or the target UE wishes to derive anew Knrp, derive a new Kyrp. This may require performing one or more PC5
unicast link authentication procedures as specified in clause 6.1.2.6.

NOTE: How many times the PC5 unicast link authentication procedure needs to be performed to derive a new
Knre depends on the authentication method used.

After an existing Knre Was identified or a new Knre Was derived, the target UE shall initiate a PC5 unicast link security
mode control procedure as specified in clause 6.1.2.7.

Upon successful completion of the PC5 unicast link security mode control procedure, in order to determine whether the
DIRECT LINK ESTABLISHMENT REQUEST message can be accepted or not, in case of |P communication, the

target UE checks whether thereis at |east one common I P address configuration option supported by both the initiating
UE and the target UE.

If the target UE accepts the PC5 unicast link establishment procedure, the target UE shall create a DIRECT LINK
ESTABLISHMENT ACCEPT message. The target UE:

a) shall include the source user info set to the target UE's application layer 1D received from upper layers,

b) shall include PQFI(s), the corresponding PC5 QoS parameters and the V2X service identifier(s) that the target
UE accepts;

¢) shal include an IP address configuration | E set to one of the following values if IP communication is used:

1) "IPv6 router” if IPv6 address allocation mechanism is supported by the target UE, i.e. acting as an IPv6
router; or

2) "IPv6 address allocation not supported” if 1Pv6 address allocation mechanism is not supported by the target
UE;

d) shall include alink local IPv6 address |E formed locally based on IETF RFC 4862 [16] if 1P address
configuration |E is set to "'1Pv6 address allocation not supported” and the received DIRECT LINK
ESTABLISHMENT REQUEST message included alink local 1Pv6 address IE; and

e) shall include the configuration of UE PC5 unicast user plane security protection based on the agreed user plane
security policy, as specified in 3GPP TS 33.536 [20].

After the DIRECT LINK ESTABLISHMENT ACCEPT message is generated, the target UE shall pass this message to
the lower layers for transmission along with the initiating UE's layer-2 1D for unicast communication and the target
UE's layer-2 ID for unicast communication, and shall start timer T5011 if at least one of V2X service identifiers for the
PC5 unicast links satisfies the privacy regquirements as specified in clause 5.2.3.

After sending the DIRECT LINK ESTABLISHMENT ACCEPT message, the target UE shall provide the following
information along with the layer-2 IDs to the lower layer, which enables the lower layer to handle the coming PC5
signalling or traffic data:

a) the PC5link identifier self-assigned for this PC5 unicast link;

b) PQFI(s) and its corresponding PC5 QoS parameters; and

¢) anindication of activation of the PC5 unicast user plane security protection for the PC5 unicast link, if
applicable.
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If the target UE accepts the PC5 unicast link establishment request, then the target UE may perform the PC5 QoS flow
establishment over PC5 unicast link as specified in clause 6.1.2.12.

6.1.2.2.4 PCS5 unicast link establishment procedure completion by the initiating UE

If the Target user info IE isincluded in the DIRECT LINK ESTABLISHMENT REQUEST message, upon receipt of
the DIRECT LINK ESTABLISHMENT ACCEPT message, the initiating UE shall stop timer T5000. If the Target user
info IE isnot included in the DIRECT LINK ESTABLISHMENT REQUEST message the initiating UE may keep the
timer T5000 running and continue to handle multiple response messages (i.e. the DIRECT LINK ESTABLISHMENT
ACCEPT message) from multiple target UEs.

For each of the DIRECT LINK ESTABLISHMENT ACCEPT message received, the initiating UE shall uniquely assign
aPC5 link identifier and create a PC5 unicast link context for each of the PC5 unicast link(s). Then the initiating UE
shall store the source layer-2 1D and the destination layer-2 ID used in the transport of this message provided by the
lower layersin the PC5 unicast link context(s) to complete the establishment of the PC5 unicast link with the target
UE(s). From thistime onward the initiating UE shall use the established link(s) for V2X communication over PC5 and
additional PC5 signalling messages to the target UE(S).

After receiving the DIRECT LINK ESTABLISHMENT ACCEPT message, the initiating UE shall delete the old
security context it has for the target UE and shall provide the following information along with the layer-2 IDs to the
lower layer, which enables the lower layer to handle the coming PC5 signalling or traffic data:

a) the PC5 link identifier self-assigned for this PC5 unicast link;
b) PQFI(s) and its corresponding PC5 QoS parameters; and

¢) anindication of activation of the PC5 unicast user plane security protection for the PC5 unicast link, if
applicable.

The initiating UE shall start timer T5011 if at least one of V2X service identifiers for the PC5 unicast links satisfies the
privacy requirements as specified in clause 5.2.3.

In addition, the initiating UE may perform the PC5 QoS flow establishment over PC5 unicast link as specified in
clause 6.1.2.12.

Upon expiry of the timer T5000, if the DIRECT_LINK_ESTABLISHMENT REQUEST message did not include the
Target User Info |E, and theinitiating UE received at least one DIRECT LINK ESTABLISHMENT ACCEPT message,
it is up to the UE implementation to consider the PC5 unicast link establishment procedure as complete or to restart the
timer T5000.

6.1.2.2.5 PCS5 unicast link establishment procedure not accepted by the target UE

If the DIRECT LINK ESTABLISHMENT REQUEST message cannot be accepted, the target UE shall send a DIRECT
LINK ESTABLISHMENT REJECT message. The DIRECT LINK ESTABLISHMENT REJECT message contains a
PC5 signalling protocol cause IE set to one of the following cause values:

#1 direct communication to the target UE not allowed,;

#3 conflict of layer-2 1D for unicast communication is detected;
#5 lack of resources for PC5 unicast link; or

#111 protocol error, unspecified.

If the target UE is not allowed to accept the DIRECT LINK ESTABLISHMENT REQUEST message .e.g. based on
operator policy or configuration parameters for V2X communication over PC5 as specified in clause 5.2.3, the target
UE shall send aDIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol cause value
#1 "direct communication to the target UE not allowed".

For areceived DIRECT LINK ESTABLISHMENT REQUEST message from alayer-2 ID (for unicast
communication), if the target UE already has an existing link established to a UE using thislayer-2 ID or is currently
processing a DIRECT LINK ESTABLISHMENT REQUEST message from the same layer-2 ID, and with one of
following parameters different from the existing link or the link for which the link establishment isin progress:

a) the source user info;
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b) type of data(e.g. IP or non-1P); or
C) security policy,

the target UE shall send a DIRECT LINK ESTABLISHMENT REJECT message containing PC5 signalling protocol
cause value #3 "conflict of layer-2 ID for unicast communication is detected".

NOTE: Thetype of data(e.g. IP or non-1P) isindicated by the optional | P address configuration IE included in
the corresponding DIRECT LINK SECURITY MODE COMPLETE message, i.e the type of datafor the
requested link isIP type if this IE isincluded, and the type of datafor the requested link is non-IP if this
|E is not included.

If the PC5 unicast link establishment fails due to the congestion problems, the implementati on-specific maximum
number of established NR PC5 unicast links has been reached, or other temporary lower layer problems causing
resource constraints, the target UE shall send a DIRECT LINK ESTABLISHMENT REJECT message containing PC5
signalling protocol cause value #5 "lack of resources for PC5 unicast link". If the PC5 unicast link establishment fails
due to other reasons, the target UE shall send a DIRECT LINK ESTABLISHMENT REJECT message containing PC5
signalling protocol cause value #111 "protocol error, unspecified”.

After sending the DIRECT LINK ESTABLISHMENT REJECT message, the target UE shall provide the following
information along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2 ID for
unicast communication to the lower layer:

a) anindication of deactivation of the PC5 unicast security protection and deletion of security context for the PC5
unicast link, if applicable.

Upon receipt of the DIRECT LINK ESTABLISHMENT REJECT message, the initiating UE shall stop timer T5000
and abort the PC5 unicast link establishment procedure, if the Target user info isincluded in the DIRECT LINK
ESTABLISHMENT REQUEST message. If the PC5 signalling protocol cause value in the DIRECT LINK
ESTABLISHMENT REJECT message is#1 "direct communication to the target UE not allowed" or #5 "lack of
resources for PC5 unicast link", then the UE shall not attempt to start the PC5 unicast link establishment procedure with
the same target UE at least for atime period T.

NOTE: Thelength of time period T is UE implementation specific and can be different for the case when the UE
receives PC5 signalling protocol cause value #1 "direct communication to the target UE not allowed" or
when the UE receives PC5 signalling protocol cause value #5 "lack of resources for PC5 unicast link".

After receiving the DIRECT LINK ESTABLISHMENT REJECT message, the initiating UE shall provide the following
information aong with theinitiating UE's layer-2 I D for unicast communication and the target UE's layer-2 ID for
unicast communication to the lower layer:

a) anindication of deactivation of the PC5 unicast security protection and deletion of security context for the PC5
unicast link, if applicable.

6.1.2.2.6 Abnormal cases

6.1.2.2.6.1 Abnormal cases at the initiating UE

If timer T5000 expires and the Target user info IE isincluded in the DIRECT LINK ESTABLISHMENT REQUEST
message, the initiating UE shall retransmit the DIRECT LINK ESTABLISHMENT REQUEST message and restart
timer T5000. After reaching the maximum number of allowed retransmissions, the initiating UE shall abort the PC5
unicast link establishment procedure and may notify the upper layer that the target UE is unreachable.

Upon expiry of the timer T5000, if the DIRECT_LINK_ESTABLISHMENT REQUEST message did not include the
Target User Info |E and the initiating UE did not receive any DIRECT LINK ESTABLISHMENT ACCEPT message,
theinitiating UE may retransmit the DIRECT LINK ESTABLISHMENT REQUEST message and restart timer T5000.
If the DIRECT_LINK_ESTABLISHMENT REQUEST message did not include the Target User Info |E and the
initiating UE did not receive any DIRECT LINK ESTABLISHMENT ACCEPT message, then after reaching the
maximum number of allowed retransmissions, the initiating UE shall abort the PC5 unicast link establishment
procedure and may notify the upper layer that no target UE is available.

NOTE: The maximum number of allowed retransmissionsis UE implementation specific.
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If the need to establish alink no longer exists before the procedure is completed, the initiating UE shall abort the
procedure.

When the initiating UE aborts the PC5 unicast link establishment procedure, the initiating UE shall provide the
following information along with the initiating UE's layer-2 ID for unicast communication and the target UE's layer-2
ID for unicast communication to the lower layer:

a) anindication of deactivation of the PC5 unicast signalling security protection for the PC5 unicast link, if applicable.

6.1.2.2.6.2 Abnormal cases at the target UE

For areceived DIRECT LINK ESTABLISHMENT REQUEST message from a source layer-2 ID (for unicast
communication), if the target UE already has an existing link established to the UE known to use the same source layer-
2 I1D, the same source user info, the same type of data (1P or non-1P) and the same security policy, the UE shall process
the new request. However, the target UE shall only delete the existing link context after the new link establishment
procedure succeeds.

NOTE: Thetype of data(e.g. IP or non-1P) isindicated by the optional |P address configuration |E included in
the corresponding DIRECT LINK SECURITY MODE COMPLETE message, i.e the type of datafor the
requested link is 1P typeif this |E isincluded, and the type of datafor the requested link is non-1P if this
IE is not included.

6.1.2.3 PC5 unicast link modification procedure

6.1.2.3.1 General
The purpose of the PC5 unicast link modification procedure is to modify the existing PC5 unicast link to:
a) add new PC5 QoS flow(s) to the existing PC5 unicast link;
b) modify existing PC5 QoS flow(s) for updating PC5 QoS parameters of the existing PC5 QoS flow(s);
¢) modify existing PC5 QoS flow(s) for associating new V2X service(s) with the existing PC5 QoS flow(s);

d) modify existing PC5 QoS flow(s) for removing the associated V2X service(s) from the existing PC5 QoS
flow(s); or

€) remove existing PC5 QoS flow(s) from the existing PC5 unicast link.

In this procedure, the UE sending the DIRECT LINK MODIFICATION REQUEST message is called the "initiating
UE" and the other UE is called the "target UE".

6.1.2.3.2 PCS5 unicast link modification procedure initiated by initiating UE

The initiating UE shall meet the following pre-conditions before initiating this procedure for adding a new V2X service
to the existing PC5 unicast link:

a) thereisaPC5 unicast link between the initiating UE and the target UE; and

b) the pair of application layer |Ds and the network layer protocol of this PC5 unicast link are identical to those
required by the application layer in the initiating UE for this V2X service.

¢) the security policy corresponding to the V2X service identifier (e.g. ITS-AID of the new V2X service) isaligned
with the security policy of the existing PC5 unicast link.

After receiving the service data or request from the upper layers, the initiating UE shall perform the PC5 QoS flow
match as apecified in clause 6.1.2.13. If there is no matched PC5 QoS flow, the initiating UE shall derive the PC5 QoS
parameters and assign the PQFI(s) for the PC5 QoS flows(s) to be established as specified in clause 6.1.2.12.

If the PC5 unicast link modification procedureis to add new PC5 QoS flow(s) to the existing PC5 unicast link, the
initiating UE shall create aDIRECT LINK MODIFICATION REQUEST message. In this message, initiating UE:

a) shall include the PQFI(s) and the corresponding PC5 QoS parameters, including the V2X service identifier(s);
and
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b) shall include the link modification operation code set to "add new PC5 QoS flow(s) to the existing PC5 unicast
link ".

If the PC5 unicast link modification procedure is to modify the PC5 QoS parameters for existing PC5 QoS flow(s) in
the existing PC5 unicast link, the initiating UE shall create a DIRECT LINK MODIFICATION REQUEST message. In
this message, the initiating UE:

a) shall include the PQFI(s) and the corresponding PC5 QoS parameters, including the V2X service identifier(s);
and

b) shal include the link modification operation code set to "modify PC5 QoS parameters of the existing PC5 QoS
flow(s)".

If the PC5 unicast link modification procedure is to associate new V2X service(s) with existing PC5 QoS flow(s), the
initiating UE shall create aDIRECT LINK MODIFICATION REQUEST message. In this message, the initiating UE:

a) shall include the PQFI(s) and the corresponding PC5 QoS parameters, including the V2X service identifier(s);
and

b) shall include the link modification operation code set to "associate new V2X service(s) with existing PC5 QoS
flow(s)".

If the PC5 unicast link modification procedure is to remove the associated V2X service(s) from existing PC5 QoS
flow(s), the initiating UE shall create a DIRECT LINK MODIFICATION REQUEST message. In this message, the
initiating UE:
a) shall include the PQFI(s) and the corresponding PC5 QoS parameters including the V2X service identifier(s);
and

b) shall include the link modification operation code set to "remove V2X service(s) from existing PC5 QoS
flow(s)".

If the PC5 unicast link modification procedure is to remove any PC5 QoS flow(s) from the existing PC5 unicast link,
theinitiating UE shall create a DIRECT LINK MODIFICATION REQUEST message. In this message, the initiating
UE:

a) shall include the PQFI(s); and

b) shal include the link modification operation code set to "remove existing PC5 QoS flow(s) from the existing
PC5 unicast link".

After the DIRECT LINK MODIFICATION REQUEST message is generated, the initiating UE shall pass this message
to the lower layers for transmission along with the initiating UE's layer-2 | D for unicast communication and the target
UE'slayer-2 ID for unicast communication, and start timer T5001. The UE shall not send anew DIRECT LINK
MODIFICATION REQUEST message to the same target UE while timer T5001 is running.
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