ETSITS 124 546 v17.8.0 (202507

TECHNICAL SPECIFICATION

5G;
Configuration management -
Service Enabler Architecture Layer for Verticals (SEAL);
Protocol specification
(3GPP TS 24.546 version 17.8.0 Release 17)

H°56

A GLOBAL INITIATIVE



3GPP TS 24.546 version 17.8.0 Release 17 1 ETSI TS 124 546 V17.8.0 (2025-07)

Reference
RTS/TSGC-0124546vh80

Keywords
5G

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16
Siret N° 348 623 562 00017 - APE 7112B

Association & but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° w061004871

Important notice

The present document can be downloaded from the
ETSI Search & Browse Standards application.

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the prevailing version of an ETSI
deliverable is the one made publicly available in PDF format on ETSI deliver repository.

Users should be aware that the present document may be revised or have its status changed,
this information is available in the Milestones listing.

If you find errors in the present document, please send your comments to
the relevant service listed under Committee Support Staff.

If you find a security vulnerability in the present document, please report it through our
Coordinated Vulnerability Disclosure (CVD) program.

Notice of disclaimer & limitation of liability

The information provided in the present deliverable is directed solely to professionals who have the appropriate degree of
experience to understand and interpret its content in accordance with generally accepted engineering or
other professional standard and applicable regulations.
No recommendation as to products and services or vendors is made or should be implied.

No representation or warranty is made that this deliverable is technically accurate or sufficient or conforms to any law
and/or governmental rule and/or regulation and further, no representation or warranty is made of merchantability or fitness
for any particular purpose or against infringement of intellectual property rights.

In no event shall ETSI be held liable for loss of profits or any other incidental or consequential damages.

Any software contained in this deliverable is provided "AS IS" with no warranties, express or implied, including but not
limited to, the warranties of merchantability, fithess for a particular purpose and non-infringement of intellectual property
rights and ETSI shall not be held liable in any event for any damages whatsoever (including, without limitation, damages

for loss of profits, business interruption, loss of information, or any other pecuniary loss) arising out of or related to the use
of or inability to use the software.

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2025.
All rights reserved.

ETSI


https://www.etsi.org/standards-search
http://www.etsi.org/deliver
https://portal.etsi.org/Services/editHelp/Standards-development/Tracking-a-draft/Status-codes
https://portal.etsi.org/People/Commitee-Support-Staff
https://www.etsi.org/standards/coordinated-vulnerability-disclosure

3GPP TS 24.546 version 17.8.0 Release 17 2 ETSI TS 124 546 V17.8.0 (2025-07)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-member s, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI IPR online database.

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™, LTE™ and 5G™ logo are trademarks of ETSI registered for the benefit of its Members and of the
3GPP Organizational Partners. oneM 2M ™ |ogo is atrademark of ETSI registered for the benefit of its Members and of
the oneM2M Partners. GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

Legal Notice

This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities. These shall be
interpreted as being references to the corresponding ETSI deliverables.

The cross reference between 3GPP and ETSI identities can be found at 3GPP to ETSI numbering cross-referencing.

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

ETSI


https://ipr.etsi.org/
https://webapp.etsi.org/key/queryform.asp
https://portal.etsi.org/Services/editHelp!/Howtostart/ETSIDraftingRules.aspx

3GPP TS 24.546 version 17.8.0 Release 17 3 ETSI TS 124 546 V17.8.0 (2025-07)

Contents

INtellectual Property RIGNES.... ..ot b e e e en e ns 2
LB INOLICE ... bbbt et h bt b b nE e b e b e e et bt e bt Rt e s e e e e e e eb e n e e ns 2
MoOdal VErDS TEMINOIOQY ... .ccteieeiicieee ettt st e e s te s ae e aesbeeaeesbesreentesaeeasessesneensesreeneensessens 2
1= 11 o TSRS 6
1 o0 o< TP P URUP PRSPPSO 8
2 REFEIBINCES ...ttt a b b e sttt e £ e e et e e st e be e b e sE e benb et et e neenenneebeneen 8
3 Definitions of terms and @DbreVIaliONS...........cccvreiirerinereee e sne e 9
31 1= 1T TP T PP 9
3.2 ADBDIEVIBLIONS ...ttt et r e et r e et r e e Rt et R r et r e een e e e ene s 10
4 (€1 1S = 0 (=S ot T 011 o TP U TSRS UR RO 10
5 FUNCEIONE ENEITTIES ...ttt bbb e et s e bt esbe st e e e 10
51 SEAL configuration management Client (SCM-C) .......ccouirriiiririieriee et 10
5.2 SEAL configuration management SErVEr (SCM=S) .......ccceiiirierieeieeiesee st esreesee s see e e e teetessaeereesseesseas 11
6 Configuration ManagemMENt PrOCEAUIES...........ceuririrtirtertertesseseeeeeese et sse s s s s sre e e s e e e sseesessesrenrennas 12
6.1 LCT= 1< - ST T TSP 12
6.2 ON-NELWOTK PrOCEAUIES ...ttt ettt ettt ettt st be bt b e bbb e bt s b e e bt e b e s e e bt e b e e e bt e b e e e st b e ne et eb e s b et eb e s b e 12
6.2.1 (€71 PR 12
6.2.1.1 Authenticated identity iN HTTP FEOUESL.......ccoi it 12
6.2.1.2 Authenticated identity iN COAP FEOUESE ..ottt s 12
6.2.2 COIMIMON PrOCEUUNES. ......eeeeteitereete ettt st se ettt re ettt seese et se e st ebese et ebese e s e ebesb e e et e se e e ebesbene ekt sbe e ebesbe e enenbennenen 12
6.221 Management of configuration update event SUDSCIIPLION...........coereirereeine e 12
6.2.2.1.1 SIP DESEA PrOCEOUIES. ... .eoieeee ettt e e e s e e e st e et e et e eaeeeteeste e te e teentesneesneesreesneenseenseans 12
6.2.2.1.2 HTTP DASEA PrOCEUUIES.........eeceieieeiee ettt e te e s e s e ae e te e e entessaesreenteenseeneesneenaes 14
6.2.2.1.3 COAP DASEA PrOCEUUIES.......cc.eeieeeieeeiteeste et eteete e st e st e s e e steeeeeseeeseesseesseesseeteeseensesnnesseesseenseenseans 15
6.2.2.2 NOLTICBIIONS. . ..cv vttt et r e e bt e r e se bt nr e ne Rt sr e e r e nreseerennennenenreneeneas 16
6.2.2.2.1 SIP DESEA PrOCEOUIES. ... .eoieeie ettt ettt e et e e e e ste et e e e e saeeeseeste e te e teentesnensnnesneesneenseensenns 16
6.2.2.2.2 HTTP DASEA PrOCEUUIES.........eeceieiieiee e e sttt te st s e e sre e sae e te e e entessaesaaenteenseeneeeneenans 16
6.2.2.2.3 COAP DBSE PrOCEAUNES.......eeeieeetertieeierte ettt bbbttt b et b et b e et 17
6.2.3 VAL UE CONFIQUIELTION QBEAL ... c.cvieeeiriiieeieeteste ettt b et 17
6.23.1 SCM CHENE HTTP PrOCEAUNE.......eueeiiiteeeieeteeete sttt sb s b b b nn e enis 17
6.2.32 SCM SEIVEr HTTP PIrOCEAUNE. ...ttt sttt ettt b s b e b e ese b s b sb e b e enis 17
6.2.3.3 SCM ClIENt COAP PIrOCEAUIE........c.ecuitinieterieeete sttt ettt se bt a et b bbb s e b e e 18
6.2.34 SCM SErVEr COAP PIrOCEUUIE.........eecieeieeieete e see st e st rte ettt e e e st e st e e teetesseesseesaeesse e seenseensesneesseesaens 18
6.2.4 YN BN < g oo 1 1= = - USSR 19
6.24.1 SCM ClienNt HTTP PrOCEAUNE........c.veeeeieieiteesie et stesee st e sttt este s e st e st e e e e ssaesseesneesseeneeenseensessansseesenns 19
6.2.4.2 SCM SErVEr HTTP PrOCEUUE......c.eeeeteeieeieeteeeesee st esteesae e e st e te e beenteeseesseesneesseesseeneeenseensesnansseessnns 19
6.2.4.3 SCM client COAP PrOCEAUIE...........eeeeeieeieeeeesee st e ste e steetese e s e e te e teestessaesseesaeesseeseeneesnseessesnenssenssens 19
6.2.4.4 SCM SErVEr COAP PIrOCEAUIE.........eeveeieeeee e see st ste e rte ettt e s e st e te e teetesstesaeesaeesae e seenseeneenneesseesnens 19
6.2.5 Update VAL USEr Profil@ 0aLa.........cceiueeeieiteieeete ettt 20
6.251 SCM CHENE HTTP PrOCEAUE. ..ottt ettt b et b s bbb b nn e ens 20
6.252 SCM SEIVEr HTTP PIrOCEAUNE........citieeieeterteeete sttt ettt eb et e bbbt a e ebe b s bbb b nn e enis 20
6.25.3 SCM ClIENt COAP PIOCEAUIE........c.ccuitinieterteeete sttt ettt ss bt et a et eb bbb et b e neenas 21
6.254 SCM SErVEr COAP PIOCEAUIE. .......citiieieitirteieete sttt ettt ettt b s st b bbb sb s eb e se b na e ens 21
6.3 OFf-NEIWOIK PrOCEAUIES ...ttt ettt b et b e et b e bt b e et b e et b e bt eb e b 21
7 (0o ] oo OSSP 22
7.1 VAL USEr Profil@ OCUMENT........coiieie ettt et e e st et e st e e te et e ssaesaeesseeseenteenaeenaenneesreas 22
7.11 (C1c 07 - OSSO PSP PSP PURT PPN 22
712 APPHCALTON UNIGUE ID ...ttt bbb bbb bbb 22
713 DA SITUCLUNE. ...ttt ettt ettt stk e s et e s a bt e s st e sa b e e e as e e sa b e e eas e e sab e e e aneeabn e e ameeeaneeesmneesnreeanneennnis 22
714 Do 11 1 7= TSRS 22
7.15 S 07 01 PP 23
7.16 MIME TYPE... e e b s s r e s b e s e e e e e e 23

ETSI



3GPP TS 24.546 version 17.8.0 Release 17 4 ETSI TS 124 546 V17.8.0 (2025-07)

717 TANA registration tEMPIBLIE. .......c.oieeiieeeeee ettt b et b e b e b et b e bbb 23
7.2 VAL UE cONfiguration QOCUMENT .......cueiueiiterteieterteeete st sttt se et se et e et se e sbesbe e ebesse e ebesbeseenesreseenens 25
721 (€71 PR 25
722 APPHCALTON UNIGUE ID ..ottt bbbt b et bbb b 25
723 DA SITUCLUNE. ...ttt ettt ettt bttt h e e s et e s s bt e s et e sa bt e e an e e sab e e eas e e sab e e e aneeabn e e ameeennneesnneennreeanneennnis 25
724 XML SCREIMIL ..ttt bbbkt h bbbt et e s et e sE e eb e e bt eb e e aeen e e e e eb e e besbeeb e e e e s e nnenras 26
7.25 SEIMIANEICS. ..ttt ettt b et b et bt bkt h e e e e bR SR e R R R £ e R £ e R e R SR e R e eRe R e e e e b e bR e nbe Rt ene e e ennan 27
7.2.6 Y Y o= OSSPSR 28
7.2.7 TANA regiStration tEMPIALE.........cce e s e e s ae e e re e b e e e e be e teeteeneeneeenes 28
Annex A (normative): Parametersfor different operations..........ccccveveiiceeve e 31
A.1 Creating configuration update event SUDSCIIPLION. ..........eiiirerierieieieeeesie e 31
A.l1l LT 0T PRSP 31
A.l2 ClIENt SIE PAMAMELEL'S ...ttt ettt et b et b bt h e bbb e e bt s b et e bt b et b e s e e st b e se e st ebe st e nesbe e e ees 31
A.1l3 SEIVES SIUB PAIAIMELENS. ...ttt sttt ettt b et h e b e h e b seea e b e e e ae e b e s e et e b s e e aeeb e st e b e s e e neebenb e st b e s b et nbe e eneeee 31
A.2 Retrieve VAL UE cONfiguration QataL.........c.cciiieiiiiieie ettt st st a e e 32
A.21 ClHENt SIOE PAIAIMELEN'S ...ttt ettt sttt st h et se e st e beebeeb e et ea e e se e b e s bt eheeb e s bt ehe e e e s e nbesbeebesseene e e ennas 32
Annex B (normative): Parameter Sfor NOtifiCAIONS.........cccuvirieiieieiriresese e 33
= TR R €= 3 1= S SSPRRN 33
B.2  Configuration update NOLITICALION ..........c.eitiriirierieiei e n e 33
Annex C (normative): CoAP resourcerepresentation and encoding .........cooceeeerereneneeneeienenese e 34
LT €7 0 - ST 34
Cl1 RESOUICE URI SIIUCTUIE ...ttt ettt b e et e bt e e b et e sbe e e be e st e e eaneesabeeenneeeneesnneean 34
Cl2 (LS S o) o= = RSSO 34
C.13 ErTOr NANAIING ..ttt bbbt h bbbttt bbbt ae bt b e n e 34
C.l4 Data types applicable to multiple resource repreSENtationS...........cccoeeririeerereeree e 37
Cl41a (€71 PR 37
C.l14.2 Referenced StruCtured JatatyPES .......oiee e e s et te e e s re e be e teeteeneennnennes 37
C.143 Referenced simple data types and ENUMETELIONS ..........ccceieeieeieereeiee e e see e e e ae e sreeaeeeesnee e 37
Cl44 COoMMON SEHUCLUIEA TALALYIES. ...c.veeuvieeieeiesiesiee st e steete et e e e st e e e e e e s saesaeesreesaeeaeenaeesaeesansseesseenseensenneennes 39
Cl44.1 Type: ScheduledCommMUNICaLIONT M. ........ccieieeieeie e e s e se e e e sreere e e ereesteebeesaeeseesneesneennes 39
Cl44.2 QLN e o] =010 39
C.1443 Type: GeographiCal COONTINGLES. ..........ceruireeiirtiieert et bbbt b et 39
C.l444 TYPE GEOGIAPNICATER. ... .ceeeieieetert ettt b bbb bbbt a b et eb bbb 40
C.1445 TYPE POINL ...ttt b e h b s bt h bt e h e b e st b e b et bt b e et b e et b e n e 40
C.1446 Type: POiNtUNCENTAINTYCITCIE ...ttt 40
C.l1447 Type: PoiNtUNCEa NEYEIIPSE ..ot 41
C.14438 TYPE POIYGON ...ttt bbb bbbt b e bt bbbttt b e et b bt b n e 41
C.144.9 QIR 8= 0T 1 1 (1 [ 41
C.14.4.10 Type: POINTATTTUAEUNCEITAINLY ......veeeeieeiceesieee ettt et e st e te e e e teeneesneeenes 41
Cl44.11 QIR 8= =TT 1= oo N o 42
C.l4.4.12 TYPE UNCEITAINTYEITIPSE ..ottt ettt et te et e s se e te e aeeneeenneeneennes 42
C.145 COMMON ENUMETBEIONS ...ttt ettt ettt bt sie st e e e b e sbesbesbeeaeese e e e beabesbeebe e st ese e e e s e besbenbesneensennennes 42
C.l451 Enumeration: SUPPOMEdGADSNEPES. .........c.occuieierieciese e se e e sreeneeenne e 42
C.2 Resource representation and APISTOr VAL uSer Profile........oocevveeeeeieeeeseceesee e 43
c21 SU_USEIPIOFITE AP ...ttt ettt b e st e e e e seesbe s eeeaeeseeaeese e e e seseeseeseeeneeneeeeneas 43
C211 N o LU0 1 SRR 43
C212 RESOUICES. ...ttt ettt ettt et h b e b et e e e s e e s ae e s Re e s Re e sRe e R e e et ean e eseesb e e e b e e s be e reeneennesmnesnes 43
C2121 OVEIVIBW ...ttt sttt sttt sttt e e st et st e s bt s e e st e b e s e e a e e bt sea e e b e s en s e bt e R en s e b e b e s en e b e s es e e beneeneebenaenennn 43
C2122 RESOUICE: USEY PrOfIlES.....ceiiiieeeeieee et ettt et b e bt b ne e 44
c21221 D1 1 (o) o 44
C21222 RESOUICE DEFINITION. ...ttt et b e sa e bt ne e e 44
C.21223 Resource Standard MEhOUS............oiiiiie e e 44
c2123 Resource: INdividual USer Profil@.... ...ttt s 45
C21231 DESCIIILION ...ttt e bbb et h bt e bt b e bbb e bt bt e e bt bt e et bbbt e ens 45
C.21.232 RESOUICE DEFINITION.......eeeieeeese ettt st seesbe e ene e e e es 45

ETSI



3GPP TS 24.546 version 17.8.0 Release 17 5 ETSI TS 124 546 V17.8.0 (2025-07)

C.21233 Resource Standard MEthOUS..........ooeiieieeee e e 45
C213 [ = 1Y oo = P TRPRS 46
C2131 LT 07 S SRRSSRO 46
C.2132 SITUCLUNEH BLA LYPES. ... ettt b et b bbb bt bbb st b b bena e ens 47
c21321 TYPE PrOFITEDIOC ...ttt ettt b e et b e et b et b e 47
C21322 BN/ 8= 01 = 1 TSR a7
C.21.323 BN/ L= (011 = o o SRS 47
C.21324 TYPE VA TAIGEIUE. ...ttt ettt et et e s s e s te e teetesnaeeateenteenaenraesreenaeas 48
C.2133 Simple datatypes and ENUMEFBLIONS ..........ceiieieerieceeceeseese e e etesee e sreesreesteeseesseesseesseeseessesseesseessnns 48
C21331 L= a0 == o @0 Yo Y o= T 48
C214 EITOr HANAIING ...ttt b e et b et b e bbbt b e et bbb e 48
C215 CDDL SPECITICALION ...ttt sttt b e et b et h b et b e s et b e se st eb e e eb e s b e e et e sbeneebesbeneenea 48
C2151 gL 0o (1 1o o PR 48
C.2152 L1015 1o (o o: U0 1= o | (PPN 48
C.216 Y= o R Y o =TT TSSO U SRS P TSP PTS TSP 49
c217 Media Type registration for application/vnd.3gpp.seal-user-profile-info+chor...........ccoooieniininnciee 49
C.3 Resource representation and APISTor UE cOnfigUration ...........ccceeeeieieeieicceese s 50
C31 SU_UBCONTIG AP ...ttt e b bt e Rt b bt e bt n b n et 50
C311 AP URI et bbb h bt b R bR R R e R R e R b 50
C3.12 RESDUICES.......c.ueii i e b e bbb sa e s b b sb e s b aa e 50
C3121 OVEBIVIEW ...ttt e e ettt ae et e e st e aeemeese e tesaeebeeseemeeme e e enteseeebeaaeeaeeneenseeeseesbesneeseeneensensans 50
C3.122 RESOUICE: UE CONFIQUIBLIONS.....c.vieeiiitieetiitesieieste sttt et sttt et sa e eb b nnene 51
C31l221 DESCIIILION ...ttt e bbb et h bt e bt b e bbb e bt bt e e bt bt e et bbbt e ens 51
C3.1222 RESOUICE DEFINITION.......eieieeeee ettt e et e sre st e sneene e e eneees 51
C3.1223 Resource Standard MEthOUS..........ooeiiiieeee e e 51
C31.23 Resource: Individual UE ConfigUIalioN...........ueiieiieeiiieiecie e sieeste e e e seestessaesnaessaeseees 52
C31.231 [0 1-= o oo o 52
C31.232 RESOUICE DEFINITION.......eeecieitireeieriere e n e nr s 52
C3.1.233 Resource Standard MEthOUS ..........cccovirieiiier e 53
C.313 (DL 2= 1Y oo L= ST SO ST PE PSPPSR 54
C3131 GENETA ...ttt R R R e R R e R R e R R e R bR b e Rt 54
C3.13.2 SITUCLUrEH BLA LYPES. ... ettt ettt b et b bbb et b st b b bena e ens 55
C31321 TYPE UECONTIGDOC ...ttt sttt sttt et sttt st eb e bbbt b bt eb e ne et b bbb 55
C3.1322 TYPE UBCONTIG ...ttt b e et b bbbt eb e bt eb et b e bbb 55
C3.13.23 TYPE VAIUEIAS ...ttt ettt bbb et b e 55
C3.1324 TYPE IMEIRBNGE ...ttt ettt b bbb e bt b st bt bt b e b ne et b b et b b 56
C3.1325 TYPE: SITRANGE ...ttt e e r e et b e n e resr e r et een e enes 56
C3133 Simple data types and ENUMEFELIONS ..........ceiieieerieieeeeeseese e e ete e esreesreeseeesaesaeesseesseensessaesseesseesenns 56
C31331 S T o L= o= Y 0= SR 56
C314 T 0] =T o | o P 56
C.315 CDDL SPECITICALION ...ttt b b st b e s bt e b e e bt nn b e nna 56
C3151 F 01170 18t (o o HO ST T SR TT SR PRS 56
C3.15.2 L1515 1o (o o: U0 1= o | (S PSSRSUSN 57
C3.16 = o R Y o =TSSR PP PSSP 57
C3.17 Media Type registration for application/vnd.3gpp.seal-ue-config-info+chor ... 58
Annex C (informative): Change NISLONY ........ccuiiiiiiieieeee et nre s 59
L 11 (TP TP PR PRPRPRTROTN 60

ETSI



3GPP TS 24.546 version 17.8.0 Release 17 6 ETSI TS 124 546 V17.8.0 (2025-07)

Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall indicates a mandatory requirement to do something
shall not indicates an interdiction (prohibition) to do something

The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in
Technical Reports.

The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their useis avoided
insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced,
non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a
referenced document.

should indicates a recommendation to do something
should not indicates a recommendation not to do something
may indicates permission to do something

need not indicates permission not to do something

The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions
"might not" or "shall not" are used instead, depending upon the meaning intended.

can indicates that something is possible
cannot indicates that something isimpossible
The constructions "can" and "cannot” are not substitutes for "may" and "need not".

will indicates that something is certain or expected to happen as aresult of action taken by an agency
the behaviour of which is outside the scope of the present document

will not indicates that something is certain or expected not to happen as aresult of action taken by an
agency the behaviour of which is outside the scope of the present document

might indicates a likelihood that something will happen as aresult of action taken by some agency the
behaviour of which is outside the scope of the present document
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might not indicates a likelihood that something will not happen as a result of action taken by some agency
the behaviour of which is outside the scope of the present document
In addition:
is (or any other verb in the indicative mood) indicates a statement of fact
isnot (or any other negative verb in the indicative mood) indicates a statement of fact

The constructions"is" and "is not" do not indicate requirements.
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1 Scope

The present document specifies the protocol aspects for the configuration management capability of SEAL to support
vertical applications (e.g. V2X) over the 3GPP system.

The present document is applicable to the User Equipment (UE) supporting the configuration management client
functionality as described in 3GPP TS 23.434 [2], to the application server supporting the configuration management
server functionality as described in 3GPP TS 23.434 [2] and to the application server supporting the vertical application
server (VAL server) functionality as defined in specific vertical application service (VAL service) specification.

NOTE: The specification of the VAL server for aspecific VAL service isout of scope for present document.
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3 Definitions of terms and abbreviations
3.1 Terms

For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term
defined in the present document takes precedence over the definition of the sameterm, if any, in 3GPP TR 21.905 [1].

SEAL configuration management client: An entity that provides the client side functionalities corresponding to the
SEAL configuration management service.

SEAL configuration management server: An entity that provides the server side functionalities corresponding to the
SEAL configuration management service.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.434 [2] apply:

SEAL client

SEAL server

SEAL service

VAL server

VAL service

VAL user

Vertical

Vertical application
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3.2 Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
3GPP TR 21.905 [1].

MIME Multipurpose Internet Mail Extensions

SCM-C SEAL Configuration Management Client

SCM-S SEAL Configuration Management Server

SEAL Service Enabler Architecture Layer for verticals
4 General description

Configuration management is a SEAL service that provides the configuration management related capabilities to one or
more vertical applications. The present document enables a SEAL configuration management client (SCM-C) and a
VAL server to manage configuration datain a SEAL configuration management server (SCM-S).

5 Functional entities

5.1 SEAL configuration management client (SCM-C)

The SCM-C functional entity acts as the application client for configuration related transactions.
To be compliant with the HT TP procedures in the present document the SCM-C:

- shall support the role of XCAP client as specified in IETF RFC 4825 [3];

- shall support the role of XDMC as specified in OMA OMA-TS-XDM_Core-V2_1[4];

- shall support the proceduresin clause 6.2.2;

- shall support the proceduresin clause 6.2.3;

- shall support the proceduresin clause 6.2.4;and

- shall support the proceduresin clause 6.2.5.
To be compliant with the CoAP procedures in the present document the SCM-C:

- shall support the role of CoAP client as specified in IETF RFC 7252 [12];

- shall support the capability to observe resources as specified in IETF RFC 7641 [14];

- shall support the block-wise transfer as specified in IETF RFC 7959 [13];

- may support the robust block transfer as specified in IETF RFC 9177 [21];

- should support CoAP over TCP and Websocket as specified in IETF RFC 8323 [15];

- shall support CBOR encoding as specified in IETF RFC 8949 [17];

- shall support the proceduresin clause 6.2.2;

- shall support the proceduresin clause 6.2.3;

- shall support the proceduresin clause 6.2.4;and

- shall support the proceduresin clause 6.2.5

NOTE 1: The security mechanism to be supported for the CoAP proceduresis described in 3GPP TS 24.547 [5].
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NOTE 2: Support for TCP for the CoAP proceduresis required if the client connects over the network which blocks

or impedes the use of UDP, e.g. when NATs are present in the communication path.

NOTE 3: The CoAP protocol supports mechanism for reliable message exchange over UDP. Use of TCP can aso

be beneficial if reliable transport is required for other reasons, e.g. better observability of resources.
Usage of COAP over TCP is an implementation choice.

NOTE 4: Support for the robust block transfer mechanism for the CoAP proceduresis beneficial in environments

5.2

where packet lossis highly asymmetrical and where performance optimization of block transfersis
required.

SEAL configuration management server (SCM-S)

The SCM-Sisafunctional entity used to configure one or more vertical applications with 3GPP system related vertical
applications provisioning information and configure data on the SEAL configuration management client.

To be compliant with the HT TP procedures in the present document the SCM-S:

shall support the role of XCAP server as specified in IETF RFC 4825 [3];

shall support the role of XDM S as specified in OMA OMA-TS-XDM_Core-V2_1[4];
shall support the proceduresin clause 6.2.2;

shall support the proceduresin clause 6.2.3;

shall support the proceduresin clause 6.2.4;

shall support the proceduresin clause 6.2.5.

To be compliant with the CoAP procedures in the present document the SCM-C:

shall support the role of CoAP server as specified in IETF RFC 7252 [12];

shall support the capability to observer resources as specified in IETF RFC 7641 [14];
shall support the block-wise transfer as specified in IETF RFC 7959 [13];

shall support the robust block transfer as specified in IETF RFC 9177 [21];

shall support CoAP over TCP and Websocket as specified in IETF RFC 8323 [15];
shall support CBOR encoding as specified in IETF RFC 8949 [17];

shall support the proceduresin clause 6.2.2;

shall support the proceduresin clause 6.2.3;

shall support the procedures in clause 6.2.4;and

shall support the proceduresin clause 6.2.5.

NOTE: The security mechanism to be supported for the CoAP proceduresis described in 3GPP TS 24.547 [5]
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6 Configuration management procedures
6.1 General
6.2 On-network procedures

6.2.1 General

6.2.1.1 Authenticated identity in HTTP request

Upon receiving an HTTP request, the SCM-S shall authenticate the identity of the sender of the HTTP request as
specified in 3GPP TS 24.547 [5], and if authentication is successful, the SCM-S shall use the identity of the sender of
the HT TP request as an authenticated identity.

6.2.1.2 Authenticated identity in CoOAP request

Upon receiving an CoAP request, the SCM-S shall authenticate the identity of the sender of the CoOAP request as
specified in 3GPP TS 24.547 [5], and if authentication is successful, the SCM-S shall use the identity of the sender of
the CoAP request as an authenticated identity.

6.2.2 Common procedures

6.2.2.1 Management of configuration update event subscription
6.2.2.1.1 SIP based procedures
6.2.2.1.1.1 General

The VAL service will use the same identity which has been authenticated by VAL service with SIP core using SIP
based REGISTER message. If VAL service do not support SIP protocol, then HT TP based method needs to be used.

The SCM-C shall use mechanism provided by VAL service to add access-token in SIP messages. The SCM-S shall
identify the originating VAL user ID from the access-token received from SCM-C using the mechanism defined in
VAL service specification.

6.2.2.1.1.2 Create subscription

In order to subscribe to notification of changes of one or more group documents of VAL groups identified by VAL
group IDs, a SCM-C shall send aninitial SIP SUBSCRIBE request to the network according to the UE originating
procedures specified in 3GPP TS 24.229 [8] and IETF RFC 5875 [9]. In the initial SIP SUBSCRIBE request, the SCM-
C

a) shall set the Request-URI to the configured public service identity for performing subscription proxy function of
the SCM-S;

b) shall include the ICSI value "urn:urn-7:3gpp-service.ims.icsi.sea” (coded as specified in 3GPP TS 24.229 [9]),
in a P-Preferred-Service header field according to IETF RFC 6050 [10];

¢) shall include the g.3gpp.icsi-ref mediafeature tag containing the value of "urn:urn-7:3gpp-service.ims.icsi.seal"
in the Contact header field;

d) shall include an application/resource-liststxml MIME body. In the application/resource-lists+xml MIME body,
the SCM-C shall include one <entry> element for each configuration document to be subscribed to, such that the
"uri" attribute of the <entry> element contains a relative path reference to XCAP URI identifying an XML
document to be subscribed to;
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e) if the VAL server wantsto fetch the current state only, shall set the Expires header field according to
IETF RFC 6665 [11], to zero. Otherwise, shall set the Expires header field to the duration for which VAL user
has requested for subscription;

Upon reception of aninitial SIP SUBSCRIBE request:
a) with the Event header field set to xcap-diff;

b) with the Request-URI set to own public service identity for performing subscription proxy function of the SCM-
S,

¢) with an application/resource-liststxml MIME body; and

d) withthe ICSI value "urn:urn-7:3gpp-service.ims.icsi.seal" (coded as specified in 3GPP TS 24 229 [8]), in aP-
Asserted-Service header field according to IETF RFC 6050 [10];

the SCM-S:

d) shal identify the originating VAL user ID and shall use the originating VAL user ID as an authenticated identity
when performing the authorization;

b) if the authenticated identity is not authorized to subscribe to notification of changes of any resource in the
application/resource-lists+xml MIME body, shall reject the request with a SIP 403 (Forbidden) response and
shall not continue with rest of the steps;

€) act asanoatifier according to IETF RFC 5875 [9].

6.2.2.1.1.3 Modify subscription

In order to modify or refresh subscription, the SCM-C shall send SIP re-SUBSCRIBE request on the same dialog as the
existing subscription, and with the same "Event" header. The SCM-C shall follow the steps specified in
clause 6.2.2.1.1.2.1 to create SIP SUBSCRIBE request.

Upon reception of a SIP re-SUBSCRIBE request:

a) with the Event header field set to xcap-diff; and

b) with an application/resource-lists+xml MIME body;
the SCM-S:

a) act asanotifier according to IETF RFC 5875 [9].

6.2.2.1.1.4 Delete subscription

In order to delete the subscription, the SCM-C shall send SIP re-SUBSCRIBE request on the same dialog as the existing
subscription, and with the same "Event" header. The SCM-C shall follow the steps specified in clause 6.2.2.1.1.2.1 to
create SIP SUBSCRIBE request with following clarification:

a) shall set the Expires header field to zero.

Upon reception of a SIP re-SUBSCRIBE request:
a) with the Event header field set to xcap-diff; and
b) with Expires header field set to zero;

the SCM-S:

a) actasanotifier according to IETF RFC 5875 [9].
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6.2.2.1.2 HTTP based procedures

6.2.2.1.2.1 Creating subscription

Upon successful service authorization of the VAL service, the SCM-C shall create a subscription for configuration
events by sending an HTTP POST request to the SCM-S. Inthe HTTP POST request, the SCM-C:

a) shall set the Request URI to the URI of the SCM-S appended with VAL service identity and the value
"/configurationEventsSubscription”;

b) shall include the Host header with public user identity of SCM-S;

¢) shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the
"bearer" token type as specified in IETF RFC 6750 [6]; and

¢) include the parameters specified in clause A.1.2 serialized into a JavaScript Object Notation (JSON) structure as
specified in IETF RFC 7159 [7].

Upon reception of an HTTP POST request from SCM-C where the Request-URI of the HTTP POST request contains
"/configurationEventsSubscription™, the SCM-S:

a) shall determine theidentity of the sender of the received HTTP POST request as specified in clause 6.2.1.1, and:

1) if theidentity of the sender of the received HTTP POST request is not authorized user, shall respond with an
HTTP 403 (Forbidden) response to the HTTP POST request and skip rest of the steps;

b) shall generate unique subscription identity and store the subscription details for the authorized user; and

¢) shall send an HTTP 200 (OK) response including parameters specified in clause A.1.3.

6.2.2.1.2.2 Modify a subscription

Upon receiving a request from VAL user to modify existing subscription identified with unique subscription identity,
the SCM-C:

a) shall generate an HTTP PUT request. Inthe HTTP PUT request:

1) shall set the Request URI to the same Request URI used while creating subscription in clause 6.2.2.1.2.1.1
appended with subscription identity;

2) shall include the Host header with public user identity of SCM-S;

3) shal include an Authorization header field with the "Bearer" authentication scheme set to an access token of
the "bearer" token type as specified in IETF RFC 6750 [6]; and

4) include the parameters specified in clause A.1.2 serialized into a JavaScript Object Notation (JSON) structure
as specified in IETF RFC 7159 [7].

b) shall send the HTTP PUT request to the SCM-S.

Upon reception of an HTTP PUT request from SCM-C where the Request-URI of the HTTP PUT request contains
"/configurationEventsSubscription” appended with subscription identity, the SCM-S:

a) shall determine the identity of the sender of the received HTTP PUT request as specified in clause 6.2.1.1, and:

1) if theidentity of the sender of the received HTTP PUT request is not authorized user, shall respond with an
HTTP 403 (Forbidden) responseto the HTTP PUT request and skip rest of the steps;

b) shall determine whether subscription for configuration events exists or not based on received subscription
identity in request URI; and

1) if subscription does not exist, shall respond with an HTTP 406 (Not Acceptable) responseto the HTTP PUT
request and skip rest of the steps;

¢) shall update the subscription details based on received parameters from the HTTP PUT request; and
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d) shall send an HTTP 200 (OK) response including parameters specified in clause A.1.3.

6.2.2.1.2.3 Delete a subscription

Upon receiving arequest from VAL user to delete existing subscription identified with unique subscription identity, the
SCM-C:

a) shall generate an HTTP DELETE request. Inthe HTTP DELETE request:

1) shall set the Request URI to the same Request URI used while creating subscription in clause 6.2.2.1.2.1.1
appended with subscription identity;

2) shall include the Host header with public user identity of SCM-S; and

3) shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of
the "bearer" token type as specified in IETF RFC 6750 [6]; and

b) shal send the HTTP DELETE request to the SCM-S.

Upon reception of an HTTP DELETE request from SCM-C where the Request-URI of the HTTP DELETE request
contains "/configurationEventsSubscription” appended with subscription identity, the SCM-S:

a) shall determine the identity of the sender of the received HTTP DELETE request as specified in clause 6.2.1.1,
and:

1) if theidentity of the sender of the received HTTP DELETE request is not authorized user, shall respond with
an HTTP 403 (Forbidden) response to the HTTP DELETE request and skip rest of the steps;

b) shall determine whether subscription for configuration events exists or not based on received subscription
identity in request URI; and

1) if subscription does not exist, shall respond with an HTTP 406 (Not Acceptable) response to the HTTP
DELETE request and skip rest of the steps;

c) shall delete the subscription details based on received parameters from the HTTP DELETE request; and

d) shall send an HTTP 200 (OK) response to the SCM-C.
6.2.2.1.3 CoAP based procedures

6.2.2.1.3.1 General
CoAP based procedures shall use the mechanisms to observe aresource as specified in IETF RFC 7641 [14].

NOTE: CoAP "observe" mechanism uses the principle of eventual consistency where an intermediate state
change can be lost when UDP isused. If it iscritical for the client to receive every change in the resource
state (and not just the latest state), TCP can be used to avoid missing notifications.

6.2.2.1.3.2 Create a subscription

In order to subscribe to changes of a configuration document the SCM-C shall send an extended CoAP GET request
with the CoOAP URI set to the URI of an observable configuration document and with the Observe option set to 0
(Register) as specified in IETF RFC 7641 [14].

Upon reception of such an extended CoAP request from SCM-C where the CoOAP URI of the request points at an
observable configuration document and with the Observe option set to 0 (Register), the SCM-S:

a) shall perform the steps as for anormal CoAP GET request for a configuration document as defined in
clause 6.2.4.4 for VAL UE configuration and in clause 6.2.4.4 for VAL user profile;

b) shall register the SCM-C as an observer as per IETF RFC 7641 [14]; and

¢) shall send a CoAP 2.05 (Content) response including the current content of the resource and the Observer option
with theinitial sequence number of the notifications.
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6.2.2.1.3.3 Delete a subscription

In order to unsubscribe from changes of a configuration document the SCM-C shall send a CoAP GET request
matching the CoAP GET request used to create the subscription but with the Observe option set to 1 (Deregister) as
specified in IETF RFC 7641 [14].

Upon reception of a CoAP GET that matches an active subscription but with the Observe option set to 1 (Deregister),
the SCM-S:

a) shall perform the steps as for anormal CoAP GET request for a configuration document as defined in
clause 6.2.4.4 for VAL UE configuration and in clause 6.2.4.4 for VAL user profile;

b) shall deregister the SCM-C as an observer as per IETF RFC 7641 [14]; and

¢) shall send a CoAP 2.05 (Content) response including the current content of the resource and shall not include the
Observer option.

6.2.2.2 Notifications
6.2.2.2.1 SIP based procedures
6.2.2.2.1.1 Client procedure

Upon receiving a SIP NOTIFY request associated with a subscription created as result of the sent initial SIP
SUBSCRIBE request, the SCM-S:

a) shall handlethe SIP NOTIFY request according to IETF RFC 5875 [9].

6.2.2.2.1.2 Server procedure

In order to send notification of group document update event, the SCM-S shall send SIP NOTIFY to SCM-C according
to IETF RFC 5875 [9].

6.2.2.2.2 HTTP based procedures

6.2.2.2.2.1 Receiving configuration update notification

Upon receiving an HTTP POST request over a Callback-URI | which was given to SCM-S at time of the configuration
update event subscription message, the SCM-C:

a) shall validate the subscription identity received in the "Identity" parameter of the HTTP POST request. If the
subscription identity is not valid, the SCM-C:

1) shall send an HTTP 406 (Not Acceptable) response and skip rest of the steps;
b) shall send an HTTP 200 (OK) message; and
¢) shal notify the VAL user about the modification of configuration document based on the "Event" parameter.

Based on VAL user's request, the SCM-C may also retrieve the configuration document as specified in clause 6.2.3 or
in clause 6.2.4.

6.2.2.2.2.2 Sending group modify notification

Upon successful modification of VAL user profile document or VAL UE configuration document, the SCM-S sends a
notification to SCM-C. The SCM-S:

a) shall check whether valid configuration update event subscription exists for event
SUBSCRIBE_USER_PROFILE_MODIFICATION (0x01) OR SUBSCRIBE_UE_CONFIG_MODIFICATION
(0x02) as defined in clause A.1.2 or not;

1) if valid subscription does not exist, shall skip rest of the steps;
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b) shall generate an HTTP POST message to notify configuration update notification. In HTTP POST message:
1) shall set the request URI to the Callback-URI received in the creating subscription procedure;
2) shall set the Content-Type header to "application/json”; and

3) shall include an HTTP request entity-body with the parameters specified in clause B.2 serialized into a
JavaScript Object Notation (JSON) structure; and

c) shall sent an HTTP POST request towards SCM-C.
6.2.2.2.3 CoAP based procedures

6.2.2.2.3.1 Client procedure

Upon receiving a CoAP 2.05 (Content) response that matches the extended CoAP GET request which initiated the
subscription and which contains the Observe option, the SCM-C:

a) shall handle the response according to IETF RFC 7641 [14]; and

b) shall notify the VAL user about the modification of the configuration document.

6.2.2.2.3.2 Server procedure

In order to send a notification when the configuration document is modified, the SCM-S shall send a CoAP 2.05
(Content) response to SCM-C containing the modified document and the Observe option according to

IETF RFC 7641 [14]. The Content-Format specified in a 2.xx notification shall be the same as the one used in the initial
response to the GET request received for the subscription.

6.2.3 VAL UE configuration data

6.2.3.1 SCM client HTTP procedure

Upon receiving arequest from the VAL user to retrieve a VAL UE configuration data, the SCM-C shall send an HTTP
GET request to the SCM-S according to procedures specified in IETF RFC 4825 [3] "Fetch a Document”. InHTTP
GET request, the SCM-C:

a) shall set the Request-URI to a XCAP URI identifying the XML document to be retrieved. In the Request-URI:
1) the"XCAP Root" is set to the URI of the SCM-S;
2) the"auid" is set to specific VAL service identity; and
3) the document selector is set to adocument URI pointing to the VAL UE configuration document;

b) shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the
"bearer" token type as specified in IETF RFC 6750 [6]; and

¢) may include the parameters specified in clause A.2.1 serialized into a JavaScript Object Notation (JSON)
structure as specified in IETF RFC 7159 [7]
6.2.3.2 SCM server HTTP procedure

Upon reception of an HTTP GET request where the Request-URI of the HTTP GET request identifiesa UE
configuration document as specified in the specific vertical application, the SCM-S:

a) shall determine the identity of the sender of the received HTTP GET request as specified in clause 6.2.1.1, and:

1) if theidentity of the sender of the received HTTP GET request is not authorized to fetch requested
configuration document, shall respond with a HTTP 403 (Forbidden) response to the HTTP GET request and
skip rest of the steps; and
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b) shall support handling an HTTP GET request from a SCM-C according to procedures specified in
IETF RFC 4825 [3] "GET Handling".

6.2.3.3 SCM client CoAP procedure

Upon receiving arequest from the VAL user to retrieve a VAL UE configuration data, the SCM-C shall send a CoAP
GET request to the SCM-S. In the CoOAP GET request, the SCM-C:

a) shall set the CoAP URI identifying the user profile document to be retrieved according to the resource API
definition in Annex C.3.1:

1) the"apiRoot" is set to the SCM-S URI;
2) the"valServiceld" is set to specific VAL service;

3) if the SCM-C does not know the "ueConfigDocld" of the UE configuration document at the SGM-S, the
SCM-C shall make a GET request for the UE Configurations as described in Annex C.3.1.2.2.3.1 and shall
set applicable query parameters defined in table C.3.1.2.2.3.1-1; and

4) if the SCM-C knows the "ueConfigDocld" of the UE configuration document at the SGM-S, the SCM-C
shall make a GET request for the Individual UE Configuration as described in Annex C.3.1.2.3.3.1, and shall
set "ueConfigDocld" to point to the VAL UE configuration document; and

b) shall send the request protected with the relevant ACE profile (OSCORE profile or DTLS profile) as described
in 3GPP TS 24.547 [5].

6.2.3.4 SCM server CoAP procedure

Upon reception of an CoAP GET request where the CoAP URI of the request identifies UE Configurations resource as
described in Annex C.3.1.2.2.3.1, the SCM-S:

a) shall determine theidentity of the sender of the received CoAP GET reguest as specified in clause 6.2.1.2, and:

1) if the sender is not authorized to fetch the requested UE configuration document(s), shall respond with a
CoAP 4.03 (Forbidden) response to the CoOAP GET request and skip rest of the steps;

b) shall support handling a CoAP GET request from a SCM-C according to procedures specified in
IETF RFC 7252 [12];

c) shall check if the resource exists for the given VAL service, and:
1) if the resource does not exist, shall return a4.04 (Not found) response and skip rest of the steps; and

d) shall return a2.05 (Content) response including all the UE configuration documents found for the given values
of the query parameters defined in table C.3.1.2.2.3.1-1.

Upon reception of an CoAP GET request where the CoAP URI of the request identifies Individual UE Configuration
resource as described in Annex C.3.1.2.3.3.1, the SCM-S:

a) shall determine the identity of the sender of the received CoAP GET request as specified in clause 6.2.1.2, and:

1) if the sender is not authorized to fetch the requested UE configuration document, shall respond with a CoAP
4.03 (Forbidden) response to the CoOAP GET request and skip rest of the steps;

b) shall support handling a CoAP GET request from a SCM-C according to procedures specified in
IETF RFC 7252 [12]; and

¢) shall check if the resource pointed at by the CoAP URI exists and:
1) if it exists, shall return the UE configuration document in a 2.05 (Content) response; or

2) otherwise, shall return a4.04 (Not found) response.
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6.2.4 VAL user profile data

6.24.1 SCM client HTTP procedure

Upon receiving arequest from the VAL user to retrieve a VAL user profile data, the SCM-C shall send an HTTP GET
request to the SCM-S according to procedures specified in IETF RFC 4825 [3] "Fetch a Document”. INnHTTP GET
regquest, the SCM-C:

a) shall set the Request-URI to a XCAP URI identifying the XML document to be retrieved. In the Request-URI:
1) the"XCAP Root" is set to the URI of the SCM-S;
21)the "auid" is set to specific VAL service identity; and
3) the document selector is set to adocument URI pointing to the VAL user profile document; and

b) shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the
"bearer" token type as specified in IETF RFC 6750 [6].

6.2.4.2 SCM server HTTP procedure

Upon reception of an HTTP GET request where the Request-URI of the HTTP GET request identifies a user profile
document as specified in the specific vertical application, the SCM-S follow the procedure as described in
clause 6.2.3.2.

6.2.4.3 SCM client CoAP procedure

Upon receiving a request from the VAL user to retrieve a VAL user profile data, the SCM-C shall send a CoAP GET
request to the SCM-S. In the CoAP GET request, the SCM-C:

a) shall set the CoOAP URI identifying the user profile document to be retrieved according to the resource API
definition in Annex C.2.1:

1) the"apiRoot" is set to the SCM-S URI;
2) the"valServiceld" is set to specific VAL service;

3) if the SCM-C does not know the "profileDocld" of the user profile document at the SGM-S, the SCM-
Cshall use the User Profiles resource GET, as described in Annex C.2.1.2.2.3.1, and shall set val-tgt-ue to
either the VAL user identity or VAL UE identity; and

4) if the SCM-C knows the "profileDocld" of the user profile document at the SGM-S, the SCM-C shall use
the Individual User Profile resource GET, as described in Annex C.2.1.2.3.3.1, and shall set
"profileDocld" to point to the VAL user profile document; and

b) shall send the request protected with the relevant ACE profile (OSCORE profile or DTLS profile) as described
in 3GPP TS 24.547 [5].

6.2.4.4 SCM server CoAP procedure

Upon reception of an CoAP GET request where the CoAP URI of the request identifies User Profiles resource as
described in Annex C.2.1.2.2.3.1, the SCM-S:

a) shall determine theidentity of the sender of the received CoAP GET reguest as specified in clause 6.2.1.2, and:

1) if theidentity of the sender of the received CoAP GET request is not authorized to fetch requested user
profile document(s), shall respond with a CoAP 4.03 (Forbidden) response to the CoAP GET request and
skip rest of the steps;

b) shall support handling a CoAP GET request from a SCM-C according to procedures specified in
IETF RFC 7252 [12]; and

c) shall check if the resource exists for the given VAL service, and:
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1) if the resource does not exist, shall return a4.04 (Not found) response and skip rest of the steps;

d) shall return a2.05 (Content) response including all the user profile documents found for the given VAL user or
VAL UE giveninthe query parameter.

Upon reception of an CoAP GET request where the CoAP URI of the request identifies Individual User Profile resource
as described in Annex C.2.1.2.3.3.1, the SCM-S:

a) shall determine the identity of the sender of the received CoAP GET request as specified in clause 6.2.1.2, and:

1) if theidentity of the sender of the received CoAP GET request is not authorized to fetch requested user
profile document, shall respond with a CoAP 4.03 (Forbidden) response to the CoOAP GET request and skip
rest of the steps,

b) shall support handling a CoAP GET request from a SCM-C according to procedures specified in
IETF RFC 7252 [12]; and

c) shall check if the resource pointed at by the CoAP URI exists and:
1) if it exists, shall return the user profile document in the 2.05 (Content) response; or

2) otherwise, shall return a4.04 (Not found) response.
6.2.5 Update VAL user profile data

6.25.1 SCM client HTTP procedure

Upon receiving a request from the VAL user to update the VAL user profile configuration document, the SCM-C shall
create an XML document as specified in coding of the specific vertical application and shall send the XML document to
the SCM-S according to procedures specified in IETF RFC 4825 [3] "Create or Replace a Document”. Inthe HTTP
POST request, the SCM-C:

a) shall set the Request URI to a XCAP URI identifying an XML document to be updated. In the Request-URI:
1) the"XCAP Root" is set to the URI of the SCM-S;
2) the"auid" is set to specific VAL service identity; and
3) the document selector is set to the VAL user profile;

b) shall include an Authorization header field with the "Bearer" authentication scheme set to an access token of the
"bearer" token type as specified in IETF RFC 6750 [6];

¢) shall include a Content-Type header field set to "application/vnd.3gpp.sea -user-profile-info+xml"; and

d) shall include an application/vnd.3gpp.sea -user-profile-info+xml MIME body and in the <seal-user-profile> root
element:

1) may include <profile-name> element indicating name of the profile;
2) may include <status> element indicating status of the profile;

3) may include <is-default> element indicating that the current profile is the selected profile for the requesting
user;

5) shall include <profile-configuration> element as specified in clause 7; and

5) shall include "user-profile-index" attribute indicating the unique profile number.

6.2.5.2 SCM server HTTP procedure

Upon reception of an HTTP PUT request where the Request-URI of the HTTP PUT request identifiesan XML
document as specified in the specific vertical application, the SCM-S:

a) shall determine theidentity of the sender of the received HTTP PUT reguest as specified in clause 6.2.1.1, and:

ETSI



3GPP TS 24.546 version 17.8.0 Release 17 21 ETSI TS 124 546 V17.8.0 (2025-07)

1) if theidentity of the sender of the received HTTP PUT request is not authorized to update the configuration
document, shall respond with aHTTP 403 (Forbidden) response to the HTTP PUT request and skip rest of
the steps; and

b) shall support receiving an XML document as specified in application usage of the specific vertical application
according to procedures specified in IETF RFC 4825 [3] "PUT Handling".

6.2.5.3 SCM client CoAP procedure

Upon receiving arequest from the VAL user to update the VAL user profile configuration document, the SCM-C shall
send a CoAP PUT request to the SCM-S. In the CoAP PUT request, the SCM-C:

a) shall set the CoAP URI identifying the user profile document to be updated according to the resource definition
inclause C.2.1.2.3.2:

1) the"apiRoot" is set to the SCM-S URI;

2) the"valServiceld" is set to specific VAL service; and

3) the"profileDocld" to point to the VAL user profile document;
b) shall include Content-Format option set to "application/vnd.3gpp.seal -user-profile-info+chor";
¢) shall include "ProfileDoc" object with "profilelnformation" which:

1) may contain "profileName" element indicating name of the profile;

2) shall contain "status" element indicating status of the profile;

3) may contain "isDefault" element indicating that the current profile is the selected profile for the requesting
user; and

4) shall contain "profileConfig" elements; and
d) shall send the request protected with the relevant ACE profile (OSCORE profile or DTLS profil€) as described
in 3GPP TS 24.547 [5].
6.2.5.4 SCM server CoAP procedure

Upon reception of an CoAP PUT request where the CoAP URI of the request identifies Individual User Profile resource
asdescribed in Annex C.2.1.2.3.3.2, the SCM-S:

a) shall determine the identity of the sender of the received CoAP PUT request as specified in clause 6.2.1.2, and:

1) if theidentity of the sender of the received COAP PUT request is not authorized to update requested user
profile document(s), shall respond with a CoAP 4.03 (Forbidden) response to the CoAP PUT request and
skip rest of the steps;

b) shall support handling an CoAP PUT request from a SCM-C according to procedures specified in
IETF RFC 7252 [12]; and

c) shall replace the user profile documents pointed at by the CoAP URI with the "ProfileDoc" received in the
request.

6.3 Off-network procedures

The off-network procedures are out of scope of the present document in this release of the specification.
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7.1
7.1.1

7.1.2

Coding

VAL user profile document
General

Application unique ID

The AUID shall be set to the VAL service ID as specified in specific VAL service specification.

7.1.3

Data structure

The <seal-user-profile> element shall be the root element of the VAL user-profile configuration document.

The <seal-user-profile> element:

a) may include a<profile-name> element;

b) may include a <status> element;

¢) may include a <is-default> element;

d) shall include a <profile-configuration> element;

1) may include a <common> element;

2) may include a <on-network> element;

3) may include a <off-network> element; and

€) shall include a"user-profile-index" attribute; and

f) may include any other attribute for the purposes of extensibility.

7.1.4

XML Schema

The seal user profile configuration document shall be composed according to the following XML schema:

<?xm version="1.0" encodi ng="UTF-8"?>

<xs:schema

xm ns="ur n: 3gpp: ns: seal : Seal UserProfile:1.0"
t ar get Namespace="ur n: 3gpp: ns: seal : Seal User Profil e: 1. 0"

xm ns: xs=

"http://ww. w3. or g/ 2001/ XM_Schema"

xm ns: seal up="urn: 3gpp: ns: seal : Seal UserProfile:1.0"
el emrent For nDef aul t =" qual i fi ed"
attri but eFor nDef aul t ="unqual i fi ed">

<xs:inmport namespace="http://wwm. w3. or g/ XM/ 1998/ nanespace"
schemaLocati on="htt p://ww. w3. or g/ 2001/ xm . xsd"/ >

<xs:el ement nane="seal -user-profile">
<xs: conpl exType>
<xs: choi ce mi nCccurs="1" maxCccur s="unbounded" >
el enent name="profil e-nanme" type="seal up: NanmeType"/ >

<XS:
<XS:
<XS:
<XS:
<XS:
<XS:

el enent name="status" type="xs:bool ean"/>
el enent nane="is-default" type="xs:bool ean"/>

el enent nane="profile-configuration" type="seal up: Profil eConfigurationType"/>

el enent nane="anyExt" type="seal up: anyExt Type"
any namespace="##ot her" processContents="I|ax"

</ xs: choi ce>
<xs:attribute nane="user-profil e-index" type="xs:unsignedByte" use="required"/>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: conpl exType>
</ xs: el enent >
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<xs: conpl exType name="NaneType">
<xs: si nmpl eCont ent >
<xs: extensi on base="xs:token">
<xs:attribute ref="xm:lang"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

<xs: conpl exType name="Profil eConfigurati onType">
<xs: choi ce m nCccurs="1" maxCQccurs="unbounded" >
<xs: el ement name="conmon" type="seal up: CommonType"/ >
<xs: el ement name="on-network" type="seal up: OnNet wor kType"/ >
<xs:el ement nanme="of f- networ k" type="seal up: O f Net wor kType"/ >
<xs:el ement nanme="anyExt" type="seal up: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: choi ce>
</ xs: conpl exType>
<xs: conpl exType nanme="CommonType" />
<xs: conpl exType nanme="OnNet wor kType" />
<xs: conpl exType nanme="Of f Net wor kType" />
<xs: conpl exType name="anyExt Type">
<Xs: sequence>
<xs:any nanmespace="##any" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: schema>

7.1.5 Semantics
The <seal-user-profile> element is the root element of the XML document.

The <profile-name> element of <seal-user-profile> element specifies the name of the SEAL user profile configuration
document.

The <status> element of <seal-user-profile> element is of type "Boolean" and indicates whether this particular SEAL
user profileis enabled or disabled. If the <seal-user-profile> element is not present in the <seal-user-profile> element,
then the user profileis considered as disabled.

The <is-default> element of <seal-user-profile> element is of type "Boolean" and indicates whether this particular
SEAL user profileis default profile for VAL user or not. If the <is-default> element is not present in the <seal-user-
profile> element, then the user profileis considered as not being default profile for VAL user.

The "user-profile-index™ attribute of <seal-user-profile> element contains a positive number which provides profileid.
This attribute is used only when multiple user-profile for aVAL user is supported.

The <profile-configuration> element of <seal-user-profile> element contains actual profile configuration. The VAL
application which uses SEAL user-profile may provide its own profile configuration specific to VAL application.

The VAL service may further extend the <common> element of the <profile-configuration> element of the <seal-user-
profile> element to include VAL service specific common user profile configuration.

The VAL service may further extend the <on-network> element of the <profile-configuration> element of the <seal-
user-profile> element to include VAL service specific user profile configuration for on-network features.

The VAL service may further extend the <off-network> element of the <profile-configuration> element of the <seal-
user-profile> element to include VAL service specific user profile configuration for off-network features.

7.1.6  MIME type

The MIME type for VAL user profile configuration shall be set to "vnd.3gpp.seal-user-profile-info+xml".

7.1.7 IANA registration template
Y our Name:
<MCC name>

Y our Email Address:
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<MCC email address>

Media Type Name:

Application

Subtype name:

vnd.3gpp.sea -user-profile-info+xml
Required parameters:

None

Optional parameters:

"charset" the parameter hasidentical semanticsto the charset parameter of the "application/xml" mediatype as
specified in section 9.1 of IETF RFC 7303.

Encoding considerations:
binary.
Security considerations:

Same as general security considerations for application/xml media type as specified in section 9.1 of IETF RFC 7303.
In addition, this media type provides aformat for exchanging information in SIP or in HTTP. So the security
considerations from IETF RFC 3261 apply while exchanging information in SIP and the security considerations from
IETF RFC 2616 apply while exchanging informationin HTTP.

The information transported in this media type does not include active or executable content.

Mechanisms for privacy and integrity protection of protocol parameters exist. Those mechanisms as well as
authentication and further security mechanisms are described in 3GPP TS 24.229.

This media type does not include provisions for directives that institute actions on arecipient's files or other resources.

This media type does not include provisions for directives that institute actions that, while not directly harmful to the
recipient, may result in disclosure of information that either facilitates a subsequent attack or else violates arecipient's
privacy in any way.

This media type does not employ compression.
Interoperability considerations:

Same as general interoperability considerations for application/xml media type as specified in section 9.1 of
IETF RFC 7303. Any unknown XML elements and any unknown XML attributes are to be ignored by recipient of the
MIME body.

Published specification:;

3GPP TS 24.546 " Configuration management - Service Enabler Architecture Layer for Verticals (SEAL); Protocol
specification”, available via http://www.3gpp.org/specs/numbering.htm.

Applications Usage:

Applications supporting the SEAL configuration management procedures as described in the published specification.
Fragment identifier considerations:

The handling in section 5 of IETF RFC 7303 applies.

Restrictions on usage:

None

Provisional registration? (standards tree only):
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N/A
Additional information:
1. Deprecated alias names for thistype: none
2. Magic number(s): none
3. File extension(s): none
4. Macintosh File Type Code(s): none
5. Object Identifier(s) or OID(s): none
Intended usage:
Common
Person to contact for further information:
- Name: <MCC name>
- Email: <MCC email address>
- Author/Change controller:
i) Author: 3GPP CT1 Working Group/3GPP_TSG_CT_WGI1@LIST.ETSI.ORG

ii) Change controller: <MCC name>/<MCC email address>

7.2 VAL UE configuration document
7.2.1  General

7.2.2  Application unique ID

The AUID shall be set to the VAL service ID as specified in specific VAL service specification.

7.2.3 Data structure
The SEAL UE configuration document structure is specified in this clause.
The <seal-UE-configuration> document:

1) shal include a"domain™ attribute;

2) shall include a<VAL-UE-id> element;

3) may include a<VAL-service-id> element;

4) may include a <name> element;

5) may include a <common> element;

6) may include an <on-network> element; and

7) may include any other attribute for the purposes of extensibility.
The <VAL-UE-id> element:

1) may contain alist of <instance-ID-URN> elements; and

2) may contain alist of <IMEI-range> elements.
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The <IMEI-range> element:
1) shall contain a<TAC> element;
2) may contain alist of <SNR> elements; and
3) may contain <SNR-range> element.
The <SNR-range> element:
1) shall contain a<low-SNR> element; and

2) shall contain a<high-SNR> element.

7.2.4 XML schema

<?xm version="1.0" encodi ng="UTF-8"?>

<xs:schema
xm ns="urn: 3gpp: ns: seal : seal UEConfi g: 1. 0"
t ar get Nanmespace="ur n: 3gpp: ns: seal : seal UEConfi g: 1. 0"
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema"
xm ns: seal uec="urn: 3gpp: ns: seal : seal UEConfi g: 1. 0"
el enent For nDef aul t =" qual i fi ed"
attri but eFor nDef aul t ="unqual i fi ed">

<xs:inport namespace="http://wwm. w3. or g/ XM/ 1998/ nanespace"
schemaLocati on="http://ww. w3. or g/ 2001/ xm . xsd"/ >

<xs: el ement nane="seal - UE-confi guration">
<xs: conpl exType>
<Xs: sequence>
<xs: choi ce mi nCccurs="0" maxCccurs="unbounded" >
<xs: el ement nanme="VAL- UE-i d" type="seal uec: VALUEI DType"/ >
<xs:el ement nanme="VAL-service-id" type="xs:string"/>
<xs:el ement name="nanme" type="seal uec: NameType"/>
</ xs: choi ce>
<xs: el ement nanme="comon" type="seal uec: CoomonType"/ >
<xs:el ement nanme="on-network" type="seal uec: On- net wor kType"/>
<xs:el ement nane="anyExt" type="seal uec: anyExt Type" m nCccurs="0"/>
<xs:any nanespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:attribute nane="domai n" type="xs:anyURl" use="required"/>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>
</ xs: el emrent >

<xs: conpl exType name="NanmeType" >
<xs: si npl eCont ent >
<xs: extensi on base="xs:token">
<xs:attribute ref="xm:I|ang"/>
<xs:attributeGoup ref="seal uec: | ndexType"/>
</ xs: ext ensi on>
</ xs: si nmpl eCont ent >
</ xs: conpl exType>

<xs: conpl exType name="VALUEI DType" >
<xs: choi ce minCccurs="0" maxCccurs="unbounded">
<xs: el ement name="instance-|D URN' type="xs:anyURl"/>
<xs: el ement name="I|MEl -range" type="seal uec: | MEl -rangeType"/>
<xs: el ement name="anyExt" type="seal uec: anyExt Type" m nCccurs="0"/>
<xs:any namespace="##ot her" processContents="|ax"/>
</ xs: choi ce>
<xs:attributeGoup ref="seal uec: | ndexType"/>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conmpl exType>

<xs: conpl exType name="I| MEl -rangeType" >
<XS:sequence>

<xs:el ement name="TAC' type="seal uec:tacType"/>

<xs:choi ce m nCccurs="0" maxCccur s="unbounded" >
<xs:el ement name="SNR' type="seal uec: snrType"/>
<xs: el ement nanme="SNR-range" type="seal uec: SNR-rangeType"/ >

</ xs: choi ce>

<xs:el ement nane="anyExt" type="seal uec: anyExt Type" m nCccurs="0"/>
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<xs:any namespace="##ot her" processContents="|ax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:attributeGoup ref="seal uec: | ndexType"/>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs: conpl exType name="SNR-rangeType" >
<Xs:sequence>
<xs: el ement name="| ow SNR' type="seal uec: snrType"/>
<xs: el ement nane="hi gh- SNR' type="seal uec: snrType"/>
<xs: el ement name="anyExt" type="seal uec: anyExt Type" m nCccurs="0"/>
<xs:any nanmespace="##other" processContents="lax" m nCccurs="0" maxCccurs="unbounded"/ >
</ xs: sequence>
<xs:attributeGoup ref="seal uec: | ndexType"/>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: conpl exType>

<xs:sinmpl eType name="t ac- baseType">
<xs:restriction base="xs: decinal ">
<xs:totalDigits val ue="8"/>
</xs:restriction>
</ xs: sinmpl eType>

<xs: conpl exType nanme="tacType" >
<xs: si npl eCont ent >
<xs: extension base="seal uec:tac-baseType">
<xs:attributeGoup ref="seal uec: | ndexType"/>
<xs:anyAttri bute nanmespace="##any" processContents="1ax"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

<xs:si nmpl eType name="snr-baseType" >
<xs:restriction base="xs: deci mal ">
<xs:totalDigits val ue="6"/>
</xs:restriction>
</ xs: si npl eType>

<xs: conpl exType name="snr Type" >
<xs: si npl eCont ent >
<xs: ext ensi on base="seal uec: snr-baseType">
<xs:attributeGoup ref="seal uec: | ndexType"/>
<xs:anyAttribute namespace="##any" processContents="|ax"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

<xs: conpl exType nanme="ComonType" />
<xs: conpl exType nanme="0On- networ kType" />

<xs:attributeG oup name="I|ndexType">
<xs:attribute nane="index" type="xs:token"/>
</xs:attributeG oup>

<xs: conpl exType name="anyExt Type" >
<Xs:sequence>
<xs:any nhanmespace="##any" processContents="1ax" m nCccurs="0" maxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>

</ xs: schema>

7.2.5 Semantics
The"domain™" attribute of the <seal-UE-configuration> element contains the domain name of the VAL service.

The <name> element of the <seal-UE- configuration> element contains the user displayable name of the SEAL UE
configuration document.

The creator of the SEAL UE configuration document may include an <VAL-UE-id> element in the version of the
SEAL UE configuration document that is uploaded to the SCM-S. If an <VAL-UE-id> element isincluded then the
SEAL UE configuration document applies only to the VAL UE(s) identified by the <VAL-UE-id> element. If no
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<VAL-UE-id> element isincluded then the SEAL UE configuration document appliesto al the VAL UEs of the
domain.

The <VAL-service-id> element containsidentify of the VAL service for which the configuration document is
applicable.

If one or more optional <instance-ID-URN> elementsisincluded in the <VAL-UE-id> element then the SEAL UE
configuration document applies to the VAL UE with an instance ID equal to the instance ID contained in the <Instance-
ID-URN> element.

The <TAC> element of the <IMEI-range> element contains the Type Allocation Code of the VAL UE.

The optional <SNR> element of the <IMEI-range> element contains the individual serial number uniquely identifying
VAL UE within the Type Allocation Code contained in the <TAC> element that the SEAL UE configuration document
appliesto.

If an optional <SNR-range> element is included within the <IMEI-range> element then the SEAL UE configuration
document appliesto all VAL UEs within the Type Allocation Code contained in the <TAC> element with the seria
number equal or greater than the serial number contained in the <low-SNR> element and |ess than or equal to the serial
number contained in the <high-SNR> element.

If no <SNR> element nor <SNR-range> element is included within the <IMEI-range> element then the SEAL UE
configuration document appliesto al the VAL UE(s) with the Type Allocation Code contained within the <TAC>
element of the <IMEI-range> element.

If no <VAL-UE-id> element isincluded then the SEAL UE configuration document appliesto all VAL UEs of the
VAL serviceidentified in the "domain" attribute.

The VAL service may further extend the <common> element of the <seal-UE-configuration> to include VAL service
specific common UE configuration.

The VAL service may further extend the <on-network> element of the <seal-UE-configuration> to include VAL service
specific UE configuration for on-network features.

7.2.6 MIME type

The MIME type for VAL user profile configuration shall be set to "vnd.3gpp.seal-ue-config-info+xml™.

71.2.7 IANA registration template
Y our Name:

<MCC name>

Y our Email Address:

<MCC email address>

Media Type Name:

Application

Subtype name:

vnd.3gpp.seal -ue-config-info+xml
Required parameters:

None

Optional parameters:

"charset" the parameter has identical semantics to the charset parameter of the "application/xml" mediatype as
specified in section 9.1 of IETF RFC 7303.
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Encoding considerations:
binary.
Security considerations:

Same as general security considerations for application/xml media type as specified in section 9.1 of IETF RFC 7303.
In addition, this mediatype provides aformat for exchanging information in SIP or in HTTP. So the security
considerations from |ETF RFC 3261 apply while exchanging information in SIP and the security considerations from
IETF RFC 2616 apply while exchanging informationin HTTP.

The information transported in this media type does not include active or executable content.

Mechanisms for privacy and integrity protection of protocol parameters exist. Those mechanisms as well as
authentication and further security mechanisms are described in 3GPP TS 24.229.

This media type does not include provisions for directives that institute actions on arecipient's files or other resources.

This media type does not include provisions for directives that institute actions that, while not directly harmful to the
recipient, may result in disclosure of information that either facilitates a subsequent attack or else violates arecipient's
privacy in any way.

This media type does not employ compression.
Interoperability considerations:

Same as general interoperability considerations for application/xml mediatype as specified in section 9.1 of
IETF RFC 7303. Any unknown XML elements and any unknown XML attributes are to be ignored by recipient of the
MIME body.

Published specification:

3GPP TS 24.546 " Configuration management - Service Enabler Architecture Layer for Verticals (SEAL); Protocol
specification", avail able via http://www.3gpp.org/specs/numbering.htm.

Applications Usage:
Applications supporting the SEAL configuration management procedures as described in the published specification.
Fragment identifier considerations:
The handling in section 5 of IETF RFC 7303 applies.
Restrictions on usage:
None
Provisional registration? (standards tree only):
N/A
Additional information:
1. Deprecated alias names for this type: none
2. Magic number(s): none
3. File extension(s): none
4. Macintosh File Type Code(s): none
5. Object Identifier(s) or OID(s): none
Intended usage:
Common

Person to contact for further information:
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- Name: <MCC name>
- Email: <MCC email address>
- Author/Change controller:
i) Author: 3GPP CT1 Working Group/3GPP_TSG_CT_WG1@LIST.ETSI.ORG

i) Change controller: <MCC name>/<MCC email address>
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Annex A (normative):
Parameters for different operations

A.1  Creating configuration update event subscription

A.1l.1 General

The information in this annex provides a normative description of the parameters which will be sent by SCM-C while
creating configuration update event subscription and the parameters which will be sent by SCM-S as a response to
request for creating subscription.

A.1.2 Client side parameters

The SCM-C shall convey the following parameters while sending request for creating configuration update event
subscription.

Table A.1.2-1: Client side parameters for creating configuration update event subscription

Parameter Description

Callback- REQUIRED. Represents where to send HTTP notifications
URI
Subscription |[REQUIRED. Represents a space-separated list of the subscription type information
Info as specified in table A.1.2-2.

Table A.1.2-2: Subscription information

Parameter Description
Event REQUIRED. Represents the type of notification which client requires. This
specification defines following type of notifications:

- 0x01: SUBSCRIBE_USER_PROFILE_MODIFICATION

- 0x02: SUBSCRIBE_UE_CONFIG_MODIFICATION
expiry time |REQUIRED. Represents the time in seconds up to which the subscription is
desired to be kept active and the time after which the subscribed event shall stop
generating notifications.

A.1.3 Server side parameters

The SCM-S shall convey the following parameters while sending response to the creating configuration update event
subscription request.

Table A.1.3-1: Server side parameters for response to creating configuration update event
subscription

Parameter Description
Identity REQUIRED. A unigue string representing subscription identity.
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A.2  Retrieve VAL UE configuration data

A.2.1 Client side parameters

The SGM-C shall convey the following parameters, if available, while sending request to retrieve a VAL UE
configuration data.

Table A.1.2-1: Client side parameters to retrieve VAL UE configuration data

Parameter Description
VAL UE OPTIONAL. Represents additional UE related information required to identify the
Information |configuration data (e.g. device type, device vendor, etc).
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Annex B (normative):
Parameters for notifications

B.1 General

The information in this annex provides a normative description of the parameters which will be sent by SCM-S while
sending different types of notification

B.2  Configuration update notification

The SCM-S shall convey the following parameters while sending configuration notification to SCM-C.

Table B.2-1: Parameters for configuration update notification

Parameter Description

Identity REQUIRED. A unique string representing notification channel identity.

Event REQUIRED. Shall be set to one of the event as specified in table A.1.2-2 based on
which configuration document is updated.
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Annex C (normative):
CoAP resource representation and encoding

C.1 General

The information in this annex provides a normative description of CoAP resource representation and encoding.

C.1.1 Resource URI structure
All APl URIs of SEAL-UU APIs shall be specified as follows:
{apiRoot} /<apiName>/<apiV ersion>

"apiRoot" is configured by means outside the scope of the present document. It includes one of the schemes (" coaps’,
"coapst+tcp”, "coapstws'), host and optional port, and an optional prefix string. "apiName" and "apiVersion" shall be
set dependent on the API, as defined in the corresponding clauses below.

All resource URIs specified for SEAL-UU APIs shall be defined relative to the above root APl URI.
URIswhich differ only in the scheme shall point to the same resource.
NOTE: The"apiVersion" will only beincreased if the new API version contains backward incompatible changes.

The root structure may be followed by "api SpecificSuffixes' that are dependent on the API and are defined separately
for each APl asresource URI where they apply:

{ apiRoot} /<apiName>/<apiV ersion>/<api Speci ficSuffixes>

C.1.2 Use of cache

It is recommended for the SEAL clients and servers to support and use the caching mechanism specified in
IETF RFC 7252 [12]. Thisimplies support and use of the Max-Age and ETag options.

C.1.3 Error handling

Table C.1.3-1 lists response payload types that are applicable to all APIsand as responses for all requests in the present

specification unless otherwise specified. The CoAP client shall mandatorily support the processing of the status code for
all the applicable methods, when received in a CoAP response message.
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Table C.1.3-1: Response payloads supported for responses to all requests.
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Response Remarks Applied
Data type Cardinality Codes Methods
(NOTE)
ProblemDetails |1 4.00 Bad Incorrect parameters were passed in the GET,
Request request. FETCH,
POST
PUT,
PATCH,
iPATCH,
DELETE
ProblemDetails |1 4.01 The client is not authorized. GET,
Unauthorize FETCH,
d POST,
PUT,
PATCH,
iPATCH,
DELETE
ProblemDetails |1 4.02 Bad The request could not be understood by the GET,
Option server due to one or more unrecognized or FETCH,
malformed options. POST,
PUT,
PATCH,
iPATCH,
DELETE
ProblemDetails |1 4.03 This represents the case when the server is GET,
Forbidden |able to understand the request but unable to FETCH,
fulfil the request due to errors (e.g. the POST,
requested parameters are out of range). PUT,
More information may be provided in the PATCH,
"invalidParams" attribute of the iPATCH,
"ProblemDetails" structure. DELETE
ProblemDetails |1 4.04 Not The resource URI was incorrect. GET,
Found POST,
PUT,
PATCH,
iPATCH,
DELETE
ProblemDetails |1 4.06 Not The content format provided in the "Accept" GET,
Acceptable |option is not acceptable by the server. FETCH,
ProblemDetails |1 4.13 If the received CoAP request contains entity FETCH,
Request larger than the server is able to process, the POST,
Entity Too |server shall reject the CoAP request with this PUT,
Large status code. The server should include Sizel PATCH,
option in the response with the maximum size |iPATCH
of the request entity it can handle.
ProblemDetails |1 4.15 The code indicates that the resource is in a FETCH,
Unsupporte [format which is not supported by the server for [POST,
d Content- [the method. PUT,
Format PATCH,
iPATCH
ProblemDetails |1 4.22 The code indicates the server is unable to oris [FETCH,
Unprocessa |incapable of processing the request. PATCH,
ble Entity iPATCH
ProblemDetails |1 4.29 Too The code indicates that due to excessive traffic |GET,
Many which, if continued over time, may lead to (or FETCH,
Requests may increase) an overload situation. POST,
The CoAP option "Max-Age" may beaddedinthe |PUT,
response to indicate how long the client hasto wait |PATCH,
before making a new request. iPATCH,
DELETE
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ProblemDetails |1 5.00 Internal | The server encountered an unexpected GET,
Server Error |condition that prevented it from fulfilling the FETCH,
request. POST,
PUT,
PATCH,
iPATCH,
DELETE

ProblemDetails |1 5.03 Service | The server is unable to handle the request. GET,
Unavailable FETCH,
POST,
PUT,
PATCH,
iPATCH,
DELETE

NOTE 1: In addition to the above response codes, the CoAP server may also send other valid CoAP response codes,
if applicable. The list of all valid CoAP response codes can be found in CoOAP Response Code Registry at
IANA [19].

NOTE 2: CBOR encoding and media type "application/concise-problem-details+cbor" ProblemDetails shall be used for

ProblemDetails as defined in the IETF RFC 9290 [20].

Specific errors are contained in the related API definition for each API.

C.1.4 Data types applicable to multiple resource representations

C.1.4.1 General

This clause defines structured data types, simple data types, and enumerations that are applicable to several APls
defined for COAP resource representations in the present specification and other SEAL specifications and can be
referenced from data structures defined in the subsequent clauses and from CoAP resource representationsin other
SEAL specifications.

NOTE: Asaconvention, datatype namesin the present specification follows UpperCamel and parameters
follows lowerCamel as specified in clause 5.1.1 of 3GPP TS 29.501 [23].

C.1.4.2 Referenced structured data types

Table C.1.4.2-1 lists structured data types referenced by multiple CoAP resource representations and defined in this
specification or in other specifications.

Table C.1.4.2-1: Referenced Structured Data Types

Data type Reference Description
ValTargetUe Clause Information identifying a VAL
C.21.4.24 user ID or VAL UE ID.

ScheduledCommunicationTime |Clause C.1.4.4.1 |Defines time schedule for
communication.

C.1.4.3 Referenced simple data types and enumerations

The simple datatypes based on the CBOR types are defined in table C.1.4.3-1 and the simple data types defined in
table 5.2.1.3.2-2 apply to multiple SEAL-UU APIs.
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Table C.1.4.3-1: CBOR-based data types

Type name Description

bytes Is a "byte string" as defined in IETF RFC 8949 [17].

boolean Is a type which has 2 values "false" and "true" with the values as defined in
IETF RFC 8949 [17].

integer As defined in IETF RFC 8949 [17].

number Is any number as defined in IETF RFC 8949 [17]. Precision format (half-precision, single-
precision, and double-precision) can be indicated.

string Is a "text string" as defined in IETF RFC 8949 [17].

Table C.1.4.3-2: Simple data types applicable to multiple CoOAP resource representations

Type name Description
Altitude Number indicating value of altitude in the range from minimum value -32767 to maximum
value 32767.
Angle Integer indicating a value of the angle in the range from minimum value 0 to maximum value
360.
Cellld String containing a unique identifier of a cell.
Confidence Integer indicating a value of confidence in the range from minimum value 0 to maximum value

100.

ExternalGroupld

String containing a local identifier followed by "@" and a domain identifier. Both the local
identifier and the domain identifier shall be encoded as strings that do not contain any "@"
characters. See Clauses 4.6.2 and 4.6.3 of 3GPP TS 23.682[24] for more information.

DateTime Is a string in the standard format described by the "date-time" production in
IETF RFC3339 [25].

DayOfWeek Integer between and including 1 and 7 denoting a weekday. 1 shall indicate Monday, and the
subsequent weekdays shall be indicated with the next higher numbers. 7 shall indicate
Sunday.

GeographicalAreald | String identifying a geographical area.

InnerRadius Integer indicating a value of the inner radius in the range from minimum value 0 to maximum
value 327675.

MbmsSald String containing a unique identifier of a MBMS serving area.

MbsfnAreald String containing a unique identifier of a MBSFN area.

Orientation Integer indicating a value of orientation angle in the range from minimum value 0 to maximum
value 180.

Pimnid String containing a unique identifier of a PLMN.

Tald String containing a unique identifier of a tracking area.

Tmagi Byte string containing an identifier of Temporary Mobile Group Identity. The contents of Tmgi
are coded as octet 3 and above of Temporary Mobile Group Identity (TMGI) IE as defined in
3GPP TS 24.008 [28] clause 10.5.6.13.

TimeOfDay String with format partial-time or full-time as defined in clause 5.6 of IETF RFC 3339 [25].
Examples, 20:15:00, 20:15:00-08:00 (for 8 hours behind UTC).

Uinteger Unsigned integer, i.e. only value 0 and values above 0 are permissible.

Uncertainty Number indicating value of uncertainty with minimum value 0

Uri String providing an URI formatted according to IETF RFC 3986 [22].

Table C.1.4.3-3 lists simple data types and enumerations referenced by multiple CoAP resource representations defined
in this specification or in other specifications.

Table C.1.4.3-3: Enumerations applicable to multiple COAP resource representations

Type name

Reference Description

ConfigType

C.2.1.43.1 Represents the type of configuration.
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C.1.4.4 Common structured data types

C.l441 Type: ScheduledCommunicationTime

Table C.1.4.4.1-1: Definition of type ScheduledCommunicationTime

Attribute name Data type P | Cardinality Description Applicability
daysOfWeek array(DayOfWeek) O |0..6 Identifies the day(s) of the week. If
absent, it indicates every day of the
week.
timeOfDayStart |[TimeOfDay O |0..1 Identifies the start time of the day.
timeOfDayEnd |TimeOfDay O [0.1 Identifies the end time of the day.

C.1.4.4.2  Type: ProblemDetails

Table C.1.4.4.2-1: Definition of the ProblemDetails data type

Attribute name Data type Cardinality Description

title string 0.1 A short, human-readable summary of the problem
type. It should not change from occurrence to
occurrence of the problem.

detail string 0.1 A human-readable explanation specific to this
occurrence of the problem.

instance Uri 0.1 A URI reference that identifies the specific
occurrence of the problem.

cause string 0.1 A machine-readable application error cause specific

to this occurrence of the problem
This IE should be present and provide application-
related error information, if available.

NOTE 1: See IETF RFC 9290 [20] for detailed information and guidance for each attribute.
NOTE 2: Additional attributes may be defined per API.

C.1443 Type: GeographicalCoordinates

Table C.1.4.4.3-1: Definition of type GeographicalCoordinates

Attribute name Data type P | Cardinality Description

lon number M (1 Longitude expressed as a number with double precision
in the range from and including value -180 to and
including value 180.

lat number M |1 Latitude expressed as a number with double precision
in the range from and including value -90 to and
including value 90.
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Table C.1.4.4.4-1: Definition of type GeographicArea as a list of mutually exclusive alternatives

Data type Cardinalit | Discriminator Discriminator mapping Description
y property name

Point 1 shape POINT Geographical area consisting of a
single point, represented by its
longitude and latitude.

PointUncertainty |1 shape POINT_UNCERTAINTY_CIRCLE Geographical area consisting of a

Circle point and an uncertainty value.

PointUncertainty |1 shape POINT_UNCERTAINTY_ELLIPSE Geographical area consisting of a

Ellipse point, plus an uncertainty ellipse
and a confidence value.

Polygon 1 shape POLYGON Geographical area consisting of a
list of points (between 3 to 15
points).

PointAltitude 1 shape POINT_ALTITUDE Geographical area consisting of a
point and an altitude value.

PointAltitudeUnc |1 shape POINT_ALTITUDE_UNCERTAINTY |Geographical area consisting of a

ertainty point, an altitude value and an
uncertainty value.

EllipsoidArc 1 shape ELLIPSOID_ARC Geographical are consisting of an
ellipsoid arc.

C.14.45 Type: Point
Table C.1.4.4.5-1: Definition of type Point
Attribute name Data type P |Cardinality Description
shape SupportedGADShapes M |1 It shall take the value "POINT".
point GeographicalCoordinates M |1 Indicates a geographic point
represented by its longitude and
latitude.
C.14.46 Type: PointUncertaintyCircle

Table C.1.4.4.6-1: Definition of type PointUncertaintyCircle

Attribute name Data type P |Cardinality Description
shape SupportedGADShapes M |1 It shall take the value
"POINT_UNCERTAINTY_CIRCLE".
point GeographicalCoordinates M |1 Indicates a geographic point
represented by its longitude and
latitude.
uncertainty Uncertainty M |1 Indicates the uncertainty value.
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Table C.1.4.4.7-1: Definition of type PointUncertaintyEllipse

Attribute name Data type Cardinality Description

shape SupportedGADShapes M |1 It shall take the value
"POINT_UNCERTAINTY_ELLIPSE".

point GeographicalCoordinates M |1 Indicates a geographic point
represented by its longitude and
latitude.

uncertaintyEllipse UncertaintyEllipse M |1 Indicates an uncertainty ellipse.

confidence Confidence M |1 Indicates the value of confidence.

C.1.448 Type: Polygon

Table C.1.4.4.8-1: Definition of type Polygon

Attribute name Data type Cardinality Description
shape SupportedGADShapes M |1 It shall take the value "POLYGON".
pointList array(GeographicalCoordinates) M [3..15 Array with up tol5 items, where each
item is a "point".
C.1.4.49  Type: PointAltitude

Table C.1.4.4.9-1: Definition of type PointAltitude

Attribute name Data type P |Cardinality Description
shape SupportedGADShapes M |1 It shall take the value
"POINT_ALTITUDE".
point GeographicalCoordinates M |1 Indicates a geographic point
represented by its longitude and
latitude.
altitude Altitude M 1 Indicates the value of altitude.

C.1.4.4.10 Type: PointAltitudeUncertainty

Table C.1.4.4.10-1: Definition of type PointAltitudeUncertainty

Attribute name Data type P |Cardinality Description

shape SupportedGADShapes M (1 It shall take the value
"POINT_ALTITUDE_UNCERTAINTY".

point GeographicalCoordinates M |1 Indicates a geographic point
represented by its longitude and
latitude.

altitude Altitude M |1 Indicates the value of altitude.

uncertaintyEllipse UncertaintyEllipse M |1 Indicates the uncertainty ellipse

uncertaintyAltitude Uncertainty M |1 Indicates the uncertainty of the
altitude.

confidence Confidence M |1 Indicates the value of confidence.
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Table C.1.4.4.11-1: Definition of type EllipsoidArc

Attribute name Data type P |Cardinality Description

shape SupportedGADShapes M |1 It shall take the value
"ELLIPSOID_ARC".

point GeographicalCoordinates M |1 Indicates a geographic point
represented by its longitude and
latitude.

innerRadius InnerRadius M |1 Indicates the value of inner radius of
the Ellipsoid Arc.

uncertaintyRadius Uncertainty M |1 Indicates the uncertainty radius of the
Ellipsoid Arc.

offsetAngle Angle M |1 Indicates the offset angle of the
Ellipsoid Arc.

includedAngle Angle M |1 Indicates the included angle of the
Ellipsoid Arc.

confidence Confidence M |1 Indicates the value of confidence.

C.1.4.4.12 Type: UncertaintyEllipse

Table C.1.4.4.12-1: Definition of type UncertaintyEllipse

Attribute name Data type P [Cardinality Description
semiMajor Uncertainty M (1 Indicates the semi-major axis of the uncertainty
ellipse.
semiMinor Uncertainty M (1 Indicates the semi-minor axis of the uncertainty
ellipse.
orientationMajor Orientation M |1 Indicates the orientation angle of the major axis.

C.1.4.5 Common enumerations

C.1451 Enumeration: SupportedGADShapes

Table C.1.4.5.1-1: Enumeration SupportedGADShapes

Enumeration value

Description

POINT

Ellipsoid Point

POINT_UNCERTAINTY_CIRCLE

Ellipsoid point with uncertainty circle

POINT_UNCERTAINTY_ELLIPSE

Ellipsoid point with uncertainty ellipse

POLYGON

Polygon

POINT_ALTITUDE

Ellipsoid point with altitude

POINT_ALTITUDE_UNCERTAINTY

Ellipsoid point with altitude and uncertainty ellipsoid

ELLIPSOID_ARC

Ellipsoid Arc

LOCAL 2D POINT UNCERTAINTY ELLIPSE

Local 2D point with uncertainty ellipse

LOCAL_3D_POINT_UNCERTAINTY_ELLIPSOID

Local 3D point with uncertainty ellipsoid

ETSI




3GPP TS 24.546 version 17.8.0 Release 17

ETSI TS 124 546 V17.8.0 (2025-07)

C.2 Resource representation and APIs for VAL user

profile

C.2.1 SU_UserProfile API

C.2.1.1 APIURI

The CoAP URIs used in CoAP requests from SCM-C towards the SCM-S shall have the Resource URI structure as
defined in clause C.1.1 with the following clarifications:

- the <apiName> shall be "su-up";

- the<apiVersion> shall be"v1"; and

- the <api SpecificSuffixes> shall be set as described in clause C.2.1.2.

C.2.1.2 Resources

c2121 Overview

{apiRoot}/su-up/<apiVersion>

-

/val-services ]

i

.

— /{valServiceld}

LK_

’ ‘ KprofileDocld}

Juser-profiles ‘

-

Figure C.2.1.2.1-1: Resource URI structure of the SU_UserProfile API

Table C.2.1.2.1-1 provides an overview of the resources and applicable CoAP methods.

Table C.2.1.2.1-1: Resources and methods overview

Resource name Resource URI G Description
method
User Profiles /val-services/{valServiceld}/user- GET Retrieve VAL user or VAL UE's
profiles user profiles for a given VAL
service, according to query
criteria.
POST Create user profile.
Individual User Profile Ival-services/{valServiceld}/user- GET Retrieve an individual user profile.
profiles/{profileDocld} PUT Update an individual user profile.
DELETE Delete an individual user profile.

Editor's note: Whether any changes required in the API along with its data model based on limitations of constrained

devicesis FFS.
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C.2.12.2 Resource: User Profiles

c.21221 Description

The User Profiles resource allows a SCM-C to retrieve all the user profiles of aVAL user or aVAL UE for a specific
VAL servicethat are available at a given SCM-S, or allows to create a new user profile.

C.21.2.2.2 Resource Definition
Resource URI: {apiRoot}/su-up/<apiV er sion>/val-ser vices/{val Ser vicel d}/user -pr ofiles
This resource shall support the resource URI variables defined in the table C.2.1.2.2.2-1.

Table C.2.1.2.2.2-1: Resource URI variables for this resource

Name Data Type Definition
apiRoot string See clause C.1.1
apiVersion |string See clause C.2.1.1
valServiceld [string Identifier of a VAL service.
Cc.21.223 Resource Standard Methods
C.21.2231 GET

This operation retrieves VAL user or VAL UE profile information satisfying the filter criteria
This method shall support the URI query parameters specified in table C.2.1.2.2.3.1-1.

Table C.2.1.2.2.3.1-1: URI query parameters supported by the GET Request on this resource

Name Data type P [ Cardinality Description
val-tgt-ue ValTargetUe M [1 Identifies a VAL target UE.

This method shall support the response data structures and response codes specified in table C.2.1.2.2.3.1-2.

Table C.2.1.2.2.3.1-2: Data structures supported by the GET Response payload on this resource

Data type P Cardinality Response Description
codes
array(ProfileDoc) M 0..N 2.05 Content List of VAL user / VAL UE profile documents.

This response shall include user profile
information matching the query parameters
provided in the request.

NOTE: The mandatory CoAP error status codes for the GET Request listed in table C.1.3-1 shall also apply.

C.2.1.2.23.2 POST
This operation createsa VAL user or VAL UE profile information at the SCM-S for agiven VAL service.

This method shall support the request data structures specified in table C.2.1.2.2.3.2-1, the response data structures and
response codes specified in table C.2.1.2.2.3.2-2, and the response options specified in table C.2.1.2.2.3.2-3.

Table C.2.1.2.2.3.2-1: Data structures supported by the POST Request payload on this resource

Data type P Cardinality Description
ProfileDoc M 1 The user profile document to be created for a
VAL user or VAL UE.
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Table C.2.1.2.2.3.2-2: Data structures supported by the POST Response payload on this resource

Data type P Cardinality Response Description
codes
ProfileDoc (0] 0.1 2.01 Created The user profile was created successfully.

The "profileDocld" of the created resource
shall be returned in the "Location-Path"
option.

NOTE: The mandatory CoAP error status codes for the POST method listed in table C.1.3-1 shall also apply.

Table C.2.1.2.2.3.2-3: Options supported by the 2.01 Response Code on this resource

Name Data type P | Cardinality Description
Location-Path string M |1 Contains the location path of the newly created resource
relative to the request URI.
It contains the profileDocld segment of the complete resource
URI according to the structure: {apiRoot}/su-
up/<apiVersion>/val-services/{valServiceld}/user-
profiles/{profileDocld}

C.2.1.2.3 Resource: Individual User Profile

Cc.21.231 Description

The Individual User Profile resource represents an individual user profile that is created at the SCM-Sfor agiven VAL
service. Thisresource is observable.

C.2.1.23.2 Resource Definition
Resource URI: {apiRoot}/su-up/<apiV er sion>/val-ser vices/{val Ser vicel d}/user -pr ofiles/{pr ofileDocl d}
This resource shall support the resource URI variables defined in the table C.2.1.2.3.2-1.

Table C.2.1.2.3.2-1: Resource URI variables for this resource

Name Data Type Definition
apiRoot string See clause C.1.1
apiVersion |string See clause C.2.1.1
valServiceld |string Identifier of a VAL service.
profileDocld [string Represents an individual user profile resource.
C.2.1.2.33 Resource Standard Methods
C.21.233.1 GET

This operation retrieves the user profile document.

This method shall support the request options specified in table C.2.1.2.3.3.1-1, the response data structures and
response codes specified in table C.2.1.2.3.3.1-2, and the response options specified in table C.2.1.2.3.3.1-3.

Table C.2.1.2.3.3.1-1: Options supported by the GET Request on this resource

Name Data type P | Cardinality Description
Observe Uinteger O |0..1 When set to 0 (Register) it extends the GET request to
subscribe to the changes of this resource.
When set to 1 (Deregister) it cancels the subscription.
NOTE: Other request options also apply in accordance with normal CoAP procedures.
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Table C.2.1.2.3.3.1-2: Data structures supported by the GET Response payload on this resource

Data type P Cardinality Response Description
codes
ProfileDoc M 1 2.05 Content The User profile information based on the
request from the SCM-C.
INOTE:  The mandatory CoAP error status codes for the GET Request listed in table C.1.3-1 shall also apply.
Table C.2.1.2.3.3.1-3: Options supported by the 2.05 Response Code on this resource

Name Data type P | Cardinality Description
Observe Uinteger O |0..1 Sequence number of the notification.
NOTE:  Other response options also apply in accordance with normal CoAP procedures.
C.21.233.2 PUT

This operation updates the user profile document.
This method shall support the request data structures specified in table C.2.1.2.3.3.2-1 and the response data structures
and response codes specified in table C.2.1.2.3.3.2-2.

Table C.2.1.2.3.3.2-1: Data structures supported by the PUT Request payload on this resource

Description
Updated details of the user profile document.

Data type P Cardinality

ProfileDoc M 1

Table C.2.1.2.3.3.2-2: Data structures supported by the PUT Response payload on this resource

Data type P Cardinality Response Description
codes
ProfileDoc (0] 0.1 2.04 Changed The user profile document updated
successfully and the updated user profile
document may be returned in the response.

The mandatory CoAP error status codes for the PUT method listed in table C.1.3-1 shall also apply.

[NOTE:
C.2.1.2.3.3.3 DELETE

This operation deletes the user profile document.
This method shall support the response data structures and response codes specified in table C.2.1.2.3.3.3-1.

Table C.2.1.2.3.3.3-1: Data structures supported by the DELETE Response payload on this resource

Data type P Cardinality Response Description
codes
n/a 2.02 Deleted The individual User profile document
matching the profileDocld is deleted.

The mandatory CoAP error status codes for the DELETE method listed in table C.1.3-1 shall also apply.

NOTE:

C.2.1.3 Data Model

C.2131 General
Table C.2.1.3.1-1 specifies the data types defined specifically for the SU_UserProfile APl service.
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Data type Section Description Applicability
defined
ProfileDoc c.213.21 Profile information associated with
VAL user ID or VAL UE ID.
ProfileInfo C.2.1.3.22 Profile information including
profile configurations.
ProfileConfig C.21.3.23 Profile configuration including
configuration data.
ConfigType C.21331 Specifies type of features for
which the configuration data is
applicable.
ValTargetUe C.21.324 Information identifying a VAL user
ID or VAL UE ID.
C.213.2 Structured data types
c.21321 Type: ProfileDoc
Table C.2.1.3.2.1-1: Definition of type ProfileDoc
Attribute name |Data type | P Cardinality Description Applicability
profileDocld string O |0.1 Contains the profileDocld of the complete
resource URI of this user profile
document according to the structure:
{apiRoot}/su-up/<apiVersion>/val-
services/{valServiceld}/user-
profiles/{profileDocld}
This attribute shall be provided by the
SCM-S in CoAP responses.
profilelnformatio |Profileinfo | M |1 Profile information associated with a VAL
n user or a VAL UE as specified in
valTgtUe.
valTgtUe ValTarget | M |1 Unique identifier of a VAL user or a VAL
Ue UE.
C.2.1.3.2.2 Type: ProfileInfo
Table C2.1.4.2.2-1: Definition of type Profilelnfo
Attribute name |Datatype | P Cardinality Description Applicability
profileName string O [0..1 Name of the user profile.
status boolean M |1 Indicates whether the user profile is
enabled or disabled.
profileConfigs) |Array(Profi | O |1..N List of profile configurations.
leConfig)
isDefault boolean O |0.1 Indicates whether the user profile is the
default profile for VAL user or not.
Cc.2.13.23 Type: ProfileConfig
Table C.2.1.3.2.3-1: Definition of type ProfileConfig
Attribute name |Data type | P Cardinality Description Applicability
configType ConfigTyp | M |1 Indicates the type of the profile
e configuration.
configData string M |1 Actual user profile configuration data.
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Cc.21324 Type: ValTargetUe

Table C.2.1.3.2.4-1: Definition of type ValTargetUe

Attribute name |Datatype | P Cardinality Description Applicability
valUserld string O 0.1 Unique identifier of a VAL user.

valUeld string O 0.1 Unique identifier of a VAL UE.

NOTE:  Either "valUserld" or "valUeld" shall be present.

C.2.1.33 Simple data types and enumerations

C.21.33.1 Enumeration: ConfigType

Table C.2.1.3.3.1-1: Enumeration ConfigType

Enumeration value Description Applicability

COMMON Indicates VAL service specific configuration
for common features.

ON_NETWORK Indicates VAL service specific configuration
for on-network features.

OFF_NETWORK Indicates VAL service specific configuration
for off-network features.

C.2.1.4 Error Handling

General error responses are defined in clause C.1.3.

C.2.1.5 CDDL Specification

C.2151 Introduction

The datamodel described in clause C.2.1.3 shall be binary encoded in the CBOR format as described in
IETF RFC 8949 [17].

Clause C.2.1.5.2 uses the Concise Data Definition Language described in IETF RFC 8610 [18] and provides
corresponding representation of the SU_UserProfile API data model.

C.2.15.2 CDDL document

Profil eDoc
;;+ Represents user profile infornation associated with a VAL user ID or a VAL UE |ID.

Profil eDoc = {

? profileDocld: text
profilelnformation: Profilelnfo
val Tgt Ue: Val Tar get Ue

}

;5 Val Tar get Ue
;;+ Represents infornation identifying a VAL user ID or a VAL UE ID.

Val Target Ue = {

(
val Userl d: text ; Unique identifier of a VAL user.
/1
val Uel d: text ; Unique identifier of a VAL UE.
)
}
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iy, Profilelnfo
;;+ User profile infornation.

Profilelnfo = {

? profil eName: text ; Name of the profile

status: bool ; Indicates whether the user profile is enabled or disabled.

? profileConfigs: [+ ProfileConfig]

? isDefault: bool ; I'ndicates whether the user profile is the default profile for VAL

user or not.

}

;5. ProfileConfig
i+ Profile configuration.

ProfileConfig = {
confi gType: ConfigType
configData: text ; Actual user profile configuration data.

}

;5 ConfigType
77+ Indicates the type of the configuration.

ConfigType = "COVMMON' / "ON_NETWORK" / "OFF_NETWORK" / text

C.2.1.6 Media Type

The mediatype for a user profile document shall be "application/vnd.3gpp.seal -user-profile-info+cbor".

Editor's Note: It is possible to specify other payload format for CoAP than CBOR, and the details about other
payload format is FFS.

C.2.1.7 Media Type registration for application/vnd.3gpp.seal-user-profile-
info+cbor

Type name: application

Subtype name: vnd.3gpp.seal -user-profile-info+cbor
Required parameters: none

Optional parameters. none

Encoding considerations: Must be encoded as using IETF RFC 8949 [17]. See 3GPP TS 24.546 clause C.2.1.3 for
details.

Security considerations: See Section 10 of IETF RFC 8949 [17] and Section 11 of IETF RFC 7252 [12].

Interoperability considerations: Applications must ignore any key-value pairs that they do not understand. This allows
backwards-compatible extensions to this specification.

Published specification: 3GPP TS 24.546 " Configuration management - Service Enabler Architecture Layer for
Verticals (SEAL); Protocol specification”, available via http://www.3gpp.org/specs/numbering.htm.

Applications that use this media type: Applications supporting the SEAL configuration management procedures as
described in the published specification.

Fragment identifier considerations: Fragment identification is the same as specified for "application/cbor” mediatypein
IETF RFC 8949 [17]. Note that currently that RFC does not define fragmentation identification syntax for
"application/cbor".

Additional information:

Deprecated alias names for thistype: N/A
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Magic number(s): N/A
File extension(s): none
Macintosh file type code(s): none
Person & email addressto contact for further information: <MCC name>, <M CC email address>
Intended usage: COMMON
Restrictions on usage: None
Author: 3GPP CT1 Working Group/3GPP_TSG_CT_WG1@LIST.ETSI.ORG

Change controller: <M CC name>/<M CC email address>

C.3 Resource representation and APIs for UE
configuration

C.3.1 SU_UeConfig API

C.3.1.1 APIURI

The CoAP URIs used in CoAP requests from SCM-C towards the SCM-S shall have the Resource URI structure as
defined in clause C.1.1 with the following clarifications:

- the <apiName> shall be "su-uc";
- the<apiVersion> shall be"v1"; and
- the <api SpecificSuffixes> shall be set as described in clause C.3.1.2.

C.3.1.2 Resources

C3121 Overview

{apiRoot}/su-uc/<apiVersion=>

-

fval-services ]

L HvalServiceld} J

5

L Jue-configurations

e g

R

’ ‘ HKueConfigDocld)

’

Figure C.3.1.2.1-1: Resource URI structure of the SU_UeConfig API

Table C.3.1.2.1-1 provides an overview of the resources and applicable CoAP methods.
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Table C.3.1.2.1-1: Resources and methods overview

Resource name Resource URI G Description
method
UE Configurations /val-services/{valServiceld}/ue- GET Retrieve UE configurations for a
configurations given VAL service, according to
query criteria.
POST Create UE configuration.
Individual UE Configuration |/val-services/{valServiceld}/ue- GET Retrieve an individual UE
configurations/{ueConfigDocld} configuration.
PUT Update an individual UE
configuration.
DELETE Delete an individual UE
configuration.

C.3.122

C31221

Resou

rce: UE Configurations

Description

The UE Configurations resource alows a SCM-C to retrieve all the UE configurations of a VAL service domain (e.g.
based on device type, device vendor, device number, etc) for a specific VAL service that are available at a given SCM-

S.

C.31222

Resource Definition

Resource URI: {apiRoot}/su-uc/<apiV er sion>/val-ser vices/{val Ser vicel d}/ue-configur ations

This resource shall support the resource URI variables defined in the table C.3.1.2.2.2-1.

Table C.3.1.2.2.2-1: Resource URI variables for this resource

Name Data Type Definition
apiRoot string See clause C.1.1
apiVersion |string See clause C3.1.1
valServiceld [string Identifier of a VAL service.
C.3.1.2.23 Resource Standard Methods
C.3.1.2231 GET

This operation retrieves UE configurations satisfying the query criteria.

This method shall support the URI query parameters specified in table C.3.1.2.2.3.1-1.

Table C.3.1.2.2.3.1-1: URI query parameters supported by the GET Request on this resource

Name Data type P | Cardinality Description
ue-vendor string O [0.1 Identity of the UE vendor.
ue-type TypeAllocationCode [O [0..1 Type of the UE.
ue-snr SerialNumber O [0..1 Serial number of the UE.
ue-uri Uri O |0.1 URI of the UE.

This method shall support the response data structures and response codes specified in table C.3.1.2.2.3.1-2.
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Table C.3.1.2.2.3.1-2: Data structures supported by the GET Response payload on this resource

Data type P Cardinality Response Description
codes
array(UeConfigDo M 0..N 2.05 Content List of UE configuration documents matching
c) any of the query parameters provided in the
request. If no query parameters are given, all
the UE configuration documents are returned.

NOTE: The mandatory CoAP error status codes for the GET Request listed in table C.1.3-1 shall also apply.

C.3.1.2.23.2 POST
This operation creates a UE configuration at the SCM-S for agiven VAL service.

This method shall support the request data structures specified in table C.3.1.2.2.3.2-1, the response data structures and
response codes specified in table C.3.1.2.2.3.2-2, and the response options specified in table C.3.1.2.2.3.2-3.

Table C.3.1.2.2.3.2-1: Data structures supported by the POST Request payload on this resource

Data type P Cardinality Description

UeConfigDoc M 1 The UE configuration to be created.

Table C.3.1.2.2.3.2-2: Data structures supported by the POST Response payload on this resource

Data type P Cardinality Response Description
codes
UeConfigDoc (0] 0.1 2.01 Created The UE configuration was created

successfully.

The "ueConfigDocld" of the created resource
shall be returned in the "Location-Path"
option.

NOTE: The mandatory CoAP error status codes for the POST method listed in table C.1.3-1 shall also apply.

Table C.3.1.2.2.3.2-3: Options supported by the 2.01 Response Code on this resource

Name Data type P | Cardinality Description
Location-Path string M |1 Contains the location path of the newly created resource
relative to the request URI.
It contains the ueConfigDocld segment of the complete
resource URI according to the structure: {apiRoot}/su-
uc/<apiVersion>/val-services/{valServiceld}/ue-
configurations/{ueConfigDocld}

C.3.1.23 Resource: Individual UE Configuration

C3.1.231 Description

The Individual UE Configuration resource represents an individual UE configuration stored at the SCM-S for agiven
VAL service. Thisresource is observable.

C.3.1.2.3.2 Resource Definition
Resource URI: {apiRoot}/su-uc/<apiV er sion>/val-ser vices/{ val Ser vicel d}/ue-configur ations/{ ueConfigDocl d}

Thisresource shall support the resource URI variables defined in the table C.3.1.2.3.2-1.
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Table C.3.1.2.3.2-1: Resource URI variables for this resource

Name Data Type Definition
apiRoot string See clause C.1.1
apiVersion string See clause C.2.1.1
valServiceld string Identifier of a VAL service.
ueConfigDocld |string Represents an individual UE configuration resource.
C.3.1.233 Resource Standard Methods
C.3.1.23.31 GET

This operation retrieves the UE configuration document.

This method shall support the request options specified in table C.3.1.2.3.3.1-1, the response data structures and
response codes specified in table C.3.1.2.3.3.1-2, and the response options specified in table C.3.1.2.3.3.1-3.

Table C.3.1.2.3.3.1-1: Options supported by the GET Request on this resource

Name Data type P | Cardinality Description

Observe Uinteger O |0.1 When set to 0 (Register) it extends the GET request to
subscribe to the changes of this resource.
When set to 1 (Deregister) it cancels the subscription.

NOTE: Other request options also apply in accordance with normal CoAP procedures.

Table C.3.1.2.3.3.1-2: Data structures supported by the GET Response payload on this resource

Data type P Cardinality Response Description
codes
UeConfigDoc M 1 2.05 Content The UE configuration based on the request
from the SCM-C.

INOTE:  The mandatory CoAP error status codes for the GET Request listed in table C.1.3-1 shall also apply.

Table C.3.1.2.3.3.1-3: Options supported by the 2.05 Response Code on this resource

Name Data type P | Cardinality Description

Observe Uinteger O |0.1 Sequence number of the notification.

NOTE: Other response options also apply in accordance with normal CoAP procedures.

C.3.1.2.3.3.2 PUT
This operation updates the UE configuration document.

This method shall support the request data structures specified in table C.3.1.2.3.3.2-1 and the response data structures
and response codes specified in table C.3.1.2.3.3.2-2.

Table C.3.1.2.3.3.2-1: Data structures supported by the PUT Request payload on this resource

Data type P Cardinality Description

UeConfigDoc M 1 Updated details of the UE configuration
document.
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Table C.3.1.2.3.3.2-2: Data structures supported by the PUT Response payload on this resource

Data type P Cardinality Response Description
codes
UeConfigDoc (0] 1 2.04 Changed The UE configuration document updated
successfully and the updated UE
configuration document may be returned in
the response.
[NOTE:  The mandatory CoAP error status codes for the PUT method listed in table C.1.3-1 shall also apply.

C.3.1.2.3.3.3 DELETE
This operation deletes the UE configuration document.

This method shall support the response data structures and response codes specified in table C.3.1.2.3.3.3-1.

Table C.3.1.2.3.3.3-1: Data structures supported by the DELETE Response payload on this resource

Data type P Cardinality Response Description
codes
n/a 2.02 Deleted The individual UE configuration document
matching the ueConfigDocld is deleted.

NOTE:

The mandatory CoAP error status codes for the DELETE method listed in table C.1.3-1 shall also apply.

C.3.1.3 Data Model

C.3.1.31 General

Table C.3.1.3.1-1 specifies the data types defined specifically for the SU_UeConfig resource representation.

Table C.3.1.3.1-1: SU_UeConfig API specific data types

Data type Section Description Applicability
defined
UeConfigDoc C31421 UE configuration document.
UeConfig C31422 UE configuration including
configuration data.
ValUelds C.3.1.4.2.3 VAL UE identifiers.
ImeiRange C3.13.24 Range of IMEls.
SnrRange C.3.1.3.25 Range of UE serial numbers.
SerialNumber C.3.1.331 Serial number of a UE.
TypeAllocationCode C.3.1.33.1 Type allocation code.
Table C.3.1.3.1-2 specifies data types re-used by the SS_Events API service:
Table C.3.1.3.1-2: Reused data types
Data type Reference Comments Applicability
ConfigType C.2.133.1 Configuration type.
Uri C.143 Unified resource identifier.
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Definition of type UeConfigDoc

Attribute name |Data type | P Cardinality Description Applicability
ueConfigDocld |string O (0.1 Contains the ueConfigDocld of the
complete resource URI of this UE
configuration document according to the
structure: {apiRoot}/su-
uc/<apiVersion>/val-
services/{valServiceld}/ue-
configurations/{ueConfigDocld}
This attribute shall be provided by the
SCM-S in CoAP responses.
configName string o Displayable name of the UE
configuration document.
valServiceDom |string M (1 Domain name of the VAL service for
ain which the configuration document is
applicable.
valServiceld string O (0.1 VAL service identity for which the
configuration document is applicable.
valUelds ValUelds O |0.1 Defines a set of VAL UE IDs for which
the configuration document is applicable.
ueConfigs array(UeC | O |[1..N List of UE configurations of different
onfig) configuration types, i.e. there shall not be
2 configuration with the same value of
configType.
C.3.1.3.2.2 Type: UeConfig
Table C.3.1.3.2.2-1: Definition of type UeConfig
Attribute name |Data type | P Cardinality Description Applicability
configType ConfigTyp | M |1 Indicates the type of the UE
e (NOTE) configuration.
configData string M |1 Actual UE configuration data.
NOTE: Only the values COMMON and ON_NETWORK are applicable in the present specification.
C.3.1.3.23 Type: ValUelds
Table C.3.1.3.2.3-1: Definition of type ValUelds
Attribute name |Datatype | P Cardinality Description Applicability
uris array(Uri) O |1.N List of VAL UE identities, each identity
defined by a URI.
imeiRanges array(Imei | O |[1..N List of IMEI ranges.
Range)
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C.3.1324 Type: ImeiRange

Table C.3.1.3.2.4-1: Definition of type ImeiRange

Attribute name |Datatype | P Cardinality Description Applicability
tac TypeAlloc | M |1 Type allocation code of the UEs.
ationCode
snrs array(Seri | O |[1..N List of UE serial numbers.
alNumber)
snrRange SnrRange | O |0..1 Range of UE serial numbers.

C.3.1.3.25 Type: SnrRange

Table C.3.1.3.2.5-1: Definition of type SnrRange

Attribute name |Datatype | P Cardinality Description Applicability
low SerialNum | M |1 First UE serial number identifying the

ber start of a UE serial number range.
high SerialNum | M |1 Last UE serial number identifying the end

ber of a UE serial number range.

C.3.1.3.3 Simple data types and enumerations

C.3.1.331 Simple data types

Table C.3.1.3.3.1-1: Simple data types

Type Name Type Definition Description
TypeAllocationCode | string Type Allocation Code (TAC) of the UE, comprising the initial
eight-digit portion of the 15-digit IMEI and 16-digit IMEISV codes.
See clause 6.2 of 3GPP TS 23.003 [26].

Pattern: \[0-9){8}$'

SerialNumber string Serial number of the UE, comprising the six-digit portion of the
15-digit IMEI and 16-digit IMEISV codes. See clause 6.2 of
3GPP TS 23.003 [26]. Leading 0s may be excluded.

Pattern: \[0-9{1,6}$'

C.3.1.4 Error Handling

General error responses are defined in clause C.1.3.

C.3.1.5 CDDL Specification

C.3.151 Introduction

The data model described in clause C.3.1.3 shall be binary encoded in the CBOR format as described in
IETF RFC 8949 [17].

Clause C.3.1.5.2 uses the Concise Data Definition Language described in IETF RFC 8610 [18] and provides
corresponding representation of the SU_UeConfig API data model.
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C.3.15.2 CDDL document

;5 UeConfi gDoc
;;+ Represents UE configuration infornation associated with a VAL service.

UeConfigboc = {

? UeConfigDocld: text

? configName: text ; Name of the config
val Servi ceDomai n: text

? val Serviceld: text

? val Uel ds: Val Uel ds

? ueConfigs: [+ UeConfig]

}

UeConfi g
;;+ UE configuration.

UeConfig = {
confi gType: ConfigType
configData: text ; Actual UE configuration data.

}

;55 ConfigType
7+ Indicates the type of the UE configuration.

ConfigType = "COVMMON' / "ON_NETWORK" / text

;o , Val Uel ds
;;+ VAL UE identities for which the UE configuration is applicable.

Val Uelds = {
?2uris: [+ Ui]
? inmei Ranges: [+ | nmei Range]

}

;75 I nei Range

;;+ Defines a range of | MEls.
I nei Range = {

tac: TypeAll ocati onCode

? snrs: [+ Serial Nunber]

? snrRange: SnrRange
}

;7 SnrRange
;;+ Defines a range of Serial Nunbers.

SnrRange = {

| ow. Serial Nunber
hi gh: Seri al Nurmber

}

;7 TypeAll ocati onCode
;;+ Type Allocation Code.

TypeAl | ocati onCode = text .regexp "[0-9]{8}"

i, Seri al Nunber
;;+ Serial Nunber.

Serial Nunber = text .regexp "[0-9]{1,6}" ;

N g
o+ URI

Ui = text ; formatted according to RFC 3986

C.3.1.6 Media Type

The media type for a user profile document shall be "application/vnd.3gpp.seal-ue-config-info+cbor".
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C.3.1.7 Media Type registration for application/vnd.3gpp.seal-ue-config-
info+cbor

Type name: application

Subtype name: vnd.3gpp.seal -ue-config-info+cbor
Required parameters. none

Optional parameters: none

Encoding considerations. Must be encoded as using IETF RFC 8949 [17]. See 3GPP TS 24.546 clause C.3.1.3 for
details.

Security considerations: See Section 10 of IETF RFC 8949 [17] and Section 11 of IETF RFC 7252 [12].

Interoperability considerations: Applications must ignore any key-value pairs that they do not understand. This allows
backwards-compatible extensions to this specification.

Published specification: 3GPP TS 24.546 " Configuration management - Service Enabler Architecture Layer for
Verticals (SEAL); Protocol specification”, available via http://www.3gpp.org/specs/numbering.htm.

Applications that use this media type: Applications supporting the SEAL configuration management procedures as
described in the published specification.

Fragment identifier considerations: Fragment identification is the same as specified for "application/cbor" mediatypein
IETF RFC 8949 [17]. Note that currently that RFC does not define fragmentation identification syntax for
"application/cbor".

Additional information:
Deprecated alias names for this type: N/A
Magic number(s): N/A
File extension(s): none
Macintosh file type code(s): none
Person & email address to contact for further information: <M CC name>, <MCC email address>
Intended usage: COMMON
Restrictions on usage: None
Author: 3GPP CT1 Working Group/3GPP_TSG_CT_WG1@LIST.ETSI.ORG

Change controller: <MCC name>/<M CC email address>
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