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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document specifies the non-access stratum (NAS) procedures in the 5G system (5GS) used by the protocols
for:

- mobility management between the user equipment (UE) and the access and mobility management function
(AMF) for both 3GPP access and non-3GPP access; and

- session management between the user equipment (UE) and the session management function (SMF) for both
3GPP access and non-3GPP access.

The 5GS mobility management (5GMM) protocol defined in the present document provides procedures for the control
of mobility when the user equipment (UE) is using the NG radio access network (NG-RAN) and/or non-3GPP access
network. The 5GMM protocol also provides control of security for the NAS protocols.

The 5GS session management (5GSM) protocol defined in the present document provides procedures for the handling
of 5GS PDU sessions. Together with the bearer control provided by the access stratum, this protocol is used for the
control of user-plane resources.

For both NAS protocols the present document specifies procedures for the support of inter-system mobility between the
NG-RAN and the evolved universal terrestrial radio access (E-UTRAN), between the NG-RAN and the non-3GPP
access network connected to the EPC, and between the non-3GPP access network connected to the 5G core network
(5GCN) and the E-UTRAN.

For both NAS protocols the present document specifies procedures for the support of mobility between the NG-RAN
and the non-3GPP access network connected to the 5GCN.

In addition, the present document specifies the procedures in the 5GS for UE policy delivery service between the UE
and the policy control function (PCF) for both 3GPP access and non-3GPP access.

The present document is applicable to the UE, the access and mobility management function (AMF), the session
management function (SMF), and the PCF in the 5GS.

The clauses and subclauses in the present document are common for both 3GPP access and non-3GPP access unlessit is
explicitly stated that they apply to 3GPP access only or non-3GPP access only.

2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Rel ease as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[1A] 3GPP TS 22.011: "Service accessibility".

[2] 3GPP TS 22.101: " Service aspects; Service principles’.

[3] 3GPP TS 22.261: " Service requirements for the 5G system; Stage 1".

[4] 3GPP TS 23.003: "Numbering, addressing and identification".

[4A] 3GPP TS 23.040: "Technical realization of Short Message Service (SMS)".
[4B] 3GPP TS 23.032: "Universal Geographical Area Description (GAD)".
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[5] 3GPP TS 23.122: "Non-Access-Stratum functions related to Mobile Station (MS) inidle mode".
[6] 3GPP TS 23.167: "IP Multimedia Subsystem (IMS) emergency sessions”.

[6A] 3GPP TS 23.216: "Single Radio Voice Call Continuity (SRVCC); Stage 2".

[6AB] 3GPP TS 23.256: " Support of Uncrewed Aerial Systems (UAS) connectivity, identification and
tracking; Stage 2".

[6B] 3GPP TS 23.273: "5G System (5GS) Location Services (LCS); Stage 2".

[6C] 3GPP TS 23.287: " Architecture enhancements for 5G System (5GS) to support V ehicle-to-
Everything (V2X) services'.

[6D] 3GPP TS 23.316: "Wireless and wireline convergence access support for the 5G System (5GS)".

[6E] 3GPP TS 23.304: "Proximity based Services (ProSe) in the 5G System (5GS)".

[7] 3GPP TS 23.401: "GPRS enhancements for E-UTRAN access'.

(8] 3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".

[9] 3GPP TS 23.502: "Procedures for the 5G System; Stage 2".

[10] 3GPP TS 23.503: "Palicy and Charging Control Framework for the 5G System; Stage 2".

[10A] 3GPP TS 23.548: "5G System Enhancements for Edge Computing; Stage 2.

[11] 3GPP TS 24.007: "Mobileradio interface signalling layer 3; General aspects'.

[12] 3GPP TS 24.008: "Mobile Radio Interface Layer 3 specification; Core Network Protocals;
Stage 3".

[13] 3GPP TS 24.011: "Point-to-Point Short Message Service (SMS) support on mobile radio
interface".

[13A] 3GPP TS 24.080: "Mobile radio interface layer 3 Supplementary services specification; Formats
and coding".

[13B] 3GPP TS 24.193: "Access Traffic Steering, Switching and Splitting; Stage 3".

[13C] 3GPP TS 24.173: "IM S Multimedia telephony communication service and supplementary
services; Stage 3".

[13D] 3GPP TS 24.174: " Support of multi-device and multi-identity in the P Multimedia Subsystem
(IMS); Stage 3".

[14] 3GPP TS 24.229: "I1P multimedia call control protocol based on Session Initiation Protocol (SIP)
and Session Description Protocol (SDP); Stage 3".

[14AA] 3GPP TS 24.237: "IP Multimedia (IM) Core Network (CN) subsystem |P Multimedia Subsystem
(IMS) service continuity; Stage 3".

[14A] 3GPP TS 24.250: "Protocol for Reliable Data Service; Stage 3".

[15] 3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS);
Stage 3".

[16] 3GPP TS 24.302: "Access to the 3GPP Evolved Packet Core (EPC) via non-3GPP access
networks; Stage 3"

[17] 3GPP TS 24.368: "Non-Access Stratum (NAS) configuration Management Object (MO)".

[18] 3GPP TS 24.502: "Access to the 3GPP 5G System (5GS) via non-3GPP access
networks, Stage 3".

[19] 3GPP TS 24.526: "UE policies for 5G System (5GS); Stage 3".
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3GPP TS 24.539: "5G System (5GS); Network to TSN tranglator (TT) protocol aspects; Stage 3".

3GPP TS 24.535: "Device-Side Time-Sensitive Networking (TSN) Trandator (DS-TT) to
Network-Side TSN Trandator (NW-TT) protocol aspects; Stage 3".

3GPP TS 24.587: "Vehicle-to-Everything (V2X) servicesin 5G System (5GS); Protocol aspects;
Stage 3"

3GPP TS 24.588: "Vehicle-to-Everything (V2X) servicesin 5G System (5GS); User Equipment
(UE) policies; Stage 3"

Void.
3GPP TS 24.554: "Proximity-service (ProSe) in 5G System (5GS) protocol aspects; Stage 3".

3GPP TS 24.555: " Proximity-services (ProSe) in 5G System (5GS); User Equipment (UE)
policies; Stage 3".

3GPP TS 24.623: "Extensive Markup Language (XML) Configuration Access Protocol (XCAP)
over the Ut interface for Manipulating Supplementary Services'.

3GPP TS 29.500: "5G System; Technical Realization of Service Based Architecture; Stage 3".
3GPP TS 29.502: "5G System; Session Management Services, Stage 3".

3GPP TS 29.503: "5G System; Unified Data Management Services; Stage 3".

3GPP TS 29.518: "5G System; Access and Mobility Management Services; Stage 3".

3GPP TS 29.525: "5G System; UE Poalicy Control Service; Stage 3".
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3GPP TS 31.102: "Characteristics of the Universal Subscriber Identity Module (USIM)
application”.

3GPP TS 31.111: "USIM Application Toolkit (USAT)".

3GPP TS 31.115: "Secured packet structure for (Universal) Subscriber Identity Module (U)SIM
Toolkit applications’.

3GPP TS 33.102: "3G security; Security architecture”.
3GPP TS 33.401: "3GPP System Architecture Evolution; Security architecture”.
3GPP TS 33.501: "Security architecture and procedures for 5G System".

3GPP TS 33.535: "Authentication and Key Management for Applications (AKMA) based on
3GPP credentialsin the 5G System (5GS)".

3GPP TS 33.256: " Security aspects of Uncrewed Aerial Systems (UAS)".
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3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following
apply. A term defined in the present document takes precedence over the definition of the same term, if any, in
3GPP TR 21.905 [1].
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5GMM-IDLE mode: In this specification, if the termis used standalone, a UE in 5GMM-IDLE mode means the UE
can be either in 5GMM-IDLE mode over 3GPP access or in 5GMM-IDLE mode over non-3GPP access.

5GMM-CONNECTED mode: In this specification, if the term is used standalone, a UE in 5GMM-CONNECTED
mode means the UE can be either in 5GMM-CONNECTED mode over 3GPP access or in 5GMM-CONNECTED
mode over non-3GPP access.

5GMM-IDLE mode over 3GPP access: A UE isin 5GMM-IDLE mode over 3GPP access when no N1 NAS
signalling connection between the UE and network over 3GPP access exists. The term 5GMM-IDLE mode over 3GPP
access used in the present document corresponds to the term CM-IDLE state for 3GPP access used in
3GPPTS23.501[8].

5GMM-CONNECTED mode over 3GPP access: A UE isin 5GMM-CONNECTED mode over 3GPP access when an
N1 NAS signalling connection between the UE and network over 3GPP access exists. The term 5GMM-CONNECTED
mode over 3GPP access used in the present document corresponds to the term CM-CONNECTED state for 3GPP
access used in 3GPP TS 23.501 [8].

5GMM-IDLE mode over non-3GPP access. A UE isin 5GMM-IDLE mode over non-3GPP access when no N1 NAS
signalling connection between the UE and network over non-3GPP access exists. The term 5GMM-IDLE mode over
non-3GPP access used in the present document corresponds to the term CM-IDLE state for non-3GPP access used in
3GPP TS 23.501[8].

5GMM-CONNECTED mode over non-3GPP access. A UE isin 5GMM-CONNECTED mode over non-3GPP
access when an N1 NAS signalling connection between the UE and network over non-3GPP access exists. The term
5GMM-CONNECTED mode over non-3GPP access used in the present document corresponds to the term CM-
CONNECTED state for non-3GPP access used in 3GPP TS 23.501 [g].

5GS services: Services provided by PS domain. Within the context of this specification, 5GS servicesis used asa
synonym for EPS services.

5G-EA: 5GS encryption algorithms. The term 5G-EA, 5G-EAQ, 128-5G-EA1, 128-5G-EA2, 128-5G-EA3, 5G-EA4,
5G-EA5, 5G-EA6 and 5G-EA7 used in the present document corresponds to the term NEA, NEAO, 128-NEA1, 128-
NEAZ2, 128-NEA3, NEA4, NEAS5, NEA6 and NEA7 defined in 3GPP TS 33.501 [24].

5G-1A: 5GSintegrity algorithms. The term 5G-1A, 5G-1A0, 128-5G-1A1, 128-5G-1A2, 128-5G-1A3, 5G-1A4, 5G-IA5,
5G-1A6 and 5G-1A7 used in the present document corresponds to theterm NIA, NIAO, 128-NIA1, 128-NI1A2, 128-
NIA3, NIA4, NIA5, NIA6 and NIA7 defined in 3GPP TS 33.501 [24].

Access stratum connection: A peer to peer access stratum connection:
- between the UE and the NG-RAN for 3GPP access;
- between the UE and the N3IWF for untrusted non-3GPP access,
- between the UE and the TNGF for trusted non-3GPP access used by the UE;
- within the TWIF acting on behalf of the NSCW device for trusted non-3GPP access used by the NSCW device;
- between the 5G-RG and the W-AGF for wireline access used by the 5G-RG;
- within the W-AGF acting on behalf of the FN-RG for wireline access used by the FN-RG; or
- within the W-AGF acting on behalf of the NSGC device for wireline access used by the N5SGC device.

The access stratum connection for 3GPP access corresponds to an RRC connection viathe Uu reference point. The
creation of the access stratum connection for untrusted non-3GPP access corresponds to the completion of the
IKE_SA_INIT exchange (see IETF RFC 7296 [41]) viathe NWu reference point. The creation of the access stratum
connection for trusted non-3GPP access used by the UE corresponds to the UE reception of an EAP-request/5G-start via
NW! reference point (see 3GPP TS 23.502 [9]). The creation of the access stratum connection for trusted non-3GPP
access used by the NSCW device corresponds to the TWIF's start of acting on behalf of the NSCW device. The creation
of the access stratum connection for wireline access used by the 5G-RG corresponds to the 5G-RG reception of an
EAP-request/5G-packet over the W-CP EAP connection viathe Y 4 reference point (see 3GPP TS 23.316 [6D]). The
creation of the access stratum connection for wireline access used by the FN-RG corresponds to the W-AGF's start of
acting on behalf of the FN-RG. The creation of the access stratum connection for wireline access used by the NSGC
device corresponds to the W-AGF's start of acting on behalf of the NSGC device.
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Accessto SNPN servicesviaa PLMN/To access SNPN servicesviaa PLMN: A UE isaccessing SNPN services via
aPLMN when the UE is connecting to the 5GCN of the SNPN using the 3GPP access of the PLMN.

Aggregate maximum bit rate: The maximum bit rate that limits the aggregate bit rate of a set of non-GBR bearers of a
UE. Definition derived from 3GPP TS 23.501 [8].

Always-on PDU session: A PDU session for which user-plane resources have to be established during every transition
from 5GMM-IDLE mode to 5GMM-CONNECTED mode. A UE requests a PDU session to be established as an
aways-on PDU session based on indication from upper layers and the network decides whether a PDU session is
established as an always-on PDU session.

NOTE 1: How the upper layersin the UE are configured to provide an indication is outside the scope of the present
document.

Applicable UE radio capability ID for the current UE radio configuration in the selected network: The UE hasan
applicable UE radio capability ID for the current UE radio configuration in the selected network if:

a) the UE supports RACS; and
b) the UE has:

1) astored network-assigned UE radio capability ID which is associated with the PLMN 1D or SNPN identity of
the serving network and which mapsto the set of radio capabilities currently enabled at the UE; or

2) amanufacturer-assigned UE radio capability ID which maps to the set of radio capabilities currently enabled
at the UE.

CAG cell: A cell in which only members of the CAG can get normal service. Depending on local regulation, the CAG
cell can provide emergency services also to subscribers who are not members of the CAG.

CAG-ID: A CAG-ID isaunique identifier within the scope of one PLMN defined in 3GPP TS 23.003 [4] which
identifies a Closed Access Group (CAG) inthe PLMN associated with acell or group of cellsto which accessis
restricted to members of the CAG.

CAG restrictions: Restrictions applied to a UE in accessing aPLMN's 5GCN via:

a) anon-CAG cell if the entry for the PLMN in the UE's"CAG information list" includes an "indication that the
UE isonly alowed to access 5GS via CAG cells'; or

b) aCAG cell if none of the CAG-ID(s) supported by the CAG cell isincluded in the "allowed CAG list" for the
PLMN inthe UE's"CAG information list".

The CAG restrictions are not applied in a PLMN when a UE accesses the PLMN due to emergency services.

Cleartext | Es: Information elements that can be sent without confidentiality protection in initial NAS messages as
specified in subclause 4.4.6.

Configuration of SNPN subscription parametersin PLMN viathe user plane: Configuration of aUE ina PLMN
with one or more entries of the "list of subscriber data” viathe user plane.

Control plane CloT 5GS optimization: Signalling optimizations to enable efficient transport of user data (1P,
Ethernet, Unstructured or SMS) over control plane viathe AMF including optional header compression of | P data and
Ethernet data.

Current TAI: A TAI of aselected PLMN broadcast in the cell on which the UE is camping. If the cell is a satellite
NG-RAN cell broadcasting multiple TACs of the selected PLMN, the UE NAS layer selects the current TAI from these
multiple TACs of the selected PLMN as specified in subclause 4.23.5.

NOTE 2: For the purpose of this definition, the selected PLMN can either be the registered PLMN or aPLMN
selected according to PLMN selection rules as specified in 3GPP TS 23.122 [5].

DNN determined by the AMF: If no DNN requested by the UE is provided, aDNN determined by the AMF based
subscription information or local policy. Otherwise DNN determined by the AMF isthe DNN requested by the UE.

DNN requested by the UE: A DNN explicitly requested by the UE and included in a NAS request message.
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DNN selected by the network: If DNN replacement applies, a DNN selected and indicated to the AMF by PCF.
Otherwise DNN selected by the network is the DNN determined by the AMF.

Default SNSSAI: An S-NSSAI in the subscribed S-NSSAIs marked as default.

Globally-unigue SNPN identity: An SNPN identity with an NID whose assignment mode is not set to 1 (see
3GPP TS 23.003[4]).

HPLMN S-NSSAI: An S-NSSAI applicablein the HPLMN without any further mapping by the network. If the UE has
an EHPLMN list which is not empty, and the HPLMN code derived from the IMSI isincluded in the EHPLMN list,
then the HPLMN S-NSSAIl s are applicable without any further mapping in the HPLMN derived from the IMSI. If the
HPLMN code derived from the IMSI is not included in the EHPLMN list, then the HPLMN S-NSSAIs are applicable
without any further mapping in the highest priority EHPLMN.

The UE considersas HPLMN S-NSSAIs at least the following S-NSSAIs:
a) any S-NSSAI included in the configured NSSAI or allowed NSSAI for aPLMN or SNPN if it is provided by
1) the HPLMN, if the EHPLMN list is not present or is empty;
2) the EHPLMN whose PLMN code is derived from the IMSI;

3) the highest priority EHPLMN, if an EHPLMN list is available and not empty and the HPLMN code derived
from the IMSI is not included in the EHPLMN list; or

4) the subscribed SNPN;

b) any S-NSSAI provided as mapped S-NSSAI for the configured NSSAI or allowed NSSAI for aPLMN or
SNPN;

¢) any S-NSSAI associated with aPDU session if there is no mapped S-NSSAI associated with the PDU session
and the UE is

1) inthe HPLMN, if the EHPLMN list is not present or is empty;
2) the EHPLMN whose PLMN code is derived from the IMSI;

3) the highest priority EHPLMN, if any is available and the HPLMN code derived from the IMSI is not
included in the EHPLMN list; or

4) in the subscribed SNPN; and
d) any mapped S-NSSAI associated with a PDU session.

NOTE 3: The abovelist is not intended to be complete. E.g., aso in case of PLMN the S-NSSAIsincluded in
URSP rules or in the signalling messages for network slice-specific authentication and authorization are
HPLMN S-NSSAIs.

User plane CloT 5GS optimization: Signalling optimizations to enable efficient transport of user data (IP, Ethernet or
Unstructured) over the user plane.

UE supporting CloT 5GS optimizations: A UE that supports control plane CloT 5GS optimization or user plane CloT
5GS optimization and one or more other CloT 5GS optimizations when the UE isin N1 mode.

Registered for 5GS services with control plane CloT 5GS optimization: A UE supporting CloT 5GS optimizations
isregistered for 5GS services, and control plane CloT 5GS optimization along with one or more other CloT 5GS
optimizations have been accepted by the network.

Registered for 5GS services with user plane CloT 5GS optimization: A UE supporting CloT 5GS optimizationsis
registered for 5GS services, and user plane CloT 5GS optimization along with one or more other CloT 5GS
optimizations have been accepted by the network.

Registered for 5GS serviceswith CloT 5GS optimization: A UE isregistered for 5GS services with control plane
CloT 5GS optimization or registered for 5GS services with user plane CloT 5GS optimization.

DNN based congestion control: Type of congestion control at session management level that is applied to reject
session management requests from UES or release PDU sessions when the associated DNN is congested. DNN based
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congestion control can be activated at the SMF over session management level and also activated at the AMF over
mobility management level.

Emergency PDU session: A PDU session established with the request type "initial emergency request” or "existing
emergency PDU session”.

General NASIevel congestion control: Type of congestion control at mobility management level that is applied at a
general overload or congestion situation in the network, e.g. lack of processing resources.

Initial NAS message: A NAS message is considered as an initial NAS message, if this NAS message can trigger the
establishment of an N1 NAS signalling connection. For instance, the REGISTRATION REQUEST message isan initial
NAS message.

Initial registration for emergency services: A registration performed with 5GS registration type "emergency
registration” in the REGISTRATION REQUEST message.

Initial registration for onboarding servicesin SNPN: A registration performed with 5GS registration type "SNPN
onboarding registration” in the REGISTRATION REQUEST message.

Initial registration for disaster roaming services. A registration performed with 5GS registration type " disaster
roaming initia registration” in the REGISTRATION REQUEST message.

Last visited registered TAl: A TAI which is contained in the registration area that the UE registered to the network
and which identifies the tracking arealast visited by the UE. If the cell is a satellite NG-RAN cell broadcasting multiple
TAls, aTAI which is contained in the registration area that the UE registered to the network and last selected by the UE
asthe current TAI.

Mapped 5G-GUTI: A 5G-GUTI which is mapped from a 4G-GUT]I previously allocated by an MME. Mapping rules
are defined in 3GPP TS 23.003 [4].

Mapped S-NSSAI: An S-NSSAI in the subscribed S-NSSAIs for the HPLMN or the subscribed SNPN, to which an S-
NSSAI of the registered PLMN (in case of aroaming scenario) or the registered non-subscribed SNPN is mapped.

Mobility registration for disaster roaming services: A registration performed with 5GS registration type "disaster
roaming mobility registration updating" in the REGISTRATION REQUEST message.

MUSIM UE: A UE with multiple valid USIMs, capable of initiating and maintaining simultaneous separate registration
states over 3GPP access with PLMN(s) using identities and credentials associated with those USIMs and supporting one
or more of the N1 NAS signalling connection release, the paging indication for voice services, the reject paging request,
the paging restriction and the paging timing collision control (see 3GPP TS 23.501 [9]).

N1 mode: A mode of a UE allowing access to the 5G core network via the 5G access network.
Native 5G-GUTI: A 5G-GUTI previoudly alocated by an AMF.

Non 5G capable over WLAN (N5CW) device: A device that is not capable to operate as a UE supporting NAS
signalling with the 5GCN over aWLAN access network. However, this device may be capable to operate as a UE
supporting NAS signalling with 5GCN using the N1 reference point as specified in this specification over 3GPP access.
An N5CW device may be allowed to access the 5GCN viatrusted WLAN access network (TWAN) that supports a
trusted WLAN interworking function (TWIF) as specified in 3GPP TS 24.502 [18].

Non-CAG Cell: An NR cell which does not broadcast any Closed Access Group identity or an E-UTRA cell connected
to 5GCN.

Non-globally-unique SNPN identity: An SNPN identity with an NID whose assignment mode isset to 1 (see
3GPP TS 23.003[4]).

In NB-N1 mode: Indicates this paragraph applies only to a system which operatesin NB-N1 mode. For a multi-access
system this case applies if the current serving radio access network provides access to network servicesvia E-UTRA
connected to 5GCN by NB-10T (see 3GPP TS 36.300 [25B], 3GPP TS 36.331 [25A], 3GPP TS 36.306 [25D]).

In WB-N1 mode: Indicates this paragraph applies only to a system which operatesin WB-N1 mode. For a multi-access
system this case applies if the system operatesin N1 mode with E-UTRA connected to 5GCN, but not in NB-N1 mode.

In WB-N1/CE mode: Indicates this paragraph applies only when a UE, which is a CE mode B capable UE (see
3GPP TS 36.306 [25D]), is operating in CE mode A or B in WB-N1 mode.
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Initial small data rate control parameters: Parametersthat, if received by the UE during the establishment of a PDU
session, are used asinitial parameters to limit the allowed data for the PDU session according to small data rate control
after establishment of a PDU session as described in subclause 6.2.13. At expiry of the associated validity period, the
initial small data rate control parameters are no longer valid and the small datarate control parameters apply.

Initial small datarate control parametersfor exception data: Parameters corresponding to initial small datarate
control parameters for small data rate control of exception data.

N1 NAS signalling connection: A peer to peer N1 mode connection between UE and AMF. An N1 NAS signalling
connection is either the concatenation of an RRC connection via the Uu reference point and an NG connection viathe
N2 reference point for 3GPP access, or the concatenation of an IPsec tunnel viathe NWu reference point and an NG
connection viathe N2 reference point for non-3GPP access.

N5CW device supporting 3GPP access. An N5SCW device which supports acting as a UE in 3GPP access (i.e. which
supports NAS over 3GPP access).

N6 PDU session: A PDU session established between the UE and the User Plane Function (UPF) for transmitting the
UE's | P data, Ethernet data or Unstructured data related to a specific application.

NEF PDU session: A PDU session established between the UE and the Network Exposure Function (NEF) for
transmitting the UE's Unstructured data related to a specific application.

Network dlicing infor mation: information stored at the UE consisting of one or more of the following:
a) default configured NSSAI for PLMN or SNPN;
b) configured NSSAI for aPLMN or an SNPN;
b1) NSSRG information for the configured NSSAI for aPLMN or an SNPN;
¢) mapped S-NSSAI(s) for the configured NSSAI for aPLMN or an SNPN;
d) pending NSSAI for aPLMN or an SNPN;
€) mapped S-NSSAI(s) for the pending NSSAI for aPLMN or an SNPN;
f) rejected NSSAI for the current PLMN or SNPN;
g) mapped S-NSSAI(s) for the rejected NSSAI for the current PLMN or an SNPN;
h) rejected NSSAI for the failed or revoked NSSAA;
and
i) for each accesstype:
1) allowed NSSAI for aPLMN or an SNPN;
2) mapped S-NSSAI(s) for the allowed NSSAI for aPLMN;
3) regjected NSSAI for the current registration area;
4) mapped S-NSSAI(s) for the rejected NSSAI for the current registration ares;
5) rejected NSSAI for the maximum number of UEs reached; and
6) mapped S-NSSAI(s) for the rejected NSSAI for the maximum number of UEs reached.
ii) for 3GPP access type:
1) NSAG information for the configured NSSAI for a PLMN.
Non-cleartext | Es: Information elements that are not cleartext | Es.
Non-emer gency PDU session: Any PDU session which is not an emergency PDU session.

Onboarding SUCI: SUCI derived from onboarding SUPI.
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Onboarding SUPI: SUPI with the SUPI format "network specific identifier" containing a network specific identifier or
with the SUPI format "IMSI" containing an IMSI, derived by a UE in SNPN access mode, from default UE credentials
for primary authentication and used to identify the UE during initial registration for onboarding servicesin SNPN and
while registered for onboarding servicesin SNPN.

PDU address: An IP address assigned to the UE by the packet data network.
PDU session for LADN: A PDU session with a DNN associated with a LADN.

PDU session with suspended user -plane resour ces; A PDU session for which user-plane resources were established
or re-established, and for which data radio bearers were suspended when transition to 5GMM-CONNECTED mode
with RRC inactive indication.

Persistent PDU session: either a non-emergency PDU session contains a GBR QoS flow with QoS equivalent to QoS
of teleservice 11 and where there is aradio bearer associated with that PDU session over 3GPP access, or an emergency
PDU session where there is aradio bearer associated with that PDU session over 3GPP access.

NOTE 4: An example of apersistent PDU session is a hon-emergency PDU session with 5QI = 1 where thereisa
radio bearer associated with that context.

Procedur e transaction identity: Anidentity which isdynamically alocated by the UE for the UE-requested 5GSM
procedures or alocated by the UE or the PCF for the UE policy delivery procedures. The procedure transaction identity
isreleased when the procedure is completed but it should not be released immediately.

RAT frequency selection priority index: A parameter provided by the AMF to the NG-RAN viathe N2 reference
point. The AMF selects an RFSP index for a particular UE based on the subscribed RFSP index, the locally configured
operator's palicies, the allowed NSSAI and the UE context information, including the UE's usage setting, if received
during the registration procedure. Definition derived from 3GPP TS 23.501 [8].

Registered for disaster roaming services. A UE is considered as "registered for disaster roaming services' when it has
successfully completed initial registration or mobility registration for disaster roaming services.

Registered for emergency services. A UE is considered as "registered for emergency services' when it has
successfully completed initial registration for emergency services.

Registered for onboarding servicesin SNPN: A UE is considered as "registered for onboarding servicesin SNPN"
when it has successfully completed initial registration for onboarding servicesin SNPN. While registered for
onboarding servicesin SNPN, services other than the onboarding services are not available.

Registered PLMN: The PLMN on which the UE performed the last successful registration. The identity of the
registered PLMN (MCC and MNC) is provided to the UE within the GUAMI field of the 5G-GUTI.

Rejected NSSAI: Rejected NSSAI for the current PLMN or SNPN, rejected NSSAI for the current registration area,
rejected NSSAI for the failed or revoked NSSAA or rejected NSSAI for the maximum number of UES reached.

NOTE 5: Rejected NSSAI for the current PLMN or SNPN, rejected NSSAI for the current registration area or
rejected NSSAI for the maximum number of UES reached contains a set of S-NSSAI(s) associated with a
PLMN identity or SNPN identity for the current PLMN or SNPN and in roaming scenarios also contains
a set of mapped S-NSSAI(s) if available. Rejected NSSAI for the failed or revoked NSSAA only contains
aset of SNSSAI(s) associated with a PLMN identity or SNPN identity for the HPLMN or RSNPN.

Rejected NSSAI for the current PLMN or SNPN: A set of SSNSSAI(s) which was included in the requested NSSAI
by the UE and is sent by the AMF with the rejection cause "S-NSSAI not available in the current PLMN or SNPN".

Rejected NSSAI for the current registration area: A set of SINSSAI(s) which was included in the requested NSSAI
by the UE and is sent by the AMF with the rejection cause "S-NSSAI not available in the current registration area’.

Rejected NSSAI for thefailed or revoked NSSAA: A set of SSNSSAI(s) which is sent by the AMF with the rejection
cause "S-NSSAI not available due to the failed or revoked network dglice-specific authentication and authorization".

Rejected NSSAI for the maximum number of UEsreached: A set of S NSSAI(s) which was included in the
requested NSSAI by the UE and is sent by the AMF with the rgjection cause "S-NSSAI not available due to maximum
number of UEs reached".

Local release: Release of a PDU session without peer-to-peer signalling between the network and the UE.
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NOTE 6: Local release can include communication among network entities.

Removal of eCall only moderestriction: All the limitations as described in 3GPP TS 22.101 [2] for the eCall only
mode do not apply any more.

SNPN access operation mode: SNPN access mode or access to SNPN over non-3GPP access.

NOTE 7: Theterm "non-3GPP access’ in an SNPN refers to the case where the UE is accessing SNPN servicesvia
aPLMN.

S-NSSAI based congestion control: Type of congestion control at session management level that is applied to reject
session management requests from UEs or release PDU sessions when the associated S-NSSAI and optionally the
associated DNN are congested. SSNSSAI based congestion control can be activated at the SMF over session
management level and also activated at the AMF over mobility management level.

Satellite NG-RAN RAT type: In case of satellite NG-RAN access, RAT types are used to distinguish different types of
satellite NG-RAN access, as defined in 3GPP TS 38.413 [31]. In this version of the specification, the defined satellite
NG-RAN RAT typesare "NR(LEO)", "NR(MEOQO)" and "NR(GEO)".

Selected core network typeinformation: A type of core network (EPC or 5GCN) selected by the UE NAS layer in
case of an E-UTRA cell connected to both EPC and 5GCN.

UE supporting UAS services. A UE which supports an aeria vehicle, such as a drone, with an onboard or built-in
USIM and is able to perform UE NAS functionalities specified in this specification. Upper layers of the UE supporting
UAS services are responsible for UAS related procedures, such as UUAA and C2 authorization, for which the NAS
layer of the UE supporting UAS services performs the necessary NAS procedures.

UE configured for high priority accessin selected PLMN: A UE configured with one or more access identities equal
to 1, 2, or 11-15 applicable in the selected PLMN as specified in subclause 4.5.2. Definition derived from
3GPPTS22.261[3].

UE operating in single-registration mode in a network supporting N26 interface: A UE, supporting both N1 mode
and S1 mode. During the last attach, tracking area update (see 3GPP TS 24.301 [15]) or registration procedures, the UE
has received either a 5GS network feature support 1E with IWK N26 bit set to "interworking without N26 interface not
supported” or an EPS network feature support 1E with IWK N26 bit set to "interworking without N26 interface not
supported”.

UE using 5GS serviceswith control plane CloT 5GS optimization: A UE that isregistered for 5GS services with the
control plane CIOT 5GS optimization accepted by the network.

User-plane resour ces. Resources established between the UE and the UPF. The user-plane resources consist of one of
the following:

- user plane radio bearers via the Uu reference point, atunnel viathe N3 reference point and atunnel viathe N9
reference point (if any) for 3GPP access;

- IPsec tunnels viathe NWu reference point, atunnel viathe N3 reference point and atunnel viathe N9 reference
point (if any) for untrusted non-3GPP access,

- IPsec tunnels via the NWt reference point, atunnel viathe N3 reference point and atunnel viathe N9 reference
point (if any) for trusted non-3GPP access used by the UE;

- alayer-2 connection viathe Yt reference point, alayer-2 or layer-3 connection viathe Yw reference point, a
tunnel viathe N3 reference point and a tunnel via the N9 reference point (if any) for trusted non-3GPP access
used by the NSCW device;

- W-UP resourcesvia Y 4 reference point, atunnel viathe N3 reference point and atunnel viathe N9 reference
point (if any) for wireline access used by the 5G-RG; and

- L-W-UP resources via Y5 reference point, atunnel viathe N3 reference point and atunnel viathe N9 reference
point (if any) for wireline access used by the FN-RG.

W-AGF acting on behalf of the NSGC device: A W-AGF that enables an N5GC device behind a 5G-CRG or an FN-
CRG to connect to the 5G Core.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 22.261 [3] apply:
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For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.003 [4] apply:

5G-GUTI

5G-STMSI

5G-TM S

Global Lineldentifier (GLI)
Global Cable Identifier (GCI)
GUAMI

IMEI

IMEISV

IMSI

PEI

SUPI

SUCI

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.122 [5] apply:

CAG selection

Country

EHPLMN

HPLMN

Onboarding servicesin SNPN
Registered SNPN

Selected PLMN

Selected SNPN

Shared network

SNPN identity

Steering of Roaming (SOR)

Steering of roaming connected mode control information (SOR-CMCI)

Steering of Roaming information
Subscribed SNPN

Suitable cell

VPLMN

For the purposes of the present document, the following terms and definitions givenin 3GPP TS 23.167 [6] apply:

eCall over IMS

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.216 [6A] apply:

SRVCC

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.401 [7] apply:

eCall only mode

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.501 [8] apply:

5G access networ k
5G core network
5G QoS flow

5G QoSidentifier
5G-RG

5G-BRG
5G-CRG

5G System
Allowed area
Allowed NSSAI
AMF region

AMF set
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Closed access group

Configured NSSAI

CredentialsHolder (CH)

Default Credentials Server (DCS)
Group ID for Network Selection (GIN)
IAB-node

Local area data networ k

Network identifier (NID)

Network dlice

NG-RAN

Non-allowed area

Onboar ding Standalone Non-Public Networ k
PDU connectivity service

PDU session

PDU session type

Pending NSSAI

Requested NSSAI

Routing Indicator

Service data flow

Service Gap Control

Serving PLMN rate control

Small datarate control status

SNPN access mode

SNPN enabled UE

Stand-alone Non-Public Networ k
Time Sensitive Communication

Time Sensitive Communication and Time Synchronization Function
UE-DS-TT residencetime
UE-SliceeMBR

UE presencein LADN service area

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.503 [10] apply:
UE local configuration
For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.008 [12] apply:

GMM

MM

A/Gb mode
lu mode
GPRS
Non-GPRS

For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.301 [15] apply:

CloT EPS optimization

Control plane CloT EPS optimization
EENLV

EMM

EMM-DEREGISTERED
EMM-DEREGISTERED-INITIATED
EMM-IDLE mode

EMM-NULL

EMM-REGISTERED
EMM-REGISTERED-INITIATED
EMM-SERVICE-REQUEST-INITIATED
EMM-TRACKING-AREA-UPDATING-INITIATED
EPS

EPS security context

EPS services

Lower layer failure

M egabit
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M essage header

NAS signalling connection recovery
Native GUTI

NB-S1 mode

Non-EPS services

S1 mode

User plane CloT EPS optimization
WB-S1 mode

For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.501 [24] apply:

5G security context

5G NAS security context

ABBA

Current 5G NAS security context

Default UE credentialsfor primary authentication
Default UE credentials for secondary authentication
Full native 5G NAS security context

K'ame

Kamr

Kasve

Mapped 5G NAS security context

M apped security context

Native 5G NAS security context

NCC

Non-current 5G NAS security context

Partial native 5G NAS security context

RES*

For the purposes of the present document, the following terms and definitions given in 3GPP TS 38.413 [31] apply:

NG connection
User Location Infor mation

For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.587 [19B] apply:

E-UTRA-PC5
NR-PC5
V2X

For the purposes of the present document, the following terms and its definitions given in 3GPP TS 23.256 [6AB]
apply:

3GPP UAV ID

CAA (Civil Aviation Administration)-Level UAV Identity
Command and Control (C2) Communication
UAV controller (UAV-C)

UAS Services

UAS Service Supplier (USS)

Uncrewed Aerial System (UAS)

USS communication

UUAA

UUAA-MM

UUAA-SM

For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.554 [19E] apply:
5G ProSe
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.548 [10A] apply:

Edge Application Server
Edge DNS Client
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For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.526 [19] apply:
Non-subscribed SNPN signalled URSP

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
3GPP TR 21.905 [1].

4G-GUTI 4G-Globally Unique Temporary Identifier

5GCN 5G Core Network

5G-GUTI 5G-Glaobally Unigue Temporary Identifier

5GMM 5GS Mohility Management

5G-RG 5G Residential Gateway

5G-BRG 5G Broadband Residential Gateway

5G-CRG 5G Cable Residential Gateway

5GS 5G System

5GSM 5GS Session Management

5G-S-TMSI 5G S-Temporary Mobile Subscription Identifier

5G-TMSI 5G Temporary Mobile Subscription Identifier

5GPRUK 5G ProSe Remote User Key

5QI 5G QoS Identifier

ACS Auto-Configuration Server

AKA Authentication and Key Agreement

AKMA Authentication and Key Management for Applications

A-KID AKMA Key Identifier

A-TID AKMA Temporary |dentifier

AMBR Aggregate Maximum Bit Rate

AMF Access and Mobility Management Function

APN Access Point Name

AS Access stratum

ATSSS Access Traffic Steering, Switching and Splitting

AUSF Authentication Server Function

CAG Closed access group

Cal Cell Global Identity

CHAP Challenge Handshake Authentication Protocol

DDX Downlink Data Expected

DL Downlink

DN Data Network

DNN Data Network Name

DNS Domain Name System

eDRX Extended DRX cycle

DSTT Device-Side TSN Trandator

EUI Extended Unique Identifier

E-UTRAN Evolved Universal Terrestrial Radio Access Network

EAC Early Admission Control

EAP-AKA' Improved Extensible Authentication Protocol method for 3rd generation Authentication and Key
Agreement

EAS Edge Application Server

EASDF Edge Application Server Discovery Function

ECIES Elliptic Curve Integrated Encryption Scheme

ECS Edge Configuration Server

ECSP Edge Computing Service Provider

EDC Edge DNS Client

EEC Edge Enabler Client

EPD Extended Protocol Discriminator

EMM EPS Mobility Management

EPC Evolved Packet Core Network

EPS Evolved Packet System

EPS-UPIP User-plane integrity protection in EPS
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ESM EPS Session Management

FN-RG Fixed Network RG

FN-BRG Fixed Network Broadband RG

FN-CRG Fixed Network Cable RG

Gbps Gigabits per second

GEO Geostationary Orbit

GFBR Guaranteed Flow Bit Rate

GUAMI Globally Uniqgue AMF Identifier

IAB Integrated access and backhaul

IMEI International Mobile station Equipment Identity
IMEISV International Mobile station Equipment Identity and Software Version number
IMSI International Mobile Subscriber Identity
IP-CAN | P-Connectivity Access Network

KSI Key Set Identifier

LADN Local Area Data Network

LCS LoCation Services

LEO Low Earth Orbit

LMF Location Management Function

LPP LTE Positioning Protocol

MAC Message Authentication Code

MA PDU Multi-Access PDU

MBS Multicast/Broadcast Services

Mbps M egabits per second

MCS Mission Critical Service

MEO Medium Earth Orbit

MFBR Maximum Flow Bit Rate

MICO Mobile Initiated Connection Only

MINT Minimization of Service Interruption

MPS Multimedia Priority Service

MSK MBS Service Key

MTK MBS Traffic Key

MUSIM Multi-USIM

N3IWF Non-3GPP Inter-Working Function

N5CW Non-5G-Capable over WLAN

N5GC Non-5G Capable

NAI Network Access Identifier

NITZ Network Identity and Time Zone

ngK Sl Key Set Identifier for Next Generation Radio Access Network
NPN Non-public network

NR New Radio

NSAC Network Slice Admission Control

NSACF Network Slice Admission Control Function
NSAG Network slice AS group

NSSAA Network dlice-specific authentication and authorization
NSSAAF Network Slice-Specific and SNPN authentication and authorization Function
NSSAI Network Slice Selection Assistance Information
NSSRG Network Slice Simultaneous Registration Group
NSWO Non-Seamless WLAN Offload

ON-SNPN Onboarding Standal one Non-Public Network
oS Operating System

oslid OS Identity

PAP Password Authentication Protocol

PCO Protocol Configuration Option

PEI Permanent Equipment Identifier

PEIPS Paging Early Indication with Paging Subgrouping
PNI-NPN Public Network Integrated Non-Public Network
ProSe Proximity based Services

ProSeP 5G ProSe policy

PTI Procedure Transaction ldentity

PVS Provisioning Server

QFI QoS Flow Identifier

QoS Quiality of Service
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QRI QoS Rule Identifier
RACS Radio Capability Signalling Optimisation
(RAN (Radio) Access Network
RFSP RAT Frequency Selection Priority
RG Residentia Gateway
RPLMN Registered PLMN
RQA Reflective QoS Attribute
RQI Reflective QoS Indication
RSC Relay Service Code
RSN Redundancy Sequence Number
RSNPN Registered SNPN
S-NSSAI Single NSSAI
SA Security Association
SDF Service Data Flow
SDT Small Data Transmission
SMF Session Management Function
SGC Service Gap Control
SNN Serving Network Name
SNPN Stand-alone Non-Public Network
SOR Steering of Roaming
SOR-CMCI Steering of Roaming Connected Mode Control Information
SUCI Subscription Concealed Identifier
SUPI Subscription Permanent Identifier
TA Tracking Area
TAC Tracking Area Code
TAI Tracking Area ldentity
Thps Terabits per second
TMGI Temporary Mobile Group Identity
TNGF Trusted Non-3GPP Gateway Function
TSC Time Sensitive Communication
TSCTSF Time Sensitive Communication and Time Synchronization Function
TWIF Trusted WLAN Interworking Function
TSN Time-Sensitive Networking
UAS Uncrewed Aerial System
UAV Uncrewed Aeria Vehicle
UDM Unified Data Management
UL Uplink
UPDS UE policy delivery service
UPF User Plane Function
UPSC UE Poalicy Section Code
UPS| UE Policy Section Identifier
URN Uniform Resource Name
URSP UE Route Selection Policy
uUss UAS Service Supplier
UUAA USS UAV Authorization/Authentication
V2X Vehicle-to-Everything
V2XP V2X policy
W-AGF Wireline Access Gateway Function
WLAN Wireless Local Area Network
WUS Wake-up signal
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4 General

4.1 Overview

The non-access stratum (NAS) described in the present document forms the highest stratum of the control plane
between UE and AMF (reference point "N1" see 3GPP TS 23.501 [8]) for both 3GPP and non-3GPP access.

Main functions of the protocols that are part of the NAS are:

- support of mobility of the user equipment (UE) including also common procedures such as authentication,
identification, generic UE configuration update and security mode control procedures;

- support of session management procedures to establish and maintain data connectivity between the UE and the
data network; and

- NAS transport procedure to provide atransport of SMS, LPP, LCS, UE policy container, SOR transparent
container and UE parameters update information payload.

Principles for the handing of 5GS security contexts and for the activation of ciphering and integrity protection, when a
NAS signalling connection is established, are provided in subclause 4.4.

For the support of the above functions, the following procedures are supplied within this specification:
- elementary procedures for 5GS mobility management in clause 5; and
- elementary procedures for 5GS session management in clause 6.

Signalling procedures for the control of NAS security are described as part of the 5GMM common proceduresin
subclause 5.4.

Complete NAS transactions consist of specific sequences of elementary procedures. Examples of such specific
sequences can be found in 3GPP TS 23.502 [9].

The NAS for 5GS follows the protocol architecture model for layer 3 as described in 3GPP TS 24.007 [11].

4.2 Coordination between the protocols for 5GS mobility
management and 5GS session management

A 5GS session management (5GSM) message is piggybacked in specific 5GS mobility management (5SGMM) transport
messages. To this purpose, the 5GSM messages can be transmitted in an information element in the 5GMM transport
messages. In this case, the UE, the AMF and the SMF execute the 5GMM procedure and the 5GSM procedure in
parallel. The success of the 5GMM procedure is not dependent on the success of the piggybacked 5GSM procedure.

The UE can only initiate the 5GSM procedure when thereisa5GMM context established at the UE.
During 5GMM procedures, the UE and the AMF shall suspend the transmission of 5GSM messages, except when:
a) the 5GMM procedure is piggybacking 5GSM messages; or

b) the UEisin 5GMM-CONNECTED mode and a service request procedure for re-establishing user-plane
resources of PDU session(s) is initiated without including PDU session status | E or Allowed PDU session status
IE. In this case, the UE and the AMF need not suspend the transmission of 5GSM messages related to other PDU
session(s) than the one(s) for which the user- plane resources re-establishment is requested.

If the UE determines to locally release the N1 NAS signalling connection upon receiving an SOR transparent contai ner
during aregistration procedure as specified in 3GPP TS 23.122 [5] Annex C.2, the UE shall suspend the transmission of
5GSM messages after sending the REGISTRATION COMPLETE message and until the N1 NAS signalling connection
is released to obtain service on a higher priority PLMN, with the exception of the case when the UE has an emergency
PDU session.

A 5GMM message piggybacking a 5GSM message for a PDU session shall be delivered via the access associated with
the PDU session, if any, with the following exceptions:
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a) the AMF shall send, via 3GPP access, aDL NAS TRANSPORT message piggybacking a downlink 5GSM
message of a network-requested 5GSM procedure for a PDU session associated with non-3GPP accessiif the
conditions specified in subclause 5.5.1.3.4 or subclause 5.6.1.4 are met;

b) the UE shall send an UL NAS TRANSPORT message piggybacking a response message to the 5GSM message
described in @) viaeither:

1) 3GPP access; or
2) non-3GPP access if the UE isin 5GMM-CONNECTED mode over non-3GPP access; and

NOTE: The interaction between the 5GMM sublayer and the 5GSM sublayer to enable the UE to send the UL
NAS TRANSPORT message containing the response message via 3GPP accessisrequired. Thisis
achieved via UE implementation.

¢) the UE shall send, viathe target access, an UL NAS TRANSPORT message piggybacking a 5GSM message
associated with arequest type set to "existing PDU session” or "existing emergency PDU session” for handover
of an existing PDU session between 3GPP access and non-3GPP access.

A 5GMM message piggybacking a 5GSM message as a response message to a request message associated with an MA
PDU session, shall be delivered viathe same access that the initial message was received.

4.3 UE domain selection

4.3.1 UE's usage setting

The UE's usage setting defined in 3GPP TS 24.301 [15] applies to voice capable UEs in 5GS and indicates whether the
UE has preference for voice services over data services or vice-versa, where:

a) voice servicesinclude IMS voice; and

b) dataservicesinclude any kind of user data transfer without a voice media component.
The UE's usage setting can be set to:

a) "voice centric"; or

b) "datacentric".

If the UE is capable of S1 mode, there isa single UE's usage setting at the UE which applies to both 5GS and EPS.

4.3.2 Domain selection for UE originating sessions / calls
The behaviour of the UE for domain selection is determined by:
a) the UE usage setting;
b) theavailability of IMS voice; and
c) whether the UE operatesin single-registration mode or dual-registration mode (see 3GPP TS 23.501 [8]).

In the present document the condition "the UE supports IMS voice over 3GPP access' evaluates to "true” if at least one
of the following is fulfilled:

1) the UE supports IMS voice over NR connected to 5GCN;
2) the UE supports IMS voice over E-UTRA connected to 5GCN; or
3) the UE supports IMSvoicein EPS.

In the present document the condition "the UE does not support IM S voice over 3GPP access' evaluatesto "true" if the
condition "the UE supports IM S voice over 3GPP access' evaluatesto "false".
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In the present document the condition "the UE supports IM S voice over non-3GPP access' evaluatesto "true" if the UE
supports IMS voice over non-3GPP access connected to 5GCN.

In the present document the condition "the UE does not support IMS voice over non-3GPP access' evaluates to "true” if
the condition "the UE supports IMS voice over non-3GPP access’ evaluatesto "false".

In the present document, "IMS voice not available" is determined per access type independently, i.e. 3GPP access or
non-3GPP access.

In the present document, "IM S voice not available" refersto one of the following conditions:
a) the UE does not support IMS voice;

b) the UE supports IMS voice, but the network indicates in the REGISTRATION ACCEPT message that IMS
voice over PS sessions are not supported; or

c) the UE supports IMS voice, the network indicates in the REGISTRATION ACCEPT message that IMS voice
over PS sessions are supported, but the upper layers:

1) provide no indication that the UE is available for voice call in the IMS within a manufacturer determined
period of time; or

2) indicate that the UE is not available for voice callsin the IMS.

NOTE 1: If conditionsaand b evaluate to false, the upper layers need time to attempt IM S registration. In the event
an indication from the upper layersthat the UE is available for voice callsin the IM S takes longer than
the manufacturer determined period of time (e.g. due to delay when attempting IMS registration or due to
delay in obtaining a QoS flow for SIP signalling), the NAS layer assumes the UE is not available for
voice callsintheIMS.

Other conditions may exist but these are implementation specific.
In the present document, "IM S voice available" applies when "IM S voice not available" does not apply.

When IMS voice is hot available over 3GPP access, if the UE's usage setting is "voice centric", the UE operatesin
single-registration mode, and the UE:

a) does not have a persistent PDU session, and:

1) if the UEisonly registered over 3GPP access, or if the UE is registered over both 3GPP access and non-
3GPP access and IMS voice is not available over non-3GPP access, the UE shall disable the N1 mode
capability for 3GPP access and proceed as specified in subclause 4.9.2 with modifications described bel ow;.
or

2) if the UE isregistered over both 3GPP access and non-3GPP access and IM S voice is available over non-
3GPP access, the UE may disable the N1 mode capability for 3GPP access and proceed as specified in
subclause 4.9.2 with modifications described below; or

b) hasapersistent PDU session, then the UE waits until the radio bearer associated with the persistent PDU session
has been released. When the radio bearer associated with the persistent PDU session has been released, then:

1) if the UE isonly registered over 3GPP access, or if the UE is registered over both 3GPP access and non-
3GPP access and IMS voice is not available over non-3GPP access,the UE shall disable the N1 mode
capability for 3GPP access and proceed as specified in subclause 4.9.2 with modifications described below;
or

2) If the UE isregistered over both 3GPP access and hon-3GPP access and IMS voice is available over non-
3GPP access, the UE may disable the N1 mode capability for 3GPP access and proceed as specified in
subclause 4.9.2 with modifications described below.

The following modifications are applied to the procedure in subclause 4.9.2 for disabling the N1 mode capability for
3GPP access, if the UE's usage setting is "voice centric" and the UE operates in single-registration mode:

a) initem @) of subclause 4.9.2, the UE shall attempt to select an E-UTRA cell connected to EPC. If such acell is
found, the UE shall then perform voice domain selection procedures as defined in 3GPP TS 24.301 [15]; and
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b) initemb) of subclause 4.9.2, if an E-UTRA cell connected to EPC cannot be found, the UE shall attempt to
select another supported radio access technology which supports voice services.

When IMS voiceis hot available over non-3GPP access, if the UE's usage setting is "voice centric” and the UE operates
in single-registration mode, then:

a) if the UEisonly registered over non-3GPP access, the UE shall disable the N1 mode capability for non-3GPP
access (see subclause 4.9.3); or

b) if the UE isregistered over both 3GPP access and non-3GPP access and IMS voice is not available also over
3GPP access, the UE may disable the N1 mode capability for non-3GPP access (see subclause 4.9.3).

NOTE 2: The UE can register over 3GPP access in another mode, e.g., S1 mode, for voice service, and in this case
the UE can keep the N1 mode capability for non-3GPP access enabled.

4.3.3 Change of UE's usage setting

If the UE operates in single-registration mode, whenever the UE's usage setting changes, the UE shall execute
procedures according to table 4.3.3.1:

Table 4.3.3.1: Change of UE's usage setting for a UE in single-registration mode

UE's usage setting Procedure to execute
change
From "data centric" to Disable the N1 mode capability for 3GPP access (see subclause 4.9.2), if

"voice centric" and "IMS  |the UE is only registered over 3GPP access (NOTE)
voice not available" over
3GPP access only

From "data centric" to Disable the N1 mode capability for 3GPP access (see subclause 4.9.2) and
"voice centric”, and "IMS  |non-3GPP access (see subclause 4.9.3), if the UE is registered over both
voice not available" over  |[3GPP access and non-3GPP access

both 3GPP access and Disable the N1 mode capability for 3GPP access (see subclause 4.9.2), if
non-3GPP access the UE is only registered over 3GPP access.

Disable the N1 mode capability for non-3GPP access (see subclause 4.9.3),
if the UE is only registered over non-3GPP access.

(NOTE)

From "voice centric" to Re-enable the N1 mode capability for 3GPP access (see subclause 4.9.2)
"data centric" and the N1
mode capability for 3aGPP
access is disabled at the
UE due to "IMS voice not
available"
From "data centric" to Disable the N1 mode capability for non-3GPP access (see subclause 4.9.3),
"voice centric" and "IMS  |if the UE is only registered over non-3GPP access
voice not available" over
non-3GPP access only
From "voice centric" to Re-enable the N1 mode capability for non-3GPP access (see
"data centric”, and the N1 |subclause 4.9.3)
mode capability for non-
3GPP access is disabled
at the UE due to "IMS
voice not available"
NOTE: If the UE is registered over 3GPP access and has a persistent PDU session, then the UE
waits until the radio bearer associated with the persistent PDU session has been released.

4.3.4  Change or determination of IMS voice availability

If the UE operates in single-registration mode, whenever the IM S voice availability is determined or changes, the UE
shall execute procedures according to table 4.3.4.1:
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Table 4.3.4.1: Change of IMS voice availability for a UE in single-registration mode

Change of IMS voice Procedure to execute
available condition

"IMS voice not available" |Disable the N1 mode capability for 3GPP access, if the UE is only registered
over 3GPP access only over 3GPP access (see subclause 4.9.2). (NOTE 2)
and the UE's usage
setting is "voice centric"
"IMS voice not available" |Disable the N1 mode capability for non-3GPP access (see subclause 4.9.3),
over non-3GPP access if the UE is only registered over non-3GPP access. (NOTE 2)
only and the UE's usage
setting is "voice centric"
"IMS voice not available" |Disable the N1 mode capability for 3GPP access (see subclause 4.9.2) and
over both 3GPP access non-3GPP access (see subclause 4.9.3), if the UE is registered over both

and non-3GPP access, 3GPP access and non-3GPP access.
and the UE's usage Disable the N1 mode capability for 3GPP access (see subclause 4.9.2), if
setting is "voice centric" the UE is only registered over 3GPP access

Disable the N1 mode capability for non-3GPP access (see subclause 4.9.3),

if the UE is only registered over non-3GPP access.

(NOTE 1, NOTE 2)

NOTE 1: If the UE is registered over 3GPP access and has a persistent PDU session, then the UE
waits until the radio bearer associated with the persistent PDU session has been released.

NOTE 2: If the UE determines "IMS voice not available" upon receipt of a 5GS session management
reject message including a back-off timer value, and the re-attempt indicator indicates that the
UE is not allowed to re-attempt the procedure in S1 mode then, upon inter-system change
from N1 mode to S1 mode, the UE proceeds as specified in 3GPP TS 24.301 [15],
subclause 4.3.2.4, Change or determination of IMS registration status.

4.4 NAS security

44.1 General

This clause describes the principles for the handling of 5G NAS security contexts in the UE and in the AMF, the
procedures used for the security protection of NAS messages between the UE and the AMF, and the procedures used
for the protection of NAS I Es between the UE and the UDM. Security protection involves integrity protection and
ciphering of the 5GMM messages. 5GSM messages are security protected indirectly by being piggybacked by the
security protected 5GMM messages (i.e. UL NAS TRANSPORT message and the DL NAS TRANSPORT message).

The signalling procedures for the control of NAS security are part of the 5GMM protocol and are described in detail in
clause 5.

NOTE: Theuse of ciphering in a network is an operator option. In this subclause, for the ease of description, it is
assumed that ciphering is used, unless explicitly indicated otherwise. Operation of a hetwork without
ciphering is achieved by configuring the AMF so that it always selects the "null ciphering algorithm", 5G-
EAO.

4.4.2 Handling of 5G NAS security contexts

4421 General

The security parameters for authentication, integrity protection and ciphering are tied together in a5G NAS security
context and identified by a key set identifier (ngK Sl). The relationship between the security parametersis defined in
3GPP TS 33.501 [24].

Before security can be activated, the AMF and the UE need to establish a 5G NAS security context. Usually, the 5G
NAS security context is created as the result of a primary authentication and key agreement procedure between the
AMF and the UE. A new 5G NAS security context may also be created during an N1 mode to N1 mode handover.
Alternatively, during inter-system change from S1 mode to N1 mode, the AMF not supporting interworking without
N26 and the UE operating in single-registration mode may derive a mapped 5G NAS security context from an EPS
security context that has been established while the UE was in S1 mode.
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The 5G NAS security context is taken into use by the UE and the AMF, when the AMF initiates a security mode control
procedure, during an N1 mode to N1 mode handover, or during the inter-system change procedure from S1 mode to N1
mode. The 5G NAS security context which has been taken into use by the network most recently is called current 5G
NAS security context. This current 5G NAS security context can be of type native or mapped, i.e. originating from a
native 5G NAS security context or mapped 5G NAS security context.

The key set identifier ngK Sl is assigned by the AMF either during the primary authentication and key agreement
procedure or, for the mapped 5G NAS security context, during the inter-system change. The ngK Sl consists of avalue
and atype of security context parameter indicating whether a 5G NAS security context is a native 5G NAS security
context or amapped 5G NAS security context. When the 5G NAS security context is a native 5G NAS security context,
the ngK SI has the value of KSlame, and when the current 5G NAS security context is of type mapped, the ngK Sl has the
value of KSlasue.

The 5G NAS security context which isindicated by an ngK'SI can be taken into use to establish the secure exchange of
NAS messages when anew N1 NAS signalling connection is established without executing a new primary
authentication and key agreement procedure (see subclause 5.4.1) or when the AMF initiates a security mode control
procedure. For this purpose, the initial NAS messages (i.e. REGISTRATION REQUEST, DEREGISTRATION
REQUEST, SERVICE REQUEST and CONTROL PLANE SERVICE REQUEST) and the SECURITY MODE
COMMAND message contain an ngK Sl in the ngK Sl |E indicating the current 5G NAS security context used to
integrity protect the NAS message.

In the present document, when the UE is required to delete an ngK Sl, the UE shall set the ngK Sl to the value "no key is
available" and consider also the associated keys K amr or K'ame, 5G NAS ciphering key and 5G NAS integrity key
invalid (i.e. the 5G NAS security context associated with the ngK Sl as no longer valid). In theinitial registration
procedure, when the key Kausr, isinvalid, the UE shall delete the ngK SI.

NOTE: In some specifications the term ciphering key sequence number might be used instead of the term key set
identifier (KSl).

As described in subclause 4.8 in order to interwork with E-UTRAN connected to EPC, the UE supporting both S1 mode
and N1 mode can operate in either single-registration mode or dual-registration mode. A UE operating in dual-
registration mode shall independently maintain and use both EPS security context (see 3GPP TS 24.301 [15]) and 5G
NAS security context. When the UE operating in dual -registration mode performs an EPS attach procedure, it shall take
into use an EPS security context and follow the handling of this security context as specified in 3GPP TS 24.301 [15].
However, when the UE operating in dual-registration mode performs an initial registration procedure, it shall take into
use a5G NAS security context and follow the handling of this security context as described in the present specification.

The UE and the AMF need to be able to maintain two 5G NAS security contexts simultaneoudly, i.e. acurrent 5G NAS
security context and a non-current 5G NAS security context, since:

a) after a5G re-authentication, the UE and the AMF can have both a current 5G NAS security context and a non-
current 5G NAS security context which has not yet been taken into use (i.e. a partial native 5G NAS security
context); and

b) after an inter-system change from S1 mode to N1 mode, the UE and the AMF can have both a mapped 5G NAS
security context, which isthe current 5G NAS security context, and a non-current native 5G NAS security
context that was created during a previous accessin N1 mode.

The number of 5G NAS security contexts that need to be maintained simultaneously by the UE and the AMF is limited
by the following reguirements:

a) after asuccessful 5G (re-)authentication, which creates a new partial native 5G NAS security context, the AMF
and the UE shall delete the non-current 5G NAS security context, if any;

b) when apartial native 5G NAS security context is taken into use through a security mode control procedure, the
AMF shall delete the previously current 5G NAS security context. If the UE does not support multiple records of
NAS security context storage for multiple registration (see 3GPP TS 31.102 [22]), the UE shall delete the
previously current 5G NAS security context. If the UE supports multiple records of NAS security context storage
for multiple registration, the UE shall:

1) replacethe previously current 5G NAS security context stored in the first 5G security context of that access
(see 3GPP TS 31.102 [22]) with the new 5G security context (taken into use through a security mode control
procedure), when the UE activates the new 5G security context for the same PLMN and access; or
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2) storethe previously current 5G NAS security context in the second 5G security context of that access (see
3GPP TS 31.102 [22]) and store the new 5G security context (taken into use through a security mode control
procedure) in the first 5G security context, when the UE activates the new 5G security context for a different
PLMN over that access but the previously current 5G NAS security context is associated with the 5G-GUTI
of the other access;

¢) when the AMF and the UE create a 5G NAS security context using "null integrity protection algorithm" and
"null ciphering algorithm™ during an initial registration procedure for emergency services, or aregistration
procedure for mobility and periodic registration update for a UE that has an emergency PDU session (see
subclause 5.4.2.2), the AMF and the UE shall delete the previous current 5G NAS security context;

d) when anew mapped 5G NAS security context or 5G NAS security context created using "null integrity
protection algorithm" and "null ciphering algorithm™ is taken into use during the inter-system change from S1
mode to N1 mode, the AMF and the UE shall not delete the previously current native 5G NAS security context,
if any. Instead, the previously current native 5G NAS security context shall become a non-current native 5G
NAS security context, and the AMF and the UE shall delete any partial native 5G NAS security context;

If no previously current native 5G NAS security context exists, the AMF and the UE shall not delete the partial
native 5G NAS security context, if any;

€) when the AMF and the UE derive a new mapped 5G NAS security context during inter-system change from S1
mode to N1 mode, the AMF and the UE shall delete any existing current mapped 5G NAS security context;

f) when anon-current full native 5G NAS security context is taken into use by a security mode control procedure,
then the AMF and the UE shall delete the previously current mapped 5G NAS security context;

g) when the UE or the AMF moves from 5GMM-REGISTERED to 5GMM-DEREGISTERED dtate, if the current
5G NAS security context isamapped 5G NAS security context and a non-current full native 5G NAS security
context exists, then the non-current 5G NAS security context shall become the current 5G NAS security context.
Furthermore, the UE and the AMF shall delete any mapped 5G NAS security context or partial native 5G NAS
security context.

h) when the UE operating in single-registration mode in a network supporting N26 interface performs an inter-
system change from N1 mode to S1 mode:

1) if the UE has a mapped 5G NAS security context and the inter-system change is performed in:

i) 5GMM-IDLE mode, the UE shall delete the mapped 5G NAS security context after the successful
completion of the tracking area update procedure or attach procedure (see 3GPP TS 24.301 [15]); or

ii) 5GMM-CONNECTED mode, the UE shall delete the mapped 5G NAS security context after the
completion of the inter-system change.

After deletion of the mapped 5G NAS security context, if the UE has a non-current full native 5G NAS
security context, then the non-current full native 5G NAS security context shall become the current full
native 5G NAS security context; and

i) when the UE operating in single-registration mode in a network supporting N26 interface performs an inter-
system change from S1 mode to N1 mode in 5GMM-IDLE mode, if the UE has a hon-current full native 5G
NAS security context, then the UE shall make the non-current full native 5G NAS security context as the current
native 5G NAS security context. The UE shall delete the mapped 5G NAS security context, if any.

If the UE is capable of registration over both 3GPP access and non-3GPP access, the UE in the state 5GMM-
DEREGISTERED over both 3GPP access and non-3GPP access shall mark the 5G NAS security contexts of the 3GPP
access and the non-3GPP access on the USIM or in the non-volatile memory as invalid when the UE initiates an initial
registration procedure over either 3GPP access or non-3GPP access as described in subclause 5.5.1.2 or when the UE
leaves state 5GMM-DEREGISTERED for any other state except 5GMM-NULL over either 3GPP access or non-3GPP
access. Otherwise, the UE shall mark the 5G NAS security context on the USIM or in the non-volatile memory as
invalid when the UE initiates an initial registration procedure as described in subclause 5.5.1.2 or when the UE |eaves
state 5GMM-DEREGISTERED for any other state except 5GMM-NULL.

If the UE is capable of registration over both 3GPP access and non-3GPP access, the UE shall store the current native
5G NAS security contexts of the 3GPP access and the non-3GPP access as specified in annex C and mark them as valid
only when the UE enters state 5GMM-DEREGISTERED from any other state except 5GMM-NULL over both the
3GPP access and non-3GPP access or only when the UE aborts theinitial registration procedure without having | eft
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5GMM-DEREGISTERED over both the 3GPP access and non-3GPP access. Otherwise, the UE shall store the current
native 5G NAS security context as specified in annex C and mark it as valid only when the UE enters state 5GMM -
DEREGISTERED from any other state except 56GMM-NULL or when the UE aborts theinitial registration procedure
without having left 5 GMM-DEREGISTERED.

4.4.2.2 Establishment of a mapped 5G NAS security context during inter-system
change from S1 mode to N1 mode in 5GMM-CONNECTED mode

In order for the UE operating in single-registration mode in a network supporting N26 interface to derive a mapped 5G
NAS security context for an inter-system change from S1 mode to N1 mode in 5GMM-CONNECTED mode, the AMF
shall construct a mapped 5G NAS security context from the EPS security context received from the source MME as
indicated in 3GPP TS 33.501 [24]. The AMF shall select the 5G NAS security algorithms and derive the 5G NAS keys
(i.e. Knasenc and Knasing). The AMF shall define an ngK Sl for the newly derived K'ame key such that the valuefield is
taken from the eK Sl of the Kasue key and the type field is set to indicate a mapped security context and associate this
ngK Sl with the newly created mapped 5G NAS security context. The AMF shall then include the message
authentication code, selected NAS algorithms, NCC and generated ngK Sl in the S1 mode to N1 mode NAS transparent
container |E (see subclause 9.11.2.9).

When the UE operating in single-registration mode in a network supporting N26 interface receives the command to
perform inter-system change to N1 mode in 5GMM-CONNECTED mode, the UE shall derive a mapped K'amr, as
indicated in 3GPP TS 33.501 [24], using the K asve from the EPS security context. Furthermore, the UE shall also
derive the 5G NAS keys from the mapped K'aur using the selected NAS algorithm identifiersincluded in the S1 mode
to N1 mode NAS transparent container |E and associate this mapped 5G NAS security context with the ngK Sl value
received. The UE shall then verify the received NAS MAC. In case the received NAS MAC is not verified successfully
(see subclause 4.4.3.3) the UE shall discard the content of the received S1 mode to N1 mode NAS transparent container
|E and inform the lower layers that the received S1 mode to N1 mode NAS transparent container isinvalid.

When the UE operating in single-registration mode in a network supporting N26 interface has a PDN connection for
emergency bearer services and has no current EPS security context, the AMF shall set 5G-1A0 and 5G-EAOQ asthe
selected 5G NAS security algorithms in the S1 mode to N1 mode NAS transparent container IE. The AMF shall create a
locally generated K'ame. The AMF shall set the ngK Sl value of the associated security context to "000" and the type of
security context flag to "mapped security context" in the S1 mode to N1 mode NAS transparent container |E.

When the UE operating in single-registration mode in a network supporting N26 interface receives the command to
perform inter-system change to N1 mode in 5GMM-CONNECTED mode (see 3GPP TS 38.331 [30]) and hasa PDN
connection for emergency bearer services, if 5G-1A0 and 5G-EAOQ as the selected 5G NAS security algorithms are
included in the S1 mode to N1 mode NAS transparent container |E, the UE shall create alocally generated K'amr.
Furthermore, the UE shall set the ngK Sl value of the associated security context to the KSI value received.

After the new mapped 5G NAS security context is taken into use for the 3GPP access following a successful inter
system change from S1 mode to N1 mode in 5GMM-CONNECTED mode and the UE is registered with the same
PLMN over the 3GPP access and non-3GPP access:

a) if anative 5G NAS security context is used on the non-3GPP access and:

1) the UEisin 5GMM-IDLE mode over non-3GPP access, then the AMF and the UE shall activate and take
into use the new mapped 5G NAS security context on the 3GPP access for the non-3GPP access as described
in 3GPP TS 33.501 [24] after the AMF sends or the UE receives the REGISTRATION ACCEPT message
respectively. The UE and AMF shall keep the native 5G NAS security context which was used on the non-
3GPP access and make it a non-current native 5G NAS security context. The non-current native 5G NAS
security context may be re-activated later using the security mode control procedure; or

2) the UEisin 5GMM-CONNECTED mode over non-3GPP access, in order to activate the native 5G NAS
security context over the 3GPP access that is active on the non-3GPP access the AMF shall send the
SECURITY MODE COMMAND message over the 3GPP access as described in 3GPP TS 33.501 [24]. The
SECURITY MODE COMMAND message shall include the same ngK Sl to identify the native 5G NAS
security context that is used on the non-3GPP access; or

b) if amapped 5G NAS security context is used on the non-3GPP access and:

1) the UEisin 5GMM-IDLE mode over non-3GPP access, the AMF and the UE shall activate and take into use
the new mapped 5G NAS security context active on the 3GPP access for the non-3GPP access as described in
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3GPP TS 33.501 [24] after the AMF sends or the UE receives the REGISTRATION ACCEPT message
respectively; or

2) the UE isin 5GMM-CONNECTED mode over non-3GPP access, in order to activate the same mapped 5G
NAS security context over one access that is used on the other access the AMF shall send the SECURITY
MODE COMMAND message over one-access as described in 3GPP TS 33.501 [24]. The SECURITY
MODE COMMAND message shall include the same ngK Sl to identify the mapped 5G NAS security context
that is used over the other access.

If the inter-system change from S1 mode to N1 mode in 5GMM-CONNECTED mode is not completed successfully,
the AMF and the UE operating in single-registration mode in a network supporting N26 interface shall delete the new
mapped 5G NAS security context.

4.4.2.3 Establishment of a 5G NAS security context during N1 mode to N1 mode
handover

During an N1 mode to N1 mode handover, the target AMF may derive a new 5G NAS security context for which the
target AMF creates a new 5G NAS security context asindicated in 3GPP TS 33.501 [24].

When a new 5G NAS security context is derived using the same K amr, the target AMF includes the 8 least significant
bits of the downlink NAS COUNT in the Intra N1 mode NAS transparent container |E, and indicates that a new Kamre
shall not be derived (see subclause 9.11.2.6). The AMF shall increment the downlink NAS COUNT by one after
creating the Intra N1 mode NAS transparent container |E.

When a new 5G NAS security context is created from a new Kawmr, the target AMF includes the 8 least significant bits
of the downlink NAS COUNT in the Intra N1 mode NAS transparent container |E and indicates that a new K aue shal
be derived (see subclause 9.11.2.6). The AMF shall then set both the uplink and downlink NAS COUNT counters of
this 5G NAS security context to zero. The AMF shall increment the downlink NAS COUNT by one after creating the
Intra N1 mode NAS transparent container |E.

The target AMF also includes the ngK SI with the same value as the ngK Sl currently being used with the UE, the
message authentication code, and the selected NAS algorithmsin the Intra N1 mode NAS transparent container |E.

When the UE receives a command to perform handover to NG-RAN including an Intra N1 mode NAS transparent
container |E (see subclause 9.11.2.6), the UE derives anew 5G NAS security context as described in

3GPP TS 33.501 [24]. When the Intra N1 mode NAS transparent container |1E indicates that a new K ame needsto be
derived, the UE shall set both the downlink NAS COUNT and uplink NAS COUNT to zero after creating the new 5G
NAS security context.

If the received Intra N1 mode NAS transparent container |E does not have avalid NAS COUNT (see subclause 4.4.3.2)
or the received NAS MAC is not verified successfully (see subclause 4.4.3.3) the UE shall discard the content of the
received Intra N1 mode NAS transparent container | E, continue to use the current 5G NAS security context, and inform
the lower layers that the received Intra N1 mode NAS transparent container isinvalid.

NOTE 1. During N1 mode to N1 mode handover, the Intra N1 mode NAS transparent container 1E (see
subclause 9.11.2.6) is equivaent to sending a SECURITY MODE COMMAND message to the UE in
order to derive and use anew 5G NAS security context, optionally created with a new Kame. The UE
maintains the Selected EPS NAS security algorithms until the UE receives a new Selected EPS NAS
security algorithms.

After the new 5G NAS security context is taken into use for 3GPP access following a successful N1 mode to N1 mode
handover and the UE is registered with the same PLMN over the 3GPP access and non-3GPP access.

a) the UE isin 5GMM-IDLE mode over non-3GPP access, the AMF and the UE shall activate and take into use the
new 5G NAS security context over the non-3GPP access as described in 3GPP TS 33.501 [24] after the AMF
sends or the UE receives the REGISTRATION ACCEPT message respectively. If the new 5G NAS security
context is created from a new Kame, the AMF and the UE shall set the downlink NAS COUNT and uplink NAS
COUNT to zero aso for the non-3GPP access, otherwise the downlink NAS COUNT and uplink NAS COUNT
for the non-3GPP access are not changed; or

b) the UEisin 5GMM-CONNECTED mode over non-3GPP access, in order to activate the new 5G NAS security
context over the non-3GPP access that has been activated for the 3GPP access the AMF shall send the
SECURITY MODE COMMAND message over the non-3GPP access as described in 3GPP TS 33.501 [24]. The
SECURITY MODE COMMAND message shall include the same ngK Sl to identify the new 5G NAS security
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context that was activated over the 3GPP access and shall include the horizontal derivation parameter indicating
"Kame derivation is not required”. Otherwise, if the new 5G NAS security context is created from anew Kawr,
the AMF and the UE shall set the downlink NAS COUNT and uplink NAS COUNT to zero for the non-3GPP
access.

NOTE 2: Explicit indication "Kamr derivation is not required” for the non-3GPP access is to align security contexts
within the UE without a subsequent derivation of a new Kamrin the non-3GPP access.

4.4.2.4 Establishment of an EPS security context during inter-system change from
N1 mode to S1 mode in 5GMM-CONNECTED mode

In order for the UE operating in single-registration mode in a network supporting N26 interface to derive a mapped EPS
security context for an inter-system change from N1 mode to S1 mode in 5GMM-CONNECTED mode, the AMF shall
prepare a mapped EPS security context for the target MME asindicated in 3GPP TS 33.501 [24].

The AMF shall derive aK'asve using the Kave key and the downlink NAS COUNT of the current 5G NAS security
context, include the corresponding NA S sequence number in the N1 mode to S1 mode NAS transparent container |E
(see subclause 9.11.2.7) and then increments its stored downlink NAS COUNT value by one.

NOTE: The creation of the N1 mode to S1 mode NAS transparent container and the increment of the stored
downlink NAS COUNT value by one are performed in prior to transferring the mapped EPS security
context to the MME.

The AMF shall select the NAS algorithms identifiers to be used in the target MME after the inter-system change from
N1 modeto S1 mode in 5GMM-CONNECTED mode, for encryption and integrity protection. The uplink and downlink
NAS COUNT associated with the newly derived K'asve key are set to the uplink and downlink NAS COUNT value of
the current 5G NAS security context, respectively. The eKSl for the newly derived K'asve key shall be defined such as
the value field is taken from the ngK Sl and the type field is set to indicate a mapped security context.

When the UE operating in single-registration mode in a network supporting N26 interface receives a command to
perform inter-system change from N1 mode to S1 mode in 5GMM-CONNECTED mode, the UE shall derive the
mapped EPS security context, i.e. derive K'asue from Kamr using a downlink NAS COUNT based on the NAS
sequence number received in the N1 mode to S1 mode NAS transparent container |1E (see subclause 9.11.2.7) as
described in 3GPP TS 33.501 [24]. The UE shall set the uplink and downlink NAS COUNT values associated with the
newly derived K'asve key to the uplink and downlink NAS COUNT values of the current 5G NAS security context
respectively. The eKSl for the newly derived K'asve key is defined such that the value field is taken from the ngK SI and
the type field is set to indicate a mapped security context. The UE shall also derive the NAS keys as specified in

3GPP TS 33.401 [23A] using the EPS NAS security algorithms identifiers that are stored in the UE's 5G NAS security
context.

If the received N1 mode to S1 mode NAS transparent container |E does not have avalid NAS COUNT (see
subclause 4.4.3.2) the UE shall discard the content of the received N1 mode to S1 mode NAS transparent container |1E
and inform the lower layers that the received N1 mode to S1 mode NAS transparent container isinvalid.

If the inter-system change from N1 mode to S1 mode in 5GMM-CONNECTED mode is not completed successfully,
the AMF and the UE shall delete the new mapped EPS security context.

4425 Establishment of secure exchange of NAS messages

Secure exchange of NAS messages viaa NAS signalling connection is usually established by the AMF during the
registration procedure by initiating a security mode control procedure. After successful completion of the security mode
control procedure, all NAS messages exchanged between the UE and the AMF are sent integrity protected using the
current 5G security algorithms, and except for the messages specified in subclause 4.4.5, all NAS messages exchanged
between the UE and the AMF are sent ciphered using the current 5G security agorithms.

During inter-system change from S1 mode to N1 mode in 5GMM-CONNECTED mode, secure exchange of NAS
messages is established between the AMF and the UE by:

a) thetransmission of NAS security related parameters encapsulated in the AS signalling from the AMF to the UE
triggering the inter-system change in 5GMM-CONNECTED mode (see 3GPP TS 33.501 [24]). The UE uses
these parameters to generate the mapped 5G NAS security context (see subclause 8.6.2 of
3GPP TS 33.501 [24]); and
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b)

after the inter-system change in 5GMM-CONNECTED mode, the transmission of a REGISTRATION
REQUEST message from the UE to the AMF. The UE shall send this message integrity protected using the
mapped 5G NAS security context and further protect this message as specified in subclause 4.4.6 and
subclause 5.5.1.3.2. After the AMF receives the REGISTRATION REQUEST message:

1) if the AMF decides to take the native 5G NAS security context into use, the security mode control procedure
is performed. From this time onward, all NAS messages exchanged between the UE and the AMF are sent
integrity protected using the native 5G NAS security context, and except for the messages specified in
subclause 4.4.5, all NAS messages exchanged between the UE and the AMF are sent ciphered using the
native 5G NAS security context; or

2) if the AMF decides to take the mapped 5G NAS security context into use, from thistime onward, all NAS
messages exchanged between the UE and the AMF are sent integrity protected using the mapped 5G NAS
security context, and except for the messages specified in subclause 4.4.5, all NAS messages exchanged
between the UE and the AMF are sent ciphered using the mapped 5G NAS security context.

During inter-system change from S1 mode to N1 mode in 5GMM-IDLE mode, if the UE is operating in single-
registration mode and:

a)

b)

if the UE has avalid native 5G NAS security context, the UE shall transmit a REGISTRATION REQUEST
message integrity protected with the native 5G NAS security context. The UE shall include the ngK Sl indicating
the native 5G NAS security context value in the REGISTRATION REQUEST message.

After receiving the REGISTRATION REQUEST message including the ngK Sl indicating a native 5G NAS
security context value, the AMF shall check whether the ngK Sl included in the REGISTRATION REQUEST
message belongs to a 5G NAS security context available in the AMF, and shall verify the MAC of the
REGISTRATION REQUEST message. If the verification is successful, the AMF deletes the EPS security
context received from the source MME if any, and the AMF re-establishes the secure exchange of NAS
messages by either:

1) replying witha REGISTRATION ACCEPT message that is integrity protected and ciphered using the native
5G NAS security context. From thistime onward, all NAS messages exchanged between the UE and the
AMF are sent integrity protected and except for the messages specified in subclause 4.4.5, all NAS messages
exchanged between the UE and the AMF are sent ciphered; or

2) initiating a security mode control procedure. This can be used by the AMF to take a non-current 5G NAS
security context into use or to modify the current 5G NAS security context by selecting new NAS security
algorithms.

if the UE has no valid native 5G NAS security context, the UE shall send the REGISTRATION REQUEST
message without integrity protection and encryption.

After receiving the REGISTRATION REQUEST message without integrity protection and encryption:
1) if N26 interface is supported:

i) if an EPS security context received from the source MME does not include the NAS security algorithms
set to EIAO and EEAOQ, the AMF shall either create a fresh mapped 5G NAS security context (see
subclause 8.6.2 of 3GPP TS 33.501 [24]) or trigger a primary authentication and key agreement
procedure to create a fresh native 5G NAS security context; or

ii) if an EPS security context received from the source MME includes the NAS security algorithms set to
EIAO and EEAOQ, the AMF shall trigger a primary authentication and key agreement procedure to create a
fresh native 5G NAS security context; or

2) if N26 interface is not supported, the AMF shall trigger a primary authentication and key agreement
procedure.

The newly created 5G NAS security context is taken into use by initiating a security mode control procedure and
this context becomes the current 5G NAS security context in both the UE and the AMF. This re-establishes the
secure exchange of NAS messages.

During an N1 mode to N1 mode handover, secure exchange of NAS messages is established between the AMF and the

UE by:
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- thetransmission of NAS security related parameters encapsulated in the AS signalling from the target AMF to
the UE triggering the N1 mode to N1 mode handover (see 3GPP TS 33.501 [24]). The UE uses these parameters
to create anew 5G NAS security context.

The secure exchange of NAS messages shall be continued after N1 mode to N1 mode handover. It isterminated after
inter-system change from N1 mode to S1 mode in 5GMM-CONNECTED mode or when the NAS signalling connection
isreleased.

When a UE in 5GMM-IDLE mode establishes anew NAS signalling connection and has avalid current 5G NAS
security context, the UE shall transmit theinitial NAS message integrity protected with the current 5G NAS security
context and further protect this message as specified in subclause 4.4.6. The UE shall include the ngK Sl indicating the
current 5G NAS security context value in the initial NAS message. The AMF shall check whether the ngK SI included
intheinitial NAS message belongs to a 5G NAS security context available in the AMF, and shall verify the MAC of the
NAS message. If the verification is successful, the AMF may re-establish the secure exchange of NAS messages:

a) by replying with a NAS message that isintegrity protected and ciphered using the current 5G NAS security
context. From thistime onward, all NAS messages exchanged between the UE and the AMF are sent integrity
protected and except for the messages specified in subclause 4.4.5, all NAS messages exchanged between the
UE and the AMF are sent ciphered; or

b) by initiating a security mode control procedure. This can be used by the AMF to take a non-current 5G NAS
security context into use or to modify the current 5G NAS security context by selecting new NAS security
algorithms.

When a UE attempts multiple registrations in the same or different serving network, both the AMF and the UE shall
follow the behavior specified in subclause 6.3.2 of 3GPP TS 33.501 [24]. The UE may support multiple records of NAS
security context storage for multiple registration (see 3GPP TS 31.102 [22]). If the UE supports multiple records of
NAS security context storage for multiple registration, the UE can select the appropriate one among the stored 5G
security contexts to protect the initial NAS message (see 3GPP TS 33.501 [24]).

NOTE: For the case when the UE has two records of NAS security context stored and is attempting registration to
the PLMN associated with the 5G-GUTI (or an equivalent PLMN) for that access, the UE uses the first
NAS security context of that accessto protect the initial NAS message. For the case when the UE has two
records of NAS security context stored and is attempting registration to the PLMN associated with the
second record (or an equivalent PLMN) of that access, the UE uses the second NAS security context of
that accessto protect the initial NAS message. For other cases when the UE has two records of NAS
security context stored and is attempting registration to a PLMN which is not associated with any NAS
security context record, the UE uses either record of the NAS security context of that access to protect the
initial NAS message.

4.4.2.6 Change of security keys

When the AMF initiates a re-authentication to create a new 5G NAS security context, the messages exchanged during
the authentication procedure are integrity protected and ciphered using the current 5G NAS security context, if any.

Both UE and AMF shall continue to use the current 5G NAS security context, until the AMF initiates a security mode
control procedure. The SECURITY MODE COMMAND message sent by the AMF includes the ngK Sl of the new 5G
NAS security context to be used. The AMF shall send the SECURITY MODE COMMAND message integrity
protected with the new 5G NAS security context, but unciphered. When the UE responds with a SECURITY MODE
COMPLETE message, it shall send the message integrity protected and ciphered with the new 5G NAS security
context.

The AMF can also modify the current 5G NAS security context or take the non-current native 5G NAS security context,
if any, into use, by sending a SECURITY MODE COMMAND message including the ngK Sl of the 5G NAS security
context to be modified and including a new set of selected NAS security algorithms. In this case the AMF shall send the
SECURITY MODE COMMAND message integrity protected with the modified 5G NAS security context, but
unciphered. When the UE replies with a SECURITY MODE COMPLETE message, it shall send the message integrity
protected and ciphered with the modified 5G NAS security context.
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4.4.3 Handling of NAS COUNT and NAS sequence number

4431 General

Each 5G NASS security context shall be associated with two separate counters NAS COUNT per access type in the same
PLMN: onerelated to uplink NAS messages and one related to downlink NAS messages. If the 5G NAS security
context is used for access via both 3GPP and non-3GPP access in the same PLMN, there are two NAS COUNT counter
pairs associated with the 5G NAS security context. The NAS COUNT counters use 24-bit internal representation and
are independently maintained by UE and AMF. The NAS COUNT shall be constructed as a NAS sequence number (8
least significant bits) concatenated with aNAS overflow counter (16 most significant bits).

When NAS COUNT isinput to NAS ciphering or NAS integrity algorithms it shall be considered to be a 32-bit entity
which shall be constructed by padding the 24-bit internal representation with 8 zeros in the most significant bits.

The value of the uplink NAS COUNT that is stored or read out of the USIM or non-volatile memory as described in
annex C, isthe value that shall be used in the next NAS message.

The value of the downlink NAS COUNT that is stored or read out of the USIM or non-volatile memory as described in
annex C, isthe largest downlink NAS COUNT used in a successfully integrity checked NAS message.

The value of the uplink NAS COUNT stored in the AMF is the largest uplink NAS COUNT used in a successfully
integrity checked NAS message.

The value of the downlink NAS COUNT stored in the AMF isthe value that shall be used in the next NAS message.

The NAS sequence number part of the NAS COUNT shall be exchanged between the UE and the AMF as part of the
NAS signalling. After each new or retransmitted outbound SECURITY PROTECTED 5GS NAS MESSAGE message,
the sender shall increasethe NAS COUNT number by one, except for the initial NAS messages if the lower layers
indicated the failure to establish the RRC connection (see 3GPP TS 38.331 [30]). Specifically, on the sender side, the
NAS sequence number shall be increased by one, and if the result is zero (due to wrap around), the stored NAS
overflow counter shall also be incremented by one (see subclause 4.4.3.5). If, through implementati on-dependent
means, the receiver determines that the NAS message isareplay of an earlier NAS message, then the receiver handles
the received NAS message as described in subclause 4.4.3.2. Otherwise, in order to determine the estimated NAS
COUNT value to be used for integrity verification of areceived NAS message:

- The sequence number part of the estimated NAS COUNT value shall be equal to the sequence number in the
received NAS message; and

- If thereceiver can guarantee that this NAS message was not previously accepted, then the receiver may select
the estimated NAS overflow counter so that the estimated NAS COUNT value is lower than the stored NAS
COUNT value; otherwise, the receiver selects the estimated NAS overflow counter so that the estimated NAS
COUNT valueis higher than the stored NAS COUNT value.

During the inter-system change from S1 mode to N1 mode in 5GMM-CONNECTED mode, when a mapped 5G NAS
security context is derived and taken into use, the AMF shall set both the uplink and downlink NAS COUNT counters
of this 5G NAS security context to zero. The UE shall set both the uplink and downlink NAS COUNT counters of this
5G NAS security context to zero.

During the inter-system change from S1 mode to N1 mode in 5GMM-CONNECTED mode, the AMF shall increment
the downlink NAS COUNT by one after it has created an S1 mode to N1 mode NAS transparent container (see
subclause 9.11.2.9).

During the inter-system change from N1 mode to S1 mode in 5GMM-CONNECTED mode, the AMF shall increment
the downlink NAS COUNT by one after it has created an N1 mode to S1 mode NAS transparent container (see
subclause 9.11.2.7).

During N1 mode to N1 mode handover:

a) if thenew 5G NAS security context is created with the same Kamr, the AMF shall signal the 8 least significant
bits of the current downlink NAS COUNT value in an Intra N1 mode NAS transparent container (see
subclause 9.11.2.6). The AMF shall then increment the downlink NAS COUNT by one; or

b) if the new 5G NAS security context is created with anew Kamr, the AMF shall signal the 8 least significant bits
of the current downlink NAS COUNT valuein an IntraN1 mode NAS transparent container (see
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subclause 9.11.2.6) and shall then set both the uplink and downlink NAS COUNT counters of this5G NAS
security context to zero. The AMF shall then increment the downlink NAS COUNT by one. The UE shall also
set both the uplink and downlink NAS COUNT counters to zero.

NOTE: During the inter-system change from S1 mode to N1 mode in 5GMM-CONNECTED mode, the S1 mode
to N1 mode NAS transparent container (see subclause 9.11.2.9) istreated as an implicit SECURITY
MODE COMMAND message for the UE and the AMF, and therefore the AMF regards the sending of the
S1 mode to N1 mode NAS transparent container as the sending of an initial SECURITY MODE
COMMAND message in order to derive and take into use a mapped 5G NAS security context for the
purpose of the NAS COUNT handling.

4.4.3.2 Replay protection

Replay protection shall be supported for received NAS messages both in the AMF and the UE. However, since the
realization of replay protection does not affect the interoperability between nodes, no specific mechanismis required for
implementation.

Replay protection assures that one and the same NAS message is not accepted twice by the receiver. Specifically, for a
given 5G NAS security context, agiven NAS COUNT value shall be accepted at most one time and only if message
integrity verifies correctly.

Replay protection is not applicable when 5G-1A0 is used.

4.4.3.3 Integrity protection and verification
The sender shall useitslocally stored NAS COUNT asinput to the integrity protection algorithm.

The receiver shal use the NAS sequence number included in the received message and an estimate for the NAS
overflow counter as defined in subclause 4.4.3.1 to form the NAS COUNT input to the integrity verification agorithm.

The algorithm to calculate the integrity protection information is specified in 3GPP TS 33.501 [24], and in case of the:

a) SECURITY PROTECTED 5GS NAS MESSAGE message, the integrity protection shall include octet 7ton, i.e.
the Sequence number |E and the NAS message |E.

b) IntraN1 mode NAS transparent container |E and S1 mode to N1 mode NAS transparent container IE, the
integrity protection shall include all octets of the value part of the |E starting from octet 7.

NOTE: To ensure backward compatibility, the UE uses all octets starting from octet 7 in the received NAS
transparent container for the purpose of integrity check of the NAS transparent container irrespective of
the release/version it supports. After a successful integrity check, the UE can ignore the octets which are
not specified in the release/version which the UE supports.

In addition to the data that is to be integrity protected, the BEARER ID, DIRECTION bit, NAS COUNT and 5G NAS
integrity key are input to the integrity protection algorithm. These parameters are described in 3GPP TS 33.501 [24].

After successful integrity protection validation, the receiver shall update its corresponding locally stored NAS COUNT
with the value of the estimated NAS COUNT for this NAS message.

Integrity verification is not applicable when 5G-1A0 is used.

4434 Ciphering and deciphering
The sender shall useitslocally stored NAS COUNT asinput to the ciphering algorithm.

The receiver shal use the NAS sequence number included in the received message and an estimate for the NAS
overflow counter as defined in subclause 4.4.3.1 to form the NAS COUNT input to the deciphering a gorithm.

Theinput parameters to the NAS ciphering algorithm are the BEARER ID, DIRECTION bit, NAS COUNT, NAS
encryption key and the length of the key stream to be generated by the encryption algorithm.

When applying initial NAS message protection to the REGISTRATION REQUEST or SERVICE REQUEST message
as described in subclause 4.4.6, the length of the key stream is set to the length of the entire plain NAS message that is
included in the NAS message container IE, i.e. the value part of the NAS message container |E, that isto be ciphered.
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When applying initial NAS message protection to the CONTROL PLANE SERVICE REQUEST message as described
in subclause 4.4.6, the length of the key streamis set to the length of:

a) thevalue part of the CloT small data container |E that isto be ciphered; or

b) the value part of the NAS message container | E that isto be ciphered.

4435 NAS COUNT wrap around

If, when increasing the NAS COUNT as specified above, the AMF detects that either its downlink NAS COUNT or the
UE's uplink NAS COUNT is"close" to wrap around, (close to 22%), the AMF shall take the following actions:

- If thereis no non-current native 5G NAS security context with sufficiently low NAS COUNT values, the AMF
shall initiate a new primary authentication and key agreement procedure with the UE, leading to a new
established 5G NAS security context and the NAS COUNT being reset to 0 in both the UE and the AMF when
the new 5G NAS security context is activated;

- Otherwise, the AMF can activate a non-current native 5G NAS security context with sufficiently low NAS
COUNT values or initiate a new primary authentication and key agreement procedure as specified above.

If for some reason a new K ame has not been established using primary authentication and key agreement procedure
before the NAS COUNT wraps around, the node (AMF or UE) in need of sending a NAS message shall instead release
the NAS signalling connection. Prior to sending the next uplink NAS message, the UE shall delete the ngK Sl indicating
the current 5G NAS security context.

When the 5G-1A0Q is used as the NAS integrity agorithm, the UE and the AMF shall allow NAS COUNT wrap around.
If NAS COUNT wrap around occurs, the following requirements apply:

a) the UE and the AMF shall continue to use the current 5G NAS security context;
b) the AMF shal not initiate the primary authentication and key agreement procedure;
¢) the AMF shall not release the NA S signalling connection; and

d) the UE shall not perform alocal release of the NAS signalling connection.
4.4.4 Integrity protection of NAS signalling messages

4441 General

For the UE, integrity protected signalling is mandatory for the 5GMM NAS messages once avalid 5G NAS security
context exists and has been taken into use. For the network, integrity protected signalling is mandatory for the 5SGMM
NAS messages once a secure exchange of 5GS NAS messages has been established for the NAS signalling connection.
Integrity protection of all NAS signalling messages is the responsibility of the NAS. It is the network which activates
integrity protection.

The use of "null integrity protection algorithm" 5G-1A0 (see subclause 9.11.3.34) in the current 5G NAS security
context isonly allowed:

a) for an unauthenticated UE for which establishment of emergency servicesis allowed;
b) for an W-AGF acting on behalf of an FN-RG; and
c) for aW-AGF acting on behalf of an NSGC device.

For setting the security header type in outbound NAS messages, the UE and the AMF shall apply the same rules
irrespective of whether the "null integrity protection algorithm" or any other integrity protection algorithm is indicated
in the 5G NAS security context.

If the "null integrity protection algorithm"5G-1A0 has been selected as an integrity protection algorithm, the receiver
shall regard the NAS messages with the security header indicating integrity protection as integrity protected.

Details of the integrity protection and verification of NAS signalling messages are specified in 3GPP TS 33.501 [24].
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When a NAS message needs to be sent both ciphered and integrity protected, the NAS message isfirst ciphered and
then the ciphered NAS message and the NA S sequence number are integrity protected by calculating the MAC.

NOTE: NAS messages that are ciphered with the "null ciphering algorithm" 5G-EAO are regarded as ciphered
(see subclause 4.4.5).

When a NAS message needs to be sent only integrity protected and unciphered, the unciphered NAS message and the
NAS sequence number are integrity protected by calculating the MAC.

When a5GSM message is piggybacked in a 5GMM message, there is only one Seguence number |1E and one Message
authentication code | E for the 5GMM message piggybacking the 5GSM message.
4.44.2 Integrity checking of NAS signalling messages in the UE

Except the messages listed below, no NAS signalling messages shall be processed by the receiving 5GMM entity in the
UE or forwarded to the 5GSM entity, unless the network has established secure exchange of 5GS NAS messages for the
NAS signalling connection:

a) IDENTITY REQUEST (if requested identification parameter is SUCI);
b) AUTHENTICATION REQUEST;

c) AUTHENTICATION RESULT;

d) AUTHENTICATION REJECT;

€) REGISTRATION REJECT (if the 5GMM cause is not #76 or #78);

f) DEREGISTRATION ACCEPT (for non switch off); and

0) SERVICE REJECT (if the 5GMM cause is not #76 or #78).

NOTE: These messages are accepted by the UE without integrity protection, asin certain situations they are sent
by the network before security can be activated.

Integrity protection is never applied directly to 5GSM messages, but to the 5GMM message in which the 5GSM
message is included.

Once the secure exchange of NAS messages has been established, the receiving 5GMM entity in the UE shall not
process any NAS signalling messages unless they have been successfully integrity checked by the NAS. If NAS
signalling messages, having not successfully passed the integrity check, are received, then the NAS in the UE shall
discard that message. The processing of the SECURITY MODE COMMAND message that has not successfully passed
the integrity check is specified in subclause 5.4.2.5. If any NAS signalling message is received as not integrity protected
even though the secure exchange of NAS messages has been established by the network, then the NAS shall discard this

message.
4.4.4.3 Integrity checking of NAS signalling messages in the AMF

Except the messages listed below, no NAS signalling messages shall be processed by the receiving 5GMM entity in the
AMF or forwarded to the 5GSM entity, unless the secure exchange of NAS messages has been established for the NAS
signalling connection:

a) REGISTRATION REQUEST;

b) IDENTITY RESPONSE (if requested identification parameter is SUCI);
¢) AUTHENTICATION RESPONSE;

d) AUTHENTICATION FAILURE;

€) SECURITY MODE REJECT;

f) DEREGISTRATION REQUEST; and

0) DEREGISTRATION ACCEPT;
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NOTE 1: The REGISTRATION REQUEST message is sent by the UE without integrity protection, if the
registration procedure is initiated due to an inter-system change in 5GMM-IDLE mode and no current 5G
NAS security context is available in the UE. The other messages are accepted by the AMF without
integrity protection, asin certain situations they are sent by the UE before security can be activated.

NOTE 2: The DEREGISTRATION REQUEST message can be sent by the UE without integrity protection, e.g. if
the UE isregistered for emergency services and thereis no valid 5G NAS security context available, or if
due to user interaction aregistration procedure is cancelled before the secure exchange of NAS messages
has been established. For these cases the network can attempt to use additional criteria (e.g. whether the
UE is subsequently still performing periodic registration update or still responding to paging) before
marking the UE as 5GMM-DEREGISTERED.

Integrity protection is never applied directly to 5GSM messages, but to the 5GMM message in which the 5GSM
message is included.

Once acurrent 5G NAS security context exists, until the secure exchange of NAS messages has been established for the
NAS signalling connection, the receiving 5GMM entity in the AMF shall process the following NAS signalling
messages, even if the MAC included in the message fails the integrity check or cannot be verified, asthe 5G NAS
security context is not available in the network:

a) REGISTRATION REQUEST;

b) IDENTITY RESPONSE (if requested identification parameter is SUCI);
c) AUTHENTICATION RESPONSE;

d) AUTHENTICATION FAILURE;

e) SECURITY MODE REJECT;

f) DEREGISTRATION REQUEST;

0) DEREGISTRATION ACCEPT;

h) SERVICE REQUEST; and

i) CONTROL PLANE SERVICE REQUEST;

NOTE 3: These messages are processed by the AMF even when the MAC that fails the integrity check or cannot be
verified, asin certain situations they can be sent by the UE protected with a5G NAS security context that
isno longer available in the network.

If aREGISTRATION REQUEST message for initial registration fails the integrity check and it is not a registration
request for emergency services, the AMF shall authenticate the subscriber before processing the registration request any
further. Additionally, the AMF shall initiate a security mode control procedure, and include the Additional 5G security
information | E with the RINMR bit set to "Retransmission of the initial NAS message requested” in the SECURITY
MODE COMMAND message as specified in subclause 5.4.2.2. For the case when the registration procedureis for
emergency services see subclause 5.5.1.2.3 and subclause 5.4.1.3.5.

If aREGISTRATION REQUEST message for mobility and periodic registration update fails the integrity check and the
UE provided EPS NAS message container |E which was successfully verified by the source MME, the AMF may create
amapped 5G NAS security context and initiate a security mode control procedure to take the new mapped 5G NAS
security context into use; otherwise if the UE has only a non-emergency PDU session established, the AMF shall

initiate a primary authentication and key agreement procedure to create a new native 5G NAS security context.
Additionally, the AMF shall initiate a security mode control procedure, and include the Additional 5G security
information | E with the RINMR bit set to "Retransmission of theinitial NAS message requested” in the SECURITY
MODE COMMAND message as specified in subclause 5.4.2.2. For the case when the UE has an emergency PDU
session see subclause 5.5.1.3.3 and subclause 5.4.1.3.5.

If aDEREGISTRATION REQUEST message fails the integrity check, the AMF shall proceed as follows:

- If itisnot a deregistration request due to switch off, and the AMF can initiate an authentication procedure, the
AMF should authenticate the subscriber before processing the deregistration request any further.

- If itisaderegistration request due to switch off, or the AMF does not initiate an authentication procedure for any
other reason, the AMF may ignore the deregistration request and remain in state 5SGMM-REGISTERED.
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NOTE 4: The network can attempt to use additional criteria (e.g. whether the UE is subsequently still performing
periodic registration update or still responding to paging) before marking the UE as 5GMM-
DEREGISTERED.

If aSERVICE REQUEST or CONTROL PLANE SERVICE REQUEST message fails the integrity check and the UE
has only non-emergency PDU sessions established, the AMF shall send the SERVICE REJECT message with 5GMM
cause #9 "UE identity cannot be derived by the network™" and keep the 5GMM-context and 5G NAS security context
unchanged. For the case when the UE has an emergency PDU session and integrity check fails, the AMF may skip the
authentication procedure even if no 5G NAS security context is available and proceed directly to the execution of the
security mode control procedure as specified in subclause 5.4.2. Additionally, the AMF shall include the Additional 5G
security information |E with the RINMR bit set to "Retransmission of the initial NAS message requested” in the
SECURITY MODE COMMAND message as specified in subclause 5.4.2.2. After successful completion of the service
request procedure, the network shall perform alocal release of all non-emergency PDU sessions. The emergency PDU
sessions shall not be released.

Once the secure exchange of NAS messages has been established for the NAS signalling connection, the receiving
5GMM entity in the AMF shall not process any NAS signalling messages unless they have been successfully integrity
checked by the NAS. If any NAS signalling message, having not successfully passed the integrity check, is received,
then the NAS in the AMF shall discard that message. If any NAS signalling message is received, as not integrity
protected even though the secure exchange of NAS messages has been established, then the NAS shall discard this

message.

4.4.5 Ciphering of NAS signalling messages

The use of ciphering in anetwork is an operator option subject to AMF configuration. When operation of the network
without ciphering is configured, the AMF shall indicate the use of "null ciphering agorithm" 5G-EAO (see

subclause 9.11.3.34) in the current 5G NAS security context for all UES. For setting the security header typein
outbound NAS messages, the UE and the AMF shall apply the same rules irrespective of whether the "null ciphering
algorithm" or any other ciphering algorithmisindicated in the 5G NAS security context.

When the UE establishes a new N1 NAS signalling connection, it shall apply security protection to theinitial NAS
message as described in subclause 4.4.6.

The UE shall start the ciphering and deciphering of NAS messages when the secure exchange of NAS messages has
been established for an N1 NAS signalling connection. From this time onward, unless explicitly defined, the UE shall
send all NAS messages ciphered until the N1 NAS signalling connection is released, or the UE performs inter-system
change to S1 mode.

The AMF shall start ciphering and deciphering of NAS messages as described in subclause 4.4.2.5. From thistime
onward, except for the SECURITY MODE COMMAND message, the AMF shall send all NAS messages ciphered
until the N1 NAS signalling connection is released, or the UE performsinter-system change to S1 mode.

Ciphering is never applied directly to 5GSM messages, but to the 5GMM message in which the 5GSM message is
included.

Once the encryption of NAS messages has been started between the AMF and the UE, the receiver shall discard the
unciphered NAS messages which shall have been ciphered according to the rules described in this specification.

If the "null ciphering algorithm" 5G-EAOQ has been selected as a ciphering algorithm, the NAS messages with the
security header indicating ciphering are regarded as ciphered.

Details of ciphering and deciphering of NAS signalling messages are specified in 3GPP TS 33.501 [24].

4.4.6 Protection of initial NAS signalling messages

The 5GS supports protection of initial NAS messages as specified in 3GPP TS 33.501 [24]. The protection of initia
NAS messages applies to the REGISTRATION REQUEST, SERVICE REQUEST and CONTROL PLANE SERVICE
REQUEST message, and is achieved as follows:

a) If the UE does not have avalid 5G NAS security context, the UE sends a REGISTRATION REQUEST message
including cleartext IEs only. After activating a5G NAS security context resulting from a security mode control
procedure;
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1)

2)

if the UE needsto send non-cleartext |Es, the UE shall include the entire REGISTRATION REQUEST
message (i.e. containing both cleartext | Es and non-cleartext |Es) in the NAS message container |1E and shall
include the NAS message container |E in the SECURITY MODE COMPLETE message; or

if the UE does not need to send non-cleartext | Es, the UE shall include the entire REGISTRATION
REQUEST message (i.e. containing cleartext |Es only) in the NAS message container |E and shall include
the NAS message container |E in the SECURITY MODE COMPLETE message.

b) If the UE hasavalid 5G NAS security context and:

1)

2)

3

4)

the UE needs to send non-cleartext IEsin a REGISTRATION REQUEST or SERVICE REQUEST message,
the UE includes the entire REGISTRATION REQUEST or SERVICE REQUEST message (i.e. containing
both cleartext | Es and non-cleartext |ES) in the NAS message container | E and shall cipher the value part of
the NAS message container |E. The UE shall then send a REGISTRATION REQUEST or SERVICE
REQUEST message containing the cleartext |Es and the NAS message container |E;

the UE needs to send non-cleartext IEsin a CONTROL PLANE SERVICE REQUEST message:

i) if CloT small data container |E isthe only non-cleartext | E to be sent, the UE shall cipher the value part
of the CloT small data container IE. The UE shall then send a CONTROL PLANE SERVICE REQUEST
message containing the cleartext |1Es and the CloT small data container IE;

ii) otherwise, the UE includes non-cleartext IEsin the NAS message container 1E and shall cipher the value
part of the NAS message container |E. The UE shall then send a CONTROL PLANE SERVICE
REQUEST message containing the cleartext |Es and the NAS message container |E;

the UE does not need to send non-cleartext IEsin a REGISTRATION REQUEST or SERVICE REQUEST
message, the UE sends the REGISTRATION REQUEST or SERVICE REQUEST message without
including the NAS message container |E; or

the UE does not need to send non-cleartext IEsin a CONTROL PLANE SERVICE REQUEST message, the
UE sendsthe CONTROL PLANE SERVICE REQUEST message without including the NAS message
container |E and the CloT small data container |E.

When the initial NAS messageis a REGISTRATION REQUEST message, the cleartext IEs are:

Extended protocol discriminator;

Security header type;

Spare half octet;

Registration request message i dentity;

5GS registration type;

ngKSl;

5GS mobile identity;

UE security capability;

Additional GUTI;

UE status,

EPS NAS message container;

NID; and

PLMN with disaster condition.

When the initial NAS message is a SERVICE REQUEST message, the cleartext |IEs are;

Extended protocol discriminator;

Security header type;
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- Spare half octet;
- ngKSl,
- Service request message identity;
- Servicetype; and
- 5G-STMSI.
When the initial NAS message isa CONTROL PLANE SERVICE REQUEST message, the cleartext IEs are:
- Extended protocol discriminator;
- Security header type;
- Spare half octet;
- ngKSl;
- Control plane service request message identity; and
- Control plane service type.

When the UE sends a REGISTRATION REQUEST or SERVICE REQUEST or CONTROL PLANE SERVICE
REQUEST message that includes a NAS message container |1E, the UE shall set the security header type of the initial
NAS message to "integrity protected".

When the AMF receives an integrity protected initial NAS message which includes a NAS message container |E, the
AMEF shall decipher the value part of the NAS message container |E. If thereceived initial NAS messageisa
REGISTRATION REQUEST message or a SERVICE REQUEST message, the AMF shall consider the NAS message
that is obtained from the NAS message container |E astheinitial NAS message that triggered the procedure.

When the AMF receives a CONTROL PLANE SERVICE REQUEST message which includes a CloT small data
container |E, the AMF shall decipher the value part of the CloT small data container |E and handle the message as
specified in subclause 5.6.1.4.2.

When the initial NAS message is a DEREGISTRATION REQUEST message, the UE always sends the NAS message
unciphered.

If the UE:
a) has5G-EAQ as aselected 5G NAS security algorithm; and
b) selectsaPLMN other than Registered PLMN and EPLMN over one access,

the UE shall send aninitial NAS message including cleartext IEs only via the access type associated with the newly
selected PLMN as described in this subclause for the case when the UE does not have avalid 5G NAS security context.

If the UE:
a) has5G-EAOQ asaselected 5G NAS security algorithm; and

b) selectsaPLMN other than Registered PLMN and EPLMN over one access, and the Registered PLMN or
EPLMN is not registering or registered over other access;

the UE shall delete the 5G NAS security context.
NOTE: UE deletesthe 5G NAS security context only if the UE is not in the connected mode.

4.4.7 Protection of NAS IEs

The network can provide the SOR transparent container |E during the registration procedure to the UE in the
REGISTRATION ACCEPT message. The SOR transparent container |E isintegrity protected by the HPLMN or
subscribed SNPN as specified in 3GPP TS 33.501 [24].
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The UE can provide the SOR transparent container |E during the registration procedure to the network in the
REGISTRATION COMPLETE message. The SOR-MAC-Ie in the SOR transparent container |E is generated by the
UE as specified in 3GPP TS 33.501 [24].

The network can provide the Payload container 1E during the Network-initiated NAS transport procedure to the UE in
DL NAS TRANSPORT message. If the Payload container type IE is set to "SOR transparent container” or "UE
parameters update transparent container”, the Payload container |E isintegrity protected by the HPLMN or subscribed
SNPN as specified in 3GPP TS 33.501 [24]. If the Payload container type |E is set to "Multiple payloads' and the
payload container type field of the payload container entry is set to "SOR transparent container” or "UE parameters
update transparent container”, the payload container entry contents field of the payload container entry isintegrity
protected correspondingly.

The UE can provide the Payload container | E during the UE-initiated NAS transport procedure to the network in UL
NAS TRANSPORT message. If the Payload container type |E is set to " SOR transparent container” or "UE parameters
update transparent container”, the SOR-MAC-lye or UPU-MAC-Iye in the Payload container |E is generated by the UE
as specified in 3GPP TS 33.501 [24]. If the Payload container type |E is set to "Multiple payloads' and the payload
container type field of the payload container entry is set to " SOR transparent container" or "UE parameters update
transparent container", the SOR-MAC-lye or UPU-MAC-I e in the payload container entry contents field of the payload
container entry is generated by the UE correspondingly.

4.5 Unified access control

45.1 General

When the UE needs to access the 5GS, the UE not operating as an | AB-node (see 3GPP TS 23.501 [8]) and not acting
as a5G ProSe layer-2 UE-to-network relay UE (see 3GPP TS 23.304 [6E]) whose access attempt istriggered by a 5G
ProSe layer-2 remote UE, first performs access control checks to determineif the access is allowed. Access control
checks shall be performed for the access attempts defined by the following list of events:

NOTE 1: Although the UE operating as an | AB-node skips the access control checks, the UE operating as an | AB-
node determines an access category and one or more access identities for each access attempt in order to
derive an RRC establishment cause. In this case the NAS provides the RRC establishment cause but does
not provide the access category and the one or more access identities to the lower layers.

a) the UEisin 5GMM-IDLE mode or 5GMM-IDLE mode with suspend indication over 3GPP access and an event
that requires a transition to 5GMM-CONNECTED mode occurs; and

b) the UEisin 5GMM-CONNECTED mode over 3GPP access or 5GMM-CONNECTED mode with RRC inactive
indication and one of the following events occurs:

1) 5GMM receives an MO-IM S-registration-rel ated-signalling-started indication, an MO-MMTEL-voice-call-
started indication, an MO-MMTEL -video-call-started indication or an M O-SM Sol P-attempt-started
indication from upper layers;

2) 5GMM receives arequest from upper layersto send a mobile originated SMS over NAS unless the request
triggered a service request procedure to transition the UE from 5GMM-IDLE mode or 5GMM-IDLE mode
with suspend indication to 5GMM-CONNECTED mode;

3) 5GMM receives areguest from upper layersto send an UL NAS TRANSPORT message for the purpose of
PDU session establishment unless the request triggered a service request procedure to transition the UE from
5GMM-IDLE mode or 5GMM-IDLE mode with suspend indication to 5GMM-CONNECTED mode;

4) 5GMM receives areguest from upper layersto send an UL NAS TRANSPORT message for the purpose of
PDU session modification unless the request triggered a service request procedure to transition the UE from
5GMM-IDLE mode or 5GMM-IDLE mode with suspend indication to 5GMM-CONNECTED mode;

5) 5GMM receives arequest to re-establish the user-plane resources for an existing PDU session;

6) 5GMM is notified that an uplink user data packet is to be sent for aPDU session with suspended user-plane
resources,;
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7) 5GMM receives arequest from upper layers to send a mobile originated location request unless the request
triggered a service request procedure to transition the UE from 5GMM-IDLE mode or 5GMM-IDLE mode
with suspend indication to 5SGMM-CONNECTED mode; and

8) 5GMM receives arequest from upper layersto send a mobile originated signalling transaction towards the
PCF by sending an UL NAS TRANSPORT message including a UE policy container (see
3GPP TS 24.587 [19B] and 3GPP TS 24.554 [19E]) unless the request triggered a service request procedure
to transition the UE from 5GMM-IDLE mode to 5GMM-CONNECTED mode.

NOTE 2: 5GMM specific procedures initiated by NAS in 5GMM-CONNECTED mode or 5GMM-CONNECTED
mode with RRC inactive indication are not subject to access control, e.g. aregistration procedure after PS
handover will not be prevented by access control (see subclause 5.5).

NOTE 3: LPP messages or location event report messages transported in the UL NAS TRANSPORT message sent
in response to a mobile terminating or network induced location request, and the corresponding access
attempts are handled as M T access.

NOTE 4: Initiating a mobile originated signalling transaction towards the UDM by sending an UL NAS
TRANSPORT message including an SOR transparent container is not supported. Therefore, access
control for these cases has not been specified.

When the NAS detects one of the above events, the NAS needs to perform the mapping of the kind of request to one or
more access identities and one access category and lower layers will perform access barring checks for that request
based on the determined access identities and access category.

NOTE 5: The NASisaware of the above events through indications provided by upper layers or through
determining the need to start 5GMM procedures through normal NAS behaviour, or both.

To determine the access identities and the access category for arequest, the NAS checks the reason for access, types of
service reguested and profile of the UE including UE configurations, against a set of access identities and access
categories defined in 3GPP TS 22.261 [3], namely:

a) aset of standardized access identities;
b) aset of standardized access categories; and
c) aset of operator-defined access categories, if available.

For the purpose of determining the applicable access identities from the set of standardized access identities defined in
3GPP TS 22.261 [3], the NAS shall follow the requirements set out in:

a) subclause 4.5.2 and the rules and actions defined in table 4.5.2.1, if the UE is not operating in SNPN access
mode; or

b) subclause 4.5.2A and the rules and actions defined in table 4.5.2A.1, if the UE is operating in SNPN access
mode.

In order to enable access barring checks for access attempts identified by lower layersin 5GMM-CONNECTED mode
with RRC inactive indication, the UE provides the applicable access identities to lower layers.

NOTE 6: When and how the NAS provides the applicable access identities to lower layers is UE implementation
specific.

NOTE 7: Although the UE operating as an | AB-node skips the access control checks, the UE provides the
applicable access identities to lower layers for access attempts identified by lower layersin 5GMM-
CONNECTED mode with RRC inactive indication.

For the purpose of determining the applicable access category from the set of standardized access categories and
operator-defined access categories defined in 3GPP TS 22.261 [3], the NAS shall follow the requirements set out in:

a) subclause 4.5.2 and the rules and actions defined in table 4.5.2.2, if the UE is not operating in SNPN access
mode; or

b) subclause 4.5.2A and the rules and actions defined in table 4.5.2A.2, if the UE is operating in SNPN access
mode.
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45.2 Determination of the access identities and access category
associated with a request for access for UEs not operating in SNPN
access mode

When the UE needs to initiate an access attempt in one of the events listed in subclause 4.5.1, the UE shall determine
one or more access identities from the set of standardized access identities, and one access category from the set of
standardized access categories and operator-defined access categories, to be associated with that access attempt.

The set of the access identities applicable for the request is determined by the UE in the following way:

a) for each of the accessidentities 1, 2, 3, 11, 12, 13, 14 and 15intable 4.5.2.1, the UE shall check whether the
access identity is applicable in the selected PLMN, if anew PLMN is selected, or otherwise if it is applicablein
the RPLMN or equivalent PLMN; and

b) if none of the above accessidentitiesis applicable, then access identity 0 is applicable.

Table 4.5.2.1: Access identities

Access ldentity UE configuration
number
0 UE is not configured with any parameters from this table
1 (NOTE 1) UE is configured for multimedia priority service (MPS).
2 (NOTE 2) UE is configured for mission critical service (MCS).
3 (NOTE 4) UE for which a disaster condition applies
4-10 Reserved for future use

11 (NOTE 3) Access Class 11 is configured in the UE.

12 (NOTE 3) Access Class 12 is configured in the UE.

13 (NOTE 3) Access Class 13 is configured in the UE.

14 (NOTE 3) Access Class 14 is configured in the UE.

15 (NOTE 3) Access Class 15 is configured in the UE.

NOTE 1: Access identity 1 is valid when:
- the USIM file EFuac_aic indicates the UE is configured for access identity 1 and the selected
PLMN, if a new PLMN is selected, or RPLMN is the HPLMN (if the EHPLMN list is not present or
is empty) or EHPLMN (if the EHPLMN list is present), or a visited PLMN of the home country (see
the definition of home country in 3GPP TS 24.301 [15]);
- the UE receives the 5GS network feature support IE with the MPS indicator bit set to "Access
identity 1 valid" from the RPLMN as described in subclause 5.5.1.2.4 and subclause 5.5.1.3.4; or
- the UE receives the Priority indicator IE with the MPS indicator bit set to "Access identity 1 valid"
from the RPLMN as described in subclause 5.4.4.3.
NOTE 2: Access identity 2 is used by UEs configured for MCS and is valid when:
- the USIM file EFuac_aic indicates the UE is configured for access identity 2 and the selected
PLMN, if a new PLMN is selected, or RPLMN is the HPLMN (if the EHPLMN list is not present or
is empty) or EHPLMN (if the EHPLMN list is present), or a visited PLMN of the home country (see
3GPP TS 23.122 [5]); or
- the UE receives the 5GS network feature support IE with the MCS indicator bit set to "Access
identity 2 valid" from the RPLMN as described in subclause 5.5.1.2.4 and subclause 5.5.1.3.4.
NOTE 3: Access identities 11 and 15 are valid in HPLMN (if the EHPLMN list is not present or is empty) or
EHPLMN (if the EHPLMN list is present). Access Identities 12, 13 and 14 are valid in HPLMN and
visited PLMNs of home country only (see the definition of home country in 3GPP TS 24.301 [15]).
NOTE 4: Access ldentity 3 is valid when the UE is registering or registered for disaster roaming services
(see 3GPP TS 23.122 [5]).

The UE uses the MPS indicator bit of the 5GS network feature support |E or the Priority indicator |E to determine if
access identity 1 isvalid. Processing of the MPS indicator bit of the 5GS network feature support IE in the
REGISTRATION ACCEPT message is described in subclause 5.5.1.2.4 and subclause 5.5.1.3.4. Processing of the MPS
indicator bit of the Priority indicator |E in the CONFIGURATION UPDATE COMMAND message is described in
subclause 5.4.4.3. The UE shall not consider access identity 1 to be valid when the UE is not in the country of its

HPLMN or inan EHPLMN (if the EHPLMN list is present) prior to receiving the MPS indicator bit of the 5GS network
feature support I1E in the REGISTRATION ACCEPT message or of the Priority indicator IE in the CONFIGURATION
UPDATE COMMAND message being set to "Accessidentity 1 valid".

When the UE isin the country of its HPLMN or in an EHPLMN (if the EHPLMN list is present), the contents of the
USIM file EFyac_aic as specified in 3GPP TS 31.102 [22] and the rules specified in table 4.5.2.1 are used to determine
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the applicability of accessidentity 1. When the UE isin the country of its HPLMN or in an EHPLMN (if the EHPLMN
list is present), and the USIM file EFyac_aic does not indicate the UE is configured for accessidentity 1, the UE uses
the MPS indicator bit of the 5GS network feature support |E in the REGISTRATION ACCEPT message or of the
Priority indicator |E in the CONFIGURATION UPDATE COMMAND message to determine if accessidentity 1is
valid. When the UE isin the country of its HPLMN or in an EHPLMN (if the EHPLMN list is present), and the USIM
file EFuac_aic indicates the UE is configured for accessidentity 1, the MPS indicator bit of the 5GS network feature
support |E and the Priority indicator |E are not applicable. When the UE is not in the country of its HPLMN or in an
EHPLMN (if the EHPLMN list is present), the contents of the USIM file EFyac_aic are not applicable.

The UE usesthe MCS indicator bit of the 5GS network feature support | E to determine if accessidentity 2 isvalid.
Processing of the MCS indicator bit of the 5GS network feature support I1E in the REGISTRATION ACCEPT message
is described in subclause 5.5.1.2.4 and subclause 5.5.1.3.4. The UE shall not consider accessidentity 2 to be valid when
the UE is not in the country of its HPLMN or inan EHPLMN (if the EHPLMN list is present) prior to receiving the
MCS indicator bit of the 5GS network feature support |E in the REGISTRATION ACCEPT message being set to
"Access identity 2 valid".

When the UE isin the country of its HPLMN or in an EHPLMN (if the EHPLMN list is present), the contents of the
USIM file EFyac_aic as specified in 3GPP TS 31.102 [22] and the rules specified in table 4.5.2.1 are used to determine
the applicability of accessidentity 2. When the UE isin the country of its HPLMN or in an EHPLMN (if the EHPLMN
list is present), and the USIM file EFuac_aic does not indicate the UE is configured for access identity 2, the UE uses
the MCS indicator bit of the 5GS network feature support |E in the REGISTRATION ACCEPT message to determine if
accessidentity 2 isvalid. When the UE isin the country of itsHPLMN or in an EHPLMN (if the EHPLMN list is
present), and the USIM file EFyac_aic indicates the UE is configured for access identity 2, the MCS indicator bit of the
5GS network feature support | E is not applicable. When the UE is not in the country of its HPLMN or in an EHPLMN
(if the EHPLMN list is present), the contents of the USIM file EFyac_aic are not applicable.

The UE checks the conditions specified in subclause 4.4.3.1.1 of 3GPP TS 23.122 [5] to determine if access identity 3is
valid, and the applicability of accessidentity 3.

When the UE isinitsHPLMN (if the EHPLMN list is not present or is empty) or in an EHPLMN (if the EHPLMN list
is present), the contents of the USIM file EFacc as specified in 3GPP TS 31.102 [22] and the rules specified in

table 4.5.2.1 are used to determine the applicability of access classes 11 and 15. When the UE isnot initsHPLMN (if
the EHPLMN list is not present or is empty) or inan EHPLMN (if the EHPLMN list is present), access classes 11 and
15 are not applicable.

When the UE isin the country of its HPLMN, the contents of the USIM file EFacc as specified in 3GPP TS 31.102 [22]
and the rules specified in table 4.5.2.1 are used to determine the applicability of access classes 12 - 14. When the UE is
not in the country of its HPLMN, access classes 12-14 are not applicable.

In order to determine the access category applicable for the access attempt, the NAS shall check therulesin

table 4.5.2.2, and use the access category for which there is a match for barring check. If the access attempt matches
more than one rule, the access category of the lowest rule number shall be selected. If the access attempt matches more
than one operator-defined access category definition, the UE shall select the access category from the operator-defined
access category definition with the lowest precedence value (see subclause 4.5.3).

NOTE: The case when an access attempt matches more than one rule includes the case when multiple events
trigger an access attempt at the same time.
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Table 4.5.2.2: Mapping table for access categories
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Rule # Type of access attempt Requirements to be met Access
Category
1 Response to paging or  |Access attempt is for MT access, or 0 (= MT_acc)
NOTIFICATION over non- [handover of ongoing MMTEL voice call,
3GPP access; MMTEL video call or SMSolP from non-
5GMM connection 3GPP access; or
management procedure |Access attempt is made upon receipt of
initiated for the purpose of |"call-pull-initiated" (3GPP TS 24.174 [13D])
transporting an LPP
message without an
ongoing 5GC-MO-LR
procedure;
Access attempt to
handover of ongoing
MMTEL voice call,
MMTEL video call or
SMSolP from non-3GPP
access; or
Access attempt upon
receipt of "call-pull-
initiated" indication from
the upper layers (see
3GPP TS 24.174 [13D))

2 Emergency UE is attempting access for an emergency |2 (= emergency)
session (NOTE 1, NOTE 2)

3 Access attempt for UE stores operator-defined access category 32-63

operator-defined access |definitions valid in the current PLMN as (= based on
category specified in subclause 4.5.3, and access operator

attempt is matching criteria of an operator- classification)
defined access category definition

3.1 Access attempt for MO |UE is in NB-N1 mode and allowed to use 10 (= MO

exception data exception data reporting (see the exception data)
ExceptionDataReportingAllowed leaf of the
NAS configuration MO in
3GPP TS 24.368 [17] or the USIM file
EFnasconrFic in 3GPP TS 31.102 [22]), and
access attempt is for MO data or for MO
signalling initiated upon receiving a request
from upper layers to transmit user data
related to an exceptional event.
4 Access attempt for delay |(a) UE is configured for NAS signalling low 1 (= delay
tolerant service priority or UE supporting S1 mode is tolerant)

configured for EAB (see the
"ExtendedAccessBarring" leaf of NAS
configuration MO in 3GPP TS 24.368 [17] or
3GPP TS 31.102 [22]) where "EAB override"
does not apply, and
(b):the UE received one of the categories a,
b or c as part of the parameters for unified
access control in the broadcast system
information, and the UE is a member of the
broadcasted category in the selected PLMN
or RPLMN/equivalent PLMN
(NOTE 3, NOTE 5, NOTE 6, NOTE 7,
NOTE 8)

5 MO MMTel voice call Access attempt is for MO MMTel voice call 4 (= MO MMTel
or for NAS signalling connection recovery voice)
during ongoing MO MMTel voice call
(NOTE 2)

6 MO MMTel video call Access attempt is for MO MMTel video call |5 (= MO MMTel
or for NAS signalling connection recovery video)
during ongoing MO MMTel video call
(NOTE 2)

7 MO SMS over NAS or MO |Access attempt is for MO SMS over NAS 6 (= MO SMS

SMSolP (NOTE 4) or MO SMS over SMSolP transfer | and SMSolP)
or for NAS signalling connection recovery
during ongoing MO SMS or SMSolP transfer
(NOTE 2)
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7.1 MO IMS registration Access attempt is for MO IMS registration 9 (= MO IMS
related signalling related signalling (e.g. IMS initial registration
registration, re-registration, subscription related
refresh) signalling)

or for NAS signalling connection recovery
during ongoing procedure for MO IMS
registration related signalling (NOTE 2a)

8 UE NAS initiated 5GMM |Access attempt is for MO signalling 3 (= MO_sig)
specific procedures
8.1 Mobile originated location |Access attempt is for mobile originated 3 (= MO_sig)
request location request (NOTE 9)
8.2 Mobile originated Access attempt is for mobile originated 3 (= MO_sig)
signalling transaction signalling transaction towards the PCF
towards the PCF (NOTE 10)
9 UE NAS initiated 5GMM  |Access attempt is for MO data 7 (= MO_data)

connection management
procedure or 5GMM NAS
transport procedure
10 An uplink user data packet [No further requirement is to be met 7 (= MO_data)
is to be sent for a PDU
session with suspended
user-plane resources
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NOTE 1: This includes 5GMM specific procedures while the service is ongoing and 5GMM connection
management procedures required to establish a PDU session with request type = "initial
emergency request"” or "existing emergency PDU session", or to re-establish user-plane
resources for such a PDU session. This further includes the service request procedure initiated
with a SERVICE REQUEST message with the Service type IE set to "emergency services
fallback".

NOTE 2: Access for the purpose of NAS signalling connection recovery during an ongoing service as
defined in subclause 4.5.5, or for the purpose of NAS signalling connection establishment
following fallback indication from lower layers during an ongoing service as defined in
subclause 4.5.5, is mapped to the access category of the ongoing service in order to derive an
RRC establishment cause, but barring checks will be skipped for this access attempt.

NOTE 2a: Access for the purpose of NAS signalling connection recovery during an ongoing procedure for
MO IMS registration related signalling as defined in subclause 4.5.5, or for the purpose of NAS
signalling connection establishment following fallback indication from lower layers during an
ongoing procedure for MO IMS registration related signalling as defined in subclause 4.5.5, is
mapped to the access category of the MO IMS registration related signalling in order to derive an
RRC establishment cause, but barring checks will be skipped for this access attempt.

NOTE 3: If the UE selects a new PLMN, then the selected PLMN is used to check the membership;
otherwise the UE uses the RPLMNor a PLMN equivalent to the RPLMN.

NOTE 4: This includes the 5GMM connection management procedures triggered by the UE-initiated NAS
transport procedure for transporting the MO SMS.

NOTE 5: The UE configured for NAS signalling low priority is not supported in this release of specification.
If a UE supporting both S1 mode and N1 mode is configured for NAS signalling low priority in S1
mode as specified in 3GPP TS 24.368 [17] or 3GPP TS 31.102 [22], the UE shall ignore the
configuration for NAS signalling low priority when in N1 mode.

NOTE 6: |If the access category applicable for the access attempt is 1, then the UE shall additionally
determine a second access category from the range 3 to 7. If more than one access category
matches, the access category of the lowest rule number shall be chosen. The UE shall use the
second access category only to derive an RRC establishment cause for the access attempt.

NOTE 7: "EAB override" does not apply, if the UE is not configured to allow overriding EAB (see the
"Override_ExtendedAccessBarring" leaf of NAS configuration MO in 3GPP TS 24.368 [17] or
3GPP TS 31.102 [22]), or if NAS has not received an indication from the upper layers to override
EAB and the UE does not have a PDU session that was established with EAB override.

NOTE 8: For the definition of categories a, b and ¢ associated with access category 1, see
3GPP TS 22.261 [3]. The categories associated with access category 1 are distinct from the
categories a, b and ¢ associated with EAB (see 3GPP TS 22.011 [1A]).

NOTE 9: This includes:

a) the UE-initiated NAS transport procedure for transporting a mobile originated location
request;

b) the 5GMM connection management procedure triggered by a) above; and

¢) NAS signalling connection recovery during an ongoing 5GC-MO-LR procedure.

NOTE 10: This includes:

a) the UE-initiated NAS transport procedure for transporting a mobile originated signalling
transaction towards the PCF;

b) the 5GMM connection management procedure triggered by a) above; and

c) NAS signalling connection recovery during an ongoing UE-requested policy provisioning
procedure for V2XP, ProSeP or both (see 3GPP TS 24.587 [19B] and see

3GPP TS 24.554 [19E]).

4.5.2A Determination of the access identities and access category
associated with a request for access for UEs operating in SNPN
access mode

When the UE needs to initiate an access attempt in one of the events listed in subclause 4.5.1, the UE shall determine
one or more access identities from the set of standardized access identities, and one access category from the set of
standardized access categories and operator-defined access categories, to be associated with that access attempt.

The set of the access identities applicable for the request is determined by the UE in the following way:

a) for each of the accessidentities 1, 2, 11, 12, 13, 14 and 15 in table 4.5.2A.1, the UE shall check whether the
access identity is applicable in the selected SNPN, if anew SNPN is selected, or otherwiseif it isapplicablein
the RSNPN; and

b) if none of the above access identities is applicable, then access identity 0 is applicable.
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Table 4.5.2A.1: Access identities

Access ldentity UE configuration
number
0 UE is not configured with any parameters from this table
1 (NOTE 1) UE is configured for multimedia priority service (MPS).
2 (NOTE 2) UE is configured for mission critical service (MCS).
3-10 Reserved for future use

11 (NOTE 3) Access Class 11 is configured in the UE.

12 (NOTE 3) Access Class 12 is configured in the UE.

13 (NOTE 3) Access Class 13 is configured in the UE.

14 (NOTE 3) Access Class 14 is configured in the UE.

15 (NOTE 3) Access Class 15 is configured in the UE.

NOTE 1: Access identity 1 is valid when:
- the unified access control configuration in the "list of subscriber data" stored in the ME (see
3GPP TS 23.122 [5]), if an entry of "list of subscriber data" is selected, or in the USIM (see
3GPP TS 31.102 [22)), if the PLMN subscription is selected, indicates the UE is configured for
access identity 1 in the selected SNPN, if a new SNPN is selected, or RSNPN;
- the UE receives the 5GS network feature support IE with the MPS indicator bit set to "Access
identity 1 valid" from the RSNPN as described in subclause 5.5.1.2.4 and subclause 5.5.1.3.4; or
- the UE receives the Priority indicator IE with the MPS indicator bit set to "Access identity 1 valid"
from the RPLMN as described in subclause 5.4.4.3.

NOTE 2: Access identity 2 is used by UEs configured for MCS and is valid when:
- the unified access control configuration in the "list of subscriber data" stored in the ME (see
3GPP TS 23.122 [5)), if an entry of "list of subscriber data” is selected, or in the USIM (see
3GPP TS 31.102 [22]), if the PLMN subscription is selected, indicates the UE is configured for
access identity 2 in the selected SNPN, if a new SNPN is selected, or RSNPN; or
- the UE receives the 5GS network feature support IE with the MCS indicator bit set to "Access
identity 2 valid" from the RSNPN as described in subclause 5.5.1.2.4 and subclause 5.5.1.3.4.

NOTE 3: Access identities 11 to 15 are valid if indicated as configured for the UE in the unified access
control configuration in the "list of subscriber data" stored in the ME (see 3GPP TS 23.122 [5]), if
an entry of "list of subscriber data" is selected, or in the USIM (see 3GPP TS 31.102 [22]), if the
PLMN subscription is selected, in the selected SNPN, if a new SNPN is selected, or RSNPN.

The contents of the unified access control configuration in the "list of subscriber data" stored in the ME (see

3GPP TS 23.122[5]), if an entry of "list of subscriber data" is selected, or in the USIM (see 3GPP TS 31.102 [22]), if
the PLMN subscription is selected, and the rules specified in table 4.5.2A.1 are used to determine the applicability of
accessidentity 1 in the SNPN. When the contents of the unified access control configuration in the "list of subscriber
data’ stored in the ME (see 3GPP TS 23.122 [5]), if an entry of "list of subscriber data” is selected, or inthe USIM (see
3GPP TS 31.102 [22]), if the PLMN subscription is selected, do not indicate the UE is configured for access identity 1
for the SNPN, the UE uses the MPS indicator bit of the 5GS network feature support |E in the REGISTRATION
ACCEPT message and the MPS indicator bit of the Priority indicator I1E in the CONFIGURATION UPDATE
COMMAND message to determine if accessidentity 1 isvalid.

The contents of the unified access control configuration in the "list of subscriber data' stored in the ME (see

3GPP TS 23.122 [5]), if an entry of "list of subscriber data" is selected, or inthe USIM (see 3GPP TS 31.102 [22)), if
the PLMN subscription is selected, and the rules specified in table 4.5.2A.1 are used to determine the applicability of
access identity 2 in the SNPN. When the contents of the unified access control configuration in the "list of subscriber
data" stored in the ME (see 3GPP TS 23.122 [5]), if an entry of "list of subscriber data" is selected, or inthe USIM (see
3GPP TS 31.102[22)]), if the PLMN subscription is selected, do not indicate the UE is configured for access identity 2
for the SNPN, the UE usesthe MCS indicator bit of the 5GS network feature support I1E in the REGISTRATION
ACCEPT message to determine if accessidentity 2 isvalid.

The contents of the unified access control configuration in the "list of subscriber data" stored in the ME (see

3GPP TS 23.122[5]), if an entry of "list of subscriber data" is selected, or in the USIM (see 3GPP TS 31.102 [22]), if
the PLMN subscription is selected, and the rules specified in table 4.5.2A.1 are used to determine the applicability of
access classes 11 to 15 in the SNPN.

In order to determine the access category applicable for the access attempt, the NAS shall check therulesin

table 4.5.2A.2, and use the access category for which there is a match for barring check. If the access attempt matches
more than one rule, the access category of the lowest rule number shall be selected. If the access attempt matches more
than one operator-defined access category definition, the UE shall select the access category from the operator-defined
access category definition with the lowest precedence value (see subclause 4.5.3).
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NOTE: The case when an access attempt matches more than one rule includes the case when multiple events
trigger an access attempt at the same time.
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Table 4.5.2A.2: Mapping table for access categories
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Rule # Type of access attempt Requirements to be met Access
Category
1 Response to paging or  |Access attempt is for MT access, handover 0 (= MT_acc)
NOTIFICATION over non- |of ongoing MMTEL voice call, MMTEL video
3GPP access (NOTE 11); |call or SMSolP from non-3GPP access; or
5GMM connection Access attempt is made upon receipt of
management procedure |"call-pull-initiated" indication
initiated for the purpose of [(3GPP TS 24.174 [13D])
transporting an LPP
message without an
ongoing 5GC-MO-LR
procedure;
Access attempt to
handover of MMTEL voice
call, MMTEL video call or
SMSolP from non-3GPP
access;
Access attempt upon
receipt of "call-pull-
initiated" indication from
the upper layers (see
3GPP TS 24.174 [13D))

2 Emergency UE is attempting access for an emergency |2 (= emergency)
session (NOTE 1, NOTE 2)

3 Access attempt for UE stores operator-defined access category 32-63

operator-defined access |definitions valid in the SNPN as specified in (= based on
category subclause 4.5.3, and access attempt is operator
matching criteria of an operator-defined classification)
access category definition
4 Access attempt for delay |(a) UE is configured for NAS signalling low 1 (= delay
tolerant service priority, and tolerant)
(b) the UE received one of the categories a,
b or c as part of the parameters for unified
access control in the broadcast system
information, and the UE is a member of the
broadcasted category in the selected SNPN
or RSNPN
(NOTE 3, NOTE 5, NOTE 6, NOTE 7,
NOTE 8)

5 MO MMTel voice call Access attempt is for MO MMTel voice call |4 (= MO MMTel
or for NAS signalling connection recovery voice)
during ongoing MO MMTel voice call
(NOTE 2)

6 MO MMTel video call Access attempt is for MO MMTel video call |5 (= MO MMTel
or for NAS signalling connection recovery video)
during ongoing MO MMTel video call
(NOTE 2)

7 MO SMS over NAS or MO |Access attempt is for MO SMS over NAS 6 (= MO SMS

SMSolP (NOTE 4) or MO SMS over SMSolP transfer | and SMSolP)
or for NAS signalling connection recovery
during ongoing MO SMS or SMSolP
transfer (NOTE 2)
7.1 MO IMS registration Access attempt is for MO IMS registration 9 (= MO IMS
related signalling related signalling (e.g. IMS initial registration
registration, re-registration, subscription related
refresh) signalling)
or for NAS signalling connection recovery
during ongoing procedure for MO IMS
registration related signalling (NOTE 2a)
8 UE NAS initiated 5GMM  |Access attempt is for MO signalling 3 (= MO_sig)
specific procedures
8.1 Mobile originated location |Access attempt is for mobile originated 3 (= MO_sig)
request location request (NOTE 9)
8.2 Mobile originated Access attempt is for mobile originated 3 (= MO_sig)
signalling transaction signalling transaction towards the PCF
towards the PCF (NOTE 10)
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9 UE NAS initiated 5GMM  |Access attempt is for MO data 7 (= MO_data)
connection management
procedure or 5GMM NAS
transport procedure
10 An uplink user data packet |No further requirement is to be met 7 (= MO_data)
is to be sent for a PDU
session with suspended
user-plane resources

NOTE 1: Void

NOTE 2: Access for the purpose of NAS signalling connection recovery during an ongoing service as
defined in subclause 4.5.5, or for the purpose of NAS signalling connection establishment
following fallback indication from lower layers during an ongoing service as defined in
subclause 4.5.5, is mapped to the access category of the ongoing service in order to derive an
RRC establishment cause, but barring checks will be skipped for this access attempt.

NOTE 2a: Access for the purpose of NAS signalling connection recovery during an ongoing MO IMS
registration related signalling as defined in subclause 4.5.5, or for the purpose of NAS signalling
connection establishment following fallback indication from lower layers during an ongoing MO
IMS registration related signalling as defined in subclause 4.5.5, is mapped to the access
category of the MO IMS registration related signalling in order to derive an RRC establishment
cause, but barring checks will be skipped for this access attempt.

NOTE 3: If the UE selects a new SNPN, then the selected SNPN is used to check the membership;
otherwise the UE uses the RSNPN.

NOTE 4: This includes the 5GMM connection management procedures triggered by the UE-initiated NAS
transport procedure for transporting the MO SMS.

NOTE 5: The UE configured for NAS signalling low priority is not supported in this release of specification.

NOTE 6: If the access category applicable for the access attempt is 1, then the UE shall additionally
determine a second access category from the range 3 to 7. If more than one access category
matches, the access category of the lowest rule number shall be chosen. The UE shall use the
second access category only to derive an RRC establishment cause for the access attempt.

NOTE 7: Void.

NOTE 8: For the definition of categories a, b and c associated with access category 1, see
3GPP TS 22.261 [3]. The categories associated with access category 1 are distinct from the
categories a, b and c associated with EAB (see 3GPP TS 22.011 [1A])).

NOTE 9: This includes:

a) the UE-initiated NAS transport procedure for transporting a mobile originated location
request;

b) the 5GMM connection management procedure triggered by a) above; and

¢) NAS signalling connection recovery during an ongoing 5GC-MO-LR procedure.

NOTE 10: This includes:

a) the UE-initiated NAS transport procedure for transporting a mobile originated signalling
transaction towards the PCF;

b) the 5GMM connection management procedure triggered by a) above; and

¢) NAS signalling connection recovery during an ongoing UE-requested policy provisioning
procedure for V2XP or both (see 3GPP TS 24.587 [19B]).

NOTE 11: The term "non-3GPP access" refers to the case when the UE is accessing SNPN services via a
PLMN.

4.5.3  Operator-defined access categories

Operator-defined access category definitions can be signalled to the UE using NAS signalling. Each operator-defined
access category definition consists of the following parameters:

a) aprecedence value which indicatesin which order the UE shall evaluate the operator-defined category definition
for a match;

b) an operator-defined access category number, i.e. access category number in the 32-63 range that uniquely
identifies the access category in the PLMN or SNPN in which the access categories are being sent to the UE;

c) criteriacongisting of one or more access category criteria type and associated access category criteriatype
values. The access category criteriatype can be set to one of the following:

1) DNN;
2) Void;

3) OSId+ OS App Id of application triggering the access attempt; or
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4) SNSSAI; and
NOTE 1. An access category criteriatype can be associated with more than one access category criteria values.

d) optionaly, a standardized access category. This standardized access category is used in combination with the
access identities of the UE to determine the RRC establishment cause as specified in subclause 4.5.6.

If the access attempt is to establish anew PDU session i.e. it istriggered by:

- arequest from upper layersto send an UL NAS TRANSPORT message for the purpose of PDU session
establishment unless the request triggered a service request procedure to transition the UE from 5GMM-IDLE
mode or 5GMM-IDLE mode with suspend indication to 5GMM-CONNECTED mode; or

- asarvice regquest procedure to transition the UE from 5GMM-IDLE mode or 5GMM-IDLE mode with suspend
indication to 5GMM-CONNECTED mode triggered by a request from upper layersto send an UL NAS
TRANSPORT message for the purpose of PDU session establishment,

then:

- the access attempt matches access category criteriatype DNN if the DNN requested by the UE during the PDU
session establishment procedure matches any of the access criteria type val ues associated with the access criteria
type DNN; and

- the access attempt matches access category criteriatype S-NSSAI if the S-NSSAI requested by the UE during
the PDU session establishment procedure matches any of the access criteria type val ues associated with the
access criteriatype S-NSSAI.

If the access attempt is for an existing PDU session i.e. it istriggered by:

- arequest from upper layersto send an UL NAS TRANSPORT message for the purpose of PDU session
modification unless the request triggered a service request procedure to transition the UE from 5SGMM-IDLE
mode or 5GMM-IDLE mode with suspend indication to 5GMM-CONNECTED mode;

- aservice reguest procedure to transition the UE from 5GMM-IDLE mode or 5GMM-IDLE mode with suspend
indication to 5GMM-CONNECTED mode triggered by a request from upper layersto send an UL NAS
TRANSPORT message for the purpose of PDU session modification;

- asarvice request procedure to transition the UE from 5GMM-IDLE mode or 5GMM-IDLE mode with suspend
indication to 5GMM-CONNECTED mode triggered by a request from upper layersto send an UL NAS
TRANSPORT message for the purpose of PDU session release;

- aservice reguest procedure requesting user-plane resources for a PDU session; or
- anuplink user data packet isto be sent for aPDU session with suspended user-plane resources,
then:

- the access attempt matches access category criteriatype DNN if the DNN provided by the network in the PDU
SESSION ESTABLISHMENT ACCEPT message matches any of the access criteria type val ues associated with
the access criteriatype DNN; and

- the access attempt matches access category criteriatype S-NSSAI if the S'NSSAI associated with the PDU
session matches any of the access criteria type values associated with the access criteriatype S-NSSAI.

An access attempt matches the criteria of an operator-defined access category definition, if the access attempt matches
all access category criteriatypesincluded in the criteria with any of the associated access criteria type val ues.

Each operator-defined access category definition has a different precedence value.
Several operator-defined access category definitions can have the same operator-defined access category number.
If:

- anaccess category in bullet d) is not provided,;

- anaccess category in bullet d) is provided and is not a standardized access category; or
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- anaccess category in bullet d) is provided, is a standardized access category and is not recognized by the UE;

the UE shall use instead access category 7 (MO_data) in combination with the access identities of the UE to determine
the RRC establishment cause as specified in subclause 4.5.6.

The operator-defined access category definitions are valid in the PLMN which provided them and inaPLMN
equivalent to the PLMN which provided them, or in the SNPN which provided them, as specified in annex C.

If the UE stores operator-defined access category definitions valid in the selected PLMN or the RPLMN, or valid in the
selected SNPN or RSNPN, then access control in 5GMM-IDLE mode or 5GMM-IDLE mode with suspend indication
will only be performed for the event a) defined in subclause 4.5.1. If the transition from 5GMM-IDLE mode or 5GMM-
IDLE mode with suspend indication over 3GPP access to 56MM-CONNECTED mode is dueto aUE NAS initiated
5GMM specific procedure, then this access attempt shall be mapped to one of the standardized access categoriesin the
range < 32, see subclause 4.5.2. |.e. for this case the UE shall skip the checking of operator-defined access category
definitions.

If the UE stores operator-defined access category definitions valid in the selected PLMN or the RPLMN, or valid in the
selected SNPN or RSNPN, then access control in 5GMM-CONNECTED mode and in 5GMM-CONNECTED mode
with RRC inactive indication will only be performed for the events 1) to 8) defined in subclause 4.5.1.

The UE shall handle the operator-defined access category definitions stored for the RPLMN or RSNPN as specified in
subclause 5.4.4.3, subclause 5.5.1.2.4, and subclause 5.5.1.3.4.

When the UE is switched off, the UE shall keep the operator-defined access category definitions so that the operator-
defined access category definitions can be used after switch on.

When the UE selects anew PLMN which is not equivalent to the previously selected PLMN, or selects a new SNPN,
the UE shall stop using the operator-defined access category definitions stored for the previously selected PLMN or
SNPN and should keep the operator-defined access category definitions stored for the previoudly selected PLMN or
SNPN.

NOTE 2: When the UE selects anew PLMN which is not equivalent to the previously selected PLMN, or selectsa
new SNPN, the UE can delete the operator-defined access category definitions stored for the previously
selected PLMN or SNPN e.g. if there is no storage space in the UE.

4.5.4  Access control and checking

454.1 Access control and checking in 5GMM-IDLE mode and in 5GMM-IDLE mode
with suspend indication

When the UE isin 5GMM-IDLE mode or 5GMM-IDLE mode with suspend indication, upon receiving a request from
the upper layers for an access attempt, the NAS shall categorize the access attempt into access identities and an access
category following:

a) subclause 4.5.2, table 4.5.2.1 and table 4.5.2.2, and subclause 4.5.3, if the UE is not operating in SNPN access
mode; or

b) subclause 4.5.2A, table 4.5.2A.1 and table 4.5.2A.2, and subclause 4.5.3, if the UE is operating in SNPN access
mode,

and provide the applicable access identities and the access category to the lower layers for the purpose of access
control checking. In this request to the lower layer the NAS can also provide to the lower layer the RRC
establishment cause determined as specified in subclause 4.5.6 of this specification.

NOTE 1. The access barring check is performed by the lower layers.

NOTE 2: Asan implementation option, the NAS can provide the RRC establishment cause to the lower layers after
being informed by the lower layers that the access attempt is allowed.

If the UE has uplink user data pending for one or more PDU sessions when it builds a REGISTRATION REQUEST or
SERVICE REQUEST message asinitial NAS message, the UE shall indicate the respective PDU sessionsin the Uplink
data status | E as specified in subclause 5.5.1.3.2 and 5.6.1.2.1, regardless of the access category for which the access
barring check is performed.
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If the UE isregistered for 5GS services with control plane CloT 5GS optimization has uplink user data pending for one
or more PDU sessions when it builds a CONTROL PLANE SERVICE REQUEST message as initial NAS message, the
UE shall indicate the respective PDU sessions as specified in subclause 5.6.1.2.2, regardless of the access category for
which the access barring check is performed.

NOTE 3: The UE indicates pending user datafor all the respective PDU sessions, even if barring timers are running
for some of the corresponding access categories.

If the lower layersindicate that the access attempt is allowed, the NAS shall initiate the procedure to send the initial
NAS message for the access attempt.

If the lower layers indicate that the access attempt is barred, the NAS shall not initiate the procedure to send the initial
NAS message for the access attempt. Additionally:

a) if the event which triggered the access attempt was an MO-MMTEL -voice-call-started indication or an MO-
MMTEL-video-call-started indication:

1) if the UE is operating in the single-registration mode, the UE's usage setting is "voice centric" and the UE has
not disabled its E-UTRA capability as specified in 3GPP TS 24.301 [15], the UE may attempt to select an E-
UTRA cell connected to EPC. If the UE finds a suitable E-UTRA cell connected to EPC, it then proceeds
with the appropriate EMM specific procedures and, if necessary, ESM procedures to make a PDN connection
providing access to IMS available; see subclause 4.8.2 and 3GPP TS 24.301 [15];

2) if the UE is operating in the dual-registration mode, the UE may proceed in S1 mode with the appropriate
EMM specific procedures and ESM procedures to make a PDN connection providing accessto IMS
available; see subclause 4.8.3 and 3GPP TS 24.301 [15]; or

3) otherwise, the NAS shall notify the upper layers that the access attempt is barred. In this case, upon receiving
an indication from the lower layers that the barring is alleviated for the access category with which the access
attempt was associated, the NAS shall notify the upper layers that the barring is alleviated for the access
category and may initiate the procedure to send the initial NAS message, if still needed;

b) if the event which triggered the access attempt was an M O-SM Sol P-attempt-started indication or an MO-IMS-
registration-related-signalling-started indication:

1) if the UE is operating in the single-registration mode, the UE may attempt to select an E-UTRA cell
connected to EPC. If the UE finds a suitable E-UTRA cell connected to EPC, it then proceeds with the
appropriate EMM specific procedures and, if necessary, ESM procedures to make a PDN connection
providing access to IMS available; see subclause 4.8.2 and 3GPP TS 24.301 [15];

2) if the UE is operating in the dual -registration mode, the UE may proceed in S1 mode with the appropriate
EMM specific procedures and ESM procedures to make a PDN connection providing accessto IMS
available; see subclause 4.8.3 and 3GPP TS 24.301 [15]; or

3) otherwise, the NAS shall notify the upper layers that the access attempt is barred. In this case, upon receiving
an indication from the lower layers that the barring is alleviated for the access category with which the access
attempt was associated, the NAS shall notify the upper layers that the barring is alleviated for the access
category and may initiate the procedure to send the initial NAS message, if still needed; and

c) if the access attempt is for emergency:

1) the NAS shall notify the upper layers that the access attempt is barred. In this case, upon receiving an
indication from the lower layers that the barring is alleviated for the access category with which the access
attempt was associated, the NAS shall notify the upper layers of that the barring is aleviated for the access
category and may initiate the procedure to send the initial NAS message, if till needed.

NOTE 4: Thiscan result in the upper layers requesting another emergency call attempt using domain selection as
specified in 3GPP TS 23.167 [6] and 3GPP TS 24.229 [14].

NOTE 5: Barring timers, on aper access category basis, are run by the lower layers. At expiry of barring timers, the
indication of aleviation of access barring isindicated to the NAS on a per access category basis.
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45.4.2 Access control and checking in 5GMM-CONNECTED mode and in 5GMM-
CONNECTED mode with RRC inactive indication

When the UE isin 5GMM-CONNECTED mode or 5GMM-CONNECTED mode with RRC inactive indication, upon
detecting one of events 1) through 8) listed in subclause 4.5.1, the NAS shall categorize the corresponding access
attempt into access identities and an access category following:

a) subclause4.5.2, table 4.5.2.1 and table 4.5.2.2, and subclause 4.5.3, if the UE is not operating in SNPN access
mode; or

b) subclause 4.5.2A, table 4.5.2A.1 and table 4.5.2A.2, and subclause 4.5.3, if the UE is operating in SNPN access
mode,

and provide the access identities and the access category to the lower layers for the purpose of access control checking.
In thisrequest to the lower layer the NAS can a so provide to the lower layer the RRC establishment cause determined
as specified in subclause 4.5.6 of this specification.

NOTE 1. Asanimplementation option, the NAS can provide the RRC establishment cause to the lower layers after
being informed by the lower layers that the access attempt is allowed.

If the UE has uplink user data pending for one or more PDU sessions when it builds a REGISTRATION REQUEST or
SERVICE REQUEST message for the access attempt, the UE shall indicate the respective PDU sessions in the Uplink
data status | E as specified in subclause 5.5.1.3.2 and 5.6.1.2, regardless of the access category for which the access
barring check is performed.

NOTE 2: The UE indicates pending user data for all the respective PDU sessions, even if barring timers are running
for some of the corresponding access categories.

If the lower layersindicate that the access attempt is allowed, the NAS shall take the following action depending on the
event which triggered the access attempt:

a) if the event which triggered the access attempt was an MO-MMTEL -voi ce-call-started indication, an MO-
MMTEL-video-call-started indication, an MO-SM Sol P-attempt-started indication, or an MO-IM S-registration-
related-signalling-started indication, the NAS shall notify the upper layers that the access attempt is allowed;

b) if the event which triggered the access attempt was a request from upper layers to send a mobile originated SMS
over NAS, 5GMM shall initiate the NAS transport procedure as specified in subclause 5.4.5 to send the SMSin
an UL NAS TRANSPORT message;

¢) if the event which triggered the access attempt was a request from upper layers to establish a new PDU session,
5GMM shall initiate the NAS transport procedure as specified in subclause 5.4.5 to send the PDU SESSION
ESTABLISHMENT REQUEST message;

d) if the event which triggered the access attempt was a request from upper layers to modify an existing PDU
session, 5GMM shall initiate the NAS transport procedure as specified in subclause 5.4.5 to send the PDU
SESSION MODIFICATION REQUEST message;

e) if the event which triggered the access attempt was a request to re-establish the user-plane resources for an
existing PDU session, 5GMM shall initiate the service request procedure as specified in subclause 5.6.1;

f) if the event which triggered the access attempt was an uplink user data packet to be sent for a PDU session with
suspended user-plane resources, 5GMM shall consider that the uplink user data packet is allowed to be sent;

g) if the event which triggered the access attempt was a request from upper layers to send a mobile originated
location request, 5GMM shall initiate the NAS transport procedure as specified in clause 5.4.5 to send an LCS
message in an UL NAS TRANSPORT message; and

h) if the event which triggered the access attempt was a request from upper layers to send a mobile originated
signalling transaction towards the PCF by sending an UL NAS TRANSPORT message including a UE policy
container (see 3GPP TS 24.587 [19B] and 3GPP TS 24.554 [19E]), 5GMM shall initiate the NAS transport
procedure as specified in subclause 5.4.5 to send the signalling transaction viaan UL NAS TRANSPORT

message.

If the lower layers indicate that the access attempt is barred, the NAS shall take the following action depending on the
event which triggered the access attempt:
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a)

if the event which triggered the access attempt was an MO-MM TEL-voice-call-started indication, an MO-
MMTEL-video-call-started indication or an MO-SM Sol P-attempt-started indication, or an MO-IM S-registration-
related-signalling-started indication:

1) if the UE is operating in the dual-registration mode, the UE may proceed in S1 mode with the appropriate
EMM specific procedures and ESM procedures to make a PDN connection providing accessto IMS
available; see subclause 4.8.3 and 3GPP TS 24.301 [15];

2) otherwise, the NAS shall notify the upper layers that the access attempt is barred. In this case, upon receiving
an indication from the lower layers that the barring is alleviated for the access category with which the access
attempt was associated, the NAS shall notify the upper layers that the barring is alleviated for the access
category;

NOTE 3: Inthis case prohibiting the initiation of the MMTEL voice session, MMTEL video session or prohibiting

b)

c)

d)

€)

f)

9)

h)

sending of the SMS over IP or the IMS registration related signalling is performed by the upper layers.

if the event which triggered the access attempt was a request from upper layers to send a mobile originated SMS
over NAS, 5GMM shall not initiate the NA S transport procedure as specified in subclause 5.4.5 to send the SMS
inan UL NAS TRANSPORT message. Upon receiving an indication from the lower layersthat the barring is
alleviated for the access category with which the access attempt was associated, 5SGMM may initiate the NAS
transport procedure as specified in subclause 5.4.5 to send the SMSin an UL NAS TRANSPORT message, if
still needed;

if the event which triggered the access attempt was a request from upper layers to establish a new PDU session,
5GMM shall not initiate the NAS transport procedure to send the PDU SESSION ESTABLISHMENT
REQUEST message. Upon receiving an indication from the lower layers that the barring is alleviated for the
access category with which the access attempt was associated, the NAS may initiate the NAS transport
procedure as specified in subclause 5.4.5, if till needed;

if the event which triggered the access attempt was a request from upper layers to modify an existing PDU
session modification, 5SGMM shall not initiate the NAS transport procedure to send the PDU SESSION
MODIFICATION REQUEST message. Upon receiving an indication from the lower layers that the barring is
alleviated for the access category with which the access attempt was associated, the NAS may initiate the NAS
transport procedure as specified in subclause 5.4.5, if till needed;

if the event which triggered the access attempt was a request to re-establish the user-plane resources for an
existing PDU session, the NAS shall not initiate the service request procedure as specified in subclause 5.6.1.
Upon receiving an indication from the lower layers that the barring is alleviated for the access category with
which the access attempt was associated, the NAS may initiate the service request procedure as specified in
subclause 5.6.1, if still needed;

if the event which triggered the access attempt was an uplink user data packet to be sent for a PDU session with
suspended user-plane resources, 5GMM shall consider that the uplink user data packet is not allowed to be sent.
Upon receiving an indication from the lower layers that the barring is alleviated for the access category with
which the access attempt was associated, the NAS shall consider that the barring is alleviated for the access
category;

if the event which triggered the access attempt was a request from upper layers to send a mobile originated
location request, 5GMM shall not initiate the NAS transport procedure as specified in clause 5.4.5 to send an
LCSmessagein an UL NAS TRANSPORT message. Upon receiving an indication from the lower layers that
the barring is alleviated for the access category with which the access attempt was associated, 5GMM may
initiate the NAS transport procedure as specified in clause 5.4.5 to send the LCS message in an UL NAS
TRANSPORT message, if still needed; and

if the event which triggered the access attempt was a request from upper layers to send a mobile originated
signalling transaction towards the PCF by sending an UL NAS TRANSPORT message including a UE policy
container (see 3GPP TS 24.587 [19B]), 5GMM shall not initiate the NAS transport procedure as specified in
subclause 5.4.5 to send the mobile originated signalling transaction viaan UL NAS TRANSPORT message.
Upon receiving an indication from the lower layers that the barring is alleviated for the access category with
which the access attempt was associated, 5GMM may initiate the NAS transport procedure as specified in
subclause 5.4.5 to send the mobile originated signalling transaction viaan UL NAS TRANSPORT message, if
still needed.
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45.5 Exception handling and avoiding double barring

Access attempts are alowed to proceed without further access control checking in order to avoid double barring for any
service request or registration procedure initiated for the purpose of NAS signalling connection recovery or following a
fallback indication from the lower layers (see subclauses 5.3.1.2 and 5.3.1.4).

NOTE 1: The case of NAS signalling connection recovery also includes the cases where the UE was in S1 mode
when the RRC connection failure occurred.

For any service request or registration procedure of this kind the UE determines an access category as specified in
subclause 4.5.1 and 4.5.2 or 4.5.2A, unless a different access category is specified in the rest of the present subclause.

NOTE 2: Although the access control checking is skipped, the access category is determined for the specific access
attempt in order to derive an RRC establishment cause.

There are severa services or an MO IM S registration related signalling for which the NAS needs to be informed when
the service starts and stops,

- because, while the service is ongoing or the MO IM S registration related signalling is ongoing, the mapping of
other access attempts to a specific access category can be affected; and

- inorder to avoid double barring at the start of these services or at the start of the MO IMS registration related
signalling.

These services are:
a) emergency service,
b) MMTEL voice;
¢) MMTEL video;
d) SMSoIP;
€) SMSover NAS;
f) 5GC-MO-LR procedure;
0) UE-requested policy provisioning procedure for V2XP, ProSeP or both; and
h) CloT user datatransfer over the control plane.

The UE considers an emergency service @) as started when 5GMM receives a request from upper layersto register for
emergency services or to establish a PDU session with request type = "initial emergency request” or "existing
emergency PDU session”. It considers the emergency service as stopped when this PDU session is rel eased.

In addition, the UE considers an emergency service a) as started when the 5SGMM receives a request from the upper
layersto perform emergency services fallback and performs emergency services fallback as specified in
subclause 4.13.4.2 of 3GPP TS 23.502 [9]. In this case, the UE considers the emergency service as stopped when:

- theemergency PDU session established during the emergency services fallback is released if the UE has moved
to an E-UTRA cell connected to 5GCN; or

- the service request procedure involved in the emergency services fallback is completed otherwise.

While an emergency service a) is ongoing, any access attempt triggered by the initiation of aregistration, de-registration
or service request procedure or by an uplink user data packet to be sent for a PDU session with suspended user-plane
resources is mapped to access category 2 = emergency.

Once the emergency service has successfully passed access control, then aslong as the service is ongoing, the following
access attempts are allowed to proceed without further access control checking in order to avoid double barring:

- any service request procedure related to the PDU session associated with request type = "initial emergency
request” or "existing emergency PDU session™; and
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- any uplink user data packet to be sent for a PDU session with suspended user-plane resources associated with
reguest type = "initial emergency request" or "existing emergency PDU session".

NOTE 3: Although the access control checking is skipped, the mapping is performed in order to derive an RRC
establishment cause.

For services b) to h) the 5GMM receives explicit start and stop indications from the upper layers.

For the case of handover of ongoing services b) to d) from non-3GPP access, the 5GMM receives an additional explicit
handover of ongoing service from non-3GPP access indication from the upper layers.

The 5GMM may receive an additional explicit "call-pull-initiated” indication from the upper layers (see
3GPPTS24.174 [13D]).

Once the service has successfully passed access control, then as long as the service is ongoing, the following access
attempts are allowed to proceed without further access control checking in order to avoid double barring:

- for services b), ¢) and d):

1) any service request procedure related to the PDU session established for DNN ="IMS" except between
receiving from the lower layers an indication that access barring is applicable for al access categories except
categories 0 and 2, or access barring is applicable for all access categories except category 0, and receiving
from the lower layers an indication that the barring is aleviated for the access category determined for the
access attempt; and

2) any uplink user data packet to be sent for a PDU session with suspended user-plane resources established for
DNN ="IMS" except between receiving from the lower layers an indication that access barring is applicable
for all access categories except categories 0 and 2, or access barring is applicable for all access categories
except category 0, and receiving from the lower layers an indication that the barring is alleviated for the
access category determined for the access attempt;

- for service d), if the upper layers have indicated a DNN used for SMSol P and the indicated DNN used for
SMSolPisdifferent from"IMS":

1) any service request procedure related to the PDU session established for the DNN used for SMSol P except
between receiving from the lower layers an indication that access barring is applicable for all access
categories except categories 0 and 2, or access barring is applicable for all access categories except category
0, and receiving from the lower layers an indication that the barring is alleviated for access category 6; and

2) any uplink user data packet to be sent for a PDU session with suspended user-plane resources established for
the DNN used for SM Sol P except between receiving from the lower layers an indication that access barring
isapplicable for all access categories except categories 0 and 2, or access barring is applicable for all access
category except category 0, and receiving from the lower layers an indication that the barring is alleviated for
access category 6.

For the MO IMS registration related signalling, the 5GMM receives explicit start and stop indications from the upper
layers.

Once the MO IMS registration related signalling has successfully passed access control, then aslong asthe MO IMS
registration related signalling is ongoing, the following access attempts are allowed to proceed without further access
control checking in order to avoid double barring:

1) any service request procedure related to the PDU session established for DNN ="IMS" and for the DNN used
for SMSol P, if the upper layers have indicated a DNN used for SMSol P and the indicated DNN used for
SMSolPisdifferent from "IMS", except between receiving from the lower layers an indication that access
barring is applicable for all access categories except categories 0 and 2, or access barring is applicable for all
access categories except category 0 and receiving from the lower layers an indication that the barring is
alleviated for the access category determined for the access attempt; and

2) any uplink user data packet to be sent for a PDU session with suspended user-plane resources established for
DNN ="IMS" and for the DNN used for SM Sol P except between receiving from the lower layers an indication
that access barring is applicable for all access categories except categories 0 and 2, or access barring is
applicable for al access categories except category 0 and receiving from the lower layers an indication that the
barring is alleviated for the access category determined for the access attempt;
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Whilean MMTEL voice call isongoing:

- any service request procedure related to the PDU session established for DNN ="IMS" is mapped to access
category 4;

- any uplink user data packet to be sent for a PDU session with suspended user-plane resources established for
DNN ="IMS" is mapped to access category 4; and

- any:
1) servicerequest procedure; or
2) registration procedure;

initiated in 5GMM-IDLE mode or 5GMM-IDLE mode with suspend indication for the purpose of NAS
signalling connection recovery or following afallback indication from the lower layers (see subclause 5.3.1.2
and 5.3.1.4) is mapped to access category 4.

Whilean MMTEL video call isongoing and no MMTEL voice cal is ongoing:

- any service regquest procedure related to the PDU session established for DNN ="IMS" is mapped to access
category 5;

- any uplink user data packet to be sent for a PDU session with suspended user-plane resources established for
DNN ="IMS" is mapped to access category 5; and

- any:
1) servicerequest procedure; or
2) registration procedure;

initiated in 5GMM-IDLE mode or 5GMM-IDLE mode with suspend indication for the purpose of NAS
signalling connection recovery or following afallback indication from the lower layers (see subclause 5.3.1.2
and 5.3.1.4) is mapped to access category 5.

While an SMSolP is ongoing, no MMTEL video call is ongoing and no MMTEL voice cal is ongoing:
- any service request procedure related to the PDU session established:
1) for DNN ="IMS"; or

2) for the DNN used for SMSol P, if the upper layers have indicated a DNN used for SM Sol P and the indicated
DNN used for SMSol P is different from " IMS";

is mapped to access category 6; and
- any uplink user data packet to be sent for a PDU session with suspended user-plane resources established:
1) for DNN ="IMS"; or

2) for the DNN used for SMSolP, if the upper layers have indicated a DNN used for SMSol P and the indicated
DNN used for SMSol P is different from"IMS";

is mapped to access category 6; and
- any:

1) servicerequest procedure; or

2) registration procedure;

initiated in 5GMM-IDLE mode or 5GMM-IDLE mode with suspend indication for the purpose of NAS
signalling connection recovery or following afallback indication from the lower layers (see subclause 5.3.1.2
and 5.3.1.4) is mapped to access category 6.
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While an SMS over NAS is ongoing, no SMSolP is ongoing, no MM TEL video call is ongoing and no MMTEL voice
call isongoing:
- any:
1) servicerequest procedure; or
2) registration procedure;

initiated in 5GMM-IDLE mode or 5GMM-IDLE mode with suspend indication for the purpose of NAS
signalling connection recovery or following afallback indication from the lower layers (see subclause 5.3.1.2
and 5.3.1.4) is mapped to access category 6.

While an MO IMS registration related signalling is ongoing, no SMSol P is ongoing, no MMTEL video call is ongoing
and no MMTEL voice call is ongoing:

- any service request procedure related to the PDU session established:
1) for DNN ="IMS"; and

2) for the DNN used for SMSol P, if the upper layers have indicated a DNN used for SMSol P and the indicated
DNN used for SMSol P is different from "IMS";

is mapped to access category 9; and
- any uplink user data packet to be sent for a PDU session with suspended user-plane resources established:
1) for DNN ="IMS"; and

2) for the DNN used for SMSolP, if the upper layers have indicated a DNN used for SM Sol P and the indicated
DNN used for SMSol P is different from " IMS";

is mapped to access category 9; and

- if no SMSover NASisongoing, any:
1) servicerequest procedure; or
2) registration procedure;

initiated in 5GMM-IDLE mode for the purpose of NAS signalling connection recovery or following a fallback
indication from the lower layers (see subclause 5.3.1.2 and 5.3.1.4) is mapped to access category 9.

While a5GC-MO-LR procedure is ongoing, no SMS over NASis ongoing, no SMSolP isongoing, no MO IMS
registration related signalling is ongoing, no MMTEL video call is ongoing, and no MMTEL voice call is ongoing:

- any:
1) servicerequest procedure; or
2) registration procedure;

initiated in 5GMM-IDLE mode or 5GMM-IDLE mode with suspend indication for the purpose of NAS
signalling connection recovery or following afallback indication from the lower layers (see subclauses 5.3.1.2
and 5.3.1.4) is mapped to access category 3.

While a UE-requested policy provisioning procedure for V2XP, ProSeP or both (see 3GPP TS 24.587 [19B] and
3GPP TS 24.554 [19E]), no 5GC-MO-LR procedure is ongoing, no SMS over NAS is ongoing, no SMSol P is ongoing,
no MMTEL video call is ongoing, and no MMTEL voice call is ongoing:

- any:
1) servicerequest procedure; or

2) registration procedure;
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initiated in 5GMM-IDLE mode for the purpose of NAS signalling connection recovery or following a fallback
indication from the lower layers (see subclauses 5.3.1.2 and 5.3.1.4) is mapped to access category 3.

While CloT user datatransfer over the control plane is ongoing, no 5GC-MO-LR procedure is ongoing, no SMS over
NAS isongoing, no SMSolP is ongoing, no MMTEL video call is ongoing, and no MMTEL voice call is ongoing, any
service request procedure initiated in 5GMM-IDLE mode following a fallback indication from the lower layers (see
subclause 5.3.1.4) is mapped to access category 7.

NOTE 3: Although the access control checking is skipped, the mapping is performed in order to derive an RRC
establishment cause.

If an access category is determined and the access control checking is skipped, the NAS shall determine the RRC
establishment cause from one or more determined access identities and the access category as specified in

subclause 4.5.6, the NAS shall initiate the procedure to send the initial NAS message for the access attempt and shall
provide the RRC establishment cause to lower layers.

If the UE receives from the lower layers an indication that access barring is applicable for all access categories except
categories 0 and 2, or access barring is applicable for all access categories except category O:

a) if an MMTEL voice call or MMTEL video call is ongoing:

1) if the UE isoperating in the single-registration mode and the UE's usage setting is "voice centric”, the UE
may attempt to select an E-UTRA cell connected to EPC. If the UE finds a suitable E-UTRA cell connected
to EPC, it then proceeds with the appropriate EMM specific procedures and, if necessary, ESM procedures to
make a PDN connection providing accessto IMS available; see subclause 4.8.2 and 3GPP TS 24.301 [15];
and

2) if the UE is operating in the dual -registration mode, the UE may proceed in S1 mode with the appropriate
EMM specific procedures and ESM procedures to make a PDN connection providing accessto IMS
available; see subclause 4.8.3 and 3GPP TS 24.301 [15]; and

b) if SMSolPisongoing or an MO IM S registration related signalling is ongoing:

1) if the UE is operating in the single-registration mode, the UE may attempt to select an E-UTRA céll
connected to EPC. If the UE finds a suitable E-UTRA cell connected to EPC, it then proceeds with the
appropriate EMM specific procedures and, if necessary, ESM procedures to make a PDN connection
providing accessto IMS available; see subclause 4.8.2 and 3GPP TS 24.301 [15]; and

2) if the UE is operating in the dual -registration mode, the UE may proceed in S1 mode with the appropriate
EMM specific procedures and ESM procedures to make a PDN connection providing accessto IMS
available; see subclause 4.8.3 and 3GPP TS 24.301 [15].

4.5.6 Mapping between access categories/access identities and RRC
establishment cause

When 5GMM requests the establishment of a NAS-signalling connection, the RRC establishment cause used by the UE
shall be selected according to one or more access identities (see subclauses 4.5.2 and 4.5.2A) and the determined access
category by checking the rules specified in table 4.5.6.1 and table 4.5.6.2. If the access attempt matches more than one
rule, the RRC establishment cause of the lowest rule number shall be used. If the determined access category is an
operator-defined access category, then the RRC establishment cause used by the UE shall be selected according to
table 4.5.6.1 and table 4.5.6.2 based on one or more access identities (see subclauses 4.5.2 and 4.5.2A) and the
standardized access category determined for the operator-defined access category as described in subclause 4.5.3.

NOTE 1. Following an RRC release with redirection, the lower layers can set the RRC establishment cause to
"mps-PriorityAccess' in the case of redirection to an NR cell connected to 5GCN (see
3GPP TS 38.331[30]) or to "highPriorityAccess' in the case of redirection to an E-UTRA cell connected
to 5GCN (see 3GPP TS 36.331 [25A]), if the network indicates to the UE during RRC connection release
with redirection that the UE has an active MPS session.

NOTE 2: In case of the UE is acting as a 5G ProSe layer-2 UE-to-network relay UE, it is possible for the lower
layer to decide an applicable RRC establishment cause according to the request from the 5G ProSe layer-
2 remote UE as specified in 3GPP TS 38.331 [30].

ETSI



3GPP TS 24.501 version 17.8.0 Release 17 86 ETSI TS 124 501 V17.8.0 (2022-10)

Table 4.5.6.1: Mapping table for access identities/access categories and RRC establishment cause
when establishing N1 NAS signalling connection via NR connected to 5GCN

Rule # Access identities Access categories RRC establishment cause is
set to
1 1 Any category mps-PriorityAccess
2 2 Any category mcs-PriorityAccess
3 11, 15 Any category highPriorityAccess
4 12,13,14, Any category highPriorityAccess
5 0 0 (= MT_acc) mt-Access
1 (= delay tolerant) Not applicable (NOTE 1)
2 (= emergency) emergency
3 (= MO _sig) mo-Signalling
4 (= MO MMTel voice) mo-VoiceCall
5 (= MO MMTel video) mo-VideoCall
6 (= MO SMS and SMSolP) mo-SMS
7 (= MO_data) mo-Data
9 (= MO IMS registration mo-Data
related signalling)

NOTE 1: A UE using access category 1 for the access barring check will determine a second access category in the
range 3 to 7 that is to be used for determination of the RRC establishment cause. See subclause 4.5.2,
table 4.5.2.2, NOTE 6.

NOTE 2: See subclause 4.5.2, table 4.5.2.1 for use of the access identities of 0, 1, 2, and 11-15.

Table 4.5.6.2: Mapping table for access identities/access categories and RRC establishment cause
when establishing N1 NAS signalling connection via E-UTRA connected to 5GCN

Rule # Access identities Access categories RRC establishment cause is
set to
1 1 Any category highPriorityAccess
2 2 Any category highPriorityAccess
3 11, 15 Any category highPriorityAccess
4 12,13,14, Any category highPriorityAccess
5 0 0 (= MT_acc) mt-Access
1 (= delay tolerant) Not applicable (NOTE 1)
2 (= emergency) emergency
3 (= MO _sig) mo-Signalling
4 (= MO MMTel voice) mo-VoiceCall
5 (= MO MMTel video) mo-VoiceCall
6 (= MO SMS and SMSolP) mo-Data
7 (= MO_data) mo-Data
9 (= MO IMS registration mo-Data
related signalling)
10 (= MO exception data) mo-ExceptionData (NOTE 3)
NOTE 1: A UE using access category 1 for the access barring check will determine a second access category in the
range 3 to 7 that is to be used for determination of the RRC establishment cause. See subclause 4.5.2,
table 4.5.2.2, NOTE 6.
NOTE 2: See subclause 4.5.2, table 4.5.2.1 for use of the access identities of 0, 1, 2, and 11-15.
NOTE 3: This applies to the UE in NB-N1 mode.

4.6 Network slicing

46.1 General

The 5GS supports network slicing as described in 3GPP TS 23.501 [8]. Withina PLMN or SNPN, a network dliceis
identified by an S-NSSAI, which is comprised of a dice/service type (SST) and a dice differentiator (SD). Inclusion of
an SD inan S-NSSAI isoptional. A set of one or more S-NSSAIsis called the NSSAI. The following NSSAls are
defined in 3GPP TS 23.501 [8]:

a) configured NSSAI;
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b) requested NSSAI;
c) alowed NSSAI;
d) subscribed S-NSSAIs; and
€) pending NSSAI.
The following NSSAIs are defined in the present document:
a) regjected NSSAI for the current PLMN or SNPN;
b) rejected NSSAI for the current registration area;
c) rejected NSSAI for the failed or revoked NSSAA; and
d) rejected NSSAI for the maximum number of UEs reached.

In roaming scenarios, rejected NSSAI for the current PLMN or SNPN, or rejected NSSAI for the current registration
area, or rejected NSSAI for the maximum number of UES reached includes one or more S-NSSAI for the current PLMN
and also contains a set of mapped S-NSSAI(s) if available. An S-NSSAI included in the rejected NSSA for the failed
or revoked NSSAA isan HPLMN S-NSSAI.

In case of aPLMN, a serving PLMN may configure a UE with the configured NSSAI per PLMN, and NSSRG
information if the UE has indicated it support the subscription-based restrictions to simultaneous registration of network
slices feature. In addition, the HPLMN may configure a UE with a single default configured NSSAI and consider the
default configured NSSAI asvalid inaPLMN for which the UE has neither a configured NSSAI nor an allowed
NSSAI.

NOTE 1: The value(s) used in the default configured NSSAI are expected to be commonly decided by all roaming
partners, e.g., values standardized by 3GPP or other bodies.

In case of an SNPN, the SNPN may configure a UE with a configured NSSAI applicable to the SNPN, and NSSRG
information if the UE has indicated it support the subscription-based restrictions to simultaneous registration of network
slices feature, if the UE is neither registering nor registered for onboarding servicesin SNPN. In addition, the credential
holder may configure a single default configured NSSAI associated with the selected entry of the "list of subscriber
data" or the PLMN subscription and consider the default configured NSSAI as valid in a SNPN for which the UE has
neither a configured NSSAI nor an allowed NSSALI. If the UE isregistering or registered for onboarding servicesin
SNPN, the serving SNPN shall not provide a configured NSSAI to the UE.

The allowed NSSAI and the rejected NSSAI for the current registration area are managed per access type
independently, i.e. 3GPP access or non-3GPP access, and is applicable for the registration area. If the UE does not have
avalid registration area, the rejected NSSAI for the current registration areais applicable to the tracking area on which
it was received. If the registration area contains TAls belonging to different PLMNs, which are equivalent PLMNSs, the
allowed NSSAI and the rejected NSSA for the current registration area are applicable to these PLMNsin this
registration area.

The allowed NSSAI that is associated with a registration area containing TAls belonging to different PLMNSs, which are
equivalent PLMNSs, can be used to form the requested NSSAI for any of the equivalent PLMNs when the UE is outside
of the registration area where the allowed NSSAI was received.

When the network slice-specific authentication and authorization procedure is to be initiated for one or more S-NSSAIls
in the requested NSSAI or the network slice-specific authentication and authorization procedure is ongoing for one or
more S-NSSAIs, these S-NSSAI(s) will beincluded in the pending NSSAI. When the network dlice-specific
authentication and authorization procedure is completed for an S-NSSAI that has been in the pending NSSAI, the S-
NSSAI will be moved to the allowed NSSAI or rejected NSSAI depending on the outcome of the procedure. The AMF
sends the updated allowed NSSAI to the UE over the same access of the requested S-NSSAI. The AMF sends the
updated rejected NSSAI over either 3GPP access or non-3GPP access. The pending NSSAI is managed regardless of
accesstypei.e. the pending NSSAI is applicable to both 3GPP access and hon-3GPP access for the current PLMN even
if sent over only one of the accesses. If the registration area contains TAls belonging to different PLMNSs, which are
equivalent PLM NS, the pending NSSAIl is applicable to these PLMNs in this registration area.

The rejected NSSAI for the current PLMN or SNPN is applicable for the whole registered PLMN or SNPN. The AMF
shall only send arejected NSSAI for the current PLMN when the registration area consists of TAls that only belong to
the registered PLMN. If the UE receives arejected NSSAI for the current PLMN, and the registration area also contains
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TAlsbelonging to different PLMNSs, the UE shall treat the received rejected NSSAI for the current PLMN as applicable
to the whole registered PLMN.

The rgjected NSSAI for the failed or revoked NSSAA includes one or more S-NSSAIs that have failed the network
dlice-specific authentication and authorization or for which the authorization have been revoked, and are applicable for
the whole registered PLMN or SNPN.

The rglected NSSAI for the maximum number of UEs reached is applicable for the whole registered PLMN or SNPN,
and the access type over which the rejected NSSAI was sent. The AMF shall send aregjected NSSAI including S
NSSAI(s) with the rejection cause "S-NSSAI not available due to maximum number of UES reached”, when one or
more S-NSSAIs are indicated that the maximum number of UEs has been reached. If the timer T3526 associated with
the S-NSSAI(s) was started upon reception of the rejected NSSAI for the maximum number of UEs reached, the UE
may remove the S-NSSAI(s) from the regjected NSSAI including S-NSSAI(s) with the rejection cause "S-NSSAI not
available due to maximum number of UES reached", if the timer T3526 associated with the S-NSSAI(s) expires. If one
or more S-NSSAIs are removed from the rejected NSSAI for the maximum number of UEs reached, the timer T3526
associated with the removed S-NSSAI(s) shall be stopped, if running. The UE shall not stop the timer T3526 if the UE
selects an E-UTRA cell connected to EPC.

If the UE receives aregjected NSSAI for the maximum number of UES reached, the registration area contains TAls
belonging to different PLMNSs, which are equivalent PLMNSs, the UE shall treat the received rejected NSSAI for the
maximum number of UES reached as applicable to these equivalent PLMNs when the UE isin this registration area

NOTE 2: Based on local policies, the UE can remove an S-NSSAI from the rejected NSSAI for the failed or
revoked NSSAA when the UE wantsto register to the dice identified by this S NSSAI.

NOTE 3: Based on network local policy, network slice-specific authentication and authorization procedure can be
initiated by the AMF for an S-NSSAI in rejected NSSAI for the failed or revoked NSSAA when the S-
NSSAI isrequested by the UE based onits local policy.

NOTE 4: At least one S-NSSAI in the default configured NSSAI or at least one default S-NSSAI is recommended
as not subject to network slice-specific authentication and authorization, in order to ensure that at |east
one PDU session can be established to access service, even when Network Slice-specific Authentication
and Authorization fails.

NOTE5: At least one S-NSSAI in the default configured NSSAI or in the subscribed S-NSSAIs marked as default
S-NSSAI isrecommended as not subject to network slice admission control, in order to ensure that at
least one PDU session can be established to access service.

NOTE 6: Thergjected NSSAI can be provided by the network via either Rgjected NSSAI |E or the Extended
rejected NSSAI IE.

4.6.2 Mobility management aspects

46.2.1 General

Upon registration to a PLMN or SNPN (except for the registration procedure for periodic registration update, theinitial
registration for onboarding services in SNPN, and the registration procedure for mobility registration update when
registered for onboarding servicesin SNPN), the UE shall send to the AMF the requested NSSAI which includes one or
more S-NSSAIs of the allowed NSSAI for the PLMN or SNPN or the configured NSSAI for the PLMN or SNPN and
corresponds to the network slice(s) to which the UE intends to register with, if:

a) the UE has aconfigured NSSAI for the current PLMN or SNPN;
b) the UE hasan allowed NSSAI for the current PLMN or SNPN; or

¢) the UE has neither allowed NSSAI for the current PLMN or SNPN nor configured NSSAI for the current PLMN
or SNPN and has adefault configured NSSAI. In this case the UE indicates to the AMF that the requested
NSSAI is created from the default configured NSSA.

Other than S-NSSAI s contained in the NSSAI s described above, the requested NSSAI can be formed based on the S-
NSSAI(s) available in the UE (see subclause 5.5.1.3.2 for further details). In roaming scenarios, the UE shall also
provide the mapped S-NSSAI(s) for the requested NSSAI, if available. The AMF verifiesif the requested NSSAI is
permitted based on the subscribed S-NSSAI s in the UE subscription and optionally the mapped S-NSSAI(s) provided
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by the UE, and if so then the AMF shall provide the UE with the allowed NSSAI for the PLMN or SNPN, and shall also
provide the UE with the mapped S-NSSAI(s) for the allowed NSSAI for the PLMN or SNPN if available. The AMF
shall ensure that there are not two or more S-NSSAIs of the allowed NSSAI which are mapped to the same S-NSSAI of
the HPLMN or SNPN. If

a) al the S NSSAlsincluded in the requested NSSAI are rejected, or the requested NSSAI was not included by the
UE;

b) thereisno default SSNSSAI(s) or all subscribed S-NSSAIs marked as default are not allowed; and

c) theUE is neither registering nor registered for onboarding servicesin SNPN and the UE is neither registering
nor registered for emergency services,

then the AMF may reject the registration request (see subclauses 5.5.1.2.5 and 5.5.1.3.5 for further details).

The set of network slice(s) for a UE can be changed at any time while the UE is registered to aPLMN or SNPN, and the
change may be initiated by the network or the UE. In this case, the allowed NSSAI and associated registration area may
be changed during the registration procedure or the generic UE configuration update procedure. The configured NSSAI
and the rejected NSSAI may be changed during the registration procedure or the generic UE configuration update
procedure. The default configured NSSAI may be changed by sending a UE parameters update transparent container to
the UE during the NAS transport procedure. The pending NSSAI may be changed during the registration procedure. In
addition, using the generic UE configuration update procedure, the network may trigger the registration procedure in
order to update the allowed NSSAI.

The UE in NB-N1 mode does not include the requested NSSAI during the registration procedure if the 5GS registration
type |E indicates "mobility registration updating”, procedure is not initiated to change the slice(s) that the UE is
currently registered to, and the UE is still in the current registration area. The UE does not include the requested NSSAI
during the registration procedure if the 5GS registration type |E indicates "SNPN onboarding registration™ or the UE is
registered for onboarding servicesin SNPN.

The AMF does not include the allowed NSSAI during a registration procedure with the 5GS registration type |1E
indicating "mobility registration updating” except if the allowed NSSAI has changed for the UE. The UE considers the
last received allowed NSSAI asvalid until the UE receives a new allowed NSSAI. The AMF does not include the
allowed NSSAI during a registration procedure with the 5GS registration type |E indicating " SNPN onboarding
registration” or during a registration procedure when the UE is registered for onboarding servicesin SNPN.

4.6.2.2 NSSAI storage

If available, the configured NSSAI(s) shall be stored in a non-volatile memory in the ME as specified in annex C. For a
configured NSSAI, if there is associated NSSRG information, the NSSRG information shall also be stored in anon-
volatile memory in the ME as specified in annex C. For a configured NSSAI, if there is associated NSAG information,
the NSAG information shall be stored in the ME. The support for NSSRG information and NSAG information by aUE
or an AMF isoptional.

The allowed NSSAI(s) should be stored in a non-volatile memory in the ME as specified in annex C.

Each of the configured NSSAI stored in the UE isa set composed of at most 16 S-NSSAIs. Each of the allowed NSSAI
stored in the UE is a set composed of at most 8 S NSSAIs and is associated with a PLMN identity or SNPN identity, an
access type and, if the UE supports access to an SNPN using credentials from a credentials holder, the selected entry of
the "list of subscriber data" or the selected PLMN subscription. Each of the configured NSSAI except the default
configured NSSAI, and the rejected NSSAI is associated with a PLMN identity or SNPN identity and, if the UE
supports access to an SNPN using credentials from a credentials holder, the selected entry of the "list of subscriber data"
or the selected PLMN subscription. Each of the pending NSSAI stored in the UE is a set composed of at most 16 S-
NSSAIls and is associated with a PLMN identity or SNPN identity and, if the UE supports access to an SNPN using
credentials from a credentials holder, the selected entry of the "list of subscriber data" or the selected PLMN
subscription. The S-NSSAI(s) in the rejected NSSAI for the current registration area are further associated with one or
more tracking areas where the rejected S-NSSAI(S) is not available. The S-NSSAI(S) in the rejected NSSAI for the
current PLMN or SNPN shall be considered rejected for the current PLMN or SNPN regardless of the access type. The
S-NSSAI(s) in the rejected NSSAI for the failed or revoked NSSAA shall be considered rejected for the current PLMN
or SNPN regardless of the access type. The S-NSSAI(s) in the rejected NSSAI for the maximum number of UEs
reached are further associated with the access type over which the rejected NSSAI was received. There shall be no
duplicated PLMN identities or SNPN identities associated with each of the list of configured NSSAI(s), pending
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NSSAI(s), rejected NSSAI(s) for the current PLMN or SNPN, rejected NSSAI(s) for the current registration area,
rejected NSSAI(s) for the failed or revoked NSSAA, and rejected NSSAI for the maximum number of UEs reached.

The UE stores NSSAls as follows:

a) The configured NSSAI shall be stored until anew configured NSSA is received for agiven PLMN or SNPN.
The network may provide to the UE the mapped S-NSSAI(s) for the new configured NSSAI which shall also be
stored in the UE. When the UE is provisioned with a new configured NSSAI for aPLMN or SNPN, the UE
shall:

1) replace any stored configured NSSAI for this PLMN or SNPN with the new configured NSSA for this
PLMN or SNPN;

2) delete any stored mapped S-NSSAI(s) for the configured NSSAI and, if available, store the mapped S-
NSSAI(s) for the new configured NSSAI;

3) delete any stored allowed NSSAI for this PLMN or SNPN and, if available, the stored mapped S-NSSAI(s)
for the allowed NSSAI, if the UE received the new configured NSSAI for this PLMN or SNPN and the
Configuration update indication | E with the Registration requested bit set to "registration requested”, in the
same CONFIGURATION UPDATE COMMAND message but without any new allowed NSSAI for this
PLMN or SNPN included;

4) delete any stored rejected NSSAI, and stop the timer T3526 associated with the deleted rejected S-NSSAI for
the maximum number of UEs reached if running;

4A)  remove from the stored mapped S-NSSAI(s) for the rejected NSSAI for the current PLMN or SNPN and
the stored mapped S-NSSAI(s) for the rejected NSSAI for the current registration area and the stored rejected
NSSAI for the maximum number of UEs reached, the S-NSSAI(s), if any, included in the mapped S-
NSSAI(s) for the new configured NSSAI for the current PLMN or SNPN (if the UE isroaming), and stop the
timer T3526 associated with the deleted rejected S-NSSAI for the maximum number of UES reached if
running; and

5) delete any S-NSSAI(s) stored in the pending NSSAI that are not included in the new configured NSSAI for
the current PLMN or SNPN or any mapped S-NSSAI(s), if any, stored in the pending NSSAI that are not
included in the mapped S-NSSAI(s) for the configured NSSAI (if the UE is roaming);

If the UE receives an S-NSSAI associated with aPLMN ID from the network during the PDN connection
establishment procedure in EPS as specified in 3GPP TS 24.301 [15] or viaePDG as specified in

3GPP TS 24.302 [16], the UE may store the received S-NSSAI in the configured NSSAI for the PLMN
identified by the PLMN ID associated with the S-NSSAM, if not already included in the configured NSSAI;

The UE may continue storing areceived configured NSSAI for aPLMN and associated mapped S-NSSAI(9), if
available, when the UE registersin another PLMN.

NOTE 1: The maximum number of configured NSSAIs and associated mapped S-NSSAIs for PLMNs other than
the HPLMN that need to be stored in the UE, and how to handle the stored entries, are up to UE
implementation.

ab) The NSAG information shall be stored until:
1) anew NSAG information is received for the registered PLMN or the registered SNPN over 3GPP access; or

2) anew configured NSSAI without any associated NSAG information is received for the registered PLMN or
the registered SNPN over 3GPP access.

When anew NSAG information for the registered PLMN or the registered SNPN over 3GPP accessis received,
the UE shall replace any stored NSAG information for the registered PLMN and its equivalent PLMN(s) or the
registered SNPN with the new NSAG information for the registered PLMN or the registered SNPN.

When a new configured NSSAI without any associated NSAG information is received for the registered PLMN
or the registered SNPN over 3GPP access, the UE shall delete any stored NSAG information for the registered
PLMN and its equivalent PLMN(s) or the registered SNPN.
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NOTE 2: Whether the UE stores the NSAG information also when the UE is switched off or when the UE is
deregistered from the registered PLMN or the registered SNPN over 3GPP access isimplementation
specific.

b) The allowed NSSAI shall be stored until:

1) anew alowed NSSAI for the same access type (i.e. 3GPP access or hon-3GPP access) is received for agiven
PLMN or SNPN;

2) the CONFIGURATION UPDATE COMMAND message with the Registration requested bit of the
Configuration update indication | E set to "registration requested” is received and contains no other
parameters (see subclauses 5.4.4.2 and 5.4.4.3); or

3) the REGISTRATION ACCEPT message is received with the "NSSAA to be performed” indicator of the 5GS
registration result | E set to "Network dlice-specific authentication and authorization is to be performed", and
the REGISTRATION ACCEPT message contains a pending NSSAI and no new allowed NSSAI as described
in subclause 5.5.1.2.4 and subclause 5.5.1.3.4.

The network may provide to the UE the mapped S-NSSAI(s) for the new allowed NSSAI (see subclauses 5.5.1.2
and 5.5.1.3) which shall aso be stored in the UE. When a new allowed NSSAI for aPLMN or SNPN is received,
the UE shall:

1) replace any stored allowed NSSAI for this PLMN or SNPN and its equivalent PLMN(s) for the same access
type with the new allowed NSSAI for thisPLMN or SNPN;

2) delete any stored mapped S-NSSAI(s) for the allowed NSSAI for this PLMN or SNPN and its equivalent
PLMN(s) for the same access type and, if available, store the mapped S-NSSAI(s) for the new allowed
NSSAI;

3) remove from the stored rejected NSSAI for the current PLMN or SNPN, the rejected NSSAI for the current
registration area and rejected NSSAI for the maximum number of UEs reached, the S-NSSAI(s), if any,
included in the new allowed NSSAI for the current PLMN or SNPN, unless the S-NSSAI in the rejected
NSSAI is associated with one or more S-NSSAI(s) in the stored mapped rejected NSSAI and these mapped
S-NSSAI(s) are not included in the mapped S-NSSAI(s) for the new allowed NSSAI, and stop the timer
T3526 associated with the deleted rejected S-NSSAI for the maximum number of UEs reached if running;

4) remove from the stored rejected NSSAI for the failed or revoked NSSAA, the S-NSSAI(9), if any, included
in the new allowed NSSAI for the current PLMN or SNPN (if the UE is not roaming) or the mapped S-
NSSAI(s) for the new allowed NSSAI for the current PLMN or SNPN (if the UE is roaming);

5) remove from the stored mapped S-NSSAI(s) for the rejected NSSAI for the current PLMN or SNPN, the
stored mapped S-NSSAI(s) for the rejected NSSAI for the current registration area and rejected NSSAI for
the maximum number of UESs reached, the S-NSSAI(s), if any, included in the mapped S-NSSAI(s) for the
new allowed NSSAI for the current PLMN or SNPN (if the UE is roaming), and stop the timer T3526
associated with the deleted rejected S-NSSAI for the maximum number of UES reached if running; and

6) remove from the stored pending NSSAI for this PLMN or SNPN and its equivalent PLMN(s), one or more S
NSSAls, if any, included in the new allowed NSSAI for the current PLMN or SNPN and its equivalent
PLMN(s) (if the UE is not roaming) or the mapped S-NSSAI(s) for the new allowed NSSAI for the current
PLMN or SNPN and its equivalent PLMN(s) (if the UE is roaming).

If the UE receives the CONFIGURATION UPDATE COMMAND message with the Registration requested bit
of the Configuration update indication |E set to "registration requested” and contains no other parameters (see
subclauses 5.4.4.2 and 5.4.4.3), the UE shall delete any stored allowed NSSAI for this PLMN or SNPN, and
delete any stored mapped S-NSSAI(s) for the allowed NSSAL, if available;

NOTE 3: Whether the UE stores the allowed NSSAI and the mapped S-NSSAI(s) for the allowed NSSAI also when
the UE is switched off isimplementation specific.

c) When the UE receives the S-NSSAI(s) included in the rejected NSSAI in the REGISTRATION ACCEPT
message, the REGISTRATION REJECT message, the DEREGISTRATION REQUEST message or in the
CONFIGURATION UPDATE COMMAND message, the UE shall:

1) storethe S-NSSAI(s) into the rejected NSSAI and the mapped S-NSSAI(s) for the rejected NSSAI based on
the associated rejection cause(s);
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2)

3)

4)

5)

6)

7)

if the UE receives the S-NSSAI(s) included in the Rejected NSSAI |E, or if the UE receives the S-NSSAI ()
included in the Extended rejected NSSAI |E in non-roaming case, remove from the stored allowed NSSAI
for the current PLMN or SNPN and its equivalent PLMN(s), the SSNSSAI(s), if any, included in the:

i) rejected NSSAI for the current PLMN or SNPN, for each and every access type;
ii) rejected NSSAI for the current registration area, associated with the same access type; or
iii) rejected NSSAI for the maximum number of UES reached, associated with the same access type;

if the UE receives the S-NSSAI(s) included in the Extended rejected NSSAI |E in roaming case, remove
from the stored allowed NSSAI for the current PLMN or SNPN and its equivalent PLMN(s), the S-
NSSAI(s), if any, included in the:

i) rejected NSSAI for the current PLMN or SNPN, for each and every access type;
ii) rejected NSSAI for the current registration area, associated with the same access type; or
iii) rejected NSSAI for the maximum number of UES reached, associated with the same access type;

if the mapped S-NSSAI(s) for the S-NSSAI in the stored allowed NSSAI for the current PLMN or SNPN are
stored in the UE, and the all of the mapped S-NSSAI are included in the Extended rejected NSSAI |E;

remove from the stored allowed NSSAI for the current PLMN or SNPN and its equivalent PLMN(s) (if the
UE is not roaming) or the stored mapped S-NSSAI(s) for the allowed NSSAI (if available and if the UE is
roaming), the S-NSSAI(s), if any, included in the:

i) rejected NSSAI for the failed or revoked NSSAA, for each and every accesstype;

ii) mapped S-NSSAI(s) for the rejected NSSA for the current PLMN or SNPN, for each and every access
type;

iii) mapped S-NSSAI(s) for the rejected NSSAI for the current registration area, associated with the same
access type; or

iv) mapped S-NSSAI(s) for the rejected NSSAI for the maximum number of UES reached, associated with
the same access type;

if the UE receives the S-NSSAI(s) included in the Rejected NSSAI |E, or if the UE receives the S-NSSAI(S)
included in the Extended rejected NSSAI |E in non-roaming case, remove from the stored pending NSSAI
for the current PLMN or SNPN and its equivalent PLMN(s), the SSNSSAI(s), if any, included in the:

i) rejected NSSAI for the current PLMN or SNPN, for each and every access type;
ii) rejected NSSAI for the current registration area, associated with the same access type; or
iii) rejected NSSAI for the maximum number of UEs reached, associated with the same access type;

if the UE receives the S-NSSAI(s) included in the Extended rejected NSSAI |E in roaming case, remove
from the stored pending NSSAI for the current PLMN or SNPN and its equivalent PLMN(s), the S-
NSSAI(s), if any, included in the:

i) rejected NSSAI for the current PLMN or SNPN, for each and every access type;
ii) rejected NSSAI for the current registration area, associated with the same access type; or
iii) rejected NSSAI for the maximum number of UES reached, associated with the same access type,

if the mapped S-NSSAI(s) for the S-NSSAI in the stored pending NSSAI are stored in the UE, and al of the
mapped S-NSSAI(s) areincluded in the Extended rejected NSSAI |E; and

remove from the stored pending NSSAI for the current PLMN and its equivalent PLMN(s) or SNPN (if the
UE is not roaming) or the stored mapped S-NSSAI(s) for the pending NSSAI (if available and if the UE is
roaming), the S-NSSAI(s) included in the:

i) rejected NSSAI for the failed or revoked NSSAA, for each and every accesstype;

ETSI



3GPP TS 24.501 version 17.8.0 Release 17 93 ETSI TS 124 501 V17.8.0 (2022-10)

d)

ii) mapped S-NSSAI(s) for the rejected NSSAI for the current PLMN or SNPN, for each and every access
type;

iii) mapped S-NSSAI(s) for the rejected NSSAI for the current registration area, associated with the same
access type; or

iv) mapped S-NSSAI(s) for the rejected NSSAI for the maximum number of UES reached, associated with
the same access type;

8) If the UE receivesthe CONFIGURATION UPDATE COMMAND message with the Registration requested
bit of the Configuration update indication | E set to "registration requested" and contains no other parameters
(see subclauses 5.4.4.2 and 5.4.4.3), the UE shall delete any stored rejected NSSAI.

When the UE:

1) entersstate 5SGMM-DEREGISTERED following an unsuccessful registration for 5GMM causes other than
#62 "No network slices available” for the current PLMN or SNPN;

2) successfully registers with anew PLMN or SNPN;
3) enters state 5GMM-DEREGISTERED following an unsuccessful registration with anew PLMN; or

4) performsinter-system change from N1 mode to S1 mode and the UE successfully completes tracking area
update procedure;

and the UE is not registered with the current PLMN or SNPN over another access, the rejected NSSAI for the
current PLMN or SNPN and the rejected NSSA for the failed or revoked NSSAA shall be deleted.

When the UE receive ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST message provided with S-
NSSAI and the PLMN ID in the protocol configuration options | E or extended protocol configuration options IE
(see subclause 6.2.2 of 3GPP TS 24.301 [15]), the UE shall remove the S-NSSAI from the rejected NSSAI for
the current PLMN. When the UE receive ACTIVATE DEFAULT EPS BEARER CONTEXT REQUEST
message provided with S-NSSAI and the PLMN ID in the protocol configuration options | E or extended
protocol configuration options | E (see subclause 6.2.2 of 3GPP TS 24.301 [15]), the UE may remove the S-
NSSAI from the rejected NSSAI for the maximum number of UES reached for each and every access type, if
any, and stop the timer T3526 associated with the S-NSSAI if running.

When the UE:
1) deregisters over an accesstype;
2) successfully registersin anew registration area over an access type;

3) enters state 5GMM-DEREGISTERED or 5GMM-REGISTERED following an unsuccessful registration in a
new registration area over an access type; or

4) performsinter-system change from N1 mode to S1 mode and the UE successfully completes tracking area
update procedure;

the rejected NSSAI for the current registration area corresponding to the access type shall be deleted;

When the UE receives the pending NSSAI in the REGISTRATION ACCEPT message, the UE shall replace any
stored pending NSSAI for this PLMN or SNPN with the new pending NSSAI received in the REGISTRATION
ACCEPT message for this PLMN or SNPN. If the UE does not receive the pending NSSAI in the
REGISTRATION ACCEPT message and the "NSSAA to be performed"” indicator is not set to "Network slice-
specific authentication and authorization is to be performed” in the 5GS registration result |1E of the
REGISTRATION ACCEPT message, the UE shall delete the stored pending NSSAL, if any, for thisPLMN or
SNPN and its equivalent PLMN(S).

If the registration area contains TAIs belonging to different PLMNSs, which are equivalent PLMNS, then for each
of the equivalent PLMNSs, the UE shall replace any stored pending NSSAI with the pending NSSAI received in
the registered PLMN.

When the UE:
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f)

1) deregisterswith the current PLMN or SNPN using explicit signalling or enters state 5GMM-
DEREGISTERED for the current PLMN or SNPN;

2) successfully registers with anew PLMN or SNPN not in the list of equivalent PLMNSs;
3) enters state 5GMM-DEREGISTERED following an unsuccessful registration with anew PLMN or SNPN; or

4) successfully initiates an attach or tracking area update procedure in S1 mode and the UE is operating in
single-registration mode;

and the UE is not registered with the current PLMN or SNPN over another access, the pending NSSAI for the
current PLMN or SNPN and its equivalent PLMN(s) shall be deleted;

When the UE receives the Network dlicing indication | E with the Network slicing subscription change indication
set to "Network dicing subscription changed” in the REGISTRATION ACCEPT message or in the
CONFIGURATION UPDATE COMMAND message, the UE shall delete the network dlicing information for
each of the PLMNSs or SNPNs that the UE has dlicing information stored for (excluding the current PLMN or
SNPN). The UE shall delete any stored rejected NSSAI and stop the timer T3526 associated with the deleted
rejected S-NSSAI for the maximum number of UES reached if running. The UE shall not del ete the default
configured NSSAI. Additionally, the UE shall update the network slicing information for the current PLMN or
SNPN (if received) as specified above in bullets a), b), ¢) and d); and

When the UE receives the new default configured NSSAI included in the default configured NSSAI update data
in the Payload container I1E of DL NAS TRANSPORT message, the UE shall replace any stored default
configured NSSAI with the new default configured NSSAL. In case of SNPN, the UE shall replace the stored
default configured NSSAI associated with the selected entry of the "list of subscriber data’ or the PLMN
subscription with the new default configured NSSAL.

4.6.2.3 Provision of NSSAI to lower layers in 5GMM-IDLE mode

The UE NAS layer may provide the lower layers with an NSSAI (either requested NSSAI or allowed NSSAI) when the
UE in 5GMM-IDLE mode sends an initial NAS message.

The AMF may indicate, viathe NSSAI inclusion mode IE of a REGISTRATION ACCEPT message, an NSSAI
inclusion mode in which the UE shall operate over the current access within the current PLMN or SNPN, if any (see
subclauses 5.5.1.2.4 and 5.5.1.3.4), where the NSSAI inclusion mode is chosen among the following NSSAI inclusion
modes described in table 4.6.2.3.1.
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Table 4.6.2.3.1: NSSAIl inclusion modes and NSSAI which shall be provided to the lower layers

Initial NAS message NSSAI NSSAI NSSAI NSSAI
inclusion inclusion inclusion inclusion
mode A mode B mode C mode D

REGISTRATION REQUEST message: Requested Requested Requested No NSSAI
i) including the 5GS registration NSSAI, if NSSAI, if NSSAI, if
type IE set to "initial registration" any any any

REGISTRATION REQUEST message: Requested Requested Requested No NSSAI
i) including the 5GS registration NSSAI, if NSSAI, if NSSAI, if
type IE set to "mobility registration any any any
updating"; and
i) initiated by case other than case
g) or n) in subclause 5.5.1.3.2

REGISTRATION REQUEST message: Allowed Allowed No NSSAI, if | No NSSAI
i) including the 5GS registration NSSAI, if NSSAI, if any
type IE set to "mobility registration any any
updating"; and
i) initiated by case g) or n) in
subclause 5.5.1.3.2

REGISTRATION REQUEST message: Allowed Allowed No NSSAI No NSSAI
i) including the 5GS registration NSSAI, if NSSAI, if
type IE set to "periodic registration any any
updating"

SERVICE REQUEST message Allowed See No NSSAI No NSSAI

NSSAI, if NOTE 1
any

NOTE 1: All the S-NSSAIs of the PDU sessions that have the user-plane resources requested to be re-
established by the service request procedure or the S-NSSAIs of a control plane interaction
triggering the service request is related to (see 3GPP TS 23.501 [8])

NOTE 2: For a REGISTRATION REQUEST message which is triggered by emergency services, a
DEREGISTRATION REQUEST message and a SERVICE REQUEST message which includes
the service type IE set to "emergency services" or "emergency services fallback”, no NSSAl is
provided to the lower layers. If the UE performs initial registration for onboarding services in
SNPN or is registered for onboarding services in SNPN, the UE NAS layer shall not provide the
lower layers with an NSSAI.

NOTE 3: The mapped configured S-NSSAI(s) from the S-NSSAI(s) of the HPLMN are not included as part
of the S-NSSAIs in the requested NSSAI or the allowed NSSAI when it is provided to the lower
layers.

The UE shall store the NSSAI inclusion mode:

a) indicated by the AMF, if the AMF included the NSSAI inclusion mode |E in the REGISTRATION ACCEPT

message; or

b) decided by the UE, if the AMF did not include the NSSAI inclusion mode |E in the REGISTRATION ACCEPT

message;

together with the identity of the current PLMN or SNPN and access type in a non-volatile memory in the ME as

specified in annex C.

The UE shall apply the NSSAI inclusion mode received in the REGISTRATION ACCEPT message over the current
access within the current PLMN and its equivalent PLMN(s) or the current SNPN, if any, in the current registration

area.

When a UE performs aregistration procedure to a PLMN which isnot a PLMN in the current registration area or an
SNPN, if the UE has no NSSAI inclusion mode for the PLMN or the SNPN stored in a non-volatile memory in the ME,

the UE shall provide the lower layers with:

a) no NSSAI if the UE is performing the registration procedure over 3GPP access; or

b) requested NSSAI if the UE is performing the registration procedure over non-3GPP access.

When a UE performs aregistration procedure after an inter-system change from S1 mode to N1 mode, if the UE has no
NSSAI inclusion mode for the PLMN stored in a non-volatile memory in the ME and the registration procedure is
performed over 3GPP access, the UE shall not provide the lower layers with any NSSAI over the 3GPP access.
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4.6.2.4 Network slice-specific authentication and authorization
The UE and network may support network slice-specific authentication and authorization.

A serving PLMN or SNPN shall perform network slice-specific authentication and authorization for the S-NSSAI(s) of
the HPLMN or SNPN which are subject to it based on subscription information. The UE shall indicate whether it
supports network slice-specific authentication and authorization in the 5GMM Capability |E in the REGISTRATION
REQUEST message as specified in subclauses 5.5.1.2.2 and 5.5.1.3.2.

The upper layer stores an association between each S-NSSAI and its corresponding credentials for the network dlice-
specific authentication and authorization.

NOTE 1: The credentials for network slice-specific authentication and authorization and how to provision themin
the upper layer are out of the scope of 3GPP.

The network dlice-specific authentication and authorization procedure shall not be performed unless the primary
authentication and key agreement procedure as specified in the subclause 5.4.1 has successfully been completed.

The AMF informs the UE about S-NSSAI(s) for which network slice-specific authentication and authorization (except
for reeNSSAA) will be performed or is ongoing in the pending NSSAI. The AMF informs the UE about S-NSSAI(s) for
which NSSAA procedure is completed as successin the allowed NSSAI. The AMF informs the UE about S-NSSAI(s)
for which NSSAA procedure is completed as failure in the rejected NSSAI for the failed or revoked NSSAA. The AMF
stores and handles allowed NSSAI, pending NSSAI, rejected NSSAI, and 5GS registration result in the
REGISTRATION ACCEPT message according to subclauses 5.5.1.2.4 and 5.5.1.3.4.

NOTE 2: The AMF maintainsthe NSSAA procedure status for each S-NSSAI, as specified in
3GPP TS 29.518 [20B] and the NSSAA procedure status for each SSNSSAI is not impacted by NSAC as
specified in subclauses 4.6.2.5 and 4.6.3.1.

NOTE 3: Upon completion of NSSAA procedures, it can happen that the total number of S-NSSAIs which need to
be included in the allowed NSSAI exceeds eight. In this case, it is up to the AMF implementation on how
to pick up the S-NSSAlsincluded in the allowed NSSAI.

NOTE 4: It can happen that one or more S-NSSAIsincluded in the received allowed NSSAI, are not the S-NSSAIs
that the UE intends to register to. In this case, it is up to the UE implementation on how to use these S-
NSSAls.

To perform network slice-specific authentication and authorization for an S-NSSAI, the AMF invokes an EAP-based
network slice-specific authentication and authorization procedure for the S-NSSAI, see subclause 5.4.7 and
3GPP TS 23.502 [9] using the EAP framework as described in 3GPP TS 33.501 [24].

The AMF updates the allowed NSSAI and the rejected NSSAI using the generic UE configuration update procedure as
specified in the subclause 5.4.4 after the network slice-specific authentication and authorization procedure is completed.

The AMF shall send the pending NSSAI containing all S-NSSAIs for which the network dlice-specific authentication
and authorization procedure (except for reeNSSAA) will be performed or is ongoing in the REGISTRATION ACCEPT
message. The AMF shall aso include in the REGISTRATION ACCEPT message the allowed NSSAI containing one or
more S-NSSAIs from the requested NSSAI which are allowed by the AMF and for which network dlice-specific
authentication and authorization is not required, if any.The network slice-specific authentication and authorization
procedure or the network dlice-specific authorization revocation procedure can be invoked by the network for a UE
supporting NSSAA at any time. After the network performs the network slice-specific re-authentication and re-
authorization procedure or network slice-specific authorization revocation procedure:

a) if network dice-specific authentication and authorization fails or network slice-specific authorization is revoked
for some but not all S'NSSAIsin the allowed NSSAI, the AMF updates the allowed NSSAI and the rejected
NSSAI accordingly using the generic UE configuration update procedure as specified in the subclause 5.4.4 and
inform the SMF to release all PDU sessions associated with the SSNSSAI for which network slice-specific re-
authentication and re-authorization fails or network slice-specific authorization is revoked;

b) if network slice-specific authentication and authorization fails or network slice-specific authorization is revoked
for all SNSSAIsin the allowed NSSAI but there are one or more default S-NSSAIs which are not subject to
network slice-specific authentication and authorization or for which the network slice-specific authentication and
authorization has been successfully performed, the AMF updates the allowed NSSAI containing these default S-
NSSAls and the rejected NSSAI accordingly using the generic UE configuration update procedure as specified
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in the subclause 5.4.4. The AMF shall also inform the SMF to release all PDU sessions associated with the S-
NSSAI for which network dice-specific re-authentication and re-authorization fails or network dlice-specific
authorization is revoked; or

¢) if network dlice-specific authentication and authorization fails or network dlice-specific authorization is revoked
for all S'NSSAIsin the alowed NSSAI and all default S-NSSAIs are subject to network slice-specific
authentication and authorization, then AMF performs the network-initiated de-registration procedure and
includes the rejected NSSAI in the DEREGISTRATION REQUEST message as specified in the
subclause 5.5.2.3 except when the UE has an emergency PDU session established or the UE is establishing an
emergency PDU session. In this case the AMF shall send the CONFIGURATION UPDATE COMMAND
message containing rejected NSSAI and inform the SMF to release all PDU sessions associated with the S-
NSSAI for which network dice-specific re-authentication and re-authorization fails or network slice-specific
authorization is revoked. After the emergency PDU session is released, the AMF performs the network-initiated
de-registration procedure as specified in the subclause 5.5.2.3.

The UE does not include in the requested NSSAI any of the S-NSSAIs from the pending NSSAI that the UE stores,
regardless of the access type. When the UE storing a pending NSSAI intends to register to one or more additional S-
NSSAIs not included in the pending NSSA, the UE initiates the registration procedure with a requested NSSAI
containing these S-NSSAIs as described in subclause 5.5.1.3.2. In this case, the requested NSSAI shall also include one
or more S-NSSAIs from the allowed NSSAI, if the UE still wants to use the S-NSSAI (s) from the allowed NSSAL.

During the registration procedure, when the AMF receives a requested NSSAI from a UE over an access type, for which
thereis a pending NSSAI including one or more S-NSSAIs that were previously requested over the same access type,
the AMF considers S-NSSAIs included in the requested NSSAI and S-NSSAIsin the pending NSSAI that were
previously requested over the same access type as requested S-NSSAIs by the UE. The AMF handles the requested S-
NSSAIs as described in subclause 5.5.1.3.4.

When performing the network dlice-specific re-authentication and re-authorization procedure if the SSNSSA is
included in the allowed NSSAI for both 3GPP and non-3GPP accesses, and the UE isregistered to both 3GPP and non-
3GPP accesses in the same PLMN, then the AMF selects an access type to perform network dlice-specific
authentication and authorization based upon operator policy.

If network dlice-specific authorization is revoked for an S-NSSAI that isin the current allowed NSSAI for an access
type, the AMF shall:

a) provide anew allowed NSSAI, excluding the S-NSSAI for which the network dlice-specific authorization is
revoked; and

b) provide anew rejected NSSAI for the failed or revoked NSSAA, including the S-NSSAI for which the network
slice-specific authorization is revoked, with the rejection cause "S-NSSAI not available due to the failed or
revoked network slice-specific authentication and authorization",

to the UE using the generic UE configuration update procedure as specified in the subclause 5.4.4 and inform the SMF
to release al PDU sessions associated with the SSNSSAI for which the network slice-specific authorization is revoked
for this access type.

If the UE requests the establishment of a new PDU session or the modification of a PDU session for an S-NSSAI for
which the AMF is performing network slice-specific re-authentication and re-authorization procedure, the AMF may
determine to not forward the 5GSM message to the SMF as described in subclause 5.4.5.2.4.

NOTE 5: If the AMF receivesthe HTTP code set to "4xx" or "5xx" as specified in 3GPP TS 29.500 [20AA] or the
AMF detects that the NSSAAF failure as specified in 3GPP TS 29.526 [21A] during the NSSAA
procedure for an S-NSSAI, then the AMF considers the NSSAA procedure has failed for this S-NSSAI.

4.6.2.5 Mobility management based network slice admission control

A serving PLMN or SNPN can perform network slice admission control for the SSNSSAI(S) subject to NSAC to
monitor and control the number of registered UESs per network dlice. The timing of the network slice admission control
is managed by the EAC mode per network dlice, which can be either activated or deactivated for the network
performing network slice admission control. The EAC mode is activated when the number of UEs associated with the
S-NSSAI reaches a certain threshold (see 3GPP TS 23.502 [9])

If the EAC mode is activated for an S-NSSAI, the AMF performs network slice admission control before the S-NSSAI
subject to NSAC isincluded in the allowed NSSAI sent to the UE. During a registration procedure (including initial
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registration or mobility registration updating from another AMF), if the AMF determines that the maximum number of
UEs has been reached for:

a) oneor more S-NSSAIs but not all S-NSSAIsin the requested NSSAI, then the AMF includes the allowed
NSSAI and the rejected NSSAI accordingly in the REGISTRATION ACCEPT message as specified in the
subclauses 5.5.1.2.4 and 5.5.1.3.4;

b) al SNSSAlsin the requested NSSAI but there are one or more default S-NSSAIs which can be allowed to the
UE, then the AMF includes the allowed NSSAI containing these default S-NSSAIs and the rejected NSSAI
accordingly in the REGISTRATION ACCEPT message as specified in the subclauses 5.5.1.2.4 and 5.5.1.3.4; or

c) al SNSSAIlsinthe requested NSSAI and there are no default S-NSSAIs which can be allowed to the UE, then
the AMF includes the rejected NSSAI accordingly in the REGISTRATION REJECT message as specified in the
subclauses 5.5.1.2.5 and 5.5.1.3.5.

If the EAC mode is deactivated for an S-NSSAI, the AMF performs network slice admission control after the S-NSSAI
subject to NSAC isincluded in the allowed NSSAI sent to the UE. While the AMF is waiting for response from the
NSCAF for the S-NSSAI, the AMF processes the NAS signalling message related to the SSNSSAI asusual i.e. like S-
NSSALI in the allowed NSSAI. After the network performs the network slice admission control, if the AMF determines
that the maximum number of UESs has been reached for:

a) oneor more S-NSSAIsbut not all SSNSSAIlsin the allowed NSSAI, then the AMF updates the allowed NSSAI
and the rejected NSSAI accordingly using the generic UE configuration update procedure as specified in the
subclause 5.4.4;

b) for al SNSSAIsinthe allowed NSSAI but there are one or more default S-NSSAIs which can be allowed to the
UE, then the AMF updates the allowed NSSAI containing these default S-NSSAIs and the rejected NSSAI
accordingly using the generic UE configuration update procedure as specified in the subclause 5.4.4; or

c) for all SSNSSAlsinthe allowed NSSAI and there are no default S-NSSAIs which can be allowed to the UE, then
the AMF performs the network-initiated de-registration procedure and includes the rejected NSSAI in the
DEREGISTRATION REQUEST message as specified in the subclause 5.5.2.3 except when the UE has an
emergency PDU session established or the UE is establishing an emergency PDU session.

When the UE has an emergency PDU session established or the UE is establishing an emergency PDU session,
the AMF updates the rejected NSSAI using the generic UE configuration update procedure as specified in the
subclause 5.4.4 and informs the SMF to release all PDU sessions associated with the SSNSSAI. During the
generic UE configuration update procedure, the AMF includes the 5GS registration result 1E in the
CONFIGURATION UPDATE COMMAND message and sets the Emergency registered bit of the 5GS
registration result |E to "Registered for emergency services'. After the emergency PDU session is released, the
AMF performs the network-initiated de-registration procedure as specified in the subclause 5.5.2.3.

Based on operator policy, the mobility management based network slice admission control is not applicable for the S-
NSSAI used for emergency services, or the mobility management based network slice admission control result is
ignored for the S-NSSAI used for emergency services.

Based on operator policy, the mobility management based network slice admission control is not applicable for the UES
configured for priority services, or the mobility management based network slice admission control result isignored for
the UEs configured for priority services.

NOTE: A UE configured for priority services can be identified based on the RRC establishment cause received
from the NG-RAN or based on the MPS priority information in the user's subscription context obtained
from the UDM.

The mobility management based network slice admission control is not applicable to a UE that is registering or
registered for onboarding servicesin SNPN.

4.6.2.6 Provision of NSAG information to lower layers

NSAG information provided by the network and stored in the UE includes alist of NSAGs each of which contains:
a) anNSAGID;
b) alist of SSNSSAI(s), which are associated with the NSAG and shall be part of the configured NSSAI;
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c) optionaly alist of TAlsin whichthe NSAG isvalid. If it is nhot provided by the network, the NSAG isvalid in
the PLMN which has sent the NSAG information; and

d) apriority value that is associated with the NSAG.

The UE NAS layer shall provide the lower layers with the most recent NSAG information stored in the UE (see
subclause 4.6.2.2) to lower layers.

NOTE: Along with the NSAG information, the UE provides to the lower layers with allowed NSSAI and
reguested NSSAI for the purpose of NSAG-aware cell reselection.

4.6.3 Session management aspects

4.6.3.0 General

In order to enable PDU transmission in a network slice, the UE may request establishment of a PDU sessionin a
network slice towards a data network (DN) which is associated with an S-NSSAI and a data network name (DNN) if
there is no established PDU session adequate for the PDU transmission. The S-NSSAI included is part of allowed
NSSAI of the serving PLMN or SNPN, which isan S-NSSAI value valid in the serving PLMN or SNPN, and in
roaming scenarios the mapped S-NSSAI is aso included for the PDU session if available. See subclause 6.4.1 for
further details. The UE determines whether to establish a new PDU session or use one of the established PDU session(s)
based on the URSP rules which include S-NSSAIs, if any (see subclause 6.2.9), or based on UE local configuration, as
described in subclause 4.2.2 of 3GPP TS 24.526 [19].

4.6.3.1 Session management based network slice admission control

A serving PLMN or the HPLMN, or SNPN can perform network slice admission control for the S-NSSAI(s) subject to
NSAC to monitor and control the total number of established PDU sessions per network dlice. The SMF performs
network slice admission control on the SSNSSAI during the PDU session establishment procedure. If the maximum
number of PDU sessions on a network slice associated with an SSNSSAI has been already reached, the SMF rejects the
PDU session establishment request using S-NSSAI based congestion control as specifed in subclause 6.2.8 and
6.4.1.4.2.

The SMF performs network dlice admission control on the S-NSSAI for a PDU session that is associated with the non-
3GPP access, when the UE requests to transfer a session from the non-3GPP access to the 3GPP access with the
Allowed PDU session status | E as described in subclause 5.6.1.4. If the maximum number of PDU sessions on a
network slice associated with an S-NSSAI has been already reached, the SMF rejects the request to establish the user-
plane resources (see 3GPP TS 29.502 [20A]).

Based on operator policy, the session management based network slice admission control is not applicable for the PDU
session for emergency services, or the session management based network slice admission control result isignored for
the PDU session for emergency services.

Based on operator policy, the session management based network slice admission control is not applicable for the PDU
session for priority services, or the session management based network slice admission control result isignored for the
PDU session for priority services.

NOTE: How the SMF determines that the PDU session is used for priority servicesis outside the scope of this
release of the present document.

The session management based network slice admission control is not applicable to PDU session established for
onboarding servicesin SNPN.

NOTE 1: For the MA PDU session during the PDU session establishment procedure, the SMF performs network
slice admission control only when it is newly established over the associated access type.

NOTE 2: For a set of redundant PDU sessions, the SMF performs network slice admission control for each PDU
session independently.
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4.6.3.2 Support of network slice admission control and interworking with EPC

If EPS counting is required for a network slice, the network performs network slice admission control for the S-
NSSAI(s) subject to NSAC to monitor and control the number of UES per network slice and number of PDU sessions
per network dlice during the PDN connection establishment procedure. If the maximum number of UEs on a network
slice associated with an S-NSSAI or the maximum number of PDU sessions on a hetwork slice associated with an S-
NSSAI have already been reached, the network rejects the PDN connectivity request using ESM cause #26 "insufficient
resources' as specifed in 3GPP TS 24.301 [15].

NOTE: If there are more than one S-NSSAI associated with the APN used in the PDN connectivity request and
some of but not all associated SSNSSAIs are not available due to either maximum number of UEs reached
or maximum number of PDU sessions reached, the network can use the associated S-NSSAI for which
maximum number of UEs and maximum number of PDU sessions have not reached to avoid PDN
connectivity reguest rejection.

4.6.3.3 Session management based network slice data rate limitation control

A serving PLMN or the HPLMN can perform network slice data rate limitation control for the S-NSSAI(s) subject to
network slice data rate limitation control to monitor and control the total data rate of established PDU sessions per
network slice as specified in 3GPP TS 23.503 [10]. If the maximum data rate of PDU sessions on a network slice
associated with an S-NSSAI has been exceeded during the PDU session establishment procedure, the SMF may reject
the PDU session establishment request using S-NSSAI based congestion control as specified in clause 6.2.8 and
6.4.1.4.2.

A serving PLMN or the HPLMN can perform management of Slice-Maximum Bit Rate per UE (UE-Slice-MBR) as
specified in 3GPP TS 23.503 [10]. When the UE-Slice-MBR for the UE and S-NSSAI to which the PDU session is
allocated is exceeded during the PDU session establishment procedure, the SMF may reject the PDU session
establishment request using S-NSSAI based congestion control as specified in clause 6.2.8 and 6.4.1.4.2.

NOTE 1: Based on operator policy, the network slice data rate limitation control can be not applicable for the S-
NSSAI(s) used for emergency services or priority services.

NOTE 2: The network slice data rate limitation control and UE-Slice-MBR management are performed by the PCF.

4.7 NAS over non-3GPP access

4.7.1 General

From the UE's NAS perspective, in general the procedures and messages defined for 5GMM and 5GSM are used over
non-3GPP access as over 3GPP access. However, a number of aspects are different as described in the following
subclauses.

4.7.2 5GS mobility management aspects

4721 General

The mobility management procedures defined over 3GPP access are re-used over non-3GPP access with the following
exceptions:

a) theregistration status, and the 5GMM parameters of the UE's 3GPP access and non-3GPP access 5GMM state
machine instances are independent in each of these accesses and can be different;

b) single-registration mode and dual-registration mode do not apply for 5GMM over non-3GPP access,

¢) the RPLMN over non-3GPP access can be different from the RPLMN over 3GPP access. The MCC of the
RPLMN over 3GPP access and the MCC of the RPLMN over the non-3GPP access can a so be different;

d) theregistration for 3GPP access and for non-3GPP access are performed separately. Like for 3GPP access, an
access stratum connection exists before the UE can perform the registration procedure for non-3GPP access. As
at registration over non-3GPP access the UE is allocated a registration area, which is associated with asingle
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f)

TAI, list management of registration areas is not required, and registration updating due to registration area
change with the registered PLMN is not performed. Furthermore, the periodic registration update procedure is
also not performed. New registration at change of PLMN isrequired;

the 5GMM over non-3GPP access in the UE considers that the N1 NAS signalling connection is established
when the lower layers indicate that the access stratum connection is established succcessfully;

the UE-initiated service request procedure via non-3GPP access is supported. Upon indication from the lower
layers of non-3GPP access, that the access stratum connection is established between the UE and the network,
the UE in 5GMM-REGISTERED state and in 5GMM-IDLE mode over non-3GPP access shall initiate the
service request procedure via non-3GPP access. The UE may indicate with the service request message the PDU
session(s) associated with non-3GPP access to re-establish user-plane resources for which the UE has pending
user data to be sent;

paging procedure is not performed via non-3GPP access,

service arearestrictions do not apply for non-3GPP access other than the wireline access,
the establishment cause for non-3GPP access is determined according to subclause 4.7.2.2;
eCall inactivity procedure is not performed via non-3GPP access;

local area data network (LADN) does not apply for non-3GPP access,

the Allowed PDU session | E shall not be included in the REGISTRATION REQUEST message or the
SERVICE REQUEST message sent over non-3GPP access,

m) DRX parameters do not apply for non-3GPP access;

n)
0)
p)
a)
r

S)

Mobile initiated connection only mode (M1CO) does not apply for non-3GPP access;
CloT 5GS optimizations do not apply for non-3GPP access;

unified access control does not apply for non-3GPP access,

UE radio capability signalling optimisation (RACS) does not apply for non-3GPP access,
Closed access group (CAG) does not apply for non-3GPP access; and

the N1 NAS signalling connection release, the paging indication for voice services and reject the paging request
do not apply for non-3GPP access. The Paging restriction 1E shall not be included in the REGISTRATION
REQUEST message, the SERVICE REQUEST message or the CONTROL PLANE SERVICE REQUEST
message sent over non-3GPP access. The AMF shall not delete any stored paging restriction preferences for the
UE and shall not stop restricting paging when receiving REGISTRATION REQUEST message, SERVICE
REQUEST message or CONTROL PLANE SERVICE REQUEST message over non-3GPP access.

47.2.2 Establishment cause for non-3GPP access

When establishment of an N1 NAS signalling connection over non-3GPP access isinitiated, the UE shall:

a)

b)

©)

determine one or more access identities to be associated with the establishment of the N1 NAS signalling
connection as specified in subclause 4.5.2 and table 4.5.2.1;

select the establishment cause for non-3GPP access from the determined one or more access identities and the
event which triggered initiation of the N1 NAS signalling connection over non-3GPP access by checking the
rules specified in table 4.7.2.2.1; and

provide the selected establishment cause for non-3GPP access to the lower layers.

Whilean MMTEL voice call is ongoing:

any:
1) servicerequest procedure; or

2) registration procedure;
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initiated in 5GMM-IDLE mode is mapped to "MO MMTel voice call" type access attempt.

Whilean MMTEL video call isongoing and no MMTEL voice cal is ongoing:

- any:

1) servicereguest procedure; or

2) registration procedure;

initiated in 5GMM-IDLE mode is mapped to "MO MMTel video call" type access attempt.

While an SMSol P is ongoing, no MMTEL video call is ongoing and no MMTEL voice call is ongoing:

- any:

1) servicerequest procedure; or

2) registration procedure;

initiated in 5GMM-IDLE mode is mapped to "MO SMS over IP' type access attempt.

If the access attempt matches more than one rule, the establishment cause for non-3GPP access of the lowest rule

number shall be used.

Table 4.7.2.2.1: Mapping table for determination of establishment cause for non-3GPP access

access for an
emergency session

Rule # Access identities Type of access Requirements to be Establishment cause
attempt met for non-3GPP access
1 1 Any Any mps-PriorityAccess
2 2 Any Any mcs-PriorityAccess
3 11,15 Any Any highPriorityAccess
4 12,13,14, Any Any highPriorityAccess
5 0 Emergency UE is attempting emergency

(NOTE 1)
UE NAS initiated Access attempt is for mo-Signalling
5GMM specific MO signalling

procedures

UE NAS initiated
5GMM connection
management
procedures or 5GMM
NAS transport
procedure

Access attempt is for
MO data

mo-Data

MO SMS over NAS or
MO SMS over IP

Access attempt is for
MO SMS over NAS or
MO SMS over IP

mo-SMS

MO MMTel voice call

Access attempt is for
MO MMTel voice call

mo-VoiceCall

MO MMTel video call

Access attempt is for
MO MMTel video call

mo-Videocall

NOTE 1: This includes 5GMM specific procedures while the service is ongoing and 5GMM connection management
procedures required to establish a PDU session with request type = "initial emergency request” or "existing
emergency PDU session", or to re-establish user-plane resources for such a PDU session.

NOTE 2: See subclause 4.5.2, table 4.5.2.1 for use of the access identities of 0, 1, 2, and 11-15.

4.7.3

5GS session management aspects

The session management procedures defined over 3GPP access are re-used over non-3GPP access with the following

exceptions:

The session management procedures defined over 3GPP access are re-used over non-3GPP access with the following

exceptions:
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a) Serving PLMN rate control does not apply for non-3GPP access;
b) Small datarate control does not apply for non-3GPP access,

¢) Handling of 5GSM cause value #82 "maximum data rate per UE for user-plane integrity protection istoo low"
does not apply for non-3GPP access,

d) MBS does not apply for non-3GPP access; and

€) Support of redundant PDU sessions does not apply for non-3GPP access.

4.7.4 Limited service state over non-3GPP access

There are anumber of situationsin which the UE is unable to obtain normal service from a PLMN over non-3GPP
access and the UE enters the limited service state over non-3GPP access. These include:

a) no USIM inthe ME;

b) an"illegal UE" or "illegal ME" is received when registration, network-initiated de-registration or service request
is performed (any USIM in the ME is then considered "invalid");

c) a"5GS services not allowed” is received when aregistration, network-initiated de-registration or service request
is performed;

d) a"PLMN not allowed" is received when registration, network-initiated de-registration or service request is
performed;

€) a"Tracking areanot allowed" is received when a registration, network-initiated de-registration or service request
is performed;

f) a"Roaming not allowed in thistracking area” is received when aregistration, network-initiated de-registration or
service request is performed;

g) void; or
h) a"Serving network not authorized" is received when aregistration or service request is performed.

In limited service state with avalid USIM in the UE, the network selection is performed as defined in
3GPP TS 24.502[18].

With the exception of performing initial registration for emergency services, no registration requests are made until a
valid USIM is present. For registration for emergency services, the PLMN of the current N3IWF or TNGF is considered
asthe selected PLMN for the duration the UE is registered for emergency services.

4.7.5 NAS signalling using trusted WLAN access network

A trusted WLAN interworking function (TWIF) provides functionalities for anon-5G capable over WLAN (N5CW)
device to access 5GCN, including:

a) NASsignalling over N1 NAS signalling connection with AMF; and

b) PDU session establishment, modification and release on behalf of the NSCW device, over N2 connection with
the AMF.

The TWIF registers on behalf of the NSCW device to an AMF according to subclause 5.5.1.3 by populating the
parameters for the registration by using implementation specific default values which are the same for NSCW devices.

The TWIF may request to establish a PDU session as specified in subclause 6.4.1.2 on behalf of the NSCW device upon
receipt of an IP configuration request from the NSCW device by populating either al the required parameters or part of
the required parameters for the PDU session establishment by using implementation specific default values from the
TWIF's configuration. Only one PDU session is supported when N5CW device accessing 5GC viathe TWIF.

NOTE 1: If part of the required parameters for the PDU session establishment is provided by the TWIF, the
remaining of the required parameters are determined by the AMF or the SMF based on the NSCW
device's subscription information.
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Upon loss of the | P address of the NSCW device, the TWIF acting on behalf of the NSCW device shall initiate the UE-
requested PDU session release procedure as defined in subclause 6.4.3.

NOTE 2: The established PDU session on behalf of the NSCW device can be modified by the TWIF or the
network.

4.8 Interworking with E-UTRAN connected to EPC

48.1 General

In order to interwork with E-UTRAN connected to EPC, the UE supporting both S1 mode and N1 mode can operate in
single-registration mode or dual-registration mode (see 3GPP TS 23.501 [8]). Support of single-registration mode is
mandatory for UEs supporting both S1 mode and N1 mode.

During the EPS attach procedure (see 3GPP TS 24.301 [15]) or initia registration procedure (see subclause 5.5.1.2), the
mode for interworking is selected if the UE supports both S1 mode and N1 mode, and the network supports
interworking. The mode for interworking may also be selected during the EPS tracking area updating procedure (see
3GPP TS 24.301 [15]) or registration procedure for mobility and periodic registration update (see subclause 5.5.1.3).

For interworking between E-UTRAN connected to EPC and TNGF or N3IWF connected to 5GCN, the UE shall
operate as specified in either subclause 4.8.2.3 or subclause 4.8.3. Which subclause the UE follows is chosen by the UE
irrespective of the interworking without N26 interface indicator.

4.8.2 Single-registration mode

48.2.1 General

If the UE receives the indication that "interworking without N26 interface not supported” (see 3GPP TS 24.301 [15]),
the UE operates as described in subclause 4.8.2.2.

If the UE receives the indication that "interworking without N26 interface supported” and
a) the UE does not support dual-registration mode; or
b) the UE supporting dual-registration mode determines to operate in single-registration mode,

the UE operates as described in subclause 4.8.2.3.

4.8.2.2 Single-registration mode with N26 interface

See subclause 5.1.4.2 for coordination between 5GMM and EMM and subclause 6.1.4.1 for coordination between
5GSM and ESM.

4.8.2.3 Single-registration mode without N26 interface

48231 Interworking between NG-RAN and E-UTRAN

At inter-system change from N1 mode to S1 mode in EMM-IDLE mode when:
a) the UE supports non-IP PDN type and at least one PDU session of Unstructured PDU session typeis active;
b) the UE supports IPv4 PDN type and at least one PDU session of IPv4 PDU session typeis active;
c) the UE supports IPv6 PDN type and at least one PDU session of |Pv6 PDU session type is active;
d) the UE supports IPv4v6 PDN type and at least one PDU session of |Pv4v6 PDU session type is active; or
€) at least one PDU session of Ethernet PDU session type is active and:

1) the UE supports non-IP PDN type; or
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2) the UE and the network support Ethernet PDN type in S1 mode;
the UE shall proceed asfollows:

a) if the UE supports sending an ATTACH REQUEST message containing a PDN CONNECTIVITY REQUEST
message with request type set to "handover" or "handover of emergency bearer services' to transfer a PDU
session from N1 mode to S1 mode and the UE has received an "interworking without N26 interface supported”
indication from the network, the UE shall:

1) enter substates EMM-DEREGISTERED.NORMAL-SERVICE and 5GMM- DEREGISTERED.NO-CELL -
AVAILABLE for 3GPP access;

2) map the PDU session(s) which the UE intends to transfer to EPS to the default EPS bearer context of the
corresponding PDN connection(s) as specified in subclause 6.1.4.2; and

3) initiate an EPS attach procedure and include in the ATTACH REQUEST message a PDN CONNECTIVITY
REQUEST message with:

- therequest type set to "handover of emergency bearer services' to activate a default EPS bearer context
for an active emergency PDU session, if the session to be transferred is an emergency PDU session; or

- therequest type set to "handover" message to activate a default EPS bearer context for an active non-
emergency PDU session, if the session to be transferred is a non-emergency PDU session. If the selected
PDU session isan MA PDU session established over 3GPP access, the UE shall include the ATSSS
reguest parameter in the Protocol configuration options | E or the Extended protocol configuration options
IE of the ESM INFORMATION RESPONSE message.

After successful completion of the EPS attach procedure, the UE shall reset the registration attempt counter for
3GPP access and the attach attempt counter (see 3GPP TS 24.301 [15]) and attempt to activate each of the other
default EPS bearer contexts, if any, by initiating a stand-alone PDN connectivity procedure with request type set
to "handover" for non-emergency PDU session or "handover of emergency bearer services' for emergency PDU
sessioninthe PDN CONNECTIVITY REQUEST message; and

b) otherwise, enter substates EMM-REGISTERED.NORMAL-SERVICE and 5GMM-REGISTERED.NO-CELL -
AVAILABLE for 3GPP access and initiate a tracking area update procedure (see 3GPP TS 24.301 [15]).

At inter-system change from N1 mode to S1 mode in EMM-IDLE mode when:
a) the UE does not support non-1P PDN type or no PDU session of Unstructured PDU session type is active;
b) the UE does not support IPv4 PDN type or no PDU session of |Pv4 PDU session typeis active;
c) the UE does not support IPv6 PDN type or no PDU session of |Pv6 PDU session typeis active;
d) the UE does not support IPv4ve PDN type or no PDU session of 1Pv4v6 PDU session type is active; and
€) no PDU session of Ethernet PDU session typeis active or:
1) the UE does not support non-1P PDN type; and
2) the UE, the network or both do not support Ethernet PDN typein S1 mode;

the UE shall enter substates EMM-DEREGISTERED.NORMAL-SERVICE and 5GMM-DEREGISTERED.NO-CELL-
AVAILABLE for 3GPP access, and initiate an attach procedure.

At inter-system change from S1 mode to N1 mode in 5GMM-IDLE mode, the UE shall:

a) enter substate 5SGMM-REGISTERED.NORMAL-SERVICE for 3GPP access and substate EMM-
REGISTERED.NO-CELL-AVAILABLE;

b) map the default EPS bearer context(s) of the PDN connection(s) which the UE intends to transfer to 5GS, if any,
to the corresponding PDU session(s) as specified in subclause 6.1.4.2; and

¢) initiate the registration procedure for mobility and periodic registration update over 3GPP access indicating
"mobility registration updating” in the 5GS registration type |E of the REGISTRATION REQUEST message
(see subclause 5.5.1.3).
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After having successfully registered in N1 mode over 3GPP access, the UE shall reset the registration attempt counter
for 3GPP access, and the attach attempt counter or tracking area updating attempt counter (see 3GPP TS 24.301 [15])
and:

a) if the UE supports the PDU session establishment procedure with request type set to "existing PDU session™ or
"existing emergency PDU session” to transfer a PDN connection from S1 mode to N1 mode and the UE has
received an "interworking without N26 interface supported” indication from the network, attempt to transfer the
PDN connection(s) which the UE intends to transfer to 5GS, if any, from S1 mode to N1 mode by:

- if the PDN connection which the UE intends to transfer isa PDN connection for emergency bearer services,
initiating the PDU session establishment procedure with request type set to "existing emergency PDU
session” to transfer the PDN connection for emergency bearer services; and

- if the PDN connection which the UE intends to transfer is a non-emergency PDN connection, initiating the
PDU session establishment procedure with request type set to:

1) "MA PDU request", if the PDN connection to be transferred is a user-plane resource of an MA PDU
session; or

2) "existing PDU session” to transfer the non-emergency PDN connection; and

b) otherwise, establish PDU session(s) corresponding to the PDN connection(s) which the UE intends to transfer to
5GS, if any, by initiating the PDU session establishment procedure with request type set to "initial request".

See subclause 5.1.4.3 for coordination between 5GMM and EMM and subclause 6.1.4.2 for coordination between
5GSM and ESM.

If:
a) the UE hasregistered in neither N1 mode over 3GPP access nor S1 mode yet; and

b) the UE has at least one active PDU session associated with non-3GPP access which the UE intends to transfer to
EPS,

the UE shall initiate an EPS attach procedure and include a PDN CONNECTIVITY REQUEST message with a request
typeinthe ATTACH REQUEST message to activate a default EPS bearer context for one of the active PDU sessions
which the UE intends to transfer to EPS (see 3GPP TS 24.301 [15]). The request typeis set as follows:

- if the PDU session which the UE intends to transfer is a non-emergency PDU session, the request typeis set to
"handover"; and

- if the PDU session which the UE intends to transfer is an emergency PDU session, the request typeis set to
"handover of emergency bearer services' and the default bearer to be activated is the default EPS bearer context
for the emergency PDU session.

NOTE 1: Itisnecessary for the UE to support sending an ATTACH REQUEST message containing a PDN
CONNECTIVITY REQUEST message with request type set to "handover" or "handover of emergency
bearer services' to transfer a PDU session from N1 mode to S1 mode for interworking between TNGF or
N3IWF connected to 5GCN and E-UTRAN.

NOTE 2: The order of PDU sessions to be tranferred to EPS is up to UE implementation.

After successful completion of the EPS attach procedure where the activated default EPS bearer context is not for
emergency service, the UE shall initiate a UE requested PDN connectivity procedure with regquest type set to
"handover" for non-emergency PDU session or "handover of emergency bearer services' for emergency PDU sessionin
the PDN CONNECTIVITY REQUEST message to transfer each of the other PDU sessions which the UE intends to
transfer to EPS, if any.

If:
a) the UE has not registered in N1 mode over non-3GPP access yet; and

b) the UE has at |east one active PDN connection which the UE intends to transfer to TNGF or N3IWF connected
to 5GCN,

the UE shall initiate an initial registration procedure over non-3GPP access (see subclause 5.5.1.2).
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After successful completion of the 5GS initial registration in N1 mode over non-3GPP access, the UE shall initiate a
UE-requested PDU session establishment procedure with a request type to transfer each of the PDN connections which
the UE intends to transfer to TNGF or N3IWF connected to 5GCN, if any. The request typeis set as follows:

- if the PDN connection which the UE intends to transfer isa PDN connection for emergency bearer services, the
request type is set to "existing emergency PDU session” to transfer the PDN connection for emergency bearer
services; and

- if the PDN connection which the UE intends to transfer is a non-emergency PDN connection, the request typeis
set to "existing PDU session” to transfer the non-emergency PDN connection.

NOTE 3: If the UE has no active PDU session associated with non-3GPP access which the UE in N1 mode intends
to transfer to EPS or no active PDN connection associated with 3GPP access which the UE in S1 mode
intends to transfer to TNGF or N3IWF connected to 5GCN, the interworking between TNGF or N3IWF
connected to 5GCN and E-UTRAN is not supported.

See subclause 6.1.4.2 for coordination between 5GSM and ESM.

4.8.3 Dual-registration mode

If both 5GMM and EMM are enabled, a UE, operating in the dual -registration mode shall maintain independent
contexts for 56GMM and EMM and this includes independent lists of equivalent PLMNSs. Coordination between 5GMM
and EMM is not needed, except as specified in the present subclause, subclause 5.1.5 and 5.3.13A.

For dual-registration mode the following applies:

a) aUE operating in the dual-registration mode may register to N1 mode only, S1 mode only, or to both N1 mode
and S1 mode;

b) when the UE decides to operate in dual-registration mode (see subclause 5.5.1.2.4), NAS informs the lower
layers about this;

¢) if aUEisregistered in N1 mode only, then for registration in S1 mode the UE shall use:
1) thesame PLMN to which it isregistered in N1 mode; or
2) anequivaent PLMN; and

d) if aUE isregistered in S1 mode only, then for registration in N1 mode the UE shall use:
1) thesame PLMN to which it isregistered in S1 mode; or
2) anequivalent PLMN.

NOTE 1: Itisup to UE implementation how to handle the case when the UE isregistered in both N1 mode and S1
mode and the PLMNs to which the UE is registered, are not equivalent, e.g. search for aPLMN which is
the same or equivalent to any of the registered ones.

When no PDU session is active and the UE has not registered to S1 mode yet, the UE may initiate the EPS attach
procedure with PDN connection establishment if EMM-REGISTERED without PDN connection is not supported by the
MME. If EMM-REGISTERED without PDN connection is supported by the MME, the UE may initiate either the EPS
attach procedure without PDN connection establishment or the attach procedure with PDN connection establishment.

When at least one PDU session is active and the UE has not registered to S1 mode yet, the UE may initiate the EPS
attach procedure. If necessary, the UE may transfer an active PDU session from N1 mode to S1 mode by initiating the
EPS attach procedure with request type set to "handover" in the PDN CONNECTIVITY REQUEST message. After
successfully attached in S1 mode, if necessary, the UE may transfer other active PDU sessions from N1 mode to S1
mode by initiating the PDN connectivity procedure with request type set to "handover" in the PDN CONNECTIVITY
REQUEST message.

NOTE 2: Itisup to UE implementation to determine which active PDU session is transferred from N1 mode to S1
mode.
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When the UE has not registered to N1 mode, the UE may initiate the initial registration procedure. After successfully
registered in N1 mode, if necessary, the UE may transfer one or more active PDN connections from S1 mode to N1
mode by initiating the PDU session establishment procedure with request type set to "existing PDU session".

NOTE 3: Itisup to UE implementation to determine which active PDN connection is transferred from S1 mode to
N1 mode.

If the MME supports EMM-REGISTERED without PDN connection, the UE that transferred all PDN connections to
the 5GS, may stay in state EMM-REGISTERED. Otherwise, the UE shall enter state EMM-DEREGISTERED upon
transferring all PDN connection to the 5GS.

NOTE 4: When the UE has registered in both N1 mode and S1 mode, it is up to UE implementation to maintain the
registration update to date in both N1 mode and S1 mode.

See subclause 6.1.4 for coordination between 5GSM and ESM.

See subclause 4.8.2.3.2 for interworking between TNGF or N3IWF connected to 5GCN and E-UTRAN.

4.8.4  Core Network selection for UEs not using CloT 5GS optimizations

If the UE is capable of both N1 mode and S1 mode, when the UE needs to use one or more functionalities not supported
in 5GS but supported in EPS and the UE isin 5GMM-IDLE mode, the UE may disable the N1 mode capability for
3GPP access (see subclause 4.9.2).

If the UE is capable of both N1 mode and S1 mode and lower layers provide an indication that the current E-UTRA cell
is connected to both EPC and 5GCN without also providing an indication that a target core network type was received
from the NG-RAN, the UE shall select a core network type (EPC or 5GCN) based on the PLMN selection procedures as
specified in 3GPP TS 23.122 [5] and provide the selected core network type information to the lower layer during the
initial registration procedure.

If the UE is capable of both N1 mode and S1 mode and the lower layers have provided an indication that the current E-
UTRA cell is connected to both EPC and 5GCN and an indication of whether the network supports IMS emergency
services via either EPC or 5GCN or both (see 3GPP TS 36.331 [25A]), the UE selects a core network type (EPC or
5GCN) as specified in 3GPP TS 23.167 [6] annex H.2 for initiating emergency calls when in the state 5GM M-
DEREGISTERED.LIMITED-SERVICE or EMM-DEREGISTERED.LIMITED-SERVICE.

NOTE 1: If the PLMN selection information provisioned in the USIM does not contain any prioritization between
E-UTRAN and NG-RAN for a PLMN, which core network type to select for that PLMN isup to UE
implementation.

If the UE is capable of both N1 mode and S1 mode and lower layers provide an indication that the current E-UTRA cell
is connected to both EPC and 5GCN with:

1) anindication that target core network type EPC was received from the NG-RAN, the UE shall select the EPC
and proceed with the appropriate EMM procedure as specified in 3GPP TS 24.301 [15]; or

2) anindication that target core network type 5GCN was received from the NG-RAN, the UE shall select the 5GCN
and proceed with the appropriate 5GMM procedure.

NOTE 2: The NG-RAN can provide atarget core network type to the UE during RRC connection release with
redirection (see 3GPP TS 36.331 [25A] and 3GPP TS 38.331 [30]).

4.8.4A Core Network selection and redirection for UEs using CloT
optimizations
4.8.4A.1 Core network selection

A UE that supports CloT optimizations performs core network selection (i.e. it selects EPC or 5GCN) if the lower
layers have provided an indication that the current E-UTRA cell is connected to both EPC and 5GCN as specified in
3GPPTS23.501[8].

When selecting a PLMN as described in 3GPP TS 23.122 [5], the UE shall select a core network type (EPC or 5GCN)
based on:
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a) indication from the lower layers about the CloT EPS optimizations supported in EPC;

b) indication from the lower layers about the CIoT 5GS optimizations supported in 5GCN;

c) the CloT EPS optimizations supported by the UE;

d) the CloT 5GS optimizations supported by the UE;

e) the UE'spreferred CloT network behaviour for EPC; and

f) the UE's preferred CloT network behaviour for 5GCN.
The UE shall provide the selected core network type information to the lower layer during theinitial registration
procedure.
4.8.4A.2 Redirection of the UE by the core network

The network that supports CloT optimizations can redirect a UE between EPC and 5GCN as specified in

subclause 5.31.3 of 3GPP TS 23.501 [8]. The network can take into account the UE's N1 mode capability or S1 mode
capability, the CloT network behaviour supported and preferred by the UE or the CloT network behaviour supported by
the network to determine the redirection.

NOTE: Itisassumed that the network would avoid redirecting the UE back and forth between EPC and 5GCN.

The network redirects the UE to EPC by rejecting the registration request or service request with the 5GMM cause #31
"Redirection to EPC required” as specified in subclause 5.5.1.2.5, 5.5.1.3.5 and 5.6.1.5. Upon receipt of reject message,
the UE disables the N1 mode capability for 3GPP access as specified in subclause 4.9.2 and enables the E-UTRA
capability if it was disabled in order to move to EPC.

When there is no ongoing registration procedure or service request procedure for a UE in 5GMM-CONNECTED mode,
if the AMF determines to redirect the UE to EPC, the AMF shall initiate the generic UE configuration update procedure
to indicate registration requested and release of the N1 NAS signalling connection not requested as described in
subclause 5.4.4. The network then redirects the UE to EPC by rejecting the registration request as specified in
subclause 5.5.1.3.5.

The network that supports CloT optimizations can also redirect a UE from EPC to 5GCN as specified in
subclause 5.3.19.2 of 3GPP TS 24.301 [15].

4.9 Disabling and re-enabling of UE's N1 mode capability

49.1 General

The UE shall re-enable the N1 mode capability when the UE powers off and powers on again, the USIM is removed or
an entry of the "list of subscriber data” with the SNPN identity of the SNPN is updated.

4.9.2 Disabling and re-enabling of UE's N1 mode capability for 3GPP
access

The UE shall only disable the N1 mode capability for 3GPP access when in 5GMM-IDLE mode.

When the UE is disabling the N1 mode capability for 3GPP access for aPLMN not due to redirection to EPC, it should
proceed as follows:

a) select an E-UTRA cell connected to EPC of the registered PLMN or aPLMN from the list of equivalent
PLMNs, if the UE supports S1 mode and the UE has not disabled its E-UTRA capability as specified in
3GPP TS 24.301 [15];

b) if an E-UTRA cell connected to EPC of the registered PLMN or aPLMN from the list of equivalent PLMNs
cannot be found, the UE does not support S1 mode or the UE has disabled its E-UTRA capability as specified in
3GPP TS 24.301 [15], the UE may select another RAT of the registered PLMN or aPLMN from the list of
equivalent PLMNs that the UE supports;
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c)

d)

if another RAT of the registered PLMN or aPLMN from the list of equivalent PLMNs cannot be found, then
enter the state 5GMM-REGISTERED.PLMN-SEARCH or 5GMM-DEREGISTERED.PLMN-SEARCH, or the
UE does not have aregistered PLMN, then enter the state 5GMM-DEREGISTERED.PLMN-SEARCH and
perform PLMN selection as specified in 3GPP TS 23.122 [5]. If disabling of the N1 mode capability for 3GPP
access was not due to a UE-initiated de-registration procedure for 5GS services over 3GPP access not due to
switch-off, the UE may re-enable the N1 capability for this PLMN selection. As an implementation option, if the
UE does not have aregistered PLMN, instead of performing PLMN selection, the UE may select another RAT
of the selected PLMN if the UE has chosen a PLMN and the RAT is supported by the UE; or

if no other allowed PLMN and RAT combinations are available, then the UE may re-enable the N1 mode
capability for 3GPP access and indicate to lower layers to remain camped in NG-RAN of the registered PLMN,
and may periodically scan for another PLMN and RAT combination which can provide EPS services or non-EPS
services (if the UE supports EPS services or non-EPS services). How this periodic scanning is done, is UE
implementation dependent.

When the UE is disabling the N1 mode capability for 3GPP access for an SNPN, it should proceed as follows:

a)

b)

enter the state 5SGMM-REGISTERED.PLMN-SEARCH or 5GMM-DEREGISTERED.PLMN-SEARCH and
perform SNPN selection as specified in 3GPP TS 23.122 [5]. If disabling of the N1 mode capability for 3GPP
access was not due to a UE-initiated de-registration procedure for 5GS services over 3GPP access not due to
switch-off, the UE may re-enable the N1 capability for this SNPN selection; or

if no other SNPN is available, then the UE may re-enable the N1 mode capability for 3GPP access and indicate
to lower layers to remain camped in NG-RAN of the registered SNPN.

When the UE is disabling the N1 mode capability upon receiving cause value #31 "Redirection to EPC required" as
specified in subclauses 5.5.1.2.5, 5.5.1.3.5 and 5.6.1.5, it should proceed as follows:

a)

If the UE isin NB-N1 mode:

1) if lower layers do not provide an indication that the current E-UTRA cell is connected to EPC or lower layers
do not provide an indication that the current E-UTRA cell supports CloT EPS optimizations that are
supported by the UE, search for a suitable NB-10T cell connected to EPC according to
3GPP TS 36.304 [25C];

2) if lower layers provide an indication that the current E-UTRA cell is connected to EPC and the current E-
UTRA cell supports CloT EPS optimizations that are supported by the UE, perform a core network selection
to select EPC as specified in subclause 4.8.4A.1; or

3) if lower layers cannot find a suitable NB-10T cell connected to EPC or there is no suitable NB-1oT cell
connected to EPC which supports CloT EPS optimizations that are supported by the UE, the UE, asan
implementation option, may indicate to lower layers to remain camped in E-UTRA cell connected to 5GCN,
may then start an implementation-specific timer and enter the state 5SGMM-REGISTERED.LIMITED-
SERVICE. The UE may may re-enable the N1 mode capability for 3GPP access at expiry of the
implementation-specific timer, if the timer had been started, and may then proceed with the appropriate
5GMM procedure.

b) If the UE isin WB-N1 mode:

1) if lower layers do not provide an indication that the current E-UTRA cell is connected to EPC or lower layers
do not provide an indication that the current E-UTRA cell supports CloT EPS optimizations that are
supported by the UE, search for a suitable E-UTRA cell connected to EPC according to
3GPP TS 36.304 [25C];

2) if lower layers provide an indication that the current E-UTRA cell is connected to EPC and the current E-
UTRA cell supports CloT EPS optimizations that are supported by the UE, then perform a core network
selection to select EPC as specified in subclause 4.8.4A.1; or

3) if lower layers cannot find a suitable E-UTRA cell connected to EPC or there is no suitable E-UTRA cell
connected to EPC which supports CloT EPS optimizations that are supported by the UE, the UE, asan
implementation option, may indicate to lower layers to remain camped in E-UTRA cell connected to 5GCN,
may then start an implementation-specific timer and enter the state SGMM-REGISTERED.LIMITED-
SERVICE. The UE may re-enable the N1 mode capability for 3GPP access at expiry of the implementation-
specific timer, if the timer had been started, and may then proceed with the appropriate 5GMM procedure.
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When the UE supporting both N1 mode and S1 mode needs to stay in E-UTRA connected to EPC (e.g. due to the
domain selection for UE originating sessions as specified in subclause 4.3.2), in order to prevent unintentional handover
or cell reselection from E-UTRA connected to EPC to NG-RAN connected to 5GCN, the UE operating in single-
registration mode shall disable the N1 mode capability for 3GPP access and:

a) shall set the N1mode bit to "N1 mode for 3GPP access not supported” in the UE network capability |1E (see
3GPP TS 24.301 [15]) of the ATTACH REQUEST message and the TRACKING AREA UPDATE REQUEST
message in EPC; and

b) the UE NAS layer shall indicate the access stratum layer(s) of disabling of the N1 mode capability for 3GPP
access.

If the UE isrequired to disable the N1 mode capability for 3GPP access and select E-UTRA or another RAT, and the
UE isin the 5GMM-CONNECTED mode,

- if the UE has a persistent PDU session, then the UE waits until the radio bearer associated with the persistent
PDU session has been released,;

- otherwise the UE shall locally release the established NAS signalling connection;
and enter the 5SGMM-IDLE mode before selecting E-UTRA or another RAT.

If the UE is disabling its N1 mode capability for 3GPP access before selecting E-UTRA or another RAT, the UE shall
not perform the UE-initiated de-registration procedure of subclause 5.5.2.2.

The UE shall re-enable the N1 mode capability for 3GPP access when the UE performs PLMN or SNPN selection over
3GPP access, unless

- disabling of the N1 mode capability for 3GPP access was due to a UE-initiated de-registration procedure for 5GS
services over 3GPP access not due to switch-off; or

- the UE has already re-enabled the N1 mode capability for 3GPP access when performing items c) or d) above.

If the disabling of N1 mode capability for 3GPP access was due to IMS voice is hot available over 3GPP access and the
UE's usage setting is "voice centric”, the UE shall re-enable the N1 mode capability for 3GPP access when the UE's
usage setting is changed from "voice centric" to "data centric”, as specified in subclauses 4.3.3.

The UE should memorize the identity of the PLMN or SNPN where N1 mode capability for 3GPP access was disabled
and should use that stored information in subsequent PLMN or SNPN selections as specified in 3GPP TS 23.122 [5].

If the disabling of N1 mode capability for 3GPP access was due to successful completion of an emergency services
fallback, the criteria to enable the N1 mode capability again are UE implementation specific.

The UE shall disable the N1 mode capability for 3GPP access if requested by the upper layers (e.g. see

subclause U.2.2.6.4 in 3GPP TS 24.229 [14]). If the UE disabled the N1 mode capability for 3GPP access based on the
request from the upper layers (e.g. see subclause U.2.2.6.4 in 3GPP TS 24.229 [14]), the criteriato re-enable the N1
mode capability for 3GPP access after the completion of an emergency service are UE implementation specific.

If the N1 mode capability for 3GPP access was disabled due to the UE initiated de-registration procedure for 3GPP
access or for 3GPP access and non-3GPP access and the UE is operating in single-registration mode (see
subclause 5.5.2.2.3), upon request of the upper layersto re-register for 5GS services over 3GPP access the UE shall
enable the N1 mode capability for 3GPP access again.

As an implementation option, the UE may start atimer for enabling the N1 mode capability for 3GPP access when the
UE's registration attempt counter reaches 5 and the UE disables the N1 mode capability for 3GPP access for cases
described in subclauses 5.5.1.2.7 and 5.5.1.3.7. The UE should memorize the identity of the PLMNs where N1 mode
capability for 3GPP access was disabled. On expiry of thistimer:

- ifthe UEisin lu mode or A/Gb mode and isin idle mode as specified in 3GPP TS 24.008 [13] on expiry of the
timer, the UE should enable the N1 mode capability for 3GPP access,

- if the UEisin lu mode and a PS signalling connection exists, but no RR connection exists, the UE may abort the
PS signalling connection before enabling the N1 mode capability for 3GPP access; and

- ifthe UEisin S1 mode and isin EMM-IDLE mode as specified in 3GPP TS 24.301 [15], on expiry of the timer,
the UE should enable the N1 mode capability for 3GPP access.
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If the UE isin lu mode or A/Gb mode and an RR connection exists, the UE should delay enabling the N1 mode
capability for 3GPP access until the RR connection isreleased. If the UE isin S1 mode and isin EMM-CONNECTED
mode as specified in 3GPP TS 24.301 [15], the UE should delay enabling the N1 mode capability for 3GPP access until
the NAS signalling connection in S1 mode is released.

The UE may disable the N1 mode capability for currently camped PLMN or SNPN over 3GPP access (see
3GPP TS 23.122 [5]) if no network dlice is available for the camped PLMN or SNPN.

If the UE attempts to establish an emergency PDU session in a PLMN where N1 mode capability was disabled due to
the UE's registration attempt counter have reached 5, the UE may enable N1 mode capability for that PLMN memorized
by the UE.

NOTE: If N1 mode capability is disabled due to the UE's registration attempt counter reaches 5, the value of the
timer for re-enabling N1 mode capability is recommended to be the same as the value of T3502 which
follows the handling specified in subclause 5.3.8.

4.9.3 Disabling and re-enabling of UE's N1 mode capability for non-3GPP
access

When the UE disables the N1 mode capability for non-3GPP access, the UE NAS layer shall not initiate any 5GS NAS
procedures towards the network over non-3GPP access.

When the UE supporting both N1 mode and S1 mode needs to stay in non-3GPP access connected to EPC (e.g. dueto
the domain selection for UE originating sessions as specified in subclause 4.3.2), in order to prevent unintentional
selection of a non-3GPP access network connected to 5GCN, the UE operating in single-registration mode shall not
transfer any PDN connection to a non-3GPP access network connected to the 5GCN.

If the disabling of N1 mode capability for non-3GPP access was due to IMS voice is not available over non-3GPP
access in 5GS and the UE's usage setting is "voice centric”, the UE shall re-enable the N1 mode capability for non-
3GPP access when the UE's usage setting is changed from "voice centric" to "data centric" as specified in
subclauses 4.3.3.

The UE shall re-enable the N1 mode capability for non-3GPP access when a new PLMN or SNPN is selected over non-
3GPP access.

NOTE: InSNPN, the term "UE's N1 mode capability for non-3GPP access' in this subclause refers to the UE's
N1 mode capability to access SNPN servicesviaa PLMN.

The UE may disable the N1 mode capability for the currently camped PLMN or SNPN over non-3GPP accessif no
network slice isavailable for the camped PLMN or SNPN.

As an implementation option, the UE may start atimer for re-enabling the N1 mode capability for non-3GPP access,
after the N1 mode capability for non-3GPP access was disabled. On the expiry of this timer, the UE should re-enable
the N1 mode capability for non-3GPP access.

4.10 Interworking with ePDG connected to EPC

In order to interwork with ePDG connected to EPC, the UE shall operate as specified in either subclause 4.8.2.3 or
subclause 4.8.3. Which subclause the UE follows is chosen by the UE irrespective of the interworking without N26
interface indicator.

The UE shall not attempt to transfer PDU sessions with PDU session type "Ethernet” or "Unstructured” to an ePDG
connected to EPC.

NOTE: PDU sessionswith PDU session type "Ethernet" or "Unstructured” cannot be transferred to an ePDG
connected to EPC because PDN connections with PDN type "non-I1P* or PDN type "Ethernet" are not
supported over ePDG connected to EPC.
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4.11  UE configuration parameter updates

The5GSinaPLMN supports updating UE parameters viaNAS signalling. The feature enables the HPLMN to securely
and dynamically re-configure the UE configuration parameters stored on the USIM and the ME.

- Inthisrelease of the specification, updates of the following USIM configuration parameters are supported:
- routing indicator.

- Inthisrelease of specification, updates of the following ME configuration parameters are supported:
- default configured NSSAL.
- disaster roaming information.

The 5GS in an SNPN supports updating UE parameters via NAS signalling. The feature enables the SNPN to securely
and dynamically re-configure the UE configuration parameter stored on the USIM if the UE used the USIM for
registration to the SNPN.

- Inthisrelease of the specification, updates of the following USIM configuration parameters are supported:
- routing indicator.

- Inthisrelease of specification, updates of the following ME configuration parameters are supported:
- routing indicator.
- default configured NSSAL.

The update of UE configuration parameters is initiated by the network using the network-initiated downlink NAS
transport procedure as described in subclause 5.4.5.3. The ME acknowledgement of successful reception of the updated
UE configuration parameter information is sent back to the network using the UE-initiated uplink NAS transport
procedure as described in subclause 5.4.5.2.

4.12  Access traffic steering, switching and splitting (ATSSS)

The ATSSS feature is an optional feature that may be supported by the UE and the 5GCN.

The ATSSS feature enables a multi-access PDU connectivity service, which can exchange PDUs between the UE and a
data network by simultaneously using one 3GPP access network and one non-3GPP access network. The multi-access
PDU connectivity serviceisrealized by establishing a multi-access PDU session, i.e. a PDU session that can have user-
plane resources on two access networks.

NOTE: MA PDU sessionisnot applicable for CloT 5GS optimization in this release of specification.

The UE can request an MA PDU session when the UE is registered via both 3GPP and non-3GPP accesses, or when the
UE isregistered via one access only. The MA PDU session management is performed based on the PDU session
management procedures.

The detailed description of the procedures for ATSSS between the UE and the network across one 3GPP access
network and one non-3GPP access network are specified in 3GPP TS 24.193 [13B].

4.13  Support of NAS signalling using wireline access network

A 5G-RG, a W-AGF acting on behalf of an FN-RG or a W-AGF acting on behalf of an N5SGC device can use wireline
access network to access the 5GCN by using NAS signalling procedures as described in 3GPP TS 23.501 [8],
3GPP TS 23.502[9] and 3GPP TS 23.316 [6D].

Wireline access is atype of hon-3GPP access.

A 5G-RG simultaneously connected to the same 5GCN of a PLMN over a 3GPP access and awireline accessis
connected to asingle AMF.
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5G-RG maintains the N1 NAS signalling connection with the AMF over the wireline access network after all the PDU
sessions for the 5G-RG over that access have been released or handed over to 3GPP access.

The 5G-RG connected to 5GCN via NG-RAN is specified in 3GPP TS 23.316 [6D].

When accessing the 5GCN over 3GPP access, in addition to requirements specified for the 5G-RG in the present
document, the 5G-RG shall aso perform requirements specified in the present document for a UE accessing 5GCN over
3GPP access. When accessing the 5GCN over wireline access, in addition to requirements specified for the 5G-RG in
the present document, the 5G-RG shall also perform requirements specified in the present document for a UE accessing
5GCN over non-3GPP access. If arequirement specified for the 5G-RG in the present document contradicts a
requirement specified for the UE in the present document, the 5G-RG shall perform the requirement specified in the
present document for the 5G-RG.

For the scenario of FN-RG, which does not support N1 mode, the W-AGF acting on behalf of the FN-RG exchanges
NAS signalling messages with an AMF.

For the scenario of N5SGC device, which does not support N1 mode, the W-AGF acting on behalf of the NSGC device
exchanges NAS signalling messages with an AMF.

In addition to requirements specified for the W-AGF acting on behalf of the FN-RG (or on behalf of the NSGC device)
in the present document, the W-AGF acting on behalf of the FN-RG (or on behalf of the NSGC device) shall also
perform requirements specified in the present document for a UE accessing 5GCN over non-3GPP access. If a
requirement specified for the W-AGF acting on behalf of the FN-RG (or on behalf of the NSGC device) in the present
document contradicts a requirement specified for the UE in the present document, the W-AGF acting on behalf of the
FN-RG (or on behalf of the NSGC device) shall perform requirement specified in the present document for the W-AGF
acting on behalf of the FN-RG (or on behalf of the NSGC device).

The PDU session authentication and authorization procedure is not supported in a PDU session established by the W-
AGF acting on behalf of the FN-RG or on behalf of the NSGC device.

The W-AGF acting on behalf of the NSGC device requests the establishment of a PDU Session on behalf of the N5SGC
device upon registration. Only one PDU session per N5GC device is supported.

A 5G-RG or an FN-RG provide a non-3GPP access network to UEs. A UE connected to a non-3GPP access network
provided by the 5G-RG or the FN-RG can access to the 5GCN via the N3IWF or viathe TNGF as described in
3GPP TS 23.316 [6D].

The 5G-RG or the W-AGF acting on behalf of the FN-RG shall indicate "ANDSP not supported by the UE" in the UE
policy classmark |E during the UE-initiated UE state indication procedure as specified in subclause D.2.2.

4.14  Non-public network

4.14.1 General

Two types of NPN can be deployed using 5GS: SNPN (see subclause 4.14.2) and PNI-NPN (see subclause 4.14.3).

4.14.2 Stand-alone non-public network

If the UE isnot SNPN enabled, the UE is always considered to be not operating in SNPN access operation mode. If the
UE is SNPN enabled, the UE can operate in SNPN access operation mode. Details of activation and deactivation of
SNPN access operation mode at the SNPN enabled UE are up to UE implementation.

The functions and procedures of NAS described in the present document are applicable to an SNPN and an SNPN
enabled UE unlessindicated otherwise. The key differences brought by the SNPN to the NAS layer are as follows:

a) instead of the PLMN selection process, the SNPN selection processis performed by a UE operating in SNPN
access operation mode (see 3GPP TS 23.122 [5] for further details on the SNPN selection);

b) a"permanently forbidden SNPNs' list and a"temporarily forbidden SNPNs' list are managed per access type
independently (i.e. 3GPP access or non-3GPP access) and, if the UE supports accessto an SNPN using
credentials from a credentials holder, per entry of the "list of subscriber data" or the PLMN subscription, by a
UE operating in SNPN access operation mode instead of forbidden PLMN lists. If the UE supports onboarding
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servicesin SNPN, an additional "permanently forbidden SNPNs" list for onboarding services and an additional
"temporarily forbidden SNPNs' list for onboarding services are managed;

C) inter-system change to and from S1 mode is not supported;
d) void;

€) CAG isnot supported in SNPN access operation mode;

f) with respect to the 5GMM cause val ues:

1) 5GMM cause values #74 "Temporarily not authorized for this SNPN" and #75 " Permanently not authorized
for this SNPN" are supported whereas these 56GMM cause values cannot be used in aPLMN; and

2) 5GMM cause values#11 "PLMN not allowed", #31 "Redirection to EPC required”, #73 " Serving network
not authorized", and #76 "Not authorized for this CAG or authorized for CAG cells only” are not supported
whereas these 5GMM cause values can be used in a PLMN;

NOTE 1: The network does not send 5GMM cause value #13 to the UE operating in SNPN access operation mode
in this release of specification.

g) alist of "5GS forbidden tracking areas for roaming" and alist of "5GS forbidden tracking areas for regional
provision of service" are managed per SNPN and, if the UE supports access to an SNPN using credentials from a
credentials holder, entry of the "list of subscriber data' or PLMN subscription (see 3GPP TS 23.122 [5]);

h) when accessing SNPN servicesviaa PLMN using 3GPP access, access to 5GCN of the SNPN is performed
using 5GMM procedures for non-3GPP access, 5GMM parameters for non-3GPP access, the UE is performing
access to SNPN over non-3GPP access and the UE is not operating in SNPN access mode over 3GPP access.
When accessing PLMN services viaa SNPN using 3GPP access, access to 5GCN of the PLMN is performed
using 5GMM procedures for non-3GPP access, 5GMM parameters for non-3GPP access, the UE is not
performing access to SNPN over non-3GPP access, and the UE is operating in SNPN access mode over 3GPP
access. From the UE's NAS perspective, accessing PLMN services viaan SNPN and accessing SNPN services
viaaPLMN are treated as untrusted non-3GPP access. If the UE is accessing the PLMN using non-3GPP access,
the access to 5GCN of the SNPN viaPLMN is not specified in this release of the specification .

Emergency services are not supported in an SNPN when a UE accesses SNPN servicesviaa PLMN;

NOTE 2: Theterm "non-3GPP access’ in an SNPN refers to the case where the UE is accessing SNPN servicesvia
aPLMN.

i) when registered to an SNPN, the UE shall use only the UE policies provided by the registered SNPN;
j) equivalent SNPN is not supported,;

k) void;

[) void;

m) UE mobility between SNPNsin 5GMM-CONNECTED mode is not supported, UE mobility between SNPNsin
5GMM-IDLE mode is supported when the UE supports access to an SNPN using credentials from a credentials
holder, and UE mobility between an SNPN and a PLMN is not supported;

n) CloT 5GS optimizations are not supported;

0) accessing SNPN services using non-3GPP access is ot supported, except when accessing SNPN servicesviaa
PLMN using 3GPP access as specified initem h;

p) when registering or registered to an SNPN, the UE shall handle the 5GS mobile identity as described in
subclause 5.5.1.2.2;

g) when registering or registered to an SNPN, the UE shall only consider:

1) alast visited registered TAI visited in the same SNPN as an available last visited registered TAI; or
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2) alast visited registered TAI visited using the same entry of the "list of subscriber data" or the same PLMN
subscription as an available last visited registered TAl, if the UE supports access to an SNPN using
credentials from a credentials holder;

NOTE 3: If thelast visited registered TAI is assigned by an SNPN other than the current SNPN, the serving AMF
can determine the SNPN assigning the last visited registered TAI using the NID provided by the UE.

r) emergency service fallback is not supported;

s) when registering or registered for onboarding servicesin SNPN, the UE shall not provide the requested NSSAI
to the network;

s1) when performing initial registration for onboarding servicesin SNPN, the UE shall set the 5GS registration type
value to "SNPN onboarding registration”;

t) when registering or registered for onboarding servicesin SNPN, the AMF shall not provide the configured
NSSAI, the allowed NSSAI or the rejected NSSAI to the UE, shall use the S-NSSAI included in the AMF
onboarding configuration data for onboarding servicesin SNPN and shall not perform NSSAA procedure for S-
NSSAI used for onboarding servicesin SNPN;

u) the UE can access an SNPN indicating that onboarding is allowed using default UE credentials for primary
authentication in order for the UE to be configured with one or more entries of the "list of subscriber data";

x) eCall over IMSis not supported in SNPN access operation mode and the UE ignores any USIM configuration
for eCall only mode;

y) when registering or registered for onboarding servicesin SNPN, the AMF shall store in the 5GMM context of
the UE anindication that the UE is registered for onboarding servicesin SNPN;

z) aUE with multiple valid entries of "list of subscriber data”, or one or more valid USIMs and one or more valid
entries of "list of subscriber data’, capable of initiating and maintaining simultaneous separate registration states
over 3GPP access with PLMN(s) or SNPN(s), using identities and credentials associated with those entries of
"list of subscriber data", or USIMs and entries of "list of subscriber data’, and supporting one or more of the N1
NAS signalling connection release, the paging indication for voice services, the reject paging request, the paging
restriction and the paging timing collision control may use procedures defined for MUSIM UE, even if the UE
does not include multiple valid USIMs;

za) when the UE is registering or registered for onboarding servicesin SNPN, the network slice admission control is
not performed; and

NOTE 4: If the network determines that the UE cannot register to the onboarding SNPN due to lack of resources
for the network slice used for onboarding, the AMF can reject the UE with 5GMM cause #22
"congestion”.

v) proximity based services (5G ProSe as specified in 3GPP TS 24.554 [19E]) are not supported.

4.14.3 Public network integrated non-public network (PNI-NPN)

A PNI-NPN is made available by means of e.g. dedicated DNNs or by one or more S-NSSAls allocated for it. A CAG
can be optionally used in order to prevent UES not allowed to access a PNI-NPN from accessing the PNI-NPN. The key
enablersfor the CAG in the NAS layer are asfollows:

a) CAG selection (see 3GPP TS 23.122 [5]); and

b) provisioning of a"CAG information list" as specified in 3GPP TS 23.122 [5], from network to UE viathe
generic UE configuration update procedure, the registration procedure, the service request procedure, and the
network-initiated de-registration procedure.

The"CAG information list" provisioned by the network, if available, is stored in the non-volatile memory in the ME as
specified in annex C. The "CAG information list" stored in the ME is kept when the UE enters 5GMM-
DEREGISTERED state. Annex C specifies condition under which the "CAG information list" stored inthe ME is
deleted. Additionally, when aUSIM isinserted, if:

- no"CAG information list" is stored in the non-volatile memory of the ME; or
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- the SUPI from the USIM does not match the SUPI stored together with the "CAG information list" in the non-
volatile memory of the ME;

and the UE hasa"CAG information list" stored in the USIM (see 3GPP TS 31.102 [22]), the UE shall storethe "CAG
information list" from the USIM into the ME, as specified in annex C. The "Allowed CAG list" included in the entry for
the HPLMN or EHPLMN in"CAG information list" stored in the USIM can contain arange of CAG-1Ds.

The UE supporting CAG may perform the initial registration for emergency services viaanon-CAG cell inaPLMN for
which the UE has an "indication that the UE is only allowed to access 5GS via CAG cells’ or viaa CAG cell that isnot
included in the "Allowed CAG list" (see 3GPP TS 23.122 [5]) for the selected PLMN. If a UE supporting CAG having
an emergency PDU session is camping on:

a) aCAG cell and none of the CAG-IDs of the CAG cell areincluded in the "Allowed CAG list" for the current
PLMN in the UE's subscription; or

b) anon-CAG cell inaPLMN for which the UE's subscription contains an "indication that the UE is only allowed
to access 5GS via CAG cdlls’;

the AMF shall behave as specified in subclause 5.4.4.2,5.5.1.3.4 or 5.6.1.4.1.

NOTE: Theemergency servicesinaPLMN for which the UE's subscription contains an "indication that the UE is
only allowed to access 5GS via CAG cells' can be subject to local regulation.

Proximity based services (5G ProSe as specified in 3GPP TS 24.554 [19E]) are not supported in this release of the
specification when a UE is camping on a CAG cell.

4.15  Time synchronization and time sensitive communication

4.15.1 General
A 5GS can support time synchronization and TSC (see 3GPP TS 23.501 [8], 3GPP TS 23.502 [9], and

3GPP TS 23.503 [10]). The clause describes NA S-specific aspects of the 5GS features to support time synchronization
and TSC. Interworking with EPS is not supported for a PDU session for time synchronization or TSC.

4.15.2 Void
41521  Void
41522  Void

4.15.2.3 Void

4.15.3 Time synchronization

Two types of synchronization processes are supported by the 5GS: 5GS synchronization and (g)PTP domain
synchronization (see 3GPP TS 23.501 [8]).

For 5GS synchronization, the lower layers provide the 5G internal system clock signalled viathe NG-RAN (see
3GPP TS 38.331[30]) and the UE forwards the 5G internal system clock to the DS-TT(s).

For (g)PTP domain synchronization, the UE supports forwarding (g)PTP messages (see 3GPP TS 23.501 [8],
3GPP TS 23.502[9], and 3GPP TS 24.535 [19A]). For al (g)PTP domains associated with a PDU session:

a) if the UE receives (g)PTP message viathe PDU session, the UE forwards the (g)PTP messagesto the DS-TT
associated with the PDU session; or

b) if the UE receives (g)PTP messages from the DS-TT associated with the PDU session, the UE forwards the
(g)PTP messages via the PDU session.
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4.15.4 User plane node management

A 5G system (5GS) can act as a user plane node of an external network (e.g. IEEE TSN bridge) or a 5GS can be
independently used to enable TSC. For these purposes, information available at a UE is provided to the network and
port management information containers are exchanged between aDS-TT and a TSN AF or aTSCTSF (see

3GPP TS 24.539 [19BA]).

During a UE-requested PDU session establishment procedure, if the UE supports transfer of port management
information containers, then the UE indicates that transfer of port management information container is supported and
the UE providesa DS-TT Ethernet port MAC address (if the PDU session type is Ethernet), port management
information container, and a UE-DS-TT residence time (if available) to the network (see subclause 6.4.1.2).

Once the UE has successfully established a PDU session and the UE hasindicated that transfer of port management
information container is supported during the UE-requested PDU session establishment procedure (see

subclause 6.4.1.2), then port management information containers are exchanged via a UE-requested PDU session
modification procedure and a network-requested PDU session modification procedure (see subclauses 6.3.2 and 6.4.2).
The UE receiving a port management information container from the network shall forward the port management
information container to the DS-TT. The SMF receiving a port management information container from the UE shall
operate as described in 3GPP TS 23.502 [9].

4.16  UE radio capability signalling optimisation

UE radio capability signalling optimisation (RACS) is afeature that is optional at both the UE and the network and
which aims to optimise the transmission of UE radio capability over the radio interface (see 3GPP TS 23.501 [8]).
RACS works by assigning an identifier to represent a set of UE radio capabilities. Thisidentifier is called the UE radio
capability ID. A UE radio capability ID can be either manufacturer-assigned or network-assigned. The UE radio
capability ID is an aternative to the signalling of the radio capabilities container over the radio interface.

In thisrelease of the specification, RACS is applicable to neither NB-N1 mode nor non-3GPP access.
If the UE supports RACS:

a) the UE shall indicate support for RACS by setting the RACS bit to "RACS supported” in the 5GMM capability
|E of the REGISTRATION REQUEST message;

b) if the UE performs aregistration procedure for initia registration and the UE has an applicable UE radio
capability 1D for the current UE radio configuration in the selected network, the UE shall include the UE radio
capability 1D in the UE radio capability ID |IE as a non-cleartext |E in the REGISTRATION REQUEST
message. |f both a network-assigned UE radio capability ID and a manufacturer-assigned UE Radio Capability
ID are applicable, the UE shall include the network-assigned UE radio capability ID in the REGISTRATION
REQUEST message,

¢) if theradio configuration at the UE changes (for instance because the UE has disabled a specific radio capability)
then:

1) if the UE has an applicable UE radio capability 1D for the new UE radio configuration, the UE shall initiate a
registration procedure for mobility and periodic registration update. The UE shall include the applicable UE
radio capability ID in the UE radio capability ID IE of the REGISTRATION REQUEST message and shall
include the 5GS update type | E in the REGISTRATION REQUEST message with the NG-RAN-RCU bit set
to "UE radio capability update needed". If both a network-assigned UE radio capability ID and a
manufacturer-assigned UE Radio Capability ID are applicable, the UE shall include the network-assigned UE
radio capability ID in the REGISTRATION REQUEST message; and

2) if the UE does not have an applicable UE radio capability ID for the new UE radio configuration, the UE
shall initiate a registration procedure for mobility and periodic registration update and include the 5GS
update type |IE in the REGISTRATION REQUEST message with the NG-RAN-RCU bit set to "UE radio
capability update needed";

NOTE: Performing the registration procedure for mobility and periodic registration update and including the 5GS
update type IE in the REGISTRATION REQUEST message with the NG-RAN-RCU hit set to "UE radio
capability update needed" without a UE radio capability ID included in the REGISTRATION REQUEST
message can trigger the network to assign a new UE radio capability ID to the UE.
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d) upon receiving a network-assigned UE radio capability ID in the REGISTRATION ACCEPT message or the
CONFIGURATION UPDATE COMMAND message, the UE shall store the network-assigned UE radio
capability ID and the PLMN ID or SNPN identity of the serving network and, if the UE supports access to an
SNPN using credentials from a credentials holder, the selected entry of the "list of subscriber data" or the
selected PLMN subscription along with a mapping to the current UE radio configuration in its non-volatile
memory as specified in annex C. The UE shall be able to store at least the last 16 received network-assigned UE
radio capability |Ds with the associated PLMN ID or SNPN identity and, if the UE supports access to an SNPN
using credentials from a credentials holder, the selected entry of the "list of subscriber data" or the selected
PLMN subscription and the mapping to the corresponding UE radio configuration;

€) the UE shall not use a network-assigned UE radio capability 1D assigned by a PLMN in PLMNs equivalent to
the PLMN which assigned it;

f) upon receiving a UE radio capability ID deletion indication | E set to "Network-assigned UE radio capability IDs
deletion requested"” in the REGISTRATION ACCEPT message or the CONFIGURATION UPDATE
COMMAND message, the UE shall delete all network-assigned UE radio capability |Ds stored at the UE for the
serving network, initiate aregistration procedure for mobility and periodic registration update and include an
applicable manufacturer-assigned UE radio capability ID for the current UE radio configuration, if available at
the UE, in the UE radio capability ID |E of the REGISTRATION REQUEST message; and

g) if the UE performs aregistration procedure for mobility and periodic registration update due to entering a
tracking areathat is not in the list of tracking areas that the UE previoudly registered in the AMF and the UE has
an applicable UE radio capability ID for the current UE radio configuration in the selected network, the UE shall
include the UE radio capability ID in the UE radio capability ID |E as anon-cleartext |E in the
REGISTRATION REQUEST message. If both a network-assigned UE radio capability ID and a manufacturer-
assigned UE Radio Capability ID are applicable, the UE shall include the network-assigned UE radio capability
ID inthe REGISTRATION REQUEST message.

If the network supports RACS:

a) the network may assign a network-assigned UE radio capability 1D to a UE which supports RACS by including a
UE radio capability ID IE in the REGISTRATION ACCEPT message or in the CONFIGURATION UPDATE
COMMAND message;

b) the network may trigger the UE to delete all network-assigned UE radio capability IDs stored at the UE for the
serving network by including a UE radio capability ID deletion indication | E set to "Network-assigned UE radio
capability IDs deletion requested” in the REGISTRATION ACCEPT message or in the CONFIGURATION
UPDATE COMMAND message; and

c) thenetwork may send an IDENTITY REQUEST message to the UE that supports RACS to retrieve the PEI, if
not available in the network.

4.17  5GS mobility management in NB-N1 mode

A UE in NB-N1 mode (see 3GPP TS 36.331 [25A]) shall calculate the value of the applicable NAS timer indicated in
table 10.2.1 plus 240s.

The timer value obtained is used as described in the appropriate procedure subclause of this specification. The NAS
timer value shall be calculated at start of a NAS procedure and shall not re-calculate the use of the NAS timer value
until the NAS procedure is compl eted, restarted or aborted.

When an AMF that supports NB-N1 mode performs NAS signalling with a UE, which is using NB-N1 mode, the AMF
shall calculate the value of the applicable NAS timer indicated in table 10.2.2 plus 240s.

The timer value obtained is used as described in the appropriate procedure subclause of this specification. The NAS
timer value shall be calculated at start of a NAS procedure and shall not re-calculate the use of the NAS timer value
until the NAS procedure is completed, restarted or aborted.

4.18 5GS session management in NB-N1 mode

A UE in NB-N1 mode (see 3GPP TS 36.331 [25A]) shall calculate the value of the applicable NAS timer indicated in
table 10.3.1 plus 180s.
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The timer value obtained is used as described in the appropriate procedure subclause of this specification. The NAS
timer value shall be calculated at start of a NAS procedure and shall not re-calculate the use of the NAS timer value
until the NAS procedure is completed, restarted or aborted.

When an SMF that supports NB-N1 mode performs NAS signalling with a UE, which is using NB-N1 mode, the SMF
shall calculate the value of the applicable NAS timer indicated in table 10.3.2 plus 180s.

The timer value obtained is used as described in the appropriate procedure subclause of this specification. The NAS
timer value shall be calculated at start of a NAS procedure and shall not re-calculate the use of the NAS timer value
until the NAS procedure is completed, restarted or aborted.

4.19 5GS mobility management in WB-N1 mode for loT

In WB-N1 mode, a UE operating in category CE can operate in either CE mode A or CE mode B (see
3GPP TS 36.306 [25D]). If a UE that supports CE mode B and operates in WB-N1 mode, the UE's usage setting is not
set to "voice centric” (see 3GPP TS 23.501 [8]), and:

a) theuse of enhanced coverage is not restricted by the network; or
b) CE mode B is not restricted by the network (see 3GPP TS 23.501 [8));
the UE shall apply the value of the applicable NAS timer indicated in table 10.2.1 for WB-N1/CE mode.

A UE that supports CE mode B and operatesin WB-N1 mode shall not apply the value of the applicable NAS timer
indicated in table 10.2.1 for WB-N1/CE mode before receiving an indication from the network that the use of enhanced
coverage is not restricted, or CE mode B is not restricted, as described in this subclause.

The NAS timer value obtained is used as described in the appropriate procedure subclause of this specification. The
NAS timer value shall be calculated at start of a NAS procedure, and shall not be re-calculated until the NAS procedure
is completed, restarted or aborted.

The support of CE mode B by a UE isindicated to the AMF by lower layers and shall be stored by the AMF. When an
AMF that supports WB-N1 mode performs NAS signalling with a UE, which supports CE mode B and operatesin WB-
N1 mode, the UE's usage setting is not set to "voice centric" (see 3GPP TS 23.501 [8]) and the AMF determines that:

a) theuse of enhanced coverage is not restricted for the UE; or
b) CE mode B isnot restricted for the UE (see 3GPP TS 23.501 [8]);
the AMF shall calculate the value of the applicable NAS timer indicated in table 10.2.2 for WB-N1/CE mode.

The NAS timer value obtained is used as described in the appropriate procedure subclause of this specification. The
NAS timer value shall be calculated at start of a NAS procedure and shall not be re-calculated until the NAS procedure
is completed, restarted or aborted.

4.20 5GS session management in WB-N1 mode for IoT

In WB-N1 mode, a UE operating in category CE can operate in either CE mode A or CE mode B (see
3GPP TS 36.306 [25D]). If a UE that supports CE mode B and operatesin WB-N1 mode and the UE's usage setting is
not set to "voice centric” (see 3GPP TS 23.501 [8]), and:

a) theuse of enhanced coverage is not restricted by the network; or
b) CE mode B is not restricted by the network (see 3GPP TS 23.501 [8));
the UE shall apply the value of the applicable NAS timer indicated in table 10.3.1 for WB-N1/CE mode.

A UE that supports CE mode B and operatesin WB-N1 mode shall not apply the value of the applicable NAS timer
indicated in table 10.3.1 for WB-N1/CE mode before receiving an indication from the network that the use of enhanced
coverage is not restricted, or CE mode B is not restricted, as described in this subclause.
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The NAS timer value obtained is used as described in the appropriate procedure subclause of this specification. The
NAS timer value shall be calculated at start of a NAS procedure, and shall not be re-calculated until the NAS procedure
is completed, restarted or aborted.

If the use of extended NAS timer isindicated by the AMF (see 3GPP TS 23.501 [8] and 3GPP TS 23.502 [9]), the SMF
shall calculate the value of the applicable NAS timer indicated in table 10.3.2 for WB-N1/CE mode.

The NAS timer value obtained is used as described in the appropriate procedure subclause of this specification. The
NAS timer value shall be calculated at start of a NAS procedure and shall not be re-calculated until the NAS procedure
is completed, restarted or aborted.

4.21  Authentication and Key Management for Applications
(AKMA)

The UE may support AKMA.

The purpose of AKMA isto provide authentication and key management to applications based on 3GPP credentials
used for 5GS access as specified in 3GPP TS 33.535 [24A], which allows the UE to securely exchange data with an
AKMA application function.

Upon receiving a request from the upper layersto obtain AKMA Anchor Key (Kakma) and AKMA Key Identifier (A-
KI1D), the UE supporting AKMA shall derive the Kakma and the AKMA Temporary |dentifier (A-TID) from the valid
Kausr if available as specified in 3GPP TS 33.535 [24A], shall further derive the A-KID from the A-TID as specified in
3GPP TS 33.535 [24A] and shall provide Kakma and A-KID to the upper layers.

The UE supporting AKMA shall notify the upper layers whenever there is a change of the Kausr upon reception of an
EAP-success message in subclauses 5.4.1.2.2.8, 5.4.1.2.3.1 and 5.4.1.2.3A.1 or upon reception of SECURITY MODE
COMMAND message in subclauses 5.4.2.3.

During an ongoing primary authentication and key agreement procedure (see subclause 5.4.1), if the UE receives a
request from upper layersto obtain Kakma and A-KI1D, the UE shall derive the Kakma and A-TID after the completion
of the ongoing primary authentication and key agreement procedure, shall further derive the A-KID from the A-TID as
specified in 3GPP TS 33.535 [24A] and shall provide Kakma and A-KID to the upper layers.

NOTE 1. The upper layers derive the AKMA Application Key (Kar) from Kakma as specified in
3GPP TS 33.535 [24A].

NOTE 2: The knowledge of whether a certain application needsto use AKMA or not is application specific and is
out of the scope of 3GPP.

NOTE 3: The exact method of securing the data exchange at the upper layers using K ar is application specific and
isout of the scope of 3GPP.

NOTE 4: The upper layers request the UE NAS layer to provide Kakma and A-KID before the upper layersinitiate
communication with an AKMA application function.

NOTE 5: Upon receiving arequest from the upper layersto obtain Kakma and A-KID, if there isno Kausr
available, the UE NAS layer cannot derive the Kakma and A-KID and provides an indication to the upper
layersthat Kakma and A-KID cannot be generated.

4.22 Uncrewed aerial vehicle identification, authentication, and
authorization

4221 General

A 5GS can support UAV identification, authentication, and authorization (see 3GPP TS 23.256 [6AB]). This subclause
describes NAS-specific aspects of the 5GS features to support UAV identification, authentication, authorization and C2
communication authorization.
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Before accessing 5GS for UAS services, the UE supporting UAS services must have an assigned CAA-level UAV ID.
The UE can be registered to 5GS for UAS servicesif thereisavalid aerial subscription in the UE's subscription.

4.22.2 Authentication and authorization of UAV

The 5GS supports the USS UAV Authorization and Authentication (UUAA) procedure for a UE supporting UAS
services. Depending on operator policy or regulatory requirements, the UUAA-MM procedure can be performed by the
UE and the AMF at aregistration procedure as specified in subclause 5.5.1.2 or the UUAA-SM procedure can be
performed by the UE and the SMF at a PDU session establishment procedure as specified in subclause 6.4.1.2. The UE
shall support UUAA-MM and UUAA-SM, and the network shall support UUAA-SM and may optionally support
UUAA-MM. The UUAA procedure needs to be performed by 5GS with USS successfully before the connectivity for
UAS servicesis established.

During the registration procedure as described in subclause 5.5.1.2, the UE supporting UAS services provides CAA-
level UAV ID to the AMF, and the AMF may trigger the UUAA-MM procedure. If the UE supporting UAS services
does not provide CAA-level UAV ID to the AMF and the network is configured to perform UUAA-MM at registration
procedure, the AMF may accept the registration request and shall mark in the UE's 5GMM context that the UE is not
allowed to request UAS services. If the UE wants to use the UAS services by providing the CAA-Level UAV ID later
on, the UE shall perform the registration procedure for mobility and periodic registration update.

When a UE supporting UAS services requests to establish a PDU session as described in subclause 6.4.1.2 for USS
communication, the UE provides CAA-level UAV ID to the network, and the SMF may trigger the UUAA-SM
procedure. If the UE does not provide CAA-level UAV ID and the SM subscription data for the UE requires the
UUAA-SM, the network rejects the UE-requested PDU session establishment procedure for the UAS services.

The UE supporting UAS services shall not provide CAA-level UAV ID to the network over non-3gpp access, and the
network shall not perform UUAA procedure for non-3gpp access and shall ensure that the UE is not allowed to access
any aerial servicesin non-3GPP access.

If provided by the upper layers, the UE supporting UAS services provides to the network the USS address during the
registration procedure or PDU session establishment procedure so that the network uses the information to discover the
uUss.

NOTE: The parameters (e.g., CAA-level UAV ID or USS address) sent by a UE supporting UAS servicesto the
network for UAS services are included in the Service-level-AA container | E which is a non-cleartext | E.

After successful UUAA procedure, either the AMF or the SMF may initiate re-authentication of the UAV when
required by the USS. If UUAA-MM fails during a re-authentication and there are PDU sessions established using UAS
services, the AMF shall request the SMF to perform the release of these PDU sessions and may trigger a network-
initiated de-registration procedure based on operator policy. If UUAA-SM fails during a re-authentication, the SMF
shall release the PDU session related to re-authentication.

If the UUAA isrevoked, the PDU session related to the UAS services shall be released by the SMF. Based on operator
policy, the AMF may decide to keep the UE registered or trigger a de-registration procedure.

4.22.3 Authorization of C2 communication

The 5GS supports USS authorization of C2 communication for pairing of UAV and UAV-C. The pairing of UAV and
UAYV-C needs to be authorized by USS successfully before the user plane connectivity for C2 communication is
enabled. For C2 authorization procedure, the UE supporting UAS services provides to the network with CAA-level
UAYV ID and if provided by upper layers, an application layer payload containing information for UAV-C pairing and
information for UAV flight authorization.

If a UE supporting UAS services uses a common PDU session for both USS communication and C2 communication,
the C2 comunication can be authorized using UUAA-SM procedure during the PDU session establishment procedure or
during the PDU session modification procedure. If the pairing of UAV and UAV-C isrevoked, the network shall
disable C2 communication for the PDU session.

NOTE: The network can disable C2 communication for the PDU session e.g., by removing the QoS flow for C2
communication during PDU session modification procedure as decribed in subclauses 6.3.2.2.

If a UE supporting UAS services uses separate PDU sessions for, respectively, USS communication and C2
communication, the C2 communication is authorized using UUAA-SM during the PDU session establishment
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procedure. If the pairing of UAV and UAV-C isrevoked, the PDU session for C2 communication shall be released by
the SMF.

4.22.4  Authorization of UAV flight

The 5GS supports USS authorization of UAV flight.

4.23 NAS over Non-Terrestrial Network

4.23.1 General

A 5GS can support 3GPP satellite NG-RAN access technology (see 3GPP TS 23.501 [8]). This clause describes NAS-
specific aspects of the 5GS features to support 3GPP satellite NG-RAN access technology.
4.23.2 List of "PLMNs not allowed to operate at the present UE location"

For 3GPP satellite NG-RAN the UE shall store alist of "PLMNSs not allowed to operate at the present UE location”.
Each entry consists of:

a) the PLMN identity of the PLMN which sent a message including 5GMM cause value #78 "PLMN not allowed to
operate at the present UE location” via satellite NG-RAN access technology; and

b) the geographical location, if known by the UE, where 5GMM cause value #78 was received on satellite NG-
RAN access technology; and

¢) if the geographical location exists, a UE implementation specific distance value.

Before storing anew entry in the list, the UE shall delete any existing entry with the sasme PLMN identity. Upon storing
anew entry, the UE starts atimer instance associated with the entry with an implementation specific value that shall not
be set to a value smaller than the timer value indicated by the network in the Lower bound timer value IE, if any. If the
Lower bound timer value | E was not provided by the network, the value of the timer shall be set based on the UE
implementation.

The UE is allowed to attempt to accessa PLMN via satellite NG-RAN access technology which is part of the list of
"PLMNSs not allowed to operate at the present UE location™ only if:

a) the current UE location is known, a geographical location is stored for the entry of this PLMN, and the distance
to the current UE location islarger than a UE implementation specific value.

b) thetimer associated with the entry of this PLMN has expired; or
¢) theaccessisfor emergency services (see 3GPP TS 23.122 [5] for further details).

NOTE: Whenthe UE is accessing network for emergency services, it is up to operator and regulatory policies
whether the network needs to determine if the UE isin alocation where network is not allowed to
operate.

Thelist shall accommodate three or more entries. The maximum number of entriesis an implementation decision.
When the list isfull and anew entry has to be inserted, the oldest entry shall be deleted.

Each entry shall be removed if for the entry:

a) the UE successfully registers via satellite NG-RAN access technology to the PLMN stored in the entry except
when the UE registers for emergency services; or

b) thetimer instance associated with the entry expires.

The UE may delete the entry in thelist, if the current UE location is known, a geographical location is stored for the
entry of this PLMN, and the distance to the current UE location is larger than a UE implementation specific value.
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If the UE isin 5GMM-DEREGISTERED.LIMITED-SERV ICE state and an entry from the list of "PLMNSs not allowed
to operate at the present UE location" is removed, the UE shall perform PLMN selection according to
3GPPTS23.122[5].

When the UE is switched off, the UE shall keep thelist of "PLMNs not allowed to operate at the present UE location”
in its non-volatile memory. The UE shall delete the list of "PLMNs not allowed to operate at the present UE location™ if
the USIM is removed.

If the UE is switched off when the timer instance associated with the entry in the list is running, the UE shall behave as
follows when the UE is switched on and the USIM in the UE remains the same;

let t1 be the time remaining for timer instance associated with the entry in the list to timeout at switch off and let
t be the time elapsed between switch off and switch on. If t1 is greater than t, then the timer shall be restarted
with thevaluetl —t. If t1 isequal to or lessthan t, then the timer need not be restarted and considered expired. If
the UE is not capable of determining t, then the UE shall restart the timer with the value t1.

4.23.3 5GS mobility management via a satellite NG-RAN cell

For 5GS mobility management via a satellite NG-RAN cell the UE shall apply the value of the applicable NAS timer
indicated in table 10.2.1 for access via a satellite NG-RAN cell.

NOTE 1: The applied NAS timer values are based on the current satellite NG-RAN access RAT type determined
based on information from lower layers.

The NAS timer value obtained is used as described in the appropriate procedure subclause of this specification. The
NAS timer value shall be calculated at start of a NAS procedure, and shall not be re-calculated until the NAS procedure
is completed, restarted or aborted.

The access viaa satellite NG-RAN cell by aUE isindicated to the AMF by lower layers and shall be stored by the
AMF. When an AMF that supports access via satellite NG-RAN cells performs NAS signalling with a UE via satellite
NG-RAN cells, the AMF shall calculate the value of the applicable NAS timer indicated in table 10.2.2 for accessviaa
satellite NG-RAN cell.

NOTE 2: The applied NAS timer values are based on the current satellite NG-RAN access RAT type determined
based on information from lower layers.

The NAS timer value obtained is used as described in the appropriate procedure subclause of this specification. The
NAS timer value shall be calculated at start of a NAS procedure and shall not be re-calculated until the NAS procedure
is completed, restarted or aborted.

4.23.4 5GS session management via a satellite NG-RAN cell

For 5GS session management via a satellite NG-RAN cell the UE shall apply the value of the applicable NAS timer
indicated in table 10.2.1 for access via a satellite NG-RAN cell.

NOTE 1: The applied NAS timer values are based on the current satellite NG-RAN access RAT type determined
based on information from lower layers.

The NAS timer value obtained is used as described in the appropriate procedure subclause of this specification. The
NAS timer value shall be calculated at start of a NAS procedure, and shall not be re-calculated until the NAS procedure
is completed, restarted or aborted.

If the use of extended NAS timer for access via a satellite NG-RAN cell isindicated by the AMF (see
3GPP TS 23.501 [8] and 3GPP TS 23.502 [9]), the SMF shall calculate the value of the applicable NAS timer indicated
in table 10.3.2 for access via a satellite NG-RAN cell.

The NAS timer value obtained is used as described in the appropriate procedure subclause of this specification. The
NAS timer value shall be calculated at start of a NAS procedure and shall not be re-calculated until the NAS procedure
is completed, restarted or aborted.
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4.23.5 Handling multiple tracking area codes from the lower layers

When a UE camps on a satellite NG-RAN cell, the UE may receive multiple TACs from the lower layers. The UE shall
construct TAls from the multiple TACs (i.e. concatenate the identity of the current PLMN and each of the TACs) and
select aTAI asfollows:

a) if at least one TAI belongs to the current registration area of the UE, the UE shall select a TAI which belongs to
the current registration area of the UE according to the followings.

If there are multiple TAIs which belong to the current registration area of the UE, the UE shall select aTAI as
follows:

1) if thereisa TAl which belongsto thelist of "allowed tracking area” (if any) and does not belong to the list of
"non-allowed tracking areas’ (if any), the UE shall select a TAIl which belongs to the list of "allowed tracking
area’ (if any) and does not belong to the list of "non-allowed tracking areas’ (if any). In this case, if there are
multiple TAls which belong to the list of "allowed tracking area’ (if any) and does not belong to the list of
"non-allowed tracking areas’ (if any), then the UE shall consider each of these TAls equal and select a TAI
in an implementation-specific way (e.g. taking into account LADN service areainformation). |f these
multiple TAls contain the previous current TAI, the current TAI can be left unchanged.

2) if thereisno TAI which belongsto the list of "allowed tracking area’ (if any) and does not belong to the list
of "non-allowed tracking areas’ (if any) or neither the list of "allowed tracking area" nor the list of "non-
alowed tracking areas” is available, then the UE shall consider each of these TAlsequal and select aTAl in
an implementation-specific way (e.g. taking into account LADN service areainformation). If these multiple
TAIls contain the previous current TAI, the curren TAI can be left unchanged.

b) if no TAI belongs to the current registration area of the UE and:

1) thereisaTAI which belongsto neither the list of "5GS forbidden tracking areas for roaming" nor the list of
"5GS forbidden tracking areas for regional provision of service", the UE shall select a TAI which belongs to
neither the list of "5GS forbidden tracking areas for roaming” nor the list of "5GS forbidden tracking areas
for regional provision of service". In this case, if there are multiple TAls which belong to neither the list of
"5GS forbidden tracking areas for roaming” nor the list of "5GS forbidden tracking areas for regional
provision of service", then the UE shall consider each of these TAlIs equal and select aTAI inan

implementati on-specific way.

2) dl TAlIsbelong to thelist of "5GS forbidden tracking areas for roaming” or the list of "5GS forbidden
tracking areas for regional provision of service", then the UE shall consider each of these TAls equa and
select a TAI in an implementation-specific way.

The UE shall consider the selected TAI asthe current TAI. The UE shall select a TAI when:
a) the UE receives multiple TACs from the lower layers; or

b) the UE has received multiple TACs from the lower layers upon starting to camping on the current cell and the
registration area, the list of "alowed tracking areas’, the list of "non-allowed tracking areas’, the list of "5GS
forbidden tracking areas for roaming", or the list of "5GS forbidden tracking areas for regional provision of
service" is updated.

Handling of the list of "5GS forbidden tracking areas for roaming" and the list of "5GS forbidden tracking areas for
regional provision of service" is specified in clause 5.3.13.

4.24  Minimization of service interruption

The UE and the network may support Minimization of service interruption (MINT). MINT aims to enable a UE to
obtain service from a PLMN offering disaster roaming service when a disaster condition applies to the UE's determined
PLMN with disaster condition.

If the UE supports MINT, the indication of whether disaster roaming is enabled in the UE, the indication of
‘applicability of "lists of PLMN(S) to be used in disaster condition” provided by a VPLMN', the one or more "list of
PLMN(s) to be used in disaster condition”, disaster roaming wait range and disaster return wait range provisioned by
the network, if available, are stored in the non-volatile memory in the ME as specified in annex C and are kept when the
UE enters 56MM-DEREGISTERED state. Annex C specifies condition under which the indication of whether disaster
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roaming is enabled in the UE, the indication of ‘applicability of "lists of PLMN(s) to be used in disaster condition”
provided by a VPLMN', the one or more "lists of PLMN(s) to be used in disaster condition", disaster roaming wait
range and disaster return wait range stored in the ME are deleted.

Upon selecting a PLMN for disaster roaming as specified in 3GPP TS 23.122 [6]:

a) if the UE does not have a stored disaster roaming wait range, the UE shall perform aregistration procedure for
disaster roaming services on the selected PLMN as described in clause 5.5.1; and

b) if the UE has a stored disaster roaming wait range, the UE shall generate a random number within the disaster
roaming wait range and start a timer with the generated random number. While the timer is running, the UE shall
not initiate registration on the selected PLMN except if the UE needs to request an emergency PDU session, in
which case the UE shall initiate the registration procedure, set the 5GS registration type | E to "emergency
registration” in the REGISTRATION REQUEST message and keep the timer running. Upon expiration of the
timer, if the UE does not have an emergency PDU session, the UE shall perform aregistration procedure for
disaster roaming services as described in clause 5.5.1 if still camped on the selected PLMN. If the UE has an
emergency PDU session when the timer expires, the registration procedure for disaster roaming services as
described in clause 5.5.1 shall be performed after the release of the emergency PDU session, if the UE is still
camped on the selected PLMN.

The timer started with a generated random number within the disaster roaming wait range is stopped and the UE shall
perform a PLMN selection as described in 3GPP TS 23.122 [5], if:

a) the UE has successfully registered over non-3GPP access on another PLMN;
b) the UE has successfully registered with an allowable PLMN; or

¢) an NG-RAN cell selected for camping of the selected PLMN broadcasts neither the disaster related indication
nor a"list of one or more PLMN(s) with disaster condition for which disaster roaming is offered by the available
PLMN" including the determined PLMN with Disaster Condition (see 3GPP TS 23.122 [5]).

Upon determining that a disaster condition has ended and that the UE shall perform PLMN selection as specified in
3GPP TS 23.122[6]:

a) if the UE does not have a stored disaster return wait range, the UE shall perform aregistration procedure on the
selected PLMN; and

b) if the UE has a stored disaster return wait range, the UE shall generate a random number within the disaster
return wait range and start a timer with the generated random number value. While the timer is running, the UE
shall not initiate registration on the selected PLMN. Upon expiration of the timer, the UE shall perform a
registration procedure if still camped on the selected PLMN.

When the AMF assigns aregistration area to the UE registered for disaster roaming services, the AMF shall only
include TAIs covering the area with the disaster condition.

When the AMF determines that the disaster condition has ended and the UE which is registered for disaster roaming
services has an emergency PDU session, the AMF shall initiate the generic UE configuration update procedure to
indicate that the UE is registered for emergency services as described in subclause 5.4.4.2.

Interworking with EPS is not supported for UES that are registered for disaster roaming services. When registering for
disaster roaming services, the UE indicates to the network that S1 mode is nhot supported as described in

subclause 5.5.1.2.2. While registered for disaster roaming service and upon a need to establish an emergency PDU
session or perform emergency services fallback, the UE initiates the registration procedure for mobility and periodic
registration update and indicates that S1 mode is supported as described in subclause 5.5.1.3.2.

4.25  Support of MUSIM features

A network and aMUSIM UE may support one or more of the MUSIM features (i.e. the N1 NAS signalling connection
release, the paging indication for voice services, the reject paging request, the paging restriction and the paging timing
collision control).

If MUSIM UE supports one or more MUSIM features, the UE indicates support of one or more MUSIM features
(except for the paging timing collision control) during the registration procedure. If the UE has indicated support of the
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N1 NAS signalling connection release or the reject paging request or both and the UE supports the paging restriction,
the UE indicates support of the paging restriction.

If the UE indicates support of one or more MUSIM features and the network decides to accept one or more MUSIM
features, the network indicates the support of one or more MUSIM features during the registration procedure. The
network only indicates the support of the paging restriction together with the support of either N1 NAS signalling
connection release or the reject paging request.

The network does not indicate support for any MUSIM feature to the UE during the registration for emergency services.

If a UE stops fulfilling the condition to be considered aMUSIM UE as defined in subclause 3.1, and the UE has
negotiated support of one or more MUSIM features, then the UE shall initiate a registration procedure for mobility and
periodic registration update to indicate that all the MUSIM features are not supported (except for the paging timing
collision control) as specified in subclause 5.5.1.3.

A MUSIM UE operating in NB-N1 mode or in WB-N1 mode CE mode B does not indicate the support for paging
indication for voice services during the registration procedure towards the network.

5 Elementary procedures for 5GS mobility
management
5.1 Overview

51.1 General

The main function of the 5GS mobility management (5GMM) sublayer is to support the identification, security,
mobility of a UE as well as generic message transport.

A further function of the 5GMM sublayer isto provide connection management services to the other sublayer(s).

NOTE: Inasatellite NG-RAN access, a GNSS fix timein lower layers can delay transmission of aninitial UL
NAS message by up to 100 seconds (GNSS cold state).

5.1.2  Types of 5GMM procedures

Depending on how they can be initiated, three types of 5GMM procedures can be distinguished:
a 5GMM common procedures:

5GMM common procedure can always be initiated when the UE isin 5GMM-CONNECTED mode. The
procedures belonging to thistype are:

1) Initiated by the network:

i) network-initiated NAS transport;

ii) primary authentication and key agreement;

iii) security mode control;

iv) generic UE configuration update;

v) identification; and

vi) network slice-specific authentication and authorization;
2) Initiated by the UE:

UE-initiated NAS transport.
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b)

©)

3) Initiated by the UE or the network and used to report certain error conditions detected upon receipt of 5GMM
protocol data:

5GMM dtatus.
5GMM specific procedures:

At any time only one UE initiated 5GMM specific procedure can be running for each of the access network(s)
that the UE is camping in. The procedures belonging to this type are:

1) Initiated by the UE and used e.g. to register to the network for 5GS services and establish a 5GMM context,
to update the location/parameter(s) of the UE:

registration.

2) Initiated by the UE or the network and used to deregister from the network for 5GS services and to release a
5GMM context:

de-registration.

3) Initiated by the UE and used to deregister from the network for 5GS services and to release a5GMM context:
eCall inactivity procedure.

5GMM connection management procedures:

1) Initiated by the UE and used to establish a secure connection to the network or to request the resource
reservation for sending data, or both:

service request.

The service request procedure can only beinitiated if no UE initiated 5GMM specific procedure is ongoing
for each of the access network(s) that the UE is camping in.

2) Initiated by the network and used to request the establishment of an N1 NAS signalling connection or to
request re-establishment of user-plane resources for the PDU session(s) associated with 3GPP access or to
reguest re-establishment of user-plane resources of the PDU session(s) associated with non-3GPP access over
3GPP access; not applicable for the non-3GPP access network:

paging.

3) Initiated by the network and used to regquest re-establishment of user-plane resources of the PDU session(s)
associated with non-3GPP access over 3GPP access or to deliver 5GSM downlink signalling messages
associated with non-3GPP access over 3GPP access, when the UE isin 5 GMM-CONNECTED mode over
3GPP access and in 5GMM-IDLE mode over non-3GPP access; or

Initiated by the network and used to request re-establishment of user-plane resources of the PDU session(s)
associated with 3GPP access over 3GPP access or to deliver downlink signalling associated with 3GPP
access over 3GPP access, when the UE isin 5GMM-CONNECTED mode over non-3GPP access, and when
the UE isin 5GMM-IDLE mode over 3GPP access and not in M1CO mode:

notification.

NOTE 1. In NB-N1 mode, the UE NAS using 5GS services with control plane CloT 5GS optimization can wait for

the lower layers to complete the transmission of the previous UL NAS TRANSPORT messages carrying
control plane user data before providing subsequent NAS messages. Other implementations are possible.

NOTE 2: When providing NAS messages to the lower layers for transmission, the UE NAS using 5GS services

with control plane CloT 5GS optimization can prioritize sending NAS signalling messages over the UL
NAS TRANSPORT messages carrying control plane user data. How the UE performs this prioritization is
implementation specific.
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5.1.3 5GMM sublayer states

5.1.3.1 General
In the following subclauses, the 5GS mobility management (5SGMM) sublayer of the UE and the network is described

by means of different state machines. The 5GMM sublayer states is managed per access type independently, i.e. 3GPP
access or non-3GPP access. In subclause 5.1.3.2, the states of the 5GMM sublayer are introduced.

5.1.3.2 5GMM sublayer states

5.1.3.2.1 5GMM sublayer states in the UE

5.1.3.2.1.1 General

In the following subclauses, the possible 5GMM sublayer states of the UE are described and shown in
Figure5.1.3.2.1.1.1.

5GMM-
DEREGISTERED-

INITIATED \

- Daegigration accepted - Deregigtration requested (not power off)
N1 mode
d| le
N1 mode

- NW-initiated deregistration
requested
SGMM DEREGISTERED - Locd deregistration —

- Initial registration rejected or failed . .

- Non-initial registration rejected - Initial registration accepted /
- Initial registration (eg. #3, #6, #7) - Non-initial registration accepted
requested - NW-initiated deregistration - Non-initial registration rejected

requested or failed (other causes)
- SR accepted
- Daegistraion - SRrejected o failed
requested ( POWE' off) (eg. #22, #28)
T

- Non-initial
regigtration
5GMM- / rglme;, 5GMM-SERVI CE-
Any stote REGISTERED- REQUEST-INITIATED
INITIATED

NOTE: Not all possible transitions are shown in this figure.
Figure 5.1.3.2.1.1.1: 5GMM main states in the UE

5.1.3.2.1.2 Main states

5.1.3.2.1.2.1 5GMM-NULL

5GS services are disabled in the UE. No 5GS mobility management function shall be performed in this state.

5.1.3.2.1.2.2 5GMM-DEREGISTERED

In the state 5GMM-DEREGISTERED, no 5GMM context has been established and the UE location is unknown to the
network and hence it is unreachable by a network. In order to establish a5GMM context, the UE shall start the initial
registration procedure.

5.1.3.2.1.2.3 5GMM-REGISTERED-INITIATED

A UE entersthe state 5SGMM-REGISTERED-INITIATED d&fter it has started the initial registration procedure or the
non-initial registration procedure, and is waiting for a response from the network.
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5.1.3.2.1.2.4 5GMM-REGISTERED

In the state 5GMM-REGISTERED, a 5GMM context has been established. Additionally, one or more PDU session(s)
may be established at the UE. The UE may initiate the non-initial registration procedure (including the normal
registration update and periodic registration update) and the service request procedure. The UE in the state 5GMM-
REGISTERED over non-3GPP access shall not initiate the periodic registration update procedure.

5.1.3.2.1.2.5 5GMM-DEREGISTERED-INITIATED

A UE entersthe state 5S6GMM-DEREGISTERED-INITIATED after it has requested release of the 5GMM context by
starting the de-registration procedure and is waiting for a response from the network.

5.1.3.2.1.2.6 5GMM-SERVICE-REQUEST-INITIATED

A UE entersthe state 5S6GMM-SERVICE-REQUEST-INITIATED after it has started the service request procedure and
iswaiting for aresponse from the network.

5.1.3.2.1.3 Substates of state 5GMM-DEREGISTERED

5.1.3.2.1.3.1 General

The state 5GMM-DEREGISTERED is subdivided into a number of substates as described in this subclause. The
following substates are not applicable to non-3GPP access:

a) 5GMM-DEREGISTERED.PLMN-SEARCH:
b) 5GMM-DEREGISTERED.NO-CELL-AVAILABLE; and
¢) 5GMM-DEREGISTERED.eCALL-INACTIVE.

Valid subscriber data are available for the UE before it enters the substates, except for the substate 5GM M-
DEREGISTERED.NO-SUPI.

5.1.3.2.1.3.2 5GMM-DEREGISTERED.NORMAL-SERVICE

The substate 5GMM-DEREGISTERED.NORMAL-SERVICE is chosen in the UE when a suitable cell has been found
and the PLMN, SNPN, or tracking areais not in the forbidden list.

5.1.3.2.1.3.3 5GMM-DEREGISTERED.LIMITED-SERVICE

The substate 5SGMM-DEREGISTERED.LIMITED-SERVICE is chosen in the UE, when it is known that a selected cell
for 3GPP access or TA for non-3GPP access is unable to provide normal service (e.g. the selected cell over 3GPP
accessisin aforbidden PLMN or SNPN or isin aforbidden tracking area or TA for non-3GPP access is forbidden) or
the selected cell isa CAG cell whose CAG ID isnot included in the "Allowed CAG list" in the entry of the"CAG
information list” for the PLMN, or the selected cell isanon-CAG cell inaPLMN for which there exists an "indication
that the UE is only allowed to access 5GS via CAG cells' in the entry of the "CAG information list” for the PLMN.

5.1.3.2.1.3.4 5GMM-DEREGISTERED.ATTEMPTING-REGISTRATION

The substate 5GMM-DEREGISTERED.ATTEMPTING-REGISTRATION is chosen in the UE if theinitial registration
procedure failed due to a missing response from the network or due to the circumstances described in
subclauses 5.5.1.2.4,5.5.1.2.5,5.5.1.2.7 and 5.5.1.3.4.

5.1.3.2.1.3.5 5GMM-DEREGISTERED.PLMN-SEARCH

The substate 5GMM-DEREGI STERED.PLMN-SEARCH is chosen in the UE, if the UE is searching for PLMNs or
SNPNSs. This substate is left either when a cell has been selected (the new substate is NORMAL-SERVICE or
LIMITED-SERVICE) or when it has been concluded that no cell is available at the moment (the new substate is NO-
CELL-AVAILABLE).

This substate is not applicable to non-3GPP access.
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5.1.3.2.1.3.6 5GMM-DEREGISTERED.NO-SUPI

The substate 5SGMM-DEREGI STERED.NO-SUPI is chosen in the UE, if the N1 mode is enabled and the UE has no
valid subscriber data available (USIM not available, the USIM is considered invalid by the UE or an entry of the "list of
subscriber data” with the SNPN identity of the SNPN is considered invalid by the UE).

5.1.3.2.1.3.7 5GMM-DEREGISTERED.NO-CELL-AVAILABLE

No 5G cell can be selected. This substate is entered after afirst intensive search failed when in substate 5GMM -
DEREGISTERED.PLMN-SEARCH. Cells are searched for at alow rhythm. No 5GS services are offered.

This substate is not applicable to non-3GPP access.

5.1.3.2.1.3.8 5GMM-DEREGISTERED.eCALL-INACTIVE
The substate SGMM-DEREGI STERED.eCALL-INACTIVE is chosen in the UE when:
a) the UE s configured for eCall only mode as specified in 3GPP TS 31.102 [22];
b) timer T3444 and timer T3445 have expired or are not running;
¢) aPLMN has been selected as specified in 3GPP TS 23.122 [5];
d) the UE does not need to perform an eCall over IMS; and

€) the UE does not need to perform a call to a non-emergency MSISDN or URI for test or terminal reconfiguration
service.

In this substate, the UE shall not initiate any signalling towards the network, except to originate an eCall over IMS, or a
call to anon-emergency MSISDN or URI for test or terminal reconfiguration service.

This substate is not applicable to non-3GPP access.

5.1.3.2.1.3.9 5GMM-DEREGISTERED.INITIAL-REGISTRATION-NEEDED

Valid subscriber data are avail able for the UE and for some reason aregistration procedure for initial registration hasto
be performed as soon as possible. This substate can be entered if the accessis barred due to unified access control, (see
subclause 4.5.4) or if the network rejects the N1 NAS signalling connection establishment.

5.1.3.2.1.4 Substates of state 5GMM-REGISTERED

5.1.3.2.1.4.1 General

The state 5GMM-REGISTERED is subdivided into a number of substates as described in this subclause. The following
substates are not applicable to non-3GPP access.

a) 5GMM-REGISTERED.PLMN-SEARCH:
b) 5GMM-REGISTERED.NON-ALLOWED-SERVICE; and
¢) 5GMM-REGISTERED.NO-CELL-AVAILABLE.

5.1.3.2.1.4.2 5GMM-REGISTERED.NORMAL-SERVICE

The substate 5GMM-REGISTERED.NORMAL-SERVICE is chosen by the UE as the primary substate when the UE
enters the state 5SGMM-REGISTERED, and:

- for 3GPP access, the cell the UE selected is known to be in an allowed area (see subclause 5.3.5.2); or

- for wireline access, the wireline access service arearestrictions are not enforced.

5.1.3.2.1.4.3 5GMM-REGISTERED.NON-ALLOWED-SERVICE
The substate 5GMM-REGISTERED.NON-ALLOWED-SERVICE is chosen in the UE, if:
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- for 3GPP access, the cell the UE selected is known to be in anon-allowed area (see subclause 5.3.5.2); or
- for wireline access, the wireline access service area restrictions are enforced.

This substate is applicable only to 3GPP access and to wireline access.

5.1.3.2.1.4.4 5GMM-REGISTERED.ATTEMPTING-REGISTRATION-UPDATE

The substate 5SGMM-REGISTERED.ATTEMPTING-REGISTRATION-UPDATE is chosen by the UE if the
registration procedure for mobility and periodic registration update failed due to a missing response from the network,
or due to the circumstances described in subclauses 5.3.9, 5.5.1.3.5 and 5.5.1.3.7. No 5GMM procedure except
registration procedure for mobility and periodic registration update (i.e. the 5GS registration type | E set to "mobility
registration updating” or "periodic registration updating” in the REGISTRATION REQUEST message) and
deregistration procedure, shall beinitiated by the UE in this substate. No data shall be sent or received.

NOTE 1. Theregistration procedure for mobility and periodic registration update over non-3GPP access can be
triggered by, e.g. the change of S1 UE network capability or renegotiating some parameters.

NOTE 2: Thissubstate is entered irrespective whether:

- the UE iscamped on acell whichisin the registered PLMN or aPLMN from the list of equivalent
PLMNs and the current TAI isnot in the list of "allowed tracking areas’; or

- thecurrent TAl isinthelist of "non-allowed tracking areas’.

5.1.3.2.1.45 5GMM-REGISTERED.LIMITED-SERVICE

The substate 5GMM-REGISTERED.LIMITED-SERVICE is chosen in the UE, if the cell the UE selected is known not
to be able to provide normal service.

5.1.3.2.1.4.6 5GMM-REGISTERED.PLMN-SEARCH

The substate 5GMM-REGISTERED.PLMN-SEARCH is chosen in the UE, while the UE is searching for PLMNSs or
SNPNs.

This substate is not applicable to non-3GPP access.

5.1.3.2.1.4.7 5GMM-REGISTERED.NO-CELL-AVAILABLE

5G coverage has been lost or MICO mode is active in the UE. If MICO mode is active, the UE can deactivate MICO
mode at any time by activating the AS layer when the UE needs to send mobile originated signalling or user data.
Otherwise, the UE shall not initiate any 5GMM procedure except for cell and PLMN reselection.

This substate is not applicable to non-3GPP access.

5.1.3.2.1.4.8 5GMM-REGISTERED.UPDATE-NEEDED

This state can be entered if the UE has to perform a registration procedure for mobility and periodic registration update
but:

a) theaccessisbarred due to unified access control when in 3GPP access;

b) the network rejectsthe N1 NAS signalling connection establishment when in 3GPP access or in non-3GPP
access, or

¢) the UE in 5GMM-CONNECTED mode with RRC inactive indication receives an indication from the lower
layers that the resumption of the RRC connection has failed and for accessis barred for al categories except
categories'0' and '2' as specified in subclause 5.3.1.4.

No 5GMM procedure except:
a) registration procedure for mobility and periodic registration update;

b) service request procedure as a response to paging or notification; and
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c) deregistration procedure
shall beinitiated by the UE in this substate.
NOTE: Thissubstateis entered irrespective whether:

- the UE iscamped on acell whichisin the registered PLMN or aPLMN from the list of equivalent
PLMNs and the current TAI isnot in the list of "allowed tracking areas"; or

- thecurrent TAl isinthelist of "non-allowed tracking areas’.

5.1.3.2.2 5GS update status in the UE
In order to describe the detailed UE behaviour, the 5GS update (5U) status pertaining to a specific subscriber is defined.

If the UE is not operating in SNPN access operation mode (see 3GPP TS 23.501 [8]), the 5GS update statusis stored in
anon-volatile memory in the USIM if the corresponding fileis present in the USIM, else in the non-volatile memory in
the ME, as described in annex C.

If the UE is operating in SNPN access operation mode, the 5GS update status for each SNPN whose SNPN identity is
included in the "list of subscriber data' configured in the ME (see 3GPP TS 23.122 [5]) is stored in the non-volatile
memory in the ME as described in annex C.

The 5GS update status value is changed only after the execution of aregistration, network-initiated de-registration, 5GS
based primary authentication and key agreement, service request, paging procedure or due to change in the current TAI
which does not belong to the current registration area while T3346 is running.

5U1: UPDATED
The last registration attempt was successful.
5U2: NOT UPDATED

The last registration or service request attempt failed procedurally, e.g. no response or reject message was
received from the AMF.

5U3: ROAMING NOT ALLOWED
The last registration, service request, or registration for mobility or periodic registration update attempt was

correctly performed, but the answer from the AMF was negative (because of roaming or subscription
restrictions).

5.1.3.2.3 5GMM sublayer states in the network side

5.1.3.2.3.1 General

In the following subclauses, the possible 5GMM sublayer states of the network are described and shown in
Figure5.1.3.2.3.1.1.
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5GMM-
DEREGISTERED-
INITIATED

- Deregigtration eccepted |

| - NW-initiated deregistration requested |

- UE-initiated deregistration requested

- Non-initial registration rejected (e.g. #3, #6,
#7)

- SR rejeded (e.g. #3, #6, #7)

- - Implicit deregigtration
5GMM-DEREGISTERED " o
_| - Initial regigtration successful | g

- Common procedure requested |

- Common procedure
requested

- Common procedure failed
- Lower laye failure

- Common procedure successful
- Initial registration successful

5GMM-
COMMON-PROCEDURE-
INITIATED

NOTE: Not all possible transitions are shown in this figure.
Figure 5.1.3.2.3.1.1: 5GMM main states in the network
5.1.3.2.3.25GMM-DEREGISTERED

In the state 5GMM-DEREGISTERED, no 5GMM context has been established or the 5SGMM context is marked as
deregistered. The UE is deregistered. The network may answer to an initial registration procedure initiated by the UE.
The network may also answer to a de-registration procedure initiated by the UE.

5.1.3.2.3.3 5GMM-COMMON-PROCEDURE-INITIATED

The network enters the state 5GMM-COMMON-PROCEDURE-INITIATED, after it has started a common 5GMM
procedure and is waiting for a response from the UE.

5.1.3.2.3.4 5GMM-REGISTERED

In the state 5GMM-REGISTERED, a 5GMM context has been established. Additionally, one or more PDU session(s)
may be established at the network.

5.1.3.2.3.5 5GMM-DEREGISTERED-INITIATED
The network enters the state 5GMM-DEREGISTERED-INITIATED after it has started a de-registration procedure and
iswaiting for aresponse from the UE.

514 Coordination between 5GMM and EMM

514.1 General

If both 5GMM and EMM are enabled, a UE, operating in single-registration mode, shall maintain one common
registration for 5GMM for 3GPP access and EMM.

Coordination between 5GMM for 3GPP access and EMM for a UE, which is capable of N1 mode and S1 mode and
operates in dua-registration mode, is not needed, except as specified in subclause 4.8.3.

The coordination between 5GMM for 3GPP access and EMM in subclauses 5.1.4.2 and 5.1.4.3 only applies to the UEs
operating in single-registration mode.

Regarding the coordination of "SIM/USIM considered invalid" and "USIM considered invalid for 5GS services'
between the various mobility management entities see subclause 5.1.5.
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5.1.4.2 Coordination between 5GMM for 3GPP access and EMM with N26 interface

A UE that is not registered shall be in state EMM-DEREGISTERED and state 56MM-DEREGISTERED for 3GPP
access.

In N1 mode, upon successful completion of aregistration procedure over 3GPP access, the UE operating in single-
registration mode shall enter substates 5SGMM-REGISTERED.NORMAL-SERVICE or 5GMM-REGISTERED.NON-
ALLOWED-SERVICE as described in subclause 5.3.5.2 for 3GPP access and EMM-REGISTERED.NO-CELL -
AVAILABLE. The UE shall reset the registration attempt counter for 3GPP access and the attach attempt counter (see
3GPP TS 24.301 [15]).

At inter-system change from S1 mode to N1 mode, the UE shall enter substates 5GMM-REGISTERED.NORMAL-
SERVICE or 5GMM-REGISTERED.NON-ALLOWED-SERVICE as described in subclause 5.3.5.2 for 3GPP
accessand EMM-REGISTERED.NO-CELL-AVAILABLE and initiate a registration procedure for mobility and
periodic registration update over 3GPP access indicating "mobility registration updating” in the 5GS registration type IE
of the REGISTRATION REQUEST message (see subclause 5.5.1.3).

In S1 mode, upon successful completion of an attach or tracking area updating procedure, the UE operating in single-
registration mode shall enter substates 5GMM-REGISTERED.NO-CELL-AVAILABLE for 3GPP access and EMM-
REGISTERED.NORMAL-SERVICE. The UE shall reset the registration attempt counter for 3GPP access and the
attach attempt counter or tracking area updating attempt counter (see 3GPP TS 24.301 [15]).

At inter-system change from N1 mode to S1 mode when there is no active PDU session for which interworking with
EPS is supported as specified in subclause 6.1.4.1, and EMM-REGISTERED without PDN connection is not supported
by the UE or the MME, the UE shall enter state 5GMM-DEREGISTERED for 3GPP access and state EMM-
DEREGISTERED and then initiate the EPS attach procedure. If EMM-REGISTERED without PDN connection is
supported by the UE and the MME, the UE shall enter substates EMM-REGISTERED.NORMAL-SERVICE and
5GMM-REGISTERED.NO-CELL-AVAILABLE for 3GPP access and initiate a tracking area updating procedure.

At inter-system change from N1 mode to S1 mode when there is at least one active PDU session for which interworking
with EPSis supported as specified in subclause 6.1.4.1, the UE shall enter substates EMM-REGISTERED.NORMAL -
SERVICE and 5GMM-REGISTERED.NO-CELL-AVAILABLE for 3GPP access and initiate a tracking area updating
procedure (see 3GPP TS 24.301 [15]).

5.1.4.3 Coordination between 5GMM for 3GPP access and EMM without N26
interface

A UE operating in the single-registration mode that is not registered over 3GPP access shall be in state EMM-
DEREGISTERED and in state 56GMM-DEREGISTERED for 3GPP access.

In N1 mode, upon successful completion of aregistration procedure over 3GPP access, the UE operating in the single-
registration mode shall enter substates 5SGMM-REGISTERED.NORMAL-SERVICE or 5GMM-REGISTERED.NON-
ALLOWED-SERVICE as described in subclause 5.3.5.2 for 3GPP access and EMM-REGISTERED.NO-CELL-
AVAILABLE.

At inter-system change from N1 mode to S1 mode in 5GMM-IDLE mode, the UE shall behave as specified in
subclause 4.8.2.3.

In S1 mode, upon successful completion of an attach or tracking area updating procedure, the UE operating in the
single-registration mode shall enter substates 5GMM-REGISTERED.NO-CELL-AVAILABLE for 3GPP access and
EMM-REGISTERED.NORMAL-SERVICE.

At inter-system change from S1 mode to N1 mode in 5GMM-IDLE mode, the UE operating in the single-registration
mode shall enter substates EMM-REGISTERED.NO-CELL-AVAILABLE and 56GMM- REGISTERED.NORMAL-
SERVICE for 3GPP access and then initiate the registration procedure for mobility and periodic registration update
over 3GPP access indicating "mobility registration updating” in the 5GS registration type | E of the REGISTRATION
REQUEST message (see subclause 5.5.1.3).

515 Coordination between 5GMM and GMM

Coordination between 5GMM and GMM statesis not required.

Regardless whether the UE is operating in single-registration mode or dual-registration mode,
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a) if the UE considersthe SIM/USIM invalid for any of: 3GPP accessin N1 mode, S1 mode, A/Gb mode or Iu
mode, then it considers the SIM/USIM invalid for al of them; and

b) if the UE considersthe USIM invalid for 5GS services for any of: 3GPP accessin N1 mode, S1 mode, A/Gb
mode or lu mode, then it considers the USIM invalid for 5GS services for all of them.

52 Behaviour of the UE in state 5GMM-DEREGISTERED and
state 5 GMM-REGISTERED

521 General

In this subclause, the detailed behaviour of the UE in the states 5GMM-DEREGISTERED and 5GMM-REGISTERED
is described.

522 UE behaviour in state 5 GMM-DEREGISTERED

5221 General
The state 5SGMM-DEREGISTERED is entered in the UE, when:
a) thede-registration is performed either by the UE or by the network (see subclause 5.5.2);
b) the registration request is rejected by the AMF (see subclause 5.5.1.2.5 and 5.5.1.3.5);
c) theservicerequest isrejected by the AMF (see subclause 5.6.1);
d) the UE is switched on; or

€) the UE registered for emergency servicesisin 5GMM-IDLE mode and its periodic registration update timer
expires (see subclause 5.3.7).

In state 5GMM-DEREGISTERED, the UE shall behave according to the substate as explained in subclause 5.2.2.3.
5.2.2.2 Primary substate selection

5.2.2.21 Selection of the substate after power on

For a UE configured for eCall only mode as specified in 3GPP TS 31.102 [22], timers T3444 and T3445 are considered
to have expired at power on. When the UE is switched on, the substate shall be PLMN-SEARCH if the USIM is
available and valid or there are valid entries in the "list of subscriber data’. See 3GPP TS 23.122 [5] for further details.

The substate chosen after PLMN-SEARCH, following power oniis:
a) if no cell can be selected, the substate shall be NO-CELL-AVAILABLE;

b) if the UE isnot operating in SNPN access operation mode, and no USIM is present, or the USIM is considered
invalid by the UE, the substate shall be NO-SUPI;

c) if the UE isoperatingin SNPN access operation mode, and:

1) the selected entry inthe "list of subscriber data’ does not contain subscription identifier, and no USIM is
present, or the USIM is considered invalid by the UE; or

2) no valid entry in the "list of subscriber data' exists;
the substate shall be NO-SUPI;

d) if asuitable cell has been found, the PLMN or SNPN identity of the cell is not in one of the forbidden PLMN
lists, the "permanently forbidden SNPNs' list or the "temporarily forbidden SNPNs' list which are, if the MS
supports access to an SNPN using credentials from a credentials holder, associated with the selected entry of the
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"list of subscriber data" or the selected PLMN subscription, and the tracking areais not in one of the lists of 5GS
forbidden tracking areas, then the substate shall be NORMAL-SERVICE;

€) if the selected cell is known not to be able to provide normal service, then the UE shall enter the substate
LIMITED-SERVICE;

f) if the UE isin manual network selection mode and no cell of the selected PLMN or SNPN has been found, the
UE shall enter the substate NO-CELL-AVAILABLE; and

g) if the UE isconfigured for eCall only mode as specified in 3GPP TS 31.102 [22], the substate shall be eCALL-

INACTIVE.
5.2.2.3 Detailed description of UE behaviour in state 5GMM-DEREGISTERED
5.2.2.3.1 NORMAL-SERVICE

The UE shall initiate an initial registration procedure if the timer T3346 is not running. If timer T3346 is running, the
UE shall initiate an initial registration procedure on the expiry of timer T3346.

The UE may initiate an initial registration procedure for emergency services or for a UE configured for high priority
access in the selected PLMN, even if timer T3346 is running.

5.2.2.3.2 LIMITED-SERVICE
The UE shdll initiate an initial registration procedure when entering a cell which provides normal service.

The UE may initiate initial registration for emergency services.

5.2.2.3.3 ATTEMPTING-REGISTRATION
The UE in 3GPP access:
a) shal initiate an initial registration procedure on the expiry of timers T3502, T3511 or T3346;

b) may initiate aninitial registration procedure for emergency services even if timers T3502, T3511 or T3346 are
running;

bl) may initiate aninitial registration procedure even if timer T3502, T3346 or T3447 isrunning, if the UEisaUE
configured for high priority accessin selected PLMN;

c) shal initiate an initial registration procedure when entering a new PLMN or SNPN, except
i) if timer T3346 isrunning and the new PLMN is equivalent to the PLMN where the UE started timer T3346;

ii) if the PLMN identity of the new cell isin the forbidden PLMN lists or the SNPN identity of the new cell isin
the "permanently forbidden SNPNs" list or the "temporarily forbidden SNPNs" list which are, if the MS
supports access to an SNPN using credentials from a credentials holder, associated with the selected entry of
the "list of subscriber data’ or the selected PLMN subscription; or

iii) if the current TAI isin one of the lists of 5GS forbidden tracking areas;

d) shal initiate aninitial registration procedure when the current TAI has changed, if timer T3346 is not running,
the PLMN identity of the new cell is not in one of the forbidden PLMN lists or the SNPN identity of the new cell
isin neither the "permanently forbidden SNPNs" list nor the "temporarily forbidden SNPNs" list which are, if
the M'S supports access to an SNPN using credentials from a credential s holder, associated with the selected
entry of the "list of subscriber data" or the selected PLMN subscription, and the current TAI isnot in one of the
lists of 5GS forbidden tracking aress;

€) shal initiate aninitial registration procedure if the 5GS update statusis set to 5U2 NOT UPDATED, and timers
T3511, T3502 and T3346 are not running;

f) may initiate an initial registration procedure for UE in NB-N1 mode upon receiving a request from upper layers
to transmit user data related to an exceptional event and the UE is allowed to use exception data reporting (see
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the ExceptionDataReportingAllowed leaf of the NAS configuration MO in 3GPP TS 24.368 [17]) if timer T3346
is not already running for "MO exception data" and even if timer T3502 or timer T3511 is running; and

g) may initiate aninitial registration procedure with 5GS registration type |E set to "initial registration” for
initiating of an emergency PDU session, upon request of the upper layers to establish the emergency PDU
session.

The UE in non-3GPP access:

a) shal initiate an initial registration procedure on the expiry of timers T3502, T3511 or T3346;

b) may initiate aninitial registration procedure for emergency services even if timers T3502, T3511 or T3346 are
running;

bl)may initiate an initial registration procedure even if timer T3502 or T3346 isrunning if the UE isa UE
configured for high priority accessin selected PLMN;

c) shal initiate an initial registration procedure when entering a new PLMN, except if timer T3346 is running and
the new PLMN is equivaent to the PLMN where the UE started timer T3346;

d) shal initiate aninitial registration procedure if the 5GS update statusis set to 5U2 NOT UPDATED, and timers
T3511, T3502 and T3346 are not running; and

€) may initiate an initial registration procedure with 5GS registration type | E set to "initial registration” for
initiating of an emergency PDU session, upon request of the upper layers to establish the emergency PDU
session.
5.2.2.3.4 PLMN-SEARCH

The UE shall perform PLMN selection or SNPN selection. If anew PLMN or SNPN is selected, the UE shall reset the
registration attempt counter and initiate the registration procedure for initial registration (see subclause 5.5.1.2.2).

If the selected cell in the new PLMN is known not to be able to provide normal service, the UE may initiate the
registration procedure for initial registration for emergency services.

5.2.2.35 NO-SUPI

The UE may initiate the registration procedure for initia registration for emergency services.

5.2.2.3.6 NO-CELL-AVAILABLE

The UE shall perform cell selection and choose an appropriate substate when a cell is found.

5.2.2.3.7 eCALL-INACTIVE

The UE camps on a suitable cell or an acceptable cell inaPLMN selected as specified in 3GPP TS 23.122 [5] but
initiates no 5GMM signalling with the network and ignores any paging requests.

The UE shall leave substate 5GMM-DEREGISTERED.eCALL-INACTIVE state only when one of the following
events occur:

a) if the USIM isremoved, the UE enters substate 5SGMM-DEREGISTERED.NO-SUPI;
b) if coverageislost, the UE enters substate 5GMM-DEREGISTERED.PLMN-SEARCH,;
c) if the UE isdeactivated (e.g. powered off) by the user, the UE enters state 5GMM-NULL;

d) if the UE receives arequest from upper layers to establish an eCall over IMS, the UE enters state 5SGMM-
DEREGISTERED . ATTEMPTING-REGISTRATION. The UE then uses the relevant 5GMM and 5GSM
procedures to establish the eCall over IMS at the earliest opportunity; or

e) if the UE receives arequest from upper layers to establish a call to an HPLMN designated non-emergency
MSISDN or URI for test or terminal reconfiguration service, the UE enters state 5SGM M-
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DEREGISTERED.ATTEMPTING-REGISTRATION. Once the registration procedure is completed, the UE
uses the relevant 5GMM and 5GSM procedures to establish the non-emergency call.

5.2.2.3.8 INITIAL-REGISTRATION-NEEDED

The UE shadll initiate the initial registration procedure, if still needed, as soon as the access is allowed in the selected cell
for the UE.

The UE may initiate registration procedure for emergency services.
5.2.2.4 Substate when back to state 5GMM-DEREGISTERED from another 5GMM
state

When returning to state 5SGMM-DEREGISTERED, the UE shall select a cell as specified in 3GPP TS 38.304 [28] or
3GPP TS 36.304 [25C].

The substate depends on the result of the cell selection procedure, the outcome of the previously performed 5GMM
specific procedures, on the 5GS update status of the UE, on the tracking area data stored in the UE, on the presence of
the USIM, on the UE configuration and on the reason for moving to 5GMM-DEREGI STERED:

a) If no cell has been found, the substate is NO-CELL-AVAILABLE, until acell isfound;
b) If no USIM ispresent or if the inserted USIM is considered invalid by the UE, the substate shall be NO-SUPI;

¢) If asuitable cell has been found and the PLMN or tracking areais not in one of the forbidden lists, the substate
shall be NORMAL-SERVICE;

d) If aninitial registration shall be performed (e.g. network-requested re-registration), the substate shall be
ATTEMPTING-REGISTRATION;

€) If aPLMN reselection or SNPN reselection (according to 3GPP TS 23.122 [5]) is heeded, the substate shall be
PLMN-SEARCH,;

f) If the selected cell is known not to be able to provide normal service, the substate shall be LIMITED-SERVICE;
and

g) If the UE isconfigured for eCall only mode as specified in 3GPP TS 31.102 [22], T3444 and T 3445 have
expired or are not running, and substate PLMN-SEARCH is not required, the substate shall be eCALL-
INACTIVE.

523 UE behaviour in state 5GMM-REGISTERED

5231 General

The state 5GMM-REGISTERED is entered at the UE, when the initial registration procedure is performed by the UE
(see subclause 5.5.1.2.2).

In state 5SGMM-REGISTERED, the UE shall behave according to the substate as explained in subclause 5.2.3.2.

5.2.3.2 Detailed description of UE behaviour in state 5GMM-REGISTERED
5.2.3.2.1 NORMAL-SERVICE
The UE:

a) shall initiate the mobility or the periodic registration update procedure (according to conditions givenin
subclause 5.5.1.3.2), except that the periodic registration update procedure shall not be initiated over non-3GPP
access,

b) shall initiate the service request procedure (according to conditions given in subclause 5.6.1);

c¢) shal respond to paging;
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d)

€)

if configured for eCall only mode as specified in 3GPP TS 31.102 [22], shall perform the eCall inactivity
procedure at expiry of timer T3444 or timer T3445 (see subclause 5.5.3); and

shall initiate aregistration procedure for mobility and periodic registration update on the expiry of timer T3511.

NOTE 1: Paging isnot supported over non-3GPP access.

NOTE 2: Asan implementation option, the MUSIM UE is alowed to not respond to paging based on the

information available in the paging message, e.g. voice service indication.

5.2.3.2.2 NON-ALLOWED-SERVICE

The UE shall behave as specified in subclause 5.3.5.

The UE in 5GMM-REGISTERED.NON-ALLOWED-SERVICE substate, if configured for eCall only mode as
specified in 3GPP TS 31.102 [22], shall perform the eCall inactivity procedure at expiry of timer T3444 or timer T3445
(see subclause 5.5.3).

5.2.3.2.3 ATTEMPTING-REGISTRATION-UPDATE

The UE in 3GPP access.

a)
b)

c)

d)

€)

shall not send any user data;

shall initiate a registration procedure for mobility and periodic registration update on the expiry of timers T3502,
T3511 or T3346;

shall initiate a registration procedure for mobility and periodic registration update when entering anew PLMN, if
timer T3346 is running and the new PLMN is not equivalent to the PLMN where the UE started timer T3346, the
PLMN identity of the new cell is not in the forbidden PLMN lists, and the current TAI is not in one of the lists of
5GS forbidden tracking areas,

shall initiate a registration procedure for mobility and periodic registration update when the current TAI has
changed, if timer T3346 is not running, the PLMN identity of the new cell isnot in one of the forbidden PLMN
lists or the SNPN identity of the new cell isin neither the "permanently forbidden SNPNs" list nor the
"temporarily forbidden SNPNS" list which are, if the UE supports access to an SNPN using credentials from a
credentials holder, associated with the selected entry of the "list of subscriber data” or the selected PLMN
subscription, and the current TAI is not in one of the lists of 5GS forbidden tracking areas;

may initiate a registration procedure for mobility and periodic registration update upon request of the upper
layers to establish an emergency PDU session;

el) may initiate aregistration procedure for mobility and periodic registration update upon request of the upper

f)

9)

layers to establish a PDU session, even if timer T3502, T3346 or T3447 is running, if the UE is a UE configured
for high priority accessin the selected PLMN;

may perform de-registration locally and initiate a registration procedure for initial registration for emergency
services even if timer T3346 is running;

shall initiate registration procedure for mobility and periodic registration update upon reception of paging, or
upon reception of NOTIFICATION message with access type indicating 3GPP access,

NOTE: Asanimplementation option, the MUSIM UE is allowed to not respond to paging based on the

h)

information available in the paging message, e.g. voice service indication.

may initiate a registration procedure for mobility and periodic registration update upon request for an MM TEL
voice call, MMTEL video call, or an MO IM Sregistration related signalling from the upper layers, and none of
the following conditionsis met:

1) timer T3346 isrunning;

2) the UE has stored alist of "non-allowed tracking areas' and the current TAI isin thelist of "non-allowed
tracking areas"; or
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3) the UE has stored alist of "allowed tracking areas’, the UE is camped on acell which isin the registered
PLMN or aPLMN from the list of equivalent PLMNSs, and the current TAl isnot in the list of "allowed
tracking areas’;

i) shall initiate aregistration procedure for mobility and periodic registration update if the 5GS update statusis set
to 5U2 NOT UPDATED, and timers T3511, T3502 and T3346 are not running;

j) if configured for eCall only mode as specified in 3GPP TS 31.102 [22], shall perform the eCall inactivity
procedure at expiry of timer T3444 or timer T3445 (see subclause 5.5.3);

k) may initiate aregistration procedure for mobility and periodic registration update for UE in NB-N1 mode upon
receiving arequest from upper layersto transmit user data related to an exceptional event and the UE is allowed
to use exception data reporting (see the ExceptionDataReportingAllowed leaf of the NAS configuration MO in
3GPP TS 24.368 [17]) if timer T3346 is not aready running for "M O exception data" and even if timer T3502 or
timer T3511 isrunning; and

[) shal not initiate the de-registration signalling procedure unless the current TAl is part of the TAI list.
The UE in non-3GPP access:
a) shall not send any user data;

b) shall initiate the registration procedure for mobility and periodic registration update on the expiry of timers
T3502, T3511 or T3346;

C) may initiate aregistration procedure for mobility registration update upon request of the upper layers to establish
an emergency PDU session;

cl) may initiate a registration procedure for mobility and periodic registration update upon request of the upper
layersto establish a PDU session, if the UE is a UE configured for high priority accessin the selected PLMN
even if timer T3346 or T3502 is running;

d) may perform de-registration locally and initiate a registration procedure for initial registration for emergency
services even if timer T3346 is running;

€) may initiate aregistration procedure for mobility and periodic registration update upon request for an MM TEL
voice call, MMTEL video cal, or an MO IM S registration related signalling from the upper layers, if timer
T3346 is not running;

f) shall initiate aregistration procedure for mobility and periodic registration update if the 5GS update status is set
to 5U2 NOT UPDATED, and timers T3511, T3502 and T3346 are not running; and

g) shal not initiate the de-registration signalling procedure unless timer T3346 is running.

5.2.3.2.4 LIMITED-SERVICE
The UE:
a) shall perform cell selection/reselection;
b) may perform de-registration locally and initiate an initial registration for emergency services; and

¢) if configured for eCall only mode as specified in 3GPP TS 31.102 [22], shall perform the eCall inactivity
procedure at expiry of timer T3444 or timer T3445 (see subclause 5.5.3).

5.2.3.25 PLMN-SEARCH

The UE shall perform PLMN selection or SNPN selection. If anew PLMN is selected, the UE shall reset the
registration attempt counter and initiate a registration procedure for mobility and periodic registration update (see
subclause 5.5.1.3). If anew SNPN is selected, the UE shall reset the registration attempt counter, may perform de-
registration locally and shall initiate a registration procedure for initia registration (see subclause 5.5.1.2.2).

If the selected cell in the new PLMN is known not to be able to provide normal service, the UE may perform de-
registration locally and initiate an initial registration for emergency services.
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5.2.3.2.6 NO-CELL-AVAILABLE

The UE shall perform cell selection and choose an appropriate substate when a cell is found.

5.2.3.2.7 UPDATE-NEEDED
The UE:
a) shall not send any user data;

b) shall not send signalling information, unlessit is a service request as a response to paging or to initiate signalling
for emergency services or emergency services fallback;

c) shall perform cell selection/reselection;

d) shall enter the appropriate new substate as soon as the lower layers indicate that the barring is aleviated for the
access category with which the access attempt for the registration procedure for mobility and periodic
registration update was associated; and

e) if configured for eCall only mode as specified in 3GPP TS 31.102 [22], shall perform the eCall inactivity
procedure at expiry of timer T3444 or T3445 (see subclause 5.5.3).

5.3 General on elementary 5GMM procedures

5.3.1 5GMM modes and N1 NAS signalling connection

5.3.11 Establishment of the N1 NAS signalling connection

When the UE isin 5GMM-IDLE mode over 3GPP access and needs to transmit an initial NAS message, the UE shall
request the lower layer to establish an RRC connection. Upon indication from the lower layers that the RRC connection
has been established, the UE shall consider that the N1 NAS signalling connection over 3GPP accessis established and
enter 5GMM-CONNECTED mode over 3GPP access.

When the UE isin 5GMM-IDLE mode over non-3GPP access, and the UE receives an indication from the lower layers
of non-3GPP access, that the access stratum connection is established between the UE and the network, the UE shall
send aninitial NAS message, consider the N1 NAS signalling connection is established and enter 5GMM-
CONNECTED mode over non-3GPP access.

Initial NAS messages are:
a) REGISTRATION REQUEST message;
b) DEREGISTRATION REQUEST message;
¢) SERVICE REQUEST message; and
d) CONTROL PLANE SERVICE REQUEST.

If the UE is capable of both N1 mode and S1 mode and lower layers provide an indication that the current E-UTRA cell
is connected to both EPC and 5GCN, for the routing of the REGISTRATION REQUEST message during theinitial
registration procedure to the appropriate core network (EPC or 5GCN), the UE NAS provides the lower layers with the
selected core network type information.

For the routing of theinitial NAS message to the appropriate AMF, if the UE holds a 5G-GUTI or 4G-GUTI, the UE
NAS provides the lower layers with the UE identity according to the following rules:

a) if theregistration procedure for mobility and periodic update was triggered due to the last CONFIGURATION
UPDATE COMMAND message containing the Configuration update indication |E with the Registration bit set
to "registration requested" and including:

1) no other parameters;

2) one or both of the Allowed NSSAI |E and the Configured NSSAI IE; or
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3) the Network dlicing indication |E with the Network slicing subscription change indication set to " Network
slicing subscription changed”;

the UE NAS shall not provide the lower layers with the 5G-S-TM S| or the registered GUAMI;

b) if the service request procedure was initiated over non-3GPP access, the UE NAS shall provide the lower layers
with the registered GUAMI, but shall not provide the lower layers with the 5G-S-TMSI;

c) if theinitial NAS message other than the SERVICE REQUEST or CONTROL PLANE SERVICE REQUEST
message was initiated over untrusted non-3GPP access, the UE NAS shall provide the lower layers with the
GUAMI of the 5G-GUTI that the UE NAS has selected as specified in the subclause 5.5.1.2.2 and 5.5.1.3.2, but
shall not provide the lower layers with the 5G-S-TMSI;

if theinitial NAS message other than the SERVICE REQUEST or CONTROL PLANE SERVICE REQUEST
message was initiated over trusted non-3GPP access, the UE NAS shall provide the lower layers with the 5G-
GUTI, if available, otherwise shall provide the lower layers with the SUCI;

if the UE isthe 5G-RG and theinitial NAS message other than the SERVICE REQUEST or CONTROL PLANE
SERVICE REQUEST message was initiated over wireline access, the UE NAS shall provide the lower layers
with the GUAMI of the 5G-GUTI that the UE NAS has selected as specified in the subclause 5.5.1.2.2 and
5.5.1.3.2, if available, otherwise shall not provide the lower layers with any UE identity;

d) if the UE does not hold a 5G-GUTI that was previously assigned by the same PLMN with which the UE is
performing the registration procedure and if:

1) the UE operating in the single-registration mode performs a registration procedure for mobility and periodic
update indicating "mobility registration updating” following an inter-system change from S1 mode to N1
mode; or

2) the UE which was previoudly registered in S1 mode before entering state EMM-DEREGISTERED, performs
aninitial registration procedure, the UE has received the interworking without N26 interface indicator set to
"interworking without N26 interface not supported” from the network, and the UE holds a 4G-GUTI;

then the UE NAS provides the lower layers with a GUAMI part of the 5G-GUTI mapped from 4G-GUTI as
specified in 3GPP TS 23.003 [4] with an indication that the GUAMI is mapped from EPS; or

€) otherwise:

1) if thetracking area of the current cell isin the registration area, the UE NAS shall provide the lower layers
with the 5G-S-TMSI, but shall not provide the registered GUAMI to the lower layers; or

2) if thetracking area of the current cell is not in the registration area, the UE NAS shall provide the lower
layers with the GUAMI of the 5G-GUTI that the UE NAS has selected as specified in the
subclauses 5.5.1.2.2 and 5.5.1.3.2, but shall not provide the lower layers with the 5G-S-TMSI.

For 3GPP access and untrusted non-3GPP access, if the UE does not hold a 5G-GUTI and the UE does not hold a 4G-
GUTI, the UE NAS does not provide the lower layers with the 5G-S-TMSI or the registered GUAMI. For trusted non-
3GPP access, if the UE does not hold a 5G-GUTI and the UE does not hold a 4G-GUTI, the UE NAS provides the
lower layers with the SUCI.

The UE NAS aso provides the lower layers with the identity of the selected PLMN (see 3GPP TS 38.331 [30]) if the
UE is not operating in SNPN access operation mode. If the UE is operating in SNPN access operation mode, the UE
NAS provides the lower layers with the SNPN identity of the selected SNPN. In a shared network, the UE shall choose
one of the PLMN identity(ies) or SNPN identity(ies) as specified in 3GPP TS 23.122 [5].

The UE NAS layer may provide the lower layers with an NSSAI as specified in subclause 4.6.2.3.

If the UE performsinitial registration for onboarding servicesin SNPN or is registered for onboarding servicesin
SNPN, the UE NAS layer shall provide the lower layers with an indication that the connection is for onboarding.

5.3.1.2 Re-establishment of the N1 NAS signalling connection

When the UE in 5GMM-CONNECTED mode over 3GPP access receives a fallback indication from lower layers, and
the UE has no pending NAS procedure and no pending uplink user data for PDU session(s) with user-plane resources
aready established, the UE shall:

ETSI



3GPP TS 24.501 version 17.8.0 Release 17 144 ETSI TS 124 501 V17.8.0 (2022-10)

a) enter 5GMM-IDLE mode; and

b) initiate the registration procedure for mobility and periodic registration update and include the Uplink data status
IE inthe REGISTRATION REQUEST message indicating the PDU session(s) for which user-plane resources
were active prior to receiving the fallback indication, if any (see subclause 5.5.1.3 for further details).

When the UE in 5GMM-CONNECTED mode over 3GPP access receives a fallback indication from lower layers, and
the UE has pending uplink user data for PDU session(s) with user-plane resources already established but no pending
NAS procedure, the UE shall:

a) enter 5GMM-IDLE mode; and

b) initiate the service request procedure and include the Uplink data status |E in the SERVICE REQUEST message
indicating the PDU session(s) for which user-plane resources were active prior to receiving the fallback
indication (see subclause 5.6.1 for further details).

When the UE in 5GMM-CONNECTED mode over 3GPP access receives a fallback indication from lower layers, and
the UE has a pending registration procedure, a service request procedure, or a de-registration procedure, the UE shall:

a) enter 5GMM-IDLE mode;
b) proceed with the pending procedure; and

c) if the pending procedure is a service request or registration procedure and the SERVICE REQUEST message,
the CONTROL PLANE SERVICE REQUEST message or the REGISTRATION REQUEST message does not
include UE request type |E with Reguest type value set to "NAS signalling connection release”, the UE shall
include the Uplink data status IE in the SERVICE REQUEST message, or in the REGISTRATION REQUEST
message, indicating the PDU session(s) for which user-plane resources were not active prior to receiving a
fallback indication from the lower layers and the UE has pending user data to be sent over 3GPP access, if any,
and the PDU session(s) for which user-plane resources were active prior to receiving the fallback indication, if
any (see subclauses 5.5.1.3 and 5.6.1 for further details).

When the UE in 5GMM-CONNECTED mode over 3GPP access receives a fallback indication from lower layers, and
the UE has a pending NAS procedure other than a registration procedure, a service request procedure, or a de-
registration procedure, the UE shall:

a) enter 5GMM-IDLE mode;

b) initiate the service request procedure and include the Uplink data status |E in the SERVICE REQUEST message
indicating the PDU session(s) for which user-plane resources were active prior to receiving the fallback
indication, if any (see subclause 5.6.1 for further details); and

¢) upon successful service request procedure completion, proceed with any pending procedure.

When the UE in 5GMM-CONNECTED mode over 3GPP access receives a fallback indication from lower layers, and
the UE has no pending NAS procedure and no pending uplink user datafor PDU session(s) with user-plane resources
already established, and the UE was using network resources for 5G ProSe direct discovery over PC5 or 5G ProSe
direct communication over PC5 (see 3GPP TS 23.304 [6E]), the UE shall:

a) enter 5GMM-IDLE mode; and

b) initiate the service request procedure and include the Uplink data status |E in the SERVICE REQUEST message
indicating the PDU session(s) for which user-plane resources were active prior to receiving the fallback
indication, if any (see subclause 5.6.1 for further details).

The cases above apply when the UE isin an allowed area or when the UE is not in a non-allowed area.
When the UE:

a) isinanon-alowed areaor isnot in an alowed area;

b) isin 5GMM-CONNECTED mode over 3GPP access,

¢) receivesafallback indication from lower layers; and

d) does not have signalling pending,
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the UE shall:
a) enter 5GMM-IDLE mode; and

b) initiate the registration procedure for mobility and periodic registration update. The UE shall not include the
Uplink data status |E in the REGISTRATION REQUEST message except if the PDU session for which user-
plane resources were active is an emergency PDU session, or if the UE is configured for high priority accessin
the selected PLMN.

In the above cases when the UE receives a fallback indication from lower layers, if the UE isin non-allowed area or not
in alowed area, the UE shall behave as specified in subclause 5.3.5.

5.3.1.3 Release of the N1 NAS signalling connection
The signalling procedure for the release of the N1 NAS signalling connection isinitiated by the network.

In N1 mode, upon indication from lower layers that the access stratum connection has been released, the UE shall enter
5GMM-IDLE mode and consider the N1 NAS signalling connection released.

If the UE in 3GPP access is configured for eCall only mode as specified in 3GPP TS 31.102 [22] then:

- if the N1 NAS signalling connection that was rel eased had been established for eCall over IMS, the UE shall
start timer T3444; and

- if the N1 NAS signalling connection that was released had been established for a call to an HPLMN designated
non-emergency MSISDN or URI for test or terminal reconfiguration service, the UE shall start timer T3445.

The UE shall start the timer T3447 if not already running when the N1 NAS signalling connection isreleased as
specified in subclause 5.3.17.

To alow the network to release the N1 NAS signalling connection, the UE:

a) shall start the timer T3540 if the UE receives any of the 5GMM cause values #7, #11, #12, #13, #15, #27, #31,
H#62, #72, #73, #74, #75, #76 and the UE does not consider the received 5GMM cause value as abnormal case as
specified in subclauses 5.5.1.2.7, 5.5.1.3.7 and 5.5.2.3.4;

b) shall start the timer T3540 for a UE in 3GPP accessiif:

1) the UE receivesa REGISTRATION ACCEPT message which does not include a Pending NSSAI |E or UE
radio capability ID deletion indication IE;

2) the UE has set the Follow-on request indicator to "No follow-on request pending” in the REGISTRATION
REQUEST message;

3) the UE has not included the Uplink data status IE in the REGISTRATION REQUEST message, or the UE
has included the Uplink data status IE in the REGISTRATION REQUEST message but the
REGISTRATION ACCEPT message indicates that no user-plane resources of any PDU sessions are to be re-
established;

4) the UE has not included the Allowed PDU session status |E or has included the Allowed PDU session status
IE indicating there is no PDU session(s) for which the UE allowed the user-plane resource to be re-
established over 3GPP access in the REGISTRATION REQUEST message, or the UE has included the
Allowed PDU session status IE in the REGISTRATION REQUEST message but the REGISTRATION
ACCEPT message does not indicate that any user-plane resources of any PDU sessions are to be re-
established;

5) theregistration procedure has been initiated in 5GMM-IDLE mode, or the UE has set Request typeto "NAS
signalling connection release” in the UE request type |E in the REGISTRATION REQUEST message and
the N1 NAS signalling connection release bit is set to "N1 NAS signalling connection release supported” in
the 5GS network feature support |E of the REGISTRATION ACCEPT message;

6) the user-plane resources for PDU sessions have not been set up, except for the case the UE has set Request
type to "NAS signalling connection release” in the UE request type |E in the REGISTRATION REQUEST
message and the N1 NAS signalling connection release bit is set to "N1 NAS signalling connection release
supported” in the 5GS network feature support |E of the REGISTRATION ACCEPT message;
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7) the UE need not request resources for V2X communication over PC5 reference point (see
3GPP TS 23.287 [6C]); and

8) the UE need not request resources for 5G ProSe direct discovery over PC5 or 5G ProSe direct
communication over PC5 (see 3GPP TS 23.304 [6E]);

NOTE 1: Thelower layers indicate when the user-plane resources for PDU sessions are successfully established or
released.

c) shall start the timer T3540 if the UE receives a REGISTRATION REJECT message indicating:
the 5GMM cause value #9 or #10;

d) shall start the timer T3540 if the UE receives a SERVICE REJECT message indicating:
the 5GMM cause value #9, #10; or
the 5GMM cause value #28 and with no emergency PDU session has been established;

€) shall start the timer T3540 if:

1) the UE receivesa CONFIGURATION UPDATE COMMAND message containing the Configuration update
indication 1E with the Registration bit set to "registration requested” and with:

i) either new alowed NSSAI information or new configured NSSAI information or both included;
ii) the network slicing subscription change indication; or
iii) no other parameters;
2) the user-plane resources for PDU sessions have not been set up; and
f) shall start the timer T3540 for a UE in 3GPP access if:
1) the UE receives a SERVICE ACCEPT message;
2) for the case that the UE sent the:

i) SERVICE REQUEST message, the UE did not set the Service type |E to "signalling” or "high priority
access', the UE has not included the Uplink data status |E in the SERVICE REQUEST message, or the
UE has included the Uplink data status | E in the SERVICE REQUEST message but the SERVICE
ACCEPT message indicates that no user-plane resources of any PDU sessions are to be re-established; or

ii) CONTROL PLANE SERVICE REQUEST message, the UE did not set the Control plane service type |E
to "emergency services fallback", the UE has not included the Uplink data status IE in the CONTROL
PLANE SERVICE REQUEST message, or the UE hasincluded the Uplink data status IE in the
CONTROL PLANE SERVICE REQUEST message but the SERVICE ACCEPT message indicates that
no user-plane resources of any PDU sessions are to be re-established;

3) the UE has not included the Allowed PDU session status | E or has included the Allowed PDU session status
|E indicating there is no PDU session(s) for which the UE allowed the user-plane resource to be re-
established over 3GPP access in the SERVICE REQUEST message or the CONTROL PLANE SERVICE
REQUEST message, or the UE has included the Allowed PDU session status |E in the SERVICE REQUEST
message or the CONTROL PLANE SERVICE REQUEST message but the SERVICE ACCEPT message
does not indicate that any user-plane resources of any PDU sessions are to be re-established;

4) the service request procedure has been initiated in 5SGMM-IDLE mode;
5) the user-plane resources for PDU sessions have hot been set up;

6) the UE need not request resources for V2X communication over PC5 reference point (see
3GPP TS 23.287 [6C]); and

7) the UE need not request resources for 5G ProSe direct discovery over PC5 or 5G ProSe direct
communication over PC5 (see 3GPP TS 23.304 [6E]);
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NOTE 2: The lower layers indicate when the user-plane resources for PDU sessions are successfully established or

9)

h)

released.

may start the timer T3540 if the UE receives any of the 5GMM cause values #3 or #6 or if it receives an
AUTHENTICATION REJECT message;

shall start the timer T3540 upon completion of the configuration update procedure or the registration procedure
if the UE does not have an emergency PDU session and:

1) the UE received a CONFIGURATION UPDATE COMMAND message or a REGISTRATION ACCEPT
message while camping on a CAG cell and the entry for the current PLMN in the received "CAG information
list" does not include any of the CAG-ID(s) supported by the current CAG cell;

2) the UE received a CONFIGURATION UPDATE COMMAND message or a REGISTRATION ACCEPT
message while camping on a non-CAG cell and the entry for the current PLMN in the received "CAG
information list" includes an "indication that the UE is only allowed to access 5GS via CAG cells'; or

3) the UE received a CONFIGURATION UPDATE COMMAND message while camping on a CAG cell and
the entry for the current PLMN in not included in the received "CAG information list"; or

shall start the timer T3540 for a UE in 3GPP accessiif:
1) the UE receivesa SERVICE ACCEPT message; and
2) the UE:

- has set Request type to "NAS signalling connection release” in the UE request type |E in the SERVICE
REQUEST message or CONTROL PLANE SERVICE REQUEST message; or

- has set Request type to "Rejection of paging” in the UE request type IE in the SERVICE REQUEST
message or CONTROL PLANE SERVICE REQUEST message and the UE receives a
CONFIGURATION UPDATE COMMAND message;

shall start the timer T3540 if the UE receives the 5GMM cause value #22 along with a T3346 value, and the
value indicates that the timer T3346 is neither zero nor deactivated and the NAS procedure has been initiated in
5GMM-IDLE mode; or

k) shal start thetimer T3540 if the UE receives a DEREGISTRATION ACCEPT message.

Upon expiry of T3540,

in cases a), b), ), g), h), i), j) and k) the UE shall locally release the established N1 NAS signalling connection;

in cases ¢) and d) the UE shall locally release the established N1 NAS signalling connection and the UE shall
initiate the registration procedure as described in subclause 5.5.1.3 or 5.6.1.5; or

in case €), the UE shall locally release the established N1 NAS signalling connection and perform a new
registration procedure as specified in subclause 5.5.1.3.2.

In case a),

upon receiving a request from the upper layersto perform emergency services fallback only for a UE in 3GPP
access or establishing an emergency PDU session, the UE shall stop timer T3540 and shall locally release the N1
NAS signalling connection, before proceeding as specified in subclause 5.5.1.

In case b) and f),

upon an indication from the lower layers that the user-plane resources for PDU sessions are set up, the UE shall
stop timer T3540 and may send uplink signalling viathe existing N1 NAS signalling connection or user datavia
user plane. If the uplink signalling is associated with emergency services fallback only for a UE in 3GPP access
or establishing an emergency PDU session, the UE shall stop timer T3540 and send the uplink signalling viathe
existing N1 NAS signalling connection;

In case b), f) and i),
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- upon receipt of a DEREGISTRATION REQUEST message, the UE shall stop timer T3540 and respond to the
network-initiated de-registration request viathe existing N1 NAS signalling connection as specified in
subclause 5.5.2.3;

- upon receipt of a message of a network-initiated 5GMM common procedure, the UE shall stop timer T3540 and
respond to the network-initiated 5GMM common procedure via the existing N1 NAS signalling connection as
specified in subclause 5.4,

- if thereis no user-plane resources established for PDU sessions, upon receiving a request from the upper layers
to perform emergency services fallback only for a UE in 3GPP access or establishing an emergency PDU
session, the UE shall stop timer T3540 and shall locally release the N1 NAS signalling connection, before
proceeding as specified in subclause 5.6.1;

- if thereis no user-plane resources established for PDU sessions, upon receiving a request from the upper layers
to perform services other than emergency services fallback only for a UE in 3GPP access or establishing an
emergency PDU session, the UE shall wait for the local release of the established N1 NAS signalling connection
upon expiry of timer T3540 or wait for timer T3540 being stopped, before initiating NAS signalling;

- upon receipt of aDL NAS TRANSPORT message, the UE shall stop timer T3540 and may send uplink
signalling via the existing N1 NAS signalling connection; or

- upon initiation of registration procedure for mobility and periodic registration update as specified in
subclause 5.5.1.2.7 for cases h), i), j), subclause 5.5.1.3.7 for casesj), k) or subclause 5.5.1.3.2 for case @), the
UE shall stop timer T3540.

In casec) and d),

- upon an indication from the lower layers that the access stratum connection has been released, the UE shall stop
timer T3540 and perform a new registration procedure as specified in subclause 5.5.1.3.5 or 5.6.1.5.

- upon receiving arequest from the upper layers to perform emergency services fallback only for a UE in 3GPP
access or establishing an emergency PDU session, the UE shall stop timer T3540 and shall locally release the N1
NAS signalling connection, before proceeding as specified in subclause 5.5.1.

Incasee),

- upon an indication from the lower layers that the access stratum connection has been released, the UE shall stop
timer T3540 and perform a new registration procedure as specified in subclause 5.5.1.3.2.

- upon anindication from the lower layers that the user-plane resources for PDU sessions are set up, the UE shall
stop timer T3540 and may send user data via user plane.

NOTE 3: Inthis case, the new registration procedure is performed when the UE movesto the 5SGMM-IDLE maode.

- upon receiving arequest from the upper layers to perform emergency services fallback only for a UE in 3GPP
access or establishing an emergency PDU session, the UE shall stop timer T3540 and shall locally release the N1
NAS signalling connection, before proceeding as specified in subclause 5.5.1.

If the UE had set the Follow-on request indicator to " Follow-on request pending” in the REGISTRATION REQUEST
message due to pending uplink signalling but cannot send the pending signalling due to new service area restrictions
received or due to network not supporting the feature as indicated in the REGISTRATION ACCEPT message (for
example UE set the "Follow-on regquest pending” to send SMS over NAS but AMF notified "SMS over NAS not
allowed") and if there is no further pending data or signalling and user plane resources have not been set up, the UE
may locally release the established N1 NAS signalling connection upon completion of the registration procedure.

NOTE 4: the UE is allowed to inform the lower layers that there isno 5GMM or 5GSM messages need to be sent
over non-3GPP accessif the UE receives a REGISTRATION REJECT message over non-3GPP access or
a SERVICE REJECT message over non-3GPP access.

If the timer T3540 is not running when the UE enters state 5S6GMM-DEREGISTERED.PLMN-SEARCH or 5GMM-
REGISTERED.PLMN-SEARCH, the UE may locally release the N1 NAS signalling connection.
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5314 5GMM-CONNECTED mode with RRC inactive indication

This subclause is only applicable for UE's 56MM mode over 3GPP access. The 56MM-CONNECTED mode with
RRC inactive indication is not supported when the UE isin NB-N1 mode.

The UE isin 5GMM-CONNECTED mode with RRC inactive indication when the UE isin:
a) 5GMM-CONNECTED mode over 3GPP access at the NAS layer; and
b) RRC_INACTIVE state at the AS layer (see 3GPP TS 38.300 [27]).

Unless stated otherwise, the UE behaviour in 5GMM-CONNECTED mode with RRC inactive indication follows the
UE behaviour in 5GMM-CONNECTED over 3GPP access, except that:

a) the UE shall apply the mobility restrictions; and
b) the UE shall perform the PLMN selection procedures
asin 5GMM-IDLE mode over 3GPP access.

The UE shall transition from 5GMM-CONNECTED mode over 3GPP access to 5GMM-CONNECTED mode with
RRC inactive indication upon receiving an indication from the lower layers that the RRC connection has been
suspended.

NOTE 1: Any pending procedure or uplink data packet when receiving an indication from the lower layers that the
RRC connection has been suspended, triggers arequest to the lower layersto transition to
RRC_CONNECTED dtate. Thisis aso the case when the pending procedure or uplink data packet
triggered a previous request to the lower layersto transition to RRC_CONNECTED state.

Upon:

a) atrigger of aprocedure which requires sending of a NAS message different from a REGISTRATION
REQUEST message with the NG-RAN-RCU hit of the 5GS update type | E set to "UE radio capability update
needed”;

b) an uplink user data packet to be sent for a PDU session with suspended user-plane resources;

c) atrigger to request resources for 5G ProSe direct discovery over PC5 or 5G ProSe direct communication over
PC5; or

d) atrigger to request resources for V2X communication over PC5 (see 3GPP TS 23.287 [6C));

the UE in 5GMM-CONNECTED mode with RRC inactive indication over 3GPP access shall request the lower layers
to transition to RRC_CONNECTED state (see 3GPP TS 38.300 [27]).

NOTE 2: If the UE supports Small Data Transmission (SDT) (see 3GPP TS 38.300 [27]), the following applies:

a) if the UE dueto pending uplink NAS messages or user data packets is requesting the lower layers
to transition to RRC_CONNECTED state, but has not received a response from the lower layers,
the UE can send the pending NAS messages or user data packets to the lower layers, and can
receive multiple downlink NAS messages or multiple downlink user data packets from the lower
layers while the UE remains in 5GMM-CONNECTED mode with RRC inactive indication over
3GPP access (i.e., without transitioning to 5GMM-CONNECTED mode). When the NAS layer
triggers the transmission of pending uplink NAS messages or user data packets, and if the SDT is
ongoing, the NAS layer will receive the response from the lower layers only after the SDT session
has completed or failed;

b) the NASIlayer is not aware of the classification of NAS messages or the user data packets as
belonging to the SDT session at the lower layers; and

¢) the setting of access category and the RRC establishment cause indicated to the lower layers when
sending the pending uplink user data packets while the UE remainsin 5GMM-CONNECTED
mode with RRC inactive indication, is left to implementation.

Upon atrigger to send aREGISTRATION REQUEST message with the NG-RAN-RCU bit of the 5GS update type |E
set to "UE radio capability update needed”, the UE in 5GMM-CONNECTED mode with RRC inactive indication shall
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move to 5GMM-IDLE mode over 3GPP access and proceed with the registration procedure for mobility and periodic
registration as specified in subclause 5.5.1.3.2.

The UE shall transition from 5GMM-CONNECTED mode with RRC inactive indication to 5GMM-CONNECTED
mode over 3GPP access upon receiving an indication from the lower layers that the UE has transitioned to
RRC_CONNECTED state (see 3GPP TS 38.300 [27]).

NOTE 3: The AMF can be aware of the transition between 5GMM-CONNECTED mode and 5GMM-
CONNECTED mode with RRC inactive indication for a UE (see 3GPP TS 23.502 [9]).

The UE shall trigger atransition from 5GMM-CONNECTED mode with RRC inactive indication to 5SGMM-IDLE
mode upon selection of aPLMN that is not an equivalent PLMN to the registered PLMN. The UE shall not trigger a
transition from 5GMM-CONNECTED mode with RRC inactive indication to 5GMM-IDLE mode upon entering a new
PLMN which isinthelist of equivalent PLMNs.

The UE shall trigger atransition from 5GMM-CONNECTED mode with RRC inactive indication to 5GMM-IDLE
mode upon receiving REFRESH command from the UICC as specified in subclause 5.4.5.3.3.

If the UE in 5GMM-CONNECTED mode with RRC inactive indication receives an indication from the lower layers
that the RRC connection has been suspended, the UE shall stay in 5GMM-CONNECTED mode with RRC inactive
indication. The UE shall re-initiate any pending procedure that had triggered the request to the lower layersto transition
to RRC_CONNECTED state, if still needed.

When the UE in 5GMM-CONNECTED mode with RRC inactive indication receives a fallback indication from lower
layers, and the UE has no pending NAS procedure and no pending uplink user data for PDU session(s) with user-plane
resources already established, the UE shall:

a) enter 5GMM-IDLE mode; and

b) initiate the registration procedure for mobility and periodic registration update as specified for case 0) in
subclause 5.5.1.3.2.

If the UE requests the lower layers to transition to RRC_CONNECTED state at initiation of aregistration procedure, a
service request procedure or a de-registration procedure, upon fallback indication from lower layers, the UE shall:

- enter 5GMM-IDLE mode;
- proceed with the pending procedure; and

- if the pending procedure is a service regquest or registration request procedure and the SERVICE REQUEST
message, the CONTROL PLANE SERVICE REQUEST message or the REGISTRATION REQUEST message
does not include UE request type |E with Request type value set to "NAS signalling connection release”, the UE
shall include the Uplink data status IE in the SERVICE REQUEST message, the CONTROL PLANE SERVICE
REQUEST message or in the REGISTRATION REQUEST message, indicating the PDU session(s) without
active user-plane resources for which the UE has pending user data to be sent, if any, and the PDU session(s) for
which user-plane resources were active prior to receiving the fallback indication, if any (see subclauses 5.5.1.3
and 5.6.1 for further details).

If the UE requests the lower layersto transition to RRC_CONNECTED state for other reason than initiation of a
registration procedure, or for other reason than a service request procedure, or for other reason than a de-registration
procedure, upon fallback indication from lower layers, the UE shall:

1) enter 5GMM-IDLE mode;

2) initiate the service request procedure and include the Uplink data status | E in the SERVICE REQUEST message
or the CONTROL PLANE SERVICE REQUEST message indicating the PDU session(s) for which user-plane
resources were active prior to receiving the fallback indication, if any (see subclause 5.6.1 for further details). If
the procedure that triggered the request to the lower layersto transition to RRC_CONNECTED stateis the UE-
initiated NAS transport procedure and the UE had SM S, location services message, or CloT user data to send,
the UE shall also include the SMS, location services message, or CloT user datain the CONTROL PLANE
SERVICE REQUEST message as described in subclause 5.6.1.2.2; and

3) upon successful service request procedure completion, proceed with any pending procedure.
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If the UE in 5GMM-CONNECTED mode with RRC inactive indication receives a fallback indication from lower
layers, and the UE has pending uplink user data for PDU session(s) with user-plane resources already established but no
pending NAS procedure, the UE shall:

1) enter 5GMM-IDLE mode; and

2) initiate the service request procedure and include the Uplink data status | E in the SERVICE REQUEST message
or the CONTROL PLANE SERVICE REQUEST message indicating the PDU session(s) for which user-plane
resources were active prior to receiving the fallback indication (see subclause 5.6.1 for further details).

In the above cases when the UE receives a fallback indication from lower layers, if the UE isin non-allowed area or not
in alowed area, the UE shall behave as specified in subclause 5.3.5.

If the UE in 5GMM-CONNECTED mode with RRC inactive indication receives an indication from the lower layers
that the resumption of the RRC connection has failed, and:

a) if thelower layersindicate that access barring is applicable for all access categories except categories 0 and 2, or
access barring is applicable for all access categories except category 0, the UE shall:

1) stay in 5GMM-CONNECTED mode with RRC inactive indication;
b) else, the UE shall:
1) enter 5GMM-IDLE mode; and

2) initiate the registration procedure for mobility and periodic registration update used for mobility (i.e. the 5GS
registration type | E set to "mobility registration updating” in the REGISTRATION REQUEST message) for
N1 NAS signalling connection recovery as specified for case f) in subclause 5.5.1.3.2.

NOTE 4: An indication from the lower layer that the RRC connection has been released with cause "RRC resume
failure" can be considered as an indication that the resumption of the RRC connection has failed.

The UE shall transition from 5GMM-CONNECTED mode with RRC inactive indication to 5GMM-IDLE mode over
3GPP access upon receiving from the lower layers:

a) indication of transition from RRC_INACTIVE state to RRC_IDLE state; or
b) indication of cell selection to E-UTRAN or another RAT that the UE supports.

If the UE in 5GMM-CONNECTED mode with RRC inactive indication receives an indication from the lower layers
about the cell (re-)selection to different RAT that the UE supports, the UE shall initiate the registration procedure for
mobility or periodic registration update used for mobility (i.e. the 5GS registration type | E set to "mobility registration
updating” in the REGISTRATION REQUEST message) as specified in subclause 5.5.1.3.2.

If the UE in 5GMM-CONNECTED mode with RRC inactive indication receives an indication from the lower layers of
atransition from RRC_INACTIVE stateto RRC_IDLE state and 5GMM-REGISTERED.LIMITED-SERVICE is
entered, the UE shall subsequently upon entering state 5GMM-REGISTERED.NORMAL-SERVICE and if thereisno
uplink user data or signalling pending, initiate the registration procedure for mobility and periodic registration update
used for mobility (i.e. the 5GS registration type | E set to "mobility registration updating” in the REGISTRATION
REQUEST message) for N1 NAS signalling connection recovery as specified in subclause 5.5.1.3.2.

If the UE in 5GMM-CONNECTED mode with RRC inactive indication receives an indication from the lower layers
about RAN paging and the MUSIM UE decides not to initiate the service request procedure with service type set to
“mobile terminated services’ to respond to the RAN paging, the UE may initiate the service request procedure and set
request type to "NAS signalling connection release” in the UE request type |E and service typeto "signalling" in the
SERVICE REQUEST message to rgject the RAN paging as specified in subclause 5.6.1.2 for case o of

subclause 5.6.1.1. The UE may include its paging restriction preferences in the Paging restriction 1E in the SERVICE
REQUEST message as specified in subclause 5.6.1.2 for case o of subclause 5.6.1.1.

NOTE 5: Theinterworking between the NAS layer and the AS layer triggered by RAN paging is up to UE
implementation.

NOTE 6: As an implementation option, the MUSIM UE is allowed to not respond to RAN paging based on the
information available in the paging message, e.g. voice service indication.
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Upon receiving AMF paging indication from the lower layers, the UE shall transition from 5GMM-CONNECTED
mode with RRC inactive indication to 5GMM-IDLE mode over 3GPP access and handle the AMF paging same as the
paging request received in the 5GMM-IDLE mode over 3GPP access as specified in subclause 5.6.1.

5.3.15 Suspend and resume of the N1 NAS signalling connection

Suspend of the N1 NAS signalling connection can be initiated by the network in 5GMM-CONNECTED mode when
user plane CloT 5GS optimization is used. Resume of the suspended N1 NAS signalling connection isinitiated by the

UE.

In the UE, when user plane CloT 5GS optimization is used:

Upon idle suspend indication from the lower layers, the UE shall enter 5GMM-IDLE mode with suspend
indication, shall not consider the N1 NAS signalling connection released and shall not consider the secure
exchange of NAS messages terminated (see subclause 4.4.2.5 and 4.4.5).

Upon trigger of a procedure using aninitial NAS message when in 5GMM-IDLE mode with suspend indication,
the UE shall:

i) if theinitial NAS message is a REGISTRATION REQUEST message with the NG-RAN-RCU bit of the
5GS update type | E set to "UE radio capability update needed”, enter 5GMM-IDLE mode without suspend
indication and proceed with the registration procedure; or

ii) otherwise, request the lower layer to resume the RRC connection.

NOTE 1: In NB-N1 mode, in the request to the lower layer the data volume information of the initiadl NAS message

is provided to the lower layers. Interactions between the NAS and the lower layersin order to obtain the
data volume information of the initial NAS message (see 3GPP TS 36.321 [25E], 3GPP TS 36.331
[25A]) isleft to implementations.

Upon indication from the lower layers that the RRC connection has been resumed when in 5GMM-IDLE mode
with suspend indication, the UE shall enter 5GMM-CONNECTED mode. If the pending NAS message is:

i) aSERVICE REQUEST message, the service type |E is not set to "emergency services fallback", and the UE
did not include the NAS message container |E in the SERVICE REQUEST message; or

ii) aCONTROL PLANE SERVICE REQUEST message, and the UE did not include the CloT small data
container |E or the NAS message container |E in the CONTROL PLANE SERVICE REQUEST message,

the message shall not be sent. Otherwise the UE shall cipher the message as specified in subclause 4.4.5 and send

the pending initial NAS message upon entering 5GMM-CONNECTED mode;

NOTE 2: If aNAS messageis discarded and not sent to the network, the uplink NAS COUNT value corresponding

to that message is reused for the next uplink NAS message to be sent.

Upon fallback indication from the lower layers at RRC connection resume when in 5GMM-IDLE mode with
suspend indication, the UE shall enter 56MM-IDLE mode without suspend indication, send any pending initial
NAS message and proceed asif RRC connection establishment had been requested;

Upon indication from the lower layers that the RRC connection resume has failed and indication from the lower
layers that the RRC connection is suspended, the UE shall enter 5GMM-IDLE mode with suspend indication and
restart the ongoing NAS procedure if required; and

Upon indication from the lower layers that the RRC connection resume has failed and indication from the lower
layers that the RRC connection is not idle suspended, the UE shall enter 5GMM-IDLE mode without suspend
indication and restart the ongoing NAS procedure if required.

In the network, when user plane CloT 5GS optimization is used:

Upon idle suspend indication from the lower layers, the network shall enter 5GMM-IDLE mode with suspend
indication, shall not consider the N1 NAS signalling connection released and shall not consider the secure
exchange of NAS messages terminated; and
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- Upon indication from the lower layersthat it has received the NGAP UE context resume request message as
specified in 3GPP TS 38.413 [31] when in 5GMM-IDLE mode with suspend indication, the network shall enter
5GMM-CONNECTED mode.

532 Permanent identifiers

A globally unique permanent identity, the 5G subscription permanent identifier (SUPI), isalocated to each subscriber
for 5GS-based services. The IMSI, the network specific identifier, the GCI and the GLI are valid SUPI types. When the
SUPI contains a network specific identifier, aGCI or aGL1, it shall take the form of a network access identifier (NAI).
When the UE performsinitial registration for onboarding servicesin SNPN or isregistered for onboarding servicesin
SNPN, the SUPI contains the onboarding SUPI derived from the default UE credentials for primary authentication. The
UE derives the onboarding SUPI before or during the initial registration for onboarding servicesin SNPN and uses the
derived onboarding SUPI in the initial registration for onboarding servicesin SNPN and while registered for
onboarding servicesin SNPN.

The structure of the SUPI and its derivatives are specified in 3GPP TS 23.003 [4].

The UE provides the SUPI to the network in concealed form. The SUCI isaprivacy preserving identifier containing the
concealed SUPI. When the SUPI contains a network specific identifier, a GCl or a GLI, the SUCI shall take the form of
aNAI as specified in 3GPP TS 23.003 [4].

A UE supporting N1 mode includes a SUCI:

a) inthe REGISTRATION REQUEST message when the UE is attempting initial registration procedure and avalid
5G-GUTI isnot available;

b) inthe IDENTITY RESPONSE message, if the SUCI isrequested by the network during the identification
procedure; and

¢) inthe DEREGISTRATION REQUEST message when the UE initiates a de-registration procedure and avalid
5G-GUTI is not available.

If the UE uses the "null-scheme" as specified in 3GPP TS 33.501 [24] to generate a SUCI, the SUCI contains the
unconcealed SUPI.

When:
- not operating in SNPN access operation mode; or

- operating in SNPN access operation mode but not performing initial registration for onboarding services and not
registered for onboarding services,

the UE shall use the "null-scheme” if:
a) the home network has not provisioned the public key needed to generate a SUCI;
b) the home network has configured "null-scheme" to be used for the UE;

¢) the UE needsto perform aregistration procedure for emergency services after the failure of authentication
procedure or after reception of a REGISTRATION REJECT message with the 5GMM cause #3 "lllegal UE", or
to initiate a de-registration procedure before the registration procedure for emergency services was completed
successfully, and the UE does not have avalid 5G-GUT] for the selected PLMN; or

d) the UE receives an identity request for SUCI during a registration procedure for emergency services or during a
de-registration procedure that was initiated before the registration procedure for emergency services was
completed successfully.

When operating in SNPN access operation mode and:
- performing initia registration for onboarding services; or
- registered for onboarding services,

the UE shall use the "null-scheme” if:
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a) thepublic key needed to generate a SUCI is not configured as part of the default UE credentials for primary
authentication; or

b) "null-scheme" usage is configured as part of the default UE credentials for primary authentication.

a) the UE usesthe "null-scheme" as specified in 3GPP TS 33.501 [24] to generate a SUCI;
b) the UE operatesin SNPN access operation mode and:

1) anindication to use anonymous SUCI which is associated with the selected entry of the "list of subscriber
data’, is configured in the ME, if the UE is not registering or registered for onboarding servicesin SNPN; or

2) anindication to use anonymous SUCI which is associated with the default UE credentials for primary
authentication, is configured in the ME, if the UE isregistering or registered for onboarding servicesin
SNPN;

NOTE 1: The ME can be configured with an indication to use anonymous SUCI associated with an entry of "list of
subscriber data" when the EAP method associated with the credentials of the entry supports SUPI privacy
at the EAP layer, or can be configured with an indication to use anonymous SUCI associated with the
default UE credentials for primary authentication when the EAP method associated with the default UE
credentials for primary authentication supports SUPI privacy at the EAP layer, or both.

Editor's note: (Wl eNPN, CR 4139) it is FFS whether another UE-level configuration for usage of anonymous SUCI
is needed.

c) the UE does not need to perform aregistration procedure for emergency services, or to initiate a de-registration
procedure before the registration procedure for emergency services was completed successfully; and

d) the UE does not receive an identity request for SUCI during aregistration procedure for emergency services or
during a de-registration procedure that was initiated before the registration procedure for emergency services
was compl eted successfully;

then the UE shall use anonymous SUCI as specified in 3GPP TS 23.003 [4].

A W-AGEF acting on behalf of an FN-RG shall use the "null-scheme" as specified in 3GPP TS 33.501 [24] to generate a
SUCl.

A W-AGF acting on behalf of an NSGC device shall use the "null-scheme" as specified in 3GPP TS 33.501 [24] to
generate a SUCI.

If aUEisaMUSIM UE, the UE shall use a separate permanent equipment identifier (PEI) for each USIM, if any, and
each entry of "list of subscriber data’, if any, the UE operates for accessing 5GS-based services, otherwise, a UE
contains and uses a permanent equipment identifier (PEI) for accessing 5GS-based services. When the UE is registered
with anetwork by using a PEI, the UE shall not use that PEI to register with another network until the UE is de-
registered from the network.

In thisrelease of the specification, the IMEI, the IMEISV, the MAC address together with the MAC address usage
restriction indication and the EUI-64 are the only PEI formats supported by 5GS. The structure of the PEI and its
formats are specified in 3GPP TS 23.003 [4].

Each UE supporting at least one 3GPP access technology (i.e. satellite NG-RAN, NG-RAN, satellite E-UTRAN, E-
UTRAN, UTRAN or GERAN) contains a PEI in the IMEI format and shall be able to provide an IMEI and an IMEISV
upon request from the network.

Each UE not supporting any 3GPP access technologies and supporting NAS over untrusted or trusted non-3GPP access
shall have a PEI in the form of the Extended Unique Identifier EUI-64 [48] of the access technol ogy the UE usesto
connect to the 5GC.

A UE supporting N1 mode includes a PEI:

a) when neither SUPI nor valid 5G-GUTI is available to use for emergency servicesin the REGISTRATION
REQUEST message with 5GS registration type |E set to "emergency registration”;
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b) when the network requests the PEI by using the identification procedure, in the IDENTITY RESPONSE
message; and

¢) when the network requests the IMEISV by using the security mode control procedure, in the SECURITY MODE
COMPLETE message.

Each 5G-RG supporting only wireline access and each FN-RG shall have a permanent MAC address configured by the
manufacturer. For 5G-CRG, the permanent MAC address configured by the manufacturer shall be a cable modem MAC
address.

When the 5G-RG contains neither an IMEI nor an IMEISV, the 5G-RG shall use as a PEI the 5G-RG's permanent MAC
address configured by the manufacturer and the M AC address usage restriction indication set to "no restrictions’.

The W-AGF acting on behalf of the FN-RG shall use as a PEI the MAC address provided by the FN-RG and if the
MAC address provided by the FN-RG is not unique or does hot correspond to the FN-RG's permanent MAC address
according to W-AGF's configuration, the MAC address usage restriction indication set to "MAC addressis not usable as
an equipment identifier" otherwise the MAC address usage restriction indication set to "no restrictions'.

The 5G-RG containing neither an IMEI nor an IMEISV shall include the PEI containing the MAC address together with
the MAC address usage restriction indication:

a) when neither SUPI nor valid 5G-GUTI is available to use for emergency servicesin the REGISTRATION
REQUEST message with 5GS registration type |E set to "emergency registration”;

b) when the network requests the PEI by using the identification procedure, in the IDENTIFICATION RESPONSE
message; and

¢) when the network requests the IMEISV by using the security mode control procedure, in the SECURITY MODE
COMPLETE message.

NOTE 2: In case c) above, the MAC addressis provided even though AMF requests the IMEISV.

The W-AGF acting on behalf of the FN-RG shall include the PEI containing the MAC address together with the MAC
address usage restriction indication:

a) when the network requests the PEI by using the identification procedure, in the IDENTIFICATION RESPONSE
message; and

b) when the network requests the IMEISV by using the security mode control procedure, inthe SECURITY MODE
COMPLETE message.

NOTE 3: In case b) above, the MAC address is provided even though AMF requests the IMEISV.

The W-AGF acting on behalf of the NSGC device shall use as a PEI the MAC address provided by the N5SGC device
and the MAC address usage restriction indication set to "no restrictions'. Based on operator policy, the W-AGF acting
on behalf of the N5SGC device may encode the MAC address of the N5SGC device using the EUI-64 format as specified
in [48] and use as a PEI the derived EUI-64.

NOTE 4: The MAC address of an N5GC device is universally/globally unique.

The AMF can request the PEI at any time by using the identification procedure.

5.3.3  Temporary identities

A temporary user identity for 5GS-based services, the 5G globally unique temporary identity (5G-GUT]), is used for
identification within the signalling procedures. In case of PLMN the 5G-GUTI is globally unique and in case of SNPN
the 5G-GUTI is unique within an SNPN. When the UE is registered to the same PLMN or SNPN over 3GPP and non-
3GPP access, the UE and the AMF maintain one 5G-GUTI that is common to both 3GPP and non-3GPP access. When
the UE isrequired to delete the 5G-GUTI according to a NAS procedure, the UE shall delete the 5G-GUTI only if itis
not registered to the same PLMN or SNPN through other access. When the UE isregistered to different PLMNs or
SNPNSs over 3GPP access and non-3GPP access, the UE maintains two 5G-GUTIs, a5G-GUT] for the registration with
aPLMN or SNPN over the 3GPP access and another 5G-GUTI for the registration with another PLMN or SNPN over
the non-3GPP access. In the paging and service request procedures, a shortened form of the 5G-GUTI, the 5G S-
temporary mobile subscriber identity (5G-S-TMSI), is used to enable more efficient radio signalling. The purpose of the
5G-GUTI and 5G-S-TMSI isto provide identity confidentiality, i.e., to protect a user from being identified and located
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by an intruder. The structure of the 5G-GUTI and its derivatives are specified in 3GPP TS 23.003 [4]. The 5G-GUTI
has two main components (see 3GPP TS 23.501 [8]):

a) the GUAMI; and

b) the 5G-TMSI that provides an unambiguous identity of the UE within the AMF(s) identified by the GUAMI.

NOTE: The UE registered with an SNPN over non-3GPP access refers to the UE accessing SNPN servicesviaa
PLMN.

The 5G-S-TMSI has three main components:
a) the AMF set ID that uniquely identifiesthe AMF set within the AMF region;
b) the AMF pointer that identifies one or more AMFs within the AMF set; and
c) the5G-TMSI.

A UE supporting N1 mode includes avalid 5G-GUTI, if any isavailable, in the REGISTRATION REQUEST and
DEREGISTRATION REQUEST messages. In the SERVICE REQUEST message, the UE includes avalid 5G-S-TMSI
as user identity. The AMF shall assign anew 5G-GUT!I for a particular UE:

a) during asuccessful initial registration procedure;
b) during a successful registration procedure for mobility registration update;

c) after asuccessful service request procedure invoked as a response to a paging request from the network and
before the:

1) release of the N1 NAS signalling connection; or

2) suspension of the N1 NAS signalling connection due to user plane CloT 5GS optimization i.e. before the UE
and the AMF enter 5GMM-IDLE mode with suspend indication;

as specified in subclause 5.4.4.1; and

d) after the AMF receives an indication from the lower layersthat it has received the NGAP UE context resume
request message as specified in 3GPP TS 38.413 [31] for a UE in 5GMM-IDLE mode with suspend indication
and this resumption is a response to a paging request from the network, and before the:

1) release of the N1 NAS signalling connection; or

2) suspension of the N1 NAS signalling connection due to user plane CloT 5GS optimization i.e. before the UE
and the AMF enter 5GMM-IDLE mode with suspend indication;

as specified in subclause 5.4.4.1.

The AMF should assign a new 5G-GUTI for a particular UE during a successful registration procedure for periodic
registration update. The AMF may assign anew 5G-GUT] at any time for a particular UE by performing the generic UE
configuration update procedure.

If anew 5G-GUTI is assigned by the AMF, the UE and the AMF handle the 5G-GUT]I asfollows:

a) Upon receipt of a5GMM message containing a new 5G-GUT], the UE considers the new 5G-GUTI asvalid and
the old 5G-GUTI asinvalid, stopstimer T3519 if running, and deletes any stored SUCI. The new 5G-GUTI is
stored in anon-volatile memory in the USIM if the corresponding fileis present in the USIM, else in the non-
volatile memory in the ME, as described in annex C.

b) The AMF considersthe old 5G-GUTI asinvalid as soon as an acknowledgement for a registration or generic UE
configuration update procedure is received.

5.34 Registration areas

Within the 5GS, the registration area is managed independently per access type, i.e., 3GPP access or non-3GPP access.
The AMF assigns aregistration area to the UE during the registration procedure. A registration areais defined as a set
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of tracking areas and each of these tracking areas consists of one or more cells that cover a geographical area. Within
the 5GS, the concept of "registration to multiple tracking areas’ applies:

a) A tracking areaisidentified by a TAIl which is broadcast in the cells of the tracking area. The TAI is constructed
fromaTAC and aPLMN identity. In case of a shared network:

1) oneor more TACs; and
2) any of the following:

i) multiple PLMN identities,

ii) multiple SNPN identities; or

iii) one or more PLMN identities and one or more SNPN identities;
are broadcast.

b) In order to reduce the tracking area update signalling within the 5GS, the AMF can assign several tracking areas
to the UE. These tracking areas construct alist of tracking areas which isidentified by a TAI list. When
generating the TAI list, the AMF shall include only TAlsthat are applicable on the access where the TAI listis
sent. The AMF shall be ableto allocate a TAI list over different NG-RAN access technologies. The AMF shall
not allocate a TAI list containing both tracking areasin NB-N1 mode and tracking areas not in NB-N1 mode.

¢) The UE considersitself registered to alist of tracking areas and does not need to trigger the registration
procedure for mobility and periodic registration update used for mobility (i.e. the 5GS registration type |E set to
"mobility registration updating” in the REGISTRATION REQUEST message) as long as the UE stays in one of
the tracking areas of the list of tracking areas received from the AMF.

d) The UE will consider the TAI list asvalid, until it receives anew TAI list in the next registration procedure for
mobility and periodic registration update or generic UE configuration update procedure, or the UE is
commanded by the network to delete the TAI list by areject message or it is deregistered from the 5GS. If the
registration request is accepted or the TAI list isreallocated by the AMF, the AMF shall provide at |least one
entry in the TAI list. If the new and the old TAI list areidentical, the AMF does not need to provide the new TAI
list to the UE during mobility registration update or periodic registration update.

€) TheTAl list can be reallocated by the AMF.
f)

g) The UEincludesthe last visited registered TAI, if available, to the AMF. Thelast visited registered TAI is stored
in anon-volatile memory in the USIM if the corresponding file is present in the USIM, else in the non-volatile
memory in the ME, as described in annex C.

When the UE is deregistered from the 5GS, the TAI list in the UE isinvalid.

535 Service area restrictions

5.35.1 General
Service area restrictions are applicable only to 3GPP access and to wireline access.
Subclause 5.3.5.2 applies when the UE accesses 5GCN over 3GPP access.

Subclause 5.3.5.3 applies when the 5G-RG or the W-AGF acting on behalf of an FN-CRG (or on behalf of the NSGC
device) access 5GCN over wireline access.

NOTE: Service arearestrictions are not applicable for the W-AGF acting on behalf of the FN-BRG.

5.35.2 3GPP access service area restrictions

The service arearestrictions consist of tracking areas forming either an allowed area, or anon-allowed area. The
tracking areas belong to either the registered PLMN or its equivalent PLMNs in the registration area. The allowed area
can contain up to 16 tracking areas or include all tracking areas in the registered PLMN and its equivalent PLMN(s) in
the registration area. The non-allowed area can contain up to 16 tracking areas. The network conveys the service area
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restrictions to the UE by including either an allowed area, or a non-allowed area, but not both, in the Service arealist I1E
of aREGISTRATION ACCEPT message or a CONFIGURATION UPDATE COMMAND message.

If the network does not convey the service arearestrictions to the UE in the Service arealist |IE of aREGISTRATION
ACCEPT message, the UE shall treat all tracking areasin the registered PLMN and its equivalent PLMN(s) in the
registration area as allowed area and del ete the stored list of "allowed tracking areas" or the stored list of "non-allowed
tracking areas’.

When the UE receives a Service areallist |E with an allowed areaindication during a registration procedure or a generic
UE configuration update procedure:

a) if the"Typeof list" included in the Service arealist IE does not indicate "al TAls belonging to the PLMNsin
the registration area are allowed area", the UE shall delete the old list of "allowed tracking areas" and store the
tracking areasin the allowed area as the list of "allowed tracking areas’. If the UE has a stored list of "non-
alowed tracking areas’, the UE shall delete that list; or

b) if the"Type of list" included in the Service arealist |E indicates "all TAlsbelonging to the PLMNsin the
registration area are allowed area’, the UE shall treat all tracking areas in the registered PLMN and its equivalent
PLMN(s) as allowed area and del ete the stored list of "allowed tracking areas" or the stored list of "non-allowed
tracking areas’.

When the UE receives a Service arealist |E with a non-allowed area indication during a registration procedure or a
generic UE configuration update procedure, the UE shall delete the old list of "non-allowed tracking areas" and store
the tracking areas in the non-allowed area as the list of "non-allowed tracking areas’. If the UE has a stored list of
"allowed tracking areas’, the UE shall delete that list.

If the UE is successfully registered to aPLMN and has a stored list of "allowed tracking areas":

a) whilethe current TAl isinthelist of "allowed tracking areas’, the UE shall stay in, or enter, the state 5SGMM-
REGISTERED.NORMAL-SERVICE and is alowed to initiate any 5GMM and 5GSM procedures; and

b) whilethe UE iscamped on acell whichisin the registered PLMN or aPLMN from the list of equivalent
PLMNSs and the current TAI isnot in the list of "allowed tracking areas’, the UE shall enter the state 5SGMM-
REGISTERED.NON-ALLOWED-SERVICE, and:

1) if the UEisin 5GMM-IDLE mode or 5SGMM-IDLE mode with suspend indication over 3GPP access, the
UE:

i) shall not include the Uplink data status | E in the registration procedure for mobility and periodic
registration update except for emergency services or for high priority access;

i) shal not perform the registration procedure for mobility and periodic registration update with Follow-on
reguest indicator set to "Follow-on request pending”, except for:

- emergency services,

- high priority access;

- indicating a change of 3GPP PS data off UE status,

- sending an SOR transparent container;

- sending a UE policy container; or

- sending a UE parameters update transparent container;

iii) shal not initiate a service request procedure or request the lower layers to resume a suspended
connection, except for:

- emergency services,

- emergency services fallback;
- high priority access;

- responding to paging;
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responding to notification received over non-3GPP access,
indicating a change of 3GPP PS data off UE status;
sending an SOR transparent container;

sending a UE policy container; or

sending a UE parameters update transparent container; and

2) if the UEisin 5GMM-CONNECTED mode or 5GMM-CONNECTED mode with RRC inactive indication
over 3GPP access, the UE:

i) shall not perform the registration procedure for mobility and periodic registration update with Uplink data
status | E except for emergency services or for high priority access;

ii) shall not initiate a service request procedure except for:

emergency services,
emergency services fallback;
high priority access;

responding to paging or responding to notification received over non-3GPP access,

iii) shall not initiate a 5GSM procedure except for:

emergency services,
high priority access; or

indicating a change of 3GPP PS data off UE status; and

iv) shall not perform the NAS transport procedure except for the sending:

SMS;

an LPP message,

alocation services message;

an SOR transparent container;

a UE policy container;

a UE parameters update transparent container; or

aCloT user data container.

NOTE 1: The contents of CloT user data container can be data that is not for exception reports, or data that is for
exception reports if allowed for the UE (see subclause 6.2.13).

If the UE is successfully registered to aPLMN and has a stored list of "non-allowed tracking areas":

a) whilethe UE is camped on acell which isin the registered PLMN or a PLMN from the list of equivalent
PLMNSs and the current TAI is not in the list of "non-allowed tracking areas’, the UE shall stay in, or enter, the
state 5 GMM-REGISTERED.NORMAL-SERVICE and is allowed to initiate any 5GMM and 5GSM procedures,

and

b) whilethe current TAl isinthelist of "non-allowed tracking areas’, the UE shall enter the state 5GMM-
REGISTERED.NON-ALLOWED-SERVICE, and:

1) if the UE isin 5GMM-IDLE mode or 5SGMM-IDLE mode with suspend indication over 3GPP access, the

UE:

i) shal not include the Uplink data status | E in the registration procedure for mobility and periodic
registration update except for emergency services or for high priority access;
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ii) shall not perform the registration procedure for mobility and periodic registration update with Follow-on
reguest indicator set to "Follow-on request pending”, except for:
- emergency services,
- high priority access;
- indicating a change of 3GPP PS data off UE status,
- sending an SOR transparent container;
- sending a UE policy container; or
- sending a UE parameters update transparent container; and

iii) shall not initiate a service request procedure or request the lower layers to resume a suspended
connection, except for:

- emergency Services,

- emergency services fallback;

- high priority access;

- responding to paging;

- responding to notification received over non-3GPP access,
- indicating a change of 3GPP PS data off UE status;

- sending an SOR transparent container;

- sending a UE policy container; or

- sending a UE parameters update transparent container; and

2) if the UE isin 5GMM-CONNECTED mode or 5GMM-CONNECTED mode with RRC inactive indication
over 3GPP access, the UE:

i) shal not perform the registration procedure for mobility and registration update with the Uplink data
status | E except for emergency services or for high priority access;

ii) shall not initiate a service request procedure or request the lower layers to resume a suspended
connection, except for:

- emergency Sservices,

emergency services fallback;

high priority access; or

- responding to paging or responding to notification received over non-3GPP access;
iii) shall not initiate a 5GSM procedure except for:

- emergency services,

- high priority access; or

- indicating a change of 3GPP PS data off UE status; and
iv) shall not perform the NAS transport procedure except for the sending:

- SMS;

- an LPP message;

- alocation services message;
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- an SOR transparent container;

- aUE policy container;

- aUE parameters update transparent container; or
- aCloT user data container.

NOTE 2: The contents of CloT user data container can be data that is not for exception reports, or data that is for
exception reportsif allowed for the UE (see subclause 6.2.13).

The list of "allowed tracking areas’, aswell asthelist of "non-allowed tracking areas' shall be erased when:
a) the UE isswitched off; and

b) the UICC containing the USIM isremoved or an entry of the "list of subscriber data" with the SNPN identity of
the SNPN is updated.

When atracking areais added to the list of "5GS forbidden tracking areas for roaming" or to thelist of "5GS forbidden
tracking areas for regional provision of service" as specified in the subclauses 5.5.1.2.5 or 5.5.1.3.5, the tracking area
shall be removed from the list of "allowed tracking areas" if the tracking areais already present in the list of "allowed
tracking areas' and from thelist of "non-allowed tracking areas’ if the tracking areais already present in thelist of
"non-allowed tracking areas”.
5.3.5.3 Wireline access service area restrictions
If:

a) aSERVICE REJECT message with the 5GMM cause #28 "Restricted service ared’;

b) aDL NAS TRANSPORT message with the Payload container type IE set to "N1 SM information" and the
5GMM cause #28 "Restricted service ared’; or

¢) aREGISTRATION ACCEPT message includes the PDU session reactivation result error cause |E with the
5GMM cause #28 "Restricted service ared’;

isreceived over wireline access then the 5G-RG or the W-AGF acting on behalf of the FN-CRG (or on behalf of the
N5GC device) shall start enforcing the wireline access service arearestrictions and shall enter the state 5SGMM-
REGISTERED.NON-ALLOWED-SERVICE.

While in the state 5GMM-REGISTERED.NON-ALLOWED-SERVICE, the 5G-RG or the W-AGF acting on behalf of
the FN-CRG (or on behalf of the N5GC device) shall:

a) if in 5GMM-IDLE mode over wireline access:

1) shal not perform the registration procedure for mobility and periodic registration update with Uplink data
status | E except for emergency services or for high priority access; and

2) shall not initiate a service request procedure except for:
- emergency services,
- emergency services fallback; or
- high priority access; and
b) if in 5GMM-CONNECTED mode over wireline access:

1) shal not perform the registration procedure for mobility and periodic registration update with Uplink data
status | E except for:

- emergency services,
- emergency services fallback; or

- high priority access;
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2) shall not initiate a service request procedure except for emergency services, or high priority access; and
3) shal not initiate a 5GSM procedure except for emergency services or high priority access;
over the wireline access.

When the 5G-RG is switched off, the UICC containing the USIM isremoved or the 5G-RG starts using another
wireline access network, the 5G-RG shall stop enforcing the wireline access service arearestrictions, if enforced.

When the W-AGF acting on behalf of the FN-CRG determines that the FN-CRG is switched off, the W-AGF acting on
behalf of the FN-CRG stops enforcing the wireline access service arearestrictions, if enforced.

When the W-AGF acting on behalf of the NSGC device determines that the FN-CRG serving the N5GC deviceis
switched off, the W-AGF acting on behalf of the NSGC device stops enforcing the wireline access service area
restrictions, if enforced.

5.3.6 Mobile initiated connection only mode

The UE can request the use of mobile initiated connection only (MICO) mode during the registration procedure (see
3GPP TS 23.501 [8] and 3GPP TS 23.502 [9]). The UE shall not request use of MICO mode over non-3GPP access.
Furthermore, the UE in 3GPP access shall not request the use of MICO mode during:

a) aregistration procedure for initial registration for emergency services (see subclause 5.5.1.2);
b) aregistration procedure for initial registration for initiating an emergency PDU session (see subclause 5.5.1.2);

c) aregistration procedure for mobility and periodic registration update (see subclause 5.5.1.3) for initiating an
emergency PDU session if the UE isin the state 5GMM-REGISTERED.ATTEMPTING-REGISTRATION-
UPDATE; or

d) aregistration procedure for mobility and periodic registration update (see subclause 5.5.1.3) when the UE has an
emergency PDU session established.

If the UE requests the use of MICO mode, the network can accept the use of MICO mode by providing aMICO
indication when accepting the registration procedure. The UE may use MICO mode only if the network has provided
the MICO indication |E during the last registration procedure. The UE may also request an active time value together
with the MICO mode indication during the registration procedure.

If the network accepts the use of MICO mode and does not include an active time value in T3324 | E to the UE, the
AMF may include an "al PLMN registration area allocated” indication in the MICO indication IE to the UE. If the UE
indicated the support for strictly periodic registration timer in the MICO indication | E to the network, the network may
include a"strictly periodic registration timer supported” indication in the MICO indication | E to the UE.

If the UE requested the use of active time by including an active time value and the network accepts the use of MICO
mode and the use of active time, the AMF shall include an active time value in the T3324 IE to the UE. If the AMF
indicates active time value to the UE, AMF should not indicate "all PLMN registration area allocated” indication in the
MICO indication IE to the UE. Upon entering 5GMM-IDLE mode, AMF shall start the active timer with the active time
value indicated to the UE and shall consider the UE is reachable for paging as long as the timer is running. If the UE
enters 5GMM-CONNECTED mode over 3GPP access when the active timer is running, the AMF shall stop the active
timer.

NOTE 1: The active time value assigned by AMF can be different from the active time val ue requested by the UE.
AMF assigns the active time value based on several factors, e.g. local configuration, expected UE
behaviour, UE requested active time value, UE subscription information, network policies etc.

If the network accepts the use of MICO mode, the UE may deactivate the AS layer and activate MICO mode by
entering the state 5GMM-REGISTERED.NO-CELL-AVAILABLE if:

a) theUEisin 5GMM-IDLE mode over3GPP access;

b) the UEisinthe 5GMM-REGISTERED.NORMAL-SERVICE or 5GMM-REGISTERED.NON-ALLOWED-
SERVICE (as described in subclause 5.3.5.2) state for 3GPP access, and

c) no T3324 valueisreceived from the network.
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If the network accepts the use of MICO mode and indicates an active time value to the UE in a successful registration
procedure, the UE shall start the timer T3324 with the value received from the network after entering 56MM-IDLE
mode over 3GPP access. At the expiry of the timer T3324, the UE may activate MICO mode by entering the state
5GMM-REGISTERED.NO-CELL-AVAILABLE if the UE isin the 5GMM-REGISTERED.NORMAL-SERVICE or
5GMM-REGISTERED.NON-ALLOWED-SERVICE (as described in subclause 5.3.5.2) state for 3GPP access. If the
UE enters 5GMM-CONNECTED mode over 3GPP access when the timer T3324 is running, the UE shall stop the timer
T3324.

When MICO mode is activated, all NAS timers are stopped and associated procedures aborted except for timers T3512,
T3346, T3447, T3396, T3584, T3585, any back-off timers, T3247, and the timer T controlling the periodic search for
HPLMN or EHPLMN or higher prioritized PLMNs (see 3GPP TS 23.122 [5]).

NOTE 2: When MICO mode is activated and if the UE is also registered over the non-3GPP access, the AMF will
not send a NOTIFICATION message with access type indicating 3GPP access over the non-3GPP access
for PDU sessions associated with 3GPP access.

The UE may deactivate MICO mode and activate the AS layer at any time. Upon deactivating MICO mode, the UE
may initiate 5GMM procedures (e.g. for the transfer of mobile originated signalling or user data).

When an emergency PDU session is successfully established after the MICO mode was enabled, the UE and the AMF
shall locally disable MICO mode. The UE and the AMF shall not enable MICO mode until the AMF accepts the use of
MICO mode in the next registration procedure. To enable an emergency call back, the UE should wait for aUE
implementation-specific duration of time before requesting the use of MICO mode after the completion of the
emergency Services.

If the AMF accepts the use of MICO mode and does not indicate "strictly periodic registration timer supported” in the
MICO indication |E to the UE, the AMF starts the implicit de-registration timer for 3GPP access when entering
5GMM-IDLE mode for 3GPP access. If AMF accepts the use of MICO mode and indicates "strictly periodic
registration timer supported” in the MICO indication | E to the UE, AMF shall start the strictly periodic monitoring
timer with T3512 value indicated in the T3512 value | E after the registration procedure is completed. The AMF shall
neither stop nor reset the strictly periodic monitoring timer when the NAS signalling connection is established or
released for the UE. If the strictly periodic monitoring timer expires when NAS signalling connection is established for
the UE, AMF shall restart the strictly periodic monitoring timer with the T3512 value, otherwise AMF shall start the
implicit de-registration timer.

When an emergency PDU session is successfully established and the MICO mode is disabled, the UE shall stop timer
T3512 if running and the AMF shall stop strictly periodic monitoring timer if running. The UE and the AMF shall
behave asif no "strictly periodic registration timer supported" indication was given to the UE in the last registration
attempt.

Upon successful completion of an attach procedure or tracking area updating procedure after inter-system change from
N1 mode to S1 mode (see 3GPP TS 24.301 [15]), the UE operating in single-registration mode shall locally disable
MICO mode. After inter-system change from S1 mode to N1 mode, the UE operating in single-registration mode may
re-negotiate M1CO mode with the network during the registration procedure for mobility and periodic registration
update.

5.3.7 Handling of the periodic registration update timer and mobile
reachable timer

The periodic registration update procedure is used over 3GPP access to periodically notify the availability of the UE to
the network. The procedure is controlled in the UE by the periodic registration update timer, T3512.

If the UE isregistered over the 3GPP access, the AMF maintains an implicit de-registration timer to control when the
UE is considered implicitly de-registered over the 3GPP access. If the UE is registered over the non-3GPP access, the
AMF aso maintains a non-3GPP implicit de-registration timer to control when the UE is considered implicitly de-
registered over the non-3GPP access. The UE registered over the non-3GPP access maintains a non-3GPP de-
registration timer to control when the UE is considered implicitly de-registered for the non-3GPP access.

The AMF shall start anon-3GPP implicit de-registration timer for the UE registered over non-3GPP access when the
N1 NAS signalling connection over non-3GPP accessis rel eased.

The UE registered over non-3GPP access shall reset and start a non-3GPP de-registration timer when the N1 NAS
signalling connection over non-3GPP accessiis released. The non-3GPP de-registration timer is stopped when the UE
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enters 5GMM-CONNECTED mode over non-3GPP access or the 5GMM-DEREGISTERED state over non-3GPP
access.

The non-3GPP implicit de-registration timer shall be longer than the non-3GPP de-registration timer.

The value of timer T3512 is sent by the network to the UE in the REGISTRATION ACCEPT message. The UE shall
apply thisvaluein all tracking areas of the list of tracking areas assigned to the UE until anew value isreceived. The
periodic registration update timer only appliesto the UE registered to the 5GS services over 3GPP access.

If timer T3512 received by the UE in a REGISTRATION ACCEPT message contains an indication that the timer is
deactivated or the timer value is zero, then timer T3512 is deactivated and the UE shall not perform the periodic
registration update procedure.

NOTE 1: The UE does not perform the periodic registration update procedure for non-3GPP access.

If during the registration procedure, the AMF does not indicate "strictly periodic registration timer supported” in the
MICO indication |E to the UE, timer T3512 isreset and started with itsinitial value, when the UE changes from
5GMM-CONNECTED over 3GPP access to 5GMM-IDLE mode over 3GPP access. Timer T3512 is stopped when the
UE enters 56MM-CONNECTED mode over 3GPP access or the 5GMM-DEREGISTERED state over 3GPP access.

If during the registration procedure, the AMF indicates "strictly periodic registration timer supported” in the MICO
indication IE to the UE, timer T3512 is started with itsinitial value after the completion of the registration procedure.
The UE shall neither stop nor reset the timer T3512 when the UE enters 5GMM-CONNECTED or when changing from
5GMM-CONNECTED mode to 5GMM-IDLE mode. If the timer T3512 expires,

a) the UEin 5GMM-CONNECTED mode over 3GPP access shall reset and start the timer T3512 with itsinitial
value; or

b) the UE in 5GMM-IDLE mode over 3GPP access shall perform the periodic registration procedure.

If the UE is registered for emergency services, and timer T3512 expires, the UE shall not initiate a periodic registration
update procedure, but shall locally de-register from the network. When the UE is camping on a suitable cell, it may re-
register to regain normal service.

When a UE is not registered for emergency services, and timer T3512 expires when the UE isin 5GMM-IDLE mode,
the periodic registration update procedure shall be started.

If the UE is not registered for emergency services, and isin a state other than 5GMM-REGISTERED.NORMAL-
SERVICE or 5GMM-REGISTERED.NON-ALLOWED-SERVICE over 3GPP access when timer T3512 expires, the
periodic registration update procedure is delayed until the UE returnsto 5GMM-REGISTERED.NORMAL-SERVICE
or 5GMM-REGISTERED.NON-ALLOWED-SERVICE over 3GPP access.

NOTE 2: When the UE returns to 5GMM-REGISTERED.NORMAL-SERVICE or 5GMM-REGISTERED.NON-
ALLOWED-SERVICE and it needsto initiate other 5GMM procedure than the periodic registration
update procedure then, based on UE implementation, the 5GMM procedure can take precedence.

The network supervises the periodic registration update procedure of the UE by means of the mobile reachable timer.

If the UE is not registered for emergency services, the mobile reachable timer shall be longer than the value of timer
T3512. In this case, by default, the mobile reachable timer is 4 minutes greater than the value of timer T3512.

The network behaviour upon expiry of the mobile reachable timer is network dependent, but typically the network stops
sending paging messages to the UE on the first expiry, and may take other appropriate actions.

If the UE isregistered for emergency services, the AMF shall set the mobile reachable timer with avalue equal to timer
T3512. When the mobile reachable timer expires, the AMF shall locally de-register the UE.

The mobile reachable timer shall be reset and started with the value as indicated above, when the AMF releases the
NAS signalling connection for the UE. The mobile reachable timer shall be stopped when a NAS signalling connection
is established for the UE.

Upon expiry of the mobile reachable timer the network shall start the implicit de-registration timer over 3GPP access.
The value of the implicit de-registration timer over 3GPP accessis network dependent. If MICO mode is activated, the
network shall start the implicit de-registration timer over 3GPP access when the UE enters 5GMM-IDLE mode at the
AMF over 3GPP access. The default value of the implicit de-registration timer over 3GPP access is 4 minutes greater
than the value of timer T3512.
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If the implicit de-registration timer expires before the UE contacts the network, the network shall implicitly de-register
the UE. The implicit de-registration timer shall be stopped when a NAS signalling connection is established for the UE.

If the non-3GPP implicit de-registration timer expires before the UE contacts the network over the non-3GPP access,
the network shall implicitly de-register the UE and enter the state 5GMM-DEREGISTERED over non-3GPP access for
the UE. The non-3GPP implicit de-registration timer shall be stopped when a NAS signalling connection over non-
3GPP access is established for the UE.

If the non-3GPP de-registration timer expires before the UE contacts the network over the non-3GPP access, the UE
shall enter the state 5GMM-DEREGISTERED over non-3GPP access. The non-3GPP de-registration timer shall be
stopped when a NAS signalling connection over non-3GPP accessis established for the UE.

If the AMF provides T3346 value |E in the DEREGISTRATION REQUEST message with Access type set to "Non-
3GPP access' in Deregistration type |lE, REGISTRATION REJECT message during a registration procedure for
mobility and periodic registration update or SERVICE REJECT message and the value of timer T3346 is greater than
the value of timer T3512, the AMF sets the mobile reachable timer and the implicit de-registration timer such that the
sum of the timer valuesis greater than the value of timer T3346.

If the AMF provides T3346 value |E in the DEREGISTRATION REQUEST message with Access type set to "3GPP
access' in Deregistration type |IE, REGISTRATION REJECT message during aregistration procedure for mobility and
periodic registration update or SERVICE REJECT message and the value of timer T3346 is greater than the value of the
non-3GPP de-registration timer, the AMF sets the non-3GPP implicit de-registration timer value to be 8 minutes greater
than the value of timer T3346.

If the UE receives T3346 value |E in the DEREGISTRATION REQUEST message with Access type set to "3GPP
access' in Deregistration type |IE, REGISTRATION REJECT message during a registration procedure for mobility and
periodic registration update or SERVICE REJECT message and the value of timer T3346 is greater than the value of the
non-3GPP de-registration timer, the UE sets the non-3GPP de-registration timer value to be 4 minutes greater than the
value of timer T3346.

5.3.8 Handling of timer T3502

The value of timer T3502 can be sent by the network to the UE in the REGISTRATION ACCEPT message. The UE
shall apply thisvauein al tracking areas of the registration area assigned to the UE, until anew valueis received.

The value of timer T3502 can be sent by the network to the UE in the REGISTRATION REJECT message during the
initial registration. If a REGISTRATION REJECT message including timer T3502 value was received integrity
protected, the UE shall apply this value until a new valueis received with integrity protection or anew PLMN is
selected. Otherwise, the default value of thistimer is used.

The default value of thistimer is aso used by the UE in the following cases:
a) REGISTRATION ACCEPT message is received without a value specified,;
b) the UE does not have a stored value for thistimer;

¢) anew PLMN whichisnot inthelist of equivalent PLMNSs has been entered, theinitial registration procedure
fails, the registration attempt counter is equal to 5 and no REGISTRATION REJECT message was received
from the new PLMN;

d) the network indicates that the timer is " deactivated"; or
€) anew PLMN which isnot inthelist of equivalent PLMNs has been entered, the mobility and periodic update
registration procedure fails and the registration attempt counter is equal to 5.
5.3.9 Handling of NAS level mobility management congestion control

The AMF may detect 5GMM signalling congestion and perform general NAS level congestion control. Under the
5GMM signalling congestion conditions the AMF may reject 5GMM signalling requests from UEs as specified in
3GPP TS 23.501 [8]. The AMF should not reject the following:

a) requests for emergency services,

b) requests for emergency services fallback;
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c) requests from UEs configured for high priority accessin selected PLMN;
d) DEREGISTRATION REQUEST message;
€) requests for mobile terminated services, triggered by paging or a notification procedure; and

f) requestsfor initial registration or mobility and periodic registration update, when emergency isindicated by
lower layers.

When general NAS level congestion control is active, the AMF may include a value for the mobility management back-
off timer T3346 in the reject messages. The UE starts the timer T3346 with the value received in the 5GMM reject
messages. To avoid that large numbers of UES simultaneously initiate deferred requests, the AMF should select the
value for the timer T3346 for the rejected UES so that timeouts are not synchronised.

If the UE isregistered in the same PLMN over the 3GPP access and non-3GPP access, and the UE receives the timer
T3346 from the AMF, the timer T3346 shall apply to both 3GPP access and non-3GPP access.

If the UE receives the paging message or NOTIFICATION message when timer T3346 is running and the UE is
registered to the same PLMN over 3GPP access and non-3GPP access, the UE shall stop the timer T3346 for both
accesses and respond to the paging message or NOTIFICATION message as specified in subclause 5.6.2 and
subclause 5.6.3.

NOTE 1. Asanimplementation option, MUSIM UE is alowed to not respond to paging based on the information
available in the paging message, e.g. voice service indication.

If the timer T3346 is running when the UE enters state 5SGMM-DEREGISTERED, the UE remains switched on, and the
USIM in the UE remains the same, then the timer T3346 is kept running until it expires or it is stopped.

If the UE is switched off when the timer T3346 is running, the UE shall behave as follows when the UE is switched on
and the USIM in the UE remains the same:

let t1 be the time remaining for T3346 timeout at switch off and let t be the time elapsed between switch off and
switch on. If t1 is greater than t, then the timer shall be restarted with the valuetl —t. If t1 is equal to or less than
t, then the timer need not be restarted. If the UE is not capable of determining t, then the UE shall restart the
timer with the value t1.

If the UE enters anew PLMN while timer T3346 is running, and the new PLMN is not equivaent to the PLMN where
the UE started timer T3346, the UE shall stop timer T3346 when initiating 5GMM procedures in the new PLMN.

After achangein registration area, if the timer T3346 is running and 5GS update statusis 5U1 UPDATED then the UE
shall set the 5GS update status to 5U2 NOT UPDATED and enter state 5GMM-REGISTERED.ATTEMPTING-
REGISTRATION-UPDATE.

If timer T3346 isrunning or is deactivated, and the UE is a UE configured for high priority accessin selected PLMN, or
the UE needsto initiate signalling for emergency services or emergency services fallback, then the UE isallowed to
initiate 5GMM procedures.

NOTE 2: UE can, based on implementation, restrict lower layers of non-3GPP access from establishing access
stratum connection on aregistered PLMN when timer T3346 is running for the same PLMN.
5.3.10 Handling of DNN based congestion control

The AMF may detect and start performing DNN based congestion control when one or more DNN congestion criteria
as specified in 3GPP TS 23.501 [8] are met. If the UE does not provide a DNN for a non-emergency PDU session, then
the AMF uses the selected DNN or the DNN associated with the PDU session corresponding to the 5GSM procedure.

When DNN based congestion control is activated at the AMF, the AMF performs the congestion control as specified in
subclause 5.4.5 and the UE performs the congestion control as specified in subclause 5.4.5 and subclause 6.2.7.

5.3.11 Handling of S-NSSAI based congestion control

The AMF may detect and start performing S-NSSAI based congestion control when one or more S-NSSAI congestion
criteria as specified in 3GPP TS 23.501 [8] are met. If the UE does not provide a DNN for a non-emergency PDU
session, then the AMF uses the selected DNN or the DNN associated with the PDU session corresponding to the 5GSM
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procedure. If the UE does not provide an S-NSSAI for a non-emergency PDU session, then the AMF uses the selected
S-NSSAI or the SSNSSAI associated with the PDU session corresponding to the 5GSM procedure.

When S-NSSAI based congestion control is activated at the AMF, the AMF performs the congestion control as
specified in subclause 5.4.5 and the UE performs the congestion control as specified in subclause 5.4.5 and
subclause 6.2.8.

5.3.12 Handling of local emergency numbers

The additional requirementsin subclause 5.3.12A apply to a UE supporting registration or attach procedures via 3GPP
access and registration procedures via non-3GPP access.

In case of PLMN, the network may send alocal emergency numberslist or an extended local emergency numbers list or
both, in the REGISTRATION ACCEPT message, by including the Emergency number list |1E and the Extended
emergency number list |E, respectively. The Local emergency numbers list can be updated as described in

3GPP TS 24.301 [15], subclause 5.3.7.

In case of SNPN, the network may send an extended local emergency numberslist, in the REGISTRATION ACCEPT
message, by including the Extended emergency number list |E. The network shall set the Extended Emergency Number
List Validity (EENLV) field within the Extended emergency number list | E to "Extended Local Emergency Numbers
Listisvalid only in the PLMN from which this |E isreceived". The UE shall consider the emergency number(s)
received in the Extended emergency number list |E valid only in the SNPN from which this|E is received regardless of
the received value of the EENLV field within the Extended emergency number list IE.

The UE shall store the local emergency numbers list and the extended local emergency numberslist, as provided by the
network. The local emergency numbers list stored in the UE shall be replaced on each receipt of the Emergency number
list IE. The extended local emergency numberslist stored in the UE shall be replaced on each receipt of the Extended
emergency number list |E. The received local emergency numberslist or the received extended local emergency
numberslist or both shall be provided to the upper layers.

If aREGISTRATION ACCEPT message is received via non-3GPP access from a PLMN in a country different from the
current country of the UE, the UE shall keep the stored local emergency numbers list and the extended local emergency
numbers list, if available.

The emergency number(s) received in the Emergency number list |IE are valid only in PLMNSs in the same country as
the PLMN from which this |E is received. If no Emergency number list IE is contained in the REGISTRATION
ACCEPT message, then the stored local emergency numbers list in the UE shall be kept, except if the UE has
successfully registered to aPLMN in a country different from that of the PLMN that sent the list.

The emergency number(s) received in the Extended emergency number list |E are valid only in:

- PLMNSsin the same country asthe PLMN from which this|E isreceived, if the Extended Emergency Number
List Validity (EENLV) field within the Extended emergency number list | E indicates "Extended Local
Emergency Numbers List isvalid in the country of the PLMN from which this|E isreceived"; and

- the PLMN fromwhich this|E isreceived, if the EENLV field within the Extended emergency number list I1E
indicates "Extended Local Emergency Numbers List isvalid only in the PLMN from which this |E isreceived";
and

- the SNPN from which this |E is received, regardless of the value of the EENLYV field within the Extended
emergency number list |E.

If no Extended Local Emergency Numbers List is contained in the REGISTRATION ACCEPT message, and the
registered PLMN or the registered SNPN has not changed, then the stored Extended Local Emergency Numbers List in
the UE shall be kept. If no Extended Local Emergency Numbers List is contained in the REGISTRATION ACCEPT
message, but the registered PLMN or the registered SNPN has changed, then:

- if thelast received indication in the EENLV field within the Extended emergency number list |E indicates
"Extended Local Emergency Numbers List isvalid only in the PLMN from which this |E isreceived", the stored
Extended Local Emergency Numbers List in the UE shall be deleted; and

- if thelast received indication in the EENLV field within the Extended emergency number list |IE indicates
"Extended Local Emergency Numbers List isvalid in the country of the PLMN from which this |E is received”
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the list shall be kept except if the UE has successfully registered to aPLMN in a country different from that of
the PLMN that sent the stored list.

NOTE: To prevent the misrouting of emergency calls, all operators within a country need to follow the regulation
or agree on the setting of the Extended emergency number list | E in accordance to national agreement —
either to indicate validity within a country or to indicate validity only within the PLMN.

Thelocal emergency numbers list and the extended local emergency numbers list shall be deleted at switch off or
removal of the USIM. The UE shall be able to store up to ten entriesin the local emergency numbers list and up to
twenty entriesin the Extended local emergency numbers list, received from the network.

For the use of the local emergency numbers list and the extended local emergency numbers list by the UE see
3GPP TS 24.301 [15], subclause 5.3.7.

5.3.12A Handling of local emergency numbers received via 3GPP access
and non-3GPP access

5.3.12A.1 General

The requirements in subclause 5.3.12 with the clarifications and additional conditionsin subclause 5.3.12A apply to a
UE supporting:

- attach procedures (see 3GPP TS 24.301 [15]) or registration procedures via 3GPP access; and
- registration procedures via non-3GPP access.

The UE shall ignore the presence or absence of local emergency humbers list, extended local emergency numbers list or
both, in aREGISTRATION ACCEPT message received via non-3GPP access, unless conditionsin subclause 5.3.12A.2
are met.

For the purposes of subclause 5.3.12A, the UE is considered neither registered nor attached over 3GPP access if:
1) the UE supports 3GPP access to EPC, the UE does not support 3GPP access to 5GC, and:

a) the EMM sublayer isinthe EMM-NULL state, EMM-DEREGISTERED state or EMM-DEREGISTERED-
INITIATED state; or

2) the UE supports 3GPP access to 5GC, the UE does not support 3GPP access to EPC, and:

a) the 5GMM sublayer isin the 5SGMM-NULL state, 56MM-DEREGISTERED state or 5GMM-
DEREGISTERED-INITIATED state; or

3) supports both 3GPP access to EPC and 3GPP access to 5GC, and:

a) the EMM sublayer isinthe EMM-NULL state, EMM-DEREGISTERED state or EMM-DEREGISTERED-
INITIATED state; and

a) the 5GMM sublayer isinthe 5SGMM-NULL state, 5GMM-DEREGISTERED state or 5GMM-
DEREGISTERED-INITIATED state.

5.3.12A.2 Receiving a REGISTRATION ACCEPT message via non-3GPP access

If the UE can determine the current country and after switch on or after removal of the USIM, has not been registered or
has not been attached via 3GPP access in the current country, then the UE shall store the local emergency numbers list
or the extended local emergency numbers list or both, as provided by the network with an MCC matching the current
country via non-3GPP access.

NOTE: The UE determines, as the current country, the country in which it islocated in accordance with
3GPP TS 24.502 [18].

The UE shall replace a previoudly stored local emergency numberslist or a previously stored extended local emergency
numberslist or both with alocal emergency numbers list or an extended local emergency numbers list or both received
inaREGISTRATION ACCEPT message via non-3GPP access, if the previoudly stored local emergency numberslist
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was also received via non-3GPP access or the previously stored extended local emergency numberslist was also
received via non-3GPP access.

The UE shall replace a previously stored extended local emergency numbers list with an extended local emergency
numbers list received in a REGISTRATION ACCEPT message via non-3GPP access, if:

- the UE is neither registered nor attached over 3GPP access,

- the REGISTRATION ACCEPT message isreceived from a PLMN different from which the stored list was
received; and

- thestored indication in the EENLV field within the Extended emergency number list I1E indicates " Extended
Local Emergency Numbers List isvalid only in the PLMN from which this|E isreceived”.

If no extended local emergency numberslist is contained in a REGISTRATION ACCEPT message received via non-
3GPP access and the UE is neither registered nor attached over 3GPP access, the stored extended local emergency
numberslist in the UE shall be discarded if:

- the UE can determine the current country and the UE has successfully registered to a PLMN in the country and
that country is different from that of the PLMN that sent the stored list; or

- the REGISTRATION ACCEPT message is received from a PLMN different from which the stored list was
received, and the stored indication in the EENLV field within the Extended emergency number list | E indicates
"Extended Local Emergency Numbers List isvalid only inthe PLMN from which this|E is received".

5.3.13 Lists of 5GS forbidden tracking areas

If the UE is not operating in SNPN access operation mode, the UE shall store alist of "5GS forbidden tracking areas for
roaming", aswell asalist of "5GS forbidden tracking areas for regional provision of service". Otherwise the UE shall
store alist of "5GS forbidden tracking areas for roaming":

- per SNPN; and

- if the UE supports access to an SNPN using credential s from a credentials holder, per entry of the "list of
subscriber data' or PLMN subscription;

and store alist of "5GS forbidden tracking areas for regional provision of service":
- per SNPN; and

- if the UE supports access to an SNPN using credential s from a credentials holder, per entry of the "list of
subscriber data’ or PLMN subscription.

Within the 5GS, these lists are managed independently per accesstype, i.e., 3GPP access or wireline access. These lists
shall be erased when:

a) the UE isswitched off, the UICC containing the USIM is removed, an entry of the "list of subscriber data" with
the subscribed SNPN identity identifying the current SNPN is updated or, if the UE supports access to an SNPN
using credentials from a credentials holder, the entry of the "list of subscriber data” associated with thelistsis
updated; and

b) periodically (with aperiod in the range 12 to 24 hours).

Over 3GPP access, when the lists are erased, the UE performs cell selection according to 3GPP TS 38.304 [28] or
3GPP TS 36.304 [25C]. A tracking area shall be removed from the list of "5GS forbidden tracking areas for roaming",
aswell asthelist of "5GS forbidden tracking areas for regional provision of service", if the UE receives the tracking
areainthe TAI list or the Service arealist of "alowed tracking areas’ in REGISTRATION ACCEPT message or a
CONFIGURATION UPDATE COMMAND message. The UE shall not remove the tracking area from "5GS forbidden
tracking areas for roaming" or "5GS forbidden tracking areas for regional provision of service" if the UE isregistered
for emergency services.

In N1 mode over 3GPP access, the UE shall update the suitable list whenever a REGISTRATION REJECT, SERVICE
REJECT or DEREGISTRATION REQUEST message is received with the 5GMM cause #12 "tracking area not
allowed", #13 "roaming not allowed in this tracking area’, or #15 "no suitable cellsin tracking ared", or a
REGISTRATION ACCEPT or SERVICE ACCEPT message is received with the forbidden TAI(s).
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Over wireline access, the 5G-RG, the W-AGF acting on behalf of an FN-RG or the W-AGF acting on behalf of an
N5GC device shall update the suitable list whenever a REGISTRATION REJECT, SERVICE REJECT or
DEREGISTRATION REQUEST message is received with the 5GMM cause #12 "tracking area not allowed" or #13
"roaming not allowed in thistracking area".

NOTE: Inthisrelease of the specification, for untrusted non-3GPP access and trusted non-3GPP access, neither
thelist of "5GS forbidden tracking areas for roaming" nor the list of "5GS forbidden tracking areas for
regional provision of service" is maintained by the UE since the UE is not able to determine the
corresponding TAI.

Each list shall accommodate 40 or more TAIs. When the list isfull and a new entry has to be inserted, the oldest entry
shall be deleted.

5.3.13A Forbidden PLMN lists

In N1 mode, two lists of forbidden PLMN are managed independently per access type, i.e., 3GPP access or non-3GPP
access:

- thelist of "forbidden PLMNS' as defined in 3GPP TS 23.122 [5] is applicable for 3GPP accessin N1 mode. The
samelist is used by 5GMM for 3GPP access, EMM, GMM and MM (see 3GPP TS 24.301 [15] and
3GPP TS 24.008 [12]), regardless whether the UE is operating in single-registration mode or dual-registration
mode.

- thelist of "forbidden PLMNs for non-3GPP accessto 5GCN" as defined in 3GPP TS 24.502 [18] is applicable
for 5GMM for non-3GPP access.

Thelist of "forbidden PLMNSs for GPRS service" as defined in 3GPP TS 23.122 [5] and 3GPP TS 24.008 [12] is
applicable for 3GPP accessin N1 mode. The samelist is used by 56MM for 3GPP access, EMM and GMM (see
3GPP TS 24.301 [15] and 3GPP TS 24.008 [12]), regardless whether the UE is operating in single-registration mode or
dual-registration mode.

5.3.14 List of equivalent PLMNs

The UE shall store alist of equivalent PLMNSs. These PLMNSs shall be regarded by the UE as equivalent to each other
for PLMN selection and cell selection/re-selection. The samelist is used by 56MM, EMM, GMM and MM (see
3GPP TS 24.301 [15] and 3GPP TS 24.008 [12]) except for the case when the UE operates in dual-registration mode
(see subclause 4.8.3).

The UE shall update or delete thislist at the end of each registration procedure. The stored list consists of alist of
equivalent PLMNSs as downloaded by the network plus the PLMN code of the registered PLMN that downloaded the
list. When the UE is switched off, the UE shall keep the stored list so that it can be used for PLMN selection after
switch on. The UE shall delete the stored list if the USIM isremoved or when the UE registered for emergency services
enters the state 5 GMM-DEREGISTERED. The maximum number of possible entriesin the stored list is 16.

5.3.15 Transmission failure abnormal case in the UE

The abnormal case 5GMM uplink message transmission failure indication by lower layers can be identified for 5GMM
procedures:

When it is specified in the relevant procedure that it is up to the UE implementation to re-run the ongoing
procedure that triggered that procedure, the procedure can typically be re-initiated using a retransmission
mechanism of the uplink message (i.e. the one that has previousdly failed to be transmitted) with new segquence
number and message authentication code information thus avoiding to re-start the whole procedure.

NOTE: Thetransmission failure can happen due to TAI change. The lower layer might take some time to read the
system information and determine if the current TAI is changed. Therefore, the information of TAI
change can be sent to the NAS layer alittle after receiving the transmission failure indication from the
lower layer. How to handle the retransmission procedure caused by the possible delayed TAI change
information is up to UE implementation.
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5.3.16 Extended DRX cycle for UEs in 5GMM-IDLE and 5GMM-
CONNECTED mode with RRC inactive indication

Extended DRX (eDRX) cycle is supported for a UE in N1 mode. When eDRX is requested by the UE and accepted by
the network:

- ifthe UEisnotin NB-N1 mode, eDRX is used when the UE isin 5GMM-IDLE mode or in 5GM M-
CONNECTED mode with RRC inactive indication; or

- ifthe UEisin NB-N1 mode, eDRX is used when the UE isin 5GMM-IDLE mode.

The UE may request the use of eDRX cycle during a registration procedure by including the Requested extended DRX
parameters |E (see 3GPP TS 23.501 [8] and 3GPP TS 23.502 [9]). The UE shall not request the use of eDRX during a
registration procedure for emergency services. The UE may use the extended idle mode DRX cycle length stored in the
USIM (see 3GPP TS 31.102 [22]) when requesting the use of eDRX.

The UE and the network may negotiate eDRX parameters during a registration procedure when the UE has an
emergency PDU session.

The network accepts the request to use the eDRX by providing the Negotiated extended DRX parameters |IE when
accepting the registration procedure. The UE shall use eDRX only if it received the Negotiated extended DRX
parameters | E during the last registration procedure and the UE does not have an emergency PDU session.

NOTE: If the UE wantsto keep using eDRX, the UE includes the Extended DRX parameters |E in each
registration procedure.

If the UE received the Negotiated extended DRX parameters | E during the last registration procedure, upon successful
completion of the PDU session release procedure of the emergency PDU session, the UE shall resume eDRX.

If the network has provided the Negotiated extended DRX parameters |E during the last registration procedure, upon
successful completion of the PDU session release procedure of the emergency PDU session, the network shall resume
eDRX.

If the UE or the network locally releases an emergency PDU session, the UE or the network shall not use eDRX until
the UE receives eDRX parameters during a registration procedure with PDU session context synchronization or upon
successful completion of a service request procedure with PDU session context synchronization.

If the UE did not receive the Negotiated extended DRX parameters |E, or if the UE has an emergency PDU session, the
UE shall use the stored UE specific DRX parameter, if available.

If the network did not accept the request to use eDRX, or if the UE has an emergency PDU session, the network shall
use the stored UE specific DRX parameter, if available.

If the network provided the Negotiated extended DRX parameters | E and also assigned anew 5G-GUT] for the UE as
described in subclause 5.5.1.3.4 during the last registration procedure, the network shall use the stored UE specific
DRX parameter, if available, with the old 5G-GUTI and use the eDRX provided by the network with the new 5G-GUTI
until the old 5G-GUTI can be considered as invalid by the network (see subclauses 5.4.4.4 and 5.5.1.3.4).

5.3.17 Service Gap Control
Service gap control (SGC) only appliesto 3GPP access.

The network may control the frequency with which UEs can transition from 5GMM-IDLE mode to 5GMM-
CONNECTED mode viathe SGC as specified in 3GPP TS 23.501 [8] and 3GPP TS 23.502 [9]. If the network supports
SGC and the service gap time valuei.e. T3447 value is available in the 5GMM context of the UE, the AMF shall
consider SGC as active for the UE.

The UE and the network negotiate usage of SGC during the registration procedure for initial registration and
registration procedure for mobility and periodic registration update:

- the UE supporting SGC indicates its support in the REGISTRATION REQUEST message. If the UE supports
SGC and the SGC is active for the UE, the AMF includes T3447 value |IE in the REGISTRATION ACCEPT
message (see subclause 5.5.1.2 and subclause 5.5.1.3). The UE stores the T3447 value; and
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- for UEsthat do not support SGC when the network rejects mobility management signalling requests because
SGC isactive in the network, the mechanism for general NAS level mobility management congestion control as
specified in subclause 5.3.9 applies.

The network can provide a new T3447 value to the UE to be used next time it is started or stop timer T3447 in the UE if
running with the Generic UE configuration update procedure as specified in subclause 5.4.4.

The UE shall start timer T3447 when the N1 NAS signalling connection isreleased and if:
- the UE supports SGC, and the T3447 value is available in the UE and does not indicate zero; and
- the N1 NAS signalling connection released was not established for:
- paging;

- registration procedure for initial registration with Follow-on request indicator set to "No follow-on request
pending”;

- registration procedure for mobility and periodic registration update with Follow-on request indicator set to
"No follow-on request pending” and without Uplink data status I E included;

- requests for emergency services; or

requests for exception data reporting.

If the SGC is active in the network, after the UE transitions from 5GMM-CONNECTED mode to 5GMM-IDLE mode
except when the UE was in 5GMM-CONNECTED mode due to:

- paging;

- registration procedure for initial registration with Follow-on request indicator set to "No follow-on request
pending”;

- registration procedure for mobility and periodic registration update with Follow-on request indicator set to "No
follow-on request pending" and without Uplink data status | E included,

- reguests for emergency services, or
- reguests for exception data reporting,
the network shall start timer T3447 if not already running:

- with the T3447 value available in the 5GMM context minus 4 minutes, if the UE supports SGC and the T3447
value has been sent to the UE with anon-zero value; or

- with the T3447 value available in the 5GMM context if the UE does not support SGC.
When timer T3447 is running, the network allows:

- requests for emergency service;

reguests for emergency services fallback;

reguests for high priority access;

reguests for exception data reporting;

registration procedure for initia registration with Follow-on reguest indicator set to "No follow-on request
pending";

registration procedure for mobility and periodic registration update without Uplink data status | E included and
with Follow-on reguest indicator set to "No follow-on request pending”; or

service regquest procedure or registration procedure for mobility and periodic registration update triggered by
paging and subsequent MO signalling or MO data, if any, until the UE enters 5GMM-IDLE mode.
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The UE or the network with a running T3447 timer keeps the timer running when the UE transits from 5GMM-IDLE
mode to 5GMM-CONNECTED mode.

NOTE: If the UE transitions from 5GMM-IDLE mode to 5GMM-CONNECTED mode due to registration
procedure for initial registration with Follow-on request indicator set to "No follow-on request pending”
or mobility and periodic registration update request without Uplink data status | E and with Follow-on
reguest indicator set to "No follow-on request pending”, the UE initiates no further MO signalling except
for mobility and periodic registration update requests without Uplink data status and with Follow-on
reguest indicator set to "No follow-on request pending” until the UE receives mobile terminated
signalling (e.g. DL NAS TRANSPORT message for MT SMS) or MT data over user plane, or after the
UE has moved to 5GMM-IDLE state and the service gap timer is not running.

If timer T3447 is running when the UE changes PLMN or enters state 56GMM-DEREGISTERED, the UE remains
switched on, and the USIM in the UE remains the same, then timer T3447 is kept running until it expires.

If the AMF determines that the UE operating in single-registration mode has performed an inter-system change from N1
mode to S1 mode and the timer T3447 is running in the AMF, the AMF stops the T3447.

Upon inter-system change from S1 mode to N1 mode, if the UE supports service gap control, T3447 is running in the
UE, and the T3447 value IE isincluded in the REGISTRATION ACCEPT message received from the AMF (see
subclause 5.5.1.2 and subclause 5.5.1.3), the UE shall keep T3447 running. Additionally, the UE shall store and replace
the currently stored service gap time value with the received T3447 value. Upon expiry of the running T3447 timer, the
UE shall use the new value when starting T3447 again.

If the UE is switched off when the timer T3447 is running, the UE shall behave as follows when the UE is switched on
and the USIM in the UE remains the same;

- let t1 be the time remaining for timer T3447 timeout at switch off and let t be the time elapsed between switch
off and switch on. If t1 is greater than t, then the timer shall be restarted with the value t1 —t. If t1 isequal to or
less than t, then the timer need not be restarted. If the UE is not capable of determining t, then the UE shall
restart the timer with the value t1.

5.3.18 Restriction on use of enhanced coverage

In order to deal with use of extensive resources from the network, the operator may prevent specific subscribers from
using enhanced coverage (see 3GPP TS 23.501 [8]). When in NB-N1 mode, the UE shall indicate support for restriction
on use of enhanced coverage. When in WB-N1 mode, the UE supporting either CE mode A or CE mode B shall
indicate support for restriction on use of enhanced coverage. The UE supporting restriction on use of enhanced
coverage indicates its support for restriction on use of enhanced coverage in the REGISTRATION REQUEST message.
If the UE supports restriction on use of enhanced coverage, the AMF indicates in the REGISTRATION ACCEPT
message (see subclause 5.5.1.2 and subclause 5.5.1.3) that:

a) whenin WB-N1 mode, whether CE mode B isrestricted for the UE, or both CE mode A and CE mode B are
restricted for the UE, or both CE mode A and CE mode B are not restricted for the UE; or

b) whenin NB-N1 mode, whether the use of enhanced coverageis restricted or not for the UE.

a) theuse of enhanced coverage is restricted;
b) the use of CE mode B isrestricted; or
¢) theuseof CE mode A and CE mode B is restricted,

the UE shall not use enhanced coverage in the registered PLMN and in any PLMN which isin thelist of equivalent
PLMNSs.

If the UE supports CE mode B and the network determines that
a) theuse of enhanced coverage is not restricted for the UE; or
b) CE mode B is not restricted for the UE,

the applicable NAS timer values shall be calculated by the network as described in subclause 4.19 and subclause 4.20.
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For a UE that supports restriction on use of enhanced coverage or CE mode B, if:

a) the AMF determines to enforce a changein restriction on the use of enhanced coverage or a changein the
restriction on the use of CE mode B as described in 3GPP TS 23.501 [8]; and

b) the UEisin 5GMM-CONNECTED mode and there is no ongoing registration procedure,

the AMF shall initiate the generic UE configuration update procedure to indicate registration requested and release of
the N1 NAS signalling connection not requested as described in subclause 5.4.4. After the successful completion of the
registration procedure for mobility registration update including change of the restriction on the use of enhanced
coverage, for any SMF with which the UE has an established PDU session, the AMF updates the SMF with the
indication on the use of extended NAS timer setting as described in 3GPP TS 23.501 [8] and 3GPP TS 23.502 [9].

5.3.19 Handling of congestion control for transport of user data via the
control plane

The network may activate congestion control for transport of user data via the control plane, as specified in
3GPPTS23.501[8].

If the UE has indicated support for the control plane CloT 5GS optimizations and the network decides to activate the
congestion control for transport of user data via the control plane, the network may include a value for the control plane
data back-off timer T3448 in REGISTRATION ACCEPT, SERVICE ACCEPT or SERVICE REJECT message, and
shall store an control plane data back-off time on a per UE basis. The UE starts the timer T3448 with the value informed
in the message. To avoid that large numbers of UEs simultaneoudly initiate deferred requests, the network should select
the value for the timer T3448 for the informed UEs so that timeouts are not synchronised.

The network sends REGISTRATION ACCEPT message or SERVICE ACCEPT message without T3448 value IE to
stop the timer T3448 running in the UE as specified in subclause 5.5.1.3.4 and subclause 5.6.1.4.

Based on the stored control plane data back-off time for the UE, the network may reject the transfer of user data viathe
control planeinitiated by the UE.

While the timer T3448 is running, the UE in 56GMM-IDLE mode does not initiate the transport of user data viathe
control plane procedure, except if the UE is allowed to use exception data reporting (see the
ExceptionDataReportingAllowed leaf of the NAS configuration MO in 3GPP TS 24.368 [17] or the USIM file
EFnasconmic in 3GPP TS 31.102 [22]) and the user dataisrelated to an exceptional event.

The UE is allowed:
a) to respond to paging with CONTROL PLANE SERVICE REQUEST message without uplink data; or

b) tosend a CONTROL PLANE SERVICE REQUEST message for emergency services or for emergency services
fallback;

even if the timer T3448 isrunning.
Upon entering the state 5GMM-DEREGISTERED or a new PLMN which is not equivalent to the PLMN where the UE
started the timer T3448, or upon being switched off while the timer T3448 is running, the UE stops the timer T3448.

5.3.19a Specific requirements for UE configured to use timer T3245

5.3.19a.1  UE not operating in SNPN access operation mode

The following requirements apply for a UE that is configured to use timer T3245 (see 3GPP TS 24.368 [17] or
3GPPTS31.102 [22)).

When the UE adds a PLMN identity to the "forbidden PLMN list" or setsthe USIM asinvalid for 5GS services for
3GPP access or non-3GPP access, and timer T3245 (see 3GPP TS 24.008 [12]) is not running, the UE shall start timer
T3245 as specified in 3GPP TS 24.008 [12], subclause 4.1.1.6.

Upon expiry of the timer T3245, the UE shall erase the "forbidden PLMN list" and "forbidden PLMNs for GPRS
service" list and set the USIM to valid for 5GS services for 3GPP access and non-3GPP access. When the lists are
erased, the UE performs cell selection according to 3GPP TS 38.304 [28] or 3GPP TS 36.304 [25C].
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If the UE is switched off when the timer T3245 is running, the UE shall behave as follows when the UE is switched on
and the USIM in the UE remains the same:

- let t1 be the time remaining for T3245 timeout at switch off and let t be the time elapsed between switch off and
switch on. If t1 is greater than t, then the timer shall be restarted with the value t1 —t. If t1 is equal to or less than
t, then the UE will follow the behaviour as defined in the paragraph above upon expiry of the timer T3245. If the
UE is not capable of determining t, then the UE shall restart the timer with the value t1.

5.3.19a.2  UE operating in SNPN access operation mode
The following requirements apply for a UE that is configured to use timer T3245 (see 3GPP TS 24.368 [17]).

When the UE adds an SNPN to the "permanently forbidden SNPNSs" list or "temporarily forbidden SNPNs" list which
are, if the MS supports access to an SNPN using credentials from a credentials holder, associated with the selected entry
of the "list of subscriber data" or the selected PLMN subscription, or sets the selected entry of the "list of subscriber
data’' or the selected PLMN subscription asinvalid for 3GPP access or non-3GPP access, and timer T3245 (see

3GPP TS 24.008 [12]) is hot running, the UE shall start timer T3245 with arandom value, uniformly drawn from the
range between 12h and 24h.

Upon expiry of the timer T3245, the UE shall erase the " permanently forbidden SNPNs' list(s) and "temporarily
forbidden SNPNs" list(s) and set the selected entry of the "list of subscriber data' or the selected PLMN subscription to
valid for 3GPP access and non-3GPP access. When the lists are erased, the UE performs cell selection according to
3GPP TS 38.304 [28].

If the UE is switched off when the timer T3245 is running, the UE shall behave as follows when the UE is switched on
and the selected entry of the "list of subscriber data' or the selected PLMN subscription remain the same:

- let t1 bethe time remaining for T3245 timeout at switch off and let t be the time elapsed between switch off and
switch on. If t1 is greater than t, then the timer shall be restarted with the value t1 —t. If t1 is equal to or less than
t, then the UE will follow the behaviour as defined in the paragraph above upon expiry of the timer T3245. If the
UE is not capable of determining t, then the UE shall restart the timer with the value t1.

5.3.20 Specific requirements for UE when receiving non-integrity protected
reject messages

5.3.20.1 General

This subclause specifies the requirements for a UE that is not configured to use timer T3245 (see 3GPP TS 24.368 [17]
or 3GPP TS 31.102 [22]) and receives a REGISTRATION REJECT or SERVICE REJECT message without integrity
protection with specific 5GMM causes.

NOTE: Additional UE requirements for this case, requirements for other 5GMM causes, and requirements for the
case when the UE receives an integrity protected reject message are specified in subclauses 5.5.1 and
5.6.1.

5.3.20.2 Requirements for UE in a PLMN
The UE shall maintain:

- alist of PLMN-specific attempt counters (see 3GPP TS 24.301 [15]). The maximum number of possible entries
inthe list isimplementation dependent. Thislist is applicable to access attempts via 3GPP access only;

- alist of PLMN-specific attempt counters for non-3GPP access, if the UE supports non-3GPP access. The
maximum number of possible entriesin the list isimplementation dependent. Thislist is applicable to access
attempts via non-3GPP access only;

- alist of PLMN-specific N1 mode attempt counters for 3GPP access. The maximum number of possible entriesin
the list isimplementation dependent. Thislist is applicable to access attempts via 3GPP access only;

- alist of PLMN-specific N1 mode attempt counters for non-3GPP access, if the UE supports non-3GPP access.
The maximum number of possible entriesin the list isimplementation dependent. Thislist is applicable to access
attempts via non-3GPP access only;
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- one counter for "SIM/USIM considered invalid for GPRS services' events (see 3GPP TS 24. 008 [12]); and

- one counter for "USIM considered invalid for 5GS services over non-3GPP access' events, if the UE supports
non-3GPP access.

A UE supporting non-EPS services shall maintain one counter for "SIM/USIM considered invalid for non-GPRS
services' events (see 3GPP TS 24.008 [12]).

The UE shall store the above lists of attempt counters and the event countersin its non-volatile memory. The UE shall
erase the lists and reset the event countersto zero when the UICC containing the USIM is removed. The counter values
shall not be affected by the activation or deactivation of MICO mode or power saving mode (see 3GPP TS 24.301 [15]).

The UE implementati on-specific maximum value for any of the above counters shall not be greater than 10.
NOTE 1: Different counters can use different UE implementation-specific maximum values.

If the UE receives a REGISTRATION REJECT or SERVICE REJECT message without integrity protection with
5GMM cause value #3, #6, #7, #11, #12, #13, #15, #27, #31, #62, #72 or #73 before the network has established secure
exchange of NAS messages for the N1 NAS signalling connection, the UE shall stop timer T3510 or T3517 if running,
and start timer T3247 (see 3GPP TS 24.008 [12]) with arandom value uniformly drawn from the range between 30
minutes and 60 minutes, if the timer is not running, and take the following actions:

1) if the 5GMM cause value received is#3, #6 or #7, and:
a) if the 5GMM cause valueisreceived over 3GPP access, the UE shall:
i) if the UE isaready registered over another access:

- storethe current TAl inthelist of "5GS forbidden tracking areas for roaming”, memorize the current
TAI was stored in the list of "5GS forbidden tracking areas for roaming” for non-integrity protected
NAS reject message and enter the state 5GMM-DEREGISTERED.LIMITED-SERVICE; and

- search for asuitable cell in another tracking area according to 3GPP TS 38.304 [28] or
3GPP TS 36.304 [25C]; or

ii) otherwise, if the counter for "SIM/USIM considered invalid for GPRS services' events has avaue less
than a UE implementation-specific maximum value,

- set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to
subclause 5.1.3.2.2) and shall delete 5G-GUTI, last visited registered TAI, TAI list and ngKSI for
3GPP access,

- if the 5GMM cause value received is#3 or #6, delete the list of equivalent PLMNs if any;
- increment the counter for "SIM/USIM considered invalid for GPRS services' events,

- if the 5GMM cause value received is#3 or #6, and if the counter for "SIM/USIM considered invalid
for non-GPRS services' events has a value less than a UE implementation-specific maximum val ue,
increment the counter;

- if aregistration procedure was performed, reset the registration attempt counter and if a service
request procedure was performed, reset the service request attempt counter;

- if the UE is operating in single-registration mode, handle the EMM parameters EMM state, EPS
update status, EPS attach attempt counter, tracking area updating attempt counter or service request
attempt counter, 4G-GUTI, TAI list, eKSI as specified in 3GPP TS 24.301 [15] for the case when the
EPS attach, tracking area updating procedure or service request procedure is rejected with the EMM
cause of the same value in a NAS message without integrity protection;

- storethe current TAI inthelist of "5GS forbidden tracking areas for roaming", memorize the current
TAI was stored in the list of "5GS forbidden tracking areas for roaming" for non-integrity protected
NAS reject message and enter the state 5SGMM-DEREGISTERED.LIMITED-SERVICE; and

- search for asuitable cell in another tracking area according to 3GPP TS 38.304 [28] or
3GPP TS 36.304 [25C]; and as a UE implementation option, the UE may perform registration attempt
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over the non-3GPP access, if non-3GPP access is available, and the USIM is not considered invalid
for 5GS services over non-3GPP access; and

iii) otherwise proceed as specified in subclauses 5.5.1 and 5.6.1;

b) if the 5GMM cause value is received over non-3GPP access, the UE shall:

i)

if the UE is already registered over another access:
- enter the state 5GMM-DEREGISTERED.LIMITED-SERVICE; and

- may perform registration attempt over the non-3GPP access if another access point for non-3GPP
accessis available; or

ii) otherwise, if the counter for "USIM considered invalid for 5GS services over non-3GPP access' events

has a value less than a UE implementation-specific maximum value,

- set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to
subclause 5.1.3.2.2) and shall delete the 5G-GUTI, last visited registered TAI, TAI list and ngKSI for
non-3GPP access,

- enter the state 5SGMM-DEREGISTERED.LIMITED-SERVICE;

- increment the counter for "USIM considered invalid for 5GS services over non-3GPP access' events;
and as a UE implementation option, the UE may either perform registration attempt over the non-
3GPP accessif another access point for non-3GPP accessis available, or if 3GPP accessis available,
and the SIM/USIM is not considered invalid for 5GS services over 3GPP access, perform registration
attempt over the 3GPP access; and

NOTE 2: How to select another access point for non-3GPP access is implementation specific.

iii) otherwise proceed as specified in subclauses 5.5.1 and 5.6.1;

2) if the 5GMM cause value received is#12, #13 or #15, the UE shall proceed as specified in subclauses 5.5.1 and
5.6.1. Additionally, the UE may:

a) if the 5GMM cause value is received over 3GPP access, non-3GPP accessis available, the UE is not
registered over non-3GPP access yet, and the USIM is not considered invalid for 5GS services over non-
3GPP access, perform registration attempt over the non-3GPP access; or

b) if the 5GMM cause valueis received over non-3GPP access, 3GPP accessis available, the UE is not
registered over 3GPP access yet, and the USIM is not considered invalid for 5GS services over 3GPP access,
perform registration attempt over the 3GPP access;

3) if the 5GMM cause value received is#11 or #73 and the UE isinitsHPLMN or EHPLMN:

a) if the 5GMM cause value is received over 3GPP access, the UE shall:

set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to
subclause 5.1.3.2.2) and shall delete, the 5G-GUTI, last visited registered TAI, TAI list, ngKS! for 3GPP
access and the list of equivalent PLMNs. Additionally, if aregistration procedure was performed, the UE
shall reset the registration attempt counter and if a service request procedure was performed, reset the
service request attempt counter;

if the 5GMM cause value received is#11 and the UE is operating in single-registration mode, handle the
EMM parameters EMM state, EPS update status, EPS attach attempt counter, tracking area updating
attempt counter or service request attempt counter, 4G-GUTI, TAI list, eKSl as specified in

3GPP TS 24.301 [15] for the case when the EPS attach, tracking area updating procedure or service
reguest procedure is rejected with the EMM cause of the same value in a NAS message without integrity
protection;

if the 5GMM cause value received is#73 and the UE is operating in single-registration mode, the UE
shall in addition set the EPS update status to EU3 ROAMING NOT ALLOWED and shall delete any 4G-
GUTI, last visited registered TAI, TAI list and eKSl. Additionally, the UE shall reset the attach attempt
counter or tracking area updating attempt counter, and enter the state EMM-DEREGISTERED;
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- dorethecurrent TAl inthelist of "5GS forbidden tracking areas for roaming”, memorize the current TAI
was stored in the list of "5GS forbidden tracking areas for roaming” for non-integrity protected NAS
reject message and enter the state 5SGMM-DEREGISTERED.LIMITED-SERVICE; and

- search for asuitable cell in another tracking area according to 3GPP TS 38.304 [28] or
3GPP TS 36.304 [25C]; and as a UE implementation option, the UE may perform registration attempt
over the non-3GPP access, if non-3GPP accessis available, the UE is not registered over non-3GPP
access yet, and the USIM is not considered invalid for 5GS services over non-3GPP access;

b) if the 5GMM cause value is received over non-3GPP access, the UE shall:

- set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall storeit according to
subclause 5.1.3.2.2) and shall delete the 5G-GUTI, last visited registered TAI, TAI list and ngKS| for
non-3GPP access. Additionally, if aregistration procedure was performed, the UE shall reset the
registration attempt counter and if a service request procedure was performed, reset the service request
attempt counter; and

- enter the state 5SGMM-DEREGISTERED.LIMITED-SERVICE. As a UE implementation option, the UE
may perform registration attempt over the non-3GPP access if another access point for non-3GPP access
isavailable, or if 3GPP accessis available, the UE is not registered over 3GPP access yet, and the USIM
isnot considered invalid for 5GS services over 3GPP access, perform registration attempt over the 3GPP
access,

4) if the 5GMM cause value received is#11 or #73 and the UE isnot in its HPLMN or EHPLMN, in addition to the
UE requirements specified in subclause 5.5.1 and 5.6.1:

5)

6)

7)

if the message was received via 3GPP access and if the PLMN-specific attempt counter for the PLMN
sending the reject message has a value less than a UE implementati on-specific maximum value, the UE shall
increment the PLMN-specific attempt counter for the PLMN; or

if the message was received via non-3GPP access and if the PLMN-specific attempt counter for non-3GPP
access for the PLMN sending the reject message has a val ue less than a UE implementation-specific
maximum value, the UE shall increment the PLMN-specific attempt counter for non-3GPP access for the
PLMN;

if the 5GMM cause value received is#27, the UE shall proceed as specified in subclauses 5.5.1 and 5.6.1.
Additionally, if the PLMN-specific N1 mode attempt counter for the respective access type and for the PLMN
sending the reject message has a value less than a UE implementati on-specific maximum value, the UE shall
increment this counter for the PLMN;

if the 5GMM cause value received is#72, the UE shall proceed as specified in subclauses 5.5.1 and 5.6.1.
Additionally, if the PLMN-specific N1 mode attempt counter for non-3GPP access for the PLMN sending the
reject message has a value less than a UE implementation-specific maximum value, the UE shall increment this
counter for the PLMN;

if the 5GMM cause value received is#31 for a UE that has indicated support for CloT optimizations, the UE
may discard the message or alternatively the UE should:

set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to
subclause 5.1.3.2.2);

store the current TAI in thelist of "5GS forbidden tracking areas for roaming”, memorize the current TAI
was stored in the list of "5GS forbidden tracking areas for roaming” for non-integrity protected NAS reject

message; and

search for a suitable cell in another tracking area according to 3GPP TS 38.304 [28] or
3GPP TS 36.304 [25C]; and

8) if the 5GMM cause value received is#62, the UE may discard the message or alternatively the UE should:

set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to
subclause 5.1.3.2.2);

ETSI



3GPP TS 24.501 version 17.8.0 Release 17 179 ETSI TS 124 501 V17.8.0 (2022-10)

- storethe current TAl inthelist of "5GS forbidden tracking areas for roaming”, memorize the current TAI
was stored in the list of "5GS forbidden tracking areas for roaming" for non-integrity protected NAS reject

message; and

- search for asuitable cell in another tracking area according to 3GPP TS 38.304 [28] or
3GPP TS 36.304 [25C].

Upon expiry of timer T3247, the UE shall:

- remove al tracking areas from the list of "5GS forbidden tracking areas for regional provision of service" and
thelist of "5GS forbidden tracking areas for roaming", which were stored in these lists for non-integrity
protected NAS reject message;

- setthe USIM to valid for 5GS services for 3GPP access, if:

- the counter for "SIM/USIM considered invalid for GPRS services' events has avalue less than aUE
implementati on-specific maximum value;

- setthe USIM to valid for 5GS services for non-3GPP access, if:

- the counter for "USIM considered invalid for 5GS services over non-3GPP access' events has avalue less
than a UE implementation-specific maximum value;

- setthe USIM to valid for non-EPS services, if:

- the counter for "SIM/USIM considered invalid for non-GPRS services' events has a value less than a UE
implementati on-specific maximum value;

- for each PLMN-specific attempt counter that has a value greater than zero and less than a UE implementation-
specific maximum value, remove the respective PLMN from the extension of the "forbidden PLMNS' ligt;

- for each PLMN-specific attempt counter for non-3GPP access that has a value greater than zero and lessthan a
UE implementati on-specific maximum value, remove the respective PLMN from the list of "forbidden PLMNs
for non-3GPP access to 5GCN";

- re-enable the N1 mode capability for 3GPP access and, for each PLMN-specific N1 mode attempt counter for
3GPP access that has a value greater than zero and less than a UE i mplementation-specific maximum value,
remove the respective PLMN from the list of PLMNs where N1 mode is not allowed for 3GPP access (see
3GPP TS 23.122[5));

- re-enable the N1 mode capability for non-3GPP access and, for each PLMN-specific N1 mode attempt counter
for non-3GPP access that has a value greater than zero and |ess than a UE implementation-specific maximum
value, remove the respective PLMN from the list of PLMNs where N1 mode is not alowed for non-3GPP
access,

- if the UE is supporting A/Gb mode or lu mode, perform the actions as specified in 3GPP TS 24.008 [12] for the
case when timer T3247 expires,

- if the UE is supporting S1 mode, perform the actions as specified in 3GPP TS 24.301 [15] for the case when
timer T3247 expires; and

- initiate aregistration procedure, if still needed, dependent on 5GMM state and 5GS update status, or perform
PLMN selection according to 3GPP TS 23.122 [5].

When the UE is switched off, the UE shall, for each PLMN-specific attempt counter that has a value greater than zero
and less than the UE implementati on-specific maximum value, remove the respective PLMN from the list of "forbidden
PLMNSs". When the USIM is removed, the UE should perform this action.

When the UE is switched off, the UE shall, for each PLMN-specific attempt counter for non-3GPP access that has a
value greater than zero and less than the UE implementation-specific maximum value, remove the respective PLMN
from thelist of "forbidden PLMNSs for non-3GPP access to 5GCN". When the USIM is removed, the UE should
perform this action.

NOTE 3: If the respective PLMN was stored in the extension of the "forbidden PLMNS" list, then according to
3GPP TS 23.122 [5] the UE will delete the contents of this extension when the UE is switched off or the
USIM isremoved.
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5.3.20.3 Requirements for UE in an SNPN

If the UE is operating in SNPN access operation mode, the UE shall maintain, for each of the entriesin the "list of
subscriber data":

- one SNPN-specific attempt counter for 3GPP access. The counter is applicable to access attempts via 3GPP
accessonly;

- one SNPN-gpecific attempt counter for non-3GPP access, if the UE supports accessing SNPN servicesviaa
PLMN. The counter is applicable in case of accessing SNPN servicesviaaPLMN only;

- one counter for "the entry for the current SNPN considered invalid for 3GPP access' events; and

- one counter for "the entry for the current SNPN considered invalid for non-3GPP access' events, if the UE
supports accessing SNPN servicesviaa PLMN. The counter is applicable in case of accessing SNPN services
viaaPLMN only.

NOTE 1: Theterm "non-3GPP access’ used in the counter for " SNPN-specific attempt counter for non-3GPP
access' events and the counter for “the entry for the current SNPN considered invalid for non-3GPP
access' events, is used to express accessto SNPN servicesviaa PLMN.

The UE shall store the above countersin its non-volatile memory. The UE shall erase the attempt counters and reset the
event counters to zero when the selected entry of the "list of subscriber data’ is updated or USIM is removed for the
selected PLMN subscription. The counter values shall not be affected by the activation or deactivation of MICO mode
or power saving mode (see 3GPP TS 24.301 [15]).

The UE implementation-specific maximum value for any of the above counters shall not be greater than 10.
NOTE 2: Different counters can use different UE implementation-specific maximum val ues.

If the UE receives a REGISTRATION REJECT or SERVICE REJECT message without integrity protection with
5GMM cause value #3, #6, #7, #12, #13, #15, #27, #72, #74, or #75 before the network has established secure exchange
of NAS messages for the N1 NAS signalling connection, the UE shall stop timer T3510 or T3517, if running, and start
timer T3247 (see 3GPP TS 24.008 [12]) with arandom value uniformly drawn from the range between:

a) 15 minutes and 30 minutes for 5SGMM cause value #74; or
b) 30 minutes and 60 minutes for other 5GMM cause values;
if the timer is not running, and take the following actions:

a) if the 5GMM cause value received is#3, #6, or #7 and the UE is neither registered for onboarding servicesin
SNPN nor performing initial registration for onboarding servicesin SNPN:

1) if the 5GMM cause valueis received over 3GPP access:
i) if the UE isaready registered over another access, the UE shall:

A) storethe current TAI inthelist of "5GS forbidden tracking areas for roaming” for the current SNPN
and, if the UE supports access to an SNPN using credentials from a credentials holder, the selected
entry of the "list of subscriber data" or the selected PLMN subscription, memorize the current TAI
was stored in the list of "5GS forbidden tracking areas for roaming" for the current SNPN and, if the
UE supports access to an SNPN using credentials from a credential s holder, the selected entry of the
"list of subscriber data" or the selected PLMN subscription, for non-integrity protected NAS reject
message and enter the state 5SGMM-DEREGISTERED.LIMITED-SERVICE; and

B) search for asuitable cell in another tracking area according to 3GPP TS 38.304 [28]; or

ii) otherwiseif the counter for "the entry for the current SNPN considered invalid for 3GPP access' events
has a value less than a UE implementation-specific maximum value, the UE shall:

A) set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to
subclause 5.1.3.2.2) and shall delete 5G-GUTI, last visited registered TAI, TAI list, and ngK Sl for
3GPP access,

B) increment the counter for "the entry for the current SNPN considered invalid for 3GPP access' events,
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C) reset the registration attempt counter in case of a REGISTRATION REJECT message or reset the
service request attempt counter in case of a SERVICE REJECT message;

D) storethe current TAI inthelist of "5GS forbidden tracking areas for roaming™ for the current SNPN
and, if the UE supports access to an SNPN using credentials from a credentials holder, the selected
entry of the "list of subscriber data" or the selected PLMN subscription, memorize the current TAI
was stored in the list of "5GS forbidden tracking areas for roaming” for the current SNPN and, if the
UE supports access to an SNPN using credentials from a credential s holder, the selected entry of the
"list of subscriber data" or the selected PLMN subscription, for non-integrity protected NAS reject
message, and enter the state 5GMM-DEREGISTERED.LIMITED-SERVICE; and

E) search for asuitable cell in another tracking area according to 3GPP TS 38.304 [28]. AsaUE
implementation option, if accessing SNPN servicesviaa PLMN is available and the selected entry of
the "list of subscriber data" or the selected PLMN subscription is not considered invalid for non-3GPP
access, then the UE may attempt to access SNPN services viaa PLMN; or

iii) otherwise, the UE shall proceed as specified in subclauses 5.5.1 and 5.6.1;
2) if the 5GMM cause value is received over non-3GPP access:

NOTE 3: A 5GMM cause value "received over non-3GPP access' in this subclause refersto a5GMM cause value
received viaa PLMN when the UE attempts to access SNPN services viaa PLMN.

i) if the UE isalready registered over another access, the UE shall enter the state 5GMM -
DEREGISTERED.LIMITED-SERVICE; or

ii) otherwiseif the counter for "the entry for the current SNPN considered invalid for non-3GPP access'
events has a value less than a UE implementati on-specific maximum value, the UE shall:

A) set the 5GS update status to 5U3 ROAMING NOT ALLOWED (and shall store it according to
subclause 5.1.3.2.2) and shall delete the 5G-GUTI, last visited registered TAI, TAI list, and ngK Sl for
non-3GPP access,

B) enter the state 5GMM-DEREGISTERED.LIMITED-SERVICE; and

C) increment the counter for "the entry for the current SNPN considered invalid for non-3GPP access'
events. As a UE implementation option, if 3GPP accessis available and the selected entry of the "list
of subscriber data" or the selected PLMN subscription is not considered invalid for 3GPP access, then
the UE may make a registration attempt over 3GPP access; or

iii) otherwise, the UE shall proceed as specified in subclauses 5.5.1 and 5.6.1;

b) if the 5GMM cause value received is#12, #13, or #15, the UE shall proceed as specified in subclauses 5.5.1 and
5.6.1. Additionally:

1) if the 5GMM cause valueis received over 3GPP access, accessing SNPN servicesviaa PLMN isavailable,
the UE has not accessed SNPN services viaa PLMN yet, and the selected entry of the "list of subscriber
data" or the selected PLMN subscription is not considered invalid for non-3GPP access, the UE may attempt
to access SNPN servicesviaa PLMN; or

2) if the 5GMM cause value is received over non-3GPP access, 3GPP accessis available, the UE is not
registered to the current SNPN over 3GPP access yet, and the selected entry of the "list of subscriber data” or
the selected PLMN subscription is not considered invalid for 3GPP access, the UE may make aregistration
attempt over 3GPP access;

NOTE 4: The network does not send 5GMM cause value #13 to the UE operating in SNPN access operation mode
in this release of specification.

c) if the 5GMM cause value received is#27, the UE shall proceed as specified in subclauses 5.5.1 and 5.6.1.
Additionally, if the SNPN-specific attempt counter for the respective access type and for the current SNPN has a
value less than a UE implementati on-specific maximum value, the UE shall increment this counter for the
SNPN;
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cl)if the 5GMM cause value received is#72, the UE shall proceed as specified in subclauses 5.5.1 and 5.6.1.

d)

Additionally, if the SNPN-specific attempt counter for non-3GPP access for the current SNPN has avalue less
than a UE implementation-specific maximum value, the UE shall increment this counter for the SNPN; and

if:

1) the 5GMM cause value received is#74 or #75; or

2) the 5GMM cause value received is#3, #6, or #7 and the UE isregistered for onboarding servicesin SNPN or
performing initial registration for onboarding servicesin SNPN;

in addition to the UE requirements specified in subclauses 5.5.1 and 5.6.1:

1) if the message was received via 3GPP access and if the SNPN-gpecific attempt counter for 3GPP access for
the SNPN sending the reject message has a value less than a UE implementation-specific maximum value,
the UE shall increment the SNPN-specific attempt counter for 3GPP access for the SNPN; or

2) if the message was received via non-3GPP access and if the SNPN-specific attempt counter for non-3GPP
access for the SNPN sending the reject message has a value less than a UE implementation-specific
maximum value, the UE shall increment the SNPN-specific attempt counter for non-3GPP access for the
SNPN.

NOTE 5: The message "received via non-3GPP access' in this subclause refers to a message received viaa PLMN

when the UE attempts to access SNPN servicesviaa PLMN.

Upon expiry of timer T3247, the UE shall:

remove, for each SNPN, all tracking areas from the list of "5GS forbidden tracking areas for regional provision
of service" and the list of "5GS forbidden tracking areas for roaming" for the SNPN and, if the UE supports
access to an SNPN using credentials from a credentials holder, the selected entry of the "list of subscriber data”
or the selected PLMN subscription, which were stored in these lists for non-integrity protected NAS reject

message;

set each entry of the "list of subscriber data' or the PLMN subscription to valid for 3GPP access, if the
corresponding counter for "the entry for the current SNPN considered invalid for 3GPP access' events has a
value less than a UE implementati on-specific maximum value;

set each entry of the "list of subscriber data’ or the PLMN subscription to valid for non-3GPP access, if the
corresponding counter for "the entry for the current SNPN considered invalid for non-3GPP access' events has a
value less than a UE implementation-specific maximum value;

remove each SNPN identity from the "permanently forbidden SNPNs" list for 3GPP access or "temporarily
forbidden SNPNs" list for 3GPP access which are, if the M S supports access to an SNPN using credentials from
acredentials holder, associated with the selected entry of the "list of subscriber data" or the selected PLMN
subscription, if the corresponding SNPN-specific attempt counter for 3GPP access has a value greater than zero
and less than a UE implementati on-specific maximum value and the SNPN identity isincluded in any of the
"permanently forbidden SNPNs" list for 3GPP access or "temporarily forbidden SNPNs' list for 3GPP access;

remove each SNPN identity from the "permanently forbidden SNPNSs" list for non-3GPP access or "temporarily
forbidden SNPNs" list for non-3GPP access which are, if the MS supports access to an SNPN using credentials
from a credentials holder, associated with the selected entry of the "list of subscriber data" or the selected PLMN
subscription, if the corresponding SNPN-specific attempt counter for non-3GPP access has a value greater than
zero and less than a UE implementati on-specific maximum value and the SNPN identity isincluded in any of the
"permanently forbidden SNPNs" list for non-3GPP access or "temporarily forbidden SNPNs" list for non-3GPP
access,

re-enable the N1 mode capability for 3GPP access and, for each SNPN-specific attempt counter for 3GPP access
that has a value greater than zero and less than a UE implementati on-specific maximum value, remove the
respective SNPN from the list of SNPNs for which the N1 mode capability was disabled due to receipt of areject
from the network with 5GMM cause #27 "N1 mode not allowed" (see 3GPP TS 23.122 [5]);

re-enable the N1 mode capability for non-3GPP access and, for each SNPN-specific attempt counter for non-
3GPP access that has a value greater than zero and less than a UE implementation-specific maximum value,
remove the respective SNPN from the list of SNPNs for which N1 mode capability was disabled for non-3GPP
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access due to receipt of areject from the network with 5GMM cause #27 "N1 mode not allowed" or 5GMM
cause #72 "non-3GPP access to 5GCN not allowed"; and

- initiate aregistration procedure, if still needed, dependent on 5GMM state and 5GS update status, or perform
SNPN selection according to 3GPP TS 23.122 [5].

When the UE is switched off or a UICC containing the USIM is removed:

- for each SNPN-specific attempt counter for 3GPP access having a value greater than zero and less than the UE
implementati on-specific maximum value, the UE shall remove the respective SNPN identity from the
"permanently forbidden SNPNs" list(s) for 3GPP access or "temporarily forbidden SNPNs' list(s) for 3GPP
access, if available; and

- for each SNPN-specific attempt counter for non-3GPP access having a value greater than zero and less than the
UE implementation-specific maximum value, the UE shall remove the respective SNPN identity from the
"permanently forbidden SNPNSs" list(s) for non-3GPP access or "temporarily forbidden SNPNs" list(s) for non-
3GPP access, if available.

When an entry of the "list of subscriber data” is updated:

- if the UE does not support access to an SNPN using credentials from a credentials holder and the SNPN-specific
attempt counter for 3GPP access for the SNPN corresponding to the entry has a value greater than zero and less
than the UE implementation-specific maximum value, the UE shall remove the SNPN identity corresponding to
the entry from the "permanently forbidden SNPNs" list for 3GPP access or "temporarily forbidden SNPNs" list
for 3GPP access, if available;

- if the UE does not support access to an SNPN using credentials from a credentials holder and the SNPN-specific
attempt counter for non-3GPP access for the SNPN corresponding to the entry has a value greater than zero and
less than the UE implementati on-specific maximum value, the UE shall remove the SNPN identity
corresponding to the entry from the " permanently forbidden SNPNs' list for non-3GPP access or "temporarily
forbidden SNPNs" list for non-3GPP access, if available;

- if the UE supports access to an SNPN using credentials from a credentials holder and the SNPN-specific attempt
counter for 3GPP access for an SNPN in the "permanently forbidden SNPNs" list for 3GPP access or
"temporarily forbidden SNPNs" list for 3GPP access, associated with the entry, has a value greater than zero and
less than the UE implementati on-specific maximum value, the UE shall remove the SNPN identity
corresponding to the SNPN from the "permanently forbidden SNPNs" list for 3GPP access or "temporarily
forbidden SNPNs" list for 3GPP access, associated with the entry; and

- if the UE supports access to an SNPN using credentials from a credentials holder and the SNPN-specific attempt
counter for non-3GPP access for an SNPN in the " permanently forbidden SNPNs' list for non-3GPP access or
"temporarily forbidden SNPNs" list for non-3GPP access associated with the entry, has a value greater than zero
and less than the UE implementati on-specific maximum value, the UE shall remove the SNPN identity
corresponding to the SNPN from the "permanently forbidden SNPNs" list for non-3GPP access or "temporarily
forbidden SNPNs" list for non-3GPP access, associated with the entry.

5.3.21 CloT 5GS optimizations

CloT 5GS optimizations provide improved support of small dataand SM S transfer. A UE supporting CloT 5GS
optimizations can indicate the 5GS CloT network behaviour the UE can support and prefers to use during the
registration procedure (see 3GPP TS 23.502 [9]). The UE may indicate the support for control plane CloT 5GS
optimization, user plane CloT 5GS optimization, N3 data transfer and header compression (see subclause 9.11.3.1).
Furthermore, the UE may, separately from the indication of support, indicate preference for control plane CloT 5GS
optimization or user plane CloT 5GS optimization (see subclause 9.11.3.9A). The indication of preferenceisalso
considered as the request to use. A UE supporting CloT EPS optimizations can also indicate the EPS CloT network
behaviour the UE can support during the registration procedure. Furthermore, the UE may, separately from the
indication of support, indicate preference for control plane CloT EPS optimization or user plane CloT EPS
optimization.

NOTE 1: CloT 5GS optimizations are not supported by NR connected to 5GCN.

NOTE 2: If the UE does not support user plane CloT 5GS optimization, it does not indicate preference for user
plane CloT 5GS optimization.
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The UE can be in NB-N1 mode or WB-N1 mode when requesting the use of CloT 5GS optimizations during the
registration procedure. A UE in NB-N1 mode always indicates support for control plane CloT 5GS optimization.

In NB-N1 mode, the UE, when requesting the use of CloT 5GS optimizations, does not:
- request aninitial registration for emergency services;
- reguest aPDU session establishment for emergency PDU session; or
- indicate UE's usage setting during the registration procedure.

The network does not indicate to the UE support of emergency services when the UE isin NB-N1 mode (see
subclause 5.5.1.2.4 and 5.5.1.3.4).

The control plane CloT 5GS optimization enables support of efficient transport of user data (1P, Ethernet and
Unstructured) or SM S messages over control plane viathe AMF without triggering user-plane resources establishment.
The support of control plane CloT 5GS optimization is mandatory for the network in NB-N1 mode and optional in WB-
N1 mode. Optional header compression of |P data and Ethernet data can be applied to PDU sessions with |P PDU
session type and Ethernet PDU session type that are configured to support header compression. For | P header
compression, Robust Header Compression (ROHC) protocol specified in IETF RFC 5795 [39B] is used. For Ethernet
header compression, Ethernet Header Compression (EHC) protocol specified in 3GPP TS 38.323 [29] is used.

For a UE that supports Location Services (LCS) notification mechanismsin N1 mode, the control plane CloT 5GS
optimization also enables the transport of location services messages from 5SGMM-IDLE mode using the CONTROL
PLANE SERVICE REQUEST message when location services are requested (see subclause 6.7.1in

3GPP TS 23.273[6B]).

The user plane CloT 5GS optimization enables support for change from 5GMM-IDLE mode over 3GPP access to
5GMM-CONNECTED mode over 3GPP access without the need for using the service request procedure (see
subclause 5.3.1.5).

If the UE supports user plane CloT 5GS optimization, it shall also support N3 data transfer.

If the UE indicates support of one or more CloT 5GS optimizations and the network supports one or more CloT 5GS
optimizations and decides to accept the registration request, the network indicates the supported CloT 5GS
optimizations to the UE per registration area when accepting the UE request. Network indication of support is
interpreted by the UE as the acceptance to use the respective feature. After completion of the registration procedure, the
UE and the network can then use the accepted CloT 5GS optimizations for the transfer of user data (IP, Ethernet,
Unstructured and SMS).

A UE in NB-N1 mode or WB-N1 mode can request the use of SMS over NAS by setting the SM S requested bit of the
5GS update type | E in the REGISTRATION REQUEST message as specified in subclauses 5.5.1.2.2 and 5.5.1.3.2.

The AMF indicates whether it allows the use of SMS over NAS for a UE in NB-N1 mode or WB-N1 mode by setting
the SM S allowed bit of the 5GS registration result |E in the REGISTRATION ACCEPT message as specified in
subclauses 5.5.1.2.4 and 5.5.1.3.4.

If the UE and the network support both the control plane CloT 5GS optimization and N3 data transfer, then when
receiving the UE's request for aPDU session establishment, the AMF decides whether the PDU session should be NEF
PDU session or N6 PDU session as specified in 3GPP TS 23.501 [8] and then:

a) if NEF PDU session isto be established for unstructured data type, the AMF includes control plane only
indication for the requested PDU session to the SMF;

b) if N6 PDU session isto be established and the DNN or S-NSSAI of the newly requested N6 PDU session
supports interworking with EPS as specified in TS 23.502 [9]:

1) if there are existing N6 PDU sessions supporting interworking with EPS for this UE that were established
with the control plane only indication, the AMF includes the control plane only indication for the newly
reguested N6 PDU session to the SMF; or

2) if there are existing N6 PDU sessions supporting interworking with EPS for this UE that were established
without the control plane only indication, the AMF does not include the control plane only indication for the
newly requested N6 PDU session to the SMF;
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3) if thereisno existing N6 PDU session supporting interworking with EPS for this UE, the AMF determines
whether to include the control plane only indication for the newly requested N6 PDU session to the SMF
based on local policies, the UE's preferred CloT network behaviour and the supported CloT network
behaviour; and

c) if N6 PDU session isto be established and the DNN or S-NSSAI of the N6 PDU session does not support
interworking with EPS as specified in TS 23.502 [9], the AMF determines whether to include the control plane
only indication for the newly requested N6 PDU session to the SMF based on local policies, the UE's preferred
CloT network behaviour and the supported CloT network behaviour.

In NB-N1 mode, if the UE or the network does not support N3 data transfer, then when receiving the UE's request for a

PDU session establishment, the AMF decides whether the PDU session should be NEF PDU session or N6 PDU session
as specified in 3GPP TS 23.501 [8] and then includes the control plane only indication for the requested PDU session to
the SMF.

If the network supports user plane CloT 5GS optimization, it shall also support N3 data transfer.

Broadcast system information may provide information about support of CloT 5GS optimizations (see

3GPP TS 36.331 [25A]). At reception of new broadcast system information, the lower layers deliver it to the 5SGMM
layer in the UE. The information provided by lower layersis per PLMN and used by the UE to determine whether
certain CloT 5GS optimizations are supported in the cell.

The UE shall not attempt to use CloT 5GS optimizations which are indicated as not supported.

In NB-N1 mode, at any given time, there cannot be user-plane resources established for a number of PDU sessions that
exceeds the UE' s maximum number of supported user-plane resources. The UE in NB-N1 mode shall not:

a) request the establishment of user-plane resources for a number of PDU sessions that exceeds the UE' s maximum
number of supported user-plane resources; or

b) initiate the establishment of a new PDU session, or request the transfer of a PDU session from the non-3GPP
access to the 3GPP access, if:

1) the UE hasindicated preference for user plane CloT 5GS optimization;
2) the network accepted the use of user plane CloT 5GS optimization; and

3) the UE currently has user-plane resources established fora number of PDU sessions that is equal to the UE' s
maximum number of supported user-plane resources.

The AMF enforces alimit on the number of PDU sessions with active user-plane resources for a UE in NB-N1 mode
based on the UE's maximum number of supported user-plane resources as follows:

a) there can be a maximum of one PDU session with active user-plane resources when the Multiple user-plane
resources support bit is set to "Multiple user-plane resources not supported", or

b) there can be a maximum of two PDU sessions with active user-plane resources when the Multiple user-plane
resources support bit is set to "Multiple user-plane resources supported”.

A PDU session for aUE in NB-N1 mode shall only have one QoS rule and that is the default QoS rule. Reflective QoS
is not supported in NB-N1 mode. Reflective QoS is not applicable for aPDU session with control plane only indication.

In NB-N1 mode, when the UE requests the lower layer to establish a RRC connection and the UE requests the use of
user plane CloT 5GS optimization, the UE shall pass an indication of the requested CloT 5GS optimizationsto the
lower layers. If the UE requests the use of N3 data transfer without user plane CloT 5GS optimization, then the UE
shall also pass an indication of user plane CloT 5GS optimization to lower layers.

In WB-N1 mode, when the UE requests the lower layer to establish a RRC connection and the UE requests the use of
control plane CloT 5GS optimization or user plane CloT 5GS optimization, the UE shall pass an indication of the
requested CloT 5GS optimizations to the lower layers.
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5.3.22 Interaction between MICO mode with active time and extended idle
mode DRX cycle

The UE can request the use of both MICO mode with active time and eDRX during a registration procedure but it isup
to the network to decide to enable none, one of them or both (see 3GPP TS 23.501 [8]).

If the network accepts the use of both MICO mode with active time (see subclause 5.3.6) and eDRX (see
subclause 5.3.16), the extended DRX parameters provided to the UE should allow for multiple paging occasions before
the active timer expires.

5.3.23 Forbidden wireline access area

The AMF shall send a REGISTRATION REJECT, SERVICE REJECT or DEREGISTRATION REQUEST message
over awireline access network with the 5GMM cause #77 "wireline access area not allowed", if conditions specified in
3GPP TS 23.316 [6D] for AMF's enforcement of forbidden area are fulfilled.

If aREGISTRATION REJECT, SERVICE REJECT or DEREGISTRATION REQUEST messageis received over a
wireline access network with the 5GMM cause #77 "wireline access area not allowed":

a) the 5G-RG shall not access 5GCN over the wireline access network until the 5G-RG is switched off, the UICC
containing the USIM isremoved, or the 5G-RG starts using another wireline access network;

b) the W-AGF acting on behalf of the FN-CRG shall not access 5GCN until the W-AGF acting on behalf of the
FN-CRG determines that the FN-CRG is switched off; and

c) the W-AGF acting on behalf of the NSGC device shall not access 5GCN until the W-AGF acting on behalf of
the FN-CRG determines that the FN-CRG serving the NSGC device is switched off.

5.3.24 WUS assistance

A UE supporting reception of WUS assistance information indicates its capability for reception of WUS assistance
information during registration procedure (see 3GPP TS 23.501 [8]). The UE supporting WUS assistance information
may include its UE paging probability information in the Requested WUS assistance information |E in the
REGISTRATION REQUEST message (see 3GPP TS 23.501 [8]). The UE shall not include its UE paging probability
information during a registration procedure when the UE has an active emergency PDU session.

The UE and the network may negotiate the UE paging probability information during a registration procedure when the
UE does not have an emergency PDU session. The UE paging probability information is an assistance information used
to determine the WUS group for paging UE (see 3GPP TS 23.501 [8], 3GPP TS 36.300 [25B]).

NOTE: The determination of UE paging probability information is up to UE implementation.

If a UE supporting WUS assistance information did not receive the Negotiated WUS assistance information | E during
the last registration procedure due to an active emergency PDU session over 3GPP access, the UE shall initiate a
registration procedure for mobility and periodic registration update to request WUS assistance information after the
emergency PDU session is released over 3GPP access.

If the UE does not have an emergency PDU session and the network accepts the use of the WUS assistance information
for the UE, the network determines the negotiated UE paging probability information for the UE based on the requested
UE paging probability information, if any, local configuration or previous statistical information for the UE, and then
indicates the negotiated UE paging probability information in the Negotiated WUS assistance information |E to the UE
in the REGISTRATION ACCEPT message. The network shall store the negotiated UE paging probability information
in the 5GMM context of the UE for paging.

The UE shall use WUS assistance information only if the UE received the Negotiated WUS assi stance information |E
during the last registration procedure. If the UE did not receive the Negotiated WUS assistance information |E during
the last registration procedure, the UE shall not use WUS assistance.

If the network did not accept the request to use WUS assistance information, the network shall delete the stored
negotiated UE paging probability information for the UE, if available.
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When an emergency PDU session is successfully established after the UE received the Negotiated WUS assistance
information | E during the last registration procedure, the UE and the AMF shall not use WUS assistance information
until:

- the successful completion of the PDU session release procedure of the emergency PDU session;

- the UE receives WUS assistance information during a registration procedure with PDU session status | E or upon
successful completion of a service request procedure, if the UE or the network locally releases the emergency
PDU session; or

- the successful completion of the handover of the emergency PDU session to non-3GPP access.

5.3.25 Paging Early Indication with Paging Subgrouping Assistance

A UE may indicate its capability to support NR paging subgrouping during registration procedure when the UE:
- initiates aregistration procedure with 5GS registration type | E not set to "emergency registration”; and
- does not have an active emergency PDU session.

If a UE supporting NR paging subgrouping did not indicate its capability to support NR paging subgrouping during the
last registration procedure due to an active emergency PDU session over 3GPP access, the UE shall initiate a
registration procedure for mobility and periodic registration update procedure to indicate its capability to support NR
paging subgrouping after the emergency PDU session is rel eased over 3GPP access.

If the UE indicates support of NR paging subgrouping the UE may include its paging probability information in the
Requested PEIPS assistance information 1E in the REGISTRATION REQUEST message. If the UE indicates support
of NR paging subgrouping and the network supports and accepts the use of the PEIPS assistance information for the
UE, the network provides to the UE the Negotiated PEIPS assi stance information, including the Paging subgroup ID, in
the REGISTRATION ACCEPT message or the CONFIGURATION UPDATE COMMAND message. The Paging
subgroup ID is used to determine the NR paging subgroup for paging the UE. The network shall store the Paging
subgroup ID in the 5GMM context of the UE.

The UE shall use PEIPS assistance information only if the UE received the Negotiated PEIPS assistance information 1E
during the last registration procedure. If the UE did not receive the Negotiated PEIPS assistance information |E during
the last registration procedure, the UE shall delete any existing PEIPS assistance information received from the
network.

If the network did not accept the request to use PEIPS assistance information during the registration procedure, the
network shall delete the stored PEIPS assistance information for the UE, if available.

If the UE supports the use of the PEIPS assistance information and the network supports and accepts the use of the
PEIPS assistance information, the network may provide the PEIPS assistance information to the UE by including the
Updated PEIPS assistance information |1E in the CONFIGURATION UPDATE COMMAND message.

When an emergency PDU session is successfully established over 3GPP access after the UE received the Negotiated
PEIPS assistance information | E during the last registration procedure, the UE and the AMF shall not use PEIPS
assistance information until:

- the successful completion of the PDU session release procedure of the emergency PDU;

- the UE receives PEIPS assistance information during a registration procedure with PDU session status | E or
upon successful completion of a service request procedure, if the UE or the network locally releases the
emergency PDU session;

- the successful completion of handover of emergency PDU session to non-3GPP access; or

- thesuccessful transfer of the emergency PDU session in 5GS to the EPS or ePDG connected to EPC.
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5.4 5GMM common procedures

54.1 Primary authentication and key agreement procedure

54.1.1 General

The purpose of the primary authentication and key agreement procedure is to enable mutual authentication between the
UE and the network and to provide keying material that can be used between the UE and network in subsequent
security procedures, as specified in 3GPP TS 33.501 [24].

Two methods are defined:

a) EAP based primary authentication and key agreement procedure.

b) 5G AKA based primary authentication and key agreement procedure.
The UE and the AMF shall support the EAP based primary authentication and key agreement procedure and the 5G
AKA based primary authentication and key agreement procedure.

54.1.2 EAP based primary authentication and key agreement procedure

54.1.2.1 General

The purpose of the EAP based primary authentication and key agreement procedure isto provide mutual authentication
between the UE and the network and to agree on the keys Kausr, Ksear and Kawvr (see 3GPP TS 33.501 [24]).

Extensible authentication protocol (EAP) as specified in IETF RFC 3748 [34] enables authentication using various EAP
methods.

EAP defines four types of EAP messages.
a) an EAP-request message;
b) an EAP-response message;
¢) an EAP-success message; and
d) an EAP-failure message.

Several rounds of exchanges of an EAP-request message and a related EAP-response message can be required to
achieve the authentication (see example in figure 5.4.1.2.1.1).

The EAP based primary authentication and key agreement procedure is always initiated and controlled by the network.

The EAP-request message, the ngK Sl and the ABBA are transported from the network to the UE using the
AUTHENTICATION REQUEST message of the EAP message reliable transport procedure.

The EAP-response message is transported from the UE to the network using the AUTHENTICATION RESPONSE
message of the EAP message reliable transport procedure.

If the authentication of the UE completes successfully, the serving AMF intends to initiate a security mode control
procedure after the EAP based primary authentication and key agreement procedure and the security mode control
procedure intends to bring into use the partial native 5G NAS security context created by the EAP based primary
authentication and key agreement procedure, then the EAP-success message and the ngK Sl are transported from the
network to the UE using the SECURITY MODE COMMAND message of the security mode control procedure (see
subclause 5.4.2).

If the authentication of the UE completes successfully and the serving AMF does not intend to initiate a security mode
control procedure bringing into use the partial native 5G NAS security context created by the EAP based primary
authentication and key agreement procedure, then the EAP-success message, and the ngK Sl are transported from the
network to the UE using the AUTHENTICATION RESULT message of the EAP result message transport procedure.
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NOTE 1: The serving AMF will not initiate a security mode control procedure after the EAP based primary
authentication and key agreement procedure e.g. in case of AMF relocation during registration procedure.

If the authentication of the UE completes unsuccessfully, the EAP-failure message is transported from the network to
the UE using the AUTHENTICATION RESULT message or the AUTHENTICATION REJECT message of the EAP
result message transport procedure or in aresponse of theinitial 5GMM procedure as part of which the EAP based
primary authentication and key agreement procedure is performed.

The AMF shall set the authenticator retransmission timer specified in IETF RFC 3748 [34] subclause 4.3 to infinite
value.

NOTE 2: The EAP message reliable transport procedure provides a reliable transport of EAP messages and
therefore retransmissions at the EAP layer do not occur.

The AUSF and the AMF support exchange of EAP messages using N12.
The UE shall detect and handle any duplication of EAP message as specified in IETF RFC 3748 [34].
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Figure 5.4.1.2.1.1: EAP based primary authentication and key agreement procedure
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54.1.2.2 EAP-AKA' related procedures

541.2.2.1 General

The UE shall support acting as EAP-AKA' peer as specified in IETF RFC 5448 [40]. The AUSF may support acting as
EAP-AKA' server as specified in IETF RFC 5448 [40]. The AAA server of the Credentials Holder (CH) or the Default
Credentials Server (DCS) may support acting as EAP-AKA' server as specified in IETF RFC 5448 [40].

The EAP-AKA' enables mutual authentication of the UE and the network.

The UE can reject the EAP-request/ AK A'-challenge message sent by the network. The UE shall proceed with an EAP-
request/AK A'-challenge message only if aUSIM is present.

During a successful EAP based primary authentication and key agreement procedure, the CK and IK are computed by
the USIM. CK and IK are then used by the ME as key material to generate an EMSK or MSK.

541.2.2.2 Initiation

In order to initiate the EAP based primary authentication and key agreement procedure using EAP-AKA', the AUSF or
the AAA server of the CH or the DCS shall send an EAP-request/AK A'-challenge message as specified in

IETF RFC 5448 [40]. The AUSF or the AAA server of the CH or the DCS shall set the AT_KDF_INPUT attribute of
the EAP-request/AK A'-challenge message to the SNN. The SNN isin format described in subclause 9.12.1. The AUSF
or the AAA server of the CH or the DCS may include AT_RESULT _IND attribute in the EAP-request/ AKA'-challenge

message.

The network shall select an ngK Sl value. If an ngK Sl iscontained in an initial NAS message during a 5GMM
procedure, the network shall select a different ngK Sl value. The network shall send the selected ngK SI value to the UE
along with each EAP message. The network shall send the ABBA value as described in subclause 9.11.3.10 to the UE
along with the EAP request message and EA P-success message.

Upon receiving an EAP-request/AK A'-challenge message, the UE shall check whether the UE hasa USIM, shall check
the key derivation function indicated in AT_KDF attributes as specified in IETF RFC 5448 [40], and if the value of the
Key derivation function field within the received AT_KDF attribute, is of value 1, shall check:

a) whether the network name field of the AT_KDF_INPUT attribute isthe SNN constructed according to
subclause 9.12.1; and

b) whether the network name field of the AT_KDF_INPUT attribute matches the PLMN identity or the SNPN
identity of the selected SNPN saved in the UE.

When not operating in SNPN access operation mode, the PLMN identity the UE uses for the above network name
check is asfollows:

a) when the UE moves from 5GMM-IDLE mode to 56GMM-CONNECTED mode, until the first handover, the UE
shall use the PLMN identity of the selected PLMN; and

b) after handover or inter-system change to N1 mode in 5GMM-CONNECTED mode;

1) if thetarget cell isnot a shared network cell, the UE shall use the PLMN identity received as part of the
broadcast system information;

2) if thetarget cell isashared network cell and the UE has avalid 5G-GUT], the UE shall use the PLMN
identity that is part of the 5G-GUTI; and

3) if thetarget cell is ashared network cell and the UE has avalid 4G-GUTI, but not avalid 5G-GUTI, the UE
shall usethe PLMN identity that is part of the 4G-GUTI.

When operating in SNPN access operation mode, the SNPN identity the UE uses for the above network name check is
the SNPN identity of the selected SNPN.

5.4.1.2.2.3 UE successfully authenticates network

If aUSIM is present and the SNN check is successful, the UE shall handle the EAP-request/AKA'-challenge message as
specified in IETF RFC 5448 [40]. The USIM shall derive CK and IK and compute the authentication response (RES)
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using the 5G authentication challenge data received from the ME, and pass RES to the ME. The ME shall derive CK'
and IK' from CK and IK, and if the UE operatesin SNPN access operation mode and the credentialsin the USIM
contain an indication to use MSK for derivation of Kausr after success of primary authentication and key agreement
procedure then derive MSK from CK' and IK' otherwise derive EMSK from CK' and IK".

NOTE 1: When the UE isregistering or registered for onboarding servicesin SNPN, credentialsin the USIM do
not contain an indication to use MSK for derivation of Kausr after success of primary authentication and
key agreement procedure.

Furthermore, if the UE operatesin SNPN access operation mode and the credentialsin the USIM

contain an indication to use MSK for derivation of Kausr after success of primary authentication and key agreement
procedure then the ME may generate a new K ause from the MSK otherwise the ME may generate a new K aussfrom the
EMSK.

If the ME generates a new Kausr, the ME shall generate a new Ksear from the new K ause, and the Kame from the
ABBA received together with the EAP-request/ AK A'-challenge message, and the new Kszar as described in

3GPP TS 33.501 [24], and create a partial native 5G NAS security context identified by the ngK Sl value received
together with the EAP-request/AK A'-challenge message in subclause 5.4.1.2.4.2 in the volatile memory of the ME. If
the Kamr and the partia native 5G NAS security context are created, the ME shall store the Kamrin the created partial
native 5G NAS security context, and shall send an EAP-response/AKA'-challenge message as specified in

IETF RFC 5448 [40].

NOTE 2: Generation of the new K ausr and the new K sear does not result into deletion of the valid Kause and the
valid Ksgar, if any.

The ME shall not use the new Kausr in the verification of SOR transparent container and UE parameters update
transparent container, if any are received, until receipt of an EAP-success message.

If the EAP-request/AK A'-challenge message contains AT_RESULT _IND attribute, the UE may include
AT_RESULT_IND attribute in the EAP-response/ AK A'-challenge message as specified in IETF RFC 5448 [40].

5.4.1.2.2.4 Errors when handling EAP-request/AKA'-challenge message

If aUSIM is present, the SNN check fails or the UE does not accept AUTN during handling of the EAP-request/ AKA'-
challenge message as specified in IETF RFC 5448 [40], the UE shall send an EAP-response/AK A'-authentication-reject
message as specified in IETF RFC 5448 [40].

If aUSIM is present, the SNN check is successful but the UE detects that the sequence number in AUTN is not correct
during handling of the EAP-request/AK A'-challenge message as specified in IETF RFC 5448 [40], the UE shall send an
EAP-response/ AK A'-synchronization-failure message as specified in IETF RFC 5448 [40].

If aUSIM is present, the SNN check is successful, the sequence number in AUTN is correct and the UE detects another
error during handling of the EAP-request/AK A'-challenge message as specified in IETF RFC 5448 [40], the UE shall
send an EAP-response/ AKA'-client-error message as specified in IETF RFC 5448 [40].

If aUSIM is not present, the UE shall send an EAP-response/AKA'-client-error message as specified in
|IETF RFC 5448 [40].

For any of the above, the UE shall start timer T3520 when the AUTHENTICATION RESPONSE message containing
the EAP-response message is sent. Furthermore, the UE shall stop any of the timers T3510, T3517 or T3521 (if they
were running). Upon receiving an AUTHENTICATION REQUEST message with the EAP message |E containing an
EAP-request/AK A'-challenge from the network, the UE shall stop timer T3520, if running, and then process the EAP-
request/AK A'-challenge information as normal.

54.1.2.25 Network successfully authenticates UE

Upon reception of the EAP-response/ AKA'-challenge message, if procedures for handling an EAP-response/ AKA'-
challenge message as specified in IETF RFC 5448 [40] are successful and:

a) the AUSF acts asthe EAP-AKA' server, the AUSF shall generate EM SK, the K ause from the EM SK, and the
Ksear from the Kause as described in 3GPP TS 33.501 [24]; or
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b) the AAA server of the CH or the DCS acts asthe EAP-AKA' server, the AAA server of the CH or the DCS shall
generate MSK as described in 3GPP TS 33.501 [24];

and:

a) if the AUSF or the AAA server of the CH or the DCSincluded the AT_RESULT _IND attribute in the EAP-
request/AK A'-challenge message and the AT_RESULT _IND attribute isincluded in the corresponding EAP-
response/AK A'-challenge message, the AUSF or the AAA server of the CH or the DCS shall send an EAP-
request/ AK A'-natification message as specified in IETF RFC 5448 [40]; or

b) if the AUSF or the AAA server of the CH or the DCS:

1) included the AT_RESULT_IND attribute in the EAP-request/ AKA’'-challenge message and the
AT_RESULT_IND attribute is not included in the EAP-response/AK A'-challenge message; or

2) did not include the AT_RESULT_IND attribute in the EAP-request/AK A'-challenge message;

then the AUSF or the AAA server of the CH or the DCS shall send an EAP-success message as specified in
IETF RFC 5448 [40] and shall consider the procedure complete.

NOTE 1: When the AAA server of the CH or the DCS acts asthe EAP-AKA' server, the AAA server of the CH or
the DCS provides (viathe NSSAAF) the MSK and the SUPI to the AUSF. Upon reception of the MSK,
the AUSF generates the K ause from the MSK, and the K sear from the Kause as described in
3GPP TS 33.501 [24].

NOTE 2: The AUSF provides the K szar and optionally the SUPI (unless the SEAF provided the AUSF with the
SUPI before) to the SEAF as described in 3GPP TS 33.501 [24]. Upon reception of the Ksear and
optionally the SUPI, the SEAF generates the Kamr based on the ABBA, the Ksear and the SUPI as
described in 3GPP TS 33.501 [24] and provides ngK Sl and the K ame to the AMF. Upon reception of the
ngK Sl and the Kame, the AMF creates a partia native 5G NAS security context identified by the ngK S|
and stores the K amrin the created partial native 5G NAS security context.

5.4.1.2.2.6 UE handling EAP-AKA' notification message

Upon receiving an EAP-request/ AK A'-notification message, the UE shall send an EAP-response/AKA'-notification
message as specified in IETF RFC 5448 [40].

5.4.1.2.2.6A EAP based Identification initiation by the network

If the AUSF or the AAA server of the CH or the DCS decides to initiate the EAP based identification procedure, the
AUSF or the AAA server of the CH or the DCS shall send an EAP-Request/Identity or EAP-Request/AKA'-Identity
message as specified in IETF RFC 5448 [40].

The AMF shall encapsulate the EAP-Request/Identity or EAP-Request/AK A'-Identity message in the
AUTHENTICATION REQUEST message and send it to the UE.

5.4.1.2.2.6B EAP based Identification response by the UE

Upon receipt of the AUTHENTICATION REQUEST message with EAP-Request/I dentity message the UE shall send
an AUTHENTICATION RESPONSE message with EAP-Response/ldentity to the network. In the EAP-
Response/ldentity message, the UE shall provide the requested identity according to 3GPP TS 33.501 [24] annex F.2, in
the UE identity in the EAP-Response/l dentity message as specified in IETF RFC 5448 [40].

Upon receipt of the AUTHENTICATION REQUEST message with EAP-Request/ AKA'-Identity message the UE shall
send an AUTHENTICATION RESPONSE message with EAP-Response/AKA'-Identity to the network. Based on the
attribute received in the EAP-Request/AK A'-1dentity, the UE shall provide the requested identity according to

3GPP TS 33.501 [24] annex F.2, in the EAP-Response/ AK A'-ldentity message, as specified in IETF RFC 5448 [40].

If the EAP-Request/AK A'-Identity carriesthe AT_PERMANENT_REQ), the UE shall respond with EAP-
Response/AKA'-Client-Error with the error code "unable to process packet".
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5.4.1.2.2.7 Network sending EAP-success message

Upon reception of the EAP-response/AKA'-notification message, if earlier procedures for handling an EAP-
request/AK A'-challenge message as specified in IETF RFC 5448 [40] were successful, the AUSF or the AAA server of
the CH or the DCS shall send an EAP-success message as specified in IETF RFC 5448 [40] and shall consider the
procedure complete.

NOTE: The AUSF providesthe K szarto the SEAF. Upon reception of the Ksear, the SEAF generates the Kamr
based on the ABBA and the Ksear as described in 3GPP TS 33.501 [24], and provides ngK Sl and the
Kamr to the AMF. Upon reception of the ngK Sl and the Kamr, the AMF creates a partial native 5G NAS
security context identified by the ngK SI, and stores the Kavr in the created partial native 5G NAS
security context.

541228 UE handling EAP-success message
Upon receiving an EAP-success message, the ME shall:
a) deletethevalid Kause and the valid Ksear, if any;

b) if the ME has not generated a new Kauss and a new Ksear and has not created a partial native 5G NAS security
context as described in subclause 5.4.1.2.2.3:

1) if the UE operatesin SNPN access operation mode and the credentialsin the USIM contain an indication to
use MSK for derivation of K ause after success of primary authentication and key agreement procedure then
generate a new K ause from the MSK otherwise generate a new Kayse from the EMSK;;

NOTE: Whenthe UE isregistering or registered for onboarding servicesin SNPN, credentialsin the USIM do
not contain an indication to use MSK for derivation of Kausr after success of primary authentication and
key agreement procedure.

2) generate anew Ksear from the new Kauss, and the K amr from the ABBA that was received with the EAP-
success message, and the new Ksear as described in 3GPP TS 33.501 [24];

3) create a partial native 5G NAS security context identified by the ngK Sl value in the volatile memory of the
ME; and

4) storethe Kamrin the created partia native 5G NAS security context; and

¢) consider the new Kause to be the valid Kausr, and the new Kszar to be the valid Ksear, reset the SOR counter
and the UE parameter update counter to zero, and store the valid Kause, the valid Ksear, the SOR counter and the
UE parameter update counter as specified in annex C, and use the valid K ause in the verification of SOR
transparent container and UE parameters update transparent container, if any are received.

The UE shall consider the procedure complete.

5.4.1.2.2.9 Network not successfully authenticates UE

Upon reception of the EAP-response/ AKA'-challenge message, if procedures for handling an EAP-response/ AKA'-
challenge message as specified in IETF RFC 5448 [40] are not successful, the AUSF or the AAA server of the CH or
the DCS shall send an EAP-request/ AK A'-notification message that implies failure as specified in IETF RFC 5448 [40].

5.4.1.2.2.10 Network sending EAP-failure message

Upon reception of the EAP-response/AKA'-notification message, if earlier procedures for handling an EAP-

request/AK A'-challenge message as specified in IETF RFC 5448 [40] were not successful, the AUSF or the AAA
server of the CH or the DCS shall send an EAP-failure message as specified in IETF RFC 5448 [40] and shall consider
the procedure complete.

If the authentication response (RES) returned by the UE in the AT_RES attribute of the EAP-response/AKA'-challenge
message is not valid, the network handling depends upon the type of identity used by the UE intheinitial NAS
message, that is:

- if the 5G-GUTI was used; or
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- if the SUCI was used.

If the 5G-GUTI was used, the network should transport the EAP-failure message in the AUTHENTICATION RESULT
message of the EAP result message transport procedure, initiate an identification procedure to retrieve SUCI from the
UE and restart the EAP based primary authentication and key agreement procedure with the received SUCI.

If the SUCI was used for identification in the initiadl NAS message or in arestarted EAP based primary authentication
and key agreement procedure, or the network decides not to initiate the identification procedure to retrieve SUCI from
the UE after an unsuccessful EAP based primary authentication and key agreement procedure, the network should
transport the EAP-failure messagein an AUTHENTICATION REJECT message of the EAP result message transport
procedure.

Depending on local requirements or operator preference for emergency services, if the UE initiates aregistration
procedure with 5GS registration type | E set to "emergency registration” and the AMF is configured to alow emergency
registration without user identity, the AMF needs not follow the procedures specified for transporting the EAP-failure
message in the AUTHENTICATION REJECT message of the EAP result message transport procedure in the present
subclause. The AMF may include the EAP-failure message in aresponse of the current 5GMM specific procedure or in
the AUTHENTICATION RESULT of the EAP result message transport procedure.

54.1.2.2.11 UE handling EAP-failure message

Upon receiving an EAP-failure message, the UE shall delete the partial native 5G NAS security context and shall delete
the new Kaussand the new Ksear, if any were created as described in subclause 5.4.1.2.2.3.

The UE shall consider the procedure complete.
If the EAP-failure message is received in an AUTHENTICATION REJECT message:
1) if the AUTHENTICATION REJECT message has been successfully integrity checked by the NAS:

- the UE shall set the update status to 5U3 ROAMING NOT ALLOWED, delete the stored 5G-GUTI, TAI ligt,
last visited registered TAl and ngKSl;

In case of PLMN, the USIM shall be considered invalid until switching off the UE or the UICC containing
the USIM is removed.

In case of SNPN, if the UE is neither registered for onboarding servicesin SNPN nor performing initial
registration for onboarding servicesin SNPN and the UE does not support access to an SNPN using
credentials from a credentias holder, the entry of the "list of subscriber data” with the SNPN identity of the
current SNPN shall be considered invalid until the UE is switched off or the entry is updated. Additionally,
the UE shall consider the USIM asinvalid for the current SNPN until switching off or the UICC containing
the USIM isremoved.

In case of SNPN, if the UE is neither registered for onboarding servicesin SNPN nor performing initial
registration for onboarding services in SNPN and the UE supports access to an SNPN using credentials from
acredentials holder, the UE shall consider the selected entry of the "list of subscriber data" asinvalid until
the UE is switched off or the entry is updated. Additionally, the UE shall consider the USIM asinvalid for
the entry until switching off or the UICC containing the USIM is removed.

If the UE isregistered for onboarding servicesin SNPN or is performing initial registration for onboarding
servicesin SNPN, the UE shall store the SNPN identity in the "permanently forbidden SNPNs" list for
onboarding services, enter state 5 GMM-DEREGISTERED.PLMN-SEARCH, and perform an SNPN
selection or an SNPN selection for onboarding services according to 3GPP TS 23.122 [5];

- if the UE is neither registered for onboarding servicesin SNPN nor performing initial registration for
onboarding servicesin SNPN, the UE shall set:

i) the counter for "SIM/USIM considered invalid for GPRS services' events, the counter for "USIM
considered invalid for 5GS services over non-3GPP access' events, and the counter for "SIM/USIM
considered invalid for non-GPRS services' events if maintained by the UE, in case of PLMN; or

ii) the counter for "the entry for the current SNPN considered invalid for 3GPP access' events and the
counter for "the entry for the current SNPN considered invalid for non-3GPP access' eventsin case of
SNPN;

ETSI



3GPP TS 24.501 version 17.8.0 Release 17 196 ETSI TS 124 501 V17.8.0 (2022-10)

to UE implementation-specific maximum value.

If the UE isregistered for onboarding servicesin SNPN or performing initial registration for onboarding
servicesin SNPN, the UE shall set the SNPN-specific attempt counter for the current SNPN to the UE
implementati on-specific maximum value; and

if the UE is operating in single-registration mode, the UE shall handle EMM parameters, 4G-GUTI, last
visited registered TAI, TAI list and eKS| as specified in 3GPP TS 24.301 [15] for the case when the
authentication procedure is not accepted by the network. The USIM shall be considered asinvalid also for
non-EPS services until switching off or the UICC containing the USIM is removed; and

2) if the AUTHENTICATION REJECT message is received without integrity protection, the UE shall start timer
T3247 with arandom value uniformly drawn from the range between 30 minutes and 60 minutes, if the timer is
not running (see subclause 5.3.20).

Additionally, if the UE is neither registered for onboarding servicesin SNPN nor performing initial registration
for onboarding servicesin SNPN, the UE shall:

a)

b)

<)

if the AUTHENTICATION REJECT message is received over 3GPP access, and the counter for "SIM/USIM
considered invalid for GPRS services' eventsin case of PLMN or the counter for "the entry for the current
SNPN considered invalid for 3GPP access' eventsin case of SNPN has a value less than a UE

implementati on-specific maximum value, proceed as specified in subclause 5.3.20, list item 1)-a) of
subclause 5.3.20.2 (if the UE is not operating in SNPN access operation mode) or list item a)-1) of

subclause 5.3.20.3 (if the UE is operating in SNPN access operation mode) for the case that the 5SGMM cause
valuereceived is#3;

if the AUTHENTICATION REJECT message is received over non-3GPP access, and the counter for "USIM
considered invalid for 5GS services over non-3GPP access' eventsin case of PLMN or the counter for "the
entry for the current SNPN considered invalid for non-3GPP access' eventsin case of SNPN has avalue less
than a UE implementation-specific maximum value, proceed as specified in subclause 5.3.20, list item 1)-b)
of subclause 5.3.20.2 (if the UE is not operating in SNPN access operation mode) or list item a)-2) of
subclause 5.3.20.3 (if the UE is operating in SNPN access operation mode) for the case that the 5SGMM cause
value received is#3;

otherwise:
i) if the AUTHENTICATION REJECT message isreceived over 3GPP access:

- The UE shall set the update status for 3GPP access to 5U3 ROAMING NOT ALLOWED, delete for
3GPP access only the stored 5G-GUTI, TAI list, last visited registered TAIl and ngKSl.

- Incase of PLMN, the UE shall consider the USIM asinvalid for 5GS services via 3GPP access and
invalid for non-EPS service until switching off the UE or the UICC containing the USIM is removed.

In case of SNPN, if the UE does not support access to an SNPN using credentials from a credentials
holder, the UE shall consider the entry of the "list of subscriber data" with the SNPN identity of the
current SNPN as invalid for 3GPP access until the UE is switched off or the entry is updated.
Additionally, the UE shall consider the USIM asinvalid for the current SNPN via 3GPP access until
switching off or the UICC containing the USIM is removed.

In case of SNPN, if the UE supports access to an SNPN using credentials from a credential s hol der,
the UE shall consider the selected entry of the "list of subscriber data' asinvalid for 3GPP access until
the UE is switched off or the entry is updated. Additionally, the UE shall consider the USIM asinvalid
for the entry via 3GPP access until switching off or the UICC containing the USIM is removed.

- The UE shall set:

- the counter for "SIM/USIM considered invalid for GPRS services' events and the counter for
"SIM/USIM considered invalid for non-GPRS services' eventsif maintained by the UE, in case of
PLMN; or

- the counter for "the entry for the current SNPN considered invalid for 3GPP access' eventsin case
of SNPN;

to UE implementation-specific maximum value.
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- If the UE isoperating in single-registration mode, the UE shall handle 4G-GUTI, TAI list and eKSl as
specified in 3GPP TS 24.301 [15] for the case when the authentication procedure is not accepted by
the network. The USIM shall be considered as invalid also for non-EPS services until switching off or
the UICC containing the USIM is removed; and

ii) if the AUTHENTICATION REJECT message is received over non-3GPP access.

- the UE shall set the update status for non-3GPP access to 5U3 ROAMING NOT ALLOWED, delete
for non-3GPP access only the stored 5G-GUTI, TAI list, last visited registered TAIl and ngK SI;

- incaseof PLMN, the UE shall consider the USIM asinvalid for 5GS services via hon-3GPP access
until switching off the UE or the UICC containing the USIM is removed.

In case of SNPN, the UE shall consider the entry of the "list of subscriber data’ with the SNPN
identity of the current SNPN asinvalid for non-3GPP access until the UE is switched off or the entry
is updated. Additionally, the UE shall consider the USIM asinvalid for the current SNPN and for non-
3GPP access until switching off or the UICC containing the USIM is removed; and

- the UE shall set:

- the counter for "USIM considered invalid for 5GS services over non-3GPP access' eventsto UE
implementati on-specific maximum valuein case of PLMN; or

- the counter for "the entry for the current SNPN considered invalid for non-3GPP access' events to
UE implementation-specific maximum value in case of SNPN.

If the UE isregistered for onboarding servicesin SNPN or performing initial registration for onboarding services
in SNPN, the UE shall:

a) if the SNPN-specific attempt counter for the SNPN sending the AUTHENTICATION REJECT message has
avalue less than a UE implementation-specific maximum value, increment the SNPN-specific attempt
counter for the SNPN; or

b) otherwise, the UE shall set the update status to 5U3.ROAMING NOT ALLOWED, delete the stored 5G-
GUTI, TAI list, last visited registered TAI, and ngK S, store the SNPN identity in the "permanently
forbidden SNPNs" list for onboarding services, enter state 5GMM-DEREGISTERED.PLMN-SEARCH, and
perform an SNPN selection or an SNPN selection for onboarding services according to 3GPP TS 23.122 [5].

If the AUTHENTICATION REJECT message is received by the UE, the UE shall abort any 5GMM signalling
procedure, stop any of the timers T3510, T3517, T3519 or T3521 (if they were running), enter state 5GMM -
DEREGISTERED and delete any stored SUCI.

5.4.1.2.2.12 Abnormal cases in the UE

The following abnormal cases can be identified:

a) EAP-request/AKA'-challenge message with the key derivation function indicated in AT_KDF attributes set to a
value other than 1.

The UE shall act as specified in IETF RFC 5448 [40] subclause 3.2 for the case when the AUTN had been

incorrect.
5.4.1.2.3 EAP-TLS related procedures
54.1.2.3.1 General

The UE may support acting as EAP-TLS peer as specified in 3GPP TS 33.501 [24]. The AUSF may support acting as
EAP-TLS server as specified in 3GPP TS 33.501 [24]. The AAA server of the CH or the DCS may support acting as
EAP server of such EAP method as specified in 3GPP TS 23.501 [8].

The EAP-TLS enables mutua authentication of the UE and the network.

When initiating an EAP based primary authentication and key agreement procedure using EAP-TLS, the network shall
select an ngK Sl value. If an ngK Sl is contained in an initiadl NAS message during a 5GMM procedure, the network shall
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select a different ngK Sl value. The network shall send the selected ngK Sl value to the UE aong with each EAP
message. The network shall send the ABBA value as described in subclause 9.11.3.10 to the UE along with the EAP-
request message and EAP-success message.

When the EAP based primary authentication and key agreement procedure uses EAP-TLS:
a) if the UE operatesin SNPN access operation mode and:

1) the default UE credentials for primary authentication, if the UE isregistering or registered for onboarding
servicesin SNPN; or

2) credentialsin the selected entry of the "list of subscriber data’, if the UE is not registering or registered for
onboarding servicesin SNPN;

contain an indication to use MSK for derivation of Kausr after success of primary authentication and key
agreement procedure then the ME shall generate MSK as described in 3GPP TS 33.501 [24] otherwise the ME
shall generate EMSK as described in 3GPP TS 33.501 [24];

b) if the AUSF actsasthe EAP-TLS server, the AUSF shall generate EM SK as described in 3GPP TS 33.501 [24];
and

c) if the AAA server of the CH or the DCS acts asthe EAP-TLS server, the AAA server of the CH or the DCS shall
generate MSK as described in 3GPP TS 33.501 [24].

When handling of an EAP-request message results into generation of MSK or EMSK, if the UE operatesin SNPN
access operation mode and:

a) thedefault UE credentials for primary authentication, if the UE isregistering or registered for onboarding
servicesin SNPN; or

b) credentialsin the selected entry of the "list of subscriber data’, if the UE is not registering or registered for
onboarding servicesin SNPN;

contain an indication to use MSK for derivation of K ause after success of primary authentication and key agreement
procedure , then the ME may generate a new Kause from the MSK otherwise the ME may generate a new K ause from
theEMSK.

If the ME generates a new K ausr, the ME shall generate a new Ksear from the new Kausr, and the K ame from the
ABBA received together with the EAP-request message, and the new K sear as described in 3GPP TS 33.501 [24], and
create a partial native 5G NAS security context identified by the ngK Sl value received together with the EAP-request
message in subclause 5.4.1.2.4.2, in the volatile memory of the ME. If the Kamr and the partial native 5G NAS security
context are created, the ME shall store the Kamrin the created partial native 5G NAS security context.

NOTE 1. Generation of the new K ausr and the new K sear does not result into deletion of the valid Kause and the
valid Ksgar, if any.

The ME shall not use the new Kausr in the verification of SOR transparent container and UE parameters update
transparent container, if any are received, until receipt of an EAP-success message.

When the AUSF acts as the EAP-TLS server and handling of an EAP response message results into generation of
EMSK, the AUSF shall generate the Kause from the EM SK, and the Ksear from the Kauss as described in
3GPP TS 33.501 [24].

NOTE 2: When the AAA server of the CH or the DCS acts asthe EAP-TL S server, the AAA server of the CH or
the DCS provides (viathe NSSAAF) the MSK and the SUPI to the AUSF. Upon reception of the MSK,
the AUSF generates the K ause from the MSK, and the K sear from the Kause as described in
3GPP TS 33.501 [24].

NOTE 3: The AUSF provides the Ksear and optionally the SUPI (unless the SEAF provided the AUSF with the
SUPI before) to the SEAF as described in 3GPP TS 33.501 [24]. Upon reception of the K sgar and
optionally the SUPI, the SEAF generates the K amr based on the ABBA, the Ksear and the SUPI as
described in 3GPP TS 33.501 [24], and provides ngK Sl and the K amr to the AMF. Upon reception of the
ngK Sl and the Kame, the AMF creates a partia native 5G NAS security context identified by the ngK S,
and stores the K amrin the created partial native 5G NAS security context.
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If the UE does not accept the server certificate of the network, the UE shall start timer T3520 when the
AUTHENTICATION RESPONSE message containing the EAP-response message is sent. Furthermore, the UE shall
stop any of the retransmission timers that are running (e.g. T3510, T3517 or T3521). Upon receiving an
AUTHENTICATION REQUEST message with the EAP message | E containing an EAP-request message from the
network, the UE shall stop timer T3520, if running, and then process the EAP-request message as normally.

If the network does not accept the client certificate of the UE, the network handling depends upon the type of identity
used by the UE in theinitial NAS message, that is:

- if the 5G-GUTI was used; or
- if the SUCI was used.

If the 5G-GUTI was used, the network should transport the EAP-failure message in the AUTHENTICATION RESULT
message of the EAP result message transport procedure, initiate an identification procedure to retrieve SUCI from the
UE and restart the EAP based primary authentication and key agreement procedure with the received SUCI.

If the SUCI was used for identification in the initial NAS message or in arestarted EAP based primary authentication
and key agreement procedure, or the network decides not to initiate the identification procedure to retrieve SUCI from
the UE after an unsuccessful the EAP based primary authentication and key agreement procedure, the network should
transport the EAP-failure messagein an AUTHENTICATION REJECT message of the EAP result message transport
procedure.

Depending on local requirements or operator preference for emergency services, if the UE initiates aregistration
procedure with 5GS registration type | E set to "emergency registration” and the AMF is configured to alow emergency
registration without user identity, the AMF needs not follow the procedures specified for transporting the EAP-failure
message in the AUTHENTICATION REJECT message of the EAP result message transport procedure in the present
subclause. The AMF may include the EAP-failure message in a response of the current 5SGMM specific procedure or in
the AUTHENTICATION RESULT of the EAP result message transport procedure.

If the EAP-failure messageis received in an AUTHENTICATION REJECT message:
a) if the AUTHENTICATION REJECT message has been successfully integrity checked by the NAS:

1) the UE shdll set the update status to 5U3 ROAMING NOT ALLOWED, delete the stored 5G-GUTI, TAI list,
last visited registered TAI and ngKSl.

In case of PLMN, the USIM shall be considered invalid until switching off the UE or the UICC containing
the USIM is removed.

In case of SNPN, if the UE is neither registered for onboarding servicesin SNPN nor performing initial
registration for onboarding servicesin SNPN and the UE does not support access to an SNPN using
credentials from a credential s holder, the entry of the "list of subscriber data’ with the SNPN identity of the
current SNPN shall be considered invalid until the UE is switched off or the entry is updated;

In case of SNPN, if the UE is neither registered for onboarding servicesin SNPN nor performing initial
registration for onboarding servicesin SNPN and the UE supports access to an SNPN using credentials from
acredentials holder, the UE shall consider the selected entry of the "list of subscriber data" asinvalid until
the UE is switched off or the entry is updated.

If the UE isregistered for onboarding servicesin SNPN or is performing initial registration for onboarding
servicesin SNPN, the UE shall store the SNPN identity in the "permanently forbidden SNPNs" list for
onboarding services, enter state 5GMM-DEREGISTERED.PLMN-SEARCH, and perform an SNPN
selection or an SNPN selection for onboarding services according to 3GPP TS 23.122 [5];

2) if the UE is neither registered for onboarding servicesin SNPN nor performing initial registration for
onboarding servicesin SNPN, the UE shall set:

i) the counter for "SIM/USIM considered invalid for GPRS services' events, the counter for "USIM
considered invalid for 5GS services over non-3GPP access' events, and the counter for "SIM/USIM
considered invalid for non-GPRS services' eventsif maintained by the UE, in case of PLMN; or

ii) the counter for "the entry for the current SNPN considered invalid for 3GPP access' events and the
counter for "the entry for the current SNPN considered invalid for non-3GPP access' eventsin case of
SNPN;
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NOTE 4: Theterm "non-3GPP access' used in the counter for "the entry for the current SNPN considered invalid

b)

3)

for non-3GPP access' events, is used to express access to SNPN servicesviaa PLMN.
to UE implementati on-specific maximum value.

If the UE is registered for onboarding servicesin SNPN or performing initial registration for onboarding
servicesin SNPN, the UE shall set the SNPN-specific attempt counter for the current SNPN to the UE
implementati on-specific maximum value; and

if the UE is operating in single-registration mode, the UE shall handle EMM parameters, 4G-GUTI, last
visited registered TAI, TAI list and eK Sl as specified in 3GPP TS 24.301 [15] for the case when the
authentication procedure is not accepted by the network. The USIM shall be considered asinvalid also for
non-EPS services until switching off or the UICC containing the USIM is removed; and

if the AUTHENTICATION REJECT messageis received without integrity protection, the UE shall start timer
T3247 with arandom value uniformly drawn from the range between 30 minutes and 60 minutes, if the timer is
not running (see subclause 5.3.20).

Additionally, if the UE is neither registered for onboarding servicesin SNPN nor performing initial registration
for onboarding servicesin SNPN, the UE shall:

1)

2)

3)

if the AUTHENTICATION REJECT message is received over 3GPP access, and the counter for "SIM/USIM
considered invalid for GPRS services' eventsin case of PLMN or the counter for "the entry for the current
SNPN considered invalid for 3GPP access’ eventsin case of SNPN has a value less than a UE

implementati on-specific maximum value, proceed as specified in subclause 5.3.20, list item 1)-a) of
subclause 5.3.20.2 (if the UE is not SNPN enabled or is not operating in SNPN access operation mode) or list
item @) 1) of subclause 5.3.20.3 (if the UE is operating in SNPN access operation mode) for the case that the
5GMM cause value received is#3;

if the AUTHENTICATION REJECT message is received over non-3GPP access, and the counter for "USIM
considered invalid for 5GS services over non-3GPP access' eventsin case of PLMN or the counter for "the
entry for the current SNPN considered invalid for non-3GPP access' eventsin case of SNPN hasavalue less
than a UE implementation-specific maximum value, proceed as specified in subclause 5.3.20, list item 1)-b)
of subclause 5.3.20.2 (if the UE is not operating in SNPN access operation mode) or list item a)-2) of
subclause 5.3.20.3 (if the UE is operating in SNPN access operation mode) for the case that the SGMM cause
value received is#3; or

otherwise:
i) if the AUTHENTICATION REJECT message isreceived over 3GPP access:

A) the UE shall set the update status for 3GPP access to 5U3 ROAMING NOT ALLOWED, delete for
3GPP access only the stored 5G-GUTI, TAI list, last visited registered TAI and ngKSl.

In case of PLMN, the UE shall consider the USIM asinvalid for 5GS services via 3GPP access and
invalid for non-EPS service until switching off the UE or the UICC containing the USIM is removed.

In case of SNPN, if the UE does not support access to an SNPN using credentials from a credentials
holder, the UE shall consider the entry of the "list of subscriber data" with the SNPN identity of the
current SNPN asinvalid for 3GPP access until the UE is switched off or the entry is updated;

In case of SNPN, if the UE supports access to an SNPN using credentials from a credential s hol der,
the UE shall consider the selected entry of the "list of subscriber data' asinvalid for 3GPP access until
the UE is switched off or the entry is updated;

B) the UE shall set:

- the counter for "SIM/USIM considered invalid for GPRS services' events and the counter for
"SIM/USIM considered invalid for non-GPRS services' eventsif maintained by the UE, in case of
PLMN; or

- the counter for "the entry for the current SNPN considered invalid for 3GPP access' eventsin case
of SNPN;

to UE implementation-specific maximum value; and
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C) If the UE isoperating in single-registration mode, the UE shall handle 4G-GUTI, TAI list and eKSl as
specified in 3GPP TS 24.301 [15] for the case when the authentication procedure is not accepted by
the network. The USIM shall be considered asinvalid aso for non-EPS services until switching off or
the UICC containing the USIM is removed; and

ii) if the AUTHENTICATION REJECT message is received over non-3GPP access.

A) the UE shall set the update status for non-3GPP access to 5U3 ROAMING NOT ALLOWED, delete
for non-3GPP access only the stored 5G-GUTI, TAI list, last visited registered TAI and ngKSlI. In
case of PLMN, the USIM shall be considered invalid for 5GS services via non-3GPP access until
switching off the UE or the UICC containing the USIM isremoved. In case of SNPN, the UE shall
consider the entry of the "list of subscriber data" with the SNPN identity of the current SNPN shall be
considered invalid for non-3GPP access until the UE is switched off or the entry is updated; and

B) the UE shall set the counter for "USIM considered invalid for 5GS services over non-3GPP access'
eventsin case of PLMN or the counter for "the entry for the current SNPN considered invalid for non-
3GPP access' eventsin case of SNPN to UE implementation-specific maximum value.

If the UE is registered for onboarding servicesin SNPN or performing initial registration for onboarding services
in SNPN, the UE shall:

1) if the SNPN-specific attempt counter for the SNPN sending the AUTHENTICATION REJECT message has
avalue less than a UE implementation-specific maximum value, increment the SNPN-specific attempt
counter for the SNPN; or

2) otherwise, the UE shall set the update status to 5U3.ROAMING NOT ALLOWED, delete the stored 5G-
GUTI, TAI ligt, last visited registered TAI, and ngK S, store the SNPN identity in the " permanently
forbidden SNPNs' list for onboarding services, enter state 5SGMM-DEREGISTERED.PLMN-SEARCH, and
perform an SNPN selection or an SNPN selection for onboarding services according to 3GPP TS 23.122 [5].

If the AUTHENTICATION REJECT messageisreceived by the UE, the UE shall abort any 5SGMM signalling
procedure, stop any of the timers T3510, T3517, T3519 or T3521 (if they were running), enter state SGMM -
DEREGISTERED and delete any stored SUCI.

Upon receiving an EAP-success message, the ME shall:

a)

b)

©)

delete the valid Kause and the valid Ksear, if any;

if the ME has not generated a new K ause and a new Ksear and has not created a partial native 5G NAS security
context when handling the EAP-request message which resulted into generation of EMSK or MSK as described
above:

1) if the UE operatesin SNPN access operation mode and:

i) thedefault UE credentialsfor primary authentication, if the UE is registering or registered for onboarding
servicesin SNPN; or

ii) credentiasin the selected entry of the "list of subscriber data", if the UE is not registering or registered
for onboarding servicesin SNPN;

contain an indication to use MSK for derivation of Kausr after success of primary authentication and key
agreement procedure then generate a new K auss from the MSK otherwise generate a new Kausr from the
EMSK;

2) generate anew Ksear from the new Kauss, and the Kavr from the ABBA that was received with the EAP-
success message, and the new Ksear as described in 3GPP TS 33.501 [24];

3) create apartia native 5G NAS security context identified by the ngK Sl value in the volatile memory of the
ME; and

4) storethe Kawmrin the created partial native 5G NAS security context; and

consider the new Kausr to be the valid Kausr, and the new Ksear to be the valid Ksear, reset the SOR counter
and the UE parameter update counter to zero, store the valid Kausr, the valid K sear, the SOR counter and the UE
parameter update counter as specified in annex C, and use the valid Kause in the verification of SOR transparent
container and UE parameters update transparent container, if any are received.
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The UE shall consider the procedure complete.

Upon receiving an EAP-failure message, the UE shall delete the partial native 5G NAS security context and shall delete
the new K ausr and the new Ksear, if any were created when handling the EAP-request message which resulted into
generation of EMSK or MSK as described above.

The UE shall consider the procedure complete.
5.4.1.2.3A Procedures related to EAP methods other than EAP-AKA' and EAP-TLS

5.4.1.2.3A1 General
This subclause applies when an EAP method:
a) supporting mutual authentication;
b) supporting EMSK or MSK generation; and
c) other than EAP-AKA'and EAP-TLS;
isused for primary authentication and key agreement in an SNPN.

The UE may support acting as EAP peer of such EAP method as specified in 3GPP TS 33.501 [24]. The AUSF may
support acting as EAP server of such EAP method as specified in 3GPP TS 33.501 [24]. The AAA server of the CH or
the DCS may support acting as EAP server of such EAP method as specified in 3GPP TS 23.501 [8].

When initiating an EAP based primary authentication and key agreement procedure using such EAP method, the
network shall select an ngK Sl value. If an ngK Sl is contained in aninitial NAS message during a 5GMM procedure, the
network shall select a different ngK Sl value. The network shall send the selected ngK Sl value to the UE along with
each EAP message. The network shall send the ABBA value as described in subclause 9.11.3.10 to the UE along with
the EAP-request message and EAP-success message.

When the EAP based primary authentication and key agreement procedure uses such EAP method:
a if:

1) thedefault UE credentialsfor primary authentication, if the UE isregistering or registered for onboarding
servicesin SNPN; or

2) credentialsin the selected entry of the "list of subscriber data’, if the UE is not registering or registered for
onboarding servicesin SNPN;

contain an indication to use MSK for derivation of K ause after success of primary authentication and key
agreement procedure then the ME shall generate MSK as described in 3GPP TS 33.501 [24] otherwise the ME
shall generate EMSK as described in 3GPP TS 33.501 [24];

b) if the AUSF acts asthe EAP server, the AUSF shall generate EMSK as described in 3GPP TS 33.501 [24]; and

c) if the AAA server of the CH or the DCS acts asthe EAP server, the AAA server of the CH or the DCS shall
generate MSK as described in 3GPP TS 33.501 [24].

When handling of an EAP-request message results into generation of MSK or EM SK, if:

a) thedefault UE credentials for primary authentication, if the UE is registering or registered for onboarding
servicesin SNPN; or

b) credentialsin the selected entry of the "list of subscriber data’, if the UE is not registering or registered for
onboarding servicesin SNPN;

contain an indication to use MSK for derivation of K ause after success of primary authentication and key agreement
procedure then the ME may generate a new K ause from the MSK otherwise the ME may generate a new Kausrfrom the
EMSK.

If the ME generates a new Kausr, the ME shall generate a new Ksear from the new Kausr, and the Kawr from the
ABBA received together with the EAP-request message, and the new K sear as described in 3GPP TS 33.501 [24], and
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create a partial native 5G NAS security context identified by the ngK Sl value received together with the EAP-request
message in subclause 5.4.1.2.4.2, in the volatile memory of the ME. If the Kamr and the partial native 5G NAS security
context are created, the ME shall store the Kamein the created partial native 5G NAS security context.

NOTE 1. Generation of the new K auss and the new K sear does not result into deletion of the valid Kausr and the
valid KSEAF, if any.

The ME shall not use the new Kausr in the verification of SOR transparent container and UE parameters update
transparent container, if any are received, until receipt of an EAP-success message.

When the AUSF acts as the EAP server and handling of an EAP response message results into generation of EMSK, the
AUSF shall generate the Kausr from the EMSK, and the Ksgar from the Kausr as described in 3GPP TS 33.501 [24].

NOTE 2: When the AAA server of the CH or the DCS acts as the EAP server and handling of an EAP response
message results into generation of MSK, the AAA server of the CH or the DCS provides (viathe
NSSAAF) the MSK and the SUPI to the AUSF. Upon reception of the MSK, the AUSF generates the
Kausr from the MSK, and the Ksear from the Kausr as described in 3GPP TS 33.501 [24].

NOTE 3: The AUSF provides the K szar and optionally the SUPI (unless the SEAF provided the AUSF with the
SUPI before) to the SEAF as described in 3GPP TS 33.501 [24]. Upon reception of the Ksear and
optionally the SUPI, the SEAF generates the Kamr based on the ABBA, the Ksear and the SUPI as
described in 3GPP TS 33.501 [24], and provides ngK Sl and the K amr to the AMF. Upon reception of the
ngK Sl and the Kame, the AMF creates a partial native 5G NAS security context identified by the ngK Sl,
and stores the Kamr in the created partial native 5G NAS security context.

If the UE fails to authenticate the network, the UE shall start timer T3520 when the AUTHENTICATION RESPONSE
message containing the EAP-response message is sent. Furthermore, the UE shall stop any of the retransmission timers
that are running (e.g. T3510, T3517 or T3521). Upon receiving an AUTHENTICATION REQUEST message with the
EAP message |E containing an EAP-request message from the network, the UE shall stop timer T3520, if running, and
then process the EAP-request message as normally.

If the network fails to authenti cate the UE, the network handling depends upon the type of identity used by the UE in
theinitial NAS message, that is:

- if the 5G-GUT]I was used; or
- if the SUCI was used.

If the 5G-GUTI was used, the network should transport the EAP-failure message in the AUTHENTICATION RESULT
message of the EAP result message transport procedure, initiate an identification procedure to retrieve SUCI from the
UE and restart the EAP based primary authentication and key agreement procedure with the received SUCI.

If the SUCI was used for identification in the initiadl NAS message or in arestarted EAP based primary authentication
and key agreement procedure, or the network decides not to initiate the identification procedure to retrieve SUCI from
the UE after an unsuccessful the EAP based primary authentication and key agreement procedure, the network should
transport the EAP-failure messagein an AUTHENTICATION REJECT message of the EAP result message transport
procedure.

If the EAP-failure message isreceived in an AUTHENTICATION REJECT message:
a) if the AUTHENTICATION REJECT message has been successfully integrity checked by the NAS:

1) the UE shall set the update statusto 5U3 ROAMING NOT ALLOWED, delete the stored 5G-GUTI, TAI ligt,
last visited registered TAl and ngK Sl.

In case of SNPN, if the UE is neither registered for onboarding servicesin SNPN nor performing initial
registration for onboarding servicesin SNPN and the UE does not support access to an SNPN using
credentials from a credentials holder, the entry of the "list of subscriber data' with the SNPN identity of the
current SNPN shall be considered invalid until the UE is switched off or the entry is updated;

In case of SNPN, if the UE is neither registered for onboarding servicesin SNPN nor performing initial
registration for onboarding servicesin SNPN and the UE supports access to an SNPN using credentials from
acredentials holder, the UE shall consider the selected entry of the "list of subscriber data" asinvalid until
the UE is switched off or the entry is updated.

ETSI



3GPP TS 24.501 version 17.8.0 Release 17 204 ETSI TS 124 501 V17.8.0 (2022-10)

2)

In case of SNPN, if the UE is registered for onboarding servicesin SNPN or is performing initial registration
for onboarding servicesin SNPN, the UE shall store the SNPN identity in the " permanently forbidden
SNPNSs' list for onboarding services, enter state 5SGMM-DEREGISTERED.PLMN-SEARCH, and perform
an SNPN selection or an SNPN selection for onboarding services according to 3GPP TS 23.122 [5]; and

if the UE is neither registered for onboarding servicesin SNPN nor performing initial registration for
onboarding servicesin SNPN, the UE shall set the counter for "the entry for the current SNPN considered
invalid for 3GPP access' events and the counter for "the entry for the current SNPN considered invalid for
non-3GPP access' eventsin case of SNPN to UE implementation-specific maximum value.

NOTE 4: Theterm "non-3GPP access' used in the counter for "the entry for the current SNPN considered invalid

for non-3GPP access’ events, is used to express access to SNPN servicesviaa PLMN.

If the UE isregistered for onboarding servicesin SNPN or performing initial registration for onboarding
servicesin SNPN, the UE shall set the SNPN-specific attempt counter for the current SNPN to the UE
implementati on-specific maximum value; and

b) if the AUTHENTICATION REJECT messageis received without integrity protection, the UE shall start timer
T3247 with arandom value uniformly drawn from the range between 30 minutes and 60 minutes, if the timer is
not running (see subclause 5.3.20).

Additionally, if the UE is neither registered for onboarding servicesin SNPN nor performing initial registration
for onboarding servicesin SNPN, the UE shall:

1)

2)

3

if the AUTHENTICATION REJECT message is received over 3GPP access, and the counter for "the entry
for the current SNPN considered invalid for 3GPP access' events has a value less than a UE implementation-
specific maximum value, proceed as specified in list item a) 1) of subclause 5.3.20.3 for the case that the
5GMM cause value received is#3;

if the AUTHENTICATION REJECT message is received over non-3GPP access, and the counter for "the
entry for the current SNPN considered invalid for non-3GPP access' events has a value less than a UE
implementation-specific maximum value, proceed as specified in list item a)-2) of subclause 5.3.20.3 for the
case that the 5SGMM cause value received is#3; or

otherwise:
i) ifthe AUTHENTICATION REJECT message is received over 3GPP access:

- the UE shall set the update status for 3GPP access to 5U3 ROAMING NOT ALLOWED, delete for
3GPP access only the stored 5G-GUTI, TAI list, last visited registered TAI and ngKSl;

In case of SNPN, if the UE does not support access to an SNPN using credentials from a credentials
holder, the entry of the "list of subscriber data" with the SNPN identity of the current SNPN shall be
considered invalid for 3GPP access until the UE is switched off or the entry is updated;

In case of SNPN, if the UE supports access to an SNPN using credentials from a credentials holder,
the UE shall consider the selected entry of the "list of subscriber data" asinvalid until the UE is
switched off or the entry is updated; and

- the UE shall set the counter for "the entry for the current SNPN considered invalid for 3GPP access'
events to UE implementation-specific maximum value; and

ii) if the AUTHENTICATION REJECT message is received over non-3GPP access:

- the UE shall set the update status for non-3GPP access to 5U3 ROAMING NOT ALLOWED, delete
for non-3GPP access only the stored 5G-GUTI, TAI ligt, last visited registered TAI and ngKSI. The
entry of the "list of subscriber data" with the SNPN identity of the current SNPN shall be considered
invalid for non-3GPP access until the UE is switched off or the entry is updated; and

- the UE shall set the counter for "the entry for the current SNPN considered invalid for non-3GPP
access' events to UE implementation-specific maximum value.

NOTE5: The AUTHENTICATION REJECT message "received over non-3GPP access' in this subclause refersto

an AUTHENTICATION REJECT message received viaa PLMN when the UE attempts to access SNPN
servicesviaa PLMN.
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If the UE is registered for onboarding servicesin SNPN or performing initial registration for onboarding services
in SNPN, the UE shall:

1) if the SNPN-specific attempt counter for the SNPN sending the AUTHENTICATION REJECT message has
avalue less than a UE implementation-specific maximum value, increment the SNPN-specific attempt
counter for the SNPN; or

2) otherwise, the UE shall set the update status to 5U3.ROAMING NOT ALLOWED, delete the stored 5G-
GUTI, TAI ligt, last visited registered TAI, and ngK S, store the SNPN identity in the " permanently
forbidden SNPNs' list for onboarding services, enter state 5SGMM-DEREGISTERED.PLMN-SEARCH, and
perform an SNPN selection or an SNPN selection for onboarding services according to 3GPP TS 23.122 [5].

If the AUTHENTICATION REJECT message is received by the UE, the UE shall abort any 5GMM signalling
procedure, stop any of the timers T3510, T3517, T3519 or T3521 (if they were running), enter state 5GMM -
DEREGISTERED and delete any stored SUCI.

Upon receiving an EAP-success message, the ME shall:
a) deletethevalid Kause and the valid Ksear, if any;

b) if the ME has not generated a new Kauss and a new Ksear and has not created a partial native 5G NAS security
context when handling the EAP-request message which resulted into generation of EMSK as described above:

1) if:

i) thedefault UE credentialsfor primary authentication, if the UE is registering or registered for onboarding
servicesin SNPN; or

ii) credentialsin the selected entry of the "list of subscriber data', if the UE is not registering or registered
for onboarding servicesin SNPN;

contain an indication to use MSK for derivation of K ause after success of primary authentication and key
agreement procedure then generate a new K auss from the MSK otherwise generate a new Kausr from the
EMSK;

2) generate a new Ksear from the new Kause, and the Kamr from the ABBA that was received with the EAP-
success message, and the Ksear as described in 3GPP TS 33.501 [24];

3) create a partial native 5G NAS security context identified by the ngK Sl value in the volatile memory of the
ME; and

4) storethe Kamrin the created partia native 5G NAS security context; and

c) consider the new Kause to be the valid Kausr, and the new K szar to be the valid Ksear, reset the SOR counter
and the UE parameter update counter to zero, store the valid Kausr, the valid K szar, the SOR counter and the UE
parameter update counter as specified in annex C, and use the valid K ause in the verification of SOR transparent
container and UE parameters update transparent container, if any are received.

The UE shall consider the procedure complete.

Upon receiving an EAP-failure message, the UE shall delete the partial native 5G NAS security context and shall delete
the new K auss and the new Ksear, if any were created when handling the EAP-request message which resulted into
generation of EMSK or MSK as described above.

The UE shall consider the procedure complete.

5.4.1.2.3A.2 EAP-TTLS with two phases of authentication

The UE may support acting as EAP peer of EAP-TTLS with two phases of authentication as specified in

3GPP TS 33.501 [24] and acting as peer of alegacy authentication protocol as specified in 3GPP TS 33.501 [24]. The
AUSF may support acting as EAP server of EAP-TTLS with two phases of authentication as specified in

3GPP TS 33.501 [24]. The AAA server of CH may support acting a server of alegacy authentication protocol as
specified in 3GPP TS 33.501 [24].
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When EAP-TTLS with two phases of authentication as specified in 3GPP TS 33.501 [24] is used for primary
authentication and key agreement in an SNPN:

a) requirementsin subclause 5.4.1.2.3A.1 shall apply in addition to requirements specified in 3GPP TS 33.501 [24]
annex U.

b) indication to use MSK for derivation of Kausr after success of primary authentication and key agreement
procedure is not included in:

1) the default UE credentials for primary authentication, if the UE isregistering or registered for onboarding
servicesin SNPN; or

2) credentialsin the selected entry of the "list of subscriber data’, if the UE is not registering or registered for
onboarding servicesin SNPN.

¢) the SUPI of the UE isin the form of a SUPI with the SUPI format "network specific identifier" containing a
network-specific identifier.

NOTE: Support of EAP-TTLS with two phases of authentication is based on the informative requirements as
specified in 3GPP TS 33.501 [24].

5.4.1.2.3B Procedures related to EAP methods used for primary authentication of an N5GC
device
54.1.2.3B.1 General

This subclause applies when an EAP method:
a) supporting mutual authentication; and
b) other than EAP-AKA',

isused for primary authentication of an N5SGC device, when an W-AGF supports acting on behalf of the NSGC device,
the AMF supports serving the W-AGF acting on behalf of the N5SGC device and the AUSF supports authentication of
the N5GC device. EAP-TL S is an example of such EAP method.

NOTE 1: Neither the N5SGC device nor the AUSF derive any 5G related keys during or after the primary
authentication.

The AUSF supporting authentication of the NSGC device shall support acting as EAP server of at least one such EAP
method as specified in annex O of 3GPP TS 33.501 [24].

The N5GC device shall support acting as EAP peer of at |east one such EAP method as specified in annex O of
3GPP TS 33.501 [24], which is also supported by the AUSF.

The W-AGF acting on behalf of the NSGC device provides to the NSGC device an EAP-request message, an EAP-
success message or an EAP-failure message received from the network according to subclause 5.4.1.2.1 and sends to
the network according to subclause 5.4.1.2.1 an EAP-response provided by the NSGC device. The N5GC device can
inform the W-AGF acting on behalf of the NSGC device that the NSGC device fails to authenticate the network. Details
of communication between the N5SGC device and the W-AGF acting on behalf of the NSGC device are out of scope of
this specification.

When initiating an EAP based primary authentication and key agreement procedure using such EAP method, the
network shall select an ngK Sl value. The network shall send the selected ngK Sl val ue to the W-AGF acting on behal f
of the N5GC device along with each EAP message. The network shall send the ABBA value as described in

subclause 9.11.3.10 to the W-AGF acting on behalf of the N5GC device aong with the EAP-request message and EAP-
success message. The W-AGF acting on behalf of the NSGC device shall not forward the ngK Sl value or the ABBA
value to the N5GC device.

NOTE 2: The network provides the ngK Sl value and the ABBA value since the ngK Sl |E and the ABBA |E are
mandatory IEsin AUTHENTICATION REQUEST message. The W-AGF acting on behalf of the NSGC
device does not use the ngK Sl value or the ABBA value provided by the network.

If the NSGC device fails to authenticate the network, the W-AGF acting on behalf of the N5SGC device shall start timer
T3520 when the AUTHENTICATION RESPONSE message containing the EAP-response message is sent.
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Furthermore, the W-AGF acting on behalf of the NSGC device shall stop any of the retransmission timersthat are
running (e.g. T3510, T3517 or T3521). Upon receiving an AUTHENTICATION REQUEST message with the EAP
message | E containing an EA P-request message from the network, the W-AGF acting on behalf of the N5GC device
shall stop timer T3520, if running, and then provides the EAP-request message to the N5SGC device as normally.

If the network fails to authenticate the NSGC device, the network handling depends upon the type of identity used by
the W-AGF acting on behalf of the N5SGC deviceintheinitial NAS message, that is:

a) if the 5G-GUTI was used; or
b) if the SUCI was used.

If the 5G-GUTI was used, the network should transport the EAP-failure message in the AUTHENTICATION RESULT
message of the EAP result message transport procedure, initiate an identification procedure to retrieve SUCI from the
W-AGF acting on behalf of the NSGC device and restart the EAP based primary authentication and key agreement
procedure with the received SUCI.

If the SUCI was used for identification in the initial NAS message or in arestarted EAP based primary authentication
and key agreement procedure, or the network decides not to initiate the identification procedure to retrieve SUCI from
the W-AGF acting on behalf of the NSGC device after an unsuccessful EAP based primary authentication and key
agreement procedure, the network should transport the EAP-failure message in an AUTHENTICATION REJECT
message of the EAP result message transport procedure.

If the EAP-failure message is received in an AUTHENTICATION REJECT message, the W-AGF acting on behalf of
the N5GC device shall start timer T3247 with a random value uniformly drawn from the range between 30 minutes and
60 minutes, if the timer is not running (see subclause 5.3.20). Additionally, the W-AGF acting on behalf of the N5SGC
device shall:

a) if the counter for "USIM considered invalid for 5GS services over non-3GPP access' events has a value less than
a W-AGF implementation-specific maximum value, proceed as specified in list item 1)-b) of subclause 5.3.20.2
for the case that the 5SGMM cause value received is #3; or

b) otherwise, set the update status to 5U3 ROAMING NOT ALLOWED, delete the stored 5G-GUTI, TAI list, last
visited registered TAl and ngKSl. The USIM shall be considered invalid for 5GS services via non-3GPP access
until switching off or the UICC containing the USIM is removed.

If the AUTHENTICATION REJECT messageis received by the W-AGF acting on behalf of the NSGC device, the W-
AGF acting on behalf of the N5GC device shall abort any 5GMM signalling procedure, stop any of the timers T3510,
T3517, T3519 or T3521 (if they were running), enter state 5SGMM-DEREGISTERED and delete any stored SUCI.

Upon receiving an EAP-success message, the W-AGF acting on behalf of the NSGC device shall consider the
procedure compl ete.

Upon receiving an EAP-failure message, the W-AGF acting on behalf of the N5SGC device shall consider the procedure
complete.

54124 EAP message reliable transport procedure

541.24.1 General

The purpose of the EAP message reliable transport procedureis to provide areliable transport of an EAP-request
message, the ngK Sl and the ABBA from the network to the UE and of an EAP-response message from the UE to the
network.

The EAP message reliable transport procedure isinitiated by an AUTHENTICATION REQUEST message with the
EAP message |E.

54.1.2.4.2 EAP message reliable transport procedure initiation by the network

In order to initiate the EAP message reliable transport procedure, the AMF shall create an AUTHENTICATION
REQUEST message.

The AMF shall set the EAP message |E of the AUTHENTICATION REQUEST message to the EAP-request message
to be sent to the UE. The AMF shall set the ngK Sl |E of the AUTHENTICATION REQUEST message to the ngK Sl
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value selected in subclause 5.4.1.2.2.2, subclause 5.4.1.2.3.1 or subclause 5.4.1.2.3A.1. In this release of specification,
the AMF shall set the ABBA |E of the AUTHENTICATION REQUEST message with the length of ABBA |IE to 2 and
the ABBA contents to be 2 octetsin length with value 0000H as described in subclause 9.11.3.10.

The AMF shall send the AUTHENTICATION REQUEST message to the UE, and the AMF shall start timer T3560
(see examplein figure 5.4.1.2.4.2.1).

UE AMF

AUTHENTICATION REQUEST Start T3560

A

AUTHENTICATION RESPONSE

> Stop T3560

Figure 5.4.1.2.4.2.1: EAP message reliable transport procedure

Upon receipt of an AUTHENTICATION REQUEST message with the EAP message | E, the UE handles the EAP

message received in the EAP message | E and the ABBA of the AUTHENTICATION REQUEST message.
5.4.1.2.4.3 EAP message reliable transport procedure accepted by the UE

The UE shall create an AUTHENTICATION RESPONSE message.

If the received EAP message is an EAP-request message, the UE shall set the EAP message | E of the
AUTHENTICATION RESPONSE message to the EAP-response message responding to the received EAP-request
message.

The UE shall send the AUTHENTICATION RESPONSE message to the AMF.

Upon receipt of an AUTHENTICATION RESPONSE message, the AMF shall stop timer T3560. If the EAP message
IE isincluded inthe AUTHENTICATION RESPONSE message, the AMF handles the EAP message received in the
EAP message | E of the AUTHENTICATION RESPONSE message.

54.1.24.4 Abnormal cases on the network side
The following abnormal cases can be identified:
a) Expiry of timer T3560.

The AMF shall, on the first expiry of the timer T3560, retransmit the AUTHENTICATION REQUEST message
and shall reset and start timer T3560. This retransmission is repeated four times, i.e. on the fifth expiry of timer
T3560, the AMF shall abort the EAP based primary authentication and key agreement procedure and any
ongoing 5GMM specific procedure, and release the N1 NAS signalling connection.

b) Lower layersindication of non-delivered NAS PDU due to handover.

If the AUTHENTICATION REQUEST message could not be delivered due to an intra AMF handover and the
target TA isincluded in the TAI list, then upon successful completion of the intra AMF handover the AMF shall
retransmit the AUTHENTICATION REQUEST message. If afailure of handover procedure is reported by the
lower layer and the N1 NAS signalling connection exists, the AMF shall retransmit the AUTHENTICATION
REQUEST message.
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5.4.1.245 Abnormal cases in the UE

The following abnormal cases can be identified:

a)

Authentication failure (56GMM cause #71 "ngK Sl already in use").

The UE shall send an AUTHENTICATION FAILURE message, with 5GMM cause #71 "ngK Sl aready in use”,
to the network and start the timer T3520 (see example in figure 5.4.1.3.7.1). Furthermore, the UE shall stop any
of the retransmission timers that are running (e.g. T3510, T3517 or T3521). Upon the first receipt of an
AUTHENTICATION FAILURE message from the UE with 5GMM cause #71 "ngK Sl already in use", the
network performs necessary actions to select a new ngK Sl and send the same EAP-request message to the UE.

NOTE 1: Upon receipt of an AUTHENTICATION FAILURE message from the UE with 5GMM cause #71

b)

©)

d)

f)

"ngK Sl aready in use”, the network can also re-initiate the EAP based primary authentication and key
agreement procedure (see subclause 5.4.1.2.2.2).

Upon receiving anew AUTHENTICATION REQUEST message with the EAP message | E containing an EAP-
request message from the network, the UE shall stop timer T3520, if running, process the EAP-request message
asnormal.

If the network is validated successfully (an AUTHENTICATION REQUEST message that contains avalid
ngK Sl and EAP-request message is received), the UE shall send the AUTHENTICATION RESPONSE message
to the network and shall start any retransmission timers (e.g. T3510, T3517 or T3521) if they were running and
stopped when the UE received the first failled AUTHENTICATION REQUEST message.

Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE
message indication from lower layers (if the EAP based primary authentication and key agreement procedureis
triggered by aregistration procedure).

The UE shall stop the timer T3520, if running, and re-initiate the registration procedure.

Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE
message indication with change in the current TAI (if the EAP based primary authentication and key agreement
procedure is triggered by a service request procedure).

The UE shall stop the timer T3520, if running.

If the current TAI isnot in the TAI list, the EAP based primary authentication and key agreement procedure
shall be aborted and a registration procedure for mobility and periodic registration update shall be initiated.

If the current TAI isstill part of the TAI ligt, it is up to the UE implementation how to re-run the ongoing
procedure that triggered the EAP based primary authentication and key agreement procedure.

Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE
message i ndication without change in the current TAI (if the authentication procedure istriggered by a service
reguest procedure).

The UE shall stop the timer T3520, if running. It is up to the UE implementation how to re-run the ongoing
procedure that triggered the EAP based primary authentication and key agreement procedure.

Network failing the authentication check.

If the UE deems that the network has failed the authentication check, then it shall request RRC to locally release
the RRC connection and treat the active cell as barred (see 3GPP TS 38.304 [28] or 3GPP TS 36.304 [25C]). The
UE shall start any retransmission timers (e.g. T3510, T3517 or T3521), if they were running and stopped when
the UE received the first AUTHENTICATION REQUEST message containing an ngK Sl that was already in

use.

Change in the current TAI.

If that the current TAI isnot in the TAI list before the AUTHENTICATION RESPONSE message is sent, the
UE may discard sending the AUTHENTICATION RESPONSE message to the network and continue with the
initiation of the registration procedure for mobility and periodic registration as described in subclause 5.5.1.3.2.

For item e, if no emergency service is started or is ongoing:
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The UE shall stop timer T3520, if the timer is running and the UE enters 5GMM-IDLE mode, e.g. upon
detection of alower layer failure, release of the N1 NAS signalling connection, or as the result of an inter-system
change in 5GMM-CONNECTED mode from N1 mode to S1 mode.

The UE shall deem that the network has failed the authentication check or assume that the authentication is not
genuine and proceed as described in item e above if any of the following occurs:

- thetimer T3520 expires,

- the UE detects any combination of the EAP-based authentication failures: transmission of
AUTHENTICATION FAILURE message with 5GMM cause #71 "ngK Sl already in use", transmission of
AUTHENTICATION RESPONSE message with an EAP-response message after detecting an error as
described in subclause 5.4.1.2.2.4, with an EAP-response message after not accepting of the server certificate
as described in subclause 5.4.1.2.3.1 or with an EAP-response message after failing to authenticate the
network as described in subclause 5.4.1.2.3A.1, during three consecutive authentication challenges. The
EAP-request/AK A'-challenge challenges shall be considered as consecutive only, if the EAP-request/AKA'-
challenge challenges causing the second and third EAP-based authentication failure are received by the UE,
while the timer T3520 started after the previous EAP-based authentication failure is running. Not accepting
of the server certificate shall be considered as consecutive only, if the EAP-request messages causing the
second and third not accepting of the server certificate are received by the UE, while the timer T3520 started
after the previous EAP regquest message causing the previous not accepting of the server certificateis
running.

NOTE 2: Reception of an EAP-failure message is not considered when determining the three consecutive
authentication challenges or three consecutive not accepting of the server certificate.

For item e if there is an emergency service started or is ongoin:

The UE shall stop timer T3520, if the timer is running and the UE enters 5GMM-IDLE mode, e.g. upon
detection of alower layer failure, release of the N1 NAS signalling connection, or as the result of an inter-system
change in 5GMM-CONNECTED mode from N1 mode to S1 mode.

If a UE has an emergency PDU session established or is establishing an emergency PDU session, and sends an
AUTHENTICATION FAILURE message to the AMF with the 5GMM cause appropriate for this cases (i.e. #71)
or an AUTHENTICATION RESPONSE message containing an EAP-response message as described in
subclause 5.4.1.2.2.4, containing an EAP-response message after not accepting of the server certificate as
described in subclause 5.4.1.2.3.1 or containing an EAP-response message after failing to authenticate the
network as described in subclause 5.4.1.2.3A.1, and receives the SECURITY MODE COMMAND message
before the timeout of timer T3520, the UE shall deem that the network has passed the authentication check
successfully, stop timer T3520, respectively, and execute the security mode control procedure.

If a UE has an emergency PDU session established or is establishing an emergency PDU session when timer
T3520 expires, the UE shall not deem that the network has failed the authentication check and not behave as
described initem e. Instead the UE shall continue using the current security context, if any, release all non-
emergency PDU sessions, if any, by initiating UE-requested PDU session release procedure. If thereisan
ongoing PDU session establishment procedure, the UE shall release all non-emergency PDU sessions upon
completion of the PDU session establishment procedure.

The UE shall start any retransmission timers (e.g. T3510, T3517 or T3521) if:

- they were running and stopped when the UE received the AUTHENTICATION REQUEST message and
detected an authentication failure; and

- the procedures associated with these timers have not yet been completed.

The UE shall consider itself to be registered for emergency services.
54.1.25 EAP result message transport procedure

541.25.1 General

The purpose of the EAP result message transport procedure is to provide an EAP-success message or an EAP-failure
message, and ngK Sl from the network to the UE, when the EAP message cannot be piggybacked by another NAS
message.
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The EAP result message transport procedure is initiated:

- by an AUTHENTICATION RESULT message with the EAP message | E carrying the EAP-success message or
the EAP-failure message; or

- by an AUTHENTICATION REJECT message with the EAP message |E carrying the EAP-failure message.

5.4.1.25.2 EAP result message transport procedure initiation by the network

In order to initiate the EAP result message transport procedure, the AMF shall create an AUTHENTICATION
RESULT message or an AUTHENTICATION REJECT message.

The AMF shall set the EAP message |E of the AUTHENTICATION RESULT message to an EAP-success message or
an EAP-failure message to be sent to the UE. The AMF shall set the EAP message |E of the AUTHENTICATION
REJECT message to an EAP-failure message to be sent to the UE. The AMF shall set the ngKS! | E of the
AUTHENTICATION RESULT message or the AUTHENTICATION REJECT message to the ngK Sl value selected in
subclause 5.4.1.2.2.2, subclause 5.4.1.2.3.1 or subclause 5.4.1.2.3A.1.

The AMF shall send the AUTHENTICATION RESULT message or the AUTHENTICATION REJECT message to the
UE (seeexampleinfigure 5.4.1.2.5.2.1).

UE AMF

AUTHENTICATION RESULT

A

OR

AUTHENTICATION REJECT

A

Figure 5.4.1.2.5.2.1: EAP result message transport procedure

Upon receipt of an AUTHENTICATION RESULT message or an AUTHENTICATION REJECT message with the
EAP message | E, the UE handles the EAP message received in the EAP message | E and the ABBA if received of the
AUTHENTICATION RESULT message or in the AUTHENTICATION REJECT message.

5.4.1.3 5G AKA based primary authentication and key agreement procedure

54.1.3.1 General

The purpose of the 5G AKA based primary authentication and key agreement procedure is to provide mutual
authentication between the UE and the network and to agree on the keys K ausr, Ksear and Kawve (see

3GPP TS 33.501 [24]). The cases when the 5G AKA based primary authentication and key agreement procedure is used
are defined in 3GPP TS 33.501 [24].

The network initiates the 5G AKA based primary authentication and key agreement procedure by sending an
AUTHENTICATION REQUEST message to the UE without the EAP message |E. The network shall include the
ngK Sl and the ABBA in AUTHENTICATION REQUEST message.

The 5G AKA based primary authentication and key agreement procedure is always initiated and controlled by the
network. However, the UE can reject the 5G authentication challenge sent by the network.
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The UE shall proceed with a 5G authentication challenge only if aUSIM is present.

A partia native 5G NAS security context is established in the UE and the network when a 5G authentication is
successfully performed. During a successful 5G AKA based primary authentication and key agreement procedure, the
CK and IK are computed by the USIM. CK and IK are then used by the ME as key material to compute new keys
Kauss, Ksear and Kame. Kamre is stored in the 5G NAS security contexts (see 3GPP TS 33.501 [24]) of both the network
and in the volatile memory of the ME while registered to the network, and is the root for the 5GS integrity protection
and ciphering key hierarchy.

NOTE 1. Generation of the new K auss and the new K sear does not result into deletion of the valid Kausr and the
valid KSEAF, if any.

The 5G AKA based primary authentication and key agreement procedure isinitiated by an AUTHENTICATION
REQUEST message without the EAP message |E.

Upon successful completion of the 5G AKA based primary authentication, the AMF shall initiate a security mode
control procedure (see subclause 5.4.2) to take the new partial native 5G NAS security context into use.

NOTE 2: The AMF shall immediately initiate a security mode control procedure (see subclause 5.4.2) after 5G
AKA primary authentication is successful to avoid K auss key mismatch between the UE and the network.

5.4.1.3.2 Authentication initiation by the network

The network may initiate a5G AKA based primary authentication and key agreement procedure for a UE in 5GMM-
CONNECTED mode at any time. For restrictions applicable after handover or inter-system change to N1 modein
5GMM-CONNECTED mode, see subclause 5.5.1.3.3.

The network initiates the 5G AKA based primary authentication and key agreement procedure by sending an
AUTHENTICATION REQUEST message to the UE and starting the timer T3560 (see examplein figure 5.4.1.3.2.1).
The AUTHENTICATION REQUEST message shall contain the parameters necessary to cal culate the authentication
response (see 3GPP TS 33.501 [24]). This message shall include the ngK Sl that will be used by the UE and AMF to
identify the Kamr and the partial native security context that is created if the authentication is successful. This message
shall aso include the ABBA parameter. In this release of specification, the network shall set the length of ABBA IE to
2 and the ABBA contentsto be 2 octets in length with value 0000H as described in subclause 9.11.3.10.

If an ngK Sl iscontained in an initial NAS message during a 5GMM procedure, the network shall include a different
ngK Sl valuein the AUTHENTICATION REQUEST message when it initiates a 5G AKA based primary authentication
and key agreement procedure.

UE AMF
AUTHENTICATION REQUEST
- Q Start T3560
AUTHENTICATION RESPONSE . StOp T3560
AUTHENTICATION REJECT if authentication
- failed

Figure 5.4.1.3.2.1: 5G AKA based primary authentication and key agreement procedure

5.4.1.3.3 Authentication response by the UE

The UE shall respond to an AUTHENTICATION REQUEST message. With the exception of the cases described in
subclause 5.4.1.3.6 and 5.4.1.3.7 case |, the UE shall process the 5G authentication challenge data and respond with an
AUTHENTICATION RESPONSE message to the network.
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Upon a successful 5G authentication challenge, the UE shall determine the PLMN identity to be used for the calculation
of the new K amr from the 5G authentication challenge data according to the following rules:

a) When the UE moves from 5GMM-IDLE mode to 5GMM-CONNECTED mode, until the first handover, the UE
shall use the PLMN identity of the selected PLMN; and

b) After handover or inter-system change to N1 mode in 5GMM-CONNECTED mode,

1) if thetarget cell isnot a shared network cell, the UE shall use the PLMN identity received as part of the
broadcast system information;

2) if thetarget cell isashared network cell and the UE hasavalid 5G-GUTI, the UE shall use the PLMN
identity that is part of the 5G-GUT]I; and

3) if thetarget cell isashared network cell and the UE has avalid 4G-GUT], but not avalid 5G-GUTI, the UE
shall usethe PLMN identity that is part of the 4G-GUTI.

Upon a successful 5G authentication challenge, the new K amr calculated from the 5G authentication challenge data
shall be stored in anew 5G NAS security context in the volatile memory of the ME.

The USIM will compute the authentication response (RES) using the 5G authentication challenge data received from
the ME, and pass RES to the ME. From the RES, RES* is then generated according to Annex A of
3GPP TS 33.501 [24].

In order to avoid a synchronisation failure, when the UE receivesan AUTHENTICATION REQUEST message, the UE
shall store the received RAND together with the RES*, in the volatile memory of the ME. When the UE receives a
subsequent AUTHENTICATION REQUEST message, if the stored RAND value is equal to the new received value in
the AUTHENTICATION REQUEST message, then the ME shall not pass the RAND to the USIM, but shall send the
AUTHENTICATION RESPONSE message with the stored RES*. If thereis no valid stored RAND inthe ME or the
stored RAND is different from the new received value in the AUTHENTICATION REQUEST message, the ME shall
pass the RAND to the USIM, shall override any previously stored RAND and RES* with the new ones and start, or
reset and restart timer T3516.

The RAND and RES* values stored in the ME shall be deleted and timer T3516, if running, shall be stopped:
a) upon receipt of a
1) SECURITY MODE COMMAND message,
2) SERVICE REJECT message,
3) REGISTRATION REJECT message,
4) REGISTRATION ACCEPT message,
5) AUTHENTICATION REJECT message, or
6) SERVICE ACCEPT message;
b) upon expiry of timer T3516;
c) if the UE entersthe 5GMM state 5SGMM-DEREGISTERED or 5GMM-NULL; or
d) if the UE enters 5GMM-IDLE mode.

54134 Authentication completion by the network

Upon receipt of an AUTHENTICATION RESPONSE message, the network stops the timer T3560 and checks the
correctness of RES* (see 3GPP TS 33.501 [24]).

If the 5G AKA based primary authentication and key agreement procedure has been completed successfully and the
related ngK Sl is stored in the 5G NAS security context of the network, the network shall include a different ngK S|
valueinthe AUTHENTICATION REQUEST message when it initiates a new 5G AKA based primary authentication
and key agreement procedure.
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Upon receipt of an AUTHENTICATION FAILURE message, the network stops the timer T3560. In the case where the
5GMM cause #21 "synch failure" isreceived, the core network may renegotiate with the UDM/AUSF and provide the
UE with new authentication parameters.

5.4.1.3.5 Authentication not accepted by the network

If the authentication response (RES) returned by the UE is not valid, the network response depends upon the type of
identity used by the UE in the initial NAS message, that is:

- if the 5G-GUTI was used; or
- if the SUCI was used.

If the 5G-GUTI was used, the network should initiate an identification procedure to retrieve SUCI from the UE and
restart the 5G AKA based primary authentication and key agreement procedure with the received SUCI.

If the SUCI was used for identification in the initial NAS message or in arestarted 5G AKA based primary
authentication and key agreement procedure, or the network decides not to initiate the identification procedure to
retrieve SUCI from the UE after an unsuccessful 5G AKA based primary authentication and key agreement procedure,
the network should send an AUTHENTICATION REJECT message to the UE.

Upon receipt of an AUTHENTICATION REJECT message,
1) if the AUTHENTICATION REJECT message has been successfully integrity checked by the NAS:

the UE shall set the update status to 5U3 ROAMING NOT ALLOWED, delete the stored 5G-GUTI, TAI list,
last visited registered TAl and ngKSl.

In case of PLMN, the USIM shall be considered invalid until switching off the UE or the UICC containing
the USIM isremoved.

In case of SNPN, if the UE is neither registered for onboarding servicesin SNPN nor performing initial
registration for onboarding servicesin SNPN and the UE does not support accessto an SNPN using
credentials from a credentias holder, the entry of the "list of subscriber data” with the SNPN identity of the
current SNPN shall be considered invalid until the UE is switched off or the entry is updated. Additionally,
the UE shall consider the USIM as invalid for the current SNPN until switching off or the UICC containing
the USIM isremoved.

In case of SNPN, if the UE is neither registered for onboarding servicesin SNPN nor performing initial
registration for onboarding services in SNPN and the UE supports access to an SNPN using credentials from
acredentials holder, the UE shall consider the selected entry of the "list of subscriber data”’ asinvalid for
3GPP access until the UE is switched off or the entry is updated. Additionally, the UE shall consider the
USIM asinvalid for the entry until switching off or the UICC containing the USIM is removed.

In case of SNPN, if the UE isregistered for onboarding servicesin SNPN or is performing initial registration
for onboarding servicesin SNPN, the UE shall store the SNPN identity in the " permanently forbidden
SNPNSs' list for onboarding services, enter state 5GMM-DEREGISTERED.PLMN-SEARCH, and perform
an SNPN selection or an SNPN selection for onboarding services according to 3GPP TS 23.122 [5]; and

- if the UE is neither registered for onboarding servicesin SNPN nor performing initial registration for
onboarding servicesin SNPN, the UE shall set:

i) the counter for "SIM/USIM considered invalid for GPRS services' events, the counter for "USIM
considered invalid for 5GS services over non-3GPP access' events, and the counter for "SIM/USIM
considered invalid for non-GPRS services' events if maintained by the UE, in case of PLMN; or

ii) the counter for "the entry for the current SNPN considered invalid for 3GPP access' events and the
counter for "the entry for the current SNPN considered invalid for non-3GPP access' eventsin case of
SNPN;

to UE implementation-specific maximum value.

If the UE isregistered for onboarding servicesin SNPN or performing initial registration for onboarding
servicesin SNPN, the UE shall set the SNPN-specific attempt counter for the current SNPN to the UE
implementati on-specific maximum value; and
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if the UE is operating in single-registration mode, the UE shall handle EMM parameters, 4G-GUTI, last
visited registered TAI, TAI list and eK Sl as specified in 3GPP TS 24.301 [15] for the case when the
authentication procedure is not accepted by the network. The USIM shall be considered asinvalid also for
non-EPS services until switching off or the UICC containing the USIM is removed; and

2) if the AUTHENTICATION REJECT messageis received without integrity protection and if timer T3516 or
T3520 isrunning, the UE shall start timer T3247 with arandom value uniformly drawn from the range between
30 minutes and 60 minutes, if the timer is not running (see subclause 5.3.20).

Additionally, if the UE is neither registered for onboarding servicesin SNPN nor performing initial registration
for onboarding servicesin SNPN, the UE shall:

a)

b)

<)

if the AUTHENTICATION REJECT message is received over 3GPP access, and the counter for "SIM/USIM
considered invalid for GPRS services' eventsin case of PLMN or the counter for "the entry for the current
SNPN considered invalid for 3GPP access’ eventsin case of SNPN has avalue less than a UE

implementati on-specific maximum value, proceed as specified in subclause 5.3.20, list item 1)-a) of
subclause 5.3.20.2 (if the UE is not operating in SNPN access operation mode) or list item a)-1) of

subclause 5.3.20.3 (if the UE is operating in SNPN access operation mode) for the case that the 5SGMM cause
value received is#3;

if the AUTHENTICATION REJECT message is received over non-3GPP access, and the counter for "USIM
considered invalid for 5GS services over non-3GPP access' eventsin case of PLMN or the counter for "the
entry for the current SNPN considered invalid for non-3GPP access' eventsin case of SNPN hasavalue less
than a UE implementation-specific maximum value, proceed as specified in subclause 5.3.20, list item 1)-b)
of subclause 5.3.20.2 (if the UE is not operating in SNPN access operation mode) or list item a)-2) of
subclause 5.3.20.3 (if the UE is operating in SNPN access operation mode) for the case that the SGMM cause
value received is#3.

otherwise:
i) if the AUTHENTICATION REJECT message isreceived over 3GPP access:

- The UE shall set the update status for 3GPP access to 5U3 ROAMING NOT ALLOWED, delete for
3GPP access only the stored 5G-GUTI, TAI list, last visited registered TAI and ngKSl.

- Incase of PLMN, the UE shall consider the USIM asinvalid for 5GS services via 3GPP access and
non-EPS service until switching off the UE or the UICC containing the USIM is removed.

In case of SNPN, the UE shall consider the entry of the "list of subscriber data’ with the SNPN
identity of the current SNPN shall be considered invalid for 3GPP access until the UE is switched off
or the entry is updated. Additionally, the UE shall consider the USIM as invalid for the current SNPN
via 3GPP access until switching off or the UICC containing the USIM is removed.

- The UE shall set:

- the counter for "SIM/USIM considered invalid for GPRS services' events and the counter for
"SIM/USIM considered invalid for non-GPRS services' eventsif maintained by the UE, in case of
PLMN; or

- the counter for "the entry for the current SNPN considered invalid for 3GPP access' eventsin case
of SNPN;

to UE implementation-specific maximum value.

- If the UE is operating in single-registration mode, the UE shall handle 4G-GUTI, TAI list and eKSl as
specified in 3GPP TS 24.301 [15] for the case when the authentication procedure is not accepted by
the network. The USIM shall be considered asinvalid also for non-EPS services until switching off or
the UICC containing the USIM is removed; and

ii) if the AUTHENTICATION REJECT message is received over non-3GPP access:

- the UE shall set the update status for non-3GPP access to 5U3 ROAMING NOT ALLOWED, delete
for non-3GPP access only the stored 5G-GUTI, TAI ligt, last visited registered TAI and ngKSI;

ETSI



3GPP TS 24.501 version 17.8.0 Release 17 216 ETSI TS 124 501 V17.8.0 (2022-10)

- incaseof PLMN, the UE shall consider the USIM asinvalid for 5GS services via hon-3GPP access
until switching off the UE or the UICC containing the USIM is removed.

In case of SNPN, the UE shall consider the entry of the "list of subscriber data’ with the SNPN
identity of the current SNPN asinvalid for non-3GPP access until the UE is switched off or the entry
is updated. Additionally, the UE shall consider the USIM asinvalid for the current SNPN and for non-
3GPP access until switching off or the UICC containing the USIM is removed; and

- the UE shall set:

- the counter for "USIM considered invalid for 5GS services over non-3GPP access' eventsto UE
implementati on-specific maximum valuein case of PLMN; or

- the counter for "the entry for the current SNPN considered invalid for non-3GPP access' eventsto
UE implementati on-specific maximum value in case of SNPN.

If the UE isregistered for onboarding servicesin SNPN or performing initial registration for onboarding services
in SNPN, the UE shall:

1) if the SNPN-specific attempt counter for the SNPN sending the AUTHENTICATION REJECT message has
avalue less than a UE implementation-specific maximum value, increment the SNPN-specific attempt
counter for the SNPN; or

2) otherwise, the UE shall set the update status to 5SU3.ROAMING NOT ALLOWED, delete the stored 5G-
GUTI, TAI list, last visited registered TAI, and ngK S|, store the SNPN identity in the " permanently
forbidden SNPNs' list for onboarding services, enter state 5GMM-DEREGISTERED.PLMN-SEARCH, and
perform an SNPN selection or an SNPN selection for onboarding services according to 3GPP TS 23.122 [5].

If the AUTHENTICATION REJECT message is received by the UE, the UE shall abort any 5GMM signalling
procedure, stop any of the timers T3510, T3516, T3517, T3519, T3520 or T3521 (if they were running), enter state
5GMM-DEREGISTERED and delete any stored SUCI.

Depending on local requirements or operator preference for emergency services, if the UE initiates aregistration
procedure with 5GS registration type | E set to "emergency registration” and the AMF is configured to alow emergency
registration without user identity, the AMF needs not follow the procedures specified for the authentication failure in
the present subclause. The AMF may continue a current 5SGMM specific procedure.

5.4.1.3.6 Authentication not accepted by the UE

In the 5G authentication challenge, the UE shall check the 5G authentication challenge data (RAND, AUTN and
ngK Sl) received inthe AUTHENTICATION REQUEST message to verify authenticity of the 5G core network.

The ME shall check that ngK Sl received in the AUTHENTICATION REQUEST message isnot already in use. The
ME shall forward the RAND and AUTN to the USIM to check.

The UE may reject the core network due to anincorrect AUTN or ngK Sl parameter. If the UE hasto reject the 5G
authentication challenge, the UE shall return AUTHENTICATION FAILURE message to the network with a cause
value indicating the reason for the failure (see 3GPP TS 33.501 [24]).

Incorrect 5G authentication challenge data contains four possible causes for authentication failure:
a) MAC codefailure;

If the UE finds the MAC code (supplied by the core network inthe AUTN parameter) to be invalid, the UE shall
send an AUTHENTICATION FAILURE message to the network, with the 5GMM cause #20 "MAC failure”.
The UE shall then follow the procedure described in subclause 5.4.1.3.7, item c.

b) Non-5G authentication unacceptable:

If the UE finds that the "separation bit" in the AMF field of AUTN supplied by the core network is set to O, the
UE shall send an AUTHENTICATION FAILURE message to the network, with the 5GMM cause #26 "non-5G
authentication unacceptable” (see subclause 6.1.3 in 3GPP TS 33.501 [24]). The UE shall then follow the
procedure described in subclause 5.4.1.3.7, item d.

¢) ngKSl aready in use:
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d)

If the UE detects that ngK Sl received in the AUTHENTICATION REQUEST messageis already in usein the
UE shall send an AUTHENTICATION FAILURE message to the network, with the 5GMM cause #71 "ngK S|
aready in use'. The UE shall then follow the procedure described in subclause 5.4.1.3.7, item e.

SON failure:

If the UE finds the sequence number SQN (supplied by the core network in the AUTN parameter) to be out of
range, the UE shall send an AUTHENTICATION FAILURE message to the network, with the 5GMM cause

#21 "synch failure” and a re-synchronization token AUTS provided by the USIM (see 3GPP TS 33.102 [23]).
The UE shall then follow the procedure described in subclause 5.4.1.3.7, item f.

If the UE returnsan AUTHENTICATION FAILURE message to the network, the UE shall delete any previously stored
RAND and RES* and shall stop timer T3516, if running.

If the UE has an emergency PDU session established or is establishing such a PDU session, additional UE reguirements
are specified in subclause 5.4.1.3.7, under "for items ¢, d, e and f".

5.4.1.3.7 Abnormal cases

a)

b)

Lower layer failure.

Upon detection of lower layer failure before the AUTHENTICATION RESPONSE message is received, the
network shall abort the procedure.

Expiry of timer T3560.

The network shall, on the first expiry of the timer T3560, retransmit the AUTHENTICATION REQUEST
message and shall reset and start timer T3560. This retransmission is repeated four times, i.e. on the fifth expiry
of timer T3560, the network shall abort the 5G AKA based primary authentication and key agreement procedure
and any ongoing 5GMM specific procedure and release the N1 NAS signalling connection.

Authentication failure (5GMM cause #20 "MAC failure").

The UE shall send an AUTHENTICATION FAILURE message, with 5GMM cause #20 "MAC failure"
according to subclause 5.4.1.3.6, to the network and start timer T3520 (see example in figure 5.4.1.3.7.1).
Furthermore, the UE shall stop any of the retransmission timersthat are running (e.g. T3510, T3517 or T3521).
Upon the first receipt of an AUTHENTICATION FAILURE message from the UE with 5GMM cause #20
"MAC failure", the network may initiate the identification procedure described in subclause 5.4.3. Thisisto
allow the network to obtain the SUCI from the UE. The network may then check that the 5G-GUT] originally
used in the 5G authentication challenge corresponded to the correct SUPI. Upon receipt of the IDENTITY
REQUEST message from the network, the UE shall proceed as specified in subclause 5.4.3.3.

NOTE 1: Upon receipt of an AUTHENTICATION FAILURE message from the UE with 5GMM cause #20 "MAC

failure", the network may also terminate the 5G AKA based primary authentication and key agreement
procedure (see subclause 5.4.1.3.5).

If the mapping of 5G-GUTI to SUPI in the network was incorrect, the network should respond by sending a new
AUTHENTICATION REQUEST message to the UE. Upon receiving the new AUTHENTICATION REQUEST
message from the network, the UE shall stop the timer T3520, if running, and then process the 5G challenge
information as normal. If the mapping of 5G-GUTI to SUPI in the network was correct, the network should
terminate the 5G AKA based primary authentication and key agreement procedure by sending an
AUTHENTICATION REJECT message (see subclause 5.4.1.3.5).

If the network is validated successfully (an AUTHENTICATION REQUEST message that contains avalid SQN
and MAC isreceived), the UE shall send the AUTHENTICATION RESPONSE message to the network and
shall start any retransmission timers (e.g. T3510, T3517 or T3521) if they were running and stopped when the
UE received the first failed AUTHENTICATION REQUEST message.

If the UE receives the second AUTHENTICATION REQUEST message, and the MAC value cannot be
resolved, the UE shall follow the procedure specified in this subclause, item c, starting again from the beginning,
or if the message contains a UM TS authentication challenge, the UE shall follow the procedure specified in

item d. If the SON isinvalid, the UE shall proceed as specified in item f.
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UE AMF
AUTHENTICATION REQUEST
> Start T3560
AUTHENTICATION FAILURE (cause = "xxx")
SatTIH0 ------—---mmmmmm oo >  SopT3560
AUTHENTICATION REQUEST
SopTH2D - Start T3560

___________________________ >  SopT3560

Figure 5.4.1.3.7.1: Authentication failure during 5G AKA based primary authentication and key

agreement procedure

d) Authentication failure (5GMM cause #26 "non-5G authentication unacceptable™).

The UE shall send an AUTHENTICATION FAILURE message, with 5GMM cause #26 "non-5G authentication
unacceptable”, to the network and start the timer T3520 (see example in figure 5.4.1.3.7.1). Furthermore, the UE
shall stop any of the retransmission timersthat are running (e.g. T3510, T3517 or T3521). Upon the first receipt
of an AUTHENTICATION FAILURE message from the UE with 5GMM cause #26 "non-5G authentication
unacceptable”, the network may initiate the identification procedure described in subclause 5.4.3. Thisisto
allow the network to obtain the SUCI from the UE. The network may then check that the 5G-GUT] originally
used in the 5G authentication challenge corresponded to the correct SUPI. Upon receipt of the IDENTITY
REQUEST message from the network, the UE shall proceed as specified in subclause 5.4.3.3.

NOTE 2: Upon receipt of an AUTHENTICATION FAILURE message from the UE with 5GMM cause #26 " non-

€)

5G authentication unacceptable”, the network may also terminate the 5G AKA based primary
authentication and key agreement procedure (see subclause 5.4.1.3.5).

If the mapping of 5G-GUTI to SUPI in the network was incorrect, the network should respond by sending a new
AUTHENTICATION REQUEST message to the UE. Upon receiving the new AUTHENTICATION REQUEST
message from the network, the UE shall stop the timer T3520, if running, and then process the 5G challenge
information as normal. If the mapping of 5G-GUTI to SUPI in the network was correct, the network should
terminate the 5G AKA based primary authentication and key agreement authentication procedure by sending an
AUTHENTICATION REJECT message (see subclause 5.4.1.3.5).

If the network is validated successfully (an AUTHENTICATION REQUEST message that contains avalid 5G
authentication challenge is received), the UE shall send the AUTHENTICATION RESPONSE message to the
network and shall start any retransmission timers (e.g. T3510, T3517 or T3521) if they were running and stopped
when the UE received the first failed AUTHENTICATION REQUEST message.

Authentication failure (5SGMM cause #71 "ngK Sl already in use").

The UE shall send an AUTHENTICATION FAILURE message, with 56MM cause #71 "ngK Sl aready in use”,
to the network and start the timer T3520 (see example in figure 5.4.1.3.7.1). Furthermore, the UE shall stop any
of the retransmission timers that are running (e.g. T3510, T3517 or T3521). Upon the first receipt of an
AUTHENTICATION FAILURE message from the UE with 5GMM cause #71 "ngK Sl already in use", the
network performs necessary actions to select a new ngK Sl and send the same 5G authentication challenge to the
UE.

NOTE 3: Upon receipt of an AUTHENTICATION FAILURE message from the UE with 5GMM cause #71

"ngK Sl already in use", the network may also re-initiate the 5G AKA based primary authentication and
key agreement procedure (see subclause 5.4.1.3.2).
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f)

Upon receiving the new AUTHENTICATION REQUEST message from the network, the UE shall stop the
timer T3520, if running, and then process the 5G challenge information as normal .

If the network is validated successfully (an AUTHENTICATION REQUEST message that containsavalid
ngKSI, SQN and MAC isreceived), the UE shall send the AUTHENTICATION RESPONSE message to the
network and shall start any retransmission timers (e.g. T3510, T3517 or T3521) if they were running and stopped
when the UE received the first failled AUTHENTICATION REQUEST message.

Authentication failure (5GMM cause #21 "synch failure™).

The UE shall send an AUTHENTICATION FAILURE message, with 56MM cause #21 "synch failure", to the
network and start the timer T3520 (see example in figure 5.4.1.3.7.1). Furthermore, the UE shall stop any of the
retransmission timersthat are running (e.g. T3510, T3517 or T3521). Upon the first receipt of an
AUTHENTICATION FAILURE message from the UE with the 5GMM cause #21 "synch failure”, the network
shall use the returned AUTS parameter from the authentication failure parameter |1E in the AUTHENTICATION
FAILURE message, to re-synchronise. The re-synchronisation procedure requires the AMF to delete all unused
authentication vectors for that SUPI and obtain new vectors from the UDM/AUSF. When re-synchronisation is
complete, the network shall initiate the 5G AKA based primary authentication and key agreement procedure.
Upon receipt of the AUTHENTICATION REQUEST message, the UE shall stop the timer T3520, if running.

NOTE 4: Upon receipt of two consecutive AUTHENTICATION FAILURE messages from the UE with 5GMM

9)

h)

cause #21 "synch failure”, the network may terminate the 5G AKA based primary authentication and key
agreement procedure by sending an AUTHENTICATION REJECT message.

If the network is validated successfully (anew AUTHENTICATION REQUEST message is received which
contains avalid SQN and MAC) while T3520 is running, the UE shall send the AUTHENTICATION
RESPONSE message to the network and shall start any retransmission timers (e.g. T3510, T3517 or T3521), if
they were running and stopped when the UE received the first failed AUTHENTICATION REQUEST message.

Upon receipt of an AUTHENTICATION REJECT message, the UE shall perform the actions as specified in
subclause 5.4.1.3.5.

Network failing the authentication check.

If the UE deems that the network has failed the authentication check, then it shall request RRC to locally release
the RRC connection and treat the active cell as barred (see 3GPP TS 38.304 [28] or 3GPP TS 36.304 [25C]). The
UE shall start any retransmission timers (e.g. T3510, T3517 or T3521), if they were running and stopped when
the UE received the first AUTHENTICATION REQUEST message containing an incorrect authentication
challenge data causing authentication failure.

Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE
message indication from lower layers (if the 5G AKA based primary authentication and key agreement
procedure is triggered by a registration procedure).

The UE shall stop the timer T3520, if running, and re-initiate the registration procedure.

Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE
message indication with change in the current TAI (if the 5G AKA based primary authentication and key
agreement procedure is triggered by a service request procedure).

The UE shall stop the timer T3520, if running.

If the current TAI isnot inthe TAI list, the 5G AKA based primary authentication and key agreement procedure
shall be aborted and a registration procedure for mobility and periodic registration update shall be initiated.

If the current TAI is still part of the TAI ligt, it is up to the UE implementation how to re-run the ongoing
procedure that triggered the 5G AKA based primary authentication and key agreement procedure.

Transmission failure of AUTHENTICATION RESPONSE message or AUTHENTICATION FAILURE
message i ndication without change in the current TAI (if the authentication procedure istriggered by a service
reguest procedure).

The UE shall stop the timer T3520, if running. It is up to the UE implementation how to re-run the ongoing
procedure that triggered the 5G AKA based primary authentication and key agreement procedure.
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k) Lower layersindication of non-delivered NAS PDU due to handover.

If the AUTHENTICATION REQUEST message could not be delivered due to an intra AMF handover and the
target TA isincluded in the TAI list, then upon successful completion of the intra AMF handover the AMF shall
retransmit the AUTHENTICATION REQUEST message. If afailure of handover procedure is reported by the
lower layer and the N1 NAS signalling connection exists, the AMF shall retransmit the AUTHENTICATION
REQUEST message.

I) Changein the current TAI.

If the current TAI isnot in the TAI list before the AUTHENTICATION RESPONSE message is sent, the UE
may discard sending the AUTHENTICATION RESPONSE message to the network and continue with the
initiation of the registration procedure for mobility and periodic registration as described in subclause 5.5.1.3.2.

m) AUTHENTICATION REJECT message is received without integrity protection and neither timer T3516 nor
T3520 is running.

If an AUTHENTICATION REJECT message is received without integrity protection and if neither timer T3516
nor T3520 is running, then the UE shall discard the AUTHENTICATION REJECT message. Additionaly, the
UE may request RRC to locally release the RRC connection and treat the active cell as barred (see

3GPP TS 38.304 [28] or 3GPP TS 36.304 [25C]).

For itemsc, d, e, and f if no emergency service is started or is ongoing:

The UE shall stop timer T3520, if the timer is running and the UE enters 5GMM-IDLE mode, e.g. upon
detection of alower layer failure, release of the N1 NAS signalling connection, or as the result of an inter-system
change in 5GMM-CONNECTED mode from N1 mode to S1 mode.

The UE shall deem that the network has failed the authentication check or assume that the authentication is not
genuine and proceed as described in item g above if any of the following occurs:

- thetimer T3520 expires;

- the UE detects any combination of the 5G authentication failures: 5GMM causes #20 "MAC failure", #21
"synch failure", #26 "non-5G authentication unacceptable" or #71 "ngK Sl aready in use", during three
consecutive authentication challenges. The 5G authentication challenges shall be considered as consecutive
only, if the 5G authentication challenges causing the second and third 5G authentication failure are received
by the UE, while the timer T3520 started after the previous 5G authentication failure is running.

For itemsc, d, e, and f if there is an emergency service started or is ongoing:

The UE shall stop timer T3520, if the timer is running and the UE enters 5GMM-IDLE mode, e.g. upon
detection of alower layer failure, release of the N1 NAS signalling connection, or as the result of an inter-system
changein 5GMM-CONNECTED mode from N1 mode to S1 mode.

If there is an ongoing service request procedure for emergency services fallback the UE shall abort the service
reguest procedure, stop timer T3517 and locally release any resources allocated for the service request procedure
and enters state SGMM-REGISTERED. The UE shall attempt to select an E-UTRA cell connected to EPC or
5GCN according to the domain priority and selection rules specified in 3GPP TS 23.167 [6]. If the UE finds a
suitable E-UTRA cell, it then proceeds with the appropriate EMM or 5GMM procedures. If the UE operating in
single-registration mode has changed to S1 mode, it shall disable the N1 mode capability for 3GPP access.

Depending on local requirements or operator preference for emergency services, if the UE has an emergency
PDU session established or is establishing an emergency PDU session, the AMF need not follow the procedures
specified for the authentication failure specified in the present subclause. The AMF may respond to the
AUTHENTICATION FAILURE message by initiating the security mode control procedure selecting the "null
integrity protection algorithm™ 5G-1AOQ, "null ciphering algorithm" 5G-EAQ or may abort the 5G AKA based
primary authentication and key agreement procedure and continue using the current security context, if any. The
AMF shall indicate to the SMF to perform the release of all non-emergency PDU sessions, if any. If thereisan
ongoing PDU session establishment procedure, the AMF shall indicate to the SMF to perform the release of all
non-emergency PDU sessions upon completion of the PDU session establishment procedure. The network shall
behave as if the UE isregistered for emergency services.

If a UE has an emergency PDU session established or is establishing an emergency PDU session and sends an
AUTHENTICATION FAILURE message to the AMF with the 5GMM cause appropriate for these cases (#20,
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#21, #26, or #71 respectively) and receives the SECURITY MODE COMMAND message before the timeout of
timer T3520, the UE shall deem that the network has passed the authentication check successfully, stop timer
T3520, respectively, and execute the security mode control procedure.

If aUE has an emergency PDU session established or is establishing an emergency PDU session when timer
T3520 expires, the UE shall not deem that the network has failed the authentication check and not behave as
described initem g. Instead the UE shall continue using the current security context, if any, release all non-
emergency PDU sessions, if any, by initiating UE-requested PDU session release procedure. If thereisan
ongoing PDU session establishment procedure, the UE shall release all non-emergency PDU sessions upon
completion of the PDU session establishment procedure.

The UE shall start any retransmission timers (e.g. T3510, T3517 or T3521) if:

- they were running and stopped when the UE received the AUTHENTICATION REQUEST message and
detected an authentication failure; and

- the procedures associated with these timers have not yet been completed.

The UE shall behave asif the UE isregistered for emergency services.

54.2 Security mode control procedure

5421 General

The purpose of the NAS security mode control procedure isto take a5G NAS security context into use, and initialise
and start NAS signalling security between the UE and the AMF with the corresponding 5G NAS keys and 5G NAS
security algorithms.

Furthermore, the network may also initiate the security mode control procedure in the following cases:
a)- in order to change the 5G NAS security algorithms for a current 5G NAS security context already in use;

b) in order to change the value of uplink NAS COUNT used in the latest SECURITY MODE COMPLETE
message as described in 3GPP TS 33.501 [24], subclause 6.9.4.4; and

c) inorder to provide the Selected EPS NAS security algorithms to the UE.

For restrictions concerning the concurrent running of a security mode control procedure with other security related
procedures in the AS or inside the core network see 3GPP TS 33.501 [24], subclause 6.9.5.

If the security mode control procedure isinitiated after successful 5G AKA based primary authentication and key
agreement procedure and the security mode control procedure intends to bring into use the partial native 5G NAS
security context created by the 5G AKA based primary authentication and key agreement procedure and the UE accept
received security mode command (see subclause 5.4.2.3), the ME shall:

a) deletethevalid Kause and the valid Ksear, if any; and

b) consider the new K ause to be the valid K ausr, and the new K sear to be the valid Ksear, reset the SOR counter
and the UE parameter update counter to zero, and store the valid Kause, the valid Ksear, the SOR counter and the
UE parameter update counter as specified in annex C and use the valid Kausr in the verification of SOR
transparent container and UE parameters update transparent container, if any are received.

NOTE: The AMF does not perform a security mode control procedure when the 5G AKA based primary
authentication procedure successfully authenticates a 5G ProSe layer-3 remote UE accessing the network
viaa5G ProSe layer-3 UE-to-network relay UE served by the AMF.

5422 NAS security mode control initiation by the network

The AMF initiates the NAS security mode control procedure by sending a SECURITY MODE COMMAND message
to the UE and starting timer T3560 (see example in figure 5.4.2.2).

The AMF shall reset the downlink NAS COUNT counter and use it to integrity protect the initial SECURITY MODE
COMMAND message if the security mode control procedure isinitiated:
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a) to takeinto usethe security context created after a successful execution of the 5G AKA based primary
authentication and key agreement procedure or the EAP based primary authentication and key agreement
procedure; or

b) upon receipt of REGISTRATION REQUEST message, if the AMF needs to create a mapped 5G NAS security
context (i.e. the type of security context flag is set to "mapped security context” in the ngK Sl 1E included in the
SECURITY MODE COMMAND message).

The AMF shall send the SECURITY MODE COMMAND message unciphered, but shall integrity protect the message
with the 5G NAS integrity key based on Kamr or mapped K'amre indicated by the ngK Sl included in the message. The
AMF shall set the security header type of the message to "integrity protected with new 5G NAS security context".

The AMF shall create alocally generated K amr and send the SECURITY MODE COMMAND message including an
ngK Sl vauein the ngK Sl |E set to "000" and 5G-1A0 and 5G-EAOQ as the selected NAS security a gorithms only when
the security mode control procedure isinitiated:

a) during aninitia registration procedure for emergency servicesif no valid 5G NAS security context is available;

b) during aregistration procedure for mobility and periodic registration update for a UE that has an emergency
PDU session if no valid 5G NAS security context is available;

¢) during a service request procedure for a UE that has an emergency PDU session if no valid 5G NAS security
context isavailable; or

d) after afailed primary authentication and key agreement procedure for a UE that has an emergency PDU session
or is establishing an emergency PDU session, if continued usage of avalid 5G NAS security context is not
possible.

When the AMF sends the SECURITY MODE COMMAND message including an ngK Sl value in the ngK Sl |E set to
"000" and 5G-1A0 and 5G-EAOQ as the selected NAS security algorithms, if:

a) the AMF supports N26 interface;

b) the UE set the S1 mode bit to "S1 mode supported” in the 5SGMM capability |E of the REGISTRATION
REQUEST message; and

¢) the security mode control procedure isinitiated during aninitial registration procedure for emergency services,
during aregistration procedure for mobility and periodic registration update for a UE that has an emergency
PDU session, or during a service request procedure for a UE that has an emergency PDU session,

the SECURITY MODE COMMAND message shall also include the Selected EPS NAS security agorithms |E. The
selected EPS NAS security algorithms shall be set to EIAQ and EEAO.

The UE shall processa SECURITY MODE COMMAND message including an ngK Sl valuein the ngKS! |E set to
"000" and 5G-1A0 and 5G-EAO0 as the selected NAS security algorithms and, if accepted, create alocally generated
K ame when the security mode control procedure is initiated:

a) during aninitial registration procedure for emergency services,

b) during aregistration procedure for mobility and periodic registration update for a UE that has an emergency
PDU session;

¢) during a service request procedure for a UE that has an emergency PDU session; or

d) after aprimary authentication and key agreement procedure for a UE that has an emergency PDU session or is
establishing an emergency PDU session.

NOTE 1. The processfor creation of the locally generated Kame by the AMF and the UE isimplementation
dependent. The Kawmr is specified in 3GPP TS 33.501 [24].

Upon receipt of a REGISTRATION REQUEST message, if the AMF does not have the valid current 5G NAS security
context indicated by the UE, the AMF shall either:

a) indicate the use of the new mapped 5G NAS security context to the UE by setting the type of security context

flag in the ngK Sl | E to "mapped security context” and the KSI value related to the security context of the source
system; or
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b) set the ngKSl value to "000" in the ngK Sl IE if the AMF sets 5G-1A0 and 5G-EAOQ as the selected NAS security
algorithms for a UE that has an emergency PDU session.

Upon receipt of aREGISTRATION REQUEST message, if the AMF has the valid current 5G NAS security context
indicated by the UE, the AMF supports N26 interface and the UE set the S1 mode hit to "S1 mode supported” in the
5GMM capability I1E of the REGISTRATION REQUEST message and the UE is not registered for disaster roaming,
the AMF shall check whether the selected EPS NAS security algorithms was successfully provided to the UE. If not, the
AMF shall initiate the NAS security mode control procedure by sending a SECURITY MODE COMMAND message
with the Selected EPS NAS security algorithms IE to the UE.

While having a current mapped 5G NAS security context with the UE, if the AMF needsto take the native 5G NAS
security context into use, the AMF shall include the ngK Sl that indicates the native 5G NAS security context in the
SECURITY MODE COMMAND message.

The AMF shall include the replayed security capabilities of the UE (including the security capabilities with regard to
NAS, RRC and UP (user plane) ciphering as well as NAS and RRC integrity, and other possible target network security
capabilities, i.e. E-UTRAN if the UE included them in the message to network), the selected 5GS ciphering and
integrity algorithms and the ngK SlI.

If aUE isaready registered over one accessto a PLMN and the AMF decides to skip primary authentication and key
agreement procedure when the UE attempts to register over the other access to the same PLMN, the AMF shall take
into use the UE's current 5G NAS security context over the other access that the UE is registering. In this case,
SECURITY MODE COMMAND message is not sent to the UE.

If the UE is registered to the same AMF and the same PLMN over both 3GPP access and non-3GPP access, and the UE
isin 5GMM-CONNECTED mode over both the 3GPP and non-3GPP accesses, then at any time the primary
authentication and key agreement procedure has successfully completed over:

a) the 3GPP access, the AMF includes the ngK Sl in the SECURITY MODE COMMAND message over the 3GPP
access. When the AMF sends the SECURITY MODE COMMAND message to UE over the non-3GPP access to
take into use the new 5G NAS security context, the AMF shall include the same ngK Sl in the SECURITY
MODE COMMAND message to identify the new 5G NAS security context; or

b) the non-3GPP access, the AMF includes the ngK Sl in the SECURITY MODE COMMAND message over the
non-3GPP access. When the AMF sends the SECURITY MODE COMMAND message to UE over the 3GPP
access to take into use the new 5G NAS security context, the AMF shall include the same ngK Sl in the
SECURITY MODE COMMAND message to identify the new 5G NAS security context.

The AMF may initiate a SECURITY MODE COMMAND in order to change the 5G security algorithms for a current
5G NAS security context already in use. The AMF re-derives the 5G NAS keys from K amr with the new 5G algorithm
identities as input and provides the new 5GS algorithm identities within the SECURITY MODE COMMAND message.
The AMF shall set the security header type of the message to "integrity protected with new 5G NAS security context”.

If, during an ongoing registration procedure, the AMF isinitiating a SECURITY MODE COMMAND (i.e. after
receiving the REGISTRATION REQUEST message, but before sending a response to that message) and:

a) the REGISTRATION REQUEST message does not successfully pass the integrity check at the AMF; or

b) the AMF can not decipher the value part of the NAS message container 1E in the REGISTRATION REQUEST
message;

the AMF shall include the Additional 5G security information IE with the RINMR bit set to "Retransmission of the
initial NAS message requested” in the SECURITY MODE COMMAND message requesting the UE to send the entire
REGISTRATION REQUEST message in the SECURITY MODE COMPLETE message as described in

3GPP TS 33.501 [24].

NOTE 2: The AMF uses the UE security capability which was provided by the UE.

If, during an ongoing service request procedure for a UE with an emergency PDU session, the AMF isinitiating a
SECURITY MODE COMMAND (i.e. after receiving the SERVICE REQUEST message or the CONTROL PLANE
SERVICE REQUEST message, but before sending a response to that message) and the SERVICE REQUEST message
or the CONTROL PLANE SERVICE REQUEST message does not successfully pass the integrity check at the AMF,
the AMF shall include the Additional 5G security information |E with the RINMR bit set to " Retransmission of the
initial NAS message requested" in the SECURITY MODE COMMAND message requesting the UE to send the entire:
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a) SERVICE REQUEST message; or

b) CONTROL PLANE SERVICE REQUEST message excluding non-cleartext |1Es, except the Uplink data status
IE if needed (see subclause 5.4.2.3);

inthe SECURITY MODE COMPLETE message as described in 3GPP TS 33.501 [24].
Additionally, the AMF may request the UE to include its IMEISV in the SECURITY MODE COMPLETE message.

If the AMF supports N26 interface and the UE set the S1 mode bit to " S1 mode supported” in the 5GMM capability 1E
of the REGISTRATION REQUEST message and the AMF needs to provide the selected EPS NAS security algorithms
to the UE, the AMF shall select ciphering and integrity algorithms to be used in the EPS and indicate them to the UE
viathe Selected EPS NAS security algorithms |E in the SECURITY MODE COMMAND message.

NOTE 3: The ASand NAS security capabilities are the same, i.e. if the UE supports one algorithm for NAS, the
same algorithm is aso supported for AS.

If the AMF performs horizontal key derivation e.g. during the mobility and periodic registration update or when the UE
isalready registered in the PLMN with another access type as described in 3GPP TS 33.501 [24], the AMF shall
include horizontal derivation parameter in the SECURITY MODE COMMAND message.

If the security mode control procedure is initiated after successful EAP based primary authentication and key agreement
procedure and the security mode control procedure intends to bring into use the partial native 5G NAS security context

created by the EAP based primary authentication and key agreement procedure, the AMF shall set the EAP message |IE
of the SECURITY MODE COMMAND message to an EAP-success message to be sent to the UE.

UE AMF
ECURITY MODE MMAND
< SECU ODECO Start T3560
SECURITY MODE COMPLETE . Stop T3560
OR
SECURITY MODE REJECT
> Stop T3560

Figure 5.4.2.2: Security mode control procedure

5.4.2.3 NAS security mode command accepted by the UE

Upon receipt of the SECURITY MODE COMMAND message, the UE shall check whether the security mode
command can be accepted or not. Thisis done by performing the integrity check of the message, and by checking that
the received Replayed UE security capabilities |E has not been altered compared to the latest values that the UE sent to
the network.

When the SECURITY MODE COMMAND message includes an EAP-success message the UE handles the EAP-
success message and the ABBA as described in subclause 5.4.1.2.2.8,5.4.1.2.3.1,5.4.1.2.3A.1 and 5.4.1.2.3B.1.

If:

a) theUE isregistered for emergency services, performing initial registration for emergency services, establishing
an emergency PDU session or has an emergency PDU session established;

b) the W-AGF acts on behalf of the FN-RG; or
c) the W-AGF acts on behalf of the N5SGC device,
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and the SECURITY MODE COMMAND message is received with ngK Sl value "000" and 5G-1A0 and 5G-EAOQ as
selected 5G NAS security algorithms, the UE shall locally derive and take in use 5G NAS security context. The UE
shall delete existing current 5G NAS security context.

The UE shall accept a SECURITY MODE COMMAND message indicating the "null integrity protection algorithm"
5G-1A0 asthe selected 5G NAS integrity algorithm only if the message is received when

a) the UE isregistered for emergency services, performing initial registration for emergency services, establishing
an emergency PDU session or has an emergency PDU session established; or

b) the W-AGF acts on behalf of the FN-RG; or
c) the W-AGF acts on behalf of the N5SGC device.

If the type of security context flag included in the SECURITY MODE COMMAND message is set to "native security
context" and if the ngK SI matches a valid non-current native 5G NAS security context held in the UE while the UE has
amapped 5G NAS security context as the current 5G NAS security context, the UE shall take the non-current native 5G
NAS security context into use which then becomes the current native 5G NAS security context and delete the mapped
5G NAS security context.

The UE shall ignore the Replayed S1 UE security capabilities |E if this|E isincluded in the SECURITY MODE
COMMAND message.

If the SECURITY MODE COMMAND message can be accepted, the UE shall take the 5G NAS security context
indicated in the message into use. The UE shall in addition reset the uplink NAS COUNT counter if:

a) the SECURITY MODE COMMAND message isreceived in order to take a 5G NAS security context into use
created after a successful execution of the 5G AKA based primary authentication and key agreement procedure
or the EAP based primary authentication and key agreement procedure; or

b) the SECURITY MODE COMMAND message received includes the type of security context flag set to "mapped
security context” in the NAS key set identifier 1E the ngK Sl does not match the current 5G NAS security
context, if it isamapped 5G NAS security context.

If the SECURITY MODE COMMAND message can be accepted and a new 5G NAS security context is taken into use
and SECURITY MODE COMMAND message does not indicate the "null integrity protection algorithm" 5G-1A0 asthe
selected NAS integrity agorithm, the UE shall:

- if the SECURITY MODE COMMAND message has been successfully integrity checked using an estimated
downlink NAS COUNT equal to 0, then the UE shall set the downlink NAS COUNT of this new 5G NAS
security context to O;

- otherwise the UE shall set the downlink NAS COUNT of this new 5G NAS security context to the downlink
NAS COUNT that has been used for the successful integrity checking of the SECURITY MODE COMMAND

message.

If the SECURITY MODE COMMAND message includes the horizontal derivation parameter indicating "Kawmr
derivation is required”, the UE shall derive a new K'awmr, as specified in 3GPP TS 33.501 [24] for Kame to K'ame
derivation in mobility, and set both uplink and downlink NAS COUNTs to zero. When the new 5G NAS security
context istaken into use for current access and the UE is registered with the same PLMN over the 3GPP access and the
non-3GPP access:

a) theUE isin 5GMM-IDLE mode over the non-current access, the AMF and the UE shall activate the new 5G
NAS security context over the non-current access as described in 3GPP TS 33.501 [24]. The AMF and the UE
shall set the downlink NAS COUNT and uplink NAS COUNT to zero for the non-current access; or

b) the UEisin 5GMM-CONNECTED mode over the non-current access, the AMF shall send the SECURITY
MODE COMMAND message over the non-current access to activate the new 5G NAS security context that was
activated over the current access as described in 3GPP TS 33.501 [24]. The AMF shall include the same ngK Sl
inthe SECURITY MODE COMMAND message to identify the new 5G NAS security context.

If the SECURITY MODE COMMAND message includes the horizontal derivation parameter indicating "Kame
derivation is not required” or the Additional 5G security information | E is not included in the message, the UE is
registered with the same PLMN over the 3GPP access and non-3GPP access, then after the completion of a security
mode control procedure over the current access:

ETSI



3GPP TS 24.501 version 17.8.0 Release 17 226 ETSI TS 124 501 V17.8.0 (2022-10)

a) theUEisin 5GMM-IDLE mode over the non-current access, the AMF and the UE shall activate the new 5G
NAS security context for the non-current access. If a primary authentication and key agreement procedure was
completed before the security mode control procedure, the AMF and the UE shall set the downlink NAS
COUNT and uplink NAS COUNT to zero for the non-current access, otherwise the downlink NAS COUNT and
uplink NAS COUNT for the non-3GPP access are not changed; or

b) the UEisin 5GMM-CONNECTED mode over the non-current access, the AMF shall send the SECURITY
MODE COMMAND message over the non-current access to activate the new 5G NAS security context that was
activated over the current access as described in 3GPP TS 33.501 [24]. The AMF shall include the same ngK Sl
inthe SECURITY MODE COMMAND message to identify the new 5G NAS security context.

If the SECURITY MODE COMMAND message can be accepted, the UE shall send aSECURITY MODE
COMPLETE message integrity protected with the selected 5GS integrity algorithm and the 5G NAS integrity key based
on the Kame or mapped K'amr if the type of security context flag is set to "mapped security context" indicated by the
ngK Sl. When the SECURITY MODE COMMAND message includes the type of security context flag set to "mapped
security context" inthe NAS key set identifier |E, then the UE shall check whether the SECURITY MODE
COMMAND message indicates the ngK Sl of the current 5GS security context, if it isa mapped 5G NAS security
context, in order not to re-generate the K'ame.

Furthermore, if the SECURITY MODE COMMAND message can be accepted, the UE shall cipher the SECURITY
MODE COMPLETE message with the selected 5GS ciphering a gorithm and the 5GS NAS ciphering key based on the
Kawme or mapped K'ame indicated by the ngKSl. The UE shall set the security header type of the message to "integrity
protected and ciphered with new 5G NAS security context".

From this time onward the UE shall cipher and integrity protect all NAS signalling messages with the selected 5GS
integrity and ciphering algorithms.

If the AMF indicated in the SECURITY MODE COMMAND message that the IMEISV is requested and:
a) if the UE:

1) supports at least one 3GPP access technology, the UE shall include its IMEISV in the IMEISV |E of the
SECURITY MODE COMPLETE message; or

2) does not support any 3GPP access technology (i.