ETS| TS 124 327 V8.3.0 (2009-09)

Technical Specification

Digital cellular telecommunications system (Phase 2+);

Universal Mobile Telecommunications System (UMTS);

LTE;

Mobility between 3GPP Wireless Local Area Network (WLAN)
interworking (I-WLAN) and 3GPP systems;

General Packet Radio System (GPRS) and 3GPP I-WLAN aspects;
Stage 3

(B3GPP TS 24.327 version 8.3.0 Release 8)

p
g e Lte

—

D




3GPP TS 24.327 version 8.3.0 Release 8 1 ETSI TS 124 327 V8.3.0 (2009-09)

Reference
RTS/TSGC-0124327v830

Keywords
GSM, LTE, UMTS

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - NAF 742 C
Association a but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° 7803/88

Important notice

Individual copies of the present document can be downloaded from:
http://www.etsi.org

The present document may be made available in more than one electronic version or in print. In any case of existing or
perceived difference in contents between such versions, the reference version is the Portable Document Format (PDF).
In case of dispute, the reference shall be the printing on ETSI printers of the PDF version kept on a specific network drive
within ETSI Secretariat.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
http://portal.etsi.org/tb/status/status.asp

If you find errors in the present document, please send your comment to one of the following services:
http://portal.etsi.org/chaircor/ETSI_support.asp

Copyright Notification

No part may be reproduced except as authorized by written permission.
The copyright and the foregoing restriction extend to reproduction in all media.

© European Telecommunications Standards Institute 2009.
All rights reserved.

DECT™, PLUGTESTS™, UMTS™, TIPHON™, the TIPHON logo and the ETSI logo are Trade Marks of ETSI registered
for the benefit of its Members.
3GPP™is a Trade Mark of ETSI registered for the benefit of its Members and of the 3GPP Organizational Partners.
LTE™ is a Trade Mark of ETSI currently being registered
for the benefit of its Members and of the 3GPP Organizational Partners.
GSM® and the GSM logo are Trade Marks registered and owned by the GSM Association.

ETSI


http://www.etsi.org/
http://portal.etsi.org/tb/status/status.asp
http://portal.etsi.org/chaircor/ETSI_support.asp

3GPP TS 24.327 version 8.3.0 Release 8 2 ETSI TS 124 327 V8.3.0 (2009-09)

Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web
server (http://webapp.etsi.org/| PR/home.asp).

Pursuant to the ETSI IPR Palicy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword
This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities, UMTS identities or
GSM identities. These should be interpreted as being references to the corresponding ETSI deliverables.

The cross reference between GSM, UMTS, 3GPP and ETS! identities can be found under
http://webapp.etsi.org/key/queryform.asp.

ETSI


http://webapp.etsi.org/IPR/home.asp
http://webapp.etsi.org/key/queryform.asp

3GPP TS 24.327 version 8.3.0 Release 8 3 ETSI TS 124 327 V8.3.0 (2009-09)

Contents

INtellectual Property RIGNES.... ..ottt b e b nr e nen e 2
0 Yo (o SRS 2
0= 11 o SOOI 5
1 o010 PR 6
2 L= £ 101 6
3 Definitions and @DDreVIELIONS...........ooveieieirier ettt ne e 7
31 D= T aT] (0] TP PR PR UPTPRUSUSII 7
3.2 ADDIEVIBLIONS ...ttt b b h e h et e e s e e e b e e bt e bt eh e e e et sheeb e e Rt e he e e e e e besheebenaeeneennen 7
4 LT 0T - S 7
41 L0 o= PSR 7
4.2 0= 11 (=SSR 8
5 [-WLAN MODIlITY PrOCEAUIES .......ccuetiteiteeeeee ettt ettt sr e e e et n e nnenne e 8
51 FNITTBI GEEBICN..... e b et e e se e bbbt et e s e e sr e bRt bt ne e 8
511 GBINENAL ...ttt bbb R R e E e R R e R SRR e R e eR £ e R e Rt Rt b e e ae e e e e e eE e benaeebe e enn s 8
5.1.2 L] o] 0= 1 == S PSS 8
5121 LT 07 | R 8
5122 Discovery of the HOme Agent 8dArESS..........ooviiriiiiirieeee e 9
5123 Security association establishment and 1Pv6 home network prefix assignment ...........ccccoeveeevenecneene 9
51.24 HOME IINK QELECLION ...ttt sttt s et e eesee st e sneeneeneenean 9
5125 Initial binding registration and |Pv4 home address assignment ...........ooeovvereeneneieseseee e 10
513 NEIWOIK PIrOCEAUIES. ...ttt et h e bbbt b e b e bt b et bese et b se et et e 10
5131 GPRS SYSEIMS GSDECES. ... cuteiteie ittt site ettt et ste e et e st e b s e sbe e st e e s bee st e e sbeesabeesbeesbeeenseeenbaeenseeenes 10
5132 BGPP I-WLAN @YPECES ...veueeverteietirtesietiete et seese st see st sae e sbeseeseese st ensebeseensesesbensesesbensesesseneenessensenennas 10
5.1.3.3 LN 0101~ o 0] =~ S 10
51.33.1 Security association establishment and 1Pv6 home network prefix assignment............ccccevevvenenes 10
5.1.3.3.2 Initial binding registration and 1Pv4 home address asSignment ..........ccccvevveevereeneeneesessensee e 10
52 [ P20 (01 TSPV RPN 10
521 (71 USRS 10
522 Handover from GPRS systemS t0 3GPP [-WLAN ..ot 11
5221 UE PIOCEOUNES......cveieueeteiteeete sttt et ettt bbbt s b s e bt e b se e bt e b e s e e b e eb e se e b e eb e ne e bt e b e neeseebesb et ebesee e et e sbenenens 11
5222 INELEWOIK PrOCEAUIES ...ttt ettt ettt sttt ettt b e et b e et eb e b e bt s b e ne e bt b seeb e se et ebesbe e et e sbennenens 11
52221 SGPP I-WLAN @SPECES....cuteiieiieeieeieertee ittt ettt e st e ste e et e eesaeeeseesaeesbeesbeesseasesneesaeesaeanseenseans 11
52222 L L= o= L= TSR 11
523 Handover from 3GPP [-WLAN 10 GPRS SYSIEMIS .......ccuveiiieieiie e seeseeseeeste e see e tee e e e e saesas e snes 11
5231 L] o010 [ =SS 11
5.2.3.2 N L AT 0T Qo0 Tor = [ =SS 12
52321 GPRS SYSIEIMS ASDECES. .. itiiitee ittt sttt st st e sttt e et e st e e eabe e sabeesabeesabeesabeesbeeenreeen 12
52322 L L= o= £ TSSO 12
5.3 D<= o: o LSOO 12
531 (€71 O RS 12
532 UE PrOCEUUIES ...ttt ettt sttt sttt b bbb e h e b s e h e e b s e e bt b s e e he e b e e e bt e b e ee et b e ne et ebenbeneeb e s ene e 12
5321 NetWOrk-iNitiated AELACN ... ....e et sr e neeneen 12
5322 0N L 1= o o L= - o o TSRO 12
533 NEIWOIK PIrOCEAUIES. ...ttt bbbt bbbt b e b e bt b e et e b e e et b ne et eb e s 12
5331 GPRS SYSEIMS GSDECES. ... cutiiteie ittt siee ettt st e et e st e b s sbe e st e e nbee st e e s beesabeesbeeebeeeaseeenbaeenseeenes 12
5332 BGPP I-WLAN @YPECES ...veueeverteietirtesietiete et seese st see st sae e sbeseeseese st ensebeseensesesbensesesbensesesseneenessensenennas 12
5333 L TN o= £ RPN 12
54 Protection of DSMIPVE tUNNE! TrEFTIC ......coviiiiiieieeeee e e e s 12
54.1 (=0T o TSRS PSPSSN 12
542 UE PrOCEUUIES .....ccveteeete sttt sttt sttt b s b et b e e bt b se bt e b s e e bt b s e e he e b e e e bt e b e sb e st e b e se et ebenbeneebe s eneee 13
54.3 HA PIOCEUUNES. ..ottt bbbt b e h e e bt e e h e b s e e bt b e e e bt e b e ss e st e b e e et eb et et ebe s eneee 13
Annex A (normative): M ESSAGE AELAIIS......ccueceeeie e e e 14

ETSI



3GPP TS 24.327 version 8.3.0 Release 8 4 ETSI TS 124 327 V8.3.0 (2009-09)

N A €= 0T - ST 14
A.2 |-WLAN Mobility Specific DSMIPv6 Information Elements...........ccccevieeiiiicce e 14
A.21 LT 0T PSR RSRR 14
A.2.2 [-WLAN Mobility Access POINt NAME (APN) ..ot 14
Annex B (normative): IKEV2 Configuration Payload attributes..........ccccoeveveveiceece e, 15
2 30 R = o1 SRS 15
Annex C (informative): Deployment cases for access system ashomelink.........cccceevveeveieceeene, 16
LT €7 07 - USSR 16
C.2 Accesssystem as Home [ink in COlOCAIEA CASE.........c.oouririrerirerieste s 16
C.3 Accesssystem as Home link in NON-COIOCAEA CASE.........ccoviieie e 16
Annex D (informative): ChangE hiStOrY ....ocueciiiecec e et 18
L TS 0] Y USSR 19

ETSI



3GPP TS 24.327 version 8.3.0 Release 8 5 ETSI TS 124 327 V8.3.0 (2009-09)

Foreword
This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where:
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

This document specifies the signalling procedures for handling the mobility of a UE between 3GPP Wireless Local
Area Network Interworking (I-WLAN) and GPRS systems.

The present document is applicable to the User Equipment (UE) and the network nodes supporting mobility between
3GPP I-WLAN and GPRS systems.

In addition, the present document specifies the procedures used between the UE and the network nodes for the attach
and the detach cases. It also specifies how the UE performs handover when moving from 3GPP I-WLAN to GPRS
systems and vice-versa.

This document is based on DSMIPv6 procedures specified in 3GPP TS 24.303 [3] and will specify additional details
specific to the 3GPP I-WLAN and GPRS systems in the context of mobility.

2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

o References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

o For aspecific reference, subsequent revisions do not apply.

e For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[2] 3GPP TS 23.327: "Mobility between 3GPP-Wireless Local Area Network (WLAN) Interworking
and 3GPP Systems'.

[3] 3GPP TS 24.303: "Mobility management based on Dual-Stack Mobile IPv6".

[4] 3GPP TS 24.008: "Mobile Radio Interface Layer 3 specification; Core network protocols'.

[5] 3GPP TS 24.234: "3GPP system to Wireless Local Area Network (WLAN) interworking; WLAN
User Equipment (WLAN UE) to network protocols'.

[6] 3GPP TS 29.061: "Interworking between the Public Land Mobile Network (PLMN) supporting
packet based services and Packet Data Networks (PDN)".

[7] 3GPP TS 29.161: "Interworking between the Public Land Mobile Network (PLMN) supporting
packet based services with Wireless Local Area Network (WLAN) Access and Packet Data
Networks (PDN)".

[8] IETF RFC 4877 (April 2007): "Mobile IPv6 Operation with IKEv2 and the Revised |Psec
Architecture”.

[9] IETF RFC 4306 (December 2005): "Internet Key Exchange (IKEv2) Protocol”.

[10] IETF RFC 5555 (June 2009): "Mobile IPv6 Support for Dual Stack Hosts and Routers”.

[11] IETF RFC 3776 (June 2004): "Using | Psec to Protect Mobile |Pv6 Signaling Between Mobile
Nodes and Home Agents".

[12] IETF RFC 3775 (June 2004): "Mobility Support in |Pv6".

[13] Void.
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[14] 3GPP TS 33.402: "3GPP System Architecture Evolution (SAE); Security aspects of hon-3GPP
accesses'.

[15] Void.

[16] 3GPP TS 29.282: "Mobile IPv6 vendor specific option format and usage within 3GPP".

[17] 3GPP TS 24.302: "Access to the 3GPP Evolved Packet Core (EPC) via non-3GPP access
networks, Stage 3".

[18] IETF RFC 5026 (October 2007): "Maobile IPv6 Bootstrapping in Split Scenario”.

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following
apply.

Home Agent: The HA functionality consistsin the DSMIPv6 anchor point functionality described in
IETF RFC 5555 [10] and IETF RFC 4877 [8]. Based on 3GPP TS 23.327 [2] the HA functionality may be implemented
as a stand-alone entity, or collocated with the GGSN or the PDG.

H1: Thisisthe reference point for signalling and user data transfer between UE and HA.
For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.303 [3] apply:

Home Network Prefix

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
3GPP TR 21.905 [1].

DSMIPv6 Dual-Stack MIPv6
HA Home Agent
HNP Home Network Prefix
IKEv2 Internet Key Exchange version 2
PDG Packet Data Gateway
4 General
4.1 Overview

This specification defines the solution to handle the mobility between 3GPP I-WLAN and GPRS systems. Such solution
relieson DSMIPv6 protocol which is specified in IETF RFC 5555 [10] and IETF RFC 3775 [12] and is used to model
the H1 reference point between the UE and the HA function. The H1 reference point enables the UE to handover from
3GPP I-WLAN towards GPRS systems, and vice-versa, and granting session continuity by means of a DSMIPv6
signalling and an IP tunnel between UE and HA functions. This specification specifies only the procedures which are
specific to I-WLAN mobility scenarios and relies on 3GPP TS 24.303 [3] for DSMIPv6 procedures. In this
specification, DSMIPv6 signalling is secured as specified in IETF RFC 4877 [8]: IKEv2 exchange is performed by the
UE with the HA before tunnel establishment. The details of the security aspects are specified in 3GPP TS 33.402 [14].
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4.2 Identities

Asidentification towards the HA, the UE shall use the same identities as described in 3GPP TS 24.303 [3]. To identify
the desired HA, the UE shall use the HA-APN as specified in 3GPP TS 24.303 [3].

The UE shall use the same identities as specified in 3GPP TS 24.008 [4] to access GPRS systems.
The UE shall use the same identities as specified in 3GPP TS 24.234 [5] to access 3GPP [-WLAN.

5 I-WLAN mobility procedures

5.1 Initial attach

51.1 General

The attach procedure is performed by the UE when connecting to GPRS systems or to 3GPP [-WLAN. After
completion of the attach procedure, H1 PDN attach may be performed. Through H1 PDN attach, the UE receives al the
required parameters and information enabling the continuity of the session. The information is retrieved through the
following procedures:

- Discovery of the home agent address. the UE needs to discover the IPv6 address and eventually the IPv4
address of the HA.

- Security association establishment: if not on its home link, the UE needs to establish IPsec security
associations with the HA in order to secure the DSMIPv6 signalling as specified in 3GPP TS 33.402 [14].
IKEv2, defined in IETF RFC 4877 [8], is used to establish | Psec security association.

- IPv6 home network prefix assignment and home link detection: the UE needs to be assigned an |Pv6
Network Prefix of its home network in order to configure a global unicast home address to be used in DSMIPv6
and to perform the home link detection.

- IPv4 home address assignment: optionally, a dual-stack UE can also request to be assigned an 1Pv4 home
address to be used for example for 1Pv4-only applications.

- Initial binding registration: unless the home link detection procedure indicates the UE is at home, the UE
sends a Binding Update message to perform itsinitial registration with the HA.

5.1.2 UE procedures

51.2.1 General

When connecting to GPRS systems, the UE shall perform the GPRS attach procedure and establish a PDP context as
described in 3GPP TS 24.008 [4]. During the PDP context activation procedure, the UE may request the HA |P
address(es) and the Home Network Prefix. If the home network prefix is pre-configured or obtained from the GGSN,
the UE shall perform the home link detection procedure as described in subclause 5.1.2.4. If the UE ison its home link,
the UE shall not perform the H1 PDN attach. If the UE is not on the home link or does not have a HNP yet, the UE shall
discover the HA address as described in subclause 5.1.2.2 if the UE does not have the HA address, and then shall
perform the H1 PDN attach procedure.

When connecting to the 3GPP I-WLAN, the UE shall perform the I-WLAN attach procedure as described in

3GPP TS 24.234 [5]. During the tunnel setup to the PDG, the UE may request a HA |P address or aHNP, or both, as
described in annex B. If the home network prefix is pre-configured in the UE or obtained from the PDG as described in
annex B, the UE shall perform the home link detection procedure as described in subclause 5.1.2.4. If the UE ison its
home link, the UE shall not perform the H1 PDN attach. If the UE is not on the home link or does not have a HNP yet,
the UE shall discover the HA address as described in subclause 5.1.2.2 if the UE does not already have the HA address,
and then perform the H1 PDN attach procedure.

The H1 PDN attach procedure involves the following tasks:
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- IPsec security associations' establishment and 1Pv6 home network prefix assignment;
- homelink detection, if this procedure was not performed during the attachment; and

- initia binding registration if the UE is not at its home link.

5.1.2.2 Discovery of the Home Agent address
The first procedure the UE needs to perform for DSMIPv6 initial attach is the discovery of the node acting as the HA.
The UE discovers the IPv6 address and optionally the IPv4 address of the HA in one of the three following ways:

- viaDNSasdefined in 3GPP TS 24.303 [3];

- during the PDP context activation procedure in GERAN or UTRAN accesses via the Protocol Configuration
Options as defined in 3GPP TS 24.008 [4] if the HA IP addressis available in the GGSN; or

- vialKEv2 during tunnel setup with PDG for 3GPP I-WLAN as defined in annex B if the HA IP addressis
available in the PDG.

If the HA IP address(es) are available in the GGSN, the GGSN shall return the HA | P address(es) in the Protocol
Configuration Options during the PDP context activation procedure when attaching to the GERAN or UTRAN
accesses. If the HA P address(es) are not available in the GGSN, the UE shall discover the HA IP address(es) by DNS
if the UE wants to perform the handover to 3GPP I-WLAN.

If the UE requests the HA | P address(es) during the IPsec tunnel setup to PDG in 3GPP |-WLAN connection and if the
HA IP address(es) are available in the PDG, the PDG shall return the HA P address(es) in IKEv2 configuration
payload attributes as defined in annex B. If the HA I P address(es) are not available in the PDG, the UE shall discover
the HA 1P address(es) by DNS before performing the H1 PDN attach.

The UE shall support the HA discovery based on DNS and on Protocol Configuration Options. The UE may support the
HA discovery based on IKEv2.

The HA [P address(es) may also be pre-configured in the UE.

5.1.2.3 Security association establishment and IPv6 home network prefix assignment

The UE shall perform the security association establishment with the HA as specified in 3GPP TS 24.303 [3]. For this
procedure the UE shall support IKEv2 protocol and EAP over IKEV2 as described in IETF RFC 4306 [9]. The detailed
procedure and supported extensions for this step are specified in 3GPP TS 24.303 [3]. The UE may use either EAP-SIM
or EAP-AKA for authentication purposes.

During the IKEv2 exchange, the UE shall request an |Pv6 home network prefix as specified in 3GPP TS 24.303 [3].
The UE shall then auto-configure an 1Pv6 home address from the received prefix and create child SA as specified in
3GPP TS 24.303[3].

In the IKEvV2 signalling the UE should indicate the target PDN the UE wants to connect to in the IDr payload as
specified in 3GPP TS 24.303 [3].
5.1.2.4 Home link detection

The DSMIPv6 home link detection function is used by the UE to detect if, for a specific PDN, an access interface ison
the home link from DSMIPv6 perspective. The home link detection function for a specific PDN connection shall be
performed whenever the UE receives a new |Pv6 prefix, either at initial attach or after a handover.

The UE isinformed of the IPv6 prefix associated with a specific access interface. If the UE is connected to GPRS
systems, the UE knows the | Pv6 prefix viathe |Pv6 address autoconfiguration as described in 3GPP TS 29.061 [6]. If
UE is connected to the 3GPP I-WLAN, it knows the IPv6 prefix via IPv6 address autoconfiguration as described in
3GPPTS29.161 [7].

In the scenarios considered in this specification, the Home Network Prefix associated to the PDN connection can be
assigned:

- viaProtocol Configuration Options from the GGSN in GPRS systems as specified in 3GPP TS 24.008 [4];
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- vialPsec security associations bootstrap with the PDG in I-WLAN as specified in annex B;

- viathe establishment of |Psec security associations with the HA as specified in 3GPP TS 24.303 [3]
subclause 5.1.2.2; or

- the HNP may aso be pre-configured in the UE.
The home link detection procedure performed by the UE is specified in 3GPP TS 24.303 [3].

If the UE detectsit isin the home link for this specific PDN over the access interface, the UE shall not perform the H1
PDN attach. If the UE detectsit is not on the home link, the UE shall perform IKEv2 procedure for security associations
setup and | Pv6 prefix and optionally 1Pv4 HA assignment if the UE does not have a valid security association with the
HA, and then the UE shall send a Binding Update as specified in 3GPP TS 24.303 [3].

5.1.2.5 Initial binding registration and IPv4 home address assignment

After establishing the security association and obtaining the |Pv6 home network prefix and after performing the home
link detection, if not on the home link, the UE shall send a Binding Update message as specified in 3GPP TS 24.303 [3]
to register its |Pv6 home address with its care-of address.

The UE may also request in the Binding Update an 1Pv4 home address based on the procedure specified in
3GPPTS24.303[3].

5.1.3 Network procedures

5.1.3.1 GPRS systems aspects

During the PDP context activation procedure in GERAN or UTRAN accesses, if the HA | P address(es) and the HNP
are available in the GGSN, the GGSN shall provide them to the UE viathe Protocol Configuration Options as defined
in3GPP TS 24.008 [4].

5.1.3.2 3GPP I-WLAN aspects

During the IPsec tunnel establishment, if the UE requests the HA 1P address(es) or the HNP, or both, and if they are
available in the PDG, the PDG shall provide them to the UE viathe dedicated IKEv2 attributes as defined in annex B.
The HA [P address(es) are referred to the W-APN for which the I Psec tunnel is set-up and which was inserted in the
"IDr" payload of the IKE_AUTH request message to the PDG.

5.1.3.3 HA procedures

5.1.3.3.1 Security association establishment and IPv6 home network prefix assignment

The HA shall support the IKEv2 protocol and EAP over IKEv2 as described in IETF RFC 4306 [9]. The HA procedures
for security association establishment and |Pv6 home network prefix assignment are specified in 3GPP TS 24.303 [3].

5.1.3.3.2 Initial binding registration and IPv4 home address assignment

The HA procedures for initial binding registration and 1Pv4 home address assignment are specified in
3GPPTS24.303[3].

In addition, if the HA has the GGSN APN information, the HA shall send the APN to the UE in the Binding
Acknowledgement message using the 3GPP Vendor-Specific Access Point Name as specified in annex A.

52 Handover

521 General

The handover procedure is performed by the UE when it is moving from GERAN or UTRAN accesses to 3GPP |-
WLAN and vice-versa.
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5.2.2 Handover from GPRS systems to 3GPP I-WLAN

5.2.2.1 UE procedures

When the UE is connected to the GPRS systems and wants to move to 3GPP [-WLAN, the UE shall initiate the tunnel
establishment procedure towards the PDG as described in 3GPP TS 24.234 [5] and shall then perform the home link
detection as described in subclause 5.1.2.4:

- If the UE is not on the home link and does not know the HA 1P address, it shall perform the HA discovery
procedure as specified in subclause 5.1.2.2 and then perform the H1 PDN attach procedure with the HA. If the
UE aready knows the HA P address but has not established security associations with the HA, the UE shall
perform the H1 PDN attach with the HA after the attachment to the 3GPP I-WLAN. If available, the UE shall
provide its IPv6 Home Address to the HA during the IKE_AUTH request message in the configuration payload
INTERNAL_IP6_ADDRESS as described in IETF RFC 5026 [18]. If the UE has already a valid binding at the
HA, the UE shall send a Binding Update message to inform the HA of its new Care-of-Address, as specified in
3GPP TS 24.303 [3]. During the handover, the UE keeps using the GERAN or UTRAN accesses.

- If the UE ison the homelink, the UE shall send a Binding Update with lifetime set to 0 to remove the binding at
the HA as specified in 3GPP TS 24.303 [3].

Once the handover is completed, the UE should deactivate the PDP context and may initiated a detach procedure in the
GPRS system.

5.2.2.2 Network procedures

5.2.2.2.1 3GPP I-WLAN aspects

Once the UE is connected to the 3GPP I-WLAN and if the UE is on the home link for the PDN connection, the 3GPP |-
WLAN shall ensure that the UE obtains the | P address, which is the same as the Home Address, during the
establishment of the | Psec tunnel with the PDG.

5.2.2.2.2 HA aspects
Upon receiving of the Binding Update message from the UE, the HA shall behave as described in 3GPP TS 24.303 [3].

5.2.3 Handover from 3GPP I-WLAN to GPRS systems

5.23.1 UE procedures

When the UE is connected to the 3GPP I-WLAN and wants to move to GPRS systems, the UE shall perform the attach
and PDP context activation procedures as described in 3GPP TS 24.008 [4]. The APN provided by the UE in the PDP
context activation procedure is used by the SGSN to allocate the GGSN. When the HA and the GGSN are collocated,
the UE shall be connected to the GGSN that contains the HA function alocated in 3GPP I-WLAN. For that purpose, the
UE shall use the received APN in the Binding Acknowledgement message during H1 PDN attach for performing the
PDP context activation procedure. If no APN isreceived in the Binding Acknowledgement message during H1 PDN
attach, the UE shall use the pre-configured APN, if available, for performing the PDP context activation procedure.

Once the UE is attached to the GPRS system and after performing the PDP context activation procedure, it will receive
anew PDP address as a Care-of-Address. The UE shall then perform the home link detection procedure as specified in
subclause 5.1.2.4:

- If the UE isnot in the home link and does not know the HA address, the UE shall perform the HA address
discovery procedure as specified in subclause 5.1.2.2 and then perform the H1 PDN attach procedure with the
HA. If the UE already knows the HA address but does not have a valid binding at the HA, the UE shall perform
the H1 PDN attach procedure with the HA after the attachment to the GPRS system. If the UE has already a
valid binding at the HA, the UE shall send a Binding Update message as specified in 3GPP TS 24.303 [3].

- If the UE is on the home link, the UE shall send a Binding Update with lifetime set to 0 to remove the binding at
the HA as specified in 3GPP TS 24.303 [3].

Once the handover is completed, the UE should initiate tunnel disconnection from the 3GPP I-WLAN.
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5.2.3.2 Network procedures

5.2.3.2.1 GPRS systems aspects

Once the UE is connected to the GPRS system and if it is on the home link for a PDN connection, the GPRS system
shall ensure that the UE keeps the same Home Address during the PDP context activation procedure.

5.2.3.2.2 HA aspects
Upon receiving of the Binding Update message from the UE, the HA shall behave as described in 3GPP TS 24.303 [3].

5.3 Detach

531 General

The DSMIPV6 detach is performed by the UE to tear down the I P tunnel between the UE and the HA and the respective
IKEv2 session or by the network to inform the UE that it does not have access to a specific PDN through DSMIPv6 any
longer. After the detach procedure, the UE till has | P connectivity provided by the access network.

5.3.2 UE procedures

5321 Network-initiated detach

The network-initiated detach is based on the usage of the Binding Revocation Indication (BRI) message. When the UE
receives a BRI, it shall proceed as described in 3GPP TS 24.303 [3].

5322 UE-initiated detach

To detach from a specific PDN to which it is connected through a DSMIPv6 session, the UE shall de-register the
DSMIPv6 binding and tear down the | Psec security association as specified in 3GPP TS 24.303 [3].

5.3.3 Network procedures

5.33.1 GPRS systems aspects

Network detachment of the UE connected to GPRS systems is performed as described in 3GPP TS 24.008 [4]. This
procedure isindependent from H1 reference point procedures.

5.3.3.2 3GPP I-WLAN aspects

Network detachment of the UE connected to a 3GPP I-WLAN is performed as described in 3GPP TS 24.324 [5]. This
procedure is independent from H1 reference point procedures.

5.3.3.3 HA aspects

Once the HA receives atrigger for network-initiated detach procedure or a Binding Update with lifetime field set to O,
the HA shall proceed as described in the Dual-Stack Mobile IPv6 detach procedure in 3GPP TS 24.303 [3].

5.4 Protection of DSMIPV6 tunnel traffic

54.1 General

UE and HA may create a child security association using the IKEv2 session established as described in
subclause 5.1.2.3. This child security association is used to cipher or integrity protect, or both, all data traffic exchanged
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within the DSMIPv6 tunnel. The procedure isinitiated by the HA and may beinitiated at any time after the security
association between UE and HA has been set up. The support of this procedure is optional for both the HA and the UE.

5.4.2 UE procedures

When the UE receives a CREATE_CHILD_SA request from the HA with selectors indicating the DSMIPv6 tunnel
traffic, the UE should reply with a CREATE_CHILD_SA response selecting the preferred transform proposed by the
HA as specified in IETF RFC 4306 [9].

If the child SA is created successfully, the UE shall start ciphering or integrity protecting, or both, all the uplink packets
in the DSMIPv6 tunnel as negotiated with the HA during the CREATE_CHILD_SA procedure.

The UE may stop ciphering or integrity protecting, or both, the DSMIPv6 tunnel traffic. In order to do that, the UE shall
delete the respective child security association by sending an INFORMATIONAL request message including the
DELETE payload as specified in IETF RFC 4306 [9]. The protocol ID shall be set to 3 in order to indicate that only the
ESP SA shall be removed.

5.4.3 HA procedures

After establishing the I Psec security association with the UE as described in subclause 5.1.3.3, the HA may optionally
trigger the creation of a child security association to protect the traffic send viathe DSMIPv6 tunnel.

In order to activate the protection of DSMIPv6 tunnel traffic, the HA shall initiate the creation of a child security
association sending a CREATE_CHILD_SA request message to the UE. Inthe CREATE_CHILD_SA message the HA
shall request for an ESP security association; the HA shall also set the SA payload depending if integrity protection or
ciphering, or both, are needed as described in IETF RFC 4306 [9]. The traffic selectors shall be set as described in
subclause 5.2.4 of IETF RFC 3776 [11].

If the child security association is created successfully, the HA shall start ciphering or integrity protecting, or both, all
the downlink packetsin the DSMIPv6 tunnel as negotiated with the UE during the CREATE_CHILD_SA procedure.

At any time the HA may stop ciphering or integrity protecting, or both, the DSMIPv6 tunnel traffic. In order to do that,
the HA shall delete the respective child security association by sending an INFORMATIONAL request message
including the DELETE payload as specified in IETF RFC 4306 [9]. The protocol ID shall be set to 3 in order to indicate
that only the ESP SA shall be removed.
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Annex A (normative):
Message details

Al General

The DSMIPv6 messages described in annex A of 3GPP TS 24.303 [3] are applicable to this specification. Additional
mobility option(s) and message(s) are described in this section which is also applicable for the mobility between 3GPP
[-WLAN and GPRS systems.

A.2  I-WLAN Mobility Specific DSMIPv6 Information
Elements

A.2.1 General

This specification requires the encoding of additional I-WLAN Mobility Specific Information Elements for DSMIPv6
with the 3GPP Mobile IPv6 Option, as defined by 3GPP TS 29.282 [16]. The I-WLAN Mohility Specific Information
Elements defined by this specification are listed in the table A.2.1-1.

Table A.2.1-1: I-WLAN Mobility Specific DSMIPv6 Information Elements

I-WLAN Mobility Specific I-WLAN Mobility Specific DSMIPv6 Information
DSMIPv6 Information Elements description
Elements
I-WLAN Mobility Access Point [Subclause A.2.2
Name (APN)

The subtype for an I-WLAN Mobility Specific DSMIPv6 Information Element shall be reserved in

3GPP TS 29.282 [16]. The data format of the I-WLAN Mobility Specific DSMIPv6 Information Element shall be
defined in this specification. If the data format is defined by another specification, that specification shall be referenced
in the table above.

A.2.2 |I-WLAN Mobility Access Point Name (APN)

The purpose of the I-WLAN Mobility APN Information Element isto carry an APN if the HA is collocated with the
GGSN. The APN is used by the UE when handover is performed from 3GPP I-WLAN to GPRS.

The 3GPP Vendor-Specific Vendor Specific Access Point Name IE isdescribed in figure A.2.1-1 below:
Bits
Octets 8 7 6 5 4 3 2 1
1~n | Access Point Name (APN) |

Figure A.2.1-1: 3GPP Vendor-Specific Access Point Name (APN)
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Annex B (normative):
IKEv2 Configuration Payload attributes

B.1 General

When connecting to 3GPP I-WLAN, the UE may request the Home Agent IP address(es) or the Home Network Prefix,
or both, by including the corresponding attributesin an IKE_AUTH request message Configuration Payload of type
CFG_REQUEST as described below.

Upon receipt of an IKE_AUTH request message containing a request for HA 1P address(es) or HNP, or both, and after
authorization and authentication with the 3GPP AAA server as described in 3GPP TS 24.234 [5], and if availablein the
PDG, the PDG shall provide to the UE at least one of:

- the HA IPv6 address and optionally the HA 1Pv4 addressin the IKE_AUTH response CFG_REPLY
Configuration Payload as specified in 3GPP TS 24.302 [17]; or

- theIPv6 HNP as described in the HNP attribute is defined asMIP6_ HOME PREFIX attribute as described in
IETF RFC 5026 [18].

When the UE wants to have other PDN connections through the same PDG, the UE may discover the HA P address(es)
using DNS as defined in 3GPP TS 24.303 [3].
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Annex C (informative):
Deployment cases for access system as home link

C.1 General

3GPP TS 23.327 [2] describes how to handle the mobility between 3GPP I-WLAN and GPRS systems based on
DSMIPv6 protocol. Each system, GPRS or I-WLAN, can be the UE's home link or foreign link depending on the IP
prefix associated to the access systems.

The GPRS can be the UE's home link if the HNP is assigned in the router advertisement to the UE after PDP context
establishment. Otherwise, the GPRS access will be considered as aforeign link.

The I-WLAN can be the UE's home link if the HNP is assigned to the UE by PDG with an INTERNAL _IP6_SUBNET
attribute. Otherwise, the I-WLAN will be considered as aforeign link.

In both cases, the HA function is the anchor point of the UE mobility between 3GPP I-WLAN and GPRS systems.

This annex describes possible deployment cases where one of the access systems acts as the home link.

C.2  Access system as Home link in collocated case

In order to act as home link, the access system can have the HA function collocated.

For instance, the GPRS access can be the UE home link if the GGSN function and the HA function are logically
collocated. The UE receives HNP when attaching to GPRS access. In this case, the interface between GGSN and HA
function becomes an internal interface.

When the GGSN (or PDG) and the HA function are collocated, it is assumed that some information (e.g. UE binding
information) and the network resource (e.g. P address pool) are shared. Some kind of signalling between the two
functionsis necessary. How the information and resource are shared between the two functions is an implementation
issue, which is out of the scope of thisTS.

C.3  Access system as Home link in non-collocated case

When the GGSN (or PDG) and the HA function are not collocated, it is possible to make the access system act as home
link. Thisis possible only if the HA and the access are sharing the UE binding information and the UE 1P address
pool.The interactions for the HNP allocation is an implementation issue, which is out of the scope of thisTS. For
example, this can be achieved by using static HNP assignment, or dynmamic HNP assignment using RADIUS or DHCP
procedures.

If static IP address assignment is used, the UE's HNP is statically configured in the HSS. The GGSN or PDG receives
the static HNP from HSS or 3GPP AAA server during the authentication procedure, and assignsit to the UE.

If DHCP is used for dynamic HNP address assignment, the support of DHCPV6 prefix delegation option by the HA and
the access system acting as home link is required.

As an example for dynamic HNP allocation procedure at GGSN using RADIUS, the RADIUS procedure can be
triggered by a pre-configured APN at GPRS attachment procedure. The GGSN can be configured to request and release
aHNP for the given UE and given APN from an external server by using the Radius interface. The GGSN can receive
the UE's HNP from the RADIUS server during authentication of the UE. There are at |east two deployment options for
how to coordinate the UE's HNP assignment between GGSN and the RADIUS server:

- Onedternative isthat the HA acts asa RADIUS proxy or server. In this case, based on the received IMSI and
APN, the HA will retrieve the assigned HNP and return it back to the GGSN as part of the access accept

message.
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- Another adternativeisthat there is an external RADIUS server to which the GGSN communicates with directly.
The HA requests HNP of the UE from the same RADIUS external server at DSMIP bootstrapping procedures.
The RADIUS external server needs to allocate the same HNP to the UE based on the IMSI and APN when the
request is received from different network nodes.
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