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Foreword

This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document specifies the discovery and network selection procedures for access to 3GPP Evolved Packet
Core (EPC) via non-3GPP access networks and includes Authentication and Access Authorization using
Authentication, Authorization and Accounting (AAA) procedures used for the interworking of the 3GPP EPC and the
non-3GPP access networks.

The present document also specifies the Tunnel management procedures used for establishing an end-to-end tunnel
from the UE to the ePDG to the point of obtaining IP connectivity and includes the selection of the |P mobility mode.

The non-3GPP access networks considered in this present document are cdma2000® HRPD and Worldwide
Interoperability for Microwave Access (WiMAX), and any access technologies covered in 3GPP TS 23.402 [6]. The
present document also specifies UE accessto PLMN |P-based services via restrictive non-3GPP access networks
covered in 3GPP TS 33.402 [15]. These non-3GPP access networks can be trusted or untrusted access networks.

The present document is applicable to the UE and the network. In this technical specification the network isthe 3GPP
EPC.

NOTE: cdma2000® isaregistered trademark of the Telecommunications Industry Association (TIA-USA).

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[2] Void.

[2A] 3GPP TS 23.002: "Network architecture”.

[3] 3GPP TS 23.003: "Numbering, addressing and identification".

[4] 3GPP TS 23.122: "Non-Access-Stratum (NAS) functions related to Mobile Station (MS) inidle
mode".

[5] Void.

[5A] 3GPP TS 23.203: "Policy and Charging Control Architecture”.

[6] 3GPP TS 23.402: " Architecture enhancements for non-3GPP accesses'.

[6A] 3GPP TS 23.501: "System Architecture for the 5G System; Stage 2".

[7] Voaid.

(8] Void.

[9] 3GPP TS 24.234 v12.2.0: "3GPP System to Wireless Local Area Network (WLAN) interworking;
WLAN User Equipment (WLAN UE) to network protocols’.

[10] 3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS)".

[11] 3GPP TS 24.303: "Mobility management based on Dual-Stack Mobile IPv6".
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[12]

[13]

[14]

[14A]
[15]
[16]

[16A]
[16B]

[17]
[18]
[19]

[20]

[21]

[22]
(23]
[23A]

[24]
[25]
[26]
[27]
[28]
[29]
[30]
[31]

[32]
[33]

3GPP TS 24.304: "Mobility management based on Mobile IPv4; User Equipment (UE) - Foreign
Agent interface".

3GPP TS 24.312: " Access Network Discovery and Selection Function (ANDSF) Management
Object (MO)".

3GPP TS 25.304: "User Equipment (UE) proceduresin idle mode and procedures for cell
reselection in connected mode".

3GPP TS 25.331: "Radio Resource Control (RRC); Protocol Specification”.
3GPP TS 33.402: "3GPP System Architecture Evolution: Security aspects of non-3GPP accesses'.

3GPP TS 36.304: "Evolved Universal Terrestrial Radio Access (E-UTRA); User Equipment (UE)
proceduresin idle mode".

3GPP TS 45.008: "Radio Access Network; Radio subsystem link control™.

3GPP TS 36.331: "Evolved Universal Terrestrial Radio Access (E-UTRA) Radio Resource
Control (RRC); Protocol specification™.

3GPP TS 29.273: "Evolved Packet System; 3GPP EPS AAA Interfaces'.
3GPP TS 29.275: "Proxy Mobile IPv6 (PMIPv6) based Mobility and Tunnelling protocols’.

3GPP TS 29.276: "Optimized Handover Procedures and Protocols between EUTRAN Access and
¢cdma2000 HRPD Access'.

3GPP2 X.S0057-B v2.0: "E-UTRAN - HRPD Connectivity and Interworking: Core Network
Aspects'.

3GPP2 C.S0087-A v4.0: "E-UTRAN — HRPD and CDMA2000 1x Connectivity and Interworking:
Air Interface Aspects'.

Void.
3GPP2 C.S0024-B v3.0: "cdma2000® High Rate Packet Data Air Interface Specification”.

3GPP2 C.S0016-D v1.0: "Over-the-Air Service Provisioning of Mobile Stationsin Spread
Spectrum Standards’.

WiMAX Forum Network Architecture Release 1.0 version 1.2 — Stage 2: "Architecture Tenets,
Reference Model and Reference Points', November 2007.

WiMAX Forum Network Architecture Release 1.0 version 1.2 — Stage 3. "Detailed Protocols and
Procedures®, November 2007.

WiMAX Forum Mobile System Profile Release 1.0 Approved Specification Revision 1.4.0,
April 2007.

|EEE Std 802.16e-2005 and |EEE Std 802.16-2004/Cor1-2005: "| EEE Standard for Local and
Metropolitan Area Networks, Part 16: Air Interface for Fixed and Mobile Broadband Wireless
Access Systems Amendments 2 and Corrigendum 1", February 2006.

IETF RFC 7296 (October 2014): "Internet Key Exchange Protocol Version 2 (IKEv2)".
IETF RFC 3748 (June 2004): "Extensible Authentication Protocol (EAP)".

IETF RFC 4301 (December 2005): " Security Architecture for the Internet Protocol”.
IETF RFC 4555 (June 2006): " IK Ev2 Mobility and Multihoming Protocol (MOBIKE)".
IETF RFC 4303 (December 2005): 1P Encapsulating Security Payload (ESP)".

IETF RFC 4187 (January 2006): "Extensible Authentication Protocol Method for 3rd Generation
Authentication and Key Agreement (EAP-AKA)"
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[34]
[35]

[36]
[37]

[38]

[39]
[40]
[41]

[42]

[43]

[44]

[45]

[46]
[47]

[48]
[49]

[50]
[51]
[52]

[53]
[54]
[55]
[56]
[57]

(58]

[59]

IETF RFC 3629 (November 2003): "UTF-8, atransformation format of 1SO 10646".

IETF RFC 1035 (November 1987): "DOMAIN NAMES - IMPLEMENTATION AND
SPECIFICATION".

Void.

IETF RFC 6153 (February 2011): "DHCPv4 and DHCPv6 Options for Access Network Discovery
and Selection Function (ANDSF) Discovery".

IETF RFC 5448 (May 2009): "Improved Extensible Authentication Protocol Method for 3rd
Generation Authentication and Key Agreement (EAP-AKA)".

OMA-ERELD-DM-V1_2: "Enabler Release Definition for OMA Device Management”.
Void

"Unicode 5.1.0, Unicode Standard Annex #15; Unicode Normalization Forms", March 2008.
http://www.unicode.org.

3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic bootstrapping
architecture”.

3GPP TS 29.109: " Generic Authentication Architecture (GAA); Zh and Zn Interfaces based on the
Diameter protocol”.

3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application
functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)".

3GPP TS 31.102: "Characteristics of the Universal Subscriber Identity Module (USIM)
application”.

3GPP TS 24.008: "Mobile radio interface Layer 3 specification; Core network protocols; Stage 3".

3GPP TS 33.223: "Generic Authentication Architecture (GAA); Generic Bootstrapping
Architecture (GBA) Push function".

3GPP TS 24.007: "Mobile radio interface signalling layer 3; General aspects’.

IETF RFC 4739: "Multiple Authentication Exchangesin the Internet Key Exchange (IKEv2)
Protocol”.

3GPP TS 29.274: "Tunnelling Protocol for Control plane (GTPv2-C)".
3GPP TS 24.139: "3GPP System-Fixed Broadband Access Network Interworking; Stage 3".

3GPP TS 24.109: "Bootstrapping interface (Ub) and network application function interface (Ua);
Protocol details’.

IETF RFC 2817 (May 2000): "Upgrading to TLS Within HTTP/1.1".

Void.

Void.

3GPP TS 24.244: "Wireless LAN control plane protocol for trusted WLAN accessto EPC".

|EEE Std 802.11-2020: "I EEE Standard for Information technology - Telecommunications and
information exchange between systems - Local and metropolitan area networks - Specific
requirements - Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY)
Specifications'.

|EEE Std 802-2014: "IEEE Standard for Local and Metropolitan Area Networks: Overview and
Architecture”, 30th June 2014.

Void.
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[60] IETF RFC 4284 (January 2006): "Identity Selection Hints for the Extensible Authentication
Protocol (EAP)".

[61] IEEE Std 802.1X ™-2020: "I1EEE Standard for Information technology - Telecommunications and
information exchange between systems - Local and metropolitan area networks - Port-based
Network Access Control™.

[62] IETF RFC 4282: "The Network Access Identifier".

[63] ITU-T Recommendation E.212: "The international identification plan for mobile terminals and
mobile users”.

[64] IETF RFC 7651 (September 2015): "3GPP IP Multimedia Subsystems (IMS) Option for the
Internet Key Exchange Protocol Version 2 (IKEv2)".

[65] 3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

[66] 3GPP TS 23.380: "IMS Restoration Procedures”.

[67] 3GPP TS 24.229: "IP multimedia call control protocol based on Session Initiation Protocol (SIP)
and Session Description Protocol (SDP); Stage 3".

[68] 3GPP TS 23.161: "Network-Based |P Flow Mobility (NBIFOM); Stage 2".

[69] 3GPP TS 24.161: "Network-Based |P Flow Mobility (NBIFOM); Stage 3".

[70] 3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal
Terrestrial Radio Access Network (E-UTRAN); Overall description; Stage 2".

[70A] IETF RFC 4306 (December 2005): "Internet Key Exchange Protocol Version 2 (IKEv2)".

[70B] Void.

[71] IETF RFC 6696 (July 2012): "EAP Extensions for the EAP Re-authentication Protocol (ERP)".

[72] IETF RFC 3948 (January 2005): "UDP Encapsulation of | Psec ESP Packets'.

[73] IETF RFC 2234 (November 1997): "Augmented BNF for Syntax Specification: ABNF".

[74] IETF RFC 5279 (July 2008): "A Uniform Resource Name (URN) Namespace for the 3rd
Generation Partnership Project (3GPP)".

[75] IETF RFC 2474 (December 1998): "Definition of the Differentiated Services Field (DS Field) in
the IPv4 and IPv6 Headers'.

[76] 3GPP TS 24.501: "Non-Access-Stratum (NAS) protocol for 5G System (5GS); Stage3".

[77] 3GPP TR 24.502: " Access to the 3GPP 5G Core Network (5GCN) via hon-3GPP access
networks".

[78] 3GPP TS 33.501: "Security architecture and procedures for 5G System".

[79] 3GPP TS 24.193: "Access Traffic Steering, Switching and Splitting (ATSSS); Stage 3".

[80] 3GPP TS 24.368: "Non-Access Stratum (NAS) configuration Management Object (MO)".

3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following
apply. A term defined in the present document takes precedence over the definition of the same term, if any, in
3GPP TR 21.905[1].
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Access Network Discovery and Selection Function: In this specification, Access Network Discovery and Selection
Function (ANDSF) is a network element specified in 3GPP TS 23.402 [6]. Unless otherwise specified, the term ANDSF
is used to refer to both Home and Visited ANDSF.

ANDSF rules: In this specification, ANDSF rules refers to the set of ANDSF policies defined in 3GPP TS 24.312 [13]
for WLAN access selection and traffic routing between E-UTRAN or UTRAN and WLAN. ANDSF rules can contain
RAN validity conditions for RAN-assisted WLAN interworking.

Emergency session: In this specification, an emergency session refers to an emergency PDN connection established in
E-UTRAN and handed over to a S2a based cdma2000® HRPD access network, or an emergency PDN connection
established over trusted or untrusted WLAN access, or an emergency PDN connection established in 3GPP access and
handed over to trusted or untrusted WLAN access.

Equivalent home service provider: In this specification, equivalent home service provider is a service provider that is
equivalent to HPLMN in regard to service provider selection over WLAN.

Equivalent visited service provider: In this specification, equivalent visited service provider is a service provider that
is equivalent to the V-PLMN in regard to service provider selection over WLAN.

Home ANDSF: In this specification, the Home ANDSF (H-ANDSF) is an ANDSF element located in the home PLMN
of aUE.

Offload Preference Indicator (OPI): In this specification, Offload Preference Indicator (OPI) isahbitmap (i.e. aone-
dimensiona bit array) that can be used by UEsin an E-UTRA or UTRA cell to determine when to move certain traffic
(e.g. certain IP flows) to WLAN access or to 3GPP access. The meaning of each bit in this bitmap is operator specific
and is not defined in 3GPP specifications.

Offloadable PDN connection: In this specification, an offloadable PDN connectionisa PDN connection, established
in (or previoudy handed over to) 3GPP access, such that:

- the WLAN offload indication information element (see 3GPP TS 24.301 [10] and 3GPP TS 24.008 [46]) last
received for the PDN connection has the " offloading the traffic of the PDN connection viaa WLAN whenin S1
mode is acceptable" value and the UE isin S1 mode; or

- the WLAN offload indication information element (see 3GPP TS 24.301 [10] and 3GPP TS 24.008 [46]) last
received for the PDN connection has the " offloading the traffic of the PDN connection viaaWLAN whenin
UTRAN lu mode is acceptable” value and the UE isin UTRAN lu mode.

Preferred Service ProvidersList (PSPL): In this specification, the Preferred Service Providers List refersto a
prioritized list of service provider realms other than equivalent home service providers preferred by the UE's 3GPP
home operator for WLAN.

Set of Access network discovery infor mation: In this specification, a set of Access network discovery information is
the access network discovery information from asingle ANDSF.

Set of Inter-system mobility policy: In this specification, a set of Inter-system mobility policy isthe inter-system
policy information received from a single ANDSF.

Visited ANDSF: In this specification, the Visited ANDSF (V-ANDSF) is an ANDSF element located in the visited
PLMN of aUE.

RAN Assistance I nfor mation: In this specification, RAN Assistance Information refers to the set of thresholds and
parameters that can be provided by E-UTRAN or UTRAN to the UE for assisting WLAN access selection and traffic
routing. The RAN assistance information can include 3GPP access thresholds, WLAN access thresholds, an Offload
Preference Indicator (OPl) value and WLAN identifiers as defined in 3GPP TS 25.331 [14A] and

3GPP TS 36.331[16B].

RAN rules: Inthis specification, RAN rulesrefersto the set of RAN assistance parameter and RAN steering command
handling, access network selection and traffic steering procedures defined in 3GPP TS 36.304 [16],
3GPP TS 25.304 [14] and 3GPP TS 36.331 [16B] for the steering of traffic between E-UTRAN or UTRAN and WLAN
associated with RAN-controlled LTE-WLAN interworking or RAN-assisted WLAN interworking.

Restrictive non-3GPP access network type |: anon-3GPP access network forwarding | P packets of TCP connections
initiated by a served UE, with destination port 443, and with destination address outside of the non-3GPP access
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network, and discarding IP packets of some or all other TCP connections initiated by the served UE, with destination
address outside of the non-3GPP access network.

Restrictive non-3GPP access network type I1: anon-3GPP access network discarding | P packets of TCP connections
initiated by a served UE, with destination address outside of the non-3GPP access network, where the non-3GPP access
network contains HTTP proxy supporting HTTP CONNECT method for URIs with port 443 and with host outside of
the non-3GPP access network.

Restrictive non-3GPP access network: restrictive non-3GPP access network type | or restrictive non-3GPP access
network type .

Firewall traversal tunnel (FTT): a TCP connection with TLS connection enabling passing of messages between UE in
restrictive non-3GPP access network and ePDG.

Firewall traversal tunnel keep-alivetime (FTT KAT): a maximum time between two subsequent messages sent by
UE in the firewall traversal tunnel.

Unauthenticated IM Sl In this specification, the term "unauthenticated IMSI" or the term "IMSI is unauthenticated” is
only pertinent to the network. The knowledge that a UE's IMSI is unauthenticated or that the UE has an unauthenticated
IMSI, is not available to the UE.

WLAN Selection Policy (WLANSP): In this specification, the WLAN Selection Policy is a set of operator-defined
rules that determine how the UE selects/resel ects a WL AN access network.

WLAN selection information: In this specification, WLAN selection information refers to the information received
from ANDSF including WLAN Selection Policy (WLANSP), rule selection information, Home Network Preference
information and Visited Network Preference information as specified in 3GPP TS 24.312 [13].

Visited PLM Nswith preferred rules: In this specification, visited PLMNs with preferred rulesincluded in the rule
selection information refersto alist of identifiers of visited PLMNs provided by HPLMN, so that the UE roaming in
such visited PLMN prefers ISMP, ISRP or WLANSP rules provided by the visited PLMN over ISMP, ISRP or
WLANSRP rules provided the HPLMN. In ANDSF MO, the visited PLMNs with preferred rules correspond to the
ANDSF/RuleSel ectionl nformation/V PLMNswithPreferredRul es interior node.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.122 [4] apply:

Acceptable cell
EHPLMN

Home PLMN
Limited service state
RPLMN

Visited PLMN

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.402 [6] apply:

IFOM capable UE

Inter-APN routing capable UE

Local Operating Environment I nformation
MAPCON capable UE

S2a

S2b

S2c

Non-seamless WL AN offload capable UE
Single-connection mode (SCM)
Transpar ent single-connection mode (TSCM)
M ulti-connection mode (M CM)

For the purposes of the present document, the following terms and definitions given in 3GPP TS 29.273 [17] apply:
STa
For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.301 [10] apply:

Evolved packet core network
Evolved packet system
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UE configured touse AC11 —15in selected PLMN

For the purposes of the present document, the following terms and definitions givenin
WiIMAX Forum Network Architecture Release 1.0 version 1.2 — Stage 3 [25] apply:

Network Access Provider
Network Service Provider

For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.402 [15] apply:

External AAA server
For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.312 [13] apply:

Activerule

Valid rule
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.003 [3] that relate
to access to 3GPP evolved packet core via non-3GPP access networks, apply:

NAI
Alternative NAI
Decorated NAI
Emergency NAI
Fast-Reauthentication NAI
Pseudonym | dentity
Root NAI
For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.002 [2A] apply:

3GPP AAA Proxy
3GPP AAA Server

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.161 [68] apply:

NBIFOM

Routing Rule

UE-initiated NBIFOM
Network-initiated NBIFOM
M ulti-access PDN connection

For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.501 [76] apply:

N1 mode
PDU session ID

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.501 [6A] apply:

Network identifier (NID)
Stand-alone Non-Public Network (SNPN)

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
3GPP TR 21.905[1].

AAA Authentication, Authorization and Accounting
ACL Access Control List

AKA Authentication and Key Agreement

ANDSF Access Network Discovery and Selection Function
ANDSF-SN Access Network Discovery and Selection Function Server Name
ANID Access Network Identity

ANQP Access Network Query Protocol

APN Access Point Name

DHCP Dynamic Host Configuration Protocol

DM Device Management

DNS Domain Name System
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DSCP Differentiated Services Code Point
DSMIPv6 Dual-Stack MI1Pv6
eAN/PCF Evolved Access Network Packet Control Function
EAP Extensible Authentication Protocol
EPC Evolved Packet Core
ePDG Evolved Packet Data Gateway
EPS Evolved Packet System
ERP EAP Re-authentication Protocol
ESP Encapsulating Security Payload
FQDN Fully Qualified Domain Name
GAA Generic Authentication Architecture
GBA Generic Bootstrapping Architecture
HA Home Agent
H-ANDSF Home-ANDSF
HRPD High Rate Packet Data
HSGW HRPD Serving Gateway
|IEEE Ingtitute of Electrical and Electronics Engineers
IFOM IP Flow Mobility
IKEv2 Internet Key Exchange version 2
IARP Inter-APN Routing Policy
IPMS IP Mobility Mode Selection
ISMP Inter-system Mobility Policy
ISRP Inter-system Routing Policy
IANA Internet Assigned Numbers Authority
I-WLAN Interworking — WLAN
MAPCON Multi Access PDN Connectivity
MCM Multi-connection mode
MO Management Object
MPS Multimedia Priority Service
NAI Network Access Identifier
NAP Network Access Provider
NBIFOM Network-Based |P Flow Mobility
NBM Network based mobility management
NSP Network Service Provider
NSSAI Network Slice Selection Assistance Information
NSWO Non-Seamless WLAN Offload
NSWOF Non-Seamless WLAN Offload Function
OMA Open Mobile Alliance
OPI Offload Preference Indicator
PCO Protocol Configuration Options
P-GW PDN Gateway
PDU Protocol Data Unit
PSPL Preferred Service Provider List
QoS Quiality of Service
SCM Single-connection mode
SGW Serving Gateway
S-NSSAI Single NSSAI
SPI Security Parameters | ndex
TFT Traffic Flow Template
TSCM Transparent single-connection mode
TWAG Trusted WLAN Access Gateway
TWAN Trusted WLAN Access Network
UE User Equipment
uiCcC Universal Integrated Circuit Card
V-ANDSF Visited-ANDSF
W-APN WLAN APN
WiMAX Worldwide Interoperability for Microwave Access
WLAN Wireless Local Area Network
WLANSP WLAN Selection Policy
WLCP WLAN Control Protocol
WMF WiMAX Forum
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4 General

4.1 Trusted and untrusted accesses

The HPLMN operator of the EPC selects whether a connected non-3GPP | P access network is atrusted or untrusted 1P
access network.

For atrusted non-3GPP | P access network the communication between the UE and the EPC is secure. For an untrusted
non-3GPP | P access network the communication between the UE and the EPC is not trusted to be secure.

For atrusted non-3GPP | P access network, all communication between the access network and the EPC is transferred
over pre-established secure links. For an untrusted non-3GPP | P access network, to secure communication between the
UE and the EPC:

- asingle IPSec tunnel needs to be established to the ePDG for al PDN connections when the UE accesses EPC
via S2c is used; or

- an IPSec tunnel needs to be established with the same ePDG for each PDN connection when the UE accesses
EPC via S2b isused.

4.2 cdma2000® HRPD Access System

The cdma2000® HRPD system is a wireless mobile system developed under the auspices of 3GPP2. The cdma2000®
HRPD system and its access network subsystem is compliant with 3GPP2 X.S0057 [20] and 3GPP2 C.S0087 [21],
which define the core network and air interface aspects, respectively.

4.3 WIMAX Access System

The WIMAX system is a wireless mobile broadband system devel oped under the auspices of the WMF and the |IEEE.
The WIMAX system and its access network subsystem are compliant with WiMAX Forum Network Architecture
Release 1.0 version 1.2 — Stage 2 [24]. The protocol architecture and signalling of the WiMAX systemis specified in
WiMAX Forum Network Architecture Release 1.0 version 1.2 — Stage 3 [25] which supports the air interface defined in
WiMAX Forum Mobile System Profile Release 1.0 Approved Specification Revision 1.4.0 [26] specifying selected
profiles of IEEE Std 802.16e-2005 and |EEE Std 802.16-2004/Cor1-2005 [27] that are to be supported. The WiMAX
access system correspond to the WiMAX Access Service Network (ASN) and to relevant interfaces, as defined in
WiMAX Forum Network Architecture Release 1.0 version 1.2 — Stage 3 [25].

4.3A WLAN

WLAN isan access network developed under the auspices of IEEE Computer Society. WLAN is compliant with
|EEE Std 802.11 [57], which define air interface aspects.

|EEE Std 802.11 [57] defines Access Network Query Protocol (ANQP). A UE can receive from an AP ANQP-elements
in response to an ANQP query. The ANQP query response is received in a generic advertisement service response
frame or a protected management frame.

Where needed, the current specification further describes the structure and contents of payload of ANQP-elements
specified in IEEE Std 802.11 [57] (see annex H and annex I).

4.4 Identities

441 User identities

The user identification shall be either the root NAI, or the decorated NAI, when the UE accesses the EPC via non-3GPP
access networks, and gets authentication, authorization and accounting services from the EPC.

For emergency services over WLAN:
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- if IMSl isnot available (i.e. a UE without USIM), the IMEI shall be used for the identification, as user part of
the emergency NAI and the UE shall use a specific domain in the realm part of the NAI as specified in
3GPP TS 23.003 [3]; or

- if the UE hasan IMSI, it shall usethe IMSI for the identification, as user part of the emergency NAI.

NOTE 1: If the IMS| is unauthenticated on the network side and the network supports emergency session for
unauthenticated IMSI, the IMEI is used for the identification on the network side (see clause 6.4.3.1A).

For handover of an emergency session from E-UTRAN to a S2a based cdma2000® HRPD access network, if IMSI is
not available (i.e. a UE without USIM) or IMSI is unauthenticated, the IMEI shall be used for the identification, as part
of the emergency NAI as defined.

The UE's Mobile Identity IMEI or IMEISV is conveyed to the network (see clause 6.4 and clause 7) and used to enable
consistent services for the UE accessing the network via non-3GPP access or to support the emergency services over
WLAN for the unauthenticated UEs.

NOTE 2: IMEI and IMEISV are untrusted identities stored on the UE.
User identification in non-3GPP accesses may require additional identities that are out of the scope of 3GPP.

IETF RFC 4187 [33] and 3GPP TS 23.003 [3] provide definitions for UE and user identities although they use slightly
different terms. Similar terms are also used in 3GPP TS 33.402 [15]. The following list provides term equivalencies and
describes the relation between various user identities.

- The Root NAI isto be used as the permanent identity as specified in 3GPP TS 33.402 [15].

- The Fast-Reauthentication NAI isto be used as the Fast-Reauthentication Identity or the re-authentication ID as
specified in 3GPP TS 33.402 [15].

- The Pseudonym Identity is to be used as the Pseudonym as specified in 3GPP TS 33.402 [15].

4.4.2 Identification of IP Services/PDN connections

For access to EPC the Access Point Name (APN) is used for identifying IP services’PDN connections. The detailed
definition of APN as used for accessto EPC is specified in 3GPP TS 23.003 [3]. APN is conveyed in the IKEv2
signaling during tunnel establishment when S2b interface is used for UE to access EPC. When UE accesses EPC via
S2a using trusted WLAN access network, APN is conveyed in EAP-AKA' signaling for single-connection mode (SCM)
or in WLAN Control Protocol (WLCP) signaling (see 3GPP TS 24.244 [56]) for multi-connection mode (MCM)

4.4.3 FQDN for ePDG Selection

An ePDG Fully Qualified Domain Name (ePDG FQDN) is either provisioned by the home operator or constructed by
UE in either the Operator Identifier FQDN format or the Tracking/Location Area Identity FQDN format as described in
clause 4.5.4.2 of 3GPP TS 23.402 [6], and used as input to the DNS mechanism for ePDG selection.

The detailed format of thisePDG FQDN is specified in 3GPP TS 23.003 [3].

4.4.4  Access Network ldentity
For access to EPC via S2a using a trusted non-3GPP access network, the UE uses the Access Network Identity (ANID)

in the key derivation (see 3GPP TS 33.402 [15]). The handling of the Access Network Identity is described in
clause 6.4.2.4 and the generic format and specific values for the Access Network Identity are defined in clause 8.1.1.

4.45 ANDSF Server Name

The ANDSF Server Name (ANDSF-SN) is used for ANDSF discovery. The detailed rules are defined in
clause 6.8.2.2.1 and the format of the ANDSF-SN is specified in 3GPP TS 23.003 [3].
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4.4.6 Home Agent address(es)

If DSMIPV6 is used, the Home Agent IPv6 address (and optionally an IPv4 address) are needed. Within this
specification, Home Agent address(es) signalling via IKEv2 between the UE and the ePDG is defined in clause 7.4.1.
4.4.7 Security Parameters Index

The Security Parameters Index (SPI, see IETF RFC 4301 [30]) identifies uniquely a security association between the
UE and the ePDG. For the case of NBM using S2b a one to one mapping between SPI and PDN connection applies.

4.5 Fixed Broadband Access System

The fixed broadband access system is atype of high-speed Internet access for multi-service broadband packet
networking. The fixed broadband access system is specified by the Broadband Forum, including addressing
interoperability, architecture and management.

For support of fixed broadband access interworking, the EPC network procedures are specified in
3GPP TS 24.139[51].

The UE procedures for support of fixed broadband access are specified in 3GPP TS 24.139 [51] and can be used when
the EPC network uses the fixed broadband access interworking or the fixed broadband access convergence.

The architecture of the fixed broadband access convergence is specified in 3GPP TS 23.203 [5A].

4.6 Restrictive non-3GPP access networks

An untrusted non-3GPP access network can be a restrictive non-3GPP access network. When the UE is served by a
restrictive non-3GPP access network, the UE and the ePDG follow the additional procedures described in the annex F.

4.7 Provision and handling of local emergency numbers
It isa UE implementation option to support the procedures of this clause.

Once the UE has a secure connection to a PLMN through non-3GPP access, the UE supports obtaining local emergency
numbers by one of the following ways:

i) whenthe UE is connected to aPLMN through trusted non-3GPP access, the local emergency numbersis
provided through ANQP, within the ANQP payload. The signalling protocol and methods for use of ANQP isas
specified in IEEE Std 802.11 [57]. See also annex |;

ii) when the UE is connected to a PLMN through untrusted non-3GPP access, local emergency numbers can be
provided through DNS query. See annex J; or

iii) when the UE is connected to a PLMN through untrusted non-3GPP access, local emergency numbers can be
provided through IKEv2. See annex K.

Upon receiving the local emergency numbers through any of the methods indicated above, the UE shall store the local
emergency numbers:

a) if the Non-3GPP emergency number indicator within the Non-3GPP NW provided policies | E through
registration procedures over 3GPP accessis set to "use of non-3GPP emergency numbers permitted”, and:

- if the UE is connected to a PLMN through non-3GPP access and also registered to same PLMN or different
PLMN through 3GPP access in the same country, then provide these local emergency numbers to upper
layers for the detection of UE initiated emergency call;

- if the UE is connected to a PLMN through non-3GPP access but is also registered to different PLMN through
3GPP access that is not in the same country, then do not use the received local emergency numbers,

ETSI



3GPP TS 24.302 version 18.6.0 Release 18 23 ETSI TS 124 302 V18.6.0 (2024-07)

b) if the Non-3GPP emergency number indicator within the Non-3GPP NW provided policies | E through
registration procedures over 3GPP access is set to "use of non-3GPP emergency numbers not permitted”, or if no
Non-3GPP NW provided policies |E was provided through registration procedures over 3GPP access, then:

- do not use the received local emergency numbers for the detection of UE initiated emergency call over 3GPP
access; and

c) if the UE:
- isconnected to aPLMN through non-3GPP access;
- isnot registered to any PLMN through 3GPP access;
- isnotinlimited service state camped on an acceptable cell of any PLMN through 3GPP access; and

- can determine that the M CC information of the local emergency numbers received over non-3GPP access
corresponds to the country in which the UE is located;

then, as an implementation option, provide these local emergency numbers to upper layers for the detection of
UE initiated emergency call.

NOTE: The UE determination of the country in which the UE islocated, is UE implementation specific.
Thelocal emergency numbers, received in any of the methods indicated above:

- areonly valid in the country where these local emergency numbers were provided;

- replace only the stored local emergency numbers received over non-3GPP access, if any;

- shall be deleted when UE moves to a country different from where the local emergency numbers were received,;
and at switch off or removal of the USIM.

4.8 Quality of service support

48.1 General

QoS differentiation may be supported for both trusted WLAN and untrusted WLAN.
4.8.2 QoS differentiation in trusted WLAN

4821 General

For trusted WLAN, QoS differentiation may be supported if Multi-Connection mode (MCM) based accessto EPC is
used.

4.8.2.2 QoS signalling

As part of EAP-AKA' authentication via TWAN, the UE and the TWAN first negotiates TWAN connection mode
usage as described in clause 6.4.

During PDN connection establishment, the UE indicates to the TWAG whether WLCP multiple bearer PDN
connectivity capability is supported or not, as specified in 3GPP TS 24.244 [56]:

- if the UE does not indicate that WL CP multiple bearer PDN connectivity is supported, or if the UE indicates that
WL CP multiple bearer PDN connectivity is supported but the TWAG does not support WLCP multiple bearer
PDN connectivity, then QoS differentiation is not supported. Single point-to-point PDN connection is used to
carry all S2a bearers traffic between the UE and TWAG,; or

- if WLCP multiple bearer PDN connectivity is supported by both the UE and TWAN, then QoS differentiation is
supported and multiple bearer PDN connectivity shall be used between the UE and TWAG:
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- During PDN connection establishment, the TWAG shall establish a default WLCP bearer for the PDN
connection. The default WL CP bearer remains established throughout the lifetime of the PDN connection;
and

- The TWAG shall establish a separate WL CP bearer for each additional S2a dedicated bearer of the PDN
connection using WLCP signalling as specified in 3GPP TS 24.244 [56]. Each WLCP bearer is associated
with TFT and bearer level QoS (i.e. QCl, GBR and MBR) for one-to-one mapping between WL CP bearer
and S2a bearer. The TWAG shall maintain the WL CP bearer to the S2a bearer mapping table.

4.8.2.3 QoS differentiation in user plane
If WLCP multiple bearer PDN connectivity is used:

- For uplink packets, the UE shall select a WL CP bearer based on the uplink packet filtersin the TFTs. If no
match is found, the UE shall select the WLCP bearer that does not have any uplink packet filter assigned. If all
bearers have been assigned an uplink packet filter, the UE shall discard the uplink data packet. The UE shall then
use the most recent DSCP value received in the same WL CP bearer from the TWAG or the QCI in WLCP bearer
level QoS information to derive the DSCP value for uplink packets. The UE shall provide the user plane
connection ID to the lower layers to be used as the MAC address of the TWAG associated with the WLCP
bearer. The TWAG shall then route the uplink packets to the corresponding S2a bearers based on the WLCP
bearer and the S2a bearer mapping table.

NOTE 1: The UE can map QClsto DSCP values, for example, by using the mapping between standardized QCI
values and Release 99 3GPP QoS parameter values specified in 3GPP TS 23.401 [4] table E.3, and the
mapping between Release 99 3GPP QoS parameter val ues and DSCP values specified in
|EEE Std. 802.11-2012 [57] table V-1.

NOTE 2: The UE can send the same DSCP as that received in the downlink, in case the privacy of the user isto be
protected.

NOTE 3: Whether the UE determines DSCP based on the most recent DSCP val ue received in the sasme WLCP
bearer from the TWAG or on the QoS mapping is left to the implementation.

- For downlink packets, the PDN GW routes the packets to S2a bearers based on the downlink packet filtersin the
TFTsassigned to each of the S2a bearers. The TWAG then selects the corresponding WL CP bearer for the
downlink packets based on the the WL CP bearer and the S2a bearer mapping table. The TWAG shall, based on
operator policy, use the QCI and the ARP in WLCP bearer level QoS information to derive the DSCP value for
downlink packets. The TWAG shall provide the user plane connection ID to the lower layers to be used as the
MAC address of the TWAG associated with the WLCP bearer.

NOTE 4: The TWAG can map QCI to DSCP value, for example, by using the mapping between standardized QCI
values and Release 99 3GPP QoS parameter values specified in 3GPP TS 23.401 [4] table E.3, and the
mapping between Release 99 3GPP QoS parameter values and DSCP values specified in
|EEE Std 802.11 [57] table R-1.

4.8.3 QoS differentiation in untrusted non-3GPP access

For untrusted non-3GPP access, QoS differentiation is provided if the UE and the ePDG supports the IKEv2 multiple
bearer PDN connectivity and the IKEv2 multiple bearer PDN connectivity is used in the PDN connection as defined in
clause 7.2.7 and clause 7.4.6.

5 Network Discovery and Selection

5.0 General

The following aspects are included when selecting an EPC network and routing traffic via the EPC network:
- access network discovery and selection procedures as defined in clause 5.1;

- EPC network selection as defined in clause 5.2; and
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- datatraffic routing of 1P flows as defined in clause 5.4.

If the UE perform reselection of the access network as defined in clause 5.3 and the UE reselects to a different access
network, the UE performs the second item and third item of the above bulleted list.

5.1 Access network discovery and selection procedures

51.1 General

If PLMN selection specified in 3GPP TS 23.122 [4] is applicable (e.g., at switch-on, recovery from lack of 3GPP
coverage, or user selection of applicable 3GPP access technology), the PLMN selection to select the highest priority
PLMN according to these specificationsis performed before any access network discovery. Procedures for EPC
selection over non-3GPP access are specified in clause 5.2. In particular, for WLAN access, service provider selection
function is specified in the WLAN specific proceduresin clause 5.2.3.2

In the access network discovery procedure the UE may get from the ANDSF information on available access networks
initsvicinity. The UE may obtain this information by querying the ANDSF, and may use this information when
determining the presence of operator preferred access networks. Determination of the presence of access networks
requires using radio access specific procedures, which are not further described here.

The UE determines the presence of several access networks and then selects between them. If a higher priority access
network is found connected to the selected service provider or a higher priority service provider, the UE will attempt to
attach viathat access network.

5.1.2  Access network discovery procedure

5.1.2.1 Triggering the discovery of operator preferred access networks with the
ANDSF

The UE may initiate communications with the ANDSF for operator preferred access network discovery:
- when conditions set up within the policies available in the UE are met; or
- when auser requests for manual selection.

NOTE 1: The minimum allowed time interval between two consecutive UE initiated requests towards the ANDSF
can be set by operator policies.

NOTE 2: The UE changing of access networks can override the minimum allowed time interval setting.

5.1.2.2 Discovering availability of access networks

The UE may apply the techniques specific to the non-3GPP access technologies to discover available non-3GPP access
networks. Such techniques will not be further described here.

In addition, the UE may signal to the ANDSF to obtain information on operator preferred access networks. The
discovery of the ANDSF by the UE, the connection to the ANDSF by the UE and the signalling between the UE and the
ANDSF are given in clause 6.8.

5.1.3 Access network selection procedure

5131 General
The access network selection may be classified as inter-technology or intra-technology.
The UE can use information received from ANDSF for inter-technology access network selection.

If the RAN rules control the WLAN access selection and traffic routing as described in clause 6.10.2, the UE uses the
information described in clause 6.10.4 for inter-technology access network selection.
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Other mechanisms for inter-technology access network selection are out of scope of this specification.

5.1.3.2 Specific intra-technology access network selection

In this release of the specification the use of the following specific intra-technology access network selection
procedures is specified.

5.1.3.2.1 cdma2000® HRPD access network selection

The access network selection process for cdma2000® HRPD access networks shall follow 3GPP2 X.S0057 [20].

5.1.3.2.2 WIMAX NAP selection

The access network selection process for WiMAX which encompasses the NAP discovery and access, shall follow the
WiMAX Forum Network Architecture Release 1.0 version 1.2 — Stage 3 [25].

5.1.3.2.3 WLAN selection

5.1.3.2.3.1 General
The purpose of this procedure isto create aprioritized list of selected WLAN(S).

The user preferences are used to select between the automatic WLAN selection procedure or the manual WLAN
selection procedure.

The UE shall determine the prioritized list of selected WLAN(S):

1) if user preferences are present, in accordance with the manual mode WLAN selection procedure (see
clause 5.1.3.2.3.2); and

2) if user preferences are not present, in accordance with the automatic mode WLAN selection procedure (see
clause5.1.3.2.3.3).

The UE shall use the prioritized list of selected WLAN(S) to select the service provider in the procedure in
clause 5.2.3.2.

5.1.3.2.3.2 Manual mode WLAN selection

The UE creates a prioritized list of selected WLAN(S). The creation of the prioritized list is implementation specific.

5.1.3.2.3.3 Automatic mode WLAN selection

If the ANDSF rules control the WLAN access selection and traffic routing as described in clause 6.10.2, then the
selected WLAN(S) are WLAN(s) that fulfil the selection criteria with the highest priority configured in the active
ANDSF WLANSP rule.

If the RAN rules control the WLAN access selection and traffic routing as described in clause 6.10.2, then the selected
WLAN(s) are WLAN(s) matching WLAN identifiersin an entry of the list of the WLAN identifiers received along with
the move-traffic-to-WLAN indication as described in clause 6.10.4.

The UE determines the selected WLAN(S) according to the following steps:
1) the UE shall construct prioritized list of available WLANSs as follows:

a) if the ANDSF rules control the WLAN access selection and traffic routing as described in clause 6.10.2, the
UE shall use the procedures specified in IEEE Std 802.11 [57] to discover the available WLANSs. The UE
may perform ANQP procedures as specified in IEEE Std 802.11 [57] to discover the attributes and
capabilities of available WLANSs. The UE shall compare the attributes and capabilities of the available
WLANSs with the highest priority selection criterion that has not been used yet in the active WLANSP rule,
and construct a prioritized list of available WLANSs that fulfil the selection criteria. If there are multiple
highest priority selection criteria, it is up to the UE implementation which one to use. In particular, if:
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- the group of selection criteriainclude the HomeNetworkIndication and it is set to "1" (see
3GPP TS 24.312[13]); and
- the HomeNetworkPreference:
i) doesnot include 3GPP_RPLMN_Preferred; or
i) includes 3GPP_RPLMN_Preferred and it is set to "0" (see 3GPP TS 24.312 [13)]);
then aWLAN isincluded, if:
- the other selection criteriain the active WLANSP rule are met; and
- thedomain name list (see |IEEE Std 802.11 [57]) includes:
i) the home domain name derived fromits IMSI; or
ii) any realm in the EquivalentHomeSPs as specified in 3GPP TS 24.312 [13].

The priority of aWLAN inthelist is set to the WLAN priority defined in the preferredSSIDlist of the
matching selection criteria. There may be one or more selected WLANSs in the list; and

b) if the RAN rules control the WLAN access selection and traffic routing as described in clause 6.10.2, the UE
shall use the procedures specified in |[EEE Std 802.11 [57] to discover available WLANS. The UE shall
construct a prioritized list of available WLANs and populate it with each discovered WLAN which matches
all WLAN identifiersincluded in an entry of the list of the WLAN identifiers received along with the move-
traffic-to-WLAN indication as described in clause 6.10.4. The priority of adiscovered WLAN in the
prioritized list of available WLANSs is decided by the UE in an implementation specific way;

2) if the ANDSF rules control the WLAN access selection and traffic routing as described in clause 6.10.2, and if
the following conditions are fulfilled:

- the UE supports the PDN connection establishment over WLAN using the applicable S2a procedures
specified in 3GPP TS 23.402 [6];

- the"S2aconnection preference” indicator exists and indicates that PDN connection establishment over
WLAN using the applicable S2a procedures specified in 3GPP TS 23.402 [6] is preferred; and

- oneor more WLANSs n the list constructed in step 1) is atrusted non-3GPP | P access network;

then the UE considers the WLANSs that have the highest priority and indicate the HPLMN or RPLMN in the
PLMN list with S2a connectivity |IE (see annex H) as the selected WLAN(S).

Otherwise, the UE considers the WLAN(S) that has or have the highest priority as the selected WLAN(s). And

NOTE 1: WLAN advertises PLMN(s) towards which the S2a connectivity is supported using ANQP-element
"3GPP Cedllular Network™" with the PLMN List with S2a Connectivity |E in the payload, according to
annex H.

NOTE 2: Advertising S2a connectivity over aWLAN using EAP signalling is not supported in this version of the
specification.

3) if the ANDSF rules control the WLAN access selection and traffic routing as described in clause 6.10.2, if there
are no WLAN(s selected in step 2), the UE may repeat the procedure from step 1) taking into consideration
selection criteria with lower priority from the active WLANSP rule.

NOTE 3: UE implementation can optimize the steps described above, e.g. by combining the ANQP procedures.

5.2 EPC network selection over non-3GPP access

521 General

The following EPC network selection procedures over non-3GPP access are defined:

1) WiIMAX specific;
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2) EPC network selection via cdma2000® HRPD accessis given in 3GPP TS 23.122 [4] with any exceptions
detailed in clause 5.3.4;

3) WLAN specific proceduresin clause 5 apply: the procedures detail selecting one or more WLANSs and
(subsequently) selecting one service provider offering services viathe WLAN (see clause 5.2.3.2). When the
operator of the WLAN requires authentication and the authentication succeeds (see clause 6.4 and 6.5.1), the UE
follows the procedures defined for connecting with the EPC. When the UE is connected to EPC through WLAN
access, the tunnel is set-up with the ePDG (as described in clause 7 of this document) using aroot NAI as
defined in 3GPP TS 23.003 [3] or with the HA (as described in 3GPP TS 24.303 [11]); and

4) generic EPC network selection for other access technologies not listed above.

The UE performs the appropriate EPC selection procedure over non-3GPP access when the non-3GPP radio becomes
enabled. If the UE needs to establish emergency session over untrusted access, the UE shall select an ePDG that
supports emergency services as described in clause 7.2.1 and 3GPP TS 23.402 [6].

NOTE: The UE can perform the appropriate EPC selection procedure over non-3GPP access based on other
implementation-specific triggers, e.g. regaining non-3GPP access network coverage or connectivity.

The UE can utilize information received from ANDSF to which EPCs an access network is connected as described in
3GPP TS 24.312 [13]. Additionally, any technology specific means can be employed to acquire such information, but
these are out of scope of this specification.

5.2.2 Generic EPC network selection procedure over non-3GPP access

5.2.2.1 Identification of the EPC

The identification of EPC shall be based on one of the following:
- PLMN-Id (i.e. pair of MCC+MNC), as specified in 3GPP TS 23.003 [3]; or
- Home/Visited Network Realm/Domain, as specified in 3GPP TS 23.003 [3].

5222 EPC network selection

5.2221 UE selection modes

Two modes of EPC network selection are defined, manual and automatic. The UE shall select the EPC network
according to the selected operating mode.

5.2.2.2.2 Manual EPC network selection

The UE shall present the list of available EPC networks, to which connectivity is provided through the selected non-
3GPP access network, to the user. If UE'sHPLMN or PLMNs equivalent to it arein thislist, they shall be shown in the
highest ranking order. The ordering of the rest of entriesin the list isimplementation dependent. If available, the UE
should display hames and/or realms/domains.

If multiple equivalent HPLMNs are available, then the display order among them is UE implementation specific.

5.2.2.2.3 Automatic EPC network selection

The UE may use locally stored data for selecting between EPC networks available for connectivity viathe currently
selected non-3GPP access network.

The UE shall select aPLMN according to the PLMN selection procedures of the selected non-3GPP access network.

Additional criteriaare out of scope of this specification and remain implementation specific.
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5.2.3  Access technology specific EPC network selection procedures

5.2.3.1 EPC network selection procedures for WiMAX

5.2.3.1.1 Identification of the EPC by the WiIMAX access network

With WiMAX as a non-3GPP access network, the WiMAX NSP is mapped onto the EPC network operator. The NSP
indication can be provided to the UE in accordance to WiMAX Forum Network Architecture Release 1.0
version 1.2 [25]. The WiMAX access network should advertise the NSP identity of the EPC in the MCC, MNC format.

5.2.3.1.2 EPC network selection

523.1.2.1 UE selection modes

There are two modes of network selection, namely, manual network selection and automatic network selection. The UE
shall follow one of the following two procedures depending on its operating mode.

5.2.3.1.2.2 Manual EPC network selection

The manual network selection for WiMAX access shall follow the WiMAX Forum Network Architecture Release 1.0
version 1.2 — Stage 3 [25] with the following exceptions and additions:

- When presenting the list of available networks for user selection, the UE shall provide the network name of the
related MCC + MNC pair. If that is not possible, the UE shall provide the MCC + MNC pair; and

- If the UE isunable to register to the user selected NSP, further UE action isimplementation dependent.

5.2.3.1.2.3 Automatic EPC network selection

The automatic network selection for WiMAX access shall follow the WiMAX Forum Network Architecture Release 1.0
version 1.2 — Stage 3 [25] without any exceptions or additions.

5.2.3.2 EPC network selection procedures for WLAN

5.2.3.2.1 UE selection modes

There are two modes of service provider selection, namely, manual service provider selection and automatic service
provider selection.

The UE follows one of the following two procedures defined in clause 5.2.3.2.2 and 5.2.3.2.3 depending on its
implementation.

The service provider selected in accordance with these procedures determines the WLAN that is selected. When the
selected WLAN isatrusted WLAN IP access and the UE decides to access EPC via S2a using trusted WLAN [P
access, the UE shall derive a NAI from the identity of the selected service provider and use the NAI as the identity for
authentication and authorization with the service provider and usage of the WLAN (see clause 6.4).

5.2.3.2.1A Service provider solicitation

The UE shall determine which service providers are available from the available list of WLANS as constructed using
the WLAN selection procedure described in clause 5.1.3.2.3 using following procedures:

i) the UE selectsaWLAN from thelist of selected WLAN(s) constructed using the WLAN selection procedure
described in clause 5.1.3.2.3;

ii) if the WLAN selected in step i):

a) supports ANQP specified in IEEE Std 802.11 [57] and if the UE did not obtain alist of realms using ANQP
in clause 5.1.3.2.3.3 item 1, the UE sends an ANQP request for alist of realms (i.e. ANQP-elements "NAI
Ream") and/or PLMN identities (i.e. ANQP-element "3GPP Cellular Network™); and

ETSI



3GPP TS 24.302 version 18.6.0 Release 18 30 ETSI TS 124 302 V18.6.0 (2024-07)

NOTE 1: The UE uses procedures defined in IEEE Std 802.11 [57] to determine if the WLAN supports ANQP and
to send the ANQP query request for ANQP-elements "NAI Realm" and/or "3GPP Cellular Network", as
specified in IEEE Std 802.11 [57].

b) does not support ANQP (see |EEE Std 802.11 [57]) or the UE does not receive alist of realmsinitem a), an
EAP-Request/Identity is received and the EAP-request/I dentity does not include one or more of realms
and/or PLMN identities of service providers (encoded in accordance with IETF RFC 4284 [60]), the UE
supports |EEE 802.1x authentication (see |IEEE Std 802.1X™ [61]), the UE shall request alist of realms
and/or PLMN identities of service providers interworking with that WLAN by sending the EAP-
Response/ldentity message including as identity the alternative NAI; and

iii) the UE repeats this procedure for all WLANS from the available list of WLANS as constructed using the WLAN
selection procedure described in clause 5.1.3.2.3.

NOTE 2: Thelist with realms and/or PLMN identities of service providers received in accordance with procedures
in IETF RFC 4284 [60], is of limited size and might not contain all the realms and/or PLMN identities of
service providers available viathe WLAN.

The UE shall convert any received PLMN identities into PLMN realms using the rules defined in 3GPP TS 23.003 [3].

5.2.3.2.2 Manual Service Provider selection mode procedure

The UE indicates to the user the service providers which are available for WLAN. The UE may obtain the service
providers available for WLAN using procedures as described in clause 5.2.3.2.1A. The UE will select the service
provider based on the user preference.

5.2.3.2.3 Automatic mode service provider selection procedure
The purpose of this procedure is to:

- select aservice provider over WLAN; and

- construct a NAI for use with authentication signalling with the selected service provider in order for the UE to be
authorised to use the WLAN.

If the RAN rules control the WLAN access selection and traffic routing as described in clause 6.10.2:

- if the RPLMN or an equivaent PLMN (see 3GPP TS 24.301 [10] or 3GPP TS 24.008 [46]) is available as
described in clause 5.2.3.2.1A viaaWLAN from the selected WLAN(S) constructed using the WLAN selection
procedure described in clause 5.1.3.2.3, the highest priority service provider isthe RPLMN or an equivalent
PLMN (see 3GPP TS 24.301 [10] or 3GPP TS 24.008 [46]);

- if the RPLMN and an equivalent PLMN (see 3GPP TS 24.301 [10] or 3GPP TS 24.008 [46]) are not available as
described in clause 5.2.3.2.1A viaaWLAN from the selected WLAN(S) constructed using the WLAN selection
procedure described in clause 5.1.3.2.3 and Home PLMN or an EHPLMN is available, the highest priority
service provider is Home PLMN or an EHPLMN; and

- ifthe RPLMN, an equivaent PLMN (see 3GPP TS 24.301 [10] or 3GPP TS 24.008 [46]), Home PLMN and an
EHPLMN are not available as described in clause 52.3.2.1A viaa WLAN from the selected WLAN(S)
constructed using the WLAN selection procedure described in clause 5.1.3.2.3, the highest priority service
provider isaPLMN selected in an implementati on-dependent way.

If the ANDSF rules control the WLAN access selection and traffic routing as described in clause 6.10.2, a service
provider isthe highest priority service provider if the service provider is available viaa WLAN from the selected
WLAN(s) constructed using the WLAN selection procedure described in clause 5.1.3.2.3 and if:

i) theserviceprovider isselected initem 3; or
ii) the conditionsinitem 3 are not met, and:
- theservice provider isthe HPLMN;

- theservice provider is an equivalent home service provider (i.e. the service provider's realm matches arealm
in the EquivalentHomeSPs as specified in 3GPP TS 24.312 [13)]); or
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- no WLAN of the selected WLAN(S) provides access to a higher priority service provider.

Until the highest priority service provider is found, the UE shall verify if a service provider available over aWLAN of
the selected WLAN(S) is the highest priority service provider:

1)
2)

3)

4)

Void

Using the service providers which are available for WLAN as described in clause 5.2.3.2.1A, the UE uses the
PLMN realms as the service provider realms in the remaining steps of this clause.

If the following conditions are fulfilled:
- the"3GPP RPLMN preferred” indicator is configured to prioritize 3GPP RPLMN; and

- therealm of the RPLMN or the realm of an equivalent visited service provider included in the
EquivalentVisitedSPs as specified in 3GPP TS 24.312 [13] isincluded in the list of realms created in
clause 5.2.3.2.1A, stepii);

then the UE shall select the RPLMN or the equivalent visited service provider. The RPLMN shall be selected
with higher priority than the equivalent visited service provider. If the RPLMN is selected, the UE shall convert
the RPLMN identity into selected PLMN realm using the rules defined in 3GPP TS 23.003 [3] and useit asthe
service provider realmsin the remaining steps of this clause.

if the condition in step 3) is not satisfied, the UE shall select a service provider in the following order:
i) HPLMN matching areaminthelist of reAlmsreceived in step ii) as described in clause 5.2.3.2.1A;

ii) realm found both in thelist of realmsreceived in step ii) as described in clause 5.2.3.2.1A and in the
EquivalentHomeSPs as specified in 3GPP TS 24.312[13]; and

iii) realm found both in the list of realms received in step ii) as described in clause 5.2.3.2.1A and in the PSPL as
specified in 3GPP TS 24.312 [13] with the priority higher than any other service provider's priority indicated
as available viathe WLAN.

If a UE used the proceduresin IETF RFC 4284 [60] (see clause 5.2.3.2.1A) to obtain alist of service providers,
then the UE is only required to select the HPLMN (if available) or an available equivalent home service
provider.

NOTE 1: A UE using proceduresin IETF RFC 4284 [60] to obtain alist of service providersis only required to

select the HPLMN (if available) or an available equivalent home service provider. If the UE selects
another service provider, the UE could be roaming even though the HPLMN or equivalent home service
provider is available at the access point.

The UE shall select the WLAN providing access to the highest priority service provider.

If ahighest priority service provider could not be determined, the UE proceeds in implementati on-dependent way.

The UE shall construct aNAI for authentication with the highest priority service provider as described in
3GPP TS 23.003 [3]. Specificaly, the UE constructs the:

a)

b)

©)

root NAI corresponding to the HPLMN, if the highest priority service provider isthe HPLMN advertised using a
PLMN identity;

decorated NAI with double decoration including the realm of the highest priority service provider and the realm
of the RPLMN, if the highest priority service provider is an equivalent visited service provider; or

decorated NAI including the realm of the highest priority service provider, otherwise.

NOTE 2: UE implementation can optimize the steps described above, e.g. by combining the ANQP procedures

described in clause 5.2.3.2.1A with the ANQP proceduresin clause 5.1.3.2.3.3.
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5.3 Access Network reselection

531 General

The network resel ection procedure shall be executed based on the user's request or the operator's policy. Such operator
policy for supporting network reselection can be provided by the ANDSF or can be pre-provisioned in the UE.

5.3.2 UE procedures

The UE may retrieve information from ANDSF, which includes available access network and operator's policy as
specified in clause 6.8.2.

The information which is retrieved from the ANDSF shall not impact the PLMN selection and reselection procedures
specified in 3GPP TS 23.122 [4]. For WLAN access, the UE configured with a WLANSP rule specified in

3GPP TS 24.312[13], shall use the access network selection procedure and aPLMN selection procedure defined in this
document which are different from and shall not be used in conjunction with the procedures for I-WLAN access
specified in 3GPP TS 24.234 [9].

The network resel ection procedure can be in automatic mode or manual mode dependent on UE configuration settings.
For WiMAX access, the manual mode reselection shall follow the behaviour described in clause 5.2.3.1.2.2 and the
automatic mode resel ection shall follow the behaviour described in clause 5.2.3.1.2.3.

If the RAN rules control the WLAN access selection and traffic routing as described in clause 6.10.2, if the UE receives
move-traffic-to-WLAN indication, along with the list of the WLAN identifiers as described in clause 6.10.4, the UE
shall perform the procedure in clause 6.10.4.

5.3.3 EPC procedures

The ANDSF shall send available access network(s) and operator's policy to the UE in response to the UE's request or
based on the network triggers as specified in clause 6.8.2.

5.34 Periodic EPC network reselection attempts

In automatic mode, when UE isnot inits HPLMN or one of its equivalent HPLMNSs, the UE shall make a periodic
attempt to return to its HPLMN or one of its equivalent HPLMNSs. For this purpose the timer value given in the
EFnpruvn as defined in 3GPP TS 31.102 [45] shall be used with the following exceptions:-

- For UE accessing the EPC via cdma2000® HRPD access networks, the UE's search for a more preferred system
shall abide by the parameters and procedures defined in 3GPP2 C.S0016 [234].

- For UE accessing the EPC via WiMAX access networks, the time period between periodic network searchesis
implementation specific.

- For UE accessing the EPC via any other non-3GPP access networks, unless the UE has availability to EFrpeLmn,
the time period between periodic network searchesis implementation specific but shall not be less than 30
minutes.

5.4  Data traffic routing of IP flows

54.1 General

In regards to the routing of 1P flows, 3GPP TS 23.402 [6] defines the following UE capabilities: IFOM capability, inter-
APN routing capability, NSWO capability and MAPCON capability. Any of these capabilities can be enabled and
disabled via UE configuration means outside of the scope of this document. A capability that exists and has not been
disabled is considered as supported. A capability that does not exist or the existing capability that has been disabled is
considered as not supported.
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A UE can have several sets of information about access technologies or access networks or both to assist in determining
the data traffic routing of 1P flows. These sets of information are:

- thelInter-APN Routing policies. The IARP can be statically provisioned in the UE. Additionally, the IARP can
be provided by the H-ANDSF. The UE shall ignore the IARP received from the V-ANDSF;

- theInter-System Routing policies. The ISRP can be statically provisioned in the UE or it can be provided by the
H-ANDSF or the V-ANDSF or both;

- the Local Operating Environment Information. The Local Operating Environment Information can be optionally
generated by the UE locally and the contents of Local Operating Environment Information is implementation
dependant;

- user preference settings;

- the RAN assistance information (including OPI);

- the measurements corresponding to the thresholds in the RAN assistance information; and
- indications received from access stratum as described in clause 6.10.4.

This clause describes the relationship amongst these information sets and how they are used in order to route data traffic
of IP flows. The Local Operating Environment Information does not apply to MAPCON rulesin this version of the
specification.

5.4.2  Access technology or access network selection

5421 ANDSF rules control the WLAN access selection and traffic routing

This clause appliesif the ANDSF rules control the WLAN access selection and traffic routing as described in
clause 6.10.2.

When selecting the access technol ogies or access networks or both to route the data traffic of 1P flows:

1) if aUE supporting IFOM or non-seamless WLAN offload is provided with user preferences and has IARP rule
for NSWO, ISRP or Loca Operating Environment Information or any combination of them, the user preference
settings shall take precedence over IARP rule for NSWO (if present), ISRP (if present) and Local Operating
Environment Information (if present).

2) if aUE supporting IFOM or non-seamless WLAN offload haslARP rule for NSWO, ISRP and Local Operating
Environment Information and no user preference settings and if based on the content of Local Operating
Environment the UE decides that an access technology or access network or both do not meet implementation
specific criteriafor routing data traffic of a specific IP flow, the UE may exclude that access technology or
access network or both when deciding on the routing of the data traffic for those IP flows.

3) if aUE supporting IFOM or non-seamless WLAN offload having Local Operating Environment I nformation but
no available ISRP, IARP rule for NSWO and no user preference settings, the UE may evaluate the available
access technologies or access networks against the Local Operating Environment I nformation.

When a UE supporting MAPCON selects the access technol ogies or access networks or both, to route the data traffic of
aspecific APN, the user preference settings shall take precedence over I|SRP (if present) and IARP rule (if present).

The user preference settings shall take precedence over IARP (if present).

5.4.2.2 RAN rules control the WLAN access selection and traffic routing

Access technology or access network selection proceduresin clause 6.10.4 apply if the RAN rules control the WLAN
access selection and traffic routing as described in clause 6.10.2.
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6 UE — EPC Network protocols
6.1 General

6.2 Trusted and Untrusted Accesses

6.2.1 General

For aUE, the trust relationship of a non-3GPP IP access network is determined by the home PLMN operator. That trust
relationship is indicated to the UE via the following methods:

- Pre-configured policiesin the UE by the home PLMN operator.
- Dynamic indication during 3GPP-based access authentication.

For atrusted non-3GPP IP access network, the UE shall follow the access methods given in clause 6.4. For an untrusted
non-3GPP IP access network, the UE shall follow the access methods given in clause 6.5.

If the dynamic trust relationship indication is received during 3GPP-based access authentication, the UE shall rely on
the dynamic trust relationship indication. Otherwise the UE shall follow the pre-configured policies for a specific non-
3GPP access network. If no dynamic indicator is received, and no pre-configured policy matches a specific non-3GPP
access network where the UE attempts to access, the UE shall follow the procedure defined in clause 6.2.4.

6.2.2 Pre-configured policies in the UE

The following types of policies can be pre-configured on the UE by the home PLMN operator:

- Pre-configured trust relationship policies for specific non-3GPP access technologies and/or PLMNs. For
example, the UE may be configured to use the procedures for trusted access networks as described in clause 6.4
asfollows:

- an access network of access technology X1 from PLMN Y 1 istrusted; and/or
- any access network of access technology X2 is trusted; and/or

- any access network from PLMN Y 2 is trusted; and/or

- any access network is trusted.

The format of the pre-configured policies is not specified in this rel ease of this specification.

6.2.3 Dynamic Indication

If the UE performs 3GPP-based access authentication, the 3GPP AAA server may send atrust relationship indicator of
the non-3GPP access network to the UE during the EAP-AKA, EAP-AKA' or EAP-3GPP-LimitedService based access
authentication (i.e. EAP-AKA, EAP-AKA' or EAP-3GPP-LimitedService) as specified in 3GPP TS 33.402 [15]. If non-
3GPP access network istrusted, the 3GPP AAA server shall send thistrust relationship indicator as specified in

3GPP TS 29.273[17]. Theindicator issent using aAT_TRUST _IND attribute, by extending the EAP-AKA (and EAP-
AKA' and EAP-3GPP-LimitedService) protocol as specified in clause 8.2 of IETF RFC 4187 [33]. This attribute is
provided in EAP-Request/ AKA-Challenge or EAP- Request/AKA'-Challenge or EAP-Request/3GPP-LimitedService-
Init-Info message payload respectively. The detailed coding of this attribute is described in clause 8.2.3.1.

6.2.4 No trust relationship information

If no dynamic indicator is received, and no pre-configured policies matches a specific non-3GPP access network where
the UE attempts to access, the UE shall consider it as untrusted network and operate based on clause 6.5.
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6.3 IP Mobility Mode Selection

6.3.1 General

The IP mobility mechanisms supported between 3GPP and non-3GPP accesses within an operator and its roaming
partner's network may be based on either:

a) Static Configuration; or
b) Dynamic Configuration.

The choice between a) and b) depends upon operators preferences or roaming agreement or both.

6.3.2 Static configuration of inter-access mobility mechanism

For networks deploying a single I P mobility management mechanism, the statically configured mobility mechanism can
be access type or roaming agreement specific or both. The information about the mechanism to be used in such scenario
is expected to be provisioned into the terminal and the network.

In static configuration, if there isa mismatch between the IP mobility mode mechanism parameters pre-configured in
the network and in the UE, the UE may not be able to access the EPC. If the UE is able to access the EPC even if there
is a mismatch between the |P mobility mode mechanisms, the network may not be able to provide session continuity for
the UE. More details of the possible cases of mismatch between the IP mobility mode mechanism are described in the
informative annex D.

If the network is configured with a static mobility mechanism and the AAA server implements protocol extensions for a
dynamic |P Mobility Mode Selection (IPMS) exchange, the AAA server shall send to the UE an AT_RESULT_IND
attribute during the authentication procedure asit is described in clause 6.3.3.1.2.

6.3.3 Dynamic configuration of inter-access mobility mechanism

6.3.3.0 General

Dynamic | P Mobility Mode Selection (IPMS) consists of
- IP mobility management protocol selection between Network Based Mobility (NBM), DSMIPv6 or MIPv4; and
- Decision on IP address preservation if NBM is selected

Upon initial attachment to a non-3GPP access and upon handoff to non-3GPP accesses, the UE performs IPM S by
providing an indication during network access authentication for EPC. For trusted access, the indication is provided
before an |P address is allocated to the UE, while in untrusted access network, the indication is provided during IKEv2
signalling for IPSec tunnel establishment with the ePDG.

When the UE provides an explicit indication for IPMS, then the network shall provide the indication to the UE
identifying the selected mobility management mechanism.

When the dynamic | P mobility mode selection is used if the UE does not receive any indication of a selected mobility
protocol after the UE provided an explicit indication, it is considered as an abnormal case and the UE may not get
connectivity to the EPC.

NOTE: The scenarios for mobility mode selection are described in clause 4.1.3 of 3GPP TS 23.402 [6].
6.3.3.1 IPMS indication

6.3.3.1.1 IPMS indication from UE to 3GPP AAA server

During network access authentication, UE may provide an explicit indication to the 3GPP AAA server about the
supported mobility protocol by using an attribute in the EAP-AKA and EAP-AKA' protocols, to extend these protocols
as specified in clause 8.2 of IETF RFC 4187 [33]. This attribute is provided in EAP-Response/ AKA-Challenge and
corresponding EAP-AKA' message payload.
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The UE may provide theindication for IPMSusing AT_IPMS_IND attribute in EAP-AKA or EAP-AKA' if the UE
receivesthe AT_RESULT_IND attribute within the EAP-Request/AK A-Challenge message, or the EAP-

Reguest/AK A'-Challenge message (when EAP-AKA' is used). If the UE providesthe AT_IPMS_IND attribute within
the EAP-Response/ AK A-Challenge message payload or within the EAP-Response/ AKA'-Challenge message payload
(when EAP-AKA' is used), the UE shall also provide the AT_RESULT_IND attribute within the message.

If the UE supports IPM S indication, it shall indicate support for one or more mobility protocolsin AT_IPMS_IND
attribute as follows:

- the UE shall indicate support for DSMIPv6 if the UE supports DSMIPv6; and
- the UE shall indicate support for MIPv4 if the UE supports MIPv4; and

- duringinitial attach, the UE should indicate support for NBM if the UE supports address preservation based on
NBM between the access it is attaching to and all other accesses that the UE supports.; or

- upon handover, the UE shall indicate support for NBM if the UE supports address preservation based on NBM
while moving from source access network to target non-3GPP access network that the UE is attaching to.

NOTE: The UE can be configured not to use IPM Sindication, e.g. the UE is DSMIP capable only.

If the UE does not support any mobility protocol then the UE shall not send the AT_IPMS _IND attribute to the 3GPP
AAA server.

The preference of protocol may be indicated based on the policies configured on the UE. The detailed coding of this
attribute is described in clause 8.2.1.1.

6.3.3.1.2 IPMS indication from 3GPP AAA server to UE

A 3GPP AAA server supporting IPMS shall include the AT_RESULT _IND attribute within the EAP-Request/AK A-
Challenge and corresponding EAP-AKA' message payload.

If the UE provided an explicit indication as described in clause 6.3.3, the 3GPP AAA server shall inform the UE of its
decision on the mohility protocol and I P preservation mode by invoking an EAP-Request/ AK A-Notification dialogue
when EAP-AKA is used or an EAP-Request/AKA'-Notification dialogue when EAP-AKA' is used.

On selecting the mobility protocol based on UE indication, access network capabilities and network policies, the 3GPP
AAA server shal indicate the selected protocol to the UE by using the AT_IPMS_RES attribute. If the 3GPP AAA
server does not receive any indication from the UE but knows the UE's policies allow the usage of NBM and knows the
home and access network supports NBM, the network shall use NBM shall be used for providing connectivity to the
UE.

If the AT_IPMS_RES attribute indicates DSMIPv6 then the UE shall follow the procedures defined in
3GPP TS 24.303[11].

If the AT _IPMS_RES attribute indicates M1Pv4 support, then the UE shall follow the procedures defined in
3GPP TS 24.304[12].

The detailed coding of this attribute is described in clause 8.2.1.2.

6.4 Authentication and authorization for accessing EPC via a
trusted non-3GPP access network

6.4.1 General

For access to the EPC via atrusted non-3GPP access network, a connection shall be established between the UE and the
trusted non-3GPP access network using signalling procedures specific to the trusted non-3GPP access network, which
are out of scope of this present document.

Access authentication signalling for access to the EPC shall be executed between the UE and 3GPP AAA server to
ensure mutual authentication of the user and the EPC, with the exception of UEs without IMS| (see clauses 4.4.1
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and 6.6.3.2) or UEs initiating emergency session but whose IMSI authentication cannot proceed. Such authenticationis
based on |ETF protocols as specified in 3GPP TS 33.402 [15].

EAP-AKA' is used for access authentication in the trusted access network, according to 3GPP TS 33.402 [15],
clause 6.2. According to 3GPP TS 33.402 [15], clause 6.1, EAP-AKA' can be skipped if conditionslisted in
clause 9.2.2.1 or conditions described in clause 13.4 of 3GPP TS 33.402 [15] are met.

If the access network does not support EAP-AKA or EAP-AKA' and the UE considers the access network as trusted,
the UE shall access to the EPC only via S2c and any authentication method (EAP-based or otherwise) can be used for
access authentication as long as the criteria set in 3GPP TS 33.402 [15], clause 9.2.2.1 are met.

When the UE decides to access EPC via S2c using non-3GPP I P access, EAP-AKA authentication is performed
between the UE and the PDN-GW as specified in 3GPP TS 24.303 [11] and 3GPP TS 33.402 [15].

The UE may support ERP as described in IETF RFC 6696 [71] and 3GPP TS 33.402 [15]. In thisrelease of this
specification, only the ERP Implicit Bootstrapping mode defined in IETF RFC 6696 [71] is supported.

After a UE successfully completes authentication and authorization for accessing EPC via the trusted non-3GPP access
network, the UE may receive as part of an ANQP query to the access point, an ANQP-element in a protected frame with
management frame protection enabled. If the ANQP-element is an Emergency Call Number ANQP-element encoded in
accordance with Annex |, the UE considers the content of the Emergency Call Number field valid.

6.4.1A TWAN connection modes

As part of EAP-AKA' authentication via TWAN or EAP-3GPP-LimitedService authentication via TWAN, the UE and
the network can negotiate usage of either the single-connection mode (SCM) or the multi-connection mode (MCM) as
described in 3GPP TS 23.402 [€].

NOTE: UE requesting neither SCM nor MCM acts in transparent single-connection mode (TSCM). No UE
extensions are needed for TSCM.

The negotiation consists of the following steps:

a) The 3GPP AAA server indicates support of TSCM, SCM, MCM or any combination of them as described in
clause 6.4.3.5.

b) The UE requests usage of SCM or MCM as described in clause 6.4.2.6.2 and clause 6.4.2.6.3, actsin TSCM or
aborts the EAP authentication as described in clause 6.4.2.6.4.

c) The 3GPP AAA server either accepts or rejects the UE request as described in clause 6.4.3.5.

If EAP-AKA' authentication is skipped during emergency call via TWAN for unauthenticated UEs and the EAP-3GPP-
LimitedService authentication via TWAN is performed, the UE and the network can negotiate usage of either the
single-connection mode (SCM) or the multi-connection mode (MCM) as follows:

a) The 3GPP AAA server indicates support of SCM, MCM or any combination of them as described in
clause 6.4.3.5.1A.

b) The UE requests usage of SCM or MCM as described in clause 6.4.2.6.2A and clause 6.4.2.6.3A, or abortsthe
EAP authentication as described in clause 6.4.2.6.4.

c) The 3GPP AAA server either accepts or rejects the UE request as described in clause 6.4.3.5.

6.4.2 UE procedures

6.4.2.1 Identity Management

The user identities to be used by the UE in the authentication and authorization for accessing EPC via a trusted non-
3GPP access are the Root-NAI (permanent identity), decorated NAI, Fast-Reauthentication NAI (Fast-Reauthentication
Identity) and Pseudonym Identity and these identities are described in clause 4.4.

If the UE supports ERP, the identity to be used by the UE during the re-authentication procedure using ERP isthe
"KeyName-NAI" as described in 3GPP TS 23.003 [3].
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If the UE is a UE configured for high priority accessin the selected PLMN and the UE is configured to apply NAI
decoration for high priority access as specified for the HPA_NAIDecoration leaf hode in the NAS configuration MO in
3GPP TS 24.368 [38] or for the USIM file EFnasconric in 3GPP TS 31.102 [35], the UE shall inform the TWAN by
appending #hpato the NAI in the EAP Response/l dentity message. See 3GPP TS 23.003 [3] for NAI details.

6.4.2.1A Identity Management - emergency session

When initiating emergency session viatrusted non-3GPP access, if the UE has no valid subscriber data available (USIM
not available, or USIM is considered invalid by the UE), the UE shall provide its IMEI in an EAP Response/ldentity
message based on emergency NAI format specified in 3GPP TS 23.003 [3].

If the UE receives EAP-Request/3GPP-LimitedService-Init-Info message from the network requesting IMEI, the UE
provides IMEI as specified in clause 6.4.2.7.

6.4.2.2 EAP-AKA and EAP-AKA' based Authentication

The UE shall support EAP-AKA based authentication as specified in IETF RFC 4187 [33] and EAP-AKA' based
authentication as specified in IETF RFC 5448 [38]. 3GPP TS 33.402 [15] specifies the conditions under which one or
the other of these two methodsis used.

During network access authentication, the UE may provide an explicit indication for IPM S by adding an attribute in the
EAP-AKA or EAP-AKA' payload as defined in clause 6.3.3.

During network access authentication, the 3GPP AAA server may provide the ANID to the UE, see clause 6.4.2.4.

For WLAN access, after the UE has been successfully authenticated from WLAN, if the UE receives EAP-
Request/AKA'-Natification dialogue with AT_NOTIFICATION attribute value 1031 "User has not subscribed to the
requested service" asdefined in IETF RFC 4187 [33], the UE shall not initiate the EPC access procedure to the same
WLAN until switching off or the UICC containing the USIM is removed.

NOTE: Switching off and USIM change conditions are implemented taking into consideration the user experience
aspect.

6.4.2.3 Full Authentication and Fast Re-authentication

The UE shall support both full authentication and fast re-authentication for EAP AKA as specified in
IETF RFC 4187 [33] and for EAP-AK A" as specified in IETF RFC 5448 [38].

Full authentication is performed to generate new keys. The initial authentication shall be afull authentication as
specified in 3GPP TS 33.402 [15]. For afull authentication either the Permanent Identity or the Pseudonym Identity is
used.

According to 3GPP TS 33.402 [15] the fast re-authentication procedure uses the Fast Re-authentication Identity and is
used for renewing the session keys.

The Permanent Identity is based on the IMSI of the UE. The Fast Re-authentication Identity is provided to the UE by
the 3GPP AAA server during the previous authentication procedure. The UE shall use the Fast Re-authentication
Identity only once. A Pseudonym Identity provided to the UE by the 3GPP AAA Server during a previous
authentication procedure can be reused in later authentications until the UE receives a new Pseudonym identity from the
3GPP AAA Server.

NOTE: The 3GPP AAA Server will assign a new Pseudonym Identity with afrequency dictated by operator's
policy. The allocation of new pseudonymsis required to prevent that the user's movements are tracked by
an unauthorized party.

If during an authentication request, the UE receives an EAP-Request/ AK A-Identity message containing
AT_PERMANENT_ID_REQ, the UE shall return the Permanent Identity inthe AT _IDENTITY attribute of the EAP-
Response/ AKA _|dentity. If the UE receives an EAP-Request/AK A'-Identity message containing
AT_PERMANENT_ID_REQ, the UE shall return the Permanent Identity inthe AT_IDENTITY attribute of the EAP-
Response /AKA'-ldentity message.

If during an authentication request, the UE receives an EAP-Request/AK A-Identity message which contains
AT_FULLAUTH_ID_REQ, the UE shall return the Pseudonym Identity asthe AT_IDENTITY within EAP-
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Response/AKA_ldentity message if available. If the UE receives an EAP-Request/ AK A'-ldentity message containing
AT _FULLAUTH_ID_REQ, the UE shall return the Pseudonym Identity asthe AT _IDENTITY within the EAP-
Response /AKA'-ldentity message if available. Otherwise the UE shall return the Permanent Identity.

If during an authentication request, the UE receives an EAP-Request/AK A-ldentity message or EAP-Request/AKA'-
I dentity message respectively, which contains AT_ANY _ID_REQ, the UE shall return the Fast Re-authentication
Identity if available asthe AT_IDENTITY. Otherwise the UE shall return the Pseudonym Identity.

6.4.2.4 Handling of the Access Network Identity

6.4.2.4.1 General

The 3GPP AAA server provides the UE with the ANID in EAP signalling. The UE can also obtain the ANID by access
network specific means, which are out of scope of the present document. For some access networks the ANID can also
be configured into the UE and the 3GPP AAA server.

NOTE: According to 3GPP TS 33.402 [15], the ANID is used by HSS and UE to generate transformed
authentication vectors and therefore the ANID needs to be identical in the HSS and in the UE. The trusted
non-3GPP access network first sends the ANID to the 3GPP AAA server viathe STareference point and
the 3GPP AAA server sends the ANID to HSS viathe SWx reference point, see 3GPP TS 29.273 [17],
and to the UE as specified in this specification.

6.4.2.4.2 ANID indication from 3GPP AAA server to UE

When the 3GPP AAA server sends an EAP Request’ or AKA-Challenge' message to the UE, the 3GPP AAA server
shall include the ANID to be used when generating transformed authentication vectors, using the AT_KDF_INPUT
attribute as described in clause 8.2.2. The value and coding of this attribute is described in clause 8.1.1.

6.4.2.4.3 UE check of ANID for HRPD CDMA 2000® access networks

The UE shall apply the rules for comparison of the locally determined ANID and the one received over EAP-AKA' as
specified in IETF RFC 5448 [38]. The UE, or the user, may use the ANID as a basis for an optional decision whether
the access network is authorized to serve the UE. E.g. the UE may compare the ANID against alist of preferred or
barred ANIDs.

When the UE can locally determine based on physical layer or access network procedures that the UE is connected to a
eHRPD network, the locally determined ANID is"HRPD". If the comparison check is successful and if either the
optional access network authorization decision in the UE is positive or is not performed, the UE shall proceed;
otherwise the UE shall abort the access procedure.

6.4.2.4.4 UE check of ANID for WiIMAX access networks

The UE shall apply the rules for comparison of the locally determined ANID and the one received over EAP-AKA' as
specified in IETF RFC 5448 [38]. The UE, or the user, may use the ANID as a basis for an optional decision whether
the access network is authorized to serve the UE. E.g. the UE may compare the ANID against alist of preferred or
barred ANIDs.

When the UE can locally determine based on physical layer or access network procedures that the UE is connected to a
WiIMAX access network, the locally determined ANID is"WIMAX". If the comparison check is successful and if either
the optional access network authorization decision in the UE is positive or is not performed, the UE shall proceed;
otherwise the UE shall abort the access procedure.

6.4.2.4.5 UE check of ANID for WLAN access networks

The UE shall apply the rules for comparison of the locally determined ANID and the one received over EAP-AKA' as
specified in IETF RFC 5448 [38]. The UE, or the user, may use the ANID as abasis for an optional decision whether
the access network is authorized to serve the UE. E.g. the UE may compare the ANID against alist of preferred or
barred ANIDs.

When the UE can locally determine based on physical layer or access network procedures that the UE is connected to a
WLAN network, the locally determined ANID is"WLAN". If the comparison check is successful and if either the
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optional access network authorization decision in the UE is positive or is not performed, the UE shall proceed,;
otherwise the UE shall abort the access procedure.

6.4.2.4.6 UE check of ANID for ETHERNET access networks

The UE shall apply the rules for comparison of the locally determined ANID and the one received over EAP-AKA' as
specified in IETF RFC 5448 [38]. The UE, or the user, may use the ANID as abasis for an optional decision whether
the access network is authorized to serve the UE. E.g. the UE may compare the ANID against alist of preferred or
barred ANIDs.

When the UE can locally determine based on physical layer or access network procedures that the UE is connected to a
Ethernet network, the locally determined ANID is"ETHERNET". If the comparison check is successful and if either
the optional access network authorization decision in the UE is positive or is not performed, the UE shall proceed;
otherwise the UE shall abort the access procedure.

6.4.2.5 Full name for network and short name for network

When receiving the EAP-Reguest/AK A-Challenge message when the EAP-AKA is used or the EAP-Request/AKA'-
Challenge message when the EAP-AKA' isused, and the AT_FULL_NAME_FOR_NETWORK attribute, the
AT_SHORT_NAME_FOR_NETWORK attribute or both are included, then the UE may use the contents to update
appropriate information stored within the UE.

6.4.2.6 TWAN connection modes

6.4.2.6.1 General
The UE may support SCM. The UE may support MCM.

NOTE 1. The UE isallowed to support both MCM and SCM. The UE is allowed to support neither MCM nor
SCM.

NOTE 2: No UE extensions are needed for TSCM.

6.4.2.6.2 Usage of single-connection mode (SCM)
If:
a) the UE supportsthe SCM;

b) the EAP-Request/AKA'-Challenge message includesthe AT_TWAN_CONN_MODE attribute as described in
clause 8.2.7.1 wherein the message field as described in clause 8.1.4.1:

1) containsthe message type field indicating CONNECTION_CAPABILITY; and
2) containstheitemlist field:

A) including the CONNECTION_MODE_CAPABILITY item asdescribed in clause 8.1.4.8 indicating
support of SCM; and

B) if the UE requests an emergency attach or an emergency handover, including the
CONNECTION_MODE_CAPABILITY item as described in clause 8.1.4.8 indicating that emergency
services are supported; and

¢) the UE requests usage of the SCM;
then the UE:

a) shall includethe AT_TWAN_CONN_MODE attribute according to clause 8.2.7.1 in the EAP-Response/ AKA'-
Challenge message. In the message field according to clause 8.1.4.1 of the AT_TWAN_CONN_MODE
attribute, the UE shall:

1) set the message type field to SCM_REQUEST; and
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2)

intheitem list field:

A) include a CONNECTIVITY_TYPE item according to clause 8.1.4.3 indicating the requested connectivity

type - PDN connection, or NSWO; and
B) if aPDN connection is requested:

i) includeaATTACHMENT_TY PE item according to clause 8.1.4.4 indicating whether an initial
attach, a handover attach, an emergency attach, or an emergency handover is requested;

ii) if aPDN connection for an APN other than the default APN is requested and either an initial attach or
a handover attach is requested, include an APN item according to clause 8.1.4.5 indicating the
requested APN;

iii) if theinitial attach or the emergency attach is requested, include a PDN_TY PE item according to
clause 8.1.4.6 indicating the requested PDN type;

iv) if the handover attach or the emergency handover is requested, include a PDN_TY PE item according
to clause 8.1.4.6 indicating the PDN type supported in the PDN connection to be handed over; and

v) if the UE wishesto transmit (protocol) data (e.g. configuration parameters, error codes or
messagesevents) to the network, include a PROTOCOL_CONFIGURATION_OPTIONS item
according to clause 8.1.4.9; and

b) if aPDN connection isrequested, shall includethe AT_RESULT _IND attribute in the EAP-Response/ AKA'-
Challenge message.

NOTE 1: If the UE does not include the AT_RESULT _IND attribute in the EAP-Response/AKA'-Challenge

message, in case of successful authentication, then EAP-Request/AK A'-Notification message is not
received and the UE is only informed about success using EAP-Success.

Upon receiving the EAP-Request/AK A'-Natification message including the AT_TWAN_CONN_MODE attribute as
described in clause 8.2.7.1 wherein the message field as described in clause 8.1.4.1.

- contains the message type field indicating SCM_RESPONSE; and

- containstheitem list field;

the UE:

a) if the AT_NOTIFICATION attribute indicates success, shall determine the authorized connectivity type in the
CONNECTIVITY_TYPE item as described in clause 8.1.4.3 included in the item list field. If the authorized
connectivity type is PDN connection, the UE:

1)

2)

3)

4)

5)

6)

if theinitial attach, or the handover attach is requested, shall determine the selected APN in the APN item as
described in clause 8.1.4.5 included in the item list field;

shall determine the PDN type supported in the PDN connection in the PDN_TYPE item as described in
clause 8.1.4.6 included in the item list field;

if aPROTOCOL_CONFIGURATION_OPTIONS item as described in clause 8.1.4.9 isincluded in the item
list field, shall determine the protocol configuration optionsin the
PROTOCOL_CONFIGURATION_OPTIONS item;

if alPV4_ADDRESS item as described in clause 8.1.4.11 isincluded in the item list field, shall determine
the IPv4 address allocated to the UE for the PDN connection in the IPV4_ADDRESS item;

if alPV6_INTERFACE_IDENTIFIER item as described in clause 8.1.4.12 isincluded in the item list field,
shall determine the IPv6 interface identifier allocated to the UE for the PDN connection in the
IPV6_INTERFACE_IDENTIFIER item and shall use it when building the IPv6 link local address; and

shall determine the TWAG user plane MAC addressin the TWAG_UP_MAC_ADDRESS item as described
in clause 8.1.4.14 included in the item list field, and shall use the TWAG user plane MAC address for
encapsulating user plane packets according to 3GPP TS 23.402 [6]; and
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b) if the AT_NOTIFICATION attribute indicates failure with value 0 " General failure after authentication" or value
16384 - "General failure" as defined in IETF RFC 4187 [33] and the ACCESS_CAUSE item isincluded:

1)

2)

3)

4)

5)

shall determine the cause of failure in the ACCESS_CAUSE item as described in clause 8.1.4.17 included
theitem list field:

if theinitial attach, or the handover attach is requested, and the cause of failure is#2 "Non-3GPP accessto
EPC not allowed" as defined in clause 8.1.4.17, shall not retry the authentication procedure to any WLANS
until switching off or the UICC containing the USIM is removed,;

if the cause of failureis#11 "PLMN _NOT_ALLOWED" asdefined in clause 8.1.4.17, shall not retry the
authentication procedure from the same PLMN via WLANSs according to the network selection procedures as
defined in clause 5.2.2;

if theinitial attach, or the handover attach is requested, and the cause of failure is#3 "RAT type not allowed"
as defined in clause 8.1.4.17, the UE shall not retry the authentication procedure to any WLANS until
switching off or the UICC containing the USIM is removed;

if the cause of failureis#6 "lllegal ME" as defined in clause 8.1.4.17, shall not retry the authentication
procedure from the same PLMN until switching off or the UICC containing the USIM is removed; and

NOTE 2: Switching off and USIM change conditions are implemented taking into consideration the user experience

aspect.

c) if the AT_NOTIFICATION attribute indicates failure as defined in bullet b) and the CAUSE item isincluded:

1)

2)

3

4)

shall determine the cause of failurein the CAUSE item as described in clause 8.1.4.10 included the item list
field;

if theinitial attach, or the handover attach is requested, the cause of failure is#26 "Insufficient resources' and
the Twl itemisincluded in theitem list field, shall take different actions depending on the timer value
received in the Twl item as follows:

A) if the timer value indicates neither zero nor deactivated, shall stop timer Tw1 associated with the
corresponding APN, if it isrunning. The UE shall start timer Tw1 (see 3GPP TS 24.244 [56]) with the
value provided in the Twl value |E and not send another SCM_REQUEST message with the
CONNECTIVITY_TYPE itemindicating PDN connection and with APN item indicating the same APN
until timer Tw1 expires, the timer Tw1 is stopped, or the USIM is removed,;

B) if the timer value indicates that this timer is deactivated, shall not send another SCM_REQUEST message
with the CONNECTIVITY_TYPE item indicating PDN connection and with APN item indicating the
same APN until the UE is switched off or the USIM is removed,;

C) if the timer value indicates zero, may send another SCM_REQUEST message with the
CONNECTIVITY_TYPE item indicating PDN connection and with APN item indicating the same APN;
and

D) if the WLAN radio is disabled when the timer Tw1 isrunning and if the USIM in the UE remains the
same when the WLAN radio is enabled, shall behave as follows when the WLAN radio is enabled:

- lett1 be the time remaining for Tw1l timeout when the WLAN radio was disabled and let t be thetime
elapsed since the WLAN radio was disabled until the WLAN radio was enabled. If t1 is greater than t,
then the timer shall be restarted with the valuet1 —t. If t1 isequal to or less than t, then the timer need
not be restarted. If the UE is not capable of determining t, then the UE shall restart the timer with the
valuetl;

if the cause of failure is#26 "Insufficient resources’ and the Twl item is not included in theitem list field,
may send a SCM_REQUEST message with the CONNECTIVITY _TYPE item indicating PDN connection
and with APN item indicating the same APN;

if theinitial attach, or the handover attach is requested, and the cause of failure is#38 "Network failure" as
defined in clause 8.1.4.10.2:

A) if the Twl itemisincluded in the item list field, shall behave as follows:
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i) if thetimer value received in the Twl item indicates neither zero nor deactivated, shall start the Tw2
timer with the timer value provided in the Tw1 item, and shall not try again until the backoff timer
expires or the UE is switched off or the UICC containing the USIM is removed;

ii) if thetimer value received in the Twl item indicates that thistimer is deactivated, shall not try again
until the UE is switched off or the UICC containing the USIM is removed; and

iii) if the timer value received in the Twl item indicates zero, may send another SCM_REQUEST
message with the CONNECTIVITY_TYPE itemindicating PDN connection and with APN item
indicating the same APN; and

B) if the Twl itemisnot included in the item list field, shall start an implementation specific backoff timer

NOTE 3:

and not try again until the backoff timer expires or the UE is switched off or the UICC containing the
USIM isremoved; and

Existing Tw1 item can be reused by the network to provide back off timer value to start Tw2 timer.

5) if theinitial attach, or the handover attach is requested, and the cause of failure is#27 "Unknown APN" as
defined in clause 8.1.4.10.2:

a)

b)

6.4.2.6.2A

if the Twl itemisincluded in theitem list field, shall behave as follows:

i) if thetimer value received in the Twl item indicates neither zero nor deactivated, shall start the Tw2
timer with the timer value provided in the Twl item, and shall not send another SCM_REQUEST
message with the CONNECTIVITY _TYPE itemindicating PDN connection and with APN item
indicating the same APN to the same PLMN until the backoff timer expires or the UE is switched off
or the UICC containing the USIM is removed;

ii) if thetimer value received in the Twl item indicates that thistimer is deactivated, shall not send
another SCM_REQUEST message with the CONNECTIVITY _TYPE item indicating PDN
connection and with APN item indicating the same APN to the same PLMN until the UE is switched
off or the UICC containing the USIM is removed; and

iii) if the timer value received in the Twl item indicates zero, may send another SCM_REQUEST
message with the CONNECTIVITY_TYPE itemindicating PDN connection and with APN item
indicating the same APN; and

if the Twl itemisnot included in the item list field, shall not retry the authentication procedure with the
same WLAN for the same APN to the same PLMN until the UE is switched off or the UICC containing
the USIM is removed, unless the UE has an implementation specific backoff timer. In that case, the UE

shall not retry until that implementation specific timer expires.

Usage of single-connection mode (SCM) - emergency

If the UE needsto establish an IMS emergency session over trusted WLAN access, the UE shall:

1) if the UE already has active PDN connection, the UE shall detach first (see 3GPP TS 23.402 [6]) and then follow
item 2) below to start initial attach procedure for emergency service; and

2) if the UE does not have an active PDN connection and requests usage of the SCM, the UE shall start initial
attach procedure for emergency service using the procedures specified in clause 6.4.2.6.2. In addition,

a) upon receiving EAP-Request/AK A'-Challenge message:

if the CONNECTION_MODE_CAPABILITY itemintheitem list field indicates support of emergency
services, the UE shall respond with the EAP-Response/ AK A'-Challenge message with the
ATTACHMENT_TYPE itemintheitem list field set to "emergency attach” or "emergency handover"; or

if the CONNECTION_MODE_CAPABILITY itemintheitem list field does not indicate support of
emergency services, the UE shall respond with the EAP-Response/ AKA'-Client-Error message as
described in clause 6.4.2.6.4. The UE shall re-initiate initial attach procedure for emergency service by
selecting a different WLAN supporting emergency service; or

b) upon receiving EAP-Request/3GPP-LimitedService-Init-Info message including the
AT_TWAN_CONN_MODE attribute with the message type of message field indicating
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CONNECTION_CAPABILITY and message field contains CONNECTION_MODE_CAPABILITY itemin
theitem list field indicating support of SCM and emergency services,

if the UE supports the SCM and requests the usage of the SCM, the UE shall respond with the EAP-
Response/3GPP-LimitedService-Init-Info message and shall include the AT_TWAN_CONN_MODE
attribute with the message type field set to SCM_REQUEST and in theitem list field shall:

i) includeaATTACHMENT_TY PE item indicating whether an emergency attach or emergency
handover is requested;

ii) if emergency attach isrequested, include a PDN_TY PE item according to clause 8.1.4.6 indicating the
reguested PDN type;

iii) if emergency handover attach is requested, include aPDN_TY PE item according to clause 8.1.4.6
indicating the PDN type supported in the PDN connection to be handed over; and

iv) if the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or
messagesevents) to the network, include a PROTOCOL_CONFIGURATION_OPTIONS item
according to clause 8.1.4.9; and

c) upon receiving the EAP-Request/3GPP-LimitedService-Notif message including the
AT_TWAN_CONN_MODE attribute with the message type field of the message field indicating
SCM_RESPONSE and the item list field:

the UE shall:

i) determine the PDN type supported in the PDN connection in the PDN_TY PE item as described in
clause 8.1.4.6 included in the item list field;

ii) determine the protocol configuration optionsin the PROTOCOL_CONFIGURATION_OPTIONS
itemif aPROTOCOL_CONFIGURATION_OPTIONS item as described in clause 8.1.4.9 is included
intheitem list field;

iii) if alPV4_ADDRESS item as described in clause 8.1.4.11 isincluded in the item list field, determine
the IPv4 address allocated to the UE for the PDN connection in the IPV4_ADDRESS item;

iv) if alPV6_INTERFACE_IDENTIFIER item as described in clause 8.1.4.12 isincluded in the item list
field, determine the IPv6 interface identifier allocated to the UE for the PDN connection in the
IPV6_INTERFACE_IDENTIFIER item and use it when building the IPv6 link local address; and

v) determine the TWAG user plane MAC addressinthe TWAG_UP_MAC _ADDRESS item as
described in clause 8.1.4.14 included in the item list field, and use the TWAG user plane MAC
address for encapsulating user plane packets according to 3GPP TS 23.402 [6]; and

d) if the UE had requested emergency attach or emergency handover of an emergency session, upon receiving
the EAP-Reguest/AKA'-Notification message, if the AT_NOTIFICATION attribute indicates failure, the UE
shall detach and then perform initial attach procedure for emergency service by selecting a different WLAN
supporting emergency service.

6.4.2.6.3
If:

Usage of multi-connection mode (MCM)

a) the UE supportsthe MCM;

b) the EAP-Request/AKA'-Challenge message includesthe AT_TWAN_CONN_MODE attribute as described in
clause 8.2.7.1 wherein the message field as described in clause 8.1.4.1:

1) containsthe message type field indicating CONNECTION_CAPABILITY; and

2) containstheitemlist field:

A) including the CONNECTION_MODE_CAPABILITY item as described in clause 8.1.4.8 indicating

support of MCM;

B) including the SUPPORTED_WLCP_TRANSPORTS item as described in clause 8.1.4.15; and

ETSI



3GPP TS 24.302 version 18.6.0 Release 18 45 ETSI TS 124 302 V18.6.0 (2024-07)

C) if the UE requests an emergency attach or an emergency handover, including the
CONNECTION_MODE_CAPABILITY item as described in clause 8.1.4.8 indicating that emergency
services are supported,;

c) atleast one WL CP transport indicated as supported in the SUPPORTED_WLCP_TRANSPORTS item isalso
supported by the UE; and

d) the UE requests usage of the MCM;
then the UE:

a) shal includethe AT_TWAN_CONN_MODE attribute according to clause 8.2.7.1 in the EAP-Response/ AKA'-
Challenge message. In the message field according to clause 8.1.4.1 of the AT_TWAN_CONN_MODE
attribute, the UE:

1) shall set the message type field to MCM_REQUEST; and
2) intheitemlist field:

A) if the UE requests an emergency attach or an emergency handover, shall include an
ATTACHMENT _TYPE item according to clause 8.1.4.4 indicating whether an emergency attach, or an
emergency handover is requested; and

b) shal includethe AT_RESULT_IND attribute in the EAP-Response/AKA'-Challenge message.

Upon receiving the EAP-Request/AK A'-Notification message including the AT_TWAN_CONN_MODE attribute as
described in clause 8.2.7.1 where the message field as described in clause 8.1.4.1:

- contains the message type field indicating MCM_RESPONSE; and
- containstheitem list field;

the UE:
a) if the AT_NOTIFICATION attribute indicates success:

1) shall determine the NSWO authorization in the AUTHORIZATIONS item as described in clause 8.1.4.7
included in theitem list field;

2) shall determine the TWAG control plane address(es) inthe TWAG_CP_ADDRESS item as described in
clause 8.1.4.13 included in the item list field; and

3) shall derive the WLCP key as described in Annex A.3in 3GPP TS 33.402 [15]; and

NOTE: After receiving EAP Success message terminating the EAP procedures after successful authentication and
authorization for MCM access to EPC, the UE establishes a DTLS connection with the TWAG and
initiates WL CP procedures according to 3GPP TS 24.244 [56].

b) if the AT_NOTIFICATION attribute indicates failure, shall determine the cause of failurein the
ACCESS CAUSE or CAUSE item asdescribed in clause 8.1.4.17 and 8.1.4.10 included in the item list field.

6.4.2.6.3A Usage of multi-connection mode (MCM) - emergency
If the UE needsto establish an IMS emergency session over trusted WLAN access, the UE shall:
1) if the UE already has active PDN connection:

- if the TWAN does not supports emergency service, the UE shall detach first and then follow item 2) below to
start initial attach procedure for emergency service and selecting a WLAN supporting Emergency service; or

- if the connected TWAN supports emergency service, the UE shall initiate PDN connectivity establishment
procedures as specified in 3GPP TS 24.244 [56].

2) if the UE does not have an active PDN connection and requests usage of the MCM, the UE shall start initial
attach procedure for emergency service using the procedures specified in clause 6.4.2.6.3. In addition,
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a) upon receiving EAP-Request/AK A'-Challenge message:

- if the CONNECTION_MODE_CAPABILITY itemin theitem list field indicates support of emergency
services, the UE shall respond with the EAP-Response/ AK A'-Challenge message with the
ATTACHMENT_TYPE itemintheitem list field set to "emergency attach” or "emergency handover"; or

- if the CONNECTION_MODE_CAPABILITY itemintheitem list field does not indicate support of
emergency services, the UE shall respond with the EAP-Response/ AKA'-Client-Error message as
described in clause 6.4.2.6.4. The UE shall re-initiate initial attach procedure for emergency service by
selecting a different WLAN supporting emergency service; or

b) upon receiving EAP-Request/3GPP-LimitedService-Init-Info message including the
AT_TWAN_CONN_MODE attribute with the message type of message field indicating
CONNECTION_CAPABILITY and message field contains CONNECTION_MODE_CAPABILITY itemin
theitem list field indicating support of MCM and emergency services,

- if the UE supports the MCM and requests the usage of the MCM and

i) message field of the AT_TWAN_CONN_MODE attribute contains
SUPPORTED_WLCP_TRANSPORTS item as described in clause 8.1.4.15; and

ii) at least one WL CP transport indicated as supported in the SUPPORTED_WLCP_TRANSPORTS
itemis also supported by the UE,

the UE shall respond with the EAP-Response/3GPP-LimitedService-Init-Info message and shall:

i) includethe AT_TWAN_CONN_MODE attribute with the message type field set to
MCM_REQUEST;

c) upon receiving the EAP-Request/3GPP-LimitedService-Notif message including the
AT_TWAN_CONN_MODE attribute with the message type of message field indicating MCM_RESPONSE
and theitem list field:

- theUEshall:

i) determinethe TWAG control plane address(es) in the TWAG_CP_ADDRESS item as described in
clause 8.1.4.13 included in the item list field;

ii) derivethe WLCP key as described in Annex A.3in 3GPP TS 33.402 [15].

NOTE: After receiving EAP Success message terminating the EAP procedures after successful authentication and
authorization for MCM access to EPC, the UE establishes a DTLS connection with the TWAG and
initiates WL CP procedures according to 3GPP TS 24.244 [56].

d) if the UE had requested emergency attach or emergency handover of an emergency session, upon receiving
the EAP-Request/AKA'-Notification message, if the AT_NOTIFICATION attribute indicates failure, the UE
shall detach and then perform initial attach procedure for emergency service by selecting a different WLAN
supporting emergency service.

6.4.2.6.3B Usage of transparent single-connection mode (TSCM) - emergency
The emergency session is not supported for the UE using TSCM mode.

NOTE: If the UE in TSCM mode aready has active PDN connection, the UE remains connected.

6.4.2.6.4 Network support not available

If the EAP-Request/AK A'-Challenge message does not include the AT_TWAN_CONN_MODE attribute as described
in clause 8.2.7.1, then only TSCM is available.

If the UE supports SCM, the UE does not support MCM, and the EAP-Request/AK A'-Challenge message includes the
AT_TWAN_CONN_MODE attribute as described in clause 8.2.7.1 wherein the message field as described in
clause 8.1.4.1:

1) containsthe message type field indicating CONNECTION_CAPABILITY; and
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2) containstheitemlist field including the CONNECTION_MODE_CAPABILITY item asdescribed in
clause 8.1.4.8 not indicating support of SCM;
then only TSCM isavailable.

If the UE does not support SCM, the UE supports MCM, and the EAP-Request/AK A'-Challenge message includes the
AT_TWAN_CONN_MODE attribute as described in clause 8.2.7.1 wherein the message field as described in
clause 8.1.4.1:

1) containsthe message type field indicating CONNECTION_CAPABILITY; and

2) containstheitemlist field including the CONNECTION_MODE_CAPABILITY item as described in
clause 8.1.4.8 not indicating support of MCM;

then only TSCM is available.

If the UE does not support SCM, the UE supports MCM, the EAP-Request/AK A'-Challenge message includes the
AT_TWAN_CONN_MODE attribute as described in clause 8.2.7.1 wherein the message field as described in
clause 8.1.4.1:

1) containsthe message type field indicating CONNECTION_CAPABILITY; and
2) containstheitemlist field:

A) including the CONNECTION_MODE_CAPABILITY item as described in clause 8.1.4.8 indicating support
of MCM; and

B) including the SUPPORTED_WLCP_TRANSPORTS item as described in clause 8.1.4.15;

and none of the WL CP transport indicated as supported in the SUPPORTED_WLCP_TRANSPORTS item isalso
supported by the UE, then only TSCM is available.

If only TSCM isavailable:

a) if the UE does not request an emergency attach, the UE does not request an emergency handover and the UE is
willing to use TSCM, the UE shdll act asin TSCM; and

b) if the UE requests an emergency attach or the UE requests an emergency handover or the UE is unwilling to use
TSCM, the UE shall send EAP-Response/AKA'-Client-Error message.

NOTE: InTSCM, successful EAP-AKA' authentication triggers creation of a PDN connection to the default
APN. The UE can be unwilling to use the PDN connection to the default APN e.g. because the UE needs
to perform handover of a PDN connection, because the UE needs to establish a PDN connection to an
APN other than the default APN, because the UE needs to establish multiple PDN connections, or
because the UE has no usage for the PDN connection to the default APN and wants to avoid any possible
charges related to the PDN connection to the default APN.

If the UE requests an emergency attach or an emergency handover, and the EAP-Request/AK A'-Challenge message
includesthe AT_TWAN_CONN_MODE attribute as described in clause 8.2.7.1 wherein the message field as described
inclause 8.1.4.1:

1) containsthe message type field indicating CONNECTION_CAPABILITY; and

2) containstheitem list field including the CONNECTION_MODE_CAPABILITY item asdescribed in
clause 8.1.4.8 not indicating support of emergency services,

then the UE shall send EAP-Response/ AKA'-Client-Error message.

6.4.2.7 Mobile Equipment Identity Signalling
If the UE receives:

- an EAP-Request/AK A'-Challenge message; or

- an EAP-Request/3GPP-LimitedService-Init-Info message;
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containing the AT_DEVICE_IDENTITY attribute and the Identity Type field of the received
AT_DEVICE_IDENTITY attributeis set to either 'IMEI" or 'IMEISV" and the Identity Vauefield is empty, then if the
UE's Mobile Equipment Identity IMEI or IMEISV is available, the UE shall include IMEI or IMEISV in the
AT_DEVICE_IDENTITY attributein:

- the EAP-Response/ AKA'-Challenge message; or
- the EAP-Response/3GPP-LimitedService-Init-Info message;
asfollows:

- if IMEISV are available, the UE shall include IMEISV inthe AT_DEVICE_IDENTITY attribute. The Identity
Typefield of the AT_DEVICE_IDENTITY attribute shall be set to 'IMEISV": and

- if IMEIl isavailable and IMEISV is not available, the UE shall include IMEI inthe AT_DEVICE_IDENTITY
attribute. The Identity Type field of the AT_DEVICE_IDENTITY attribute shall be set to 'IMEI".

The AT_DEVICE_IDENTITY attribute shall be sent as an encrypted attribute and included in the value field of the
AT_ENCR_DATA attribute as described in IETF RFC 4187 [33].

The detailed coding of the AT_DEVICE_IDENTITY attribute is described in clause 8.2.8.1.
6.4.3 3GPP AAA server procedures

6.4.3.1 Identity Management

The 3GPP AAA selects the pseudonym identity or the Fast Re-authentication Identity and returns the identity to the UE
during the Authentication procedure as specified in 3GPP TS 33.402 [15]. The 3GPP AAA server shall maintain a
mapping between the UE's permanent identity and the pseudonym identity and between the UE's permanent identity and
the Fast Re-authentication Identity.

6.4.3.1A Identity Management - emergency session

Upon receiving arequest from the UE for emergency session establishment, if

- IMSl isprovided to the network but IMSI authentication cannot proceed or IMS| authentication has failed or the
3GPP AAA server cannot determineif authentication is successful; and

- the 3GPP AAA server is configured to accept unauthenticated emergency session over WLAN,
the 3GPP AAA server requests IMEI from the UE as specified in clause 6.4.3.6 using the EAP-Request/3GPP-
LimitedService-Init-Info message.
6.4.3.2 EAP-AKA and EAP-AKA' based Authentication

The 3GPP AAA server shall support EAP AKA based authentication as specified in IETF RFC 4187 [33] and EAP-
AKA'" based authentication as specified in IETF RFC 5448 [38]. 3GPP TS 33.402 [15] specifies the conditions under
which one or the other of these two methods is used. If the UE provides an explicit indication for the supported mobility
protocols and the network supports multiple IP mobility mechanisms, the network shall select the protocol to be used
and communicate the decision to the UE as defined in clause 6.3.3.1.2.

For WLAN access, after the UE has been successfully authenticated and the EPC access and Non-Seamless WLAN
Offload are not authorized for the UE, the 3GPP AAA Server shall invoke an EAP-Request/AKA'-Notification dialogue
and indicate this to the UE by using the AT_NOTIFICATION attribute value 1031 —"User has not subscribed to the
requested service" asdefined in IETF RFC 4187 [33].

6.4.3.3 Full authentication and Fast Re-authentication

The 3GPP AAA shall support full re-authentication and fast re-authentication as specified in IETF RFC 4187 [33].
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The decision to use the fast re-authentication processis taken by the home network (i.e. the 3GPP AAA server) and is
based on operator policies. If fast re-authentication isto be used, the home network shall indicate thisto the UE by
providing the Fast Re-authentication Identity to the UE during the authentication process.

When initiating an authentication, the home network shall indicate the type of authentication required by including
either AT_PERMANENT _ID_REQ or AT_FULLAUTH_ID_REQ for Full authentication and AT_ANY_ID_REQ for
Fast re-authentication in the EAP-Request/AKA _ldentity message or the EAP-Request/AKA'-ldentity message
respectively.

The home network (i.e. the 3GPP AAA server) may upon receiving the Fast Re-authentication Identity in
AT _IDENTITY, decide to proceed with the fast re-authentication or choose instead to initiate a full authentication. This
decision is based on operator policies.

6.4.3.4 Full name for network and short name for network

The 3GPP AAA server may includethe AT_FULL_NAME_FOR_NETWORK attribute, the
AT_SHORT_NAME_FOR_NETWORK attribute or both in the EAP-Request/ AK A-Challenge message when the
EAP-AKA isused and in the EAP-Request/ AK A'-Challenge message when the EAP-AKA' is used.

The detailed coding of the AT_FULL_NAME_FOR_NETWORK attribute and the
AT_SHORT_NAME_FOR_NETWORK is described in clause 8.2.5.
6.4.3.5 TWAN connection modes

6.4.3.5.1 General
The 3GPP AAA server may support the single-connection mode (SCM).
The 3GPP AAA server may support the multi-connection mode (MCM).

If the network supports SCM, MCM or both, the 3GPP AAA server shall includethe AT_TWAN_CONN_MODE
attribute according to clause 8.2.7.1 and the AT_RESULT _IND attribute in the EAP-Request/AKA'-Challenge
message. |n the message field according to clause 8.1.4.1 of the AT_TWAN_CONN_MODE attribute, the 3GPP AAA
server shall:

a) set the messagetype field to CONNECTION_CAPABILITY; and
b) intheitemlist field:

1) include a CONNECTION_MODE_CAPABILITY item according to clause 8.1.4.8 indicating whether the
network supports TSCM, SCM, MCM or any combination of them and indicating whether the network
supports the emergency services; and

2) if the network supports MCM, include a SUPPORTED_WLCP_TRANSPORTS item according to
clause 8.1.4.15 indicating WL CP transport(s) supported by the TWAG.

Based on operator policy, under general overload conditions the 3GPP AAA server should not reject requests from UE
configured for high priority access as specified in clause 6.4.2.1, up to the point where further exemption would cause
network instability.

NOTE: "ingtahility" isdetermined by the implementation taking into account operator policy and regional
regulation.

6.4.3.5.1A Emergency session connection mode negotiation for unauthenticated UEs

If the 3GPP AAA server is configured to accept unauthenticated emergency session over WLAN and IMEI was
received or IMSI| was received but IMSI authentication cannot proceed, the 3GPP AAA server shall initiate connection
mode negotiation with the UE as follows:

- if the 3GPP AAA server supports SCM, MCM or both, the 3GPP AAA server shall include the
AT_TWAN_CONN_MODE attribute according to clause 8.2.7.1 in the EAP-Request/3GPP-LimitedService-
Init-Info message. In the message field according to clause 8.1.4.1 of the AT_TWAN_CONN_MODE attribute,
the 3GPP AAA server shall:
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a) set the message type field to CONNECTION_CAPABILITY; and
b) intheitemlist field:

1) includea CONNECTION_MODE_CAPABILITY item according to clause 8.1.4.8 indicating whether the
network supports SCM, MCM or any combination of them, and indicating emergency serviceis
supported; and

2) if the network supports MCM, include a SUPPORTED_WLCP_TRANSPORTS item according to
clause 8.1.4.15 indicating WL CP transport(s) supported by the TWAG.

6.4.3.5.2 Usage of single-connection mode (SCM)

If

the 3GPP AAA server supports SCM;

the EAP-Response/ AKA'-Challenge message includes the AT_TWAN_CONN_MODE attribute as described in
clause 8.2.7.1 wherein the message field as described in clause 8.1.4.1 contains the message type field indicating
SCM_REQUEST; and

the authentication was successful;

then the 3GPP AAA server:

if the ATTACHMENT _TY PE item according to clause 8.1.4.4 indicating an emergency attach, or an emergency
handover isincluded in the item list field of the message field, shall identify that the attach is for emergency
services; and

shall trigger the TWAN to establish the connectivity of the requested connectivity type according to
3GPP TS 23.402 [6].

the 3GPP AAA server authorizes the requested connectivity; and

the EAP-Response/AKA'-Challenge message includes the AT_RESULT_IND attribute;

then the 3GPP AAA server shall invoke an EAP-Request/AKA'-Natification dialogue. The 3GPP AAA server shall
construct the EAP-Request/AKA'-Notification message as follows:

a) indicate successinthe AT_NOTIFICATION attribute; and

b) includethe AT_TWAN_CONN_MODE attribute described in clause 8.2.7.1. In the message field according to

clause 8.1.4.1 of the AT_TWAN_CONN_MODE attribute, the 3GPP AAA server shall:
1) set the message type field to SCM_RESPONSE; and
2) intheitemlist field:

A) include aCONNECTIVITY_TYPE item as described in clause 8.1.4.3 indicating the authorized
connectivity type. Only one connectivity type isindicated; and

B) if aPDN connection was authorized:

i) if theinitia attach, or the handover attach is requested, include an APN item according to
clause 8.1.4.5 indicating the APN of the authorized PDN connection;

ii) includeaPDN_TY PE item according to clause 8.1.4.6 indicating the PDN type(s) selected in the
authorized PDN connection;

iii) if the 3GPP AAA server wishes to transmit (protocol) data (e.g. configuration parameters, error codes
or messages/events) to the UE, include a PROTOCOL_CONFIGURATION_OPTIONS item
according to clause 8.1.4.9;
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iv) if an IPv4 address is alocated to the UE for the PDN connection, include aIPV4_ADDRESS item
according to clause 8.1.4.11;

v) if anIPv6 interface identifier is allocated to the UE for the PDN connection, include a
IPV6_INTERFACE_IDENTIFIER item according to clause 8.1.4.12; and

vi) includeaTWAG_UP_MAC_ADDRESS item according to clause 8.1.4.14.

If the UE is a UE configured for high priority access as specified in clause 6.4.2.1, if allowed by operator policy, the
3GPP AAA server shal not deny the authorization for the requested connectivity due to a#26 "Insufficient resources'
failure unless doing so would cause system instability.

If the 3GPP AAA server does not authorize the requested connectivity and if:
- theattachis not for emergency session; or

- theattach isfor emergency session and if the 3GPP AAA server is not configured to accept unauthenticated
emergency session over WLAN,

NOTE: The case where the 3GPP AAA server does not authorize the request but is configured to accept
unauthenticated emergency session over WLAN is specified in clause 6.4.3.5.2A.

then the 3GPP AAA server shall invoke an EAP-Request/AKA'-Notification dialogue. The 3GPP AAA server shall
construct the EAP-Request/AKA'-Notification message as follows:

a) indicatefailureinthe AT_NOTIFICATION attribute; and

b) includethe AT_TWAN_CONN_MODE attribute described in clause 8.2.7.1. In the message field according to
clause 8.1.4.1 of the AT_TWAN_CONN_MODE attribute, the 3GPP AAA server shall:

1) set the message type field to SCM_RESPONSE;

2) intheitemlist field, include an ACCESS_CAUSE or CAUSE item according to clause 8.1.4.17 and 8.1.4.10
indicating the cause of failure;

3) if theinitial attach, or the handover attach is requested, the cause of failure is#26 "Insufficient resources" and
avalue of backoff timer isto be provided to the UE for the PDN connection, include a Tw1 item according to
clause 8.1.4.16. If the UE isa UE configured for high priority access as specified in clause 6.4.2.1, if allowed
by operator policy, the 3GPP AAA server shall not include a Twl item in the message;

3A) if theinitia attach, or the handover attach is requested, the cause of failure is#38 "Network failure" or
#27 "unknown APN" and a value of backoff timer isto be provided to the UE for the PDN connection,
include a Twl item according to clause 8.1.4.16;

4) if the 3GPP AAA Server receives DIAMETER_ERROR_USER _NO_NON_3GPP_SUBSCRIPTION sent
by the HSS as specified in 3GPP TS 29.273 [17], indicate this to the UE by using "Non-3GPP access to EPC
not allowed" valuein the ACCESS_CAUSE item;

5) if the 3GPP AAA Server receives DIAMETER_ERROR_ROAMING_NOT_ALLOWED sent by the HSS as
specified in 3GPP TS 29.273 [17], indicate thisto the UE by using "PLMN not allowed" value in the
ACCESS_CAUSE item;

6) if the 3GPP AAA Server receives DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTION sent by the
HSS as specified in 3GPP TS 29.273 [17], indicate this to the UE by using #27 "Unknown APN" value in the
CAUSE item;

7) if the 3GPP AAA Server receives DIAMETER_ERROR_RAT_TYPE _NOT_ALLOWED sent by the HSS
as specified in 3GPP TS 29.273 [17], indicate this to the UE by using #3 "RAT type not allowed" value in the
ACCESS_CAUSE item; and

8) if the 3GPP AAA Server receives DIAMETER_UNABLE_TO_COMPLY sent by HSS as specified in
3GPP TS 29.273[17], indicate thisto the UE by using #38 "Network failure" in the CAUSE item.

6.4.3.5.2A Usage of single-connection mode (SCM) - emergency

If the 3GPP AAA Server supports IMS Emergency sessions over WLAN, the 3GPP AAA server shall:
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- if IMSI wasreceived and IM S| authentication can proceed, the 3GPP AAA server invokes an EAP-
Request/AKA'-Notification dialogue to indicate success or failure to the UE as described in clause 6.4.3.5.2;

- if IMSI was received but IMSI authentication cannot proceed, then

A) if the 3GPP AAA server is configured to accept unauthenticated emergency session over WLAN:

a)

b)

0)

the 3GPP AAA server sends EAP Request/3GPP-LimitedService-1nit-Info message as specified in
clause 6.4.35.1A;

upon receiving the EAP-Response/ 3GPP-LimitedService-Init-Info message including the
AT_TWAN_CONN_MODE attribute with the message type of message field indicating
SCM_REQUEST and theitem list field, the 3GPP AAA server shall include the
AT_TWAN_CONN_MODE attribute according to clause 8.2.7.1 in the EAP-Request/3GPP-
LimitedService-Notif message. In the message field according to clause 8.1.4.1 of the
AT_TWAN_CONN_MODE attribute, the 3GPP AAA server shall:

i) setthe message typefield to SCM_RESPONSE; and
i) intheitemlist field:

1) include the PDN type supported in the PDN connection in the PDN_TY PE item as described in
clause 8.1.4.6 intheitem list field;

2) include the protocol configuration options in the PROTOCOL_CONFIGURATION_OPTIONS
itemif aPROTOCOL_CONFIGURATION_OPTIONS item as described in clause 8.1.4.9 isin
theitem list field;

3) if an|Pv4 addressis alocated to the UE for the PDN connection, include alPV4_ADDRESS item
according to clause 8.1.4.11;

4) if an IPv6 interface identifier is alocated to the UE for the PDN connection, include a
IPV6_INTERFACE_IDENTIFIER item according to clause 8.1.4.12; and

5) includeaTWAG_UP_MAC_ADDRESS item according to clause 8.1.4.14; and

upon receiving the EAP-Response/3GPP-LimitedService-Notif message, the 3GPP AAA server shall
generate the MSK using IMEI as described in clause 13.4 in 3GPP TS 33.402 [15] and send EAP Success
message to the UE to allow the UE to proceed with emergency session establishment; or

B) if the 3GPP AAA server is not configured to accept unauthenticated emergency session over WLAN, the
3GPP AAA server shall reject the emergency session request and return an EAP Failure message to the UE;

or

- if IMEl wasreceived,

A) if the 3GPP AAA server is configured to accept unauthenticated emergency session over WLAN:

a), the 3aGPP AAA server sends EAP Request/3GPP-LimitedService-Init-Info message to as specified in

b)

clause 6.4.3.5.1A;

upon receiving the EAP-Response/ 3GPP-LimitedService-Init-Info message including the
AT_TWAN_CONN_MODE attribute with the message type of message field indicating
SCM_REQUEST and theitem list field, the 3GPP AAA server shall include the
AT_TWAN_CONN_MODE attribute according to clause 8.2.7.1 in the EAP-Request/3GPP-
LimitedService-Notif message. In the message field according to clause 8.1.4.1 of the
AT_TWAN_CONN_MODE attribute, the 3GPP AAA server shall:

i) setthe message type field to SCM_RESPONSE; and
i) intheitemlist field:

1) include the PDN type supported in the PDN connection in the PDN_TYPE item as described in
clause 8.1.4.6 intheitem list field;
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2) include the protocol configuration optionsin the PROTOCOL_CONFIGURATION_OPTIONS
itemif a PROTOCOL_CONFIGURATION_OPTIONS item as described in clause 8.1.4.9 isin
theitem list field;

3) if an1Pv4 addressis allocated to the UE for the PDN connection, include alPV4_ADDRESS item
according to clause 8.1.4.11;

4) if an IPv6 interface identifier is alocated to the UE for the PDN connection, include a
IPV6_INTERFACE_IDENTIFIER item according to clause 8.1.4.12; and

5) includeaTWAG_UP_MAC_ADDRESS item according to clause 8.1.4.14; and

€) upon receiving the EAP-Response/3GPP-LimitedService-Notif message, the 3GPP AAA server shall
generate the MSK using IMEI as described in clause 13.4 in 3GPP TS 33.402 [15] and send EAP Success
message to the UE to allow the UE to proceed with emergency session establishment; or

B) if the 3GPP AAA server is not configured to accept unauthenticated emergency session over WLAN, the
3GPP AAA server shall reject the emergency session request and return an EAP Failure message to the UE.

6.4.3.5.3 Usage of multi-connection mode (MCM)
If:

a) the 3GPP AAA server supports MCM;

b) if the EAP-Response/ AKA'-Challenge message includes:

1) the AT_TWAN_CONN_MODE attribute as described in clause 8.2.7.1 wherein the message field as
described in clause 8.1.4.1 contains the message type field indicating MCM_REQUEST; and

2) the AT_RESULT_IND attribute;

c) the 3GPP AAA server authorizesthe request. If the ATTACHMENT_TY PE item according to clause 8.1.4.4
indicating an emergency attach, or an emergency handover isincluded in the item list field of the message field,
the 3GPP AAA server shall identify that the attach is for emergency services; and

d) the authentication was successful;

then the 3GPP AAA server shall invoke an EAP-Request/AKA'-Notification dialogue. The 3GPP AAA server shall
construct the EAP-Request/AKA'-Notification message as follows:

a) indicate successinthe AT_NOTIFICATION attribute; and

b) includethe AT_TWAN_CONN_MODE attribute according to clause 8.2.7.1. In the message field according to
clause 8.1.4.1 of the AT_TWAN_CONN_MODE attribute, the 3GPP AAA server shall:

1) set the message type field to MCM_RESPONSE; and
2) intheitemlist field:

A) include an AUTHORIZATIONS item according to clause 8.1.4.7 indicating whether UE is authorized to
use NSWO; and

B) includeaTWAG_CP_ADDRESS item according to clause 8.1.4.13 indicating the TWAG control plane
address.

If the 3GPP AAA server does not authorize the request and if
- theattach is not for emergency services; or

- theattachisfor emergency services and if the 3GPP AAA server is not configured to accept unauthenticated
emergency session over WLAN,

NOTE: The case where the 3GPP AAA server does not authorize the request but is configured to accept
unauthenticated emergency session over WLAN is specified in clause 6.4.3.5.3A.
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then the 3GPP AAA server shall invoke an EAP-Request/AKA'-Notification dialogue. The 3GPP AAA server shall
construct the EAP-Request/AKA'-Notification message as follows:

a) indicatefailureinthe AT_NOTIFICATION attribute; and

b) includethe AT_TWAN_CONN_MODE attribute described in clause 8.2.7.1. In the message field according to
clause 8.1.4.1 of the AT_TWAN_CONN_MODE attribute, the 3GPP AAA server shall:

1)
2)

3)

4)

5)

6)

7)

set the message type field to MCM_RESPONSE;

intheitem list field, include a ACCESS_CAUSE or CAUSE item according to clause 8.1.4.17 and 8.1.4.10
indicating the cause of failure;

if the 3GPP AAA Server receives DIAMETER_ERROR_USER_NO NON_3GPP_SUBSCRIPTION sent
by the HSS as specified in 3GPP TS 29.273 [17], indicate this to the UE by using "Non-3GPP access to EPC
not allowed" valueinthe ACCESS_CAUSE item;

if the 3GPP AAA Server receives DIAMETER_ERROR_ROAMING_NOT_ALLOWED sent by the HSS as
specified in 3GPP TS 29.273 [17], indicate thisto the UE by using "PLMN not allowed" value in the
ACCESS_CAUSE item;

if the 3GPP AAA Server receives DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTION sent by the
HSS as specified in 3GPP TS 29.273 [17], indicate this to the UE by using #27 "Unknown APN" value in the
CAUSE item;

if the 3GPP AAA Server receives DIAMETER_ERROR_RAT_TYPE_NOT_ALLOWED sent by the HSS
as specified in 3GPP TS 29.273 [17], indicate this to the UE by using #3 "RAT type not allowed" valuein the
ACCESS_CAUSE item; and

if the 3GPP AAA Server receives DIAMETER_UNABLE_TO_COMPLY sent by HSS as specified in
3GPP TS 29.273[17], indicate thisto the UE by using #38 "Network failure" in the CAUSE item.

6.4.3.5.3A Usage of multi-connection mode (MCM) - emergency

If the 3GPP AAA Server supports IMS Emergency sessions over WLAN, the 3GPP AAA server shall:

if IMSI was received and IMSI authentication can proceed, the 3GPP AAA server invokes an EAP-
Request/AK A'-Notification dialogue to indicate success to the UE as described in clause 6.4.3.5.3;

if IMSI was received but IMSI authentication cannot proceed, then

A) if the 3GPP AAA server is configured to accept unauthenticated emergency session over WLAN:

a), the 3GPP AAA server sends EAP Request/3GPP-LimitedService-Init-Info message as specified in
clause 6.4.3.5.1A;

b) upon receiving the EAP-Response/3GPP-LimitedService-Init-Info message including the
AT_TWAN_CONN_MODE attribute with the message type of message field indicating
SCM_REQUEST and theitem list field, the 3GPP AAA server shall include the
AT_TWAN_CONN_MODE attribute according to clause 8.2.7.1 in the EAP-Request/3GPP-
LimitedService-Notif message. In the message field according to clause 8.1.4.1 of the
AT_TWAN_CONN_MODE attribute, the 3GPP AAA server shall:

i) setthe message typefield to SCM_RESPONSE; and
i) intheitemlist field:

1) include the TWAG control plane address(es) in the TWAG_CP_ADDRESS item as described in
clause 8.1.4.13 in theitem list field; and

€) upon receiving the EAP-Response/3GPP-LimitedService-Notif message, the 3GPP AAA server shall
generate the MSK using IMEI as described in clause 13.4 in 3GPP TS 33.402 [15] and send EAP Success
message to the UE to allow the UE to proceed with emergency session establishment; or
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B) if the 3GPP AAA server is not configured to accept unauthenticated emergency session over WLAN, the
3GPP AAA server shall reject the emergency session request and return an EAP Failure message to the UE;
or

- if IMEI was received,
A) if the 3GPP AAA server is configured to accept unauthenticated emergency session over WLAN:

a), the 3GPP AAA server sends EAP Request/3GPP-LimitedService-Init-Info message as specified in
clause 6.4.3.5.1A;

b) upon receiving the EAP-Response/3GPP-LimitedService-Init-Info message including the
AT_TWAN_CONN_MODE attribute with the message type of message field indicating
MCM_REQUEST and theitem list field, the 3GPP AAA server shall include the
AT_TWAN_CONN_MODE attribute according to clause 8.2.7.1 in the EAP-Request/3GPP-
LimitedService-Notif message. In the message field according to clause 8.1.4.1 of the
AT_TWAN_CONN_MODE attribute, the 3GPP AAA server shall:

i) setthe messagetypefield to MCM_RESPONSE; and
i) intheitemlist field:

1) include the TWAG control plane address(es) inthe TWAG_CP_ADDRESS item as described in
clause 8.1.4.13 inthe item list field; and

€) upon receiving the EAP-Response/3GPP-LimitedService-Notif message, the 3GPP AAA server shall
generate the MSK using IMEI as described in clause 13.4 in 3GPP TS 33.402 [15] and send EAP Success
message to the UE to allow the UE to proceed with emergency session establishment; or

B) if the 3GPP AAA server is not configured to accept unauthenticated emergency session over WLAN, the
3GPP AAA server shall reject the emergency session request and return an EAP Failure message to the UE.

6.4.3.5.3B Usage of transparent single-connection mode (TSCM) - emergency

The emergency session is not supported for the UE using TSCM mode.

6.4.3.5.4 Network support not available

NOTE: If the network does not support a TWAN connection mode and the UE needs to request usage of the not
supported TWAN connection mode, upon sending EAP-Request/AK A'-Challenge message, the network
receives EAP-Response/AKA'-Client-Error message. Handling defined in IETF RFC 5448 [38] applies
for the EAP-Response/AKA'-Client-Error message.

6.4.3.6 Mobile Equipment Identity Signalling

If the network supports Mobile Equipment Identity signalling over trusted WLAN, the 3GPP AAA server shall include
the AT_DEVICE_IDENTITY attribute in:

- the EAP-Request/AKA'-Challenge message; or
- the EAP-Request/3GPP-LimitedService-l nit-Info message;

with the Identity Type field set to either 'IMEI" or 'IMEISV' and an empty Identity Value field to request the UE to
provide the Mobile Equipment Identity indicated in the Identity Type.

Upon receiving:
- the EAP-Response/ AKA'-Challenge message; or
- the EAP-Response/3GPP-LimitedService-Init-1nfo message;

fromthe UE, if the AT_DEVICE_IDENTITY attribute isincluded and Identity Typefield is set to either IMEI" or
'IMEISV', then the 3GPP AAA server shall forward the received Mobile Equipment Identity to the TWAN as specified
in 3GPP TS 29.273 [17].
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6.4.4 Multiple PDN support for trusted non-3GPP access

Connectivity to multiple PDNs via trusted non-3GPP access is supported in the EPS when the network policies, the
non-3GPP access and the user subscription allow it.

NOTE 1: In 3GPP, thereisalimitation to the maximum number of simultaneous PDN connections per UE caused
by the number of EPS bearer identities (see clause 11.2.3.1.5 of 3GPP TS 24.007 [48]). Not complying
with this limitation when accessing non-3GPP access can lead to unexpected consequences, e.g.
connectivity lossin case of handover to 3GPP access. The maximum number of PDN connection via
trusted non-3GPP access is independent from the maximum number of active EPS bearer contexts for
3GPP access (see clause 6.5.1A of 3GPP TS 24.301 [10]).

If the UE supports dynamic mobility management selection the UE shall use the same mobility protocol when multiple
connections are established, see 3GPP TS 23.402 [6].

When the UE accesses EPC via S2a using trusted non-3GPP | P access and establishes connections to additional PDNs,
the UE shall send atrigger for additional PDN connectivity specific to the non-3GPP access. The UE shall include an
APN inthistrigger to connect to the desired PDN. The UE shall also indicate the Attach Type to the trusted non-3GPP
access during additional PDN connectivity. The Attach Type shall distinguish between Initial Attach and Handover
Attach. For the multi-connection mode used via trusted WLAN access network, the PDN connection establishment
procedures are specified in 3GPP TS 24.244 [56].

NOTE 2: Theindication about Attach Type is non-3GPP access network specific and its coding is out of scope of
this specification.

NOTE 3: Thetrigger for additional PDN connectivity is non-3GPP access network specific and its coding is out of
scope of this specification.

When the UE accesses EPC via S2c using non-3GPP | P access, the UE shall follow the procedures described in
3GPP TS 24.303 [11] to connect to multiple PDNSs.

If the UE accesses EPC via S2a using non-3GPP | P access and it is handing over from a source access network to a
target non-3GPP | P access and the UE has more than one PDN connection to a given APN in the source access
network, the UE shall transfer all the PDN connections for the given APN to the target trusted non-3GPP access
network as specified in 3GPP TS 23.402 [6].

If multiple PDN connectionsto a single APN are not supported over the target trusted non-3GPP access network, only
one PDN connection to the given APN shall be established in the target non-3GPP access as specified in

3GPP TS 23.402 [6]. If multiple PDN connection requests to the same APN are received but the target trusted non-
3GPP access network does not support multiple PDN connections to the same APN, the network shall reject the
additional PDN connection requests to the same APN received from the UE when one PDN connection to the same
APN has aready been established. The UE shall determine which PDN connection is re-established in the non-3GPP
access based on the home address information (i.e. IPv4 address or IPv6 prefix or both) provided by the network.

NOTE 4: The protocol details of the PDN connection reject procedure is non-3GPP access network specific and its
coding is outside the scope of this specification. For the multi-connection mode used via trusted WLAN
access network, the protocol details of the PDN connection reject procedure is specified in
3GPP TS 24.244 [56]

NOTE 5: When UE supporting | P address preservation for NBM with multiple PDN connections to the same APN
hands over to the non-3GPP access network, the UE can, as an implementation option, prioritise the re-
establishment for a particular PDN connection before re-establishing the remaining PDN connections.
The way a UE prioritizes a particular PDN connection is non-3GPP access network specific and its
coding is out of scope of this specification. Another implementation option can be to send multiple re-
establishment requests concurrently.

NOTE 6: Any unsuccessful re-establishment of any of the multiple PDN connections to the same APN can be
managed in an implementation specific manner avoiding UE making repeated re-establishment attempts
to the network.

If the UE did not handover all the PDN connections for a given APN to the target trusted non-3GPP access network, the
network may disconnect the remaining PDN connections for that given APN after an implementation dependent time.
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6.5 Authentication and authorization for accessing EPC via an
untrusted non-3GPP access network

6.5.1 General

In order to attach to the evolved packet core network (EPC) via untrusted non-3GPP | P access, the UE first needs to be
configured with alocal |P address from the untrusted non-3GPP access network.

During the attach to the untrusted non-3GPP access, the operator of the non-3GPP access network may optionally
require to perform a 3GPP based access authentication as specified in 3GPP TS 33.402 [15].

Once the UE is configured with alocal |P address, the UE shall select the Evolved Packet Data Gateway (ePDG) as
described in clause 7.2.1 and shall initiate the IPsec tunnel establishment procedure as described in clause 7.2.2. During
these steps authentication and authorization for access to EPC shall be performed.

6.5.2 Full authentication and authorization

6.5.2.1 General

During the establishment of the IPSec tunnel between the UE and the ePDG, 3GPP based authentication signalling for
untrusted non-3GPP access to the EPC shall be exchanged between the UE and the 3GPP AAA server in the EPC to
ensure mutual authentication of the user and the EPC.

Authorization of EPC access shall be performed by the 3GPP AAA server upon successful user authentication.

The access authentication signalling between the UE, ePDG and the 3GPP AAA server shall be based on EAP-AKA as
specified in IETF RFC 4187 [33] and is further detailed in 3GPP TS 33.402 [15], 3GPP TS 29.273 [17] and procedura
descriptionsin clauses 6.5.2.2, 6.5.2.4 and 6.5.2.3.

6.5.2.2 UE procedures

6.5.2.2.1 General

When accessing the EPC viathe ePDG, the UE shall exchange EAP-AKA signalling with the 3GPP AAA server as
specified in 3GPP TS 33.402 [15].

NOTE: the EAP payload exchanged between UE and 3GPP AAA server istransported within the IKEv2
messages exchanged with ePDG as described in clause 7.2.2.

After the UE has been successfully authenticated, if the UE receives EAP-Request/AK A-Notification dialogue with
AT_NOTIFICATION attribute value 1031 — "User has not subscribed to the requested service" as defined in

IETF RFC 4187 [33], the UE shall not initiate the EPC access procedure to same ePDG until switching off or the UICC
containing the USIM is removed.

NOTE: Swittching off and USIM change conditions are implemented taking into consideration the user experience
aspect.
6.5.2.2.2 EAP AKA

6.5.2.2.2.1 Identity management

The support of user identity privacy as defined in IETF RFC 4187 [33] and based on temporary identity is mandatory
for the UE.

Asdefined in 3GPP TS 33.402 [15], the UE sends the user identity (in the IDi payload) in the first message of the
IKE_AUTH phase. The user identity sent by the UE in the IDi payload depends on the presence of the temporary
identity as defined in IETF RFC 4187 [33]:

- If valid fast re-authentication identity is available, the UE shall use the fast re-authentication NAI;
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- Otherwiseif valid pseudonym is available, the UE shall use the pseudonym NAI;
- Otherwise the UE shall use the permanent IM SI-based or IMEI-based NAI.

The temporary identities shall be in the form of a NAI, as specified in 3GPP TS 23.003 [3] clause 19. The permanent
identity shall be in the form of aNAI in which username is derived from IMS| or IMEI as defined in

3GPP TS 23.003[3]. IETF RFC 4187 [33] defines the leading digits to identify the authentication mechanism. The
leading digit defined for EAP-AKA authentication shall be used in the NAI for both the temporary identities and the
permanent identity.

The UE after successful EAP authentication may store the new temporary identity(ies) received in AT_ENCR_DATA
attribute together with the fast re-authentication parameters (new master key, transient EAP keys and counter value) in
the non-volatile memory of the UE or in the USIM as specified in 3GPP TS 31.102 [45]. In this later case the
pseudonym is stored in the "Pseudonym” datafile and the fast re-authentication identity, new master key, transient EAP
keys and counter value in the "Re-authentication identity" datafile.

If no new temporary identity wasreceived in AT_ENCR_DATA attribute of a successful EAP authentication, the stored
temporary identity becomesinvalid and the UE shall not send this temporary identity at the next EAP authentication. In
case the temporary identity is stored in the USIM, the UE shall set the username of the corresponding temporary
identity field to the "deleted" value (hexadecimal value FF) to indicate that this temporary identity isinvalid as specified
in 3GPP TS 23.003 [3].

6.5.2.2.2.2 Protected result indications
The UE shall support protected result indications (i.e. MAC protected) as specified in IETF RFC 4187 [33].

6.5.2.3 3GPP AAA server procedures

6.5.2.3.1 General

During the authentication of the UE for accessing the EPC viathe ePDG, the 3GPP AAA server shall initiate EAP-
AKA based authentication with the UE as specified in 3GPP TS 33.402 [15].

After the UE has been successfully authenticated and the EPC access is not authorized for the UE, the 3GPP AAA
Server shall invoke an EAP-Request/AK A-Notification dialogue and indicate this to the UE by using the
AT_NOTIFICATION attribute value 1031 — "User has not subscribed to the requested service" as defined in
IETF RFC 4187 [33].

6.5.2.3.2 EAP-AKA

6.5.2.3.2.1 Identity management

The support of user identity privacy is mandatory for the 3GPP AAA server. The usage of this feature depends on
operator's policies.

If user identity privacy is used, the 3GPP AAA server shall send new encrypted temporary identity (pseudonym and/ or
fast re-authentication identity) to the UE in every EAP authentication procedure. The 3GPP AAA selectsthe
pseudonym identity or the Fast Re-authentication Identity and returns the identity to the UE during the Authentication
procedure as specified in 3GPP TS 33.402 [15]. The 3GPP AAA server shall maintain a mapping between the UE's
permanent identity and the pseudonym identity and between the UE's permanent identity and the Fast Re-authentication
|dentity.

6.5.2.3.2.2 EAP AKA based authentication
The 3GPP AAA server shall support EAP AKA based authentication as specified in IETF RFC 4187 [33].

6.5.2.3.2.3 Fast re-authentication

The 3GPP AAA server shall support fast re-authentication as specified in the IETF RFC 4187 [33]. Fast re-
authentication should be enabled in the 3GPP AAA server. The decision of using fast re-authentication is taken in the
3GPP AAA server depending on operator's policies. The 3GPP AAA server indicates to the UE the decision of using
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fast re-authentication by means of sending the fast re-authentication identity in the EAP authentication procedure (i.e. in
EAP-Request/AKA/Challenge or EAP-Request/AK A-re-authentication). When the 3GPP AAA server sends afast re-
authentication identity to the UE, the 3GPP AAA server shall also include a pseudonym when allowed by the

IETF RFC 4187 [33]. In thisway, the UE retains a pseudonym if the 3GPP AAA server defersto full authentication.

6.5.2.3.2.4 Protected result indications

The 3GPP AAA server should support protected result indications (i.e. MAC protected) for EAP AKA as specified in
IETF RFC 4187 [33]. The usage of this feature depends on operator's policies.

6.5.2.4 ePDG procedures

During the authentication of the UE for accessing the EPC viathe ePDG, the ePDG shall initiate EAP-AKA based
authentication between the UE and the 3GPP AAA server as specified in 3GPP TS 33.402 [15]. The ePDG shall extract
the EAP messages received from the UE over IKEv2, and send them to the 3GPP AAA Server and shall send the EAP
message received from the 3GPP AAA Server to the UE over IKEv2 messages as defined in 3GPP TS 33.402 [15].

At the reception of the first message of the IKE_AUTH phase from the UE, indicating to the ePDG that the UE wantsto
use EAP over IKEV2 (i.e. AUTH parameter absent), the ePDG sends the Authentication and Authorization request to
the 3GPP AAA server including the EAP_resp/ldentity in the EAP payload, with the User |dentity retrieved from the
IDi payload and the APN information retrieved from the I Dr payload of the incoming message from the UE.

6.5.3 Multiple PDN support for untrusted non-3GPP access network

Connectivity to multiple PDNs via untrusted non-3GPP access is supported in the EPS when the network policies, the
non-3GPP access and the user subscription allow it.

NOTE 1: In 3GPP, thereisalimitation to the maximum number of simultaneous PDN connections per UE caused
by the number of EPS bearer identities (see clause 11.2.3.1.5 of 3GPP TS 24.007 [48]) or by the number
of PDU session I Ds (see clause 11.2.3.1b of 3GPP TS 24.007 [48]). Not complying with this limitation
when accessing non-3GPP access can lead to unexpected conseguences, e.g. connectivity lossin case of
handover to 3GPP access. The maximum number of PDN connection via untrusted non-3GPP accessis
independent from the maximum number of active EPS bearer contexts for 3GPP access (see
clause 6.5.1A of 3GPP TS 24.301 [10Q]).

If the UE supports dynamic mobility management selection the UE shall use the same mobility protocol when multiple
connections are established, see 3GPP TS 23.402 [6].

When the UE accesses EPC via S2b using untrusted non-3GPP | P access, and the UE establishes additional PDN
connections, the UE shall establish a new 1PSec tunnel with the same ePDG for each PDN connection. For each tunnel
establishment procedure, the UE shall indicate to the ePDG an APN to the desired PDN and an attach type indication as
specified in clause 7.2.2. When establishing an additional PDN connection, the UE shall not indicate the
INITIAL_CONTACT noatification.

NOTE 2: When using the S2b interface to establish an additional PDN connection, the new IPSec tunnel
establishment includes a new | KEv2 authentication and security association establishment as specified in
clause 7.2.2.

When the UE accesses EPC via S2c using untrusted non-3GPP | P access, the UE shall follow the procedures described
in 3GPP TS 24.303 [11] when establishing multiple PDN connections. For multiple PDN connections, the UE shall
establish only one I Psec tunnel to the ePDG.

If the UE had more than one PDN connection to a given APN in the source access network and the UE is performing a
handover to atarget untrusted non-3GPP access network viaan ePDG that supports accessing an EPC via S2b-interface,
the UE shall transfer all the PDN connections for the given APN to the target untrusted non-3GPP access network as
specified in 3GPP TS 23.402 [6].

If multiple PDN connectionsto a single APN are not supported over the target untrusted non-3GPP access network,
only one PDN connection to that given APN shall be established in the target non-3GPP access network as specified in
3GPP TS 23.402 [6] if NBM isused. The UE, if supporting | P address preservation for NBM, shall include the home
address information during the tunnel establishment procedure as specified in clause 7.2.2. If multiple PDN connection
requests to the same APN are received but the network does not support multiple PDN connections to the same APN,
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the ePDG shall reject the additional PDN connection requests to the same APN received from the UE as described in
clause 7.4.1, in the following circumstances:

- when one PDN connection to the same APN has already been established;

- only after the network has successfully established one PDN connection in the case that the additional PDN
connections requests were received prior to the successful establishment of asingle PDN connection.

In the above cases, the UE shall determine which PDN connection is re-established in the non-3GPP access based on
the home address information provided by the network.

The UE behaviour, when PDN connection re-establishment is rejected by the network during handover to the untrusted
non-3GPP access network, is described in clause 7.2.2.

NOTE 3: When a UE supporting | P address preservation for NBM with multiple PDN connections to the same
APN hands over to the non-3GPP access network, the UE can, as an implementation option, prioritise the
re-establishment for a particular PDN connection before re-establishing the remaining PDN connections.
The UE indicates the prioritised PDN connection by including both the APN in the IDr payload and the
home address information in the Handover Attach indicator as specified in clause 7.2.2. Another
implementation option can be to send multiple re-establishment requests concurrently.

If the UE did not handover all the PDN connections for a given APN to the target untrusted non-3GPP access network,
the source network may disconnect the remaining PDN connections for that given APN after an implementation
dependent time.

6.6 UE - 3GPP EPC (cdma2000® HRPD Access)

6.6.1 General

3GPP2 X.S0057 [20] defines the interworking architecture for access to the EPC via cdma2000® HRPD access
networks. In particular, 3GPP2 X.S0057 [20] describes support for a UE using the cdma2000® HRPD air interface to
access the EPC architecture defined in 3GPP TS 23.402 [6] by:

- specifying the use of the interface between the 3GPP2 HRPD Serving Gateway (HSGW) and the PDN Gateway
(P-GW) in the EPC by referencing 3GPP TS 29.275 [18], when the HSGW supports UEs accessing EPC via
S2a;

- gpecifying the use of the interface across the S101 reference point between the eAN/PCF in the 3GPP2 HRPD
access network and the MME in the EPC by referencing 3GPP TS 29.276 [19];

- specifying the use of the user plane interface across the S103 reference point between the EPC Serving Gateway
(S-GW) and the HSGW by referencing 3GPP TS 29.276 [19]; and

- describing theinternal functions and responsibilities of the HSGW.

3GPP2 C.S0087 [21] defines the signalling requirements and procedures for UEs accessing the EPC via 3GPP2 HRPD
access networks using the cdma2000® HRPD air interface. In particular, 3GPP2 C.S0087 [21]:

- definesthe signalling extensions to the cdma2000® HRPD air interface defined in 3GPP2 C.S0024 [23]
necessary to support interworking with the EPC and E-UTRAN; and

- defines the UE and eAN/PCF procedures and signalling formats to support bidirectional handoff between E-
UTRAN and cdma2000® HRPD.

6.6.2 Non-emergency case

6.6.2.1 General

Clauses 6.6.2.2 through 6.6.2.7 describe the particul ar requirements for access to the EPC via a cdma2000® HRPD
access network in support of non-emergency accesses and services.
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6.6.2.2 UE identities

The UE and network shall use the root NAI as specified in 3GPP TS 23.003 [3] for EPC access authentication when the
UE obtains service viaa cdma2000® HRPD access network connected to an EPC in the UE's HPLMN.

Additionally, the UE and network shall use the Fast-Reauthentication NAI and the Pseudonym Identity as described in
clause 4.4.
6.6.2.3 cdma2000® HRPD access network identity

The access network identity is described in 3GPP TS 23.003 [3] and in clause 6.4.2.4 of this specification. For a
cdma2000® HRPD network, the value and encoding of the access network identity is described in clause 8.1.1. The
3GPP AAA server, HSS, and any visited network AAA proxy shall use the access network identity during EAP-AKA'
authentication procedures (see 3GPP TS 33.402 [15]).

6.6.2.4 PLMN system selection

The UE shall rely on information provisioned by the home operator to facilitate the PLMN system selection process
described in 3GPP TS 23.122 [4].

6.6.2.5 Trusted and untrusted accesses

The UE shall determine the trust relationship for access to the EPC via a cdma2000® HRPD access network as
described in clause 4.1.

6.6.2.6 IP mobility mode selection
The UE and network shall perform IP mobility mode selection as described in clauses 6.3.3.1 and 6.4.3.2

6.6.2.7 Authentication and authorization for accessing EPC

The UE and 3GPP AAA server shall perform authentication and authorization procedures for access to the EPC as
defined in 3GPP TS 33.402 [15].

6.6.3 Emergency case

6.6.3.1 General

Clauses 6.6.3.2 through 6.6.3.3 describe the particular requirements for access to the EPC via a cdma2000® HRPD
access network in support of an emergency session in course of handover from E-UTRAN to HRPD.

In this release of the specification no emergency session related handling other than the handover of an emergency
session from E-UTRAN to an cdma2000® HRPD access network supporting access S-GW or PDN GW via S2a-
interface is specified.

6.6.3.2 UE identities

When the UE obtains emergency services via a cdma2000® HRPD access network connected to an EPC in the UE's
HPLMN, then the UE and the network shall use the NAI for EPC access authentication as follows:

- if IMSl isavailable and authenticated , then the UE and the network shall use the root NAI;
- if IMSI is not available or unauthenticated, then the emergency NAI shall be used.

Additionally, the UE and the network shall use the Fast-Reauthentication NAI and the Pseudonym Identity as described
inclause4.4.1.
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6.6.3.3 Authentication and authorization for accessing EPC

If IMSI isavailable, then the authentication and authorization procedures via STa are executed if the local regulation
and network operator option requires authenticating the UE.

If the authentication and authorization procedures fail, then it depends on local regulation and network operator option
to alow or reject the emergency services for the UE.

If IMSI is not available, the authentication and authorization procedures via STa are not executed.

6.7 UE - 3GPP EPC (WIMAX Access)

6.7.1 General

The WIiMAX system and its access network subsystem are described within WiMAX Forum Network Architecture
Release 1.0 version 1.2 — Stage 2 [24]. The protocol architecture and signalling of the WiMAX system is specified in
WiMAX Forum Network Architecture Release 1.0 version 1.2 — Stage 3 [25]. This protocol architecture and signalling
supports the air interface defined in WiMAX Forum Mobile System Profile Release 1.0 Approved Specification
Revision 1.4.0 [26] which specifies selected profiles of IEEE Std 802.16e-2005 and |EEE Std 802.16-2004/Cor1-
2005 [27].

6.7.2 Non-emergency case

6.7.2.1 General

Clauses 6.7.2.2 through 6.7.2.7 describe the particular requirements for access to the EPC viaa WiMAX access network
in support of non-emergency accesses and services.

6.7.2.2 UE identities

The UE and network shall use the root NAI as specified in 3GPP TS 23.003 [3] for EPC access authentication when the
UE obtains service viaa WiMAX access network connected to an EPC in the UE's HPLMN.

Additionally, the UE and network shall use the Fast-Reauthentication NAI and the Pseudonym Identity as described in
clause 4.4.

6.7.2.3 WIMAX access network identity

The access network identity is described in 3GPP TS 23.003 [3] and in clause 6.4.2.4 of this specification. For a
WiMAX network, the value and encoding of the access network identity is described in clause 8.1.1. The 3GPP AAA
server, HSS, and any visited network AAA proxy shall use the access network identity during EAP-AKA authentication
procedures (see 3GPP TS 33.402 [15]).

6.7.2.4 Selection of the Network Service Provider

The UE shall use WIMAX-specific procedures described in WiMAX Forum Network Architecture Release 1.0 version
1.2 — Stage 3 [25] to discover and select the highest priority Network Service Provider (NSP) which is available and
alowable.

6.7.2.5 Trusted and untrusted accesses

The UE shall determine the trust relationship for access to the EPC viaa WiMAX access network as described in
clause 4.1.

6.7.2.6 IP mobility mode selection

The UE and network shall perform IP mobility mode selection as described in clauses 6.3.3.1 and 6.4.3.2.
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6.7.2.7 Authentication and authorization for accessing EPC

NOTE: Inlinewith 3GPP TS 33.402 [15], in this present specification, no particular security provisions are
specified for interworking between WiMAX and EPS. Any access specific security procedures for
WiMAX as a non-3GPP access network to EPC will be in accordance with
WiMAX Forum Network Architecture Release 1.0 version 1.2 — Stage 3 [25] and
WiMAX Forum Mobile System Profile Release 1.0 Approved Specification Revision 1.4.0 [26].

6.7.3 Emergency case

NOTE: Proceduresfor handling emergency accesses or services are not specificed within this release of the
specification

6.8 Communication over the S14

6.8.1 General

In order to assist the UE with performing access network discovery and selection, ANDSF provides a set of information
to the UE. Thisinformation contains:

- the access network discovery and selection information to assist the UE with selecting the access network;
- ISMPto control and assist the UE with performing the inter-system change;

- ISRPinformation to control and assist a UE with selecting the access network to be used for routing different I1P
flows over different access networks, establishing PDN connections and identifying IP flows applicable for non-
seamless WLAN offload;

- IARP information to control and assist a UE with selecting a prioritised APN which is associated with an
existing PDN connection for routing different 1P flows. The IARP provided by ANDSF can aso include
information for identifying I P flows applicable for non-seamless WLAN offload.

- WLAN Selection Policy to assist the UE with selecting the WLAN access network;

- Home Network Preference information to assists the UE in selecting a WLAN and a service provider for 3GPP-
based authentication over WLAN;

- Visited Network Preference information to assist the UE in selecting aWLAN and a service provider for 3GPP-
based authentication over WLAN when the UE isroaminginaV-PLMN; or

- Rule selection information to assist the roaming UE with selecting the active ANDSF rules to be used.

The ANDSF can provide ISRP rules to a UE independently of the UE's support for IFOM, MAPCON, NSWO, RAT
differentiation in ISRP or RAN-assisted WLAN interworking. Handling of | SRP nodes unsupported by the UE is
described inin 3GPP TS 24.312 [13].

The ANDSF can provide IARP rules to a UE independently of the UE's support for NSWO, Inter-APN routing or RAN-
assisted WLAN interworking. Handling of | ARP nodes unsupported by the UE isdescribed inin 3GPP TS 24.312 [13].

This set of information can either be provisioned in the UE by the home operator, or provided to the UE by the ANDSF
over the S14 reference point via pull or push mechanisms as defined in 3GPP TS 23.402 [6] by means of the access
network discovery and selection procedures as described in clause 6.8.2. While roaming, the UE can receive a set of
information from H-ANDSF or V-ANDSF or both. The V-ANDSF shall not provide any |ARP or rule selection
information to aroaming UE. If the roaming UE receives any |ARP or rule selection information delivered by a V-
ANDSF then the roaming UE shall ignoreit.

The UE, located in the home PLMN, needs to discover the H-ANDSF by means of the discovery procedure as described
inclause 6.8.2.2.1. The UE, located in the visited PLMN, needs to discover the H-ANDSF or V-ANDSF or both by
means of the discovery procedure as described in clause 6.8.2.2.1.

Through push mechanisms the ANDSF can provide assistance information to the UE e.g. if the UE has previously used
pull based ANDSF procedure or if OMA-DM bootstrapping is used as described in clause 6.8.2.2.1A. Through pull
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mechanisms the UE can send a request to the ANDSF in order to get assistance information for access network
discovery and selection.

ANDSF shall comply with local, national and regional requirements regarding the privacy and confidentiality of
location information.

NOTE: The regulation and legislations of the home operator of the ANDSF server determines whether the
ANDSF server can store the user's location information.

If the ANDSF rules control the WLAN access selection and traffic routing as described in clause 6.10.2, then the access
stratum layer of the 3GPP access can provide RAN assi stance parameters and corresponding (E-)UTRAN
measurements which are used in accordance with the ANDSF MO defined in 3GPP TS 24.312 [13].

6.8.2 Interaction with the Access Network Discovery and Selection
Function

6.8.2.1 General

The S14 interface enables | P level communication between the UE and ANDSF. The protocols supported by the S14
interface are realized above the IP level. Both pull and push mechanisms may be supported for communication between
the UE and the ANDSF. A combination of pull and push mechanisms may also be supported. The communication
security over the S14 interface is specified in 3GPP TS 33.402 [15].

The UE, located in a home PLMN, can communicate securely with the H-ANDSF. The UE, located in avisited PLMN,
can communicate securely with H-ANDSF or V-ANDSF or both.

The information is transferred between the UE and ANDSF using OMA DM as defined in OMA-ERELD-DM-
V1 2[39] with the management object as specified in 3GPP TS 24.312 [13].

6.8.2.2 UE procedures

6.8.2.2.1 UE discovering the ANDSF
The IP address of the H-ANDSF can be configured in the UE by the home operator.

When the UE isinits HPLMN or equivalent HPLMN, the UE may use DNS lookup as specified in

IETF RFC 1035 [35] or DHCP query as specified in IETF RFC 6153 [37] to discover the I P address of the H-ANDSF.
If the UE implements DHCP query, the preference between DNS lookup and DHCP query is UE implementation
dependent. .

When the UE isin avisited PLMN, the UE shall use DNS lookup to discover the | P address of the ANDSF.
When performing a DNS lookup resolution for ANDSF, the UE shall apply the following procedures:

- For the H-ANDSF discovery, the UE shall build a Fully Qualified Domain Name (FQDN) that shall be set to the
ANFSF-SN FQDN as defined in 3GPP TS 23.003 [3] for the DNS request and select the | P address of the H-
ANDSF included in the DNS response message.

- For the V-ANDSF discovery, the V-ANDSF I P address by which the UE can contact the V-ANDSF is obtained
by the UE through a DNS lookup by name as specified in IETF RFC 1035 [35]. The QNAME shall be set to the
ANDSF-SN FQDN and included in the DNS Request as defined in 3GPP TS 23.003 [3], and select the IP
address of the V-ANDSF included in the DNS response message.

6.8.2.2.1A ANDSF communication security

According to 3GPP TS 33.402 [15], for the pull model, the UE and ANDSF shall use PSK TLS with GBA based shared
key-based mutual authentication to establish a secure connection between UE and ANDSF as specified by clause 5.4 of
3GPP TS 33.222 [44].

According to 3GPP TS 33.402 [15], for the push model, the UE and ANDSF shall use PSK TLS with GBA push based
shared key-based mutual authentication to establish a secure connection between the UE and the ANDSF as specified
by clause 5.1 of 3GPP TS 33.223 [47].
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In accordance with 3GPP TS 29.109 [43], the BSF shall provide either the UE'sIMSI or IMPI to NAF, ie the ANDSF
server.

OMA-DM's application level authentication mechanism does not need to be used with ANDSF, since mutual security
association is already established on transport level using PSK-TLS as specified in 3GPP TS 33.402 [15]. According to
OMA-ERELD-DM-V1 2[39], however, each Managed Object (MO) shall have an access control list (ACL) that lists
authorized OMA DM servers. In order to comply with OMA-ERELD-DM-V1 2 [39], the ANDSF-SN FQDN shall be
used as server namein the ACL list.

If the UE does not support the ANDSF security mechanism as specified in 3GPP TS 33.402 [15], or if the operator does
not implement the GAA bootstrap framework specified in 3GPP TS 33.220 [42], appropriate communication security
can be established with the ANDSF using OMA-DM's bootstrap, secure http (https) mechanism and WAP Push
according to OMA-ERELD-DM-V1 2[39].

6.8.2.2.2 Role of UE for Push model

The UE shall implement the push model of ANDSF in accordance with OMA-ERELD-DM-V1_2[39] using WAP
Push, which is applicable for 3GPP access networks only.

If the UE operates according to the GAA bootstrap framework specified in 3GPP TS 33.220 [42] and if the UE supports
GBA Push as specified in 3GPP TS 33.223 [47], the UE shall accept the SMS as avalid ANDSF notification SMSif:

- thenatification SMS contains valid GBA Push Information (GPI) as specified in 3GPP TS 24.109 [52],
- the X-WAP-Application-ID field (Push Application ID) in the WSP header indicates ANDSF,

- the WSP payload contains only the header part defined in 3GPP TS 24.109 [52] and the GPI parameter without
any additional identifiers and

- the NAF FQDN in GPI conformsto the ANDSF-SN specified in 3GPP TS 23.003 [3].
The short code for the X-WAP-Application-ID is specified in clause 8.1.3.

If the UE operates according to OMA DM bootstrap procedures as specified in OMA DM Enabler Releasev.1.2, see
OMA-ERELD-DM v1_2[39], the UE shall accept the SMS as avalid ANDSF notification SMSif it containsan OMA
DM Genera Package #0 message according to OMA-ERELD-DM v1 2[39].

In the push model of communication, if the UE receives avalid ANDSF natification SM S from the ANDSF, the UE
shall establish a secure data connection using the information received in the notification SMS.

If the UE receives an invalid ANDSF notification SMSit shall beignored by the UE.

Upon establishing a secure connection between the UE and ANDSF, the UE may be provided with updated ISMP,
ISRP, IARP, WLANSP and information about available access networks. The list of the information is described in
clause 6.8.1 and 6.8.2.3.3 and the correspondent ANDSF MO isdefined in 3GPP TS 24.312 [13].

6.8.2.2.3 Role of UE for Pull model

In the pull model of communication, the UE sends a query to ANDSF to retrieve or update inter-system mobility policy
or information about available access networksin its vicinity or inter-APN routing policy or any combination of them.
A UE supporting IFOM, MAPCON, NSWO or any combination of these may also request ISRP. A UE may request
IARP. The UE will wait for an implementation dependent time for an answer from the ANDSF. If ANDSF does not
respond within that time, further action by the UE isimplementation dependent. The UE may provide to ANDSF the
UE's location information including, if available, the location parameters (for example, cell identities or the MAC
address of the WLAN AP) associated with the Radio Access Networks the UE has discovered inits current location at
the time the UE sends a query to ANDSF; the format of the location information is described as UE_Location in
ANDSF MO defined in 3GPP TS 24.312 [13].

After communicating with ANDSF, the UE may be provided with updatedlSMP, I1SRP, IARP, WLANSP and
information about available access networks. The list of the information is described in clause 6.8.1 and 6.8.2.3.3 and
the correspondent ANDSF MO is defined in 3GPP TS 24.312 [13].

The UE may start Pull model communication with ANDSF based upon the information previously received from the
ANDSF (e.g. based on the value of UpdatePolicy leaf defined in 3GPP TS 24.312 [13]). The UE capable of IFOM,
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MAPCON, or non-seamless WLAN offload (or any combination of these capabilities) can have all these capabilities
disabled and have no ISRP. If the UE enables one (or more) of these capabilities, the UE may start Pull model
communication with ANDSF. The UE capable of IFOM, MAPCON, or non-seamless WLAN offload (or any
combination of these capabilities) can have one (or more) of these capabilities enabled and have no ISMP. If the UE
disables all these capabilities, the UE may start Pull model communication with ANDSF. If the UE has no IARP, the
UE may start Pull model communication with ANDSF.

NOTE: Mechanismsto limit the frequency of queries transmission from the UE to the ANDSF are
implementation dependant.

6.8.2.2.4 UE using information provided by ANDSF

6.8.2.2.4.1 General

ANDSF may provide various types of information to the UE, including access network discovery information, WLAN
selection information, ePDG configuration information, inter-system mobility policy, the inter-system routing policies
and the inter-APN routing policies. The UE may retain and use this ANDSF information until new or updated
information is received.

Network detection and selection shall take into account the access network specific requirements and the UE's local
policy, e.g. user preference settings, access history, etc, along with the information provided by the ANDSF when
discovering and selecting an access network. The local policy and the information provided by the ANDSF shall be
used by the UE in an implementation dependent way to limit the undesired alternating between access systems, e.g.
ping-pong type of inter-system changes. However, the use of such information from the ANDSF shall not bein
contradiction to functions specified in 3GPP TS 23.122 [4], 3GPP TS 25.304 [14] and 3GPP TS 36.304 [16].

If the UE isroaming in aVPLMN, the UE may receive I nter-system mobility policies or Access network discovery
information or |SRP or combinations of these from H-ANDSF or V-ANDSF or both. The UE may also receive the
IARP from H-ANDSF. If IARP isreceived from V-ANDSF, the UE shall ignore it. The UE may a so receive WLAN
selection information including WLAN Selection Policy (WLANSP) from H-ANDSF or V-ANDSF or both, rule
selection information, and Home Network Preference information from H-ANDSF. The UE may receive Visited
Network Preference information from V-ANDSF. The UE may also receive ePDG configuration information from H-
ANDSF. The formats of the above information are defined in 3GPP TS 24.312 [13].

The maximum number of sets of Inter-system mobility polices or Access network discovery information or ISRP or
IARP or combinations of these that the UE may keep is implementation dependent. However, the UE shall retain at
least one set of Inter-system mobility policies and one set of Access network discovery information from the same
ANDSF. In addition, a UE supporting IFOM, MAPCON, or non-seamless WLAN offload shall retain at |east one ISRP
rule from the same ANDSF. Additionally, a UE shall retain at least one set of IARP received from the H-ANDSF.

If a UE supporting IFOM, MAPCON, or non-seamless WLAN offload (or any combination of these featureshas |ISMP
and ISRP available, and if the ANDSF rules control the WLAN access selection and traffic routing as described in
clause 6.10.2, then ISRP shall be used for the routing of P traffic. The relation between | SRP and user preferencesis
described in clause 5.4.2.

For a UE with IFOM, MAPCON or non-seamless WLAN offload (or any combination of these capabilities) enabled, if
ISMP, ISRP and IARP are available, and if the ANDSF rules control the WLAN access selection and traffic routing as
described in clause 6.10.2, then IARP and I SRP shall be used. In this case, the UE shall first apply |ARP followed by
ISRP asfollows:

- If non-seamless WL AN offload is selected by |ARP then the IP flow is routed to the non-seamless WLAN
offload and I SRP shall not be used for the routing of IP traffic.

- If acertain APN is selected by IARP then the I P flow is routed to the PDN connections corresponding to this
APN. If thereis a ForFlowBased | SRP rule matching the I P flow after the APN is selected, then the UE shall use
the ForFlowBased | SRP rule matching the IP flow to select the access for this I P flow.

- If neither certain APN nor non-seamless WLAN offload is selected by |ARP or one or more APNs are restricted
by the IARP for routing the I P flow, then ISRP shall be used for the routing of 1P traffic. When one or more
APNs are restricted by the IARP, if arule for NSWO is matched in the active | SRP rule that restricts the use of
the selected WLAN (or any WLAN) for routing the IP flow, then the UE selects a not restricted APN to route the
IP flow.
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The relation between |ARP and user preferencesis described in clause 5.4.2.

For a UE not supporting any of IFOM, MAPCON or non-seamless offload capahilities or with all those capabilities
disabled, if ISMP and ISRP are available, and if the ANDSF rules control the WLAN access selection and traffic
routing as described in clause 6.10.2, the ISMP shall be used.

For a UE not supporting any of IFOM, MAPCON capabilities or with all those capabilities disabled, if ISMP, ISRP and
IARP are available, and if the ANDSF rules control the WLAN access selection and traffic routing as described in
clause 6.10.2, the IARP and ISMP shall be used. In this case, the UE shall firstly apply ISMP followed by IARP as
follows:

- If the 3GPP accessiis selected by ISMP policy, then the UE shall use the active |ARP rule to determine if the IP
flow isrouted to the PDN connection corresponding to a certain APN. The non-seamless WLAN offload policy,
defined in the IARP, shall not be used for routing of I P traffic; and

- If the WLAN accessis selected by ISMP policy, then the UE shall use the active IARP rule to determineif the IP
flow is routed to the PDN connection corresponding to a certain APN or using the non-seamless WLAN offload.

Thisinformation shall be deleted if there is a change of USIM. This information may be deleted when UE is switched
off.

If the ANDSF rules control the WLAN access selection and traffic routing as described in clause 6.10.2, irrespective of
whether any rule in ANDSF policiesis 'active' or not, the UE shall periodically re-evaluate ANDSF policies. The value
of the periodic re-evaluation timer isimplementation dependant. The additional trigger for (re-)evaluating rulesis that
the "active' rule becomes invalid (conditions no longer fulfilled), or other manufacturer specific trigger. When the UE
receives ANDSF information it shall re-evaluate the available rules along with the new information.

6.8.2.2.4.2 Use of Inter-system Mobility Policy

This clause appliesif the ANDSF rules control the WLAN access selection and traffic routing as described in
clause 6.10.2.

If more than one set of Inter-system mobility policiesis available in the UE, the UE shall only use one set of Inter-
system mobility policies at any one time.

When the UE is roaming and receives Inter-system Mobility Policies from both H-ANDSF and V-ANDSF, the set of
Inter-system Mobility Policies used by the UE is selected as follows:

- If thereisrule selection information provisioned in the UE by the H-ANDSF, and if the RPLMN identity is
equal to one of the VPLMNSs included in the visited PLMNs with preferred rules, the set of Inter-system
Mobility Policies from V-ANDSF is selected by the UE.

If the preferred access technology according to the Inter-system Mobility Policy is WLAN access technology,
and if there isno WLANSs matching the WLANSP rule(s) from the V-ANDSF, the set of of Inter-system
Mohility Policies from H-ANDSF is selected by the UE. However, if at least one WLAN matching one or more
groups of selection criteriain the VPLMN's WLANSP rule becomes available, the UE should re-use the
WLANSP policies and Inter-system Mobility Policies from V-ANDSF.

- If thereisrule selection information provisioned in the UE by the H-ANDSF, and if the RPLMN identity is not
equal to any of the VPLMNSs included in the visited PLMNs with preferred rules, the set of Inter-system Policies
from H-ANDSF is selected by the UE.

If the preferred access technology according to the Inter-system Mobility Policy is WLAN access technology,
and if there isno WLANSs matching the WLANSP rule(s) from the H-ANDSF, the set of of Inter-system
Mohility Policies from V-ANDSF is selected by the UE. However, if at least one WLAN matching one or more
groups of selection criteriain the HPLMN's WLANSP rule becomes available, the UE should re-use the
WLANSP policies and Inter-system Mobility Policies from H-ANDSF.

NOTE: How freguently the UE performs the discovery and reselection procedure depends on the UE
implementation.

The Inter-system Mobility Policy with the highest priority among the set of Inter-system Mobility Policies selected
above is selected as the active Inter-system Mobility Policy. A UE uses the ISMP to decide if the most preferred
available WLAN based on the WLANSP rule has higher priority than the 3GPP RAT. If so, the UE shall connect to
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EPC viaWLAN access. Otherwise, the UE shall connect to EPC via 3GPP access. The prioritized list of WLAN in the
active ISMP rule shall not be used for WLAN selection.
When applying the Inter-system mobility policy the following requirements apply:-

- the reguirements on periodic network reselection as described in clause 5.3.4 of the present specification;

- the PLMN selection rules specified in 3GPP TS 23.122 [4] and in clause 5.2.3.2;

- the selection rules specified in 3GPP2 C.P0016-D [234]; and

- the 3GPP RAT sdlection, cell selection and reselection rules specified in 3GPP TS 25.304 [14],
3GPP TS 36.304 [16] and 3GPP TS 45.008 [164d].

6.8.2.2.4.3 Use of Access Network Discovery Information

The UE may use the received Access network discovery information of both the H-ANSDF and V-ANDSF for network
discovery and detection. The Access network discovery information received from:-

a) the H-ANDSF provides guidance for the UE on access networks that have connectivity to the HPLMN or
equivalent HPLMNs or both; and

b) the V-ANDSF provides guidance for the UE on access networks that have connectivity to the corresponding
VPLMN or equivalent PLMNs or both.

6.8.2.2.4.4 Use of Inter-System Routing Policies

This clause appliesif the ANDSF rules control the WLAN access selection and traffic routing as described in
clause 6.10.2.

A UE supporting IFOM, MAPCON, or non-seamless WLAN offload (or any combination of these features) shall use
the ISRP if available.

A UE supporting IFOM uses the | SRP to:

- select an access technology or an access network or both for routing user plane traffic matching specific IP flows
on a specific or any APN identified in the ISRP. 3GPP RATSs can be prioritized with respect to WLAN access
but this prioritization does not influence 3GPP RAT selection; WLAN access networks can be prioritized with
respect to 3GPP RATSs but those WLANS do not influence WLAN selection; and

- decideif an access technology or access network or both are restricted for a specific IP flows on a specific or any
APN identified in the ISRP.

A UE supporting MAPCON uses the | SRP to:

- select an access technology or an access network or both for routing user plane traffic matching a specific APN
or any APN identified in the ISRP. 3GPP RATSs can be prioritized with respect to WLAN access but this
prioritization does not influence 3GPP RAT selection; WLAN access networks can be prioritized with respect to
3GPP RATs but those WLANSs do not influence WLAN selection; and

- decideif an access technology or an access network or both are restricted for a specific APN or any APN
identified in the | SRP.

NOTE: After selecting WLAN access for routing user plane traffic by this prioritised list of access technologies, a
UE can use an implementation dependent way to prevent the traffic from being routed back to the original
RAT again in ashort period of time to avoid ping-pong behaviour.

A UE supporting non-seamless WLAN offload uses the | SRP to:

- select aWLAN access network for routing, without traversing the EPC, user plane traffic matching specific IP
flows for aspecific APN or any APN identified in the ISRP; WLAN access networks defined in routing rule do
not influence WLAN selection; and
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- decideif the selected WLAN access network is restricted for routing, without traversing the EPC, a specific IP
flows for aspecific APN or any APN identified in the ISRP. If not, the selected WLAN can be used to perform
NSWO.

When the UE supporting IFOM identifies an access technology or an access network or both over which an IP flow can
be routed based on the ISRP, the UE shall apply the IFOM procedures specified in 3GPP TS 24.303 [11] to move an
on-going IP flow from the source access technology or access network to the identified access technology or access
network, if required.

If more than one set of ISRP is availablein the UE, the UE shall only use one ISRP at any one time.

When the UE is roaming and receives Inter-system Routing Policies from both H-ANDSF and V-ANDSF, the set of
Inter-system Routing Policies used by the UE is selected as follows:

- If thereisrule selection information provisioned in the UE by the H-ANDSF, and if the RPLMN identity is
equal to one of the VPLMNSs included in the visited PLMNs with preferred rules, the set of Inter-system Routing
Policies fromV-ANDSF is selected by the UE.

If there is no WLANSs matching the WLANSP rule(s) from the V-ANDSF, the set of Inter-system Routing Policy
from the H-ANDSF is re-selected. However, if at least one WLAN matching one or more groups of selection
criteriain the WLANSP rule of the VPLMN becomes available, the UE should re-use the WLANSP policies and
Inter-system Routing Policies from V-ANDSF.

- If thereisrule selection information provisioned in the UE by the H-ANDSF, and if the RPLMN identity is not
egual to any of the VPLMNSs included in the visited PLMNs with preferred rules, the set of Inter-system Routing
Policies from H-ANDSF is selected by the UE,

If thereis no WLANSs matching the WLANSP rule(s) from the H-ANDSF, the set of Inter-system Routing Policy
from the V-ANDSF is be re-selected. However, if at least one WLAN matching one or more groups of selection
criteriain the WLANSP rule of the HPLMN becomes available, the UE should re-use the WLANSP policies and
Inter-system Routing Policies from H-ANDSF.

NOTE: How frequently the UE performs the discovery and reselection procedure depends on the UE
implementation.

The Inter-system Routing Policy with the highest priority among the set of Inter-system Routing Policies selected above
is selected as the active Inter-system Routing Policy.

The UE shall periodically re-evaluate the flow distribution rules of the ‘active’ ISRP rule. The value of the periodic re-
evaluation timer is implementation dependant.

6.8.2.2.4.5 Use of Inter-APN Routing Policies
The UE shall usethe IARP for APN if available.

The UE shall use the IARP for non-seamless WLAN offload if available, and the ANDSF rules control the WLAN
access selection and traffic routing as described in clause 6.10.2.

A UE usesthe IARP to:
- select an APN or non-seamless WL AN offload for routing user plane traffic matching specific I P flows; and
- decideif an APN or non-seamless WLAN offload is restricted for routing a specific IP flows.

An1ARP for APN can be applied only when it steers I P traffic to an existing (i.e. already established) PDN connection.
Also, the scenario where multiple PDN connections via the same access network are associated with the same APN is
not specified in the present document.

When applying | ARP the same requirements defined for inter-system mobility policy in clause 6.8.2.2.4.2 applies with
the exception that the UE shall apply |ARP provided by the H-ANDSF.

If novalid |ARP present, then Inter-APN routing policy configuration is UE implementation dependent.
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6.8.2.2.4.6 Use of WLAN selection information

The UE uses the WLAN selection information provided by ANDSF to determine the selected WLAN and the selected
service provider.

The UE first uses WLAN Selection Policy (WLANSP) and the visited PLMNs with preferred rules to determine the
active WLANSP rule. When roaming, if the UE is configured to prefer WLAN selection rules provided by the HPLMN,
WLANSP provided by HPLMN is used. Otherwise, WLANSP provided by VPLMN is used. The UE selects the highest
priority and valid WLANSP rule as the active WLANSP rule.

During power-up, while the UE has not registered to any PLMN, the UE shall use WLANSP provided by the HPLMN
asvalid.

The UE determines the selected WLAN(S) as specified in clause 5.1.3.2. If there are no selected WLANSs according to
active WLANSP rule of the VPLMN/HPLMN, then the UE uses the WLANSP policies from the HPLMN/VPLMN as
active WLANSP rule. However, if at least one WLAN that matches one or more groups of selection criteriain the
WLANSP rule of the VPLMN or the /HPLMN becomes available, the UE should re-use the WLANSP policies from the
VPLMN or the HPLMN as active WLANSP rule.

NOTE: How frequently the UE performs the discovery and reselection procedure depends on the UE
implementation.

Home Network Preference information and Visited Network Preference information can be configured in the ANDSF
MO to assist the UE in selecting a service provider over the selected WLAN(S) and constructing an appropriate NAI
when attempting authentication with the selected service provider.

The UE usesthe list of selected WLANSs and the Home Network Preference information (or the Visited Network
Preference information if available and if the UE isroaming) to select aWLAN service provider as specified in
clause 5.2.3.2.

6.8.2.2.4.7 Use of ePDG information

If the UE accesses EPC viathe ePDG, the UE shall use the ePDG configuration information during the tunnel
establishment procedure to determine the home operator preference on ePDG connection as described in clause 7.2.1.

6.8.2.2.4.8 Use of LWA co-existence Information

The H-ANDSF can configure the LWA co-existence information about the preference between the WLANSP, ISRP
and IARP for NSWO rules, on the one hand, and the LWA/RCLWI/LWIP procedures defined in the RAN, on the other
hand, according to TS 23.402 [6]. The LWA co-existence information is configured in the
ANDSF/HomeNetworkPreference/RanM obility SetUsed node.

If the UE:

- hasnot selected a WLAN according to the WLANSP rules or user preferences, including when the UE has not
selected any WLAN; or

- hasselected aWLAN according to the WLANSP rules and is connected to a PLMN/WLAN combination
configured in the ANDSF/HomeNetworkPreference/RanM obilitySetUsed node,

the UE shall use the WLAN mobility set (see 3GPP TS 36.300 [70]) and ignore the WLANSP, ISRP and IARP for
NSWO rules. In order to apply the WLAN moability set, the UE may disconnect from the WLAN it is currently
connected to and connect to a WLAN identified by the RAN-configured WLAN mobility set.

If the UE:

- hasselected aWLAN according to the WLANSP rules and is not connected to a PLMN/WLAN combination
configured in the ANDSF/HomeNetworkPreference/RanM obilitySetUsed node; or

- hasselected aWLAN based on user preferences,
the UE shall ignore the WLAN mobility set and apply the WLANSP, ISRP and IARP for NSWO rules.
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6.8.2.3 ANDSF procedures

6.8.2.3.1 General

Both the H-ANDSF and the V-ANDSF can provide information about inter-system mobility policy or information
about available access networks in the vicinity of the UE or ISRP for the UE or combinations of these. The H-ANDSF
may also provide IARP for the UE. The V-ANDSF shall not provide any IARP to aroaming UE. The inter-system
mobility policies may be organized in a hierarchy and a priority order among multiple policies may determine which
policy hasthe highest priority. The policies may indicate preference of one access network over another or may restrict
inter-system mobility to a particular access network under certain conditions. The ANDSF may also specify validity
conditions which indicate when a policy is valid. Such conditions may be based on time duration, location, RAN
validity condition. The ANDSF may limit the information provided to the UE. This can be based on UE's current
location, UE capabilities other than the capability of routing IP traffic simultaneously over multiple radio access
interfaces (e.g. IFOM capability or MAPCON capability or non-seamless WLAN offload capability), etc. How the
ANDSF decides how much information to provide to the UE is dependent on network implementation.

6.8.2.3.2 Role of ANDSF for Push model

If there is no existing valid PSK TLS connection between the UE and ANDSF, the ANDSF, not implementing GBA
Push, may send a notification SMSto the UE, without establishing a data connection with the UE.

If thereis no existing valid PSK TLS connection between the UE and ANDSF, the ANDSF, implementing GBA Push,
shall send a message via SM S to the UE to establish a secure connection between the UE and ANDSF. The contents of
the message shall contain a GBA Push Information as specified in 3GPP TS 33.223 [47].

After a secure connection is established according to clause 6.8.2.2.1A, or if thereisavalid PSK TLS connection
between the UE and ANDSF, the ANDSF shall use the connection to provision ANDSF information to the UE.

6.8.2.3.3 Role of ANDSF for Pull model

When the UE connectsto an ANDSF, the ANDSF may provide the UE with ISMP, ISRP, IARP, WLANSP or
information related to available access networks in the vicinity of the UE, or combinations of these. In case of
information about available access networks, the ANDSF provides the following information about each available
access network in the form of alist containing:

1) Type of Access network (e.g. WLAN, WiMAX);

2) Location of Access Network (e.g. 3GPP location, WLAN location);

3) Access Network specific information (e.g WLAN information, WiMAX information); and

4) Operator differentiated text field (if supported, e.g. if WNDS MO defined in 3GPP TS 24.312 [13] is used).
The detailed list of information is described in 3GPP TS 24.312 [13].

6.9 Handling of Protocol Configuration Options information
The Protocol Configuration Options (PCO) information element is specified in 3GPP TS 24.008 [46].
The support of PCOs is optional for the UE and the non-3GPP access network.

Except for the trusted WLAN access, the content syntax of PCOs for the non-3GPP access UE and non-3GPP access
network is access network specific and not in the scope of 3GPP, but if PCO is supported, the UE and the PDN-GW
shall handle the PCO contents in accordance with 3GPP TS 24.008 [46].

PCO information is exchanged between the UE and the PDN-GW, see 3GPP TS 23.402 [6], 3GPP TS 29.274 [50] and
3GPP TS 29.275[18]. Except for the trusted WLAN access, the specification of PCO signalling in the non-3GPP access
network is access network specific and not in the scope of 3GPP.

When the UE access EPC viatrusted WLAN access network,

- if SCM isused, the PCO is supported as described in clause 6.4.2.6, 3GPP TS 29.274 [50] and
3GPP TS 29.275[18];
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- if MCM isused, the PCO is supported as described in 3GPP TS 24.244 [56], 3GPP TS 29.274 [50] and
3GPP TS 29.275[18];and
- if TSCM isused, the PCO is not supported by the UE.

6.10 Integration with access stratum layer of 3GPP access

6.10.1 General

The clause describes the additional procedures for integration with access stratum layer of 3GPP access.
If the RAN assistance information is supported by the UE and the E-UTRAN or UTRAN, the E-UTRAN or UTRAN
can provide RAN assistance information to the UE as described in 3GPP TS 25.331 [14A] and 3GPP TS 36.331 [16B].
6.10.2 Selection of control of WLAN access selection and traffic routing
The WLAN access selection and traffic routing can be controlled either by ANDSF rules or by RAN rules.
The ANDSF rules control the WLAN access selection and traffic routing if:

a) the UE has ANDSF rules but no RAN rules; or

b) the UE has both ANDSF rules and RAN rules; and:

1) the UE is not capable to simultaneously route I P traffic to both 3GPP access and WLAN; and:
A) the UE is not roaming and the UE has at least one ISMP rule from HPLMN;

B) the UE isroaming in aVPLMN contained in the visited PLMNs with preferred rules and the UE has at
least one ISMP rule from VPLMN; or

C) the UEisroamingin aVPLMN not contained in the visited PLMNs with preferred rules and the UE has
at least one ISMP rule from HPLMN; or

2) the UE is capable to smultaneously route I P traffic to both 3GPP access and WLAN; and:
A) the UE is not roaming and the UE has an valid ISRP rule from HPLMN;

B) the UE isroaming inaVPLMN contained in the visited PLMNs with preferred rules and the UE has a
valid ISRP rule from VPLMN; or

C) the UE isroaminginaVPLMN not contained in the visited PLMNs with preferred rules and the UE has a
valid ISRP rule from HPLMN.

The RAN rules control the WLAN access selection and traffic routing if:
a) the UE has RAN rules but no ANDSF rules; or
b) the UE has both ANDSF rules and RAN rules; and:
1) the UE is not capable to simultaneously route I P traffic to both 3GPP access and WLAN; and:
A) the UE is not roaming and the UE has no ISMP rules from HPLMN;

B) the UE isroaming in aVPLMN contained in the visited PLMNs with preferred rules and the UE has no
ISMP rulesfrom VPLMN; or

C) the UE isroaminginaVPLMN not contained in the visited PLMNs with preferred rules and the UE has
no ISMP rules from HPLMN; or

2) the UE is capable to simultaneously route | P traffic to both 3GPP access and WLAN, and:
A) the UE is not roaming and the UE has no valid |SRP rule from HPLMN;
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B) the UE isroaming in aVPLMN contained in the visited PLMNs with preferred rules and the UE has no

valid ISRP rule from VPLMN; or
C) the UE isroaming inaVPLMN not contained in the visited PLMNs with preferred rules and the UE has

no valid ISRP rule from HPLMN.

6.10.3 Additional procedures when WLAN access selection and traffic
routing is controlled by ANDSF rules

If the ANDSF rules control the WLAN access selection and traffic routing as described in clause 6.10.2, the access
stratum layer of the 3GPP access provides the received RAN assistance parameters to this layer and the UE shall store
the RAN assistance parameters and then use the RAN assi stance information together with ANDSF rules specified in
3GPP TS 24.312 [13] and measurements results to make traffic routing decisions to move traffic to WLAN or to E-
UTRAN or UTRAN by:

- comparing the received RAN assistance thresholds with corresponding measurement results; and
- comparing the received OPI value with the provisioned OPI value provided by the ANDSF.
The following thresholds can be used for traffic routing from E-UTRAN or UTRAN to WLAN:
- ThreshServingOffloadWLANL owP;
- ThreshServingOffloadWLANLowQ;
- ThreshChUtilWLANLow;
- ThreshBackhRateDLWLANHigh;
- ThreshBackhRateULWLANHigh; and
- ThreshBeaconRSSIWLANHigh.
The following thresholds can be used for traffic routing from WLAN to E-UTRAN or UTRAN:
- ThreshServingOffloadWLANHighP;
- ThreshServingOffloadWLANHighQ;
- ThreshChUtiIIWLANHigh;
- ThreshBackhRateDLWLANLow;
- ThreshBackhRateULWLANLow; and
- ThreshBeaconRSSIWLANLow.
Offload Preference Indication (OPI) parameter can be used for traffic routing in both directions, from E-UTRAN or
UTRAN to WLAN or from WLAN to E-UTRAN or UTRAN.

6.10.4 Additional procedures when WLAN access selection and traffic
routing is controlled by RAN rules

This clause appliesif the RAN rules control the WLAN access selection and traffic routing as described in
clause 6.10.2.

The access stratum layer of the 3GPP access can provide:

1) move-traffic-to-WLAN indication, along with list of WLAN identifiers. An entry in the list of the WLAN
identifiers consists of SSID, BSSID, HESSID, or any combination of them; and

2) move-traffic-from-WLAN indication.

The user preferences take precedence over the indications provided by the access stratum layer of the 3GPP access.
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NOTE 1: Handling of the move-traffic-from-WLAN indication and the move-traffic-to-WLAN indication for a

Upon:

and:

multi-access PDN connection where the network-initiated NBIFOM mode is the selected NBIFOM mode,
is specified in 3GPP TS 24.161 [69].

receiving move-traffic-to-WLAN indication, along with the list of the WLAN identifiers, if the user preferences
are not present; or

establishment of anew PDN connection in 3GPP access, if the PDN connection is an offloadable PDN
connection, the access stratum indicated move-traffic-to-WLAN, the access stratum has not indicated the move-
traffic-from-WLAN indication after indicating of the move-traffic-to-WLAN indication and the user preferences
are not present;

the UE is capable to simultaneously route I P traffic to both 3GPP access and WLAN and has at |east one PDN
connection which is not a multi-access PDN connection or where the UE-initiated NBIFOM mode is the selected
NBIFOM mode as specified in 3GPP TS 24.161 [69]; or

the UE is not capable to simultaneously route I P traffic to both 3GPP access and WLAN, and all the PDN
connections of the UE in 3GPP access are offloadable PDN connections;

the UE:

a)

b)

shall perform the procedure in clause 5.1.3.2.3 and in clause 5.2.3.2 to select the selected WLAN and the NAI
for authentication;

if not authenticated yet with the selected WLAN using the NAI for authentication in clause 6.4, shall
authenticate with the selected WLAN using the NAI for authentication in clause 6.4. During authentication, if
the selected WLAN isatrusted WLAN, SCM is supported by both UE and network, MCM is not supported by
UE, network or both, and if:

- the UE is capable to ssimultaneously route | P traffic to both 3GPP access and WLAN and has at least one
PDN connection which is not a multi-access PDN connection or where the UE-initiated NBIFOM modeis
the selected NBIFOM mode as specified in 3GPP TS 24.161 [69]; or

- the UE is not capable to simultaneoudly route I P traffic to both 3GPP access and WLAN, and the UE has
only one PDN connection;

shall handover one PDN connection:
- whichis an offloadable PDN connection; and

- whichis not a multi-access PDN connection or where the UE-initiated NBIFOM mode is the selected
NBIFOM mode as specified in 3GPP TS 24.161 [69];

from 3GPP access to the WLAN access using proceduresin clause 6.4.2.6.2;

NOTE 2: When the UE aready has one PDN connection established viaWLAN in SCM, and if move-traffic-to-

©)

d)

WLAN indication isreceived, it is up to the UE implementation to determine whether to offload a PDN
connection from 3GPP accessto WLAN. In that case, it is aso up to the UE implementation to determine
which one of the offloadable PDN connections will be offloaded.

if the selected WLAN isatrusted WLAN, and MCM is supported by both UE and network, shall handover all
the PDN connections:

- which are offloadable PDN connections; and

- which are not a multi-access PDN connection or where the UE-initiated NBIFOM mode is the sel ected
NBIFOM mode as specified in 3GPP TS 24.161 [69];

from 3GPP access to the WLAN access using procedures of 3GPP TS 24.244 [56];

if the selected WLAN isan untrusted WLAN, and if the UE supports access to EPC via untrusted WLAN, shall
handover all the PDN connections:
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- which are offloadable PDN connections; and

- which are not a multi-access PDN connection or where the UE-initiated NBIFOM mode is the selected
NBIFOM mode as specified in 3GPP TS 24.161 [69];

from 3GPP access to the WL AN access using proceduresin clause 7.2.1 and clause 7.2.2; and
e) if the UE hasavalid IARP rulefor APN, shall usethe IARP for APN using the proceduresin clause 6.8.2.2.4.5.

Upon receiving move-traffic-from-WLAN indication, and if the user preferences are not present, the UE shall handover
all the PDN connections:

- established in (or previously handed over to) WLAN access; and

- which are not a multi-access PDN connection or where the UE-initiated NBIFOM mode is the selected NBIFOM
mode as specified in 3GPP TS 24.161 [69];

from WLAN access to the 3GPP access using proceduresin 3GPP TS 24.301 [10].

7 Tunnel management procedures

7.1 General

The purpose of tunnel management proceduresis to define the procedures for establishment or disconnection of an end-
to-end tunnel between the UE and the ePDG. The tunnel establishment procedure is always initiated by the UE, whereas
the tunnel disconnection procedure can be initiated by the UE or the ePDG.

The tunnel isan IPsec tunnel (see IETF RFC 4301 [30]) established via an IKEv2 protocol exchange
IETF RFC 7296 [ 28] between the UE and the ePDG. The UE may indicate support for IETF RFC 4555 [31]. The
security mechanisms for tunnel setup using IPsec and IKEV2 are specified in 3GPP TS 33.402 [15].

7.2 UE procedures

7.2.1 Selection of the ePDG

7.2.1.1 General

If the UE does not supports ePDG selection according to 3GPP TS 24.502 [77], the UE performs ePDG selection based
on the ePDG configuration information configured by the home operator in the UE either viaH-ANDSF or viaUSIM or
viaimplementation specific means. Implementation specific means apply only if the configurations via H-ANDSF and
USIM are not present. The ePDG configuration information may consist of home ePDG identifier or ePDG selection
information or both:

- when availablein ANDSF MO, the ePDG configuration information is provisioned in ePDG node under Home
Network Preference as specified in 3GPP TS 24.312 [13]; and

- when availablein USIM, the ePDG configuration information is provisioned in EFeppcid and EFeppesdection files
as specified in 3GPP TS 31.102 [45].

The ePDG configuration information provided by ANDSF may also be pre-configured by the home operator on the ME
or provisioned on the UICC. The UE shall use the information in the following order of precedence:

1) ePDG configuration information provided by the ANSDF server to the ME;
2) ePDG configuration information configured on the UICC;
3) ePDG configuration information pre-configured on the ME.

The UE shall support the implementation of standard DNS mechanismsin order to retrieve the | P address(es) of the
ePDG. Theinput to the DNS query isan ePDG FQDN as specified in clause 4.4.3 and in 3GPP TS 23.003 [3].
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If the UE supports ePDG selection according to 3GPP TS 24.502 [77], then the UE selects the ePDG according to
3GPP TS 24.502 [77].

7.21.2

Determination of the country the UE is located in

If the UE cannot determine whether it islocated in the home country or in a visited country, as required by the ePDG
selection procedure specified in 3GPP TS 23.402 [6], the UE shall stop the ePDG selection.

NOTE: Itisout of scope of the present specification to define how the UE determines whether it islocated in the

7.2.1.3
The UE shall proceed asfollows:

home country or in avisited country or in alocation that does not belong to any country. When the UE is
in coverage of a 3GPP RAT, it can, for example, use the information derived from the available

PLMN(s). In this case, the UE can match the MCC of the PLMN to which a cell belongs, broadcast on the
BCCH of the 3GPP access, against the UE's IM S| to determine if they belong to the same country, as
defined in 3GPP TS 23.122 [4]. If the UE is not in coverage of a 3GPP RAT, the UE can use other
techniques, including user-provided location.

Handling of ePDG selection based on the country the UE is located in

1) if the UE islocated in its home country and

2)

a)

b)

©)

d)

if the ePDG selection information is provisioned in the ePDG configuration information and if an entry for
the HPLMN is available in the ePDG selection information, the UE shall construct an ePDG FQDN based on
configured FQDN format of HPLMN as described in 3GPP TS 23.402 [6] and encoding in

3GPP TS 23.003 [3]:

if the ePDG selection information is not provisioned in the ePDG configuration information or if the ePDG
selection information is provisioned and an entry for the HPLMN is not available in the ePDG selection
information, the UE shall:

i) if Home ePDG identifier is provisioned in the ePDG configuration information, use the configured IP
addressto select the ePDG, or if configured |P addressis not available, construct an ePDG FQDN using
the configured FQDN; and

ii) if the Home ePDG identifier is not provisioned in the ePDG configuration information, construct an
ePDG FQDN based on the Operator Identifier FQDN format using the PLMN ID of the HPLMN as
described in 3GPP TS 23.003 [3];

if the ePDG configuration information is not configured on the UE, or the ePDG configuration information is
configured but empty, the UE shall construct the ePDG FQDN based on the Operator Identifier FQDN
format using the PLMN ID of the HPLMN stored on the USIM; and

If the ePDG selection is for establishing emergency bearer services and the UE is not equipped with aUICC,
the UE may construct the Operator Identifier FQDN format based on a PLMN ID obtained via
implementation specific means,

and for the cases a) through d), the UE shall use the DNS server function to resolve the contructed ePDG FQDN
to the IP address(es) of the ePDG(s). The UE shall select an I P address of an ePDG with the same |P version as
itslocal 1P address;

if the UE is not located in its home country and

a)

if the ePDG selection information is provisioned in the ePDG configuration information and if the UE is
attached to a VPLMN via 3GPP access:

i) if anentry for the VPLMN isavailable in the ePDG selection information, the UE shall construct an
ePDG FQDN based on configured FQDN format of the VPLMN as described in 3GPP TS 23.402 [6] and
encoding in 3GPP TS 23.003 [3];

ii) if anentry for the VPLMN is not available in the ePDG selection information, and an'Any_PLMN' entry
isavailablein the ePDG selection information, the UE shall construct an ePDG FQDN based on the
configured FQDN format of the 'Any PLMN' entry as described in 3GPP TS 23.402 [6] and encoding in
3GPP TS 23.003 [3],
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b)

and for casei) and ii), the UE shall use the DNS server function to resolve the contructed ePDG FQDN to the
| P address(es) of the ePDG(s). The UE shall select an IP address of an ePDG with the same IP version as its
local 1P address; and

if one of the following is true:

- the UEis not attached to aPLMN via 3GPP access and the UE uses WLAN;

- the ePDG configuration information is not configured,;

- the ePDG selection information is not provisioned in the ePDG configuration information; or

- theUE isattached to aVPLMN via 3GPP access and an entry for the VPLMN is not available in the
ePDG selection information and an 'Any_PLMN' entry is not available in the ePDG selection
information,

the UE shall perform a DNS query (see 3GPP TS 23.003 [3]) as specified in clause 7.2.1.4 to determine if the
visited country mandates the selection of ePDG in this country:

i) if selection of ePDG in visited country is mandatory:

- if the UE isattached to aVPLMN via 3GPP access and the PLMN ID of VPLMN isincluded in one
of the returned DNS records, the UE shall select an ePDG in this VPLMN by constructing an ePDG
FQDN based on the Operator Identifier FQDN format using the PLMN 1D of the VPLMN as
described in 3GPP TS 23.003 [3]; and

- if the UE isnot attached to a PLMN via 3GPP access or the UE is attached to aVPLMN via 3GPP
access and the PLMN 1D of VPLMN is not included in any of the DNS records:

- if the ePDG selection information is provisioned, the UE shall select an ePDG from a PLMN
included in the DNS response that has highest PLMN priority (see 3GPP TS 24.312 [13]) in the
ePDG selection information and construct an ePDG FQDN based on the configured FQDN format
of the PLMN entry as described in 3GPP TS 23.402 [6] and encoding in 3GPP TS 23.003 [3]; and

- if the ePDG selection information is not provisioned or the ePDG selection information does not
contain any of the PLMNs in the DNS response, selection of the PLMN is UE implementation
specific. The UE shall select an ePDG from a PLMN included in the DNS response and construct
an ePDG FQDN based on the Operator Identifier FQDN format using the PLMN ID of the PLMN
as described in 3GPP TS 23.003 [3],

and for the above cases, the UE shall use the DNS server function to resolve the contructed ePDG FQDN
to the IP address(es) of the ePDG(s). The UE shall select an IP address of an ePDG with the same IP
version asitslocal 1P address,

ii) if the DNS response contains no records, selection of ePDG in visited country is not mandatory:

- if the ePDG selection information is provisioned and contains one or more PLMNSs in the visited
country, the UE shall select an ePDG from a PLMNSs that has highest PLMN priority (see
3GPP TS 24.312 [13]) inthe ePDG selection information;

- if the ePDG selection information is not provisioned or if the ePDG selection information is
provisioned and contains no PLMNSs in the visited country, the UE shall select an ePDG in the
HPLMN asfollows:

- if the Home ePDG identifier is provisioned in the ePDG configuration information (see
3GPP TS 24.312[13]), the UE shall use the configured | P address to select the ePDG, or if
configured IP address is not available, use the configured FQDN and run DNS query to obtain the
| P address(es) of the ePDG(s); and

- if the Home ePDG identifier is not provisioned in the ePDG configuration information, the UE
shall construct an ePDG FQDN based on the Operator Identifier FQDN format using the PLMN
ID of the HPLMN as described in 3GPP TS 23.003 [3], and

- if the ePDG selection isfor establishing emergency bearer services and the UE is not equipped with a
UICC, the UE may construct the Operator Identifier FQDN format based on aPLMN ID obtained via
implementation specific means.
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and for the above cases, the UE shall use the DNS server function to resolve the contructed ePDG FQDN
to the | P address(es) of the ePDG(s). The UE shall select an IP address of an ePDG with the same IP
version asitslocal IP address; and

iii) if no DNS response is received, the UE shall terminate the ePDG selection procedure.

If selecting an ePDG in the HPLMN fails, and the selection of ePDG in the HPLMN is performed using Home ePDG
identifier configuration and there are more pre-configured ePDGs in the HPLMN, the UE shall repeat the tunnel
establishment attempt using the next FQDN or | P address(es) of the ePDG in the HPLMN.

Upon reception of a DNS response containing one or more | P addresses of ePDGs, the UE shall select an |P address of
ePDG with the same |P version asitslocal |P address. If the UE does not receive aresponseto an IKE_SA_INIT
request message sent towards to any of the received | P addresses of the selected ePDG, then the UE shall repeat the
ePDG selection as described in this clause, excluding the ePDG for which the UE did not receive aresponse to the
IKE_SA_INIT request message.

NOTE 1: The timethe UE waits before reattempting access to another ePDG or to an ePDG that it previously did
not receive aresponse to an IKE_SA_INIT request message, is implementation specific.

The UE shall select only one ePDG aso in case of multiple PDN connections.

7.21.4 Determine if the visited country mandates the selection of ePDG in this
country

In order to determine if the visited country mandates the selection of ePDG in this country (see 3GPP TS 23.402 [6]),
the UE shall perform the DNS NAPTR query using Visited Country FQDN as specified in 3GPP TS 23.003 [3].

If the result of this query is:

- aset of one or more records containing the service instance names of the form
"epdg.epc.mnc< MNC>.mcc< MCC> .pub.3gppnetwork.org", the UE shall determine thst the visited country
mandates the selection of the ePDG in this country; and

NOTE: The(<MCC>, <MNC>) pair in each record represents PLMN Id (see 3GPP TS 23.003 [3]) in the visited
country which can be used for ePDG selection in clause 7.2.1.3.

- no records containing the service instance names of the form
"epdg.epc.mnc< MNC>.mcc< MCC> .pub.3gppnetwork.org”, the UE shall determine that the visited country does
not mandate the selection of the ePDG in this country.
7.2.1A Selection of the ePDG for emergency bearer services

The UE performs ePDG selection for emergency bearer services based on the ePDG configuration information provided
by the home operator in the UE viaH-ANDSF or viaUSIM, or viaimplementation specific means.

The ePDG configuration information used for selecting the ePDG for emergency bearer servicesincludes:

- when availablein ANDSF MO, Emergency_ePDG_ldentifier and ePDG selection information are provisioned in
ePDG node under Home Network Preference as specified in 3GPP TS 24.312 [13]; and

- when available in the USIM, the Emergency ePDG ldentifier and ePDG selection information are provisioned in
EFerpcidem and EFerpesdection files as specified in 3GPP TS 31.102 [45].

NOTE: |Implementation specific means apply only if the configurations via H-ANDSF and USIM are not present.

When performing ePDG selection for establishing emergency bearer services, the UE shall proceed by following the
general ePDG selection procedure specified in clause 7.2.1 except:

- Emergency_ePDG_Identifier shall be used instead of Home ePDG identifier;

- All ePDG FQDNSs and visited country FQDNs for DNS query shall be constructed based on the ePDG FQDN
format defined for emergency services as defined in 3GPP TS 23.003 [3]; and
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- If the ME is not equipped with a UICC, the UE shall consider the ePDG configuration information as not
available.

7.2.2 Tunnel establishment

7221 Tunnel establishment accepted by the network

Once the eéPDG has been selected, the UE shall initiate the | Psec tunnel establishment procedure using the IKEv2
protocol as defined in IETF RFC 7296 [28] and 3GPP TS 33.402 [15].

The UE shall send an IKE_SA_INIT request message to the selected ePDG in order to setup an IKEv2 security
association. Upon receipt of an IKE_SA_INIT response, the UE shall send an IKE_AUTH request message to the
ePDG, including:

- Thetype of IP address (IPv4 address or IPv6 prefix or both) that needsto be configured in an IKEv2
CFG_REQUEST Configuration Payload. If the UE requests for both IPv4 address and IPv6 prefix, the UE shall
send two configuration attributes in the CFG_REQUEST Configuration Payload: one for the IPv4 address and
the other for the IPv6 prefix;

- The"IDr" payload, containing the APN in the Identification Data, for non-emergency session establishment. For
emergency session establishment, the UE shall format the "IDr" payload according to clause 7.2.5. The UE shall
set the ID Typefield of the"IDr" payload to ID_FQDN as defined in IETF RFC 7296 [28]. The UE indicates a
request for the default APN by omitting the "IDr" payload, which isin accordance with IKEv2 protocol as
defined in IETF RFC 7296 [28];

- The"IDi" payload containing the NAI; and

- The"CERTREQ" payload containing "X.509 certificate — Signature” if the UE is provisioned with the ePDG
root certificate as specified in 3GPP TS 33.402 [15].

The IKE_AUTH request message may also contain:;
- Anindicationin anotify payload that MOBIKE is supported by the UE;

- TheINTERNAL_IP6_DNSor the INTERNAL_IP4_DNS attribute in the CFG_REQUEST Configuration
Payload. The UE can obtain zero or more DNS server addressed in the CFG_REPLY payload within the
IKE_AUTH response message as specified in IETF RFC 7296 [28]; or

- TheP_CSCF_IP6_ADDRESS attribute, the P_CSCF_IP4_ADDRESS attribute or both in the CFG_REQUEST
Configuration Payload. The UE can obtain zero or more P-CSCF server addressesin the CFG_REPLY
Configuration Payload within the IKE_AUTH response message as specified in IETF RFC 7651 [64].

If the UE's USIM indicates that the UE isa UE configured for high priority accessin the selected PLMN as specified in
3GPP TS 31.102 [35], the UE shall send the HPA_INFO Notify payload, as defined in clause 8.1.2.3, within the
IKE_AUTH request message, with the MPS_PRI bit and AC_PRI bit set as defined in clause 8.2.9.22.

The UE may support the TIMEOUT_PERIOD FOR_LIVENESS CHECK attribute as specified in clause 8.2.4.2. If the
UE supportsthe TIMEOUT_PERIOD_FOR_LIVENESS CHECK attribute, the UE shall include the

TIMEOUT _PERIOD _FOR _LIVENESS CHECK attribute indicating support of receiving timeout period for liveness
check in the CFG_REQUEST configuration payload within the IKE_AUTH request message. If the
TIMEOUT_PERIOD_FOR_LIVENESS CHECK attribute as specified in clause 8.2.4.2 indicating the timeout period
for the liveness check isincluded in the CFG_REPLY configuration payload within the IKE_AUTH response message
or if the UE has a pre-configured timeout period, the UE shall perform the tunnel liveness checks as described in

clause 7.2.2A.

NOTE 1: Thetimeout period for liveness check is pre-configured in the UE in implementation-specific way.

If the UE supports N1 mode and N1 mode capability is enabled, the UE shall indicate the PDU session ID in the
IKE_AUTH request message during the IKEv2 authentication and tunnel establishment for initial attach.

If the UE supports N1 mode and N1 mode capability is disabled, the UE may indicate the PDU session ID in the
IKE_AUTH request message during the IKEv2 authentication and tunnel establishment for initial attach.
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If the UE supports N1 mode, regardless whether the N1 mode capability is enabled or disabled, the UE shall indicate
the PDU session ID in the IKE_AUTH request message during the IKEv2 authentication and tunnel establishment for
handover of an existing PDN connection from EPS which the PDU session ID is associated with, or for transferring of
an existing PDU session from 5GS.

If the UE supports N1 mode, regardless whether the N1 mode capability is enabled or disabled, the UE shall not
indicate the PDU session ID in the IKE_AUTH request message during the IKEv2 authentication and tunnel
establishment for handover of a PDN connection which no PDU session ID is associated with.

In order to indicate the PDU session ID in the IKE_AUTH request message, the UE shall include the
N1 MODE_CAPABILITY Notify payload as defined in clause 8.2.9.15 in the IKE_AUTH request message and shall:

- if the UE is establishing a PDN connection not related to any existing PDU session or any existing PDN
connection, allocate a PDU session ID whichis not currently being used by another PDU session over either
3GPP access or non-3GPP access, set the PDU Session ID field of the N1._MODE_CAPABILITY Notify
payload to the allocated PDU session ID, and associate the allocated PDU session ID with the PDN connection
that is being established;

if the UE istransferring an existing PDU session from 5GS, set the PDU Session ID field of the

N1 MODE_CAPABILITY Notify payload to the PDU session ID of the existing PDU session that is being
transferred, and associate the PDU session ID with the PDN connection that is being established. If the existing
PDU session is a non-emergency PDU session, the UE shall in addition associate the S-NSSAI of the existing
PDU session that is being transferred and the related PLMN 1D with the PDN connection that is being
established; or

- if the UEistransferring an existing PDN connection from EPS and a PDU session ID is associated with the PDN
connection that is being transferred, set the PDU Session ID field of the N1_MODE_CAPABILITY Notify
payload to the PDU session | D associated with the existing PDN connection. If the existing PDN connection isa
non-emergency PDN connection and an S-NSSAI and arelated PLMN ID are associated with the existing PDN
connection, the UE shall in addition associate the S NSSAI and the related PLMN ID with the PDN connection
that is being established.

During the IKEV2 authentication and security association establishment, if the UE supports explicit indication about the
supported mobility protocols, it shall provide the indication as described in clause 6.3.

During the IKEv2 authentication and tunnel establishment for initia attach, the UE shall provide an indication about
Attach Type, which indicates Initial Attach. To indicate attach due toinitial attach, the UE shall include either the
INTERNAL_IP4 ADDRESS or the INTERNAL_IP6_ADDRESS attribute or both in the CFG_REQUEST
Configuration Payload within the IKE_AUTH request message. The INTERNAL_IP4 ADDRESS shall contain no
value and the length field shall be set to 0. The INTERNAL_IP6_ ADDRESS shall contain no value and the length field
shall be set to 0.

During the IKEv2 authentication and tunnel establishment for handover, the UE not supporting | P address preservation
for NBM shall indicate Initial Attach as described in the previous paragraph.

NOTE 2: The UE cannot handover PDN connection with PDN type "Ethernet” or "non-1P" from E-UTRAN to an
ePDG because PDN connections with PDN type "Ethernet" or PDN type "non-I1P" are not supported over
ePDG.

During the IKEv2 authentication and security association establishment for handover, the UE supporting | P address
preservation for NBM, shall provide an indication about Attach Type, which indicates Handover Attach. During the
IKEv2 authentication and security association establishment for transfer of an existing PDU session from 5GS, the UE
shall provide an indication about Attach Type, which indicates Handover Attach. To indicate attach due to handover,
the UE shall include the previously allocated home address information during the 1PSec tunnel establishment.
Depending on the I P version, the UE shall include either the INTERNAL_IP4_ADDRESS or the
INTERNAL_IP6_ADDRESS attribute or both in the CFG_REQUEST Configuration Payload within the IKE_AUTH
request message to indicate the home address information which is in accordance with IKEv2 protocol as defined in
IETF RFC 7296 [28]. If the previously allocated home address information consists of both an 1Pv4 address and an
IPv6 prefix, then the UE shall include the INTERNAL_IP4_ADDRESS attribute and the INTERNAL _IP6_ ADDRESS
atribute in the CFG_REQUEST configuration payload within the IKE_AUTH request message. If the previously
alocated home address information consists of an 1Pv4 address only, then the UE shall include the

INTERNAL_1P4 ADDRESS attribute and shall not include the INTERNAL _|IP6_ ADDRESS attribute in the
CFG_REQUEST configuration payload within the IKE_AUTH request message. If the previoudly allocated home
address information consists of an IPv6 prefix only, then the UE shall include the INTERNAL_IP6_ ADDRESS

ETSI



3GPP TS 24.302 version 18.6.0 Release 18 81 ETSI TS 124 302 V18.6.0 (2024-07)

attribute and shall not include the INTERNAL_IP4_ADDRESS attribute in the CFG_REQUEST configuration payload
within the IKE_AUTH request message. The UE shall support IPSec ESP (see IETF RFC 4303 [32]) in order to provide
secure tunnel s between the UE and the ePDG as specified in 3GPP TS 33.402 [15].

The UE may support multiple authentication exchanges in the IKEv2 protocol as specified in IETF RFC 4739 [49] in
order to support authentication and authorization with an external AAA server allowing the UE to support PAP
authentication procedure, or CHAP authentication procedure, or both, as described in 3GPP TS 33.402 [15].

If NBM is used and the UE wishes to access an external PDN and therefore needs to perform authentication and
authorization with an external AAA server, the UE shall:

- If theIKE_SA_INIT response containsa"MULTIPLE_AUTH_SUPPORTED" Notify payload, then include a
"MULTIPLE_AUTH_SUPPORTED" Notify payload in the IKE_AUTH request as described in
IETF RFC 4739 [49] and perform the additional authentication steps as specified in 3GPP TS 33.402 [15]; and

- If the IKE_SA_INIT response does not contain a"MULTIPLE_AUTH_SUPPORTED" Notify payload, then
perform the UE initiated disconnection as defined in clause 7.2.4.1. The subsequent UE action is implementation
dependent (e.g. select anew ePDG).

After the successful authentication with the 3GPP AAA server, the UE receives from the ePDG an IKE_AUTH
response message containing asingle CFG_REPLY Configuration Payload including the assigned remote IP address
information (1Pv4 address or |Pv6 prefix) as described in clause 7.4.1. Depending on the used | P mobility management
mechanism the following cases can be differentiated:

- If DSMIPv6 isused for P mobility management, the UE configures aremote I P address based on the | P address
information contained in the INTERNAL_1P4 ADDRESS or INTERNAL_I1P6_SUBNET attribute of the
CFG_REPLY Configuration Payload. The UE uses the remote | P address as Care-of-Address to contact the HA.

- If NBM isused for IP mobility management and the UE performs an initia attach, the UE configures a home
address based on the address information from the CFG_REPLY Configuration Payload. Otherwise, if NBM is
used and the UE performs a handover attach, the UE continues to use its | P address configured before the
handover, if the address information provided in the CFG_REPLY Configuration Payload does match with the
UE's I P address configured before the handover. If the UE's IP address (1Pv4 address or 1Pv6 prefix) does not
match with the address information of the CFG_REPLY Configuration Payload, the UE shall configure a new
home address based on the | P address information contained in the INTERNAL_1P4 ADDRESS,

INTERNAL 1P6 SUBNET or INTERNAL _|IP6 ADDRESS attribute of the CFG_REPLY Configuration
Payload. In the latter case, the | P address preservation is not possible.

NOTE 3: In case of I1Pv6 address, the UE performs the match only on the |Pv6 prefix provided within the
CFG_REPLY Configuration Payload contained in the INTERNAL_1P6_SUBNET or
INTERNAL_IP6_ADDRESS.

If the UE receivesa PDN_TYPE_IPv4 ONLY_ALLOWED Notify payload or a
PDN_TYPE_IPv6_ONLY_ALLOWED Notify payload, then the UE shall not subsequently initiate another UE
requested PDN connectivity procedure specific to the non-3GPP access to the same APN to obtain a PDN type different
from the one allowed by the network until:

- the UE is switched off;
- the UICC containing the USIM is removed; or
- the network initiated the deactivation of the PDN connectivity to the given APN.

If the UE supports DSMIPv6, the UE may request the HA |P address(es), by including a corresponding
CFG_REQUEST Configuration Payload containingaHOME_AGENT_ADDRESS attribute within the IKE_AUTH
request message. The HOME_AGENT_ADDRESS attribute content is defined in clause 8.2.4.1. The HA |P address(es)
requested in this attribute are for the APN for which the IPsec tunnel with the ePDG is set-up. In the CFG_REQUEST
within the IKE_AUTH request message, the UE sets respectively the IPv6 address field and the optional |Pv4 address
field of the HOME_AGENT_ADDRESS attribute to 0::0 and to 0.0.0.0. If the UE can not obtain the | P addresses of the
HA vialKEv2 signalling, it uses the home agent address discovery as specified in 3GPP TS 24.303 [11].

In case the UE wants to establish multiple PDN connections and if the UE uses DSMIPv6 for mobility management, the
UE shall use DNS as defined in 3GPP TS 24.303 [11] to discover the HA P address(es) for the additional PDN
connections after IKEvV2 security association was established to the ePDG.
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During the IKEv2 authentication and security association establishment, following the UE'sinitial IKE_AUTH request
message to the ePDG, if the UE subseguently receives an IKE_AUTH response message from the ePDG containing the
EAP-Request/AKA-Challenge, after verifying the received authentication parameters and successfully authenticating
the ePDG as specified in 3GPP TS 33.402 [15], the UE shall send anew IKE_AUTH request message to the ePDG
including the EAP-Response/AK A-Challenge. In addition, the UE shall provide the requested mobile device identity if
available, as specified in clause 7.2.6.

If the UE supports P-CSCF restoration extension for untrusted WLAN as specified in 3GPP TS 23.380 [66], the UE
shall send its capability indication of the support of P-CSCF restoration to the ePDG by including the P-
CSCF_RESELECTION_SUPPORT Notify payload within an IKE_AUTH request message. The content of the P-
CSCF_RESELECTION_SUPPORT Notify payload is described in clause 8.2.9.4.

If:
- the UE supports N1 mode; or
- N1 mode capability is disabled and the UE indicated the PDU session ID in the IKE_AUTH request message;

and the UE receivesthe N1 MODE_INFORMATION Notify payload as defined in clause 8.2.9.16 inthe IKE_AUTH
response message, the UE shall delete the associated S-NSSAI, if any, and (re-)associate the SSNSSAI in the S-NSSAI
Valuefield of the N1_MODE_INFORMATION Notify payload with the PDU session associated with the IKEv2
security association that was established, and if the UE receivesthe N1 MODE_S NSSAI_PLMN_ID Notify payload
as defined in clause 8.2.9.17 in the IKE_AUTH response message, the UE shall delete the associated PLMN ID, if any,
and (re-)associate the PLMN ID that the S-NSSAI relatesto in the SSNSSAI PLMN ID field of the

N1_MODE_S NSSAI_PLMN_ID Notify payload with the PDU session associated with the IKEv2 security association
that was established.

If the UE supports DNS over (D)TLS, the UE shall include the DNS_SRV_SEC_INFO_IND Notify payload as defined
inclause 8.2.9.18 in the IKE_AUTH regquest message and, if the UE wishes to indicate which security protocol type(s)
are supported by the UE, the UE may indicate the supported DNS server security protocolsin the

DNS_SRV_SEC _INFO_IND Notify payload.

If the UE included the DNS_SRV_SEC _INFO_IND Notify payload in the IKE_AUTH request message and receives
the DNS_SRV_SEC _INFO Notify payload as defined in clause 8.2.9.19 in the IKE_AUTH response message, the UE
shall pass to the upper layer contents of the one or more DNS server security information fields of the

DNS _SRV_SEC_INFO Notify payload.

If the UE receivesthe "CERT" payload of the IKE_AUTH response message, the UE shall check the certificate in the
"CERT" payload as specified in 3GPP TS 33.402 [15].

7222 Tunnel establishment not accepted by the network

If the UE receives the IKE_AUTH response message from an ePDG of the HPLMN including a Notify payload with a
Private Notify Message Type NON_3GPP_ACCESS TO_EPC_NOT_ALLOWED or USER_UNKNOWN or
PLMN_NOT_ALLOWED or AUTHORIZATION_REJECTED or RAT_TYPE_NOT_ALLOWED or ILLEGAL_ME
asdefined in clause 8.1.2, then after the UE authenti cates the network by using ePDG certificate and AUTH parameters
as specified in 3GPP TS 33.402 [15], the UE shall close the related IKEV2 security association states and shall not retry
the authentication procedure to an ePDG from the same PLMN until switching off or the UICC containing the USIM is
removed.

If the above Private Notify Message Typeis received from the VPLMN's ePDG and the UE authenti cates the network
by using ePDG certificate and AUTH parameters as specified in 3GPP TS 33.402 [15]:

- If thereceived Notify Message Typeis NON_3GPP_ACCESS TO_EPC NOT_ALLOWED or
USER_UNKNOWN or AUTHORIZATION_REJECTED or RAT_TYPE_NOT_ALLOWED or
ILLEGAL_ME, the UE may retry the authentication procedure with an ePDG deployed by the HPLMN if
allowed according to the ePDG selection procedure in clause 7.2.1 and clause 7.2.1A; or

- If thereceived Private Notify Message Typeis PLMN_NOT_ALLOWED, the UE should retry the
authentication procedure with an ePDG deployed by the HPLMN if allowed according to the ePDG selection
procedure in clause 7.2.1 and clause 7.2.1A.
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If the UE receives from the ePDG the IKE_AUTH response message, including a Notify payload with a Private Notify
Message Type "NETWORK_FAILURE" as defined in clause 8.1.2 then after the UE authenticates the network, the UE
shall close the related IKEv2 security association states and:

a) if thereceived IKE_AUTH response message from ePDG contains a Notify payload with the
BACKOFF_TIMER Notify payload as defined in clause 8.2.9.1, the UE shall behave as follows:

i) if thetimer value indicates neither zero nor deactivated, start the Tw3 timer with the value provided and not
retry the authentication procedure to the same ePDG until timer Tw3 expires or the UE is switched off or the
UICC containing the USIM is removed,;

ii) if thetimer value indicates that this timer is deactivated, not retry the authentication procedure to the same
ePDG until the UE is switched off or the UICC containing the USIM is removed; and

iii) if the timer value indicates zero, may retry the authentication procedure to an ePDG from the same PLMN; or

b) if the BACKOFF_TIMER Notify payload is not included in the received IKE_AUTH response message from
ePDG, the UE shall start an implementation specific backoff timer. The UE shall not re-try the authentication
procedure with the same ePDG until the backoff timer expires or the UE is switched off or the UICC containing
the USIM isremoved.

If the UE receives from the ePDG an IKE_AUTH response message including a Notify Payload with a Private Notify
Message Error Type "NO_APN_SUBSCRIPTION" as defined in clause 8.1.2 then after the UE authenticates the
network, the UE shall close the related IKEV2 security association states and:

a) if thereceived IKE_AUTH response message from ePDG contains a Notify payload with the
BACKOFF_TIMER Notify payload as defined in clause 8.2.9.1, the UE shall behave asfollows:

i) if thetimer value indicates neither zero nor deactivated, start the Tw3 timer with the value provided and not
retry the authentication procedure to the same PLMN for the same APN until timer Tw3 expires or the UE is
switched off or the UICC containing the USIM is removed,;

ii) if the timer value indicates that this timer is deactivated, not retry the authentication procedure to the same
PLMN for the same APN until the UE is switched off or the UICC containing the USIM is removed; and

iii) if thetimer value indicates zero, may retry the authentication procedure to an ePDG from the same PLMN
for the same APN; or

b) if the BACKOFF_TIMER Notify payload is not included in the received IKE_AUTH response message from
ePDG, the UE shall not retry the authentication procedure with the same PLMN for the same APN the UE is
switched off or the UICC containing the USIM isremoved, unless the UE has an implementation specific
backoff timer. In that case, the UE shall not retry until that implementation specific timer expires.

NOTE 1: The UE can perform NSWO from the current untrusted WLAN access network even though the tunnel
establishment procedure to the ePDG is not accepted by the network.

NOTE 2: Switching off and USIM change conditions are implemented taking into consideration the user experience
aspect.

If NBM isused and if the UE receives from the ePDG an IKE_AUTH response message containing a Notify payload
with a Private Notify Message Type PDN_CONNECTION_REJECTION as specified in clause 8.1.2 that includes an | P
address information in the Notification Data field, the UE shall not attempt to re-establish this PDN connection with the
same | P address while connected to the current ePDG and the UE shall close the related IKEv2 security association
states.

If NBM isused and if the UE receives from the ePDG an IKE_AUTH response message containing a Notify payload
with a Private Notify Message Type PDN_CONNECTION_REJECTION as specified in clause 8.1.2 and no
Notification Data field, then after the UE authenticates the network, the UE shall not attempt to establish additional
PDN connections to this APN while connected to the current ePDG. The UE shall close the related IKEV2 security
association states. Subsequently, the UE can attempt to establishment additional PDN connectionsto the given APN if
one or more existing PDN connectionsto the given APN are released. While connected to the current ePDG, if this
PDN connection isthe first PDN connection for the given APN, the UE shall not attempt to establish PDN connection
to the given APN.
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If NBM isused and if the UE receives from the ePDG an IKE_AUTH response message containing a Notify payload
with a Private Notify Message Type MAX_CONNECTION_REACHED as specified in clause 8.1.2, then after the UE
authenticates the network, the UE shall not attempt to establish any additional PDN connections while connected to the
current ePDG. The UE shall close the related IKEv2 security association states. Subsequently, the UE can attempt to
establishment additional PDN connections viathe ePDG if one or more existing PDN connections viathe ePDG are
released.

If the UE includesthe DNS_SRV_SEC_INFO_IND Notify payload as defined in clause 8.2.9.18 in the IKE_AUTH
request message, the ePDG may include the DNS_SRV_SEC INFO Notify payload as defined in clause 8.2.9.19 in the
IKE_AUTH response message.

7.2.2A Liveness check procedure

If the UE supportsthe TIMEOUT_PERIOD_FOR_LIVENESS CHECK attribute as specified in clause 8.2.4.2 and the
TIMEOUT_PERIOD_FOR_LIVENESS CHECK attribute as specified in clause 8.2.4.2 was included in the

CFG_REPLY configuration payload within the IKE_AUTH response message received in clause 7.2.2 the UE shall set
the timeout period for the liveness check to the value of the TIMEOUT _PERIOD_FOR_LIVENESS CHECK attribute.

If the UE does not support the TIMEOUT_PERIOD _FOR_LIVENESS CHECK attribute as specified in clause 8.2.4.2
or the TIMEOUT_PERIOD_FOR_LIVENESS CHECK attribute as specified in clause 8.2.4.2 was not included in the
CFG_REPLY configuration payload within the IKE_AUTH response message received in clause 7.2.2 then:

1) if the LivenessCheckPeriod node as specified in 3GPP TS 24.312 [13] is configured, the UE shall use the
timeout period for the liveness check indicated by the LivenessCheckPeriod node; and

2) if the LivenessCheckPeriod node as specified in 3GPP TS 24.312 [13] is not configured, the UE shall use the
pre-configured value of the timeout period for liveness check.

NOTE: Thetimeout period is pre-configured in the UE in implementation-specific way.

If the UE has not received any cryptographically protected IKEv2 or |PSec message for the duration of the timeout
period for liveness check, the UE shall send an INFORMATIONAL request with no payloads as per

IETF RFC 7296 [28]. If an INFORMATIONAL responseis not received, the UE shall deem the IKEv2 security
association to have failed, and shall discard al states associated with the IKE SA and any child SAsthat were
negotiated using that IKE SA as specified in IETF RFC 7296 [28].

7.2.2B Handling of NBIFOM

If the IKEv2 authentication and security association establishment is triggered by proceduresin 3GPP TS 24.161 [69],
the UE shall include the NBIFOM_GENERIC_CONTAINER Notify payload (see clause 8.1.2.3)in the IKE_AUTH
request message. The UE shall set the NBIFOM container contents field of the NBIFOM_GENERIC_CONTAINER
Notify payload as specified in 3GPP TS 24.161 [69].

7.2.2C Rekeying procedure

The UE may support rekeying as defined in IETF RFC 7296 [28].

To trigger rekeying, the UE shall use the rekeying time parameter (see IETF RFC 7296 [28]) if it is configured by the
RekeyingTime node as specified in 3GPP TS 24.312 [13], If the rekeying time parameter is not configured, the UE shall
use an implementati on-specific rekeying time (e.g. 18 hours).

7.2.2D NAT keep alive procedure

The UE may support NAT keep alive handling as defined in IETF RFC 7296 [28] and IETF RFC 3948 [72].

To control the NAT-keepalive packet sending, the UE shall use the parameter M (see IETF RFC 3948 [72]]) if it is
configured by the NATKeepAliveTime node as specified in 3GPP TS 24.312 [13], If the parameter M is not configured,
the UE shall use an implementation-specific time.
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7.2.3 Tunnel modification

7.23.1 UE-initiated modification
This procedure isused if MOBIKE as defined in IETF RFC 4555 [31] is supported by the UE.

When there is a change of local |P address for the UE, the UE shall update the IKE security association with the new
address, and shall update the I Psec security association associated with this IKE security association with the new
address. The UE shall then send an INFORMATIONAL request containing the UPDATE_SA_ADDRESSES
notification to the ePDG.

If, further to this update, the UE receives an INFORMATIONAL request with a COOKIEZ notification present, the UE
shall copy the notification to the COOKIE2 notification of an INFORMATIONAL response and send it to the ePDG.

This procedure is aso used during the UE-initiated 1P flow mobility procedure (see clause 6.3.3.3 of
3GPP TS 23.161 [68]) or the NBIFOM P flow mapping procedure (see clause 6.4.3 of 3GPP TS 23.161 [68]).

If the UE-initiated modification istriggered by proceduresin 3GPP TS 24.161 [69], the UE shall include the
NBIFOM_GENERIC_CONTAINER Notify payload (see clause 8.1.2.3) in the INFORMATIONAL reguest to the
ePDG. The UE shall set the NBIFOM container contents field of the NBIFOM_GENERIC_CONTAINER Notify
payload as specified in 3GPP TS 24.161 [69].

7.2.3.2 UE behaviour towards ePDG initiated modification

This procedure is used if P-CSCF restoration extension for untrusted WLAN is supported as specified in
3GPP TS 23.380 [66].

If the UE receivesthe P_CSCF_IP6_ADDRESS attribute, the P_CSCF_IP4_ADDRESS attribute or both as specified in
IETF RFC 7651 [64] in the CFG_REQUEST configuration payload within the INFORMATIONAL request from the
ePDG and the UE supports P-CSCF restoration extension for untrusted WLAN as specified in 3GPP TS 23.380 [66],
the UE shall reply with an INFORMATIONAL response and proceed as specified in clause 5.6.5.2 of 3GPP

TS 23.380[66]. The INFORMATIONAL response shall include the received P_CSCF_IP6_ADDRESS attribute or the
P_CSCF_|P4_ADDRESS attribute or both inthe CFG_REPLY Configuration Payload. The P_CSCF_IP6_ADDRESS
attribute shall contain no value and the length field shall be set to 0. The P_CSCF_|P4_ADDRESS shall contain no
value and the length field shall be set to 0.

Upon of receipt of the NBIFOM_GENERIC_CONTAINER Notify payload (see clause 8.1.2.3) in an
INFORMATIONAL request, the UE shall reply with an INFORMATIONAL response and if required by proceduresin
3GPP TS 24.161 [69], the UE shall include the NBIFOM_GENERIC_CONTAINER Notify payload (see

clause 8.1.2.3) in the INFORMATIONAL response. The UE shall set the NBIFOM container contents field of the
NBIFOM_GENERIC_CONTAINER Notify payload as specified in 3GPP TS 24.161 [69].

7.2.4 Tunnel disconnection

7.2.4.1 UE initiated disconnection

The UE shall use the procedures defined in the IKEv2 protocol (see IETF RFC 7296 [28]) to disconnect one or more

I Psec tunnelsto the ePDG. The UE shall close the incoming security associations associated with the tunnel and instruct
the ePDG to do the same by sending the INFORMATIONAL request message including a"DELETE" payload. The
DELETE payload shall contain either:

i) Protocol ID set to"1" and no subsequent Security Parameters Indexes (SPIs) in the payload. This indicates
closing of IKE security association, and implies the deletion of al 1Psec ESP security associations that were
negotiated within the IKE security association;

ii) if the IKEv2 multiple bearer PDN connectivity is not supported or not used in the PDN connection as determined
in clause 7.2.7, Protocol 1D set to "3" for ESP. The Security Parameters Indexes included in the payload shall
correspond to the particular incoming ESP security associations at the UE for the given tunnel in question; or

iii) if the IKEv2 multiple bearer PDN connectivity is used in the PDN connection as determined in clause 7.2.7, the
Protocol 1D field of the DELETE payload is set to "3" for ESP and the SPI field of the DELETE payload
includes UE's ESP SPIs of all bearer contexts of the PDN connection.
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7.2.4.2 UE behaviour towards ePDG initiated disconnection

On receipt of the INFORMATIONAL reguest message including "DELETE" payload, indicating that the ePDG is
attempting tunnel disconnection, the UE shall:

i) Closeall security associations identified within the DELETE payload (these security associations correspond to
outgoing security associations from the UE perspective). If no security associations were present in the DELETE
payload, and the protocol 1D was set to "1", the UE shall close the IKE security association, and all 1Psec ESP
security associations that were negotiated within it towards the ePDG; and

ii) The UE shall delete the incoming security associations corresponding to the outgoing security associations
identified in the "DELETE" payload.

The UE shall send an INFORMATIONAL response message. If the INFORMATIONAL request message contained a
list of security associations, the INFORMATIONAL response message shall contain alist of security associations
deleted in step (ii) above.

If the UE is unable to comply with the INFORMATIONAL reguest message, the UE shall send INFORMATION
response message with either:

i) A NOTIFY payload of type"INVALID_SPI", for the case that it could not identify one or more of the Security
Parameters Indexes in the message from the ePDG; or

i) A moregeneral NOTIFY payload type. This payload type isimplementation dependent.

If the INFORMATIONAL request message including the DELETE payload contains the
REACTIVATION_REQUESTED_CAUSE Notify payload, the UE shall re-establish the |Psec Tunnel for the
corresponding PDN connection after its release. The coding of the P-CSCF_RESELECTION_SUPPORT Notify
payload is described in clause 8.2.9.6.

NOTE: For an IMSPDN connection, the re-establishment of the IPSec tunnel is part of the ""Re-establishment of
the IP-CAN used for SIP signalling procedure" specified in 3GPP TS 24 229 [67] clause R.2.2.1B.

7.2.4.3 Local tunnel disconnection initiated from 3GPP access

A PDN connection over untrusted WLAN over S2b can be released locally in the UE, i.e. without any peer-to-peer
signalling between the ePDG and the UE, based on the trigger received from the 3GPP access, e.g. during the P-CSCF
restoration procedure for NBIFOM PDN connections (see 3GPP TS 23.380 [66]).

Upon receiving over the 3GPP access:

- aDEACTIVATE EPSBEARER CONTEXT REQUEST message with the EPS bearer context of a default EPS
bearer context and ESM cause #39 "reactivation requested” (see 3GPP TS 24.301 [10]); or

- aDETACH REQUEST message with the detach type "re-attach required” (see 3GPP TS 24.301 [10])
to release the resources for a PDN connection over the 3GPP access, the UE shall:
a) closetherelated IKEv2 security association for the IPsec tunnel associated with this PDN connection; and

b) consider that the ePDG isno longer responding (see RFC 7296 [28]) and not send any messages to the ePDG.

7.2.5 Emergency session establishment

If the UE needsto establish an IM S emergency session over untrusted non-3GPP access as specified in
3GPP TS 24.229 [67], the UE shall:

- if the UE is not connected to an ePDG yet, select an ePDG that supports emergency services as described in
clause 7.2.1A;

- if the UE isaready connected to an ePDG that has indicated its capability of support emergency services as
specified in clause 7.4.1.1 and the ePDG is located in the same country where the UE is currently located, reuse
ePDG for emergency session; and
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- if the UE isaready connected to an ePDG but the ePDG does not support the emergency services or ePDG is not
located in the same country where the UE is currently located, first follow procedure described in clause 7.2.4.1
to disconnect existing I1Psec tunnel. The UE shall then select an ePDG that supports emergency services as
described in clause 7.2.1A.

Once the UE selects an ePDG that supports emergency services as specified in clause 7.2.1A, or if the UE is aready
connected to an ePDG and the ePDG is reused for emergency session, the UE shall initiate an IKEv2 tunnel
establishment procedure towards this ePDG as described in clause 7.2.2. Upon receipt of an IKE_SA_INIT response,
the UE shall send an IKE_AUTH request message to the ePDG according to clause 7.2.2.1 with the "I Dr" payload
containing the string "EMERGENCY", using capital letters only, in the Identification Data. The UE shall set the ID
Typefield of the"IDr" payload to ID_FQDN.

NOTE: Inthisprocedure, the only scenario in which the UE is not in the same country asthe ePDG it is
connected to, is when the UE is not in the country of its HPLMN and the ePDG isin the country of the
HPLMN.

In order to establish a new emergency session over an untrusted WLAN, the UE shall include:
- anINTERNAL_IP4 _ADDRESS attribute with the length field set to zero;
an INTERNAL_I1P6_ADDRESS attribute with the length field set to zero; or
- both of the above;
in the CFG_REQUEST Configuration Payload within the IKE_AUTH request message.

In order to perform handover of an emergency session from a 3GPP access network to untrusted WLAN, the UE shall
include:

- the INTERNAL_IP4 ADDRESS attribute set to the IPv4 address of the previously allocated home address
information;

the INTERNAL_IP6_ADDRESS attribute set to the |Pv6 address of the previoudly allocated home address
information; or

- both of the above;

in the CFG_REQUEST Configuration Payload within the IKE_AUTH request message. If the previously allocated
home address information consists of both an I|Pv4 address and an | Pv6 prefix, then the UE shall include the
INTERNAL_IP4_ADDRESS attribute and the INTERNAL _IP6_ADDRESS attribute in the CFG_REQUEST
configuration payload within the IKE_AUTH request message.

If the UE does not receive aresponseto an IKE_SA_INIT request message sent towards the selected ePDG, then the
UE shall repeat the ePDG search as described in 3GPP TS 23.402 [6], excluding the ePDG for which the UE did not
receive aresponse to the IKE_SA_INIT request message. The UE shall stop the establishment of emergency session if
it isunable to select an ePDG for emergency bearer services.

If after sending an IKE_AUTH request message to the ePDG to initiate emergency session, the UE receives
IKE_AUTH response message from the ePDG containing a Notify payload with a Private Notify Message Type
"UNAUTHENTICATED EMERGENCY_NOT_SUPPORTED", the UE shall follow the steps above to select a new
ePDG for emergency session establishment by excluding the ePDGs from which the emergency session request was
previously not accepted or by implementation specific means.

If the UE receives the Notify Message Type IMEI_NOT_ACCEPTED as defined in clause 8.1.2.2, the UE shall not
retry the authentication procedure from the same PLMN until switching off, the UICC containing the USIM is replaced,
or a UICC containing the USIM isinserted.

If the UE is already connected to an ePDG selected by the procedurein clause 7.2.1A, the UE is considered as attached
for emergency bearer services. In such a case, the UE shall not initiate any addtional IKEv2 tunnel establishment
procedure.

If the UE is connected to an ePDG selected by the procedurein clause 7.2.1, and the ePDG has indicated its capability
of support emergency service to the UE as specified in clause 7.4.1.1 and is located in the same country where the UE is
currently located, the UE, when it requires emergency services, shal initiate an IKEv2 tunnel establishment procedure
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towards the same ePDG to request for emergency session as specified in clause 7.2.2 provided that an emergency PDN
connection is not already active.

7.2.6 Mobile identity signaling

During the IKEv2 authentication and security association establishment, if the UE:

- receives IKE_AUTH response message from ePDG containing a Notify payload with the DEVICE_IDENTITY
Notify Message Type and the Identity Type field of the DEVICE_IDENTITY Notify payload is set to either
'IMEI" or 'IMEISV" and the Identity Value field is empty;

- successfully authenticates the network or requests emergency session; and

- has Mobile Equipment Identity IMEI or IMEISV available,
the UE shall include the DEVICE_IDENTITY Notify payload in the new IKE_AUTH request message.
At any time after successful tunnel establishment, if the UE:

- receives INFORMATIONAL request message from ePDG containing a Notify payload with the
DEVICE_IDENTITY Notify Message Type and the Identity Type field of the DEVICE_IDENTITY Notify
payload is set to either 'IMEI" or 'IMEISV' and the Identity Value field is empty; and

- hasthe UE's Mobile Equipment Identity IMEI or IMEISV available,
the UE shall send INFORMATIONAL response containing a DEVICE_IDENTITY Notify payload.
The UE shall set the DEVICE_IDENTITY asfollows:

- if IMEISV isavailable, the UE shall include IMEISV inthe DEVICE_IDENTITY Notify payload. The Identity
Typefield of the DEVICE_IDENTITY Notify payload shall be set to 'IMEISV": and

- if IMEl isavailable and IMEISV is not available, the UE shall include IMEI inthe DEVICE_IDENTITY
attribute. The Identity Type field of the DEVICE_IDENTITY Notify payload shall be set to 'IMEI".

The detailed coding of the DEVICE_IDENTITY Notify payload is described in clause 8.2.9.2.
71.2.7 IKEv2 multiple bearer PDN connectivity

7.2.7.1 General
The UE may support the IKEv2 multiple bearer PDN connectivity.

If the UE supports the IKEv2 multiple bearer PDN connectivity, then the UE shall perform handling specified in the
present clause. Otherwise the UE does not perform handling specified in the present clause and remaining clauses of the
parent clause of the present clause.

The UE shal include an IKEV2_MULTIPLE_BEARER_PDN_CONNECTIVITY Notify payload as specified in
clause 8.2.9.9 within an IKE_AUTH request message establishing an IKE SA of aPDN connection. If the IKE_AUTH
response message contains an EPS_QOS Notify payload as specified in clause 8.2.9.10, the UE shall consider that the
IKEv2 multiple bearer PDN connectivity is used in the PDN connection.

If the IKEv2 multiple bearer PDN connectivity is used in the PDN connection, then the UE shall perform the handling
specified in remaining clauses of the parent clause of the present clause. Otherwise the UE does not perform the
handling specified in remaining clauses of the parent clause of the present clause.

7.2.7.2 Maintained information

The UE shall maintain one or more bearer contexts for the PDN connection. Each bearer context consists of a UE's ESP
SPI, an ePDG's ESP SPI, an EPS QoS, an extended EPS QoS, a TFT, an APN-AMBR, an extended APN-AMBR, and
an indication whether the bearer context is the default bearer context. The TFT can be absent only in the default bearer
context. The extended EPS QoS can be absent for any bearer context. The APN-AMBR and the extended APN-AMBR
are absent for bearer contexts which are not the default bearer context. The APN-AMBR can be present or absent for
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the default bearer context. The extended APN-AMBR can be present for the default bearer context only if the APN-
AMBRis present for the default bearer context.

7.2.7.3 Control plane procedures

7.2.7.3.1 General

Parent clause of the present clause describe control plane procedures for the IKEv2 multiple bearer PDN connectivity.

7.2.7.3.2 Establishment of IKEv2 SA and initial IPSec ESP tunnel

NOTE: Inclusionof alKEV2 MULTIPLE_BEARER_PDN_CONNECTIVITY Notify payload in an
IKE_AUTH request message is specified in clause 7.2.7.1.

Upon receiving the IKE_AUTH response message establishing the IKE SA of the PDN connection, the UE shall add a
new bearer context to the PDN connection. The new bearer context shall consist of the UE's ESP SPI created by the
IKE_AUTH request/response pair, the ePDG's ESP SPI created by the IKE_AUTH request/response pair, the EPS QoS
indicated in the EPS_QOS Notify payload, the extended EPS QoS indicated in the EXTENDED_EPS QOS Notify
payload (if included in the IKE_AUTH response message), the APN-AMBR indicated in the APN_AMBR Notify
payload (if included in the IKE_AUTH response message), and the extended APN-AMBR indicated in the
EXTENDED_APN_AMBR Notify payload (if included in the IKE_AUTH response message) of the IKE_AUTH
response message, and the indication that the bearer context is the default bearer context.

7.2.7.3.3 Establishment of an additional IPSec ESP tunnel

Upon receiving a CREATE_CHILD_SA request message in the IKE SA of the PDN connection, with an EPS_QOS
Notify payload as specified in clause 8.2.9.10, with a TFT Notify payload as specified in clause 8.2.9.11, and without a
REKEY _SA Notify payload, if the UE sendsa CREATE_CHILD_SA response message without an IKEv2 notify
payload indicating an error, the UE shall add a new bearer context to the PDN connection. The new bearer context shall
consist of the UE's ESP SPI created by the CREATE_CHILD_SA request/response pair, the ePDG's ESP SPI created

by the CREATE_CHILD_SA request/response pair, the EPS QoS indicated in the EPS_QOS Notify payload of the
CREATE_CHILD_SA request message, the extended EPS QoS indicated in the EXTENDED _EPS QOS Notify
payload (if included in the CREATE_CHILD_SA request message), the TFT indicated in the TFT Notify payload of the
CREATE_CHILD_SA request message, and the indication that the bearer context is not the default bearer context.

Upon receiving a CREATE_CHILD_SA request message in the IKE SA of the PDN connection, with an EPS_QOS
Notify payload as specified in clause 8.2.9.10, with a TFT Notify payload as specified in clause 8.2.9.11, and without a
REKEY_SA Notify payload:

a) the UE checksfor semantic errorsin TFT operations as follows:

1) if the TFT operation in the TFT Notify payload is an operation other than "Create anew TFT", the UE shall
send aCREATE_CHILD_SA response message with the
SEMANTIC_ERROR_IN_THE_TFT_OPERATION Notify payload;

b) the UE checks for syntactical errorsin TFT operations as follows:

1) if the TFT operation inthe TFT Notify payload is"Create anew TFT" and the packet filter list inthe TFT
Notify payload is empty, the UE shall send a CREATE_CHILD_SA response message with the
SYNTACTICAL_ERROR_IN_THE_TFT_OPERATION Notify payload; and

2) if there are other types of syntactical errorsin the coding of the TFT Notify payload, such as a mismatch
between the number of packet filters subfield, and the number of packet filtersin the packet filter list, the UE
shall send a CREATE_CHILD_SA response message with the
SYNTACTICAL_ERROR_IN_THE_TFT_OPERATION Notify payload;

c) the UE checks for semantic errorsin packet filters as follows:

1) if apacket filter consists of conflicting packet filter components which would render the packet filter
ineffective, i.e. no IP packet will ever fit this packet filter, the UE shall send a CREATE_CHILD_SA
response message with the SEMANTIC_ERRORS IN_PACKET_FILTERS Notify payload. How the UE
determines a semantic error in a packet filter is outside the scope of the present document; and
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2) if theresulting TFT does not contain any packet filter which applicable for the uplink direction, the UE shall
send a CREATE_CHILD_SA response message with the SEMANTIC_ERRORS IN_PACKET_FILTERS
Notify payload;

d) the UE checks syntactical errorsin packet filters asfollows:

1) if the TFT operationin the TFT Notify payload is"Create anew TFT" and two or more packet filtersin the
resultant TFT would have identical packet filter identifiers, the UE shall send a CREATE_CHILD_SA
response message with the SYNTACTICAL_ERRORS IN_PACKET_FILTERS Notify payload;

2) if the TFT operation in the TFT Notify payload is"Create anew TFT" and two or more packet filtersin all
TFTsassociated with this PDN connection would have identical packet filter precedence values:

i) if the old packet filters do not belong to the default bearer contex, the UE shall send a
CREATE_CHILD_SA response message with the SYNTACTICAL_ERRORS IN_PACKET_FILTERS
Notify payload; and

NOTE: the UE isnot expected to be able to release a particular bearer context.

ii) if one or more old packet filters belong to the default bearer context, the UE shall release the PDN
connection as specified in clause 7.2.4.1; and

3) if there are other types of syntactical errorsin the coding of packet filters, such asthe use of areserved value
for a packet filter component identifier, the UE shall send a CREATE_CHILD_SA response message with
the SYNTACTICAL_ERRORS IN_PACKET_FILTERS Notify payload.

7.2.7.3.4 Release of an additional IPSec ESP tunnel

Upon receiving an INFORMATIONAL request message in the IKE SA of the PDN connection, with a DELETE
payload indicating an ePDG's ESP SPI of a bearer context of the PDN connection, the UE shall send an
INFORMATIONAL response message without an IKEv2 notify payload indicating an error and the UE shall remove
the bearer context from the PDN connection.

7.2.7.3.5 Modification of an IPSec ESP tunnel due to change of EPS QoS and TFT

Upon receiving an INFORMATIONAL request message the IKE SA of the PDN connection, with a
MODIFIED_BEARER Notify payload as specified in clause 8.2.9.12 indicating an ePDG's ESP SPI of a bearer context
of the PDN connection, if the UE sends an INFORMATIONAL response message without an IKEv2 notify payload
indicating an error:

a) if the EPS_QOS Notify payload as specified in clause 8.2.9.10 isincluded in the INFORMATIONAL request
message:
1) the UE shall update the bearer context with the EPS QoS indicated in the EPS_QOS Notify payload; and
2) if the EXTENDED_EPS _QOS Notify payload as specified in clause 8.2.9.10A isincluded in the

INFORMATIONAL request message, the UE shall update the bearer context with the extended EPS QoS
indicated in the EXTENDED_EPS_QOS Notify payload;

b) if the TFT Notify payload as specified in clause 8.2.9.11 isincluded in the INFORMATIONAL request message,
the UE shall update the bearer context with the TFT indicated in the TFT Notify payload; and

c) if the bearer context isthe default bearer context and the APN_AMBR Notify payload as specified in
clause 8.2.9.13 isincluded in the INFORMATIONAL request message:

1) the UE shall update the bearer context with the APN-AMBR indicated in the APN_AMBR Notify payload;
and

2) if the EXTENDED_APN_AMBR Notify payload as specified in clause 8.2.9.14 isincluded in the
INFORMATIONAL request message, the UE shall update the bearer context with the extended APN-AMBR
indicated inthe EXTENDED_APN_AMBR Notify payload.

Upon receiving an INFORMATIONAL request message the IKE SA of the PDN connection, with a
MODIFIED_BEARER Notify payload as specified in clause 8.2.9.12 indicating an ePDG's ESP SPI of a bearer context
of the PDN connection, and with a TFT Notify payload as specified in clause 8.2.9.11.
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a) the UE checks for semantic errorsin TFT operations as follows:

b)

1)

2)

3)

4)

if the TFT operation in the TFT Notify payload is"Create anew TFT" and there is already an existing TFT
for the bearer context, the UE shall further process the new activation request and, if it was processed
successfully, delete the old TFT;

if the TFT operation in the TFT Notify payload is an operation other than "Create anew TFT" and thereisno
TFT for the bearer context, the UE shall not diagnose an error and perform the following actions to resolve
the inconsistency:

i) if the TFT operation is"Delete existing TFT" or "Delete packet filters from existing TFT", and if no error
according to items b, ¢, and d was detected, consider the TFT as successfully deleted; and

ii) if the TFT operation is"Add packet filtersin existing TFT" or "Replace packet filtersin existing TFT",
the UE shall process the new request as an activation request;

if the TFT operation in the TFT Notify payload is"Delete packet filters from existing TFT" and it would
render the TFT empty:

i) if the packet filters belong to a bearer context which is not the default bearer context, the UE shall process
the new deletion request and, if no error according to itemsb, ¢, and d was detected, the UE shall send an
INFORMATIONAL response message with the SEMANTIC_ERROR_IN_THE_TFT_OPERATION
Notify payload; and

ii) if the packet filters belong to a bearer context which is the default bearer context, the UE shall process the
new deletion request and if no error according to items b, ¢, and d was detected then delete the existing
TFT; and

if the TFT operation in the TFT Notify payload is"Delete existing TFT" and the bearer context is not the
default bearer context, the UE shall send an INFORMATIONAL response message with the
SEMANTIC_ERROR_IN_THE_TFT_OPERATION Notify payload;

the UE checks for syntactical errorsin TFT operations as follows:

1)

2)

3)

4)

5)

6)

if the TFT operation in the TFT Notify payload is"Create anew TFT", "Add packet filtersin existing TFT",
"Replace packet filtersin existing TFT" or "Delete packet filters from existing TFT" and the packet filter list
inthe TFT Notify payload is empty, the UE shall send an INFORMATIONAL response message with the
SYNTACTICAL_ERROR_IN_THE_TFT_OPERATION Notify payload;

if TFT operation in the TFT Notify payload is "Delete existing TFT" or "No TFT operation” with a non-
empty packet filter list in the TFT Notify payload, the UE shall send an INFORMATIONAL response
message with the SYNTACTICAL_ERROR_IN_THE_TFT_OPERATION Notify payload;

if TFT operation in the TFT Notify payload is "Replace packet filtersin existing TFT" when the packet filter
to be replaced does not exist in the original TFT, the UE shall not diagnose an error, further process the
replace request and, if no error according to items ¢ and d was detected, include the packet filters received to
the existing TFT;

if TFT operation in the TFT Notify payload is "Delete packet filters from existing TFT" when the packet
filter to be deleted does not exist in the original TFT, the UE shall not diagnose an error, further process the
deletion request and, if no error according to items ¢ and d was detected, consider the respective packet filter
as successfully deleted;

if TFT operation in the TFT Notify payload is "Delete packet filters from existing TFT" with a packet filter
list also including packet filters in addition to the packet filter identifiers, the UE shall send an
INFORMATIONAL response message with the SYNTACTICAL_ERROR_IN_THE_TFT_OPERATION
Notify payload; and

if there are other types of syntactical errorsin the coding of the TFT Notify payload, such as a mismatch
between the number of packet filters subfield, and the number of packet filtersin the packet filter list, the UE
shall send an INFORMATIONAL response message with the
SYNTACTICAL_ERROR_IN_THE_TFT_OPERATION Notify payload;

c) the UE checks for semantic errorsin packet filters as follows:

ETSI



3GPP TS 24.302 version 18.6.0 Release 18 92 ETSI TS 124 302 V18.6.0 (2024-07)

1) if apacket filter consists of conflicting packet filter components which would render the packet filter
ineffective, i.e. no IP packet will ever fit this packet filter, the UE shall send an INFORMATIONAL
response message with the SEMANTIC_ERRORS IN_PACKET_FILTERS Notify payload. How the UE
determines a semantic error in a packet filter is outside the scope of the present document; and

2) if theresulting TFT, which is assigned to a bearer context which is not the default bearer context, does not
contain any packet filter applicable for the uplink direction among the packet filters created on request from
the network, the UE shall send an INFORMATIONAL response message with the
SEMANTIC_ERRORS IN_PACKET_FILTERS Notify payload; and

d) the UE checks for syntactical errorsin packet filters as follows:

1) if the TFT operation inthe TFT Notify payload is"Create anew TFT", "Add packet filtersto existing TFT",
and two or more packet filtersin the resultant TFT would have identical packet filter identifiers:

i) if two or more packet filters with identical packet filter identifiers are contained in the new request, the
UE shall send an INFORMATIONAL response message with the
SYNTACTICAL_ERRORS IN_PACKET_FILTERS Notify payload; and

ii) if two or more packet filters with identical packet filter identifiers are not contained in the new request,
the UE shall not diagnose an error, further process the new request and, if it was processed successfully,
delete the old packet filters which have the identical packet filter identifiers;

2) if the TFT operation inthe TFT Notify payload is"Create anew TFT", "Add packet filtersto existing TFT"
or "Replace packet filtersin existing TFT", and two or more packet filters among all TFTs associated with
this PDN connection would have identical packet filter precedence values:

i) if the old packet filters do not belong to the default bearer contex, the UE shall send an
INFORMATIONAL response message with the SYNTACTICAL_ERRORS IN_PACKET_FILTERS
Notify payload; and

NOTE: theUE is not expected to be able to release a particular bearer context.

ii) if one or more old packet filters belong to the default bearer context, the UE shall release the PDN
connection as specified in clause 7.2.4.1; and

3) if there are other types of syntactical errorsin the coding of packet filters, such asthe use of areserved value
for a packet filter component identifier, the UE shall send an INFORMATIONAL response message with the
SYNTACTICAL_ERRORS IN_PACKET_FILTERS Notify payload.

7.2.7.3.6 ePDG initiated IPSec ESP tunnel rekeying

Upon receiving a CREATE_CHILD_SA request message in the IKE SA of the PDN connection, witha REKEY _SA
Notify payload indicating an ePDG's ESP SPI of a bearer context of the PDN connection, if the UE sends a
CREATE_CHILD_SA response message without an IKEv2 notify payload indicating an error, the UE shall set the UE's
ESP SPI of the bearer context to the UE's ESP SPI created by the CREATE_CHILD_SA request/response pair and shall
set the ePDG's ESP SPI of the bearer context to the ePDG's ESP SPI created by the CREATE_CHILD_SA
request/response pair.

7.2.7.3.7 UE initiated IPSec ESP tunnel rekeying

Upon receiving a CREATE_CHILD_SA response message without an IKEv2 notify payload indicating an error, for a
CREATE_CHILD_SA regquest message sent in the IKE SA of the PDN connection, with a REKEY _SA Notify payload
indicating an UE's ESP SPI of a bearer context of the PDN connection, the UE shall set the UE's ESP SPI of the bearer

context to the UE's ESP SPI created by the CREATE_CHILD_SA request/response pair and shall set the ePDG's ESP
SPI of the bearer context to the ePDG's ESP SPI created by the CREATE_CHILD_SA reguest/response pair.

7.2.7.4 User plane procedures

7.2.7.4.1 General

Parent clause of the present clause describe user plane procedures for the IKEv2 multiple bearer PDN connectivity.
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7.2.7.4.2 Uplink IP packet handling
If an uplink 1P packet to be sent viaa PDN connection:

- matches the packet filters applicable for the uplink direction of the TFT of a bearer context of the PDN
connection, the UE shall forward the uplink I P packet using the ePDG's ESP SPI of the bearer context. The UE
shall use the most recent DSCP value received in the same IPSec SA from the ePDG or the QCI in the EPS QoS
of the bearer context to derive the DSCP value for uplink packets and set the DSCP field as specified in
IETF RFC 2474 [75] of the outer |P header of the ESP packet.

- does not match the packet filters applicable for the uplink direction of the TFT of any bearer context of the PDN
connection and a bearer context without the TFT existsin the PDN connection, the UE shall forward the uplink
IP packet using the ePDG's ESP SPI of the bearer context without the TFT. The UE shall set the DSCP field as
specified in IETF RFC 2474 [75] of the outer | P header of the ESP packet to the DSCP value in a QoS mapping
with the QCI indicated in the EPS QoS of the bearer context without the TFT.

- does not match the packet filters applicable for the uplink direction of the TFT of any bearer context of the PDN
connection and a bearer context without the TFT does not exist in the PDN connection, the UE shall discard the
uplink |P packet.

NOTE 1: The UE can map QCI to DSCP value, for example, by using the mapping between standardized QCI
values and Release 99 3GPP QoS parameter values specified in 3GPP TS 23.401 [4] table E.3, and the
mapping between Release 99 3GPP QoS parameter values and DSCP values specified in
|EEE Std 802.11 [57] table R-1.

NOTE 2: The TS payload and the TSr payloads are not used for selection of ESP SPI for the uplink | P packet.

NOTE 3: Whether the UE determines DSCP based on the DSCP value received in the same |PSec SA from the
ePDG or on the QoS mapping is left to the implementation.

NOTE 4: The UE can apply a different DSCP value in the outer | P header than the DSCP value applied in the inner
I P header.

7.3 3GPP AAA server procedures

The UE — 3GPP AAA server procedures are as specified in 3GPP TS 29.273 [17] and 3GPP TS 33.402 [15].

7.4 ePDG procedures

7.4.1 Tunnel establishment

7411 Tunnel establishment accepted by the network

Upon receipt of an IKE_AUTH request message from the UE requesting the establishment of a tunnel, the ePDG shall
proceed with authentication and authorization. The basic procedure described in 3GPP TS 33.402 [15], while further
details are given below.

Upon receipt of an IKE_AUTH request message with the HPA_INFO Notify payload (see clause 8.1.2.3) indicating
high priority access, based on operator policy, the ePDG should treat the UE with priority, e.g., with overload control
for Diameter messages as defined in Annex C and Annex D in 3GPP TS 29.273 [17].

NOTE 1: Alternatively, the ePDG can give priority to this UE after the network has successfully authenticated the
UE as described in 3GPP TS 29.273 [17], at which time the ePDG handles all subseguent messages with
priority.

The ePDG shall include the "1Dr" payload containing the ePDG identifier in the IKE_AUTH response message of the
first IKE_AUTH exchange as specified in 3GPP TS 33.402 [15]. The ePDG shall set the ID Type field of the " IDr"
payload to ID_FQDN as defined in IETF RFC 7296 [28].
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If the"CERTREQ" payload is received in the IKE_AUTH request message as specified in clause 7.2.2.1, the ePDG
shall include the ePDG's certificate in the "CERT" payload of the IKE_AUTH response message as specified in
3GPP TS 33.402 [15].

During the UE's authentication and authorization procedure, the 3GPP AAA server provides to the ePDG an indication
about the selected I P mobility mechanism as specified in 3GPP TS 29.273 [17].

The ePDG shall proceed with IPsec tunnel setup completion and shall relay in the IKEv2 Configuration Payload
(CFG_REPLY) of the final IKE_AUTH response message:

- Theremote | P address information to the UE as follows:

- If NBM isused as |P mobility mechanism, the ePDG shall assign either an 1Pv4 address or an |Pv6 Home
Network Prefix or both to the UE viaasingle CFG_REPLY Configuration Payload. If the UE requests for
both IPv4 address and IPv6 prefix, but the ePDG only assigns an | Pv4 address or an | Pv6 Home Network
Prefix due to subscription restriction or network preference, the ePDG shall include the assigned remote |P
address information (IPv4 address or IPv6 prefix) viaasingle CFG_REPLY Configuration Payload and
should add the corresponding PDN_TY PE_IPv4_ONLY_ALLOWED Notify payload, or PDN
TYPE_IPv6_ONLY_ALLOWED Notify payload. If the ePDG assigns an | Pv4 address, the CFG_REPLY
containsthe INTERNAL _|IP4 ADDRESS attribute. If the ePDG assigns an |Pv6 Home Network Prefix, the
CFG_REPLY containsthe INTERNAL_IP6_SUBNET or INTERNAL_IP6_ADDRESS configuration
attributes. The ePDG obtains the I1Pv4 address and/or the IPv6 Home Network Prefix from the PDN GW; or

NOTE 2: In case of IPv6 address, if CFG_REPLY Configuration Payload containsthe INTERNAL_IP6_SUBNET
or INTERNAL_IP6_ADDRESS, the UE considers only I1Pv6 Home Network Prefix defined by the prefix
length value.

- If DSMIPv6 is used as | P mobility mechanism, depending on the information provided by the UE in the
CFG_REQUEST payload the ePDG shall assign to the UE either alocal IPv4 address or local 1Pv6 address
(or alocal I1Pv6 prefix) viaasingle CFG_REPLY Configuration Payload. If the ePDG assignsalocal |Pv4
address, the CFG_REPLY containsthe INTERNAL_IP4_ADDRESS attribute and should add the
corresponding PDN TYPE_IPv4_ONLY _ALLOWED Notify payload or PDN
TYPE_IPv6_ONLY_ALLOWED Notify payload. If the ePDG assigns alocal |Pv6 address or alocal 1Pv6
prefix the CFG_REPLY contains correspondingly the INTERNAL _1P6_ADDRESS or the
INTERNAL_IP6_SUBNET attribute; and

- Ifthe UE included the INTERNAL_IP6_DNS or the INTERNAL_IP4_DNSin the CFG_REQUEST
Configuration payload, the ePDG shall include the same attribute in the CFG_REPLY Configuration payload
including zero or more DNS server addresses as specified in IETF RFC 7296 [28];

- If the UE included the P_CSCF _IP6_ADDRESS attribute, the P_CSCF_IP4 ADDRESS attribute or both in the
CFG_REQUEST configuration payload, the ePDG may include one or more instances of the same attribute in
the CFG_REPLY configuration payload as specified in IETF RFC 7651 [64]; and

- The ePDG may include the TIMEOUT_PERIOD_FOR_LIVENESS CHECK attribute as specified in
clause 8.2.4.2 indicating the timeout period for liveness check inthe CFG_REPLY configuration payload.
Presence of the TIMEOUT_PERIOD_FOR_LIVENESS CHECK attributein the IKE_AUTH request can be
used asinput for decision on whether to include the TIMEOUT_PERIOD_FOR_LIVENESS CHECK attribute.

If the UE does not provide an APN in the IKE_AUTH request message to the ePDG for the tunnel establishment of a
non-emergency session as specified in clause 7.2.2.1, the ePDG shall include the default APN in the "IDr" payload of
the final IKE_AUTH response message. If the UE provided an APN in the IKE_AUTH request message to the ePDG
for the tunnel establishment of a non-emergency session as specified in clause 7.2.2.1, the ePDG shall not change the
provided APN and shall include the APN in the "IDr" payload of the final IKE_AUTH response message. The ePDG
shall set the ID Type field of the "IDr" payload to ID_FQDN as defined in IETF RFC 7296 [28]. Handling of "IDr"
payload in case of an emergency session is specified in clause 7.4.4. An |Psec tunnel is now established between the UE
and the ePDG.

If the UE indicates Handover Attach by including the previously allocated home address information and the ePDG
obtains one or more PDN GW identities from the 3GPP AAA server, the ePDG shall use these identified PDN GWsin
the subsequent PDN GW selection process. If the UE indicates Initial Attach i.e. home address information not
included:
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- if the PDN GW allocation type received from the 3GPP AAA server indicates the static allocation type, the
received PDN GW identities shall be used to select PDN-GW,; and

- if the PDN GW allocation type received from the 3GPP AAA server indicates the dynamic allocation type, the
PDN GW is selected based on DNS query viathe UE requested APN.

The ePDG shall support IPSec ESP (see IETF RFC 4303 [32]) in order to provide secure tunnel s between the UE and
the ePDG as specified in 3GPP TS 33.402 [15].

During the IKEv2 authentication and tunnel establishment, if the UE requested the HA 1P address(es) and if DSMIPv6
was chosen and if the HA | P address(es) are available, the ePDG shall provide the HA 1P address(es) (1Pv6 address and
optionally 1Pv4 address) for the corresponding APN as specified by the "IDr" payload in the IKE_AUTH request
message by including in the CFG_REPLY Configuration Payload aHOME_AGENT_ADDRESS attribute. In the
CFG_REPLY, the ePDG sets respectively the IPv6 Home Agent address field and optionally the IPv4 Home Agent
addressfield of the HOME_AGENT_ADDRESS attribute to the I1Pv6 address of the HA and to the IPv4 address of the
HA. If no IPv4 HA addressis available at the ePDG or if it was not requested by the UE, the ePDG shall omit the IPv4
Home Agent Address field. If the ePDG is not able to provide an IPv6 HA address for the corresponding APN, then the
ePDG shall not includeaHOME_AGENT_ADDRESS attribute in the CFG_REPLY .

The ePDG may support multiple authentication exchanges in the IKEv2 protocol as specified in IETF RFC 4739 [49] in
order to support additional authentication and authorization of the UE with an external AAA server.

If the ePDG supports authentication and authorization of the UE with an external AAA server, on receipt of an
IKE_SA_INIT message the ePDG shall include a Notify payload of type"MULTIPLE_AUTH_SUPPORTED" inthe
IKE_SA_INIT response message to the UE.

On successful completion of authentication and authorization procedure of the UE accessing EPC and on receipt of an
IKE_AUTH request containing a Notify payload of type "ANOTHER_AUTH_FOLLOWS", the ePDG shall send an
IKE_AUTH response containing the "AUTH" payload.

Upon receipt of a subsequent IKE_AUTH request from the UE containing the user identity in the private network
within the "IDi" payload, the ePDG shall:

- if PAP authentication is required, then send an EAP-GTC request to the UE within an IKE_AUTH response
message. Upon receipt of an EAP-GTC response from the UE, the ePDG shall use the procedures defined in
3GPP TS 29.275[18] and 3GPP TS 29.274 [50] to authenticate the user with the external AAA server; and

- if CHAP authentication is required, then send an EAP M D5-Challenge request to UE. Upon receipt of EAP
MD5-Challenge response within an IKE_AUTH request message from the UE, the ePDG shall use the
procedures defined in 3GPP TS 29.275 [18] and 3GPP TS 29.274 [50] to authenticate the user with the external
AAA server. If the ePDG receives Legacy-Nak response containing EAP-GTC type from the UE (see
IETF RFC 3748 [29]) the ePDG may change the authentication and authorization procedure. If the ePDG does
not change the authentication and authorization procedure or if the ePDG receives a Legacy-Nak response not
containing EAP-GTC, the ePDG shall send an EAP-Failure to the UE.

NOTE: Thesignalling flows for authentication and authorization with an external AAA server are described in
3GPP TS 33.402[15].

If the IKE_AUTH request message contains a P-CSCF_RESELECTION_SUPPORT Notify payload as described in
clause 8.2.9.4 and if the ePDG supports the P-CSCF restoration extension (see 3GPP TS 23.380 [66]), the ePDG shall
send a P-CSCF_RESELECTION_SUPPORT indication to the PGW.

If the ePDG supports emergency service, the ePDG shall send its capability indication of support emergency serviceto
the UE by including the EMERGENCY _SUPPORT Notify payload within an IKE_AUTH response message. The
content of the EMERGENCY _SUPPORT Notify payload is described in clause 8.2.9.7.

7.4.1.2 Tunnel establishment not accepted by the network

During the tunnel establishment procedures, if the ePDG receives from the AAA Server the Authentication and
Authorization Answer message with the Result code |E (as specified in 3GPP TS 29.273 [17]):

a) DIAMETER_ERROR USER_NO_NON_3GPP_SUBSCRIPTION, the ePDG shall include, in the IKE_AUTH
response message to the UE, a Notify payload with a Private Notify Message Type
NON_3GPP_ACCESS TO _EPC_NOT_ALLOWED asdefined in clause 8.1.2;
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b) DIAMETER_ERROR_USER_UNKNOWN, the ePDG shall include, in the IKE_AUTH response message to
the UE, aNotify payload with a Private Notify Message Type USER_UNKNOWN as defined in clause 8.1.2;

¢) DIAMETER_AUTHORIZATION_REJECTED, the ePDG shall include, in the IKE_AUTH response message
to the UE, a Notify payload with a Private Notify Message Type AUTHORIZATION_REJECTED as defined in
clause 8.1.2;

d) DIAMETER_ERROR_RAT_TYPE_NOT_ALLOWED, the ePDG shall include, inthe IKE_AUTH response
message to the UE, a Notify payload with a Private Notify Message Type RAT_TYPE_NOT_ALLOWED as
defined in clause 8.1.2;

e) DIAMETER_UNABLE_TO_COMPLY, the ePDG shall include, in the IKE_AUTH response message to the
UE, a Notify payload with a Private Notify Message Type NETWORK _FAILURE as defined in clause 8.1.2 and
the ePDG may a so include a BACKOFF_TIMER Notify payload of the IKE_AUTH response message;

f) DIAMETER_ERROR_ROAMING_NOT_ALLOWED, the ePDG shall include, inthe IKE_AUTH response
message to the UE, a Notify payload with a Private Notify Message Type PLMN_NOT_ALLOWED as defined
inclause 8.1.2;

g) DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTION, the ePDG shall include, inthe IKE_AUTH
response message to the UE, a Notify Payload with a Private Notify Message Type NO_APN_SUBSCRIPTION
as defined in clause 8.1.2 and the ePDG may aso include a BACKOFF_TIMER Notify payload of the
IKE_AUTH response message; or

h) DIAMETER_ERROR_ILLEGAL_EQUIPMENT, the ePDG shall include, in the IKE_AUTH response message
to the UE, a Notify payload with a Private Notify Message Type ILLEGAL_ME as defined in clause 8.1.2.

NOTE: Inthe casesa) through h), the ePDG still provides to the UE the information needed to authenticate the
ePDG.

During the tunnel establishment procedures when the ePDG is congested, if the UE is a UE configured for high priority
access as specified in clause 7.2.2.1, and if allowed by operator policy, the ePDG shall attempt to complete the
procedure unless doing so would cause system instability.

During the tunnel establishment procedures, when the network has determined that the requested procedure cannot be
completed successfully due to a network failure, e.g. due to ePDG congestion, the ePDG:

a) shall includein the IKE_AUTH response message to the UE a Notify payload with a Private Notify Message
Type NETWORK_FAILURE as defined in clause 8.1.2; and

b) may also include aBACKOFF_TIMER Notify payload of the IKE_AUTH response message.

If NBM isused and if the ePDG needs to reject a PDN connection due to conditions as specified in

3GPP TS 29.273[17] or the network policies or the ePDG capabilities to indicate that no more PDN connection request
of the given APN can be accepted for the UE, the ePDG shall include, in the IKE_AUTH response message, a Notify
payload with a Private Notify Message Type PDN_CONNECTION_REJECTION as specified in clause 8.1.2.
Additionally if the IKE_AUTH request message from the UE indicated Handover Attach as specified in clause 7.2.2,
and the ePDG needs to reject a PDN connection for example due to the corresponding PDN GW identity not received
for the APN, the ePDG shall include, in the IKE_AUTH response message, a Notify payload with a Private Notify
Message Type "PDN_CONNECTION_REJECTION" as specified in clause 8.1.2 and the Natification Data field with
the IP address information from the Handover Attach indication. If the UE indicated Initial Attach, the Notification
Datafield shall be omitted.

If the ePDG needs to reject a PDN connection due to the network policies or capabilities to indicate that no more PDN
connection request with any APN can be accepted for the UE, the ePDG shall includein the IKE_AUTH response
message containing the IDr payload a Notify payload with a Private Notify Message Type
MAX_CONNECTION_REACHED as specified in clause 8.1.2.

7.4.1A Liveness check

If the ePDG has not received any cryptographically protected IKEv2 or IPSec message for the duration of the timeout
period for liveness check selected according to the local policy, the ePDG shall send an INFORMATIONAL request
with no payloads IETF RFC 7296 [28]. If an INFORMATIONAL response is not received, the ePDG shall deem the
IKEV2 security association to have failed, shall discard all states associated with the IKE SA and any child SAs that
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were negotiated using that IKE SA as specified in IETF RFC 7296 [28] and shall inform the PGW and the 3GPP AAA
Server that the connection has been rel eased.

7.4.1B Handling of NBIFOM

If the UE included the NBIFOM_GENERIC_CONTAINER Notify payload (see clause 8.1.2.3) within the IKE_AUTH
request message, and if required by proceduresin 3GPP TS 24.161 [69], the ePDG shall include the same Notify
payload within the IKE_AUTH response message as specified in 3GPP TS 24.161 [69]. The ePDG shall set the
NBIFOM container contents field of the NBIFOM_GENERIC_CONTAINER Notify payload as specified in

3GPP TS 24.161[69].

7.4.1C Handling of N1 mode support

If the UE included the N1_MODE_CAPABILITY Notify payload (see clause 8.1.2.3) within the IKE_AUTH request
message, the ePDG may include the N1_MODE_INFORMATION Notify payload and the

N1 MODE_S NSSAI_PLMN_ID Notify payload within the IKE_AUTH response message. The ePDG shall set the S
NSSAI Vauefield of the N1 MODE INFORMATION Notify payload to the S-NSSAI for the PDU session associated
with the IKEv2 security association if the ePDG receives the SSNSSAI information as specified in 3GPP TS 29.274 [50]
for the PDU session indicated in the PDU session ID field of the N1 MODE_CAPABILITY Notify payload. The ePDG
shall set the SNSSAI PLMN ID field of theN1_MODE_S NSSAI_PLMN_ID Notify payload to the PLMN ID that
the S-NSSAI relates to for the PDU session associated with the IKEv2 security association if the ePDG receives the
PLMN ID that the S-NSSAI relates to as specified in 3GPP TS 29.274 [50] for the PDU session indicated in the PDU
session ID field of the N1_MODE_CAPABILITY Notify payload.

7.4.2 Tunnel modification

7.4.2.1 ePDG-initiated modification

The ePDG shall forward the list of available P-CSCF addresses received from the P-GW by including the
P_CSCF_IP6_ADDRESS attribute, the P_CSCF_IP4_ADDRESS attribute or both as specified in IETF RFC 7651 [64]
inthe CFG_REQUEST configuration payload within the INFORMATIONAL request to the UE as specified in

3GPP TS 23.380 [66].

If the ePDG-initiated modification procedure is triggered by NBIFOM proceduresin 3GPP TS 24.161 [69], the ePDG
shall include the NBIFOM_GENERIC_CONTAINER Notify payload (see clause 8.1.2.3) in the INFORMATIONAL
request. The ePDG shall set the NBIFOM container contents field of the NBIFOM_GENERIC_CONTAINER Notify
payload as specified in 3GPP TS 24.161 [69].

If the ePDG-initiated modification isinitiated by a UE-initiated modification, i.e. by areceived INFORMATIONAL
request message, then the ePDG shall include in the sent INFORMATIONAL request message a PT1 Notify payload as
specified in clause 8.1.2.3 with the Related Message ID field set to the Message ID field of the received
INFORMATIONAL request message.

74272 ePDG behaviour towards UE-initiated modification

When receiving an INFORMATIONAL request containing the UPDATE_SA_ADDRESSES notification, the ePDG
shall check the validity of the IP address and update the IP address in the IKE security association with the values from
the IP header. The ePDG shall reply with an INFORMATIONAL response.

The ePDG may initiate a return routability check for the new address provided by the UE, by including a COOKIE2
notification in an INFORMATIONAL request and send it to the UE. When the ePDG receives the INFORMATIONAL
response from the UE, it shall check that the COOKIE2 notification payload is the same as the one it sent to the UE. If
it isdifferent, the ePDG shall close the IKE security association by sending an INFORMATIONAL request message
including a"DELETE" payload.

If no return routability check isinitiated by the ePDG, or if areturn routability check isinitiated and is successfully
completed, the ePDG shall update the |Psec security associations associated with the IKE security association with the
new address.
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Upon of receipt of the NBIFOM_GENERIC_CONTAINER Notify payload (see clause 8.1.2.3)in an
INFORMATIONAL request, the ePDG shall reply with an INFORMATIONAL response and if required by procedures
in 3GPP TS 24.161 [69], the ePDG shall include the NBIFOM_GENERIC_CONTAINER Notify payload in the
INFORMATIONAL response. The ePDG shall set the NBIFOM container contents field of the
NBIFOM_GENERIC_CONTAINER Notify payload as specified in 3GPP TS 24.161 [69].

Based on operator policy, under general overload conditions the ePDG should not reject requests from UEs which the
ePDG istreating with high priority access according to 3GPP TS 29.273 [17], up to the point where further exemption
would cause network instability.

7.4.3 Tunnel disconnection

7.4.3.1 ePDG initiated disconnection

The ePDG shall use the procedures defined in the IKEv2 protocol (see IETF RFC 7296 [28]) to disconnect one or more
I Psec tunnels to the UE. The ePDG shall close the incoming security associations associated with the tunnel and instruct
the UE to do likewise by sending the INFORMATIONAL request message including a"DELETE" payload. The
DELETE payload shall contain either:

i) Protocol ID set to"1" and no subsequent Security Parameter Indexes in the payload. Thisindicates that the IKE
security association, and all |Psec ESP security associations that were negotiated within it between ePDG and
UE shall be deleted;

ii) if the IKEv2 multiple bearer PDN connectivity is not supported or not used in the PDN connection as determined
in clause 7.4.6, the Protocol 1D set to "3" for ESP. The SECURITY PARAMETERS INDEXES sincluded in the
payload shall correspond to the particular incoming ESP SECURITY ASSOCIATION at the ePDG for the given
tunnel in question; or

iii) if the IKEv2 multiple bearer PDN connectivity is used in the PDN connection as determined in clause 7.4.6, the
Protocol 1D field of the DELETE payload is set to "3" for ESP and the SPI field of the DELETE payload
includes ePDG's ESP SPIs bound to each the S2b bearers of the PDN connection.

The INFORMATIONAL request message, in addition of the DELETE payload, may include the
REACTIVATION_REQUESTED_CAUSE Notify payload.

If the ePDG receives the reactivation requested cause in a Delete Bearer Request over S2b, the ePDG shall include the
REACTIVATION_REQUESTED_CAUSE Notify payload in the INFORMATIONAL request message containing a
DELETE payload.

7.4.3.2 ePDG behaviour towards UE initiated disconnection

On receipt of the INFORMATIONAL request message including "DELETE" payload indicating that the UE is
initiating tunnel disconnect procedure, the ePDG shall:

i) Closeall security associations identified within the DELETE payload (these security associations correspond to
outgoing security associations from the ePDG perspective). If no security associations were present in the
DELETE payload, and the protocol ID was set to "1", the ePDG shall close the IKE security association, and al
IPsec ESP security associations that were negotiated within it towards the UE; and

ii) The ePDG shall delete the incoming security associations corresponding to the outgoing security associations
identified in the "DELETE" payload.

The ePDG shall send an INFORMATIONAL response message. This shall contain alist of security associations deleted
in step (ii) above.

If the ePDG is unable to comply with the INFORMATIONAL request message, the ePDG shall send INFORMATION
response message with either:

i) aNOTIFY payload of type"INVALID_SPI", for the case that it could not identify one or more of the
SECURITY PARAMETERS INDEXES in the message from the UE; or

ii) amore general NOTIFY payload type. This payload type is implementation dependent.
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7.4.3.3 Local tunnel disconnection initiated by PGW

A PDN connection over untrusted WLAN over S2b can be released locally in the ePDG, i.e. without any peer-to-peer
signalling between the ePDG and the UE, based on the trigger received from the PGW, e.g. during the P-CSCF
restoration procedure for NBIFOM PDN connections (see 3GPP TS 23.380 [66]).

Upon receiving arequest from PGW to release the resources for a PDN connection with cause "local release” (see
3GPP TS 29.274 [50]) the ePDG shall:

a)

b)

close the related IKEVv2 security association for the |Psec tunnel associated with this PDN connection; and

consider that the UE is no longer responding (see RFC 7296 [28]) and not send any messages to the UE.

7.4.4 Emergency session establishment

If the "IDr" payload containing the string "EMERGENCY", using capital |ettersonly, in the Identification Datais
included in the IKE_AUTH request message from the UE, the ePDG shall:

a)

b)

c)
d)

if:

1) anINTERNAL_|P4 ADDRESS attribute with the length field set to zero;

2) anINTERNAL_IP6_ADDRESS attribute with the length field set to zero; or
3) both of the above;

areincluded in the CFG_REQUEST Configuration Payload within the IKE_AUTH request message, handle the
session establishment as an emergency session establishment;

if:

1) an INTERNAL_IP4_ADDRESS attribute with the length field set to non-zero;

2) an INTERNAL_IP6_ADDRESS attribute with the length field set to non-zero; or
3) both of the above;

areincluded in the CFG_REQUEST Configuration Payload within the IKE_AUTH request message, handle the
session establishment as a handover of an emergency session;

inthe IKE_AUTH response message, the ePDG shall not include the APN in the "I1Dr" payload; and

ignore the fact that the "EMERGENCY" string does not comply with the ID_FQDN ID Type, as described in
IETF RFC 7296 [28].

In addition, if the IKE tunnel establishment isinitiated for emergency session:

1)

2)

if IMSI is provided to the network but the ePDG receives from the AAA Server the Authentication and
Authorization Answer message with the Result code |E indicating DIAMETER_ERROR_USER_UNKNOWN
(see 3GPP TS 29.273 [17]), and thus the network considers the IM S| is unauthenticated:

- if theePDG is configured to support unauthenticated emergency session over WLAN and Mobile Equipment
I dentity signalling over untrusted WLAN, the ePDG shall request the IMEI from the UE using the Mobile
Equipment Identity signalling procedure by including the DEVICE_IDENTITY Notify payload in the
IKE_AUTH response message as specified in clause 7.4.5; or

- if the ePDG isnot configured to support unauthenticated emergency session over WLAN or the ePDG is not
configured to support Mobile Equipment Identity signalling over untrusted WLAN, the ePDG shall reject the
requested PDN connection for emergency session. The ePDG shall include, in the IKE_AUTH response
message, a Notify payload with a Private Notify Message Type
"UNAUTHENTICATED_EMERGENCY_NOT_SUPPORTED" as specified in clause 8.1.2; or

if IMSI is not provided to the network and the UE's IMEI is used as the User Identity in the IDi payload of the
IKE_AUTH request message:
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- if the ePDG is configured to support emergency services from unauthenticated UE and the local policies and
regulations alow unauthenticated emergency sessions, the ePDG sends an EAP payload with the NAI in the
IDi payload received from the UE to the 3GPP AAA Server serving the specific domain indicated in the
realm part of NAI in the IDr payload. If the ePDG receives the Authentication and Authorization Answer
message with the Result code IE indicating DIAMETER_ERROR_USER_UNKNOWN (see
3GPP TS 29.273[17]), the ePDG shall reject the emergency services request from the UE with the Notify
Message Type IMEI_NOT_ACCEPTED as specified in clause 8.1.2.2; or

- if the ePDG isnot configured to support emergency services from unauthenticated UE or if the local policies
and regulations do not allow unauthenticated emergency sessions, the ePDG shall reject the emergency
services reguest from the UE with the Notify Message Type IMEI_NOT_ACCEPTED as specified in
clause 8.1.2.2.

7.4.5 Mobile identity signaling

If the network supports Mobile Equipment Identity signalling over untrusted WLAN, the ePDG may request the UE to
provide the Mobile Equipment Identity by including the DEVICE_IDENTITY Notify payload with the Identity Type
field set to either 'IMEI" or 'IMEISV' and an empty Identity Value field in:

- thelKE_AUTH response message to the initial IKE_AUTH request message received from the UE during the
IKEv2 authentication and security association establishment; or

- the INFORMATIONAL request message at any time after successful IPSec tunnel establishment.
If the ePDG receives the following response message from the UE:

- theIKE_AUTH request message with the DEVICE_IDENTITY Notify payload; or

- the INFORMATIONAL response message with the DEVICE_IDENTITY Notify payload,

and the Identity Type field set to either 'IMEI" or 'IMEISV' and the Identity Value is not empty, the ePDG shall forward
the received IMEI or IMEISV identity to the 3GPP AAA server as specified in 3GPP TS 29.273 [17] and to the PDN
GW as specified in 3GPP TS 29.275 [18] and 3GPP TS 29.274 [50].

7.4.6 IKEv2 multiple bearer PDN connectivity

7.46.1 General
The ePDG may support the IKEv2 multiple bearer PDN connectivity.

If the ePDG supports the IKEv2 multiple bearer PDN connectivity, then the ePDG shall perform handling specified in
the present clause. Otherwise the ePDG does not perform handling specified in the present clause and remaining clauses
of the parent clause of the present clause.

If the IKE_AUTH request message contains an IKEV2_MULTIPLE_BEARER_PDN_CONNECTIVITY Notify
payload as specified in clause 8.2.9.9 and the ePDG decides to use the IKEv2 multiple bearer PDN connectivity in the
PDN connection of the IKE SA being established by the IKE_AUTH request message according to local policy, the
ePDG shall consider that the IKEv2 multiple bearer PDN connectivity is used in the PDN connection.

If the IKEv2 multiple bearer PDN connectivity isused in the PDN connection, then the ePDG shall perform the
handling specified in remaining clauses of the parent clause of the present clause. Otherwise the ePDG does not perform
the handling specified in remaining clauses of the parent clause of the present clause.

7.4.6.2 Maintained information

The ePDG shall maintain a binding of an ePDG's ESP SPI and a UE's ESP SPI to each S2b bearer of the PDN
connection.
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7.4.6.3 Control plane procedures

7.4.6.3.1 General

Parent clause of the present clause describe control plane procedures for the IKEv2 multiple bearer PDN connectivity.

7.4.6.3.2 Establishment of IKEv2 SA and initial IPSec ESP tunnel
In the IKE_AUTH response message establishing an IKE SA of the PDN connection:

a) theePDG shall include an EPS_QOS Notify payload as specified in clause 8.2.9.10 indicating the EPS QoS of
the default S2b bearer of the PDN connection;

b) the ePDG may include an EXTENDED_EPS QOS Notify payload as specified in clause 8.2.9.10A indicating
the extended EPS QoS of the default S2b bearer of the PDN connection;

c) the ePDG may include an APN_AMBR Notify payload as specified in clause 8.2.9.13 indicating the APN-
AMBR of the PDN connection; and

d) if the APN_AMBR Notify payload isincluded, the ePDG may include an EXTENDED_APN_AMBR Notify
payload as specified in clause 8.2.9.14 indicating the extended APN-AMBR of the PDN connection

.Upon sending the IKE_AUTH response message, the ePDG shall bind the ePDG's ESP SPI created by the IKE_AUTH
request/response pair and the UE's ESP SPI created by the IKE_AUTH request/response pair to the default S2b bearer
of the PDN connection.

7.4.6.3.3 Establishment of an additional IPSec ESP tunnel

If adedicated S2b bearer of the PDN connection is activated, the ePDG shall send a CREATE_CHILD_SA request
message in the IKE SA of the PDN connection. Inthe CREATE_CHILD_SA request message:

a) theePDG shall include an EPS_QOS Notify payload as specified in clause 8.2.9.10 indicating the EPS QoS of
the dedicated S2b bearer of the PDN connection;

b) the ePDG may include an EXTENDED_EPS QOS Notify payload as specified in clause 8.2.9.10A indicating
the extended EPS QoS of the dedicated S2b bearer of the PDN connection; and

c) theePDG shall include an TFT Notify payload as specified in clause 8.2.9.11 indicating the TFT of the dedicated
S2b bearer of the PDN connection.

Upon receiving a CREATE_CHILD_SA response message without an IKEv2 notify payload indicating an error, the
ePDG shall accept the dedicated S2b bearer activation and shall bind the ePDG's ESP SPI created by the
CREATE_CHILD_SA request/response pair and the UE's ESP SPI created by the CREATE_CHILD_SA
request/response pair to the dedicated S2b bearer of the PDN connection.

Upon receiving a CREATE_CHILD_SA response message with an IKEv2 notify payload indicating an error, the ePDG
shall reject the dedicated S2b bearer activation.

7.4.6.3.4 Release of an additional IPSec ESP tunnel

If a dedicated S2b bearer of the PDN connection is deactivated, the ePDG shall send aINFORMATIONAL request
message in the IKE SA of the PDN connection. In the INFORMATIONAL request message, the ePDG shall include an
DELETE payload indicating the ePDG's ESP SPI bound to the dedicated S2b bearer.

Upon receiving of aINFORMATIONAL response message, the ePDG shall acknowledge deactivation of the dedicated
S2b bearer.

7.4.6.3.5 Modification of an IPSec ESP tunnel due to change of EPS QoS and TFT

If an S2b bearer of the PDN connection is modified, the ePDG shall send aINFORMATIONAL request message in the
IKE SA of the PDN connection. In the INFORMATIONAL request message, the ePDG shall include an
MODIFIED_BEARER Notify payload as specified in clause 8.2.9.12 indicating the ePDG's ESP SPI bound to the S2b
bearer. In the INFORMATIONAL request message:
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a) theePDG may include an EPS_QOS Notify payload as specified in clause 8.2.9.10 indicating the EPS QoS of
the S2b bearer of the PDN connection;

b) if the EPS_QOS Notify payload isincluded, the ePDG may include an EXTENDED_EPS QOS Notify payload
as specified in clause 8.2.9.10A indicating the extended EPS QoS of the default S2b bearer of the PDN
connection;

¢) theePDG may include an TFT Notify payload as specified in clause 8.2.9.11 indicating the TFT of the S2b
bearer of the PDN connection; and

d) if the S2b bearer isthe default S2b bearer:

1) the ePDG may include an APN_AMBR Notify payload as specified in clause 8.2.9.13 indicating the APN-
AMBR of the PDN connection; and

2) if the APN_AMBR Notify payload isincluded, the ePDG may include an EXTENDED_APN_AMBR Notify
payload as specified in clause 8.2.9.14 indicating the extended APN-AMBR of the PDN connection.

Upon receiving a INFORMATIONAL response message without an IKEv2 notify payload indicating an error, the
ePDG shall accept the S2b bearer modification.

Upon receiving aINFORMATIONAL response message with an IKEv2 notify payload indicating an error, the ePDG
shall reject the S2b bearer modification.

7.4.6.3.6 ePDG initiated IPSec ESP tunnel rekeying

Upon receiving a CREATE_CHILD_SA response message without an IKEv2 notify payload indicating an error, for a
CREATE_CHILD_SA request message sent in the IKE SA of the PDN connection, with a REKEY _SA Notify payload
indicating an ePDG's ESP SPI bound to an S2b bearer of the PDN connection, the ePDG shall set the ePDG's ESP SPI
bound to the S2b bearer to the ePDG's ESP SPI created by the CREATE_CHILD_SA request/response pair and shall
set the UE's ESP SPI bound to the S2b bearer to the UE's ESP SPI created by the CREATE_CHILD_SA
request/response pair.

7.4.6.3.7 UE initiated IPSec ESP tunnel rekeying

Upon receiving a CREATE_CHILD_SA request message in the IKE SA of the PDN connection, with a REKEY _SA
Notify payload indicating an UE's ESP SPI bound to an S2b bearer of the PDN connection, if the ePDG sends a
CREATE_CHILD_SA response message without an IKEv2 notify payload indicating an error, the ePDG shall set the
ePDG's ESP SPI bound to the S2b bearer to the ePDG's ESP SPI created by the CREATE_CHILD_SA reguest/response
pair, and shall set the UE's ESP SPI bound to the S2b bearer to the UE's ESP SPI created by the CREATE_CHILD_SA
request/response pair.

7.46.4 User plane procedures

7.4.6.4.1 General

Parent clause of the present clause describe user plane procedures for the IKEv2 multiple bearer PDN connectivity.

7.4.6.4.2 Downlink IP packet handling

The ePDG shall forward a downlink |P packet received viaan S2b bearer of the PDN connection using a UE's ESP SPI
bound to the S2b bearer. The ePDG shall, based on operator policy, use the QCl and ARP of S2b bearer via which the
downlink packet was received to derive the DSCP value for downlink packets and set the DSCP field as specified in
IETF RFC 2474 [75] of the outer | P header of the ESP packet.

NOTE: TheePDG can map QCI to DSCP value, for example, by using the mapping between standardized QCI
values and Release 99 3GPP QoS parameter values specified in 3GPP TS 23.401 [4] table E.3, and the
mapping between Release 99 3GPP QoS parameter values and DSCP values specified in
|EEE Std 802.11 [57] table R-1.
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7.4.6.4.3 Uplink IP packet handling

The ePDG shall forward an uplink 1P packet received viaan ePDG's ESP SPI bound to an S2b bearer of the PDN
connection using the S2b bearer.

8 PDUs and parameters specific to the present
document
8.0 General

The least significant bit of afield isrepresented by the lowest numbered bit of the highest numbered octet of the field.
When the field extends over more than one octet, the order of bit values progressively decreases as the octet number
increases.

Figure 8.0-1 shows an example of afield where the most significant bit of the field is marked MSB and the |east
significant bit of the field is marked LSB.

7 6 5 4 3 2 1 0

MSB X X X X X X X octet 1
X X X X X X X X
X X X X X X X LSB |octetN

Figure 8.0-1: Example of bit ordering of a field

NOTE: |ETF RFCs adopted different numbering of bits, such that the least significant bit of afield is represented
by the highest numbered bit of the field.

8.1 3GPP specific coding information defined within present
document

8.1.1  Access Network Identity format and coding

8.1.1.1 Generic format of the Access Network Identity

The Access Network Identity shall take the generic format of an octet string without terminating null characters. The
length indicator for the ANID is 2 byteslong, see IETF RFC 5448 [38]. Representation as a character string is allowed,
but this character string shall be converted into an octet string of maximum length 253 according to UTF-8 encoding
rules as specified in IETF RFC 3629 [34] before the Access Network Identity is input to the Key Derivation Function,
as specified in 3GPP TS 33.402 [15], used in the Access Network Identity indication from 3GPP AAA server to UE, cf.
clause 8.2.2 or during authentication for 5G NSWO as specified in annex S of 3GPP TS 33.501 [78]. The ANID is
structured as an ANID Prefix and none, one or more ANID additional character strings separated by the colon character
":". In case additional ANID strings are not indicated the complete ANID consists of the ANID Prefix character string
only. The ANID shall be represented by Unicode characters encoded as UTF-8 as specified in IETF RFC 3629 [34] and
formatted using Normalization Form KC (NFKC) as specified in Unicode 5.1.0, Unicode Standard Annex #15;
Unicode Normalization Forms [41].

8.1.1.2 Definition of Access Network Identities for Specific Access Networks

Table 8.1.1.2-1 specifiesthe list of Access Network Identities defined by 3GPP in the context of non-3GPP accessto
EPC.
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Table 8.1.1.2-1: Access Network ldentities in the context of non-3GPP access to EPC

Access Network Identity Type of Access Network
ANID Prefix Additional ANID strings
"HRPD" constant character | No additional ANID cdma2000® HRPD access
string, see NOTE 1 and string, see NOTE 2 and network
NOTE 2 NOTE 6
"WIMAX" constant No additional ANID WIMAX access network
character string, see string, see NOTE 3 and
NOTE 1 NOTE 6
"WLAN" constant character | No additional ANID WLAN access network
string, see NOTE 1 string, see NOTE 4 and
NOTE 6
"ETHERNET" constant No additional ANID Fixed access network
character string, see string, see NOTE 5 and
NOTE 1 NOTE 6
All other character strings Not applicable Not defined, see NOTE 6 and
Annex B

NOTE 1: The quotes are not part of the definition of the character string.

NOTE 2: The value of the ANID Prefix for cdma2000® HRPD access networks is defined
in 3GPP2 X.S0057 [20]. 3GPP2 is responsible for specifying possible additional
ANID strings applicable to the "HRPD" ANID Prefix.

NOTE 3: WIiMAX Forum is responsible for specifying possible additional ANID strings
applicable to the "WIMAX" ANID Prefix.

NOTE 4: |EEE 802 is responsible for specifying possible additional ANID strings
applicable to the "WLAN" ANID Prefix.

NOTE 5: IEEE 802 is responsible for specifying possible additional ANID strings
applicable to the "ETHERNET" ANID Prefix.

NOTE 6: Additional ANID Prefixes and ANID strings can be added to this table following
the procedure described in the informative Annex B.

Table 8.1.1.2-2 specifies the list of Access Network |dentities defined by 3GPP in the context of access to 5GCN.

Table 8.1.1.2-2: Access Network ldentities in the context of access to 5GCN

Access Network Identity Type of Access Network

ANID Prefix Additional ANID strings

SNN-service-code, which SNN-network-identifier, N/A, see NOTE 3

is "5G" constant character | see NOTE 2

string, see NOTE 1 and
NOTE 2

NOTE 1: The quotes are not part of the definition of the character string.

NOTE 2: Serving network name (SNN) specified in 3GPP TS 24.501 [76] is used as 5G
Access Network Identity. In case of 5G NSWO, SNN is "5G:NSWQ" as specified
in 3GPP TS 24.501 [76].

NOTE 3: Type of Access Network is not applicable for 5G Access Network Identity.
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8.1.2 IKEv2 Notify Message Type value

8.1.2.1 Generic

The IKEv2 Notify Message Type is specified in IETF RFC 7296 [28].

The Notify Message Type with avalue (in decimal) between 8192 and 16383 is reserved for private error usage.
The Notify Message Type with avalue (in decimal) between 40960 and 65535 is reserved for private status usage.

Only the private IKEv2 Notify Message Types used for this specification are specified in this clause.

8.1.2.2 Private Notify Message - Error Types

The Private Notify Message, Error Types defined in table 8.1.2.2-1 are error notifications which indicates an error while
negotiating an IKEv2 SA for the PDN connection to the APN requested by the UE. Refer to table 8.1.2.2-1 for more
details on what each error type means.
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Table 8.1.2.2-1: Private Error Types
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Notify Message

Value
(in decimal)

Descriptions

PDN_CONNECTION_REJECTION

8192

With an IP address information in Notification Data field:
The PDN connection corresponding to the IP address
information has been rejected.

Without Notification Data field:

The PDN connection corresponding to the requested
APN has been rejected. No additional PDN connections
to the given APN can be established.

If the rejected PDN connection is the first PDN
connection for the given APN, this APN is not allowed for
the UE.

MAX_CONNECTION_REACHED

8193

The PDN connection has been rejected. No additional
PDN connections can be established for the UE due to
the network policies or capabilities.

The maximum number of PDN connections per UE
allowed to be established simultaneously is limited by the
number of EPS bearer identities (see clause 11.2.3.1.5 of
3GPP TS 24.007 [48]) or by the number of PDU session
IDs (see clause 11.2.3.1b of 3GPP TS 24.007 [48]).

SEMANTIC_ERROR_IN_THE_TFT_
OPERATION

8241

This error type is used to indicate that the requested
service was rejected due to a semantic error in the TFT
operation included in the request.

SYNTACTICAL_ERROR_IN_THE_T
FT_OPERATION

8242

This error type is used to indicate that the requested
service was rejected due to a syntactical error in the TFT
operation included in the request.

SEMANTIC_ERRORS_IN_PACKET
_FILTERS

8244

This error type is used to indicate that the requested
service was rejected due to a semantic error in the packet
filter(s) included in the request.

SYNTACTICAL_ERRORS_IN_PACK
ET_FILTERS

8245

This error type is used to indicate that the requested
service was rejected due to a syntactical error in the
packet filter(s) included in the request.

NON_3GPP_ACCESS_TO_EPC_N
OT_ALLOWED

9000

Corresponds to:

DIAMETER_ERROR_USER_NO_NON_3GPP_SUBSCR
IPTION Result code IE as specified in

3GPP TS 29.273 [17]; or

- Other scenarios when the UE is not allowed to use non-
3GPP access to EPC.

USER_UNKNOWN

9001

Corresponds to:

- DIAMETER_ERROR_USER_UNKNOWN Result code
IE as specified in 3GPP TS 29.273 [17]; or

- Other scenarios when the user identified by the IMSI is
unknown.

NO_APN_SUBSCRIPTION

9002

Corresponds to:

DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTION
Result code IE as specified in 3GPP TS 29.273 [17]; or

- Other scenarios when the requested APN is not
included in the user's profile, and therefore is not
authorized for that user..

AUTHORIZATION_REJECTED

9003

Corresponds to:

- DIAMETER_AUTHORIZATION_REJECTED Result
code IE as specified in 3GPP TS 29.273 [17]; or

- Other scenarios when the user is barred from using the
non-3GPP access or the subscribed APN.

ILLEGAL_ME

9006

Corresponds to:

- DIAMETER_ERROR_ILLEGAL_EQUIPMENT Result
code IE as specified in 3GPP TS 29.273 [17]; or

- Other scenarios when the ME used is not accepted by
the network.

NETWORK_FAILURE

10500

Corresponds to:

- DIAMETER_ERROR_UNABLE_TO_COMPLY Result
code IE as specified in 3GPP TS 29.273 [17]; or

- Other scenarios when the network has determined that
the requested procedure cannot be completed
successfully due to network failure.
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RAT_TYPE_NOT_ALLOWED

11001

Corresponds to:

- DIAMETER_RAT_TYPE_NOT_ALLOWED Result code
IE as specified in 3GPP TS 29.273 [17]; or

- Other scenarios when the access type is restricted to
the user.

IMEI_NOT_ACCEPTED

11005

The emergency PDN connection request has been
rejected since the network does not accept an emergency
service request using an IMEI.

PLMN_NOT_ALLOWED

11011

Corresponds to:

- DIAMETER_ERROR_ROAMING_NOT_ALLOWED
Result code IE as specified in 3GPP TS 29.273 [17];

- The ePDG performs PLMN filtering (based on roaming
agreements) and rejects the request from the UE; or

- Other scenarios when the UE requests service in a
PLMN where the UE is not allowed to operate.

UNAUTHENTICATED_
EMERGENCY_
NOT_SUPPORTED

11055

The emergency PDN connection request has been
rejected due to authentication has failed or authentication
cannot proceed at AAA server, and the ePDG does not
support an emergency service request using an
unauthenticated IMSI.

The private notify message error type values.

between 9950 and 9999;
between 10950 and 10999;
between 11950 and 11999;
between 12950 and 12999;
between 13950 and 13999;
between 14950 and 14999; and
between 15500 and 15599;

will not be allocated to a Notify payload defined in the present specification.

The private notify message error type val ues between 15500 and 15599 shall be allocated in 3GPP TS 24.502 [77].

8.1.2.3

Private Notify Message - Status Types

The Private Notify Message Status Types defined in table 8.1.2.3-1 are used to indicate status notifications or additional
information in a Notify payload which may be added to an IKEv2 message or IKE_AUTH request or IKE_AUTH
response message according to the procedures described in the present document. Refer to table 8.1.2.3-1 for more
details on what each status type means.
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Table 8.1.2.3-1: Private Status Types
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Notify Message

Value
(in
decim
al)

Descriptions

REACTIVATION_REQUESTED_CAUS
E

40961

The IPsec tunnel associated to a PDN connection is
released with a cause requesting the UE to
reestablish the IPsec tunnel for the same PDN
Connection after its release.

BACKOFF_TIMER

41041

The value of the backoff timer is included in the
BACKOFF_TIMER Notify payload as specified in
clause 8.2.9.1.

PDN_TYPE_IPv4_ONLY_ALLOWED

41050

This value is used by the network to indicate that
only PDN type IPv4 is allowed for the requested PDN
connectivity.

PDN_TYPE_IPv6_ONLY_ALLOWED

41051

This value is used by the network to indicate that
only PDN type IPv6 is allowed for the requested PDN
connectivity.

DEVICE_IDENTITY

41101

The device identity type and/or identity value are
included in the DEVICE_IDENTITY Notify payload as
specified in clause 8.2.9.2.

EMERGENCY_SUPPORT

41112

This status when present indicates that the ePDG
supports emergency service. The
EMERGENCY_SUPPORT Notify payload is coded
according to clause 8.2.9.7.

EMERGENCY_CALL_NUMBERS

41134

Additional local emergency call numbers that the UE
may use for detecting UE initiated emergency calls.
The EMERGENCY_CALL_NUMBERS Notify
payload is coded according to clause 8.2.9.8.

NBIFOM_GENERIC_CONTAINER

41288

The NBIFOM parameters are included in the
NBIFOM_GENERIC_CONTAINER Notify payload as
specified in clause 8.2.9.3.

P-CSCF_RESELECTION_SUPPORT

41304

This status when present indicates that the UE
supports the P-CSCF restoration extension for
untrusted WLAN

PTI

41501

An INFORMATIONAL request message of an ePDG-
initiated modification procedure is initiated by another
INFORMATIONAL request message of an UE-
initiated modification procedure. The PTI Notify
payload is coded according to clause 8.2.9.5.

IKEV2_MULTIPLE_BEARER_PDN_CO
NNECTIVITY

42011

This status when present indicates that the UE
supports IKEv2 multiple bearer PDN connectivity.
The
IKEV2_MULTIPLE_BEARER_PDN_CONNECTIVITY
Notify payload is coded according to clause 8.2.9.9.

EPS_QOS

42014

This status when present indicates EPS QoS. The
EPS_QOS Notify payload is coded according to
clause 8.2.9.10.

EXTENDED_EPS_QOS

42015

This status when present indicates extended EPS
QoS. The EXTENDED_EPS_QOS Notify payload is
coded according to clause 8.2.9.10A.

TFT

42017

This status when present indicates TFT. The TFT
Notify payload is coded according to clause 8.2.9.11.

MODIFIED_BEARER

42020

This status when present indicates sender's ESP
SPI. The MODIFIED_BEARER Notify payload is
coded according to clause 8.2.9.12.

APN_AMBR

42094

This status when present indicates APN-AMBR. The
APN_AMBR Notify payload is coded according to
clause 8.2.9.13.

EXTENDED_APN_AMBR

42095

This status when present indicates extended APN-
AMBR. The EXTENDED_APN_AMBR Notify payload
is coded according to clause 8.2.9.14.

N1_MODE_CAPABILITY

51015

This status when present indicates support of N1
mode or N1 mode capability is disabled. The
N1_MODE_CAPABILITY Notify payload is coded
according to clause 8.2.9.15.

N1_MODE_INFORMATION

51115

This status when present indicates N1 mode
information. The N1_MODE_INFORMATION Notify
payload is coded according to clause 8.2.9.16.

ETSI




3GPP TS 24.302 version 18.6.0 Release 18 111 ETSI TS 124 302 V18.6.0 (2024-07)

N1 MODE_S NSSAI_PLMN_ID 52216 | This status when present indicates the PLMN ID that
the S-NSSAI relates to. The

N1_MODE_S NSSAI_PLMN_ID Notify payload is
coded according to clause 8.2.9.17.

DNS_SRV_SEC_INFO_IND 52301 | This status when present indicates
DNS_SRV_SEC_INFO_IND. The
DNS_SRV_SEC_INFO_IND Notify payload is coded
according to clause 8.2.9.18.

DNS_SRV_SEC_INFO 52302 This status when present indicates
DNS_SRV_SEC_INFO. The DNS_SRV_SEC_INFO
Notify payload is coded according to clause 8.2.9.19.

ATSSS_REQUEST 52331 | This status when present indicates the ATSSS
request parameters. The ATSSS_REQUEST Notify
payload is coded according to clause 8.2.9.20.

ATSSS_RESPONSE 52332 | This status when present indicates the ATSSS
response parameters. The ATSSS_RESPONSE
Notify payload is coded according to clause 8.2.9.21.

HPA_INFO 55911 | This status, when present, indicates high priority
access. The HPA_INFO Notify payload is coded
according to clause 8.2.9.22.

The private notify message status type val ues:
- between 49950 and 49999;
- between 50950 and 50999;
- between 51950 and 51999;
- between 52950 and 52999;
- between 53950 and 53999;
- between 54950 and 54999; and
- between 55500 and 55599;
will not be allocated to a Notify payload defined in the present specification.
The private notify message status type val ues between 55500 and 55599 shall be allocated in 3GPP TS 24.502 [77].

8.1.3 ANDSF Push Information

8.1.31 General

The values of the ANDSF Push Information sent to the UE using the GAA bootstrap framework for ANDSF Push as
specified in clause 6.8.2.2.2 are defined in this clause.

8.1.3.2 ANDSF Push Information values

The ANDSF Push Information defined in table 8.1.3.2-1 indicates the X-WAP-Application-1D field (Push Application
ID) for ANDSF in the WSP header.

Table 8.1.3.2-1: ANDSF Push Information values

WSP header attribute Value Short code Descriptions

X-WAP-Application-1D x-3gpp.gba.andsf.ua 0x9071 The application identity indicates
ANDSF
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8.14 PDUs for TWAN connection modes

8.1.4.0 General
The PDUs defined in this clause are used when SCM, MCM or both are supported.

The sending entity shall set value of spare hit to zero. The receiving entity shall ignore value of spare bit

8.14.1 Message
The message is coded according to figure 8.1.4.1-1 and table 8.1.4.1-1.
7 6 5 4 3 2 1 0
octet 1
Message type
octet 2
Item list octet Z

Figure 8.1.4.1-1: Message

Table 8.1.4.1-1: Message

Message type field is coded according to table 8.1.4.1-2. The message is ignored if Message type
field containing a value other than those in table 8.1.4.1-2 is received.

Optional Item list field contains sequence of items, each of which is coded according to

clause 8.1.4.2. The receiving entity does not assume that a certain order of items will be used in the
Item list. When the receiving entity does not recognize an item in the Item list, that particular item is
ignored, and the receiving entity continues to process the rest of the items in the Item list. The Item

list field includes at maximum one item of each type described in clause 8.1.4.2.

Table 8.1.4.1-2: Message type

Message type is coded as follows.

7 6 5 4 3 2 1 0

O 0 O O O o0 o0 1 CONNECTION_CAPABILITY

0O 0 0 O O O 1 o SCM_REQUEST

0O 0 0 0 0 O 1 1 SCM_RESPONSE

0O 0 O O O 1 o0 O MCM_REQUEST

0O 0 0 0O 0O 1 0 1 MCM_RESPONSE
8.1.4.2 ltem

The Itemis coded according to figure 8.1.4.2-1 and table 8.1.4.2-1.

7 6 5 4 3 2 1 0
octet 1
Type
octet 2
Length
octet 3
Value octet Z

Figure 8.1.4.2-1: Item
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Table 8.1.4.2-1: ltem

Type field is coded according to the table 8.1.4.2-2. When the Type field contains a type other than
those specified in table 8.1.4.2-2, the entire Item is ignored.

Length field indicates the number of octets in the Value field.

Value field contains the parameter value of the type of item.

Table 8.1.4.2-2: Types of item

The type field is coded as follows.
7 6 5 4 3 2 1 0
0O 0 0O O O 0O o0 o CONNECTIVITY_TYPE
0 0 0 O o o0 0 1 ATTACHMENT_TYPE
0O 0 0 0 O O 1 O APN
0o 0 0 O o o0 1 1 PDN_TYPE
0O 0 0O O o 1 o0 O AUTHORIZATIONS
0 0 0 O o0 1 0 1 CONNECTION_MODE_CAPABILITY
0O 0 O O o 1 1 O PROTOCOL_CONFIGURATION_OPTIONS
0O 0 0 0 O 1 1 1 CAUSE
0O 0 0 O 1 0 0 O IPV4_ADDRESS
0 0 0 O 1 0 0 1 IPV6_INTERFACE_IDENTIFIER
0O 0 0 0 1 0 1 O TWAG_CP_ADDRESS
0 0 0 0 1 0 1 1 TWAG_UP_MAC_ADDRESS
0O 0 0 O 1 1 0 O SUPPORTED_WLCP_TRANSPORTS
0O 0 0 0 1 1 0 1 Twl
0O 0 0 0O 1 1 1 O ACCESS CAUSE
8.1.4.3 CONNECTIVITY_TYPE item

When the Type field of thisitem, according to clause 8.1.4.2, indicates the CONNECTIVITY_TY PE, then the Length
field of thisitem is set to 1 and the Value field of thisitem is coded according to table 8.1.4.3-1.

Table 8.1.4.3-1: CONNECTIVITY_TYPE value

The Connectivity type value is coded as follows.

7 6 5 4 3 2 1 0

0O 0 O O O 0O 0 1 PDN connection connectivity type
0O 0 0 O O O 1 O NSWO connectivity type

All other values are interpreted as "PDN connection connectivity type".

When the Connectivity Type item is received by the 3GPP AAA server, it indicates that the indicated
connectivity type is requested.

When the Connectivity Type item is received by the UE, it indicates that the indicated connectivity
type is authorized.

8.1.4.4 ATTACHMENT_TYPE item

When the Type field of thisitem according to clause 8.1.4.2 indicates the ATTACHMENT _TY PE, then the Length
field of thisitem is set to 1 and the Value field of thisitem is coded according to table 8.1.4.4-1.

ETSI



3GPP TS 24.302 version 18.6.0 Release 18 114 ETSI TS 124 302 V18.6.0 (2024-07)

Table 8.1.4.4-1: ATTACHMENT_TYPE value

The ATTACHMENT TYPE value is coded as follows.

7 6 5 4 3 2 1 0

0O 0 O O O 0o o0 1 Initial attach

0O 0 0 O o O 1 o Handover attach

0 0 0O O O 1 0 O Emergency attach

0O 0 0 O o 1 1 O Emergency handover

All other values are interpreted as "Initial attach".

8.1.4.5 APN item

When the Typefield of thisitem according to clause 8.1.4.2 indicates the APN, then the Value field of thisitem
contains the APN as described in 3GPP TS 23.003 [3]. When received by the 3GPP AAA server, it indicates the
requested APN. When received by the UE, it indicates the selected APN.

8.1.4.6

When the Type field of thisitem according to clause 8.1.4.2 indicates the PDN_TY PE, then the Length field of this
itemisset to 1 and the Vaue field of thisitem is coded according to table 8.1.4.6-1.

PDN_TYPE item

Table 8.1.4.6-1: PDN_TYPE value

The PDN type value is coded as follows.
7 6 5 4 3 2 1 0

IPv4 - when received by the 3GPP AAA server, it indicates
that IPv4 is requested. When received by the UE, it indicates
that IPv4 is supported.

IPv6 - when received by the 3GPP AAA server, it indicates
that IPv6 is requested. When received by the UE, it indicates
that IPv6 is supported.

IPv4v6 - when received by the 3GPP AAA server, it indicates
that IPv4, IPv6 or both are requested. When received by the
UE, it indicates that both IPv4 and IPv6 are supported.

All other values are interpreted as "IPv6".

8.1.4.7 AUTHORIZATIONS item

When the Type field of thisitem according to clause 8.1.4.2 indicates the AUTHORIZATIONS, then the Length field
of thisitem isset to 1 and the Vaue field of thisitemis coded according to figure 8.1.4.7-1 and table 8.1.4.7-1.

7

6

5

4

3

2

1

0

Spare

Spare

0
Spare

0
Spare

0
Spare

0
Spare

0
Spare

NSWOA

Figure 8.1.4.7-1: AUTHORIZATIONS value
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Table 8.1.4.7-1: AUTHORIZATIONS value

The authorization value is coded as follows:

UE authorization to use NSWO (NSWOA) (octet 1, bit 0)
0 UE is not authorized to use NSWO
1 UE is authorized to use NSWO

Bit 1 to bit 7 of octet 1 are spare.

8.1.4.8 CONNECTION_MODE_CAPABILITY item

When the Type field of thisitem according to clause 8.1.4.2 indicates the CONNECTION_MODE_CAPABILITY, then
the Length field of thisitemis set to 1 and the Value field of thisitem is coded according to figure 8.1.4.8-1 and
table 8.1.4.8-1.

7 6 5 4 3 2 1 0

0 0 0 0 ES |TSMCI | MCMI | SMCI |octet1
Spare | Spare | Spare | Spare

Figure 8.1.4.8-1: CONNECTION_MODE_CAPABILITY value

Table 8.1.4.8-1: CONNECTION_MODE_CAPABILITY value

The Connection Mode Capability value is coded as follows:

Support of SCM (SCMI) (octet 1, bit 0)
0 SCM is not supported
1 SCM is supported

Support of MCM (MCMI) (octet 1, bit 1)
0 MCM is not supported
1 MCM is supported

Support of TSCM (TSCMI) (octet 1, bit 2)
0 TSCM is not supported
1 TSCM is supported

Support of emergency services (ES) (octet 1, bit 3)
0 emergency services are not supported
1 emergency services are supported

Bit 4 to bit 7 of octet 1 are spare.

8.1.4.9 PROTOCOL_CONFIGURATION_OPTIONS item

When the Type field of thisitem according to clause 8.1.4.2 indicates the
PROTOCOL_CONFIGURATION_OPTIONS, then the Vauefield of thisitem is coded as the value part (as specified
in 3GPP TS 24.007 [48] for type 4 |1E) of the protocol configuration options information element defined in

3GPP TS 24.008 [46] clause 10.5.6.3.

NOTE: The protocol configuration options |El field and the length of protocol configuration options contents

field of the protocol configuration options information element are not included in the Value field of the
PROTOCOL_CONFIGURATION_OPTIONS item.
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8.1.4.10 CAUSE item

8.1.4.10.1 General

When the Type field of thisitem according to clause 8.1.4.2 indicates the CAUSE, then the Length field of thisitemis
set to 1 and the Vaue field of thisitem is coded according to table 8.1.4.10-1. If the CAUSE item isreceived by the
3GPP AAA server, theitem isignored.

Semantics of the Cause values are defined in clause 8.1.4.10.2.

Table 8.1.4.10-1;: CAUSE value

The Cause value is coded as follows.

7 6 5 4 3 2 1 0

0O 0 O O 1 0 O0 O Operator determined barring

o 0 0 1 1 0 1 O Insufficient resources

0O 0 O 1 1 0 1 1 Unknown APN

0 0 0 1 1 1 0 O Unknown PDN type

0O 0 O 1 1 1 0 1 User authentication failed

o 0 o 1 1 1 1 O Request rejected by PDN GW

0O 0 o 1 1 1 1 1 Request rejected, unspecified

0O 0 1 0 0 0 o0 O Service option not supported

0O 0 1 0 0 0 o0 1 Requested service option not subscribed

0O 0 1 0 0O O 1 o0 Service option temporarily out of order

0O 0 1 0o o0 1 1 o0 Network failure

0 0 1 1 0 0 1 O PDN type IPv4 only allowed

0O 0 1 1 0o 0 1 1 PDN type IPv6 only allowed

o 0 1 1 0 1 1 O PDN connection does not exist

o 1 1 o0 1 1 1 1 Protocol error, unspecified

0 1 1 1 0 0 0 1 Multiple accesses to a PDN connection not allowed
All other values received by the UE are treated as 01101111, "Protocol error, unspecified".

8.1.4.10.2 Causes
Cause #8 - Operator determined barring

This cause is used by the network to indicate that the requested service was rejected due to operator determined
barring.

Cause #26 - Insufficient resources

This cause is used by the network to indicate that the requested service cannot be provided due to insufficient
resources.

Cause #27 - Unknown APN

This cause is used by the network to indicate that the requested service was rejected because the access point
name could not be resolved.

Cause #28 - Unknown PDN type

This cause is used by the network to indicate that the requested service was rejected by the external packet data
network because the PDN type could not be recognised.

Cause #29 - User authentication failed

This cause is used by the network to indicate that the requested service was rejected by the external packet data
network due to afailed user authentication.
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Cause #30 - Request rejected by PDN GW

This cause is used by the network to indicate that the requested service or operation was rejected by the PDN
GW.

Cause #31 - Request rejected, unspecified

This cause is used by the network to indicate that the requested service or operation was rejected due to
unspecified reasons.

Cause #32 - Service option not supported

This cause is used by the network when the UE requests a service which is not supported by the PLMN.
Cause #33 - Requested service option not subscribed

This cause is sent when the UE requests a service option for which it has no subscription.
Cause #34 - Service option temporarily out of order

This cause is sent when the network cannot service the request because of temporary outage of one or more
functions required for supporting the service.

Cause #38 - Network failure

This cause is used by the network to indicate that the requested service was rejected due to an error situation in
the network.

Cause #50 - PDN type |Pv4 only allowed

Thisvalueis used by the network to indicate that only PDN type IPv4 is allowed for the requested PDN
connectivity.

Cause #51 - PDN type IPv6 only allowed

Thisvalueis used by the network to indicate that only PDN type IPv6 is allowed for the requested PDN
connectivity.

Cause #54 — PDN connection does not exist

Thisvalueis used by the network at handover from a 3GPP access network to indicate that the network does not
have any information about the requested PDN connection.

Cause #111 - Protocol error, unspecified
Thisvalueis used to report a protocol error event only when no other value applies.
Cause #113 - Multiple accesses to a PDN connection not allowed

Thisvalueis used by the network to indicate that an additional access to the PDN connection as specified in
3GPP TS 24.161[69] is not allowed.

This clause shows the numbers in the decimal numeration system.

8.1.4.11 IPV4_ADDRESS item

When the Type field of thisitem according to clause 8.1.4.2 indicates the IPV4_ADDRESS, then the Length field of
thisitemis set to 4 and the Value field of thisitem contains an | Pv4 address allocated to the UE for the PDN
connection.

8.1.4.12 IPV6_INTERFACE_IDENTIFIER item
When the Type field of thisitem according to clause 8.1.4.2 indicates the IPV6_INTERFACE_IDENTIFIER, then the

Length field of thisitemis set to 8 and the Value field of this item contains an IPv6 interface identifier allocated to the
UE for the PDN connection to be used to build the IPv6 link local address.
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8.1.4.13 TWAG_CP_ADDRESS item

When the Type field of thisitem according to clause 8.1.4.2 indicates the TWAG_CP_ADDRESS, then the Value field
of thisitem contains one or two TWAG control plane addresses and is coded according to figure 8.1.4.13-1 and
table 8.1.4.13-1.

7 6 5 4 3 2 1 0
octet 1
TWAG CP address type
octet 2
TWAG CP addresses octet Z

Figure 8.1.4.13-1: TWAG_CP_ADDRESS item value

Table 8.1.4.13-1: TWAG_CP_ADDRESS item value

The TWAG CP address type field (octet 1) is coded as follows.

7 6 5 4 3 2 1 0

0 0 0 0O O O o0 1 IPv4

0O 0 0 O O O 1 o0 IPv6

0 0 0 0o o0 O 1 1 IPv4IPv6

All other values of the TWAG CP address type field are interpreted as "IPv4".

If the TWAG CP address type field indicates IPv4, then the TWAG CP addresses field contains one
TWAG control plane address consisting of an IPv4 address in octet 2 to octet 5.

If the TWAG CP address type field indicates IPv6, then the TWAG CP addresses field contains one
TWAG control plane address consisting of an IPv6 address in octet 2 to octet 17.

If the TWAG CP address type field indicates IPv4IPv6, then the TWAG CP addresses field contains
two TWAG control plane addresses. The first TWAG control plane address consists of an IPv4
address in octet 2 to octet 5, the second TWAG control plane address consists of an IPv6 address in
octet 6 to octet 21.

8.1.4.14 TWAG_UP_MAC_ADDRESS item

When the Type field of thisitem according to clause 8.1.4.2 indicates the TWAG_UP_MAC_ADDRESS, then the
Length field of thisitemis set to 6 and the Value field of thisitem contains a TWAG user plane MAC address allocated
to the PDN connection. The MAC address is defined in clause 8 of IEEE Std 802 [58].

8.1.4.15 SUPPORTED_WLCP_TRANSPORTS item

When the Type field of thisitem according to clause 8.1.4.2 indicates the SUPPORTED_WLCP_TRANSPORTS, then
the Length field of thisitemis set to 1 and the Value field of thisitem is coded according to figure 8.1.4.15-1 and
table 8.1.4.15-1.

7 6 5 4 3 2 1 0
WLCP |WLCP
0 0 0 0 0 0 oUDPo |oUDPo |octet 1
Spare | Spare | Spare | Spare | Spare | Spare | IPv6 1Pv4

Figure 8.1.4.15-1: SUPPORTED_WLCP_TRANSPORTS value
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Table 8.1.4.15-1: SUPPORTED_WLCP_TRANSPORTS value

The Supported WLCP transport value is coded as follows:

WLCP over UDP over IPv4 support (WLCPoUDPolPv4) (octet 1, bit 0)
0 WLCP over UDP over IPv4 is not supported.
1 WLCP over UDP over IPv4 is supported.

WLCP over UDP over IPv6 support (WLCPoUDPoIPVv6) (octet 1, bit 1)
0 WLCP over UDP over IPv6 is not supported.
1 WLCP over UDP over IPv6 is supported.

Bit 2 to bit 7 of octet 1 are spare.

8.1.4.16 Twl item

When the Type field of thisitem according to clause 8.1.4.2 indicates the Tw1, then the Vauefield of thisitem is coded
asthe value part (as specified in 3GPP TS 24.007 [48] for type 4 |E) of the GPRS timer 3 information element defined
in 3GPP TS 24.008 [46] clause 10.5.7.4a.

NOTE: The GPRS Timer 3 IEIl field and the length of GPRS Timer 3 contents field of the GPRS timer 3
information element are not included in the Value field of the Tw1 item.

8.1.4.17 ACCESS_CAUSE item

8.1.4.17.1 General

When the Type field of thisitem according to clause 8.1.4.2 indicates the ACCESS_CAUSE, then the Length field of
thisitemisset to 1 and the Value field of thisitem is coded according to table 8.1.4.17-1.

Table 8.1.4.17-1: ACCESS_CAUSE value

The Access cause value is coded as follows.
7 6 5 4 3 2 1 0
0O 0 0 O O O 1 o0 Non-3GPP access to EPC not allowed
0O 0 0O O 0o O 1 1 RAT type now allowed
0O 0 0 0O O 1 1 O lllegal ME
0O 0 0 0 1 0 1 1 PLMN not allowed
8.1.4.17.2 Access causes

Access cause #2- Non-3GPP access to EPC not allowed

This cause is used by the network to indicate that the requested service was rejected due to the user subscription
data does not support EPS services from non-3GPP access.

Access cause #3- RAT type not alowed

This cause is used by the network to indicate that the requested service was rejected due to the WLAN is not
allowed.

Access cause #6- Illegal ME
This cause is sent to the UE if the ME used is not acceptable to the network, e.g. prohibit listed.

Access cause #11- PLMN not allowed
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This cause is used by the network to indicate that the requested service was rejected due to the PLMN where the
UE isroaminginto is not alowed.

8.2 IETF RFC coding information defined within present
document

8.2.1 IPMS attributes

8.21.1 AT _IPMS_IND attribute
7 6 5 4 3 2 1 0
octet 1
Attribute Type = AT _IPMS_IND
octet 2
Length=1
octet 3
Value octet 4

Figure 8.2.1.1: AT_IPMS_IND attribute

Table 8.2.1.1: AT_IPMS_IND attribute

Octet 1 indicates the type of attribute as AT_IPMS_IND with a value of 137.

Octet 2 is the length of this attribute which shall be set to 1 as per IETF RFC 4187 [33]

Octet 3 and 4 is the value of this attribute. Octet 3 is reserved and shall be coded as zero. Octet 4

shall be set as follows. All other values are reserved.

7 6 5 4 3 2 1 0 Protocol Supported

0O 0 0O O O O o0 1 DSMIPv6 only

0O 0 0 O o O 1 o0 NBM only

0O 0 0O O 0o O 1 1 MIPv4 only

0 0 0 O O 1 0 O DSMIPv6 and NBM both supported

0O 0 0O O O 1 0 1 MIPv4 and NBM both supported

0 0 0 O O 1 1 O DSMIPv6 and NBM Supported;DSMIPVv6 preferred

0O 0 0O O o0 1 1 1 DSMIPv6 and NBM Supported; NBM preferred

0O 0 O O 1 0o O0 O MIPv4 and NBM supported; MIPv4 preferred

0O 0 0O O 1 0 0 1 MIPv4 and NBM supported; NBM preferred

0O 0 O O 1 0 1 O MIPv4 and DSMIPv6 supported; MIPv4 preferred

0O 0 0 O 1 0 1 1 MIPv4 and DSMIPv6 supported; DSMIPv6 preferred

0O 0 O O 1 1 0 O MIPv4, DSMIPv6 and NBM supported; MIPv4 preferred

0O 0 0O O 1 1 0 1 MIPv4, DSMIPv6 and NBM supported; DSMIPv6 preferred

0 0 0 O 1 1 1 O MIPv4, DSMIPv6 and NBM supported; NBM preferred
8.2.1.2 AT_IPMS_RES attribute
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6 3 2 1 0
octet 1
Attribute Type = AT_IPMS_RES
octet 2
Length=1
octet 3
Value octet 4

Figure 8.2.1.2: AT_IPMS_RES attribute.

Table 8.2.1.2: AT_IPMS_RES attribute

7 6

0 O
0 O
0 0O

5

0
0
0

4

0
0
0

3 2

0 O
0 O
0 O

1

0
1
1

Octet 1 indicates the type of attribute as AT_IPMS_RES with a value of 138.

Octet 2 is the length of this attribute which shall be set to 1 as per IETF RFC 4187 [33]

Octet 3 and 4 is the value of this attribute. Octet 3 is reserved and shall be coded as zero.
Octet 4 shall be set as follows. All other values are reserved.

0

1
0
1

Protocol Selected
DSMIPv6

NBM

MIPv4

8.2.2  Access Network Identity indication attribute

8.2.2.1 Access Network Identity in the AT_KDF_INPUT attribute

The Access Network Identity isindicated in the Network Name Field of the AT_KDF_INPUT attribute as specified in
IETF RFC 5448 [38]. The Network Name Field shall contain the Access Network I dentity as specified in clause 8.1.1

of this specification.

NOTE: |IETFinlIETF RFC 5448 [38] refersto this specification for the value of the Network Name field.

8.2.3 Trust relationship indication attribute

8.23.1 AT_TRUST_IND attribute

6 5 4 3 2 1
octet 1
Attribute Type = AT _TRUST _IND
octet 2
Length=1
octet 3
Value octet 4

Figure 8.2.3.1-1: AT_TRUST_IND attribute
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Table 8.2.3.1-1: AT_TRUST_IND attribute

Octet 1 indicates the type of attribute as AT_TRUST_IND with a value of 139.

Octet 2 is the length of this attribute which shall be set to 1 as per IETF RFC 4187 [33]

Octet 3 and 4 is the value of the attribute. Octet 3 is reserved and shall be coded as zero. Octet 4
shall be set as follows. All other values are reserved.

7 6 5 4 3 2 1 0 Indicated Trust Relationship
0O 0 0 0O o O o0 1 Trusted
0O 0 0 0O O 0 1 O UnTrusted

8.2.4 IKEv2 Configuration Payloads attributes

8.24.1 HOME_AGENT_ADDRESS attribute

The HOME_AGENT_ADDRESS attribute is shown in figure 8.2.4.1-1. The length of the HOME_AGENT_ADDRESS
attribute is 16 or 20 bytes. The IPv4 Home Agent Address field is optional. The HA's IPv6 and 1Pv4 addresses are laid
out respectively in IPv6 Home Agent Address and I1Pv4 Home Agent Address fieldsin big endian order (aka most
significant byte first, or network byte order), see IETF RFC 7296 [28].

Bits
7 6 5 4 3 2 1 0 Octets
R | Attribute Type 1
Attribute Type 2
Length 3,4
IPv6 Home Agent Address 5-20
IPv4 Home Agent Address 21-24

Figure 8.2.4.1-1: HOME_AGENT_ADDRESS attribute

The R bit in thefirst octet isdefined in IETF RFC 7296 [28].

The Attribute Type indicating HOME_AGENT_ADDRESS is of the value 19.

8.2.4.2 TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute

The TIMEOUT_PERIOD_FOR_LIVENESS CHECK attribute is coded according to figure 8.2.4.2-1 and table 8.2.4.2-
1

Bits
7 6 5 4 3 2 1 0 Octets
R Attribute Type 1
Attribute Type 2
Length 3,4
Timeout Period 5-8

Figure 8.2.4.2-1: TIMEOUT_PERIOD_FOR_LIVENESS_CHECK attribute
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Table 8.2.4.2-1: TIMEOUT_PERIOD_FOR_LIVENESS_CHECK value

Bit 7 of Octet 1 is the R bit defined in IETF RFC 7296 [28]. The R bit is the reserved bit set to zero.

Bits 0 through 6 of Octet 1 and Octet 2 is the Attribute Type field. The Attribute Type field is set to
value 24 to indicate the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK.

Octet 3 and Octet 4 is the Length field. This field indicates the length in octets of the Timeout Period
field. This field is set to O or 4.

Octets 5, 6, 7 and 8 are the Timeout Period field. If the Timeout Period field is included, it indicates
the timeout period for liveness check in seconds encoded in the binary format. If the Timeout Period
field is not included in the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK configuration attribute by
the UE, the TIMEOUT_PERIOD_FOR_LIVENESS_CHECK indicates the UE's support of receiving
the timeout period for liveness check.

8.2.5 Full name for network and short name for network

8.25.1 AT_FULL_NAME_FOR_NETWORK attribute
The AT_FULL_NAME_FOR_NETWORK attribute is coded according to figure 8.2.5.1-1 and table 8.2.5.1-1.
7 6 5 4 3 2 1 0
octet 1
Attribute Type = AT_FULL_NAME_FOR_NETWORK
octet 2
Length
octet 3
Full name length
octet 4
Full name value octet n
octet n+1
Padding octetm

Figure 8.2.5.1-1: AT_FULL_NAME_FOR_NETWORK attribute

Table 8.2.5.1-1: AT_FULL_NAME_FOR_NETWORK attribute

Octet 1 indicates the type of this attribute as AT_FULL_NAME_FOR_NETWORK with a value of 141.
Octet 2 is the length of this attribute in multiples of 4 octets as specified in RFC 4187 [33].

Octet 3 is the full name length field and contains the length of the full name value field in octets.

The full name value field starts at octet 4 and its length is indicated by the full name length field. The
full name value field indicates the "full length name of the network" that the network wishes the UE to
associate with MCC and MNC in the realm of the NAI used during authentication. The structure of the
full name value field is the same as the structure of the Network Name defined in

3GPP TS 24.008 [46] clause 10.5.3.5a except for the Network Name IEI and the Length of Network
Name contents which are not included.

The optional padding field starts after the last octet of the full name value field. Each octet of this field
is set to zero by sending entity and ignored by receiving entity.

8.2.5.2 AT_SHORT _NAME_FOR_NETWORK attribute

The AT_SHORT_NAME_FOR_NETWORK attribute is coded according to figure 8.2.5.2-1 and table 8.2.5.2-1.
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7 6 5 4 3 2 1 0
octet 1
Attribute Type = AT_SHORT_NAME_FOR_NETWORK
octet 2
Length
octet 3
Short name length
octet 4
Short name value octet n
octet n+1
Padding octet m

Figure 8.2.5.2-1: AT_SHORT_NAME_FOR_NETWORK attribute

Table 8.2.5.2-1: AT_SHORT_NAME_FOR_NETWORK attribute

Octet 1 indicates the type of this attribute as AT_SHORT_NAME_FOR_NETWORK with a value of
140.

Octet 2 is the length of this attribute in multiples of 4 octets as specified in RFC 4187 [33].
Octet 3 is the short name length field and contains the length of the short name value field in octets.

The short name value field starts at octet 4 and its length is indicated by the short name length field.
The short name value field indicates the "abbreviated name of the network" that the network wishes
the UE to associate with MCC and MNC in the realm of the NAI used during authentication. The
structure of the short name value field is the same as the structure of the Network Name defined in
3GPP TS 24.008 [46] clause 10.5.3.5a except for the Network Name IEI and the Length of Network
Name contents which are not included.

The optional padding field starts after the last octet of the short name value field. Each octet of this
field is set to zero by sending entity and ignored by receiving entity.

8.2.6 Handling of the unknown protocol data
If the receiving entity receives an unknown value in arecognized skippable attribute in an EAP-AKA or EAP-AKA'
message, the receiving entity shall ignore the attribute and shall handle the rest of the message. The definition of

skippable attribute see the RFC 4187 [33]. The receiving entity handling of the unrecognized skippable attribute is as
specified in RFC 4187 [33].

8.2.7 Attributes for TWAN connection modes

8.2.7.1 AT_TWAN_CONN_MODE attribute

The AT_TWAN_CONN_MODE attribute is coded according to figure 8.2.7.1-1 and table 8.2.7.1-1.

7 6 5 4 3 2 1 0
octet 1
Attribute type = AT TWAN_CONN_MODE
octet 2
Length
octet 3
Padding length
octet 4
Message octet Y
octet Y+1
Padding octet Z

Figure 8.2.7.1-1: AT_TWAN_CONN_MODE attribute
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Table 8.2.7.1-1: AT_TWAN_CONN_MODE attribute

Octet 1 indicates the type of attribute as AT_TWAN_CONN_MODE with a value of 144. This attribute
is skippable.

Octet 2 is the length of this attribute in multiples of 4 octets as specified in RFC 4187 [33].
Padding length field contains the length of the padding field.

Message field is coded according to clause 8.1.4.1. The length of the message field is determined
from the length field and the padding length field.

Each octet of the padding field is set to zero by sending entity and ignored by receiving entity.

8.2.8 Device ldentity

8.2.8.1 AT_DEVICE_IDENTITY attribute

The AT_DEVICE_IDENTITY attribute is coded according to figure 8.2.8.1-1 and table 8.2.8.1-1.

7 6 5 4 3 2 1 0
octet 1
Attribute type = AT _DEVICE_IDENTITY
octet 2
Length
octet 3
Identity Type
octet 4
Identity Length
octet 5
Identity Value octet n
octet n+1
Padding octetm

Figure 8.2.8.1-1: AT_DEVICE_IDENTITY attribute

ETSI



3GPP TS 24.302 version 18.6.0 Release 18 126 ETSI TS 124 302 V18.6.0 (2024-07)

Table 8.2.8.1-1: AT_DEVICE_IDENTITY attribute

Octet 1 indicates the type of attribute as AT_DEVICE_IDENTITY with a value of 151. This attribute is
skippable.

Octet 2 is the length of this attribute in multiples of 4 octets as specified in RFC 4187 [33].

Octet 3 indicates the type of Device Identity.

Bits

7 6 5 4 3 2 1 0

0 0 0 0O0O 0O 0 O Reserved
0 0 00O 0 0 1 IMEI

0O 0 0OOO O 1 0 IMEISV

All other values are reserved.

Octet 4 is Identity length field and contains the length of the Identity value in octets.

The Identity Value field starts at octet 5 and its length is indicated by the Identity length field. The
Identity value field represents the device identity digits of the corresponding Identity type and is coded
using BCD coding. The Identity Value field is optional.

For Identity Type 'IMEI' and 'IMEISV', Identity value digits are coded based on the IMEI and IMEISV
structure defined in 3GPP TS 23.003 [3]. IMEI is 15 BCD digits and IMEISV is 16 BCD digits. Both
IMEI and IMEISV are TBCD encoded. Bits 5 to 8 of octet i+4 (where i represents the octet of the
IMEI(SV) being encoded) encodes digit 2i, bits 1 to 4 of octet i+4 encodes digit 2i-1 (i.e the order of
digits is swapped in each octet compared to the digit order defined in 3GPP TS 23.003 [2]). Digits are
packed contiguously with no internal padding. For IMEI, bits 5 to 8 of the last octet shall be filled with
an end mark coded as '1111".

The optional padding field starts after the last octet of the Identity value field. Each octet of this field is
set to zero by sending entity and ignored by receiving entity.

8.2.9 IKEv2 Notify payloads

8.2.9.1 BACKOFF_TIMER Notify payload

The BACKOFF_TIMER Notify payload is used to indicate the value of the backoff timer. The BACKOFF_TIMER
Notify payload type is 41041 (see clause 8.1.2.3). The length of the BACKOFF_TIMER Notify payload is 6 octets.

NOTE: TheePDG caninclude aBACKOFF_TIMER Notify payload with any error type when needed.
The BACKOFF_TIMER Notify payload is coded according to figure 8.2.9.1-1 and table 8.2.9.1-1.

Bits
7 6 5 4 3 2 1 0 Octets
Protocol ID 1
SPI Size 2
Notify Message Type 3-4
Length=1 5
Backoff Timer Value 6

Figure 8.2.9.1-1: BACKOFF_TIMER Notify payload format
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Table 8.2.9.1-1: BACKOFF_TIMER Notify payload value

Octet 1 is defined in IETF RFC 7296 [28]
Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.

Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value
41041 to indicate the Backoff Timer.

Octet 5 is the Length field. This field indicates the length in octets of the Backoff Timer Value field.
This field is set to 1.

Octet 6 is the Backoff Timer Value field. This field indicates the value of Backoff Timer. It is coded as
the value part (as specified in 3GPP TS 24.007 [48] for type 4 IE) of the GPRS timer 3 information
element defined in 3GPP TS 24.008 [46] clause 10.5.7.4a (Note 1).

NOTE 1: The GPRS Timer 3 IEl field and the length of GPRS Timer 3 contents field of the GPRS
timer 3 information element are not included in the value of the Backoff Timer.

8.2.9.2 DEVICE_IDENTITY Notify payload

The DEVICE_IDENTITY Notify payload is used to indicate the device identity. The DEVICE_IDENTITY Notify
payload type is 41101 (see clause 8.1.2.3).

The DEVICE_IDENTITY Notify payload is coded according to figure 8.2.2.9-1 and table 8.2.2.9-1.

Bits
7 6 5 4 3 2 1 0 Octets

Protocol ID 1
SPI Size 2

Notify Message Type 3-4

Length 5-6
Identity Type 7

Identity Value 8-n

Figure 8.2.9.2-1: DEVICE_IDENTITY Notify payload format

ETSI



3GPP TS 24.302 version 18.6.0 Release 18 128 ETSI TS 124 302 V18.6.0 (2024-07)

Table 8.2.9.2-1: DEVICE_IDENTITY Notify payload value

Octet 1 is defined in IETF RFC 7296 [28]
Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.

Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value
41101to indicate the DEVICE_IDENTITY.

Octet 5 and Octet 6 is the Length field. This field indicates the combined length in octets of the
Identity Type and Identity Value fields.

Octet 7 is the Identity Type field. This field indicates the type of the device identity.

Identity Type (octet 7)

Bits

7 6 54 3 210

0 00O OO OOTP O Reserved
0 00O O O OO 01 IMEI

0 00OO0OO0OOT1O IMEISV

All other values are reserved.

Octet 8-n is the Identity Value field indicating the value of the device identity. The Identity value field
represents the device identity digits of the corresponding Identity type and is coded using BCD
coding. The Identity Value field is optional.

For Identity Type 'IMEI' and 'IMEISV', Identity value digits are coded based on the IMEI and IMEISV
structure defined in 3GPP TS 23.003 [3]. IMEI is 15 BCD digits and IMEISV is 16 BCD digits. Both
IMEI and IMEISV are TBCD encoded. Bits 5 to 8 of octet i+5 (where i represents the octet of the
IMEI(SV) being encoded) encodes digit 2i, bits 1 to 4 of octet i+5 encodes digit 2i-1 (i.e the order of
digits is swapped in each octet compared to the digit order defined in 3GPP TS 23.003 [3]). Digits are
packed contiguously with no internal padding. For IMEI, bits 5 to 8 of the last octet shall be filled with
an end mark coded as '1111".

8.2.9.3 NBIFOM_GENERIC_CONTAINER Notify payload
The NBIFOM_GENERIC_CONTAINER Notify payload is used to contain the NBIFOM parameters.
The NBIFOM_GENERIC_CONTAINER Notify payload is coded according to figure 8.2.9.3-1 and table 8.2.9.3-1.

Bits
7 6 5 4 3 2 1 0 Octets
Protocol ID 1
SPI Size 2
Notify Message Type 3-4
Length 5-6
NBIFOM container contents 7-X

Figure 8.2.9.3-1: NBIFOM_GENERIC_CONTAINER Notify payload
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Table 8.2.9.3-1: NBIFOM_GENERIC_CONTAINER Notify payload

Octet 1 is defined in IETF RFC 7296 [28].
Octet 2 is the SPI Size field. It is set to 0 and there is no Security Parameter Index field.

Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value
41288 to indicate the NBIFOM_GENERIC_CONTAINER.

Octet 5 and octet 6 is the Length field. The Length field indicates the length in octets of the NBIFOM
container contents field.

Octet 7 to octet x is the NBIFOM container contents field containing the NBIFOM parameter list as
defined in 3GPP TS 24.161 [69], clause 6.1.

8.2.9.4 P-CSCF_RESELECTION_SUPPORT Notify payload

The P-CSCF_RESELECTION_SUPPORT Notify payload is used to indicate the support by the UE of the P-CSCF
restoration extension for untrusted WLAN.

The P-CSCF_RESELECTION_SUPPORT Notify payload is coded according to figure 8.2.9.4-1 and table 8.2.9.4-1.

Bits
7 6 5 4 3 2 1 0 Octets
Protocol ID 1
SPI Size 2
Notify Message Type 3-4

Figure 8.2.9.4-1: P-CSCF_RESELECTION_SUPPORT Notify Payload format

Table 8.2.9.4-1: P-CSCF_RESELECTION_SUPPORT Notify Payload field values

Octet 1 is defined in IETF RFC 7296 [28]
Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.

Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value
41304 to indicate the P-CSCF_RESELECTION_SUPPORT (see clause 8.1.2.3).

8.2.9.5 PTI Notify payload

The PTI Notify payload is used to indicate that an INFORMATIONAL reguest message of an ePDG-initiated
modification procedure isinitiated by another INFORMATIONAL request message of an UE-initiated modification
procedure.

The PTI Notify payload is coded according to figure 8.2.9.5-1 and table 8.2.9.5-1.

Bits
7 6 5 4 3 2 1 0 Octets
Protocol ID 1
SPI Size 2
Notify Message Type 3-
Length 5-6
Related Message 1D 7-10

Figure 8.2.9.5-1: PTI Notify payload
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Table 8.2.9.5-1: PTI Notify payload

Octet 1 is defined in IETF RFC 7296 [28].
Octet 2 is the SPI Size field. It is set to 0 and there is no Security Parameter Index field.

Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value
41501 (see clause 8.1.2.3) to indicate the PTI.

Octet 5 and octet 6 is the Length field. The Length field is set to 4.
Octet 7 to octet 10 is the Related Message ID field containing the Message ID field of the

INFORMATIONAL request message of the UE-initiated modification procedure which initiated the
ePDG-initiated modification procedure.

8.2.9.6 REACTIVATION_REQUESTED_ CAUSE Notify payload

The REACTIVATION_REQUESTED_CAUSE Notify payload is used to indicate the UE to re-establish the IPSec
tunnel for the corresponding PDN connection after its release.

The REACTIVATION_REQUESTED_ CAUSE Notify payload is coded according to figure 8.2.9.6-1 and table 8.2.9.6-
1.

Bits
7 6 5 4 3 2 1 0 Octets
Protocol ID 1
SPI Size 2
Notify Message Type 3-4

Figure 8.2.9.6-1: REACTIVATION_REQUESTED_CAUSE Notify payload format

Table 8.2.9.6-1: REACTIVATION_REQUESTED_CAUSE Notify payload field values

Octet 1 is defined in IETF RFC 7296 [28]
Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.

Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value
40961 to indicate the REACTIVATION_REQUESTED_CAUSE (see clause 8.1.2.3).

8.2.9.7 EMERGENCY_SUPPORT Notify payload
The EMERGENCY _SUPPORT Notify payload is used to indicate the ePDG support of emergency service.
The EMERGENCY_SUPPORT Notify payload is coded according to figure 8.2.9.7-1 and table 8.2.9.7-1.

Bits
7 6 5 4 3 2 1 0 Octets
Protocol ID 1
SPI Size 2
Notify Message Type 3-4

Figure 8.2.9.7-1: EMERGENCY_SUPPORT Notify Payload format
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Table 8.2.9.7-1: EMERGENCY_SUPPORT Notify Payload field value

Octet 1 is defined in IETF RFC 7296 [28]
Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.

Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value
41112 to indicate the EMERGENCY_SUPPORT (see clause 8.1.2.3).

8.2.9.8 EMERGENCY_CALL_NUMBERS Notify payload
The EMERGENCY_CALL_NUMBERS Notify payload is used:

a) by the ePDG to provide local emergency call numbers for use within the country indicated by the MCC
information; and

b) by the UE to indicate support of retrieval of local emergency call numbers via | KEv2 procedures.

The EMERGENCY_CALL_NUMBERS Notify payload is coded according to figure 8.2.9.8-1 and table 8.2.9.8-1 with
aminimum length of 4 octets and a maximum length of 55 octets.

Bits
7 6 5 4 3 2 1 0 Octets

Protocol ID 1
SPI Size 2

Notify Message Type 3-4
MCC information 5
6
Length 7

Local emergency numbers 8 —X

Figure 8.2.9.8-1: EMERGENCY_CALL_NUMBERS Notify payload

Table 8.2.9.8-1: EMERGENCY_CALL_NUMBERS Notify payload

Octet 1 is defined in IETF RFC 7296 [28].
Octet 2 is the SPI Size field. It is set to 0 and there is no Security Parameter Index field.

Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value
41134 to indicate the EMERGENCY_CALL_NUMBERS.

Octet 5 to octet 6 contains the MCC information of the country for which the emergency numbers
indicated in the local emergency numbers field are applicable. If the
EMERGENCY_CALL_NUMBERS Notify payload is included in the IKE_AUTH response message,
then the MCC information field shall be populated.

Octet 7 is the Length field. The Length field indicates the length in octets of the Local emergency
numbers field.

Octet 8 to octet x is the Local emergency numbers field containing the emergency call numbers is in
the same format as the Emergency Number List defined in clause 10.5.3.13 of 3GPP TS 24.008 [46],
starting with octet 3. The MCC information field, length field and Local emergency numbers field are
omitted when the UE sends the EMERGENCY_CALL_NUMBERS Notify payload to the network to
indicate support of retrieval of local emergency call numbers.

The format of the MCC information item is shown in figure 8.2.9.8-2. Table 8.2.9.8-2 shows the coding of the MCC in
the MCC information item.
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7 6 5 4 3 2 1 0
MCC digit 2 MCC digit 1 5
reserved MCC digit 3 6

Figure 8.2.9.8-2: MCC information item

Table 8.2.9.8-2: MCC information item

MCC, Mobile country code (octet 5, octet 6 bits 1 to 4)
The MCC field is coded as in ITU-T Rec. E212 [63], Annex A.
Bits 5 to 8 of 6 shall be coded as "1111". Mobile equipment shall ignore bits 5 to 8 of

octet 6.

8.2.9.9 IKEV2_MULTIPLE_BEARER_PDN_CONNECTIVITY Notify payload

The IKEV2 MULTIPLE BEARER_PDN_CONNECTIVITY Notify payload is used to indicate UE's support of the
IKEv2 multiple bearer PDN connectivity.

TheIKEV2_MULTIPLE_BEARER_PDN_CONNECTIVITY Notify payload is coded according to figure 8.2.9.9-1
and table 8.2.9.9-1.

Bits
7 6 5 4 3 2 1 0 Octets
Protocol ID 1
SPI Size 2
Notify Message Type 3-4

Figure 8.2.9.9-1: IKEV2_MULTIPLE_BEARER_PDN_CONNECTIVITY Notify Payload format

Table 8.2.9.9-1: IKEV2_MULTIPLE_BEARER_PDN_CONNECTIVITY Notify Payload field value

Octet 1 is defined in IETF RFC 7296 [28]
Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.

Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value
42011 to indicate the IKEV2_MULTIPLE_BEARER_PDN_CONNECTIVITY (see clause 8.1.2.3).

8.2.9.10 EPS_QOS Notify payload
The EPS_QOS Notify payload is used to indicate EPS QoS.
The EPS_QOS Notify payload is coded according to figure 8.2.9.10-1 and table 8.2.9.10-1.

Bits
7 6 5 4 3 2 1 0 Octets
Protocol ID 1
SPI Size 2
Notify Message Type 3-4
Length 5
EPS QoS Value 6 —Xx

Figure 8.2.9.10-1: EPS_QOS Notify payload format
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Table 8.2.9.10-1: EPS_QOS Notify payload value

Octet 1 is defined in IETF RFC 7296 [28]
Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.

Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value
42014 to indicate the EPS_QOS (see clause 8.1.2.3).

Octet 5 is the Length field. This field indicates the length in octets of the EPS QoS Value field.
Octets 6 and later are the EPS QoS Value field. This field indicates the EPS QoS. It is coded as the

value part (as specified in 3GPP TS 24.007 [48] for type 4 IE) of the EPS quality of service
information element defined in 3GPP TS 24.301 [10] clause 9.9.4.3 (Note 1).

NOTE 1: The EPS quality of service IEI field and the Length of EPS quality of service contents field
of the EPS quality of service information element are not included in the value of the EPS
QoS Value field.

8.2.9.10A EXTENDED_EPS_QOS Notify payload
The EXTENDED_EPS QOS Notify payload is used to indicate the extended EPS QoS.
The EXTENDED_EPS QOS Notify payload is coded according to figure 8.2.9.10A-1 and table 8.2.9.10A-1.

Bits
7 6 5 4 3 2 1 0 Octets
Protocol ID 1
SPI Size 2
Notify Message Type 3-4
Length 5
Extended EPS QoS Value 6 —Xx

Figure 8.2.9.10A-1: EXTENDED_EPS_QOS Notify payload format

Table 8.2.9.10A-1: EXTENDED_EPS_QOS Notify payload value

Octet 1 is defined in IETF RFC 7296 [28]
Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.

Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value
42015 to indicate the EXTENDED_EPS_QOS (see clause 8.1.2.3).

Octet 5 is the Length field. This field indicates the length in octets of the Extended EPS QoS Value
field.

Octets 6 and later are the Extended EPS QoS Value field. This field indicates the extended EPS QoS.
It is coded as the value part (as specified in 3GPP TS 24.007 [48] for type 4 IE) of the extended
quality of service information element defined in 3GPP TS 24.301 [10] clause 9.9.4.30 (Note 1).

NOTE 1: The Extended quality of service IEl field and the Length of extended quality of service
contents field of the extended quality of service information element are not included in the
value of the Extended EPS QoS Value field.

8.2.9.11 TFT Notify payload
The TFT Notify payload is used to indicate TFT.
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The TFT Notify payload is coded according to figure 8.2.9.11-1 and table 8.2.9.11-1.

Bits
7 6 5 4 3 2 1 0 Octets
Protocol ID 1
SPI Size 2
Notify Message Type 3-4
Length 5
TFT Value 6 — X

Figure 8.2.9.11-1: TFT Notify payload format

Table 8.2.9.11-1: TFT Notify payload value

Octet 1 is defined in IETF RFC 7296 [28]
Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.

Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value
42017 to indicate the TFT (see clause 8.1.2.3).

Octet 5 is the Length field. This field indicates the length in octets of the TFT Value field.
Octets 6 and later are the TFT Value field. This field indicates the TFT. It is coded as the value part

(as specified in 3GPP TS 24.007 [48] for type 4 IE) of the traffic flow template information element
defined in 3GPP TS 24.00 [46] clause 10.5.6.12 (Note 1).

NOTE 1: The Traffic flow template IEI field and the Length of traffic flow template IE field of the
traffic flow template information element are not included in the value of the TFT Value
field.

8.2.9.12 MODIFIED_BEARER Notify payload
The MODIFIED_BEARER Notify payload is used to indicate ePDG's ESP SPI of the modified child SA.
The MODIFIED_BEARER Notify payload is coded according to figure 8.2.9.12-1 and table 8.2.9.12-1.

Bits
7 6 5 4 3 2 1 0 Octets
Protocol ID 1
SPI Size 2
Notify Message Type 3-4
Security Parameter Index 5-8

Figure 8.2.9.12-1: MODIFIED_BEARER Notify payload format
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Table 8.2.9.12-1: MODIFIED_BEARER Notify payload value

Octet 1 is defined in IETF RFC 7296 [28] and is set to 3 to indicate ESP.
Octet 2 is SPI Size field. It is set to 4 and there is one Security Parameter Index field.

Octet 3 to Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value
42020 to indicate the MODIFIED_BEARER (see clause 8.1.2.3).

Octet 5 to Octet 8 is the Security Parameter Index field. The Security Parameter Index field contains
the ePDG's ESP SPI of the modified child SA.

8.2.9.13 APN_AMBR Notify payload
The APN_AMBR Notify payload is used to indicate the APN-AMBR.
The APN_AMBR Notify payload is coded according to figure 8.2.9.13-1 and table 8.2.9.13-1.

Bits
7 6 5 4 3 2 1 0 Octets
Protocol ID 1
SPI Size 2
Notify Message Type 3-4
Length 5
APN AMBR Value 6 — X

Figure 8.2.9.13-1: APN_AMBR Notify payload format

Table 8.2.9.13-1: APN_AMBR Notify payload value

Octet 1 is defined in IETF RFC 7296 [28]
Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.

Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value
42094 to indicate the APN_AMBR (see clause 8.1.2.3).

Octet 5 is the Length field. This field indicates the length in octets of the APN AMBR Value field.
Octets 6 and later are the APN AMBR Value field. This field indicates the APN-AMBR. It is coded as

the value part (as specified in 3GPP TS 24.007 [48] for type 4 IE) of the APN aggregate maximum bit
rate information element defined in 3GPP TS 24.301 [10] clause 9.9.4.2 (Note 1).

NOTE 1: The APN aggregate maximum bit rate IEI field and the Length of APN aggregate maximum
bit rate contents field of the APN aggregate maximum bit rate information element are not
included in the value of the APN AMBR Value field.

8.2.9.14 EXTENDED_APN_AMBR Notify payload
The EXTENDED_APN_AMBR Notify payload is used to indicate the extended APN-AMBR.
The EXTENDED_APN_AMBR Notify payload is coded according to figure 8.2.9.14-1 and table 8.2.9.14-1.
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Bits
7 6 5 4 3 2 1 0 Octets
Protocol ID 1
SPI Size 2
Notify Message Type 3-4
Length 5
Extended APN AMBR Value 6—Xx

Figure 8.2.9.14-1:. EXTENDED_APN_AMBR Notify payload format

Table 8.2.9.14-1: EXTENDED_APN_AMBR Notify payload value

Octet 1 is defined in IETF RFC 7296 [28]
Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.

Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value
42095 to indicate the EXTENDED_APN_AMBR (see clause 8.1.2.3).

Octet 5 is the Length field. This field indicates the length in octets of the Extended APN AMBR Value
field.

Octets 6 and later are the Extended APN AMBR Value field. This field indicates the extended APN-
AMBR. It is coded as the value part (as specified in 3GPP TS 24.007 [48] for type 4 IE) of the
extended APN aggregate maximum bit rate information element defined in 3GPP TS 24.301 [10]
clause 9.9.4.29 (Note 1).

NOTE 1: The Extended APN aggregate maximum bit rate IEI field and the Length of extended APN
aggregate maximum bit rate contents of the extended APN aggregate maximum bit rate
are not included in the value of the Extended APN AMBR Value field.

8.2.9.15  N1_MODE_CAPABILITY Notify payload

The N1 MODE_CAPABILITY Notify payload is used to indicate support of N1 mode or N1 mode capability is
disabled, and to indicate the PDU session ID allocated to the PDU session associated with the IKEv2 security
association being established by the IKEv2 message carrying the N1._MODE_CAPABILITY Notify payload.

The N1_MODE_CAPABILITY Notify payload is coded according to figure 8.2.9.15-1 and table 8.2.9.15-1.

Bits
7 6 5 4 3 2 1 0 Octets
Protocol ID 1
SPI Size 2
Notify Message Type 3-4
Length 5
PDU Session ID 6

Figure 8.2.9.15-1: N1_MODE_CAPABILITY Notify payload format
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Table 8.2.9.15-1: N1_MODE_CAPABILITY Notify payload value

Octet 1 is defined in IETF RFC 7296 [28].
Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.

Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value
51015 to indicate the N1_MODE_CAPABILITY (see clause 8.1.2.3).

Octet 5 is the Length field. This field indicates the length in octets of the PDU Session ID field.

Octets 6 is the PDU Session ID field. This field indicates the PDU session ID. It is coded as the PDU
session identity information element defined in 3GPP TS 24.007 [48] clause 11.2.3.1b.

8.2.9.16  N1_MODE_INFORMATION Notify payload

The N1 MODE_INFORMATION Notify payload is used to indicate the S-NSSAI for the PDU session associated with
the IKEv2 security association established by the IKEv2 message carrying the N1 MODE_INFORMATION Notify

payload.
The N1_MODE_INFORMATION Notify payload is coded according to figure 8.2.9.16-1 and table 8.2.9.16-1.

Bits
7 6 5 4 3 2 1 0 Octets
Protocol ID 1
SPI Size 2
Notify Message Type 3-4
Length 5
S-NSSAI Value 6 —Xx

Figure 8.2.9.16-1: N1_MODE_INFORMATION Notify payload format

Table 8.2.9.16-1: N1_MODE_INFORMATION Notify payload value

Octet 1 is defined in IETF RFC 7296 [28].
Octet 2 is the SPI Size field. It is set to 0 and there is no Security Parameter Index field.

Octet 3 and Octet 4 are the Notify Message Type field. The Notify Message Type field is set to value
51115 to indicate the N1_MODE_INFORMATION (see clause 8.1.2.3).

Octet 5 is the Length field. This field indicates the length in octets of the S-NSSAI Value field.

Octets 6 and later are the S-NSSAI Value field. This field indicates the S-NSSAI value. It is coded as
the value part of the S-NSSAI information element defined in 3GPP TS 24.501 [76] clause 9.11.2.8.

8.2.9.17  N1_MODE_S NSSAI_PLMN_ID Notify payload

TheN1 MODE_S NSSAI_PLMN_ID Notify payload is used to indicate the PLMN ID that the S-NSSAI relates to for
the PDU session associated with the IKEv2 security association established by the IKEv2 message carrying the
N1_MODE_S NSSAI_PLMN_ID Notify payload.

TheN1_MODE_S NSSAI_PLMN_ID Notify payload is coded according to figure 8.2.9.17-1 and table 8.2.9.17-1.
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Bits
7 6 5 4 3 2 1 0 Octets
Protocol ID 1
SPI Size 2
Notify Message Type 3-4
Length 5
S-NSSAI PLMN ID 6-8

Figure 8.2.9.17-1: N1_MODE_S NSSAI_PLMN_ID Notify payload format

Table 8.2.9.17-1: N1_MODE_S NSSAI_PLMN_ID Notify payload value

Octet 1 is defined in IETF RFC 7296 [28].
Octet 2 is the SPI Size field. It is set to 0 and there is no Security Parameter Index field.

Octet 3 and Octet 4 are the Notify Message Type field. The Notify Message Type field is set to value
52216 to indicate the N1_MODE_S_NSSAI_PLMN_ID (see clause 8.1.2.3).

Octet 5 is the Length field. This field indicates the length in octets of the S-NSSAI PLMN ID field.
Octets 6, 7 and 8 are the S-NSSAI PLMN ID field. This field indicates the PLMN ID that the S-NSSAI

relates to. It is coded as the value part of the PLMN identity of the CN operator information element
defined in 3GPP TS 24.008 [46] clause 10.5.5.36.

8.2.0.18  DNS_SRV_SEC_INFO_IND Notify payload

The DNS_SRV_SEC INFO_IND Notify payload is used to indicate that the UE supports receiving DNS server security
information.

The DNS_SRV_SEC_INFO_IND Notify payload is coded according to figure 8.2.9.18-1 and table 8.2.9.18- 1.

Bits
7 6 5 4 3 2 1 0 Octets
Protocol ID 1
SPI Size 2
Notify Message Type 3-4
Number of supported DNS server security protocols 5
Supported DNS server security protocol 1 6*
Supported DNS server security protocol 2 7*
Supported DNS server security protocol N (N+5)*

Figure 8.2.9.18-1: DNS_SRV_SEC_INFO_IND Notify payload format
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Table 8.2.9.18-1: DNS_SRV_SEC_INFO_IND Notify payload value

Octet 1 is defined in IETF RFC 7296 [28]
Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.

Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value
52301 to indicate the DNS_SRV_SEC_INFO_IND (see clause 8.1.2.3).

Octet 5 is the Number of supported DNS server security protocols field. This field indicates the
number of the supported DNS server security protocols fields.

Octets 6 to octet N are the supported DNS server security protocol fields. Each of these fields
indicates the DNS server security protocol supported by the UE and is coded as the security protocol
type field of the container identifier contents field of a parameter with the container identifier field
indicating DNS server security protocol support, of the Protocol configuration options information
element as specified in 3GPP TS 24.008 [46] clause 10.5.6.3.1.

8.2.9.19 DNS_SRV_SEC_INFO Notify payload
The DNS_SRV_SEC INFO Notify payload is used to indicate the DNS server security information.

The DNS_SRV_SEC_INFO Notify payload is coded according to figure 8.2.9.19-1, figure 8.2.9.19-2, table 8.2.9.19-1
and table 8.2.9.19-2.

Bits
7 6 5 4 3 2 1 0 Octets
Protocol ID 1
SPI Size 2
Notify Message Type 3-4
Length of DNS server security parameters 5-6
DNS server security parameter 1 7-u
DNS server security parameter 2 (u+1)* - v*
(v+1)* - w*
DNS server security parameter N (w+1)* - x*

Figure 8.2.9.19-1: DNS_SRV_SEC_INFO Notify payload format

Table 8.2.9.19-1: DNS_SRV_SEC_INFO Notify payload value

Octet 1 is defined in IETF RFC 7296 [28].
Octet 2 is SPI Size field. It is set to 0 and there is no Security Parameter Index field.

Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value
52302 to indicate the DNS_SRV_SEC_INFO (see clause 8.1.2.3).

Octet 5 and octet 6 are the Length of DNS server security parameters field. This field indicates the
length in octets of the DNS server security parameter fields.

Octets 7 to octet x are one or more DNS server security parameter fields. Each DNS server security
parameter field is encoded according to figure 8.2.9.19-2 and table 8.2.9.19-2.
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Bits
7 6 5 4 3 2 1 0 Octets
Length of DNS server security information (u+1) - (u+2)
DNS server security information (u+3) -v

Figure 8.2.9.19-2: DNS server security parameter

Table 8.2.9.19-2: DNS server security parameter

Octet (u+1) and octet (u+2) are the length of DNS server security information field. The length of DNS
server security information field indicates the length in octets of the DNS server security information
field.

Octets (u+3) to octet v are the DNS server security information field. The DNS server security
information field indicates the DNS server security information and is coded as the container identifier
contents field of a parameter with the container identifier field indicating the DNS server security
information with length of two octets, of the Protocol configuration options information element as
specified in 3GPP TS 24.008 [46] clause 10.5.6.3.1.

8.2.0.20  ATSSS_REQUEST Notify payload

The ATSSS REQUEST Notify payload is used to indicate the ATSSS request information for user plane resources of
the MA PDU session associated with the IKEv2 security association established by the IKEv2 message carrying the
ATSSS_REQUEST Notify payload.

The ATSSS _REQUEST Notify payload is coded according to figure 8.2.9.20-1 and table 8.2.9.20-1.

Bits
7 6 5 4 3 2 1 0 Octets
Protocol ID 1
SPI Size 2
Notify Message Type 3-4
Length
ATSSS request information 6

Figure 8.2.9.20-1: ATSSS_REQUEST Notify payload format

Table 8.2.9.20-1: ATSSS_REQUEST Notify payload value

Octet 1 is defined in IETF RFC 7296 [28].
Octet 2 is the SPI Size field. It is set to 0 and there is no Security Parameter Index field.

Octet 3 and Octet 4 are the Notify Message Type field. The Notify Message Type field is set to value
52331 to indicate the ATSSS_REQUEST (see clause 8.1.2.3).

Octet 5 is the Length field. This field indicates the length in octets of the ATSSS request information
field.

Octets 6 is ATSSS request information field. This field indicates the ATSSS request information. It is
coded as the ATSSS request PCO parameter container contents defined in 3GPP TS 24.193 [79]
clause 6.1.6.2.
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8.2.9.21  ATSSS_RESPONSE Notify payload

The ATSSS RESPONSE Notify payload is used to indicate the ATSSS response information for user plane resources
of the MA PDU session associated with the IKEv2 security association established by the IKEv2 message carrying the
ATSSS_REQUEST Notify payload.

The ATSSS _RESPONSE Notify payload is coded according to figure 8.2.9.21-1 and table 8.2.9.21-1.

Bits
7 6 5 4 3 2 1 0 Octets
Protocol ID 1
SPI Size 2
Notify Message Type 3-4
Length 5-6
ATSSS response information 7-n

Figure 8.2.9.21-1: ATSSS_RESPONSE Notify payload format

Table 8.2.9.21-1: ATSSS_RESPONSE Notify payload value

Octet 1 is defined in IETF RFC 7296 [28].
Octet 2 is the SPI Size field. It is set to 0 and there is no Security Parameter Index field.

Octet 3 and Octet 4 are the Notify Message Type field. The Notify Message Type field is set to value
52332 to indicate the ATSSS_RESPONSE (see clause 8.1.2.3).

Octet 5 and Octet 6 are the Length field. This field indicates the length in octets of the ATSSS
response information field.

Octets 7 to n are the ATSSS response information. This field indicates the ATSSS response
information. It is coded as the ATSSS response with the length of two octets PCO parameter
container contents defined in 3GPP TS 24.193 [79] clause 6.1.6.3.

8.2.9.22 HPA_INFO Notify payload
The HPA_INFO Notify payload is used to indicate high priority access (e.g., MPS) related parameters.
The HPA_INFO Notify payload is coded according to Figure 8.2.9.22-1 and Table 8.2.9.22-1.

Bits
7 6 5 4 3 2 1 0 Octets
Protocol ID 1
SPI Size 2
Notify Message Type 3-4
Length 5
0 0 0 0 0 0 MPS_ | AC_P 6
Spare | Spare | Spare | Spare | Spare | Spare PRI RI

Figure 8.2.9.22-1: HPA_INFO Notify payload format
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Table 8.2.9.22-1: HPA_INFO Notify payload value

Octet 1 is defined in IETF RFC 7296 [28]
Octet 2 is the SPI Size field. It is set to 0 and there is no Security Parameter Index field.

Octet 3 and Octet 4 is the Notify Message Type field. The Notify Message Type field is set to value 55911 to indicate
the HPA_INFO message type (see clause 8.1.2.3).

Octet 5 is the Length field. This field indicates the length in octets of the content of HPA_INFO and is set to 1.

Octet 6 contains priority related information and is coded as follows:
High priority access indicator (AC_PRI) (octet 6, bit 0)

0 The UE is not a UE configured to use AC11 — 15 in selected PLMN, as defined in 3GPP TS 24.301 [10].
1 The UE is a UE configured to use AC11 — 15 in selected PLMN.

MPS indicator (MPS_PRI) (octet 6, bit 1)

0 The UE is not configured to behave as a UE with access identity 1 as defined in 3GPP TS 24.501 [76].
1 The UE is configured to behave as a UE with access identity 1.

For a UE that does not support 5GC, the value 0 shall be set.

Bit 2 to bit 7 of octet 6 are spare.

8.2.10 EAP-3GPP-LimitedService method

8.2.101 General

The messages of EAP-3GPP-LimitedService method are EAP requests and EAP responses as specified in
IETF RFC 3748 [29] clause 4.1 and use coding of the expanded method type as described in IETF RFC 3748 [29]
clause 5.7.

The sending entity shall set value of a spare bit to zero. The receiving entity shall ignore value of a spare bit.
8.2.10.2 Message format

8.2.10.2.1 EAP-Request/3GPP-LimitedService-Init-Info message

EAP-Request/3GPP-LimitedService-Init-Info message is coded as specified in figure 8.2.10.2.1-1 and table 8.2.10.2.1-
1

Bits
7 6 5 4 3 2 1 0 Octets
Code 1
Identifier 2
Length 3-4
Type 5
Vendor-I1d 6-8
Vendor-Type 9-12
Message-Id 13
Spare 14
EAP-AKA attributes length 15-16
EAP-AKA attributes 17-n
Extensions n+l-m

Figure 8.2.10.2.1-1: EAP-Request/3GPP-LimitedService-Init-Info message
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Table 8.2.10.2.1-1: EAP-Request/3GPP-LimitedService-Init-Info message

expanded type.

Private Enterprise Code registry.

3GPP TS 33.402 [15] annex C.

Spare field consists of spare bits.

Code field is set to 1 (decimal) as specified in IETF RFC 3748 [29] clause 4.1 and indicates request.
Identifier field is set as specified in IETF RFC 3748 [29] clause 4.1.

Length field is set as specified in IETF RFC 3748 [29] clause 4.1 and indicates the length of the EAP-

Request/3GPP-LimitedService-Init-Info message in octets.

Type field is set to 254 (decimal) as specified in IETF RFC 3748 [29] clause 5.7 and indicates the

Vendor-Id field is set to the 3GPP Vendor-Id of 10415 (decimal) registered with IANA under the SMI

Vendor-Type field is set to EAP-3GPP-LimitedService method identifier of 2 (decimal) as specified in

Message-Id field is set to 3GPP-LimitedService-Init-Info-Id of 1 (decimal).

EAP-AKA attributes length field indicates the length of EAP-AKA attributes field in octets.

EAP-AKA attributes field contains attributes as specified in IETF RFC 4187 [33].

Extensions field is an optional field and consists of spare bits.

8.2.10.2.2

EAP-Response/3GPP-LimitedService-Init-Info message

EAP-Response/3GPP-LimitedService-Init-Info message is coded as specified in figure 8.2.10.2.2-1 and

table 8.2.10.2.2-1.

Bits
7 6 5 4 3 2 0 Octets
Code 1
Identifier 2
Length 3-4
Type 5
Vendor-I1d 6-8
Vendor-Type 9-12
Message-Id 13
Spare 14
EAP-AKA attributes length 15-16
EAP-AKA attributes 17-n
Extensions n+l-m

Figure 8.2.10.2.2-1: EAP-Response/3GPP-LimitedService-Init-Info message
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Table 8.2.10.2.2-1: EAP-Response/3GPP-LimitedService-Init-Info message

expanded type.

Private Enterprise Code registry.

3GPP TS 33.402 [15] annex C.

Spare field consists of spare bits.

Code field is set to 2 (decimal) as specified in IETF RFC 3748 [29] clause 4.1 and indicates response.
Identifier field is set as specified in IETF RFC 3748 [29] clause 4.1.

Length field is set as specified in IETF RFC 3748 [29] clause 4.1 and indicates the length of the EAP-

Response/3GPP-LimitedService-Init-Info message in octets.

Type field is set to 254 (decimal) as specified in IETF RFC 3748 [29] clause 5.7 and indicates the

Vendor-Id field is set to the 3GPP Vendor-Id of 10415 (decimal) registered with IANA under the SMI

Vendor-Type field is set to EAP-3GPP-LimitedService method identifier of 2 (decimal) as specified in

Message-Id field is set to 3GPP-LimitedService-Init-Info-Id of 1 (decimal).

EAP-AKA attributes length field indicates the length of EAP-AKA attributes field in octets.

EAP-AKA attributes field contains attributes as specified in IETF RFC 4187 [33].

Extensions field is an optional field and consists of spare bits.

8.2.10.2.3

EAP-Request/3GPP-LimitedService-Notif message

EAP-Request/3GPP-LimitedService-Notif message is coded as specified in figure 8.2.10.2.3-1 and table 8.2.10.2.3-1.

Bits
7 6 5 4 3 2 0 Octets
Code 1
Identifier 2
Length 3-4
Type 5
Vendor-I1d 6-8
Vendor-Type 9-12
Message-Id 13
Spare 14
EAP-AKA attributes length 15-16
EAP-AKA attributes 17-n
Extensions n+l-m

Figure 8.2.10.2.3-1: EAP-Request/3GPP-LimitedService-Notif message
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Table 8.2.10.2.3-1: EAP-Request/3GPP-LimitedService-Notif message

Code field is set to 1 (decimal) as specified in IETF RFC 3748 [29] clause 4.1 and indicates request.
Identifier field is set as specified in IETF RFC 3748 [29] clause 4.1.

Length field is set as specified in IETF RFC 3748 [29] clause 4.1 and indicates the length of the EAP-
Request/3GPP-LimitedService-Notif message in octets.

Type field is set to 254 (decimal) as specified in IETF RFC 3748 [29] clause 5.7 and indicates the
expanded type.

Vendor-Id field is set to the 3GPP Vendor-Id of 10415 (decimal) registered with IANA under the SMI
Private Enterprise Code registry.

Vendor-Type field is set to EAP-3GPP-LimitedService method identifier of 2 (decimal) as specified in
3GPP TS 33.402 [15] annex C.

Message-Id field is set to 3GPP-LimitedService-Notif-1d of 2 (decimal).
Spare field consists of spare bits.
EAP-AKA attribute length field indicates the length of EAP-AKA attributes field in octets.

EAP-AKA attributes field contains attributes as specified in IETF RFC 4187 [33].

Extensions field is an optional field and consists of spare bits.

8.2.10.2.4 EAP-Response/3GPP-LimitedService-Notif message
EAP-Response/3GPP-LimitedService-Notif message is coded as specified in figure 8.2.10.2.4-1 and table 8.2.10.2.4-1.

Bits
7 6 5 4 3 2 1 0 Octets
Code 1
Identifier 2
Length 3-4
Type 5
Vendor-I1d 6-8
Vendor-Type 9-12
Message-Id 13
Extensions 14 -m

Figure 8.2.10.2.4-1: EAP-Response/3GPP-LimitedService-Notif message
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Table 8.2.10.2.4-1: EAP-Response/3GPP-LimitedService-Notif message

Code field is set to 2 (decimal) as specified in IETF RFC 3748 [29] clause 4.1 and indicates response.
Identifier field is set as specified in IETF RFC 3748 [29] clause 4.1.

Length field is set as specified in IETF RFC 3748 [29] clause 4.1 and indicates the length of the EAP-
Response/3GPP-LimitedService-Notif message message in octets.

Type field is set to 254 (decimal) as specified in IETF RFC 3748 [29] clause 5.7 and indicates the
expanded type.

Vendor-Id field is set to the 3GPP Vendor-Id of 10415 (decimal) registered with IANA under the SMI
Private Enterprise Code registry.

Vendor-Type field is set to EAP-3GPP-LimitedService method identifier of 2 (decimal) as specified in
3GPP TS 33.402 [15] annex C.

Message-Id field is set to 3GPP-LimitedService-Notif-1d of 2 (decimal).

Extensions field is an optional field and consists of spare bits.

8.2.11 Void
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Annex A (informative):
Example signalling flows for inter-system change between
3GPP and non-3GPP systems using ANDSF

A.1  Scope of signalling flows

This annex gives examples of signalling flows for mobility between 3GPP and non-3GPP systems. These signalling
flows provide as example detailed information on Network Discovery and Selection aspects involving the use of
ANDSF.

A.2  Signalling flow for inter-system change between
3GPP access network and non-3GPP access
network

Figure A1 below shows an inter-system change procedure between 3GPP access network and non-3GPP access network
using information obtained from ANDSF.

In this example the UE uses DHCP query to obtain the |P address of the ANDSF.
In this example flow, the communication between the UE and ANDSF does not imply use of any specific protocol.

The stepsinvolved in inter-system change between 3GPP access network and non-3GPP access network are as follows.
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3GPP Non-3GPP
UE ANDSF
Access Access
1. UE connected to 3GPP Access
\
2. Inter-System Mobility
Policy pre-provisioned in UE
ANDSF
Discovery
3. ANDSF Discovery
J
4. Inter-System Mobility Policy Update
- Policy Update
5. Evaluate non-3GPP 3\
access networks for HO
6. Access Network Information Request Access
» > Network
Discovery
7. Access Network Information Response
J
8. Turn ON non-3GPP radio )
and check availability of non-
3GPP access network
Network
> Selection
9. Network Selection and HO
Decision
J
10. Inter-system change procedure Inter-system
- > change
Procedure

Figure Al. Procedure for Inter-system change between 3GPP access and non-3GPP using ANDSF

1. Initial connectivity
The UE is connected to 3GPP network. The current applications are supported over the 3GPP access network.

NOTE: The procedure remainsthe sameif the UE isinitially connected to non-3GPP access network and wants
to change to 3GPP access network.
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2. Pre-provisioned palicies

The inter-system mobility policy is pre-provisioned on the UE. Based on pre-provisioned operator policiesthe
UE has preference for different non-3GPP networks such as WLAN, and WiMAX. The UE can select these
access networks when they are available.

3. ANDSF Discovery

ANDSF discovery is performed as described in clause 6.8.2.2.1. The UE can discover ANDSF using DHCP
query options as specified in IETF RFC 6153 [37], where ANDSF may be identified with a specific sub-option
code. Optionally, the home operator can use OMA-DM's bootstrap mechanism as specified in OMA-ERELD-
DM-V1 2[39] to provide ANDSF information and security parameters for application layer authentication.
Transport security is ensured by establishing an https tunnel between the UE and ANDSF,

4. Policy Update based on Network Triggers

Based on network triggers the ANDSF sends an updated inter-system mobility policy to the UE. Theinter-
system mobility policy includes validity conditions, i.e. conditions indicating when the policy is valid. Such
conditions can include time duration, location area, etc.

5. Evaluate which non-3GPP networ ks to discover

The inter-system mobility policies specify the access networks that the UE can select; the UE has both WLAN
and WiMAX radios. In this case, the inter-system mobility policy provided by the operator alows the UE to
select either WLAN or WiMAX networks under all conditions. The UE, taking into account of the UE's local
policy, e.g. user preference settings, access history, obtains information about availability of both WLAN and
WiMAX access networks in its vicinity.

6. Access Network Information Request

The UE sends arequest to ANDSF to get information about available access networks. The UE aso includesits
location information in the request. ANDSF can limit the information sent to UE based on internal settings.

7. Access Network | nfor mation Response

The ANDSF sends a response to the UE which includes the list of available access networks types (in order of
operator preferences), access network identifier and PLMN identifier. In this case the ANDSF responds with
availability of both WLAN and WiMAX network in the vicinity of the UE.

8. Evaluate candidate non-3GPP networks

Based on the received information and UE's local policy, the UE evaluatesiif it is within the coverage area of the
available access networks in the order of preferences. In this case,based on the history and radio quality of
WiMAX, the UE prefers WiMAX over WLAN access type. The UE powers on the WiMAX radio and checks
for the presence of WiMAX network. The UE can listen to WiMAX broadcast messages (uplink/downlink
channel data messages) and determines the presence of WiMAX network. Since the WiMAX network isthe
preferred network and since the UE has verified the presence of WiMAX network, the UE does not check for
presence of WLAN network.

9. Non-3GPP Network Selection

The UE selects the most preferred available access network for inter-system mobility. In this case the UE selects
the WiMAX access network.

10. Inter-system change Procedure

The UE initiates inter-system change procedure to the selected non-3GPP access network. The details of the
inter-system change procedure are described elsewhere, see 3GPP TS 23.402 [6].
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Annex B (informative):
Assignment of Access Network Identities in 3GPP

This annex describes the recommended assignment procedure of Access Network Identities within 3GPP.

B.1 Access Network ldentities

According to 3GPP TS 23.003 [3] the encoding of the Access Network Identity is specified within 3GPP, but the
Access Network Identity definition for each non-3GPP access network is under the responsibility of the corresponding
standardisation organisation respectively.

If a standardisation organisation for a non-3GPP access network determines they need to define a new Access Network
Identity Prefix or additional ANID strings, they can contact the 3GPP TSG-CT WG 1 viaaLiaison Statement and
indicate the specific values of the Access Network Identity Prefixes or the specific values of, or construction principles
for, the additional ANID strings to be specified by 3GPP and give reference to the corresponding specification(s) of the
requesting organisation. 3GPP TSG CT WG 1 will then specify the values for the Access Network Identities by
updating Table 8.1.1.2 in this specification and inform the requesting standardisation organisation.
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Annex C (informative):
Example usage of ANDSF

C.1  Scope of ANDSF Example

This Annex gives an example of organization of ANDSF database and how it can be used to discover access network
information. In this example the UE isin 3GPP network and is trying to discover available WiMAX networks. The
ANDSF database is provided by the 3GPP operator with PLMN = PLMN_3GPP.

C.2  Organization of ANDSF Coverage Map for WiMAX
Network discovery

Table C1 illustrates the organization of ANDSF database for discovering WiMAX and WiFi networks. The ANDSF
database provides the coverage mapping information for WiMAX and WiFi networks based on 3GPP cell identifiers. In
this example the UE_L ocation can be specified either in terms of 3GPP parameters (PLMN + Cell Identifier) or in terms
of geo spatial co-ordinates.

Table C1: ANDSF Database Organization for PLMN = PLMN_3GPP

UE_Location AccessType = WIMAX AccessType = WiFi
- 3GPP (Cellld)
- Other (Geopriv)
Locn_1 NSP-ID=NSP_1: SSID = WiFil, BSSID = BS1
Cell_Id = Cell_1 -NAP_ID = NAP_1 SSID = WiFi2, BSSID = BS2
-NAP_ID = NAP_2
NSP-ID = NSP_2
-NAP_ID = NAP_2
-NAP_ID = NAP_3
Locn_2 NSP-ID = NSP_2 N/A
Cell_Id = Cell 2 -NAP_ID = NAP_3
Locn_3 N/A SSID = WiFil, BSSID = BS3
Cell_Id = Cell 3 SSID = WiFi4, BSSID = BS4
Locn_n NSP-ID = NSP_1 SSID = WiFi6, BSSID = BS5
Cell_Id =Cell_n NAP _ID = NAP_2

For WiMAX network the database provides information about WiMAX NSP and NAP that provide coverage in
respective 3GPP cells. Thus for examplein 3GPP Cell_1, WiMAX Service provider NSP_1 provides service to
WiIMAX radio access providers NAP_1 and NAP-2. Similarly WiMAX Service Provider NSP_2 provides service to
Network access providers NAP-2 and NAP_3 aswell. Similarly in 3GPP Cell_2 WiMAX Network Service Provider
NSP_2 provides service to network Access Provider NAP_3. Further it can be seen that no WiMAX coverageis
available in 3GPP cell Cell_3.

C.3 Parameters in Pull mode

The UE is currently in 3GPP network. The UE sends a query to OMA ANDSF server asfollows:
ANDSF_Query ( UE_Location, AccessNetworkType=WiMAX )
The UE specifies the UE_Location information in terms of current 3GPP Cell Id (e.g. Cell_2)

On receipt of the query message the ANDSF looks up the UE_Location (Cell_2) in the ANDSF database and searches
for a prospective WiMAX entry. In this case the ANDSF retrieves WiMAX Service provider identifier (NSP-ID)
NSP_2 and WiMAX Network Access Provider Identifier (NAP-ID) NAP_3. The ANDSF retrieves the network
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parameters for this combination. The ANDSF fills these parametersin the WNDS MO and sends the information back
to the UE.

ANDSF_Response ( UE_L ocation, AccessNetworklnformationRef MO=WIMAXNDYS).
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Annex D (informative):
Mismatch of static configuration of mobility mechanism in
the UE and in the network

This annex describes the possible cases of mismatch between the statically configured mobility mechanismsin the UE
and in the EPC as shown in table D1. Additionally the table shows whether the UE would be able to access EPC
services as a conseguence of the mismatch.

ETSI



3GPP TS 24.302 version 18.6.0 Release 18

154

ETSI TS 124 302 V18.6.0 (2024-07)

Table D1: Mismatch of static configuration of mobility mechanism in the UE and in the network

NBM configured in the network DSMIPv6 configured in the MIPv4 configured in the
network network
NBM No mismatch Mismatch. The UE is not able to [Mismatch. The UE is not
configured access EPC services because |able to access EPC services
in the UE the UE configures a local IP because the UE does not
address and there is no support communication with
connectivity to the PGW in the |the Foreign Agent in the
EPC. Depending on operator's  |trusted non-3GPP IP access
policy and roaming agreements, |network.
local IP access services (e.g.
Internet access) can be
provided in the non-3GPP
network using the local IP
address. However, such local IP
access services, where the user
traffic does not traverse the
EPC, are not described in this
specification.
DSMIPv6 |Mismatch. The UE can be able to No mismatch Mismatch. The UE is not
configured |access EPC services. After attach to able to access EPC services
in the UE [the non-3GPP network, the UE is on because the UE does not
the home link and configures an IP support communication with
address based on the HNP, however the Foreign Agent in the
in some cases the UE cannot detect trusted non-3GPP IP access
the home link. Since the UE is network.
configured with DSMIPv6, the UE
would initiate a DSMIPv6
bootstrapping:
- If the network offers a HA function to
the UE and if the bootstrapping is
successful, the UE detects that it is
attached to the home link. Depending
of the UE capabilities and the network
configuration, the UE can access
EPC via the S2a or S2b, but session
continuity is not supported.
- If the network does not offer a HA
function or if the bootstrapping to the
HA is not successful, the UE is not
able to receive its Home Network
Prefix and hence the UE cannot
detect that it is on the home link. If no
APN bound to the configured IP
address was received and the access
network does not support APN
delivery, the UE would not recognize
the mismatch and cannot access
EPC services. If the access network
supports APN delivery and the
configured IP address is bound to an
APN, the UE can access EPC
services.
MIPv4 Mismatch. The UE is not able to Mismatch. The UE is not able to |No mismatch
configured |access EPC services because no access EPC services because
in the UE |Foreign Agent functionality is no Foreign Agent functionality is
supported in the non-3GPP access supported in the non-3GPP
network. access network.

ETSI




3GPP TS 24.302 version 18.6.0 Release 18 155 ETSI TS 124 302 V18.6.0 (2024-07)

Annex E (informative):
UE procedures based on preconfigured and received
information

The flow diagramsin figure E-1 and figure E-2 show examples of the procedures that the UE can follow in order to
establish aPDN connection based on information available to the UE about the authentication method, received or pre-
configured access network trust relationship information or received or preconfigured |P mobility mode selection
information.

The following symbols are used:

AN_TRUST trust relationship between the non-3GPP access network and the 3GPP EPC, considered to be
applicable by the UE
IPMM IP mobility mode, considered applicable by the UE

Initialy, at the entry to flow chart the UE has established contact with the non-3GPP access network, but the UE does
not know whether it isin atrusted or untrusted non-3GPP | P access access network.
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L2 attach (access specific),

Access authentication (optional)

Was
EAP-AKA’ or AKA

Trusted

Preconfigured info
for AN_TRUST?

executed?

Not received

atall #hich AT TRUST_IND

Trusted

AN_TRUST= TRUSTED,
Only DSMIPv6 can be
used

received?
Untrusted
No precon-
figuration Trusted
Preconfigured info
for AN_TRUST?
AN_TRUST=
Untrusted TRUSTED
No precon-
fooration AT_IPMS_RES No
Received?
Yes
Untrusted
Yes reconfigure
IP mobility mode
N TRUSTS available?
UNTRUSTED No
NBM
_DSMIPvS IPMM=?
@ MIPv4
MIF_’v4 M'Vl IPv6 HNP/ IPv4 HoA
registration = as received via
(see TS 24.304) access specific
M signaling
SMIPv6 bootstrapping

performed?

No

DSMIPv6
bootstrapping

]

Create DSMIPv6 binding
to HA
(see TS 24.303)
\

PDN connection
set up completed

Figure E-1. Procedures to be followed by the UE depending on received and preconfigured

information - part 1
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ePDG discovery.
Tunnel establishment

to ePDG
AT_IPMS_RES N
Received?
Yes Preconfigured No

IP mobility mode
available?

N
IPMM=DSMIPVv6?
NBM used

Pv6 HNP/ IPv4 HoA
= IPv6/IPv4
address(es) in
CFG_REPLY

PDN connection
set up completed

Figure E-2. Procedures to be followed by the UE depending on received and preconfigured
information - part 2
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Annex F (Normative):
Access to EPC via restrictive non-3GPP access network

F.1 General

This annex specifies protocol for access to EPC viarestrictive non-3GPP access network.

The procedures are specified for UE and ePDG. The UE may support the procedures for access to EPC viarestrictive
non-3GPP access hetwork. The ePDG may support the procedures for access to EPC via restrictive non-3GPP access
network.

F.2  UE - EPC network protocols

F.2.1 General

In order to access to EPC viarestrictive non-3GPP access network, the UE and the ePDG shall establish a firewall
traversal tunnel (FTT) using the UE requested FTT establishment procedure according to clause F.2.2. Oncethe FTT is
established, the UE shall initiate establishment of an IPSec tunnel viaan IKEv2 protocol exchange according to

IETF RFC 7296 [28].

The UE and the ePDG shall construct the IKEv2 messages according to clause 7 and according to clause F.2.3.

The UE and the ePDG shall send the IKEv2 messages using the IKEv2 message transport procedure according to
clause F.2.2.3.

The UE and the ePDG shall send the encapsulating security payloads using the encapsul ating security payload transport
procedure according to clause F.2.2.4.

If the UE has not sent a message over the FTT inthelast FTT KAT seconds, the UE shall perform the UE requested
keep-alive procedure according to clause F.2.2.5.

When all IKEv2 security associations are closed, the UE shall perform the UE requested FTT release procedure
according to clause F.2.2.6.

When all IKEV2 security associations are closed, the network can perform the network requested FTT release procedure
according to clause F.2.2.7.

F.2.2 FTT protocol

F.2.2.1 General

The FTT protocol consists of the UE requested FTT establishment procedure, the IKEv2 message transport procedure,
the encapsulating security payload transport procedure, the UE requested keep-alive procedure, the UE requested FTT
release procedure and the network requested FTT release procedure.

F.2.2.2 UE requested FTT establishment procedure

F2221 General

The purpose of the UE requested FTT establishment procedure is to establish an FTT between the UE and the ePDG.

F.2.2.2.2 UE requested FTT establishment procedure initiation

If the UE is not configured with an HTTP proxy address, the UE shall follow the proceduresin clause F.2.2.2.3.
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If the UE is configured with an HTTP proxy address, the UE shall follow the proceduresin clause F.2.2.2.4.

NOTE: UE configuration of an HTTP proxy addressis out of scope of 3GPP.

F.2.2.2.3 UE requested FTT establishment procedure initiation via restrictive non-
3GPP access network type |

In order to establish an FTT, the UE shall establish a TCP connection to the ePDG address and destination port 443.

If the TCP connection establishment is successful, the UE shall establish a TLS connection over the TCP connection
according to the TLS profile specified in 3GPP TS 33.310 [65] annex E. If the ePDG addressisa FQDN, the UE shall
include a TLS extension of type "server_name" inthe TLS client hello message according to the TLS profile specified
in 3GPP TS 33.310 [65] annex E.

The ePDG shall handle the TCP connection setup and shall handle the TLS connection establishment according to the
TLS profile specified in 3GPP TS 33.310 [65] annex E.

F.2.2.24 UE requested FTT establishment procedure initiation via restrictive non-
3GPP access network type Il

If the UE is configured with HTTP proxy address, in order to establish an FTT, the UE shall send HTTP CONNECT
request to the HTTP proxy address according to IETF RFC 2817 [53]. The UE shall populate Request-URI of the HTTP
CONNECT request with the ePDG address and port 443.

Upon receiving HTTP 2xx response to HTTP CONNECT request, the UE shall establish TLS connection according to
the TLS profile specified in 3GPP TS 33.310 [65] annex E over the TCP connection used for the HTTP CONNECT
request transport. If the ePDG addressis a FQDN, the UE shall include a TLS extension of type "server_name" in the
TLSclient hello message according to the TL'S profile specified in 3GPP TS 33.310 [65] annex E.

The ePDG shall handle the TCP connection setup and the TL'S connection establishment according to the TLS profile
specified in 3GPP TS 33.310 [65] annex E.
F.2.2.2.5 UE requested FTT establishment procedure accepted by the network

When TLS Finished message is sent over the TCP connection according to the TLS profile specified in
3GPP TS 33.310 [65] annex E, the ePDG shall use the connection asthe FTT.

When valid TLS Finished message is received over the TCP connection, the UE shall use the connection asthe FTT.
F.2.2.3 |IKEv2 message transport procedure

F.2.23.1 General

The purpose of the IKEv2 message transport procedure is to transport an IKEv2 message over an FTT.

F.2.2.3.2 IKEv2 message transport procedure initiation

In order to send an IKEv2 message, the UE or the ePDG shall create an IKEv2 envelope as described in clause F.3.2.2,
shall populate the Non-ESP marker field with zero value and shall populate the IKEv2 message field of the IKEv2
envel ope with the IKEv2 message.

The UE shall send the IKEv2 envelope as TLS application data according to the TLS profile specified in
3GPP TS 33.310 [65] annex E:

- if the IKEv2 messageisan IKEv2 request, over an FTT of the UE; and

- if the IKEv2 messageis an IKEv2 response of an IKEv2 request, over the FTT over which the IKEv2 request
was received.

The ePDG shall send the IKEv2 envelope as TL'S application data according to the TLS profile specified in
3GPP TS 33.310 [65] annex E:
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- if the IKEv2 messageisan IKEv2 request of an IKEv2 security association, over the FTT associated with the
IKEv2 security association; and

- if the IKEv2 message is an IKEvV2 response of an IKEV2 request, over the FTT over which the IKEV2 request
was received.

F.2.2.3.3 IKEv2 message transport procedure accepted

Upon receiving the IKEv2 envelope as TLS application data over the FTT, the ePDG or the UE shall extract the IKEv2
message from the IKEv2 envel ope as described in clause F.3.2.2 and shall handle it according to IETF RFC 7296 [28].
If the IKEV2 messageisavalidated IKEv2 packet, the ePDG shall associate the FTT with the IKEvV2 security
association of the validated packet (replacing any FTT previously associated with the IKEv2 security association).

F.2.2.4 Encapsulating security payload transport procedure

F224.1 General

The purpose of the encapsulating security payload transport procedure is to transport an encapsulating security payload
overan FTT.

F.2.2.4.2 Encapsulating security payload transport initiation

In order to send an encapsulating security payload, the UE or the ePDG shall create a ESP envelope as described in
clause F.3.2.3 and shall populate the ESP message field of the ESP envel ope with the encapsulating security payload.

The UE shall send the ESP envelope as TLS application data according to the TLS profile specified in
3GPP TS 33.310 [65] annex E over an FTT of the UE.

The ePDG shall send the ESP envelope as TL S application data according to the TLS profile specified in
3GPP TS 33.310 [65] annex E over the FTT associated with the IKEv2 security association which established the child
security association of the encapsulating security payload.

F.2.2.4.3 Encapsulating security payload transport accepted

Upon receiving the ESP envelope over the FTT, the ePDG or the UE shall extract the encapsulating security payload
from the ESP envel ope as described in clause F.3.2.3 and shall handle it according to IETF RFC 4303 [32].

F.2.2.5 UE requested keep-alive procedure

F225.1 General

The purpose of the UE requested keep-alive procedure isto refresh binding in firewall (possibly including NAT)
deployed between the restrictive non-3GPP access network and the EPC.

F.2.25.2 UE requested keep-alive procedure initiation
In order to send a keep-alive, the UE shall create a keep-alive envelope as described in clause F.3.2.4.

The UE shall send the keep-alive envelope as TL S application data according to the TLS profile specified in
3GPP TS 33.310 [65] annex E over an FTT of the UE.

F.2.25.3 UE requested keep-alive procedure accepted by the network

The ePDG shall discard any keep-alive envelope received over the FTT.
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F.2.2.6 UE requested FTT release procedure

F.2.26.1 General

The purpose of the UE requested FTT release procedureisto release an FTT when all IKEv2 security associations are
closed.

F.2.2.6.2 UE requested FTT release procedure initiation

In order to release the FTT, the UE shall send TLS close_notify alert according to the TLS profile specified in
3GPP TS 33.310[65] annex E.

F.2.2.6.3 UE requested FTT release procedure accepted by the network

The ePDG shall handle the TLS close_notify alert according to the TLS profile specified in 3GPP TS 33.310 [65]
annex E.

F.2.2.7 Network requested FTT release procedure

F.2.27.1 General

The purpose of the network requested FTT release procedureisto release an FTT when all IKEv2 security associations
are closed.

F.2.2.7.2 Network requested FTT release procedure initiation

In order torelease the FTT, the ePDG shall send TLS close _notify alert according to the TLS profile specified in

3GPP TS 33.310[r33310] annex E.

F.2.2.7.3 Network requested FTT release procedure accepted by the UE

The UE shall handle the TLS close notify alert according to the TLS profile specified in 3GPP TS 33.310 [65] annex E.

F.2.3 Additional IKEv2 procedures when FTT is used

F.2.3.1 FTT KAT negotiation during tunnel establishment

The UE shadll include the FTT_KAT configuration attribute according to clause F.3.3.1 in the IKEv2 CFG_REQUEST
configuration payload of the IKE_AUTH request message sent viaFTT.

If the FTT_KAT configuration attribute isincluded in the IKEv2 CFG_REQUEST configuration payload, ePDG shall
include the FTT_KAT configuration attribute according to clause F.3.3.1 in the IKEv2 CFG_REPLY configuration
payload.

If the FTT_KAT configuration attribute is not included in the IKEv2 CFG_REPLY configuration payload, the UE shall
determine the firewall traversal tunnel keep-alivetime (FTT KAT) as arandom number uniformly distributed between
lower bound and higher bound. The default value for lower bound is 672 seconds and the default value for higher bound
is 840 seconds.

If the FTT_KAT configuration attribute isincluded in the IKEv2 CFG_REPLY configuration payload, the UE shall set
the FTT KAT to the value of the Keep-alive time field of the FTT_KAT configuration attribute.
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F.3 PDUs and parameters specific to the present annex
F.3.1 Void

F.3.2 Message types of FTT messages

F.3.2.1 Generic FTT envelope

Generic FTT envelope is coded according to figure F.3.2.1-1 and table F.3.2.1-1.

7 6 5 4 3 2 1 0
octet 1
Length octet 2
octet 3
Payload octetn

Figure F.3.2.1-1: Generic FTT envelope

Table F.3.2.1-1: Generic FTT envelope

Length field is in the octet 1 and the octet 2. The Length field indicates the length of the generic FTT
envelope in octets.

Payload field is in octets starting from octet 3 and its value depends on the message type.

F.3.2.2 IKEvV2 envelope

IKEv2 envelope is coded according to figure F.3.2.2-1 and table F.3.2.2-1.

7 6 5 4 3 2 1 0
octet 1
Length octet 2
octet 3
Non-ESP marker octet 6
octet 7
IKEv2 message octetn

Figure F.3.2.2-1: IKEv2 envelope

Table F.3.2.2-1: IKEv2 envelope

Length field is described in clause F.3.2.1. The Length field value is bigger than 6.

Non-ESP marker field is in the octet 3, the octet 4, the octet 5 and the octet 6. The Non-ESP marker
field value is zero.

IKEv2 message field is in octets starting from octet 7. The IKEv2 message contains the IKEv2
message as defined in IETF RFC 7296 [28], section 3.1 in format as for transmission from UDP port
500.

F.3.2.3 ESP envelope

ESP envelope is coded according to figure F.3.2.3-1 and table F.3.2.3-1.
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7 6 5 4 3 2 1 0
octet 1
Length octet 2
octet 3
ESP message octetn

Figure F.3.2.3-1: ESP envelope

Table F.3.2.3-1: ESP envelope

Length field is described in clause F.3.2.1. The Length field value is bigger than 6.

ESP message field is in octets starting from octet 3. The ESP message contains the encapsulating
security payload as defined in IETF RFC 4303 [32], section 2. The SPI field in the ESP header is not
a zero value.

F.3.2.4 Keep-alive envelope

Keep-aive envelope is coded according to figure F.3.2.4-1 and table F.3.2.4-1.

7 6 5 4 3 2 1 0
octet 1
Length octet 2
octet 3
Keep-alive payload

Figure F.3.2.4-1: keep-alive envelope

Table F.3.2.4-1: keep-alive envelope

Length field is described in clause F.3.2.1. The Length field value is 3.

Keep-alive payload field is in octet 3. The Keep-alive payload field value is 255.

F.3.3 IKEVZ2 configuration attributes

F.3.3.1 FTT_KAT configuration attribute

The FTT_KAT configuration attribute is coded according to figure F.3.3.1-1 and table F.3.3.1- 1.

Bits
7 6 5 4 3 2 1 0 Octets
| Attribute type 1
Attribute type 2
Length 3-4
Keep alive time 5-6

Figure F.3.3.1-1: FTT_KAT configuration attribute

ETSI



3GPP TS 24.302 version 18.6.0 Release 18 164 ETSI TS 124 302 V18.6.0 (2024-07)

Table F.3.3.1-1: FTT_KAT configuration attribute

R field is defined in IETF RFC 7296 [28].
Attribute type field has value 22.
Length field is defined in IETF RFC 7296 [28].

When FTT_KAT configuration attribute is included in the CFG_REQUEST configuration payload of
IKEV2 security association, packets of which are transported via FTT, the Keep-alive time field
indicates preferred maximum time in seconds between two envelopes (any of those described in
clause F.3.2) sent via FTT. When FTT_KAT configuration attribute is included in the CFG_REPLY
configuration payload of IKEv2 security association, packets of which are transported via FTT, the
Keep-alive time field indicates actual maximum time in seconds between two envelopes (any of those
described in clause F.3.2) sent via FTT.
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Annex G (Informative):
IANA registrations

G.1 General

This annex contains information needed for registrations with IANA.

G.2 EAP-AKA attributes

G.2.1 General

This clause contains information needed for registrations of EAP-AKA attributes with IANA.

G.2.2 AT_TWAN_CONN_MODE EAP-AKA attribute

In order to register the AT_TWAN_CONN_MODE attribute, the following information will be inserted in form at
http://www.iana.org/cgi-bin/assignments.pl:

Contact name:
<MCC Name>
Contact Email:
<MCC email>
What type of assignment/registration are you requesting?

New item in the "Attribute Types (Skippable Attributes 128-255)" of the "EAP-AKA and EAP-SIM Parameters' as
shown at http://www.iana.org/assignments/eaps maka-numbers/eaps maka-numbers.xml#eaps maka-numbers-3 and as
specified in RFC 4187.

Which registry are you requesting this assignment/registration be made in?

The "Attribute Types (Skippable Attributes 128-255)" of the "EAP-AKA and EAP-SIM Parameters' as shown at
http://www.iana.org/assignments/eapsi maka-numbers/eaps maka-numbers.xml#eapsimaka-numbers-3 and as specified
in RFC 4187.

If possible, please give abrief description of why you need this assignment/registration:
Further information needs to be provided during authentication using EAP-AKA'.

Additional Information. Please include areference to the specification or RFC (if available) that defines this number or
name space:

RFC 4187 defines the registry for the "Attribute Types (Skippable Attributes 128-255)" of the "EAP-AKA and EAP-
SIM Parameters'.

The following attribute is requested to be registered:
- numbering space: EAP-AKA and EAP-SIM Parameters, Attribute Types (Skippable Attributes 128-255)

attribute description: AT_TWAN_CONN_MODE

- reference to specification where the attribute is described: http://www.3gpp.org/ftp/Specs/html-info/24302.htm

attribute type: (number to be assigned by IANA)
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G.2.3 AT_DEVICE_IDENTITY EAP-AKA attribute

In order to register the AT_DEVICE_IDENTITY attribute, the following information will be inserted in form at
http://www.iana.org/cgi-bin/assignments.pl:

Contact name:
<MCC Name>
Contact Email:
<MCC email>
What type of assignment/registration are you requesting?

New item in the "Attribute Types (Skippable Attributes 128-255)" of the "EAP-AKA and EAP-SIM Parameters' as
shown at http://www.iana.org/assignments/eaps maka-numbers/eaps maka-numbers.xml#eaps maka-numbers-3 and as
specified in RFC 4187.

Which registry are you requesting this assignment/registration be made in?

The "Attribute Types (Skippable Attributes 128-255)" of the "EAP-AKA and EAP-SIM Parameters" as shown at
http://www.iana.org/assignments/eapsi maka-numbers/eaps maka-numbers.xml#eapsimaka-numbers-3 and as specified
in RFC 4187.

If possible, please give abrief description of why you need this assignment/registration:
Further information needs to be provided during authentication using EAP-AKA'.

Additional Information. Please include areference to the specification or RFC (if available) that defines this number or
name space:

RFC 4187 defines the registry for the "Attribute Types (Skippable Attributes 128-255)" of the "EAP-AKA and EAP-
SIM Parameters'.

The following attribute is requested to be registered:
- numbering space: EAP-AKA and EAP-SIM Parameters, Attribute Types (Skippable Attributes 128-255)

attribute description: AT_DEVICE_IDENTITY

- reference to specification where the attribute is described: http://www.3gpp.org/ftp/Specs/html-info/24302.htm

attribute type: (number to be assigned by IANA)

G.24 Void
G.3 IKEV2 configuration attributes

G.3.1 General

This clause contains information needed for registrations of IKEv2 configuration attributes with IANA.

G.3.2 TIMEOUT PERIOD FOR_LIVENESS CHECK attribute

In order to register the TIMEOUT_PERIOD_FOR_LIVENESS CHECK IKEv2 attribute, the following information
will beinserted in form at http://www.iana.org/cgi-bin/assignments.pl:

Contact name:

<MCC Name>
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Contact Email:
<MCC email>
What type of assignment/registration are you requesting?

New item in the "IKEv2 Configuration Payload Attribute Types' of the "Internet Key Exchange Version 2 (IKEv2)
Parameters" as shown at http://www.iana.org/assignments/ikev2-parametersikev2-parameters.xhtmi#ikev2-parameters-
21 and as specified in IETF RFC 4306 [70A] and updated by IETF RFC 7296 [28].

Which registry are you requesting this assignment/registration be made in?

The "IKEv2 Configuration Payload Attribute Types' of the "Internet Key Exchange Version 2 (IKEv2) Parameters' as
shown at http://www.iana.org/assignments/ikev2-parameters/ikev2-parameters.xhtmi#ikev2-parameters-21 and as
specified in IETF RFC 4306 [70A] and updated by |ETF RFC 7296 [28].

If possible, please give abrief description of why you need this assignment/registration:
This IKEv2 attribute is used to provide configuration for performing the liveness checks.

Additional Information. Please include a reference to the specification or RFC (if available) that defines this number or
name space:

IETF RFC 4306 [70A] defines the registry for the "IKEv2 Configuration Payload Attribute Types'.
IETF RFC 7296 [28] refersto IETF RFC 4306 for the definition of the registry.

The following attribute is requested to be registered:
- value: (number to be assigned by IANA)
- attribute type: TIMEOUT_PERIOD_FOR_LIVENESS CHECK
- multi-valued: no
- length: 4 octets

- reference: http://www.3gpp.org/ftp/Specs/html-info/24302.htm

ETSI



3GPP TS 24.302 version 18.6.0 Release 18 168 ETSI TS 124 302 V18.6.0 (2024-07)

Annex H (normative):
Definition of generic container for ANQP payload

H.1 General

This clause describes the structure and contents of the generic container used as the payload in the 3GPP Cellular
Network ANQP-element specified in IEEE Std 802.11 [57].

H.2 General structure

H.2.1 Structure

The general structure of the generic container is shownin figure H.2.1-1.

7 6 5 4 3 2 1 0
GUD octet 1
UDHL octet 2
IEl1 octet 3
Length of contents of IE 1 octet 4
Contents of IE 1
octeti
IEI 2 octet i+1*
Length of contents of IE 2 octet i+2
Contents of IE 2
octet |
octet [+1*
octetm
IEl g octet m+1*
Length of contents of IE g octet m+2
Contents of IE q
octetn

Figure H.2.1-1 — Structure of IEEE Std 802.11 Generic Container

H.2.2 Generic container User Data (GUD)
Indicates the protocol version of the generic container
00000000 Version 1
00000001
To
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11111111 Reserved

H.2.3 User Data Header Length (UDHL)

Indicates the number of octets in the generic container after the UDHL. Thisindication is encoded in binary format.

H.2.4 Information Elements

H.2.4.1 Information Element Identity (IEI)
Indicates the information element identity. The following values for | El are defined in this version of the specification:
00000000 PLMN List
00000001 PLMN List with S2a connectivity
00000010 PLMN List with trusted 5G connectivity
00000011 PLMN List with trusted 5G connectivity-without-NAS
00000100 PLMN List with AAA connectivity to 5GC
00000101
To
00011111 Reserved
00100000 SNPN List with trusted 5G connectivity
00100001 SNPN List with AAA connectivity to 5GC
00100010 SNPN List with trusted 5G connectivity-without-NAS
00100011
To
11111111 Reserved

H.2.4.2 PLMN List IE

The PLMN List information element is used by aWLAN to indicate the PLMNSs, for which the WLAN supports AAA
connectivity to EPC, see clause 6.3.12.1 in 3GPP TS 23.501 [6A]. The format of the PLMN List information element
coded according to 3GPP TS 24.007 [48] clause 11.2.2.1 isshown in figure H.2.4.2-1.

7 6 5 4 3 2 1 0
PLMN List IEI octet 1
Length of PLMN List value contents octet 2
PLMN List octet 3

octet 3AN+3

Figure H.2.4.2-1: PLMN List information element
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6 5 4 3 2 1 0
Number of PLMNs octet 3
PLMN information, PLMN 1 octet 4
octet 5
octet 6
PLMN information, PLMN N octet 3N+1
octet 3N+2
octet 3N+3

Figure H.2.4.2-1a: PLMN List

The "Number of PLMNS" (octet 3) contains the number of PLMN information itemsin the list. Bit 7 of octet 3 isthe
most significant bit and bit O of octet 3 the least significant bit.

The format of the PLMN information item according to 3GPP TS 24.007 [48] clause 112.2.1 is shown in figure H.2.4.2-
2

7 6 5 4 3 2 1 0
MCC digit 2 MCC digit 1 octet X
MNC digit 3 MCC digit 3 octet X+1
MNC digit 2 MNC digit 1 octet X+2

Figure H.2.4.2-2: PLMN information item of the PLMN List
Table H.2.4.2-1 shows the coding of the MCC and MNC in the PLMN information item.

Table H.2.4.2-1: PLMN information item of PLMN List

MCC, Mobile country code (octet X, octet X+1 hits 1 to 4)
The MCC field is coded as in ITU-T Rec. E212 [63], Annex A.

MNC, Mobile network code (octet X+2, octet X+1 bits 5 to 8).

The coding of this field is the responsibility of each administration but BCD coding shall
be used. The MNC shall consist of 2 or 3 digits. For PCS 1900 for North America,
Federal Regulation mandates that a 3-digit MNC shall be used. However a network
operator may decide to use only two digits in the MNC over the radio interface. In this
case, bits 5 to 8 of octet X+1 shall be coded as "1111". Mobile equipment shall accept
MNC coded in such a way.

H.2.4.3 PLMN List with S2a connectivity IE

The PLMN List with S2a connectivity information element is used by the WLAN to indicate the PLMNSs to which the
WLAN provides S2a connectivity.

The format of the PLMN List with S2a connectivity information element is shown in Figure H.2.4.3-1.

7 6 5 4 3 2 1 0
PLMN List with S2a connectivity IEI octet 1
Length of PLMN List with S2a connectivity value contents octet 2
octet 3
PLMN List
octet 3N+3

Figure H.2.4.3-1: PLMN List with S2a connectivity information element

The format of the PLMN List isidentical to the format of the PLMN List defined in figure H.2.4.2-1a.

H.2.4.4 PLMN List with trusted 5G connectivity IE

The PLMN List with trusted 5G connectivity information element is used by the WLAN to indicate the PLMNs for
which the WLAN provides connectivity to a 5GCN, using trusted non-3GPP access.

The format of the PLMN List with trusted 5G connectivity information element is shown in Figure H.2.4.4-1.
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7 6 5 4 3 2 1 0
PLMN List with trusted 5G connectivity IEI octet 1
Length of PLMN List with trusted 5G connectivity value contents octet 2
octet 3
PLMN List
octet 3N+3

Figure H.2.4.4-1: PLMN List with trusted 5G connectivity information element

The format of the PLMN List isidentical to the format of the PLMN List defined in figure H.2.4.2-1a.

H.2.4.5 PLMN List with trusted 5G connectivity-without-NAS IE

The PLMN List with trusted 5G connectivity-without-NAS information element is used by the WLAN to indicate the
PLMNSs for which the WLAN provides connectivity to a 5GCN, for devices without NAS capability, using trusted non-
3GPP access.

The format of the PLMN List with trusted 5G connectivity-without-NAS information element is shown in
FigureH.2.4.5-1.

7 6 5 4 3 2 1 0
PLMN List with trusted 5G connectivity-without-NAS |EI octet 1
Length of PLMN List with trusted 5G connectivity-without-NAS value contents | octet 2
octet 3
PLMN List
octet 3N+3

Figure H.2.4.5-1: PLMN List with trusted 5G connectivity-without-NAS information element

The format of the PLMN List isidentical to the format of the PLMN List defined in figure H.2.4.2-1a

H.2.4.6 PLMN List with AAA connectivity to 5GC IE

The PLMN List with AAA connectivity to 5GC information element is used by the WLAN to indicate the PLMNS,
which support 5G NSWO as specified in annex S of 3GPP TS 33.501 [78], for a UE served by the WLAN.

The format of the PLMN List with AAA connectivity to 5GC information element is shown in Figure H.2.4.6-1.

7 6 5 4 3 2 1 0
PLMN List with AAA connectivity to 5GC IEI octet 1
Length of PLMN List with AAA connectivity value contents octet 2
octet 3
PLMN List
octet 3N+3

Figure H.2.4.6-1: PLMN List with AAA connectivity to 5GC information element

The format of the PLMN List isidentical to the format of the PLMN List information element defined in figure H.2.4.2-
la

H.2.4.7 SNPN List with trusted 5G Connectivity IE

The SNPN List with trusted 5G Connectivity information element is used by the network to indicate the SNPNs that can
be selected from the WLAN. The SNPN List with trusted 5G Connectivity information element optionally includes per
SNPN access information, per SNPN supported GINs, per SNPN human-readable network name, and a GIN list. The
SNPN List with trusted 5G Connectivity information element is type 6 information element of format TLV-E according
to 3GPP TS 24.007 [48] and is coded as shown in figure H.2.4.7-1, figure H.2.4.7-2, figure H.2.4.7-3, figure H.2.4.7-4,
figure H.2.4.7-5, figure H.2.4.7-6, figure H.2.4.7-7, figure H.2.4.7-8, figure H.2.4.7-9, figure H.2.4.7-10 and table
H.2.4.7-1.
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7 6 5 4 3 2 1 0

SNPN List with trusted 5G Connectivity IEI

Length of SNPN List with trusted 5G Connectivity value contents

SNPN information List

GIN list
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octet 1
octet 2
octet 3
octet 4
octetd
octet d+1*
octet Z*

Figure H.2.4.7-1: SNPN List with trusted 5G Connectivity information element

Length of SNPN information list octet 4
octet 5
SNPN information entry 1 octet 6
octet b
octet b+1*
octet c-1*
SNPN information entry N octet c*
octet d*
Figure H.2.4.7-2: SNPN information List
Length of SNPN information entry octet 6
octet 7
SNPN identity octet 8
octet 16
SNPN access information octet 17*
octet 18*
Supported GINs octet 19*
octet a*
Human-readable network name octet a+1*
octet b*
Figure H.2.4.7-3: SNPN information entry
7 6 5 4 3 2 1 0
MCC digit 2 MCC digit 1 octet 8
MNC digit 3 MCC digit 3 octet 9
MNC digit 2 MNC digit 1 octet 10
octet 11
NID
octet 16
Figure H.2.4.7-4: SNPN identity
7 6 5 4 3 2 1 0
Length of SNPN access information octet 17
Spare | Spare | Spare | Spare | Spare OB CHW CH octet 18
C
Figure H.2.4.7-5: SNPN access information
7 6 5 4 3 2 1 0
Length of Supported GINs value octet 19
G | e | 66 | 66 [ 6@ [ 6@ [ 6@ [ 6@) | octet20*
. octet 21*
octet a-1*
Gn) | 6n-1) | 6n-2) | G(n-3) | G(n-4) | G(n-5 | G(n-6) | G(n-7) | octeta*

Figure H.2.4.7-6: Supported GINs
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Length of Human-readable network name octet a+1
Human-readable network name value octet a+2*
octet b*
Figure H.2.4.7-6a: HRNN
Length of GIN list octet d+1
octet d+2
GIN information entry 1 octet d+3
octete
octet e+1*
octet f-1*
GIN information entry N octet f*
octet Z*
Figure H.2.4.7-7: GIN list
6 5 4 3 2 1 0
Length of GIN information entry octet d+3
octet d+4
MCC digit 2 MCC digit 1 octet d+5
MNC digit 3 MCC digit 3 octet d+6
MNC digit 2 MNC digit 1 octet d+7
NID list octet d+8
octete
Figure H.2.4.7-8: GIN information entry
Length of NID list octet d+8
octet d+9
NID identity 1 octet d+10
octet d+15
octet d+16*
octet e-1*
NID identity N octet e*
octet e+5*
Figure H.2.4.7-9: NID list
7 6 5 4 3 2 1 0
octet d+10
NID
octet d+15

Figure H.2.4.7-10: NID identity
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Table H.2.4.7-1: SNPN List with trusted 5G Connectivity information element

SNPN List with trusted 5G Connectivity information element (octets 1 to Z)
SNPN identity (octets 8 to 16)

MCC (octet 8, octet 9 bits 0 to 3) or (octet d+5, octet d+6 bits O to 3)
The MCC (Mobile country code) field is coded as in ITU-T Recommendation E.212 [63],
Annex A

MNC (octet 10, octet 9 bits 4 to 7) or (octet d+7, octet d+6 bits 4 to 7).

The coding of the MNC (Mobile network code) field is the responsibility of each
administration but BCD coding shall be used. The MNC shall consist of 2 or 3 digits. If a
network operator decides to use only two digits in the MNC, bits 4 to 7 of octet 9 or octet
d+6 shall be coded as "1111".

NID (octet 11 to octet 16) or (octet d+10 to octet d+15)
NID field is coded as the NID field of NID IE as specified in figure 9.2.7-2 and table 9.2.7-
2 of 3GPP TS 24.502 [77] starting with the octet 3 and ending with the octet 8.

SNPN access information (octets 17 to 18)

CH (octet 18 bit 0)

This bit indicates whether the SNPN supports access using credentials from a credentials
holder.

0 access using credentials from a credentials holder supported.

1 access using credentials from a credentials holder not supported.

CHWC (octet 18 bit 1)

This bit indicates whether the SNPN allows registration attempts with credentials from a
credentials holder from UEs that are not explicitly configured to select the SNPN.

0 registration attempts from UEs without configuration to select the SNPN not allowed.
1 registration attempts from UEs without configuration to select the SNPN allowed.

OB (octet 18 bit 2)

This bit indicates whether the SNPN allows onboarding.
0 onboarding is not allowed.

1 onboarding is allowed.

octet 18 bits 3 to 7 are spare.

Supported GINs value (octets 19 to b)

G(1) to G(n) is a bitmap indicating whether the SNPN identity in the SNPN information
entry supports a corresponding GIN in the GIN list. G(1) bit corresponds to GIN index
value one in the GIN list, G(2) corresponds to GIN index value two in the GIN list and so
on. A bit set to 1 indicates that the GIN is supported by the SNPN and a bit set to 0
indicates that the GIN is not supported by the SNPN. The length of the Supported GINs
value field in octets is the ceiling of the number of GINs in the GIN list divided by 8. The
filling bits, if any, are set to 0.

Human-readable network name value (octets a+2 to b)

Human-readable network name value contains a Human-readable network name
encoded in UTF-8 format with variable number of bytes per character as specified in
3GPP TS 23.003 [3] clause 4.11.

GIN list (octets d+1 to Z)

The GIN list contains one or more GIN information entries. Each GIN information entry
contains either one GIN, which is identified by a PLMN ID (MCC, MNC) and a single NID
(NID list with a single NID entry), or multiple GINs that share the same PLMN ID with
each GIN identified by the shared PLMN ID and a NID entry in the NID list. The GIN
index m is defined as d1+d2+...+d(n-1)+i for the GIN included in the n-th entry of the GIN
list and the i-th entry of its corresponding GIN information entry, where d(k) is the number
of GIN index values used in the k-th GIN information entry.
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H.2.4.8 SNPN List with AAA connectivity to 5GC IE

The SNPN List with AAA connectivity to 5GC information element is used by the WLAN to indicate the SNPNs that
can provide UE authentication for 5G NSWO as specified in annex S of 3GPP TS 33.501 [78].

The SNPN List with AAA 5G connectivity to 5GC information element is type 6 information element of format TLV-E
according to 3GPP TS 24.007 [48] and is coded as shown in figure H.2.4.9-1. The SNPN List with AAA connectivity to
5GC information element optionally includes:

- SNPN information list, containing the list of SNPNs and coded according to figure H.2.4.7-2; and

- GIN list, containing the list of GINs and coded according to figure H.2.4.7-7.

7 6 5 4 3 2 1 0

SNPN List with AAA connectivity to 5GC IEI octet 1
Length of SNPN List with AAA connectivity to 5GC value contents | octet 2
octet 3

SNPN information list octet 4*

octet d*

GIN list octet d+1*
octet e*

Figure H.2.4.9-1: SNPN List with AAA connectivity to 5GC information element

H.2.4.9 SNPN List with trusted 5G Connectivity-without-NAS IE

The SNPN List with trusted 5G Connectivity-without-NAS information element is used by the network to indicate the
SNPNs for which the WLAN provides connectivity to a 5GCN, for devices without NAS capability, that can be
selected from the WLAN. The format of the SNPN List with trusted 5G Connectivity-without-NAS information
element isidentical to the format of the SNPN List with trusted 5G Connectivity information element defined in
clause H.2.4.7.
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Annex | (normative):
Definition of the Emergency Call Number field's contents

1.1 General

The Emergency Call Number field is a variable-length UTF-8 (see RFC 3629 [34]) formatted field. The purpose of this
field is to encode emergency call number(s) for use within the country where the field is received.

This clause describes the formatting of the Emergency Call Number Unit field used in the Emergency Call Number
ANQP-element specified in IEEE Std 802.11 [57].

NOTE: According to |[EEE Std 802.11 [57] an ANQP server is not necessarily collocated with an AP. Where the
TWAN provides access to multiple PLMNs, where a PLMN has configured the TWAN to provide
different emergency numbers compared to another PLMN, it is an implementation option to ensure the
Emergency Call Number field includes the emergency numbers configured by the PLMN the UE
successfully authenticated and authorized with.

1.2 Formatting

.2.1 General

For the purposes of aiding in detection of emergency call number and assigning the emergency type, the Emergency
Call Number Unit field can contain an emergency call number and one or more emergency call labels.

The emergency call number and one or more emergency call labels shall be encoded as a namespace specific string for
the namespace identifier equal to 3gpp (see RFC 5279 [74]). This specification further defines the namespace identifier
equal to sos-angp and parameters.

For the purposes of aiding in determining of the country where these local emergency numbers were provided, the
Emergency Call Number field contains the M CC. The MCC represents the country in which the AP islocated.

1.2.2 ABNF for the urn:3gpp:sos-angp namespace and its parameters

Tablel.2.2-1 contains the ABNF (RCF 2234 [73]) for the urn:3gpp:sos-angp hamespace and its parameters.

Table 1.2.2-1: Syntax of urn:3gpp:sos-angp

emergency-information = "urn:3gpp:sos-angp:" ncc *(":" nunber 1*(":" |abel ))
nce ="ncc" DATDIAT (DAT) ; exactly 2 or 3 digits

| abel = "sos" *("." sub-Ilabel)

nunber =DdATDAT ; at least one DG T

sub- | abel =let-dig [ *let-dig-hyp let-dig ]

| et-dig-hyp =let-dig/ "-"

let-dig = ALPHA / DA T

ALPHA = %41-5A / 9%&61-7A  AAZ ] a-z

NOTE: While the syntax of table 1.2.2-1 allows for many different sub-labels following "sos", when originating
an emergency IMS session (see TS 24.229 [67]) based on detecting a match with dialed digits, the SIP
INVITE will only contain one of the following service URNS: "urn:service:sos", "urn:service:sos.police”,
"urn:service:sos.ambulance”, "urn:service:sos.fire", "urn:service:sos.marine", "urn:service:sos.mountain”.
1.2.3 Semantics
According to the ABNF in table 1.2.2-1:

- "urn:3gpp:sos-angp:mcc310” isavalid expression: this expression indicates to the UE to overwrite any
previously received list with Local WLAN emergency numbers with an empty list;
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- "urn:3gpp:sos-angp:mec222:112:so0s.police:sos.ambulance” is avalid expression: this expression indicates to the
UE to that in the country with MCC 222 the number 112 is an emergency number. The corresponding labels
sos.police and sos.ambulance are mapped in accordance with annex 1.2.4.

1.2.4 Mapping Emergency Call Number field's contents to the Local
WLAN Emergency Numbers List

When the Local WLAN Emergency Numbers List isto be encoded in the Local Emergency Numbers List format as
defined in 3GPP TS 24.008 [46], clause 10.5.3.13, the Emergency Call Number field's contents conforming to the
ABNF for the urn:3gpp:sos-angp namespace shall be mapped. The Local WLAN Emergency Numbers List for the
PLMN with which the UE is connected viaWLAN shall only be used when the contents are considered valid (see
clause 6.4.1).

The contents of the Emergency Call Number Unit field map to 4 bit encoded number digits and 5 bit encoded
Emergency Service Category Value as follows. In addition to the rulesin 3GPP TS 24.008 [46], the following mapping
shall apply for aURN with UTF-8 (see RFC 3629 [34]) digitsin the mcc ABNF portion that match the MCC of the
PLMN with which the UE is connected viaWLAN :

1) each UTF-8 digit in the emergency-number ABNF portion of the URN is converted into a corresponding 4-bit
number digit of a set of octets part of an emergency number information; and

2) thelabel ABNF portion of the URN maps as follows:

"s0s": does hot set bits of the 5 bit encoded Emergency Service Category Val ue of the emergency number
information;

"sos.police": setsbit 1 (police) of the 5 bit encoded Emergency Service Category Value of the emergency
number information;

"sos.ambulance”: sets bit 2 (ambulance) of the 5 bit encoded Emergency Service Category Vaue of the
emergency number information;

"sos.fire": setshit 3 (fire brigade) of the 5 bit encoded Emergency Service Category Value of the emergency
number information;

"sos.marine": sets bit 4 (marine guard) of the 5 bit encoded Emergency Service Category Vaue of the
emergency number information;

"sos.mountain”: setsbit 5 (mountain rescue) of the 5 bit encoded Emergency Service Category Val ue of the
emergency number information.
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Annex J (normative):
Emergency Call Numbers from DNS procedure

J.1 General

This clause describes the retrieval of the Emergency Call Numbers field using DNS procedures.

The UE performs this procedure with a DNS server only, if the DNS server addressis acquired from the ePDG using
proceduresin 3GPP TS 24.302 [156] clause 7.2.2.1 and clause 7.4.1, contained in the CFG_REPLY Configuration
payload, and after mutual authentication of the UE and the network.

NOTE: The message carrying the emergency information is sent through the established 1Psec tunnel to the 3GPP
network.

The related Country based Emergency Numbers FQDN is specified in 3GPP TS 23.003 [3].

J.2 Retrieval of emergency call numbers

When a UE is connected to WLAN access, the UE may support the DNS mechanisms specified in this Annex to
retrieve emergency call numbers and service types for use within the country indicated by the MCC information.

The UE shall construct an emergency humber FQDN based on the Country based Emergency Numbers FQDN format
as specified in 3GPP TS 23.003 [3] and then perform the DNS NAPTR query using the constructed emergency number
FQDN as input.

If the result of thisquery is:

- aset of one or more records containing the replacement field of the form "<emergency-type>.<emergency-
number>.sos.en.epc.mcc< MCC> .visited-country.pub.3gppnework.org", the UE shall consider the list of
emergency-number(s) and type(s) as valid additional emergency call number(s) for the country indicated by the
MCC information and store the emergency call number(s) and type(s) received;

NOTE: Even though alabel named "visited-country"” is present in the replacement field, the UE can use the
mechanism to obtain emergency numbers and associated type(s) even when the UE isin its home country.

- no records containing the replacement field of the form " <emergency-number>.<emergency-
type>.sos.en.epc.mcc< MCC> .visited-country.pub.3gppnework.org", the UE shall replace a Local Emergency
Numbers List storing emergency call number(s) and type(s) received over WLAN with an empty Local
Emergency Numbers List.

J.3 Void
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Annex K (normative):
Local Emergency Call Numbers from IKEv2 procedure

K.1 General

This clause describes the retrieval of the local emergency call numbers using IKEv2 procedures.
The ePDG may support downloading local emergency call numbers using IKEv2 procedures.

The UE may support retrieval of local emergency call numbers using IKEv2 procedures.

K.2  Retrieval of local emergency call numbers

K.2.1 UE procedures

During the tunnel establishment procedure (see clause 7.2.2), if the UE supports retrieval of local emergency call
numbers via IKEv2 procedures, it shall include the EMERGENCY _CALL_NUMBERS Notify payload without the
MCC information field, Length field and Local emergency numbersfield (i.e. the octet 5 to octet x in figure 8.2.9.8-1)
inthe IKE_AUTH request message to indicate the support of retrieval of local emergency call numbers via IKEv2
procedures.

After the successful authentication with the 3GPP AAA server, the UE receives from the ePDG an IKE_AUTH
response message, if:

a) the EMERGENCY_CALL_NUMBERS Notify payload isincluded in that IKE_AUTH response message; and
b) the UE supports retrieval of local emergency call numbers via IKEv2 procedures,

the UE shall store the local WLAN emergency call numbers and corresponding emergency service categories contained
inthe EMERGENCY_CALL_NUMBERS Notify payload as additional emergency call numbers and categories. The
additional emergency call numbers and categories can be used to detect a UE initiated emergency call if the MCC
information in the EMERGENCY_CALL_NUMBERS Notify payload corresponds to the country in which the UE is
located. The local WLAN emergency call numbers and corresponding emergency service categories stored in the user
equipment shall be replaced on each receipt of an EMERGENCY_CALL_NUMBERS Notify payload withaMCC
information field that has a non-zero value Length field.

If:
- no MCCinformation field;
- no Length field; or
- alengthfield, set to anon-zero value, is present but no Local emergency numbers field;

ispresent in areceived EMERGENCY _CALL_NUMBERS Notify payload, then the local WLAN emergency call
numbers and corresponding emergency service categories, if available in the user equipment, shall be kept.

K.2.2 ePDG procedures

The ePDG may be configured by the operator with the local emergency call numbers and associated emergency service
types aong with the corresponding country information.

After the successful authentication between the UE and the 3GPP AAA server, if:
a) the ePDG isconfigured with the local emergency call numbersinformation; and

b) the ePDG supports downloading of local emergency call numbersvialKEv2;
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the ePDG shall based on local policy:
a) if the UE hasindicated support of retrieval of local emergency call numbers via IKEv2 procedures,

i) derivethe current visited country from the I P address of the IKEv2 message, i.e. the | P address contained in
the out most I P header field of the received IKEv2 message; and

ii) include the configured local emergency call numbers and the associated emergency service categories of the
derived country, if available, in the EMERGENCY_CALL_NUMBERS Notify payload in the final
IKE_AUTH response message; or

b) aways

i) derivethe current visited country from the IP address of the IKEv2 message, i.e. the | P address contained in
the out most I P header field of the received IKEv2 message; and

ii) include the configured local emergency call numbers and the associated emergency service categories of the

derived country, if available, in the EMERGENCY_CALL_NUMBERS Notify payload in the final
IKE_AUTH response message.
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Mechanism
2009-03 [CT#43 CP-090127 [0042 (1 Cleanup for UE discovering the ANDSF 8.0.0 |8.1.0
2009-03 [CT#43 CP-090130 |[0044 [2 [Selection of the ePDG — resolution of open issues 8.0.0 |8.1.0
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2009-06 |CT#44 CP-090413 [0055 (1 IPMS indication to the ePDG and IP address assignment 8.1.0 |8.2.0
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2009-09 [CT#45 CP-090654 [0072 (4 PCO handling on PMIP based interfaces 8.2.0 |8.3.0
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2009-12 Editorial correction 9.1.0 |9.1.1
2010-03 [CT#47 CP-100107 [0094 (3 Removing version identifier from ANDSF information request 9.1.1 ]9.2.0
2010-03 [CT#47 CP-100144 |0100 (4 Emergency session handling (for handovers to HRPD access) 9.1.1 ]9.2.0
2010-03 [CT#47 CP-100107 [0104 (1 Completion of Network selection procedures 9.1.1 ]9.2.0
2010-03 [CT#47 CP-100107 [0106 (1 Corrections to decodes of Value part of EAP attribute 9.1.1 ]9.2.0
2010-03 [CT#47 CP-100150 [0107 (2 DHCP discovery of ANDSF for UE while roaming 9.1.1 ]9.2.0
2010-03 |CT#47 CP-100150 (0108 |2 UE's use of V-ANDSF information vs H-ANDSF information 9.1.1 [9.2.0
2010-03 |CT#47 CP-100147 |0109 (1 [Allowing UE optional behaviour towards networks not supporting 9.1.1 |9.2.0
MUPSAP
2010-03 |CT#47 CP-100147 |0110 Resolution of Editor's note on PDN connection rejection in section [9.1.1 |9.2.0
6.4.4
2010-03 |CT#47 CP-100147 (0113 |2 Handling of concurrent PDN connection requests at ePDG 9.1.1 [9.2.0
2010-03 [CT#47 CP-100107 |0115 |1 Correction on attachment with ePDG 9.1.1 ]9.2.0
2010-06 |CT#48 CP-100339 |0118 Correction to the Full Authentication and Fast Re-authentication 9.2.0 |9.3.0
procedures
2010-06 [CT#48 CP-100339 |0122 Reference Updates 9.2.0 ]9.3.0
2010-06 |CT#48 CP-100354 [0123 (1 Corrections to PDN connection reject procedure for S2b interface  |9.2.0 [9.3.0
2010-06 |CT#48 CP-100339 |0125 Removing Editor's notes on AT_IPMS_IND, AT_IPMS_RES and 9.2.0 |9.3.0
AT_TRUST_IND
2010-06 [CT#48 CP-100370 [0119 (2 Description of additionally used identifiers in non-3GPP access 9.3.0 |10.0.0
2010-09 |CT#49 CP-100485 |0130 Removing editor's note on HOME AGENT ADDRESS 10.0.0 {10.1.0
2010-09 [CT#49 CP-100513 [0131 [3 [24.302 procedures for Inter-System Routing Policies (ISRP) 10.0.0 (10.1.0
2010-09 [CT#49 CP-100509 [0132 (2 Corrections to UE and ANDSF Pull mode procedures 10.0.0 {10.1.0
2010-12 [CT#50 CP-100754 [0134 (4 Local operating environment for IFOM 10.1.0 (10.2.0
2010-12 [CT#50 CP-100754 |0135 |1 Introduction of Non-Seamless WLAN Offload 10.1.0 |10.2.0
2010-12 |CT#50 CP-100755 (0136 |2 Remove PMIP qualifier for S2b interface 10.1.0 {10.2.0
2011-03 [CT#51 CP-110163 |0137 |4 [ePDG selection for known VPLMN 10.2.0 |10.3.0
2011-03 |CT#51 CP-110185 |0139 |4 Clarification of Multi-Access Capability Impact for Procedure 10.2.0 (10.3.0
between UE and ANDSF
2011-03 |CT#51 CP-110200 (0141 |2 Information of data traffic routing used by MAPCON capable UE 10.2.0 {10.3.0
2011-03 [CT#51 CP-110200 |0142 [3 [Abnormal case during the handover procedure 10.2.0 {10.3.0
2011-03 |CT#51 CP-110185 (0146 |1 Correction on multiple PDN support for IFOM 10.2.0 {10.3.0
2011-03 |CT#51 CP-110185 |0147 Request of ISRP from UE 10.2.0 {10.3.0
2011-03 [CT#51 CP-110185 |0148 |1 Editor's notes in 24.302 10.2.0 |10.3.0
2011-03 |CT#51 CP-110200 (0149 |1 Clarification on use of ISRP for MAPCON capable UE 10.2.0 {10.3.0
2011-03 [CT#51 Correction of an error in the implementation of CR0141 10.3.0 [10.3.1
2011-06 |CT#52 CP-110459 (0151 |1 IP address allocation when using GTP on S2b 10.3.1 (10.4.0
2011-06 |CT#52 CP-110471 |0152 (1 Clarification on the relation of the user preferences with ISRPina |10.3.1 (10.4.0
MAPCON UE
2011-06 [CT#52 CP-110466 |0155 UE retains the information received from ANDSF 10.3.1 |10.4.0
2011-06 [CT#52 CP-110453 [0158 |1 Reference Update for draft-das-mipshop-andsf-dhcp-options 10.3.1 (10.4.0
2011-06 |CT#52 CP-110478 0160 1 Correction on IFOM and MAPCON UE capability 10.3.1 {10.4.0
2011-09 [CT#53 CP-110660 [0171 (1 Removal of duplicate reference and correction of references 10.4.0 [10.5.0
2011-09 [CT#53 CP-110690 [0161 (5 Rejection of ePDG tunnel establishment request 10.5.0 (11.0.0
2011-09 [CT#53 CP-110690 |0163 |2 Restriction of max PDN connections for non-3GPP access 10.5.0 |11.0.0
2011-09 |CT#53 CP-110690 (0165 |2 Correction to Automatic EPC network selection 10.5.0 {11.0.0
2011-09 [CT#53 CP-110694 (0168 Correction to references 10.5.0 |11.0.0
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2011-09 |CT#53 CP-110690 |0172 3GPP2 reference corrections 10.5.0 {11.0.0
2011-12 |[CT#54 CP-110882 [0173 [4 [Clarify interaction between ISRP and ISMP. 11.0.0 (11.1.0
2011-12 |CT#54 CP-110882 |0175 |3 Handling the absence of APN leaf in ForServiceBased ISRP 11.0.0 (11.1.0
2011-12 |CT#54 CP-110888 (0180 |2 Incorrect representation of EAP-AKA' message 11.0.0 (11.1.0
2011-12 |CT#54 CP-110888 |0181 |2 Support for access to external private networks via S2b 11.0.0 (11.1.0
2011-12 |CT#54 CP-110882 (0182 |1 ISRP usage 11.0.0 (11.1.0
2011-12 |CT#54 CP-110888 (0184 |3 Clarification of the UE location 11.0.0 (11.1.0
2012-03 |CT#55 CP-120113 (0189 |1 HA IP address from DNS 11.1.0 ({11.2.0
2012-06 |CT#56 CP-120309 |0190 NAI used for authentication 11.2.0 {11.3.0
2012-06 [CT#56 CP-120309 [0192 (1 Remove PMIP qualifier for S2a interface 11.2.0 (11.3.0
2012-06 [CT#56 CP-120309 |0194 Security mechanisms for tunnel setup using IPsec and IKEv2 11.2.0 (11.3.0
2012-06 |CT#56 CP-120311 |0195 |2 Name for network provided over non-3GPP access network 11.2.0 (11.3.0
connected to EPC
2012-06 |CT#56 CP-120318 |0198 Conditions for the UE to provide indication for IPMS 11.2.0 {11.3.0
2012-09 |CT#57 CP-120584 |0202 (1 Corrections for Name for network provided over non-3GPP access |11.3.0 (11.4.0
network connected to EPC
2012-09 |CT#57 CP-120592 0203 Reference for BBAI 11.3.0 [11.4.0
2012-09 [CT#57 CP-120584 |0205 Correction on bit number 11.3.0 |11.4.0
2012-09 |CT#57 CP-120584 (0209 |2 Handling of unknown protocol data 11.3.0 (11.4.0
2012-09 |[CT#57 CP-120584 |0210 |3 Clarification of IPSec tunnel established between the UE and the 11.3.0 |11.4.0
ePDG
2012-12 [CT#58 CP-120794 [0199 |4 [Clarification on DSMIP indication 11.4.0 |11.5.0
2012-12 |CT#58 CP-120794 |0211 Editor's notes on attribute types for 11.4.0 (11.5.0
AT_SHORT_NAME_FOR_NETWORK and
AT FULL_NAME FOR NETWORK
2012-12 |CT#58 CP-120794 10213 |3 GBA Push realization not using General Package #0 format 11.4.0 (11.5.0
2012-12 [CT#58 CP-120794 [0218 |1 Clarification of the usage of the APN in the IKEVv2 signaling 11.4.0 [11.5.0
2013-03 |CT#59 CP-130115 |0222 Ignoring information element 11.5.0 {11.6.0
2013-03 [CT#59 CP-130125 [0221 (2 Clean-up and consolidation of repeated requirements 11.6.0 [12.0.0
2013-06 [CT#60 CP-130258 |0228 |2 [APN forbidden by the UE 12.0.0 |12.1.0
2013-06 [CT#60 CP-130258 |0229 |2 EPC acess forbidden by the UE 12.0.0 |12.1.0
2013-06 |CT#60 CP-130258 [0230 (2 ISRP sent in PSK TLS connection 12.0.0 [{12.1.0
2013-06 [CT#60 CP-130250 |0233 Recommended application id for ANDSF GBA Push 12.0.0 |12.1.0
2013-06 |CT#60 CP-130418 |0234 (4 [Specification of Tunnelling of UE Services over Restrictive Access (12.0.0 |12.1.0
Networks
2013-06 [CT#60 CP-130258 [0238 [3 [Trust relationship notification from the 3GPP AAA server 12.0.0 [12.1.0
2013-06 |CT#60 CP-130258 0241 |1 Reject a PDN connection 12.0.0 [12.1.0
2013-09 |CT#61 CP-130512 |0243 (1 [Tunnelling of UE Services over Restrictive Access Networks - 12.1.0 (12.2.0
cleanup and editor's note resolution
2013-09 |CT#61 CP-130509 (0246 |2 IARP in roaming scenarios 12.1.0 {12.2.0
2013-12 [CT#62 CP-130754 (0247 (2 Bit order in fields of figures 12.2.0 [(12.3.0
2013-12 |CT#62 CP-130754 (0249 |1 Incorrect message name 12.2.0 {12.3.0
2013-12 [CT#62 CP-130768 |0250 [4 [The usage of APN in non-3GPP access 12.2.0 [(12.3.0
2013-12 |CT#62 CP-130761 0251 |2 Adding IARP in information provided by ANDSF 12.2.0 [12.3.0
2013-12 [CT#62 CP-130768 [0254 (1 Multiple PDN support for trusted WLAN 12.2.0 [(12.3.0
2013-12 |CT#62 CP-130768 (0248 |5 EAP extensions for eSaMOG_St3 12.2.0 {12.3.0
2013-12 |CT#62 CP-130761 (0252 |3 Introduction of Inter-APN Routing Policies (IARP) for ANDSF 12.2.0 (12.3.0
2013-12 [CT#62 CP-130761 [0257 [1 [The usage of IARP in determining the data traffic routing of IP flows {12.2.0 |12.3.0
2013-12 |CT#62 CP-130765 0253 |6 Support of BBF convergence 12.2.0 [12.3.0
2013-12 [CT#62 CP-130803 [0255 (2 Clarifications and cleanup related to UE capabilities for ANDSF 12.2.0 [(12.3.0
2014-03 [CT#63 CP-140139 (0258 |2 |UE unaware whether the network uses the fixed access broadband [12.3.0 |12.4.0
access interworking or the fixed broadband access convergence
2014-03 |CT#63 CP-140151 (0259 |5 Editor's note on UE support of SCM and MCM 12.3.0 (12.4.0
2014-03 |CT#63 CP-140151 |0260 Editor's note on cause for ‘None of the requested connectivity 12.3.0 (12.4.0
type(s) is authorized'
2014-03 |CT#63 CP-140151 |0261 Editor's note on usage of SCM and MCM being subject to UE 12.3.0 (12.4.0
subscription
2014-03 |CT#63 CP-140151 0262 |2 Providing IPv4 address and IPv6 interface identifier 12.3.0 [12.4.0
2014-03 [CT#63 CP-140151 [0263 (3 Network capability not supporting UE request for MCM/SCM 12.3.0 [12.4.0
2014-03 [CT#63 CP-140151 [0264 (2 Causes defined for WLCP which are also applicable to SCM 12.3.0 (12.4.0
2014-03 |CT#63 CP-140141 |0266 Correction to misleading requirement on provision of ISMP 12.3.0 (12.4.0
2014-03 [CT#63 CP-140151 [0267 (1 Providing TWAG control plane address 12.3.0 [12.4.0
2014-03 |CT#63 CP-140137 (0270 |1 Access Network reselection procedures 12.3.0 (12.4.0
2014-03 [CT#63 CP-140137 [0271 (4 Remove 24.234 from WLAN selection procedures 12.3.0 [12.4.0
2014-03 |CT#63 CP-140141 (0274 |1 Deleting the repeated description about UE capability 12.3.0 (12.4.0
2014-03 [CT#63 CP-140151 [0276 (2 Clarify handling of Protocol Configuration Options 12.3.0 [12.4.0
2014-03 |CT#63 CP-140141 (0277 |2 Clarification for UE requirements about ANDSF rule evaluation 12.3.0 (12.4.0
2014-06 |CT#64 CP-140336 |0268 (3 Clarification on UE procedures according to 3GPP RAT 12.4.0 [12.5.0
differentiation in ISRP
2014-06 |CT#64 CP-140335 (0273 |7 Introduction of WLAN selection mechanism based on WLANSP 12.4.0 (12.5.0
2014-06 |CT#64 CP-140319 |0279 (1 Providing TWAG User Plane address for usage in single-connection|12.4.0 |12.5.0
mode
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2014-06 |CT#64 CP-140319 |0280 |1 Providing TWAG control plane address for usage in multi- 12.4.0 (12.5.0
connection mode
2014-06 |CT#64 CP-140319 |0281 Corrections of minor errors 12.4.0 (12.5.0
2014-06 |CT#64 CP-140325 |0283 Correction in applying IARP 12.4.0 [12.5.0
2014-06 |CT#64 CP-140325 (0284 |2 Relation between IARP and ISMP 12.4.0 [12.5.0
2014-06 |CT#64 CP-140319 [0286 (1 Requested connectivity type in SCM 12.4.0 [12.5.0
2014-06 |CT#64 CP-140325 (0289 |1 Clarification and cleanup for IARP 12.4.0 (12.5.0
2014-06 |CT#64 CP-140335 (0293 |2 WLAN network selection terminologies 12.4.0 (12.5.0
2014-06 |CT#64 CP-140335 [0294 (3 UE usage of access network selection information 12.4.0 [12.5.0
2014-06 |CT#64 CP-140335 (0296 |3 Introduce service provider that is not a 3GPP service provider 12.4.0 (12.5.0
2014-06 [CT#64 CP-140335 |0302 |1 Manual PLMN selection function 12.4.0 |12.5.0
2014-06 |CT#64 CP-140335 [0303 (3 UE behaviour in access Network reselection procedures 12.4.0 (12.5.0
2014-06 [CT#64 CP-140335 |0304 |4 Modification on active rule selection mechanism 12.4.0 |12.5.0
2014-06 |CT#64 CP-140335 |0307 [3 [WLAN selection and service provider selection procedures 12.4.0 (12.5.0
2014-09 [CT#65 CP-140650 [0292 [4 [Congestion control in SCM 12.5.0 [12.6.0
2014-09 |CT#65 CP-140672 (0299 |4 Preferred Service Provider List 12.5.0 ({12.6.0
2014-09 [CT#65 CP-140661 [0300 (5 Removal of I-WLAN references from ePDG selection procedure 12.5.0 [12.6.0
2014-09 |CT#65 CP-140672 (0306 |3 HomeNetwork indicator in WLAN selection 12.5.0 (12.6.0
2014-09 [CT#65 CP-140672 [0308 (3 Reuse 3GPP defined EAP-AKA procedures 12.5.0 |12.6.0
2014-09 |CT#65 CP-140574 |0309 (4 [Clarifying WLAN selection procedures in case of multiple candidate {12.5.0 |12.6.0
WLANs
2014-09 [CT#65 CP-140672 [0310 (3 Completing service provider discovery procedures based on EAP  |12.5.0 [12.6.0
2014-09 |CT#65 CP-140672 (0311 |2 Adding support for HPLMN identified with a non-PLMN realm 12.5.0 (12.6.0
2014-09 [CT#65 CP-140672 |0313 Repeated rule selection information 12.5.0 [12.6.0
2014-09 |CT#65 CP-140672 (0314 |2 Selection of WLANSP during power-up 12.5.0 ({12.6.0
2014-09 [CT#65 CP-140672 |0315 |1 |Selection of the active ISMP and ISRP 12.5.0 |12.6.0
2014-09 [CT#65 CP-140672 |0316 |2 [Usage of ISMP/ISRP 12.5.0 |12.6.0
2014-09 |CT#65 CP-140659 (0320 |1 User preference handling for data traffic routing 12.5.0 ({12.6.0
2014-09 [CT#65 CP-140672 [0323 |3 Clarifications to WLAN selection procedures 12.5.0 [12.6.0
2014-09 |CT#65 CP-140672 |0324 Removal of editor's note on active WLANSP rule 12.5.0 ({12.6.0
2014-09 [CT#65 CP-140678 [0325 [5 IEEE 802.11u generic container for ANQP payload 12.5.0 [12.6.0
2014-09 |CT#65 CP-140571 (0326 |4 3GPP access stratum layer controlling UE usage of WLAN 12.5.0 (12.6.0
2014-09 |CT#65 CP-140650 |0330 Initiating IANA registration for AT_TWAN_CONN_MODE EAP-AKA [12.5.0 [12.6.0
attribute
2014-12 |CT#66 CP-140854 [0331 |1 Removal of priority of WLAN identifiers provided by the RAN 12.6.0 [12.7.0
2014-12 |CT#66 CP-140854 [0332 (2 Correcting references to WLAN offload indication IE 12.6.0 [12.7.0
2014-12 |CT#66 CP-140854 |0333 |1 3GPP access stratum layer controlling UE usage of WLAN, in UEs [12.6.0 |12.7.0
NOT capable to simultaneously route IP traffic to both 3GPP access
and WLAN access
2014-12 |CT#66 CP-140840 |0334 Corrections in procedures 12.6.0 [12.7.0
2014-12 [CT#66 CP-140840 |0335 |2 Corrections in data structures 12.6.0 |12.7.0
2014-12 |CT#66 CP-140840 |0336 |1 Correcting remaining cases of UE capabilities not matching network |12.6.0 [12.7.0
capabilities
2014-12 |CT#66 CP-140832 (0337 |1 Fixing inconsistency in usage of VPLMNs with preferred rules 12.6.0 (12.7.0
2014-12 |CT#66 CP-140844 [0338 |1 HotSpot2.0 Rel-2 reference update 12.6.0 [12.7.0
2014-12 |CT#66 CP-140854 |0340 |3 3GPP access stratum layer controlling UE usage of WLAN using 12.6.0 (12.7.0
OPI
2014-12 |CT#66 CP-140844 [0341 (2 Correcting error in IEEE 802.11u generic container 12.6.0 [12.7.0
2014-12 |CT#66 CP-140838 (0342 |2 IANA registration of FTT_KAT parameter 12.6.0 (12.7.0
2014-12 |CT#66 CP-140854 [0343 [2 [Support of Beacon RSSI threshold as RAN assistance information [12.6.0 |12.7.0
2014-12 | CT#66 CP-140840 0347 |1 DTLS key derivation for multi-connection mode 12.6.0 [12.7.0
2014-12 |CT#66 CP-140854 [0350 (5 RAN assistance information and traffic routing 12.6.0 [12.7.0
2014-12 |CT#66 CP-140844 (0353 |1 Clarification on how to select an ePDG 12.6.0 (12.7.0
2014-12 |CT#66 CP-140844 |0354 [4 [Complete Manual Service Provider selection mode procedure 12.6.0 [12.7.0
2014-12 | CT#66 CP-140844 0355 |2 Complete Manual mode WLAN selection 12.6.0 [12.7.0
2014-12 |CT#66 CP-140840 |0362 |3 Removal of UDP info from TWAG CP_ADDRESS 12.6.0 [12.7.0
2014-12 | CT#66 CP-140835 |0363 |1 The usage of the IARP rule and the ISRP rule 12.6.0 [12.7.0
2014-12 |CT#66 CP-140844 (0364 |3 Automatic WLAN selection procedure cleanup 12.6.0 (12.7.0
2014-12 |CT#66 CP-140844 |0365 [3 [Service Provider selection cleanup 12.6.0 [12.7.0
2014-12 |CT#66 CP-140844 (0366 |3 S2a WLAN selection must take PLMNs into account 12.6.0 (12.7.0
2014-12 |CT#66 CP-140844 [0367 (2 Equivalent service provider clarification 12.6.0 [12.7.0
2014-12 |CT#66 CP-140844 (0371 |3 Mode selection at switch-on 12.6.0 (12.7.0
2014-12 [CT#66 CP-140844 |0372 |3 [WLANSP/ISMP/ISRP rule re-selection 12.6.0 |12.7.0
2014-12 |CT#66 CP-140854 |0374 Correction for Offload Preference Indicator (OPI) 12.6.0 (12.7.0
2014-12 |CT#66 CP-140832 [0376 (2 Update to reference IEEE 802 12.6.0 [12.7.0
2014-12 |CT#66 CP-140844 |0368 |1 Correction on root NAI usage during automatic mode service 12.6.0 (12.7.0
provider selection using WLAN
2014-12 |CT#66 CP-140857 |0346 |1 [Transport of P-CSCF addresses using signalling for access to EPC [12.7.0 |13.0.0
via WLAN connected using S2b
2015-03 [CT#67 CP-150068 [0381 (1 Correcting references to 23.003 13.0.0 [13.1.0
2015-03 |CT#67 CP-150065 (0383 |1 IANA registration of AT TWAN_CONN_MODE EAP-AKA attribute [13.0.0 |13.1.0
2015-03 |CT#67 CP-150075 |0385 Correcting 3GPP access network terms 13.0.0 [13.1.0

ETSI




3GPP TS 24.302 version 18.6.0 Release 18

185 ETSI TS 124 302 V18.6.0 (2024-07)

2015-03 |CT#67 CP-150065 |0387 |2 Correcting description of semantic of unrecognized values 13.0.0 (13.1.0
2015-03 |CT#67 CP-150075 |0389 (1 Enforcement of RAN rules when new PDN connection is created in {13.0.0 [13.1.0
3GPP access
2015-03 [CT#67 CP-150068 [0391 (1 Cross reference update 13.0.0 [13.1.0
2015-03 |CT#67 CP-150075 (0394 |2 UE handling of ISRP and IARP rules for traffic routing 13.0.0 {13.1.0
2015-03 [CT#67 CP-150077 [0396 [1 [WLANSP Information provided from ANDSF to the UE 13.0.0 [13.1.0
2015-03 |CT#67 CP-150061 |0398 |1 Reference update to IEEE 802.11u standard 13.0.0 (13.1.0
2015-03 [CT#67 CP-150042 [0400 |4 |Usage of RAN rule in SCM 13.0.0 |13.1.0
2015-03 |CT#67 CP-150077 |0401 1 UE retaining IARP from the H-ANDSF 13.0.0 {13.1.0
2015-03 |CT#67 CP-150077 |0402 |2 IKEV2 security associations when an additional PDN connection is [13.0.0 |13.1.0
setup via untrusted non-3GPP access network
2015-03 |CT#67 CP-150075 (0406 |1 PLMN selection when using RAN rule 13.0.0 {13.1.0
2015-03 [CT#67 CP-150068 [0413 (1 Introduction of Visited Network Preference information 13.0.0 [13.1.0
2015-06 |CT#68 CP-150323 (0414 |1 ID Type field of IDr payload carrying APN 13.1.0 {13.2.0
2015-06 [CT#68 CP-150321 |0415 draft-gundavelli-ipsecme-3gpp-ims-options reference update 13.1.0 (13.2.0
2015-06 [CT#68 CP-150323 [0416 (3 Correction to ePDG selection 13.1.0 [13.2.0
2015-06 |CT#68 CP-150323 |0417 |1 INITIAL_CONTACT notification when additional PDN connection is [13.1.0 [13.2.0
established
2015-06 |CT#68 CP-150314 (0421 |3 Priority defined in preferredSSIDlist 13.1.0 {13.2.0
2015-06 [CT#68 CP-150323 [0422 (3 Cause value for EPC forbidden 13.1.0 [13.2.0
2015-06 |CT#68 CP-150308 (0428 |1 ANDSEF information on visited PLMNs with preferred rules 13.1.0 {13.2.0
2015-06 [CT#68 CP-150305 [0436 |2 [Timer Twl 13.1.0 |13.2.0
2015-06 |CT#68 CP-150329 |0438 Aligning TLS profiles used by CT1 specifications with SA3 agreed [13.1.0 |13.2.0
TLS profile
2015-06 [CT#68 CP-150323 [0443 |3 Clarify when to use root NAI 13.1.0 (13.2.0
2015-06 |CT#68 CP-150323 (0445 |3 Adding a general clause to clause 5 13.1.0 [13.2.0
2015-06 [CT#68 CP-150314 [0448 |1 Rule selection information 13.1.0 (13.2.0
2015-06 [CT#68 CP-150323 |0449 |2 IKEV2 liveness check 13.1.0 |13.2.0
2015-06 [CT#68 CP-150323 |0450 [4 [Switch-on and switch-off for non-3GPP access 13.1.0 (13.2.0
2015-09 [CT#69 CP-150519 |0453 Incorrect reference [28] 13.2.0 ({13.3.0
2015-09 [CT#69 CP-150522 [0458 |1 IKEv2 extension for P-CSCF restoration over untrusted WLAN 13.2.0 [{13.3.0
2015-09 |CT#69 CP-150533 0459 |2 Support of Emergency services over WLAN access to EPC 13.2.0 [{13.3.0
2015-09 |CT#69 CP-150524 0460 |3 Support of IMEI signalling for trusted WLAN access 13.2.0 {13.3.0
2015-09 [CT#69 CP-150524 [0461 (1 [Support of IMEI signalling via IKEv2 for un-trusted access 13.2.0 [13.3.0
2015-09 |CT#69 CP-150527 0463 |3 DIAMETER_AUTHORIZATION REJECTED for untrusted WLAN 13.2.0 {13.3.0
2015-09 |CT#69 CP-150527 (0464 |2 DIAMETER_AUTHORIZATION_REJECTED for trusted WLAN 13.2.0 {13.3.0
2015-09 |CT#69 CP-150527 0465 |2 DIAMETER _ERROR_USER NO NON 3GPP_SUBSCRIPTION 13.2.0 {13.3.0
2015-09 |CT#69 CP-150527 (0466 |2 DIAMETER_ERROR_USER_NO NON_3GPP_SUBSCRIPTION 13.2.0 {13.3.0
2015-09 |CT#69 CP-150527 0467 |2 DIAMETER_UNABLE _TO_COMPLY 13.2.0 {13.3.0
2015-09 |CT#69 CP-150527 (0468 |2 DIAMETER_UNABLE_TO_ COMPLY 13.2.0 {13.3.0
2015-09 |CT#69 CP-150527 (0469 |1 Clarify the re-established PDN connection 13.2.0 [13.3.0
2015-09 [CT#69 CP-150526 [0470 (1 Handling of NBIFOM during tunnel establishment procedure 13.2.0 [{13.3.0
2015-09 |CT#69 CP-150526 (0471 |1 Handling of NBIFOM during tunnel modification procedure 13.2.0 {13.3.0
2015-09 [CT#69 CP-150519 [0478 |1 |[Correct bullets 13.2.0 |13.3.0
2015-09 |CT#69 CP-150527 |0480 |3 DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTION error 13.2.0 (13.3.0
code mapping to IKEv2
2015-09 [CT#69 CP-150515 [0486 (2 EAP-AKA procedures for untrusted non-3GPP access network 13.2.0 [{13.3.0
2015-09 [CT#69 CP-150574 [0487 (3 Selection of ePDG for emergency bearer services 13.2.0 ({13.3.0
2015-12 [CT#70 CP-150696 [0456 (7 Liveness check corrections 13.3.0 [(13.4.0
2015-12 |CT#70 CP-150707 |0491 |2 DIAMETER_ERROR_ROAMING _NOT_ ALLOWED for trusted 13.3.0 (13.4.0
WLAN
2015-12 [CT#70 CP-150714 [0494 [1 [APN handling in Emergency session establishment 13.3.0 (13.4.0
2015-12 |CT#70 CP-150696 |0495 Correction of IP address handling during handover to untrusted 13.3.0 (13.4.0
non-3GPP access
2015-12 |CT#70 CP-150695 |0496 draft-gundavelli-ipsecme-3gpp-ims-options became RFC7651 13.3.0 [13.4.0
2015-12 [CT#70 CP-150714 |0497 [3 [ePDG selection configuration in USIM for emergency services 13.3.0 [(13.4.0
2015-12 |CT#70 CP-150696 0498 |2 UE handling of ANDSF information 13.3.0 [13.4.0
2015-12 |CT#70 CP-150707 |0502 6 DIAMETER_ERROR_USER_UNKNOWN, 13.3.0 (13.4.0
DIAMETER_ERROR_ROAMING_NOT_ALLOWED,
DIAMETER_AUTHORIZATION_REJECTED and
DIAMETER_ERROR_RAT_TYPE_NOT_ALLOWED result codes
for untrusted WLAN
2015-12 |CT#70 CP-150691 |0505 |1 Correction for content of IDi payload 13.3.0 [13.4.0
2015-12 |CT#70 CP-150706 |0506 1 NBIFOM_GENERIC_CONTAINER definition 13.3.0 ({13.4.0
2015-12 |CT#70 CP-150706 |0507 Reducing NBIFOM specific statements for untrusted non-3GPP 13.3.0 (13.4.0
access
2015-12 [CT#70 CP-150696 [0508 (1 UE backoff Handling for trusted WLAN access to EPC using SCM  |13.3.0 [13.4.0
2015-12 |CT#70 CP-150703 |0509 |1 Mid-call IMEI signaling for untrusted acess 13.3.0 [13.4.0
2015-12 [CT#70 CP-150696 [0510 (2 Reference UE authentication of ePDG to 33.402 13.3.0 [(13.4.0
2015-12 |CT#70 CP-150710 |0514 |2 Reactivation Requested cause over untrusted WLAN 13.3.0 [13.4.0
2015-12 [CT#70 CP-150706 |0515 Multiple accesses to a PDN connection not allowed for SCM 13.3.0 [(13.4.0
2015-12 |CT#70 CP-150707 (0516 |2 Error cases for the trusted WLAN 13.3.0 {13.4.0
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2015-12 |CT#70 CP-150707 |0517 |2 HO procedures without PGW 1D 13.3.0 [13.4.0
2015-12 [CT#70 CP-150707 [0518 (1 Define AAA Server behaviour in procedure clause 13.3.0 [(13.4.0
2015-12 |CT#70 CP-150701 |0519 Replace CFG SET/CFG_ACK with CFG_REQUEST/CFG_REPLY [13.3.0 |13.4.0
2015-12 [CT#70 CP-150877 |0426 [20 [Selection of ePDG based on home operator preference 13.3.0 (13.4.0
2016-03 |CT#71 CP-160070 |0511 |7 Authentication Signalling Improvement with Backoff Timer for 13.4.0 (13.5.0
untrusted access
2016-03 |CT#71 CP-160070 [0512 [10 [Authentication Signalling Improvement with Backoff Timer for SCM [13.4.0 |13.5.0
2016-03 |CT#71 CP-160082 (0521 |1 Remove editor's note on ePDG selection 13.4.0 {13.5.0
2016-03 [CT#71 CP-160083 |0523 [4 [Selecting ePDG for emergency services in WLAN 13.4.0 [13.5.0
2016-03 [CT#71 CP-160070 |0524 |1 Remove editor's notes 13.4.0 |13.5.0
2016-03 [CT#71 CP-160082 [0526 |1 [Add cause values for SCM 13.4.0 |13.5.0
2016-03 |CT#71 CP-160082 0527 |2 Confusing and misuse of the term and indication of "value" 13.4.0 [13.5.0
2016-03 |CT#71 CP-160070 |0520 |1 ASI_WLAN cleanup 13.4.0 [13.5.0
2016-03 |CT#71 CP-160082 (0528 |3 Replace undefined terms and reword untestable conditions 13.4.0 [13.5.0
2016-03 |CT#71 CP-160078 |0530 (1 Correction on IKEv2 messages carrying CFG_REQUEST and 13.4.0 (13.5.0
CFG_REPLY
2016-03 |CT#71 CP-160078 (0531 |1 ePDG-initiated modification initiated by UE-initiated modification 13.4.0 {13.5.0
2016-03 [CT#71 CP-160077 [0533 (3 DEVICE_IDENTITY signalling using IKEv2 Notify payload 13.4.0 [13.5.0
2016-03 |CT#71 CP-160078 |0532 |1 Change NBIFOM_GENERIC_CONTAINER from Configuration 13.4.0 (13.5.0
payload to Notify payload
2016-03 |CT#71 CP-160083 |0537 |3 Handling of emergency indication for emergency sessions over 13.4.0 (13.5.0
untrusted WLAN
2016-03 [CT#71 CP-160082 |0539 Capitalisation of field names and miscellaneous corrections 13.4.0 [13.5.0
2016-03 |CT#71 CP-160079 (0540 |3 IKEv2 extension for P-CSCF reselection support 13.4.0 {13.5.0
2016-06 [CT#72 CP-160316 |0534 [6 [ePDG selection in support of Lawful Interception 13.5.0 [13.6.0
2016-06 |CT#72 CP-160316 |0541 Editor's notes on registration of 13.5.0 (13.6.0
TIMEOUT_PERIOD _FOR_LIVENESS CHECK with IANA
2016-06 |CT#72 CP-160313 | 0542 Usage and definition of REACTIVATION REQUESTED CAUSE 13.5.0 [13.6.0
2016-06 [CT#72 CP-160308 [0543 |1 Correction of the name for the private Notify payloads 13.5.0 [13.6.0
2016-06 [CT#72 CP-160317 [0544 (2 Emergency ePDG identifier configuration 13.5.0 [13.6.0
2016-06 |CT#72 CP-160316 |0546 |1 ANDSF configuration for coexistence between WLANSP rules and [13.5.0 |13.6.0
LWA, RCLWI and LWIP
2016-06 |CT#72 CP-160316 |0550 |2 ANDSF/UICC configuration precedence 13.5.0 [13.6.0
2016-06 [CT#72 CP-160316 [0551 (1 Clarification on ePDG configuration information 13.5.0 [13.6.0
2016-06 |CT#72 CP-160325 (0552 |1 Local release of NBIFOM PDN connection for untrusted WLAN 13.5.0 {13.6.0
2016-06 |CT#72 CP-160344 |0549 |1 Clarification on the use of the IKEv2 Error PLMN NOT ALLOWED |13.6.0 {14.0.0
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Change history
Date Meeting |TDoc CR Rev [Cat |Subject/Comment New
version

2016-09 | CT#73 CP-160516 |0553 2| F |Reservation of a private notify message error type value range and a (14.1.0
private notify message status type value range for usage out of
scope of 3GPP

2016-09 | CT#73 CP-160513 |0554 1[ B |Add a cause value to indicate the rejection of an illegal UE for 14.1.0
trusted WLAN access

2016-09 | CT#73 CP-160513 |0555 2| B |Add a cause value to indicate the rejection of an illegal UE for 14.1.0
untrusted WLAN access

2016-09 | CT#73 CP-160507 |0557 1[ A |Remove EN on backoff timer 14.1.0

2016-09 | CT#73 CP-160509 |0559 A [Remove the editor's note on emergency service over WLAN 14.1.0

2016-09 | CT#73 CP-160517 |0560 2| B |ePDG selection for emergency services over WLAN 14.1.0

2016-09 | CT#73 CP-160517 |[0561 3| B [Emergency session establishment for untrusted access 14.1.0

2016-09 | CT#73 CP-160507 |0564 1| A |Corrections to ePDG selection 14.1.0

2016-09 | CT#73 CP-160517 |0566 3| B [|User Identification for emergency services over WLAN 14.1.0

2016-09 | CT#73 CP-160517 |0567 2| B |Support of Emergency session establishment for unauthenticated 14.1.0
UEs

2016-09 | CT#73 CP-160510 (0569 1| F |Release-specific reference to 24.234 14.1.0

2016-09 | CT#73 CP-160507 (0571 1[ A |Remove editor's note for the case when LWA co-existence info is not|14.1.0
provisioned

2016-12 | CT#74 CP-160798 |0572 1| B |ePDG emergency service support indication to the UE 14.2.0

2016-12 | CT#74 CP-160798 |0573 4] B [New emergency PDN connection in TWAN and handover of 14.2.0
emergency PDN connection from 3GPP access to TWAN

2016-12 | CT#74 CP-160798 |0574 2| B [Handover of emergency PDN connection from 3GPP access to 14.2.0
untrusted non-3GPP access

2016-12 | CT#74 CP-160735 |0576 1[ A |NBIFOM and WLAN access selection and traffic routing controlled  |14.2.0
by RAN rules

2016-12 | CT#74 CP-160735 |[0579 1[ A |Alignment to RAN-controlled LTE-WLAN interworking and RAN- 14.2.0
assisted WLAN interworking

2016-12 | CT#74 CP-160798 (0580 2| B |Determining same country location for UE and the connected ePDG (14.2.0

2016-12 | CT#74 CP-160798 |0581 1| F |Correction to "IMSI is unauthenticated" 14.2.0

2016-12 | CT#74 CP-160749 |0583 2| F |NO_APN_SUBSCRIPTION backoff handling for untrusted access 14.2.0

2016-12 | CT#74 CP-160749 |0585 2| F |NO_APN_SUBSCRIPTION backoff handling for SCM 14.2.0

2016-12 | CT#74 CP-160798 |0587 1| B |IMEI not accepted cause for rejection of ES request via untrusted 14.2.0
WLAN

2016-12 | CT#74 CP-160798 |0588 8| B [IMSI as identification for emergency services over WLAN 14.2.0

2016-12 | CT#74 CP-160798 |0589 1[ B |NAl as user identity in the IDi payload of IKE_AUTH message 14.2.0

2016-12 | CT#74 CP-160749 (0591 2| F |Clarification on ePDG selection procedure 14.2.0

2016-12 | CT#74 CP-160740 |[0592 1| B |Add optional ERP support to UE 14.2.0

2016-12 | CT#74 CP-160798 |0594 1| B |Request IMEI from UE with unauthenticated IMSI via untrusted 14.2.0
WLAN

2016-12 | CT#74 CP-160798 |0595 3| B |Emergency session for UICC-less and unauthenticated UEs over 14.2.0
untrusted access

2016-12 | CT#74 CP-160798 |0596 2| B |Support of Emergency session establishment over trusted access 14.2.0

2017-03 | CT#75 CP-170134 (0600 D [Correcting typo errors and "informal" text 14.3.0

2017-03 | CT#75 CP-170134 |0602 3| B |UE attached for emergency over untrusted WLAN 14.3.0

2017-03 | CT#75 CP-170134 |0603 1| F |Redundant description on handling of unauthenticated UE for 14.3.0
emergency over untrusted WLAN

2017-03 | CT#75 CP-170134 |0605 1| F |Format of emergency NAI reference 14.3.0

2017-03 | CT#75 CP-170124 |0607 2| B |UE rekey procedure for WLAN 14.3.0

2017-03 | CT#75 CP-170134 |0609 1[ B |Correction to the definition of emergency session 14.3.0
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2017-03 | CT#75 CP-170134 |0610 1| B |Authentication exception during emergency session over trusted 14.3.0
WLAN

2017-03 | CT#75 CP-170134 |0597 9| B [ldentity management for emergency session over trusted WLAN 14.3.0

2017-03 | CT#75 CP-170134 |0601 4| B |[AAA Server support of Emergency session establishment over 14.3.0
trusted access

2017-03 | CT#75 CP-170134 |0611 3| B [Connection mode negotiation for emergency session over trusted 14.30

WLAN
2017-06 | CT#76 CP-171088 |0599 5| F [Introduction of WLAN and ANQP 14.4.0
2017-06 | CT#76 CP-171089 |0608 8| B |Managing local emergency number over the non-3GPP access 14.4.0

2017-06 | CT#76 CP-171089 (0612 5| B [Handling of emergency call numbers for emergency session over 14.4.0
WLAN access

2017-06 | CT#76 CP-171089 |0613 B |User identification for emergency session over WLAN access 14.4.0
2017-06 | CT#76 CP-171089 |0614 1| B |EAP-3GPP-LimitedService method coding 14.4.0
2017-06 | CT#76 CP-171089 |0618 1[ B |Emergency call numbers via IKEv2 14.4.0
2017-06 | CT#76 CP-171089 |0619 1 F IKEv_Z private error type to indicate unauthenticated emergency 14.4.0
2017-06 | CT#76 CP-171089 |0621 1{ B Zlirlglccaehandling of unauthenticated emergency session 14.4.0
2017-06 | CT#76 CP-171088 |0623 1| F |Correction on PDN-GW selection during initial attach 14.4.0
2017-09 | CT#77 CP-172111 |0629 2| F |Remove double negation 145.0
2017-09 | CT#77 CP-172099 (0631 1[ F |Only ERP Implicit Bootstrapping mode is supported in Rel-14 145.0
2017-09 | CT#77 CP-172111 |0633 3| F |Emergency call detection when the UE is connected only to non- 1450

3GPP access

2017-09 | CT#77 CP-172111 |0635 3| F [Minimum and maximum size for EMERGENCY_CALL_NUMBERS (14.5.0
Notify payload

2017-09 | CT#77 CP-172123 |0624 2| B [IKEv2 multiple bearer PDN connectivity 15.0.0

2017-09 | CT#77 CP-172122 |0625 F |Incorrect ESP SPI in Delete payload 15.0.0

2017-09 | CT#77 CP-172122 |0630 1[ C |Alignement of IP address allocation mechanism between 3GPP and |15.0.0
non-3GPP access

2017-09 | CT#77 CP-172123 (0632 1| B |Support of QoS differentiation for trusted non-3GPP access 15.0.0
2017-09 | CT#77 acceptation of revision marks 15.0.1
2017-12 | CT#78 CP-173077 |0628 F |ePDG selection at a location that does not belong to any country 15.1.0
2017-12 | CT#78 CP-173078 |0636 1| F |Clarification on IPv6 addresses comparison during handover 15.1.0

2017-12 | CT#78 CP-173057 |0638 3| A [Handling of emergency numbers received over non-3GPP access 15.1.0

2017-12 | CT#78 CP-173057 |0640 1| A |Resolve EN "ltis FFS if the UE can still use these numbers when 15.1.0
connected only to non-3GPP access"

2017-12 | CT#78 CP-173082 (0641 B |Resolving Editor's Note on QCI to DSCP mapping 15.1.0

2017-12 | CT#78 CP-173057 |0643 4] A [Correct MCC information usage and storage of Local Emergency 15.1.0
Numbers List in Annex J

2017-12 | CT#78 CP-173082 |0644 1| B |Usage of TWAG MAC address for WLCP bearer 15.1.0

2017-12 | CT#78 CP-173077 (0647 2| D |Corrections to EAP-AKA procedure in the UE 15.1.0

2017-12 | CT#78 CP-173082 |0648 1| F |]Incorrect values of Notify Message Type field 15.1.0

2017-12 | CT#78 CP-173082 |0649 1| B |Further QoS parameters in QoS differentiations 15.1.0

2017-12 CT#78 CP-173049 (0652 A |Missing 't'in 15.1.0
"epdg.epc.mnc<MNC>.mcc<MCC>.pub.3gppnework.org"

2017-12 | CT#78 CP-173057 |0654 A [Correct mapping Emergency Call Number Unit field contents to 15.1.0
Emergency Service Category Value

2017-12 | CT#78 CP-173055 |0656 1[ A |Emergency ePDG selection for UE without UICC 15.1.0

2018-03 | CT#79 CP-180106 (0657 1| F |Correction of incorrect references 15.2.0

2018-03 | CT#79 CP-180063 |[0659 A |[Corrections of errors in emergency PDU session establishment by  |15.2.0

UE without valid UICC using SCM in TWAN
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2018-06 | CT#80 CP-181051 |0661 2| A |Emergency session establishment when the UE is connected to an  [15.3.0

2018-06 | CT#80 CP-181059 (0662 2| B eCIIDaI?i(f?cation on usage of ePDG selection procedures 15.3.0
2018-06 | CT#80 CP-181059 |0663 B |5G N3A - info for handover from EPC/ePDG to 5GS 15.3.0
2018-06 | CT#80 CP-181078 |0665 F |Incorrect numbering of tables and figures 15.3.0
2018-09 | CT#81 CP-182129 |0666 1[ B |S-NSSAl info for PDN connection established over ePDG/EPC 15.4.0
2018-09 | CT#81 CP-182129 |0667 1| F |Correction for no overlap in assignments of IKE Notify message 15.4.0
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2018-09 | CT#81 CP-182129 |0668 1 F g((;):?glction for transfer of a PDU session to untrusted non-3GPP 15.4.0
access connected to EPC
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2018-12 | CT#82 CP-183075 |0675 1[ A |No UE configuration parameters for connectivity to ePDG by UICC |15.5.0
2018-12 | CT#82 CP-183072 |0681 A [Resolving Editor's Notes: version of 3GPP2 X.S0057, 3GPP2 155.0
C.S0087
2018-12 | CT#82 CP-183068 (0687 A |Correct reference 155.0
2018-12 | CT#82 CP-183069 |0690 1[ A |Clarify decorated NAI usage 155.0
2018-12 | CT#82 CP-183073 |0695 1[ A |Resolving Editor's Note on application ID for ANDSF GBA Push 155.0
2018-12 | CT#82 CP-183069 (0696 2] A [Missing references to RFC 7296 and 4306 155.0
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2019-03 | CT#83 CP-190100 |0700 D |Fixing some heading styles and typos 15.6.0
2019-03 | CT#83 CP-190100 |0702 3| F |UE and ePDG behavior after no response to INFORMATIONAL 15.6.0
2019-03 | CT#83 CP-190083 |0704 1l F gc?rsr:?i?)n on PDU session ID field setting for UE supporting N1 15.6.0
2019-03 | CT#83 CP-190108 |0703 1l F gc())r(:gct typos Non-3GPP NW policies IE 16.0.0
2019-06 | CT#84 CP-191137 |0705 2| B |Adding 5G Connectivity capability to ANQP payload 16.1.0
2019-06 | CT#84 CP-191121 (0707 A [Condition to include N1_MODE INFORMATION Notify payload 16.1.0
2019-06 | CT#84 CP-191145 |0708 1| F |Reference to IEEE Std 802.11 16.1.0
2019-09 CT#85 CP-192058 |0711 1 F |N1_MODE_SUPPORT Notify Payload 16.2.0
2019-09 CT#85 CP-192058 |0712 F |PLMN ID that S-NSSAI relates to 16.2.0
2019-12 CT#86 CP-193114 |0714 3| F [Correcting description of MAX_CONNECTION_REACHED 16.3.0
2019-12 | CT#86 CP-193100 |0716 1[ B |PLMN supporting 5G connectivity without 5G NAS signalling 16.3.0
2020-06 | CT#88e | CP-201106 |0718 1| F |Clarification on NETWORK_FAILURE notification 16.4.0
2020-06 | CT#88e | CP-201128 |0719 1[ F |Handover of ethernet PDN connection to ePDG not supported 16.4.0
2020-06 | CT#88e | CP-201128 |0720 1| F |Correction of IKEV2 protocol RFC number from old 7296 to new 16.4.0
2020-06 | CT#88e | CP-201128 |0721 1 F éi?gncement in UE handling when error 16.4.0

MAX_CONNECTION_REACHED is received from network and
clarify applicability of max PDN connection limit

2020-12 | CT#90e | CP-203209 |0722 F |ePDG handling of UICC-less emergency call when receving the 17.0.0
DIAMETER _ERROR_USER UNKNOWN

2021-03 | CT#91e | CP-210135 |0723 1| D |Inclusive language review — TS 24.302 17.1.0

2021-06 | CT-92e | CP-211146 |0724 1| F |UE handling of the S-NSSAI provided by the ePDG 17.2.0

2021-12 | CT-94e | CP-213061 |0725 1| F |PDU session ID and N1 mode disabling 17.3.0
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2022-03 | CT-95e CP-220282 |0726 1[ B |Add ANID for 5G NSWO 17.4.0
2022-06 CT-96 CP-221222 |0727 -| F |5G:NSWO SNN applies for NSWO in 5GS 17.5.0
2022-09 | CT-97e | CP-222157 |0728 1| F |Clarification of handover between ePDGs 17.6.0
2022-12 | CT-98e | CP-223137 |0731 5| B [Connectivity for NSWO authentication 17.7.0
2022-12 | CT-98e | CP-223143 |0735 1| F |Modification of PLMN List IE description 17.7.0
2022-12 | CT-98e CP-223156 (0733 F | Clarification on ePDG handling of 5GS parameters 18.0.0
2022-12 | CT-98e | CP-223156 |0734 1| F |Clarification on indicating the PDU session ID in the IKE_AUTH 18.0.0
2022-12 | CT-98e | CP-223263 |0737 3| B gal?:pe;rtt for discovery of SNPNs with 5G connectivity support 18.0.0
2023-03 | CT-99 CP-230247 (0729 1| B |DNS server security information 18.1.0
2023-03 | CT-99 CP-230220 (0742 -| F [Clarification of BACKOFF_TIMER Notify payload 18.1.0
2023-03 | CT-99 CP-230278 (0741 1| F |Redefining SNPN list with trusted 5G Connectivity IE 18.1.0
2023-03 | CT-99 CP-230257 |0740 1| B |Define ATSSS related Notify payloads 18.1.0
2023-06 | CT-100 | CP-231267 |0746 -| F |Correction of DNS_SRV_SEC_INFO_IND and 18.2.0
DNS_SRV_SEC_INFO Notify payloads
2023-06 | CT-100 | CP-231217 |0747 2| F [Correction to the encoding of PLMN lists in Annex H 18.2.0
2023-06 | CT-100 | CP-231238 |0750 1| B |SNPN services for NSCW devices 18.2.0

2023-06 | CT-100 | CP-231233 |0745 1| F |Removal of redundant description of NID coding in SNPN List with  |18.2.0
trusted 5G Connectivity IE

2023-06 | CT-100 | CP-231238 |0749 1| B |Support for human-readable network name 18.2.0
2023-06 | CT-100 | CP-231238 |0748 3| B |[SNPN List with AAA connectivity to 5GC 18.2.0
2023-06 | CT-100 | CP-231239 |0751 1| F |Minor correction on the coding of SNPN List with trusted 5G 18.2.0
Connectivity
2023-06 | CT-100 Fixing errors 18.2.1
2023-09 | CT-101 CP-232218 |0754 -| B |MPS for WLAN EPC congestion exemptions 18.3.0
2023-09 | CT-101 | CP-232189 |0756 -| F [Correction to ATSSS_RESPONSE Notify payload 18.3.0
2023-09 | CT-101 CP-232218 (0752 1{ B |MPS for WLAN EPC Transport Priority 18.3.0
2023-09 | CT-101 CP-232218 |0753 1{ B |MPS for WLAN EPC attach 18.3.0

2023-09 | CT-101 | CP-232210 |0757 1| B |Adding the ATSSS rules to the ATSSS_RESPONSE Notify payload |18.3.0

2023-12 | CT-102 CP-233177 (0760 -| F |Correction to HPA_INFO 18.4.0
2023-12 | CT-102 | CP-233189 |0761 -| F [Correction to reference number 18.4.0
2023-12 | CT-102 | CP-233144 |0759 2| A [IANA assigned value for AT_DEVICE_IDENTITY attribute 18.4.0
2023-12 | CT-102 | CP-233177 |0769 -| F |IANA registration for AT_HPA_INFO 18.4.0
2023-12 | CT-102 | CP-233177 |0768 2| F |MPS for WLAN updated indicator for 5GC 18.4.0
2024-03 | CT-103 | CP-240125 |0774 -| F [Correction to IEEE standards references 18.5.0
2024-03 | CT-103 | CP-240116 |0771 2| F |MPS for WLAN updated indicator for EPC 18.5.0
2024-03 | CT-103 CP-240116 (0772 4] F [MPS for WLAN NAI decoration 18.5.0
2024-06 | CT-104 CP-241194 |0778 -| F |Correction to references on IKEv2 18.6.0
2024-06 | CT-104 | CP-241194 |0777 1| F |Clarification on authentication using ePDG certificate 18.6.0
2024-06 | CT-104 | CP-241198 |0782 -| F |Adding missing abbreviations, correcting references and other 18.6.0
miscellaneous corrections
2024-06 | CT-104 | CP-241194 |0776 2| F |[Clarification on IDr payload 18.6.0
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