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Foreword

This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document specifies the discovery and network selection procedures for access to 3GPP Evolved Packet
Core (EPC) via non-3GPP access networks and includes Authentication and Access Authorization using
Authentication, Authorization and Accounting (AAA) procedures used for the interworking of the 3GPP EPC and the
non-3GPP access networks.

The present document also specifies the Tunnel management procedures used for establishing an end-to-end tunnel
from the UE to the ePDG to the point of obtaining IP connectivity and includes the selection of the |P mobility mode.

The non-3GPP access networks considered in this present document are cdma2000® HRPD and Worldwide
Interoperability for Microwave Access (WiMAX), and any access technologies covered in 3GPP TS 23.402 [6]. The
present document also specifies UE accessto PLMN |P-based services via restrictive non-3GPP access networks
covered in 3GPP TS 33.402 [15]. These non-3GPP access networks can be trusted or untrusted access networks.

The present document is applicable to the UE and the network. In this technical specification the network isthe 3GPP
EPC.

NOTE: cdma2000® isaregistered trademark of the Telecommunications Industry Association (TIA-USA).

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[2] Void.

[2A] 3GPP TS 23.002: "Network architecture”.

[3] 3GPP TS 23.003: "Numbering, addressing and identification".

[4] 3GPP TS 23.122: "Non-Access-Stratum (NAS) functions related to Mobile Station (MS) inidle
mode".

[5] Void.

[5A] 3GPP TS 23.203: "Policy and Charging Control Architecture”.

[6] 3GPP TS 23.402: " Architecture enhancements for non-3GPP accesses'.

[7] Void.

(8] Voaid.

[9] 3GPP TS 24.234 v12.2.0: "3GPP System to Wireless Local Area Network (WLAN) interworking;
WLAN User Equipment (WLAN UE) to network protocols'.

[10] 3GPP TS 24.301: "Non-Access-Stratum (NAS) protocol for Evolved Packet System (EPS)".

[11] 3GPP TS 24.303: "Mobility management based on Dual-Stack Mobile IPv6".

ETSI



3GPP TS 24.302 version 16.4.0 Release 16 13 ETSI TS 124 302 V16.4.0 (2020-08)

[12]

[13]
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[16A]
[16B]
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[23A]
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[25]
[26]
[27]
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3GPP TS 24.304: "Mobility management based on Mobile IPv4; User Equipment (UE) - Foreign
Agent interface".

3GPP TS 24.312: " Access Network Discovery and Selection Function (ANDSF) Management
Object (MO)".

3GPP TS 25.304: "User Equipment (UE) proceduresin idle mode and procedures for cell
reselection in connected mode".

3GPP TS 25.331: "Radio Resource Control (RRC); Protocol Specification”.
3GPP TS 33.402: "3GPP System Architecture Evolution: Security aspects of non-3GPP accesses'.

3GPP TS 36.304: "Evolved Universal Terrestrial Radio Access (E-UTRA); User Equipment (UE)
proceduresin idle mode".

3GPP TS 45.008: "Radio Access Network; Radio subsystem link control™.

3GPP TS 36.331: "Evolved Universal Terrestrial Radio Access (E-UTRA) Radio Resource
Control (RRC); Protocol specification™.

3GPP TS 29.273: "Evolved Packet System; 3GPP EPS AAA Interfaces'.
3GPP TS 29.275: "Proxy Mobile IPv6 (PMIPv6) based Mobility and Tunnelling protocols’.

3GPP TS 29.276: "Optimized Handover Procedures and Protocols between EUTRAN Access and
¢cdma2000 HRPD Access'.

3GPP2 X.S0057-B v2.0: "E-UTRAN - HRPD Connectivity and Interworking: Core Network
Aspects'.

3GPP2 C.S0087-A v4.0: "E-UTRAN — HRPD and CDMA2000 1x Connectivity and Interworking:
Air Interface Aspects'.

Void.
3GPP2 C.S0024-B v3.0: "cdma2000® High Rate Packet Data Air Interface Specification”.

3GPP2 C.S0016-D v1.0: "Over-the-Air Service Provisioning of Mobile Stationsin Spread
Spectrum Standards’.

WiMAX Forum Network Architecture Release 1.0 version 1.2 — Stage 2: "Architecture Tenets,
Reference Model and Reference Points', November 2007.

WiMAX Forum Network Architecture Release 1.0 version 1.2 — Stage 3. "Detailed Protocols and
Procedures®, November 2007.

WiMAX Forum Mobile System Profile Release 1.0 Approved Specification Revision 1.4.0,
April 2007.

|EEE Std 802.16e-2005 and |EEE Std 802.16-2004/Cor1-2005: "| EEE Standard for Local and
Metropolitan Area Networks, Part 16: Air Interface for Fixed and Mobile Broadband Wireless
Access Systems Amendments 2 and Corrigendum 1", February 2006.

IETF RFC 7296 7296 (October 2014): "Internet Key Exchange Protocol Version 2 (IKEv2)".
IETF RFC 3748 (June 2004): "Extensible Authentication Protocol (EAP)".

IETF RFC 4301 (December 2005): " Security Architecture for the Internet Protocol”.

IETF RFC 4555 (June 2006): "IK Ev2 Mobility and Multihoming Protocol (MOBIKE)".
IETF RFC 4303 (December 2005): 1P Encapsulating Security Payload (ESP)".

IETF RFC 4187 (January 2006): "Extensible Authentication Protocol Method for 3rd Generation
Authentication and Key Agreement (EAP-AKA)"

ETSI



3GPP TS 24.302 version 16.4.0 Release 16 14 ETSI TS 124 302 V16.4.0 (2020-08)

[34]
[35]
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[59]

IETF RFC 3629 (November 2003): "UTF-8, atransformation format of 1SO 10646".

IETF RFC 1035 (November 1987): "DOMAIN NAMES - IMPLEMENTATION AND
SPECIFICATION".

Void.

IETF RFC 6153 (February 2011): "DHCPv4 and DHCPv6 Options for Access Network Discovery
and Selection Function (ANDSF) Discovery".

IETF RFC 5448 (May 2009): "Improved Extensible Authentication Protocol Method for 3rd
Generation Authentication and Key Agreement (EAP-AKA)".

OMA-ERELD-DM-V1_2: "Enabler Release Definition for OMA Device Management”.
Void

"Unicode 5.1.0, Unicode Standard Annex #15; Unicode Normalization Forms", March 2008.
http://www.unicode.org.

3GPP TS 33.220: "Generic Authentication Architecture (GAA); Generic bootstrapping
architecture”.

3GPP TS 29.109: " Generic Authentication Architecture (GAA); Zh and Zn Interfaces based on the
Diameter protocol”.

3GPP TS 33.222: "Generic Authentication Architecture (GAA); Access to network application
functions using Hypertext Transfer Protocol over Transport Layer Security (HTTPS)".

3GPP TS 31.102: "Characteristics of the Universal Subscriber Identity Module (USIM)
application”.

3GPP TS 24.008: "Mobile radio interface Layer 3 specification; Core network protocols; Stage 3".

3GPP TS 33.223: "Generic Authentication Architecture (GAA); Generic Bootstrapping
Architecture (GBA) Push function".

3GPP TS 24.007: "Mobile radio interface signalling layer 3; General aspects’.

IETF RFC 4739: "Multiple Authentication Exchangesin the Internet Key Exchange (IKEv2)
Protocol”.

3GPP TS 29.274: "Tunnelling Protocol for Control plane (GTPv2-C)".
3GPP TS 24.139: "3GPP System-Fixed Broadband Access Network Interworking; Stage 3".

3GPP TS 24.109: "Bootstrapping interface (Ub) and network application function interface (Ua);
Protocol details’.

IETF RFC 2817 (May 2000): "Upgrading to TLS Within HTTP/1.1".

Void.

Void.

3GPP TS 24.244: "Wireless LAN control plane protocol for trusted WLAN accessto EPC".

|EEE Std 802.11-2016: "I EEE Standard for Information technology - Telecommunications and
information exchange between systems - Local and metropolitan area networks - Specific
requirements - Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY)
Specifications'.

|EEE Std 802-2014: "IEEE Standard for Local and Metropolitan Area Networks: Overview and
Architecture”, 30th June 2014.

Void.
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[60] IETF RFC 4284 (January 2006): "Identity Selection Hints for the Extensible Authentication
Protocol (EAP)".

[61] IEEE Std 802.1X ™-2010: "I1EEE Standard for Information technology - Telecommunications and
information exchange between systems - Local and metropolitan area networks - Port-based
Network Access Control™.

[62] IETF RFC 4282: "The Network Access Identifier".

[63] ITU-T Recommendation E.212: "The international identification plan for mobile terminals and
mobile users”.

[64] IETF RFC 7651 (September 2015): "3GPP IP Multimedia Subsystems (IMS) Option for the
Internet Key Exchange Protocol Version 2 (IKEv2)".

[65] 3GPP TS 33.310: "Network Domain Security (NDS); Authentication Framework (AF)".

[66] 3GPP TS 23.380: "IMS Restoration Procedures”.

[67] 3GPP TS 24.229: "IP multimedia call control protocol based on Session Initiation Protocol (SIP)
and Session Description Protocol (SDP); Stage 3".

[68] 3GPP TS 23.161: "Network-Based | P Flow Mobility (NBIFOM); Stage 2".

[69] 3GPP TS 24.161: "Network-Based |P Flow Mobility (NBIFOM); Stage 3".

[70] 3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal
Terrestrial Radio Access Network (E-UTRAN); Overall description; Stage 2".

[70A] IETF RFC 4309 (December 2005): "Internet Key Exchange Protocol Version 2 (IKEv2)".

[70B] IETF RFC 7296 (October 2014): "Internet Key Exchange Protocol Version 2 (IKEv2)".

[71] IETF RFC 6696 (July 2012): "EAP Extensions for the EAP Re-authentication Protocol (ERP)".

[72] IETF RFC 3948 (January 2005): "UDP Encapsulation of | Psec ESP Packets'.

[73] IETF RFC 2234 (November 1997): "Augmented BNF for Syntax Specification: ABNF".

[74] IETF RFC 5279 (July 2008): "A Uniform Resource Name (URN) Namespace for the 3rd
Generation Partnership Project (3GPP)".

[75] IETF RFC 2474 (December 1998): "Definition of the Differentiated Services Field (DS Field) in
the IPv4 and IPv6 Headers'.

[76] 3GPP TS 24.501: "Non-Access-Stratum (NAS) protocol for 5G System (5GS); Stage 3.

[77] 3GPP TR 24.502: " Access to the 3GPP 5G Core Network (5GCN) via hon-3GPP access
networks".

3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following
apply. A term defined in the present document takes precedence over the definition of the same term, if any, in
3GPP TR 21.905 [1].

Access Network Discovery and Selection Function: In this specification, Access Network Discovery and Selection
Function (ANDSF) is a network element specified in 3GPP TS 23.402 [6]. Unless otherwise specified, the term ANDSF
is used to refer to both Home and Visited ANDSF.
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ANDSF rules: In this specification, ANDSF rules refers to the set of ANDSF policies defined in 3GPP TS 24.312 [13]
for WLAN access selection and traffic routing between E-UTRAN or UTRAN and WLAN. ANDSF rules can contain
RAN validity conditions for RAN-assisted WLAN interworking.

Emergency session: In this specification, an emergency session refers to an emergency PDN connection established in
E-UTRAN and handed over to a S2a based cdma2000® HRPD access network, or an emergency PDN connection
established over trusted or untrusted WL AN access, or an emergency PDN connection established in 3GPP access and
handed over to trusted or untrusted WLAN access.

Equivalent home service provider: In this specification, equivalent home service provider is aservice provider that is
equivalent to HPLMN in regard to service provider selection over WLAN.

Equivalent visited service provider: In this specification, equivalent visited service provider is a service provider that
is equivalent to the V-PLMN in regard to service provider selection over WLAN.

Home ANDSF: In this specification, the Home ANDSF (H-ANDSF) is an ANDSF element located in the home PLMN
of aUE.

Offload Preference Indicator (OPI): In this specification, Offload Preference Indicator (OPI) isahbitmap (i.e. aone-
dimensiona bit array) that can be used by UEsin an E-UTRA or UTRA cell to determine when to move certain traffic
(e.g. certain IP flows) to WLAN access or to 3GPP access. The meaning of each bit in this bitmap is operator specific
and is not defined in 3GPP specifications.

Offloadable PDN connection: In this specification, an offloadable PDN connection isaPDN connection, established
in (or previously handed over to) 3GPP access, such that:

- the WLAN offload indication information element (see 3GPP TS 24.301 [10] and 3GPP TS 24.008 [46]) last
received for the PDN connection has the " offloading the traffic of the PDN connection viaa WLAN when in S1
mode is acceptable" value and the UE isin S1 mode; or

- the WLAN offload indication information element (see 3GPP TS 24.301 [10] and 3GPP TS 24.008 [46]) last
received for the PDN connection has the " offloading the traffic of the PDN connection viaa WLAN whenin
UTRAN lu mode is acceptable” value and the UE isin UTRAN lu mode.

Preferred Service ProvidersList (PSPL): In this specification, the Preferred Service Providers List refersto a
prioritized list of service provider realms other than equivalent home service providers preferred by the UE's 3GPP
home operator for WLAN.

Set of Access network discovery information: In this specification, a set of Access network discovery information is
the access network discovery information from asingle ANDSF.

Set of Inter-system mobility policy: In this specification, a set of Inter-system mobility policy isthe inter-system
policy information received from a single ANDSF.

Visited ANDSF: In this specification, the Visited ANDSF (V-ANDSF) is an ANDSF element located in the visited
PLMN of aUE.

RAN Assistance Infor mation: In this specification, RAN Assistance Information refers to the set of thresholds and

parameters that can be provided by E-UTRAN or UTRAN to the UE for assisting WLAN access selection and traffic
routing. The RAN assistance information can include 3GPP access thresholds, WLAN access thresholds, an Offload

Preference Indicator (OPI) value and WLAN identifiers as defined in 3GPP TS 25.331 [14A] and

3GPP TS 36.331[16B].

RAN rules: In this specification, RAN rulesrefersto the set of RAN assistance parameter and RAN steering command
handling, access network selection and traffic steering procedures defined in 3GPP TS 36.304 [16],
3GPP TS 25.304 [14] and 3GPP TS 36.331 [16B] for the steering of traffic between E-UTRAN or UTRAN and WLAN
associated with RAN-controlled LTE-WLAN interworking or RAN-assisted WLAN interworking.

Restrictive non-3GPP access network type |: anon-3GPP access network forwarding | P packets of TCP connections
initiated by a served UE, with destination port 443, and with destination address outside of the non-3GPP access
network, and discarding IP packets of some or all other TCP connections initiated by the served UE, with destination
address outside of the non-3GPP access network.

Restrictive non-3GPP access network type I 1: anon-3GPP access network discarding | P packets of TCP connections
initiated by a served UE, with destination address outside of the non-3GPP access network, where the non-3GPP access
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network contains HTTP proxy supporting HTTP CONNECT method for URIs with port 443 and with host outside of
the non-3GPP access network.

Restrictive non-3GPP access network: restrictive non-3GPP access network type | or restrictive non-3GPP access
network type .

Firewall traversal tunnel (FTT): a TCP connection with TLS connection enabling passing of messages between UE in
restrictive non-3GPP access network and ePDG.

Firewall traversal tunnel keep-alivetime (FTT KAT): a maximum time between two subsequent messages sent by
UE in the firewall traversal tunnel.

Unauthenticated IM Sl In this specification, the term "unauthenticated IMSI" or the term "IMSI is unauthenticated"” is
only pertinent to the network. The knowledge that a UE's IMSI is unauthenticated or that the UE has an unauthenticated
IMSI, is not available to the UE.

WLAN Selection Policy (WLANSP): In this specification, the WLAN Selection Policy is a set of operator-defined
rules that determine how the UE selects/reselectsa WLAN access network.

WLAN selection information: In this specification, WLAN selection information refers to the information received
from ANDSF including WLAN Selection Policy (WLANSP), rule selection information, Home Network Preference
information and Visited Network Preference information as specified in 3GPP TS 24.312 [13].

Visited PLM Nswith preferred rules: In this specification, visited PLMNs with preferred rules included in the rule
selection information refersto alist of identifiers of visited PLMNs provided by HPLMN, so that the UE roaming in
such visited PLMN prefers ISMP, ISRP or WLANSP rules provided by the visited PLMN over ISMP, ISRP or
WLANSP rules provided the HPLMN. In ANDSF MO, the visited PLMNs with preferred rules correspond to the
ANDSF/RuleSel ectionlnformation/\V PLM NswithPreferredRul es interior node.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.122 [4] apply:

Acceptable cell
EHPLMN

Home PLMN
Limited service state
RPLMN

Visited PLMN

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.402 [6] apply:

IFOM capable UE

Inter-APN routing capable UE

Local Operating Environment I nformation
MAPCON capable UE

S2a

S2b

S2c

Non-seamless WL AN offload capable UE
Single-connection mode (SCM)
Transpar ent single-connection mode (TSCM)
M ulti-connection mode (M CM)

For the purposes of the present document, the following terms and definitions given in 3GPP TS 29.273 [17] apply:
STa
For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.301 [10] apply:

Evolved packet core network
Evolved packet system

For the purposes of the present document, the following terms and definitions given in
WiMAX Forum Network Architecture Release 1.0 version 1.2 — Stage 3 [25] apply:

Network Access Provider

ETSI



3GPP TS 24.302 version 16.4.0 Release 16 18 ETSI TS 124 302 V16.4.0 (2020-08)

Network Service Provider

For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.402 [15] apply:
External AAA server

For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.312 [13] apply:

Activerule
Valid rule

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.003 [3] that relate
to access to 3GPP evolved packet core via non-3GPP access networks, apply:

NAI

Alternative NAI

Decorated NAI
Emergency NAI
Fast-Reauthentication NAI
Pseudonym | dentity

Root NAI

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.002 [2A] apply:

3GPP AAA Proxy
3GPP AAA Server

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.161 [68] apply:

NBIFOM

Routing Rule

UE-inititaed NBIFOM
Networ k-initiated NBIFOM
M ulti-access PDN connection

For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.501 [76] apply:

N1 mode
PDU session ID

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
3GPP TR 21.905 [1].

AAA Authentication, Authorization and Accounting
ACL Access Control List

AKA Authentication and Key Agreement

ANDSF Access Network Discovery and Selection Function
ANDSF-SN Access Network Discovery and Selection Function Server Name
ANID Access Network | dentity

ANQP Access Network Query Protocol

APN Access Point Name

DHCP Dynamic Host Configuration Protocol

DM Device Management

DNS Domain Name System

DSCP Differentiated Services Code Point

DSMIPv6 Dual-Stack MI1Pv6

eAN/PCF Evolved Access Network Packet Control Function
EAP Extensible Authentication Protocol

EPC Evolved Packet Core

ePDG Evolved Packet Data Gateway

EPS Evolved Packet System
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ERP EAP Re-authentication Protocol
ESP Encapsulating Security Payload
FQDN Fully Qualified Domain Name
GAA Generic Authentication Architecture
GBA Generic Bootstrapping Architecture
HA Home Agent
H-ANDSF Home-ANDSF
HRPD High Rate Packet Data
HSGW HRPD Serving Gateway
|IEEE Institute of Electrical and Electronics Engineers
IFOM IP Flow Mobility
IKEv2 Internet Key Exchange version 2
IARP Inter-APN Routing Policy
IPMS IP Mobility Mode Selection
ISMP I nter-system Mobility Policy
ISRP Inter-system Routing Policy
IANA Internet Assigned Numbers Authority
[-WLAN Interworking — WLAN
MAPCON Multi Access PDN Connectivity
MCM Multi-connection mode
MO Management Object
NAI Network Access Identifier
NAP Network Access Provider
NBIFOM Network-Based |P Flow Mobility
NBM Network based mobility management
NSP Network Service Provider
NSSAI Network Slice Selection Assistance Information
NSWO Non-Seamless WLAN Offload
OMA Open Mobile Alliance
OPI Offload Preference Indicator
PCO Protocol Configuration Options
P-GW PDN Gateway
PDU Protocol Data Unit
PSPL Preferred Service Provider List
QoS Quality of Service
SCM Single-connection mode
SGW Serving Gateway
S-NSSAI Single NSSAI
SPI Security Parameters Index
TFT Traffic Flow Template
TSCM Transparent single-connection mode
UE User Equipment
uicC Universal Integrated Circuit Card
V-ANDSF Visited-ANDSF
W-APN WLAN APN
WiMAX Worldwide Interoperability for Microwave Access
WLAN Wireless Local Area Network
WLANSP WLAN Selection Policy
WLCP WLAN Control Protocol
WMF WiMAX Forum

4 General

4.1 Trusted and untrusted accesses

The HPLMN operator of the EPC selects whether a connected non-3GPP | P access network is atrusted or untrusted |P

access network.

For atrusted non-3GPP | P access network the communication between the UE and the EPC is secure. For an untrusted
non-3GPP | P access network the communication between the UE and the EPC is not trusted to be secure.
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For atrusted non-3GPP | P access network, all communication between the access network and the EPC is transferred
over pre-established secure links. For an untrusted non-3GPP | P access network, to secure communication between the
UE and the EPC:

- asingle IPSec tunnel needs to be established to the ePDG for al PDN connections when the UE accesses EPC
via S2c is used; or

- an IPSec tunnel needs to be established with the same ePDG for each PDN connection when the UE accesses
EPC viaS2b is used.

4.2 cdma2000® HRPD Access System

The cdma2000® HRPD system is a wireless mobile system developed under the auspices of 3GPP2. The cdma2000®
HRPD system and its access network subsystem is compliant with 3GPP2 X.S0057 [20] and 3GPP2 C.S0087 [21],
which define the core network and air interface aspects, respectively.

4.3 WIMAX Access System

The WIMAX system is a wireless mobile broadband system developed under the auspices of the WMF and the IEEE.
The WiIMAX system and its access network subsystem are compliant with WiMAX Forum Network Architecture
Release 1.0 version 1.2 — Stage 2 [24]. The protocol architecture and signalling of the WiMAX system is specified in
WiMAX Forum Network Architecture Release 1.0 version 1.2 — Stage 3 [25] which supports the air interface defined in
WiMAX Forum Mobile System Profile Release 1.0 Approved Specification Revision 1.4.0 [26] specifying selected
profiles of IEEE Std 802.16e-2005 and |EEE Std 802.16-2004/Cor1-2005 [27] that are to be supported. The WiMAX
access system correspond to the WiMAX Access Service Network (ASN) and to relevant interfaces, as defined in
WiMAX Forum Network Architecture Release 1.0 version 1.2 — Stage 3 [25].

4.3A WLAN

WLAN isan access network developed under the auspices of IEEE Computer Society. WLAN is compliant with
|EEE Std 802.11 [57], which define air interface aspects.

IEEE Std 802.11 [57] defines Access Network Query Protocol (ANQP). A UE can receive from an AP ANQP-elements
in response to an ANQP query. The ANQP query response is received in a generic advertisement service response
frame or a protected management frame.

Where needed, the current specification further describes the structure and contents of payload of ANQP-elements
specified in IEEE Std 802.11 [57] (see annex H and annex |).

4.4 Identities

441 User identities

The user identification shall be either the root NAI, or the decorated NAI, when the UE accesses the EPC via non-3GPP
access networks, and gets authentication, authorization and accounting services from the EPC.

For emergency services over WLAN:

- if IMSl isnot available (i.e. a UE without USIM), the IMEI shall be used for the identification, as user part of
the emergency NAI and the UE shall use a specific domain in the realm part of the NAI as specified in
3GPP TS 23.003 [3]; or

- ifthe UE hasan IMS, it shall usethe IMSI for the identification, as user part of the emergency NAI.

NOTE 1: If theIMSI is unauthenticated on the network side and the network supports emergency session for
unauthenticated IMSI, the IMEI is used for the identification on the network side (see
subclause 6.4.3.1A).
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For handover of an emergency session from E-UTRAN to a S2a based cdma2000® HRPD access network, if IMSI is
not available (i.e. a UE without USIM) or IMSI is unauthenticated, the IMEI shall be used for the identification, as part
of the emergency NAI as defined.

The UE's Mobile Identity IMEI or IMEISV is conveyed to the network (see subclause 6.4 and subclause 7) and used to
enable consistent services for the UE accessing the network via non-3GPP access or to support the emergency services
over WLAN for the unauthenticated UEs.

NOTE 2: IMEI and IMEISV are untrusted identities stored on the UE.
User identification in non-3GPP accesses may require additional identities that are out of the scope of 3GPP.

IETF RFC 4187 [33] and 3GPP TS 23.003 [3] provide definitions for UE and user identities although they use slightly
different terms. Similar terms are also used in 3GPP TS 33.402 [15]. The following list provides term equivalencies and
describes the relation between various user identities.

- The Root NAI isto be used as the permanent identity as specified in 3GPP TS 33.402 [15].

- The Fast-Reauthentication NAI isto be used as the Fast-Reauthentication Identity or the re-authentication ID as
specified in 3GPP TS 33.402 [15].

- The Pseudonym Identity is to be used as the Pseudonym as specified in 3GPP TS 33.402 [15].

4.4.2 Identification of IP Services/PDN connections

For access to EPC the Access Point Name (APN) is used for identifying IP services’PDN connections. The detailed
definition of APN as used for accessto EPC is specified in 3GPP TS 23.003 [3]. APN is conveyed in the IKEv2
signaling during tunnel establishment when S2b interface is used for UE to access EPC. When UE accesses EPC via
S2a using trusted WLAN access network, APN is conveyed in EAP-AKA' signaling for single-connection mode (SCM)
or in WLAN Control Protocol (WLCP) signaling (see 3GPP TS 24.244 [56]) for multi-connection mode (MCM)

4.4.3 FQDN for ePDG Selection

An ePDG Fully Qualified Domain Name (ePDG FQDN) is either provisioned by the home operator or constructed by
UE in either the Operator Identifier FQDN format or the Tracking/Location Area ldentity FQDN format as described in
subclause 4.5.4.2 of 3GPP TS 23.402 [6], and used as input to the DNS mechanism for ePDG selection.

The detailed format of thisePDG FQDN is specified in 3GPP TS 23.003 [3].

4.4.4  Access Network ldentity

For access to EPC via S2a using a trusted non-3GPP access network, the UE uses the Access Network Identity (ANID)
in the key derivation (see 3GPP TS 33.402 [15]). The handling of the Access Network Identity is described in
subclause 6.4.2.4 and the generic format and specific values for the Access Network Identity are defined in

subclause 8.1.1.

4.45 ANDSF Server Name

The ANDSF Server Name (ANDSF-SN) is used for ANDSF discovery. The detailed rules are defined in
subclause 6.8.2.2.1 and the format of the ANDSF-SN is specified in 3GPP TS 23.003 [3].

4.4.6 Home Agent address(es)
If DSMIPV6 is used, the Home Agent | Pv6 address (and optionally an |Pv4 address) are needed. Within this

specification, Home Agent address(es) signalling via IKEv2 between the UE and the ePDG is defined in
subclause 7.4.1.
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4.4.7 Security Parameters Index

The Security Parameters Index (SPI, see IETF RFC 4301 [30]) identifies uniquely a security association between the
UE and the ePDG. For the case of NBM using S2b a one to one mapping between SPI and PDN connection applies.

4.5 Fixed Broadband Access System

The fixed broadband access system is atype of high-speed Internet access for multi-service broadband packet
networking. The fixed broadband access system is specified by the Broadband Forum, including addressing
interoperability, architecture and management.

For support of fixed broadband access interworking, the EPC network procedures are specified in
3GPP TS 24.139[51].

The UE procedures for support of fixed broadband access are specified in 3GPP TS 24.139 [51] and can be used when
the EPC network uses the fixed broadband access interworking or the fixed broadband access convergence.

The architecture of the fixed broadband access convergence is specified in 3GPP TS 23.203 [5A].

4.6 Restrictive non-3GPP access networks

An untrusted non-3GPP access network can be a restrictive non-3GPP access network. When the UE is served by a
restrictive non-3GPP access network, the UE and the ePDG follow the additional procedures described in the annex F.

4.7 Provision and handling of local emergency numbers

It isa UE implementation option to support the procedures of this subclause.

Once the UE has a secure connection to a PLMN through non-3GPP access, the UE supports obtaining local emergency
numbers by one of the following ways:

i) whenthe UE is connected to a PLMN through trusted non-3GPP access, the local emergency numbersis
provided through ANQP, within the ANQP payload. The signalling protocol and methods for use of ANQP isas
specified in IEEE Std 802.11 [57]. See also annex ;

ii) when the UE is connected to a PLMN through untrusted non-3GPP access, local emergency numbers can be
provided through DNS query. See annex J; or

iii) when the UE is connected to a PLMN through untrusted non-3GPP access, local emergency numbers can be
provided through IKEv2. See annex K.

Upon receiving the local emergency numbers through any of the methods indicated above, the UE shall store the local
emergency numbers:

a) if the Non-3GPP emergency number indicator within the Non-3GPP NW provided policies | E through
registration procedures over 3GPP accessis set to "use of nhon-3GPP emergency numbers permitted”, and:

- if the UE is connected to a PLMN through non-3GPP access and also registered to same PLMN or different
PLMN through 3GPP access in the same country, then provide these local emergency numbers to upper
layers for the detection of UE initiated emergency call;

- if the UE is connected to a PLMN through non-3GPP access but is also registered to different PLMN through
3GPP access that is not in the same country, then do not use the received local emergency numbers,

b) if the Non-3GPP emergency number indicator within the Non-3GPP NW provided policies | E through
registration procedures over 3GPP accessis set to "use of nhon-3GPP emergency numbers not permitted”, or if no
Non-3GPP NW provided policies |E was provided through registration procedures over 3GPP access, then:

- do not use the received local emergency numbers for the detection of UE initiated emergency call over 3GPP
access; and

c) if the UE:
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is connected to a PLMN through non-3GPP access,
- isnot registered to any PLMN through 3GPP access;
- isnotinlimited service state camped on an acceptable cell of any PLMN through 3GPP access; and

- can determine that the M CC information of the local emergency numbers received over non-3GPP access
corresponds to the country in which the UE is located;

then, as an implementation option, provide these local emergency numbersto upper layers for the detection of
UE initiated emergency call.

NOTE: The UE determination of the country in which the UE islocated, is UE implementation specific.
Thelocal emergency numbers, received in any of the methods indicated above:

- areonly valid in the country where these local emergency numbers were provided;

- replace only the stored local emergency numbers received over non-3GPP access, if any;

- shall be deleted when UE moves to a country different from where the local emergency numbers were received,;
and at switch off or removal of the USIM.

4.8 Quality of service support

48.1 General

QoS differentiation may be supported for both trusted WLAN and untrusted WLAN.
4.8.2 QoS differentiation in trusted WLAN

48.2.1 General

For trusted WLAN, QoS differentiation may be supported if Multi-Connection mode (MCM) based accessto EPC is
used.

4.8.2.2 QoS signalling

As part of EAP-AKA' authentication via TWAN, the UE and the TWAN first negotiates TWAN connection mode
usage as described in subclause 6.4.

During PDN connection establishment, the UE indicates to the TWAG whether WLCP multiple bearer PDN
connectivity capability is supported or not, as specified in 3GPP TS 24.244 [56]:

- if the UE does not indicate that WL CP multiple bearer PDN connectivity is supported, or if the UE indicates that
WL CP multiple bearer PDN connectivity is supported but the TWAG does not support WLCP multiple bearer
PDN connectivity, then QoS differentiation is not supported. Single point-to-point PDN connection is used to
carry all S2a bearers traffic between the UE and TWAG,; or

- if WLCP multiple bearer PDN connectivity is supported by both the UE and TWAN, then QoS differentiation is
supported and multiple bearer PDN connectivity shall be used between the UE and TWAG:

- During PDN connection establishment, the TWAG shall establish a default WLCP bearer for the PDN
connection. The default WL CP bearer remains established throughout the lifetime of the PDN connection;
and

- The TWAG shall establish a separate WL CP bearer for each additional S2a dedicated bearer of the PDN
connection using WLCP signalling as specified in 3GPP TS 24.244 [56]. Each WL CP bearer is associated
with TFT and bearer level QoS (i.e. QCl, GBR and MBR) for one-to-one mapping between WL CP bearer
and S2a bearer. The TWAG shall maintain the WL CP bearer to the S2a bearer mapping table.
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4.8.2.3 QoS differentiation in user plane
If WLCP multiple bearer PDN connectivity is used:

- For uplink packets, the UE shall select WL CP bearer based on the uplink packet filtersin the TFTs. If no match
isfound, the UE shall select the WL CP bearer that does not have any uplink packet filter assigned. If al bearers
have been assigned an uplink packet filter, the UE shall discard the uplink data packet. The UE shall then use the
QCI in WLCP bearer level QoS information to derive the DSCP value for uplink packets. The UE shall provide
the user plane connection id to the lower layers to be used as the MAC address of the TWAG associated with the
WLCP bearer. The TWAG shall then route the uplink packets to the corresponding S2a bearers based on the the
WLCP bearer and the S2a bearer mapping table.

NOTE 1: The UE can map QCI to DSCP value, for example, by using the mapping between standardized QCI
values and Release 99 3GPP QoS parameter values specified in 3GPP TS 23.401 [4] table E.3, and the
mapping between Release 99 3GPP QoS parameter values and DSCP values specified in
|EEE Std. 802.11-2012 [57] table V-1.

- For downlink packets, the PDN GW routes the packets to S2a bearers based on the downlink packet filtersin the
TFTsassigned to each of the S2a bearers. The TWAG then selects the corresponding WL CP bearer for the
downlink packets based on the the WL CP bearer and the S2a bearer mapping table. The TWAG shall al'so use
the QCI in WLCP bearer level QoS information to derive the DSCP value for downlink packets. The TWAG
shall provide the user plane connection id to the lower layers to be used as the MAC address of the TWAG
associated with the WLCP bearer.

NOTE 2: The TWAG can map QCI to DSCP value, for example, by using the mapping between standardized QCI
values and Release 99 3GPP QoS parameter values specified in 3GPP TS 23.401 [4] table E.3, and the
mapping between Release 99 3GPP QoS parameter values and DSCP values specified in
|EEE Std 802.11 [57] table R-1.

4.8.3 QoS differentiation in untrusted non-3GPP access

For untrusted non-3GPP access, QoS differentiation is provided if the UE and the ePDG supports the IKEv2 multiple
bearer PDN connectivity and the IKEv2 multiple bearer PDN connectivity is used in the PDN connection as defined in
subclause 7.2.7 and subclause 7.4.6.

5 Network Discovery and Selection

5.0 General

The following aspects are included when selecting an EPC network and routing traffic via the EPC network:
- access network discovery and selection procedures as defined in subclause 5.1;
- EPC network selection as defined in subclause 5.2; and
- datatraffic routing of 1P flows as defined in subclause 5.4.

If the UE perform reselection of the access network as defined in subclause 5.3 and the UE reselects to a different
access network, the UE performs the second item and third item of the above bulleted list.

5.1 Access network discovery and selection procedures

51.1 General

If PLMN selection specified in 3GPP TS 23.122 [4] is applicable (e.g., at switch-on, recovery from lack of 3GPP
coverage, or user selection of applicable 3GPP access technology), the PLMN selection to select the highest priority
PLMN according to these specifications is performed before any access network discovery. Procedures for EPC
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selection over non-3GPP access are specified in subclause 5.2. In particular, for WLAN access, service provider
selection function is specified in the WLAN specific procedures in subclause 5.2.3.2

In the access network discovery procedure the UE may get from the ANDSF information on available access networks
initsvicinity. The UE may obtain this information by querying the ANDSF, and may use this information when
determining the presence of operator preferred access networks. Determination of the presence of access networks
requires using radio access specific procedures, which are not further described here.

The UE determines the presence of several access networks and then selects between them. If a higher priority access
network is found connected to the selected service provider or a higher priority service provider, the UE will attempt to
attach viathat access network.

5.1.2 Access network discovery procedure
5121 Triggering the discovery of operator preferred access networks with the
ANDSF
The UE may initiate communications with the ANDSF for operator preferred access network discovery:
- when conditions set up within the policies available in the UE are met; or

- when auser reguests for manual selection.

NOTE 1: The minimum allowed time interval between two consecutive UE initiated requests towards the ANDSF
can be set by operator policies.

NOTE 2: The UE changing of access networks can override the minimum allowed time interval setting.

5.1.2.2 Discovering availability of access networks

The UE may apply the techniques specific to the non-3GPP access technol ogies to discover available non-3GPP access
networks. Such techniques will not be further described here.

In addition, the UE may signal to the ANDSF to obtain information on operator preferred access networks. The
discovery of the ANDSF by the UE, the connection to the ANDSF by the UE and the signalling between the UE and the
ANDSF are given in subclause 6.8.

5.1.3  Access network selection procedure

5.13.1 General
The access network selection may be classified as inter-technology or intra-technology.
The UE can use information received from ANDSF for inter-technology access network selection.

If the RAN rules control the WLAN access selection and traffic routing as described in subclause 6.10.2, the UE uses
the information described in subclause 6.10.4 for inter-technology access network selection.

Other mechanisms for inter-technology access network selection are out of scope of this specification.

5.1.3.2 Specific intra-technology access network selection

In this release of the specification the use of the following specific intra-technology access network selection
procedures is specified.

5.1.3.2.1 cdma2000® HRPD access network selection

The access network selection process for cdma2000® HRPD access networks shall follow 3GPP2 X.S0057 [20].
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5.1.3.2.2 WIMAX NAP selection

The access network selection process for WiMAX which encompasses the NAP discovery and access, shall follow the
WiMAX Forum Network Architecture Release 1.0 version 1.2 — Stage 3 [25].

5.1.3.2.3 WLAN selection

5.1.3.2.31 General
The purpose of this procedure isto create aprioritized list of selected WLAN(S).

The user preferences are used to select between the automatic WLAN selection procedure or the manual WLAN
selection procedure.

The UE shall determine the prioritized list of selected WLAN(S):

1) if user preferences are present, in accordance with the manual mode WLAN selection procedure (see
subclause 5.1.3.2.3.2); and

2) if user preferences are not present, in accordance with the automatic mode WLAN selection procedure (see
subclause 5.1.3.2.3.3).

The UE shall use the prioritized list of selected WLAN(S) to select the service provider in the procedurein
subclause 5.2.3.2.

5.1.3.2.3.2 Manual mode WLAN selection

The UE creates a prioritized list of selected WLAN(S). The creation of the prioritized list is implementation specific.

5.1.3.2.3.3 Automatic mode WLAN selection

If the ANDSF rules control the WLAN access selection and traffic routing as described in subclause 6.10.2, then the
selected WLAN(s) are WLAN(s) that fulfil the selection criteria with the highest priority configured in the active
ANDSF WLANSP rule.

If the RAN rules control the WLAN access selection and traffic routing as described in subclause 6.10.2, then the
selected WLAN(s) are WLAN(s) matching WLAN identifiersin an entry of the list of the WLAN identifiers received
along with the move-traffic-to-WLAN indication as described in subclause 6.10.4.

The UE determines the selected WLAN(S) according to the following steps:
1) the UE shall construct prioritized list of available WLANS as follows:

a) if the ANDSF rules control the WLAN access selection and traffic routing as described in subclause 6.10.2,
the UE shall use the procedures specified in IEEE Std 802.11 [57] to discover the available WLANS. The UE
may perform ANQP procedures as specified in IEEE Std 802.11 [57] to discover the attributes and
capabilities of available WLANSs. The UE shall compare the attributes and capabilities of the available
WLANSs with the highest priority selection criterion that has not been used yet in the active WLANSP rule,
and construct a prioritized list of available WLANS that fulfil the selection criteria. If there are multiple
highest priority selection criteria, it is up to the UE implementation which oneto use. In particular, if:

- thegroup of selection criteriainclude the HomeNetworkIndication and it is set to "1" (see
3GPP TS 24.312 [13)]); and

- the HomeNetworkPreference:

i) doesnot include 3GPP_RPLMN_Preferred; or

i) includes 3GPP_RPLMN_Preferred and it is set to "0" (see 3GPP TS 24.312 [13)]);
then aWLAN isincluded, if:
- the other selection criteriain the active WLANSP rule are met; and

- thedomain name list (see IEEE Std 802.11 [57]) includes:
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b)

i) the home domain name derived fromits IMSI; or
ii) any realm in the EquivaentHomeSPs as specified in 3GPP TS 24.312 [13].

The priority of aWLAN in thelist is set to the WLAN priority defined in the preferredSSIDlist of the
matching selection criteria. There may be one or more selected WLANSs in the list; and

if the RAN rules control the WLAN access selection and traffic routing as described in subclause 6.10.2, the
UE shall use the procedures specified in IEEE Std 802.11 [57] to discover available WLANS. The UE shall
construct a prioritized list of available WLANs and populate it with each discovered WLAN which matches
all WLAN identifiersincluded in an entry of the list of the WLAN identifiers received along with the move-
traffic-to-WLAN indication as described in subclause 6.10.4. The priority of a discovered WLAN in the
prioritized list of available WLANS s decided by the UE in an implementation specific way;

2) if the ANDSF rules control the WLAN access selection and traffic routing as described in subclause 6.10.2, and
if the following conditions are fulfilled:

the UE supports the PDN connection establishment over WLAN using the applicable S2a procedures
specified in 3GPP TS 23.402 [6];

the " S2a connection preference” indicator exists and indicates that PDN connection establishment over
WLAN using the applicable S2a procedures specified in 3GPP TS 23.402 [6] is preferred; and

one or more WLANSs n the list constructed in step 1) is atrusted non-3GPP | P access network;

then the UE considers the WLANSs that have the highest priority and indicate the HPLMN or RPLMN in the
PLMN list with S2a connectivity |E (see annex H) as the selected WLAN(S).

Otherwise, the UE considers the WLAN(S) that has or have the highest priority as the selected WLAN(s). And

NOTE 1: WLAN advertises PLMN(s) towards which the S2a connectivity is supported using ANQP-element

"3GPP Cdlular Network" with the PLMN List with S2a Connectivity |E in the payload, according to
annex H.

NOTE 2: Advertising S2a connectivity over aWLAN using EAP signalling is not supported in this version of the

specification.

3) if the ANDSF rules control the WLAN access selection and traffic routing as described in subclause 6.10.2, if
there are no WLAN(s selected in step 2), the UE may repeat the procedure from step 1) taking into consideration
selection criteria with lower priority from the active WLANSP rule.

NOTE 3: UE implementation can optimize the steps described above, e.g. by combining the ANQP procedures.

5.2

5.2.1

The following EPC network selection procedures over non-3GPP access are defined:

EPC network selection over non-3GPP access

General

1) WiMAX specific;

2) EPC network selection via cdma2000® HRPD accessis given in 3GPP TS 23.122 [4] with any exceptions
detailed in subclause 5.3.4;

3)

WLAN specific proceduresin clause 5 apply: the procedures detail selecting one or more WLANs and
(subsequently) selecting one service provider offering services viathe WLAN (see subclause 5.2.3.2). When the
operator of the WLAN requires authentication and the authentication succeeds (see subclause 6.4 and 6.5.1), the
UE follows the procedures defined for connecting with the EPC. When the UE is connected to EPC through
WLAN access, the tunnel is set-up with the ePDG (as described in clause 7 of this document) using a root NAI
as defined in 3GPP TS 23.003 [3] or with the HA (as described in 3GPP TS 24.303 [11]); and

4) generic EPC network selection for other access technologies not listed above.
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The UE performs the appropriate EPC selection procedure over non-3GPP access when the non-3GPP radio becomes
enabled. If the UE needs to establish emergency session over untrusted access, the UE shall select an ePDG that
supports emergency services as described in subclause 7.2.1 and 3GPP TS 23.402 [6].

NOTE: The UE can perform the appropriate EPC selection procedure over non-3GPP access based on other
implementation-specific triggers, e.g. regaining non-3GPP access network coverage or connectivity.

The UE can utilize information received from ANDSF to which EPCs an access network is connected as described in
3GPP TS 24.312 [13]. Additionally, any technology specific means can be employed to acquire such information, but
these are out of scope of this specification.

5.2.2 Generic EPC network selection procedure over non-3GPP access

5221 Identification of the EPC

The identification of EPC shall be based on one of the following:
- PLMN-Id (i.e. pair of MCC+MNC), as specified in 3GPP TS 23.003 [3]; or
- Home/Visited Network Realm/Domain, as specified in 3GPP TS 23.003 [3].

5222 EPC network selection

52221 UE selection modes

Two modes of EPC network selection are defined, manual and automatic. The UE shall select the EPC network
according to the selected operating mode.

5.2.22.72 Manual EPC network selection

The UE shall present the list of available EPC networks, to which connectivity is provided through the selected non-
3GPP access network, to the user. If UE'sHPLMN or PLMNs equivaent to it arein thislist, they shall be shown in the
highest ranking order. The ordering of the rest of entriesin the list isimplementation dependent. If available, the UE
should display names and/or realms/domains.

If multiple equivalent HPLMNs are available, then the display order among them is UE implementation specific.

5.2.2.2.3 Automatic EPC network selection

The UE may use locally stored data for selecting between EPC networks available for connectivity viathe currently
selected non-3GPP access network.

The UE shall select aPLMN according to the PLMN selection procedures of the selected non-3GPP access network.

Additional criteriaare out of scope of this specification and remain implementation specific.
5.2.3  Access technology specific EPC network selection procedures

5.2.3.1 EPC network selection procedures for WiMAX

5.2.3.1.1 Identification of the EPC by the WiIMAX access network

With WiMAX as a non-3GPP access network, the WiMAX NSP is mapped onto the EPC network operator. The NSP
indication can be provided to the UE in accordance to WiMAX Forum Network Architecture Release 1.0
version 1.2 [25]. The WiMAX access network should advertise the NSP identity of the EPC in the MCC, MNC format.
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5.2.3.1.2 EPC network selection

52.3.1.2.1 UE selection modes

There are two modes of network selection, namely, manual network selection and automatic network selection. The UE
shall follow one of the following two procedures depending on its operating mode.

5.2.3.1.2.2 Manual EPC network selection

The manual network selection for WiMAX access shall follow the WiMAX Forum Network Architecture Release 1.0
version 1.2 — Stage 3 [25] with the following exceptions and additions:

- When presenting the list of available networks for user selection, the UE shall provide the network name of the
related MCC + MNC pair. If that is not possible, the UE shall provide the MCC + MNC pair; and

- If the UE isunable to register to the user selected NSP, further UE action is implementation dependent.

5.2.3.1.2.3 Automatic EPC network selection

The automatic network selection for WiMAX access shall follow the WiMAX Forum Network Architecture Release 1.0
version 1.2 — Stage 3 [25] without any exceptions or additions.

5.2.3.2 EPC network selection procedures for WLAN

5.2.3.2.1 UE selection modes

There are two modes of service provider selection, namely, manual service provider selection and automatic service
provider selection.

The UE follows one of the following two procedures defined in subclause 5.2.3.2.2 and 5.2.3.2.3 depending on its
implementation.

The service provider selected in accordance with these procedures determines the WLAN that is selected. When the
selected WLAN isatrusted WLAN IP access and the UE decides to access EPC via S2a using trusted WLAN IP
access, the UE shall derive a NAI from the identity of the selected service provider and use the NAI as the identity for
authentication and authorization with the service provider and usage of the WLAN (see subclause 6.4).

5.2.3.2.1A Service provider solicitation

The UE shall determine which service providers are available from the available list of WLANS as constructed using
the WLAN selection procedure described in subclause 5.1.3.2.3 using following procedures:

i) the UE selectsaWLAN from thelist of selected WLAN(s) constructed using the WLAN selection procedure
described in subclause 5.1.3.2.3;

ii) if the WLAN selected in step i):

a) supports ANQP specified in IEEE Std 802.11 [57] and if the UE did not obtain alist of realms using ANQP
in subclause 5.1.3.2.3.3 item 1, the UE sends an ANQP request for alist of realms (i.e. ANQP-elements
"NAI Ream") and/or PLMN identities (i.e. ANQP-element "3GPP Cellular Network™); and

NOTE 1: The UE uses procedures defined in IEEE Std 802.11 [57] to determine if the WLAN supports ANQP and
to send the ANQP query request for ANQP-elements "NAI Realm™ and/or "3GPP Cellular Network™, as
specified in IEEE Std 802.11 [57].

b) does not support ANQP (see |EEE Std 802.11 [57]) or the UE does not receive alist of realmsin item @), an
EAP-Reguest/Identity is received and the EAP-request/I dentity does not include one or more of realms
and/or PLMN identities of service providers (encoded in accordance with IETF RFC 4284 [60]), the UE
supports |EEE 802.1x authentication (see | EEE Std 802.1X ™-2010 [61]), the UE shall request alist of
realms and/or PLMN identities of service providers interworking with that WLAN by sending the EAP-
Response/ldentity message including as identity the alternative NAI; and
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iii) the UE repests this procedure for all WLANSs from the available list of WLANS as constructed using the WLAN
selection procedure described in subclause 5.1.3.2.3.

NOTE 2: Thelist with realms and/or PLMN identities of service providers received in accordance with procedures
in IETF RFC 4284 [60], isof limited size and might not contain all the realms and/or PLMN identities of
service providers available viathe WLAN.

The UE shall convert any received PLMN identities into PLMN realms using the rules defined in 3GPP TS 23.003 [3].

5.2.3.2.2 Manual Service Provider selection mode procedure

The UE indicates to the user the service providers which are available for WLAN. The UE may obtain the service
providers available for WLAN using procedures as described in subclause 5.2.3.2.1A. The UE will select the service
provider based on the user preference.

5.2.3.2.3 Automatic mode service provider selection procedure

The purpose of this procedure is to:

- select aservice provider over WLAN; and

- construct a NAlI for use with authentication signalling with the selected service provider in order for the UE to be
authorised to use the WLAN.

If the RAN rules control the WLAN access selection and traffic routing as described in subclause 6.10.2:

- if theRPLMN or an equivalent PLMN (see 3GPP TS 24.301 [10] or 3GPP TS 24.008 [46]) is available as
described in subclause 5.2.3.2.1A viaaWLAN from the selected WLAN(S) constructed using the WLAN
selection procedure described in subclause 5.1.3.2.3, the highest priority service provider isthe RPLMN or an
equivalent PLMN (see 3GPP TS 24.301 [10] or 3GPP TS 24.008 [46]);

- if the RPLMN and an equivalent PLMN (see 3GPP TS 24.301 [10] or 3GPP TS 24.008 [46]) are not available as
described in subclause 5.2.3.2.1A viaa WLAN from the selected WLAN(S) constructed using the WLAN
selection procedure described in subclause 5.1.3.2.3 and Home PLMN or an EHPLMN is available, the highest
priority service provider isHome PLMN or an EHPLMN; and

- if the RPLMN, an equivalent PLMN (see 3GPP TS 24.301 [10] or 3GPP TS 24.008 [46]), Home PLMN and an
EHPLMN are not available as described in subclause 52.3.2.1A viaa WLAN from the selected WLAN(S)
constructed using the WLAN selection procedure described in subclause 5.1.3.2.3, the highest priority service
provider isa PLMN selected in an implementati on-dependent way.

If the ANDSF rules control the WLAN access selection and traffic routing as described in subclause 6.10.2, a service
provider isthe highest priority service provider if the service provider is available viaa WLAN from the selected
WLAN(S) constructed using the WLAN selection procedure described in subclause 5.1.3.2.3 and if:

i) theservice provider is selected initem 3; or
ii) the conditionsinitem 3 are not met, and:
- theservice provider isthe HPLMN;

- theservice provider is an equivaent home service provider (i.e. the service provider's realm matches arealm
in the EquivalentHomeSPs as specified in 3GPP TS 24.312 [13]); or

- no WLAN of the selected WLAN(S) provides access to a higher priority service provider.

Until the highest priority service provider isfound, the UE shall verify if a service provider available over aWLAN of
the selected WLAN(S) is the highest priority service provider:

1) Void

2) Using the service providers which are available for WLAN as described in subclause 5.2.3.2.1A, the UE uses the
PLMN realms as the service provider realmsin the remaining steps of this subclause.

3) If the following conditions are fulfilled:
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- the"3GPP RPLMN preferred” indicator is configured to prioritize 3GPP RPLMN; and

- therealm of the RPLMN or the realm of an equivalent visited service provider included in the
EquivalentVisitedSPs as specified in 3GPP TS 24.312 [13] isincluded in the list of realms created in
subclause 5.2.3.2.1A, step ii);

then the UE shall select the RPLMN or the equivalent visited service provider. The RPLMN shall be selected
with higher priority than the equivalent visited service provider. If the RPLMN is selected, the UE shall convert
the RPLMN identity into selected PLMN realm using the rules defined in 3GPP TS 23.003 [3] and useit asthe
service provider realmsin the remaining steps of this subclause.

4) if the condition in step 3) is not satisfied, the UE shall select a service provider in the following order:
i) HPLMN matching arealminthelist of realms received in step ii) as described in subclause 5.2.3.2.1A;

ii) realm found both in the list of realmsreceived in step ii) as described in subclause 5.2.3.2.1A and in the
EquivalentHomeSPs as specified in 3GPP TS 24.312[13]; and

iii) realm found both in the list of realmsreceived in step ii) as described in subclause 5.2.3.2.1A and in the
PSPL as specified in 3GPP TS 24.312 [13] with the priority higher than any other service provider's priority
indicated as available viathe WLAN.

If aUE used the proceduresin IETF RFC 4284 [60] (see subclause 5.2.3.2.1A) to obtain alist of service
providers, then the UE is only required to select the HPLMN (if available) or an available equivalent home
service provider.

NOTE 1. A UE using proceduresin IETF RFC 4284 [60] to obtain alist of service providersis only required to
select the HPLMN (if available) or an available equivalent home service provider. If the UE selects
another service provider, the UE could be roaming even though the HPLMN or equivalent home service
provider is available at the access point.

The UE shall select the WLAN providing access to the highest priority service provider.
If a highest priority service provider could not be determined, the UE proceeds in implementati on-dependent way.

The UE shall construct aNAI for authentication with the highest priority service provider as described in
3GPP TS 23.003 [3]. Specificaly, the UE constructs the:

a) root NAI corresponding to the HPLMN, if the highest priority service provider isthe HPLMN advertised using a
PLMN identity;

b) decorated NAI with double decoration including the realm of the highest priority service provider and the realm
of the RPLMN, if the highest priority service provider is an equivalent visited service provider; or

¢) decorated NAI including the realm of the highest priority service provider, otherwise.

NOTE 2: UE implementation can optimize the steps described above, e.g. by combining the ANQP procedures
described in subclause 5.2.3.2.1A with the ANQP procedures in subclause 5.1.3.2.3.3.

5.3 Access Network reselection

531 General

The network reselection procedure shall be executed based on the user's request or the operator's policy. Such operator
policy for supporting network reselection can be provided by the ANDSF or can be pre-provisioned in the UE.

5.3.2 UE procedures

The UE may retrieve information from ANDSF, which includes avail able access network and operator's policy as
specified in subclause 6.8.2.

The information which is retrieved from the ANDSF shall not impact the PLMN selection and reselection procedures
specified in 3GPP TS 23.122 [4]. For WLAN access, the UE configured with a WLANSP rule specified in

ETSI



3GPP TS 24.302 version 16.4.0 Release 16 32 ETSI TS 124 302 V16.4.0 (2020-08)

3GPP TS 24.312 [13], shall use the access network selection procedure and aPLMN selection procedure defined in this
document which are different from and shall not be used in conjunction with the procedures for I-WLAN access
specified in 3GPP TS 24.234 [9].

The network reselection procedure can be in automatic mode or manual mode dependent on UE configuration settings.
For WiMAX access, the manua mode reselection shall follow the behaviour described in subclause 5.2.3.1.2.2 and the
automatic mode resel ection shall follow the behaviour described in subclause 5.2.3.1.2.3.

If the RAN rules control the WLAN access selection and traffic routing as described in subclause 6.10.2, if the UE
receives move-traffic-to-WLAN indication, along with the list of the WLAN identifiers as described in
subclause 6.10.4, the UE shall perform the procedure in subclause 6.10.4.

5.3.3 EPC procedures

The ANDSF shall send available access network(s) and operator's policy to the UE in response to the UE's request or
based on the network triggers as specified in subclause 6.8.2.

5.34 Periodic EPC network reselection attempts

In automatic mode, when UE isnot inits HPLMN or one of its equivalent HPLMNSs, the UE shall make a periodic
attempt to return to its HPLMN or one of its equivalent HPLMNSs. For this purpose the timer value given in the
EFnpruvn as defined in 3GPP TS 31.102 [45] shall be used with the following exceptions:-

- For UE accessing the EPC via cdma2000® HRPD access networks, the UE's search for a more preferred system
shall abide by the parameters and procedures defined in 3GPP2 C.S0016 [234].

- For UE accessing the EPC via WiMAX access networks, the time period between periodic network searchesis
implementation specific.

- For UE accessing the EPC via any other non-3GPP access networks, unless the UE has availability to EFrpeLmn,
the time period between periodic network searchesis implementation specific but shall not be less than 30
minutes.

5.4  Data traffic routing of IP flows

54.1 General

In regards to the routing of 1P flows, 3GPP TS 23.402 [6] defines the following UE capabilities: IFOM capability, inter-
APN routing capability, NSWO capability and MAPCON capahility. Any of these capabilities can be enabled and
disabled via UE configuration means outside of the scope of this document. A capability that exists and has not been
disabled is considered as supported. A capability that does not exist or the existing capability that has been disabled is
considered as not supported.

A UE can have severa sets of information about access technologies or access networks or both to assist in determining
the data traffic routing of IP flows. These sets of information are:

- thelnter-APN Routing policies. The IARP can be statically provisioned in the UE. Additionally, the IARP can
be provided by the H-ANDSF. The UE shall ignore the | ARP received from the V-ANDSF;

- theInter-System Routing policies. The ISRP can be statically provisioned in the UE or it can be provided by the
H-ANDSF or the V-ANDSF or both;

- the Local Operating Environment Information. The Local Operating Environment Information can be optionally
generated by the UE locally and the contents of Local Operating Environment Information is implementation
dependant;

- user preference settings,
- the RAN assistance information (including OPI);

- the measurements corresponding to the thresholds in the RAN assistance information; and
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- indications received from access stratum as described in subclause 6.10.4.

This clause describes the relationship amongst these information sets and how they are used in order to route data traffic
of IP flows. The Local Operating Environment Information does not apply to MAPCON rulesin this version of the
specification.

5.4.2 Access technology or access network selection

5421 ANDSEF rules control the WLAN access selection and traffic routing

This subclause appliesif the ANDSF rules control the WLAN access selection and traffic routing as described in
subclause 6.10.2.

When selecting the access technol ogies or access networks or both to route the data traffic of 1P flows:

1) if aUE supporting IFOM or non-seamless WLAN offload is provided with user preferences and has |ARP rule
for NSWO, ISRP or Local Operating Environment Information or any combination of them, the user preference
settings shall take precedence over IARP rule for NSWO (if present), ISRP (if present) and Local Operating
Environment Information (if present).

2) if aUE supporting IFOM or non-seamless WLAN offload hasl ARP rule for NSWO, ISRP and Local Operating
Environment Information and no user preference settings and if based on the content of Local Operating
Environment the UE decides that an access technology or access network or both do not meet implementation
specific criteria for routing data traffic of a specific IP flow, the UE may exclude that access technology or
access network or both when deciding on the routing of the data traffic for those I P flows.

3) if aUE supporting IFOM or non-seamless WLAN offload having Local Operating Environment I nformation but
no available ISRP, IARP rule for NSWO and no user preference settings, the UE may evaluate the available
access technologies or access networks against the Local Operating Environment I nformation.

When a UE supporting MAPCON selects the access technol ogies or access networks or both, to route the data traffic of
aspecific APN, the user preference settings shall take precedence over ISRP (if present) and IARP rule (if present).

The user preference settings shall take precedence over IARP (if present).

54.2.2 RAN rules control the WLAN access selection and traffic routing

Access technology or access network selection procedures in subclause 6.10.4 apply if the RAN rules control the
WLAN access selection and traffic routing as described in subclause 6.10.2.

6 UE — EPC Network protocols
6.1 General

6.2 Trusted and Untrusted Accesses

6.2.1 General

For a UE, the trust relationship of a non-3GPP | P access network is determined by the home PLMN operator. That trust
relationship isindicated to the UE viathe following methods:

- Pre-configured policiesin the UE by the home PLMN operator.
- Dynamic indication during 3GPP-based access authentication.

For atrusted non-3GPP IP access network, the UE shall follow the access methods given in subclause 6.4. For an
untrusted non-3GPP | P access network, the UE shall follow the access methods given in subclause 6.5.
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If the dynamic trust relationship indication is received during 3GPP-based access authentication, the UE shall rely on
the dynamic trust relationship indication. Otherwise the UE shall follow the pre-configured policies for a specific non-
3GPP access network. If no dynamic indicator is received, and no pre-configured policy matches a specific non-3GPP
access network where the UE attempts to access, the UE shall follow the procedure defined in subclause 6.2.4.
6.2.2 Pre-configured policies in the UE

The following types of policies can be pre-configured on the UE by the home PLMN operator:

- Pre-configured trust relationship policies for specific non-3GPP access technol ogies and/or PLMNSs. For
example, the UE may be configured to use the procedures for trusted access networks as described in
subclause 6.4 as follows:

- anaccess network of access technology X1 from PLMN Y1 istrusted; and/or
- any access network of access technology X2 is trusted; and/or

- any access network from PLMN Y 2 is trusted; and/or

- any access network is trusted.

The format of the pre-configured policies is not specified in this rel ease of this specification.

6.2.3 Dynamic Indication

If the UE performs 3GPP-based access authentication, the 3GPP AAA server may send atrust relationship indicator of
the non-3GPP access network to the UE during the EAP-AKA, EAP-AKA' or EAP-3GPP-LimitedService based access
authentication (i.e. EAP-AKA, EAP-AKA' or EAP-3GPP-LimitedService) as specified in 3GPP TS 33.402 [15]. If non-
3GPP access network is trusted, the 3GPP AAA server shall send this trust relationship indicator as specified in

3GPP TS 29.273[17]. Theindicator issent usinga AT_TRUST _IND attribute, by extending the EAP-AKA (and EAP-
AKA' and EAP-3GPP-LimitedService) protocol as specified in subclause 8.2 of IETF RFC 4187 [33]. This attributeis
provided in EAP-Request/ AKA-Challenge or EAP- Request/AKA'-Challenge or EAP-Request/3GPP-LimitedService-
Init-Info message payload respectively. The detailed coding of this attribute is described in subclause 8.2.3.1.

6.2.4 No trust relationship information

If no dynamic indicator is received, and no pre-configured policies matches a specific non-3GPP access network where
the UE attempts to access, the UE shall consider it as untrusted network and operate based on subclause 6.5.

6.3 IP Mobility Mode Selection

6.3.1 General

The IP mobility mechanisms supported between 3GPP and non-3GPP accesses within an operator and its roaming
partner's network may be based on either:

a) Static Configuration; or
b) Dynamic Configuration.

The choice between a) and b) depends upon operators preferences or roaming agreement or both.

6.3.2 Static configuration of inter-access mobility mechanism

For networks deploying a single I P mobility management mechanism, the statically configured mobility mechanism can
be access type or roaming agreement specific or both. The information about the mechanism to be used in such scenario
is expected to be provisioned into the terminal and the network.

In static configuration, if there isamismatch between the |P mobility mode mechanism parameters pre-configured in
the network and in the UE, the UE may not be able to access the EPC. If the UE is able to access the EPC even if there
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is a mismatch between the |P mobility mode mechanisms, the network may not be able to provide session continuity for
the UE. More details of the possible cases of mismatch between the IP mobility mode mechanism are described in the
informative annex D.

If the network is configured with a static mobility mechanism and the AAA server implements protocol extensions for a
dynamic IP Mobility Mode Selection (IPMS) exchange, the AAA server shall send to the UE an AT_RESULT_IND
attribute during the authentication procedure asit is described in subclause 6.3.3.1.2.

6.3.3 Dynamic configuration of inter-access mobility mechanism

6.3.3.0 General

Dynamic IP Mobility Mode Selection (IPMS) consists of':
- IP mobility management protocol selection between Network Based Mobility (NBM), DSMIPv6 or MIPv4; and
- Decision on IP address preservation if NBM is selected

Upon initial attachment to a non-3GPP access and upon handoff to non-3GPP accesses, the UE performs IPM S by
providing an indication during network access authentication for EPC. For trusted access, the indication is provided
before an |P address is allocated to the UE, while in untrusted access network, the indication is provided during IKEv2
signalling for IPSec tunnel establishment with the ePDG.

When the UE provides an explicit indication for IPMS, then the network shall provide the indication to the UE
identifying the selected mobility management mechanism.

When the dynamic | P mobility mode selection is used if the UE does not receive any indication of a selected mobility
protocol after the UE provided an explicit indication, it is considered as an abnormal case and the UE may nhot get
connectivity to the EPC.

NOTE: The scenarios for mobility mode selection are described in subclause 4.1.3 of 3GPP TS 23.402 [6].
6.3.3.1 IPMS indication

6.3.3.1.1 IPMS indication from UE to 3GPP AAA server

During network access authentication, UE may provide an explicit indication to the 3GPP AAA server about the
supported mobility protocol by using an attribute in the EAP-AKA and EAP-AKA' protocols, to extend these protocols
as specified in subclause 8.2 of IETF RFC 4187 [33]. This attribute is provided in EAP-Response/ AK A-Challenge and
corresponding EAP-AKA' message payload.

The UE may provide theindication for IPMSusing AT_IPMS_IND attribute in EAP-AKA or EAP-AKA' if the UE
receivesthe AT_RESULT_IND attribute within the EAP-Reguest/AK A-Challenge message, or the EAP-

Request/AK A'-Challenge message (when EAP-AKA" is used). If the UE providesthe AT_IPMS _IND attribute within
the EAP-Response/ AK A-Challenge message payload or within the EAP-Response/ AK A'-Challenge message payload
(when EAP-AKA' is used), the UE shall also providethe AT_RESULT_IND attribute within the message.

If the UE supports IPM S indication, it shall indicate support for one or more mobility protocolsin AT_IPMS_IND
attribute as follows:

- the UE shall indicate support for DSMIPv6 if the UE supports DSMIPv6; and
- the UE shall indicate support for MIPv4 if the UE supports MIPv4; and

- duringinitia attach, the UE should indicate support for NBM if the UE supports address preservation based on
NBM between the accessit is attaching to and all other accesses that the UE supports.; or

- upon handover, the UE shall indicate support for NBM if the UE supports address preservation based on NBM
while moving from source access network to target non-3GPP access network that the UE is attaching to.

NOTE: The UE can be configured not to use IPM Sindication, e.g. the UE is DSMIP capable only.
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If the UE does not support any mobility protocol then the UE shall not send the AT_IPMS_IND attribute to the 3GPP
AAA server.

The preference of protocol may be indicated based on the policies configured on the UE. The detailed coding of this
attribute is described in subclause 8.2.1.1.

6.3.3.1.2 IPMS indication from 3GPP AAA server to UE

A 3GPP AAA server supporting IPMS shall include the AT_RESULT_IND attribute within the EAP-Request/ AK A-
Challenge and corresponding EAP-AKA' message payload.

If the UE provided an explicit indication as described in subclause 6.3.3, the 3GPP AAA server shall inform the UE of
its decision on the mobility protocol and IP preservation mode by invoking an EAP-Request/AKA-Notification
dialogue when EAP-AKA is used or an EAP-Request/AKA'-Natification dialogue when EAP-AKA' is used.

On selecting the mobility protocol based on UE indication, access network capabilities and network policies, the 3GPP
AAA server shal indicate the selected protocol to the UE by using the AT_IPMS_RES attribute. If the 3GPP AAA
server does not receive any indication from the UE but knows the UE's policies allow the usage of NBM and knows the
home and access network supports NBM, the network shall use NBM shall be used for providing connectivity to the
UE.

If the AT_IPMS_RES attribute indicates DSMIPv6 then the UE shall follow the procedures defined in
3GPP TS 24.303 [11].

If the AT _IPMS_RES attribute indicates M1Pv4 support, then the UE shall follow the procedures defined in
3GPP TS 24.304[12].

The detailed coding of this attribute is described in subclause 8.2.1.2.

6.4 Authentication and authorization for accessing EPC via a
trusted non-3GPP access network

6.4.1 General

For access to the EPC via atrusted non-3GPP access network, a connection shall be established between the UE and the
trusted non-3GPP access network using signalling procedures specific to the trusted non-3GPP access network, which
are out of scope of this present document.

Access authentication signalling for access to the EPC shall be executed between the UE and 3GPP AAA server to
ensure mutual authentication of the user and the EPC, with the exception of UEs without IMSI (see subclauses 4.4.1
and 6.6.3.2) or UEs initiating emergency session but whose IMSI authentication cannot proceed. Such authentication is
based on IETF protocols as specified in 3GPP TS 33.402 [15].

EAP-AKA'is used for access authentication in the trusted access network, according to 3GPP TS 33.402 [15],
subclause 6.2. According to 3GPP TS 33.402 [15], subclause 6.1, EAP-AKA' can be skipped if conditionslisted in
subclause 9.2.2.1 or conditions described in subclause 13.4 of 3GPP TS 33.402 [15] are met.

If the access network does not support EAP-AKA or EAP-AKA' and the UE considers the access network as trusted,
the UE shall access to the EPC only via S2c and any authentication method (EAP-based or otherwise) can be used for
access authentication aslong as the criteria set in 3GPP TS 33.402 [15], subclause 9.2.2.1 are met.

When the UE decides to access EPC via S2c using non-3GPP IP access, EAP-AKA authentication is performed
between the UE and the PDN-GW as specified in 3GPP TS 24.303 [11] and 3GPP TS 33.402 [15].

The UE may support ERP as described in IETF RFC 6696 [71] and 3GPP TS 33.402 [15]. In thisrelease of this
specification, only the ERP Implicit Bootstrapping mode defined in IETF RFC 6696 [71] is supported.

After a UE successfully completes authentication and authorization for accessing EPC via the trusted non-3GPP access
network, the UE may receive as part of an ANQP query to the access point, an ANQP-element in a protected frame with
management frame protection enabled. If the ANQP-element is an Emergency Call Number ANQP-element encoded in
accordance with Annex I, the UE considers the content of the Emergency Call Number field valid.
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6.4.1A TWAN connection modes

As part of EAP-AKA' authentication via TWAN or EAP-3GPP-LimitedService authentication via TWAN, the UE and
the network can negotiate usage of either the single-connection mode (SCM) or the multi-connection mode (MCM) as
described in 3GPP TS 23.402 [6].

NOTE: UE requesting neither SCM nor MCM acts in transparent single-connection mode (TSCM). No UE
extensions are needed for TSCM.

The negotiation consists of the following steps:

a) The 3GPP AAA server indicates support of TSCM, SCM, MCM or any combination of them as described in
subclause 6.4.3.5.

b) The UE requests usage of SCM or MCM as described in subclause 6.4.2.6.2 and subclause 6.4.2.6.3, actsin
TSCM or aborts the EAP authentication as described in subclause 6.4.2.6.4.

c) The 3GPP AAA server either accepts or rejects the UE request as described in subclause 6.4.3.5.

If EAP-AKA' authentication is skipped during emergency call via TWAN for unauthenticated UEs and the EAP-3GPP-
LimitedService authentication via TWAN is performed, the UE and the network can negotiate usage of either the
single-connection mode (SCM) or the multi-connection mode (MCM) as follows:

a) The 3GPP AAA server indicates support of SCM, MCM or any combination of them as described in
subclause 6.4.3.5.1A.

b) The UE requests usage of SCM or MCM as described in subclause 6.4.2.6.2A and subclause 6.4.2.6.3A, or
aborts the EAP authentication as described in subclause 6.4.2.6.4.

c) The 3GPP AAA server either accepts or rejects the UE request as described in subclause 6.4.3.5.

6.4.2 UE procedures

6.4.2.1 Identity Management

The user identities to be used by the UE in the authentication and authorization for accessing EPC via atrusted non-
3GPP access are the Root-NAI (permanent identity), decorated NAI, Fast-Reauthentication NAI (Fast-Reauthentication
Identity) and Pseudonym Identity and these identities are described in subclause 4.4.

If the UE supports ERP, the identity to be used by the UE during the re-authentication procedure using ERP is the
"KeyName-NAI" as described in 3GPP TS 23.003 [3].
6.4.2.1A Identity Management - emergency session

When initiating emergency session via trusted non-3GPP access, if the UE has no valid subscriber data available (USIM
not available, or USIM is considered invalid by the UE), the UE shall provide its IMEI in an EAP Response/ldentity
message based on emergency NAI format specified in 3GPP TS 23.003 [3].

If the UE receives EAP-Request/3GPP-LimitedService-Init-Info message from the network requesting IMEI, the UE
provides IMEI as specified in subclause 6.4.2.7.

6.4.2.2 EAP-AKA and EAP-AKA' based Authentication

The UE shall support EAP-AKA based authentication as specified in IETF RFC 4187 [33] and EAP-AKA' based
authentication as specified in IETF RFC 5448 [38]. 3GPP TS 33.402 [15] specifies the conditions under which one or
the other of these two methodsis used.

During network access authentication, the UE may provide an explicit indication for IPMS by adding an attribute in the
EAP-AKA or EAP-AKA' payload as defined in subclause 6.3.3.

During network access authentication, the 3GPP AAA server may provide the ANID to the UE, see subclause 6.4.2.4.
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For WLAN access, after the UE has been successfully authenticated from WLAN, if the UE receives EAP-
Reguest/AKA'-Notification dialogue with AT_NOTIFICATION attribute value 1031 "User has not subscribed to the
requested service" asdefined in IETF RFC 4187 [33], the UE shall not initiate the EPC access procedure to the same
WLAN until switching off or the UICC containing the USIM is removed.

NOTE: Switching off and USIM change conditions are implemented taking into consideration the user experience
aspect.

6.4.2.3 Full Authentication and Fast Re-authentication

The UE shall support both full authentication and fast re-authentication for EAP AKA as specified in
IETF RFC 4187 [33] and for EAP-AK A" as specified in IETF RFC 5448 [38].

Full authentication is performed to generate new keys. The initia authentication shall be a full authentication as
specified in 3GPP TS 33.402 [15]. For afull authentication either the Permanent | dentity or the Pseudonym Identity is
used.

According to 3GPP TS 33.402 [15] the fast re-authentication procedure uses the Fast Re-authentication Identity and is
used for renewing the session keys.

The Permanent Identity is based on the IMSI of the UE. The Fast Re-authentication Identity is provided to the UE by
the 3GPP AAA server during the previous authentication procedure. The UE shall use the Fast Re-authentication
Identity only once. A Pseudonym Identity provided to the UE by the 3GPP AAA Server during a previous
authentication procedure can be reused in later authentications until the UE receives a new Pseudonym identity from the
3GPP AAA Server.

NOTE: The3GPP AAA Server will assign a new Pseudonym Identity with a frequency dictated by operator's
policy. The allocation of new pseudonyms is required to prevent that the user's movements are tracked by
an unauthorized party.

If during an authentication request, the UE receives an EAP-Request/AK A-ldentity message containing
AT_PERMANENT _ID_REQ, the UE shall return the Permanent Identity inthe AT _IDENTITY attribute of the EAP-
Response/ AKA _|dentity. If the UE receives an EAP-Request/AK A'-Identity message containing
AT_PERMANENT _ID_REQ, the UE shall return the Permanent Identity inthe AT _IDENTITY attribute of the EAP-
Response /AKA'-Identity message.

If during an authentication request, the UE receives an EAP-Request/AK A-Identity message which contains
AT_FULLAUTH_ID_REQ), the UE shall return the Pseudonym Identity asthe AT_IDENTITY within EAP-
Response/AKA_Identity message if available. If the UE receives an EAP-Request/AKA'-ldentity message containing
AT_FULLAUTH_ID_REQ, the UE shall return the Pseudonym Identity asthe AT_IDENTITY within the EAP-
Response /AKA'-Identity message if available. Otherwise the UE shall return the Permanent Identity.

If during an authentication request, the UE receives an EAP-Request/AK A-ldentity message or EAP-Request/AKA'-
I dentity message respectively, which contains AT_ANY _ID_REQ, the UE shall return the Fast Re-authentication
Identity if available asthe AT_IDENTITY. Otherwise the UE shall return the Pseudonym Identity.

6.4.2.4 Handling of the Access Network Identity

6.4.2.4.1 General

The 3GPP AAA server provides the UE with the ANID in EAP signalling. The UE can also obtain the ANID by access
network specific means, which are out of scope of the present document. For some access networks the ANID can also
be configured into the UE and the 3GPP AAA server.

NOTE: Accordingto 3GPP TS 33.402 [15], the ANID is used by HSS and UE to generate transformed
authentication vectors and therefore the ANID needs to be identical in the HSS and in the UE. The trusted
non-3GPP access network first sends the ANID to the 3GPP AAA server viathe STareference point and
the 3GPP AAA server sendsthe ANID to HSS via the SWx reference point, see 3GPP TS 29.273 [17],
and to the UE as specified in this specification.
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6.4.2.4.2 ANID indication from 3GPP AAA server to UE

When the 3GPP AAA server sends an EAP Request’ or AKA-Challenge’ message to the UE, the 3GPP AAA server
shall include the ANID to be used when generating transformed authentication vectors, using the AT_KDF_INPUT
attribute as described in subclause 8.2.2. The value and coding of this attribute is described in subclause 8.1.1.

6.4.2.4.3 UE check of ANID for HRPD CDMA 2000® access networks

The UE shall apply the rules for comparison of the locally determined ANID and the one received over EAP-AKA' as
specified in IETF RFC 5448 [38]. The UE, or the user, may use the ANID as abasis for an optional decision whether
the access network is authorized to serve the UE. E.g. the UE may compare the ANID against alist of preferred or
barred ANIDs.

When the UE can locally determine based on physical layer or access network procedures that the UE is connected to a
eHRPD network, the locally determined ANID is"HRPD". If the comparison check is successful and if either the
optional access network authorization decision in the UE is positive or is not performed, the UE shall proceed;
otherwise the UE shall abort the access procedure.

6.4.2.4.4 UE check of ANID for WiIMAX access networks

The UE shall apply the rules for comparison of the locally determined ANID and the one received over EAP-AKA' as
specified in IETF RFC 5448 [38]. The UE, or the user, may use the ANID as a basis for an optional decision whether
the access network is authorized to serve the UE. E.g. the UE may compare the ANID against alist of preferred or
barred ANIDs.

When the UE can locally determine based on physical layer or access network procedures that the UE is connected to a
WiIMAX access network, the locally determined ANID is"WIMAX". If the comparison check is successful and if either
the optional access network authorization decision in the UE is positive or is not performed, the UE shall proceed;
otherwise the UE shall abort the access procedure.

6.4.2.4.5 UE check of ANID for WLAN access networks

The UE shall apply the rules for comparison of the locally determined ANID and the one received over EAP-AKA' as
specified in IETF RFC 5448 [38]. The UE, or the user, may use the ANID as abasis for an optional decision whether
the access network is authorized to serve the UE. E.g. the UE may compare the ANID against alist of preferred or
barred ANIDs.

When the UE can locally determine based on physical layer or access network procedures that the UE is connected to a
WLAN network, the locally determined ANID is"WLAN". If the comparison check is successful and if either the
optional access network authorization decision in the UE is positive or is not performed, the UE shall proceed,;
otherwise the UE shall abort the access procedure.

6.4.2.4.6 UE check of ANID for ETHERNET access networks

The UE shall apply the rules for comparison of the locally determined ANID and the one received over EAP-AKA' as
specified in IETF RFC 5448 [38]. The UE, or the user, may use the ANID as a basis for an optional decision whether
the access network is authorized to serve the UE. E.g. the UE may compare the ANID against alist of preferred or
barred ANIDs.

When the UE can locally determine based on physical layer or access network procedures that the UE is connected to a
Ethernet network, the locally determined ANID is"ETHERNET". If the comparison check is successful and if either
the optional access network authorization decision in the UE is positive or is not performed, the UE shall proceed;
otherwise the UE shall abort the access procedure.

6.4.2.5 Full name for network and short name for network

When receiving the EAP-Request/ AK A-Challenge message when the EAP-AKA is used or the EAP-Request/AKA'-
Challenge message when the EAP-AKA' isused, and the AT_FULL_NAME_FOR_NETWORK attribute, the
AT_SHORT_NAME_FOR_NETWORK attribute or both are included, then the UE may use the contents to update
appropriate information stored within the UE.
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6.4.2.6 TWAN connection modes

6.4.2.6.1 General
The UE may support SCM. The UE may support MCM.

NOTE 1. The UE isallowed to support both MCM and SCM. The UE is allowed to support neither MCM nor
SCM.

NOTE 2: No UE extensions are needed for TSCM.

6.4.2.6.2 Usage of single-connection mode (SCM)
If:
a) the UE supportsthe SCM;

b) the EAP-Request/AKA'-Challenge message includesthe AT_TWAN_CONN_MODE attribute as described in
subclause 8.2.7.1 wherein the message field as described in subclause 8.1.4.1.

1) containsthe message type field indicating CONNECTION_CAPABILITY; and
2) containstheitemlist field:

A) including the CONNECTION_MODE_CAPABILITY item as described in subclause 8.1.4.8 indicating
support of SCM; and

B) if the UE requests an emergency attach or an emergency handover, including the
CONNECTION_MODE_CAPABILITY item as described in subclause 8.1.4.8 indicating that emergency
services are supported; and

¢) the UE requests usage of the SCM;
then the UE:

a) shal includethe AT_TWAN_CONN_MODE attribute according to subclause 8.2.7.1 in the EAP-
Response/AK A'-Challenge message. In the message field according to subclause 8.1.4.1 of the
AT_TWAN_CONN_MODE attribute, the UE shall:

1) set the message type field to SCM_REQUEST; and
2) intheitemlist field:

A) include a CONNECTIVITY_TY PE item according to subclause 8.1.4.3 indicating the requested
connectivity type - PDN connection, or NSWO; and

B) if aPDN connection is requested:

i) includeaATTACHMENT_TY PE item according to subclause 8.1.4.4 indicating whether an initial
attach, a handover attach, an emergency attach, or an emergency handover is requested;

i) if aPDN connection for an APN other than the default APN is requested and either aninitia attach or
a handover attach is requested, include an APN item according to subclause 8.1.4.5 indicating the
reguested APN;

iii) if theinitia attach or the emergency attach is requested, include a PDN_TY PE item according to
subclause 8.1.4.6 indicating the requested PDN type;

iv) if the handover attach or the emergency handover is requested, include a PDN_TY PE item according
to subclause 8.1.4.6 indicating the PDN type supported in the PDN connection to be handed over; and

v) if the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or
messages/events) to the network, include a PROTOCOL_CONFIGURATION_OPTIONS item
according to subclause 8.1.4.9; and
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b) if aPDN connection isrequested, shall include the AT_RESULT_IND attribute in the EAP-Response/AKA'-
Challenge message.

NOTE 1: If the UE does not includethe AT_RESULT_IND attribute in the EAP-Response/AKA'-Challenge
message, in case of successful authentication, then EAP-Request/ AKA'-Notification message is not
received and the UE is only informed about success using EAP-Success.

Upon receiving the EAP-Request/AK A'-Natification message including the AT_TWAN_CONN_MODE attribute as
described in subclause 8.2.7.1 wherein the message field as described in subclause 8.1.4.1:

- contains the message type field indicating SCM_RESPONSE; and
- containstheitemlist field;
the UE:

a) if the AT_NOTIFICATION attribute indicates success, shall determine the authorized connectivity type in the
CONNECTIVITY_TYPE item as described in subclause 8.1.4.3 included in the item list field. If the authorized
connectivity type is PDN connection, the UE:

1) if theinitial attach, or the handover attach is requested, shall determine the selected APN inthe APN item as
described in subclause 8.1.4.5 included in the item list field;

2) shall determine the PDN type supported in the PDN connection in the PDN_TY PE item as described in
subclause 8.1.4.6 included in the item list field;

3) if aPROTOCOL_CONFIGURATION_OPTIONS item as described in subclause 8.1.4.9 isincluded in the
item list field, shall determine the protocol configuration optionsin the
PROTOCOL_CONFIGURATION_OPTIONS item;

4) if alPV4_ADDRESS item as described in subclause 8.1.4.11 isincluded in the item list field, shall determine
the IPv4 address allocated to the UE for the PDN connection in the IPV4_ADDRESS item;

5) if alPV6_INTERFACE_IDENTIFIER item as described in subclause 8.1.4.12 isincluded in the item list
field, shall determine the IPv6 interface identifier allocated to the UE for the PDN connection in the
IPV6_INTERFACE_IDENTIFIER item and shall use it when building the IPv6 link local address; and

6) shall determine the TWAG user plane MAC addressin the TWAG_UP_MAC_ADDRESS item as described
in subclause 8.1.4.14 included in the item list field, and shall use the TWAG user plane MAC address for
encapsulating user plane packets according to 3GPP TS 23.402 [6]; and

b) if the AT_NOTIFICATION attribute indicates failure with value 0 " General failure after authentication" or value
16384 - "General failure" as defined in IETF RFC 4187 [33] and the ACCESS_CAUSE item isincluded:

1) shall determine the cause of failurein the ACCESS CAUSE item as described in subclause 8.1.4.17 included
theitem list field:

2) if theinitial attach, or the handover attach is requested, and the cause of failure is#2 "Non-3GPP access to
EPC not allowed" as defined in subclause 8.1.4.17, shall not retry the authentication procedure to any
WLANS until switching off or the UICC containing the USIM is removed,;

3) if the cause of failureis#11 "PLMN _NOT_ALLOWED" as defined in subclause 8.1.4.17, shall not retry the
authentication procedure from the same PLMN via WLANSs according to the network selection procedures as
defined in subclause 5.2.2;

4) if theinitial attach, or the handover attach is requested, and the cause of failureis#3 "RAT type not allowed"
as defined in subclause 8.1.4.17, the UE shall not retry the authentication procedure to any WLANS until
switching off or the UICC containing the USIM is removed;

5) if the cause of failureis#6 "lllegal ME" as defined in subclause 8.1.4.17, shall not retry the authentication
procedure from the same PLMN until switching off or the UICC containing the USIM is removed; and

NOTE 2: Switching off and USIM change conditions are implemented taking into consideration the user experience
aspect.

c) if the AT_NOTIFICATION attribute indicates failure as defined in bullet b) and the CAUSE item isincluded:
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1)

2)

3)

4)

shall determine the cause of failurein the CAUSE item as described in subclause 8.1.4.10 included the item
list field;

if theinitial attach, or the handover attach is requested, the cause of failure is#26 "Insufficient resources’ and
the Twl itemisincluded in theitem list field, shall take different actions depending on the timer value
received in the Twl item as follows:

A) if the timer value indicates neither zero nor deactivated, shall stop timer Tw1 associated with the
corresponding APN, if it isrunning. The UE shall start timer Twl (see 3GPP TS 24.244 [56]) with the
value provided in the Twl value |E and not send another SCM_REQUEST message with the
CONNECTIVITY_TYPE item indicating PDN connection and with APN item indicating the same APN
until timer Twl expires, the timer Twl is stopped, or the USIM isremoved,;

B) if the timer value indicates that this timer is deactivated, shall not send another SCM_REQUEST message
with the CONNECTIVITY _TYPE item indicating PDN connection and with APN item indicating the
same APN until the UE is switched off or the USIM is removed,;

C) if the timer value indicates zero, may send another SCM_REQUEST message with the
CONNECTIVITY_TYPE itemindicating PDN connection and with APN item indicating the same APN;
and

D) if the WLAN radio is disabled when the timer Tw1 isrunning and if the USIM in the UE remains the
same when the WLAN radio is enabled, shall behave as follows when the WLAN radio is enabled:

- let t1 be the time remaining for Tw1 timeout when the WLAN radio was disabled and let t be the time
elapsed since the WLAN radio was disabled until the WLAN radio was enabled. If t1isgreater thant,
then the timer shall be restarted with the value t1 —t. If t1 isequal to or less than t, then the timer need
not be restarted. If the UE is not capable of determining t, then the UE shall restart the timer with the
valuetl;

if the cause of failure is#26 "Insufficient resources’ and the Twl item is not included in the item list field,
may send a SCM_REQUEST message with the CONNECTIVITY _TYPE item indicating PDN connection
and with APN item indicating the same APN;

if theinitial attach, or the handover attach is requested, and the cause of failure is#38 "Network failure" as
defined in subclause 8.1.4.10.2:

A) if the Twlitemisincluded in theitem list field, shall behave as follows:

i) if thetimer value received in the Twl item indicates neither zero nor deactivated, shall start the Tw2
timer with the timer value provided in the Tw1 item, and shall not try again until the backoff timer
expires or the UE is switched off or the UICC containing the USIM is removed;

ii) if thetimer value received in the Twl item indicates that thistimer is deactivated, shall not try again
until the UE is switched off or the UICC containing the USIM is removed; and

iii) if thetimer value received in the Twl item indicates zero, may send another SCM_REQUEST
message with the CONNECTIVITY _TYPE itemindicating PDN connection and with APN item
indicating the same APN; and

B) if the Twl item isnot included in the item list field, shall start an implementation specific backoff timer
and not try again until the backoff timer expires or the UE is switched off or the UICC containing the
USIM isremoved; and

NOTE 3: Existing Twl item can be reused by the network to provide back off timer value to start Tw2 timer.

5)

if theinitial attach, or the handover attach is requested, and the cause of failure is#27 "Unknown APN" as
defined in subclause 8.1.4.10.2:

a) if the Twlitemisincluded intheitem list field, shall behave as follows:

i) if thetimer value received in the Twl item indicates neither zero nor deactivated, shall start the Tw2
timer with the timer value provided in the Tw1 item, and shall not send another SCM_REQUEST
message with the CONNECTIVITY _TYPE item indicating PDN connection and with APN item
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b)

6.4.2.6.2A

indicating the same APN to the same PLMN until the backoff timer expires or the UE is switched off
or the UICC containing the USIM is removed;

ii) if the timer value received in the Twl item indicates that thistimer is deactivated, shall not send
another SCM_REQUEST message with the CONNECTIVITY _TYPE item indicating PDN
connection and with APN item indicating the same APN to the same PLMN until the UE is switched
off or the UICC containing the USIM is removed; and

iii) if the timer value received in the Twl item indicates zero, may send another SCM_REQUEST
message with the CONNECTIVITY_TYPE itemindicating PDN connection and with APN item
indicating the same APN; and

if the Twl itemisnot included in the item list field, shall not retry the authentication procedure with the
same WLAN for the same APN to the same PLMN until the UE is switched off or the UICC containing
the USIM isremoved, unless the UE has an implementation specific backoff timer. In that case, the UE

shall not retry until that implementation specific timer expires.

Usage of single-connection mode (SCM) - emergency

If the UE needs to establish an IMS emergency session over trusted WLAN access, the UE shall:

1) if the UE already has active PDN connection, the UE shall detach first (see 3GPP TS 23.402 [6]) and then follow
item 2) below to start initial attach procedure for emergency service; and

2) if the UE does not have an active PDN connection and requests usage of the SCM, the UE shall start initial
attach procedure for emergency service using the procedures specified in subclause 6.4.2.6.2. In addition,

a) upon receiving EAP-Request/AK A'-Challenge message:

if the CONNECTION_MODE_CAPABILITY itemintheitem list field indicates support of emergency
services, the UE shall respond with the EAP-Response/ AK A'-Challenge message with the
ATTACHMENT_TYPE itemintheitem list field set to "emergency attach” or "emergency handover"; or

if the CONNECTION_MODE_CAPABILITY itemintheitem list field does not indicate support of
emergency services, the UE shall respond with the EAP-Response/ AKA'-Client-Error message as
described in subclause 6.4.2.6.4. The UE shall re-initiate initial attach procedure for emergency service by
selecting a different WLAN supporting emergency service; or

b) upon receiving EAP-Request/3GPP-LimitedService-Init-Info message including the
AT_TWAN_CONN_MODE attribute with the message type of message field indicating
CONNECTION_CAPABILITY and message field contains CONNECTION_MODE_CAPABILITY itemin
theitem list field indicating support of SCM and emergency services,

if the UE supports the SCM and requests the usage of the SCM, the UE shall respond with the EAP-
Response/3GPP-LimitedService-Init-Info message and shall include the AT_TWAN_CONN_MODE
attribute with the message type field set to SCM_REQUEST and in theitem list field shall:

i) includeaATTACHMENT _TY PE item indicating whether an emergency attach or emergency
handover is requested;

ii) if emergency attach is requested, include a PDN_TY PE item according to subclause 8.1.4.6 indicating
the requested PDN type;

iii) if emergency handover attach is requested, include a PDN_TY PE item according to subclause 8.1.4.6
indicating the PDN type supported in the PDN connection to be handed over; and

iv) if the UE wishes to transmit (protocol) data (e.g. configuration parameters, error codes or
messagesevents) to the network, include a PROTOCOL_CONFIGURATION_OPTIONS item
according to subclause 8.1.4.9; and

C) upon receiving the EAP-Request/3GPP-LimitedService-Notif message including the
AT_TWAN_CONN_MODE attribute with the message type field of the message field indicating
SCM_RESPONSE and the item list field:

the UE shall:
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i) determine the PDN type supported in the PDN connection in the PDN_TY PE item as described in
subclause 8.1.4.6 included in the item list field;

ii) determine the protocol configuration optionsin the PROTOCOL_CONFIGURATION_OPTIONS
itemif aPROTOCOL_CONFIGURATION_OPTIONS item as described in subclause 8.1.4.9 is
included in theitem list field;

iii) if alPV4_ADDRESS item as described in subclause 8.1.4.11 isincluded in the item list field,
determine the |Pv4 address allocated to the UE for the PDN connection in the IPV4_ADDRESS item;

iv) if alPV6_INTERFACE_IDENTIFIER item as described in subclause 8.1.4.12 isincluded in the item
list field, determine the IPv6 interface identifier allocated to the UE for the PDN connection in the
IPV6_INTERFACE_IDENTIFIER item and use it when building the IPv6 link local address; and

v) determine the TWAG user plane MAC addressinthe TWAG_UP_MAC _ADDRESSitem as
described in subclause 8.1.4.14 included in the item list field, and use the TWAG user plane MAC
address for encapsulating user plane packets according to 3GPP TS 23.402 [6]; and

d) if the UE had requested emergency attach or emergency handover of an emergency session, upon receiving
the EAP-Request/AKA'-Notification message, if the AT_NOTIFICATION attribute indicates failure, the UE
shall detach and then perform initial attach procedure for emergency service by selecting a different WLAN
supporting emergency service.

6.4.2.6.3 Usage of multi-connection mode (MCM)

a) the UE supportsthe MCM;

b) the EAP-Request/AKA'-Challenge message includesthe AT_TWAN_CONN_MODE attribute as described in
subclause 8.2.7.1 wherein the message field as described in subclause 8.1.4.1.

1) containsthe message type field indicating CONNECTION_CAPABILITY; and
2) containstheitemlist field:

A) including the CONNECTION_MODE_CAPABILITY item as described in subclause 8.1.4.8 indicating
support of MCM;

B) including the SUPPORTED_WLCP_TRANSPORTS item as described in subclause 8.1.4.15; and

C) if the UE requests an emergency attach or an emergency handover, including the
CONNECTION_MODE_CAPABILITY item as described in subclause 8.1.4.8 indicating that emergency
services are supported,;

c) at least one WL CP transport indicated as supported in the SUPPORTED WL CP_TRANSPORTS itemisaso
supported by the UE; and

d) the UE requests usage of the MCM;
then the UE:

a) shal includethe AT_TWAN_CONN_MODE attribute according to subclause 8.2.7.1 in the EAP-
Response/AK A'-Challenge message. In the message field according to subclause 8.1.4.1 of the
AT_TWAN_CONN_MODE attribute, the UE:

1) shall set the message type field to MCM_REQUEST; and
2) intheitemlist field:

A) if the UE requests an emergency attach or an emergency handover, shal include an
ATTACHMENT_TYPE item according to subclause 8.1.4.4 indicating whether an emergency attach, or
an emergency handover is requested; and

b) shall includethe AT_RESULT_IND attribute in the EAP-Response/AK A'-Challenge message.
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Upon receiving the EAP-Request/AK A'-Notification message including the AT_TWAN_CONN_MODE attribute as
described in subclause 8.2.7.1 where the message field as described in subclause 8.1.4.1:

- contains the message type field indicating MCM_RESPONSE; and

- containsthe item list field;
the UE:

a) if the AT_NOTIFICATION attribute indicates success:

1) shall determine the NSWO authorization in the AUTHORIZATIONS item as described in subclause 8.1.4.7
included in theitem list field;

2) shall determine the TWAG control plane address(es) inthe TWAG_CP_ADDRESS item as described in
subclause 8.1.4.13 included in the item list field; and

3) shall derivethe WLCP key as described in Annex A.3in 3GPP TS 33.402 [15]; and

NOTE: After receiving EAP Success message terminating the EAP procedures after successful authentication and
authorization for MCM access to EPC, the UE establishes a DTLS connection with the TWAG and
initiates WL CP procedures according to 3GPP TS 24.244 [56].

b) if the AT_NOTIFICATION attribute indicates failure, shall determine the cause of failurein the
ACCESS _CAUSE or CAUSE item as described in subclause 8.1.4.17 and 8.1.4.10 included in the item list field.
6.4.2.6.3A Usage of multi-connection mode (MCM) - emergency
If the UE needsto establish an IMS emergency session over trusted WLAN access, the UE shall:
1) if the UE already has active PDN connection:

- if the TWAN does not supports emergency service, the UE shall detach first and then follow item 2) below to
start initial attach procedure for emergency service and selecting a WLAN supporting Emergency service; or

- if the connected TWAN supports emergency service, the UE shall initiate PDN connectivity establishment
procedures as specified in 3GPP TS 24.244 [56].

2) if the UE does not have an active PDN connection and requests usage of the MCM, the UE shall start initial
attach procedure for emergency service using the procedures specified in subclause 6.4.2.6.3. In addition,

a) upon receiving EAP-Request/AK A'-Challenge message:

- if the CONNECTION_MODE_CAPABILITY itemintheitem list field indicates support of emergency
services, the UE shall respond with the EAP-Response/ AK A'-Challenge message with the
ATTACHMENT_TYPE itemintheitemlist field set to "emergency attach" or "emergency handover"; or

- if the CONNECTION_MODE_CAPABILITY itemin the item list field does not indicate support of
emergency services, the UE shall respond with the EAP-Response/ AKA'-Client-Error message as
described in subclause 6.4.2.6.4. The UE shall re-initiate initial attach procedure for emergency service by
selecting a different WLAN supporting emergency service; or

b) upon receiving EAP-Request/3GPP-LimitedService-Init-Info message including the
AT_TWAN_CONN_MODE attribute with the message type of message field indicating
CONNECTION_CAPABILITY and message field contains CONNECTION_MODE_CAPABILITY itemin
theitem list field indicating support of MCM and emergency services,

- if the UE supports the MCM and requests the usage of the MCM and

i) message field of the AT_TWAN_CONN_MODE attribute contains
SUPPORTED_WLCP_TRANSPORTS item as described in subclause 8.1.4.15; and

ii) atleast one WLCP transport indicated as supported in the SUPPORTED_WLCP_TRANSPORTS
item is also supported by the UE,

the UE shall respond with the EAP-Response/3GPP-LimitedService-Init-Info message and shall:
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i) includethe AT_TWAN_CONN_MODE attribute with the message type field set to
MCM_REQUEST:;

C) upon receiving the EAP-Request/3GPP-LimitedService-Notif message including the
AT_TWAN_CONN_MODE attribute with the message type of message field indicating MCM_RESPONSE
and theitem list field:

- theUEshall:

i) determinethe TWAG control plane address(es) in the TWAG_CP_ADDRESS item as described in
subclause 8.1.4.13 included in the item list field;

ii) derivethe WLCP key as described in Annex A.3in 3GPP TS 33.402 [15].

NOTE: After receiving EAP Success message terminating the EAP procedures after successful authentication and
authorization for MCM access to EPC, the UE establishes a DTLS connection with the TWAG and
initiates WL CP procedures according to 3GPP TS 24.244 [56].

d) if the UE had requested emergency attach or emergency handover of an emergency session, upon receiving
the EAP-Reguest/AKA'-Notification message, if the AT_NOTIFICATION attribute indicates failure, the UE
shall detach and then perform initial attach procedure for emergency service by selecting a different WLAN
supporting emergency service.

6.4.2.6.3B Usage of transparent single-connection mode (TSCM) - emergency
The emergency session is not supported for the UE using TSCM mode.

NOTE: If the UEin TSCM mode already has active PDN connection, the UE remains connected.

6.4.2.6.4 Network support not available

If the EAP-Request/AKA’-Challenge message does not include the AT_TWAN_CONN_MODE attribute as described
in subclause 8.2.7.1, then only TSCM is available.

If the UE supports SCM, the UE does not support MCM, and the EAP-Request/AK A'-Challenge message includes the
AT_TWAN_CONN_MODE attribute as described in subclause 8.2.7.1 wherein the message field as described in
subclause 8.1.4.1:

1) containsthe message type field indicating CONNECTION_CAPABILITY; and

2) containstheitemlist field including the CONNECTION_MODE_CAPABILITY item as described in
subclause 8.1.4.8 not indicating support of SCM;

then only TSCM is available.

If the UE does not support SCM, the UE supports MCM, and the EAP-Request/AK A'-Challenge message includes the
AT_TWAN_CONN_MODE attribute as described in subclause 8.2.7.1 wherein the message field as described in
subclause 8.1.4.1:

1) containsthe message type field indicating CONNECTION_CAPABILITY; and

2) containstheitem list field including the CONNECTION_MODE_CAPABILITY item asdescribed in
subclause 8.1.4.8 not indicating support of MCM;

then only TSCM isavailable.

If the UE does not support SCM, the UE supports MCM, the EAP-Request/AKA'-Challenge message includes the
AT_TWAN_CONN_MODE attribute as described in subclause 8.2.7.1 wherein the message field as described in
subclause 8.1.4.1:

1) containsthe message type field indicating CONNECTION_CAPABILITY; and

2) containstheitemlist field:
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A) including the CONNECTION_MODE_CAPABILITY item as described in subclause 8.1.4.8 indicating
support of MCM; and
B) including the SUPPORTED_WLCP_TRANSPORTS item as described in subclause 8.1.4.15;

and none of the WL CP transport indicated as supported in the SUPPORTED_WLCP_TRANSPORTS item isalso
supported by the UE, then only TSCM is available.

If only TSCM isavailable:

a) if the UE does not request an emergency attach, the UE does not request an emergency handover and the UE is
willing to use TSCM, the UE shall act asin TSCM; and

b) if the UE requests an emergency attach or the UE requests an emergency handover or the UE is unwilling to use
TSCM, the UE shall send EAP-Response/AKA'-Client-Error message.

NOTE: InTSCM, successful EAP-AKA' authentication triggers creation of a PDN connection to the default
APN. The UE can be unwilling to use the PDN connection to the default APN e.g. because the UE needs
to perform handover of a PDN connection, because the UE needs to establish a PDN connection to an
APN other than the default APN, because the UE needs to establish multiple PDN connections, or
because the UE has no usage for the PDN connection to the default APN and wants to avoid any possible
charges related to the PDN connection to the default APN.

If the UE requests an emergency attach or an emergency handover, and the EAP-Request/ AK A'-Challenge message
includesthe AT_TWAN_CONN_MODE attribute as described in subclause 8.2.7.1 wherein the message field as
described in subclause 8.1.4.1:

1) containsthe message type field indicating CONNECTION_CAPABILITY; and

2) containstheitem list field including the CONNECTION_MODE_CAPABILITY item asdescribed in
subclause 8.1.4.8 not indicating support of emergency services,

then the UE shall send EAP-Response/ AKA'-Client-Error message.

6.4.2.7 Mobile Equipment Identity Signalling
If the UE receives:

- an EAP-Request/AK A'-Challenge message; or

- an EAP-Request/3GPP-LimitedService-Init-Info message;

containing the AT_DEVICE_IDENTITY attribute and the Identity Type field of the received
AT_DEVICE_IDENTITY attributeis set to either 'IMEI" or 'IMEISV" and the Identity Value field is empty, then if the
UE's Mobile Equipment Identity IMEI or IMEISV is available, the UE shall include IMEI or IMEISV in the
AT_DEVICE_IDENTITY attributein:

- the EAP-Response/ AKA'-Challenge message; or
- the EAP-Response/3GPP-LimitedService-Init-1nfo message;
asfollows:

- if IMEISV are available, the UE shall include IMEISV inthe AT_DEVICE_IDENTITY attribute. The Identity
Typefield of the AT_DEVICE_IDENTITY attribute shall be set to IMEISV": and

- if IMEIl isavailable and IMEISV is not available, the UE shall include IMEI inthe AT_DEVICE_IDENTITY
attribute. The Identity Type field of the AT_DEVICE_IDENTITY attribute shall be set to 'IMEI".

The AT_DEVICE_IDENTITY attribute shall be sent as an encrypted attribute and included in the value field of the
AT_ENCR_DATA attribute asdescribed in IETF RFC 4187 [33].

The detailed coding of the AT_DEVICE_IDENTITY attribute is described in subclause 8.2.8.1.
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6.4.3 3GPP AAA server procedures

6.4.3.1 Identity Management

The 3GPP AAA selects the pseudonym identity or the Fast Re-authentication Identity and returns the identity to the UE
during the Authentication procedure as specified in 3GPP TS 33.402 [15]. The 3GPP AAA server shall maintain a
mapping between the UE's permanent identity and the pseudonym identity and between the UE's permanent identity and
the Fast Re-authentication Identity.

6.4.3.1A Identity Management - emergency session
Upon receiving a request from the UE for emergency session establishment, if

- IMSI isprovided to the network but IMSI authentication cannot proceed or IMSI authentication hasfailed or the
3GPP AAA server cannot determine if authentication is successful; and

- the 3GPP AAA server is configured to accept unauthenticated emergency session over WLAN,

the 3GPP AAA server regquests IMEI from the UE as specified in subclause 6.4.3.6 using the EAP-Request/3GPP-
LimitedService-Init-Info message.

6.4.3.2 EAP-AKA and EAP-AKA' based Authentication

The 3GPP AAA server shall support EAP AKA based authentication as specified in IETF RFC 4187 [33] and EAP-
AKA'" based authentication as specified in IETF RFC 5448 [38]. 3GPP TS 33.402 [15] specifies the conditions under
which one or the other of these two methods is used. If the UE provides an explicit indication for the supported mobility
protocols and the network supports multiple IP mobility mechanisms, the network shall select the protocol to be used
and communicate the decision to the UE as defined in subclause 6.3.3.1.2.

For WLAN access, after the UE has been successfully authenticated and the EPC access and Non-Seamless WLAN
Offload are not authorized for the UE, the 3GPP AAA Server shall invoke an EAP-Request/AKA'-Notification dialogue
and indicate this to the UE by using the AT_NOTIFICATION attribute value 1031 —"User has not subscribed to the
requested service" asdefined in IETF RFC 4187 [33].

6.4.3.3 Full authentication and Fast Re-authentication
The 3GPP AAA shall support full re-authentication and fast re-authentication as specified in IETF RFC 4187 [33].

The decision to use the fast re-authentication processis taken by the home network (i.e. the 3GPP AAA server) and is
based on operator policies. If fast re-authentication isto be used, the home network shall indicate thisto the UE by
providing the Fast Re-authentication Identity to the UE during the authentication process.

When initiating an authentication, the home network shall indicate the type of authentication required by including
either AT_PERMANENT_ID_REQor AT_FULLAUTH_ID_REQ for Full authentication and AT_ANY_ID_REQ for
Fast re-authentication in the EAP-Request/AKA _ldentity message or the EAP-Request/AKA'-ldentity message
respectively.

The home network (i.e. the 3GPP AAA server) may upon receiving the Fast Re-authentication Identity in
AT_IDENTITY, decide to proceed with the fast re-authentication or choose instead to initiate afull authentication. This
decision is based on operator policies.

6.4.3.4 Full name for network and short name for network

The 3GPP AAA server may includethe AT_FULL_NAME_FOR_NETWORK attribute, the
AT_SHORT_NAME_FOR_NETWORK attribute or both in the EAP-Request/ AK A-Challenge message when the
EAP-AKA isused and in the EAP-Request/ AK A'-Challenge message when the EAP-AKA' is used.

The detailed coding of the AT_FULL_NAME_FOR_NETWORK attribute and the
AT_SHORT_NAME_FOR_NETWORK is described in subclause 8.2.5.
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6.4.3.5 TWAN connection modes

6.4.3.5.1 General
The 3GPP AAA server may support the single-connection mode (SCM).
The 3GPP AAA server may support the multi-connection mode (MCM).

If the network supports SCM, MCM or both, the 3GPP AAA server shall include the AT_TWAN_CONN_MODE
attribute according to subclause 8.2.7.1 and the AT_RESULT_IND attribute in the EAP-Request/AKA'-Challenge
message. |n the message field according to subclause 8.1.4.1 of the AT_TWAN_CONN_MODE sattribute, the 3GPP
AAA server shall:

a) set the messagetype field to CONNECTION_CAPABILITY; and
b) intheitemlist field:

1) include a CONNECTION_MODE_CAPABILITY item according to subclause 8.1.4.8 indicating whether the
network supports TSCM, SCM, MCM or any combination of them and indicating whether the network
supports the emergency services; and

2) if the network supports MCM, include a SUPPORTED_WLCP_TRANSPORTS item according to
subclause 8.1.4.15 indicating WL CP transport(s) supported by the TWAG.
6.4.3.5.1A Emergency session connection mode negotiation for unauthenticated UEs

If the 3GPP AAA server is configured to accept unauthenticated emergency session over WLAN and IMEI was
received or IMSI was received but IMS| authentication cannot proceed, the 3GPP AAA server shall initiate connection
mode negotiation with the UE as follows:

- if the 3GPP AAA server supports SCM, MCM or both, the 3GPP AAA server shall include the
AT_TWAN_CONN_MODE attribute according to subclause 8.2.7.1 in the EAP-Request/3GPP-LimitedService-
Init-Info message. In the message field according to subclause 8.1.4.1 of the AT_TWAN_CONN_MODE
attribute, the 3GPP AAA server shall:

a) set the messagetype field to CONNECTION_CAPABILITY; and
b) intheitemlist field:

1) include a CONNECTION_MODE_CAPABILITY item according to subclause 8.1.4.8 indicating whether
the network supports SCM, MCM or any combination of them, and indicating emergency serviceis
supported; and

2) if the network supports MCM, include a SUPPORTED WL CP_TRANSPORTS item according to
subclause 8.1.4.15 indicating WL CP transport(s) supported by the TWAG.

6.4.3.5.2 Usage of single-connection mode (SCM)
If
- the 3GPP AAA server supports SCM;

- the EAP-Response/ AKA'-Challenge message includesthe AT_TWAN_CONN_MODE attribute as described in
subclause 8.2.7.1 wherein the message field as described in subclause 8.1.4.1 contains the message type field
indicating SCM_REQUEST; and

- the authentication was successful;
then the 3GPP AAA server:

- if the ATTACHMENT _TY PE item according to subclause 8.1.4.4 indicating an emergency attach, or an
emergency handover isincluded in the item list field of the message field, shall identify that the attach is for
emergency services; and
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- shall trigger the TWAN to establish the connectivity of the requested connectivity type according to
3GPP TS 23.402 [6].

- the 3GPP AAA server authorizes the requested connectivity; and
- the EAP-Response/ AKA'-Challenge message includes the AT_RESULT _IND attribute;

then the 3GPP AAA server shall invoke an EAP-Request/AKA'-Natification dialogue. The 3GPP AAA server shall
construct the EAP-Request/AKA'-Notification message as follows:

a) indicate successinthe AT_NOTIFICATION attribute; and

b) includethe AT_TWAN_CONN_MODE attribute described in subclause 8.2.7.1. In the message field according
to subclause 8.1.4.1 of the AT_TWAN_CONN_MODE attribute, the 3GPP AAA server shall:

1) set the message type field to SCM_RESPONSE; and
2) intheitemlist field:

A) include aCONNECTIVITY_TYPE item as described in subclause 8.1.4.3 indicating the authorized
connectivity type. Only one connectivity type isindicated; and

B) if aPDN connection was authorized:

i) if theinitial attach, or the handover attach is requested, include an APN item according to
subclause 8.1.4.5 indicating the APN of the authorized PDN connection;

ii) includeaPDN_TY PE item according to subclause 8.1.4.6 indicating the PDN type(s) selected in the
authorized PDN connection;

iii) if the 3GPP AAA server wishes to transmit (protocol) data (e.g. configuration parameters, error codes
or messages/events) to the UE, include a PROTOCOL_CONFIGURATION_OPTIONS item
according to subclause 8.1.4.9;

iv) if an IPv4 address is alocated to the UE for the PDN connection, include aIPV4_ADDRESS item
according to subclause 8.1.4.11;

v) if an IPv6 interface identifier is allocated to the UE for the PDN connection, include a
IPV6_INTERFACE_IDENTIFIER item according to subclause 8.1.4.12; and

vi) includeaTWAG_UP_MAC_ADDRESS item according to subclause 8.1.4.14.
If the 3GPP AAA server does not authorize the requested connectivity and if:
- theattach is not for emergency session; or

- theattach isfor emergency session and if the 3GPP AAA server is not configured to accept unauthenticated
emergency session over WLAN,

NOTE: The case where the 3GPP AAA server does not authorize the request but is configured to accept
unauthenticated emergency session over WLAN is specified in subclause 6.4.3.5.2A.

then the 3GPP AAA server shall invoke an EAP-Request/AKA'-Natification dialogue. The 3GPP AAA server shall
construct the EAP-Request/AKA'-Notification message as follows:

a) indicatefailureinthe AT_NOTIFICATION attribute; and

b) includethe AT_TWAN_CONN_MODE attribute described in subclause 8.2.7.1. In the message field according
to subclause 8.1.4.1 of the AT_TWAN_CONN_MODE attribute, the 3GPP AAA server shall:

1) set the message type field to SCM_RESPONSE;

2) intheitemlist field, include a ACCESS_CAUSE or CAUSE item according to subclause 8.1.4.17 and
8.1.4.10 indicating the cause of failure;
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3)

if theinitial attach, or the handover attach is requested, the cause of failure is#26 "Insufficient resources' and
avalue of backoff timer isto be provided to the UE for the PDN connection, include a Tw1 item according to
subclause 8.1.4.16;

3A) if theinitial attach, or the handover attach is requested, the cause of failure is#38 "Network failure" or

4)

5)

6)

7)

8)

#27 "unknown APN" and avalue of backoff timer isto be provided to the UE for the PDN connection,
include a Twl item according to subclause 8.1.4.16;

if the 3GPP AAA Server receives DIAMETER_ERROR_USER_NO_NON_3GPP_SUBSCRIPTION sent
by the HSS as specified in 3GPP TS 29.273 [17], indicate this to the UE by using "Non-3GPP access to EPC
not allowed" value in the ACCESS _CAUSE item;

if the 3GPP AAA Server receives DIAMETER_ERROR_ROAMING_NOT_ALLOWED sent by the HSS as
specified in 3GPP TS 29.273 [17], indicate this to the UE by using "PLMN not allowed" valuein the
ACCESS_CAUSE item;

if the 3GPP AAA Server receives DIAMETER_ERROR_USER _NO_APN_SUBSCRIPTION sent by the
HSS as specified in 3GPP TS 29.273 [17], indicate this to the UE by using #27 "Unknown APN" value in the
CAUSE item;

if the 3GPP AAA Server receives DIAMETER_ERROR_RAT_TYPE_NOT_ALLOWED sent by the HSS
as specified in 3GPP TS 29.273 [17], indicate this to the UE by using #3 "RAT type not alowed" value in the
ACCESS_CAUSE item; and

if the 3GPP AAA Server receives DIAMETER_UNABLE_TO_COMPLY sent by HSS as specified in
3GPP TS29.273[17], indicate this to the UE by using #38 "Network failure" in the CAUSE item.

6.4.3.5.2A Usage of single-connection mode (SCM) - emergency

If the 3GPP AAA Server supports IMS Emergency sessions over WLAN, the 3GPP AAA server shall:

if IMSI was received and IM S| authentication can proceed, the 3GPP AAA server invokes an EAP-
Request/AKA'-Notification dialogue to indicate success or failure to the UE as described in subclause 6.4.3.5.2;

if IMSI was received but IMSI authentication cannot proceed, then

A) if the 3GPP AAA server is configured to accept unauthenticated emergency session over WLAN:

a) the 3GPP AAA server sends EAP Request/3GPP-LimitedService-Init-Info message as specified in
subclause 6.4.3.5.1A;

b) upon receiving the EAP-Response/3GPP-LimitedService-Init-Info message including the
AT_TWAN_CONN_MODE attribute with the message type of message field indicating
SCM_REQUEST and theitem list field, the 3GPP AAA server shall include the
AT_TWAN_CONN_MODE attribute according to subclause 8.2.7.1 in the EAP-Request/3GPP-
LimitedService-Notif message. In the message field according to subclause 8.1.4.1 of the
AT_TWAN_CONN_MODE éattribute, the 3GPP AAA server shall:

i) setthe message type field to SCM_RESPONSE; and
ii) intheitemlist field:

1) include the PDN type supported in the PDN connection in the PDN_TY PE item as described in
subclause 8.1.4.6 in theitem list field;

2) include the protocol configuration optionsin the PROTOCOL_CONFIGURATION_OPTIONS
itemif a PROTOCOL_CONFIGURATION_OPTIONS item as described in subclause 8.1.4.9 isin
theitem list field;

3) if an1Pv4 addressis allocated to the UE for the PDN connection, include alPV4_ADDRESS item
according to subclause 8.1.4.11;

4) if an IPv6 interface identifier is alocated to the UE for the PDN connection, include a
IPV6_INTERFACE_IDENTIFIER item according to subclause 8.1.4.12; and
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5) includeaTWAG_UP_MAC_ADDRESS item according to subclause 8.1.4.14; and

€) upon receiving the EAP-Response/3GPP-LimitedService-Notif message, the 3GPP AAA server shall
generate the MSK using IMEI as described in subclause 13.4 in 3GPP TS 33.402 [15] and send EAP
Success message to the UE to allow the UE to proceed with emergency session establishment; or

B) if the 3GPP AAA server is not configured to accept unauthenticated emergency session over WLAN, the
3GPP AAA server shall regject the emergency session request and return an EAP Failure message to the UE;
or

- if IMEI was received,
A) if the 3GPP AAA server is configured to accept unauthenticated emergency session over WLAN:

a), the 3GPP AAA server sends EAP Request/3GPP-LimitedService-Init-Info message to as specified in
subclause 6.4.3.5.1A;

b) upon receiving the EAP-Response/3GPP-LimitedService-Init-Info message including the
AT_TWAN_CONN_MODE attribute with the message type of message field indicating
SCM_REQUEST and theitem list field, the 3GPP AAA server shall include the
AT_TWAN_CONN_MODE attribute according to subclause 8.2.7.1 in the EAP-Request/3GPP-
LimitedService-Notif message. In the message field according to subclause 8.1.4.1 of the
AT_TWAN_CONN_MODE attribute, the 3GPP AAA server shall:

i) setthe message type field to SCM_RESPONSE; and
ii) intheitemlist field:

1) include the PDN type supported in the PDN connection in the PDN_TY PE item as described in
subclause 8.1.4.6 in the item list field;

2) include the protocol configuration options in the PROTOCOL_CONFIGURATION_OPTIONS
itemif a PROTOCOL_CONFIGURATION_OPTIONS item as described in subclause 8.1.4.9 isin
theitem list field;

3) if an1Pv4 addressis allocated to the UE for the PDN connection, include alPV4_ADDRESS item
according to subclause 8.1.4.11;

4) if anIPv6 interface identifier is allocated to the UE for the PDN connection, include a
IPV6_INTERFACE_IDENTIFIER item according to subclause 8.1.4.12; and

5) includeaTWAG_UP_MAC_ADDRESS item according to subclause 8.1.4.14; and

€) upon receiving the EAP-Response/3GPP-LimitedService-Notif message, the 3GPP AAA server shall
generate the MSK using IMEI as described in subclause 13.4 in 3GPP TS 33.402 [15] and send EAP
Success message to the UE to allow the UE to proceed with emergency session establishment; or

B) if the 3GPP AAA server is not configured to accept unauthenticated emergency session over WLAN, the
3GPP AAA server shall reject the emergency session request and return an EAP Failure message to the UE.

6.4.3.5.3 Usage of multi-connection mode (MCM)
If:

a) the 3GPP AAA server supports MCM;

b) if the EAP-Response/ AKA'-Challenge message includes:

1) the AT_TWAN_CONN_MODE attribute as described in subclause 8.2.7.1 wherein the message field as
described in subclause 8.1.4.1 contains the message type field indicating MCM_REQUEST; and

2) the AT_RESULT_IND attribute;

c) the 3GPP AAA server authorizes the request. If the ATTACHMENT _TY PE item according to subclause 8.1.4.4
indicating an emergency attach, or an emergency handover isincluded in the item list field of the message field,
the 3GPP AAA server shall identify that the attach is for emergency services; and
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d) the authentication was successful;

then the 3GPP AAA server shall invoke an EAP-Request/AKA'-Natification dialogue. The 3GPP AAA server shall
construct the EAP-Request/AKA'-Notification message as follows:

a) indicate successinthe AT_NOTIFICATION attribute; and

b) includethe AT_TWAN_CONN_MODE attribute according to subclause 8.2.7.1. In the message field according
to subclause 8.1.4.1 of the AT_TWAN_CONN_MODE attribute, the 3GPP AAA server shall:

1) set the message type field to MCM_RESPONSE; and
2) intheitemlist field:

A) include an AUTHORIZATIONS item according to subclause 8.1.4.7 indicating whether UE is authorized
to use NSWO; and

B) includeaTWAG_CP_ADDRESS item according to subclause 8.1.4.13 indicating the TWAG control
plane address.

If the 3GPP AAA server does not authorize the request and if
- theattach is not for emergency services; or

- theattach isfor emergency services and if the 3GPP AAA server is not configured to accept unauthenticated
emergency session over WLAN,

NOTE: The case where the 3GPP AAA server does not authorize the request but is configured to accept
unauthenticated emergency session over WLAN is specified in subclause 6.4.3.5.3A.

then the 3GPP AAA server shall invoke an EAP-Request/AKA'-Natification dialogue. The 3GPP AAA server shall
construct the EAP-Request/AKA'-Notification message as follows:

a) indicatefailureinthe AT_NOTIFICATION attribute; and

b) includethe AT_TWAN_CONN_MODE attribute described in subclause 8.2.7.1. In the message field according
to subclause 8.1.4.1 of the AT_TWAN_CONN_MODE attribute, the 3GPP AAA server shall:

1) set the message type field to MCM_RESPONSE;

2) intheitemlist field, include a ACCESS CAUSE or CAUSE item according to subclause 8.1.4.17 and
8.1.4.10 indicating the cause of failure;

3) if the 3GPP AAA Server receives DIAMETER_ERROR_USER_NO_NON_3GPP_SUBSCRIPTION sent
by the HSS as specified in 3GPP TS 29.273 [17], indicate this to the UE by using "Non-3GPP access to EPC
not allowed" value in the ACCESS_CAUSE item;

4) if the 3GPP AAA Server receives DIAMETER_ERROR_ROAMING_NOT_ALLOWED sent by the HSS as
specified in 3GPP TS 29.273 [17], indicate this to the UE by using "PLMN not allowed" valuein the
ACCESS_CAUSE item;

5) if the 3GPP AAA Server receives DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTION sent by the
HSS as specified in 3GPP TS 29.273 [17], indicate this to the UE by using #27 "Unknown APN" value in the
CAUSE item;

6) if the 3GPP AAA Server receives DIAMETER_ERROR_RAT _TYPE_NOT_ALLOWED sent by the HSS
as specified in 3GPP TS 29.273 [17], indicate this to the UE by using #3 "RAT type not alowed" value in the
ACCESS_CAUSE item; and

7) if the 3GPP AAA Server receives DIAMETER_UNABLE_TO_COMPLY sent by HSS as specified in
3GPP TS29.273[17], indicate this to the UE by using #38 "Network failure" in the CAUSE item.

6.4.3.5.3A Usage of multi-connection mode (MCM) - emergency

If the 3GPP AAA Server supports IMS Emergency sessions over WLAN, the 3GPP AAA server shall:

ETSI



3GPP TS 24.302 version 16.4.0 Release 16 54 ETSI TS 124 302 V16.4.0 (2020-08)

- if IMSI wasreceived and IM S| authentication can proceed, the 3GPP AAA server invokes an EAP-
Request/AK A'-Notification dialogue to indicate success to the UE as described in subclause 6.4.3.5.3;

- if IMSI was received but IMSI authentication cannot proceed, then
A) if the 3GPP AAA server is configured to accept unauthenticated emergency session over WLAN:

a), the 3GPP AAA server sends EAP Request/3GPP-LimitedService-Init-Info message as specified in
subclause 6.4.3.5.1A;

b) upon receiving the EAP-Response/3GPP-LimitedService-Init-Info message including the
AT_TWAN_CONN_MODE attribute with the message type of message field indicating
SCM_REQUEST and theitem list field, the 3GPP AAA server shall include the
AT_TWAN_CONN_MODE attribute according to subclause 8.2.7.1 in the EAP-Request/3GPP-
LimitedService-Notif message. In the message field according to subclause 8.1.4.1 of the
AT_TWAN_CONN_MODE éttribute, the 3GPP AAA server shall:

i) setthe message typefield to SCM_RESPONSE; and
i) intheitemlist field:

1) include the TWAG control plane address(es) inthe TWAG_CP_ADDRESS item as described in
subclause 8.1.4.13 in the item list field; and

€) upon receiving the EAP-Response/3GPP-LimitedService-Notif message, the 3GPP AAA server shall
generate the MSK using IMEI as described in subclause 13.4 in 3GPP TS 33.402 [15] and send EAP
Success message to the UE to allow the UE to proceed with emergency session establishment; or

B) if the 3GPP AAA server is not configured to accept unauthenticated emergency session over WLAN, the
3GPP AAA server shall reject the emergency session request and return an EAP Failure message to the UE;
or

- if IMEI was received,
A) if the 3GPP AAA server is configured to accept unauthenticated emergency session over WLAN:

a), the 3GPP AAA server sends EAP Request/3GPP-LimitedService-Init-Info message as specified in
subclause 6.4.3.5.1A;

b) upon receiving the EAP-Response/3GPP-LimitedService-Init-Info message including the
AT_TWAN_CONN_MODE attribute with the message type of message field indicating
MCM_REQUEST and theitem list field, the 3GPP AAA server shall include the
AT_TWAN_CONN_MODE attribute according to subclause 8.2.7.1 in the EAP-Request/3GPP-
LimitedService-Notif message. In the message field according to subclause 8.1.4.1 of the
AT_TWAN_CONN_MODE attribute, the 3GPP AAA server shall:

i) setthe message typefield to MCM_RESPONSE; and
i) intheitemlist field:

1) include the TWAG control plane address(es) in the TWAG_CP_ADDRESS item as described in
subclause 8.1.4.13 in theitem list field; and

€) upon receiving the EAP-Response/3GPP-LimitedService-Notif message, the 3GPP AAA server shall
generate the MSK using IMEI as described in subclause 13.4 in 3GPP TS 33.402 [15] and send EAP
Success message to the UE to allow the UE to proceed with emergency session establishment; or

B) if the 3GPP AAA server is not configured to accept unauthenticated emergency session over WLAN, the
3GPP AAA server shall reject the emergency session request and return an EAP Failure message to the UE.

6.4.3.5.3B Usage of transparent single-connection mode (TSCM) - emergency

The emergency session is not supported for the UE using TSCM mode.
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6.4.3.5.4 Network support not available

NOTE: If the network does not support a TWAN connection mode and the UE needs to request usage of the not
supported TWAN connection mode, upon sending EAP-Request/AK A'-Challenge message, the network
receives EAP-Response/AKA'-Client-Error message. Handling defined in IETF RFC 5448 [38] applies
for the EAP-Response/AKA'-Client-Error message.

6.4.3.6 Mobile Equipment Identity Signalling

If the network supports Mobile Equipment Identity signalling over trusted WLAN, the 3GPP AAA server shall include
the AT_DEVICE_IDENTITY attributein:

- the EAP-Request/AK A'-Challenge message; or
- the EAP-Request/3GPP-LimitedService-Init-Info message;

with the Identity Type field set to either 'IMEI" or 'IMEISV' and an empty Identity Value field to request the UE to
provide the Mobile Equipment Identity indicated in the Identity Type.

Upon receiving:
- the EAP-Response/ AKA'-Challenge message; or
- the EAP-Response/3GPP-LimitedService-Init-Info message;

fromthe UE, if the AT_DEVICE_IDENTITY attribute isincluded and Identity Typefield is set to either 'IMEI" or
'IMEISV', then the 3GPP AAA server shall forward the received Mobile Equipment Identity to the TWAN as specified
in 3GPP TS 29.273 [17].

6.4.4 Multiple PDN support for trusted non-3GPP access

Connectivity to multiple PDNs via trusted non-3GPP access is supported in the EPS when the network policies, the
non-3GPP access and the user subscription allow it.

NOTE 1: In 3GPP, there is alimitation to the maximum number of simultaneous PDN connections per UE caused
by the number of EPS bearer identities (see subclause 11.2.3.1.5 of 3GPP TS 24.007 [48]). Not
complying with this limitation when accessing non-3GPP access can lead to unexpected consequences,
e.g. connectivity lossin case of handover to 3GPP access. The maximum number of PDN connection via
trusted non-3GPP accessis independent from the maximum number of active EPS bearer contexts for
3GPP access (see subclause 6.5.1A of 3GPP TS 24.301 [10]).

If the UE supports dynamic mobility management selection the UE shall use the same mobility protocol when multiple
connections are established, see 3GPP TS 23.402 [6].

When the UE accesses EPC via S2a using trusted non-3GPP | P access and establishes connections to additional PDNs,
the UE shall send atrigger for additional PDN connectivity specific to the non-3GPP access. The UE shall include an
APN in thistrigger to connect to the desired PDN. The UE shall also indicate the Attach Type to the trusted non-3GPP
access during additional PDN connectivity. The Attach Type shall distinguish between Initial Attach and Handover
Attach. For the multi-connection mode used via trusted WLAN access network, the PDN connection establishment
procedures are specified in 3GPP TS 24.244 [56].

NOTE 2: Theindication about Attach Type is non-3GPP access network specific and its coding is out of scope of
this specification.

NOTE 3: Thetrigger for additional PDN connectivity is non-3GPP access network specific and its coding is out of
scope of this specification.

When the UE accesses EPC via S2c using non-3GPP | P access, the UE shall follow the procedures described in
3GPP TS 24.303 [11] to connect to multiple PDNs.

If the UE accesses EPC via S2a using non-3GPP | P access and it is handing over from a source access network to a
target non-3GPP I P access and the UE has more than one PDN connection to a given APN in the source access
network, the UE shall transfer all the PDN connections for the given APN to the target trusted non-3GPP access
network as specified in 3GPP TS 23.402 [6].
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If multiple PDN connectionsto a single APN are not supported over the target trusted non-3GPP access network, only
one PDN connection to the given APN shall be established in the target non-3GPP access as specified in

3GPP TS 23.402 [6]. If multiple PDN connection requests to the same APN are received but the target trusted non-
3GPP access network does not support multiple PDN connections to the same APN, the network shall reject the
additional PDN connection requests to the same APN received from the UE when one PDN connection to the same
APN has aready been established. The UE shall determine which PDN connection is re-established in the non-3GPP
access based on the home address information (i.e. IPv4 address or 1Pv6 prefix or both) provided by the network.

NOTE 4: The protocol details of the PDN connection reject procedure is non-3GPP access network specific and its
coding is outside the scope of this specification. For the multi-connection mode used via trusted WLAN
access network, the protocol details of the PDN connection reject procedure is specified in
3GPP TS 24.244 [56]

NOTE 5: When UE supporting | P address preservation for NBM with multiple PDN connections to the same APN
hands over to the non-3GPP access network, the UE can, as an implementation option, prioritise the re-
establishment for a particular PDN connection before re-establishing the remaining PDN connections.
The way a UE prioritizes a particular PDN connection is non-3GPP access network specific and its
coding is out of scope of this specification. Another implementation option can be to send multiple re-
establishment requests concurrently.

NOTE 6: Any unsuccessful re-establishment of any of the multiple PDN connections to the same APN can be
managed in an implementation specific manner avoiding UE making repeated re-establishment attempts
to the network.

If the UE did not handover all the PDN connections for a given APN to the target trusted non-3GPP access network, the
network may disconnect the remaining PDN connections for that given APN after an implementation dependent time.

6.5 Authentication and authorization for accessing EPC via an
untrusted non-3GPP access network

6.5.1 General

In order to attach to the evolved packet core network (EPC) via untrusted non-3GPP I P access, the UE first needs to be
configured with alocal |P address from the untrusted non-3GPP access network.

During the attach to the untrusted non-3GPP access, the operator of the non-3GPP access network may optionally
require to perform a 3GPP based access authentication as specified in 3GPP TS 33.402 [15].

Once the UE is configured with alocal |P address, the UE shall select the Evolved Packet Data Gateway (ePDG) as
described in subclause 7.2.1 and shall initiate the | Psec tunnel establishment procedure as described in subclause 7.2.2.
During these steps authentication and authorization for access to EPC shall be performed.

6.5.2 Full authentication and authorization

6.5.2.1 General

During the establishment of the IPSec tunnel between the UE and the ePDG, 3GPP based authentication signalling for
untrusted non-3GPP access to the EPC shall be exchanged between the UE and the 3GPP AAA server in the EPC to
ensure mutual authentication of the user and the EPC.

Authorization of EPC access shall be performed by the 3GPP AAA server upon successful user authentication.

The access authentication signalling between the UE, ePDG and the 3GPP AAA server shall be based on EAP-AKA as
specified in IETF RFC 4187 [33] and is further detailed in 3GPP TS 33.402 [15], 3GPP TS 29.273 [17] and procedura
descriptions in subclauses 6.5.2.2, 6.5.2.4 and 6.5.2.3.
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6.5.2.2 UE procedures

6.5.2.2.1 General

When accessing the EPC viathe ePDG, the UE shall exchange EAP-AKA signalling with the 3GPP AAA server as
specified in 3GPP TS 33.402 [15].

NOTE: the EAP payload exchanged between UE and 3GPP AAA server istransported within the IKEv2
messages exchanged with ePDG as described in subclause 7.2.2.

After the UE has been successfully authenticated, if the UE receives EAP-Request/ AK A-Notification dialogue with
AT_NOTIFICATION attribute value 1031 — "User has not subscribed to the requested service" as defined in

IETF RFC 4187 [33], the UE shall not initiate the EPC access procedure to same ePDG until switching off or the UICC
containing the USIM is removed.

NOTE: Swittching off and USIM change conditions are implemented taking into consideration the user experience
aspect.

6.5.2.2.2 EAP AKA

6.5.2.2.2.1 Identity management

The support of user identity privacy as defined in IETF RFC 4187 [33] and based on temporary identity is mandatory
for the UE.

Asdefined in 3GPP TS 33.402 [15], the UE sends the user identity (in the IDi payload) in the first message of the
IKE_AUTH phase. The user identity sent by the UE in the IDi payload depends on the presence of the temporary
identity as defined in IETF RFC 4187 [33]:

- If valid fast re-authentication identity is available, the UE shall use the fast re-authentication NAI;
- Otherwiseif valid pseudonym is available, the UE shall use the pseudonym NAI;
- Otherwise the UE shall use the permanent IM SI-based or IMEI-based NAI.

The temporary identities shall be in the form of a NAI, as specified in 3GPP TS 23.003 [3] clause 19. The permanent
identity shall be in the form of aNAI in which usernameis derived from IMS| or IMEI as defined in

3GPP TS 23.003 [3]. IETF RFC 4187 [33] defines the leading digits to identify the authentication mechanism. The
leading digit defined for EAP-AKA authentication shall be used in the NAI for both the temporary identities and the
permanent identity.

The UE after successful EAP authentication may store the new temporary identity(ies) received in AT_ENCR_DATA
attribute together with the fast re-authentication parameters (new master key, transient EAP keys and counter value) in
the non-volatile memory of the UE or in the USIM as specified in 3GPP TS 31.102 [45]. In this later case the
pseudonym is stored in the "Pseudonym” datafile and the fast re-authentication identity, new master key, transient EAP
keys and counter value in the "Re-authentication identity" datafile.

If no new temporary identity wasreceived in AT_ENCR_DATA attribute of a successful EAP authentication, the stored
temporary identity becomesinvalid and the UE shall not send this temporary identity at the next EAP authentication. In
case the temporary identity is stored in the USIM, the UE shall set the username of the corresponding temporary
identity field to the "deleted” value (hexadecimal value FF) to indicate that this temporary identity isinvalid as specified
in 3GPP TS 23.003 [3].

6.5.2.2.2.2 Protected result indications

The UE shall support protected result indications (i.e. MAC protected) as specified in IETF RFC 4187 [33].
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6.5.2.3 3GPP AAA server procedures

6.5.2.3.1 General

During the authentication of the UE for accessing the EPC viathe ePDG, the 3GPP AAA server shall initiate EAP-
AKA based authentication with the UE as specified in 3GPP TS 33.402 [15].

After the UE has been successfully authenticated and the EPC access is not authorized for the UE, the 3GPP AAA
Server shall invoke an EAP-Request/AK A-Notification dialogue and indicate this to the UE by using the
AT_NOTIFICATION attribute value 1031 — "User has not subscribed to the requested service" as defined in
IETF RFC 4187 [33].

6.5.2.3.2 EAP-AKA

6.5.2.3.2.1 Identity management

The support of user identity privacy is mandatory for the 3GPP AAA server. The usage of this feature depends on
operator's policies.

If user identity privacy is used, the 3GPP AAA server shall send new encrypted temporary identity (pseudonym and/ or
fast re-authentication identity) to the UE in every EAP authentication procedure. The 3GPP AAA selectsthe
pseudonym identity or the Fast Re-authentication Identity and returns the identity to the UE during the Authentication
procedure as specified in 3GPP TS 33.402 [15]. The 3GPP AAA server shall maintain a mapping between the UE's
permanent identity and the pseudonym identity and between the UE's permanent identity and the Fast Re-authentication
| dentity.

6.5.2.3.2.2 EAP AKA based authentication

The 3GPP AAA server shall support EAP AKA based authentication as specified in IETF RFC 4187 [33].

6.5.2.3.2.3 Fast re-authentication

The 3GPP AAA server shall support fast re-authentication as specified in the IETF RFC 4187 [33]. Fast re-
authentication should be enabled in the 3GPP AAA server. The decision of using fast re-authentication is taken in the
3GPP AAA server depending on operator's policies. The 3GPP AAA server indicates to the UE the decision of using
fast re-authentication by means of sending the fast re-authentication identity in the EAP authentication procedure (i.e. in
EAP-Request/AKA/Challenge or EAP-Request/AK A-re-authentication). When the 3GPP AAA server sends afast re-
authentication identity to the UE, the 3GPP AAA server shall also include a pseudonym when allowed by the

IETF RFC 4187 [33]. In this way, the UE retains a pseudonym if the 3GPP AAA server defersto full authentication.

6.5.2.3.2.4 Protected result indications

The 3GPP AAA server should support protected result indications (i.e. MAC protected) for EAP AKA as specified in
IETF RFC 4187 [33]. The usage of this feature depends on operator's policies.

6.5.24 ePDG procedures

During the authentication of the UE for accessing the EPC viathe ePDG, the ePDG shall initiate EAP-AKA based
authentication between the UE and the 3GPP AAA server as specified in 3GPP TS 33.402 [15]. The ePDG shall extract
the EAP messages received from the UE over IKEv2, and send them to the 3GPP AAA Server and shall send the EAP
message received from the 3GPP AAA Server to the UE over IKEv2 messages as defined in 3GPP TS 33.402 [15].

At the reception of the first message of the IKE_AUTH phase from the UE, indicating to the ePDG that the UE wants to
use EAP over IKEV2 (i.e. AUTH parameter absent), the ePDG sends the Authentication and Authorization request to
the 3GPP AAA server including the EAP_resp/Identity in the EAP payload, with the User Identity retrieved from the
IDi payload and the APN information retrieved from the I1Dr payload of the incoming message from the UE.
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6.5.3 Multiple PDN support for untrusted non-3GPP access network

Connectivity to multiple PDNs via untrusted non-3GPP access is supported in the EPS when the network policies, the
non-3GPP access and the user subscription allow it.

NOTE 1: In 3GPP, thereisalimitation to the maximum number of simultaneous PDN connections per UE caused
by the number of EPS bearer identities (see subclause 11.2.3.1.5 of 3GPP TS 24.007 [48]) or by the
number of PDU session I Ds (see subclause 11.2.3.1b of 3GPP TS 24.007 [48]). Not complying with this
limitation when accessing non-3GPP access can lead to unexpected consequences, e.g. connectivity loss
in case of handover to 3GPP access. The maximum number of PDN connection via untrusted non-3GPP
access isindependent from the maximum number of active EPS bearer contexts for 3GPP access (see
subclause 6.5.1A of 3GPP TS 24.301 [10]).

If the UE supports dynamic mobility management selection the UE shall use the same mobility protocol when multiple
connections are established, see 3GPP TS 23.402 [6].

When the UE accesses EPC via S2b using untrusted non-3GPP | P access, and the UE establishes additional PDN
connections, the UE shall establish a new |PSec tunnel with the same ePDG for each PDN connection. For each tunnel
establishment procedure, the UE shall indicate to the ePDG an APN to the desired PDN and an attach type indication as
specified in subclause 7.2.2. When establishing an additional PDN connection, the UE shall not indicate the
INITIAL_CONTACT noatification.

NOTE 2: When using the S2b interface to establish an additional PDN connection, the new |PSec tunnel
establishment includes a new | KEv2 authentication and security association establishment as specified in
subclause 7.2.2.

When the UE accesses EPC via S2c using untrusted non-3GPP | P access, the UE shall follow the procedures described
in 3GPP TS 24.303 [11] when establishing multiple PDN connections. For multiple PDN connections, the UE shall
establish only one I Psec tunnel to the ePDG.

If the UE had more than one PDN connection to a given APN in the source access network and the UE is performing a
handover to atarget untrusted non-3GPP access network via an ePDG that supports accessing an EPC via S2b-interface,
the UE shall transfer all the PDN connections for the given APN to the target untrusted non-3GPP access network as
specified in 3GPP TS 23.402 [6].

If multiple PDN connectionsto a single APN are not supported over the target untrusted non-3GPP access network,
only one PDN connection to that given APN shall be established in the target non-3GPP access network as specified in
3GPP TS 23.402[6] if NBM isused. The UE, if supporting |P address preservation for NBM, shall include the home
address information during the tunnel establishment procedure as specified in subclause 7.2.2. If multiple PDN
connection requests to the same APN are received but the network does not support multiple PDN connections to the
same APN, the ePDG shall reject the additional PDN connection requests to the same APN received from the UE as
described in subclause 7.4.1, in the following circumstances:

- when one PDN connection to the same APN has already been established,;

- only after the network has successfully established one PDN connection in the case that the additional PDN
connections requests were received prior to the successful establishment of asingle PDN connection.

In the above cases, the UE shall determine which PDN connection is re-established in the non-3GPP access based on
the home address information provided by the network.

The UE behaviour, when PDN connection re-establishment is rejected by the network during handover to the untrusted
non-3GPP access network, is described in sublause 7.2.2.

NOTE 3: When a UE supporting | P address preservation for NBM with multiple PDN connections to the same
APN hands over to the non-3GPP access network, the UE can, as an implementation option, prioritise the
re-establisment for a particular PDN connection before re-establishing the remaining PDN connections.
The UE indicates the prioritised PDN connection by including both the APN in the IDr payload and the
home address information in the Handover Attach indicator as specified in subclause 7.2.2. Another
implementation option can be to send multiple re-establishment requests concurrently.

If the UE did not handover all the PDN connections for a given APN to the target untrusted non-3GPP access network,
the source network may disconnect the remaining PDN connections for that given APN after an implementation
dependent time.
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6.6 UE - 3GPP EPC (cdma2000® HRPD Access)

6.6.1 General

3GPP2 X.S0057 [20] defines the interworking architecture for access to the EPC via cdma2000® HRPD access
networks. In particular, 3GPP2 X.S0057 [20] describes support for a UE using the cdma2000® HRPD air interface to
access the EPC architecture defined in 3GPP TS 23.402 [6] by:

- gpecifying the use of the interface between the 3GPP2 HRPD Serving Gateway (HSGW) and the PDN Gateway
(P-GW) in the EPC by referencing 3GPP TS 29.275 [18], when the HSGW supports UEs accessing EPC via
S2g;

- specifying the use of the interface across the S101 reference point between the eAN/PCF in the 3GPP2 HRPD
access network and the MME in the EPC by referencing 3GPP TS 29.276 [19];

- specifying the use of the user plane interface across the S103 reference point between the EPC Serving Gateway
(S-GW) and the HSGW by referencing 3GPP TS 29.276 [19]; and

- describing the internal functions and responsibilities of the HSGW.

3GPP2 C.S0087 [21] defines the signalling requirements and procedures for UES accessing the EPC via 3GPP2 HRPD
access networks using the cdma2000® HRPD air interface. In particular, 3GPP2 C.S0087 [21]:

- definesthe signalling extensions to the cdma2000® HRPD air interface defined in 3GPP2 C.S0024 [23]
necessary to support interworking with the EPC and E-UTRAN; and

- definesthe UE and eAN/PCF procedures and signalling formats to support bidirectional handoff between E-
UTRAN and cdma2000® HRPD.

6.6.2 Non-emergency case

6.6.2.1 General

Subclauses 6.6.2.2 through 6.6.2.7 describe the particular requirements for access to the EPC via a cdma2000® HRPD
access network in support of non-emergency accesses and services.

6.6.2.2 UE identities

The UE and network shall use the root NAI as specified in 3GPP TS 23.003 [3] for EPC access authentication when the
UE obtains service via a cdma2000® HRPD access network connected to an EPC in the UE's HPLMN.

Additionally, the UE and network shall use the Fast-Reauthentication NAI and the Pseudonym Identity as described in
subclause 4.4.

6.6.2.3 cdma2000® HRPD access network identity

The access network identity is described in 3GPP TS 23.003 [3] and in subclause 6.4.2.4 of this specification. For a
cdma2000® HRPD network, the value and encoding of the access network identity is described in subclause 8.1.1. The
3GPP AAA server, HSS, and any visited network AAA proxy shall use the access network identity during EAP-AKA'
authentication procedures (see 3GPP TS 33.402 [15]).

6.6.2.4 PLMN system selection

The UE shall rely on information provisioned by the home operator to facilitate the PLMN system selection process
described in 3GPP TS 23.122 [4].

6.6.2.5 Trusted and untrusted accesses

The UE shall determine the trust relationship for access to the EPC via a cdma2000® HRPD access network as
described in subclause 4.1.
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6.6.2.6 IP mobility mode selection

The UE and network shall perform I P mobility mode selection as described in subclauses 6.3.3.1 and 6.4.3.2

6.6.2.7 Authentication and authorization for accessing EPC

The UE and 3GPP AAA server shall perform authentication and authorization procedures for access to the EPC as
defined in 3GPP TS 33.402 [15].

6.6.3 Emergency case

6.6.3.1 General

Subclauses 6.6.3.2 through 6.6.3.3 describe the particular requirements for access to the EPC via a cdma2000® HRPD
access network in support of an emergency session in course of handover from E-UTRAN to HRPD.

In this release of the specification no emergency session related handling other than the handover of an emergency
session from E-UTRAN to an cdma2000® HRPD access network supporting access S-GW or PDN GW via S2a-
interface is specified.

6.6.3.2  UE identities

When the UE obtains emergency services via a cdma2000® HRPD access network connected to an EPC in the UE's
HPLMN, then the UE and the network shall use the NAI for EPC access authentication as follows:

- if IMSl isavailable and authenticated , then the UE and the network shall use the root NAI;

- if IMSI is not available or unauthenticated, then the emergency NAI shall be used.
Additionally, the UE and the network shall use the Fast-Reauthentication NAI and the Pseudonym Identity as described
in subclause 4.4.1.
6.6.3.3  Authentication and authorization for accessing EPC

If IMSI isavailable, then the authentication and authorization procedures via STa are executed if the local regulation
and network operator option requires authenticating the UE.

If the authentication and authorization procedures fail, then it depends on local regulation and network operator option
to alow or reject the emergency services for the UE.

If IMSI is not available, the authentication and authorization procedures via STa are not executed.

6.7 UE - 3GPP EPC (WIMAX Access)

6.7.1 General

The WiMAX system and its access network subsystem are described within WiMAX Forum Network Architecture
Release 1.0 version 1.2 — Stage 2 [24]. The protocol architecture and signalling of the WiMAX system is specified in
WiMAX Forum Network Architecture Release 1.0 version 1.2 — Stage 3 [25]. This protocol architecture and signalling
supportsthe air interface defined in WiMAX Forum Mobile System Profile Release 1.0 Approved Specification
Revision 1.4.0 [26] which specifies selected profiles of IEEE Std 802.16e-2005 and |EEE Std 802.16-2004/Cor1-
2005 [27].
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6.7.2 Non-emergency case

6.7.2.1 General

Subclauses 6.7.2.2 through 6.7.2.7 describe the particul ar requirements for access to the EPC viaaWiMAX access
network in support of non-emergency accesses and services.

6.7.2.2 UE identities

The UE and network shall use the root NAI as specified in 3GPP TS 23.003 [3] for EPC access authentication when the
UE obtains service viaa WiMAX access network connected to an EPC in the UE'sHPLMN.

Additionally, the UE and network shall use the Fast-Reauthentication NAI and the Pseudonym Identity as described in
subclause 4.4.

6.7.2.3 WIMAX access network identity

The access network identity is described in 3GPP TS 23.003 [3] and in subclause 6.4.2.4 of this specification. For a
WiIMAX network, the value and encoding of the access network identity is described in subclause 8.1.1. The 3GPP
AAA server, HSS, and any visited network AAA proxy shall use the access network identity during EAP-AKA
authentication procedures (see 3GPP TS 33.402 [15]).

6.7.2.4 Selection of the Network Service Provider

The UE shall use WIMAX-specific procedures described in WiMAX Forum Network Architecture Release 1.0 version
1.2 — Stage 3 [25] to discover and select the highest priority Network Service Provider (NSP) which is available and
alowable.

6.7.2.5 Trusted and untrusted accesses

The UE shall determine the trust relationship for access to the EPC viaa WiMAX access network as described in
subclause 4.1.

6.7.2.6 IP mobility mode selection

The UE and network shall perform IP mobility mode selection as described in subclauses 6.3.3.1 and 6.4.3.2.

6.7.2.7 Authentication and authorization for accessing EPC

NOTE: Inlinewith 3GPP TS 33.402 [15], in this present specification, no particular security provisions are
specified for interworking between WiMAX and EPS. Any access specific security procedures for
WiMAX as a non-3GPP access network to EPC will be in accordance with
WiMAX Forum Network Architecture Release 1.0 version 1.2 — Stage 3 [25] and
WiMAX Forum Mobile System Profile Release 1.0 Approved Specification Revision 1.4.0 [26].

6.7.3 Emergency case

NOTE: Procedures for handling emergency accesses or services are hot specificed within this release of the

specification

6.8 Communication over the S14

6.8.1 General

In order to assist the UE with performing access network discovery and selection, ANDSF provides a set of information
to the UE. Thisinformation contains:

- the access network discovery and selection information to assist the UE with selecting the access network;
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- ISMPto control and assist the UE with performing the inter-system change;

- ISRPinformation to control and assist a UE with selecting the access network to be used for routing different I1P
flows over different access networks, establishing PDN connections and identifying IP flows applicable for non-
seamless WLAN offload;

- IARP information to control and assist a UE with selecting a prioritised APN which is associated with an
existing PDN connection for routing different 1P flows. The IARP provided by ANDSF can aso include
information for identifying I P flows applicable for non-seamless WLAN offload.

- WLAN Selection Policy to assist the UE with selecting the WLAN access network;

- Home Network Preference information to assists the UE in selecting a WLAN and a service provider for 3GPP-
based authentication over WLAN;

- Visited Network Preference information to assist the UE in selecting aWLAN and a service provider for
3GPP-based authentication over WLAN when the UE isroaminginaV-PLMN; or

- Rule selection information to assist the roaming UE with selecting the active ANDSF rules to be used.

The ANDSF can provide ISRP rules to a UE independently of the UE's support for IFOM, MAPCON, NSWO, RAT
differentiation in ISRP or RAN-assisted WLAN interworking. Handling of | SRP nodes unsupported by the UE is
described inin 3GPP TS 24.312 [13].

The ANDSF can provide IARP rules to a UE independently of the UE's support for NSWO, Inter-APN routing or RAN-
assisted WLAN interworking. Handling of | ARP nodes unsupported by the UE isdescribed inin 3GPP TS 24.312 [13].

This set of information can either be provisioned in the UE by the home operator, or provided to the UE by the ANDSF
over the S14 reference point via pull or push mechanisms as defined in 3GPP TS 23.402 [6] by means of the access
network discovery and selection procedures as described in subclause 6.8.2. While roaming, the UE can receive a set of
information from H-ANDSF or V-ANDSF or both. The V-ANDSF shall not provide any IARP or rule selection
information to aroaming UE. If the roaming UE receives any |ARP or rule selection information delivered by a V-
ANDSF then the roaming UE shall ignoreit.

The UE, located in the home PLMN, needs to discover the H-ANDSF by means of the discovery procedure as described
in subclause 6.8.2.2.1. The UE, located in the visited PLMN, needs to discover the H-ANDSF or V-ANDSF or both by
means of the discovery procedure as described in subclause 6.8.2.2.1.

Through push mechanisms the ANDSF can provide assistance information to the UE e.qg. if the UE has previously used
pull based ANDSF procedure or if OMA-DM bootstrapping is used as described in subclause 6.8.2.2.1A. Through pull
mechanisms the UE can send a request to the ANDSF in order to get assistance information for access network
discovery and selection.

ANDSF shall comply with local, national and regional requirements regarding the privacy and confidentiality of
location information.

NOTE: Theregulation and legidlations of the home operator of the ANDSF server determines whether the
ANDSF server can store the user's location information.

If the ANDSF rules control the WLAN access selection and traffic routing as described in subclause 6.10.2, then the
access stratum layer of the 3GPP access can provide RAN assistance parameters and corresponding (E-)UTRAN
measurements which are used in accordance with the ANDSF MO defined in 3GPP TS 24.312 [13].

6.8.2 Interaction with the Access Network Discovery and Selection
Function

6.8.2.1 General

The S14 interface enables | P level communication between the UE and ANDSF. The protocols supported by the S14
interface are realized above the IP level. Both pull and push mechanisms may be supported for communication between
the UE and the ANDSF. A combination of pull and push mechanisms may also be supported. The communication
security over the S14 interface is specified in 3GPP TS 33.402 [15].

ETSI



3GPP TS 24.302 version 16.4.0 Release 16 64 ETSI TS 124 302 V16.4.0 (2020-08)

The UE, located in a home PLMN, can communicate securely with the H-ANDSF. The UE, located in avisited PLMN,
can communicate securely with H-ANDSF or V-ANDSF or both.

Theinformation is transferred between the UE and ANDSF using OMA DM as defined in OMA-ERELD-DM-
V1 2[39] with the management object as specified in 3GPP TS 24.312 [13].

6.8.2.2 UE procedures

6.8.2.2.1 UE discovering the ANDSF
The IP address of the H-ANDSF can be configured in the UE by the home operator.

When the UE isinitsHPLMN or equivalent HPLMN, the UE may use DNS lookup as specified in

IETF RFC 1035 [35] or DHCP query as specified in IETF RFC 6153 [37] to discover the I P address of the H-ANDSF.
If the UE implements DHCP query, the preference between DNS lookup and DHCP query is UE implementation
dependent. .

When the UE isin avisited PLMN, the UE shall use DNS lookup to discover the | P address of the ANDSF.
When performing a DNS lookup resolution for ANDSF, the UE shall apply the following procedures:

- For the H-ANDSF discovery, the UE shall build a Fully Qualified Domain Name (FQDN) that shall be set to the
ANFSF-SN FQDN as defined in 3GPP TS 23.003 [3] for the DNS request and select the | P address of the H-
ANDSF included in the DNS response message.

- For the V-ANDSF discovery, the V-ANDSF I P address by which the UE can contact the V-ANDSF is obtained
by the UE through a DNS lookup by name as specified in IETF RFC 1035 [35]. The QNAME shall be set to the
ANDSF-SN FQDN and included in the DNS Request as defined in 3GPP TS 23.003 [3], and select the IP
address of the V-ANDSF included in the DNS response message.

6.8.2.2.1A ANDSF communication security

According to 3GPP TS 33.402 [15], for the pull model, the UE and ANDSF shall use PSK TLS with GBA based shared
key-based mutual authentication to establish a secure connection between UE and ANDSF as specified by subclause 5.4
of 3GPP TS 33.222 [44].

According to 3GPP TS 33.402 [15], for the push model, the UE and ANDSF shall use PSK TLS with GBA push based
shared key-based mutual authentication to establish a secure connection between the UE and the ANDSF as specified
by subclause 5.1 of 3GPP TS 33.223 [47].

In accordance with 3GPP TS 29.109 [43], the BSF shall provide either the UE'sIMSI or IMPI to NAF, ie the ANDSF
server.

OMA-DM's application level authentication mechanism does not need to be used with ANDSF, since mutual security
association is already established on transport level using PSK-TLS as specified in 3GPP TS 33.402 [15]. According to
OMA-ERELD-DM-V1 2[39], however, each Managed Object (MO) shall have an access control list (ACL) that lists
authorized OMA DM servers. In order to comply with OMA-ERELD-DM-V1 2[39], the ANDSF-SN FQDN shall be
used as server namein the ACL list.

If the UE does not support the ANDSF security mechanism as specified in 3GPP TS 33.402 [15], or if the operator does
not implement the GAA bootstrap framework specified in 3GPP TS 33.220 [42], appropriate communication security
can be established with the ANDSF using OMA-DM's bootstrap, secure http (https) mechanism and WAP Push
according to OMA-ERELD-DM-V1 2[39].

6.8.2.2.2 Role of UE for Push model

The UE shall implement the push model of ANDSF in accordance with OMA-ERELD-DM-V1_2[39] using WAP
Push, which is applicable for 3GPP access networks only.

If the UE operates according to the GAA bootstrap framework specified in 3GPP TS 33.220 [42] and if the UE supports
GBA Push as specified in 3GPP TS 33.223 [47], the UE shall accept the SMS as avalid ANDSF notification SMSiif:

- thenotification SMS contains valid GBA Push Information (GPI) as specified in 3GPP TS 24.109 [52],
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- the X-WAP-Application-1D field (Push Application ID) in the WSP header indicates ANDSF,

- the WSP payload contains only the header part defined in 3GPP TS 24.109 [52] and the GPI parameter without
any additional identifiers and

- the NAF FQDN in GPI conformsto the ANDSF-SN specified in 3GPP TS 23.003 [3].
The short code for the X-WAP-Application-ID is specified in subclause 8.1.3.

If the UE operates according to OMA DM bootstrap procedures as specified in OMA DM Enabler Releasev.1.2, see
OMA-ERELD-DM v1_2[39], the UE shall accept the SMS as avalid ANDSF notification SMSif it containsan OMA
DM Genera Package #0 message according to OMA-ERELD-DM v1 2[39].

In the push model of communication, if the UE receives avalid ANDSF natification SMS from the ANDSF, the UE
shall establish a secure data connection using the information received in the notification SMS.

If the UE receives an invalid ANDSF notification SMSit shall be ignored by the UE.

Upon establishing a secure connection between the UE and ANDSF, the UE may be provided with updated ISMP,
ISRP, IARP, WLANSP and information about available access networks. The list of the information is described in
subclause 6.8.1 and 6.8.2.3.3 and the correspondent ANDSF MO isdefined in 3GPP TS 24.312 [13].

6.8.2.2.3 Role of UE for Pull model

In the pull model of communication, the UE sends a query to ANDSF to retrieve or update inter-system mobility policy
or information about available access networksin its vicinity or inter-APN routing policy or any combination of them.
A UE supporting IFOM, MAPCON, NSWO or any combination of these may also request ISRP. A UE may request
IARP. The UE will wait for an implementation dependent time for an answer from the ANDSF. If ANDSF does not
respond within that time, further action by the UE isimplementation dependent. The UE may provide to ANDSF the
UE's location information including, if available, the location parameters (for example, cell identities or the MAC
address of the WLAN AP) associated with the Radio Access Networks the UE has discovered in its current location at
the time the UE sends a query to ANDSF; the format of the location information is described as UE_Location in
ANDSF MO defined in 3GPP TS 24.312 [13].

After communicating with ANDSF, the UE may be provided with updatedl SMP, ISRP, IARP, WLANSP and
information about available access networks. The list of the information is described in subclause 6.8.1 and 6.8.2.3.3
and the correspondent ANDSF MO is defined in 3GPP TS 24.312 [13].

The UE may start Pull model communication with ANDSF based upon the information previously received from the
ANDSF (e.g. based on the value of UpdatePolicy leaf defined in 3GPP TS 24.312 [13]). The UE capable of IFOM,
MAPCON, or non-seamless WLAN offload (or any combination of these capabilities) can have all these capabilities
disabled and have no ISRP. If the UE enables one (or more) of these capabilities, the UE may start Pull model
communication with ANDSF. The UE capable of IFOM, MAPCON, or non-seamless WLAN offload (or any
combination of these capabilities) can have one (or more) of these capabilities enabled and have no ISMP. If the UE
disables all these capabilities, the UE may start Pull model communication with ANDSF. If the UE has no IARP, the
UE may start Pull model communication with ANDSF.

NOTE: Mechanismsto limit the frequency of queries transmission from the UE to the ANDSF are
implementation dependant.

6.8.2.2.4 UE using information provided by ANDSF

6.8.2.2.4.1 General

ANDSF may provide various types of information to the UE, including access network discovery information, WLAN
selection information, ePDG configuration information, inter-system mobility policy, the inter-system routing policies
and the inter-APN routing policies. The UE may retain and use this ANDSF information until new or updated
information is received.

Network detection and selection shall take into account the access network specific requirements and the UE's local
policy, e.g. user preference settings, access history, etc, along with the information provided by the ANDSF when

discovering and selecting an access network. The local policy and the information provided by the ANDSF shall be
used by the UE in an implementation dependent way to limit the undesired alternating between access systems, e.g.
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ping-pong type of inter-system changes. However, the use of such information from the ANDSF shall not bein
contradiction to functions specified in 3GPP TS 23.122 [4], 3GPP TS 25.304 [14] and 3GPP TS 36.304 [16].

If the UE isroaming in aVPLMN, the UE may receive Inter-system mobility policies or Access network discovery
information or ISRP or combinations of these from H-ANDSF or V-ANDSF or both. The UE may also receive the
IARP from H-ANDSF. If IARP isreceived from V-ANDSF, the UE shall ignoreit. The UE may a so receive WLAN
selection information including WLAN Selection Policy (WLANSP) from H-ANDSF or V-ANDSF or both, rule
selection information, and Home Network Preference information from H-ANDSF. The UE may receive Visited
Network Preference information from V-ANDSF. The UE may also receive ePDG configuration information from H-
ANDSF. The formats of the above information are defined in 3GPP TS 24.312 [13].

The maximum number of sets of Inter-system mobility polices or Access network discovery information or ISRP or
IARP or combinations of these that the UE may keep is implementation dependent. However, the UE shall retain at
least one set of Inter-system mobility policies and one set of Access network discovery information from the same
ANDSF. In addition, a UE supporting IFOM, MAPCON, or non-seamless WLAN offload shall retain at |east one ISRP
rule from the same ANDSF. Additionally, a UE shall retain at least one set of IARP received from the H-ANDSF.

If a UE supporting IFOM, MAPCON, or non-seamless WLAN offload (or any combination of these featureshas ISMP
and ISRP available, and if the ANDSF rules control the WLAN access selection and traffic routing as described in
subclause 6.10.2, then ISRP shall be used for the routing of IP traffic. The relation between | SRP and user preferences
is described in subclause 5.4.2.

For a UE with IFOM, MAPCON or non-seamless WLAN offload (or any combination of these capabilities) enabled, if
ISMP, ISRP and IARP are available, and if the ANDSF rules control the WLAN access selection and traffic routing as
described in subclause 6.10.2, then |ARP and I SRP shall be used. In this case, the UE shall first apply |ARP followed
by ISRP asfollows:

- If non-seamless WL AN offload is selected by |ARP then the IP flow is routed to the non-seamless WLAN
offload and I SRP shall not be used for the routing of IP traffic.

- If acertain APN is selected by IARP then the I P flow is routed to the PDN connections corresponding to this
APN. If thereis a ForFlowBased | SRP rule matching the I P flow after the APN is selected, then the UE shall use
the ForFlowBased | SRP rule matching the IP flow to select the access for this IP flow.

- If neither certain APN nor non-seamless WLAN offload is selected by |ARP or one or more APNs are restricted
by the IARP for routing the I P flow, then ISRP shall be used for the routing of IP traffic. When one or more
APNs are restricted by the IARP, if arule for NSWO is matched in the active | SRP rule that restricts the use of
the selected WLAN (or any WLAN) for routing the I P flow, then the UE selects a hot restricted APN to route the
IP flow.

The relation between | ARP and user preferencesis described in subclause 5.4.2.

For a UE not supporting any of IFOM, MAPCON or non-seamless offload capabilities or with all those capabilities
disabled, if ISMP and I SRP are available, and if the ANDSF rules control the WLAN access selection and traffic
routing as described in subclause 6.10.2, the ISMP shall be used.

For a UE not supporting any of IFOM, MAPCON capabilities or with all those capabilities disabled, if ISMP, ISRP and
IARP are available, and if the ANDSF rules control the WLAN access selection and traffic routing as described in
subclause 6.10.2, the IARP and ISMP shall be used. In this case, the UE shall firstly apply ISMP followed by IARP as
follows:

- If the 3GPP accessis selected by ISMP policy, then the UE shall use the active IARP rule to determine if the IP
flow is routed to the PDN connection corresponding to a certain APN. The non-seamless WLAN offload policy,
defined in the IARP, shall not be used for routing of P traffic; and

- If the WLAN accessis selected by ISMP policy, then the UE shall use the active IARP rule to determine if the IP
flow isrouted to the PDN connection corresponding to a certain APN or using the non-seamless WLAN offload.

Thisinformation shall be deleted if there is a change of USIM. Thisinformation may be deleted when UE is switched
off.

If the ANDSF rules control the WLAN access selection and traffic routing as described in subclause 6.10.2, irrespective
of whether any rulein ANDSF policiesis 'active' or not, the UE shall periodically re-evaluate ANDSF policies. The
value of the periodic re-evaluation timer isimplementation dependant. The additional trigger for (re-)evaluating rulesis
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that the 'active' rule becomes invalid (conditions no longer fulfilled), or other manufacturer specific trigger. When the
UE receives ANDSF information it shall re-evaluate the available rules along with the new information.

6.8.2.2.4.2 Use of Inter-system Mobility Policy

This subclause appliesif the ANDSF rules control the WLAN access selection and traffic routing as described in
subclause 6.10.2.

If more than one set of Inter-system mobility policiesis available in the UE, the UE shall only use one set of Inter-
system mobility policies at any one time.

When the UE is roaming and receives I nter-system Mobility Policies from both H-ANDSF and V-ANDSF, the set of
Inter-system Mobility Policies used by the UE is selected as follows:

- If thereisrule selection information provisioned in the UE by the H-ANDSF, and if the RPLMN identity is
egual to one of the VPLMNSs included in the visited PLMNs with preferred rules, the set of Inter-system
Mobility Policies from V-ANDSF is selected by the UE.

If the preferred access technology according to the Inter-system Mobility Policy is WLAN access technology,
and if there isno WLANSs matching the WLANSP rule(s) from the V-ANDSF, the set of of Inter-system
Mobility Policies from H-ANDSF is selected by the UE. However, if at least one WLAN matching one or more
groups of selection criteriain the VPLMN's WLANSP rule becomes available, the UE should re-use the
WLANSP policies and Inter-system Mobility Policies from V-ANDSF.

- If thereisrule selection information provisioned in the UE by the H-ANDSF, and if the RPLMN identity is not
equal to any of the VPLMNSs included in the visited PLMNs with preferred rules, the set of Inter-system Policies
from H-ANDSF is selected by the UE.

If the preferred access technol ogy according to the Inter-system Mobility Policy is WLAN access technology,
and if there is no WLANs matching the WLANSP rule(s) from the H-ANDSF, the set of of Inter-system
Mobility Policies from V-ANDSF is selected by the UE. However, if at least one WLAN matching one or more
groups of selection criteriain the HPLMN's WLANSP rule becomes available, the UE should re-use the
WLANSP policies and Inter-system Mobility Policies from H-ANDSF.

NOTE: How freguently the UE performs the discovery and reselection procedure depends on the UE
implementation.

The Inter-system Mobility Policy with the highest priority among the set of Inter-system Mobility Policies selected
above is selected as the active Inter-system Mobility Policy. A UE usesthe ISMP to decide if the most preferred
available WLAN based on the WLANSP rule has higher priority than the 3GPP RAT. If so, the UE shall connect to
EPC viaWLAN access. Otherwise, the UE shall connect to EPC via 3GPP access. The prioritized list of WLAN in the
active ISMP rule shall not be used for WLAN selection.

When applying the I nter-system mobility policy the following requirements apply:-

- therequirements on periodic network reselection as described in subclause 5.3.4 of the present specification;

the PLMN selection rules specified in 3GPP TS 23.122 [4] and in subclause 5.2.3.2;

the selection rules specified in 3GPP2 C.P0016-D [234]; and

the 3GPP RAT selection, cell selection and reselection rules specified in 3GPP TS 25.304 [14],
3GPP TS 36.304 [16] and 3GPP TS 45.008 [164).

6.8.2.24.3 Use of Access Network Discovery Information

The UE may use the received Access network discovery information of both the H-ANSDF and V-ANDSF for network
discovery and detection. The Access network discovery information received from:-

a) the H-ANDSF provides guidance for the UE on access networks that have connectivity to the HPLMN or
equivalent HPLMNs or both; and

b) the V-ANDSF provides guidance for the UE on access networks that have connectivity to the corresponding
VPLMN or equivalent PLMNSs or both.
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6.8.2.2.4.4 Use of Inter-System Routing Policies

This subclause appliesif the ANDSF rules control the WLAN access selection and traffic routing as described in
subclause 6.10.2.

A UE supporting IFOM, MAPCON, or non-seamless WLAN offload (or any combination of these features) shall use
the ISRP if available.

A UE supporting IFOM uses the ISRP to:

- select an access technology or an access network or both for routing user plane traffic matching specific IP flows
on a specific or any APN identified in the ISRP. 3GPP RATs can be prioritized with respect to WLAN access
but this prioritization does not influence 3GPP RAT selection; WLAN access networks can be prioritized with
respect to 3GPP RATSs but those WLANS do not influence WLAN selection; and

- decideif an access technology or access network or both are restricted for a specific IP flows on a specific or any
APN identified in the ISRP.

A UE supporting MAPCON uses the | SRP to:

- select an access technology or an access network or both for routing user plane traffic matching a specific APN
or any APN identified in the ISRP. 3GPP RATSs can be prioritized with respect to WLAN access but this
prioritization does not influence 3GPP RAT selection; WLAN access networks can be prioritized with respect to
3GPP RATSs but those WLANS do not influence WLAN selection; and

- decideif an access technology or an access network or both are restricted for a specific APN or any APN
identified in the |SRP.

NOTE: After selecting WLAN access for routing user plane traffic by this prioritised list of access technologies, a
UE can use an implementation dependent way to prevent the traffic from being routed back to the original
RAT again in ashort period of time to avoid ping-pong behaviour.

A UE supporting non-seamless WLAN offload uses the I SRP to:

- select aWLAN access network for routing, without traversing the EPC, user plane traffic matching specific IP
flows for a specific APN or any APN identified in the ISRP; WLAN access networks defined in routing rule do
not influence WLAN selection; and

- decideif the selected WLAN access network is restricted for routing, without traversing the EPC, a specific IP
flows for aspecific APN or any APN identified in the ISRP. If not, the selected WLAN can be used to perform
NSWO.

When the UE supporting |FOM identifies an access technology or an access network or both over which an IP flow can
be routed based on the | SRP, the UE shall apply the IFOM procedures specified in 3GPP TS 24.303 [11] to move an
on-going IP flow from the source access technology or access network to the identified access technology or access
network, if required.

If more than one set of ISRP is availablein the UE, the UE shall only use one ISRP at any one time.

When the UE is roaming and receives I nter-system Routing Policies from both H-ANDSF and V-ANDSF, the set of
Inter-system Routing Policies used by the UE is selected as follows:

- If thereisrule selection information provisioned in the UE by the H-ANDSF, and if the RPLMN identity is
equal to one of the VPLMNSs included in the visited PLMNs with preferred rules, the set of Inter-system Routing
Policies fromV-ANDSF is selected by the UE.

If thereis no WLANSs matching the WLANSP rule(s) from the V-ANDSF, the set of Inter-system Routing Policy
from the H-ANDSF isre-selected. However, if at least one WLAN matching one or more groups of selection
criteriain the WLANSP rule of the VPLMN becomes available, the UE should re-use the WLANSP policies and
I nter-system Routing Policies from V-ANDSF.

- If thereisrule selection information provisioned in the UE by the H-ANDSF, and if the RPLMN identity is not
equal to any of the VPLMNs included in the visited PLMNs with preferred rules, the set of Inter-system Routing
Policies from H-ANDSF is selected by the UE,
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If there is no WLANS matching the WLANSP rule(s) from the H-ANDSF, the set of Inter-system Routing Policy
from the V-ANDSF is be re-selected. However, if at least one WLAN matching one or more groups of selection
criteriain the WLANSP rule of the HPLMN becomes available, the UE should re-use the WLANSP policies and
Inter-system Routing Policies from H-ANDSF.

NOTE: How frequently the UE performs the discovery and reselection procedure depends on the UE
implementation.

The Inter-system Routing Policy with the highest priority among the set of Inter-system Routing Policies selected above
is selected as the active I nter-system Routing Policy.

The UE shall periodically re-evaluate the flow distribution rules of the 'active’ ISRP rule. The value of the periodic re-
evaluation timer is implementation dependant.

6.8.2.2.4.5 Use of Inter-APN Routing Policies

The UE shall usethe IARP for APN if available.

The UE shall use the IARP for non-seamless WLAN offload if available, and the ANDSF rules control the WLAN
access selection and traffic routing as described in subclause 6.10.2.

A UE usesthe IARP to:
- select an APN or non-seamless WLAN offload for routing user plane traffic matching specific IP flows; and
- decideif an APN or non-seamless WLAN offload is restricted for routing a specific IP flows.

An IARP for APN can be applied only when it steers IP traffic to an existing (i.e. already established) PDN connection.
Also, the scenario where multiple PDN connections via the same access network are associated with the same APN is
not specified in the present document.

When applying |ARP the same requirements defined for inter-system mobility policy in subclause 6.8.2.2.4.2 applies
with the exception that the UE shall apply |ARP provided by the H-ANDSF.

If no valid IARP present, then Inter-APN routing policy configuration is UE implementation dependent.

6.8.2.2.4.6 Use of WLAN selection information

The UE uses the WLAN selection information provided by ANDSF to determine the selected WLAN and the selected
service provider.

The UE first uses WLAN Selection Policy (WLANSP) and the visited PLMNs with preferred rules to determine the
active WLANSP rule. When roaming, if the UE is configured to prefer WLAN selection rules provided by the HPLMN,
WLANSP provided by HPLMN is used. Otherwise, WLANSP provided by VPLMN is used. The UE selects the highest
priority and valid WLANSP rule as the active WLANSP rule.

During power-up, while the UE has not registered to any PLMN, the UE shall use WLANSP provided by the HPLMN
asvalid.

The UE determines the selected WLAN(S) as specified in subclause 5.1.3.2. If there are no selected WL ANSs according
to active WLANSP rule of the VPLMN/HPLMN, then the UE uses the WLANSP policies from the HPLMN/VPLMN
as active WLANSP rule. However, if at least one WLAN that matches one or more groups of selection criteriain the
WLANSP rule of the VPLMN or the /HPLMN becomes available, the UE should re-use the WLANSP policies from the
VPLMN or the HPLMN as active WLANSP rule.

NOTE: How frequently the UE performs the discovery and reselection procedure depends on the UE
implementation.

Home Network Preference information and Visited Network Preference information can be configured in the ANDSF
MO to assist the UE in selecting a service provider over the selected WLAN(S) and constructing an appropriate NAI
when attempting authentication with the selected service provider.

The UE usesthelist of selected WLANS and the Home Network Preference information (or the Visited Network
Preference information if available and if the UE isroaming) to select aWLAN service provider as specified in
subclause 5.2.3.2.
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6.8.2.2.4.7 Use of ePDG information

If the UE accesses EPC viathe ePDG, the UE shall use the ePDG configuration information during the tunnel
establishment procedure to determine the home operator preference on ePDG connection as described in
subclause 7.2.1.

6.8.2.2.4.8 Use of LWA co-existence Information

The H-ANDSF can configure the LWA co-existence information about the preference between the WLANSP, ISRP
and IARP for NSWO rules, on the one hand, and the LWA/RCLWI/LWIP procedures defined in the RAN, on the other
hand, according to TS 23.402 [6]. The LWA co-existence information is configured in the
ANDSF/HomeNetworkPreference/RanM obility SetUsed node.

If the UE:

- has not selected a WLAN according to the WLANSP rules or user preferences, including when the UE has not
selected any WLAN; or

- hasselected aWLAN according to the WLANSP rules and is connected to a PLMN/WLAN combination
configured in the ANDSF/HomeNetworkPreference/RanM obilitySetUsed node,

the UE shall use the WLAN mohility set (see 3GPP TS 36.300 [70]) and ignore the WLANSP, ISRP and IARP for
NSWO rules. In order to apply the WLAN mohility set, the UE may disconnect from the WLAN it is currently
connected to and connect to a WLAN identified by the RAN-configured WLAN mobility set.

If the UE:

- hasselected aWLAN according to the WLANSP rules and is nhot connected to a PLMN/WLAN combination
configured in the ANDSF/HomeNetworkPreference/RanM obilitySetUsed node; or

- hasselected aWLAN based on user preferences,
the UE shall ignore the WLAN mobility set and apply the WLANSP, ISRP and IARP for NSWO rules.

6.8.2.3 ANDSF procedures

6.8.2.3.1 General

Both the H-ANDSF and the V-ANDSF can provide information about inter-system mobility policy or information
about available access networks in the vicinity of the UE or ISRP for the UE or combinations of these. The H-ANDSF
may also provide IARP for the UE. The V-ANDSF shall not provide any IARP to aroaming UE. The inter-system
mobility policies may be organized in a hierarchy and a priority order among multiple policies may determine which
policy hasthe highest priority. The policies may indicate preference of one access network over another or may restrict
inter-system mobility to a particular access network under certain conditions. The ANDSF may also specify validity
conditions which indicate when a policy is valid. Such conditions may be based on time duration, location, RAN
validity condition. The ANDSF may limit the information provided to the UE. This can be based on UE's current
location, UE capabilities other than the capability of routing IP traffic simultaneously over multiple radio access
interfaces (e.g. IFOM capability or MAPCON capability or non-seamless WLAN offload capability), etc. How the
ANDSF decides how much information to provide to the UE is dependent on network implementation.

6.8.2.3.2 Role of ANDSF for Push model

If thereis no existing valid PSK TLS connection between the UE and ANDSF, the ANDSF, not implementing GBA
Push, may send a notification SMSto the UE, without establishing a data connection with the UE.

If thereis no existing valid PSK TLS connection between the UE and AND SF, the ANDSF, implementing GBA Push,
shall send a message via SM S to the UE to establish a secure connection between the UE and ANDSF. The contents of
the message shall contain a GBA Push Information as specified in 3GPP TS 33.223 [47].

After a secure connection is established according to subclause 6.8.2.2.1A, or if thereisavalid PSK TLS connection
between the UE and ANDSF, the ANDSF shall use the connection to provision ANDSF information to the UE.
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6.8.2.3.3 Role of ANDSF for Pull model

When the UE connects to an ANDSF, the ANDSF may provide the UE with ISMP, ISRP, IARP, WLANSP or
information related to available access networks in the vicinity of the UE, or combinations of these. In case of
information about available access networks, the ANDSF provides the following information about each available
access network in the form of alist containing:

1) Type of Access network (e.g. WLAN, WiMAX);

2) Location of Access Network (e.g. 3GPP location, WLAN location);

3) Access Network specific information (e.g WLAN information, WiMAX information); and

4) Operator differentiated text field (if supported, e.g. if WNDS MO defined in 3GPP TS 24.312 [13] is used).
The detailed list of information is described in 3GPP TS 24.312 [13].

6.9 Handling of Protocol Configuration Options information

The Protocol Configuration Options (PCO) information element is specified in 3GPP TS 24.008 [46].
The support of PCOsis optional for the UE and the non-3GPP access network.

Except for the trusted WLAN access, the content syntax of PCOs for the non-3GPP access UE and non-3GPP access
network is access network specific and not in the scope of 3GPP, but if PCO is supported, the UE and the PDN-GW
shall handle the PCO contents in accordance with 3GPP TS 24.008 [46].

PCO information is exchanged between the UE and the PDN-GW, see 3GPP TS 23.402 [6], 3GPP TS 29.274 [50] and
3GPP TS 29.275[18]. Except for the trusted WLAN access, the specification of PCO signalling in the non-3GPP access
network is access network specific and not in the scope of 3GPP.

When the UE access EPC viatrusted WLAN access network,

- if SCM is used, the PCO is supported as described in subclause 6.4.2.6, 3GPP TS 29.274 [50] and
3GPP TS 29.275[18];

- if MCM isused, the PCO is supported as described in 3GPP TS 24.244 [56], 3GPP TS 29.274 [50] and
3GPP TS 29.275[18];and

- if TSCM isused, the PCO is not supported by the UE.

6.10 Integration with access stratum layer of 3GPP access

6.10.1 General

The subclause describes the additional procedures for integration with access stratum layer of 3GPP access.
If the RAN assistance information is supported by the UE and the E-UTRAN or UTRAN, the E-UTRAN or UTRAN
can provide RAN assistance information to the UE as described in 3GPP TS 25.331 [14A] and 3GPP TS 36.331 [16B].
6.10.2 Selection of control of WLAN access selection and traffic routing
The WLAN access selection and traffic routing can be controlled either by ANDSF rules or by RAN rules.
The ANDSF rules control the WLAN access selection and traffic routing if:

a) the UE has ANDSF rules but no RAN rules; or

b) the UE has both ANDSF rules and RAN rules; and:

1) the UE is not capable to simultaneously route I P traffic to both 3GPP access and WLAN; and:

A) the UE is not roaming and the UE has at least one ISMP rule from HPLMN;

ETSI



3GPP TS 24.302 version 16.4.0 Release 16 72 ETSI TS 124 302 V16.4.0 (2020-08)
B) the UE isroaming in aVPLMN contained in the visited PLMNs with preferred rules and the UE has at
least one ISMP rule from VPLMN; or

C) the UE isroaming inaVPLMN not contained in the visited PLMNs with preferred rules and the UE has
at least one ISMP rule from HPLMN; or

2) the UE is capable to simultaneously route | P traffic to both 3GPP access and WLAN; and:
A) the UE is not roaming and the UE has an valid ISRP rule from HPLMN;

B) the UE isroaming inaVPLMN contained in the visited PLMNs with preferred rules and the UE has a
valid ISRP rule from VPLMN; or

C) the UE isroaminginaVPLMN not contained in the visited PLMNs with preferred rules and the UE has a
valid ISRP rule from HPLMN.

The RAN rules control the WLAN access selection and traffic routing if:
a) the UE has RAN rules but no ANDSF rules; or
b) the UE has both ANDSF rules and RAN rules; and:
1) the UE isnot capable to simultaneously route I P traffic to both 3GPP access and WLAN; and:
A) the UE is not roaming and the UE has no ISMP rules from HPLMN;

B) the UE isroaming inaVPLMN contained in the visited PLMNs with preferred rules and the UE has no
ISMP rules from VPLMN; or

C) the UE isroaminginaVPLMN not contained in the visited PLMNs with preferred rules and the UE has
no ISMP rules from HPLMN; or

2) the UE is capable to simultaneously route | P traffic to both 3GPP access and WLAN, and:
A) the UE is not roaming and the UE has no valid ISRP rule from HPLMN;

B) the UE isroaming in aVPLMN contained in the visited PLMNs with preferred rules and the UE has no
valid ISRP rule from VPLMN; or

C) the UEisroaminginaVPLMN not contained in the visited PLMNs with preferred rules and the UE has
no valid ISRP rule from HPLMN.

6.10.3 Additional procedures when WLAN access selection and traffic
routing is controlled by ANDSF rules

If the ANDSF rules control the WLAN access selection and traffic routing as described in subclause 6.10.2, the access
stratum layer of the 3GPP access provides the received RAN assistance parameters to this layer and the UE shall store
the RAN assistance parameters and then use the RAN assistance information together with ANDSF rules specified in
3GPP TS 24.312 [13] and measurements results to make traffic routing decisions to move traffic to WLAN or to E-
UTRAN or UTRAN by:

- comparing the received RAN assistance threshol ds with corresponding measurement results; and
- comparing the received OPI value with the provisioned OPI value provided by the ANDSF.
The following thresholds can be used for traffic routing from E-UTRAN or UTRAN to WLAN:
- ThreshServingOffloadWLANLowP;
- ThreshServingOffloadWLANLowQ;

ThreshChUtilWLANLow;

ThreshBackhRateDLWLANHigh;

ThreshBackhRateUL WL ANHigh; and
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- ThreshBeaconRSSIWLANHigh.
The following thresholds can be used for traffic routing from WLAN to E-UTRAN or UTRAN:

- ThreshServingOffloadWLANHighP;

- ThreshServingOffloadWLANHighQ;

- ThreshChUtiIWLANHigh;

- ThreshBackhRateDLWLANLow;

- ThreshBackhRateULWLANL ow; and

- ThreshBeaconRSSIWLANLow.
Offload Preference Indication (OPI) parameter can be used for traffic routing in both directions, from E-UTRAN or
UTRAN to WLAN or from WLAN to E-UTRAN or UTRAN.

6.10.4 Additional procedures when WLAN access selection and traffic
routing is controlled by RAN rules

This subclause appliesif the RAN rules control the WLAN access selection and traffic routing as described in
subclause 6.10.2.

The access stratum layer of the 3GPP access can provide:

1) move-traffic-to-WLAN indication, along with list of WLAN identifiers. An entry in the list of the WLAN
identifiers consists of SSID, BSSID, HESSID, or any combination of them; and

2) move-traffic-from-WLAN indication.
The user preferences take precedence over the indications provided by the access stratum layer of the 3GPP access.

NOTE 1. Handling of the move-traffic-from-WLAN indication and the move-traffic-to-WLAN indication for a
multi-access PDN connection where the network-initiated NBIFOM mode is the selected NBIFOM mode,
is specified in 3GPP TS 24.161 [69].

Upon:

- receiving move-traffic-to-WLAN indication, along with the list of the WLAN identifiers, if the user preferences
are not present; or

- establishment of anew PDN connection in 3GPP access, if the PDN connection is an offloadable PDN
connection, the access stratum indicated move-traffic-to-WLAN, the access stratum has not indicated the move-
traffic-from-WLAN indication after indicating of the move-traffic-to-WLAN indication and the user preferences
are not present;

and:

- the UE is capable to simultaneously route | P traffic to both 3GPP access and WLAN and has at |east one PDN
connection which is not a multi-access PDN connection or where the UE-initiated NBIFOM mode is the selected
NBIFOM mode as specified in 3GPP TS 24.161 [69]; or

- the UE isnot capable to simultaneously route | P traffic to both 3GPP access and WLAN, and all the PDN
connections of the UE in 3GPP access are offloadable PDN connections;

the UE:

a) shall perform the procedure in subclause 5.1.3.2.3 and in subclause 5.2.3.2 to select the selected WLAN and the
NAI for authentication;

b) if not authenticated yet with the selected WLAN using the NAI for authentication in subclause 6.4, shall
authenticate with the selected WLAN using the NAI for authentication in subclause 6.4. During authentication, if
the selected WLAN isatrusted WLAN, SCM is supported by both UE and network, MCM is not supported by
UE, network or both, and if:
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- the UE is capable to ssimultaneously route | P traffic to both 3GPP access and WLAN and has at least one
PDN connection which is not a multi-access PDN connection or where the UE-initiated NBIFOM modeis
the selected NBIFOM mode as specified in 3GPP TS 24.161 [69]; or

- the UE is not capable to simultaneoudly route IP traffic to both 3GPP access and WLAN, and the UE has
only one PDN connection;

shall handover one PDN connection:
- whichis an offloadable PDN connection; and

- whichis not a multi-access PDN connection or where the UE-initiated NBIFOM mode is the selected
NBIFOM mode as specified in 3GPP TS 24.161 [69];

from 3GPP access to the WLAN access using procedures in subclause 6.4.2.6.2;

NOTE 2: When the UE aready has one PDN connection established viaWLAN in SCM, and if move-traffic-to-
WLAN indication isreceived, it is up to the UE implementation to determine whether to offload a PDN
connection from 3GPP accessto WLAN. In that case, it is aso up to the UE implementation to determine
which one of the offloadable PDN connections will be offloaded.

¢) if the selected WLAN isatrusted WLAN, and MCM is supported by both UE and network, shall handover al
the PDN connections:

- which are offloadable PDN connections; and

- which are not a multi-access PDN connection or where the UE-initiated NBIFOM mode is the sel ected
NBIFOM mode as specified in 3GPP TS 24.161 [69];

from 3GPP access to the WLAN access using procedures of 3GPP TS 24.244 [56];

d) if the selected WLAN isan untrusted WLAN, and if the UE supports access to EPC via untrusted WLAN, shall
handover all the PDN connections:

- which are offloadable PDN connections; and

- which are not a multi-access PDN connection or where the UE-initiated NBIFOM mode is the selected
NBIFOM mode as specified in 3GPP TS 24.161 [69];

from 3GPP access to the WL AN access using procedures in subclause 7.2.1 and subclause 7.2.2; and

e) if the UE hasavalid IARP rule for APN, shall usethe IARP for APN using the proceduresin
subclause 6.8.2.2.4.5.

Upon receiving move-traffic-from-WLAN indication, and if the user preferences are not present, the UE shall handover
all the PDN connections:

- established in (or previously handed over to) WLAN access; and

- which are not a multi-access PDN connection or where the UE-initiated NBIFOM mode is the selected NBIFOM
mode as specified in 3GPP TS 24.161 [69];

from WLAN access to the 3GPP access using proceduresin 3GPP TS 24.301 [10].

7 Tunnel management procedures

7.1 General

The purpose of tunnel management proceduresis to define the procedures for establishment or disconnection of an end-
to-end tunnel between the UE and the ePDG. The tunnel establishment procedure is always initiated by the UE, whereas
the tunnel disconnection procedure can be initiated by the UE or the ePDG.
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The tunnel is an IPsec tunnel (see IETF RFC 4301 [30]) established viaan IKEv2 protocol exchange
IETF RFC 7296 [28] between the UE and the ePDG. The UE may indicate support for IETF RFC 4555 [31]. The
security mechanisms for tunnel setup using IPsec and IKEV2 are specified in 3GPP TS 33.402 [15].

7.2 UE procedures

7.2.1 Selection of the ePDG

7211 General

If the UE does not supports ePDG selection according to 3GPP TS 24.502 [77], the UE performs ePDG selection based
on the ePDG configuration information configured by the home operator in the UE either viaH-ANDSF or viaUSIM or
viaimplementation specific means. |mplementation specific means apply only if the configurations viaH-ANDSF and
USIM are not present. The ePDG configuration information may consist of home ePDG identifier or ePDG selection
information or both:

- when availablein ANDSF MO, the ePDG configuration information is provisioned in ePDG node under Home
Network Preference as specified in 3GPP TS 24.312 [13]; and

- when available in USIM, the ePDG configuration information is provisioned in EFeppcia and EFeppesdection files
as specified in 3GPP TS 31.102 [45].

The ePDG configuration information provided by ANDSF may also be pre-configured by the home operator on the ME
or provisioned on the UICC. The UE shall use the information in the following order of precedence:

1) ePDG configuration information provided by the ANSDF server to the ME;
2) ePDG configuration information configured on the UICC;
3) ePDG configuration information pre-configured on the ME.

The UE shall support the implementation of standard DNS mechanismsin order to retrieve the | P address(es) of the
ePDG. Theinput to the DNS query is an ePDG FQDN as specified in subclause 4.4.3 and in 3GPP TS 23.003 [3].

If the UE supports ePDG selection according to 3GPP TS 24.502 [77], then the UE selects the ePDG according to
3GPPTS24.502[77].

7.2.1.2 Determination of the country the UE is located in

If the UE cannot determine whether it islocated in the home country or in a visited country, as required by the ePDG
selection procedure specified in 3GPP TS 23.402 [6], the UE shall stop the ePDG selection.

NOTE: Itisout of scope of the present specification to define how the UE determines whether it islocated in the
home country or in avisited country or in alocation that does not belong to any country. When the UE is
in coverage of a 3GPP RAT, it can, for example, use the information derived from the available
PLMN(s). In this case, the UE can match the MCC of the PLMN to which a cell belongs, broadcast on the
BCCH of the 3GPP access, against the UE's IM S| to determine if they belong to the same country, as
defined in 3GPP TS 23.122 [4]. If the UE is not in coverage of a 3GPP RAT, the UE can use other
techniques, including user-provided location.

7.2.1.3 Handling of ePDG selection based on the country the UE is located in
The UE shall proceed as follows:

1) if the UE islocated in its home country and

a) if the ePDG selection information is provisioned in the ePDG configuration information and if an entry for
the HPLMN is available in the ePDG selection information, the UE shall construct an ePDG FQDN based on
configured FQDN format of HPLMN as described in 3GPP TS 23.402 [6] and encoding in
3GPP TS 23.003 [3]:
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2)

b) if the ePDG selection information is not provisioned in the ePDG configuration information or if the ePDG
selection information is provisioned and an entry for the HPLMN is not available in the ePDG selection
information, the UE shall:

i) if Home ePDG identifier is provisioned in the ePDG configuration information, use the configured |P
address to select the ePDG, or if configured |P address is not available, construct an ePDG FQDN using
the configured FQDN; and

ii) if the Home ePDG identifier is not provisioned in the ePDG configuration information, construct an
ePDG FQDN based on the Operator Identifier FQDN format using the PLMN ID of the HPLMN as
described in 3GPP TS 23.003 [3];

c) if the ePDG configuration information is not configured on the UE, or the ePDG configuration information is
configured but empty, the UE shall construct the ePDG FQDN based on the Operator Identifier FQDN
format using the PLMN ID of the HPLMN stored on the USIM; and

d) If the ePDG selection is for establishing emergency bearer services and the UE is not equipped with a UICC,
the UE may construct the Operator Identifier FQDN format based on a PLMN ID obtained via
implementation specific means,

and for the cases @) through d), the UE shall use the DNS server function to resolve the contructed ePDG FQDN
to the IP address(es) of the ePDG(s). The UE shall select an |P address of an ePDG with the same | P version as
itslocal 1P address;

if the UE is not located in its home country and

a) if the ePDG selection information is provisioned in the ePDG configuration information and if the UE is
attached to aVPLMN via 3GPP access:

i) if anentry for the VPLMN is available in the ePDG selection information, the UE shall construct an
ePDG FQDN based on configured FQDN format of the VPLMN as described in 3GPP TS 23.402 [6] and
encoding in 3GPP TS 23.003 [3];

ii) if an entry for the VPLMN is not available in the ePDG selection information, and an 'Any_PLMN' entry
isavailable in the ePDG selection information, the UE shall construct an ePDG FQDN based on the
configured FQDN format of the 'Any PLMN' entry as described in 3GPP TS 23.402 [6] and encoding in
3GPP TS 23.003 [3],

and for case i) and ii), the UE shall use the DNS server function to resolve the contructed ePDG FQDN to the
I P address(es) of the ePDG(s). The UE shall select an IP address of an ePDG with the same IP version asits
local IP address; and

b) if one of the following is true:
- the UE is not attached to aPLMN via 3GPP access and the UE uses WLAN;
- theePDG configuration information is not configured;
- the ePDG sdlection information is not provisioned in the ePDG configuration information; or

- theUE isattached to aVPLMN via 3GPP access and an entry for the VPLMN is not available in the
ePDG selection information and an 'Any_PLMN' entry is not available in the ePDG selection
information,

the UE shall perform a DNS query (see 3GPP TS 23.003 [3]) as specified in subclause 7.2.1.4 to determine if
the visited country mandates the selection of ePDG in this country:

i) if selection of ePDG in visited country is mandatory:

- if the UE isattached to a VPLMN via 3GPP access and the PLMN ID of VPLMN isincluded in one
of the returned DNS records, the UE shall select an ePDG in this VPLMN by constructing an ePDG
FQDN based on the Operator Identifier FQDN format using the PLMN 1D of the VPLMN as
described in 3GPP TS 23.003 [3]; and

- if the UE isnot attached to aPLMN via 3GPP access or the UE is attached to a VPLMN via 3GPP
access and the PLMN 1D of VPLMN is not included in any of the DNS records:
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if the ePDG selection information is provisioned, the UE shall select an ePDG from a PLMN
included in the DNS response that has highest PLMN priority (see 3GPP TS 24.312 [13]) inthe
ePDG selection information and construct an ePDG FQDN based on the configured FQDN format
of the PLMN entry as described in 3GPP TS 23.402 [6] and encoding in 3GPP TS 23.003 [3]; and

if the ePDG selection information is not provisioned or the ePDG selection information does not
contain any of the PLMNsin the DNS response, selection of the PLMN is UE implementation
specific. The UE shall select an ePDG from a PLMN included in the DNS response and construct
an ePDG FQDN based on the Operator Identifier FQDN format using the PLMN 1D of the PLMN
as described in 3GPP TS 23.003 [3],

and for the above cases, the UE shall use the DNS server function to resolve the contructed ePDG FQDN
to the | P address(es) of the ePDG(s). The UE shall select an IP address of an ePDG with the same IP
version asitslocal 1P address;

if the DNS response contains no records, selection of ePDG in visited country is not mandatory:

if the ePDG selection information is provisioned and contains one or more PLMNSs in the visited
country, the UE shall select an ePDG from a PLMNSs that has highest PLMN priority (see
3GPP TS 24.312 [13]) inthe ePDG selection information;

if the ePDG selection information is not provisioned or if the ePDG selection information is
provisioned and contains no PLMNs in the visited country, the UE shall select an ePDG in the
HPLMN asfollows:

if the Home ePDG identifier is provisioned in the ePDG configuration information (see

3GPP TS 24.312[13]), the UE shall use the configured | P address to select the ePDG, or if
configured IP address is not available, use the configured FQDN and run DNS query to obtain the
| P address(es) of the ePDG(s); and

if the Home ePDG identifier is not provisioned in the ePDG configuration information, the UE
shall construct an ePDG FQDN based on the Operator Identifier FQDN format using the PLMN
ID of the HPLMN as described in 3GPP TS 23.003 [3], and

if the ePDG selection isfor establishing emergency bearer services and the UE is not equipped with a
UICC, the UE may construct the Operator Identifier FQDN format based on aPLMN ID obtained via
implementation specific means.

and for the above cases, the UE shall use the DNS server function to resolve the contructed ePDG FQDN
to the | P address(es) of the ePDG(s). The UE shall select an IP address of an ePDG with the same IP
version asitslocal |P address; and

iii) if no DNS response is received, the UE shall terminate the ePDG selection procedure.

If selecting an ePDG in the HPLMN fails, and the selection of ePDG in the HPLMN is performed using Home ePDG
identifier configuration and there are more pre-configured ePDGs in the HPLMN, the UE shall repeat the tunnel
establishment attempt using the next FQDN or | P address(es) of the ePDG in the HPLMN.

Upon reception of a DNS response containing one or more | P addresses of ePDGs, the UE shall select an |P address of
ePDG with the same |P version asitslocal |P address. If the UE does not receive aresponseto an IKE_SA_INIT
request message sent towards to any of the received | P addresses of the selected ePDG, then the UE shall repeat the
ePDG selection as described in this subclause, excluding the ePDG for which the UE did not receive a response to the
IKE_SA_INIT request message.

NOTE 1: Thetimethe UE waits before reattempting access to another ePDG or to an ePDG that it previously did
not receive aresponseto an IKE_SA_INIT request message, is implementation specific.

The UE shall select only one ePDG also in case of multiple PDN connections.

NOTE 2: During handover between two untrusted non-3GPP access networks, the UE can initiate tunnel
establishment to another ePDG while still being attached to the current ePDG.
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7.21.4 Determine if the visited country mandates the selection of ePDG in this
country

In order to determine if the visited country mandates the selection of ePDG in this country (see 3GPP TS 23.402 [6]),
the UE shall perform the DNS NAPTR query using Visited Country FQDN as specified in 3GPP TS 23.003 [3].

If the result of thisquery is:

- aset of one or more records containing the service instance names of the form
"epdg.epc.mnc< MNC>.mcc< MCC> .pub.3gppnetwork.org”, the UE shall determine thst the visited country
mandates the selection of the ePDG in this country; and

NOTE: The(<MCC>, <MNC>) pair in each record represents PLMN Id (see 3GPP TS 23.003 [3]) in the visited
country which can be used for ePDG selection in subclause 7.2.1.3.

- no records containing the service instance names of the form
"epdg.epc.mnc< MNC>.mec< MCC>.pub.3gppnetwork.org”, the UE shall determine that the visited country does
not mandate the selection of the ePDG in this country.

7.2.1A Selection of the ePDG for emergency bearer services

The UE performs ePDG selection for emergency bearer services based on the ePDG configuration information provided
by the home operator in the UE viaH-ANDSF or viaUSIM, or viaimplementation specific means.

The ePDG configuration information used for selecting the ePDG for emergency bearer servicesincludes:

- when availablein ANDSF MO, Emergency_ePDG_ldentifier and ePDG selection information are provisioned in
ePDG node under Home Network Preference as specified in 3GPP TS 24.312 [13]; and

- when available in the USIM, the Emergency ePDG Identifier and ePDG selection information are provisioned in
EFerpcidem and EFepposdecion files as specified in 3GPP TS 31.102 [45].

NOTE: Implementation specific means apply only if the configurations via H-ANDSF and USIM are not present.

When performing ePDG selection for establishing emergency bearer services, the UE shall proceed by following the
general ePDG selection procedure specified in subclause 7.2.1 except:

- Emergency_ePDG_ldentifier shall be used instead of Home ePDG identifier;

- All ePDG FQDNSs and visited country FQDNSs for DNS query shall be constructed based on the ePDG FQDN
format defined for emergency services as defined in 3GPP TS 23.003 [3]; and

- If the ME is not equipped with aUICC, the UE shall consider the ePDG configuration information as not
available.

7.2.2 Tunnel establishment

7221 Tunnel establishment accepted by the network

Once the ePDG has been selected, the UE shall initiate the | Psec tunnel establishment procedure using the IKEv2
protocol as defined in IETF RFC 7296 [28] and 3GPP TS 33.402 [15].

The UE shall send an IKE_SA_INIT reguest message to the selected ePDG in order to setup an IKEv2 security
association. Upon receipt of an IKE_SA_INIT response, the UE shall send an IKE_AUTH request message to the
ePDG, including:

- Thetype of IP address (IPv4 address or IPv6 prefix or both) that needs to be configured in an IKEv2
CFG_REQUEST Configuration Payload. If the UE requests for both I1Pv4 address and |Pv6 prefix, the UE shall
send two configuration attributes in the CFG_REQUEST Configuration Payload: one for the |Pv4 address and
the other for the |Pv6 prefix;

- The"IDr" payload, containing the APN in the Identification Data, for non-emergency session establishment. For
emergency session establishment, the UE shall format the "1Dr" payload according to subclause 7.2.5. The UE
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shall set the ID Typefield of the"IDr" payload to ID_FQDN as defined in IETF RFC 7296 [28]. The UE
indicates a request for the default APN by omitting the "IDr" payload, which isin accordance with IKEv2
protocol as defined in IETF RFC 7296 [28]; and

- The"IDi" payload containing the NAI.
The IKE_AUTH request message may also contain:
- Anindication in a notify payload that MOBIKE is supported by the UE;

- TheINTERNAL_IP6_DNSor the INTERNAL_IP4_DNS attribute in the CFG_REQUEST Configuration
Payload. The UE can obtain zero or more DNS server addressed in the CFG_REPLY payload within the
IKE_AUTH response message as specified in IETF RFC 7296 [28]; or

- TheP_CSCF_IP6_ADDRESS attribute, the P_CSCF_1P4_ADDRESS attribute or both in the CFG_REQUEST
Configuration Payload. The UE can obtain zero or more P-CSCF server addressesin the CFG_REPLY
Configuration Payload within the IKE_AUTH response message as specified in IETF RFC 7651 [64].

The UE may support the TIMEOUT_PERIOD_FOR_LIVENESS CHECK attribute as specified in subclause 8.2.4.2. If
the UE supports the TIMEOUT_PERIOD_FOR_LIVENESS CHECK attribute, the UE shall include the
TIMEOUT_PERIOD _FOR_LIVENESS CHECK attribute indicating support of receiving timeout period for liveness
check in the CFG_REQUEST configuration payload within the IKE_AUTH request message. If the
TIMEOUT_PERIOD_FOR_LIVENESS CHECK attribute as specified in subclause 8.2.4.2 indicating the timeout
period for the liveness check isincluded inthe CFG_REPLY configuration payload within the IKE_AUTH response
message or if the UE has a pre-configured timeout period, the UE shall perform the tunnel liveness checks as described
in subclause 7.2.2A.

NOTE 1: The timeout period for liveness check is pre-configured in the UE in implementation-specific way.

If the UE supports N1 mode, the UE shall includethe N1 MODE_CAPABILITY Notify payload as defined in
subclause 8.2.9.15 in the IKE_AUTH request message and shall:

- if the UE is establishing a PDN connection not related to any existing PDU session or any existing PDN
connection, allocate a PDU session ID which is not currently being used by another PDU session over either
3GPP access or non-3GPP access, set the PDU Session ID field of the N1._MODE_CAPABILITY Notify
payload to the allocated PDU session ID, and associate the allocated PDU session ID with the PDN connection
that is being established;

- if the UE istransferring an existing PDU session from 5GS, set the PDU Session ID field of the
N1_MODE_CAPABILITY Notify payload to the PDU session ID of the existing PDU session that is being
transferred and associate the PDU session |D with the PDN connection that is being established; or

- if the UE istransferring an existing PDN connection from EPS and a PDU session ID is associated with the PDN
connection that is being transferred, set the PDU Session ID field of the N1_MODE_CAPABILITY Notify
payload to the PDU session | D associated with the existing PDN connection.

During the IKEVv2 authentication and security association establishment, if the UE supports explicit indication about the
supported mobility protocols, it shall provide the indication as described in subclause 6.3.

During the IKEv2 authentication and tunnel establishment for initia attach, the UE shall provide an indication about
Attach Type, which indicates Initial Attach. To indicate attach due to initial attach, the UE shall include either the
INTERNAL_IP4_ADDRESS or the INTERNAL_IP6_ADDRESS &ttribute or both in the CFG_REQUEST
Configuration Payload within the IKE_AUTH request message. The INTERNAL_IP4 ADDRESS shall contain no
value and the length field shall be set to 0. The INTERNAL _IP6_ ADDRESS shall contain no value and the length field
shall be set to 0.

During the IKEv2 authentication and tunnel establishment for handover, the UE not supporting | P address preservation
for NBM shall indicate Initial Attach as described in the previous paragraph.

NOTE 2: The UE cannot handover PDN connection with PDN type "Ethernet" or "non-IP" from E-UTRAN to an
ePDG because PDN connections with PDN type "Ethernet" or PDN type "non-1P" are not supported over
ePDG.

During the IKEv2 authentication and security association establishment for handover, the UE supporting | P address
preservation for NBM, shall provide an indication about Attach Type, which indicates Handover Attach. During the
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IKEv2 authentication and security association establishment for transfer of an existing PDU session from 5GS, the UE
shall provide an indication about Attach Type, which indicates Handover Attach. To indicate attach due to handover,
the UE shall include the previously allocated home address information during the IPSec tunnel establishment.
Depending on the | P version, the UE shall include either the INTERNAL_IP4 ADDRESS or the
INTERNAL_IP6_ADDRESS attribute or both in the CFG_REQUEST Configuration Payload within the IKE_AUTH
request message to indicate the home address information which is in accordance with IKEv2 protocol as defined in
IETF RFC 7296 [28]. If the previously allocated home address information consists of both an 1Pv4 address and an
IPv6 prefix, then the UE shall include the INTERNAL_IP4_ADDRESS attribute and the INTERNAL_IP6_ ADDRESS
atribute in the CFG_REQUEST configuration payload within the IKE_AUTH request message. If the previously
allocated home address information consists of an 1Pv4 address only, then the UE shall include the

INTERNAL_IP4 ADDRESS attribute and shall not include the INTERNAL _|P6_ADDRESS attribute in the
CFG_REQUEST configuration payload within the IKE_AUTH request message. If the previoudly allocated home
address information consists of an IPv6 prefix only, then the UE shall include the INTERNAL_IP6_ ADDRESS
attribute and shall not include the INTERNAL_IP4_ADDRESS attribute in the CFG_REQUEST configuration payload
within the IKE_AUTH request message. The UE shall support IPSec ESP (see IETF RFC 4303 [32]) in order to provide
secure tunnel s between the UE and the ePDG as specified in 3GPP TS 33.402 [15].

The UE may support multiple authentication exchanges in the IKEv2 protocol as specified in IETF RFC 4739 [49] in
order to support authentication and authorization with an external AAA server allowing the UE to support PAP
authentication procedure, or CHAP authentication procedure, or both, as described in 3GPP TS 33.402 [15].

If NBM isused and the UE wishes to access an external PDN and therefore needs to perform authentication and
authorization with an external AAA server, the UE shall:

- If the IKE_SA_INIT response containsa"MULTIPLE_AUTH_SUPPORTED" Notify payload, then include a
"MULTIPLE_AUTH_SUPPORTED" Notify payload in the IKE_AUTH request as described in
IETF RFC 4739 [49] and perform the additional authentication steps as specified in 3GPP TS 33.402 [15]; and

- If the IKE_SA_INIT response does not containa"MULTIPLE_AUTH_SUPPORTED" Notify payload, then
perform the UE initiated disconnection as defined in subclause 7.2.4.1. The subsequent UE action is
implementation dependent (e.g. select anew ePDG).

After the successful authentication with the 3GPP AAA server, the UE receives from the ePDG an IKE_AUTH
response message containing asingle CFG_REPLY Configuration Payload including the assigned remote IP address
information (1Pv4 address or |Pv6 prefix) as described in subclause 7.4.1. Depending on the used IP mobility
management mechanism the following cases can be differentiated:

- |f DSMIPv6 isused for IP mobility management, the UE configures aremote | P address based on the I P address
information contained in the INTERNAL_1P4 ADDRESS or INTERNAL_1P6_SUBNET attribute of the
CFG_REPLY Configuration Payload. The UE uses the remote | P address as Care-of-Address to contact the HA.

- If NBM isused for IP mobility management and the UE performs an initial attach, the UE configures a home
address based on the address information from the CFG_REPLY Configuration Payload. Otherwise, if NBM is
used and the UE performs a handover attach, the UE continues to use its | P address configured before the
handover, if the address information provided in the CFG_REPLY Configuration Payload does match with the
UE's | P address configured before the handover. If the UE's | P address (IPv4 address or 1Pv6 prefix) does not
match with the address information of the CFG_REPLY Configuration Payload, the UE shall configure a new
home address based on the | P address information contained in the INTERNAL _|P4 ADDRESS,
INTERNAL_IP6_SUBNET or INTERNAL_IP6_ADDRESS attribute of the CFG_REPLY Configuration
Payload. In the latter case, the | P address preservation is not possible.

NOTE 3: In case of |Pv6 address, the UE performs the match only on the IPv6 prefix provided within the
CFG_REPLY Configuration Payload contained in the INTERNAL_IP6_SUBNET or
INTERNAL_IP6_ADDRESS.

If the UE receivesa PDN_TYPE_IPv4 ONLY_ALLOWED Notify payload or a
PDN_TYPE_IPv6_ONLY_ALLOWED Notify payload, then the UE shall not subsequently initiate another UE
requested PDN connectivity procedure specific to the non-3GPP access to the same APN to obtain a PDN type different
from the one allowed by the network until:

- the UE is switched off;

- the UICC containing the USIM is removed; or
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- the network initiated the deactivation of the PDN connectivity to the given APN.

If the UE supports DSMIPv6, the UE may request the HA 1P address(es), by including a corresponding
CFG_REQUEST Configuration Payload containinga HOME_AGENT_ADDRESS attribute within the IKE_AUTH
request message. The HOME_AGENT_ADDRESS attribute content is defined in subclause 8.2.4.1. The HA 1P
address(es) requested in this attribute are for the APN for which the 1Psec tunnel with the ePDG is set-up. In the
CFG_REQUEST within the IKE_AUTH request message, the UE sets respectively the IPv6 address field and the
optional IPv4 address field of the HOME_AGENT_ADDRESS attribute to 0::0 and to 0.0.0.0. If the UE can not obtain
the IP addresses of the HA via IKEv2 signalling, it uses the home agent address discovery as specified in

3GPP TS 24.303[11].

In case the UE wants to establish multiple PDN connections and if the UE uses DSMIPv6 for mobility management, the
UE shall use DNS as defined in 3GPP TS 24.303 [11] to discover the HA |P address(es) for the additional PDN
connections after IKEv2 security association was established to the ePDG.

During the IKEv2 authentication and security association establishment, following the UE'sinitial IKE_AUTH request
message to the ePDG, if the UE subsequently receives an IKE_AUTH response message from the ePDG containing the
EAP-Request/ AKA-Challenge, after verifying the received authentication parameters and successfully authenticating
the ePDG as specified in 3GPP TS 33.402 [15], the UE shall send anew IKE_AUTH request message to the ePDG
including the EAP-Response/AK A-Challenge. In addition, the UE shall provide the requested mobile device identity if
available, as specified in subclause 7.2.6.

If the UE supports P-CSCF restoration extension for untrusted WLAN as specified in 3GPP TS 23.380 [66], the UE
shall send its capability indication of the support of P-CSCF restoration to the ePDG by including the P-
CSCF_RESELECTION_SUPPORT Notify payload within an IKE_AUTH request message. The content of the P-
CSCF_RESELECTION_SUPPORT Notify payload is described in subclause 8.2.9.4.

If the UE supports N1 mode and the UE receivesthe N1._MODE_INFORMATION Notify payload as defined in
subclause 8.2.9.16 in the IKE_AUTH response message, the UE shall associate the S-NSSAI in the SSNSSAI Value
field of the N1_MODE_INFORMATION Notify payload with the PDU session associated with the IKEv2 security
association that was established, and if the UE receivesthe N1 MODE_S NSSAI_PLMN_ID Notify payload as
defined in subclause 8.2.9.17 in the IKE_AUTH response message, the UE shall associate the PLMN 1D that the S-
NSSAI relatesto in the S NSSAI PLMN ID field of the N1 MODE_S NSSAI_PLMN_ID Notify payload with the
PDU session associated with the IKEv2 security association that was established.

7222 Tunnel establishment not accepted by the network

If the UE receives the IKE_AUTH response message from an ePDG of the HPLMN including a Notify payload with a
Private Notify Message Type NON_3GPP_ACCESS TO_EPC _NOT_ALLOWED or USER_UNKNOWN or
PLMN_NOT_ALLOWED or AUTHORIZATION_REJECTED or RAT_TYPE_NOT_ALLOWED or ILLEGAL_ME
as defined in subclause 8.1.2, then after the UE authenticates the network by using ePDG certificate and AUTH
parameters as specified in 3GPP TS 33.402 [15], the UE shall close the related IKEv2 security association states and
shall not retry the authentication procedure to an ePDG from the same PLMN until switching off or the UICC
containing the USIM is removed.

If the above Private Notify Message Typeisreceived from the VPLMN's ePDG and the UE authenticates the network
by using ePDG certificate and AUTH parameters as specified in 3GPP TS 33.402 [15]:

- If thereceived Notify Message Typeis NON_3GPP_ACCESS TO_EPC NOT_ALLOWED or
USER_UNKNOWN or AUTHORIZATION_REJECTED or RAT_TYPE_NOT_ALLOWED or
ILLEGAL_ME, the UE may retry the authentication procedure with an ePDG deployed by the HPLMN if
alowed according to the ePDG selection procedure in subclause 7.2.1 and subclause 7.2.1A; or

- If thereceived Private Notify Message Typeis PLMN_NOT_ALLOWED, the UE should retry the
authentication procedure with an ePDG deployed by the HPLMN if allowed according to the ePDG selection
procedure in subclause 7.2.1 and subclause 7.2.1A.

If the UE receives from the ePDG the IKE_AUTH response message, including a Notify payload with a Private Notify
Message Type "NETWORK_FAILURE" as defined in subclause 8.1.2 then after the UE authenticates the network, the
UE shall close the related IKEv2 security association states and:

a) if thereceived IKE_AUTH response message from ePDG contains a Notify payload with the
BACKOFF_TIMER Notify payload as defined in subclause 8.2.9.1, the UE shall behave as follows:
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i) if thetimer value indicates neither zero nor deactivated, start the Tw3 timer with the value provided and not
retry the authentication procedure to the same ePDG until timer Tw3 expires or the UE is switched off or the
UICC containing the USIM is removed;

ii) if the timer value indicates that this timer is deactivated, not retry the authentication procedure to the same
ePDG until the UE is switched off or the UICC containing the USIM is removed; and

iii) if the timer value indicates zero, may retry the authentication procedure to an ePDG from the same PLMN; or

b) if the BACKOFF_TIMER Notify payload is not included in the received IKE_AUTH response message from
ePDG, the UE shall start an implementation specific backoff timer. The UE shall not re-try the authentication
procedure with the same ePDG until the backoff timer expires or the UE is switched off or the UICC containing
the USIM isremoved.

If the UE receives from the ePDG an IKE_AUTH response message including a Notify Payload with a Private Notify
Message Error Type "NO_APN_SUBSCRIPTION" as defined in subclause 8.1.2 then after the UE authenticates the
network, the UE shall close the related IKEv2 security association states and:

a) if thereceived IKE_AUTH response message from ePDG contains a Notify payload with the
BACKOFF_TIMER Notify payload as defined in subclause 8.2.9.1, the UE shall behave as follows:

i) if thetimer value indicates neither zero nor deactivated, start the Tw3 timer with the value provided and not
retry the authentication procedure to the same PLMN for the same APN until timer Tw3 expires or the UE is
switched off or the UICC containing the USIM is removed,;

ii) if thetimer valueindicates that this timer is deactivated, not retry the authentication procedure to the same
PLMN for the same APN until the UE is switched off or the UICC containing the USIM is removed; and

iii) if the timer value indicates zero, may retry the authentication procedure to an ePDG from the same PLMN
for the same APN; or

b) if the BACKOFF_TIMER Notify payload is not included in the received IKE_AUTH response message from
ePDG, the UE shall not retry the authentication procedure with the same PLMN for the same APN the UE is
switched off or the UICC containing the USIM is removed, unless the UE has an implementation specific
backoff timer. In that case, the UE shall not retry until that implementation specific timer expires.

NOTE 1: The UE can perform NSWO from the current untrusted WLAN access network even though the tunnel
establishment procedure to the ePDG is not accepted by the network.

NOTE 2: Switching off and USIM change conditions are implemented taking into consideration the user experience
aspect.

If NBM isused and if the UE receives from the ePDG an IKE_AUTH response message containing a Notify payload
with a Private Notify Message Type PDN_CONNECTION_REJECTION as specified in subclause 8.1.2 that includes
an IP address information in the Notification Data field, the UE shall not attempt to re-establish this PDN connection
with the same | P address while connected to the current ePDG and the UE shall close the related IKEvV2 security
association states.

If NBM isused and if the UE receives from the ePDG an IKE_AUTH response message containing a Notify payload
with a Private Notify Message Type PDN_CONNECTION_REJECTION as specified in subclause 8.1.2 and no
Notification Datafield, then after the UE authenticates the network, the UE shall not attempt to establish additional
PDN connections to this APN while connected to the current ePDG. The UE shall close the related IKEv2 security
association states. Subsequently, the UE can attempt to establishment additional PDN connectionsto the given APN if
one or more existing PDN connections to the given APN are released. While connected to the current ePDG, if this
PDN connection isthe first PDN connection for the given APN, the UE shall not attempt to establish PDN connection
to the given APN.

If NBM isused and if the UE receives from the ePDG an IKE_AUTH response message containing a Notify payload
with a Private Notify Message Type MAX_CONNECTION_REACHED as specified in subclause 8.1.2, then after the
UE authenticates the network, the UE shall not attempt to establish any additional PDN connections while connected to
the current ePDG. The UE shall close the related IKEv2 security association states. Subsequently, the UE can attempt to
establishment additional PDN connections viathe ePDG if one or more existing PDN connections viathe ePDG are
released.
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7.2.2A Liveness check procedure

If the UE supportsthe TIMEOUT_PERIOD_FOR_LIVENESS CHECK attribute as specified in subclause 8.2.4.2 and
the TIMEOUT_PERIOD_FOR_LIVENESS CHECK attribute as specified in subclause 8.2.4.2 was included in the
CFG_REPLY configuration payload within the IKE_AUTH response message received in subclause 7.2.2 the UE shall
set the timeout period for the liveness check to the value of the TIMEOUT_PERIOD_FOR_LIVENESS CHECK
attribute.

If the UE does not support the TIMEOUT_PERIOD _FOR_LIVENESS CHECK attribute as specified in

subclause 8.2.4.2 or the TIMEOUT_PERIOD_FOR_LIVENESS CHECK attribute as specified in subclause 8.2.4.2
was not included in the CFG_REPLY configuration payload within the IKE_AUTH response message received in
subclause 7.2.2 then:

1) if the LivenessCheckPeriod node as specified in 3GPP TS 24.312 [13] is configured, the UE shall use the
timeout period for the liveness check indicated by the LivenessCheckPeriod node; and

2) if the LivenessCheckPeriod node as specified in 3GPP TS 24.312 [13] is not configured, the UE shall use the
pre-configured value of the timeout period for liveness check.

NOTE: Thetimeout period is pre-configured in the UE in implementation-specific way.

If the UE has not received any cryptographically protected IKEv2 or IPSec message for the duration of the timeout
period for liveness check, the UE shall send an INFORMATIONAL request with no payloads as per

IETF RFC 7296 [28]. If an INFORMATIONAL responseis not received, the UE shall deem the IKEv2 security
association to have failed, and shall discard all states associated with the IKE SA and any child SAsthat were
negotiated using that IKE SA as specified in IETF RFC 7296 [28].

7.2.2B Handling of NBIFOM

If the IKEVv2 authentication and security association establishment is triggered by proceduresin 3GPP TS 24.161 [69],
the UE shall include the NBIFOM_GENERIC_CONTAINER Notify payload (see subclause 8.1.2.3)in the IKE_AUTH
request message. The UE shall set the NBIFOM container contents field of the NBIFOM_GENERIC_CONTAINER
Notify payload as specified in 3GPP TS 24.161 [69].

7.2.2C Rekeying procedure

The UE may support rekeying as defined in IETF RFC 7296 [28].

To trigger rekeying, the UE shall use the rekeying time parameter (see IETF RFC 7296 [28]) if it is configured by the
RekeyingTime node as specified in 3GPP TS 24.312 [13], If the rekeying time parameter is not configured, the UE shall
use an implementation-specific rekeying time (e.g. 18 hours).

7.2.2D NAT keep alive procedure

The UE may support NAT keep alive handling as defined in IETF RFC 7296 [28] and IETF RFC 3948 [72].

To control the NAT-keepalive packet sending, the UE shall use the parameter M (see IETF RFC 3948 [72]]) if itis
configured by the NATKeepAliveTime node as specified in 3GPP TS 24.312 [13], If the parameter M is not configured,
the UE shall use an implementation-specific time.

7.2.3 Tunnel modification

7.23.1 UE-initiated modification
This procedure isused if MOBIKE as defined in IETF RFC 4555 [31] is supported by the UE.

When there is a change of local |P address for the UE, the UE shall update the IKE security association with the new
address, and shall update the | Psec security association associated with this IKE security association with the new
address. The UE shall then send an INFORMATIONAL request containing the UPDATE_SA_ADDRESSES
notification to the ePDG.
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If, further to this update, the UE receives an INFORMATIONAL request with a COOKIE2 notification present, the UE
shall copy the notification to the COOKIE2 notification of an INFORMATIONAL response and send it to the ePDG.

This procedure is also used during the UE-initiated 1P flow mobility procedure (see subclause 6.3.3.3 of
3GPP TS 23.161 [68]) or the NBIFOM [P flow mapping procedure (see subclause 6.4.3 of 3GPP TS 23.161 [68]).

If the UE-initiated modification istriggered by proceduresin 3GPP TS 24.161 [69], the UE shall include the
NBIFOM_GENERIC_CONTAINER Notify payload (see subclause 8.1.2.3) in the INFORMATIONAL request to the
ePDG. The UE shall set the NBIFOM container contents field of the NBIFOM_GENERIC_CONTAINER Notify
payload as specified in 3GPP TS 24.161 [69].

7.2.3.2 UE behaviour towards ePDG initiated modification

This procedure is used if P-CSCF restoration extension for untrusted WLAN is supported as specified in
3GPP TS 23.380 [66].

If the UE receivesthe P_CSCF_IP6_ADDRESS attribute, the P_CSCF_IP4 ADDRESS attribute or both as specified in
IETF RFC 7651 [64] in the CFG_REQUEST configuration payload within the INFORMATIONAL request from the
ePDG and the UE supports P-CSCF restoration extension for untrusted WLAN as specified in 3GPP TS 23.380 [66],
the UE shall reply with an INFORMATIONAL response and proceed as specified in subclause 5.6.5.2 of 3GPP

TS 23.380[66]. The INFORMATIONAL response shall include the received P_CSCF_IP6_ADDRESS attribute or the
P_CSCF_|P4_ADDRESS attribute or both in the CFG_REPLY Configuration Payload. The P_CSCF_IP6_ADDRESS
attribute shall contain no value and the length field shall be set to 0. The P_CSCF_IP4_ADDRESS shall contain no
value and the length field shall be set to 0.

Upon of receipt of the NBIFOM_GENERIC_CONTAINER Notify payload (see subclause 8.1.2.3) in an
INFORMATIONAL request, the UE shall reply with an INFORMATIONAL response and if required by proceduresin
3GPP TS 24.161 [69], the UE shall include the NBIFOM_GENERIC_CONTAINER Notify payload (see

subclause 8.1.2.3) in the INFORMATIONAL response. The UE shall set the NBIFOM container contents field of the
NBIFOM_GENERIC_CONTAINER Notify payload as specified in 3GPP TS 24.161 [69].

7.2.4 Tunnel disconnection

7.2.4.1 UE initiated disconnection

The UE shall use the procedures defined in the IKEv2 protocol (see IETF RFC 7296 [28]) to disconnect one or more

I Psec tunnelsto the ePDG. The UE shall close the incoming security associations associated with the tunnel and instruct
the ePDG to do the same by sending the INFORMATIONAL request message including a"DELETE" payload. The
DELETE payload shall contain either:

i) Protocol ID set to"1" and no subsequent Security Parameters Indexes (SPIs) in the payload. This indicates
closing of IKE security association, and implies the deletion of all 1Psec ESP security associations that were
negotiated within the IKE security association;

ii) if the IKEv2 multiple bearer PDN connectivity is not supported or not used in the PDN connection as determined
in subclause 7.2.7, Protocol ID set to "3" for ESP. The Security Parameters Indexes included in the payload shall
correspond to the particular incoming ESP security associations at the UE for the given tunnel in question; or

iii) if the IKEv2 multiple bearer PDN connectivity is used in the PDN connection as determined in subclause 7.2.7,
the Protocol ID field of the DELETE payload is set to "3" for ESP and the SPI field of the DELETE payload
includes UE's ESP SPIs of al bearer contexts of the PDN connection.

7.2.4.2 UE behaviour towards ePDG initiated disconnection

On receipt of the INFORMATIONAL request message including "DELETE" payload, indicating that the ePDG is
attempting tunnel disconnection, the UE shall:

i) Closeall security associations identified within the DELETE payload (these security associations correspond to
outgoing security associations from the UE perspective). If no security associations were present in the DELETE
payload, and the protocol 1D was set to "1", the UE shall close the IKE security association, and all 1Psec ESP
security associations that were negotiated within it towards the ePDG; and
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ii) The UE shall delete the incoming security associations corresponding to the outgoing security associations
identified in the "DELETE" payload.

The UE shall send an INFORMATIONAL response message. If the INFORMATIONAL request message contained a
list of security associations, the INFORMATIONAL response message shall contain alist of security associations
deleted in step (ii) above.

If the UE is unable to comply with the INFORMATIONAL request message, the UE shall send INFORMATION
response message with either:

i) A NOTIFY payload of type"INVALID_SPI", for the case that it could not identify one or more of the Security
Parameters Indexes in the message from the ePDG; or

ii) A more general NOTIFY payload type. This payload type is implementation dependent.

If the INFORMATIONAL request message including the DELETE payload contains the
REACTIVATION_REQUESTED_CAUSE Notify payload, the UE shall re-establish the IPsec Tunnel for the
corresponding PDN connection after its release. The coding of the P-CSCF_RESELECTION_SUPPORT Notify
payload is described in subclause 8.2.9.6.

NOTE: For an IMSPDN connection, the re-establishment of the IPSec tunnel is part of the "Re-establishment of
the IP-CAN used for SIP signalling procedure” specified in 3GPP TS 24 229 [67] subclause R.2.2.1B.
7243 Local tunnel disconnection initiated from 3GPP access

A PDN connection over untrusted WLAN over S2b can be released locally in the UE, i.e. without any peer-to-peer
signalling between the ePDG and the UE, based on the trigger received from the 3GPP access, e.g. during the P-CSCF
restoration procedure for NBIFOM PDN connections (see 3GPP TS 23.380 [66]).

Upon receiving over the 3GPP access:

- aDEACTIVATE EPSBEARER CONTEXT REQUEST message with the EPS bearer context of a default EPS
bearer context and ESM cause #39 "reactivation requested” (see 3GPP TS 24.301 [10]); or

- aDETACH REQUEST message with the detach type "re-attach required” (see 3GPP TS 24.301 [10])
to release the resources for a PDN connection over the 3GPP access, the UE shall:
a) closetherelated IKEv2 security association for the IPsec tunnel associated with this PDN connection; and

b) consider that the ePDG is no longer responding (see RFC 7296 [28]) and not send any messages to the ePDG.

7.2.5 Emergency session establishment

If the UE needs to establish an IM'S emergency session over untrusted non-3GPP access as specified in
3GPP TS 24.229 [67], the UE shall:

- if the UE isnot connected to an ePDG yet, select an ePDG that supports emergency services as described in
subclause 7.2.1A;

- if the UE isaready connected to an ePDG that has indicated its capability of support emergency services as
specified in subclause 7.4.1.1 and the ePDG is located in the same country where the UE is currently located,
reuse ePDG for emergency session; and

- if the UE is aready connected to an ePDG but the ePDG does not support the emergency services or ePDG is not
located in the same country where the UE is currently located, first follow procedure described in
subclause 7.2.4.1 to disconnect existing 1Psec tunnel. The UE shall then select an ePDG that supports emergency
services as described in subclause 7.2.1A.

Once the UE selects an ePDG that supports emergency services as specified in subclause 7.2.1A, or if the UE is already
connected to an ePDG and the ePDG is reused for emergency session, the UE shall initiate an IKEv2 tunnel
establishment procedure towards this ePDG as described in subclause 7.2.2. Upon receipt of an IKE_SA_INIT
response, the UE shall send an IKE_AUTH request message to the ePDG according to subclause 7.2.2.1 with the "1Dr"
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payload containing the string "EMERGENCY", using capital letters only, in the Identification Data. The UE shall set
the ID Typefield of the"IDr" payload to ID_FQDN.

NOTE: Inthis procedure, the only scenario in which the UE is not in the same country asthe ePDG it is
connected to, is when the UE is not in the country of its HPLMN and the ePDG isin the country of the
HPLMN.

In order to establish a new emergency session over an untrusted WLAN, the UE shall include:
- anINTERNAL_IP4 ADDRESS attribute with the length field set to zero;
an INTERNAL_I1P6_ADDRESS attribute with the length field set to zero; or
- both of the above;
inthe CFG_REQUEST Configuration Payload within the IKE_AUTH request message.

In order to perform handover of an emergency session from a 3GPP access network to untrusted WLAN, the UE shall
include:

- theINTERNAL_IP4 ADDRESS attribute set to the IPv4 address of the previoudy allocated home address
information,;

the INTERNAL_IP6_ADDRESS attribute set to the IPv6 address of the previously allocated home address
information; or

- both of the above;

in the CFG_REQUEST Configuration Payload within the IKE_AUTH regquest message. If the previously allocated
home address information consists of both an I|Pv4 address and an | Pv6 prefix, then the UE shall include the
INTERNAL_IP4_ADDRESS attribute and the INTERNAL _IP6_ADDRESS attribute in the CFG_REQUEST
configuration payload within the IKE_AUTH request message.

If the UE does not receive aresponse to an IKE_SA_INIT reguest message sent towards the selected ePDG, then the
UE shall repeat the ePDG search as described in 3GPP TS 23.402 [6], excluding the ePDG for which the UE did not
receive aresponse to the IKE_SA _INIT request message. The UE shall stop the establishment of emergency session if
it isunable to select an ePDG for emergency bearer services.

If after sending an IKE_AUTH request message to the ePDG to initiate emergency session, the UE receives
IKE_AUTH response message from the ePDG containing a Notify payload with a Private Notify Message Type
"UNAUTHENTICATED_EMERGENCY_NOT_SUPPORTED", the UE shall follow the steps above to select a new
ePDG for emergency session establishment by excluding the ePDGs from which the emergency session request was
previously not accepted or by implementation specific means.

If the UE receives the Notify Message Type IMEI_NOT_ACCEPTED as defined in subclause 8.1.2.2, the UE shall not
retry the authentication procedure from the same PLMN until switching off, the UICC containing the USIM is replaced,
or aUICC containing the USIM isinserted.

If the UE is aready connected to an ePDG selected by the procedure in subclause 7.2.1A, the UE is considered as
attached for emergency bearer services. In such a case, the UE shall not initiate any addtional IKEv2 tunnel
establishment procedure.

If the UE is connected to an ePDG selected by the procedure in subclause 7.2.1, and the ePDG has indicated its
capability of support emergency service to the UE as specified in subclause 7.4.1.1 and is located in the same country
where the UE is currently located, the UE, when it requires emergency services, shall initiate an IKEv2 tunnel
establishment procedure towards the same ePDG to request for emergency session as specified in subclause 7.2.2
provided that an emergency PDN connection is not already active.

7.2.6 Mobile identity signaling
During the IKEv2 authentication and security association establishment, if the UE:

- receives IKE_AUTH response message from ePDG containing a Notify payload with the DEVICE_IDENTITY
Notify Message Type and the Identity Type field of the DEVICE_IDENTITY Notify payload is set to either
'IMEI" or IMEISV' and the Identity Vaue field is empty;
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- successfully authenticates the network or requests emergency session; and

- has Mobile Equipment Identity IMEI or IMEISV available,
the UE shall include the DEVICE_IDENTITY Notify payload in the new IKE_AUTH request message.
At any time after successful tunnel establishment, if the UE:

- receives INFORMATIONAL request message from ePDG containing a Notify payload with the
DEVICE_IDENTITY Notify Message Type and the Identity Type field of the DEVICE_IDENTITY Notify
payload is set to either 'IMEI' or 'IMEISV' and the Identity Vaue field is empty; and

- hasthe UE's Mobile Equipment Identity IMEI or IMEISV available,
the UE shall send INFORMATIONAL response containing a DEVICE_IDENTITY Notify payload.
The UE shall set the DEVICE_IDENTITY asfollows:

- if IMEISV isavailable, the UE shall include IMEISV in the DEVICE_IDENTITY Notify payload. The Identity
Typefield of the DEVICE_IDENTITY Notify payload shall be set to 'IMEISV'": and

- if IMEIl isavailable and IMEISV is not available, the UE shall include IMEI inthe DEVICE_IDENTITY
attribute. The Identity Type field of the DEVICE_IDENTITY Notify payload shall be set to 'IMEI".

The detailed coding of the DEVICE_IDENTITY Notify payload is described in subclause 8.2.9.2.
71.2.7 IKEv2 multiple bearer PDN connectivity

7.2.7.1 General
The UE may support the IKEv2 multiple bearer PDN connectivity.

If the UE supports the IKEv2 multiple bearer PDN connectivity, then the UE shall perform handling specified in the
present subclause. Otherwise the UE does not perform handling specified in the present subclause and remaining
subclauses of the parent subclause of the present subclause.

The UE shal include an IKEV2_MULTIPLE_BEARER_PDN_CONNECTIVITY Notify payload as specified in
subclause 8.2.9.9 within an IKE_AUTH request message establishing an IKE SA of a PDN connection. If the
IKE_AUTH response message contains an EPS_QOS Notify payload as specified in subclause 8.2.9.10, the UE shall
consider that the IKEv2 multiple bearer PDN connectivity is used in the PDN connection.

If the IKEvV2 multiple bearer PDN connectivity is used in the PDN connection, then the UE shall perform the handling
specified in remaining subclauses of the parent subclause of the present subclause. Otherwise the UE does not perform
the handling specified in remaining subclauses of the parent subclause of the present subclause.

7.2.7.2 Maintained information

The UE shall maintain one or more bearer contexts for the PDN connection. Each bearer context consists of a UE's ESP
SPI, an ePDG's ESP SPI, an EPS QoS, an extended EPS QoS, a TFT, an APN-AMBR, an extended APN-AMBR, and
an indication whether the bearer context is the default bearer context. The TFT can be absent only in the default bearer
context. The extended EPS QoS can be absent for any bearer context. The APN-AMBR and the extended APN-AMBR
are absent for bearer contexts which are not the default bearer context. The APN-AMBR can be present or absent for
the default bearer context. The extended APN-AMBR can be present for the default bearer context only if the APN-
AMBR is present for the default bearer context.

7.2.7.3 Control plane procedures

7.2.7.3.1 General

Parent subclause of the present subclause describe control plane procedures for the IKEv2 multiple bearer PDN
connectivity.
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7.2.7.3.2 Establishment of IKEv2 SA and initial IPSec ESP tunnel

NOTE: Inclusionof alKEV2 MULTIPLE_BEARER_PDN_CONNECTIVITY Notify payload in an
IKE_AUTH request message is specified in subclause 7.2.7.1.

Upon receiving the IKE_AUTH response message establishing the IKE SA of the PDN connection, the UE shall add a
new bearer context to the PDN connection. The new bearer context shall consist of the UE's ESP SPI created by the
IKE_AUTH request/response pair, the ePDG's ESP SPI created by the IKE_AUTH request/response pair, the EPS QoS
indicated in the EPS_QOS Notify payload, the extended EPS QoS indicated in the EXTENDED_EPS QOS Notify
payload (if included in the IKE_AUTH response message), the APN-AMBR indicated in the APN_AMBR Notify
payload (if included in the IKE_AUTH response message), and the extended APN-AMBR indicated in the
EXTENDED_APN_AMBR Notify payload (if included in the IKE_AUTH response message) of the IKE_AUTH
response message, and the indication that the bearer context is the default bearer context.

7.2.7.3.3 Establishment of an additional IPSec ESP tunnel

Upon receiving a CREATE_CHILD_SA request message in the IKE SA of the PDN connection, with an EPS_QOS
Notify payload as specified in subclause 8.2.9.10, with a TFT Notify payload as specified in subclause 8.2.9.11, and
without a REKEY _SA Notify payload, if the UE sendsa CREATE_CHILD_SA response message without an IKEv2
notify payload indicating an error, the UE shall add a new bearer context to the PDN connection. The new bearer
context shall consist of the UE's ESP SPI created by the CREATE_CHILD_SA request/response pair, the ePDG's ESP
SPI created by the CREATE_CHILD_SA request/response pair, the EPS QoS indicated in the EPS_QOS Notify
payload of the CREATE_CHILD_SA request message, the extended EPS QoS indicated in the

EXTENDED_EPS _QOS Notify payload (if included in the CREATE_CHILD_SA request message), the TFT indicated
inthe TFT Notify payload of the CREATE_CHILD_SA request message, and the indication that the bearer context is
not the default bearer context.

Upon receiving a CREATE_CHILD_SA request message in the IKE SA of the PDN connection, with an EPS_QOS
Notify payload as specified in subclause 8.2.9.10, with a TFT Notify payload as specified in subclause 8.2.9.11, and
without a REKEY _SA Notify payload:

a) the UE checksfor semantic errorsin TFT operations as follows:

1) if the TFT operation in the TFT Notify payload is an operation other than "Create anew TFT", the UE shall
send aCREATE_CHILD_SA response message with the
SEMANTIC_ERROR_IN_THE_TFT_OPERATION Notify payload;

b) the UE checksfor syntactical errorsin TFT operations as follows:

1) if the TFT operation inthe TFT Notify payload is"Create anew TFT" and the packet filter list inthe TFT
Notify payload is empty, the UE shall send a CREATE_CHILD_SA response message with the
SYNTACTICAL_ERROR_IN_THE_TFT_OPERATION Notify payload; and

2) if there are other types of syntactical errorsin the coding of the TFT Notify payload, such as a mismatch
between the number of packet filters subfield, and the number of packet filtersin the packet filter list, the UE
shall send a CREATE_CHILD_SA response message with the
SYNTACTICAL_ERROR_IN_THE_TFT_OPERATION Notify payload;

c) the UE checks for semantic errorsin packet filters as follows:

1) if apacket filter consists of conflicting packet filter components which would render the packet filter
ineffective, i.e. no IP packet will ever fit this packet filter, the UE shall send a CREATE_CHILD_SA
response message with the SEMANTIC_ERRORS IN_PACKET_FILTERS Notify payload. How the UE
determines a semantic error in a packet filter is outside the scope of the present document; and

2) if theresulting TFT does not contain any packet filter which applicable for the uplink direction, the UE shall
send a CREATE_CHILD_SA response message with the SEMANTIC_ERRORS IN_PACKET_FILTERS
Notify payload;

d) the UE checks syntactical errorsin packet filters as follows:

1) if the TFT operationinthe TFT Notify payload is"Create anew TFT" and two or more packet filtersin the
resultant TFT would have identical packet filter identifiers, the UE shall send aCREATE_CHILD_SA
response message with the SYNTACTICAL_ERRORS IN_PACKET_FILTERS Notify payload;
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2) if the TFT operation in the TFT Notify payload is"Create anew TFT" and two or more packet filtersin all
TFTsassociated with this PDN connection would have identical packet filter precedence values:

i) if the old packet filters do not belong to the default bearer contex, the UE shall send a
CREATE_CHILD_SA response message with the SYNTACTICAL_ERRORS IN_PACKET_FILTERS
Notify payload; and

NOTE: theUE isnot expected to be able to release a particular bearer context.

ii) if one or more old packet filters belong to the default bearer context, the UE shall release the PDN
connection as specified in subclause 7.2.4.1; and

3) if there are other types of syntactical errorsin the coding of packet filters, such asthe use of areserved value
for a packet filter component identifier, the UE shall send a CREATE_CHILD_SA response message with
the SYNTACTICAL_ERRORS IN_PACKET_FILTERS Notify payload.

7.2.7.3.4 Release of an additional IPSec ESP tunnel

Upon receiving an INFORMATIONAL request message in the IKE SA of the PDN connection, with a DELETE
payload indicating an ePDG's ESP SPI of a bearer context of the PDN connection, the UE shall send an
INFORMATIONAL response message without an IKEv2 notify payload indicating an error and the UE shall remove
the bearer context from the PDN connection.

7.2.7.3.5 Modification of an IPSec ESP tunnel due to change of EPS QoS and TFT

Upon receiving an INFORMATIONAL request message the IKE SA of the PDN connection, with a
MODIFIED_BEARER Notify payload as specified in subclause 8.2.9.12 indicating an ePDG's ESP SPI of a bearer
context of the PDN connection, if the UE sends an INFORMATIONAL response message without an IKEv2 notify
payload indicating an error:

a) if the EPS_QOS Notify payload as specified in subclause 8.2.9.10 isincluded in the INFORMATIONAL request
message:

1) the UE shall update the bearer context with the EPS QoS indicated in the EPS_QOS Notify payload; and

2) if the EXTENDED_EPS _QOS Notify payload as specified in subclause 8.2.9.10A isincluded in the
INFORMATIONAL request message, the UE shall update the bearer context with the extended EPS QoS
indicated in the EXTENDED_EPS_QOS Notify payload;

b) if the TFT Notify payload as specified in subclause 8.2.9.11 isincluded in the INFORMATIONAL request
message, the UE shall update the bearer context with the TFT indicated in the TFT Notify payload; and

c) if the bearer context isthe default bearer context and the APN_AMBR Notify payload as specified in
subclause 8.2.9.13 isincluded in the INFORMATIONAL regquest message:

1) the UE shall update the bearer context with the APN-AMBR indicated in the APN_AMBR Notify payload;
and

2) if the EXTENDED_APN_AMBR Notify payload as specified in subclause 8.2.9.14 isincluded in the
INFORMATIONAL request message, the UE shall update the bearer context with the extended APN-AMBR
indicated inthe EXTENDED_APN_AMBR Notify payload.

Upon receiving an INFORMATIONAL request message the IKE SA of the PDN connection, with a
MODIFIED_BEARER Notify payload as specified in subclause 8.2.9.12 indicating an ePDG's ESP SPI of a bearer
context of the PDN connection, and with a TFT Notify payload as specified in subclause 8.2.9.11.:

a) the UE checks for semantic errorsin TFT operations as follows:

1) if the TFT operation in the TFT Notify payload is"Create anew TFT" and there isaready an existing TFT
for the bearer context, the UE shall further process the new activation request and, if it was processed
successfully, deletethe old TFT;

2) if the TFT operation inthe TFT Notify payload is an operation other than "Create anew TFT" and thereis no
TFT for the bearer context, the UE shall not diagnose an error and perform the following actions to resolve
the inconsistency:
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b)

3)

4)

i) if the TFT operation is"Delete existing TFT" or "Delete packet filters from existing TFT", and if no error
according to items b, ¢, and d was detected, consider the TFT as successfully deleted; and

ii) if the TFT operation is"Add packet filtersin existing TFT" or "Replace packet filtersin existing TFT",
the UE shall process the new request as an activation request;

if the TFT operation in the TFT Notify payload is "Delete packet filters from existing TFT" and it would
render the TFT empty:

i) if the packet filters belong to a bearer context which is not the default bearer context, the UE shall process
the new deletion request and, if no error according to itemsb, ¢, and d was detected, the UE shall send an
INFORMATIONAL response message with the SEMANTIC_ERROR_IN_THE_TFT_OPERATION
Notify payload; and

ii) if the packet filters belong to a bearer context which is the default bearer context, the UE shall process the
new deletion request and if no error according to items b, ¢, and d was detected then del ete the existing
TFT; and

if the TFT operation in the TFT Notify payload is"Delete existing TFT" and the bearer context is not the
default bearer context, the UE shall send an INFORMATIONAL response message with the
SEMANTIC_ERROR_IN_THE_TFT_OPERATION Notify payload;

the UE checks for syntactical errorsin TFT operations as follows:

1)

2)

3)

4)

5)

6)

if the TFT operation inthe TFT Notify payload is"Create anew TFT", "Add packet filtersin existing TFT",
"Replace packet filtersin existing TFT" or "Delete packet filters from existing TFT" and the packet filter list
inthe TFT Notify payload is empty, the UE shall send an INFORMATIONAL response message with the
SYNTACTICAL_ERROR_IN_THE_TFT_OPERATION Notify payload;

if TFT operation inthe TFT Notify payload is"Delete existing TFT" or "No TFT operation™ with a non-
empty packet filter list in the TFT Notify payload, the UE shall send an INFORMATIONAL response
message with the SYNTACTICAL_ERROR_IN_THE_TFT_OPERATION Notify payload;

if TFT operation inthe TFT Notify payload is " Replace packet filtersin existing TFT" when the packet filter
to be replaced does not exist in the original TFT, the UE shall not diagnose an error, further process the
replace request and, if no error according to items ¢ and d was detected, include the packet filters received to
the existing TFT;

if TFT operation in the TFT Notify payload is "Delete packet filters from existing TFT" when the packet
filter to be deleted does not exist in the original TFT, the UE shall not diagnose an error, further process the
deletion request and, if no error according to items ¢ and d was detected, consider the respective packet filter
as successfully deleted;

if TFT operation in the TFT Notify payload is "Delete packet filters from existing TFT" with a packet filter
list also including packet filters in addition to the packet filter identifiers, the UE shall send an
INFORMATIONAL response message with the SYNTACTICAL_ERROR_IN_THE_TFT_OPERATION
Notify payload; and

if there are other types of syntactical errorsin the coding of the TFT Notify payload, such as a mismatch
between the number of packet filters subfield, and the number of packet filtersin the packet filter list, the UE
shall send an INFORMATIONAL response message with the
SYNTACTICAL_ERROR_IN_THE_TFT_OPERATION Notify payload;

the UE checks for semantic errorsin packet filters as follows:

1)

2)

if apacket filter consists of conflicting packet filter components which would render the packet filter
ineffective, i.e. no IP packet will ever fit this packet filter, the UE shall send an INFORMATIONAL
response message with the SEMANTIC_ERRORS IN_PACKET_FILTERS Notify payload. How the UE
determines a semantic error in a packet filter is outside the scope of the present document; and

if the resulting TFT, which is assigned to a bearer context which is not the default bearer context, does not
contain any packet filter applicable for the uplink direction among the packet filters created on request from
the network, the UE shall send an INFORMATIONAL response message with the
SEMANTIC_ERRORS _IN_PACKET_FILTERS Notify payload; and
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d) the UE checks for syntactical errorsin packet filters as follows:

1) if the TFT operation inthe TFT Notify payload is"Create anew TFT", "Add packet filtersto existing TFT",
and two or more packet filtersin the resultant TFT would have identical packet filter identifiers:

i) if two or more packet filters with identical packet filter identifiers are contained in the new request, the
UE shall send an INFORMATIONAL response message with the
SYNTACTICAL_ERRORS IN_PACKET_FILTERS Notify payload; and

ii) if two or more packet filters with identical packet filter identifiers are not contained in the new request,
the UE shall not diagnose an error, further process the new request and, if it was processed successfully,
delete the old packet filters which have the identical packet filter identifiers;

2) if the TFT operation inthe TFT Notify payload is"Create anew TFT", "Add packet filtersto existing TFT"
or "Replace packet filtersin existing TFT", and two or more packet filters among all TFTs associated with
this PDN connection would have identical packet filter precedence values:

i) if the old packet filters do not belong to the default bearer contex, the UE shall send an
INFORMATIONAL response message with the SYNTACTICAL_ERRORS IN_PACKET_FILTERS
Notify payload; and

NOTE: theUE isnot expected to be able to release a particular bearer context.

ii) if one or more old packet filters belong to the default bearer context, the UE shall release the PDN
connection as specified in subclause 7.2.4.1; and

3) if there are other types of syntactical errorsin the coding of packet filters, such asthe use of areserved value
for a packet filter component identifier, the UE shall send an INFORMATIONAL response message with the
SYNTACTICAL_ERRORS IN_PACKET_FILTERS Notify payload.

7.2.7.3.6 ePDG initiated IPSec ESP tunnel rekeying

Upon receiving a CREATE_CHILD_SA request message in the IKE SA of the PDN connection, with a REKEY _SA
Notify payload indicating an ePDG's ESP SPI of a bearer context of the PDN connection, if the UE sends a
CREATE_CHILD_SA response message without an IKEv2 notify payload indicating an error, the UE shall set the UE's
ESP SPI of the bearer context to the UE's ESP SPI created by the CREATE_CHILD_SA request/response pair and shall
set the ePDG's ESP SPI of the bearer context to the ePDG's ESP SPI created by the CREATE _CHILD_SA
request/response pair.

7.2.7.3.7 UE initiated IPSec ESP tunnel rekeying

Upon receiving a CREATE_CHILD_SA response message without an IKEv2 notify payload indicating an error, for a
CREATE_CHILD_SA request message sent in the IKE SA of the PDN connection, with a REKEY _SA Notify payload
indicating an UE's ESP SPI of a bearer context of the PDN connection, the UE shall set the UE's ESP SPI of the bearer
context to the UE's ESP SPI created by the CREATE_CHILD_SA request/response pair and shall set the ePDG's ESP
SPI of the bearer context to the ePDG's ESP SPI created by the CREATE_CHILD_SA reguest/response pair.

7.2.7.4 User plane procedures

7.2.7.4.1 General

Parent subclause of the present subclause describe user plane procedures for the IKEv2 multiple bearer PDN
connectivity.

7.2.7.4.2 Uplink IP packet handling
If an uplink 1P packet to be sent viaa PDN connection:

- matches the packet filters applicable for the uplink direction of the TFT of a bearer context of the PDN
connection, the UE shall forward the uplink I P packet using the ePDG's ESP SPI of the bearer context. The UE
shall use the QCI in the EPS QoS of the bearer context to derive the DSCP value for uplink packets and set the
DSCP field as specified in IETF RFC 2474 [75] of the outer |P header of the ESP packet.
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- does not match the packet filters applicable for the uplink direction of the TFT of any bearer context of the PDN
connection and a bearer context without the TFT exists in the PDN connection, the UE shall forward the uplink
I P packet using the ePDG's ESP SPI of the bearer context without the TFT. The UE shall set the DSCP field as
specified in IETF RFC 2474 [75] of the outer |P header of the ESP packet to the DSCP value in a QoS mapping
with the QCI indicated in the EPS QoS of the bearer context without the TFT.

- does not match the packet filters applicable for the uplink direction of the TFT of any bearer context of the PDN
connection and a bearer context without the TFT does not exist in the PDN connection, the UE shall discard the
uplink |P packet.

NOTE 1: The UE can map QCI to DSCP value, for example, by using the mapping between standardized QCI
values and Release 99 3GPP QoS parameter values specified in 3GPP TS 23.401 [4] table E.3, and the
mapping between Release 99 3GPP QoS parameter values and DSCP values specified in
|EEE Std 802.11 [57] table R-1.

NOTE 2: The TSI payload and the TSr payloads are not used for selection of ESP SPI for the uplink | P packet.

7.3 3GPP AAA server procedures

The UE — 3GPP AAA server procedures are as specified in 3GPP TS 29.273 [17] and 3GPP TS 33.402 [15].

7.4 ePDG procedures

7.4.1 Tunnel establishment

7411 Tunnel establishment accepted by the network

Upon receipt of an IKE_AUTH request message from the UE requesting the establishment of a tunnel, the ePDG shall
proceed with authentication and authorization. The basic procedure described in 3GPP TS 33.402 [15], while further
details are given below.

During the UE's authentication and authorization procedure, the 3GPP AAA server provides to the ePDG an indication
about the selected I P mobility mechanism as specified in 3GPP TS 29.273 [17].

The ePDG shall proceed with IPsec tunnel setup completion and shall relay in the IKEv2 Configuration Payload
(CFG_REPLY) of the final IKE_AUTH response message:

- Theremote | P address information to the UE as follows:

- If NBM isused as |P mobility mechanism, the ePDG shall assign either an IPv4 address or an |Pv6 Home
Network Prefix or both to the UE viaasingle CFG_REPLY Configuration Payload. If the UE requests for
both 1Pv4 address and 1Pv6 prefix, but the ePDG only assigns an |Pv4 address or an |Pv6 Home Network
Prefix due to subscription restriction or network preference, the ePDG shall include the assigned remote IP
address information (1Pv4 address or 1Pv6 prefix) viaasingle CFG_REPLY Configuration Payload and
should add the corresponding PDN_TY PE_IPv4_ONLY_ALLOWED Notify payload, or PDN
TYPE_IPv6_ONLY_ALLOWED Notify payload. If the ePDG assigns an | Pv4 address, the CFG_REPLY
containsthe INTERNAL _|IP4 ADDRESS attribute. If the ePDG assigns an |Pv6 Home Network Prefix, the
CFG_REPLY containsthe INTERNAL_IP6_SUBNET or INTERNAL_IP6_ADDRESS configuration
attributes. The ePDG obtains the |Pv4 address and/or the IPv6 Home Network Prefix from the PDN GW; or

NOTE: Incaseof IPv6 address, if CFG_REPLY Configuration Payload containsthe INTERNAL_IP6_SUBNET
or INTERNAL_IP6_ADDRESS, the UE considers only I1Pv6 Home Network Prefix defined by the prefix
length value.

- If DSMIPv6 is used as | P mobility mechanism, depending on the information provided by the UE in the
CFG_REQUEST payload the ePDG shall assign to the UE either alocal 1Pv4 address or local 1Pv6 address
(or alocal 1Pv6 prefix) viaasingle CFG_REPLY Configuration Payload. If the ePDG assignsalocal |Pv4
address, the CFG_REPLY containsthe INTERNAL_IP4_ADDRESS attribute and should add the
corresponding PDN TYPE_IPv4_ONLY_ALLOWED Notify payload or PDN
TYPE_IPv6_ONLY_ALLOWED Notify payload. If the ePDG assigns alocal |Pv6 address or alocal 1Pv6
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prefix the CFG_REPLY contains correspondingly the INTERNAL_IP6_ADDRESS or the
INTERNAL_IP6_SUBNET attribute; and

- If the UE included the INTERNAL_IP6_DNS or the INTERNAL_IP4_DNSin the CFG_REQUEST
Configuration payload, the ePDG shall include the same attribute in the CFG_REPLY Configuration payload
including zero or more DNS server addresses as specified in IETF RFC 7296 [28];

- If the UE included the P_CSCF_IP6_ADDRESS attribute, the P_CSCF_IP4_ADDRESS attribute or both in the
CFG_REQUEST configuration payload, the ePDG may include one or more instances of the same attribute in
the CFG_REPLY configuration payload as specified in IETF RFC 7651 [64]; and

- TheePDG may include the TIMEOUT_PERIOD_FOR_LIVENESS CHECK attribute as specified in subclause
8.2.4.2 indicating the timeout period for liveness check inthe CFG_REPLY configuration payload. Presence of
the TIMEOUT_PERIOD_FOR_LIVENESS CHECK attribute in the IKE_AUTH request can be used as input
for decision on whether to include the TIMEOUT _PERIOD_FOR_LIVENESS CHECK attribute.

If the UE does not provide an APN to the ePDG during the tunnel establishment of a non-emergency session, the ePDG
shall include the default APN in the "IDr" payload of the IKE_AUTH response message. If the UE provided an APN to
the ePDG during the tunnel establishment, the ePDG shall not change the provided APN and shall include the APN in
the IDr payload of the IKE_AUTH response message. The ePDG shall set the ID Type field of the"IDr" payload to
ID_FQDN asdefined in IETF RFC 7296 [28]. Handling of "IDr" payload in case of an emergency session is specified
in subclause 7.4.4. An IPsec tunnel is now established between the UE and the ePDG.

If the UE indicates Handover Attach by including the previously allocated home address information and the ePDG
obtains one or more PDN GW identities from the 3GPP AAA server, the ePDG shall use these identified PDN GWsin
the subsequent PDN GW selection process. If the UE indicates Initial Attach i.e. home address information not
included:

- if the PDN GW allocation type received from the 3GPP AAA server indicates the static allocation type, the
received PDN GW identities shall be used to select PDN-GW; and

- if the PDN GW allocation type received from the 3GPP AAA server indicates the dynamic allocation type, the
PDN GW is selected based on DNS query via the UE requested APN.

The ePDG shall support |PSec ESP (see IETF RFC 4303 [32]) in order to provide secure tunnel s between the UE and
the ePDG as specified in 3GPP TS 33.402 [15].

During the IKEv2 authentication and tunnel establishment, if the UE requested the HA 1P address(es) and if DSMIPv6
was chosen and if the HA I P address(es) are available, the ePDG shall provide the HA 1P address(es) (1Pv6 address and
optionally 1Pv4 address) for the corresponding APN as specified by the "IDr" payload in the IKE_AUTH request
message by including in the CFG_REPLY Configuration Payload aHOME_AGENT_ADDRESS attribute. In the
CFG_REPLY, the ePDG sets respectively the IPv6 Home Agent address field and optionally the IPv4 Home Agent
addressfield of the HOME_AGENT_ADDRESS attribute to the IPv6 address of the HA and to the |Pv4 address of the
HA. If no IPv4 HA addressis available at the ePDG or if it was not requested by the UE, the ePDG shall omit the IPv4
Home Agent Address field. If the ePDG is not able to provide an IPv6 HA address for the corresponding APN, then the
ePDG shall not includleaHOME _AGENT_ADDRESS attribute in the CFG_REPLY .

The ePDG may support multiple authentication exchanges in the IKEv2 protocol as specified in IETF RFC 4739 [49] in
order to support additional authentication and authorization of the UE with an external AAA server.

If the ePDG supports authentication and authorization of the UE with an external AAA server, on receipt of an
IKE_SA_INIT message the ePDG shall include a Notify payload of type"MULTIPLE_AUTH_SUPPORTED" inthe
IKE_SA_INIT response message to the UE.

On successful completion of authentication and authorization procedure of the UE accessing EPC and on receipt of an
IKE_AUTH request containing a Notify payload of type "ANOTHER_AUTH_FOLLOWS", the ePDG shall send an
IKE_AUTH response containing the "AUTH" payload.

Upon receipt of a subsequent IKE_AUTH request from the UE containing the user identity in the private network
within the "IDi" payload, the ePDG shall:

- if PAP authentication is required, then send an EAP-GTC request to the UE within an IKE_AUTH response
message. Upon receipt of an EAP-GTC response from the UE, the ePDG shall use the procedures defined in
3GPP TS 29.275[18] and 3GPP TS 29.274 [50] to authenticate the user with the external AAA server; and

ETSI



3GPP TS 24.302 version 16.4.0 Release 16 94 ETSI TS 124 302 V16.4.0 (2020-08)

if CHAP authentication is required, then send an EAP MD5-Challenge request to UE. Upon receipt of EAP

M D5-Challenge response within an IKE_AUTH request message from the UE, the ePDG shall use the
procedures defined in 3GPP TS 29.275 [18] and 3GPP TS 29.274 [50] to authenticate the user with the external
AAA server. If the ePDG receives Legacy-Nak response containing EAP-GTC type from the UE (see

IETF RFC 3748 [29]) the ePDG may change the authentication and authorization procedure. If the ePDG does
not change the authentication and authorization procedure or if the ePDG receives a Legacy-Nak response not
containing EAP-GTC, the ePDG shall send an EAP-Failure to the UE.

NOTE: Thesignalling flows for authentication and authorization with an external AAA server are described in

3GPP TS 33.402[15].

If the IKE_AUTH request message contains a P-CSCF_RESELECTION_SUPPORT Notify payload as described in
subclause 8.2.9.4 and if the ePDG supports the P-CSCF restoration extension (see 3GPP TS 23.380 [66]), the ePDG
shall send a P-CSCF_RESELECTION_SUPPORT indication to the PGW.

If the ePDG supports emergency service, the ePDG shall send its capability indication of support emergency service to
the UE by including the EMERGENCY _SUPPORT Notify payload within an IKE_AUTH response message. The
content of the EMERGENCY _SUPPORT Notify payload is described in subclause 8.2.9.7.

7.4.1.2 Tunnel establishment not accepted by the network

During the tunnel establishment procedures, if the ePDG receives from the AAA Server the Authentication and
Authorization Answer message with the Result code |E (as specified in 3GPP TS 29.273 [17]):

a)

b)

©)

d)

€)

f)

9)

h)

DIAMETER_ERROR_USER_NO_NON_3GPP_SUBSCRIPTION, the ePDG shall include, in the IKE_AUTH
response message to the UE, a Notify payload with a Private Notify Message Type
NON_3GPP_ACCESS TO_EPC_NOT_ALLOWED as defined in subclause 8.1.2;

DIAMETER_ERROR_USER_UNKNOWN, the ePDG shall include, in the IKE_AUTH response message to
the UE, a Notify payload with a Private Notify Message Type USER_UNKNOWN as defined in subclause 8.1.2;

DIAMETER_AUTHORIZATION_REJECTED, the ePDG shall include, inthe IKE_AUTH response message
to the UE, a Notify payload with a Private Notify Message Type AUTHORIZATION_REJECTED as defined in
subclause 8.1.2;

DIAMETER_ERROR_RAT_TYPE_NOT_ALLOWED, the ePDG shall include, in the IKE_AUTH response
message to the UE, a Notify payload with a Private Notify Message Type RAT_TYPE_NOT_ALLOWED as
defined in subclause 8.1.2;

DIAMETER_UNABLE_TO_COMPLY, the ePDG shall include, in the IKE_AUTH response message to the
UE, a Notify payload with a Private Notify Message Type NETWORK _FAILURE as defined in subclause 8.1.2
and the ePDG may also include aBACKOFF_TIMER Notify payload of the IKE_AUTH response message;

DIAMETER_ERROR_ROAMING_NOT_ALLOWED, the ePDG shal include, in the IKE_AUTH response
message to the UE, a Notify payload with a Private Notify Message Type PLMN_NOT_ALLOWED as defined
in subclause 8.1.2;

DIAMETER_ERROR_USER_NO_APN_SUBSCRIPTION, the ePDG shall include, in the IKE_AUTH
response message to the UE, a Notify Payload with a Private Notify Message Type NO_APN_SUBSCRIPTION
as defined in subclause 8.1.2 and the ePDG may also include aBACKOFF_TIMER Notify payload of the
IKE_AUTH response message; or

DIAMETER_ERROR_ILLEGAL_EQUIPMENT, the ePDG shall include, inthe IKE_AUTH response message
to the UE, a Notify payload with a Private Notify Message Type ILLEGAL_ME as defined in subclause 8.1.2.

NOTE: Inthe casesa) through h), the ePDG still provides to the UE the information needed to authenticate the

ePDG.

During the tunnel establishment procedures, when the network has determined that the requested procedure cannot be
completed successfully due to a network failure, e.g. due to ePDG congestion, the ePDG:

a)

b)

shall include in the IKE_AUTH response message to the UE a Notify payload with a Private Notify Message
Type NETWORK _FAILURE as defined in subclause 8.1.2; and

may also include aBACKOFF_TIMER Notify payload of the IKE_AUTH response message.
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If NBM isused and if the ePDG needs to reject a PDN connection due to conditions as specified in

3GPP TS 29.273[17] or the network policies or the ePDG capabilities to indicate that no more PDN connection request
of the given APN can be accepted for the UE, the ePDG shall include, in the IKE_AUTH response message, a Notify
payload with a Private Notify Message Type PDN_CONNECTION_REJECTION as specified in subclause 8.1.2.
Additionally if the IKE_AUTH request message from the UE indicated Handover Attach as specified in

subclause 7.2.2, and the ePDG needs to reject aPDN connection for example due to the corresponding PDN GW
identity not received for the APN, the ePDG shall include, in the IKE_AUTH response message, a Notify payload with
a Private Notify Message Type "PDN_CONNECTION_REJECTION" as specified in subclause 8.1.2 and the
Notification Data field with the IP address information from the Handover Attach indication. If the UE indicated Initial
Attach, the Notification Data field shall be omitted.

If the ePDG needs to reject a PDN connection due to the network policies or capabilities to indicate that no more PDN
connection request with any APN can be accepted for the UE, the ePDG shall includein the IKE_AUTH response
message containing the IDr payload a Notify payload with a Private Notify Message Type
MAX_CONNECTION_REACHED as specified in subclause 8.1.2.

7.4.1A Liveness check

If the ePDG has not received any cryptographically protected IKEv2 or 1PSec message for the duration of the timeout
period for liveness check selected according to the local policy, the ePDG shall send an INFORMATIONAL request
with no payloads IETF RFC 7296 [28]. If an INFORMATIONAL response is not received, the ePDG shall deem the
IKEV2 security association to have failed, shall discard all states associated with the IKE SA and any child SAs that
were negotiated using that IKE SA as specified in IETF RFC 7296 [28] and shall inform the PGW and the 3GPP AAA
Server that the connection has been released.

7.4.1B Handling of NBIFOM

If the UE included the NBIFOM_GENERIC_CONTAINER Notify payload (see subclause 8.1.2.3) within the
IKE_AUTH request message, and if required by proceduresin 3GPP TS 24.161 [69], the ePDG shall include the same
Notify payload within the IKE_AUTH response message as specified in 3GPP TS 24.161 [69]. The ePDG shall set the
NBIFOM container contents field of the NBIFOM_GENERIC_CONTAINER Notify payload as specified in
3GPPTS24.161 [69].

7.4.1C Handling of N1 mode support

If the UE included the N1_MODE_CAPABILITY Notify payload (see subclause 8.1.2.3) within the IKE_AUTH
request message, the ePDG may include the N1._MODE_INFORMATION Notify payload and the

N1 MODE_S NSSAI_PLMN_ID Notify payload within the IKE_AUTH response message. The ePDG shall set the S
NSSAI Vauefield of the N1 MODE INFORMATION Notify payload to the SSNSSAI for the PDU session associated
with the IKEv2 security association if the SSNSSAI information for the PDU session indicated in the PDU session ID
field of the N1_MODE_CAPABILITY Notify payload is available. The ePDG shall set the SSNSSAI PLMN 1D field of
theN1_MODE_S NSSAI_PLMN_ID Notify payload to the PLMN ID that the S-NSSAI relates to for the PDU session
associated with the IKEv2 security association if the PLMN ID that the S-NSSAI relatesto is available for the PDU
session indicated in the PDU session ID field of the N1_MODE_CAPABILITY Notify payload.

7.4.2 Tunnel modification

7421 ePDG-initiated modification

The ePDG shall forward the list of available P-CSCF addresses received from the P-GW by including the
P_CSCF_IP6_ADDRESS attribute, the P_CSCF_IP4_ADDRESS attribute or both as specified in IETF RFC 7651 [64]
inthe CFG_REQUEST configuration payload within the INFORMATIONAL reguest to the UE as specified in

3GPP TS 23.380 [66].

If the ePDG-initiated modification procedure is triggered by NBIFOM proceduresin 3GPP TS 24.161 [69], the ePDG
shall include the NBIFOM_GENERIC_CONTAINER Notify payload (see subclause 8.1.2.3) in the
INFORMATIONAL request. The ePDG shall set the NBIFOM container contents field of the
NBIFOM_GENERIC_CONTAINER Notify payload as specified in 3GPP TS 24.161 [69].
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If the ePDG-initiated modification isinitiated by a UE-initiated modification, i.e. by areceived INFORMATIONAL
request message, then the ePDG shall include in the sent INFORMATIONAL request message a PT1 Notify payload as
specified in subclause 8.1.2.3 with the Related Message ID field set to the Message ID field of the received
INFORMATIONAL request message.

74272 ePDG behaviour towards UE-initiated modification

When receiving an INFORMATIONAL request containing the UPDATE_SA_ADDRESSES notification, the ePDG
shall check the validity of the IP address and update the IP address in the IKE security association with the values from
the IP header. The ePDG shall reply with an INFORMATIONAL response.

The ePDG may initiate a return routability check for the new address provided by the UE, by including a COOKIE2
notification in an INFORMATIONAL request and send it to the UE. When the ePDG receives the INFORMATIONAL
response from the UE, it shall check that the COOKIE2 notification payload is the same as the one it sent to the UE. If
it isdifferent, the ePDG shall close the IKE security association by sending an INFORMATIONAL reguest message
including a"DELETE" payload.

If no return routability check isinitiated by the ePDG, or if areturn routability check isinitiated and is successfully
completed, the ePDG shall update the |Psec security associations associated with the IKE security association with the
new address.

Upon of receipt of the NBIFOM_GENERIC_CONTAINER Notify payload (see subclause 8.1.2.3)in an
INFORMATIONAL request, the ePDG shall reply with an INFORMATIONAL response and if required by procedures
in 3GPP TS 24.161 [69], the ePDG shall include the NBIFOM_GENERIC_CONTAINER Notify payload in the
INFORMATIONAL response. The ePDG shall set the NBIFOM container contents field of the
NBIFOM_GENERIC_CONTAINER Notify payload as specified in 3GPP TS 24.161 [69].

7.4.3 Tunnel disconnection

7431 ePDG initiated disconnection

The ePDG shall use the procedures defined in the IKEv2 protocol (see IETF RFC 7296 [28]) to disconnect one or more
I Psec tunnelsto the UE. The ePDG shall close the incoming security associations associated with the tunnel and instruct
the UE to do likewise by sending the INFORMATIONAL request message including a"DELETE" payload. The
DELETE payload shall contain either:

i) Protocol ID setto"1" and no subsequent Security Parameter Indexesin the payload. Thisindicates that the IKE
security association, and all 1Psec ESP security associations that were negotiated within it between ePDG and
UE shall be deleted;

ii) if the IKEv2 multiple bearer PDN connectivity is not supported or not used in the PDN connection as determined
in subclause 7.4.6, the Protocol 1D set to "3" for ESP. The SECURITY PARAMETERS INDEXES sincluded in
the payload shall correspond to the particular incoming ESP SECURITY ASSOCIATION at the ePDG for the
given tunnel in question; or

i) if the IKEv2 multiple bearer PDN connectivity is used in the PDN connection as determined in subclause 7.4.6,
the Protocol 1D field of the DELETE payload is set to "3" for ESP and the SPI field of the DELETE payload
includes ePDG's ESP SPIs bound to each the S2b bearers of the PDN connection.

The INFORMATIONAL request message, in addition of the DELETE payload, may include the
REACTIVATION_REQUESTED_ CAUSE Notify payload.

If the ePDG receives the reactivation requested cause in a Delete Bearer Request over S2b, the ePDG shall include the
REACTIVATION_REQUESTED_CAUSE Notify payload in the INFORMATIONAL request message containing a
DELETE payload.

7.4.3.2 ePDG behaviour towards UE initiated disconnection

On receipt of the INFORMATIONAL reguest message including "DELETE" payload indicating that the UE is
initiating tunnel disconnect procedure, the ePDG shall:
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i) Closeall security associations identified within the DELETE payload (these security associations correspond to
outgoing security associations from the ePDG perspective). If no security associations were present in the
DELETE payload, and the protocol ID was set to "1", the ePDG shall close the IKE security association, and all
I Psec ESP security associations that were negotiated within it towards the UE; and

ii) TheePDG shall delete the incoming security associations corresponding to the outgoing security associations
identified in the "DELETE" payload.

The ePDG shall send an INFORMATIONAL response message. This shall contain alist of security associations deleted
in step (ii) above.

If the ePDG is unable to comply with the INFORMATIONAL request message, the ePDG shall send INFORMATION
response message with either:

i) aNOTIFY payload of type"INVALID_SPI", for the case that it could not identify one or more of the
SECURITY PARAMETERS INDEXES in the message from the UE; or

ii) amoregeneral NOTIFY payload type. This payload type is implementation dependent.

7.4.3.3 Local tunnel disconnection initiated by PGW

A PDN connection over untrusted WLAN over S2b can be released locally in the ePDG, i.e. without any peer-to-peer
signalling between the ePDG and the UE, based on the trigger received from the PGW, e.g. during the P-CSCF
restoration procedure for NBIFOM PDN connections (see 3GPP TS 23.380 [66]).

Upon receiving a request from PGW to release the resources for a PDN connection with cause "local release” (see
3GPP TS 29.274[50]) the ePDG shall:

a) closetherelated IKEV2 security association for the IPsec tunnel associated with this PDN connection; and

b) consider that the UE is no longer responding (see RFC 7296 [28]) and not send any messages to the UE.

7.4.4 Emergency session establishment

If the "IDr" payload containing the string "EMERGENCY", using capital |ettersonly, in the Identification Datais
included in the IKE_AUTH reguest message from the UE, the ePDG shall:

a) if:
1) anINTERNAL_|P4 ADDRESS attribute with the length field set to zero;
2) an INTERNAL_IP6_ADDRESS attribute with the length field set to zero; or
3) both of the above;

areincluded in the CFG_REQUEST Configuration Payload within the IKE_AUTH request message, handle the
session establishment as an emergency session establishment;

b) if:
1) anINTERNAL_IP4 ADDRESS attribute with the length field set to non-zero;
2) an INTERNAL_IP6_ADDRESS attribute with the length field set to non-zero; or
3) both of the above;

areincluded in the CFG_REQUEST Configuration Payload within the IKE_AUTH request message, handle the
session establishment as a handover of an emergency session;

c) inthe KE_AUTH response message, the ePDG shall not include the APN in the"IDr" payload; and

d) ignorethefact that the "EMERGENCY" string does not comply with the ID_FQDN ID Type, as described in
IETF RFC 7296 [28].

In addition, if the IKE tunnel establishment isinitiated for emergency session:
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1) if IMSI isprovided to the network but the ePDG receives from the AAA Server the Authentication and
Authorization Answer message with the Result code |E indicating DIAMETER_ERROR_USER_UNKNOWN
(see 3GPP TS 29.273 [17]), and thus the network considers the IMSI is unauthenticated:

- if the ePDG is configured to support unauthenticated emergency session over WLAN and Mobile Equipment
Identity signalling over untrusted WLAN, the ePDG shall request the IMEI from the UE using the Mobile
Equipment Identity signalling procedure by including the DEVICE_IDENTITY Notify payload in the
IKE_AUTH response message as specified in subclause 7.4.5; or

- if the ePDG is not configured to support unauthenticated emergency session over WLAN or the ePDG is not
configured to support Mobile Equipment Identity signalling over untrusted WLAN, the ePDG shall reject the
requested PDN connection for emergency session. The ePDG shall include, inthe IKE_AUTH response
message, a Notify payload with a Private Notify Message Type
"UNAUTHENTICATED_EMERGENCY_NOT_SUPPORTED" as specified in subclause 8.1.2; or

2) if IMSI isnot provided to the network and the UE's IMEI is used as the User Identity in the IDi payload of the
IKE_AUTH request message:

- if the ePDG is configured to support emergency services from unauthenticated UE and the local policies and
regulations alow unauthenticated emergency sessions, the ePDG forwards the EAP payload received from
the UE to the 3GPP AAA Server serving the specific domain indicated in the realm part of NAI in the IDr
payload; or

- if the ePDG isnot configured to support emergency services from unauthenticated UE or if the local policies
and regulations do not allow unauthenticated emergency sessions, the ePDG shall reject the emergency
services reguest from the UE with the Notify Message Type IMEI_NOT_ACCEPTED as specified in
subclause 8.1.2.2.

7.4.5 Mobile identity signaling

If the network supports Mobile Equipment Identity signalling over untrusted WLAN, the ePDG may request the UE to
provide the Mobile Equipment Identity by including the DEVICE_IDENTITY Notify payload with the Identity Type
field set to either 'IMEI" or 'IMEISV' and an empty Identity Value field in:

- thelKE_AUTH response message to the initial IKE_AUTH request message received from the UE during the
IKEv2 authentication and security association establishment; or

- the INFORMATIONAL regquest message at any time after successful IPSec tunnel establishment.
If the ePDG receives the following response message from the UE:

- theIKE_AUTH request message with the DEVICE_IDENTITY Notify payload; or

- the INFORMATIONAL response message with the DEVICE_IDENTITY Notify payload,

and the Identity Type field set to either 'IMEI" or 'IMEISV' and the Identity VValue is not empty, the ePDG shall forward
the received IMEI or IMEISV identity to the 3GPP AAA server as specified in 3GPP TS 29.273 [17] and to the PDN
GW as specified in 3GPP TS 29.275 [18] and 3GPP TS 29.274 [50].

7.4.6 IKEv2 multiple bearer PDN connectivity

7.46.1 General
The ePDG may support the IKEv2 multiple bearer PDN connectivity.

If the ePDG supports the IKEv2 multiple bearer PDN connectivity, then the ePDG shall perform handling specified in
the present subclause. Otherwise the ePDG does not perform handling specified in the present subclause and remaining
subclauses of the parent subclause of the present subclause.

If the IKE_AUTH request message contains an IKEV2_MULTIPLE_BEARER_PDN_CONNECTIVITY Notify
payload as specified in subclause 8.2.9.9 and the ePDG decides to use the IKEv2 multiple bearer PDN connectivity in
the PDN connection of the IKE SA being established by the IKE_AUTH request message according to local policy, the
ePDG shall consider that the IKEv2 multiple bearer PDN connectivity is used in the PDN connection.
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If the IKEv2 multiple bearer PDN connectivity isused in the PDN connection, then the ePDG shall perform the
handling specified in remaining subclauses of the parent subclause of the present subclause. Otherwise the ePDG does
not perform the handling specified in remaining subclauses of the parent subclause of the present subclause.

7.4.6.2 Maintained information

The ePDG shall maintain a binding of an ePDG's ESP SPI and a UE's ESP SPI to each S2b bearer of the PDN
connection.

7.4.6.3 Control plane procedures

7.4.6.3.1 General

Parent subclause of the present subclause describe control plane procedures for the IKEv2 multiple bearer PDN
connectivity.

7.4.6.3.2 Establishment of IKEv2 SA and initial IPSec ESP tunnel
Inthe IKE_AUTH response message establishing an IKE SA of the PDN connection:

a) theePDG shall include an EPS_QOS Notify payload as specified in subclause 8.2.9.10 indicating the EPS QoS
of the default S2b bearer of the PDN connection;

b) the ePDG may include an EXTENDED_EPS QOS Notify payload as specified in subclause 8.2.9.10A
indicating the extended EPS QoS of the default S2b bearer of the PDN connection;

c) theePDG may include an APN_AMBR Notify payload as specified in subclause 8.2.9.13 indicating the APN-
AMBR of the PDN connection; and

d) if the APN_AMBR Notify payload isincluded, the ePDG may include an EXTENDED_APN_AMBR Notify
payload as specified in subclause 8.2.9.14 indicating the extended APN-AMBR of the PDN connection

.Upon sending the IKE_AUTH response message, the ePDG shall bind the ePDG's ESP SPI created by the IKE_AUTH
request/response pair and the UE's ESP SPI created by the IKE_AUTH request/response pair to the default S2b bearer
of the PDN connection.

7.4.6.3.3 Establishment of an additional IPSec ESP tunnel

If adedicated S2b bearer of the PDN connection is activated, the ePDG shall send a CREATE_CHILD_SA request
message in the IKE SA of the PDN connection. Inthe CREATE_CHILD_SA request message:

a) theePDG shall include an EPS_QOS Notify payload as specified in subclause 8.2.9.10 indicating the EPS QoS
of the dedicated S2b bearer of the PDN connection;

b) the ePD