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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI membersand non-members, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not congtitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword

This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities, UMTS identities or
GSM identities. These should be interpreted as being references to the corresponding ETSI deliverables.

The cross reference between GSM, UMTS, 3GPP and ETS! identities can be found under
http://webapp.etsi.org/key/queryform.asp.

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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Foreword
This Technical Specification has been produced by the 3 Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document defines a call control protocol for use in the IP Multimedia (IM) Core Network (CN) subsystem
based on the Session Initiation Protocol (SIP), and the associated Session Description Protocol (SDP).

The present document is applicable to:
- theinterface between the User Equipment (UE) and the Call Session Control Function (CSCF);
- theinterface between the CSCF and any other CSCF;
- theinterface between the CSCF and an Application Server (AS);
- theinterface between the CSCF and an 1SC gateway function;
- theinterface between the | SC gateway function and an Application Server (AS);
- theinterface between the CSCF and the Media Gateway Control Function (MGCF);
- theinterface between the S-CSCF and the Multimedia Resource Function Controller (MRFC);
- theinterface between the Application Server (AS) and the Multimedia Resource Function Controller (MRFC);
- theinterface between the S-CSCF and the Media Resource Broker (MRB);
- theinterface between the AS and the MRB;
- theinterface between the MRB and the MRFC;
- theinterface between the CSCF and the Breakout Gateway Control Function (BGCF);
- theinterface between the BGCF and the MGCEF,;
- theinterface between the CSCF and an IBCF;
- theinterface between the IBCF and AS, MRFC or MRB;
- theinterface between the E-CSCF and the Location Retrieval Function (LRF);
- theinterface between the BGCF and any other BGCF;
- theinterface between the CSCF and an external Multimedia I P network;
- theinterface between the E-CSCF and the EATF;
- theinterface between the P-CSCF and the ATCF;
- theinterface between the ATCF and the I-CSCF;
- theinterface between the ATCF and the IBCF; and
- theinterface between the transit function and the AS.

Where possible the present document specifies the requirements for this protocol by reference to specifications
produced by the IETF within the scope of SIP and SDP. Where thisis not possible, extensionsto SIP and SDP are
defined within the present document. The document has therefore been structured in order to allow both forms of
specification.

AstheIM CN subsystem is designed to interwork with different IP-Connectivity Access Networks (IP-CANS), the IP-
CAN independent aspects of the IM CN subsystem are described in the main body and annex A of this specification.
Aspects for connecting a UE to the IM CN subsystem through specific types of IP-CANSs are documented separately in
the annexes or in separate documents.

The document also specificies HTTP for use by an AS and by an MRB in support of the provision of mediaresources.

The document also specifies media-related requirements for the NAT traversal mechanisms defined in this
specification.
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The present document covers only the usage of SIP and SDP to communicate with the enitities of the IM

CN subsystem. It is possible, and not precluded, to use the capabilities of IP-CAN to allow atermina
containing a SIP UA to communicate with SIP servers or SIP UAs outside the IM CN subsystem, and
therefore utilise the services provided by those SIP servers. The usage of SIP and SDP for communicating
with SIP servers or SIP UAs outside the IM CN subsystem is outside the scope of the present document.

2
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3 Definitions and abbreviations
3.1 Definitions

For the purposes of the present document, the following terms and definitions apply.

Country: For the purposes of emergency service URNsin the present document, i.e. a service URN with atop-level
servicetype of "sos" as specified in RFC 5031 [69], an 1SO 3166-1 alpha-2 code as specified in 1SO 3166-1 [207] is
used to identify aregion or a country.

Entry point: In the case that "border control concepts’, as specified in 3GPP TS 23.228 [7], are to be applied inan IM
CN subsystem, then these are to be provided by capabilities within the IBCF, and the IBCF acts as an entry point for
this network (instead of the I-CSCF). In this case the IBCF and the I-CSCF can be co-located as a single physical node.
If "border control concepts” are not applied, then the I-CSCF is considered as an entry point of a network. If the P-
CSCF isin the home network, then the I-CSCF is considered as an entry point for this document. Similary, in case that
"border control concepts’, as specified in 3GPP TS 23.218 [5], are to be applied in an 1SC interface, then these are to be
provided by capabilities within the | SC gateway function, and the ISC gateway function acts as an entry point for this
network.

Exit point: If operator preference requires the application of "border control concepts' as specified in

3GPP TS 23.228 [ 7], then these are to be provided by capabilities within the IBCF, and requests sent towards another
network are routed via alocal network exit point (IBCF), which will then forward the request to the other network
(discovering the entry point if necessary). Similary, in case that "border control concepts’, as specified in
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3GPP TS 23.218 [5], are to be applied in an ISC interface, then these are to be provided by capabilities within the ISC
gateway function, and requests sent towards another network are routed viaaloca network exit point (ISC gateway
function).

Geo-local number: Either a geo-local service number as specified in 3GPP TS 23.228 [7] or a number in non-
international format according to an addressing plan used at the current physical location of the user.

Home-local number: Either a home local service number as specified in 3GPP TS 23.228 [7] or a number in non-
international format according to an addressing plan used in the home network of the user.

Main URI: In the case that the UE supports RFC 6140 [191] and performs the functions of an external attached
network, the main URI isthe URI which is used for the registration procedures in the To header of the REGISTER
request as specified in RFC 6140 [191]; it represents the public user identities associated to that UE.

Newly established set of security associations: Two pairs of 1Psec security associations that have been created at the
UE and/or the P-CSCF after the 200 (OK) response to a REGISTER request was received.

Old set of security associations: Two pairs of 1Psec security associations still in existence after another set of security
associations has been established due to a successful authentication procedure.

Temporary set of security associations. Two pairs of |Psec security associations that have been created at the UE
and/or the P-CSCF, after an authentication challenge within a 401 (Unauthorized) response to a REGISTER request was
received. The SIP level lifetime of such created security associations will be equal to the value of reg-await-auth timer.

Integrity protected: See 3GPP TS 33.203 [19]. Where arequirement exists to send information "integrity-protected"
the mechanisms specified in 3GPP TS 33.203 [19] are used for sending the information. Where a requirement exists to
check that information was received "integrity-protected”, then the information received is checked for compliance with
the procedures as specified in 3GPP TS 33.203 [19].

Instance ID: An URN generated by the device that uniquely identifies a specific device amongst all other devices, and
does not contain any information pertaining to the user (e.g., in GPRS instance ID appliesto the Mobile Equipment
rather than the UICC). The public user identity together with the instance ID uniquely identifies a specific UA instance.
If the device has an IMEI available, it generates an instance ID based on its IMEI as defined in 3GPP TS 23.003 [3]
clause 13. If the device hasan MEID as defined in 3GPP2 S.R0048-A [86F] available, it generates an instance 1D based
on its MEID as defined in RFC 8464 [187]. If the device does not have an IMEI available and does not have an MEID
available, the instance ID is generated as a string representation of a UUID asa URN as defined in RFC 4122 [154].

Resour ce reser vation: Mechanism for reserving bearer resources that is required for certain access technologies.

Local preconditions. The indication of segmented status preconditions for the local reservation of resources as
specified in RFC 3312 [30].

AliasURI, Alias SIP URI: A URI isan alias of another URI if the treatment of both URIsisidentical, i.e. both URIs
belong to the same set of implicitly registered public user identities, and are linked to the same service profile, and are
considered to have the exact same service configuration for each and every service.

NOTE 1: The S-CSCF recognizesthat a given URI is an alias of another URI using the grouping sent from the HSS
(see 3GPP TS 29.228 [14]).

Globally Routeable SIP URI: a SIP URI of which the hostname part can be resolved to the | P address of the entry
entity of the network reponsible for the identity represented by the userpart.

Initial registration: The registration procedure for a public user identity initiated by the UE in the absence of any valid
registration.

Registration expiration interval: Anindication on how long aregistration is valid, indicated using the Expires header
field, or the "expires' header field parameter within the Contact header field, according to the procedures specified in
RFC 3261 [26].

Re-registration: The registration procedure initiated by the UE to refresh or update an already existing registration for
apublic user identity.

Registration of an additional public user identity: The registration procedure initiated by the UE to explicitly register
an additional public user identity during the life time of the registration of another registered public user identity, where
both public user identities have the same contact address and P-CSCF.

ETSI



3GPP TS 24.229 version 12.23.0 Release 12 45 ETSI TS 124 229 V12.23.0 (2019-04)

Emergency registration: A specia registration that relates to binding of a public user identity to a contact address used
for emergency service.

Initial emergency registration: An emergency registration that is also aninitial registration.
Emergency reregistration: An emergency registration that is also areregistration.

Back-to-Back User Agent (B2BUA): Asgivenin RFC 3261 [26]. In addition, for the usage in the IM CN subsystem, a
SIP element being able to handle a collection of "n" User Agents (behaving each one as UAC and UAS, according to
SIP rules), which are linked by some application logic that is fully independent of the SIP rules.

UE private | P address: It is assumed that the NAT device performs network address translation between a private and
apublic network with the UE located in the private network and the IM CN subsystem in the public network. The UE is
assumed to be configured with a private IP address. This address will be denoted as UE private | P address.

UE public | P address: The NAT device is assumed to be configured with one (or perhaps more) public address(es).
When the UE sends a request towards the public network, the NAT replaces the source address in the | P header of the
packet, which contains the UE private | P address, with a public IP addressed assigned to the NAT. This address will be
denoted as UE public | P address.

Encapsulating UDP header: For the purpose of performing UDP encapsulation according to RFC 3948 [63A] each
I Psec ESP packet is wrapped into an additional UDP header. This header is denoted as Encapsulating UDP header.

Port_Uenc: In most residential scenarios, when the NAT device performs address trangdlation, it also performs
trandation of the source port found in the transport layer (TCP/UDP) headers. Following RFC 3948 [63A], the UE will
use port 4500 as source port in the encapsulating UDP header when sending a packet. This port istranslated by the
NAT into an arbitrarily chosen port number which is denoted as port_Uenc.

M ultipleregistrations: An additional capability of the UE, P-CSCF and S-CSCF, such that the UE (as identified by the
private user identity and instance-id), can create multiple simultaneous registration bindings (flows), associated with
one or more contact addresses, to any public user identity, Without this capability, a new registration from the UE for a
public user identity replaces the existing registration binding, rather than merely creating an additional binding.

IMSflow set: AnIMSflow set isaset of flows as defined in RFC 5626 [92]. The flowsin an IMS flow set are
determined by a combination of transport protocol, IP addresses, and ports. An IMS flow set is established by a
successful IMS registration procedure.

NOTE 2: For IPsec, the ports associated with the flow set include protected client ports and protected server ports
asdefined in 3GPP TS 33.203[19] and an IMS flow set is made up of the following four flows:

- Flow 1: (IP address UE, port_uc) <--> (1P address P-CSCF, port_ps) over TCP;
- Flow 2: (IP address UE, port_uc) <--> (IP address P-CSCF, port_ps) over UDP;
- Flow 3: (IP address UE, port_us) <--> (1P address P-CSCF, port_pc) over TCP; and
- Flow 4: (IP address UE, port_us) <--> (1P address P-CSCF, port_pc) over UDP.

NOTE 3: For IPsec, according to 3GPP TS 33.203 [19], the P-CSCF can only select among flows 1, 3, or 4 when
forwarding reguests towards the UE, where flow 1 isonly possible in case of TCP connection re-use.
According to 3GPP TS 33.203 [19], flow 2 isonly used for UE originated requests and corresponding
responses. The P-CSCF uses flow 2 to identify the correct IMS flow set.

NOTE 4: AnIMSflow set can be considered as arealisation of alogical flow as used in RFC 5626 [92]. But this
definition does not depend on any particular definition of alogical flow.

NOTE5: For TLS, the ports associated with the flow set include a protected client port and a protected server port
and an IMS flow set is made up of the following flow:

- (IPaddress UE, port) <--> (IP address P-CSCF, port) over TCP.
NOTE 6: For SIP digest without TLS, an IMS flow set is as defined in RFC 5626 [92].

IMSflow token: A IMS flow token is uniquely associated with aIM S flow set. When forwarding a request destined
towards the UE, the P-CSCF selects the flow from the IMS flow set denoted by the IM S flow token as appropriate
according to 3GPP TS 33.203 [19] and RFC 3261 [26].
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IP Association: A mapping at the P-CSCF of a UE's packet source | P address, the "sent-by" parameter in the Via
header field, and, conditionally, the port with the identities of the UE. This association corresponds to the IP address
check table specified in 3GPP TS 33.203 [19].

Authorised Resource-Priority header field: a Resource-Priority header field that is either received from another
entity in the trust domain relating to the Resource-Priority header field, or which has been identified as generated by a
subscriber known to have such priority privileges for the resource priority namespace and level of priority used within
that namespace.

Temporarily authorised Resour ce-Priority header field: a Resource Priority header field that has been temporarily
approved by the P-CSCF, the S-CSCF, or an IBCF. Temporarily authorised Resource-Priority heaer field appearsin an
INVITE request only, and is applied only in the direction P-CSCF to S-CSCF to AS, S-CSCF to AS, or IBCFto S
CSCF to AS, for the request, and the reverse direction for 1xx responses to that request. Subseguent requestsin the
same dialog will require an authorised Resource-Priority header field in order to obtain priority privileges. It is only
valid when al entities are in the same trust domain for the Resource-Priority header field.

Networ k-initiated resour ce reservation: A mechanism of resource reservation where the IP-CAN on the behalf of
network initiates the resources to the UE.

P-CSCF restoration procedures: the procedures for the IP-CAN and the UE to handle P-CSCF service interruption
scenarios (see 3GPP TS 23.380 [7D]).

HSS based P-CSCF restoration procedures: the procedures for the IP-CAN, the IM CN subsystem, the PCRF and the
UE to handle P-CSCF service interruption scenarios (see 3GPP TS 23.380 [7D]).

PCRF based P-CSCF restor ation procedures. the procedures for the IP-CAN, the IM CN subsystem, the PCRF and
the UE to handle P-CSCF service interruption scenarios (see 3GPP TS 23.380 [7D]).

Public network traffic: traffic sent to the IM CN subsystem for processing according to normal rules of the NGN. This
type of traffic is known as public network traffic.

Private network traffic: traffic sent to the IM CN subsystem for processing according to an agreed set of rules specific
to an enterprise. Thistype of traffic is known as private network traffic. Private network traffic is normally within a
single enterprise, but private network traffic can also exist between two different enterprisesif not precluded for
regulatory reasons.

NOTE 7: AnIP-PBX or gpplication functionality within the IM CN subsystem can change private network traffic
to public network traffic and vice versa, by functionality known as "breakout" or "breakin" to the private
network. As such a SIP transaction can be varioudly private network traffic and public network traffic on
different hops across a SIP network.

Priviledged sender: A priviledged sender is allowed to send SIP messages where the identities in P-Asserted-ldentity
will be passed on in the P-CSCF and are not subject to further processing in the P-CSCF.

S-CSCF restoration procedures: the procedures for the IM CN subsystem and the UE to handle S-CSCF service
interruption scenarios (see 3GPP TS 23.380 [ 7D]).

L oopback routeing: A method of routeing a SIP request back to the visited network for local breakout according to the
roaming architecture for voice over IMS with local breakout as specified in 3GPP TS 23.228 [7].

UE performing the functions of an external attached network: an independent network connected to an IMS
network over the Gm interface, through a single point and which is seen by the IMS network as a specific UE; e.g. an
IP-PBX.

Static M ode of Operation: amode of operation where the UE performing the functions of an external attached
network does not initiate any IMS level registration procedures towards the operator IMS.

Canonical form of a SIP URI: Canoncial form of a SIP URI takes the form "sip:username@domain” as specified in
RFC 3261 [26] subclause 10.3. SIP URI comparisons are performed as defined in RFC 3261 [26] subclause 19.1.4.

Originating home network: the home network of a user originating a transaction, and if applicable, the associated
dialog.

Originating visited network: the visited network of a user originating atransaction, and if applicable, the associated
dialog.
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Terminating home network: the home network of a user terminating atransaction, and if applicable, the associated
dialog.

Terminating visited network: the visited network of a user terminating a transaction, and if applicable, the associated
dialog.

Type of emergency service: The type of emergency service is either an emergency call type standardized by 3GPP (see
3GPP TS 22.101 [8] subclause 10.1) or asimilar capability not standardised by 3GPP and defined by national

regulatory requirements. The generic (sos) service, identified by urn:service:sos, does not have a type of emergency
service (even though usage of the generic (sos) service in the emergency call is defined).

For the purposes of the present document, the following terms and definitions given in RFC 1594 [20B] apply.
Fully-Qualified Domain Name (FQDN)

For the purposes of the present document, the following terms and definitions given in RFC 3261 [26] apply (unless
otherwise specified see clause 6).

Client

Dialog

Final response

Header

Header field

L ooserouteing

M ethod

Option-tag (see RFC 3261 [26] subclause 19.2)
Provisional response

Proxy, proxy server

Recursion

Redirect server

Registrar

Request

Response

Server

Session

(SIP) transaction

Stateful proxy

Stateless proxy

Status-code (see RFC 3261 [26] subclause 7.2)
Tag (see RFC 3261 [26] subclause 19.3)
Target Refresh Request

User agent client (UAC)

User agent server (UAS)

User agent (UA)

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.002 [2]
subclause 4.1.1.1 and subclause 4a.7 apply:

3GPP AAA proxy

3GPP AAA server

Breakout Gateway Control Function (BGCF)

Call Session Control Function (CSCF)

Home Subscriber Server (HSS)

Location Retrieval Function (LRF)

Media Gateway Control Function (M GCF)

M SC Server enhanced for IM S centralized services
M ultimedia Resour ce Function Processor (M RFP)
Packet Data Gateway (PDG)

Subscription Locator Function (SLF)

WLAN UE

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.122 [4C] apply:
Home PLMN (HPLMN)
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Visited PLMN (VPLMN)

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.218 [5]
subclauses 3.1, 8 and 13 apply:

Filter criteria

Initial filter criteria

Initial request

I SC gateway function

M edia Resour ce Broker (M RB)

M ultimedia Resour ce Function Controller (M RFC)
Standalone transaction

Subsequent request

For the purposes of the present document, the following terms and definitions givenin 3GPP TS 23.228 [7]
subclauses 3.1, 4.3.3.1, 4.3.6, 4.6, 4.13, 4.15a, 5.2, 5.4.12.1, 5.10 and annex U apply:

Border control concepts

Geo-local service number

Home local service number

Implicit registration set

I nter connection Border Control Function (IBCF)
Interrogating-CSCF (I-CSCF)

IM S Application Level Gateway (IMS-ALG)
IM S application reference

IM S Application Reference I dentifier (IARI)
M S communication service

IMS Communication Service Identifier (ICSI)
L ocal service number

| P-Connectivity Access Network (IP-CAN)
P-CSCF enhanced for WebRTC (eP-CSCF)
Poalicy and Charging Rule Function (PCRF)
Private user identity

Proxy-CSCF (P-CSCF)

Public Service I dentity (PSI)

Public user identity

Roaming Ar chitecturefor Voice over IMSwith Local Breakout
Serving-CSCF (S-CSCF)

Statically pre-configured PS

WebRTC IMS Client (WIC)

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.292 [7C] apply:

ICSUE
SCC AS

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.167 [4B] apply:

Emergency-CSCF (E-CSCF)
Geogr aphical location information
L ocation identifier

L ocation infor mation

For the purposes of the present document, the following terms and definitions given in 3GPP TR 33.203 [19] apply:

GPRS-IM S-Bundled Authentication (GIBA)
Port_pc

Port_ps

Port_uc

Port_us

Protected server port

Protected client port

spi_uc

spi_us
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For the purposes of the present document, the following terms and definitions given in 3GPP TR 21.905 [1] apply:

IMS Credentials (IMC)

International Maobile Equipment | dentity (IMEI)
IMSSIM (ISIM)

Serial NumbeR (SNR)

Type Approval Code (TAC)

Universal Integrated Circuit Card (UICC)
Universal Subscriber Identity Module (USIM)
User Equipment (UE)

For the purposes of the present document, the following terms and definitions given in RFC 2401 [20A] Appendix A
apply:

Security association

A number of different security associations exist within the IM CN subsystem and within the underlying access
transport. Within this document this term specifically appliesto either:

i) the security association that exists between the UE and the P-CSCF. For this usage of the term, the term
"security association" only appliesto IPsec. Thisisthe only security association that has direct impact on SIP; or

ii) the security association that exists between the WLAN UE and the PDG. This s the security association that is
relevant to the discussion of Interworking WLAN as the underlying IP-CAN.

For the purposes of the present document, the following terms and definitions givenin 3GPP TS 23.234 [7A] apply.
Interworking WLAN

For the purposes of the present document, the following terms and definitions given in ITU-T E.164 [57] apply:
I nternational public telecommunication number

For the purposes of the present document, the following terms and definitions given in RFC 5012 [91] apply:
Emergency serviceidentifier
Emergency service URN

Public Safety Answering Point (PSAP)
PSAP URI

For the purposes of the present document, the following terms and definitions given in RFC 5627 [93] apply:
Globally Routable User Agent URI (GRUU)

For the purposes of the present document, the following terms and definitions given in RFC 5626 [92] apply:
Flow

For the purposes of the present document, the following terms and definitions given in RFC 4346 [122] appendix B
apply:

TL S session

For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.292 [80] apply:
CSmedia

For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.301 [8]] apply:

IMSVoice over PS Session (IM SVoPS) indicator
Persistent EPS bearer context

For the purposes of the present document, the following terms and definitions given in 3GPP TS 33.328 [19C] apply:

End-to-access edge security
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For the purposes of the present document, the following terms and definitions given in 3GPP2 S.R0048-A v4.0 [86F]
apply:

M obile Equipment Identity (M EID)
M anufacturer code
Serial number

For the purposes of the present document, the following terms and definitions given in 3GPP TS 24.302 [8U] apply:

3.2

For the purposes of the present document, the following abbreviations apply:

Restrictive non-3GPP access networ k
Firewall traversal tunnel

Ixx A status-code in the range 101 through 199, and excluding 100
2XX A status-code in the range 200 through 299
AAA Authentication, Authorization and Accounting
APN Access Point Name

AS Application Server

ATCF Access Transfer Control Function

AUTN Authentication TokeN

AVP Attribute-Value Pair

B2BUA Back-to-Back User Agent

BFCP Binary Floor Control Protocol

BGCF Breakout Gateway Control Function

c conditional

BRAS Broadband Remote Access Server

CCF Charging Collection Function

CDF Charging Data Function

CDR Charging Data Record

CK Ciphering Key

CN Core Network

CPC Calling Party's Category

CSCF Call Session Control Function

DHCP Dynamic Host Configuration Protocol
DNS Domain Name System

DOCSIS Data Over Cable Service Interface Specification
DTD Document Type Definition

DTLS Datagram Transport Layer Security

DTMF Dual Tone Multi Frequency

DVB Digital Video Broadcast

DVB-RCS2 Second Generation DVB Interactive Satellite System
e2ae-security  End-to-access edge security

EATF Emergency Access Transfer Function

EC Emergency Centre

ECF Event Charging Function

ECI E-UTRAN Cell Identity

ECN Explicit Congestion Notification

E-CSCF Emergency CSCF

EF Elementary File

eP-CSCF P-CSCF enhanced for WebRTC

EPS Evolved Packet System

FAP cdma2000® 1x Femtocell Access Point
FQDN Fully Qualified Domain Name

GBA Generic Bootstrapping Architecture

GCID GPRS Charging Identifier

GGSN Gateway GPRS Support Node

GPON Gigabit-capable Passive Optical Networks
GPRS General Packet Radio Service

GRUU Globally Routable User agent URI

Abbreviations
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GSTN General Switched Telephone Network
HPLMN Home PLMN
HSS Home Subscriber Server
HTTP HyperText Transfer Protocol
[ irrelevant
IARI IMS Application Reference Identifier
IBCF Interconnection Border Control Function
ICE I nteractive Connectivity Establishment
I-CSCF Interrogating CSCF
ICS I mplementation Conformance Statement
ICID IM CN subsystem Charging Identifier
ICSI IMS Communication Service ldentifier
ID I dentifier
IK Integrity Key
IM IP Multimedia
IMC IMS Credentials
IMEI International Mobile Equipment Identity
IMS IP Multimedia core network Subsystem
IMSAGW IMS Access Gateway
IMS-ALG IMS Application Level Gateway
IMSI International Mobile Subscriber Identity
IMSVoPS IMS Voice over PS Session
[e]] Inter Operator Identifier
IP Internet Protocol
IP-CAN | P-Connectivity Access Network
| Psec I P security
IPv4 Internet Protocol version 4
IPv6 Internet Protocol version 6
ISC IP Multimedia Subsystem Service Control
ISIM IM Subscriber Identity Module
I-WLAN Interworking — WLAN
IWF Interworking Function
KMS Key Management Service
LRF Location Retrieval Function
m mandatory
MAC Message Authentication Code
MCC Mobile Country Code
MEID Mobile Equipment | Dentity
MGCF Media Gateway Control Function
MGW Media Gateway
MNC Mobile Network Code
MRB Media Resource Broker
MRFC Multimedia Resource Function Controller
MRFP Multimedia Resource Function Processor
MSC Mobile-services Switching Centre
MSRP Message Session Relay Protocol
n/a not applicable
NAI Network Access Identifier
NAP)T Network Address (and Port) Trandation
NASS Network Attachment Subsystem
NAT Network Address Trandation
NCC Network Control Center
NCC_ID Network Control Center Identifier
NP Number Portability
o] optional
OCF Online Charging Function
OLlI Originating Line Information
OMR Optimal Media Routeing
PCRF Policy and Charging Rules Function
P-CSCF Proxy CSCF
PDG Packet Data Gateway
PDN Packet Data Network
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PDP Packet Data Protocol

PDU Protocol Data Unit

P-GW PDN Gateway

PICS Protocol |mplementation Conformance Statement
PIDF-LO Presence Information Data Format Location Object
PLMN Public Land Mobile Network

PSAP Public Safety Answering Point

PSI Public Service Identity

PSTN Public Switched Telephone Network

QCl QoS Class |dentifier

QoS Quiality of Service

RAND RANDom challenge

RCS Return Channel via Satellite

RCST Return Channel via Satellite Terminal
RES RESponse

RTCP Real-time Transport Control Protocol
RTP Real-time Transport Protocol

SAC Service Area Code

SAl Service Area ldentifier

S-CSCF Serving CSCF

SCTP Stream Control Transmission Protocol
SDES Session Description Protocol Security Descriptions for Media Streams
SDP Session Description Protocol

SbuU Service Data Unit

SIP Session Initiation Protocol

SLF Subscription Locator Function

SNR Serial Number

SQN SeQuence Number

STUN Session Traversal Utilitiesfor NAT

SVN Satellite Virtual Network

SVN-MAC SVN Medium Access Control label

TAC Type Approval Code

TFT Traffic Flow Template

TURN Traversal Using Relay NAT

TP Telepresence

TLS Transport Layer Security

TRF Transit and Roaming Function

UA User Agent

UAC User Agent Client

UAS User Agent Server

UDPTL UDP Transport Layer

UDVM Universal Decompressor Virtual Machine
UE User Equipment

uicC Universal Integrated Circuit Card

URI Uniform Resource Identifier

URL Uniform Resource Locator

URN Uniform Resource Name

USAT Universal Subscriber Identity Module Application Toolkit
UsSIM Universal Subscriber Identity Module
VPLMN Visited PLMN

WebRTC Web Real-Time Communication

wIC WebRTC IMS Client

WLAN Wireless Local Area Network

X prohibited

xDSL Digital Subscriber Line (all types)
XGPON1 10 Gigabit-capable Passive Optical Networks
XMAC expected MAC

XML eXtensible Markup Language
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3A Interoperability with different IP-CAN

TheIM CN subsystem can be accessed by UEs resident in different types of IP-CAN. The main body of this document,
and annex A, are genera to UEsand IM CN subsystems that are accessed using any type of |P-CAN. Requirements that
are dependent on the type of |P-CAN are covered in annexesB, D, E,H,L, M, O, Q,Rand S.

At any given time, for agiven SIP transaction or dialog, the UE sees only one type of IP-CAN, as reported to it by the
lower layers. The UE follows the procedures of the IP-CAN specific annex related to the last type of IP-CAN reported,
even if it is different to one used previoudly. In particular, handover at the radio layers between two different access
technologies can result in such a change while the dialog or transaction proceeds.

At any given time, for agiven SIP transaction or dialog, the P-CSCF sees only one type of IP-CAN, as determined by
interface to a particular resource architecture, e.g. policy and charging control, and by the access technology reported to
it over that interface, or in the absence of this, by preconfiguration in the system. The P-CSCF follows the procedures of
the IP-CAN specific annex related to the last type of IP-CAN determined, even if it is different to one used previoudly.
In particular, handover at the radio layers between two different access technologies can result in such a change while
the dialog or transaction proceeds.

It isthe responsibility of the IP-CAN to ensure that usage of different bearer resources are synchronised on the
handover from one IP-CAN to another, e.g. so that a signalling bearer provided by one IP-CAN isasignalling bearer (if
provided by that IP-CAN) after handover, and that the appropriate QoS and resource reservation exists after handover.
Thereisno SIP signalling associated with handover at the IP-CAN, and therefore no change in SIP state at one entity is
signalled to the peer SIP entity when handover occurs.

In particular the following constraints exist that can have an impact on P-CSCF usage:

1) some IP-CANSs can explicitly label abearer asa signalling bearer, while others provide a bearer that has
appropriate QoS, but no explicit labelling. Therefore if handover occurs from an IP-CAN with explicit labelling,
to an IP-CAN with no explicit labelling, and then back to an IP-CAN with explicit labelling, the signalling will
then be on a bearer that is not explicitly labelled; and

2) some IP-CANSs support signalling of grouping of media within particular bearers, while others do not. Therefore
if handover occurs from an IP-CAN with grouping, to an IP-CAN with no grouping, and then back to an IP-CAN
with grouping, the signalled grouping can have been lost.

When a UE supports multiple IP-CANS, but does not support handover between those |P-CANSs, the annex specific to
that IP-CAN applies unmodified.

Where handover between IP-CANSs occurs without areregistration in the IM CN subsystem, the same identies and
security credentials for access to the IM CN subsystem are used before and after the handover.

At the P-CSCF, the access technology can variously use the PCRF or NASS in support of both signalling and media
bearer provision (or indeed use neither). How to determine which appliesis up to network dependent rules, but can be
specific to the access technology used by each different UE. Not all access technologies are defined for use with NASS,
and not all access technologies are defined for use with the PCRF.

4 General

4.1 Conformance of IM CN subsystem entities to SIP, SDP and
other protocols

SIP defines a number of roles which entities can implement in order to support capabilities. These roles are defined in
annex A.

Each IM CN subsystem functional entity using an interface at the Gm reference point, the Ma reference point, the Mg
reference point, the Mi reference point, the Mj reference point, the Mk reference point, the M| reference point, the Mm
reference point, the Mr reference point, the Mr' reference point, the Cr reference point, the Mw reference point, the 12
reference point, the 14 reference point and the I ¢i reference point, and also using the |P multimedia Subsystem Service
Control (1SC) Interface, shall implement SIP, as defined by the referenced specificationsin Annex A, and in accordance
with the constraints and provisions specified in annex A, according to the following roles.
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Each IM CN subsystem entity using an interface at the Rc reference point shall implement HTTP as defined in
RFC 2616 [196].

Each IM CN subsystem entity using an interface at the W2 reference point may implement SIP as an option. The
detailed procedures of W2 interface are defined in 3GPP TS 24.371 [8Z].

The Gm reference point, the W2 reference point, the Mareference point, the Mg reference point, the Mi reference point,
the Mj reference point, the Mk reference point, the Ml reference point, the Mm reference point, the Mr reference point,
the Mw reference point, the Cr reference point, the 12 reference point, the 14 reference point and the 1SC reference point
are defined in 3GPP TS 23.002 [2]. The Ici reference point is defined in 3GPP TS 23.228 [7]. The Mr' reference point
and the Rc reference point are defined in 3GPP TS 23.218 [5].

For SIP:

- The User Equipment (UE) shall provide the User Agent (UA) role, with the exceptions and additional
capabilities to SIP as described in subclause 5.1, with the exceptions and additional capabilitiesto SDP as
described in subclause 6.1, and with the exceptions and additional capabilities to SigComp as described in
subclause 8.1. The UE shall also provide the access technology specific procedures described in the appropriate
access technology specific annex (see subclause 3A and subclause 9.2.2). The UE may include one or several
interconnected SIP elements registered as asingle logical entity when the UE performs the functions of an
external attached network (e.g. an enterprise network). This specification does not place any constraint on the
SIP role played by each of the elements as long as the compound entity appearsto the IM CM subsystem as a
SIP UA with the aforementioned exceptions and additional capabilities except for the modifications defined by
the UE performing the functions of an external attached network modifying role in annex A.

NOTE 1: When the UE performs the functions of an external attached network (e.g. an enterprise network), the
internal structure of this UE is outside the scope of this specification. It is expected that in the most
common case, several SIP elements will be connected to an additional element directly attached to the IM
CN subsystem.

- The P-CSCF shall provide the proxy role, with the exceptions and additional capabilitiesto SIP as described in
subclause 5.2, with the exceptions and additional capabilities to SDP as described in subclause 6.2, and with the
exceptions and additional capabilitiesto SigComp as described in subclause 8.2. Under certain circumstances, if
the P-CSCF provides an application level gateway functionality (IMS-ALG), the P-CSCF shall provide the UA
role with the additional capabilities, as follows:

a) when acting as a subscriber to or the recipient of event information (see subclause 5.2);

b) when performing P-CSCF initiated dialog-rel ease, even when acting as a proxy for the remainder of the
dialog (see subclause 5.2);

c) when performing NAT traversal procedures (see subclause 6.7.2); and
d) when performing media plane security procedures (see subclause 5.2).

The P-CSCF shall also provide the access technology specific procedures described in the appropriate access
technology specific annex (see subclause 3A and subclause 9.2.2).

- Thel-CSCF shall provide the proxy role, with the exceptions and additional capabilities as described in
subclause 5.3.

- The S-CSCF shall provide the proxy role, with the exceptions and additional capabilities as described in
subclause 5.4, and with the exceptions and additional capabilitiesto SDP as described in subclause 6.3. Under
certain circumstances as described in subclause 5.4, the S-CSCF shall provide the UA role with the additional
capabilities, as follows:

a) the S-CSCF shall also act as aregistrar. When acting as aregistrar, or for the purposes of executing athird-
party registration, the S-CSCF shall provide the UA role;

b) asthe notifier of event information the S-CSCF shall provide the UA role;

¢) when providing a messaging mechanism by sending the MESSAGE method, the S-CSCF shall provide the
UA role; and
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d) when performing S-CSCF initiated dialog release the S-CSCF shall provide the UA role, even when acting as
aproxy for the remainder of the dialog.

- The MGCEF shall provide the UA role, with the exceptions and additional capabilities as described in
subclause 5.5, and with the exceptions and additional capabilities to SDP as described in subclause 6.4.

- The BGCF shall provide the proxy role, with the exceptions and additional capabilities as described in
subclause 5.6.

- TheAS, acting asterminating UA, or redirect server (as defined in 3GPP TS 23.218 [5] subclause 9.1.1.1), shall
provide the UA role, with the exceptions and additional capabilities as described in subclause 5.7.2, and with the
exceptions and additional capabilities to SDP as described in subclause 6.6.

- TheAS, acting as originating UA (as defined in 3GPP TS 23.218 [5] subclause 9.1.1.2), shall provide the UA
role, with the exceptions and additional capabilities as described in subclause 5.7.3, and with the exceptions and
additional capabilities to SDP as described in subclause 6.6.

- TheAS, acting asa SIP proxy (as defined in 3GPP TS 23.218 [5] subclause 9.1.1.3), shall provided the proxy
role, with the exceptions and additional capabilities as described in subclause 5.7.4.

- TheAS, performing 3rd party call control (as defined in 3GPP TS 23.218 [5] subclause 9.1.1.4), shall provide
the UA role, with the exceptions and additional capabilities as described in subclause 5.7.5, and with the
exceptions and additional capabilities to SDP as described in subclause 6.6. An AS performing media control of
an MRFC shall also support the procedures and methods described in subclause 10.2.

NOTE 2: Subclause 5.7 and its subclauses define only the requirements on the AS that relate to SIP. Other
requirements are defined in 3GPP TS 23.218 [5].

- TheAS, receiving third-party registration requests, shall provide the UA role, with the exceptions and additional
capabilities as described in subclause 5.7.

- The MRFC shall provide the UA role, with the exceptions and additional capabilities as described in
subclause 5.8, and with the exceptions and additional capabilitiesto SDP as described in subclause 6.5. The
MRFC shall also support the procedures and methods described in subclause 10.3 for media control.

- Ininline aware mode, the MRB shall provide the UA role, with the exceptions and additional capabilities as
described in subclause 5.8A. In inline unaware mode, the MRB shall provide the proxy role, with the exceptions
and additional capabilities as described in subclause 5.8A. The MRB shall also support the procedures and
methods described in subclause 10.4 for media control.

- TheIBCF shall provide the proxy role, with the exceptions and additional capabilitiesto SIP as described in
subclause 5.10. If the IBCF provides an application level gateway functionality (IMS-ALG), then the IBCF shall
provide the UA role, with the exceptions and additional capabilitiesto SIP as described in subclause 5.10, and
with the exceptions and additional capabilities to SDP as described in subclause 6.7. If the IBCF provides
screening functionality, then the IBCF may provide the UA role, with the exceptions and additional capabilities
to SIP as described in subclause 5.10.

- The E-CSCF shall provide the proxy role, with the exceptions and additional capabilities as described in
subclause 5.11. Under certain circumstances as described in subclause 5.11, the E-CSCF shall provide the UA
role in accordance with RFC 3323 [33], with the additional capabilities, as follows:

a) when operator policy (e.g. determined by national regulatory requirements applicable to emergency services)
allows user requests for suppression of public user identifiers and location information, then the E-CSCF
shall provide the UA role, with the exceptions and additional capabilitiesto SIP as described in
subclause 5.11;

b) when performing E-CSCF initiated dialog release the E-CSCF shall provide the UA role, even when acting
as aproxy for the remainder of the dialog, e.g. for any of the reasons specified in RFC 6442 [89] or
RFC 3323 [33];

¢) when acting as a notifier for the dialog event package the E-CSCF shall provide the UA role; and

d) if operator policy alows any LRF to provide alocation by value using the mechanism defined in
subclause 5.11.3. the E-CSCF shall provide the UA role.
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- The LRF shall provide the UA role.

- ThelSC gateway function shall provide the proxy role, with the exceptions and additional capabilitiesto SIP as
described in subclause 5.13. If the ISC gateway function provides an application level gateway functionality
(IMS-ALG), then the I SC gateway function shall provide the UA role, with the exceptions and additional
capabilities to SIP as described in subclause 5.13, and with the exceptions and additional capabilitiesto SDP as
described in subclause 6.7.

- The MSC Server enhanced for ICS shall provide the UA role, with the exceptions and additional capabilities as
described in 3GPP TS 24.292 [80].

- The EATF shal provide the UA role, with the exceptions and additional capabilities as described in
3GPP TS 24.237 [8M].

- The ATCF shall:

a) provide the proxy role, with the exceptions and additional capabilities as described in 3GPP TS 24.237 [8M];
and

b) provide the UA role, with the exceptions and additional capabilities as described in 3GPP TS 24.237 [8M].

- Where accessto the IM CN subsystem is provided using Web Real-Time Communication (WebRTC) in
accordance with 3GPP TS 24.371 [8Z], the eP-CSCF shall act as the P-CSCF in regard to the Mw reference
point. For SIP, conformance of the eP-CSCF and WIC (or whatever functionality is downloaded to the WIC) is
not specified by this document unless 3GPP TS 24.371 [8Z] specifies that these entities act as specified for the
interface Gm reference point, in which case existing P-CSCF and UE procedures apply, with the exceptions and
additional capabilities as described in 3GPP TS 24.371 [8Z]. For SDP, these entities act as specified for the
interface Gm reference point, in which case existing P-CSCF and UE procedures apply, with the exceptions and
additional capabilities as described in 3GPP TS 24.371 [8Z].

In addition to the roles specified above, the P-CSCF, the |-CSCF, the IBCF, the S-CSCF, the BGCF, the E-CSCF and
the | SC gateway function can act as a UA when providing server functionality to return afinal response for any of the
reasons specified in RFC 3261 [26].

In addition to the roles specified above the S-CSCF, AS and an entity hosting the additional routeing capabilities as
specified in subclause 1.3 can act as a UA when providing either client or server functionality when the event package
associated with overload control is deployed.

NOTE 3: Annex A can change the status of requirements in referenced specifications. Particular attention is drawn
to table A.4 and table A.162 for capabilities within referenced SIP specifications, and to table A.317 and
table A.328 for capabilities within referenced SDP specifications. The remaining tables build on these
initial tables.

NOTE 4: The allocated roles defined in this clause are the starting point of the requirements from the IETF SIP
specifications, and are then the basis for the description of further requirements. Some of these extra
requirements formally change the proxy roleinto aB2BUA. In all other respects other than those more
completely described in subclause 5.2 the P-CSCF implements proxy requirements. Despite being a
B2BUA a P-CSCF does not implement UA requirements from the IETF RFCs, except asindicated in this
specification, e.g., relating to registration event subscription.

NOTE 5: Except as specified in clause 5 or otherwise permitted in RFC 3261, the functional entities providing the
proxy role are intended to be transparent to data within received requests and responses. Therefore these
entities do not modify message bodies. If local policy appliesto restrict such data being passed on, the
functional entity has to assume the UA role and reject arequest, or if in aresponse and where such
procedures apply, to pass the response on and then clear the session using the BY E method.

All the above entities are functional entities that could be implemented in a number of different physical platforms
coexisting with a number of other functional entities. The implementation shall give priority to transactions at one
functional entity, e.g. that of the E-CSCF, over non-emergency transactions at other entities on the same physical
implementation. Such priority is similar to the priority within the functional entities themselves specified elsewherein
this document.

Additional routeing functionality can be provided to support the ability for the IM CN subsystem to provide transit
functionality as specified in Annex |. The additional routeing functionality shall assume the proxy role.
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4.2

URI and address assignments

In order for SIP and SDP to operate, the following prerequisite conditions apply:

1)

2)

3

I-CSCFsused in registration are alocated SIP URIs. Other IM CN subsystem entities may be alocated SIP
URIs. For example sip:pcscf.homel.net and sip:<impl-specific-info>@pcscf.homel.net are valid SIP URIs. If
the user part exists, it is an essential part of the address and shall not be omitted when copying or moving the
address. How these addresses are assigned to the logical entitiesis up to the network operator. For example, a
single SIP URI may be assigned to all 1-CSCFs, and the load shared between various physical boxes by
underlying I P capabilities, or separate SIP URIs may be assigned to each |-CSCF, and the load shared between
various physical boxesusing DNS SRV capabilities.

All IM CN subsystem entities are allocated |P addresses. Any IM CN subsystem entities can be allocated |Pv4
only, I1Pv6 only or both IPv4 and | Pv6 addresses. For systems providing accessto IM CN subsystem using a
GPRS IP-CAN or an EPS IP-CAN thisis specified in 3GPP TS 23.221 [6] subclause 5.1. For systems providing
access to IM CN subsystem using a cdma2000® packet data subsystem IP-CAN thisis specified in

subclause M.2.2.1.

The subscriber is alocated a private user identity by the home network operator. This private user identity is
available to the SIP application within the UE. Depending on the network operator, various arrangements exist
within the UE for retaining thisinformation:

a) wherean ISIM is present, within the ISIM, see subclause 5.1.1.1A;
b) whereno ISIM is present but USIM is present, the private user identity is derived (see subclause 5.1.1.1A);
¢) neither ISIM nor USIM is present, but IMC is present, within IMC (see subclause 5.1.1.1B.1);

d) when neither ISIM nor USIM nor IMC is present, the private user identity is available to the UE via other
means (see subclause 5.1.1.1B.2).

NOTE 1: 3GPP TS 33.203[19] specifies that a UE attached to a 3GPP network hasan ISIM or aUSIM.

NOTE 2: The SIP URIs can be resolved by using any of public DNSs, private DNSs, or peer-to-peer agreements.

4)

The subscriber is alocated one or more public user identities by the home network operator. The public user
identity shall take the form of SIP URI as specified in RFC 3261 [26] or tel URI as specified in RFC 3966 [22].
At least one of the public user identitiesisa SIP URI. All registered public user identities are available to the SIP
application within the UE, after registration. Depending on the network operator, various arrangements exist
within the UE for retaining thisinformation:

a) wherean ISIM is present, at least one public user identity, which isa SIP URI, within the ISIM, see
subclause 5.1.1.1A,;

b) whereno ISIM is present but USIM is present, atemporary public user identity is derived (see
subclause 5.1.1.1A);

¢) neither ISIM nor USIM is present, but IMC is present, within IMC (see subclause 5.1.1.1B.1);

d) when neither ISIM nor USIM nor IMC is present, the public user identities are available to the UE via other
means (see subclause 5.1.1.1B.2).

NOTE 3: 3GPP TS 33.203 [19] specifiesthat a UE attached to a 3GPP network hasan ISIM or aUSIM.

5)

6)

If the UE supports GRUU (seetable A .4, item A.4/53) or multiple registrations, then it shall have an Instance ID,
in conformance with the mandatory requirements for Instance 1Ds specified in RFC 5627 [93] and
RFC 5626 [92].

For each tel URI, thereisat least one alias SIP URI in the set of implicitly registered public user identities that is
used to implicitly register the associated tel URI.
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NOTE 4: For each tel URI, there dways exists a SIP URI that hasidentical user part as the tel URI and the "user”
SIP URI parameter equals "phone” (see RFC 3261 [26] subclause 19.1.6), that represents the same public
user identity. If atel URI identifies a subscriber served by the IM CN subsystem, then the hostport
parameter of the respective SIP URI contains the home domain name of the IM CN subsystem to which
the subscriber belongs.

6A) Identification of the UE to a PSAP with point of presence in the CS domain is hot possibleif atel URI is not
included in the set of implicitly registered public user identities. If the included tel URI is associated either with
thefirst entry in the list of public user identities provisioned in the UE or with the temporary public user identity,
then a PSAP can uniquely identify the UE if emergency registration is performed.

NOTE5: Thetel URI uniquely identifies the UE by not sharing any of the implicit registered public user identities
intheimplicit registration set that contains thistel URI.

NOTE 6: Emergency registration is not always needed or supported.

7) The public user identities may be shared across multiple UEs. A particular public user identity may be
simultaneously registered from multiple UEs that use different private user identities and different contact
addresses. When reregistering and deregistering a given public user identity and associated contact address, the
UE will use the same private user identity that it had used during the initial registration of the respective public
user identity and associated contact address. If thetel URI is a shared public user identity, then the associated
alias SIP URI isalso a shared public user identity. Likewise, if the alias SIP URI is a shared public user identity,
then the associated tel URI is aso a shared public user identity.

8) For the purpose of accessto the IM CN subsystem, UEs can be allocated IPv4 only, IPv6 only or both I1Pv4 and
IPv6 addresses. For systems providing accessto IM CN subsystem using a UMTS/GSM network thisis
specified in 3GPP TS 23.221 [6] subclause 5.1 (see subclause 9.2.1 for the assignment procedures). For systems
providing accessto IM CN subsystem using a cdma2000® network thisis specified in subclause M.2.2.1.

9) For the purpose of indicating an IMS communication service to the network, UESs are assigned ICSI values
appropriate to the IMS communi cation services supported by the UE, coded as URNSs as specified in
subclause 7.2A.8.2.

NOTE 7: cdma2000® is aregistered trademark of the Telecommunications Industry Association (TIA-USA).

10) E-CSCFs are alocated multiple SIP URIs. The SIP URI configured in the P-CSCF, AS or IBCF to reach the E-
CSCF is distinct from the one given by the E-CSCF to the EATF such that EATF can reach the E-CSCF.

11)If the UE supports RFC 6140 [191] and performs the functions of an external attached network, the subscriber is
alocated one or usually more public user identities by the home network operator. The public user identity(s)
shall be allocated as global numbersin the international format.

4.2A  Transport mechanisms

This document makes no requirement on the transport protocol used to transfer signalling information over and above
that specified in RFC 3261 [26] clause 18. However, the UE and IM CN subsystem entities shall transport SIP messages
longer than 1300 bytes according to the procedures of RFC 3261 [26] subclause 18.1.1, even if a mechanism exists of
discovering a maximum transmission unit size longer than 1500 bytes.

NOTE: Support of SCTP as specified in RFC 4168 [96] is optional for IM CN subsystem entities implementing
therole of a UA or proxy. SCTP transport between the UE and P-CSCF is not supported in the present
document. Support of the SCTP transport is currently not described in 3GPP TS 33.203 [19].

For initial REGISTER requests, the UE and the P-CSCF shall apply port handling according to subclause 5.1.1.2 and
subclause 5.2.2.

The UE and the P-CSCF shall send and receive request and responses other than initial REGISTER requests on the
protected ports as described in 3GPP TS 33.203 [19].

In case of an emergency session if the UE does not have sufficient credentials to authenticate with the IM CN

subsystem and regulations allow, the UE and P-CSCF shall send request and responses other than initial REGISTER
requests on non protected ports.
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4.2B  Security mechanisms

4.2B.1 Signalling security

3GPP TS 33.203 [19] defines the security features and mechanisms for secure access to the IM CN subsystem. This
document defines a number of access security mechanisms, as summarised in table 4-1.
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Table 4-1: Summary of access security mechanisms to the IM CN subsystem

Mechanism Authenticati Integrity Use of security Support (as defined
on protection agreement in in
accordance with | 3GPP TS 33.203 [19])
RFC 3329 [48]
IMS AKA plus IPsec IMS AKA IPsec ESP | Yes Mandatory for all UEs
ESP (see containing a UICC,
3GPP TS 33.203 [19] else optional.
clause 6) Mandatory for all P-
CSCF, I-CSCF, S-
CSCF
IMS AKA using HTTP | IMS AKA TLS No Mandatory for all UEs
Digest AKAv2 without session containing a WIC able
IPSec security (note 7) to access to UICC.
association (see Mandatory for all eP-
3GPP TS 33.203 [19] CSCF, Optional for S-
annex X) CSCF
SIP digest plus check | SIP digest None No Optional for UEs
of IP association (see (note 3) Optional for P-CSCF,
3GPP TS 33.203 [19] I-CSCF, S-CSCF
annex N) (note 2)
SIP digest plus Proxy | SIP digest None No Optional for UEs
Authentication (see (note 3) Optional for P-CSCF,
3GPP TS 33.203 [19] I-CSCF, S-CSCF
annex N) (note 2)
SIP digest with TLS SIP digest TLS Yes Optional for UEs
(see session Optional for P-CSCF,
3GPP TS 33.203 [19] I-CSCF, S-CSCF
annex N and
annex O)
NASS-IMS bundled not applicable | None No No UE support
authentication (see (note 1) (note 3) required
3GPP TS 33.203 [19] Optional for P-CSCF,
annex R) (notes 4, 5) I-CSCF, S-CSCF
GPRS-IMS-Bundled not applicable | None No Optional for UEs
authentication (see (note 1) (note 3) Optional for P-CSCF,
3GPP TS 33.203 [19] I-CSCF, S-CSCF
annex S) (note 5)
Trusted node not applicable | None No No UE support
authentication (see (note 6) (note 3) required
3GPP TS 33.203 [19] Optional for I-CSCF,
annex U) S-CSCF
SIP over TLS with TLS client TLS No Mandatory for a UE
client certificate certificate session performing the

authentication (see
3GPP TS 33.203 [19]
annex O)

functions of an
external attached
network operating in
static mode

Optional for IBCF and
P-CSCF

NOTE 1:
NOTE 2:

Authentication is not provided as part of the IM CN subsystem signalling.
The term "SIP digest without TLS" is used in this specification to refer to both "SIP digest

plus check of IP association" and "SIP digest plus Proxy Authentication".

NOTE 3:

This security mechanism does not allow SIP requests to be protected using an IPsec

security association because it does not perform a key agreement procedure.

NOTE 4:

bundled authentication.

NOTE 5:
NOTE 6:

A P-Access-Network-Info aware P-CSCF is required in order to provide NASS-IMS

The P-CSCEF is restricted to the home network when performing this security mechanism.
Trusted node authentication. For example the MSC server enhanced for IMS centralized

services has authenticated the UE and as a consequence S-CSCF will skip
authentication.

NOTE 7:

registration (see 3GPP TS 33.203 [19] annex X).

SIP requests received at the eP-CSCF are protected by a TLS session established prior
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Specification of the mechanisms identified within table 4-1 within this document are provided in clause 5. Subclauses
where security procedures are required consist of a general subclause applicable whichever security mechanisms are in
use, and a separate subclause for each security mechanism identified by a row within table 4-1.

For accessto the IM CN subsystem different than WebRTC TLS is optional to implement and is used only in
combination with SIP digest authentication. For WebRTC based access to the IM CN subsystem TLS can be used in
combination with IMS AKA using HTTP Digest AKAv2 without 1PSec security association. Authentication associated
with registration to the IM CN subsystem is applicable to IMS AKA and SIP digest and is covered in subclause 5.1.1
for the UE, subclause 5.2.2 for the P-CSCF and subclause 5.4.1 for the SS\CSCF. Additionally, SIP digest allows for
authentication to also occur on an initia request for a dialog or arequest for a standal one transaction, this additional
capability is covered in subclause 5.1.2A and subclause 5.4.3.2.

If a UE that implements SIP digest is configured not to use TLS, then the UE does not establish a TLS session toward
the P-CSCF. If a UE supports TLS, then the UE supports TL S as described in 3GPP TS 33.203 [19].

For SIP digest authentication, the P-CSCF can be configured to have TLS required or disabled:

- if TLSisrequired, the P-CSCF requires the establishment of a TLS session from all SIP digest UEs, in order to
access IM S subsequent to registration; or

- if TLSisdisabled, the P-CSCF does not allow the establishment of a TLS session from any UE.

NOTE: The mechanism to configure the P-CSCF to have TL S required or disabled is outside the scope of this
specification.

SIP digest cannot be used in conjunction with the procedures of Annex F.

For emergency calls, 3GPP TS 33.203 [19] specifies some relaxations, which are further described in the subclauses of
this document relating to emergency calls.

3GPP TS 33.210 [19A] defines the security architecture for network domain 1P based control planes.
3GPP TS 33.210 [19A] applies for security mechanisms between entitiesin the IM CN subsystem.

4.2B.2 Media security

3GPP TS 33.328 [19C] defines mechanisms for support of security on the media plane.
This document defines the required elements for signalling the support of media security.

The media security mechanisms are summarised as shown in table 4-2.
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Table 4-2: Summary of media security mechanisms to the IM CN subsystem
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Mechanism

Applicable to media

Support required
by UE

Support required
by IM CN
subsystem entities

Network support
outside IM CN
subsystem entities

End-to-access-edge
media security using
SDES.

RTP based media
only.

Support RFC 3329
additions specified in
subclause 7.2A.7
and SDP extensions
specified in table
A.317, items
A.317/34, A.317/36
and A.317/37.

P-CSCF (IMS-ALG)
is required.
P-CSCF support of
RFC 3329 additions
specified in
subclause 7.2A.7
and SDP extensions
specified in table
A.317, items
A.317/34, A.317/36
and A.317/37.

Not applicable.

MSRP using TLS
and certificate
fingerprints.

subclause 7.2A.7
and SDP extensions
specified in

table A.317, items
A.317/40, A.317/40A,
A.317/51 and
A.317/37A.

P-CSCF support of
RFC 3329 additions
specified in
subclause 7.2A.7
and SDP extensions
specified in

table A.317, items
A.317/40, A.317/40A,
A.317/51 and

(NOTE)
End-to-access-edge | MSRP based media | Support RFC 3329 P-CSCF (IMS-ALG) Not applicable.
media security for only. additions specified in | is required.

BFCP using TLS and
certificate
fingerprints.

subclause 7.2A.7
and SDP extensions
specified in

table A.317, items
A.317/28, A.317/51
and A.317/37B.

P-CSCF support of
RFC 3329 additions
specified in
subclause 7.2A.7
and SDP extensions
specified in

table A.317, items
A.317/28, A.317/51
and A.317/37B.

A.317/37A.

(NOTE)
End-to-access-edge | BFCP based media Support RFC 3329 P-CSCF (IMS-ALG) Not applicable.
media security for only. additions specified in | is required.

UDPTL using DTLS
and certificate
fingerprints.

subclause 7.2A.7
and SDP extensions
specified in

table A.317, items
A.317/52, A.317/51
and A.317/37C.

P-CSCF support of
RFC 3329 additions
specified in
subclause 7.2A.7
and SDP extensions
specified in

table A.317, items
A.317/52, A.317/51
and A.317/37C.
(NOTE)

(NOTE)
End-to-access-edge | UDPTL based media | Support RFC 3329 P-CSCF (IMS-ALG) Not applicable.
media security for only. additions specified in | is required.

End-to-end media
security using SDES.

RTP based media
only.

Support SDP
extensions specified
in table A.317, items
A.317/34 and
A.317/36.

Not applicable.

Not applicable.

End-to-end media
security using KMS.

RTP based media
only.

Support SDP
extensions specified
in table A.317, items
A.317/34 and
A.317/35.

Not applicable.

GBA and KMS
support required.
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End-to-end media
security for MSRP
using TLS and KMS.

MSRP based media
only.

Support SDP
extensions specified
in table A.317, items

Not applicable.

GBA and KMS
support required.

A.317/40, A.317/40A
and A.317/35, and
support

RFC 4279 [218].
Support of end-to-access-edge media security is determined entirely by the network operator of the P-
CSCF, which need not be the same network operator as that of the S-CSCF.

NOTE:

For RTP media security, the UE supports the SDES key management protocol and optionally the KM S key
management protocol as defined in 3GPP TS 33.328 [19C] and SRTP as defined in RFC 3711 [169] for secure transport
of media.

For end-to-access-edge media security for MSRP using TLS and certificate fingerprints, the UE supports MSRP over
TLS asdefined in RFC 4975 [178] and RFC 6714 [214] with certificate fingerprints as defined in
3GPP TS 33.328 [19C].

For end-to-access-edge media security for BFCP using TLS and certificate fingerprints, the UE supports BFCP over
TLS as defined in RFC 4583 [108] with certificate fingerprints as defined in 3GPP TS 33.328 [19C].

For end-to-access-edge media security for UDPTL using DTLS and certificate fingerprints, the UE supports UDPTL
over DTLS as defined in RFC 7345 [217] with certificate fingerprints as defined in 3GPP TS 33.328 [19C].

For end-to-end media security for MSRP using TLS and KM S, the UE supports MSRP over TLS as defined in
RFC 4975 [178] and RFC 6714 [214] with pre-shared key ciphersuites as defined in RFC 4279 [218] and the KM S key
management protocol as defined in 3GPP TS 33.328 [19C]. The certificate fingerprints are not indicated.

There is no support for media security in the MGCF, because there would be no end-to-end media security support on
callsinterworked with the CS domain and the CS user. In this release of this document, there is no support for media
security in the MRF. End-to-access-edge media security is not impacted by this absence of support.

For emergency calls, it is not expected that PSAPs would support end-to-end media security and therefore the
procedures of this document do not allow the UE to establish such sessions with end-to-end media security. End-to-
access-edge media security is not impacted and can be used on emergency calls.

When the UE performs the functions of an external attached network (e.g. an enterprise network):

- where end-to-access-edge media security is used, the UE functionality is expected to be in the gateway of the
external attached network, and support for further media security is outside the scope of this document; and

- where end-to-end media security is used, the UE functionality is expected to be supported by the endpointsin the
attached network.

4.3

Each IM CN subsystem functional entity shall apply loose routeing policy as described in RFC 3261 [26], when
processing a SIP request. In cases where the [-CSCF, IBCF, S-CSCF and the E-CSCF may interact with strict routersin
non IM CN subsystem networks, the I-CSCF, IBCF, S-CSCF and E-CSCF shall use the routeing procedures defined in
RFC 3261 [26] to ensure interoperability with strict routers.

4.4
4.4.1

RFC 3325 [34] provides for the existence and trust of an asserted identity within atrust domain. For the IM CN
subsystem, this trust domain consists of the functional entities that belong to the same operator's network (P-CSCF, the
eP-CSCF, the E-CSCF, the |-CSCF, the IBCF, the S-CSCF, the BGCF. the MGCF, the MRFC, the MRB, the EATF,
the ATCEF, the ISC gateway function, and al ASsthat are included in the trust domain). Additionally, other nodes
within the IM CN subsystem that are not part of the same operator's domain may or may not be part of the trust domain,
depending on whether an interconnect agreement exists with the remote network. SIP functional entities that belong to a
network for which there is an interconnect agreement are part of the trust domain. ASs outside the operator's network
can aso belong to the trust domain if they have atrusted relationship with the home network.

Routeing principles of IM CN subsystem entities

Trust domain

General
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NOTE 1: Whether any peer functional entity is regarded as part of the same operator's domain, and therefore part of
the same trust domain, is dependent on operator policy which is preconfigured into each functional entity.

NOTE 2: For the purpose of this document, the PSAP istypically regarded as being within the trust domain, except
where indicated. National regulator policy applicable to emergency services determines the trust domain
applicable to certain header fields. This means that e.g. the handling of the P-Access-Network-Info header
field, P-Asserted-1dentity header field and the History-Info header field can be as if the PSAP iswithin
the trust domain, and trust domain issues will be resolved accordingly.

Within the IM CN subsystem trust domains will be applied to a number of header fields. These trust domains do not
necessarily contain the same functional entities or cover the same operator domains. The procedures in this subclause
apply to the functional entitiesin clause 5 in the case where a trust domain boundary exists at that functional entity.

Where the IM CN subsystem supports busi ness communication, different trust domains can apply to public network
traffic, and to private network traffic belonging to each supported corporate network.

NOTE 3: Where an external attached network (e.g. an enterprise network) isin use, the edges of the trust domains
need not necessarily lie at the P-CSCF. In this release of the specification, the means by which the P-
CSCF learns of such attached devices, and therefore different trust domain requirementsto apply, is not
provided in the specification and is assumed to be by configuration or by a mechanism outside the scope
of this release of the specification.

A trust domain applies for the purpose of the following header fields: P-Asserted-ldentity, P-Access-Network-1nfo,
History-Info, Resource-Priority, P-Asserted-Service, Reason (only in aresponse), P-Profile-Key, P-Private-Network-
Indication, P-Served-User, P-Early-Media, Feature-Caps Restoration-Info and Relayed-Charge. A trust domain applies
for the purpose of the CPC and OLI tel URI parameters. A trust domain applies for theiotl SIP URI parameter. The
trust domains of these header fields and parameters need not have the same boundaries. Clause 5 defines additional
procedures concerning these header fields.

4.4.2 P-Asserted-ldentity

A functional entity at the boundary of the trust domain will need to determine whether to remove the P-Asserted-
Identity header field according to RFC 3325 [34] when SIP signalling crosses the boundary of the trust domain. The
priv-value "id" shall not be removed from the Privacy header field when SIP signalling crosses the boundary of the trust
domain. Subclause 5.4 identifies additional cases for the removal of the P-Asserted-1dentity header field.

443 P-Access-Network-Info

A functiona entity at the boundary of the trust domain shall remove any P-Access-Network-1nfo header field according
to RFC 7315 [52].

4.4.4 History-Info

A functiona entity at the boundary of the trust domain will need to determine whether to remove the History-Info
header field according to RFC 7044 [66] subclause 10.1.2 when SIP signalling crosses the boundary of the trust domain.
Subclause 5.4 identifies additional cases for the removal of the History-Info header field.

4.45 P-Asserted-Service

A functional entity at the boundary of the trust domain will need to determine whether to remove the P-Asserted-
Service header field according to RFC 6050 [121] when SIP signalling crosses the boundary of the trust domain.

4.4.6 Resource-Priority

A functional entity shall only include a Resource-Priority header field in arequest or response forwarded to another
entity within the trust domain. If arequest or response is forwarded to an entity outside the trust domain, the functional
entity shall remove the Resource-Priority header field from the forwarded request or response. If arequest or response
is received from an untrusted entity (with the exception requests or responses received by the P-CSCF from the UE for
which procedures are defined in subclause 5.2) that contains the Resource-Priority header field, the functional entity
shall remove the Resource-Priority header field before forwarding the request or response within the trust domain.
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NOTE: Alternate treatments can be applied when a non-trusted Resource-Priority header field is received over the
boundary of trust domain. The exact treatment (e.g. removal, modification, or passing of the Resource-
Priority header field) isleft to national regulation and network configuration.

4.4.7 Reason (in a response)

A functional entity shall only include a Reason header field in aresponse forwarded to another entity within the trust
domain (as specified in RFC 6432 [130]). If aresponse is forwarded to an entity outside the trust domain, the functional
entity shall remove the Reason header field from the forwarded response.

NOTE: A Reason header field can be received in aresponse from outside the trust domain and will not be
removed.

4.4.8 P-Profile-Key

A functional entity at the boundary of the trust domain will need to determine whether to remove the P-Profile-Key
header field as defined in RFC 5002 [97] when SIP signalling crosses the boundary of the trust domain.

449 P-Served-User

A functional entity at the boundary of the trust domain will need to determine whether to remove the P-Served-User
header field according to RFC 5502 [133] when SIP signalling crosses the boundary of the trust domain.

4.4.10 P-Private-Network-Indication

A functional entity shall only include a P-Private-Network-Indication header field in a request forwarded to another
entity within the trust domain. If arequest is forwarded to an entity outside the trust domain, the functional entity shall
remove the P-Private-Network-Indication header field from the forwarded request. If arequest is received from an
untrusted entity that contains the P-Private-Network-Indication header field, the functional entity shall remove the P-
Private-Network-I ndication header field before forwarding the request within the trust domain.

NOTE 1: Other entities within the enterprise will frequently be part of thistrust domain.

NOTE 2: The presence of the P-Private-Network-Indication header field is an indication that the request constitutes
private network traffic. This can modify the trust domain behaviour for other header fields.

NOTE 3: If atrust domain boundary is encountered for this header field without appropriate business
communication processing, then this can be an indication that misconfiguration has occurred in the IM
CN subsystem. Removal of this header field changes the request from private network traffic to public
network traffic.

4.4.11 P-Early-Media

A functiona entity at the boundary of the trust domain will need to determine whether to remove the P-Early-Media
header field as defined in RFC 5009 [109] when SIP signalling crosses the boundary of the trust domain.

4.4.12 CPC and OLI

Entitiesin the IM CN subsystem shall restrict "cpc" and "oli" URI parameters to specific domains that are trusted and
support the "cpc" and "oli" URI parameters. Therefore for the purpose of the "cpc" and "oli" URI parameters within this
specification, atrust domain also applies.

SIP functional entities within the trust domain shall remove the "cpc* and "oli" URI parameters when the SIP signalling
crosses the boundary of the trust domain.

4.4.13 Feature-Caps

A functional entity at the boundary of the trust domain shall remove all Feature-Caps header fields received from UEs
and external networks outside the trust domain.

NOTE: A UE that isapriviledged sender is considered as part of the trust domain.
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4.4.14  Priority

Based on local policy, afunctional entity at the boundary of the trust domain shall remove all Priority header fields with
a"psap-callback" header field value.

4.4.15 iotl

Entitiesin the IM CN subsystem shall restrict "iotl" URI parameter to specific domains that are trusted and support the
"iotl" URI parameter. Support implies that the parameter is removed before the containing request is sent over an
interface of a different type. Therefore for the purpose of the "iotl" URI parameter within this specification, atrust
domain also applies.

SIP functional entities within the trust domain shall remove the "iotl" URI parameter when the SIP signalling crosses
the boundary of the trust domain.

4.4.16 Restoration-Info

A functional entity at the boundary of the trust domain will need to determine whether to remove the Restoration-Info
header field when SIP signalling crosses the boundary of the trust domain.

4.4.17 Relayed-Charge

Entitiesin the IM CN subsystem shall restrict the Relayed-Charge header field to specific domains that are trusted and
support the Relayed-Charge header field. Trust implies that the sending domain intends the receiving domain to have
the contents of this header field. Therefore for the purpose of the Relayed-Charge header field within this specification,
atrust domain also applies.

SIP functional entities within the trust domain shall remove the Relayed-Charge header field when the SIP signalling
crosses the boundary of the trust domain.

4.5 Charging correlation principles for IM CN subsystems

451 Overview

This subclause describes charging correlation principles to aid with the readability of charging related proceduresin
clause 5. See 3GPP TS 32.240 [16] and 3GPP TS 32.260 [17] for further information on charging.

TheIM CN subsystem generates and retrieves the following charging correlation information for later use with offline
and online charging:

1. IM CN subsystem Charging Identifier (ICID);
2. Access network charging information;
3. Inter Operator Identifier (101);
4. Charging function addresses:
a. Charging Data Function (CDF);
b. Online Charging Function (OCF).

How to use and where to generate the parametersin IM CN subsystems are described further in the subclauses that
follow. The charging correlation information is encoded in the P-Charging-V ector header field as defined in
subclause 7.2A.5 and in RFC 7315 [52]. The P-Charging-V ector header field contains the following header field
parameters: "icid-value", "icid-generated-at", "related-icid”, "related-icid-generated-at", " access-network-charging-
info", "orig-ioi", "term-ioi" and "transit-ioi".

The offline and online charging function addresses are encoded in the P-Charging-Function-Addresses as defined in
RFC 7315 [52]. The P-Charging-Function-Addresses header field contains the following header field parameters: " ccf”
for CDF and "ecf" for OCF.

NOTE: P-Charging-Function-Addresses parameters were defined using previous terminology.
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45.2 IM CN subsystem charging identifier (ICID)

The ICID isthe session level data shared among the IM CN subsystem entities including ASsin both the calling and
called IM CN subsystems. The ICID isused also for session unrelated messages (e.g. SUBSCRIBE request, NOTIFY
request, MESSAGE request) for the correlation with CDRs generated among the IM CN subsystem entities.

Thefirst IM CN subsystem entity involved in a SIP transaction will generate the ICID and includeit in the "icid-val ue"
header field parameter of the P-Charging-V ector header field in the SIP request.

For adialog relating to a session, the generation of the ICID will be performed only on theinitial INVITE request. This
ICID will be used for theinitial INVITE request, and all subsequent signalling that contains a P-Charging-V ector
header field.

For all other transactions, generation of the ICID will occur on each SIP request and be included in that SIP request.

See 3GPP TS 32.260 [17] for requirements on the format of ICID. The P-CSCF will generate an ICID for UE-
originated cals. The I-CSCF will generate an ICID for UE-terminated callsif thereis no ICID received in the initial
regquest (e.g. the calling party network does not behave asan IM CN subsystem). The AS will generate an ICID when
acting as an originating UA. The MGCF will generate an ICID for PSTN/PLMN originated calls. The MSC server will
generate an ICID for ICS and SRV CC originated calls. Each entity that processes the SIP request will extract the ICID
for possible later usein a CDR. The |-CSCF and S-CSCF are also allowed to generate a new |CID for UE-terminated
calls received from another network.

Thereisaso an ICID generated by the P-CSCF with a REGISTER request that is passed in a unique instance of P-
Charging-Vector header field. The valid duration of the ICID is specified in 3GPP TS 32.260 [17].

The"icid-value" header field parameter isincluded in any request and response that includes the P-Charging-V ector
header field. However, the P-Charging-Vector (and ICID) is not passed to the UE.

The ICID isaso passed from the P-CSCF to the IP-CAN via PCRF. The interface supporting this operation is outside
the scope of this document.

45.2A Related ICID

During the process of SRV CC access transfer the MSC server or the P-CSCF generates an ICID for the target access
leg. For the purpose of charging correlation between the source access leg and the target access leg when the user is
roaming the SCC AS and the ATCF includes the ICID used on the source access leg in the "related-icid" header field
parameter of the P-Charging-V ector header field returned in 1xx and 2xx responses to the initial INVITE request.

4.5.3  Access network charging information
45.3.1 General

The access network charging information are the media flow level data shared among the IM CN subsystem entities for
one side of the session (either the calling or called side). GPRS charging information (GGSN identifier and PDP context
information) is an example of access network charging information.

45.3.2 Access network charging information

The IP-CAN provides the access network charging information to the IM CN subsystem. Thisinformation is used to
correlate IP-CAN CDRswith IM CN subsystem CDRs, i.e. the access network charging information is used to correlate
the bearer level with the session level.

The access network charging information is generated at the first opportunity after the resources are alocated at the IP-
CAN. The access network charging information is passed from IP-CAN to P-CSCF via PCRF, over the Rx and Gx
interfaces. Access network charging information will be updated with new information during the session as media
flows are added or removed. The P-CSCF provides the access network charging information to the S-CSCF. The S-
CSCF may also pass the information to an AS, which may be needed for online pre-pay applications. The access
network charging information for the originating network is used only within that network, and similarly the access
network charging information for the terminating network is used only within that network. Thus the access network
charging information are not shared between the calling and called networks. The access network charging information
is not passed towards the external ASs from its own network.

The access network charging information is populated in the P-Charging-V ector header field.
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The access network charging information can be included in a P-Charging-Vector header field in dialog forming
requests, mid-dialog requests, and responses. Thisis dependant on when updated information is avialable in the P-
CSCF.

4.5.4 Inter operator identifier (10I)

The Inter Operator Identifier (101) isaglobally unique identifier to share between sending and receiving networks,
service providers or content providers.

The sending network populates the "orig-ioi" header field parameter of the P-Charging-Vector header field in arequest
and thereby identifies the operator network from which the request was sent. The "term-ioi" header field parameter is
left out of the P-Charging-Vector header field in this request. The sending network retrieves the "term-ioi" header field
parameter from the P-Charging-V ector header field within the message sent in response, which identifies the operator
network from which the response was sent.

The receiving network retrievesthe "orig-ioi" header field parameter from the P-Charging-Vector header field in the
request, which identifies the operator network from which the request was sent. The receiving network populates the
"term-ioi" header field parameter of the P-Charging-V ector header field in the response to the request, which identifies
the operator network from which the response was sent.

There are three types of 10I:
a) Type110l, between the visited network and the home network. Thisincludes the following cases:

- between the P-CSCF (possibly in the visited network) and the S-CSCF in the home network. Thisis
exchanged in REGI STER requests and responses, and in all session-related and session-unrelated requests
and responses,

- between the SCC ASin the home network and the ATCF (possible in the visited network). This is exchanged
in MESSAGE requests and responses,

NOTE: For applications where the primary relationship is home and visited network, request and responses to the
request will normally contain atype 1 10l value.- between the M SC server (possibly in the visited
network) and the S-CSCF in the home network. Thisis exchanged in REGISTER requests and responses,
and in all session-related and session-unrelated requests and responses; and

- when using Roaming Architecture for Voice over IMS with Local Breakout and loopback routeing occurs,
between the S-CSCF of the home network and the TRF of the visited network or between the BGCF of the
home network and the TRF of the visited network. Thisis exchanged in all session-related requests and
responses.

b) Type 2 10I, between originating network and the terminating network. This includes the following cases:

- between the the S-CSCF of the home originating network and the S-CSCF of the home terminating network
or between the S-CSCF of the home originating network and the MGCF when a call/session is terminated at
the PSTN/PLMN;

- between the MGCF and the S-CSCF of the home terminating network when a call/session is originated from
the PSTN/PLMN or with a PSI AS when accessed across I-CSCF; and

- when using Roaming Architecture for VVoice over IMS with Local Breakout and |oopback routeing occurs,
between the TRF of the visited network and the S-CSCF of the home terminating network.

Thisisexchanged in all session-related and session-unrelated requests and responses.

Additionally, for emergency transactions, atype 2 10l is exchanged between the E-CSCF and the MGCF or
IBCF where the request is routed to a PSAP. In scenarios where the E-CSCF receives emergency requests from
an S-CSCF, atype 2 10l is exchanged. This can aso occur where the E-CSCF receives emergency requests from
an IBCF.

c) Type310lI, between the S-CSCF or |-CSCF of the home operator network and any AS. Type 3 10l are also used
between E-CSCF and L RF, between E-CSCF and EATF, and between transit function and AS. Thetype 310l is
exchanged in all session-related and session-unrelated requests and responses.

ETSI



3GPP TS 24.229 version 12.23.0 Release 12 70 ETSI TS 124 229 V12.23.0 (2019-04)

Each entity that processes the SIP request will extract the IOl for possible later use in a CDR. The valid duration of the
10l is specified in 3GPP TS 32.240 [16].

4.5.4A Transit inter operator identifier (Transit 10I)

The Transit Inter Operator Identifier (Transit IOI1) isaglobally unique identifier to share between sending, transit and
receiving networks, service providers or content providers.

A network sending arequest can retrieve the "transit-ioi" header field parameter value(s) from the P-Charging-V ector
header field in the response to the sent request, which identify the operator network(s) which the response was
transitting.

The transit network(s) populate(s) the "transit-ioi" header field parameter value(s) of the P-Charging-V ector header
field in arequest and thereby identify(ies) the operator network(s) which the request was transitting. The "transit-ioi"
header field parameter is an indexed value that isincremented each time avalue is added. When the index is cal culated
then "void" entries are taken into account.

The transit network(s) populate(s) the "transit-ioi" header field parameter value(s) of the P-Charging-V ector header
field in the response to the request and thereby identify(ies) the operator network(s) which the response was transitting.
The "transit-ioi" header field parameter is an indexed value that is incremented each time a value is added. When the
index is calculated then "void" entries are taken into account.

A network receiving a request can retrieve the "transit-ioi" header field parameter value(s) from the P-Charging-V ector
header field in the request, which identify the operator network(s) which the request was transitting.

EXAMPLE:
Transit-10I in aregquest when arriving on the terminating side:

P-Charging-Vector: icid-value="AyretyU0dm+602Ir T5tAFrbHL s0=023551024"; orig-ioi=homel.net; transit-
ioi="operatorA.1, void, operatorB.3"

Transit-10I in the corresponding response when arriving on the originating side:

P-Charging-Vector: icid-value="AyretyU0dm+602Ir T5tAFrbHL s0=023551024"; orig-ioi=homel.net; term-
ioi=home2.net; transit-ioi="operatorB.1, void, operatorA.3"

The Transit Ol is exchanged between functional entities, as summarised in table 4-3.

Table 4-3: Summary of Transit 10l exchange in the IM CN subsystem

Item Entities adding Transt 10l Entities deleting Transit IOl
(NOTE 1) (NOTE 1)
1 additional routeing functions as defined in annex | S-CSCF of the home network;
or IBCF (NOTE 2) in the transit network located P-CSCF of the visited network; or
between the visited network and the home TRF of the visited originating network when using
network Roaming Architecture for Voice over IMS with
Local Breakout and loopback routeing occurs
2 additional routeing functions as defined in annex | S-CSCF of the home terminating network;
or IBCF (NOTE 2) in the transit network located S-CSCF of the home originating network;
between originating network and the terminating MGCF when a call/session is terminated at the
network PSTN/PLMN; or
TRF of the visited originating network when using
Roaming Architecture for Voice over IMS with
Local Breakout and loopback routeing occurs
3 additional routeing functions as defined in annex | | S-CSCF of the home terminating network
colocated with MGCF when a call/session was
transitting the PSTN/PLMN

NOTE 1: Transit IOIs can also be exchanged with non 3GPP networks, e.g. IPX networks.
NOTE 2: In the transit network, the IBCF acting as an entry point adds the Transit 10l in requests and the IBCF
acting as an exit point adds the Transit 10l in responses, as described in subclause 5.10.
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Each entity that processes the SIP requests and responses may extract the Transit 101 for charging purposes, as
described in 3GPP TS 32.260 [17].

4.5.5  Charging function addresses

Charging function addresses are distributed to each of the IM CN subsystem entities in the home network for one side
of the session (either the calling or called side) and provide a common location for each entity to send charging
information. Charging Data Function (CDF) addresses are used for offline billing. Online Charging Function (OCF)
addresses are used for online billing.

There may be multiple addresses for CDF and OCF addresses populated into the P-Charging-Function-Addresses
header field of the SIP request or response. The header field parameters are "ccf" and "ecf" for CDF and OCF,
respectively. At least one instance of either "ccf" or "ecf" header field paramter is required. If "ccf" header field
parameter isincluded for offline charging, then a secondary "ccf" header field paramter may be included by each
network for redundancy purposes, but the first instance of "ccf" header field parameter is the primary address. If ecf
addressisincluded for online charging, then a secondary instance may aso be included for redundancy.

The CDF and/or OCF addresses are retrieved from an Home Subscriber Server (HSS) viathe Cx interface and passed
by the S-CSCF to subsequent entities. The charging function addresses are passed from the S-CSCF to the IM CN
subsystem entitiesin its home network, but are not passed to the visited network or the UE. When the P-CSCF is
alocated in the visited network, then the charging function addresses are obtained by means outside the scope of this
document. The AS receives the charging function addresses from the S-CSCF via the | SC interface. CDF and/or OCF
addresses may be allocated as locally preconfigured addresses. The AS can a so retrieve the charging function address
from the HSS via Sh interface.

4.5.6 Relayed charge parameters

Where thereis a desire to pass charging information to an entity over an interface to which the charging information is
not directly related, then the Relayed-Charge header fieldis used. Thisis used only in accordance with the capabilities
specified in this document, which currently specify only the relay of atransit 10l to an associated AS.

4.5.7 Loopback-indication parameter

When thereis a desire to send the information that |oopback has been applied to an entity, then the loopback-indication
parameter is used. This parameter can e.g. be evaluated when processing the P-CSCF CDR and possibly the ATCF
CDR to know whether or not to attempt to locate a correlated TRF CDR even for the non-loopback scenario when no
such CDR exists. It is used only in accordance with the capabilities specified in this document.

4.6 Support of local service numbers

For the IM CN subsystem, the support of local service numbersis provided by an ASin the subscriber's home network
as described in subclause 5.7.1.7.

4.7 Emergency service
4.7.1 Introduction

The need for support of emergency calsinthe IM CN subsystem is determined by national regulatory requirements.

4.7.2 Emergency calls generated by a UE

If the UE cannot detect the emergency call attempt, the UE initiates the request as per normal procedures as described in
subclause 5.1.2A. Depending on network policies, for a non-roaming UE or for aroaming UE where the P-CSCF isin
the same network where the UE is roaming an emergency call attempt can succeed even if the UE did not detect that an
emergency session is being requested, otherwise the network rejects the request indicating to the UE that the attempt
was for an emergency service.

The UE procedures for UE detectable emergency calls are defined in subclause 5.1.6.

The P CSCF, S-CSCF, and E-CSCF procedures for emergency service are described in subclause 5.2.10, 5.4.8 and 5.11,
respectively.
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Access dependent aspects of emergency service (e.g. emergency registration support and location provision) are defined
in the access technology specific annexes for each access technology.

There are anumber of variants within these procedures and which variant gets used depends on a number of issues.
These conditions are defined more specifically in 3GPP TS 23.167 [4B] and, where appropriate, in the access
technology specific annex, but are summarised as follows:

a) if the UE knowsthat it isin its own home network, then an existing registration is permitted to be used for
signalling the emergency call, except where item c) applies. The access technology specific annexes define the
mechanism by which home network determination is made;

b) if emergency calls are permitted without security credentials (or additionally where the authentication is not
possible or has failed), then the emergency call is made directly without use of any security association created
by aregistration, and therefore without the registration; and

¢) where the access technology defines emergency bearers for the support of emergency calls, a new emergency
registration is required so that these emergency bearers can be used for both signalling and media, unless an
existing emergency registration exists on those emergency bearers.

4.7.3 Emergency calls generated by an AS

In certain circumstances an AS can identify that arequest is an emergency call. This may relate to arequest received
from a UE (or subscription-based business trunking), or may be a call generated by an AS on behalf of aUE asfar as
the IM CN subsystem operation is concerned. These applications are outside the scope of this document to define.

Procedures in support of an AS initiating emergency calls are provided in subclause 5.7.1.14.

4.7.4 Emergency calls received from an enterprise network

An IBCF can aso route emergency calls received from an enterprise network (peering-based business trunking) to an E-
CSCF.

4.7.5 Location in emergency calls

A number of mechanisms also exist for providing location in support of emergency calls, both for routeing to a PSAP,
and for use by the PSAP itself, inthe IM CN subsystem:

a) by theinclusion by the UE of the Geolocation header field containing alocation by reference or by value (see
RFC 6442 [89));

b) by theinclusion by the UE of a P-Access-Network-Info header field, which contains a cell identifier or location
identitifier, which is subsequently mapped, potentially by the recipient, into areal location;

¢) by theinclusion by the P-CSCF of a P-Access-Network-Info header field based on information supplied by
either the PCRF or the NASS, and which contains a cell identifier or location identitifier, which is subsequently
mapped, potentially by the recipient, into areal location;

d) by the allocation of alocation reference that relatesto the call by the LRF. Location is then supplied to the
recipient over the Le interface (see 3GPP TS 23.167 [4B] for a definition of the Le interface) along with other
call information. The LRF can obtain the location from entities outside the IM CN subsystem, 