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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.

Introduction

Guidance to Readers of this Specification

In order to reduce the number of proceduresin this specification certain editorial practices have been adopted. Though
there are many independent factors, such as variants of S5/S8/S2b and attachment cases, these are in essence quite
similar. So, rather than presenting the permutations of these factors separately and thereby needlesdy repeating
normative text, conventions have been adopted to combine this information in single procedures.

The S5 and S8 reference points in the EPC architecture have been defined to have both a GTP and PMIP variant. The
GTP variant is documented in TS 23.401 [4], while the PMIP variant is documented in this specification. Every effort
has been made to eliminate duplication of normative text common to both specifications. Many figuresin this
specification refer to proceduresin TS 23.401 [4] to achieve this end. Common procedures between TS 23.401 [4] and
TS 23.402 (this specification), are represented in this specification in figures by text in shaded box(es) that reference the
appropriate figure and stepsin TS 23.401 [4]. The details of the common steps are only captured in TS 23.401 [4].

The S2b reference point in the EPC architecture has also been defined to have both a GTP and PMIP variant. Both
variants are documented in this specification. Every effort has been made to eliminate duplication of normative text
common to both variants. Figures for the GTP variant of S2b refer to figures defined for the PMIP variant of S2b to
achieve this end. Common procedures for both variants are represented in figures for GTP based S2b by text in shaded
box(es) that reference the appropriate figure and steps defined for PMIP based S2b. The details of the common steps are
only captured for the PMIP variant of S2b.

Attachment cases (as discussed in clauses 6.2.1 and 7.2.1) have been combined in asingle figure. The different
attachment cases can be accommodated by including optional itemsin the flows, for instance, a vPCRF that is only
employed during when aroaming case or LBO is specified.

Multiple APN interactions may occur for many of the procedures defined in this specification. These interactions
complicate the flows by introducing certain operations that may occur multiple times. Rather than produce unique flows
for this purpose, we indicate where this possibility may occur in text.
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1 Scope

This document specifies the stage 2 service description for providing |P connectivity using non-3GPP accesses to the
Evolved 3GPP Packet Switched domain. In addition, for E-UTRAN and non-3GPP accesses, the specification describes
the Evolved 3GPP PS Domain where the protocol s between its Core Network elements are |ETF-based.

ITU-T Recommendation 1.130 [2] describes a three-stage method for characterisation of telecommunication services,
and ITU-T Recommendation Q.65 [3] defines stage 2 of the method.

The specification covers both roaming and non-roaming scenarios and covers all aspects, including mobility between
3GPP and non 3GPP accesses, policy control and charging, and authentication, related to the usage of non-3GPP
accesses.

TS 23.401 [4] covers architecture aspects common to the Evolved 3GPP Packet Switched domain.

The procedures defined in the present document for WLAN access selection and PLMN selection replace the
corresponding I-WLAN procedures specified in TS 23.234 [5].

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[2] ITU-T Recommendations 1.130: "Method for the characterization of telecommunication services
supported by an ISDN and network capabilities of an ISDN".

[3] ITU-T Recommendation Q.65: "The unified functional methodology for the characterization of
services and network capabilities”.

[4] 3GPP TS 23.401: "General Packet Radio Service (GPRS) Enhancements for Evolved Universal
Terrestrial Radio Access Network (E-UTRAN) access'.

[5] 3GPP TS 23.234: "3GPP System to Wireless Local Area Network (WLAN) Interworking; System
Description".

[6] 3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universa
Terrestrial Radio Access Network (E-UTRAN); Overal description Stage 2".

[7] Void.

[8] IETF RFC 5213: "Proxy Mobile IPv6".

[9] IETF RFC 5996, "Internet Key Exchange Protocol Version 2 (IKEv2)".

[10] IETF RFC 5555: "Mobile IPv6 support for dual stack Hosts and Routers (DSMIPv6)".

[171] IETF RFC 3748: "Extensible Authentication Protocol (EAP)".

[12] IETF RFC 5944, "IP Mobility Support for I1Pv4, revised".

[13] Void.
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[14]
[15]
[16]
[17]
[18]
[19]
[20]
[21]
[22]
[23]
[24]
[25]
[26]
[27]
[28]
[29]

[30]
[31]
[32]
[33]
[34]
[35]
[36]
[37]
[38]
[39]
[40]
[41]
[42]
[43]

[44]

[45]
[46]

Void.

IETF RFC 4282, "The Network Access Identifier".

3GPP TS 23.003: "Numbering, addressing and identification".

IETF RFC 5844: "I1Pv4 Support for Proxy Mobile IPv6".

IETF RFC 4555, "IKEv2 Mobility and Multihoming Protocol (MOBIKE)"

3GPP TS 23.203: "Policy and Charging Control Architecture”.

3GPP TS 22.278: " Service requirements for evolution of the system architecture”.

3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description; Stage 2.
IETF RFC 4877, "Mobile IPv6 Operation with IKEv2 and the Revised | Psec Architecture”.
IETF RFC 2784, "Generic Routing Encapsulation (GRE)".

IETF RFC 2890, "Key and Sequence Number Extensionsto GRE".

IETF RFC 3543, "Registration Revocation in Mobile |Pv4".

Void.

Void.

IETF RFC 2131: "Dynamic Host Configuration Protocol”.

IETF RFC 4039: "Rapid Commit Option for the Dynamic Host Configuration Protocol version 4
(DHCPv4)".

IETF RFC 3736: " Stateless Dynamic Host Configuration Protocol (DHCP) Service for IPv6".
Void.

3GPP2 C.S0024-A v2.0: "cdma2000 High Rate Packet Data Air Interface Specification”.
Void.

IETF RFC 2794: "Mobile IP Network Access Identifier Extension for |Pv4".

Void.

Void.

Void.

IETF RFC 4861: "Neighbor Discovery for IP Version 6 (IPv6)".

IETF RFC 5446: " Service Selection for Mobile IPv4".

IETF RFC 5026: "Mohile |Pv6 bootstrapping in split scenario”.

IETF RFC 6611: "Mobile IPv6 (MI1Pv6) Bootstrapping for the Integrated Scenario”.
Void.

IETF RFC 5779: "Diameter Proxy Mobile |Pv6: Mobile Access Gateway and Local Mobility
Anchor Interaction with Diameter Server".

IETF RFC 5447: "Diameter Mobile IPv6: Support for Network Access Server to Diameter Server
Interaction”.

3GPP TS 33.402: "3GPP System Architecture Evolution: Security aspects of non-3GPP accesses'.

3GPP TS 31.102: "Characteristics of the Universal Subscriber Identity Module (USIM)
application”.
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[47]
[48]
[49]

[50]

[51]

[52]

(53]

[54]
[55]
[56]
[57]

[58]
[59]
[60]
[61]
[62]
[63]

[64]

[65]

[66]
[67]
[68]
[69]

[70]

[71]
[72]

3GPP TS 22.011: "Service accessibility".
IETF RFC 3948: "UDP Encapsulation of |Psec ESP Packets".

3GPP2 C.S0087-0: "E-UTRAN - HRPD and CDMA2000 1x Connectivity and Interworking: Air
Interface Aspects'.

IETF RFC 4739: "Multiple Authentication Exchangesin the Internet Key Exchange (IKEv2)
Protocol".

3GPP2 X.S0057-B: "E-UTRAN - eHRPD Connectivity and Interworking: Core Network
Aspects'.

3GPP TS 36.331: "Evolved Universal Terrestrial Radio Access (E-UTRA); Radio Resource
Control (RRC); Protocol specification”.

3GPP TS 23.122: "Non-Access-Stratum (NAS) functions related to Mobile Station (MS) inidle
mode".

Void.
3GPP TS 23.261: "IP Flow Mobility and seamless WLAN offload; Stage 2".
IETF RFC 6276: "DHCPV6 Prefix Delegation for Network Mobility (NEMO)".

3GPP TS 29.274: "3GPP Evolved Packet System (EPS); Evolved General Packet Radio Service
(GPRS) Tunnelling Protocol for Control plane (GTPv2-C); Stage 3".

IETF RFC 4862: "IPv6 Stateless Address Autoconfiguration”.

IETF RFC 4861: "Neighbor Discovery for IP version 6 (IPv6)".

3GPP TS 23.221: "Architectural requirements’.

3GPP TS 32.240: "Charging architecture and principles’.

3GPP TS 32.251: "Charging management; Packet Switched (PS) domain charging”.

3GPP TS 29.281: "General Packet Radio System (GPRS) Tunnelling Protocol User Plane
(GTPv1-U)".

|EEE Std 802.11-2012: "|EEE Standard for Information technology - Telecommunications and
information exchange between systems - Local and metropolitan area networks - Specific
requirements - Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY)
Specifications'.

IEEE Std 802.1X-2004: "IEEE Standard for Local and Metropolitan Area Networks: Port-Based
Network Access Control".

IETF RFC 791: "Internet Protocol”.
IETF RFC 2460: "Internet Protocol, Version 6 (IPv6) Specification".
IETF RFC 6106: "IPv6 Router Advertisement Options for DNS Configuration”.

3GPP TS 36.413: "Evolved Universal Terrestrial Radio Access Network (E-UTRAN); S1
Application Protocol (SIAP)".

3GPP TS 29.276: "3GPP Evolved Packet System (EPS); Optimized handover procedures and
protocols between E-UTRAN access and cdma2000 HRPD Access; Stage 3".

IETF RFC 768: "User Datagram Protocol”.

IETF RFC 5448: "Improved Extensible Authentication Protocol Method for 3rd Generation
Authentication and Key Agreement (EAP-AKA")".
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[73] 3GPP TS 24.312: " Access Network Discovery and Selection Function (ANDSF) Management
Object (MO)".

[74] 3GPP TS 23.228: "IP Multimedia Subsystem (IMS); Stage 2".

[75] WiFi Alliance Technical Committee, Hotspot 2.0 Technical Task Group: "Hotspot 2.0 (Release 2)

Technical Specification”, 2013-04-09.

Editor's Note: The above document cannot be formally referenced until it is publically available in accordance with
TR 21.801 and until it is designated as an approved specification.

[76] 3GPP TS 24.244: "Wireless LAN control plane protocol for trusted WLAN accessto EPC".

[77] ETSI ES 282 004 v3.4.1 (2010): "Telecommunications and Internet converged Services and
Protocols for Advanced Networking (TISPAN); NGN Functional Architecture; Network
Attachment Sub-System (NASS)".

[78] 3GPP TS 25.331: "Universal Terrestrial Radio Access (UTRA); Radio Resource Control (RRC);
Protocol specification”.

[79] 3GPP TS 36.304: "Evolved Universal Terrestrial Radio Access (E-UTRA); User Equipment (UE)
proceduresin idle mode".

[80] 3GPP TS 25.304: "User Equipment (UE) procedures in idle mode and procedures for cell
reselection in connected mode”.

[81] IETF RFC 3633: "IPv6 Prefix Options for Dynamic Host Configuration Protocol (DHCP) version
6".

[82] IETF RFC 7148: "Prefix Delegation Support for Proxy Mobile |Pv6".

[83] 3GPP TS 23.167: "IP Multimedia Subsystem (IMS) emergency sessions”.

[84] 3GPP TS 36.463: "Evolved Universal Terrestrial Radio Access Network (E-UTRAN) and

WirelessLAN (WLAN); Xw application protocol (XwAP)".

3 Definitions, Symbols and Abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A
term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

Sector|D or Sector Address Identifier: Thisidentifier is defined in 3GPP2 C.S0024-A v2.0 [32] and is used to
identify an HRPD AN. The Network operator shall set the value of the SectorlD according to the rules specified in
clause 14.9 of 3GPP2 C.S0024-A v2.0[32].

IFOM capable UE: A UE that is capable of routing different | P flows to the same PDN connection through different
access networks (see TS 23.261 [55]).

Inter-APN routing capable UE: A UE that is capable of routing IP flows across multiple simultaneoudly active |P
interfaces, each one associated with a specific APN. These interfaces may be linked to different access networks or to
the same access network.

Non-seamless WL AN offload capable UE: A UE that is capable of non-seamless WLAN offload as defined in
clause 4.1.5.

MAPCON capable UE: A UE that is capable of routing different simultaneously active PDN connections through
different access networks.

Transparent Single-Connection mode: A communication mode between a UE and atrusted WLAN (TWAN) where
the TWAN may set up non-seamless WLAN offload or an S2atunnel without explicit request from the UE.
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Single-Connection mode: A communication mode that is capable to support only a single connection at atime between
aUE and atrusted WLAN (TWAN) . This connection can be used either for Non-Seamless WLAN Offload (as defined
in clause 4.1.5) or for PDN connectivity. The use of the Single-Connection mode and the associated parameters of the
connection (e.g. for NSWO, for PDN connectivity, APN, etc.) can be negotiated during authentication over TWAN.

Multi-Connection mode: A communication mode that is capable to support a single or multiple connections at atime
between a UE and a trusted WLAN. One connection can be used for Non-Seamless WLAN Offload (as defined in
clause 4.1.5) and one or more simultaneous connections can be used for PDN connectivity. The use of the Multi-
Connection mode can be negotiated during authentication over TWAN and the requested PDN connection can be setup
with the WL CP protocol for PDN connectivity.

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
TR 21.905[1].

ANDSF Access Network Discovery and Selection Function
DSMIPv6 Dual-Stack MIPv6

CPICH Common Pilot Channel

DMNP Delegated Mobile Network Prefix
EAP Extensible Authentication Protocol
EPC Evolved Packet Core

ePDG Evolved Packet Data Gateway
EPS Evolved Packet System

FACoA Foreign Agent Care-of-Address
FQDN Fully Qualified Domain Name
GW Gateway

H-ANDSF Home-ANDSF

HBM Host-based Mobility

HRPD High Rate Packet Data

HS-GW HRPD Serving Gateway

IFOM IP Flow Mobility

IKEv2 Internet Key Exchange version 2
IPMS IP Mobility management Selection
LMA Local Mobility Anchor

LWA LTE-WLAN Radio Level Aggregation
MAG Mobile Access Gateway
MAPCON Multi Access PDN Connectivity
MIPv4 Mobile IP version 4

MIPv6 Mobile IP version 6

MME Mobility Management Entity

MTC Machine-Type Communications
NBM Network-based Mobility

NSWO Non-seamless WLAN Offload

OPI Offload Preference Indicator
P-GW PDN Gateway

PMIP/PMIPv6  Proxy Mobile IP version 6

RIM RAN Information Management
RCLWI RAN Controlled WLAN Interworking
RSRP Reference Signal Received Power
RSSI Received Signal Strength Indicator
SectorlD Sector Address Identifier

SGW Serving GW

SON Self-Configuring and self-Optimizing network
TWAP Trusted WLAN AAA Proxy
TWAG Trusted WLAN Access Gateway
TWAN Trusted WLAN Access Network
uicC Universal Integrated Circuit Card
UWAN Untrusted WLAN Access Network
V-ANDSF Visited-ANDSF
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WiMAX Worldwide Interoperability for Microwave Access
WLCP WLAN Control Protocol
4 Architecture Model and Concepts

4.1 Concepts

4.1.0 General Concepts
The EPS supports the use of non-3GPP | P access networks to access the EPC.

The EPS supports network-based mobility management mechanism based on PMIP or GTP and host-based maobility
management mechanism (e.g., MIP) over S2 reference points.

The EPS supports | ETF-based network-based mobility management mechanism (i.e. PMIP) over S5 and S8 reference
points.

When host-based mobility protocol (DSMIPv6 [10]) is used within the EPS and the UE camps on a 3GPP access
network, in this specification the UE is considered to be on its home link.

NOTE: A scenario where the UE in EPS uses a host based mobility protocol with aHA that is outside the EPSis
out of the scope of 3GPP specification.

The mobility management procedures specified to handle mobility between 3GPP and non 3GPP accesses shall include
mechanisms to minimize the handover latency due to authentication and authorization for network access. This applies
to UEs either supporting simultaneous radio transmission capability or not supporting it. EPS-based mobility between
GERAN/UTRAN access and hon-3GPP access requires S4-based SGSNs.

For multiple PDN-GWSs connecting to the same PDN, all the PDN GWs shall support the same mobility protocols.
The EPC supports local breakout of traffic whether a roaming subscriber is accessing the EPC viaa 3GPP or anon

3GPP access network according to the design principles described in clause 4.1 of TS 23.401 [4].

4.1.1 General Concepts for Interworking Between E-UTRAN and
CDMA2000

The mobility management procedures specified to handle mobility between E-UTRAN and CDMA2000 accesses (as
required by TS 22.278 [20]) shall include mechanisms to minimize the service interruption during handover and where
possible support bidirectional service continuity.

- Thisappliesto UEs supporting either single or dual radio capability.

- The mobility management procedures should minimize any performance impacts to the UE and the respective
accesses, for example, UE battery consumption and network throughput.

- The mobility management procedures should minimize the coupling between the different accesses allowing
independent protocol evolution in each access.

The operator may configure an indicator in HSS which is delivered to the BBERF in HSGW within the Charging
Characteristics and used by the BBERF to not establish the Gateway Control Session during the IP-CAN session
establishment procedure.

NOTE 1: When the Gateway Control Session session is not used, certain functions such as location information
report, APN-AMBR update and dedicated bearer establishment are impacted.

NOTE 2: The decision to not establish the Gateway Control Session session applies for the life time of the IP-CAN
session.

NOTE 3: Theindicator inthe HSS is operator specific, therefore it can only be used in non-roaming cases.
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4.1.2 General Concepts for Interworking Between 3GPP Accesses and
WIiMAX

The mobility management procedures specified to handle mobility between 3GPP Accesses and WiMAX (as required
by TS 22.278[20]) shall include mechanisms to minimize the service interruption during handover and where possible
support bidirectional service continuity.

- Thisappliesto UEs supporting either single or dua radio capahility.

- The mobility management procedures should minimize any performance impacts to the UE and the respective
accesses, for example, UE battery consumption and network throughput.

- The mobility management procedures should minimize the coupling between the different accesses allowing
independent protocol evolution in each access.

Furthermore, the mobility management procedures specified to handle maobility between 3GPP accesses and WiMAX
should minimize the impact on legacy systems (i.e. UTRAN and GERAN).

4.1.3 IP Mobility Management Selection Principles

The Mobility mechanisms supported between 3GPP and non-3GPP accesses within an operator and its roaming
partner's network would depend upon operator choice.

41.3.1 Static Configuration of Inter-technology Mobility Mechanism

For networks deploying a single I P mobility management mechanism, the statically configured mobility mechanism can
be access type and/or roaming agreement specific. The information about the mechanism to be used in such scenario is
expected to be provisioned into the terminal (or the UICC) and the network. | P session continuity between 3GPP and
non-3GPP access types may not be provided in this case if there is a mismatch between what the UE expects and what
the network supports. For example service continuity may not be possible if the user switchesto aterminal supporting a
different 1P mobility management mechanism than provisioned in the network.

NOTE: The mismatch case where atrusted non-3GPP network or ePDG only supports DSMIPv6 and the UE
does not, may lead to a situation where the UE receives alocal |P address in the trusted non-3GPP access
network or ePDG, but gains no PDN connectivity in the EPC. Depending on operator policy and roaming
agreements, 1P connectivity may be provided using thislocal |P address to access services (e.g. internet
access) in the trusted non-3GPP network. However, any such use of the local 1P address where the user
traffic does not use the EPC is not described in this specification.

4.1.3.2 Networks Supporting Multiple IP Mobility Mechanisms

IP Mobility management Selection (IPMS) consist of two components:

- IPMM protocol selection between Network Based Mobility (NBM) and Host based mobility (HBM - MIPv4
orDSMIPVv6).

- Decision on IP address preservation if NBM is selected.
IPM S does not relate to the selection between PMIPv6 and GTP over S5/S8/S2b/S2a.

Upon initial attachment to a 3GPP access, no IPM S is necessary since connectivity to a PDN GW is always established
with a network-based mobility mechanism.

Upon initial attachment to a trusted non-3GPP access or ePDG and upon handover from 3GPP to a trusted non-3GPP
access or ePDG, IPMSis performed before an IP addressis allocated and provided to the UE.

The UE support for a specific |P Mobility Management protocol and/or IP address preservation mechanism for inter-
access mobility may be known by the network-based on explicit indication from the UE.

Upon attachment to a trusted non-3GPP access or ePDG, if the access network (supporting at least NBM) is not aware
of the UE capabilities and the home and access network's policies alow the usage of NBM, then NBM is used for
establishing connectivity for the UE to the EPC.
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When a NBM mechanism is used for establishing connectivity in the target access upon inter-access mobility, IP
address preservation for session continuity based on NBM may take place as per PMI1Pv6 specification (RFC 5213 [8])
or according to clause 8.6 for GTP, and additionally based on the knowledge in the network of UE's capability (if
available) to support NBM. Such knowledge may be based on an explicit indication from the UE upon handover that 1P
address preservation based on NBM management can be provided.

| P address preservation for session continuity based on HBM may take place if the network is aware of the UE
capability to support DSMIPv6 or MIPv4. Such knowledge may be based on an indication to the target trusted non-
3GPP access or ePDG from the HSS/AAA (e.g. in case of DSMIPv6, the UE performed S2c¢ bootstrap before moving to
the target trusted non-3GPP access or ePDG). In such a case, the trusted non-3GPP access network or ePDG provides
the UE with anew IP address, local to the access network if 1P mobility management protocol selected is DSMIPV6. In
that case, in order to get I1P address preservation for session continuity, the UE shall use DSMIPv6 over S2c reference
point. This IP address shall be used as a care-of address for DSMIPv6. If the IP mobility management protocol selected
is MIPv4, the address provided to the UE by the non-3GPP access network isa FACoA and | P address preservation is
performed over S2a using M1Pv4 FACOoA procedures.

The final decision on the mobility management mechanism is made by the HSS/AAA upon UE authentication in the
trusted non-3GPP access system or ePDG (both at initial attachment and handover), based on the information it has
regarding the UE, local/home network capabilities and local/home network policies. If the UE provided an explicit
indication of the supported mobility mechanisms, the network shall provide an indication to the UE identifying the
selected mobility management mechanism.

Support of different 1P mobility management protocols at |ocal/home network is known by the AAA/HSS in one of the
following ways:

- through static pre-configuration, or

- through indication of the supported 1P mobility management protocols (NBM and/or MIPv4 FA CoA maode) by
the trusted non-3GPP access system or ePDG as part of the AAA exchange for UE authentication.

Upon selecting a mobility management mechanism, as part of the AAA exchange for UE authentication in the trusted
non-3GPP access system or ePDG, the HSS/AAA returns to the trusted non-3GPP access system or ePDG an indication
on whether alocal 1P address shall be allocated to the UE, or if instead NBM shall be used to establish the connectivity,
or the HSS/AAA returns to the trusted non-3GPP access system an indication that the address of the MIPv4 Foreign
Agent shall be provided to the UE.

IPMS s performed in the following scenarios:

- Uponinitial attach to atrusted non-3GPP access or ePDG, the IPM S is performed to decide how to establish IP
connectivity for the UE.

- Upon handover without optimization from a 3GPP access to a non-3GPP access, the IPMS is performed to
decide how to establish I P connectivity for the UE over the trusted non-3GPP access or ePDG.

- Upon change of access between a non-3GPP access and a 3GPP access or between two non-3GPP accesses, if
the IP MM protocol used to provide connectivity to the UE over the trusted non-3GPP access or ePDG isaNBM
protocol, then adecision is performed on whether 1P address preservation is provided or not as per PMIPv6
specification, (RFC 5213 [8]) or according to clause 8.6 for GTP and additionally based on the knowledge in the
network of UE's capability (if available) to support NBM.

41321 IP Mobility Management Selection During Initial Attach to a Non-3GPP Access
The IPMS decision is performed as described in the following:

- If the UE indicates DSMIPv6 support only, and the network supports and selects DSMIPv6, the trusted non-
3GPP access network or ePDG provides alocal 1P address to the UE to be used as CoA for DSMIPv6/S2c.

- If the UE indicates M1Pv4 support only, and the network supports and selects M1Pv4, then the trusted non-3GPP
access network provides a FACoA to the UE.

- If the UE indicates DSMIPv6 or MIPv4 support only, and the network selects NBM for providing connectivity,
then NBM is used for providing connectivity.
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- If the UE does not indicate any capabilities, it is assumed that the UE is not able to support DSMIPv6 or MIPv4,
and NBM isused for providing connectivity if the network supports NBM.

41322 IPMS solutions

On handover to 3GPP access, UE shall request for |P address preservation by setting Request Type flag to "handover"
during the attach procedure.

NOTE: UE requests for address preservation if S2c is used over source access network or MIPv4 FACOA is used
to connect over source access network or UE is capable of Network address preservation.

When the UE provides an indication of its supported mobility modes either during initial attach or on handover, the UE
provides such information to the entity performing IPM S during network access authentication, for trusted non-3GPP
accesses, or during authentication for tunnel establishment with ePDG, for untrusted non-3GPP accesses.

The network then makes the decision on what mobility protocol to be used for connectivity as described in further
clauses depending on the scenario.

4.1.3.2.3 IP Mobility Management Selection on Handover between accesses
On handover to non-3GPP accesses, the IPM S decision is performed as described in the following:

a If the UE only indicates NBM support between the two access technologies involved in the handover and the
network supports NBM between those two access technologies involved in the handover, then NBM is used for
providing connectivity, and | P address preservation is provided with S2a or S2b procedures.

b. If the UE indicates DSMIPv6 support and the network supports and selects DSMIPv6, the trusted non-3GPP
access network or ePDG provides alocal IP address to the UE to be used as CoA for DSMIPv6, and I P address
preservation is provided with S2c procedures.

c. If the UE indicates DSMIPv6 support only and the network does not support DSMIPv6, then NBM is used for
providing basic connectivity to the existing PDN GW if NBM is supported by the trusted non-3GPP access
network or ePDG. In this case, the decision for | P address preservation is made as per PMIPv6 specification,
(RFC 5213 [8]) or according to clause 8.6 for GTP.

d. If the UE indicates support for both NBM and DSMIPv6, and the network based on policies selects NBM to
establish the connectivity, then NBM is used to establish connectivity, and | P address preservation is provided
with S2a or S2b procedures.

e. If the UE indicates support for both NBM and DSMIPv6, and the network based on policies selects DSMIPv6 to
establish the connectivity, then the trusted non-3GPP access network or ePDG provides alocal |P address to the
UE to be used as CoA for DSMIPv6, and | P address preservation is provided with S2c procedures.

f. If the UE does not indicate any capabilities, then NBM is used for establishing connectivity if NBM is supported
by the trusted non-3GPP access network or ePDG. In this case, the decision for | P address preservation is made
as per PMIPv6 specification, (RFC 5213 [8]) or according to clause 8.6 for GTP.

NOTE 1: Incase of bullet c and f, PMIPv6 specification allows two options:

a) Preservethe IP address based on atimer; If the connection through the old access system is not torn
down before the timer expires then a new prefix is assigned, or

b) Immediately assign a new prefix.
This decision can be based on operator's policies.

NOTE 2: If prior to the handover, the UE was attached to a non-3GPP access with DSMIPv6, bullets a. and c. are
considered not to apply.

NOTE 3: The PDN GW capability of supporting NBM or DSMIPv6 or MIPv4 should be considered in IP Mobility
Mode Selection.

The UE indication of DSMIPv6 support may be implicit, e.g. having bootstrapped a security association viathe old
access network. The same appliesto NBM, since the network can collect information about NBM support from other
Sources.
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On handover to 3GPP access, the only decision that needs to be made is whether 1P address preservation needs to be
provided or not.

41.4 Trusted/untrusted non-3GPP access network detection

During initial attach or handover attach a UE needs to discover the trust relationship (whether it isa Trusted or
Untrusted Non-3GPP Access Network) of the non-3GPP access network in order to know which non-3GPP I P access
procedure to initiate. The trust relationship of a non-3GPP access network is made known to the UE with one of the
following options:

1) If the non-3GPP access supports 3GPP-based access authentication, the UE discovers the trust relationship
during the 3GPP-based access authentication.

2) The UE operates on the basis of pre-configured policy in the UE.

4.1.5 Non-seamless WLAN offload

Non-seamless WLAN offload is an optional capability of a UE supporting WLAN radio access in addition to 3GPP
radio access.

A UE supporting non-seamless WLAN offload may, while connected to WLAN access, route specific IP flows viathe
WLAN access without traversing the EPC. These IP flows are identified via user preferences, the Local Operating
Environment Information defined in TS 23.261 [55], and via policies that may be statically pre-configured by the
operator on the UE, or dynamically set by the operator viathe ANDSF. For such IP flows the UE usesthelocal IP
address allocated by the WLAN access network and no |P address preservation is provided between WLAN and 3GPP
accesses.

For performing the non-seamless WLAN offload, the UE needs to acquire alocal IP address on WLAN access, and it is
not required to connect to an ePDG.

Also, in the case the WLAN access is EPC connected, it is possible for a UE which also supports seamless WLAN
offload to perfom seamless WLAN offload for some IP flows and non seamless WLAN offload for some other IP flows
simultaneoudly.

4.2 Architecture Reference Model

42.1 Architecture for 3GPP Accesses with PMIP-based S5/S8

HSS
_.-~_3GPP Access ">« _ sea//

(2GS | \ Gxc | PCRF
’l SGSN I SI4 \‘
! s3 / \| s12 Rx
1)
' MME | s11| | -
1 1)

Gx Operator's 1P

\ S1-MM |—|—| \ ' SGI Services

\ S10 Serving A PDN | (e.g. IMS, PSS
@ Gateway | ! | Gateway
S1-U z S5

~. - PMIP

‘‘‘‘‘

Figure 4.2.1-1: Non-Roaming Architecture for 3GPP Accesses within EPS using PMIP-based S5

NOTE: The"3GPP Access' bubble represents a collection of functional entities and interfaces for the purpose of
pictorial simplification of the architectural models presented below.
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Figure 4.2.1-2: Roaming Architecture for 3GPP Accesses within EPS using PMIP-based S8

4.2.2 Non-roaming Architectures for EPS
The following considerations apply to interfaces where they occur in figuresin this and the next clause:
- S5, S2aand S2b can be GTP-based or PMIP-based.
- Gxcisused only in the case of PMIP variant of S5 or S8.
- Gxaisused when the Trusted non-3GPP Access network is owned by the same operator.
- Gxbisused only in the case of PMIP variant of S2b.
- S9isusad instead of Gxato the Trusted non-3GPP Access network not owned by the same operator.
- Gxaor S9 are terminated in the Trusted non-3GPP Accesses if supported.

- S2cisused only for DSMIPv6 bootstrapping and DSMIPv6 De-Registration (Binding Update with Lifetime
equals zero) when the UE is connected via 3GPP access. Dashed lines are used in Figure 4.2.2-2, Figure 4.2.3-3
and Figure 4.2.3-5 to indicate this case.

NOTE 1: SWu shown in Figure 4.2.2-1 also appliesto architectural reference Figures 4.2.2-2 and 4.2.3-1 t0 4.2.3-5,
but is not shown for simplicity.
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Figure 4.2.2-1: Non-Roaming Architecture within EPS using S5, S2a, S2b

NOTE 2: For S2ausing a Trusted WLAN access, refer to clause 16.
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Figure 4.2.2-2: Non-Roaming Architecture within EPS using S5, S2c
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4.2.3 Roaming Architectures for EPS
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Figure 4.2.3-1: Roaming Architecture for EPS using S8, S2a— S2b - Home Routed
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Figure 4.2.3-2: Roaming Architecture for EPS using PMIP-based S8, S2a, S2b (Chained PMIP-based
S8-S2a/b) - Home Routed

** Chained S2a/S2b and S8 used when VPLMN has business relationship with Non-3GPP Networks and S-GW in
VPLMN includes local non-3GPP Anchor.

NOTE 1: AAA, mobility, and QoS policy and event reporting related optimizations (e.g. signalling reduction and
information hiding towards the HPLMN) for PMIP-based S8-S2a/b chaining are not specified within this
Release of the specification.
NOTE 2: GTP-based S8-S2b chaining is not specified within this Release of the specification.
The following are some additional considerationsin this case:
- Gxcisused only in the case of PMIP-based S8 and for 3GPP access.

NOTE 3: If QoS enforcement on PMIP-based S8 is required by the Serving Gateway for Un-trusted Non-3GPP IP
Accesses, static policies will be used in this Release of the specification.

- Gxcisnot required for Trusted Non-3GPP IP Access; Gxais used instead to signal the QoS policy and event
reporting.

NOTE 4: For S2ausing a Trusted WLAN access, refer to clause 16.
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Figure 4.2.3-3: Roaming Architecture for EPS using S8 — S2c - Home Routed
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Figure 4.2.3-4: Roaming Architecture for EPS using S5, S2a, S2b — Local Breakout

NOTE 5: The two Rx instancesin Figure 4.2.3-4 apply to different application functionsin the HPLMN and
VPLMN.

NOTE 6: For S2ausing a Trusted WLAN access, refer to clause 16.
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Figure 4.2.3-5: Roaming Architecture for EPS using S5, S2c — Local Breakout

NOTE 7: Thetwo Rx instancesin Figure 4.2.3-5 apply to different application functionsin the HPLMN and
VPLMN.

4.3 Network Elements

4.3.1 Access Networks

43.1.1 E-UTRAN
E-UTRAN isdescribed in detail in TS 36.300 [6] with additional functionslisted in TS 23.401 [4].

4.3.1.2 Trusted and Untrusted Non-3GPP Access Network

Trusted and Untrusted Non-3GPP Access Networks are | P access networks that use access technology whose
specification is out of the scope of 3GPP.

Whether a Non-3GPP | P access network is Trusted or Untrusted is not a characteristic of the access network.

In non-roaming scenario it isthe HPLMN's operator decision if a Non-3GPP | P access network is used as Trusted or
Untrusted Non-3GPP Access Network.

In roaming scenario, the HSS/3GPP AAA Server in HPLMN makes the final decision of whether a Non-3GPP IP
access network is used as Trusted or Untrusted non-3GPP Access Network. The HSS/3GPP AAA Server may take the
VPLMN's policy and capability returned from the 3GPP AAA Proxy or roaming agreement into account.
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For supporting multiple PDNs, the same trust relationship shall apply to al the PDNs the UE connects to from a certain
Non-3GPP Access Network, i.e. it shall not be possible to access one PDN using the non-3GPP access network as
Trusted, while access to another PDN using the same non-3GPP access network as Untrusted.

4.3.2 MME
The details of functionality of MME are described TS 23.401 [4].
The following are additional MME functions:
- HRPD access node (terminating S101 reference point) selection and maintenance for handovers to HRPD.

- Transparent transfer of HRPD signalling messages and transfer of status information between E-UTRAN and
HRPD access, as specified in the pre-registration and handover flows.

- Forwarding the GRE key for uplink traffic to the target S-GW in case of CN node relocation.

- Transparent transfer of SON Information between E-UTRAN and HRPD access.

4.3.3 Gateway

4.3.3.1 General
Two logical Gateways exist:
- Serving GW (S-GW)
- PDN GW (P-GW)
The functional split of PDN GW and Serving GW isdescribed in TS 23.401 [4].

4.3.3.2 Serving GW

The functionality of the Serving GW is described in TS 23.401 [4]. In addition to the functions described in
TS 23.401 [4] the Serving GW includes the following functionality:

- Aloca non-3GPP anchor for the case of roaming when the non-3GPP | P accesses connected to the VPLMN.
- Event reporting (change of RAT, etc.) to the PCRF.

- Uplink and downlink bearer binding towards 3GPP accesses as defined in TS 23.203 [19].

- Uplink bearer binding verification with packet dropping of "misbehaving UL traffic”.

NOTE 1: The term 'Uplink bearer binding verification' is defined in TS 23.401 [4].

- Mobile Access Gateway (MAG) according to PMIPv6 specification, RFC 5213 [8], if PMIP-based S5 or S8is
used. The MAG function shall be able to send UL packets before sending the PBU or before receiving the PBA.

- Decideif packets are to be forwarded (uplink towards PDN or downlink towards UE) or if they are locally
destined to the S-GW (e.g. Router Solicitation).

- DHCPv4 (relay agent) and DHCPV6 (relay agent) functions if PMIP-based S5 or S8 is used.

- Handling of Router Solicitation and Router Advertisement messages as defined in RFC 4861 [38], if PMIP based
S5 and S8 is used.

- Handling of Neighbour Solicitation and Neighbor Advertisement messages as defined in RFC 4861 [38], if
PMIP based S5 and S8 is used.

- Allocation of downlink GRE key for each PDN connection within the Serving GW, which is used by the PDN
GW to encapsulate downlink traffic to the Serving GW on the PMIP-based S5/S8 interface.

- If PMIP-based S8-S2a/b chaining is used:
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- the Serving GW actsasa LMA towards the MAG function of the Trusted Non-3GPP IP Access or the ePDG;

- the Serving GW allocates uplink GRE key for each PDN connection within the Serving GW, which is used to
encapsulate uplink traffic on PMIPv6-based S2a/S2b interface.

NOTE 2: The Serving GW does not require full MAG and full LMA functionally.

- the Serving GW includes functionality to interwork the PMIPv6 signalling towards the PDN GW and
PMIPv6 signalling towards the MAG function of the Trusted Non-3GPP IP Access or the ePDG. In this case
the Serving GW aso acts asa MAG towards the PDN GW;

- the Serving GW includes functionality to link the user-plane of the PMIPv6 tunnel towards the PDN GW and
the user-plane of the PMIPv6 tunnel towards the MAG function of the Trusted Non-3GPP IP Access or the
ePDG.

4.3.3.3 PDN GW

PDN GW functionality is described in TS 23.401 [4] for 3GPP accesses connected to the EPC via GTP-based and
PMIP-based S5/S8 interface. The PDN GW supports functionality specified in TS 23.401 [4] that is common to both
PMIP-based and GTP-based S5/S8 interfaces also for access to EPC via non-3GPP accesses.

Additionally, the PDN GW is the user plane anchor for mobility between 3GPP access and non-3GPP access. For this,
the PDN GW includes the following functionality:

A LMA according to the PMIPv6 specification, RFC 5213 [8], if PMIP-based S5 or S8, or if PMIP-based S2a or
PMIP-based S2b is used. The LMA function shall be able to accept UL packets from any trusted MAG without
enforcing that the source I P address must match the CoA inthe MN BCE.

A DSMIPv6 Home Agent, as described in RFC 5555 [10], if S2c is used.

Allocation of uplink GRE key for each PDN connection within the PDN GW, which is used to encapsulate
uplink traffic to the PDN GW on the PMIP-based S5/S8, or PMIP-based S2a or PMIP based S2b interface.

A MIPV4 Home Agent, if S2a with MIPv4 FA CoA mode is used.

GPRS Tunnelling Protocol for the control plane and the user plane to provide PDN connectivity to UEs using
non-3GPP accesses, if GTP-based S2a or GTP-based S2b is used.

4.3.4 ePDG

The functionality of ePDG includes the following:

Allocation of aremote |P address as an | P address |ocal to the ePDG which is used as CoA when S2c is used;
Functionality for transportation of aremote |P address as an | P address specific to a PDN when S2b is used;

Routing of packets from/to PDN GW (and from/to Serving GW if it is used aslocal anchor in VPLMN) to/from
UE; if GTP based S2b is used, thisincludes routing of uplink packets based on the uplink packet filtersin the
TFTsassigned to the S2b bearers of the PDN connection;

Routing of downlink packets towards the SWu instance associated to the PDN connection;

De-capsulation/Encapsulation of packets for |PSec and, if network based mobility (S2b) is used, for GTP or
PMIPV6 tunnels;

Mobile Access Gateway (MAG) according to the PMIPv6 specification, RFC 5213 [8], if PMIP based S2b is
used,

Tunnel authentication and authorization (termination of IKEv2 signalling and relay via AAA messages);
Local mobility anchor within untrusted non-3GPP access networks using MOBIKE (if needed);
Transport level packet marking in the uplink;

Enforcement of QoS policies based on information received via AAA infrastructure;
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- Lawful Interception.

- Allocation of downlink GRE key for each PDN connection within the ePDG, which is used to encapsulate
downlink traffic to the ePDG on the PMIPv6-based S2b interface.

- Accounting for inter-operator charging according to charging principles specified in TS 32.240 [61].
- Interfacing OFCS through reference points TS 32.251 [62] for EPC nodes.

4.3.5 PCRF

The functionality of PCRF is described in TS 23.203 [19] with additional functionality listed in TS 23.401 [4]. In the
non-roaming scenario, additionally, the PCRF terminates the Gxa, Gxb and Gxc reference points with the appropriate
IP-CANS.

In roaming scenarios, the difference from TS 23.401 [4], isthat the vVPCRF exists for the UE for the scenario of roaming
with home-routed traffic in addition to the scenario in TS 23.401 [4] of roaming with local breakout.

4.35.1 Home PCRF
In addition to the h-PCRF functionality listed in TS 23.401 [4], in this document the Home PCRF
- Terminates the Gx reference point for roaming with home routed traffic;

- Terminates the Gxa, Gxb or Gxc/S9 reference points as appropriate for the IP-CAN type.

4.35.2 Visited PCRF
In addition to the v-PCRF functionality listed in TS 23.401 [4], in this document the Visited PCRF
- Terminates the Gxa, Gxb or Gxc reference points as appropriate for the IP-CAN type;

- Terminates the S9 reference point.

4.4 Reference Points

4.4.1 List of Reference Points
The description of the reference points:

S1-MME, S1-U, S3, $4, S10, S11: these are defined in TS 23.401 [4].

S2a It provides the user plane with related control and mobility support between trusted non 3GPP | P access
and the Gateway.

S2b It provides the user plane with related control and mobility support between ePDG and the Gateway.

S2¢ It provides the user plane with related control and mobility support between UE and the Gateway. This

reference point isimplemented over trusted and/or untrusted non-3GPP Access and/or 3GPP access.

S5 It provides user plane tunnelling and tunnel management between Serving GW and PDN GW. It is used
for Serving GW relocation due to UE mobility and in case the Serving GW needs to connect to a non
collocated PDN GW for the required PDN connectivity.

S6a Thisinterface is defined between MME and HSS for authentication and authorization. It is defined in
TS23.401[4].

S6b It is the reference point between PDN Gateway and 3GPP AAA server/proxy for mobility related
authentication if needed. This reference point may also be used to retrieve and request storage of mobility
parameters. This reference point may also be used to retrieve static QoS profile for a UE for non-3GPP
access in case dynamic PCC is not supported.
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Gx It provides transfer of (QoS) policy and charging rules from PCRF to Policy and Charging Enforcement
Function (PCEF) inthe PDN GW.
Gxa It provides transfer of (QoS) policy information from PCRF to the Trusted Non-3GPP accesses.

Gxb Thisinterface is not specified within this Release of the specification.

Gxc It provides transfer of (QoS) policy information from PCRF to the Serving Gateway

PMIP-based S8 It isthe roaming interface in case of roaming with home routed traffic. It provides the user plane

SO

SGi

with related control between Gateways in the VPLMN and HPLMN.

It provides transfer of (QoS) policy and charging control information between the Home PCRF and the
Visited PCRF in order to support local breakout function. In all other roaming scenarios, S9 has
functionality to provide dynamic QoS control policies from the HPLMN.

It is the reference point between the PDN Gateway and the packet data network. Packet data network may
be an operator external public or private packet data network or an intra operator packet data network,
e.g. for provision of IMS services. This reference point corresponds to Gi for 3GPP accesses.

SWa It connects the Untrusted non-3GPP IP Access with the 3GPP AAA Server/Proxy and transports access

authentication, authorization and charging-related information in a secure manner.

STa It connects the Trusted non-3GPP IP Access with the 3GPP AAA Server/Proxy and transports access

authentication, authorization, mobility parameters and charging-related information in a secure manner.

SWd It connects the 3GPP AAA Proxy, possibly viaintermediate networks, to the 3GPP AAA Server.

SWm This reference point is located between 3GPP AAA Server/Proxy and ePDG and is used for AAA

signalling (transport of mobility parameters, tunnel authentication and authorization data). This reference
point also includes the MAG-AAA interface functionality, RFC 5779 [43] and Mobile IPv6 NAS-AAA
interface functionality, RFC 5447 [44].

SWn Thisisthe reference point between the Untrusted Non-3GPP I P Access and the ePDG. Traffic on this

interface for a UE-initiated tunnel has to be forced towards ePDG.

SWu Thisisthe reference point between the UE and the ePDG and supports handling of 1PSec tunnels. The

functionality of SWu includes UE-initiated tunnel establishment, user data packet transmission within the
IPSec tunnel and tear down of the tunnel and support for fast update of I1PSec tunnels during handover
between two untrusted non-3GPP | P accesses.

SWx This reference point is located between 3GPP AAA Server and HSS and is used for transport of

authentication, subscription and PDN connection related data.

S1 interface for EFUTRAN is the same for both the architectures.

Protocol assumption:

S2ainterface is based on current or future IETF RFCs. S2ais based on Proxy Mobile IP version 6. For Trusted
WLAN, S2amay also be based on GTP. To enable access via Trusted Non 3GPP | P accesses that do not support
GTP and PMIPv6, S2a aso supports Client Mobile IPv4 FA mode.

S2b interface is based on GTP or Proxy Mobile IP version 6.
S2c is based on DSMIPv6 [10].

The PMIP-based S5, PMIP-based S8, PMIP-based S2a and PM I P-based S2b interfaces are based on the same
protocols and differences shall be minimized. The S5 interface is based on the PMIPv6 specification,
RFC 5213 [8].

The GTP-based S5/S8, GTP-based S2a and GTP based S2b interfaces are based on the GTP protocol
(TS 29.274 [57]). The GTP variant of Sb interface is described in TS 23.401 [4].

PMIPv6-based S8 interface is based on the PMIPv6 specification, RFC 5213 [8]. The GTP variant interfaceis
described in TS 23.401 [4].
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- The PMIPv6-based interfaces (S5, S8, S2a, and S2b) shall support Generic Routing Encapsulation (GRE)
RFC 2784 [23] including the Key field extension RFC 2890 [24]. The Key field value of each GRE packet
header should enable the unique identification of the UE PDN connection that the GRE packet payload is
associated with. These keys are exchanged using GRE Options extension to PMIPv6 Proxy Binding Update and
Proxy Binding Ack messages on PMIPv6-based interfaces.

- Incase of CN node relocation, the GRE key for uplink traffic is forwarded to the target S-GW over S10/S11
reference point.

- SWuinterfaceisbased on IKEv2 [9] and MOBIKE [18].

The EPS shall alow the operator to configure atype of access (3GPP or non-3GPP) as the "home link" for Client
Mobile IP purposes.

NOTE: Redundancy support on reference points PMIP-based S5 and PMIP-based S8 should be taken into
account.

4.4.2 Reference Point Requirements

4421 S5 Reference Point Requirements
Both the GTP and PMIP variants of the S5 reference point shall satisfy the following architectural principles:

- There shall be only one radio interface protocol stack defined, common for both S5 variants, including both radio
layer and Non-Access Stratum protocols.

- There shall be only one S6ainterface defined common to both S5 variants. There may be a need for different
information elements specific to PMIP-based or GTP-based variants of S5 but differences due to the S5 variants
should be minimized.

- Inthe non-roaming case, there shall be only one Gx interface defined for transfer of policy and charging rules,
common to both S5 variants. There may be aneed for different information elements specific to PMIP-based or
GTP-based variants of S5 but differences due to the S5 variants should be minimized.

- Differences between S5 variantsin terms of functional split between the endpoints should be minimized.
The S5 reference point shall fulfil the following requirements:

- S5shall alow access to multiple PDNs. It shall be possible to allow an UE to connect to different packet data
networks. It shall also be possible to support a UE with concurrent connections to several packet data networks.

- S5shall alow multiple PDN connections for agiven APN and UE.

- S5 shal be able to transport both IPv4 and 1Pv6 user plane traffic independent of |P version of the underlying IP
transport network.

- S5 shall support fault handling. There should be mechanisms to identify and signal faults for groups of mobiles—
e.g., if alarge node handling millions of terminals goes down.

NOTE: Asfurther development of the architecture takes place as well as when additional functionality such as
MBMS, LCS etc. are addressed, further requirements will be needed.

4.42.2 Void
4423 Void
4.42.4 Void
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4.5 High Level Functions

451 PDN GW Selection Function for Non-3GPP Accesses for S2a and
S2b

PDN Gateway selection for non-3GPP accesses uses similar mechanisms as defined in TS 23.401 [4], with the
following modification:

- The PDN Gateway selection function interacts with the 3GPP AAA Server or 3GPP AAA Proxy and uses
subscriber information provided by the HSS to the 3GPP AAA Server. To support separate PDN GW addresses
at aPDN GW for different mobility protocols (PMIP, MIPv4 or GTP), the PDN GW Selection function takes
mobility protocol type into account when deriving PDN GW address by using the Domain Name Service
function.

During the initial authorization, PDN Gateway selection information for each of the subscribed PDNs s returned to the
ePDG or the Trusted Non-3GPP Access Network. The PDN Gateway selection information includes:

- The PDN GW identity, which isalogical name (FQDN) or IP address and an APN; or

- an APN and an indication whether the allocation of a PDN GW from the visited PLMN is allowed or a PDN GW
from the home PLMN shall be allocated.

This enables the entity requiring the | P address of the PDN Gateway to proceed with selection as per the procedures
defined in TS 23.401 [4], clause 4.3.8.1. Once the selection has occurred, the PDN Gateway registers its association
with a UE and the APN with the AAA/HSS by sending PDN GW identity, that is either its IP address (e.g. if it hasa
single IP address for all the mobility protocolsit supports or if it only supports one maobility protocol) or its FQDN (e.g.
if it has multiple | P addresses for the mobility protocolsit supports), as well asinformation that identifies the PLMN in
which the PDN GW islocated, to the 3GPP AAA Server or AAA Proxy only when the Access Technology Typeis
non-3GPP. For 3GPP access types, the MME/S4-SGSN updates the HSS with the selected PDN GW identity, as well as
information that identifies the PLMN in which the PDN GW islocated, according to TS 23.401 [4]/TS 23.060 [21].
This permits the HSS and 3GPP AAA Server or Proxy to provide the association of the PDN Gateway identity and the
related APN for the UE subsequently.

NOTE 1. The format of the information that identifies the PLMN in which the PDN GW islocated is defined in
stage 3 specifications.

In the case that a UE already has assigned PDN Gateway(s), the PDN GW identity for each of the already allocated
PDN Gateway(s), as well asinformation that identifies the PLMN in which the PDN GW islocated, are returned by the
3GPP AAA Server or Proxy during the authorization step. This eliminates the need to repeat PDN Gateway selection
for the PDNs the UE is aready connected with. The information about the PLMN in which the PGW is located allows
the receiving entity to determine an appropriate APN-OI. The ePDG may use thisinformation to determine the S2b
protocol type (PMIP or GTP). The TWAN may also use this information to determine the S2a protocol type (PMIP or
GTP).

Upon mobility between 3GPP and non-3GPP accesses, PDN Gateway selection information for the subscribed PDNs
the UE is not yet connected with is returned to the target access system as done during initial attachment. For the PDNs
the UE is aready connected with transfer of PDN GW information takes place as defined below:

- If aUE attaches to a non-3GPP access and it already has assigned PDN Gateway(s) dueto a previous attach in a
3GPP access, the HSS provides the PDN GW identity, as well asinformation that identifies the PLMN in which
the PDN GW islocated, for each of the already allocated PDN Gateway(s) with the corresponding PDN
information to the 3GPP AAA server over the SWx reference point.

- If aUE attaches to a 3GPP access and it already has an assigned PDN Gateway(s) due to a previous attach in a
non-3GPP access, the HSS provides the PDN GW identity, as well asinformation that identifiesthe PLMN in
which the PDN GW islocated, for each of the already allocated PDN Gateway(s) with the corresponding PDN
information to the MME over the S6a reference point and/or S4-SGSN over the S6d reference point.

The HSS receives the PDN GW identity for each of the selected PDN GWSs and the corresponding PDN information for
agiven UE, from both the 3GPP AAA Server and a so from the MM E/S4-SGSN, depending on the currently in-use
access. The HSS isresponsible for the storage of the selected PDN GW identity as described in clause 12.
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The ePDG may be configured with the S2b protocol variant(s) on aper HPLMN granularity, or may retrieve
information regarding the S2b protocol variants supported by the PDN GW (PMIP or/and GTP) from the Domain Name
Service function.

The TWAN may be configured with the S2a protocol variant(s) on a per HPLMN granularity, or may retrieve
information regarding the S2a protocol variants supported by the PDN GW (PMIP or/and GTP) from the Domain Name
Service function.

NOTE 2: Thelocation of the PDN GW selection function depends upon the type of S2 interface used for
attachment and the | P mobility mechanism being used.

- For PMIPv6 on S2a/b, the entity requesting the PDN Gateway is the entity acting as Mobile Access Gateway
(MAG).

- For GTP on S2b, the entity requesting the PDN Gateway is the ePDG.
- For GTP on S2a, the TWAG, described in clause 16.1.2, is requesting the PDN Gateway.

- For the PMIP-based S8-S2a/b chained cases, the PDN GW information is sent together with the selected Serving
GW address from the 3GPP AAA proxy to the entity acting as MAG in the non-3GPP access network during
access authentication and authorization. The PDN GW selection mechanism is the same as in the unchained
case. The MAG function of the non-3GPP access network conveys the PDN GW address to the Serving GW as
part of the PMIPv6 PBU message.

- For MIPv4 FA mode on S2a, the entity requesting the PDN Gateway is the entity that plays the role of the FA.

4.5.1a PDN GW Selection Function for eHRPD with SIPTO support

In order to select the appropriate PDN GW for SIPTO in eHRPD access viaHSGW, the PDN GW selection function
needs to support DNS mechanism that allows selection of a PDN GW which is close to the HSGW for the UE. Details
related to SIPTO support for eHRPD access is defined in 3GPP2 X.S0057 [51].

4572 PDN GW Selection Function for S2c

For the S2c reference point, the UE needs to know the | P address of the PDN Gateway for the PDN the UE wants to
connect to. This address is made known to the UE using one of the following methods:

1) ViaPCO at the attach procedure or UE requested PDN Connectivity procedure, for 3GPP access (as defined in
TS 23.401 [4]) or trusted non-3GPP access (if supported).

2) VialKEv2 during tunnel setup to ePDG. For a UE'sinitial Attach, during the IKEv2 tunnel establishment
procedure on the SWu interface (between UE and ePDG):

- For non-roaming case, the 3GPP AAA Server selectsthe HA (PDN GW) which is close to the ePDG and
sends the HA (PDN GW) FQDN or |IP address to the ePDG;

- For roaming with local breakout case, the 3GPP AAA Proxy selectsthe HA (PDN GW) which iscloseto the
ePDG and sends the HA (PDN GW) FQDN or IP address to the ePDG;

The HA (PDN GW) FQDN or |P address are then forwarded to the UE by the ePDG.

NOTE 1: Whether the selected PDN GW is closer to the UE than other PDN GW depends on the network
configurations and operations, it may be geographically/topologically closer or less 1P hops.

3) If the IP address of the PDN GW is nhot received using options 1-2 above and if the UE knows that the HA isin
the PDN where the UE is attached to then the UE shall request a PDN Gateway address via DHCP
IETF RFC 6611 [41].

4) If the IP address of the PDN GW is not delivered using options 1-3 above the UE can interact directly with the
Domain Name Service function by composing a FQDN corresponding to the PDN.

For the S2c reference point, the network can force areallocation of the PDN Gateway selected upon initial DSMIPv6
bootstrapping for the PDN the UE wants to connect to. This may happen if one of the following situations occurs:
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- The UE hasdone initial network attachment on an access system supporting network-based mobility, but the
PDN Gateway discovered by the UE for the S2c reference point is different from the PDN Gateway allocated at
initial network attachment. In this case, to enable | P address preservation based on DSMIPv6 upon inter-system
mobility, the network must trigger a PDN Gateway reallocation for the S2c reference point, to re-direct the UE
to the PDN Gateway that was selected upon initial network attachment.

- The UE hasdoneinitial network attachment over S2c and, relying on DNS, has discovered a sub-optimal PDN
Gateway. In this case, based on operator's policies, the network can optionally trigger aPDN Gateway
reallocation to re-redirect the UE to a PDN Gateway that can provide better performance.

PDN Gateway reallocation for the S2c reference point is triggered by the AAA/HSS during DSMIPv6 bootstrapping.
For aUE'sinitial Attach, if the UE has selected ainitiadl PDN GW and initiated DSMIPv6 bootstrapping:

- Innon-roaming scenario, the PDN GW reports the UE Care of Address (allocated by the WLAN AN or ePDG)
to the 3GPP AAA Server. According to the UE CoA and the pre-configuration, the 3GPP AAA Server finds
there are other PDN GW/(s) which are close to the UE, then it can initiate a PDN GW reallocation procedure
(Clause 6.10 "PDN GW reallocation upon attach on S2¢") to redirect the UE to the other PDN GW.

- Inroaming with local breakout scenario, the PDN GW reports the UE Care of Address (allocated by the WLAN
AN or ePDG) to the 3GPP AAA Proxy. According to the UE CoA and the pre-configuration, the 3GPP AAA
Proxy finds there are other PDN GW(s) which are close to the UE, then it can initiate a PDN GW reallocation
procedure (clause 6.10 "PDN GW reallocation upon attach on S2¢") to redirect the UE to the other PDN GW.

NOTE 2: Whether the selected PDN GW is closer to the UE than other PDN GW depends on the network
configurations and operations, it may be geographically/topologically closer or less IP hops.

NOTE 3: Thisreallocationisinitiated only if the UE has not yet successfully established a binding with the selected
PDN GW.

The HSS receives the values of identity(ies) of all allocated PDN GWSs and the corresponding PDN information for a
given UE from the 3GPP AAA. The HSS is responsible for the storage of PDN GW identity information.
45.3 Serving GW Selection Function for Non-3GPP Accesses

The S-GW sdlection function allocates an S-GW that acts as alocal anchor for non-3GPP access in the case of S8-S2a/b
chained roaming. Whether S8-S2a/b chaining should be used is decided by 3GPP AAA Proxy based on per-HPLMN
configuration.

The Serving GW selection function islocated in 3GPP AAA Proxy. If an S-GW is needed for non-3GPP access in the
visited network, the 3GPP AAA proxy will select an S-GW for the UE during initial attach or handover attach. The
3GPP AAA proxy shall send the selected S-GW address to the MAG function of the Trusted non-3GPP I P access or
ePDG in the chained S8-S2a/b scenarios.

Thereis no mechanism standardized for S-GW address preservation for handover between 3GPP and non-3GPP in
S2/S8 chained case within this Release of the specification.

45.4 ePDG Selection

4541 General

The UE performs ePDG selection based on a set of information configured by the HPLMN in the UE, and based on the
UE's knowledge of the PLMN it is attached to.

A UE connected to one or multiple PDN GWs uses asingle ePDG.

45.4.2 ePDG FQDNSs Construction

When the UE attempts to construct an FQDN for selecting an ePDG in a certain PLMN-x (either aVPLMN or the
HPLMN), then the UE shall construct one of the following FQDN formats:

- Operator Identifier FQDN: The UE constructs the FQDN by using the PLMN-x ID as the Operator Identifier.
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- Tracking/Location Area ldentity FQDN: The UE constructs the FQDN by using the identity of the Tracking
Area/Location Areaitislocated in (i.e. based on PLMN-x ID and TAC/LAC). The Tracking/Location Area
Identity FQDN is used to support location-specific ePDG selection withina PLMN.

The ePDG FQDN formats are specified in TS 23.003 [16].
The UE selects one of the above FQDN formats as follows:

a) If the UE attemptsto select an ePDG in the registered PLMN and the UE is configured to use for this PLMN the
Tracking/Location Area ldentity FQDN as defined in point 2) of clause 4.5.4.3; and

b) the UE knowsthe TAI/LAI of the areathe UE it islocated in (e.g. the TAI/LAI from the most recent Attach or
TAU/LAU),

then the UE constructs a Tracking/Location Area ldentity FQDN. Otherwise the UE constructs the Operator Identifier
FQDN.

Also, the UE constructs the Operator Identifier FQDN as afallback in the case of failure of DNS resolution of a
Tracking/Location Area Identity based FQDN.
454.3 UE Configuration By HPLMN

The UE may be configured (e.g. viaH-ANDSF, USIM, etc.) by the HPLMN with the following configuration, whose
usage is defined in clause 4.5.4.4:

1) ePDG identifier configuration: It contains the FQDN or IP address of an ePDG in the HPLMN.

NOTE: The FQDN inthe ePDG identifier configuration may have a different format than the one described in
clause 4.5.4.2.

2) ePDG selectioninformation: It contains alist of PLMNs which may include the HPLMN and for each PLMN it
indicates whether the selection of an ePDG in this PLMN is preferred or mandatory. It also indicatesif selection
of an ePDG in this PLMN should be based on Tracking/Location Area Identity FQDN or on Operator |dentifier
FQDN, as specified in clause 4.5.4.4.

The ePDG selection information may include an "any PLMN" entry, which matches any PLMN the UE is attached to
except the HPLMN. If the ePDG selection information contains both the "any PLMN" and the PLMN the UE is
attached to, the UE shall give precedence to the | atter.
454.4 UE ePDG Selection Procedure
When constructing an FQDN, the UE shall contruct the FQDN as described in clause 4.5.4.2.
The UE shall perform ePDG selection by executing the steps below:

1) If the UE is attached via 3GPP access to a PLMN-x, then:

a) If the UE isconfigured with the ePDG selection information defined in point 2) in clause 4.5.4.3 and there is
an entry matching the PLMN-x in the ePDG selection information, then the UE shall attempt to select an
ePDG in this PLMN-x. The UE shall construct an ePDG FQDN for this PLMN-x as described in
clause 4.5.4.2, and shall use the DNS server function to obtain the IP address(es) of the ePDG(s).

b) If the UE is configured with the ePDG selection information but there is no entry matching PLMN-x in the
ePDG selection information or if the UE is not configured with the ePDG selection information thenand

i) If the UE is configured with the ePDG identifier defined in point 1) in clause 4.5.4.3, the UE shall attempt
to select in ePDG in the HPLMN. The UE shall either use the configured FQDN and use the DNS server
function to obtain the | P address(es) of the ePDG(s) in the HPLMN, or the UE shall use the configured IP
address.

ii) If the UE isnot configured with the ePDG identifier, the UE shall construct an Operator Identifier FQDN
for HPLMN and use the DNS server function to obtain the 1P address(es) of the ePDG(s) in the HPLMN.

2) If the UE is not attached via 3GPP access to any PLMN, then:
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a) If the UE can determine the country it islocated in and the UE is configured with ePDG selection
information that includes one or more PLMNs in this country, then the UE should select an ePDG ina PLMN
in this country by constructing a corresponding Operator Identifier FQDN and using the DNS server function
to obtain the I P address(es) of the ePDG(s) in the PLMN.

NOTE 1: Itisout of scope of the present specification to define how the UE can identify the country it islocated in

when it's not attached to any PLMN.

NOTE 2: The detailed ePDG sel ection mechanism when the ePDG sel ection information includes more than one
PLMN in the country where the UE islocated is defined in stage 3 specifications.

3) Inal other cases, the UE shall select the ePDG in the HPLMN as described in points 1)b)i) and 1)b)ii) above.

NOTE 3: According to the steps above, the home operator can configure the UE to always select an ePDG in the
HPLMN, for example, by:

- providing neither the ePDG identifier configuration nor the ePDG selection information, in which case
the UE always selects an ePDG in HPLMN by using the Operator Identifier FQDN, according to
step 1)b)ii) above; or

- providing ePDG identifier configuration only, in which case the UE aways selectsan ePDG in
HPLMN based on the FQDN or IP address in the ePDG identifier configuration, according to
step 1)b)i) above.

NOTE 4: According to the steps above, the home operator can configure the UE to attempt first to select an ePDG
inthe VPLMN, for example, by providing the ePDG selection information containing the "any PLMN"
entry and the indication of "preferred".

If the UE failsto select an ePDG in aVPLMN, then:

- If the ePDG selection information for this VPLMN contains the "preferred” indication based on point 2) in
clause 4.5.4.3, the UE shall select the ePDG in the HPLMN as described in points 1bi) and 1bii) above.

- If the PDG selection information for this VPLMN contains the "mandatory™ indication, the UE shall stop the
ePDG selection.

When the UE fails to select an ePDG in the HPLMN, then:
- The UE shall stop the ePDG selection.

NOTE5: If the HPLMN entry in the ePDG selection information contains "preferred” / "mandatory” indications,
these indications are not used during the selection of an ePDG in the HPLMN.

If aselected ePDG is not reachable from an untrusted non-3GPP access, the UE shall attempt to reach the next
discovered ePDG, if available.
4.5.4a ePDG selection for emergency bearer services

45 4a.1 General

The UE may select an ePDG for emergency bearer services either using configured information as specified in

clause 4.5.4a.2 or using dynamically created FQDN generated by the UE as specified in clause 4.5.4a.3. The UE shall
first attempt ePDG selection based on configured information as described in clause 4.5.4a.2. If configured information
isnot available in the UE, the UE shall try to select ePDG as described in clause 4.5.4a.3.

NOTE: The UE stopsthe establishment of emergency callsif it is unable to select an ePDG for emergency bearer
services.
4.5.4a.2 Static selection

It shall be possible to configure the UE (e.g. H-ANDSF, USIM, etc) with an ePDG address that supports emergency
bearer servicesin its HPLMN. The ePDG address can take the format of:

1) AnFQDN; or
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2) AnIP address.

The ePDG configuration information for emergency services shall be separate from the configuration for regular
services and exclusively used for the ePDG selection of emergency services.

When the UE is statically configured with the | P address of an ePDG that supports emergency bearer services, the UE
initiates the 1Psec tunnel establishment towards this | P address.

If an FQDN is configured the UE employs the DNS server function to obtain the | P address(es) of the ePDG(s). If the
DNS server responds with:

a) Atleast one |P address: the UE selects an | P address from the list returned in the DNS response, and the UE
initiates the IPsec tunnel establishment towards this | P address, If it fails it repeats the attempts to set-up a SWu
tunnel with the other | P addresses received from the DNS until it either succeeds or there is no more available IP
address; or

b) No IP addressis returned then the UE shall stop the selection of an ePDG for emergency services.
If the UE is not configured with an ePDG address for emergency services then the UE shall use dynamic ePDG
selection as described in clause 4.5.4a.3.
4.5.4a.3 Dynamic selection.

The UE shall follow the procedures as described in clause 4.5.4, using the dynamically created Operator |dentifier
FQDN as described in clause 4.5.4.2, with the addition that the FQDN constructed shall also contain an indication that
the UE requires an ePDG that supports emergency bearer services. This FQDN isdefined in TS 23.003 [16].

For the FQDN format of ePDG address, the UE shall use the DNS server function to obtain the | P address(es) of the
ePDG(9). If the DNS query fails or does not provide an | P address the UE shall stop the establishment of emergency
call.

455 PCRF Selection

In addition to the PDN-GW and AF being served by one or more PCRF nodesin aHPLMN and, where applicable, in
VPLMN asin TS 23.401 [4], the following nodes in this specification also are served by PCRF:

- Serving GW;
- Elementsin trusted non-3gpp access;
- ePDG.
Selection of a PCRF by nodes served by PCRF in this specification, is the same as that in specified in TS 23.203 [19].

45.6 DSMIPv6 Home Link Detection Function

The DSMIPv6 Home Link Detection Function is used by the UE to detect if, for a specific PDN, an access interfaceis
the Home Link from a DSMIPv6 perspective.

It is up to the UE configuration to decide when to trigger the home link detection function for a specific PDN
connection, except that homelink detection for an access interface shall be performed before sending any DSMIPv6
Binding Update via that access interface.

The UE detects the home link comparing the IPv6 prefix associated with a specific access system of the UE , and the
Home Network Prefix (HNP) associated with the PDN connection. If there is a match, the UE detectsit isin the home
link for this specific PDN over the access interface. Otherwise, the UE detectsit is not in the home link for this specific
PDN over the accessinterface.

Home Network Prefix (HNP) may be assigned in a 3GPP access via PCO during 3GPP attach, if supported by the UE,
or vialKEV2.

NOTE: The UE knowsthe IPv6 prefix associated with a specific access system interface via | P address allocation
mechanisms applied in that access system.
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The UE knows the HNP associated with a specific PDN from the | Psec security association bootstrap (see clause 6.3,
step 4) or from PCO received in 3GPP attach.

4.5.7 IMS Emergency Session Support

457.1 Overview

Support for IMS Emergency Session for E-UTRAN access connected to the EPC with GTP-based S5/S8 is covered in
TS 23.401 [4]. Corresponding changes that apply for PMIP-based S5/S8 interface are covered in clause 5 of this
specification.

For this Release of the specification, IMS Emergency Session Support for non-3GPP accesses connected to EPC is
limited to:

- Support of handover of emergency sessions from E-UTRAN access to HRPD access and is covered in clause 9
of this specification with an overview provided in clause 9.2.2.

NOTE: Support for IMS emergency sessions over HRPD access connected to EPC is not covered in this
specification.

- Support of IMS Emergency Session Support over WLAN access to EPC as described in clause 4. 5.7.2
4.5.7.2 IMS Emergency Session Support over WLAN access to EPC

457.2.1 Introduction

This clause provides an overview about the EPC functionality for emergency PDN connections used to support IMS
Emergency Session over WLAN un trusted access to EPC defined in TS 23.167 [83]. The specific functionality is
described in the affected procedures and functions of this specification. For discrepancies between this overview
clause and the detailed procedure and function descriptions the latter take precedence.

UEs request a PDN Connection for emergency services (also called an emergency PDN connection) when they are
aware they need to establish an IMS emergency session.

In this Release of the specification, to support emergency sessions over WLAN accessto EPC,
1. EPC procedures are only defined for Untrusted WLAN access to EPC (S2b)

2. An UE issues an Emergency session over WLAN access to EPC as alast resort (e.g. impossibility to use 3GPP
access) and when it does not know it is roaming

3. Only UEsthat have avalid EPC subscription and that are authenticated and authorized for EPC service are
allowed to request an emergency PDN connection

4. For emergency PDN connection, no mechanisms are defined to support mobility between WLAN and 3GPP
accesses.

5. No specific mechanisms are defined to select a specific WLAN AP for emergency services

6. No specific mechanisms are defined to support the roaming case: if an UE that is roaming sets up an emergency
PDN connection, an ePDG and a PDN GW in the Home PLMN are used.

To get EPC access for emergency services the UE shall select an ePDG that supports emergency services. Thisis
defined in clause 4.5.4a. Then the UE executes the procedure of Initial attach for S2b emergency services described in
clause 7.2.5

An ePDG that supports emergency servicesis configured with Emergency Configuration Data that are applied to all
PDN Connections for emergency services. The Emergency Configuration Data contain the Emergency APN whichis
used to derive aPDN GW, may contain the statically configured PDN GW for the Emergency APN, and may a so
contain information on the default QoS to apply to a PDN Connection for emergency services (as defined in

clause 4.5.7.2.4).

The following procedures apply for emergency PDN connections:
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- procedures defined in clause 7.4.3 ("UE/ePDG-initiated Detach Procedure and UE-Requested PDN
Disconnection");
- procedures defined in clause 7.9.2 ("PDN GW initiated Resource Allocation Deactivation");
- procedures defined in clause 7.10 ("Dedicated S2b bearer activation);
- procedures defined in clause 7.11.1 ("PDN GW initiated bearer modification”).

As part of these procedures, the UE local 1P address and optionally UDP source port number (if NAT is detected) are
reported from ePDG to the PDN GW. When Access Network Information reporting has been set by the PCRF, the UE
local IP addressis reported to the PCRF.

NOTE: TheUE local IP addressis used by the UE for sending all IKEv2 [9] messages and as the source address
on the outer header of the IPsec tunnel to the ePDG.

The UE establishes only one PDN connection for emergency services. Thus procedures for "UE-initiated Connectivity
to Additional PDN" in clause 7.6 do not apply to emergency PDN connections.

The emergency PDN connection is not a subscribed service. Thus procedures related with HSS Initiated Subscribed
QoS Madification in clause 7.11.2 or procedures related with "HSS/AAA-initiated Detach Procedure” in clause 7.4.4 do
not apply to emergency PDN connections.

The procedures defined in clause 8 do not apply to emergency PDN connections.

Procedures related with S2¢ do not apply to emergency PDN connections. Procedures related with S2a do not apply to
emergency PDN connections.

45722 Architecture Reference Model for Emergency Services

In this Release of the specification, only the non-roaming architecture defined in Figure 4.2.2-1 applies for emergency
Services.

45.7.2.3 PDN GW selection function for Emergency Services

The PDN GW selection does not depend on subscriber information in the HSS since emergency service support is not a
subscribed service but alocal service. Upon reception from the UE indication that a PDN connection for emergency
services needs to be established, the ePDG looks up it configured Emergency Configuration Data. The Emergency
Configuration Data contains the Emergency APN to be used to derive aPDN GW, or may also contain the statically
configured PDN GW for the Emergency APN.

When aPDN GW is selected based on the Emergency APN, the PDN GW selection function described in clause 4.3.8.1
of TS 23.401 [4] for normal bearer servicesis applied to the Emergency APN. The PDN GW selection function shall
always derive a PDN GW in the local PLMN.

This functionality is used by the Initial Attach procedure for emergency services as described in clause 7.2.5

45724 QoS for Emergency Services

The Default QoS values used over S2b for establishing emergency PDN connections are configured in the Emergency
Configuration Data.

NOTE: The WLAN network may support traffic priority management based on DSCP marking or may support
WFA WMM profile specification, however the mapping between the 3GPP PCC QoS and the DSCP
marking in ePDG and the control of QoS marking by UE for uplink traffic are not defined in thisrelease
of the specification.

45.7.25 PCC for Emergency Services

The same mechanisms than defined for 3GPP access in clause 4.3.12.6 of TS 23.401 [4] apply.
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45.7.2.6 IP Address Allocation

The same mechanisms than defined for 3GPP accessin clause 4.3.12.8 of TS 23.401 [4] apply.

45.7.2.7 Handling of PDN Connections for Emergency Bearer Services

The same mechanisms than defined for 3GPP access in clause 4.3.12.9 of TS 23.401 [4] apply with the only difference
isthat it isthe ePDG (and not the MME) that shall reject any additional emergency PDN Connection requests.

45.7.2.8 Network provided WLAN Location Information

When as part of procedures for Authentication and Authorization on an Access Point based on USIM credentials, the
WLAN Access Network provides WLAN Access Network |ocation information to the 3GPP AAA server that it
considers as network provided location, the 3GPP AAA server stores thisinformation and providesit to the ePDG at the
SWm Authentication and or Autorization procedure or upon request of the ePDG.

NOTE 1: Itisup tolocal 3GPP AAA server policiesto decide whether location information received from the
WLAN access network may be considered as network provided location. The definition of the policies
used by 3GPP AAA server is outside the scope of 3GPP.

Thislocation information is called WLAN Location Information and contains the same information asis contained in
the TWAN Identifier defined in clause 16.1.7. The Age of the WLAN Location information is provided in conjunction
with the WLAN Location information.

NOTE 2: In cases where an UE may within an area move between AP(s) without the 3GPP AAA server being
notified of this mobility, the WLAN Location Information can only refer to the first AP used by the UE
within the area.

The 3GPP AAA server shall update its storage of WLAN Location Information associated with an UE when it receives
WLAN Access Network location information from aWLAN AN that it considers as trustworthy for network provided

location. The 3GPP AAA server shall remove its storage of WLAN Location Information associated with an UE when

it becomes aware that the WLAN session of the UE is terminated or when it receives WLAN Access Network location

information from aWLAN AN that it considers as not trustworthy for network provided location.

The ePDG shall store WLAN Location Information associated with an UE when it receives WLAN Access Network
location information from the 3GPP AAA server. The ePDG shall remove its storage of WLAN Location Information
associated with an UE when it receives from the 3GPP AAA server an indication that no WLAN Access Network
location information is available for this UE.

The WLAN Location Information information and its Age, when available, are propagated by the ePDG to the PDN
GW and then via PCC as defined in TS 23.203 [19]. This takes place at the UE-initiated connectivity to an initial PDN
connection (Attach Procedure), at the UE-initiated connectivity to an additional PDN connection or, as described below,
when the ePDG needs to send User Location Information about an already established PDN connection.

When the AAA server has sent WLAN Location Information at the UE-initiated connectivity to an initial (Attach
Procedure) or additional PDN connection, and when later the ePDG needs to send User location | nformation towards
the PDN GW over S2b, the ePDG may initiate a WLAN Location Information Request to fetch the most up to date
WLAN Location Information in conjunction with the age of this Information.
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Roaming Scenarios
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Figure 4.5.7.2.8-1: EPDG retrieval of WLAN Location Information

0) When the 3GPP AAA server detects that the UE has moved between WLAN AN, it locally updates or removes
the WLAN Location Information information and its Age it stores for the UE.

1) A procedureistriggered that requires the ePDG to provide User Location Information over S2b for an already
established PDN connection. The corresponding procedures are:

- 7.4.3 UE/ePDG-initiated Detach Procedure and UE-Requested PDN Disconnection with GTP on S2b.
- 7.9.2 PDN GW initiated Resource Allocation Deactivation with GTP on S2b.

- 7.10 Dedicated S2b bearer activation with GTP on S2b.

- 7.11 S2bbearer modification with GTP on S2b.

2) Whenthe AAA server has sent WLAN Location Information at the set-up of a SWm session and the ePDG has
detected a change of the outer 1P address of the UE, the ePDG initiates a WLAN Location Information Request
(IMSI) towards the 3GPP AAA server.

3) The 3GPP AAA server providesa WLAN Location Information Answer that may contain WLAN location
information and WLAN location information Age or an indication that no WLAN location information is
available. The ePDG replaces any WLAN location information andWLAN location information Age it may have
stored beforehand by the information received from the 3GPP AAA server. When the WLAN Location
Information Answer contains an indication that no WLAN location information is available, the ePDG removes
any WLAN location information and WLAN location information Age it may have stored beforehand about the
UE.

4) The ePDG issues S2b signalling with User Location Information. The User Location Information shall include
UE local 1P address and optionally UDP source port number (if NAT is detected). The User Location
Information includes WLAN Location Information (and its Age) only when the ePDG has such information
currently available about the UE. When the PDN GW receives no WLAN Location Information from the ePDG
it shall delete any such information it may have stored for the PDN connection.
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5) If requested by the PCRF the PDN GW forwards to the PCRF following information extracted from User
Location Information it may have received from the ePDG:
- TheUE local IP address.
- WLAN location information in conjunction with the Age of this information,
When the PCRF receives no WLAN location information from the PDN GW within User Location Information

the WLAN location information is considered as not any longer valid.

4.5.8  APN congestion Control Function for eHRPD

The PDN GW may provide mechanisms for avoiding and handling overload situations for eHRPD over S2a. These
include the rejection of PDN connection requests from UEs.

When performing overload control the PDN GW shall operate as specified in clause 4.3.7.5 of TS 23.401 [4].

NOTE: Thewordsof "Bearer" in clause 4.3.7.5 of TS 23.401 [4] are replaced by "PDN connection™ for eHRPD.
When receiving the rejection from the PDN GW, the HSGW shall operate as specified in clause 4.13 of the 3GPP2
X.S0057 [51].

45.9 GTP-C signalling based Load and Overload Control for trusted and
untrusted WLAN

4591 GTP-C load control

GTP-C Load Control feature is an optional feature which allows a GTP control plane node to send its Load Control
Information to a peer GTP control plane node which the receiving GTP control plane peer node uses to augment
existing PDN GW selection procedure.

GTP-C Load Control feature allows the PDN GW to send its Load Control Information to the TWAN/ePDG (for
enhanced load balancing across PDN GWs during Attach or new PDN connectivity request scenarios).

Thisfeature is supported over S2a and S2b interfaces via GTPv2 control plane protocol.

The same concepts as described in TS 23.401 [4], clause 4.3.7.1a.1 for PGW Load Control apply with the
TWAN/ePDG playing asimilar role asthe MME/SGSN.

NOTE: Referto clause 12 of TS 29.274 [57] for the details, such as exact format of the Load Control
Information, mechanisms to discover the support of the feature by the peer node, interfaces for which this
feature is applicable, APN level load control, etc.

4592 GTP-C overload control

GTP-C Overload Control feature is an optional feature. Nodes using GTP control plane signalling may support
communication of Overload Control Information in order to mitigate overload situation for the overloaded node through
actions taken by the peer node(s).

Thisfeature is supported over S2a and S2b interfaces via GTPv2 control plane protocol.

The Overload Control Information may convey information regarding the node itself and/or regarding specific APN(s)
status.

GTP-C Overload Control feature allows the PDN GW to send its Overload Control Information to the TWAN/ePDG.
GTP-C Overload Control feature allows the TWAN/ePDG to send its Overload Control Information to the PDN GW.
An ePDG may apply certain restrictions towards PDN GW that have indicated overload, e.g.:

- reject PDN connection requests from the UE (e.g. Initial Attach, UE-initiated Connectivity to Additional PDN,
Attach and PDN Connectivity Request at handover to Untrusted WLAN) and locally set a back-off timer. As
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long as the back-off timer is running, the ePDG shall reject the subsequent PDN connection requests from the
UE;

- reduce/throttle messages towards the PDN GWs indicating overload status;
- apply other implementation specific mechanisms, which are outside the scope of 3GPP specifications.

A TWAN may during access authentication in Transparent Single-Connection Mode, Single-Connection Mode and
during WL CP procedures in Multi-Connection Mode apply certain restrictions towards PDN GW that have indicated
overload, e.g.:

- reject PDN connection requests from the UE (e.g. Initial Attach with PDN Connectivity, UE Initiated PDN
connectivity request, Attach and PDN Connectivity Request at handover to Trusted WLAN) as follows:

- for Transparent Single-Connection Mode, locally set a back-off timer and prevent the UE from accessing the
SSID. For any further request for the same UE and the same SSID, as long as the back-off timer is running,
the TWAN prevents the UE from accessing the SSID.

NOTE 1. Some UE(s) may black-list an AP when they fail to authenticate on this AP. The following
mechanisms can help lowering the risk of having to reject an attempt to access TWAN in
Transparent Single-Connection Mode:

- The TWAN reselects another PDN GW to retry PDN connection establishment, if more than
one PDN GW supports the target APN,

- If possible, the TWAN rejects UEs in Single-Connection Mode and Multi-Connection Mode
before rejecting UEsin Transparent Single-Connection Mode when the PDN GW(s) have
indicated overload.

- for Single-Connection Maode, reject EPC access requests from the UE with a Session Management back-off
timer that instructs the UE to not request new PDN connectivity to the same APN for the indicated time.

- for Multi-Connection Mode, reject WLCP PDN connection requests for the same APN from the UE with a
Session Management back-off timer that instructs the UE to not request new PDN connectivity to the same
APN for the indicated time.

- reduce/throttle messages towards the PDN GWs indicating overload status;
- apply other implementation specific mechanisms, which are outside the scope of 3GPP specifications.

The same concepts as described in TS 23.401 [4] clause 4.3.7.1a.2 for PGW Overload Control apply with the
TWAN/ePDG playing asimilar role asthe MME/SGSN.

NOTE 2: Refer to clause 12 of TS 29.274 [57] for the details, such as exact format of the Overload Control
Information, mechanisms to discover the support of the feature by the peer node, interfaces for which this
feature is applicable, APN level overload control, etc.

If the UE has received a Session Management back-off timer over non-3GPP access from the TWAG, the UE shall not
send any Session Management requests related to that APN to the network viaWLAN aslong as the Session
Management back-off timer is running.

A Session Management back-off timer received over non-3GPP access has no impact on the UE behaviour in 3GPP
access. A Session Management back-off time received over 3GPP access has no impact on the UE behaviour in non-
3GPP access.

NOTE 3: For ePDG, since a Session Management back-off timer is not provided to the UE, the UE may retry its
reguest. Thisresults in repeated signaling towards the ePDG before the network rejects the request from
UE. Hence, it may cause the overload of the ePDG.

A PDN GW may apply certain restrictions towards TWAN/ePDG that have indicated overload, e.g. apply similar
policies as those described in TS 23.401 [4] clause 4.3.7.1a.2 in the case of an MME or an SGW has indicated overload.
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4.6 Identities

46.1 User Identification

In order to access the 3GPP Evolved Packet Core from non-3GPP accesses, and get Authentication, Authorization and
Accounting services from the Evolved Packet Core, the NAI RFC 4282 [15] based user identification defined in
TS 23.003 [16] shall be used.

In order to support network-based and client-based mobility related services from the evolved packet core, the NAI
RFC 4282 [15] based user identification as defined in TS 23.003 [16] shall be used by the network and mobility clients.
The username part of NAI shall be based on IMSI. For emergency attached UES to the HRPD access which do not have
authenticated IM S, the username part of the MN NAI shall be based on IMEI as defined in TS 23.003 [16] for S2aand
S101 reference points (see clause 9). IMSI shall be used for user identification on the GTP based S2b interface.

User identification in non-3GPP accesses may require additional identities that are out of the scope of 3GPP. These user
identities, if not compliant to TS 23.003 [16], are however not sufficient to identify a user in the 3GPP Evolved Packet
Core.

4.6.2 EPS bearer identity with GTP based S2b/S2a

With GTP based S2b an EPS Bearer 1D uniquely identifies an S2b bearer between an ePDG and a PDN GW for one UE
accessing vianon 3GPP access (see clause 4.10.3). This EPS Bearer ID is alocated by the ePDG and is not known to
the UE.

With GTP based S2a an EPS Bearer ID uniquely identifies an S2a bearer between a TWAN and a PDN GW for one UE
accessing viatrusted WLAN access. This EPS Bearer ID is dlocated by the TWAN and is not known to the UE.

The EPS Bearer IDs assigned for a specific UE on S2b are independent of the EPS Bearer I1Ds assigned for the same UE
on S5/S8 and may overlap in value.

The EPS Bearer IDs assigned for a specific UE on S2a are independent of the EPS Bearer I Ds assigned for the same UE
on S5/S8 and may overlap in value.

NOTE 1: In MAPCON scenario with one PDN connection over 3GPP access and another PDN connection over
untrusted non-3GPP access, the possibly identical EPS Bearer ID used simultaneously on S2b and S5/S8
designates two distinct traffic flow aggregates.

NOTE 2: When aPDN connection is handed over between 3GPP access and untrusted non-3GPP access, the
possibly identical EPS Bearer ID on the source and target side may designate distinct traffic flow

aggregates.
4.7 IP Address Allocation

4.7.1 IP Address Allocation with PMIP-based S5/S8

The IP address allocation mechanisms described in clause 5.3.1.1 of TS 23.401 [4] are also valid for the PMIP based
S5/S8. This clause is complementary to clause 5.3.1 of TS 23.401 [4] and describes the differencesin the IP Address
allocation when PMIP-based S5/S8 is used.

For IP address allocation with PMIP-based S5/S8, the following clarifications apply:
- If the PDN Type associated with the PDN connection is | Pv4:

- Ifinitial and handover attach and deferred 1Pv4 address allocation is not used, the |Pv4 address is allocated
via default bearer activation. This case does not present any architecture differences from the GTP based
S5/S8 described in clause 5.3.1.2.1 of TS 23.401 [4]. In this case, the Serving GW shall request 1Pv4 address
in the Proxy Binding Update. Then the IPv4 addressis assigned by the PDN GW and returned to the Serving
Gateway in the Proxy Binding Acknowledgement.

- If initial and handover attach and deferred |Pv4 address allocation is used, the IPv4 address allocation and
IPv4 parameter configuration via DHCPv4 according to RFC 2131 [28] and RFC 4039 [29] procedure does
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not present any architecture differences from the GTP based S5/S8 described in TS 23.401 [4],

clause 5.3.1.2.4, except that the Serving GW shall have DHCPv4 relay agent functionality. The Serving GW
shall request IPv4 address in the Proxy Binding Update. Then the IPv4 address is assigned by the PDN GW
and returned to the Serving Gateway in the Proxy Binding Acknowledgement. The PDN GW shall also send
the DHCPv4 Address Allocation Procedure Indication in the same Proxy Binding Acknowledgement
message. In this case, the UE | Pv4 address assigned by the PDN GW is not provided as part of the default
bearer activation procedures to the UE. The Serving GW replaces the |Pv4 address assigned by the PDN GW
to0 0.0.0.0 in the response message to the MME. The MME then forwards the 0.0.0.0 address to the UE. After
the default bearer establishment procedure is completed, the UE uses the connectivity with the EPS and
initiates the 1Pv4 address all ocation on its own using DHCPv4 as specified in figure 4.7.1-1. The IPv4
address provided to the UE by DHCPv4 procedure shall correspond to the value provided in the Proxy
Binding Acknowledgement message.

If the IPv4 address is allocated by using DHCPv4 procedure, then at any time after the UE releases the |Pv4
address using DHCPVv4 or the IPv4 address |ease time expires, the PDN GW initiates the "PDN-GW initiated
PDN-disconnection” procedure for the given PDN connection. The same IPv4 address shall not be allocated
to another UE immediately.

- If the PDN Type associated with the PDN connection is IPv6:

IPv6 network prefix allocation via |Pv6 Stateless Address auto-configuration: The IPv6 network prefix is
assigned by the PDN GW and returned to the Serving Gateway in the Proxy Binding Acknowledgement. The
Serving GW shall advertise the same information as the PDN GW would advertise with GTP based S5/S8.
To ensure that link-local address generated by the UE does not collide with the link-local address of the
Serving GW, the PDN GW shall provide an interface identifier to the UE and the UE shall use thisinterface
identifier to configureits link-local address. For statel ess address auto-configuration however, the UE can
choose any interface identifier to generate | Pv6 address, other than link-local, without involving the network.
The PDN GW shall also provide alink-local address to the Serving GW and the Serving GW shall use the
link-local address on the access link shared with the UE. In the case of PMIP-S5/S8 because any prefix that
the Serving GW will advertise to the UE is unique, there is no need for the UE to perform Duplicate Address
Detection for global uniqueness for any 1Pv6 address configured from the allocated 1Pv6 network prefix.
However, the Serving GW shall respond with Neighbor Advertisement upon receiving Neighbor Solicitation
messages from a given UE. For example, the UE may perform Neighbor Unreachability Detection towards
the Serving GW, the Serving GW supports the DAD related functionality similar to that supported by PDN
GW in the case of GTP based S5/S8 described in TS 23.401 [4], clause 5.3.1.2.2. Otherwise the PDN GW
has the same functions as it is defined in TS 23.401 [4], clause 5.3.1.2.2.

IPv6 parameter configuration via Statel ess DHCPv6 procedure does not present any architecture differences
from the GTP based S5/S8 described in TS 23.401 [4], clause 5.3.1.2.3, except that the Serving GW shall
have DHCPV6 relay agent functionality. The P-GW notifies the UE with the same DNSv6 information as was
provided via PCO during the PDN connection establishment procedure, e.g. Attach, if DHCPv6 procedureis
performed by the UE.

If sent, the router solicitation from the UE comes subsequent to the Attach procedure, as shown in
Figure 4.7.1-2. The IPv6 network prefix assigned in the PMIP Binding Acknowledgement is sent in the
Router Advertisement.

- If the PDN type associated with the PDN connection is | Pv4ve6:

The IPv6 network prefix allocation via IPv6 Stateless Address auto-configuration procedure and |Pv6
parameter configuration via Stateless DHCPv6 procedure are the same as for PDN type IPv6 defined in
pervious bullets.

If initial attach and deferred |Pv4 address allocation is used, the Serving GW shall request both 1Pv6 network
prefix and 1Pv4 address in the Proxy Binding Update. In this case no IPv4 addressis assigned by the PDN
GW during the attach procedure. Only IPv6 network prefix is returned to the Serving Gateway in the Proxy
Binding Acknowledgement. The PDN GW shall also send the DHCPv4 Address Allocation Procedure
Indication in the same PBA message. Then the Serving GW shall respond to the UE by setting the IPv4 PDN
Addressto 0.0.0.0. The UE may obtain an | Pv4 address subsequently, by initiating DHCPv4 procedure as
specified in figure 4.7.1-1.

If initial attach and deferred |Pv4 address allocation is not used, the Serving GW shall request both |Pv6
network prefix and |Pv4 addressin the Proxy Binding Update. In this case IPv4 address is assigned by the
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PDN GW during the attach procedure. 1Pv6 network prefix and IPv4 addressis returned to the Serving
Gateway in the Proxy Binding Acknowledgement. The Serving GW shall deliver I1Pv4 address to the UE.

For handover attach (i.e. Request Type set to "handover"), the Serving GW shall request both |Pv6 network
prefix and 1Pv4 address in the Proxy Binding Update, irrespective of whether the UE requested deferred |Pv4
address or not. The previoudy assigned |Pv6 network prefix and/or |Pv4 address are returned to the Serving
Gateway in the Proxy Binding Acknowledgement during the handover attach procedure. If deferred |Pv4
address allocation is used for this PDN connection, the PDN GW shall also send the DHCPv4 Address
Allocation Procedure Indication in the same PBA message. In this case, the UE IPv4 addressis not provided
as part of the default bearer activation procedures to the UE. The Serving GW shall respond to the MME by
setting the PDN Address to 0.0.0.0. The MME then forwards the 0.0.0.0 address to the UE. After the default
bearer establishment procedure is completed, the UE uses the connectivity with the EPS and may renew the
IPv4 address allocation using DHCPv4. The IPv4 Address provided to the UE by subsequent DHCPv4, when
initiated by the UE, must correspond to the value provided in the PBA.

If the IPv4 address is provided to the UE by using DHCPv4 procedure, then at any time after the UE releases
the I1Pv4 address using DHCPv4 or 1Pv4 address lease time expires, the PDN GW initiates the "PDN
Gateway initiated |Pv4 address Delete" procedure to delete the 1Pv4 address from the PDN connection and
bearer contexts. The same | Pv4 address shall not be allocated to another UE immediately.

If an external PDN Address Allocation is needed, the PDN GW follows the same procedures defined in

TS 23.401 [4] to obtain the external 1P address after the PBU is received and before the PBA is sent.
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Figure 4.7.1-1: IPv4 Address Allocation using DHCP with DHCP Server Collocated with the PDN GW

and DHCP Relay in the Serving GW

1. If the PDN type associated with the PDN connection is|Pv4v6 or 1Pv4, after the default bearer is setup, the UE
sends a DHCPv4 Discovery message in broadcast to the network to find available servers.
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Steps 2-3 and 11-14 are only executed if the PDN typeis IPv4v6 and |Pv4 address was not allocated by the PDN
GW in theinitia attach procedure. The interaction of PBU messages (2-3) with DHCPv4 related messages (1,
4-10) isbased on RFC 5844 [17].

2. The Serving GW sends a Proxy Binding Update (MN NAI, APN, UE Address Info) to the PDN GW in order to
reguest the new |Pv4 address and update the current registration. The MN NAI identifies the UE for whom the
message is being sent. To request for I1Pv4 address for the UE, the UE Address Information should contain I1Pv4
address option set to 0.0.0.0, and the HNP shall be set to the HNP of the IP-CAN Session.

3. The PDN GW responds with a PMIPv6 Binding Acknowledgement (MN NAI, UE Address Info) message to the
Serving GW. The MN NAI isidentical to the MN NAI sent in the Proxy Binding Update. The PDN GW takes
into account the request from Serving GW and the policies of operator when the PDN GW allocates the UE
Address Info. The UE address info returns the assigned | Pv4 Address and/or I1Pv6 prefix previously assigned to
the UE during attach, if one was requested in the PMI1Pv6 Proxy Binding Update message. Otherwise, the PDN
GW validates the addresses and returnsin the UE Address Info | E the |Pv4 address and/or |Pv6 prefix received
in the Proxy Binding Update message.

4. Upon receiving the DHCPv4 Discovery message, the Serving GW acting as arelay agent shall add its addressin
the GIADDR option and add the assigned UE |Pv4 address (received from PDN GW at the PBA message), if
available in the "Address Request" option, and relay the message in unicast within the PMIPv6 tunnel to PDN
GW acting asa DHCPv4 server.

5. When receiving the DHCPv4 Discovery message, the PDN GW should verify the GIADDR option. Then the
PDN GW uses "Address Request” option and/or the PMI1Pv6 tunnel on which the DHCPv4 message is received
to identify the UE binding and update it with the ‘client identifier' and ‘chaddr’ combination for subsegquent
DHCPv4 procedure. After that the PDN GW extends an | Pv4 |ease offer and sending the DHCPv4 Offer with the
assigned UE |Pv4 address.

6. The Serving GW acting as DHCPv4 relay agent relays the DHCPv4 message to the UE.

7. When the UE receives the lease offer, it sends a DHCPREQUEST message containing the received |Pv4
address.

8. The Serving GW acting as DHCPv4 relay agent relays the DHCPv4 message to the PDN GW.

9. When the PDN GW receives the DHCPREQUEST message from the UE, it sends a DHCPACK packet to the
UE. This message includes the lease duration and any other configuration information that the client might have
reguested.

10. The Serving GW acting as DHCPv4 relay agent relays the DHCPv4 message to the UE.
When receiving the DHCPACK message, the UE completes TCP/IP configuration process.

11.1n case anew |Pv4 addressis allocated, the PDN-GW initiates the PCEF initiated |P-CAN session modification
procedure as described in TS 23.203 [19] to inform the PCRF of the |Pv4 address allocated to the UE. If PCC
rules have changed the PCRF provides the updated PCC rules to the PDN-GW as part of this procedure.

12.1n case QoS rules have to be modified, e.g. change of SDF filters, the PCRF initiates a GW Control and QoS
rules provision procedure as described in TS 23.203 [19] to inform the S-GW of the updated QoS rules.

13. The S-GW initiates the "Bearer Modification Procedure without bearer QoS update" as described in
TS 23.401 [4], clause 5.4.3, between steps (A) and (B).

14. The S-GW informs the PCRF of the success of the QoS rules enforcement, thus ending the GW Control and QoS
rules provision procedure described in TS 23.203 [19].

The PDN GW shall discard the unicast DHCPv4 Discovery or Regquest message with an empty or unknown
GIADDR option, if the assigned UE I1Pv4 address is not delivered to the UE yet.

NOTE 1: The DHCPv4 client may skip DHCPv4 Discovery phase, and send DHCPv4 Request message in
broadcast as the first message. In this case, the Serving GW acting as arelay agent shall add its addressin
the GIADDR option and add the assigned UE IPv4 address (received from PDN GW in the PBA
message) in the " Address Request” option if one was provided in the attach procedure, and relay the
message in unicast within the PMIPv6 tunnel to PDN GW acting as a DHCPv4 server.
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NOTE 2: After releasing the IPv4 address using DHCPv4 Release procedure, UE can request an |Pv4 address for
the same PDN connection subsequently.

NOTE 3: Allocation of IP address from an external PDN using Radius or Diameter requires the "Proxy Binding
Update" of PMIPV6 to carry the relevant PCO that is transported by GTP.

MME Serving GW PDN GW

1. E-UTRAN Initial Attach with PMIP-based S5/S8 procedure as defined in Subclause 5.2, or

UE requested PDN connectivity as defined in Subclause 5.6.1, or

intra-3GPP access handover with Serving GW reloction as defined in Subclause 5.7, or

handover from non-3GPP IP Access with S2a/S2b to 3GPP Access with PMIPv6 on S5/S8 as defined
in Subclause 8.2.1.2 or 8.2.1.4 or 9.5.2.

3. 2. Rduter Solicitation

Router Adveftisement (UE IPv6 Prefix)

Figure 4.7.1-2: IPv6 Prefix allocation after the PDN connection setup procedure

1. A PDN connection is setup over 3GPP access, after the E-UTRAN initial Attach with PMIP-based S5/S8
procedure as defined in clause 5.2, UE requested PDN connectivity as defined in clause 5.6.1, or intra-3GPP
access handover with Serving GW relocation as defined in clause 5.7, or handover from non-3GPP |P Access
with S2a/S2b to 3GPP Access with PMIPv6 on S5/S8 as defined in clause 8.2.1.2 or 8.2.1.4.

2. If the PDN type associated with the PDN connection is IPv4v6 or IPv6, the UE may send a Router Solicitation
message to the network to solicit a Router Advertisement message.

3. Upon receiving the Route Salicitation message or after the PDN connection setup procedure, the Serving GW
shall send an |Pv6 Router Advertisement message as specified in IETF RFC 4862 [58] to the UE for PDN
connection type IPv4v6 or 1Pv6 (i.e. the Serving GW acts as an advertising interface as specified in
IETF RFC 4861 [59] for the PDN connection type IPv4v6 or |Pv6). The Router Advertisement messages shall
contain the assigned 1Pv6 prefix received in the PMIPv6 Binding Acknowledgement message. After the UE has
received the Router Advertisement message, it constructs afull IPv6 address via |Pv6 Stateless Address
autoconfiguration in accordance with IETF RFC 4862 [58]. However, the UE shall not use any identifiers
defined in TS 23.003 [16] as the basis for generating the interface identifier. For privacy, the UE may change the
interface identifier used to generate full 1Pv6 address, as defined in TS 23.221 [60] without involving the
network.

NOTE 4: In order to renew the allocated 1Pv6 prefix, the Serving GW sends an |Pv6 Router Advertisement
(solicited or unsolicited) to the UE i.e. the Serving GW acts as an advertising interface as specified in
IETF RFC 4861 [59] for the PDN connection type 1Pv4v6 or 1Pv6.

When sending the IPv6 Router Advertisement message, the Serving GW may trigger the paging (e.g. by sending
aDownlink Data Notification message to the MME) if the UE isinidle state.

4.7.2 IP Address Allocation in Trusted Non-3GPP IP Access using
PMIPV6 on S2a

IP address is allocated to the UE when connectivity to new PDN isinitiated. The IP address can be provided by either
PDN GW or external PDN. Access GW in trusted non-3GPP access system is responsible for delivering the | P address
to the UE. Based on the signalling between the UE and the non-3GPP I P access system the UE should be able to know
the connected PDN identity (APN). This enables the UE to uniquely associate each allocated | P address with the PDN
from where it was allocated.

The trusted non-3GPP Access shall support at least one of the following functionalitiesin order to successfully allocate
I P address to the UE in the EPC:

- Support of DHCPv4 relay agent functionality for |Pv4 parameter configuration and | P address allocation as
specified in RFC 2131 [28] and RFC 4039 [29] and described in clause 4.7.1 for the Serving GW. This
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functionality is used to support DHCPv4 based | Pv4 address allocation mechanism in the UE. For this case the
following applies:

At initial attach or handover attach, if the PDN typeis|Pv4 only, the trusted non-3GPP I P Access shall
request | Pv4 address in the Proxy Binding Update. The Protocol Configuration Optionsin the Proxy Binding
Update includes the Address Allocation Preference to indicate that deferred 1Pv4 address alocation was
reguested by the UE. In the same way asit is defined in clause 4.7.1, the IPv4 address is assigned by the PDN
GW during the initial attach procedure and the IPv4 addressis returned in the Proxy Binding
Acknowledgement. The DHCPv4 Address Allocation Procedure Indication isincluded in the Proxy Binding
Acknowledgement to indicate that |Pv4 address allocation using DHCPv4 is allowed. The MAG shall not
deliver the assigned 1Pv4 address to the UE before the DHCPv4 address allocation. After the PMIPv6 tunnel
is set up between the trusted non-3GPP Access and the PDN GW, the trusted non-3GPP Access may relay
the DHCPv4 messages between the UE and the PDN GW for IPv4 parameter configuration and | Pv4 address
allocation as specified for the Serving GW in figure 4.7.1-1.

At initial attach and handover attach, if the PDN typeis IPv4v6 and deferred | Pv4 address allocation is used,
the trusted non-3GPP | P Access shall request both IPv6 network prefix and 1Pv4 address in the Proxy
Binding Update. The Protocol Configuration Optionsin the Proxy Binding Update includes the Address
Allocation Preference to indicate that deferred |Pv4 address allocation was requested by the UE. In the same
way asit isdefined in clause 4.7.1, if deferred |Pv4 address alocation is allowed, no 1Pv4 address is assigned
by the PDN GW during theinitial attach procedure, only IPv6 network prefix is returned in the Proxy
Binding Acknowledgement. The DHCPv4 Address Allocation Procedure Indication isincluded in the Proxy
Binding Acknowledgement to indicate that | Pv4 address allocation using DHCPv4 is allowed. After the
PMIPv6 tunnel is set up between the Trusted Non-3GPP IP Access and the PDN GW, when the UE requests
the IPv4 address via DHCPv4, the trusted non-3GPP Access and PDN GW perform steps2 and 3in

Figure 4.7.1-1, and then the non-3GPP Access may relay the DHCPv4 messages between the UE and the
PDN GW for IPv4 parameter configuration and 1Pv4 address allocation as specified in figure 4.7.1-1.

Any time after the UE releases the | Pv4 address using DHCPv4 or 1Pv4 address |ease time expires, and if the
PDN Typeis|Pv4, the PDN GW initiates "PDN-GW-initiated PDN-disconnection” procedure for the given
PDN connection. The same |Pv4 address shall not be allocated to another UE immediately.

Any time after the UE releases the | Pv4 address using DHCPv4 or 1Pv4 address lease time expires, and if the
PDN Typeis|Pv4v6, the PDN GW initiates the "PDN GW initiated |Pv4 address Delete Procedure’
procedure to delete the IPv4 address from the PDN connection and from bearer contexts. The same |P
address shall not be allocated to another UE immediately.

- Support of DHCPv4 server functionality for 1Pv4 parameter configuration and 1P address allocation as specified
in RFC 2131 [28] and RFC 4039 [29]. This functionality is used to support DHCPv4 based 1Pv4 address
allocation mechanism in the UE. For this case the following applies:

At initial attach and handover attach, if the PDN typeis |Pv4v6 and deferred | Pv4 address allocation is used,
the trusted non-3GPP | P Access shall request both |Pv6 network prefix and 1Pv4 address in the Proxy
Binding Update. The Protocol Configuration Optionsin the Proxy Binding Update includes the Address
Allocation Preference to indicate that deferred |Pv4 address allocation was requested by the UE. In the same
way asitisdefined in clause 4.7.1, if deferred |Pv4 address alocation is allowed, no 1Pv4 address is assigned
by the PDN GW during the initial attach procedure, only IPv6 network prefix and the DHCPv4 Address
Allocation Procedure Indication are returned in the Proxy Binding Acknowledgement. After the PMIPv6
tunnel is set up between the Trusted Non-3GPP IP Access and the PDN GW, when the UE requests the |Pv4
address viaDHCPv4, the MAG in Trusted Non-3GPP I P Access requests the IPv4 address for the UE from
the PDN GW via PMIPv6 signalling asit is described in Figure 4.7.2-1.

NOTE 1: Atinitial attach and handover attach, if the PDN typeis |Pv4, the trusted non-3GPP |P Access requests

IPv4 address in the Proxy Binding Update and the PDN GW returns an |Pv4 address in the Proxy Binding
Acknowledgement. In this case the PDN GW is not aware of how and when the IPv4 addressis delivered
to the UE.

Any time after the UE releases the | Pv4 address using DHCPv4 or 1Pv4 address |ease time expires, and if the
PDN Typeis IPv4, the trusted non-3GPP access system will initiate " Trusted Non-3GPP | P Access requested
PDN Disconnection Procedure with PMIPv6" procedure for the given PDN connection. The same | P address
shall not be allocated to another UE immediately.

Any time after the UE releases the | Pv4 address using DHCPv4 or 1Pv4 address |ease time expires, and if the
PDN Typeis IPv4v6, the non-3GPP access may initiate "Non-3GPP access initiated | Pv4 address Delete
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Procedure”" procedure to delete the I1Pv4 address from the PDN connection and bearer contexts. The same IP
address shall not be allocated to another UE immediately.

- Support of DHCPV6 (relay agent or server) functionality for |Pv6 parameter configuration as specified in
RFC 3736 [30]. This functionality is required to support DHCPv6 based parameter configuration mechanismin
the UE.

- Support of prefix advertisement for 1Pv6 prefix received from PDN GW in PMIPv6 Proxy Binding
Acknowledgement.

- Support for IPv4 Address alocation that is received from PDN GW from PMIPv6 Proxy Binding
Acknowledgement using access specific mechanisms.

NOTE 2: Configuration parameters are received from the PDN GW by using DHCPv4/v6 (the non-3GPP Access
GW acting as DHCPv4/v6 relay towards the PDN GW) or PMIPv6 PCO in the PBA message.

NOTE 3: When DHCPv4/v6 is used between the non-3GPP Access GW and PDN GW, the DHCPv4/v6 messages
are sent within the PMIPv6 tunnel.

NOTE 4: After releasing the IPv4 address using DHCPv4 Release procedure, UE can request an |Pv4 address for
the same PDN connection subsequently.

- Support of static |P address allocation. The non-3GPP access may receive a static |P address (i.e. a static |IPv4
address and/or a static |Pv6 prefix) from HSS/AAA during access authentication and authorization procedure.
Then the non-3GPP access should forward the static | P address to the PDN GW.

NOTE5: For static address allocation, a static PDN GW is selected by either having the APN configured to map to
agiven PDN GW, or the PDN GW identity provided by the HSS/AAA indicates the static PDN GW.

Roaming
Trusted non- Scenarins
3GPP IP Access PDN GW VPCREE hPCRF

| [ I [
Attach Procedure as described in Clause 6.2
1. DHCPv4 Discover

P. Proxy Binding Upate

fi. Proxy Binding Ack (IPv4 HoA)

4. DHCPv4 Offer (IP Address)

A

5. DHCPv4 Request (IP Address)

7. PCEF-Inifiated IP-CAN

6. DHCPVv4 Ack Session Modification

8. GW Confrol and QoS Rules Provision
Procedure

Figure 4.7.2-1: IPv4 Address Allocation using DHCP with DHCP Server Collocated with the MAG
when PDN type is IPv4v6
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1. If the PDN type associated with the PDN connection is |Pv4v6, after the PDN connection establishment, the UE
sends a DHCPv4 Discovery message in broadcast to the network to find available servers.

2. The MAG in the Trusted Non-3GPP |P Access sends a Proxy Binding Update (MN NAI, APN, UE Address
Info) to the PDN GW in order to request the new 1Pv4 address and update the current registration. The MN NAI
identifies the UE for whom the message is being sent. To request for |Pv4 address for the UE, the UE Address
Information should contain |Pv4 address option set to 0.0.0.0, and the HNP shall be set to the HNP of the PDN
connection.

3. Upon receiving the PBU message from the Trusted Non-3GPP IP Access the PDN GW allocates an | Pv4 address
for the UE in accordance with the operator's policies. The PDN GW responds with a PMIPv6 Binding
Acknowledgement (MN NAI, UE Address Info) message to the Trusted Non-3GPP |P Access. The MN NAI is
identical to the MN NAI sent in the Proxy Binding Update. The UE address info returns the assigned |Pv4
Address and IPv6 prefix previously assigned to the UE during attach.

4. The Trusted Non-3GPP I P Access acting as a DHCPv4 server sends the DHCPv4 Offer with the assigned UE
IPv4 address received in the PBA messagein step 3.

5. When the UE receives the lease offer, it sends a DHCPREQUEST message containing the received |1Pv4
address.

6 TheMAG inthe Trusted Non-3GPP IP Access acting as DHCPv4 server sends a DHCPACK packet to the UE.
This message includes the |ease duration and any other configuration information that the client might have
requested.

When receiving the DHCPACK message, the UE completes TCP/IP configuration process.

7. Incaseanew |Pv4 addressis allocated, the PDN-GW initiates the PCEF initiated IP-CAN session modification
procedure as described in TS 23.203 [19] to inform the PCRF of the IPv4 address allocated to the UE. If PCC
rules have changed the PCRF provides the updated PCC rulesto the PDN-GW as part of this procedure. This
step can happen any time after step 3.

8. Incase QoS rules have to be modified, e.g. change of SDF filters, the PCRF initiates a GW Control and QoS
rules provision procedure as described in TS 23.203 [19] to inform the S GW of the updated QoS rules.

NOTE 6: The DHCPv4 client may skip DHCPv4 Discovery phase, and send DHCPv4 Request message in
broadcast as the first message.

NOTE 7: After releasing the IPv4 address using DHCPv4 Release procedure, UE can request an | Pv4 address for
the same PDN connection subsequently.

4.7.3 IP Address Allocation in Untrusted Non-3GPP IP Access using
PMIPv6 or GTP on S2b

When an Untrusted Non-3GPP P access is used two types of |P address are allocated to the UE:

- An|IP address, which is used by the UE within the Untrusted Non-3GPP IP Access Network to get IP
connectivity towards the ePDG.

- Oneor more IP address(es), which is used by the UE towards the external PDNs viathe allocated PDN GW(5).

The IP address that is alocated by the Untrusted Non-3GPP | P Access Network is used as the end point of the |PSec
SAs between the UE and the ePDG. The allocation of this |P addressis out of the scope of this specification.

The IP address(es) that are allocated by the PDN GW(s) are alocated to the UE when connectivity to anew PDN is
initiated. The I P address(es) can be provided by either PDN GW or external PDN asit is specified in clause 5.3.1.1 of
TS 23.401 [4]. The ePDG receives the alocated 1P address(es) within the PMIP Proxy Binding Acknowledgement or
GTP Create Session Response and the ePDG is responsible for delivering the | P address(es) to the UE. The ePDG shall
provide the UE with connected PDN information (APN), so that the UE can uniquely associate each allocated IP
address with the PDN from where it was allocated.

The ePDG may receive astatic |P address (i.e. a static |Pv4 address and/or a static |Pv6 prefix) from HSSYAAA during
IKEv2 tunnel establishment procedure. Then the ePDG should forward the static | P address to the PDN GW.
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NOTE: For static address alocation, a static PDN GW is selected by either having the APN configured to map to
agiven PDN GW, or the PDN GW identity provided by the HSS/AAA indicates the static PDN GW.

4.7.4 IP Address Allocation using S2c
Prior the use of S2¢ an |P address which will be used as a care-of address shall be allocated to the UE.

When a Trusted Non-3GPP Access Network is used one or more | P addresses are allocated to the UE by the Trusted
Non-3GPP Access Network. One of these IP addressesis used by the UE as care-of address within DSMIPv6. The
allocation of these IP addresses is out of the scope this specification.

When an Untrusted Non-3GPP Access Network is used one or more | P addresses are allocated to the UE by the
Untrusted Non-3GPP Access Network. The allocation of these |P addressesis out of the scope of 3GPP. One of these IP
addressesis used by the UE asthe | P address towards the ePDG when IPSec SAs are established. During the IPSec SA
establishment the ePDG allocates and delivers an | P address to the UE, which IP addressis used by the UE as care-of
address within DSMIPv6. This IP addressis alocated by the ePDG either by using an internal address pool or using an
external server, such as DHCP. The alocation of this |P address isimplementation specific.

When a UE is connecting to a PDN via S2c, address allocation for that PDN takes place as follows.

During IKEv2 exchange for bootstrapping the DSMIPv6 security association (see clause 6.3) the following parameters
can be negotiated between the UE and the PDN GW/HA:

- TheIPv6 prefix to which the | Pv6 Home Address belongs, also called the "Home Network Prefix" and the PDN
associated with the IPv6 prefix (PDN isindicated with APN);

- The UE'sIPv6 Home Address;
-  The DNS server address for that PDN.

The UE may request additional configuration parameters by running stateless DHCP as defined in RFC 4039 [29] and
RFC 3736 [30] over the DSMIPv6 tunnel.

The UE may also request an 1Pv4 home address using DSMIPv6 signalling, as defined in RFC 5555 [10].

The PDN GW/HA may receive a static | P address (i.e. a static IPv4 address and/or a static I1Pv6 prefix) from HSS/AAA
during the authentication and authorization procedure. Then the PDN GW/HA shall assign the static | P address to the
UE, asindicated above.

NOTE: The UE selectsa PDN GW as specified in clause 4.5.2. In case the PDN GW selected by the UE is
different from the static PDN GW stored in the HSS, the PDN GW reallocation procedure (see
clause 6.10) shall be performed.

4.7.5 IPv6 Prefix Delegation using S2c

Optionally a single network prefix shorter than a/64 prefix may be assigned to a PDN connection (TS 23.401 [4]).
When S2c is used to access a PDN, the UE acting as a Mobile Router may request del egation of one or more IPv6
prefix(es) via DHCPv6 Prefix Delegation signalling as described in RFC 6276 [56]. The UE does not need to explicitly
register these additional prefixes using S2c signaling asimplicit mode registration is used.

4.7.6 IPv6 Prefix Delegation using PMIP-based S5/S8

Optionally a single network prefix shorter than the default /64 prefix may be assigned to aPDN connection as specified
in 3GPP TS 23.401 [4]. When PMIP-based S5/S8 is used, the UE may request delegation of one or more | Pv6 prefix(es)
via DHCPv6 Prefix Delegation signalling as described in RFC 7148 [82]. In this case, the Serving GW shall support
DHCPv6 relay agent functionality for intercept the related DHCPv6 message. The UE uses DHCPV6 to request
additional 1Pv6 prefixes (i.e. prefixesin addition to the default prefix) from the PDN GW after completing stateless

I Pv6 address autoconfiguration procedures as specified in figure 4.7.6-1.
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Roaming
Scenarios
PDN GW/
Serving GW/ DHCPv6 VPCRF hPCRF
MME DHCPvV6 Relay Server

[ [ [ I [
Attach Procedure as described in Clause 5.2

1. DHCPv6|Solicit for
delegatefl prefix

2. DHCPvV6 Solicit

| 3.DHCPYG Advertise

4. DHCPv6 |Advertise

6. DHCPVv6 Request
____________ >

7. DHCPV6 Reply (DMNP)

8. Proxy Binding Update (DMNP)

9. Proxy Binding Ack|(DMNP)

10. DHCPv6 Reply (DMNP)

A

Figure 4.7.6-1: Prefix Delegation with DHCP Server Collocated with the PDN GW and DHCP Relay in
the Serving GW when using PMIP-based S5/S8

1. If the PDN type associated with the PDN connection is IPv4v6 or IPv6, after the PMIPv6 tunnel is setup, the UE
sends a DHCPv6 Solicit message including the |A_PD option to the Serving GW to acquire a network prefix
shorter than a/64 prefix.

2. The DHCPv6 relay agent in the Serving GW shall relay the DHCPv6 solicit message within the PMIPv6 tunnel
to PDN GW acting as a DHCPv6 server.

3-7. The DHCPv6 proceduresis then completed as described in RFC 3633 [81] ending with the delegating router
sending a Reply message conveying the delegated prefixes.

8. Once the Serving GW receives the set of delegated prefixes from the delegating router function running on
thePDN GW, the Serving GW shall send the delegated prefixesin a Proxy Binding Update.

9. On reception of the PBU the PDN GW returns the assigned prefix in the DMNP option carried by a PBA to the
Serving GW. The PDN GW shall add the assigned prefix to the binding cache which is extended as specified in
RFC 7148 [82].

10. The Serving GW acting as DHCPv6 relay agent relays the DHCPv6 Reply message with deleageted prefix to the
UE.

NOTE: Steps3to 6 can be skipped if DHCPv6 Rapid Commit is used.
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4.8 Network Discovery and Selection

4.8.0  General Principles

Access network selection and traffic steering between 3GPP access and WLAN is supported using ANDSF and is also
supported using RAN rule procedures without ANDSF. Clause 4.8 focuses on Network Discovery and Selection using
ANDSF. Access network selection and traffic steering using RAN rules when ANDSF is not applied is described in
TS23.401[4], clause 4.3.23 and TS 23.060 [21], clause 5.3.21, aswell asin E-UTRAN and UTRAN specifications as
referenced therein. Coexistence between ANDSF and RAN rulesis described in clause 4.8.6.4.

The following principles apply when the UE is registered in the Home PLMN or inaPLMN which is equivaent to the
home PLMN and when both 3GPP and non-3GPP accesses are available or when multiple non-3GPP accesses are
available:

- The EPS network may provide the UE with assistance data/policies about available accesses located in the Home
PLMN or inaPLMN equivalent to the Home PLMN, to allow the UE to scan for accesses and select an access.

- If the UE is capable of routing different I P flows to the same PDN connection through different access networks
(see TS 23.261 [55]), the EPS network shall allow the operator to influence the access where a specific IP flow
shall be routed.

- If the UE is capable of routing different simultaneously active PDN connections through different access
networks, the EPS network shall allow the operator to influence the access where a specific PDN connection
shall be routed.

- Assistance data/policies are provided only after establishing secure communication, as specified in
TS 33.402 [45].

- Theassistance data/policies provided to UE may depend on the UE's subscription data.

- The EPS network allows the operator to influence the access that the UE shall handover to (when in active
mode) or re-select (when in idle mode).

- Multi-access network discovery and selection works for both single-radio and multiple- radio terminals. For the
case of multiple-radio terminals, multi-access network discovery and selection works without requiring al radios
supported by the UE to be switched on.

- No architectural impact is foreseen for network selection upon initial network attachment.
- The UE may provide information to the network for the retrieval of the assistance data/policies.

The following principles apply when the UE isregistered in aVisited PLMN (VPLMN) and when both 3GPP and non-
3GPP accesses are available or when multiple non-3GPP accesses are available:

- TheVPLMN shall be able to provide Access Network Discovery information only for 3GPP and non-3GPP
access networks that provide connectivity to the VPLMN or to a PLMN equivalent to the VPLMN, or to both.

- TheVPLMN shall be able to provide to aroaming UE Inter-System Mobility Policies and/or Inter System
Routing Policies (see clause 4.8.2.1). Such policies shall be valid only in the VLPMN or in a PLMN equivalent
to the VPLMN, as per roaming agreements.

- TheHome PLMN (HPLMN) shall be able to provide to aroaming UE Access Network Discovery information
for 3GPP and non-3GPP access networks that provide connectivity to the HPLMN or to aPLMN equivalent to
the HPLMN, or to both.

- TheHPLMN shall be able to provide to aroaming UE Inter-System Mobility Policies and/or Inter System
Routing Policies.

- When the UE receives Inter System Routing Policies from the HPLMN and the VPLMN, it shall select the active
rule according to clause 4.8.2a.1.

- When the UE receives Inter System Mobility Policies from the HPLMN and the VPLMN, it shall select the
active rule according to clause 4.8.2a.1.
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- TheVPLMN shall not provide Inter-APN Routing Policies, and the UE shall ignore any Inter-APN Routing
Policy, which is delivered by aVPLMN.

The multi-access network discovery and selection mechanism shall not interfere with the existing 3GPP PLMN
selection mechanisms used for the 3GPP Access Technologies (specified in TS 23.122 [53]) and with the existing
3GPP2 network selection mechanisms. The multi-access network discovery and selection procedures defined in this
document include a WLAN access selection procedure and a PLMN selection procedure for WLAN access (see
clause 4.8.2b), which are different from and shall not be used in conjuction with the procedures for I-WLAN access
(specified in TS 23.234 [5]). For WLAN access selection and PLMN selection, the procedures defined in the present
document replace I-WLAN procedures specified in TS 23.234 [5].

The ANDSF's policy and the UE implementation shall ensure that PLMN changes are not conducted more often than
the time stored in the USIM (in EFqppLmN, See TS 31.102 [46]) for the "periodic network selection attempts® specified
in TS22.011 [47].

NOTE: A change between the HPLMN and another PLMN equivalent to the HPLMN can be triggered by the
ANDSEF, but is not considered a PLMN reselection.

4.8.1  Architecture for Access Network Discovery Support Functions

The following architecture may be used for access network discovery and selection. The support and the use of these
functions and interfaces are optional.

3GPP IP Access or\ S14
E Trusted/Untrusted | H-ANDSF
Non-3GPP IP
Access

Figure 4.8.1.1-1: Non-Roaming Architecture for Access Network Discovery Support Functions

H-ANDSF
HPLMN
VPLMN
GPP IP Access or'\ g14
Trusted/Untrusted I V-ANDSE

Non-3GPP IP '
Access

Figure 4.8.1.1-2: Roaming Architecture for Access Network Discovery Support Functions

The architecture is based on a new network element called Access Network Discovery and Selection Function
(ANDSF). An ANDSF element located in the home PLMN of a UE isreferred to as the Home-ANDSF (H-ANDSF) for
this UE, whereas an ANDSF element located in the visited PLMN of a UE isreferred to asthe Visited-ANDSF
(V-ANDSF) for this UE. Unless otherwise specified, the term ANDSF is used to refer to both an H-ANDSF and a
V-ANDSF. Details about the ANDSF functionality and its interaction with the UE are provided in clause 4.8.2.1.

The ANDSF is an optional element in the network architecture and thus a UE may or may not be able to interact with an
H-ANDSF and/or with aVV-ANDSF.

The UE-ANDSF interaction can take place via non-seamless WLAN offload (see clause 4.1.5) or viaany 3GPP or non-
3GPP access technology that can be used by the UE to access EPC.
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NOTE: ANDSF push interactions might not always be possible via non-seamless WLAN offload.

4.8.2 Network Elements

4821 Access Network Discovery and Selection Function (ANDSF)

48.2.1.1 General

The ANDSF contains data management and control functionality necessary to provide network discovery and selection
assistance data as per operators' policy. The ANDSF shall respond to UE requests for access network discovery
information (pull mode operation) and may be able to initiate data transfer to the UE (push mode operation), based on
network triggers or as a result of previous communication with the UE.

NOTE 1: Inthis Release, the OMA DM Push mechanism may not work in all possible scenarios and the ANDSF
may not always be able to initiate a session to the UE.

NOTE 2: The usage of ANDSF capabilitiesisintended for scenarios where access-network level solutions are not
sufficient for the UE to perform Network Discovery and Selection of non-3GPP technol ogies according
to operator policies.

The ANDSF shall comply with regulatory requirements pertaining to the privacy and confidentiality of user location
information.

Subject to operator's configuration, the ANDSF may obtain the permanent UE identity, e.g. based on the security
solution specified in TS 33.402 [45].

The H ANDSF in the subscriber's home operator network may interact with other databases such as the HSS user
profile information residing in subscriber's home operator network. Details of such interaction with these databases are
not described in this Release of the specifications.

The ANDSF shall be able to provide various types of information, e.g. inter-system mobility policy, network access
discovery information, etc. These types of information are specified in the following clauses.

The ANDSF may provide to UE all types of information or only one of them.

The H-ANDSF selects the types of information to be delivered to the UE according to the operator requirements and the
roaming agreements. If the permanent UE identity is known to the H-ANDSF, and subject to operator's configuration,
the available subscription data (e.g. the list of access networks, or access technology types, the UE is authorized to use,
etc.) may also be used by the H-ANDSF for sel ecting the inter-system mobility policies, the access network discovery
information, the inter-system routing policies and the inter-APN routing policies.

The V-ANDSF selects the types of information to be delivered to the UE according to the operator requirements and the
roaming agreements. However, the V-ANDSF shall not deliver IARP policy (see clause 4.8.2.1.5) to aroaming UE.

The ANDSF shall be able to limit the amount of information provided to the UE based e.g. on the UE's current location,
UE capabilities, etc. The ANDSF shall be ableto limit the load caused by the UE initiated requests towards the
ANDSF.

Theinformation provided by ANDSF may also be statically pre-configured by the operator on the UE. The information
provided to the UE by the ANDSF take precedence over the corresponding information pre-configured by the operator
on the UE.

48212 Inter-System Mobility Policy

The Inter-System Mobility Policy (ISMP) is a set of operator-defined rules that affect the inter-system mobility
decisions taken by the UE. The UE uses the inter-system mobility policy when it can route I P traffic only over asingle
radio access interface at a given time (e.g. is neither IFOM nor MAPCON capable or its IFOM and MAPCON
capabilities are disabled) in order to select the most preferable access technology type or access network that should be
used to connect to EPC.

The inter-system mobility policy may be provisioned in the UE and may be updated by the ANDSF based on network
triggers or after receiving a UE request for network discovery and selection information.
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Each ISMP rule includes the following information:

- Vdidity conditions, i.e. conditions indicating when the rule is valid (such conditions may include e.g. atime
duration, alocation area, etc.).

- A prioritized list of access technologies or access network that indicate the order in which they are preferred or
restricted for EPC connectivity.

- Arrulepriority that indicates the priority of this rule with respect to other ISMP rules provided by the same
PLMN.

For example, an ISMP rule may indicate that 3GPP access is preferable to WLAN access for EPC connectivity. When
thisruleis applied, inter-system handover from 3GPP accessto WLAN accessis not allowed. The rule may also
indicate e.g. that WiMAX access is more preferable to WLAN access.

NOTE: Theinter-system mobility policy does not indicate the most preferable access network or access
technology type that should be used to access CS services.
48213 Access Network Discovery Information

Upon UE request, the ANDSF may provide alist of access networks available in the vicinity of the UE for all the access
technology types requested by the UE (if any requested).

The ANDSF provides information for access networks that are available to the UE including:
- the access technology type (e.g. WLAN, WiMAX).
- theradio access network identifier (e.g. the SSID of aWLAN).
- other technology specific information, e.g. one or more carrier frequencies.

- validity conditions, i.e. conditions indicating when the provided access network discovery information isvalid
(such conditions may include e.g. alocation).

The UE may retain and use the access network discovery information provided by the ANDSF until new/updated
information is retrieved.

48.2.1.4 Inter-System Routing Policy

The Inter-System Routing Policy (ISRP) is a set of operator-defined rules that determine how the UE should route IP
traffic across multiple radio access interfaces. The ANDSF may provide alist of ISRP rules to the UE independently of
the UE capability to route I P traffic simultaneously over multiple radio access interfaces. The UE uses the ISRP rules
when it can route | P traffic simultaneously over multiple radio access interfaces (e.g. it is an IFOM capable UE with the
IFOM capahility enabled or a MAPCON capable UE with the MAPCON capability enabled) in order to meet the
operator routing / offload preferences by:

(i) deciding when an access technology type / access network is restricted for a specific IP traffic flow and/or a
specific APN; and

(i) selecting the most preferable access technologies/ access networks which should be used by the UE when
available to route I P traffic that matches specific criteria (e.g. all traffic to a specific APN, or al traffic belonging
to aspecific IP flow, or all traffic of a specific application, etc).

The inter-system routing policy may be provisioned in the UE and may be updated by the ANDSF based on network
triggers or after receiving a UE request for network discovery and selection information.

Each ISRP rule includes the following information:

- Rulesfor IFOM: Each one of these rulesidentifies a prioritised list of access technologies/ access networks
which should be used by the UE when available to route traffic that matches specific IP traffic filterson a
specific APN or on any APN. A rulefor IFOM can al so identify which radio accesses are restricted for traffic
that matches specific I P traffic filters on aspecific APN (e.g. WLAN is not allowed for RTP/RTCP traffic flows
on APN-x) or on any APN;
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- Eachrulefor IFOM contains one or more I P traffic filters (to match specific | P traffic), a prioritised list of
access technologies / access networks, arule priority and, optionally, validity conditions that indicate when
theruleisvalid. Each IP traffic filter may identify traffic based on destination address, transport protocol,
destination/source port numbers, DSCP or Traffic Class, destination domain name and application identity.

NOTE 1: IPtraffic filtersin ANDSF policies are applied in the UE for uplink traffic. Thus the source port in this
context isthe source port within the | P packet sent by the UE; the destination address and port are the
destination address and port in the IP packets sent by the UE.

- Rulesfor MAPCON: Each one of these rulesidentifies a prioritised list of access technologies/ access networks
which should be used by the UE when available to route PDN connections to specific APNs. A rule for
MAPCON can aso identify which radio accesses are restricted for PDN connections to specific APNs (e.g.
WLAN is not allowed for PDN connection to APN-x);

- Each rule for MAPCON contains an APN value, a prioritised list of access technologies/ access networks, a
rule priority and, optionally, validity conditions that indicate when the ruleisvalid. When no APN valueis
contained, the rule appliesto any APN.

- Rulesfor Non-seamless WLAN Offload (NSWO) specified in clause 4.1.5: Each one of these rulesidentifies
which traffic shall or shall not be non-seamlessly offloaded to aWLAN when available. It shall be possible to
restrict certain traffic from using non-seamless WLAN offload only in specific WLAN access networks or in all
WLAN access networks. Similarly, it shall be possible to permit certain traffic to use non-seamless WLAN
offload only in specific WLAN access networks or in all WLAN access networks.

- Each rule for NSWO contains one or more I P traffic filters (to match specific I P traffic), arule priority and,
optionally, validity conditions that indicate when the rule is valid. Each I P traffic filter may identify traffic
based on destination address, transport protocol, destination/source port numbers, DSCP or Traffic Class,
destination domain name and application identity.

The prioritised list of access technologiesincluded in the rules for IFOM and MAPCON may contain 3GPP access,
WLAN access as well as specific 3GPP RATs such as GERAN, UTRAN and E-UTRAN. The order of the access
technologiesin thislist allows the operator to prioritize specific 3GPP RATs with respect to WLAN access. The UE
shall use the prioritised list of access technologiesin these rules only for IP routing and PDN connection establishment.
The UE shall not use this prioritised list for 3GPP RAT selection.

NOTE 2: For example, if the UE camps on UTRAN and the prioritised list of access networks in the active IFOM
rule indicates that E-UTRAN has the highest priority for an IP flow, this rule does not trigger the UE to
re-select to E-UTRAN for routing the 1P flow.

If more than one valid rule for IFOM and non-seamless WLAN offload match a specific | P traffic flow, the UE applies
the rule with the highest rule priority.

48215 Inter-APN Routing Policy

The Inter-APN Routing Policy (IARP) is aset of operator-defined rules that determine which traffic should be routed
across different PDN connections and which traffic should be non-seamlessly offloaded to WLAN (as defined in
clause 4.1.5). These rules can be provisioned by the H-ANDSF only. If the UE receives |ARP rules from the V-
ANDSF, the UE shall ignore them. An Inter-APN routing capable UE selects an existing I P interface to route IP flows
based on the received / provisioned IARP rules and user preferences. This IP interface is either associated with a
specific APN or is used for non-seamless WLAN offload (NSWO).

NOTE 1: IPinterfaces not associated with an APN and not used for NSWO are considered outside the scope of
IARP. Such interfaces could include e.g. an | P interface to a tethering device connected to UE over USB,
or an IP interface corresponding to an enterprise VPN connection over WLAN, etc. The scenario where
multiple | P interfaces are associated with the same APN is also considered outside the scope of IARP.

Each IARP rule includes the following information:

- Rulesfor APN: Each one of these rulesidentifies a prioritised list of APNs which should be used by the UE to
route traffic that matches specified IP traffic filters. A rule for APN can also identify which APNs are restricted
for traffic that matches specified IP traffic filters.

- Eachrulefor APN contains one or more IP traffic filters (to match specific IP traffic), a prioritized list of
APNSs, arule priority and, optionally, validity conditions that indicate when the ruleis valid. Each IP traffic
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filter may identify traffic based on destination address, transport protocol, destination/source port numbers,
DSCP or Traffic Class, destination domain name and application identity. The rule priority indicates the
priority of the rule for APN with respect to other rules inside the same IARP rule.

- Rulesfor NSWO: Each one of these rulesidentifies which traffic shall or shall not be non-seamlessly offloaded
to aWLAN when available. It shall be possible to restrict certain traffic from using non-seamless WLAN offload
only in specific WLAN access networks or in all WLAN access networks. Similarly, it shall be possible to
permit certain traffic to use non-seamless WLAN offload only in specific WLAN access networks or in al
WLAN access networks.

- Each rule for NSWO contains one or more | P traffic filters (to match specific I P traffic), arule priority and,
optionally, validity conditions that indicate when the rule is valid. Each I P traffic filter may identify traffic
based on destination address, transport protocol, destination/source port numbers, DSCP or Traffic Class,
destination domain name and application identity. The rule priority indicates the priority of the rule for
NSWO with respect to other rulesinside the same |ARP rule.

An IARP for APN rule can be applied only when it steers | P traffic to an existing (i.e. already established) PDN
connection. When no APN in the IARP for APN ruleis associated with an existing PDN connection, then the rule shall
not be applied.

When the UE has simultaneously an active IARP rule and an active ISRP rule, the UE evaluates first the rules for APN
and for NSWO inside the active IARP rule (in priority order) to determine how to route an IP flow.

- If the IP flow matches arule for NSWO inside the active |ARP rule, then the IP flow isrouted to an IP interface
used for NSWO and the rules inside the active | SRP rule are not eval uated.

- If the IP flow matches arule for APN inside the active IARP rule that prefers acertain APN, then the IP flow is
routed to the | P interface corresponding to this APN. If IFOM procedures are applied on this I P interface, then
therulesfor IFOM inside the active ISRP rule are also evaluated and used to further route the flow. The rules for
NSWO inside the active ISRP rule are not evaluated (thus the IP flow is not offloaded to WLAN if it also
matches arule for NSWO inside the active ISRP rule).

- If the IP flow matches arule for APN inside the active |ARP rule that forbids one or more APNs, then the UE
evaluates the rulesinside the active ISRP rule (in priority order) to determine how to route the IP flow. If the IP
flow matches arule for NSWO inside the active | SRP rule that forbids the use of the selected WLAN (or any
WLAN) for routing the I P flow, then the UE may select, in an implementation dependent way, a non-forbidden
APN to route the IP flow.

- If theIP flow does not match any rule inside the active IARP rule, then the UE evaluates the rules inside the
active ISRP rule (in priority order) to determine how to route the I P flow.

The above order of rule evalution applies to both non-roaming and roaming scenarios and independently of whether the
active |ARP rule and the active | SRP rule are provided by the same or by different PLMNs.

48.2.1.6 WLAN Selection Policy

The WLAN Selection Policy (WLANSP) is a set of operator-defined rules that determine how the UE selects and
reselects aWLAN access network. The UE may be provisioned with WLANSP rules from multiple PLMNSs.

Each WLANSP rule includes the following information:

- Validity conditions, i.e. conditions indicating when the provided rule is valid. The validity conditions can include
the time of day, geolocation, network location (e.g. PLMN, Location Area), etc.

- One or more groups of WLAN selection criteriain priority order. Each group contains one or more criteria that
should be fulfilled by aWLAN access network in order to be eligible for selection. Such criteria are based on the
following and only the following WLAN attributes:

a) Attributes defined in the HS2.0 Rel-2 specification [75]:
- PreferredRoamingPartnerList,
- MinimumBackhaul Threshold,

- MaximumBSSL oad,
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- RequiredProtoPortTuple.
- Alist of SSIDsas defined in the SPExclusionList.
b) Additional attributes:
- PreferredSSIDList: A prioritized list of SSIDs preferred for selection.

- HomeNetwork: When the HomeNetwork is set in agroup of selection criteria, it indicates that the group
of selection criteria applies only to WLAN access networks that directly interwork with the home
operator. When the HomeNetwork is not set or is not present in a group of seletion criteria, it indicates
that the group of selection criteria appliesto all WLAN access networks. The UE determines which
WLAN access networks directly interwork with the home operator by discovering which WLAN access
networks advertise the HPLMN identity or the home network realm or a service provider realm
equivalent to the HPLMN. The home network realm is derived by the UE from IMSI as specified in
TS 23.003 [16] (e.g. wlan.mnc015.mcc234.3gppnetwork.org).

NOTE: If the HomeNetwork is set in a group of selection criteria then this group of selection criteriais not
expected to include the PreferredRoamingPartnerList and the PreferredSSIDList.

For example, aWLANSP rule may include the following groups of selection criteria:
- Group of selection criteriawith priority 1:
- PreferredRoamingPartnerList = Priority 1. partnerl.com, Priority 2: partner2.com
- MaximumBSSLoad = 60
- Group of selection criteriawith priority 2:
- PreferredSSIDList = Priority 1: myoperatorl, Priority 2: myoperator2
- MinimumBackhaul Threshold = 2Mbps in the downlink

A WLAN access network meets a group of selection criteriawhen it concurrently fulfills all the criteriain the group.

48.2.1.7 VPLMNSs with preferred WLAN Selection Rules

The VPLMNs with preferred WLAN Selection Rulesisalist of PLMNsthat is used by the UE when roaming. When
the UE isroaming to one of the PLMNs in thelist, the UE is configured to prefer the WLANSP rules provided by this
PLMN over the WLANSP rules provided by the HPLMN. When the UE isroaming to any other PLMN, the UE is
configured to prefer the WLANSP rules provided by the HPLMN.

How the UE usesthislist of PLMNsfor WLAN selection is specified in more detail in clause 4.8.2a.1.

48.2.1.8 Void

48.2.19 Home Network Preferences

The Home Network Preferences may be provided by the UE's home operator and include information that assists the
UE to select aWLAN access network and to select a PLMN for 3GPP-based authentication over WLAN. The Home
Network Preferences may be provided by the HPLMN or an equivalent HPLMN or may be statically provisioned in the
UE. The UE shall ignore the Home Network Preferences if provided by any other PLMN.

The Home Network Preferences may contain the following information:

- Equivalent Home Service Providers (EHSP): Contains alist of service providers which are equivalent to the
UE's HPLMN. Each service provider in EHSP isidentified with a domain name, which may contain aPLMN
identity (e.g. wlan.mncXY Z.mccABC.3gppnetwork.org) or may not contain a PLMN identity (e.g.
example.com). The EHSP is used by the UE for PLMN selection over WLAN as specified in clause 4.8.2b.

- Preferred Service Provider List (PSPL): Contains a prioritized list of service providers which are preferred for
WLAN roaming. Each service provider in PSPL is identified with a domain name, which may contain a PLMN
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identity (e.g. wlan.mncXY Z.mccABC.3gppnetwork.org) or may not contain aPLMN identity (e.g.
example.com). The UE uses the PSPL for WLAN selection and PLMN selection as specified in clause 4.8.2b.

- "S2aconnectivity preference": The "S2a connectivity preference” indicates if the home operator prefersthe UE
to establish PDN connections over WLAN by using the applicable S2a procedures specified in clause 16. It is
used by the UE during the WLAN selection procedure as specified in clause 4.8.2b.

- "Prefer 3GPP RPLMN" indication: Thisindication specifies how aroaming UE selectsa PLMN in order to
perform 3GPP-based authentication over WLAN access. If the "prefer 3GPP RPLMN" indication is not set, the
UE attempts to select the HPLMN, or a service provider included in EHSP, or a service provider included in
PSPL for authentication over WLAN access. If the "prefer 3GPP RPLMN" indication is set, the UE attempts to
select the Registered PLMN (RPLMN) or a service provider included in EV SP of the RPLMN (see
clause 4.8.2.1.10) for authentication over WLAN access. Further details about the use of "prefer 3GPP RPLMN"
indication are provided in clause 4.8.2b.

48.2.1.10 Visited Network Preferences

The Visited Network Preferences may be provided by a PLMN-x, which is different from the UE's HPLMN and all
equivalent HPLMNSs. They include information that assists the UE (when roaming to PLMN-x) to select aPLMN for
authentication over WLAN. The UE shall ignore the Visited Network Preferencesif provided by HPLMN or any
equivalent HPLMN.

The Visited Network Preferences may contain the following information:

- Equivalent Visited Service Providers (EV SP): Contains alist of service providers which are considered
equivalent to the PLMN which provided the EV SP. Each service provider in EVSP isidentified with adomain
name, which may contain a PLMN identity (e.g. wlan.mncXY Z.mccABC.3gppnetwork.org) or may not contain
aPLMN identity (e.g. example.com). The EV SP isused by the UE for PLMN selection over WLAN as specified
in clause 4.8.2b.

NOTE: Thelist of Equivalent Visited Service Providers (EV SP) provided to UE by ANDSF is independent from
thelist of equivalent PLMNSs (see TS 23.401 [4]) provided to UE via 3GPP access.

4.8.2a UE Procedures

4.82a.l Selection of Active ANDSF Rules

The UE may be provisioned with multiple valid ISMP, ISRP, IARP and WLANSP rules (by the HPLMN and by the
VPLMN when it isroaming). The UE does not apply al these valid rules but selects and applies only the "active" rules.
Specificaly:

- A UE that cannot simultaneously route I P traffic over 3GPP access and over WLAN access shall select an active
ISMP rule, an active IARP rule and an active WLANSP rule, as specified below.

- A UE that can simultaneously route IP traffic over 3GPP access and over WLAN access shall select an active
ISRP rule, an active IARP rule and an active WLANSP rule, as specified below.

When the UE is not roaming, it shall select the active ISMP/ISRP rule, the active |ARP rule and the active WLANSP
rule to apply from the valid rules provided by the HPLMN based on the individual priorities of these rules (or based on
other criteria specified in TS 24.312 [73]). For example, the highest priority valid WLANSP rule is selected as the
active WLANSP rule.

When the UE is roaming, it may have valid rules from both HPLMN and VPLMN. In this case, the UE shall select the
active rules as follows:

1) Theactive IARP ruleis selected from the valid IARP rules provided by the HPLMN.
2) The active ISMP/ISRP rule and the active WLANSP rule are selected based on the UE configuration as follows:

a) TheUE isconfigured to "prefer WLAN selection rules provided by the HPLMN" or not. This configuration
can be done either by the user or by the H-ANDSF viathelist of "VPLMNs with preferred WLAN Selection
Rules' (seeclause 4.8.2.1.7). User configuration takes precedence over the H-ANDSF configuration.
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b) If the UE isconfigured not to prefer WLAN selection rules provided by the HPLMN (i.e. the VPLMN to
which the UE isregistered isincluded in the list of "VPLMNs with preferred WLAN Selection Rules"), then
the UE shall check the WLANSP rule of the VPLMN and shall determine if there are available WLAN
access networks that match one or more groups of selection criteriain thisrule.

i) If thereisat least one WLAN access network that matches one or more groups of selection criteriain the
WLANSP rule of the VPLMN, then the UE shall select the active WLANSP rule and the active
ISMP/ISRP rule from the valid rules provided by the VPLMN (based on their priority values).

ii) If thereisno WLAN access network that matches one or more groups of selection criteriain the
WLANSP rule of the VPLMN, then the UE shall select the active WLANSP rule and the active
ISMP/ISRP rule from the valid rules provided by the HPLMN. When the UE determines that at least one
WLAN access network that matches one or more groups of selection criteriain the WLANSP rule of the
VPLMN becomes available, it shall operate asin bullet i) above and may re-select to such WLAN access
network.

c) If the UE isconfigured to prefer WLAN selection rules provided by the HPLMN (i.e. the VPLMN to which
the UE isregistered is not included in the list of "VPLMNs with preferred WLAN Selection Rules'), then the
UE shall check the WLANSP rule of the HPLMN and shall determine if there are available WLAN access
networks that match one or more groups of selection criteriain thisrule.

i) If thereisat least one WLAN access network that matches one or more groups of selection criteriain the
WLANSP rule of the HPLMN, then the UE shall select the active WLANSP rule and the active
ISMP/ISRP rule from the valid rules provided by the HPLMN (based on their priority values).

ii) If thereisno WLAN access network that matches one or more groups of selection criteriain the
WLANSP rule of the HPLMN, then the UE shall select the active WLANSP rule and the active
ISMP/ISRP rule from the valid rules provided by the VPLMN. When the UE determinesthat at least one
WLAN access network that matches one or more groups of selection criteriain the WLANSP rule of the
HPLMN becomes available, it shall operate asin bullet i) above and may re-select to such WLAN access
network.

During power-up, while the UE has not registered to any PLMN, the UE shall consider the WLANSP rules provided by
the HPLMN as valid and shall select an active WLANSP rule as described above (the one with the highest priority).
Thus during power-up the UE can select aWLAN network based on the WLANSP rules provided by HPLMN.
4.8.2a.2 UE Behavior Based on the ANDSF Information

This clause specifies the UE behavior when it is provisioned with ANDSF information and has selected the active rules
as described in the previous clause.

If the UE has received or has been provisioned with ANDSF information which indicates that there is an access network
initsvicinity with higher priority than the currently selected access network(s), the UE should perform procedures for
discovering and resel ecting the higher priority access network, if thisis allowed by user preferences.

NOTE 1: How frequently the UE performs the discovery and reselection procedure depends on the UE
implementation.

(i) When the UE cannot simultaneously route I P traffic over multiple radio accesses:

- The UE shall select the most preferable available access network for EPC connectivity and inter-system
mobility based on the active ISMP rule, the active WLANSP rule and the user preferences. The user
preferences take precedence over the active rules.

- TheUE shal not consider any ISRP rules it may have received from the ANDSF.

- When automatic access network selection is used, the UE shall not initiate a connection to EPC using an
access network indicated as restricted in the active ISMP rule.

- When the UE selects a non-3GPP radio access based on the active ISMP and the active WLANSP rules, the
UE may still use 3GPP access for CS services.

NOTE 2: The user may manually select the access technology type or access network that should be used by the
UE; in such case the active ISMP and the active WLANSP rules are not taken into account.
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When the UE is connected to EPC over 3GPP access, the UE shall use the active IARP rule and the user
preferences to determine if an IP flow should be routed inside a specific PDN connection.

When the UE is connected to EPC over WLAN access, the UE shall use the active IARP rule and the user
preferences to determine if an IP flow should be routed inside a specific PDN connection or if it should be
non-seamlessly offloaded to the selected WLAN access network.

The UE shall use the active ISMP rule to determine if EPC connectivity is preferred over WLAN access or
over 3GPP access. The prioritized list of access networksin the active ISMP rule shall not be used for
WLAN selection since WLAN selection is based on the active WLANSP rule and the user preferences.

When EPC connectivity is preferred over WLAN access (i.e. the highest priority accessin the active ISMP
rule corresponds to WLAN access technology / network), the UE shall use the active WLANSP rule to
determine the most preferred available WLAN access network (as specified in clause 4.8.2b).

When the UE is connected to EPC over WLAN access, the UE should occasionally re-evaluate if the
connected WLAN still meets the selection criteriain the active WLANSP rule. The rate of this re-evaluation
is defined by the UE implementation. When the UE determines that the currently selected WLAN does not
meet the selection criteriain the active WLASP rule for an implementation-specific duration, the UE should
attempt to select another WLAN access network as specified in clause 4.8.2b.

When the most preferred available WLAN access network has higher priority than 3GPP access (according
to the prioritized accesses in the active ISMP rule), then the UE shall connect to EPC over the most preferred
available WLAN access network. Otherwise, the UE shall connect to EPC over 3GPP access. For example:

- If the prioritized access networks in the active ISMP rule are the following: WLAN-A priority 1, 3GPP
priority 2, WLAN-B priority 3; then

- Since the UE determines that one or more WLANS are preferred for EPC connectivity over 3GPP access,
the UE uses the groups of selection criteriain the active WLANSP rule to determine the most preferred
available WLAN access network (as specified in clause 4.8.2b).

- If the most preferred available WLAN access network has lower priority than 3GPP access according to
the active ISMP rule (e.g. WLAN-B), then the UE shall connect to EPC over 3GPP access.

- If the most preferred available WLAN access network has higher priority than 3GPP access according to
the active ISMP rule (e.g. WLAN-A), then the UE shall connect to EPC over the most preferred available
WLAN access network.

NOTE 3: It isassumed that the active ISMP rulein the UE can always be used to determine the relative priority of

the most preferred WLAN (selected based on the active WLANSP rule) over 3GPP access.

(ii) When the UE can simultaneously route I P traffic over multiple radio accesses:

The UE shall not consider any ISMP rules it may have received from the ANDSF.

The UE shall use the active WLANSP rule and the user preferences to select and connect to the most
preferred available WLAN access network, as specified in clause 4.8.2b. User preferences take precedence
over the active WLANSP rule. After that, the UE is simultaneously connected to 3GPP access and to the
selected (most preferred) WLAN access network.

After the UE selects and connectsto a WL AN access network based on the active WLANSP rule (as
specified in clause 4.8.2b), the UE should occasionally re-evaluate if the connected WLAN still meets the
selection criteriain the active WLANSP rule. Therate of thisre-evaluation is defined by the UE
implementation. When the UE determines that the currently connected WLAN does not meet the selection
criteriain the active WLASP rule for an implementation-specific duration, the UE should attempt to select
another WLAN access network as specified in clause 4.8.2b.

The prioritized lists of access networks in the active ISRP rule shall not be used for WLAN selection since
WLAN selection is based on the active WLANSP rule and the user preferences.

The UE shall use the active ISRP for MAPCON rules and the user preferences to determine if a PDN
connection to a certain APN should be established over 3GPP access or over the selected WLAN access
network.
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When an ISRP for MAPCON ruleis used for the PDN connection establishment, the UE shall determine
if the selected WLAN access network has higher priority than 3GPP access and establishes the PDN
connection accordingly. For example:

- If thelist of prioritized access networks in the ISRP for MAPCON rule are the following: WLAN-A
priority 1, 3GPP priority 2, WLAN-B priority 3; then

- If the UE has selected WLAN-B (or any WLAN network with lower priority than 3GPP access), it
shall establish the PDN connection over 3GPP access.

- If the UE has selected WLAN-A (or any WLAN network with higher priority than 3GPP access), it
shall establish the PDN connection over WLAN access.

- The UE shall usethe active ISRP for IFOM rules, the active ISRP for NSWO rules, the active |ARP rule and
the user preferences to determine how to route outgoing I P flows. Specifically:

NOTE 4:

4.8.2b

The UE shall evaluate the above rulesin priority order as specified in clause 4.8.2.1.5 (Inter-APN
Routing Policy) and shall determine which rule to apply.

When the applied ruleis an ISRP for IFOM rule, the UE determines that this flow is subject to IP flow
mobility and selects an access network to route this flow based on the prioritized list of access networks
in the ISRP for IFOM rule. For example:

- If the prioritized list of access networksin the ISRP for IFOM rule are the following: WLAN-A
priority 1, 3GPP priority 2, WLAN-B priority 3; then

- If the UE has selected WLAN-B (or any WLAN network with lower priority than 3GPP access), it
shall route the IP flow over 3GPP access.

- If the UE has selected WLAN-A (or any WLAN network with higher priority than 3GPP access), it
shall route the IP flow over WLAN access.

When the applied rule isan ISRP for NSWO or an IARP for NSWO rule, the UE shall route this | P flow
to the selected WLAN access network (outside any PDN connection) provided that the rule does not
prohibit this IP flow over the selected WLAN access network.

When the applied rule isan IARP for APN rule, the UE shall route this I P flow inside the PDN
connection specified by thisrule.

It is assumed that the active ISRP rule in the UE can always be used to determine the relative priority of
the selected WLAN access network over 3GPP access.

WLAN Selection based on WLANSP

When the UE has valid 3GPP subscription credentials (i.e. avalid USIM) and WLANSP policies, the UE shall perform
WLAN selection based on these policies, the applicable user preferences and the corresponding procedures specified in
this document. User preferences take precedence over the WLANSP policies.

The following text specifies how the UE determines the most preferred WLAN access network (and possibly connects
to this network, as clarified in clause 4.8.2a.2), when a WLAN access network cannot be selected based on user
preferences (e.g. when there are no user preferences or when there is no user-preferred WLAN access network

available).

If the UE supports S2a connectivity (see clause 16), then:

- The UE shal be able to discovery WLANS that support S2a connectivity. This discovery shall be performed by
using ANQP procedures (as specified in the HS2.0 Rel-2 specification [75]) to retrieve the 3GPP Cellular
Network information advertised by WLANSs. The 3GPP Cellular Network information (see | EEE 802.11-

2012 [64]) advertised by a WLAN indicates the PLMNs that interwork with the WLAN. In addition, the 3GPP
Cellular Network information indicates the PLMNs to which the WLAN supports S2a connectivity.

- The UE may decideto select aWLAN that supports S2a connectivity to HPLMN, RPLMN or both HPLMN and
RPLMN. Thisdecision is based on UE implementation specific mechanisms and the " S2a connectivity
preference” provisioned in the UE by the home ANDSF. The " S2a connectivity preference” is either set or not
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set. The UE performs service provider selection after selecting aWLAN that has S2a connectivity with the UE's
HPLMN, RPLMN or both HPLMN and RPLMN.

When the " S2a connectivity preference” is set, it indicates that the home operator prefers the UE to establish
PDN connections over WLAN by using the applicable S2a procedures specified in clause 16. In this case, when
the UE attempts to select aWLAN and determines that a PDN connection will be required over thisWLAN, the
UE shall attempt to select aWLAN that supports S2a connectivity unless other procedures are applicable for this
PDN connection (e.g. S2b or S2c procedures).

The UE shall use the active WLANSP rule, the Home Network Preferences and, if roaming, the Visited Network
Preferences to determine the most preferred available WLAN access network. The WLAN selection shall be performed
with the following steps.

Step 1: The UE constructs a prioritized list of the available WLANS by discovering the available WLANs and
comparing their attributes / capabilities against the groups of selection criteriain the active WLANSP rule. When
agroup of selection criteriaincludes the HomeNetwork attribute and is set, then the UE (&) shall create alist of
available WLANSs that directly interwork with the home operator (as specified in clause 4.8.2.1.6) and (b) shall
apply the group of selection criteriato al the WLANSs in thislist. Otherwise, when the HomeNetwork attributeis
not set or is not present, the UE shall apply the group of selection criteriato all available WLANSs. The UE may
need to perform ANQP procedures (as specified in the HS2.0 Rel-2 specification [75]) or other proceduresin
order to discover the attributes/ capabilities of the available WLANSs. The WLAN(s) that match the group of
selection criteria with the highest priority are considered as the most preferred WLANS, the WLAN(S) that match
the group of selection criteria with the second highest priority are considered as the second most preferred
WLANS, etc. For example, the UE may construct the following prioritized list:

- WLAN-1 (most preferred)
- WLAN-4, WLAN-2 (second most preferred)
- WLAN-3 (third most preferred, supports S2a connectivity to PLMN-a and PLMN-b)

ii. Step 2: If the UE decidesto select aWLAN that supports S2a connectivity to one or more PLMNSs (as specified

above), then from the prioritized list contructed in the previous step the UE shall select the highest priority
WLAN that support S2a connectivity to these PLMNs (e.g. WLAN-3 in the example shown above). If the UE
does not discover aWLAN that supports S2a connectivity, or the UE does not decide to select aWLAN that
supports S2a connectivity, then from the prioritized list contructed in the previous step the UE shall select the
most preferred WLAN without considering its capability to support S2a connectivity (e.g. WLAN-1 in the
example shown above).

- If the UE cannot select asingle WLAN in this step, i.e. when there are multiple WLANSs that could be
selected but al have the same priority, then the UE shall select one of these multiple WLANSs as follows:

a) If the UE isnot roaming, or if the UE isroaming and the "prefer 3GPP RPLMN" indication is not set,
then the UE shall select aWLAN inthisorder: () aWLAN that directly interworks with the HPLMN,
(b) aWLAN that directly interworks with a service provider in EHSP, (¢) aWLAN that directly
interworks with the most preferred service provider in PSPL.

b) If the UE isroaming and the "prefer 3GPP RPLMN" indication is set, then the UE shall select aWLAN
inthisorder: (a) aWLAN that directly interworks with the RPLMN, (b) aWLAN that directly interworks
with a service provider in EV SP. Otherwise the UE shall behave as specified in bullet a) above.

Step 3: After selecting a single WLAN access network (as specified in steps 1 and 2), if the UE needs to perform
3GPP-based access authentication, the UE shall construct the NAI as follows:

a) If the UEisnot roaming, or if the UE is roaming and the "prefer 3GPP RPLMN" indication is not set, then:

- If the UE has selected a WL AN that directly interworks with the HPLMN, then the UE shall use the root
NAL.

- If the UE has selected a WLAN that directly interworks with a service provider in EHSP list (see
clause 4.8.2.1.9), then the UE shall construct a decorated NAI that includes the realm of this service
provider.

- Otherwise, the UE shall determine the most preferred service provider that interworks with the selected
WLAN based on PSPL and shall construct a decorated NAI that includes the realm of this service provider.
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b) If the UE isroaming and the "prefer 3GPP RPLMN" indication is set, then:

- If the UE has selected aWLAN that directly interworks with the RPLMN, then the UE shall construct a
decorated NAI that includes the realm of RPLMN.

- If the UE has selected aWLAN that directly interworks with a service provider in EVSP list provided by
the RPLMN (see clause 4.8.2.1.10), then the UE shall construct a decorated NAI that includes the realm
of this service provider and the realm of RPLMN.

- Otherwise, the UE shall behave as specified in bullet a) above.

NOTE 1: The UE performsthe WLAN selection based on the active WLANSP rule without taking into account
real-time events associated with the active ISRP rule. As specified in clause 4.8.2a.2, the active ISRP rule
is used only for routing decisions and does not impact the selection or reselection of the WLAN access
network. For example, when a new IP flow in the UE matches an active ISRP rule in which the highest
priority access network isa WLAN other than the selected WLAN, this event should not trigger WLAN
re-selection. If the conditions for WLAN selection change every time a new application runs or when
certain IP flows are detected, the WLAN selection in the UE will be complex and may lead to frequent
WLAN re-selections that would negatively affect the user experience and the battery consumption.

NOTE 2: Events such as change of WLAN load information, change of UE location, change of time of day may
lead to WLAN (re-)selection based on the WLANSP rule.
4.8.3 Reference Points

S14 This reference point is between UE and H-ANDSF / V-ANDSF for direct queries via pull. It enables
dynamic provision of information to the UE for access NW discovery and selection procedures related to
non-3GPP and 3GPP accesses. This dynamic provision shall be supported with Pull (UE-initiated session)
and with Push (ANDSF-initiated session), if feasible. Communication over S14 is secured as specified in
TS 33.402 [45].

Protocol assumption:

- Sl4interfaceisreaized above IP level.

4.8.4  ANDSF Discovery

In non-roaming scenario, the H-ANDSF is discovered through interaction with the Domain Name Service function or
the DHCP Server function. The H-ANDSF address may also be provisioned to the UE.

In roaming scenario, the UE shall be possible to retrieve both the H-ANDSF and V-ANDSF addresses.

NOTE: The ANDSF may not be contactable in certain PDNs.

4.8.5 Void

4.8.6 Support of RAN Assistance Information

486.1 General

As specified in TS 36.331 [52] and TS 25.331 [ 78], an EFUTRAN or UTRAN (referred to as RAN) may provide RAN
Assistance Information to UE. This RAN Assistance Information includes the following thresholds and parameters:

- 3GPP access thresholds;
- WLAN access thresholds; and

- An Offload Preference Indication (OPI) value.
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The 3GPP access threshol ds define low/high threshold values for some UTRA and/or E-UTRA radio parameters, such
as low/high RSRP thresholds for E-UTRA, low/high CPICH Ec/No thresholds for UTRA, etc. The WLAN access
threshol ds define low/high threshold values for some WLAN access parameters, such as the low/high Beacon RSS
thresholds, the high/low UL/DL backhaul data rate thresholds and the low/high channel utilization thresholds. UL/DL
backhaul datarate is defined in Hotspot 2.0 [75]. Channel utilization and Beacon RSSI are defined in

|EEE 802.11-2012 [64]. How these thresholds are used in the ANDSF rules is specified in clause 4.8.6.2.

The OPI value provided by RAN isabitmap (i.e. aone-dimensional bit array) that may be used by UEsin an E-UTRA
or UTRA cell to determine when they should move certain traffic (e.g. certain 1P flows) to WLAN access or to 3GPP
access. The meaning of each bit in this bitmap is operator specific and is not defined in 3GPP specifications. How the
OPI valueis used in the ANDSF rulesis specified in clause 4.8.6.2.

The thresholds and parameters provided to UE in aUTRA or E-UTRA cell may affect the validity of the ANDSF rules
(as specified in clause 4.8.6.2) and thus make these rules subject to conditions set by the RAN in agiven cell.

The user preferences on WLAN network selection and traffic routing shall take precedence over ANDSF rules, RAN
rules, RCLWI command and LWA.

4.8.6.2 ANDSF Rules Utilizing RAN Assistance Information

The 3GPP access thresholds, the OPI value and some of the WLAN access thresholds included in the RAN Assistance
Information may be utilized by the following ANDSF rules:

- ThelInter-System Routing Policy (I1SRP) rules specified in clause 4.8.2.1.4, i.e. ISRP rules for IFOM, ISRP rules
for MAPCON and ISRP rules for NSWO; and

- ThelInter-APN Routing Policy (IARP) rules specified in clause 4.8.2.1.5, i.e. IARP rulesfor APN and IARP
rules for NSWO.

In this release of the specification the ANDSF rules may use the low/high Beacon RSSI thresholds, the low/high
WLAN channel utilization thresholds and the low/high UL/DL WLAN backhaul data rate thresholds included in the
RAN Assistance Information. These thresholds subsequently referred to as"RAN provisioned WLAN access
thresholds'.

The ANDSF rules may also utilize low/high Beacon RSSI thresholds, low/high WLAN channel utilization thresholds
and low/high UL/DL WLAN backhaul data rate thresholds provided by the ANDSF. These thresholds are subsequently
referred to as " ANDSF provisioned WLAN access thresholds'.

NOTE: The use of 3GPP access thresholdsin the IARP for APN rules can enable routing policies such as "move
certain traffic from a non-seamless WLAN connection to a given PDN connection over LTE access when
the LTE radio strength and quality exceed the applicable thresholds provided by RAN".

An IARP/ISRP rule may utilize the 3GPP access thresholds, the RAN provisioned WLAN access thresholds and the
OPI valueincluded in the RAN Assistance Information and ANDSF provisioned WLAN access thresholds. When the
rule utilizes any of these access thresholds and/or the OPI value, it shall be constructed as follows:

1. ThelARP/ISRP rule shall contain RAN validity conditions, which indicate when the ruleis valid or invalid
based on the RAN Assistance Information.

2. The RAN validity conditions may contain one or more threshold conditions and one OPI condition.

3. Each threshold condition shall be associated either (i) with a 3GPP access threshold provided by RAN or (ii)
with WLAN access threshold(s) provided by ANDSF, RAN, or both. A threshold condition shall be evaluated to
true or false as specified in clause 4.8.6.3.

4. The OPI condition shall contain a provisioned OPI which is abitmap assigned by ANDSF and is associated with
therule. The meaning of each bit in this bitmap is operator specific and is not defined in 3GPP specifications.
The OPI condition shall be evaluated to true or false based on the provisioned OPI and the OPI value provided
by RAN, as specified in clause 4.8.6.3.

5. The RAN validity conditionsinclude an indicator which indicatesif the rule may be valid either (a) when all
threshold conditions are true or (b) when at least one threshold condition is true.

ETSI



3GPP TS 23.402 version 13.4.0 Release 13 70 ETSI TS 123 402 V13.4.0 (2016-03)

4.8.6.3 Evaluation of ANDSF Rules with RAN Validity Conditions
When the UE cannot simultaneously route IP traffic to both 3GPP access and WLAN, then

- When the UE has an |ARP rule that contains RAN validity conditions, the UE shall evaluate the rule by ignoring
all the RAN validity conditions that may be present, i.e. the UE shall consider these RAN validity conditions as
true.

When the UE can simultaneously route I P traffic to both 3GPP access and WLAN access, then:

- Whenthe UE hasan |ARP or ISRP rule that contains RAN validity conditions, the UE shall evaluate all
included threshold conditions and the OPI condition, as specified below. The UE shall consider the RAN validity
conditions as valid when the OPI condition is true and when either (a) all threshold conditions are true or (b) at
least one threshold condition is true, according to the indicator described in bullet 5 of clause 4.8.6.2.

- When athreshold condition is associated with a 3GPP access threshold, the UE shall evaluate the threshold
condition by comparing the associated 3GPP access threshold provided by RAN with the corresponding
measured value. For example, when a threshold condition is associated with the low RSRP threshold, the UE
shall evaluate the condition to true when the measured RSRP value is smaller to the low RSRP threshold. If the
associated 3GPP access threshold is not available in the UE (e.g. it is not provided by RAN), then the UE shall
consider the threshold condition as fal se.

- When athreshold condition is associated with only a RAN provisioned WLAN access threshold, the UE shall
evaluate the threshold condition by comparing the associated RAN provisioned WLAN access threshold with the
corresponding value received from the selected WLAN. For example, when athreshold condition is associated
with the low channel utilization threshold, the UE shall evaluate the condition to true when the channel
utilization of the selected WLAN is smaller to the low channel utilization threshold. If the associated RAN
provisioned WLAN access threshold is not available in the UE (e.g. it is not provided by RAN), then the UE
shall consider the threshold condition as false.

- When athreshold condition is associated with only an ANDSF provisioned WLAN access threshold, the UE
shall evaluate the threshold condition by comparing the ANDSF provisioned WLAN access threshold with the
corresponding val ue received from the selected WLAN. For example, when a threshold condition is associated
with ahigh DL/UL backhaul data rate threshold, the UE shall evaluate the condition to true when DL/UL
backhaul datarate of the selected WLAN is higher than the high DL/UL backhaul data rate threshold.

- When athreshold condition is associated with both a RAN provisioned WLAN access threshold and an ANDSF
provisioned WLAN access threshold, then it indicates that the threshold condition shall be evaluated by using
only the RAN provisioned WLAN access threshold, if available (i.e. if included in the RAN Assistance
Information). If the RAN provisioned WLAN access threshold is not available, the ANDSF provisioned WLAN
access threshold shall be used.

- How often the UE re-evaluates the threshold and the OPI conditions to determine when each condition is true or
fal se depends on the UE implementation.

- The UE shall evaluate an OPI condition by performing a bitwise '"AND' operation between the OPI value
provided by RAN and the provisioned OPI contained in the rule. If the result of this operation in non-zero, the
UE shall consider the OPI condition astrue. If the OPI valueis not available in the UE (e.g. it isnot provided by
RAN), then the UE shall consider the OPI condition as false.

- When the UE isroaming and applies |ARP rules from HPLMN and/or 1SRP rules from HPLMN, the UE shall
ignore the RAN validity conditions that may be present in these rules, i.e. the UE shall consider these RAN
validity conditions as true.

48.6.4 Co-existence with RAN Rules, RCLWI and LWA

Within asingle PLMN, the WLAN access selection and the traffic routing behaviour of a UE shall be controlled either
by the ANDSF rules specified in this specification or by the RAN rules specified in TS 36.304 [79] and TS 25.304 [80],
or by the RCLWI specified in TS 36.300 [6], or by the LWA specified in TS 36.300 [6] and in TS 36.463 [84], not by
any combination of them. The only exception is that when a UE applies the RAN rules, it shall be possible to
simultaneously apply the IARP for APN rules provided by HPLMN, as further explained below.

When the UE has both ANDSF rules and RAN rules, or both ANDSF rules and RCLWI command, or both ANDSF
rulesand LWA signalling, it shall select which rulesto apply according to the following procedures.
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When the UE can simultaneously route I P traffic to both 3GPP access and WLAN access:

- When the UE is not roaming or when the UE isroaming in a VPLMN not contained in the list of "VPLMNs with
preferred WLAN Selection Rules' (see clause 4.8.2.1.7), then:

If the UE hasavalid ISRP rule from HPLMN, the UE shall ignore the RAN rules or RCLWI command or
LWA signalling and shall perform WLAN access selection and traffic routing based on the ANDSF
procedures specified in clause 4.8.2a.

If the UE has no valid ISRP rule from HPLMN, the UE shall perform WLAN access selection and traffic
routing based on the RAN rules or WLAN list sent in the RCLWI command or LWA signalling. In this case,
if the UE hasavalid IARP rule from HPLMN, it shall apply the internal IARP for APN rules and shall ignore
their RAN validity conditionsif present.

- Whenthe UE isroaming in a VPLMN contained in the list of "VPLMNs with preferred WLAN Selection Rules'
(see clause 4.8.2.1.7) then:

If the UE hasavalid ISRP rule from VPLMN, the UE shall ignore the RAN rules or RCLWI command and
shall perform WLAN access selection and traffic routing based on the ANDSF procedures specified in
clause 4.8.2a

If the UE has no valid ISRP rule from VPLMN, the UE shall perform WLAN access selection and traffic
routing based on the RAN rules or WLAN list sent in the RCLWI command. In this caseg, if the UE hasa
valid IARP rule from HPLMN, it shall apply the internal IARP for APN rules and shall ignore their RAN
validity conditionsif present.

When the UE cannot simultaneously route I P traffic to both 3GPP access and WLAN access:

- When the UE is not roaming or when the UE isroaming in a VPLMN not contained in the list of "VPLMNs with
preferred WLAN Selection Rules' (see clause 4.8.2.1.7), then:

If the UE has at least one ISMP rule from HPLMN, the UE shall ignore the RAN rules or RCLWI command
and shall perform WLAN access selection and access selection for EPC connectivity based on the ANDSF
procedures specified in clause 4.8.2a.

If the UE has no ISMP rules from HPLMN, the UE shall apply the RAN rules or RCLWI command to
determine when all PDN connections should be handed over to WLAN access or to 3GPP access. When the
RAN rules or RCLWI command indicate that all PDN connections should be handed over to WLAN access
but at least one PDN connection is not allowed to be handed over to WLAN access (as specified in

TS 23.401 [4]), the UE shall not handover any PDN connection. When all PDN connections are allowed to
be handed over to WLAN access, the UE shall perform WLAN access selection based on the RAN rules or
RCLW!I command and shall execute the applicable handover procedures specified in clause 8. In this case, if
the UE hasavalid IARP rule from HPLMN, it shall apply the internal IARP for APN rules and shall ignore
their RAN validity conditions if present.

- Whenthe UE isroaming in a VPLMN contained in the list of "VPLMNs with preferred WLAN Selection Rules'
(seeclause 4.8.2.1.7) then:

If the UE has at least one ISMP rule from VPLMN, the UE shall ignore the RAN rules or RCLWI command
and shall perform WLAN access selection and access selection for EPC connectivity based on the ANDSF
procedures specified in clause 4.8.2a.

If the UE has no ISMP rules from VPLMN, the UE shall apply the RAN rules or RCLWI command to
determine when all PDN connections should be handed over to WLAN access or to 3GPP access. When the
RAN rules or RCLWI command indicate that all PDN connections should be handed over to WLAN access
but at least one PDN connection is not allowed to be handed over to WLAN access (as specified in

TS 23.401 [4]), the UE shall not handover any PDN connection. When all PDN connections are alowed to
be handed over to WLAN access, the UE shall perform WLAN access selection based on the RAN rules or
RCLW!I command and shall execute the applicable handover procedures specified in clause 8. In this case, if
the UE hasavalid IARP rule from HPLMN, it shall apply theinternal IARP for APN rules and shall ignore
their RAN validity conditions if present.
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4.9 Authentication and Security

49.1 Access Authentication in non-3GPP Accesses

Non-3GPP access authentication defines the process that is used for Access Control i.e. to permit or deny a subscriber
to attach to and use the resources of a non-3GPP I P access which is interworked with the EPC network. Non-3GPP
access authentication signalling is executed between the UE and the 3GPP AAA server/HSS. The authentication
signalling may pass through AAA proxies.

3GPP based access authentication is executed across a SWa/STa reference point as depicted in the EPS architecture
diagram. Following principles shall apply in this case;

- Transport of authentication signalling shall be independent of the non-3GPP IP Access technology.

- The 3GPP based access authentication signalling shall be based on IETF protocols, for e.g., Extensible
Authentication Protocol (EAP) as specified in RFC 3748 [11].

The details of the access authentication procedure are defined in TS 33.402 [45].

49.2 Tunnel Authentication

Tunnel authentication refers to the procedure by which the UE and the ePDG perform mutual authentication during the
I Psec tunnel establishment between the UE and the ePDG (SWu reference point).

Tunnel authentication is used only in case of Untrusted Non-3GPP Access and is executed across a SWm reference
point as depicted in the EPS architecture diagram.

The details of the tunnel authentication procedure are defined in TS 33.402 [45].

4.10 QoS Concepts

4.10.1 General

The QoS model that is applied in conjunction with PM I P-based reference points does not use bearer IDsin user plane
packets. Instead it is based on packet filters and associated QoS parameters (QCl, ARP, MBR, GBR) provided to the
access system through off-path signalling.

The PCRF signal s the same packet filters and associated QoS parameters over Gxa, Gxb and Gxc as over Gx; in other
words the granularity of the QoS information that is passed over Gxa, Gxb and Gxc is the same as over Gx.

4.10.2 Void
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4.10.3 The EPS Bearer with PMIP-based S5/S8 and E-UTRAN access

< Application / Service Layer >

Traffic Flow Aggregates Traffic Flow Aggregates
DL-PF> S1-TE-ID  DL-PF>TNL QoS IU

UL Packet Filter
RB-ID «>S1-TE-ID

UL-PF>RB-ID \ F_:_,__— DL Packet Filter
— \[]' =
<> & . :
<>
NB

DL Pac\ket Filter

! ==xZ
| -, -
[ = V- R~ S ST — !
j . e —
UE Serving GW/ PDN GW
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Figure 4.10.3-1: Two Unicast EPS bearers (PMIP-based S5/S8 and E-UTRAN access)

For PMIP-based S5/S8 and E-UTRAN access, an EPS bearer consists of the concatenation of one Radio Bearer and one
S1 bearer. The PDN Connectivity Service between a UE and an external packet data network is supported through a
concatenation of an EPS Bearer and | P connectivity between Serving GW and PDN GW. QoS control between a
Serving GW and aPDN GW is provided at the Transport Network Layer (TNL).

The EPS bearer isrealised by the following elements:
- Inthe UE, UL TFT maps atraffic flow aggregate to an EPS bearer in the uplink direction.
- Inthe Serving GW, the DL TFT maps atraffic flow aggregate to an EPS bearer in the downlink direction.

- Aradio bearer transports the packets of an EPS bearer between a UE and an eNodeB. Thereis a one-to-one
mapping between an EPS bearer and aradio bearer.

- An Sl bearer transports the packets of an EPS bearer between an eNodeB and a Serving GW. There is a one-to-
one mapping between an EPS bearer and a S1 bearer.

- A per UE per PDN tunnel transports the packets of an EPS bearer between a Serving GW and a PDN GW. There
is a many-to-one mapping between an EPS bearer and this per UE, per PDN tunnel.

- A UE stores a mapping between an uplink packet filter and aradio bearer to create the mapping between atraffic
flow aggregate and a radio bearer in the uplink.

- AneNodeB stores a one-to-one mapping between aradio bearer and an S1 bearer to create the binding between a
radio bearer and an S1 bearer in both the uplink and the downlink direction.

- A Serving GW stores a one-to-one mapping between a downlink packet filter and an S1 bearer to create the
mapping between a traffic flow aggregate and an S1 bearer in the downlink.

- A PDN GW enforces APN-AMBR across all SDFs of the same APN that is associated with Non-GBR QCls.

4.10.4 Application of PCC in the Evolved Packet System

EPS supports both static and dynamic PCC deployment options as specified in TS 23.401 [4].

NOTE 1. Theloca configuration of PCEF static policy and charging control functionality is not subject to
standardization and is not based on subscription information.
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In case of non-3GPP access that does not support an Gxa/b or S9 interface, static QoS policies (e.g. based on
subscription QoS parameters for default connectivity) may be provided to the non-3GPP access through the AAA
infrastructure. To perform policy enforcement according to the subscription QoS parameters for default connectivity,
additional information may be provided to the PDN GW in one of the following ways:

- fromthe PCRF, if present and if the PDN GW supports the Gx interface;

- fromthe 3GPP AAA Server through the S6b interface in the form of a static QoS profile for the S2a, PMIP
based S2b, and S2c reference points;

- fromthe ePDG through GTP based S2b in the form of a static QoS profile (Default EPS Bearer QoS), which the
ePDG obtains from the 3GPP AAA Server through the SWm interface.

NOTE 2: Inthetwo last cases, the PCEF may change the provided values based on interaction with the PCRF or
based on local configuration.

When dynamic policy provisioning is not deployed, the PDN GW in case of PMIP or GTP based signalling uses the
access type information (RAT Type in 3GPP access) contained in PMIP Proxy Binding Update messages or GTP
Create Session Request messages for, e.g. charging. When dynamic policy provisioning is deployed, the PDN GW
relies on the PCRF for indication of the handling required due to the access technology.

The behaviour of the system when PCC is deployed only in VPLMN or only in HPLMN is described in TS 23.203 [19].

For non-3GPP access that supports UEs with different Bearer Control Mode (BCM) capabilities, it should be possible
for the UE to signal its BCM capabilities to the BBERF. It should also be possible for the BBERF to signal the selected
BCM to the UE. How thisinformation is exchanged between the UE and the BBERF is outside of the scope of 3GPP.

4.10.5 PDN connectivity service with GTP based S2b

For untrusted non-3GPP access to the EPC the PDN connectivity serviceis provided by |Psec connectivity between the
UE and the ePDG concatenated with S2b bearer(s) between the ePDG and the PGW.

< Application / Service Layer >

Traffic Flows Aggregates DL Packet Filter Traffic Flow Aggregates

'n ” | PDN}H SWu instance UL-PF — S2b TEID \ lU n'

UL Packet Filter

SWu instance DL-PF — S2b TEID

(i.e. IPsec tunnel) S2b bearer / GTP tunnel

Figure 4.10.5-1: Two Unicast S2b bearers (GTP based S2b)

The SWu interface between the UE and the ePDG isidentical for the GTP and PMIP variants of S2b. The UE
establishes a separate SWu instance (i.e. a separate | PSec tunnel) for each PDN connection.

One default S2b bearer is established on the S2b interface when the UE connectsto a PDN, and that remains established
throughout the lifetime of the PDN connection to provide the UE with always-on IP connectivity to that PDN.
Additional dedicated S2b bearers may be established on S2b for the same PDN connection depending on operator
policy. The PGW establishes dedicated S2b bearers on S2b for the same PDN connection based on PCC decisions as
specified in TS 23.203[19].
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The ePDG releases the SWu instance when the default S2b bearer of the associated PDN connection is rel eased.
The S2b bearer is realized by the following elements:
- A GTPtunnel on S2b transports the packets of an S2b bearer between the ePDG and a PDN GW;

- TheePDG stores the mapping between uplink packet filters it receives from the PGW (e.g. in the Create Bearer
Request message) and the corresponding S2b bearer;

- The PDN GW stores the mapping between downlink packet filters and an S2b bearer.
In support for the UE connectivity with the PDN:

- A SWuinstance (i.e. alPSec tunnel) transports the packets of all S2b bearer(s) for the sasme PDN Connection
between the UE and the ePDG.

The ePDG routes uplink packets to the different bearers based on the uplink packet filters in the TFTs assigned to the
bearersin the PDN connection, in the same way as a UE does for uplink traffic under 3GPP access. If ho matchis
found, the uplink data packet shall be sent viathe bearer that does not have any uplink packet filter assigned. If all
bearers (including the default bearer for that PDN) have been assigned an uplink packet filter, the ePDG shall discard
the uplink data packet.

The PDN GW routes downlink packets to the different bearers based on the downlink packet filtersininthe TFTs
assigned to the S2b bearersin the PDN connection, in the same way as the PDN GW does on GTP-based S5/S8 bearers
(see TS 23.401 [4] clause 4.7.2.2).

4.11  Charging for Non-3GPP Accesses

The following are related to Non-3GPP accesses:

- Accounting information, e.g. the amount of data transmitted in uplink and downlink direction categorized with
the QCI per UE, could be collected by components, if any, in the Non-3GPP access networks for inter-operator
Settlements.

NOTE: Specification of the above functionality is outside the scope of thisTS.

4.12  Multiple PDN Support

General high level principles for the support of multiple PDNs are provided in TS 23.401 [4], clause 5.10.1. In addition,
the following applies:

- Simultaneous exchange of 1P traffic to multiple PDNs is supported in the EPS, when the network policies, non-
3GPP access and user subscription allow it. UE Support for multiple overlapping I P address spacesis optional .

- Multiple PDN connections for a given APN and UE can be supported with the restrictions that all PDN
connections for agiven APN and UE shall use the same access network and shall al be moved to a new access
network during handovers.

- If anadditional PDN connection to the same APN occurs, and an existing PDN connection to that APN exists,
the same PDN GW shall be selected.

- Multiple PDN connectionsto different APNs may use different access networks. The UE selects the access
network where to route a specific PDN connection based on user preferences and operator's policies.

- A UE that is capable of routing different simultaneously active PDN connections through different access
networks can do so if the UE is authorized by subscription to access each of the involved PDNs and each of the
involved access networks.

- The access networks the UE can stay simultaneously connected with shall include no more than one 3GPP
access and one and only one non-3GPP access.

NOTE: During the handover procedure the UE moves the PDN connections one-by-one, but the selective
handover of the PDN connections to the same APN is not supported.
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Once a specific IP mobility protocol is selected during initial attach for a specific non-3GPP access, it is hot possible for
the UE to use different mobility protocolsfor any of the PDNs that it obtains connectivity on the same non-3GPP access
after initial attach. It is not possible for a UE that is connected to multiple PDNs over a 3GPP access to perform a
handover to a non-3GPP access and then use different mobility protocols for the various PDNs that it connected with on
the same non-3GPP access.

For the purpose of using MAPCON, the UE shall try to simultaneoudly connect to different APNs through different
access networks only if the home network supports such simultaneous connectivity. The UE determines that the
network supports such simultaneous connectivity over multiple accesses if the UE is provisioned with or has received
per-APN inter-system routing policies (see clause 4.8.2.1) from the home network.
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4.13  Detach principles

When a UE is attached to Evolved Packet Core via multiple access systems, the following principles shall apply during
the detach procedure:

- A UE that is detaching from the Evolved Packet Core (e.g. a UE that is powering off) shall perform the UE
initiated detach procedure on each of the access systems through which the UE is attached to Evolved Packet
Core.

- A UE that is detaching from a specific access system and wants to preserve all or a subset of the active PDN
connections that use that access system shall initiate UE initiated PDN disconnection procedure for each of the
PDN connection which is not required to be preserved. The UE then shall initiate the applicable handover
procedure to transfer to the access system through which the UE remains attached to the Evolved Packet Core
each of the PDN connections to be preserved.

- When HSSinitiates the detach procedure to delete the UE from the Evolved Packet Core (e.g. dueto
subscription expiry, etc), HSS/AAA initiated detach procedure should be performed towards each node
registered for the UE.

5 Functional Description and Procedures for 3GPP
Accesses with PMIP-based S5/S8

5.1 Control and User Plane Protocol Stacks

5.1.1 Void

51.2 General

TS 23.401 [4] defines the protocol stack for both the control plane and user plane for 3GPP accesses using GTP-based
S5/S8. This clause defines the protocol stacks for 3GPP accesses using the PM I P-based S5/S8.
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51.3 Control Plane
5.1.3.1 Serving GW - PDN GW
PMIPv6 PMIPv6
IPv4/IPv6 IPv4/IPv6
L2 L2
L1 L1
Serving GW PDN GW
S5 or S8
Legend:

ETSI TS 123 402 V13.4.0 (2016-03)

- The control part of PMIPV6 specification, RFC 5213 [8]) protocol is used for signalling messages between

Serving GW and PDN GW (S5 or S8).

Figure 5.1.3.1-1: Control Plane for PMIP-based S5 and PMIP-based S8 Interfaces
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514 User Plane

5.14.1 UE — PDN GW User Plane with E-UTRAN
Application
P P P
elay
PDCP [Tunnelling Tunnelling
PDCP GTP-U GTP-U Layer Layer
RLC RLC UDP / UDP/ |IPv4/IPv6 IPv4/IPv6
IP IP
MAC MAC L2 L2 L2 L2
L1 L1 L1 L1 L1 L1
E-UTRAN-Uu S1-U S5/S8 SGi
UE eNB Serving GW PDN GW
Legend:

- On the S5/S8 interface, the tunnelling layer implements GRE encapsulation applicable for PMIPv6.

- MME controls the user plane tunnel establishment and establishes User Plane Bearers between eNodeB
and Serving GW.

- EUTRAN-Uu: The radio protocols of E-UTRAN between the UE and the eNodeB are specified in
TS 36.300 [6].

- IP: This refers to network layer protocols. On the Serving Gateway this includes termination of the UE-
Serving Gateway link-local protocols (e.g. IPv6 Router Solicitation/Advertisement) and forwarding of user
plane IP packets between the UE-SGW point-to-point logical link and the S5/S8 tunnel for the UE.

Figure 5.1.4.1-1: User Plane for E-UTRAN
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5.1.4.2 UE — PDN GW User Plane with 2G access via the S4 Interface
Application
P P ] P
Relay
SNDCP SNDCP T GTP-U [T |GTP-U BN ;
Tunnelling Tunnelling
Layer Layer
LLC LLC
UDP UDP
Relay
RLC T RLC BSSGP BSSGP P L IPv4/ |1 | IPv4/IPv6
IPv6
MA Network Network
MAC A C Service Service L2 L i1 L2 L2 - L2
GSMRF | 1| GSM | Libis L1bis L1 L] 1 L L1
RF
Um Gbh sS4 S5/S8 SGi
UE BS SGSN Serving GW PDN GW
Legend:

- On the S5/S8 interface, the tunnelling layer implements GRE encapsulation applicable for PMIPv6.

- Protocols on the Um and the Gb interfaces are described in the TS 23.060 [21].

- IP: This refers to network layer protocols. On the Serving Gateway this includes termination of the UE-
Serving Gateway link-local protocols (e.g. Router Solicitation/Advertisement) and forwarding of user plane
IP packets between the UE-SGW point-to-point logical link and the S5/S8 tunnel for the UE.

Figure 5.1.4.2-1: User Plane for A/Gb mode
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5.1.4.3 UE — PDN GW User Plane with 3G Access via the S4 Interface
Application
P IP —— IP
Relay Relay
PDCP Ba Tunnellin Tunnelling
c PDCP | GTP-U GTP-U | GTP-U GTP-U 1" ayer 9 Layer
RLC — RLC UDP/ UbP/ | UDP/ | || UDP/ L1 ipvalipve
P P P P Pv4/IPv6
MAC | 1| MAC L2 L2 L2 il L2 i | L2
L1 L] L L1 L1 L1 ] L Lr [ L1
Uu lu S4 S5/S8 SGi
UE UTRAN SGSN Serving GW PDN GW
Legend:

- On the S5/S8 interface, the tunnelling layer implements GRE encapsulation applicable for PMIPv6.

- Protocols on the Uu and the lu interfaces are described in the TS 23.060 [21].

- IP: This refers to network layer protocols. On the Serving Gateway this includes termination of the UE-
Serving Gateway link-local protocols (e.g. IPv6 Router Solicitation/Advertisement) and forwarding of user
plane IP packets between the UE-SGW point-to-point logical link and the S5/S8 tunnel for the UE.

Figure 5.1.4.3-1: User Plane for lu mode

5.1.4.4 UE — PDN-GW User Plane with 3G Access via the S12 Interface
Application
IP IP IP
elay Tunnelli
PDCP . unnelling
_ GTP-U [Tunnelling
PDCP [GTP-U Laver Layer
RLC RLC UDP/ UDP/ IPv4/ IPv4/IPv6
IP P IPv6
MAC MAC L2 L2 L2 L2
L1 L1 L1 L1 L1 L1
Uu lu S5/S8 SGi
UTRAN Serving GW PDN GW
Legend:

- On the S5/S8 interface, the tunnelling layer implements GRE encapsulation applicable for PMIPv6.

- Protocols on the Uu interface are described in the TS 23.060 [21].

- SGSN controls the user plane tunnel establishment and may establish a Direct Tunnel between UTRAN
and Serving GW.

- IP: This refers to network layer protocols. On the Serving Gateway this includes termination of the UE-
Serving Gateway link-local protocols (e.g. IPv6 Router Solicitation/Advertisement) and forwarding of user
plane IP packets between the UE-SGW point-to-point logical link and the S5/S8 tunnel for the UE.

Figure 5.1.4.4-1: User Plane for UTRAN mode and Direct Tunnel on S12
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5.2 Initial E-UTRAN Attach with PMIP-based S5 or S8

This clause isrelated to the case when the UE powers-on in the LTE network with PMIP-based S5 or S8 interface and
includes the case of roamers from a GTP network into a PMIPv6 network when PMIP-based S5 is used to connect the
Serving GW and the PDN GW of the visited PLMN. Proxy Mobile IP version 6 is used on S5 or S8 interface. It is
assumed that the MAG is collocated with the Serving GW for the PMIPv6 procedure between the Serving GW and the
PDN GW.

When only GTP-based S5 or S8 connections are established for roamers from a GTP network into a PM1Pv6 network
the procedure as described in TS 23.401 [4] applies.
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Roaming

UE || eNodeB || new MME ||old MME Serving GW PDN GW 3%’2:3in|‘:35 hPCRF | |HSS/AAA

Attach procedure as in TS 23.401, Figure 5.3.2.1-1, before step (A)
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A.4 Proxy Binding Ack

Attach procedure as in TS 23.401, Figure 5.3.2.1-1, between steps (A) and (B)
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B.2 Proxy Binding Update
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B.4 Proxy Binding| Ack

Attach procedure as in TS 23.401, Figure 5.3.2.1-1, between steps (B) and (C)

C.1 Gateway Control S@n .
. Establishment Proce

'7Tca IP-Cg@ession '
\ Establishm rocedure

/)

Attach procedure as in TS 23.401, Figure 5.3.2.1-1, after step (C)

Figure 5.2-1: Initial E-UTRAN attach with PMIP-based S5 or S8
This procedure applies to the Non-Roaming (Figure 4.2.1-1), Roaming (Figure 4.2.1-2) and Local Breakout (Figure

4.2.3-4) cases. For the Roaming and Local Breakout cases, the vVPCRF forwards messages between the Serving GW and
the hPCRF. In the Local Breakout case, the vVPCRF forwards messages between the PDN GW and the hPCRF.
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This procedure is also used to establish the first PDN connection over E-UTRAN with PMIP based S5 or S8 when the
UE aready has active PDN connections only over a non-3GPP access network and wishes to establish simultaneous
PDN connectionsto different APNs over multiple accesses.

The optional interaction steps between the gateways and the PCRF in the proceduresin figure 5.2-1 only occur if
dynamic policy provisioning is deployed. Otherwise policy may be statically configured with the gateway.

A.1) The Serving GW initiates the Gateway Control Session Termination Procedure with the PCRF, as specified
in TS 23.203 [19]. The S-GW provides information to enable the PCRF to uniquely identify the IP-CAN session.
This resultsin the removal of the Gateway Control sessionin S-GW.

A.2) The Serving GW sends a Proxy Binding Update (MN NAI, lifetime=0) message to the PDN GW. The MN
NALI identifies the UE. The lifetime field indicates that the message is used to de-register the UE at the PDN-
GW.

A.3) ThePDN GW initiates the IP CAN session Termination Procedure with the PDN GW as specified in
TS 23.203[19]. The PDN GW provides information to enable the PCRF to uniquely identify the IP-CAN
session. Thisresultsin the removal of IP-CAN session related information in the PCRF and in the PDN-GW.

A.4) ThePDN GW respondsto the Serving GW with the result of the deregistration with Proxy Binding Update
Acknowledgement message.

Steps between A.4 and B.1 and steps between B.4 and C.1 are described in TS 23.401 [4], clause 5.3.2.1.
Steps B.1 to B.4 are the same as Steps A.1 through A .4.

C.1) The Serving GW initiates the Gateway Control Session Establishment Procedure with the PCRF, as specified
in TS 23.203 [19]. The S-GW provides the information to the PCRF to correctly associate it with the IP-CAN
session to be established in step C.3 and also to convey subscription related parameters to the PCRF that have
been received between steps (B) and (C) from the MME, including the APN-AMBR and Default Bearer QoS.
The Serving GW providesin addition the UE Location Information IE and user CSG information, if available.
The Serving GW also indicates its support for the extended TFT filter format.

In the case of Emergency Attach, if the IMSI provided by the MME to the S-GW in step before C.1 is marked as
unauthenticated, the SGW provides this IMSI marked as unauthenticated to the PCRF in the GW Control
Session Establishment. This IMSI marked as unauthenticated is provided by the PCRF to the PDN GW in

step C.3. Inthis case, the IMEI is used as the UE Identity in the message to the PCRF.

C.2) The Serving GW sends a Proxy Binding Update (MN NAI, Lifetime, Access Technology Type, Handover
Indicator, APN, GRE key for downlink traffic, UE Address Info Additional Parameters, Charging
Characteristics) to the PDN GW in order to establish the new registration. The MN NAI identifies the UE for
whom the message is being sent. The Lifetime field must be set to a nonzero value in the case of aregistration.
Access Technology Typeis set to indicate 3GPP access to EPS. Handover Indication option is set to indicate
attachment over a new interface as no Handover indication is received from the MME. The APN may be
necessary to differentiate the intended PDN from the other PDNs supported by the same PDN GW. The Serving
GW includes the EPS bearer identity of the default bearer received from the MME if multiple PDN connections
to the same APN are supported. The optional Additional Parameters may contain information, for example,
protocol configuration options. The UE Address Info |E isused to request an |Pv6 prefix, |Pv4 address, or both
IPv4 address and 1Pv6 prefix. Based on PDN Type parameter received in the Create Session Request, Serving
GW includes request for IPv4 Home Address (PDN Type set to |Pv4), or IPv6 Home Network Prefix (PDN type
set to IPv6) or both IPv4 home address and 1Pv6 HNP (PDN type set to |Pv4v6) in the PBU as specified in
PMIPv6 specification, RFC 5213 [8]). In the case of a subscribed IPv4 address and/or 1Pv6 prefix provided by
the MME in the PDN Address Allocation |E, the UE Address Info |E is set to the subscribed |Pv4 address and/or
IPV6 prefix.

In case of Emergency Attach, if IMS| isnot provided by MME to SGW or the IMSI provided is marked as
unauthenticated, the S-GW creates MN NAI based on IMEI as specified in TS 23.003 [16].

NOTE 1: Any time after Step C.1isinitiated, Step C.2 can be initiated by MAG.

C.3) ThePDN GW initiates the IP CAN Session Establishment Procedure with the PCRF, as specified in
TS 23.203[19]. The PDN GW provides information to the PCRF used to identify the session and associate
Gateway Control Sessions established in step C.1 correctly. The PDN GW also provide the PCRF with the UE
IPv4 address and/or 1Pv6 prefix newly assigned as aresult of step C.2, which might lead the PCRF to update the

ETSI



3GPP TS 23.402 version 13.4.0 Release 13 85 ETSI TS 123 402 V13.4.0 (2016-03)

QoS rulesto include this IPv4 address and/or IPv6 prefix. The PCRF creates IP-CAN session related information
and responds to the PDN GW with PCC rules UE Location Information IE, user CSG information, if received
from the Serving GW, and event triggers.

In case of Emergency Attach, if MN NAI based on IMEI is received in the PBU message in step C.2, the
PDN GW uses the IMEI asa UE Identity in the message to the PCRF.

C.4) The PDN GW responds with a PMIPv6 Binding Acknowledgement (MN NAI, Lifetime, UE Address Info,
GRE key for uplink traffic, Charging ID, Additional Parameters) message to the Serving GW. The MN NAl is
identical to the MN NAI sent in the Proxy Binding Update. The Lifetime indicates the duration the binding will
remain valid. The PDN GW takes into account the request from Serving GW and the policies of operator when
the PDN GW allocates the UE Address Info. The UE address info returns the newly assigned | Pv4 address
and/or |Pv6 prefix assigned to the UE, if one was requested in the PMIPv6 Proxy Binding Update message. IP
address allocation by the PDN-GW is as stated in clause 4.7.1. "IP Address Allocation with PMIP-based S5/S8".
If the PDN GW sends the DHCPv4 Address Allocation Procedure Indication in the Proxy Binding
Acknowledgement message, the UE |Pv4 address assigned by the PDN GW is not provided as part of the default
bearer activation procedures to the UE. In this case, the Serving GW does not forward the IPv4 address assigned
by the PDN GW to the MME, but sets the PDN Addressto 0.0.0.0 in the message to the MME. If avalid |1Pv4
address and/or IPv6 prefix received in the Proxy Binding Update message, the PDN GW validates the addresses
and returns it the UE Address Info | E of the Proxy Binding Acknowledge message. If the corresponding Proxy
Binding Update contains the EPS bearer identity, the PDN GW shall acknowledge if multiple PDN connections
to the given APN are supported. The Charging ID is assigned for the PDN connection for charging correlation
purposes. The optional Additional Parameter information element may contain other information, including for
exampl e Protocol Configuration Options.

NOTE 2: In case the QoS rules have changed, the PCRF updates the QoS rules at the S-GW by initiating the GW
Control Session Modification Procedure, as specified in TS 23.203 [19].

NOTE 3: QoS rules may lead to establishment of new dedicated bearers along with the default bearer.

C.5) The PCRF initiates the Gateway Control and QoS Rules Provision Procedure specified in TS 23.203 [19] by
sending a message with the QoS rules and Event Trigger information to the S-GW. The PCRF aso indicates
whether the extended TFT filter format isto be supported for the PDN connection.

NOTE 4 The Serving GW learns from the PBA whether the PDN GW supports multiple PDN connectionsto the
same APN or not.

After steps C.1-C.5 the procedure continues asit is defined in clause 5.3.2 in TS 23.401 [4] with the exception that the
stepsin block D are not performed.

5.3 Detach for PMIP-based S5/S8

The procedure in this clause provides the PMIPv6-based S5/S8 variantsto all E-UTRAN Detach Procedures, including
UE, MME or HSS initiated detach procedure (TS 23.401 [4] clause 5.3.8).

In case of detach, all the bearers at the Serving GW are terminated. Further, the IP CAN session for the UE in the PDN
GW isalso terminated.

If the UE is connected to both E-UTRAN and a hon-3GPP access before the UE triggers detach on E-UTRAN, and the
UE wants to preserve all or a subset of the active PDN connections routed over E-UTRAN system, a UE initiated PDN
disconnection procedure shall be performed for each of the PDN connections that are not required to be preserved. The
UE then shall initiate the applicable handover procedure to transfer to the access system through which the UE remains
attached to the Evolved Packet Core each of the PDN connections to be preserved.
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Figure 5.3-1: E-UTRAN Detach Procedure for PMIP-based S5/S8

NOTE: When multiple PDN connections are active a part of this procedureincluding steps A.1to A.4 are
repeated for each PDN connection of the UE.

The optional interaction steps between the gateways and the PCRF in Figure 5.3-1 only occur if dynamic policy
provisioning is deployed. Otherwise policy may be statically configured with the gateway.

This procedure applies to the Non-Roaming (Figure 4.2.1-1), Roaming (Figure 4.2.1-2) and Local Breakout
(Figure 4.2.3-4) cases. For the Roaming and Local Breakout cases, the VPCRF forwards messages between the Serving
GW and the hPCRF. In the Local Breakout case, the vVPCRF forwards messages between the PDN GW and the hPCRF.

In the non-roaming case, the VPCRF is not involved at all.

A.1) The Serving GW initiates the Gateway Control Session Termination Procedure with the PCRF as specified in
TS 23.203[19]. The S-GW provides information to enable the PCRF to unambiguoudly identify the IP-CAN
session corresponding to the Gateway Control Session and indicates User Location Information and/or UE Time
Zone Information to the PCRF as an Event Report if the corresponding event trigger is set. Thisresultsin the
removal of the Gateway Control sessionin S-GW.

A.2) The Serving GW sends a Proxy Binding Update (MN NAI, APN, lifetime=0) message to the PDN GW to
release the PDN connection of the UE at the PDN-GW. If only one PDN connection per APN is supported then
the MN NAI and the APN identify the PDN connection of the UE. If multiple PDN connections per APN are
supported then the MN NAI, the APN and the EPS bearer identity of the default bearer identify the PDN
connection of the UE. The lifetime field indicates that the message is used to release the PDN connection of the
UE at the PDN-GW.

A.3) ThePDN GW initiates the PCEF-Initiated IP-CAN Session Termination Procedure with the PCRF as
specified in TS 23.203 [19]. The PDN GW provides information to enable the PCRF to uniquely identify the
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IP-CAN session. Thisresultsin the removal of IP-CAN session related information in the PCRF and in the
PDN GW.

A.4) The PDN GW responds to the Serving GW with the result of the PDN connection release with Proxy Binding
Update Acknowledgement

5.4 Dedicated Bearer Procedures for E-UTRAN Access with
PMIP-based S5/S8

54.1 General

The procedure given in Figure 5.4.1-1 applies to all dedicated resource allocation operations for E-UTRAN which are
triggered by PCRF, with the only exception of MME-initiated Dedicated Bearer Deactivation procedure which is
covered in clause 5.4.5.3 The procedures initiated by the S-GW in the E-UTRAN differ for each case.

The procedure described in Figure 5.4.1-1 shows only the steps, due to PMIP based S5/S8, that are different from the
GTP variant of the procedure givenin TS 23.401 [4].

Roaming
Scenario
UE eNB MME S-GW PDN GW VPCRF hPCRF
A L | ...

’ A.l. Gateway Control and oIicy Rules
\ Provision Procedure™=begin

Dedicated bearer procedure as per TS 23.401,
Figure 5.4.{1,3}-1 and 5.4.2.1-1 and 5.4.4.1-1,
between (A) and (B)

B.1. Gateway Control and Q licy Rules v
Provision Procedure=¢nd )/

Figure 5.4.1-1: Dedicated Resource Allocation Procedure, UE in Active Mode

This procedure applies to the Non-Roaming (Figure 4.2.1-1), Roaming (Figure 4.2.1-2) and Local Breakout
(Figure 4.2.3-4) cases. For the Roaming and Local Breakout cases, the VPCRF forwards messages between the Serving
GW and the hPCRF. In the Local Breakout case, the vVPCRF forwards messages between the PDN GW and the hPCRF.

If dynamic policy provision is not deployed, the steps shown in the figure are not taken. Instead, a configured static
policy may be applied.

A.1) ThePCRFinitiates the Gateway Control and QoS Rules Provision Procedure specified in TS 23.203 [19] by
sending a message with the QoS rules and Event Trigger information to the S-GW.

Steps between A.1 and B.1 are described in TS 23.401 [4], clauses 5.4.{1, 2.1, 3, 4.1} .

NOTE 1. For a PMIP-based S5/S8, before procedure steps (step 3 of TS 23.401 [4], clause 5.4.1), the PCRF sends a
PCC decision provision (QoS policy) message to the S-GW and not to the P-GW as done for GTP-based
S5/S8. The S-GW uses this QoS policy to determine that traffic flow(s) shall be aggregated to or removed
from an active bearer. The S-GW generates the TFT and updates the EPS Bearer QoS to match the
aggregated set of traffic flows. It is possible that the S-GW bearer binding function will result in the
modification, creation or removal of bearers at this point. For modification, the S-GW sends an Update
Bearer Request (PTI, EPS Bearer Identity, EPS Bearer QoS, TFT) message to the MME. For creation of a
dedicated bearer, the S-GW sends a Create Bearer message and for removal, the S-GW sends a Delete
Bearer Request.
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B.1) The Serving GW indicates to the PCRF whether the requested QoS Policy Rules Provision could be enforced
or not thus completing the GW Control and QoS Rules Provision procedure started in step A.1. The Serving GW
indicates User Location Information and/or UE Time Zone Information to the PCRF as an Event Report if the
corresponding event trigger is set.

B.2) The PCRF initiates the PCC Rules Provision Procedure as specified in TS 23.203 [19]. The PCRF provides
updated PCC rules to the PCEF for enforcement by means of an PCC Rules Provision procedure specified in
TS23.203[19].

NOTE 2: Step B.2 may occur before step A.1 or performed in parallel with steps A.1-B.1 if acknowledgement of
resource allocation is not required to update PCC rulesin PCEF. For details please refer to
TS23.203[19].

I nteractions between PCRF initiated dedicated bearer procedure and handover are described in clauses 5.7.1 and 5.7.2.

542 Dedicated Bearer Activation

When the QoS Policy rules provided by the PCRF to the Serving Gateway in Step A.1 of Figure 5.4.1-1 above result in
the Serving Gateway to decide to activate a dedicated bearer, this procedure is applied.

The procedure depicted in Figure 5.4.1-1 applies for this case. On receiving message A.1, the Serving GW decides that
anew bearer needs to be activated, the Serving GW uses this QoS policy to assign the EPS Bearer Qo0S, i.e., it assigns
the values to the bearer level QoS parameters (excluding AMBR); see TS 23.401 [4] clause 4.7.3. The Serving GW
follows the procedure shown in TS 23.401 [4], clause 5.4.1 by sending a Create Bearer Request message (EPS Bearer
QoS, TFT, S1 TEID) to the MME.

The message descriptions for A.1, B.1 and B.2 in clause 5.4.1 apply to this case as well. The steps between A.1 and B.1
are described in TS 23.401 [4], clause 5.4.1.
5.4.3 Bearer Modification with Bearer QoS Update

5431 PCC Initiated Bearer Modification with Bearer QoS Update

When the QoS Policy rules provided by the PCRF to the Serving Gateway in step A.1 of Figure 5.4.1-1 above resultsin
the Serving Gateway to decide to modify the QoS of an already existing bearer, this procedure is applied. QoS
modification may result in a bearer modification in the E-UTRAN access.

The procedure depicted in Figure 5.4.1-1 applies to this case as well. On receiving message A.1, the Serving GW uses
this QoS policy to determine that traffic flow(s) shall be aggregated to or removed from an active bearer. The Serving
GW generates the TFT and updates the EPS Bearer QoS to match the aggregated set of traffic flows. The Serving GW
then follows the procedure shown in TS 23.401 [4], clause 5.4.2 by sending the Update Bearer Request (EPS Bearer
QoS, TFT) message to the MME.

The message descriptions for A.1, B.1 and B.2 in clause 5.4.1 apply to this procedure as well. The steps between A.1
and B.1 are described in TS 23.401 [4], clause 5.4.2.1.

5.4.3.2 HSS-Initiated Subscribed QoS Modification
The HSS Initiated Subscribed QoS Modification for a PMIP-based S5/S8 is depicted in Figure 5.4.3.2-1.
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Figure 5.4.3.2-1: HSS-initiated Subscribed QoS Modification

A.1l. The Serving GW initiates the Gateway Control and QoS Policy Rules Request Procedure with the PCRF as
specified in TS 23.203 [19]. The S-GW provides the updated default EPS Bearer QoS for the default bearer to
the PCRF and the PCRF responds with updated QoS rules. The PCRF makes a PCC decision as aresult of the
Gateway Control and QoS policy request and provides the updated QoS Rules to the Serving GW.

A.2. ThePCRF initiates the PCC Rules Provision Procedure with the PDN GW as specified in TS 23.203 [19] to
updates the rulesin the PDN GW.

After Step A.1, the Serving GW follows the procedure shown in TS 23.401 [4], clause 5.4.2.1 by sending the Update
Bearer Request message to the MME. The procedure is completed when the Serving GW receives a Update Bearer
Response from the MME in Step 10 of TS 23.401 [4] clause 5.4.2.1.

B.1. The Serving GW indicatesto the PCRF whether the requested QoS Policy Rules Provision could be enforced
or not and thus completing the GW Control and QoS Rules Provision procedure started in step A.1.

B.2. The PCRF executes the Policy and Charging Rules Provision Procedure as specified in TS 23.203 [19] to
update the PCC rulesin the PDN GW.

NOTE: Step B.2 may be performed in parallel with steps A.1-B.1 if acknowledgement of resource alocation is
not required at the PCRF to update PCC rulesin PCEF. For details please refer to TS 23.203 [19].

54.4 Dedicated Bearer Modification without Bearer QoS Update

When the QoS Policy rules provided by the PCRF to the Serving Gateway in step A.1 of figure 5.4.1-1 above resultsin
the Serving Gateway to decide to only update the set of TFTs corresponding to an aready existing dedicated bearer, this
procedure is applied.

NOTE: If neither the contents of the TFT nor the APN-AMBR are modified, this procedure does not apply.

The procedure depicted in Figure 5.4.1-1 appliesto this case as well. On receiving message A.1, the Serving GW uses
this QoS policy to determine that traffic flow(s) shall be aggregated to or removed from an active dedicated bearer. The
Serving GW generates the TFT and determines that no update of the EPS Bearer QoS is needed. The Serving GW then
follows the procedure shown in TS 23.401 [4], clause 5.4.3 by sending the Update Bearer Request (TFT) message to the
MME.

The message descriptions for A.1, B.1 and B.2 in clause 5.4.1 apply to this procedure as well. The steps between A.1
and B.1 aredescribed in TS 23.401 [4], clause 5.4.3.
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545 Dedicated Bearer Deactivation

5451 PCC-initiated Dedicated Bearer Deactivation

When the QoS Policy rules provided by the PCRF to the Serving Gateway in step A.1 of figure 5.4.1-1 above resultsin
the Serving Gateway to decide to deactivate an existing dedicated bearer, this procedure is applied.

The procedure depicted in Figure 5.4.1-1 appliesto this case as well. On receiving message A.1, the Serving GW uses
this QoS policy to determine that a dedicated bearer needs to be deactivated, the Serving GW follows the procedure
shown in TS 23.401 [4], clause 5.4.4 by sending the Delete Bearer Request message to the MME. If the S-GW
determines that the default bearer needs to be deactivated, the S-GW follows the procedure specified in clause 5.6.2.1.

The message descriptions for A.1, B.1 and B.2 in clause 5.4.1 apply to this procedure as well. The steps between A.1
and B.1 aredescribed in TS 23.401 [4], clause 5.4.4.1.

5.45.2 Void

5453 MME-initiated Dedicated Bearer Deactivation

This clause contains the procedure steps that vary between the GTP and PMIP variant of S5 and S8 for the procedure
defined in TS 23.401 [4], clause 5.4.4.2 for -MME initiated dedicated bearer deactivation.

Roaming
Scenarios

UE eNB MME S-GW PDN GW vPCRF hPCRF

Dedicated bearer deactivation
procedure as per TS 23.401,
Figure 5.4.4.2-1, before Steps (A)
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. Procedure

N

23.401, Figure 5.4.4.2-1, between Steps (A) and (B)

[ Dedicated bearer deactivation procedure as per TS ] [ A2PCCH

Figure 5.4.5.3-1: MME-initiated Dedicated Bearer Deactivation

This procedure applies to the Non-Roaming (Figure 4.2.1-1), Roaming (Figure 4.2.1-2) and Local Breakout
(Figure 4.2.3-4) cases. For the Roaming and Local Breakout cases, the VPCRF forwards messages between the Serving
GW and the hPCRF. In the Local Breakout case, the vVPCRF forwards messages between the PDN GW and the hPCRF.

The optional interaction steps between the gateways and the PCRF in the procedures in Figure 5.4.5.3-1 only occur if
dynamic policy provisioning is deployed. Otherwise policy may be statically configured with the gateway.

Before Step A.1, the procedure shown in TS 23.401 [4], clause 5.4.4.2 is followed and the Serving GW receives a
Delete Bearer Command message from the MME.

A.1) The Serving GW decidesto deactivate the bearers and initiates the Gateway Control and QoS Policy Rules
Request Procedure with the PCRF as specified in TS 23.203 [19]. The Serving GW informs the PCRF about the
deleted QoS Rules and indicates User Location Information and/or UE Time Zone Information to the PCRF as
an Event Report if the corresponding event trigger is set.
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A.2) ThePCRF initiates the PCC Rules Provision Procedure with the PDN GW as specified in TS 23.203 [19] to
updates the rulesin the PDN GW. The PCC rules provide the PDN GW with information required to enforce the
remaining dedicated resource alocation policy, after removing PCC rules corresponding to the QoS rules
deactivated by step A. 1.

After step A.1, the Serving GW follows the procedure shown in TS 23.401 [4], clause 5.4.4.2 by sending the Delete
Bearer Request message to the MME. The Serving GW does not need to wait for step A.1 to complete to proceed with
the deactivation of bearers with the MME. The procedure is completed when the Serving GW receives a Delete Bearer
Response from the MME in Step 8 of TS 23.401 [4], clause 5.4.4.2.

5.5 UE-initiated Resource Request and Release

This clause is related to the case when UE-initiated resource request and release is supported, and it is utilized for the
PMIP-based S5/S8 traffic flow aggregates.

In the non-roaming case, VPCRF will not be involved.

Roaming
Scenarios

UE Serving GW PDN GW VPCRF hPCRF

UE requested bearer resource
modification procedure as per TS 23.401,
Figure 5.4.5 -1 before Step A

Cemcssccsaccssssatcsacsssssacssnssatccscscscccsanass N

Dedicated bearer activation/modjification
procedure as per TS 23.401,
Figure5.4.{1,2.1,2.2,3 }-1between Step A
and B; or Dedicated bearer deactivation
procedure as p er figure 5.4.4.1 -1 from
Steps 3ato Step 8a.

.
»* B.2 PCC Rules

Figure 5.5-1: UE-initiated resource request/release with PMIP-based S5/S8

This procedure applies to the Non-Roaming (Figure 4.2.1-1), Roaming (Figure 4.2.1-2) and Local Breakout
(Figure 4.2.3-4) cases. For the Roaming and Local Breakout cases, the VPCRF forwards messages between the Serving
GW and the hPCRF. In the Local Breakout case, the vVPCRF forwards messages between the PDN GW and the hPCRF.

The optional interaction steps between the gateways and the PCRF in the proceduresin Figure 5.5-1 only occur if
dynamic policy provisioning is deployed. Otherwise policy may be statically configured with the gateway.

A.1l. The Serving GW initiates the Gateway Control and QoS Policy Rules Request Procedure as specified in
TS 23.203 [19]. The Serving GW provides the content of the Traffic Aggregate Description (TAD) and the
reguested QoS change to the PCRF as an Event Report. The PCRF makes a PCC decision as aresult of the
Gateway Control and QoS policy request and provides the updated QoS Rules to the Serving GW. The PCRF
declaration of support for the extended TFT filter format is a precondition for the Serving GW accepting and
forwarding TAD filters that use the extended TFT filter format to the PCRF.
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Steps between A.1 and B.1 are described in TS 23.401 [4], clauses 5.4.1, 5.4.2 and 5.4.3 for resource
alocation/modification or clause 5.4.4.1 for resource deactivation. Based on the QoS policy rules, the Serving GW
decides whether to initiate a dedicated resource allocation activation or dedicated resource alocation modification (with
or without QoS update). The Serving GW uses this QoS policy to assign the EPS Bearer QoS i.e. it assigns the values to
the bearer level QoS parameters (excluding AMBR); see clause 4.7.3 of TS 23.401 [4] and sends the appropriate
message to the MME.

B.1. The Serving GW indicatesto the PCRF whether the requested QoS Policy Rules Provision could be enforced
or not and indicates User Location Information and/or UE Time Zone Information to the PCRF as an Event
Report if the corresponding event trigger is set. This completes the GW Control and QoS Rules Provision
procedure started in step A. 1.

B.2. The PCRF initiates the Policy and Charging Rules Provision Procedure as specified in TS 23.203 [19] to
update the PCC rulesin the PDN GW.

NOTE: Step B.2 may be performed in parallel with Steps A.1-B1 if acknowledgement of resource allocation is
not required at the PCRF to update PCC rules in PCEF. For details please refer to TS 23.203 [19].

5.6 Multiple PDN Support with PMIP-based S5/S8

5.6.1 UE requested PDN connectivity

The UE requested PDN connectivity procedure for E-UTRAN isdepicted in figure 5.6.1-1. The procedure alows the
UE to request for connectivity to an additional PDN over E-UTRAN, including allocation of a default bearer, when the
UE aready has active PDN connections over E-UTRAN. This procedure is aso used to request for connectivity to an
additional PDN over E-UTRAN when the UE is simultaneously connected to E-UTRAN and a non-3GPP access, and
the UE already has active PDN connections over both the accesses. In this procedure, the UE is assumed to be in active
mode. Proxy Mobile IPisused on S5 or S8 interface. It is assumed that the MAG is collocated with the Serving GW for
the PMIPv6 procedure between the Serving GW and the PDN GW.

When only GTP-based S5 or S8 connections are established for roamers from a PMIP network into a GTP network the
procedure as described in clause 5.10.2 of TS 23.401 [4] applies.

When PMIP-based S5/S8 is used the EPS bearer identities of the default bearers are used to differentiate the PDN
connections for agiven APN, i.e. the MN-ID, the APN and the EPS bearer identity of the default EPS bearer identify
the PDN connection. The Serving Gateway shall include the EPS bearer identity of the default EPS bearer if multiple
PDN connections per APN are supported in the Proxy Binding Update messages. If the EPS bearer identity isincluded
in a Proxy Binding Update, the PDN GW shall explicitly indicate the support of multiple PDN connectionsto agiven
APN. The MME is configured if the Serving GWs in its PLMN support multiple PDN connections to the same APN
over PMIP based S5/S8. If the Serving GW does not support multiple PDN connections to the same APN and the UE
requests a PDN connection for an APN for which the UE aready has an active PDN connection, the MME shall reject
the PDN connectivity request. If the PDN GW does not support multiple PDN connections for agiven APN, and the
Serving GW supports multiple PDN connections to the same APN and the UE requests a PDN connection for an APN
for which the UE aready has an active PDN connection, the Serving GW shall reject the PDN connectivity request.

The procedure is also used for the re-establishment of existing PDN connectivity after the UE performed the handover
from non-3GPP accesses for the first PDN connection by the Attach procedure. The UE triggers the re-establishment of
existing PDN connectivity after the handover by providing a Request Type indicating "Handover" as specified in

TS 23.401 [4].
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Figure 5.6.1-1: UE requested PDN connectivity with PMIP-based S5 or S8

This procedure applies to the Non-Roaming (Figure 4.2.1-1), Roaming (Figure 4.2.1-2) and Local Breakout
(Figure 4.2.3-4) cases. For the Roaming and Local Breakout cases, the VPCRF forwards messages between the Serving
GW and the hPCRF. In the Local Breakout case, the vVPCRF forwards messages between the PDN GW and the hPCRF.

The optional interaction steps between the gateways and the PCRF in the proceduresin figure 5.6.1-1 only occur if
dynamic policy provisioning is deployed. Otherwise policy may be statically configured with the gateway.

For UE request additional PDN connectivity to PDNs when connected to 3GPP access network with PMIP-based S5 or
S8, the IP addressis not available after step A1, stepsin (Alt A) are performed after step A.1, excluding stepsin

(Alt B). The step in (C) is performed only when the UE establishes additional PDN connectivity with a PDN it is not
already connected to, excluding step (D).
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For re-establishment of existing PDN connectivity after the UE performed the handover from non-3GPP accesses, the
steps shown in (Alt A) and (Alt B) are mutually exclusive in this procedure, i.e. either steps A.2-A.4 are executed or
steps B.1-B.3. In order to execute the alternative (Alt B), the | P address of the UE needs to be available after step A.1.
The IP Address(es) of the UE isreceived in step A.1, if dynamic policy provisioning is deployed. If multiple PDN
connections to same APN are supported by the Serving GW, (Alt A) shall be used in this procedure.

In case the | P address(es) of the UE is available after step A.1, (Alt B) provides lower jitter for dual radio handovers. In
case the | P address(es) of the UE is not available after step A.1, (Alt A) shall be used.

For re-establishment of existing PDN connectivity after the UE performed the handover from non-3GPP accesses, the
following also applies:

- Instep A.2/B.1 the Serving GW sets the Handover Indicator to indicate handoff between two different interfaces
of the UE.

- Thestepin (D) and step B.2 are performed only when the UE re-establishes PDN connectivity after a handover.
The stepsin (D) correspond to the PCEF-Initiated |P-CAN Session Modification procedure specified in
TS23.203[19].

- Instep A.4/B.3, the UE Address Info shall contain the | P address the UE obtained during PDN connectivity
establishment for this PDN over the non-3GPP access. The PDN GW also includes the Charging ID for the PDN
connection in the Proxy binding acknowledgement. For the case of additional PDN connectivity with a PDN, the
PDN-GW generates a Charging Id for the PDN connection. For the case of re-establishment of existing PDN
connectivity after the UE performed a handover from non-3GPP access, the PDN GW reuses the Charging Id
previously assigned to the PDN connection if the source accessis a PMIP-based access or to the Default Bearer
if the source accessis GTP-based.

The steps A.1-A .4 correspond to steps C.1-C.4 in Figure 5.2-1.
The steps B.1-B.3 correspond to steps A.2, A.3b, A.4in Figure 5.6.1-1.

56.2 PDN Disconnection

56.21 UE, MME or S-GW initiated PDN Disconnection

When GTP-based S5 or S8 is used the procedure described in clause 5.10.3 of TS 23.401 [4] applies for the UE or

MME initiated PDN disconnection. The PMIP variant of this procedure is specified below. In addition, if the default
bearer belonging to a PDN connection is to be deactivated by the S-GW, e.g. due to un-successful modification of QoS
of default bearer that was triggered by PCRF interaction, the S-GW deactivates all bearers belonging to the PDN
connection using the following procedure.

ETSI



3GPP TS 23.402 version 13.4.0 Release 13 95 ETSI TS 123 402 V13.4.0 (2016-03)

Roaming
Scenario

MME Serving PDN GW vPCRF hPCRF HSS/

eNodeB
ow AA

Procedure as per TS 23.401 Figure 5.10.3-1 before Step (A) for UE/MME initiated PDN disconnection

A.2. Proxy| Binding Update

7 '
_____________________ \

/A3 PCEF-Inighated IP-CAN®,
'\ Session Termiination
u

\ Proce Jure '

A.4. Proxy Binding Ack

Procedure as TS 23.401 Figure 5.10.3-1 after Step (A) for UE/MME initiated PDN disconnection, or
Figure 5.4.4.1-1 after Step (A) for S-GW initiated PDN disconnection

Figure 5.6.2-1: UE, MME or S-GW initiated PDN disconnection Procedure for PMIP-based S5/S8

Steps A.1to A.4 are described in clause 5.3. For the case of S-GW initiated PDN disconnection, which corresponds to
PDN GW initiated bearer deactivation procedure of clause 5.4.4.1 of TS 23.401 [4], the procedure starts from step A.1
and there are no steps corresponding to box (B) of figure 5.4.4.1-1 of TS 23.401 [4].

5.6.2.2 PDN-GW-initiated PDN Disconnection

The default bearer and all the dedicated resource allocations associated with the PDN address are released in this
procedure.
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Figure 5.6.2.2-1: PDN GW initiated PDN Disconnection Procedure for PMIP-based S5/S8

This procedure applies to the Non-Roaming (Figure 4.2.1-1), Roaming (Figure 4.2.1-2) and Local Breakout
(Figure 4.2.3-4) cases. For the Roaming and Local Breakout cases, the VPCRF forwards messages between the Serving
GW and the hPCRF. In the Local Breakout case, the vVPCRF forwards messages between the PDN GW and the hPCRF.

The optional interaction steps between the gateways and the PCRF in the procedures in figure 5.6.2.2-1 only occur if
dynamic policy provisioning is deployed. Otherwise policy may be statically configured with the gateway.

A.1l. ThePDN GW sends aBinding Revocation Indication (PDN address) message to the Serving GW.

Steps between A and B are described in clause 5.4.4.1 of TS 23.401 [4], using the indication that all bearers
belonging to the given PDN address shall be released.

B.1. The Serving GW initiates the Gateway Control Session Termination Procedure with the PCRF as specified in
TS 23.203[19]. The S-GW provides the information to enable the PCRF to uniquely identify the IP-CAN
session and indicates User Location Information and/or UE Time Zone Information to the PCRF as an Event
Report if the corresponding event trigger is set. Thisresultsin the removal of the Gateway Control sessionin
S-GW.

B.2. The Serving GW returns a Binding Revocation Acknowledgement message to the PDN GW.

NOTE: Step B.2 may occur before steps B.1 since the Serving GW need not wait for terminating the GW Control
Session with the PCRF before acknowledging the Binding Revocation.

5.7 Handover and Tracking area Update Procedures for PMIP-
based S5/S8 Interface

5.7.0 Intra-LTE TAU and Inter-eNodeB Handover without Serving GW
Relocation

This clause contains the procedure steps that vary between the GTP and PMIP variant of S5 and S8 for the TAU with
MME without Serving GW change procedure defined in TS 23.401 [4], clause 5.3.3.2 aswell as Inter-eNodeB
Handover without Servig GW change procedures as described in TS 23.401 [4], clauses 5.5.1.1.2 and 5.5.1.2.2.

The procedure is shown in Figure 5.7.2-1. The parameters to be provided to the PGW, as described in TS 23.401 [4],
are sent by the Serving GW viathe PCRF to the PGW.
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5.7.1 Intra-LTE TAU and Inter-eNodeB Handover with Serving GW
Relocation

This clause contains the procedure steps that vary between the GTP and PMIP variant of S5 and S8 for the TAU with
MME and Serving GW change procedure defined in TS 23.401 [4], clause 5.3.3.1 as well as Inter-eNodeB Handover
with CN Node Relocation described in TS 23.401 [4], clause 5.5.1.2.

In case of a Serving GW relocation, the target Serving GW must establish a Gateway Control Session with the PCRF to
perform policy controlled functions such as Bearer-Binding. The source Serving GW relinquishes its Gateway Control
Session with the PCRF in step B.

Roaming
cenario

A | | I lpoN Gw | | Hss | |vPcre| | nPcRF |
1

I I I I I I I
TS 23.401, Figure 5.3.3.1-1, 5.5.1.1.3-1 and 5.5.1.2-1, before step A

.
Nmmemeo o _____

.~ A.1 Gateway Control Session Eshment \[
N Procedure

______________________

, A.2 PCC Rules Provision M
\ Procedure

A.3 Proxy Bi’ldring Update

A.4 Proxy B'inding Ack

A.5 End Marker Indi¢ation
g

TS 23.401, Figure 5.3.3.1-1, 5.5.1.1.3-1 and 5.5.1.2-1, between steps A and B

______________

o B.1 Gateway Control Session Teron
AN Procedure 7

TS 23.401, Figure 5.3.3.1-1, 5.5.1.1.3-1 and 5.5.1.2-1, after step B

Figure 5.7.1-1: Intra-LTE and Inter-eNodeB Handover with Serving GW Relocation

This procedure concerns both the non-roaming (S5) asin Figure 4.2.1-1 and roaming case (S8) asin Figure 4.2.1-2. In
the roaming case, the VPCRF in the VPLMN forwards messages between the Serving GW and the hPCRF in the
HPLMN. In the case of Local Breakout asin Figure 4.2.3-4, the vPCRF al so forwards messages sent between the PDN
GW and the hPCRF. In the non-roaming case, the VPCRF is not involved at all.

The optional interaction steps between the gateways and the PCRF in the proceduresin Figure 5.7.1-1 only occur if
dynamic policy provisioning is deployed. Otherwise policy may be statically configured with the gateway.

A.1) TheTarget Serving GW initiates the Gateway Control Session Establishment Procedure with the PCRF as
specified in TS 23.203 [19]. As part of the procedure the Serving GW informs the PCRF of the RAT type, UE
Location Information | E and the user CSG information, if available. The PCRF sends information to the Serving
GW enabling bearer binding and other behaviour. The Target Serving GW checks whether the QoS rules
provided by the PCRF aligns with the TFT and Bearer Level QoS of the EPS bearer contexts. If thereisa
mismatch, the Target Serving GW initiates appropriate EPS bearer procedures.

NOTE 1: The Target Serving GW preserves the Bearer Binding that have already been established by the Source
Serving GW. To enable this the EPS Bearer ID, TFT istransferred before Step A asfollows: across S10
in Forward Relocation Request and across S11 in Create Session Request. The Event Triggers indicate to
the Serving GW under what conditions to report events to the PCRF.

NOTE 2: The PCRF provides to the Target Serving GW the QoS rules which were active at the Source Serving
GW before the handover. Any change of the QoS rulesis performed via an additional QoS Rule Provision
Procedure after the handover.
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A.2) The PCRF may update the PCC rules at the PDN GW by initiating the PCC Rules Provision Procedure as
specified in TS 23.203 [19]. The PCRF aso notifies the PDN GW of the UE Location Information | E and user
CSG information (if this has been received from the Serving GW preceding step A.1).

A.3) Thenew Serving GW performs a PMIPv6 Proxy Binding Update (MN NAI, Lifetime, Access Technology
Type option, APN, GRE key for downlink traffic, Additional Parameters) message in order to re-establish the
user plane as aresult of the Serving GW relocation. The MN NAI identifies the UE for whom the messageis
being sent. Within Access Technology Type option an indication for RAT (E-UTRAN) typeis set; an indication
for handover between MAGs for the same interface is also set. If multiple PDN connections for the given APN
are supported by the Serving GW then the APN and the EPS bearer identity of the default bearer disambiguates
which PDN connection this message refers to, otherwise the APN itself identifies the PDN connection of the UE.
The additional parameters may include protocol configuration options and other information.

A.4) ThePDN GW acknowledges the Binding Update by sending a Proxy Binding Ack (MN NAI, Lifetime, UE
Address Info, GRE key for uplink traffic, Charging ID, Additional Parameters) message to the Serving GW. If
the EPS bearer identity isincluded in the Proxy Binding Update, the PDN GW shall acknowledge if multiple
PDN connections to the given APN are supported. A PMIP tunnel is established at this point between the PDN
GW and the Serving GW. The UE Address Info includes one or more | P addresses. The Additional Parameters
may contain protocol configuration options and other information. The Charging Id provided is the Charging Id
previously assigned to the PDN connection.

A.5) If the Serving GW isrelocated, the PDN GW shall send End Marker Indication message to the source SGW
immediately after switching the path. If the source Serving GW has downlink user plane established, the source
Serving GW shall send one or more "end marker" packets to the source eNodeB immediately after receiving this
indication in order to assist the reordering function in the target eNodeB. Otherwise the souce Serving GW shall
ignore the message and shall not send Downlink Data Notification.

Editor's note: The protocol detail of "End Marker Indication” is FFS and isto be studied in CT WG4.

NOTE 3: The Serving GW learns from the PBA whether the PDN GW supports multiple PDN connections to the
same APN or not.

Steps between A.4 and B.1 are described in TS 23.401 [4], clauses 5.3.3.1 and 5.5.1.

B.1) Theold Serving GW initiates the Gateway Control Session Termination Procedure with the PCRF as
specified in TS 23.203 [19]. The Serving GW ceases to perform Bearer Binding and associated policy controlled
functions.

Procedures on the MME for X2 and S1 handover are described in clause 5.5 of TS 23.401 [4]. If the MME receives a
rejection to an Sl interface procedure (e.g. EPS bearer(s) request) from the eNodeB with an indication that an X2/S1
handover isin progress and if during the handover procedure the MME detects that the Serving GW or/and the MME
needs be relocated, the MME rejects any EPS bearer(s) request received since handover procedure started and includes
an indication that the request has been temporarily rejected due to handover procedure in progress.

For PMIP based S5/S8, if dynamic PCC is deployed and with Serving GW relocation, when the Source Serving GW
receives an indication from the MME that the PCRF initiated dedicated bearer procedure was temporarily rejected due
to handover, the Source Serving GW starts alocally configured guard timer. The Source Serving GW shall re-attempt,
up to a pre-configured number of times, at expiry of the guard timer or abort the procedure if it determines that Serving
GW isrelocated based on receiving the Delete Session request message from the MME.

5.7.2 TAU/RAU or Handover between GERAN A/Gb Mode or UTRAN Ilu
Mode and E-UTRAN

In case of inter-RAT TAU/RAU or handovers, the Serving GW may or may not be relocated. The PMIP based S5/S8
variants procedure steps for inter-RAT TAU/RAU or handover without Serving GW relocation are shown in
Figure 5.7.2-1 and those corresponding to a change of Serving GW are shown in Figure 5.7.2-2.

The procedures in this clause correspond to the following Figuresin TS 23.401 [4]:
- Figure5.3.3.2-1 [UTRAN lu mode to E-UTRAN] Tracking Area Update.
- Figure5.3.3.3-1E-UTRAN to UTRAN/GERAN RA Update.
- Figure5.3.3.6-1 E-UTRAN to GERAN A/Gb mode Routeing Area Update.
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- Figure5.5.2.1.3-1: E-UTRAN to UTRAN lu mode Inter RAT HO, execution phase.
- Figure5.5.2.2.3-1: UTRAN lu mode to E-UTRAN Inter RAT HO, execution phase.
- Figure5.5.2.3.3-1: E-UTRAN to GERAN A/Gb mode Inter RAT HO, execution phase.
- Figure5.5.2.4.3-1: GERAN A/Gb mode to E-UTRAN Inter RAT HO, execution phase.

In TS 23.401 [4], the clauses corresponding to Figure 5.7.2-1 and Figure 5.7.2-2 cover both the case of Serving GW
relocation and no Serving GW relocation. In case of no Serving GW relocation, Steps (A) in the above figures are
between the un-changed Serving GW and the PCRF and the Steps (B) in those figures do not apply, as shownin
Figure 5.7.2-1. In case of Serving GW relocation, Steps (A) in the above figure are between the target Serving GW and
the PCRF and the Steps (B) is between the source Serving GW and the PCRF, as shown in Figure 5.7.2-2.

In case of no Serving GW relocation, the S-GW signals the change of RAT to the PCRF. In addition, if the Serving GW
has received the User Location Information |E or the user CSG information from the MME, thisinformation is also sent
to the PCRF. If PCC rules provided to the PDN-GW have changed, the PCRF updates these rules at the PDN-GW. The
PCRF sendsthe RAT Type change or User Location Information and user CSG information, if received from the
Serving- GW, to the PDN GW.

The user plane already exists between the Serving GW and the PDN GW and remains unchanged. In case of RAU or
handover to 2G/3G, user plane routing is assumed to proceed over the S4 interface towards the S2/S3 SGSN. When an
inter-RAT TAU occurs, the enhanced packet core may signal this event to the PDN GW, for example to inform the
PDN GW of aRAT type change. In the case of a PMIP-based S5 and S8, a Modify Bearer Request is not sent from the
Serving GW to the PDN GW. Instead, the PCRF in the HPLMN reports the change of event. The PCRF signals any
change in the policy resulting from the event to the PDN GW, provisioning updated policy and charging rules.

In case dynamic PCC is not deployed, a change of RAT type will not be signalled to the PDN GW using PMIP based
S5/S8 interfaces, if no change of Serving GW has occurred.

Roaming
Scenarios

Serving PDN HSS VPCRF hPCRF
GIW G?N [ [ [

TS 23.401, Figures 5.3.3.{2,3}-1 and 5.5.2.{1,2,3,4}.3-1, before step A.

.~ "A1 Gateway Confroi and QoS Rules hé&héé@a’ Mocedure .,

~

TS 23.401, Figures 5.3.3{2,3}-1 and 5.5.2.{1,2,3,4}.3-1, before step A.

Figure 5.7.2-1: Inter-RAT TAU/RAU or Handover without Serving GW relocation

This procedure applies to the Non-Roaming (Figure 4.2.1-1), Roaming (Figure 4.2.1-2) and Local Breakout
(Figure 4.2.3-4) cases. For the Roaming and Local Breakout cases, the vVPCRF forwards messages between the Serving
GW and the hPCRF. In the Local Breakout case, the vVPCRF forwards messages between the PDN GW and the hPCRF.

The optional interaction steps between the gateways and the PCRF in the proceduresin Figure 5.7.2-1 only occur if
dynamic policy provisioning is deployed. Otherwise policy may be statically configured with the gateway.

A.1) The Serving GW informs the PCRF about the change of RAT type and UE Location Information 1E and user
CSG information (if this has been received from the MME preceding step A) by initiating the Gateway Control
and QoS Policy Rules Request Procedure as specified in TS 23.203 [19].
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A.2) The PCRF updatesthe PCC rules at the PDN GW by initiating the PCC Rules Provision Procedure as
specified in TS 23.203 [19] if the PCC rules have changed based on the RAT type reported by the Serving GW
in step A.1. Further, the hPCRF notifies the PDN GW of the changein RAT and the UE Location Information I1E
and user CSG information (if this has been received from the Serving GW preceding step A.1).

Step A.2 may be initiated before A.1 completes.

If dynamic PCC is deployed and during the handover with MME rel ocation without serving GW relocation, when the
Serving GW receives an indication from the MME that the PCRF initiated dedicated bearer procedure was temporarily
rejected due to handover, the Serving GW starts alocally configured guard timer. The Serving GW shall re-attempt, up
to a pre-configured number of times, when it either detects that the handover is completed or failed using message
reception or at expiry of the guard timer.

The following procedure describes inter-RAT TAU/RAU or Handover in the case of Serving Gateway relocation for
PMIP-based S5/S8.

Roaming
Scenarios
Serving Target
GW Serving GW PDN GW VvVPCRF hPCRF

1 1 | | |
TS 23.401, Figures 5.3.3.6-1 and 5.5.2.{1,2,3,4}-2 before Step (A)
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TS 23.401, Figures 5.3.3.6-1 and 5.5.2.{1,2,3,4}-2 between Step (A) and (B)
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TS 23.401. Fiaures 5.3.3.6-1 and 5.5.2.{1.2.3.4}-2 after Step (B)

Figure 5.7.2-2: Inter-RAT TAU/RAU or Handover with Serving GW Relocation

This procedure concerns both the non-roaming (S5) asin Figure 4.2.1-1 and roaming case (S8) asin Figure 4.2.1-2. In
the roaming case, the vVPCRF in the VPLMN forwards messages between the Serving GW and the hPCRF in the
HPLMN. In the case of Local Breakout asin Figure 4.2.3-4, the vPCRF forwards messages sent between the PDN GW
and the hPCRF as well. In the non-roaming case, the vVPCRF is not involved at all.

If dynamic policy provisioning is not deployed, the optional steps in the procedure are not applied.

A.1l) TheTarget Serving Gateway initiates a Gateway Control Session Establishment Procedure with the PCRF, as
specified in TS 23.203 [19] and informs the PCRF of the new RAT type, UE Location Information |E and user
CSG information (if this has been received from the MME preceding step A). The Target Serving GW checks
whether the QoS rules provided by the PCRF aligns with the TFT and Bearer Level QoS of the EPS bearer
contexts. If thereis a mismatch, the Target Serving GW initiates appropriate EPS bearer procedures.
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NOTE 1. The PCRF providesto the Target Serving GW the QoS rules which were active at the Source Serving
GW before the handover. Any change of the QoS rulesis performed via an additional QoS Rule Provision
Procedure after the handover.

A.2) The PCRF sends an updated policy to the PDN GW by initiating the Policy and Charging Rules Provision
Procedure as specified in TS 23.203 [19]. This contains any effected PCC rules and Event Triggers resulting
from the preceding step that may require enforcement or event reporting to be performed by the PDN GW. The
UE Location Information IE and user CSG information are also sent to the PDN GW from the PCRF (if this has
been received from the Serving GW preceding step A.1).

A.3) TheTarget Serving GW sends a Proxy Binding Update (MN NAI, Lifetime, Access Technology Type, APN,
GRE key for downlink traffic, Additional Parameters) message in order to re-establish the user plane as aresult
of the Serving GW relocation. The MN NAI identifies the UE for whom the message is being sent. Access
Technology Typeis set to indicate 3GPP access to EPS; an indication for handover between MAGs for the same
interfaceis also set. If multiple PDN connections for the given APN are supported by the Serving GW then the
APN and the EPS bearer identity of the default bearer disambiguates which PDN connection this message refers
to, otherwise the APN itself identifies the PDN connection of the UE. The additional parameters may include
protocol configuration options and other information.

A.4) The PDN GW acknowledges the Binding Update by sending a Proxy Binding Ack (MN NAI, Lifetime, UE
Address Info, GRE key for uplink traffic, Charging ID, Additional Parameters) message to the Target Serving
GW. If the EPS bearer identity isincluded in the Proxy Binding Update the PDN GW shall acknowledge if
multiple PDN connections to the given APN are supported. A PMIP tunnel is established at this point between
the PDN GW and the Target Serving GW. The UE Address Info includes one or more | P addresses. The
Additional Parameters may contain protocol configuration options and other information. The Charging Id
provided is the Charging Id previously assigned to the PDN connection.

NOTE 2: The Serving GW learns from the PBA whether the PDN GW supports multiple PDN connections to the
same APN or not.

A.5) If the Serving GW isrelocated, the PDN GW shall send End Marker Indication message to the source SGW
immediately after switching the path. If the source Serving GW has downlink user plane established, the source
Serving GW shall send one or more "end marker" packets to the source eNodeB or source S4 SGSN
immediately after receiving this indication. Otherwise, the source Serving GW shall ignore the message and shall
not send Downlink Data Notification.

Editor's note: The protocol detail of "End Marker Indication” is FFS and is to be studied in CT WG4.

Steps between A.4 and B.1 are described in the clauses of TS 23.401 [4], containing the figures referenced in
Figure 5.7.2-1 above.

B.1) Theold Serving GW initiates the Gateway Control Session Termination Procedure with the PCRF, as
specified in TS 23.203 [19]. The S-GW provides information to enable the PCRF to uniquely identify the
IP-CAN session. Thisresultsin the removal of the Gateway Control sessionin S-GW.

5.8 ME Identity Check Procedures for PMIP-based S5/S8

ME identity check by the MME in case of PMIP-based S5/S8 is performed as defined for GTP-based S5/S8, see
clause 5.3.2.1 (E-UTRAN Initial Attach procedure) of TS 23.401 [4].

No ME identity check support is specified on the S5/S8 reference point.

5.9 UE-triggered Service Request for PMIP-based S5/S8

This clause contains the procedure steps that vary between the GTP and PMIP variant of S5 and S8 for the UE-triggered
Service Request procedure defined in TS 23.401 [4], clause 5.3.4.1, for the case where the RAT Type reported in the
Service Reguest has changed compared to the last reported RAT Type.
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Figure 5.9-1: UE-triggered Service Request for PMIP-based S5/S8

This procedure concerns both the non-roaming (S5) and roaming case (S8). In the roaming case, the vVPCRF in the
VPLMN forwards messages between the Serving GW and the hPCRF in the HPLMN. In the case of Local Breakout,
the vPCRF forwards messages sent between the PDN GW and the hPCRF as well. In the non-roaming case, the vPCRF
isnot involved at all.

The optional interaction steps between the gateways and the PCRF in the proceduresin Figure 5.9-1 only occur if
dynamic policy provisioning is deployed. Otherwise policy may be statically configured with the gateway.

A.1) The Serving GW informs the PCRF about the change of RAT type, UE Location Information |E and user
CSG information (if this has been received from the MME preceding step A) by initiating the Gateway Control
and QoS Policy Rules Request Procedure as specified in TS 23.203 [19].

A.2) The PCRF updatesthe PCC rules at the PDN GW by initiating the PCC Rules Provision Procedure as
specified in TS 23.203 [19] if the PCC rules have changed based on the RAT type reported by the Serving GW
instep A.1. The UE Location Information |E and user CSG information are also sent to the PDN GW from the
PCREF (if this has been received from the Serving GW preceding step A.1).

Further, the hPCRF notifies the PDN GW of the changein RAT.

Step A.2 may beinitiated before step A.1 completes: Once the hPCRF receives the event report from the Serving
GW as part of step A.1, the hPCRF may complete step A.1 and initiate step A.2 in any order.

5.10 PMIP-based S5/S8 procedures for GERAN/UTRAN over S4

5.10.1 General

This clause presents the PMIP-based S5/S8 procedures equivalent to the GTP-based procedures presented in
TS 23.060 [21] for interworking. The differences required for interpretation of the PMIP-based S5/S8 proceduresin
other clauses of this specification are clarified below.

If PCC is not deployed, only default bearers may be provided for UE connection to a PDN. Thisis described fully in the
PMIP-based S5/S8 procedures referred to in clause 5.10. Secondary PDP context requests are not supported in this case.

Bearer-specific parameters sent along S4 are not forwarded to the PDN GW or PCRF in many cases. Bearers terminate
in the Serving GW when PMIP-based S5/S8 has been deployed. Though EPS bearer identifier information is not
relevant to the PCRF or PCEF in these cases, some bearer-oriented parameters must be forwarded to the PCRF for
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authorization and so that the PCRF will generate the correct corresponding PCC rules to send to the PDN GW for
enforcement.

5.10.2 GPRS procedures that update the PDN GW

Severa procedures employing GTP-based S5/S8 includes a"Modify Bearer" exchange, initiated by the Serving GW,
responded to by the PDN GW. The equivalent interaction for a PMIP-based S5/S8 is shown in figure 5.7.2-1.

The following proceduresin TS 23.060 [21] will make use of the procedure shown in this specification, clause 5.7.2 to
signal RAT change as determined by the SGSN. Aside from the new RAT type, no additiona parameter must be sent as
an event report by the Serving GW to the PDN GW by means of the PCRF (as described in TS 23.203 [19]).

The procedure in clause 5.7.2 refers directly to proceduresin TS 23.401 [4], while the procedures described herein
support of $4 refer to clausesin TS 23.060 [21]. The following clarifications to the procedure in clause 5.7.2 must be
considered to interpret clause 5.7.2:

- 6.9221a: Serving RNSRelocation Procedure, Combined Hard Handover and SRNS Relocation
Procedure, and Combined Cell/URA Update and SRNS Relocation Procedure using $4

Steps A.1 and A.2 of the procedure in clause 5.7.2 occur instead of the steps shown in the box (B1) in

TS 23.060[21], clause 6.9.2.2.13, figure 39b. The APN AMBR, RAT Type and other parameters defined in
clause 6.9.2.2.1a step B and C are transmitted according to clause 5.7.2, as additional | Es transmitted
between the S-GW, PCRF and P-GW. |Es are returned to the S-GW (insofar as step A.2 implies a Gateway
Control and QoS Rules Provision procedure as described in TS 23.203 [19]).

This procedure applies also to 6.9.2.2.3 Combined Cell / URA Updates and SRNS Relocation Procedure.
- 6.9.225A Enhanced Serving RNS Relocation Procedure Using $4

Steps A.1 and A.2 of the procedure in clause 5.7.2 occur instead of the steps shown in the box (step B and C)
in figure 44b1 and steps B and C in figure 44b2 in TS 23.060 [21], clause 6.9.2.2.5A.

- 6.121A: UE Initiated Service Request Procedure Using $4

Steps A.1 and A.2 of the procedure in clause 5.7.2 occur instead of the steps shown in the box (B1) in
TS 23.060 [21], clause 6.12.1A, figure 50A.

- 6.13.1.1.2: lumodeto A/Gb modeIntra-SGSN Change using 4

Steps A.1 and A.2 of the procedure in clause 5.7.2 occur instead of the steps shown in the box (A1) in
TS23.060[21], clause 6.13.1.1.2, figure 52-2.

- 6.13.1.22: A/Gb modetolu modelntra-SGSN Change using $4

Steps A.1 and A.2 of the procedure in clause 5.7.2 occur instead of the steps shown in the box (A1) in
TS23.060[21], clause 6.13.1.2.2, figure 53-2.

- 6.132.1.2: IlumodetoA/Gb mode Inter-SGSN Change using $4

Steps A.1 and A.2 of the procedure in clause 5.7.2 occur instead of the steps shown in the box (B1) in
TS 23.060 [21], clause 6.13.2.1.2, figure 54-3.

- 6.132.22: A/Gb modeto lu mode Inter-SGSN Change using $4

Steps A.1 and A.2 of the procedure in clause 5.7.2 occur instead of the steps shown in the box (B1) in
TS 23.060 [21], clause 6.13.2.2.2, figure 55-3.

- 814A Paging response for GPRS Downlink Transfer with no established User planeon $4

Steps A.1 and A.2 of the procedure in clause 5.7.2 occur instead of the steps shown in the box (C) in
TS 23.060 [21], clause 8.1.4, figure 56b.
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5.10.3 UE allocated resources

The UE (or the SGSN on behalf of the UE) requests resources in several proceduresin TS 23.060 [21]. The procedure
described in clause 5.5 of this specification provides the PMIP-based S5/S8 describes UE-initiated resource request,
modification and release. This procedure, with the additional clarification given below, will support the following
procedures shown in TS 23.060 [21].

In each case, the SGSN provides a Bearer identifier (the LBI) over $4. The bearer binding performed by the Serving
GW isin this case constrained to either reject or modify (increase or decrease the resource assigned to) the indicated
bearer. The Serving GW shall not provide a different bearer as aresult of the PDP Context Activation or Modification
procedures.

- 9.221A: A PDP Context Activation using $4

Steps A.1 to A.4 of the procedurein clause 5.6.1 occur instead of the steps shown in the box (A1) in
TS 23.060 [21], clause 9.2.2.1A, figure 64a. Step A.1 and A.3ainclude the RAT Type, Default Bearer QoS
and APN-AMBR |Es, and other IEs defined in TS 23.060 [21] clause 9.2.2.1A, step B.

Step A.3bin clause 5.6.1 of this specification (insofar as it implies a Gateway Control and QoS Rules
Provision procedure as described in TS 23.203 [19]) returns the |Es to the S-GW, including EPS Bearer QoS
and other |Es defined in TS 23.060 [21] clause 9.2.2.1A, step C.

NOTE: Asdescribedin TS 23.060 [21], an $4-based SGSN appliesthe BCM "M S/INW' whenever the $4 is
selected for acertain MS. The Serving GW is not aware of the BCM.

If the UE requests a PDP context (effectively an additional PDN connection) for an APN for which the UE
aready has an active PDN connection, the SGSN shall reject the PDN connectivity request unlessit is
configured that the Serving GW supports multiple PDN connections to the same APN.

- 9.2.21.1A, Figure 66a: Secondary PDP Context Activation Procedure, PDP Creation Part using $4

Step A.1 of the procedure in clause 5.5 corresponds to the steps described in the box (A1) and (A2) in
TS 23.060[21], clause 9.2.2.1.1A, figure 66a.

Instep A.1, additional |Es are required by the PCRF and PDN GW in order properly assign QoS rules and
prepare the dedicated bearer. The TFT and EPS Bearer QoS (excluding ARP) I1Es are received from the
SGSN by the S-GW over $4. These parameters are then forward to the PCRF as described in clause 5.5.

- 9.23.3A: MS-nitiated EPS Bearer Modification Procedur e using $4, Request Part

The procedure step in TS 23.060 [21], clause 9.2.3.3A, figure 72c, step B corresponds with step A.1 of
figure 5.5-1 (of this specification).

The Serving GW provides the same information to the PCRF as the PDN GW provides according to step B in
TS 23.060[21], clause 9.2.3.3A; this clause defines the IEsincluded in step A.1 of clause 5.5.

- 9.2.3.3B: MS-Initiated EPS Bearer M odification Procedure using $4, Execution Part

The procedure step in TS 23.060 [21], clause 9.2.3.3B, figure 72d, step A corresponds with step A.1 of
figure 5.5-1 (of this specification). The following information elements may be sent, depending on the
scenario, see TS 23.060 [21], clause 9.2.3.3B:

- 9.2.3.3C M SInitiated EPS Bearer M odification Procedure using $4, Response Part

The procedure step in TS 23.060 [21], clause 9.2.3.3A, figure 72c, step C corresponds with step figure 5.5-1
(of this specification), steps B.1 and B.2, with one difference - before step B.1, step A of the procedure in
TS 23.060 [21], clause 9.2.3.3C occurs. The Serving GW indicates to the PCRF the result of the resource
allocation. This may result in additional interaction with the PDN GW (see TS 23.203[19]).

5.10.4 Network allocated resources
Network entities may request resources by means of off-path signalling to support PMIP-based S5/S8. Thisis defined in

clause 5.4.1. All |Es present in messages sent in the replaced 'boxes’ in procedures in the following list are sent instead
using messages described in this specification. The following proceduresin TS 23.060 [21] employ this procedure:
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- 9.2.2.3A: Network Requested PDP Context Activation Procedure using $4

Step A.1 of the procedure in clause 5.4.1 occurs instead of the steps shown in the box (A1) in TS 23.060 [21],
clause 9.2.2.3A, Figure 69c. Steps B.1 and B.2 of the procedurein clause 5.4.1 correspond to the box (B1).

- 9.2.3.1A: SGSN-Initiated EPS Bearer M odification Procedure, Request Part

Step A.1 of clause 5.5 occurs instead of the stepsinside box (A1) in TS 23.060 [21], clause 9.2.3.1A, figure
70c. Figure 5.5-1 refersto TS 23.401 [4] yet the procedure applies to the SGSN-Initiated EPS Bearer
Modification Procedure using $4 as well.

- 9.2.3.1B: SGSN-Initiated EPS Bearer M odification Procedure, Response Part

Steps B.1 and B.2 of clause 5.5 occurs instead of the stepsinside box (B1) in TS 23.060 [21],
clause 9.2.3.1B, figure 70d. Figure 5.5-1 refersto TS 23.401 [4] yet the procedure applies to the SGSN-
Initiated EPS Bearer Modification Procedure using $4 as well.

- 9.2.3.2A: PDN GWH-Initiated EPS Bearer M odification Procedure

Step A.1 of the procedure in clause 5.4.1 occurs instead of the steps shown in the box (A1) in TS 23.060 [21],
clause 9.2.3.2A, Figure 71c.

Steps B.1 and B.2 of the procedure in clause 5.4.1 correspond to the box (A2). Step B.1 indicates whether the
resource allocation was successful. This may result in additional interaction with the PDN GW (refer to
TS 23.203[19)).

5.10.5 UE released resources

The UE may release dedicated resources by means of off-path signalling to support PMIP-based S5/S8 deployments, as
shown in clause 5.5.

- 9.241A.1: MS-and SGSN Initiated PDN connection Deactivation Procedure using $4

Steps A.1 to A.4 of the procedurein clause 5.6.2.1 "UE, MME or S GW initiated PDN Disconnection" occur
instead of steps shown in the box (A1) in TS 23.060 [21], clause 9.2.4.1A.1, figure 74a.

- 9241A.2. MS and SGSN Initiated Bearer Deactivation using $4
Steps A.1, B.1 and B.2 of the procedure in clause 5.5 "UE-initiated Resource Request and Release"
procedure occur instead of the steps shown in the box (A1) in TS 23.060 [21], clause 9.2.4.1A.2, figure 74b.

5.10.6 PDN GW released resources

The PDN GW may release resources by means of off-path signalling to support PMIP-based S5/S8 deployments as
shown in clause 5.4.1. The following proceduresin TS 23.060 [21] employ this procedure:

- 9.24.3A: PDN GWH-Initiated PDP Context Deactivation Procedure using $4

Step A.1in clause 5.4.1 corresponds to the steps shown in box (A1) of TS 23.060 [21], clause 9.2.4.3A,
figure 77a.

- 9.24.3B: PDN GW:-Initiated PDP Context Deactivation Procedure using $4
Steps B.1 and B.2 in clause 5.4.1 correspond to the stepsin the box (B1) in TS 23.060 [21], clause 9.2.4.3B,
figure 77b.
5.10.7 Attach
The GPRS Attach Procedure is supported by the following PMIP-based S5/S8 procedures:

Clause 5.3 isemployed instead of box (A) in TS 23.060 [21], clause 6.5.3A, figure 22A. clause 5.3 is also used
instead of box (B) in TS 23.060 [21], clause 6.5.3B, figure 22B.
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5.10.8 Detach interaction using S4

The MS-, SGSN- and HL R-initiated GPRS detach procedures are supported by the following equivalent PMIP-based
S5/S8 procedure:

Clause 5.3 isemployed instead of the gray box (A1) in TS 23.060 [21], clause 6.6.3, Figure 25A.

5.10.9 Interaction with CGI/SAI reporting using S4

In the Interaction with CGI / SAI reporting using $4 Procedure as depicted in Figure 15.1.3-3 of TS 23.060 [21], if CGI
or SAI changes are considered relevant to charging, a change notification is sent to the PDN GW. There is no response
to this report. This corresponds to a Location change (CGI/SAI) event report provided to the PCRF by means of a
Gateway Control and QoS Rules Request, as defined in TS 23.203 [19]. This procedure ensures that the event is
reported to the PDN GW as well.

5.10.10 RAU Procedure Support

RAU proceduresin TS 23.060 [21] send messages from the S4 SGSN to the S-GW and thence to P-GW using GTPv2.
For PMIP-based S5/S8, these exchanges occur via PCC.

TS 23.203[19], figure 7.7.3-1 "Gateway Control and QoS Rules Request”, depicts the procedure. The BBERF(S-GW)
sends a Gateway Control and QoS Rules Request message to the PCRF including the APN-AMBR. The PCRF sends a
PCC Rules Provision message to the PDN GW including the APN-AMBR. The PDN GW responds with an
Acknowledge Policy and Charging Rules Provisioning message with the APN-AMBR to the PCRF. The PCRF
responds to the BBERF(S-GW) with a Gateway Control and QoS Rules Reply message with the APN-AMBR
parameter. The response from the PCRF to the BBERF to the initial Gateway Control and QoS Rules Request message
must wait (synchronously) for the completion of the PCC Rules Provision exchange between the PCRF and PCEF.

- 6.9.1.22a Inter SGSN Routeing Area Update and Combined Inter SGSN RA / LA Update using 4

Instead of the steps shown in the box (B1) in TS 23.060 [21], clause 6.9.1.2.23, figure 33b, the procedure
described above is employed.

- 6.9.21a Routeing Area Update Procedure using $4

Instead of the steps shown in the box (B1) in TS 23.060 [21], clause 6.9.2.14, figure 36b, the procedure
described above is employed.

5.11 PDN GW initiated IPv4 address Delete Procedure

This procedure isinitiated by the PDN GW when the UE rel eases the | Pv4 address using DHCPv4 procedure or the
lease for the I P address has expired. The procedure is used to delete the IPv4 address from the PDN connection context.
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Figure 5.11-1: PDN GW initiated IPv4 address Delete Procedure

This procedure applies to the Non-Roaming (Figure 4.2.1-1), Roaming (Figure 4.2.1-2) and Local Breakout
(Figure 4.2.3-4) cases. For the Roaming and Local Breakout cases, the VPCRF forwards messages between the Serving
GW and the hPCRF. In the Local Breakout case, the vVPCRF forwards messages between the PDN GW and the hPCRF.

The optional interaction steps between the gateways and the PCRF in the proceduresin figure 5.11-1 only occur if
dynamic policy provisioning is deployed. Otherwise policy may be statically configured with the gateway.

1

The PCEF initiates the Gateway Control Session Modification Procedure with the PCRF as specified in
TS 23.203 [19]. The PDN GW provides the information to enable the PCRF to uniquely identify the IP CAN
session.

In case QoS rules have to be modified, e.g. change of SDF filters, the PCRF initiates a GW Control and QoS
rules provision procedure as described in TS 23.203 [19] to inform the S-GW of the updated QoS rules.

. The S-GW initiates the "PDN GW initiated bearer modification without QoS update” as described in

TS 23.401 [4], clause 5.4.3, between steps (A) and (B).

The S-GW informs the PCRF of the success of the QoS rules enforcement, thus ending the GW Control and QoS
rules provision procedure described in TS 23.203 [19].

The PDN GW sends a Binding Revocation Indication (PDN address) message to the Serving GW to revoke the
IPv4 address.

The Serving GW returns a Binding Revocation Acknowledgement message to the PDN GW.

ETSI



3GPP TS 23.402 version 13.4.0 Release 13 108 ETSI TS 123 402 V13.4.0 (2016-03)

5.12  Location Change Reporting Procedure for PMIP-based
S5/S8

This clause contains the procedure steps that vary between the GTP and PMIP variant of S5 and S8 for the Location
Change Reporting procedure provided in clause 5.9.2 of TS 23.401 [4]. If the Serving GW has received the User
Location Information | E and/or user CSG information from MME, this event is reported to the PCRF by means of a
Gateway Control and QoS Rules Request, as defined in TS 23.203 [19]. This procedure ensures that the event is
reported to the PDN GW as well.

Roaming
Scenarios

U] [etogen) saw | [pow | [[wcre || [ npcrr
| |

Procedure as per TS 23.401 Figure 5.9.2-1 from
step la to step 2

1
2 N | et o A
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_________________ L_ -1\
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Procedure as per TS 23.401
Figure 5.9.2-1 Step 5

Figure 5.12-1: Notification of the ECGI/TAI information changes

This procedure concerns both the non-roaming (S5) asin Figure 4.2.1-1 and roaming case (S8) asin Figure 4.2.1-2. In
the roaming case, the VPCRF in the VPLMN forwards messages between the Serving GW and the hPCRF in the
HPLMN. In the case of Local Breakout as in Figure 4.2.3-4, the vPCRF forwards messages sent between the PDN GW
and the hPCRF as well. In the non-roaming case, the vPCRF is not involved at all.

The optional interaction steps between the gateways and the PCRF in the proceduresin Figure 5.12-1 only occur if
dynamic policy provisioning is deployed and the MME has been requested to report the User Location Information |E
and/or user CSG information changes to the PGW for the UE.

A.l) The Serving GW informs the PCRF about the change User Location Information |E and/or user CSG
information by initiating the Gateway Control and QoS Policy Rules Request Procedure as specified in
TS23.203[19].

A.2) The hPCRF notifies the PDN GW of the UE Location Information |E and/or user CSG information by
initiating the PCC Rules Provision Procedure as specified in TS 23.203 [19]

Step A.2 may be initiated before step A.1 compl etes.

5.13  Support for Machine Type Communications (MTC)

5.13.1 General

Support for Machine Type Communications (MTC) isdescribed in TS 23.401 [4]. The common procedures and
functionalities are only captured in TS 23.401 [4].
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5.13.2 PDN GW control of overload

The PDN GW may provide mechanisms for avoiding and handling overload situations. These include the rejection of
PDN connection requests from UES.

When PMIP isused for S5/S8 interface, PDN GW may reject the PDN connection request (i.e. Proxy Binding Update)
with indication that the APN is congested. In addition the PDN GW may indicate a"PDN-GW back-off time" for a
specific APN to the MME in the reject message.

Other PDN GW functionalities and the behaviour of Serving GW/MME/SGSN upon receiving the reject messages are
described in TS 23.401 [4].
5.13.3 Usage of low access priority indicator

For PDN connection establishment requests, the SGSN/MME includes the low access priority indicator in the request
message to the Serving GW/PDN Gateway. The Serving GW shall forward the indicator to PDN GW in Proxy Binding
Update message.

Other functions related to indicators are described in TS 23.401 [4].

6 Functional Description and Procedures for Trusted
Non-3GPP IP Accesses

6.1 Control and User Plane Protocol Stacks

6.1.1 Protocol Stacks for S2a
The following protocols shall be supported on S2a:
- PMIPvG.
- MIPv4 FA mode.
- GTP based protocol for Trusted WLAN as specified in clause 16.

The figures below illustrate the control planes for Mobility Management (MM) and the user planes for each protocol
option.
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MAG IP Access LMA
MAG
Control Plane User Plane
Legend:

- According to terms defined in PMIPv6 specification, RFC 5213 [8], the functional entities terminating both
the control and user planes are denoted MAG in the non-3GPP IP access and LMA in the Gateway. LMA
includes also the function of a Home Agent.

- The MM control plane stack is PMIPv6 specification, RFC 5213 [8,] over IPv6/IPv4.

- The user plane carries remote IPv4/v6 packets over either an IPv4 or an IPv6 transport network.

- The tunnelling layer implements GRE encapsulation applicable for PMIPv6.

- IPv4/IPv6: This refers to network layer protocols. On the Trusted Non-3GPP IP Access MAG this includes
termination of the UE-MAG link-local protocols (e.g. IPv6 Router Solicitation/Advertisement) and
forwarding of user plane IP packets between the UE-MAG point-to-point logical link and the S2a tunnel for
the UE.

Figure 6.1.1-1: Protocols for MM control and user planes of S2a for the PMIPv6 option

MIPv4 MIPv4 MIPv4 MIPv4 IPv4 IPv4 1Pv4
UDP UDP UDP UDP Tunnellin Tunnelling
Layer Layer
IPv4 IPv4 IPv4 IPv4 IPv4 IPv4
L2/L1 L2/L1 L2/L1 L2/L1 L2/L1 L2/L1 L2/L1 L2/L1
S2a S2a
UE Trusted Non-3GPP Gateway UE Trusted Non-3GPP Gateway
IP Access HA IP Access HA
FA FA
Control Plane User Plane
Legend:

- According to terms defined in MIPv4 RFC 5944 [12], the functional entities terminating both the control and
user planes are denoted MN (Mobile Node) in the UE, FA (Foreign Agent) in the non-3GPP IP access, and
HA (Home Agent) in the Gateway.

- The MM control plane stack is MIPv4 RFC 5944 [12] over UDP over IPv4.

- The user plane carries remote IPv4 packets over an IPv4 transport network.

- The tunnelling layer implements IP encapsulation applicable for MIPv4 as defined in RFC 5944 [12]. In
some cases the tunnelling layer may be transparent.

- IPv4: This refers to network layer protocols. On the Trusted Non-3GPP IP Access FA user plane this
includes termination of the UE-FA link-local protocols (e.g. ARP messages) and forwarding of user plane
IP packets between the UE-FA point-to-point logical link and the S2a tunnel for the UE.

Figure 6.1.1-2: Protocols for MM control and user planes of S2a for the MIPv4 FA mode option
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6.1.2 Protocol Stacks for S2c over Trusted Non-3GPP IP Accesses

The following protocol shall be supported on S2c over Trusted Non-3GPP IP Accesses:
- DSMIPv6, with IPsec and IKEV2 used to secure mobility signalling, as specified in RFC 4877 [22]

The figure below illustrates the control plane for Mobility Management (MM) and the user plane.

IPv4/IPv6 IPv4/IPv6

DSMIPv6 DSMIPv6 Tunnelling Tunnelling
| aver | aver

IPv4/IPV6 IPv4/IPV6|IPv4/IPV6 IPv4/IPv6 IPv4/IPV6 IPv4/IPV6 | IPV4/IPV6 IPv4/IPV6
L2/L1 L2/L1 L2/L1 L2/L1 L2/L1 L2/L1 L2/L1 L2/L1

S2c¢ S2¢
UE IP Access System Gateway UE IP Access System Gateway
Router HA Router HA
Control Plane User Plane

- According to terms defined in DSMIPv6 [10], the functional entities terminating both the control and user
planes are denoted MN (Mobile Node) in the UE, and HA (Home Agent) in the Gateway.

- The MM control plane stack is DSMIPv6 [10] over IPv6/IPv4.

- The user plane carries remote IPv4/v6 packets over either an IPv4 or an IPv6 transport network.

- The tunnelling layer implements IP encapsulation applicable for MIPv6 as defined in DSMIPv6 [10]. In
some cases the tunnelling layer may be transparent.

Figure 6.1.2-1: Protocols for MM control and user planes of S2c¢ for the DSMIPv6 option

6.2 Initial Attach on S2a

6.2.1 Initial Attach Procedure with PMIPv6 on S2a and Anchoring in PDN
GW

PMIPv6 specification, RFC 5213 [8], is used to setup a PMIPv6 tunnel between the trusted non-3GPP | P access and the
PDN GW. In both roaming and non-roaming cases, S2ais present. It is assumed that MAG exists in the trusted non-
3GPP |P access.
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Figure 6.2.1-1: Initial attachment with Network-based MM mechanism over S2a for roaming, LBO and
non-roaming scenarios

The optional interaction steps between the gateways and the PCRF in the procedures only occur if dynamic policy
provisioning is deployed. Otherwise policy may be statically configured in the gateway.

This procedure applies to the Non-Roaming (Figure 4.2.2-1), Roaming (Figure 4.2.3-1) and Loca Breakout

(Figure 4.2.3-4) cases. For the Roaming and Local Breakout cases, the VPCRF forwards messages between the non-
3GPP access and the hPCRF. In the Local Breakout case, the vVPCRF forwards messages between the PDN GW and the
hPCRF. In the Roaming and LBO cases, the 3GPP AAA Proxy serves as an intermediary between the Trusted Non-
3GPP IP Access and the 3GPP AAA Server in the HPLMN. In the non-roaming case, the vVPCRF is hot involved at al.

This procedureis also used to establish the first PDN connection over atrusted non-3GPP access with S2a when the UE
aready has active PDN connections only over a 3GPP access and wishes to establish simultaneous PDN connections to
different APNs over multiple accesses.

1) Theinitial Non-3GPP access specific L2 procedures are performed. These procedures are Non-3GPP access
specific and are outside the scope of 3GPP.

2) The EAP authentication procedure isinitiated and performed involving the UE, Trusted Non-3GPP | P Access
and the 3GPP AAA Server. In the roaming case, there may be several AAA proxies involved. Subscription data
is provided to the Trusted non-3GPP IP Access by the HSS/AAA in this step. The list of all the authorized APNs
aong with additional PDN GW selection information is returned to the access gateway as part of the reply from
the 3GPP AAA Server to the trusted non-3GPP access as described in clause 4.5.1. The 3GPP AAA Server also
returns to the trusted non-3GPP access the MN NAI to be used to identify the UE in Proxy Binding Update and
Gateway Control Session Establishment messages (steps 4 and 10). If supported by Non-3GPP access network,
the Attach Typeisindicated to the Non-3GPP access network by the UE. The mechanism for supporting attach
type is access technology specific and out of scope for 3GPP standardization. Attach Type indicates "Handover
when the UE aready has active PDN connection(s) due to mobility from 3GPP access to non-3GPP access.
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NOTE 1: The MN NAI returned from the 3GPP AAA Server to the trusted non-3GPP access is a permanent IM Sl

3)

4)

5)

based MN NAI.

After successful authentication and authorization, the non-3GPP access specific L3 attach procedure is triggered.
The UE may send requested APN to the Non-3GPP |P access in this step.

If the UE sends arequested APN in this step, the Trusted non-3GPP Access verifiesthat it is alowed by
subscription. If the UE does not send a requested APN the Trusted non-3GPP Access uses the default APN.

The PDN Gateway selection takes place at this point as described in clause 4.5.1. This may entail an additional
interaction with the Domain Name Server function in order to obtain the PDN GW address. If the PDN
subscription profile returned by the 3GPP AAA Server in step 2 contains a PDN GW identity for the selected
APN and the Attach Type does not indicate "Handover", the Non-3GPP access GW may request a new

PDN GW asdescribed in clause 4.5.1, e.g. to allocate a PDN GW that allows for more efficient routeing.

The UE may request the type of address (1Pv4 address or IPv6 prefix or both) during this step.

If supported by the non-3GPP access, the UE may send Protocol Configuration Optionsin this step using access
specific mechanisms. The Protocol Configuration Options provided by the UE may include the user credentials
for PDN access authorization. In that case, in order to handle situations where the UE may have subscriptions to
multiple PDNs, the UE should also send a requested APN to the non-3GPP | P access.

The Trusted non-3GPP access initiates the Gateway Control Session Establishment Procedure with the PCRF, as
specified in TS 23.203 [19]. The Trusted non-3GPP access provides the information to the PCRF to correctly
associate it with the IP-CAN session to be established in step 6 and aso to convey subscription related
parameters to the PCRF, including the APN-AMBR (if forwarded by the trusted non-3GPP | P access) and
Default Bearer QoS.

The MAG function of Trusted Non-3GPP | P Access sends a Proxy Binding Update (MN-NAI, Lifetime, Access
Technology Type, Handover Indicator, APN, GRE key for downlink traffic, Charging Characteristics, Additional
Parameters) message to PDN GW. The MN NALI identifiesthe UE. The Lifetime field must be set to a nonzero
value. Access Technology Typeis set to a value matching the characteristics of the non-3GPP access. The MAG
creates and includes a PDN connection identity if the MAG supports multiple PDN connectionsto asingle APN.
Handover Indicator is set to indicate attachment over a new interface as the UE has provided Attach Type
indicating "Initial" attach. The Additional Parameters include the Protocol Configuration Options provided by
the UE in step 3 and may also include other information. The MAG requests the | P address types (I Pv4 address
and/or IPv6 Home Network Prefix) based on requested | P address types and subscription profile in the same way
asthe PDN typeis selected during the E-UTRAN Initia Attachin TS 23.401 [4]. If the PDN requires an
additional authentication and authorization with an external AAA Server, the PDN GW performs such an
additional authentication and authorization at the reception of the Proxy Binding Update.

NOTE 2: Any time after initiation of Step 4, Step 5 can be initiated by MAG.

6)

8)

The PDN GW initiates the IP-CAN Session Establishment Procedure with the PCRF, as specified in

TS 23.203[19]. The PDN GW provides information to the PCRF used to identify the session and associate
Gateway Control Sessions established in step 4 correctly. The PCRF creates |P-CAN session related information
and responds to the PDN GW with PCC rules and event triggers. If available, the PCRF may modify the APN-
AMBR and provides the APN-AMBR and Default Bearer QoS to the PDN GW in the response message.

The selected PDN GW informs the 3GPP AAA Server of its PDN GW identity and the APN corresponding to
the UE's PDN Connection. The message includes information that identifies the PLMN in which the PDN GW is
located. Thisinformation is registered in the HSS as described in clause 12. The PDN GW shall only use the
APN-AMBR and Default Bearer QoS received from the 3GPP AAA server in this step if these parameters have
not been received in step 6.

The PDN GW processes the proxy binding update and creates a binding cache entry for the UE. The PDN GW
allocates | P address(es) for the UE. The PDN GW then sends a Proxy Binding Acknowledgement (MN NAI,
Lifetime, UE Address Info, GRE key for uplink traffic, charging 1D, Additional Parameters) message to the
MAG function in Trusted Non-3GPP I P Access, including the I P address(es) allocated for the UE. The UE
Address Info includes one or more | P addresses. The Lifetime indicates the duration of the binding. If the
corresponding Proxy Binding Update contains the PDN connection identity, the PDN GW shall acknowledge if
multiple PDN connectionsto the given APN are supported. The Charging ID is assigned for the PDN connection
for charging correlation purposes. The Additional Parameters may include Protocol Configuration Options and
other information.
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NOTE 3: If UE requests for both 1Pv4 and IPv6 addresses, both are allocated. If the PDN GW operator dictates the
use of 1Pv4 addressing only or 1Pv6 addressing only for this APN, the PDN GW shall alocate only 1Pv4
address or only 1Pv6 prefix to the UE. If the UE requests for only IPv4 or Pv6 address only one address
isallocated accordingly.

NOTE 4: The MAG learns from the PBA whether the PDN GW supports multiple PDN connections to the same
APN or not.

9) The PMIPv6 tunnel is set up between the Trusted Non-3GPP IP Access and the PDN GW.

10) The PCRF may update the QoS rules in the trusted non-3GPP access by initiating the GW Control Session
Modification Procedure, as specified in TS 23.203 [19].

11) L 3 attach procedure is completed via non-3GPP access specific trigger. |P connectivity between the UE and the
PDN GW is set for uplink and downlink directions. At this step the |P address information is provided to the UE.
Unless already known from step 3, the Non-3GPP I P access should indicate the connected PDN identity (APN)
to the UE. If supported by the non-3GPP access, the Protocol Configuration Options provided by the PDN GW
in step 8 are returned to the UE in this step using access specific mechanisms.

6.2.2 Void

6.2.3 Initial Attach procedure with MIPv4 FAC0A on S2a and Anchoring in
PDN-GW

MIPv4 [12] is used to setup a MIP tunnel between the Trusted non-3GPP IP Access and the PDN GW. It is assumed
that a Foreign Agent (FA) islocated in the Trusted non-3GPP |P Access.
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Roaming Scenarios
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Figure 6.2.3-1: Initial attachment when MIPv4 FACoA mode MM mechanism is used over S2a

When the Attach procedure occurs in the Non-Roaming case (Figure 4.2.2-1), the vPCRF is not involved. The optional
interaction steps between the gateways and the PCRF in the procedures only occur if dynamic policy provisioning is
deployed. Otherwise policy may be statically configured with the gateway.

This procedure applies to the Non-Roaming (Figure 4.2.2-1), Roaming (Figure 4.2.3-1) and Local Breakout

(Figure 4.2.3-4) cases. For the Roaming and Local Breakout cases, the VPCRF forwards messages between the non-
3GPP access and the hPCRF. In the Local Breakout case, the VPCRF forwards messages between the PDN GW and the
hPCRF. In the Roaming and LBO cases, the 3GPP AAA Proxy serves as an intermediary between the Trusted Non-
3GPP IP Access and the 3GPP AAA Server in the HPLMN. In the non-roaming case, the vVPCRF is hot involved at al.

This procedureis also used to establish the first PDN connection over a trusted non-3GPP access with MIPv4 FACoA
on S2a when the UE already has active PDN connections only over a 3GPP access and wishes to establish simultaneous
PDN connectionsto different APNs over multiple accesses.

The event that triggers Authentication and Authorization in step 2 between the Trusted Non-3GPP IP Access and the
3GPP AAA Server, depends on the specific access technology.
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1) Theinitial Non-3GPP access specific L2 procedure and Non-3GPP access specific authentication procedures
may be performed. These procedures are outside the scope of 3GPP.

2) The EAP-based authentication procedure for trusted non-3GPP access networks between UE and the 3GPP EPC
shall be performed as defined by TS 33.402 [45]. The PDN Gateway information is returned as part of the reply
from the 3GPP AAA Server to the FA in the trusted non-3GPP access as described in clause 4.5.1. The Attach
Typeisindicated to the Non-3GPP access network by the UE as described in the step 2 of clause 6.2.1.

3) The UE may send an Agent Solicitation (AS) RFC 5944 [12] message. Specification of this message is out of the
scope of 3GPP.

4) The FA inthe Trusted Non-3GPP IP Access sends a Foreign Agent Advertisement (FAA) [12] message to the
UE. The FAA message includes the Care-of Address (CoA) of the Foreign Agent function in the FA.
Specification of this message is out of the scope of 3GPP.

5) The UE sends a Registration Request (RRQ) (MN-NAI, lifetime, APN) message to the FA as specified in
RFC 5944 [12]. The MN NAI identifies the UE. Reverse Tunnelling shall be requested. This ensures that all
traffic will go through the PDN GW. The RRQ message shall include the NAI-Extension RFC 2794 [34]. The
UE may not indicate a specific Home Agent address in the RRQ message, in which case the PDN
Gateway/Home Agent is selected by the FA as per step 2. The UE then receives the | P address of the PDN
Gateway in step 13 as part of the Registration Reply (RRP) message. The UE should then include the PDN
Gateway address in the Home Agent address field of subsequent RRQ messages. Subscription datais provided to
the Trusted non-3GPP IP Access by the HSS/AAA in this step. The UE may request connectivity to a specific
PDN by using an APN as specified in RFC 5446 [39]. If the UE provides an APN the FA verifiesthat itis
allowed by subscription. If the UE does not provide an APN the FA establishes connectivity with the default
PDN. The PDN Gateway selection takes place at this point as described in clause 4.5.1. This may entail an
additional name resolution step.

6) The Trusted non-3GPP access initiates the Gateway Control Session Establishment Procedure with the PCRF, as
specified in TS 23.203 [19]. The Trusted non-3GPP access provides the information to the PCRF to correctly
associate it with the IP-CAN session to be established in Step 9 and also to convey subscription related
parameters to the PCRF, including the APN-AMBR (if forwarded by the trusted non-3GPP | P access) and
Default Bearer QoS.

7) The FA processes the message according to RFC 5944 [12] and forwards a corresponding RRQ (MN-NAI,
APN) message to the PDN GW.

8) The selected PDN GW aobtains Authentication and Authorization information from the 3GPP AAA/HSS.

9) The PDN GW allocates an | P address for the UE. The PDN GW initiates the IP-CAN Session Establishment
Procedure with the PCRF, as specified in TS 23.203 [19]. The PDN GW provides information to the PCRF used
to identify the session and associate Gateway Control Sessions established in step 6 correctly. The PCRF creates
IP-CAN session related information and responds to the PDN GW with PCC rules and event triggers.

10) The selected PDN GW informs the 3GPP AAA Server of the PDN GW identity and the APN corresponding to
the UE's PDN Connection. The message includes information that identifies the PLMN in which the PDN GW is
located. Thisinformation is registered in the HSS as described in clause 12.

11) The PDN GW sends a RRP (MN-NAI, Home Address, Home Agent Address, Lifetime) as defined in
RFC 5944 [12] to the FA. The Home Address includes UE Home | P address, the Home Agent Address contains
the IP address of Home Agent. The Lifetime indicates the duration of the binding.

12)In case the QoS rules have changed, the PCRF updates the QoS rulesin the Trusted non-3GPP access by
initiating the GW Control Session Modification Procedure, as specified in TS 23.203 [19].

13) The FA processes the RRP (MN-NAI, Home Address, Home Agent Address) according to RFC 5944 [12] and
sends a corresponding RRP message to the UE.

14) 1P connectivity from the UE to the PDN GW is now setup. A MIPv4 tunnel is established between the FA in the
Trusted Non-3GPP |P Access and the PDN GW.
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6.2.4 Initial Attach Procedure with PMIPv6 on S2a and Chained S2a and

PMIP-based S8

This clause defines the initial attach procedure for the PMIP-based S8/S2a chaining. This procedure also applies to the
initial attach for PMIP-based S8/S2b chaining.

Trusted

Non-3GPP PDN AAA HSS/
UE | |Access/ePDG S-GW GW VvPCRF Proxy hPCRF AAA

[EnY

. Attach Initiation

2. Prpxy Binding Update
—

3. Proxy Binding Update
_

7/ S g 1N
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/. 4. PCEF-Initiated IP-CAN Session ‘.
. Establishment Procedure ’

5. Update PDN GV\i,ﬁddress

6. Proxy Binding Ack
—

PMIP Tunnelf
7. Proxy Binding Ack )

‘—
MIP Tunnel )

8. Complete Attach

Figure 6.2.4-1: Initial attachment for chained PMIP-based S8-S2a/b roaming scenarios

1) Theattachinitiation on the trusted or untrusted non-3GPP access is performed as described in steps 1-4 of

2)

clause 6.2.1 (for trusted non-3GPP access) and step 1 of clause 7.2.1 (for untrusted non-3GPP access). As part of
the authentication procedure, the 3GPP AAA proxy obtains the PDN GW selection information from the
HSS/AAA as described in clause 4.5.1, and performs Serving GW selection as described in clause 4.5.3. 3GPP
AAA proxy provides both PDN GW selection information and Serving GW identity to the MAG function of the
trusted non-3GPP access or ePDG. Then the MAG function performsthe PDN GW selection. If PCC is
deployed, the MAG function of the Trusted Non-3GPP | P access is notified to interact with the PCRF when it is
PMIP-based chained case.

The MAG function of Trusted Non-3GPP IP Access or ePDG sends a Proxy Binding Update (MN-NAI,
Lifetime, Access Technology Type, Handover Indicator, APN, GRE key for downlink traffic, PDN GW address,
Additional Parameters) message to the Serving GW inthe VPLMN. The MN NAI identifiesthe UE. The
Lifetime field must be set to a nonzero value, indicating registration. Access Technology Typeis set to avalue
matching the characteristics of the non-3GPP access. The MAG creates and includes a PDN connection identity
if the MAG supports multiple PDN connections to a single APN. Handover Indicator is set to indicate
attachment over a new interface. The MAG requests the | P address types (I Pv4 address and/or |Pv6 Home
Network Prefix) based on requested | P address types and subscription profile in the same way asthe PDN typeis
selected during the E-UTRAN Initial Attachin TS 23.401 [4]. The Additional Parameters may include Protocol
Configuration Options and other information.
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3)

The Serving GW sends a corresponding Proxy Binding Update (MN-NAI, Lifetime, Access Technology Type,
Handover Indicator, APN, GRE key for downlink traffic, Additional Parameters) message (asin step 2) to the
PDN GW. The GRE key for downlink traffic is allocated by the Serving GW. If the MAG included the PDN
connection identity in the Proxy Binding Update of the previous step and the Serving GW supports multiple
PDN connectionsto asingle APN then the Serving GW forwards the PDN connection identity to the PDN GW.

NOTE 1: Inthis Release of the specification, the Serving GW uses the right protocol to connect with the PDN GW

4)

5)

6)

based on the pre-configured information on itself in case the selected Serving GW supporting both PMIP
and GTP.

The PDN GW initiates the PCEF-initiated IP CAN Session Establishment Procedure with the hPCRF, as
specified in TS 23.203 [19].

The selected PDN GW informs the 3GPP AAA Server of the PDN GW identity. The message includes
information that identifies the PLMN in which the PDN GW islocated. The 3GPP AAA Server then conveys
thisinformation to the HSS for the UE.

The PDN GW processes the proxy binding update and allocates | P address(es) for the UE. The PDN GW creates
a binding cache entry for the PMIPv6 tunnel towards the Serving GW and sends a Proxy Binding
Acknowledgement (MN NAI, Lifetime, UE Address Info, GRE key for uplink traffic, Charging ID, Additional
Parameters) message to the Serving GW. The MN NAI isidentical to the MN NAI sent in the Proxy Binding
Update. The Lifetime indicates the duration the binding will remain valid. The UE Address Info includes one or
more | P addresses. If the corresponding Proxy Binding Update contains the PDN connection identity, the PDN
GW shall acknowledge if multiple PDN connections to the given APN are supported. The Charging ID is
assigned for the PDN connection for charging correlation purposes. The Additional Parameters may include
Protocol Configuration Options and other information.

NOTE 2: If UE requests for both 1Pv4 and | Pv6 addresses, both are allocated. If the UE requests for only 1Pv4 or

IPv6 address only one address is all ocated accordingly.

NOTE 3: The MAG learns from the PBA whether the PDN GW supports multiple PDN connection to the same

7)

8)

6.3

APN or not.

The Serving GW processes the proxy binding acknowledgement and creates a binding cache entry for the
PMIPv6 tunnel towards the MAG function in the trusted non-3GPP access or ePDG. At this point, the Serving
GW also establishes the internal forwarding state for the concatenation of the PMIPv6 tunnels. The Serving GW
then sends a corresponding Proxy Binding Acknowledgement (MN NAI, Lifetime, UE Address Info, GRE key
for uplink traffic, Charging 1D, Additional Parameters) message (asin step 7) to the MAG function of Trusted
Non-3GPP IP Access or ePDG. The GRE key for uplink traffic is allocated by the Serving GW. The Charging
ID is assigned for the PDN connection for charging correlation purposes.

The attach procedure is completed as described in steps 10-11 of clause 6.2.1 (for trusted non-3GPP access) and
steps 6-8 of clause 7.2.1 (for untrusted non-3GPP access).

Initial Attach Procedure with DSMIPv6 on S2c in Trusted
Non-3GPP IP Access

This clause is related to the case when the UE attaches to a Trusted Non-3GPP Access network and host based mobility
management mechanisms are used. Dual Stack MIPv6 [10] is used for supporting mobility over S2c interface.

The S2c initial attach can be seen to consist of several modules:

A.
B.
C.

The UE setsup local 1P connectivity in a Trusted Non-3GPP Access
The UE discovers the HA, and establishes a security association with it to protect DSMIPv6 signalling.

The UE performs a Binding Update with the PDN GW
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Roaming Scenarios
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Figure 6.3-1: Initial attachment from Trusted Non-3GPP IP Access with DSMIPv6

Non-roaming (Figure 4.2.2-1), home routed roaming (Figure 4.2.3-1) and Local Breakout (Figure 4.2.3-4) cases are

supported
Breakout.

by this procedure. The AAA proxy and vVPCRF are only used in the case of home routed roaming and Local
In non-roaming scenarios, the AAA proxy and vVPCRF are not involved.

This procedureis also used to establish the first PDN connection over atrusted non-3GPP access with DSMIPv6 on S2¢
when the UE aready has active PDN connections only over a 3GPP access and wishes to establish simultaneous PDN
connections to different APNs over multiple accesses.

The optional interaction steps between the gateways and the PCRF in the procedures only occur if dynamic policy
provisioning is deployed. Otherwise policy may be statically configured in the gateway.

The UE m

ay be authenticated and authorised to access the Trusted Non-3GPP Access hetwork according to an access

network specific procedure. These procedures are outside the scope of 3GPP, After the authentication, UE is configured
with Local 1P Address from the access network domain.

A) Set
1)

up of Local IP connectivity

Access Authentication procedure for trusted Non-3GPP access networks between UE and the 3GPP EPC
shall be performed as defined by TS 33.402 [45] unless the conditionsin TS 33.402 [45] are met that allow to
skip this procedure. Asindicated above, in the roaming case signalling may be routed viaa 3GPP AAA
Proxy inthe VPLMN. As part of the AAA exchange for network access authentication, the AAA/HSS and/or
the 3GPP AAA Proxy may return to the Trusted non-3GPP | P Access a set of home/visited operator's
policies to be enforced on the usage of local |1P address, or IPv6 prefix, alocated by the access system upon
successful authentication. Subscription datais provided to the Trusted non-3GPP IP Access by the HSS/AAA
in this step.
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2) The L3 connection is established between the UE and the Trusted Non-3GPP Access system. As aresult of
this procedure, an 1Pv4 address or an |Pv6 address/prefix is aso assigned to the UE by the access system (i.e.
alLoca IP addressthat will be used as a Care-of Address for DSMIPv6 over the S2c reference point).

NOTE 1: It isassumed that the access system is aware that network-based mobility procedures do not need to be
initiated.

NOTE 2: The access system may complete the step 2 after step 3.

3) If the access system supports PCC-based policy control, the access gateway initiates a Gateway Control
Session Establishment Procedure with the PCRF as specified in TS 23.203 [19]. The message includes at
least the UE IP address or IPv6 prefix alocated by the access system in step 2. The message includes also the
IP-CAN type.

Based e.g. on the UE identity and user profile, operator's policies and the IP-CAN type, the PCRF decides on
the QoS policy rules and completes the session establishment towards the access gateway. The rules provided
in this step are referred to the address assigned by the trusted non-3GPP access.

In the roaming case, PCC signalling is sent viaa vPCRF in the VPLMN.

NOTE 3: The UE identity information to be used by the access system to establish the session with the PCRF may
be piggybacked by the AAA/HSS in step 1.

B) PDN GW/HA Discovery and HoA Configuration.

4) The UE discoversthe PDN GW (Home Agent) as specified in clause 4.5.2 of TS 23.402 (this specification).
A security association is established between UE and PDN GW to secure the DSMIPv6 messages between
UE and PDN GW and for authentication between the UE and the PDN GW. The UE initiates the
establishment of the security association using IKEv2 [9]; EAP [11] is used over IKEv2 for authentication
purposes. The PDN GW communicates with the AAA infrastructure in order to complete the EAP
authentication via S6b. The APN-AMBR and Default Bearer QoS is provided to the PDN GW in this step.

If the PDN requires an additional authentication and authorization with an external AAA Server, an
additional authentication is executed in this step. Details on these multiple authentications are specified in
RFC 4739 [50] and in TS 33.402 [45] (Private Network Access (PNA)).

During this step the UE may include the APN of the PDN it wants to access and it can also request the IPv6
home prefix as defined in RFC 5026 [40] in order to influence the IPv6 home network prefix assignment
procedure. Even if the UE requests more than one IPv6 home prefix, the PDN GW shall assign only one |Pv6
home prefix to the UE.

During this step an I1Pv6 home prefix is assigned by the PDN GW to the UE as defined in RFC 5026 [40].
After the IPv6 home network prefix is assigned, UE constructs a home address from it via auto-configuration.
The associated PDN identity (APN) shall be indicated to the UE viathe IDr payload. In case the UE provided
APN to the PDN GW earlier in this step, the PDN GW shall not change the provided APN.

During this step, the PDN GW also informs the 3GPP AAA Server of the identity of the selected PDN GW
and the APN corresponding to the UE's PDN Connection. The PDN GW also provides information that
identifies the PLMN in which the PDN GW islocated. Thisinformation isregistered in the HSS as described
in clause 12.

NOTE 4: The MN NAI and APN string are delivered from the UE to the PDN GW in step 4 in order to support
PCC interactionsin step 6.

C) Binding Update

5) The UE sendsthe DSMIPv6 Binding Update (1P Addresses (HoA, CoA), Lifetime) message to the PDN GW
as specified in RFC 5555 [10]. The UE shall inform the PDN GW that | P address preservation shall be
maintained for the whole home network prefix.

The PDN GW processes the binding update. During the processing the PDN GW performs authentication and
authorization of the message using the |Psec security association established in Step 4. During this step the
UE can reguest an 1Pv4 home address to the PDN GW as defined in RFC 5555 [10].
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6)

If PCC is supported, the PDN GW initiates the IP-CAN Session Establishment Procedure with the PCRF as
specified in TS 23.203 [19]. The message includes at least the HOA and the CoA. The message may also
include a permanent UE identity and an APN string. The PDN GW shall provide information about the
mobility protocol tunnelling header to the PCRF, the APN-AMBR and Default Bearer QoS obtained in
step 4.

The PCRF decides on the PCC rules and Event Triggers and provisions them to the PDN GW. The PDN GW
installs the received PCC rules.

NOTE 5: The permanent UE identity to be used by the PDN GW to establish the session with the PCRF may be

7)

8)

piggybacked by the AAA/HSS in step 4.

The PDN GW sends the DSMIPv6 Binding Ack (Lifetime, IP Addresses (HoA, CoA)) message to the UE. In
this step the PDN GW may include the duration of the binding and the IPv4 home address allocated for the
UE as specified in RFC 5555 [10], if previoudly requested by the UE and allowed by the subscription profile
asit isspecified in the E-UTRAN attach procedure in TS 23.401 [4]. Even in case the UE requests more than
one IPv4 home addressin step 5, the PDN GW shall assign only one |Pv4 home address for the UE.

The PCRF initiates the Gateway Control and QoS Rules Provision Procedure specified in TS 23.203 [19] by
sending a message with the information of mobility protocol tunnelling encapsulation header to the Trusted
non 3GPP access Gateway. In case the QoS rules have changed, the updated QoS rules shall also be included
in this message.

NOTE 6: Rulesrelated to the HoA can be sent to the Trusted Non-3GPP Access based on the procedure in

6.4

6.4.1

6.4.1.1

clause 6.6.2.

Detach and PDN Disconnection for S2a

UE/Trusted Non-3GPP IP Access Network Initiated Detach and
UE/Trusted Non-3GPP IP Access requested PDN Disconnection
Procedure with PMIPv6

Non-Roaming, Home Routed Roaming and Local Breakout Case

The procedure in this clause applies to both Detach Procedures, including UE or Trusted non-3GPP access initiated
detach procedure, and UE/Trusted non-3GPP Access requested PDN disconnection procedure when supported by the
Trusted non-3GPP access.

The UE can initiate the detach procedure, e.g. when the UE is power off. The Trusted Non-3GPP Access Network can
initiate the detach procedure due to administrative reasons or detecting the UE's leaving by, e.g. Link-layer event
specific to the access technology (refer to PMIPv6 specification, RFC 5213 [8], for more information).
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Roaming Scenarios

Trusted
Non-3GPP PDN AAA HSS/
UE IP Access GW Proxv VPCRF hPCRF AAA

i 1. Apcess technology |
i spedific detach trigger |

B. Proxy Binding Update (lifetinpje=0)

4. Update PDN GW Address
< D
h 1/

A 4

.,/ 5. PCEF-Initiated IP-CAN Sgssion ‘.
. Termination Prodedur /

6. Proxy Bindina Ack

1
i 7. Nom-3GPP specific !
' respurce release !
' brocedure !

Figure 6.4.1.1-1: UE/Trusted Non-3GPP Access Network initiated detach procedure or PDN-
disconnection with PMIPv6

For detach procedure and in case of connectivity with multiple PDNSs, the steps 2 to 6 are repeated for each PDN the UE
is connected to.

For UE-regquested PDN disconnection procedure, steps 2 to 6 are performed for the PDN that the UE requested
disconnection from.

This procedure applies to the Non-Roaming (Figure 4.2.2-1), Roaming (Figure 4.2.3-1) and Local Breakout

(Figure 4.2.3-4) cases. For the Roaming and Local Breakout cases, the vVPCRF forwards messages between the non-
3GPP access and the hPCRF. In the Local Breakout case, the vVPCRF forwards messages between the PDN GW and the
hPCRF. In the Roaming and LBO cases, the 3GPP AAA Proxy serves as an intermediary between the Trusted Non-
3GPP IP Access and the 3GPP AAA Server in the HPLMN. In the non-roaming case, the vVPCRF is hot involved at al.

If dynamic policy provisioning is not deployed, the optional steps of interaction between the gateways and PCRF do not
occur. Instead, the PDN GW may employ static configured policies.

1) The UE or the Trusted Non-3GPP Access Network triggers either detach or disconnection from a specific PDN
by an access technology specific procedure. In the case of PDN disconnection of a PDN connection out of
multiple PDN connections, the UE shall use the access specific mechanism for differentiating the PDN
connections towards the same APN (see clause 6.8.1.1) to indicate the PDN connection to be deregistered and
alow the Mobile Access Gateway in the Trusted Non-3GPP | P Access to select the corresponding PDN
connection identity needed in step 3 (e.g. the UE informs the Trusted Non-3GPP access of the prefix to be
disconnected).

2) The Trusted Non-3GPP Access Network initiates the Gateway Control Session Termination Procedure with the
PCRF as specified in TS 23.203 [19]. The Trusted Non-3GPP Access Network no longer applies QoS policy to
traffic flows for this UE.

3) The Mabile Access Gateway (MAG) in the Trusted Non-3GPP IP Access sends a Proxy Binding Update (MN
NAI, APN, lifetime=0) message to the PDN GW with lifetime value set to zero, indicating de-registration. The
MN NAI identifies the UE to deregister from the PDN GW. When only one PDN connection to the given APN is
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alowed the APN is needed in order to determine which PDN to deregister the UE from, as some PDN GWs may
support multiple PDNs. When multiple PDN connections to the given APN are supported the APN and the PDN
connection identity are needed in order to determine which PDN to deregister the UE from.

4) The PDN GW informsthe 3GPP AAA Server of the PDN disconnection. If the UE no longer has any context in
the 3GPP AAA Server, the 3GPP AAA Server notifies the HSS as described in clause 12.1.2.

5) The PDN GW deletesthe IP CAN session associated with the UE and executes a PCEF-Initiated IP CAN
Session Termination Procedure with the PCRF as specified in TS 23.203[19].

6) The PDN GW deletes existing entries implied in the Proxy Binding Update message from its Binding Cache and
sends a Proxy Binding Ack (MN NAI, APN, lifetime=0) message to the MAG.

7) Non-3GPP specific resource release procedure is executed. The resources of Trusted Non-3GPP Access Network
arereleased. In case of disconnection from a PDN, if the PDN from which the UE is disconnected was the only
PDN that the UE was connected to, detach related procedures may be performed in the Trusted non-3GPP IP
access.

6.4.1.2 Chained PMIP-based S8-S2a Roaming Case

This clause defines the UE/Trusted Non-3GPP | P Access Network-initiated detach procedure UE-requested PDN
disconnection procedure for PMIP-based S8-S2a chaining. This procedure also applies to UE/ePDG-initiated detach
procedure for PMIP-based S8-S2b chaining.

Trusted
Non-3GPP PDN AAA HSS/
UE Access/ePDG S-GW GW Proxy VvPCRF hPCRF AAA

1. Detach Initiation

2. Proxy Binding Update (lifefime=0)

>

3.|Proxy Binding Update (lifetime=0)
e
4. Update PDN GW Addregs

A
\

./ 5. PCEF-Initiated IP-CAN Session
. Termination Procedure /]

6.|Proxy Binding Ack

7.|Proxy Binding Ack

8. Detach Completion

Figure 6.4.1.2-1: UE/ePDG/Trusted Non-3GPP Access Network initiated detach procedure for chained
PMIP-based S8-S2a/b roaming scenarios and PDN-disconnection for chained PMIP-based S8-S2a

For detach procedure and in case of connectivity with multiple PDNs, the steps 2 to 7 are repeated for each PDN the UE
is connected to.

For UE-requested PDN disconnection procedure for chained PMIP-based S8-S2a, steps 2 to 7 are performed for the
PDN that the UE requested disconnection from.

1) For detach, initia steps of the detach is performed as described in steps 1-2 of clause 6.4.1.1 (for trusted non-
3GPP access) and step 1 of clause 7.4.1.1 (for untrusted non-3GPP access). For UE-requested PDN
disconnection in chained PMIP-based S8-S2a, steps 1-2 of clause 6.4.1.1 are performed.
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2) The MAG inthe Trusted Non-3GPP IP Access or ePDG sends a Proxy Binding Update (MN NAI, APN,
lifetime=0) message to the Serving GW with lifetime value set to zero, indicating de-registration. The MN NAI
identifies the UE to deregister from the PDN GW. When only one PDN connection to the given APN is allowed
the APN is needed in order to determine which PDN to deregister the UE from, as some PDN GWs may support
multiple PDNs. When multiple PDN connections to the given APN are supported the APN and PDN connection
identity are needed in order to determine which PDN to deregister the UE from.

3) The Serving GW deletes all existing entries implied in the Proxy Binding Update message from its Binding
Cache and releases all associated resources (e.9. GRE tunnel), and then sends a corresponding Proxy Binding
Update message (asin step 2) to the PDN GW in the HPLMN.

4) The PDN GW informsthe 3GPP AAA Server of the PDN disconnection. If the UE no longer has any context in
the 3GPP AAA Server, the 3GPP AAA Server notifies the HSS as described in clause 12.1.2.

5) The PDN GW initiates the PCEF-initiated |P CAN Session Termination Procedure, as specified in
TS23.203[19].

6) The PDN GW deletes existing entries implied in the Proxy Binding Update message from its Binding Cache and
releases all associated resources, and then sends a Proxy Binding Ack (MN NAI, APN, lifetime=0) message to
the Serving GW inthe VPLMN.

7) The Serving GW sends a corresponding Proxy Binding Ack message (asin step 6) to the MAG functionin
Trusted Non-3GPP |P Access.

8) The detach procedure is completed as described in step 7 of clause 6.4.1.1 (for trusted non-3GPP access) and
step 6 of clause 7.4.1.1 (for untrusted non-3GPP access). In case of disconnection from a PDN, if the PDN from
which the UE is disconnected was the only PDN that the UE was connected to, detach related procedures may be
performed.

6.4.2 HSS/AAA Initiated Detach Procedure with PMIPv6

6.4.2.1 Non-Roaming, Home Routed Roaming and Local Breakout Case

HSS/AAA-initiated detach procedure with PMIPv6 isillustrated in figure 6.4.2.1-1. The HSS can initiate the procedure
e.g. when the user's subscription is removed. The 3GPP AAA Server can initiate the procedure, e.g. instruction from
O&M, timer for re-authentication/re-authorization expired.

If the HSS/AAA-initiated detach procedure has been initiated to delete the UE from the Evolved Packet Core, the
HSS/AAA server shall initiate the detach procedure for each of the access systems to which the UE is registered.

Trusted Non- Roaming Scenarios

3GPP IP PDN AAA HSS/
UE Access GW Proxv VPCRF hPCRF AAA

1. UE De-regigtration Request
D
€

A

2. The procedures as TS 23.402, Figure 6.4.1.1-1, after Step 1

3. UE De-Rgqaistration Ack
N
AN

v

Figure 6.4.2.1-1: HSS/AAA-initiated detach procedure with PMIPv6

This procedure applies to the Non-Roaming (Figure 4.2.2-1), Roaming (Figure 4.2.3-1) and Loca Breakout

(Figure 4.2.3-4) cases. For the Roaming and Local Breakout cases, the VPCRF forwards messages between the non-
3GPP access and the hPCRF. In the Local Breakout case, the VPCRF forwards messages between the PDN GW and the
hPCRF. In the Roaming and LBO cases, the 3GPP AAA Proxy serves as an intermediary between the Trusted Non-
3GPP IP Access and the 3GPP AAA Server in the HPLMN. In the non-roaming case, the vVPCRF is hot involved at al.

ETSI



3GPP TS 23.402 version 13.4.0 Release 13 125 ETSI TS 123 402 V13.4.0 (2016-03)

1) The HSSYAAA sends a Detach Indication message to the MAG in the Trusted Non-3GPP Access Network to
detach a specific UE.

2) Thisincludesthe procedure after step 1 asin figure 6.4.1.1-1.

3) The MAG of the Trusted Non-3GPP Access Network sends a Detach Ack message to the 3GPP AAA Server. If
the detach procedure was initiated from the 3GPP AAA Server and if the UE no longer has any context in the
3GPP AAA Server, the 3GPP AAA Server communicates the HSS as described in clause 12.1.2. If the detach
procedure was initiated by HSS, the 3GPP AAA Server replies to the HSS as described in clause 12.1.3.

NOTE: TheHSS/AAA may also send a detach indication message to the PDN GW. The PDN GW does not
remove the PMIP tunnels on S2a, since the MAG in the non-3GPP access is responsible for removing the

PMIP tunnels on S2a. The PDN GW acknowledges the receipt of the detach indication message to the
3GPP AAA Server.

6.4.2.2 Chained PMIP-based S8-S2a Roaming Case

This clause defines the HSS/AAA-initiated detach procedure for PMIP-based S8-S2a chaining. This procedure also
applies for PMIP-based S8-S2b chaining.

If the HSS/AAA-initiated detach procedure has been initiated to delete the UE from the Evolved Packet Core, the
HSS/AAA server shall initiate the detach procedure for each of the access systems to which the UE is registered.

Trusted
Non-3GPPIP | | o PDN AAA HSS/
UE Access/ePDG ) GW Proxy VPCRF hPCRF AAA

1. Detach Inpdication

>
<«

A

2. Detach Procedures

3. Detach|Ack

v

Figure 6.4.2.2-1: HSS/AAA-initiated detach procedure for chained PMIP-based S8-S2a/b roaming
scenarios

1) The HSSYAAA sends a Detach Indication message to the MAG in the Trusted Non-3GPP Access Network or
ePDG to detach a specific UE.

2) The detach procedure as described in steps 2-8 of clause 6.4.1.2 is performed.

3) The MAG of the Trusted Non-3GPP Access Network or ePDG sends a Detach Ack message to the 3GPP AAA
Server. If the detach procedure was initiated from the 3GPP AAA Server and if the UE no longer has any context
in the 3GPP AAA Server, the 3GPP AAA Server communicates the HSS as described in clause 12.1.2. If the
detach procedure was initiated by HSS, the 3GPP AAA Server replies to the HSS as described in clause 12.1.3.

NOTE: TheHSS/AAA may also send a detach indication message to the PDN GW. The PDN GW does not
remove the PMIP tunnels on S2a, since the MAG in the non-3GPP access is responsible for removing the

PMIP tunnels on S2a. The PDN GW acknowledges the receipt of the detach indication message to the
3GPP AAA Server.
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6.4.3 UE-initiated Detach Procedure and UE-Requested PDN
Disconnection Procedure with MIPv4 FACoA

The procedure in this clause applies to both UE initiated Detach Procedure and UE-requested PDN disconnection
procedure with MIPv4 FACoA when supported by the Trusted non-3GPP access.

The UE can initiate this procedure, e.g. when the UE is powered off.

Roaming Scenarios
Trusted
Non-3GPP PDN AAA HSS/
UE IP Access GW Proxv vPCRF hPCRF AAA
1} MIPv4 Registration Request
(lifetime=0)
T 2. Gateway Control Session Termination Procequrp s

3. MIPv4 Registration Requgst
(lifetime=0))

4. AAA Inferactions

A
A 4

.{3. Update PDN GW Address

./ 6. PCEF-Initiated IP-CAN Session .
\ Termination Prodedur; it

A 4

\J

7. MIPv4 Registration Repl

<&
<«

8. MIPv4 Reaistration Reply

' 9. Non-3GPP specific
1 resource release pfocedure

Figure 6.4.3-1: UE-initiated detach procedure with MIPv4 FACoA

NOTE: AAA proxy and VPCRF are only used in the case of home routed roaming (Figure 4.2.3-1) and local
breakout (Figure 4.2.3-4).

For detach procedure and in case of connectivity with multiple PDNSs, the steps 1 to 9 are repeated for each PDN the UE
is connected to.

For UE-requested PDN disconnection procedure, steps 1 to 9 are performed for the PDN that the UE requested
disconnection from.

The optional interaction steps between the gateways and the PCRF in the procedures only occur if dynamic policy
provisioning is deployed. Otherwise policy may be statically configured with the gateway.

This procedure applies to the Non-Roaming (Figure 4.2.2-1), Roaming (Figure 4.2.3-1) and Loca Breakout

(Figure 4.2.3-4) cases. For the Roaming and Local Breakout cases, the VPCRF forwards messages between the non-
3GPP access and the hPCRF. In the Local Breakout case, the VPCRF forwards messages between the PDN GW and the
hPCRF. In the Roaming and LBO cases, the 3GPP AAA Proxy serves as an intermediary between the Trusted Non-
3GPP IP Access and the 3GPP AAA Server in the HPLMN. In the non-roaming case, the vPCRF is not involved at all.

1) The UE sendsa MIPv4 Registration Reguest (RRQ) (MN-NAI, Home Address, Home Agent Address, Care-of
Address, lifetime = 0) message to the Foreign Agent (FA) in the Trusted Non-3GPP Access Network with
lifetime value set to zero, indicating de-registration. The MN-NAI identifies the UE. The Home Address
includes UE Home | P addresses, the Home Agent Address contains the | P address of Home Agent. Care-of
Addressindicates the CoA used by the UE for the binding.
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2) The Trusted Non-3GPP Access Network initiates the Gateway Control Session Termination Procedure with the
PCRF as specified in TS 23.203 [19]. The Trusted Non-3GPP Access Network no longer applies QoS policy to
traffic flows for this UE.

3) TheFA relaysthisMIPv4 RRQ (MN-NAI, lifetime = 0) message to the PDN GW.
4) The selected PDN GW obtains Authentication and Authorization information from the AAA/HSS.

5) The PDN GW informs the 3GPP AAA Server of the PDN disconnection. If the UE no longer has any context in
the 3GPP AAA Server, the 3GPP AAA Server notifies the HSS as described in clause 12.1.2.

6) The PDN GW deletes the IP CAN session associated with the UE and executes a PCEF-Initiated |P-CAN
Session Termination Procedure with the PCRF as specified in TS 23.203[19].

7) The PDN GW sends a MIPv4 Registration Reply (RRP) (MN-NAI, Home Address, Home Agent Address,
Lifetime=0) message to the FA.

8) Any time after step 7, the FA relays this MIPv4 RRP (MN-NAI, Home Address, Home Agent Address,
Lifetime=0) message to the UE.

9) After step 7, Non-3GPP specific resource release procedure is executed.

6.4.4 Network Initiated Detach Procedure with MIPv4 FACoA

Trusted Non-3GPP Access Network initiated detach procedure with MIPv4 FACoA Modeisillustrated in

Figure 6.4.4-1. The Trusted Non-3GPP Access Network can initiate this procedure due to administration reason or
detecting the UE's leaving by, e.g. Link-layer event specific to the access technology (see RFC 3543 [25] for more
information).

Roaming Scenarios
Trusted
Non-3GPP PDN AAA HSS/
UE IP Access GW Proxv VPCRF hPCRF AAA
R 1. Gateway Control Session Termination ProceqUy s

2. Reaistration Revocation

3. Update P[i\l GW Address

\ 4

y
D
\J

/4. PCEF-Initiated IP-CAN Session .
. Termination Prodedur ’

5. Reaistration Revocation Ack

y

i 6. Non-3GPP spegcific
| resourge release prpcedure

Figure 6.4.4-1: Trusted Non-3GPP Access Network initiated detach procedure with MIPv4 FACoA

NOTE: AAA proxy and VPCRF are only used in the case of home routed roaming (Figure 4.2.3-1) and local
breakout (Figure 4.2.3-4).
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The optional interaction steps between the gateways and the PCRF in the procedures only occur if dynamic policy
provisioning is deployed. Otherwise policy may be statically configured with the gateway.

This procedure applies to the Non-Roaming (Figure 4.2.2-1), Roaming (Figure 4.2.3-1) and Local Breakout

(Figure 4.2.3-4) cases. For the Roaming and Local Breakout cases, the VPCRF forwards messages between the non-
3GPP access and the hPCRF. In the Local Breakout case, the vVPCRF forwards messages between the PDN GW and the
hPCRF. In the Roaming and LBO cases, the 3GPP AAA Proxy serves as an intermediary between the Trusted Non-
3GPP IP Access and the 3GPP AAA Server in the HPLMN. In the non-roaming case, the VPCRF is not involved at all.

1) The Trusted Non-3GPP Access Network detects the UE's leaving and initiates a Gateway Control Session
Termination Procedure with the PCRF as specified in TS 23.203 [19]. The Trusted Non-3GPP Access Network
no longer applies QoS policy to traffic flows for this UE.

2) The FA sends a Registration Revocation (Home Address, Home Agent Address, Care-of Address) message (see
RFC 3543 [25]) to the PDN GW.

3) The PDN GW informsthe 3GPP AAA Server of the PDN disconnection. If the UE no longer has any context in
the 3GPP AAA Server, the 3GPP AAA Server notifies the HSS as described in clause 12.1.2.

4) The PDN GW deletesthe IP CAN session associated with the UE and executes a PCEF-Initiated IP-CAN
Session Termination Procedure with the PCRF as specified in TS 23.203 [19].

5) The PDN GW sends a Registration Revocation Ack (Home Address) message (see RFC 3543 [25]) to the FA.

6) The Trusted Non-3GPP Access Network executes a specific resource rel ease procedure.

6.4.5 HSS/AAA-initiated detach procedure with MIPv4 FACoA

HSS/AAA-initiated detach procedure with MIPv4 FACoA Modeisillustrated in Figure 6.4.5-1. The HSS can initiate
the procedure e.g. when the user's subscription is removed. The 3GPP AAA Server can initiate the procedure, e.g.
instruction from O&M, timer for re-authentication/re-authorization expired.

If the HSS/AAA-initiated detach procedure has been initiated to delete the UE from the Evolved Packet Core, the
HSS/AAA server shall initiate the detach procedure for each of the access systems to which the UE is registered.

Trusted Roaming Scenarios
Non-3GPP PDN AAA HSS/
UE IP Access GW Proxv VPCRF hPCRF AAA

1. Detach Indication
D
1/

A

2. Procedure as TS 23.402, Figure 6.4.4-1

3. Detach Ack
D
1

v

Figure 6.4.5-1: HSS/AAA-initiated detach procedure with MIPv4 FACoA

NOTE 1: AAA proxy and VPCRF are only used in the case of home routed roaming (Figure 4.2.3-1) and local
breakout (Figure 4.2.3-4).

The optional interaction steps between the gateways and the PCRF in the procedures only occur if dynamic policy
provisioning is deployed. Otherwise policy may be statically configured with the gateway.

This procedure applies to the Non-Roaming (Figure 4.2.2-1), Roaming (Figure 4.2.3-1) and Local Breakout
(Figure 4.2.3-4) cases. For the Roaming and Local Breakout cases, the vPCRF forwards messages between the non-
3GPP access and the hPCRF. In the Local Breakout case, the VPCRF forwards messages between the PDN GW and the
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hPCRF. In the Roaming and LBO cases, the 3GPP AAA Proxy serves as an intermediary between the Trusted Non-
3GPP IP Access and the 3GPP AAA Server in the HPLMN. In the non-roaming case, the VPCRF is not involved at all.

1) The HSS/AAA sends a detach indication message to the FA in the Trusted Non-3GPP Access Network to detach
a specific UE.

2) Thisincludesthe procedurein figure 6.4.4-1.

3) The FA sends a Detach Ack message to the 3GPP AAA Server. If the detach procedure was initiated from the
3GPP AAA Server and if the UE no longer has any context in the 3GPP AAA Server, the 3GPP AAA Server
communicates the HSS as described in clause 12.1.2. If the detach procedure was initiated by HSS, the 3GPP
AAA Server repliesto the HSS as described in clause 12.1.3.

NOTE 2: The HSSYAAA may also send a detach indication message to the PDN GW. The PGW does not remove
the MIPv4 tunnels, since the MIPv4 FA in the non-3GPP access is responsible for removing the MIPv4
tunnels. The PDN GW acknowledges the receipt of the detach indication message to the 3GPP AAA
Server.

6.5 Detach and PDN Disconnection for S2c in Trusted Non-
3GPP IP Access

6.5.1 General

This clause isrelated to the cases where at least one DSMIPv6 PDN disconnection procedure is performed. In case of
detach the DSMIPv6 PDN disconnection is executed for all the existing PDNs connections, while in the case of
disconnecting asingle PDN connection the DSMIPv6 PDN disconnection is executed only for the individual PDN
connection.

The DSMIPv6 PDN disconnection procedure is on a per PDN basis and allows:
- the UE to inform the network that it requests to release a S2¢ based PDN connection, and
- the network to inform the UE that a S2c based PDN connection is disconnected.

The UE may be disconnected from a PDN either explicitly or implicitly:

- Explicit PDN disconnection: The network or the UE explicitly requests PDN disconnection and signal with each
other.

- Implicit PDN disconnection: The network disconnects the UE from a PDN, without notifying the UE. Thisis
typically the case when the network presumesthat it is not able to communicate with the UE, e.g. due to radio
conditions.

Three PDN disconnection procedures are provided when the UE accesses the EPS through S2c:
- UE-Initiated PDN disconnection Procedure;
- AAA/HSS-initiated Detach Procedure;
- PDN GWe-initiated PDN disconnection Procedure.
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6.5.2 UE-initiated PDN disconnection Procedure

The PDN disconnection procedure when initiated by the UE isillustrated in Figure 6.5.2-1. In case of detaching the UE
from EPS, the procedure defined in this clause must be repeated for each PDN.

Trusted
Non-3GPP PDN AAA HSS/
UE Access GW Proxy vPCRF hPCRF AAA

Roaming Scenarios

N ..

7. Non-3GPP specific
| resource release procedure

T 1 1B 1 1 1

1. Binding Update

\ 4

2. Update PDN GW Address
/4

;3. PCEF-Initiated IP-CAN Session ‘.
. Termination Prodedur, /

4. Binding Acknowledaement

A

.-~ 5. PCRF-Initiated Gateway Control Session Terminatio@ocedure ~y

Figure 6.5.2-1: UE-initiated DSMIPv6 PDN disconnection procedure in Trusted Non-3GPP Access

Network

Non-roaming (Figure 4.2.2-2), home routed roaming (Figure 4.2.3-3) and Local Breakout (Figure 4.2.3-4) cases are
supported by this procedure. The AAA proxy and VPCRF are only used in the case of home routed roaming and Local
Breakout. In non-roaming scenarios, the AAA proxy and VPCRF are not involved.

The optional interaction steps between the gateways and the PCRF in the procedures only occur if dynamic policy
provisioning is deployed. Otherwise policy may be statically configured with the gateway.

1

If the UE wants to terminate a S2c session for agiven PDN, it shall send a de-registration Binding Update (HOA,
Lifetime=0) as specified in RFC 5555 [10].

The PDN GW informs the 3GPP AAA Server of the PDN disconnection. If the PDN GW isin the VPLMN,
signalling may be routed viaa 3GPP AAA Proxy inthe VPLMN. If the UE no longer has any context in the
3GPP AAA Server, the 3GPP AAA Server notifiesthe HSS as described in clause 12.1.2.

If thereis an active PCC session for the UE, the PDN GW shall execute a PCEF-Initiated |P-CAN session
Termination Procedure with the PCRF as specified in TS 23.203 [19].

The PDN GW shall send a Binding Acknowledgement as specified in RFC 5555 [10]

The PCRF shall remove al active QoS rules which refer to the Home Address. The PCRF executes a PCRF-
Initiated Gateway Control Session Termination Procedure with the Trusted Non-3GPP | P Access as specified in
TS 23.203[19]. The Trusted Non-3GPP IP Access will no longer perform any QoS policy or gateway control
function associated with the terminated session.

This step describes the case where there are no QoS rules remaining for that UE at the trusted non-3GPP access
and thus the GW control session termination is executed. In case there are till active QoS rules for the UE, the
GW control session termination procedure is replaced by a QoS rule provision procedure.

The UE terminates the IKEv2 security association for the given PDN as defined in RFC 5996 [9]
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7. After IKEv2 SA termination, non-3GPP specific resource release procedure may be executed.

6.5.3 HSS / AAA-initiated Detach Procedure

The Detach procedure when initiated by the HSS/AAA isillustrated in Figure 6.5.3-1. The Detach procedure defined in
this clause must be repeated for each PDN.

If the HSS/AAA-initiated detach procedure has been initiated to delete the UE from the Evolved Packet Core, the
HSS/AAA server shall initiate the detach procedure for each of the access systems to which the UE is registered.

In the explicit detach procedure steps 2, 3 and 7 of Figure-6.5.3-1, are performed asillustrated. In the implicit detach,
steps 2, 3 and 7 of Figure 6.5.3-1, are omitted.

Roaming Scenarios

Trusted
Non-3GPP PDN AAA HSS/
UE Access GW Proxv VPCRF hPCRF AAA
< A\ 1. Session Termination
2. Detach Redquest N

A

3. Detach Ack

// 4. PCEF-Initiated IP-CAN 3Session .
AN Termination Prodedur .

___________________________________________________

«\" 6 PCRF-Initiated Gateway Control Session Terminatio ocedure A

< 7. IKEv2 SA Termination >
__________ o .

8. Non-3GPP specific
resource release procedure

oo B | 1 L

Figure 6.5.3-1: AAA/HSS-initiated S2c detach procedure in Trusted Non-3GPP Access Network

Non-roaming (Figure 4.2.2-1), home routed roaming (Figure 4.2.3-2) and Local Breakout (Figure 4.2.3-4) cases are
supported by this procedure. The 3GPP AAA proxy and VPCRF are only used in the case of home routed roaming and
Local Breakout. In non-roaming scenarios, the 3GPP AAA proxy and VPCRF are not involved.

If dynamic policy provisioning is not deployed, the optional steps 4 and 6 do not occur. Instead, the PDN GW may
employ static configured policies.

1. If the HSS/AAA wants to request the immediate termination of a S2c session for a given UE and a given PDN, it
shall send a Session Termination message to the PDN GW. In the roaming case signalling may be routed viaa
3GPP AAA Proxy inthe VPLMN.

2. The PDN GW shall send a detach request message.
3. The UE shall acknowledge the detach request.
NOTE 1: How the detach request and acknowledge messages are implemented is a stage 3 detail.

4. |f thereisan active PCC session for the UE, the PDN GW shall execute a PCEF-Initiated IP-CAN Session
Termination Procedure with the PCRF as specified in TS 23.203 [19].
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5. The PDN GW shall acknowledge the termination of the S2c session to the AAA. If the detach procedure was

initiated from the 3GPP AAA Server and if the UE no longer has any context in the 3GPP AAA Server, the
3GPP AAA Server communicates the HSS as described in clause 12.1.2. If the detach procedure was initiated by
HSS, the 3GPP AAA Server repliesto the HSS as described in clause 12.1.3.

. The PCRF shall remove any active QoS Palicy rule which is referred to the Home Address. The PCRF executes

a PCRF-Initiated Gateway Control Session Termination Procedure with the Trusted Non-3GPP |P Access as
specified in TS 23.203 [19]. The Trusted Non-3GPP IP Access will no longer perform any QoS policy or
gateway control function associated with the terminated session.

This step describes the case where there are no QoS rules remaining for that UE at the trusted non-3GPP access
and thus the GW control session termination is executed. In case there are till active QoS rules for the UE, the
GW control session termination procedure is replaced by a QoS rule provision procedure.

. The PDN GW or the UE terminates the IKEv2 security association for the given PDN as defined in

RFC 5996 [9].

8. After IKEv2 SA termination, non-3GPP specific resource release procedure may be executed.

NOTE 2: The HSS/AAA may (e.g. when STaisimplemented and/or based on operator's policies) also send a

detach indication message to the non-3GPP access. The HSS/AAA should wait to receive
acknowledgement(s) from PGW(s) before sending the detach indication to the non-3GPP access. The
non-3GPP access detaches the UE and acknowledges the receipt of the detach indication message to the
3GPP AAA Server.

6.5.4 PDN GW-initiated PDN Disconnection Procedure

The PDN Disconnection procedure when initiated by the PDN GW isillustrated in Figure 6.5.4-1.

N\ l v
r.mr-—--4t---—-—-J4----—-—-

| resource release procedure

I Il

Roaming Scenarios

Trusted
Non-3GPP PDN AAA HSS/
UE Access GW Proxv VPCRF hPCRF AAA

1. Detach Request

3. Update PDN G\ Address

/" "4, PCEF-Initiated IP-CAN Session
AN Termination Prodedur, ,

___________________________________________________ ro
~

.~ 5. PCRF-Initiated Gateway Control Session Terminatiog Procedure ~~

7. Non-3GPP specific E

Figure 6.5.4-1: PDN GW- initiated PDN Disconnection S2c procedure in Trusted Non-3GPP Access

Network

Non-roaming (Figure 4.2.2-1), home routed roaming (Figure 4.2.3-2) and Local Breakout (Figure 4.2.3-4) cases are
supported by this procedure. The 3GPP AAA proxy and VPCRF are only used in the case of home routed roaming and
Local Breakout. In non-roaming scenarios, the 3GPP AAA proxy and VPCRF are not involved.
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If dynamic policy provisioning is not deployed, the optional step 3 does not occur. Instead, the PDN GW may employ
static configured policies.

If the PDN GW-initiated PDN Disconnection Procedure is triggered by the UE binding lifetime expiration (Implicit
PDN disconnection procedure), steps 1 and 2 may be omitted.

1. Inthe explicit detach procedure the PDN GW shall send a detach request message.
2. Inthe explicit detach procedure, the UE shall acknowledge the detach request.
NOTE: How the detach request and acknowledge messages are implemented is a stage 3 detail.

3. The PDN GW informs the 3GPP AAA Server of the PDN disconnection. If the PDN GW isinthe VPLMN,
signalling may be routed viaa 3GPP AAA Proxy inthe VPLMN. If the UE no longer has any context in the
3GPP AAA Server, the 3GPP AAA Server notifies the HSS as described in clause 12.1.2.

4. |f thereisan active PCC session for the UE, the PDN GW shall execute a PCEF-Initiated |P-CAN Session
Termination Procedure with the PCRF as specified in TS 23.203 [19].

5. The PCRF shall remove all active QoS rules which refer to the Home Address. The PCRF executes a Gateway
Control and QoS Rules Provision procedure or, if thisis the last PDN Connection for the UE, a PCRF-Initiated
Gateway Control Session Termination Procedure with the Trusted Non-3GPP IP Access as specified in
TS 23.203[19]. The Trusted Non-3GPP |P Access will no longer perform any QoS policy or gateway control
function associated with the terminated PDN Connection.

6. The PDN GW or the UE may terminate the IKEv2 security association for the given PDN as defined in
RFC 5996 [9].

7. After IKEv2 SA termination, non-3GPP specific resource release procedure may be executed.

6.6 Network-initiated Dynamic PCC

6.6.1 Network-initiated Dynamic PCC on S2a

If dynamic PCC is deployed, the procedure given in Figure 6.6.1-1 is used by the PCRF to provision rulesto the
Trusted non-3GPP | P access and for the Trusted non-3GPP IP access to enforce the policy by controlling the resources
and configuration in the trusted non-3GPP access. The access specific procedure executed in the trusted non-3GPP
access is not within the scope of this specification.

Roaming
Trusted Non-3GPP Scenarios
IP Access
PDN GW VPCRF hPCRF

1. Gateway Control and QoS Policy Ruovision- begin

2. Access specific
mechanism to
enforce the policy

Figure 6.6.1-1: Network-initiated dynamic policy control procedure in Trusted Non-3GPP IP Access
for S2a
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This procedure concerns both the non-roaming (as Figure 4.2.2-1) and roaming case (as Figure 4.2.3-1). In the roaming
case, the vPCRF in the VPLMN forwards messages between the Trusted Non-3GPP |P Access and the hPCRF in the
HPLMN. In the case of Local Breakout (as Figure 4.2.3-4), the vVPCRF forwards messages sent between the PDN GW
and the hPCRF. In the non-roaming case, the vVPCRF is not involved at all.

The optional interaction steps between the gateways and the PCRF in the procedures only occur if dynamic policy
provisioning is deployed. Otherwise policy may be statically configured with the gateway.

1. The PCRF initiates the Gateway Control and QoS Policy Rules Provision Procedure specified in TS 23.203 [19]
by sending a message with the QoS rules and Event Trigger information to the Trusted non-3GPP access
network.

2. The Trusted Non-3GPP I P Access enforces the rules provisioned to it, and establish all necessary resources and
configuration in the non-3GPP access system, e.g. initiate a dedicated bearer activation, modification or
deactivation, if supported. The details of this step are out of the scope of this specification.

3. The Trusted Non-3GPP I P Access responds to the PCRF indicating its ability to enforce the rules provisioned to
itin Step 1 and thus completing the GW Control and QoS Rules Provision procedure started in step A.1.

4. The PCRF initiates the PCC Rules Provision Procedure as specified in TS 23.203 [19]. The PCRF provides
updated PCC rules to the PCEF for enforcement by means of an PCC Rules Provision procedure specified in
TS23.203[19].

NOTE: Step 4 may occur before step 1 or performed in parallel with steps 1-3 if acknowledgement of resource
allocation is not required to update PCC rulesin PCEF. For details please refer to TS 23.203 [19].

6.6.2 Network-initiated Dynamic PCC for S2c over Trusted Non-3GPP IP
Access

This clause isrelated to the case when network-initiated dynamic resource allocation is supported, and it is utilized for
the S2c traffic flow aggregates.

The procedure described in this clause may also be used subsequent to the S2c Attach procedure described in clause 6.3.

In this case, the PCRF may push specific PCC rules to the PDN GW and QoS Policy rules to the Trusted Non-3GPP
Access system, in case the Access System supports PCC.

Roaming Scenarios

Trusted

Non-3GPP PDN HSS/
UE Access GW Proxv VPCRF hPCRF AAA

!l 1. Gateway Control and QoS Policy Rules Provisi@}egin !

2. Access specific
mechanism to enforce
the policy
3. Gateway Control and QoS Policy Rules Provisio(:@d
- 'i.'ﬁ(:é'fzu|Ee's‘ﬁrb@i's'iér'@§é&u‘ré' N

Figure 6.6.2-1: Network-initiated dynamic policy control for S2c over Trusted Non-3GPP IP Access

This procedure concerns both the non-roaming (as Figure 4.2.2-2) and roaming case (as Figure 4.2.3-3). In the roaming
case, the vPCRF in the VPLMN forwards messages between the Trusted Non-3GPP | P Access and the hPCRF in the
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HPLMN. In the case of Local Breakout (as Figure 4.2.3-4), the vPCRF forwards messages sent between the PDN GW
and the hPCRF. In the non-roaming case, the vVPCRF is not involved at all.

Steps 1-4 are the same asin steps 1-4 in clause 6.6.1. Step 4 may be skipped in case the PCC rules at the PDN GW are
already up-to-date.

6.7 UE-initiated Resource Request and Release

6.7.1 UE-initiated Resource Request and Release on S2a
This procedure is applicable to both PMIPv6 on S2a and DSMIPv6 on S2c.

This clause isrelated to the case when UE-initiated resource request and release is supported in the Trusted Non-3GPP
IP Access, and it is utilized for the S2a/S2c traffic flow aggregates.

Figure 6.7.1-1 depicts the procedure for the roaming and non-roaming cases.

Roaming
Scenarios
Trusted Non-3GPP
UE IP Access PDN GW VPCRF hPCRF

1. IP-CAN specific resource
request/release initiated by UE

-7 2. Gateway COntF6|Hn’cfééé’lidlé’s’@és’t'-Bééi'n'"

-’
——————————— EP

3. Access specific mechanism
to enforce the policy

Figure 6.7.1-1: UE-initiated resource request/release with S2a or S2c

The optional interaction steps between the gateways and the PCRF in the procedures only occur if dynamic policy
provisioning is deployed. Otherwise policy may be statically configured with the gateway.

Both the roaming (Figure 4.2.3-1) and non-roaming (Figure 4.2.2-1) scenarios are depicted in the figure. In the roaming
case, the vVPCRF acts as an intermediary, sending the QoS Policy Rules Provision from the hPCRF in the HPLMN to
the trusted non-3GPP IP access in the VPLMN. The vPCREF receives the Acknowledgment from the trusted non-3GPP
IP access and forwards it to the hPCRF. In the non-roaming case, the VPCRF is not involved at all.

1. Thetrusted non-3GPP IP access receives an IP-CAN specific resource allocation or resource rel ease request
initiated by the UE.

2. Thetrusted non-3GPP I P access initiates the Gateway Control and QoS Policy Rules Request Procedure as
specified in TS 23.203 [19]. The trusted non-3GPP | P access provides the UE request or release of resources as
an Event Report. The PCRF makes a PCC decision as aresult of the Gateway Control and QoS policy request
and provides the updated QoS Rules to the trusted non-3GPP | P access.

3. AnIP-CAN specific resource alocation or resource release procedure may be triggered by the enforcement of
the received policy rules. In this step, aresponse for the resource request/release is sent to the UE.
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4. Thetrusted non-3GPP IP access indicates to the PCRF whether the requested QoS Policy Rules Provision could
be enforced or not and thus compl eting the GW Control and QoS Rules Provision procedure.

5. The PCRF initiates the Policy and Charging Rules Provision Procedure as specified in TS 23.203 [19] to update
the PCC rulesin the PDN GW. The updated PCC Rules and Event Triggers include any adjustments to resources
due to the decision taken in step 2.

NOTE: Step 5 may be performed in parallel with Steps 2-4 if acknowledgement of resource allocation is not
required at the PCRF to update PCC rulesin PCEF. For details please refer to TS 23.203 [19].

Step 2 may be omitted if the Trusted non-3GPP | P access has aready received authorisation for the UE's request from
the PCRF, e.g. QoS rules downloaded at handover.

6.7.2 UE-initiated Resource Request for S2c over Trusted Non-3GPP IP
Access

The procedure is specified in clause 6.7.1.

6.8 UE-initiated Connectivity to Additional PDN

6.8.1 UE-initiated Connectivity to Additional PDN with PMIPv6 on S2a

6.8.1.0 General

This procedure is used to request for connectivity to an additional PDN over trusted non-3GPP access with PMIPv6 on
S2a when the UE aready has active PDN connections over such trusted access. This procedure is also used to request
for connectivity to an additional PDN over trusted non-3GPP access with PMIPv6 on S2a when the UE is
simultaneously connected to such trusted access and a 3GPP access, and the UE already has active PDN connections
over both the accesses.

The procedure is also used for the re-establishment of existing PDN connectivity after the UE performed the handover
from 3GPP accesses for the first PDN connection by the Attach procedure.

6.8.1.1 Non-Roaming, Home Routed Roaming and Local Breakout Case

Establishment of connectivity to an additional PDN over trusted access with S2a is supported only for the accesses that
support such feature and the UES that have such capability.

PMIPv6 specification, RFC 5213 [8], is used to setup an | P connectivity between the trusted non-3GPP | P access and
the EPC during initial attach. In both roaming and non-roaming cases, S2ais present. It is assumed that MAG existsin
the trusted non-3GPP I P access.

There can be more than one PDN connection per APN if both the MAG and the PDN GW support that feature. When
multiple PDN connectionsto asingle APN are supported, during the establishment of a new PMIP tunnel, the MAG
creates and sends a PDN Connection identity to the PDN GW. The PDN connection identity is unique in the scope of
the UE and the APN and within a Trusted non-3GPP access network, i.e. the MN-I1D, the APN, and the PDN connection
identity together identify a PDN connection within a Trusted non-3GPP access network. In order to be able to identify a
specific established PDN connection, both the MAG and the PDN GW shall store the PDN Connection identity.
Sending the PDN connection identity is an indication that the MAG supports multiple PDN connectionsto asingle
APN and the PDN GW shall be able to indicate if it supports multiple PDN connectionsto asingle APN.

NOTE 1: When multiple PDN connectionsto asingle APN are used, the MN-ID and the APN together is not
enough to identify the PDN connection. Therefore between the UE and MAG an access network specific
mechanism is needed to differentiate the PDN connections to the same APN. Differentiating the PDN
connections within one access is needed in order to operate on the correct PDN connection, e.g. when the
PDN connection is removed. Differentiating the PDN connections across accesses, e.g. during handover,
is not needed. The specification of such a mechanism is out of scope of 3GPP.
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Figure 6.8.1.1-1: Additional PDN connectivity with Network-based MM mechanism over S2a for non-

roaming and roaming

The steps in the procedure which are marked as optional occur only if dynamic policy provisioning has been deployed.

In the roaming case, messages are forwarded between the Trusted Non-3GPP | P Access and the hPCRF via the vPCRF.
In the case of LBO, messages are forwarded between the PDN GW and the hPCRF via the vPCRF also. Further, in the
case of LBO, messages between the PDN GW and the 3GPP AAA Server are sent viathe 3GPP AAA Proxy.

1) When the UE wishes to connect to an additional PDN, it sends atrigger indicating that connectivity with that

specific PDN is desired. The UE provides information about the new PDN by using an APN. When multiple
PDN connections to asingle APN are supported then some additional access specific mechanism is needed
between the UE and the MAG to differentiate the PDN connections towards the same APN. If supported by the
non-3GPP access, the UE may send Protocol Configuration Optionsin this step using access specific
mechanisms. The Protocol Configuration Options provided by the UE may include the user credentials for PDN
access authorization. The UE triggers the re-establishment of existing PDN connectivity after the handover by
providing a Request Type indicating "Handover" on accesses that support the indication.

NOTE 2: The definition of the trigger that the UE provides to the access network (MAG) is out of scope of 3GPP.

2)

3)

At this step the trusted non-3GPP | P access performs PDN GW selection as described in clause 4.5.1. Steps 4 to
10 according to clause 6.2.1 are executed with PDN GW2 instead of PDN GWL1.

The trusted non-3GPP | P access system sends the reply message to the UE with the allocated | P address from the
PDN that the UE indicated at step 1. If supported by the non-3GPP access, the Protocol Configuration Options
provided by the PDN GW in step 2 are returned to the UE in this step using access specific mechanisms. Since
UE requested for additional PDN connectivity, the UE configures the | P address received from the MAG without
deleting its configuration for connectivity with any other previously established PDN. For handover, the UE is
returned the IP address the UE obtained before the handover during PDN connectivity establishment.

NOTE 3: The definition of the message used to carry the new connectivity information to the UE is out of scope of

4)

3GPP.

The PMIPv6 tunnel isthus set up between the Trusted Non-3GPP |P Access and the PDN GW corresponding to
the requested additional PDN while maintaining tunnels previously established for other PDNSs.
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6.8.1.2 Chained PMIP-based S8-S2a Roaming Case

This clause defines the UE-initiated Connectivity to Additional PDN for PMIP-based S8-S2a chaining. This procedure
also applies for PMIP-based S8-S2b chaining.

Multiple PDN connectionsto asingle APN can be established if it is supported by the MAG, the Serving GW and the
PDN GW. When multiple PDN connections to asingle APN are supported, during the establishment of a new PDN
connection, the use of PDN connection identity is used as specified in clause 6.8.1.1 and the Serving GW shall forward
the PDN connection identity between the concatenated PMIP tunnels.

Trusted
e Non-3GPP PDN || PDN AAA HSS/
Access/ ePDG|| s.gw GW Gw?2 || VPCRF Proxy hPCRF | aAAA
Existing PMIP Tunnel
1. Trigger new PDN Connectivity
<:: 2. Gateway Control Session Establishment Procedure o
——————— -‘ el Rl R e B R I g

3. Steps 2-7 of Figure 6.2.4-1

[ "SSP S U S S [ L4

~:\ 4. Gateway Control and QoS Rules Provision Procedure :,-

_____________________________________________ .

5. Reply (new PDN cpnnectivity information)

«

Existing PMIP Tunnel

New PMIP| Tunnels

Figure 6.8.1.2-1: Additional PDN connectivity for chained PMIP-based S8-S2a/b roaming scenarios

The optional interaction steps between the gateways and the PCRF in the procedures only occur if dynamic policy
provisioning is deployed. Otherwise policy may be statically configured with the gateway.

The gateway control signalling in steps 2 and 4 between the gateway and PCRF occur only for Trusted Non-3GPP IP
Accesses.

1) When the UE wishes to connect to an additional PDN, it sends atrigger according to step 1 of clause 6.8.1.1
(Figure 6.8.1.1-1).

2) The non-3GPP access gateway initiates the Gateway Control Session Establishment Procedure with the hPCRF
by way of the VPCRF, as specified in TS 23.203 [19].

3) Steps2to 7 according to clause 6.2.4 (Figure 6.2.4-1) are executed with PDN GW?2 instead of PDN GW1.

4) In case the QoS rules have changed, the hPCRF by way of the vPCRF updates the QoS rules at the non-3GPP
access gateway by initiating the GW Control Session Modification Procedure, as specified in TS 23.203 [19].
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5) The trusted non-3GPP access system or ePDG sends the reply message to the UE according to step 3 of
clause 6.8.1.1 (Figure 6.8.1.1-1). If supported by the trusted non-3GPP access system, the Protocol
Configuration Option provided by the PDN GW in step 3 are returned to the UE in this step using access specific
mechani sms.

6.8.2 UE-initiated Connectivity to Additional PDN with MIPv4 FACoA on
S2a

This procedure is used to request for connectivity to an additional PDN over trusted non-3GPP access with MIPv4
FACoA on S2awhen the UE aready has active PDN connections over such trusted access. This procedure is also used
to request for connectivity to an additional PDN over trusted non-3GPP access with M1Pv4 FACoA on S2a when the
UE is simultaneously connected to such trusted access and a 3GPP access, and the UE already has active PDN
connections over both the accesses.

NOTE: ThePDN GW treats each MN-ID+APN as a separate binding and may allocate a new | P address for each
binding.

Multiple connections to the same APN is supported for MIPv4 FACoA on S2a asthe UE and PDN GW distinguish
between connections by means of the UE's distinct home addresses for each connection.

Roaming
p 3 Scenarios oS/
Trusted Non-3GPP IP PDN PDN H
UE Access (FA) GW | |ew2 ||vPCRF éﬁ‘,ﬁy hPCRF || AAA

Existing MIPv4 Tumhel
1. MIPv4 Registratipn Request [UE ID 3 NAI, revegse tunnellrequest, $ervice Reguest Selection]

> 0]

2. Steps 6 — 12 of Figure 6.2.3-1

3. MIPv4 Registratipn Reply (home addfess)

Existing MIPv4 Tumhel

4. New MIPv4 Tunnel

Figure 6.8.2-1: UE-initiated Connectivity to Additional PDN with MIPv4 FACoA on S2a

This procedure applies to the Non-Roaming (Figure 4.2.2-1), Roaming (Figure 4.2.3-1) and Local Breakout

(Figure 4.2.3-4) cases. For the Roaming and Local Breakout cases, the vVPCRF forwards messages between the non-
3GPP access and the hPCRF. In the Local Breakout case, the vVPCRF forwards messages between the PDN GW and the
hPCRF. In the Roaming and LBO cases, the 3GPP AAA Proxy serves as an intermediary between the Trusted Non-
3GPP IP Access and the 3GPP AAA Server in the HPLMN. In the non-roaming case, the vVPCRF is not involved at all.

1) When the UE wishes to connect to an additional PDN, UE sends a Registration Request (RRQ) (MN-NAI,
lifetime, APN) RFC 5944 [12] message to the FA as specified in RFC 5944 [12]. Reverse Tunnelling shall be
reguested. This ensuresthat al traffic will go through the PDN GW. The RRQ message shall include the NAI-
Extension RFC 2794 [34]. The UE may not indicate a specific Home Agent address in the RRQ message, in
which case the PDN Gateway/Home Agent is selected by the FA. The UE then receives the | P address of the
PDN Gateway in step 3 as part of the Registration Reply (RRP) message. The UE should then include the PDN
Gateway address in the Home Agent address field of subsequent RRQ messages. The UE provides information
about the new PDN by using an APN as specified in RFC 5446 [39].
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2) Thetrusted non-3GPP IP access performs a PDN GW selection for the new PDN connection. Steps 6-12 of
clause 6.2.3 are executed with PDN GW2 instead of PDN GW1. The AAA interactions for obtaining
Authentication and Authorization information occur irrespective of whether the UE has a PDN connection with a
different APN to the same PDN GW or not.

3) The FA processes the RRP (MN-NAI, Home Address, Home Agent Address, APN) message according to
RFC 5944 [12] and sends a corresponding RRP message to the UE.

4) The MIPv4 tunnel isthus set up between the Trusted Non-3GPP IP Access and the PDN GW2 corresponding to
the requested additional PDN while maintaining tunnels previously established for other PDNSs.

6.8.3 UE-initiated Connectivity to Additional PDN from Trusted Non-3GPP
IP Access with DSMIPVv6 on S2c

This clause isrelated to the case when the UE attaches to a Trusted Non-3GPP Access network and host-based mobility
management mechanisms are used. Dual Stack MIPv6 [10] is used for supporting mobility over S2¢ interface. This case
describes the scenario when UE adds connectivity to one or more additional PDN at any time after initial attach. Since
host-based mobility mechanisms are used, the procedure is similar to the initial attach procedure.

This procedure is also used to request for connectivity to an additional PDN over trusted non-3GPP access with
DSMIPv6 on S2¢c when the UE is simultaneously connected to such trusted access and a 3GPP access, and the UE
already has active PDN connections over both the accesses.

NOTE: Based onthe MN-ID and APN, the PDN GW may allocate a new | P address/prefix for a new binding.

PDN
UE Trusted PDN
non-3GPP Gw1 GW2

Existing PDN connection

/ 1. S2c Attach to additional PDNSs, as in steps 4-8 of Figure 6.3-1 >

Figure 6.8.3-1: UE-initiated connectivity to multiple PDNs from Trusted Non-3GPP IP Access with
DSMIPv6

When the initial attachment is performed, the UE performs procedures described in clause 6.3, Figure 6.3-1, to obtain
connectivity with a PDN GW and a specific PDN. If at any time, the UE wants to obtain connectivity with additional
PDNs, it repeats steps 4-8 of Figure 6.3-1.

1). The UE performs PDN GW discovery for the new PDN and repeats steps 4-8 of clause 6.3, Figure 6.3-1 for each
additional PDN the UE wants to connect to. This step can be performed and be repeated at any time after the
initial attach for one or multiple PDNs.

If the UE discovers adifferent PDN GW for the additional PDN connectivity, when the current PDN GW could provide
access to the additional PDN, the PDN GW reallocation procedure may be used, as defined in clause 6.10.

6.9 Void
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6.10 PDN GW reallocation upon attach on S2c

The PDN GW reallocation procedure depicted in figure 6.10-1 can be used by the HSS/AAA to force the assignment of
anew PDN GW to the UE upon attach with DSMIPv6 in atrusted or untrusted non-3GPP | P access. The decision on
whether to trigger PDN GW reallocation is taken by the HSS/AAA according to the principles described in clause 4.5.2.

Roaming Scenarios

UE

Trusted Non-3GPP Initial
IP Access/ePDG PDN GW

Target
PDN GW

AAA
Proxy

|VPCRF | |hPCRF| AAA

1. Access to trusted non-3GPP IP access/ePDG and CoA configuration: Figure 6.3-1 steps 1-3 (trusted ]

access) or Figure 7.3-1 steps 1-3 (untrusted access)

2. DSMIPv6 security association,\

2. Auther\vtication and a\Lthorizatim ,\

P Reallocation trigger and ~

«

setup and reallocation trigger

target PGW address

| | /

3. DSMIPv6 security association setup, HoA configuration with target PDN GW: Figure 6.3-1 step 4 (trusted
access) or Figure 7.3-1 step 4 (untrusted access)

4. BU/BA exchange with target PDN GW: Figure 6.3 1 steps 5-8 (trusted access) or Figure 7.3-1
steps 5-7 (untrusted access)

L

L L

1

L

1 L

Figure 6.10-1: PDN GW reallocation upon attach on S2c

The following is a detailed description of the involved steps:

1) The UE authenticatesin the trusted non-3GPP access, or establishes the IPsec tunnel with the ePDG, and obtains
alocal 1P address to be used as care-of address for DSMIPV6.

2) The UE establishes the DSMIPv6 SA with theinitially discovered PDN GW. Thisimplies an AAA exchange
with the HSS/AAA. The HSS/AAA triggers the reallocation of the PDN GW and the APN associated with the
UE's PDN Connection by piggybacking areallocation indication and the target PDN GW identity inthe AAA
exchange. In the signalling from the PDN-GW to the UE, the PDN-GW indicates reall ocation, assigns no |1Pv6
prefix to the UE and includes the | P address of the target PDN GW.

If the target PDN GW identity is stored in the HSS in form of the |P address, then this I P address can be
transferred to the UE directly. If the target PDN GW identity is stored in the HSS in form of the PDN GW
FQDN, theinitial PDN GW shall derive the |P address of the HA functionality of the target PDN GW from the
PDN GW FQDN provided by the AAA server and provide it to the UE.

3) The UE establishesthe DSMIPv6 SA with the target PDN GW provided by the network during step 2.

4) The UE performsthe DSMIPv6 registration with the target PDN GW.

NOTE 1: In case the UE performs DSMIPv6 bootstrapping for an existing PDN connection, the UE includesiits
IPv6 Home Address during step 2.

NOTE 2: The DSMIPv6 SA between the UE and theinitial PDN GW may be implicitly removed by the UE and the
initial PDN GW any time after step 2, before expiry of the SA.
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6.11  S2c Bootstrapping via DSMIPv6 Home Link over a Trusted
Access

When the UE is connected on a trusted non-3GPP access considered to be DSMIPv6 home link for the UE based on
clause 4.5.6, the UE may trigger the establishment of S2c IKEv2 SA, e.g. to optimize future handovers to other accesses
using S2c. For each PDN connection, the S2¢ IKEv2 SA establishment has to be performed separately.

NOTE: A trusted non-3GPP access can be defined as DSMIPv6 Home Link in addition to the 3GPP access.

Once the UE is attached to the PDN over the trusted non-3GPP access, the procedure describing the bootstrapping isin
clause 15.1.

6.12 PDN GW initiated Resource Allocation Deactivation

6.12.1 PDN GW initiated Resource Allocation Deactivation with S2a PMIP

This procedureis performed to release all the resources associated with the PDN address, for example, due to IP-CAN
session modification requests from the PCRF or due to handover from Non-3GPP to 3GPP. When it is performed for an
handover, the connections associated with the PDN address are released, but the PDN addressis kept in the PDN GW.

Roaming
Scenarios
3GPP
UE Trusted Non- 2?/{/\‘ VPCRF Aaaproxy | TPCRF ﬁg@/
3GPP IP Access

<" 1.IP-CAN Session Modification E

2. Binding Revocation Request

Trusted Non-3GPP IP Access initiated release procedures (where applicable)

3. Release the Old context

______________________________________________________

5. Binding Revocation Ack
" 6.|Update PDN qu Address
)

A

\ 4

Figure 6.12.1-1: PDN GW Initiated Binding Revocation with S2a PMIP

This procedure applies to the Non-Roaming (Figure 4.2.2-1), Roaming (Figure 4.2.3-1) and Local Breakout

(Figure 4.2.3-4) cases. For the Roaming and Local Breakout cases, the VPCRF forwards messages between the non-
3GPP IP access and the hPCRF. In the Local Breakout case, the vVPCRF forwards messages between the PDN GW and
the hPCREF. In the non-roaming case, the VPCRF is not involved at all.

The optional interaction steps between the gateways and the PCRF in the proceduresin figure 6.12.1-1 only occur if
dynamic policy provisioning is deployed. Otherwise policy may be statically configured with the gateway.

1. If dynamic PCC is deployed, the PDN GW initiated Resource Allocation Deactivation procedure may for
example be triggered due to 'IP CAN session Modification procedure’, as defined in TS 23.203 [19]. In this case,
the resources associated with the PDN connection in the PDN GW are released.

The PDN GW initiated Resource Allocation Deactivation can also be triggered during handovers from Non-
3GPP to 3GPP.
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2. The PDN GW sends a Binding Revocation Indication message to the trusted non-3GPP I P access.

3. Theresources may be released in the trusted non-3GPP | P access, according to an access specific, trusted non-
3GPP IP accessinitiated, release mechanism.

4. If theresources are released in the trusted non-3GPP | P access, the trusted non-3GPP | P access initiates a
Gateway Control Session Termination Procedure with the PCRF as specified in TS 23.203 [19].

5. Thetrusted non-3GPP | P access returns a Binding Revocation Acknowledgement message to the PDN GW.

6. In the case where the resources corresponding to the PDN connection are released in PDN GW, the PDN GW
informs the 3GPP AAA Server of the PDN disconnection. If the UE no longer has any context in the 3GPP AAA
Server, the 3GPP AAA Server notifies the HSS as described in clause 12.1.2.

NOTE: For some accesses, the resources may be released independently of deactivation from the PDN GW.

6.12.2 PDN GW initiated Resource Allocation Deactivation with S2a MIPv4

This procedureis performed to release all resource allocations associated with the PDN address, for example, due to
IP-CAN session modification requests from the PCRF or due to handover without optimization from Non-3GPP to
3GPP. When it is performed for an handover, the connections associated with the PDN address are rel eased, but the
PDN addressis kept in the PDN GW.

Roaming
Scenarios
BGPP
O Trusted Non- I;E\)/{/\l VPCRF IAAA proxy hPCRF ﬁg@/
3GPP IP Access
1. IP-CAN Session Modification I
2. Registration Revocation
Trusted Non-3GPP IP Access initiated release procedures (where applicable)
3. Release the Old context
LT 4. Gateway Control Session Te(mation Procedufe
5. Registration Revocation Ack
" 6. Update PDN GW Address
R e D i S >

Figure 6.12.2-1: PDN GW Initiated Registration Revocation over S2a MIPv4 interface

This procedure applies to the Non-Roaming (Figure 4.2.2-1), Roaming (Figure 4.2.3-1) and Local Breakout

(Figure 4.2.3-4) cases. For the Roaming and Local Breakout cases, the vPCRF forwards messages between the non-
3GPP access and the hPCRF. In the Local Breakout case, the vVPCRF forwards messages between the PDN GW and the
hPCRF. In the non-roaming case, the vPCRF is not involved at all.

The optional interaction steps between the gateways and the PCRF in the proceduresin figure 6.12.2-1 only occur if
dynamic policy provisioning is deployed. Otherwise policy may be statically configured with the gateway.

1. If dynamic PCC is deployed, the PDN GW initiated Resource Allocation Deactivation procedure may for
example be triggered due to 'l P CAN session Modification procedure’ as defined in TS 23.203 [19]. In this case
the resources associated with the PDN connection in the PDN GW are released.

The PDN GW initiated Resource Allocation Deactivation can also be triggered during handovers from Non-
3GPP to 3GPP.

ETSI



3GPP TS 23.402 version 13.4.0 Release 13 144 ETSI TS 123 402 V13.4.0 (2016-03)

If the revocation support has been negotiated, the PDN GW sends a Registration Revocation message to the
trusted non-3GPP IP access as defined in RFC 3543 [25].

The resources may be released in the trusted non-3GPP | P access, according to an access specific, trusted non-
3GPP IP accessinitiated, release mechanism.

The Trusted Non-3GPP Access Network detects the UE's leaving and initiates a Gateway Control Session
Termination Procedure with the PCRF as specified in TS 23.203 [19]. The Trusted Non-3GPP Access Network
no longer applies QoS policy to service data flows for this UE.

The trusted non-3GPP | P access returns a Registration Revocation Acknowledgement message to the PDN GW.

In the case where the resources corresponding to the PDN connection are released in PDN GW, the PDN GW
informs the 3GPP AAA Server of the PDN disconnection. If the UE no longer has any context in the 3GPP AAA
Server, the 3GPP AAA Server notifies the HSS as described in clause 12.1.2.

NOTE: For some accesses, the resources may be released independently of deactivation from the PDN GW.

6.12.3 PDN GW initiated Resource Allocation Deactivation for Chained

PMIP-based S8-S2a Roaming

This clause defines the PDN GW initiated resource alocation deactivation for chained PMIP-based S8-S2a roaming.
This procedure also applies for PMIP-based S8-S2b chaining.

UE

Roaming
Scenarios
Trusted Non-3GPP Serving PDN AAA hPCRF AAA/
Access / ePDG GW GW VPCRF Proxy HSS

1. Binding Reyocation Reques

—

2. Binding Revocation Request

Trusted Non-3GPP IP Access or ePDG initiated release procedures| (where applicable)

w

. Release the old context

5. Binding Revocation Ack

"l 6. Binding Reyocation Ack

>

7. Update PDN GW_Address

D it T € S R >

Figure 6.12.3-1: PDN GW Initiated Binding Revocation for Chained PMIP-based S8-S2a Roaming Case

The optional interaction step between the gateways and the PCRF in the procedures in figure 6.12.3-1 occur only if
dynamic policy provisioning is deployed. Otherwise policies may be statically configured in the gateway.

1
2.

The PDN GW sends a Binding Revocation Indication message to the MAG function in the Serving GW.

The Serving GW sends a corresponding Binding Revocation Indication message to the MAG function of the
trusted non-3GPP | P access or ePDG.

The trusted non-3GPP | P access or ePDG may release alocated resources in the non-3GPP | P access according
to access specific release mechanisms.

In case a Gateway Control Session between the trusted non-3GPP access or ePDG and hPCRF exists, the
Gateway Control Session Termination procedure, as specified in TS 23.203 [19], is performed.
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5. The MAG function of the trusted non-3GPP | P access or ePDG returns a Binding Revocation Acknowledgement

message to the Serving GW.

6. The MAG function of the Serving GW or ePDG sends a corresponding Binding Revocation Acknowledgement

message to the PDN GW.

7. Inthe case where the resources corresponding to the PDN connection are released in the PDN GW, the PDN
GW informs the 3GPP AAA Server of the PDN disconnection. If the UE no longer has any context in the 3GPP

ETSI TS 123 402 V13.4.0 (2016-03)

AAA Server, the 3GPP AAA Server notifies the HSS as described in clause 12.1.2.

NOTE: For some accesses, the resources may be released independently of deactivation from the PDN GW.

6.12.4 Void

6.13 PDN GW initiated IPv4 address Delete Procedure

This procedure isinitiated by the PDN GW when the UE rel eases the | Pv4 address using DHCPv4 procedure or the
lease for the I P address has expired. The procedure is used to delete the IPv4 address from the PDN connection bearer

context.

UE

f3. Access Specific mechanism for modification of :
, context according to the rule. !

\
~

The optional interaction steps between the gateways and the PCRF in the procedures only occur if dynamic policy

Trusted

Access

non-3GPP PDN VPCRF

Procedure - be

______

4. GW Cont}gl and QoS Ru

5. Bipding Revocatjon Indication,
(Indication to delete IHv4 address onl

>
)l

6. Binding Revodation
Acknowledgement

P

Figure 6.13-1: PDN GW initiated IPv4 address Delete P

2. GW Control and QoS Rules Provisior]

rocedure - eng

es Provision

rocedure

provisioning is deployed. Otherwise policy may be statically configured in the gateway.

The roaming (Figure 4.2.3-1), Local Breakout (Figure 4.2.3-4) and non-roaming (Figure 4.2.2-1) scenarios are depicted
in the figure. In the roaming case, the vVPCRF acts as an intermediary, relaying the PCC messages between the hPCRF
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in the HPLMN to the BBERF/PCEF in the VPLMN. In the non-roaming case, the VPCRF isnot involved at all. In the
Roaming and LBO cases, the 3GPP AAA Proxy serves as an intermediary between the Trusted Non-3GPP IP Access
and the 3GPP AAA Server inthe HPLMN.

1. The PCEF initiates the IP-CAN Session Modification Procedure with the PCRF as specified in TS 23.203 [19].
The PDN GW provides the information to enable the PCRF to uniquely identify the IP-CAN session.

2. Incase QoS rules have to be modified, e.g. change of SDF filters, the PCRF initiates a GW Control and QoS
rules provision procedure as described in TS 23.203 [19] to inform the Trusted non-3GPP access of the updated
QoSrules.

3. The Trusted non-3GPP Access initiates the "Network-initiated Dynamic PCC on S2a" procedure to release the
bearers.

4. Thetrusted non-3GPP access informs the PCRF of the success of the QoS rules enforcement, thus ending the
GW Control and QoS rules provision procedure described in TS 23.203 [19].

5. The PDN GW sends a Binding Revocation Indication (PDN address) message to the trusted non-3GPP access to
revoke the |Pv4 address.

6. The trusted non-3GPP access returns a Binding Revocation Acknowledgement message to the PDN GW.

6.14 Non-3GPP access initiated IPv4 address Delete Procedure

This procedureisinitiated by the Trusted non-3GPP access when the UE releases the | Pv4 address using DHCPv4
procedure or the lease for the | P address has expired. The procedure is used to delete the IPv4 address from the PDN
connection and bearer context.

Trusted
non-3GPP PDN VPCRF hPCRF
UE Access GW

1. PBU Lifgtime=0, <Indigation to delete
Pv4 address gnly

Ll

2. PBA

d
N

1. GW Contro
Procedure - en

1 5. Access Specific mechanism for modification of ‘:
, context according to the rule. !
1 I

______________________________________

6. GW Control and QoS Rules Provisig
Procedure - end

-

Figure 6.14-1: Non-3GPP access initiated IPv4 address Delete Procedure

The optional interaction steps between the gateways and the PCRF in the procedures only occur if dynamic policy
provisioning is deployed. Otherwise policy may be statically configured in the gateway.
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The roaming (Figure 4.2.3-1), Local Breakout (Figure 4.2.3-4) and non-roaming (Figure 4.2.2-1) scenarios are depicted
in the figure. In the roaming case, the vVPCRF acts as an intermediary, relaying the PCC messages between the hPCRF
in the HPLMN to the BBERF/PCEF in the VPLMN. In the non-roaming case, the VPCRF isnot involved at all. In the
Roaming and LBO cases, the 3GPP AAA Proxy serves as an intermediary between the Trusted Non-3GPP IP Access
and the 3GPP AAA Server inthe HPLMN.

1

The MAG in the Trusted Non-3GPP IP Access sends a Proxy Binding Update (MN NAI, APN, lifetime=0, IPv4
only indication) message to the PDN GW with lifetime value set to zero, indicating de-registration. The MN NAI
identifies the UE to deregister from the PDN GW. Theindication for IPv4 only informs the UE that only the
IPv4 address from BCE isto be deleted. The APN is needed in order to determine which PDN GW to de-register
the UE from, as some PDNs may support multiple PDNs.

. The PDN GW modifies the existing entry to delete the IPv4 address implied in the Proxy Binding Update

message from its Binding Cache and releases all associated resources, and then sends a Proxy Binding Ack (MN
NAI, APN, lifetime=0, IPv4 only indicator) message to the MAG in trusted non-3GPP access.

The PDN-GW initiates the PCEF initiated |P-CAN session modification procedure as described in
TS 23.203[19] to inform the PCRF of the deleted 1Pv4 address. If PCC rules have changed the PCRF provides
the updated PCC rules to the PDN-GW as part of this procedure.

In case QoS rules have to be modified, e.g. change of SDF filters, the PCRF initiates a GW Control and QoS
rules provision procedure as described in TS 23.203 [19] to inform the S-GW of the updated QoS rules.

An IP-CAN specific or resource release procedure may be triggered by the enforcement of the received policy
rules.

The Trusted non-3GPP access informs the PCRF of the success of the QoS rules enforcement, thus ending the
GW Control and QoS rules provision procedure described in TS 23.203 [19].

6.15 IPv4 Home Address Release Procedure for S2c

This procedure is initiated by the UE to release an |Pv4 Home Address previoudly registered at the PDN GW.
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Trusted
non-3GPP PDN VPCRF hPCRF
UE Access GW

1. BU (without including the IPv4 HoA)

\ 4

2. BA

A

4. GW Contro

' 5. Access Specific mechanism for modification of ‘;
, context according to the rule. !

6. GW Control and QoS Rules Provisign
Procedure-end

Figure 6.15-1: IPv4 Home Address Release Procedure for S2c

The optional interaction steps between the gateways and the PCRF in the procedures only occur if dynamic policy
provisioning is deployed. Otherwise policy may be statically configured in the gateway.

The roaming (Figure 4.2.3-1), Local Breakout (Figure 4.2.3-4) and non-roaming (Figure 4.2.2-1) scenarios are depicted
in the figure. In the roaming case, the vVPCRF acts as an intermediary, relaying the PCC messages between the hPCRF
in the HPLMN to the BBERF/PCEF in the VPLMN. In the non-roaming case, the VPCRF isnot involved at all. In the
Roaming and LBO cases, the 3GPP AAA Proxy serves as an intermediary between the Trusted Non-3GPP IP Access
and the 3GPP AAA Server inthe HPLMN.

1

If the UE has previously registered |Pv4 home address and wants to release it, the UE sends a Binding Update
(IPv6 HoA, lifetime) message to the PDN GW without including the IPv4 HOA, indicating de-registration for the
IPv4 Home Address only.

The PDN GW modifies the existing entry to delete the IPv4 home address implied in the Binding Update
message from its Binding Cache and releases all associated resources, and then sends a Binding Ack message to
the UE.

The PDN-GW initiates the PCEF initiated |P-CAN session modification procedure as described in
TS 23.203[19] to inform the PCRF of the deleted 1Pv4 address. If PCC rules have changed the PCRF provides
the updated PCC rules to the PDN-GW as part of this procedure.

In case QoS rules have to be modified, e.g. change of SDF filters, the PCRF initiates a GW Control and QoS
rules provision procedure as described in TS 23.203 [19] to inform the S-GW of the updated QoS rules.

An IP CAN specific or resource release procedure may be triggered by the enforcement of the received policy
rules.

The Trusted non-3GPP access informs the PCRF of the success of the QoS rules enforcement, thus ending the
GW Control and QoS rules provision procedure described in TS 23.203 [19].
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6.16  Enhanced security support for S2c

6.16.1 General

Optionally UE and PDN GW may support integrity protection and/or confidentiality protection of user plane traffic
exchanged over the S2c tunnel when the UE isin atrusted non-3GPP access.

6.16.2 Activation of enhanced security for S2c

Roaming Scenarios

UE Trusted Non-3GPP PDN AAA HSS/
IP Access GW Proxv VPCRF hPCRF AAA

1)

2)

3)

4)

1. Initial attach procedure with S2c as per section 6.3
Or handover procedure to trusted non-3GPP access as per section 8.4.2

/\

2. Child SA establishment

N

’ 3. IP-CAN session mo@tion \
R procedure /)
\\ Tt T T T T T T T T TS TTTITT T T TN | ,'
\! 1/
1
A ™

A R R R [ [N
a 4. GW control session and Qo les AN
R provision procedure L’

Figure 6.16.1-1: Enhanced security support activation

The UE performs an initial attach procedure to a trusted non-3GPP access with S2c as described in clause 6.3 or
performs a handover procedure to a trusted non-3GPP access as specified in clause 8.4.2. At the end of this
step the UE is connected to a trusted non-3GPP access via S2c.

At any time when the UE is connected to a trusted non-3GPP access the UE or the PDN GW may trigger the
creation of achild IPsec Security Association for protecting the traffic sent via the S2c reference point. The child
SA iscreated as specified in RFC 4877 [22]. The child SA may provide user plane integrity protection.
Additionally, the same child SA may be used also for user plane confidentiality protection.

The PDN GW initiates an IP-CAN session modification procedure to provide to the PCRF new tunnel
information.

Based on the tunnel information provided by the PDN GW, the PCRF initiates a QoS rules provision procedure
to the trusted non-3GPP access indicating the new tunnel information.
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NOTE 1: If confidentiality protection is activated, the usage of PCC for per UE and/or per IP flow QoS
differentiation in the trusted non-3GPP access is not possible in this Release of the specification.

NOTE 2: If confidentiality protection is activated, in roaming scenarios the traffic collected by the VPLMN for
legal interception purposes is encrypted.

NOTE 3: If the establishment of the child IPsec Security Association fails, based on operator's policies and user's
settings the UE or the PDN GW may terminate the S2¢ session using the PDN disconnection procedures
specified in clause 6.5.

6.16.3 De-activation of enhanced security for S2c

Roaming Scenarios

Trusted Non-3GPP PDN AAA HSS/

VE IP Access GW Proxy VPCRF hPCRF AAR

1. UE and PDN GW have established enhanced security based on
section 6.x.1

2. Child SA removal

’ 3. IP-CAN session moc@tion \
\ procedure ,/
\\ Tt T T TTTrT T T T T T Tt TTTrITT T T T TN | ,'
\! 1/
1
A "
AN R R R [ [N
, N
e 4. GW control session and Qo@les AN
N provision procedure ,

1 I

Figure 6.16.2-1: Enhanced security support de-activation

1) The UE and the PDN GW have established enhanced security based on clause 6.16.1. As a result user plane
traffic exchanged through S2c is integrity protected and/or confidentiality protected.

2) At any timethe UE or the PDN GW may trigger the removal of a child IPsec Security Association for protecting
the traffic sent viathe S2c reference point. The child SA isremoved as specified in RFC 4877 [22].

NOTE: Integrity protection and/or confidentiality protection can be de-activated also after the handover to
another access and not only from the trusted non-3GPP access it was activated.

3) The PDN GW initiates an IP-CAN session modification procedure to provide to the PCRF new tunnel
information.

4) Based on the tunnel information provided by the PDN GW, the PCRF initiates a QoS rules provision procedure
to the trusted non-3GPP access indicating the new tunnel information.
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7 Functional Description and Procedures for Un-trusted
Non-3GPP IP Accesses

7.1 Control and User Plane Protocol Stacks

7.1.1 Protocol Options for S2b
The following protocol may be supported on S2b:

- PMIPvG;

- GTPR.

Figures 7.1.1-1 and 7.1.1-2 illustrate the control plane for Mobility Management (MM) and the user plane on S2b for
the PMIPv6 and GTP variants of S2b respectively.

IPv4/IPv6 IPv4/IPv6 IPv4/IPv6
IKEv2 1 IKEvZ | PMIPV6 | . | PMIPV6 IPsec IPsec [Tunnelling Tunnelling
Layer Layer
IPV4/IPV6 |IPV4/IP IPV4/IP
IPv4/IPv6| i |IPVA/IPVE|IPv4/IPV6| ¢ |IPv4/IPV6 IPVA/IPV6 IPV4/IPV6|IPv4/IPv6 IPv4/IPV6
L2/L1 L2/L1 L2/L1 L2/L1
T | | L2/L1 L2/L1 L2/L1 L2/L1
SWu S2b SWu S2b
UE ePDG Gateway
MAG LMA UE ePDG Gateway
MAG LMA
Control Plane User Plane
Legend:

- According to terms defined in PMIPv6 specification, RFC 5213 [8], the functional entities terminating both
the control and user planes are denoted MAG in the non-3GPP IP access and LMA in the Gateway. LMA
includes also the function of a Home Agent.

- The MM control plane stack is PMIPv6 (RFC 5213 [8]) over IPv6/IPv4.

- The user plane carries remote IPv4/v6 packets over either an IPv4 or an IPv6 transport network. Between
the UE and the ePDG, packets are encapsulated using IPSEC RFC 3948 [48].

- The tunnelling layer implements GRE encapsulation applicable for PMIPv6.

- IPv4/IPv6: This refers to network layer protocols. On the ePDG MAG user plane this includes termination
of the UE-MAG IP messages that may be handled by the ePDG (e.g. DHCP) and forwarding of user plane
IP packets between the UE-MAG point-to-point logical link and the S2b tunnel for the UE.

Figure 7.1.1-1: Protocols for MM control and user planes of S2b for the PMIPv6 option
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UE ePDG P-GW
Control Plane User Plane
Legend:

- GPRS Tunnelling Protocol for the control plane (GTP-C): This protocol tunnels signalling messages
between the ePDG and the P-GW (S2b).

- GPRS Tunnelling Protocol for the user plane (GTP-U): This protocol tunnels user data between the
ePDG and the P-GW in the backbone network. GTP shall encapsulate all end user IP packets.

- UDP/IP: These are the backbone network protocols used for routing user data and control signalling.

Figure 7.1.1-2: Protocols for MM control and user planes of S2b for the GTP option

7.1.2 Protocol Options for S2c over Un-trusted Non-3GPP IP Accesses
The following protocols shall be supported for S2c over un-trusted non-3GPP | P accesses:
- DSMIPv6, with IPsec and IKEV2 used to secure mohility signalling, as specified in RFC 4877 [22].

The figure below illustrates the control plane for Mobility Management (MM) and the user plane.

IPv4/IPv6 IPv4/IPv6
DSMIPv6 DSMIPv6 Tunnelling Tunnelling
Laver Laver
IPSEC IPSEC |ipva/iPve IPV4/IPV6 IPSEC IPSEC lipya/ipve IPv4/IPv6

IPV4/IPV6 IPv4/IPv6 IPVA/IPVE IPV4/IPV6
L2/L1 L2/L1 L2/L1 L2/L1 L2/L1 L2/L1 L2/L1 L2/L1

S2c S2c
UE ePDG Gateway UE ePDG Gateway
HA HA
Control Plane User Plane

Legend:

- According to terms defined in DSMIPv6 [10], the functional entities terminating both the control and user
planes are denoted MN (Mobile Node) in the UE, and HA (Home Agent) in the Gateway.

- The MM control plane stack is DSMIPv6 [10] over IPv6/IPv4.

- The user plane carries remote IPv4/v6 packets over either an IPv4 or an IPv6 transport network. Between
the UE and the ePDG, packets are encapsulated using IPSEC RFC 3948 [48].

- The tunnelling layer implements IP encapsulation applicable for MIPv6 as defined in DSMIPv6 [10]. In
some cases the tunnelling layer may be transparent.

Figure 6.1.2-1: Protocols for MM control and user planes of S2c¢ for the DSMIPv6 option
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7.2 Initial Attach on S2b

7.2.1 Initial Attach with PMIPv6 on S2b

This clause is related to the case when the UE powers-on in an untrusted non-3GPP | P access network viathe PMIP
based S2b interface.

PMIPv6 specification, RFC 5213 [8], is used to setup a PMIPv6 tunnel between the ePDG and the PDN GW. Itis
assumed that MAG is collocated with ePDG. The IPsec tunnel between the UE and the ePDG provides avirtual point-
to-point link between the UE and the MAG functionality on the ePDG.

Non- Roaming Scenarios
3GPP

P PDN AAA HSS/
UE | |Acdess||ePDG GW VPCRF Proxy hPCRF AAA

.1 Autheyfticationiand & authorisation
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«
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Figure 7.2.1-1: Initial attachment over PMIP based S2b for roaming, non-roaming and LBO

NOTE 1: For GTP based S2b, procedure steps (A) to (E) are defined in clause 7.2.4.

NOTE 2: Before the UE initiates the setup of an IPsec tunnel with the ePDG it configures an IP address from an
untrusted non-3GPP | P access network. This addressis used for sending all IKEv2 [9] messages and as
the source address on the outer header of the IPsec tunnel.

The home routed roaming (Figure 4.2.3-1), LBO (Figure 4.2.3-4) and non-roaming (Figure 4.2.2-1) scenarios are
depicted in the figure.

- Inthe LBO case, the 3GPP AAA Proxy acts as an intermediary, forwarding messages from the 3GPP AAA
Server inthe HPLMN to the PDN GW in the VPLMN and visa versa. Messages between the PDN GW in the
VPLMN and the hPCRF in the HPLMN are forwarded by the vPCRF in the VPLMN.

- Inthe home routed roaming and non-roaming case, the vPCRF and the 3GPP AAA Proxy are not involved.

If dynamic policy provisioning is not deployed, the optional step 3 does not occur. Instead, the PDN GW may employ
static configured policies.
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This procedure is also used to establish the first PDN connection over an untrusted non-3GPP access with PMIPv6 on
S2b when the UE aready has active PDN connections only over a 3GPP access and wishes to establish simultaneous
PDN connectionsto different APNs over multiple accesses.

The UE may be authenticated and authorised to access the Untrusted Non-3GPP Access network with an access
network specific procedure. These procedures are outside the scope of 3GPP.

1)

2)

3

4)

5)

6)

The Access authentication procedure between UE and the 3GPP EPC may be performed as defined by

TS 33.402 [45]. In the roaming case signalling may be routed via a 3GPP AAA Proxy inthe VPLMN. As part of
the AAA exchange for network access authentication, the AAA/HSS and/or the 3GPP AAA Proxy may return to
the Non-3GPP |P Access a set of home/visited operator's policies to be enforced on the usage of local |P address,
or IPv6 prefix, allocated by the access system upon successful authentication. Subscription datais provided to
the Non-3GPP IP Access by the HSS/AAA in this step.

The IKEV2 tunnel establishment procedure is started by the UE. The UE may indicate in a notification part of the
|KEv2 authentication request that it supports MOBIKE. The ePDG |IP address to which the UE needs to form
IPsec tunnel is discovered via DNS query as specified in clause 4.5.4. The UE may request connectivity to a
specific PDN providing an APN, that is conveyed with IKEv2 as specified in TS 33.402 [45]. For networks
supporting multiple mobility protocols, if there was any dynamic IPMS decision involved in this step, the
decision is stored in the 3GPP AAA Server. The PDN GW information is returned as part of the reply from the
3GPP AAA Server to the ePDG as described in clause 4.5.1. If the UE has provided an APN the ePDG verifies
that it is allowed by subscription. If the UE has not provided an APN the ePDG uses the default APN. The PDN
GW selection takes place at this point as described in clause 4.5.1. This may entail an additional name resolution
step, issuing arequest to a DNS Server. If there is no requested | P address in the CFG_Request from the UE to
the ePDG which indicates the attach is an initial attach, the ePDG may perform a new PDN GW selection
procedure as described in clause 4.5.1, e.g. to allocate a PDN GW that allows for more efficient routeing. The
UE shall indicate the type of address(es) (IPv4 address or 1Pv6 prefix /address or both) in the CFG_Request sent
to the ePDG during IKEv2 message exchange. |f the PDN requires an additional authentication and authorisation
with an external AAA Server, the UE includes the authentication credentials in this step as specified in

RFC 4739 [50] and in TS 33.402 [45]. As part of the IKEvV2 tunnel establishment procedure, the ePDG may
reguest the UE to provide its IMEI(SV). In that case the UE shall signal its IMEI(SV) to the ePDG. The ePDG
forwards the IMEI(SV) received from the UE to the 3GPP AAA Server (over SWm).

The ePDG sends the Proxy Binding Update (MN-NAI, Lifetime, APN, Access Technology Type, Handover
Indicator, GRE key for downlink traffic, UE Address Info, Charging Characteristics, Additional Parameters,
IMEI(SV) if available) message to the PDN GW. Access Technology Type option is set to a value matching the
characteristics of the non-3GPP IP access. Handover Indicator is set to indicate attachment over a new interface.
The proxy binding update message shall be secured. The MN NAI identifies the UE. The Lifetime field must be
set to anonzero value in the case of aregistration and a zero value in the case of a de-registration. The APN is
used by the PDN GW to determine which PDN to establish connectivity for, in the case that the PDN GW
supports multiple PDN connectivity. The ePDG creates and includes a PDN connection identity if the ePDG
supports multiple PDN connections to asingle APN. The UE Address Info shall be set based on the
CFG_Request in step 1 and subscription profile in the same way as the PDN type is selected during the
E-UTRAN Initial Attachin TS 23.401 [4]. The Additional Parameters include the authentication credentials for
an additional authentication and authorization with an external AAA server if it was provided by the UE in

step 2. The PDN GW performs the authentication and authorization with the external AAA server if it isrequired
to get access for the given APN as specified in TS 33.402 [45].

The PDN GW initiates the IP CAN Session Establishment Procedure with the PCRF, as specified in
TS23.203[19]. If available, the PCRF provides the APN-AMBR and Default Bearer QoS to the PDN GW in the

response message.

The selected PDN GW informs the 3GPP AAA Server of the PDN GW identity. The 3GPP AAA Server then
informs the HSS of the PDN GW identity and APN associated with the UE's PDN Connection. The message
includes information that identifies the PLMN in which the PDN GW islocated. Thisinformation isregistered in
the HSS as described in clause 12. The PDN GW shall only use the APN-AMBR and Default Bearer QoS
received from the 3GPP AAA server in this step if these parameters have not been received in step 4.

The PDN GW processes the proxy binding update and creates a binding cache entry for the UE. The PDN GW
allocates an | P address for the UE. The PDN GW then sends a Proxy Binding Ack (MN NAI, UE Address Info,
GRE Key for uplink traffic, Charging | D) message to the ePDG, including the | P address(es) alocated for the
UE (identified by the MN NALI). If the corresponding Proxy Binding Update contains the PDN connection
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identity, the PDN GW shall acknowledge if multiple PDN connections to the given APN are supported. The
Charging ID is assigned for the PDN connection for charging correlation purposes.

NOTE 3: If UE requests for both 1Pv4 address and | Pv6 prefix, both are allocated. If the PDN GW operator dictates
the use of IPv4 address only or 1Pv6 prefix only for this APN, the PDN GW shall allocate the only 1Pv4
address or only IPv6 prefix to the UE. If the UE requests for only |Pv4 address or IPv6 prefix only one
address/prefix is allocated accordingly.

NOTE 4: The ePDG learns from the PBA whether the PDN GW supports multiple PDN connection to the same
APN or not.

7) After the Proxy Binding Update is successful, the ePDG is authenticated by the UE and indicates to the UE that
the authentication and authorization with the external AAA server is successful.

8) The ePDG sendsthe final IKEv2 message with the |P address in IKEv2 Configuration payloads. The ePDG also
includes the identity of the associated PDN (APN) in the IDr payload of IKEv2. In case the UE provided APN to
the ePDG in the earlier steps, the ePDG shall not change the provided APN.

9) IP connectivity from the UE to the PDN GW is now setup. Any packet in the uplink direction istunnelled to the
ePDG by the UE using the IPSec tunnel. The ePDG then tunnel s the packet to the PDN GW. From the PDN GW
normal 1P-based routing takes place. In the downlink direction, the packet for UE (HOA) arrives at the PDN GW.
The PDN GW tunnels the packet based on the binding cache entry to the ePDG. The ePDG then tunnels the
packet to the UE via proper | Psec tunnel.

7.2.2 Void

7.2.3 Initial Attach Procedure with PMIPv6 on S2b and Chained S2b and
PMIP-based S8

This procedure is described in clause 6.2.4.

7.2.4 Initial Attach with GTP on S2b

This clause isrelated to the case when the UE powers-on in an untrusted non-3GPP | P access network viathe GTP
based S2b interface.

GTPv2 (see TS 29.274 [57]) is used to setup GTP tunnel(s) between the ePDG and the PDN GW. The I Psec tunnel
between the UE and the ePDG provides a virtual point-to-point link between the UE and the ePDG.
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Figure 7.2.4-1: Initial attachment over GTP based S2b for roaming, non-roaming and LBO

The home routed roaming (Figure 4.2.3-1), LBO (Figure 4.2.3-4) and non-roaming (Figure 4.2.2-1) scenarios are
depicted in the figure.

- Inthe LBO case, the 3GPP AAA Proxy acts as an intermediary, forwarding messages from the 3GPP AAA
Server inthe HPLMN to the PDN GW in the VPLMN and visa versa. Messages between the PDN GW in the
VPLMN and the hPCRF in the HPLMN are forwarded by the vPCRF in the VPLMN.

- Inthe home routed roaming and non-roaming case, the vVPCRF and the 3GPP AAA Proxy are not involved.

This procedure is also used to establish the first PDN connection over an untrusted non-3GPP access with GTP on S2b
when the UE aready has active PDN connections only over a 3GPP access and wishes to establish simultaneous PDN
connections to different APNs over multiple accesses.

The UE may be authenticated and authorised to access the Untrusted Non-3GPP Access network with an access
network specific procedure. These procedures are outside the scope of 3GPP.

A.1l) Step A.listhesame as Step A of clause 7.2.1, with the following addition:

- upon asuccessful authorization, the 3GPP AAA server returns the following additional informations,
regardless of which protocol variant the ePDG will select on S2b : APN-AMBR, static QoS Profile and Trace
Information (Trace Reference, Trace Type, Trigger 1d, OMC Identity) if applicable. When the 3GPP AAA
server has WLAN Location Information about the UE, it provides it over SWm to the ePDG together with
the Age of thisinformation. The WLAN Location information is provided to the ePDG only when the 3GPP
AAA server considers that location information coming from the WLAN AN used by the UE is trustable.

NOTE 1: Sending the static QoS profile to the ePDG enables the ePDG to enforce QoS policies based on
information received via AAA infrastructure as specified in clause 4.3.4. When GTP is used over S2b,
this also alows the PGW to receive the QoS parameters possibly modified by the 3GPP AAA Proxy
(when the ePDG islocated in the VPLMN) to enforce QoS limitations according to the local policies and
the roaming agreement with the home operator. The ePDG does not perform rate enforcement based on
APN-AMBR.
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NOTE 2: Thisalso alowsto aign the GTP operations on S5/S8/S2b, i.e. the PGW receives those parameters
within GTP signalling on al GTP interfaces.

B.1) TheePDG sends a Create Session Request (IMSI, APN, RAT type, ePDG TEID for control plane, PDN
Type, PDN Address, EPS Bearer Identity, Default EPS Bearer QoS, ePDG Address for the user plane, ePDG
TEID of the user plane, APN-AMBR, Selection Mode, Dual Address Bearer Flag, Trace Information, Charging
Characteristics, Additional Parameters, IMEI(SV), User Location Information) message to the PGW. The RAT
type indicates the non-3GPP | P access technology type. The PDN Type shall be set based on the CFG_Request
in step 1 and subscription profile in the same way asthe PDN type is selected during the E-UTRAN Initia
Attach in TS 23.401 [4]. The ePDG shall set the Dual Address Bearer Flag when the PDN typeis set to |Pv4ve
and all SGSNs which the UE may be handed over to are Release 8 or above supporting dual addressing, whichis
determined based on node pre-configuration by the operator. The ePDG shall include Trace Information if PDN
GW traceis activated. The Additional Parameters include the authentication credentials for an additional
authentication and authorization with an external AAA server if it was provided by the UE before this step. The
ePDG shall provide the IMEI(SV) if available; The PDN GW performs the authentication and authorization with
the external AAA server if it isrequired to get access for the given APN. The User Location Information shall
include UE local |P address and optionally UDP source port number (if NAT is detected). It may also include
WLAN Location Information (and its Age) the ePDG may have received from the 3GPP AAA server about the
UE.

NOTE 3: The UE local IP address is the source address on the outer header of the |Psec tunnel to the ePDG.

The PGW creates anew entry in its bearer context table and generates a Charging Id. The new entry allows the
PGW to route user plane PDUs between the ePDG and the packet data network and to start charging.

NOTE 4: The EPS Bearer |dentity and Default EPS Bearer QoS parameters convey the S2b bearer identity and the
default S2b bearer QoS.

C.1) StepC.listhesameas Step C of clause 7.2.1, with the following addition:

- wheninforming the 3GPP AAA Server of the PDN GW identity, the selected PDN GW also indicates the
selected S2b protocol variant (here GTP); this allows the option for the 3GPP AAA Server or 3GPP AAA
Proxy not to return to the PDN GW PMIP specific parameters (e.g. static QoS Profile, Trace Information,
APN-AMBR) if GTP isused over S2b; the PDN GW shall ignore those parameters if received from the
3GPP AAA Server or 3GPP AAA Proxy.

- The PDN GW forwards to the PCRF in the IP-CAN Session Establishment procedure following information
extracted from User Location Information it may have received from the ePDG:

- TheUE local IP address
- WLAN location information in conjunction with the Age of thisinformation,

D.1) ThePDN GW returns a Create Session Response (PDN GW Address for the user plane, PDN GW TEID of
the user plane, PDN GW TEID of the control plane, PDN Type, PDN Address, EPS Bearer Identity, EPS Bearer
QoS, APN-AMBR, Charging 1D, Cause) message to the ePDG, including the IP address(es) allocated for the
UE. The PDN GW selects the PDN type to be used in the same way as done during the E-UTRAN Initial Attach
in TS 23.401 [4].

The PGW may initiate the creation of dedicated bearers on GTP based S2b (like it may do it on GTP based
Sb/S8 for an Attach on 3GPP access).

NOTE 5: If the UE requests for both I Pv4 address and I1Pv6 prefix, both are allocated. If the PDN GW operator
dictates the use of |Pv4 address only or IPv6 prefix only for this APN, the PDN GW shall allocate the
only 1Pv4 address or only IPv6 prefix to the UE. If the UE requests for only |Pv4 address or IPv6 prefix
only one address/prefix is alocated accordingly.

E.1l) Step E.listhesameas Step E of clause 7.2.1, but with GTP tunnel(s).

7.2.5 Initial Attach for emergency session (GTP on S2b)

When the UE needs to establish an IMS emergency session over Untrusted WLAN access, the procedure described in
this clause applies. The Initial Attach for emergency session follows the same steps that the Initial Attach for anon

ETSI



3GPP TS 23.402 version 13.4.0 Release 13 158 ETSI TS 123 402 V13.4.0 (2016-03)

emergency session, so only the differences with regard to the procedures described in clauses 7.2.1 and 7.2.4 are
documented.

Non-
3GPP

|—| P I—I PDN I—I HSS/
UE Acdess ePDG GW PCRF AAA

1 Authenticationand & authorisation -
{ W 1. Authentication & Authorization -
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7.2.1-1, between steps (D) and (E)

8. IPSef and GTP Tunnel(s)

( IPSec unnei(s,

Figure 7.2.5-1: Initial attachment for emergency services over GTP based S2b

1) Asinstep 1 of Figure 7.2.1 with following modifications:

As part of procedures for Authentication and Authorization on an Access Point based on USIM credentials, the
3GPP AAA server may store WLAN Location Information defined in clause 4.5.7.2.8.

2) The UE releases any connectivity it may have over Un-trusted access to EPC per the procedure defined in
clause 7.4.3. The UE does not need to wait the procedure defined in clause 7.4.3 to be completed to proceed with
following steps: the UE shall select an ePDG that supports emergency services as defined in clause 4.5.4a and
initiate an IKEv2 tunnel establishment procedure asin step 2 of clause 7.2.1 but with following specificities:

- The UE provides an indication that the EPC accessis for emergency services.The indication is used by the
3GPP AAA server to give precedence to this session in case of signalling congestion (over SWx). The
indication is used by the ePDG to apply specific policies related with emergency PDN connection (e.g. stored
in Emergency Configuration Data).

- Any APN received by the ePDG from the UE isignored as the ePDG uses its Emergency Configuration Data
to determine the APN to be associated with the emergency PDN connection and possibly to determine the
PDN GW to use.

NOTE: No procedure for additional authentication and authorisation with an external AAA Server as specified in
RFC 4739 [50] and in TS 33402 [45] is expected.

- Upon a successful authorization by the 3GPP AAA server, the ePDG stores subscription information
received from the 3GPP AAA but does not use thisinformation for the emergency PDN connection. It
instead uses Emergency Configuration Datato get information on the APN and possibly PDN GW and / or
QoS (APN-AMBR, default QoS) to use for the emergency PDN connection.
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3) The ePDG sends a Create Session Request message to the PGW as described in step B.1 of clause 7.2.4 but with
following specificities:

- No parameter sent in the Create Session Request message is related with the user subscription. Parametersin
the Emergency Configuration Data are used instead.

- No Additional Parameters are provided for additional authentication and authorisation with an external AAA
Server.

- The PDN GW deduces the emergency related policies to apply from the APN received in the Create Session
Request message.

4) As Step 4 of clause 7.2.1, with the following specificities:

- The PCRF deduces the emergency related policies to apply from the APN received in the IP-CAN Session
Establishment message.

5) Asinstep C.1of clause7.2.4.
6) Asinstep D.1of clause 7.2.4.
7) Asinstep E.1 of clause 7.2.4, with the following specificities:
- No APN is provided by the ePDG in the IDr payload of the final IKEv2 message.

7.3 Initial Attach Procedure for S2c¢ in Untrusted Non-3GPP IP
Access

This clause is related to the case when the UE powers-on in an untrusted network and host-based mobility management
mechanism is used to establish IP connectivity and to perform inter-access Handover. Dual Stack MIPv6 [10] is used
for supporting mobility over S2c interface.
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Figure 7.3-1: Initial attachment from Untrusted Non-3GPP IP Access with DSMIPv6

The non-roaming (Figure 4.2.2-2), Roaming (Figure 4.2.3-3) and LBO (Figure 4.2.3-5) are all covered in this
procedure. In the Roaming and LBO case, the ePDG communi cates with the 3GPP AAA Server by way of the 3GPP
AAA Proxy, functioning as arelay for AAA messages. Inthe LBO case, the PDN GW in the VPLMN interacts with the
PCRF by means of the vVPCRF. In the non-roaming case, the 3GPP AAA Proxy and VPCRF are not involved.

This procedure is also used to establish the first PDN connection over an untrusted non-3GPP access with DSMIPv6 on
S2c when the UE already has active PDN connections only over a 3GPP access and wishes to establish simultaneous
PDN connections to different APNs over multiple accesses.

If dynamic policy provisioning is not deployed, the optional step 6 does not occur. Instead, the PDN GW may employ
static configured policies.

1) The Access authentication procedure between UE and the 3GPP EPC may be performed as defined by

2)

3
4)

TS 33.402 [45]. As part of the AAA exchange for network access authentication, the AAA/HSS and/or the 3GPP
AAA Proxy may return to the Non-3GPP | P Access a set of home/visited operator's policies to be enforced on
the usage of local |P address, or IPv6 prefix, allocated by the access system upon successful authentication.
Subscription data is provided to the Non-3GPP IP Access by the HSS/AAA in this step. After the authentication,
UE is configured with Local 1P Address from the access network domain. This addressis used for sending all
IKEV2 [9] messages and as the source address on the outer header of the IPsec tunnel between the UE and the
ePDG.

The IKEV2 tunnel establishment procedure is started by the UE. The UE may indicate in a notification part of the
IKEV2 authentication request that it supports MOBIKE. The ePDG | P address to which the UE needs to form
IPsec tunnel is discovered via DNS query as specified in clause 4.5.4. The procedure is as described in

TS 33.402 [45].

The ePDG sends the final IKEv2 message with the assigned |P address in IKEv2 Configuration payloads.
IPsec Tunnel between the UE and ePDG is how setup.
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5) A security association is established between UE and PDN GW to secure the DS-MIPv6 messages between UE
and PDN GW. This step is performed as specified in step 4 of clause 6.3. During this step an I1Pv6 home network
prefix is assigned by the PDN GW to the UE as defined in RFC 5026 [40]. After the IPv6 home network prefix
is assigned, UE constructs a home address from it via auto-configuration.

6) The UE sendsthe Binding Update (IP Addresses (HoA, CoA)) message to the PDN GW. The Binding Update is
as specified in RFC 5555 [10]. The UE may request an | Pv4 Home Address in this step. The UE shall inform the
PDN GW that the whole home prefix shall be moved.

7) The PDN GW executes a IP-CAN Session Establishment Procedure with the PCRF as specified in
TS 23.203 [19]. The message from the PDG GW includes at |east the HOA and the CoA. The message may also
include a permanent UE identity and an APN string.

The PCRF decides on the PCC rules and Event Triggers and provisions them to the PDN GW. The PDN GW
installs the received PCC rules.

8) The PDN GW processes the binding update and creates a binding cache entry for the UE. The PDN GW
alocates an 1Pv4 home address for the UE if requested by the UE in step 5 and allowed by the subscription
profile received asit is specified in the E-UTRAN attach procedurein TS 23.401 [4]. The PDN GW then sends a
Binding Ack to the UE, including the 1Pv4 home address allocated for the UE.

9) TheIP Connectivity is now setup.

7.4 Detach and PDN Disconnection for S2b

7.4.1 UE/ePDG-initiated Detach Procedure and UE-Requested PDN
Disconnection with PMIPv6 on S2b

74.1.1 Non-Roaming, Home Routed Roaming and Local Breakout Case

The procedure in this clause applies to Detach Procedures, initiated by UE or ePDG initiated detach procedure, and to
the UE-requested PDN disconnection procedure when PMIPv6 is used on the S2b interface.

The UE caninitiate the Detach procedure, e.g. when the UE is power off. The ePDG should initiate the Detach
procedure due to administration reason or the IKEv2 tunnel releasing, when the ePDG should initiate the Detach
procedure is implementation specific based on local operator policies.

For multiple PDN connectivity, this detach procedure shall be repeated for each PDN connected.
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Roaming Scenarios

__________________

6. Non-3GPP specific
resource release procedure

PDN AAA HSS/
UE
| ePDG GW Broxy VPCRF hPCRF AAA
[ [
1. IKEV2 tunnel
release trigger
(A)| 2. Proxy Binding Update .

(fetime=0)

3. Update PDN|GW Address

A
N
L/

/" 4. PCEF-Initiated IP-CAN Session .
. Termination Prodedur) s

(8) 5. Proxy Binding Ack

Figure 7.4.1-1: UE/ePDG-initiated detach procedure with PMIPv6 on S2b

NOTE: For GTP based S2b, procedure steps (A) and (B) are defined in clause 7.4.3.1.

The home routed roaming (Figure 4.2.3-1), LBO (Figure 4.2.3-4) and non-roaming (Figure 4.2.2-1) scenarios are
depicted in the figure. In the LBO case, the 3GPP AAA Proxy acts as an intermediary, forwarding messages from the
3GPP AAA Server inthe HPLMN to the PDN GW in the VPLMN and visa versa. M essages between the PDN GW in
the VPLMN and the hPCRF in the HPLMN are forwarded by the vPCRF in the VPLMN. In the non-roaming case, the
VPCRF and the 3GPP AAA Proxy are not involved.

If dynamic policy provisioning is not deployed, the optional step 4 does not occur. Instead, the PDN GW may employ
static configured policies.

1)
2)

3)

4)

5)

6)

IKEv2 tunnel release triggers PMIP tunnel release.

The MAG in the ePDG should send a Proxy Binding Update (MN NAI, APN, lifetime=0) message to the PDN
GW. When the MAG in the ePDG should send a Proxy Binding Update message to the PDN GW is
implementation specific based on local operator policies. The MN NAI identifies the UE. When only one PDN
connection to the given APN is allowed the APN is needed in order to determine which PDN to deregister the
UE from, as some PDN GWs may support multiple PDNs. When multiple PDN connections to the given APN
are supported, the APN and the PDN connection identity are needed in order to determine which PDN to
deregister the UE from. The lifetime value set to zero, indicates thisis a PMIP de-registration.

The PDN GW informs the 3GPP AAA Server of the PDN disconnection. If the UE no longer has any context in
the 3GPP AAA Server, the 3GPP AAA Server notifies the HSS as described in clause 12.1.2.

The PDN GW deletes the IP CAN session associated with the UE and executes a PCEF-Initiated IP-CAN
Session Termination Procedure with the PCRF as specified in TS 23.203 [19].

The PDN GW deletes all existing entries for the indicated HoA from its Binding Cache and sends a Proxy
Binding Ack (MN NAI, lifetime=0) message to the MAG in the ePDG. The PDN GW sends a Proxy Binding
Ack message to the ePDG. The MN NAI value and the lifetime=0 val ues indicate that the UE has been
successfully deregistered.

Non-3GPP specific resource release procedure is executed.
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7.4.1.2 Chained PMIP-based S8-S2b Roaming Case

This procedure is described in clause 6.4.1.2.

7.4.2 HSS/AAA-initiated Detach Procedure with PMIPv6 on S2b

7421 Non-Roaming, Home Routed Roaming and Local Breakout Case

HSS/AAA-initiated detach procedure when PMIPV6 is used on the S2b interface isillustrated in Figure 7.4.2-1. The
HSS can initiate the procedure e.g. when the user's subscription is removed. The 3GPP AAA Server can initiate the
procedure, e.g. instruction from O& M, timer for re-authenti cation/re-authorization expired.

If the HSS/AAA-initiated detach procedure has been initiated to delete the UE from the Evolved Packet Core, the
HSS/AAA server shall initiate the detach procedure for each of the access systems to which the UE is registered.

Roaming Scenarios

PDN AAA HSS/

UE ePDG GW Proxy VPCRF hPCRF AAA

1. Deta¢h Indication

N
\/

(A)

2. The procedures as TS 23.402, Figure 7.4.1-1, after Step 1

3. Detagch Ack

N
\/

v

Figure 7.4.2-1: HSS/AAA-initiated detach procedure with PMIPv6 on S2b

NOTE 1. For GTP based S2b, procedure step (A) isdefined in clause 7.4.4.1.

NOTE 2: AAA proxy and VPCRF are only used in the case of home routed roaming (Figure 4.2.3-1) and local
breakout (Figure 4.2.3-4).

1) The HSSYAAA sends a detach indication message to the ePDG to detach a specific UE.
2) Thisinclude the procedure after stepl as Figure 7.4.1-1.
For multiple PDN connectivity, this step shall be repeated for each PDN connected.

3) The ePDG sends a Detach Ack message to the 3GPP AAA Server. If the detach procedure was initiated from the
3GPP AAA Server and if the UE no longer has any context in the 3GPP AAA Server, the 3GPP AAA Server
notifies the HSS as described in clause 12.1.2. If the detach procedure was initiated by HSS, the 3GPP AAA
Server repliesto the HSS as described in clause 12.1.3.

NOTE 3: The HSS/AAA may aso send a detach indication message to the PDN GW. The PDN GW does not
remove the PMIP tunnels on S2b, since the ePDG is responsible for removing the PMIP tunnels on S2b.
The PDN GW acknowledges the receipt of the detach indication message to the 3GPP AAA Server.

7.4.2.2 Chained PMIP-based S8-S2b Roaming Case

This procedure is described in clause 6.4.2.2.
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7.4.3 UE/ePDG-initiated Detach Procedure and UE-Requested PDN
Disconnection with GTP on S2b

7.43.1 Non-Roaming, Home Routed Roaming and Local Breakout Case
This clause describes the UE-requested PDN disconnection procedure when GTP is used on the S2b interface.

The UE can initiate the Detach procedure, e.g. when the UE is power off. The ePDG should initiate the Detach
procedure due to administration reason or the IKEv2 tunnel releasing. When the ePDG initiates the Detach procedure is
implementation specific based on local operator policies.

For multiple PDN connectivity, this detach procedure shall be repeated for each PDN connected.

Roaming Scenarios

PDN AAA HSS/
UE ePDG oW Proxy VPCRF hPCRF AAA

Detach procedure as in Figure
7.4.1-1, before step (A)

A.1 Delete Session Request»

A2. Update PDNl GW Address

/A3, PCEF-Initiated IP-CAN Session .,
. Termination Procedure

B.1.Delete Session Response

<
<

Detach procedure as in Figure
7.4.1-1, after step (B)

IR R N |

Figure 7.4.3-1: UE/ePDG-initiated detach procedure with GTP on S2b

The home routed roaming (Figure 4.2.3-1), LBO (Figure 4.2.3-4) and non-roaming (Figure 4.2.2-1) scenarios are
supported as specified in clause 7.4.1.

A.1) TheePDG should release this particular PDN connection and should send a Delete Session Request (Linked
EPS Bearer ID, UWAN Release Cause if available, User Location Information) message for this PDN
connection to the PDN GW. When the ePDG should release this particular PDN connection and should send a
Delete Session Request isimplementation specific based on local operator policies. UWAN Release Cause is
only sent by the ePDG to the PDN GW if thisis permitted according to ePDG operator's policy.

The User Location Information shall include UE local |P address and optionally UDP source port number (if
NAT isdetected). It may also include WLAN Location Information (and its Age) the ePDG may have received
from the 3GPP AAA server about the UE. When the PDN GW receives no WLAN Location Information from
the ePDG it shall delete any such information it may have stored for the PDN connection.

NOTE: TheUE loca IP addressisthe source address on the outer header of the IPsec tunnel to the ePDG.
A.2) Sameasstep 3 of clause7.4.1.1.
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A.3) ThePDN GW deletesthe IP-CAN session associated with the UE and executes a PCEF-Initiated IP-CAN
Session Termination Procedure with the PCRF as specified in TS 23.203 [19]. If received from the ePDG, the
PDN GW shall aso forward the UWAN Release Cause, and PCRF shall forward it to the Application Function
as specified in TS 23.203 [19]. If requested by the PCRF, the PDN GW forwards to the PCRF following
information extracted from User Location Information it may have received from the ePDG:

- WLAN location information in conjunction with the Age of thisinformation,
- TheUE local IP address.

B.1) ThePDN GW acknowledges with a Delete Session Response (Cause) message.

7.4.4 HSS/AAA-initiated Detach Procedure with GTP on S2b

7441 Non-Roaming, Home Routed Roaming and Local Breakout Case

HSS/AAA-initiated detach procedure when GTP is used on the S2b interfaceisillustrated in Figure 7.4.4-1. The HSS
can initiate the procedure e.g. when the user's subscription is removed. The 3GPP AAA Server can initiate the
procedure, e.g. instruction from O& M, timer for re-authenti cation/re-authorization expired.

If the HSS/AAA-initiated detach procedure has been initiated to delete the UE from the Evolved Packet Core, the
HSS/AAA server shall initiate the detach procedure for each of the access systems to which the UE is registered.

Roaming Scenarios

PDN AAA HSS/

UE ePDG oW Proxy VPCRF hPCRF AAA

HSS/AAA-initiated Detach procedure as in Figure 7.4.2-1, before step (A)

A.1 Detach procedure as in Figure 7.4.3-1, from step A.1

HSS/AAA-initiated Detach procedure as in Figure 7.4.2-1, after step (A)

Figure 7.4.4-1: HSS/AAA-initiated detach procedure with GTP on S2b

A.1) For multiple PDN connectivity, this step shall be repeated for each PDN connected. This step does not apply
to aPDN connection set-up for emergency services.

NOTE: The HSS/AAA may also send a detach indication message to the PDN GW. The PDN GW does not
remove the GTP tunnels on S2b, since the ePDG is responsible for removing those tunnels on S2b. The
PDN GW acknowledges the receipt of the detach indication message to the 3GPP AAA Server.
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7.5 Detach and PDN Disconnection for S2c in Un-trusted Non-
3GPP IP Access

75.1 General

This clause isrelated to the cases where at |east one DSMIPv6 PDN disconnection procedure is performed. In case of
detach the DSMIPv6 PDN disconnection is executed for all the existing PDNs connections, while in the case of
disconnecting asingle PDN connection the DSMIPv6 PDN disconnection is executed only for the individual PDN
connection.

The DSMIPv6 PDN disconnection procedureis on a per PDN basis and allows:
- the UE to inform the network that it requests to release a S2c¢ based PDN connection; and
- the network to inform the UE that a S2c based PDN connection is disconnected.
The UE may be disconnected from a PDN either explicitly or implicitly:
- Explicit PDN disconnection: The network or the UE explicitly requests detach and signal with each other;

- Implicit PDN disconnection: The network disconnects the UE from a PDN, without notifying the UE. Thisis
typically the case when the network presumes that it is not able to communicate with the UE, e.g. dueto radio
conditions.

Three PDN disconnection procedures are provided when the UE accesses the EPS through S2c:
- UE-Initiated PDN disconnection Procedure;
- AAA/HSS- initiated detach Procedure.
- PDN GWe-initiated PDN disconnection Procedure.

7.5.2 UE-Initiated PDN disconnection Procedure

The PDN disconnection procedure when initiated by the UE isillustrated in Figure 7.5.2-1. In case of detaching the UE
from EPS, the procedure defined in this clause must be repeated for each PDN.

In the non-roaming case, none of the optional entitiesin Figure 7.5.2-1 are involved. The optional entities are involved
in other cases. In the roaming cases, however, the 3GPP AAA Proxy relays all interaction between the 3GPP AAA
Server inthe HPLMN and the PDN GW in the VPLMN.
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Roaming Scenarios
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Figure 7.5.2-1: UE-initiated S2c PDN disconnection procedure in Untrusted Non-3GPP Access

Network

Non-roaming (figure 4.2.2-2), home routed roaming (figure 4.2.3-3) and Local Breakout (figure 4.2.3-4) cases are
supported by this procedure. The AAA proxy and vVPCRF are only used in the case of home routed roaming and Local
Breakout. In non-roaming scenarios, the AAA proxy and VPCRF are not involved.

If dynamic policy provisioning is not deployed, the optional step 3 does not occur. Instead, the PDN GW may employ
static configured policies.

1

If the UE wants to terminate a S2c session, it shall send a de-registration Binding Update (Lifetime=0, IP
Addresses (HOA, CoA)) message to the PDN GW as specified in RFC 5555 [10].

. The PDN GW informsthe 3GPP AAA Server of the PDN disconnection. If the UE no longer has any context in

the 3GPP AAA Server, the 3GPP AAA Server notifies the HSS as described in clause 12.1.2.

If there is an active PCC session for the UE, the PDN GW executes a PCEF-Initiated IP-CAN Session
Termination Procedure with the PCRF as specified in TS 23.203 [19].

The PDN GW shall send a Binding Acknowledgement to the UE as specified in RFC 5555 [10].
The UE terminates the IKEv2 security association for the given PDN as defined in RFC 5996 [9].

If after step 5 the UE has no other PDN sessions, the UE should terminate the IPSEC tunnel to the ePDG
according to RFC 5996 [9].

After IPsec tunnel termination, non-3GPP specific resource rel ease procedure may be executed.

7.5.3 HSS / AAA-initiated Detach Procedure

The Detach procedure when initiated by the HSS/AAA isillustrated in Figure 7.5.3-1. The Detach procedure defined in
this clause must be repeated for each PDN.
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If the HSS/AAA-initiated detach procedure has been initiated to delete the UE from the Evolved Packet Core, the
HSS/AAA server shall initiate the detach procedure for each of the access systems to which the UE is registered.

In the implicit detach, steps 2, 3 and 6 of Figure 7.5.3-1, are omitted.

Roaming Scenarios
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Figure 7.5.3-1: AAA/HSS-initiated S2c detach procedure in Untrusted Non-3GPP Access Network

Non-roaming (Figure 4.2.2-2), home routed roaming (figure 4.2.3-3) and Local Breakout (figure 4.2.3-4) cases are
supported by this procedure. The AAA proxy and VPCRF are only used in the case of home routed roaming and Local
Breakout. In non-roaming scenarios, the AAA proxy and VPCRF are not involved.

If dynamic policy provisioning is not deployed, the optional step 4 does not occur. Instead, the PDN GW may employ
static configured policies.

1. If the HSSIAAA wants to request the immediate termination of a S2¢ session for agiven UE and agiven PDN, it
shall send a Session Termination message to the PDN GW.

2. The PDN GW sends a detach request message.
3. The UE shall acknowledge the detach request.
NOTE 1: How the detach request and acknowledge messages are implemented is a stage 3 issue.

4. If thereisan active PCC session for the UE, the PDN GW executes a PCEF-Initiated IP-CAN Session
Termination Procedure with the PCRF as specified in TS 23.203 [19].

5. The PDN GW shall acknowledge the termination of the S2c session to the 3GPP AAA Server. If the detach
procedure was initiated from the 3GPP AAA Server and if the UE no longer has any context in the 3GPP AAA
Server, the 3GPP AAA Server notifiesthe HSS as described in clause 12.1.2. If the detach procedure was
initiated by HSS, the 3GPP AAA Server replies to the HSS as described in clause 12.1.3.

6. The PDN GW or the UE terminates the IKEv2 security association for the given PDN as defined in
RFC 5996 [9].
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7. If after step 6 the UE has no other PDN sessions, the UE should terminate the IPSEC tunnel to the ePDG
according to RFC 5996 [9].
8. After IPsec tunnel termination, non-3GPP specific resource rel ease procedure may be executed.

NOTE 2: The HSS/AAA may also send a detach indication message to ePDG. The HSS/AAA should wait to
receive acknowledgement(s) from PDN GW(s) before sending the detach indication message to the
ePDG. The ePDG releases the IPSEC tunnels to the UE and acknowledges the receipt of the detach
indication message to the 3GPP AAA Server.

754 PDN GW:-initiated PDN Disconnection Procedure

The PDN Disconnection procedure when initiated by the PDN GW isillustrated in Figure 7.5.4-1.

Roaming Scenarios
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i specific

| resource

. release

| procedure

1

. L

Figure 7.5.4-1: PDN GW- initiated PDN Disconnection S2c procedure in Untrusted Non-3GPP Access
Network

Non-roaming (Figure 4.2.2-1), home routed roaming (Figure 4.2.3-2) and Local Breakout (Figure 4.2.3-4) cases are
supported by this procedure. The 3GPP AAA proxy and VPCRF are only used in the case of home routed roaming and
Local Breakout. In non-roaming scenarios, the 3GPP AAA proxy and VPCRF are not involved.

If dynamic policy provisioning is not deployed, the optiona step 3 does not occur. Instead, the PDN GW may employ
static configured policies.

static configured policies.

If the PDN GW-initiated PDN Disconnection Procedure is triggered by the UE binding lifetime expiration (Implicit
PDN disconnection procedure), steps 1 and 2 may be omitted.

1. Inthe explicit detach procedure the PDN GW shall send a detach request message.
2. Intheexplicit detach procedure, the UE shall acknowledge the detach request.

NOTE: How the detach request and acknowledge messages are implemented is a stage 3 detail.
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3. The PDN GW informs the 3GPP AAA Server of the PDN disconnection. If the PDN GW isinthe VPLMN,
signalling may be routed viaa 3GPP AAA Proxy inthe VPLMN. If the UE no longer has any context in the
3GPP AAA Server, the 3GPP AAA Server notifiesthe HSS as described in clause 12.1.2.

4. |f thereisan active PCC session for the UE, the PDN GW shall execute a PCEF-Initiated IP CAN Session
Termination Procedure with the PCRF as specified in TS 23.203 [19].

5. The PDN GW or the UE may terminate the IKEv2 security association for the given PDN as defined in
RFC 5996 [9].

6. After IKEv2 SA termination, non-3GPP specific resource release procedure may be executed.

7.6 UE-initiated Connectivity to Additional PDN

7.6.1 UE-initiated Connectivity to Additional PDN with PMIPv6 on S2b

NOTE: The PDN GW treats each MN-ID+APN as a separate binding and may allocate a new | P address/prefix
for each binding.

This clause isrelated to the case when the UE has an established PDN connection over untrusted non-3GPP a