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Foreword

This Technical Specification| has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall indicates a mandatory requirement to do something
shall not indicates an interdiction (prohibition) to do something

The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in
Technical Reports.

The constructions "must” and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided
insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced,
non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a
referenced document.

should indicates a recommendation to do something
should not indicates a recommendation not to do something
may indicates permission to do something

need not indicates permission not to do something

The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions
"might not" or "shall not" are used instead, depending upon the meaning intended.

can indicates that something is possible
cannot indicates that something isimpossible
The constructions "can" and "cannot” are not substitutes for "may" and "need not".

will indicates that something is certain or expected to happen as aresult of action taken by an agency
the behaviour of which is outside the scope of the present document

will not indicates that something is certain or expected not to happen as aresult of action taken by an
agency the behaviour of which is outside the scope of the present document

might indicates a likelihood that something will happen as aresult of action taken by some agency the
behaviour of which is outside the scope of the present document
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might not indicates a likelihood that something will not happen as a result of action taken by some agency
the behaviour of which is outside the scope of the present document
In addition:
is (or any other verb in the indicative mood) indicates a statement of fact
isnot (or any other negative verb in the indicative mood) indicates a statement of fact

The constructions"is" and "is not" do not indicate requirements.
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1 Scope

Annex G of 3GPP TS 23.228[2] gives out an IMS Application Level Gateway (IMS-ALG) and IMS Access Media
Gateway (IMS-AGW) based reference model to support NAPT-PT, gate control and traffic policing between IP-CAN
and IMS domain.

P-CSCF
IMS-ALG
Gm | 1 I—
N 3 ; Scope of this
| _"'specification
e lg - |
r————
| ! NAT i
UE NAT | | !
[ Media § § Media
| Access domain | IMS Access Gateway /1M CN domain

Figure 1.1: Scope of the specification

Figure 1.1 illustrates the reference model for Iq:

- the dashed line represents the | P signalling-path with SIP (at Gm) as call/session control protocol between the
UE and the P-CSCF (IMS-ALG);

- thebold, horizontal line represents the IP media-path (also known as (IP) bearer-path or (IP) data-path; the
notion 'media’ is used as generic term for "I P application data"); and

- thevertical line represents the I q control-path with H.248 as gateway/policy control protocol between the IMS-
ALG and the IMS-AGW (H.248 messages are transported over 1P).

The Ig reference point is between the P-CSCF (IMS-ALG) and the IMS-AGW. It conveys the necessary information
that is needed to alocate, modify and release (1P) transport addresses.

The present document defines the stage 2 description for the Iq reference point. The stage 2 shall cover the information
flow between the P-CSCF (IMS-ALG) and IMS-AGW. The protocol used over the | q interface is the gateway control
protocol according ITU-T Recommendation H.248 (which is specified for 1q by an H.248 profile according 3GPP
TS29.334[3)).

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.
[2] 3GPP TS 23.228: "IP Multimedia Subsystem (IMS), stage 2".
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3 Definitions, symbols and abbreviations
3.1 Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A
term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

End-to-access edge security: media protection extending between an IMS UE and the first IMS core network nodein
the media path without being terminated by any intermediary node.

End-to-end security: media protection between two IMS UEs without being terminated by any intermediary node.
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Full 1CE: The full implementation of the Interactive Connectivity Establishment (ICE) specified in
IETF RFC 5245 [39].

ICE lite: The liteimplementation of the Interactive Connectivity Establishment (ICE) specified in
IETF RFC 5245 [39].

Local (near-end) NAPT control: the operation of providing network address mapping information and NAPT policy
rulesto a near-end NAT in the media flow.

NAT-PT/NAPT-PT: see definitionin 3GPP TS 23.228[2].

NAPT control and NAT traversal: controls network address trandlation for both near-end NA(P)T and far-end
NA(P)T

Network Address Trandation (NA(P)T): see definitionin 3GPP TS 23.228 [2].

Remote (far-end) NAT traversal: the operation of adapting the |P addresses so that the packets in the media flow can
pass through a far-end (remote) NAT.

RTP/RTCP transport multiplexing: asingle |P transport (L4) port for RTP and RTCP packets.
TL S-client: the entity that initiates a TL S session establishment to a server (see IETF RFC 5246 [28]).

TL S-server: the entity that responds to requests for TLS session establishment from clients (see IETF RFC 5246 [28]).
TLSendpoint: either aTLS-client or a TLS-server.

Convention:

Wherever theterm NAT is used in this specification, it may be replaced by NA(P)T or NA(P)T-PT.

For the purposes of the present document, the following terms and definitions given in 3GPP TS 23.237 [18] apply:

AccessLeg

Access Transfer Control Function (ATCF)
Access Transfer Gateway (ATGW)
Remote Leg

Target AccessLeg

Source Access Leg

3.2 Symbols

For the purposes of the present document, the following symbols apply:

Iq Interface between the IMS Application Level Gateway and the IMS Access Media Gateway

3.3 Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
TR 21.905[1].

ALTC Alternate Connectivity

AMR Adaptive M ulti-Rate

AMR-WB Adaptive Multi-Rate - WideBand
AMR-WB IO  Adaptive Multi-Rate - WideBand Inter-operable Mode, included in the EV S codec
APP APPlication-defined RTCP packet
ATCF Access Transfer Control Function
ATGW Access Transfer Gateway

BFCP Binary Floor Control Protocol
CvO Coordination of Video Orientation
DC Data Channel

DTLS Datagram Transport Layer Security
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€2ae security End-to-access-edge security
€2e security End-to-end security
ECN Explicit Congestion Notification
ECN-CE ECN Congestion Experienced
elMS-AGW IMS Access Gateway enhanced for WebRTC
eP-CSCF P-CSCF enhanced for WebRTC
EVS Enhanced Voice Services
FECC Far End Camera Control
ICE Interactive Connectivity Establishment
IMS-AGW IMS Access Media Gateway
IMS-ALG IMS Application Level Gateway
IM CN IMS Core Network
MSRP Message Session Relay Protocol
NA(P)T Network Address and optional Port Trandation
NAPT Network Address Port Trandation
NAT Network Address Trandation
NA(P)T-PT NAT Address (and optional Port-) Trandation and Protocol Trandlation
P-CSCF Proxy-CSCF
ROI Region of Interest
RTCP RTP Control Protocol
RTP Real-time Transport Protocol
SDPCapNeg SDP Capability Negotiation
SRTP Secure Real-time Transport Protocol
SRVCC Single Radio Voice Call Continuity
STUN Session Traversal Utilitiesfor NAT
TLS Transport Layer Security
TURN Traversal Using Relay NAT
UDPTL User Datagram Protocol Transport Layer
URN Uniform Resource Name
WebRTC Web Real-Time Communication
WIC WebRTC IMS Client
WWSF WebRTC Web Server Function

4 Architecture

4.1 Reference architecture

The reference architecture for the IMS-ALG and the IMS-AGW when NAT isinvoked between the UE and the IMS
domain is shown infigure 4.1.1 below.

UE

Media

P-CSCF Mw/
M
[ IMS-ALG |

lqg ——

Access domain

| NAT |

Media

IMS Access Gateway MV CN domain

Figure 4.1.1. Reference Architecture with NAT invoked between the UE and the IMS domain
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See 3GPP TS 23.228[2] Annexes G.1 and G.2 for a comprehensive description of the reference models.
The reference architecture for the IMS-ALG and the IMS-AGW supporting the ATCF/ATGW function is shownin

figure 4.1.2 below.
P-CSCF Mw/
M
MSc Mw/12 Eﬁgﬁ %
Server
cS | Gm
access [ \
|

Access Trarisfer

UE

| NAT |
Media
IMS-AGW (ATGW) MM CN domain

Access domain

Figure 4.1.2: Reference Architecture for IMS-ALG/IMS-AGW with ATCF/ATGW function

See 3GPP TS 23.237[18] clause 5.2 for a comprehensive description of the reference model.

The reference architecture for the IMS-ALG and IMS-AGW supporting Interactive Connectivity Establishment (ICE) is
shown in figure 4.1.3, for the case when both the signalling and media traverses NAT devices. There might be an ICE
process towards access hetwork domain and/or an | CE process towards core network domain. Both | CE processes are
independent of each other. The network entities that support Session Traversal Utilities for NAT (STUN) and Traversal
Using Relays NAT (TURN) are described in IETF RFC 5389 [40] and IETF RFC 5766 [41] respectively.

- " Mw/
Outbound , ' TMS-ALG (ATCF)
Suppo I ST
| NAT/ | | suppor
: FW I Media in lqg ——
| access domain
ICE : I Media in
' STUN | IMS- | sTUN CN domain
suppor | peeeeeemeenenss Client/ AGW | Client/
STUN : | TURN Server | (ATGW): Server
Client/ | server
Server : |
I STUN
UE | | Server
L —

NOTE 1: If the IMS-AGW only supports ICE lite, it will only contain a STUN server.

NOTE 2: The IMS-AGW and IMS-ALG may support ICE only towards the served UE, and will then only contain a
STUN client/server and ICE support on related terminations.

NOTE 3: The TURN server is a deployment option but not required for all ICE deployments.

NOTE 4: The separate STUN server is used by the served UE while it gathers ICE candidates. The STUN server in
the IMS-AGW is used to answer ICE connectivity checks.

Figure 4.1.3: Reference architecture for ICE
The reference architecture for the P-CSCF enhanced for WebRTC (eP-CSCF) and the IMS-AGW enhanced for

WebRTC (elMS-AGW) to support WebRTC client accessto IMSis shown in figure 4.1.4 as below, see Annex U in
3GPP TS 23.228 [2] for a comprehensive description of the reference model.
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Figure 4.1.4: Reference Architecture for eP-CSCF/eIMS-AGW supporting WebRTC access to IMS

NOTE 1: The presence of dashed elementsin the figure depends on the configuration.
PCC functional elements are present only for EPC access with QoS.
The corresponding PCC elements for fixed access are also optionally supported but not shown.
The NAT infigure 4.1.4 is meant for non-cellular accessto IMS.

4.2 NAT Function

An operator may need NAT function between UE and IM S domain. Such function can be provided by the IMS-AGW
and can be called loca (near-end) NAT or IM CN hosted NAT (see clause 5.2). There can aso be an independent NAT
device between UE and IMS domain (see clause 5.4), referred as remote (far end) NAT. Thusthe IMS-AGW shall
support remote NA(P)T traversal.

Figure 4.1.1 illustrates the particular 1P media-path scenario with both aremote NAT and local NAT function. Each
NAT function is partitioning an |P domain into two address domains, or partitioning the used | P address space (realm)
into two realms.

The reference architecture of Figure 4.1.1 may be mapped on various network scenarios, like e.g. to three IPv4 realms,
indicated by a) IP-CAN (connectivity access network), b) (Media) Access Domain and ¢) (Media) IM CN domain. If
there would not be any remote NAT device between the UE and IMS-AGW, then there would be just two IP domains (a
and c).

The two types of NATs are also typically different from control perspective: local (near-end) NAT can be controlled by
the operators directly, and remote (far-end) NAT that cannot be controlled by the operators directly.

The support of local NAT isthusimplicitly leading to the requirement for IP realm indication at |q (see clause 5.3).

The edge node of the IP-CAN may be aremote (far-end) NAT device (see Figure 4.1.1). ThisNAT device provides
NAT or NAPT or NA(P)T-PT for IP traffic in the media-path and signalling path (e.g. I P network addresses and
possibly L4 transport port values may be translated of SIP Gm messages).

The remote NAT device cannot be directly controlled by the operators of the (Media) Accessand IP CN domain. The
IMS-ALG is consequently lacking the direct information with regards to the applied NAT bindings by the remote NAT
device.

4.3 ATCF/ATGW Function

The ATCHATGW functions may be supported by the IMS-ALG/IMS-AGW when SRV CC enhanced with ATCF is
used. In this case, the Iq reference point is used for IMS sessions that the IMS-ALG (ATCF) decides to anchor at the
IMS-AGW (ATGW) to provide the following functions:

- reservation and configuration of IMS-AGW (ATGW) resources for media anchoring during PS session
origination or termination;

ETSI



3GPP TS 23.334 version 13.13.0 Release 13 18 ETSI TS 123 334 V13.13.0 (2024-04)

- reconfiguration of IMS-AGW (ATGW) resources during access transfer to the CS domain;

- release of IMS-AGW (ATGW) resources upon completion of the access transfer or release of the session;

- mediatranscoding if the mediathat was used prior to the access transfer is not supported by the MSC server;
- IPversioninterworking if different |P versions are used between the access and the remote legs;

- Indication of IP realm during allocation of transport addresses/resources (the PS and CS accesses may be
reachable via different | P realms);

- the ability to configure ECN properties towards the transferred to Accessif ECN is supported/requested;

- the ability to reconfigure the ECN mode e.g. from ECN transparent to ECN endpoint towards the IMS CN if
ECN transparent cannot be maintained after access transfer to the CS domain;

- provide priority treatment to callsidentified as Multimedia Priority Service (see 3GPP TS 22.153 [22]).

See 3GPP TS 23.237 [18] and 3GPP TS 24.237 [19] for a comprehensive description of the ATCF and ATGW
functions.

4.4 eP-CSCF/elIMS-AGW Function

The Iq reference point is used between the P-CSCF enhanced for WebRTC (eP-CSCF) and the IMS-AGW enhanced for
WebRTC (elMS-AGW), with the following additional functions:

- mediaplane interworking extensions as heeded for WICs,

- mediasecurity of type "e2ag" (as specified in 3GPP TS 33.328 [12]) for media protocols specific to WebRTC,
including media consent, and DTLS-SRTP as key exchange mechanism for media components using SRTP;

- media security of type "e2ae" (as specified in 3GPP TS 33.328 [12]) for data channelsusing DTLS-SCTP.
- NAT traversal support including ICE;

- theability to perform any transcoding needed for audio and video codecs supported by the browser; and

- transport level interworking between data channels and other transport options supported by IMS.

See 3GPP TS 23.228[2] Annex U for a comprehensive description of the eP-CSCF and elMS-AGW functions.

5 Functional Requirements

5.1 General

A single IMS-ALG may control one or multiple IMS-AGW(S).

5.2 Gate Control & Local NAT

The IMS-ALG shall provide the NAPT control function, i.e. obtain the address binding information (according to IETF
RFC 2663 [4]) and perform the NAPT policy control along with gate control (i.e. instruct the opening/closing of a gate).

The IMS-ALG shall request the IMS-AGW to allocate transport addresses/resources to enable media to traverse the
IMS-AGW. The IMS-ALG may indicate the corresponding IP realm to the IMS-AGW — see clause 5.3. The IMS-AGW
shall provide the corresponding external transport addresses to the IMS-ALG.

Terminations for the |q interface may be pre-defined with different levels of granularity for specific IP ports, interfaces,
or groups of interfaces. These may then be defined as an I P realm (see clause 5.3) known by both the IMS-ALG and the
IMS-AGW, however IP Realms may also be defined for multiple physical interfaces. In order to efficiently report a
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failure affecting alarge number of terminations associated to specific physical interfaces, the IMS-AGW shall, when
allocating a new termination, return to the IMS-AL G an associated Interface ID.

An IMS-AGW not supporting this procedure may allocate the same Interface ID for al 1P terminations.

AnIMS-AGW supporting the Termination Out-of-Service procedure (see clause 6.1.15) shall maintain alocal mapping
of Interface ID to itsinternal resources.

The IMS-AGW shall provide the NAPT enforcement function, i.e. change the address and port number of the media
packets as they traverse the IMS-AGW, along with gate control (i.e. open/close a gate under the control of the IMS-
ALG).

The IMS-AGW may provide IP version interworking. If the P version interworking is performed and the IMS-ALG
passes an SDP offer or answer, the IMS-ALG may adjust any SDP bandwidth information contained in the SDP offer or
answer in accordance with 3GPP TS 29.162 [20] clause 9.1.5.

The IMS-ALG shall request the IMS-AGW to release its transport resources at the end of a session.

5.3 IP realm indication and availability
The IMS-ALG and the IMS-AGW shall support | P realm indication.

The IMS-ALG, when requesting the allocation of transport resources at the IMS-AGW, may indicate the correspondent

IPrealmto the IMS-AGW. The IMS-AGW shall assign the |P termination in the IP realm indicated. The same |P realm

shall be applied to all media streams associated with the termination. The | P realm identifier cannot be changed after the
initial assignment.

A default 1P realm may be configured such that if the IMS-AGW has not received the IP realm identifier and the IMS-
AGW supports multiple IP realms then the default 1P realm shall be used.

In order to prevent the IMS-ALG requesting an unavailable IP Ream, the IMS-ALG may audit the list of currently
available realms on the IMS-AGW and may request the IMS-AGW to report any changes to that list as they occur over
time.

The monitoring of 1P realm availability is optional and if supported by IMS-AGW may be requested by the IMS-ALG.

5.4 Remote NAT traversal support

The IMS-ALG and the IMS-AGW shall support remote NA(P)T traversal support using procedures according to the
present clause. In addition they may support remote NA(P)T traversal support using Interactive Connectivity
Establishment (ICE) according to clause 5.17.

The IMS-ALG isresponsible for determining whether there is aremote NAT device (the mechanism by which this
achieved is out of scope of the current document).

If aremote NAT deviceis present, the IMS-ALG shall request the IMS-AGW to perform latching or re-latching when
requesting the IMS-AGW to reserve transport addresses/resources.

If remote NAT is applicable, the IMS-AGW shall not use the remote media address/port information (supplied by the
IMS-ALG) asthe destination address for outgoing media. Instead, the IMS-AGW shall dynamically learn the required
destination address via the source address/port of incoming media. This mechanism is known as "latching”.

When remote NAT Traversal is applied to a stream associated with multiple flows (e.g. RTP and RTCP), the IMS-
AGW shall perform individual latching and/or re-latching on the various flows. This means that an RTP and an RTCP
flow of asingle stream can be latched to different remote addresses and/or ports.

5.5 Remote Source Address/Port Filtering

The IMS-ALG may support and the IMS-AGW shall support policing of the remote source address/port of incoming
media flow(s).

The IMS-ALG may determine that the source address/port of received media packets should be policed.
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When the IMS-ALG requests the IMS-AGW to reserve transport addresses/resources, the IMS-ALG may indicate to the
IMS-AGW that policing of source address and/or port of received media packetsis required.

If such policing is applicable, the IMS-AGW shall check the source address and/or port of al received media packets
and silently discard any packets that do not conform to the expected source address and/or port.

5.6 Traffic Policing

The IMS-ALG may support traffic policing of incoming mediaflows.

The IMS-AGW shall support traffic policing of the maximum average bitrate, defined as sustainable data rate (see IETF
RFC 2216 [10]) of incoming media flows and may support traffic policing of the peak data rate of incoming media
flows.

The IMS-ALG may require the IMS-AGW to police the media flows to ensure that they conform to the expected data
rates.

When the IMS-ALG requests the IMS-AGW to reserve transport addresses/resources, the IMS-ALG may indicate to the
IMS-AGW that policing of the related media streams s required and provide traffic policing related parameters as
detailed in clause 6.2.5.

If such policing is requested, the IMS-AGW shall police the corresponding media streams as detailed in clause 6.2.5 by
measuring the data rate for the received packets within that media stream. If the permissible data rate provided by the
IMS-ALG is exceeded, the IMS-AGW shall discard packets to reduce their data rate to the permissible data rate.

For RTP flows where RTCP resources are reserved together with the RTP resources (see clause 5.9), the permissible
data rate shall include the bandwidth used by RTP and RTCP together.

5.7 Hanging Termination Detection
The IMS-ALG and the IMS-AGW shall support detection of hanging termination.

The IMS-ALG, when requesting the IMS-AGW to reserve an AGW connection point, shall indicate to the IMS-AGW
to perform detection of hanging terminations.

The IMS-AGW shall determine a termination to be hanging if there is no signalling sent/received within a specified
period.

On being informed of the hanging termination, the IMS-AL G shall check/determine whether the cited termination is
valid and initiate any appropriate corrective action, e.g. release an invalid termination.

5.8 QoS Packet Marking

The IMS-ALG may support and the IMS-AGW shall support control viathe |q interface of the setting of the DiffServ
Code Point (DSCP) for media packets sent on a termination.

When the IMS-ALG requests the IMS-AGW to reserve transport addresses/resources, the IMS-ALG may indicate to the
IMS-AGW that the DSCP of outgoing media packets shall be explicitly set or copied from the DSCP of the
corresponding received packet.

If such modification of the DSCP is required by the IMS-ALG, the IMS-AGW shall set the DSCP for outgoing packets
on atermination.

5.9 Handling of RTCP streams

The IMS-ALG and the IMS-AGW shall support control viathe 1q interface of the specific RTCP behaviour associated
to an RTP flow.

When the IMS-ALG requests the IMS-AGW to reserve transport addresses/resources for an RTP flow, the IMS-ALG
should also request the IMS-AGW to reserve resources for the corresponding RTCP flow, but may alternatively request
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the IMS-AGW not to reserve resources for the corresponding RTCP flow. When the IMS-AL G requests the IMS-AGW
to reserve transport addresses/resources for anon-RTP flow, the IMS-ALG shall not request the IMS-AGW to reserve
resources for an RTCP flow.

To request the IMS-AGW to reserve resources for an RTCP flow, the IMS ALG shall provide the RTCP handling
information element with a value indicating that resources for RTCP shall be reserved.

To request the IMS-AGW not to reserve resources for an RTCP flow, the IMS ALG shall either provide the RTCP
handling information element with a value indicating that resources for RTCP shall not be reserved or omit the RTCP
handling information element.

If the IMS-AGW receives the indication to reserve RTCP resources, the IMS-AGW shall allocate alocal port with even
number for an RTP flow also reserve the consecutive local port with odd number for the associated RTCP flow, and it
shall send and be prepared to receive RTCP.

If the IMS-AGW receives the indication to not reserve RTCP resources, or if it does not receive any indication at al, it
shall not alocate an RTCP port when allocating a port for an RTP flow. The IMS-AGW shall not send any RTCP
packets and shall silently discard any received RTCP packets.

When RTCP resources are requested, the IMS-ALG may also specify:

- the explicit RTCP transport address information element containing the remote RTCP port, and optionally the
remote address, where to send RTCP packets; if not specified, the IMS-AGW shall send RCTP packets to the
port contiguous to the remote RTP port; and

- bandwidth allocation requirements for RTCP, if the RTCP bandwidth level for the session is different than the
default RTCP bandwidth as specified in RFC 3556 [6].

The explicit RTCP transport address information element contains the "a=rtcp" SDP attribute (as specified in

IETF RFC 3605 [7]) received within the SDP body. The explicit RTCP transport address information element is only
allowed for remote endpoints and shall not be used for the local endpoint. When the IMS-AL G requests the IMS-AGW
to reserve resources for an RTCP flow and providesin addition the explicit RTCP port information element, then the
IMS-AGW shall use this network address and transport port as destination when sending RTCP packets towards the
remote endpoint.

The IMS-AGW shall return an error if it can not allocate the requested RTCP resources.
RTCP port allocation for RTP/RTCP transport multiplexed traffic

The previous procedure describing the default case of transport unmultiplexed scenarios may be extended for the
transport multiplexed mode by addition of the RTP/RTCP transport multiplexing information element to indicate to the
IMS-AGW that RTP and RTCP traffic shall be multiplexed on a single port (as described in IETF RFC 5761 [60]). The
RTP/RTCP transport multiplexing information element may only be sent to the IMS-AGW in combination with the
RTCP handling information element with the value indicating that resources for RTCP shall be reserved. The support of
these procedures is optional for the IMS ALG and the IMS-AGW. The IMS-ALG shall only use these procedures when
knowing support at IMS-AGW side (e.g., via configuration management).

The usage is conditional, given by following restrictions:

1) The transport multiplexed mode may be only supported for terminations at the access network side of the IMS-
AGW.

2) Thetransport multiplexed mode shall be only enabled for the local connection endpoint when agreed via SIP
SDP offer/answer negotiation (using the "a=rtcp-mux" SDP attribute, see IETF RFC 5761 [60]) with the remote
endpoint.

3) When transport multiplexed mode is agreed with the remote endpoint, then it may be applied in both traffic
directions.

NOTE: Thelast two conditions enforce a symmetrical usage of RTP/RTCP transport multiplexing in the related
network domain (here the access network).
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5.10 Media Inactivity Detection
The IMS-ALG and the IMS-AGW may support the detection of inactive media flows.
The IMS-ALG may require an IMS-AGW that supports mediainactivity detection to detect if a media flow isinactive.

NOTE: Thedecision to apply or not mediainactivity is general for all sessions with the same media
characteristics (i.e. not user specific). It isfor further study under which conditions inactivity media
detection may be requested.

When the IMS-ALG requests the IMS-AGW to reserve transport addresses/resources, the IMS-ALG may indicate to the
IMS-AGW that detection of an inactive mediaflow is required and may additional specify inactivity detection time and
inactivity detection direction.

The IMS-AGW shall determine a media flow on termination to be inactive if there is no media sent and/or received
within the inactivity detection time period.

On being informed of the inactive media, the IMS-ALG shall initiate any appropriate corrective action.

5.11 IMS Media Plane Security

5.11.1 General

The IMS-ALG and the IMS-AGW may support IMS media plane security as specified in 3GPP TS 33.328 [12]. They
may support end-to-access edge security, or end-to-end security, or both, for

- RTP based media (such as e.g. audio, video information) using SRTP security, and/or
- TCP based media (such as M SRP and BFCP) using TL S security; and/or
- UDP based media (such as T.38 fax over UDPTL/UDP) using DTLS security.
If supported the IMS-ALG and the IMS-AGW shall use the proceduresin the following clauses.
NOTE: For the support of end-to-end security, the presence of an IMS-ALG is not required.

Procedures for the IMS-ALG to determine if end-to-access edge security or end-to-end security is applicable to a
session are specified in 3GPP TS 33.328 [12] and 3GPP TS 24.229[11].

5.11.2 End-to-access-edge Security

5.11.2.1 End-to-access-edge security for RTP based media using SDES

Procedures for the IMS-ALG to determine if end-to-access edge security is applicable to RTP based media and to
exchange cryptography related SDP parameters with the served UE during the SIP session setup are specified in 3GPP
TS 33.328[12] and 3GPP TS 24.229[11].

For medialines that can be subject to e2ae security, the IMS-ALG will receive "RTP/AVP" or "RTP/AVPF" as
transport protocol in SDP from the core network. When the IMS-ALG determines that e2ae security is applicable, it

will indicate "RTP/SAVP' (see IETF RFC 3711 [14]) or "RTP/SAVPF" (see IETF RFC 5124 [15]), respectively, as
transport protocol in the corresponding SDP media lines send towards the served UE. When e2ae security is applied, the
IMS-ALG will also receive "RTP/SAVP" or "RTP/SAVPF" in SDP from the served UE. The IMS-ALG will then
indicate "RTP/AVP" or "RTP/AVPF" respectively, as transport protocol in the corresponding SDP medialines send
towards the core network. When the IMS-AL G requests the IMS-AGW to reserve transport addresses/resources for
mediato which e2ae security is applicable, the IMS ALG shall configure "RTP/SAVP" or "RTP/SAVPF" as transport
protocol at the access side termination. The IMS ALG shall configure "RTP/AVP" or "RTP/AVPF" as transport

protocol at the core network side termination for media where e2ae security is applicable.

When the IMS-ALG determines that e2ae security is applicable, it will generate appropriate cryptographic context
parameters, in particular key(s), and will transfer them to the served UE within SDES SDP "crypto” attribute(s)
according to IETF RFC 4568 [13]. The IMS-ALG will aso receive cryptographic context parameters, in particular
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key(s), from the served UE within SDES SDP "crypto” attribute(s). When the IMS-ALG requests the IMS-AGW to
reserve or configure transport addresses/resources for media to which e2ae security is applicable, the IMS-ALG shall
provide cryptography related parameters as SDES SDP "crypto" attributes applicable at the access side termination.

On the originating side of the SIP session setup, the IMS-ALG shall provide as " Remote cryptographic SDES attribute"
the SDES crypto attribute it selected from the ones received from the IMS UE in the SDP Offer . The IMS-ALG shall
provide as"Loca cryptographic SDES attribute” the SDES crypto attribute the IMS-ALG generated and inserted in the
SDP Answer sent to IMS UE.

On the terminating side of the SIP session setup, the IMS-ALG shall provide as "Remote cryptographic SDES attribute”
the SDES crypto attribute received from the IMS UE in the SDP Answer. The IMS-ALG shall provide as"Local
cryptographic SDES attribute” the SDES crypto attribute selected by the UE from the ones the IMS-AL G generated and
inserted in the SDP Offer sent to UE. If the IMS-ALG offers only one SDES crypto attribute to the UE, the IMS-ALG
may provide this attribute as "L ocal cryptographic SDES attribute” within the Reserve AGW Connection Point
Procedure before receiving the SDP answer from the UE.In the present release, a modification of an established e2ae
crypto session is not supported. Thus, the IMS-AL G shall not modify any previously provided "Local cryptographic
SDES attribute" or "Remote cryptographic SDES attribute”.

If the IMS-ALG applies e2ae media security for a media stream and receives an SDP bandwidth modifier related to that
media stream in SIP/SDP signalling, it should modify this bandwith modifier to adjust the bandwidth overhead due to
e2ae security before forwarding the SDP. The IMS-ALG should add the bandwidth overhead caused by e2ae media
security to the bandwidth information received from the remote peer. The IMS-ALG should substract the bandwidth
overhead caused by e2ae media security from the bandwidth information received from the served UE.

The IMS Access GW shall, upon reception of an SDES crypto attribute, establish an SRTP security context (as
described in RFC 4568 [13] and RFC 3711 [14]) and be prepared to convert RTP packetsto SRTP packets and vice
versa, using the corresponding SRTP security contexts.

5.11.2.2 End-to-access-edge security for TCP based media using TLS

5.11.2.2.1 General

E2ae security for TCP based mediausing TLSis applicable for MSRP (see IETF RFC 4975 [25]; used in IMS session-
based messaging) and BFCP (see IETF RFC 4582 [31]; used in IMS conferencing). The IMS-ALG and IMS-AGW may
support e2ae security for MSRP, BFCP, or both protocols.

E2ae protection of MSRP and BFCP mediais based on TLS, according to the TLS profile specified in Annex E of
3GPP TS 33.310 [48] and Annex M of 3GPP TS 33.328 [12]. TL S shall be supported over the TCP transport (see
IETF RFC 793[29)).

Key management for e2ae protection of MSRP and BFCP is based on the ciphersuites and session keys negotiated via
the TL'S handshake protocol between the UE and the IMS-AGW (see 3GPP TS 33.328 [12)).

Procedures for the IMS-ALG to determine if e2ae security for MSRP and/or BFCP is applicable to a session and to
exchange the cryptographic information (i.e. certificate fingerprints, see IETF RFC 8122 [80]) over SDP with the
served UE during the SIP session setup are specified in 3GPP TS 33.328 [12] and 3GPP TS 24.229 [11]. If e2ae
security is not required, the e2e security procedures may apply, see clause 5.11.3.

According to the TLS profile specified in Annex E of 3GPP TS 33.310 [48], the IMS-AGW shall accept TLS
renegotiation only if it is secured according to IETF RFC 5746 [47].

NOTE 1: |ETF RFC 5746 [47] definesa"TLS secure renegotiation” procedure, which leaves the definition of a
basic TLS renegotiation till open. H.248 based support to enable the IMS-ALG to allow or not allow the
IMS-AGW to perform client initiated or server initiated TLS renegotiation is not addressed in the present
release. The behaviour of the IMS-AGW for "TL S session renegotiation” procedure is hence not further
defined in the present release.

If the IMS-ALG applies e2ae media security for a media stream and receives an SDP bandwidth modifier related to that
media stream in SIP/SDP signalling, it should modify this bandwith modifier to adjust the bandwidth overhead due to
e2ae security before forwarding the SDP. The IMS-ALG should add the bandwidth overhead caused by e2ae media
security to the bandwidth information received from the remote peer. The IMS-ALG should substract the bandwidth
overhead caused by e2ae media security from the bandwidth information received from the served UE.
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For each MSRP or BFCP media stream to be set-up with e2ae security, the P-CSCF (IMS-ALG) shall:

include the IMS-AGW in the media path and allocate the required resources for the media stream in the IMS-
AGW;

regquest a certificate fingerprint from the IMS-AGW;,
include the certificate fingerprint received from the IMS-AGW in the SDP it sendsto the IMS UE;
send the certificate fingerprint(s) received in the SDP from the IMS UE to the IMS-AGW;

instruct the IMS-AGW to perform state-aware TCP handling by including information about the TCP setup
direction;

for each termination determine via SDP negotiation as specified in IETF RFC 4145 [30] if the IMS-AGW needs
to act as TCP client or server for the terminations towards the core network and towards the access network;
indicate to the IMS-AGW how to perform the TCP connection establishment by:

a) either instructing the IMS-AGW to start a TCP connection establishment on any terminations where it needs
to act as TCP client; or

b) indicating to the IMS-AGW to use an incoming TCP connection establishment request at one termination as
atrigger to send a TCP connection establishment request at the interconnected termination in the same
context (support of this alternativeis optional for the IMS-AGW and IMS-ALG);

determine via SDP negotiation if the IMS-AGW needs to act as TLS client or server as specified in the clauses
below;

NOTE 2: The determination of the TLS client/server role relies on different rules for MSRP and BFCP.

if theIMS-AGW needsto act as TLS client, request the IMS-AGW to start the TL'S session setup once the TCP
connection is established towards the UE; and

apply additional specific procedures for MSRP in clause 5.11.2.2.2 or for BFCP in clause 5.11.2.2.3.

For each MSRP or BFCP media stream to be set-up with e2ae security the IMS-AGW shall:

upon request from the IMS-ALG, select an own certificate for the media stream, uniquely associate own
certificate with the media stream, and send the fingerprint of the own certificate to the IMS-ALG,;

uniquely associate the certificate fingerprint(s) received from the IMS-AL G with the corresponding MSRP or
BFCP media stream, and subsequently use the certificate fingerprint(s) (as described in IETF RFC 4975 [25]) to
verify the establishment of the TLS session of the corresponding media stream to belong to the served user;

if the verification of the remote certificate fingerprint(s) during the TL S session establishment fails, regard the
remote TL S endpoint as not authenticated, terminate the TL S session and report the unsuccessful TLS session
setup to the IMS-ALG;

negotiate the TLS protocol configurations with the TLS peer based on locally provisioned TLS profile
parameters;

when the TL S session has been established, convert unprotected media received from the network to protected
media to send to the served UE and vice versa;

be capable to support both the TLS server and TLS client roles;

when being instructed to start the TLS session setup, act asa TLS client and establish the TLS session as soon as
the underlying TCP bearer connection is established;

upon instruction of the IMS-ALG to perform state-aware TCP handling, not forward any TCP connection
establishment request received on one termination towards the interconnected termination;

upon corresponding instructions from the IMS-ALG, start a TCP connection establishment on the indicated
termination by sending a TCP SYN, or use an incoming TCP connection establishment request received at one
termination as atrigger to send a TCP connection establishment request at the interconnected termination in the
same context;
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- release the underlying TCP bearer connection as soon asthe TLS session is released; and

- apply additional specific proceduresfor MSRP in clause 5.11.2.2.2 or for BFCP in clause 5.11.2.2.3.

5.11.2.2.2 e2ae security for session based messaging (MSRP)

For each M SRP media stream outside WebRT C data channels requiring e2ae security, the IMS-ALG shall indicate to
the IMS-AGW as transport protocol:

a) for application-agnostic e2ae security support:
"TCP" at the termination towards the core network; and
"TCP/TLS" at the termination towards the access network; or

b) for application-aware e2ae security support:
"TCP/MSRP" at the termination towards the core network; and
"TCP/TLSMSRP" at the termination towards the access network.

The IMS-ALG shall determine via SDP negotiation if the IMS-AGW needsto act as TLS client or TLS server using the
IETF RFC 4145 [30] "a=setup” SDP attribute as follows:

- if theIMS-ALG send an "a=setup:active" SDP attribute in an SDP answer towards the UE, the IMS-AGW shall
act as TLS client;

- if theIMS-ALG send an "a=setup:passive" SDP attribute in an SDP answer towards the UE, the IMS-AGW shall
act as TLS server;

- if theIMS-ALG receives an "a=setup:active" SDP attribute in an SDP answer from the UE, the IMS-AGW shall
act as TLS server; and

- if the IMS-ALG receives an "a=setup:passive” SDP attribute in an SDP answer from the UE, the IMS-AGW
shall act as TLSclient.

5.11.2.2.3 e2ae security for conferencing (BFCP)

For each BFCP media stream requiring e2ae security, the IMS-ALG shall indicate to the IMS-AGW as transport
protocol:

"TCP" at the termination towards the core network; and
- "TCP/TLS' at the termination towards the access network.

The IMS-ALG shall determine via SDP negotiation (see IETF RFC 4583 [27]) if the IMS-AGW needsto act asTLS
client or TLS server as follows:

- if theIMS-ALG receives aninitial SDP offer from the UE, the IMS-AGW shall act as TL S server; and
- if theIMS-ALG sends aninitial SDP offer towards the UE, the IMS-AGW shall act as TLS client.

5.11.2.3 End-to-access-edge security for UDP based media using DTLS

5.11.2.3.1 General

The IMS-ALG and the IMS-AGW may support end-to-access-edge (e2ae) security for an UDP based media. The e2ae
protection of the UDP based mediarelies on the usage of DTLS (see IETF RFC 6347 [32]), according to the DTLS
profile specified in Annex E of 3GPP TS 33.310 [48] and exchange of self-signed certificates as defined in

3GPP TS 33.328[12].

Key management solution for the e2ae media security of UDP is based on the cipher suites and session keys negotiated

viathe DTLS handshake protocol between the served UE and the IMS-AGW as specified in 3GPP TS 33.328 [12].
Procedures for the IMS-ALG to determine if e2ae security is applicable to UDP based media and to exchange the
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cryptographic information (i.e. certificate fingerprints, see IETF RFC 8122 [80]) via SDP negotiation with the served
UE during the SIP session establishment are specified in 3GPP TS 33.328 [12] and 3GPP TS 24.229 [11].

If the IMS-ALG applies e2ae media security for a media stream and receives an SDP bandwidth modifier related to that
media stream in SIP/SDP signalling, it should modify this bandwith modifier to adjust the bandwidth overhead due to
e2ae security before forwarding the SDP. The IMS-ALG should add the bandwidth overhead caused by e2ae media
security to the bandwidth information received from the remote peer. The IMS-ALG should substract the bandwidth
overhead caused by e2ae media security from the bandwidth information received from the served UE.

Clause 5.11.2.3.2 defines specific requirements for e2ae protection of T.38 fax media stream over UDPTL/UDP
transport. The usage of UDPTL over DTLSisdefined in IETF RFC 7345 [33] and IETF RFC 8842 [81].

5.11.2.3.2 e2ae security for T.38 fax over UDP/UDPTL transport

If the IMS-ALG and the IMS-AGW support e2ae security for the UDP based media using DTLS and certificate
fingerprints, then for each T.38 fax media stream over UDPTL/UDP transport to be setup with e2ae security, the IMS-
ALG shall:

- include the IMS-AGW in the media path and allocate the required resources for the media streamin the IMS-
AGW;

- determine via SDP negotiation with the served UE if the IMS-AGW needsto act asDTLS client or DTLS server
as specified in IETF RFC 7345 [33] and IETF RFC 8842 [81];

- when requesting resources towards the access network:
a) indicatetothe IMS-AGW "UDP/DTLS" astransport protocol;
b) send the certificate fingerprint(s) received from the served UE to the IMS-AGW; and
¢) reguest fromthe IMS-AGW the certificate fingerprint;
- include the certificate fingerprint received from the IMS-AGW in the SDP body it sends to the served UE;

- if theIMS-ALG received from the served UE an SDP offer with "a=tls-id" media-level SDP attribute (as
specified in IETF RFC 8842 [81]), create anew DTLS association identity and include the "a=tls-id" SDP
attribute with the new DTLS association identity in the SDP answer which the IMS-ALG sendsto the served
UE;

- if theIMS-ALG sends to the served UE an SDP offer, create anew DTLS association identity and include the
"a=tls-id" SDP attribute with the new DTLS association identity in the SDP offer;

NOTE: Already used certificate fingerprints can be assigned to a new DTLS association. If the IMS-AGW uses
the same set of fingerprints for anew DTLS association then the IMS-ALG creates anew loca "tls-id"
attribute value so that the combination of the "tls-id" attribute values of the IMS-ALG and the served UE
isunigque across al DTLS associations that might be handled by the IMS-ALG and the served UE, as
specified in IETF RFC 8842 [81].

- reguest the IMS-AGW to start the DTLS session setup if the IMS-AGW needs to act as DTLS client; and
- when requesting resources towards the core network:
a) indicateto the IMS-AGW "UDP" astransport protocol.
For each T.38 fax media stream over UDPTL/UDP transport to be setup with e2ae security, the IMS-AGW shall:
- be capable to support both the DTLS server and DTLS client roles;
- upon request from the IMS-ALG, act asDTLS client and start DTLS session establishment;

- upon regquest from the IMS-ALG, select an own certificate for the T.38 fax media stream, uniquely associate its
own certificate with the media stream, and send the fingerprint of the own certificate to the IMS-ALG,;

- uniquely associate the certificate fingerprint(s) received from the IMS-AL G with the corresponding T.38 fax
media stream; and
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- verify during the subsequent DTLS handshake with the served UE (as described in IETF RFC 7345 [33] and
IETF RFC 8842 [81]) that the fingerprint of the certificate passed by the served UE during DTLS handshake
matches the certificate fingerprint received from the IMS-ALG:

a) if the verification fails, the IMS-AGW shall regard the remote DTLS endpoint as not authenticated, terminate
the DTLS session and report the unsuccessful DTL S session setup to the IMS-ALG;

b) otherwise, the IMS-AGW shall continue with DTL S session setup and when the DTLS session is established,
the IMS-AGW shall be prepared to receive and convert unprotected media from the core network to the
protected mediato be sent to the served UE and vice versa.

5.11.2.4 End-to-access-edge security for RTP based media using DTLS-SRTP

The eP-CSCF (IMS-ALG) and elMS-AGW for WebRTC provide end-to-access edge security by using DTLS-SRTP,
where DTLS is used to establish keysfor SRTP according to IETF RFC 5763 [42], IETF RFC 8842 [81] and
|IETF RFC 5764 [43].

During the establishment of a WebRTC session, the IMS-ALG receives "UDP/TLS/RTP/SAVP" or
"UDP/TLS/RTP/SAVPF" as the transport protocol in SDP from the served WebRTC IMS Client (WIC). The IMS-ALG
then shall indicate "RTP/AVP" or "RTP/AVPF" over UDP, respectively, as the transport protocol in the corresponding
SDP medialines send towards the core network. When an IMS-ALG receives "RTP/AVP" or "RTP/AVPF" in SDP
from the core network, the IMS-ALG shall indicate "UDP/TLS/RTP/SAVP" or "UDP/TLS/RTP/SAVPF" as transport
protocol in SDP send towards the served WIC. When the IMS-ALG requests the elMS-AGW to reserve transport
addresses/resources for e2ae media security, the IMS ALG shall configure "UDP/TLS/RTP/SAVP" or
"UDP/TLS/RTP/SAVPF" astransport protocol at the access side termination, and "RTP/AVP" or "RTP/AVPF" over
UDP as transport protocol at the core network side termination.

The IMS-ALG shall send the received WIC certificate fingerprint(s) to the eIMS-AGW that isthen able to correlate the
fingerprint within the media stream uniquely. For each SRTP/SRTCP media stream to be established with e2ae media
security, the elMS-AGW shall send the fingerprint of its certificate via lq interface to the IMS-ALG.

If the IMS-ALG received from the WIC an SDP offer with "a=tls-id" media-level SDP attribute (as specified in
IETF RFC 8842 [81]), create anew DTLS association identity and include the "a=tls-id" SDP attribute with the new
DTLS association identity in the SDP answer which the IMS-ALG sends to the WIC.

If the IMS-ALG sends to the WIC an SDP offer, create anew DTLS association identity and include the "a=tls-id" SDP
attribute with the new DTLS association identity in the SDP offer.

NOTE: Already used certificate fingerprints can be assigned to a new DTLS association. If the IMS-AGW uses
the same set of fingerprints for anew DTLS association then the IMS-ALG creates anew local "tls-id"
attribute value so that the combination of the "tls-id" attribute values of the IMS-ALG and the WIC is
unique across al DTLS associations that might be handled by the IMS-ALG and the WIC, as specified in
IETF RFC 8842 [81].

According to procedures defined in 3GPP TS 24.371 [44], the el MS-AGW shall act as either aDTLS server or client in
the DTLS session.

In DTLS-SRTP case, RTP and RTCP data are encrypted using SRTP and SRTCP as defined in IETF RFC 3711 [14].

When the DTLS session is established between the WIC and the elMS-AGW, the el MS-AGW shall be prepared to send
and receive SRTP/SRTCP packets of the incoming network side from the WIC, and convert SRTP/SRTCP packets to
RTP/RTCP packets to the outgoing network side and vice versa, if the media stream toward the IM S core network is
using RTP/RTCP.

5.11.2.5 End-to-access-edge security for RTP based voice and video media using
DTLS-SRTP over TCP

The eP-CSCF (IMS-ALG) and elMS-AGW for WebRTC may support end-to-access-edge security for RTP based voice
and video media using DTLS-SRTP over TCP. If they do so, they shall apply the proceduresin the present clause.

NOTE 1: RTP over TCP may be used to traverse NAT/Firewalls that perform UDP blocking.
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TCP transport may be offered as an alternative to UDP transport using the | CE proceduresin clause 5.18. The eP-CSCF
(IMS-ALG) and elMS-AGW for WebRTC shall then provide end-to-access edge security for voice and video by using
DTLS-SRTP over TCP, where DTLS s used to establish keys for SRTP according to IETF RFC 5763 [42], IETF RFC
8842 [81] and IETF RFC 5764 [43]. Framing according to RFC 4571 [58] shall be used for RTP streams transferred
over TCP.

The IMS-ALG shall send the received WIC certificate fingerprint(s) to the elMS-AGW that isthen able to correlate the
fingerprint within the media stream uniquely. For each SRTP/SRTCP media stream to be established with e2ae media
security, the elMS-AGW shall send the fingerprint of its certificate via lq interface to the IMS-ALG.

NOTE 2: The same fingerprint also applies for End-to-access-edge security for RTP based mediausing DTLS
SRTP, asdescribed in clause 5.11.2.4.

If the IMS-ALG received from the WIC an SDP offer with "a=tls-id" media-level SDP attribute (as specified in
IETF RFC 8842 [81]) create anew DTLS association identity and include the "a=tls-id" SDP attribute with the new
DTLS association identity in the SDP answer which the IMS-ALG sends to the WIC.

If the IMS-ALG sends to the WIC an SDP offer, create anew DTLS association identity and include the "a=tls-id" SDP
attribute with the new DTLS association identity in the SDP offer.

NOTE 3: Already used certificate fingerprints can be assigned to a new DTLS association. If the IMS-AGW uses
the same set of fingerprints for anew DTLS association then the IMS-ALG creates anew local "tls-id"
attribute value so that the combination of the "tls-id" attribute values of the IMS-ALG and the WIC is
unique across al DTLS associations that might be handled by the IMS-ALG and the WIC, as specified in
IETF RFC 8842 [81].

According to procedures defined in 3GPP TS 24.371 [44], the el MS-AGW shall act as either aDTLS server or client in
the DTLS session.

In DTLS-SRTP over TCP case, RTP and RTCP data are encrypted using SRTP and SRTCP as defined in
IETF RFC 3711 [14].

When the DTLS session is established between the WIC and the elMS-AGW, the el MS-AGW shall be prepared to send
and receive SRTP/SRTCP packets over TCP of the incoming network side from the WIC, and convert SRTP/SRTCP
packets to RTP/RTCP packets over UDP to the outgoing network side and vice versa, if the media stream towards the
IMS core network is using RTP/RTCP over UDP.

5.11.2.6 End-to-access-edge security for WebRTC data channels using
UDP/DTLS/SCTP transport
The proceduresin clause 5.20.2 are applicable.

5.11.3 End-to-end Security

5.11.3.1 End-to-end security for RTP based media

For the support of e2e-security, the IMS-ALG and the IMS-AGW shall support "RTP/SAVP' (see IETF RFC
3711 [14]) and/or "RTP/SAVPF" (see IETF RFC 5124 [15]) as transport protocol.

If the IMS-ALG receives SDP containing medialines with "RTP/SAVP" (see IETF RFC 3711 [14]) or "RTP/SAVPF"
(see IETF RFC 5124 [15]) as transport protocol, but did not receive any request for end-to-access-edge security, the
IMS-ALG shall:

- forward the SDP with unmodified transport protocol for those medialines;

- provide"RTP/SAVP" or "RTP/SAVPF", asreceived in the SDP, to the IMS-AGW as transport protocol for all
related terminations, and provide no mediarelated information to these terminations, to configure the IMS-
AGW to pass mediatransparently.

If the IMS-ALG receives SDP containing SDES SDP attribute(s) according to IETF RFC 4568 [13], and did not receive
any request for end-to-access-edge security, it shall forward the SDP with unmodified SDES SDP attribute(s), but shall
not provide the SDES SDP attribute(s) to the IMS-AGW.
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5.11.3.2 End-to-end security for TCP-based media using TLS

End-to-end protection of MSRP (used in IM S session-based messaging) and BFCP (used in IMS conferencing) mediais
based on TLS, according to the TLS profile specified in Annex E of 3GPP TS 33.310 [48] and Annex M of 3GPP
TS33.328[12].

If the IMS-ALG receives SDP containing medialines with"TCP/ITLS/IMSRP" (see IETF RFC 4975 [25] and IETF RFC
6714 [26]) and/or "TCP/TLS/BFCP" (see IETF RFC 4583 [27]) as transport protocol but did not receive any request for
end-to-access-edge security, the IMS-ALG shall:

- forward the SDP with unmodified transport protocol for those media lines and unmodified TLS related SDP
attribute(s);

- indicate "TCP" to the IMS-AGW as transport protocol for all related terminations, and provide no media related
information to these terminations, to configure the IMS-AGW to pass media transparently.

NOTE: End-to-end security for TCP-based media using TLS is not supported between two terminals being
located behind firewal|lSNATS.

5.12  Explicit Congestion Notification support

5.12.1 General

ANnIMS-ALG and IMS-AGW may support Explicit Congestion Notification (see IETF RFC 3168 [16], IETF
RFC 6679 [17] and 3GPP TS 26.114 [21)).

AnIMS-ALG and IMS-AGW which supports ECN shall support the ECN transparent procedurei.e. the transparent
forwarding of ECN bitsin the P header (see IETF RFC 3168 [16]). If the IMS-AGW does not support the transparent
forwarding of ECN bits then the IMS-ALG shall not permit ECN in the SDP Offer/Answer negotiation.

The IMS-AGW shall treat RTCP for ECN as a RTP trandator with no media translation.

AnIMS-ALG and IMS-AGW which supports ECN may then act as an ECN endpoint to enable ECN towardsthe IMS
access network or/and towards the IMS Core Network. The subsequent clauses describe the general support for ECN,
further details on the support of ECN during PSto CS access transfer is described in clause 6.2.14.3.

NOTE: Itisout of the scope of this profile to support interworking with a non-3GPP ECN IP terminal.

AnIMS-ALG and IMS-AGW that support ECN Transparent as well as transcoding shall also support the ECN endpoint
procedure.

AnIMS-ALG/IMS-AGW supporting the ATCFHATGW function and ECN shall support ECN Endpoint (see
clause 6.2.14).

When acting as an ECN endpoint, the IMS-AGW shall be capable of enabling end-to-end rate adaptation between the
local terminal and the remote entity by performing the following towards the ECN-capabl e peer:

- trigger rate adaptation request towards the ECN-capable peer when receiving in the incoming IMS media
flow 1P packets marked with ECN-CE, regardless of whether the IMS-AGW applies or does not apply
transcoding;

- forward adaptation requests between the local and the remote peer when the IMS-AGW bridges compatible
codec configurations between the interfaces without applying a transcoding function;

- perform media adaptation (e.g. reduce media bit-rate) towards the ECN-capabl e peer when receiving from
the latter an adaptation request. and the IMS-AGW applies transcoding.

5.12.2 Incoming SDP offer with ECN

The IMS-ALG and IMS-AGW shall apply the requirements specified in clause 10.2.13.2 of 3GPP TS 29.162 [20]
replacing the IBCF and TrGW with IMS-ALG and IMS-AGW respectively.
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5.12.3 Incoming SDP offer without ECN

The IMS-ALG and IMS-AGW shall apply the requirements specified in clause 10.2.13.3 of 3GPP TS 29.162 [20]
replacing the IBCF and TrGW with IMS-ALG and IMS-AGW respectively with the following additions:

- if theIMS-ALG or IMS-AGW does not support the procedure to act as an ECN endpoint, the IMS-ALG shall
not include the "a=ecn-capable-rtp" attribute in the SDP offer it forwards to the succeeding node.

5.12.4 Detection of ECN failures by IMS-AGW

AnIMS-ALG and IMS-AGW that support the procedure to act as an ECN endpoint shall support the requirements
specified in clause 10.2.13.3a of 3GPP TS 29.162 [20] replacing the IBCF and TrGW with IMS-ALG and IMS-AGW
respectively.

5.13  Transcoding

5.13.1 General

The transcoding functionality, where the IMS-AGW processes and possibly converts media data (like e.g. RTP
payload) is optional for the P-CSCF and IMS-AGW to support. Transcoding should be supported if the IMS-ALG and
IMS-AGW support the ATCF and ATGW functions for use after an SRV CC handover if the media that was used prior
to the access transfer is not supported by the MSC Server.

AnIMS-ALG and IMS-AGW that support transcoding shall support the requirements specified for Media Control in
clause 10.2.5 of 3GPP TS 29.162 [20] respectively for the IBCF and TrGW, with the following additions:

- During an originating or terminating PS session establishment, the IMS-ALG (ATCF) may remove codecs when
passing SDP offers (e.g. codecs known not to be supported by either the IMS-AGW (ATGW) or the MSC
Server), but the IMS-ALG (ATCF) should pass SDP offers without adding codecs to the SDP offer and pass
SDP answers without modification to the contained codecs to avoid the potential need for transcoding in the
IMS-AGW (ATGW) before the PS to CS access transfer;

- During the PSto CS access transfer procedure, the IMS-ALG (ATCF) shall preferentially select from the SDP
offer it receives from the MSC Server the codec already configured on the corresponding remote leg, if
available.

The procedures for the IMS-ALG (ATCF) and IMS-AGW (ATGW) are further detailed in clause 6.2.14.

5.13.2 Handling of common codec parameters

When receiving an SDP offer, the IMS-ALG may add a payload type to offer transcoding before forwarding the SDP
offer (denoted as "codec 3" in figures 10.2.5.1 and 10.2.5.2 of 3GPP TS 29.162 [20]). If that payload type is selected in
the SDP answer, the IMS-AL G needs to transcode. Table 5.13.2.1 describes the IMS-AL G handling of codec related
parameters applicable to multiple codecs when the IMS-AL G adds the payload type to the SDP offer, and that payload
typeis selected in the SDP answer.
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Table 5.13.2.1: IMS-ALG handling of common codec parameters for transcoding.

parameter to the IMS-AGW for the termination
towards the offerer in the remote descriptor.

If the value is supported by the IMS-AGW for
receiving media, the IMS-ALG should keep the
value from the received SDP offer unchanged in
the SDP offer it sends. If the IMS-AGW only
supports a lower ptime value, the IMS-ALG shall
supply the ptime value according to configured
preferences in the SDP offer it forwards. If no
ptime value was contained in the received SDP
offer, the IMS-ALG may add the parameter with
a value according to configured preferences to
the SDP offer.

Parameter | Handling of common codec parameter in the Handling of common codec parameter in the
sent SDP offer received SDP answer

ptime If the ptime parameter is included in the received | If the ptime parameter is included in the received

(NOTE) SDP offer, the IMS-ALG shall supply the SDP answer, the IMS-ALG shall supply the

parameter to the IMS-AGW for the termination
towards the SDP answerer in the remote descriptor.
If the value is supported by the IMS-AGW for
receiving media, the IMS-ALG should keep the
value from the received SDP answer unchanged in
the SDP answer it sends. If the IMS-AGW only
supports a lower ptime value, the IMS-ALG shall
supply the ptime value according to configured
preferences in the SDP answer it forwards. If no
ptime value was contained in the received SDP
answer, the IMS-ALG may add the parameter with a
value according to configured preferences to the
SDP answer.

maxptime
(NOTE)

If the maxptime parameter is included in the
received SDP offer, the IMS-ALG shall supply
the parameter to the IMS-AGW for the
termination towards the offerer in the remote
descriptor.

If the value is supported by the IMS-AGW for
receiving media, the IMS-ALG should keep the
value from the received SDP offer unchanged in
the SDP offer it sends. If the IMS-AGW only
supports a lower maxptime value, the IMS-ALG
shall supply the maxptime value according to the
IMS-AGW capabilities in the SDP offer it
forwards. If no maxptime value was contained in
the received SDP offer, the IMS-ALG may add
the parameter with a value according to the IMS-
AGW capabilities to the SDP offer.

If the maxptime parameter is included in the
received SDP answer, the IMS-ALG shall supply the
parameter to the IMS-AGW for the termination
towards the SDP answerer in the remote descriptor.
If the value is supported by the IMS-AGW for
receiving media, the IMS-ALG should keep the
value from the received SDP answer unchanged in
the SDP answer it sends. If the IMS-AGW only
supports a lower maxptime value, the IMS-ALG
shall supply the maxptime value according to the
IMS-AGW capabilities in the SDP answer it
forwards. If no maxptime value was contained in the
received SDP answer, the IMS-ALG may add the
parameter with a value according to the IMS-AGW
capabilities to the SDP answer.

NOTE: This SDP attribute is defined in IETF RFC 4566 [53]. It applies to all codecs offered in an SDP media line.

Table5.13.2.2 describes the IMS-AGW handling of codec related parameters applicable to multiple codecs.

Table 5.13.2.2: IMS-AGW handling of common codec parameters

Parameter Handling in local descriptor Handling in remote descriptor
ptime The IMS-AGW should expect to receive packets | The IMS-AGW should use this ptime value when
(NOTE) with this ptime value and may use this sending packets.

information when deciding upon the required

resources.
maxptime The IMS-AGW should expect to receive packets | The IMS-AGW shall use this maxptime value when
(NOTE) with this maxptime value and may use this sending packets.

information when deciding upon the required

resources.
NOTE: This SDP attribute is defined in IETF RFC 4566 [53]. It applies to all codecs offered in an SDP media line.

5.13.3 Handling of the EVS speech codec

The Enhanced Voice Services (EVS) speech codec is defined in 3GPP TS 26.441 [51]. Its RTP payload type is defined
in 3GPP TS 26.445 [52], and procedures for its usage as IM S Multimedia Telephony speech codec are defined in
3GPPTS26.114 [21].

The IMS-ALG and the IMS-AGW may support transcoding to and from the EV S speech codec. If they do so, the
procedures in the present clause apply.

When receiving an SDP offer, the IMS-ALG may add an EV'S codec payload type before forwarding the SDP offer
(denoted as "codec 3" in figures 10.2.5.1 and 10.2.5.2 of 3GPP TS 29.162 [20]). If that EV S payload typeis selected in
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the SDP answer, the IMS-AL G needs to transcode the EV S codec. Table 5.13.3.1 describes the IMS-ALG handling of
EV S codec parameters when the IMS-AL G adds the EV S payload type to the SDP offer, and that EV S payload typeis
selected in the SDP answer. In addition, rules for the parameter handling in 3GPP TS 26.445 [52] shall apply.
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Table 5.13.3.1: IMS-ALG handling of EVS related SDP parameters when the IMS-ALG adds the EVS
payload type to the SDP offer.
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Parameter

Handling for EVS payload type added to the
SDP offer to offer transcoding

Handling if offered EVS payload type is
accepted in the SDP answer

evs-mode-
switch
(NOTE 1)

If the IMS-ALG expects that interworking
between AMR-WB and EVS is required (e.g.
because AMR-WB was the first payload type in
the received SDP offer), it shall include the evs-
mode-switch with value 1. Otherwise the IMS-
ALG shall not include the evs-mode-switch.

If the evs-mode-switch parameter is contained in the
SDP answer, the IMS-ALG shall forward this
parameter to the IMS-AGW for the termination
towards the answerer in the remote descriptor.

hf-only
(NOTE 1)

If the IMS-ALG is configured to negotiate using
only the header-full EVS RTP payload format,
the IMS-ALG shall include the hf-only parameter
with a value 1.

If the hf-only parameter is contained in the SDP
answer, the IMS-ALG shall forward this parameter
to the IMS-AGW in the remote descriptor.

dtx
(NOTE 1)

If the usage of DTX is not desired in the sending
and receiving direction (e.g. due to DTX
capabilities of expected codecs to transcode
with, e.g. other codecs in the received SDP
offer), the IMS-ALG shall include the dtx
parameter with a value 0.

If the dtx parameter is contained in the SDP answer,
the IMS-ALG shall forward this parameter to the
IMS-AGW in the remote descriptor.

dtx-recv
(NOTE 1)

If receiving DTX is not desired and the dtx
parameter is not included, the IMS-ALG shall
include the dtx-recv parameter with a value 0.

If both the dtx and dtx-recv parameters are
included, those parameters shall have the same
value; however, inclusion of the dtx-recv
parameter is not required if the dtx parameter is
included.

If the dtx-recv parameter is contained in the SDP
answer, the IMS-ALG shall forward this parameter
to the IMS-AGW in the remote descriptor.

br
(NOTE 1)

If the IMS-ALG desires the same bit rate range
for the send and receive direction in EVS
primary mode, and wants to restrict the bit rate
range to match IMS-AGW capabilities and
possible configured policies, it shall supply the br
parameter in the SDP offer it sends. Otherwise
the IMS-ALG shall not include this parameter in
the SDP offer.

If the IMS-ALG also supplies the bw, bw-send or
bw-recv parameter, the value of the br
parameter shall be compatible with the values of
those parameters.

If the br parameter is contained in the SDP answer,
the IMS-ALG shall forward this parameter to the
IMS-AGW in the remote descriptor.

br-send
(NOTE 1)

If the IMS-ALG desires a different bit rate
(range) for the send and receive direction in EVS
primary mode, and wants to restrict the bit rate
range for the send direction to match IMS-AGW
capabilities and possible configured policies, it
shall supply the br-send parameter in the SDP
offer it sends. Otherwise the IMS-ALG shall not
include this parameter in the SDP offer.

If the IMS-ALG also supplies the bw or bw-send
parameter, the value of the br-send parameter
shall be compatible with the values of those
parameters.

If the br-send parameter is contained in the SDP
answer, the IMS-ALG shall forward this parameter
to the IMS-AGW in the remote descriptor.

br-recv
(NOTE 1)

If the IMS-ALG desires a different bit rate
(range) for the send and receive direction in EVS
primary mode, and wants to restrict the bit rate
range for the receive direction to match IMS-
AGW capabilities and possible configured
policies, it shall supply the br-recv parameter in
the SDP offer it sends. Otherwise the IMS-ALG
shall not include this parameter in the SDP offer.
If the IMS-ALG also supplies the bw or bw-recv
parameter, the value of the br-recv parameter
shall be compatible with the values of those
parameters.

If the br-recv parameter is contained in the SDP
answer, the IMS-ALG shall forward this parameter
to the IMS-AGW in the remote descriptor.
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bw
(NOTE 1)

If the IMS-ALG desires the same sampling
bandwidth(s) for the send and receive direction
in EVS primary mode, and wants to restrict the
sampling bandwidths to match IMS-AGW
capabilities, sampling bandwidths of expected
codecs EVS will be transcoded to (e.g. the first
payload type in the received SDP offer), and
possible configured policies, it shall supply the
bw parameter in the SDP offer it sends.
Otherwise the IMS-ALG shall not include this
parameter in the SDP offer.

If the bw parameter is contained in the SDP answer,
the IMS-ALG shall forward this parameter to the
IMS-AGW in the remote descriptor.

bw-send
(NOTE 1)

If the IMS-ALG desires different sampling
bandwidths for the send and receive direction in
EVS primary mode, and wants to restrict the
sampling bandwidths in the send direction to
match IMS-AGW capabilities, sampling
bandwidths of expected codecs EVS will be
transcoded to (e.g. the first payload type in the
received SDP offer) and possible configured
policies, it shall supply the bw-send parameter in
the SDP offer it sends. Otherwise the IMS-ALG
shall not include this parameter in the SDP offer.

If the bw-send parameter is contained in the SDP
answer, the IMS-ALG shall forward this parameter
to the IMS-AGW in the remote descriptor.

bw-recv
(NOTE 1)

If the IMS-ALG desires different sampling
bandwidths for the send and receive direction in
EVS primary mode, and wants to restrict the
sampling bandwidths in the receive direction to
match IMS-AGW capabilities, sampling
bandwidths of expected codecs EVS will be
transcoded to (e.g. the first payload type in the
received SDP offer), and possible configured
policies, it shall supply the bw-recv parameter in
the SDP offer it sends. Otherwise the IMS-ALG
shall not include this parameter in the SDP offer.

If the bw-recv parameter is contained in the SDP
answer, the IMS-ALG shall forward this parameter
to the IMS-AGW in the remote descriptor.

cmr
(NOTE 1)

If the IMS-ALG desires to disable codec mode
requests within the RTP payload of the EVS
primary mode (due to the IMS-AGW capabilities
or policies), it shall include the cmr parameter
with value -1 in the SDP offer it sends.

If the cmr parameter is contained in the SDP
answer, the IMS-ALG shall forward this parameter
to the IMS-AGW in the remote descriptor.

ch-aw-recv
(NOTE 1)

The IMS-ALG shall include the ch-aw-recv
parameter in the SDP offer if it desires to control
the channel-aware mode of EVS in the receive
direction, e.g. to disable it with value -1. The
IMS-ALG shall consider the capabilities of the
IMS-AGW when it chooses an appropriate value.

If the ch-aw-recv parameter is contained in the SDP
answer, the IMS-ALG shall forward this parameter
to the IMS-AGW in the remote descriptor.

number of
channels
(NOTE 2)

The IMS-ALG shall only include the "number of
channels" parameter in the SDP offer if it desires
to send or receive multiple channels. If the
desired number of channels in the send and
receive direction differs, the IMS-ALG shall
include the higher value. The IMS-ALG should
consider the number of channels of expected
codecs EVS will be transcoded to (e.g. the first
payload type in the received SDP offer).

If the "number of channels" parameter is contained
in the SDP answer, the IMS-ALG shall forward this
parameter to the IMS-AGW in the remote descriptor.

ch-send
(NOTE 1)

The IMS-ALG shall only include the ch-send
parameter in the SDP offer if it desires to send
multiple channels, with different numbers of
channels in the send and receive direction. The
IMS-ALG should consider the number of
channels of expected codecs EVS will be
transcoded to (e.g. the first payload type in the
received SDP offer).

If the ch-send parameter is contained in the SDP
answer, the IMS-ALG shall forward this parameter
to the IMS-AGW in the remote descriptor.
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ch-recv

The IMS-ALG shall only include the ch-recv

If the ch-recv parameter is contained in the SDP

(NOTE 1) parameter in the SDP offer if it desires to receive | answer, the IMS-ALG shall forward this parameter
multiple channels, with different numbers of to the IMS-AGW in the remote descriptor.
channels in the send and receive direction. The
IMS-ALG should consider the number of
channels of expected codecs EVS will be
transcoded to (e.g. the first payload type in the
received SDP offer).
mode-set The IMS-ALG shall only include the mode-set If the mode-set parameter is contained in the SDP
(NOTE 3) parameter in the SDP offer if it desires to restrict | answer, the IMS-ALG shall forward this parameter
the mode-set of AMR-WB 10 mode. The IMS- to the IMS-AGW in the remote descriptor.
ALG should only restrict the mode-set if the If the IMS-ALG decides that EVS will be transcoded
expected codec EVS will be interworked with to AMR-WB, the IMS-ALG should include the mode-
(e.g. the first payload type in the received SDP set parameter for the AMR-WB payload in the SDP
offer) is AMR-WB and has a restricted mode-set. | offer it forwards if this is permissible by AMR-WB
offer answer rules in IETF RFC 4867 [54].
mode- The IMS-ALG shall only include the mode- If the mode-change-period parameter is contained
change- change-period parameter with value 2 in the in the SDP answer, the IMS-ALG shall forward this
period SDP offer if it desires to restrict the mode- parameter to the IMS-AGW in the remote descriptor.
(NOTE 3) change-period of received packets in AMR-WB If the IMS-ALG decides that EVS will be transcoded
10 mode. The IMS-ALG should only restrict the to AMR-WB, the IMS-ALG should include the mode-
mode-change-period if the expected codec EVS | change-period parameter for the AMR-WB payload
will be interworked with (e.g. the first payload in the SDP offer it forwards.
type in the received SDP offer) is AMR-WB and
has such a restriction.
mode- The IMS-ALG shall include the mode-change- If the mode-change-capability parameter is
change- capability parameter with value 2 in the SDP contained in the SDP answer, the IMS-ALG may
capability offer if it is capable of restricting the mode- forward this parameter to the IMS-AGW in the
(NOTE 3) change-period of packets it sends in AMR-WB remote descriptor.
10 mode. The IMS-ALG should consider the If the IMS-ALG decides that EVS will be transcoded
mode-change-period of the expected codec EVS | to AMR-WB, the IMS-ALG should include the mode-
will be interworked with (e.g. the first payload change-capability parameter for the AMR-WB
type in the received SDP offer) if this is AMR- payload in the SDP offer it forwards.
WB.
mode- The IMS-ALG shall only include the mode- If the mode-change-neighbor parameter is
change- change-neighbor parameter in the SDP offer if it | contained in the SDP answer, the IMS-ALG shall
neighbor desires to restrict the mode-change within forward this parameter to the IMS-AGW in the
(NOTE 3) received packets of AMR-WB IO mode to remote descriptor.
neighboring modes. The IMS-ALG should If the IMS-ALG decides that EVS will be transcoded
consider the mode-change-neighbor parameter to AMR-WB, the IMS-ALG should include the mode-
of the expected codec EVS will be interworked change-neighbor parameter for the AMR-WB
with (e.g. the first payload type in the received payload in the SDP offer it forwards.
SDP offer) if this is AMR-WB.
max-red The IMS-ALG shall only include the max-red If the max-red parameter is contained in the SDP
(NOTE 5) parameter in the SDP offer if it desires to restrict | answer, the IMS-ALG shall forward this parameter
the maximum redundancy of received packets. to the IMS-AGW in the remote descriptor.
IMS-ALG shall consider the capabilities of the If the IMS-ALG decides that EVS will be interworked
IMS-AGW, and should consider the max-red with AMR-WB, the IMS-ALG should include the
parameter of the expected codec EVS will be max-red parameter for the AMR-WB payload in the
interworked with (e.g. the first payload type in SDP offer it forwards.
the received SDP offer) if this is AMR-WB.
3gpp_mtsi | If the IMS-AGW supports RTCP APP based If the 3gpp_mtsi_app_adapt attribute is contained in
_app_adap | adaptation messages defined in the SDP answer, the IMS-ALG shall forward this
t (NOTE 4) | 3GPP TS 26.114 [21], and the IMS-ALG has a parameter to the IMS-AGW in the remote descriptor.
policy to negotiate the usage of those
messages, the IMS-ALG shall include the
3gpp_mtsi_app_adapt SDP attribute indicating
the supported APP messages in the SDP offer.
NOTE 1: This MIME parameter of the EVS RTP payload type is defined in 3GPP TS 26.445 [51]. It is encapsulated
within the SDP "a=fmtp" attribute defined IETF RFC 4566 [53].
NOTE 2: This number of channels are encoded as "encoding parameters" of the SDP "a=rtpmap" attribute defined in
IETF RFC 4566 [53].
NOTE 3: This MIME parameter of the EVS RTP payload type relates to AMR-WB 10 mode and is defined in
IETF RFC 4867 [54]. It is encapsulated within the SDP "a=fmtp" attribute defined IETF RFC 4566 [53].
NOTE 4: This SDP attribute is defined in 3GPP TS 26.114 [21]. It applies to all codecs offered in an SDP media line.
However, some values are specific to EVS.
NOTE 5: This MIME parameter of the EVS RTP payload type is defined in IETF RFC 4867 [54]. It is encapsulated

within the SDP "a=fmtp" attribute defined IETF RFC 4566 [53].
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When receiving an SDP offer that contains an EV S codec payload type (denoted as "codec 1" in figure 10.2.5.2 of
3GPP TS 29.162 [20]), the IMS-ALG may add other payload types before forwarding the SDP offer (denoted as " codec
3" infigure 10.2.5.2 of 3GPP TS 29.162 [20]). If that added payload type is selected in the SDP answer, the IMS-ALG
needs to transcode, and may select to transcode to the EV S codec. Table 5.13.3.2 describes the IMS-ALG handling of
EV S codec parameters when the IMS-AL G receives an EV S payload type in an SDP offer, and selects to transcode
between the EV S codec and some other codec. In addition, rules for the parameter handling in 3GPP TS 26.445 [52]
shall apply.
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Table 5.13.3.2: IMS-ALG handling of EVS related SDP parameters when the IMS-ALG receives the
EVS payload type in the SDP offer and decides to transcode between the EVS payload type and some
other codec.
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Parameter

Handling of EVS payload type parameter
received in the SDP offer

EVS payload type supplied in the SDP answer

evs-mode-
switch
(NOTE 1)

If the evs-mode-switch parameter is contained in
the SDP offer and the IMS-ALG select the EVS
payload type for transcoding, the IMS-ALG shall
forward this parameter to the IMS-AGW for the
termination towards the offerer in the remote
descriptor.

If the evs-mode-switch parameter is contained in the
SDP offer, the IMS-ALG shall include the evs-mode-
switch parameter with unmodified value in the SDP
answer.

Otherwise, if the IMS-ALG decides to interwork
between AMR-WB and EVS (e.g. because AMR-
WB was selected in the received SDP answer), it
shall include the evs-mode-switch with value 1.
Otherwise the IMS-ALG shall not include the evs-
mode-switch.

If the IMS-ALG supplies the evs-mode-switch in the
SDP answer, it shall also supply it to the IMS-AGW
in the local descriptor for the termination towards
the offerer with the same value.

hf-only
(NOTE 1)

If the hf-only parameter is contained in the SDP
offer and the IMS-ALG select the EVS payload
type for transcoding, the IMS-ALG shall forward
this parameter to the IMS-AGW for the
termination towards the offerer in the remote
descriptor.

If the hf-only parameter is contained in the SDP
offer, the IMS-ALG shall include the hf-only
parameter with unmodified value in the SDP
answer.

Otherwise, if the IMS-ALG is configured to negotiate
using only the header-full EVS RTP payload format,
the IMS-ALG shall include the hf-only parameter
with a value 1.

If the IMS-ALG supplies the hf-only parameter in the
SDP answer, it shall also supply it to the IMS-AGW
in the local descriptor for the termination towards
the offerer with the same value.

dtx
(NOTE 1)

If the dtx parameter is contained in the SDP offer
and the IMS-ALG select the EVS payload type
for transcoding, the IMS-ALG shall forward this
parameter to the IMS-AGW for the termination
towards the offerer in the remote descriptor.

If the dtx parameter is contained in the SDP offer,
the IMS-ALG shall include the dtx parameter with
unmodified value in the SDP answer.

If the dtx parameter is not contained in the SDP
offer and if a dtx-recv parameter is contained in the
SDP offer, the IMS-ALG may include the dtx
parameter in the SDP answer, and the value of the
dtx parameter shall then be identical to that of the
dtx-recv parameter in the SDP offer (e.g, if that
value matches DTX capabilities of expected codecs
to transcode with).

If the dtx parameter is not contained in the SDP
offer and if the dtx-recv parameter is not contained
in the SDP offer, and, if the usage of DTX is not
desired (e.g. due to DTX capabilities of expected
codecs to transcode with, e.g. other codecs in the
received SDP answer), the IMS-ALG shall include in
the SDP answer the dtx parameter with a value 0.

If the IMS-ALG supplies the dtx parameter in the
SDP answer, it shall also supply it to the IMS-AGW
in the local descriptor for the termination towards
the offerer with the same value.

dtx-recv
(NOTE 1)

If the dtx-recv parameter is contained in the SDP
offer and the IMS-ALG select the EVS payload
type for transcoding, the IMS-ALG shall forward
this parameter to the IMS-AGW for the
termination towards the offerer in the remote
descriptor.

If no dtx parameter is included in the SDP answer
and if the reception of DTX is not desired, the IMS-
ALG shall include in the SDP answer the dtx-recv
parameter with a value 0.

If both the dtx and dtx-recv parameters are included,
those parameters shall have the same value;
however, inclusion of the dtx-recv parameter is not
required if the dtx parameter is included.

If the IMS-ALG supplies the dtx-recv parameter in
the SDP answer, it should also supply it to the IMS-
AGW in the local descriptor for the termination
towards the offerer with the same value.
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br If the br parameter is contained in the SDP offer, | If the br parameter is contained in the SDP offer, the
(NOTE 1) the IMS-ALG shall check if the IMS-AGW IMS-ALG shall select a bitrate value, which is either

supports the indicated bitrates, or a subset of the received br value or a subset of it, based on
them, in EVS primary mode in the send and IMS-AGW capabilities and possible configured
receive direction. If the indicated bitrates, and policies, and shall include the br parameter with the
even each subset of them, are not supported, selected value that is also supplied towards the
the IMS-ALG shall not select the EVS payload IMS-AGW in the SDP answer.
type for transcoding. If the IMS-ALG selects the | Otherwise, if the IMS-ALG desires the same bit rate
EVS payload type, it shall forward this parameter | range for the send and receive direction in EVS
to the IMS-AGW for the termination towards the | primary mode, and wants to restrict the bit rate
offerer in the remote descriptor. range to match IMS-AGW capabilities and possible
configured policies, it shall supply the br parameter
in the SDP answer it sends.
Otherwise the IMS-ALG shall not include this
parameter in the SDP answer.
If the IMS-ALG also supplies the bw, bw-send or
bw-recv parameter, the value of the br parameter
shall be compatible with the values of those
parameters.
If the IMS-ALG supplies the br parameter in the
SDP answer, it shall also supply to the IMS-AGW
the br parameter in the local descriptor for the
termination towards the offerer with the same value.
br-send If the br-send parameter is contained in the SDP | If the br-recv parameter is contained in the SDP
(NOTE 1) offer, the IMS-ALG shall check if the IMS-AGW offer, the IMS-ALG shall select a bitrate value,

supports the indicated bitrates, or a subset of
them, in EVS primary mode in the receive
direction. If the indicated bitrates, and even each
subset of them, are not supported, the IMS-ALG
shall not select the EVS payload type for
transcoding. If the IMS-ALG selects the EVS
payload type, it shall forward this parameter to
the IMS-AGW for the termination towards the
offerer in the remote descriptor.

which is either the received br-recv value or a
subset of it, based on IMS-AGW capabilities and
possible configured policies, and shall include the
br-send parameter with the selected value that is
also supplied towards the IMS-AGW in the SDP
answer.

Otherwise, if the IMS-ALG desires a different bit rate
(range) for the send and receive direction in EVS
primary mode, and wants to restrict the bit rate
range for the send direction to match IMS-AGW
capabilities and possible configured policies, it shall
supply the br-send parameter in the SDP answer it
sends.

Otherwise the IMS-ALG shall not include the br-
send parameter in the SDP answer.

If the IMS-ALG also supplies the bw or bw-send
parameter, the value of the br-send parameter shall
be compatible with the values of those parameters.
If the IMS-ALG supplies the br-send parameter in
the SDP answer, it shall also supply to the IMS-
AGW the br-send parameter in the local descriptor
for the termination towards the offerer with the same
value.
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br-recv

If the br-recv parameter is contained in the SDP

If the br-send parameter is contained in the SDP

(NOTE 1) offer, the IMS-ALG shall check if the IMS-AGW offer, the IMS-ALG shall select a bitrate value,
supports the indicated bitrates, or a subset of which is either the received br-send value or a
them, in EVS primary mode in the send subset of it, based on IMS-AGW capabilities and
direction. If the indicated bitrates, and even each | possible configured policies, and shall include the
subset of them, are not supported, the IMS-ALG | br-recv parameter with the selected value that is
shall not select the EVS payload type for also supplied towards the IMS-AGW in the SDP
transcoding. If the IMS-ALG selects the EVS answer.
payload type, it shall forward this parameter to Otherwise, if the IMS-ALG desires a different bit rate
the IMS-AGW for the termination towards the (range) for the send and receive direction in EVS
offerer in the remote descriptor. primary mode, and wants to restrict the bit rate

range for the receive direction to match IMS-AGW
capabilities and possible configured policies, it shall
supply the br-recv parameter in the SDP answer it
sends.
Otherwise the IMS-ALG shall not include the br-recv
parameter in the SDP answer.
If the IMS-ALG also supplies the bw or bw-recv
parameter, the value of the br-recv parameter shall
be compatible with the values of those parameters.
If the IMS-ALG supplies the br-recv parameter in the
SDP answer, it shall also supply to the IMS-AGW
the br-recv parameter in the local descriptor for the
termination towards the offerer with the same value.
bw If the bw parameter is contained in the SDP If the bw parameter is contained in the SDP offer,
(NOTE 1) offer, the IMS-ALG shall check if the IMS-AGW the IMS-ALG shall select a sampling bandwidth

supports the indicated sampling bandwidth(s), or
a subset of them, in EVS primary mode in the
send and receive direction. If the indicated
sampling bandwidth(s), and even each subset of
them, are not supported, the IMS-ALG shall not
select the EVS payload type for transcoding. If
the IMS-ALG selects the EVS payload type, it
shall forward this parameter to the IMS-AGW for
the termination towards the offerer in the remote
descriptor.

value, which is either the received bw value or a
subset of it, based on IMS-AGW capabilities and
possible configured policies, and shall include the
bw parameter with the selected value that is also
supplied towards the IMS-AGW in the SDP answer.
Otherwise, if the IMS-ALG desires the same
sampling bandwidth(s) for the send and receive
direction in EVS primary mode, and wants to restrict
the sampling bandwidth(s) to match IMS-AGW
capabilities and possible configured policies, it shall
supply the bw parameter in the SDP answer it
sends.

Otherwise the IMS-ALG shall not include this
parameter in the SDP answer.

If the IMS-ALG also supplies the br, br-send or br-
recv parameter, the value of the bw parameter shall
be compatible with the values of those parameters.
If the IMS-ALG supplies the bw parameter in the
SDP answer, it shall also supply to the IMS-AGW
the bw parameter in the local descriptor for the
termination towards the offerer with the same value.
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bw-send

If the bw-send parameter is contained in the

If the bw-recv parameter is contained in the SDP

(NOTE 1) SDP offer, the IMS-ALG shall check if the IMS- offer, the IMS-ALG shall select a sampling
AGW supports the indicated sampling bandwidths value, which is either the received bw-
bandwidths, or a subset of them, in EVS primary | recv value or a subset of it, based on IMS-AGW
mode in the receive direction. If the indicated capabilities and possible configured policies, and
sampling bandwidths, and even each subset of shall include the bw-send parameter with the
them, are not supported, the IMS-ALG shall not selected value in the SDP answer.
select the EVS payload type for transcoding. If Otherwise, if the IMS-ALG desires different
the IMS-ALG selects the EVS payload type, it sampling bandwidths for the send and receive
shall forward this parameter to the IMS-AGW for | direction in EVS primary mode, and wants to restrict
the termination towards the offerer in the remote | the sampling bandwidths for the send direction to
descriptor. match IMS-AGW capabilities and possible
configured policies, it shall supply the bw-send
parameter in the SDP answer it sends.
Otherwise the IMS-ALG shall not include the br-
send parameter in the SDP answer.
If the IMS-ALG also supplies the bw or bw-send
parameter, the value of the br-send parameter shall
be compatible with the values of those parameters.
If the IMS-ALG supplies the bw-send parameter in
the SDP answer, it shall also supply to the IMS-
AGW the bw-send parameter in the local descriptor
for the termination towards the offerer with the same
value.
bw-recv If the br-recv parameter is contained in the SDP | If the bw-send parameter is contained in the SDP
(NOTE 1) offer, the IMS-ALG shall check if the IMS-AGW offer, the IMS-ALG shall select a sampling
supports the indicated sampling bandwidths, or bandwidths value, which is either the received bw-
a subset of them, in EVS primary mode in the send value or a subset of it, based on IMS-AGW
send direction. If the indicated sampling capabilities and possible configured policies, and
bandwidths, and even each subset of them, are | shall include the bw-recv parameter with the
not supported, the IMS-ALG shall not select the selected value in the SDP answer.
EVS payload type for transcoding. If the IMS- Otherwise, if the IMS-ALG desires a different
ALG selects the EVS payload type, it shall sampling bandwidths for the send and receive
forward the bw-recv parameter to the IMS-AGW | direction in EVS primary mode, and wants to restrict
for the termination towards the offerer in the the sampling bandwidths for the receive direction to
remote descriptor. match IMS-AGW capabilities and possible
configured policies, it shall supply the bw-recv
parameter in the SDP answer it sends.
Otherwise the IMS-ALG shall not include the bw-
recv parameter in the SDP answer.
If the IMS-ALG also supplies the br or br-recv
parameter, the value of the bw-recv parameter shall
be compatible with the values of those parameters.
If the IMS-ALG supplies the bw-send parameter in
the SDP answer, it shall also supply it to the IMS-
AGW in the local descriptor for the termination
towards the offerer with the same value.
cmr If the cmr parameter is contained in the SDP If the cmr parameter is contained in the SDP offer,
(NOTE 1) offer and the IMS-ALG select the EVS payload the IMS-ALG shall include the cmr parameter with

type for transcoding, the IMS-ALG shall forward
this parameter to the IMS-AGW for the
termination towards the offerer in the remote
descriptor.

unmodified value in the SDP answer.

Otherwise, if the IMS-AGW desires to disable codec
mode requests within the RTP payload of the EVS
primary mode (due to the IMS-AGW capabilities or
policies), it shall include the cmr parameter with
value -1 in the SDP answer it sends

If the IMS-ALG supplies the cmr parameter in the
SDP answer, it shall also supply it to the IMS-AGW
in the local descriptor for the termination towards
the offerer with the same value.
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ch-aw-recv | If the ch-aw-recv parameter is contained in the If the IMS-ALG it desires to control the channel-
(NOTE 1) SDP offer the IMS-ALG shall check if the IMS- aware mode of EVS in the receive direction, e.g. to

AGW supports the indicated mode in the send disable it with value -1, it shall include the ch-aw-
direction. If the indicated mode is not supported, | recv parameter in the SDP offer and shall also
the IMS-ALG shall not select the EVS payload supply the ch-aw-recv parameter to the IMS-AGW in
type for transcoding. If the IMS-ALG selects the the local descriptor for the termination towards the
EVS payload type for transcoding, the IMS-ALG | offerer with the same value. The IMS-ALG shall
shall forward this parameter to the IMS-AGW for | consider the capabilities of the IMS-AGW when it
the termination towards the offerer in the remote | chooses an appropriate value.
descriptor.
number of | If the "number of channels" parameter is If the "number of channels" parameter is contained
channels contained in the SDP offer the IMS-ALG shall in the SDP offer, the IMS-ALG shall include the
(NOTE 2) check if the IMS-AGW supports the indicated "number of channels" parameter with unmodified
number of channels. If the indicated number of value in the SDP answer and shall also supply it to
channels is not supported, the IMS-ALG shall the IMS-AGW in the local descriptor for the
not select the EVS payload type for transcoding. | termination towards the offerer with the same value.
If the IMS-ALG selects the EVS payload type for
transcoding, the IMS-ALG shall forward this
parameter to the IMS-AGW for the termination
towards the offerer in the remote descriptor.
ch-send If the ch-send parameter is contained in the SDP | If the ch-recv parameter is contained in the SDP
(NOTE 1) offer the IMS-ALG shall check if the IMS-AGW offer, the IMS-ALG shall include the ch-send
supports the indicated number of channels in the | parameter with unmodified value in the SDP answer
receive direction. If the indicated number of and shall also supply the ch-send parameter to the
channels is not supported, the IMS-ALG shall IMS-AGW in the local descriptor for the termination
not select the EVS payload type for transcoding. | towards the offerer with the same value.
If the IMS-ALG selects the EVS payload type for
transcoding, the IMS-ALG shall forward the ch-
send parameter to the IMS-AGW for the
termination towards the offerer in the remote
descriptor.
ch-recv If the ch-recv parameter is contained in the SDP | If the ch-send parameter is contained in the SDP
(NOTE 1) offer the IMS-ALG shall check if the IMS-AGW offer, the IMS-ALG shall include the ch-recv
supports the indicated number of channels in the | parameter with unmodified value in the SDP answer
send direction. If the indicated number of and shall also supply the ch-recv parameter to the
channels is not supported, the IMS-ALG shall IMS-AGW in the local descriptor for the termination
not select the EVS payload type for transcoding. | towards the offerer with the same value.
If the IMS-ALG selects the EVS payload type for
transcoding, the IMS-ALG shall forward the ch-
recv parameter to the IMS-AGW for the
termination towards the offerer in the remote
descriptor.
mode-set If the mode-set parameter is contained in the If the mode-set parameter is contained in the SDP
(NOTE 3) SDP offer and the IMS-ALG select the EVS offer, the IMS-ALG shall include the mode-set

payload type for transcoding, the IMS-ALG shall
forward this parameter to the IMS-AGW for the
termination towards the offerer in the remote
descriptor.

If the mode-set parameter is contained in the
SDP offer and the IMS-ALG expects that EVS
will be interworked with AMR-WB (e.g. if EVS is
the first payload type in the received SDP offer,
and the IMS-ALG adds a AMR-WB payload
type), the IMS-ALG should include the mode-set
parameter with the same value for the AMR-WB
payload in the SDP offer it forwards.

parameter with unmodified value in the SDP
answer.

Otherwise, if the mode-set parameter is contained in
the SDP answer for an AMR-WB payload type and
the IMS-ALG decides that the EVS codec will be
interworked with that AMR-WB payload type, the
IMS-ALG should include that mode-set parameter
for the EVS payload in the SDP offer it forwards.

If the IMS-ALG supplies the mode-set parameter in
the SDP answer, it shall also supply it to the IMS-
AGW in the local descriptor for the termination
towards the offerer with the same value.
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mode-

If the mode-change-period parameter is

If the mode-change-period parameter is contained

change- contained in the SDP offer and the IMS-ALG in the SDP answer for the AMR-WB payload type
period select the EVS payload type for transcoding, the | and the IMS-ALG decides the EVS codec will be
(NOTE 3) IMS-ALG shall forward this parameter to the interworked with that AMR-WB payload type, the
IMS-AGW for the termination towards the offerer | IMS-ALG should include the mode-change-period
in the remote descriptor. parameter for the EVS payload in the SDP offer it
If the mode-change-period parameter is forwards.
contained in the SDP offer and the IMS-ALG If the IMS-ALG supplies the mode-change-period
expects that EVS will be interworked with AMR- parameter in the SDP answer, it shall also supply it
WB (e.g. if EVS is the first payload type in the to the IMS-AGW in the local descriptor for the
received SDP offer, and the IMS-ALG adds the termination towards the offerer with the same value.
AMR-WB payload type), the IMS-ALG should
include the mode-change-period parameter with
the same value for the AMR-WB payload type in
the SDP offer it forwards.
mode- If the mode-change-capability parameter is If the IMS-ALG decides that the EVS codec is
change- contained in the SDP offer and the IMS-ALG selected, the IMS-ALG shall either include the
capability select the EVS payload type for transcoding, the | mode-change-capability parameter with value 2 or
(NOTE 3) IMS-ALG may forward this parameter to the omit the parameter for the EVS payload in the SDP
IMS-AGW for the termination towards the offerer | offer it forwards.
in the remote descriptor. If the IMS-ALG supplies the mode-change-capability
If the IMS-ALG expects that EVS will be parameter in the SDP answer, it may also supply it
interworked with AMR-WB (e.g. if EVS is the first | to the IMS-AGW in the local descriptor for the
payload type in the received SDP offer, and the termination towards the offerer with the same value.
IMS-ALG adds the AMR-WB payload type), the
IMS-ALG should include the mode-change-
capability parameter with value 2 for the AMR-
WB payload in the SDP offer it forwards.
mode- If the mode-change-neighbor parameter is If the mode-change-neighbor parameter is
change- contained in the SDP offer and the IMS-ALG contained in the SDP answer for the AMR-WB
neighbor select the EVS payload type for transcoding, the | payload type and the IMS-ALG decides that the
(NOTE 3) IMS-ALG shall forward this parameter to the EVS codec will be interworked with that AMR-WB
IMS-AGW for the termination towards the offerer | payload type, the IMS-ALG should include the
in the remote descriptor. mode-change-neighbor parameter for the EVS
If the mode-change-neighbor parameter is payload in the SDP offer it forwards.
contained in the SDP offer and the IMS-ALG If the IMS-ALG supplies the mode-change-neighbor
expects that EVS will be interworked with AMR- | parameter in the SDP answer, it shall also supply it
WB (e.g. if EVS is the first payload type in the to the IMS-AGW in the local descriptor for the
received SDP offer, and the IMS-ALG adds the termination towards the offerer with the same value.
AMR-WB payload type), the IMS-ALG should
include the mode-change-neighbor with the
same value for the AMR-WB payload in the SDP
offer it forwards.
max-red If the max-red parameter is contained in the The IMS-ALG shall only include the max-red
(NOTE 5) SDP offer and the IMS-ALG select the EVS parameter in the SDP answer if it desires to restrict
payload type for transcoding, the IMS-ALG shall | the maximum redundancy of received packets.
forward this parameter to the IMS-AGW for the When selecting the value of the max-red parameter,
termination towards the offerer in the remote the IMS-ALG shall consider the capabilities of the
descriptor. IMS-AGW and, if the max-red parameter is
If the max-red parameter is contained in the contained in the SDP answer for the AMR-WB
SDP offer and the IMS-ALG expects that EVS payload type and the IMS-ALG decides that the
will be interworked with AMR-WB (e.g. if EVS is | EVS codec will be interworked with that AMR-WB
the first payload type in the received SDP offer, payload type, the received value.
and the IMS-ALG adds the AMR-WB payload If the IMS-ALG supplies the max-red parameter in
type), the IMS-ALG should include the max-red the SDP answer, it shall also supply it to the IMS-
parameter with the same value for the AMR-WB | AGW in the local descriptor for the termination
payload in the SDP offer it forwards with a value | towards the offerer with the same value.
that considers the received value and the
capabilities of the IMS-AGW.
3gpp_mtsi | If the 3gpp_mtsi_app_adapt parameter is If the IMS-AGW supports RTCP APP based
_app_adap | contained in the SDP answer, and the IMS-ALG | adaptation messages defined in
t (NOTE 4) | select the EVS payload type for transcoding, the | 3GPP TS 26.114 [21], and the IMS-ALG has a

IMS-ALG shall forward this parameter to the
IMS-AGW the IMS-ALG shall forward this
parameter to the IMS-AGW in the remote
descriptor.

policy to negotiate the usage of those messages,
the IMS-ALG shall include the
3gpp_mtsi_app_adapt SDP attribute indicating the
supported APP messages in the SDP answer.
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NOTE 1: This MIME parameter of the EVS RTP payload type is defined in 3GPP TS 26.445 [51]. It is encapsulated
within the SDP "a=fmtp" attribute defined IETF RFC 4566 [53].

NOTE 2: This number of channels are encoded as "encoding parameters" of the SDP "a=rtpmap" attribute defined in
IETF RFC 4566 [53].

NOTE 3: This MIME parameter of the EVS RTP payload type relates to AMR-WB |10 mode and is defined in
IETF RFC 4867 [54]. It is encapsulated within the SDP "a=fmtp" attribute defined IETF RFC 4566 [53].

NOTE 4: This SDP attribute is defined in 3GPP TS 26.114 [21]. It applies to all codecs offered in an SDP media line.
However, some values are specific to EVS.

NOTE 5: This MIME parameter of the EVS RTP payload type is defined in IETF RFC 4867 [54]. It is encapsulated
within the SDP "a=fmtp" attribute defined IETF RFC 4566 [53].

Table 5.13.3.3 describes the IMS-AGW handling of EV S codec parameters. The IMS-AGW should support transcoding
of EV S with bandwidths (sampling rates) which are supported by codec the IMS-AGW is capable to transcode EVS
to/from (e.g. NB for AMR, and WB for AMR-WB).
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Table 5.13.3.3: IMS-AGW handling of EVS codec parameters
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Parameter Handling in local descriptor Handling in remote descriptor
evs-mode- | The IMS-AGW should expect to receive packets | The IMS-AGW shall use the indicated EVS mode
switch with the indicated EVS mode and may use this (e.g. AMR-WB interoperable mode for value 1)
(NOTE 1) information when deciding upon the required when sending packets.
resources.
hf-only The IMS-AGW should expect to receive packets | The IMS-AGW shall use the indicated mode (e.qg.
(NOTE 1) with the indicated mode and may use this header-full EVS RTP payload format for value 1)
information when deciding upon the required when sending packets.
resources.
dtx The IMS-AGW should expect to receive packets | The IMS-AGW shall use this dtx mode (i.e. no
(NOTE 1) with this dtx mode and may use this information usage of DTX for value 0) when sending packets.
when deciding upon the required resources. (NOTE 8)
(NOTE 8)
dtx-recv The IMS-AGW should expect to receive packets | The IMS-AGW shall use this dtx mode (i.e. no
(NOTE 1) with this dtx mode and may use this information | usage of DTX for value 0) when sending packets.
when deciding upon the required resources. (NOTE 8)
(NOTE 8)
br If different values for the br parameter are If different values for the br parameter are provided
(NOTE 1) provided in the local and remote descriptors, one | in the local and remote descriptors, one will be a
will be a subset of the other, and the smaller subset of the other, and the smaller range shall
range shall apply. apply.
The IMS-AGW should expect to receive packets | The IMS-AGW should expect to receive packets
with this bitrate range and may use this with this bitrate range and may use this information
information when deciding upon the required when deciding upon the required resources.
resources. The IMS-AGW shall use this bitrate range when

The IMS-AGW shall use this bitrate range when | sending packets.
sending packets.

br-send If different values for the br-send parameter in If different values for the br-send parameter in the
(NOTE 1) the local descriptor and for the br-recv remote descriptor and for the br-recv parameter in
parameter in the remote descriptor are provided, | the local descriptor are provided, one will be a
one will be a subset of the other, and the smaller | subset of the other, and the smaller range shall

range shall apply. apply.
The IMS-AGW shall use this bitrate range when | The IMS-AGW should expect to receive packets
sending packets. with this bitrate range and may use this information
when deciding upon the required resources.
br-recv If different values for the br-send parameter in If different values for the br-send parameter in the
(NOTE 1) the remote descriptor and for the br-recv local descriptor and for the br-recv parameter in the
parameter in the local descriptor are provided, remote descriptor are provided, one will be a subset
one will be a subset of the other, and the smaller | of the other, and the smaller range shall apply.
range shall apply. The IMS-AGW shall use this bitrate range when

The IMS-AGW should expect to receive packets | sending packets.
with this bitrate range and may use this
information when deciding upon the required

resources.

bw If different values for the bw parameter are If different values for the bw parameter are provided

(NOTE 1) provided in the local and remote descriptors, one | in the local and remote descriptors, one will be a
will be a subset of the other, and the smaller subset of the other, and the smaller range shall
range shall apply. apply.

The IMS-AGW should expect to receive packets | The IMS-AGW should expect to receive packets
with these sampling bandwidth(s) and may use with these sampling bandwidth(s) and may use this
this information when deciding upon the required | information when deciding upon the required

resources. resources.
The IMS-AGW shall use these sampling The IMS-AGW shall use these sampling
bandwidth(s) when sending packets. bandwidth(s) when sending packets.

bw-send If different values for the bw-send parameter in If different values for the bw-send parameter in the

(NOTE 1) the local descriptor and for the bw-recv remote descriptor and for the bw-recv parameter in

parameter in the remote descriptor are provided, | the local descriptor are provided, one will be a
one will be a subset of the other, and the smaller | subset of the other, and the smaller range shall

range shall apply. apply.

The IMS-AGW shall use these sampling The IMS-AGW should expect to receive packets

bandwidth(s) when sending packets. with these sampling bandwidth(s) and may use this
information when deciding upon the required
resources.
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bw-recv

If different values for the bw-send parameter in

If different values for the bw-send parameter in the

(NOTE 1) the remote descriptor and for the bw-recv local descriptor and for the bw-recv parameter in the
parameter in the local descriptor are provided, remote descriptor are provided, one will be a subset
one will be a subset of the other, and the smaller | of the other, and the smaller range shall apply.
range shall apply. The IMS-AGW shall use these sampling
The IMS-AGW should expect to receive packets | bandwidth(s) when sending packets.
with these sampling bandwidth(s) and may use
this information when deciding upon the required
resources.

cmr For cmr with value -1 or 0, the IMS-AGW should | For cmr with value -1 or 0, the IMS-AGW should

(NOTE 1) expect to receive no RTP packets containing expect to receive no RTP packets containing codec
codec mode requests for EVS primary mode and | mode requests for EVS primary mode and may use
may use this information when deciding upon this information when deciding upon the required
the required resources. resources.

For cmr with value -1 or 0, the IMS-AGW shall For cmr with value -1 or 0, the IMS-AGW shall also
also send no RTP packets containing codec send no RTP packets containing codec mode
mode requests for EVS primary mode. requests for EVS primary mode.

Different cmr values in the local and remote Different cmr values in the local and remote
descriptors are an error situation, but it is descriptors are an error situation, but it is
permissible that this parameter is only supplied permissible that this parameter is only supplied in
in one of those descriptors. one of those descriptors.

ch-aw-recv | The IMS-AGW should expect to receive RTP The IMS-AGW shall send RTP packets containing

(NOTE 1, packets containing the indicated partial the indicated partial redundancy mode.

NOTE 7) redundancy mode and may use this information
when deciding upon the required resources.

number of | If no ch-recv parameter in the local descriptor If no ch-recv parameter in the local descriptor and

channels and no ch-send parameter in the remote no ch-send parameter in the remote descriptors are

(NOTE 2) descriptors are received, the IMS-AGW should received, the IMS-AGW should expect to receive
expect to receive RTP packets containing the RTP packets containing the indicated number of
indicated number of channels and may use this channels and may use this information when
information when deciding upon the required deciding upon the required resources.
resources. If no ch-send parameter in the local descriptor and
If no ch-send parameter in the local descriptor no ch-recv parameter in the remote descriptors are
and no ch-recv parameter in the remote received, the IMS-AGW shall also send RTP
descriptors are received, the IMS-AGW shall packets containing the indicated number of
also send RTP packets containing the indicated | channels.
number of channels. Different number of channels values in the local and
Different number of channels values in the local remote descriptors is an error situation, but it is
and remote descriptors is an error situation, but permissible that this parameter is only supplied in
it is permissible that this parameter is only one of those descriptors.
supplied in one of those descriptors.

ch-send The IMS-AGW shall send RTP packets The IMS-AGW should expect to receive RTP

(NOTE 1) containing the indicated number of channels. packets containing the indicated number of
Different number of channels in the ch-send channels and may use this information when
parameter in the local descriptor and the ch-recv | deciding upon the required resources.
parameter in the remote descriptors is an error Different number of channels in the ch-send
situation, but it is permissible that this parameter | parameter in the local descriptor and the ch-recv
is only supplied in one of those descriptors. parameter in the remote descriptors is an error

situation, but it is permissible that this parameter is
only supplied in one of those descriptors.

ch-recv The IMS-AGW should expect to receive RTP The IMS-AGW shall send RTP packets containing

(NOTE 1) packets containing the indicated number of the indicated number of channels.

channels and may use this information when
deciding upon the required resources.

Different number of channels in the ch-send
parameter in the local descriptor and the ch-recv
parameter in the remote descriptors is an error
situation, but it is permissible that this parameter
is only supplied in one of those descriptors.

Different number of channels in the ch-send
parameter in the local descriptor and the ch-recv
parameter in the remote descriptors is an error
situation, but it is permissible that this parameter is
only supplied in one of those descriptors.
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mode-set For AMR-WB IO mode, the IMS-AGW should For AMR-WB IO mode, the IMS-AGW should
(NOTE 4) expect to receive RTP packets using only the expect to receive RTP packets using only the

indicated mode-set and may use this information | indicated mode-set and may use this information
when deciding upon the required resources. when deciding upon the required resources.
The IMS-AGW shall also send RTP packets only | The IMS-AGW shall also send RTP packets only
using the indicated mode-set. using the indicated mode-set.
Different mode-set values in the local and Different mode-set values in the local and remote
remote descriptors are an error situation, but itis | descriptors are an error situation, but it is
permissible that this parameter is only supplied permissible that this parameter is only supplied in
in one of those descriptors. one of those descriptors.
mode- For AMR-WB IO mode, the IMS-AGW should For AMR-WB IO mode, the IMS-AGW shall use this
change- expect to receive packets with this mode- mode-change-period when sending packets.
period change-period and may use this information
(NOTE 3) when deciding upon the required resources.
mode- For AMR-WB IO mode, mode-change-capability | No IMS-AGW handling of this parameter id defined.
change- with value 2 indicates that the IMS-AGW should
capability expect to be requested to send packets with
(NOTE 6) restricted mode-change-period and may use this
information when deciding upon the required
resources.
mode- The IMS-AGW should expect to receive packets | The IMS-AGW shall use this mode-change-period
change- with this mode-change-period and may use this | when sending packets.
neighbor information when deciding upon the required
(NOTE 3) resources.
max-red The IMS-AGW should expect to receive packets | The IMS-AGW shall only send packet with
(NOTE 5) with redundancy up to the indicated max-red redundancy up to the indicated max-red value.
value and may use this information when
deciding upon the required resources.
3gpp_mtsi | The IMS-AGW should expect to receive RTCP The IMS-AGW may send RTCP APP packets of the
_app_adap | APP packets of the indicated types and may use | indicated types. The IMS-AGW shall not send other
t (NOTE 4) | this information when deciding upon the required | RTCP APP packets. If the parameter is not
resources. supplied, the IMS-AGW shall not send any RTCP
APP packets.
NOTE 1: This MIME parameter of the EVS RTP payload type is defined in 3GPP TS 26.445 [51]. The values and the

defaults if a parameter is omitted, as defined in 3GPP TS 26.445 [51] shall apply.

NOTE 2: This number of channels are encoded as "encoding parameters" of the SDP "a=rtpmap" attribute defined in
IETF RFC 4566 [53].

NOTE 3: This MIME parameter of the EVS RTP payload type relates to AMR-WB 10 mode and is defined in
IETF RFC 4867 [54]. The values and the defaults if a parameter is omitted, as defined in
IETF RFC 4867 [54] shall apply.

NOTE 4: This SDP attribute is defined in 3GPP TS 26.114 [21]. It applies to all codecs offered in an SDP media line.
However, some values are specific to EVS.

NOTE 5: This MIME parameter of the EVS RTP payload type is defined in IETF RFC 4867 [54]. The values and the
defaults if a parameter is omitted, as defined in IETF RFC 4867 [54] shall apply.

NOTE 6: This MIME parameter of the EVS RTP payload type relates to AMR-WB 10 mode and is defined in
IETF RFC 4867 [54]. The values and the defaults if a parameter is omitted, as defined in
3GPP TS 26.445 [51], shall apply.

NOTE 7: The frame erasure rate indicator for the channel-aware mode has two permissible values (LO, HI) and this
indicator has to be initialized to HI, as specified in clause 5.8.4 of 3GPP TS 26.445 [51].

NOTE 8: If both the dtx and the dtx-recv parameter are provided either in the local or in the remote descriptor, both

parameters will have the same value within that descriptor.

5.13.4 Handling of the OPUS speech and audio codec for WebRTC

The OPUS speech and audio codec is defined in IETF RFC 6716 [50]. Its RTP payload type is defined in
IETF RFC 7587 [56].

The eP-CSCF and the elMS-AGW should support transcoding to and from the OPUS speech codec. If they do so, the
procedures in the present clause apply.

When receiving an SDP offer from the core network, the IMS-ALG may add an OPUS codec payload type (as specified
in IETF RFC 7587 [56]) before forwarding the SDP offer towards the served WebRTC UE (denoted as "codec 3" in

figure 10.2.5.2 of 3GPP TS 29.162 [20]). If that OPUS payload type is selected in the SDP answer, the IMS-ALG needs
to transcode the OPUS codec. Table 5.13.4.1 describes the IMS-ALG handling of the OPUS codec parameters when the
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IMS-ALG adds an OPUS payload type to the SDP offer, and that OPUS payload type is selected in the SDP answer. In
addition, rulesfor the parameter handling in IETF RFC 7587 [56] shall apply.

Table 5.13.4.1: IMS-ALG handling of OPUS related SDP parameters when the IMS-ALG adds the
OPUS payload type to the SDP offer.

Parameter

Handling for OPUS payload type added to
the SDP offer to offer transcoding

Handling if offered OPUS payload type is
accepted in the SDP answer

maxplaybackrate
(NOTE)

Should be set according to IMS-AGW
capabilities and sampling rates of expected
codecs to transcode with (E.g. other codecs
in the received SDP offer).

If parameter is contained in the SDP answer,
the IMS-ALG should forward this parameter to
the IMS-AGW for the termination towards the
answerer in the remote descriptor.

sprop-
maxcapturerate
(NOTE)

Should be set according to IMS-AGW
capabilities and sampling rates of expected
codecs to transcode with (E.g. other codecs
in the received SDP offer).

If parameter is contained in the SDP answer,
the IMS-ALG should forward this parameter to
the IMS-AGW for the termination towards the
answerer in the remote descriptor.

maxaveragebitrate
(NOTE)

Should be set according to IMS-AGW
capabilities and sampling rates of expected
codecs to transcode with (E.g. other codecs
in the received SDP offer), see

IETF RFC 7587 [56].

If parameter is contained in the SDP answer,
the IMS-ALG should forward this parameter to
the IMS-AGW for the termination towards the
answerer in the remote descriptor.

stereo (NOTE)

Should be set to 0 or omitted, unless the
expected codecs to transcode with (E.g.
other codecs in the received SDP offer)
support stereo and the IMS-AGW supports
stereo transcoding.

If parameter is contained in the SDP answer,
the IMS-ALG should forward this parameter to
the IMS-AGW for the termination towards the
answerer in the remote descriptor.

sprop-stereo

Should be set to 0 or omitted, unless the

If parameter is contained in the SDP answer,

(NOTE) expected codecs to transcode with (E.g. the IMS-ALG should forward this parameter to
other codecs in the received SDP offer) the IMS-AGW for the termination towards the
support stereo and the IMS-AGW supports answerer in the remote descriptor.
stereo transcoding.

cbr (NOTE) Should be set or omitted according to IMS- If parameter is contained in the SDP answer,

AGW capabilities and used encryption.

the IMS-ALG shall forward this parameter to
the IMS-AGW for the termination towards the
answerer in the remote descriptor.

useinbandfec

Should be set or omitted according to IMS-

If parameter is contained in the SDP answer,

(NOTE) AGW capabilities and delay budget. the IMS-ALG should forward this parameter to
the IMS-AGW for the termination towards the
answerer in the remote descriptor.

usedtx (NOTE) Should be set according to IMS-AGW If parameter is contained in the SDP answer,

preferences and DTX capabilities of the IMS-ALG shall forward this parameter to
expected codecs to transcode with (E.g. the IMS-AGW for the termination towards the
other codecs in the received SDP offer). answerer in the remote descriptor.

NOTE:  This MIME parameter of the OPUS RTP payload type is defined in IETF RFC 7587 [56]. It is encapsulated

within the SDP "a=fmtp" attribute defined in IETF RFC 4566 [55].

When receiving an SDP offer from the served WebRTC UE that contains an OPUS codec payload type, the IMS-ALG
may add other payload types before forwarding the SDP offer (denoted as"codec 3" in figure 10.2.5.2 of

3GPP TS 29.162 [20]). If that added payload type is selected in the SDP answer, the IMS-ALG needs to transcode, and
may select to transcode to the OPUS codec. Table 5.13.4.2 describes the IMS-ALG handling of the OPUS codec
parameters when the IMS-AL G receives the OPUS payload type in the SDP offer, and selects to transcode between the
OPUS codec and some other codec. In addition, rules for the parameter handling in IETF RFC 7587 [56] shall apply.
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Table 5.13.4.2; IMS-ALG handling of OPUS related SDP parameters when the IMS-ALG receives the
OPUS payload type to the SDP offer and decides to transcode between the OPUS payload type and

some other codec.

Parameter

Handling of OPUS payload type
parameter received in the SDP offer

OPUS payload type supplied in the SDP
answer

maxplaybackrate
(NOTE)

If parameter is contained in the SDP offer,
the IMS-ALG should forward this parameter
to the IMS-AGW for the termination towards
the offerer in the remote descriptor.

Should be set according to IMS-AGW
capabilities and sampling rates of expected
codecs to transcode with (E.g. other codecs in
the received SDP offer).

sprop-
maxcapturerate
(NOTE)

If parameter is contained in the SDP offer,
the IMS-ALG should forward this parameter
to the IMS-AGW for the termination towards
the offerer in the remote descriptor.

Should be set according to IMS-AGW
capabilities and sampling rates of expected
codecs to transcode with (E.g. other codecs in
the received SDP offer).

maxaveragebitrate
(NOTE)

If parameter is contained in the SDP offer,
the IMS-ALG should forward this parameter
to the IMS-AGW for the termination towards
the offerer in the remote descriptor.

Should be set according to IMS-AGW
capabilities and sampling rates of expected
codecs to transcode with (E.g. other codecs in
the received SDP offer), see

IETF RFC 7587 [56].

stereo (NOTE)

If parameter is contained in the SDP offer,
the IMS-ALG should forward this parameter
to the IMS-AGW for the termination towards
the offerer in the remote descriptor.

Should be set to 0 or omitted, unless the
expected codecs to transcode with (E.g. other
codecs in the received SDP offer) support
stereo and the IMS-AGW supports stereo
transcoding.

sprop-stereo

If parameter is contained in the SDP offer,

Should be set to 0 or omitted, unless the

(NOTE) the IMS-ALG should forward this parameter expected codecs to transcode with (E.g. other
to the IMS-AGW for the termination towards codecs in the received SDP offer) support
the offerer in the remote descriptor. stereo and the IMS-AGW supports stereo
transcoding.
cbr (NOTE) If parameter is contained in the SDP offer, Should be set or omitted according to IMS-

the IMS-ALG shall forward this parameter to
the IMS-AGW for the termination towards the
offerer in the remote descriptor.

AGW capabilities and used encryption.

useinbandfec

If parameter is contained in the SDP offer,

Should be set or omitted according to IMS-

(NOTE) the IMS-ALG should forward this parameter AGW capabilities and delay budget.
to the IMS-AGW for the termination towards
the offerer in the remote descriptor.

usedtx (NOTE) If parameter is contained in the SDP offer, Should be set according to IMS-AGW

the IMS-ALG shall forward this parameter to
the IMS-AGW for the termination towards the
offerer in the remote descriptor.

preferences and DTX capabilities of expected
codecs to transcode with (E.g. other codecs in
the received SDP offer).

NOTE 1: This MIME parameter of the OPUS RTP payload type is defined in IETF RFC 7587 [56]. It is encapsulated
within the SDP "a=fmtp" attribute defined in IETF RFC 4566 [55].

Table 5.13.4.3 describes the IMS-AGW handling of the OPUS codec parameters. The IMS-AGW should support
transcoding of OPUS with at least the bandwidths (sampling rates) which are supported by codec the IMS-AGW is
capable to transcode OPUS to/from (e.g. NB for AMR, and WB for AMR-WB).
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Table 15.3.4.3: IMS-AGW handling of OPUS codec parameters.

Parameter

Handling in local descriptor

Handling in remote descriptor

maxplaybackrate
(NOTE)

The IMS-AGW should expect to receive RTP
packets with sampling rates up to the
indicated maximum and may use this
information when deciding upon the required
resources.

The IMS-AGW should send RTP packets with
the indicated sampling rate.

sprop-
maxcapturerate
(NOTE)

No IMS-AGW handling of this parameter is
defined.

The IMS-AGW should expect to receive RTP
packets with sampling rates up to the indicated
maximum and may use this information when
deciding upon the required resources.

maxaveragebitrate
(NOTE)

The IMS-AGW should expect to receive RTP
packets with average bit rates up to the
indicated maximum and may use this
information when deciding upon the required
resources.

The IMS-AGW shall send RTP packets with
average bit rates up to the indicated maximum.

stereo (NOTE)

The IMS-AGW should expect to receive RTP
packets containing the indicated stereo
mode and may use this information when
deciding upon the required resources.

The IMS-AGW should send RTP packets
containing the indicated stereo mode.

sprop-stereo

No IMS-AGW handling of this parameter is

The IMS-AGW should expect to receive RTP

(NOTE) defined. packets containing the indicated stereo mode
and may use this information when deciding
upon the required resources.

cbr (NOTE) The IMS-AGW should expect to receive RTP | The IMS-AGW should send RTP packets

packets containing the indicated constant bit
rate mode and may use this information
when deciding upon the required resources.

containing the indicated constant bit rate
mode.

useinbandfec

The IMS-AGW should expect to receive RTP

The IMS-AGW should send RTP packets

(NOTE) packets containing the indicated forward containing the indicated forward error
error correction mode and may use this correction mode.
information when deciding upon the required
resources.
usedtx (NOTE) The IMS-AGW should expect to receive RTP | The IMS-AGW should send RTP packets using

packets containing the indicated DTX mode
and may use this information when deciding
upon the required resources.

the indicated DTX mode.

NOTE 1: This MIME parameter of the OPUS RTP payload type is defined in IETF RFC 7587 [56]. The default value if
a parameter is omitted, as defined in IETF RFC 7587 [56], shall apply.

5.14  Multimedia Priority Service (MPS) Support

The Multimedia Priority Service (MPS) is specified in 3GPP TS 22.153 [22]. The IMS-ALG and IMS-AGW may
support the priority treatment of a call/session identified as an MPS call/session. If MPS is supported, the following
functional requirements apply:

- Upon receipt of the MPS priority information in the call control signalling:
- ThelMS-ALG shall recognise the call/session as having priority.

- ThelMS-ALG shall send the priority information for a context to the IMS-AGW to enable the priority
treatment described below related to the IMS-AGW.

- ThelMS-ALG shall apply priority handling to H.248 transactions related to priority call/sessions when
network resources are congested , e.g., preferential treatment in any queues or buffers.

- ThelIMS-ALG may send the updated priority information and, if DiffServ is used, provision a suitable DSCP
marking for the updated MPS priority level to the IMS-AGW if it needs to change the priority information
previously communicated to the IMS-AGW for an MPS call/session.

- If the H.248 control association utilises a transport with the possibility for prioritisation, the IMS-ALG may
apply priority using the appropriate prioritisation procedures.
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- If the MPS Priority service requires a specific MPS DSCP setting the IMS-ALG shall configurethe IMS-
AGW to apply a specific MPS DSCP marking to the user data transport packets to indicate that the packets
are of ahigher priority than those for normal calls.

- If theIMS-AGW receives an indication to apply a specific MPS DSCP marking to the user data transport
packets, it shall apply this DSCP marking to the | P headers.

NOTE 1: Support of Diffserv procedures by the IMS-AGW assumes an operator uses Diffserv for prioritising user
plane traffic related to an MPS call/session.

- When the IMS-ALG marks a Context with priority information, the IMS-AGW may use the priority
information for selecting resources for the media and signaling transport with priority. The following actions
may be taken by the IMS-AGW if it has reached a congested state:

i) seizepriority reserved resources; or
ii) if resources are congested, indicate that in aCommand Response error code.

NOTE 2: The Priority information can be used to derive Layer 2 QoS marking and trigger priority identification
and priority treatment for other QoS technologies than Diffserv.

5.15 Coordination of Video Orientation

The IMS-ALG and the IMS-AGW may support the Coordination of Video Orientation (CVO) as defined in
3GPP TS 26.114 [21].

If the IMS-ALG receives an SDP body containing "a=extmap" attribute(s), as defined in IETF RFC 5285 [23], and the
"a=extmap" attribute(s) contain CVO URN(s) (i.e. the CVO URN for a 2 bit granularity of rotation and/or the CVO
URN for a higher granularity of rotation) as defined in 3GPP TS 26.114 [21], then:

a) if theIMS-ALG and the IMS-AGW support the CVO feature:

- theIMS-ALG shall include the "extended RTP header for CVO" information element when seizing resources
inthe IMS-AGW to indicate the IMS-AGW that it shall allow the RTP header extension for CV O to pass;
and

Editor’s Note: Itisffsif the IMS-ALG needs to include the "extended RTP header for CVO" information element
when seizing terminations of a media agnostic IMS-AGW, or if a media agnostic IMS-AGW always
passes any RTP header extension.

- the IMS-ALG shall forward within SIP signalling, the SDP body received from the preceding node with
unmodified "a=extmap" attribute(s) to the succeeding node; or

b) if the IMS-AGW does not support the CV O feature, the IMS-ALG shall forward within SIP signalling, the SDP
body received from the preceding node without any "a=extmap" attributes to the succeeding node.

NOTE 1: The UE supporting the CV O feature will not send the extended RTP headersfor CVO if the UE did not
receive any SDP body with the CV O related "a=extmap" attribute.

If the IMS-AGW supports the CVO feature and has been instructed to pass on the extended RTP header for CVO as
described above for both incoming and outgoing terminations then:

- if theIMS AGW does not apply video transcoding, it shall pass any received RTP CVO header extension to
succeeding RTP streams; or

- if theIMS-AGW applies video transcoding, it shall keep the video orientation unchanged during the transcoding
and copy the received RTP CVO header extension to the succeeding outgoing RTP stream(s) after transcoding
the associated group of packets.

NOTE 2: IETF RFC 5285 [23] provides aframework for header extensions and can also be used for non-CVO
related purposes. It is an implementation decision of the IMS-AGW if it only passes CVO related RTP
header extensions, or if it passes any RTP header extension when being instructed with the "extended
RTP header for CVO" information element.
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NOTE 3: The behaviour of the IMS-AGW when being instructed with an "extended RTP header for CVO"
information element only at one termination is an implementation decision.

NOTE 4: Unknown IETF RFC 5285 [23] RTP header extensions are ignored by the destination RTP end system.

5.16  Generic image attributes

The IMS-ALG and the IMS-AGW may support a media-level SDP image attribute "a=imageattr" defined in
IETF RFC 6236 [24] to negotiate the image size for sending and receiving video as required by 3GPP TS 26.114 [21].

NOTE: Theimage attribute may be used within the SDP capability negotiation framework and its use is then
specified using the "a=acap" parameter.

If theIMS-ALG:
- supports the negotiation of the image size;
- receives an SDP body containing the image attribute(s) "imageattr" defined in IETF RFC 6236 [24]; and
- does not support or does not apply the video transcoding procedure defined in clause 5.13;

the IMS-ALG shall forward the SDP body with unmodified image attribute(s).

If the IMS-ALG and the IMS-AGW support the ATCF/ATGW functions then during the access transfer procedures the
IMS-ALG may apply the procedure described in clause 6.2.14.6 to negotiate and adjust the image size for sending and
receiving video of the session.

5.17 TCP bearer connection control

5.17.1 Stateless TCP handling

AnIMS-ALG and IMS-AGW that supports TCP as transport protocol (see IETF RFC 793 [29] and
IETF RFC 4145 [30]) shall support the following procedures.

NOTE 1: Itisassumed that pre-Release 12 IMS-ALGs and IMS-AGWSs also apply these procedures.

When receiving an SDP offer or answer containing a media line for a new TCP based media stream (e.g. with "TCP",
"TCP/MSRP" astransport protocol), the IMS-ALG:

- shall indicate"TCP" (for application-agnostic interworking) or "TCP/MSRP" (for application-aware M SRP
interworking) as transport protocol to the IMS-AGW;

- shall indicate the TCP port numbers received in the SDP from the remote peer as destination port in the remote
descriptor at the termination towards the SDP sender;

- shall request the IMS-AGW to allocate a TCP port number at the destination towards the SDP receiver;

- shall replace the TCP port in the received SDP with the TCP port number allocated by the IMS-AGW and
forward the SDP; and

- shal indicate to the IMS-AGW to perform TCP stateless handling by not including the TCP session setup
direction attribute at the interconnected terminations in the same context.

An IMS-AGW receiving an indication of "TCP", or "TCP/MSRP" as transport protocol, but no indication to perform
TCP state-aware handling (viainformation about the directionality of the TCP session setup):

- shall send aTCP SYN when receiving a TCP SY N at the interconnected termination in the same context;
- shall forward received TCP payload; and

- shall useits own port number as TCP source port humbers and the remote port number received from the
IMS-ALG as TCP destination port numbers and cal culate a new TCP checksum for all TCP packetsit sends.
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NOTE 2: This mode of operation corresponds to the "TCP Relay" modein ITU-T Recommendation H.248.84 [38].

5.17.2 State-aware TCP handling

5.17.21 General

AnIMS-ALG and IMS-AGW that supports TCP as transport protocol (see IETF RFC 793 [29] and
IETF RFC 4145 [30]) may support the procedures specified in clause 5.17.2 for state-aware TCP handling.

NOTE 1. State-aware TCP handling enables modifications of TCP payloads by the IMS-AGW such as changing
the size of the payload and inserting extra protocol layers, e.g. for e2ae media security.

ANnIMS-ALG and IMS-AGW that supports state-aware TCP handling shall support the procedures specified in
clause 5.17.2.2 and may additionally support the procedures specified in clause 5.17.2.3.

NOTE 2: The proceduresin clause 5.17.2.3 enable TCP connections between two peers behind remote (far-end)
NATswithout any other intermediate server capable of acting asa TCP B2BUA (such as a messaging
server). However, they are not possible if €2e security is applied for M SRP based media.

5.17.2.2 State-aware TCP handling without support of modifying the TCP setup
direction

When the IMS-ALG receives an SDP offer containing a media line for a new TCP based media stream (e.g. with
"TCP", "TCP/IMSRP" astransport protocol), for that TCP based media stream the IMS-ALG:

- if no media security is applied, shall indicate "TCP" (for application-agnostic interworking) or "TCP/MSRP" (for
application-aware M SRP interworking) as transport protocol to the IMS-AGW;

- if mediasecurity is applied, shall indicate a transport protocol according to clause 5.11 to the IMS-AGW;
- shall request the IMS-AGW to alocate a TCP port at the destination towards the SDP answerer;
- shall request the IMS-AGW to alocate a TCP port at the destination towards the SDP offerer;

- shall indicate the TCP port numbers received in the SDP offer as destination in the remote descriptor at the
termination towards the SDP offerer;

- shall indicate to the IMS-AGW to perform TCP state-aware handling (by indicating the "actpass' TCP session
setup direction at both interconnected terminations in the same context in the local descriptor);

- if supported by the IMS-AGW, may indicate to the IMS-AGW for a given termination to use an incoming TCP
connection establishment request (TCP SY N) at that termination as atrigger for sending a TCP connection
establishment request at the interconnected termination in the same context;

- if supported by the IMS-AGW, may indicate to the IMS-AGW to discard incoming TCP connection
establishment requests; and

- shall replace the TCP port in the received SDP offer with the TCP port number allocated by the IMS-AGW at
the termination towards the SDP answerer, shall maintain areceived "a=setup:active" or "a=setup:passsive" SDP
attribute (see IETF RFC 4145 [30]) in the SDP offer without modification, and shall forward the SDP offer.

When the IMS-ALG then receives the SDP answer containing a medialine for anew TCP based media stream, for that
TCP based media stream the IMS-ALG:

- shall indicate the TCP port numbers received in the SDP answer as destination in the remote descriptor at the
termination towards the SDP answerer;

- if supported by the IMS-AGW, may indicate to the IMS-AGW for a given termination to use an incoming TCP
connection establishment request (TCP SY N) at that termination as atrigger for sending a TCP connection
establishment request at the interconnected termination in the same context;

- if theIMS-ALG did not indicate to the IMS-AGW to use the incoming TCP connection establishment request
(TCP SYN) at one termination as atrigger for sending a TCP connection establishment request at the
interconnected termination in the same context,
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- if the SDP answer contains an "a=setup:active" SDP attribute (see IETF RFC 4145 [30]), shall indicate to the
IMS-AGW to start a TCP connection establishment at the termination towards the SDP offerer; and

- if the SDP answer contains an "a=setup:passive" SDP attribute, shall indicate to the IMS-AGW to start aTCP
connection establishment at the termination towards the SDP answerer;

NOTE 1: Clients only supporting M SRP according to IETF RFC 4975 [25] will not use the SDP "a=setup”
attribute, but will assign the TCP client role to the SDP offerer. However, in 3GPP (Release 8 onwards),
OMA and GSMA the support of IETF RFC 6135 [45] is mandated, and the "a=setup” attribute will thus
be used.

- if theIMS-ALG previously indicated to the IMS-AGW to discard incoming TCP connection establishment
reguests, shall indicate to the IMS-AGW to process incoming TCP connection establishment requests; and

- shall replace the destination TCP port in the received SDP answer with the TCP port number allocated by the
IMS-AGW at the termination towards the SDP offerer, shall maintain the received "a=setup" SDP attribute
(RFC 4145 [30Q]) in the SDP answer without modification, and shall forward the SDP answer.

An IMS-AGW receiving an indication of "TCP", or "TCP/MSRP" as transport protocol and an indication to perform
TCP state-aware handling (viainformation about the directionality of the TCP session setup):

- if theIMS-ALG indicated to start a TCP connection establishment at a given termination, shall start the TCP
connection establishment at that TCP termination by sending a TCP SYN;

- if theIMS-ALG indicated to discard incoming TCP connection establishment requests, shall discard any
incoming TCP connection establishment requests (support optional for the IMS-AGW);

- if

a) the IMS-ALG indicated to use the incoming TCP connection establishment request (TCP SY N) at one
termination as atrigger for sending a TCP connection establishment request at the interconnected termination
in the same context, and

b) the IMS-ALG did not indicate to discard incoming TCP connection establishment requests,

shall send a TCP SYN when receiving a TCP SYN at the interconnected termination in the same context
(support optional for the IMS-AGW);

- if

a) the IMS-ALG did not indicate to use the incoming TCP connection establishment request (TCP SYN) at one
termination as atrigger for sending a TCP connection establishment request at the interconnected termination
in the same context, and

b) the IMS-ALG did not indicate to discard incoming TCP connection establishment requests, and
c) the IMS-ALG aready configured the remote | P address and port or requested latching,

shall answer any received TCP SY N at a given termination with appropriate messages according to TCP
procedures;

- shall forward received TCP payload, performing any required modifications on the TCP payload according to
procedures in other parts of this specification; and

- shall useits own port number as TCP source port and the remote port number indicated by the IMS-ALG as TCP
destination port numbers and shall calculate a new TCP checksum for al TCP packetsit sends.

NOTE 2: This mode of operation correspondsto the "TCP Proxy" mode in ITU-T Recommendation H.248.84 [38].

5.17.2.3 State-aware TCP handling with support of modifying the TCP setup direction

The IMS-ALG and IMS-AGW shall perform the same procedures asin clause 5.17.2.2 with modification according to
the present clause.

When the IMS-ALG receives an SDP offer containing a media line for a new TCP based media stream (e.g. with
"TCP", "TCP/IMSRP" astransport protocol), for that TCP based media stream the IMS-ALG:
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- if an "a=setup:active" SDP attribute (see IETF RFC 4145 [30]) isreceived in an SDP offer towards a served UE
that is possibly behind aremote NAT, the IMS-ALG
- should replace this attribute with a " a=setup:actpass" or "a=setup:passive" SDP attribute; and

- shall then not indicate to the IMS-AGW to use the incoming TCP connection establishment request (TCP
SYN) at the termination towards the offerer as atrigger for sending a TCP connection establishment request
at the interconnected termination in the same context towards the answerer;

- if an"a=setup:active" SDP attribute (see IETF RFC 4145 [30]) isreceived in an SDP offer from a served UE, the
IMS-ALG

- may replace this attribute with a " a=setup:actpass' SDP attribute; and

- shall then not indicate to the IMS-AGW to use the incoming TCP connection establishment request (TCP
SYN) at the termination towards the answerer as atrigger for sending a TCP connection establishment
request at the interconnected termination in the same context towards the offerer;

NOTE 1: Clients only supporting M SRP according to IETF RFC 4975 [25] will not use the SDP "a=setup”
attribute, but will assign the TCP client role to the SDP offerer. However, in 3GPP (Release 8 onwards),
OMA and GSMA the support of IETF RFC 6135 [45] is mandated, and the "a=setup” attribute will thus
be used.

- shal indicate to the IMS-AGW to perform TCP state-aware handling, either by indicating the "actpass' TCP
session setup direction at both interconnected terminations in the same context in the local descriptors, or by
indicating the "passive" TCP session setup direction at both interconnected terminationsin the same context.

When the IMS-ALG then receives the SDP answer containing a media line for a new TCP based media stream, for that
TCP based media stream the IMS-ALG:

- if
a) the IMS-ALG received an "a=setup:active" SDP attribute in the SDP offer, and
b) the SDP answer containes an "a=setup:active" SDP attribute,
then

- if the IMS-ALG previously indicated "actpass' TCP session setup direction at both interconnected
terminations to the IMS-AGW, shall indicate to the IMS-AGW the "passive" TCP session setup direction at
both interconnected terminations in the same context in the local descriptors, and

- shall replace the "a=setup:active" SDP attribute in the SDP answer with an "a=setup:passive" SDP attribute
before forwarding the answer.

- if
a) the IMS-ALG received an "a=setup:active" SDP attribute in the SDP offer, and
b) the SDP answer containes an "a=setup:passive" SDP attribute,
then

- if the IMS-ALG previously indicated "passive” TCP session setup direction at both interconnected
terminations to the IMS-AGW, shall indicate to the IMS-AGW the "actpass’ TCP session setup direction at
both interconnected terminations in the same context in the local descriptors, and

- shall retain the "a=setup:passive" SDP attribute in the forwarded SDP answer;

- if the IMS-ALG did not indicate to the IMS-AGW to use the incoming TCP connection establishment request
(TCP SYN) at one termination as atrigger for sending a TCP connection establishment request at the
interconnected termination in the same context,

- if the sent SDP answer towards the offerer contains an "a=setup:active" SDP attribute (RFC 4145 [30]),
indicate to the IMS-AGW to start a TCP connection establishment at the termination towards the SDP
offerer; and

ETSI



3GPP TS 23.334 version 13.13.0 Release 13 58 ETSI TS 123 334 V13.13.0 (2024-04)

- if thereceived SDP answer contains an "a=setup:passive" SDP attribute, indicate to the IMS-AGW to start a
TCP connection establishment at the termination towards the SDP answerer.

When the IMS-ALG indicated a "passive" TCP setup direction for atermination, the IMS-AGW shall wait for an
incoming T CP connection establishment at that termination and shall not start a TCP connection establishment on its
own.

NOTE 2: If the "passive’ TCP session setup direction has been indicated to the IMS-AGW at both interconnected
terminations, the mode of operation correspondsto the "TCP Merge" modein ITU-T Recommendation
H.248.84 [38]. If the "actpass’ TCP session setup direction has been indicated to the IMS-AGW at both
interconnected terminations, the mode of operation corresponds to the "TCP Proxy" mode in ITU-T
Recommendation H.248.84 [38].

5.18 Interactive Connectivity Establishment (ICE)

5.18.1 General

The IMS-ALG and the IMS-AGW may support | CE functionality as specified in IETF RFC 5245 [39] and
3GPP TS 24.229 [11] to support a UE residing behind aremote NAT. The present clause describes the requirements for
P-CSCF (IMS-ALG) and IMS-AGW when the | CE procedures are supported.

Support of full ICE functionality isoptional, but if ICE is supported, the IMS-ALG and IMS-AGW shall at |east support
ICE lite as specified in IETF RFC 5245 [39].

AnIMS-ALG and IMS-AGW supporting I CE lite may in addition support ICE for TCP according to
IETF RFC 6544 [57].

NOTE 1: ICE for TCP can be used to offer an alternative transport for media streams with default UDP transport to
enable atraversal of UDP-blocking NATs or firewalls. In the present release, the support of ICE for TCP
isrestricted to media streams with default UDP transport, and to ICE lite.

The IMS-ALG and IMS-AGW shall only use host candidates aslocal ICE candidates.

NOTE 2: IMS-ALG and IMS-AGW are not located behind a NAT (from perspective of the | CE deployment model
according to Figure 1 in IETF RFC 5245 [39]).

The IMS-ALG with IMS-AGW inserted on the media plane shall perform separate | CE negotiation and procedures with
the offerer and the answerer and |CE may be applied independently at either side. Furthermore, the IMS-ALG may be
configured to apply |CE procedures only towards the access network side.

When the P-CSCF (IMS-ALG) detects no | CE parametersin the received SDP, it shall not configure the IMS-AGW to
apply any ICE and STUN related procedures toward the call leg from where the SDP has been received, and if
applicable may apply the remote NAT traversal using latching according to clause 5.4.

Any IMS-AGW supporting I CE shall advertise its support of incoming STUN continuity check procedures. An IMS-
AGW supporting full ICE procedures shall in addition advertise its support for originating STUN connectivity check
procedures.

If the IMS-AGW does not indicate the support of STUN procedures, or if the IMS-ALG is configured not to apply ICE
toward acall leg, the IMS-ALG:

- shall not configure the IMS-AGW to apply STUN procedures;
- shall remove any received SDP candidate information from the SDP it forwards; and

- may apply remote NAT traversal using latching according to clause 5.4.

5.18.2 ICE lite

If the IMS-ALG is configured to use I CE lite, or supports only ICE lite, or controls an IMS-AGW that only support ICE
lite, the proceduresin the present clause apply.
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If the IMS-ALG receives aninitial SDP offer with | CE candidate information but no "a=ice-lite" attribute, the IMS-
ALG:

- shall not forward the received candidate information in the SDP it sends towards the answerer;

- shall request the IMS-AGW for each media line with UDP as default transport where it decides to use ICE to
reserve an |CE host candidate and provide its address information and arelated | CE user name fragment and
password;

NOTE 1: Requesting only one host candidate per m-line prevents that the IMS-ALG will receive "a=remote-
candidates' SDP attributesin a subsequent SDP. Requesting separate ufrag and password for each media
line simplifies H.248 encoding.

- may request the IMS-AGW for each medialine with UDP as default transport where it decides to use ICE to
reserve an additional passive TCP ICE host candidate and provide its address information and a related | CE user
name fragment and password;

- shall configurethe IMS-AGW to act as STUN server at the host candidate address, i.e. to answer STUN
connectivity checks;

- may provide received remote | CE candidates and the received related | CE user name fragment and password to
the IMS-AGW,

- shall include the host candidate and related | CE user name fragment and password received from the IMS-AGW
in the SDP answer it forwards;

- shal include the "a=ice-lite" attribute in the SDP answer it forwards; and
- shall not apply the remote NAT traversal using latching according to clause 5.4.

If the IMS-ALG receives SDP offer with | CE candidate information and an "a=ice-lite" attribute, the IMS-ALG shall
not apply | CE towards that call leg and not include any ICE related SDP attributesin the SDP answer.

NOTE 2: This avoidsthat the ICE lite peer needs to send extra SDP offers to complete | CE procedures.

If the IMS-ALG sends an SDP offer (or forwards a received SDP offer) towards a call leg where ICE isto be applied,
the IMS-ALG:

- shall request the IMS-AGW to reserve a host candidate for each media line with UDP as default transport where
it decides to use ICE and provide its address information, user name fragment and password;

- may request the IMS-AGW for each medialine with UDP as default transport where it decides to use ICE to
reserve an additional passive TCP ICE host candidate and provide its address information and arelated | CE user
name fragment and password;

- shall configure the IMS-AGW to act as STUN server at the host candidate address, i.e. to answer STUN
connectivity checks;

- shall include the host candidate provided by the IMS-AGW and related | CE user name fragment and password in
the SDP offer it forwards,; and

- shal include the "a=ice-lite" attribute in the SDP offer.

If the IMS-ALG then receives an SDP answer with candidate information from the call leg where ICE isto be applied,
the IMS-ALG:

- shall not forward the received candidate information in the SDP it sends towards the offerer;

- may provide received remote | CE candidates and the received related | CE user name fragment and password to
the IMS-AGW; and

- shall not apply the remote NAT traversal using latching according to clause 5.4.

After theinitial SDP offer-answer exchange, the IMS-ALG can receive a new offer from the peer that includes updated
address and port information in the SDP "c=" line, "m=" line, or "a=rtcp" line SDP attributes. If the | CE user name
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fragment and password in the SDP offer differ from the ones received in the previous SDP (i.e. the peer restarts |CE),
the IMS-ALG shall apply the same procedures as for the initial SDP offer.

When receiving arequest for a host candidate for a medialine, the IMS-AGW shall allocate one host candidate for that
medialine and send it to the IMS-ALG within the reply. The IP address and port shall be the same as indicated
separately as Local |P Resources. The IMS-AGW shall aso indicate that it supports ICE lite in the reply.

For a passive TCP ICE host candidate, the IMS-AGW shall be prepared to receive and answer the TCP connection
establishment requests.

NOTE 3: The TCP connection control proceduresin clause 5.17 do not apply to TCP host candidates.

When receiving arequest for an | CE user name fragment and password, the IMS-AGW shall generate an ICE user
name fragment and password and send it to the IMS-ALG within the reply. The IMS-AGW shall store the password and
user name fragment to be able to authenticate incoming STUN binding request according to clause 7.2 of

IETF RFC 5245 [39].

When receiving arequest to act as STUN server, the IMS-AGW shall be prepared to answer STUN binding request
according to clause 7.2 of IETF RFC 5245 [39]. Once a STUN binding request with the "USE-CANDIDATE" flag has
been received, the IMS-AGW may send media towards the source of the binding request.

5.18.3 Full ICE

If the IMS-ALG supports and is configured to use full ICE, and controls an IMS-AGW that supports full ICE, the
procedures in the present clause apply.

If the IMS-ALG receives aninitial SDP offer with | CE candidate information, the IMS-ALG:
- shall not forward the received candidate information in the SDP it sends towards the answerer;

- shall request the IMS-AGW for each medialine where it decides to use I CE to reserve an ICE host candidate and
provide its address information and a related | CE user name fragment and password;

NOTE: Requesting only one host candidate per m-line prevents that the IMS-ALG will receive "a=remote-
candidates' SDP attributesin a subsequent SDP. Requesting separate ufrag and password for each media
line simplifies H.248 encoding.

- shall configure the IMS-AGW to act as STUN server at the host candidate address, i.e. to answer STUN
connectivity checks;

- shall provide received remote | CE candidates and the received related | CE user name fragment and password to
the IMS-AGW;

- shall include the host candidate and related | CE user name fragment and password received from the IMS-AGW
in the SDP answer it forwards;

- shall determinetherole of IMS-ALG in ICE (controlling or controlled) according to clause 5.2 of
IETF RFC 5245 [39];

- shall configure the IMS-AGW to perform connectivity checksin accordance with the determined ICE role;
- shall configure the IMS-AGW to report connectivity check results;

- shall configure the IMS-AGW to report a new peer reflexive candidate if discovered during the connectivity
check; and

- shall not apply the remote NAT traversal using latching according to clause 5.4.

If the IMS-ALG sends an SDP offer (or forwards a received SDP offer) towards a call leg where ICE isto be applied,
the IMS-ALG:

- shall request the IMS-AGW to reserve a host candidate for each media line were it decides to use ICE and
provide its address information, ICE user name fragment and password,;
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- shall configure the IMS-AGW to act as STUN server at the host candidate address, i.e. to answer STUN
connectivity checks; and

- shall include the host candidate provided by the IMS-AGW and related | CE user name fragment and password in
the SDP offer it forwards.

If the IMS-ALG then receives an SDP answer with candidate information from the call leg where ICE isto be applied,
the IMS-ALG:

- shall not forward the received candidate information in the SDP it sends towards the offerer;

- shall provide received remote | CE candidates and the received related | CE user name fragment and password to
the IMS-AGW;

- shall determinetherole of IMS-ALG in ICE (controlling or controlled) according to clause 5.2 of
IETF RFC 5245 [39];

- shall configure the IMS-AGW to perform connectivity checks in accordance with the determined ICE role;
- shall configure the IMS-AGW to report connectivity check results;

- shall configure the IMS-AGW to report a new peer reflexive candidate if discovered during the connectivity
check; and

- shall not apply the remote NAT traversal using latching according to clause 5.4.

When the IMS-ALG isinformed by the IMS-AGW about new peer reflexive candidate(s) discovered by the
connectivity checks, it shall configure the IMS-AGW to perform additional connectivity checks for those candidates.

When the IMS-ALG isinformed by the IMS-AGW about successful candidate pairs determined by the connectivity
checks, the IMS-ALG shall send anew SDP offer to its peer with contents according to clause 9.2.2.2 of

IETF RFC 5245 [39] if it has the controlling role and the highest-priority candidate pair differs from the default
candidatesin previous SDP.

After theinitial SDP offer-answer exchange, the IMS-ALG can receive a new offer from the peer that includes updated
address and port information in the SDP "c=" line, "m=" line, or "a=rtcp" line SDP attributes. If the | CE user name
fragment and password in the SDP offer differ from the ones received in the previous SDP (i.e. the peer restarts |CE),
the IMS-ALG shall apply the same procedures as for the initial SDP offer.

When receiving arequest for a host candidate for a medialine, the IMS-AGW shall allocate one host candidate for that
medialine and send it to the IMS-ALG within the reply. The IP address and port shall be the same as indicated
separately as Local |P Resources.

When receiving arequest for an | CE user name fragment and password, the IMS-AGW shall generate an ICE user
name fragment and password and send it to the IMS-ALG within the reply. The IMS-AGW shall store the password and
user name fragment to be able to authenticate incoming STUN binding request according to clause 7.2 of

IETF RFC 5245 [39].

When receiving arequest to act as STUN server, the IMS-AGW shall be prepared to answer STUN binding request
according to clause 7.2 of IETF RFC 5245 [39]. Once a STUN binding request with the "USE-CANDIDATE" flag has
been received, the IMS-AGW may send media towards the source of the binding request.

When receiving arequest to perform connectivity checks and to report connectivity check results, the IMS AGW:
- shall compute ICE candidate pairs according to clause 5.7 of IETF RFC 5245 [39];
- shall schedule checks for the | CE candidate pairs according to clause 5.8 of IETF RFC 5245 [39];
- shall send STUN connectivity checks for the scheduled checks according to clause 7.1 of IETF RFC 5245 [39];
- shal inform the IMS-ALG about successful candidate pairs determined by the connectivity checks;
- shal informthe IMS-ALG about new peer reflexive candidate(s) discovered by the connectivity checks; and

- should send media using the highest priority candidate pair for which connectivity checks have been completed.
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5.18.4 STUN consent freshness for WebRTC

The elMS-AGW, which implements ICE, shall support the STUN consent freshness test defined in
IETF RFC 7675 [49].

If the eP-CSCF supports and is configured to use full 1CE, and controls an elMS-AGW that supports full ICE, to initiate
the STUN consent freshness procedures, the eP-CSCF shall request the elMS-AGW to perform periodic STUN consent
tests towards the WIC (WebRTC IMS Client). On receipt of requesting STUN consent test signal, the el MS-AGW shall
start sending STUN binding requestsin order to verify consent, based on the interval value indicated by the eP-CSCF,
after the tansport address has been selected viathe | CE-related connectivity check.

If the eP-CSCF is configured to use ICE lite, or supports only ICE lite, or controls an IMS-AGW that only support ICE
lite, the eiIMS-AGW shall not send STUN consent request checks. Instead, the IMS-AGW shall act as STUN server and
only respond to incoming STUN binding requests received from the WIC (WebRTC IMS Client).

If STUN consent expires on a given transport address, the elMS-AGW shall stop forwarding media on that transport
address, and inform the eP-CSCF about the failure. In addition, the elMS-AGW shall stop sending STUN consent
request checks on the transport address. Once upon an indicated test failure, the eP-CSCF may request for appropriate
action related to the H.248 stream, such as the removal of the H.248 stream.

5.19 MSRP handling

5.19.1 General

The IMS-ALG and IMS-AGW may support MSRP handling. If they support MSRP handling, they shall apply the
procedures as specified in the present clause 5.19.

For WebRTC terminations, MSRP is transferred over data channels. For WebRT C terminations the procedures in the
present clause 5.19 shall apply with the modifications described in clause 5.19.6.

The IMS-AGW shall support application-agnostic M SRP handling.

NOTE 1: Application-agnostic M SRP handling suffices when IETF RFC 6714 [26] or |ETF draft-ietf-simple-msrp-
sessmatch is supported by both ends (e.g. between Rel-8 onwards IMS UES) and no MSRP relays are
used.

NOTE 2: The expired |ETF draft-ietf-simple-msrp-sessmatch modifies the session matching procedure defined by
IETF RFC 4975 [25]. A peer applying |ETF draft-ietf-simple-msrp-sessmatch will only compare the
session-id part of the first MSRP URI in the SDP "a=path" attribute with the session-id part of the first
MSRP URI inthe "To-Path" header field of the received MSRP packets. This draft is still used by OMA
and GSMA as an alternative option to IETF RFC 6714 [26].

The IMS-AGW may in addition support application-aware M SRP interworking, as described in clause 5.19.5..
NOTE 3: Application-aware M SRP interworking enables direct communication:

- between an MSRP client applying IETF RFC 6714 [26] and an MSRP client applying
IETF RFC 4975 [25] without extensions by either IETF RFC 6714 [25] or |ETF draft-ietf-simple-
msrp-sessmatch.

- between an MSRP client applying |ETF draft-ietf-simple-msrp-sessmatch and an MSRP client
applying IETF RFC 4975 [25] without extensions by either IETF RFC 6714 [26] or IETF draft-ietf-
simple-msrp-sessmatch.

- between an MSRP client applying IETF RFC 6714 [26] and an MSRP client applying IETF draft-ietf-
simple-msrp-sessmatch.

- between two M SRP clients applying IETF RFC 4975 [25] without extensions by either
IETF RFC 6714 [26] or |ETF draft-ietf-simple-msrp-sessmatch.

However, to address these scenarios, application aware M SRP interworking can also be applied in other
network elements than the IMS-ALG and IMS-AGW, for instance in an CPM Participating Function or
CPM Interworking Function as defined in OMA-TS-CPM_Conversation_Function-V2 [46].
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NOTE 4: MSRP relays externa to the IMS-AGW are not supported in the present release.

The IMS-ALG procedures depend on whether the IMS-AGW applies application-agnostic M SRP interworking or
application-aware M SRP interworking, and on the M SRP extensions applied on the interconnected call legs. The
support of related proceduresin clauses 5.19.2 to 5.19.4 below are al optional, but the IMS-ALG shall support at |east

one of them.

Table 5.19.1-1: Behaviour of MSRP clients and related IMS-ALG and IMS-AGW procedures for MSRP

with different extensions.

MSRP client takes | Scssionmatchingat | g agw needs | IMS-ALG
gy MSRP client between :
destination SDP path and "To-Path" to insert own needs to Support of
IETF document: address for TCP P address into modify SDP extension is
> in MSRP messages T o f ;
connection setup . To-Path" in path negotiated
includes address 3
from 5 " MSRP messages attribute
information
IETF RFC 4975 SDP MSRP path
[25] attribute ves Yes Yes
Expired draft-ietf-
simple-msrp- SDPaI:{IriSbFf;’epath No No Yes No
sessmatch
No
IETF RFC 6714 SDP c-line and m- Ves (:(EeTSFIfFE?:"c?ngk?tso No Yes, via SDP
[26] line ; CEMA attribute
[6] occurs and is
supported)

5.19.2 IMS-ALG procedures to support IETF RFC 6714 with application

agnostic MSRP handling by the IMS-AGW

A peer applying IETF RFC 6714 [26] will include the "a=msrp-cema’ SDP attribute in the first SDP offer it sends.
If the "a=msrp-cema’ SDP attribute is contained in an SDP offer, the IMS-ALG:

- shall ensure that the IMS-AGW performs application agnostic M SRP handling by not configuring the IMS-
AGW to apply application-aware M SRP interworking;

- shalindicate"TCP" or "TCP/TLS" (if e2ae media security is applied) as transport protocol to the  IMS-AGW;

- shall forward the "a=path" attribute and the "a=msrp-cema" SDP attribute in the SDP offer without modification;
and

- shall forward the "a=path" SDP attribute in the corresponding SDP answer without modification (even if the
"a=msrp-cema’ SDP attribute is not contained in the answer).

NOTE: If the "a=msrp-cema’ SDP attribute is not contained in the SDP answer and the "a=path” SDP attributeis

not modified, the offerer will discover a mismatch and send a new SDP offer without the "a=msrp-cema”
SDP attribute according to IETF RFC 6714 [26] procedures.

If the "a=msrp-cema’ SDP attribute is not contained in an SDP offer, the IMS ALG shall either apply the proceduresin
clause 5.19.3 or clause 5.19.4 (if supported).

5.19.3 IMS-ALG procedures to support IETF draft-ietf-simple-msrp-
sessmatch with application agnostic MSRP handling by the IMS-

AGW

A peer applying the expired |ETF draft-ietf-simple-msrp-sessmatch will not include the "a=msrp-cema’ SDP attribute
in the SDP it sends, and will only compare the session-id part of the first MSRP URI in the SDP "a=path" attribute with
the session-id part of the first MSRP URI in the "To-Path" header field of the first received M SRP packet.

If the "a=msrp-cema’ SDP attributeis not contained in an SDP offer, the IMS-ALG:

- shall ensure that the IMS-AGW performs application agnostic MSRP handling by not configuring the IMS-
AGW to apply application-aware M SRP interworking;
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- shalindicate"TCP' or "TCP/TLS" (if e2ae media security is applied) as transport protocol to the IMS-AGW,
and

- shall replace the IP address and TCP port in the only entry of the "a=path" SDP attribute in received SDP offer
or answer with the IP address and TCP port allocated for the media stream at the IMS-AGW before forwarding
the SDP.

5.19.4 IMS-ALG procedures for application aware MSRP interworking by
the IMS-AGW

The IMSALG:

- shall provide the SDP "a=path" attribute, asreceived in SIP/SDP signalling, to the IMS-AGW as "M SRP Path"
with the remote descriptor of the corresponding call leg;

- shall ensure that the IMS-AGW performs application aware M SRP interworking by configuring the IMS-AGW
to apply application-aware M SRP interworking; and

- shal indicate"TCP/MSRP" or "TCP/TLSMSRP" (if e2ae media security is applied) as transport protocol to the
IMS-AGW.

If interworking between an M SRP client applying IETF RFC 6714 [26] and an M SRP client applying
IETF RFC 4975 [25] without extensions by either IETF RFC 6714 [26] or IETF draft-ietf-simple-msrp-sessmatch needs
to be supported, the IMS ALG should:

- when receiving an SDP offer including the "a=msrp-cema’ SDP attribute, include the "a=msrp-cema’ SDP
attribute in the SDP answer on that call leg;

- when sending an SDP offer, include the "a=msrp-cema’ SDP attribute; and

- if the"a=msrp-cema’ SDP attribute is not contained in areceived SDP answer and the SDP ¢/m-line address
information does not match the "a=path" attribute, send a new SDP offer without the "a=msrp-cema’ SDP
attribute according to IETF RFC 6714 [26] procedures.

NOTE: The second SDP offer can be omitted if the IMS-ALG knows that thereis no SBC in the path (e.g.
between the IMS-ALG and the UE).

5.19.5 Application-aware MSRP interworking at the IMS-AGW

The IMS-AGW shall apply application-aware M SRP interworking either if being statically configured to do so, or if
being instructed from the IMS-ALG. Support of dynamic instructions from the IMS-ALG is optional.

To apply application-aware M SRP interworking, the IMS-AGW:

- shall modify the MSRP "To-Path" header field in application (i.e. MSRP) data by replacing the | P address and
TCP port of the only entry with the corresponding information in the "M SRP path” provided by the IMS_ALG
while retaining the MSRP session ID part of the entry as received in the MSRP "To-Path”; and

- shal forward the M SRP data without further modification.

NOTE: MSRP session matching will be performed only be the MSRP clients.

5.19.6 MSRP data channels

MSRP signalling can be transferred over WebRTC data channels as a data channel sub-protocol using the SDP
offer/answer negotiation according to IETF RFC 8873 [62]. WebRTC data channels are described in clause 5.20.2. For
WebRTC terminations the proceduresin clause 5.19 shall apply with the modifications described in the present clause.

Within received SIP/SDP signalling related to a WebRTC termination M SRP contents within a data channel will be
marked with the "subprotocol="MSRP"" subfield in the "a=dcmap" SDP attribute according to IETF RFC 8864 [65].
The MSRP related "a=msrp-cema’, "a=path", "a=accept-types' and "a=setup" SDP attributes will be encapsulated in
"a=dcsa' SDP attributes according to IETF RFC 8864 [65]. The "a=msrp-cema’ can be present or omitted in received
SIP/SDP signaling related to a termination where no WebRTC data channel isto be used, but IETF RFC 6714 [26] is
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always applicable for MSRP within WebRTC data channels and the "a=msrp-cema’ shall be present in SIP/SDP
signalling related to a WebRTC termination.

When receiving an SDP offer including such MSRP related information in SIP/SDP signalling related to a WebRTC
data channel, and forwarding the SDP offer towards a termination where no WebRTC data channel is to be used, the
IMS-ALG shall:

- describe each MSRP data channel in a separate SDP medialine in the SDP offer it forwards;

- include "a=msrp-cema’, "a=path", "a=accept-types" and "a=setup" SDP attributes received encapsulated in
"a=dcsd' SDP attributesin the forwarded SDP offer for the corresponding M SRP media line(s) without the
encapsulation; and

- execute the proceduresin the clause 5.19 asif an "a=msrp-cema’ SDP attribute had been received.

When receiving an SDP offer including M SRP related information without an indication of WebRTC data channel
usage in SIP/SDP signalling, and forwarding the SDP offer towards a termination where a WebRTC data channel isto
be used, the IMS-ALG shall:

- describe each received M SRP media line as a separate data channel;

- include any received "a=msrp-cema’, "a=path", "a=accept-types’ and "a=setup" SDP attributes received for the
MSRP media ling(s) encapsulated in "a=dcsa’ SDP attributes in the forwarded SDP offer;

- if the"a=msrp-cema’ SDP attribute was not received for the M SRP media ling(s), include "a=msrp-cema’ SDP
attribute for the corresponding M SRP media line(s) encapsulated in "a=dcsa’ SDP attribute in the forwarded
SDP offer;

- include an "subprotocol="MSRP"" subfield in a"a=dcmap" SDP attribute; and
- not include the "max-retr", "max-time" and "ordered" parametersin the "a=dcmap" SDP attribute.
For terminations with M SRP within a WebRTC data channel, the IMS-ALG shall:
- indicate atransport protocol according to clause 5.20.2 to the el MS-AGW; and
- for application aware M SRP interworking:
a) indicate that MSRP is used within the data channel to the el MS-AGW; and

b) provide the SDP "a=path" attribute encapsulated in "a=dcsa" SDP attribute, asreceived in SIP/SDP
signalling, to the el MS-AGW as "Encapsulated MSRP Path" with the remote descriptor of the corresponding
cal leg.

5.20 Web Real-Time Communication (WebRTC)

5.20.1 General

The following regquirements apply for a"P-CSCF enhanced for WebRTC (eP-CSCF)" and an "IMS-AGW enhanced for
WebRTC (elMS-AGW)":

- End-to-access-edge security for RTP based mediausing DTLS-SRTP, clause 5.11.2.4, shall be supported.

- End-to-access-edge security for RTP based media using DTLS-SRTP over TCP transport, clause 5.11.2.5, may
be supported.

- Interactive Connectivity Establishment (ICE), clause 5.18, shall be supported. ICE for TCP may be supported in
addition to offer an alternative transport for UDP based media as specified in clause 5.18.

- STUN Consent Freshness, clause 5.18.4, shall be supported.

- Audio transcoding, clause 5.13, shall be supported. Video transcoding may be supported.
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- Transcoding to/from the Opus Audio Codec, IETF RFC 6716 [50], clause 5.13.4, should be supported.

- Proceduresfor the elMS-AGW to act as a data channel endpoint should be supported according to IETF draft
ietf-rtcweb-data-channel [61], see clause 5.20.2.

- Datachannels used for WebRTC to transport MSRP as a data channel sub-protocol, i.e. MSRP data channels
between the UE and the elMS-AGW should be supported according to IETF RFC 8873 [62] and the procedures
in clause 5.19.6.

NOTE: Datachannelscan be used for WebRTC to transport also BFCP, and GTT between the UE and theelMS-
AGW. However, procedures to negotiate the usage of BFCP and GTT and procedures for the elMS-AGW
to act as data channel endpoint for BFCP and GTT are not supported in the present release.

- The media plane optimization procedures in clause 5.20.3 may be supported.

5.20.2 WebRTC data channel

5.20.2.1 General

In the WebRTC framework, non-media data communication between UEsis handled by using data channels according
to IETF RFC 8831 [61]; within SCTP (see IETF RFC 4960 [63]), encapsulated in DTLS (see IETF RFC 6347 [32)).
Therelated SDP signalling is described in IETF RFC 8841 [64] and IETF RFC 8864 [65].

5.20.2.2 Data Channel Establishment

NOTE 1. Datachannels could use either a SCTP/DTLS/UDP or SCTP/DTLS/TCP based transport. This clause
considers only the UDP based option for WebRTC terminations, as only this transport is required
according to the stage 2 in 3GPP TS 23.228 [2].

Upon receipt of an SDP offer containing SDP attributes for new SCTP associations and/or new data channels according
to IETF RFC 8841 [64] and IETF RFC 8864 [65] from the WebRTC access network, the eP-CSCF (IMS-ALG):

- shall check if anew DTLS association and SCTP association isto be set up or an existing DTL S association and
SCTP association are to be reused (NOTE 1) according to IETF RFC 8842 [81] and IETF RFC 8841 [64];

NOTE 2: The present procedures assume that the DTL S association and SCTP association are established together.
A separate establishment of DTLS association and SCTP association is hot supported in the present
release.

- if anew DTLS connection and SCTP association are to be set up:

1) shall request a new H.248 stream group (see details below) on a new termination towards the WebRTC
access network from the elMS-AGW;

2) shall request a deaggregation stream to handle the SCTP association and DTLS association, and for the
H.248 deaggregation stream:

a) shall send the remote UDP port and SCTP port to the el MS-AGW;
b) shall request the local UDP port and SCTP port from the el MS-AGW,;

¢) shal insert the local UDP port and SCTP port received from the el MS-AGW into the SDP answer
towards the WebRT C access network;

d) shall provide the remote SCTP maximum message size, as received within the "a=max-message-size"
SDP attribute, to the el MS-AGW;

€) shall request the elMS-AGW to provideits own local SCTP maximum message size;

f) shall insert the SCTP maximum message size received from the elMS-AGW into the SDP answer
towards the WebRT C access network;

g) shall check the received value of the "a=setup" SDP attribute to determine if the elMS-AGW needs to act
asDTLSclient or DTLS server. When the received value is equal to:
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h)

NOTE 3:

3)

4)

)
k)
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i) "active' the elMS-AGW needsto act asDTLS server;
ii) "passive" the elMS-AGW needsto act as DTLSclient; or

iii) "actpass' the eP-CSCF (IMS-ALG) shall decide if the elMS-AGW needsto act asDTLS client or
DTLS server;

if the el MS-AGW needsto act asDTLS client;

i) shall providethe Establish (D)TLS session information element to request the elMS-AGW to start the
DTLS session setup; and

i) shall provide the Establish SCTP association information element to request the el MS-AGW to start
the SCTP association setup as soon as DTLS association is data transfer ready;

Such an H.248 control leads to the emulation of "simultaneous SCTP association establishment” (i.e., the
elMS-AGW behaves according to clause 5.2.1 of IETF RFC 4960 [63]).

if the eMS-AGW needs to act as DTLS server, may include the Notify (D) TL S session establishment
information element to request the elMS-AGW to notify the eP-CSCF (IMS-ALG) about an incoming
DTLS session setup;

shall indicate to the el MS-AGW "UDP/DTLS/SCTP" as transport protocol;

shall provide to the elMS-AGW the Remote certificate fingerprint information element with the value of
the received fingerprint SDP attribute(s) from the WIC;

shall include the Local certificate fingerprint Request information element to request the certificate
fingerprint of the elMS-AGW,; and

m) shall indicate to the el MS-AGW the SCTP stream identifiers of H.248 component stream(s) (i.e. SCTP

streams corresponding to data channels) to be de-multiplexed;

shall indicate the grouping of the H.248 deaggregation stream and the H.248 component stream(s) with
SCTP semantics to the elMS-AGW; and

shall request the elMS-AGW to provide a notification when receiving an SCTP stream reset request and to
autonomously answer that SCTP stream reset request;

if an existing DTLS association and SCTP association are to be reused, shall modify the existing termination for
that SCTP association by:

1) indicating to the el MS-AGW the SCTP stream identifiers of H.248 component stream(s) (i.e. SCTP streams
corresponding to data channels) to be de-multiplexed; and

2) indicating the H.248 stream grouping of the H.248 deaggregation stream and the H.248 component stream(s)
with SCTP semantics to the el MS-AGW,;

NOTE 4: Theinformation element relates to an H.248 Stream Group (SG) which allows:

a) to separate the protocol stack in the levels of data channels (DC) and the commonly shared lower
transport, and
b) to support multiple DCs. The SG is part of the WebRTC termination.

for each data channel to be established:

1) shall reserve a separate H.248 stream at the termination towards the WebRTC access network;

2) shall provide the SCTP stream identifier to the elMS-AGW,

3) shall provide the information received in the SDP "a=dcmap" attribute to the el MS-AGW;

NOTE 5: For MSRP within data channels, the default values of the "max-retr" parameter, the "max-time" parameter

and the "ordered" parameter apply and those parameters are not included.

4) if application aware handling of the contents within the data channel is required, may provide the information
received in SDP "a=dcsa" attributes to the el MS-AGW as "remote dcsa" information elements, taking into
account the specific procedures defined for the subprotocols within the data channel;
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5) if thefirst data channel isto be established, shall reserve a termination towards the core network;
6) shall reserve aH.248 stream towards the core network;

7) shal indicate to the el MS-AGW how to interwork the information send or received in data channels with
information send or received on streams towards the IM S core network by using the same H.248 stream
identifier for the H.248 stream towards the WebRT C access network and towards the core network;

8) shall indicate to the el MS-AGW an appropriate transport protocol towards the IMS core network (e.g. "TCP"
for MSRP) for the media described in the demap attribute for the data channel when reserving the transport
addresses/resources towards the IM S core network;

9) shall provide an appropriate medialine for the media described in the dcmap attribute in the SDP offer
towards the IM S core network; and

10) should de-encapsulate SDP attributes within the received SDP "a=dcsa" attributes in the SDP offer and
include the de-encapsulated SDP attributes in the SDP offer towards the IM S core network as media
attributes for the media line corresponding to the data channel, taking into account specific procedures
defined for the subprotocol within the data channel; and

shall remove the "a=setup", "a=connection" "a=dcmap" and possible "a=dcsa' SDP attributes and fingerprint
information from the SDP offer towards the IMS core network.

Upon receipt of a corresponding SDP answer from the IMS core network, if the SDP answer does not indicate that
media plane optimization is to be applied (see clause 5.20.3.2), the eP-CSCF (IMS-ALG):

instead of the medialine(s) describing mediathat are to be transported within data channel (s), shall provide an
"m=" line with the transport protocol "UDP/DTLS/SCTP";

shall insert the fingerprint SDP attribute with the value of the Local certificate fingerprint information element
received from the elMS-AGW,

if the IMS-ALG received from the WIC an SDP offer with "a=tls-id" media-level SDP attribute for the DTLS
association:

1) if anexisting DTLS association is reused, shall include the "a=tls-id" SDP attribute with the value assigned to
that DTLS association in the SDP answer which the IMS-ALG sendsto the WIC; and

2) if anew DTLS association is to be established, shall include the "a=tls-id" SDP attribute with a new unique
value in the SDP answer which the IMS-ALG sends to the WIC;

shall insert the "a=setup” SDP attribute with the value:

1) "active" if the eP-CSCF (IMS-ALG) requested the elMS-AGW to act asDTLS client; or
2) "passive’ if the elMS-AGW shall takethe DTLS server role; and

for each received media line describing mediathat are to be transported within a data channel:

1) shal insert an "a=dcmap" attribute with the same values for the SCTP stream identifier, "subprotocol” and
"label" parameters as received in the SDP offer, and with possible values for the " max-retr”, "max-time", and
"ordered" parameters according to the requirements of the transported data flow and capabilities of the elMS-

AGW;

NOTE 6: For MSRP within data channels, the default values of the "max-retr" parameter, the "max-time" parameter

and the "ordered" parameter apply and those parameters are not included.

2) should insert SDP "a=dcsa" attributes into the SDP answer towards the WebRT C access network
encapsulating subprotocol specific SDP attributes received in the SDP answer, taking into account specific
procedures defined for the subprotocol within the data channel;

3) shall provide the information in the sent SDP "a=dcmap" attribute to the elMS-AGW; and

4) may provide the information within the sent SDP "a=dcsa" attributes to the elIMS-AGW as "local dcsa'
information elements, taking into account specific procedures defined for the subprotocol within the data
channel.
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Upon receipt of an SDP offer from the IMS core network for new media streams that need to be transported within a
WebRTC data channel on the WebRTC access network, if the SDP offer does not indicate that media plane
optimization is to be applied (see clause 5.20.3.3), the eP-CSCF (IMS-ALG):

- shall determineif it can reuse an existing DTLS association and SCTP association or if it needs to set up anew
DTLS association and SCTP association;

- if anew DTLS association and SCTP association are to be set up:
1) shall request a new termination towards the WebRT C access network from the elMS-AGW;

2) shall request a deaggregation stream to handle the SCTP association and DTLS association, and for the
H.248 deaggregation stream:

a) shall request the local UDP port and SCTP port from the el MS-AGW;

b) shall insert the local UDP port and SCTP port received from the elMS-AGW into the SDP offer towards
the WebRTC access network;

¢) shall request the eMS-AGW to provideits own local SCTP maximum message size;

d) shall insert the SCTP maximum message size received from the elMS-AGW into the SDP offer towards
the WebRTC access network;

€) shall add an SDP "a=setup" attribute with value "actpass’ into the SDP offer;
f) shal indicateto the elMS-AGW "UDP/DTLS/SCTP" as transport protocol;

g) shal include the Local certificate fingerprint Request information element to request the certificate
fingerprint of the el MS-AGW;

h shall insert the fingerprint SDP attribute with the value of the Local certificate fingerprint information
element received from the el MS-AGW into the SDP offer towards the WebRTC access network; and

i) shal indicate to the el MS-AGW the SCTP stream identifiers of H.248 component stream(s) (i.e. SCTP
streams corresponding to data channels) to be de-multiplexed;

3) shall indicate the H.248 stream grouping of the H.248 deaggregation stream and the H.248 component
stream(s) with SCTP semantics to the el MS-AGW; and

4) shall request the elMS-AGW to provide a notification when receiving an SCTP stream reset request and to
autonomously answer that SCTP stream reset request;

- if anexisting DTLS association and SCTP association are to be reused, shall modify the existing termination
towards the WebRT C access network for that SCTP association by:

1) indicating to the elMS-AGW the SCTP stream identifiers of H.248 component stream(s) (i.e. SCTP streams
corresponding to data channels) to be de-multiplexed; and

2) indicating the H.248 stream grouping of the H.248 deaggregation stream and the H.248 component stream(s)
with SCTP semantics to the el MS-AGW,;

- instead of the medialine(s) describing mediathat are to be transported within data channel(s), shall provide an
"m=" line with the transport protocol "UDP/DTLS/SCTP";

- shall insert an "a=tls-id" SDP attribute in the SDP offer with a new or reused value (depending on whether an
existing DTLS association is reused); and

- for each received medialine describing media that are to be transported within a data channel:
1) shall reserve a separate H.248 stream at the termination towards the WebRT C access network;

2) shall insert an "a=dcmap" attribute with an unused SCTP stream identifier, and with "subprotocol” and
"label" parameters according to the requirements of the transported data flow, and with possible values for

the "max-retr", "max-time", and "ordered" parameters according to the requirements of the transported data
flow and capabilities of the el MS-AGW;
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NOTE 7: For MSRP within data channels, the default values of the "max-retr" parameter, the "max-time" parameter

and the "ordered" parameter apply and those parameters are not included.
3) shall provide the SCTP stream identifier to the el MS-AGW;
4) shall provide the information in the sent SDP "a=dcmap" attribute to the el MS-AGW;

5) should insert SDP "a=dcsa" attributes into the SDP offer towards the WebRT C access network encapsulating
any subprotocol specific SDP attributes received in the SDP offer, taking into account specific procedures
defined for the subprotocol within the data channel;

6) if application aware handling of the contents within the data channel is required, may provide the information
within the sent SDP "a=dcsa" attributes to the elMS-AGW as "local dcsa’ information elements, taking into
account specific procedures defined for the subprotocol within the data channel;

7) if thefirst data channel isto be established, shall reserve atermination towards the core network;
8) shall reserve a H.248 stream towards the core network; and

9) shall indicate to the elMS-AGW how to interwork the information sent or received in data channels with
information sent or received on terminations and/or streams towards the IM S core network by using the same
H.248 stream identifier for the stream towards the WebRTC access network and towards the core network.

Upon receipt of a corresponding SDP answer from the WebRTC access network, the eP-CSCF (IMS-ALG):

if anew DTL S association and SCTP association are to be set up, for the H.248 deaggregation stream to handle
the SCTP association and DTLS connection:

1) shall send the received remote UDP port and SCTP port to the elMS-AGW,

2) shall include the Remote certificate fingerprint information element with the value of the received fingerprint
SDP attribute(s) from the WebRT C access network;

3) shall check the received value of the "a=setup” SDP attribute to determine if the elMS-AGW needsto act as
DTLSclient or DTLS server. When the received value is equal to:

a) "active" the eMS-AGW needsto act as DTL S server; or
b) "passive" the el MS-AGW needsto act as DTL S client;
4) if theelMS-AGW needsto act asDTLS client:

a) shall include the Establish (D)TLS session information element to request the elMS-AGW to start the
DTLS session setup; and

b) shall provide the Establish SCTP association information element to request the elMS-AGW to start the
SCTP association setup as soon as DTLS connection is data transfer ready;

5) if theelMS-AGW needsto act as DTLS server, may include the Notify (D) TLS session establishment
information element to request the elMS-AGW to notify the eP-CSCF (IMS-ALG) about an incoming DTLS
session setup; and

6) shall provide the remote SCTP maximum message size, as received within the "a=max-message-size” SDP
attribute, to the el MS-AGW;

shall remove the "a=setup", "a=connection" "a=dcmap" and possible "a=dcsa' SDP attributes and fingerprint
information from the SDP answer and indicate the transport protocol "TCP" in the SDP answer towards the IMS
core network; and

for each accepted data channel:
1) shall provide the information received in the SDP "a=dcmap" attribute to the el MS-AGW,;

2) if application aware handling of the contents within the data channel is required, may provide the information
within the received SDP "a=dcsa" attributes in the SDP answer to the elMS-AGW as "remote dcsa
information elements, taking into account specific procedures defined for the subprotocol within the data
channel; and
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3) should de-encapsulate SDP attributes within the received SDP "a=dcsa" attributes in the SDP answer and
include the de- encapsulated SDP attributes in the SDP answer towards the IM S core network, taking into
account specific procedures defined for the subprotocol within the data channel.

If requested to set up anew DTLS association and SCTP association, the el MS-AGW shall:
- dlocate the local UDP port and SCTP port, and send them to the eP-CSCF (IMS-ALG);

- when being instructed to start the DTL S bearer session setup, act asaDTLS client and establishthe DTLS
bearer session;

- upon request from the eP-CSCF (IMS-ALG), provide the SCTP maximum message size;

- upon regquest from the eP-CSCF (IMS-ALG), select an own certificate, and send the fingerprint of the own
certificate to the eP-CSCF (IMS-ALG);

- uniquely associate the certificate fingerprint(s) received from the eP-CSCF (IMS-ALG) with the corresponding
DTL S association, and subsequently use the certificate fingerprint(s) to verify the establishment of the DTLS
bearer session;

- if the verification of the remote certificate fingerprint(s) during the DTLS bearer session establishment fails,
regard the remote DTLS endpoint as not authenticated, terminate the DTLS bearer session and report the
unsuccessful DTL S bearer session setup to the eP-CSCF (IMS-ALG);

- upon completion of the DTLS association establishment, set up the SCTP association according to
IETF RFC 4960 [63]; and

- deaggregate H.248 component streams upon request from the eP-CSCF (IMS-ALG).

If the eP-CSCF (IMS-ALG) requests that a termination with an existing SCTP association is being modified, the elMS-
AGW shall reuse an existing DTL S association and SCTP association.

If the eP-CSCF (IMS-ALG) requests that a new H.248 component stream with a H.248 stream group related to an
SCTP association is being reserved, the elMS-AGW shall set up the data channel according to IETF RFC 8831 [61]
procedures. The elMS-AGW shall aso interwork the information sent or received in data channels with information
sent or received on terminations and/or streams towards the IM S core network according to the configuration received
by the eP-CSCF (IMS-ALG).

NOTE 8: The handling of priority information that is part of the dcmap information received from the eP-CSCF
(IMS-ALG) isleft to the el MS-AGW implementation.

5.20.2.3 Data Channel Release

5.20.2.3.1 General

In the present Release, the closure of individual WebRTC data channels (clause 5.20.2.3.2) and the compl ete rel ease of
the entire WebRTC data service (clause 5.20.2.3.3) are supported.

NOTE 1: The hierarchical protocol stack for WebRTC data ("DC/SCTP/DTLS/(UDP[TCP)/IP") contains up to four
levels of user plane bearer control procedures, from top to bottom:
1) DC: SCTP Stream reconfiguration procedures for resetting SCTP Streams,
2) SCTP Association: shutdown procedure;
3) DTLS: DTLS connection release procedure (apart from resumption and renegotiation procedures); and
4) TCP: TCP connection release procedure. (However, TCP transport of WebRTC data channelsis not
supported in the present Release).
The present Release does not consider specific release variations at levels 2 to 4, such as the shutdown of
an SCTP Association without aDTLS connection release.

A data channel can be closed before the end of the WebRTC call. In the present Release, the H.248 Stream endpoint
related to a data channel may be removed after the closure of the data channel, but a subsequent reuse of the
corresponding SCTP Stream identifier is possible via an SDP offer-answer exchange triggering the reservation of new
H.248 Stream endpoint.

ETSI



3GPP TS 23.334 version 13.13.0 Release 13 72 ETSI TS 123 334 V13.13.0 (2024-04)

NOTE 2: There are multiple variations possible because the "CLOSURE of a data channel” resultsin areset of the
SCTP Stream (see clause 6.7 of IETF RFC 8831 [61]), i.e. the concerned SCTP Stream till exists from
protocol stack perspective. Such areset SCTP Stream could be reused again (for the same or another
WebRT C data application). There are consequently two options from the eP-CSCF (IMS-ALG)
perspective: the correspondent H.248 Stream endpoint remains allocated and part of the H.248 Stream
Group for a possible future reuse, or the H.248 Stream endpoint is completely removed from the
termination.

5.20.2.3.2 Release of one WebRTC data channel
When the eP-CSCF (IMS-ALG) receives.

- an SDP offer or answer from the WebRT C access network releasing a particular WebRTC data channel while
mai ntai ning the corresponding SCTP Association, encoded according to IETF RFC 8864 [65]; or

NOTE 1: Such an SDP offer or answer is characterized by the exclusion of the "a=dcmap:" and "a=dcsa:" attribute
lines for an existing data channel (DC). See clause 6.6.1 of IETF RFC 8864 [65] related to the general
closure of an application-agnostic DC and clause 4.6 of IETF RFC 8873 [62] for an example of an
application-aware DC closure.

- an SDP offer or answer from the IM S core network disabling media streams that need to be transported within a
WebRTC data channel on the WebRT C access network (i.e. medialine with port zero) while maintaining other
media streams that are transported within another data channel within the same SCTP Association enabled; or

- anotification from the elMS-AGW that the peer has reset the incoming SCTP Stream that corresponds to a data
channel;

then the eP-CSCF (IMS-ALG):

1) shal provide the Send SCTP Stream Reset Requests I ndicator information element to the el MS-AGW to request
the eIMS-AGW to start the SCTP Stream reset for the corresponding outgoing SCTP Stream;

NOTE 2: Thiswill trigger the peer to also reset the corresponding incoming SCTP Stream, unless the peer has
aready done so before.

2) may provide the Received SCTP Stream Reset Response information element to the el MS-AGW if the eP-CSCF
(IMS-ALG) wants to receive an explicit notification from the el MS-AGW that the peer has reset the
corresponding incoming SCTP Stream;

3) upon the reception of a Notification from the el MS-AGW that the peer has reset the corresponding incoming
SCTP Stream and the additional notification from the el MS-AGW about the result of the outgoing SCTP Stream
(if requested), may release the corresponding H.248 Stream endpoints at the terminations towards the WebRTC
access network and towards the IM S core network;

4) if an received SDP offer or answer from the WebRT C access network triggered the rel ease of the data channel,
shall forward the SDP offer or answer to IMS core network with the media line corresponding to the media
stream in the data channel disabled by port zero;

5) if an received SDP offer or answer from the IM S core network triggered the rel ease of the data channel, shall
forward the SDP offer or answer to WebRT C access network with the corresponding WebRTC data channel
released with encoding according to IETF RFC 8864 [65]; and

6) if al of the following conditions apply:

- anatification from the elMS-AGW that the peer has reset the incoming SCTP Stream triggered the release of
the data channel;

- the application subprotocol does not mandate that the closing of a data channel is also signalled viaa new
SDP offer/answer exchange; and

- no corresponding SIP/SDP information is received in due time;

should send the appropriate S|P message with the SDP body to the IMS core network with the medialine
corresponding to the media stream in the data channel disabled by port zero.
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NOTE 3: According to IETF RFC 8864 [65], it is specific to the subprotocol whether this closing of a data channel
MUST in addition the the SCTP SCTP SSN reset also be signalled to the peer viaanew SDP
offer/answer exchange. For MSRP, if the peer triggers a data channel release by resetting the incoming
SCTP Stream, it is also mandated to send corresponding SIP/SDP information.

5.20.2.3.3 Release of all or last active WebRTC data channels within an SCTP Association
When the eP-CSCF (IMS-ALG) receives.

- an SDP offer or answer from the WebRT C access network requesting to rel ease the SCTP Association used to
transport data channels, encoded according to IETF RFC 8864 [65] (i.e. media line with port zero); or

- an SDP offer or answer from the IMS core network disabling all media stream(s) that need to be transported
within a WebRTC data channel on the WebRTC access network (i.e. medialing(s) with port zero);

then the eP-CSCF (IMS-ALG):
1) shall release the corresponding H.248 Stream group or termination towards the WebRT C access network;

NOTE 1: Inthe present release, a separate DTLS connection is used for each for each SCTP Association and for
each audio or video media stream (for their DTLS-SRTP-based key exchange).

2) shall release the corresponding H.248 streamendpoint(s) or termination towards the IMS core network;

NOTE 2: If anew SDP offer from the access network arrives that requests a new data channel, then a stream end
point and possibly atermination towards the IMS core network has to be added again.

3) if anreceived SDP offer or answer from the WebRT C access network triggered the rel ease of the SCTP
Association, shall forward the SDP offer or answer to the IMS core network with all medialine(s) corresponding
to the media stream(s) in the data channel (s) within that SCTP Association disabled by port zero; and

4) if an received SDP offer or answer from the IMS core network triggered the release of the SCTP Association,
shall forward the SDP offer or answer to WebRTC access network with the corresponding release of the SCTP
Association with encoding according to IETF RFC 8864 [65] (i.e. media line with port zero).

When the eP-CSCF (IMS-ALG) requests the elMS-AGW to release an entire H.248 Stream group or termination
associated with an SCTP Association, then the elMS-AGW should execute appropriate bearer control proceduresto
release the DTL S connection.

NOTE 3: If one DTLS connection endpoint closesthe DTLS connection (e.g. sendsaDTLS fatal alert), then the
other DTLS connection endpoint unambiguously knows that also the SCTP association and all previously
existing data channel instances are implicitly closed.

NOTE 4: 'TCP as L4 protocol is supported for WebRTC audio and video, but not for data in the present rel ease.
5.20.3 Media Plane Optimization

5.20.3.1 General

M edia plane optimization procedures for WebRTC are described in 3GPP TS 23.228 [2], annex U.2.4, and in

3GPP TS 24.371 [44], sublause 7.4.5. The purpose of media plane optimization procedures is to convey media between
WebRTC clients without bearer level protocol conversion. When both ends are WebRTC IMS clients (WIC), theelMS-
AGWSsremain alocated but media plane interworking is disabled, except when L1 is needed.

The SDP attributes associated with WebRTC media plane optimization procedures "tra-contact”, "tram-line", "tra-att",
"tra-SCTP-association”, "tramedia-line-number” and "tra-bw" are defined in 3GPP TS 24.229 [11], clause 7.5.4.

5.20.3.2 WIC originating call
If an eP-CSCF (IMS-ALG) forwards an SDP offer from the WIC, and supports media plane optimization, and does not

need to perform legal interception, then the eP-CSCF (IMS-ALG) will include media suitable for non-WebRTC IMS
UEs, but also encapsulate information about the mediain the original encoding as received in the SDP offer from the
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WIC in"tram-ling", "tra-att" and "tra-bw" SDP attributes, as described in 3GPP TS 24.371 [44]. The eP-CSCF (IMS-
ALG) shall:

configure the elMS-AGW to reserve resources suitable for the media described in the SDP offer outside the "tra-
m-lineg", "tra-att" and "tra-bw" SDP attributes;

include the | P address received from the el MS-AGW for the termination towards the IMS core network in the
SDP contact line and also encapsulate the address information provided by the elMS-AGW into a "tra-contact"
attribute; and

for each medialine in the SDP offer sent on the Mw interface that does not relate to a data channel or that isthe
first medialine within the SDP offer that relates to a data channel, replace the UDP port number with a port
number provided by the elM S-AGW and encapsulate the UDP port humber allocated by the el MS-AGW in the
"tra-m-line" SDP attribute.

If an ePCSCF (IMS-ALG) receives an SDP answer from the IMS core network and the SDP answer includes "tra-m-
line" medialevel SDP attributes, the eP-CSCF (IMS-ALG) will de-encapsulate information to the optimized media
from the received SDP answer and construct the SDP answer towards the WIC based on that de-encapsul ated
information as described in 3GPP TS 24.371 [44]. The eP-CSCF (IMS-ALG) shall:

for each medialine in the SDP answer, which is not marked with a"tra-SCTP-association" SDP attribute or
which isthe first medialine in the SDP marked with a "tra-SCTP-association" SDP attribute that indicates an
SCTP association:

1. reconfigure the terminations or stream endpoints towards the IM S core network and towards the WIC related
to that medialine to transport "UDP" and media format agnostic information; and

NOTE: If interconnected H.248 Stream endpoints or terminations at the elMS-AGW are configured with

transport "UDP", they will pass the payload within UDP without modifications, known as UDP
transparent forwarding. For WebRTC media plane optimization, the UDP payload will be either DTLS
encapsulating SCTP and data channel(s), DTLS-SRTP encapsulating key management information, or
SRTP encapsulating audio or video media. However, the el MS-AGW will be configured at terminations
towards the WIC to apply ICE procedures according to clause 5.18.

2. include the UDP port number alocated by the elMS-AGW for the termination or stream endpoint towards
the WIC in the SDP medialine in the SDP answer to the WIC; and

include the |P address received from the elMS-AGW for the termination towards the WIC in the SDP contact
line sent toward the WIC; and

if several medialinesin the SDP answer are marked with "tra-SCTP-association" SDP attributes indicating the
same SCTP association, release the stream endpoints related to the second and subsequent of those media lines
(in the order they appear in the SDP answer).

5.20.3.3 WIC terminating call

If an eP-CSCF (IMS-ALG) receives an SDP offer from the IMS core network and the eP-CSCF (IMS-ALG) supports
media plane optimization, then the eP-CSCF (IMS-ALG) will determine whether media plane optimization isto be
applied as described in 3GPP TS 24.371 [44]. If media plane optimization isto be applied, then the eP-CSCF (IMS-
ALG) will de-encapsulate information to the optimized media from the received SDP offer and construct the SDP offer
towards the WIC based on that de-encapsulated information as described in 3GPP TS 24.371 [44], and the eP-CSCF
(IMS-ALG) shall:

for each medialine in the SDP offer, which is not marked with a"tra-SCTP-association" SDP attribute or which
isthe first medialine in the SDP marked with "tra-SCTP-association” SDP attribute that indicates an SCTP
association:

- reserve atermination or stream endpoint towards the WIC related to that medialine;

- provide transport "UDP" and media format agnostic information for the termination or stream endpoint
towards the WIC; and
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NOTE: If interconnected H.248 Stream endpoints or terminations at the elMS-AGW are configured with
transport "UDP", they will pass the payload within UDP without modifications, known as UDP
transparent forwarding. For WebRTC media plane optimization, the UDP payload will be either DTLS
encapsulating SCTP and data channel(s) or DTLS-SRTP encapsulating key management information, or
SRTP encapsulating audio or video media. However, the el MS-AGW will be configured at terminations
towards the WIC to apply ICE procedures according to clause 5.18.

- include the UDP port number allocated by the elMS-AGW for the stream endpoint or termination towards
the WIC in the SDP medialine; and

- include the | P address received from the elMS-AGW for the termination towards the WIC in the SDP contact
line sent toward the WIC.

If the eP-CSCF (IMS-ALG) receives an SDP answer from the WIC and the eP-CSCF (IMS-ALG) decided to apply
media plane optimization when processing the corresponding SDP offer, then the eP-CSCF (IMS-ALG) will construct
the SDP answer towards the IM S core network encapsulating received information as described in

3GPP TS 24.371 [44], and the eP-CSCF (IMS-ALG) shall:

- reserve atermination or stream endpoint towards the IM S core network;
- for each medialinein the received SDP answer:

1. provide transport "UDP" and media format agnostic information for the termination or stream endpoint
towards the IMS core network; and

2. encapsulate the UDP port number allocated by the elMS-AGW for the stream endpoint or termination
towards the IM S core network in the "tra-m-line" SDP attribute; and

- include the | P address received from the elMS-AGW for the termination towards the IMS core network in the
SDP contact line.

5.21 Alternate Connection (ALTC) Addresses Management

5.21.1 General

The IMS-ALG and the IMS-AGW may support the functionalities related to the support of the ALTC functionality as
specified in IETF RFC 6947 [59] and 3GPP TS 24.229 [11] to support dua stack UEs. The present clause describes the
requirements for P-CSCF (IMS-ALG) and IMS-AGW when the ALTC procedures are supported.

If the IMS-ALG supports ALTC and, based on local policies, decidesto insert ALTC information in the SDP offer sent
to the terminating side, the IMS-ALG shall request the IMS-AGW to reserve two sets of transport addresses/resources
towards the access network to enable mediato traverse the IMS-AGW, one for each medialine associated to ALTC
information. The IMS-ALG shall request the IMS-AGW to release the transport resources reserved for the address type
finally not used.

5.22  Video Region-of-Interest (ROI)

5.22.1 General

The IMS-ALG and the IMS-AGW may support the video Region-of-Interest (ROI) as defined in 3GPP TS 26.114 [21].
Three modes are specified for supporting ROI, including "Far End Camera Control (FECC)", "Arbitrary ROI" and
"Predefined ROI". The IMS-ALG and the IMS-AGW may independently support any of these modes.

5.22.2 "Far End Camera Control" mode

The IMS-ALG and IMS-AGW may support the "Far End Camera Control” mode as specified in 3GPP TS 26.114 [21].
If theIMS-ALG and IMS-AGW support the "Far End Camera Control" mode, the IMS-ALG and IMS-AGW shall
apply the procedures in the present clause.
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If the IMS-ALG receives an SDP body containing an "m=" line with a media type "application/h224", as defined by
IETF RFC 4573 [68] which indicates support for FECC (ITU-T Recommendation H.281 [70]) using ITU-
T Recommendation H.224 [69], the IMS-ALG shall:

- forward within SIP signalling the SDP body received from the preceding node with unmodified SDP "m=" and
"a=" lines related to the "application/h224" mediatypes (see the related SDP examplesin annex A.4.2e of
3GPP TS 26.114 [21]) to the succeeding node; and

NOTE 1: There may be one mediatype "application/h224" "m=" line for each video "m=" line.

- request the IMS-AGW to provide a separate IP/UDP/RTP transport for the "application/h224" media stream by
setting the "m=" line media type to "application" and "RTP/AVP" or "RTP/AVPF" over UDP as transport
protocol when reserving the transport addresses/resources towards the MTSI client and IMS core network.

NOTE 2: The use of FECC itself isinternal to the H.224 frame and is identified by the client 1D field of the H.224
packet. The IMS-ALG only indicates the use of IPPFUDP/RTP. The use of FECC is signalled via H.224 by
aMTSI client.

The IMS-AGW shall then:
- assign resources for the requested media stream, i.e., resources for a media-format agnostic RTP flow; and
- forward transparently RTP/UDP packets (with the transparent (H.224)-PDU) between the incoming and
outgoing network.

5.22.3 "Predefined ROI" mode

The IMS-ALG and IMS-AGW may support the "Predefined ROI" mode as specified in 3GPP TS 26.114 [21]. If the
IMS-ALG and IMS-AGW support the "Predefined ROI", the IMS-ALG and IMS-AGW shall apply the proceduresin
the present clause.

If the IMS-ALG receives an SDP body containing an "a=rtcp-fb" line with the "Predefined ROI" type expressed by the
parameter " 3gpp-roi-predefined”, as described in 3GPP TS 26.114 [21], the IMS-ALG shall:

- forward within SIP signalling the SDP body received from the preceding node with unmodified SDP "a=rtcp-fb"
lines related to the " 3gpp-roi-predefined” parameter to the succeeding node (see the related SDP examplesin
annex A.4.2e of 3GPP TS 26.114 [21]); and

- include the "Predefined ROI" information element when seizing resourcesin the IMS-AGW to request the IMS-
AGW to assign the resources for the corresponding RTCP control flow to convey pre-defined ROI information.

The IMS-AGW shall then assign resources for the requested RTCP control flow and forward transparently the RTCP
"FB ROI" packets between the incoming and outgoing network. The procedures described in clause 5.9 shall also apply.

NOTE 1: The RTCP control flow contains multiple RTCP packet types.

If the IMS-ALG receives an SDP body containing the predefined ROI attribute(s) "a=predefined_ROI" defined in
3GPP TS 26.114 [21], the IMS-ALG shall forward the SDP body with unmodified predefined ROI attribute(s) for the
send and receive directions when seizing or modifying resourcesin the IMS-AGW.

If the IMS-ALG receives an SDP body containing "a=extmap" attribute(s), as defined in IETF RFC 5285 [23], and the
"a=extmap" attribute(s) contain the pre-defined ROI URN(S) (i.e. the ROl URN for carriage of pre-defined region of
interest information in the sent video stream is given by "urn:3gpp:predefined-roi-sent”) as defined in

3GPP TS 26.114 [21], then the IMS-ALG shall:

- include the "Extended RTP header for Sent ROI" information element when seizing resources in the IMS-AGW
to indicate to the IMS-AGW that it shall allow the RTP header extension for predefined ROI to pass; and

- forward within SIP signalling, the SDP body received from the preceding node with unmodified "a=extmap"
attribute(s) to the succeeding node (see the related SDP examplesin annex A.4.2e of 3GPP TS 26.114 [21]).

NOTE 2: The UE supporting the Predefined ROI feature will not send the extended RTP headers for Sent ROI if
the UE did not receive any SDP body with the Predefined ROI related "a=extmap" attribute.
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If the IMS-AGW has been instructed to pass on the extended RTP header for predefined ROI as described above for
both incoming and outgoing terminations then:

- if theIMS AGW does not apply video transcoding, it shall pass any received RTP header extension for
Predefined ROI to succeeding RTP streams; or

- if the IMS-AGW applies video transcoding, it shall keep the predefined ROI information unchanged during the
transcoding and copy the received RTP header extension for Predefined ROI to the succeeding outgoing RTP
stream(s) after transcoding the associated group of packets.

5.22.4 "Arbitrary ROI" mode

The IMS-ALG and IMS-AGW may support the "Arbitrary ROI" mode as specified in 3GPP TS 26.114 [21]. If the
IMS-ALG and IMS-AGW support the "Arbitray ROI", the IMS-ALG and IMS-AGW shall apply the proceduresin the
present clause.

If the IMS-ALG receives an SDP body containing an "a=rtcp-fb" line with the "Arbitrary ROI" type expressed by the
parameter " 3gpp-roi-arbitrary"”, as described in 3GPP TS 26.114 [21], the IMS-ALG shall:

- forward within SIP signalling the SDP body received from the preceding node with unmodified SDP "a=rtcp-fb"
lines related to the " 3gpp-roi-arbitrary" parameter to the succeeding node (see the related SDP examples in annex
A.4.2e of 3GPP TS 26.114 [21]); and

- include the " Arbitrary ROI" information element when seizing resourcesin the IMS-AGW to request the IMS-
AGW to assign the resources for the corresponding RTCP control flow to convey arbitrary ROI information.

The IMS-AGW shall then assign resources for the requested RTCP control flow and forward transparently the RTCP
"FB ROI" packets between the incoming and outgoing network. The procedures described in clause 5.9 shall also apply.

NOTE 1: The RTCP control flow contains multiple RTCP packet types.

If the IMS-ALG receives an SDP body containing "a=extmap" attribute(s), as defined in IETF RFC 5285 [23], and the
"a=extmap" attribute(s) contain the arbitrary ROl URN(S) (i.e. the ROl URN for carriage of arbitrary region of interest
information in the sent video stream is given by "urn:3gpp:roi-sent") as defined in 3GPP TS 26.114 [21], then the IMS-
ALG shal:

- include the "Extended RTP header for Sent ROI" information element when seizing resources in the IMS-AGW
to indicate to the IMS-AGW that it shall allow the RTP header extension for arbitrary ROI to pass; and

- forward within SIP signalling, the SDP body received from the preceding node with unmodified "a=extmap"
attribute(s) to the succeeding node (see the related SDP examplesin annex A.4.2e of 3GPP TS 26.114 [21]).

NOTE 2: The UE supporting the Arbitrary ROI feature will not send the extended RTP headers for Sent ROI if the
UE did not receive any SDP body with the Arbitrary ROI related "a=extmap" attribute.

If the IMS-AGW has been instructed to pass on the extended RTP header for arbitrary ROI as described above for both
incoming and outgoing terminations then:

- if theIMS AGW does not apply video transcoding, it shall pass any received RTP header extension for Arbitrary
ROI to succeeding RTP streams; or

- if theIMS-AGW applies video transcoding, it shall keep the arbitrary ROI information unchanged during the
transcoding and copy the received RTP header extension for Arbitrary ROI to the succeeding outgoing RTP
stream(s) after transcoding the associated group of packets.

5.23  SDP Capability Negotiation (SDPCapNeg)

The SDP Capability Negotiation (SDPCapNeg) as specified in IETF RFC 5939 [66] is adopted as an optional
functionality to negotiate capabilities and their associated configurations according to 3GPP TS 24.229 [11]. If the ICS
service is supported then the IMS-ALG and the IMS-AGW may further optionally support SDP Media Capability
Negotiation as specified in IETF RFC 6871 [67] for alternative CS configuration.
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Upon receipt of an incoming SDP offer containing the attributes of SDP capability negotiation, e.g. offer AVPF and
AVP together for the RTP profile negotiation using "a=tcap", "a=pcfg" and "a=acfg" attributes, the IMS-ALG shall:

- reguest the IMS-AGW to reserve resources only for the default configuration without SDPCapNeg, and make
the decision on support of the alternative configurations based on the IMS-ALG/IMS-AGW capability as
provisioned before forwarding the SDP offer, i.e. handling SDPCapNeg at the controller level; or

- request the IMS-AGW to reserve resources for al of these configurations by signalling SDPCapNeg to the IMS-
AGW, and update the SDP offer based on the response from the IMS-AGW before forwarding.

NOTE: The additional benefit of signalling SDPCapNeg between the IMS-ALG and the IMS-AGW is to check
the resource availability for the corresponding configurations and to avoid the further session failurein
case of inadequate resources for the configuration changes in the final confirmation. However, due to the
extra resources reserved only during the call establishment phase, there isincreased risk of call
establishment failure.

In case the IMS-ALG decides to request the IMS-AGW to reserve resources for al of those configurations, the IMS-
ALG shall:

- uselegacy SDP attributes as specified in IETF RFC 4566 [53] to do the mapping of actual and potential
configurations with the H.248 ReserveGroup concept; or

- use SDP extensions for SDP capability negotiation as specified in IETF RFC 5939 [66], if supported by the
IMS-AGW.

Before using SDP extensions for SDP capability negotiation as specified in IETF RFC 5939 [66] towards the IMS-
AGW, the IMS-ALG shall perform the necessary checks (i.e. through auditing or via prior provisioning) to ensure that
the IMS-AGW supports the syntax and capabilities requested. For an auditing the procedure in clause 6.1.8.1 is used
with the "SDPCapNeg Supported Capabilities' as the object.

When receiving a request from the IMS-AL G with information element " SDPCapNeg configuration” indicating the
potential use of multiple configurations, the IMS-AGW shall reserve resources for all of those configurations that it
supports and shall send indicate the configurations for which it reserved resourcesin an " SDPCapNeg configuration”
information element in the response. The IMS-ALG shall update the SDP offer with SDPCapNeg configurationsin the
response from the IMS-AGW and shall forward the SDP offer to the next hop.

The IMS-ALG may also provide SDP configurations to the IMS-AGW with no dependency on the incoming SDP offer,
e.g. the IMS-ALG may wildcard the supported configurations in order to construct or update an SDP offer with the
addition of alternative configurations via SDPCapNeg attributes.

On receipt of an SDP answer with SDPCapNeg, the IMS-ALG shall request the IMS-AGW to configure the resources
for the selected configuration. If the IMS-AGW previously reserved any temporary resources for configurations that
were not selected, the IMS-ALG shall also request the IMS-AGW to release those resources.

6 IMS-ALG to IMS-AGW Procedures

6.1 Non-Call Related Procedures

6.1.1 General

The non-call related procedures are based on corresponding procedures of 3GPP TS 23.205 [8] wherethe IMS-ALG
takes the place of the MSC server and the IMS-AGW takes the place of the MGW.

6.1.2 IMS-AGW Unavailable

The IMS-ALG server recognises that the IMS-AGW is unavailable in the following 4 cases:

1. Thesignalling connection is unavailable
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IMS-ALG IMS-AGW

Signaling connection failure

Figure 6.1.2.1: Signalling connection failure

2. TheIMS-AGW indicates the failure or the maintenance locking condition to all connected IMS-ALG servers

IMS-ALG IMS-AGW

IMS-AGW Out of Service

A

IMS-AGW Out of Service Ack

\ 4

Figure 6.1.2.2: IMS-AGW indicates the Failure/Maintenance locking

The failure or maintenance locking indication indicates that the IMS-AGW islocked for new calls or will soon go out
of service and that no new connections should be established using thisIMS-AGW. The IMS-AGW can choose
between the "graceful" and the "forced" method. In the graceful method the connections are cleared when the
corresponding calls are disconnected. In the forced method all connection are cleared immediately.

3. TheIMS-ALG recognisesthat the IMS-AGW is not functioning correctly, e.g. because thereis no reply on
periodic sending of Audits. The periodic sending of Audits by IMS-ALG should go on.

In al of the above casesthe IMS-ALG shall prevent the usage of the IMS-AGW until the IMS-AGW has recovered or
the communication with the IMS-AGW is restored.

6.1.3 IMS-AGW Available

The IMS-ALG discoversthat the IMS-AGW is available when it receives an IMS-AGW Communication Up message
or an IMS-AGW Restoration message. If the IMS-ALG does not wish to sustain an association with the IMS-AGW, the
response sent to the IMS-AGW may indicate an alternative IMS-ALG signalling address, in which case the IMS-AGW
shall not consider itself registered and should preferably attempt to re-register with this alternative IMS-ALG before
any further alternate IMS-ALGs. Otherwise, the response shall not indicate any alternative IMS-ALG signalling
address.

When the IMS-ALG discoversthat the IMS-AGW is available the following shall occur:
1. Signalling recovery

The IMS-AGW indicatesto all connected IMS-ALGs that the signalling connection is restored.
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IMS-ALG IMS-AGW

Signaling in service

A

IMS-AGW communication Up

IMS-AGW communication Up Ack

Y

Figure 6.1.3.1: Communication goes up

2. IMS-AGW restoration/maintenance unlocking indication.

The IMS-AGW indicatesto all connected IMS-ALGs that normal operation has resumed.

IMS-ALG IMS-AGW

Signaling in service

IMS-AGW Restoration

A

IMS-AGW Restoration Ack

Y

Figure 6.1.3.2: IMS-AGW indicates recovery from a failure/or maintenance unlocking

NOTE: This procedure may be used after recovery from asignalling failure.

3. TheIMS-ALG recognisesthat the IMS-AGW is now functioning correctly, e.g. because thereisareply on
periodic sending of Audits.

After thisthe IMS-ALG can usethe IMS-AGW.

If none of 1, 2, and 3 happensthe IMS-ALG server caninitiate the IMS-ALG Ordered Re-register procedure.

6.1.4 IMS-AGW Recovery

If the IMS-AGW recovers from afailure, is maintenance unlocked, or it has been restarted, it registersto its known
IMS-ALGs using the IMS-AGW Restoration procedure or the IMS-AGW Registration procedure. The IMS-AGW can
indicate whether the Service has been restored or whether it has restarted with a cold or warm boot. If the IMS-ALG
does not wish to sustain an association with the IMS-AGW, the response sent to the IMS-AGW may indicate an
aternative IMS-AL G signalling address, in which case the IMS-AGW shall not consider itself registered and should
preferably attempt to re-register with this aternative IMS-ALG before any further alternate IMS-ALGs. Otherwise, the
response shall not indicate any alternative IMS-ALG signalling address.

IMS-ALG IMS-AGW

IMS-AGW Restoration (Service restored)

IMS-AGW Restoration Ack (IMS-ALG address)

\ 4

Figure 6.1.4.1: IMS-AGW Restoration

ETSI



3GPP TS 23.334 version 13.13.0 Release 13 81 ETSI TS 123 334 V13.13.0 (2024-04)

IMS-ALG IMS-AGW

IMS-AGW Register (Cold/Warm boot)

A

IMS-AGW Register Ack (IMS-ALG address)

\ 4

Figure 6.1.4.2 IMS-AGW Registration

After the recovery the IMS-ALG can use the IMS-AGW.

6.1.5 IMS-ALG Recovery

6.1.5.1 General

If an IMS-AGW-unavailable condition is provoked by afailure/recovery action, the IMS-ALG recovery sequence will,
from an information flow point of view, look like IMS-AGW unavailable and then IMS-AGW available. If an IMS-
AGW-unavailable condition is not provoked, the IMS-ALG recovery sequence will look like IMS-AGW available.

After the information flow, the terminations affected by the recovery action are released.

6.1.5.2 IMS-ALG Restoration

IMS-ALG IMS-AGW

IMS-ALG Recovery complete, Signaling working

T Communication Up/
IMS-AGW Restoration

Communication Up Ack/
IMS-AGW Restoration Ack

Y

IMS-ALG Restoration
Warm, cold (boot) note

Y

IMS-ALG Restoration Ack

NOTE: Normal release procedure may also be initiated.

Figure 6.1.5.2.1: IMS-ALG Restoration
After the recovery action is complete and it is possible to signal to the IMS-AGW the IMS-ALG startsatimer Tw. If
recovery indications are not received (IMS-AGW Communication Up or IMS-AGW Restoration) from the IMS-AGW

during Tw an Audit is sent. If the IMS-ALG receives arecovery indication or IMS-AGW communication up indication,
it shall acknowledge the indication before the IMS-ALG Restoration may be sent or the release procedure isinitiated.

6.1.6 IMS-AGW Re-register

When the IMS-ALG requests an IMS-AGW to perform aregistration (see clauses 6.1.3, 6.1.4 and 6.1.7), the IMS-
AGW performs are-registration to the IMS-ALG which isdefined in the IMS-ALG address.
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IMS-AGW

A

IMS-AGW Re-register Ack

Y

6.1.7

Figure 6.1.6.1: Re-registration of an IMS-AGW

IMS-AGW Re-registration Ordered by IMS-ALG

If the IMS-ALG knows that communication is possible, but the IMS-AGW has not registered, the IMS-ALG can order

re-registration of the IMS-AGW.

IMS-ALG

IMS-ALG Ordered Re-register (IMS-ALG address)

IMS-AGW

\ 4

IMS-ALG Ordered Re-register Ack

A

Figure 6.1.7.1: Re-registration ordered by the IMS-ALG

If the re-registration request is accepted the IMS-AGW uses the IMS-AGW Re-register procedure to register with the

IMS-ALG.
6.1.8 Audit of IMS-AGW
6.1.8.1 Audit of Value

The IMS-ALG may request the IMS-AGW to report the current values assigned to distinct objectsin the IMS-AGW.
This procedure may be used when a change has occurred in the IMS-ALG such that the IMS-ALG is unsure of the
current Service State of Terminations.

IMS-ALG

Audit Value (Object(s))

IMS-AGW

\ 4

Audit Value Ack (values per requested object)

A

Figure 6.1.8.1.1: Audit Value
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6.1.8.2 Audit of Capability
The IMS-ALG may request the IMS-AGW to report the capabilities of distinct objectsin the MGW.

IMS-ALG IMS-AGW

Audit Capability (Object(s))

\ 4

_Audit Capability Ack (capabilities per requested object)

Figure 6.1.8.2.1: Audit Capability

6.1.9 IMS-AGW Capability Change

The IMS-AGW reports a change of capability of distinct objectsin the MGW.

IMS-ALG IMS-AGW

Capability Update (Object(s))

Capability Update Ack

Figure 6.1.9.1: Capability Update

The IMS-ALG may use the Audit Value and/or Audit Capability procedures to obtain further information, about the
objects whose capabilities have changed.

6.1.10 IMS-ALG Out of service

IMS-ALG IMS-AGW

IMS-ALG Out of Service (Forced/graceful)

IMS-ALG Out of Service Ack

A

Figure 6.1.10.1: IMS-ALG Out of Service
If an IMS-ALG discoversthat it wantsto go out of serviceit may start an IMS-ALG Out of Service procedure. The

IMS-ALG can indicate whether it requires the context to be cleared immediately (forced) or cleared as the bearer
control protocol clearsthe bearer (Graceful).
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6.1.11 IMS-AGW Resource Congestion Handling - Activate

When the IMS-ALG requiresthat an IMS-AGW congestion notification mechanism be applied in the MGW, the IMS-
ALG shall use the IMS-AGW Resource Congestion Handling - Activate procedure towards the IMS-AGW.

IMS-ALG IMS-AGW

IMS-AGW Resource Congestion Handling - Activate

IMS-AGW Resource Congestion Handling - Activate - Ack

¢

Figure 6.1.11.1: IMS-AGW Resource Congestion Handling - Activate

6.1.12 MGW Resource Congestion Handling -Indication

When the IMS-ALG receives aload reduction notification from the IMS-AGW viathe IMS-AGW Resource
Congestion Handling - Indication procedure, the IMS-ALG triesto reduce the processing load that the IMS-ALG
creates on the IMS-AGW. The IMS-AGW shall decide the actual level of traffic reduction.

IMS-ALG IMS-AGW

IMS-AGW Resource Congestion Handling - Indication

IMS-AGW Resource Congestion Handling - Indication - Ack

-

Figure 6.1.12.1: IMS-AGW Resource Congestion Handling — Indication

6.1.13 Control association monitoring

Monitoring of the H.248 control association may be performed by monitoring the status of the transport link association
where the transport protocol provides sufficient coupling to the H.248.1 protocal, i.e. if the transport link association is
disconnected when no local H.248.1 protocol connection exists.

An aternative method for the IMS-AGW to detect loss of the IMS-ALG may be achieved by reguesting the IMS-AGW
to poll the IMS-ALG periodically

Upon registration of an IMS-AGW, the IMS-ALG may use the Inactivity Timeout - Activate procedure towards the
IMS-AGW to request the IMS-AGW to monitor incoming messages for periods of silence exceeding the maximum
inactivity timer value.
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IMS-AGW

Inactivity Timeout - Activate - Ack

\ 4

A

Figure 6.1.13.1: Inactivity Timeout - Activate

Upon receipt of an inactivity timeout notification from the IMS-AGW viathe Inactivity Timeout - Indication procedure,
the IMS-ALG shall send areply to the IMS-AGW. If the IMS-ALG has failed, the IMS-AGW will not receive areply.

IMS-ALG

Inactivity Timeout - Indication

IMS-AGW

A

Inactivity Timeout - Indication - Ack

Y

Figure 6.1.13.2: Inactivity Timeout - Indication

If no Inactivity Timeout — Indication Ack reply isreceived, the IMS-AGW shall consider the IMS-ALG to have failed.
The IMS-AGW may then attempt to re-contact its controlling IMS-ALG by performing IMS-AGW Communication Up.

If not successful, the IMS-AGW may then attempt to register to anew IMS-ALG.

6.1.14 Realm Availability Monitoring

If the IMS-AGW supports P Realm Availability monitoring, the IMS-ALG may request the monitoring of the available
IP Realms by the IMS-AGW; the IMS-AGW shall inform the IMS-ALG of any changesin realm availability.

NOTE:

The IMS-ALG can use the AuditValue procedure to determine which | P realms are currently available.

The IMS-ALG may use the Realm Availability - Activate procedure towards the IMS-AGW to request the IMS-AGW
to monitor the status of its P Realms.

IMS-ALG

Realm Availability - Activate

IMS-AGW

Y

Realm Availability - Activate - Ack

A

Figure 6.1.14.1: Realm Availability - Activate
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The IMS-AGW shal inform the IMS-ALG viathe Realm Availability — Notification procedure.

IMS-ALG IMS-AGW

Realm Availability - Indication

Realm Availability - Indication - Ack

Figure 6.1.14.2: Realm Availability - Indication

On being informed of newly available/unavailable realms, IMS-ALG shall take appropriate action (e.g. update its list of
available realms etc.).

6.1.15 Failure of IP Port, Interface or Group of Interfaces
This procedure only applies when text encoding is used on the H.248 interface.
The IMS-ALG shall and the IMS-AGW may support the Termination Out-of-Service procedure.

If the IMS AGW suffersaloss of physical |P device(s) that pertain to awhole IP Realm it may report the IP Realm as
unavailable (see clause 6.1.14). However, it is possible that a failure affects a physical port or group of ports that forms
a subset of the P Realm and therefore many terminations are affected. In such cases the IMS-AGW may initiate a
Termination Out of Service procedure to inform the IMS-ALG that the set of terminationsis out of service. Thisis
shown in Figure 6.1.15.1.

IMS-ALG IMS-AGW

Termination Out Of Service (Termination(s))

A

Termination Out Of Service Ack

\ 4

Figure 6.1.15.1: Termination Out of Service

On receipt of the Termination Out Of Service the IMS-ALG shall initiate the appropriate actions, e.g. by subtracting the
affected terminations and releasing the affected calls.

NOTE: Thisprocedure provides an aternative failure reporting to the | P Bearer Released procedure (which
allows reporting the failure of one IP Bearer / termination). The Termination Out-of-Service procedure
avoids sending an avalanche of notifications when the failure affects multiple ephemeral terminations.

6.2 Call Related Procedures

6.2.1 Gate Control & Local NA(P)T procedure

The session establishment and session release procedures are specified in 3GPP TS 23.228 [2] Annex G.4.3 and G.4.4.
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Figure 6.2.1.2 depicts the signalling flow for a session setup from the IMS access network towards the IMS core
network when the P-CSCF invokes the IMS-AL G function for a session. The same signalling flow applies for a session
setup from the IM S core network towards the IM S access network with the exception that terminations T1 and T2 are
then exchanged.

4 N 4 N

IMS-ALG
IMS IMSCN
Access
Network _x_
K / CTXC1 K /
IMS-AGW

Figure 6.2.1.1: H.248 Context Model
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IMS-ALG IMS-AGW
_ 1.SDP offer (P10,P10)__ _
( 2. H.248 ADD req
Reserve AGW C=7, T=7, LAddr=?, LPort=?)
Connection >
Point, [ 3. Create outgoing termination TZJ
(Change <
Through- <

Connection)

4. H.248 ADD resp.
(C=C1, T=T2,
LAddr=IP20, LPort=P20)

\

( 5. Modify SDP offer ]

6. SDP offer (IP20, P2p)

a 8. H.248 MOD req
Configure (C=CLT=T2,
AGW RAddr=1P1a, RPort=P1q)
Connection »
Point,
(Change < [ 9. Configure Outgoing Termination T2 j
Through- 10. H.248 MOD Resp
Connection) C=CLT=T2)
\
11. H.248 ADD req
C=C1, T="?, LAddr=?, LPort=?,
RAddr=IP10, RPort=P10)
Reserve ( >
And
Configure [ 12. Create incoming Termination T1 ]
AGW
Connection < 13. H.248 ADD Resp
Point, C=C1, T=T1,
(Change LAddr=1P2a, LPort=P2a,
Through- RAddr=IP10, RPort=P10)
Connection) <
\

[ 14. Modify SDP answer J

15. SDP answer(Ip2a, P2a)

Figure 6.2.1.2: IMS-ALG and IMS-AGW interaction at session establishment
Upon receipt of a session initiation request, the IMS-ALG shall extract the offerer's destination network address(es) and

port number(s) from the signalling message body received from the calling party endpoint. It shall then request the
IMS-AGW to alocate transport resources (T2) viathe Reserve AGW Connection Point procedure. Upon receipt of the
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response from the IMS-AGW, the IMS-ALG shall modify the offerer's destination address(es) and/or port(s) contained
in the application signalling message body and propagate the session establishment toward the terminating party.

On receipt of the terminating end SDP in the session establishment response, the IMS-AL G shall pass the information
to the IMS-AGW in the Configure AGW Connection Point procedure and shall request the IMS-AGW to alocate
transport resources (T1) viathe Reserve and Configure AGW Connection Point. Upon receiving the response from the
IMS-AGW, the IMS-ALG shall modify the answerer's destination address(es) and/or port(s) contained in the
application signalling message body and pass the information to the originating party.

On session termination, the IMS-ALG shall request the IMS-AGW to release its transport resources via the Release
AGW Termination procedure.

6.2.2 IP realm indication procedure

This procedure isidentical to that of clause 6.2.1 apart from the IMS-ALG optionally specifying the required IP Realm
to the IMS-AGW when requesting the alocation of transport resources on the IMS-AGW.

6.2.3 Remote NA(P)T traversal support procedure

This procedure isidentical to that of clause 6.2.1 apart from the IMS-ALG optionally indicating to the IMS-AGW that
the remote media address/port information (supplied by the IMS-ALG) shall not be used as the destination address for
outgoing media. Instead, the IMS-AGW shall "latch" or "relatch”" onto the required destination address via the source
address/port of the incoming media. The IMS-ALG may command the IMS-AGW to latch once (on the first received
packet) or to re-latch (i.e. to check for a change of source address on the incoming media stream and latch once on this
new address).

6.2.4 Remote Source Address/Port Filtering

This procedure isidentical to that of clause 6.2.1 apart from the IMS-ALG optionally specifying the required | P address
and/or port to be used to screen received media packets on a termination.

This clause considers when the IMS-ALG is acting as an Entry point and remote source transport address filtering is
required towards the external network.

As asecurity related option, on request from the IMS-ALG, filtering may be enabled to check/validate the source
address or source address and port number of incoming packets from the external network. If the IMS-ALG requests
addressfiltering, it may additionally provide an address specification, which may identify either asingle address or a
range of addresses, against which filtering is to be performed. The absence of such an address specification in the
request shall implicitly request filtering against the | P address of the remote connection address. In addition to address
filtering, the IMS-ALG may also request port filtering. If the IMS-ALG requests port filtering, it may additionally
include either a port or arange of ports, against which filtering is to be performed. The absence of a port specificationin
the request shall implicitly request filtering against the port of the remote connection address.

If the IMS-AGW isrequested to apply source | P address and possibly source port filtering, it shall only passincoming
I P packets from the identified source, and discard I P packets from other sources.

If remote source address filtering is required for the created termination, then the IMS-ALG shall include the
information element "Remote source address filtering" in the request sent to the IMS-AGW. In addition, it may also
include the information element "Remote source address mask" in order to request filtering of arange of addresses.

If remote source port filtering is required for the created termination (in addition to remote source address filtering),
then the IMS-ALG shall include the information element "Remote source port filtering" in the request sent to the IMS-
AGW. It may also include one of the information elements "Remote source port" or "Remote source port range".

Subsequently, the IMS-AGW shall apply filtering as requested to the packets arriving from the external network. Any
packet arriving, which does not meet the filtering requirement, shall be discarded.
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6.2.5 Traffic Policing

This procedureisidentical to that of clause 6.2.1 apart from the IMS-ALG optionally requesting the IMS-AGW to
police the media stream flow according to one or more of the following media policing(s) through the IMS-AGW, in
accordance with IETF RFC 2216 [10].

NOTE 1: In order to support services that generate media with variable bitrate (e.g. video), the policing function

needs to provide sufficient buffer space. The derivation of the correspondent token bucket size can be
based on the estimated traffic volume over the expected maximum burst length (supposed time interval of
the burst). For example, for MTSI media, 3GPP TS 26.114 [21] clause 7.5.5 recommends a default period
of 2 seconds for the derivation of average bitrates and provides further considerations regarding suitable
time periods for speech and video.

NOTE 2: The decision to apply or not traffic policing is general for all sessions with the same media characteristics

(i.e. not user specific). The conditions which media policing to apply are beyond the scope of this
specification. This can be based on the media characteristics of the session (e.g. mediatype).

The following media policing shall be supported at the IMS-AGW:

Sustainable Data Rate (SDR) Policing:

To request policing of the sustainable data rate of a media stream, the IMS-ALG shall request media policing for
that media stream and shall provide the sustainable data rate, and shall provide a maximum burst size (MBYS)
indicating the expected maximum size of packet bursts for that media stream. The IMS-AGW shall then measure
the datarate for the received packets within that media stream as per IETF RFC 2216 [10] for "Token Bucket",
wherer = SDR and b = MBS. If the permissible sustainable data rate is exceeded, the IMS-AGW shall discard
packets to reduce the data rate to the permissible sustainable data rate.

NOTE 3: The IMS-ALG can derive the sustainable data rate from bandwidth parametersif it receives them within

an SDP media description. The IMS-ALG can:

- usethe"b=AS" bandwidth modifier if received within an SDP body; or

- if the IMS-ALG supports the enhanced bandwidth negotiation mechanism, use the " maximum
supported bandwidth for the receiving direction” property value from the "a=bw-info" SDP attribute
received within an SDP answer.

If the value of the "maximum supported bandwidth for the receiving direction" for the selected RTP
payload type differs from the value of the "b=AS" bandwidth modifier then the IMS-ALG can use
"'maximum supported bandwidth for the receiving direction” property value from the "a=bw-info" SDP
attribute to determine the sustainable data rate for the selected RTP payload.

The following media policing may be supported in addition at the IMS-AGW ; if supported then the following applies:

Peak Data Rate Policing:

To reguest policing of the peak data rate of a media stream, the IMS-ALG shall request media policing for that
media stream and shall provide the peak data rate, and may provide a Delay Variation Tolerance indicating the
expected maximum delay variation due to jitter for that media stream. The IMS-AGW shall then measure the
datarate for the received packets within that media stream. If the permissible peak data rate is exceeded, the
IMS-AGW shall discard packets to reduce the data rate to the permissible peak datarate. If both peak datarate
and sustainable data rate have been provided for the same media stream, the IMS-AGW shall discard packets to
reduce the data rate to the permissible peak data rate and should discard packets to reduce the data rate to the
permissible sustainable data rate.

6.2.6 Hanging Termination Detection

This procedure isidentical to that of clause 6.2.1 apart fromthe IMS-ALG requesting the IMS-AGW to periodically
report termination heartbeat indications to detect hanging context and termination in the IMS-AGW that may result e.g.
from aloss of communication between the IMS-ALG and the IMS-AGW.

When the IMS-ALG receives a termination heartbeat notification from the IMS-AGW viathe Termination heartbeat -
Indication procedure, the IMS-ALG shall return a Termination heartbeat — ndication Ack (without an error) if the
context id / termination identity combination existsin the IMS-ALG. If it does not exist, the IMS-ALG shall return an
error and shall correct the mismatch, e.g. by requesting the IMS-AGW to subtract the indicated termination and to clear
any associated context.
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IMS-ALG IMS-AGW

Termination heartbeat - Indication

A

Termination heartbeat - Indication - Ack

Y

Figure 6.2.6.1: Termination heartbeat — Indication

6.2.7 QoS Packet Marking

This procedure isidentical to that of clause 6.2.1 apart from the IMS-ALG optionally specifying the setting of the
DSCP for outgoing packets on atermination. The DSCP value may be explicitly set by the IMS-AGW or else copied
from that received in the corresponding received packet.

If differentiated services are required for the created termination, then the IMS-ALG shall include the information
elements "DiffServ Code Point" and/or "DiffServ Tagging Behaviour" in the request sent to the IMS-AGW.

Subsequently, for all egress packets, the IMS-AGW shall set the DiffServ Code Point in the |P header as specified by
the IMS-ALG:

- If the Diff Serv Tagging Behaviour information element was received with a value to indicate that the Diff Serv
Code Point should be copied, then the DiffServ Code Point in the | P header of the egress packet is copied from
the ingress packet.

- If the Diffserv Tagging Behaviour information element was not received, or was received with a value to
indicate that the Diff Serv Code Point should be set to a specific value, then:

- If the DiffServ Code Point information element was received, then the Diff Serv Code Point in the | P header
of the egress packet shall be set to the value received in the Diff Serv Code Point information element.

- If the DiffServ Code Point information e ement was not received, then the DiffServ Code Point in the IP
header of the egress packet shall be set to a configured default value.

6.2.8 Media Inactivity Detection

This procedureisidentical to that of clause 6.2.1 apart from the IMS-ALG optionally requesting the IMS-AGW to
detect inactive media.

If mediainactivity detection is required for the created termination, the IMS-ALG may include the information
elements "Inactivity detection time" and "Inactivity detection direction" in the request sent to the IMS-AGW. The IMS-
ALG may request the detection of mediainactivity on atermination or a stream basis.

When the IMS-ALG receives a notification of inactive media from the IMS-AGW viathe Media Inactivity Notification
procedure, the IMS-ALG shall return a Media Inactivity Notification Ack and shall take appropriate action (e.g. release
the termination).
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IMS-ALG IMS-AGW

Media Inactivity Notification

A

Media Inactivity Notification - Ack

Y

Figure 6.2.8.1: Media Inactivity Notification

6.2.9 Handling of RTCP streams

This procedureisidentical to that of clause 6.2.1 apart from the IMS-ALG optionally requesting the IMS-AGW to
allocate or not allocate RTCP resources. Additionally if RTCP handling is requested, the IMS ALG may include:

- theexplicit RTCP transport address information element;
- the RTP/RTCP transport multiplexing information element; and
- the bandwidth alocation for RTCP,

as described in clause 5.9.
6.2.10 IMS end-to-access-edge Media Plane Security

6.2.10.1 General

All message sequence chartsin this clause are examples.

The H.248 context model is defined in Figure 6.2.1.1.

6.2.10.2 End-to-access-edge security for RTP based media using SDES

This procedureisidentical to that of clause 6.2.1 apart from the IMS-ALG optionally requesting the IMS-AGW to
provide IMS media plane security in accordance with 3GPP TS 33.328 [12].

The IMS-ALG shall provide the following media plane security related parameters to the IMS-AGW:
- the SDES crypto attributes

6.2.10.3 End-to-access-edge security for TCP-based media using TLS

6.2.10.3.1 End-to-access-edge security for session based messaging (MSRP)
6.2.10.3.1.1 IMS UE originating procedures for e2ae
6.2.10.3.1.1.1 Incoming TCP bearer establishment triggers an outgoing TCP bearer establishment

Figure 6.2.10.3.1.1.1.1 shows an example call flow for the originating session set-up procedures for one MSRP media
stream using e2ae security, where an incoming TCP bearer establishment triggers an outgoing TCP bearer
establishment.
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Figure 6.2.10.3.1.1.1.1: Originating example call flow for e2ae security for MSRP where an incoming

TCP bearer establishment triggers an outgoing TCP bearer establishment

The IMS UE A performsan IMS originating session set-up according to 3GPP TS 23.228 [2], with modifications as
described in 3GPP TS 33.328 [12].

The procedure in the above figure for requesting e2ae security for amedia stream is described step-by-step with an
emphasis on the additional aspectsfor IMS-ALG and IMS-AGW of media protection using TLS.

1

IMS UE A sends an SDP offer for a media stream containing cryptographic information, together with an
"a=3ge2ae:requested” SDP attribute for the MSRP-related SDP m-line, to the P-CSCF (IMS-ALG). For e2ae
protection of M SRP the cryptographic information contained in the SDP offer consists of the fingerprint of the
certificate of IMS UE A in accordance to IETF RFC 4975 [25]. For each media stream that uses transport
"TCP/TLSYMSRP', the P-CSCF (IMS-ALG) checks for the presence of the "a=3ge2ae:requested" SDP attribute.
If that indication is present and the P-CSCF (IMS-ALG) indicated support of e2ae-security for MSRP during
registration, the P-CSCF (IMS-ALG) allocates the required resources, includes the IMS-AGW in the media path
and proceeds as specified in this clause.

NOTE 1: An operator can choose to terminate TLS in the IMS-AGW according to the following steps for all media

streams that are signalled in SIP INVITE messages with transport TCP/TLS/M SRP and a certificate
fingerprint attribute, even if the UE did not indicate support for e2ae security during registration and did
not indicate usage of e2ae security for the respective media streamsin the INVITE. This can lead to
session failures for pre-Rel-12 IMS UEs or non-IMS UEs due to a mismatch of security parameters sent
by the network and expected by the UE, but on the other hand, it will ensure compatibility with GSMA
RCS 5.1 [35, 36], which specifiesthat TLS for MSRP is always terminated in the network.

2.-4. TheIMS-ALG usesthe "Reserve AGW Connection Point" procedure to request atermination for "TCP"

media (for application-agnostic interworking) or "TCP/MSRP"' media (for application-aware interworking)
towards the core network. To indicate that the IMS-AGW shall operatein TCP Proxy mode, the IMS-ALG
provides "a=setup:actpass' attribute. The IMS-ALG sets the interlinkage topology on the termination T2 to
configure the IMS-AGW to use the TCP connection establishment request (TCP SY N) received at the
termination T2 as atrigger to send a TCP connection establishment on the termination T1.

NOTE 2: If "a=setup:passive" isreceived in the SDP answer in step 12, the IMS-ALG then needs to set the

interlinkage topology on the termination T1 (not depicted).

5.-7. ThelMS-ALG usesthe "Reserve And Configure AGW Connection Point" procedure to request a termination

for "TCP/TLS" media (for application-agnostic interworking) or "TCP/TLSMSRP"' media (for application-
aware interworking) towards the access network. In the remote descriptor, it provides the | P address, port and
fingerprint attribute received from the UE containing the fingerprint of the UE’s certificate in accordance to
IETF RFC 4975 [25]. Thisinstructs the IMS-AGW to verify during the subsequent TLS handshake with the IMS
UE that the fingerprint of the certificate passed by the IMS UE during this TLS handshake matches the
fingerprint passed by the P-CSCF (IMS-ALG) to the IMS-AGW. In turn, the IMS-AGW communicates the
fingerprint of the certificate it is going to use for setting up protection for this media stream to the

P-CSCF (IMS-ALG). To indicate that the IMS-AGW shall operate in TCP Proxy mode, the IMS-ALG provides
"a=setup:actpass’ attribute.

NOTE 3: These steps could be combined with steps 16.-18. This saves H.248 signalling interactions but can delay

9.

the TCP connection setup.

The P-CSCF (IMS-ALG) changes the transport from "TCP/TLS/MSRP" to "TCP/MSRP" in the SDP offer,
removes the "a=3ge2ae:requested” SDP attribute and the fingerprint SDP attribute, and inserts the address
information received from the IMS-AGW.

The P-CSCF (IMS-ALG) forwards the SDP offer.

10. The remote peer chooses to become the active party in the TCP connection establishment and sendsa TCP SYN

to establish the TCP connection. If the P-CSCF (IMS-ALG) indicated to the IMS-AGW at step 2 that it shall
ignore any incoming TCP connection establishment requests (TCP SYN), e.g. to enable a remote source
transport address filtering, or if the P-CSCF (IMS-ALG) did not indicate to the IMS-AGW at step 2 that it shall
latch onto the required destination address via the source address/port of the incoming media, the IMS-AGW
shall drop the TCP SY N received from the remote peer.

If the TCP SY N is not answered before atimer expiry, the remote peer will send the TCP SYN a second time
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(step 10). The IMS-AGW will answer arepeated TCP SY N if it is received after step 13 (step 10').
The IMS-AGW answers the TCP SY N and the remote peer completes the TCP connection establishment.

11. The IMS-AGW usesthe TCP SY N received at the termination T2 (at step 10 or step 10" if the TCP SYN is
dropped at step 10) asatrigger to send a TCP SY N towards the UE to establish a TCP connection (effectively
making the IMS-AGW acting as the TCP client towards the UE).. The UE answersthe TCP SYN and the IMS-
AGW completes the TCP connection establishment.

12. The P-CSCF (IMS-ALG) receives the SDP answer.

13.-15.The IMS-AL G uses the "Configure AGW Connection Point" procedure to configure the termination towards
the core network with remote address information. If the P-CSCF (IMS-ALG) indicated to the IMS-AGW at step
2 that it shall ignore any incoming TCP connection establishment requests (TCP SY N), the IMS-ALG indicates
to the IMS-AGW to accept incoming TCP connection establishment (TCP SY N) only from the indicated remote
transport address.

NOTE 4: For "a=setup:active" in the SDP answer, these steps could possibly be skipped if the P-CSCF (IMS-ALG)
indicated to the IMS-AGW at step 2 that it shall latch onto the required destination address via the source
address/port of the incoming media, asthe IMS-AGW will then use the address information in the
TCP SYN when replying.

16.-18.The IMS-AL G uses the "Configure AGW Connection Point" procedure to configure the termination towards
the access network with the request to establish the TL'S session once the TCP connection is established
(effectively making the IMS-AGW acting asthe TLS client), in accordance with the information in the "a=setup"
attribute in the SDP answer.

19. The P-CSCF (IMS-ALG) modifies the SDP answer before sending it to the UE A. The P-CSCF (IMS-ALG) sets
the transport to "TCP/TLS/MSRP" and includes the fingerprint of the IMS-AGW's certificate in accordance to
|[ETF RFC 4975 [25].

20. The P-CSCF (IMA-ALG) then sends the updated SDP answer to IMS UE A. After receiving this message IMS
UE A completes the media security setup.

21. Upon completion of the TCP connection establishment, the IMS-AGW starts the establishment of the TLS
session.

6.2.10.3.1.1.2 IMS-ALG requests sending an outgoing TCP bearer establishment

Figure 6.2.10.3.1.1.2.1 shows an example call flow for the originating session set-up procedures for one MSRP media
stream using e2ae security, where the IMS-ALG requests sending an outgoing TCP bearer establishment.
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Figure 6.2.10.3.1.1.2.1: Originating example call flow for e2ae security for MSRP where the IMS-ALG
requests sending an outgoing TCP bearer establishment

The IMS UE A performsan IMS originating session set-up according to 3GPP TS 23.228 [2], with modifications as
described in 3GPP TS 33.328 [12].

The procedure in the above figure for requesting e2ae security for a media stream is described step-by-step with an
emphasis on the additional aspectsfor IMS-ALG and IMS-AGW of media protection using TLS.

1. Assteplinfigure6.2.10.3.1.1.1.1.

2-4. Asseps2-4infigure6.2.10.3.1.1.1.1 with the exception that the IMS-ALG does not set the interlinkage
topology on the termination T2.

5.-7. Assteps5-7infigure6.2.10.3.1.1.1.1.
8. Asstep8infigure6.2.10.3.1.1.1.1.

9. Asstep9infigure6.2.10.3.1.1.1.1.
10.Asstep 10 infigure 6.2.10.3.1.1.1.1.

NOTE: Theincoming TCP SYN does not trigger the sending of an outgoing TCP SYN, and step 11 in
figure 6.2.10.3.1.1.1.1thus does not apply.

11. Asstep 12 infigure 6.2.10.3.1.1.1.1.
12.-14.As steps 13-15 in figure 6.2.10.3.1.1.1.1.

15.-17.As steps 16-18 in figure 6.2.10.3.1.1.1.1with the exception that the IMS-ALG uses the "Configure AGW
Connection Point" procedure also to configure the termination towards the access network with the request to
establish the TCP connection (effectively making the IMS-AGW acting as the TCP client), in accordance with
the information in the "a=setup" attribute in the SDP answer.

18. The IMS-AGW sendsa TCP SY N towards the UE to establish a TCP connection. The UE answers with a TCP
SYN ACK and the IMS-AGW replies with a TCP ACK, completing the TCP connection establishment.

19. Asstep 21l infigure 6.2.10.3.1.1.1.1.
20.Asstep 19infigure6.2.10.3.1.1.1.1.
21. Asstep 20 infigure 6.2.10.3.1.1.1.1.

6.2.10.3.1.2 IMS UE terminating procedures for e2ae

6.2.10.3.1.2.1 Incoming TCP bearer establishment triggers an outgoing TCP bearer establishment

Figure 6.2.10.3.1.2.1.1 shows an example call flow for the terminating session set-up procedures for one MSRP media
stream using e2ae security, where an incoming TCP bearer establishment triggers an outgoing TCP bearer
establishment.
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Figure 6.2.10.3.1.2.1.1: Terminating example call flow for e2ae security for MSRP where an incoming

TCP bearer establishment triggers an outgoing TCP bearer establishment

The IMS UE B performs an IM S terminating session set-up according to 3GPP TS 23.228 [2], with modifications as
described in 3GPP TS 33.328 [12].

The procedure in the above figure for requesting e2ae security for amedia stream is described step-by-step with an
emphasis on the additional aspectsfor IMS-ALG and IMS-AGW of media protection using TLS.

1

The P-CSCF (IMS-ALG) receives an SDP offer for an MSRP media stream. For each MSRP media stream
offered with transport "TCP/MSRP", if both the IMS UE and P-CSCF (IMS-ALG) indicated support for e2ae-
security for MSRP during registration, the P-CSCF (IMS-ALG) allocates the required resources, includes the
IMS-AGW in the media path and proceeds as specified in this clause.

NOTE 1: An operator can choose to terminate TLS in the IMS-AGW according to the following steps for all media

streams that are signalled in SIP INVITE messages with transport TCP/MSRP, even if the UE did not
indicate support for e2ae security during registration. This can lead to session failures for pre-Rel-12 IMS
UEs or non-IM S UEs due to a mismatch of security parameters sent by the network and expected by the
UE, but on the other hand, it will ensure compatibility with GSMA RCS 5.1 [35, 36], which recommends
to always use e2ae security for MSRP on the terminating | eg.

2.-4. ThelMS-ALG usesthe "Reserve AGW Connection Point" procedure to request atermination for "TCP/TLS"

media (for application-agnostic interworking) or "TCP/TLSYMSRP"' media (for application-aware interworking)
towards the access network. In turn, the IMS-AGW communicates the fingerprint of the certificateit is going to
use for setting up protection for this media stream to the P-CSCF (IMS-ALG). To indicate that the IMS-AGW
shall operate in TCP Proxy mode, the IMS-ALG provides "a=setup:actpass’ attribute. The IMS-ALG setsthe
interlinkage topology on the termination T1 to configure the IMS-AGW to use the TCP connection
establishment request (TCP SY N) received at the termination T1 as atrigger to send a TCP connection
establishment on the termination T2.

NOTE 2: If "a=setup:passive” isreceived in the SDP answer in step 13, the IMS-ALG then needs to setsthe

interlinkage topology on the termination T2 (not depicted)

5.-7. TheIMS-ALG usesthe "Reserve And Configure AGW Connection Point" procedure to request a termination

9.

for "TCP" media (for application-agnostic interworking) or "TCP/ MSRP" media (for application-aware
interworking) towards the core network. To indicate that the IMS-AGW shall operate in TCP Proxy mode, the
IMS-ALG provides "a=setup:actpass" attribute.

The P-CSCF (IMS-ALG) changes the transport from " TCP/ MSRP" to "TCP/TLSMSRP" in the SDP offer, adds
the "a=3ge2ae:applied” SDP attribute and the fingerprint SDP attribute received from the IMS-AGW, and inserts
the address information received from the IMS-AGW.

The P-CSCF (IMS-ALG) forwards the SDP offer.

10. The UE B chooses to become the active party in the TCP connection establishment and sendsa TCP SYN to

establish the TCP connection. If the P-CSCF (IMS-ALG) indicated to the IMS-AGW at step 2 that it shall ignore
any incoming TCP connection establishment requests (TCP SYN), e.g. to enable a remote source transport
address filtering, or if the P-CSCF (IMS-ALG) did not indicate to the IMS-AGW at step 2 that it shall latch onto
the required destination address via the source address/port of the incoming media, the IMS-AGW shall drop the
TCP SYN received from the UE.

If the TCP SYN is not answered before atimer expiry, the UE will send the TCP SYN a second time (step 10).
The IMS-AGW will answer arepeated TCP SY N if it isreceived after step 14 (step 10).

The IMS-AGW answers the TCP SY N and the remote peer completes the TCP connection establishment.

11. The IMS-AGW usesthe TCP SY N received at the termination T1 (at step 10 or step 10' if the TCP SYN is

dropped at step 10) as atrigger to send a TCP SY N towards the core network to establish a TCP connection
(effectively making the IMS-AGW acting as the TCP client towards the core network). The remote peer answers
the TCP SYN and the IMS-AGW completes the TCP connection establishment.

12. Upon completion of the TCP connection establishment, the UE B starts the establishment of the TLS session.

The IMS-AGW needsto wait until step 14 to verify the received fingerprint.

13. The P-CSCF (IMS-ALG) receives the SDP answer. It contains the fingerprint attribute with the UE’s certificate

in accordance to IETF RFC 4975 [25].
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14.-16.The IMS-AL G uses the "Configure AGW Connection Point" procedure to configure the termination towards
the UE B with remote address information. In the remote descriptor, it also provides fingerprint attribute
received from the UE. Thisinstructs the IMS-AGW to verify during the subsequent TL S handshake with the
IMS UE that the fingerprint of the certificate passed by the IMS UE during this TL S handshake matches the
fingerprint passed by the P-CSCF (IMS-ALG) to the IMS-AGW. If the P-CSCF (IMS-ALG) indicated to the
IMS-AGW at step 2 that it shall ignore any incoming TCP connection establishment requests (TCP SYN), the
IMS-ALG indicatesto the IMS-AGW to accept incoming TCP connection establishment (TCP SY N) only from
the indicated remote transport address.

17. The P-CSCF (IMS-ALG) modifies the SDP answer before sending it to the core network. The
P-CSCF (IMS-ALG) setsthe transport to "TCP/ MSRP" and removes the SDP fingerprint attribute.

18. The P-CSCF (IMA-ALG) then sends the updated SDP answer to core network.

6.2.10.3.1.2.2 IMS-ALG requests sending an outgoing TCP bearer establishment

Figure 6.2.10.3.1.2.2.1 shows an example call flow for the terminating session set-up procedures for one MSRP media
stream using e2ae security, where the IMS-AL G requests sending an outgoing TCP bearer establishment.
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Figure 6.2.10.3.1.2.2.1: Terminating example call flow for e2ae security for MSRP where the IMS-ALG
requests sending an outgoing TCP bearer establishment
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The IMS UE B performs an IM S terminating session set-up according to 3GPP TS 23.228 [2], with modifications as
described in 3GPP TS 33.328 [12].

The procedure in the above figure for requesting e2ae security for amedia stream is described step-by-step with an
emphasis on the additional aspectsfor IMS-ALG and IMS-AGW of media protection using TLS.

1. Assteplinfigure6.2.10.3.1.2.1.1.

2.-4. Asseps2-4infigure6.2.10.3.1.2.1.1 with the exception that the IMS-ALG does not set the interlinkage
topology on the termination T1.

5.-7. Assteps7-7infigure 6.2.10.3.1.2.1.1.
8. Asstep8infigure6.2.10.3.1.2.1.1.

9. Asstep9infigure6.2.10.3.1.2.1.1.

10. Asstep 10 in figure 6.2.10.3.1.2.1.1.

NOTE: Theincoming TCP SYN does not trigger the sending of an outgoing TCP SYN, and step 11 in
figure 6.2.10.3.1.2.1.1 thus does not apply.

11. Asstep 12 infigure 6.2.10.3.1.2.1.1.
12. Asstep 13 in figure 6.2.10.3.1.2.1.1.
13.-15.As steps 14-16 in figure 6.2.10.3.1.2.1.1.

16.-18.The IMS-ALG uses the "Configure AGW Connection Point" procedure to configure the termination towards
the core network with the request to establish the TCP connection, in accordance with the information in the
"a=setup” attribute in the SDP answer.

19. The IMS-AGW sendsa TCP SY N towards the core network to establish a TCP connection. The remote peer
answerswith a TCP SYN ACK and the IMS-AGW replies with a TCP ACK, completing the TCP connection
establishment.

20.Asstep 17 infigure 6.2.10.3.1.2.1.1.
21. Asstep 18 infigure 6.2.10.3.1.2.1.1.

6.2.10.3.2 End-to-access-edge security for conferencing (BFCP)
6.2.10.3.2.1 IMS UE originating procedures for e2ae
6.2.10.3.2.1.1 Incoming TCP bearer establishment triggers an outgoing TCP bearer establishment

Figure 6.2.10.3.2.1.1.1 shows the originating session set-up procedures for one or more BFCP media stream(s) using
€2ae security.
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Figure 6.2.10.3.2.1.1.1: Originating example call flow for e2ae security for BFCP where an incoming
TCP bearer establishment triggers an outgoing TCP bearer establishment
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The IMS UE A performsan IM S originating session set-up according to 3GPP TS 23.228 [2], with modifications as
described in 3GPP TS 33.328 [12].

The procedure in the above figure for requesting e2ae security for amedia stream is described step-by-step with an
emphasis on the additional aspectsfor IMS-ALG and IMS-AGW of media protection using TLS.

1. IMSUE A sends an SDP offer for a media stream containing cryptographic information, together with an
"a=3ge2ae:requested” SDP attribute for the BFCP-related SDP m-line, to the P-CSCF (IMS-ALG). For e2ae
protection of BFCP the cryptographic information contained in the SDP offer consists of the fingerprint of the
certificate of IMS UE A in accordance to IETF RFC 4975 [25]. For each media stream that uses transport
"TCPITLSBFCP", the P-CSCF (IMS-ALG) checks for the presence of the "a=3ge2ae:requested” SDP attribute.
If that indication is present and the P-CSCF (IMS-ALG) indicated support of e2ae-security for BFCP during
registration, the P-CSCF (IMS-ALG) allocates the required resources, includes the IMS-AGW in the media path
and proceeds as specified in this clause.

2.-4. ThelMS-ALG usesthe "Reserve AGW Connection Point" procedure to request atermination for "TCP"
media towards the core network. To indicate that the IMS-AGW shall operate in TCP Proxy mode, the IMS-
ALG provides "a=setup:actpass’ attribute. The IMS-ALG sets the interlinkage topology on the termination T2 to
configure the IMS-AGW to use the TCP connection establishment request (TCP SYN) received at the
termination T2 as atrigger to send a TCP connection establishment on the termination T1.

NOTE 1: If "a=setup:passive” isreceived in the SDP answer in step 13, the IMS-ALG then needs to set the
interlinkage topology on the termination T1 (not depicted).

5.-7. TheIMS-ALG usesthe "Reserve And Configure AGW Connection Point" procedure to request atermination
for "TCP/TLS' mediatowards the access network. In the remote descriptor, it provides the IP address, port and
fingerprint attribute received from the UE containing the fingerprint of the UE’s certificate in accordance to
IETF RFC 4975 [25]. Thisinstructs the IMS-AGW to verify during the subsequent TLS handshake with the IMS
UE that the fingerprint of the certificate passed by the IMS UE during this TL S handshake matches the
fingerprint passed by the P-CSCF (IMS-ALG) to the IMS-AGW. In turn, the IMS-AGW communicates the
fingerprint of the certificate it is going to use for setting up protection for this media stream to the
P-CSCF (IMS-ALG). To indicate that the IMS-AGW shall operate in TCP Proxy mode, the IMS-ALG provides
"a=setup:actpass’ attribute.

8. The P-CSCF (IMS-ALG) changes the transport from "TCP/TLSBFCP" to "TCP/BFCP" in the SDP offer,
removes the "a=3ge2ae:requested” SDP attribute and the fingerprint SDP attribute, and inserts the address
information received from the IMS-AGW.

9. The P-CSCF (IMS-ALG) forwards the SDP offer.

10. The remote peer chooses to become the active party in the TCP connection establishment and sendsa TCP SYN
to establish the TCP connection. If the P-CSCF (IMS-ALG) indicated to the IMS-AGW at step 2 that it shall
ignore any incoming TCP connection establishment requests (TCP SYN), e.g. to enable a remote source
transport address filtering, or if the P-CSCF (IMS-ALG) did not indicate to the IMS-AGW at step 2 that it shall
latch onto the required destination address via the source address/port of the incoming media, the IMS-AGW
shall drop the TCP SY N received from the remote peer.

If the TCP SYN is not answered before atimer expiry, the remote peer will send the TCP SYN a second time
(step 10). The IMS-AGW will answer arepeated TCP SY N if it is received after step 14 (step 10').
The IMS-AGW answersthe TCP SYN and the remote peer completes the TCP connection establishment.

11. The IMS-AGW usesthe TCP SY N received at the termination T2 (at step 10 or step 10" if the TCP SYN is
dropped at step 10) as atrigger to send a TCP SY N towards the UE to establish a TCP connection (effectively
making the IMS-AGW acting as the TCP client towards the UE). The UE answersthe TCP SYN and the IMS-
AGW completes the TCP connection establishment.

12. Upon completion of the TCP connection establishment, the UE B starts the establishment of the TLS session.
The IMS-AGW needs to wait until step 14 to verify the received fingerprint.

13. The P-CSCF (IMS-ALG) receives the SDP answer.

14.-16.The IMS-ALG uses the "Configure AGW Connection Point" procedure to configure the termination towards
the core network with remote address information. If the P-CSCF (IMS-ALG) indicated to the IMS-AGW at step
2 that it shall ignore any incoming TCP connection establishment requests (TCP SYN), the IMS-AL G indicates
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to the IMS-AGW to accept incoming TCP connection establishment (TCP SY N) only from the indicated remote
transport address.

NOTE 2: For "a=setup:active" in the SDP answer, these steps could possibly be skipped if the P-CSCF (IMS-ALG)
indicated to the IMS-AGW at step 2 that it shall latch onto the required destination address via the source
address/port of the incoming media, asthe IMS-AGW will then use the address information in the
TCP SYN when replying.

17. The P-CSCF (IMS-ALG) modifies the SDP answer before sending it to the UE A. The P-CSCF (IMS-ALG) sets
the transport to "TCP/TLSBFCP" and includes the fingerprint of the IMS-AGW's certificate in accordance to
IETF RFC 4975 [25].

18. The P-CSCF (IMA-ALG) then sends the updated SDP answer to IMS UE A. After receiving this message IMS
UE A completes the media security setup.

6.2.10.3.2.2 IMS UE terminating procedures for e2ae

6.2.10.3.2.2.1 Incoming TCP bearer establishment triggers an outgoing TCP bearer establishment

Figure 6.2.10.3.2.2.1.1 shows the terminating session set-up procedures for one or more BFCP media stream(s) using
€2ae security.

ETSI



3GPP TS 23.334 version 13.13.0 Release 13 106 ETSI TS 123 334 V13.13.0 (2024-04)

P-CSCF (IMS-ALG) IMS-AGW UE-B
1. SDP offer (c=IP10,
m=P10 TCP/BFCP,
a:setup:actpass) 2. H.248 ADD req (C=?, T=?, m=TCP/TLS,
------------------------------ P> a=setup:actpass, LAddr="?, LPort=?, a=fingerprint?,
interlinkage=[*:TCP:TCP,est], TLS:EstablishBNC)
Reserve AGW @ Create outgoing termination TD
Connection Point
(, Change Through-
Connection) 4. H.248 ADD resp (C=C1, T=T4, LAddr=IP2o0,
P LPort=P20, a=fingerprint.agw)
5. H.248 ADD req (C=C1, T=?, m=TCP,
a=setup:actpass, LAddr=?, LPort=?, RAddr=IP1o0,
RPort=P10)
R d
Cor?ﬁg;\;: XE;W (6. Create incoming termination T2>
Connection Point
(, Change Tr_\rough- 7. H.248 ADD resp (C=C1, T=T,, LAddr=IP2a,
Connection) -~ LPort=P2a, RAddr=IP10, RPort=P10)
(8. Modify SDP offer)
9. SDP offer (c=IP20, m=P20 TCP/TLS/BFCP, a=3ge2pe:applied, a=setup:actpass,
a=fingerprint:agw)
............................................................................................................ >
10. TCP SYN
11. TCP SYN
TCP SYN ACK
TCP SYN ACK
TCP ACK
TCP ACK
12. TLS Setup
13. SDP answer (c=IP1a, m=P1a TCP/TLS/BFCH, a=setup:active, a=fingerprint:ue-b)
< ............................................................................................................
14. H.248 MOD req (C=C1, T=T4, RAddr=IP1a,
RPort=P1a, a=fingerprint:ue-b)
Configure AGW i — . L
Connection Point 65. Configure outgoing termination TD
(, Change Through-
Connection) P 16. H.248 MOD resp (C=C1, T=T,)

67. Modify SDP answeD

18. SDP answer
(c=IP2a, m=P2a TCP/
BFCP, a=setup:active)

10'. TCP SYN
e 11'. TCP SYN
TCP SYN ACK
TCP SYN ACK
meAcy TCP ACK
cPAct 12'. TLS Setup

Figure 6.2.10.3.2.2.1.1: Terminating example call flow for e2ae security for MSRP where an incoming
TCP bearer establishment triggers an outgoing TCP bearer establishment
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The IMS UE B performs an IM S terminating session set-up according to 3GPP TS 23.228 [2], with modifications as
described in 3GPP TS 33.328 [12].

The procedure in the above figure for requesting e2ae security for amedia stream is described step-by-step with an
emphasis on the additional aspectsfor IMS-ALG and IMS-AGW of media protection using TLS.

1. TheP-CSCF (IMS-ALG) receives an SDP offer for an MSRP media stream. For each BFCP media stream
offered with transport "TCP/BFCP", if both the IMS UE and P-CSCF (IMS-ALG) indicated support for e2ae-
security for BFCP during registration, the P-CSCF (IMS-ALG) allocates the required resources, includes the
IMS-AGW in the media path and proceeds as specified in this clause.

2.-4. TheIMS-ALG usesthe "Reserve AGW Connection Point" procedure to request atermination for "TCP/TLS'
media towards the access network. The IMS-AL G configures the IMS-AGW with the request to start the
establishment of the TLS session once the TCP connection is established (effectively making the IMS-AGW
acting asthe TLS client). . To indicate that the IMS-AGW shall operate in TCP Proxy mode, the IMS-ALG
provides "a=setup:actpass' attribute. The IMS-ALG sets the interlinkage topology on the termination T1 to
configure the IMS-AGW to use the TCP connection establishment request (TCP SYN) received at the
termination T1 as atrigger to send a TCP connection establishment on the termination T2.

The IMS-AGW communicates the fingerprint of the certificate it is going to use for setting up protection for this
media stream to the P-CSCF (IMS-ALG).

NOTE: If "a=setup:passive” isreceived in the SDP answer in step 13, the IMS-ALG then needs to setsthe
interlinkage topology on the termination T2 (not depicted)

5.-7. TheIMS-ALG usesthe "Reserve And Configure AGW Connection Point" procedure to request atermination
for "TCP" mediatowards the core network. To indicate that the IMS-AGW shall operate in TCP Proxy mode,
the IMS-ALG provides "a=setup:actpass" attribute.

8. The P-CSCF (IMS-ALG) changes the transport from "TCP/ BFCP" to "TCP/TLS/BFCP" in the SDP offer, adds
the "a=3ge2ae:applied” SDP attribute and the fingerprint SDP attribute received from the IMS-AGW, and inserts
the address information received from the IMS-AGW.

9. The P-CSCF (IMS-ALG) forwards the SDP offer.

10. The UE B chooses to become the active party in the TCP connection establishment and sendsa TCP SYN to
establish the TCP connection. If the P-CSCF (IMS-ALG) indicated to the IMS-AGW at step 2 that it shall ignore
any incoming TCP connection establishment requests (TCP SYN), e.g. to enable a remote source transport
address filtering, or if the P-CSCF (IMS-ALG) did not indicate to the IMS-AGW at step 2 that it shall latch onto
the required destination address via the source address/port of the incoming media, the IMS-AGW shall drop the
TCP SYN received from the UE.

If the TCP SY N is not answered before atimer expiry, the UE will send the TCP SYN a second time (step 10).
The IMS-AGW will answer arepeated TCP SY N if it isreceived after step 14 (step 10).
The IMS-AGW answers the TCP SY N and the remote peer completes the TCP connection establishment.

11. The IMS-AGW sendsa TCP SY N towards the core network to establish a TCP connection. The remote peer
answers the TCP SYN and the IMS-AGW compl etes the TCP connection establishment.

12. Upon completion of the TCP connection establishment, the IMS-AGW starts the establishment of the TLS
session. The IMS-AGW needs to wait until step 14 to verify the received fingerprint.

13. The P-CSCF (IMS-ALG) receives the SDP answer. It contains the fingerprint attribute with the UE"s certificate
in accordance to IETF RFC 4975 [25].

14.-16.The IMS-AL G uses the "Configure AGW Connection Point" procedure to configure the termination towards
the UE B with remote address information. In the remote descriptor, it also provides fingerprint attribute
received from the UE. Thisinstructs the IMS-AGW to verify during the TL S handshake with the IMS UE (see
step 12) that the fingerprint of the certificate passed by the IMS UE during this TL S handshake matches the
fingerprint passed by the P-CSCF (IMS-ALG) to the IMS-AGW. If the P-CSCF (IMS-ALG) indicated to the
IMS-AGW at step 2 that it shall ignore any incoming TCP connection establishment requests (TCP SYN), the
IMS-ALG indicates to the IMS-AGW to accept incoming TCP connection establishment (TCP SYN) only from
the indicated remote transport address.

17. The P-CSCF (IMS-ALG) modifies the SDP answer before sending it to the core network. The
P-CSCF (IMS-ALG) setsthe transport to "TCP/ BFCP"' and removes the SDP fingerprint attribute.
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18. The P-CSCF (IMS-ALG) then sends the updated SDP answer to core network.
6.2.104 End-to-access-edge security for UDP based media using DTLS

6.2.10.4.1 General

The IMS-ALG and the IMS-AGW may support e2ae security for the UDP based mediausing DTL S and certificate
fingerprints.

The following clauses describe extensions to the 1q signalling procedures and their interactions with SIP signalling in
the control plane and with user plane proceduresiif the e2ae security for the UDP based mediausing DTLS and
certificate fingerprintsis supported by the IMS-ALG and the IMS-AGW and if the IMS-ALG indicated support of e2ae
security for the UDPTL using DTLS and certificate fingerprints during registration.

6.2.10.4.2 Session establishment from IMS access network for T.38 fax using
"UDP/TLS/UDPTL"

Upon receipt of an SDP offer from the IMS access network containing T.38 fax media using the "UDP/TLS/UDPTL"
transport protocol with the associated:

- 3ge2ae SDP attribute, as defined in 3GPP TS 24.229 [11], with avalue "requested”;

fingerprint SDP attribute(s) as defined in IETF RFC 8122 [80];
- DTLSassociation identity SDP attribute "a=tls-id" defined in IETF RFC 8842 [81]; and
- setup SDP attribute as defined in IETF RFC 4145 [30];

the IMS-ALG shall:

- check the received value of the setup SDP attribute to determine if the IMS-AGW needsto act asDTLS client or
DTLS server. When the received value is equal to:

a) "active" the IMS-AGW needsto act asDTLS server;

b) "passive" the IMS-AGW needsto act asDTLSclient; or

C) "actpass' the IMS-ALG shall decideif the IMS-AGW needsto act asDTLSclient or DTLS server;
- when reserving the transport addresses/resources towards the IM S access network:

a) indicatetothe IMS-AGW "UDP/DTLS" astransport protocol;

b) if theIMS-AGW needsto act asDTLS client, include the Establish (D)TLS session information element to
request the IMS-AGW to start the DTL S session setup;

¢) includethe Notify (D)TLS session establishment Failure Event information element to request the IMS-
AGW to report the unsuccessful DTLS session setup;

d) include the Remote certificate fingerprint information element with the value of the received fingerprint SDP
attribute(s); and

€) includethe Loca certificate fingerprint Request information element to request the certificate fingerprint of
the IMS-AGW;

- indicate to the IMS-AGW "UDP" as transport protocol when reserving the transport addresses/resources towards
the IMS core network; and

- remove the setup SDP attribute and indicate the transport protocol "UDPTL" in the SDP offer towardsthe IMS
core network.

Upon receipt of an SDP answer from the IMS core network, the IMS-ALG shall:

- inthe"m=" lineindicating T.38 fax using UDPTL, change the transport protocol to "UDP/TLS/UDPTL";

ETSI



3GPP TS 23.334 version 13.13.0 Release 13 109 ETSI TS 123 334 V13.13.0 (2024-04)
- insert the fingerprint SDP attribute with the value of the Local certificate fingerprint information element
received from the IMS-AGW;,
- insert the "a=tls-id" SDP attribute containing a new DTLS association identity; and
- insert the setup SDP attribute with the value:
a) "active" if the IMS-ALG requested the IMS-AGW to act as DTLS client; or
b) "passive" if the IMS-AGW shall take the DTLS server role.

The message sequence chart shown in the figure 6.2.10.4.2.1 gives an example of a session establishment from the IMS
access network with an emphasis on the additional aspects for the IMS-ALG and the IMS-AGW for the e2ae protection
of the T.38 fax mediausing UDPTL over DTLS.
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IMS-ALG IMS-AGW
1. SDP offer (c=IP1o, m=P1o UDP/
TLS/UDPTL, a=3ge2ae:requested,
a=setup:actpass, a=fingerprint:cue-a,
a=tls-id:ueanew1)
------------------------- P> 2. H.248 ADD req (C=?, T=?, m=UDP, LAddr=?,
LPort="?)
e >
Reserve AGW . N
Connection Point @ Create outgoing termination T;
(, Change Through- 3
Connection) 4. H.248 ADD resp (C:C]., T:Tz, LAddI’:|P20,
LPort=P20)
L -

(5. Modify

SDP offer)

Configure AGW
Connection Point
(, Change Through-
Connection)

6. SDP offer (c=IP20, m=P20 udptl)

8. H.248 MOD req (C=C1, T=T,, RAddr=IP1a,
RPort=P1la)

-

@. Configure outgoing t

ermination T;

10. H.248 MOD resp (C=C1, T=T))
-

11. H.248 ADD req (C=C1, T=?, m=UDP/DTLS,
Est DTLS, Notify_DTLS_Est failure, LAddr=?,
LPort=?, a=fingerprint?, RAddr=IP1o, RPort=P1lo0,

~ | a=fingerprint:cue-a) >
Reserve and Configure GZ. Create incoming termination TD
AGW Connection Point <
(, Change Through- 13. H.248 ADD resp (C=C1, T=T;, LAddr=IP2a,
Connection) LPort=P2a, a=fingerprint:cagw, RAddr=IP1o0,
RPort=P10)
\ [
14. DTLS ClientHello
-« — — - = — . — . —. —_, e e — — — — —
15. Remaining|messages of DTLS handshake
< ................. — e i e i b e b o  — m— _>

@6. Modify SDP answe)

17. SDP answer (c=IP2a, m=P2a
UDP/TLS/UDPTL, a=setup:active,
a=fingerprint.cagw, a=tls-id:algnew1)

Figure 6.2.10.4.2.1: Session setup from the IMS access network with e2ae protection of T.38 fax
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6.2.10.4.3 Session establishment towards IMS access network for T.38 fax using
"UDP/TLS/UDPTL"

Upon receipt of an SDP offer from the IMS core network containing T.38 fax media using the "UDPTL" transport
protocol the IMS-ALG shall:

- when reserving the transport addresses/resources towards the IM S access network:
a) indicateto the IMS-AGW "UDP/DTLS" as transport protocol;

b) include the Notify (D)TLS session establishment Failure Event information element to request the IMS-
AGW to report the unsuccessful DTLS session setup; and

NOTE 1. The I MS-ALG may omit thisinformation element when reserving resources and instead send it to the
IMS-AGW when modifying the resources towards the IM S access network.

¢) includethe Loca certificate fingerprint Request information element to request the certificate fingerprint of
the IMS-AGW; and

- when reserving the transport addresses/resources towards the IMS core network indicate to the IMS-AGW
"UDP" astransport protocol.

- modify the SDP offer that will be sent to the IMS access network by:
- inthe"m="lineindicating T.38 fax using UDPTL, changing the transport protocol to "UDP/TLS/UDPTL";
- inserting the 3ge2ae SDP attribute, as defined in 3GPP TS 24.229 [11], with avalue "applied”;

- inserting the fingerprint SDP attribute, as defined in IETF RFC 8122 [80], with the value of the Local
certificate fingerprint information element received from the IMS-AGW,

- inserting the "tls-id" SDP attribute with the new DTLS association identity; and
- inserting the setup SDP attribute, as defined in IETF RFC 4145 [30], e.g. with the value "actpass'.

NOTE 2: Alternatively, the IMS-ALG can set the value of the setup SDP attribute to "active” if the IMS-ALG
wants that the IMS-AGW providesthe DTLS client role or to "passive” if the IMS-ALG wants that the
IMS-AGW providesthe DTLS server role e.g. for NAT traversal.

Upon receipt of an SDP answer from the IMS access network containing T.38 fax media using the "UDP/TLS/UDPTL"
transport protocol with the associated fingerprint and setup SDP attributes, the IMS-ALG shall:

- check the value of the received setup SDP attribute to determine if the IMS-AGW needsto act asDTLS client or
DTLS server. When the received value is equal to:

a) "active" the IMS-AGW needsto act asDTLS server; or
b) "passive" the IMS-AGW needsto act asDTLS client;
- when modifying the transport addresses/resources towards the IM S access network:

a) if theIMS-AGW needsto act asDTLSclient, include the Establish (D)TLS session information element to
request the IMS-AGW to start the DTLS session setup;

b) include the Remote certificate fingerprint information element with the value of the received fingerprint SDP
attribute(s); and

¢) if not already provided, include the Notify (D) TLS session establishment Failure Event information element
to request the IMS-AGW to report the unsuccessful DTLS session setup; and

- remove the setup SDP attribute and indicate the transport protocol "UDPTL" in the SDP answer sent towards the
IMS core network.

The message sequence chart shown in the figure 6.2.10.4.3.1 gives an example of a session establishment towards the
IMS access network with an emphasis on the additional aspects for the IMS-ALG and the IMS-AGW for the e2ae
protection of the T.38 fax media using UDPTL over DTLS.
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NOTE 3: Inthe shown example it is assumed that the IMS-AL G requested the IMS-AGW at step 2 to latch onto the
address of the received media packets to determine the corresponding destination address. Otherwise, the
DTLS ClientHello message received at the step 10 will be dropped until the IMS-AGW receives a
repeated DTLS ClientHello message after the step 13.

IMS-ALG IMS-AGW
1. SDP offer (c=IP1lo,
m=Ploudpth = ... p»| 2. H.248 ADD req (C=?, T=?, m=UDP/DTLS,
Notify_DTLS_Est failure, LAddr=?, LPort=?,
a=fingerprint?)
-
Reserve AGW ) L
Connection Point (3 Create outgoing termination TD
(, Change Through-
Connection) 4. H.248 ADD resp (C=C1, T=T;, LAddr=IP20,
LPort=P20, a=fingerprint:cagw)
-
5. H.248 ADD req (C=C1, T=?, m=UDP, LAddr=2,
LPort=?, RAddr=IPlo, RPort=P10)
-
Reserve and
Configure AGW (6. Create incoming termination T2>
Connection Point
(; Change Through- 7. H.248 ADD resp (C=C1, T=T,, LAddr=IP2a,
Connection) < LPort=P2a, RAddr=IP10, RPort=P10)

(8. Modify

SDP offer>

Configure AGW
Connection Point
(, Change Through-
Connection)

9. SDP offer (c=IP20, m=P20 UDP/TLS/UDPTL, a=3ge
a=setup:actpass, a=fingerprint.cagw, a=tls-id:algnew1)

12. SDP answer (c=IP1a, m=Pla UDP/]
a=fingerp

13. H.248 MOD req (C=C1, T=T;, RAddr=IP1a,

RPort=P1la, a=fingerprint:cue-b)
-

Pae:applied,

11. Remaining messages
of DTLS handshake

[LS/UDPTL, a=setup:active,
int.cue-b, a=tls-id:uebnewl)

(14. Configure outgoing termination TD

15. H.248 MOD resp (C=C1, T=T,)
<

(16. Modify SDP answeD

17. SDP answer
(c=IP2a, m=P2a udptl)

Figure 6.2.10.4.3.1: Session setup towards the IMS access network with e2ae protection of T.38 fax
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6.2.10.4.4 IMS-AGW procedure for e2ae security of T.38 fax using "UDP/TLS/UDPTL"
The IMS-AGW shall:

- upon reception of the Local certificate fingerprint Request information element, select an own certificate for the
T.38 fax media stream, uniquely associate the own certificate with the T.38 media stream, and send to the IMS-
ALG the Local certificate fingerprint information element with the fingerprint of the own certificate;

- uniquely associate the value of the Remote certificate fingerprint information element, received from the IMS-
ALG, with the corresponding T.38 fax media stream;

- takeaDTLS server role and be prepared to receive a DTLS ClientHello message from the served UE;

- upon reception of the Establish (D)TL S session information element, take a DTLS client role and start DTLS
session establishment by sending the DTLS ClientHello message to the served UE; and

- verify during the subsequent DTLS handshake with the served UE (as described in IETF RFC 7345 [33] and
IETF RFC 8842 [81]) that the fingerprint of the certificate passed by the served UE during DTLS handshake
matches the value of the Remote certificate fingerprint information element received from the IMS-ALG:

a) if the verification fails, the IMS-AGW shall regard the remote DTLS endpoint as not authenticated, terminate
the DTLS session and as specified in clause 6.2.10.4.5, shall report the unsuccessful DTL S session setup to
the IMS-ALG; or

b) if the verification succeeds, the IMS-AGW shall continue with DTLS session setup and whenthe DTLS
session is established, the IMS-AGW shall be prepared to receive and convert the protected media from the
served UE to the unprotected mediato be sent to the core network and vice versa.

6.2.10.4.5 DTLS session establishment failure indication

The IMS-AGW shall use a Notify (D)TLS session establishment Failure Indication procedure to report DTLS session
establishment related failures.

The figure 6.2.10.4.5.1 shows the message sequence chart example when the IMS-AGW reports the unsuccessful DTLS
session setup to the IMS-ALG.

IMS-ALG IMS-AGW

Detection of DTLS
session establishment
failure

H.248 NOTIFY req [(D)TLS session
establishment Error Indication] (C=C1, T=Tj,
< cause=DTLS_establishment_error)

Notify (D)TLS session

establishment Failure )
Indication H.248 NOTIFY resp [(D)TLS session

establishment Error Indication] (C=C1)

Figure 6.2.10.4.5.1: DTLS session establishment failure indication
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6.2.10.5 End-to-access-edge security for RTP based media using DTLS-SRTP

Editor's Note: There are two served user instances of the DTLS service within WebRTC: the data channel and the
key exchange for SRTP. Thus, there are either two DTL S connections behind asingle DTLS session, or
two separate DTL S sessions.

The procedures are similar to that of clause 6.2.1 apart from the IMS-AL G optionally requesting the el MS-AGW to
provide IMS media plane security using DTLS.

Upon receipt of an SDP offer from the IMS access network, the IMS-ALG shall:

- check the received value of the setup SDP attribute to determine if the IMS-AGW needsto act asDTLS client or
DTLS server. When the received value is equal to:

a) "active" the IMS-AGW needsto act asDTLS server;
b) "passive' the IMS-AGW needsto act as DTLS client; or
c) "actpass' the IMS-ALG shall decideif the IMS-AGW needsto act asDTLS client or DTLS server;

- if thereceived SDP offer contains "a=tls-id" media-level SDP attribute (as specified in IETF RFC 8842 [81]),
create anew DTL S association identity;

- when reserving the transport addresses/resources towards the IM S access network:
a) indicateto theelMS-AGW "UDP/TLSRTP/SAVP" or "UDP/TLSRTP/SAVPF" as transport protocol;

b) include the Remote certificate fingerprint information element with the value of the received fingerprint SDP
attribute from the WIC;

¢) includethe Loca certificate fingerprint Request information element to request the certificate fingerprint of
the eMS-AGW; and

d) if theIMS-AGW needsto act as DTLS client, include the Establish (D) TLS session information element to
request the IMS-AGW to start the DTL S session setup;

- indicatetothe eIMS-AGW "RTP/AVP" or "RTP/AVPF" over UDP as transport protocol when reserving the
transport addresses/resources towards the IM S core network; and

- remove the setup SDP attribute and indicate the transport protocol "RTP/AVP" in the offer towards the IMS core
network.

Upon receipt of an SDP answer from the IMS core network, the IMS-ALG shall:

- inthe"m="lineindicating the use of SRTP, change the transport protocol to "UDP/TLS/RTP/SAVP" or
"UDP/TLS/RTP/SAVPF";

- insert the fingerprint SDP attribute with the value of the Local certificate fingerprint information element
received from the elMS-AGW,

- insert the "a=tls-id" SDP attribute containing a new DTLS association identity; and
- insert the setup SDP attribute with the value:
a) "active" if the IMS-ALG requested the IMS-AGW to act as DTLS client; or
b) "passive" if the IMS-AGW shall take the DTLS server role.
Figure 6.2.10.5.1 shows the message sequence chart example of WIC originated procedure using DTLS-SRTP.

NOTE 1: Below establishment procedures are based on the assumption that there wasn't yet any DTLS procedure
triggered from WebRTC data channel side.
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IMS-ALG IMS-AGW

1. SDP offer (c=IP1o, m=P1o UDP/
TLS/RTP/SAVP, a=setup:actpass,
a=fingerprintWIC-a, a=tls-

Jid:wicanewl) L., p-| 2-H:248 ADD req (C=?, T=?, m=RTP/AVP, LAddr=?,
~ | LPort=?)
-
Reserve AGW - —
Connection Point y @ Create outgoing termination T}
(, Change Through-
Connection) 4. H.248 ADD resp (C=C1, T=T,, LAddr=IP20,
LPort=P20)
L [

(5. Modify SDP offer)

6. SDP offer (c=IP20, m=P20 RTP/AVP)

.............................................. >
7. SDP answer (c=IP1la, m=P[la RTP/AVP)
4 ..............................................
8. H.248 MOD req (C=C1, T=T,, RAddr=IP1a,
RPort=P1a)
-
Configure AGW
Connection Point @ Configure outgoing termination T;
(, Change Through-
Connection) 10. H.248 MOD resp (C=C1, T=Ty)
-
11. H.248 ADD req (C=C1, T=?, m=UDP/
TLS/RTP/SAVP, Est_DTLS,
Notify_DTLS_Est failure, LAddr=?, LPort=?,
a=fingerprint?, RAddr=IP1o, RPort=P10,
a=fingerprintWIC-a
Reserve and Configure @2. Create incoming termination TD
AGW Connection Point <
( Change Through- 13. H.248 ADD resp (C=C1, T=T,, LAddr=IP2a,
Connection) LPort=P2a, a=fingerprint.eIMS-AGW-a, RAddr=IP1o0,
RPort=P10)
\ [

64. Modify SDP answeD

15. SDP answer (c=IP2a, m=P2a
UDP/TLS/RTP/SAVP, a=setup:active,
a=fingerprint.eIMS-AGW-a,
a=tls-id:algnew1)

4 ........................
16. DTLS ClientHello
- — - — — — —— S —
17. Remaining|messages of DTLS handshake
4 ................. — e i e i b e b o  — m— _>

Figure 6.2.10.5.1: WIC originated procedure using DTLS-SRTP
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NOTE 2: The WIC may receive the ClientHello prior the SDP answer, thus the handshake might be initiated, but
the handshake will not complete until the SDP answer has been received by the WIC.

Upon receipt of an SDP offer from the IM S core network using the "RTP/AVP" or "RTP/AVPF" over UDP as transport
protocol the IMS-ALG shall:

- when reserving the transport addresses/resources towards the IM S access network:
a) indicatetothe elMS-AGW "UDP/TLS/RTP/SAVP" or "UDP/TLSRTP/SAVPF" as transport protocol; and

b) include the Local certificate fingerprint Request information element to request the certificate fingerprint of
theelMS-AGW;

- when reserving the transport addresses/resources towards the IM S core network indicate to the el MS-AGW
"RTP/AVP' or "RTP/AVPF" over UDP as transport protocol; and

- modify the SDP offer that will be sent to the IMS access network by:

a inthe"m="linethat isindicating the use of SRTP, changing the transport protocol to
"UDP/TLSRTP/SAVP" or "UDP/TLSRTP/SAVPF";

b) inserting the fingerprint SDP attribute with the value of the Local certificate fingerprint information element
received from the elMS-AGW,

¢) inserting the "tls-id" SDP attribute with the new DTLS association identity; and
d) inserting the setup SDP attribute, as defined in IETF RFC 4145 [30], with the value "actpass'.

Upon receipt of an SDP answer from the IM S access network containing the use of the "UDP/TLS/RTP/SAVP" or
"UDPITLS/RTP/SAVPF" transport protocol with the associated fingerprint and setup SDP attributes, the IMS-ALG
shall:

- check the value of the received setup SDP attribute to determine if the IMS-AGW needsto act asDTLS client or
DTLS server. When the received value is equal to:

a) "active" the IMS-AGW needsto act asDTLS server; or
b) "passive" the IMS-AGW needsto act as DTLS client;
- when modifying the transport addresses/resources towards the IM S access network:

a) if theIMS-AGW needsto act asDTLSclient, include the Establish (D) TLS session information element to
request the IMS-AGW to start the DTLS session setup;

b) include the Remote certificate fingerprint information element with the value of the received fingerprint SDP
attribute; and

¢) if not already provided, include the Notify (D) TLS session establishment Failure Event information element
to request the IMS-AGW to report the unsuccessful DTLS session setup; and

- remove the setup SDP attribute and indicate the transport protocol "RTP/AVP" in the SDP answer towards the
IMS core network.

The message sequence chart shown in the figure 6.2.10.5.2 shows the message sequence chart example of WIC
terminated procedure using DTLS-SRTP.
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IMS-ALG IMS-AGW

1. SDP offer (c=IP1o,
_m=Plo RTP/AVP) p-| 2. H.248 ADD req (C=?, T=?, m=UDP/DTLS,
Notify DTLS_Est_failure, LAddr=?, LPort="?,
a=fingerprint?)

(" >

Reserve AGW
Connection Point
(, Change Through- <
Connection)

@. Create outgoing termination TD

4. H.248 ADD resp (C=C1, T=T,, LAddr=IP20,
LPont=P20, a=fingerprint:eIMS-AGW-b)

_ [

5. H.248 ADD req (C=C1, T=?, m=UDP, LAddr=2,
LPort=?, RAddr=IP10, RPort=P10)

-
Reserve and
Configure AGW (6. Create incoming termination TD
Connection Point
(, Change Through- 7.H.248 ADD resp (C=C1, T=T,, LAddr=IP2a,
Connection) LPort=P2a, RAddr=IP10, RPort=P10)

<

(8. Modify SDP offer)

9. SDP offer (c=IP20, m=P20 UDP/TLS/RTP/SAVP, a=setup:actpass,
a=fingerprint.eIMS-AGW-b, a=tls-id:algnew1)

10. SDP answer (c=IP1la, m=Pla UDP/TLS/RTP/SAVP, a=setup:active,
a=fingerplint: WIC-b, a=tls-id:wicbnew1l)

11. H.248 MOD req (C=C1, T=T;, RAddr=IP1a,
RPort=P1a, a=fingerprint:WIC-b)

-
Configure AGW
Connection Point (12. Configure outgoing termination TD
(, Change Through-
Connection) 13. H.248 MOD resp (C=C1, T=T))
g
14. DTLS ClientHello
- — - — === —
15. Remaining messages of
<16. Modify SDP answeD {— DTLS handshake —>

17. SDP answer (c=IP2a,
m=P2a RTP/AVP)

Figure 6.2.10.5.2: WIC terminated procedure using DTLS-SRTP
NOTE 3: The el MS-AGW might receive the ClientHello prior receiving the MOD-request, but the DTLS

handshake will not finish before the MOD-request (more specific: the fingerprint from WIC-b) has been
received.
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6.2.10.6 End-to-access-edge security for WebRTC data channels using SCTP-over-
DTLS transport

6.2.10.6.1 General

The reguirements on eP-CSCF (IMS-ALG) and elMS-AGW for the procedures to establish WebRTC data channels are
specified in clause 5.20.2.

The following clauses describe extensions to the 1q signalling procedures and their interactions with SIP signalling in
the control plane and with user plane procedures if the e2ae security for the WebRTC data channels using "SCTP over
DTLS" issupported by the eP-CSCF (IMS-ALG) and the elMS-AGW.

All message sequence chartsin this clause are examples. The example high-level H.248 context model is defined in
Figure 6.2.1.1 and further detailed below.

6.2.10.6.2 Call flow for data channel establishment from WIC towards IMS access network
and MSRP session establishment

Support of multiple WebRTC data channels per WebRTC calls implies support of so called H.248 stream grouping.
Figure 6.2.10.6.2.1 shows an example H.248 Context model for aWebRTC call with unbundled audio and video, and
with multiple data components.

Use case: unbundled audio & video + multiple data

_--—-TerminationState descriptor:

; groupse( "SCTP2,...")
media & transport ,'/
/ unmultiplexed J H.248 Context C4
/ RTP "session" T T,
\ audio/SRTP /S\ ””” WF audio” | @ audio/(S)RTP
video/SRTP @ IWF video" @ video/(S)RTP

Data channels (DC) realized
by SCTP streams: ._

IM(text)/DC_ ) —— enpe e\ IM(text)/MSRP/TCP
e e s i IWF "MSRP" @
/D N N
Nt L
Transport "SCTP/ @ e BN
g 1 >~
DTLS/L4/1P S;: Shared use of "SCTP association  *~44 ocalControl descriptor:
SG over DTLS connection over|L4/IP" strdeagg(2,...)
2P ) by S, toS,. ’
ffffffffffffffffffffffff WebRTC domain i non-WebRTC domain------------------
Legend: — real traffic———— @ component Stream or legacy Stream
DC (WebRTC) Data Channel . .
SG  (H.248) Stream Group " logical traffic — — — —. (5) (de-)aggregation Stream

Figure 6.2.10.6.2.1: eIMS-AGW — H.248 Context model for WebRTC gateway inclusive H.248 Stream
Group for WebRTC data components

The example flow in this clause focuses on the WebRTC data channel part only. Thus, only H.248 Streams S1 (for
deaggregation of multiple data channels) and S2 (for MSRP traffic) are indicated subsequently.

Figure 6.2.10.6.2.2 shows the message sequence chart example for the WIC originated procedure to establish a
WebRTC MSRP data channel using SCTP-over-DTL S transport.
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WIC-A IMS-ALG e-IMS-AGW

1. SDP offer (c=IP1o,

m= application P1o UDP/DTLS/SCTP webrtc-
datachannel, a=max-message-size:UE-Sa,
a=sctp-port:UE-Pa, a=setup:actpass,
a=tls-id:wic-x, a=fingerprint:UE-a,
a=dcmap:SCTPstreamID-a subprotocol=MSRP,
a=dcsa:SCTPstreamlD-a msrp-cema,

a=dcsa:SCTPstreamlID-a setup=actpass, 2. H.248 ADD req (C=?, T=?, Stream=2 ( Local
a=dcsa:SCTPstreamlD-a path:path-a) p-| (LAddr=2, LPort=?, m=TCP)))
................................ >
Reserve IMS (3. Create outgoing termination T2>
Resources

4. H.248 ADD resp (C=C1, T=T,, Stream=2 ( Local
SLrAddr:IPZO, LPort=P20) ))

(5. Modify SDP offer)

6. SDP offer (c=IP20, m=P20 TCP/MSRP, a=setup:actpass,
a=msrp-cema, a=path:path-a)

........................................... o
7. SDP answer (c=IP1la, m=Pla TCP/MSRP, a=setup:active,
a=msrp-cema, a=path:path-b)
T T
8. H.248 MOD req (C=C1, T=T,, Stream=2 (Remote

(RAddr=IP1a, RPort=P1a) ) )

Ll
Configure IMS <9 Configure outgoing termination TD
Resources 10. H.248 MOD resp

£=Cl, T=T,)

11. H.248 ADD req (C=C1, T=?, groupse =['SCTP 2"]
Stream=1 ( strdeagg=[2]

Remote (RAddr=IPlo, RPort=P10, m=UDP/DTLS/
SCTP webrtc-datachannel, a=max-message-size:UE-
Sa, a=sctp-port:UE-Pa, a=fingerprint:UE-a,
a=dcmap:SCTPstreamID-a subprotocol=-MSRP)

Local (Est_DTLS, Notify_ DTLS_Est_failure, LAddr=2,
LPort=?, a=fingerprint?, m=UDP/DTLS/SCTP, a=sctp-
port?, a=max-message-size?,
a=dcmap:SCTPstreamID-a subprotocol=MSRP))
Stream=2 (sctpid=SCTPstreamID-a)

Signal (Est_DTLS, Est_SCTP)

~ | Events (Detreset("accept”) ) ) -

<12. Create incoming termination TD

Reserve and Configure
IMS Resources < 13. H.248 ADD resp (C=C1, T=Ty,
Stream=1 ( Local (LAddr=IP2a, LPort=P2a,
a=fingerprint:IMS-AGW-a, a=sctp-port:IMS-AGW-Pa,
a=max-message-size:IMS-AGW-Sa) ) )
15. SDP answer (c=IP2a, m=application P2a \_ -
UDP/DTLS/SCTP webrtc-datachannel,
a=max-message-size:IMS-AGW-Sa,
a=sctp-port:IMS-AGW-Pa,
a=setup:active, a=tls-id:alg-y,
a=fingerprint:IMS-AGW-a,
a=dcmap:SCTPstreamID-a subprotocol=MSRP,
a=dcsa:SCTPstreamID-a msrp-cema,
a=dcsa:SCTPstreamID-a setup:active,
a=dcsa:SCTPstreamlID-a path:path-b)

(14. Modify SDP answer)

< ................................ 16. DTLS ClientHello
4. ..............................................
17. Remaining messages of DTLS handshake
. E e e B i —
18. SCTP association estabilishment
. E e e B i —

Figure 6.2.10.6.2.2: WIC originated procedure for WebRTC data channel establishment and MSRP
stream establishment
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The IMS UE A embedded WIC-A performs an IMS originating session set-up according to 3GPP TS 23.228 [2] with
modifications for support of WebRTC service control.

The procedure in the above figure for requesting an M SRP profiled WebRT C data channel is described step-by-step
with an emphasis on the additional aspects for eP-CSCF (IMS-ALG) and elMS-AGW with regards to the creation of an
H.248 Context for interworking M SRP-over-DC to M SRP-over-TCP:

1

2.

5.

6.

7.

IMS UE-A (WIC-A) sends an SDP offer for an MSRP WebRTC data channel. A new "SCTP association over
DTLS association " is reguested.

- 4. The eP-CSCF (IMS-ALG) uses the "Reserve AGW Connection Point" procedure to request a termination and

H.248 Stream '2' for "M SRP-over-TCP" media towards the core network.

The eP-CSCF (IMS-ALG) modifies the SDP offer to offers TCP transport for MSRP, and to requests the remote
peer to select the TCP setup direction.

The eP-CSCF (IMS-ALG) forwards the SDP offer.

—10. The configuration of core network side H.248 Stream endpoint Sy/T» is completed based on the received

SDP answer (7).

11. The eP-CSCF (IMS-ALG) uses the "Reserve and Configure AGW Connection Point" procedure to request a

termination inclusive an H.248 Stream Group for WebRTC DC traffic. The eP-CSCF (IMS-ALG) uses an H.248
Context model with H.248 Stream grouping as required for WebRTC DC support. The Stream Group (SG)
configurations according to Figure 6.2.10.6.2.1 is applied: The eP-CSCF (IMS-ALG) decidesto assign H.248
Streaml D value '1' to the H.248 deaggregation stream and to use H.248 StreamiD value '2' for the WebRTC data
channel. The following aspects should be emphasi zed:

a) H.248 deaggregation stream (Sy):
- covers the protocol stack segment " SCTP Association over DTLS connection over L4/1P*;
- the 'UDP isindicated as L4 protocol;
- the SDP information related to the underlying | CE proceduresis omitted in the abstracted ADD.req
command;
- the deaggregation stream embedded SDP covers the attributes for configuration of the SCTP Association;

b) H.248 component stream (S):
- covers the upper protocol levels of the logical DC and the IP application layer (here 'MSRP);

c) DTLS session/DTLS association establishment:
- an outgoing establishment procedure is enabled ("which will be executed by the eMS-AGW after
successful L4 connectivity");

d) SCTP association establishment:
- both, an incoming and outgoing establishment procedure is enabled ("in order to emulate "SCTP
simultaneous open” behaviour");
- the el MS-AGW would start to send an SCTP INIT chunk as soon asthe DTLS connection is "data transfer
ready” (see step 16);

€) Preparation of DC release already in DC establishment phase:
- Background: DC releaseis based on SCTP Association level SCTP Stream reset procedures. Incoming reset
reguests could be either autonomously handled by the elMS-AGW or explicitly controlled by the eP-
CSCF (IMS-ALG).
- The activation of a notification mechanism is required in any case (indicating the autonomous behaviour by
the default value ‘accept’ of the correspondent event parameter).

12./13.The eIMS-AGW confirms the successful creation and configuration of the requested H.248 Stream Group for

WebRTC DC traffic.

14./15.The eP-CSCF (IMS-ALG) then sends the updated SDP answer to the IMS UE-A embedded WIC-A.

NOTE: Infigure6.2.10.6.2.2. "a=dcmap" does not contain priority information and the default priority thus

applies.
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6.2.10A IMS end-to-end Media Plane Security

6.2.10A.1 End-to-end security for RTP based media using SDES

This procedure isidentical to that of clause 6.2.1 apart from the IMS-ALG providing "RTP/SAVP" or "RTP/SAVPF",
asreceived in the SDP, to the IMS-AGW as transport protocol and not providing any other media related information to
the corresponding terminations, and configuring the IMS-AGW to pass media transparently.

The IMS-ALG shall forward the SDP with unmodified transport protocol for those media lines and unmodified SDES
SDP attribute(s).
6.2.10A.2  End-to-end security for TCP-based media using TLS

This procedureisidentical to that of clause 6.2.1 apart from the IMS-ALG providing "TCP" to the IMS-AGW as
transport protocol and not providing any TL S related information nor any other media related information to the
corresponding terminations, and configuring the IMS-AGW to pass media transparently.

The IMS-ALG shall forward the SDP with unmodified transport protocol for those media lines and unmodified TLS
related SDP attribute(s).

NOTE: End-to-end security for TCP-based media using TLS is hot supported between two terminals being
located behind firewal|[SNATS.
6.2.11 Change Through-Connection

The Change Through-Connection procedure is used for opening and closing of gates and is mandatory for IMS-ALG
and IMS-AGW to support. The IMS-ALG sets the Stream mode parameter using the Change Through-Connection
procedure to request the IMS-AGW to one-way or both-way through-connect or block media streams on a termination.

The IMS-ALG may combine the Change Through-Connection procedure with the Reserve and Configure AGW
Connection Point, Reserve AGW Connection Point or Configure AGW Connection Point procedure asin Figure
6.2.1.2., or may apply this procedure separately.

6.2.12 Emergency Calls

This procedure isidentical to that of clause 6.2.1 apart from the IMS-ALG requesting the IMS-AGW to treat the call as
emergency call with apreferential handling by including the information element "Emergency Call Indicator” within
the "Reserve and Configure AGW Connection Point” or "Reserve AGW Connection Point procedure”.

6.2.13 Explicit Congestion Notification support

6.2.13.1 General

An IMS-ALG may configure the IMS-AGW to transfer the ECN bitsin the |P header transparent (see clause 6.2.13.2)
or to act as an ECN endpoint (see clause 6.2.13.3). See clause 5.12.

6.2.13.2 ECN Active Indicated (ECN transparent)

Figure 6.2.13.2.1 shows the message sequence chart example for indicating ECN transparent.
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IMS- IMS-
ALG AGW

H.248:ADD.req[
Termination X,
Transport = RTP/AVPF,
ECN_enable = True,
Initialisation_Method = Inactive] Reserve and
Context(Cx) > Configure AGW
Connection Point

Context(Cx) H.248:ADD.resp[Termination X]

A

Indicates Transport and
requests IMS-AGW to
support explicit congestion
notification transparently

Figure 6.2.13.2.1: Procedure to indicate ECN transparent negotiated

Upon receipt of the indication that ECN transparent has been negotiated, the IMS-AGW shall forward ECN bits within
I P packets unmodified. Any RTCP feedback received shall be passed unchanged.

6.2.13.3 ECN support requested (ECN endpoint)

Figure 6.2.13.3.1 shows the message sequence chart example for requesting ECN endpoint.

IMS- IMS-
ALG AGW

H.248:ADD.req[
Termination X,
Transport = RTP/AVPF,
ECN_enable=True,
Initialisation_Method # inactive,

{Notify_ECN_Error}] Reserve and
Context(Cx) > Configure AGW
Connection Point

Context(Cx) H.248:ADD.resp[Termination X]

A

Indicates Transport and
requests IMS-AGW to act
as an ECN endpoint

Figure 6.2.13.3.1: Procedure to Request ECN endpoint

Upon receipt of arequest to apply ECN the IMS-AGW shall set the ECN field of the IP header in accordance with
3GPP TS 26.114 [21] when sending any data packets.

Upon receipt of any |P headersindicating ECN Congestion Experienced (ECN-CE) the IMS-AGW shall trigger rate
adaptation in accordance with 3GPP TS 26.114 [21].

NOTE: ECN endpoint requiresthe IMS-ALG to configure the IMS-AGW with all media attributes to allow rate
adaptation even if no transcoding is required/supported in the IMS-AGW.

6.2.13.4 ECN Failure Indication (ECN endpoint)
Figure 6.2.13.4.1 shows the message sequence chart example for an ECN Failure Event.
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IMS- IMS-
ALG AGW

H.248:NOTIFY.req(ECN Failure)
[Termination =x, cause=ecn_cause]
Context(Cx)

A

H.248:NOTIFY.resp(ECN Failure) i o
Context(Cx), [Termination x] ECN Failure Indication

Figure 6.2.13.4.1: Procedure to Report ECN Failure

When the IMS-ALG receives a Natification indicating that a failure has occurred, the IMS-ALG may trigger a new SDP
offer to disable ECN.

6.2.14 Access Transfer procedures with media anchored in IMS-AGW
(ATGW)

6.2.14.1 General

This clause describes extensions to the 1q signalling procedures and their interactions with SIP signalling in the control
plane and with user plane procedures to support the "SRV CC enhanced with ATCF" procedures between the IMS-ALG
(ATCF) and IMS-AGW (ATGW) when the IMS-ALG and IMS-AGW support the ATCF and ATGW functionality, as
specified in 3GPP TS 23.237 [18] and 3GPP TS 24.237 [19].

The Access Transfer procedures are optional to support on the 1q reference point. The requirementsin this clause shall
apply if these procedures are supported.

All message sequence chartsin this clause are examples.

6.2.14.2 H.248 context model

Figure 6.2.14.2.1 shows the H.248 context model after the PS originating or terminating session establishment and
before the PSto CS access transfer procedure. The "squared" line represents the call control signalling. The "dotted"
line represents the bearer. The bearer termination T1 is used for the media path of the PS access leg, the bearer
termination T2 is used for the media path of the remote leg.
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/ \ IMS-ALG / \

(ATCF)
-

IMS IMSCN

Access
Network :1 |
T1 _x_ T2

o000 (I )
| S A

N / cric N /

IMS-AGW (ATGW)

Figure 6.2.14.2.1: H.248 Context Model before Access Transfer

Figure 6.2.14.2.2 shows the H.248 context model during the PS to CS access transfer procedure. The IMS-ALG

(ATCF) may seize anew bearer termination T3 for the new media path of the CS accessleg, e.g. if the PS and CS nodes
before and after the handover are reachable via different IP realms or use a different IP version. The IMS-ALG (ATCF)
may alternatively reconfigure the T1 termination with the new remote configuration (e.g. IP address and media) instead
of seizing a new termination; in that case, the H.248 context model remains as before access transfer.

Bi-casting is not supported during access transfer, i.e. the IMS-AGW (ATGW) does not duplicate downlink media
packets received from the remote leg to the source and target access legs simultaneously.

)
/ \ IMS-ALG / \
(ATCF)
IMS L
Access IMSCN
Network N
\ /""‘n _X_ T2Je @ 0 @

3
MSC Server / < K /

CTXcC1

CSMGW * IMS-AGW (ATGW)

Figure 6.2.14.2.2: H.248 Context Model during Access Transfer
Figure 6.2.14.2.3 shows the H.248 context model after the PS to CS access transfer procedure if the source accesslegis

released. If the UE chooses to retain some media flow(s) in the transferred-out access, the H.248 context model remains
as during access transfer.
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Figure 6.2.14.2.3: H.248 Context Model after Access Transfer

CTXC1

| S

IMS-AGW (ATGW)

(ATGW) signaling procedures

If the IMS-ALG (ATCF) decides to anchor the media of asessionin the IMS-AGW (ATGW) the call related
procedures shall follow the basic procedures for IMS ALG (i.e. as specified in clause 6.2.1) with the following

differences:

- ThelMS-ALG (ATCF) shall seize atermination towards the terminating user, using the "Reserve AGW
Connection Point" procedure before sending a SDP offer to the terminating user. The IMS-ALG (ATCF) may
signa mediarelated information to the IMS-AGW (ATGW) or omit media when adding the I P termination at

this stage.

NOTE: Thesignalling of mediarelated information to a MGW requires that it reserve the indicated resources
before returning a positive response to the H.248 command, by omitting media related information the

ETSI TS 123 334 V13.13.0 (2024-04)

-

N

IMSCN

~

PS session origination or termination with media anchoring in IMS-AGW

IMS-AGW (ATGW) does not need to reserve any associated resources at this stage.

- Whenthe IMS-ALG (ATCEF) receives the SDP answer from the terminating user, the IMS-ALG (ATCF) shall
configure the IMS-AGW (ATGW) accordingly by either supplying the same media related information for all

interconnected terminations or by omitting the media related information.
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IMS-ALG IMS-AGW
(ATCF) (ATGW)
_ 1 SDP offer (P10, Plo, ___
codecl, codec?2) 2. H.248 ADDreq
( C=7?,T="?, LAddr=?, LPort=?,
Reserve AGW Local Resources="-" or codecl or cpdec 2)
Connection >
Point, [ 3. Create outgoing termination TZJ
(Change <
Through- <
Connection) 4. H.248 ADD resp.
(C=C1, T=T2,
LAddr=I1P20, L Port=P20)
\

[ 5. Modify SDP offer 1

6. SDP offer (IP20, P2p, codec 1, codec 2)

________________________________ .}
€ ----- 7. SDP answer (IP1a, Pla codec1) _ _ _ ____
8. H.248 MOD req
(C=C1,T=T2,
( RAddr=IP1a, RPort=Pla,
Configure Local Resources="-" or codecl
AGW Remote Resources="-" or codecl)
Connection »
Point,
(Change < [9. Configure Outgoing Termination T2 j
Through- 10. H.248 MOD Resp
Connection) C=C1T=T2)
L 11. H.248 ADD req
C=C1, T=?, LAddr=?, LPort=?,
RAddr=IP1o, RPort=P1o0,
Local Resources="-" or codecl,
Remote Resources="-" or codecl)
Reserve ( >
And [ j
Configure 12. Create incoming Termination T1
AGW
Connection < 13. H.248 ADD Resp
Point, C=C1,T=T1,
(Change LAddr=IP2a, L Port=P2a,
Through- RAddr=IP1o, RPort=P10)
Connection) <

\

14. Modify SDP answer ]

15. SDP answer(Ip2a, P2a,
e o __.

Figure 6.2.14.3.1: PS session establishment with media anchoring in IMS-AGW (ATGW)
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10.
11.

12.
13.

14.

15.

The IMS-ALG (ATCF) receives an SDP offer in SIP signalling. The IMS-ALG (ATCF) requires an IMS-
AGW (ATGW) for media anchoring (or for another IMS-AGW use case) but does not offer transcoding.
The IMS-ALG (ATCF) sends a H.248 ADD request command to create the outgoing termination and to
request IP resources to execute ATGW function. As no media transcoding is required this may be
indicated by signalling "-". Alternatively any codec (e.g. Codec 1) can be signalled. If the IMS-ALG (ATCF)
selects an IMS-AGW (ATGW) that does not support transcoding, the IMS-ALG (ATCF) may signal media
related sub-fields in the media descriptor to the IMS-AGW (ATGW) if the IMS-AGW (ATGW) supports
media encoding. The IMS-AGW (ATGW) shall accept the ADD request even though it cannot reserve any
transcoding resources for the indicated media.

The IMS-AGW (ATGW) creates the outgoing termination.

The IMS-AGW (ATGW) replies to IMS-ALG (ATCF) with a H.248 ADD reply command and provides the
local address and port of the outgoing termination.

The IMS-ALG (ATCF) replaces the IP address inside the SDP using the information coming from IMS-
AGW (ATGW).

The IMS-ALG (ATCF) forwards the new offer to the succeeding node.

The SDP answer is received by IMS-ALG (ATCF). In this example the codecl received in the original SDP
offer in stepl has been selected.

The IMS-ALG (ATCF) sends a H.248 MOD request command to configure the outgoing termination with
address and port information. As no media transcoding is needed this may be indicated by signalling "-"
Alternatively the selected codec (Codec 1) can be signalled.

The IMS-AGW (ATGW) configures the outgoing termination.

The IMS-AGW (ATGW) replies to IMS-ALG (ATCF) with a H.248 MOD reply command.

The IMS-ALG (ATCF) sends a H.248 ADD command to create the incoming termination to configure this
termination with remote address and port information and to request resources to execute ATGW function.
As no media transcoding is needed this may be indicated by signalling "-" .Alternatively media related sub-
fields in the media descriptor for the codec indicated to the incoming termination may be signalled (e.g. the
selected codec received in step 7 (Codec 1).

The IMS-AGW (ATGW) creates the incoming termination.

The IMS-AGW (ATGW) replies to the IMS-ALG (ATCF) with a H.248 ADD reply command and provides
the local address and port of the incoming termination.

The IMS-ALG (ATCF) replaces the IP address inside the SDP answer using the information coming from
IMS-AGW (ATGW).

SDP answer is sent to the network at the incoming side.

Similar principles shall apply during the establishment of a mobile terminating session.

6.2.14.4

PS to CS Access Transfer procedure with media anchored in IMS-AGW
(ATGW)

The signalling flow shown in figure 6.2.14.4.1 gives an example for PS to CS access transfer with media anchored in
the IMS-AGW (ATGW). In this case, the media has been anchored in IMS-AGW (ATGW) as specified in
clause 6.2.14.3.
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© ©

6.2.14.5

IMS-ALG IMS-AGW
(ATCF) (ATGW)
_ 1_SDP offer (P10, PLo, _ __

Codec3, codec4) 2. TopDesc({T1,*,isolate} { T2,$,Hothway} H.248 ADD req

( C=C1, T= 2, LAddr=?, LPort=",

Reserve And Loca Resources= codec3)

Configure >
AGW Connection E 3. Create incoming termination T3 and applying
Point, (Change < transcoding between T3 and T2 if necessary

Through- <

Connection, 4. TopDesc() H.248 ADD resp.

Change Flow (C=C1,T=T3,
Direction) LAddr=IP30, L Port=P30)

5. SDP answer(Ip3a, P3a,

7. H.248 SUB req
C=C1,T=T1)

N
L.

[ 8. Release incoming termination T1 j

&

9. H.248 SUB resp.
(C=C1,T=T1)

The IMS-ALG (ATCF) receives an SDP offer in SIP signalling from the MSC Server. The IMS-ALG (ATCF)
checks whether transcoding is required.2. The IMS-ALG (ATCF) sends a H.248 ADD request command to
create the target access leg termination and to request IP resources to execute ATGW function. Topology
is changed and media reconfigured to connect media between T2 and T3.

If no media transcoding is required this may be indicated by signalling "-" or by signalling the same media
information on T3 as is configured on T2, following the principles specified in clause 6.2.14.3.

If media transcoding is required (as illustrated in this example), the IMS-ALG (ATCF) signals media related
sub-fields in the media descriptor to the IMS-AGW (ATGW). The IMS-AGW (ATGW) determines from the
media configuration whether transcoding is required on a stream between two terminations between which
data flow is permitted.

The IMS-AGW (ATGW) creates the target access leg termination T3 and starts to apply transcoding
between T2 and T3 (if required).

The IMS-AGW (ATGW) replies to IMS-ALG (ATCF) with a H.248 ADD reply command and provides the
local address and port of the outgoing termination.

The IMS-ALG (ATCF) returns an SDP answer to the MSC Server; the IP address inside the SDP uses the
information coming from IMS-AGW (ATGW).

Upon successful completion of the access transfer procedure, the IMS-ALG (ATCF) receives a BYE
request from the SCC AS if there is no more media flows on the PS access.

The IMS-ALG (ATCF) sends a H.248 SUB request command to subtract the source access leg
termination.

The IMS-AGW (ATGW) releases the source access leg termination.

The IMS-AGW (ATGW) replies to IMS-ALG (ATCF) with a H.248 SUB reply command.

Figure 6.2.14.4.1: PS to CS Access Transfer with transcoding in IMS-AGW (ATGW)

ECN support during PS to CS Access Transfer procedure with media
anchored in IMS-AGW (ATGW)

The signalling flow shown in figure 6.2.14.4.1 gives an example for PS to CS access transfer with media anchored in
the IMS-AGW (ATGW). The following additional actions are required if ECN is supported by the IMS-ALG/IMS-

AGW:
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a) If ECN was supported during the PS session transparently and the SDP offer received from the MSC
Server does not indicate ECN support, it is not possible to maintain transparent ECN support to the
IMS CN. The IMS-ALG (ATCF) shall modify the Termination T2 to act as an ECN endpoint toward the
IMS CN (see Clause 5.12). Additionally the IMS-ALG (ATCF) shall disable ECN on the termination T3
(or T1).

b) If ECN was supported during the PS session transparently and the SDP offer received from the MSC
Server does indicate ECN support and no transcoding is required (codec types and modes are
aligned between ICS side and IMS CN), then the IMS-ALG (ATCF) shall request ECN transparent
properties when seizing T3 and respond to the MSC Server with ECN supported in the SDP answer
(step 5).

c) If ECN was supported during the PS session transparently and the SDP offer received from the MSC
Server does indicate ECN support and transcoding is required between the CS leg and the IMS-CN,
then the IMS-ALG (ATCF) shall request ECN endpoint properties when seizing T3 (or modify the
termination T1 with ECN endpoint properties) and respond to the MSC Server with ECN supported in
the SDP answer (step 5). Additionally the IMS-ALG (ATCF) shall modify the Termination T2 to act as
an ECN endpoint toward the IMS CN (see Clause 5.12).

d) If ECN was not supported during the PS session and the SDP Offer received from the MSC Server
indicates ECN support, the IMS-ALG (ATCF) shall not accept ECN support in the SDP answer (step
5).

6.2.14.6 Support of generic image attributes

6.2.14.6.1 General

The IMS-ALG (ATCF) and the IMS-AGW (ATGW) may support a media-level SDP image attribute " a=imageattr"
defined in IETF RFC 6236 [24] to negotiate the image size for sending and receiving video.

The list of image sizes per payload type supported by the IMS-AGW (ATGW) shall be preconfigured in the IMS-ALG
(ATCF). If theimage sizes received within an SDP body on the Mw/Mx interface are not all supported by the IMS-
AGW (ATGW) then the IMS-ALG (ATCF) shall only send the list of corresponding IMS-AGW (ATGW) supported
image sizesto the IMS-AGW (ATGW). If no image size is supported by the IMS-AGW (ATGW), the IMS-ALG
(ATCF) shall not send the generic image attribute parameter to the IMS-AGW (ATGW).

The signalling flow shown in figure 6.2.14.3.1 gives an example for a PS session establishment with media anchored in
the IMS-AGW (ATGW). The following additional actions may be performed if the negotiation of theimage sizeis
supported by the IMS-ALG/IMS-AGW:

a) upon receipt of an SDP offer containing the image attribute(s) and if the received image sizes are supported by
the IMS-AGW (ATGW) then the IMS-ALG (ATCF) may send the generic image attribute parameters for the
send and receive directionsto the IMS-ALG (ATCF) (step 2 or step 8) when seizing or modifying an outgoing
termination;

NOTE 1: If the offered image attributes are not supported by the IMS-AGW (ATGW) then the IMS-ALG (ATCF)
will not send the generic image attribute parameter to the IMS-AGW (ATGW).

b) the IMS-ALG (ATCF) shal include the SDP image attribute(s) "a=imageattr" indicating the supported image
sizesin the modified SDP offer (step 5);

¢) upon receipt of an SDP answer containing the generic image attribute(s) and if the received image sizes are
supported by the IMS-AGW (ATGW) then the IMS-ALG (ATCF) may include the generic image attribute
parameter to the IMS-AGW (ATGW) (step 11) when seizing an incoming termination; and

d) the IMS-ALG (ATCF) shall include the SDP image attribute(s) "a=imageattr" indicating the supported image
sizesin the modified SDP answer (step 14).

NOTE 2: TheIMS-ALG (ATCF) not supporting the negotiation of generic image attributes will ignore the SDP
image attribute received in the SDP offer and will send the SDP offer/answer without any associated SDP
image attribute.

When sending the SDP body with image attribute(s) on the Mw/Mx interface the IMS-ALG (ATCF) shall include in the
" a=imageattr”:

"recv" keyword and corresponding image sizes which the IMS-AGW (ATGW) supports in the receiving
direction; and
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- "send" keyword and corresponding image sizes which the IMS-AGW (ATGW) supports in the sending direction.

The signalling flow shown in figure 6.2.14.4.1 gives an example for PS to CS access transfer with media anchored in
the IMS-AGW (ATGW). The following additional actions may be performed if the negotiation of the image sizeis
supported by the IMS-ALG/IMS-AGW:

a) if the image sizes were negotiated during the PS session and if the IMS-AGW (ATGW) applies the video
transcoding (step 3) and if the IMS-AGW (ATGW) is configured with different image sizes on the receive
direction of one termination and the send direction of another interconnected termination, then it shall adjust the
frame sizes accordingly when forwarding video media streams and use the image size as described in
3GPP TS 26.114 [21] when sending media.

NOTE 3: The relation between the negotiated image sizes and CV O are specified in 3GPP TS 26.114 [21].

NOTE 4: The generic image attribute includes information related to the send and receive capabilities of asingle
termination, and the adjustment of image sizesistypically based on the setting of two connected
terminations in a single context.

6.2.14.6.2 Indication of generic image attributes

The IMS-ALG (ATCF) may include the generic image attributes to the IMS-AGW (ATGW). The example sequenceis
shown in figure 6.2.14.6.2.1.

IMS-ALG IMS-AGW
(ATCF) (ATGW)

SIP msg with SDP offer

['imageattr:" .. ] »| [H:248: ADD Req[C=?, T="?, Laddr = ?, Lport
= ?, Local Resources, Generic Image
Attribute]
Reserve and Configure > IMS-AGW(ATGW)
AGW connection point receives generic image

attribute to be used when

H.248: ADD Resp [Termination X ... ] transcoding video.

A

SIP msg with SDP answer
['imageattr:" ...]

Figure 6.2.14.6.2.1: Request to reserve AGW connection point with generic image attribute

6.2.14.7 Handling of common codec parameters

For PS session origination, figure 6.2.14.3.1 shall apply with the handling of codec related parameters applicable to
multiple codecs in table 6.2.14.7.1, assuming that codec related information is signalled to the IMS-AGW(ATGW) at
this stage. If no codec related information is signalled to the IMS-AGW at this stage, the common codec related
parameters for the termination towards the SDP answerer in table 6.2.14.7.1 shall be signalled towards the IMS-AGW
during a PS to CS Access Transfer procedure.
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Table 6.2.14.7.1: IMS-ALG handling of common codec related SDP parameters during PS session

parameter to the IMS-AGW for the termination
towards the offerer in the remote descriptor.

If the value is supported by the IMS-AGW for
receiving media, the IMS-ALG should keep the
value from the received SDP offer unchanged in
the SDP offer it sends. If the IMS-AGW only
supports a lower ptime value, the IMS-ALG shall
supply the ptime value according to configured
preferences in the SDP offer it forwards. If no
ptime value was contained in the received SDP
offer, the IMS-ALG may add the parameter with
a value according to configured preferences to
the SDP offer.

origination.
Parameter Handling in SDP offer Handling in the SDP answer
ptime If the ptime parameter is included in the received | If the ptime parameter is included in the received
(NOTE) SDP offer, the IMS-ALG shall supply the SDP answer, the IMS-ALG shall supply the

parameter to the IMS-AGW for the termination
towards the answerer in the remote descriptor.

If the value is supported by the IMS-AGW for
receiving media, the IMS-ALG should keep the
value from the received SDP answer unchanged in
the SDP answer it sends. If the IMS-AGW only
supports a lower ptime value, the IMS-ALG shall
supply the ptime value according to configured
preferences in the SDP answer it forwards. If no
ptime value was contained in the received SDP
answer, the IMS-ALG may add the parameter with a
value according to configured preferences to the
SDP answer.

maxptime If the maxptime parameter is included in the If the maxptime parameter is included in the

(NOTE) received SDP offer, the IMS-ALG shall supply received SDP answer, the IMS-ALG shall supply the
the parameter to the IMS-AGW for the parameter to the IMS-AGW for the termination
termination towards the offerer in the remote towards the answerer in the remote descriptor.
descriptor. If the value is supported by the IMS-AGW for
If the value is supported by the IMS-AGW for receiving media, the IMS-ALG should keep the
receiving media, the IMS-ALG should keep the value from the received SDP answer unchanged in
value from the received SDP offer unchanged in | the SDP answer it sends. If the IMS-AGW only
the SDP offer it sends. If the IMS-AGW only supports a lower maxptime value, the IMS-ALG
supports a lower maxptime value, the IMS-ALG shall supply the maxptime value according to the
shall supply the maxptime value according to the | IMS-AGW capabilities in the SDP answer it
IMS-AGW capabilities in the SDP offer it forwards. If no maxptime value was contained in the
forwards. If no maxptime value was contained in | received SDP answer, the IMS-ALG may add the
the received SDP offer, the IMS-ALG may add parameter with a value according to the IMS-AGW
the parameter with a value according to the IMS- | capabilities to the SDP answer.
AGW capabilities to the SDP offer.

NOTE: This SDP attribute is defined in IETF RFC 4566 [53]. It applies to all codecs offered in an SDP media line.

For PSto CS Access Transfer, figure 6.2.14.4.1 shall apply with the handling of codec related parameters applicable to
multiple codecsinin table 6.2.14.A.2.

Table 6.2.14.7.2: IMS-ALG handling of common codec related SDP parameters during PSto CS
Access Transfer.

Parameter Handling of common codec parameters Common Codec parameters supplied in the SDP
received in the SDP offer answer
ptime If the ptime parameter is included in the received | The IMS-ALG may add the parameter with a value
(NOTE) SDP offer, the IMS-ALG shall supply the according to configured preferences to the SDP
parameter to the IMS-AGW for the termination answer.
towards the offerer in the remote descriptor.
maxptime If the maxptime parameter is included in the The IMS-ALG may add the parameter with a value
(NOTE) received SDP offer, the IMS-ALG shall supply according to the IMS-AGW capabilities to the SDP
the parameter to the IMS-AGW for the answer.
termination towards the offerer in the remote
descriptor.
NOTE: This SDP attribute is defined in IETF RFC 4566 [53]. It applies to all codecs offered in an SDP media line.

6.2.14.8

EVS speech codec support

For PS session origination, figure 6.2.14.3.1 shall apply with the EV'S parameter handling in table 6.2.14.8.1, assuming
that EVSis"codec 1", which is selected, and that "codec 1" related information is signalled to the IMS-AGW(ATGW)
at this stage. If no codec related information is signalled to the IMS-AGW at this stage, the EV S related parameters for
the termination towards the SDP answerer in table 6.2.14.8.1 shall be signalled towards the IMS-AGW during a PSto

CS Access Transfer procedure.

ETSI




3GPP TS 23.334 version 13.13.0 Release 13 132 ETSI TS 123 334 V13.13.0 (2024-04)

Table 6.2.14.8.1: IMS-ALG handling of EVS related SDP parameters during PS session origination.

ETSI



3GPP TS 23.334 version 13.13.0 Release 13 133 ETSI TS 123 334 V13.13.0 (2024-04)
Parameter Handling for EVS payload type in SDP offer Handling if offered EVS payload type is
accepted in the SDP answer
evs-mode- | If the evs-mode-switch parameter is contained in | If the evs-mode-switch parameter is contained in the
switch the SDP offer, the IMS-ALG shall forward this SDP answer, the IMS-ALG shall forward this
(NOTE 1) parameter to the IMS-AGW in the remote parameter to the IMS-AGW for the termination
descriptor for the termination towards the SDP towards the answerer in the remote descriptor, and
offerer and shall retain the parameter in the SDP | the IMS-ALG shall retain this parameter in the SDP
offer it forwards. answer it forwards.
hf-only If the n hf-only parameter is contained in the If the hf-only parameter is contained in the SDP
(NOTE 1) SDP offer, the IMS-ALG shall forward this answer, the IMS-ALG shall forward this parameter
parameter to the IMS-AGW in the remote to the IMS-AGW in the remote descriptor for the
descriptor for the termination towards the SDP termination towards the answerer, and the IMS-ALG
offerer and shall retain the parameter in the SDP | shall retain this parameter in the SDP answer it
offer it forwards. forwards.
Otherwise, if the IMS-ALG is configured to
negotiate using only the header-full EVS RTP
payload format, the IMS-ALG shall provide the
hf-only parameter with a value 1 to the IMS-
AGW in the remote descriptor for the termination
towards the SDP offerer, and within the SDP
offer it forwards.
dtx If the dtx parameter is contained in the SDP If the dtx parameter is contained in the SDP answer,
(NOTE 1) offer, the IMS-ALG shall forward this parameter | the IMS-ALG shall forward this parameter to the
to the IMS-AGW in the remote descriptor for the | IMS-AGW in the remote descriptor for the
termination towards the SDP offerer and shall termination towards the answerer, and the IMS-ALG
retain the parameter in the SDP offer it forwards. | shall retain this parameter in the SDP answer it
Otherwise, if the dtx-recv parameter is contained | forwards.
in the SDP offer, the IMS-ALG may include the
dtx parameter in the SDP offer it forwards with
the same value as the dtx-recv parameter in the
SDP offer.
Otherwise, if the usage of DTX is not desired in
the sending and receiving direction, the IMS-
ALG shall include the dtx parameter with a value
0 to the IMS-AGW in the remote descriptor for
the termination towards the SDP offerer, and
within the SDP offer it forwards.
dtx-recv If the dtx-recv parameter is contained in the SDP | If the dix-recv parameter is contained in the SDP
(NOTE 1) offer, the IMS-ALG shall forward this parameter | answer, the IMS-ALG shall forward this parameter

to the IMS-AGW in the remote descriptor for the
termination towards the SDP offerer and shall
retain the parameter in the SDP offer it forwards.
Otherwise, if the reception of DTX is not desired
and the dtx parameter is not included in the
forwarded SDP offer, the IMS-ALG shall include
the dtx-recv parameter with a value O to the IMS-
AGW in the remote descriptor for the termination
towards the SDP offerer, and within the SDP
offer it forwards.

If both the dtx and dtx-recv parameters are
included, those parameters shall have the same
value; however, inclusion of the dtx-recv
parameter is not required if the dtx parameter is
included.

to the IMS-AGW in the remote descriptor for the
termination towards the answerer, and the IMS-ALG
shall retain this parameter in the SDP answer it
forwards.
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br
(NOTE 1)

If the br parameter is contained in the SDP offer,
the IMS-ALG shall check if the IMS-AGW
supports the indicated bitrates, or a subset of
them, in EVS primary mode in the send and
receive direction. If the indicated bitrates, and
even each subset of them, are not supported,
the IMS-ALG should remove the EVS payload
from the SDP offer.

Otherwise, If the br parameter is contained in the
SDP offer, the IMS-ALG shall select a bitrate
value, which is either the received br value or a
subset of it, based on IMS-AGW capabilities and
possible configured policies, and shall include
that br parameter with the selected value in the
SDP offer if forwards.

Otherwise, if the IMS-ALG desires the same bit
rate range for the send and receive direction in
EVS primary mode, and wants to restrict the bit
rate range to match IMS-AGW capabilities and
possible configured policies, it shall supply the br
parameter in the SDP offer it sends.

If the IMS-ALG also supplies the bw, bw-send or
bw-recv parameter, the value of the br
parameter shall be compatible with the values of
those parameters.

If the IMS-ALG supplies the br parameter in the
SDP offer if forwards, it shall also supply to the
IMS-AGW the br parameter in the local
descriptor for the termination towards the offerer
with the same value.

If the br parameter is contained in the SDP answer,
the IMS-ALG shall forward this parameter to the
IMS-AGW in the remote descriptor for the
termination towards the answerer, and the IMS-ALG
shall retain this parameter in the SDP answer it
forwards.

br-send
(NOTE 1)

If the br-send parameter is contained in the SDP
offer, the IMS-ALG shall check if the IMS-AGW
supports the indicated bitrates, or a subset of
them, in EVS primary mode in the send and
receive direction. If the indicated bitrates, and
even each subset of them, are not supported,
the IMS-ALG should remove the EVS payload
from the SDP offer.

Otherwise, If the br-send parameter is contained
in the SDP offer, the IMS-ALG shall select a
bitrate value, which is either the received br-
send value or a subset of it, based on IMS-AGW
capabilities and possible configured policies, and
shall include that br-send parameter with the
selected value in the SDP offer if forwards.
Otherwise, if the IMS-ALG desires a different bit
rate (range) for the send and receive direction in
EVS primary mode, and wants to restrict the bit
rate range for the send direction towards the
offerer to match IMS-AGW capabilities and
possible configured policies, it shall supply the
br-send parameter in the SDP offer it sends.
Otherwise the IMS-ALG shall not include this
parameter in the SDP offer.

If the IMS-ALG also supplies the bw or bw-send
parameter, the value of the br-send parameter
shall be compatible with the values of those
parameters.

If the IMS-ALG supplies the br-send parameter
in the SDP offer if forwards, it shall also supply
to the IMS-AGW the br-send parameter in the
local descriptor for the termination towards the
offerer with the same value.

If the br-send parameter is contained in the SDP
answer, the IMS-ALG shall forward this parameter
to the IMS-AGW in the remote descriptor for the
termination towards the answerer, and the IMS-ALG
shall retain this parameter in the SDP answer it
forwards.
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br-recv
(NOTE 1)

If the br-recv parameter is contained in the SDP
offer, the IMS-ALG shall check if the IMS-AGW
supports the indicated bitrates, or a subset of
them, in EVS primary mode in the send and
receive direction. If the indicated bitrates, and
even each subset of them, are not supported,
the IMS-ALG should remove the EVS payload
from the SDP offer.

Otherwise, If the br-recv parameter is contained
in the SDP offer, the IMS-ALG shall select a
bitrate value, which is either the received br-recv
value or a subset of it, based on IMS-AGW
capabilities and possible configured policies, and
shall include that br-recv parameter with the
selected value in the SDP offer if forwards.
Otherwise, if the IMS-ALG desires a different bit
rate (range) for the send and receive direction in
EVS primary mode, and wants to restrict the bit
rate range for the recv direction towards the
offerer to match IMS-AGW capabilities and
possible configured policies, it shall supply the
br-recv parameter in the SDP offer it sends.
Otherwise the IMS-ALG shall not include this
parameter in the SDP offer.

If the IMS-ALG also supplies the bw or bw-recv
parameter, the value of the br-recv parameter
shall be compatible with the values of those
parameters.

If the IMS-ALG supplies the br-recv parameter in
the SDP offer if forwards, it shall also supply to
the IMS-AGW the br-recv parameter in the local
descriptor for the termination towards the offerer
with the same value.

If the br-recv parameter is contained in the SDP
answer, the IMS-ALG shall forward this parameter
to the IMS-AGW in the remote descriptor for the
termination towards the answerer, and the IMS-ALG
shall retain this parameter in the SDP answer it
forwards.

bw
(NOTE 1)

If the bw parameter is contained in the SDP
offer, the IMS-ALG shall check if the IMS-AGW
supports the indicated sampling bandwidth(s), or
a subset of them, in EVS primary mode in the
send and receive direction. If the indicated
sampling bandwidth(s), and even each subset of
them, are not supported, the IMS-ALG should
remove the EVS payload from the SDP offer.
Otherwise, If the bw parameter is contained in
the SDP offer, the IMS-ALG shall select a bitrate
value, which is either the received bw value or a
subset of it, based on IMS-AGW capabilities and
possible configured policies, and shall include
that bw parameter with the selected value in the
SDP offer if forwards.

Otherwise, if the IMS-ALG desires the same
sampling bandwidth(s) for the send and receive
direction in EVS primary mode, and wants to
restrict the sampling bandwidth(s) to match IMS-
AGW capabilities and possible configured
policies, it shall supply the bw parameter in the
SDP offer it sends.

If the IMS-ALG also supplies the br, br-send or
br-recv parameter, the value of the bw
parameter shall be compatible with the values of
those parameters.

If the IMS-ALG supplies the bw parameter in the
SDP offer if forwards, it shall also supply to the
IMS-AGW the bw parameter in the local
descriptor for the termination towards the offerer
with the same value.

If the bw parameter is contained in the SDP answer,
the IMS-ALG shall forward this parameter to the
IMS-AGW in the remote descriptor for the
termination towards the answerer, and the IMS-ALG
shall retain this parameter in the SDP answer it
forwards.
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bw-send
(NOTE 1)

If the bw-send parameter is contained in the
SDP offer, the IMS-ALG shall check if the IMS-
AGW supports the indicated sampling
bandwidth(s), or a subset of them, in EVS
primary mode in the send and receive direction.
If the indicated bitrates, and even each subset of
them, are not supported, the IMS-ALG should
remove the EVS payload from the SDP offer.
Otherwise, If the bw-send parameter is
contained in the SDP offer, the IMS-ALG shall
select a sampling bandwidth value, which is
either the received bw-send value or a subset of
it, based on IMS-AGW capabilities and possible
configured policies, and shall include that bw-
send parameter with the selected value in the
SDP offer if forwards.

Otherwise, if the IMS-ALG desires different
sampling bandwidth(s) for the send and receive
direction in EVS primary mode, and wants to
restrict the sampling bandwidth(s) for the send
direction towards the offerer to match IMS-AGW
capabilities and possible configured policies, it
shall supply the bw-send parameter in the SDP
offer it sends. Otherwise the IMS-ALG shall not
include this parameter in the SDP offer.

If the IMS-ALG also supplies the br or br-send
parameter, the value of the bw-send parameter
shall be compatible with the values of those
parameters.

If the IMS-ALG supplies the bw-send parameter
in the SDP offer if forwards, it shall also supply
to the IMS-AGW the bw-send parameter in the
local descriptor for the termination towards the
offerer with the same value.

If the bw-send parameter is contained in the SDP
answer, the IMS-ALG shall forward this parameter
to the IMS-AGW in the remote descriptor for the
termination towards the answerer, and the IMS-ALG
shall retain this parameter in the SDP answer it
forwards.

bw-recv
(NOTE 1)

If the bw-recv parameter is contained in the SDP
offer, the IMS-ALG shall check if the IMS-AGW
supports the indicated sampling bandwidth(s), or
a subset of them, in EVS primary mode in the
send and receive direction. If the indicated
sampling bandwidth(s), and even each subset of
them, are not supported, the IMS-ALG should
remove the EVS payload from the SDP offer.
Otherwise, If the bw-recv parameter is contained
in the SDP offer, the IMS-ALG shall select a
sampling bandwidth(s) value, which is either the
received bw-recv value or a subset of it, based
on IMS-AGW capabilities and possible
configured policies, and shall include that bw-
recv parameter with the selected value in the
SDP offer if forwards.

Otherwise, if the IMS-ALG desires different
sampling bandwidth(s) for the send and receive
direction in EVS primary mode, and wants to
restrict the sampling bandwidth(s) for the recv
direction towards the offerer to match IMS-AGW
capabilities and possible configured policies, it
shall supply the bw-recv parameter in the SDP
offer it sends. Otherwise the IMS-ALG shall not
include this parameter in the SDP offer.

If the IMS-ALG also supplies the br or br-recv
parameter, the value of the bw-recv parameter
shall be compatible with the values of those
parameters.

If the IMS-ALG supplies the bw-recv parameter
in the SDP offer if forwards, it shall also supply
to the IMS-AGW the bw-recv parameter in the
local descriptor for the termination towards the
offerer with the same value.

If the bw-recv parameter is contained in the SDP
answer, the IMS-ALG shall forward this parameter
to the IMS-AGW in the remote descriptor for the
termination towards the answerer, and the IMS-ALG
shall retain this parameter in the SDP answer it
forwards.

ETSI



3GPP TS 23.334 version 13.13.0 Release 13

137

ETSI TS 123 334 V13.13.0 (2024-04)

cmr If the cmr parameter is contained in the SDP If the cmr parameter is contained in the SDP
(NOTE 1) offer, the IMS-ALG shall forward this parameter | answer, the IMS-ALG shall forward this parameter
to the IMS-AGW in the remote descriptor for the | to the IMS-AGW in the remote descriptor for the
termination towards the SDP offerer and shall termination towards the answerer, and the IMS-ALG
retain the parameter in the SDP offer it forwards. | shall retain this parameter in the SDP answer it
Otherwise, if the IMS-ALG desires to dissable forwards.
codec mode requests within the RTP payload of
the EVS primary mode (due to the IMS-AGW
capabilities or policies), it shall include the cmr
parameter with value -1 to the IMS-AGW in the
remote descriptor for the termination towards the
SDP offerer, and within the SDP offer it
forwards.
ch-aw-recv | If the ch-aw-recv parameter is contained in the If the ch-aw-recv parameter is contained in the SDP
(NOTE 1) SDP offer the IMS-ALG shall check if the IMS- answer, the IMS-ALG shall forward this parameter
AGW supports the indicated mode in the send to the IMS-AGW in the remote descriptor for the
direction. If the indicated mode is not supported, | termination towards the answerer, and the IMS-ALG
the IMS-ALG shall remove the payload type from | shall retain this parameter in the SDP answer it
the SDP offer. If the IMS-AGW supports the forwards.
indicated mode in the send direction for
transcoding, the IMS-ALG shall forward this
parameter to the IMS-AGW for the termination
towards the offerer in the remote descriptor, and
shall include the unmodified parameter within
the SDP offer it forwards. Otherwise, if the IMS-
ALG desires to disable partial redundancy mode,
it shall include the ch-aw-send parameter with
value -1 in the SDP offer it forwards.
number of | If the "number of channels" parameter is If the "number of channels" parameter is contained
channels contained in the SDP offer, the IMS-ALG shall in the SDP answer, the IMS-ALG shall forward this
(NOTE 2) check if the IMS-AGW supports the indicated parameter to the IMS-AGW in the remote descriptor
number of channels. If the indicated number of for the termination towards the answerer, and the
channels is not supported, the IMS-ALG should IMS-ALG shall retain this parameter in the SDP
remove the EVS payload from the SDP offer. answer it forwards.
Otherwise, if the "number of channels"
parameter is contained in the SDP offer, the
IMS-ALG shall forward this parameter to the
IMS-AGW for the termination towards the offerer
in the remote descriptor and shall retain the
parameter in the SDP offer it forwards.
ch-send If the ch-send parameter is contained in the SDP | If the ch-send parameter is contained in the SDP
(NOTE 1) offer, the IMS-ALG shall check if the IMS-AGW answer, the IMS-ALG shall forward this parameter
supports the indicated number of channels in the | to the IMS-AGW in the remote descriptor for the
send and receive direction. If the indicated termination towards the answerer, and the IMS-ALG
number of channels is not supported, the IMS- shall retain this parameter in the SDP answer it
ALG should remove the EVS payload from the forwards.
SDP offer.
Otherwise, if the ch-send parameter is contained
in the SDP offer, the IMS-ALG shall forward this
parameter to the IMS-AGW for the termination
towards the offerer in the remote descriptor and
shall retain the parameter in the SDP offer it
forwards.
ch-recv If the ch-recv parameter is contained in the SDP | If the ch-recv parameter is contained in the SDP
(NOTE 1) offer, the IMS-ALG shall check if the IMS-AGW answer, the IMS-ALG shall forward this parameter

supports the indicated number of channels in the
send and receive direction. If the indicated
number of channels is not supported, the IMS-
ALG should remove the EVS payload from the
SDP offer.

Otherwise, if the ch-recv parameter is contained
in the SDP offer, the IMS-ALG shall forward this
parameter to the IMS-AGW for the termination
towards the offerer in the remote descriptor and
shall retain the parameter in the SDP offer it
forwards.

to the IMS-AGW in the remote descriptor for the
termination towards the answerer, and the IMS-ALG
shall retain this parameter in the SDP answer it
forwards.

ETSI



3GPP TS 23.334 version 13.13.0 Release 13 138

ETSI TS 123 334 V13.13.0 (2024-04)

mode-set

If the mode-set parameter is contained in the

If the mode-set parameter is contained in the SDP

(NOTE 3) SDP offer, the IMS-ALG shall forward this answer, the IMS-ALG shall forward this parameter
parameter to the IMS-AGW in the remote to the IMS-AGW for the termination towards the
descriptor for the termination towards the SDP answerer in the remote descriptor, and the IMS-ALG
offerer and shall retain the parameter in the SDP | shall retain this parameter in the SDP answer it
offer it forwards. forwards.

mode- If the mode-change-period parameter is If the mode-change-period parameter is contained

change- contained in the SDP offer, the IMS-ALG shall in the SDP answer, the IMS-ALG shall forward this

period forward this parameter to the IMS-AGW in the parameter to the IMS-AGW for the termination

(NOTE 3) remote descriptor for the termination towards the | towards the answerer in the remote descriptor, and
SDP offerer and shall retain the parameter in the | the IMS-ALG shall retain this parameter in the SDP
SDP offer it forwards. answer it forwards.

mode- If the mode-change-capability parameter is If the mode-change-capability parameter is

change- contained in the SDP offer, the IMS-ALG may contained in the SDP answer, the IMS-ALG may

capability forward this parameter to the IMS-AGW in the forward this parameter to the IMS-AGW for the

(NOTE 3) remote descriptor for the termination towards the | termination towards the answerer in the remote
SDP offerer and shall retain the parameter in the | descriptor, and the IMS-ALG shall retain this
SDP offer it forwards. parameter in the SDP answer it forwards.

mode- If the mode-change-neighbor parameter is If the mode-change-neighbor parameter is

change- contained in the SDP offer, the IMS-ALG shall contained in the SDP answer, the IMS-ALG shall

neighbor forward this parameter to the IMS-AGW in the forward this parameter to the IMS-AGW for the

(NOTE 3) remote descriptor for the termination towards the | termination towards the answerer in the remote
SDP offerer and shall retain the parameter in the | descriptor, and the IMS-ALG shall retain this
SDP offer it forwards. parameter in the SDP answer it forwards.

max-red If the max-red parameter is contained in the If the max-red parameter is contained in the SDP

(NOTE 5) SDP offer, the IMS-ALG shall forward this answer, the IMS-ALG shall forward this parameter
parameter to the IMS-AGW in the remote to the IMS-AGW for the termination towards the
descriptor for the termination towards the SDP answerer in the remote descriptor, and the IMS-ALG
offerer and shall retain the parameter in the SDP | shall retain this parameter in the SDP answer it
offer it forwards with a value that considers the forwards with a value that considers the received
received value and the capabilities of the IMS- value and the capabilities of the IMS-AGW.

AGW.

3gpp_mtsi | If the IMS-AGW supports RTCP APP based If the 3gpp_mtsi_app_adapt parameter is contained

_app_adap | adaptation messages defined in in the SDP answer, the IMS-ALG shall forward this

t (NOTE 4) | 3GPP TS 26.114 [21], and the IMS-ALG has a parameter to the IMS-AGW in the remote descriptor.

policy to negotiate the usage of those
messages, the IMS-ALG shall include the
3gpp_mtsi_app_adapt SDP attribute indicating
the supported APP messages in the SDP offer.

NOTE 1: This MIME parameter of the EVS RTP payload type is defined in 3GPP TS 26.445 [51]. It is encapsulated
within the SDP "a=fmtp" attribute defined IETF RFC 4566 [53].
NOTE 2: This number of channels are encoded as "encoding parameters" of the SDP "a=rtpmap" attribute defined in
IETF RFC 4566 [53].
NOTE 3: This MIME parameter of the EVS RTP payload type relates to AMR-WB |10 mode and is defined in
IETF RFC 4867 [54]. It is encapsulated within the SDP "a=fmtp" attribute defined IETF RFC 4566 [53].
NOTE 4: This SDP attribute is defined in 3GPP TS 26.114 [21]. It applies to all codecs offered in an SDP media line.
However, some values are specific to EVS.
NOTE 5: This MIME parameter of the EVS RTP payload type is defined in IETF RFC 4867 [54]. It is encapsulated
within the SDP "a=fmtp" attribute defined IETF RFC 4566 [53].

For PSto CS Access Transfer, figure 6.2.14.4.1 shall apply with the EV'S parameter handling in table 6.2.14.8.2,
assuming that EVSis"codec 3", which is selected.
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Table 6.2.14.8.2: IMS-ALG handling of EVS related SDP parameters during PS to CS Access Transfer.
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Parameter

Handling of EVS payload type parameter
received in the SDP offer

EVS payload type supplied in the SDP answer

evs-mode-
switch
(NOTE 1)

If the evs-mode-switch parameter is contained in
the SDP offer and the IMS-ALG select the EVS
payload type for transcoding, the IMS-ALG shall
forward this parameter to the IMS-AGW for the
termination towards the offerer in the remote
descriptor.

If the evs-mode-switch parameter is contained in the
SDP offer, the IMS-ALG shall include the evs-mode-
switch parameter with unmodified value in the SDP
answer.

Otherwise, if EVS was used before the access
transfer, the IMS-ALG should include the evs-mode-
switch parameter with a value indicating the mode
that was negotiated before the access transfer.
Otherwise, if the IMS-ALG decides to transcode
between AMR-WB and EVS (e.g. because AMR-
WB was used before the access transfer), it shall
include the evs-mode-switch with value 1.
Otherwise the IMS-ALG shall not include the evs-
mode-switch.

If the IMS-ALG supplies the evs-mode-switch in the
SDP answer, it shall also supply it to the IMS-AGW
in the local descriptor for the termination towards
the offerer with the same value.

hf-only
(NOTE 1)

If the hf-only parameter is contained in the SDP
offer and the IMS-ALG select the EVS payload
type for transcoding, the IMS-ALG shall forward
this parameter to the IMS-AGW for the
termination towards the offerer in the remote
descriptor.

If the hf-only parameter is contained in the SDP
offer, the IMS-ALG shall include the hf-only
parameter with unmodified value in the SDP
answer.

Otherwise, if the IMS-AGW is configured to
negotiate using only the header-full EVS RTP
payload format, the IMS-ALG shall include the hf-
only parameter with a value 1.

Otherwise, if EVS was used before the access
transfer, the IMS-ALG should include the hf-only
parameter with a value indicating the mode that was
negotiated before the access transfer.

If the IMS-ALG supplies the hf-only parameter in the
SDP answer, it shall also supply it to the IMS-AGW
in the local descriptor for the termination towards
the offerer with the same value.

dtx
(NOTE 1)

If the dtx parameter is contained in the SDP offer
and the IMS-ALG select the EVS payload type
for transcoding, the IMS-ALG shall forward this
parameter to the IMS-AGW for the termination
towards the offerer in the remote descriptor.

If the dtx parameter is contained in the SDP offer,
the IMS-ALG shall include the dtx parameter with
unmodified value in the SDP answer.

Otherwise, if the dtx-recv parameter is contained in
the SDP offer, the IMS-ALG may include the dtx
parameter in the SDP answer with the same value
as the dtx-recv parameter in the SDP offer.
Otherwise, if the usage of DTX is not desired (e.g.
due to DTX capabilities of expected codecs to
transcode with), the IMS-ALG shall include the dtx
parameter with a value 0.

Otherwise, if EVS was used before the access
transfer, the IMS-ALG should include the dtx
parameter with a value indicating the mode that was
negotiated before the access transfer.

If the IMS-ALG supplies the dtx parameter in the
SDP answer, it shall also supply it to the IMS-AGW
in the local descriptor for the termination towards
the offerer with the same value.

dtx-recv
(NOTE 1)

If the dtx-recv parameter is contained in the SDP
offer and the IMS-ALG select the EVS payload
type for transcoding, the IMS-ALG shall forward
this parameter to the IMS-AGW for the
termination towards the offerer in the remote
descriptor.

If the reception of DTX is not desired and the dtx
parameter is not included, the IMS-ALG shall
include the dtx-recv parameter with a value 0.

If both the dtx and dtx-recv parameters are included,
those parameters shall have the same value;
however, inclusion of the dtx-recv parameter is not
required if the dtx parameter is included.

If the IMS-ALG supplies the dtx-recv parameter in
the SDP answer, it should also supply it to the IMS-
AGW in the local descriptor for the termination
towards the offerer with the same value.
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br If the br parameter is contained in the SDP offer, | If the br parameter is contained in the SDP offer, the
(NOTE 1) the IMS-ALG shall check if the IMS-AGW IMS-ALG shall select a bitrate value, which is either

supports the indicated bitrates, or a subset of the received br value or a subset of it, based on
them, in EVS primary mode in the send and IMS-AGW capabilities, possible configured policies,
receive direction. If the indicated bitrates, and and the negotiated br range of an EVS codec used
even each subset of them, are not supported, before the access transfer, and shall include the br
the IMS-ALG shall not select the EVS payload parameter with the selected value that is also
type for transcoding. If the IMS-ALG selects the | supplied towards the IMS-AGW in the SDP answer.
EVS payload type, it shall forward this parameter | Otherwise, if the IMS-ALG desires the same bit rate
to the IMS-AGW for the termination towards the | range for the send and receive direction in EVS
offerer in the remote descriptor. primary mode, and wants to restrict the bit rate
range to match IMS-AGW capabilities possible
configured policies, and the negotiated br range of
the EVS codec used before the access transfer, the
IMS-ALG shall supply the br parameter in the SDP
answer it sends.
Otherwise the IMS-ALG shall not include this
parameter in the SDP answer.
If the IMS-ALG also supplies the bw, bw-send or
bw-recv parameter, the value of the br parameter
shall be compatible with the values of those
parameters.
If the IMS-ALG supplies the br parameter in the
SDP answer, it shall also supply to the IMS-AGW
the br parameter in the local descriptor for the
termination towards the offerer with the same value.
br-send If the br-send parameter is contained in the SDP | If the br-recv parameter is contained in the SDP
(NOTE 1) offer, the IMS-ALG shall check if the IMS-AGW offer, the IMS-ALG shall select a bitrate value,

supports the indicated bitrates, or a subset of
them, in EVS primary mode in the receive
direction. If the indicated bitrates, and even each
subset of them, are not supported, the IMS-ALG
shall not select the EVS payload type for
transcoding. If the IMS-ALG selects the EVS
payload type, it shall forward this parameter to
the IMS-AGW for the termination towards the
offerer in the remote descriptor.

which is either the received br-recv value or a
subset of it, based on IMS-AGW capabilities
possible configured policies, and the negotiated br
range of an EVS codec used before the access
transfer, and the IMS-ALG shall include the br-send
parameter with the selected value that is also
supplied towards the IMS-AGW in the SDP answer.
Otherwise, if the IMS-ALG desires a different bit rate
(range) for the send and receive direction in EVS
primary mode, and wants to restrict the bit rate
range for the send direction to match IMS-AGW
capabilities and possible configured policies, it shall
supply the br-send parameter in the SDP answer it
sends.

Otherwise the IMS-ALG shall not include the br-
send parameter in the SDP answer.

If the IMS-ALG also supplies the bw or bw-send
parameter, the value of the br-send parameter shall
be compatible with the values of those parameters.
If the IMS-ALG supplies the br-send parameter in
the SDP answer, it shall also supply to the IMS-
AGW the br-send parameter in the local descriptor
for the termination towards the offerer with the same
value.
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br-recv

If the br-recv parameter is contained in the SDP

If the br-send parameter is contained in the SDP

(NOTE 1) offer, the IMS-ALG shall check if the IMS-AGW offer, the IMS-ALG shall select a bitrate value,
supports the indicated bitrates, or a subset of which is either the received br-send value or a
them, in EVS primary mode in the send subset of it, based on IMS-AGW capabilities,
direction. If the indicated bitrates, and even each | possible configured policies, and the negotiated br
subset of them, are not supported, the IMS-ALG | range of an EVS codec used before the access
shall not select the EVS payload type for transfer, and the IMS-ALG shall include the br-recv
transcoding. If the IMS-ALG selects the EVS parameter with the selected value that is also
payload type, it shall forward this parameter to supplied towards the IMS-AGW in the SDP answer.
the IMS-AGW for the termination towards the Otherwise, if the IMS-ALG desires a different bit rate
offerer in the remote descriptor. (range) for the send and receive direction in EVS

primary mode, and wants to restrict the bit rate
range for the receive direction to match IMS-AGW
capabilities and possible configured policies, it shall
supply the br-recv parameter in the SDP answer it
sends.
Otherwise the IMS-ALG shall not include the br-recv
parameter in the SDP answer.
If the IMS-ALG also supplies the bw or bw-recv
parameter, the value of the br-recv parameter shall
be compatible with the values of those parameters.
If the IMS-ALG supplies the br-recv parameter in the
SDP answer, it shall also supply to the IMS-AGW
the br-recv parameter in the local descriptor for the
termination towards the offerer with the same value.
bw If the bw parameter is contained in the SDP If the bw parameter is contained in the SDP offer,
(NOTE 1) offer, the IMS-ALG shall check if the IMS-AGW the IMS-ALG shall select a sampling bandwidth

supports the indicated sampling bandwidth(s), or
a subset of them, in EVS primary mode in the
send and receive direction. If the indicated
sampling bandwidth(s), and even each subset of
them, are not supported, the IMS-ALG shall not
select the EVS payload type for transcoding. If
the IMS-ALG selects the EVS payload type, it
shall forward this parameter to the IMS-AGW for
the termination towards the offerer in the remote
descriptor.

value, which is either the received bw value or a
subset of it, based on IMS-AGW capabilities,
possible configured policies, and the negotiated bw
range of an EVS codec used before the access
transfer, and the IMS-ALG shall include the bw
parameter with the selected value that is also
supplied towards the IMS-AGW in the SDP answer.
Otherwise, if the IMS-ALG desires the same
sampling bandwidth(s) for the send and receive
direction in EVS primary mode, and wants to restrict
the sampling bandwidth(s) to match IMS-AGW
capabilities, possible configured policies, and the
negotiated bw range of the EVS codec used before
the access transfer, the IMS-ALG shall supply the
bw parameter in the SDP answer it sends.
Otherwise the IMS-ALG shall not include this
parameter in the SDP answer.

If the IMS-ALG also supplies the br, br-send or br-
recv parameter, the value of the bw parameter shall
be compatible with the values of those parameters.
If the IMS-ALG supplies the bw parameter in the
SDP answer, it shall also supply to the IMS-AGW
the bw parameter in the local descriptor for the
termination towards the offerer with the same value.
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bw-send
(NOTE 1)

If the bw-send parameter is contained in the
SDP offer, the IMS-ALG shall check if the IMS-
AGW supports the indicated sampling
bandwidths, or a subset of them, in EVS primary
mode in the receive direction. If the indicated
sampling bandwidths, and even each subset of
them, are not supported, the IMS-ALG shall not
select the EVS payload type for transcoding. If
the IMS-ALG selects the EVS payload type, it
shall forward this parameter to the IMS-AGW for
the termination towards the offerer in the remote
descriptor.

If the bw-recv parameter is contained in the SDP
offer, the IMS-ALG shall select a sampling
bandwidths value, which is either the received bw-
recv value or a subset of it, based on IMS-AGW
capabilities, possible configured policies, and the
negotiated bw range of an EVS codec used before
the access transfer, and the IMS-ALG shall include
the bw-send parameter with the selected value in
the SDP answer.

Otherwise, if the IMS-ALG desires a different
sampling bandwidths for the send and receive
direction in EVS primary mode, and wants to restrict
the sampling bandwidths for the send direction to
match IMS-AGW capabilities, possible configured
policies, and the negotiated bw range of the EVS
codec used before the access transfer, the IMS-
ALG shall supply the bw-send parameter in the SDP
answer it sends.

Otherwise the IMS-ALG shall not include the br-
send parameter in the SDP answer.

If the IMS-ALG also supplies the bw or bw-send
parameter, the value of the br-send parameter shall
be compatible with the values of those parameters.
If the IMS-ALG supplies the bw-send parameter in
the SDP answer, it shall also supply to the IMS-
AGW the bw-send parameter in the local descriptor
for the termination towards the offerer with the same
value.

bw-recv
(NOTE 1)

If the br-recv parameter is contained in the SDP
offer, the IMS-ALG shall check if the IMS-AGW
supports the indicated sampling bandwidths, or
a subset of them, in EVS primary mode in the
send direction. If the indicated sampling
bandwidths, and even each subset of them, are
not supported, the IMS-ALG shall not select the
EVS payload type for transcoding. If the IMS-
ALG selects the EVS payload type, it shall
forward the bw-recv parameter to the IMS-AGW
for the termination towards the offerer in the
remote descriptor.

If the bw-send parameter is contained in the SDP
offer, the IMS-ALG shall select a sampling
bandwidths value, which is either the received bw-
send value or a subset of it, based on IMS-AGW
capabilities, possible configured policies, and the
negotiated bw range of an EVS codec used before
the access transfer, and the IMS-ALG shall include
the bw-recv parameter with the selected value in the
SDP answer.

Otherwise, if the IMS-ALG desires a different
sampling bandwidths for the send and receive
direction in EVS primary mode, and wants to restrict
the sampling bandwidths for the receive direction to
match IMS-AGW capabilities, possible configured
policies, and the negotiated bw range of the EVS
codec used before the access transfer, the IMS-
ALG shall supply the bw-recv parameter in the SDP
answer it sends.

Otherwise the IMS-ALG shall not include the bw-
recv parameter in the SDP answer.

If the IMS-ALG also supplies the br or br-recv
parameter, the value of the bw-recv parameter shall
be compatible with the values of those parameters.
If the IMS-ALG supplies the bw-send parameter in
the SDP answer, it shall also supply it to the IMS-
AGW in the local descriptor for the termination
towards the offerer with the same value.
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cmr If the cmr parameter is contained in the SDP If the cmr parameter is contained in the SDP offer,
(NOTE 1) offer and the IMS-ALG select the EVS payload the IMS-ALG shall include the cmr parameter with
type for transcoding, the IMS-ALG shall forward | unmodified value in the SDP answer.
this parameter to the IMS-AGW for the Otherwise, if the IMS-AGW desires to disable codec
termination towards the offerer in the remote mode requests within the RTP payload of the EVS
descriptor. primary mode (due to the IMS-AGW capabilities,
possible configured policies, and the negotiated
CMR mode of an EVS codec used before the
access transfer), it shall include the cmr parameter
with value -1 in the SDP answer it sends
If the IMS-ALG supplies the cmr parameter in the
SDP answer, it shall also supply it to the IMS-AGW
in the local descriptor for the termination towards
the offerer with the same value.
ch-aw-recv | If the ch-aw-recv parameter is contained in the If the IMS-ALG it desires to control the channel-
(NOTE 1) SDP offer the IMS-ALG shall check if the IMS- aware mode of EVS in the receive direction, e.g. to
AGW supports the indicated mode in the send disable it with value -1, it shall include the ch-aw-
direction. If the indicated mode is not supported, | recv parameter in the SDP offer and shall also
the IMS-ALG shall not select the EVS payload supply the ch-aw-recv parameter to the IMS-AGW in
type for transcoding. If the IMS-ALG selects the the local descriptor for the termination towards the
EVS payload type for transcoding, the IMS-ALG | offerer with the same value. The IMS-ALG shall
shall forward this parameter to the IMS-AGW for | consider the capabilities of the IMS-AGW and the
the termination towards the offerer in the remote | negotiated ch-aw-recv mode of an EVS codec used
descriptor. before the access transfer when it chooses an
appropriate value.
number of | If the "number of channels" parameter is If the "number of channels" parameter is contained
channels contained in the SDP offer the IMS-ALG shall in the SDP offer, the IMS-ALG shall include the
(NOTE 2) check if the IMS-AGW supports the indicated "number of channels" parameter with unmodified
number of channels. If the indicated number of value in the SDP answer and shall also supply it to
channels is not supported, the IMS-ALG shall the IMS-AGW in the local descriptor for the
not select the EVS payload type for transcoding. | termination towards the offerer with the same value.
If the IMS-ALG selects the EVS payload type for
transcoding, the IMS-ALG shall forward this
parameter to the IMS-AGW for the termination
towards the offerer in the remote descriptor.
ch-send If the ch-send parameter is contained in the SDP | If the ch-recv parameter is contained in the SDP
(NOTE 1) offer the IMS-ALG shall check if the IMS-AGW offer, the IMS-ALG shall include the ch-send
supports the indicated number of channels in the | parameter with unmodified value in the SDP answer
receive direction. If the indicated number of and shall also supply the ch-send parameter to the
channels is not supported, the IMS-ALG shall IMS-AGW in the local descriptor for the termination
not select the EVS payload type for transcoding. | towards the offerer with the same value.
If the IMS-ALG selects the EVS payload type for
transcoding, the IMS-ALG shall forward the ch-
send parameter to the IMS-AGW for the
termination towards the offerer in the remote
descriptor.
ch-recv If the ch-recv parameter is contained in the SDP | If the ch-send parameter is contained in the SDP
(NOTE 1) offer the IMS-ALG shall check if the IMS-AGW offer, the IMS-ALG shall include the ch-recv

supports the indicated number of channels in the
send direction. If the indicated number of
channels is not supported, the IMS-ALG shall
not select the EVS payload type for transcoding.
If the IMS-ALG selects the EVS payload type for
transcoding, the IMS-ALG shall forward the ch-
recv parameter to the IMS-AGW for the
termination towards the offerer in the remote
descriptor.

parameter with unmodified value in the SDP answer
and shall also supply the ch-recv parameter to the
IMS-AGW in the local descriptor for the termination
towards the offerer with the same value.
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mode-set If the mode-set parameter is contained in the If the mode-set parameter is contained in the SDP

(NOTE 3) SDP offer and the IMS-ALG select the EVS offer, the IMS-ALG shall include the mode-set
payload type for transcoding, the IMS-ALG shall | parameter with unmodified value in the SDP
forward this parameter to the IMS-AGW for the answer.
termination towards the offerer in the remote Otherwise, if EVS or AMR-WB was used before the
descriptor. access transfer, the IMS-ALG should include the

mode-set parameter with a value indicating the
mode that was negotiated before the access
transfer (or omit it if no restrictions applied before).
If the IMS-ALG supplies the mode-set parameter in
the SDP answer, it shall also supply it to the IMS-
AGW in the local descriptor for the termination
towards the offerer with the same value.

mode- If the mode-change-period parameter is If EVS or AMR-WB was used before the access

change- contained in the SDP offer and the IMS-ALG transfer, the IMS-ALG should include the mode-

period select the EVS payload type for transcoding, the | change-period parameter with a value indicating the

(NOTE 3) IMS-ALG shall forward this parameter to the mode that was negotiated before the access
IMS-AGW for the termination towards the offerer | transfer (or omit it if no restrictions applied before).
in the remote descriptor. the IMS-ALG should include the mode-change-

period parameter for the EVS payload in the SDP

offer it forwards.

If the IMS-ALG supplies the mode-change-period

parameter in the SDP answer, it shall also supply it

to the IMS-AGW in the local descriptor for the

termination towards the offerer with the same value.
mode- If the mode-change-capability parameter is The IMS-ALG shall either include the mode-change-
change- contained in the SDP offer and the IMS-ALG capability parameter with a value 2 or omit the
capability select the EVS payload type for transcoding, the | parameter.

(NOTE 3) IMS-ALG may forward this parameter to the If the IMS-ALG supplies the mode-change-capability
IMS-AGW for the termination towards the offerer | parameter in the SDP answer, it may also supply it
in the remote descriptor. to the IMS-AGW in the local descriptor for the

termination towards the offerer with the same value.
mode- If the mode-change-neighbor parameter is If EVS or AMR-WB was used before the access
change- contained in the SDP offer and the IMS-ALG transfer, the IMS-ALG should include the mode-
neighbor select the EVS payload type for transcoding, the | change-neighbor parameter with a value indicating

(NOTE 3) IMS-ALG shall forward this parameter to the the mode that was negotiated before the access
IMS-AGW for the termination towards the offerer | transfer (or omit it if no restrictions applied before).
in the remote descriptor. If the IMS-ALG supplies the mode-change-neighbor

parameter in the SDP answer, it shall also supply it

to the IMS-AGW in the local descriptor for the

termination towards the offerer with the same value.
max-red If the max-red parameter is contained in the The IMS-ALG shall only include the max-red

(NOTE 5) SDP offer and the IMS-ALG select the EVS parameter in the SDP answer if it desires to restrict
payload type for transcoding, the IMS-ALG shall | the maximum redundancy of received packets.
forward this parameter to the IMS-AGW for the When selecting the value of the max-red parameter,
termination towards the offerer in the remote the IMS-ALG shall consider the capabilities of the
descriptor. IMS-AGW and, If EVS or AMR-WB was used before

the access transfer, the redundancy that was
negotiated before the access transfer.

If the IMS-ALG supplies the max-red parameter in
the SDP answer, it shall also supply it to the IMS-
AGW in the local descriptor for the termination
towards the offerer with the same value.

3gpp_mtsi | If the 3gpp_mtsi_app_adapt parameter is If the IMS-AGW supports RTCP APP based

_app_adap | contained in the SDP answer, and the IMS-ALG | adaptation messages defined in

t (NOTE 4) | select the EVS payload type for transcoding, the | 3GPP TS 26.114 [21], and the IMS-ALG has a

IMS-ALG shall forward this parameter to the
IMS-AGW the IMS-ALG shall forward this
parameter to the IMS-AGW in the remote
descriptor.

policy to negotiate the usage of those messages,
the IMS-ALG shall include the
3gpp_mtsi_app_adapt SDP attribute indicating the
allowed APP messages in the SDP answer. If EVS
was used before the access transfer, the IMS-ALG
should consider the negotiated RTCP APP packet
types the access transfer in addition to the IMS
AGW capabilities when selecting the allowed RTCP
APP messages.
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NOTE 1: This MIME parameter of the EVS RTP payload type is defined in 3GPP TS 26.445 [51]. It is encapsulated
within the SDP "a=fmtp" attribute defined IETF RFC 4566 [53].

NOTE 2: This number of channels are encoded as "encoding parameters" of the SDP "a=rtpmap" attribute defined in
IETF RFC 4566 [53].

NOTE 3: This MIME parameter of the EVS RTP payload type relates to AMR-WB |10 mode and is defined in
IETF RFC 4867 [54]. It is encapsulated within the SDP "a=fmtp" attribute defined IETF RFC 4566 [53].

NOTE 4: This SDP attribute is defined in 3GPP TS 26.114 [21]. It applies to all codecs offered in an SDP media line.
However, some values are specific to EVS.

NOTE 5: This MIME parameter of the EVS RTP payload type is defined in IETF RFC 4867 [54]. It is encapsulated
within the SDP "a=fmtp" attribute defined IETF RFC 4566 [53].

6.2.15 Multimedia Priority Congestion Control Procedures

6.2.15.1 General

The IMS-ALG and IMS-AGW may support the priority treatment of a call/session identified as an MPS call/session.
This clause describes the |q signalling procedures and their interactions with SIP signalling in the control plane and
with user plane procedures to support the requirements for Multimedia Priority Service. These Iq signalling procedures
may or may not apply depending on the network configuration (e.g. whether the IMS-AGW is shared by multiple IMS-
ALGs or whether the IMS-ALG controls multiple IMS-AGWSs for a given route — Media Gateway Group).

The IMS-ALG can receive a SIP INVITE with MPS priority information (see 3GPP TS 23.228 [2], clause 5.21).

6.2.15.2 IMS-AGW Resource Congestion in ADD response, request is queued

If the IMS-ALG requests aresource via the procedure Reserve and Configure AGW Connection Point or Reserve AGW
Connection Point and receives an error indicating that the requested resource could not be seized (e.g. H.248 error code
#510 "insufficient resources") and the IMS-ALG does not have alternative IMS-AGW through which it can route the
call it queuesthe priority session and givesit priority over any further Reserve and Configure AGW Connection Point
or Reserve AGW Connection Point procedures for lower priority sessions towards this IMS-AGW until the requested
resource for this queued session is successful seized. The example sequence is shown in Figure 6.2.15.2.1.
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IMS-ALG IMS-AGW
1. INVITE [MPS
priority indication]
e 2. H.248 ADD Req [C=?, T=?, Laddr = ?, Lport = ?,
Local Resources, priority]
Reserve AGW _
connection _ IMS-AGW is
point J 3. H.248 ADD Reject [Error = #510] Congested
4. IMS-ALG
queues MPS
request
Y 5. H.248 ADD Req [C=?, T=?, Laddr = ?, Lport = ?,
Local Resources, priorit
Reserve AGW priority] . IMS-AGW
connection successfull
point 6. H.248 ADD Resp [C=C1, T=T2, Laddr=I1P2o0, . v
B seizes required
LPort=P20]
resources

Figure 6.2.15.2.1: Request to reserve IMS-AGW MPS Priority call resources when IMS-AGW is
congested

6.2.15.3 IMS-AGW Resource Congestion in ADD response, IMS-ALG seizes new
IMS-AGW

If the IMS-ALG requests aresource viathe procedure Reserve and Configure AGW Connection Point or Reserve AGW
Connection Point and receives an error indicating that the requested resources could not be seized (e.g. H.248 error code
#510 "insufficient resources") and Media Gateway Groups are implemented it should seize anew IMS-AGW from the
same Media Gateway Group before resorting to any queuing of the priority session (as described in 6.2.15.2) to enable
the MPS call/session to proceed as early as possible.

6.2.15.4 IMS-AGW Priority Resource Allocation

If the IMS-AGW supports the Priority information (e.g. determined through provisioning or package profile) the IMS-
ALG reguests aresource via the procedure Reserve and Configure AGW Connection Point or Reserve AGW
Connection Point and includes the Priority information. The IMS-AGW may then provide priority allocation of
resources once a congestion threshold is reached. If the IMS-AGW is completely congested it shall indicate thisto the
IMS-ALG asdescribed in 6.2.15.2. The example sequence is shown in Figure 6.2.15.4.1.
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IMS-ALG IMS-AGW

1. INVITE [MPS
priority indication]
—>

2. H.248 ADD Req [C=2?, T=?, Laddr = ?, Lport = ?,
Local Resources, Priority] IMS-AGW s in
a congested

Reserve AGW state but

Connection 3. H.248 ADD Resp [C=C1, T=T2, Laddr=IP20, allocates priority

point < LPort=P20] resources to this
call.

Figure 6.2.15.4.1: Request to reserve IMS-AGW MPS Priority call resources when IMS-AGW is
congested, priority resources are allocated

6.2.15.5 IMS-AGW Priority User Data marking

The IMS-ALG may request the streams associated to an MPS Priority Call to be marked with certain priority code point
asdescribed in clause 6.2.7. The IMS-AGW shall then mark each 1P packet header accordingly. The example sequence
isshownin Figure 6.2.15.5.1.

IMS-ALG IMS-AGW

1. INVITE [MPS
priority indication]

— >

2.H.248 ADD Req [C=?, T=?, Laddr = ?, Lport = ?,

Local Resources, Diffserv Mark = DSCP1, priority] IMS-AGW is
Reserve > requested to
AGW apply DSCP
Connection 3. H.248 ADD Resp [C=C1, T=T2, Laddr=IP20, value in IP
point LPort=P20] header of user

data packets.

Figure 6.2.15.5.1: Request to reserve IMS-AGW call resources and apply DCSP marking for MPS

The IMS-AGW may also provide priority allocation for resources requested via a subsequent Configure AGW
Connection Point procedure not including Priority information if the related context has been marked with priority
information during the Reserve AGW Connection Point or Reserve and Configure AGW Connection Point procedure.

6.2.15.6 IMS-AGW Priority Modification

If the IMS-ALG seized an IP termination for a priority call/session with a default priority and subsequently needs to
modify the priority information previously communicated to the IMS-AGW (e.g. subject to subsequent authorisation by
an authorisation point, see 3GPP TS 24.229 [11] clause 4.11), the IMS-ALG may modify the existing | P termination for
the MPS call/session with the actual priority and, if DiffServ is used, provision a suitable DSCP marking for the
updated MPS priority level to the IMS-AGW viathe Configure AGW Connection Point Procedure.
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The specific |q related call sequence which details the handling to support the requirements defined in
3GPP TS 24.229 [11], clause 4.11 and 3GPP TS 23.228 [2], clause 5.21 is not specified, and therefore
implementations might exist which fulfil these requirements but do not require modification of the

priority information across the | q interface.

Coordination of Video Orientation

Figure 6.2.16.1 shows the message segquence chart example for indicating extended RTP header for Coordination of
Video Orientation.

IMS-
ALG

INVITE/
SDP offer
["a=extmap:
URN=CVQ"]

IMS-
AGW

H.248:ADD.req[C=7?, T= ?, Laddr = ?, Lport = ?, Local
Resources, Extended RTP header(CVO)]

>

H.248:ADD.resp[Termination T2...]

A

INVITE/
SDP offer
["a=extmap:
URN=CVQ"]

SDP answerr
["a=extmap:
URN=CVO"]
-
H.248:ADD.req[C=C, T= ?, Laddr = ?, Lport = ?, Local
Resources, Extended RTP header(CVO)]

H.248:ADD.resp[Termination T1...]

A

SDP answerr
["a=extmap:
URN=CVO"]
-

Reserve AGW
Connection Point

Reserve and
Configure AGW
Connection Point

Figure 6.2.16.1: Procedure to indicate RTP extension header for CVO

This procedure isidentical to that of clause 6.2.1 apart from the IMS-ALG optionally requesting the IMS-AGW to

support the RTP Header Extension capability as defined in IETF RFC 5285 [23].

NOTE:

If the IMS-ALG receives an SDP answer, which includes the "a=extmap" attribute with a CvVO URN with
agranularity that the IMS-AGW has not included in its response, or if the SDP answer does not include
any "a=extmap" CVO related attribute, it is not necessary to modify the IMS-AGW settings for this
reason aone. Doing that would only add unnecessary signalling without requiring any action or changes
inthe IMS-AGW. However, if the IMS-ALG needs to modify the media attributes for other purposes, in
particular due to transcoding, then the IMS-AGW is updated in accordance with the received SDP
answer, that is, either with the received CV O related "a=extmap" attribute if present in the received SDP
answer or without it if not included in the received SDP answer (thus removing the requirement for
supporting "a=extmap" and for sending the header and CV O bits for the transcoded stream).
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6.2.17 Procedures for Interactive Connectivity Establishment (ICE)

6.2.17.1 ICE lite

Figure 6.2.17.1.1 shows a message sequence chart example for performing the ICE lite procedure towards the offerer.

IMS- IMS-
INVITE/ ALG AGW
SDP offer
["a=candidate rc,
a=ice-pwd rpw,
a=ice-ufrag ruf"]
—
H.248:ADD.req[C=", T= ?, Local Resources (Laddr = ?,
Lport = ?)]
>
Reserve AGW
H.248:ADD.resp[C=C1, T=T2] Connection Point
INVITE/SDP offer [ ]
-
SDP Answer []
-
H.248:MOD.req[C=C1, T=T2] )
> Configure AGW

C tion Point
H.248:MOD.resp[C=C1, T=T2] ennection Foin
H.248:ADD.req[C=C1, T= ?, STUN server request,
Local Resources (Laddr = ?, Lport = ?, ice-pwd="?,
ice-ufrag="7; candidate host="?),
Remote Resources (candidate rc, ice-pwd rpw,

A

ice-ufrag run] > Reserve and Configure
AGW Connection Point
SDP Answer H.248:ADD.req[C=C1, T=T1,

[a=ice-pwd Ipw, Local Resources (Laddr = 11, Lport = p1, ice-

a=ice-ufrag Iuf, pwd=lpw, ice-ufrag=Iuf; candidate=Ic, ice-lite)]

a=candidate Ic, <

a=ice-lite]
-

Figure 6.2.17.1.1: Procedure for interactive connectivity establishment using ICE lite towards the
offerer

6.2.17.2 Full ICE

Figure 6.2.17.2.1 shows a message sequence chart example for performing the full | CE procedure towards the offerer.
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IMS- IMS-
INVITE/ ALG AGW
SDP offer
["a=candidate rc,
a=ice-pwd rpw,
a=ice-ufrag ruf"]
e

H.248:ADD.req[C=?, T= ?, Local Resources (Laddr = ?,
Lport = ?)]

>
Reserve AGW
H.248:ADD.resp[C=C1, T=T2] Connection Point
INVITE/SDP offer [ ]
L T
SDP Answer [ ]
-
H.248:MOD.req[C=C1, T=T2] )
> Configure AGW

eAcY
H.248:MOD.resp[C=C1, T=T2] Connection Point

<
«

H.248:ADD.req[C=C1, T= ?, STUN server request, ICE
connectivity check {Notify connectivity check result, Notify
new peer reflexive candidate},

Local Resources (Laddr = ?, Lport = ?, ice-pwd=?, ice-
ufrag=?; candidate host="?),

Remote Resources (candidate rc, ice-pwd rpw,
ice-ufrag ruf)]

H.248:ADD.req[C=C1, T=T1, ,
SDP Answer Local Resources (Laddr = 11, Lport = p1, ice- ﬁgﬁ%ﬁjﬁgcﬁgfﬁ‘,‘i;ﬁ
[a=ice-pwd Ipw, pwd=Ipw, ice-ufrag=Iuf, candidate=Ic)]
a=ice-ufrag Iuf,
a=candidate Ic,]
-

A

Figure 6.2.17.2.1: Procedure for interactive connectivity establishment using full ICE towards the
offerer

6.2.17.3 Connectivity check result notification (full ICE)

Figure 6.2.17.3.1 shows the message sequence chart example for an |CE connectivity check result Event.

IMS- IMS-
ALG AGW

H.248:NOTIFY.Req (ICE connectivity
check result) [Termination =x,

Candidate/Transport pair]
Context(Cx)| |
H.248:NOTIFY..resp (ICE connectivity ICE Connectivity
check result) Che‘?lf R?SU“
[Termination x] Notification
Context(Cx) >

Figure 6.2.17.3.1: Procedure to report ICE connectivity check result

6.2.17.4 New peer reflexive candidate notification (full ICE)

Figure 6.2.17.4.1 shows the message sequence chart example for additional connectivity check when new peer reflexive
candidate is discovered in full ICE.
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IMS-
ALG

A

H.248:NOTIFY.Req (New peer reflexive

152

IMS-

AGW

candidate) [C=Cx, T=Tx, Candidate]

H.248:NOTIFY.resp (New peer
reflexive candidate) [C=Cx, T=Tx]

H.248:MODIFY.Req [C=Cx, T=Tx,
Additional connectivity check]

H.248:MODIFY .resp [C=Cx, T=TX]

A

Figure 6.2.17.4.1: Procedure to perform additional connectivity check upon the report of new peer

6.2.17.5

Figure 6.2.17.5.1 shows a message sequence chart example for requesting the STUN consent freshness test procedure

reflexive candidate

STUN consent freshness test

towards the offerer when full I1CE is supported by the elMS-AGW.

ETSI TS 123 334 V13.13.0 (2024-04)

» | Additional connectivity
check based on new
peer reflexive
candidate notification

INVITE/

eP-
CSCF

elMS-
AGW

SDP offer
["a=candidate rc,
a=ice-pwd rpw,
a=ice-ufrag ruf"]
e

SDP Answer
[a=ice-pwd Ipw,
a=ice-ufrag Iuf,
a=candidate Ic,]

-

Figure 6.2.17.5.1: Procedure for STUN consent freshness test towards the offerer

H.248:ADD.req[C=?, T= ?, Local Resources (Laddr = ?,
Lport = ?)]

-
Lt

H.248:ADD.resp[C=C1, T=T2]

<
«

INVITE/SDP offer [ ]
-

SDP Answer []

-
H.248:MOD.req[C=C1, T=T2]

\

P H.248:MOD.resp[C=C1, T=T2]
H.248:ADD.req[C=C1, T= ?, STUN server request, ICE
connectivity check {Notify connectivity check result, Notify
new peer reflexive candidate}, STUN consent freshness
test,

Local Resources (Laddr = ?, Lport = ?, ice-pwd=?, ice-
ufrag=?; candidate host=7?),
Remote Resources (candidate rc, ice-pwd rpw,
ice-ufrag ruf) »
H.248:ADD.req[C=C1, T=T1,
Local Resources (Laddr = I1, Lport = p1, ice-
pwd=Ipw, ice-ufrag=luf; candidate=Ic)]

A

ETSI
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Configure AGW
Connection Point

Reserve and Configure
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6.2.17.6 STUN Consent Freshness Test Failure Notification

Figure 6.2.17.6.1 shows the message sequence chart example for an ICE STUN consent freshness test failure Event.

elMS- elMS-
ALG AGW

H.248:NOTIFY.Req (STUN consent
freshness test failure) [Termination =x,
Candidate/Transport pair]

Context(Cx)| |«
H.248:NOTIFY.resp (STUN consent STUN Consent
freshness test failure) FreShSZStiSﬁZ:itoiallure
Terminati
Context(Cx) [Termination x] %

Figure 6.2.17.6.1: Procedure to report STUN consent freshness test failure

6.2.18 TCP bearer connection control

6.2.18.1 General

All message sequence charts in this clause are examples. The H.248 context model is defined in Figure 6.2.1.1.

6.2.18.2 Stateless TCP handling

This procedure isidentical to that of clause 6.2.1 apart from the IMS-ALG and IMS-AGW applying the requirements

specified in clause 5.16.1.

6.2.18.3 State-aware TCP handling without support of modifying the TCP setup
direction

This procedure isidentical to that of clause 6.2.1 apart from the IMS-ALG and IMS-AGW applying the requirements
specified in clause 5.16.2.2.

Clause 6.2.10.3.1 provides example call flows for TCP bearer connection establishment without modyfing the TCP
setup direction.
6.2.18.4 State-aware TCP handling with support of modifying the TCP setup direction

This procedure isidentical to that of clause 6.2.1 apart from the IMS-ALG and IMS-AGW applying the requirements
specified in clause 5.16.2.3.

Figure 6.2.18.4.1 shows an example call flow for a terminating session set-up procedure, where the IMS-ALG receives
an incoming SDP offer containing medialine for a new MSRP media stream with an "a=setup:active" SDP attribute
towards a served UE located behind aremote NAT.
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P-CSCF (IMS-ALG) IMS-AGW UE-B
1. SDP offer (c=IP1o,
m=P10 TCP/MSRP,
_a=setupiactive) »| 2. H.248 ADD req (C=?, T=?, m=TCP,
a=setup:passive, LAddr=?, LPort=?)
Reserve AGW @ Create outgoing termination TD
Connection Point
(, Change Through-
Connection) 4. H.248 ADD resp (C=C1, T=T;, LAddr=IP20, LPort=PRo)
5. H.248 ADD req (C=C1, T=?, m=TCP,
a=setup:passive, LAddr=?, LPort=?, RAddr=IP1o0,
RPort=P10)
R d
Co:fsigl?:: /igaw (6. Create incoming termination T2>
Connection Point
(, Change Through- 7. H.248 ADD resp (C=C1, T=T,, LAddr=IP2a,
Connection) P LPort=P2a, RAddr=IP10, RPort=P10)

(8. Modify SDP offer)

9. SDP offer (c=IP20, m=P20 TCP/MSRP, a=setup:actpass)

10. TCP SYN

11. SDP answer (c=IP1a, m=P1a TCP/MSRP, a=setup:active)

12. H.248 MOD req (C=C1, T=T4, RAddr=IP1a,

RPort=P1a)
Configure AGW : — . L
Connection Point 63. Configure outgoing termination TD
(, Change Through-
Connection) P 14. H.248 MOD resp (C=C1, T=T,)

10. TCP SYN

65. Modify SDP answeD

16. SDP answer
(c=IP2a, m=P2a TCP/
MSRP, a=setup:passive)

17. TCP SYN
18. TCP SYN ACK

TCP SYN ACK
TCP ACK

TCP ACK

Figure 6.2.18.4.1: Terminating example call flow for MSRP between UEs located behind NAT
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The IMS UE B performs an IM S terminating session set-up according to 3GPP TS 23.228 [2], with modifications as
described in 3GPP TS 33.328 [12].

The procedure in the above figure is described step-by-step with an emphasis on the additional aspects for IMS-ALG
and IMS-AGW of TCP bearer connection control.

1. TheP-CSCF (IMS-ALG) receives an SDP offer for an MSRP media stream with an "a=setup:active" attribute.
For the M SRP media stream offered with transport "TCP/MSRP", the P-CSCF (IMS-ALG) alocates the
required resources, includes the IMS-AGW in the media path and proceeds as specified in this clause.

2.-4. TheIMS-ALG usesthe "Reserve AGW Connection Point" procedure to request atermination for "TCP"
media (for application-agnostic interworking) or "TCP/MSRP" media (for application-aware interworking)
towards the access network. The IMS-AL G preconfigures the IMS-AGW to operate in TCP merge mode by
providing the "a=setup:passive" attribute.

5.-7. TheIMS-ALG usesthe "Reserve And Configure AGW Connection Point" procedure to request atermination
for "TCP" media (for application-agnostic interworking) or "TCP/ MSRP" media (for application-aware
interworking) towards the core network. The IMS-ALG preconfigures the IMS-AGW to operatein TCP Merge
mode by providing the "a=setup:passive" attribute.

8. The P-CSCF (IMS-ALG) changes the "a=setup” SDP attribute to "actpass' in the SDP offer and inserts the
address information received from the IMS-AGW.

9. The P-CSCF (IMS-ALG) forwards the SDP offer.

10. The UE B chooses to become the active party in the TCP connection establishment and sendsa TCP SYN to
establish the TCP connection. If the P-CSCF (IMS-ALG) indicated to the IMS-AGW at step 2 that it shall ignore
any incoming TCP connection establishment requests (TCP SYN), e.g. to enable a remote source transport
address filtering, or if the P-CSCF (IMS-ALG) did not indicate to the IMS-AGW at step 2 that it shall latch onto
the required destination address via the source address/port of the incoming media, the IMS-AGW shall drop the
TCP SYN received from the UE.

If the TCP SY N is not answered before atimer expiry, the UE will send the TCP SYN a second time (step 10).

11. The P-CSCF (IMS-ALG) receives the SDP answer. It contains the SDP answer with an "a=setup:active"
attribute.

12.-14.The IMS-AL G uses the "Configure AGW Connection Point" procedure to configure the termination towards
the UE B with remote address information.

15. The P-CSCF (IMS-ALG) modifies the SDP answer before sending it to the core network. The
P-CSCF (IMS-ALG) setsthe "a=setup:passive" SDP attribute.

16. The P-CSCF (IMA-ALG) then sends the updated SDP answer to core network.
17. The IMS-AGW answers the TCP SY N and the remote peer compl etes the TCP connection establishment.

18. The IMS-AGW answersthe TCP SY N and UE B compl etes the TCP connection establishment.

6.2.19 Application-aware MSRP interworking at the IMS-AGW
This procedure isidentical to that of clause 6.2.1 apart from the IMS-ALG:

- indicating "TCP/MSRP" or "TCP/TLSMSRP"' (if e2ae media security is applied) as transport protocol to the
IMS-AGW;

- configuring the IMS-AGW to apply application-aware M SRP interworking; and

- providing the SDP "a=path" attribute, asreceived in SIP/SDP signalling, to the IMS-AGW as "M SRP Path" with
the remote descriptor of the corresponding call leg.

The IMS-AGW applies application-aware M SRP interworking if being instructed from the IMS-ALG. Support of
dynamic instructions from the IMS-ALG is optional.

If the IMS-AGW applies application-aware M SRP interworking, it modifies the MSRP "To-Path" header field in MSRP
packets by replacing the IP address and TCP port of the only entry with the corresponding information in the "M SRP
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path" provided by the IMS_ALG while retaining the MSRP session ID part of the entry as received in the MSRP "To-
Path" and then forward the M SRP data without further modification.

6.2.20 Alternate Connection (ALTC) Addresses Management
Figure 6.2.20.1 shows a message sequence chart example for aterminating session setup with a dual stack UE using the

SDP attributes "altc" inserted by the IMS-ALG in the SDP offer to indicate the | P addresses for potential alternative
connection addresses.
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P-CSCF (IMS-ALG) IMS-AGW UE-A

1. SDP offer (c=IP10 P10)

2. H.248 ADD req (C=?, T=?, AddrType=IPv6,
LAddr=?, LPort=?)

Reservg AGW @ Create outgoing termination T2>
Connection Point
(Change Through-
Connection) 4.H.248 ADD resp (C=C1, T=T2, LAddr=IP20,
P LPort=P20)
5.H.248 ADD req (C=C1, T=?, AddrType=IPv4,
LAddr=?, LPort=?)
Reserve AGW @ Create outgoing termination TZD
Connection Point
(Change Through-
Connection) 7.H.248 ADD resp (C=C1, T=T3, LAddr=IP2a,
LPort=P2a)

>
<

(8. Modify SDP offer )

9. SDP offer (c=IP20 P20, a=altc:1 IP6 IP20 P20, a=al{c:2 IP4 IP2a P2a)

.................................................................................................. >
10. SDP answer (c=IP1a P1a)
4 ...................................................................................................
11. H.248 MOD req (C=C1, T=T2, RAddr=IP1a,
RPort=P1a)
Configure AGW —
Connection Point 62. Configure outgoing termination T2>
(Change Through-
Connection) P 13. H.248 MOD resp (C=C1, T=T2)
14. H.248 ADD req (C=C1, T=?, LAddr=?, LPort=?,
RAddr=IP10, RPort=P10) o
Reserve AGW and ) ) o
Configure (15. Create incoming termination T1>
Connection Point <
(Change Through- 16. H.248 ADD resp (C=C1, T=T1, LAddr=IP2b,
Connection) LPort=P2b, RAddr=IP10, RPort=P10)

(17. Modify SDP answer

18. SDP answer (c=IP2b P2b)

19. H.248 SUB req (C=C1, T=T3)

[
|

Release AGW (20. Release outgoing termination T3>
Termination

21. H.248 SUB resp (C=C1, T=T3)

A

Figure 6.2.20.1: Terminating session setup with insertion of the SDP attribute "altc" by the IMS-ALG
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Upon receipt of a session initiation request, the IMS-AL G shall extract the offerer's destination network address(es) and
port number(s) from the SDP offer received from the calling party endpoint. Based on local policies, the IMS-ALG may
decide to provide an aternative |P address and to insert then "altc" attributes in the SDP offer sent to the terminating
side. The IMS-ALG shall then request the IMS-AGW to allocate transport resources for the terminating side (e.g.
terminations T2 for IPv6 and T3 for |Pv4) viatwo Reserve AGW Connection Point procedures, one per address type.

NOTE: ThelMS-AGW is"ALTC agnostic" and does not have any awareness about preferred and alternate IP
connection resources as described in thein IETF RFC 6947 [59]. Moreover, there is not any context-
internal topology between terminations T1, T2 and T3 (viathe H.248 topology descriptor) defined: T1 is
either implicitly interlinked with T2 or T3 dependent on the used H.248 Stream identifier values.
However, such aspects are ignored due to the expected short-term aspects of the temporary context
configuration with three terminations.

Based on the responses received from the IMS-AGW, the IMS-ALG shall modify the offerer's destination addresses
and/or portsinitially contained in the SDP offer, insert the "altc" SDP attributes carrying the preferred and alternate |P
addresses and propagate the session establishment toward the terminating party.

On receipt of the SDP answer of the called party endpoint, the IMS-ALG shall pass the IP address, port and address
type chosen by the called party endpoint for the session to the IMS-AGW in the Configure AGW Connection Point
procedure and shall request the IMS-AGW to allocate transport resources (T1) for the calling party endpoint viathe
Reserve and Configure AGW Connection Point. Upon receiving the response from the IMS-AGW, the IMS-ALG shall
modify the answerer's destination address(es) and/or port(s) contained in the application SDP answer and pass the
information to the calling party endpoint. The IMS-ALG shall also request the IMS-AGW to release the transport
resources (e.g. termination T3 with 1Pv4) reserved for the unused address type via the Release AGW Termination
procedure.

6.2.21 Video Region-of-Interest (ROI)

6.2.21.1 Video Region-of-Interest (ROI) using FECC

Figure 6.2.21.1.1 shows the message sequence chart example for indicating Video Region-of-Interest (ROI) using
FECC.
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IMS-ALG IMS-AGW

INVITE with SDP offer
["'m=application port RTP/AVP
X" "a=rtpmap:x h224/4800"
"a=sendrecv"]

A

H.248:ADD.req[C=?, T=?, Laddr = ?, Lport = ?,
Local Resources]

Reserve AGW
H.248:ADD.resp[Termination T2...] Connection Point

A

INVITE with SDP offer
["'m=application port RTP/AVP x"
"a=rtpmap:x h224/4800" "a=sendrecv"]

SDP answer
[*m=application port RTP/AVP x"
__ "a=rtpmap:x h224/4800" "a=sendrecv"]

H.248:ADD.req[C=C, T=?, Laddr = ?, Lport = ? ]
> Reserve and

H.248:ADD.resp[Termination T1...] Configure AGW
Connection Point

SDP answer

['m=application port RTP/AVP
X" "a=rtpmap:x h224/4800"
"a=sendrecv"]

A

Figure 6.2.21.1.1: Procedure to indicate Video ROl using FECC

This procedureisidentical to that of clause 6.2.1.

6.2.21.2 "Predefined ROI" mode

Figure 6.2.21.2.1 shows the message sequence chart example for indicating Predefined ROl mode.
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IMS-ALG IMS-AGW

INVITE with SDP offer
[*a=rtcp-fb: 3gpp-roi-
predefined"
"a=extmap: URN=Predefined
ROI" "a=predefined_ROI"]
> H.248:ADD.req[C=?, T=?, Laddr = ?, Lport = ?,
Local Resources, RTCP Feedback(Predefined
ROI), Extended RTP header(Predefined ROI)]

Reserve AGW
H.248:ADD.resp[Termination T2...] Connection Point

-
-«

INVITE with SDP offer
["a=rtcp-fb:3gpp-roi-predefined” "a=extmap:
URN=Predefined ROI" "a=predefined_ROI']

SDP answer
["a=rtcp-fb:3gpp-roi-predefined” "a=extmap:
- URN=Predefined ROI" "a=predefined_ROI"]

H.248:ADD.req[C=C, T= ?, Laddr = ?, Lport = ?,
Local Resources, RTCP Feedback(Predefined
ROI), Extended RTP header(Predefined ROI)]

Reserve and
. oot Configure AGW
H.248:ADD.resp[Termination T1...
["a-rtcpsfltja'z;;psvrvcir Pl ] Connection Point
predefined" "a=extmap:
URN=Predefined ROI"
"a=predefined_ROI"]

A

Figure 6.2.21.2.1: Procedure to indicate Predefined ROl mode
This procedure isidentical to that of clause 6.2.1 apart from the IMS-ALG optionally requesting the IMS-AGW to
support the RTCP feedback message capability for " Predefined ROI" type expressed by the parameter " 3gpp-roi-

predefined”, as described in 3GPP TS 26.114 [21], and the RTP Header Extension capability for carriage of predefined
ROI information as defined in IETF RFC 5285 [23] and 3GPP TS 26.114 [21].

6.2.21.3 "Arbitrary ROI" mode

Figure 6.2.21.3.1 shows the message sequence chart example for indicating Arbitrary ROl mode.
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IMS-ALG IMS-AGW

INVITE with SDP offer
["a=rtcp-fb: 3gpp-roi-arbitrary"”
"a=extmap: URN=Arbitrary
ROI

A

H.248:ADD.req[C=?, T=?, Laddr = ?, Lport = ?,
Local Resources, RTCP Feedback(Arbitrary ROI),
Extended RTP header(Arbitrary ROI)]

Reserve AGW
H.248:ADD.resp[Termination T2...] Connection Point

-
-«

INVITE with SDP offer
["a=rtcp-fb: 3gpp-roi-arbitrary"”
"a=extmap: URN=Arbitrary ROI"]

SDP answer
["a=rtcp-fb: 3gpp-roi-arbitrary"
"a=extmap: URN=Arbitrary ROI"]

A

H.248:ADD.req[C=C, T= ?, Laddr = ?, Lport = ?,
Local Resources, RTCP Feedback(Arbitrary ROI),
Extended RTP header(Arbitrary ROI)]

[
-

Reserve and

H.248:ADD.resp[Termination T1...] Configure AGW
Connection Point

SDP answer

["a=rtcp-fb: 3gpp-roi-arbitrary"
"a=extmap: URN=Arbitrary
ROI"

A

Figure 6.2.21.3.1: Procedure to indicate Arbitrary ROl mode

This procedure isidentical to that of clause 6.2.1 apart from the IMS-ALG optionally requesting the IMS-AGW to
support the RTCP feedback message capability for "Arbitrary ROI" type expressed by the parameter " 3gpp-roi-
arbitrary”, as described in 3GPP TS 26.114 [21], and the RTP Header Extension capability for carriage of arbitrary ROI
information as defined in IETF RFC 5285 [23] and 3GPP TS 26.114 [21].

6.2.22 WebRTC

6.2.22.1 Establishment of a WebRTC data channel
See clause 6.2.10.6.2.

6.2.22.2 Release of a WebRTC data channel

The H.248 Context model for aWebRTC call infigure 6.2.10.6.2.1 is assumed. However, the example flow in this
clause focuses on the WebRTC data channel part only. Thus, only H.248 Streams S1 (for de-aggregation of multiple
data channels) and S2 (for MSRP traffic) are indicated subsequently.

Figure 6.2.22.2.1 shows the message sequence chart example for the WIC originated procedure to release a WebRTC
M SRP data channel following the proceduresin clause 5.20.2.3.2.
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IMS-ALG e-IMS-AGW
e __L_

___________________ 1
| Figure. 6.2.10.6.2.2: MSRP data channel with SCTP stream ID SCTPstreamID-a established. |
1. SDP offer (c=IP10,
m= application P10 UDP/DTLS/SCTP webrtc-
datachannel)
.............................. | =
(2. Modify SDP offer )
3. SDP offer (c=IP20, m= 0 TCP/MSRP) -
4. SDP answer (c=IP1a, m= 0 TCP/MSRP)
6.SDP answer (c=1P2a,  [Meerereeeecieeeciieiiiiiii e
m=application P2a UDP/DTLS/SCTP i
webrtc-datachannel ) (5' Modify SDP answe')
B A
(" | 7. H.248 MOD req (C=C1, T=T,, groupse = ['SCTP 2']
Stream=1 ( strdeagg=[2] )
Stream=2 (sctpid=SCTPstreamID-a)
Signal (sctpreset/initreset(SCTPstreamlID-a) )
Configure IMS < Events(sctpreset/result) )
Resources _a
h 8. H.248 MOD resp (C=C1, T=T;,)
\_ [
9. SCTP Outgoing SSN Reset Request
(SCTPstreamID-a)
< __________________________________________ —
10. SCTP Re-configuration Response
— — — —t m—h m—h m— w4 w4 mdn 4 e 4 e — — — —h —t —t —h — _>
11. H.248 NOTIFY req (C=C1, T=Ty,
. ObservedEvent( sctpreset/result(SCTPstreamiD-a)) )
Notify SCTP Stream
Reset Result
12. H.248 NOTIFY resp (C=C1, T=Ty)
.
13. SCTP Outgoing SSN Reset Request
(SCTPstreamID-a)
— — — m— m— m— m— — — — o} e o s s — — — — . — . — — _>
14. SCTP Re-configuration Response
< __________________________________________ p—
15. H.248 NOTIFY req (C=C1, T=T4,
Notify SCTP Stream <ObservedEvent( sctpreset/detreset(SCTPstreamiD-a)) )
Reset 16. H.248 NOTIFY resp (C=C1, T=T)
>
( 17. H.248 MOD req (C=1, T=T2,
Stream=2 ( Local(). Remote() ) ) >
ng'sg"o“l;ig\sﬂs < 18. Release Stream Endpoint for)
19. H.248 MOD resp (C=C1, T=F \’Stream 2 on Termination T,
L [
e 20. H.248 MOD req (C=C1, T=Ty,
groupse = ["'SCTP 2"]
Stream=1 ( strdeagg=[] )
Stream=2 ( Local(). Remote() ) )
Configure IMS < -
Resources 21. Release Stream Endpoint for)
Stream 2 on Termination T1
22. H.248 MOD resp (C=C1, T=T,)
- -

Figure 6.2.22.2.1: Call flow for the Release of a single WebRTC data channel
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NOTE: Steps9, 10, 13 and 14: A data channel is congtituted by a pair of unidirectional SCTP Streams (with the
same SCTP Stream identifier value in above flow). The SCTP Outgoing SSN Reset Request procedure
does reset asingle SCTP Stream only (due to the configuration in this example), hence the procedure will
be executed twice (towards and from remote WIC).

6.2.22.3 Media Plane Optimization

The H.248 Context model for aWebRTC call in figure 6.2.10.6.2.1 is assumed. However, the example flow in this
clause focuses on the WebRTC data channel part only. Thus, only H.248 Streams S1 (for de-aggregation of multiple
data channels) and S2 (for MSRP traffic) are indicated subsequently.

Figure 6.2.22.3.1 shows the message sequence chart example for the WIC originated procedure to establish a WebRTC
data channel with media plane optimization following the procedures in clause 5.20.3.2.
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WIC-A IMS-ALG e-IMS-AGW

1. SDP offer [c=IP10, m= application P1o UDP/
DTLS/SCTP webrtc-datachannel, a=max-
message-size:UE-Sa, a=sctp-port:UE-Pa,
a=setup:actpass, a=tls-id:wicx,
a=fingerprint:UE-a, a=connection:new,
a=dcmap:SCTPstreamID-a subprotocol=MSRP,
a=dcsa:SCTPstreamID-a msrp-cema,

a=dcsa:SCTPstreamID-a setup=actpass, 2. H.248 ADD req [C=?, T=?, Stream=2 {Local (LAddr=?,
a=dcsa:SCTPstreamlID-a path:path-a] LPort=?, m=TCP)}]
............................ I < >
Reserve AGW (3. Create outgoing termination T2>
Connection Point 4. H.248 ADD resp [C=C1, T=T,, Stream=2 { Local (
< LAddr=I1P20. L Port=P20)}]

C 5. Modify SDP offer )

6. SDP offer [c=IP20, a=tra-contact=IP20, a=tra-media-line-number=x, mfP20
TCP/MSRP, a=setup:actpass, a=msrp-cema, a=path:path-a, a=tra-SCTP}
associatipn=1, a=tra-m-line= application P20 UDP/DTLS/SCTP webrtc-
datachannel, a=tra-att=max-message-size:UE-Sa, a=tra-att=sctp-port:UE}-Pa,
a=tra-atty¥setup:actpass, a=tra-att=connection:new, a=tra-att=tls-id:wicx,
a=tra-att¥fingerprint:UE-a, a=tra-att=dcmap:SCTPstream|D-a subprotocol=MSRP,
a=tra-att¥dcsa:SCTPstreamID-a msrp-cema, a=tra-att=dcsa:SCTPstreaml|D-a

setup=adtpass, a=tra-att=dcsa:SCTPstreamID-a path:path-a]

........................................... e P

7. SDP answer [c=IP1a, m=Pla TCP/MSRP, a=tra-SCTP-association=1, a=tra-m-
line=application Pla UDP/DTLS/SCTP webrtc-datachannel, a=trg-att=max-
message-size:RSa, a=tra-att=sctp-port:RPa, a=tra-att=setup:actjve, a=tra-
att=connection:new, a=tra-att=tls-id:Rid, a=tra-att=fingefprint:R-a,

a=tra-att=dcmap:SCTPstreamID-a subprotocpl=MSRP,
a=trp-att=dcsa:SCTPstreamID-a msrp-cema, a=tra-att=dcsa:SCTPsfreaml|D-a
setup:active, a=tra-att=dcsa:SCTPstreamlD-a pgth:path-b]

Y M

8. H.248 MOD req [C=C1, T=T,, Stream=2 { Remote

(RAddr=IP1a, RPort=P1a) Local (m=UDP)}] >
Configure AGW (9. Configure outgoing termination Tz)

Connection Point
< 10. H.248 MOD resp [C=C1, T=T,]

11. H.248 ADD req [C=C1, T=?, Stream=2 { Remote (RAddr=IR10,
RPort=P10, m=UDP), Local (LAddr=?, LPort=?, m=UDP)}]

(12. Create incoming termination Ty )

Reserve and Configure

AGW Connection Point 13. H.248 ADD resp [C=C1, T=Ty,
Stream=2 { Local (LAddr=IP2a, LPort=P2a, m=UDP}]

15. SDP answer [c=IP2a,
m=application P2a UDP/DTLS/SCTP (14. Modify SDP answer)
webrtc-datachannel, a=max-message-
size:RSa, a=sctp-port:RPa, a=setup:active,
a=connection:new, a=tls-id:Rid,
a=fingerprint:R-a, a=dcmap:SCTPstreamID-
a subprotocol=MSRP,
a=dcsa:SCTPstreamlID-a msrp-cema,
a=dcsa:SCTPstreamID-a setup:active,

< ....... P R ) 16. DTLS ClientHello
R . _._._._leDTLSClientHello  _ _  _  _ | L
17. Remaining messages of DTLS handshake
= - —  — s — —_— —_— — — s — . _— e — — — I.I_g - —_— g .............. - —
18. SCTP association estabilishment
= - —  — s — —_— —_— — — s — . — s s e e e e s s o e e E— — — - —

NOTE: Message 16 (DTLS ClientHello) can be received by the eIMS-AGW from the remote peer before the eIMS-
AGW is configured to pass it (in steps 8.-13.) and will then be dropped by the eIMS-AGW. However, the
remote peer will then resend message 16 after a timeout while waiting for a response.

Figure 6.2.22.3.1: WIC originated procedure for WebRTC data channel establishment with media
plane optimization

ETSI



3GPP TS 23.334 version 13.13.0 Release 13 165 ETSI TS 123 334 V13.13.0 (2024-04)

7 Charging

The charging is specified in 3GPP TS 32.260 [5]. No requirements are identified for the 1q interface.

8 Messages/Procedures and Contents

8.1 General

This clause describes logical signalling procedures between the IMS-ALG and IMS-AGW. The procedures within this
clause are intended to be implemented using the standard H.248 procedure as defined in ITU recommendation
H.248.1 [9] with appropriate parameter combinations.

NOTE: Whenever the stage 2 description isreferring to a " (stage 2) information element”, then there is the
premise of a one-to-one mapping to a stage 3 signalling element.
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8.2 Reserve and Configure AGW Connection Point

This procedure is used to reserve multimedia-processing resources for the 1q interface connection.

Table 8.2.1: Procedures between IMS-ALG and IMS-AGW: Reserve and Configure AGW Connection
Point
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Procedure

Initiated

Information element
name

Information
element
required

Information element description

Reserve and
Configure AGW
Connection
Point

IMS-ALG

Context/Context
Request

M

This information element indicates the
existing context or requests a new context for
the bearer termination.

Emergency Call
Indicator

This information element identifies the call as
emergency call that requires a preferential
handling.

Priority information

This information element requests the IMS-
AGW to apply priority treatment for the
terminations and bearer connections in the
specified context.

Bearer Termination
Request

This information element indicates the
existing bearer termination or requests a new
bearer termination for the bearer to be
established.

Local IP Resources

This information element indicates the
resource(s) for which the IMS-AGW shall be
prepared to receive user data. May be
excluded (i.e. "-" is used in SDP m-line) if no
transcoding or media related functions are
required.

For terminations supporting any combination
of video, audio and messaging this IE shall
contain separate resources per stream.

ReserveValue

This information element indicates if multiple
local resources are to be reserved.

This information element shall be included if
a speech codec and auxiliary payload types
are configured.

Remote IP Resources

This information element indicates the
resource(s) for which the IMS-AGW shall
send data.

For terminations supporting any combination
of video, audio and messaging this IE shall
contain separate resources per stream.

May be excluded (i.e. "-" is used in SDP m-
line) if no transcoding or media related
functions are required.

Local Connection
Address Request

This information element requests an IP
address and port number(s) on the IMS-AGW
that the remote end can send user plane data
to.

For terminations supporting any combination
of video, audio and messaging this may
contain multiple addresses.

Remote Connection
Address

This information element indicates the remote
IP address and port number(s) that the IMS-
AGW can send user plane data to.

For terminations supporting any combination
of video, audio and messaging this may
contain multiple addresses.
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Notify termination
heartbeat

This information element requests
termination heartbeat indications. This
information element shall be included when
requesting a new bearer termination.
Otherwise the information element is
optional.

Notify Released
Bearer

This information element requests a
notification of a released bearer.

Latching Requirement

This information element indicates that the
IMS-AGW should (re)latch onto the address
of received media packets to determine the
corresponding destination address.

IP Realm ldentifier

This information element indicates the IP
realm of the bearer termination.

Remote Source
Address Filtering

This information element indicates that
remote source address filtering is required.

Remote Source
Address Mask

This information element provides information
on the valid remote source addresses. This is
required if a range of remote source address
filtering is required.

Remote Source Port
Filtering

This information element indicates that
remote source port filtering is required.

Remote Source Port

This information element identifies the valid
remote source port. This may be included if
remote source port filtering is included.
(NOTE 1)

Remote Source Port
Range

This information element identifies a range of
valid remote source ports. This may be
included if remote source port filtering is
included. (NOTE 1)

Traffic Policing
Required

This information element indicates that
policing of the media flow is required.

Peak Data Rate

This information element may be present if
Policing is required and specifies the
permissible peak data rate for a media
stream. (NOTE 2)..

Sustainable Data Rate

This information element may be present if
Policing is required and specifies the
permissible sustainable data rate for a media
stream. (NOTE 2).

Delay Variation
Tolerance

This information element may be present if
Policing on Peak Data Rate is required and
specifies the maximum expected delay
variation tolerance for the corresponding
media stream.

Maximum Burst Size

This information element shall be present if
Policing on Sustainable Data Rate is required
and specifies the maximum expected burst
size for the corresponding media stream.

DiffServ Code Point

This information element indicates a specific
DiffServ code point to be used in the IP
header in packets sent on the bearer
termination.

DiffServ Tagging
Behaviour

This information element indicates whether
the Diffserv code point in the IP header in
packets sent on the bearer termination shall
be copied from the received value or set to a
specific value.

Media Inactivity
Detection Required

This information element indicates that
detection of inactive media flows is required.

Media Inactivity
Detection Time

This information element may be present if
Inactive Media Detection is required and
specifies the Inactivity Detection time.

Media Inactivity
Detection Direction

This information element may be present if
Inactive Media Detection is required and
specifies the Inactivity Detection direction.
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RTCP handling

This information element is present if IMS-
ALG wants to explicitly control the reservation
of RTCP resources (NOTE 4).

RTP/RTCP transport

This information element requests the IMS-

multiplexing AGW to apply the RTP/RTCP transport
multiplexing. This information element may
only be present if RTCP handling is required.
Explicit RTCP This information element indicates the remote

transport address

RTCP port and optionally the remote network
address where to send RTCP packets. This
information element may only be present if
RTCP handling is required.

Local cryptographic
SDES attribute

This information element is present if IMS-
ALG wants that the media is encrypted
and/or integrity protected by the IMS-AGW
(NOTE 3). It indicates the SDES local
cryptographic parameters such as key(s)

Remote cryptographic
SDES attribute

This information element is present if IMS-
ALG wants that the media is decrypted,
and/or integrity checked by the IMS-AGW
(NOTE 3). It indicates the SDES remote
cryptographic parameters such as key(s)

ECN Enable

This information element requests the IMS-
AGW to apply ECN procedures.

ECN Initiation Method

This information element specifies the ECN
Initiation method and requests the IMS-AGW
to perform IP header settings as an ECN
endpoint, or indicates that ECN bits shall be
passed transparently. It may be included only
if ECN is enabled.

Notify ECN Failure
Event

This information element requests a
notification if a ECN failure occurs due to
ECN. It may only be supplied if ECN is
enabled and the IMS-AGW acts as ECN
endpoint.

Extended RTP Header
for CVO

This information element requests the IMS-
AGW to pass on the CVO extended RTP
header as defined by IETF RFC 5285 [23].

Extended RTP Header
for Sent ROI

This information element requests the IMS-
AGW to pass on the ROI extended RTP
header for carriage of predefined and/or
arbitrary ROI information as defined by
IETF RFC 5285 [23] and

3GPP TS 26.114 [21].

Predefined ROI

This information element requests the IMS-
AGW to support the RTCP feedback
message capability for "Predefined ROI" type
expressed by the parameter "3gpp-roi-
predefined”, as described in

3GPP TS 26.114 [21].

Arbitrary ROI

This information element requests the IMS-
AGW to support the RTCP feedback
message capability for "Arbitrary ROI" type
expressed by the parameter "3gpp-roi-
arbitrary", as described in

3GPP TS 26.114 [21].

Generic Image
Attributes

This information element indicates image
attributes (e.g. image size) as defined by
IETF RFC 6236 [24].

Local certificate
fingerprint Request

This information element is present if the
IMS-ALG wants that the media is decrypted,
and/or integrity protected by the IMS-AGW
(NOTE 3). It requests the IMS-AGW to
provide a local certificate fingerprint.
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Remote certificate 0] This information element is present if the
fingerprint IMS-ALG wants that the media is decrypted,
and/or integrity checked by the IMS-AGW
(NOTE 3). It indicates the remote certificate
fingerprint.
Establish (D)TLS o This information element requests the IMS-
session AGW to take the (D)TLS client role and to
initiate the establishment of the (D)TLS
session. (NOTE 3)
Notify (D)TLS session (0] This information element requests a
establishment Failure notification if a (D)TLS session establishment
Event failure occurs. (NOTE 3)
TCP State-aware C This information element indicates that TCP

Handling Indicator and state-aware handing is required and indicates

Setup Direction the TCP setup direction. It may only be
included if the IMS-AGW supports TCP state-
aware handling.

Discard Incoming TCP C This information element indicates whether
Connection incoming TCP connection establishment
Establishment requests (TCP SYN) shall be discarded. It

Requests Indicator may only be included if the IMS-AGW
supports TCP state-aware handling and
discarding incoming TCP connection
establishment requests.

Forward Incoming C This information element indicates for a given

TCP Connection termination to use the incoming TCP
Establishment connection establishment request (TCP SYN)

Requests Indicator at that termination as a trigger for sending a
TCP connection establishment request at the
interconnected termination in the same
context. It may only be included if the
IMS-AGW supports TCP state-aware
handling and the Forward Incoming TCP
Connection Establishment Requests
Indicator.

Notify TCP Connection C This information element requests a

Establishment Failure notification if a TCP connection establishment

Event failure occurs. It may only be included if the
IMS-AGW supports TCP state-aware
handling.

STUN server request 0] This information element is present if IMS-
ALG requests the IMS-AGW to answer STUN
connectivity checks for ICE.

ICE Connectivity C This information element requests the IMS-
Check AGW to perform ICE connectivity check as
defined by IETF RFC 5245 [39]. It is only
applicable for full ICE.
Notify ICE Connectivity C This information element requests a
Check Result notification of ICE connectivity check result. It
is only applicable for full ICE.
Notify New Peer C This information element requests a

Reflexive Candidate notification of new peer reflexive candidate
was discovered during a connectivity check.
It is only applicable for full ICE.

ICE password request @) This information element is present if IMS-
ALG requests an ICE password.

ICE Ufrag request @) This information element is present if IMS-
ALG requests an ICE ufrag.

ICE host candidate o] This information element is present if IMS-

request ALG requests an ICE host candidate.
ICE received 0] This information element is present if IMS-
candidate ALG indicates a received candidate for ICE.
ICE received o This information element is present if IMS-
password ALG indicates a received password for ICE.
ICE received Ufrag 0] This information element is present if IMS-

ALG indicates a received Ufrag for ICE.
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MSRP Path

This information element is present for
application-aware MSRP Interworking. It
provides the path information that the IMS-
AGW shall insert in the MSRP layer
"To-Path" Information element.

Application-aware
MSRP interworking
request

This information element is present if IMS-
ALG requests the IMS-AGW to perform
application-aware MSRP Interworking.

Notify STUN consent
freshness test failure
Event

This information element requests a
notification if a STUN consent freshness test
failure occurs (full ICE only).

STUN consent
freshenss test request

This information element is present if eP-
CSCF requests the eIMS-AGW to perform a
STUN consent freshness test (full ICE only).

Local SCTP Port
Request

This information element is present if the
IMS-ALG requests the IMS-AGW to establish
an SCTP association. It requests the IMS-
AGW to provide a local SCTP Port.

Remote SCTP Port

This information element is present if the
IMS-ALG requests the IMS-AGW to establish
an SCTP association. It indicates the remote
SCTP port.

Local SCTP maximum
message size Request

This information element is present if the
IMS-ALG requests the IMS-AGW to establish
an SCTP association. It requests the IMS-
AGW to provide a local max message size.

Remote SCTP
maximum message

This information element is present if the
IMS-ALG requests the IMS-AGW to establish

size an SCTP association. It indicates the remote
max message size.
SCTP Group This information element is present if the
Semantics IMS-ALG requests the IMS-AGW to establish

an SCTP association. It indicates the H.248
component streams that are grouped in the
same SCTP association.

SCTP stream
deaggregation

This information element is present if the
IMS-ALG requests the IMS-AGW to establish
an SCTP association. It indicates the H.248
component streams that transport media that
are to be deaggregated from the H.248
deaggregation stream used to control the
SCTP association.

SCTP stream ID

This information element is present if the
IMS-ALG requests the IMS-AGW to establish
an WEBRTC data channel. It indicates the
SCTP stream ID to be used for that data
channel.

Local Dcmap

This information element is present if the
IMS-ALG requests the IMS-AGW to establish
the WEBRTC data channel. It indicates the
information within an SDP "dcmap" attribute
sent towards the remote peer, including the
Subprotocol to exchange via the data
channel.

Remote Dcmap

This information element is present if the
IMS-ALG requests the IMS-AGW to establish
the WEBRTC data channel. It indicates the
information within an SDP "dcmap" attribute
received from the remote peer, including the
Subprotocol to exchange via the data
channel.
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Local Dcsa

This information element can be present if
the IMS-ALG requests the IMS-AGW to
establish the WEBRTC data channel and to
handle its contents in an application-aware
manner. It indicates the information within an
SDP "dcsa" attribute sent towards the remote
peer, encapsulating a subprotocol specific
SDP attribute.

Remote Dcsa

This information element can be present if
the IMS-ALG requests the IMS-AGW to
establish the WEBRTC data channel and to
handle its contents in an application-aware
manner. It indicates the information within an
SDP "dcsa" attribute received from the
remote peer, encapsulating a subprotocol
specific SDP attribute.

Received SCTP
Stream Reset Request

This information element is present if the eP-
CSCF (IMS-ALG) requests the eIMS-AGW to
establish the WEBRTC data channel. It
requests the eIMS-AGW to provide a
notification when receiving an SCTP Stream
reset request and to autonomously answer
that SCTP Stream reset request

Allowed RTCP APP
message types

This information element is present if IMS-
ALG allows the IMS-AGW to send RTCP
APP packets of the indicated types. The IMS-
AGW shall not send other RTCP APP
packets. If the parameter is not supplied, the
IMS-AGW shall not send any RTCP APP
packets.

SDPCapNeg
configuration

This information element provides
SDPCapNeg configuration(s) using as
"a=acap", "a=tcap", "a=pcfg" and "a=acfg"
SDP attributes.

Additional Bandwidth

This information element indicates additional

Properties bandwidth properties using "a=bw-info" SDP
attribute(s) as defined by
3GPP TS 26.114 [21].
Reserve and IMS-AGW Context This information element indicates the

Configure AGW
Connection
Point Ack

context where the command was executed.

Bearer Termination

This information element indicates the bearer
termination where the command was
executed.

Local IP Resources

This information element indicates the
resource(s) for which the IMS-AGW shall be
prepared to receive user data. This IE shall
be present if it was contained in the request.
If the IE was not contained in the request, it
may be present in the reply.

For terminations supporting any combination
of video, audio and messaging this IE shall
contain separate resources per stream.

Remote IP Resources

This information element indicates the
resource(s) for which the IMS-AGW shall
send data.

For terminations supporting any combination
of video, audio and messaging this IE shall
contain separate resources per stream.
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Local Connection
Address

This information element indicates the IP
address and port number(s) the IMS-AGW
shall receive user plane data from IMS.

For terminations supporting any combination
of video, audio and messaging this may
contain multiple addresses.

Remote Connection
Address

This information element indicates the remote
IP address and port number(s) that the IMS-
AGW can send user plane data to.

For terminations supporting any combination
of video, audio and messaging this may
contain multiple addresses.

Local cryptographic
SDES attribute

This information element may be present only
if it was contained in the request. It indicates
the SDES local cryptographic parameters
such as key(s)

Remote cryptographic
SDES attribute

This information element may be present only
if it was contained in the request. It indicates
the SDES remote cryptographic parameters
such as key(s)

Local certificate
fingerprint

This information element may be present only
if the Local certificate fingerprint Request was
contained in the request. It indicates the local
certificate fingerprint. (NOTE 3)

ICE password

This information element shall be present
only if it was contained in the request. It
indicates the ICE password assigned by the
IMS-AGW.

ICE Ufrag

This information element shall be present
only if it was contained in the request. It
indicates the ICE Ufrag assigned by the IMS-
AGW.

ICE host candidate

This information element shall be present
only if it was contained in the request. It
indicates the ICE host candidate assigned by
the IMS-AGW.

Local SCTP Port

This information element may be present only
if the Local SCTP Port Request was
contained in the request. It indicates the local
SCTP Port.

Local SCTP maximum
message size

This information element may be present only
if the Local max message size Request was
contained in the request. It indicates the local
max message size.

ICE lite indication

This information element shall be present
only if an ICE host candidate request was
contained in the request, and the IMS-AGW
supports ICE lite, but not full ICE. It indicates
that the IMS-AGW only supports ICE lite.

SDPCapNeg
configuration

This information element shall be present
only if it was contained in the request. It
provides SDPCapNeg configuration(s) using
as "a=acap", "a=tcap", "a=pcfg" and "a=acfg"
SDP attributes.

NOTE 1:
NOTE 2:
NOTE 3:
NOTE 4:

Remote Source Port and Remote Source Port Range are mutually exclusive.
One of those IEs shall at least be present when policing is required.

This IE may only be present for access network terminations.

The concerned RTCP resource component is related to the RTCP port value.
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8.3 Reserve AGW Connection Point Procedure

This procedureis used to reserve local connection addresses and local resourcesin IMS-AGW.

Table 8.3.1: Procedures between IMS-ALG and IMS-AGW: Reserve AGW Connection Point
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Procedure Initiated Information element | Information Information element description
name element
required
Reserve AGW IMS-ALG Context /Context M This information element indicates the
Connection Request existing context or requests a new context for
Point the bearer termination.
Emergency Call (0] This information element identifies the call as
Indicator emergency call that requires a preferential
handling.

Priority information o This information element requests the IMS-
AGW to apply priority treatment for the
terminations and bearer connections in the
specified context.

Bearer Termination M This information element requests a new

Request bearer termination

Local IP Resources 0] This information element indicates the
resource(s) for which the IMS-AGW shall be
prepared to receive user data.

For terminations supporting any combination
of video, audio and messaging this IE shall
contain separate resources per stream.
May be excluded (i.e. "-" is used in SDP m-
line) if no transcoding or media related
functions are required.

ReserveValue o This information element indicates if multiple
local resources are to be reserved.
This information element shall be included if
a speech codec and auxiliary payload types
are configured.

Local Connection M This information element requests an IP

Address Request address and port number(s) on the IMS-AGW
that the remote end can send user plane data
to.

For terminations supporting any combination
of video, audio and messaging this may
contain multiple addresses.

Notify termination M This information element requests

heartbeat termination heartbeat indications.
Notify Released o This information element requests a
Bearer notification of a released bearer.

Latching Requirement 0] This information element indicates that the
IMS-AGW should (re)latch onto the address
of received media packets to determine the
corresponding destination address.

IP Realm Identifier 0] This information element indicates the IP
realm of the bearer termination.

Remote Source 0] This information element indicates that
Address Filtering remote source address filtering is required.
Remote Source C This information element provides information
Address Mask on the valid remote source addresses. This is
required if a range of remote source address
filtering is required.
Remote Source Port o This information element indicates that
Filtering remote source port filtering is required.

Remote Source Port C This information element identifies the valid
remote source port. This may be included if
remote source port filtering is included.
(NOTE 1)
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Remote Source Port
Range

This information element identifies a range of
valid remote source ports. This may be
included if remote source port filtering is
included. (NOTE 1)

Policing Required

This information element indicates that
policing of the media flow is required.

Peak Data Rate

This information element may be present if
Policing is required and specifies the
permissible peak data rate for a media
stream. (NOTE 2).

Sustainable Data Rate

This information element may be present if
Policing is required and specifies the
permissible sustainable data rate for a media
stream. (NOTE 2).

Delay Variation
Tolerance

This information element may be present if
Policing on Peak Data Rate is required and
specifies the maximum expected delay
variation tolerance for the corresponding
media stream.

Maximum Burst Size

This information element shall be present if
Policing on Sustainable Data Rate is required
and specifies the maximum expected burst
size for the corresponding media stream.

DiffServ Code Point

This information element indicates a specific
DiffServ code point to be used in the IP
header in packets sent on the bearer
termination.

DiffServ Tagging
Behaviour

This information element indicates whether
the Diffserv code point in the IP header in
packets sent on the bearer termination
should be copied from the received value or
set to a specific value.

Media Inactivity
Detection Required

This information element indicates that
detection of inactive media flows is required.

Media Inactivity
Detection Time

This information element may be present if
Inactive Media Detection is required and
specifies the Inactivity Detection time.

Media Inactivity
Detection Direction

This information element may be present if
Inactive Media Detection is required and
specifies the Inactivity Detection direction.

RTCP handling

This information element is present if IMS-
ALG wants explicitly control the reservation of
RTCP resources by the IMS-AGW.

RTP/RTCP transport
multiplexing

This information element requests the IMS-
AGW to apply the RTP/RTCP transport
multiplexing. This information element may
only be present if RTCP handling is required.

Local cryptographic
SDES attribute

This information element is present if IMS-
ALG wants that the media is encrypted
and/or integrity protected by the IMS-AGW
(NOTE 3). It indicates the SDES local
cryptographic parameters such as key(s).

ECN Enable

This information element requests the IMS-
AGW to apply ECN procedures.

ECN Initiation Method

This information element specifies the ECN
Initiation method and requests the IMS-AGW
to perform IP header settings as an ECN
endpoint, or indicates that ECN bits shall be
passed transparently. It may be included only
if ECN is enabled.

Notify ECN Failure
Event

This information element requests a
notification if a ECN failure occurs due to
ECN. It may only be supplied if ECN is
enabled and the IMS-AGW acts as ECN
endpoint.

Extended RTP Header
for CVO

This information element requests the IMS-
AGW to pass on the CVO extended RTP
header as defined by IETF RFC 5285 [23].
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Extended RTP Header
for Sent ROI

This information element requests the IMS-
AGW to pass on the ROI extended RTP
header for carriage of predefined and/or
arbitrary ROI information as defined by
IETF RFC 5285 [23] and

3GPP TS 26.114 [21].

Predefined ROI

This information element requests the IMS-
AGW to support the RTCP feedback
message capability for "Predefined ROI" type
expressed by the parameter "3gpp-roi-
predefined”, as described in

3GPP TS 26.114 [21].

Arbitrary ROI

This information element requests the IMS-
AGW to support the RTCP feedback
message capability for "Arbitrary ROI" type
expressed by the parameter "3gpp-roi-
arbitrary", as described in

3GPP TS 26.114 [21].

Generic Image
Attributes

This information element indicates image
attributes (e.g. image size) as defined by
IETF RFC 6236 [24].

Local certificate
fingerprint Request

This information element is present if the
IMS-ALG wants that the media is decrypted,
and/or integrity protected by the IMS-AGW
(NOTE 4). It requests the IMS-AGW to
provide a local certificate fingerprint.

Establish (D)TLS
session

This information element requests the IMS-
AGW to take the (D)TLS client role and to
initiate the establishment of the (D)TLS
session. (NOTE 4)

Notify (D)TLS session
establishment Failure
Event

This information element requests a
notification if a (D)TLS session establishment
failure occurs. (NOTE 4)

TCP State-aware
Handling Indicator and
Setup Direction

This information element indicates that TCP
state-aware handing is required and indicates
the TCP setup direction. It may only be
included if the IMS-AGW supports TCP state-
aware handling.

Discard Incoming TCP
Connection
Establishment
Requests Indicator

This information element indicates whether
incoming TCP connection establishment
requests (TCP SYN) shall be discarded. It
may only be included if the IMS-AGW
supports TCP state-aware handling and
discarding incoming TCP connection
establishment requests.

Forward Incoming
TCP Connection
Establishment
Requests Indicator

This information element indicates for a given
termination to use the incoming TCP
connection establishment request (TCP SYN)
at that termination as a trigger for sending a
TCP connection establishment request at the
interconnected termination in the same
context. It may only be included if the
IMS-AGW supports TCP state-aware
handling and the Forward Incoming TCP
Connection Establishment Requests
Indicator.

Notify TCP Connection
Establishment Failure
Event

This information element requests a
notification if a TCP connection establishment
failure occurs. It may only be included if the
IMS-AGW supports TCP state-aware
handling.

ICE password request

This information element is present if IMS-
ALG requests an ICE password.

ICE Ufrag request

This information element is present if IMS-
ALG requests an ICE ufrag.

ICE host candidate
request

This information element is present if IMS-
ALG requests an ICE host candidate.
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STUN server request

This information element is present if IMS-
ALG requests the IMS-AGW to answer STUN
connectivity checks for ICE.

Application-aware
MSRP interworking
request

This information element is present if IMS-
ALG requests the IMS-AGW to perform
application-aware MSRP Interworking.

Notify STUN consent
freshness test failure
Event

This information element requests a
notification if a STUN consent freshness test
failure occurs (full ICE only).

STUN consent
freshenss test request

This information element is present if eP-
CSCF requests the eIMS-AGW to perform a
STUN consent freshness test (full ICE only).

Local SCTP Port
Request

This information element is present if the
IMS-ALG requests the IMS-AGW to establish
an SCTP association. It requests the IMS-
AGW to provide a local SCTP Port.

Local SCTP maximum
message size Request

This information element is present if the
IMS-ALG requests the IMS-AGW to establish
an SCTP association. It requests the IMS-
AGW to provide a local max message size.

Local Dcmap

This information element is present if the
IMS-ALG requests the IMS-AGW to establish
the WEBRTC data channel. It indicates the
information within an SDP "dcmap" attribute
sent towards the remote peer, including the
Subprotocol to exchange via the data
channel.

Local Dcsa

This information element can be present if
the IMS-ALG requests the IMS-AGW to
establish the WEBRTC data channel and to
handle its contents in an application-aware
manner. It indicates the information within an
SDP "dcsa" attribute sent towards the remote
peer, encapsulating a subprotocol specific
SDP attribute.

SCTP Group
Semantics

This information element is present if the
IMS-ALG requests the IMS-AGW to establish
an SCTP association. It indicates the H.248
component streams that are grouped in the
same SCTP association.

SCTP stream
deaggregation

This information element is present if the
IMS-ALG requests the IMS-AGW to establish
an SCTP association. It indicates the H.248
component streams that transport media that
are to be deaggregated from the H.248
deaggregation stream used to control the
SCTP assaociation.

SCTP stream ID

This information element is present if the
IMS-ALG requests the IMS-AGW to establish
an WEBRTC data channel. It indicates the
SCTP stream ID to be used for that data
channel.

Received SCTP
Stream Reset Request

This information element is present if the eP-
CSCF (IMS-ALG) requests the eIMS-AGW to
establish the WEBRTC data channel. It
requests the eIMS-AGW to provide a
notification when receiving an SCTP Stream
reset request and to autonomously answer
that SCTP Stream reset request

SDPCapNeg This information element provides
configuration SDPCapNeg configuration(s) using as
"a=acap", "a=tcap", "a=pcfg" and "a=acfg"
SDP attributes.
IMS-AGW Context This information element indicates the

context where the command was executed.
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Reserve AGW
Connection
Point Ack

Bearer Termination

This information element indicates the bearer
termination where the command was
executed.

Local IP Resources

This information element indicates the
resource(s) for which the IMS-AGW shall be
prepared to receive user data. This IE shall
be present if it was contained in the request.
If the IE was not contained in the request, it
may be present in the reply.

For terminations supporting any combination
of video, audio and messaging this IE shall
contain separate resources per stream.

Local Connection
Address

This information element indicates the IP
address and port number(s) the IMS-AGW
shall receive user plane data from IMS.

For terminations supporting any combination
of video, audio and messaging this may
contain multiple addresses.

Local cryptographic
SDES attribute

This information element may be present only
if it was contained in the request. It indicates
the SDES local cryptographic parameters
such as key(s)

Local certificate
fingerprint

This information element may be present only
if the Local certificate fingerprint Request was
contained in the request. It indicates the local
certificate fingerprint. (NOTE 4)

ICE password

This information element shall be present
only if it was contained in the request. It
indicates the ICE password assigned by the
IMS-AGW.

ICE Ufrag

This information element shall be present
only if it was contained in the request. It
indicates the ICE Ufrag assigned by the IMS-
AGW.

ICE host candidate

This information element shall be present
only if it was contained in the request. It
indicates the ICE host candidate assigned by
the IMS-AGW.

ICE lite indication

This information element shall be present
only if an ICE host candidate request was
contained in the request, and the IMS-AGW
supports ICE lite, but not full ICE. It indicates
that the IMS-AGW only supports ICE lite.

Local SCTP Port

This information element may be present only
if the Local SCTP Port Request was
contained in the request. It indicates the local
SCTP Port.

Local SCTP maximum
message size

This information element may be present only
if the Local max message size Request was
contained in the request. It indicates the local
max message size.

SDPCapNeg
configuration

This information element shall be present
only if it was contained in the request. It
provides SDPCapNeg configuration(s) using
as "a=acap", "a=tcap", "a=pcfg" and "a=acfg"
SDP attributes.
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NOTE 1: Remote Source Port and Remote Source Port Range are mutually exclusive.

NOTE 2: One of those IEs shall at least be present when policing is required.

NOTE 3: This IE may only be present for access network terminations, and only if the IMS-ALG includes only one
SDES crypto attribute in the SDP sent towards the served UE.

NOTE 4: This IE may only be present for access network terminations.
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8.4 Configure AGW Connection Point Procedure

This procedure is used to select or modify multimedia-processing resources for the 1q interface connection.

Table 8.4.1: Procedures between IMS-ALG and IMS-AGW: Configure AGW Connection Point

ETSI



3GPP TS 23.334 version 13.13.0 Release 13

182

ETSI TS 123 334 V13.13.0 (2024-04)

Procedure

Initiated

Information element
name

Information
element
required

Information element description

Configure AGW
Connection
Point

IMS-ALG

Context

M

This information element indicates the
context for the bearer termination.

Priority information

@)

This information element shall be present if
the priority information needs to be modified,
it may be present otherwise.

Bearer Termination

This information element indicates the
existing bearer termination.

Local IP Resources

This information element indicates the
resource(s) for which the IMS-AGW shall be
prepared to receive user data.

For terminations supporting any combination
of video, audio and messaging this IE shall
contain separate resources per stream.

May be excluded (i.e. "-" is used in SDP m-
line) if no transcoding or media related
functions are required.

Remote IP Resources

This information element indicates the
resource(s) for which the IMS-AGW shall
send data.

For terminations supporting any combination
of video, audio and messaging this IE shall
contain separate resources per stream.

May be excluded (i.e. "-" is used in SDP m-
line) if no transcoding or media related
functions are required.

Local Connection
Address

This information element indicates the IP
address and port number(s) on the IMS-AGW
that the IMS user can send user plane data
to.

For terminations supporting video any
combination of video, audio and messaging
may contain multiple addresses.

Remote Connection
Address

This information element indicates the remote
IP address and port number(s) that the IMS-
AGW can send user plane data to.

For terminations supporting any combination
of video, audio and messaging this may
contain multiple addresses.

Latching Requirement

This information element indicates that the
IMS-AGW should (re)latch onto the address
of received media packets to determine the
corresponding destination address.

IP Realm ldentifier

This information element indicates the IP
realm of the bearer termination. (NOTE 3)

Remote Source
Address Filtering

This information element indicates that
remote source address filtering is required.

Remote Source
Address Mask

This information element provides information
on the valid remote source addresses. This is
required if a range of remote source address
filtering is required.
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Remote Source Port
Filtering

This information element indicates that
remote source port filtering is required.

Remote Source Port

This information element identifies the valid
remote source port. This may be included if
remote source port filtering is included.
(NOTE 1)

Remote Source Port
Range

This information element identifies a range of
valid remote source ports. This may be
included if remote source port filtering is
included. (NOTE 1)

Policing Required

This information element indicates that
policing of the media flow is required.

Peak Data Rate

This information element may be present if
Policing is required and specifies the
permissible peak data rate for a media
stream. (NOTE 2).

Sustainable Data Rate

This information element may be present if
Policing is required and specifies the
permissible sustainable data rate for a media
stream. (NOTE 2).

Delay Variation
Tolerance

This information element may be present if
Policing on Peak Data Rate is required and
specifies the maximum expected delay
variation tolerance for the corresponding
media stream.

Maximum Burst Size

This information element shall be present if
Policing on Sustainable Data Rate is required
and specifies the maximum expected burst
size for the corresponding media stream.

DiffServ Code Point

This information element indicates a specific
DiffServ code point to be used in the IP
header in packets sent on the bearer
termination.

DiffServ Tagging
Behaviour

This information element indicates whether
the Diffserv code point in the IP header in
packets sent on the bearer termination
should be copied from the received value or
set to a specific value.

Media Inactivity
Detection Required

This information element indicates that
detection of inactive media flows is required.

Media Inactivity
Detection Time

This information element may be present if
Inactive Media Detection is required and
specifies the Inactivity Detection time.

Media Inactivity
Detection Direction

This information element may be present if
Inactive Media Detection is required and
specifies the Inactivity Detection direction.

RTCP handling

This information element is present if IMS-
ALG wants to explicitly control the reservation
of RTCP resources (NOTE 5).

RTP/RTCP transport
multiplexing

This information element requests the IMS-
AGW to apply the RTP/RTCP transport
multiplexing. This information element may
only be present if RTCP handling is required.
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Explicit RTCP
transport address

This information element indicates the remote
RTCP port and optionally the remote network
address where to send RTCP packets. This
information element may only be present if
RTCP handling is required.

Local cryptographic
SDES attribute

This information element is present if IMS-
ALG wants that the media is encrypted
and/or integrity protected by the IMS-AGW
(NOTE 4). It indicates the SDES local
cryptographic parameters such as key(s).

Remote cryptographic
SDES attribute

This information element is present if IMS-
ALG wants that the media is decrypted,
and/or integrity checked by the IMS-AGW
(NOTE 4). It indicates the SDES remote
cryptographic parameters such as key(s).

ECN Enable

This information element requests the IMS-
AGW to apply ECN procedures.

ECN Initiation Method

This information element specifies the ECN
Initiation method and requests the IMS-AGW
to perform IP header settings as an ECN
endpoint, or indicates that ECN bits shall be
passed transparently. It may be included only
if ECN is enabled.

Notify ECN Failure
Event

This information element requests a
notification if a ECN failure occurs due to
ECN. It may only be supplied if ECN is
enabled and the IMS-AGW acts as ECN
endpoint.

Extended RTP Header
for CVO

This information element requests the IMS-
AGW to pass on the CVO extended RTP
header as defined by IETF RFC 5285 [23].

Extended RTP Header
for Sent ROI

This information element requests the IMS-
AGW to pass on the ROI extended RTP
header for carriage of predefined and/or
arbitrary ROI information as defined by
IETF RFC 5285 [23] and

3GPP TS 26.114 [21].

Predefined ROI

This information element requests the IMS-
AGW to support the RTCP feedback
message capability for "Predefined ROI" type
expressed by the parameter "3gpp-roi-
predefined”, as described in

3GPP TS 26.114 [21].

Arbitrary ROI

This information element requests the IMS-
AGW to support the RTCP feedback
message capability for "Arbitrary ROI" type
expressed by the parameter "3gpp-roi-
arbitrary”, as described in

3GPP TS 26.114 [21].

Generic Image
Attributes

This information element indicates image
attributes (e.g. image size) as defined by
IETF RFC 6236 [24].

Remote certificate
fingerprint

This information element is present if the
IMS-ALG wants that the media is decrypted,
and/or integrity checked by the IMS-AGW
(NOTE 4). It indicates the remote certificate
fingerprint.
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Establish (D)TLS
session

This information element requests the IMS-
AGW to take the (D)TLS client role and to
initiate the establishment of the (D)TLS
session. (NOTE 4)

Release (D)TLS
session

This information element requests the IMS-
AGW to release the (D)TLS session. (NOTE
4)

Notify (D)TLS session
establishment Failure
Event

This information element requests a
notification if a TLS session establishment
failure occurs. (NOTE 4)

TCP State-aware
Handling Indicator and
Setup Direction

This information element indicates that TCP
state-aware handing is required and indicates
the TCP setup direction. It may only be
included if the IMS-AGW supports TCP state-
aware handling.

Discard Incoming TCP
Connection
Establishment
Requests Indicator

This information element indicates whether
incoming TCP connection establishment
requests (TCP SYN) shall be discarded. It
may only be included if the IMS-AGW
supports TCP state-aware handling and
discarding incoming TCP connection
establishment requests.

Forward Incoming
TCP Connection
Establishment
Requests Indicator

This information element indicates for a given
termination to use the incoming TCP
connection establishment request (TCP SYN)
at that termination as a trigger for sending a
TCP connection establishment request at the
interconnected termination in the same
context. It may only be included if the
IMS-AGW supports TCP state-aware
handling and the Forward Incoming TCP
Connection Establishment Requests
Indicator.

Send TCP Connection
Establishment
Requests Indicator

This information element indicates for a given
termination to send a TCP connection
establishment request (TCP SYN). It may
only be included if the IMS-AGW supports
TCP state-aware handling.

Notify TCP Connection
Establishment Failure
Event

This information element requests a
notification if a TCP connection establishment
failure occurs. It may only be included if the
IMS-AGW supports TCP state-aware
handling.

ICE Connectivity
Check

This information element requests the IMS-
AGW to perform ICE connectivity check as
defined by IETF RFC 5245 [39]. It is only
applicable for full ICE.

Notify ICE Connectivity
Check Result

This information element requests a
notification of ICE connectivity check result. It
is only applicable for full ICE.

Notify New Peer
Reflexive Candidate

This information element requests a
notification of new peer reflexive candidate
was discovered during a connectivity check.
It is only applicable for full ICE.
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Additional ICE This information element requests the IMS-
Connectivity Check AGW to perform additional ICE connectivity
check as defined by IETF RFC 5245 [39]. It is
only applicable for full ICE.
ICE received This information element is present if IMS-
candidate ALG indicates a received candidate for ICE.
ICE received This information element is present if IMS-
password ALG indicates a received password for ICE.

ICE received Ufrag

This information element is present if IMS-
ALG indicates a received Ufrag for ICE.

MSRP Path

This information element is present for
application-aware MSRP Interworking. It
provides the path information that the IMS-
AGW shall insert in the MSRP layer
"To-Path" Information element.

Notify STUN consent
freshness test failure
Event

This information element requests a
notification if a STUN consent freshness test
failure occurs (full ICE only).

STUN consent
freshness test request

This information element is present if eP-
CSCF requests the eIMS-AGW to perform a
STUN consent freshness test (full ICE only).

Allowed RTCP APP
message types

This information element is present if IMS-
ALG allows the IMS-AGW to send RTCP
APP packets of the indicated types. The IMS-
AGW shall not send other RTCP APP
packets. If the parameter is not supplied, the
IMS-AGW shall not send any RTCP APP
packets.

Local Dcmap

This information element is present if the
IMS-ALG requests the IMS-AGW to establish
the WEBRTC data channel. It indicates the
information within an SDP "dcmap" attribute
sent towards the remote peer, including the
Subprotocol to exchange via the data
channel.

Remote Dcmap

This information element is present if the
IMS-ALG requests the IMS-AGW to establish
the WEBRTC data channel. It indicates the
information within an SDP "dcmap" attribute
received from the remote peer, including the
Subprotocol to exchange via the data
channel.

Local Dcsa

This information element can be present if
the IMS-ALG requests the IMS-AGW to
establish the WEBRTC data channel and to
handle its contents in an application-aware
manner. It indicates the information within an
SDP "dcsa" attribute sent towards the remote
peer, encapsulating a subprotocol specific
SDP attribute.

Remote Dcsa

This information element can be present if
the IMS-ALG requests the IMS-AGW to
establish the WEBRTC data channel and to
handle its contents in an application-aware
manner. It indicates the information within an
SDP "dcsa" attribute received from the
remote peer, encapsulating a subprotocol
specific SDP attribute.
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Remote SCTP port

This information element is present if the
IMS-ALG requests the IMS-AGW to establish
an SCTP association. It indicates the remote
SCTP port.

Remote SCTP max
message size

This information element is present if the
IMS-ALG requests the IMS-AGW to establish
an SCTP association. It indicates the remote
max message size.

SCTP Group
Semantics

This information element is present if the
IMS-ALG requests the IMS-AGW to modify
an SCTP association. It indicates the H.248
component streams that are grouped in the
same SCTP association.

SCTP stream
deaggregation

This information element is present if the
IMS-ALG requests the IMS-AGW to modify
an SCTP association. It indicates the H.248
component streams that transport media that
are to be deaggregated from the H.248
deaggregation stream used to control the
SCTP association.

SCTP stream ID

This information element is present if the
IMS-ALG requests the IMS-AGW to establish
an WEBRTC data channel. It indicates the
SCTP stream ID to be used for that data
channel.

Received SCTP
Stream Reset Request

This information element is present if the eP-
CSCF (IMS-ALG) requests the eIMS-AGW to
establish the WEBRTC data channel. It
requests the eIMS-AGW to provide a
notification when receiving an SCTP Stream
reset request and to autonomously answer
that SCTP Stream reset request.

Send SCTP Stream
Reset Requests
Indicator

This information element is present if the eP-
CSCF (IMS-ALG) requests the eIMS-AGW to
reset an SCTP Stream to release the

WEBRTC data channel. It requests the elMS-
AGW to send an SCTP Stream reset request.

Received SCTP
Stream Reset
Response

This information element may be present if
the eP-CSCF (IMS-ALG) requests the eIMS-
AGW to reset an SCTP Stream to release the
WEBRTC data channel. It requests the eIMS-
AGW to provide a notification when receiving
a response to an SCTP Stream reset
request.

Initiate Outgoing SCTP
Stream Reset

This information element is present if the
IMS-ALG requests the IMS-AGW to close an
individual WEBRTC data channel.

Outgoing SCTP
Stream Response

This information element is present if the
IMS-ALG requests the IMS-AGW to
acknowledge the request to close an
individual WEBRTC data channel.

Notify Detect Outgoing
SCTP Stream Reset

This information element requests a
notification of outgoing SCTP Stream reset
requests from remote peers (here IMS
WebRTC client).

Notify Outgoing SCTP
Stream Reset Result

This information element requests a
notification of the result of an outgoing SCTP
Stream reset sent to the remote peer (here
IMS WebRTC client).

SDPCapNeg
configuration

This information element provides
SDPCapNeg configuration(s) using as
"a=acap", "a=tcap", "a=pcfg" and "a=acfg"
SDP attributes.
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Additional Bandwidth

This information element indicates additional

Properties bandwidth properties using "a=bw-info" SDP
attribute(s) as defined by
3GPP TS 26.114 [21].
Configure AGW IMS-AGW Context This information element indicates the
Connection context where the command was executed.
Point Ack

Bearer Termination

This information element indicates the bearer
termination where the command was
executed.

Local IP Resources

This information element indicates the
resource(s) for which the IMS-AGW shall be
prepared to receive user data

For terminations supporting any combination
of video, audio and messaging this IE shall
contain separate resources per stream.

Remote IP Resources

This information element indicates the
resource(s) for which the IMS-AGW shall
send data.

For terminations supporting any combination
of video, audio and messaging this IE shall
contain separate resources per stream.

Local Connection
Address

This information element indicates the IP
address and port number(s) on the IMS-AGW
that the IMS user can send user plane data
to.

For terminations supporting any combination
of video, audio and messaging this may
contain multiple addresses.

Remote Connection
Address

This information element indicates the remote
IP address and port number(s) that the IMS-
AGW can send user plane data to.

For terminations supporting any combination
of video, audio and messaging this may
contain multiple addresses.

Local cryptographic
SDES attribute

This information element may be present only
if it was contained in the request. It indicates
the SDES local cryptographic parameters
such as key(s)

Remote cryptographic
SDES attribute

This information element may be present only
if it was contained in the request. It indicates
the SDES remote cryptographic parameters
such as key(s)

NOTE 1: Remote Source Port and Remote Source Port Range are mutually exclusive.

NOTE 2: One of those IEs shall at least be present when policing is required.

NOTE 3: Additional streams may be added by the Configure AGW Connection Point procedure. The additional streams
shall then carry the same IP Realm Identifier as the very first Stream.

NOTE 4: This IE may only be present for access network terminations.

NOTE 5: The concerned RTCP resource component is related to the RTCP port value.

Editor's Note :

The details of how the transparent indication included in ECN Control is subject of stage 3
specification. It also needsto be determined if thisindication is needed on both incoming and
outgoing terminations.
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This procedureis used to release atermination towards the IMS and free al related resources.

Table 8.5.1: Procedures between IMS-ALG and IMS-AGW: Release AGW Termination

Procedure Initiated Information element | Information Information element description
name element
required
Release AGW IMS-ALG Context M This information element indicates the
Termination existing context for the bearer termination.
Bearer Termination M This information element indicates the bearer
termination to be released.
Release AGW IMS-AGW Context M This information element indicates the
Termination Ack context where the command was executed.
Bearer Termination M This information element indicates the bearer
termination where the command was
executed.

8.6

This procedure is used to report a termination heartbeat.

Table 8.6.1: Procedures between IMS-ALG and IMS-AGW:

Termination heartbeat indication

Termination heartbeat indication

Procedure Initiated Information element | Information Information element description
name element
required
Termination IMS-AGW Context M This information element indicates the
heartbeat context for the bearer termination.
indication Bearer Termination M This information element indicates the bearer
termination for which the termination
heartbeat is reported.
Termination heartbeat M Hanging Termination event, as defined in
3GPP TS 29.334 [3].

Termination IMS-ALG Context M This information element indicates the
heartbeat context where the command was executed.
indication Ack Bearer Termination M This information element indicates the bearer
termination where the command was

executed.
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This procedureis used to indicate that the IMS-AGW will go out of service or is maintenance locked.

Table 8.7.1: Procedures between IMS-ALG and IMS-AGW: IMS-AGW Out-of-Service

Procedure Initiated Information element | Information Information element description
name element
required
IMS-AGW Out-of- | IMS-AGW Context M This information element indicates the
Service context for the command.
Root Termination M This information element indicates the root
termination for the command.
Reason M This information element indicates the reason
for service change.
Method M This information element indicates the
method for service change.
IMS-AGW Out-of- | IMS-ALG Context M This information element indicates the
Service Ack context where the command was executed.
Root Termination M This information element indicates the root
termination where the command was
executed.

8.8

IMS-AGW Communication Up

This procedureis used to indicate that the IMS-AGW is back in service using an existing control association.

Table 8.8.1: Procedures between IMS-ALG and IMS-AGW: IMS-AGW Communication Up

Procedure Initiated Information element | Information Information element description
name element
required
IMS-AGW IMS-AGW Context M This information element indicates the
Communication context for the command.
Up Root Termination M This information element indicates the root
termination for the command.
Reason M This information element indicates the reason
for service change.
Method M This information element indicates the
method for service change.
IMS-AGW IMS-ALG Context M This information element indicates the
Communication context where the command was executed.
Up Ack Root Termination M This information element indicates the root
termination where the command was
executed.
IMS-ALG Address (@] This information element indicates the IMS-
ALG signalling address to which the IMS-
AGW should preferably attempt to re-register.
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This procedureis used to indicate the IMS-AGW has recovered from afailure.

Table 8.9.1: Procedures between IMS-ALG and IMS-AGW: IMS-AGW Restoration

Procedure Initiated Information element | Information Information element description
name element
required
IMS-AGW IMS-AGW Context M This information element indicates the
Restoration context for the command.
Root Termination M This information element indicates the root
termination for the command.
Reason M This information element indicates the reason
for the service change.
Method M This information element indicates the
method for service change.
IMS-AGW IMS-ALG Context M This information element indicates the
Restoration Ack context where the command was executed.
Root Termination M This information element indicates the root
termination where the command was
executed.
IMS-ALG Address (@] This information element indicates the IMS-
ALG signalling address to which the IMS-
AGW should preferably attempt to re-register.

8.10

IMS-AGW Register

This procedure is used to register the IMS-AGW after a cold/warm boot.

Table 8.10.1: Procedures between IMS-ALG and IMS-AGW: IMS-AGW Register

Procedure Initiated Information element | Information Information element description
name element
required
IMS-AGW IMS-AGW Context M This information element indicates the
Register context for the command.

Root Termination M This information element indicates the root
termination for the command.

Reason M This information element indicates the reason
for the service change.

Method M This information element indicates the
method for service change.

Protocol Version M This information element indicates the
protocol version for Iq interface requested by
the IMS-AGW.

Service Change Profile M This information element indicates the profile
for the Iqg interface requested by the IMS-
AGW.
IMS-AGW IMS-ALG Context M This information element indicates the
Register Ack context where the command was executed.
Root Termination M This information element indicates the root

termination where the command was
executed.

Protocol Version (@] This information element indicates the
protocol version for Iq interface supported by
the IMS-ALG.

Service Change Profile (0] This information element indicates the profile
for the Iq interface supported by the IMS-
ALG.
IMS-ALG Address (@] This information element indicates the IMS-
ALG signalling address to which the IMS-
AGW should preferably attempt to re-register.
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This procedureis used to indicate the IMS-ALG has recovered from afailure.

Table 8.11.1: Procedures between IMS-ALG and IMS-AGW: IMS-ALG Restoration

Procedure Initiated Information element | Information Information element description
name element
required
IMS-ALG IMS-ALG Context M This information element indicates the
Restoration context for the command.
Root Termination M This information element indicates the root
termination for the command.
Reason M This information element indicates the reason
for the service change.
Method M This information element indicates the
method for service change.
IMS-ALG IMS-AGW Context M This information element indicates the
Restoration Ack context where the command was executed.
Root Termination M This information element indicates the root
termination where the command was
executed.

8.12

IMS-AGW Re-register

This procedureis used to re-register the IMS-AGW (having been requested to do so by the IMS-ALG).

Table 8.12.1: Procedures between IMS-ALG and IMS-AGW: IMS-AGW Re-register

Procedure Initiated Information element | Information Information element description
name element
required
IMS-AGW Re- IMS-AGW Context M This information element indicates the
register context for the command.
Root Termination M This information element indicates the root
termination for the command.
Reason M This information element indicates the reason
for the service change.
Method M This information element indicates the
method for service change.

Protocol Version M This information element indicates the
protocol version for Iq interface requested by
the IMS-AGW.

Service Change Profile M This information element indicates the profile
for the Iq interface requested by the IMS-
AGW.
IMS-AGW Re- IMS-ALG Context M This information element indicates the
register Ack context where the command was executed.

Root Termination M This information element indicates the root
termination where the command was
executed.

Protocol Version (@] This information element indicates the
protocol version for Iq interface supported by
the IMS-ALG.

Service Change Profile (0] This information element indicates the profile
for the Iqg interface supported by the IMS-
ALG.

IMS-ALG Address O This information element indicates the IMS-
ALG signalling address to which the IMS-
AGW should preferably attempt to re-register.
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This procedureis used by the IMS-ALG to request the IMS-AGW to re-register.

Table 8.13.1: Procedures between IMS-ALG and IMS-AGW: IMS-ALG Ordered Re-register

Procedure Initiated Information element | Information Information element description
name element
required
IMS-ALG Ordered | IMS-ALG Context M This information element indicates the
Re- context for the command.
register Root Termination M This information element indicates the root
termination for the command.
Reason M This information element indicates the reason
for the service change.
IMS-ALG Address O This information element indicates the IMS-
ALG signalling address.
IMS-ALG Ordered | IMS-AGW Context M This information element indicates the
Re- context where the command was executed.
register Ack Root Termination M This information element indicates the root
termination where the command was
executed.

8.14

Audit Value

This procedure is used to audit values of different object(s).

Table 8.14.1: Procedures between IMS-ALG and IMS-AGW: Audit Value

Procedure Initiated Information element | Information Information element description
name element
required
Audit Value IMS-ALG Context M This information element indicates the
context for the command.
Bearer Termination M This information element indicates the bearer
termination(s) for the command.
Object(s) M This information element indicates the
object(s) to be audited.
Audit Value Ack IMS-AGW Context M This information element indicates the
context where the command was executed.
Bearer Termination M This information element indicates the bearer
termination where the command was
executed.
Value(s) M This information element indicates the
value(s) of the object(s).
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Table 8.15.1: Procedures between IMS-ALG and IMS-AGW: Audit Capability

Procedure Initiated Information element | Information Information element description
name element
required
Audit Capability IMS-ALG Context M This information element indicates the
context for the command.
Bearer Termination M This information element indicates the bearer
termination(s) for the command.
Object(s) M This information element indicates the
object(s) which capability is requested.
Audit Capability IMS-AGW Context M This information element indicates the
Ack context where the command was executed.
Bearer Termination M This information element indicates the bearer
termination where the command was
executed.
Capabilities(s) M This information element indicates the
capabilities of the object(s).

8.16

Capability Update

This procedureis used to indicate update of an object capability.

Table 8.16.1: Procedures between IMS-ALG and IMS-AGW: Capability Update

Procedure Initiated Information element | Information Information element description
name element
required
Capability Update | IMS-AGW Context M This information element indicates the
context for the command.
Bearer Termination M This information element indicates the bearer
termination(s) for the command.
Reason M This information element indicates the reason
for service change.
Method M This information element indicates the
method for service change.
Capability Update | IMS-ALG Context M This information element indicates the
Ack context where the command was executed.
Bearer Termination M This information element indicates the bearer
termination where the command was
executed.
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Table 8.17.1: Procedures between IMS-ALG and IMS-AGW: IMS-ALG Out of Service

Procedure Initiated Information element | Information Information element description
name element
required
IMS-ALG Out of IMS-ALG Context M This information element indicates the
Service context for the command.
Root Termination M This information element indicates the root
termination for the command.
Reason M This information element indicates the reason
for the service change.
Method M This information element indicates the
method for service change.
IMS-ALG Out of IMS-AGW Context M This information element indicates the
Service context where the command was executed.
Ack Root Termination M This information element indicates the root
termination where the command was
executed.

8.18

This procedureis used to activate the congestion handling mechanism.

IMS-AGW Resource Congestion Handling - Activate

Table 8.18.1: Procedures between IMS-ALG and IMS-AGW: IMS-AGW Resource Congestion Handling

- Activate
Procedure Initiated Information element | Information Information element description
name element
required
IMS-AGW IMS-ALG Context M This information element indicates that all
Resource context are applicable for the root
Congestion termination.
Handling — Root Termination M This information element indicates that root
Activate termination is where the congestion
mechanism is activated.
Congestion Activate M This information element requests to activate
the congestion mechanism.
IMS-AGW IMS-AGW Context M This information element indicates that all
Resource context are where the command was
Congestion executed.
Handling - Root Termination M This information element indicates that root
Activate Ack termination is where the command was
executed.
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IMS-AGW Resource Congestion Handling - Indication

This procedure is used to inform the IMS-ALG that traffic restriction is advised.

Table 8.19.1: Procedures between IMS-ALG and IMS-AGW: IMS-AGW Resource Congestion Handling

-Indication
Procedure Initiated Information element | Information Information element description
name element
required
IMS-AGW IMS-AGW Context M This information element indicates all context
Resource are applicable for the root termination.
Congestion Root Termination M This information element indicates that root
Handling - termination is where the congestion
Indication mechanism was activated.
Reduction M This information element indicates the load
percentage to be reduced.
IMS-AGW IMS-ALG Context M This information element indicates all context
Resource are where the command was executed.
Congestion Root Termination M This information element indicates that root
Handling - termination is where the command was
Indication Ack executed.

8.20

Inactivity Timeout Activate

This procedure is used to activate the inactivity timeout mechanism.

Table 8.20.1: Procedures between IMS-ALG and IMS-AGW: Inactivity Timeout Activate

Procedure Initiated Information element | Information Information element description
name element
required
Inactivity Timeout | IMS-ALG Context M This information element indicates all context
Activate are applicable for the root termination.

Root Termination M This information element indicates that root
termination is where inactivity timeout
mechanism was activated.

Inactivity Timeout M This information element activates the

Activate Inactivity Timeout request.

Inactivity Timeout (0] This information element indicates the
maximum length of time before triggering the
related notification.

Inactivity Timeout | IMS-AGW Context M This information element indicates all context
Activate Ack are where the command was executed.

Root Termination M This information element indicates that root
termination is where the command was
executed.
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8.21

This command is used to notify the IMS-ALG of an inactive control association.

Inactivity Timeout Notification

Table 8.21.1: Procedures between IMS-AGW and IMS-ALG: Inactivity Timeout Notification

Procedure Initiated Information element | Information Information element description
name element
required
Inactivity Timeout | IMS-AGW Context M This information element indicates all context
Notification are applicable for the root termination.

Root Termination M This information element indicates that root
termination is where the inactivity timeout
mechanism was activated.

Inactivity Timeout M This information element notifies the IMS-

Notification ALG of an inactivity time period.
Inactivity Timeout | IMS-ALG Context M This information element indicates all context
Notifcation Ack are where the command was executed.

Root Termination M This information element indicates that root
termination is where the command was
executed.

8.22

Command Reject

This command is used to reject the received command request. It may be used as response to any of the procedures.

Table 8.22.1: Procedures between IMS-ALG and IMS-AGW: Command Reject

Procedure Initiated Information element | Information Information element description
name element
required
Command Reject Both Context (0] This information element indicates the
context where the command was rejected.
Bearer Termination (@) This information element indicates the bearer

termination where the command was
rejected.

Error M This information element indicates the error
that caused command rejection.
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8.23

This command is used to request the IMS-AGW to monitor the status of its IP Realms and to report any changes to the
IMS-ALG.

Realm Availability Activate

Table 8.23.1: Procedures between IMS-ALG and IMS-AGW: Realm Availability Activate

Procedure Initiated Information element | Information Information element description
name element
required
Realm Availability | IMS-ALG Context M This information element indicates all context
Activate are applicable for the root termination.
Root Termination M This information element indicates that root
termination is where the realm availability
monitoring was activated.
Realm Availability M This information element activates the
Activate monitoring of the availability of IP Realms on
the IMS-AGW.
Realm Availability | IMS-AGW Context M This information element indicates all context
Activate Ack are where the command was executed.
Root Termination M This information element indicates that root
termination is where the command was
executed.

8.24

Realm Availability Notification

This command is used to notify the IMS-ALG of any changesin the availability of |P Realms on the IMS-AGW.

Table 8.24.1: Procedures between IMS-ALG and IMS-AGW: Realm Availability Notification

Procedure Initiated Information element | Information Information element description
name element
required
Realm Availability | IMS-AGW Context M This information element indicates all context
Notification are applicable for the root termination.
Root Termination M This information element indicates that root
termination is where the realm availability
monitoring was activated.
Realm Availability M This information element notifies the IMS-
Changes ALG of newly available/unavailable 1P
Realms.
Realm Availability | IMS-ALG Context M This information element indicates all context
Notifcation Ack are where the command was executed.
Root Termination M This information element indicates that root
termination is where the command was
executed.
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Table 8.25.1: Procedures between IMS-ALG and IMS-AGW: IP Bearer Released

Procedure Initiated Information element | Information Information element description
name element
required
IP Bearer IMS-AGW Context M This information element indicates the
Released context for the bearer termination.
Bearer Termination M This information element indicates the bearer
termination where the bearer was released.
Bearer Released M This information element notifies a bearer
release.
Release Cause M This information element indicates the cause
of a bearer release.
IP Bearer IMS-ALG Context M This information element indicates all context
Released Ack are where the command was executed.
Bearer Termination M This information element indicates that
Bearer termination is where the command
was executed.

8.26

Media Inactivity Notification

This command is used to notify the IMS-ALG of mediainactivity on the IMS-AGW.

Table 8.26.1: Procedures between IMS-ALG and IMS-AGW: Media Inactivity Notification

Procedure Initiated Information element | Information Information element description
name element
required
Media Inactivity IMS-AGW Context M This information element indicates the
Notification existing context for the bearer termination.
Bearer Termination M This information element indicates that
bearer termination is where the media
inactivity detection was activated.
Media Inactivity M This information element notifies the IMS-
ALG of Media inactivity detection on the
bearer termination.
Media Inactivity IMS-ALG Context M This information element indicates the
Notification Ack context where the command was executed.
Bearer Termination M This information element indicates the bearer
termination where the command was
executed.
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8.27  Termination Out-of-Service

This procedureis used to indicate that a termination on the IMS-AGW has gone out of service

Table 8.27.1: Procedures between IMS-ALG and IMS-AGW: Termination Out-of-Service

Procedure Initiated Information element | Information Information element description
name element
required
Termination Out- | IMS-AGW Context M This information element indicates the
of-Service context for the command.

of-Service Ack context where the command was executed.

Bearer Termination M This information element indicates the bearer
termination(s) for the command.
Reason M This information element indicates the reason
for service change.
Method M This information element indicates the
method for service change.
Termination Out- IMS-ALG Context M This information element indicates the
M

This information element indicates the bearer
termination(s) where the command was
executed.

Bearer Termination

8.28  Change Through-Connection

This procedure is used to change the through-connection in the bearer termination

Table 8.28.1: Procedures between IMS-ALG and IMS-AGW: Change Through-Connection

Procedure Initiated Information element | Information Information element description
name element
required
Change Through- | IMS-ALG Context/Context M This information element indicates the
Connection Request existing context or requests a new context for
the bearer termination.
Bearer M This information element indicates the
Termination/Bearer existing bearer termination or requests a hew
Termination Request bearer termination where the through-
connection is changed.
Through-Connection M This information element indicates the
through-connection of the bearer termination
Change Through- | IMS-AGW Context M This information element indicates the
Connection Ack context where the command was executed.
Bearer Termination M This information element indicates the bearer
termination where the command was
executed.

NOTE: This procedure may be combined with Reserve and Configure AGW Connection Point, Reserve AGW
Connection Point or Configure AGW Connection Point procedure. Thislist of proceduresis not
exhaustive.
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This procedure is used to change the flow direction between bearer terminations within the context.

Table 8.29: Procedures between IMS-ALG and IMS-AGW: Configure AGW Connection Point

Procedure Initiated Information element | Information Information element description
name element
required
Change Flow IMS-ALG Context/Context M This information element indicates the
Direction Request existing context or a new context where the
flow direction is changed.
Bearer Termination 1/ M This information element indicates the
Bearer Termination 1 existing bearer termination or a new bearer
Request termination from where the new flow direction
is applied.
Bearer Termination 2/ M This information element indicates the
Bearer Termination 2 existing bearer termination or a new bearer
Request termination where to the new flow direction is
applied.

Flow Direction M This information element indicates the flow
direction from the bearer termination 1 to
bearer termination 2 within the context.

Change Flow IMS-AGW Context M This information element indicates the
Direction Ack context where the command was executed.

8.30

ECN Failure Indication

This procedure is used to report ECN related failures (see clause 6.2.13.4).

Table 8.30.1: Procedures between IMS-ALG and IMS-AGW: ECN Failure Indication

Procedure Initiated Information element | Information Information element description
name element
required
ECN Failure IMS-AGW Context M This information element indicates the
Indication context for the bearer termination.

Bearer Termination M This information element indicates the
bearer termination for which the ECN failure
is reported.

ECN Error Indication M This information element indicates an ECN
failure event.
ECN Failure IMS-ALG Context M This information element indicates the
Indication Ack context where the command was executed.

Bearer Termination M This information element indicates the
bearer termination where the command was
executed.
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Notify (D)TLS session establishment Failure Indication

Table 8.31.1: Procedures between IMS-ALG and IMS-AGW: (D)TLS session establishment Failure

Indication
Procedure Initiated Information element | Information Information element description
name element
required
(D)TLS session IMS-AGW Context M This information element indicates the
establishment context for the bearer termination.

Failure Indication Bearer Termination M This information element indicates the
bearer termination for which the (D)TLS
session establishment failure is reported.

(D)TLS session M This information element indicates a (D)TLS
establishment Error session establishment failure event.
Indication
(D)TLS session IMS-ALG Context M This information element indicates the
establishment context where the command was executed.

Failure Indication Bearer Termination M This information element indicates the

Ack bearer termination where the command was
executed.

8.32

This procedure is used to report TCP connection establishment failures.

Notify TCP connection establishment Failure Indication

Table 8.32.1: Procedures between IMS-ALG and IMS-AGW: TCP connection establishment Failure

Indication
Procedure Initiated Information element | Information Information element description
name element
required

TCP connection IMS-AGW Context M This information element indicates the

establishment context for the bearer termination.

Failure Indication Bearer Termination M This information element indicates the
bearer termination for which the TCP
connection establishment failure is reported.

TCP connection M This information element indicates a TCP
establishment Error connection establishment failure event.
Indication

TCP connection IMS-ALG Context M This information element indicates the

establishment context where the command was executed.

Failure Indication Bearer Termination M This information element indicates the

Ack bearer termination where the command was
executed.
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ICE Connectivity Check Result Notification

This procedure is used to report |CE connectivity check result for Full | CE (see clause 6.2.17.3).

Table 8.33.1: Procedures between IMS-ALG and IMS-AGW: ICE Connectivity Check Result

Notification
Procedure Initiated Information element | Information Information element description
name element
required
ICE Connectivity | IMS-AGW Context M This information element indicates the
Check Result context for the bearer termination.
Notification Bearer Termination M This information element indicates the
bearer termination for which the ICE
Connectivity Check Result is reported.
ICE Connectivity M This information element indicates an ICE
Check Result Connectivity Check Result event.
ICE Connectivity | IMS-ALG Context M This information element indicates the
Check Result context where the command was executed.
Notification Ack Bearer Termination M This information element indicates the
bearer termination where the command was
executed.

8.34

ICE New Peer Reflexive Candidate Notification

This procedure is used to report |CE new peer reflexive candidate for Full 1CE (see clause 6.2.17.4).

Table 8.34.1: Procedures between IMS-ALG and IMS-AGW: ICE New Peer Reflexive Candidate

Notification
Procedure Initiated Information element | Information Information element description
name element
required
ICE New Peer IMS-AGW Context M This information element indicates the
Reflexive context for the bearer termination.
Candidate Bearer Termination M This information element indicates the
Notification bearer termination for which the ICE New
Peer Reflexive Candidate is reported.
ICE New Peer M This information element indicates an ICE
Reflexive Candidate New Peer Reflexive Candidate event.
ICE New Peer IMS-ALG Context M This information element indicates the
Reflexive context where the command was executed.
Candidate Bearer Termination M This information element indicates the
Notification Ack bearer termination where the command was
executed.
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STUN Consent Freshness Test Failure Notification

Table 8.35.1: Procedures between eP-CSCF and eIMS-AGW: STUN Consent Freshness Test Failure

Notification
Procedure Initiated Information element | Information Information element description
name element
required
STUN consent  |eIMS-AGW Context M This information element indicates the
freshness test context for the bearer termination.
Failure Bearer Termination M This information element indicates the
Notification bearer termination for which the STUN
consent freshness test failure is reported.
STUN consent M This information indicates a STUN consent
freshness test failure freshness failure event.
STUN consent eP-CSCF Context M This information element indicates the
freshness test context where the command was executed.
Failure Bearer Termination M This information element indicates the
Notification bearer termination where the command was
executed.

8.36

Notify SCTP Stream Reset

Table 8.36.1: Procedures between IMS-ALG and IMS-AGW: Notify SCTP Stream Reset

Procedure Initiated Information element | Information Information element description
name element
required
Notify SCTP IMS-AGW Context M This information element indicates the
Stream Reset context for the bearer termination.
Bearer Termination M This information element indicates the bearer
termination where the bearer was released.
Received SCTP M This information element indicates that an
Stream Reset Request SCTP Stream reset request has been
received
SCTP Stream ID M This information element indicates the SCTP
Stream ID of the related SCTP Stream.
Notify SCTP IMS-ALG Context M This information element indicates all context
Stream Reset Ack are where the command was executed.
Bearer Termination M This information element indicates that
Bearer termination is where the command
was executed.
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Table 8.37.1: Procedures between IMS-ALG and IMS-AGW: Notify SCTP Stream Reset Result

Procedure Initiated Information element | Information Information element description
name element
required
Notify SCTP IMS-AGW Context M This information element indicates the
Stream Reset context for the bearer termination.
Result Bearer Termination M This information element indicates the bearer
termination where the bearer was released.
Received SCTP M This information element indicates that an
Stream Reset Result SCTP Stream reset result has been received
and the received result.
SCTP Stream ID M This information element indicates the SCTP
Stream ID of the related SCTP Stream.
Notify SCTP IMS-ALG Context M This information element indicates all context
Stream Reset are where the command was executed.
Result Ack Bearer Termination M This information element indicates that
Bearer termination is where the command
was executed.
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