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Foreword

This Technical Specification (TS) has been produced by ETSI 3rd Generation Partnership Project (3GPP).

The present document may refer to technical specifications or reports using their 3GPP identities, UM TS identities or
GSM identities. These should be interpreted as being references to the corresponding ETSI deliverables.

The cross reference between GSM, UMTS, 3GPP and ETS! identities can be found under
http://webapp.etsi.org/key/queryform.asp.

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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Foreword
This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.

ETSI



3GPP TS 23.303 version 12.8.0 Release 12 7 ETSI TS 123 303 V12.8.0 (2016-04)

1 Scope

The present document specifies the Stage 2 of the Proximity Services (ProSe) features in EPS. ProSe features consist of:
ProSe discovery (direct or EPC-level) and ProSe Direct Communication (using E-UTRAN or WLAN direct).

ProSe discovery identifies that ProSe-enabled UEs are in proximity, using E-UTRAN or EPC.

ProSe Direct Communication enables establishment of communication paths between two or more ProSe-enabled UEs
that are in direct communication range. The ProSe Direct Communication path could use E-UTRAN or WLAN.

For Public Safety specific usage:

- ProSe-enabled Public Safety UESs can establish the communication path directly between two or more ProSe-
enabled Public Safety UEs, regardless of whether the ProSe-enabled Public Safety UE is served by E-UTRAN.

Security aspects of ProSe are defined in TS 33.303 [29].

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

- References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

- For aspecific reference, subsequent revisions do not apply.

- For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] 3GPP TR 21.905: "Vocabulary for 3GPP Specifications'.

[2] Open Mobile Alliance, OMA AD SUPL: "Secure User Plane Location Architecture”,
(http://www.openmobilealliance.org).

[3] 3GPP TS 23.032: "Universal Geographical Area Description (GAD)".

[4] Void.

[5] 3GPP TS 23.401: "General Packet Radio Service (GPRS) enhancements for Evolved Universal
Terrestrial Radio Access Network (E-UTRAN) access'.

[6] IETF RFC 4862: "IPv6 Stateless Address Autoconfiguration”.

[7] IETF RFC 2131: "Dynamic Host Configuration Protocol”.

[8] IETF RFC 4039: "Rapid Commit Option for the Dynamic Host Configuration Protocol version 4
(DHCPv4)".

[9] 3GPP TS 23.402: " Architecture enhancements for non-3GPP accesses'.

[10] IETF RFC 4861: "Neighbor Discovery for IP version 6 (IPv6)".

[11] 3GPP TS 23.221: "Architectural requirements”.

[12] 3GPP TS 23.003: "Numbering, addressing and identification”.

[13] Wi-Fi Alliance Technical Committee P2P Task Group, "Wi-Fi Peer-to-Peer (P2P) Technical

Specification”, Version 1.1.
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[14] IEEE Std 802.11-2012: "IEEE Standard for Information technology - Telecommunications and
information exchange between systems - Local and metropolitan area networks - Specific
requirements - Part 11 Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY)
Specifications’.

[15] Void.

[16] IETF RFC 3927: "Dynamic Configuration of IPv4 Link-Local Addresses’.

[17] 3GPP TS 36.300: "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal
Terrestrial Radio Access Network (E-UTRAN); Overall description; Stage 2".

[18] IETF RFC 3588: "Diameter Base Protocol"”.

[19] IETF RFC 4960: " Stream Control Transmission Protocol”.

[20] Open Mobile Alliance, OMA LIF MLP: "Mobile Location Protocol",
(http://www.openmobilealliance.org).

[21] 3GPP TS 29.343: "Proximity-services (Prose) Function to Proximity-services (ProSe) Application
Server aspects (PC2); Stage 3".

[22] 3GPP TS 29.344: " Proximity-services (Prose) Function to Home Subscriber Server (HSS) aspects,
Stage 3".

[23] 3GPP TS 29.345: "Inter-Proximity-services (Prose) Function signalling aspects; Stage 3".

[24] 3GPP TS 24.334: "Proximity-services (Prose) User Equipment (UE) to Proximity-services (ProSe)
Function Protocol aspects; Stage 3".

[25] 3GPP TS 22.278: " Service requirements for the Evolved Packet System (EPS)".

[26] 3GPP TS 23.468: "Group Communication System Enablers for LTE (GCSE_LTE); Stage 2".

[27] Void.

[28] IETF RFC 826: "An Ethernet Address Resolution Protocol".

[29] 3GPP TS 33.303: "Proximity-based Services (ProSe); Security aspects”.

[30] OMA-TS-DM_Protocol-V1 _2: "OMA Device Management Protocol”.

[31] 3GPP TS 23.122: "Non-Access-Stratum (NAS) functions related to Mobile Station (MS) inidle
mode".

[32] 3GPP TS 36.304: "Evolved Universal Terrestrial Radio Access (E-UTRA); User Equipment (UE)
proceduresin idle mode”.

[33] 3GPP TS TS 36.331: "Evolved Universal Terrestrial Radio Access (E-UTRA); Radio Resource
Control (RRC); Protocol specification”.

[34] 3GPP TS TS 29.272: "Mobility Management Entity (MME) and Serving GPRS Support Node
(SGSN) related interfaces based on Diameter protocol”.

3 Definitions and abbreviations
3.1 Definitions

For the purposes of the present document, the terms and definitions givenin TR 21.905 [1] and the following apply. A
term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].
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Application ID: A globally unique identifier identifying a specific application. Thisisthe identifier used in mobile
operating systems by the applications within the mobile operating system. All mobile operating systems have
namespaces that identify the applications within the mobile operating system.

Application Layer User 1D: Anidentity identifying a user within the context of a specific application (e.g.
alice@social.net). The format of thisidentifier is outside the scope of 3GPP.

Destination Layer-2 ID: A link-layer identity that identifies a device or a group of devices that are recipients of ProSe
communication frames.

Discovery Filter: A container of a ProSe Application code, zero or more ProSe Application Mask(s) and Time To Live
value. These are used by the monitoring UE to match ProSe Application Codes that are received on the PC5 interface
for Direct Discovery.

EPC ProSe User ID: Anidentifier for EPC-level ProSe Discovery and EPC support for WLAN direct communication
that uniquely identifies a UE registered for ProSe. Thisidentifier can be occasionally reassigned by the ProSe Function.

EPC-level ProSe Discovery: A ProSe Discovery procedure by which the EPC determines the proximity of two ProSe-
enabled UEs and informs them of their proximity.

Geographical Area: The Geographical Areaidentifies aregion, whose borders are defined by means of suitable
geographic coordinates of e.g. apolygon or circle outlining its borders.

Local PLMN: A PLMN which is not the serving PLMN of the monitoring UE, and in whose radio resources the
monitoring UE is authorized by the HPLMN to engage in ProSe Direct Discovery.

Model A: involves one UE announcing "I am here"
Model B: involves one UE asking "who isthere" and/or "are you there"

ProSe Application ID: The ProSe Application ID is an identity used for ProSe Direct Discovery, identifying
application related information for the ProSe-enabled UE. Each ProSe Application 1D could be globally unique, e.g. in
case of open Direct Discovery.

ProSe Application Code: The ProSe Application Code is associated with the ProSe Application ID and used in the
discovery procedures.

ProSe Application Mask: The ProSe Application Mask is provided by the ProSe Function in order to allow the
monitoring UE to perform partial matching of ProSe Application Codes on the PC5 interface.

ProSe Direct Communication: A communication between two or more UEs in proximity that are ProSe-enabled, by
means of user plane transmission using E-UTRA technology via a path not traversing any network node.

ProSe Direct Discovery: A procedure employed by a ProSe-enabled UE to discover other ProSe-enabled UEsiin its
vicinity by using only the capabilities of the two UEs with E-UTRA technology.

ProSe Discovery: A process that identifies that a UE that is ProSe-enabled isin proximity of another, using E-UTRA
or EPC.

ProSe Function ID: An FQDN that identifies a ProSe Function.

ProSe Layer-2 Group ID: A layer-2 group identifier that may be used to address a set of users at the 3GPP lower
layers. This ID needsto be configured in the UE before enabling one-to-many ProSe Direct Communication.

ProSe-enabled non-Public Safety UE: A UE that supports ProSe procedures but not capabilities specific to Public
Safety.

ProSe-enabled Public Safety UE: A UE that the HPLMN has configured to be authorized for Public Safety use, and
which is ProSe-enabled and supports ProSe procedures and capabilities specific to Public Safety. The UE may, but need
not, have a USIM with one of the specia access classes{12, 13, 14}.

ProSe-enabled UE: A UE that supports ProSe requirements and associated procedures. Unless explicitly stated
otherwise, a Prose-enabled UE refers both to a non-Public Safety UE and a Public Safety UE.

Source Layer-2 ID: A link-layer identity that identifies a device that originates ProSe communication frames.
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WLAN Link Layer ID: A link layer identity used for WLAN direct discovery and/or WLAN direct communication.
Depending on the WLAN technology it can be temporary (e.g. temporary MAC address) or permanent (e.g. permanent
MAC address). The format of thisidentifier depends on the WLAN technology and is outside of 3GPP scope.

For the purposes of the present document, the following terms and definitions given in TS 22.278 [25] apply:

Open ProSe Discovery

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An
abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in
TR 21.905[1].

ALUID Application Layer User ID
DPF Direct Provisioning Function
EPUID EPC ProSe User ID
PFID ProSe Function ID
ProSe Proximity-based Services
SLP SUPL Location Platform
SUPL Secure User Plane Location
TTL Timeto Live
WLLID WLAN Link Layer ID
4 Architecture Model and Concepts

4.1 General Concept

Proximity Services (ProSe) are services that can be provided by the 3GPP system based on UEs being in proximity to
each other.

The 3GPP system enablers for ProSe include the following functions:
- EPC-level ProSe Discovery;
- EPC support for WLAN direct discovery and communication;
- Direct discovery;

- Direct communication;

4.2 Architectural Reference Model

Figure 4.2-1 shows the high level view of the non-roaming architecture. In thisfigure, UE A and UE B use a
subscription of the same PLMN.
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Figure 4.2-1: Non-Roaming Reference Architecture

The following figure 4.2-2 show the high level view of the non-roaming inter-PLMN architecture. In thisfigure, PLMN
A isthe HPLMN of UE A and PLMN B isthe HPLMN of UE B.
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Figure 4.2-3 shows the high level view of the roaming architecture. In thisfigure, UE A uses a subscription of PLMN A

Figure 4.2-2: Inter-PLMN Reference Architecture

and UE B uses a subscription of PLMN B; UE A isroaming in PLMN C while UE B is not roaming.
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Figure 4.2-3: Roaming Reference Architecture

For EPC-level ProSe discovery the roaming architecture is not specified in this release.

Reference points

List of Reference Points

The reference point between the ProSe application in the UE and in the ProSe Application Server. Itis
used to define application level signalling requirements. This reference point is not specified in this
release of the specification.

The reference point between the ProSe Application Server and the ProSe Function. It is used to define the
interaction between ProSe Application Server and ProSe functionality provided by the 3GPP EPS via
ProSe Function (e.g. name trandation) for EPC-level ProSe discovery.

The reference point between the UE and the ProSe Function. PC3 relies on EPC user plane for transport
(i.e. an"over IP" reference point). It is used to authorise ProSe Direct Discovery and EPC-level ProSe
Discovery requests, and perform allocation of ProSe Application Codes corresponding to ProSe
Application Identities used for ProSe Direct Discovery. It is used to define the authorisation policy per
PLMN for ProSe Direct Discovery (for Public Safety and non -Public Safety) and communication (for
Public Safety only) between UE and ProSe Function.

The reference point between the HSS and ProSe Function. It is used to provide subscription information
in order to authorise access for ProSe Direct Discovery and ProSe Direct Communication on a per PLMN
basis. It is aso used by the ProSe Function (i.e. EPC-level ProSe Discovery Function) for retrieval of
EPC-level ProSe Discovery related subscriber data.
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PC4b:

PC5:

PCé6:

PCT7:

The reference point between the SUPL Location Platform (SLP) defined in OMA AD SUPL [2] and the
ProSe Function. It is used by the ProSe Function (i.e. EPC-level ProSe Discovery Function) (in the role of
LCSclient to query the SLP defined in OMA AD SUPL [2].

The reference point between ProSe-enabled UES used for ProSe Direct Discovery and ProSe Direct
Communication.

The reference point between ProSe Functions in different PLMNs (EPC-level ProSe Discovery) or
between the ProSe Function in the HPLMN and the ProSe Function in aLocal PLMN (ProSe Direct
Discovery). With ProSe Direct Discovery this reference point is used for HPLMN control of ProSe
service authorization. It is aso used to authorise ProSe Direct Discovery requests, retrieve the Discovery
Filter(s) corresponding ProSe Application ID name(s) and trand ate the ProSe Application Code to the
ProSe Application ID Name.

The reference point between the ProSe Function in the HPLMN and the ProSe Function in the VPLMN.
It isused for HPLMN control of ProSe service authorization. It is also used to authorise ProSe Direct
Discovery requests, retrieve the Discovery Filter(s) corresponding ProSe Application ID name(s) and
trand ate the ProSe Application Code to the ProSe Application ID Name.

In addition to the relevant functions defined in TS 23.401 [5] for S6a, in case of ProSe S6ais used to
download ProSe related subscription information to MME during E-UTRAN attach procedure or to
inform MME subscription information in the HSS has changed.

S1-MME: In addition to the relevant functions defined in TS 23.401 [5] for SI-MME, in case of ProSeit isaso

4.4

4.4.1

4411

used to convey the ProSe direct services authorization from MME to eNodeB.

Functional Entities

ProSe Function

General

The ProSe Function isthe logical function that is used for network related actions required for ProSe. The ProSe
Function plays different roles for each of the features of ProSe. In this version of the specification it is assumed that
thereis only one logical ProSe Function in each PLMN that supports Proximity Services.

NOTE:

If multiple ProSe Functions are deployed within the same PLMN (e.g., for load reasons), then the method
to locate the ProSe Function that has allocated a specific ProSe Application Code (e.g. through a database
lookup, etc.) is not defined in this version of the specification.
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Figure 4.4.1-1: UE to ProSe Function Interfaces for each sub-function
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Figure 4.4.1-2: ProSe Function Interfaces to other network elements and PLMNs

The ProSe Function consists of three main sub-functions that perform different roles depending on the ProSe feature:

Direct Provisioning Function (DPF) is used to provision the UE with necessary parametersin order use ProSe
Direct Discovery and Prose Direct Communication. It is used to provision the UEs with PLMN specific
parameters that allow the UE to use ProSe in this specific PLMN. For direct communication used for Public
Safety DPF is also used to provision the UE with parameters that are needed when the UE is not served by E-

UTRAN.

Direct Discovery Name Management Function is used for open Prose Direct Discovery to allocate and process
the mapping of ProSe Applications IDs and ProSe Application Codes used in ProSe Direct Discovery. It uses
ProSe related subscriber data stored in HSS for authorisation for each discovery reguest. It also provides the UE
with the necessary security material in order to protect discovery messages transmitted over the air.

ETSI



3GPP TS 23.303 version 12.8.0 Release 12 16 ETSI TS 123 303 V12.8.0 (2016-04)
- EPC-level Discovery ProSe Function has a reference point towards the Application Server (PC2), towards other
ProSe Functions (PC6), towards the HSS (PC4a) and the UE (PC3). The functionality includes the following:
- Storage of ProSe-related subscriber data and/or retrieval of ProSe-related subscriber data from the HSS;

- Authorization and configuration of the UE for EPC-level ProSe Discovery and EPC-assisted WLAN direct
discovery and communication over PC3;

- Storage of alist of applications that are authorized to use EPC-level ProSe Discovery and EPC-assisted
WLAN direct discovery and communication;

- Acting aslocation services client (SLP agent) to enable EPC-level ProSe Discovery;
- Providing the UE with information to assist WLAN direct discovery and communications,
- Handling of EPC ProSe User IDs and Application Layer User IDs,

- Exchange of signalling with 3" party Application Servers over PC2 reference point for application
registration and identifier mapping;

- Exchange of signalling with ProSe Functionsin other PLMNSs over PC6 reference points for sending
proximity requests, proximity alerts and location reporting;

- Optional support for functionality for requesting UE location viathe HSS.

The ProSe Function provides the necessary charging and security functionality for usage of ProSe (both ProSe viathe
EPC and for ProSe Direct Discovery, ProSe Direct Communication and WLAN direct discovery and communication).

NOTE: The ProSe Functionin HPLMN can be always reached if Home Routed configuration is applied for PDN
connection (e.g. PDN GW islocated in the HPLMN), when such function is supported by the HPLMN. In
case of Local Breakout (e.g. PDN GW islocated in the VPLMN), a ProSe Proxy Function can be
deployed by the VPLMN to support UE to Home ProSe Function communication, if inter-PLMN
signaling is required. Whether aPDN connection is provided by Local Breakout or Home Routed is
determined by the HSS configuration described in 3GPP TS 23.401 [5]. UE is not aware of thisand as
such will not know which APN can be used for communication with ProSe Function unless specific APN
information is configured in the UE indicating that this APN provides signalling connectivity between the
UE and the Home ProSe Function.

4412 ProSe Function Discovery

The ProSe Functions of HPLMN is discovered through interaction with the Domain Name Service function. The FQDN
of aProSe Function in the Home PLMN may either be pre-configured on the UE or provisioned by the network or self-
constructed by the UE, e.g. derived from PLMN ID of the HPLMN. The IP address of a ProSe Function in the Home
PLMN may also be provisioned to the UE.

4.4.2 UE

Any ProSe-enabled UE may support the following functions:

- Exchange of ProSe control information between ProSe-enabled UE and the ProSe Function over PC3 reference
point.

- Procedures for open ProSe Direct Discovery of other ProSe-enabled UEs over PC5 reference point.
The ProSe-enabled Public Safety UE may support the following functions:
- Procedures for one-to-many ProSe Direct Communication over PC5 reference point.

- Configuration of parameters (e.g. including IP addresses, ProSe Layer-2 Group |Ds, Group security material,
radio resource parameters). These parameters can be pre-configured in the UE, or, if in coverage, provisioned by
signalling over the PC3 reference point to the ProSe Function in the network.
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443 Void

4.4.4 ProSe Application Server
The ProSe Application Server supports the following capability:
- Storage of EPC ProSe User IDs and ProSe Function IDs;

- Mapping of Application Layer User IDs and EPC ProSe User IDs.

445 MME
In addition to the function defined in TS 23.401 [5] in case of ProSe MME performs the following functions:
- receives subscription information related to ProSe from HSS;

- providesindication to E-UTRAN that the UE is authorized to use ProSe.

4.5 High Level Function

45.1 Provisioning for ProSe Direct Discovery and ProSe Direct
Communication

4511 Authorization and provisioning for ProSe

451.1.1 General

The basic principles of service authorization for ProSe Direct Discovery and ProSe Direct Communication are as
follows:

- the UE gets authorization to use ProSe Direct Discovery on aper PLMN basis.

- the UE gets authorization to use ProSe Direct Communication on aper PLMN basisin the serving PLMN by the
ProSe Function in the HPLMN,

- the ProSe Function in the HPLMN requests authorisation information from the ProSe Function of the serving
PLMN and Local PLMN(s).

NOTE: The UE does not need to be registered in the Local PLMN.
- TheProSe Function in the HPLMN merges authorization information from home, serving and local PLMNSs.
- Final authorization always comes from the ProSe Function in the Home PLMN.

The ProSe Function in the Local PLMN or the VPLMN or HPLMN may revoke the authorization at any time. The
ProSe Function in the HPLMN shall be notified when authorization is revoked by the Local PLMN or the VPLMN.

OMA DM [30] is used as the protocol to provision ProSe related configuration and authorization information in the
ME. Provisioning is performed via the PC3 reference point.
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45112 Provisioning information for ProSe Direct Discovery and ProSe Direct
Communication

451.1.2.1 General

The following information can be contained in the authorisation info that is provided by the ProSe Function to the UE
for authorisation of using ProSe Direct Discovery and ProSe Direct Communication in a particular PLMN.

451122 Authorisation for ProSe Direct Discovery
The following information is provisioned to the UE for ProSe Direct Discovery authorisation:
1) ProSe Direct Discovery monitoring authorisation policy:
- PLMNsin which the UE is authorised to perform ProSe Direct Discovery monitoring.
2) ProSe Direct Discovery announcing authorisation policy:
- PLMNsin which the UE is authorized to perform announcing.

- Authorised discovery range for announcing per PLMN.
45.1.1.2.3 Provisioning for ProSe Direct Communication (Public Safety UE)

4511231 General
The content of clause 4.5.1.1.2.3 is applicable to ProSe-enabled Public Safety UEs only.

Clause 3 provides the definition of a ProSe-enabled Public Safety UE. To comply with international and national
regulations, the HPLMN shall endeavour to ensure that the UE only uses the specific Public Safety capabilitiesin
territoriesin which the HPLMN is authorised to permit such rights to the UE.

For Public Safety usage the operator may pre-configure ProSe-enabled Public Safety UEs with the required
provisioning parameters for ProSe Direct Communication, without the need for the ProSe-enabled Public Safety UESto
connect to the ProSe Function to get thisinitial configuration. The following apply:

- The provisioning parameters for ProSe Direct Communication may be configured in the UICC, in the ME, or in
both the UICC and the ME.

- The UICC shall indicate whether the UE is authorized to use provisioning parameters.

- ProSe Direct Communication shall be accessible only when a USIM authorized for ProSe Direct Communication
is selected.

- TheME provisioning parameters shall not be erased when a USIM is deselected or replaced.

- If both the USIM and the ME contain the same set of provisioning parameters, the set of parameters from the
UICC shall take precedence.

-  The UE shall use radio resources for ProSe Direct Communication as follows:

- WhileaUE hasaserving cell and is camped on a cell and the UE intends to use for ProSe the radio resources
(i.e. carrier frequency) operated by this cell, then the UE shall use the radio resource description indicated by
this cell the UE is camped on and ignore any radio resource description of the same radio resource
provisioned in the ME or the UICC. If the cell does not provide radio resources for ProSe, the UE shall not
perform ProSe transmission and reception on radio resources operated by this cell.

- If the UE intends to use radio resources (i.e. carrier frequency) for ProSe that are not operated by the UE's
serving cell or if the UE is out of coverage, the UE shall search for acell inany PLMN that is operating the
provisioned radio resources (i.e. carrier frequency) as defined in TS 36.300 [17] and TS 36.304 [32], and:

- If the UE finds such cell in the registered PLMN or aPLMN equivalent to the registered PLMN, and
authorisation for ProSe Direct Communication to this PLMN is confirmed, the UE shall use the radio
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resource description indicated by that cell. If that cell does not provide radio resources for ProSe, the UE
shall not perform ProSe transmission and reception on those radio resources.

If the UE finds such cell but not in the registered PLMN or a PLMN equivalent to the registered PLMN,
and that cell belongsto a PLMN authorised for ProSe Direct Communication and provides radio
resources for ProSe then the UE shall perform PLMN selection triggered by ProSe Direct Communication
asdefined in TS 23.122 [31].

If the UE finds such cell but not in a PLMN authorised for ProSe Direct Communication the UE shall not
use ProSe.

If the UE does not find any such cell in any PLMN, then the UE shall use radio resources provisioned in
the ME or the UICC. If no such provision exists in the ME or the UICC or the provision does not
authorise ProSe Direct Communication then the UE is not authorised to transmit.

- The UE provisioning shall support setting Geographical Areas.

NOTE 1

NOTE 2:

NOTE 3:

It ispossible for a UE to use other radio resources for ProSe based on the Geographical Areainstead of
those operated by the serving E-UTRAN cell, when provisioned in the UE, even if the UE's serving cell
offers normal service and the ProSe SIB indicates that the service (communication) isavailable. Thisisto
cover the scenario when e.g. the radio resources used for ProSe Direct Communication are not owned by
the serving network of the UE.

The UE can only use ProSe Direct Communication when it contains a UICC that has been configured for
ProSe, i.e. the selected USIM indicates that the UE is authorized to use the provisioning parameters for
ProSe.

The scenario that a cell is detected and the cell does not provide support for ProSe Direct
Communications when the UE attempts to use a carrier frequency configured for ProSe Direct
Communication, is considered a configuration error. Therefore the UE does not transmit on that
frequency to avoid interference to the network.

- The ProSe Direct Communication isonly specified for E-UTRA.

NOTE 4:

45.1.1.2.32

4511233

NOTE 1:

It is out of scope of the present specification to define how the UE can locate itself in a specific
Geographical Area. When the UE isin coverage of a 3GPP RAT, it can for example, use information
derived from the serving PLMN. When the UE is not in coverage of a 3GPP RAT, it can use other
techniques, including user provided location, as determined by local regulations.

Void

Provisioning information for one-to-many ProSe Direct Communication

ProSe Direct Communication one-to-one is not specified in this version of the 3GPP specifications.

The following information is provisioned to the UE for one-to-many ProSe Direct Communication:

1) Authorisation policy:

- Whenthe UE is"served by E-UTRAN":

PLMNs in which the UE is authorised to perform one-to-many ProSe Direct Communication.

- Whenthe UE is"not served by E-UTRAN":

Indicates whether the UE is authorised to perform one-to-many ProSe Direct Communication procedures
when "not served by E-UTRAN".

2) ProSe Direct Communication policy/parameters:

- Include the parameters that enable the UE to perform one-to-many ProSe Direct Communication when
provisioned from DPF in ME or configured in UICC:
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- ProSe Layer-2 Group ID;
- ProSe Group |P multicast address
- Indication whether the UE should use IPv4 or IPv6 for that group

- For aspecific Group configured to operate using |Pv4, optionally an IPv4 address to be used by the UE as
asource address. If none is provisioned, then the UE shall use Dynamic Configuration of 1Pv4 Link-
Local Addresses IETF RFC 3927 [16] to obtain alink local address for the Group.

- Include group security related content for one-to-many ProSe Direct Communication.
NOTE 2: More details on the necessary security aspect will be defined in SA3 specifications.

- Alternatively these parameters can be provided from the 3rd party public safety provider application server
(e.g. GCSASasin TS 23.468[26]). If UE receives the same set of data from AS that has been previously
provided by DPF then UE uses the data set provided by AS for one-to-many ProSe Direct Communication.

3) Radio parameters for when the UE is "not served by E-UTRAN":

- Includes the radio parameters with Geographical Area(s) that need to be configured in the UE in order to be
able perform one-to-many ProSe Direct Communication procedures when "not served by E-UTRAN".
These radio parameters (e.g. frequency bands) are defined in TS 36.331 [33]. The UE usestheradio
parameters only if the UE can locate itself in the corresponding Geographical Area. Otherwise, the UE is not
authorised to transmit.

NOTE 3: The"not served by E-UTRAN" cover the cases when the UE is not served by the E-UTRAN cell
operating on the carrier frequency provisioned for ProSe Direct Communication.

45.1.1.2.3.4 Void

45.2 Subscription to ProSe
The user's profile in the HSS contains the subscription information to give the user permission to use ProSe.

At any time, the operator can remove the ProSe UE subscription rights from user's profile in the HSS, and revoke the
user's permission to use ProSe.

The following subscription information is defined for ProSe:

- subscription for ProSe Direct Discovery.

- subscription for EPC-level ProSe Discovery.

- subscription for EPC support WLAN direct discovery and communication.

- subscription for one-to-many ProSe Direct Communication, applicable only to ProSe-enabled Public Safety UEs.
Additional parameters related to the ProSe Direct service may be stored in the user's profile, such as:

- thelist of the PLMNs where the UE is authorised for Direct Discovery, i.e. to announce or monitor or both.

- thelist of the PLMNs where the UE is authorised to perform one-to-many ProSe Direct Communication.

45.3 IP address allocation
For one-to-many ProSe Direct Communication:

- when the UE is configured to use IPv6 on the direct link, the UE auto-configures alink local 1Pv6 Address
following procedures defined in RFC 4862 [6]. This address can only be used as the source I P address for one-
to-many ProSe Direct Communication.
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- when the UE is configured to use IPv4 for a certain Group for one-to-many ProSe Direct Communication, then
either it usesthe configured I Pv4 address for the Group or, if it is not configured with an address for the Group,
it uses Dynamic Configuration of 1Pv4 Link-Local Addresses IETF RFC 3927 [16].

454 Void

45.5 ProSe Proxy Function

ProSe Proxy Function enables support for UE to Home ProSe Function/ProSe Key Management Function
communication as defined in clause 4.4.1.1 and in TS 33.303 [29], where the Home ProSe Function/ProSe Key
Management Function is not located in the same network as the PDN GW for the PDN connection being used. Such
proxy functions are needed when requirements on security are not met by signalling over Internet. Inter-PLMN
signalling may be used in that case. Due to restrictions on the inter-PLMN network, the UE to Server traffic over the
user plane may not be sent between networks directly. Only tunnelled server to server traffic may be sent between
networks.

A roaming UE, which has a Local Breakout PDN Connection in the VPLMN, uses this access to reach a ProSe
Function in the Home network and a ProSe Key Management Function in the Home network or another network. UE is
not aware of the presence of a ProSe Proxy Function.

A ProSe Proxy implemented in the VPLMN on the SGi interface may be used to reach the ProSe Function located in
the HPLMN. The ProSe Proxy Function forwards signalling traffic between the UE and the ProSe Function in the
HPLMN.

A ProSe Proxy implemented in either the HPLMN or the VPLMN on the SGi interface may be used to reach a ProSe
Key Management Function located in a different PLMN. The ProSe Proxy Function forwards the signalling traffic (as
defined in clause 6.2.2.3.1 in TS 33.303 [29]) between the UE and the ProSe Key Management Function.

4.5.6 Support for ProSe for UEs in limited service state

ProSe-enabled non-Public Safety UE shall not use ProSe when in limited service state.

ProSe-enabled Public Safety UEs that are authorised to use ProSe Direct Communication shall be able to use ProSe
Direct Communication when in limited service state following the procedures defined in clause 4.5.1.1.2.3.1 for ProSe
Direct Communication when the UE entersin limited service state:

- becauseit cannot find a suitable cell of the selected PLMN as described in TS 23.122 [31] or
- astheresult of receiving one of the following reject reasons defined in TS 23.122 [31]:

- a"PLMN not allowed" response to a registration request or;

- a"GPRS not allowed" response to aregistration request

A ProSe-enabled Public Safety UE in limited service state shall only use ProSe mechanisms availablein ECM-IDLE,
for details see TS 36.300 [17].

A ProSe-enabled Public Safety UE in limited service state shall not use ProSe in ECM-CONNECTED mode.

ProSe-enabled Public Safety UEs shall not use ProSe Direct Communication if the UE has entered in limited service
state due to al other situations (e.g. no SIM inthe MS, an "illegal MS" or "illegal ME" response to aregistration
request, or an "IM Sl unknown in HLR" response to aregistration request) defined in TS 23.122 [31], where the UE is
unable to obtain normal service fromaPLMN.
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4.6 Identifiers

4.6.1 Identifiers for EPC-level ProSe Discovery

The following identities are used for EPC-level ProSe Discovery: EPC ProSe User ID, Application Layer User ID and
Application ID.

The ProSe Function isidentified by an FQDN that the UE constructs using the HPLMN ID.

4.6.2 Identifiers for EPC support for WLAN direct discovery and
communication

The following identifier is used in addition to those in clause 4.6.1 for EPC support for WLAN direct discovery and
communication: WLAN Link Layer ID.

4.6.3 Identifiers for ProSe Direct Communication

46.3.1 ProSe UE ID

Thisisalink layer identifier that is used as a source Layer-2 ID in all the packets the UE sends for one-to-many ProSe
Direct Communication.

When bearer-level security is configured to be used, the ProSe UE ID is assigned by the ProSe Key Management
Function as defined in TS 33.303 [29]. The ProSe Key Management Function ensures that the ProSe UE ID isuniquein
the context of one-to-many ProSe Direct Communication for this group.

When bearer-level security is configured not to be used (including the case of Layer-2 broadcast communication
required to support Dynamic Configuration of 1Pv4 Link-Local Addresses |IETF RFC 3927 [16]), the ProSe UE ID is
either configured in the UE or self-assigned by the UE.

Assuming that global uniqueness of ProSe UE ID cannot be ensured, the UE should be prepared to handle conflicts of
ProSe UE I1Ds using mechanisms that are out of scope of this release of the specification (e.g. by self-assigning a new
ProSe UE 1D when a conflict is detected).

4.6.3.2 ProSe Layer-2 Group ID

Thisisalink layer identifier that identifies the group in the context of one-to-many ProSe Direct Communication. It is
used as adestination Layer-2 ID in all the packets the UE sends to this group for one-to-many ProSe Direct
Communication.

4.6.4 Identifiers for ProSe Direct Discovery

46.4.1 ProSe Application 1D

For Open ProSe Discovery, (as described in 3GPP TS 22.278 [25]) the ProSe Application ID is called the Public
ProSe Application ID. The geographic scope of the Public ProSe Application ID may be PLMN-specific, country
specific or global.

Each Public ProSe Application ID is composed of the following parts:

a. TheProSe Application ID Name is described in its entirety by a data structure characterized by different levels
e.g., broad-level business category (Level 0) / business sub-category (Level 1) / business name (Level 2) / shop
ID (Level 3). For the purpose of presentation, a ProSe Application ID Name is usually displayed as a string of
labelsin which the labels represent hierarchical levels.

b. The PLMN ID that corresponds to the PLMN that assigned the ProSe Application ID Name.
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NOTE: If the Public ProSe Application ID is country specific then the Mobile Network Code (MNC) of the
PLMN ID iswild carded. If global, both the MCC and MNC are wild carded. The use of wild carded
ProSe Application IDsis further explained in Annex B.

4.6.4.2 ProSe Application Code

For the announcing UE, the ProSe Application Code is obtained from the HPLMN ProSe Function using the Announce
Request procedure (see clauses 5.3.3.1 and 5.3.3.2). The ProSe Application Code is contained in the message that is
actualy transmitted over the radio interface (on PC5) by a UE engaged in the ProSe Direct Discovery procedure (see
clause 5.3) to "monitoring” UES.

For the "monitoring" UE, Discovery Filter(s) to monitor the ProSe Application Code(s) over the radio interface (on
PC5) are obtained from the HPLMN ProSe Function using the Monitor Request procedure (see clauses 5.3.3.4 and
5.3.3.5).

Each ProSe Application Code is composed of the following parts:

a. A temporary identity that corresponds to the ProSe Application ID Name. Given the data structure associated
with the Public ProSe Application ID, each ProSe Application ID can be associated with various temporary
identities that contains as many identifiers as there are levels in the corresponding ProSe Application ID Name:
this allows partial matching at the monitoring UE side using a ProSe Application Mask (see clause 4.6.4.2b) or a
Discovery Filter, making more effective and flexible the filtering of the received temporary identity in a
monitoring UE. See clause 4.6.4.2a..

b. The PLMN ID of the ProSe Function that assigned the ProSe Application Code, i.e. Mobile Country Code
(MCC) and Mobile Network Code (MNC).

NOTE 1: Inthisversion of the specification the ProSe Application Code is always assigned by aHPLMN ProSe
Function.

ProSe Application Code matching considers all components listed above. In ProSe Application Code matching, the
"monitoring” UE shall consider it a full match, if both PLMN ID and temporary identity match with the corresponding
contents of the Discovery Filter. A partial match is obtained if the PLMN ID matches fully and the temporary identity
matches partially with the corresponding contents of the ProSe Application Mask (see clause 4.6.4.2b).

A ProSe Application Code is allocated per "announcing” UE and per application and has an associated validity timer
that runs both in the ProSe Function and in the UE.

NOTE 2: Inthis Release of the specification it is not possible to revoke an assigned ProSe Application Codeto
announcing UE before the expiry of the validity timer.

In case of Open ProSe Discovery:

- when the "announcing” UE wants to announce something, it shall send a Discovery Request containing the
Public ProSe Application ID to the ProSe Function, and the ProSe Function assigns a ProSe Application Code.

- when the "monitoring" UE wants to monitor something, it shall send a discovery request containing the full or a
subset of the Public ProSe Application ID, e.g. it may provide 2 out of the n levels of the full Public ProSe
Application ID.

NOTE 3: The ProSe Application ID Name data structure is not expected to change often.

4.6.4.2a Discovery Filter

A Discovery Filter consists of ProSe Application Codes, ProSe Application Mask(s) and atimeto live (TTL). A TTL
indicates for how long the related Discovery Filter isvalid after it is received.

NOTE: Inorder for the ProSe Application Mask not to change often, the ProSe Application Mask does not extend
to the last level of the corresponding Prose Application ID data structure (typically the leaf, i.e. the lowest
level).

A Discovery Filter is provided to amonitoring UE by its HPLMN ProSe Function. It is used by the monitoring UE to
selectively match ProSe Application Codes received on the PC5 interface.

ETSI



3GPP TS 23.303 version 12.8.0 Release 12 24 ETSI TS 123 303 V12.8.0 (2016-04)

Discovery Filters alow full matching and partial matching of as many parts of ProSe Application Code as are contained
in the ProSe Application Mask. A Discovery Filter may contain more than one mask in order to support allocation of
masks for different parts of the ProSe Application Code.

4.6.4.2b

A ProSe Application Mask shall be used for partial matching of ProSe Application Codes received on the PC5 interface.
A ProSe Application Mask is contained in a Discovery Filter.

ProSe Application Mask

NOTE 1: Itisup to stage 3 specifications whether a ProSe Application Mask is used in case of full matching, or the
lack of the ProSe Application Mask indicates the need of full matching.

A ProSe Application Mask consists of one or more applicable parts of temporary identities of ProSe Application Codes
to alow partial matching of ProSe Application Codes.

NOTE 2: The ProSe Application Mask is hot expected to change often.

4.6.4.3 Void
5 Functional Description and Information Flow
5.1 Control and user plane stacks

5.1.1  Control Plane

5111 General

The control plane stack consists of protocols for control and support of the user plane functions:
- controlling the configuration of the ProSe-enabled UE; and
- controlling ProSe Direct Discovery.

The following control planes are used in E-UTRAN mode.

5.1.1.2 UE - ProSe Function
I | | I
PC3 Control } | | t PC3 Control
I | | I
P : | | P S _—
| | |
| Rela | Rela 1
PDCP | |_PDCP Y —GTPU || GTRU “Grru GTPU : P
RLC : RLC UDP/IP : UDPIP UDPIP : UDPIP :
MAC : MAC L2 : L2 L2 : L2 : L2
L1 | L1 L1 | L1 L1 | L1 | L1
| | | |
[ [ | |
UE LTEUu eNodeB S1-U Serving GW S5/S8 PDN GW  SGi ProSe Fcn
Legend:
- ProSe Control Signalling between UE and ProSe Function is carried over the user plane and is specified in
TS 24.334 [24].
NOTE: PC3 may be realized with one or more protocols.

Figure 5.1.1.2-1: Control Plane for PC3 Interface
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51.1.3 HSS - ProSe Function
|
Diameter | Diameter
I
SCTP : SCTP
|
P | P
L2 : L2
L1 : L1
|
ProSe Fcn PC4a HSS
Legend:

- Diameter: This protocol supports the transfer of subscription and authentication data for
authenticating/authorizing user access to ProSe between ProSe Function and HSS (PC4a). Diameter is
defined in RFC 3588 [18].

- Stream Control Transmission Protocol (SCTP): This protocol transfers signalling messages. SCTP is
defined in RFC 4960 [19].

- PC4a between the ProSe Function and the HSS is specified in TS 29.344 [22].

Figure 5.1.1.3-1: Control Plane for PC4a Interface

5.1.1.4 SLP - ProSe Function
|
MLP | MLP
|
TCP : TCP
P : P
L2 : L2
L1 | L1
|
|
ProSe Fcn PC4b SLP
Legend:
- Mobile Location Protocol (MLP) is specified in OMA LIF MLP [20].
Figure 5.1.1.4-1: Control Plane for PC4b Interface
5.1.15 UE - UE
fmmmmmmmmm—m o S
! UEA b ! UEB :
i ‘ ProSe Protocol w ProSe Protocol ‘ i
| |
| : (- |
i ‘ MAC F_E_:_E-' MAC ‘ i
| |
| ! | !
i ‘ PHY ]: | : ‘ PHY ‘ i
_____________________ | Smmmmmmmmmmm—emeee-
PC5-D
Legend:

- PC5-D: The MAC/PHY functionality is specified in TS 36.300 [17].
- The "ProSe protocol" is used for handling ProSe Direct Discovery and is specified in TS 24.334 [24].

Figure 5.1.1.5-1: Discovery Plane for PC5 Interface
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Legend:

5.1.1.7

Legend:
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|
Diameter | Diameter
|
ScTP : SCTP
|
1P 1P
|
L2 : L2
L1 : L1
pchs
ProSe Fcn
ProSe Fcn PC7

PC6 is an inter-PLMN interface between the ProSe Functions in different PLMNs (EPC-level ProSe
Discovery) and between the ProSe function in the HPLMN and the ProSe function in Local PLMN (ProSe
Direct Discovery). PC7 is a roaming interface between the ProSe function in the HPLMN and the ProSe
function in VPLMN. PC6 and PC7 are specified in TS 29.345 [23]

Diameter: This protocol supports the transfer of subscriber location related information between ProSe
Functions (PC6/PC7). Diameter is defined in RFC 3588 [18].

Stream Control Transmission Protocol (SCTP): This protocol transfers signalling messages. SCTP is
defined in RFC 4960 [19].

Figure 5.1.1.6-1: Control Plane for PC6 and PC7 interface

ProSe Function - ProSe Application Server

I
PC2-AP } PC2-AP
|
Transport : Transport
I
IP IP
|
L2 : L2
L1 l L1
I
|
ProSe Fcn PC2 ProSe AS

PC2-AP is the PC2 Application Protocol and is specified in TS 29.343 [21].

Figure 5.1.1.7-1: Control Plane for PC2 interface
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51.2 User Plane

5121 UE - UE
|
Application { Application
|
IP, ARP | IP, ARP
|
PDCP : PDCP
RLC : RLC
MAC 4:7 MAC
PHY | PHY
|
|
UE A PC5-U UEB
Legend:

- PC5-U: The PDCP/RLC/MAC/PHY functionality is specified in TS 36.300 [17].

Figure 5.1.2.1-1: User Plane for PC5 interface

5.1.2.2 Void

5.2 Service authorisation and revocation for ProSe Direct
Discovery and ProSe Direct Communication

5.2.1 Service authorisation procedures

ProSe Function
VE (HPLMN) HSS
/ b
N
Configuration ¢ ‘Subscription info N\
from HPLMN ProSe Function ftLtheﬂthLizatiﬂ /
\ %

UE stores configured information

Figure 5.2-1: Pre-configuration for ProSe Direct Discovery or ProSe Direct Communication or both

The HPLMN pre-configures the UE with the authorization information for alist of PLMNs where the UE is authorized
to perform ProSe Direct Discovery or ProSe Direct Communication or both and in addition information regarding out-
of-coverage operation may be provided. If there is no associated UE context, the ProSe Function gets the subscription
information for ProSe Direct Discovery and/or ProSe Direct Communication from HSS.
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ProSe Function ProSe Function

UE (HPLMN) (VPLMN/Local PLMN)

1. UE requests ProSe authorization from
ProSe Function

2. ProSe Function (HPLMN)
obtains authorization info from V/Local PLMN

3. ProSe Function provides ProSe authorization

Figure 5.2-2: Service authorisation for ProSe Direct Discovery or ProSe Direct Communication or
both

The UE gets the service authorisation for ProSe Direct Discovery or ProSe Direct Communication or both, with agiven
validity time, from the ProSe Function of the HPLMN.

The service authorisation procedure is executed:

- before starting the setup of ProSe Direct Discovery or ProSe Direct Communication if the UE has no valid
authorization information, or

- when the UE aready engaged in a ProSe Direct Discovery or ProSe Direct Communication changes its
registered PLMN and has no valid authorization information for the new registered PLMN, or

- when the service authorisation expires.

The authorisation is happening using "over IP* mechanisms and only 1P connectivity is required to allow the UE to
access this ProSe Function.

In this signalling flow, shown in Figure 5.2-2, the following steps are performed:

Step1:  The UE requests authorisation for Direct Discovery or Direct Communication or both for HPLMN or for
the VPLMN or for Direct Discovery (asa"monitoring UE" only) for some Local PLMNSs from the ProSe
Functionin HPLMN.

Step2:  The ProSe Function in HPLMN obtains authorization info from Local PLMN or VPLMN and merges
with own policy.

Step 3:  The ProSe Function in HPLMN provides authorisation info to UE. The authorisation info provided to the
UE appliesto the serving PLMN and to PLMNs determined by the HPLMN as Local PLMNs (e.g. based
on the Serving PLMN) to be available to the UE. The UE stores the authorisation information obtained
from this ProSe Function in a secure way. If needed at any point the authorization can be revoked by the
ProSe Function in Local PLMN or VPLMN or Prose Function in the HPLMN.

5.2.2 Service authorization update procedures

5221 General

The allowed PLMN for ProSe direct service can be updated at any point by the HSS or the ProSe function. And the
ProSe function can be the ProSe function in HPLMN, in VPLMN or in Local PLMN.

The update of the allowed PLMN for ProSe direct service appliesto ProSe Direct Discovery or ProSe Direct
Communication or both.

NOTE: The addition of the PLMN into allowed PLMN list for ProSe direct serviceistriggered by HSS.

ETSI



3GPP TS 23.303 version 12.8.0 Release 12 29 ETSI TS 123 303 V12.8.0 (2016-04)

5.2.2.2 HSS triggered ProSe direct Service authorization update

44— SenvingPLMN —"——————— <4 HPLMN— P

UE eNodeB MME HS ProSe function

1. Subscription Data Updated
Notify (IMSI, updated ProSe data)

-

2. ProSe Service Notification

3. Insert Subscriber Data (IMSI,
subscription data)

4. UE Context Modification
Request (ProSe Authorized)

e — i -

Figure 5.2.2.2-1: HSS triggered ProSe direct services authorization update

NOTE: Steps 3, 4 can be executed at the same time as step 2.

1. The ProSe related subscription datais updated, e.g. the authorization for ProSe direct discovery serviceis
updated. The HSS sends a Subscription Data Updated Notify (IMSI, updated ProSe data) message to the ProSe
Function in HPLMN. The Subscription Data Updated Notify message may add or remove the PLMNSs from the
allowed PLMN list for ProSe direct service. The updated ProSe data includes the indication and the PLMN ID.
The PLMN ID isoptional. If it is not included, it denotes the authorization for ProSe direct service (discovery or
communication or both) identified by the indication isto be updated on all PLMNs. Otherwise only the
authorization for ProSe direct service in the indicated PLMN isto be updated. Upon receiving the message, the
ProSe Function in HPLMN updates the associated ProSe UE context if it has been stored before.

2. The UE get the updated authorisation for ProSe direct service via the ProSe Service Notification message
immediately or waits to the next time communication with the ProSe functionin HPLMN per operator's policy.

3. If the authorization for ProSe direct service includes the change to the PLMN which UE is registered, e.g.
remove the PLMN UE registered from allowed ProSe direct discovery PLMN list, and the ProSe direct service
to be updated includes ProSe direct discovery announcing or ProSe direct communication, the HSS notifies the
updated ProSe subscription data to the MME viathe Insert Subscriber Data message. If only the authorization
for ProSe direct discovery monitoring is to be updated, the notification to the MME is not need. The MME
updates the stored UE context.

4. If the S1 bearer is established, the MME sends the updated UE ProSe context to eNodeB via the UE Context
Modification Request (ProSe Authorized) message. The eNodeB take the following action based on the updated
"ProSe Authorized" indication.
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5.2.2.3 ProSe function triggered ProSe Direct Service revocation (non-roaming)
- HPLMN -
UE eNodeB MME HSS ProSe function

1. ProSe Service Notification

2. Update ProSe Policy
Data(IMSI, updated ProSe data )

3. Insert Subscriber Data (IMSI, &
subscription data )

4. UE Context Modification
Request (ProSe Authorized )

T P I I -

Figure 5.2.2.3-1: ProSe Function triggered ProSe direct services revocation (non-roaming)

NOTE: Steps2, 3, 4 can be executed at the same time as step 1.

1. The HPLMN ProSe Function decides to revoke the authorization for ProSe direct service, e.g. ProSe Direct
Discovery serviceisrevoked on one PLMN. The UE get the updated authorization for ProSe direct service via
the ProSe Service Notification message immediately or waits to the next time communication with the ProSe
function in HPLMN per operator's policy.

2. The ProSe Function notifies the HSS to change the subscription data by sending an Update ProSe Policy Data
(IMSI, updated ProSe data) message. The updated ProSe data includes the indication and the PLMN ID. The
combination of the indication and the PLMN ID denotes the authorization for ProSe direct service (discovery or
communication or both) identified by the indication isto be revoked on the indicated PLMN. Upon receiving the
message, the HSS updates the ProSe subscription data.

The description of steps 3-4 are the same as steps 3-4 in clause 5.2.2.2.

5.2.2.4 ProSe function triggered ProSe Direct Service revocation (roaming)

VPLMN/Local LMN—— <+ HPIMN—— >

ProSe ProSe
v eNodeB function MME
T
1.ProSe Service Policy change Notification( UE identity ; indication
revoked PLMNID  HPLMNID )

\J

2. ProSe Service Notification

A

3. Update ProSe Policy
Data (IMS|, updated ProSe
data)

-

4. HSS determines the
affected UE

5. Insert Subscriber Data

6. UE Context Modification Request (Prose | {IMSI, subscription datg)

Authorized) - ————— e —
[ T U U U S o o — - -

Figure 5.2.2.4-1: ProSe Function triggered ProSe direct services revocation (roaming)

NOTE: Steps 3, 4, 5, 6 can be executed at the same time as step 2.

1. TheVPLMN or Local PLMN ProSe Function decides to revoke the authorization for ProSe direct service, e.g.
ProSe direct discovery service is revoked for the inbound roamer. The VPLMN or Local PLMN ProSe Function
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sends a ProSe Service Policy change Notification (UE identity, indication, revoked PLMN 1D, HPLMN ID)
message to HPLMN ProSe Function. The UE identity isoptional, e.g. it is not included if the Local PLMN
ProSe Function wants to revoke ProSe direct discovery service for al UEs of the HPLMN. The UE identity can
be either IMSI or MSISDN. If UE identity is not included in the message, the ProSe direct service to be revoked
aimsto al the UE from the indicated HPLMN ID. The combination of the indication and the revoked PLMN 1D
denotes the authorization for ProSe direct service (discovery or communication or both) identified by the
indication isto be revoked on the indicated PLMN.

2. The UE get the updated authorization for ProSe direct service via the ProSe Service Notification message
immediately or waits to the next time communication with the ProSe function in HPLMN per operator's policy.

3. TheHPLMN ProSe Function notifies the HSS to change the subscription data by sending an Update ProSe
Policy Data (IMSI, updated ProSe data) message. |f the UE identity isreceived in step 1, the ProSe Function
includes the IMSI of the UE in the message. The updated ProSe data includes the indication and the Revoked
PLMN ID received in step 1.

4. If theIMSI is not received, the HSS determines the affected UE based on the revoked PLMN 1D, i.e. all UE's
whose ProSe direct service authorization includes the revoked PLMN 1D, and updates the corresponding ProSe
subscription data.

For each affected UE the HSS trigger the update procedure as the steps 5-6. The description of steps 5-6 are the same as
steps 3-4 in clause 5.2.2.2.

5.3 ProSe Direct Discovery

531 General

5311 Overview

ProSe Direct Discovery is defined as the process that detects and identifies another UE in proximity using E-UTRA
direct radio signals.

There are two types of ProSe Direct Discovery: open and restricted. Open is the case where there is no explicit
permission that is needed from the UE being discovered, whereas restricted discovery only takes place with explicit
permission from the UE that is being discovered.

ProSe Direct Discovery can be a standalone service enabler that could for example use information from the discovered

UE for certain applications in the UE that are permitted to use thisinformation e.g. "find ataxi nearby”, "find me a
coffee shop”. Additionally depending on the information obtained ProSe Direct Discovery can be used for subsequent
actions e.g. to initiate ProSe Direct Communication.

The UE can act as "announcing UE" only in the band designated by the serving PLMN but may act as a"monitoring"
UE aso in the resources of the serving PLMN and Local PLMNs.

ProSe-enabled UEs which have obtained authorization to participate in ProSe Direct Discovery procedures shall not
continue in participating in ProSe Direct Discovery procedures as soon as they detect loss of E-UTRA coveragein the
serving PLMN.

5.3.1.2 ProSe Direct Discovery Models

The following models for ProSe Direct Discovery exist:

Model A ("I am here")

This model defines two roles for the ProSe-enabled UEs that are participating in ProSe Direct Discovery.

- Announcing UE: The UE announces certain information that could be used by UEsin proximity that have
permission to discover.

- Monitoring UE: The UE that monitors certain information of interest in proximity of announcing UESs.
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In this model the announcing UE broadcasts discovery messages at pre-defined discovery intervals and the monitoring
UEs that are interested in these messages read them and process them.

NOTE: Thismodel isequivalent to "l am here" since the announcing UE would broadcast information about
itself e.g. its ProSe Application Code in the discovery message.

Model B ("whoisthere?" /" areyou there?")
This model defines two roles for the ProSe-enabled UEs that are participating in ProSe Direct Discovery.

- Discoverer UE: The UE transmits areguest containing certain information about what it is interested to
discover.

- Discoveree UE: The UE that receives the request message can respond with some information related to the
discoverer's request.

Itisequivalent to " who isthere/are you there" since the discoverer UE sends information about other UEs that would
like to receive responses from, e.g. the information can be about a ProSe Application Identity corresponding to a group
and the members of the group can respond.

5.3.2 Overall procedure for ProSe Direct Discovery (Model A)

< HPLMN > Other PLMNs (VPLMN or local}———>
UE ProSe ProSe
Function Function(s)

1. Service authorisation

—— ] = ———————————————————— ] ——————— ————————————— ——————— ———— ] ——————y

For the announcing UE

2a. Discovery Request(announce

3a. Discovery
announce on PG

-——————————————y

e e e e e e e e e |

For the monitoring UE

2b. Discovery Request(monitor)

3b. Discovery
monitor on PG

4b. Match report

Figure 5.3.2-1: Overall procedure for ProSe Direct Discovery

This procedure is only applied for open ProSe discovery when the ProSe enabled UE is served by E-UTRAN.

1. Service authorisation for ProSe direct servicesis performed for ProSe Direct Discovery as defined in clauses 5.2,
and 4.5.1.
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If the UE is authorised to announce:

2a. When the UE istriggered to announce then it sends a discovery request for announcing to the ProSe Function in
HPLMN as defined in clauses 5.3.3.2 and 5.3.3.3.

3a. If the request is successful and is provided with ProSe Application Code then it starts announcing on PC5
interface.

NOTE 1: More details on the Access Stratum protocol of this step are provided in RAN specifications.
If the UE is authorised to monitor:

2b. When the UE is triggered to monitor, it sends a discovery request for monitoring to the ProSe Function as
defined in clauses 5.3.3.4 and 5.3.3.5.

3b. If the request is successful and the UE is provided with a Discovery Filter consisting of ProSe Application
Code(s) and/or ProSe Application Mask(s) it starts monitoring for these ProSe Application Codes on the PC5
interface.

NOTE 2: More details on the Access Stratum protocol of this step are provided in RAN specifications.

4b. When the UE detects that one or more ProSe Application Code(s) that match the filter (see sub-clause 4.6.4.2), it
reports the ProSe Application Code(s) to the ProSe Function as defined in clause 5.3.4.

Non roaming direct discovery procedures cover the case where both the "announcing UE" and "monitoring UE" are
served by their respective HPLMN. Roaming direct discovery procedures cover the other cases.

5.3.3 Discovery Request

5.33.1 General

The Discovery Request is sent by the "announcing UE" or "monitoring UE" in order to be authorised to access the
discovery resources and perform ProSe Direct Discovery.

5.3.3.2 Announce request (non-roaming)

< HPLMN

\4

P
UE rose HSS
Function

0. ProSe App. ID
configuration

1. Discovery Req. (ProSe App ID, UE
—— Identity, command=announce, Application —p»|

ID) —2.Discovery Auth—»

3. Discovery Resp. (ProSe App Code, |
validity timer)

4_

4, Radio
Resource
Allocation
|

Figure 5.3.3.2-1: Announce request procedure (non-roaming)

0. The UE isconfigured with the data structure of the ProSe Application IDs corresponding to HPLMN. This
step is performed using mechanisms that are out of scope of 3GPP.

1. If the UE isauthorised to announce in HPLMN and istriggered to announce, it shall establish a secure
connection with the ProSe Function and it shall send a Discovery Request (ProSe Application ID, UE |dentity,
announce command, Application 1D) message for announcing. The ProSe Application ID indicates what the UE
isinterested to announce. The UE Identity is set to e.g. IMSI. The Application ID represents a unique identifier
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of the UE application that has triggered the transmission of the Discovery Regquest message. Thisrequest is
aways sent to the ProSe Functionin HPLMN.

The ProSe Function checks for the authorization of the application represented by the Application ID. If thereis
no associated UE context, the ProSe Function shall check with HSS the authorisation for discovery and create a
new context for this UE that contains the subscription parameters for this UE. The HSS provides the MSISDN of

the UE.

NOTE 1: Home ProSe Function can retain the previously camped PLMN 1D and associated ProSe Application

3.

Code for an operator configurable time when informed by HSS of a PLMN change. When the
configuration timer expires, the previoudy camped PLMN ID and associated ProSe Application Code can
be removed from the UE context.

If the Discovery Request is authorised, then the ProSe Function shall check whether the UE is authorized to use
the ProSe Application ID contained in the Discovery Request. If the UE is authorised to use that ProSe
Application D, then the ProSe Function shall respond with a Discovery Response (ProSe Application Code,
validity timer) message. The ProSe Application Code is provided by the ProSe Function and corresponds to the
ProSe Application ID that was contained in the Discovery Request. The validity timer indicates for how long this
ProSe Application Code is going to be valid. The UE will be authorised to announce this ProSe Application
Code for the duration of validity timer and if it remainsin the HPLMN. When the validity timer expires or the
UE changesits registered PLMN the UE needs to request a new ProSe Application Code.

NOTE 2: To avoid interrupting the discovery procedure, if the UE changesiits registered PLMN but the validity

timer of the Prose Application Code has not yet expired then the ProSe Function may allocate the same
ProSe Application Code to the UE, with avalidity timer set to the residual validity time of the validity
timer not yet expired.

4. The UE may start announcing the provided ProSe Application Code in HPLMN, using the radio resources

authorised and configured by E-UTRAN to be used for ProSe as defined in RAN specifications.

If the validity timer associated with a ProSe Application Code expires (because the UE has not refreshed the
corresponding Discovery Request within the duration of the validity timer), then the ProSe Function removes the entry
related to that ProSe Application Code from the UE context.

5.3.3.3 Announce request (roaming)
< VPLMN > < HPLMN >
ProSe ProSe
UE Function HSS Function
I
0. ProSe App. ID
configured
1. Discovery Reg. (ProSe App ID, UE Identity, command=announce, Application ID) —>
l——2 .Discovery Auth —p
4_3. Announce Auth . (ProSe App. ID, ProSe App. Code,_
UE Identity)
4. Announce Auth . Ack—————————p
< 5. Discovery Resp . (ProSe App . Code, validity timer)
6. Radio
Resource
AIIIocation

Figure 5.3.3.3-1: Announce request procedure (roaming)

The UE isonly allowed to announce in the bands signalled from VPLMN.

0. The UE isconfigured with the data structure of the ProSe Application IDs corresponding to HPLMN. This

step is performed using mechanisms that are out of scope of 3GPP.
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1

If the UE is authorised to announce in VPLMN and is triggered to announce, it shall establish a secure
connection with the ProSe Function in HPLMN and it shall then send a Discovery Request (ProSe Application
ID, UE Identity, announce command, Application D) message for announcing. The ProSe Application ID
indicates what the UE isinterested to announce. The UE Identity is set to e.g. IMSI. The Application ID
represents a unique identifier of the UE application that has triggered the transmission of the Discovery Request
message. This request is always sent by the UE to the ProSe Function in HPLMN.

The ProSe Function checks for the authorization of the application represented by the Application ID. If thereis
no associated UE context, the ProSe Function shall check with HSS the authorisation for discovery and, if
necessary, create a new context for this UE that contains the subscription parameters for this UE. The HSS
provides the MSISDN of the UE. The HSS also provides the VPLMN ID of where the UE is registered.

NOTE 1: Home ProSe Function can retain the previously camped PLMN ID and associated ProSe Application

Code for an operator configurable time when informed by HSS of a PLMN change. When the
configuration timer expires, the previously camped PLMN 1D and associated ProSe Application Code can
be removed from the UE context.

If the Discovery Request is authorised, then the HPLMN ProSe Function shall check whether the UE is
authorized to use the ProSe Application ID contained in the Discovery Request. If the UE is authorised to use
that ProSe Application 1D, then the HPLMN ProSe Function shall inform the ProSe Function in VPLMN with
the Announce Authorisation (ProSe Application 1D, ProSe Application Code, UE Identity, validity timer)
message. The ProSe Application ID corresponds to the request from the UE, whereas the ProSe Application
Code indicates the assigned code for this request. The request also includes the UE identity information e.g.
IMSI or MSISDN and validity timer in order to allow the ProSe Function in VPLMN to perform charging. The
validity timer indicates for how long this ProSe Application Code is going to be valid.

The ProSe Function in VPLMN authorizes the UE to perform ProSe Direct Discovery anhouncing.

The ProSe Function in HPLMN shall respond to the UE with a Discovery Response (ProSe Application Code,
validity timer) message. ProSe Application Code is provided by the ProSe Function in HPLMN and corresponds
to the ProSe Application ID that was contained in the Discovery Request from the UE. The validity timer shall
indicate for how long this ProSe Application Code is going to be valid. The UE will be authorised to announce
this ProSe Application Code for the duration of validity timer and if it remainsin the same PLMN.

NOTE 2: To avoid interrupting the discovery procedure, if the UE changes PLMN but the validity timer of the

Prose Application Code has not yet expired then the ProSe Function may allocate the same ProSe
Application Code to the UE, with avalidity timer set to the residual validity time of the validity timer not
yet expired.

6. The UE may start announcing the provided ProSe Application Code in the VPLMN, using the radio resources

authorised and configured by E-UTRAN to be used for ProSe as defined in RAN specifications.

If the validity timer associated with a ProSe Application Code expires (because the UE has not refreshed the
corresponding Discovery Request within the duration of the validity timer), then the ProSe Function removes the entry
related to that ProSe Application Code from the UE context.
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5.3.34 Monitor request (non-roaming)
< HPLMN > < Other PLMNS —»
UE ProS.e HSS PrqSe
Function Function(s)

I
0. ProSe App . ID
configuration

1. Discovery Req (ProSe App IDs, UE
identity, command=monitor, application ID) | 2- Discovery Auth (PLMN
ids)

3. Monitor Req (ProSe App ID name, UE identity)

|
«—— 4. Monitor Resp (ProSe App. Mask)
4—5. Discovery Resp. (Discovery filter}—

6. Radio Resource
Allocation

Figure 5.3.3.4-1: Monitor request procedure (non-roaming)

0. The UE isconfigured with the data structure of the ProSe Application IDs corresponding to PLMNs the UE is
authorised to monitor. This step is performed using mechanisms that are out of scope of 3GPP.

1. If the UE isauthorised to monitor in at least one PLMN and isinterested to monitor certain ProSe Application
ID(s), it shall establish a secure connection with ProSe Function in the HPLMN to which it shall then send a
Discovery Request (ProSe Application 1D(s), UE Identity, monitor command, Application ID) message for
monitoring. The ProSe Application 1D(s) indicate what the UE is interested to monitor and they consist a subset
of the data structure of the PLMN. The UE Identity is set to e.g. IMSI. The Application ID represents a unique
identifier of the application that has triggered the transmission of the Discovery Reguest message. This request is
aways sent to the ProSe Function in HPLMN.

2. The ProSe Function checks for the authorization of the application represented by the Application ID. If thereis
no associated UE context, the ProSe Function shall check with HSS the authorisation for discovery and create a
new context for this UE that contains the subscription parameters for this UE. The HSS provides the MSISDN of
the UE. The authorisation information also contains the PLMNSs that this UE is allowed to perform discovery.

If the Discovery Request is authorised, and the ProSe Application ID sent by the UE in step 1 indicates another Local
PLMN then steps 3-6 are executed, otherwise (i.e. the ProSe Application ID indicates HPLMN) only steps 5-6 are
executed:

3. When the ProSe Application ID has PLMN-specific scope then the ProSe Function in HPLMN shall contact if
needed) other PLMNs that are indicated by the ProSe Application ID(s) sent by the UE, in order to resolve the
corresponding ProSe Application ID Name(s) to ProSe Application Code(s) and/or a ProSe Application Mask.
The request shall also include the UE identity information e.g. IMSI or MSISDN in order to alow the ProSe
Function in Local PLMN to perform charging.

4. If the ProSe Function of the Local PLMN stores valid ProSe Application Code(s) corresponding to the requested
ProSe Application ID Name(s), then the ProSe Function of the Local PLMN returns the related ProSe
Application Code(s) and/or ProSe Application Mask(s) and the corresponding TTL for each.

5. The ProSe Function in the HPLMN shall respond with a Discovery Response (Discovery Filter(s)) message. The
TTL(s) inthe Discovery Filter(s) indicates for how long the Discovery Filter(s) is going to be valid.

NOTE 1: The UE can randomize the request for assignment of new Discovery Filter in order to guard against a
peak of Discovery Reguests when the TTL expires.
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NOTE 2: To alow achange of the announced ProSe Application Code without interrupting the discovery
procedure, two Discovery Filters for the same ProSe Application ID can be provided to the UE (as the
monitoring UE would have Discovery Filters for both the ProSe Application Code which is currently in
use by the announcing UE as well as the ProSe Application Code which will replace the current one).
Alternatively a ProSe Application Mask, which is able to match both ProSe Application Codes, can be

provided.

6. The UE may start monitoring using the Discovery Filter(s) in the radio resources that are authorized and
configured by the PLMN(s) to be used for ProSe as defined in RAN specifications.

If the TTL corresponding to a Discovery Filter expires (because the UE has not refreshed the corresponding Discovery
Request within the duration of the TTL), then the ProSe Function removes the entry related to that Discovery Filter

from the UE context.

5.3.35 Monitor request (roaming)

<4— VHPLMN

UE
I

-
L

ProSe
Function

0. ProSe App. ID
configuration

1. Discovery Req (ProSe App IDs, UE

6. Radio Resource
Allocation

identity, command=monitor, application ID} |

4—5. Discovery Resp. (Discovery filtery—

HPLMN

2. Discovery Auth

> Other PLMNs ——»

HSS

{PLMN ids)
3. Monitor Req (ProSe App ID name, UE identity)

ProSe
Function(s)

¢—— 4. Monitor Resp (ProSe App. Mask)

Figure 5.3.3.5-1: Monitor request procedure (roaming)

0. The UE isconfigured with the data structure of the ProSe Application IDs corresponding to PLMNs the UE is
authorised to monitor. This step is performed using mechanisms out of scope of 3GPP.

1. If the UE isauthorised to monitor in at least one PLMN and is interested to monitor certain ProSe Application
ID(9), it shall establish a secure connection with the ProSe Function in HPLMN and it shall send a Discovery
Request (ProSe Application 1D(s), UE Identity, monitor command, Application D) message for monitoring. The
ProSe Application ID(s) indicate what the UE isinterested to monitor and they consist of a subset of the data
structure of the PLMN. The UE Identity is set to e.g. IMSI. The Application ID represents a unique identifier of
the application that has triggered the transmission of the Discovery Request message. This request is always sent
to the ProSe Functionin HPLMN.

2. The ProSe Function checks for the authorization of the application represented by the Application ID. If thereis
no associated UE context, the ProSe Function shall check with HSS the authorisation for discovery and, if
necessary, create anew context for this UE that contains the subscription parameters for this UE. The
authorisation information also contains the PLMNs that this UE is allowed to perform discovery. The HSS
provides also the VPLMN ID where the UE is registered. The HSS provides the MSISDN of the UE.

If the Discovery Request is authorised, and the ProSe Application ID sent by the UE in step 1 indicates another PLMN
and not the HPLMN, then steps 3-6 are executed, otherwise (i.e. the ProSe Application 1D indicates HPLMN) only

steps 5-6 are executed:

3. When the ProSe Application ID has PLMN-specific scope then the ProSe Function in HPLMN shall contact (if
needed) other PLMNs that are indicated by the ProSe Application ID(s) sent by the UE, in order to resolve the
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corresponding ProSe Application ID Name(s) to ProSe Application Code(s) and/or a ProSe Application Mask.
The request shall also include the UE identity information e.g. IMSI or MSISDN in order to allow the ProSe
Function in Local/Visited PLMN to perform charging.

4. If the ProSe Function of the other PLMN stores valid ProSe Application Code(s) corresponding to the requested
ProSe Application ID Name(s), then the ProSe Function of the VPLMN/Local PLMN returns the related ProSe
Application Code(s) and/or ProSe Application Mask(s) and the corresponding TTL for each. Based on the UE
context in the ProSe Function of the VPLMN/Local PLMN, it also includes the PLMN ID of the PLMN that the
"announcing UE" isregistered (if roaming) for the ProSe Function in HPLMN of the monitoring UE to storein
the associated UE context.

5. The ProSe Function in the HPLMN responds with a Discovery Response (Discovery Filter(s)) message. The
TTL(s) inthe Discovery Filter(s) indicate for how long the Discovery Filter(s) are going to be valid.

NOTE 1: The UE can randomize the request for assignment of new Discovery Filter in order to guard against a
peak of Discovery Requests when the TTL expires.

NOTE 2: To allow a change of the announced ProSe Application Code without interrupting the discovery
procedure, two Discovery Filters for the same ProSe Application ID can be provided to the UE (as the
monitoring UE would have Discovery Filters for both the ProSe Application Code which is currently in
use by the announcing UE as well as the ProSe Application Code which will replace the current one).
Alternatively a ProSe Application Mask, which is able to match both ProSe Application Codes, can be
provided.

6. The UE may start monitoring using the Discovery Filter(s) in the radio resources that are authorized and
configured by the PLMN(s) to be used for ProSe as defined in RAN specifications.

If the TTL corresponding to a Discovery Filter expires (because the UE has not refreshed the corresponding Discovery
Request within the duration of the TTL), then the ProSe Function removes the entry related to that Discovery Filter
from the UE context.

5.3.4 Discovery reporting

5.34.1 Match report (non-roaming)
< HPLMN = Other local PLMNs——»
UE ProSe ProSe
Function Function (s)

1. Match Report (ProSe App . Code , UE
Identity )

P>

2. Discovery Auth

3. Analysis of ProSe
App . Code

4. Match Report {ProSe App . Code, UE identity
information )

P>

5. Analysis of ProSe
App . code

|«———6. Match Report Ack (ProSe App. ID name)

7. Match Report Ack {ProSe App . ID,
validity timer )

<

Figure 5.3.4.1-1: Match report procedure (non-roaming)
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1. If the UE finds ProSe Application Code(s) that matches the Discovery Filters and does not have ProSe
Application ID(s) already locally stored that correspond to this ProSe Application Code(s), it shall (re)establish a
secure connection with the ProSe Function in HPLMN to which it shall then send a Match Report (ProSe
Application Code(s), UE Identity, Monitored PLMN ID) message to the ProSe Function in HPLMN. The ProSe
Application Code is the code that the corresponding Discovery Filter of the UE matched. This request is always
sent to the ProSe Function in HPLMN. The UE Identity is set to e.g. IMSI. The Monitored PLMN ID isthe
PLMN in which the UE has monitored the ProSe Application Code.

NOTE: How the Monitored PLMN ID isderived will be defined in RAN specifications.

2. The ProSe Function shall check the context for this UE that contains its subscription parameters. The
authorisation information also contains the PLMN that this UE is allowed to perform discovery. The HSS
provides the MSISDN of the UE.

3. The ProSe Function analyses the ProSe Application Code received from the UE.

If the PLMN ID that assigned the given ProSe Application Code is another Local PLMN then steps 4-7 are executed,
otherwise (i.e. the ProSe Application Code was assigned by HPLMN) only step 7 is executed:

4. The ProSe Function in HPLMN sends a Match Report (ProSe Application Code(s), UE identity, Monitored
PLMN ID) to the ProSe Function of the PLMN that assigned the ProSe Application Code. The UE identity
information e.g. IMSI or MSISDN can be used by the ProSe Function in Local PLMN to perform charging.

5. The ProSe Function ensures that the received ProSe Application Code is authorized to be transmitted on the
monitored PLMN, i.e. the pair of ProSe Application Code and the monitored PLMN is stored in the UE context.
The ProSe Function analyses the ProSe Application Code(s) received from the UE. Asthe "announcing" UE is
not roaming, the ProSe function only needs to check whether the received ProSe Application Code(s) is till
valid.

6. If the ProSe Application Code is confirmed then the ProSe Function in Local PLMN shall send Match Report
Acknowledgement (ProSe Application ID Name(s), validity timer(s)). This message may also contain certain
metadata corresponding to the ProSe Application ID Name e.g. postal address, phone number, URL etc.

7. The ProSe Function in HPLMN shall respond to the UE with Match Report Acknowledgment (ProSe
Application 1D(s), validity timer(s)). This message may also contain certain metadata corresponding to the ProSe
Application ID Name e.g. postal address, phone number, URL etc. The validity timer(s) indicate for how long
the mapping of ProSe Application Code(s) and ProSe Application ID(s) provided are going to be valid. The UE
stores the mapping of ProSe Application Code(s) and corresponding ProSe Application ID(s) for the duration of
their validity timer.

5.3.4.2 Match reporting (roaming)
4+—VPLMN———p»4¢———————HPLMN >« Other PLMNs- >
ProSe ProS
UE Function Funzgofis

1. Match Report (ProSe App Code, UE |
identity) ~

2. Discovery Auth
I

3. Analysis of ProSe App

code

4. Match Report (ProSe App Code, UE identity informationj——»

5. Analysis of ProSe
App. code

[ ¢—— 6. Match Report Ack (ProSe App ID namg———

l—7- Match Report AcKProSe App ID,__|
validity time#

[—————=8. Match Report Info (ProSe App ID, UE identity informatior—} >

Figure 5.3.4.2-1: Match report procedure (roaming)
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If the UE finds ProSe Application Code(s) that matches the Discovery Filters and does not have ProSe
Application ID(s) already locally stored that correspond to this ProSe Application Code(s), it (re)establishes a
secure connection with the ProSe Function in HPLMN and sends a Match Report (ProSe Application Code(s),
UE Identity, VPLMN ID, Monitored PLMN ID) message to the ProSe Function in HPLMN. The ProSe
Application Code is the code that the corresponding Discovery Filter of the UE matched. The UE Identity is set
toe.g. IMSI. The Monitored PLMN ID isthe PLMN in which the UE has monitored the ProSe Application
Code.

NOTE 1: The Monitored PLMN ID is needed in order to cover the case that the announcing UE that broadcast the

ProSe Application Code was registered in another PLMN.

NOTE 2: How the Monitored PLMN ID is derived will be defined in RAN specifications.

2.

3.

The ProSe Function shall check the context for this UE that contains its subscription parameters for this UE. The
authorisation information also contains the PLMN that this UE is allowed to perform discovery. The UE context
also containsthe VPLMN ID where the UE is registered. The HSS provides the MSISDN of the UE.

The ProSe Function analyses the ProSe Application Code(s) received from the UE.

If the PLMN ID that assigned the given ProSe Application Code is not the HPLMN, then steps 4-8 are executed,
otherwise (i.e. the HPLMN assigned the ProSe Application Code) only steps 7-8 are executed:

4,

5.4

The ProSe Function in HPLMN sends a Match Report (ProSe Application Code(s), UE identity, Monitored
PLMN ID) to the ProSe Function of the PLMN that assigned the ProSe Application Code (i.e. the ProSe
Function of the HPLMN of the "announcing UE"). The UE identity information e.g. IMSI or MSISDN can be
used by the ProSe Function in Local/Visited PLMN to perform charging.

The ProSe Function ensures that the received ProSe Application Code is authorized to be transmitted on the
monitored PLMN, i.e. the pair of ProSe Application Code and the monitored PLMN is stored in the UE context.
The ProSe Function analyses the ProSe Application Code(s) received from the UE, and confirms the ProSe
Application Code(s).

The ProSe Function shall send Match Report Acknowledgement (ProSe Application ID Name(s), validity
timer(s)). This message may also contain certain metadata corresponding to the ProSe Application ID Name e.g.
postal address, phone number, URL etc.

. The ProSe Function in HPLMN shall respond to the UE with Match Report Acknowledgment (ProSe

Application ID(s), validity timer(s)). This message may also contain certain metadata corresponding to the ProSe
Application ID Name e.g. postal address, phone number, URL etc. The validity timer(s) indicate for how long
the mapping of ProSe Application Code(s) and ProSe Application ID(s) provided are going to be valid. The UE
stores the mapping of ProSe Application Code(s) and corresponding ProSe Application ID(s) for the duration of
their validity timer.

If the "announcing UE" isroaming, i.e. the Monitored PLMN 1D is different from the PLMN ID contained in the
ProSe Application Code, the ProSe Functionin HPLMN may optionally send a Match Report Info (ProSe
Application 1D(s), UE Identity) to the ProSe Function of the serving PLMN of the "announcing UE".

Procedures for ProSe Direct Communication

54.1 One-to-many ProSe Direct Communication general

One-to-many ProSe Direct Communication is applicable only to ProSe-enabled Public Safety UEs and when
authorised, can apply when the UE is served by E-UTRAN and when the UE is outside of E-UTRA coverage.

One-to-many ProSe Direct Communication has the following characteristics:

One-to-many ProSe Direct Communication is connectionless. Thus there is no signalling over PC5 control
plane.

Thereis no QoS support.

Thereisno support for priority handling.
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- Theradio layer provides a user plane communication service for transmission of 1P packets between UEs
engaged in direct communication.

- Members of agroup share a secret from which a group security key may be derived to encrypt all user data for
that group.

- Authorisation for one-to-many ProSe Direct Communication is configured in the UE by the ProSe Function
using PC3 reference point.

- ProSe UE configuration parameters (e.g. including ProSe Group | P multicast addresses, ProSe Group IDs, Group
security material, radio related parameters) are configured in the UE.

5.4.2 One-to-many ProSe Direct Communication transmission
This procedure is applicable to authorized ProSe-enabled Public Safety UEs.

1. UEis configured 1. UEis configured 1. UEis configured
withgroup with group with group
information information information

2. Access radio 2. Listens to radio 2. Listens to radio
resource to send resourcesto resourcesto
group receive group receive group
communication communication communication

3. One-to-manydirect traffic

Figure 5.4.2-1: One-to-many ProSe Direct Communication transmission

1. UEisconfigured with the related information for one-to-many ProSe Direct Communication as defined in clause
4.5.1.1.2.3.3. The UE obtains the necessary group context (ProSe Layer-2 Group 1D, ProSe Group IP multicast
address) to transmit | P-layer transport of data, and also the radio resource related parameters used for the Direct
Communication.

2. The originating UE finds the appropriate radio resource to conduct one-to-many ProSe Direct Communication as
specified in clause 4.5.1.1.2.3.1.

The protocol data unit passed for transmission to the Access Stratum is associated with a Layer-3 protocol data
unit type. In this release of the specification the following Layer-3 protocol data types are supported: | P packet
and Address Resolution Protocol packet (see RFC 826 [28]).

The packet passed for transmission to the Access Stratum is associated with the corresponding Source Layer-2
ID and Destination Layer-2 ID. The Source Layer-2 ID is set to the ProSe UE ID assigned from the ProSe Key
Management Function. The Destination Layer-2 ID is set to the ProSe Layer-2 Group ID.

NOTE: More details about step 2 to be defined in RAN specifications.

3. Theoriginating UE sends the IP data to the | P multicast address using the ProSe Layer-2 Group ID as
Dedtination Layer-2 1D.

5.4.3 One-to-many ProSe Direct Communication reception
This procedure is only applicable to authorized ProSe-enabled Public Safety UEs.
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Figure 5.4.3-1: One-to-many Direct Communication reception

1. UEisconfigured with the related information for one-to-many ProSe Direct Communication as defined in clause
4.5.1.1.2.3.3. The UE obtains the necessary group context (ProSe Layer-2 Group |D, Group |P multicast address)
to receive IP-layer transport of data, and aso the radio resource related parameters used for the Direct
Communication.

2. Thereceiving UE listensto the allocated radio resource to receive one-to-many ProSe Direct Communication.
NOTE: More details about step 2 to be defined in RAN specifications.

3. Thereceiving UE filters out the received frames based on the ProSe Layer-2 Group ID contained in the
Destination Layer-2 ID and if it matches one of the configured Group IDs, it delivers the enclosed packet to the
upper layers. The | P stack filters the received packets based on the Group |P multicast address.

The protocol data unit passed to the upper layersis associated with a Layer-3 protocol data unit type. In this
release of the specification the following Layer-3 protocol datatypes are supported: |P packet and Address
Resolution Protocol packet (see RFC 826 [28]).

544 Void

5.5 EPC-level ProSe Discovery procedures

551 General

EPC-level ProSe Discovery can be used independently or in conjunction with EPC support for WLAN direct discovery
and communication.

When EPC support for WLAN direct discovery and communication is requested as part of the EPC-level ProSe
Discovery procedure, the additional parameters for support of WLAN direct discovery and communication are enclosed
in bracketsin the figures.

5.5.2 Overall call flow for EPC-level ProSe Discovery
The overall call flow for EPC-level ProSe Discovery and optional EPC support for WLAN direct discovery and

communication isillustrated in Figure 5.5.2-1. Each procedural box is subsequently described in more detail asa
separate call flow.
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UEA UEB SLP A SLPB ProSe Function A | AppServer | | Prose Function |
‘ 1a. UE A performs UE registration with ProSe Function A ‘
[ [ [ [

‘ 1b. UE B performs UE registration with ProSe Function B ‘

[ [ [ [ [
‘ 2a UE A performs application registration with ProSe Function A ‘
\ [ [ [ [ [
‘ 2b. UE B performs application registration with ProSe Function B ‘
I I I I I
‘ 3. Proximity Request (A, B) ‘

[ \ \ \ \

‘ 4a. Location Reporting (UEA)

[ [ [ [

‘ 4b. Location Reporting (UEB) ‘
[ [ [ [ [ [

‘ 5. Proximity Alert and (optionally ) WLAN direct discovery and communication ‘
| ! ! | : T T

Figure 5.5.2-1: Overall call flow for EPC-level ProSe Discovery and optional EPC support for WLAN
direct discovery and communication

1. UEs perform UE registration for ProSe with the ProSe Function residing in their respective Home PLMNSs;

2. UEs perform application registration for ProSe with the ProSe Function residing in their respective Home
PLMNSs;

3. UE A makes a proximity request for UE B, i.e. requests that it be aerted for proximity with UE B (possibly
indicating a window of time during which the request is valid). In response, ProSe Function A requests location
updates for UE A and UE B. These location updates can be periodic, based on atrigger, or a combination of
both. To request |ocation updates for UE A, ProSe Function A contacts SUPL Location Platform (SLP) A. To
request location updates for UE B, ProSe Function A contacts ProSe Function B, which requests location
updates for UE B from SLP B;

4. The UES locations are reported to their respective ProSe Functions intermittently. ProSe Function B forwards
UE B'slocation updates to ProSe Function A based on the conditions set by ProSe Function A. Whenever ProSe
Function A receives location updates for UE A and/or UE B, it performs proximity analysison UE A and UE B's
locations;

5. When ProSe Function A detects that the UEs are in proximity, it informs UE A that UE B isin proximity and
(optionally) provides UE A with assistance information for WLAN direct discovery and communication with UE
B. ProSe Function A aso informs ProSe Function B, which in turn informs UE B of the detected proximity and
(optionally) provides UE B with assistance information for WLAN direct discovery and communication with UE
A.

5.5.3 UE registration for ProSe
To obtain ProSe service a ProSe-enabled UE needs to register with the ProSe Function.

Depicted in Figure 5.5.3-1 is the procedure for UE registration for ProSe.

UEA ProSe Function HSS

1. UE Registration Request (IMSI, [WLLID_A])

A

2. Subscription info

for the Authorization

3. UE Registration Response (EPUID_A)

Figure 5.5.3-1: UE registration for ProSe
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1. Toselect ProSe Function A, UE A constructs an FQDN using the HPLMN ID and relies on DNS trandlation to
obtain the IP address of ProSe Function A. UE A registers with ProSe Function A by sending a UE Registration
Request (IMSI, [WLLID_A]) message.

If UE A intends to use EPC support for WLAN direct discovery and communication and if it uses a permanent
WLAN Link Layer ID, the message also includes UE A's permanent WLAN Link Layer ID (WLLID_A).
Alternatively, the UE may obtain atemporary WLAN Link Layer ID from the ProSe Function as part of the
Proximity Request procedure.

2. ProSe Function A may interact with the HSSin order to authenticate the user, obtain the user's profile and check
whether the user is authorised for ProSe. Alternatively, all user settings related to authentication and
authorisation for ProSe may be configured locally in ProSe Function A, in which case the interaction with the
HSS is not needed.

3. ProSe Function A generates an EPC ProSe User ID for the authorized UE A (EPUID_A), storesthe EPUID_A
together with user's IMSI and responds to UE A by sending a UE Registration Response (EPUID_A) message.

5.5.4  Application registration for ProSe

When a user registers with a 3rd party application server, he/sheis designated an Application Layer User ID (e.g.
ALUID_A for user A). This procedure is out of 3GPP specification scope. Then to activate ProSe features such as EPC-
level ProSe Discovery for a specific application, the UE registers the application with the ProSe Function, asillustrated
in Figure 5.5.4-1.

UE A ProSeFunction App Server

1. Application Registration Request
(EPUID _A, Application ID , ALUID_A)

2. ProSe Registration Req
(ALUID_A, EPUID_A, PFID_A

3. ProSe Registration Rsp

A

4. Application Registration Response
= {(Allowed Range)

Figure 5.5.4-1: Application registration for ProSe

1. UE A sends Application Registration Request (EPUID_A, Application ID, ALUID_A) message to ProSe
Function A to register an application for ProSe. EPUID_A isthe EPC ProSe User ID for UE A. The Application
ID isused to identify the 3rd party App Server platform. ALUID_A isuser A's Application Layer User ID.

2. ProSe Function A uses EPUID_A to retrieve user's profile, checks that the requested application is on the stored
list of authorised Application |Ds and sends a ProSe Registration Request (ALUID_A, EPUID_A, PFID_A)
message to the App Server indicating that a user of this application (identified as ALUID_A) has requested to
use ProSe for that application. PFID_A isthe ProSe Function ID of ProSe Function A. If the App Server accepts
the request, it stores the user's Application Layer User ID (ALUID_A) and EPC ProSe User ID (EPUID_A)
together with the PFID_A.

3. The App Server sends a ProSe Registration Response message to ProSe Function A indicating that the
registration was successful (or not).

4. ProSe Function A sends Application Registration Response (Allowed Range) message to UE A indicating that
the registration was successful (or not). The Allowed Range parameter contains the set of range classes that are
allowed for this application.
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55.5 Proximity Request

In order to request that it be alerted when it enters proximity with user B, UE A triggers the Proximity Request
procedure, asillustrated in Figure 5.5.5-1.

‘ UEA ‘ ‘ UEB ‘ ‘SLPA ‘ ‘SLP B‘ ‘ ProSe Function A ‘ ‘ App Server ‘ ‘ ProSe Function B ‘ ‘ HSS ‘

1. Proximity Request
(EPUID_A, Applicatign ID, ALUID_A, ALUID_B,
indow, Range, |A's loc, [WLAN|ind.])

2. MAP Request |
(ALUID_A, ALUID_B) |

3. MAP Response
"~ (EPUID_B, PFID_B)

4. Proximity Request (EPUID_B,|[EPUID_A,

Application ID, window, A's loc, [WLAN ind.], SUPL Config) 5a. Location
Request (B)
== 5Sh. Proximity Request Reject (Cause) *— ==
|- — — — — 5c. Proximity Request Reject (Cause) = = — — — —
A ————————— = = - 6. Proximity Request Validation () ===r———=——===—— >

~¢—— 7a. LCS Location Reporting Request (B)

7b. Proximity Request Ack ([WLLID_B],
8a. LCS Location Reporting B's loc)

Request (A)

- 8b. Proximity Request Ack ————————

Figure 5.5.5-1: Proximity Request

1. UE A sends a Proximity Request (EPUID_A, Application ID, ALUID_A, ALUID_B, window, Range, A's
location, [WLAN indication]) message to ProSe Function A. The Application ID parameter identifies the 3rd
party App Server platform. ALUID_A and ALUID_B arethe Application Layer User IDsfor users A and B,
respectively. The window parameter indicates the time period during which the request isvalid. Rangeisa
requested range class for this application chosen from the set of allowed range classes. A'slocation is the current
location of UE A with the best accuracy known by UE A. UE A may optionally request EPC support for WLAN
direct discovery and communication with UE B by adding the WLAN indication.

2. ProSe Function A sendsaMap Request (ALUID_A, ALUID_B) message to the App Server, requesting that it
provide the EPC ProSe User ID for the targeted user B. ProSe Function A stores the Application Layer User IDs
(ALUID_A and ALUID_B) until the execution of the Proximity Alert procedure described in clause 5.5.7, the
Proximity Request Cancellation procedure described in clause 5.5.9 or until the expiry of the time window
during which the request is valid.

3. The App Server checks user B's application-specific ProSe permissions, confirms that user A is allowed to
discover user B, and sends a Map Response (EPUID_B PFID_B) message to ProSe Function A indicating user
B's EPC ProSe User ID (EPUID_B) aswell as the ProSe Function ID of ProSe Function B (PFID_B), ProSe
Function A storesthe EPUID_B and PFID_B until the execution of the Proximity Alert procedure described in
clause 5.5.7, the Proximity Request Cancellation procedure described in clause 5.5.9 or until the expiry of the
time window during which the request is valid.

4. ProSe Function A propagates the Proximity Request (EPUID_B, EPUID_A, Application ID, window, A's
location, [WLLID_A], SUPL Config) message to ProSe Function B. A'slocation is the current location of UE A
provided in step 1 expressed in GAD shapes defined in TS 23.032 [3]. WLAN indication isincluded if UE A has
reguested EPC support for WLAN direct discovery and communication in step 1. SUPL Configis a set of
parameters that enable ProSe Function B to configure SUPL reporting in UE B using the "Inside" Trigger with
Repeated Reporting' as defined in OMA AD SUPL [2].

5. Based on EPUID_B received in the previous step, ProSe Function B retrieves subscriber B's record. ProSe
Function B may request UE B's last known location via the HSS (step 5a). Based on the last known location of
UE B obtained viathe HSS and UE A's location and time window provided by ProSe Function A in step 4,
ProSe Function B may determine that the users are unlikely to enter proximity within the requested time window
and rejects the request by sending a Proximity Request Reject message towards UE A with an appropriate cause
value (steps 5b and 5c¢), in which case the remaining steps of the procedure are skipped.
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6. Depending on UE B's ProSe profile, UE B may be asked to confirm permission for the proximity request (e.g.
user B may have temporarily disabled the ProSe function on UE B).

7. ProSe Function B requests location reporting on UE B from SLP B and acknowledges the proximity request to
ProSe Function A and provides UE B's current location (if known). The WLAN Link Layer ID of UE B
(WLLID_B) isincluded if UE A has requested EPC support for WLAN direct discovery and communication in
step 1 and if UE B uses a permanent WLAN Link Layer ID.

8. ProSe Function A requests location reporting on UE A from SLP A. If UE A's current location is available and if
UE B'slocation was included in step 7, ProSe Function A may decide to cancel the Proximity Request procedure
if it determines that the UEs are unlikely to enter proximity within the requested time window. Otherwise ProSe
Function A acknowledges the proximity request to UE A.

5.5.6 UE Location Reporting

SLP A and SLP B configure UE A and UE B, respectively, to report their locations periodically, based on atrigger, or a
combination of both depending on what ProSe Function A and ProSe Function B requested (see Figure 5.5.6-1).

‘ UEA ‘ ‘ UEB ‘ ‘SLPA ‘ ‘SLP B ‘ ‘ ProSe Function A ‘ ‘ App Server ‘ ‘ ProSe Function B ‘

‘ 1. Intermittent location reporting (A) ‘

— 2. LCS Location Report (A} —

‘ 3. Intermittent location reporting (B} ‘

— 4. LCS Location Report (B) ————————— 0>

-4— 5_ProSe Location Update (EPUID_B, B'sloc.) —

Figure 5.5.6-1: UE location reporting

1-4. Thelocationsof UE A and UE B are reported to their corresponding Prose Servers intermittently.

NOTE 1: If UE isengaged in multiple concurrent proximity request procedures, the location reports are grouped
together by the SLP.

NOTE 2: The UE location reporting procedure is executed until the time window expires even if UE B "unfriends”
UE A at application layer in the middle of an active proximity request.

5. Assuming that ProSe Function A isin charge of determining proximity, ProSe Function B forwards UE B's
location to ProSe Function A at the cadence prescribed by ProSe Function A in the Proximity Request message.
The UE location information exchanged between ProSe Functions are expressed in GAD shapes defined in
TS 23.032[3]. ProSe Function A may decide to cancel the Proximity Request procedure if it determines that the
UEs are unlikely to enter proximity within the requested time window.

NOTE 3: Based on the last reported UE A's or UE B'slocation, ProSe Function A may decide to send a new
Proximity Request message over PC6 in order to provide updated SUPL Config to ProSe Function B.

5.5.7 Proximity Alert

When the UESs enter into proximity, the network triggers the Proximity Alert procedure, asillustrated in Figure 5.5.7-1.
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‘ UEA ‘ ‘ UEB ‘ ‘SLPA ‘ ‘SLP B ‘ ‘ ProSe Function A ‘ ‘ App Server ‘ ‘ ProSe Function B ‘

| 1. Intermittent location reporting (B) |

2. LCS Location Report (B) —

t-— 3. ProSe Location Update (EPUID_B)

4a. ProSe Function A detects
that UE B is in proximity of UE A

< 4b. Proximity Alert (Application ID, ALUID_B,
[Assistance Info]) __5a. Proximity Alert (EPUID_B, Application ID,
ALUID_A, [Assistance Info])

;- - - - - - - 5b. Proximity Alert (Application ID, ALUID_A, [Assistance Info]) - == == ====--1
\

-4——  5c¢. LCS Cancel Location

Reporting (A) |
7.UEAandUEBmay | | = T®-"----- SdJ. LCS Cancel Location Repor‘ting (B) ===
WLAN di e sl -
atterr_\pt direct i 6. Proximity Request Cancellation !
discovery and !
communication "" """"""""""" " """"""""""" ’"

Figure 5.5.7-1: Proximity Alert

1-3.Thelocation of UE B is reported to ProSe Function B, which forwards it to ProSe Function A.

4.

ProSe Function A detects that the two UEs are in proximity based on the requested discovery range class and
alerts UE A by sending a Proximity Alert (Application ID, ALUID_B, Assistance Information) message.
ALUID_B isthe Application Layer User ID of user B. The message optionally includes Assistance Information
for WLAN direct discovery and communications with UE B.

If UE A has requested as part of the Proximity Request procedure as described in step 1 of clause 5.5.5 to be
assisted for WLAN direct discovery and communication, ProSe Function A requests ProSe Function B to send a
Proximity Alert (Application ID, ALUID_A, Assistance Information) messageto UE B. ALUID_A isthe
Application Layer User ID of user A. The message includes Assistance Information for WLAN direct discovery
and communication with UE A. ProSe Function A cancels|ocation reporting on UE A from SLP A. ProSe
Function B also cancels |ocation reporting on UE B from SLP B.

If UE A has not requested as part of the Proximity Request procedure as described in step 1 of clause 5.5.5 to be
assisted for WLAN direct discovery and communication, ProSe Function A initiates Proximity Request
Cancellation by sending a Cancel Proximity Request (EPUID_B, EPUID_A) message to ProSe Function B as
described in step 2 of clause 5.5.9.

NOTE 1: The WLAN interface in the UE need not be turned on before step 7 in Figure 5.5.7-1.

NOTE 2: The assistance information is designed to expedite WLAN direct discovery and communication. The

content of the assistance information depends on the technology used on the WLAN direct link. All the
content in the assistance information is dynamically generated by ProSe Function A, with the exception
of WLLID_B in case UE B supports only permanent WLLID.

5.5.8 UE deregistration for ProSe

5581 General

At any time the UE or the ProSe Function may initiate UE deregistration for ProSe.

5.5.8.2 Network-initiated deregistration

Depicted in Figure 5.5.8.2-1 is the procedure for network-initiated deregistration for ProSe.
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UE ProSe Function

1. UE Deregistration Request (cause)

2. UE Deregistration Response

Figure 5.5.8.2-1: Network-initiated deregistration for ProSe

1. At any time the ProSe Function may decide to deregister the UE by sending a UE Deregistration Request (cause)
message.

2. UE acknowledges the deregistration request by sending a UE Deregistration Response message.

5.5.8.3 UE-initiated deregistration

The UE may decide to deregister for ProSe (e.g. when there are no ProSe-enabled applications activated on the UE).
Depicted in Figure 5.5.8.3-1 is the procedure for UE-initiated deregistration for ProSe.

UE ProSeFunction

1. UE Deregistration Request (EPUID, cause)

2. UE Deregistration Response

A

Figure 5.5.8.3-1: UE initiated deregistration

1. Atany timethe UE may decide to deregister for ProSe by sending a UE Deregistration Request (EPUID, cause)
message.

2. The ProSe Function acknowledges the deregistration request by sending a UE Deregistration Response message
and removes the stored ProSe context for the UE.

5.5.9 Proximity Request Cancellation
The Proximity Request Cancellation may be initiated by the UE or the ProSe Function.

UE A may decide to cancel Proximity Request it sent earlier (e.g. due to changein its location, termination of
corresponding application or due to completion of certain event). The ProSe Function A may cancel Proximity Regquest
sent by UE A earlier (e.g. when time window is exceeded). In order to cancel Proximity Request, UE A triggers
procedure asillustrated in Figure 5.5.9-1.
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‘ UEA ‘ ‘SLP A‘ ‘SLP B‘ ‘ ProSe Function A ‘ ‘ App Server ‘ ‘ ProSe Function B

| _ 1. Cancel Proximity Request (EPUID_A,
Application ID, ALUID_B)

->

| 2. Cancel Proximity Request (EPUID_B,
EPUID_A)
3. Cancel location Reporting__| ‘
(A)

-

<—— 4. Cancel location Reporting (B)

~4——5, Cancel Proximity Request Ack——
6. Proximity Request Cancellation
(Application ID, ALUID_B)

Figure 5.5.9-1 Proximity Request Cancellation

1. UE A sends Cancel Proximity Request (EPUID_A, Application ID, ALUID_B) to Prose Function A. This
optional step is performed only when the Proximity Request Cancellation procedure isinitiated by the UE.

2. Prose Function A sends the Cancel Proximity Request (EPUID_B, EPUID_A) message to ProSe Function B
based on the stored PFID B information.

3. If there are no other pending proximity requests for UE A, ProSe Function A cancels location reporting on UE A
from SLP A.

4-5.  ProSe Function B cancels location reporting on UE B from SLP B and acknowledges the proximity request
cancellation to ProSe Function A.

6. ProSe Function A sends Proximity Request Cancellation (Application ID, ALUID_B) to UE A. The Application
ID and ALUID_B parameters are included only when the procedure isinitiated by ProSe Function A.

5.6 EPC support for WLAN direct discovery and communication

56.1 General

The EPC network may decide to enable two or more ProSe-enabled WLAN-capable UEs to directly communicate using
WLAN technology. This decision can be taken, for example, when the EPC network supports EPC-level ProSe
discovery and becomes aware that two or more UEs are in close proximity, when the EPC network knows that UE-A
requests to communicate with UE-B which isin close proximity of UE-A, etc.

5.6.2 Enabling of EPC assisted WLAN direct communication

Figure 5.6.2-1 shows how the EPC network enables UE-A and UE-B to directly communicate in WLAN direct mode.
Thisisaccomplished by triggering the two UEs to establish a WLAN direct group and providing them with assistance
information which enables the EPC network to control and to expedite the establishment of the WLAN direct group.

With the procedure shown in Figure 5.6.2-1 the EPC network can (i) control when aWLAN direct group can be
established, (ii) authorize the UEs that can become members of this group (and thus communicate with each other in
WLAN direct mode) and (iii) control the operating parameters of the WLAN direct group e.g. the SSID, the security
keys, etc.
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NOTE 1. When the WLAN direct discovery and communication is based on the Wi-Fi Peer-to-Peer (P2P)
specification [13], aWLAN direct group is autonomously established by one or more UEs without any
network involvement. However, with the procedure shown in Figure 5.6.1-1 it is the EPC network that
can authorize and trigger the establishment of WLAN direct groups. An example on the operating
parameters provided by the ProSe Function when the direct communication is based on Wi-Fi Peer-to-
Peer specification [13] can be found in Annex A.

NOTE 2: WLAN direct discovery and communication without Assistance Information from EPC is outside the
scope of 3GPP.

The ProSe Function shown in Figure 5.6.2-1 is the network function that triggers and controls the establishment of a
WLAN direct group between one or more UESs.

UEA | [UEB |
\

1. Decides to trigger the establishment of a
WLAN direct group

2a. WLAN Direct Group Setup Request (Assistance Information)

2b. WLAN| Direct Group Setup Response

»
>

3a. WLAN Direct Group Setup Request (Assistance Information)

3b. WLAN Direct Group Setup Response

\ 4

4. WLAN Direct group
establishment and WLAN Direct
communication

Figure 5.6.2-1: Signalling flow for EPC support for WLAN direct communication

1. The ProSe Function decides to trigger UE-A and UE-B to establish aWLAN direct group under the control of
the network.

2. The ProSe Function sends a WLAN Direct Group Setup Request (Assistance Information) to UE-A. The
Assistance Information is a set of parameters which can expedite the establishment of the WLAN direct group
and enables the EPC network to control the operating parameters of the WLAN direct group. The Assistance
Information content depends on the WLAN technology. If UE-A accepts the request and the offered Assistance
Information, it responds with a WLAN Direct Group Setup Response. This response may include parameters for
the WLAN direct group proposed by UE-A (e.g. an operating channel).

NOTE 2: When EPC support for WLAN direct discovery and communication is used in conjunction with EPC-
level discovery, the assistance information for WLAN direct discovery and communication is provided as
part of the Proximity Alert procedure.

3. The ProSe Function sends also a WLAN Direct Group Setup Request (Assistance Information) to UE-B. The
Assistance Information in the request may take into account the parameters proposed by UE-A in step 2b.

4. Thetwo UEs establish aWLAN direct group and may start communicating in WLAN direct mode.
NOTE 3: Inthisrelease of the specification it is assumed that UE-A and UE-B are controlled by the same ProSe
Function.
5.6.3 Revocation of EPC assisted WLAN direct communication

At any time the ProSe Function may decide to revoke the EPC assisted WLAN direct communication as shown in
Figure 5.6.3-1.
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vea]  [ues]
\

1. Decides to trigger the revocation of EPC
assisted WLAN direct communication

2a. WLAN Direct Communication Revocation Request

2b. WLAN) Direct Communication Revocation Response

[
>

P 3a. WLAN Direct Communication Revocation Request

<«

3b. WLAN Direct Communication Revocation Response

4. Assistance information no
longer valid

Figure 5.6.3-1: Signalling flow for Revocation of EPC assisted WLAN direct communication

1. The ProSe Function decides to revoke EPC assisted WLAN direct communication for UE-A and UE-B.
2a. The ProSe Function sends a WLAN Direct Communication Revocation Request to the UE-A.

2b. The UE-A accepts the request.

3a. The ProSe Function sends a WLAN Direct Communication Revocation Request (Control Information) to the
UE-B.

3b. The UE-B accepts the request.

4. The EPC assisted WLAN direct communication Assistance Information is no longer valid and the EPC assisted
WLAN direct communications using the EPC Assistance I nformation are rel eased.

5.7 ProSe impacts to EPC procedures

5.7.1 E-UTRAN attach procedure for ProSe-enabled UEs
E-UTRAN attach for ProSe-enabled UE is performed as defined in TS 23.401 [5] with the following additions:

- ProSe-enabled UE includes the ProSe capability indication as part of the "UE Network Capability” in the Attach
Request message. MME stores this information for ProSe operation. ProSe capability can indicate whether the
UE is capable of supporting one or more of the following ProSe direct services. ProSe Direct Discovery and
ProSe Direct Communication.

- If the MME is configured to indicate "ProSe authorised” to E-UTRAN, the UE is ProSe-enabled, and the UE is
authorised to use ProSe direct services based on the subscription data, the MME shall include a"ProSe
authorised” indication in the S1 AP Initial Context Setup Request, indicating which of the ProSe direct services
the UE is authorised to use.

NOTE: If the TAI list sent to the UE includes different PLMNSs, only the "ProSe authorised" information
associated with the registered PLMN is available on the MME. The ProSe authorization for equivalent
PLMNs of the registered PLMN is not addressed in this release of specification.

5.7.2 Service Request procedures for ProSe-enabled UEs

Service Request procedures for ProSe-enabled UE are performed as defined in TS 23.401 [5] with the following
additions:
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- If the MME is configured to indicate " ProSe authorised” to E-UTRAN, the UE is ProSe-enabled, and the UE is
authorised to use ProSe direct services based on the subscription data, the MME shall include a"ProSe
authorised” indication in the S1 AP Initial Context Setup Request, indicating which of the ProSe direct services
the UE is authorised to use.

5.7.3 PS Handover procedures for ProSe-enabled UEs

Intra-E-UTRAN S1-based handover or the Inter-RAT to E-UTRAN handover procedures for ProSe-enabled UE are
performed as defined in TS 23.401 [5] with the following additions:

- If the MME is configured to indicate "ProSe authorised" to E-UTRAN, the UE is ProSe-enabled, and the UE is
authorised to use ProSe direct services based on the subscription data, the target MME shall send the "ProSe
authorised" indication to the target eNodeB as follows:

- For the intraMME handover, the "ProSe authorized" indication isincluded in the S1-AP handover Request
message. |f after the handover procedure, the " ProSe authorized" indication is changed, the updated "ProSe
authorized" indication isincluded in the S1-AP UE Context Modification Request message sent to the target
eNodeB.

- For theinter MME handover or Inter-RAT handover to E-UTRAN, the "ProSe authorized" indication is
included in the S1-AP UE Context Modification Request message sent to the target eNodeB after the
handover procedure.

For X2-based handover, the "ProSe authorized" indication is sent to target eNodeB as follows:

- If the source eNodeB is ProSe-enabled and the " ProSe authorized" indication isincluded in the UE context, the
source eNodeB shall include a " ProSe authorised" indication in the X2-AP Handover Request message to the
target eNodeB.

- If the MME is configured to indicate " ProSe authorised" to E-UTRAN, the UE is ProSe-enabled, and the UE is
authorised to use ProSe direct services based on the subscription data, the MME shall send the "ProSe
authorised” indication to the target eNodeB in the Path Switch Request Acknowledge message. If after the
handover procedure, the "ProSe authorized" indication is changed, the updated "ProSe authorized" indication is
included in the S1-AP UE Context Modification Request message sent to the target eNodeB.

The "ProSe authorised" indication sent to target eNodeB denotes which of the ProSe direct services UE is authorized to
use.

5.7.4 Tracking Area Update procedure for ProSe-enabled UEs

Tracking Area Update procedures for ProSe-enabled UE are performed as defined in TS 23.401 [5] with the following
additions:

- ProSe-enabled UE includes the ProSe capahility indication as part of the "UE Network Capability” in the
Tracking Area Update Request message. MME stores this information for ProSe operation.

- If the MME is configured to indicate " ProSe authorised" to E-UTRAN and determines to re-establish the radio
and Sl bearersfor al active EPS bearer contexts due to the "active" flag included in the Tracking Area Update
Request message or the pending downlink data or signalling, the UE is ProSe-enabled, and the UE is authorised
to use ProSe direct services based on the subscription data, the MME shall include a" ProSe authorised”
indication in the S1-AP Initial Context Setup Request.

NOTE: If the TAI list sent to the UE includes different PLMNSs, only the "ProSe authorised" information
associated with the registered PLMN is available on the MME. The ProSe authorization for equivalent
PLMNs of the registered PLMN is not addressed in this release of specification.

5.7.5 Insert Subscriber Data procedure for ProSe-enabled UEs

Insert Subscriber Data procedure for ProSe-enabled UE are performed as defined in TS 23.401 [5] with the following
additions:
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- If the "ProSe authorised” indication needs to be changed due to the changed subscription data and the S1 bearer
is established, the MME shall notify the eNodeB the updated "ProSe authorised” indication viathe S1-AP UE
Context Modification Request message.

5.7.6 Delete Subscriber Data procedure for ProSe-enabled UEs

Delete Subscriber Data procedure for ProSe-enabled UE is performed as defined in TS 29.272 [34] with the same
additions asin clause 5.7.5.
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Annex A (informative):
Assistance Information for EPC support for WLAN direct
discovery and communication

Al General

This Annex presents an example how the Assistance Information can be designed to expedite WLAN direct discovery
and communication. The Assistance Information content depends on the WLAN technology.

A.2 Wi-Fi Peer-to-Peer

Wi-Fi Peer-to-Peer (P2P) specification [13] defines an architecture and set of protocols that facilitate direct discovery
and communication using the |EEE 802.11 technology [14].

To assist WLAN direct discovery and communication as required by the Wi-Fi P2P technology [13] the EPC needsto
supply some or al of the following items as part of the Assistance Information:

- SSID: The SSID to use for Wi-Fi P2P operation. To be compliant with the Wi-Fi P2P specification [13] the
SSID should bein the form "DIRECT-ab" where a, b are two random characters.

- WLAN Secret Key: The pre-shared key to be used by UEsto secure their Wi-Fi P2P communication. Thisis
used by UEs as the Pairwise Master Key (PMK).

- Group Owner indication: If set, the UE should implement the Group Owner (GO) functionality specified in the
Wi-Fi P2P specification [13]. The UE implementing this functionality essentially becomes an AP that transmits
Beacons with the P2P Information Element and accepts associations from other Wi-Fi P2P devices or from
legacy Wi-Fi devices (those not implementing the Wi-Fi P2P functionality). If not set, the UE should behave as a
Wi-Fi P2P client that attempts to discover and associate with a GO.

- P2P Device Address of self: Thisisthe WLAN Link Layer ID to be used by a UE when participating in a Wi-Fi
P2P group.

- P2P Device Address of peers: Thisisalist of WLAN Link Layer IDs provided to a UE implementing the Group
Owner functionality in a Wi-Fi P2P group. Such UEs should accept WLAN association requests only from
devicesthat areincluded in thislist.

- Operation channel: The channel on which Wi-Fi P2P discovery and communication should take place.

- Validity time: The time period during which the content provided in the assistance information is valid.
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Annex B (informative):
Wild carded ProSe Application IDs

B.1 General

The wildcard indicator, in the MNC or MCC part of the PLMN ID of the ProSe Application ID indicates whether this
particular ProSe Application ID is PLMN specific (in which case neither MCC nor MNC will be wild carded) or
countrywide (in which case the MNC part will be wild-carded) or global (in which case both the MCC and MNC parts
will be wild-carded).

Countrywide or global ProSe Application IDs belong in different data structures that are managed by "authorities* not
associated with a specific PLMN.

Notwithstanding the description in this annex, showing both PLMN specific and country-wide or global data structures,
this does not preclude that in the future the country-wide or global data structures may supersede the PLMN specific
data structures.

Country A ‘ ‘<— Country B —>
mccA.mncAl
3 "
mccA.mnc
------------- PLMN mccB.mnc*
specific —
ProSe Country
T Wide mcc*.mnc* Country
Wide
(PLMN A1)
____________ mccB.mncB1
MCCAMNCA2 |, omeemememmememeeceees Global
PC6 3 PLMN
PLMN specifi
specific
ProSe | o
Function i ProSe.
______ PC7 i Function
PLMN A2
( ) (PLMN B1)

Figure B.2-1: Country-wide, global and PLMN specific ProSe Application IDs

This arrangement between the PLMN and the "authority" that allocates these ProSe Application IDs is out of scope of
3GPPin this release of the specification.

NOTE: The interfaces between the ProSe Functions and the repositories of global or country-wide ProSe
Application IDS/ProSe Application Codes that are shown in figure B.2-1 is out of scope of 3GPP in this
Release.

B.2 Use of wild-carded ProSe Application IDs

The monitoring or announcing UE can request to monitor or announce a ProSe Application Code that has countrywide
or global scope following the procedures defined in clause 5.3.3 by wildcarding accordingly the MNC element of the
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PLMN ID of the ProSe Application ID (for countrywide) or both the MCC and MNC (for global) elements of the
PLMN ID of the ProSe Application ID.

The monitoring UE will have to know whether to send a monitoring request for PLMN specific, or countrywide, or
global ProSe Application ID, based on the configuration that applies to the particular data structure.

If country-wide or global data structures are used then PC6 and PC7 interfaces are not used for monitoring requests.

For exampleif the UE isinterested to monitor or announce for restaurants that are registered in a configured PLMN
specific data structure (e.g., local restaurantsin a particular geographical area) it will send a monitoring request that
contains only the following PLMN specific ProSe Application ID. If on the other hand the UE isinterested to monitor
or announce for restaurants that are registered in the configured global data structure (e.g., chain restaurants present in
several countrie/available all over the world) it will send a monitoring or announcing request that contains only the
global ProSe Application ID. The monitoring UE can also send multiple ProSe Application | Ds with different scopein
the same request, but overall it should not be considered that one ProSe Application ID replaces the other.
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