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Foreword
This Technical Specification has been produced by the 3GPP.

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of this TS, it will be re-released by the TSG with an identifying
change of release date and an increase in version number as follows:

Version 3.y.z
where:
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 Indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the specification;
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1 Scope

This document specifies the stage 2 of the Virtual Home Environment and Open Service Architecture.

Virtua Home Environment (VHE) is defined as a concept for personal service environment (PSE) portability across
network boundaries and between terminals. The concept of the VHE is such that users are consistently presented with
the same personalised features, User Interface customisation and services in whatever network and whatever terminal
(within the capabilities of the terminal and the network), wherever the user may be located. For Release 99, e.g.
CAMEL, MEXE and SAT are considered the mechanisms supporting the VHE concept.

The Open Service Architecture (OSA) defines an architecture that enables operator and third party applications to make
use of network functionality through an open standardised interface (the OSA Interface). OSA provides the glue
between applications and service capabilities provided by the network. In this way applications become independent
from the underlying network technology. The applications constitute the top level of the Open Service Architecture
(OSA). Thislevel is connected to the Service Capability Servers (SCSs) viathe OSA interface. The SCSs map the OSA
interface onto the underlying telecom specific protocols (e.g. MAP, CAP etc.) and are therefore hiding the network
complexity from the applications.

Applications can be network/server centric applications or terminal centric applications. Terminal centric applications
reside in the Mobile Station (MS). Examples are MEXE and SAT applications. Network/server centric applications are
outside the core network and make use of service capability features offered through the OSA interface. (Note that
applications may belong to the network operator domain although running outside the core network. Outside the core
network means that the applications are executed in Application Servers that are physically separated from the core
network entities).

2 References

The following documents contain provisions which, through reference in thistext, congtitute provisions of the present
document.

» References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

» For aspecific reference, subsequent revisions do not apply.

» For anon-specific reference, the latest version applies.

2.1 Normative references
[1] GSM 01.04 (ETR 350): "Digital cellular telecommunication system (Phase 2+); Abbreviations and
acronyms’
[2] GSM 02.57: "Digital cellular telecommunication system (Phase 2+); Mobile Station Application

Execution Environment (MEXE); Service description”

[3] UMTSTS 23.057: "Mobile Station Application Execution Environment (M EXE); Functional
description - Stage2”

[4] UMTSTS 22.078: "Customised Applications for Mobile network Enhanced Logic (CAMEL)
(Phase3); Service description - Stage 1"

[5] UMTSTS 23.078: " Customised Applications for Mobile network Enhanced Logic (CAMEL)
(Phase3); Functional description - Stage 2"

[6] GSM 11.14: "Digital cellular telecommunication system (Phase 2+); Specification of the SIM
Application Toolkit for the Subscriber Identity Module - Mobile Equipment; (SIM - ME)
interface” [7JUMTSTS 22.101: "Universal Mobile Telecommunications System (UMTS):
Service Aspects; Service Principles’
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[8] UMTSTS 22.105: " Universal Mobile Telecommunications System (UMTS); Services and Service
Capabilities’

[9] UMTSTS 22.121: "Universal Mobile Telecommunications System (UMTYS); Virtua Home
Environment”

[10] 3GPP TR 22.905: “3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; Vocabulary for 3GPP Specifications’

[171] |ETF PPP Authentication Protocols - Challenge Handshake Authentication Protocol [RFC 1994,
August1996]

[12] World Wide Web Consortium Composite Capability/Preference Profiles (CC/PP): A user side
framework for content negotiation (www.w3.0rg)

[13] Wireless Application Protocol, User Agent Profile Specification (http://www.wapforum.org/)

2.2 Informative references
[14] UMTSTR 22.970: "Universal Mobile Telecommunications System (UMTYS); Virtua Home

Environment”

<Editor’s note: some references may have to be aligned with their official title, e.g. ‘UMTS' documents>

3 Definitions and abbreviations

3.1 Definitions

For the purposes of this TS, the following definitions apply:

Applications: software components providing services to end-users by utilising service capability features.
HE-VASP: see[9]

Home Environment: responsible for overall provision of servicesto users.

Local Service: see[9]

OSA Interface: Standardised Interface used by applications to access service capability features.

Personal Service Environment: contains personalised information defining how subscribed services are provided and
presented towards the user. The Personal Service Environment is defined in terms of one or more User Profiles.

Service Capabilities: see[9]

Service Capability Feature: see[9]

Service Capability Server: Functional Entity providing OSA interfaces towards an application.
Services: see[9]

User Interface Profile: see[9]

User Profile: see[9]

User Services Profile: see[9].

Value Added Service Provider see[9]

Virtual Home Environment: see[9].

Further UMTS related definitions are givenin 3G TS 22.101 and 3G TR 22.905.
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3.2 Abbreviations

For the purposes of this TS the following abbreviations apply:

CAMEL Customised Application For Mobile Network Enhanced Logic
CSE Camel Service Environment

HE Home Environment

HE-VASP Home Environment Value Added Service Provider
HLR Home L ocation Register

IDL Interface Description Language

MAP Mobile Application Part

ME Mobile Equipment

MEXE Mobile Station (Application) Execution Environment
MS Mobile Station

MSC Mobile Switching Centre

OSA Open Service Architecture

PLMN Public Land Mobile Network

PSE Personal Service Environment

SAT SIM Application Tool-Kit

SCF Service Capability Feature

SCP Service Control Point

SCS Service Capability Server

SIM Subscriber Identity Module USIM User Service Identity Module
VASP Value Added Service Provider

VHE Virtual Home Environment

WGW WAP Gateway

WPP WAP Push Proxy

Further GSM related abbreviations are given in GSM 01.04. Further UMTS related abbreviations are givenin 3G TR
22.905.

4 Virtual Home Environment

The Virtual Home Environment (VHE) is an important portability concept of the 3G mobile systems. It enables end
users to bring with them their personal service environment whilst roaming between networks, and also being
independent of terminal used.

The Personal Service Environment (PSE) describes how the user wishes to manage and interact with her
communication services. It isacombination of alist of subscribed to services, service preferences and terminal
interface preferences. PSE also encompasses the user management of multiple subscriptions, e.g. business and private,
multiple terminal types and location preferences. The PSE is defined in terms of one or more User Profiles.

The user profiles consist of two kinds of information:
- Interface related information (User Interface Profile) and,
- Servicerelated information (User Services profile).

Please see TS22.121 [9] for more details.

5 Open Service Architecture

In order to implement not known end user services/applications today, a highly flexible Open Service Architecture
(OSA) isrequired. The Open Service Architecture (OSA) is the architecture enabling applications to make use of
network capabilities. The applications will access the network through the OSA interface that is specified in this
Technical Specification.
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Network functionality offered to applicationsis defined as a set of Service Capability Features (SCFs) in the OSA
interface, which are supported by different Service Capability Servers (SCS). These SCFs provide access to the network
capabilities on which the application devel opers can rely when designing new applications (or enhancements/variants of
already existing ones). The different features of the different SCSs can be combined as appropriate. The exact
addressing (parameters, type and error values) of these featuresis described in stage 3 descriptions. These interface
descriptions (defined using CORBA I nterface Description Language) are open and accessible to application developers,
who can design services in any programming language. The service logic is executed towards the OSA interfaces, while
the underlying core network functions use their specific protocols.

The aim of OSA isto provide an extendible and scalable architecture that allows for inclusion of new service capability
features and SCSs in future releases of UM TS with a minimum impact on the applications using the OSA interface.

The standardised OSA interface shall be secure, it isindependent of vendor specific solutions and independent of
programming languages, operating systems etc used in the service capabilities. Furthermore, the OSA interfaceis
independent of the location within the home environment where service capabilities are implemented and independent
of supported server capabilitiesin the network.

To make it possible for application developers to rapidly design new and innovative applications, an architecture with
open interfacesisimperative. By using object-oriented techniques, like CORBA, it is possible to use different operating
systems and programming languages in application servers and service capability servers. The different serversinter-
work viathe OSA interfaces. The service capability servers serve as gateways between the network entities and the
applications.

The OSA API isan application layer interface, which is based on lower layers using main stream information
technology and protocols. The middleware (e.g. CORBA) and lower layer protocols (e.g. | P) should provide security
mechanisms to encrypt data (e.g. | P sec).

5.1 Overview of the Open Service Architecture

The Open Service Architecture consists of three parts:

- Applications, e.g. VPN, conferencing, location based applications. These applications are implemented in one or
more Application Servers;

- Framework, providing applications with basic mechanisms that enable them to make use of the service
capabilities in the network. Examples of framework service capability features are Authentication and
Discovery. Before an application can use the network functionality made available through the Service
Capability Servers, authentication between the application and framework is needed. After authentication, the
discovery service capability feature enables the application to find out which network service capability features
are provided by the Service Capability Servers. The network service capability features are accessed by the
methods defined in the OSA interface classes.

- Service Capability Servers, providing the applications with service capability features, which are abstractions
from underlying network functionality. Examples of service capability features offered by the Service Capability
Servers are Call Control and User Location. Similar service capability features may possibly be provided by
more than one Service Capability Server. For example, Call Control functionality might be provided by SCSson
top of CAMEL and MEXE.

The OSA service capability features are specified in terms of a number of interface classes and their methods. The
interface classes are divided into two groups:

- framework interface classes, describing the methods on the framework
- network interface classes, describing the methods on the service capability servers.

The interface classes are further divided into methods. For example, the Call Manager interface class might contain a
method to create acall (which realises one of the Service capability features ‘Initiate and create session’ as specified in

[9D).

Note that the CAMEL Service Environment does not provide the service logic execution environment for applications
using the OSA interface, since these applications are executed in Application Servers.
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Application
—————— server

— | D D@ @@

OSA interface

_________

Open | l | B e N T e e B e e D Interface
open - ILIL) ) i e e
: framework User Location Call control
Architecture Service capability server(s)
HLR CSE wew Servers
WPP
E.g. Location server

MEXE server
SAT server

Figure 1: Overview of Open Service Architecture

This specification, together with the associated stage 3 specification, defines the OSA interface. OSA does not mandate
any specific platform or programming language.

The Service Capability Servers that implement the OSA interface classes are functional entities that can be distributed
across one or more physical nodes. For example, the User Location interface classes and Call Control interface classes
might be implemented on a single physical entity or distributed across different physical entities. Furthermore, a service
capability server can be implemented on the same physical node as a network functional entity or in a separate physical
node. For example, Call Control interface classes might be implemented on the same physical entity asthe CAMEL
protocol stack (i.e. in the SCP) or on a different physical entity.

Several options exist:
Option 1
The OSA interface classes are implemented in one or more physical entity, but separate from the physical network

entities. Figure 2 shows the case where the OSA interface classes are implemented in one physical entity, called
“gateway” in the figure. Figure 3 shows the case where the SCSs are distributed across severa ‘gateways'.

_—— e e e = = = OSA Interface

____________ ,[_ — .--_\_-------------- Non-standardised

/ \ Interfaces

HLR CSE

Physical entity Functional entity

Figure 2: SCSs and network functional entities implemented in separate physical entities
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= OSA Interface

SCS SCS SCS g ateway’
——————————————————————— ------1-------- Non-standardised
Interfaces
HLR CSE

Figure 3: SCSs and network functional entities implemented in separate physical entities, SCSs
distributed across several ‘gateways’

Option 2
The OSA interface classes are implemented in the same physical entities as the traditional network entities (e.g. HLR,
CSE), seefigure 4.

_ — — = OSA Interface
SCS SCS SCS

HLR CSE

Figure 4: SCSs and network functional entities implemented in same physical entities

Option 3

Option 3 is the combination of option 1 and option 2, i.e. a hybrid solution.

-_ — = (OSA Interface
SCS SCS ‘Gateway’
J \
_____---/----\ ------------ Non-standardised
Interfaces
HLR CSE

Figure 5: Hybrid implementation (combination of option 1 and 2)

It shall be noted that in all casesthereis only one framework. This framework may reside within one of the physical
entities containing an SCS or in a separate physical entity.

From the application point of view, it shall make no difference which implementation option is chosen, i.e. in al cases
the same network functionality is perceived by the application. The applications shall always be provided with the same
set of interface classes and a common access to framework and service capability feature interfaces. It is the framework
that will provide the applications with an overview of available service capability features and how to make use of

them.
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5.2

Basic mechanisms in the Open Service Architecture

This section explains which basic mechanisms are executed in OSA prior to offering and activating applications.

Some of the mechanisms are applied only once (e.g. establishment of service agreement), others are applied each time a
user subscription is made to an application (e.g. enabling the call attempt event for anew user).

Basic mechanisms between Application and Framework:

Authentication: Once an off-line service agreement exists, the application can access the authentication
interface. The authentication model of OSA is a peer-to-peer model. The application must authenticate the
framework and vice versa. The application must be authenticated before it is allowed to use any other OSA
interface.

Authorisation: Authorisation is distinguished from authentication in that authorisation is the action of
determining what a previously authenticated application is allowed to do. Authentication must precede
authorisation. Once authenticated, an application is authorised to access certain service capability features.

Discovery of framework and network service capability features. After successful authentication,
applications can obtain available framework interface classes and use the discovery interface to obtain
information on authorised network service capability features. The Discovery interface can be used at any time
after successful authentication.

Establishment of service agreement. Before any application can interact with a network service capability
feature, a service agreement must be established. A service agreement may consist of an off-line (e.g. by
physically passing messages) and an on-line part. The application has to sign the on-line part of the service
agreement before it is allowed to access any network service capability feature.

Accessto network service capability features: The framework must provide access control functions to
authorise the access to service capability features or service data for any APl operation from a client, with the
specified security level, context, domain, etc.

Basic mechanism between Framework and Service Capability Server:

Registering of network service capability features. SCFs offered by a Service Capability Server can be
registered at the Framework. In this way the Framework can inform the Applications upon request about
available service capability features (Discovery). This mechanism isin general applied when installing or
upgrading a Service Capability Server.

< editor’s note: this mechanism is considered as of lower priority than other parts of OSA for R'99 >

Basic mechanisms between Application Server and Service Capability Server:

Request of event notifications. This mechanism is applied when a user has subscribed to an application and
that application needsto be invoked upon receipt of events from the network related to the user. For example,
when a user subscribes to a screening application, the application needs to be invoked when the user makes a
call. It will therefore request to be notified when a call setup is performed, with the user number as Called Party
Number.
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5.3 Handling of end-user related security

Once OSA basic mechanisms have ensured that an application has been authenticated and authorised to use network
service capability features, it isimportant to also handle end-user related security aspects. These aspects consist of the
following.

- End-user authorisation to applications, limiting the access of end-users to the applications they are subscribed
to.

- Application authorisation to end-users, limiting the usage by applications of network capabilities to authorised
(i.e. subscribed) end-users.

- End-user’sprivacy, allowing the user to set privacy options.

These aspects are addressed in the following subsections.

53.1 End-user authorisation to applications
An end-user is authorised to use an application only when he or sheis subscribed to it.

In the case where the end-user has subscribed to the application before the application accesses the network SCFs, then
the subscription is part of the Service Level Agreement signed between the HE and the HE-VASP.

After the application has been granted access to network SCFs, subscriptions are controlled by the Home Environment.
Depending on the identity of an authenticated and authorised end-user, the Home Environment may use any relevant
policy to define and possibly restrict the list of services to which a particular end-user can subscribe. At any time, the
Home Environment may decide, unilaterally or after agreement with the HE-VASP, to cancel a particular subscription.

Service subscription and activation information need to be shared between the Home Environment and the HE-VASP,
so that the HE-V ASP knows which end-users are entitled to use its services. Appropriate online and/or offline
synchronisation mechanisms (e.g. SLA re-negotiation) can be used between the HE and the HE-V ASP, which are not
specified in OSA release 99.

End-to-end interaction between a subscribed end-user and an application may require the usage of appropriate
authentication and authorisation mechanisms between the two, which are independent from the OSA API, and therefore
not in the scope of OSA standardisation.

5.3.2  Application authorisation to end-users

The Home Environment is entitled to provide service capabilities to an application with regard to a specific end-user if
the following conditions are met:

1) The end-user is subscribed to the application
2) The end-user has activated the application
3) The usage of this network service capability does not violate the end-users privacy settings (see next section).

The service capability server ensures that the above conditions are met whenever an application attempts to use a
service capability feature for a given end-user, and to respond to the application accordingly, possibly using relevant
error parameters (USER_NOT_SUBSCRI BED, APPLI CATI ON_NOT_ACTI VATED,

USER_PRI VACY_VI OLATI ON). The mechanism used by the SCSto ensure thisisinternal to the HE (e.g. accessto
user profile) and is not standardised in OSA release 99.

5.3.3 End-user’s privacy

The Home Environment may permit an end-user to set privacy options. For instance, it may permit the end-user to
decide whether his or her location may be provided to 3 parties, or whether he or she accepts information to be pushed
to his or her terminal. Such privacy settings may have an impact on the ability of the network to provide service
capability features to applications (e.g. user location, user interaction). Thus, even if an application is authorised to use
an SCF and the end-user is subscribed to this application and this application is activated, privacy settings may still
prevent the HE from fulfilling an application request.
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The service capability server ensures that a given application request does not violate an end-users privacy settings or
that the application has relevant privilegesto override them (e.g. for emergency reasons). The mechanism used by the
SCSto ensurethisisinternal to the HE and is not standardised in OSA release 99.

54 Base interface classes

The base interface classes described in this sub clause are provided for completeness of the documentation. With object
oriented design all classes are based on a base class.

54.1 Base Interface Class

This class is the foundation of the all interfaces and shall be inherited by all other interface classes. It does not contain
any method.

Name Base Interface
Method

Parameters

Returns

Errors

5472 Base Service Interface class

This class provides the base for all service interface classes described in the following chapters. It allows an application
to set an interface reference to be used by the OSA interfaces for requests and asynchronous responses to the
application.. For example, when an application wants to be notified upon the receipt of the "called party busy" event,
the Service Capability Server must know where to send the notification. This reference can be provided by the
application with the setCallBack method across the OSA interface.

Name Base Service Interface
M ethod set Cal | back()

This method specifies the reference address of the callback interface that an SCF usesto invoke
methods on the application.

Parameters  gppinterface
Specifies areference to the application interface, which is used for callbacks.

Returns
Errors
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6 Framework service capability features

6.1 Trust and Security Management SCFs
The Trust and Security Management service capability features provide:
- Thefirst point of contact for a client application to access a Home Environment;

- The authentication operations for the client application and Home Environment to perform an authentication
protocol;

- Theclient application with the ability to select a network service capability feature to make use of;
- Theclient application with a portal to access other framework service capability features.

The process by which the client application accesses the Home Environment has been separated into 3 stages, each
supported by a different framework service capability feature:

1. Initial Contact with the framework
2. Authentication to the framework

3. Accessto framework and network service capability features

6.1.1 Initial Contact

The client application gains a reference to the Initial SCF for the Home Environment that they wish to access. This may
be gained through a URL, an Application Support Broker, a stringified object reference, etc. At this stage, the client has
no guarantee that thisis a reference to the Home Environment.

The client application uses this SCF to initiate the authentication process with the Home Environment.

The Initial SCF supports the initiateAuthentication operation to allow the authentication process to take place (using
the Authentication SCF defined in section 6.1.2). This operation must be the first invoked by the client application.
Invocations of other operations will fail until authentication has been successfully completed.

Once the client has authenticated with the provider, the client can gain access to other framework and network service
capability features. This is done by invoking the requestAccess method, by which the client application requests a
certain type of access service capability feature. The OSA Access service capability feature is defined in section 6.1.3.

The Initial Contact framework SCF is defined by a unique interface class, consisting of the following methods.

M ethod initiateAuthentication()

The client application uses this method to initiate the authentication process.

Direction Application to Framework
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Parameters

Returns

Errors

Method

Direction

Parameters

Returns

Errors

clientAppID

Thisisanidentifier for the client application. It is used to identify the client to the framework, (see
authenticate() on Authentication). If the clientAppl D cannot be found by the framework, an error
code isreturned by the framework. The value of the parameter fwAuthlnterfaceis NULL in this
case.

authType

Thisidentifies the type of authentication mechanism requested by the client. It provides operators
and clients with the opportunity to use an alternative to the OSA Authentication interface, e.g.
CORBA Security.

appAuthlnterface

This provides the reference for the framework to call the authentication interface of the client
application.

fwAuthlnterface

This provides the reference for the client application to call the authentication SCF of the
framework.

request Access ()

Once client and framework are authenticated, the client application invokes the requestAccess
operation on the Initial SCF. This allows the client application to request the type of access they
require. If they request OSA_ACCESS, then areference to the OSA Accessinterfaceis returned.
(Home Environments can define their own access interfaces to satisfy client requirements for
different types of access.)

Application to network

accessType
Thisidentifies the type of access SCF requested by the client application.

appAccessl nterface
This provides the reference for the framework to call the access interface of the client application.

fwAccessl nterface
This provides the reference for the client to call the access SCF of the framework.
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6.1.2 Authentication

Once the client application has made initial contact with the Home Environment, authentication of the client application
and Home Environment may be required.

The API supports multiple authentication techniques. The procedure used to select an appropriate technique for a given
situation is described below. The authentication mechanisms may be supported by cryptographic processes to provide
confidentiality, and by digital signatures to ensure integrity. The inclusion of cryptographic processes and digital
signatures in the authentication procedure depends on the type of authentication technique selected. In some cases
strong authentication may need to be enforced by the Home Environment to prevent misuse of resources. In addition it
may be necessary to define the minimum encryption key length that can be used to ensure a high degree of
confidentiality.

The client application must authenticate with the framework before it is able to use any of the other interfaces supported
by the framework. Invocations on other interfaces will fail until authentication has been successfully completed.

1. Theclient application callsinitiateAuthentication on the Home Environment’ s framework Initial interface. This
alowsthe client to specify the type of authentication process. This authentication process may be specific to the
Home Environment, or the implementation technology used. The initiateAuthentication operation can be used to
specify the specific process, (e.g. CORBA security). OSA defines a generic authentication service capability
feature (Authentication), which can be used to perform the authentication process. The initiateAuthentication
operation allows the client application to pass a reference to its own authentication interface to the Framework,
and receive areference to the Authentication interface supported by the framework, in return.

2. The client application invokes the selectAuthMethod on the framework’ s Authentication SCF. This includes the
authentication capabilities of the client application. The framework then chooses an authentication method based
on the authentication capabilities of the client application and the framework. If the client is capable of handling
more than one authentication method, then the framework chooses one option, defined in the prescribedM ethod
parameter. In some instances, the authentication capability of the client application may not fulfil the demands of
the framework, in which case, the authentication will fail.

3. Theclient application and framework interact to authenticate each other. Depending on the method prescribed,
this procedure may consist of a number of messages e.g. a challenge/ response protocol. This authentication
protocol is performed using the authenticate operation on the Authentication interface. Depending on the
authentication method selected, the protocol may require invocations on the Authentication SCF supported by
the framework; or on the client application counterpart; or on both.

The Authentication framework SCF is defined by a single interface class, consisting of the following methods.

Method sel ect Aut hiet hod ()

The client application uses this method to initiate the authentication process. The mechanism
returned by the framework is the mechanism it prefers. This should be within capability of the client
application. If a mechanism that is acceptable to the framework within the capability of the client
application cannot be found, the framework returns an error code
(INVALID_AUTH_CAPABILITY).

Direction Application to network

Parameters  aythCapability

Thisis the means by which the authentication mechanisms supported by the client are conveyed to
the framework.

Returns prescribedM ethod

Thisisreturned by the framework to indicate the mechanism it prefers for the authentication
process. If the value of the prescribedM ethod returned by the framework is not understood by the
client application, it is considered a catastrophic error and the client application must abort.

Errors

ETSI



3G TS 23.127 version 3.0.0 Release 1999 17 ETSI TS 123 127 V3.0.0 (2000-03)

M ethod aut henticate () (application to network)

This method is used by the client to authenticate the framework using the mechanism indicated in
prescribed Method. The framework must respond with the correct responses to the challenges
presented by the client. The clientApplD received inthei ni t i at eAut henti cati on() canbe
used by the framework to reference the correct public key for the client application (the key
management system is currently outside of the scope of the OSA specification). The number of
exchanges and the order of the exchanges is dependent on the prescribedM ethod.

Direction Application to network

Parameters  prescribedM ethod

This parameter contains the method that the framework has specified as acceptable for
authentication (see selectAuthMethod).

challenge

The challenge presented by the client application to be responded to by the framework. The
challenge mechanism used will be in accordance with the IETF PPP Authentication Protocols -
Challenge Handshake Authentication Protocol [RFC 1994, August1996]. The challenge will be
encrypted with the mechanism prescribed by sel ect Aut hMet hod() .

Returns response

Thisisthe response of the framework to the challenge of the client application in the current
sequence. The response will be based on the challenge data, decrypted with the mechanism
prescribed by sel ect Aut hMet hod() .

Errors

M ethod aut henticate() (network to application)

This method is used by the framework to authenticate the client application using the mechanism
indicated in prescibedMechanism. The client application must respond with the correct responses to
the challenges presented by the framework. The number of exchanges and the order of the
exchanges is dependant on the prescribedM ethod. (These may be interleaved with authenticate()
calls by the client application on the Authentication interface. Thisis defined by the

prescribedM ethod.)

Direction Network to application

Parameters  prescribedM ethod

This parameter contains the agreed method for authentication (see selectAuthMethod on the
Authentication interface.)

challenge

The challenge presented by the framework to be responded to by the client application. The
challenge mechanism used will be in accordance with the IETF PPP Authentication Protocols -
Challenge Handshake Authentication Protocol [RFC 1994, August1996]. The challenge will be
encrypted with the mechanism prescribed by sel ect Aut hMet hod() .

Returns response

Thisisthe response of the client application to the challenge of the framework in the current
sequence. The response will be based on the challenge data, decrypted with the mechanism
prescribed by sel ect Aut hMet hod() .

Errors
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M ethod abort Aut henti cation() (application to network)

The client application uses this method to abort the authentication process. This method isinvoked
if the client no longer wishes to continue the authentication process, (e.g. if the framework responds
incorrectly to achallenge.) If this method has been invoked, calls to the requestAccess operation on
Initial will return an error code (INVALID_AUTHENTICATION) until the client has been properly
authenticated.

Direction Application to network
Parameters
Returns

Errors

M ethod abort Aut henti cati on() (network to application)

The framework uses this method to abort the authentication process. This method isinvoked if the
framework wishes to abort the authentication process, (e.g. if the client application responds
incorrectly to achallenge.) If this method has been invoked, calls to the requestAccess operation on
Initial will return an error code (INVALID_AUTHENTICATION), until the client has been
properly authenticated.

Direction Network to application
Parameters
Returns

Errors

6.1.3 OSA Access

During an authenticated session accessing the Framework, the client application will be able to select and access an
instance of aframework or network service capability feature.

Access to framework SCFsis gained by invoking the obtainlnterface, or obtainlnterfaceWithCallback operations. The
latter is used when a callback reference is supplied to the framework. For example, a network SCF discovery interface
class reference is returned when invoking obtainl nterface with “discovery” as the SCF name.

In order to use network SCFs, the client must first be authorised to do so by establishing a service agreement with the
Home Environment. The client application uses the discovery SCF to retrieve the ID of the network SCF they wish to
use.They may then use the accessCheck operation to check that they are authorised to use the network SCF. The
selectService operation is used to tell the Home Environment that the client application wishes to use the network SCF.
The signServiceAgreement operation is used to digitally sign the agreement, and provide non-repudiation for both
parties in agreeing that the SCF would be available for use.

Establishing a service agreement is a business level transaction, which reguires the HE-VASP that owns the client
application to agree terms for the use of an SCF with the Home Environment. Service agreements can be reached using
either off-line or on-line mechanisms. Off-line agreements will be reached outside of the scope of OSA interactions, and
so are not described here. However, client applications can make use of service agreements that are made off-line. Some
Home Environments may only offer off-line mechanisms to reach service agreements.

After aservice agreement has been established between the client and the Home Environment domains, the client
application will be able to make use of this agreement to access the network SCF.

The accessCheck operation allows the client application to check whether it has permission to access (read, write, etc)
to a specified SCF, and specific SCF features. The client application defines the security domain and context of access
to the SCF. The access control policy is based on a humber of conditions, events and permissions that determine
whether the client application is authorised to access the SCF/feature.
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The accessCheck operation is optional, in that can be called by the client application to check that it has permission to
use specific SCF features, before starting an SCF instance. It is not compulsory for the client application to make this
check before selecting a network SCF and signing a service agreement to use an instance of the SCF. If the accessCheck
operation confirms that the client application has permission to use a specific SCF feature, then this feature should be
available to the client application when using the SCF instance. The Home Environment may include the results of the
accessCheck as part of the service agreement, that is signed before using an SCF instance, thereby assuring the client
application that the SCF features will be available.

The selectService operation is used to identify the SCF that the client application wishesto use. A list of service
properties initialises the SCF, and an SCF token is returned. The client application and Home Environment must sign a
copy of the service agreement to confirm the use of the SCF. The framework invokes signServiceAgreement operation
on the client applications’s Access callback interface with the service agreement text to be signed. The client
application usesits digital signature key to sign the agreement text, and return the signed text to the framework. The
client application then calls the signServiceAgreement operation on the OSA Access SCF. The framework signs the
agreement text, retrieves areference to a network manager interface for the selected SCF (using a mechanism not
specified in release 99), and returns this reference to the client application.

The OSA Access framework SCF is defined by a single interface class, which consists of the following methods.

Method obt ai nl nterface ()

This method is used to obtain other framework SCFs. The client application uses this method to
obtain interface references to other framework SCFs. (The obtainl nterfacesWithCallback method
should be used if the client application is required to supply a callback interface to the framework.)

Direction Application to network

Parameters jnterfaceName
The name of the framework SCF to which areference to the interface is requested.

Returns fwlnterface
Thisisthe reference to the SCF interface requested.

Errors INVALID_INTERFACE_NAME
Returned if the interfaceName isinvalid.

M ethod obt ai nlnterfaceWthCal | back ()

This method is used to obtain other framework SCFs. The client application uses this method to
obtain interface references to other framework SCFs, when they are required to supply a callback
interface to the framework. (The obtainlnterface method should be used when no callback interface
needs to be supplied.)

Direction Application to network

Parameters jnterfaceName
The name of the framework SCF to which areference to the interface is requested.

applnterface

Thisisthe reference to the client application interface, which is used for callbacks. If an application
interface is not needed, then this method should not be used. (The obtainlnterface method should be
used when no callback interface needs to be supplied.)
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Returns fwlnterface
Thisisthe reference to the SCF requested.

Errors INVALID_INTERFACE_NAME
Returned if the interfaceName isinvalid.

M ethod accessCheck()

This method may be used by the client application to check whether it has been granted permission
to access the specified SCF. The response is used to indicate whether the request for access has been
granted or denied and if granted the level of trust that will be applied. The securityModelID and the
relevant securityl evel are available as part of the registration data for the SCF.

securityM odel I D:

Theidentity of the specific Security Model that is to be used to define a set of appropriate policies
for the SCF that can be used by the framework to determine access rights. The model may include;
blanket permission; session permission or one shot permission. A number of security models will be
stored by the framework, and referenced by the access control module, according to the security
model identifier of the SCF.

securitylL evel:

Thetrust level required by the SCF for granting access. The Security Level isused by the
framework’ s access control module when it checks for access rights.

Direction Application to network

Parameters  securityContext

A context is agroup of security relevant attributes that may have an influence on the result of the
accessCheck request.

securityDomain

The security domain in which the client application is operating may influence the access control
decisions and the specific set of features that the requestor is entitled to use.

group
A group can be used to define the access rights associated with all clients that belong to that group.
This simplifies the administration of access rights.

serviceAccessTypes

These are defined by the specific Security Model in use but are expected to include: Create, Read,
Update, Delete as well as those specific to SCFs.

Returns serviceAccessControl

Thisisastructure containing the access control policy information controlling access to the SCF,
and the trustL evel that the Home Environment has assigned to the client application. It consists of

» policy: indicates whether access has been granted or denied. If granted then the parameter
trustLevel must aso have avalue.

o trustLevel: ThetrustLevel parameter indicates the trust level that the Home Environment has
assigned to the client application.

Errors
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Method

Direction

Parameters

Returns

Errors

Method

Direction
Parameters

sel ect Service ()

This method is used by the client application to identify the network SCF that the client application
wishesto use.

Application to network

servicel D
Thisidentifies the SCF required.

serviceProperties

Thisisalist of the properties that the SCF should support. These properties (names and values) are
used to initialise the SCF instance for use by the client application.

serviceT oken

Thisisafree format text token returned by the framework, which can be signed as part of a service
agreement. Thiswill contain operator specific information relating to the service level agreement.
The serviceToken has alimited lifetime. If the lifetime of the serviceT oken expires, a method
accepting the serviceToken will return an error code (I NVALI D_Ser vi ce_TOKEN). Service
Tokens will automatically expire if the client or framework invokes the endAccess method on the
other's corresponding access interface.

| NVALI D_SERVI CE_I D
Returned if the servicel D is not recognised by the framework

| NVALI D_SERVI CE_PROPERTY
Returned if a property is not recognised by the framework

si gnSer vi ceAgr eenent () (application to network)

This method is used by the client application to request that the framework sign an agreement on the
SCF, which allows the client application to use the SCF. If the framework agrees, both parties sign
the service agreement, and a reference to the manager interface of the SCF is returned to the client
application.

Application to network

serviceT oken

Thisisthe token returned by the framework in acall to thesel ect Ser vi ce() method. This
token is used to identify the SCF instance requested by the client application.

agreementText

Thisisthe agreement text that is to be signed by the framework using the private key of the
framework.

signingAlgorithm
Thisisthe agorithm used to compute the digital signature.
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Returns

Errors

Method

Direction

Parameters

Returns

Errors

Method

Direction

signatureAndServiceM gr

Thisis areference to a structure containing the digital signature of the framework for the service
agreement, and a reference to the manager interface of the SCF:

» ThedigitalSignature is the signed version of a hash of the service token and agreement text
given by the client application.

e TheserviceMgrinterface is areference to the manager interface for the selected SCF.

| NVALI D_SERVI CE_TCOKEN
Returned if the serviceToken is not recognised by the framework

si gnServi ceAgreenent () (network to application)

This method is used by the framework to request that the client application sign an agreement on the
SCF. It is called in response to the client application calling the selectService() method on the
Access SCF of the framework. The framework provides the service agreement text for the client
application to sign. If the client application agrees, it signs the service agreement, returning its
digital signature to the framework.

Network to application

serviceT oken

Thisisthe token returned by the framework in acall tothesel ect Ser vi ce() method. This
token is used to identify the SCF instance to which this service agreement corresponds. (If the client
application selects many SCFs, it can determine which selected SCF corresponds to the service
agreement by matching the service token.)

agreement T ext

Thisisthe agreement text that is to be signed by the client application using the private key of the
client application.

signingAlgorithm
Thisisthe agorithm used to compute the digital signature.

digitalSignature

The digital Signature is the signed version of a hash of the service token and agreement text given by
the framework.

term nat eSer vi ceAgreenent () (application to network)

This method is used by the client application to terminate a service agreement for the SCF.

Application To Network
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Parameters

Returns

Errors

Method

Direction

Parameters

Returns

Errors

M ethod

Direction
Parameters

Returns
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serviceT oken

Thisisthe token passed back from the framework in aprevioussel ect Ser vi ce() method call.
Thistoken is used to identify the service agreement to be terminated.

terminationText
Thisisthe termination text describes the reason for the termination of the service agreement.

digitalSignature

Thisisasigned version of a hash of the service token and the termination text. The signing
algorithm used is the same as the signing algorithm given when the service agreement was signed
using si gnSer vi ceAgr eenent () .The framework uses this to check that the

t er m nat i onText hasbeen signed by the client. If a match is made, the service agreement is
terminated, otherwise an error is returned.

t er m nat eSer vi ceAgr eement () (network to application)
This method is used by the framework to terminate a service agreement for the SCF.

Network to application

serviceT oken

Thisisthe token passed back from the framework in aprevioussel ect Ser vi ce() method call.
Thistoken is used to identify the service agreement to be terminated.

terminationText
Thisisthe termination text describes the reason for the termination of the service agreement.

digitalSignature

Thisisasigned version of a hash of the service token and the termination text. The signing
algorithm used is the same as the signing algorithm given when the service agreement was signed
using si gnSer vi ceAgr eenent () . The framework usesthisto confirm itsidentity to the client.
The client can check that thet er mi nat i onText has been signed by the framework.

endAccess()

The endAccess operation is used to end the client application’s access session with the framework.
The client requests that its access session be ended. After it isinvoked, the client application will not
longer be authenticated with the framework. The client application will not be able to use the
references to any of the framework SCFs gained during the access session. Any calls to these SCF
interfaces will fail.

Application To Network
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Errors

Method term nateAccess ()

The terminateAccess operation is used to end the client application’ s access session with
the framework (e.g. this may be done if the framework believes the client application is
masquerading as someone else. Using this operation will force the client application to re-
authenticate if it wishes to continue using the framework SCFs.)

After terminateAccess() is invoked, the client application will not longer be authenticated
with the framework. The client application will not be able to use the references to any of
the framework SCFs gained during the access session. Any calls to these interfaces will
fail.

Direction  Network to application

Parameter  terminationText
S Thisis the termination text describes the reason for the termination of the access session.

signingAlgorithm
Thisisthe agorithm used to compute the digital signature.

digitalSignature

Thisisasigned version of a hash of the termination text. The framework uses this to
confirm its identity to the client. The client can check that thet er mi nat i onText has
been signed by the framework.

Returns

Errors

6.2 Discovery

The discovery SCF consists of asingle interface class. Before a network SCF can be discovered, the client application
must know what “types’ of SCFs are supported by the Framework and what “properties’ are applicable to each SCF
type. The listServiceType() method returnsalist of all “ SCF types’ that are currently supported by the framework and
the “describeServiceType()” returns a description of each SCF type. The description of SCF type includes the “ SCF-
specific properties’ that are applicable to each SCF type. Then the client application can discover a specific set of
registered SCFs that belong to a given type and possess the desired “ property values’, using the “ discoverService()
method.

Once the HE-VASP finds out the desired set of SCFs supported by the network, it subscribes (a sub-set of) these SCFs
using the Subscription framework SCF. The HE-V ASP (or the client applicationsin its domain) can find out the set of
SCFsavailabletoit (i.e., the SCFsthat it can use) by invoking “listSubscriberServices()”.

The discovery SCF isinvoked by the HE-VASP or client applications. Its methods are described below.

M ethod di scover Service ()

The discoverService operation is the means by which a client application is able to obtain the 1Ds of
the SCFs that meet its requirements. The client application passesin alist of desired propertiesto
describe the SCF it islooking for, in the form attribute/value pairs for the properties. The client
application also specifies the maximum number of matched responsesit is willing to accept. The
framework must not return more matches than the specified maximum, but it is up to the discretion
of the Framework implementation to choose to return less than the specified maximum. The
discoverService() operation returns a servicel D/Property pair list for those SCFs that match the
desired property list that the client application provided.
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Direction Application to network

Parameters  serviceTypeName

The“ServiceTypeName’ parameter conveys the required SCF type. It is key to the central purpose
of “SCF trading”. By stating an SCF type, the importer implies the SCF type and a domain of
discourse for talking about properties of SCF.

The framework may return an SCF of a subtype of the “type” requested. An SCF sub-type can be
described by the properties of its supertypes.

desiredPropertyList

The “desiredPropertyList” parameter isalist of property name and property value pairs of properties
that the discovered set of SCFs should satisfy. These properties deal with the non-functional and
non-computational aspects of the desired SCF. The property valuesin the desired property list must

”

be logically interpreted as* minimum”, “maximum”, etc. by the framework.

max

The“max” parameter states the maximum number of SCFsthat are to be returned in the
“ServiceList” result.

Returns servicelList :

This parameter gives alist of matching SCFs. Each SCF is characterised by an SCF ID and alist of
property name and property value pairs associated with the SCF.

Errors ILLEGAL_SERVICE_TYPE
Returned of the string representation of the “type” does not obey the rules for SCF type identifiers

UNKNOWN_SERVICE_TYPE

Returned if the “type” is correct syntactically but is not recognised as an SCF type within the
Framework

M ethod | i st ServiceTypes ()

This operation returns the names of all SCF types which are in the repository. The details of the SCF
types can then be obtained using the describeServiceType() method.

Direction Application to network

Parameters
Returns listTypes
The names of the requested SCF types.
Errors
M ethod descri beServi ceType()
This operation lets the caller to obtain the details for a particular SCF type.
Direction Application to network

Parameters pame
The name of the SCF type to be described
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Returns serviceTypeDescription
The description of the specified SCF type. The description provides information about:

» theproperty names associated with the SCF,

» thecorresponding property val ue types,

» the corresponding property mode (mandatory or read only) associated with each SCF property,
» the names of the super types of thistype, and

» whether the typeis currently enabled or disabled.

Errors ILLEGAL_SERVICE_TYPE
Returned of the string representation of the “type” does not obey the rules for SCF type identifiers

UNKNOWN_SERVICE_TYPE

Returned if the “type” is correct syntactically but is not recognised as an SCF type within the
Framework

M ethod | i st Subscri bedServices ()

Returns a list of SCFs so far subscribed by the HE-VASP. The HE-VASP (or the client
applications in the HE-V ASP domain) can obtain alist of subscribed SCFsthat they are allowed to
access.

Direction Application to network

Parameters
Returns servicel DList

Returnsalist of 1Ds of the SCFs subscribed by the HE-V ASP.
Errors

6.3 Integrity Management SCFs

6.3.1 Load Manager

The framework API should alow the load to be distributed across multiple machines and across multiple component
processes, according to aload balancing policy. The separation of the load balancing mechanism and load balancing
policy ensures the flexibility of the load balancing functionality. The load balancing policy identifies what load
balancing rules the framework should follow for the specific client application. It might specify what action the
framework should take as the congestion level changes. For example, some real-time critical applications will want to
make sure continuous service is maintained, below a given congestion level, at al costs, whereas other applications will
be satisfied with disconnecting and trying again later if the congestion level rises. Clearly, the load balancing policy is
related to the QoS level to which the application is subscribed.

The Load Manager SCF consists of a single interface class. Most methods are asynchronous, in that they do not lock a
thread into waiting whilst a transaction performs. In this way, the client machine can handle many more calls, than one
that uses synchronous message calls.

The load management operations do not exchange callback interfaces asit is assumed that the client application has
supplied its Load Management callback interface at the time it obtains the Framework’ s Load Manager SCF, by use of
theobt ai nl nt er f aceW t hCal | back operation on the OSA Access SCF.
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Method

Direction

Parameters

Returns

Errors

Method

Direction

Parameter
S

Returns

Errors

Method

Direction

Parameters

Returns

Errors

Method

Direction

reportLoad()

The client application notifies the framework about its current load level (0,1, or 2) when the load
level on the application has changed.

At level 0 load, the application is performing within its load specifications (i.e. it is hot congested or
overloaded). At level 1 load, the application is overloaded. At level 2 load, the application is severly
overloaded.

Application to network

requester
Specifies the application interface for callbacks.

loadL evel
Specifies the load level for which the application reported.

enabl eLoadCont rol ()

Upon detecting load condition change, (i.e. load level changing from0Oto1,0to 2, 1to0 2
or 2to 1, for the SCFs or framework which has been registered for load control), the
framework enables |oad management activity at the client application based on the policy.

Network to application

loadStatistics
Specifies the new load statistics

di sabl eLoadContr ol ()

After load level of the framework or SCF which has been registered for load control moves back to
normal, framework disables load control activity at the client application based on policy.

Network to application

Servicel Ds

Specifies the framework and SCFs for which the load has changed to normal. The servicelDsis null
to specify the framework only.

resunmeNoti fication()

Resume the notification from an application for its load status after the detection of load level
change at the framework and the eval uation of the load balancing policy.

Network to application
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Returns

Errors

Method

Direction
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Errors

Method

ETSI TS 123 127 V3.0.0 (2000-03)

suspendNotification()

Suspend the notification from an application for its load status after the detection of load level
change at the framework and the eval uation of the load balancing policy.

Network to application

queryLoadReq ()

The client application requests load statistic records for the framework and specified SCFs.

Application to Network

requester
Specifies the application interface for callbacks.

servicel Ds

Specifies the framework, SCFs or applications for which the load statistics shall be reported. The
servicelDsisnul | for framework load statistics only.

timelnterval
Specifies the time interval within which the load statistics are generated.

guer yLoadRes()
Returns load statistics to the application which regquested the information.

Network to application

loadStatistics
Specifies the framework-supplied load statistics.

quer yLoadErr ()

Returns an error code to the application that requested |oad statistics.
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Direction

Parameters

Returns

Errors

Method

Direction

Parameters

Returns

Errors

Method

Direction

Parameters

Returns

Errors

Method

Direction

Parameters

Returns

Errors

Method

Network to application

loadStatisticsError
Specifies the framework-supplied error code.

guer yAppLoadReq()

The framework requests for load statistic records produced by a specified application.

Network to application

servicel Ds
Specifies the SCFs or applications for which the load statistics shall be reported.

timel nterval
Specifies the time interval within which the load statistics are generated.

guer yAppLoadRes ()
Report load statistics back to the framework that requested the information.
Application to network

loadStatistics
Specifies the load statisticsin the application.

qgquer yAppLoadErr ()

Return an error response to the framework that requested the application’s load statistics
information.

Application to network

loadStatisticsError
Specifies the error code associated with the failed attempt to retrieve the application’s load statistics.

regi sterLoadControl ler ()

Register the client application for load management under various load conditions.
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Returns
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Application to network

requester
Specifies the application interface for callbacks.

servicel Ds

Specifies the framework and SCFs to be registered for load control. To register for framework load
control only, theser vi cel Ds isnull.

unr egi st er LoadControl l er ()
Unregister the client application for load management.
Application to network

requester
Specifies the application interface for callbacks.

servicel Ds
Specifies the framework or SCFs to be unregistered for load contral.

resunmeNotification ()

Resume load management notifications to the application for the framework and specified SCFs
after their load condition changes.

Application to network

servicel Ds

Specifies the framework and SCFs for which notifications are to be resumed. The servicelDsis null
to resume notifications for the framework only.

suspendNotification()

Suspend load management notifications to the application for the framework and specified SCFs,
while the application handles a temporary load condition.

Application to network

servicel Ds

Specifies the framework and SCFs for which notifications are to be suspended. The servicelDsis
null to suspend notifications for the framework only.
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Errors
6.3.2 Fault Manager

This SCF is used by the application to inform the framework of events which affect the integrity of the framework and

SCFs, and to request information about the integrity of the system.

It consists of asingle interface class, with the following methods.

Method

Direction

Parameters

Returns

Errors

Method

Direction

Parameters

Returns

Errors

Method

activityTest Req()

This method may be used by the application to test that the framework or an SCF is operational. On
receipt of thisrequest, the framework must carry out atest on the specified SCF or the framework
itself to check that it is operating correctly and report the test result.

Application to network

activityTestID

Theidentifier provided by the client application to correlate the response (when it arrives) with this
request.

svclD

This parameter identifies which SCF the client application is requesting the activity test to be done
for. A null value denotes that the activity test is being requested for the framework.

applD

This parameter identifies which client application is requesting the activity test, and therefore which
application to send the result to.

activityTest Res()

The framework returns the result of the activity test in this method, along with atest identifier to
allow correlation of result to request within the client application.

Network to application

activityTestID

Theidentifier provided by the client (in the request), to correlate this response with the original
request.

activityTestResult
The result of the activity test.

appActivityTestReq ()

This method isinvoked by the framework to request that the client application carries out an activity
test to check that isit operating correctly.
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Direction

Parameters

Returns

Errors

Method

Direction

Parameters

Returns

Errors

Method

Direction
Parameters

Returns

Errors

Method

Direction

Parameters

Returns

Errors

Network to application

activityTestID

Theidentifier provided by the client (in the request), to correlate this response with the original
request.

appActivityTestRes ()

This method is used by the client application to return the result of a previously requested activity
test.

Application to network

activityTestID

Theidentifier is used by the framework to correlate this response (when it arrives) with the original
request.

activityTestResult
Theresult of the activity test.

f wFaul t Reportind ()

This method is invoked by the framework to notify the client application of afailure within the
framework. The client application must not continue to use the framework until it has recovered (as
indicated by af wFaul t Recover yl nd).

Network to application

fault
Specifies the fault that has been detected.

f wFaul t Recoveryl nd ()

This method is invoked by the framework to notify the client application that a previoudly reported
fault has been rectified.

Network to application

fault
Specifies the fault from which the framework has recovered.
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Errors

Method

Direction
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svcUnavai |l abl el nd ()

This method is used by the client application to inform the framework that it can no longer use the
indicated SCF (either due to afailure in the client application or in the SCF). On receipt of this
request, the framework should take the appropriate corrective action. The framework assumes that
the session between this client application and instance SCF isto be closed and updates its own
records appropriately as well as attempting to inform the SCF instance and/or its administrator. If
the client application then tries to continue the use of this session it should be returned an error.

Application to network
servicel D

Theidentity of the SCF which can no longer be used.

applD
Theidentity of the application sending the indication.

svcUnavai | abl el nd ()

This method is used by the framework to inform the client application that it can no longer use the
indicated SCF due to afailure in the SCF. On receipt of thisrequest, the client application must act
to reset its use of the specified SCF (using the normal mechanisms such as the discovery and
authentication interfaces to stop use of this SCF instance and begin use of a different SCF instance).

Network to application

servicel D
Theidentity of the SCF which can no longer be used.

reason
The reason why the SCF is no longer available.

genFaul t St at sRecor dReq ()

This method is used by the application to solicit fault statistics from the framework. On receipt of
this request, the framework must produce afault statistics record, which is returned to the client
application. The fault statistics record must contain information about faults relating to the SCFs
specifiedintheser vi cel DLi st parameter, during the specified period.

Application to Network
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Parameters  timePeriod

The period over which the fault statistics are to be generated. A null value leaves thisto the
discretion of the framework.

servicelDList

This parameter lists the SCFs that the application would like to have included in the genera fault
statistics record. If the application would like the framework fault statistics to be included it should
include the NULL servicel D.

applD
This parameter identifies which client application is requesting the statistics record, and therefore
which application to send the record to.

Returns

Errors

Method genFaul t St at sRecor dRes ()

This method is used by the framework to provide fault statistics to a client application in response to
agenFaul t St at sRecor dReq.

Direction Network to application

Parameters faultStatistics
The fault statistics record.

servicel DList

This parameter lists the SCFs that have been included in the general fault statistics record. The
framework is denoted by the NULL servicel D.

7 Network service capability features

The service capability features provided to the application by service capabilities servers to enable access to network
resources.

Note: when the direction of amethod in an interface classis “application to network”, this means that the method is
invoked from the application to an SCSresiding on the network side of the OSA interface.

7.1 Call Control

The Call control network service capability feature consists of two interface classes:
1. Call manager, containing management function for call related issues
2. Cadll, containing methods to control acall

A call can be controlled by one Call Manager only. A Call Manager can control several calls..

Call 1 n Call
Manager

Figure 6 Call control classes usage relationship
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The Call Control service capability features are described in terms of the methods in the Call Control interface classes.
Table 1 gives an overview of the Call Control methods and to which interface classes these methods belong.

Table 1: Overview of Call Control interface classes and their methods

CallM anager

Call

enableCallNotification

routeCall ToDestination_Req

disableCalINotification

routeCall ToDestination _Res

callNotificationTerminated

routeCall ToDestination Err

callEventNotify release

callAborted deassignCall

callNotificationTerminated | getCallinfo_Req
getCallinfo_Res

getCallinfo_Err

superviseCall_Req
SuperviseCall_Res
superviseCall_Err
callFaultDetected
setAdviceOfCharge
setCall ChargePlan

7.1.1 Call Manager

The generic call manager interface class provides the management functions to the generic call Service Capability
Features. The application programmer can use thisinterface classto create call objects and to enable or disable call-
related event notifications.

M ethod enabl eCal | Noti fication()
This method is used to enable call notifications to be sent to the application.

Direction Application to network

Parameters  appinterface

If this parameter is set (i.e. not NULL) it specifies areference to the application interface, which is
used for callbacks. If set to NULL, the application interface defaults to the interface specified viathe
set Cal | back() method.

eventCriteria
Specifies the event specific criteria used by the application to define the event required. Examples of

"

events are “incoming call attempt reported by network”, “answer”, “no answer”, “busy”.

Returns assignment| D

Specifies the ID assigned by the generic call control manager object for this newly-enabled event
notification.
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Errors USER_NOT_SUBSCRIBED
Returned if the end-user is not subscribed to the application

APPLICATION_NOT_ACTIVATED
Returned if the end-user has de-activated the application

USER_PRIVACY_VIOLATION
Returned if the requests violates the end-user’ s privacy setting

Method di sabl eCal | Noti fication()
This method is used by the application to disable call notifications.

Direction Application to network

Parameters  eventCriteria

Specifies the event specific criteria used by the application to define the event to be disabled.

Examples of events are “incoming call attempt reported by network”, “answer”, “no answer”,
“busy”.

assignmentlID

Specifies the assignment 1D given by the generic call control manager objectwhen the previous
enabl eNoti fication() wascalled.

Returns -
Errors I NVALI D_ASSI GNVENTI D
Returned if the assignment ID does not correspond to one of the valid assignment Ids.

M ethod cal | Event Noti fy()
This method natifies the application of the arrival of a call-related event.

Direction Network to application

Parameters callReference
Specifies the reference to the call object to which the notification relates.

eventlnfo

Specifies data associated with this event. These data include originatingAddress,
original DestinationAddress, redirectingAddress and Applnfo (see for more explanation on these
datather out eCal | ToDest i nati on() method).

assignmentl D

Specifies the assignment id which was returned by the enabl eNot i fi cati on() method. The
application can use assignment | Dto associate events with event-specific criteria and to act
accordingly.

applnterface
Specifies areference to the application object which implements the callback interface for the new
cal.

Returns -
Errors -
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Method

Direction
Parameters

Returns

Errors

Method

Direction

Parameters

Returns
Errors

7.1.2

cal | Aborted()

This method indicates to the application that the call object has aborted or terminated abnormally.
No further communication will be possible between the call object and the application.

Network to application

call
Specifies the call object that has aborted or terminated abnormally.

callSessionl D
Specifies the call session ID of the call that has aborted or terminated abnormally.

cal | NotificationTerm nated()

This method indicates to the application that all event notifications have been terminated (for
example, due to faults detected).

Network to application

Call

The generic call interface class provides a structure to allow simple and complex call behaviour to be used.

Method

Direction

rout eCal | ToDesti nati on_Req()

This asynchronous method requests routing of the call (and inherently attached parties) to the
destination party (specified in the parameter Tar get Addr ess). The destination party is attached
to the call viaapassive leg. This means that the call is not automatically released if the destination
party disconnects from the call; only the leg with which the destination party was attached to the call
isreleased in that case. .

Application to network
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Parameters callSessioniD
Specifies the call session ID of the call.

responseRequested
Specifies the set of observed eventsthat will resultina r out eCal | ToDesti nati on_Res()
being generated.

targetAddress
Specifies the destination party to which the call should be routed.

originatingAddress
Specifies the address of the originating (calling) party.

originalDestinationAddress

Specifies the origina destination address of the call, i.e. the address as specified by the originating
party. This parameter should be equal to theor i gi nal Dest i nat i onAddr ess asreceived by
the applicationinthe event | nf o parameter of thecal | Event Not i fy method.

redirectingAddress
Specifies the last address from which the call was redirected.

applnfo

Specifies application-related information pertinent to the call (such as alerting method, tele-service
type, serviceidentities and interaction indicators).

assignmentID
Specifies the ID assigned by the network SCS. The same ID will be returned in the
routeCall ToDestinationRes or Err. This alows the application to correlate the request and the result.

Returns -
Errors USER_NOT_SUBSCRIBED
Returned if the end-user is not subscribed to the application
APPLICATION_NOT_ACTIVATED
Returned if the end-user has de-activated the application
USER_PRIVACY_VIOLATION
Returned if the requests violates the end-user’ s privacy setting
M ethod rout eCal | ToDesti nati on_Res()

This asynchronous method indicates that the request to route the call to the destination was
successful, and indicates the response of the destination party (for example, the call was answered,
not answered, refused due to busy, etc.).

Direction Network to application
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Method

Direction
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callSession| D
Specifies the call session ID of the call.

eventReport

Specifies the result of the request to route the call to the destination party. It also includes the mode
that the call object isinand other related information.

rout eCal | ToDestination Err()

This asynchronous method indicates that the request to route the call to the destination party was
unsuccessful - the call could not be routed to the destination party (for example, the network was
unable to route the call, the parameters were incorrect, the request was refused, etc.).

Network to application
callSessionl D
Specifies the call session 1D of the call.

errorindication
Specifies the error which led to the original request failing.

rel ease()

This method requests the release of the call and associated objects.
Application to network

callSessionl D

Specifies the call session 1D of the call.

cause
Specifies the cause of the release.

deassi gnCal | ()

This method requests that the relationship between the application and the call and associated object
be de-assigned. It leaves the call in progress, however, it purges the specified call object so that the
application has no further control of call processing. If acall isde-assigned that has event reports or
call information reports requested, then these reports will be disabled and any related information
discarded.

Application to network
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Parameters

Returns
Errors

Method

Direction

Parameters

Returns

Errors

Method

Direction
Parameters

Returns

Errors

Method

Direction

callSession| D
Specifies the call session ID of the call.

getCal I I nfo_Req()

This asynchronous method requests information associated with the call to be provided at the
appropriate time (for example, to calculate charging). This method must be invoked before the call
isrouted to atarget address. The call object will exist after the call is ended if informationis
reguired to be sent to the application at the end of the call. The call information will be sent after
any call event reports.

Note: At the end of the call, the call information must be sent before the call is deleted.
Application to network

callSession| D
Specifies the call session ID of the call.

calllnfoRequested
Specifies the call information that is requested.

getCal I I nfo_Res()

This asynchronous method reports all the necessary information requested by the application, for
example to calculate charging.

Network to application

callSession| D
Specifies the call session 1D of the call.

calllnfoReport
Specifies the call information requested.

getCallInfo_Err()

This asynchronous method reports that the original request was erroneous, or resulted in an error
condition.

Network to application
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Parameters

Returns
Errors

Method

Direction
Parameters

Returns

Errors

Method

Direction

Parameters

callSession| D
Specifies the call session ID of the call.

errorindication
Specifies the error which led to the original request failing.

supervi seCal | _Req()

The application calls this method to supervise a call. The application can set a granted connection
time for this call. If an application calls this function before it callsa

rout eCal | ToDesti nati on_Req() orauser interaction function the time measurement will
start as soon as the call is answered by the B-party or the user interaction system.

Application to network

callSessionl D

Specifies the call session 1D of the call.
time

Specifiesthe granted time in milliseconds for the connection. When specified as 0, volume
based supervision isapplied. Either bytes (volume) or time should be specified.treatment

Specifies how the network should react after the granted connection time expired.

bytes
Specifies the granted number of bytesthat can be transmitted for the connection. When the quantity

is specified as 0, time based supervision is applied. Either bytes (volume) or time should be
specified.

supervi seCal |l _Res()

This asynchronous method reports a call supervision event to the application.

Network to application

callSessionl D
Specifies the call session 1D of the call.

report
Specifies the situation, which triggered the sending of the call supervision response.

usedTime
Specifies the used time for the call supervision (in milliseconds).

usedVolume
Specifies the used volume for the call supervision (in the same units as specified in the request).
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Returns

Errors

Method

Direction

Parameters

Returns
Errors

Method

Direction

Parameters

Returns

Errors

Method

Direction

Parameters

Returns
Errors

superviseCall _Err()
This asynchronous method reports a call supervision error to the application.
Network to application

callSessionl D
Specifies the call session 1D of the call.

errorindication
Specifies the error which led to the original request failing.

cal | Faul t Det ect ed()
This method indicates to the application that a fault has been detected in the call.
Network to application

callSession| D
Specifies the call session ID of the call object in which the fault has been detected.

fault
Specifies the fault that has been detected.

set Advi ceOr Char ge()

This method allows the application to the charging information that will be send to the end-users
handset.

Application to network

callSessionl D
Specifies the call session 1D of the call.

aOClinfo
Specifies two sets of Advice of Charge parameter according to GSM

tariffSwitch
Specifies the tariff switch that signifies when the second set of AoC parameters becomes valid.
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M ethod set Cal | Char gePl an()
Allows an application to include charging information in network generated CDR.
Direction Application to network

Parameters callSessionID
Specifies the call session ID of the call.

callDetailRecor dInfo
Free Format string containing the application specific charging information

Returns -
Errors -

7.1.2.1 Sequence Diagrams

The following section will describe some scenarios to illustrate the use of the methods described above.

7.1.2.2 Enable Call notification

Thefirst task to perform in order to allow applications to provide call control related servicesto certain usersisto
enable call-related events for these usersto trigger the application. Thisis done with the method
enabl eCal | Notification().

Application CallControlManager H Call ‘

1: enableCallNatification( )

e

fﬂ

Figure 7. Enable call notification

7.1.2.3 Number translation
The example in figure 8 shows a simple number tranglation application.

After the call istriggered (according to the criteriain apreviousenabl eCal | Noti fi cati on() ), the SCS notifies
the application withan event Cal | Not i f y() message. This allows the application to perform the needed actions
and continue the call set-up viaar out eCal | ToDest i nati on_Req() message. The SCS relays the result of the
call set-up (both positive and negative) to the application, which ends after that.
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Application CallControlManager H Call
1

1
2: callEventNotify( ) H

3:'translate number’
= 1

4. setCallback()

5: routeCallToDestination_Req()

7: routeCallToDestination_Res()

Akleh Tk — e e—_

Figure 8: Simple number translation

7.1.2.4 Call barring

The next example (Figure 9) shows how a call barring application can be implemented:

Application CallControlManager H call H UliCall

2: callEventNotify()

3:setCallback()

]
4: setCallback()
1
5:sendInfoAndCollect()
6: sendIinfoAndCollect_Res() /If

7: routeCallToDestingtion_Req()

S e e e I

8: routeCallToDestination_Res() ﬂf

Figure 9: Call barring application

7.1.2.5 Pre-paid with advice of charge

The next example shows how a pre-paid application can be implemented:
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With a pre-paid application it is the application that will determine the charging for the call. This means that the
application will hold the whole tariffing scheme needed and needs to control the whole call. For the call shown the
following conditions apply:

- ltisalongcall
- Two tariff changes take place during the call.

- Theapplication will inform the user about the applicable charging (the methods needed for this are described in
section 7.5.2).

After the application has been triggered, it sends a superviseCall_Req() message indicating that the application will be
responsible for charging the call. Before the call is be routed to the requested destination(5), the application sends the
allowed time for the call (4) and informs the user about the charging applicable (using the Advice of Charge
functionality in the core network) for this call (3). The sent information consists of two sets of AoC information and a
tariff switch. The application will be notified via the superviseCall_Res() message if the tariff switch expired during the
supervised period. This alows the application to send a new set of AoC information and a new tariff switch.

The application is notified of the expiration of the allowed time (7) and determinesif the user has enough account left to
continue with the call.

1 If thereisenough account |eft a new time slot is allowed

2 Isthere not enough account, the user will be notified and the call terminated after some time in order to alow the
user to finish the call gracioudly.
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CallControlManager H

UlCall

O
2]

1: enableCallNotification()

—

2: callEventNotify()

3: setAdviceOfCharge()

4: superviseCall_Req()

5: routeCallToDestination_Req()

6: routeCallToDestination_Res()

7:superviseCall_Res()

8: superviseCall_Req()

9: superviseCall_Res()

)—‘_,r:

10: setAdviceOfCharge()

11: superviseCall_Req()

12: superviseCall_Res()

13: sendInfo_Req()

14: sendInfo_Res()

15: superviseCall_Req()

16: superviseCall_Res()

17: release()

Figure 10: Pre-paid with AoC
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7.2 Network User Location

The Network User Location service capability feature provides terminal location information, based on network-rel ated
information, such asa VLR Number, Location Area Identification, or Cell Global Identification. It may also provide
geographical location information, if the network is able to support the corresponding capability.

It consists of a single interface class, permitting an application to perform the following:
- User location requests.
- Requestsfor starting (or stopping) the generation by the network of periodic user location reports.

- Requests for starting (or stopping) the generation by the network of user location reports based on location
changes.

M ethod | ocati onReport Req()

Request for mobile-related location information on one or several users.

Direction Application to network

Parameters  appL ocationCamel

If this parameter is set (i.e. not NULL) it specifies areference to the application
interface, which is used for callbacks. If set to NULL, the application interface defaults
to the interface specified viathe obt ai nl nt er f ace() method (refer to
Authentication interface).

users
Specifies the user(s) for which the location shall be reported.

Returns assignmentld
Specifies the assignment ID of the location-report request.

Errors INVALID_PARAMETER_VALUE
A method parameter has an invalid value.

NO_CALLBACK_ADDRESS SET
The requested method has been refused, because no callback addressis set.

RESOURCES_UNAVAILABLE
The required resourcesin the network are not available.

The application may try to invoke the method at alater time.

USER_NOT_SUBSCRIBED
Returned if the end-user is not subscribed to the application

APPLICATION_NOT_ACTIVATED
Returned if the end-user has de-activated the application

USER_PRIVACY_VIOLATION
Returned if the requests violates the end-user’ s privacy setting
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Method

Direction

Parameters

Returns

Errors

Method

Direction
Parameters

Returns

Errors

Method

Direction

| ocati onReport Res()

Delivery of amobile location report. The report is containing mobile-related location

information for one or several users.

Network to application

assignmentld
Specifies the assignment 1D of the location-report request.

locations
Specifies the location(s) of one or several users.

INVALID_PARAMETER_VALUE
A method parameter has an invalid value.

INVALID_ASSIGNMENT_ID
The assignment 1D does not correspond to one of avalid assignment.

| ocati onReportErr ()
This method indicates that the location report request has failed.

Network to application

assignmentld
Specifies the assignment 1D of the failed location report request.

cause
Specifies the error that led to the failure.

diagnostic
Specifies additional information about the error that led to the failure

peri odi cLocati onReportingStartReq()

Request for periodic mobile location reports on one or several users.

Application to network
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Parameters  gppLocation

If this parameter is set (i.e. not NULL) it specifies areference to the application
interface, which is used for callbacks. If set to NULL, the application interface defaults
to the interface specified viathe obt ai nl nt er f ace() method (refer to
Authentication interface).

users
Specifies the user(s) for which the location shall be reported.

reportingl nterval
Specifies the requested interval in seconds between the reports.

Returns assignmentld
Specifies the assignment 1D of the periodic |ocation-reporting regquest.

Errors INVALID_PARAMETER_VALUE
A method parameter has an invalid value.

NO_CALLBACK_ADDRESS SET
The requested method has been refused, because no callback addressis set.

RESOURCES UNAVAILABLE

The required resourcesin the network are not available.
The application may try to invoke the method at alater time.

USER_NOT_SUBSCRIBED
Returned if the end-user is not subscribed to the application

APPLICATION_NOT_ACTIVATED
Returned if the end-user has de-activated the application

USER_PRIVACY_VIOLATION
Returned if the requests violates the end-user’ s privacy setting

Method peri odi cLocati onReporti ngStop()
This method stops the sending of periodic mobile location reports for one or several
USers.

Direction Application to network

Parameters  gopRequest

Specifies how the assignment shall be stopped, i.e. if whole or just parts of the
assignment should be stopped.

Returns

Errors INVALID_ASSIGNMENT _ID
The assignment 1D does not correspond to one of avalid assignment.
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Method

Direction
Parameters

Returns

Errors

Method

Direction

Parameters

Returns

Errors

Method

Direction

peri odi cLocati onReport ()

Periodic delivery of mobile location reports. The reports are containing mobile-related
location information for one or severa users.

Network to application

assignmentld
Specifies the assignment 1D of the periodic |ocation-reporting request.

locations
Specifies the location(s) of one or several users.

INVALID_PARAMETER_VALUE
A method parameter has an invalid value.

INVALID_ASSIGNMENT_ID
The assignment 1D does not correspond to one of avalid assignment.

peri odi cLocati onReportErr()

This method indicates that a requested periodic location report has failed. Note that
errors only concerning individual users are reported in the ordinary
periodicL ocationReport() message.

Network to application

assignmentld
Specifies the assignment 1D of the failed periodic location reporting start request.

cause
Specifies the error that led to the failure.

diagnostic
Specifies additional information about the error that led to the failure.

triggeredLocati onReportingStartReq()

Request for user location reports, containing mobile related information, when the
location is changed (the report istriggered by the location change, e.g. change of VLR
number, change of Global Cell Identification).

Application to network
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Parameters

Returns

Errors

Method

Direction
Parameters

Returns

Errors

appL ocation

If this parameter is set (i.e. not NULL) it specifies areference to the application
interface, which is used for callbacks. If set to NULL, the application interface defaults
to the interface specified viathe obt ai nl nt er f ace() method (refer to
Authentication interface).

users
Specifies the user(s) for which the location shall be reported.

triggers
Specifies the trigger conditions.

assignmentld
Specifies the assignment 1D of the triggered location-reporting request.

INVALID_PARAMETER_VALUE
A method parameter has an invalid value.

NO_CALLBACK_ADDRESS SET
The requested method has been refused, because no callback addressis set.

RESOURCES UNAVAILABLE

The required resourcesin the network are not available.
The application may try to invoke the method at alater time.

USER_NOT_SUBSCRIBED
Returned if the end-user is not subscribed to the application

APPLICATION_NOT_ACTIVATED
Returned if the end-user has de-activated the application

USER_PRIVACY_VIOLATION
Returned if the requests violates the end-user’ s privacy setting

triggeredLocati onReportingStop()
Request that triggered mobile location reporting should stop.
Application to network

stopRequest

Specifies how the assignment shall be stopped, i.e. if whole or just parts of the
assignment should be stopped.

INVALID_ASSIGNMENT_ID
The assignment 1D does not correspond to one of avalid assignment
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Method

Direction

Parameters

Returns

Errors

Method

Direction

Parameters

Returns

Errors

triggeredLocati onReport ()

Delivery of areport that is indicating that one or several user's mobile location has
changed.

Network to application

assignmentld
Specifies the assignment 1D of the triggered location-reporting request.

location
Specifies the location of the user.

criterion
Specifies the criterion that triggered the report.

INVALID_PARAMETER_VALUE
A method parameter has an invalid value.

INVALID_ASSIGNMENT_ID
The assignment 1D does not correspond to one of avalid assignment.

triggeredLocati onReportErr()

This method indicates that a requested triggered location report has failed. Note that
errors only concerning individual users are reported in the ordinary

triggeredL ocationReport() message.

Network to application

assignmentld
Specifies the assignment 1D of the failed triggered location reporting start request.

cause
Specifies the error that led to the failure.

diagnostic
Specifies additional information about the error that led to the failure.
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7.3 User Status

The User Status service capability feature provides general user status monitoring. It allows applications to obtain the
status of the user’ sterminal. It consists of asingle interface class.

M ethod st at usReport Req()

Request for areport on the status of one or several users.

Direction Application to network

Parameters appStatus

If this parameter is set (i.e. not NULL) it specifies areference to the application
interface, which is used for callbacks. If set to NULL, the application interface defaults
to the interface specified viathe obt ai nl nt er f ace() method (refer to
Authentication interface).

users
Specifies the user(s) for which the status shall be reported.

Returns assignment!d
Specifies the assignment 1D of the status-report request.

Errors INVALID_PARAMETER_VALUE
A method parameter has an invalid value.

NO_CALLBACK_ADDRESS SET
The requested method has been refused, because no callback addressis set.

RESOURCES UNAVAILABLE

The required resourcesin the network are not available.
The application may try to invoke the method at alater time.

USER_NOT_SUBSCRIBED
Returned if the end-user is not subscribed to the application

APPLICATION_NOT_ACTIVATED
Returned if the end-user has de-activated the application

USER_PRIVACY_VIOLATION
Returned if the requests violates the end-user’s privacy setting

Method st at usReport Res()

Delivery of areport, that is containing one or several user's status.

Direction Network to application

Parameters  assignmentid
Specifies the assignment 1D of the status-report request.

status
Specifies the status of one or several users.
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Returns )
Errors INVALID_PARAMETER_VALUE
A method parameter has an invalid value.
INVALID_ASSIGNMENT_ID
The assignment 1D does not correspond to one of avalid assignment.
M ethod statusReport Err ()
This method indicates that the status report request has failed.
Direction Network to application

Parameters  assignmentid
Specifies the assignment 1D of the failed status report request.

cause
Specifies the error that led to the failure.

diagnostic
Specifies additional information about the error that led to the failure.
Returns )

Errors

M ethod triggeredStatusReporti ngStart Req()

Request for triggered status reports when one or several user's status is changed. The
user status SCF will send a report when the status changes.

Direction Application to network

Parameters appStatus

If this parameter is set (i.e. not NULL) it specifies areference to the application
interface, which is used for callbacks. If set to NULL, the application interface defaults
to the interface specified viathe obt ai nl nt er f ace() method (refer to
Authentication interface).

users
Specifies the user(s) for which the status changes shall be reported.

Returns assignment!d
Specifies the assignment 1D of the triggered status-reporting request.
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Errors INVALID_PARAMETER_VALUE
A method parameter has an invalid value.

NO_CALLBACK_ADDRESS SET
The requested method has been refused, because no callback addressis set.

RESOURCES UNAVAILABLE

The required resourcesin the network are not available.
The application may try to invoke the method at alater time.

USER_NOT_SUBSCRIBED
Returned if the end-user is not subscribed to the application

APPLICATION_NOT_ACTIVATED
Returned if the end-user has de-activated the application

USER_PRIVACY_VIOLATION
Returned if the requests violates the end-user’ s privacy setting

M ethod triggeredStatusReportingStop()

This method stops the sending of status reports for one or several users.

Direction Application to network

Parameters  gopRequest

Specifies how the assignment shall be stopped, i.e. if whole or just parts of the
assignment should be stopped.

Returns )

Errors INVALID_ASSIGNMENT _ID
The assignment 1D does not correspond to one of avalid assignment.

M ethod triggeredSt at usReport ()
Delivery of areport that isindicating that a user's status has changed.

Direction Network to application

Parameters  assignmentid
Specifies the assignment 1D of the triggered status-reporting request.

status
Specifies the status of the user.

Returns )
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Errors INVALID_PARAMETER_VALUE
A method parameter has an invalid value.

INVALID_ASSIGNMENT_ID
The assignment 1D does not correspond to one of avalid assignment.

M ethod triggeredStatusReportErr ()

This method indicates that a requested triggered status reporting has failed. Note that
errors only concerning individual users are reported in the ordinary
triggeredStatusReport() message.

Direction Network to application

Parameters  assignmentid
Specifies the assignment 1D of the failed triggered status reporting start request.

cause
Specifies the error that led to the failure.

diagnostic
Specifies additional information about the error that led to the failure.

Returns )

Errors

7.4 Terminal Capabilities

It shall be possible for a application to request Terminal Capabilities as defined by MEXE [3]. The terminal capabilities
are provided by a MEXE compliant terminal to the MEXE Service Environment either on request or by the terminal
itself.

Terminal Capabilities are available only after a Capability negotiation has previously taken place between the user’s
MEXE terminal and the MEXE Service environment as specified in [3].

Note: for Release 99 only WAP MEXE devices can supply terminal capabilities.

The Terminal Capabilities service capability feature is supported by a unique interface class, which consists of the
following method.

The Terminal Capabilities service capability feature is supported by a unique interface class, which consists of the
following method.

M ethod get Ter m nal Capabilities()
This method is used by an application to get the capabilities of a user’sterminal.
Direction Application to Network
Parameters terminall dentity
Identifies the terminal. It may be alogical address known by the WAP
Gateway/PushProxy.
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Returns statusCode
Indicates whether or not the terminal capabilities are available.

terminalCapabilities

Specifies the latest available capabilities of the user’sterminal.

Thisinformation, if available, is returned as CC/PP headers as specified in W3C [12]
and adopted in the WAP UAProf specification [13]. It contains URLSs; terminal
attributes and values, in RDF format; or a combination of both.

Errors -

7.5 Message Transfer

75.1 Generic User Interaction

The Generic User Interaction service capability feature is used by applications to interact with end users. It consists of
two interface classes:

1. User Interaction Manager, contai ning management functions for User Interaction related issues
2. Generic User Interaction, containing methods to interact with an end-user

The Generic User Interaction service capability feature is described in terms of the methods in the Generic User
Interaction interface classes.

The following table gives an overview of the Generic User Interaction methods and to which interface classes these
methods belong.

Table 2: Overview of Generic User Interaction interface classes and their methods

User Interaction M anager Generic User Interaction
createUl sendinfoReq
createUI Call sendinfoRes
enableUINotification sendInfoErr
disableUINotification sendinfoAndCollectReq
userInteractionEventNotify sendlnfoAndCollectRes
userlnteractionAborted sendlnfoAndCollectErr
release
user| nteractionFaultDetected

7.5.1.1 User Interaction Manager
Inherits from the generic service interface.

The User Interaction Manager interface class provides the management functions to the User Interaction classinterface.

M ethod createUl ()
This method is used to create a new (non call related) user interaction object.
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Direction Application to network

Parameters  gppul

Specifies the application interface for callbacks from the user interaction created.

user Address
Indicates the end-user whom to interact with

Returns user I nteraction
Specifies the interface and sessionl D of the user interaction created.

Errors USER_NOT_SUBSCRIBED
Returned if the end-user is not subscribed to the application

APPLICATION_NOT_ACTIVATED
Returned if the end-user has de-activated the application

USER_PRIVACY_VIOLATION
Returned if the requests violates the end-user’ s privacy setting

Method createUl Cal | ()
This method is used to create a new call related user interaction object.

The user interaction can take place to the specified party (user Adr ess) or to al partiesin acall
(callldentifier).Onlyoneofcal |l Il dentifier oruser Adress may be defined (the
other should be set to NULL).

Note that for certain implementations user interaction can only be performed towards the controlling
call party, which shall be the only party in the call.

Direction Application to network

Parameters  gppul

Specifies the application interface for callbacks from the user interaction created.

calll dentifier
Specifies the call interface and session ID of the call associated with the send info operation.

callL egl dentifier
Indicates the end-user whom to interact with

Returns user I nteraction
Specifies the interface and sessionl D of the user interaction created.

Errors
Method enabl eUl Noti fication()

This method is used to enable the reception of user initiated user interaction.

Direction Application to network
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Parameters  appinterface

If this parameter is set (i.e. not NULL) it specifies areference to the application interface, which is
used for callbacks. If set to NULL, the application interface defaults to the interface specified viathe
set Cal | back() method.

eventCriteria

Specifies the event specific criteria used by the application to define the event required, like user
address and service code.

Returns assignment| D
Specifiesthe ID assigned for this newly-enabled event notification.

Errors

M ethod di sabl eUl Noti fication()
This method allows the application to remove notification for Ul related actions previously set.

Direction Application to network

Parameters  assignment!D

Specifies the assignment 1D given by the user interaction manager interface when the previous
enabl eNoti ficati on() wascaled. If theassignment ID does not correspond to one of the
valid assignment 1Ds, the framework will return an error code.

Returns

Errors

M ethod userl nteracti onEvent Noti fy()

This method notifies the application of a user initiated request for user interaction.

Dir ection Network to Application

Parameters i
Specifies the reference to the interface and the sessionl D to which the notification relates.

eventlnfo
Specifies data associated with this event.

assignmentl D

Specifies the assignment id which was returned by the enabl eNot i fi cati on() method. The
application can use assignment id to associate events with event specific criteria and to act
accordingly.

Returns appl nterface
Specifies the application interface for callbacks from the user interaction created.

Errors
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M ethod user | nteracti onAborted()

This method indicates to the application that the User Interaction SCF instance has terminated or
closed abnormally. No further communication will be possible between the User Interaction SCF
instance and application.

Dir ection Network to Application
Parameters  yserinteraction

Specifies the interface and sessionl D of the user interaction SCF that has terminated.
Returns

Errors

75.1.2 Generic User Interaction

Inherits from the generic service interface. The Generic User Interaction interface class provides functions to send
information or datato, or gather information from, the user (or call party). The information to send can be an
announcement or atext. The data downloaded in the terminal is specified by aURL.

M ethod sendl nf oReq()
This asynchronous method sends information to the user.
Direction Application to Network

Parameters  yser|nteractionSession D
Specifies the user interaction session ID of the user interaction.

info

Specifies the information to send to the user. Thisinformation can be:
- an infol D, identifying pre-defined information to be send (announcement and/or text);
- agtring, defining the text to be sent;

- aURL , identifying pre-defined information or datato be sent to or downloaded into the
terminal

variablel nfo
Defines the variable part of the information to send to the user.

repeatl ndicator

Defines how many times the information shall be send to the end-user. In the case of acall related
user interaction, avalue of zero (0) indicates that the announcement shall be repeated until the call
or cal legisreleased or anabor t Acti onReq() issent.

responseRequested
Specifiesif aresponse isrequired from the call user interaction SCF, and any action the SCF should
take.

Returns assignment| D
Specifies the ID assigned by the generic user interaction interface for a user interaction request.

Errors
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M ethod sendl nf oRes()

This asynchronous method informs the application about the start or the completion of a
sendl nf oReq( ) . Thisresponseiscalled only if the application has required a response.

Dir ection Network to Application

Parameters  yserinteractionSessionI D
Specifies the user interaction session ID of the user interaction.

assignment! D
Specifies the ID assigned by the generic user interaction interface for a user interaction request.

response
Specifies the type of response received from the user.

Returns
Errors
M ethod sendl nf oErr ()
This asynchronous method indicates that the request to send information was unsuccessful.
Direction Network to Application

Parameters  yser|nteractionSessionl D
Specifies the user interaction session ID of the user interaction.

assignmentl D
Specifies the ID assigned by the generic user interaction interface for a user interaction request.

error
Specifies the error which led to the original request failing.

Returns

Errors

M ethod sendl nf oAndCol | ect Req()

This asynchronous method plays an announcement or sends other information to the user and
collects some information from the user. The announcement usually prompts for a number of
characters (for example, these are digits or text strings such as"YES" if the user’ sterminal deviceis
aphone).

Dir ection Application to Network
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Parameters  yser|nteractionSessionI D
Specifies the user interaction session ID of the user interaction.

infol D
Specifiesthe ID of the information to send to the user.

variablel nfo
Defines the variable part of the information to send to the user.

criteria
Specifies additional properties for the collection of information, such as the maximum and
minimum number of characters, end character, first character timeout and inter-character timeout.

Returns assignment| D
Specifies the ID assigned by the generic user interface

Errors

M ethod sendl nf oAndCol | ect Res()
This asynchronous method returns the information collected to the application.

Dir ection Network to Application

Parameters  yserinteractionSessionI D
Specifies the session ID of the user interaction.

assignment!D
Specifies the ID assigned by the generic user interaction interface for a user interaction request.

response
Specifies the type of response received from the user.

info
Specifies the information collected from the user.

Returns

Errors

M ethod sendl nf oAndCol | ect Err ()

This asynchronous method indicates that the request to send information and collect a response was
unsuccessful.

Dir ection Network to Application
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Parameters

Returns
Errors

Method

Direction

Parameters

Returns

Errors

Method

Direction

Parameters

Returns

Errors
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user InteractionSession| D
Specifies the user interaction session ID of the user interaction.

assignment!D
Specifies the ID assigned by the generic user interaction interface for a user interaction request.

error
Specifies the error which led to the original request failing.

rel ease()

This method requests that the relationship between the application and the user interaction object be
released. It causes the release of the used user interaction resources and interrupts any ongoing user
interaction.

Application to Network

user InteractionSession| D
Specifies the user interaction session ID of the user interaction.

user | nteracti onFaul t Det ect ed()
This method indicates to the application that a fault has been detected in the user interaction.
Network to Application

user I nteractionSessionl D

Specifies the interface and sessionl D of the user interaction SCF in which the fault has been
detected.

fault
Specifies the fault that has been detected.

Call User Interaction

The Call User Interaction service capability feature is used by applications to interact with end users participating to a
call. It consists of two interface classes:

1. User Interaction Manager, contai ning management functions for User Interaction related issues. Thisclassisthe
same as the one defined in section 7.5.1.
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2. Cal User Interaction, extending Generic User Interaction for call-specific user interaction. It provides functions
to send information to, or gather information from, auser (or call party) inacall.

The Call User Interaction service capability feature is described in terms of the methodsin the Call User Interaction
interface classes.

The following table gives an overview of the Call User Interaction methods and to which interface classes these
methods belong.

Table 3: Overview of Call User Interaction interface classes and their methods

User Interaction M anager Call User Interaction
As defined for the Generic User | Inherits from Generic User
Interaction SCF Interaction and adds:
abortActionReq
abortActionRes
abortActionErr
Method abort Acti onReq()

This asynchronous method aborts a user interaction operation, e.g. asendl nf oCal | _Req() .
The call and call leg are otherwise unaffected. The call user interaction SCF interrupts the indicated
action.

Direction Application to Network

Parameters  yserinteractionSessionl D
Specifies the user interaction session ID of the user interaction.

assignmentID : TAssignmentID
Specifies the user interaction request to be cancelled.

Returns

Errors

M ethod abort Acti onRes()

This asynchronous method confirms that the request to abort a user interaction operation on a call
leg was successful.

Direction Network to Application

Parameters  yser|nteractionSessionl D
Specifies the user interaction session ID of the user interaction.

assignmentID : TAssignmentID
Specifies the user interaction request to be cancelled.

Returns

Errors
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M ethod abort Acti onErr ()

This asynchronous method indicates that the request to abort a user interaction operation on a call
leg resulted in an error.

Direction Network to Application

Parameters  yser|nteractionSessionl D
Specifies the user interaction session ID of the user interaction.

assignmentID : TAssignmentlD
Specifies the user interaction request to be cancelled.

error
Specifies the error which led to the original request failing.

Returns
Errors

7.6 User Profile Management

User Profile information may be distributed between the Home Environment and the Home Environment Value-Added
Services Providers. The HE-VASP may manage information specific to the services supported by their OSA
applications. For this, they may use models and mechanisms, which are out of the scope of OSA release 99.

Home Environment User Profile information consists of various interface and service related information. Of particular
interest in the context of release 99 is the following information:

- list of servicesto which the end-user is subscribed

- service status (active/inactive)

- privacy status with regards to network service capabilities (e.g. user location, user interaction)
- terminal capabilities

Home Environment user profile information may be stored centrally, or the information may be distributed over
relevant physical entities.

Terminal capabilities may be accessed by OSA applications through the network Terminal Capabilities SCF.
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Annex A (Informative):
Change History

Change history

TSG SA# SA Doc Spec | CR [Rev| Rel [Cat Subject/Comment Old | New
SA#07 23.127 | - - - - |Approved at SA#7 as version 3.0.0. Minor 2.0.0 | 3.0.0
editorial changes compared to v.2.0.0.
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