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Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
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Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Electronic Signatures and Trust
Infrastructures (ESI).

The present document is part 1 of a multi-part deliverable covering profiles for Electronic Attestation of Attributes, as
identified below:

Part 1: "General requirements’;
Part 2. "Profilesfor EAA/PID Presentations to Relying Party";

Part 3: "Profiles for issuance of EAA or PID".

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

ETSI
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1

Scope

The present document:

1)

2)

3)

Specifies adata model (semantics) for Electronic Attestations of Attributes, a new object defined by the
Regulation (EU) 2024/1183[i.2] clause 4.

Defines data model (semantics) regquirements for two types of Electronic Attestations of Attributes, namely:
the Qualified Attestations of Attributes, and the Electronic Attestations of Attributesissued by or on behalf of
apublic body responsible for an authentic source, also defined in Regulation (EU) 2024/1183 [i.2] clause 4.

Defines 4 redlizations for the former data model. These realizations include, wherever needed, specific
requirements for the Qualified Attestations of Attributes, and the Electronic Attestations of Attributes issued
by or on behalf of apublic body responsible for an authentic source, defined in Regulation (EU)

2024/1183 [i.2], particularized for the different realizations. Below follows the list of realizations:

a SD-JWT VC. Redlization based on SD-JWT VC (clause 5). SD-JWT VCis specified in IETF
SD-JWT [5].

b) 1SO/IEC-mdoc. Realization based on the structures defined in |SO/IEC 18013-5 [12], suitably extended
by the present document, and data elements defined in I1SO/IEC 18013-5 [12], ISO/IEC 23220-2 [13],
and the present document.

NOTE: [ISO/IEC 18013-5 [12] defines a namespace and a set of elements (placed in the mentioned namespace)

suitable for EAAsthat are mobile driving licenses. | SO/IEC 23220-2 [13] defines another namespace and
a set of elements of general usein any type of electronic document, suitable for EAAsthat are NOT
mobile driving licenses.

¢) JSON-LD W3C-VC. Redlization based on JSON-LD serialization of W3C Verifiable Credentials Data
Model (clause 7). W3C Verifiable Credentials Data Model is specified in W3C Recommendation
(15 May 2025): "Verifiable Credentials Data Model v2.0" [1].

d) X.509-AC. Realization based on X.509 Attribute Certificates (clause 8). X.509 Attribute Certificates are
specified in IETF RFC 5755 [6].

4)  Aimsto support the Commission Implementing Regulation (EU) 2024/2977 [i.3].
2 References
2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found in the
ETSI docbox.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee

their long-term validity.

The following referenced documents are necessary for the application of the present document.

[1]
[2]

(3]

W3C® Recommendation (15 May 2025): "Verifiable Credentials Data Model v2.0".

W3C® Recommendation (15 May 2025): " Securing Verifiable Credentials using JOSE and
COSE". (W3C VC_JOSE_COSE).

IETF SD-JWT VC draft-ietf-oauth-sd-jwt-vc-10: "SD-JWT-based Verifiable Credentials
(SD-JWT VC)", July 2025; expires January 2026.
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[30] I[ETF RFC 7517: "JSON Web Key (JWK)", May 2015.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long-term validity.

The following referenced documents may be useful in implementing an ETSI deliverable or add to the reader's
understanding, but are not required for conformance to the present document.

[i.1] ETSI TS 119 471:"Electronic Signatures and Trust Infrastructures (ESI); Policy and Security
requirements for Providers of Electronic Attestation of Attributes Services'.

[i.2] Regulation (EU) 2024/1183 of the European Parliament and of the Council of 11 April 2024
amending Regulation (EU) No 910/2014 as regards establishing the European Digital Identity
Framework.

[i.3] Commission Implementing Regulation (EU) 2024/2977 of 28 November 2024 laying down rules

for the application of Regulation (EU) No 910/2014 of the European Parliament and of the Council
as regards person identification data and electronic attestations of attributes issued to European
Digital Identity Wallets".

[i.4] ETSI TR 119 001: "Electronic Signatures and Infrastructures (ESI); The framework for
standardization of signatures; Definitions and abbreviations".
[i.5] EU Architecture and Reference Framework version 2.4.0.
3 Definition of terms, symbols and abbreviations
3.1 Terms

For the purposes of the present document, theterms givenin ETSI TS 119 471 [i.1] and the following apply:

EAA administrative validity period: date(s) from and/or up to which the attributes in the EAA are valid, which are
represented as attribute(s) in the attestation

NOTE: Definition taken from the ARF [i.5].
EAA technical validity period: dates (and possibly times) from and up to which the EAA isvalid
NOTE: Definition taken from the ARF [i.5].

Electronic attestation of attributes context: information, additional to the electronic attestation of attributes itself, that
the relying party may require for being fully able to processit

Electronic Attestation of Attributesissued by or on behalf of a public body responsible for an authentic source
(PuB-EAA): electronic attestation of attributesissued by a public sector body that is responsible for an authentic source
or by a public sector body that is designated by the Member State to issue such attestations of attributes on behalf of the
public sector bodies responsible for authentic sources in accordance with Article 45f and with Annex V11 of e DAS2
Regulation [i.2]

Electronic Attestation of Attributes Presentation (EAAP): tampered-proof presentation of an electronic attestation
of attributes built in such away that the subject of the EAA presented can be trusted through a cryptographic
verification

ETSI
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3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

AC Attribute Certificate

ARF EU Architecture and Reference Framework
ASN.1 Abstract Syntax Notation 1

CIR Commission Implementing Regulation
COSE CBOR Object Signing and Encryption
CRL Certificate Revocation List

DER Distinguished Encoding Rules

DID Decentralized Identifier

EAA Electronic Attestation of Attributes

EAAP Electronic Attestation of Attributes Presentation
ECDSA Elliptic Curve Digital Signature Algorithm

| SO/IEC-mdoc EAA EAA implemented using the structures of |SO/IEC 18013-5[12] and the data
elements defined in ISO/IEC 18013-5 [12] and I SO/IEC 23220-2 [13] as specified in
the present document

PuB-EAA implemented using the structures of 1SO/IEC 18013-5 [12] and the data
elements defined in ISO/IEC 18013-5 [12] and I SO/IEC 23220-2 [13] as specified in
the present document

QEAA implemented using the structures of 1SO/IEC 18013-5[12] and the data
elements defined in ISO/IEC 18013-5 [12] and I SO/IEC 23220-2 [13] as specified in
the present document

JOSE JSON Object Signing and Encryption

JSON-LD W3C VC JOSE JSON-LD W3C Verifiable Credentials secured with JOSE.

JSON-LD W3C VC SD-JWT JSON-LD W3C Verifiable Credentias secured with SD-JWT

I SO/IEC-mdoc PuB-EAA

| SO/IEC-mdoc QEAA

JSON-LD W3C-VC EAA

EAA implemented with JSON-LD serialization of "Verifiable Credentials Data
Model v2.0" [1] as specified in the present document

JSON-LD W3C-VC PuB-EAA PuB-EAA implemented with "Verifiable Credentials Data Model v2.0" [1] as

JSON-LD W3C-VC QEAA

JSON-LD W3C-VC

specified in the present document

QEAA implemented with "Verifiable Credentials Data Model v2.0" [1] as specified
in the present document

JSON-LD serialized W3C Verifiable Credentials

JWS JSON Web Signature

WT JSON Web Token

mDL mobile Driving Licence

MSO M obile Security Object

OCSsP Online Certificate Status Protocol

OoID Object Identifier

PID Personal Identification Data

PSB Public Sector Body

PuB-EAA Electronic Attestation of Attributes issued by or on behalf of a public body
responsible for an authentic source

QEAA Qualified Electronic Attestation of Attributes

RDF Resource Description Framework

SD-JWT VC EAA
SD-JWT VC PuB-EAA

SD-JWT VC QEAA

EAA implemented with IETF SD-JWT VC [3] as specified in the present document
PuB-EAA implemented with IETF SD-JWT VC [3] as specified in the present
document

QEAA implemented with IETF SD-JWT VC [3] as specified in the present
document

SD-JWT VC Selective Disclosure based JSON Web Token Verifiable Credentials
SD-JWT Selective Disclosure based JISON Web Token

SHA Secured Hash Algorithm

SHACL Shapes Constraint Language

URI Uniform Resource Identifier

URL Universal Resource Locator

ETSI



14 ETSITS 119 472-1 V1.1.1 (2025-12)

URN Uniform Resource Name

uTC Coordinated Universal Time

VC Verifiable Credential

X.509-AC EAA EAA implemented with IETF RFC 5755 [6] as specified in the present document

X.509-AC PuB-EAA PuB-EAA implemented with IETF RFC 5755 [6] as specified in the present
document

X.509-AC QEAA QEAA implemented with IETF RFC 5755 [6] as specified in the present document

X.509-AC X.509 Attribute Certificate

XML Extensible Markup Language

XSD XML Schema Definition

3.4 Notation

The present document assigns one identifier for each requirement.

The present document uses the terms "signature” and "digital signature" asdefined in ETSI TR 119 001 [i.4], and
therefore, they refer to objects that are able to support electronic signatures, advanced electronic signatures, qualified
electronic signatures, electronic seals, advanced electronic seals, and qualified electronic seals as per [i.2].

General requirements for EAAs (including generally applicable requirements for Qualified EAAs and EAAs issued by
or on behalf of apublic body responsible for an authentic source) are assigned identifiers resulting from the
concatenation of the following components:

1) Theinitia string "EAA-".
2)  The number of the clause where the requirement is defined.

3) A number of 2 digits. In each clause the number will start in 01 and it will increase in one unity for each
requirement.

Wherever it is required, the present document defines specific requirements only applicable to Qualified Electronic
Attestation of Attributes, as defined in Annex V of Regulation (EU) 2024/1183 [i.2]. The present document refersto
thistype of EAAs either as"EU Qualified EAA" or by the abbreviation QEAA.

Some of these specific requirements for QEAA may replace general EAAS requirements (those ones whose identifiers
start with "EAA-") aready defined.

These requirements are defined within specific clauses clearly identified with the title: "Requirements for EU Qualified
Electronic Attestation of Attributes (QEAA)".

The present document assigns an identifier for each of these requirements as per the concatenation of the following
components:

1) Theinitia string "QEAA-".
2)  The number of the clause where the requirement is defined.

3) A number of 2 digits. In each clause the number will start in O1 and it will increase in one unity for each
requirement.

Wherever it isrequired, the present document defines specific requirements only applicable to Electronic Attestation of
Attributes issued by or on behalf of a public body responsible for an authentic source, as defined in Annex VII of
Regulation (EU) 2024/1183 [i.2]. The present document refers to this type of EAAs with the abbreviation PUuB-EAA.

Some of the requirements for PUB-EAA may replace general requirements (those ones whose identifiers start with
"EAA-") aready defined.

These requirements are defined within specific clauses clearly identified with the title: "Requirements for EU EAA
issued by or on behalf of a public body responsible for an authentic source (PuB-EAA)".

The present document assigns an identifier for each of these requirements as per the concatenation of the following
components:

1) Theinitid string "PuB-EAA-".
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2)  The number of the clause where the requirement is defined.

3) A number of 2 digits. In each clause the number will start in 01 and it will increase in one unity for each

requirement.
4 Semantics of Electronic Attestation of Attributes
4.1 Introduction. Semantic areas for EAA

The present document specifies the semantics of EAA data as follows:
1) Clause 4.2 EAA metadata defines semantics for EAA metadata.

2) Clause 4.3 Attested attributes defines semantics for EAA data directly related with the incorporation of
attested attributes.

3) Clause 4.4 defines semantics for attested attributes metadata.
4) Clause 4.5 defines semantics for key binding.

5)  Clause 4.6 defines semantics for the digital signature of the EAA and the EAA signing certificate.

4.2 EAA metadata

4.2.1 EAA specification

4211 Introduction

The present clause defines requirements for a set of metadata that allow access to the EAA specification details, like the
EAA type, dl theindividual components of the EAA, the inner structure of the EAA, how to handle the EAA, etc.

4.2.1.2 EAA type
EAA-4.2.1.2-01: This component shall indicate the type of the EAA.
EAA-4.2.1.4-02: An EAA shall incorporate the EAA type.

EAA-4.2.1.2-03: The incorporation, value, and placement of the EAA type data shall depend on the specific EAA
implementation.

4.2.1.3 EAA context

EAA-4.2.1.3-01: If the components of the EAA have URLSs as names, the EAA shall include one or more context
components.

EAA-4.2.1.3-02: The EAA context component shall reference a document defining a map between URL s identifying
components of an EAA and short-forms aliases for these components.

EAA-4.2.1.3-03: The incorporation, value, and placement of the information of the EAA context components shall
depend on the specific EAA implementation.

4214 EAA schema

EAA-4.2.1.4-01: The EAA schema shall contain details that allow to verify that the contents and the structure of an
attribute or an EAA are conformant against a specific schema.

EAA-4.2.1.4-02: An EAA may incorporate a sequence of one or more references allowing to retrieve the EAA schema.
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EAA-4.2.1.4-03: Each reference in the af orementioned sequence:
1) Shal include atype identifier; and
2)  shdl include a URI Reference which identifies the schemaitself.

EAA-4.2.1.4-04: The incorporation and placement of the aforementioned sequence shall depend on the specific EAA
implementation.

4.2.2 EAA category

4221 General requirements

EAA-4.2.2-01: The EAA category shall be an explicit signal identifying the category of the EAA in the context where
the EAA has been issued.

EAA-4.2.2-02: An EAA may include the EAA category.

4.2.2.2 Requirements for EU Qualified EAA (QEAA)
QEAA-4.2.2.2-01: A QEAA shall include the EAA category, signalling its condition of QEAA.

QEAA-4.2.2.2-02: For QEAA redlizations using URIs as identifiers of the category, the value of the EAA category
shall bethefollowing URN: ur n: et si : esi : eaa: eu: qual i fi ed.

NOTE: These requirements meet the requirement (&) in Annex V of Regulation (EU) 2024/1183[i.2] for QEAA,
which requires the presence of "(8) an indication, at least in a form suitable for automated processing, that
the attestation has been issued as a qualified electronic attestation of attributes”.

42.2.3 Requirements for EU EAA issued by or on behalf of a public body
responsible for an authentic source (PuB-EAA)

PuB-EAA-4.2.2.3-01: A PuB-EAA shall include an explicit signal of its condition of PUB-EAA.

PuB-EAA-4.2.2.3-02: For PuB-EAA redlizations using URIs as identifiers of the category, this signal shall be the
following URN: ur n: et si : esi : eaa: eu: pub.

NOTE: These requirements meet the of requirement (a) in Annex VI of Regulation (EU) 2024/1183 [i.2] for
PuB-EAA, which requires the presence of " (&) an indication, at least in aform suitable for automated
processing, that the attestation has been issued as an electronic attestation of attributes issued by or on
behalf of a public body responsible for an authentic source”.

4.2.3 EAA identifier
EAA-4.2.3-01: The EAA identifier shall contain a value that allows to unambiguously identify the EAA itself.
EAA-4.2.3-02: An EAA shall incorporate the EAA identifier.

EAA-4.2.3-03: The incorporation, value, and placement of the EAA identifier shall depend on the specific EAA
implementation.

NOTE 1: The requirementsin the present clause meet the first part of requirement (f) in Annex V of Regulation
(EU) 2024/1183 [i.2] for QEAA, which requires the presence of " (f) the attestation identity code, which
must be unique for the qualified trust service provider".

NOTE 2: The requirementsin the present clause meet the first part of requirement () in Annex VII of Regulation
(EV) 2024/1183[i.2] for PuB-EAA, which requires the presence of " (f) the attestation identity code,
which must be unique for the issuing public body".
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4.2.4 EAA issuer identifier

424.1 General requirements

EAA-4.2.4.1-01: The EAA issuer identifier shall have a value that unambiguously identifies the EAA Trust Service
Provider which issuesthe EAA.

EAA-4.2.4.1-02: An EAA shall incorporate the EAA issuer identifier.

EAA-4.2.4.1-03: The incorporation, value, and placement of the EAA issuer identifier shall depend on the specific EAA
implementation.

EAA-4.2.4.1-04: The EAA may include an identifier of the EU Member State, in which the EAA issuer is registered.

EAA-4.2.4.1-05: The value of the identifier of an EU Member State shall be the Alpha 2-character country code as
specified in 1SO 3166-1 [15] corresponding to this EU Member State.

EAA-4.2.4.1-06: If the issuer of the EAA isalegal person, the EAA may include aregistration identifier as stated in the
official records, where such aregistration identifier exists.

EAA-4.2.4.1-07: If theissuer of the EAA isalegal person, the registration identifier may be built according to the rules
defined in clause 5.1.4 of ETSI EN 319 412-1 [16] to build the value of the or gani zat i onl denti fi er atributein
thesubj ect field of an X.509 certificate.

NOTE: Note that although these requirements are defined in clause 5.1.4 of ETSI EN 319 412-1 [16] for building
strings that are values of theor gani zat i onl denti fi er attributeinthesubj ect field of an X.509
certificate, the resulting strings can be used as the identifier of an EAA issuer if it isalegal person.

EAA-4.2.4.1-08: If theissuer of the EAA isalega person, the EAA may include the name of thislegal person.

EAA-4.2.4.1-09: If both anational Value Added Tax (VAT) identification number and one (or more) other national
identification number exist, the national value added tax identification number shall be used to identify the EAA issuer.

EAA-4.2.4.1-10: If the issuer of the EAA isanatural person, the EAA may include the name of this natural person.

4.2.4.2 Requirements for EU Qualified EAA (QEAA)

QEAA-4.2.4.2-01: A QEAA shall include an identifier of the EU Member State, in which the QEAA issuer is
registered.

QEAA-4.2.4.2-02: The value of the identifier of an EU Member State shall be as specified in requirement
EAA-4.2.4.1-05 of the present document.

QEAA-4.2.4.2-03: If the issuer of the QEAA isalega person, the QEAA shall include aregistration identifier as stated
in the official records, where such aregistration identifier exists.

QEAA-4.2.4.2-04: If the issuer of the QEAA isalegal person, the registration identifier shall be built according to the
rules defined in clause 5.1.4 of ETSI EN 319 412-1 [16] to build the value of the or gani zat i onl denti fi er
atributein the subj ect field of an X.509 certificate.

QEAA-4.2.4.2-05: If theissuer of the QEAA isalegal person, the QEAA shall include the name of thislegal person.

QEAA-4.2.4.2-06: If the issuer of the QEAA isanatural person, the QEAA shall include the name of this natural
person.

NOTE 1: These requirements meet requirement (b) in Annex V of Regulation (EU) 2024/1183 [i.2] for QEAA,
which requires the presence of "(b) a set of data unambiguously representing the qualified trust service
provider issuing the qualified electronic attestation of attributes including at least, the Member State in
which that provider is established and: (i) for alega person: the name and, where applicable, registration
number as stated in the official records; (ii) for anatural person: the person's name".

QEAA-4.2.4.2-07: A QEAA shall include the download URL of the certificate supporting the digital signature of the
QEAA.
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NOTE 2: This requirement meets requirement (h) in Annex V of Regulation (EU) 2024/1183[i.2] for QEAA,
which requires the presence of " (h) the location where the certificate supporting the qualified electronic
signature or qualified electronic seal referred to in point (g) is available free of charge”.

4243 Requirements for EU EAA issued by or on behalf of a public body
responsible for an authentic source (PuB-EAA)

PuB-EAA-4.2.4.3-01: A PuB-EAA shall include an identifier of the EU Member State, in which the public body issuing
the PUB-EAA is established.

PuB-EAA-4.2.4.3-02: The value of the identifier of an EU Member State shall be as specified in requirement
EAA-4.2.4.1-05 of the present document.

PuB-EAA-4.2.4.3-03: A PuB-EAA shall include the registration identifier of the public body issuing the PUuB-EAA, as
stated in the official records, where such aregistration identifier exists.

PUB-EAA-4.2.4.3-04: The registration identifier shall be built according to the rules defined in clause 5.1.4 of ETS
EN 319 412-1[16] to build the value of the or gani zat i onl denti fi er attribute in the subject field of an X.509
certificate.

PuB-EAA-4.2.4.3-05; A PuB-EAA shall include the name of the public body issuing the PUB-EAA.

NOTE 1: These requirements meet requirement (b) in Annex V11 of Regulation (EU) 2024/1183[i.2] for
PuB-EAA, which requires the presence of " (b) a set of data unambiguously representing the public body
issuing the electronic attestation of attributes, including at least, the Member State in which that public
body is established and its name and, where applicable, its registration number as stated in the official
record”.

PuB-EAA-4.2.4.3-06: A PuB-EAA shall include the download URL of the certificate supporting the digital signature of
the PuB-EAA.

NOTE 2: This requirement meets requirement (h) in Annex VI of Regulation (EU) 2024/1183 [i.2] for Pub-EAA,
which requires the presence of " (h) the location where the certificate supporting the qualified electronic
signature or qualified electronic seal referred to in point (g) is available free of charge”.

4.2.5 EAA issued on behalf
EAA-4.2.5-01: If the EAA isissued on behalf of another entity, the EAA may incorporate an indication of this fact.

EAA-4.2.5-02: The incorporation, value, and placement of thisindication shall depend on the specific EAA
implementation.

EAA-4.2.5-03: If the EAA isissued on behalf of another entity, the EAA may incorporate an identifier whose value
unambiguously identifies the entity on behalf of which the EAA has been issued.

EAA-4.2.5-04. If the EAA has been issued on behalf of another entity, the EAA may include the name of this entity.

EAA-4.2.5-05: If the entity on whose behalf the EAA has been issued is alegal person, the EAA may include a
registration identifier of thislegal person as stated in the official records, where such aregistration identifier exists.

EAA-4.2.5-06: Theregistration identifier of the legal entity on whose behalf the EAA has been issued may be
expressed using the structured character string specified in requirement EAA-4.2.4.1-07.

4.2.6 EAA subject and attribute subject identifiers and pseudonyms

4.2.6.1 Introduction
The present clause defines requirements on identifiers identifying the EAA subject and the attribute subjects.

The present clause also defines requirements on pseudonyms for the EAA subject and the attribute subjects.
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4.2.6.2 The EAA subject identifier

EAA-4.2.6.2-01: An EAA may include the EAA subject identifier, or the pseudonym of the EAA subject, or none of
them.

NOTE 1: The former requirement implies that there can be EAAs that do not include any identifier or pseudonym
of the EAA subject.

NOTE 2: This presence of the EAA subject can be provided by a component specifically defined for containing
ONLY the EAA subject identifier, or by a component defined for containing the attribute subject
identifier.

EXAMPLE: Implementations based on "V erifiable Credentials Data Model v2.0" [1], only define a component

for identifiers bound to sets of attributes. Each id field within each element of the

credenti al Subj ect array contains the identifier of the attribute subject referred by the
attributes that are present within this array element. If thecr edent i al Subj ect array hasonly
one element, the value of thisid field is the value of the EAA subject identifier. If the

credenti al Subj ect array has several elements, each id field contains one attribute subject
identifier and the value of the EAA subject identifier is the value of one of theseid fields. In any
case, the EAA subject identifier is present within the EAA even if there is not a specific
component allocated for containing only the EAA identifier value.

EAA-4.2.6.2-02: The incorporation, value, and placement of the EAA subject identifier shall depend on the specific
EAA implementation.
4.2.6.3 The EAA subject pseudonym

EAA-4.2.6.3-01: The presence of the EAA subject pseudonym instead of the EAA subject identifier shall be clearly
indicated.

EAA-4.2.6.3-02: The mechanism used for incorporating the EAA subject pseudonym within the EAA, shall depend on
the specific EAA implementation.

4.2.6.4 The attribute subject identifier

EAA-4.2.6.4-01: The EAA may bind each attribute either to the identifier or to the pseudonym of the entity (attribute
subject) that this attribute refers to.

NOTE 1: The former requirement implies that there can be EAAs that do not bind any attribute to any identifier or
pseudonym of an entity.

NOTE 2: Inan EAA where al the attributes refer to the same entity, the attribute subject identifier and the EAA
subject identifier are the same.

NOTE 3: In EAA containing several sets of attributes, each one referring to a different attribute subject, the EAA
can bind each set of attributes to the identifier of the corresponding attribute subject using specific
components defined for containing identifiers of subject attributes, as "V erifiable Credentials Data M odel
v2.0" [1] does.

EAA-4.2.6.4-02: The incorporation, value, and placement of the attribute subject identifiers shall depend on the specific
EAA implementation.

EXAMPLE: Implementations based on "Verifiable Credentials Data Model v2.0" [1], only define fields for
identifiers bound to sets of attributes. Each id field within each element of the
credenti al Subj ect array containsthe identifier of the attribute subject referred by the
attributes that are present within this array element.
4.2.6.5 The attribute subject pseudonym
EAA-4.2.6.5-01: An EAA may incorporate pseudonym(s) for attribute subject(s).

EAA-4.2.6.5-02: The mechanism used for incorporating the pseudonym(s) for attribute subject(s) within the EAA, shall
depend on the specific EAA implementation.
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EAA-4.2.6.5-03: The mechanism used for binding one attribute or a set of attributes to the pseudonym of the attribute
subject, shall depend on the specific EAA implementation.
EAA-4.2.6.5-04: The presence of the pseudonym(s) for attribute subject(s) instead of identifier(s) for the attribute
subject(s), shall be clearly indicated within the EAA.
4.2.6.6 Additional requirements

EAA-4.2.6.6-01: If the EAA contains several attribute subject identifiers, one of them shall be the EAA subject
identifier.

EAA-4.2.6.6-02: If the EAA contains attribute subject pseudonyms, does not contain any attribute subject identifier,
and does not contain the EAA subject identifier, then the pseudonym of the EAA subject shall be one of the
aforementioned pseudonyms.

4.2.6.7 Requirements for EU Qualified EAA (QEAA)
QEAA -4.2.6.7-01: A QEAA shall include either the EAA subject identifier or the pseudonym of the EAA subject.
QEAA-4.2.6.7-02: All the attributes present within a QEAA shall refer to one entity: the QEAA subject.

NOTE: These requirements meet the requirement (c) in Annex V of Regulation (EU) 2024/1183[i.2] for QEAA,
which requires the presence of "(c) a set of data unambiguously representing the entity to which the
attested attributes refer; if a pseudonymis used, it shall be clearly indicated".

4.2.6.8 Requirements for EU EAA issued by or on behalf of a public body
responsible for an authentic source (PuB-EAA)

PuB-EAA-4.2.6.8-01: A PuB-EAA shall include either the EAA subject identifier or the pseudonym of the EAA
subject.

PuB-EAA-4.2.6.8-02: All the attributes present within PuB-EAA shall refer to one entity: the EAA subject.

NOTE: These requirements meet the requirement (c) in Annex VI of Regulation (EU) 2024/1183 [i.2] for PuB-
EAA, which requires the presence of "(c) a set of data unambiguously representing the entity to which the
attested attributes refer; if a pseudonymis used, it shall be clearly indicated”.

4.2.7 EAA issuance

42.7.1 General requirements

EAA-4.2.7.1-01: The EAA issuance data shall unambiguously identify either the date, or the date and time instant when
the EAA was issued.

EAA-4.2.7.1-02: An EAA may incorporate the EAA issuance data

EAA-4.2.7.1-03: Theincorporation and placement of the EAA issuance data shall depend on the specific EAA
implementation.

4.2.7.2 Time indication content

EAA-4.2.7.2-01: A timeinstant:
1)  Shall be expressed as an instant time in Coordinated Universal Time (UTC);
2)  Shadl includeindication of seconds, even when the number of secondsis zero;
3)  Shal not include fractions of seconds; and
4)  Shall not use local offset from UTC.
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4.2.8 EAA validity periods

4.2.8.1 Introduction

The present clause specifies requirements for the two types of EAA validity periods, namely: the administrative validity
period, and the technical validity period.

4.2.8.2 Common requirements for administrative and technical validity periods
EAA-4.2.8.2-01: A validity period shall be expressed by two instant timesin Coordinated Universal Time (UTC).

EAA-4.2.8.2-02: The content of each instant time shall meet the requirements specified in clause 4.2.7.2 of the present
document.

EAA-4.2.8.2-03: The incorporation and placement of the information on validity periods shall depend on the specific
EAA implementation.

4.2.8.3 Specific requirements for the EAA technical validity period

EAA-4.2.8.3-01: An EAA shall incorporate the EAA technical validity period.

NOTE 1. Thisrequirement meets the requirement (e) in Annex V of Regulation (EU) 2024/1183 [i.2] for QEAA,
which requires the presence of " (e) details of the beginning and end of the attestation's period of validity”.

NOTE 2: This requirement meets the requirement (€) in Annex VI of Regulation (EU) 2024/1183 [i.2] for
PuB-EAA, which requires the presence of " (€) details of the beginning and end of the attestation's period
of validity".

4.2.8.4 Specific requirements for the EAA administrative validity period

EAA-4.2.8.4-01: An EAA may incorporate the EAA administrative validity period.
4.2.9 Data constraining the usage of EAA

4.29.1 Introduction

The present clause specifies semantics for data providing details on the terms under which the EAA has been issued and
may be used by relying parties.

4.2.9.2 EAA audience

EAA-4.2.9.2-01: The EAA audience shall identify the set of relying parties the EAA isintended for.

NOTE 1: Thisrestriction is added to the restrictions imposed by any Embedded Disclosure Policy existing for the
EAA and the restrictions established for the Relying Parties during their registration.

EAA-4.2.9.2-02: An EAA may incorporate the EAA audience.

EAA-4.2.9.2-03: Presence of the EAA audience shall mean that the EAA isintended only for the relying parties
identified in it.

EAA-4.2.9.2-04: The value of EAA audience shall be either:

1) asequence of relying parties' identifiers (in this sequence it is not mandatory that all the membersin the
mentioned sequence are of the same type; instead, they may be of different types); or

2) aseguence of identifiers of groups of relying parties (relying parties of a certain type, for instance); or

3) acombination of both types of sequences mentioned in the previous bullets.
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NOTE 2: The sequencein bullet 2) allows to identify a high number of relying parties with one identifier, and also
allowsto extend its number as new relying parties are incorporated to the group identified.

EAA-4.2.9.2-05: The values of the identifiers of the relying parties or the groups of relying parties shall depend on the
specific EAA implementation.

EAA-4.2.9.2-06: Theincorporation and placement of the EAA audience shall depend on the specific EAA
implementation.

4.2.9.3 Signal of one-time use

EAA-4.2.9.3-01: An EAA may incorporate the signal of one-time-use within the EAA.

EAA-4.2.9.3-02: The presence of this signal shall indicate that the EAA shall be used only once, and that it shall not be
retained for future use.

EAA-4.2.9.3-03: Its absence shall indicate that the aforementioned constraint shall not apply to the EAA.
EAA-4.2.9.3-04: Theincorporation, value, and placement of this signal shall depend on the specific EAA
implementation.

4.2.10 Attributes evidence

EAA-4.2.10-01: The attributes evidence shall contain a set of evidence from the EAA subject (and the attribute subjects
when required) that the EAA issuer used for completing the issuance of the EAA.

NOTE 1: The attributes evidence can be used by the relying party in asserting whether the EAA issuer met its
expectations for relying in the EAA.

EAA-4.2.10-02: An EAA may incorporate the attributes evidence.
EAA-4.2.10-03: The attributes evidence shall consist in a sequence of one or more evidence.
EAA-4.2.10-04: Each evidence:
. Shall include an identifier of itstype, which shall be a URI Reference.
. Shall include an identifier of the entity that verified this evidence.
NOTE 2: This entity may be either the EAA issuer or other delegated trusted entity.
. Shall include a collection of data items that provide details that are particular to each type of evidence.
. May include an identifier which allowsto externally make reference to this evidence.
EAA-4.2.10-05: The incorporation and placement of attributes evidence shall depend on the specific EAA

implementation.

4.2.11 EAA status service

42.11.1 General requirements

EAA-4.2.11.1-01: The EAA status service shall contain details of the services (including its location), that can be used
to enquire about the validity status of the EAA.

EAA-4.2.11.1-02: An EAA may incorporate the EAA status service.

EAA-4.2.11.1-03: An EAA that incorporates the EAA short-lived component (clause 4.2.13 of the present document),
shall not incorporate the EAA status service.

EAA-4.2.11.1-04: The attestation status service:

1) Shall include a URI to the service.
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2) May asoinclude an identifier of the type of the status information provided by the service.

EXAMPLE: A serviceissuing Bitstring Status Lists as specified in W3C Recommendation: "Bitstring Status
List v1.0" [24].

EAA-4.2.11.1-05: The incorporation, value, and placement of the EAA status service shall depend on the specific EAA
implementation.
4.2.11.2 Requirements for EU Qualified EAA (QEAA)

QEAA-4.2.11.2-01: If a QEAA does not contain the EAA short-lived component, it shall include the EAA status
service.

NOTE: Thisrequirement meetsthe requirement (i) in Annex V of Regulation (EU) 2024/1183 [i.2] for QEAA,
which requires the presence of " (i) the information or location of the services that can be used to enquire
about the validity status of the qualified attestation”.

4.2.11.3 Requirements for EU EAA issued by or on behalf of a public body
responsible for an authentic source (PuB-EAA)

PuB-EAA-4.2.11.3-01: If a PuB-EAA does not contain the EAA short-lived component, it shall include the EAA status
service.

NOTE: Thisrequirement meets the requirement (i) in Annex V11 of Regulation (EU) 2024/1183 [i.2] for
PuB-EAA, which requires the presence of " (i) the information or location of the services that can be used
to enquire about the validity status of the attestation”.

4.2.12 EAA renewal service

EAA-4.2.12-01: The EAA renewal service shall contain details allowing to request to renew the EAA to arenewal
service.

EAA-4.2.12-02: An EAA may incorporate EAA renewal service data.
EAA-4.2.12-03: The attestation renewal service data:

1) Shall include a URI to the service.

2) May asoinclude an identifier of the type of the renewal serviceitself.

EAA-4.2.12-04: The incorporation and placement of the EAA renewal service shall depend on the specific EAA
implementation.

4.2.13 EAA short-lived
EAA-4.2.13-01: An EAA may contain the EAA short-lived component.

EAA-4.2.13-02: The presence of the EAA short-lived component shall indicate that the validity period of the EAA isso
short that it shall not be necessary to check its revocation status.

4.3 Attested attributes

EAA-4.3-01: Each attribute within an EAA shall have an attribute identifier, which uniquely and unambiguously
identifies the attribute itself within the environment where the EAA is used.

EXAMPLE: This can be, for instance, the environment identified in the EAA context, if present, or implicitly
known for all the participants in this environment, if the EAA context is absent.

EAA-4.3-02: Each attribute within an EAA shall have a value, whose semantics and inner structure shall depend on the
specific Attribute.

EAA-4.3-03: Each attribute within an EAA shall refer to one attribute subject.
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NOTE: If al the attributes of the EAA refer to the same entity (the EAA subject), this attribute subject is the same
asthe EAA subject.
EAA-4.3-04: Each attribute within an EAA may have a component indicating the format used by the attribute identifier.
EAA-4.3-05: Each attribute within an EAA may have a component identifying its type.

EAA-4.3-06: Each attribute within an EAA may have a component where a friendly identifier of the attribute is
available.

EAA-4.3-07: Each attribute within an EAA may have a component that allowsto individually reference the attribute.

EAA-4.3-08: The incorporation and placement of the attributes shall depend on the specific EAA implementation.

4.4 Attested attributes metadata

44.1 Introduction

The present clause specifies the semantics of a set of data that support the disclosure of attested attributes.
4.4.2 Support to selective disclosure of attested attributes

4.4.2.1 Introduction
Clause 4.4.2 specifies the semantics of:

e  Theidentifier of the selective disclosure schema used in the EAA. Thisidentifier may appear explicitly within
the EAA or beimplicit (clause 4.4.2.2 of the present document).

. The disclosure, which is a structure that contains, among other data, the attested attribute to be selectively
disclosed (clause 4.4.2.3 of the present document).

. The disclosure reference, which is a data bound to one disclosure, built in away that this binding can be
ascertained using a certain algorithm, and from which it is not computationally feasible to get the value of the
attested attribute (clause 4.4.2.4 of the present document).

e  Theidentifier and any required parameter(s) of the algorithm for computing the disclosure reference, based on
the bound disclosure, and ensure their binding (clause 4.4.2.5 of the present document).
4422 Disclosure schema identifier
EAA-4.4.2.2-01: An EAA may incorporate the disclosure schema.
EAA-4.4.2.2-02: This disclosure schemaidentifier:

1)  Shall univocally identify the mechanism used within the EAA for making certain attested attributes
disclosable.

2) May aso contain an identifier or reference to the standard/specification that defines the mechanism itself.
EAA-4.4.2.2-03: Theincorporation and placement of the disclosure schema identifier shall depend on the specific EAA
implementation.
4.4.2.3 Disclosure
EAA-4.4.2.3-01: An EAA may have one or more disclosures.

EAA-4.4.2.3-02: Each disclosure:
1)  Shall contain the disclosed attested attribute.
2)  Shal contain additional data that allows to bind one disclosure with a disclosure reference.
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3) May include an identifier of its version.

EAA-4.4.2.3-03: The incorporation and placement of the disclosures shall depend on the specific EAA implementation.

4.4.2.4 Disclosure reference
EAA-4.4.2.4-01: Each disclosure reference shall be unambiguously bound to one disclosure.

EAA-4.4.2.4-02: Each disclosure reference shall be built in such away that this binding can be ascertained using a
certain algorithm.

EAA-4.4.2.4-03: The EAA may include information on the validity of a set of disclosure references.
EAA-4.4.2.4-04: All the disclosure references present within an EAA shall be signed by the EAA issuer.

EAA-4.4.2.4-05: If an EAA has disclosures, then it shall have disclosure references. If an EAA has not disclosures, then
it shall not have disclosure references.

EAA-4.4.2.4-06: The computation, incorporation and placement of the disclosure references shall depend on the
specific EAA implementation.
4425 Disclosure algorithm identifier

EAA-4.4.2.5-01: The disclosure algorithm identifier shall identify the algorithm for ascertaining the binding between a
disclosure reference and its bound disclosure.

EAA-4.4.2.5-02: An EAA may incorporate the disclosure algorithm identifier.
EAA-4.4.2.5-03: The disclosure algorithm identifier:

1) Shall contain an identifier that univocally identifies the algorithm.

2) May also contain any parameter required for its operation.

EAA-4.4.2.5-04: The incorporation and placement of the disclosure algorithm identifier shall depend on the specific
EAA implementation.

4.5 EAA data for key binding

EAA-4.5-01: An EAA shall incorporate a component proving that a certain public key isin possession of the EAA
subject.

NOTE 1: The EAA subject uses the private key corresponding to this public key for signing an EAA presentation.
EAA-4.5-02: The value of this component may be either a public key, a certificate, or areference to one of them.

EAA-4.5-03: If the value of this component is a pointer either to a public key or to a certificate, the EAA shall contain
the digest of the referenced object.

EAA-4.5-04: It isrecommended that this component is a public key.

NOTE 2: Thisisfor security and privacy reasons.

4.6 EAA digital signature

4.6.1 General requirements
EAA-4.6.1-01: An EAA shall incorporate adigital signature generated by the EAA issuer using its private key.

EAA-4.6.1-02: Where the syntax used for the digital signature makes it possible, the digital signature shall be an AJES-
B-B digital signaturein that syntax.
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EAA-4.6.1-03: If the EAA includes selective disclosures, then the disclosures shall be placed in the container for
unsigned attributes.

EAA-4.6.1-04: If the digital signatureis an AJES-B-B digital signature, and the EAA includes selective disclosures,
then the disclosures shall be placed, if the serialization rules allow it, in the container for unsigned attributes specified in
the corresponding AJES specification.

NOTE: The compact seriadization for SD-JWT (IETF RFC 7519 [4]) defines its own mechanism for
incorporating the disclosures.

EAA-4.6.1-05: The EAA signature may include the signing certificate.
EAA-4.6.1-06: The EAA signature may include certificates in the certification path, except the trust anchor.

EAA-4.6.1-07: The signing certificate shall meet the requirements of the profile EAA specified in ETS
TS119412-6 [17].

4.6.2 Requirements for EU Qualified EAA (QEAA)

QEAA-4.6.2-01: The QEAA digital signature shall be a qualified electronic signature or a qualified electronic seal.

NOTE 1: This requirement meets requirement (g) in Annex V of Regulation (EU) 2024/1183i.2] for QEAA,
which requires the presence of "(g) the qualified electronic signature or qualified electronic seal of the
issuing qualified trust service provider".

QEAA-4.6.2-02: The QEAA digital signature shall contain a signed attribute whose value is a reference to the place
from where the qualified certificate supporting the QEAA digital signature can be downloaded from, and a signed
attribute containing the digest of the mentioned qualified certificate.

NOTE 2: This requirement meets requirement (h) in Annex V of Regulation (EU) 2024/1183 [i.2] for QEAA,
which requires the presence of " (h) the location where the certificate supporting the qualified electronic
signature or qualified electronic seal referred toin point (g) is available free of charge”.

QEAA-4.6.2-03: The QEAA digital signature should contain the qualified certificate supporting the QEAA digital
signature.

QEAA-4.6.2-04: The signing certificate shall meet the requirements of the profile QEA specified in ETS
TS119412-6 [17].

4.6.3 Requirements for EU EAA issued by or on behalf of a public body
responsible for an authentic source (PuB-EAA)

PuB-EAA-4.6.3-01: The PUB-EAA digital signature shall be a qualified electronic signature or a qualified electronic
seal.

NOTE 1. These requirements meet requirement (g) in Annex VII of Regulation (EU) 2024/1183[i.2] for
PuB-EAA, which requires the presence of "(g) the qualified electronic signature or qualified electronic
seal of the issuing body".

PuB-EAA-4.6.3-02: The PuB-EAA digital signature shall contain a signed attribute whose value is areference to the
place from where the qualified certificate supporting the PUB-EAA digital signature can be downloaded from, and a
signed attribute containing the digest of the mentioned qualified certificate.

NOTE 2: This requirement meets requirement (h) in Annex V11 of Regulation (EU) 2024/1183 [i.2]for QEAA,
which requires the presence of " (h) the location where the certificate supporting the qualified electronic
signature or qualified electronic seal referred to in point (g) is available free of charge'.

PuB-EAA-4.6.2-03: The PuB-EAA digita signature should contain the qualified certificate supporting the PUB-EAA
digital signature.

PuB-EAA-4.6.2-04: The signing certificate shall meet the requirements of the profile PSB specified in ETSI
TS119412-6 [17].
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5 Implementation of EAA based on SD-JWT VC

5.1 General requirements

Clause 5 subclauses specify arealization of EAA that implements EAA as a JSON Web Signature as specified in IETF
RFC 7515 [8], built on IETF SD-JWT VC [3], which further profiles a Selective Disclosure JSON Web Token as
specified in IETF SD-JWT draft-ietf-oauth-sel ective-disclosure-jwt-22 [5]. The EAAs implemented according to
clause 5 of the present document, will be designated as SD-JWT VC EAA hereinafter.

EAA-5.1-01: SD-JWT VC EAA shall be implemented as a Selective Disclosure JSON Web Token based Verifiable
Credentia (SD-JWT VC) as specified in IETF SD-JWT VC[3].

5.2 EAA metadata

5.2.1 EAA specification

5211 Introduction

Clause 6 of IETF SD-JWT VC [3] definesthe SD-JWT VC Type Metadata, afile that contains information about the
type, context, schema, and other aspects of a SD-JWT VC EAA.

Thisimplies that the information on the context and schema of a SD-JWT VC EAA is not directly incorporated within
the SD-JWT VC EAA itsdlf.

5.2.1.2 EAA type

EAA-5.2.1.2-01: A SD-JWT VC EAA shadll includethevct claim as specified in IETF SD-JWT VC [3], which shall
implement the semantics specified in clause 4.2.1.2 of the present document, and that shall be associated to the SD-JWT
V C Type Metadata.

EAA-5.2.1.2-02: Thevct claim shal point to the SD-JWT VC Type Metadata.

EAA-5.2.1.2-03: A SD-JWT VC EAA shall incorporatetheclaimvct #i nt egri ty asspecified in IETF
SD-JWT VC [3], clause 6.

52.1.3 EAA context

Theinformation of the context of a SD-JWT VC EAA can be included in the SD-JWT VC Type Metadata.

5214 EAA schema

A pointer to the schema of a SD-JWT VC EAA can be included in the SD-JWT VC Type Metadata, accompanied by
the digest of the referenced schema.

5.2.2 EAA category

5.2.2.1 General requirements

EAA-5.2.2.1-01: SD-JWT VC EAAsissued by EAAs issuers registered in the European Union, which are neither SD-
JWT VC QEAASs nor SD-JWT VC PuB-EAAS, shal not include the cat egor y claim.

5.2.2.2 Requirements for EU Qualified EAA (QEAA)

QEAA-5.2.2.2-01: An SD-JWT VC QEAA shall include the cat egor y claim, which shall implement the semantics
specified in clause 4.2.2 of the present document.
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QEAA-5.2.2.2-02: The value of thecat egor y claimin a SD-JWT VC QEAA shall be the URN defined in
requirement QEAA-4.2.2.2-02 (ur n: et si : esi : eaa: eu: qual i fi ed).

5.2.2.3 Requirements for EU EAA issued by or on behalf of a public body
responsible for an authentic source (PuB-EAA)

PuB-EAA-5.2.2.3-01: An SD-JWT VC PuB-EAA shall include the cat egor y claim, which shall implement the
semantics specified in clause 4.2.2 of the present document.

PuB-EAA-5.2.2.3-02: The value of the cat egory claimin aSD-JNT VC PuB-EAA shall be the URN defined in
requirement PUB-EAA-4.2.2.3-02 (ur n: et si : esi : eaa: eu: pub).
5.2.3 EAA identifier

EAA-5.2.3-01: Thej ti component specified in IETF RFC 7519 [4], clause 4.1.7, shall implement the semantics
specified in clause 4.2.3 of the present document.

EAA-5.2.3-02: A SD-JWT VC EAA shall incorporatethej t i component.
5.2.4 EAA issuer identifier

5.24.1 General requirements
Common requirementsto both types of EAA Issuer (natural or legal person)

EAA-5.2.4.1-01: Thei ss claim specified in IETF RFC 7519 [4], clause 4.1.1, and further profiled in IETF
SD-JWT VC [3], clause 3.2.2.2, shall unambiguously identify the Trust Service Provider which issues the SD-JWT
VC EAA.

EAA-5.2.4.1-02: A SD-JWT VC EAA shall incorporatethei ss claim.
EAA-5.2.4.1-03: Thevalue of thei ss claiminaSD-JWT VC EAA shall bea URI.

EAA-5.2.4.1-04: A SD-JWT VC EAA may includethei ssui ng_aut hori ty claim, specified in CIR (EU)
202412977 [i.3], table 5 Annex I, containing the name of the SD-JWT VC EAA issuer.

EAA-5.2.4.1-05: Thei ssui ng_aut hori ty claim shall beaJSON String.

EAA-5.2.4.1-06: A SD-JWT VC EAA may incorporatethei ssui ng_count ry, identifying the EU Member where
the SD-JWT VC EAA issuer is established.

EAA-5.2.4.1-07: The value of the optional i ssui ng_count ry claim shall be as specified in requirement
EAA-4.2.4.1-05 of the present document.

EAA-5.2.4.1-08: Thei ssui ng_count ry claim shal be a JSON String.
Requirements when the EAA isalegal person

EAA-5.2.4.1-09: Where aregistration identifier is applicable, a SD-JWT VC EAA may includethei ss_reg_i d
claim.

EAA-5.2.4.1-10: Thei ss_reg_i d claim shall beaJSON String.

EAA-5.2.4.1-11: Thevalue of thei ss_reg_i d claim may be built according to the rules defined in clause 5.1.4 of
ETSI EN 319 412-1 [16] to build the value of the or gani zat i onl dent i fi er attribute in the subject field of an
X.509 certificate.

5.2.4.2 Requirements for EU Qualified EAA (QEAA)

QEAA-5.2.4.2-01: A SD-JWT VC QEAA shall includethei ssui ng_aut hori ty clam, specified in CIR (EU)
2024/2977 [i.3], table 5 Annex |, containing the name of the SD-JWT VC QEAA issuer.
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QEAA-5.2.4.2-02: The SD-JWT VC QEAA shall includethei ssui ng_count ry claim.

QEAA-5.2.4.2-03: If theissuer of the SD-JWT VC QEAA isalegal person and if aregistration identifier is applicable,
aSD-JWT VC QEAA shall includethei ss_reg_i d claim.

QEAA-5.2.4.2-04: Thevalue of thei ss_reg_i d claim shall be built according to the rules defined in clause 5.1.4 of
ETSI EN 319 412-1 [16] to build the value of the or gani zat i onl denti fi er attribute in the subject field of an
X.509 certificate.

5.24.3 Requirements for EU EAA issued by or on behalf of a public body
responsible for an authentic source (PuB-EAA)

PuB-EAA-5.2.4.3-01: A SD-JWT VC PuB-EAA shall includethei ssui ng_aut hori ty, specified in CIR (EU)
2024/2977 [i.3], table 5 Annex |, containing the name of the SD-JWT VC PuB-EAA issuer.

PuB-EAA-5.2.4.3-02: The SD-JWT VC PuB-EAA shall includethei ssui ng_count ry claim.

PuB-EAA-5.2.4.3-03: Where aregistration identifier is applicable, a SD-JWT VC PuB-EAA shall include the
iss_reg_idclam.

PuB-EAA-5.2.4.3-04: Thevaueof thei ss_reg_i d claim shal be built according to the rules defined in clause 5.1.4
of ETSI EN 319 412-1 [16] to build the value of the or gani zat i onl denti fi er attribute in the subject field of an
X.509 certificate.

5.2.5 EAA and attribute subject identifiers and pseudonyms

5.25.1 The EAA subject identifier

EAA-5.2.5.1-01: The sub claim specified in IETF RFC 7519 [4], clause 4.1.2, and further profiled in clause 3.2.2.2 of
IETF SD-JWT VC[3], shall implement the semantics specified in clause 4.2.6.2 of the present document.

EAA-5.2.5.1-02: An EAA shall include either the sub claim or theal so_known_as claim.

5.25.2 The EAA subject pseudonym

EAA-5.2.5.2-01: Theal so_known_as claim shall implement the semantics specified in clause 4.2.6.3 of the present
document.

EAA-5.2.5.2-02: Theal so_known_as claim shall be a JSON String.

5.25.3 The attribute subject identifier
EAA-5.2.5.3-01: A SD-JWT VC EAA may contain attributes referring to different entities.

EAA-5.25.3-02: InaSD-JWT VC EAA each attribute not associated to the EAA subject shall be associated either to an
attribute subject identifier or to an attribute subject pseudonym.

EAA-5.2.5.3-03: An SD-JWT VC EAA may associate a set of attributes to the identifier of an entity different than the
EAA subject using the type specified in clause 5.3 of the present document.

5.254 The attribute subject pseudonym

EAA-5.2.5.4-01: A SD-JWT VC EAA may associate a set of attributes to the pseudonym of an entity different than the
EAA subject using the type specified in clause 5.3 of the present document.

5.25.5 Requirements for EU Qualified EAA (QEAA)
QEAA-5.255-01: InaSD-JWT VC QEAA all the attributes shall refer to the EAA subject.
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5.2.5.6 Requirements for EU EAA issued by or on behalf of a public body
responsible for an authentic source (PuB-EAA)

PuB-EAA-5.2.5.6-01: In a SD-JWT PuB-EAA all the attributes shall refer to the EAA subject.

52.6 EAA issuance

EAA-5.2.6-01: Thei at claim, specified in IETF RFC 7519 [4] clause 4.1.6, and further profiled in IETF
SD-JWT VC [3] clause 3.2.2.2, shall implement semantics specified in clause 4.2.7 of the present document.

EAA-5.2.6-02: A SD-JWT VC EAA may incorporatethei at claim.
NOTE: TheNuneri cDat e value (thevalue of thei at claim), specified in IETF RFC 7519 [4], meets the

requirements specified in clause 4.2.7.2 of the present document.

5.2.7 EAA validity periods

5.2.7.1 Specific requirements for the EAA technical validity period

EAA-5.2.7.1-01: A SD-JWT VC EAA shall include the nbf claim specified in IETF RFC 7519 [4], clause 4.1.5, and
further profiled in IETF SD-JWT VC [3], clause 3.2.2.2.

EAA-5.2.7.1-02: The nbf claim shall implement the semantics of the first time instant of the SD-JWT VC EAA
technical validity period.

EAA-5.2.7.1-03: A SD-JWT VC EAA shall include the exp claim specified in IETF RFC 7519 [4], clause 4.1.5, and
further profiled in IETF SD-JWT VC [3], clause 3.2.2.2.

EAA-5.2.7.1-04: The exp claim shall implement the semantics of the second time instant of the SD-JWT VC EAA
technical validity period.
5.2.7.2 Specific requirements for the EAA administrative validity period

EAA-5.2.7.2-01: A SD-JWT VC EAA may include the adm nbf claim specified in IETF RFC 7519 [4], clause 4.1.5,
and further profiled in IETF SD-JWT VC [3], clause 3.2.2.2.

EAA-5.2.7.2-02: Theadm _nbf claim shall implement the semantics of the first time instant of the SD-JWT VC EAA
administrative validity period.

EAA-5.2.7.2-03: A SD-JWT VC EAA may include the adm _exp claim specified in IETF RFC 7519 [4], clause 4.1.5,
and further profiled in IETF SD-JWT VC [3], clause 3.2.2.2.

EAA-5.2.7.2-04: Theadm_exp claim shall implement the semantics of the second time instant of the SD-JWT
VC EAA administrative validity period (the expiration time).

EAA-5.2.7.2-05; A SD-JWT VC EAA either shall contain both theadm nbf and theadm exp claims, or shall not
contain any of them.

EAA-5.2.7.2-06: The content of adm nbf and adm exp claimsshall beaNuner i cDat e, specified in IETF
RFC 7519 [4].

5.2.8 Components constraining the usage of EAA

5281 EAA audience

EAA-5.2.8.1-01: A SD-JWT VC EAA shall not incorporate any component implementing the semantics specified in
clause 4.2.9.2 of the present document.
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5.2.8.2 Signal of one-time use

EAA-5.2.8.2-01: The oneTi e claim shall implement the semantics specified in clause 4.2.9.3 of the present
document.

EAA-5.2.8.2-02: A SD-JWT VC EAA may incorporate the oneTi ne claim.

EAA-5.2.8.2-03: The presence of theoneTi e claim shall indicate that the EAA shall be used only once, and that it
shall not be retained for future use.

EAA-5.2.8.2-04: Its absence shall indicate that the aforementioned constraint shall not apply to the EAA.
EAA-5.2.8.2-05: TheoneTi e claim shall havethe nul I JSON primitive type.

529 Attributes evidence

EAA-5.2.9-01: A SD-JWT VC EAA shall not incorporate any component i mplementing the semantics specified in
clause 4.2.10 of the present document.

5.2.10 EAA status service

5.2.10.1 General requirements

EAA-5.2.10.1-01: The st at us component shall implement the semantics specified in clause 4.2.11 of the present
document.

EAA-5.2.10.1-02: A SD-JWT VC EAA may incorporate the st at us component.
EAA-5.2.10.1-03: The st at us component shall be a JSON Object.
EAA-5.2.10.1-04: The st at us JSON Object shall havethet ype member.
EAA-5.2.10.1-05: The st at us JSON Object'st ype member shall be a JSON String.
The following string values are defined for thet ype member of st at us:

1) "BitstringStatusListEntry":for Bitstring Status List as specified in W3C Recommendation:
"Bitstring Status List v1.0" [24].

2) "TokenSt at usLi st": for Token Status List as specified in IETF draft-ietf-oauth-status-list-12 [25].
EAA-5.2.10.1-06: The st at us JSON Object shall have the pur pose member.

EAA-5.2.10.1-07: The st at us JSON Object's pur pose member shall be a JISON String, indicating the purpose of
the status list.

EAA-5.2.10.1-08: The st at us JSON Object shall havethei ndex member.

EAA-5.2.10.1-09: The st at us JSON Object'si ndex member shall be a JSON Integer, indicating an index in the
status list.

EAA-5.2.10.1-10: The st at us JSON Object shall havetheur i member.

EAA-5.2.10.1-11: The st at us JSON Object'suri member shall be a JSON String, whose value shall be an URL
pointing to the status list.

EAA-5.2.10.1-12: The st at us JSON Object may have other members.

5.2.10.2 Requirements for EU Qualified EAA (QEAA)

QEAA-5.2.10.2-01: A SD-JWT VC QEAA shall containthe st at us claim.
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5.2.10.3 Requirements for EU EAA issued by or on behalf of a public body
responsible for an authentic source (PuB-EAA)

PuB-EAA-5.2.10.3-01: A SD-JWT VC PuB-EAA shall containthe st at us claim.

5.2.11 EAA renewal service

EAA-5.2.11-01: A SD-JWT VC EAA shall not incorporate any component implementing the semantics specified in
clause 4.2.12 of the present document.

5.2.12 EAA short-lived (short Li ved)

EAA-5.2.12-01: A SD-JWT VC EAA may incorporate the shor t Li ved claim implementing the semantics specified
in clause 4.2.13 of the present document.

EAA-5.2.12-02: Theshor t Li ved claim shall havethenul | JSON primitive type.

5.3 Attested Attributes

EAA-5.3-01: A SD-JWT VC EAA shall incorporate the disclosed attested attributes as regular IWT claims, as specified
in clause of IETF SD-JWT VC[3].

EAA-5.3-02: If disclosable attested attributes are required, the SD-JWT VC EAA shall incorporate themin their
corresponding disclosures, as specified in clause 5.4.1 of the present document.

EAA-5.3-03: For associating a set of attributes to one entity different than the EAA subject, the SD-JWT VC EAA shall
includethesubAt t r s claim.

EAA-5.3-04: ThesubAt t r s claim shall have either thesub_i d member or the sub_aka member.

EAA-5.3-05: Thesub_i d member shall be a JSON String whose value shall be the identifier of the attribute subject,
which shall associate the attributes to this attribute subject.

EAA-5.3-06: Thesub_aka member shall be a JSON String whose value shall be the pseudonym of an attribute
subject which shall associate the attributes to this attribute subject.

EAA-5.3-07: ThesubAt t r s clam shall havetheat t r s member.

EAA-5.3-08: Theat t r s member shall be a JSON Array whose elements shall be the attributes associated to the
attribute subject whose identifier appearsinthe sub_i d member or whose pseudonym appearsin the sub_aka
member.

5.4 Attested Attributes metadata

54.1 Support to selective disclosure of attested attributes

541.1 General requirements

EAA-5.4.1.1-01: A SD-JWT VC EAA shall support the selective disclosure of attributes using components specified in
IETF SD-JWT VC [3] and IETF SD-JWT [5].

5.4.1.2 Disclosure schema identifier
EAA-5.4.1.2-01: A SD-JWT VC EAA shall not incorporate any component for identifying the disclosure schema.

NOTE: Theinformation about the schema used for implementing sel ective disclosure of attested attributesis
implicit in the mediatype of the SD-JWT.
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54.1.3 Disclosure

EAA-5.4.1.3-01: A SD-JWT VC EAA shall contain one disclosure for each selectively disclosable attested attribute.
EAA-5.4.1.3-02: When a SD-JWT VC EAA is serialized, the disclosures shall be incorporated in the SD-JWT VC EAA
as specified in IETF SD-JWT [5].

54.1.4 Disclosure reference

EAA-5.4.1.4-01: A SD-JWT VC EAA containing one or more selectively disclosable attested attributes that are JSON
Properties (clause 4.2.1 of IETF SD-JWT [5]), shall include the _sd component containing their disclosure digests
computed as specified in clause 5.2.4.1 of IETF SD-JWT [5].

EAA-5.4.1.4-02: A SD-JWT VC EAA requiring that one or more individual elements of JSON arrays are selectively
disclosable (clause 4.2.2 of IETF SD-JWT [5]), shall incorporate in the payload the mentioned JSON arrays where the
individual elementsthat are selectively disclosable have been replaced by their corresponding disclosure digests
computed as specified in clause 5.2.4.2 of IETF SD-JWT [5].

5415 Disclosure algorithm identifier (_sd_alg)

EAA-5.4.1.5-01: The_sd_al g component, specified in IETF SD-JWT [5], and further profiled in IETF
SD-JWT VC [3], shall implement the semantics specified in clause 4.4.2.5 of the present document.

EAA-5.4.1.5-02: If the SD-JWT VC EAA contains one or more disclosures, thenthe _sd_al g component shall be
present.

5.5 EAA data for key binding

EAA-5.5-01: A SD-JWT VC EAA may incorporate the cnf claim as specified in IETF SD-JWT [5], implementing the
semantics specified in clause 4.5 of the present document.

EAA-5.5-02: Thecnf claim may only contain either arepresentation of the EAA subject public key or a representation
of the EAA subject certificate as specified in IETF RFC 7800 [14].

EAA-5.5-03: For representing the EAA subject certificate, the cnf claim may contain the x5¢ parameter containing
only the certificate itself, or the x5t #S256 parameter, or the x5u parameter as specified in IETF RFC 7517 [30].

EAA-5.5-04: If the EAA subject certificate is represented by the x5u parameter, the x5t #S256 parameter shall also
be present.

EAA-5.5-05: If the EAA subject certificate is represented by the x5¢ parameter, neither the x5u parameter, nor the
x5t #5256 parameter shall be present.

EAA-5.5-06: The cnf claim should contain arepresentation of the EAA subject public key.

5.6 EAA digital signature

5.6.1 General requirements

EAA-5.6.1-01: If the SD-JWT VC EAA is not serialized using compact serialization, its digital signature shall be a
JAJES-B-B digital signature as specified in ETSI TS 119 182-1 [11].

5.6.2 Requirements for EU Qualified EAA (QEAA)

QEAA-5.6.2-01: The digital signature signing a SD-JWT VC QEAA shall be aqualified electronic signature or a
qualified electronic seal.

QEAA-5.6.2-02: The Protected Header of the digital signature signing a SD-JWT VC QEAA shall contain the x5u and
the x5t #5256 header parameters, specified in IETF RFC 7515 [8].
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NOTE 1: This requirement meets requirement (h) in Annex V of Regulation (EU) 2024/1183[i.2] for QEAA,
which requires the presence of "(h) the location where the certificate supporting the qualified electronic
signature or qualified electronic seal referred to in point (g) is available free of charge'.

NOTE 2: The presence of the x5t #S256 header parameter isrequired for security reasons.
QEAA-5.6.2-03: The Protected Header of the digital signature signing a SD-JWT VC QEAA should contain the x5¢
header parameter, specified in IETF RFC 7515 [8].

5.6.3 Requirements for EU EAA issued by or on behalf of a public body
responsible for an authentic source (PuB-EAA)

PuB-EAA- 5.6.3-01: Thedigital signature signing a SD-JWT VC PuB-EAA shall be a qualified electronic signature or
aqualified electronic seal.

PuB-EAA-5.6.3-02: The Protected Header of the digital signature signing a SD-JWT VC PuB-EAA shall contain the
x5u and the x5t #S256 header parameters, specified in IETF RFC 7515 [8].

NOTE 1: This requirement meets requirement (h) in Annex V11 of Regulation (EU) 2024/1183 [i.2] for PuB-EAA,
which requires the presence of "(h) the location where the certificate supporting the qualified electronic
signature or qualified electronic seal referred to in point (g) is available free of charge”.

NOTE 2: The presence of the x5t #S256 header parameter is required for security reasons.

PuB-EAA-5.6.3-03: The Protected Header of the digital signature signing a SD-JWT VC PuB-EAA should contain the
x5c¢ header parameter, specified in IETF RFC 7515 [8].

6 Implementation of EAA based on ISO/IEC-mdoc

6.1 General requirements
Clause 6 of the present document specifies arealization of EAA designated as | SO/IEC-mdoc EAA hereinafter.

EAA-6.1-01: The data structures of the EAA shall be the data structures defined in 1SO/IEC 18013-5 [12], extended
with some structures defined in the present document for meeting specific EAA requirements.

EAA-6.1-02: If the EAA isamobiledriving license (mDL) (i.e. the document type of the EAA is
"org.is0.18013.5.1.mDL"), it:

1) Shall contain data elements defined in section 7.1 of 1SO/IEC 18013-5 [12] within the namespace
"org.is0.18013.5.1"; and

2) May contain data elements defined in the present document.
EAA-6.1-03: If the EAA isNOT a mobiledriving license, it:

1) Shall contain data elements defined in section 6.3 of 1SO/IEC 23220-2 [13] within the namespace
"0rg.is0.23220.1";

2) May contain data elements defined in the present document; and
3) May contain data elements defined in another document.

EAA-6.1-04: The data elements defined in the present document shall be assigned the namespace
"org.etsi.01947201.010101".

NOTE 1. Table A.1in Annex A shows the namespaces for the data elements addressed in the | SO/IEC-mdoc EAA
realization.

EAA-6.1-05: If the ISO/IEC-mdoc EAA isamDL, the "presence" column of the Table 5 of 1SO/IEC 18013-5 [12] shall
apply.
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NOTE 2: The"presence" Table 5 of ISO/IEC 18013-5 [12] specifies which data elements are mandatory and which
ones are optional.

EAA-6.1-06: If the ISO/IEC-mdoc EAA isNOT amDL, the document defining the | SO/IEC-mdoc EAA type shall
specify which data elements are mandatory.

EAA-6.1-07: ISO/IEC-mdoc EAA shall be an instance of | ssuer Si gned type defined in 1 SO/IEC-mdoc [12],
clause 8.3.2.1.2.2, extended as specified in the present document.

EAA-6.1-08: The encoding of any new data element of tstr type defined in clause 6 shall be Unicode unless stated
otherwise.

6.2 EAA metadata

6.2.1 EAA specification

6.2.1.1 EAA type

There is no need to define any data element for indicating the type of the ISO/IEC-mdoc EAA. Therationaleis
explained below.

When the wallet requests the issuance of an 1SO/IEC-mdoc EAA, it knows the EAA type, so that when the
I SO/IEC-mdoc EAA issuer issues the ISO/IEC-mdoc EAA (an instance of | ssuer Si gned type) the wallet keeps
track internally of its type.

When arelying party requests the presentation of a specific type of 1SO/IEC-mdoc EAA, the wallet can retrieve the
I SO/IEC-mdoc EAA of thistype and send it to the relying party.

6.2.1.2 EAA context

Thereis no need to define any data element for indicating the context because the data el ements namespaces appear
within the ISO/IEC-mdoc EAA regardlessits type.

6.2.1.3 EAA schema
EAA-6.2.1.3-01: AnISO/IEC-mdoc EAA may have the data element schema.

NOTE: Astheschens dataelement isdefined in the present document its namespaceis
"org.etsi.01947201.010101".

EAA-6.2.1.3-02: The dataelement schena shall be of typet st r.
EAA-6.2.1.3-03: The value of the data element schemma shall be a URI pointing to the location where the schema of
the ISO/IEC-mdoc EAA is available.

6.2.2 EAA category

6.2.2.1 General requirements

EAA-6.2.2.1-01: I1SO/IEC-mdoc EAAsissued by EAAs issuers registered in the European Union, which are neither
| SO/IEC-mdoc QEAAS nor | SO/IEC-mdoc PuB-EAAS, shall not include the cat egor y data element.

NOTE: Asthecat egory dataelement is defined in the present document its namespace is
"org.etsi.01947201.010101".

EAA-6.2.2.1-02: The cat egor y data element shall implement the semantics specified in clause 4.2.2 of the present
document.

EAA-6.2.2.1-03: The cat egor y data element shall be of typet st r (specified in IETF RFC 8610 [22]).
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6.2.2.2 Requirements for EU Qualified EAA (QEAA)

QEAA-6.2.2.2-01: AnISO/IEC-mdoc QEAA shall include the cat egor y data element, which shall implement the
semantics specified in clause 4.2.2 of the present document.

QEAA-6.2.2.2-02: The value of the cat egor y data element in an | SO/IEC-mdoc QEAA shall be the URN defined in

requirement QEAA-4.2.2.2-02 (ur n: et si : esi : eaa: eu: qual i fi ed).

6.2.2.3 Requirements for EU EAA issued by or on behalf of a public body
responsible for an authentic source (PuB-EAA)

PuB-EAA-6.2.2.3-01: An ISO/IEC-mdoc PuB-EAA shall include the cat egor y data element, which shall implement
the semantics specified in clause 4.2.2 of the present document.

PuB-EAA-6.2.2.3-02: The value of the cat egor y data element in an 1SO/IEC-mdoc PuB-EAA shall be the URN
defined in requirement PUB-EAA-4.2.2.3-02 (ur n: et si : esi : eaa: eu: pub).

6.2.3 EAA identifier
EAA-6.2.3-01: An ISO/IEC-mdoc EAA shall incorporate the docunent _nunber dataelement.

EAA-6.2.3-02: Thedocunent _nunber dataelement shall implement the semantics of clause 4.2.3 of the present
document.

EAA-6.2.3-03: If the ISO/IEC-mdoc EAA isamDL, thenthedocurment _nunber dataelement shall be as specified
in Table 5 of clause 7.2.1 of ISO/IEC 18013-5 [12].

EAA-6.2.3-04:If the ISO/IEC-mdoc EAA isNOT amDL thedocunent _nunber dataelement shall be as specified
in clause 6.3 of ISO/IEC 23220-2 [13].

NOTE: Inboth cases, the value of the docunment _nunber dataisanumber (e.g. a unique serial number).

6.2.4 EAA issuer identifier

6.24.1 General requirements
Common requirementsto both types of EAA Issuer (natural or legal person)

EAA-6.2.4.1-01: If an ISO/IEC-mdoc EAA isamDL it shall includethei ssui ng_aut hori t'y component,
specified in Table 5 of clause 7.2.1 of ISO/IEC 18013-5 [12].

EAA-6.2.4.1-02: Thei ssui ng_aut hori t y dataelement shall implement the semantics of clause 4.2.4 of the
present document.

EAA-6.2.4.1-03: If an ISO/IEC-mdoc EAA isNOT amDL it shall includethei ssui ng_aut hority_uni code
component, specified in clause 6.3 of ISO/IEC 23220-2 [13].

EAA-6.2.4.1-04: Thei ssui ng_aut hori ty_uni code dataelement shall implement the semantics of clause 4.2.4
of the present document.

NOTE 1: ISO/IEC 23220-2 [13] defines two data elements (each one with its own identifier) with different
character sets, namely: latinl (the character set mandated fori ssui ng_aut hority in
ISO/IEC 18013-5[12]), and Unicode.

EAA-6.2.4.1-05: An ISO/IEC-mdoc EAA may incorporatethei ssui ng_count ry, identifying the EU Member
where the 1SO/IEC-mdoc EAA issuer is registered.

EAA-6.2.4.1-06; If the ISO/IEC-mdoc EAA isamDL, thenthei ssui ng_count r y data element shall be as
specified in Table 5 of clause 7.2.1 of ISO/IEC 18013-5[12].

ETSI



37 ETSI TS 119 472-1 V1.1.1 (2025-12)
EAA-6.2.4.1-07: If the ISO/IEC-mdoc EAA isNOT amDL thei ssui ng_count r y data element shall be as
specified in clause 6.3 of ISO/IEC 23220-2 [13].

EAA-6.2.4.1-08: The value of the optiona i ssui hg_count ry data element shall be as specified in requirement
EAA-4.2.4.1-05 of the present document.

Requirementswhen the EAA isalegal person

EAA-6.2.4.1-09: Where aregistration identifier is applicable, an ISO/IEC-mdoc EAA may includethei ss_reg_i d
data element.

NOTE 2: Asthei ss_reg_i d dataelement isdefined in the present document its namespace is
"org.etsi.01947201.010101".

EAA-6.2.4.1-10: Thei ss_r eg_i d dataelement shall be an element of thetypet st r (specifiedin IETF
RFC 8610 [22]).

EAA-6.2.2.1-11: Thevaueof thei ss_reg_i d dataelement shall be aregistration identifier.

EAA-6.2.4.1-12: Thevaueof thei ss_reg_i d dataelement may be built applying the rules specified in requirements
LEG-5.1.4-02 to LEG-5.1.4-08 (both included) in clause 5.1.4 of ETSI EN 319 412-1 [16].

6.2.4.2 Requirements for EU Qualified EAA (QEAA)

QEAA-6.2.4.2-01: If an 1SO/IEC-mdoc QEAA isamDL, it shal include thei ssui ng_aut hori ty dataelement,
specified in Table 5 of clause 7.2.1 of ISO/IEC 18013-5[12].

QEAA-6.2.4.2-02: If an ISO/IEC-mdoc QEAA isNOT amDL, it shall include the
i ssui ng_aut hority_uni code dataelement, specified in clause 6.3 of ISO/IEC 23220-2 [13].

QEAA-6.2.4.2-03: An ISO/IEC-mdoc QEAA shall includethei ssui ng_count ry dataelement.

QEAA-6.2.4.2-04: If the issuer of the ISO/IEC-mdoc QEAA isalegal person and if aregistration identifier is
applicable, an 1SO/IEC-mdoc QEAA shall includethei ss_r eg_i d data element.

QEAA-6.2.4.2-05: Thevalueof thei ss_reg_i d dataelement shall be built according to the rules defined in
clause 5.1.4 of ETSI EN 319 412-1 [16] to build the value of the or gani zat i onl denti fi er attributeinthe
subject field of an X.509 certificate.

6.2.4.3 Requirements for EU EAA issued by or on behalf of a public body
responsible for an authentic source (PuB-EAA)

PuB-EAA-6.2.4.3-01: If an ISO/IEC-mdoc PuB-EAA isamDL, it shall includethei ssui ng_aut hori ty data
element, specified in Table 5 of clause 7.2.1 of 1SO/IEC 18013-5[12].

PuB-EAA-6.2.4.3-02: If an ISO/IEC-mdoc PuB-EAA isNOT amDL, it shall include the
i ssui ng_aut hority_uni code dataelement, specified in clause 6.3 of ISO/IEC 23220-2 [13].

PuB-EAA-6.2.4.3-03: An ISO/IEC-mdoc PuB-EAA shall includethei ssui ng_count r y data element.

PuB-EAA-6.2.4.3-04: Where aregistration identifier is applicable, an 1SO/IEC 18013-5 [12] PuB-EAA shall include
thei ss_reg_i d dataelement.

PuB-EAA-6.2.4.3-05: Thevalue of thei ss_reg_i d dataelement shall be built according to the rules defined in
clause 5.1.4 of ETSI EN 319 412-1 [16] to build the value of the or gani zat i onl denti fi er attributein the
subject field of an X.509 certificate.
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6.2.5 EAA subject and attribute subject identifiers and pseudonyms

6.25.1 EAA subiject identifier

EAA-6.2.5.1-01: If an I1SO/IEC-mdoc EAA requires that the EAA subject (the holder of the mDL) isidentified, the
I SO/IEC-mdoc EAA shall include the following data elements, specified in Table 5 of clause 7.2.1 of
ISO/IEC 18013-5[12]: gi ven_nane andf am | y_name, and docunent _nunber .

EAA-5.2.5.1-02: An ISO/IEC-mdoc EAA that isamDL shall include either the complete set of data elements
mentioned in the previous requirement identifying the EAA subject, or theal so_known_as data element.

NOTE 1. Astheal so_known_as dataelement is defined in the present document its namespaceis
"org.etsi.01947201.010101".

EAA-5.25.1-03: Theal so_known_as data element shall be an element of thetypet st r (specifiedin IETF
RFC 8610 [22]).

EAA-6.2.5.1-04: If the ISO/IEC-mdoc EAA isNOT amDL, and requires that the EAA subject (the holder of the
mDoc) isidentified, the |SO/IEC-mdoc EAA shall include the following data elements, specified in clause 6.3 of
ISO/IEC 23220-2 [13]: gi ven_nane, fani | y_nane, and docunent _nunber .

NOTE 2: Although the identifiers of the data elements are the same in both 1SO/IEC 18013-5 [12] and
ISO/IEC 23220-2 [13], their namespaces differ, and in addition, gi ven_nane andf am | y_nane are
encoded in Unicode in ISO/IEC 23220-2 [13], and in latinl in ISO/IEC 18013-5[12].

EAA-6.2.5.1-05: An ISO/IEC-mdoc EAA that isNOT amDL shall include either the compl ete set of data elements
mentioned in the previous requirement identifying the EAA subject, or theal so_known_as data element.
6.2.5.2 EAA subject pseudonym

EAA-6.2.5.2-01: AnISO/IEC-mdoc EAA may containthe al so_known_as data element, which shall contain the
pseudonym of the EAA, and therefore shall implement the semantics specified in clause 4.2.6.3 of the present
document.

6.2.5.3 Attribute subject identifier

EAA-6.2.5.3-01: An ISO/IEC-mdoc EAA may include attributes that refer to entities that are not the EAA subject: the
attribute subjects.

EAA-6.2.5.3-02: For each attribute subject, an I SO/IEC-mdoc EAA may include the attribute subject identifier or the
attribute subject pseudonym.

EAA-6.2.5.3-03: In an ISO/IEC-mdoc EAA the identifiers of the attribute subjects shall be associated to their
corresponding attributes as specified in clause 6.3 of the present document.

6.2.5.4 Attribute subject pseudonym
EAA-6.2.5.4-01: An 1SO/IEC-mdoc EAA may include pseudonyms of attribute subjects.

EAA-6.2.5.4-02: In an ISO/IEC-mdoc EAA, the pseudonyms of the attribute subjects shall be associated with their
corresponding attributes as specified in clause 6.3 of the present document.

6.2.5.5 Requirements for EU Qualified EAA (QEAA)
QEAA-6.2.5.5-01: In an ISO/IEC-mdoc QEAA all the attributes shall refer to the EAA subject.

6.2.5.6 Requirements for EU EAA issued by or on behalf of a public body
responsible for an authentic source (PuB-EAA)

PuB-EAA-6.2.5.6-01: In an I1SO/IEC-mdoc PuB-EAA all the attributes shall refer to the EAA subject.
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6.2.6 EAA issuance
EAA-6.2.6-01: An ISO/IEC-mdoc EAA shall incorporate thei ssue_dat e dataelement.

EAA-6.2.6-02: Thei ssue_dat e dataelement shall indicate the issuance date according to the semantics of
clause 4.2.7 of the present document.

EAA-6.2.6-03: If the ISO/IEC-mdoc EAA isamDL, thenthei ssue_dat e data element shall be as specified in
Table 5 of clause 7.2.1 of ISO/IEC 18013-5[12].

EAA-6.2.6-04: If the ISO/IEC-mdoc EAA isNOT amDL thei ssue_dat e data element shall be as specified in
clause 6.3 of ISO/IEC 23220-2 [13].
6.2.7 EAA validity periods

6.2.7.1 Specific requirements for the EAA technical validity period

EAA-6.2.7.1-01: Theval i dFr ommember of theval i di t ylI nf o member of the instance of
Mobi | eSecurit yQhj ect type specified in clause 9.1.2.4 of ISO/IEC 18013-5 [12], shall implement the semantics
of the start time of the 1SO/IEC-mdoc EAA technical validity period.

EAA-6.2.7.1-02: Theval i dUnti | member of theval i di t yl nf o member of the instance of
Mobi | eSecuri t yObj ect type specified in clause 9.1.2.4 of 1SO/IEC 18013-5[12], shall implement the semantics
of the end type instant of the I SO/IEC-mdoc EAA technical validity period.

EAA-6.2.7.1-03: Theval i dFr omandtheval i dUnt i | members shall indicate the UTC time for date and time.
EAA-6.2.7.1-04: Theval i dFr omandtheval i dUnt i | members shall have seconds precision.

EAA-6.2.7.1-05: Theval i dFr omand theval i duUnt i | members shall not contain fractions of seconds.

6.2.7.2 Specific requirements for the EAA administrative validity period

EAA-6.2.7.2-01: If the ISO/IEC-mdoc EAA isamDL, then the expi ry_dat e element specified in table 5 of
clause 7.1 of ISO/IEC 18013-5[12], shall implement the semantics of the end date of the ISO/IEC-mdoc EAA
administrative validity period.

EAA-6.2.7.2-02: If the ISO/IEC-mdoc EAA isNOT amDL, thentheexpi ry_dat e element specified in clause 6.3
of ISO/IEC 23220-2 [13], shall implement the semantics of the end date of the | SO/IEC-mdoc EAA administrative
validity period.

EAA-6.2.7.2-03: Thei ssue_dat e dataelement, as specified in clause 6.2.6 of the present document, may be
considered, wherever appropriate, to implement the semantics of the start date of the ISO/IEC-mdoc EAA
Administrative validity period.

6.2.8 Components constraining the usage of EAA

6.2.8.1 EAA audience

EAA-6.2.8.1-01: An ISO/IEC-mdoc EAA shall not incorporate any data element implementing the semantics specified
in clause 4.2.9.2 of the present document

6.2.8.2 Signal of one-time use
EAA-6.2.8.2-01: An ISO/IEC-mdoc EAA may incorporate the oneTi e data element.

EAA-6.2.8.2-02: The oneTi e data element shall implement the semantics specified in clause 4.2.9.3 of the present
document.
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NOTE: AstheoneTi nme dataelement isdefined in the present document its namespace is
"org.etsi.01947201.010101".
EAA-6.2.8.2-03: The oneTi e data element shall have the bool CBOR type.

EAA-6.2.8.2-04: If theoneTi ne data element is present and set to true, it shall indicate that the EAA shall be used
only once, and that it shall not be retained for future use.

EAA-6.2.8.2-05: If theoneTi nme dataelement ispresent and set to f al se or it is absent, the aforementioned
constraint shall not apply to the EAA.

6.2.9 Attributes evidence

EAA-6.2.9-01: An ISO/IEC-mdoc EAA shall not incorporate any data element implementing the semantics specified in
clause 4.2.10 of the present document.

6.2.10 EAA status service

6.2.10.1 General requirements

EAA-6.2.10.1-01: An ISO/IEC-mdoc may contain the status member within the instance of
Mobi | eSecurityhj ect.

EAA-6.2.10.1-02: The st at us member shall implement the semantics specified in clause 4.2.11 of the present
document.

EAA-6.2.10.1-03: The st at us member shall be as specified in clause 6 of draft-ietf-oauth-status-list-12 [25].

EAA-6.2.10.1-04: The st at us member shall containthe st at us_| i st member as specified in clause 6 of
draft-ietf-oauth-status-list-12 [ 25].

NOTE: At the moment of writing the present document, |SO/IEC 18013-5 [12] is under revision taking into
account the st at us member specified in clause 6 of draft-ietf-oauth-status-list-12 [25]. Clause 6.2.10 of
the present document can be updated for referencing the revised | SO/IEC 18013-5 [12].

6.2.10.2 Requirements for EU Qualified EAA (QEAA)

QEAA-6.2.10.2-01: If an ISO/IEC-mdoc QEAA does not containtheshor t Li ved data element, it shall contain the
st at us member within the instance of Mobi | eSecuri t yObj ect as specified in clause 6.2.10.1.

6.2.10.3 Requirements for EU EAA issued by or on behalf of a public body
responsible for an authentic source (PuB-EAA)

PuB-EAA-6.2.10.3-01: If an ISO/IEC-mdoc PuB-EAA does not contain the shor t Li ved data element, it shall

contain the st at us member within the instance of Mobi | eSecuri t yQbj ect asspecified in clause 6.2.10.1.

6.2.11 EAA renewal service

EAA-6.2.11-01: An ISO/IEC-mdoc EAA shall not incorporate any component implementing the semantics specified in
clause 4.2.12 of the present document.

6.2.12 EAA short-lived
EAA-6.2.12-01: An ISO/IEC-mdoc EAA may incorporatethe shor t Li ved data element.

EAA-6.2.12-02: Theshort Li ved data element shall implement the semantics specified in clause 4.2.13 of the
present document.
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NOTE: Astheshort Li ved dataelement isdefined in the present document its namespace is
"org.etsi.01947201.010101".
EAA-6.2.12-03: Theshort Li ved dataelement shal have the bool CBOR type.

EAA-6.2.12-04: If theshort Li ved dataelement ispresent and settot r ue, it shall indicate that the validity period
of the EAA is so short that it shall not be necessary to check its revocation status.

EAA-6.2.12-05: If theshor t Li ved dataelement is present and set to f al se or it is absent, the aforementioned
constraint shall not apply to the EAA and it shall be necessary to check its revocation status.

6.3 Attested attributes

EAA-6.3-01: AnISO/IEC-mdoc EAA shall include each attested attribute, regardlessit is disclosable or not, in one or
more | ssuer Si ghedl t emcomponent, and shall be incorporated to the | SO/IEC-mdoc EAA as specified in
clause 8.3.2.1.2.2 of ISO/IEC 18013-5[12].

EAA-6.3-02: For associating one attribute to one entity different than the EAA subject, the | SO/IEC-mdoc EAA shall
include an instance of the SubAt t r type (which is defined below) in the el erment Val ue member of
| ssuer Si gnedl tem

SubAttr = {
("subld" : Subld ; the subject attribute identifier
/1
?"subAka" : tstr); the subject attribute pseudonym
},
Subld = {
"fam ly_name" : tstr, ; The family nane of the attribute subject
"given_nane" : tstr, ; The given nane of the attribute subject

"docunent _nunber": tstr ; The nunber of the personal identification data assigned to
;the attribute subject

}
EAA-6.3-03: Aninstance of SubAt t r type shall have either the subl d member or the subAka member.

EAA-6.3-04: The subl d member shall be a CBOR map whose members shall univocally identify the attribute subject.

EAA-6.3-05: The subAka member shall be a CBOR String whose value shall be the pseudonym of an attribute subject
which shall associate the attributes to this attribute subject.

6.4 Attested Attributes metadata

6.4.1 Support to selective disclosure of attested attributes

6.4.1.1 Introduction

NOTE: |ISO/IEC 18013-5 [12] imposes the presence of one instance of the Mobi | eSecuri t yQbj ect Type.

6.4.1.2 Disclosure schema identifier

EAA-6.4.1.2-01: An ISO/IEC-mdoc EAA shall include the ver si on component within its
Mobi | eSecurityQhj ect.

6.4.1.3 Disclosure

EAA-6.4.1.3-01: An ISO/IEC-mdoc EAA containing disclosable attributes, shall include each disclosure in one
| ssuer Si gnedl t emcomponent, and shall be incorporated to the | SO/IEC-mdoc EAA as specified in
clause 8.3.2.1.2.2 of ISO/IEC 18013-5[12].
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6.4.1.4 Disclosure reference

EAA-6.4.1.4-01: For an |SO/IEC-mdoc EAA, theval ueDi gest s component shall implement the semantics
specified in clause 4.4.2.3 of the present document.

EAA-6.4.1.4-02: If an |SO/IEC-mdoc includes selectively disclosable attested attributes, it shall include the
val ueDi gest s component withinitsMobi | eSecurit yObj ect , as specified in clause 9.1.2.4 of
ISO/IEC 18013-5 [12] for supporting the semantics specified in clause 4.4.2.3 of the present document.
6.4.1.5 Disclosure algorithm identifier

EAA-6.4.1.5-01: An ISO/IEC-mdoc EAA containing disclosable attributes, shall include the di gest Al gori t hm
component withinits Mbbi | eSecuri t yQbj ect .

6.5 EAA data for Key Binding

EAA-6.5-01: An ISO/IEC-mdoc EAA shall incorporate the devi ceKey member withinthedevi ceKeyl nf o
member of the instance of Mobi | eSecuri t yObj ect type, to implement the semantics specified in clause 4.5 of the
present document.

EAA-6.5-02: Thedevi ceKey member within the devi ceKeyl nf o member of the instance of
Mobi | eSecuri t yObj ect type, shal contain a public key whose private key isin possession of the EAA subject.

6.6 EAA digital signature

6.6.1 General requirements
EAA-6.6.1-01: An ISO/IEC-mdoc EAA shall be signed by a CB-AdES-B-B signature.

6.6.2 Requirements for EU Qualified EAA (QEAA)

QEAA-6.6.2-01: The CB-AdES-B-B digita signature signing an I SO/IEC-mdoc QEAA shall be aqualified electronic
signature or aqualified electronic seal.

QEAA-6.6.2-02: The Protected Header of the CB-AdES-B-B digital signature signing an 1SO/IEC-mdoc QEAA shall
contain the x5u and the x5t header parameters, both specified in IETF RFC 9360 [20].

QEAA-6.6.2-03: The digest algorithm used in the x5t header parameter, shall be SHA-256.

NOTE 1: Thisrequirement meets requirement (h) in Annex V of Regulation (EU) 2024/1183 [i.2] for QEAA,
which requires the presence of " (h) the location where the certificate supporting the qualified electronic
signature or qualified electronic seal referred to in point (g) is available free of charge”.

NOTE 2: The presence of the x5t header parameter is required for security reasons.
QEAA-6.6.2-04: The Protected Header of the CB-AdES-B-B digital signature signing an | SO/IEC-mdoc QEAA should
contain the x5chain header parameter, specified in IETF RFC 9360 [20].

6.6.3 Requirements for EU EAA issued by or on behalf of a public body
responsible for an authentic source (PuB-EAA)

PuB-EAA-6.6.3-01: The CB-AdES-B-B digital signature signing an 1SO/IEC-mdocPuB-EAA shall be aqualified
electronic signature or a qualified electronic seal.

PuB-EAA-6.6.3-02: The Protected Header of the CB-AdES-B-B digital signature signing an | SO/IEC-mdoc PuB-EAA
shall contain the x5u and the x5t header parameters, both specified in IETF RFC 9360 [20].
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NOTE 1: This requirement meets requirement (h) in Annex V11 of Regulation (EU) 2024/1183 [i.2] for PuB-EAA,
which requires the presence of " (h) the location where the certificate supporting the qualified electronic
signature or qualified electronic seal referred to in point (g) is available free of charge”.

NOTE 2: The presence of the x5t header parameter is required for security reasons.
PuB-EAA-6.6.3-03: The digest algorithm used in the x5t header parameter, shall be SHA-256.

PuB-EAA-6.6.3-04: The Protected Header of the CB-AdES-B-B digita signature signing an |SO/IEC-mdoc PuB-EAA
should contain the x5chai n header parameter, specified in IETF RFC 9360 [20].

7 Implementation of EAA based on W3C Verifiable
Credentials (JSON-LD W3C-VC)

7.1 General requirements

Clause 7 of the present document specifies arealization of EAA based on the JSON-LD (specified in W3C
Recommendation: "JSON-LD 1.1. A JSON-based Serialization for Linked Data" [29]) seriaization of W3C
Recommendation (15 May 2025): "Verifiable Credentials Data Model v2.0" [1].

Clauses from 7.1 to 7.5 specify the contents of an EAA that has not yet been signed by the EAA issuer. These not-yet-
signed EAAs will be designated as JSSON-LD W3C-VC EAA hereinafter.

Clause 7.6 specifies different mechanisms for signing JSON-LD W3C-VC EAAs and defines a set of acronyms for
designating the different resulting formats of signed JSON-LD W3C-VC EAAs.

EAA-7.1-01: A JSON-LD W3C-VC EAA shal use the JSON-LD syntax for its serialization.

7.2 EAA metadata

7.2.1 EAA specification

7.2.1.1 EAA type

EAA-7.2.1.1-01: A JSON-LD W3C-VC EAA shall incorporate the credential object'st ype property, as specified in
"Verifiable Credentials Data Model v2.0" [1], implementing the semantics specified in clause 4.2.1.2 of the present
document.

EAA-7.2.1.1-02: In aJSON-LD W3C-VC EAA thet ype property shall be an array of at least two strings.

7.2.1.2 EAA context

EAA-7.2.1.2-01: A JSON-LD W3C-VC EAA shall incorporate the @ ont ext property, as specified in "Verifiable
Credentials Data Model v2.0" [1], implementing the semantics specified in clause 4.2.1.3 of the present document.

EAA-7.2.1.2-02: In aJSON-LD W3C-VC EAA the @ont ext property shall be an array of URI values.

EAA-7.2.1.2-03: In aJSON-LD W3C-VC EAA the @ont ext shall contain the URI specifiedin "Verifiable
Credentials Data Model v2.0" [1] (https.//www.w3.org/ng/credentials/v2), and any other URI referencing a document
that maps URL s to short-form aliases required for the EAA.

EAA-7.2.1.2-04: The URL associated to each new property defined in the present document shall be the result of
concatenating https://uri.etsi.org/019472010101# and the term used in the specification of the property in the present
document.
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7.2.1.3 EAA schema

EAA-7.2.1.3-01: A JSON-LD W3C-VC EAA shall incorporatethecr edent i al Schemna property, as specified in
"Verifiable Credentials Data Model v2.0" [1], implementing the semantics of clause 4.2.1.4 of the present document.

NOTE 1: The Verifiable Credentials JSON schema specification can be found at
https://www.w3.org/ns/credential s/v2.

EAA-7.2.1.3-02: InaJSON-LD W3C-VC EAA thecr edent i al Schena property shall be an array of at least one
member.

EAA-7.2.1.3-03: In aJSON-LD W3C-VC EAA each member of thecr edent i al Schera property shall have two
properties, namely: i d, specified in clause 4.5 of [1], which will point to the document containing the schema, and
t ype, which will indicate the type of schema contained in the mentioned document.

The following string values are defined for thet ype child property of cr edent i al Schena:

1) "JsonSchemaCredenti al ": for schemas defined using JSON schema syntax as specified in JSON
Schema Core [21].

2) "Cddl SchemaCr edenti al ": for schemas defined using Concise Data Definition Language as specified in
IETF RFC 8610[22].

3) "Shacl SchemaCr edenti al ": for schemas defined using SHACL as specified in W3C Recommendation:
" Shapes Constraint Language (SHACL)" [23].

NOTE 2: SHACL isableto define schemas for RDF graphs, but it is not able to define schemas for RDF Data Sets.
AsaVC with embedded proofs a RDF Data set, SHACL will be able to define the schema of the EAA
secured with the embedded proofs. Instead, it will be able to define the schema of the EAA without any
embedded proof.

EAA-7.2.1.3-04: Additional string values may be defined for thet ype child property of cr edent i al Schemma, each
one identifying a different syntax for defining the JSON-LD W3C-VC EAA schema.

1.2.2 EAA category

7221 General requirements

EAA-7.2.2.1-01: If anindication of the category of the EAA (implementing the semantics specified in clause 4.2.2 of
the present document) is required, this category shall be indicated in one of the stringsin the credential object'st ype
array property, specified in "Verifiable Credentials Data Model v2.0" [1].

7222 Requirements for EU Qualified EAA (QEAA)

QEAA-7.2.2.2-01: InaJSON-LD W3C-VC QEAA one of the elements of the credential object'st ype array property
shall be the URI defined in requirement QEAA-4.2.2.2-02 (ur n: et si : esi : eaa: eu: qual i fi ed).

7.2.2.3 Requirements for EU EAA issued by or on behalf of a public body
responsible for an authentic source (PuB-EAA)

PuB-EA-7.2.2.3-01: In a JSON-LD W3C-VC PuB-EAA one of the elements of the credential object'st ype array

property shall be the URI defined in requirement PUB-EAA-4.2.2.3-02 (ur n: et si : esi : eaa: eu: pub).

7.2.3 EAA identifier

EAA-7.2.3-01: Thei d property shall implement the semantics specified in clause 4.2.3 of the present document.

EAA-7.2.3-02: A W3C-VC EAA shall incorporate the credential object'si d property.

ETSI


https://www.w3.org/ns/credentials/v2

45 ETSITS 119 472-1 V1.1.1 (2025-12)

EAA-7.2.3-03: In aJSON-LD W3C-VC EAA the contents of the i d property shall be as specified in "Verifiable
Credentials Data Model v2.0" [1], clause 4.2.

7.2.4 EAA issuer identifier

7.24.1 General requirements
Common requirementsregardless whether the EAA issuer isa natural or alegal person

EAA-7.2.4.1-01: Thei ssuer property, specified in Verifiable Credentials Data Model v2.0 [1], shall implement the
semantics specified in clause 4.2.4.1 of the present document.

EAA-7.2.4.1-02: A W3C-VC EAA shall incorporate thei ssuer property.
EAA-7.2.4.1-03: InaW3C-VC EAA thei ssuer property shal be an object.

EAA-7.2.4.1-04: InaW3C-VC EAA thei ssuer property shall havethei d child property, whose value shall be a
URI, as specified in "Verifiable Credentials Data Model v2.0" [1].

NOTE: Thismeansthat aDID isavalid valuefor thisi d child property.
EAA-7.2.4.1-05: InaW3C-VC EAA thei ssuer property may includethei ssui ng_aut hori ty child property.

EAA-7.2.4.1-06: InaW3C-VC EAA thei ssui ng_aut hori ty child property of thei ssuer property shall be
either a JSON String or a JSON Object.

EAA-7.2.4.1-07: If thei ssui ng_aut hori ty child property of thei ssuer property inaW3C-VC EAA isaJSON
String, then it shall contain the name of the W3C-VC EAA issuer.

EAA-7.2.4.1-08: If thei ssui ng_aut hori ty child property of thei ssuer property inaW3C-VC EAA isaJSON
Object, then it shall contain the name of the W3C-VC EAA issuer in severa languages.

EAA-7.2.4.1-09: If thei ssui ng_aut hori t y child property of thei ssuer property inaW3C-VC EAA isaJSON
Object, then every key of the map shall be alanguage code as specified in IETF RFC 5646 [27], and the value mapped
to the key shall be the name of W3C-VC EAA issuer in that language.

EAA-7.2.4.1-10: InaW3C-VC EAA thei ssuer property may includethei ssui ng_count ry child property
identifying the EU Member where the SD-JWT VC EAA issuer is registered.

EAA-7.2.4.1-11: InaW3C-VC EAA the value of thei ssui ng_count ry property shall be as specified in the
requirement EAA-4.2.4.1-05 of the present document.

Requirements when the EAA issuer isalegal person

EAA-7.2.4.1-12: Where aregistration identifier is applicable, thei ssuer property may includether eg_i d child
property.

EAA-7.2.4.1-13: Thevalue of ther eg_i d child property shall be built according to the rules defined in clause 5.1.4 of
ETSI EN 319 412-1 [16] to build the value of the or gani zat i onl denti fi er attributeinthesubj ect field of an
X.509 certificate.

7.24.2 Requirements for EU Qualified EAA (QEAA)
QEAA-7.2.4.2-01: The W3C-VC QEAA i ssuer property shall includethei ssui ng_aut hori ty child property.
QEAA-7.2.4.2-02: The W3C-VC QEAA i ssuer property shall includethei ssui ng_count ry child property.

QEAA-7.2.4.2-03: If the issuer of the W3C-VC QEAA isalega person and if aregistration identifier is applicable, the
i ssuer property shall includether eg_i d child property.

QEAA-7.2.4.2-04: The value of ther eg_i d child property shall be built according to the rules defined in clause 5.1.4
of ETSI EN 319 412-1 [16] to build the value of the or gani zat i onl denti fi er attributeinthesubj ect field of
an X.509 certificate.
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7.24.3 Requirements for EU EAA issued by or on behalf of a public body
responsible for an authentic source (PuB-EAA)

PuB-EAA-7.2.4.3-01: The W3C-VC PuB-EAA i ssuer property shall includethei ssui ng_aut hori ty child
property.

PuB-EAA-7.2.4.3-02: The W3C-VC PuB-EAA i ssuer property shall includethei ssui ng_count ry child
property.

PuB-EAA-7.2.4.3-03: Where aregistration identifier is applicable, the W3C-VC PuB-EAA i ssuer property shall
includether eg_i d child property.

PuB-EAA-7.2.4.3-04: The value of ther eg_i d child property shall be built according to the rules defined in
clause5.1.4 of ETSI EN 319 412-1 [16] to build the value of the or gani zat i onl dent i fi er attributein the
subj ect field of an X.509 certificate.

7.2.5 EAA issued on behalf

EAA-7.2.5-01: If the W3C-VC EAA isissued on behalf of another entity, the EAA may incorporate the onBehal f
child property of thei ssuer property, as specified in the present clause.

EAA-7.2.5-02: TheonBehal f child property shall be a JSON Array of zero or more JSON Objects.

EAA-7.2.5-03: Each JSON Object within the onBehal f child property shall have a member id, whose value shall be a
URI identifying an entity on whose behalf the EAA has been issued.

EAA-7.2.5-04: Each JSON Object within the onBehal f child property may have a member name, whose val ue shall
be the name of an entity on whose behalf the EAA has been issued.

EAA-7.2.5-05: If the entity on whose behalf the EAA has been issued is alegal person, each JSON Object within the
onBehal f child property may have amember r eg_i d, whose value shall be as specified in the requirement
EAA-4.2.4.1-07.

7.2.6 EAA and attribute subject identifiers and pseudonyms

7.26.1 General requirements

EAA-7.2.6.1-01: InaW3C-VC EAA each element of thecr edent i al Subj ect array shal contain either thei d
child property or the pseudonymchild property specified in the present clause.

NOTE 1: If thecr edenti al Subj ect array contains one element, this entity isthe EAA subject.

EAA-7.2.6.1-02: InaW3C-VC EAA the pseudonymchild property of an element of thecr edent i al Subj ect
array shall contain a string whose value is the pseudonym of the entity associated to the attributes present in this array
element.

NOTE 2: Thei d child property can aso be used for keeping the EAA subject anonymous. This can be achieved,
for instance, using DIDs or other identifiers that introduce alevel of indirection.

EAA-7.2.6.1-03: If aW3C-VC EAA includesacr edent i al Subj ect array with more than one element, one of
these elements shall contain attributes associated only to one specific entity (attribute subject), and one of these entities
shall be the EAA subject.

NOTE 3: Notethat asit isrequired that each element of thecr edent i al Subj ect array contains either the
identifier or the pseudonym of the entity associated to the attributes within the element, and as one of
these entitiesis the EAA subject, the EAA subject identifier or the EAA subject pseudonym is always
present.
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7.2.6.2 The EAA subject identifier

EAA-7.2.6.2-01: If thecr edent i al Subj ect array of a W3C-VC EAA has one element, and this element has the
i d child property, thisi d child property shall identify the EAA subject.

NOTE: Thei d child property can have avalue that is associated to the real-world identity of the EAA subject, or
can have avalue that does not reveal their real-world identity. This can be achieved, for instance, using
DIDs or other identifiers that introduce alevel of indirection, allowing the EAA subject to remain
anonymous.

7.2.6.3 The EAA subject pseudonym

EAA-7.2.6.3-01: If thecr edent i al Subj ect array of a W3C-VC EAA has one element, and this element includes
the pseudonymchild property, then the value of this element shall be the pseudonym of the EAA subject.

7.26.4 The attribute subject identifier

EAA-7.2.6.4-01: If the W3C-VC EAA includesacr edent i al Subj ect array that has more than one element, and
this element hasthei d child property, thisi d child property shall identify the entity associated to the attributesin this
element.

NOTE: Thei d child property can have avalue that is associated to the real-world identity of the attribute subject,
or can have avalue that does not reveal their real-world identity. This can be achieved, for instance using
DIDs or other identifiers that introduce a level of indirection, allowing the EAA subject to remain
anonymous.

7.2.6.5 The attribute subject pseudonym

EAA-7.2.6.5-01: If the W3C-VC EAA includesacr edent i al Subj ect array that has more than one element, if one
of these elements includes the pseudonymchild property, then this child property shall contain the pseudonym of the
entity associated to these attributes (the attribute subject).

7.2.6.6 Requirements for subject(s) names

EAA-7.2.6.6-01: The elementsinthecr edent i al Subj ect array of aJSON-LD W3C-VC EAA may contain the
child property narre.

EAA-7.2.6.6-02: The child property nane in one element of thecr edent i al Subj ect array of aJSON-LD
W3C-VC EAA may be either aJSON String or a JSON Object.

EAA-7.2.6.6-03: If the child property nane in one element of thecr edent i al Subj ect array of aJSON-LD
W3C-VC EAA isaJSON Object, then it shall contain the name of the entity associated with the corresponding
attributes in several languages.

EAA-7.2.6.6-04: If the child property nane in one element of thecr edent i al Subj ect array of aJSON-LD
W3C-VC EAA isaJSON Object, then every key of the map shall be alanguage code as specified in IETF

RFC 5646 [27], and the value mapped to the key shall be the name of the entity associated with the corresponding
attributes in that language.

7.2.6.7 Requirements for EU Qualified EAA (QEAA)
QEAA-7.2.6.7-01: Thecr edent i al Subj ect array of a JSON-LD W3C-VC QEAA shall contain only one element.

QEAA-7.2.6.7-02: The element of thecr edent i al Subj ect array of aJSON-LD W3C-VC QEAA shall contain
either thei d child property or the pseudony mchild property.
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7.2.6.8 Requirements for EU EAA issued by or on behalf of a public body
responsible for an authentic source (PuB-EAA)

PuB-EAA-7.2.6.8-01: Thecr edent i al Subj ect array of aJSON-LD W3C-VC PuB-EAA shall contain only one
element.

PuB-EAA-7.2.6.8-02: The element of thecr edent i al Subj ect array of aJSON-LD W3C-VC PuB-EAA shall
contain either thei d child property or the pseudonymchild property.

7.2.7 EAA issuance

EAA-7.2.7-01: Thei ssuedAt property shall implement the semantics specified in clause 4.2.7 of the present
document.

EAA-7.2.7-02: A JSON-LD W3C-VC EAA may incorporate thei ssuedAt property specified in the present clause.

EAA-7.2.7-03: The content of thei ssuedAt property shall beadat eTi meSt anp string as specified in
W3C Recommendation: "W3C XML Schema Definition Language (XSD) 1.1 Part 2: Datatypes’ [10], clause 3.3.7.

7.2.8 EAA validity periods

7.28.1 Specific requirements for technical validity period

EAA-7.2.8.1-01: A W3C-VC EAA shal incorporate theval i dFr omand val i dUnt i | properties, specified in
"Verifiable Credentials Data Model v2.0" [1].

EAA-7.2.8.1-02: Theval i dFr omproperty shall implement the semantics of the first instant time of the W3C-VC
EAA technical validity period.

EAA-7.2.8.1-03: Theval i dUnti | property shall implement the semantics of the second instant time of the W3C-VC
EAA technical validity period.

EAA-7.2.8.1-04: The contents of val i dFr omand val i dUnti | shall bedat eTi neSt anp strings as specified in
W3C Recommendation: "W3C XML Schema Definition Language (XSD) 1.1 Part 2: Datatypes’ [10], clause 3.3.7.

7.2.8.2 Specific requirements for administrative validity period

EAA-7.2.8.2-01: A W3C-VC EAA may incorporate the admval i dFr omand admval i dUnt i | properties specified
in the present clause.

EAA-7.2.8.2-02: TheadnVal i dFr omproperty shall implement the semantics of the first instant time of the W3C-VC
EAA administrative validity period.

EAA-7.2.8.2-03: TheadnVal i dUnt i | property shall implement the semantics of the second instant time of the
W3C-VC EAA administrative validity period.

EAA-7.2.8.2-04: The content of adnVal i dFr omand adnal i dUnti | shall beadat eTi meSt anp string as
specified in W3C Recommendation: "W3C XML Schema Definition Language (XSD) 1.1 Part 2: Datatypes' [10],
clause 3.3.7.

7.2.9 Components constraining the usage of EAA

7.29.1 EAA audience

EAA-7.2.9.1-01: Theaudi ence property, specified in the present clause, shall implement the semantics specified in
clause 4.2.9.2 of the present document.

EAA-7.2.9.1-02: A JSON-LD W3C-VC EAA may incorporate the audi ence property.

EAA-7.2.9.1-03: Theaudi ence property shall be either a string or an array of strings.
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EAA-7.2.9.1-04: Each string in the audi ence property may be aURI.

7.2.9.2 Signal of one-time use

EAA-7.2.9.2-01: The oneTi nme property, specified in the present clause, shall implement the semantics specified in
clause 4.2.9.3 of the present document.

EAA-7.2.9.2-02: A JSON-LD W3C-VC EAA may incorporate the oneTi ne property.
EAA-7.2.9.2-03: The oneTi e property shall have a boolean value.

EAA-7.2.9.2-04: If the oneTi nme property is absent, it shall be considered that itsvalueisf al se.

7.29.3 Terms of use

EAA-7.2.9.3-01: A JSON-LD W3C-VC EAA may incorporatethet er ns Of Use property specified in "Verifiable
Credentials Data Model v2.0" [1], clause 5.5.

EAA-7.2.9.3-02: Thet er ms Of Use property shall be either a JSON Object or aJSON Array of JSON Objects. In both
cases, each JSON Object shall contain the details of one set of terms of use.

EAA-7.2.9.3-03: Each JSON Object mentioned in requirement EAA-7.2.9.3-02 shall have thet ype child property
identifying its type.

The following string value is defined for thet ype child property of t er me Of Use:

1) "enbSDPol i cy": forindicating that thet er ms Of Use property contains details on the embedded selective
disclosure policy associated to the JSON-LD W3C-VC EAA.

EAA-7.2.9.3-04: If the value of thet ype child property of the JISON Object mentioned in requirement EAA-7.2.9.3-02
is"embSDPol i cy" then the mentioned JISON Object shall have the enb SDPol i cyl d child property whose value
shall be a URI identifying the embedded sel ective disclosure policy associated to the JSON-LD W3C-VC EAA.
7.2.10 Attributes evidence

EAA-7.2.10-01: A JSON-LD W3C-VC EAA may incorporate the evi dence property.

EAA-7.2.10-02: Theevi dence property, specified in "Verifiable Credentials Data Model v2.0" [1], clause 5.7, shall
implement the semantics specified in clause 4.2.10 of the present document.

EAA-7.2.10-03: Theevi dence property shall be a JSON Array whose elements shall be JSON Objects.

EAA-7.2.10-04: Each JSON Object within the JSON Array evi dence property shall have thet ype child property.
The value of thet ype child property shall be a JSON array of one or more elements whose values shall be URIs.

EAA-7.2.10-05; Each JSON Object within the JSON Array evi dence property may havethei d child property
indicating the type of the evidence.

EAA-7.2.10-04: Each JSON Object within the JSON Array evi dence property may have other members, whose
specification is out of the scope of the present document.

7.2.11 EAA status service

7.211.1 General requirements

EAA-7.2.11.1-01: Thecr edent i al St at us property, specified in "Verifiable Credentials Data Model v2.0" [1],
clause 5.6, shall implement the semantics specified in clause 4.2.11 of the present document.

EAA-7.2.11.1-02: A JSON-LD W3C-VC EAA may incorporatethe cr edent i al St at us object property.
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The following string values are defined for thet ype child property of cr edent i al St at us:

1) "BitstringStatusListEntry":for Bitstring Status List as specified in W3C Recommendation:
"Bitstring Status List v1.0" [24].

2) "TokenSt at usLi st": for Token Status List as specified in IETF draft-ietf-oauth-status-list-12 [25].
3) "CRL":for CRL as specified in IETF RFC 5280 [9].
4) "OCSP'": for OCSP responses served by an OCSP Server as specified in IETF RFC 6960 [28].

EAA-7.2.11.1-03: If the value of thet ype child property of cr edent i al St at us property is"CRL" or "OCSP" the
value of the st at usPur pose child property shall be present and set to value "r evocat i on".

EAA-7.2.11.1-04: If the value of thet ype child property of cr edent i al St at us property is"CRL" or "OCSP" the
value of thest at usLi st Cr edent i al child property shall be present and its value shall be an URL pointing to the
revocation status service.

7.2.11.2 Requirements for EU Qualified EAA (QEAA)

QEAA-7.2.11.2-01: A JSON-LD W3C-VC QEAA shall containthecr edent i al St at us property.

7.2.11.3 Requirements for EU EAA issued by or on behalf of a public body
responsible for an authentic source (PuB-EAA)

PuB-EAA-7.2.11.3-01: A JSON-LD W3C-VC PuB-EAA shall containthecr edent i al St at us property.

7.2.12 EAA renewal service
EAA-7.2.12-01: A JSON-LD W3C-VC EAA may incorporatether ef r eshSer vi ce property.

EAA-7.2.12-02: Ther ef r eshSer vi ce property, specified in "Verifiable Credentials Data Model v2.0" [1],
clause 5.4, shall implement the semantics specified in clause 4.2.12 of the present document.

EAA-7.2.12-03: Ther ef r eshSer vi ce property shal be either a JSON Object or aJSON Array of JSON Objects. In
both cases, each JSON Object shall contain the details of one renewal service.

7.2.13 EAA short-lived

EAA-7.2.13-01: Theshort Li ved property, specified in the present clause, shall implement the semantics specified in
clause 4.2.13 of the present document.

EAA-7.2.13-02: A JSON-LD W3C-VC EAA may incorporatethe shor t Li ved property.
EAA-7.2.13-03: Theshor t Li ved property shall have a boolean value.

EAA-7.2.13-04: If theshor t Li ved property isabsent, it shall be considered that itsvalueisf al se.

7.3 Attested Attributes

EAA-7.3-01: Each element inthe cr edent i al Subj ect array property shall contain attested attributes associated to
one entity.

7.4 Attested Attributes metadata

EAA-7.4-01: If aJSON-LD W3C-VC EAA hasto incorporate selective disclosure of attributes using enveloping
proofs, it shall use SD-JWT as specified in W3C Recommendation (15 May 2025): " Securing Verifiable Credentials
using JOSE and COSE" [2], clause 3.2.1.
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EAA-7.4-02: If aJSON-LD W3C-VC EAA hasto incorporate selective disclosure of attributes and it uses embedded
proofs, it shall use crypto suites that allow this feature, as the one specified in W3C Recommendation (15 May 2025):
"Data Integrity ECDSA Cryptosuites v1.0" [18], clause 3.5, or the one specified in W3C Candidate Recommendation
(3 April 2025): "Data Integrity BBS Cryptosuites v1.0" [19], for securing the JSON-LD W3C-VC EAA.

7.5 EAA data for key binding

EAA-7.5-01: A JSON-LD W3C-VC EAA secured with SD-JWT shall incorporate, in the V C Payload, the cnf
property as specified in clause 4.1.3 of W3C VC_JOSE_COSE [2], implementing the semantics specified in clause 4.5
of the present document.

EAA-7.5-02: A JSON-LD W3C-VC EAA not secured by using SD-JWT shall incorporate, in the VC Payload, the cnf
property implementing the semantics specified in clause 4.5 of the present document.

EAA-7.5-03: In both casesthe cnf property may only contain either a representation of the EAA subject public key or
arepresentation of the EAA subject certificate as specified in IETF RFC 7800 [14].

EAA-7.5-04: For representing the EAA subject certificate, the cnf property may contain the x5c¢ child property
containing only the certificate itself, or the x5t #5256 child property, or the x5u child property as specified in IETF
RFC 7517 [30].

EAA-7.5-05: If the EAA subject certificate is represented by the x5u child property, the x5t #S256 child property
shall also be present.

EAA-7.5-06: If the EAA subject certificate is represented by the x5¢ child property, neither the x5u child property nor
the x5t #5256 child property shall be present.

EAA-7.5-07: Thecnf property should contain a representation of the EAA subject public key.

7.6 EAA digital signature

7.6.1 General requirements
EAA-7.6.1-01: A JSON-LD W3C-VC EAA shall be secured either with embedded proofs or with enveloping proofs.

EAA-7.6.1-02: A JSON-LD W3C-VC EAA that does not have selective disclosures shall be signed by a JWS signature
that shall meet the requirements defined in clause 3.1.1 of W3C Recommendation (15 May 2025): " Securing Verifiable
Credentials using JOSE and COSE" [2], and the requirements defined in clause 7.6.4.2 of the present document.

NOTE 1. These signed EAAs will be designated JSON-LD W3C VC JOSE EAA hereinafter.
NOTE 2: Notice that [2] uses the term JOSE for referring to generate a WS on the JSON-LD W3C-VC EAA.

EAA-7.6.1-03: A JSON-LD W3C-VC EAA that has selective disclosures shall be signed using SD-JWT, and shall meet
the requirements defined in clause 3.2.1 of W3C Recommendation (15 May 2025): " Securing Verifiable Credentials
using JOSE and COSE" [2], and the requirements defined in clause 7.6.4.3 of the present document.

NOTE 3: These signed EAAs will be designated JSON-LD W3C VC SD-JWT EAA hereinafter.
The expression "signed-with-envel oping-proof JSON-LD W3C-VC" will be used to indistinctly designate both JSON-
LD W3C VC JOSE EAA and JSON-LD W3C VC SD-JWT EAA in requirements that are common to both formats.
7.6.2 Requirements for EU Qualified EAA (QEAA)

EAA-7.6.2-01: If the JSON-LD W3C-VC QEAA is secured using embedded proofs, the digital signature shall meet the
requirements specified in clause 4.6.2 of the present document.

EAA-7.6.2-02: The digital signature of a signed-with-envel oping-proof JSON-LD W3C-VC QEAA shall be aqualified
electronic signature or aqualified electronic seal.
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EAA-7.6.2-03: The Protected Header of the digital signature of a signed-with-envel oping-proof JSON-LD W3C-VC
QEAA shall contain the x5u and the x5t #S256 header parameters, specified in IETF RFC 7515 [8].

NOTE 1: This requirement meets requirement (h) in Annex V11 of Regulation (EU) 2024/1183 [i.2] for PuB-EAA,
which requires the presence of " (h) the location where the certificate supporting the qualified electronic
signature or qualified electronic seal referred to in point (g) is available free of charge”.

NOTE 2: The presence of the x5t #5256 header parameter isrequired for security reasons.

EAA-7.6.2-04: The Protected Header of the digital signature of a signed-with-envel oping-proof JSON-LD W3C-VC
QEAA should contain the x5¢ header parameter, specified in IETF RFC 7515 [8].

7.6.3 Requirements for EU EAA issued by or on behalf of a public body
responsible for an authentic source (PuB-EAA)

EAA-7.6.3-01: If the JSON-LD W3C-VC PuB-EAA is secured using embedded proofs, the digital signature shall meet
the requirements specified in clause 4.6.2 of the present document.

EAA-7.6.3-02: The digital signature of a signed-with-enveloping-proof JSON-LD W3C-VC PuB-EAA shal bea
qualified electronic signature or a qualified electronic seal.

EAA-7.6.3-03: The Protected Header of the digital signature of a signed-with-envel oping-proof JSON-LD W3C-VC
PuB-EAA shall contain the x5u and the x5t #S256 header parameters, specified in IETF RFC 7515 [8].

NOTE 1: This requirement meets requirement (h) in Annex V11 of Regulation (EU) 2024/1183 [i.2] for PuB-EAA,
which requires the presence of "(h) the location where the certificate supporting the qualified electronic
signature or qualified electronic seal referred to in point (g) is available free of charge”.

NOTE 2: The presence of the x5t #5256 header parameter isrequired for security reasons.
EAA-7.6.3-04: The Protected Header of the digital signature of a signed-with-envel oping-proof JSON-LD W3C-VC
PuB-EAA should contain the x5¢ header parameter, specified in IETF RFC 7515 [§].

7.6.4 Requirements the JSON-LD W3C-VC EAA secured with enveloping
proofs

7.6.4.1 General requirements

EAA-7.6.4.1-01: If a signed-with-enveloping-proof JSON-LD W3C-VC contains both thei at claimin the JOSE
headers, and thei ssuedAt property, the timeindicated in both components shall be the same.

EAA-7.6.4.1-02: If a signed-with-envel oping-proof JSON-LD W3C-VC contains both the nbf claimin the JOSE
headers, and the val i dFr omproperty, the time indicated in both components shall be the same.

EAA-7.6.4.1-03: If a signed-with-enveloping-proof JSON-LD W3C-V C contains both the exp claim in the JOSE
headers, andtheval i dUnt i | property, the time indicated in both components shall be the same.

EAA-7.6.4.1-04: If a signed-with-enveloping-proof JSON-LD W3C-VC containsboththej ti claiminthe JOSE
headers, and the i d property containing the identifier of the EAA, their values shall be the same.

EAA-7.6.4.1-05: A signed-with-envel oping-proof JSON-LD W3C-VC shall not contain the st at us claim in the JOSE
headers.
7.6.4.2 Additional requirements for JSON-LD W3C VC JOSE EAAs

The present clause defines requirements for JISON-LD W3C VC JOSE EAAsin addition to the requirements defined in
clause 3.1.1 of W3C Recommendation (15 May 2025): " Securing Verifiable Credential s using JOSE and COSE" [2].

EAA-7.6.4.2-01: A JSON-LD W3C VC JOSE EAA shall be serialized using Compact Serialization.
EAA-7.6.4.2-02: The digital signature generated by the EAA issuer shall be a JAJES-B-B.
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7.6.4.3 Requirements for JSON-LD W3C VC SD-JWT EAAs

The present clause defines requirements for JISON-LD W3C VC SD-JWT EAAs in addition to the requirements defined
in clause 3.2.1 of W3C Recommendation (15 May 2025): " Securing Verifiable Credential s using JOSE and COSE" [2].

EAA-7.6.4.2-01: A JSON-LD W3C VC SD-JWT EAA shall be serialized using either Compact Serialization or
Flattened JSON Serialization, as specified in IETF SD-JWT [5].

EAA-7.6.4.2-02: If aJSON-LD W3C VC SD-JWT EAA is serialized using Flattened JSON Serialization, the digital
signature shall be a JAJES-B-B signature as specified in ETSI TS 119 182-1 [11].

NOTE: |ETF SD-JWT [5] Compact Serialization defines a structure that goes beyond JWS Compact
Serialization, adding to the IWS Compact Serialization the disclosures separated by '~'.

EAA-7.6.4.2-03: If aJSON-LD W3C VC SD-JWT EAA is serialized using Compact Serialization, the resulting
structure shall consist in the Compact Serialization of a JADES-B-B signature, as specified in ETSI TS 119 182-1 [11],
followed by the sequence of disclosures appended as specified in IETF SD-JWT [5].

7.6.4.4 Requirements for EU Qualified EAA (QEAA)

QEAA-7.6.4.4-01: If the digital signatureisa JAdES-B-B as specified in ETSI TS 119 182-1 [11], then the
requirements specified in clause 5.6.2 shall also apply.

7.6.45 Requirements for EU EAA issued by or on behalf of a public body
responsible for an authentic source (PuB-EAA)

QEAA-7.6.4.5-01: If the digital signature isa JAJES-B-B as specified in ETS| TS 119 182-1 [11] then the requirements

specified in clause 5.6.3 shall also apply.

7.6.5 Requirements for JSON-LD W3C-VC EAA with embedded proofs

7.65.1 General requirements

EAA-7.6.5.1-01: A JSON-LD W3C-VC EAA secured using embedded proofs shall include the pr oof property, as
specified in "Verifiable Credentials Data Model v2.0" [1] clause 4.12.

EAA-7.6.5.1-02: The contents of the pr oof property should be as specified in W3C Recommendation: "V erifiable
Credential Data Integrity v1.0" [26].

8 Implementation of EAA based on X.509 Attribute
Certificates (X.509-AC)

8.1 General requirements

Clause 8 of the present document defines arealization of EAA based on X.509 Attribute certificates as specified in
IETF RFC 5755 [6].

The EAAs implemented according to clause 8 of the present document, will be designated as X.509-AC EAA
hereinafter.
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8.2 EAA metadata

8.2.1 EAA specification

8.2.1.1 EAA type

EAA-8.2.1.1-01: The eaaType extension specified in the present clause shall implement the semantics specified in
clause 4.2.1.2 of the present document.

EAA-8.2.1.1-02: An X.509-AC EAA may incorporate the extension eaaType, which is defined below.

i d- et si - eaa- x509AC- ext-root OBJECT IDENTIFIER ::= { itu-t(0) identifiedorganization(4) etsi(0) id-
geaas-profile(194721) }

i d- et si - eaa- x509AC- ngext OBJECT IDENTIFIER ::={ id-etsi-eaa-x509AC-ext-root 2 }

etsi-eaaType ::= UTF8String

EAA-8.2.1.1-03: The value of the eaaTy pe extension shall be a URI identifying the type of the X.509-AC EAA.

8.2.1.2 EAA context

EAA-8.2.1.2-01: An X.509-AC EAA shall haveitsver si on field set to v2. Thiswill explicitly set the EAA context as
follows:

. All the information about the issuer shall be derived from the values of the following members: i ssuer field,
i ssuer Uni quel Dfield, aut hori t yKeyl denti fi er extension, aut hori tyl nf oAccess extension,
crl Di stributionPoi nts extension, and EAAType extension.

NOTE: |ETF RFC 5755 [6] specifies extensions as optional componentsin an Attribute Certificate.

e  All theinformation required about the subject shall be derived from the values of the following members:
hol der field.

8.2.1.3 EAA schema

EAA-8.2.1.3-01: An X.509-AC EAA shall not have any component implementing the semantics specified in
clause 4.2.1.4 of the present document.

8.2.2 EAA category

8.2.2.1 General requirements

EAA-8.2.2.1-01: X.509-AC EAAs issued by EAA Providers registered in the European Union, which are neither
X.509-AC QEAAs nor X.509-AC PuB-EAAs, shall not include any extension for signalling a specific category.

8.2.2.2 Requirements for EU Qualified EAA (QEAA)
QEAA-8.2.2.2-01: An X.509-AC QEAA shall incorporate the extension geaaSt at enent s, which isbelow.
i d- et si - geaas- x509AC-prof-identifiers OBJECT IDENTIFIER ::={ id-etsi-eaa-x509AC-ext-root 1 }
etsi-geaaStatenents EXTENSION ::= {
SYNTAX QEAASt at enent s
| DENTI FI ED BY i d-geaa-qaaStatenents }
i d- geaas- qaaSt at enent s OBJECT IDENTIFIER ::= { id-etsi-geaas-x509AC-prof-identifiers 1}
QEAASt at emrent's ;= SEQUENCE OF QEAASI at enment

QEAASt at ement @ : = SEQUENCE {
statenentld QEAA- STATEMENT. &l d({ Support edSt at enent s}),
st at ement | nf o QEAA- STATEMENT. &Type
({SupportedStatenents}{ @tatenent|d}) OPTIONAL }
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SupportedSt at ement s QEAA- STATEMENT ::= { esi-gaaStatenent-1, esi-eaaPubAStatenent-1}
QEAA-8.2.2.2-02: The geaaSt at enent s extension shall not be marked as critical.

QEAA-8.2.2.2-03: An X.509-AC QEAA shall incorporate the QEAA- St at enment that is defined below.

esi -gaaSt at ement -1 QEAA- STATEMENT :: = { | DENTI FI ED BY i d- et si - eqaas- EUgeaaConpl i ance }
i d- et si - eqaas- EUgeaaConpl i ance: : = { id-geaas-qaaStatenents 1}
8.2.2.3 Requirements for EU EAA issued by or on behalf of a public body

responsible for an authentic source (PuB-EAA)

PuB-EAA-8.2.2.3-01: An X.509-AC PuB-EAA shall incorporate the extension geaaSt at ement s specified in
clause 8.2.2.2 of the present document.

PuB-EAA-8.2.2.3-02: The geaaSt at enent s extension shall not be marked as critical.

PuB-EAA-8.2.2.3-03: An X.509-AC PuB-EAA shall incorporate the QEAA- St at enent that is defined below.
esi - eaaPubASt at ement - 1 QEAA- STATEMENT :: = { | DENTI FI ED BY i d- et si - eaaPubA- EUeaaPubAConpl i ance }

i d- et si - eaaPubA- EUeaaPubAConpl i ance: : = { id-qeaas-qaaStatenents 2}

8.2.3 EAA identifier

EAA-8.2.3-01: An X.509-AC EAA shall containtheser i al Nunber field, whose value, with the value of the
i ssuer field, shall identify the EAA itself.

8.2.4 EAA issuer identifier

8.24.1 General requirements
EAA-8.2.4.1-01: An X.509-AC EAA shall containthei ssuer field as specified in IETF RFC 5755 [6].

EAA-8.2.4.1-02: Its value shall be a distinguished name (dNSNan® choice of Gener al Nanes type as specified in
IETF RFC 5280 [9]) within v2For mchoice of At t Cert | ssuer type.

EAA-8.2.4.1-03: An X.509-AC EAA may containthei ssuer Uni quel Dfield, as specified in IETF RFC 5755 [6],
clause 4.2.8.

Requirements when the EAA issuer isalegal person

EAA-8.2.4.1-04: If the X.509-AC EAA issuer isalegal person, thei ssuer field shall not contain any of the X.509
attributes providing details of natural persons.

EAA-8.2.4.1-05: Where aregistration identifier is applicable, thei ssuer field may contain the attribute
organi zati onl denti fi er attribute.

EAA-8.2.4.1-06: Thevalue of the or gani zat i onl dent i fi er attribute may be built according to the rules defined
in clause 5.1.4 of ETS| EN 319 412-1 [16] to build the value of the or gani zat i onl dent i fi er attributein the
subject field of an X.509 certificate.

Requirementswhen the EAA issuer isa natural person

EAA-8.2.4.1-07: If the X.509-AC EAA issuer isanatural person, thei ssuer field shall not contain any of the X.509
attributes providing details of legal persons.

8.2.4.2 Requirements for EU Qualified EAA (QEAA)

QEAA-8.2.4.2-01: In an X.509-AC QEAA thei ssuer field shall contain, at least the following X.509 attributes:
country (C),and or gani zat i onNane (O).
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QEAA-8.2.4.2-02: If the issuer of the X.509-AC QEAA isalegal person and if aregistration identifier is applicable, the
i ssuer field shall contain the attribute or gani zat i onl denti fi er attribute.

QEAA-8.2.4.2-03: The value of oneinstance of the or gani zat i onl denti fi er attribute shall be built according
to the rules defined in clause 5.1.4 of ETSI EN 319 412-1 [16] to build the value of the
organi zati onl denti fi er attributeinthesubj ect field of an X.509 certificate.

QEAA-8.2.4.2-04: In an X.509-AC QEAA the extension identified by the OID i d- pe- aut hori tyl nf oAccess
shall contain one instance of type AccessDescri pti on aswithitsaccessMet hod field settoi d- ad-

cal ssuers,anditsaccesslLocat i on field shall point to the certificate of the X.509-AC QEAA issuer for
supporting the validation of the signature of the X.509-AC QEAA.

NOTE: Therequirement on the value of accessMet hod field isincluded for meeting the requirements defined
inelDAS 2.0 annex V.
8.24.3 Requirements for EU EAA issued by or on behalf of a public body
responsible for an authentic source (PuB-EAA)

PuB-EAA-8.2.4.3-01: In an X.509-AC PuB-EAA thei ssuer field shall contain, at least the following X.509
atributes: count ry (C), and or gani zat i onNane (O).

PuB-EAA-8.2.4.3-02: Where aregistration identifier is applicable, one instance of the or gani zat i onl denti fi er
attribute shall be present and built according to the rules defined in clause 5.1.4 of ETSI EN 319 412-1 [16] to build the
value of theor gani zat i onl denti fi er attributeinthesubj ect field of an X.509 certificate.

PuB-EAA-8.2.4.3-03: In an X.509-AC PuB-EAA the extension identified by the OID i d- pe-

aut hori tyl nf oAccess shal contain oneinstance of type AccessDescri pti on aswithitsaccessMet hod
fieldsettoi d- ad- cal ssuer s, anditsaccessLocat i on field shall point to the certificate of the X.509-AC
PuB-EAA issuer for supporting the validation of the signature of the X.509-AC PuB-EAA.

NOTE: The requirement on the value of accessMet hod field isincluded for meeting the requirements defined
inelDAS 2.0 annex VII.

8.2.5 EAA and attribute subject identifiers and pseudonyms

8.25.1 EAA subject identifier

EAA-8.2.5.1-02: In an X.509-AC EAA the EAA subject identifier shall be present in the hol der field.
EAA-8.2.5.1-03: In an X.509-AC EAA the hol der field shall includethe obj ect Di gest | nf o field, whichin turn,
shall havethe publ i ckeycert vaue as specified in IETF RFC 5755 [6], clause 7.3.

8.25.2 EAA subject pseudonym

EAA-8.2.5.2-01: In an X.509-AC EAA the EAA subject identifier shall be present in the hol der field.

EAA-8.2.5.2-02: In an X.509-AC EAA the hol der field shall includethe obj ect Di gest | nf o field, whichin turn,
shall havethe publ i ckeycert vaue as specified in IETF RFC 5755 [6], clause 7.3, which shall be certified in an
X.509 certificate issued in such away that it protects the subject privacy.

8.2.5.3 The attribute subject identifier

EAA-8.2.5.3-01: An X.509-AC EAA may contain attributes referring to different entities.

EAA-8.2.5.3-02: In an X.509-AC EAA each attribute not associated to the EAA subject shall be associated either to an
attribute subject identifier or to an attribute subject pseudonym.

EAA-8.2.5.3-03: An X.509-AC EAA may associate a set of attributesto the identifier of an entity different than the
EAA subject using one of the types specified in clauses 8.3.2 and 8.3.3 of the present document.
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8.254 The attribute subject pseudonym

EAA-8.2.5.4-01: An X.509-AC EAA may associate a set of attributes to the pseudonym of an entity different than the
EAA subject using one of the types specified in clauses 8.3.2 and 8.3.3 of the present document.

8.2.5.5 Requirements for EU Qualified EAA (QEAA)

QEAA-8.2.5.5-01: Inan X.509-AC QEAA all the attributes shall refer to the EAA subject.

8.2.5.6 Requirements for EU EAA issued by or on behalf of a public body
responsible for an authentic source (PuB-EAA)

PuB-EAA-8.2.5.6-01: In an X.509-AC PuB-EAA all the attributes shall refer to the EAA subject.

8.2.6 EAA issuance

EAA-8.2.6-01: An X.509-AC EAA shall not contain a component devoted to indicate the instant when the EAA was
generated.

8.2.7 EAA validity periods

8.2.7.1 Specific requirements for the EAA technical validity period

EAA-8.2.7.1-01: Thenot Bef or eTi ne fieldof at t r Cert Val i di t yPer i od specified in clause 4.2.6, shall
implement the semantics of the first instant time of the X.509-AC EAA technical validity period.

EAA-8.2.7.1-02: Thenot Af t er Ti e fieldsof at t r Cer t Val i di t yPer i od specified in clause 4.2.6, shall
implement the semantics of the second instant time of the X.509-AC EAA technical validity period.

8.2.7.2 Specific requirements for the EAA administrative validity period
EAA-8.2.7.2-01: An X.509-AC EAA may incorporate the X.509-AC EAA administrative validity period.

EAA-8.2.7.2-02: The not Bef or eTi e field of the AdnVal i di t yPer i od extension specified below, shall
implement the semantics of the first instant time of the X.509-AC EAA administrative validity period.

EAA-8.2.7.2-03: Thenot Af t er Ti e fields of the AdnWal i di t yPer i od extension specified below, shall
implement the semantics of the second instant time of the X.509-AC EAA administrative validity period.

EAA-8.2.7.2-04: The X.509-AC EAA AdnVal i di t yPer i od extension shall be as defined below.

- Attribute for EAA admnistrative validity period

i d- et si - eaa- x509AC- ext -adm val iditylnfo OBJECT | DENTIFIER ::= { id-etsi-eaa-x509AC ngext 3 }
etsi-eaaType EXTENSION ::= {

SYNTAX AdnVal i di t yPeri od

| DENTI FI ED BY i d- et si - eaa- x509AC- ext-admvaliditylnfo }
AdnVal i di tyPeriod ::= SEQUENCE {

not BeforeTi ne CeneralizedTi ne,
not After Ti me General i zedTi nme

8.2.8 Components constraining the usage of the EAA

8.28.1 EAA audience

EAA-8.2.8.1-01: An X.509-AC EAA shall identify the set of relying parties the EAA isintended for within the
i d-ce-targetlnfornmation extension specified in IETF RFC 5755 [6], clause 4.3.2.

ETSI



58 ETSITS 119 472-1 V1.1.1 (2025-12)

8.2.8.2 Signal of one-time use
General requirements

EAA-8.2.8.2-01: If an X.509-AC EAA needs to indicate that the EAA shall be used only once, and that it shall not be
retained for future use, it shall include the eaaOneTi neUse extension.

EAA-8.2.8.2-02: TheeaaOneTi neUse extension shall be as defined below.
-- Extension for oneTi neUse EAA
i d- et si - eaa- x509AC- ext - oneTi meUse OBJECT IDENTIFIER ::= { id-etsi-eaa-x509AC ngext 2 }

et si - eaOneTi meUse EXTENSI ON :: = { | DENTI FI ED BY i d- et si - eaa- x509AC- ext - oneTi neUse }

8.2.9  Attributes evidence
EAA-8.2.9-01: An X.509-AC EAA shall not include any component meeting the semantics specified in clause 4.2.10 of
the present document.

8.2.10 EAA status service

8.2.10.1 General requirements

EAA-8.2.10.1-01: If an X.509-AC EAA providesto the relying party the information or location of the services that can
be used to enquire about the validity status of the EAA, it shall place this information either within the extension
identified by the OID i d- pe- aut hori tyl nf oAccess (specified in IETF RFC 5280 [9], clause 4.2.2.1) with the
accessMet hod field set toi d- ad- ocsp, or within the extension identified by the OID i d- ce-

cRLDi stri buti onPoi nts (specifiedin IETF RFC 5280 [9], clause 4.2.1.13), or within both.

EAA-8.2.10.1-02: If an X.509-AC EAA does not provide to the relying party the information or location of the services
that can be used to enquire about the validity status of the X.509-AC EAA, it shall include within the X.509 Attribute
Certificate the extension identified by the OID i d- ce- noRevAvai | specifiedin IETF RFC 5755 [6], clause 4.3.6.

8.2.10.2 Requirements for EU Qualified EAA (QEAA)

QEAA-8.2.10.2-01: An X.509-AC QEAA shall contain one or the two extensions identified in requirement
EAA-8.2.10.1-01.

NOTE: The reguirement on the value of accessMet hod field in requirement EAA-8.2.10.1-01 meets the
requirements defined in elDAS 2.0, annex V.

8.2.10.3 Requirements for EU EAA issued by or on behalf of a public body
responsible for an authentic source (PuB-EAA)

PuB-EAA-8.2.10.3-01: An X.509-AC PuB-EAA shall contain one or the two extensions identified in requirement
EAA-8.2.10.1-01.

NOTE: The requirement on the value of accessMet hod field meets the requirements defined in elDAS 2.0,
annex VII.

8.2.11 EAA renewal service

EAA-8.2.11-01: An X.509-AC EAA shall not incorporate any component implementing the semantics specified in
clause 4.2.12 of the present document.

8.2.12 EAA short-lived

EAA-8.2.12-01: Theeaashort Li ved extension shall implement the semantics specified in clause 4.2.13 of the
present document.
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EAA-8.2.12-02: An X.509-AC EAA may incorporate the eaashor t Li ved extension.

EAA-8.2.12-03: Theeaashort Li ved extension shall be as defined below.
-- Extension for shortlLived EAA
i d- et si - eaa- x509AC- ext - short Li ved OBJECT IDENTIFIER ::= { id-etsi-eaa-x509AC ngext 4 }

et si-eaaShortLived EXTENSION ::= { |DENTIFIED BY id-etsi-eaa-x509AC- ext-shortLived }

EAA-8.2.12-04: If the X.509-AC EAA contains this extension then it shall neither contain thei d- ce-
cRLDi stri buti onPoi nt s extension specified in IETF RFC 5755 [6], clause 4.3.5 nor the i d- pe-
aut horityl nf oAccess withtheaccessMet hod field settoi d- ad- ocsp.

EAA-8.2.12-05: If the X.509-AC EAA contains this extension then it shall containthei d- ce- noRevAvai |
extension specified in IETF RFC 5755 [6], clause 4.3.6.

8.3 Attested attributes

8.3.1 General requirements

EAA-8.3.1-01: An X.509-AC EAA shall incorporate each individual Attested Attribute as an instance of the
At t ri but e type specified in clause 4.2.7 of IETF RFC 5755 [6].

EAA-8.3.1-02: An X.509-AC EAA shdll place theindividual Attested Attributesintheat t ri but es field.

The present document specifies two implementations for including attested attributes withintheat t ri but es field,
namely: as JSON tokens (X.509 AC/JSON implementation) or as instances of ASN.1 (defined in Recommendation
ITU-T X.680-X.683 [7]) types (X.509 AC/ASN.1 implementation).

8.3.2  Attested attributes for X509 AC/JSON implementation

EAA-8.3.2-01: An X.509-AC EAA conformant to the X.509 AC/JSON implementation, shall place the attributes within
one instance of JSONEncodedAt tri but e.

EAA-8.3.2-02: JSONEncodedAt t ri but e shall be as defined below.

-- Attribute for JSON encoded attribute

i d- et si - eaa- x509AC- ext -j sonattr OBJECT IDENTIFIER ::={ id-etsi-eaa-x509AC ngext 5 }
etsi-eaa-ext-jsonattr ATTRI BUTE :: = {SYNTAX JSONEncodedAttri bute | DENTI FI ED BY i d-etsi-eaa-
x509AC- ext-j sonattr }

JSONEncodedAttribute ::= UTF8String -- The set has only ONE el enent, with the JSON string UTF-8
encoded.

}
EAA-8.3.2-03: The set in the attribute value shall contain only one element, whose value shall be a JSON claim.

EAA-8.3.2-04: For associating a set of attributes to one entity different than the EAA subject, the
JSONEncodedAt t ri but e shall contain the UTF-8 String resulting of encoding an instance of thetypesubAttrs,
specified in clause 5.3 of the present document.

8.3.3  Attested attributes for X509 AC/ASN.1 implementation

EAA-8.3.3-01: Within an X.509-AC EAA conformant to the X.509 AC/ASN.1, each attribute shall be a DER-encoded
instance of a specific ASN.1 type, and shall be placed withintheat t ri but es sequence as specified in IETF
RFC 5755 [6], clause 4.2.7.

EAA-8.3.3-02: For associating a set of attributes to one entity different than the EAA subject using the X.509
AC/ASN.1 implementation, the X.509-AC EAA shall use as value of the attribute one instance of the SubAt t r s type,
which is defined below.
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- Attribute for associating a sequence of attributes to one attribute subject

i d- et si - eaa- x509AC- ext - subAttrs OBJECT IDENTIFIER ::={ id-etsi-eaa-x509AC ngext 6 }
et si-eaa-ext-subAttrs ATTRI BUTE :: = { SYNTAX Subj ect Attrs | DENTI FI ED BY i d- et si - eaa- xX509AC- ext -
subAttrs }
Subj ect Attrs ::= SEQUENCE{
subl dOr Pseudonym | dOr Pseudonym
attrs Extensions // the attributes associated to the attribute subject

}

| dOr Pseudonym : = CHO CE{
subl d [0] IA5tring,
subAka [1] | A5tring,
}

EAA-8.3.3-03: The subl d field of the subOr Pseudony mCHOICE shall contain the identifier of the attribute
subject. The subAka field of the subOr Pseudony mCHOICE shall contain the pseudonym of the attribute subject.
Theat t r s field shall contain all the attributes associated to the attribute subject.

8.4 Attested attributes metadata

8.4.1 Implementation of support to selective disclosure of Attested
Attributes

An X.509-AC EAA can achieve selective disclosure through atomic EAAS, i.e. X509 Attribute Certificates attesting
only one attribute.

EAA-8.4.1-01: EAAs Issuer issuing X.509-AC EAA should support the sel ective disclosure with the issuance of atomic
X.509 ACs.

8.5 EAA data for key binding

In an X.509-AC EAA the key binding is natively implemented, because the requirement EAA-8.2.5.1-03 states that “the
hol der field shall include the obj ect Di gest | nf o field, whichin turn, shall have the publ i ckeycert valueas
specified in IETF RFC 5755 [6], clause 7.3".

8.6 EAA digital signature

8.6.1 Requirements for EU Qualified EAA (QEAA)

QEAA-8.6.1-01: The requirements specified in clause 4.6.2 shall apply

8.6.2 Requirements for EU EAA issued by or on behalf of a public body
responsible for an authentic source (PuB-EAA)

PuB-EAA-8.6.2-01: The requirements specified in clause 4.6.3 shall apply.
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Annex A (informative):

Data elements and namespaces for ISO/IEC-mdoc EAA
realization

Table A.1 specifies the namespaces for the data el ements addressed in the | SO/IEC-mdoc EAA realization.

The first column shows the data element identifier.

The second column shows the namespace where the data element is placed when it is a data element of an
| SO/IEC-mdoc EAA that isamDL (document type "org.is0.18013.5.1.mDL").

The third column shows the namespace where the data element is placed when it is a data element of an | SO/IEC-mdoc
EAA that isnot amDL (has a different document type).

The fourth column identifies the document that defines the data element. If 1SO/IEC 18013-5 [12] and
I SO/IEC 23220-2 [13] define a data element with the same identifier, the corresponding cell in the column is divided in

two, each one identifying one of these documents.

The fifth column identifies the clause in the document that defines the data element. If 1SO/IEC 18013-5 [12] and
I SO/IEC 23220-2 [13] define a data element with the same identifier, the corresponding cell in the columnisdivided in
two, each one identifying the clause of the corresponding document where the data element is defined.

Table A.1: Data elements and namespaces for ISO/IEC-mdoc EAA realization

Data element identifier | Namespace for mDL EAA Namespacgpf\oAr ILelineIS DEING SE D! CamEEE)
i ssuing_authority |"org.is0.18013.5.1" NA ISO/IEC 18013-5 [12] 7.2.1

| Sou noaut hority_ Iua "0rg.is0.23220.1" ISO/IEC 23220-2 [13] 623
docunent _nunber "org.is0.18013.5.1" "org.is0.18013.5.1" :gg;:gg ;gg;gg H;} ;;1

i ssui ng_country "org.is0.18013.5.1" "org.is0.23220.1" :28;:52 ;gg;gg Eg} ggl

i ssue_date "0rg.is0.18013.5.1" "0rg.is0.23220.1" .2@}:2%2233222205.12 T g.g.l
expiry_date "0rg.is0.18013.5.1" "0rg.is0.23220.1" :28;:52 ;gg;g:g Hg} 2.5.1
Schemm "0rg.etsi.01947201.010101" |"org.etsi.01947201.010101" EISLLSS o dtii-n%lent) 6.2.1.3
cat egory "org.etsi.01947201.010101" ["org.etsi.01947201.010101" (Etgesif):—ess;r}?dtz%l#]ent) 622
iss_reg_id "0rg.etsi.01947201.010101" |"org.etsi.01947201.010101" ‘(Etgfgei o d‘gii'nﬁem) 6.2.4
al so_known_as "0rg.etsi.01947201.010101" |"org.etsi.01947201.010101" |51 S TS 119 472-1 6.2.5

(the present document)

: M : w e . . |ETSITS 119 472-1 6.2.8.2
oneTi me org.etsi.01947201.010101 org.etsi.01947201.010101 (the present document)
status_servi ce "0rg.etsi.01947201.010101" |"org.etsi.01947201.010101" |51 S TS 119 472-1 6.2.10

(the present document)
: M : w e . . |ETSITS 119 472-1 6.2.12
shortLived org.etsi.01947201.010101 org.etsi.01947201.010101 (the present document)
SubAttr "org.etsi.01947201.010101" ["org.etsi.01947201.010101" ETSITS 119 472-1 6.3
(the present document)
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Annex B (informative):
Change history

Date

Version

Information about changes

TBC

0.0.1

TBC

TBC

0.0.2

TBC

TBC

0.0.3

TBC

TBC

0.0.4

TBC

29/10/2023

0.0.5

Specified the semantics of components for supporting selective disclosure of Electronic
Attributes.

Included a clause for implementation of (Q)EAA to ISO/IEC 18013-5 / ISO/IEC23220.

Included implementation of components for supporting selective disclosure of Electronic
Attributes to MSO.

Reworked former JWT/JWS implementation. No longer as one of the profiles associated
to W3C Verifiable Credentials: version 2.0 has dropped the JWT serialization for the
moment.

Now the JWT/IJWS implementation has been converted to SD-JWT VC for incorporating
selective disclosure of Electronic Attributes.

Included implementation of components for supporting selective disclosure of Electronic
Attributes to SD-JWT.

In X.509 AC:

Requirement of calssuers extension.

Inclusion of support of selective disclosure: EAA Issuer issues atomic X-509 ACs
Inclusion of missing Signature component

ASN.1 definition of JSONEncodedAttribute for X.509 AC/JSON implementation: an
ASN.1 sequence for containing JSON-encoded Electronic Attributes

30/10/2023

0.06

Added two missing clauses in v0.0.5
Added Disclosure component in semantics.
Added implementation to Disclosure component in SD-JWT implementation

Here

inafter follow the versions of the document as draft TS 119 472-1

5/2/2024

0.0.1

Initial version of the document as part 1 of TS 119 472

1/5/2024

0.0.2

Completed first version of Implementation according to SD-JWT VC.

Dropped uncomplete implementation based on W3C Verifiable Credentials.
Dropped Semantics and Implementation of EAAs Presentations, which have been
moved to TS 119 472-2

29/5/2024

0.0.3

Re-structured contents of semantics and implementations clauses as follows: AA
Metadata, Attested Attributes, Attested Attributes metadata, Signature

Re-structured Implementation with SD-JWT VC. Implemented agreements reached at
the SD-JWT VC implementation editorial meeting conducted on 2/5/2024.

Implemented first version of Implementation based on ISO/IEC 18013-5

Re-introduced Implementation based on W3C Verifiable Credentials (aligned with
version 1.0; to be reviewed)

Re-structured Implementation based on X.509 Attribute Certificates.

16/12/2024

0.0.4

Defined a complete notation for identifying EAAs implementations.

Incorporated requirements for Qualified EAAs and EAAs issued by or on behalf of a
public body responsible for an authentic source, including proposals for identifiers of
issuers (both legal and natural persons).

Inserted new realization of W3C Verifiable Credentials 2.0

Inserted placeholders for realization of SD-JET VC DM and for Hybrid EAAs.
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Date Version Information about changes
Editorial changes.
Assigned identifiers to all the requirements.
23/12/2024 0.05 Some considerations added in realizations where there are issues for meeting the
requirements for QEAA and PuB-EAA
Scope includes mention to support to section 4 of Annex | of Implementing Act
2024/2977.
Clause 3.3 fixes a wrong wording for general requirements applicable to any EAA and
make it clear that the majority of requirements applicable to QEAA and EAA-PubA, (as
in Annex V and VII) are based on generally applicable requirements.
13/01/2025 0.06 Some requirements that are mandatory for QEAA and PuB-EAA have been made
optional for any EAA.
Reworded requirements on presence of components, reworded to meet the ETSI
Drafting Rules.
Fixed editorial issues identified by ESI TO.
Dispositions for comments raised to v0.0.6 implemented.
Some restructuring implemented:
e Type, schema and context grouped in clause EAA specification.
30/06/2025 0.0.7 e  Two types of validity periods specified: technical validity period and
administrative validity period.
First completion of all the realizations.
Dispositions for comments to v0.0.7 raised by members of W3C Verifiable Credentials
implemented.
31/07/2025 0.0.8 Specification of JISON-LD W3C VC JOSE EAAs (JSON-LD serialized W3C VCs signed
e with enveloping JWS) and JSON-LD W3C VC SD-JWT (JSON-LD serialized W3C VCs
signed by SD-JWT) as specified in W3C Recommendation (15 May 2025): "Securing
Verifiable Credentials using JOSE and COSE" [2].
29/9/2025 0.09 Dispositions for comments to v0.0.8 as agreed in ad hoc calls at 23/9/2025 and
26/9/2025.
Alignment of status component in ISO-mdoc realization.
6/10/2025 0.0.10 Inclusion of Security Consideration clauses.
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History

Document history

V111

December 2025

Publication
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