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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information
pertaining to these essential |PRs, if any, ispublicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Policy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Electronic Signatures and
Infrastructures (ESI).

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document specifies the semantics of a protocol for requesting to aremote server (and for receiving the
corresponding response) the validation of AdES digital signatures compliant with the following ETSI deliverables:
ETSI EN 319122 [2], ETSI EN 319 132 [3], ETSI EN 319 142 [4], ETSI TS 101 733 [5], ETSI TS 102 778[9], ETS
TS101903[7], ETSI TS103171[8], ETSI TS103 172 [10] and ETSI TS 103 173 [6].

The present document specifies the semantics of a second protocol for requesting the augmentation of AJES digital
signatures compliant with the aforementioned ETSI deliverables.

The present document also specifies the semantics of athird protocol for requesting the validation and augmentation of
AdES digital signatures compliant with the aforementioned ETS| deliverables.

Finally, the present document specifies two bindings, each one in adifferent syntax (XML and JSON), for each of the
aforementioned protocols.

Asfar asit has been possible and suitable, the protocols have re-used constructs of DSS-X core v2.0: "Digital Signature
Service Core Protocols, Elements, and Bindings Version 2.0" [1] (also identified as DSS-X core v2.0 hereinafter). The
protocols define new features which are not supported by DSS-X core v2.0.

NOTE 1: The protocols specified in the present document do not include components for submitting to the server
ASIC containers compliant with ETSI EN 319 162-1 [i.1], ETSI EN 319 162-2[i.2], ETSI
TS 102918 [i.3], and ETSI TS 103 174 [i.4]. They do not include either components for reporting on the
validation of signaturesincluded within an ASIC container. However, clients can always extract
individual signatures and groups of signed documents from ASIC containers and prepare and submit
suitable requests to the server for these individual signatures and groups of signed documents.

NOTE 2: The protocols specified in the present document do not include components for submitting to the server
time-stamp tokens for their verification. They do not include either components for reporting on the
verification of time-stamp tokens. Protocols specified by OASIS DSS-X Technical Committeesinclude
this type of components.

NOTE 3: The present document builds on a draft OASIS Committee Specification as the final OA SIS specification
was not available at the time of publication of the present document. The present deliverable will then be
updated when the OASIS Committee Specification is formally adopted.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected |ocation might be found at
https://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] OASIS Committee Specification Draft O1: "Digital Signature Service Core Protocols, Elements,
and Bindings Version 2.0".

NOTE: Available at http://docs.oasi s-open.org/dss-x/dss-core/v2.0/csprd01/dss-core-v2.0-csprd01. pdf.

[2] ETSI EN 319 122 (al parts): "Electronic Signatures and Infrastructures (ESI); CAdES digital
signatures’.
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(3]

[4]

(3]

6]

[7]

(8]

[9]

[10]

[11]

[12]
[13]

[14]
[15]
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ETSI EN 319 132 (all parts): "Electronic Signatures and Infrastructures (ESI); XAdES digital
signatures’'.

ETSI EN 319 142 (al parts): "Electronic Signatures and Infrastructures (ESI); PAJES digital
signatures'.

ETSI TS101 733 (V2.2.1): "Electronic Signatures and Infrastructures (ESl); CMS Advanced
Electronic Signatures (CAdES)".

ETSI TS103173 (V2.2.1): "Electronic Signatures and Infrastructures (ESl); CAJES Baseline
Profile".

ETSI TS 101 903 (V1.4.2): "Electronic Signatures and Infrastructures (ESI); XML Advanced
Electronic Signatures (XAdES)".

ETSI TS103 171 (V2.1.1): "Electronic Signatures and Infrastructures (ESI); XAdES Baseline
Profile".

ETSI TS 102 778 (all parts): "Electronic Signatures and Infrastructures (ESI); PDF Advanced
Electronic Signature Profiles”.

ETSI TS103 172 (V2.2.2): "Electronic Signatures and Infrastructures (ESI); PAJES Baseline
Profile".

ETSI TS119 102-2 (V1.2.1): "Electronic Signatures and Infrastructures (ESI); Procedures for
Creation and Validation of AJES Digital Signatures; Part 2: Signature Validation Report”.

IETF RFC 5646: "Tags for |dentifying Languages’.

ETSI TS119 102-1 (V1.2.1): "Electronic Signatures and Infrastructures (ESI); Procedures for
Creation and Validation of AJES Digital Signatures; Part 1: Creation and Validation”.

IETF RFC 3061 (February 2001): "A URN Namespace of Object Identifiers'.

H. Andrews. JSON Schema draft 07: "JSON Schema Validation: A Vocabulary for Structural
Validation of JSON", March 19, 2018.

Available at https.//json-schema.org/draft-07/j son-schema-validation.html.

Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE:

While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1]

[i.2]

[i.3]

[i.4]
[i.5]

ETSI EN 319 162-1: "Electronic Signatures and Infrastructures (ESI); Associated Signature
Containers (ASIC); Part 1. Building blocks and ASiC baseline containers’.

ETSI EN 319 162-2: "Electronic Signatures and Infrastructures (ESI); Associated Signature
Containers (ASIC); Part 2: Additional ASIC containers'.

ETSI TS 102 918: "Electronic Signatures and I nfrastructures (ESI); Associated Signature
Containers (ASIC)".

ETSI TS 103 174: "Electronic Signatures and Infrastructures (ESI); ASiC baseline profile".

ETSI TS 119 441: "Electronic Signatures and I nfrastructures (ESI); Policy requirements for TSP
providing signature validation services'.
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[i.6] ETSI TR 119 001: "Electronic Signatures and Infrastructures (ESI); The framework for
standardization of signatures; Definitions and abbreviations".
[i.7] W3C Recommendation (11 April 2013): "XML Signature Syntax and Processing. Version 1.1".
[i.8] I SO 32000-1: "Document management -- Portable document format -- Part 1: PDF 1.7".
3 Definition of terms, symbols, abbreviations and
terminology
3.1 Terms

For the purposes of the present document, the terms given in ETSI TR 119 001 [i.6], ETSI TS 119 441 [i.5] and the
following apply:

attachment refer ence container: sub-component of input documents container for transferring a reference to an
underlying protocol attachment where either the signed document or the transformed document is placed

augment signature result container: response protocol component for transferring to the client the results of the
process carried out by the server when trying to augment one signature

NOTE: Thiscomponent is specified in clause 6.2.3 of the present document.

augmented signature container: response protocol container for transferring to the client an augmented non-
embedded AdES signature

NOTE: The document with signature container and augmented signature container are components of response
messages for the augmentation protocol and for the validation and augmentation protocol.

document container: sub-component of input documents container for transferring to the server one signed document
or areference to one underlying transport protocol attachment where the signed document is placed

document digest container: sub-component of input documents container for transferring to the server the digest of
one signed document

document with signature container: response protocol container for transferring to the client one signed document
embedding its signature(s) or areference to one underlying transport protocol attachment where the signed document
embedding its signature(s) is placed

embedded AdJES signature: AdES signature placed within a document that it signstotally or partially

NOTE 1: A XAdES enveloped signature (a XAdES signature that signs a data object that contains the XAdES
signature itself) is an example, but there may be other situations where a non enveloped XAdES signature
is an embedded XAdES signature, for example a XAJES signature that is a component of a XML file,
signs only one specific part of that XML file, and this signed part does not envelope the signature.

NOTE 2: Therationale for this definition is that the placement of the signature to be validated and the signed
documents within the protocol messages depends on whether the signature is embedded or not, as
specified in clause 5.1.2.

enveloped AJES signature: AdES signature placed within the portion of the document that it signs

NOTE: The portion signed by the signature can be either the whole document or a part of it. What makes the
signature be enveloped is that the signature is placed within the signed portion of the document. If the
signature is placed within the document but not within the signed portion, then the signature is embedded
but not envel oped.
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global result component: response protocol component for notifying to the client a generic result of the processing
performed by the server following the request submitted by the client

NOTE: If the response contains one or more processing signature results containers this component instructs the
client to check the signature processing results. Otherwise, the result has only processed one signature and
this component provides the result of this processing.

input documents container: request protocol component for transferring to the server either the signed documents
themselves, or the transformed documents, or the digest of the signed documents, or references to underlying transport
protocol attachments where the signed documents or the transformed documents are placed

NOTE: For more information about transformations of signed documents, see W3C Recommendation (11 April
2013) [i.7].

representation of a (signed) document: either the (signed) document itself, its digest, or the result of applying to the
(signed) document a certain set of known transformations

signature object container: request protocol component for transferring to the server either one non-embedded
signature, or areference to an embedded signature

EXAMPLE: For instance, the client can place a reference to the signature instead of the signature itself in this
component when the signature is embedded within the signed document. In these situations, the
client can include the signed document (and its embedded signature) within the input documents
container and include a reference to the signature within the signature object container.

NOTE 1: From the definitions above, input documents container can contain signatures as long as they are
embedded within documents. And signature object container can contain signed documents as long as
they are fully enveloped by the signature. The basic principle for placement of signed documents and
signaturesis the following: a signature that in essence is a non-embedded signature (even if it envelops a
signed document) is placed in the signature object container; and an object that in essence is a document
(evenif it embeds a signature) is placed in or is referenced from the input documents object container.

NOTE 2: Input documents container and signature object container components are implemented by specific XML
and JSON types and elements in the bindings defined by the present document.

signatur e processing results container: response protocol component including the optional outputs generated by the
server when processing (validating, augmenting, or validating and augmenting) one specific signature

NOTE: Thiscomponent is specified in clause 5.2.3.2.1 of the present document. The requests of the three
protocols specified in the present document can contain more than one signature. This container includes
all the optional outputs generated by the server when it processes one of these signatures. The response
message can, consequently, contain one or more signature results containers.

signatur e reference component: request and response protocol component referencing one signature

NOTE: The XML binding of this component is specified in [11], which is copied in clause 5.1.4.2.4.2 of the
present document. Clause 5.1.4.2.4.3 of the present document specifies a JSON binding for this
component.

signatur es-to-process-refs container: request protocol component that includes references to those signatures whose
processing the client requests to the server

NOTE 1: See clause 3.4 of the present document on terminology for an explanation of the meaning of the term
"processing".

NOTE 2: A reguest message can include more than one signature. This component allows the client to instruct the
server to process (validate, augment, or validate and augment) a selected subset of them.

transformed document container: sub-component of input documents container for transferring to the server the
transformed document or a reference to one underlying transport protocol attachment where the transformed document
isplaced
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3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

CMS Cryptographic Message Syntax

DSS-X Digital Signature Services eXtended

DSSX, DSS-X  Digita Signature Services eXtended

ERS Evidence Record Syntax

IETF Internet Engineering Task Force

ISO International Organization for Standardization
JSON JavaScript Object Notation

OASIS Organization for the Advancement of Structured Information Standards
OCsP Online Certificate Status Protocol

OID Object Identifier

RFC Request For Comments

URI Uniform Resource Identifier

URN Uniform Resource Name

UTC Universal Time Coordinated

XML eXtensible Markup Language

3.4 Terminology

The term "digest of the document”, "document” being one of the documents signed by one signature submitted to a
server within the request of any of the three protocols defined in the present document, is understood as indicated
below:

. If the document is signed by a CAdES signature, it is the digest of the signed document itself.

. If the document is signed by a XAdES signature, it isthe digest computed as specified inW3C
Recommendation (11 April 2013) [i.7].

. If the document is a PDF document signed by a PAdES signature built on CMS or CAdES, it isthe digest
computed as specified in | SO 32000-1 [i.8].

The term "process' applied to AJES signature means either "validate”, or "augment”, or "validate and augment"
depending of the protocol where the termis used. If the term is used out of the context of one protocol it does mean the
action performed by the server on the signature, which is one of the three actions aforementioned.

4 Technical approach to the specification of the
protocols

4.1 Main features

The main features supported by the 'validation' protocol specified in the present document, which are not supported by
DSS-X corev2.0[1] are:

1) Supportsrequesting the validation of one or more PAJES signatures embedded in one PDF document, if the
client submitsit to the server. It supports the validation of one PAdES signature if the client only submits the
digest of the document where the aforementioned signature is placed.

2)  Supports, when the request message contains more than one signature, requesting the validation of a subset of
them.
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Supports requesting to the server the application of a certain signature validation policy for validating the
AdES signature(s). The server may notify in the response, the signature validation policy applied. The server
may notify the list of signature validation policies that it supports.

Supports requesting a signed or unsigned detailed validation report for each validated signature. The server
may include one signed or unsigned validation report for each signature within the response. The server may
aso include one signed or unsigned validation report for severa validated signatures.

NOTE: TheETSI TS 119 102-2 [11] defines avalidation report that can contain details of the validation of one or

5)

more AJES signatures.

The server may generate one or more signature processing results containers, each one providing al the details
(including the aforementioned signed or unsigned validation report) concerning the validation of one signature.

The main features supported by the 'validation and augmentation' protocol specified in the present document, which are
not supported by DSS-X corev2.0 [1] are:

1)

2)

3)

4)

5)

Supports requesting the validation and augmentation of one or more PAJES signatures embedded in one PDF
document, if the client submitsit to the server. It supports the validation and augmentation of one PAJES
signature if the client only submits the digest of the document where the aforementioned signature is placed.

Supports, when the request message contai ns more than one signature, requesting the validation and
augmentation of a subset of them.

Supports requesting to the server the application of a certain signature validation policy for validating the
AdES signature(s). The server may notify in the response, the signature validation policy applied. The server
may notify the list of signature validation policies that it supports.

Supports requesting a signed or unsigned detailed validation report for each validated signature. The server
may include one signed or unsigned validation report for each signature within the response. The server may
aso include one signed or unsigned validation report for severa validated signatures.

The server may generate one or more signature processing results containers, each one providing all the details
(including the aforementioned signed or unsigned validation report) concerning the validation and the
augmentation of one signature.

The main features supported by the ‘augmentation’ protocol specified in the present document are:

1)

2)

3)

4)
5)
6)

Supports requesting the augmentation of one or more X AdES signatures and of one or more of CAJES
signatures. The incorporation of the signatures and the signed documents are as specified in DSS-X core
v2.0[1].

Supports requesting the augmentation of one or more PAJES signatures embedded in one PDF document, if
the client submitsit to the server. It supports the augmentation of one PAdES signature if the client only
submits the digest of the document.

Supports, when the request message contains more than one signature, requesting the augmentation of a subset
of them.

Supports submission of validation material required for augmenting the signatures.
Supports submission of the claimed identity of the client.

The server may generate one or more signature processing results containers, each one providing al the details
concerning the augmentation of one signature.
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4.2 General requirements

The protocols specified in the present document re-use, wherever it is possible, the components specified in DSS-X core
v2.0[1].

Wherever the protocols defined in the present document require a certain component whose semantics and/or syntax is
not offered by any of the components specified in DSS-X core v2.0 [1], the present document defines and fully specifies
new components.

For components re-used from DSS-X core v2.0 [1], and in the absence of any further requirement defined in the present
document, the requirements defined in DSS-X core v2.0 [1], shall apply. The present document may define additional
requirements for these re-used components. In case that a requirement defined in the present document contradicts any
requirement defined in DSS-X core v2.0 [1] the requirement defined in the present document shall take precedence.

For components re-used from DSS-X core v2.0 [1], and in the absence of a different processing model defined in the
present document, the processing model (including results returned by the server) defined in DSS-X core v2.0 [1] shall
apply. The present document may modify the processing model defined in DSS-X core v2.0 [1] for these components.
In case that a certain aspect of the processing model defined in the present document contradicts any aspect of the
processing model defined in DSS-X core v2.0 [1], the processing model defined in the present document shall take
precedence.

EXAMPLE: The present document does not specify, for instance, that the presence of a certain re-used optional
component in the request message implies the presence of a certain re-used optional component in
the response message: thisis a requirement inherited from the aforementioned OASIS
specifications.

NOTE: The protocols defined in the present document on one hand restrict the degree of optionality for certain
features of the verification protocol defined in DSS-X core v2.0 [1]. But at the same time, on the other
hand, some of the protocols defined in the present document incorporate features that are not present in
DSS-X corev2.0 [1].

Services implementing the protocols defined in the present document shall support all the components specified in the
present document, which apply to the AdES signature type(s) that the service is able to process (i.e. to validate, to
augment, or to validate-and-augment), regardless whether their incorporation in the messages is mandatory or optional.

Therest of the present document is organized as follows:

1) Clauses4.3 and 4.4 provide general remarks on the XML and JSON protocols relying on the DSS-X core v2.0
protocol.

2) Clause 5 specifies al the components for the validation protocol in its two bindings (XML and JSON) relying
on the DSS-X core v2.0 protocol.

3) Clause 6 specifies those specific components for the augmentation protocol in its two bindings (XML and
JSON) relying on the DSS-X core v2.0 protocol.

4) Clause 7 specifies those specific components for the validation and augmentation protocol in its two bindings
(XML and JSON) relying on the DSS-X core v2.0 protocol.

5)  Clause 8 specifies the processing models for the three protocols.
6) Clause 9 specifies components for allowing asynchronous processing in the three protocols.
For each component of the aforementioned protocols, the present document:

1) Definesrequirements for the semantics of the component (i.e. its mandatory contents, its optional contents,
etc.). These requirements are defined in clauses " Component semantics'.

2)  Definesrequirements for the components of the XML binding within clauses named "XML component".

3) Definesrequirements for the JISON component of the JSON binding within clauses named "JSON
component”.
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4.3 XML protocol

4.3.1 Introduction

The new structures defined in the present document are contained in the XML schemafile "19442xml Schema.xsd".
Thisfile aso contains the redefinition of certain structures defined in DSS-X core v2.0 [1], as shown in clause 4.3.2 of
the present document. The new elements and types defined in that schema are defined within the XML namespace
whose URI value is shown below:

. http://uri.etsi.org/19442/v1.1.1#

Table 1 shows the URI values of other XML namespaces and their corresponding prefixes used in the aforementioned
schema file and within the present document.

Table 1

URI value of the XML Namespace Prefix
http://uri.etsi.org/19442/v1.1.1# etsival
http://uri.etsi.org/19102/v1.2.1# etsivr
http://docs.oasis-open.org/dss/ns/core dss2
http://docs.oasis-open.org/dss/ns/base dsb
http://www.w3.0rg/2000/09/xmldsig# ds
urn:oasis:names:tc:SAML:2.0:assertion saml2
http://www.w3.0rg/2001/XMLSchema xs

4.3.2 Redefined DSS-X types

The present document redefines three types already defined by DSS-X core v2.0 [1]. These redefinitions are contained
in the XML schemafile " 19442xml Schema.xsd" and are copied below for information, as well asin the clauses where
these types are specified:

<!—targetNamespace="http://uri.etsi.org/19442/v1.1.1#" -->

<xs:redefine schemaLocation="foo_dss_core.xsd">
<xs:complexType name="dss2:0ptionalInputsVerifyType">
<xs:complexContent>
<xs:extension base="dss2:0ptionalInputsVerifyType">
<XS:sequence>
<xs:element ref="etsival:ProcessSignatures" minOccurs="0"/>
<xs:element ref="etsival:UseSignatureValidationPolicy" minOccurs="0"/>
<xs:element ref="etsival:ReturnValidationReport" minOccurs="0"/>
<xs:element ref="etsival:ReturnAugmentedSignature" minOccurs="0"/>
<xs:element ref="etsival:ProofsOfExistence" minOccurs="0"/>
<xs:element name="TSTokensQualityLevel" type="xs:anyURI" minOccurs="0"/>
</Xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
<xs:complexType name="dss2:0ptionalOutputsVerifyType">
<xs:complexContent>
<xs:extension base="dss2:0ptionalOutputsVerifyType">
<xS:sequences
<xs:element ref="etsival:ValidationReport" minOccurs="0"/>
<xs:element ref="etsival:ResultsForOneSignature" minOccurs="0"
maxOccurs="unbounded" />
<xs:element ref="etsival:AppliedSignatureValidationPolicy" minOccurs="0"/>
<xs:element ref="etsival:AvailableSignatureValidationPolicies" minOccurs="0"/>
</Xs:sequence>
</xs:extension>
</%xs:complexContent>
</xs:complexType>
<xs:complexType name="dss2:DocumentHashType">
<xs:complexContent>
<xs:extension base="dss2:DocumentHashType">
<XS:sequence>
<xs:element name="PAJdESFieldName" type="xs:string" minOccurs="0"/>
</Xs:sequence>
</xs:extension>
</xs:complexContent>
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</xs:complexType>
</xs:redefine>

U Clause 5.1.3.2.2.3 specifies the redefined dss2 : DocumentHashType.
L4 Clause5.1.4.1.2 speC|f|es the redefined dss:2 :OptionalInputsVerifyType.
(] Clause 5.2.3.1.2 specifiesthe redefined dss2 :optionalOutputsverifyType.

NOTE: The present document redefines dss2 : DocumentHashType because this component has to have an
additional component for containing a PDF field name. Thisisrequired for allowing to submit the digest
document when the client requires validation of PAJES signatures.

4.4 JSON protocol

441 Introduction

The new structures defined in the present document are contained in the schemafile " 19442jsonSchema.json”. Thisfile
also contains the extensions of certain structures defined in DSS-X core v2.0 [1]. These structures are listed in
clause 4.4.2 of the present document.

4.4.2 Extension of DSS-X types

The present document extends three types defined by DSS-X core v2.0 [1]. These extensions are contained in the JSON
schema file "19442jsonSchema.json”.

The extension mechanism isimplemented using the keyword "a110£" as specified in "JSON SchemaValidation: A
Vocabulary for Structural Validation of JSON" [15].

The typesthat are defined as extensions of DSS-X types are listed below:
° OptionalInputsVerifyType extendS dss2-OptionalInputsverifyType. Itisdefinedinclause5.1.4.1.3.
(] OptionalOutputsVerifyType extendSdss2-optionalOutputsverifyType. Itisdefined in clause 5.2.3.1.3.
° DocumentHashType extends dss2-DocumentHashType. It isdefined in clause 5.1.3.3.2.3.

NOTE: The present document defines this new type extending dss2-bocumentHashType because this component
has to have an additional component for containing a PDF field name. Thisis required for allowing to
submit the digest document when the client requires validation of PAJES signatures.

The present document defines two additional new types that are built on some of the aforementioned types, namely:
° InputDocumentsType, that builds on bocumentH#ashType. It isdefined in clause 5.1.3.3.1.

° VerifyRequestType, that buildson optionaliInputsType and InputDocumentsType. It isdefinedin
clause5.1.1.3.
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5 Protocol for validation of AJES signatures

5.1 Request message

5.1.1 Component for requesting validation

5111 Component semantics
The message for requesting the validation of an AJES signature to a remote server shall contain components for:

1) Submitting either the signature to be validated or areference to the signature to be validated when this
signature is enveloped within a signed document. Clause 5.1.2 specifies semantic requirements for this
component.

2)  Submitting the signed document(s) or representation(s) of these signed document(s). Clause 5.1.3 specifies
semantic requirements for this component.

NOTE 1: When the signature to validate is separate from al or part of the documents it signs, the signature is
placed in one component and the signed document(s) is (are) placed in another component.

NOTE 2: When the signature to validate envelops the signed document (this is the case of a XAdES envel oping
signature that is not embedded in other document -a X AJES signature can envel op one document and be
embedded in another document- or a CAdES attached structure) or it is placed within the signed
document (thisis the case of a PDF document with one or more PAdES signatures, or an embedded
XAdES signature), signature and signed documents are placed in one component.

3) ldentifying one or more protocols and/or profiles that the request message is compliant with. The first one of
such components shall have the following URI as val ue, identifying the request message as one that has been
built using the "validation" protocol specified in the present document:

- http://uri.etsi.org/19442/v1.1.1/validationprotocol#.
This message may contain a unique identifier.

This message may contain an identifier of the service policy the client requests the server to use for processing the
signatures.

This message may contain other components for requesting to the server additional features. Clause 5.1.4.1 lists these
optional components and contains references to clauses that specify semantic requirements for each component.

5.1.1.2 XML component

The element that shall be the component for requesting the validation of AJES signature(s) shall be the element
dss2:VerifyRequest asspecified in clause 4.2.10.2 of DSS-X core v2.0 [1].

The dss2:VerifyrRequest element shall be as specified in DSS-X core v2.0 [1].

The dss2:verifyRequest element shall have one or more dsb: profile children elements. The first one shall have the
valuehttp://uri.etsi.org/19442/v1.1.1/validationprotocol#, identifying the request as a validation request
compliant with the validation protocol specified in the present document.

The dss2:signatureobject child element shall not contain any time-stamp token.

Any optional component specified in clause 5.1.4 shall appear as child of the ass2:optionalinputs child element of
the dss2:verifyRequest €lement.
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5.1.1.3 JSON component

The element that shall implement the verify request message for the JISON binding of the protocol shall be the
verifyReq €lement. This element shall be an instance of the verifyrequestType, defined asin JSON Schemafile
"19442jsonSchema.json”, whose location is detailed in clause A.1, and is copied below for information.

"VerifyRequestType":
"type": "object",

"properties": {
"profile":
"type" : "array" ,
"items": {
"type" : "string"
!
¥
"reqID": {
"type": "string"
¥
"inDocs": {
"Sref": "#/definitions/InputDocumentsType"
¥
"optInp": {
"$ref": "#/definitions/OptionallInputsVerifyType"
¥
"sigObj": {
"S$Sref": "http://docs.ocasis-open.org/dss-x/dss-

core/v2.0/csprd0l/schema/schema.json#definitions/dss2-SignatureObjectType"

}
}

The profile, req1D, and sigobj elements shall be as specified in clauses 4.2.10.1, and 4.2.8.1 of DSS-X corev2.0 [1].

The profile array shall have one or more items as specified in clause 4.2.10.1 of DSS-X core v2.0 [1]. The first one shall
havethevaluenttp://uri.etsi.org/19442/v1.1.1/validationprotocol#, identifying the request as a validation
request compliant with the validation protocol specified in the present document.

The opt 1np shall be as specified in clause 5.1.4.1.3 of the present document.

The inpocs element shall be as specified in clause 5.1.3.3 of the present document.
5.1.2 Component for submitting signature to be validated

5121 Component semantics
The protocol shall allow including the signature in different containers according to the following rules:

1) If the signature is an embedded AdJES signature, the embedding document and the signature shall be placed
either:

- within one sub-component of the input documents container; or

within an underlying protocol attachment. In this case, a sub-component of the input documents
container shall include a reference to the aforementioned attachment.

Additionally the signature object container shall contain areference to the embedded signature.
2) If thesignature is a non-embedded AdES signature, it shall be placed within the signature object container.

3) If thesignature is embedded AdES signature and the digest of the embedding document is submitted instead
the document itself, then the AdES signature shall be placed within the signature object container.

NOTE: Thisimpliesthat the protocols defined in the present document support submitting several PAJES
signatures embedded within one PDF document, if this one is submitted to the server. However, if the
client submits the digest of the document, the request message can only have one PAJES signature.
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Table 2 shows the cardinalities of the components required in this protocol for incorporating signature(s), for requesting
the validation of AdES signatures, depending on its types (CAdES, PAJES or XAdES) and their relative position with
respect the signed document(s).

Rows in the table show information corresponding to the different types of AdES signatures whose validationis
requested, as well astheir relative position to the signed document(s).

The first column shows the different types of AJES signatures that can be submitted to the server.
Column | shows the cardinalities of the signature object container.

Colum 11 shows the contents of the signature object container. The values appearing in the cells of this column may be
the following ones:

. Signature: This value indicates that the signature object container contains the non-embedded signature itself.

. Reference: This content appears when submitting an embedded signature. It indicates that the signature object
container shall contain a reference to the embedded signature.

Column I11 shows the cardinalities of the input documents container that includes either a document embedding the
signature or areference to an underlying protocol attachment that contains the document embedding the signature.

Each cell in | and 111 columns indicates the required cardinality of the component shown in the header of the
corresponding column, for the type of signature, located in a relative position to the signed document(s) asindicated in
the header of the corresponding row. An integer value indicates an exact number of components, "*" stands for "0 or
more”, and "0..1" means"0 or 1".

Table 2: Placement of signatures

Component I Il 1

Signature Contents of sighature | Input documents container

object container object container containing embedded

signatures or references to

Type of signature attachments with signatures
CMS structure attached 1 Signature 0
CMS structure detached 1 Signature 0
Non-embedded XAdES 1 Signature 0
Embedded XAdES 0..1 Reference 1
PAdES enveloped within the PDF 0.1 Reference 1

document (embedded signature) "

NOTE:  Within one CMS structure there are as many CAdES signatures as items within the signerInfos component.

5.1.2.2 XML components
The element that shall be the component for submitting the signature(s) to be validated shall be either:

a) thedss2:signatureobject child element of the dss2:verifyRequest root element if the signature is not
embedded within the signed document(s); or

b) thedss2:InputbDocument child element of the dss2:verifyRequest €lement if the signature(s) is embedded
within the signed document.

The dss2:signatureobject element shall be the XML implementation of the signature object container and the
dss2: InputDocument €lement shall be the XML implementation of the input documents container within the XML
binding of the protocol.

The requirements governing the presence, cardinalities, and contents of the aforementioned elements are given in
clause 5.1.3.4.
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5.1.2.3 JSON component
The element that shall be the component for submitting the signature(s) to be validated shall be either:

a) thesigobj child element of the verifyreq root element if the signature is not embedded within the signed
document(s); or

b) the inbocs child element of the verifyreq element if the signature(s) is embedded within the signed
document.

The requirements governing the presence, cardinalities, and contents of the aforementioned elements are givenin
clause 5.1.3.4.

5.1.3 Components for submitting signed documents or representations of
the signed documents

5.1.3.1 Components semantics

The protocol shall allow including the signed document in several containers depending on its relative position
regarding the signature that signsiit:

1) If anon-embedded signature envel ops the document, then the client shall place the envel oping signature and
the enveloped signed document within the signature object container.

2) If thesignatureisnot asinitem 1), then the client shall place the signed document either directly within the
input documents container or within an underlying protocol attachment. Additionally, the input documents
container shall contain one sub-component containing either the document or a reference to the attachment
where the document is placed.

The current protocol shall also allow submitting to the server other representations of the signed documents different
than the actual documents. Each type of representation shall be placed in a different sub-component of the input
documents container, as indicated below:

a) If aclient wantsto submit the digest of the actual signed document, then the client shall place this digest
within the document digest container.

b) If aclient wantsto submit the result of transforming a document, it shall place this transformed document
either:

- within the transformed document container; OR

within an underlying transport protocol attachment. In this case, the transformed document container
shall include a reference to this attachment.

Table 3 shows the cardinalities of the components required in this protocol for incorporating signed documents, or
signed documents representations (transformed documents and documents digests) for requesting the validation of
AdES signatures, depending on the types of the signatures and their relative position with the signed document(s).

Rows in the table show information corresponding to the different types of AdES signatures whose validation is
requested, as well astheir relative position to the signed document(s).

The first column shows the different types of AdES signatures that can be submitted to the server.
Column Document container shows the cardinalities of the document container.

Column Transfor med document container shows the cardinalities of transformed document container.
Column Document digest container shows the cardinalities of document digest container.

The conventions used in Table 3 for indicating cardinalities are the same as the conventions used in Table 2.
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Table 3: Components containing either documents or representations of documents
in validation requests messages

Component and Input documents container containing documents or
subcomponents documents representations
Document container Transformed Document digest

Type of signature document container container
CMS structure attached 0 0 0
CMS structure detached 0..1 0 0.1
Non-embedded XAdES * * *
Embedded XAdES 1.* * *
PAdES enveloped within the PDF document 0.1 0 0.1

NOTE 1: In the case of embedded XAdES document container has a minimum cardinality of 1, as it is the only way of
submitting to the server the embedded signature: within the signed document that embeds it. If the signature
is not embedded, then either the document or a representation of the document can be submitted as the
signature is submitted within the signature object container.

NOTE 2: The protocols defined in the present document allow sending either one PDF document enclosing one or
more PAJES signatures, or one PAJES signature detached from any PDF document and the digest of the
document, understood as specified in clause 3.4. As that clause mentioned, details on how to compute the
digest for each signature of this type, can be found in ISO 32000-1 [i.8].

5.1.3.2 XML components

5.1.3.2.1 General requirements

The dss2:signatureobject element shall implement the signature object container for the XML binding of the
protocol.

The dss2: Tnputbocuments €lement shall implement the input documents container for the XML binding of the
protocol.

The requirements governing the presence, cardinaities, and contents of the XML components are given in
clause 5.1.3.4.

5.1.3.2.2 Additional requirements for contents of dss2 : InputDocuments

5.1.3.2.21 Element dss2 : Document for sending original documents
The dss2:Document €lement shall implement the document container for the XML binding of the protocol.

NOTE: dss2:Base64Data child element of the dss2:Document can contain either the signed document inits
dsb:value child element, or areference to an underlying protocol attachment (where the signed
document is placed) inits asb:attref child element.

5.1.3.2.2.2 Element dss2: TransformedData for sending transformed documents

The dss2: Transformedpata eement shall implement the transformed document container for the XML binding of the
protocol.

If the signature(s) to be validated is(are) XAdES signature(s), and if the client wants to submit to the server not the
origina document, but the result of a set of transformations applied to it, then the client shall incorporate the base-64
encoding of the binary representation of the result of applying this set (which may be either the full sequence of
transformations specified in their ds:rReference ancestor element, or a part of it) to the original document either into the
dss2:Base64Data child element of the dss2: Transformedpata child element of the dss2 : InputDocuments or within an
underlaying protocol attachment.

The client shall submit one dss2: Transformednata element for each result of applying a sequence of transformations to
one of the original documents.

The dss2:Transformedpata €lement shall incorporate the whichreference attribute.
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NOTE: dss2:Base64Data child element of the ass2: Transformedpata can contain either the transformed
document inits dsb:value child element, or areference to an underlying protocol attachment (where the
transformed document is placed) initsdsb:attref child element.

5.1.3.2.2.3 Element dss2 : DocumentHash for sending digest of documents

The element that shall implement the digest document container for the XML binding of the protocol shall be the
dss2:DocumentHash €lement, instance of dss2 : DocumentHashType, redefined asin XML Schemafile

"19442xml Schema.xsd”, whose location is detailed in clause A.1. The redefinition of dss2:DocumentHashType has been
copied in clause 4.3.2 for information.

The requirements for each instance of the redefined the dss2 : DocumentHashType shall be as specified in clause 4.2.5.1
of DSS-X corev2.0 [1].

In addition, the following requirements shall aso apply:

. If the signature(s) to be validated is(are) XAdES then the dss2 : DocumentHash €lement shall incorporate the
WhichReference attribute and shall not incorporate the padesFieldName €lement.

. If the signature(s) to be validated is(are) CAJES or PAdES built on CM S then the dss2 : DocumentHash
element shall not incorporate the whichreference attribute.

o If the signature(s) to be validated is(are) PAJES then the padEsFieldname element shall be present and it shall
have as value the name of the PDF field where the PAJES signature is placed within the PDF signed
document.

5.1.3.3 JSON components

5.1.3.3.1 General requirements
The sigobj element shall implement the signature object container for the JSON binding of the protocol.

The inpocs element shall implement the input documents container for the JSON binding of the protocol. It shall be an
instance of the InputbocumentsType, defined asin JSON Schema file " 19442jsonSchema.json”, whose location is
detailed in clause A.1, and is copied below for information.

"InputDocumentsType": {
"type'": " Ob] ect",
"properties": {
"doc" : {
n type" : "array" ,
"items": {
"Sref": "http://docs.ocasis-open.org/dss-x/dss-
core/v2.0/csprd0l/schema/schema.json#fdefinitions/dss2-DocumentType"

¥
"transformed": {
n type" . n array" ,
"items": {
"Sref": "http://docs.ocasis-open.org/dss-x/dss-
core/v2.0/csprd0l/schema/schema.json#fdefinitions/dss2-TransformedDataType"

"docHash": {

n type" B "array-" ,
"items": {
"Sref": "#/definitions/DocumentHashType"

}
}
}
}

The requirements governing the presence, cardinalities, and contents of the JSON elements are given in clause 5.1.3.4.
The component doc shall be as specified in clause 4.2.3.1 of DSS-X corev2.0 [1].

The component transformed shall be as specified in clause 4.2.4.1 of DSS-X corev2.0 [1].
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The component doctash shall be as specified in clause 5.1.3.3.2.3 of the present document.
5.1.3.3.2 Additional requirements for contents of inDocs

5.1.3.3.21 Element doc for sending original documents
Each item within the aoc array shall implement a document container for the JSON binding of the protocol.

NOTE: ©be4pata child element of one item within the aoc array can contain either the signed document in its val
child element, or areference to an underlying protocol attachment (where the signed document is placed)
initsattref child element.

5.1.3.3.2.2 Element transformed for sending transformed documents

Each item within the transformead array shall implement a transformed document container for the JSON binding of the
protocol.

If the signature(s) to be validated is(are) XAdES signature(s), and if the client wants to submit to the server not the
origina document, but the result of a set of transformations applied to it, then the client shall incorporate the base-64
encoding of the binary representation of the result of applying this set (which may be either the full sequence of
transformations specified in their ds :Reference ancestor element, or a part of it) to the original document either into the
baseé64Data child element of the transformea child element of the inbocs or within an underlaying protocol
attachment.

The client shall submit one transformed element for each result of applying a sequence of transformations to one of the
original documents.

The transformed €lement shall incorporate the whichref element child.

NOTE: be4pata component of an item within the transformed array can contain either the transformed
document initsva1 child, or areference to an underlying protocol attachment (where the transformed
document is placed) initsattres child element.

5.1.3.3.2.3 Element docHash for sending digest of documents

The element that shall implement one digest document container for the JISON binding of the protocol shall be an
instance of the bocumentiashType , resulting from extending dss2-bocumentHashType, defined asin JSON Schema
file "19442jsonSchemajson”, whose location is detailed in clause A.1, and is copied below for information.
"DocumentHashType": {

n type" : "Obj ect™" ,

"allof": [

{"$ref": "http://docs.oasis-open.org/dss-x/dss-

core/v2.0/csprd0l/schema/schema.json#fdefinitions/dss2-DocumentHashType"}

1,
"properties":

"pAdESSFieldName": {"type": "string"}

}

The requirements for each instance of the bocumentiashType shall be as specified in clause 4.2.5.1 of DSS-X core
v2.0[1].

In addition, the following requirements shall aso apply:
. Each instance of this type shall contain the ai property.

. If the signature(s) to be validated is(are) XAdES then the instance of the extended pocumentHashType shall
incorporate the whichref element and shall not incorporate the padessFieldName €lement.

o If the signature(s) to be validated is(are) CAJES or PAJES built on CM S then the instance of the extended
DocumentHashType Shall not incorporate the whichref €lement.
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o If the signature(s) to be validated is(are) PAJES then the instance of the extended pocumentHashType shall
include the padesrieldname €lement. This element shall have as value the name of the PDF field where the
PAJES signature is placed within the PDF signed document.

5.1.34 Cardinalities for elements used for sending signatures, signed documents

and representations of signed documents

Table 4 shows the cardinalities of the XML and JSON elements required in this protocol for incorporating signature(s),
signed documents, and signed documents representations (transformed documents and documents digests) for
requesting the validation of AdES signatures, depending on the types of the signatures and their relative position with
the signed document(s).

Columns in the table show information corresponding to the different types of AdES signatures whose validation is
requested, as well astheir relative position to the signed document(s).

Rows in the table show different XML and JSON elements, which in the validation request message may appear for
incorporating signature(s), signed documents, or representations of the signed documents.

Each cell in the table indicates the required cardinality of the XML element and JSON element (or the number of items
within the array if the JSON element is an array) shown in the header of the corresponding row, for the type of
signature, located in arelative position to the signed document(s) as indicated in the header of the corresponding
column. Cardinalities are indicated asin Table 3.

Table 4. Components for signatures and documents in validation requests messages
for XML and JSON protocols based on OASIS specifications

Type of signature and

: o Non-
relative position | CAdES CAdES Embedded
XML elements attached detached embedded XAdES PAdES
XAdES
JSON elements
dss2:SignatureObject 1 1 1 0..1 0.1
sigObject (see note) | (see note)
dss2:Document
Items in doc array 0 0.1 * 1.x 0.1
dss2:DocumentHash
Items in docHash array 0 0.1 * * 0.1
dss2:TransformedData 0 0 * * 0
Items in transformed array
NOTE: This component is optional because even if the signature is embedded one could submit the hash of
the document, and consequently the signature would be transferred in this component.

5.1.4  Optional components
5141 Container for optional components
5.1.4.1.1 Component semantics

The validation request message may also contain optional components. These components may be used for requesting
validation of any type of AdES signature.

Below follows the list of the new components defined by the present document:

1)  Onecomponent for identifying the signatures that the server is requested to validate in addition to the
signature present or referenced within the signature object container. Clause 5.1.4.2.1.2 specifies semantic
requirements for this component.

NOTE: Each signed document submitted to the server can be signed by more than one signature. This component

allows the client to request to the server the validation of some of them.

2)  Component for requesting validation of the signature(s) against a certain signature policy. Clause 5.1.4.2.2.1
specifies semantic requirements for this component.
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Component for requesting detailed validation report(s) of the validation of the signature(s). Clause 5.1.4.2.3.1
specifies semantic requirements for this component. This component shall aso allow indicating whether the
validation report has to be signed by the server or not.

One component for passing to the server one or more time values, each one being, according to client's claim,
a Proof of Existence of one signature present within the request. Clause 5.1.4.2.4.1 specifies semantic
requirements for this component.

Below follows the list of the components already specified in DSS-X core v2.0 [1] that the present document re-uses:

1) Onecomponent for identifying one or more service policies under which the validation shall be conducted.
Clause 5.1.4.3.1.1 specifies semantic requirements for this component.

2)  One component for requesting the server to generate notifications using a certain language. Clause 5.1.4.3.2.1
specifies semantic requirements for this component.

3)  One component for claiming the client'sidentity. Clause 5.1.4.3.3.1 specifies semantic requirements for this
component.

4)  Onecomponent for passing to the server XML schemas that it can need during the validation process.

Clause 5.1.4.3.4.1 specifies semantic requirements for this component.

5)  One component for requesting to set the validation time to a certain instant different from the current time.
Clause 5.1.4.3.5.1 specifies semantic requirements for this component.

6) One component for requesting the server to return information on the validation time. Clause 5.1.4.3.6.1
specifies semantic requirements for this component.

7)  One component for passing to the server validation material in case thisis not present within the signature(s)
to be validated. Clause 5.1.4.3.7.1 specifies semantic requirements for this component.

8)  One component for requesting the server to return information on the signing time(s). Clause 5.1.4.3.8.1
specifies semantic requirements for this component.

9) Component for requesting the server to return the identity of the signer(s). Clause 5.1.4.3.9.1 specifies
semantic requirements for this component.

10) Inthe case of requesting validation of X AdES signatures, one component requesting to the server to return the
result of applying the set of transformations indicated within a certain as:Reference element to the input
document that such ds:reference element references. Clause 5.1.4.3.10.1 specifies semantic requirements for
this component.

11) Inthe case of requesting validation of XAdES signatures, request to return the results of the validation of any
sighed ds :Manifest present in these signatures. Clause 5.1.4.3.11.1 specifies semantic requirements for this
component.

5.1.4.1.2 XML component

The dss2:0ptionalinputs child element of dss2:verifyRequest shall be aninstance of
dss2:0ptionalInputsvVerifyType redefined asin XML Schemafile "19442xmlSchemaxsd”, whose location is
detailed in clause A.1. The redefinition of dss2:optionalInputsverifyType hasbeen copied in clause 4.3.2 for
information.

The following children elements of dss2:0ptionalInputsverifyType type shall not be present:

1)
2)
3)
4)
5)

The dss2:addTimestamp €lement.

The dss2:ReturnAugmentedSignature €lement.
The dss2:ReturnTimeStampedSignature €lement.
The dss2:ReturnProcessingDetails €element.

The dsb:other €lement.
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NOTE 1: The three first elementsin the former list are not allowed because this protocol supports validation, but not
augmentation. The dss2:ReturnProcessingbetails element isnot alowed because clients desiring to
get detailed information on the validation process can request signed or unsigned validation report(s)
using the etsival:ReturnvalidationReport element. The dsb:other element isnot alowed for keeping
alow degree of optionality.

In addition to that, the etsival:ReturnAugmentedsignature and etsival:TSTokensQualityLevel elements shall not
be present either.

NOTE 2: The optional child element etsival:ReturnAugmentedsignature iSthe component for requesting
augmenting of the signature. The protocol specified in this clause is the "validation protocol”. The
etsival:TSTokensQualityLevel requeststo the server that it uses time-stamp tokens of a certain quality
level during the augmentation process, if it requires them. They will certainly be used within the
"augmentation protocol” and the "validation and augmentation protocol”. These elements are present in
the redefinition of the dss2:optionalinputsverifyType type for re-using this XML schema definitionin
the "validation and augmentation” protocol.

5.1.4.1.3 JSON component

The optInp child element of verifyreq shall be an instance of optionalInputsverifyType defined asin JSON
Schemafile "19442jsonSchema.json”, whose location is detailed in clause A.2, and is copied below for information.

"OptionalInputsVerifyType":

"type": "object",
"allOof": [
{"$ref": "http://docs.oasis-open.org/dss-x/dss-

core/v2.0/csprd01l/schema/schema.json#definitions/dss2-OptionalOutputsVerifyType"}

1,

"properties": {
"processSigs": {
"Sref": "#/definitions/SigsRefsType"

¥
"useSigvalbPol" : {
"S$Sref":"#/definitions/SigValPolicyType "

¥
"returnValReport": {
"Sref": "#/definitions/ReturnValReportType"

¥
"proofsOfExist": {
"Sref": "#/definitions/ProofsOfExistenceType"

"etsiReturnAugmentedSig": {
"level": "string",
"format" : "uri"

"tstkQualityLevel":
"type": "string",
"format": "uri"

}
}
}

The following properties of dss2-optionalInputsverifyType type shall not be present:
1) TheaddTimestamp €lement.
2) Thereturnaugmented element.
3) ThereturnTimestamped €lement.
4) ThereturProcDetails element.
5) Thedsb:other element.
In addition to that, the et siReturnaugmentedsig and tstkoualityLevel elements shall not be present either.

NOTE: Seenotes1and?2in clause5.1.4.1.2 of the present document for justifications of these absences.
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5.14.2 New components defined in the present document

5.1.4.2.1 Component for identifying the signatures to be processed (signatures-to-process-
refs container)

514.2.1.1 Introduction

A validation request message may contain more than one signature; however, certain business processes may not
require all of them to be processed. Consequently, requests messages need a mechanism for allowing the client to
enumerate to the server the signatures that the client requests to process (validate in the case of this validation protocol,
augment in the case of the augmentation protocol, or validate and augment in the validation and augmentation protocol).
This mechanism is provided by the optional input that is fully specified in clause.

51.4.21.2 Component semantics

The signatures-to-process-refs component shall contain one reference per signature that the server is requested to
process.

The signatures-to-process-refs component shall allow referencing any signature present in the validation request.
There are are three different ways for building a reference to one signature, namely:

1) Using the digest value of the signature computed using a specific digest algorithm. This mechanism may be
used for referencing any type of signature. In this case, this component:

- shall include one or more digest values (each one computed on one digital signature);

- shall include the identification of one digest algorithm: the algorithm used for computing all the digest
values,; and

- shall include the identifier of a canonicalization algorithm, if some of the signatures to validate are
XAdES signatures.

2) Using apointer to the embedding document and a X Path expression pointing to that specific embedded
XAdES signature within the embedding document. This mechanism may only be used if the signatureis an
embedded XAdES signature.

3) Using the name of the field where the PAJES signature is embedded within the PDF document. This
mechanism may only be used if the signature is a PAJES signature.

This component may contain references based on different referencing mechanisms if they are references to different
signatures.

This component shall contain only one reference for one signature.

514213 XML component

The processsignatures optional input shall be an instance of signatureldentifiersType defined asin XML Schema
file " 19442xml Schema.xxsd", whose location is detailed in clause A.1, and is copied below for information.

<!—targetNamespace=http://uri.etsi.org/19442/v1.1.1# -->
<xs:element name="ProcessSignatures" type="etsival:SignaturesReferencesType"/>

<xs:complexType name="SignaturesReferencesType">
<XS:sequence>
<xs:element ref="etsival:DigestReferences" minOccurs="0"/>
<xs:element ref="etsivr:XAdESSignaturePtr" minOccurs="0" maxOccurs="unbounded"/>
<xs:element name="PAdESFieldName" type="xs:string" minOccurs="0" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>

<xs:element name="DigestReferences" type="etsival:DigestReferencesType"/>
<xs:complexType name="DigestReferencesType">

<xXS:sequence>
<xs:element name="CanonicalizationMethod" type="xs:anyURI" minOccurs="0"/>
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<xs:element name="DigestMethod" type="xs:anyURI"/>
<xs:element name="DigestValue" type="Xs:base64Binary" maxOccurs="unbounded"/>
</Xs:sequence>
</xs:complexType>

This XML Schema piece references et sivr : xadESSignatureptr €lement, whichisdefined in ETSI TS 119 102-2 [11].
For the sake of completeness of the present document, below follows its definition, copied from the XML Schema of
ETSI TS 119 102-2 [11].

<l—targetNamespace=http://uri.etsi.org/19102/v1.2.1# -->
<xs:element name="XAdESSignaturePtr" type="etsivr:XAdESSignaturePtrType"/>

<xs:complexType name="XAdESSignaturePtrType">
<XS:sequence>
<xs:element name="NsPrefixMapping" type="etsivr:NsPrefixMappingType" minOccurs="0"
maxOccurs="unbounded" />
</xs:sequences>
<xs:attribute name="WhichDocument" type="xs:IDREF" use="optional"/>
<xs:attribute name="XPath" type="xs:string" use="optional"/>
<xs:attribute name="SchemaRefs" type="xs:IDREFS" use="optional"/>
</xs:complexType>
<xs:complexType name="NsPrefixMappingType">
<XS:sequences
<xs:element name="NamespaceURI" type="xs:anyURI"/>
<xs:element name="NamespacePrefix" type="xs:string"/>
</xs:sequence>
</xs:complexType>

ThepigestrReferences child element may be used for referencing any type of signature within the request.
The value of the canonicalizationMethod child element shall be an URI identifying a canonicalization algorithm.
The value of the pigestMethod child element shall be an URI identifying a digest algorithm.

The value of the pigestvalue child element shall be the base-64 encoded value of the digest of the referenced digital
signature computed using the digest algorithm identified in pigestMethod child element's value.

The actual computation of the digest value shall be dependent on the type of signature and shall be performed as
follows:

1) Incase of CAdES signatures, the input to the digest value computation shall be one of the DER-encoded
instances of signedinfo type present within the CM S structure.

NOTE: A CMS dtructure can enclose several parallel CAJES signatures (each item in the signerinfos array,
which is an instance of signedinfo type, contains the digital signature value generated by a different
private key).

2) Incaseof XAdES signatures, the input of the digest value computation shall be the result of applying the
canonicalization algorithm identified within the canonicalizationMethod child element's value to the
corresponding ds : signature element and its contents. The canonicalization shall be computed keeping this
ds:Signature €lement as a descendant of the XML root element, without detaching it.

3) Incaseof PAJES signatures, the input of the digest value computation shall be the result of decoding the
hexadecimal string present within the contents field of the signature PDF dictionary enclosing one PAJES
digital signature.

xadEssignatureptr Child element shall only be used for referencing X AdES signatures.

xXAadESSignatureptr Child element isan instance of xadessignaturePtrType type, whose requirements are the same as
the requirements for dss2:signatureptrType Specified in clause 4.2.9.2 of DSS-X core v2.0 [1], with the following
exceptions:

1) Theattribute whichpocument may be absent. If this attribute is present, its value shall be as specified in
clause 4.2.9 of DSS-X corev2.0 [1] and the xadessignaturertr €lement shall reference a signature embedded
in some input document. If this attribute is absent, the xadessignatureptr element shall reference one of the
signatures placed within the signature object container.
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2) Theschemarefs attribute shall have the same semantics and usage as schemarefs atribute in
dss2 :DocumentBaseType Specified in clause 4.2.2.2 of DSS-X corev2.0 [1].
pAdESFieldName Child element shall only be used for referencing PAJES signatures.

The value of padesFieldname child element shall be the name of the PDF field where the referenced PAJES signature
is present within the PDF signed document.

514214 JSON component

The processsigs element shall be an instance of sigsrefsType defined asin JISON Schemafile
"19442jsonSchema.json”, whose location is detailed in clause A.2, and is copied below for information.

"NsPrefixMayppingType": {

"type'": " Ob] ect™",
"properties": {
"NSURI": {
"type": "string" ,
"format": "uri"
"NsPrefix": {"type": "string"}
1
"required": ["NsURI"]

i

"XAdESSignaturePtrType": {

"type": "object",
"properties": {
"nsPrefixMapping": {
n type" B n array-" ,
"items": {
"Sref": "#/definitions/NsPrefixMayppingType"
}
¥
"whichDoc": {"type": "string"},
"xpath": {"type": "string"},
"schemaRefs": {"type": "string"}

}

"SigsRefsType": {

"type": "object",
"properties":
"digRefs": {
"type": "object",
"properties": {
"digvals": {
n type n : n array" ,
"items": {
"type": "string"
}
b
n lgAlg" : {
n type" : n String"
b
"canAlg": {
"type": "string"
}
}
"required": ["digVals", "digAlg"]

1
"padesFieldNames": {
n type" : n array-" ,
"items": {
"type": "string"
}
¥

"xadesSigPtrs": {
n type" . "?rray" ,
"items":
"S$Sref": "#definitions/XAdESSignaturePtrType"
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1
Below follow the requirements that apply to this element:

1) Eachitem within aigvals array shall have the same requirements asthe pigestvalue € ement in the previous
clause, including those ones that apply to the computation of their values.

2) The property aiga1g shall have the same requirements as the pigestMethod €lement in the previous clause.

3) Theproperty cana1g shall have the same requirements asthe canonicalizationMethod €lement in the
previous clause.

The xadessigptrs element may only be used for referencing X AdES signatures.

The xadessigptrs element is an array of objectsinstance of dss2-signatureptrType Specified in clause 4.2.9.1 of
DSS-X core v2.0 [1], with the following exception:

1) Theeement whichpoc may be absent. If this element is present, its value shall be as specified in clause 4.2.9.1
of DSS-X core v2.0 [1] and the corresponding item of the array shall reference a signature embedded in some
input document. If this element is absent, the corresponding item of the array shall reference one of the
signatures placed within the signature object container.

The padesFieldNames array may only be used for referencing PAdES signatures.

The value of each item within the padesrie1ldNames array shall be the name of the PDF field where the referenced
PAdES signature is present within the PDF signed document.

5.1.4.2.2 Component for requesting validation against a certain signature policy

5.14.221 Component semantics

This component shall provide means for unambiguously identifying the signature validation policy against which the
client requests to validate the digital signature(s).

This component shall also allow the client to indicate locations where the signature validation policy can be
downloaded from, in case the client wants to indicate them to the server.

5.1.4.2.2.2 XML component

The element that shall contain the signature validation policy to be used shall be the usesignaturevalidationPolicy
element.

The usesignaturevalidationpPolicy €element shall be defined asin XML Schemafile " 19442xml Schema.xsd", whose
location is detailed in clause A.1, and is copied below for information.

<!—targetNamespace="http://uri.etsi.org/19442/v1.1.1#" -->
<xs:element name="UseSignatureValidationPolicy" type="etsival:UseSignatureValidationPolicyType"/>

<xs:complexType name="UseSignatureValidationPolicyType">
<XS:sequences
<xs:element name="SignatureValidationPolicyID" type="xs:anyURI"/>
<xs:element name="SignaturePolicyLocation" type="xs:anyURI" minOccurs="0"
maxOccurs="unbounded" />
</Xs:sequence>
</xs:complexType>

The signaturevalidationPolicyID child element shall have as value the unique identifier of the signature validation
policy asan URI. If the identifier of the signature validation policy isan OID, then the value of this element shall be an
URN indicating the value of the aforementioned OID as specified in IETF RFC 3061 [14].

Every signaturevalidationPolicyLocation Child element shall have as value one location where the signature
validation policy document can be accessed, as an URI value.
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514223 JSON component

The element that shall request the server to validate the signature(s) against a certain signature validation policy shall be
the usesigvalpol element.

The usesigvalpol element shall be an instance of sigvalpolicyType defined asin JSON Schemafile
"'19442jsonSchema.json, whose location is detailed in clause A.2, and is copied below for information.

"SigValPolicyType":
"type": "object",

"properties": {
"sigValPolID": ({
"type": "string"

b

"sigValPolLocs": {

n type" : n array-" ,
"items": {
"type": "string"

}
}
}
}

The sigvalpro11D child element shall have as value the unique identifier of the signature validation policy asan URI. If
the identifier of the signature validation policy is an OID, then the value of this element shall be an URN indicating the
value of the aforementioned OID as specified in IETF RFC 3061 [14].

Every sigvalpolLos child element shall have as value one location where the signature validation policy document can
be accessed, as an URI value.

5.1.4.2.3 Component for requesting a detailed validation report (signed or unsigned)

514.23.1 Component semantics

This component shall provide means for requesting to the server the generation and return of a detailed validation report
for each validated signature.

This component shall allow the client to identify that the validation report is conformant to a certain specification.

The identifier for requesting the generation of a validation report as specified in ETSI TS 119 102-2 [11], shall be:
http://uri.etsi.org/19442/1910202v010201.

This component shall allow requesting to the server signing the aforementioned validation report.

5.1.4.3.2 XML component

The element that shall request to the server returning one detailed validation report for each signature validated shall be
the ReturnvalidationReport €lement.

ThereturnvalidationrReport €ement shall be defined asin XML Schemafile " 19442xml Schema.xsd", whose
location is detailed in clause A.1, and is copied below for information.

<!—targetNamespace="http://uri.etsi.org/19442/v1.1.1#" >
<xs:element name="ReturnValidationReport" type="etsival:ReturnValidationReportType" />

<xs:complexType name="ReturnValidationReportType">
<XS:sequence>
<xs:element name="AsSpecifiedBy" type="xs:anyURI"/>
</Xs:sequence>
<xs:attribute name="SignIt" type="xs:boolean" default="false"/>
</xs:complexType>

The value of the asspecifieasy element shall be an URI identifying the validation report that the client is requesting.

A "true" vaue of the attribute sign1t shall indicate that the client is requesting that the server signs the validation
report. A "false" value or absence of this attribute shall indicate that the client is not requesting that the server signsthe
validation report.
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5.1.4.3.3 JSON component

The returnvalreport element shall be an instance of returnvalreportType defined asin JISON Schemafile
"19442jsonSchema.json", whose location is detailed in clause A.2, and is copied below for information.

"ReturnValReportType": {
"type": "object",
"properties": {
"asSpecifiedBy" : {
"type": "string",
"format": "uri"
b
"signIt":{"type": "boolean"}

}
The value of the asspecifiedry element shall be an URI identifying the validation report that the client is requesting.

A "true" value of the component sign1t shall indicate that the client is requesting that the server signs the validation
report. A "false" value or absence of this component shall indicate that the client is not requesting that the server signs
the validation report.

5.1.4.2.4 Component for passing proofs of existence of one or more signatures

514241 Component semantics
This component shall have one or more tuples. Each tuple shall contain two components, namely:

1) Onecomponent whose valueis atimeinstant value. Thistime instant shall be considered by the server asa
proof of existence of the signature referenced in the other component of the tuple.

2)  One component referencing one signature.

5.1.4.24.2 XML component

The proofsofExistence Optional input shall be an instance of proofsofExistenceType defined asin XML Schemafile
"19442xml Schema.xsd", whose location is detailed in clause A.1, and is copied below for information.

<!—targetNamespace="http://uri.etsi.org/19442/v1.1.1#" -->

<xs:element name="ProofsOfExistence" type="etsival:ProofsOfExistenceType"/>
<xs:complexType name="ProofsOfExistenceType">
<XS:sequence>
<xs:element ref="etsival:ProofOfExistence" maxOccurs="unbounded"/>
</xs:sequence>
</xs:complexType>

<xs:element name="ProofOfExistence" type="etsival:ProofOfExistenceType"/>
<xs:complexType name="ProofOfExistenceType">
<XS:sequence>
<xs:element name="Time" type="xs:dateTime"/>
<xs:element name="SignatureReference" type="etsivr:SignatureReferenceType"/>
</xs:sequence>
</xs:complexType>

This XML Schema piece references etsivr: SignatureReferenceType type, which isdefined in ETSI
TS 119 102-2 [11]. For the sake of completeness of the present document, below follows its definition, copied from the
XML Schemaof ETSI TS 119 102-2 [11].

<!—targetNamespace=http://uri.etsi.org/19102/v1.2.1# -->

<xs:complexType name="SignatureReferenceType">
<xs:choice>
<Xs:sequence>
<xs:element name="CanonicalizationMethod" type="xs:anyURI" minOccurs="0"/>
<xs:element name="DigestMethod" type="xs:anyURI"/>
<xs:element name="DigestValue" type="xs:base64Binary"/>
</Xs:sequence>
<xs:element ref="etsivr:XAdESSignaturePtr"/>
<xs:element name="PAJdESFieldName" type="xs:string"/>
<xs:any namespace="##any" processContents="lax" minOccurs="0" maxOccurs="unbounded"/>
</xs:choice>
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</xs:complexType>
ProofsOfExistence €lement shall be a sequence of proofofExistence children elements.

SignatureReference Child element of proofofExistence shall be areference to the signature whose Proof of
Existence the client sendsto the server. Any of the three mechanisms specified in clause 5.1.4.2.1.3 may be used for
referencing the signature, depending on the type of the referenced signature.

Time child element of proofofExistence shall indicate the time and date when the client claims the referenced
signature existed (Proof of Existence).

51.4.24.3 JSON component

The proofsofExist element shall be an instance of proofsofExistenceType defined asin JSON Schemafile
"'19442jsonSchema.json”, whose location is detailed in clause A.2, and is copied below for information

"ProofsOfExistenceType": {

n type" : "array" ,
"items": {
"type": "object",
"properties": {
"time": {
"type": "string"
b
"sigRef": {
"type": "object",
"Sref": "#/definitions/SignatureReferenceType"

}
}
}
}

"SignatureReferenceType": {

"type": "object",
"properties": {
"digRef": {
"type": "object",
"properties": {
"digval": {
"type": "string",
"contentEncoding": "base64"
b
"digalg": {
"type": "string",
"format": "uri"
b
"canAlg": {
"type": "string",
"format": "uri"
}
}
"required": ["digVal", "digAlg"]

1
"padesFieldName": {
"type'": " string"
o
"xadesSigPtr": {
"S$ref": "http://docs.ocasis-open.org/dss-x/dss-
core/v2.0/csprd0l/schema/schema.json#definitions/dss2-SignaturePtrType"

}
}

Instances of proofsofExistenceType type shall be an array of items. Each item shall be a tuple of two components.

sigref component of the tuple shall be areference to the signature whose Proof of Existence the client sends to the
server. Any of the three mechanisms specified in clause 5.1.4.2.1.4 may be used for referencing the signature,
depending of the type of the referenced signature.

time component of the tuple shall indicate the time and date when the client claims the referenced signature existed
(Proof of Existence). Its value shall be a string representing an UTC Time as represented in instances of xs:dateTime
typein XML schema.
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The client shall be fully responsible of submitting accurate Proofs of Existence to the server.

5.1.4.3 Components re-used from DSS-X core v2.0

5.1.4.3.1 Component for identifying under which service policy the validation has to be
conducted

514311 Component semantics

This component shall contain a non-ambiguous identifier of the service policy under which the client requests the server
to validate the signature.

5.1.4.3.1.2 XML component

The element that shall identify under which service policy the validation has to be conducted shall be the
dsb:ServicePolicy €lement specified in clause 4.1.8.2 of DSS-X core v2.0 [1].

NOTE: The service policy is not the same as signature policy. The server defines the service policy, and one
server can have different service policies offering different features to its clients.

51.4.3.1.3 JSON component

The element that shall identify under which service policy the validation has to be conducted shall be thepolicy
element. The contents of this element shall be as specified in clause 4.1.8.1 of DSS-X corev2.0 [1].

5.1.4.3.2 Component for requesting notifications in a certain language

514321 Component semantics

This component shall identify alanguage by a string-valued identifier, whose value shall be one of the identifiers built
and registered as specified in IETF RFC 5646 [12].

5.1.4.3.2.2 XML component

The element that shall request the server to return notificationsin a certain language shall be the asb : Language €lement
specified in clause 4.1.8.2 of DSS-X corev2.0 [1].

The value of this element shall be string compliant with the values defined in IETF RFC 5646 [12].

5.1.4.3.2.3 JSON component

The element that shall request the server to return notificationsin a certain language shall be the 1ang element. The
contents of this element shall be as specified in clause 4.1.8.1 of DSS-X corev2.0 [1].

The value of this element shall be string compliant with the values defined in IETF RFC 5646 [12].
5.1.4.3.3 Component for allowing the client to claim its identity

514331 Component semantics
This component shall provide the identity of the client as a string-valued name.
This component may include sub-components for supporting names federation.

This component may include one sub-component for identifying the format of the string-valued name representing the
identity of the client.

This component may include one sub-component for integrating to the string-val ued name representing the identity of
the client, a different name identifier that has been established by the validation service itself for the client.
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This component may also include one sub-component for incorporating any type of additional supporting information
for the string-val ued name representing the identity of the client.

5.1.4.3.3.2 XML component

The element that shall allow the client claiming for an identity shall be the dss2:c1laimedIdentity element specifiedin
clause 4.3.9.2 of DSS-X corev2.0 [1].

NOTE: Thedss2:claimedIdentity element buildson sam12:Name1D element and it incorporates all the XML
descendant elements and attributes for matching the semantic requirementsin clause 5.1.4.3.3.

5.1.4.3.3.3 JSON component

The element that shall allow the client claiming for an identity shall be c1aimedidentity , aninstance of ass2-
ClaimedIdentityType. Thistypeisspecifiedin clause 4.3.9.1 of DSS-X corev2.0[1].

5.1.4.3.4 Component for passing schemas

514341 Component semantics

This component shall contain one or more documents, each one containing a schema

5.1.4.3.4.2 XML component

The element that shall request the server to return the identity of the signer shall be the assz2 : schemas element as
specified in clause 4.3.10.2 of DSS-X corev2.0 [1].

514343 JSON component

The element that shall request the server to return the identity of the signer shall be schemas element, of type
dss2-SchemasType, Which is specified in clause 4.3.10.1 of DSS-X core v2.0 [1].

5.1.4.3.5 Component for requesting to set the validation time to a certain value

5.1.4.35.1 Component semantics

This component shall provide means for indicating to the server that the validation time is either the current time (the
time when the server performs the signature validation) or a certain time in the past.

5.1.4.35.2 XML component

The element that shall allow to set the validation time to a certain instant different from current time shall be the
dss2:UseVerificationTime €lement instance of dss2:UseverificationTimeType Specified in clause 4.3.25.2 of
DSS-X corev2.0 [1].

Thevalue of dass2:specificTime child element shall be expressed as Coordinated Universal Time (UTC): itsvaue
shall contain year with four digits, month, day, hour, minute, second (without decimal fraction) and the UTC designator
"Z". Thetime scale shall be based on the second.

5.1.4.35.3 JSON component

The element that shall allow to set the validation time to a certain instant different from current time shall be the
useVerificationTime €lement, instance of dss2-UseverificationTimeType. ThiStypeis specified in clause 4.3.25.1
of DSS-X corev2.0[1].

The value of specTime child element shall be expressed as Coordinated Universal Time (UTC): itsvalue shall contain
year with four digits, month, day, hour, minute, second (without decimal fraction) and the UTC designator "Z". The
time scale shall be based on the second
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5.1.4.3.6 Component for requesting to return the validation time

51.4.36.1 Component semantics

This component shall provide means for requesting to the server to return within the response an indication of the
validation time.

5.1.4.3.6.2 XML component

The element that shall allow to request to the server to return the validation time, shall be the
dss2:ReturnVerificationTimeInfo €lement specified in clause 4.3.5.2 of DSS-X corev2.0 [1].

5.1.4.3.6.3 JSON component

The element that shall allow to request to the server to return the validation time, shall be the returnverificationTime
element. The contents of this element shall be as specified in clause 4.3.5.1 of DSS-X corev2.0 [1].

5.1.4.3.7 Component for passing validation material to the server

514371 Component semantics

This element shall convey any type of validation material that the client decidesto passto the server. It shall provide
mechanisms for passing to the server X509 certificates, Attribute certificates, CRLs, OCSP responses, or other type of
validation data.

5.1.4.3.7.2 XML component

The element that shall allow the client to pass validation material to the server shall bethe dss2:additionalkeyInfo
element instance of dss2:additionalkeyInfoType as specifiedin clause 4.3.28.2 of DSS-X corev2.0[1].

5.1.4.3.7.3 JSON component

The element that shall alow the client to pass validation material to the server shall be the addkeyinfo element,
instance of dss2-AdditionalKeyInfoType. Thistypeis specified in clause 4.3.28.1 of DSS-X corev2.0 [1].

5.1.4.3.8 Component for requesting return of the signing time

5.1.4.38.1 Component semantics

This component shall provide means for requesting to the server to return within the response an indication of the
signing time for each validated signature.

5.1.4.3.8.2 XML component

The element that shall allow to request to the server to return an indication of the signing time shall be the
dss2:ReturnSigningTimeInfo €lement specified in clause 4.3.5.2 of DSS-X corev2.0 [1].

5.1.4.3.8.3 JSON component

The element that shall allow to request to the server to return an indication of the signing time shall be the
returnsSigningTime €lement. The contents of this element shall be as specified in clause 4.3.5.1 of DSS-X core
v2.0[1].

5.1.4.3.9 Component for requesting the server to return the identity of the signer

51.4.39.1 Component semantics

This element shall convey an indication to the server for returning the identity of the signer(s) for each validated
signature.
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5.1.4.3.9.2 XML component

The element that shall request the server to return the identity of the signer shall be the ass2 :Returnsigneridentity
element specified in clause 4.3.5.2 of DSS-X corev2.0 [1].

5.1.4.3.9.3 JSON component

The element that shall request the server to return the identity of the signer shall be the returnsigner element. The
contents of this element shall be as specified in clause 4.3.5.1 of DSS-X corev2.0 [1].

5.1.4.3.10 Component for requesting the server to return the result of transforming the input
document
5.1.4.3.10.1 Component semantics

This component shall not be present when requesting validation of CAdES or PAJES signatures.

This component shall request to the server to return the result of applying the set of transformations indicated within a
certain ds :Reference element of a XAdES signature to the input document that such das:reference element references.

This component shall provide means for identifying one or more signed documents whose transformed versions the
client requests that the server incorporates into the validation response.

5.1.4.3.10.2 XML component

The element that shall request the server to return the result of transforming one input document shall be the
dss2-ReturnTransformedDocument €lement instance of dss2:ReturnTransformedDocumentType SPecified in
clause 4.3.33.2 of DSS-X corev2.0 [1].

5.1.4.3.10.3 JSON component

The element that shall request the server to return the result of transforming one input document shall be the
returnTransformed €lement, instance of dss2-ReturnTransformedDocumentType. Thistypeis specifiedin
clause 4.3.33.1 of DSS-X corev2.0 [1].

5.1.4.3.11 Component for requesting to return the validation of signed ds:Manifest in XAdES
signatures
5143111 Component semantics

This component shall not be present when requesting validation of CAdES or PAJES signatures.

This component shall notify that the client requests that the server verifies al the ds : Manifest elements present
within the a the validated X AdES signatures.

The server shall interpret the absence of this component or its presence set to value "fa1ser as absence of this request.

5.1.4.3.11.2 XML component

The element that shall request the server to return the result of transforming one input document shall be the
dss2:VerifyManifests €lement specified in clause 4.3.5.2 of DSS-X core v2.0 [1].

5.1.4.3.11.3 JSON component

The element that shall request the server to return the result of transforming one input document shall be
verifyManifests, Set to value "true.
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5.2 Response message

5.2.1 Component for responding to a validation request

5211 Component semantics

The validation response message resulting from one request of validation of AdES signature(s), shall contain one
component for notifying the global validation result.

The validation response message may contain one or more signature results containers. Clause 5.2.3.1 specifiesthis
component and contains references to clauses that specify requirements for its sub-components.

NOTE: The response message to a minimum signature validation request with only one signature and without any
optional input, unless otherwise stated by the service policy applied, is a response message with a global
result component and the component identifying the response as compliant with the "validation" protocol
defined in the present document.

The validation response message shall contain one or more components identifying protocols and/or profiles that the
response message is compliant with. The first one of such components shall have the following URI as value,
identifying the response as one that has been built using the "validation" protocol specified in the present document:

L] http://uri.etsi.org/19442/v1.1.1/validationprotocol#
This message may contain a component whose value is an identifier of the message itself.

This message may contain component whose value is the identifier of the request message that this message is the
response of.

5.2.1.2 XML component

The element that shall be the component for responding to the validation request of AdES signature(s) shall be the root
element of the message dss2: verifyResponse as specified in clause 4.2.11.2 of DSS-X corev2.0 [1], where the
optoutp container of optional outputs may also include the additional components specified in clause 5.2.3.1.3 of the
present document.

The asb:appliedprofile array shall have one or more items. The first one shall have the value
http://uri.etsi.org/19442/v1.1.1/validationprotocol#, identifying the response as avalidation response
compliant with the validation protocol specified in the present document.

5.2.1.3 JSON component

The element that shall implement the verify response message for the JSON binding of the protocol shall be the element
verifyResp element. This element shall be an instance of the verifyResponseType, defined asin JSON Schema file
"19442jsonSchema.json”, whose location is detailed in clause A.1, and is copied below for information.

"VerifyResponseType": {
"type": "object",

"properties":
"result": {
"S$Sref": "http://docs.oasis-open.org/dss-x/dss-

core/v2.0/csprd0l/schema/schema.json#fdefinitions/dsb-ResultType"

"profile": {

l|typel| : l|array-l| ,
"items": {
"type": "string"

¥
"regID": {

"type": "string"
"respID": {

"type": "string"

b

"optOutp": {
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"Sref": "#/definitions/OptionalOutputsVerifyType"
1
1
1

The profile, req1p, and resp1p elements shall be as specified in clause 4.1.11.1 of DSS-X core v2.0 [1].

Theprofile array shall have one or more items as specified in clause 4.2.10.1 of DSS-X corev2.0 [1]. The first one
shall havethevaluenttp://uri.etsi.org/19442/v1.1.1/validationprotocol#, identifying the response asa
validation response compliant with the validation protocol specified in the present document.

The optout shall be as specified in clause 5.2.3.1.3 of the present document.

The result element shall be as specified in clauses 5.2.2.1 and 5.2.2.3 of the present document.
5.2.2 Component for the global validation result

5221 Component semantics

This component shall contain a major result, which shall report whether the server has been able to performits task,
regardless the results obtained. This component may also contain a minor result providing additional information on the
task performed by the server.

For details of the values of its result major and result minor, see clause 8.4.3.1 of the present document.

5.2.2.2 XML component

The element that within the response shall notify the validation result shall be the asb:result element specified in
clause 4.1.7.2 of DSS-X corev2.0 [1].

5.2.2.3 JSON component

The element that within the response shall notify the validation result shall be an instance of the dasb-resultType type
specified in clause 4.1.7.2 of DSS-X corev2.0 [1].

5.2.3 Optional components

5.2.3.1 Container for optional components

523.1.1 Component semantics
The validation response message may also include one or more signature results containers.

Each signature result container shall include one or more optional outputs resulting from the validation of the
corresponding signature.

Below follows the list of the new components defined by the present document:
1) The processing signature results container.

2)  One component for referencing the signature that the rest of optional outputs within the signature results
container correspond to.

3) Onecomponent for notifying the signature policy applied during the validation. Clause 5.2.3.2.3 specifies
requirements for this component.

4)  Onecomponent for notifying the set of signature policies supported by the server. Cause 5.2.3.2.4 specifies
requirements for this component.

5)  One component for returning the signed or unsigned detailed validation report. Clause 5.2.3.2.5 specifies
requirements for this component.
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Below follows the list of the components already specified in DSS-X core v2.0 [1] that the present document re-uses:

1)  One component for identifying the service policy under which the validation was conducted. Clause 5.2.3.3.1
specifies requirements for this component.

2)  Onecomponent for returning the result of transforming the input document. Clause 5.2.3.3.5 specifies
requirements for this component.

3)  Onecomponent for returning the results of validating any signed ds :Manifest present in the signature(s).
Clause 5.2.3.3.6 specifies requirements for this component.

4)  One component for indicating the signing time. Clause 5.2.3.3.3 specifies requirements for this component.

5)  One component for indicating the time when the validation was conducted (validation time). Clause 5.2.3.3.2
specifies requirements for this component.

6) Onecomponent for indicating the identity of the signer(s). Clause 5.2.3.3.4 specifies requirements for this
component.

Some of the optional components affect al the signatures validated, namely:
e  The component for notifying the signature policy applied during the validation.
. The component for notifying the set of signature policies supported by the server.
e  The component for identifying the service policy under which the validations was conducted.
. The component for indicating the time when the validations were conducted (validation time).

Therest of the optional components affect one of the signatures validated, and may also be included within the
component providing details that correspond to the validation of the validated signature.

5.2.3.1.2 XML component

The dss2:0ptionaloutputs child element of dss2:verifyresponse shall be an instance of
dss2:0OptionaloutputsverifyType defined asin XML Schemafile "19442xmlSchema.xsd", whose location is detailed
in clause A.1. The redefinition of dss2:optionaloutputsverifyType hasbeen copied in clause 4.3.2 for information.

The following elements shall not appear within the response message of this protocol:
° dss2:DocumentWithSignature €lement.
(] dss2:AugmentedSignature €lement.
J dss2:Schemas €lement.
(] dss2:ProcessingDetails element.

NOTE: Theoptional children elements dss2 : DocumentWithSignature and AugmentedSignature are containers
for augmented signatures. The protocol specified in this clause is the "validation protocol”, and
conseguently it does not manage augmented signatures. These elements will certainly be used within the
"augmentation” protocol and the "validation and augmentation™ protocol.

5.2.3.1.3 JSON component

The optoutp child element of verifyreq shall be an instance of optionaloutputsverifyType defined asin JSON
Schemafile "19442jsonSchema.json”, whose location is detailed in clause A.2, and is copied below for information.

"OptionalOutputsVerifyType": {
"type":" Ob] ect™",
"allof": [
{"$ref": "http://docs.oasis-open.org/dss-x/dss-
core/v2.0/csprd0l/schema/schema.json#fdefinitions/dss2-OptionalOutputsVerifyType"}
1,
{"properties":
"validationReport": {
"Sref": "#/definitions/ValReportContainerType"
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b

"resForEachSignature": {
n type" : n array-" ,
"items": {
"sref": "#/definitions/ResultsForOneSignatureType"

}
1
"appliedSigValPolicy": {
"type": "string",
"format": "uri"

1
"availableSigValPols" : {
"type" . "array" ,
"items": {
"type": "string",
"format": "uri"

}
}
}
}

The following elements shall not appear within the response message of this protocol:
. docWithSignature €lement.
. augSig element.
. schemas €lement.
° procDetails € ement.

NOTE: Theoptional children elements docwithsignature and augsig are containers for augmented signatures.
The protocol specified in this clause isthe "validation protocol”, and consequently it does not manage
augmented signatures. These elements will certainly be used within the "augmentation” protocol and the
"validation and augmentation" protocol.

Each item of the resultsForEachsignature array shal be an instance of rResultsForonesignatureType type as
specified in clause 5.2.3.2.1.3 of the present document.

The appliedsigvalpolicy iSSpecified in clause 5.2.3.2.3.3 of the present document.

The availablesigvalpols is specified in clause 5.2.3.2.4.3 of the present document.

5.2.3.2 New components defined in the present document
5.2.3.2.1 Signature processing results container
523211 Component semantics

This component shall have one child summarizing the result of the validation of one signature. Its contents shall be as
specified in clause 8.4.3.1 of the present document.

This component shall have one child for referencing the signature whose validation details it includes.
This component may have one child indicating the signer identity.
This component may have one child indicating the signing time of the validated signature.

This component may have one child may have one child containing one detailed validation report, which may be
signed.

If the validated signature is a XAdES signature, this component may have one or more children each one providing
information on the validation of ds:Manifest children.

If the validated signature is a XAdES signature, this component may have one or more children each one containing one
transformed document.
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5.2.3.21.2 XML component

Thenew etsival:ResultsForOneSignature €lement shall include elements providing details on the validation of one
signature. It shall be an instance of ResultsForonesignatureType defined asin XML Schemafile
"19442xml Schema.xsd", whose location is detailed in clause A.1, and is copied below for information.

<xs:element name="ResultsForOneSignature" type="etsival:ResultsForOneSignatureType"/>

<xs:complexType name="ResultsForOneSignatureType">
<XS:sequence>
<xs:element ref="dsb:Result"/>
<xs:element name="SignatureReference" type="etsivr:SignatureReferenceType" minOccurs="0"/>
<xs:element ref="dss2:SignerIdentity" minOccurs="0"/>
<xs:element ref="dss2:SigningTimeInfo" minOccurs="0"/>
<xs:element ref="etsival:ValidationReport" minOccurs="0"/>
<xs:element ref="dss2:VerifyManifestResults" minOccurs="0" maxOccurs="unbounded"/>
<xs:element ref="dss2:TransformedDocument" minOccurs="0" maxOccurs="unbounded"/>
<xs:element ref="etsival:AugmentSignatureResult" minOccurs="0" />
</Xs:sequence>
</xs:complexType>

The etsival:ResultsForOneSignature €lement shall not be empty.

The signatureReference Child element shall be present when the response contains more than one
etsival:ResultsForOneSignature €lements.

The element etsival:AugmentSignatureresult shall not be present in this protocol.

NOTE: Theetsival:aAugmentSignatureResult element ispresent in the definition of
ResultsForOneSignatureType because it is used in the "augmentation" and the "validation and
augmentation" protocols.

5.2.3.2.1.3 JSON component

Each item of the resForEachsignature array shall include elements providing details on the validation of one
signature. Each item shall be an instance of rResultsForonesignatureType defined asin JSON Schemafile
"'19442jsonSchema.json”, whose location is detailed in clause A.2, and is copied below for information.

"ResultsForOneSignatureType":{
"type" . "Obj ect" ,

"properties": {
"result": {
"Sref": "<DSSXBASESCHEMAFILELOCATION>#/definitiOﬂS/dSb—ReSultType"
b
"sigRef" : {
"Sref": "#/definitions/SignatureReferenceType"
1
"signerIdentity" : {
"S$ref": "http://docs.ocasis-open.org/dss-x/dss-

core/v2.0/csprd0l/schema/schema.json#fdefinitions/saml2rw-NameIDType"
}
"signingTimeInfo": {
"S$ref": "http://docs.ocasis-open.org/dss-x/dss-
core/v2.0/csprd0l/schema/schema.json#definitions/dss2-SigningTimeInfoType"
"validationReport": {
"Sref": "#/definitions/ValReportContainerType"
¥

"manifestValResults":
"Sref": "http://docs.oasis-open.org/dss-x/dss-
core/v2.0/csprd0l/schema/schema.json#fdefinitions/dss2-VerifyManifestResultsType"

"transformed" : {
"type": "array",
"items": {"$ref:" "http://docs.ocasis-open.org/dss-x/dss-
core/v2.0/csprd0l/schema/schema.json#definitions/dss2-TransformedDocumentType" }
"augmentSigResult": {
"S$ref": "#definitions/AugmentSigResultType"
¥
¥

"required": ["result"]
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The sigref component shall be present when the resForEachsignature array contains more than one items.
The augmentsigresult property shall not be present in this protocol.
NOTE: TheaugmentsigResult element ispresent in the definition of ResultsForonesignatureType because it
isused in the "augmentation” and the "validation and augmentation” protocols.

5.2.3.2.2 Component for referencing the validated signature

523221 Component semantics

This component shall be able to identify one of the signatures present in the request message, and consequently shall
contain one reference to one signature.

5.2.3.2.2.2 XML component

The signatureReference component shall be aninstance of etsivr:sSignatureReferenceType defined in XML
Schemafile of ETSI TS 119 102-2 [11].

5.23.2.2.3 JSON component

The sigref component shall be an instance of signaturereferenceType defined asin JSON Schemafile
"'19442jsonSchema.json”, whose location is detailed in clause A.2, and has been copied in clause 5.1.4.2.4.3.

5.2.3.2.3 Component for notifying the signature policy applied during the validation

5.2.3.23.1 Component semantics

This component shall provide means for returning to the client the identifier of the signature validation policy applied
by the server for validating the signature(s).

This component shall appear in the response to requests of validation of digital signatures that incorporate the
component requesting the server to validate the signature(s) using a certain signature validation policy, specified in
clause 5.1.4.2.2.1 of the present document, if the server has been able to check all the constraints defined in the
signature validation policy identified in the present component, on al the validated signatures. It may also appear in
responses to requests that do not incorporate the aforementioned component.

5.2.3.2.3.2 XML component

The element that shall notify to the client the signature validation policy against which the signature has been validated
shall bethe appliedsignaturevalidationPolicy €ement.

The appliedsignaturevalidationPolicy €lement shall be defined asin XML Schemafile "19442xml Schema.xsd",
whose location is detailed in clause A.1, and is copied below for information.

<!—targetNamespace="http://uri.etsi.org/19442/v1.1.1#" -->

<xs:element name="AppliedSignatureValidationPolicy" type="xs:anyURI"/>

The appliedsignaturevalidationPolicy element shall be adirect child of the dss2:optionaloutputs optiona child
of dss2:VerifyResponse.

NOTE: Whenadss2:verifyRequest includesthe usesignaturevalidationPolicy optional input, itis
instructing the server to use the same signature validation policy for validating all the signatures whose
validation is requested. The server applies the same signature validation policy for al the signatures
whose validation is requested. Consequently one single instance of appliedsignaturevalidationPolicy
is enough to notify itsidentifier, and this value is aways placed out of all the ResultsForonesignature
children.
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The appliedsignaturevalidationPolicy €lement shall have as value the unique identifier of the signature validation
policy used by the server for validating the signature as an URI. If the identifier of the signature validation policy isan
OID, then the value of this element shall be an URN indicating the value of the aforementioned OID as specified in
IETF RFC 3061 [14].

5.2.3.2.3.3 JSON component

The element that shall notify to the client the signature validation policy against which the signature has been validated
shall bethe appl1iedsigvalpol.

The value of this element shall be the unique identifier of the signature validation policy used by the server for
validating the signature as an URI. If the identifier of the signature validation policy is an OID, then the value of this
element shall be an URN indicating the value of the aforementioned OID as specified in IETF RFC 3061 [14].

5.2.3.24 Component for notifying the signature policies under which the server can
conduct validation

5.23.24.1 Component semantics

This component shall provide means for returning to the client the identifiers of the signature validation policies under
which the server can validate signatures.

This component shall appear in the response to requests of validation of digital signatures that incorporate the
component requesting the server to validate the signature(s) using a certain signature validation policy, specified in
clause 5.1.4.2.2.1 of the present document.

This component shall only appear if the server is not able to validate the signature under the signature validation policy
requested by the client in the aforementioned component of the validation request.

5.2.3.24.2 XML component

The element that shall notify to the client the signature validation policies under which the server can conduct validation
of digital signatures shall bethe availablesignaturevalidationPolicies €lement.

TheavailableSignaturevalidationpPolicies element shall be defined asin XML Schemafile
"19442xml Schema.xsd", whose location is detailed in clause A.1, and is copied below for information.

<!—targetNamespace="http://uri.etsi.org/19442/v1.1.1#" >

<xs:element name="AvailableSignatureValidationPolicies"
type="AvailableSignatureValidationPoliciesType"/>
<xs:complexType name="AvailableSignatureValidationPoliciesType">
<XS:sequences
<xs:element name="AvailableSignatureValidationPolicyID" type="xs:anyURI" minOccurs="1"
maxOccurs="unbounded" />
</Xs:sequence>
</xs:complexType>

TheavailableSignaturevalidationPolicies element shall be adirect child of the dss2:optionaloutputs optional
Ch”CiOfdssZ:VerifyResponse.

NOTE: Theinformation of the signature validation policies against which the server may validate signaturesis
independent of the validated signatures. Consequently one single instance of
AvailableSignaturevalidationPolicies iSenough to notify itsidentifier, and this value is always
placed outside of all the ResultsForonesignature children.

Each availableSignaturevalidationPolicyID child element shall have as value the unique identifier of one signature
validation policy against which the server is able to validate digital signatures, as an URI. If theidentifier of the
signature validation policy isan OID, then the value of this element shall be an URN indicating the value of the
aforementioned OID as specified in IETF RFC 3061 [14].
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5.23.24.3 JSON component

In the JSON protocol derived from OASI S specifications the element that shall notify to the client the signature
validation policies under which the server can conduct validation of digital signatures shall be the
availableSigvalPols €lement.

Each item of the array shall have as value the unique identifier of one signature validation policy against which the
server is able to validate digital signatures, as an URI. If theidentifier of the signature validation policy isan OID, then
the value of this element shall be an URN indicating the value of the aforementioned OID as specified in IETF

RFC 3061 [14].

5.2.3.25 Component for returning the detailed validation report (signed or unsigned)

5.23.25.1 Component semantics

This component shall contain either the signed or the unsigned detailed validation report for one or more digital
signatures that the server has validated in response to one request that requested its generation (incorporating the
component specified in clause 5.1.4.2.3 of the present document).

If this element is child of the signature processing results container it shall contain the validation report of one signature
(the one that the signature processing results container provides details of).

If this element is child of the optional outputs component, it may contain the validation report on more than one
signatures.

Clause 8.4.3.3 provides details on what the server may decide regarding the generation of this component when
building the validation response message.

When the validation report is used for reporting on the validation of more than one signature, its contents shall contain
mechanisms for identifying each one of the validated and reported signatures.

NOTE: Theformat defined in ETSI TS 119 102-2 [11] for the validation report allows reporting on the validation
of several signatures and includes mechanisms for identifying the reported signatures.

5.2.3.25.2 XML component

The element that shall contain the detailed validation report for one or more digital signatures shall be the
validationReport, Which shall be aninstance of etsival:validationReportContainerType defined asin XML
Schemafile "19442xml Schema.xsd", whose location is detailed in clause A.1, and is copied below for information.

<l—targetNamespace=http://uri.etsi.org/19442/v1.1.1# -->
<xs:element name="ValidationReport" type="etsival:ValidationReportContainerType"/>

<xs:complexType name="ValidationReportContainerType">
<xs:choice>
<xs:element name="ETSITS11910202XMLReport" type="etsivr:ValidationReportType"
minOccurs="0"/>
<xs:element name="other" type="xs:base64Binary" minOccurs="0"/>
</xs:choice>
<xs:attribute name="isSigned" type="xs:boolean" use="required"/>
<xs:attribute name="Encoding" type="xs:string" use="optional"/>
<xs:attribute name="SpecificationId" type="xs:anyURI" use="optional"/>
</xs:complexType>

The eTsITS11910202XMLReport €lement shall contain an instance of the XML validation report specified in ETS
TS119102-2[11].

The issigned attribute shall indicate whether the validation report is signed or not.

The otner element is a container for validation reports different than the XML validation report specified in ETSI
TS 119 102-2[11].

Attributes Encoding and specificationId shall not be present if the ETsITS11910202XMLReport €lement is present.
They may be present only if the other element is present.

Attribute Encoding shall indicate the encoding used for the validation report present in other element.
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The value of attribute specificationzd shall be an URI identifying the specification where the validation report
present in other is defined.

5.2.3.25.3 JSON component

The element that shall contain the detailed validation report for one or more digital signatures shall be the
validationreport. Thisvalue of this element isthe base-64 encoding of a signed or unsigned
etsivr:ValidationReport XML element as specified in the XML Schemaof ETSI TS 119 102-2 [11].

Thevalidationreport €lement shall be aninstance of valreportcontainerType defined asin JSON Schemafile
"'19442jsonSchema.json”, whose location is detailed in clause A.2, and is copied below for information.

"ValReportContainerType":{
"type": "object",

"properties":
"etsiTSll910202XMLReport":{
"type": "string",
"contentEncoding": "base64"
¥
"other": {
"type": "object",
"properties": {
"content": {
"type": "string",
"contentEncoding": "base64"
"specId": {"type": "string"},
"encoding": {"type": "string"}
}}
"isSigned": {"type": "boolean"}

}
}

The etsiTs11910202xMLReport €lement shall contain the base-64 encoding of an instance of the XML validation report
specified in ETSI TS 119 102-2 [11].

The issigneda component shall indicate whether the validation report is signed or not.

The other component is a container for validation reports different than the XML validation report specified in ETSI
TS 119 102-2 [11].

Component encoding shall indicate the encoding used for the validation report present in the other element.

The value of attribute spec1a shall be an URI identifying the specification where the validation report present in other
is defined.

5.2.3.3 Components re-used from DSS-X core v2.0
5.2.3.3.1 Component for indicating the applied service policy
523311 Component semantics

This component shall contain a non-ambiguous identifier of the service policy under which the client requests the server
to validate the signature.

5.2.3.3.1.2 XML component

The element that shall identify under which service policy the validation has to be conducted shall be the
dsb:AppliedPolicy €lement specified in clause 4.1.9.2 of DSS-X core v2.0 [1].

5.2.3.3.1.3 JSON component

The element that shall identify under which service policy the validation has to be conducted shall be the po1icy
element. The contents of this element shall be as specified in clause 4.1.9.1 of DSS-X corev2.0 [1].
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5.2.3.3.2 Component for indicating validation time

5.2.33.21 Component semantics

This component shall provide means for indicating to the client the validation time set by the server, which may be the
current time or a certain time in the past.

This component shall appear in the response to requests of validation of signatures that incorporate the component
requesting the server to set the validation time at a certain time instant, specified in clause 5.1.4.3.5.1 of the present
document.

5.2.3.3.2.2 XML component

The element that shall report the validation time used by the server shall be the dss2:verificationTimeInfo €lement
specified in clause 4.3.27.2 of DSS-X core v2.0 [1].

5.2.3.3.2.3 JSON component

The element that shall report the validation time used by the server shall be the element verificationTimeInfo an
instance of dss2-verificationTimeInfoType type specified in clause 4.3.27.1 of DSS-X corev2.0 [1].

5.2.3.3.3 Component for returning the signing time of one signature

5.23.3.31 Component semantics
This component shall provide means for indicating to the client information on the signing time.

This component shall appear in the response to requests of validation of signatures that incorporate the component
requesting the server to return information of signing time, specified in clause 5.1.4.3.8.1 of the present document.

5.2.3.3.3.2 XML component

The element that shall convey information on signing time shall be the dss2:signingTimeInfo €lement specified in
clause 4.3.31.2 of DSS-X corev2.0 [1].

5.2.3.3.3.3 JSON component

The element that shall convey information on signing time shall be the element signingTimeInfo an instance of
dss2-SigningTimeInfoType type specified in clause 4.3.31.1 of DSS-X corev2.0 [1].

5.2.3.34 Component for returning signer's identity

5.23.34.1 Component semantics
This component of aresponse to avalidation request shall return information on the signer's identity.

This component shall appear in the response to requests that incorporate the component requesting the server to return
these details, specified in clause 5.1.4.3.9.1 of the present document.

5.2.3.34.2 XML component

The element that shall contain the identity of the signer shall be the dss2:signeridentity element, specifiedin
clause 4.3.8.2 of DSS-X corev2.0 [1].

5.2.3.34.3 JSON component

The element that shall contain the identity of the signer shall be the signerzdentity element, whose contents shall be
as specified in clauses 4.3.8.1 and 4.4.1.1 of DSS-X corev2.0 [1].
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5.2.3.3.5 Component for returning the result of transforming the input document

5.2.3.35.1 Component semantics

This component shall appear only in the response to requests of validation of X AdES signatures that incorporate the
component requesting the server to return one or more transformed input documents, specified in clause 5.1.4.3.10.1 of
the present document.

This component shall provide means for returning to the client the result obtained by the server after applying to one
input document signed by a XAdES signature, the sequence of transformationsindicated in acertain ds:Reference
element of that signature referencing such input document.

5.2.3.3.5.2 XML component

The element that shall return the the result obtained by the server after applying a sequence of transformations to one
input document shall be the dss2 : Transformedbocument Of type dss2 : TransformedDocumentType specified in
clause 4.3.34.2 of DSS-X corev2.0 [1].

5.2.3.3.5.3 JSON component

The element that shall return the result obtained by the server after applying a sequence of transformations to one input
document shall be the transformeda element of type of dss2-TransformedpocumentType Specified in clause 4.3.34.1 of
DSS-X corev2.0 [1].

5.2.3.3.6 Component for returning the result of validating ds:Manifest elements in XAdES
signatures
5.2.3.3.6.1 Component semantics

This component shall appear only in the response to requests of validation of X AdES signatures that incorporate the
component requesting the server to validate signed ds :Manifest elements.

This component shall contain the result of the validation(s) performed by the server on the signed ds :Manifest
elements present within a XAdES signature.

5.2.3.3.6.2 XML component

The element that shall contain the result of the validation(s) performed by the server on signed the ds :Manifest
elements present within the X AdES signature(s) shall bethe dss2:verifyManifestResults €lement, specifiedin
clause 4.3.23.2 of DSS-X corev2.0 [1].

5.2.3.3.6.3 JSON component

The element that shall contain the result of the validation(s) performed by the server onthe signed ds :Manifest
elements present within the XAdES signature(s) shall be the manifestvalresult element. Thiselement shall be an
instance of dass2-verifyManifestResultsType type specified in clause 4.3.23.1 of DSS-X corev2.0[1].

ETSI



49 ETSI TS 119 442 V1.1.1 (2019-02)

6 Protocol for augmentation of AJES signatures

6.1 Request message

6.1.1 Component for requesting augmentation of signatures

6.1.1.1 Component semantics

The signature augmentation request message shall allow requesting to the server the augmentation of one or more AdES
signatures.

The request message shall be able to submit the signatures to be augmented, following the same principles asin the
validation request message, either:

1) withinthe signature object container (if the signature is a non-embedded signature); or
2)  within the input documents container (if the signature is an embedded signature); or

3) within an underlying protocol attachment (if the signature is an embedded signature), in which case this
attachment shall be referenced within the input documents container.

The request message shall not include neither transformed documents nor digests of signed documents.
The reguest message may incorporate documents.

The request message shall include a set of additional input components for detailing what is actually requested to the
server.

The request message shall allow to request augmenting different signatures to the same level. It shall not support
requesting to augment different signatures to different levels.

The request message may contain a component whose value is an identifier of the message itself.

The augmentation request message shall contain one or more components identifying protocols and/or profiles that the
response message is compliant with. The first one of such components shall have the following URI as value,
identifying the response as one that has been built using the "augmentation™ protocol specified in the present document:

. http://uri.etsi.org/19442/v1.1.1/augmentationprotocol#

6.1.1.2 XML component

The element that shall be the component for requesting the augmentation of AJES signature(s) shall be the root element
of the message augmentrequest as specified in the present clause.

The augmentrequest element shall be defined asin XML Schema file "19442xml Schema.xsd"”, whose location is
detailed in clause A.1, and is copied below for information.

<!—targetNamespace="http://uri.etsi.org/19442/v1.1.1#" >
<xs:element name="AugmentRequest" type="etsival:AugmentRequestType"/>

<xs:complexType name="AugmentRequestType">
<xs:complexContent>
<xs:extension base="dss2:RequestBaseType">
<XS:sequence>
<xs:element ref="dss2:InputDocuments" minOccurs="0"/>
<xs:element name="AdditionalInputs" type="dss2:0OptionallnputsVerifyType"/>
<xs:element ref="dss2:SignatureObject" minOccurs="0"/>
</xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>
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The augmentrequest element shall have one or more asb: profile children elements. The first one shall have the value
http://uri.etsi.org/19442/v1.1.1/augmentationprotocolt, identifying the request as an augmentation request
compliant with the augmentation protocol specified in the present document.

The dss2: InputDocuments €lement shall only contain one or more dss2 : bocument children elements. These children
elements shall contain one or more embedded AdES signatures or references to underlying protocol attachments where
the documents with embedded AdES signatures.

The dss2:signatureobject child element shall not contain any time-stamp token.

6.1.1.3 JSON component

The element that shall be the component for requesting the validation of AdES signature(s) shall be the root element of
the message augmentrequest as specified in the present clause.

The augmentrRequest element shall be defined asin JSON Schema file " 19442jsonSchema.json, whose location is
detailed in clause A.2, and is copied below for information.

"AugmentRequest": {
"type": "object",
"properties": {
"inDocs": {"$ref": "http://docs.oasis-open.org/dss-x/dss-
core/v2.0/csprd01l/schema/schema.json#definitions/dss2-InputDocumentsType"},
"regID": {
"type": "string"
¥

"profile":
n type" : l|array-l| ,
"items": {
"type": "string",
"format": "uri"

1
b
"claimedIdentity": {
"S$Sref": "http://docs.ocasis-open.org/dss-x/dss-
core/v2.0/csprd0l/schema/schema.json#fdefinitions/dss2-ClaimedIdentityType"

i

"returnAugmentedSig": {
"type": "string"
"format": "uri"
¥
"processSigs":
"Sref": "#/definitions/SigsRefsType"
1
"sigObj": {
"S$ref": "http://docs.oasis-open.org/dss-x/dss-

core/v2.0/csprd0l/schema/schema.json#definitions/dss2-SignatureObjectType"
¥
"addKeyInfo":
"type": "array",
"items": {"$ref": "http://docs.oasis-open.org/dss-x/dss-
core/v2.0/csprd0l/schema/schema.json#definitions/dss2-AdditionalKeyInfoType"}

1

"tstksQualityLevel": {
"type": "string"
"format": "uri"

}
1
"required": ["profile", "returnAugmentedSig"]

}

Theprofile array shall have one or more items. Thefirst one shall have the value
http://uri.etsi.org/19442/v1.1.1/augmentationprotocolt, identifying the request as an augmentation request
compliant with this augmentation protocol.

The inbpocs element shall only contain one or more doc children elements. These children elements shall contain one or
more embedded AJES signatures or references to underlying protocol attachments where the documents with embedded
AdES signatures.

The c1aimedidentity element shall contain details of the identity claimed by the client. The requirements specified in
clause 5.1.4.3.3.3 of the present document shall apply to this element.
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The returnaugmentedsig element shall indicate the level to which the client requests to augment the signatures. The
requirements specified in clause 6.1.2.2.3 of the present document shall apply to this element.
The sigObj child element shall not contain any time-stamp token.

Theprocesssigs element shall reference the signatures to be augmented. The requirements specified in
clause 5.1.4.2.1.4 of the present document shall apply to this element.

The adakeyInfo child element shall contain validation material for the signatures to be augmented. The requirements
specified in clause 5.1.4.3.7.1 of the present document shall apply to this element.

The tstksqualityLevel element shall identify the level of quality of the time-stamp tokens used for augmenting the
signatures, if time-stamp tokens are used. The requirements specified in clause 6.1.2.2.3 of the present document shall
apply to this element.

6.1.2 Additional inputs
6.1.2.1 Container for additional inputs

6.1.2.1.1 Semantics
This container shal include:

1)  One component for indicating the level that the submitted signature(s) has(have) to be augmented to.
Clause 6.1.2.2 defines requirements for this component.

In addition, this container may also include:

1) Onecomponent for identifying the signatures that the server is requested to augment. Its requirements are as
specified in clause 5.1.4.2.1.

2)  One component for allowing the client to claim itsidentity. Its requirements are as specified in
clause 5.1.4.3.3.

3)  Onecomponent for passing to the server validation material for the submitted signature(s). Its requirements
are as specified in clause 5.1.4.3.7.

4)  Onecomponent for requesting a certain level of quality for time-stamp tokensif the augmentation of the
signature(s) require time-stamp tokens. Clause 6.1.2.3 defines requirements for this component.

6.1.2.1.2 XML component

TheadditionalInputs element shall be the container for additional inputs submitted to the server. It shall be an
instance of dss2:0ptionalInputsverifyType type, suitably redefined in clause 5.1.4.1.2 of the present document.

This element shall not contain the following children:
o dsb:0Other

L4 dss2:AddTimeStamp.

. dss2:UseVerificationTime.

. dss2:ReturVerificationTimeInfo.
. dss2:ReturnProcessingDetails

L] dss2:ReturnSigningTimeInfo.

. dss2:ReturnSignerIdentity.

L dss2:ReturnTransformedDocument.
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. dss2:ReturnTimeStampedSignature.
L] dss2:VerifyManifests.

. UseSignaturevValidationPolicy.

L] ReturnValidationReport.

(] ProofsOfExistence.

The rReturnaugmentedsignature €element shall always be present. It shall indicate the level to which the client requests
to augment the signatures. The requirements for this component are given in clause 6.1.2.2.2 of the present document.

The processsignatures element may be present. It shall reference the signatures to be augmented. The requirements
specified in clause 5.1.4.2.1.3 of the present document shall apply to this element.

The dss2:claimedidentity child element may be present. It shall contain validation material for the signatures to be
augmented. The requirements specified in clause 4.3.9.2 of DSS-X core v2.0 [1] shall apply to this element.

The dss2:additionalkeyInfo child element may be present. It shall contain validation material for the signaturesto be
augmented. The requirements specified in clause 5.1.4.3.7.2 of the present document shall apply to this element.

The TsTokensqualityLevel element may be present. It shall identify the level of quality of the time-stamp tokens used
for augmenting the signatures, if time-stamp tokens are used. The requirements for this component are givenin
clause 6.1.2.3.2 of the present document.

6.1.2.1.3 JSON component
In the JSON protocol the additional components appear as direct children of the root node of the message as shown in

clause 6.1.1.3 of the present document.

6.1.2.2 Component for identifying the level the signatures are requested to be
augmented to
6.1.2.2.1 Component semantics

This component shall have as value a URI reference identifying the pre-defined level to which the server is requested to
augment the signature.

The value of this component shall take one of the valuesin Table 5 and Table 6 except the URIsidentifying levels
AdES-B-B, AJES-E-BES, AJES-E-EPES, AdES-B, AdES-BES, and AJES-EPES.

NOTE 1. Thelevels mentioned in the former paragraph are not the result of an augmentation operation, but the
result of the actual generation of the AdES signature.

Table 5 liststhe URIs for the levels specified for ADES signaturesin ETSI EN 319 122 [2], ETSI EN 319 132 [3], and
ETSI EN 319 142 [4]. Numbersin column Notes correspond to the numbers of the notes that follow the table.
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Table 5: AJES signature levels in ETSI EN 319 1X2 and URIs

Signature level URI Notes
AJES-B-B http://uri.etsi.org/ades/191x2/level /baseline/B-B# 2
AJES-B-T http://uri.etsi.org/ades/191x2/level/baseline/B-T# 2
AJES-B-LT http://uri.etsi.org/ades/191x2/level /baseline/B-LT# 2
AdJES-B-LTA http://uri.etsi.org/ades/191x2/level/baseline/B-LTA# 2
AJES-E-BES http://uri.etsi.org/ades/191x2/level/extended/E-BES# 2
AJES-E-EPES http://uri.etsi.org/ades/191x2/level/extended/E-EPES# 2
AJES-E-T http://uri.etsi.org/ades/191x2/level/extended/E-T# 2
AJES-E-C http://uri.etsi.org/ades/191x2/level/extended/E-C# 3
AJES-E-X http://uri.etsi.org/ades/191x2/level/extended/E-X# 3
AdES-E-X-Long |http://uri.etsi.org/ades/191x2/level/extended/E-X-Long# 3
AJES-E-X-L http://uri.etsi.org/ades/191x2/level/extended/E-X-L# 3
AJES-E-A http://uri.etsi.org/ades/191x2/level/extended/E-A# 3
AJES-E-LTV http://uri.etsi.org/ades/191x2/level/extended/E-LTV# 4
CAdES-E-ERS http://uri.etsi.org/ades/191x2/level/extended/E-ERS 5

NOTE 2: Thelevelsidentified in these rows are levels that CAdES, PAJES, and XAdES signatures can reach.

NOTE 3: Thelevelsidentified in these rows are levels that CAJES and X AdES signatures can reach, but not
PAdES signatures.

NOTE 4: Thelevelsidentified in these rows are levels that only PAJES signatures can reach.

NOTE 5: At the moment of producing the present document, only CAdES signatures defined levels with Evidence
Records.

Table 6 liststhe URIsfor the levels specified for AJES signaturesin the different ETSI TSs, namely ETSI
TS101733[5], ETSI TS102 778 [9], ETSI TS101 903 [7], ETSI TS103 171[8], ETSI TS103 172 [10], and ETSI
TS 103 173 [6]. Numbers in column Notes correspond to the numbers of the notes that follow the table.

Table 6: AJES signature levels in ETSI TSs and URIs

Signature level URI Notes
AdJES-B http://uri.etsi.org/ades/etsits/level/baseline/B-B# 5
AdJES-T http://uri.etsi.org/ades/etsits/level/baseline/B-T# 5
AdJES-LT http://uri.etsi.org/ades/etsits/level/baseline/B-LT# 5
AdJES-LTA http://uri.etsi.org/ades/etsits/level/baseline/B-LTA# 5
AJES-BES http://uri.etsi.org/ades/etsits/level /BES# 5
AJES-EPES http://uri.etsi.org/ades/etsits/level /EPES# 5
AdJES-T http://uri.etsi.org/ades/etsits/level/T# 5
AdJES-C http://uri.etsi.org/ades/etsits/level/C# 6
AdJES-X http://uri.etsi.org/ades/etsits/level/X# 6
AdES-X-Long http://uri.etsi.org/ades/etsits/level/X-Long# 6
AJES-X-L http://uri.etsi.org/ades/etsits/level/X-L# 6
AdJES-A http://uri.etsi.org/ades/etsits/level/A# 6
AdES-LTV http://uri.etsi.org/ades/etsits/level /LTV# 7

NOTE 6: Thelevelsidentified in these rows are levels that CAdES, PAJES, and XAdES signatures can reach.

NOTE 7: Thelevelsidentified in these rows are levels that CAJES and X AdES signatures can reach, but not
PAdES signatures.

NOTE 8: Thelevelsidentified in these rows are levels that only PAJES signatures can reach.
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6.1.2.2.2 XML component
The element that shall request the augmenting of the signature shall be the Returnaugmentedsignature €lement.

The ReturnAugmentedsignature €lement shall be defined asin XML Schemafile "19442xmlSchema.xsd”, whose
location is detailed in clause A.1, and is copied below for information.

<!—targetNamespace="http://uri.etsi.org/19442/v1.1.1#" >
<xs:element name="ReturnAugmentedSignature" type="etsival:ReturnAugmentedSignatureType"/>

<xs:complexType name="ReturnAugmentedSignatureType">
<xs:attribute name="Level" type="xs:anyURI" use="required"/>
</xs:complexType>

The reve1 attribute of the aforementioned element shall have the value indicating the level to which the server is
requested to augment the signatures. This attribute shall take one of the valuesin Table 5 and Table 6 except the URIs
identifying levels ADES-B-B, AJES-E-BES, AdES-E-EPES, AJES-B, AJES-BES, and AJES-EPES.

6.1.2.2.3 JSON component

The element that shall request the augmenting of the signature after its validation shall be the returnaugmentedsig
component.

This component shall have the value indicating the level to which the server is requested to augment the signatures.

This component shall take one of the valuesin Table 5 and Table 6 except the URIsidentifying levels ADES-B-B,
AdJES-E-BES, AJES-E-EPES, AJES-B, AdES-BES, and AJES-EPES.

6.1.2.3 Component for identifying the quality level of the time-stamp tokens used in
the augmentation process
6.1.2.3.1 Component semantics

This component shall allow to identify the quality level that time-stamp tokens participating in the augmentation of the
signature shall have.

6.1.2.3.2 XML component

The element that shall request the quality level of the time-stamp tokens used for augmenting the signature shall be the
TSTokensQualityLevel element.

The TSTokensQualityLevel element shal be defined asin XML Schemafile "19442xml Schema.xsd", whose
location is detailed in clause A.1, and is copied in clause 4.3.2 of the present document.

6.1.2.3.3 JSON component

The element that shall request the quality level of the time-stamp tokens used for augmenting the signature shall be the
tstksQualityLevel element.

The tstkQualityLevel eement shall be defined asin JSON Schema file "19442jsonSchema.json", whose location
isdetailed in clause A.2, and is copied in clause 6.1.1.3 of the present document.
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6.2 Response message

6.2.1 Component for responding to augmentation request

6.2.1.1 Component semantics

The signature augmentation response message shall allow the server to return to the client one or more AdES
signatures, which shall be the result of augmenting the AdES signatures submitted by the client to the requested level.

The signature augmentation response message shall have one or more signature result containers for returning either:
1) theaugmented signature; or
2) anindication of error while trying to augment the signature and a reference to the non augmented signature.
The response message shall be able to return the augmented signatures either:
1)  withinthe signature object container (if the signature is a non-embedded signature); or
2)  within the document with signature container (if the signature is an embedded signature); or

3) within an underlying protocol attachment (if the signature is an embedded signature), in which case this
attachment shall be referenced within the document with signature container.

NOTE: Inessence, an augmentation response message needs to submit only the augmented AdES signatures.
However, if these are embedded signatures, the message can submit the signed document(s) with the
embedded signatures.

This message shall contain one or more components identifying protocols and/or profiles that the response message is
compliant with. The first one of such components shall have the following URI as value, identifying the response as one
that has been built using the augmentation protocol specified in the present document:

[ http://uri.etsi.org/19442/v1.1.1/augmentationprotocol#
This message may contain a component whose value is an identifier of the message itself.

This message may contain component whose value is the identifier of the request message that this message is the
response of.

6.2.1.2 XML component

The element that shall be the component for responding to a request of augmentation of AJES signature(s) shall be the
root element of the message augmentResponse as specified in the present clause.

The augmentresponse element shall be defined asin XML Schema file "19442xml Schema.xsd”, whose location is
detailed in clause A.1, and is copied below for information.

<l—targetNamespace="http://uri.etsi.org/19442/v1.1.1#" >
<xs:element name="AugmentResponse" type="etsival:AugmentResponseType"/>

<xs:complexType name="AugmentResponseType">
<xs:complexContent>
<xs:extension base="dsb:ResponseBaseType">
<XS:sequences
<xs:element ref="etsival:AugmentSignatureResult" maxOccurs="unbounded"/>
<xs:element ref="dss2:DocumentWithSignature"minOccurs="0"
maxOccurs="unbounded" />
</Xs:sequence>
</xs:extension>
</xs:complexContent>
</xs:complexType>

The augmentResponse element shall have one or more dsb:appliedprofile children. Thefirst one shall have the value
http://uri.etsi.org/19442/v1.1.1/augmentationprotocol#, identifying the request as an augmentation response
compliant with the augmentation protocol specified in the present document.
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There shall be as many augmentsignatureresult elements as signatures the client requested to augment.

Each augmentsignatureresult element shall contain the details of the process performed by the server for augmenting
one AJES signature present in the request. Among other children, this element shall include either the augmented
signature, if thisis not embedded, or a pointer to one signature embedded in one of the documents encapsulated by one
dss2:DocumentWithSignature €lement.

There shall be as many dss2: DocumentwithSignature €lements asinput documents embedding the signatures that the
client requested to augment.

Each dss2:Documentwithsignature €lement shall contain one document envel oping one or more augmented
signatures. More than one augmentedsignatureresult €lements may reference different augmented signatures
embedded within one dss2 : DocumentwithSignature €lement.

6.2.1.3 JSON component

The element that shall be the component for responding to the validation request of AdES signature(s) shall be the root
element of the message augmentRresponse as specified in the present clause.

The augmentRrResponse element shall be an instance of augmentRrResponseType, defined asin JSON Schemafile
"'19442jsonSchema.json, whose location is detailed in clause A.2, and is copied below for information.

"AugmentResponseType": {

"type": "object",
"properties": {
"result": {
"Sref": "<DSSXBASESCHEMAFILELOCATION>#/definitions/dsb-ResultType"
1
"regID": {
"type": "string"
"profile":
n type n B n array-" ,
"items": {
"type": "string"
}
¥
"augmentSigsResults": {
n type n . n array" ,
"items": {
"Sref": "#/definitions/AugmentSigResultType"

}

"docsWithSignatures": {
n type" B n array-" ,
"items": {
"Sref": "http://docs.oasis-open.org/dss-x/dss-
core/v2.0/csprd0l/schema/schema.json#fdefinitions/dss2-DocumentWithSignatureType"

}
}
b

"required": ["result", "profile"]

}

Theprofile array shall have one or more items. The value of the first one shall be
http://uri.etsi.org/19442/v1.1.1/augmentationprotocol#, identifying the response as an augmentation response
compliant with the validation protocol specified in the present document.

There shall be as many items within augmentsigsRresult array as signatures the client requested to augment.

Each item in augmentsigsResult array shall contain the details of the process performed by the server for augmenting
one AJES signature present in the request. Among other components, this element shall include either the augmented
signature, if thisis not embedded, or a pointer to one signature embedded in one of the documents encapsulated by one
of theitemsin docswithSignatures €lement.

There shall be as many items within docswithsignatures element asinput documents embedding the signatures that
the client requested to augment.
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Eachitem in docswithsignatures element shall contain one document envel oping one or more augmented signatures.
More than oneitem in augmentsigsrResult €lement may reference different augmented signatures embedded within one
item in docswithsignatures €element.

6.2.2 Component for the global augmentation result

6.2.2.1 Component semantics

This component shall contain a major result, which shall report whether the protocol has been successfully executed,
regardless al, or only some, or none of the signatures whose augmentation was requested, have actually been
augmented or not.

For details of the values of its result major and result minor, see clause 8.4.3.1 of the present document.

6.2.2.2 XML component
The element that within the response shall notify the validation result shall be the asb:result element specified in
clause 4.1.7.2 of DSS-X corev2.0 [1].

6.2.2.3 JSON component

The element that shall notify the global result shall be the resu1t component of type dsb-resultType specifiedin
clause 4.1.7.1 of DSS-X corev2.0 [1].

6.2.3  Augment signature result container

6.2.3.1 Component semantics

This component shall include an element referencing the signature within the augmentrRequest message whose
augmentation process details it reports.

This component shall include an element for notifying the result of the augmentation process of the aforementioned
referenced signature. Its contents shall be as specified in clause 8.4.3.6 of the present document.

This component may also include an element that allows to contain either:

e theaugmented signatureif it is a non-embedded signature (in this case the component shall meet the
requirements specified in clause 4.3.32 of DSS-X corev2.0[1]; or

. areference to the augmented signature if it is an embedded signature. If the embedded and augmented
signature is a PAJES signature, the reference shall include the name of the PDF field where the signature is
placed within the PDF file.

See clause 8.4.3.6 for details of the processing model for building this component.

6.2.3.2 XML component

The component for reporting on the augmentation of one AdES signature shall be an the element
AugmentSignatureResult as Specified in the present clause.

The augmentsignatureresult €lement shall be defined asin XML Schemafile "19442xmlSchema.xsd”, whose
location is detailed in clause A.1, and is copied below for information.

<!—targetNamespace="http://uri.etsi.org/19442/v1.1.1#" >
<xs:element name="AugmentSignatureResult" type="etsival:AugmentSignatureResultType"/>
<xs:complexType name="AugmentSignatureResultType">
<XS:sequence>
<xs:element ref="dsb:Result" />

<xs:element name="SignatureRefInRequest" type="etsivr:SignatureReferenceType"
minOccurs="0" />
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<xs:element ref="dss2:AugmentedSignature" minOccurs="0"/>
<xs:element name="PAdESFieldName" type="xs:string" minOccurs="0"/>
</Xs:sequence>
</xs:complexType>

The signaturerefInRequest element shall be present in this protocol.

The dss2:AugmentedSignature contains either the augmented signature if it is non-embedded, or a pointer to an
augmented X AdES signature embedded within a XML document enclosed within a bocumentwithSignature €lement.

The padEsFieldName €lement shall indicate the PDF field name within the PDF document enclosed in a
dss2:DocumentWithSignature element where the PAJES signature is placed.

6.2.3.3 JSON component

The component for reporting on the augmentation of one AdES signature shall be each of the items of
augmentSigsResults array. Each item shall be an instance of AugmentSigResultType type.

The augmentsigResultType type shall be defined asin JSON Schema file " 19442jsonSchema.json”, whose location is
detailed in clause A.1, and is copied below for information.

"AugmentSigResultType": {
n type" : "Obj ect" ,

"properties": {
"result": {
"Sref": "<DSSXBASESCHEMAFILELOCATION>#/definitions/dsb-ResultType"

¥
"augmentedSig": {
"Sref": "http://docs.ocasis-open.org/dss-x/dss-
core/v2.0/csprd0l/schema/schema.json#definitions/dss2-AugmentedSignatureType"

"sigRefInReqg": {
"Sref": "#/definitions/SignatureReferenceType"
1
¥

"required": ["result", "sigRef"]

}

The sigrefInrReq cOMponent shall be present in this protocol. It shall be an instance of the signatureReferenceType
type defined in clause 5.1.4.2.4.3 of the present document.

The augmentedsig contains either the augmented signature if it is non-embedded, or a pointer to an augmented XAdES
signature embedded within a XML document enclosed within one of the items of the docswithsignatures array. It
shall be an instance of dss2-augmentedsignatureType type as specified in clause 4.3.32.1 of DSS-X corev2.0[1].

The padesFieldname €lement shall indicate the PDF field name within the PDF document enclosed in the first and
unique item within docswithsignatures array where the PAJES signature is placed.
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7 Protocol for validation and augmentation of ADES
signatures

7.1 Request message

7.1.1 Component for requesting validation and augmentation

7111 Component semantics

The reguirements for this component shall be the requirements specified in clause 5.1.1.1 except for the following
difference:

. This component shall have a component identifying one or more protocols and/or profiles that the response
message is compliant with. The first one of such components shall have the following URI as value,
identifying the request message as one that has been built using the validation and augmentation protocol
specified in the present document:
http://uri.etsi.org/19442/v1.1.1/validationAndAugmentationprotocol#.

7.1.1.2 XML component

The element that shall be the component for requesting the validation and augmentation of AdES signature(s) shall be
the root element of the message dss2:verifyrequest as specified in clause 5.1.1.2 with the following difference:

1) thedss2:verifyrequest element shall have one or more dsb: Profile children elements. The first one
shall have the value http://uri.etsi.org/19442/v1.1.1/validationAndAugmentationprotocol#,
identifying the request as a validation and augmentation request compliant with the validation and
augmentation protocol specified in the present document.

7.1.1.3 JSON component

The element that shall be the component for requesting the validation and augmentation of AdES signature(s) shall be
the root element of the message verifyreq as specified in clause 5.1.1.3 of the present document with the following
difference:

1) theprofile array shal have oneor moreitems. Thefirst one shall have the value
http://uri.etsi.org/19442/v1.1.1/validationAndAugmentationprotocol#, identifying the request asa
validation and augmentation request compliant with the validation and augmentation protocol specified in the
present document.

7.1.2 Components for submitting signatures and signed documents

The components for submitting signatures and signed documents shall be the same as the components used for
submitting signatures and signed documents in the request messages of the validation protocol.

Reguirementsin clause 5.1.2.1 apply for submitting the signatures to be validated and augmented. The XML elements
used for submitting the signatures shall be the ones specified in clause 5.1.2.2. The JSON elements for submitting the
signatures shall be the ones specified in clause 5.1.2.3.

Requirementsin clause 5.1.3.1 apply for submitting the documents signed by the signatures. The XML elements used
for submitting the documents shall be the ones specified in clause 5.1.3.2. The JSON elements used for submitting the
documents shall be the ones specified in clause 5.1.3.3.
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7.1.3 Optional components

7.1.3.1 Container for optional components

7.1.3.1.1 Component semantics
The reguirementsin clause 5.1.4.1.1 apply to this component, except for the following difference:
1) Thiscomponent shall include a component for requesting the augmentation of the signaturesto a certain level.

NOTE: Despite the fact that this component is mandatory for the validation and augmentation protocol, it appears
within the group of optional inputs, which are not optional any more, for keeping as much alignment with
DSS-X OASIS protocol, which does not make the separation between "validation™ protocol and
"validation and augmentation” protocol.

7.1.3.1.2 XML component

The container for the optional components shall be an instance of the optionalinputsverifyType type specifiedin
clause5.1.4.1.2.

All the requirements of clause 5.1.4.1.2 shall apply in the validation and augmentation request message with the
following differences:

1) TheRreturnaugmentedsignature element shall be present.

2) TheTsTokensqualityLevel €lement may be present.

7.1.3.1.3 JSON component

The container for the optional components shall be an instance of the optionalInputsverifyType type specifiedin
clause 5.1.4.1.3.

All the requirements of clause 5.1.4.1.3 shall apply in the validation and augmentation request message with the
following differences:

1) Thereturnaugmentedsig element shall be present.

2) ThetstkoualityLevel €element may be present.

7.2 Response message

7.2.1 Component for responding to validation and augmentation request

7.2.1.1 Component semantics

The requirements for this component shall be the requirements specified in clause 5.2.1.1, except by the following
differences:

1) Thiscomponent shall have a profile identifier that shall identify the message as compliant with the "validation
and augmentation" protocol specified in the present document.
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7.2.1.2 XML component

The element that shall be the component for responding to a request of validation and augmentation of AdES
signature(s) shall be the root element of the message dssz2 : verifyresponse as specified in clause 5.2.1.2 with the
following difference:

1) thedss2:VerifyResponse element shall have one or more dsb : Profile children elements. The first one shall
have the value http://uri.etsi.org/19442/v1.1.1/validationAndAugmentationprotocol#, identifyi ng
the response as a validation and augmentation response compliant with the augmentation and validation
protocol specified in the present document.

7.2.1.3 JSON component

The element that shall be the component for responding to arequest of validation and augmentation of AdES
signature(s) shall be an instance of verifyresp as specified in clause 5.2.1.3 of the present document with the following
difference:

1) theprofile array shal have one or moreitems. Thefirst one shall have the value
http://uri.etsi.org/19442/v1.1.1/validationAndAugmentationprotocol#, identifying the response asa
validation and augmentation response compliant with the validation and augmentation protocol specified in the
present document.

7.2.2 Component for the global validation and augmentation result

7221 Component semantics

This component shall contain a major result, which shall report whether the server has been able to performits task,
regardless the results obtained. This component may also contain a minor result providing additional information on the
task performed by the server.

For details of the values of its result major and result minor, see clause 8.4.3.1 of the present document.

7.2.2.2 XML component

The element that shall notify the global validation and augmentation result shall be the asb: rResult element specifiedin
clause 4.1.7.2 of DSS-X corev2.0 [1].

7.2.2.3 JSON component

The element that shall notify the global validation and augmentation result shall be result of type dsb-ResultType
type specified in clause 4.1.7.1 of DSS-X core v2.0 [1].

7.2.3 Optional components

7.23.1 Container for optional components

7.2.3.1.1 Component semantics

The reguirementsin clause 5.2.3.1.1 apply to the component consisting in a sequence of signature results container.

7.2.3.1.2 XML component

The element for incorporating the sequence of signature result containers shall be an instance of
OptionalOutputsVerifyType type specified in clause 5.2.3.1.2. The requirements specified in clause 5.2.3.1.2 shall
apply for this element.
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7.2.3.1.3 JSON component

The element for incorporating the sequence of signature result containers shall be the op1outp property, instance of
OptionalOutputsvVerifyType type as specified in clause 5.2.3.1.3. The requirements specified in clause 5.2.3.1.3 shall
apply for this element.

7.2.3.2 Signature processing results container

7.2.3.2.1 Component semantics
The requirementsin clause 5.2.3.2.1 shall apply to this component with the following difference:

1) It shal include the augment signature result container.

7.2.3.2.2 XML component

The element for implementing the signature results container shall be the ResultsForonesignature element as
specified in clause 5.2.3.2.1.2. The requirements specified in clause 5.2.3.2.1.2 shall apply for this element with the
following differences:

1) Thiselement shall include the augmentsignatureresult €lement.

2) TheaugmentsignatureResult €lement shall not include the signaturerefInrequest €lement, asthe
SignatureReference Child element of ResultsForonesignature €element already contains the reference to the
validated and augmented signature.

7.2.3.2.3 JSON component

The element for implementing the signature results container shall be the resForonesig property as specified in
clause 5.2.3.2.1.3. The requirements specified in the aforementioned clause shall apply for this element with the
following differences:

1) Thiselement shall include the augmentsigresult child.
2) Theaugmentsigresult element shall not include the sigrefinreq child, asthe signaturereference child

element of resForonesig element aready contains the reference to the validated and augmented signature.

7.2.4 Reporting results

7.2.4.1 Introduction

Being the validation and the attempt to augment one signature two different processes, their results shall be reported in
two different result components in the response message, as indicated below.

7.24.2 Reporting results in XML protocol

The result of the validation of a certain signature shall be reported in the dsb:result child element of the
ResultsForOneSignature €lement reporting the processing results for that signature. The contents of this element shall
be as specified in clause 8.4.3.1 of the present document.

The result of the attempt to augment a certain signature shall be reported in the asb: resuit child element of the
AugmentSignatureResult €lement reporting the results of that augmentation attempt. The contents of this element shall
be as specified in clause 8.4.3.6 of the present document.

7.24.3 Reporting results in JSON protocol

Theresult of the validation of a certain signature shall be reported in the resu1t child element of the resForonesig
element reporting the processing results for that signature. The contents of this element shall be as specified in
clause 8.4.3.1 of the present document.
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The result of the attempt to augment a certain signature shall be reported in the resu1t child element of the
augmentSigResult €lement reporting the results of that augmentation attempt. The contents of this element shall be as
specified in clause 8.4.3.6 of the present document.

8 Processing models

8.1 Introduction

The present clause specifies the processing models for the three protocols defined in the present document.
When the server receives areguest from the client, it shall conduct the following tasks:

1) Retrievethe signature(s) that the client has requested to process. Clause 8.2 of the present document specifies
modelsfor this task.

2) Processall the signatures that the client requested to process. Clause 8.3 of the present document specifies
modelsfor this task.

3)  Build the response for the client. Clause 8.4 of the present document specifies models for this task.

The models for retrieving the signatures to be processed shall depend on the type of signature to be retrieved. Models
for retrieving XAdES and CAdES are based on the processing models for XML and CM S signatures specified in
clauses 6.1 and 6.2 of DSS-X core v2.0 [1]. The model for retrieving PAJES signaturesis fully specified in the present
document as DSS-X core v2.0 [1] does not cover their submission and processing.

The models for retrieving the signatures to be processed shall be common to the three protocols, as the supporting
structures for submitting signatures and signed documents are the same in al of them.

The models for processing the signatures shall depend on both, the types of signatures to be processed, and the protocol.
In essence, the present document specifies two different types of signature processing, namely: validation and
augmentation.

For serversimplementing the 'validation' protocol the process applied to the signatures shall be their validation.
For servers implementing the 'augmentation’ protocol the process applied to the signatures shall be their augmentation.

For serversimplementing the 'validation and augmentation' protocol the process applied to the signatures shall be their
validation and augmentation.

The model for building the responses shall be shared by all the protocols and all the types of signatures.

The processing models for validating X AdES and CAdES signatures are based on the processing models for XML and
CMS signatures specified in clauses 6.1 and 6.2 of DSS-X core v2.0 [1]. Clauses below specify the changesin those
processing models introduced by the particularities of the validation protocol specified in the present document.

The protocol specified in DSS-X core v2.0 [1] does not alow submission of PAdES signatures for their validation.

8.2 Retrieving signature(s)

8.2.1 Retrieving XAdES signature(s)
The process for retrieving the XAdES signatures in the request messages shall be as follows:
. If the request message does not include the optional input (specified in clause 5.1.4.2.1) for identifying the

signatures to be processed, the server shall retrieve the X AdES signatures (built on XML signatures) as
specified in clause 6.1.1 of DSS-X corev2.0 [1].
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If the request message includes the optional input for identifying the signatures to be validated, the server shall
proceed as follows:

- If this optional input contains the component enclosing digest values of the signatures to be processed,
the server shall retrieve those signatures enclosed in (or referenced by) the signature object container,
and it shall inspect all the input documents enclosed in (or referenced by) the different input documents
containers searching for signatures embedded within them matching the aforementioned digest values.

- If this optional input contains components enclosing a pointer to one X AdES signature, the server shall
retrieve each X AdES signature pointed by each component, as specified in DSS-X corev2.0 [1].

If the protocol implemented is the 'validation' or the ‘validation and augmentation', then the server shall
retrieve the documents that match the RefURI and RefType values, as specified in clause 6.1.2 of DSS-X core
v2.0[1].

Retrieving CAdES signature(s)

If the request message does not include the optional input (specified in clause 5.1.4.2.1) for identifying the signatures to
be processed, the server shall retrieve the CM S structure as specified in step 1 of clause 6.2.1 of DSS-X core v2.0 [1].

The signerinfos Set of this CMS structure may contain several items. Each item is considered to be part of one CAdES
signature. Consequently, once retrieved the CM S structure, the server shall consider that it has as many CAdES
signatures asitems within the signerinfos Set.

If the request message does include the optional input for identifying the signatures to be processed, the server shall
retrieve those CAdES signatures enclosed in (or referenced by) the signature object container, that match the digest
values present in the aforementioned optional input identifying the signatures to be processed.

8.2.3

Retrieving PAJES signature(s)

The process for retrieving the PAJES signatures in the request messages shall be as follows.

If the request message does not include the optional input (specified in clause 5.1.4.2.1) for identifying the signatures to
be processed then:

If the signature object container does enclose a pointer, the server shall retrieve the PDF document present or
referenced within the document container referenced by that pointer and it shall then retrieve all the PAJES
signatures embedded in that document.

If the signature object container encloses the PAJES signature itself, the server shall retrieve the digest of the
signed document from the digest document container.

If the request message includes the optional input (specified in clause 5.1.4.2.1) for identifying the signatures to be
processed then:

1)

2)

The server hall retrieve the PDF document present or referenced within the document container referenced by
the pointer within the signature object container and it shall then retrieve all the PAJES signatures embedded
in that document.

The server shall then retain those PAJES signatures referenced in the optional input (specified in
clause 5.1.4.2.1) for identifying the signatures to be processed then the server as follows:

- If this optional input contains the component enclosing digest values of the signatures to be processed,
the server shall retain those signatures that match the aforementioned digest values.

- If this optional input contains the component identifying PDF field names, the server shall retain the
signatures placed within the PDF fields whose names match any of the values present in the
aforementioned optional input.

NOTE: Attheend of thistask, the server has retrieved either anon empty set of PAJES signatures and one PDF

document, or one PAdES signature and one document digest.
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8.2.4 Non retrieved signatures

In any of the three cases described in preceding clauses, for each signature reference that the server does not match with
any signature in the request, the server shall generate one signature results container with only the result component,
with its major result set to urn:ocasis:names:tc:dss:1.0:resultmajor:RequesterError, and its minor result set to
http://uri.etsi.org/19442/v1.1.1#SignatureNotLocated.

8.3 Processing signature(s)

8.3.1 Validating signature(s)

8.3.1.1 Validating XAdES signature(s)

For each XAdES signature retrieved after conducting the task specified in clause 8.2.1 the server:
1) Shall conduct the sub-process ‘recal cul ate references’ as specified in clause 6.1.2 of DSS-X corev2.0 [1].
2)  Shall conduct its validation as specified in ETSI TS 119 102-1 [13].

8.3.1.2 Validating CAdES signature(s)

The server shall first retrieve either the signed document as specified in step 2 of clause 6.2.1 of DSS-X core v2.0 [1],
or retrieves the document digest from the digest document container.

For each CAdES signature retrieved after conducting the task specified in clause 8.2.2, the server shall conduct its
validation as specified in ETSI TS 119 102-1 [13].

8.3.1.3 Validating PAdES signature(s)

For each PAdES signature retrieved after conducting the task specified in clause 8.2.3, the server shall conduct its
validation as specified in ETSI TS 119 102-1 [13].

8.3.2 Augmenting signature(s)

For each AdES signature retrieved after conducting the task specified in the sub-clause of clause 8.2 corresponding to
the AdES signature type, the server shall proceed to augment it to the level indicated in the component (specified in
clause 6.1.2.2 of the present document) identifying the level that the signatures have to be augmented to.

For XAdES signatures the augmentation shall be conducted incorporating unsigned attributes/properties as specified in
ETSI EN 319 132[3], ETSI TS101 903 [7] or ETSI TS1031718].

For CAdES signatures the augmentation shall be conducted incorporating unsigned attributes/properties as specified in
ETSI EN 319122 [2], ETSI TS 101 733 [5] or ETSI TS 103 173 [6].

For PAdES signatures the augmentation shall be conducted incorporating unsigned attributes/properties as specified in
ETSI EN 319142 [4], ETSI TS 102 778 [9] or ETSI TS 103 172 [10].

8.4 Building response message

84.1 Introduction

Thistask shall be affected by the optional inputs present in the request message.

Clause 8.4.3 specifies how to build the new optional outputs originated by the new optional inputs specified in
clauses 5.1.4.2 and 6.1.2 of the present document.

Clause 8.4.5 specifies where the server shall place the different optional outputs, and what values shall the server assign
to the different result components present within the response message.
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Building the global result component

For the responses of any of the three protocols specified in the present document, if the server has not been able to
process the request, it shall generate a result component with its result major set to a value indicating the cause of the
failure, as specified in clause 4.1.7 of DSS-X core v2.0 [1]. Under these circumstances this component shall not have a
result minor component.

NOTE 1: According to DSS-X core v2.0[1], when the server is able to complete the processing of the signatures

requested, i.e., when it has been able to retrieve and validate al of them, and regardless whether all of
them are valid or not, the result major of the result component is
urn:oasis:names:tc:dss:1.0:resultmajor:Success, and whose minor result may have different
values depending on the results of the processing. Otherwise, the server does not process any signature
and returns aresult major different than the former one indicating the reasons preventing the processing,
without any result minor.

If the server has been able to successfully process the request the following requirements apply.

NOTE 2: Inthe former sentence "the server has been able to successfully process the request” means that the

request was fully correct, that the server correctly understood it, and that the server tried to process
(validate, augment, or validate-and-augment depending on the protocol) all the signatures identified in the
request. See the rest of this clause (for cases where the response does not contain any signature processing
results container), and clauses 8.4.2 and 8.4.3.6 (for cases where the response contains one or more
signature processing results containers) for more details on how to report on each process applied to each
signature.

For the responses of the "validation" protocol that do not include any signature results container, the server shall
generate the following contents:

NOTE 3: Thisonly happens under certain circumstances, see clause 8.4.3.1 for details.

If the server has been able to successfully process the request, then:

the result mgjor shall have the value urn:oasis:names:tc:dss:1.0:resultmajor:Success AND
The result minor shall indicate the result of validating the signature, as follows:

" If the validation has succeeded (total-passed as specified in ETS|I TS 119 102-1 [13)]), it shall have
the followi ng value: http://uri.etsi.org/19442/validation/signature/totalpassed.

L] If the validation returns the value indeterminate as specified in ETSI TS 119 102-1 [13], it shall
have the following value:
http://uri.etsi.org/19442/validation/signature/indeterminated.

L] If the validation returns the value total -failed as specified in ETSI TS 119 102-1 [13], it shall have
the followi ng value: http://uri.etsi.org/19442/validation/signature/totalfailed.

The result component may also provide textual information on the causes for this result.

For the responses of the "validation" protocol that include one or more signature results container, and for all the
responses the "augmentation" and the "validation and augmentation" protocols the server shall generate a global result
component as follows:

It shall set its major result valueto urn:oasis:names:tc:dss:1.0:resultmajor:Success indicating that it
was able to complete the requested.

It shall set the value of the result minor to
http://uri.etsi.org/19442/v1.1.1/result/CheckIndividualResults.
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8.4.3 Building new optional outputs

8.43.1 Building the signature processing results container
The server shall include one or more processing signature contai ners within the response message:

e if the messageisthe response for arequest of the 'augmentation' OR 'validation and augmentation' protocols;
OR

. if the messagesis the response for arequest of the 'validation protocol' AND:

- The request message included the signatures-to-process-refs container (specified in clause 5.1.4.2.1 of
the present document) identifying the signatures that the client requested to process; OR

- The request message did NOT include signatures-to-process-refs container AND the request message:
L] contained several signatures, OR

" contained one signature AND included the optional input (specified in clause 5.1.4.2.3 of the
present document) requesting the generation of a (signed or unsigned) validation report.

Otherwise the server does not need to generate and include this component within the response message (although it
gtill may do it).

NOTE: Thisalows that when operating in the validation protocol, if the request contains one signature and it
does not contain any of the new optional inputs specified in the present document, the response may
actually be the response message specified in DSS-X core v2.0 [1] with the only difference of the result
minor value indicating the result of the validation.

The server shall generate one component of this type for each processed signature.

The server shall place all the components of this type as children of the optional outputs container (specified in
clause 5.1.4.1 of the present document).

Each component shall have one child summarizing the result of the validation of one signature. The contents of its
result major and result minor shall be as specified in DSS-X core v2.0 [1], with the following difference:

1) If the validation of the reported signature in this component has succeeded (total -passed as specified in ETSI
TS 119 102-1 [13]), the result major shall have the following value:
http://uri.etsi.org/19442/validation/signature/totalpassed and there shal not be any result minor.

2) If the validation of the reported signature in this component returns the value indeterminate as specified in
ETSI TS 119 102-1 [13], the result major shall have the following value:
http://uri.etsi.org/19442/validation/signature/indeterminated and there shall be aresult minor
component identifying one cause for this result. The result component may also provide textual information on
the causes for this result.

3) If the validation of the reported signature in this component returns the value total-failed as specified in ETS
TS 119 102-1 [13], the result major shall have the following value:
http://uri.etsi.org/19442/validation/signature/totalfailed and there shall be aresult minor
component indicating identifying the reason for this failure. The result component may also provide textual
information on the causes for this result.

In aresponse message for the "validation and augmentation" protocol, this component may also have a augment results
container child, whose building is specified in clause 8.4.3.6 of the present document.
8.4.3.2 Building component for referencing the processed signature

The server shall generate this component (specified in clause 5.2.3.2.2 of the present document) if it also generates one
or more instances of the component for including details corresponding to the processing of one signature.

The server shall generate one component of this type for each processed signature, and shall place it as child component
of the component that encloses the processing details for the referenced signature.
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8.4.3.3 Building component for returning the (signed or unsigned) validation report

The server shall generate this component (specified in clause 5.2.3.2.5 of the present document) if the request included
the optional input (specified in clause 5.1.4.2.3 of the present document) requesting the generation of a (signed or
unsigned) validation report.

If the server has been requested to validate a set of N signatures, it may choose either:

1) generating one unique validation report reporting on the validation of the N validated signatures; in this case it
shall incorporate this validation report component into the validation response message as a child of the
optional outputs component; OR

2) generating as many validation reports (N) as validated signatures, each one reporting on the validation of one
signature; in this case it shall incorporate each validation report as a child of the signature processing results
container with the details of the validated signature; OR

3) implementing a mixed solution:

- generating one validation report with details of the validation of a subset of M (being M<N) validated
signatures; asin bullet 1) it shall incorporate it into the response message as child of the optional outputs
component; AND

- generating N-M validation reports each one reporting on the validation of one of the N-M signatures not
present in the aforementioned subset; asin bullet 2), it shall incorporate each one of these N-M
validation reports as child of the signature processing results container with the details of the validated
signature.

8.43.4 Building component for notifying the signature validation policy applied during
the validation

The server shall include this component (specified in clause 5.2.3.2.3 of the present document) if the request included
the optional input (specified in clause 5.1.4.2.2 of the present document) requesting that the server uses a certain
signature validation policy for validating any signature.

The server shall place this component as direct child of the optional outputs container component.

NOTE: Because the server uses the same signature validation policy for validating all the signatures, thereis no
need to repeat this information within each component notifying the validation details of one signature:
instead, the component notifying the applied signature validation policy is placed as a sibling component.

8.4.3.5 Building component for returning the signature policies available

The server may include this component (specified in clause 5.2.3.2.4 of the present document) if the request included
the optional input (specified in clause 5.1.4.2.2 of the present document) requesting that the server uses a certain
signature validation policy for validating any signature AND the server could not validate signatures applying the
requested signature validation policy.

The server shall place this component as direct child of the optional outputs container component.
NOTE: Thiscomponent is placed there for the same reasons as the component for notifying the applied signature
validation policy.
8.4.3.6 Building the augment signature result container

The server shall build this component (specified in clause 6.2.3 of the present document) only for the response
messages of the ‘augmentation’ and the 'validation and augmentation’ protocols.

The server shall build one component of this type for each signature whose augmentation has been requested by the
client.

The server shall place this component as a child of the signature processing results container (specified in
clause 5.2.3.2.1) in response messages of "validation and augmentation” protocol.
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The server shall place this component as a child of the root element in response messages of "augmentation" protocol.

For each augmented signature the server shall generate this component as follows:

If the signature was not embedded within any document then the server shall place the augmented signature
within this component.

If the signature was embedded within an embedding document, then the server:

Shall place the augmented signature within the embedding document, shall create a new document-with-
signature container, and shall place the embedding document there.

Shall generate a pointer to the aforementioned document-with-signature container and shall put it within
this component.

If the server has succeeded in the augmentation of the signature referenced in this component, this component:

1)
2)

Shall have the three elements enumerated in clause 6.2.3.1.

Shall have aresult component with its major result child set to avalue indicating that the process has

succeeded and with its minor result child set to
http://uri.etsi.org/19442/v1.1.1/augmentation/Success.

If the server has not succeeded in the augmentation of the signature this component:

1)

2)
3)

Shall have areference to the signature that the client requested to validate and augment in the augmentation
request.

Shall not contain the element allowing to return the augmented signature.

Shall have aresult component with its major result child set to
http://uri.etsi.org/19442/v1.1.1/augmentation/Failure. Theresult component may have a minor
result child. Below follows alist of possible causes for augmentation failure:

If the client requested augmenting the signature to alevel that the signature cannot be augmented to, then
the minor result child shall be set to nttp://uri.etsi.org/19442/v1.1.1/augmentation/Forbidden.

EXAMPLE: Reqguesting augmentation to AJES-B-B level is never possible. Also, if asignature isa XAdJES-B-

8.4.4

L-T, aclient can only request augmentation to AJES-L-TA level. Any other augmentation request
will fail with the result minor set to
http://uri.etsi.org/19442/v1.1.1/augmentation/Forbidden.

If the server does not know the signature level indicated in the request then the minor result shall be set
O http://uri.etsi.org/19442/v1.1.1/augmentation/unknownLevel.

If the server is not prepared for augmenting the signature to the level indicated in the request then the
minor result shall be set to
http://uri.etsi.org/19442/v1.1.1/augmentation/notPreparedForThisLevel.

If the server could not get al the material required for augmenting the signature then the minor result
child shall be set to
http://uri.etsi.org/19442/v1.1.1/augmentation/validationMaterialNotAvailable.

Any other cause shall be reported setting the minor result child to
http://uri.etsi.org/19442/v1.1.1/augmentation/otherCause.

Building DSS-X re-used optional outputs

The building of the DSSX re-used optional outputs present in the response message shall be performed as specified in
clause 6.3.3 of DSS-X corev2.0[1].
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8.4.5 Building the response message

If the server has found itself in the situation of not being able to complete the request, it shall generate a response
message with only one global result component. Its result major shall identify the reason that prevented the server to
successfully process the request, as specified in clause 4.1.7 of DSS-X core v2.0 [1]. Thisresult component shall not
contain any result minor.

NOTE 1: According to DSS-X core v2.0[1], when the server is able to complete the processing of the signatures
requested, i.e., when it has been able to retrieve and validate al of them, and regardless whether all of
them are valid or not, the result major of the result component is
urn:oasis:names:tc:dss:1.0:resultmajor:Success, and whose minor result may have different
values depending on the results of the processing. Otherwise, the server does not process any signature
and returns aresult major different than the former one indicating the reasons preventing the processing,
without any result minor.

If the server has been able to process al the signatures whose processing the client requested:

1) The server shall generate a global result component as follows:

a) Itshal setitsmgor result valueto urn:casis:names:tc:dss:1.0:resultmajor: Success indicating that
it was able to complete the requested.

b) It shall set the value of the result minor as follows:

L] If the response does not include any signature processing results container (specified in
clause 5.2.3.2.1 of the present document), meaning that only one signature has been validated, then
value for the result minor shall be one of the three values specified in clause 8.4.3.1 of the present
document, depending on the result obtained by the validation process.

NOTE 2: This can only happen in the response of the 'validation' protocol.

" If the response does include one or more signature processing results containers, then the value for
the result minor shall be http://uri.etsi.org/19442/v1.1.1/result/CheckIndividualResults.

2)  If theresponse does NOT include any signature processing results container, then the server proceeds to
generate the optional outputs as per the optional inputs present in the request, following the specificationsin
clause 6.3.3 of DSS-X corev2.0[1], and clauses 8.4.3.4, and 8.4.3.5 of the present document. After that, it
places the generated optional outputs as children of the optional outputs container component.

NOTE 3: This can only happen in the response of the 'validation' protocol.

3) For responses of the 'validation' and 'validation and augmentation' protocaols, if the response does include one
or more signature processing results containers, the server:

- Shall build all the optional outputs common to al the processed signatures as per the optional inputs
present in the request, namely the components containing: the applied service policy, the schemas used,
the documents embedding signatures, the verification time information, and the notification of the
applied signature validation policy (or the available signature validation policies). The server shall place
al these components as children of the optional outputs container. The server shall build all these
components as specified in DSS-X core v2.0 [1] and the present document.

- Shall build one signature processing results container per each processed signature. For each processed
signature, the server proceeds to generate the components reporting one aspect of its processing as per
the optiona inputsin the request, and places them as children of the signature processing results
container. These children components are: a signature reference component, a result component
reporting the result of processing that signature, the (signed or unsigned) validation report, the augment
signature result container (which shall be built asindicated in the next bullet), transformed documents,
results of verifying manifests, the signing time information, and the signer identity.

4)  For responses of the ‘augmentation’ and the 'validation and augmentation' protocols:

- The server shall build one augment signature result container specified in clause 7.2.3.2 of the present
document for each processed signature.
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- The server shall set the value of the result component in each augment signature result container as
specified in clause 6.2.3.1 of the present document.

5)  For the 'augmentation’ protocol the server shall place the augment signature results containers as children of
the root element of the response.

6) For the 'augmentation' protocol, the server shall place the document-with-signature containers generated
during the processing of the signatures as children of the root element of the response. For the ‘augmentation
and validation' protocol, the server shall place the document-with-signature containers generated during the
processing of the signatures as children of the optional outputs component.

7)  Shall set the values of the profiles used. The server shall set the value of the first one as specified in the present
document, depending on the protocol.

8) May set values for the components containing the request identifier, and the response identifier.

9 Asynchronous processing

9.1 Asynchronous operation for the three protocols

For all the protocols specified in the present document, the server shall not send back to the client a response message
that contains the results of processing only a subset of the set of signatures that the client requested to process.

The asynchronous processing allows to the server sending back to the client "not yet finished" messages, which do not
contain any result of processing any signature, but serve to notify the client that it has to wait for getting the results it
asked for.

In asynchronous processing one client usually sends an initial request to the server. Theinitial request shall contain a
component with the request identifier generated by the client.

Asaresponseto that initial request, if after a certain time the server has not been able to finalize the processing of all
the signatures (either their validation, their augmentation, or their validation-and-augmentation) that the client requested
to process, it shall return a protocol response with a component set to a value that indicates that it has not been able to
finalize the processing of al the signatures (" not yet finished"). This response-pending message shall contain an
identifier. This response-pending message shall not contain any result of processing any signature.

Under this processing mode the client, after a certain time, can send a pending-request to the server. This pending-
request shall include the response identifier of the response-pending message returned by the server. This response
identifier allows the server to correlate this pending-request to the initial request. If the server has finalized the
processing of all the signatures that the client requested to process, it shall return the response message with the
corresponding results; otherwise, it shall return a new response-pending.

The client can send subsequent requests until the server returns a response with the result of processing all the
signatures that the client requested to process. Each subsequent request shall include the response identifier returned by
the server in the response to the initial request.

For managing asynchronous processing, the following components are required in the three protocols:
a) Anidentifier for theinitial request.

b) Anidentifier for the first response-pending message, which shall be used in subsequent pending-request
messages.

c) A pending-request message that includes the identifier for the first response-pending message.
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9.2 Components for sending a pending-request

9.2.1 Components semantics

This component shall request to the server to return the response corresponding to an initial request previously sent.
Requests of this type are named pending-request hereinafter.

This component shall include an identifier, generated by the server and returned by the server in the response to the
initial request (the first response-pending message), which allows correlating the subsequent pending requests to the
initial request and to the subsequent responses.

9.2.2 XML component

The element that shall indicate to the server that the client is requesting the response corresponding to a previously sent
initial request (as part of an asynchronous protocol) shall be the dss2: Pendingrequest element specified in
clause 4.2.12.2 of DSS-X corev2.0 [1].

9.2.3 JSON component
The element that shall indicate to the server that the client is requesting the response corresponding to a previously sent

initial request (as part of an asynchronous protocol) shall be the pendingreq €element. It shall be an instance of the
dss2-PendingRequestType type specified in clause 4.2.12.1 of DSS-X core v2.0 [1].

9.3 Component for identifying the initial request

9.3.1 Component semantics

This component shall contain a unique identifier for the initial request submitted by the client to the server.

9.3.2 XML component

The component implementing the identifier of the initial request shall be the request 1D attribute specified in
clause 4.1.10.2 of DSS-X core v2.0 [1] for the "validation™ protocol and the "validation and augmentation™ protocol.

The component implementing the identifier of the initial request shall be the request 1D attribute specified in
clause 6.1.1.2 of the present document for the "augmentation™ protocol.

9.3.3 JSON component

The component implementing the identifier of the initial request shall be the reqzp component specified in
clause 4.1.10.1 of DSS-X core v2.0 [1] for the "validation™ protocol and the "validation and augmentation” protocol.

The component implementing the identifier of the initial request shall be the reqzp component specified in
clause 6.1.1.3 of the present document for the "augmentation" protocol.

9.4 Component for identifying the initial response-pending
message

9.4.1 Component semantics

This component shall contain a unique identifier for the initial response-pending message sent by the sender to the
client.
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9.4.2 XML components

The component implementing the identifier of the initial request shall be the response1D attribute specified in
clause 4.1.11.2 of DSS-X core v2.0 [1] for the "validation™ protocol and the "validation and augmentation” protocol.

The component implementing the identifier of theinitia request shall be the response1d attribute specified in
clause 6.2.3.2 of the present document for the "augmentation" protocol.

9.4.3 JSON component

The component implementing the identifier of the initial request shall be the respzp component specified in
clause 4.1.11.2 of DSS-X core v2.0 [1] for the "validation" protocol and the "validation and augmentation" protocol.

The component implementing the identifier of the initial request shall be the respzp component specified in
clause 6.2.3.3 of the present document for the "augmentation™ protocol.
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Annex A (normative):
XML and JSON Schema files

A.1 XML Schema file location for namespace
http://uri.etsi.org/19442/v1.1.1#

Thefile at https:.//forge.etsi.org/rep/esi/x19 442 sign validation protocol/raw/v1.1.1/19442xml Schema.xsd
("19442xml Schema.xsd") contains the definitions of elements and types defined within the namespace whose URI
valueis http://uri.etsi.org/19442/v1.1.1#.

A.2 JSON Schema file location for "$schema”
"http://etsi.org/19442/v1.1.1/json#"

Thefile at https.//forge.etsi.org/rep/esi/x19 442 sign validation protocol/raw/v1.1.1/19442jsonSchema.json
("19442jsonSchema.json™) contains the definitions of elements and types defined within the JSON schema associated to
the present document.

ETSI


https://forge.etsi.org/rep/esi/x19_442_sign_validation_protocol/raw/v1.1.1/19442xmlSchema.xsd
https://forge.etsi.org/rep/esi/x19_442_sign_validation_protocol/raw/v1.1.1/19442jsonSchema.json

75 ETSI TS 119 442 V1.1.1 (2019-02)

Annex B (informative):
Bibliography
e |ETFRFC 7515: "JSON Web Signature (JWS)".
. IETF RFC 5652 (September 2009): " Cryptographic Message Syntax (CMS)".

. ETSI TS 119 172-4: "Electronic Signatures and Infrastructures (ESI); Signature policies; Part 4: Signature
validation policy for European qualified electronic signatures/seals using trusted lists'.

ETSI



76

ETSI TS 119 442 V1.1.1 (2019-02)

History

Document history

V111

February 2019

Publication

ETSI



	Intellectual Property Rights
	Foreword
	Modal verbs terminology
	1 Scope
	2 References
	2.1 Normative references
	2.2 Informative references

	3 Definition of terms, symbols, abbreviations and terminology
	3.1 Terms
	3.2 Symbols
	3.3 Abbreviations
	3.4 Terminology

	4 Technical approach to the specification of the protocols
	4.1 Main features
	4.2 General requirements
	4.3 XML protocol
	4.3.1 Introduction
	4.3.2 Redefined DSS-X types

	4.4 JSON protocol
	4.4.1 Introduction
	4.4.2 Extension of DSS-X types


	5 Protocol for validation of AdES signatures
	5.1 Request message
	5.1.1 Component for requesting validation
	5.1.1.1 Component semantics
	5.1.1.2 XML component
	5.1.1.3 JSON component

	5.1.2 Component for submitting signature to be validated
	5.1.2.1 Component semantics
	5.1.2.2 XML components
	5.1.2.3 JSON component

	5.1.3 Components for submitting signed documents or representations of the signed documents
	5.1.3.1 Components semantics
	5.1.3.2 XML components
	5.1.3.2.1 General requirements
	5.1.3.2.2 Additional requirements for contents of dss2:InputDocuments

	5.1.3.3 JSON components
	5.1.3.3.1 General requirements
	5.1.3.3.2 Additional requirements for contents of inDocs

	5.1.3.4 Cardinalities for elements used for sending signatures, signed documents and representations of signed documents

	5.1.4 Optional components
	5.1.4.1 Container for optional components
	5.1.4.1.1 Component semantics
	5.1.4.1.2 XML component
	5.1.4.1.3 JSON component

	5.1.4.2 New components defined in the present document
	5.1.4.2.1 Component for identifying the signatures to be processed (signatures-to-process-refs container)
	5.1.4.2.2 Component for requesting validation against a certain signature policy
	5.1.4.2.3 Component for requesting a detailed validation report (signed or unsigned)
	5.1.4.2.4 Component for passing proofs of existence of one or more signatures

	5.1.4.3 Components re-used from DSS-X core v2.0
	5.1.4.3.1 Component for identifying under which service policy the validation has to be conducted
	5.1.4.3.2 Component for requesting notifications in a certain language
	5.1.4.3.3 Component for allowing the client to claim its identity
	5.1.4.3.4 Component for passing schemas
	5.1.4.3.5 Component for requesting to set the validation time to a certain value
	5.1.4.3.6 Component for requesting to return the validation time
	5.1.4.3.7 Component for passing validation material to the server
	5.1.4.3.8 Component for requesting return of the signing time
	5.1.4.3.9 Component for requesting the server to return the identity of the signer
	5.1.4.3.10 Component for requesting the server to return the result of transforming the input document
	5.1.4.3.11 Component for requesting to return the validation of signed ds:Manifest in XAdES signatures



	5.2 Response message
	5.2.1 Component for responding to a validation request
	5.2.1.1 Component semantics
	5.2.1.2 XML component
	5.2.1.3 JSON component

	5.2.2 Component for the global validation result
	5.2.2.1 Component semantics
	5.2.2.2 XML component
	5.2.2.3 JSON component

	5.2.3 Optional components
	5.2.3.1 Container for optional components
	5.2.3.1.1 Component semantics
	5.2.3.1.2 XML component
	5.2.3.1.3 JSON component

	5.2.3.2 New components defined in the present document
	5.2.3.2.1 Signature processing results container
	5.2.3.2.2 Component for referencing the validated signature
	5.2.3.2.3 Component for notifying the signature policy applied during the validation
	5.2.3.2.4 Component for notifying the signature policies under which the server can conduct validation
	5.2.3.2.5 Component for returning the detailed validation report (signed or unsigned)

	5.2.3.3 Components re-used from DSS-X core v2.0
	5.2.3.3.1 Component for indicating the applied service policy
	5.2.3.3.2 Component for indicating validation time
	5.2.3.3.3 Component for returning the signing time of one signature
	5.2.3.3.4 Component for returning signer's identity
	5.2.3.3.5 Component for returning the result of transforming the input document
	5.2.3.3.6 Component for returning the result of validating ds:Manifest elements in XAdES signatures




	6 Protocol for augmentation of AdES signatures
	6.1 Request message
	6.1.1 Component for requesting augmentation of signatures
	6.1.1.1 Component semantics
	6.1.1.2 XML component
	6.1.1.3 JSON component

	6.1.2 Additional inputs
	6.1.2.1 Container for additional inputs
	6.1.2.1.1 Semantics
	6.1.2.1.2 XML component
	6.1.2.1.3 JSON component

	6.1.2.2 Component for identifying the level the signatures are requested to be augmented to
	6.1.2.2.1 Component semantics
	6.1.2.2.2 XML component
	6.1.2.2.3 JSON component

	6.1.2.3 Component for identifying the quality level of the time-stamp tokens used in the augmentation process
	6.1.2.3.1 Component semantics
	6.1.2.3.2 XML component
	6.1.2.3.3 JSON component



	6.2 Response message
	6.2.1 Component for responding to augmentation request
	6.2.1.1 Component semantics
	6.2.1.2 XML component
	6.2.1.3 JSON component

	6.2.2 Component for the global augmentation result
	6.2.2.1 Component semantics
	6.2.2.2 XML component
	6.2.2.3 JSON component

	6.2.3 Augment signature result container
	6.2.3.1 Component semantics
	6.2.3.2 XML component
	6.2.3.3 JSON component



	7 Protocol for validation and augmentation of AdES signatures
	7.1 Request message
	7.1.1 Component for requesting validation and augmentation
	7.1.1.1 Component semantics
	7.1.1.2 XML component
	7.1.1.3 JSON component

	7.1.2 Components for submitting signatures and signed documents
	7.1.3 Optional components
	7.1.3.1 Container for optional components
	7.1.3.1.1 Component semantics
	7.1.3.1.2 XML component
	7.1.3.1.3 JSON component



	7.2 Response message
	7.2.1 Component for responding to validation and augmentation request
	7.2.1.1 Component semantics
	7.2.1.2 XML component
	7.2.1.3 JSON component

	7.2.2 Component for the global validation and augmentation result
	7.2.2.1 Component semantics
	7.2.2.2 XML component
	7.2.2.3 JSON component

	7.2.3 Optional components
	7.2.3.1 Container for optional components
	7.2.3.1.1 Component semantics
	7.2.3.1.2 XML component
	7.2.3.1.3 JSON component

	7.2.3.2 Signature processing results container
	7.2.3.2.1 Component semantics
	7.2.3.2.2 XML component
	7.2.3.2.3 JSON component


	7.2.4 Reporting results
	7.2.4.1 Introduction
	7.2.4.2 Reporting results in XML protocol
	7.2.4.3 Reporting results in JSON protocol



	8 Processing models
	8.1 Introduction
	8.2 Retrieving signature(s)
	8.2.1 Retrieving XAdES signature(s)
	8.2.2 Retrieving CAdES signature(s)
	8.2.3 Retrieving PAdES signature(s)
	8.2.4 Non retrieved signatures

	8.3 Processing signature(s)
	8.3.1 Validating signature(s)
	8.3.1.1 Validating XAdES signature(s)
	8.3.1.2 Validating CAdES signature(s)
	8.3.1.3 Validating PAdES signature(s)

	8.3.2 Augmenting signature(s)

	8.4 Building response message
	8.4.1 Introduction
	8.4.2 Building the global result component
	8.4.3 Building new optional outputs
	8.4.3.1 Building the signature processing results container
	8.4.3.2 Building component for referencing the processed signature
	8.4.3.3 Building component for returning the (signed or unsigned) validation report
	8.4.3.4 Building component for notifying the signature validation policy applied during the validation
	8.4.3.5 Building component for returning the signature policies available
	8.4.3.6 Building the augment signature result container

	8.4.4 Building DSS-X re-used optional outputs
	8.4.5 Building the response message


	9 Asynchronous processing
	9.1 Asynchronous operation for the three protocols
	9.2 Components for sending a pending-request
	9.2.1 Components semantics
	9.2.2 XML component
	9.2.3 JSON component

	9.3 Component for identifying the initial request
	9.3.1 Component semantics
	9.3.2 XML component
	9.3.3 JSON component

	9.4 Component for identifying the initial response-pending message
	9.4.1 Component semantics
	9.4.2 XML components
	9.4.3 JSON component


	Annex A (normative): XML and JSON Schema files
	A.1 XML Schema file location for namespace http://uri.etsi.org/19442/v1.1.1#
	A.2 JSON Schema file location for "$schema" "http://etsi.org/19442/v1.1.1/json#"

	Annex B (informative): Bibliography
	History

