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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information
pertaining to these essential |PRs, if any, ispublicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRS); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Policy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Electronic Signatures and
Infrastructures (ESI).

The present document is part 2 of a multi-part deliverable. Full details of the entire series can be found in part 1 [i.2].

Modal verbs terminology

In the present document "shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document defines an XML format of machine readable signature policies based on the building blocks that
define technical constraints on digital signatures and are specified in ETSI TS 119 172-1[i.2].

Pure signature applicability rules, directly related to procedural constraints imposed by business processes, are out of
the scope of the present document which does not define XML elements for the building blocks specified in ETS
TS 119 172-1i.2] that define only applicability rules.

For each element of the machine readable signature policy, the present document specifies the semantics and the how to
implement it in XML syntax.

The present document defines elements which can be used to describe technical constraints on signature creation,
signature validation, and signature augmentation. These elements are designed in away that it is possible to generate
XML documents that include components of a signature generation policy, or/and signature validation policy, and/or
signature augmentation policy.

An XML document conformant to the present specification, defines constraints (on generation, augmentation,
validation, any combination of two of them, or the three of them) that one signature has to meet.

NOTE: Complex business processes, where severa digital signatures need to be managed, having to meet
different set of technical constraints, will require several XML documents conformant to the present
document, each one defining one of these sets of technical constraints.

It is out of the scope to specify mechanisms for protecting the integrity of the machine-readable signature policy
documents specified in the present document.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI TS 119 612: "Electronic Signatures and I nfrastructures (ESI); Trusted Lists'.

[2] IETF RFC 3061 "A URN Namespace of Object Identifiers’.

[3] IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation
List (CRL) Profile".

[4] IOEggPRFC 6960: "X.509 Internet Public Key Infrastructure. Online Certificate Status Protocol -

ETSI
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2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI TS 119 102-1: "Electronic Signatures and Infrastructures (ESI); Procedures for Creation and
Validation of AJES Digital Signatures; Part 1: Creation and Validation".

[i.2] ETSI TS 119 172-1:"Electronic Signatures and Infrastructures (ESI); Signature Policies; Part 1:
Building blocks and table of contents for human readable signature policy documents”.

[1.3] ETSI TS 119 612: "Electronic Signatures and I nfrastructures (ESI); Trusted Lists".

[i.4] ETSI TS 119 192: "Electronic Signatures and Infrastructures (ESI); AdES related Uniform

Resource Identifier".

[i.5] Directive 1999/93/EC of the European Parliament and of the Council of 13 December 1999 on a
Community framework for electronic signatures. OJ L 13, 19.1.2000, p. 12-20.

[i.6] Regulation (EU) No 910/2014 of the European Parliament and of the Council of 23 July 2014 on
electronic identification and trust services for € ectronic transactions in the internal market and
repealing Directive 1999/93/EC. OJL 257, 28.8.2014, p. 73-114.

3 Definition of terms, symbols and abbreviations

3.1 Terms

For the purposes of the present document, the terms given in ETSI TS 119 172-1 [i.2] and the following apply:

EU qualified certificate: qualified certificate as specified in Directive 1999/93/EC [i.5] or in Regulation (EU)
No 910/2014 [i.6] whichever isin force at the time of issuance

EU qualified trust service provider: trust service provider that meets the requirements for qualified trust service
providers laid down in Regulation (EU) 910/2014 [i.6]

signature applicability rules: set of rules, applicable to one or more digital signatures, that defines the requirements
for determination of whether a signatureisfit for a particular business or legal purpose

signatur e augmentation constraint: criteria used when augmenting a digital signature
signatur e augmentation policy: set of signature augmentation constraints

signature creation application: application within the signature creation system that creates the AJES digital signature
and relies on the signature creation device to create adigital signature value

signatur e creation constraint: criteria used when creating a digital signature

signature creation policy: set of signature creation constraints processed or to be processed by the signature creation
application

signature validation application: application that validates a signature against a signature validation policy, and that
outputs a status indication (i.e. the signature validation status) and a signature validation report
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signature validation constraint: technical criteriaagainst which a digital signature can be validated
EXAMPLE: As specified in ETSI TS 119 102-1 [i.1].

signature validation policy: set of signature validation constraints processed or to be processed by the signature
validation application

3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

BSP Business Scoping Parameter
CA Certification Authority
CRL Certificate Revocation List
EUMS European Union Member State
IETF Internet Engineering Task Force
LOTL List Of Trusted Lists
OoCsP Online Certificate Status Protocol
oD Object | Dentifier
RFC Request For Comments
TL Trusted List
TSP Trusted Service Provider
URI Universal Resource Identifier
URN Universal Resource Name
XML eXtensible Markup Language

4 XML syntax for machine processable signature policy

document
4.1 Introduction

4.1.1 Technical approach

The present document takes as starting point the contents of ETSI TS 119 172-1 [i.2], which defines the building blocks
of ahuman readable signature policy document. These building blocks are of two types:

o Building blocks defining applicability rules, which are the procedural constraints enforced by the business
processes where the digital signatures are used. These procedural constraints, if not satisfied, could prevent
further processing (in other words, accepting for the purpose of the business) a certain signed document even if
the digital signatureistechnically valid.

. Building blocks defining technical constraints, related with technical aspects of the digital signature and its
technical validation (signature format, signature attributes, constraints on certificates, time-stamp tokens,
revocation material data, etc.).

The present document specifiesa XML format for the building blocks specified in ETSI TS 119 172-1[i.2], which
define technical constraints, and allows building documents which define technical constraintsin a machine-readable
format.

ETSI
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The XML elements defined within the present contain information that clearly signal whether the constraints that they
define apply to the generation of a signature, the validation of a signature, the augmentation of a signature, any
combination of two of the former, or to the three of them. Therefore, the XML documents built using the present
document may contain components of signature generation policy, or/and signature validation policy, and/or signature
augmentation policy.
4.1.2 XML namespaces
The present document uses the URI namespaces listed below:

. http://uri.etsi.org/19172/v1.1.1

. http://www.w3.0rg/2000/09/xml dsi g#

e  http://uri.etsi.org/02231/v2#

. http://www.w3.0rg/2001/XM L Schema

The present document defines one XML Schema file, namely: "19172xml Schema.xsd". See Annex B for detailson
their locations.

Table 1 shows the URIs of the namespaces used in the XML Schema definitions, mapped to their corresponding
prefixes.

Table 1: Namespaces with constant prefixes

XML Namespace URI Prefix
http://www.w3.0rg/2000/09/xmlIdsig# ds
http://www.w3.0rg/2001/XMLSchema Xs
http://uri.etsi.org/02231/v2#" tsl

Below follows a copy of the xs: schemnma element of the XML Schema file "19172xml Schema.xsd", whose location is
detailed in clause B.1, and that defines the namespace whose URI is http://uri.etsi.org/19172/v1.1.1.
<xs:schema target Namespace="http://uri.etsi.org/19172/v1. 1. 1#"
xmns:tsl="http://uri.etsi.org/02231/v2#" xm ns:ds="http://ww. w3. or g/ 2000/ 09/ xmi dsi g#"
xm ns: xs="http://ww. w3. or g/ 2001/ XM_Schema" xm ns="http://uri.etsi.org/19172/v1. 1. 1#"
el ement For nDef aul t =" qual i fi ed" attri buteFornDef aul t ="unqual i fied">

<xs:inport namespace="http://uri.etsi.org/ 02231/ v2#"
schemalLocation="https://uri.etsi.org/02231/v3.1.2/ts_102231v030102_xsd. xsd"/ >

<xs:inport namespace="http://wwmv w3. or g/ 2000/ 09/ xmi dsi g#"
schemaLocati on="http://ww:. w3. or g/ TR/ 2008/ REC- xm dsi g- cor e- 20080610/ xm dsi g- cor e- schema. xsd"/ >

4.1.3 XML type to allow extensions: the AnyType type

Semantics

The Any Ty pe type shall have a content model alowing a sequence of arbitrary XML elements that (mixed with text) is
of unrestricted length.

The Any Ty pe type shall have a content model allowing for text content only.

The Any Ty pe type shall have a content model allowing an element of this data type to bear an unrestricted number of
arbitrary attributes.

NOTE: TheAnyType datatypeis used throughout the remaining parts of the present document wherever the
content of an XML element has been left open.

Syntax

The Any Ty pe element shall be as defined in XML Schemafile "19172xml Schema.xsd", whose location is detailed in
clause B.1, and is copied below for information.

ETSI
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<xs: conpl exType name="AnyType" m xed="true">

<xs:any nanmespace="##any" processContents="|ax"/>
</ xs: sequence>
<xs:anyAttribute namespace="+##any"/>
</ xs: conpl exType>

4.2 The Si gnat ur ePol i cy element

421 Semantics
This element shall contain:

1) A digest for securing the contents of the signature policy document, and an identifier of the digest algorithm
used for computing it, as specified in clause 4.3.

2) Anéement that contains all the machine-processable components of the signature policy, as specified in
clause 4.4.

4.2.2 Syntax

The Si gnat ur ePol i cy element shall be as defined in XML Schema file " 19172xml Schema.xsd", whose location is
detailed in clause B.1, and is copied below for information.
<xs: el ement nanme="Si gnaturePolicy" type="Si gnaturePolicyType" />
<xs: conpl exType name="Si gnat urePol i cyType">
<xs:sequence>
<xs:element ref="Di gest" />
<xs: el ement ref="PolicyConponents" />

</ xs: sequence>
</ xs: conpl exType>

The element Di gest shall be as specified in clause 4.3.2.

The element Pol i cyConponent s shall be as specified in clause 4.4.2.

4.3 The Di gest element

4.3.1  Semantics
This element shall contain:
1) Oneidentifier of adigest algorithm.
2) Onedigest vaue.
In the case that the structured document isan XML document, this element shall also contain:

1) A canonicalization algorithm.

4.3.2 Syntax

The Di gest element shall be as defined in XML Schemafile "19172xmlSchema.xsd”, whose location is detailed in
clause B.1, and is copied below for information.

<xs:el ement nane="Di gest" type="Di gestDetail sType"/>
<xs: conpl exType nanme="Di gest Det ai | sType">
<Xs:sequence>
<xs: el ement ref="ds: D gest Method" />
<xs: el ement ref="ds: D gestVal ue" />
<xs: el ement ref="ds: Canoni calizati onMet hod" />
</ xs: sequence>
</ xs: conpl exType>
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The digest value shall be computed on the output of applying the canonicalization algorithm identified in this
component, to the Pol i cyConmponent s element specified in clause 4.4.

4.4 The Pol i cyConponent s element

44.1 Semantics

This element shall contain an element containing all the rules defined by the signature policy itself, as specified in
clause 4.14.

This element should also contain an element including general details, as specified in clause 4.5.

4.4.2 Syntax

ThePol i cyConponent s element shall be as defined in XML Schemafile "19172xml Schema.xsd”, whose location
isdetailed in clause B.1, and is copied below for information.

<xs: el ement name="Pol i cyConponents" type="PolicyConponentsType"/>
<xs: conpl exType nanme="Pol i cyConponent sType" >
<XS:sequence>
<xs: el ement ref="Ceneral Details"/>
<xs: el ement ref="PolicyRul es"/>
</ xs: sequence>
</ xs: conmpl exType>

The element Gener al Det ai | s shal be as specified in clause 4.5.2.

The element Pol i cyRul es shall be as specified in clause 4.14.2.

4.5 The Gener al Det ai | s element

45.1  Semantics
This element shall contain an element containing details on the signature policy itself, as specified in clause 4.6.
This element may also contain:

1) Anelement containing details of the responsible authority of the signature policy, as specified in clause 4.7.

2)  Anelement containing other details not defined within the present document, as specified in clause 4.13.

4.5.2 Syntax

The Gener al Det ai | s element shall be as defined in XML Schema file "19172xml Schema.xsd", whose location is
detailed in clause B.1, and is copied below for information.

<xs:el ement nane="General Details" type="Ceneral Detail sType"/>
<xs: conpl exType name="Cener al Det ai | sType" >
<Xs: sequence>
<xs:el ement ref="SigPolicyDetails"/>
<xs:el ement ref="AuthorityDetails" mnCccurs="0"/>
<xs: el ement ref="CQtherDetails" mnCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>

The element Si gPol i cyDet ai | s shall be as specified in clause 4.6.2.
The element Aut hor i t yDet ai | s shall be as specified in clause 4.7.2.

The element Ot her Det ai | s shall be as specified in clause 4.13.2.
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4.6 The Si gPol i cyDet ai | s element

4.6.1  Semantics
This element shall contain:
1) Anelement identifying the signature policy itself.
2)  Aneéement whose value shall be the name of the signature policy itself.

This element may also contain an element containing one or more distribution points of the signature policy itself.

4.6.2 Syntax

The Si gPol i cyDet ai | s element and the Si gPol i cyDet ai | sType type shall be as defined in XML Schema
file"19172xmlSchema.xsd", whose location is detailed in clause B.1, and is copied below for information.

<xs: el ement nane="Si gPol i cyDetail s" type="Si gPolicyDetail sType"/>

<xs: conpl exType name="Si gPol i cyDet ai | sType" >
<Xs: sequence>
<xs:el ement name="Policyldentifier" type="xs:anyURl"/>
<xs:el ement nane="Pol i cyName" type="tsl:International NanesType"/>
<xs:element ref="tsl:DistributionPoints" mnCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>

ThePol i cyl denti fi er child element shall contain an URI identifying the signature policy. If the signature policy
isidentified by an OID, the value of Pol i cyl denti fi er child element shall be the OID value encoded as an URN
as specified by the IETF RFC 3061 [2].

The Pol i cyNane child element shall contain one or more names of the signature policy. Its contents shall be as
specifiedin ETSI TS 119 612 [1].

NOTE: Instancesof t sl : I nternati onal NanmesType specified in ETSI TS 119 612 [1] are qualified with
an indication of alanguage.

If present, thet sl : Di stri buti onPoi nt s child element shall contain one or more URIs where the signature
policy can be reached. Its contents shall be as specified in ETSI TS 119 612 [1].

4.7 The Aut hori t yDet ai | s element

4.7.1  Semantics
This element shall contain details of the authority responsible for the signature policy.
This element shall contain at least, one of the two following components:

1) Aneement including the name of the authority as specified in clause 4.8.

2) Aneement as specified in clause 4.9, including an official registration identifier, unambiguously identifying
the authority, as registered in official records, where such aregistered identifier does exist.

This element shall also contain the following components:
1) Anelement including a sequence of one or more postal addresses of the authority as specified in clause 4.10.
2) Anéement including one or more electronic addresses of the authority as specified in clause 4.11.

This element may also contain:

1) Anelement for providing details of one or more natural persons acting as contact as specified in clause 4.12.
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4.7.2 Syntax

The Aut hor i t y element shall be as defined in XML Schema file " 19172xml Schema.xsd", whose location is detailed
in clause B.1, and is copied below for information.

<xs: el ement name="AuthorityDetails" type="AuthorityDetail sType"/>
<xs: conpl exType name="Aut horityDetail sType">
<XS:sequence>
<xs: el ement ref="Nanme" m nCccurs="0"/>
<xs: el ement ref="TradeNane" m nCccurs="0"/>
<xs: el enent ref="Postal Addresses" />
<xs: el enent ref="El ectroni cAddresses" />
<xs: el ement ref="ContactPersons" m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>

The element Nane shall be as specified in clause 4.8.2.

The element Tr adeNamne shall be as specified in clause 4.9.2.

The element Post al Addr esses shall be as specified in clause 4.10.2.
Theelement El ect r oni cAddr esses shall be as specified in clause 4.11.2.

The element Cont act Per sons shall be as specified in clause 4.12.2.

4.8 The Nane element

48.1 Semantics

This element shall meet the requirements specified in clause 5.3.4 (" Scheme operator name") of ETSI TS 119 612 [1].

4.8.2 Syntax

The Narre element shall be as defined in XML Schemafile "19172xml Schema.xsd", whose location is detailed in
clause B.1, and is copied below for information.

<xs: el ement nanme="Nanme" type="tsl:International NamesType" />

4.9 The Tr adeNane element

49.1 Semantics

This element shall meet the requirements specified in clause 5.4.2 ("TSP trade name") of ETSI TS 119 612 [1] for the
contents of TSP trade names for legal persons.

4.9.2 Syntax

The Tr adeNane element shall be as defined in XML Schemafile "19172xml Schema.xsd", whose location is detailed
in clause B.1, and is copied below for information.

<xs: el ement name="TradeNanme" type="tsl:International NamesType"/>

4.10 The Post al Addr esses element
4.10.1 Semantics

This element shall meet the requirements specified in clause 5.3.5.1 (" Scheme operator postal address”) of ETSI
TS119612[1].
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4.10.2 Syntax

The Post al Addr esses element shall be asdefined in XML Schemafile "19172xml Schemaxsd”, whose location is
detailed in clause B.1, and is copied below for information.

<xs: el ement nanme="Post al Addr esses" type="tsl: Postal AddressLi st Type"/>

4.11 The El ect r oni cAddr esses element

4.11.1 Semantics

This element shall meet the requirements specified in clause 5.3.5.2 (" Scheme operator electronic address") of ETSI
TS119612[1].

4.11.2 Syntax

The El ect roni cAddr esses element shall be as defined in XML Schema file " 19172xml Schema.xsd", whose
location is detailed in clause B.1, and is copied below for information.

<xs: el ement nanme="El ectroni cAddresses" type="tsl: El ectroni cAddressType"/>

NOTE: Instancesof t sl : El ect r oni cAddr essType specifiedin ETSI TS 119 612 [1] have an indication of
the language.

4.12 The Cont act Per sons element

4.12.1 Semantics

This element shall include the details of one or more contact persons.
For each contact person this element shall contain:
1) onename;
2) oneor more electronic addresses where to reach that contact person; and

3) one or more telephone numbers.

4.12.2 Syntax

The Cont act Per sons element shall be as defined in XML Schemafile "19172xml Schema.xsd", whose location is
detailed in clause B.1, and is copied below for information.

<xs: el ement nane="Cont act Per sons" type="Cont act PersonsLi st Type"/>
<xs: conpl exType name="Cont act Per sonsLi st Type" >
<XS:sequence>
<xs: el ement ref="ContactPerson" maxCccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: el ement nane="Cont act Per son" type="Cont act PersonType"/>
<xs: conpl exType name="Cont act Per sonType" >
<Xs:sequence>
<xs: el ement name="Nanme" type="xs:string"/>
<xs: el ement ref="El ectroni cAddresses"/>
<xs:el ement nanme="PhoneNunbers" type="StringLi st Type"/>
</ xs: sequence>
</ xs: conpl exType>
<xs:sinpl eType name="Stri ngLi st Type">
<xs:list itenlype="xs:string"/>
</ xs: si mpl eType>

Each string value in the PhoneNunber s element shall contain exactly one phone number of the contact person. Each
phone number shall start with the '+' character followed by the country prefix.
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The element Nane shall be as specified in clause 4.8.2.

The element El ect r oni cAddr esses shall be as specified in clause 4.11.2.

4.13 The O her Det ai | s element

4.13.1 Semantics

This element shall contain the date and time of issue of the signature policy.
This element may also contain:

1) Thesigning period, which identifies the date and time before which, and an optional date and time after which,
the signature policy should not be used for creating new signatures.

NOTE: While this component impacts the creation and validation of adigital signature, it does not impact the
augmentation of adigital signature, as this augmentation aims at preserving the status of the signature
regardless when the signature was created.

2)  Alist of other general details, not defined in the present document.

4.13.2 Syntax

The O her Det ai | s element shall be asdefined in XML Schemafile "19172xml Schema.xsd", whose location is
detailed in clause B.1, and is copied below for information.

<xs: el ement name="CQ herDetails" type="CherDetail sType"/>
<xs: conpl exType name="C her Det ai | sType" >
<XS:sequence>
<xs: el ement name="Dat e | ssue" type="xs:dateTinme"/>
<xs: el ement nanme="Si gni ngPeri od" type="Ti mePeri odType" m nCccurs="0"/>
<xs: el ement name="CQ her" type="AnyType" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
</ xs: conmpl exType>
<xs: conpl exType name="Ti mePeri odType" >
<Xs: sequence>
<xs:el ement name="Not Before" type="xs:dateTi me"/>
<xs:element name="Not After" type="xs:dateTime" m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>

4.14 The Pol i cyRul es element

4.14.1 Semantics

This element shall contain all the rules defined within the signature policy.
This element shall contain at least one of the following elements:

1) Oneelement containing rules on commitments, corresponding to technical counterpart of BSP (g) in ETSI
TS 119 172-1i.2]. Thiselement shall be as specified in clause 4.15.

2) Oneelement containing rulesthat apply to the data to be signed, corresponding to technical counterpart of BSP
(b) iNnETSI TS 119 172-1[i.2]. Thiselement shall be as specified in clause 4.16.

3) Oneelement containing rules on the relationship between the signature and the data to be signed,
corresponding to technical counterpart of BSP (¢) in ETSI TS 119 172-1 [i.2]. Thiselement t shall be as
specified in clause 4.17.

4)  One€element containing rules about the responsibility of validating and/or augmenting the signature,
corresponding to technical counterpart of BSP (€) in ETSI TS 119 172-1[i.2]. This element shall be as
specified in clause 4.21.
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One element containing rules on the level of assurance required for timing evidence, corresponding to
technical counterpart of BSP (h) in ETSI TS 119 172-1 [i.2]. This element shall be as specified in clause 4.25.

An element containing rules that apply to the identity and the attributes of the signer, corresponding to
technical counterpart of BSP (1) in ETSI TS 119 172-1 [i.2]. This element shall be as specified in clause 4.24.

An element containing rules that apply to the required level of assurance on signer authentication, including
trust conditions on X509 certificates, and trust conditions on revocation status information data objects,
corresponding to technical counterpart of BSP (m) in ETSI TS 119 172-1[i.2]. This element shall be as
specified in clause 4.26.

An element containing rules on mandated signed and unsigned qualifying propertieg/attributes incorporated to
the signature, corresponding to technical counterpart of BSP (0) in ETSI TS 119 172-1 [i.2]. This element shall
be as specified in clause 4.27.

An element containing rules on the required level of assurance of the signature creation device, corresponding
to technical counterpart of BSP (n) in ETSI TS 119 172-1[i.2]. This element shall be as specified in
clause 4.28.

An element containing rules on the cryptographic suites, corresponding to technical counterpart of BSP (p) in
ETSI TS119 172-1[i.2]. Thiselement shall be as specified in clause 4.29.

An element acting as placehol der for rules that have not been defined in ETSI TS 119 172-1[i.2]. Itssyntax is
defined in clause 4.14.2.

NOTE: The set of rules defined in the present document builds a framework for defining policies, as users can

select those rules that better fit the purposes of the signature policies that they are defining.

Each element in the bulleted list above may contain a component indicating a recommended scope for the rules
contained in that element (recommended scope component hereinafter). The scope may be any combination of:;
generation, validation, and augmentation of digital signatures. Users of the signature policy should use the policy rulein
the scopes identified in this component.

Absence

of the recommended scope component shall mean that users of the signature policy can use the policy rulesin

any scope.

4.14.2 Syntax

The Pol

i cyRul es element shall be asdefined in XML Schemafile "19172xml Schema.xsd”, whose location is

detailed in clause B.1, and is copied below for information.

<XS:
<XS:

el enent nane="PolicyRul es" type="PolicyRul esLi st Type"/>
conpl exType name="Pol i cyRul esLi st Type" >
<Xs: sequence>

<xs: el ement ref="PolicyRule" maxCccurs="unbounded"/>
</ xs: sequence>

</ xs: conpl exType>

<XS:

<XS:

el ement name="PolicyRul e" type="PolicyRul eType"/>

group nane="Basi cRul e">

<xs: choi ce>
<xs: el ement ref="DataToBeSi gnedRul es"/>
<xs:element ref="Si gToDTBSRel ati onRul es"/>
<xs:el ement ref="Si gFor mat sAndLevel s"/>
<xs: el ement ref="Augnentati onRul es"/>
<xs: el ement ref="Si gningCertRul es"/>
<xs: el ement ref="Ti meEvi dencesRul es"/>
<xs:element ref="SignerAttributesConstraints"/>
<xs:element ref="QualifyingPropertiesRul es"/>
<xs: el ement ref="SCDLoARul es"/>
<xs: el ement ref="CryptoSuitesRul es"/>
<xs:element ref="QtherRule"/>

</ xs: choi ce>

</ xs: gr oup>

<XS:
<XS:

el enent nanme="CQ her Rul e" type="AnyType"/>
conpl exType name="Pol i cyRul eType" >
<xs: choi ce>

<xs: el ement ref="Comm tmentRul es"/>
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<xs:group ref="Basi cRul e"/>
</ xs: choi ce>
<xs:attribute name="RecomrendedScope" type="ScopelLi st Type" use="optional "/>
</ xs: conpl exType>

<xs: si npl eType name="Scopeli st Type">
<xs:list itenflype="ScopeType"/>
</ xs: si mpl eType>

<xs: si npl eType name="ScopeType">
<xs:restriction base="xs:string">
<xs:enuneration val ue="Generation">
<xs:annot ati on>
<xs: docunentati on>The rul e applies for signature generation</xs: docunentation>
</ xs:annot ati on>
</ xs: enuner ati on>
<xs:enuneration val ue="Val i dati on">
<xs:annot ati on>
<xs:docunentati on>The rul e applies for signature validation</xs: docunentation>
</ xs:annot ati on>
</ xs: enurer ati on>
<xs:enuneration val ue="Augnentati on">
<xSs:annotation>
<xs:docunentati on>The rul e applies for signature augnmentati on</xs:documentati on>
</ xs:annot ati on>
</ xs: enumner ati on>
</xs:restriction>
</ xs: si npl eType>

NOTE 1: A Pol i cyRul e element can have as child either one of the elements referenced in Basi cRul e or the
Conmi t ment Rul es element.

NOTE 2: The group of elements Basi cRul e groups al elements that can appear as children of the
Conmi t ment Rul es element. It will also be referenced in the definition of the
Conmi t nent Rul esType in clause 4.15.2.

The element Dat aToBeSi gnedRul es shall be as specified in clause 4.16.2.

The element Si gToDTBSRel at i onRul es shall be as specified in clause 4.17.2.

The element Si gFor mat sAndLevel s shall be as specified in clause 4.20.2.

The element Augnent at i onRul es shall be as specified in clause 4.21.2.

Theelement Si gni ngCer t Rul es shal be as specified in clause 4.24.2.

The element Ti meEvi dencesRul es shall be as specified in clause 4.17.2.
Theelement Si gner At tri but esConst rai nt s shall be as specified in clause 4.26.2.
The element Qual i f yi ngPr operti esRul es shall be as specified in clause 4.27.2.
The element SCDLoARul es shall be as specified in clause 4.28.2.

The element Cr ypt oSui t esRul es shall be as specified in clause 4.29.2.

4.15 The Conmi t nent Rul es element

4.15.1 Semantics
This element shall contain a sequence of components. Each one shall contain:
1) A non-empty list of commitmentsidentifiers.

2)  Onor moreinstance of the rules contained in the Pol i cyRul es element as specified in clause 4.14, with the
only exception that it shall not include the Conmi t ment Rul es child element.
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3) A matching valueindicator ("all", "atLeastOne", or "none") that identifies to which commitments the rulesin
the previous bullet apply.

4.15.2 Syntax

The Commi t ment Rul es element shall be as defined in XML Schemafile "19172xml Schemaxsd", whose location is
detailed in clause B.1, and is copied below for information.

<xs: el ement nanme="Conm t ment Rul es" type="Comm t ment Rul esType"/>

<xs: conpl exType nane="Conmi t ment Rul esType" >
<Xs: sequence>
<xs: el ement ref="Com tment Rul esConponent” maxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>

<xs: el ement nane="Comi t nent Rul esConponent" type="Comni t nent Rul esConponent Type"/>

<xs: conpl exType nane="Conmi t ment Rul esConponent Type" >
<Xs:sequence>
<xs:element ref="Commtment" maxCccurs="unbounded"/>
<Xs:sequence>
<xs:group ref="Basi cRul " maxCccurs="unbounded"/ >
</ xs: sequence>
</ xs: sequence>
<xs:attribute nane="Matchingl ndi cator" type="Matchi ngl ndi cator Type" use="required"/>
</ xs: conpl exType>

<xs:el ement name="Commitment" type="Conmi tnentDetailsType"/>
<xs: conpl exType name="Conmi t ment Det ai | sType" >
<XS:sequence>
<xs:element name="ldentifier" type="xs:anyURl" />
<xs:element name="Detail s" type="tsl:MiltilLangStringType" m nCccurs="0"
maxQccur s=" unbounded" />
</ xs: sequence>
</ xs: conpl exType>

<xs: si npl eType name="Mat chi ngl ndi cat or Type" >
<xs:restriction base="xs:string">
<xs:enuneration value="Al"/>
<xs:enuneration val ue="None"/>
<xs:enumneration val ue="At Least One"/>
</xs:restriction>
</ xs: si nmpl eType>

Each Comi t ment element shall contain an identifier of one commitment taken by the signer (I dent i f i er child),
and may also contain additional textual detailsin different languages (each Det ai | child element hasthel ang
attribute for identifying them).

4.16 The Dat aToBeSi gnedRul es element

4.16.1 Semantics
This element shall contain a sequence of 1 or 2 components. Each component:
1) Shall have asvalue alist of mime type values, identifying one or more formats for the signed data objects.
2)  Shal bealistindicating either:
- that none of the signed data objects shall have a mime type present in the list (NoneOf list); or
- that all the signed data objects shall have one of the mime types present in the list (AnyOf list).

If this element contains a sequence of 2 components, one of them shall be a NoneOf list and the other shall be an AnyOf
list as specified above.
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4.16.2 Syntax

The Dat aToBeSi gnedRul es element shall be as defined in XML Schema file " 19172xml Schema.xsd", whose
location is detailed in clause B.1, and is copied below for information.
<xs: el ement nane="Dat aToBeSi gnedRul es" type="Dat aToBeSi gnedRul esType"/>
<xs: conpl exType name="Dat aToBeSi gnedRul esType" >
<xs:sequence>
<xs: el ement name="AnyOf M nmeType" type="StringLi st Type" m nCccurs="0"/>
<xs: el ement nanme="NoneOf M nmeType" type="StringLi st Type" m nCccurs="0"/>

</ xs: sequence>
</ xs: conpl exType>

The AnyOF M neType list shal include all the valid mime types for the signed data objects.
TheNoneOf M neType list shal include the invalid mime types for signed data objects.

The Dat aToBeSi gnedRul es element shall not be empty.

4,17 The Si gToDTBSRel ati onRul es element

4.17.1 Semantics

This element shall contain:

1) Anelement providing information on the allowed number ranges for the data objects to be signed, as specified
in clause 4.18.

This element may also contain:

1) A component indicating the relative position of the signature and the signed data object(s), as specified in
clause 4.19.

2) A component indicating the format and the level of the signature as specified in clause 4.20.

4.17.2 Syntax

The Si gToDTBSRel at i onRul es element shall be as defined in XML Schemafile "19172xml Schema.xsd", whose
location is detailed in clause B.1, and is copied below for information.
<xs: el ement nanme="Si gToDTBSRel ati onRul es" type="Si gToDTBSRel ati onRul esType"/>
<xs: conpl exType nanme="Si gToDTBSRel ati onRul esType" >
<xs:sequence>
<xs: el ement ref="DTBSCardinality"/>
<xs: el ement ref="Si gDTBSRel ati vePositi on" m nCccurs="0"/>
<xs: el ement ref="Si gFormat sAndLevel s" m nCccurs="0"/>

</ xs: sequence>
</ xs: conmpl exType>

The element DTBSCar di nal i t y shall be as specified in clause 4.18.2.
Theelement Si gToDTBSRel at i vePosi ti on shall be as specified in clause 4.19.2.

Theelement Si gToFor mat sAndLevel s shall be as specified in clause 4.20.2.
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4.18 The DTBSCar di nal i ty element

4.18.1 Semantics

This element shall contain at least one of the two following components:

1) One component whose value is an integer value, indicating a maximum value of data objectsto be signed. This
component shall also include aqualifier that shall take one of the following values. " LessThan",
"LessOr Equal To", or " Equal " . If the qualifier hasthevalue" LessThan" , the number of data objects
signed by the signature shall be less than the integer value in the component. If the qualifier has the value
"LessOr Equal To", the number of data objects signed by the signature shall be less than or equal to the
integer value in the component. If the qualifier has the value " Equal ", the number of data objects signed by
the signature shall equal to the integer value in the component.

2)  One component whose value is an integer value, indicating a minimum value of data objects to be signed. This
component shall also include a qualifier that shall take one of the following values. " Hi gher Than",
"Hi gher Or Equal To", or " Equal " . If the qualifier hasthevalue" H gher Than", the number of data
objects signed by the signature shall be higher than the integer value in the component. If the qualifier has the
value" Hi gher Or Equal To", the number of data objects signed by the signature shall be higher than or
equal to the integer value in the component. If the qualifier has the value" Equal ", the number of data
objects signed by the signature shall equal to the integer value in the component.

4.18.2 Syntax

The DTBSCar di nal i t y element shall be as defined in XML Schema file "19172xmlSchema.xsd", whose location is
detailed in clause B.1, and is copied below for information.

<xs: el ement nanme="DTBSCardi nal ity" type="CardinalityType"/>

<xs: conpl exType name="Cardi nal i tyType">
<Xs:sequence>
<xs: el ement name="Maxi munVal ue" m nCccurs="0">
<xs: conpl exType>
<xs: si nmpl eCont ent >
<xs: extension base="xs:int">
<xs:attribute nane="qualifier" type="MaxVal ueQual Enuner at edType"
use="requi red"/ >
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >
<xs: el ement name="M ni nunVval ue" m nCccurs="0">
<xs: conpl exType>
<xs: si nmpl eCont ent >
<xs:extension base="xs:int">
<xs:attribute nane="qualifier" type="M nVal ueQual Enuner at edType"
use="required"/ >
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el enent >
</ xs: sequence>
</ xs: conpl exType>

<xs: si npl eType nane="MaxVal ueQual Enurer at edType" >
<xs:restriction base="xs:string">
<xs:enumreration val ue="LessThan"/>
<xs:enuneration val ue="LessO Equal To"/ >
<xs:enuneration val ue="Equal "/ >
</xs:restriction>
</ xs: si npl eType>

<xs: si npl eType name="M nVal ueQual Enurer at edType" >
<xs:restriction base="xs:string">
<xs:enunerati on val ue="H gher Than"/>
<xs:enuneration val ue="Hi gher Or Equal To"/ >
<xs:enuneration val ue="Equal "/ >
</xs:restriction>
</ xs: si npl eType>
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4,19 The Si gDTBSRel ati vePosi ti on element

4.19.1 Semantics

This component shall indicate either:
a) that the signature shall be enclosed within an ASIC container (which also encloses the signed data objects); or
b) that the signature shall be enveloping, enveloped, or detached from the signed data objects; or

c) that therelative position between the signature and the signed data objects shall be any combination of two of
envel oping, enveloped, and detached; or

d) that the relative position between the signature and the signed data objects shall be envel oping, enveloped, and
detached.

NOTE: Casesc) and d) can only happenin XML and XAdES digital signatures (an XML or a XAdES digital
signature can be enveloped in one of the data objectsit signs, enveloping a second signed data object, and
detached from athird signed data object).

Absence of this component shall mean that any relative position is valid for the signature policy.

4.19.2 Syntax

The DTBSCar di nal i t y element shall be as defined in XML Schema file " 19172xml Schema.xsd", whose location is
detailed in clause B.1, and is copied below for information.

<xs: el ement name="Si gDTBSRel ati vePosition" type="Si gDTBSRel ati vePositi onType"/>

<xs: si npl eType nanme="Si gDTBSRel ati vePosi ti onType" >
<xs:list itenlype="Rel ati vePositi onVal uesType" />
</ xs: si npl eType>

<xs: si npl eType name="Rel ati vePosi ti onVal uesType" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="Envel opi ngSi g"/ >
<xs:enumeration val ue="Envel opedSi g"/ >
<xs:enunerati on val ue="Det achedSi g"/ >
<xs:enuneration val ue="ASi C'/ >
</xs:restriction>
</ xs: simpl eType>

Thevalue of Si gDTBSRel at i vePosi ti on element shall be alist of one or more strings. Each string in the list
shall indicate either that the signatureis enclosed in an ASiC container (value" ASi C') , or the relative position of the
signature and one of the data object it signs (" Envel opi ngSi g" for enveloping signatures, " Envel opedSi g" for
enveloped signatures, and " Det achedSi g" for detached signatures).

If thevalue™ ASi C' ispresent in thelist, no other value shall be present. The presence of this value means that the
signature shall appear in an ASiC container.

If thevalue™ ASi C' isnot present inthelist, thislist shall contain 1, 2 or 3 string values.

NOTE: Asaresult of their characteristics, apolicy for XML and XAdES digital signatures could include up to
three values -other than ASIC- an XML or a XAdES digital signature can be enveloped in one of the data
objectsit signs, enveloping a second signed data object, and detached from a third signed data object).

For each value within the list different than " ASi C', the signature shall be placed with respect one or more signed
digital objects asindicated by that value.

EXAMPLE: If the value of Si gDTBSRel at i vePosi ti on elementisthestringlist” Envel opi ngSi g
Det achedSi g" the signature policy establishes that the signature will be enveloping one or
more signed data objects and will be detached from one or more signed data objects.
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4,20 The Si gFor mat sAndLevel s element

4.20.1 Semantics

This component shall include:
1)  One component for identifying the admitted signature formats, or for indicating that any format is admitted.
2)  One component for indicating the admitted levels of the signature, or for indicating that any level is admitted.

EXAMPLE: ETSI TS 119 192 [i.4] provides URI values for identifying the different formats and the different
levels.

4.20.2 Syntax

The Si gFor mat sAndLevel s element shall be as defined in XML Schema file " 19172xml Schema.xsd", whose
location is detailed in clause B.1, and is copied below for information.
<xs: el ement nanme="Si gFor mat sAndLevel s" type="Si gFor mat sAndLevel sType"/>
<xs: conpl exType name="Si gFor mat sAndLevel sType" >
<Xs:sequence>
<xs:el ement ref="Si gFormats" m nCccurs="0"/>
<xs:element ref="SiglLevels" m nQccurs="0" nmaxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>
<xs:el ement nanme="Si gFor mats" type="Si gFor mat sType"/ >
<xs: conpl exType name="Si gFor mat sType" >
<Xs: sequence>
<xs:element name="Format" type="xs:anyURl " maxCccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>
<xs:el ement name="Si gLevel s" type="Si gLevel sType"/>
<xs: conpl exType name="Si gLevel sType">
<XS:sequence>
<xs:el ement nanme="Si gLevel " type="xs:anyUR " maxCccurs="unbounded"/>

</ xs: sequence>
</ xs: conpl exType>

Instances of Si gFor mat sAndLevel sType type shall not be empty.
Absence of Si gFor nmat s child shall indicate that any format is allowed.

Absence of Si gLevel s child shall indicate that any level isallowed.

4,21  The Augnent at i onRul es element

421.1 Semantics

This element shall contain:
1) A component indicating whether validation of the signature is required before proceeding to augment it.
2) A component identifying the constraints for the augmentation of the signature. This component shall include:

a) Theidentifier of onelevel or an identifier indicating that there are no constraints on the augmentation
levels.

b) A qualifier indicating whether the indicated level isthe exact level, aminimum level, or the maximal
level the signature has to be augmented to.
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4.21.2 Syntax

The Augnent at i onRul es element shall be as defined in XML Schema file " 19172xml Schema.xsd", whose location
isdetailed in clause B.1, and is copied below for information.

<xs: el ement name="Augnent ati onRul es" type="Augnent ati onRul esType"/>

<xs: conpl exType name="Augmrent ati onRul esType" >
<Xs:sequence>
<xs: el ement name="Previ ousVal i dati onRequi red" type="xs:bool ean"/>
<xs:el ement nanme="Level | d">
<xs: conpl exType>
<xs: si nmpl eCont ent >
<xs: extensi on base="xs:anyURl ">
<xs:attribute name="Qualifier">
<xs:sinmpl eType>
<xs:restriction base="xs:string">
<xs:enuneration val ue="Thi sLevel "/ >
<xs:enuneration val ue="M ni muniLevel "/ >
<xs:enumeration val ue="Maxi munievel "/ >
</xs:restriction>
</ xs: si mpl eType>
</xs:attribute>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el emrent >
</ xs: sequence>
</ xs: conpl exType>

4.22  Types for defining constraints on certificates' trust

4.22.1 Introduction

The present clause defines four types:
1) Trust AnchorsLi st Type which definesthe trust anchors.
2) NanmeConst rai nt sType which defines constraints on the names of entities.
3) PolicyConstraint sType for defining constraints on certificate policies.

4) CertificateTrust TreesType, which defines constraints on the trust conditions required to certificates.
4.22.2 TrustAnchorsListType type

4.22.2.1 Semantics

I nstances of thistype shall contain alist of trust anchors. Each trust anchor may be provided in the different ways
indicated below:

a) Asatupleformed by a self-signed X.509 certificate and an optional time instant indicating until when the trust
anchor isreliable, its absence meaning that the trust anchor is reliable.

b) Asatuplethat:

- Shall contain areference to a Trusted List as specified in ETSI TS 119 612 [1], which may be either a
specific Trusted List (TL) or aList of Trusted Lists (LOTL). A specific Trusted List lists trusted services.
A List of Trusted Lists (LOTL) isalist that does not list trusted services but pointers to specific Trusted
Lists.

- May contain an optional time instant indicating until when the trust anchorsin the Trusted List are
reliable, its absence meaning that the usage of these trust anchors are reliable aslong as the Trusted List
itself isreliable.

- May contain alist of identifiers of types of services.
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- May contain the list of services statuses.
The set of trust anchors, in the case atuple of case 2) isfound, shall be determined as indicated below:
1) Takeaninitial set of certificates asfollows:

- If the referenced TL isaspecific TL, theinitial set of the certificates shall include all the certificates
present inthe TL.

- If thereferenced TL isaList of Trusted Lists, theinitial set of the certificates shall include all the
certificates listed in all the specific Trusted Lists pointed from the List of Trusted Lists.

2) Ifthelist of identifiers of types of servicesis present, keep only those certificates in theinitial list of
certificates for which the corresponding service has atype contained in the list of identifiers of types of
services mentioned in the third bullet in sub-list of bullet b) above.

EXAMPLE 1: ETSI TS 119612 [1] defines as http://uri.etsi.org/TrstSvc/Svetype/ CA/QC as the type for
certificate authorities issuing EU qualified certificates.

3) Ifthelist of identifiers of statusesis present, keep only those certificates for which the corresponding service
has at current time a status contained in the list of services statuses mentioned in the fourth bullet in sub-list of
bullet b) above.

EXAMPLE 2: ETSI TS 119612 [1] defines http://uri.etsi.org/TrstSve/TrustedList/Svestatus/granted” the status
for EU qualified service with a granted qualification status.

EXAMPLE 3:  If the TL of Spain (https://sede.minetur.gob.es/Prestadores/TSL/TSL.xml) is referenced, then the
initial set of certificates shall include al the certificates corresponding to the trusted services listed
in the Spanish TL. If the European Union LOTL (https://ec.europa.eu/toolg/lotl/eu-lotl.xml) is
referenced then the initial set of certificates shall include al the certificates corresponding to the
trusted serviceslisted in any EUMS TL pointed in the EU LOTL. After that, certificatesin the
initial list are filtered out as per the lists mentioned respectively in third and fourth bullets in sub-
list of bullet b) abovefor obtaining the list of trust anchors.

4.22.2.2 Syntax

The Tr ust Anchor s element and the Tr ust Anchor sType type shall be as defined in XML Schemafile
"19172xml Schema.xsd", whose location is detailed in clause B.1, and is copied below for information.

<xs: el ement name="Trust Anchors" type="TrustAnchorLi st Type"/>

<xs: conpl exType name="Trust Anchor Li st Type" >
<xs:sequence maxQccurs="unbounded" >
<xs: choi ce>
<xs: el ement ref="X509CertificateBased"/>
<xs: el ement ref="TAslnTrustedList"/>
</ xs: choi ce>
</ xs: sequence>
</ xs: conpl exType>

<xs:element name ="X509CertificateBased" type="Base64Bi naryAndTi meType"/>
<xs: conpl exType nanme="Base64Bi nar yAndTi meType" >
<xs: si npl eCont ent >
<xs: ext ensi on base="xs: base64Bi nary" >
<xs:attribute nane="reliableUntil" type="xs:dateTi me" use="optional"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>

<xs:el ement name ="TAslnTrustedList" type="TrustAnchorslnTLType"/>
<xs: conpl exType name="Trust Anchorsl nTLType" >
<XS:sequence>
<xs:el ement name="TLRef erence" type="xs:anyURl "/>
<xs:el ement nanme="Servi ceTypes" type="tsl:NonEnptyURI Li st Type" m nCccurs="0"/>
<xs: el ement nanme="ServiceSt atuses" type="tsl|l:NonEnptyURI Li st Type" m nCccurs="0"/>
</ xs: sequence>
<xs:attribute name="reliableUntil" type="xs:dateTi me" use="optional"/>
</ xs: conpl exType>
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4.22.3 NameConstraintsType type

4.22.3.1 Semantics

Instances of this type shall specify constraints on the names within the certificates (constraints on the subtrees).

Instances of this type shall define a name space within which all subject names in subsequent certificatesin a
certification path shall be located. The restrictions may apply either to the subject distinguished name or subject
alternative names. The restrictions shall apply only when the specified name form is present. If no name of the typeis
present in the certificate, the certificate shall be acceptable.

Instances of thistype shall have two sub-components, namely:
1)  One subcomponent containing the list of permitted subtrees.

2)  One subcomponent containing the list of excluded subtrees. Any name matching a restriction in this sub-
component shall be considered invalid regardless of information appearing in the subcomponent that contains
the list of permitted subtrees.

One names subtree shall be defined by:
. Oneinstance of the type GeneralName type defined in IETF RFC 5280 [ 3] (the base of the subtree).

e  Oneinteger that shall indicate the minimum distance of the names in the subtree to the name acting as base.
The default value of thisinteger shall be 0.

. One optional integer that shall indicate the maximum distance of the names in the subtree to the name acting
as base.

4.22.3.2 Syntax

The NarmreConst r ani t sType type shal be as defined in XML Schema file " 19172xml Schema.xsd", whose location
isdetailed in clause B.1, and is copied below for information.

<xs: conpl exType nanme="NanmeConstrai nt sType">
<Xs:sequence>
<xs:el ement ref="PermttedSubtrees" m nCccurs="0"/>
<xs: el ement ref="ExcludedSubtrees" m nCccurs="0"/>
</ xs: sequence>
</ xs: conmpl exType>

<xs:el ement nanme="PernittedSubtrees" type="General SubTreesLi st Type" />
<xs: el ement name="Excl udedSubtrees" type="GCeneral SubTreesLi st Type" />

<xs: conpl exType nanme="Cener al SubTreesLi st Type" >
<XS: sequence>
<xs: el ement ref="Ceneral SubTree" maxCccurs="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>

<xs: el ement nanme="General SubTree" type="Ceneral SubTreeType"/>

<xs: conpl exType nanme="Cener al SubTreeType" >
<Xs: sequence>
<xs: el ement nane="Base" type="xs:base64Bi nary"/>
<xs: el ement name="M ni nunt' type="xs:integer" default="0"/>
<xs:el ement name="Maxi numl' type="xs:integer" m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>

The Base child element of General SubTreeType shall contain the the base-64 encoding of one DER-encoded instance
of type Gener al Nane type defined in IETF RFC 5280 [3].
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4.22.4 PolicyConstraintsType type

42241 Semantics

I nstances of thistype shall constrain path processing in two ways. They can be used to prohibit policy mapping, or to
require that each certificate in a path contain an acceptable policy identifier.

Instances of thistype shall contain at least one of the following two components:

1)  One component for restricting policy mapping. It shall have an integer value, which shall indicate the number
of additional certificates that may appear in the path (including the trustpoint's self-certificate) before policy
mapping is no longer permitted.

EXAMPLE: A value of one indicates that policy mapping may be processed in certificates issued by the subject
of this certificate, but not in additional certificates in the path.

2)  Onecomponent for requiring the presence of an acceptable policy identifier within a set of certificates. It shall
have an integer value, which shall indicate the number of additional certificates that may appear in the path
(including the trustpoint's self-certificate) before an explicit policy isrequired.

An acceptable policy identifier shall be either the identifier of a policy required by the user of the certification path or
theidentifier of apolicy that has been declared equivalent through policy mapping.

4.22.4.2 Syntax

ThePol i cyConstrani t sType type shal be asdefined in XML Schema file "19172xml Schema.xsd", whose
location is detailed in clause B.1, and is copied below for information.

<xs: conpl exType name="Pol i cyConstrai ntsType">
<xs:sequence>
<xs: el ement name="RequireExplicitPolicy" type="xs:integer" m nCccurs="0"/>
<xs: el ement name="I|nhi bi t ExplicitPolicy" type="xs:integer" m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>

4.22.5 CertificateTrustTreesType type

4.22.5.1 Semantics
Instances of thistype shall contain an instance of Tr ust Anchor sLi st Type as specified in clause 4.22.2.
Instances of this type may also contain the following components:

1) A component for specifying constraints on the certification path. Its value shall be an integer value greater than
or equal to zero. If greater than zero, it shall indicate the maximum number of CA certificates that may bein a
certification path following the trustpoint. A value of zero indicates that only the given trustpoint certificate
and an end-entity certificate may be used. Absence of this component indicates that there is no limit to the
allowed length of the certification path.

2) Theinitial set of acceptable certificate policies: a sequence of identifiers of certificate policies, each of which
are acceptable under the signature policy.

3) Oneinstanceof Pol i cyConst rai nt sType type as specified in clause 4.22.4.
4)  Oneinstance of NameConst r ai nt sType type as specified in clause 4.22.3.

5)  One component that shall indicate the certification path that shall be used. This may be given explicitly, or
implicitly, by means of an indication that the certification path provided in the signature shall be used. If this
component is present, and its content contradicts requirements in any of the previous components listed in the
bullets above, the requirementsin the present component shall have preference.
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4.22.5.2 Syntax

TheCertificateTrust TreesType typeshal be asdefined in XML Schemafile "19172xml Schema.xsd", whose
location is detailed in clause B.1, and is copied below for information.

<xs: conpl exType name="CertificateTrustTreesType">
<Xs: sequence>
<xs:element ref="CertificateTrustPoint" maxCccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>

<xs:el ement name="CertificateTrustPoint" type="CertificateTrustPointType"/>

<xs: conpl exType nanme="CertificateTrustPoi nt Type">

<Xs:sequence>
<xs: el ement ref="TrustAnchors"/>
<xs:el ement nanme="Pat hLenConstraint" type="xs:integer" m nCccurs="0"/>
<xs:el ement name="Accept abl ePol i cySet" type="Acceptabl ePoli ci esLi st Type" m nCccurs="0"/>
<xs: el ement name="NanmeConstraints" type="NanmeConstraintsType" m nCccurs="0"/>
<xs: el ement name="PolicyConstraints" type="PolicyConstraintsType" m nCccurs="0"/>
<xs:element ref="UseCertPath" m nCccurs="0"/>

</ xs: sequence>

</ xs: conpl exType>

<xs: conpl exType nanme="Accept abl ePol i ci esLi st Type" >
<Xs: sequence>
<xs: el ement nanme="Accept abl ePol i cy" type="xs:anyUR " nmaxCccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>
<xs: el ement nanme="UseCert Pat h">
<xs: conpl exType>
<xs: choi ce>
<xs: el ement name="Asl nSi gnature"/>
<Xs: sequence>
<xs: el ement nane="X509Certificate" type="xs:base64Bi nary"
maxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: choi ce>
</ xs: conpl exType>
</ xs: el emrent >

The Tr ust Poi nt child element of Certi fi cat eTr ust Poi nt Type and the X509Cer ti fi cat e child element of
UseCer t Pat h shall contain one DER-encoded X509 certificate conformant to IETF RFC 6960 [4].

The element Pol i cyConst r ai nt s, of type Pol i cyConst r ai nt sType, shall be as specified in clause 4.22.4.2.

4.23  Types for defining constraints on certificates' revocation
status

4.23.1 Introduction

The present clause defines two types:
1) Certificat eRevReqType which defines constraints on the certificate revocation checks procedures.

2) CertificateRevStat usType which defines constraints on the trust conditions required on the certificates
revocation data.

4.23.2 CertificateRevReqType type

4.23.2.1 Semantics

Instances of this type shall contain rules that specify requirements for the using certificate revocation status information
(for instance CRLS, OCSP responses) to check the validity of a certificate.
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The entity that validates the signature may take into account information in the certificate for deciding how best to
check the revocation status but if the information in the certificate contradicts the requirements expressed in the present
component, the requirements of the present document shall take precedence.

The rules specified in this component may apply to different types of certificates (e.g. the signing certificate, CA
certificates, OCSP responders certificates, CRLs issuers certificates, Time Stamping Units' certificates, etc.).

Instances of this type shall have the following components:
1) One component for specifying requirements on the revocation checking procedures for end entity certificates.
2)  One component for specifying requirements on the revocation checking procedures for CA certificates.

Each component shall indicate whether the revocation status of the certificate shall be verified or not, and, in case yes,
whether the check shall take place using OCSP, CRL, both of them, either of them, or using other means.

Revocation requirements shall be specified in terms of:
. clrcheck: Checks shall be made against current CRLs (or authority revocation lists);

. ocspcheck: The revocation status shall be checked using the Online Certificate Status Protocol as specified in
IETF RFC 6960 [4];

. bothcheck: Both OCSP and CRL checks shall be carried out;
° eithercheck: Either OCSP or CRL checks shall be carried out;
° nocheck: No check is mandated;

. Other: Other mechanism as defined by signature policy extension.

4.23.2.2 Syntax

TheCertificat eRevReqType type shal be asdefined in XML Schemafile "19172xml Schemaxsd”, whose
location is detailed in clause B.1, and is copied below for information.

<xs:el ement name="CertificateRevReq" type="CertificateRevReqType"/>

<xs: conpl exType name="Certificat eRevReqType">
<Xs: sequence>
<xs: el ement name="EndRevReq" type="Revocati onReqType"/>
<xs: el ement nanme="CACerts" type="Revocati onReqType"/>
</ xs: sequence>
</ xs: conpl exType>

<xs: si npl eType name="Revocati onReqType" >
<xs:restriction base="xs:string">
<xs:enuneration val ue="cl rcheck"/>
<xs:enuneration val ue="ocspcheck"/>
<xs:enuneration val ue="bot hcheck"/>
<xs:enuneration val ue="eithercheck"/>
<xs:enuneration val ue="nocheck"/>
<xs:enuneration val ue="other"/>
</xs:restriction>
</ xs: sinmpl eType>

4.23.3 CertificateRevTrustType type

4.23.3.1 Semantics

Instances of thistype shall contain rules that specify requirements for using certificate revocation status information (for
instance CRLs, OCSP responses) to check the validity of a certificate.

The entity that validates the signature may take into account information in the certificate for deciding how best to
check the revocation status but if the information in the certificate contradicts the requirements expressed in the present
component, the requirements of the present document shall take precedence.
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The rules specified in this component may apply to different types of certificates (e.g. the signing certificate, CA
certificates, OCSP responders' certificates, CRLs issuers certificates, Time Stamping Units' certificates, etc.).

Instances of thistype shall have an instance of type Cer ti f i cat eRevReqType as specified in clause 4.23.2.
Instances of this type may also have the following components:

1) A component defining a constraint for the freshness of the revocation status data that shall be used in the
validation. This component shall either:

- indicate the maximum accepted difference between the issuance date of the revocation status data of a
certificate and the time of validation; or

- require to accept only revocation status data issued a certain time after the best-signature time as
computed in ETSI TS 119 102-1 [i.1].

For the special case when an instance of this type defines rules for certificate revocation status of the signing certificate
used for validating the signature, it may also have the following component:

2) A component mandating that the signing certificate has been issued by a certification authority that keeps
revocation notices for revoked certificates even after they have expired, for a period exceeding a lower bound
indicated in this component.

4.23.3.2 Syntax

TheCertificat eRevTrust Type typeshall beasdefined in XML Schema file "19172xmlSchema.xsd", whose
location is detailed in clause B.1, and is copied below for information.

<xs: conpl exType name="CertificateRevTrust Type">
<Xs: sequence>
<xs:element ref="CertificateRevReq"/>
<xs: el ement name="Freshness" m nCccurs="0">
<xs: conpl exType>
<xs: choi ce>
<xs: el ement name="MaxDi fferenceRevocati onAndVal i dati on" type="xs:duration"/>
<xs:el ement name="Ti meAfterSignature" type="xs:duration"/>
</ xs: choi ce>
</ xs: conpl exType>
</ xs: el ement >
<xs:el ement nanme="Si gCert| ssuedByCAKeepsExpi r edRevokedCert sl nfo" type="xs:duration"
m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>

Thevalue of Ti meAf t er Si gnat ur e element shall be the time after the best-signature time as computed in ETS|
TS 119 102-1 [i.1].

Thevalue of the Si gCer t | ssuedBy CAKeepsExpi r edRevokedCert sl nf o child shall be atime indication.

If the Si gCert | ssuedByCAKeepsExpi r edRevokedCert sl nf o child is present then it is mandated that the
signing certificate has been issued by a certification authority that keeps revocation notices for revoked certificates even
after they have expired, for a period of time exceeding the value of this child element. If the

Si gCert | ssuedByCAKeepsExpi r edRevokedCert sl nf o child isabsent, this constraint is not mandated.

4,24  The Si gni ngCert Rul es element

4.24.1 Semantics

The Si gni ngCert Rul es element shall include a component defining the trust conditions for the signing certificate.

The Si gni ngCer t Rul es element may also contain a component specifying whether the signing certificate or all the
certificates in the certification path shall be included in the signature.
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4.24.2 Syntax

The Si gni ngCert Rul es element shall be as defined in XML Schemafile "19172xml Schema.xsd", whose location
isdetailed in clause B.1, and is copied below for information.

<xs: el ement name="Si gni ngCert Rul es" type="Si gni ngCert Rul esType"/>
<xs: conpl exType nanme="Si gni ngCert Rul esType" >
<XS:sequence>
<xs: el ement ref="Mandat edSi gni ngCert|nfo" m nCccurs="0"/>
<xs: el ement ref="Signi ngCert Trust Condi ti ons" />
</ xs: sequence>
</ xs: conpl exType>

The element Mandat edSi gni ngCer t | nf o shall be as specified in clause 4.24.3.2.

Theelement Si gni ngCert Tr ust Condi ti ons shall be as specified in clause 4.24.4.2.
4.24.3 The Mandat edSi gni ngCert | nf o element

4.24.3.1 Semantics

The Mandat edSi gni ngCer t | nf o element shall indicate whether the signature shall include only the signing
certificate, in which caseitsvalue shall be"” si gni ngCert Onl y", or the full signing certificate path, in which case
itsvalue shall be" ful | Pat h".

4.24.3.2 Syntax

The Mandat edSi gni ngCert | nf o element shall be as defined in XML Schema file "' 19172xml Schema.xsd", whose
location is detailed in clause B.1, and is copied below for information.

<xs: el ement nanme="Mandat edSi gni ngCert | nfo">
<xs:si npl eType>
<xs:restriction base="xs:string">
<xs:enumneration val ue="si gni ngCertOnl y"/>
<xs:enuneration val ue="full Path"/>
</xs:restriction>
</ xs: si mpl eType>
</ xs: el emrent >

4.24.4 The Si gni ngCert Trust Condi ti ons element

4.24.4.1 Semantics
This element shall contain:
1) asubcomponent instance of Certi fi cat eTrust Tr eesType type as specified in clause 4.22.5; and

2) asubcomponent instance of Certi fi cat eRevReqType type as specified in clause 4.23.3.

4.24.4.2 Syntax

The Si gni ngCert Trust Condi ti ons element shall be as defined in XML Schema file " 19172xml Schema.xsd",
whose location is detailed in clause B.1, and is copied below for information.

<xs: el ement nanme="Si gni ngCert Trust Condi ti ons" type="Si gni ngCert Trust Condi ti onsType"/>
<xs: conpl exType nanme="Si gni ngCert Trust Condi ti onsType" >
<Xs: sequence>
<xs: el ement name="Si gner Trust Trees" type="CertificateTrustTreesType"/>
<xs: el ement name="Si gnerRevTrust" type="CertificateRevTrustType"/>
</ xs: sequence>
</ xs: conpl exType>

The element Si gner Trust Trees, of typeCerti fi cat eTrust Tr eesType, shall be as specified in
clause 4.22.5.2.
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The element Si gner RevTr ust , of typeCerti fi cat eRevTr ust Type, shall be as specified in clause 4.23.3.2.

4.25 The Ti neEvi dencesRul es element

4.25.1 Semantics

This element shall include a sequence of tuples. Each tuple:
1)  Shall have acomponent that identifies one or more specific time evidences.

2)  Shall have a component indicating the Level of Assurance, as specified in ETSI TS 119 172-1[i.2], on the
time evidences identified in the first component of the tuple.

3) May aso have acomponent identifying trust conditions for the certificate path processing used for
authenticating the time-stamping authority(ies) that generate the time evidences, and constraints on its name.
This component may contain:

a) Oneindication of the maximum elapsed time period permitted between atime instant tO and the
signature time-stamp token generation. In signature creation t0 shall be the signature creation instant. In
signature validation t0 shall be the claimed signing time, if present within the signature. As above this
sub-component indicates a delta time with capability for indicating deltas for days, hours, minutes, and
seconds.

b) Oneinstanceof Certifi cateTrust TreesType type as specified in clause 4.22.5.
¢) Orneinstanceof CertificateRevTrust Type type as specified in clause 4.23.3.

d) Oneinstance of NameConst r ai nt sType type as specified in clause 4.22.3.

4.25.2 Syntax

TheTi neEvi dencesRul es element shall be as defined in XML Schema file "19172xml Schema.xsd", whose
location is detailed in clause B.1, and is copied below for information.

<xs: el ement nanme="Ti meEvi dencesRul es" type="Ti meEvi dencesRul esType"/>

<xs: conpl exType name="Ti meEvi dencesRul esType" >
<Xs:sequence>
<xs: el ement ref="Rul esFor Set O Evi dences" maxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: conmpl exType>

<xs: el ement name="Rul esFor Set O Evi dences" type="Rul esFor Set O Evi dencesType"/ >

<xs: conpl exType nanme="Rul esFor Set Of Evi dencesType" >
<XS:sequence>
<xs: el ement name="Evi dencel dentifiers">
<xs: conpl exType>
<Xs: sequence>
<xs:element name="ldentifier" type="xs:anyUR " naxCccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>
</ xs: el enent >
<xs:el ement nane="Level OF Assurance" type="xs:anyURl "/>
<xs: el ement ref="Ti meStanpTrust Condition" m nCccurs="0"/>
</ xs: sequence>
</ xs: conpl exType>

<xs: el ement nanme="Ti meSt anpTrust Condi ti on" type="Ti neStanpTrust ConditionType"/>

<xs: conpl exType nanme="Ti meSt anpTrust Condi ti onType" >

<Xs: sequence>

<xs:element name="TstCertificateTrustTrees" type="CertificateTrustTreesType"
m nCccurs="0"/>

<xs: el ement nanme="Tst Revocati onTrust" type="CertificateRevTrust Type" m nCccurs="0"/>
<xs: el ement nanme="Tst NanmeConstrai nts" type="NanmeConstrai ntsType" m nCccurs="0"/>
<xs: el ement nanme="Si gnat ur eTi neSt anpDel ay" type="DeltaTi meType" m nCccurs="0"/>

</ xs: sequence>
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</ xs: conpl exType>

<xs: conpl exType name="Del t aTi mreType" >
<Xs:sequence>
<xs: el ement name="Del t aSeconds" type="xs:integer"/>
<xs:el ement name="Del taM nutes" type="xs:integer"/>
<xs: el ement name="Del t aHours" type="xs:integer"/>
<xs: el ement name="Del t aDays" type="xs:integer"/>
</ xs: sequence>
</ xs: conpl exType>

Theelement Tst Revocat i onTrust,of typeCerti fi cat eRevTrust Type, shall be as specified in
clause 4.23.3.2.

The element Tst NaneConst r ai nt s, of type NameConst r ai nt sType, shall be as specified in clause 4.22.3.2.

4,26 The Signer Attri but esConstrai nts element

4.26.1 Semantics

This component defines constrains on the signer attributes signed qualifying property, if the signature incorporate such
property.

If this component is not present, then any signer attribute enclosed within an attribute certificate or within asigned
assertion shall be considered valid under the validation policy.

This component shall be a choice between:
1) anindication that signatures according to the policy shall not include signer attributes; and
2) alist of components defining constraints for signer attributes.

If the first component is present, signatures conformant to the signature policy shall not incorporate any signer
attributes.

Each component in the aforementioned list:

1) Shall identify the level of assurance of the signer attribute, namely: claimed, certified, a signed assertion, or
any of them.

2) May include, in the case the signer attribute is certified or a signed assertion, an instance of
CertificateTrust TreesType type as specified in clause 4.22.5.

3) May include, in the case the signer attribute is certified or a signed assertion, an instance of
CertificateRevTrust Type type as specified in clause 4.23.2.

4)  May include one or more components identifying one signer attribute and providing more specific constraints
for it. More specifically each component:

- Shall include a component identifying the mandated signer attribute ("signer attribute identifier"
hereinafter).

- May include a component defining constraints on the value of the signer attribute. If the "signer attribute
identifier" component is not present, then this component shall not be present.

If thelist of components defining constraints for the signer attributesis present, then signatures compliant with the
signature policy shall incorporate the signer attributes identified in the "signer attribute identifier" components, and
every signer attribute in the signature shall meet the requirements specified by the components in the numbered bulleted
list above.

If this component does not have any "signer attribute identifier" component, then the requirements specified by the rest
of the components in the numbered bulleted list above shall apply to any signer attribute incorporated to the signature.
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4.26.2 Syntax

The Si gner Attri but esConstrai nts element shall be asdefined in XML Schemafile "19172xml Schemaxsd",
whose location is detailed in clause B.1, and is copied below for information.

<xs: el ement name="Si gner AttributesConstraints" type="Si gnerAttributesConstrai ntsType"/>

<xs: conpl exType name="Si gner Attri but esConstrai ntsType">
<xs: choi ce>
<xs: el ement name="NoSi gner Attri but esAl | owed"/ >
<xs: el ement nanme="Constrai nt sOnOneSet X Attri butes" type="AttributesSet ConstraintsType"
maxCccur s="unbounded"/ >
</ xs: choi ce>
</ xs: conpl exType>

<xs: conpl exType name="Attri but esSet Constrai ntsType">
<XS:sequence>
<xs: el ement name="HowCertAttribute" type="HowCertAttributeType"/>
<xs:el ement name="AttrCertTrust Trees" type="CertificateTrustTreesType" m nCccurs="0"/>
<xs:element name="AttributeRevocati onTrust" type="CertificateRevTrustType"
<xs: el ement name="AttributeConstraints" type="AttributeConstraintsType" m nCccurs="0"
maxQccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>

<xs:sinpl eType name="HowCert Attri but eType">
<xs:restriction base="xs:string">
<xs:enuneration value="C ai mnedAttribute"/>
<xs:enuneration value="CertifiedAttribute"/>
<xs:enuneration val ue="Si gnedAssertion"/>
<xs:enumeration val ue="Any"/>
</xs:restriction>
</ xs: si mpl eType>

<xs: conpl exType nanme="Attri but eConstrai ntsType">
<XS:sequence >
<xs: el ement name="Attributel dVustBePresent" type="xs:anyURl "/>
<xs: el ement name="AttributeVal ueConstraint" type="AnyType" m nCccurs="0"
maxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: conmpl exType>

If the signer attribute type isidentified by an OID, the value of the At t r i but el deMust BePr esent child element
shall be the OID value encoded as an URN as specified by the IETF RFC 3061 [2].

Theelement At t r Cert Trust Trees, of typeCer ti fi cat eTrust Tr eesType, shall be as specified in
clause 4.22.5.2.

Theelement At t ri but eRevocati onTrust, of typeCerti fi cat eRevTrust Type, shal be as specified in
clause 4.23.3.2.

4.27 The Qualifyi ngPropertiesRul es element

4.27.1 Semantics

This component shall include a sequence of tuple. Each tuple:
1) May include anidentifier of asignature level, as specified in clause 4.20.2.
2)  Shall include one component defining requirements for signed properties.
3)  Shall include one component defining requirements for unsigned properties.
The components defining requirements for signed and unsigned properties:

1) Shall provide means for individually and completely identifying the qualifying property affected by the
constraints, using an URI.
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2)  shal provide means for indicating a choice between several properties.

3) Shall provide means for indicating the level of the presence requirement, namely: "mandatory” or "optional”.
Shall provide means for applying the level of presence requirement to both individual properties and choices
among several properties.

Absence of the present component indicates that no requirements are imposed to qualifying properties, and signatures
compliant with this signature policy may have signed/unsigned qualifying properties or not, and if they have al of them
shall be considered valid against the policy.

EXAMPLE: ETSI TS 119 192 [i.4] defines strategies for building URIs identifying the signed and unsigned
qualifying properties.

4.27.2 Syntax

TheQual i fyi ngProperti esRul es element shall be as defined in XML Schemafile "19172xml Schema.xsd”,
whose location is detailed in clause B.1, and is copied below for information.

<xs: el ement nanme="Qual i fyi ngProperti esRul es" type="QualifyingProperti esRul esType"/>

<xs: conpl exType nanme="Qual i fyi ngProperti esRul esType">
<Xs:sequence>
<xs: el ement name="Level Rul es" type="Level QualifyingProperti esRul esType"
maxCccur s="unbounded"/ >
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType nanme="Level Qual i fyi ngProperti esRul esType">
<Xs: sequence>
<xs:el ement nane="Level Identifier" type="xs:anyURl" m nCccurs="0"/>
<xs: el ement name="Si gnedQual i fyi ngProperties" type="QualifyingPropertiesListType"
m nCccurs="0"/>
<xs: el ement nanme="Unsi gnedQual i fyi ngProperties" type="QualifyingPropertiesListType"
</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="Qual i fyi ngPropertiesLi st Type">
<xs:sequence maxCccurs="unbounded" >
<xs: choi ce>
<xs: el ement nane="Choi ce">
<xs: conpl exType>
<Xs: sequence>
<xs: el ement nanme="Propertyld" type="xs:anyURl " nmaxQccurs="unbounded"/>
</ xs: sequence>
<xs:attribute name="presencelLevel " type="PresencelLevel Type" use="required"/>
</ xs: conpl exType>
</ xs: el ement >
<xs:sequence>
<xs: el ement name="Propertyld" maxCccurs="unbounded">
<xs: conpl exType>
<xs: si npl eCont ent >
<xs: extensi on base="xs:anyURl ">
<xs:attribute name="presencelLevel " type="PresencelLevel Type"
use="requi red"/ >
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conpl exType>
</ xs: el ement >
</ xs: sequence>
</ xs: choi ce>
</ xs: sequence>
</ xs: conpl exType>

<xs:si nmpl eType name="PresencelLevel Type">
<xs:restriction base="xs:string">
<xs:enunerati on val ue="Mandatory"/>
<xs:enumreration val ue="Qptional "/ >
</xs:restriction>
</ xs: si mpl eType>
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4.28 The SCDLoARul es element

4.28.1 Semantics

This component shall indicate the Level of Assurance of the signature creation device where resides the private key
corresponding to the public key within the certificates validated during the certificate validation process.

4.28.2 Syntax

The SCDLoARul es element shall be as defined in XML Schema file "19172xml Schema.xsd", whose location is
detailed in clause B.1, and is copied below for information.

<xs: el ement name="SCDLoARul es" type="xs:anyURl"/>

The SCDDLoARuUles shall be an URI value indicating the Level of Assurance of the signature creation device.

4,29 The Crypt oSui t esRul es element

4.29.1 Semantics

This component shall contain a non-empty sequence of components specifying a gorithm constraints.
Each component:
1) Shall include an identifier of one agorithm.

2) May contain alist of usages where it shall be allowed to use the algorithm identified by the former component.
Absence of this component shall imply that it shall be allowed to use the algorithm identified by the former
component in al the possible usages. Below follow the list of possible usages:

- Algorithms used for generating the digital signature (Signer).
- Algorithms used for generating the signing certificate (SigningCert).
- Algorithms used for generating certificatesin certification paths.
- Algorithms used for generating revocation status data.
- Algorithms used for generating time-stamp tokens.
- Algorithms used for generating attribute certificates.
- Algorithms used for generating signed assertions.
3)  Shall contain an indication of the expiration date.
4)  May contain an indication of the minimum length of akey.
5) May contain an indication of the minimum length of a hash value.

6) May contain other data whose specification is out of the scope of the present document.

4.29.2 Syntax

The Cr ypt oSui t esRul es element shall be as defined in XML Schemafile "19172xml Schema.xsd", whose location
isdetailed in clause B.1, and is copied below for information.

<xs: el ement name="CryptoSui tesRul es" type="CryptoSuiteRul esType"/>
<xs: conpl exType nanme="Crypt oSuit eRul esType" >

<xs:sequence>
<xs: el ement name="Al gConstraints" type="Al gConstraintsType" maxCccurs="unbounded"/>
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</ xs: sequence>
</ xs: conpl exType>

<xs: conpl exType name="Al gConstrai nt sType">
<XS: sequence>
<xs:el ement name="Al gl d" type="xs:anyURl "/>
<xs: el ement name="Usages" type="UsagesType" m nCccurs="0"/>
<xs: el ement name="Expirati onDate" type="xs:dateTinme" />
<xs: el ement nanme="M nKeyLengt h" type="xs:integer" m nCccurs="0"/>
<xs:el ement name="M nHashLengt h" type="xs:integer" m nCccurs="0"/>
<xs: el ement name="CQ her" type="AnyType" m nCccurs="0" maxCccurs="unbounded"/>
</ xs: sequence>
</ xs: conpl exType>

<xs: si npl eType name="UsagesType">
<xs:list itenflype="UsageType"/>
</ xs: si mpl eType>

<xs: si npl eType nane="UsageType" >
<xs:restriction base="xs:anyURl ">
<xs:enumeration value="http://uri.etsi.org/19172/v1. 1.1/ Usage#Si gnat ure" >
<xs:annotation>
<xs:docunentati on>Constraints for algorithns used for generating the digita
si gnat ur e</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: enunerati on>
<xs:enuneration value="http://uri.etsi.org/19172/v1. 1. 1/ Usage/ #Si gni ngCert" >
<xs:annot ati on>
<xs:docunent ati on>Constraints for algorithms used for generating the signing
certificate</xs:docunmentation>
</ xs: annot ati on>
</ xs: enurer ati on>
<xs:enuneration value="http://uri.etsi.org/19172/v1. 1. 1/ Usage#Pat hCert" >
<xs:annot ati on>
<xs:docunent ati on>Constraints for algorithms used for generating certificates in
certification paths</xs:docunmentation>
</ xs:annot ati on>
</ xs: enurer ati on>
<xs:enuneration value="http://uri.etsi.org/19172/v1. 1.1/ Usage#RevSt at Dat a" >
<xs:annot ati on>
<xs:docunent ati on>Constraints for algorithms used for generating revocation
status dat a</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: enumnerati on>
<xs:enuneration value="http://uri.etsi.org/19172/v1. 1.1/ Usage#Tst k">
<xs:annot ati on>
<xs:docunentati on>Constraints for algorithms used for generating time-stanp
t okens</ xs: docunent ati on>
</ xs:annot ati on>
</ xs: enunerati on>
<xs:enuneration value="http://uri.etsi.org/19172/v1. 1.1/ Usage#AaCert">
<xs:annot ati on>
<xs:docunentati on>Constraints for algorithns used for generating attribute
certificates</xs:docunentation>
</ xs:annot ati on>
</ xs: enuner ati on>
<xs:enumeration value="http://uri.etsi.org/19172/v1. 1. 1/ Usage#Si gAss" >
<xSs:annotation>
<xs: docunentati on>Constraints for algorithns used for generating signed
assertions</xs: docunent ati on>
</ xs:annot ati on>
</ xs: enunerati on>
</xs:restriction>
</ xs: si nmpl eType>

ETSI



38

ETSITS 119 172-2 V1.1.1 (2019-12)

Annex A (normative):
URIs for identifying signature formats

A.1  URIs to signature formats mapping

Table A.1 liststhe URIs used for identifying the digital signature formats.

Table A.1: Namespaces for identifying digital signature formats

URI Format identified
http://uri.etsi.org/ades/fornmat/cades CAdES
http://uri.etsi.org/ades/fornmat/pades PAJES
http://uri.etsi.org/ades/fornmat/xades XAJES
http://uri.etsi.org/ades/format/asic ASi C
http://uri.etsi.org/ades/fornmat/any Any for nat
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Annex B (normative):
XML Schema file

B.1 XML Schema file location for namespace
http://uri.etsi.org/19172/v1.1.1#

Thefile at https://forge.etsi.org/rep/esi/x19 17202 XML _sign-policiesraw/v1.1.1/19172xml Schema.xsd contains the
definitions of qualifying properties defined within the namespace whose URI value is http://uri.etsi.org/19172/v1.1.1#.
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