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Intellectual Property Rights

IPRs essential or potentialy essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, ispublicly available for ETSI membersand non-members, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Policy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Electronic Signatures and
Infrastructures (ESI).

The present document is part 3 of a multi-part deliverable covering XAdES digital signatures - Testing Conformance
and Interoperability. Full details of the entire series can be found in part 1 [i.1].

Modal verbs terminology

In the present document "shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

ETSI
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1 Scope

The present document defines a number of test suites to assess the interoperability between implementations claiming
conformance to extended X AdES signatures as specified in ETSI EN 319 132-2 [2].

The present document defines test suites for each level defined in ETSI EN 319 132-2 [2].
Test suites also cover augmentation of extended X AdES signatures and negative test cases.

These test suites are agnostic of the PKI infrastructure. Any PKI infrastructure can be used including the one based on
EU Member States Trusted Lists.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI EN 319 132-1: "Electronic Signatures and Infrastructures (ESI); XAdES digital signatures,
Part 1: Building blocks and XAdES baseline signatures'.

[2] ETSI EN 319 132-2: "Electronic Signatures and Infrastructures (ESI); XAdES digital signatures;
Part 2: extended XAdES signatures’.

[3] ETSI TS 119 134-2: "Electronic Signatures and Infrastructures (ESI); XAdES digital signature -
Testing Conformance and Interoperability; Part 2: Test suites for testing I nteroperability of
XAdES baseline signatures’.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI TR 119 134-1: "Electronic Signatures and Infrastructures (ESI); XAdES digital signatures -
Testing Conformance and Interoperability; Part 1. Introduction”.

[i.2] ETSI TR 119 001: "Electronic Signatures and Infrastructures (ESI); The framework for
standardization of signatures; Definitions and abbreviations'.

[1.3] ETSI TR 119 000: "Electronic Signatures and Infrastructures (ESI); The framework for
standardization of signatures: overview".

ETSI
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[i.4] ETSI EN 319 102-1: "Electronic Signatures and Infrastructures (ESI); Procedures for Creation and
Validation of AJES Digital Signatures; Part 1: Creation and Validation".

3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions given in ETSI TR 119 001 [i.2] and the following
apply:

negative test case: test case either for a signature that is not an extended X AdES signature, or for a signature whose
validation according to ETSI EN 319 102-1 [i.4] would not result in TOTAL_PASSED

3.2 Abbreviations

For the purposes of the present document, the abbreviations givenin ETSI TR 119 001 [i.2] and the following apply:

CA Certification Authority
CRL Certificate Revocation List
OCsP Online Certificate Status Provider
TSA Time-Stamping Authority

4 Overview

This clause describes the overall approach used throughout the present document to specify test suites for extended
XAdES signatures as specified in ETSI EN 319 132-2 [2].

ETSI EN 319 132-2 [2] defines eight different levels of extended X AdES signatures.

The test suites are defined with different layers reflecting the levels of X AJES signatures specified in ETS
EN 319 132-2 [2]. Below follows an overview.

The test suites for testing interoperability of extended XAdES signatures include:

e XAdES-E-BESsignaturestest cases,

XAdJES-E-EPES signatures test cases;

XAdJES-E-T signatures test cases,

XAdES-E-C test cases;

XAdES-E-X test cases,

XAdES-E-X Long test cases; and
o XAdES-E-A signatures.
The test suites including negative test cases for extended X AdES signatures include:
o Negative test cases for XAJES-E-BES signatures,
o Negative test cases for XAJES-E-EPES signatures;
o Negative test cases for XAJES-E-T signatures; and

o Negative test cases for XAJES-E-A signatures.

ETSI
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The test suites for testing augmentation of extended XAdES signatures include;
e Augmentation to XAdES-E-C signatures;
e Augmentation to XAdES-E-X signatures,
e Augmentation to XAdES-E-XL signatures; and

e Augmentation to XAdES-E-A signatures.

Certain XAdES extended signatures are also XAdES baseline signatures. In consequence, the present document defines
test suites for testing interoperability of extended X AdES signatures that include certain test cases already defined in

ETSI TS119134-2[3].

Table 1 shows the prefixes used throughout the present document to refer to specific elementsin the XAdES signature
associated to the URIs of the corresponding namespaces.

Table 1: Prefixes used

XML Namespace URI Prefix
http://www.w3.0rg/2000/09/xmldsig# ds
http://uri.etsi.org/01903/v1.3.2# xades
http://uri.etsi.org/01903/v1.4.1# xadesv141
5 Test suites for testing interoperability of extended

XAdES signatures

5.1 Introduction

Clause 5 presents a test suite for testing interoperability of extended X AdES signatures as specified inin ETSI
EN 319 132-2[2].

5.2 Testing interoperability of XAdES-E-BES signatures

This clause presents a test suite for testing interoperability of XAdES-E-BES signatures as specified inin ETS|
EN 319 132-2 [2].

The test suite for testing interoperability X AJES-E-BES signatures as specified in ETS|I EN 319 132-2 [2] shall include
the test cases defined in ETSI TS 119 134-2 [3], clause 5, Table 2 and the test cases defined in Table 2.

ETSI
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Table 2: Test cases for XAdES-E-BES not covered in ETSI TS 119 134-2 [3] clause 5

TC ID Description Pass criteria Signature qualifying properties
XAdES/EBES/1 | XAdES-E-BES signature signing one data object (a text file) and the Positive validation. No xades: Qual i fyi ngProperties
ds: Keyl nf o element, which includes the signing certificate of the ds:Keylnfo with signing certificate of
signature. the signature
The signature does not incorporate the xades: Qual i fyi ngProperties ds:Keylnfo is also signed by the
container. signature
NOTE:  This test case allows testing how applications process XAdES-E-
BES signatures that do not incorporate the
xades: Si gni ngCertificateV2.
XAdJES/EBES/2 | XAdES-E-BES signature signing one data object (a text file) and the Positive validation. xades: Si gni ngCertificateV2
xades: Si gnedPr operti es element.
Incorporates the xades: Si gni ngCerti fi cat eV2 qualifying property.
XAdJES/EBES/3 | XAdES-E-BES signature signing two data objects, the Positive validation ds: Keylnfo with signing certificate of

xades: Si gnedPr operti es container, and the ds: Keyl nf o element,
which includes the signing certificate of the signature.

The signature does not incorporate the xades: Si gni ngCertifi cateV2
qualifying property.

Incorporates the xades: Si gni ngTi nme qualifying property.

Incorporates one xades: Dat aObj ect For mat for one of the signed data
objects.

Incorporates one xades: Commi t nent Typel ndi cat i on qualifying
property expressing a commitment for one of the signed data objects.
Incorporates one xades: Si gnat ur ePr oduct i onPl aceV2 qualifying
property.

Incorporates one X509 Attribute certificate and one signed assertion within
the xades: Si gner Rol eV2 qualifying property.

Incorporates the xades: Si gnat ur ePr oduct i onPl aceV2 qualifying
property.

Incorporates one xades: Count er Si gnat ur e qualifying property.
Incorporates one xades: | ndi vi dual Dat aTi meSt anp encapsulating a
time-stamp token that time-stamps one of the signed data objects as
specified in ETSI EN 319 132-1 [1] generated by a TSA that is within the
same hierarchy as the signing certificate of the signature.

the signature

ds: Keylnfo is al so signed by the

si gnature

xades: Si gni ngTi ne

xades: Dat alnj ect For nat

xades: Commi t nent Typel ndi cation (with
one xades: Obj ect Ref erence el enent)
xades: Si gnat ur ePr oducti onPl aceV2
xades: Si gner Rol eV2 (with one

xades: Si gnedAssertion element and with
one

CertifiedRol e/ X509AttributeCertificate
xades: Count er Si gnat ur e

xades: | ndi vi dual Dat aCbj ect Ti meSt anp

ETSI
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5.3 Test-suite for testing interoperability of XAdES-E-EPES
signatures
This clause defines one test suite for testing interoperability of X AJES-E-EPES signatures.

The test suite for testing interoperability XAJES-E-EPES signatures as specified in ETSI EN 319 132-2 [2] shall
include the test cases defined in ETSI TS 119 134-2 [3], clause 5, Table 3 and the test cases defined in Table 3.

ETSI
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Table 3: Test cases for XAdES-E-EPES signatures not covered in ETSI TS 119 134-2 [3] clause 5

TC ID Description Pass criteria Signature qualifying properties
XAdJES/EEPES/1 |XAdES-E-EPES signature signing one data object (a text file), the Positive validation ds: Keylnfo with signing certificate of
ds: Keyl nf o element, which includes the signing certificate of the the signature
signature, and the xades: Si gnedProperti es container. ds: Keylnfo is al so signed by the
The signature does not incorporate the xades: Si gni ngCertifi cat evV2 si gnature
qualifying property. xades: Si gnaturePolicyldentifier (with
Incorporates one xades: Si gnat ur ePol i cyl denti fi er qualifying xades: Si gnat ur ePol i cyHash el enent and
property containing a xades: Si gnat ur ePol i cyHash element and the xades: SPURI and xades: User Noti ce
following qualifiers: xades: SPURI , and xades: User Not i ce. qualifiers)
XAdJES/EEPES/2 |XAdES-E-EPES signature signing one data object (a text file), the Positive validation ds: Keylnfo with signing certificate of
ds: Keyl nf o element, which includes the signing certificate of the the signature
signature, and the xades: Si gnedPr operti es container. ds: Keylnfo is al so signed by the
The signature does not incorporate the xades: Si gni ngCertifi cat evV2 si gnature
qualifying property. xades: Si gnaturePolicyldentifier (with
Incorporates one xades: Si gnat ur ePol i cyl denti fi er qualifying xades: Si gnat ur ePol i cyHash el ement and
property containing a xades: Si gnat ur ePol i cyHash element and the xades: SPURI and
following qualifiers: xades: SPURI , and xadesv141: SPDocSpeci fication
xadesv141: SPDocSpeci fi cati on. This last qualifier specifies how to qualifiers)
compute the digest value of the signature policy document.
NOTE: At the time the present document was produced no technical
specification within ETSI TR 119 000 [i.3] was available
specifying a syntax for defining a signature policy. The test case
is nevertheless incorporated in order it can be used when such
specification(s) are produced.
XAdJES/EEPES/3 |XAdES-E-EPES signature signing one data object (a text file), the Positive validation ds: Keylnfo with signing certificate of

ds: Keyl nf o element, which includes the signing certificate of the
signature, and the xades: Si gnedPr operti es container.

The signature does not incorporate the xades: Si gni ngCerti fi cateV2
qualifying property.

Incorporates one xades: Si gnat ur ePol i cyl denti fi er qualifying
property containing a xades: Si gnat ur ePol i cyHash element and the
following qualifiers: xades: SPURI , and xades: User Not i ce.
Incorporates one xadesv141: Si gnat ur ePol i cySt or e qualifying

property containing a xadesv141: Si gnat ur ePol i cyDocunent element.

the signature

ds: Keylnfo is al so signed by the

si gnature

xades: Si gnaturePolicyldentifier (with
xades: Si gnat ur ePol i cyHash el enent and
xades: SPURI and xades: User Noti ce
qualifiers)

xadesv141l: Si gnaturePolicyStore (with
xadesv141: Si gnat ur ePol i cyDocument

el ement)

ETSI
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54 Test-suite for testing interoperability of XAdES-E-T
signatures
This clause defines one test suite for testing interoperability of XAJES-E-T signatures.

The test suite for testing interoperability XAdES-E-T signatures as specified in ETSI EN 319 132-2 [2] shall include the
test casesdefined in ETSI TS 119 134-2 [3], clause 6 and the test cases defined in Table 4.

ETSI
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Table 4: Test cases for XAdES-E-T signatures that are not covered in ETSI TS 119 134-2 [3] clause 6

TCID Description Pass criteria Signature qualifying properties
XAdES/ET/1 XAdES signature as specified in test case XAdES/EBES/1 with the Positive validation ds: Keylnfo with signing certificate of
incorporation of a xades: Si gnat ur eTi neSt anp qualifying property the signature
encapsulating one time-stamp token generated by a TSA that is within the ds: Keylnfo is al so signed by the
same hierarchy as the signing certificate of the signature. si gnature
xades: Si gnat ur eTi meSt anp
(encapsul ati ng one tine-stanp token)
XAdES/ET/2 XAdES-E-T signature signing one data object (text file) and the Positive validation xades: Si gni ngCertificateV2
xades: | ndi vi dual Dat aObj ect sTi meSt anp container. xades: Si gnatureTi meStanp (Wi th two
It incorporates the xades: Si gni ngCertifi cat eV2 qualifying property. ti me-stanp tokens generated by TSAl
It incorporates a xades: Si gnat ur eTi meSt anp qualifying property and TSA2)
encapsulating TWO time-stamp tokens. One of them is generated by a
TSAL that is within the same hierarchy as the signing certificate of the
signature. The other is generated by a TSA2 that is not within the hierarchy
of the signing certificate of the signature.
XAdES/ET/3 XAdES signature as specified in test case XAdES/EBES/1 with the Positive validation ds: Keylnfo with signing certificate of
incorporations mentioned below. the signature
Incorporates one xades: | ndi vi dual Dat aObj ect sTi neSt anp ds:Keylnfo is also signed by the
encapsulating a time-stamp token that time-stamps one of the signed data si gnature
objects as specified in ETSI EN 319 132-1 [1]. xades: | ndi vi dual Dat aCbj ect sTi meSt anp
Incorporates a xades: Si gnat ur eTi neSt anp qualifying property xades: Si gnat ur eTi meSt anp
encapsulating one time-stamp token. . (encapsul ating one tine-stanp token)
The two time-stamps are generated by the same TSA that is within the
same hierarchy as the signing certificate of the signature.
XAdES/ET/4 XAdES signature as specified in test case XAdES/EBES/1 with the Positive validation ds: Keylnfo with signing certificate of

incorporations mentioned below.

Incorporates two xades: Si gnat ur eTi neSt anp qualifying properties,

each one encapsulating one time-stamp token generated by different TSAs.

These TSAs are within different trust hierarchies.

NOTE:  This will allow to define test cases for having different
xadesv141l: Ti meSt anpVal i dat i onDat a qualifying properties
associated to different xades: Si gnat ur eTi meSt anp qualifying
properties

the signature

ds: Keylnfo is al so signed by the

si gnature

xades: Si gnat ur eTi neSt anp

(encapsul ating one time-stanp token
generated by one TSAl)

xades: Si gnat ur eTi neSt anp

(encapsul ating one time-stanp token
generated by a TSA2 different fromthe
previous one, within a different trust
hi er ar chy)

ETSI
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TCID Description Pass criteria Signature qualifying properties
XAdES/ET/5 XAdES signature as specified in test case XAdES/EBES/3 with the Positive validation ds: Keylnfo with signing certificate of

incorporations mentioned below.

Incorporates one xades: Si gnhat ur eTi neSt anp qualifying propertiy
encapsulating one time-stamp token generated by a TSA that is within the
same hierarchy as the signing certificate of the signature.

the signature

ds: Keylnfo is al so signed by the

si gnature

xades: Si gni ngTi ne

xades: Dat alhj ect For nat

xades: Conmi t nent Typel ndication (with
one xades: Obj ect Ref erence el enent)
xades: Si gnat ur ePr oducti onPl aceV2
xades: Si gner Rol eV2 (wi th one

xades: Si gnedAssertion elenment and with
one

CertifiedRol e/ X509AttributeCertificate
xades: Count er Si gnat ur e

xades: | ndi vi dual Dat aCbj ect Ti meSt anp
xades: Si gnat ur eTi meSt anmp

(encapsul ati ng one tinme-stanp token)

ETSI
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5.5 Test-suite for testing interoperability of XAdES-E-C
signatures
This clause defines one test suite for testing interoperability of X AdES-E-C signatures.

The test suite for testing interoperability X AJES-E-C signatures as specified in ETSI EN 319 132-2 [2] shall include the
test cases defined in Table 5.

ETSI
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TCID Description Pass criteria Signature qualifying properties
XAdES/EC/1 XAdES-E-C signature signing one data object (a text file) and the Positive validation xades: Si gni ngCertificateV2
xades: Si gnedPr operties container. xades: Si gnat ur eTi meSt anp
It incorporates the xades: Si gni ngCerti fi cat eV2 qualifying property. xadesv141: Conpl et eCerti fi cat eRef sV2
It incorporates the xades: Si gnat ur eTi meSt anp qualifying property xades: Conpl et eRevocati onRefs (with
encapsulating one time-stamp token generated by a TSA that is within the references to CRLs)
same hierarchy as the signing certificate of the signature.
It incorporates the xadesv141: Conpl et eCerti fi cat eRef sV2 qualifying
property.
It incorporates the xades: Conpl et eRevocat i onRef s qualifying property,
containing references to CRLs.
XAdES/EC/2 XAdES-E-C signature signing one data object (a text file) and the Positive validation xades: Si gni ngCertificateV2
xades: Si gnedPr operties container. xades: Si gnat ur eTi meSt anp
It incorporates the xades: Si gni ngCer ti fi cat eV2 qualifying property. xadesv141: Conpl et eCerti fi cat eRef sV2
It incorporates the xades: Si gnat ur eTi meSt anp qualifying property xades: Conpl et eRevocat i onRefs (with
encapsulating one time-stamp token generated by a TSA that is within the references to OCSP responses)
same hierarchy as the signing certificate of the signature.
It incorporates the xadesv141: Conpl et eCerti fi cat eRef sV2 qualifying
property.
It incorporates the xades: Conpl et eRevocat i onRef s qualifying property,
containing references to OCSP responses.
XAdES/EC/3 XAdES-E-C signature signing one data object (a text file) and the Positive validation xades: Si gni ngCertificateV2

xades: Si gnedPr operti es container.

It incorporates one X509 Attribute certificate and one signed assertion within
the xades: Si gner Rol eV2 qualifying property.

It incorporates the xades: Si gni ngCerti fi cat eV2 qualifying property.

It incorporates the xades: Si gnat ur eTi meSt anp qualifying property
encapsulating one time-stamp token generated by a TSA that is within the
same hierarchy as the signing certificate of the signature.

It incorporates the xadesv141: Conpl et eCerti fi cat eRef sV2 qualifying
property.

It incorporates the xadesv141: AttributeCertificat eRefsV2
qualifying property.

It incorporates the xades: Conpl et eRevocat i onRef s qualifying property,
containing references to CRLs.

It incorporates the xades: Attri but eRevocati onRef s qualifying
property, containing references to CRLs.

xades: Si gner Rol eV2 wi th one
CertifiedRol e/ X509AttributeCertificate

xadesv14l: Conpl eteCertificat eRefsV2
xadesv141: AttributeCertificateRefsV2
xades: Conpl et eRevocati onRefs (with
references to CRLS)

xades: Attri but eRevocati onRefs (with
references to CRLS)

ETSI




16

ETSI TS 119 134-3 V1.1.1 (2016-06)

TCID Description Pass criteria Signature qualifying properties

XAdES/EC/4 XAdES-E-C signature signing one data object (a text file) and the Positive validation xades: Si gni ngCertificateV2
xades: Si gnedPr operti es container. xades: Si gner Rol eV2 wi th one
Incorporates one X509 Attribute certificate and one signed assertion within CertifiedRol e/ X509AttributeCertificate
the xades: Si gner Rol eV2 qualifying property. xadesv141: Conpl et eCerti fi cat eRef sV2
It incorporates the xades: Si gni ngCerti fi cat eV2 qualifying property. xadesv141l: AttributeCertificat eRefsV2
It incorporates the xades: Si gnat ur eTi meSt anp qualifying property xades: Conpl et eRevocat i onRefs (with
encapsulating one time-stamp token generated by a TSA that is within the references to OCSP responses)
same hierarchy as the signing certificate of the signature. xades: At tri but eRevocat i onRefs (with
It incorporates the xadesv141: Conpl et eCerti fi cat eRef sV2 qualifying references to OCSP responses)
property.
It incorporates the xadesv141: Attri buteCertifi cat eRefsV2
qualifying property.
It incorporates the xades: Conpl et eRevocat i onRef s qualifying property,
containing references to OCSP responses.
It incorporates the xades: Attri but eRevocat i onRef s qualifying
property, containing references to OCSP responses.

XAdES/EC/5 XAdES-E-C signature signing two data objects and the Positive validation xades: Si gni ngCertificateV2

xades: Si gnedPr operti es container.

Incorporates one xades: Dat aObj ect For mat qualifying properties on one
of the signed data objects.

Incorporates one xades: Commi t ment Typel ndi cat i on qualifying
property expressing a commitment for one of the signed data objects.
Incorporates one xades: Si gnat ur ePr oduct i onPl aceV2 qualifying
property.

Incorporates one X509 Attribute certificate within the

xades: Si gner Rol eV2 qualifying property.

Incorporates one xades: Count er Si gnat ur e qualifying property.
Incorporates one xades: | ndi vi dual Dat aObj ect sTi meSt anp
encapsulating a time-stamp token that time-stamps one of the signed data
objects as specified in ETSI EN 319 132-1 [1] generated by a TSAL1 that is
within the same hierarchy as the signing certificate of the signature.
Incorporates one xades: Si gnat ur eTi neSt anp qualifying propertiy
encapsulating one time-stamp token generated by TSAL.

It incorporates the xadesv141: Conpl et eCerti fi cat eRef sV2 qualifying
property.

It incorporates the xadesv141: AttributeCertificat eRefsV2
qualifying property.

It incorporates the xades: Conpl et eRevocat i onRef s qualifying property,
containing references to OCSP responses.

It incorporates the xades: Attri but eRevocat i onRef s qualifying
property, containing references to OCSP responses.

xades: Si gni ngTi e
xades: Dat albj ect For nat

xades: Conmi t nent Typel ndi cation (with
one xades: Cbj ect Ref erence el enent)

xades: Si gnat ur eProducti onPl aceV2
xades: Si gner Rol eV2 (with one
CertifiedRol e/ X509AttributeCertificate
xades: Count er Si gnat ur e

xades: | ndi vi dual Dat aCbj ect Ti meSt anp
(generated by a TSA1)

xades: Si gnat ur eTi meSt anp (generated by
a TSA1)

xadesv14l: Conpl eteCertificat eRefsV2
xadesv141: AttributeCertificateRefsV2
xades: Conpl et eRevocati onRefs (with

ref erences to OCSP responses)

xades: Attribut eRevocati onRefs (wth
references to OCSP responses)
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5.6 Test-suite for testing interoperability of XAdES-E-X
signatures
This clause defines one test suite for testing interoperability of XAdES-E-X signatures.

The test suite for testing interoperability XAdES-E-X signatures as specified in ETSI EN 319 132-2 [2] shall include
the test cases defined in Table 6.
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Table 6: Test cases for XAdES-E-X signatures

ETSI TS 119 134-3 V1.1.1 (2016-06)

TCID Description Pass criteria Signature qualifying properties
XAdES/EX/1 XAdES-E-C signature as specified in test case XAdES/EC/1 with the Positive validation xades: Si gni ngCertificateVv2
incorporations indicated below. xades: Si gnat ur eTi meSt anp
It incorporates the xadesv141: Ref sOnl yTi meSt anpV2 qualifying xadesv141: Conpl et eCertifi cat eRef sV2
property. xades: Conpl et eRevocati onRefs (with
references to CRLS)
xadesv14l: Ref sOnl yTi mneSt anpV2
XAdES/EX/2 XAdES-E-C signature as specified in test case XAdES/EC/2 with the Positive validation xades: Si gni ngCertificateV2
incorporations indicated below. xades: Si gnat ur eTi meSt anp
It incorporates the xadesv141: Si gAndRef sTi neSt anpV2 qualifying xadesv141: Conpl et eCertifi cat eRef sV2
property. xades: Conpl et eRevocat i onRefs (with
references to OCSP responses)
Si gAndRef sTi meSt anpV2
XAdES/EX/3 XAdES-E-C signature as specified in test case XAdES/EC/3 with the Positive validation xades: Si gni ngCertificateV2
incorporations indicated below. xades: Si gner Rol eV2 with one
It incorporates the xadesv141: Ref sOnl yTi meSt anpV2 qualifying CertifiedRol e/ X509Attri buteCertificate
property. xadesv141: Conpl eteCertificateRefsV2
xadesv141: AttributeCertificateRefsV2
xades: Conpl et eRevocati onRefs (with
references to CRLS)
xades: Attri but eRevocati onRefs (with
references to CRLS)
xadesv141: Ref sOnl yTi meSt anpV2
XAdES/EX/4 XAdES-E-C signature as specified in test case XAdES/EC/4 with the Positive validation xades: Si gni ngCertificateVv2

incorporations indicated below.
It incorporates the xadesv141: Si gAndRef sTi neSt anpV2 qualifying

property.

xades: Si gner Rol eV2 wi th one
CertifiedRol e/ X509AttributeCertificate
xadesv141l: Conpl et eCertifi cat eRef sV2
xadesv14l: AttributeCertificateRefsV2
xades: Conpl et eRevocati onRefs (with
references to OCSP responses)

xades: Attri but eRevocati onRefs (with
references to OCSP responses)
xadesv141: Si gAndRef sTi meSt anpV2
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TC ID

Description

Pass criteria

Signature qualifying properties

XAdES/EX/5

XAdES-E-C signature as specified in test case XAdES/EC/5 with the

incorporations indicated below.

It incorporates the xadesv141: Si gAndRef sTi meSt anpV2 qualifying

property.

Positive validation

xades: Si gni ngCertificateV2

xades: Si gni ngTi e

xades: Dat aQbj ect For nat

xades: Commi t nent Typel ndication (with
one xades: Obj ect Ref erence el enent)
xades: Si gnat ur ePr oducti onPl aceV2

xades: Si gner Rol eV2 (wi th one
CertifiedRol e/ X509AttributeCertificate

xades: Count er Si gnat ure

xades: | ndi vi dual Dat aCbj ect Ti meSt anp
(generated by a TSA1l)

xades: Si gnat ur eTi meSt anp (generated by
a TSAl)

xadesv141l: Conpl eteCertifi cat eRef sV2
xadesv14l: AttributeCertificateRefsV2
xades: Conpl et eRevocati onRefs (with
references to OCSP responses)

xades: Attri but eRevocati onRefs (with
ref erences to OCSP responses)
xadesv141l: Si gAndRef sTi neSt anpV2
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5.7 Test-suite for testing interoperability of XAdES-E-X-Long
signatures
This clause defines one test suite for testing interoperability of XAdES-E-X-Long signatures.

The test suite for testing interoperability of XAdES-E-X-Long signatures as specified in ETSI EN 319 132-2 [2] shall
include the test cases defined in ETSI TS 119 134-2 [3], clause 7 and the test cases defined in Table 7.
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Table 7: Test cases for XAdES-E-X-Long signatures not covered in ETSI TS 119 134-2 [3], clause 7

TC ID Description Pass criteria Signature qualifying properties
XAdES/EXLong/l  |XAdES-E-X-Long signature signing one data object (text file) and the Positive validation ds: Keylnfo with signing certificate of
ds: Keyl nf o element, which includes the signing certificate of the the signature
signature. ds: Keylnfo is al so signed by the
The signature does not incorporate the xades: Si gni ngCerti fi cat eV2 signature
qualifying property. xades: Si gnat ur eTi meSt anp (encapsul ati ng
Incorporates a xades: Si gnat ur eTi meSt anp qualifying property one time-stanp token)
encapsulating one time-stamp token generated by a TSA within the same xadesv141: Ti neSt anpVal i dat i onDat a
hierarchy as the signature signing certificate. xades: Certifi cateval ues
Incprpgrates axade_sv141: T|_ ma_St arrp\/_al i dati onDat a v_wt_h the xades: Revocat i onVal ues (with OCSP
validation data required for validating the time-stamp token within responses)
xades: Si gnat ur eTi meSt anp and that is not incorporated elsewhere in
the signature. The revocation data are CRLs.
Incorporates a xades: Certi fi cat eVal ues qualifying property.
Incorporates a xades: Revocat i onVal ues qualifying property containing
CRLs.
XAdES/EXLong/2  |XAdES-E-X-Long signature signing two data objects, the Positive validation ds: Keylnfo with signing certificate of

xades: Si gnedPr operti es container, and the ds: Keyl nf o element,
which includes the signing certificate of the signature.

The signature does not incorporate the xades: Si gni ngCerti fi cat eV2
qualifying property.

Incorporates one X509 Attribute certificate and one signed assertion within
the xades: Si gner Rol eV2 qualifying property.

Incorporates a xades: Si gnat ur eTi meSt anp qualifying property
encapsulating one time-stamp token generated by a TSA within the same
hierarchy as the signature signing certificate.

Incorporartes a xadesv141: Ti meSt anpVal i dat i onDat a with the
validation data required for validating the time-stamp token within

xades: Si gnat ur eTi meSt anp and that is not present elsewhere in the
signature. The revocation data are CRLs.

Incorporates a xades: Certi fi cat eVal ues qualifying property.
Incorporates a xades: Revocat i onVal ues qualifying property containing
CRLs

Incorporates a xades: Attr Aut hori ti esCert Val ues qualifying
property with certificates required for validating the X509 Attribute
certificate not incorporated elsewhere in the signature.

Incorporates a xades: Attri but eRevocat i onVal ues qualifying
property containing validation material (CRLSs) required for validating the
X509 Attribute certificate not incorporated elsewhere in the signature.

the signature

ds: Keylnfo is al so signed by the

si gnature

xades: Si gner Rol eV2 wi th one
CertifiedRol e/ X509AttributeCertificate
xades: Si gnat ur eTi meSt anp (encapsul ati ng
one time-stanp token)

xadesv14l: Ti neSt anpVal i dati onDat a
xades: Certi fi cat eval ues

xades: Revocati onVal ues (w th CRLs)
xades: AttrAut horitiesCertVal ues

xades: Attri but eRevocati onVal ues(with
CRLSs)
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TCID

Description

Pass criteria

Signature qualifying properties

XAdES/EXLong/3

XAdES-E-X-Long signature signing two data objects, the

xades: Si gnedPr operti es container, and the ds: Keyl nf o element,
which includes the signing certificate of the signature.

The signature does not incorporate the xades: Si gni ngCerti fi cat eV2
qualifying property.

Incorporates one xades: Si gni ngTi ne qualifying property.

Incorporates one xades: Dat aObj ect For mat qualifying property
associated to one of the signed data objects.

Incorporates one xades: | ndi vi dual Dat aObj ect sTi neSt anp
encapsulating a time-stamp token that time-stamps one of the signed data
objects as specified in ETSI EN 319 132-1 [1] within a different hierarchy
than the signature signing certificate.

Incorporates a xades: Si gnat ur eTi meSt anp qualifying property
encapsulating one time-stamp token generated by one TSA2 within a
different hierarchy than the signature signing certificate and the TSAL.
Incorporates a xadesv141: Ti neSt anpVal i dat i onDat a with the
validation data required for validating the time-stamp token within

xades: | ndi vi dual Dat aCbj ect sTi meSt anp and that is not
incorporated elsewhere in the signature. The revocation data are OCSP
responses.

Incorporates a xadesv141: Ti neSt anpVal i dat i onDat a with the
validation data required for validating the time-stamp token within

xades: Si gnat ur eTi meSt anp and that is not incorporated elsewhere in
the signature. The revocation data are OCSP responses.

Incorporates a xades: Certi fi cat eVal ues qualifying property.
Incorporates a xades: Revocat i onVal ues qualifying property containing
OCSP responses.

Positive validation

ds: Keylnfo with signing certificate of
the signature

ds: Keylnfo is al so signed by the

si gnature

xades: Si gni ngTi e

xades: Dat aQbj ect For nat

xades: | ndi vi dual Dat aObj ect sTi neSt anp
xadesv14l: Ti neSt anpVal i dati onDat a

xades: Si gnat ur eTi meSt anp (encapsul ati ng
one time-stanp token)

xadesv14l: Ti neSt anpVal i dati onDat a
xades: CertificateVal ues

xades: Revocat i onVal ues (w th OCSP
responses)
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5.8 Test-suite for testing interoperability of XAdES-E-X-L
signatures
This clause defines one test suite for testing interoperability of XAdES-E-X-L signatures.

The test suite for testing interoperability XAJES-E-X-L signatures as specified in ETSI EN 319 132-2 [2] shall include
the test cases defined in Table 8.
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Table 8: Test cases for XAdES-E-X-L signhatures
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TCID Description Pass criteria Signature qualifying properties
XAdES/EXL/1 XAdES-E-X signature as specified in test case XAdES/EX/1 with the Positive validation xades: Si gni ngCertificateVv2
incorporations indicated below. xades: Si gnat ur eTi meSt anp
It incorporates the xadesv141: Ti neSt anpVal i dat i onDat a with the xadesv141: Ti meSt anpVal i dat i onDat a
validation data required for validating the time-stamp token within xadesv141: Conpl et eCertif i cat eRef sV2
xades: Si gnat ur eTi meSt anp and that is not incorporated elsewhere in ) ] ) .
the signature xades: Conpl et eRevocati onRefs (with
) ) ) - e references to CRLS)
It incorporates the xades: Certi fi cat eVal ues qualifying property. ) .
It incorporates the xades: Revocat i onVal ues qualifying property. xadesv141: Ref sOnl yTi meSt anpV2
xades: Certi fi cat eval ues
xades: Revocat i onVal ues
XAdES/EXL/2 XAdES-E-X signature as specified in test case XAdES/EX/2 with the Positive validation xades: Si gni ngCertificateVv2
incorporations indicated below. xades: Si gnat ur eTi meSt anp
It incorporates the xadesv141: Ti neSt anpVal i dat i onDat a with the xadesv141: Ti meSt anpVal i dat i onDat a
validation data required for validating the time-stamp token within xadesv141: Conpl et eCerti fi cat eRef sV2
xades: Si gnat ur eTi meSt anp and that is not incorporated elsewhere in . : . ,
the signat xades: Conpl et eRevocati onRefs (with
€ signature. ) - e references to OCSP responses)
It incorporates the xades: Certi fi cat eVal ues qualifying property. e .
. : . o xadesv141l: Si gAndRef sTi neSt anpV2
It incorporates the xades: Revocat i onVal ues qualifying property. S
xades: CertificateVal ues
xades: Revocat i onVal ues
XAdES/EXL/3 XAdES-E-X signature as specified in test case XAdES/EX/3 with the Positive validation xades: Si gni ngCertificateV2

incorporations indicated below.

It incorporates the xadesv141: Ti neSt anpVal i dat i onDat a with the
validation data required for validating the time-stamp token within

xades: Si gnat ur eTi meSt anp and that is not incorporated elsewhere in
the signature.

It incorporates the xades: Certi fi cat eVal ues qualifying property.

It incorporates the xades: Revocat i onVal ues qualifying property.

It incorporates the xades: Attr Aut hori ti esCert Val ues qualifying
property.

It incorporates the xades: Attri but eRevocat i onVal ues qualifying

property.

xades: Si gnat ur eTi meSt anp
xadesv141l: Ti neSt anpVal i dati onDat a
xadesv141l: Conpl eteCertifi cat eRef sV2

xades: Conpl et eRevocati onRefs (with
references to CRLS)

xadesv141: Ref sOnl yTi meSt anpV2
xades: CertificateVal ues

xades: Revocat i onVal ues

xades: AttrAuthoritiesCert Val ues
xades: Attri but eRevocati onVal ues
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TCID Description Pass criteria Signature qualifying properties

XAdES/EXL/4 XAdES-E-X signature as specified in test case XAdES/EX/4 with the Positive validation e xades: SigningCertificateV2

incorporations indicated below. e xades: Si gnatureTi neSt anp

It incorporates the xadesv141: Ti neSt anpVal i dat i onDat a with the o xadesv141: Ti neSt anpVal i dati onDat a

validation data required for validating the time-stamp token within o xadesv141: Conpl et eCertifi cat eRef sV2

xades: Si gnat ur eTi meSt anp and that is not incorporated elsewhere in . : . ,

the signature e xades: Conpl et eRevocati onRefs (with

It incorporates the xades: Certi fi cat eVal ues qualifying property. . ;z;:;SZZi-SSit Omﬁf ;%Sﬁzgfzs) V2

It incorporates the xades: Revocat i onVal ues qualifying property. des: Ce t f.g t eval i

It incorporates the xades: Attr Aut hori ti esCert Val ues qualifying © xades.tertiti _Ca eval ues

property. e xades: Revocati onVal ues

It incorporates the xades: At t ri but eRevocat i onVval ues qualifying e xades: AttrAuthoritiesCertVal ues

property. e xades: AttributeRevocati onVal ues
XAdES/EXL/5 XAdES-E-X signature as specified in test case XAdES/EX/5with the Positive validation e xades: SigningCertificateV2

incorporations indicated below.

| It incorporates the xadesv141: Ti neSt anpVal i dat i onDat a with the
validation data required for validating the time-stamp token within

xades: | ndi vi dual Dat aCbj ect sTi meSt anp and that is not
incorporated elsewhere in the signature.

tincorporates the xadesv141: Ti neSt anpVal i dat i onDat a with the
validation data required for validating the time-stamp token within

xades: Si gnat ur eTi meSt anp and that is not incorporated elsewhere in
the signature.

It incorporates the xades: Certi fi cat eVal ues qualifying property.

It incorporates the xades: Revocat i onVal ues qualifying property.

It incorporates the xades: Attr Aut hori ti esCert Val ues qualifying
property.

It incorporates the xades: Attri but eRevocat i onVal ues qualifying

property.

xades: Si gni ngTi ne
xades: Dat aObj ect For mat

xades: Conmi t nent Typel ndication (with
one xades: Cbj ect Ref erence el enent)

xades: Si gnat ur eProducti onPl aceV2

xades: Si gner Rol eV2 (with one
CertifiedRol e/ X509AttributeCertificate

xades: Count er Si gnat ure

xades: | ndi vi dual Dat aCbj ect Ti neSt anp
(generated by a TSA1)

xadesv141l: Ti neSt anpVal i dati onDat a

xades: Si gnat ur eTi meSt anp (generated by
a TSA1)

xadesv14l: Ti neSt anpVal i dati onDat a
xadesv14l: Conpl eteCertificat eRefsV2
xadesv14l: AttributeCertificateRefsV2

xades: Conpl et eRevocati onRefs (with
ref erences to OCSP responses)

xades: Attribut eRevocati onRefs (wth
references to OCSP responses)

xadesv14l: Si gAndRef sTi neSt anpV2
xades: CertificateVal ues

xades: Revocat i onVal ues

xades: AttrAut horitiesCert Val ues
xades: Attri but eRevocati onVal ues
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5.9 Test-suite for testing interoperability of XAdES-E-A
signatures
This clause defines one test suite for testing interoperability of XAdES-E-A signatures.

The test suite for testing interoperability XAJES-E-A signatures as specified in ETSI EN 319 132-2 [2] shall include
the test cases defined in ETSI TS 119 134-2 [3], clause 8 and the test cases defined in Table 9.
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Table 9: Test cases for XAdES-E-A sighatures not covered in ETSI TS 119 134-2 [3], clause 8

TC ID Description Pass criteria Signature qualifying properties
XAdJES/EA/1 XAdES-E-X-Long signature as specified in test case XAdES/EXLong/1 with |Positive validation ds: Keylnfo with signing certificate of
the incorporations listed below. the signature
It incorporates the xadesv141: Ar chi veTi neSt anp qualifying property ds: Keylnfo is also signed by the
encapsulating a time-stamp token generated by the same TSA as the one signature
that generated the time-stamp token encapsulated within the xades: Si gnat ur eTi meSt anp (encapsul ati ng
xades: Si gnat ur eTi meSt anp qualifying property. one time-stanp token)
xadesv141l: Ti neSt anpVal i dati onDat a
xades: CertificateVal ues
xades: Revocati onVal ues (with OCSP
responses)
xadesv141l: Archi veTi neSt amp
XAdES/EA/2 XAdES-E-A signature as specified in test case XAdES/EA/1 with the Positive validation ds: Keylnfo with signing certificate of
incorporations listed below. the signature
Incorporartes a xadesv141: Ti neSt anpVal i dat i onDat a with the ds: Keylnfo is al so signed by the
validation data required for validating the time-stamp token within the first si gnature
xadesv141: Archi veTi neSt anp quallfylng property and that is not xades: Si gnat ur eTi neSt anp (encapsu| ati ng
incorporated elsewhere in the signature. The revocation data are CRLs one time-stanp token)
It incorporates the xadesv141: Ar chi veTi meSt anp qualifying property xadesv141: Ti meSt anpVal i dat i onDat a
encapsulating a time-stamp token generated by the same TSA as the one xades: CertificateVal ues
that gene_rated the tim_e-stamp token gn(_:apsulated within the xades: Revocati onval ues (with OCSP
xades: Si gnat ur eTi meSt anp qualifying property. r espohses)
xadesv141l: Archi veTi neSt amp
xadesv141l: Ti neSt anpVal i dati onDat a
xadesv14l: Archi veTi neSt anp
XAdES/EA/3 XAdES-E-X-L signature as specified in test case XAdES/EXL/1 with the Positive validation xades: Si gni ngCertificateV2

incorporations listed below.

It incorporates the xadesv141: Ar chi veTi meSt anp qualifying property
encapsulating a time-stamp token generated by the same TSA as the one
that generated the time-stamp token encapsulated within the

xades: Si gnat ur eTi neSt anp qualifying property.

xades: Si gnat ur eTi meSt anp

xadesv141l: Ti neSt anpVal i dati onDat a
xadesv14l: Conpl eteCertificat eRefsV2
xades: Conpl et eRevocati onRefs (with
references to CRLS)

xadesv14l: Ref sOnl yTi meSt anpV2
xades: CertificateVal ues

xades: Revocat i onVal ues

xadesv14l: Archi veTi neSt anp
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TC ID Description Pass criteria Signature qualifying properties
XAdES/EA/4 XAdES-E-X-L signature as specified in test case XAdES/EXL/2 with the Positive validation xades: Si gni ngCertificateV2
incorporations listed below. xades: Si gnat ur eTi neSt anp
It incorporates the xadesv141: Ar chi veTi neSt anp qualifying property xadesv141: Ti meSt anpVal i dat i onDat a
encapsulating a tim_e-stamp token generated by the same TSA as the one xadesv141: Conpl et eCerti fi cat eRef sV2
that gene_rated the tlm'e-stamp token gn(_:apsulated within the xades: Conpl et eRevocat i onRef s (wi th
xades: Si gnat ur eTi meSt anp qualifying property. r ef erénces to OCSP responses)
xadesv141l: Si gAndRef sTi neSt anpV2
xades: CertificateVal ues
xades: Revocat i onVal ues
xadesv14l: Archi veTi neSt anp
XAdES/EA/S XAdES-E-X-L signature as specified in test case XAJES/EXL/3 with the Positive validation xades: Si gni ngCertificateV2
incorporations listed below. xades: Si gnat ur eTi meSt anp
It incorporates the xadesv141: Ar chi veTi neSt anp qualifying property xadesv141: Ti meSt anpVal i dat i onDat a
encapsulating a timt_e-stamp token generated by the same TSA as the one xadesv141: Conpl et eCerti f i cat eRef sV2
that gene_rated the time-stamp token Qn(_:apsulated within the . | et eRevocat i onRef s (with
xades: Si gnat ur eTi meSt anp qualifying property. ?:ggf'e%rens) teo CRLs)
xadesv14l: Ref sOnl yTi meSt anpV2
xades: CertificateVal ues
xades: Revocat i onVal ues
xades: AttrAut horitiesCertVal ues
xades: Attri but eRevocati onVal ues
xadesv14l: Archi veTi neSt anp
XAdES/EA/6 XAdES-E-X-L signature as specified in test case XAJES/EXL/4 with the Positive validation xades: Si gni ngCertificateV2

incorporations listed below.

It incorporates the xadesv141: Ar chi veTi meSt anp qualifying property
encapsulating a time-stamp token generated by the same TSA as the one
that generated the time-stamp token encapsulated within the

xades: Si gnat ur eTi neSt anp qualifying property.

xades: Si gnat ur eTi meSt anp
xadesv141l: Ti neSt anpVal i dati onDat a
xadesv141l: Conpl eteCertificat eRef sV2

xades: Conpl et eRevocati onRefs (with
ref erences to OCSP responses)

xadesv141l: Si gAndRef sTi meSt anpVv2
xades: CertificateVal ues

xades: Revocat i onVal ues

xades: AttrAuthoritiesCert Val ues
xades: Attri but eRevocati onVal ues
xadesv14l: Archi veTi neSt anp
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TCID

Description

Pass criteria

Signature qualifying properties

XAJES/EA/7

XAdES-E-X-L signhature as specified in test case XAdES/EXL/5 with the
incorporations listed below.

It incorporates the xadesv141: Ar chi veTi neSt anp qualifying property
encapsulating a time-stamp token generated by the same TSA as the one
that generated the time-stamp token encapsulated within the

xades: Si gnat ur eTi meSt anp qualifying property.

Positive validation

xades: Si gni ngCertificateV2

xades: Si gni ngTi nme

xades: Dat aObj ect For nat

xades: Commi t nent Typel ndication (with
one xades: Obj ect Ref erence el enent)
xades: Si gnat ur ePr oducti onPl aceV2

xades: Si gner Rol eV2 (wi th one
CertifiedRol e/ X509Attri buteCertificate

xades: Count er Si gnat ure

xades: | ndi vi dual Dat aCbj ect Ti meSt anp
(generated by a TSA1l)

xadesv14l: Ti neSt anpVal i dati onDat a

xades: Si gnat ur eTi meSt anp (generated by
a TSAl)

xadesv14l: Ti neSt anpVal i dati onDat a
xadesv14l: Conpl eteCertifi cat eRef sV2
xadesv141: AttributeCertificateRefsV2

xades: Conpl et eRevocati onRefs (with
references to OCSP responses)

xades: Attri but eRevocati onRefs (with
ref erences to OCSP responses)

xadesv141l: Si gAndRef sTi neSt anmpV2
xades: CertificateVal ues

xades: Revocat i onVal ues

xades: AttrAut horitiesCert Val ues
xades: Attri but eRevocati onVal ues
xadesv141l: Archi veTi neSt anp
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TC ID Description Pass criteria Signature qualifying properties
XAdJES/EA/8 XAJES-E-A signature as specified in test case XAdES/EA/6 with the Positive validation e xades: SigningCertificateV2
incorporations listed below. e xades: SignatureTi meStanp (generated by
Incorporates a xadesv141: Ti neSt anpVal i dat i onDat a with the TSA1)
validation data required for validating the time-stamp token within the first e xadesv141: Ti neSt anpVal i dat i onDat a
xadesv141: Archi veTi neSt anp qualifying property and that is not e xadesv141: Conpl et eCertifi cat eRef sV2

incorporated elsewhere in the signature.

It incorporates a second xadesv141: Ar chi veTi meSt anp qualifying
property encapsulating a time-stamp token generated by a TSA2 that is not
within the hierarchy of the signing certificate of the signature.

e xades: Conpl et eRevocati onRefs (with
references to OCSP responses)

e xadesv141l: Si gAndRef sTi meSt anpV2

e xades: CertificateVal ues

e xades: Revocati onVal ues

e xades: AttrAuthoritiesCertVal ues

e xades: Attri but eRevocati onVal ues

e xadesv141: Archi veTi meSt anp (generated
by TSAl)

e xadesv141: Archi veTi mreSt anp (generated
by TSA2)
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TCID

Description

Pass criteria

Signature qualifying properties

XAJES/EA/9

XAdES-E-A signature as specified in test case XAdES/EA/7with the

incorporations listed below.

Incorporates a xadesv141: Ti neSt anpVal i dat i onDat a with the
validation data required for validating the time-stamp token within the first
xadesv141: Archi veTi neSt anp qualifying property and that is not

incorporated elsewhere in the signature.

It incorporates a second xadesv141: Ar chi veTi meSt anp qualifying
property encapsulating a time-stamp token generated by a TSA2 that is not

within the hierarchy of the signing certificate of the signature.

Positive validation

xades: Si gni ngCertificateV2
xades: Si gni ngTi e
xades: Dat aObj ect For nat

xades: Commi t nent Typel ndication (with
one xades: Obj ect Ref erence el enent)

xades: Si gnat ur ePr oducti onPl aceV2

xades: Si gner Rol eV2 (wi th one
CertifiedRol e/ X509Attri buteCertificate

xades: Count er Si gnat ure

xades: | ndi vi dual Dat aCbj ect Ti meSt anp
(generated by a TSA1l)

xadesv14l: Ti neSt anpVal i dati onDat a

xades: Si gnat ur eTi meSt anp (generated by
a TSAl)

xadesv14l: Ti neSt anpVal i dati onDat a
xadesv14l: Conpl eteCertifi cat eRef sV2
xadesv141: AttributeCertificateRefsV2

xades: Conpl et eRevocati onRefs (with
references to OCSP responses)

xades: Attri but eRevocati onRefs (with
ref erences to OCSP responses)

xadesv141l: Si gAndRef sTi neSt anmpV2
xades: CertificateVal ues

xades: Revocat i onVal ues

xades: AttrAut horitiesCertVal ues
xades: Attri but eRevocati onVal ues
xadesv141l: Archi veTi neStanp (generat ed
by a TSA1)

xadesv141l: Archi veTi neSt anp (gener at ed
by a TSA2)

ETSI




32 ETSITS 119 134-3 V1.1.1 (2016-06)

6 Test-suite for augmentation of extended XAdES
signatures
6.1 Introduction

This clause describes the so called augmentation tests cases. For running them a certain signer generates an extended
XAdES signature of a certain level. After that a verifier validates the signature and augments it to a higher level by
adding a number of unsigned qualifying properties. Finally, athird entity validates the augmented signature.

6.2 Augmentation to XAdES-E-C signatures

This clause defines a test suite for augmenting XAdES-E-BES and XAdES-E-T signatures to XAdES-E-C signatures.

The test suite isformed by the test cases defined in Table 10.
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Table 10: Test cases for augmentation to XAdES-E-C sighatures

TC ID Description Pass criteria Signature qualifying properties

XAdES/AUGC/1 Augments XAdES-E-BES signature specified in test case XAdES/EBES/2  |Positive validation xades: Si gni ngCertificateV2
with the incorporations listed below. xades: Si gnat ur eTi meSt anp (encapsul ati ng
It incorporates the xades: Si gnat ur eTi meSt anp qualifying property one time-stanp token)
encapsulating a time-stamp token generated by the same TSA as the one xadesv141: Conpl et eCerti fi cat eRef sV2
that generated the time-stamp token encapsulated within the xades: Conpl et eRevocati onRefs with OCSP
xades: Si gnat ur eTi meSt anp qualifying property. responses
It incorporates the xadesv141: Conpl et eCerti fi cat eRef sV2
qualifying property.
It incorporates the xadesv: Conpl et eRevocat i onRef s qualifying
property (with OCSP responses).

XAdES/AUGC/2 Augments XAdES-E-T signature specified in test case XAdES/ET/2 with Positive validation xades: Si gni ngCertificateV2

the incorporations listed below.

It incorporates the xadesv141: Conpl et eCerti fi cat eRef sV2
qualifying property.

It incorporates the xadesv: Conpl et eRevocat i onRef s qualifying
property (with OCSP responses).

xades: Si gnat ur eTi meSt anp (encapsul ati ng
one time-stanp token)

xadesv14l: Conpl eteCertificat eRefsV2
xades: Conpl et eRevocati onRefs with OCSP
responses
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6.3 Augmentation to XAdES-E-X signatures

This clause defines atest suite for augmenting XAJES-E-BES, XAdES-E-T, and XAdES-E-C signaturesto XAdES-E-
X signatures.

The test suite isformed by the test cases defined in Table 11.
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Table 11: Test cases for augmentation to XAdES-E-X signatures

TC ID Description Pass criteria Signature qualifying properties

XAJES/AUGX/1 Augments XAdES-E-BES signature specified in test case XAdES/EBES/2  |Positive validation xades: Si gni ngCertificateV2
with the incorporations listed below. xades: Si gnat ur eTi meSt anmp (encapsul ati ng
It incorporates the xades: Si gnat ur eTi meSt anp qualifying property one time-stanp token)
encapsulating a time-stamp token generated by the same TSA as the one xadesv141: Conpl et eCerti fi cat eRef sV2
that generated the time-stamp token encapsulated within the xades: Conpl et eRevocati onRefs with OCSP
xades: Si gnat ur eTi meSt anp qualifying property. responses
It incorporates the xadesv141: Conpl et eCertifi cat eRef sV2 xadesv141: Si gAndRef sTi neSt anpv2
qualifying property.
It incorporates the xades: Conpl et eRevocat i onRef s qualifying
property with OCSP responses.
It incorporates the xadesv141: Si gAndRef sTi meSt anpV2 qualifying
property.

XAJES/AUGX/2 Augments XAdES-E-T signature specified in test case XAdES/ET/2 with Positive validation xades: Si gni ngCertificateV2
the incorporations listed below. xades: Si gnat ur eTi meSt anp (encapsul ati ng
It incorporates the xadesv141: Conpl et eCerti fi cat eRef sV2 one time-stanp token)
qualifying property. xadesv141: Conpl et eCerti fi cat eRef sV2
It incorporates the xades: Conpl et eRevocat i onRef sV2 qualifying xades: Conpl et eRevocati onRefs with OCSP
property with OCSP responses. responses
It incorporates the xadesv141: Si gAndRef sTi neSt anpV2 qualifying xadesv141: Si gAndRef sTi nesSt anpv2
property.

XAJES/AUGX/3 Augments XAdES-E-C signature specified in test case XAdES/EC/2 with Positive validation xades: Si gni ngCertificateV2

the incorporations listed below.
It incorporates the xadesv141: Si gAndRef sTi meSt anpV2 qualifying

property.

xades: Si gnat ur eTi meSt anp (encapsul ati ng
one time-stanp token)

xadesv141l: Conpl et eCertifi cat eRef sV2
xades: Conpl et eRevocati onRef s with OCSP
responses

xadesv141: Si gAndRef sTi meSt anpV2
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6.4 Augmentation to XAdES-E-X-L signatures

This clause defines atest suite for augmenting XAdES-E-BES, XAdES-E-T, XAdES-E-C, and XAdES-E-X signatures
to XAdES-E-X-L.

The test suite isformed by the test cases defined in Table 12.

ETSI



37

ETSI TS 119 134-3 V1.1.1 (2016-06)

Table 12: Test cases for augmentation to XAdES-E-X-L sighatures

TC ID Description Pass criteria Signature qualifying properties
XAdJES/AUGXL/1 Augments XAdES-E-BES signature specified in test case XAJES/EBES/2  |Positive validation xades: Si gni ngCertificateV2
with the incorporations listed below. xades: Si gnat ur eTi neSt anp (encapsul ati ng
It incorporates the xades: Si gnat ur eTi meSt anp qualifying property one time-stanp token)
encapsulating a time-stamp token generated by the same TSA as the one xadesv141: Ti meSt anpVal i dat i onDat a
that generated the time-stamp token encapsulated within the xadesv141: Conpl et eCerti fi cat eRef sV2
xades: Si gnat ur eTi meSt anp qualifying property. xades: Conpl et eRevocat i onRefs wi th OCSP
Incorporates a xadesv141: Ti neSt anpVal i dat i onDat a with the r espohses
validation data required for validating the time-stamp token within the first xadesv141: Si gAndRef sTi meSt anpV2
xades: Si gnat ur eTi meSt anp qualifying property and that is not xades: Oeri i ficat eval ues
incorporated elsewhere in the signature. ) )
It incorporates the xadesv141: Conpl et eCerti fi cat eRef sV2 xades: Revocat i onval ues
qualifying property.
It incorporates the xades: Conpl et eRevocat i onRef s qualifying
property with OCSP responses.
It incorporates the xadesv141: Si gAndRef sTi meSt anpV2 qualifying
property.
It incorporates the xades: Certi fi cat eVal ues qualifying property.
It incorporates the xades: Revocat i onVal ues qualifying property with
OCSP responses.
XAdJES/AUGXL/2 Augments XAdES-E-T signature specified in test case XAdES/ET/2 with Positive validation xades: Si gni ngCertificateV2

the incorporations listed below.

Incorporates a xadesv141: Ti neSt anpVal i dat i onDat a with the
validation data required for validating the time-stamp token within the first
xades: Si gnat ur eTi meSt anp qualifying property and that is not
incorporated elsewhere in the signature.

It incorporates the xadesv141: Conpl et eCerti fi cat eRef sV2
qualifying property.

It incorporates the xadesv: Conpl et eRevocat i onRef s qualifying
property. It incorporates the xadesv: Conpl et eRevocat i onRef s
qualifying property with OCSP responses.

It incorporates the xadesv141: Si gAndRef sTi neSt anpV2 qualifying
property.

It incorporates the xades: Certi fi cat eVal ues qualifying property.

It incorporates the xades: Revocat i onVal ues qualifying property with
OCSP responses.

xades: Si gnat ur eTi meSt anp (encapsul ati ng
one time-stanp token)

xadesv141l: Ti neSt anpVal i dati onDat a
xadesv141l: Conpl eteCertifi cat eRef sV2
xades: Conpl et eRevocati onRefs with OCSP
responses

xadesv141l: Si gAndRef sTi neSt anpV2

xades: CertificateVal ues

xades: Revocat i onVal ues
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TC ID Description Pass criteria Signature qualifying properties
XAJES/AUGXL/3  |Augments XAdES-E-C signature specified in test case XAdES/EC/2 with Positive validation xades: Si gni ngCerti fi cat ev2
the incorporations listed below. xades: Si gnat ur eTi meSt anp (encapsul ati ng
It incorporates a xadesv141: Ti meSt anpVal i dat i onDat a with the one tine-stanp token)
valldatlpn_data reqwrgd for validating _th_e time-stamp token W|_th|n the first xadesv141: Ti neSt anpval i dat i onDat a
xades. Si gnat ur eTi neSt anp qualifying property and that is not xadesv141: Conpl et eCerti f i cat eRef sV2
incorporated elsewhere in the signature. ) . .
It incorporates the xadesv141: Si gAndRef sTi neSt anpV2 qualifying ?gggz'ngggpl eteRevocationRefs with OCSP
roperty. . .
ﬂin?:orgorates the xades: Certi fi cat eVal ues qualifying property. xadesv141: Si gAndRef sTi meSt anpVv2
It incorporates the xades: Revocat i onVal ues qualifying property with xades: Certificateval ues
OCSP responses. xades: Revocat i onVal ues
XAdJES/AUGXL/4 Augments XAdES-E-X signature specified in test case XAdES/EX/2 with Positive validation xades: Si gni ngCertificateV2

the incorporations listed below.

It incorporates a xadesv141: Ti meSt anpVal i dati onDat a with the
validation data required for validating the time-stamp token within the first
xades: Si gnat ur eTi meSt anp qualifying property and that is not
incorporated elsewhere in the signature.

It incorporates the xades: Certi fi cat eVal ues qualifying property.

It incorporates the xades: Revocat i onVal ues qualifying property with
OCSP responses.

xades: Si gnat ur eTi meSt anp (encapsul ati ng
one time-stanp token)

xadesv141: Ti meSt anpVal i dat i onDat a
xadesv141l: Conpl et eCertifi cat eRef sV2

xades: Conpl et eRevocati onRefs with OCSP
responses

xadesv141: Si gAndRef sTi meSt anpV2
xades: CertificateVal ues
xades: Revocat i onVal ues
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6.3 Augmentation to XAdES-E-A signatures

This clause defines atest suite for augmenting XAdES-E-BES, XAdES-E-T, XAdES-E-C, XAdES-E-X, and XAdES-
E-X-L signaturesto XAdES-E-A.

The test suite isformed by the test cases defined in Table 13.
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Table 13: Test cases for augmentation to XAdES-E-A signatures

TC ID Description Pass criteria Signature qualifying properties

XAdJES/AUGA/1 Augments XAdES-E-BES signature specified in test case XAJES/EBES/2  |Positive validation e Xxades: SigningCertificateV2
with the incorporations listed below. e xades: Si gnatureTi neStanp (encapsul ating
It incorporates the xades: Si gnat ur eTi meSt anp qualifying property one time-stanp token)
encapsulating a time-stamp token generated by the same TSA as the one e xadesv141: Ti meSt anpVal i dati onDat a
tha(; geng_rated the tir_pe-stgtmp token ?fr;(_:apsulated within the o xadesv141: Conpl eteCertifi cat eRef sV2
xades: Si gnat ur eTi meSt anp qualifying property. . . .
Incorporates a xadesv141: Ti neSt anpVal i dat i onDat a with the * ﬁggzhgﬁe)gpl eteRevocationRefs with OCSP
validation data required for validating the time-stamp token within the first « xadesv141: Si gAndRef sTi meSt anpV2
xades: Si gnat ur eTi meSt anp qualifying property and that is not xades: Oeri i ficat eval ues
in_corporated elsewhere in the signature. o e  xades: Revocati onval ues
It incorporates the xadesv141: Conpl et eCerti fi cat eRef sV2 i . .
qualifying property. e xadesv141l: ArchiveTi meSt anp
It incorporates the xades: Conpl et eRevocat i onRef s qualifying
property with OCSP responses.
It incorporates the xadesv141: Si gAndRef sTi meSt anpV2 qualifying
property.
It incorporates the xades: Certi fi cat eVal ues qualifying property.
It incorporates the xades: Revocat i onVal ues qualifying property with
OCSP responses.
It incorporates the xadesv141: Ar chi veTi neSt anp qualifying property.

XAdES/AUGA/2 Augments XAdES-E-T signature specified in test case XAdES/ET/2 with Positive validation e xades: SigningCertificateV2

the incorporations listed below.

Incorporates a xadesv141: Ti neSt anpVal i dat i onDat a with the
validation data required for validating the time-stamp token within the first
xades: Si gnat ur eTi meSt anp qualifying property and that is not
incorporated elsewhere in the signature.

It incorporates the xadesv141: Conpl et eCerti fi cat eRef sV2
qualifying property.

It incorporates the xadesv: Conpl et eRevocat i onRef s qualifying
property. It incorporates the xadesv: Conpl et eRevocat i onRef s
qualifying property with OCSP responses.

It incorporates the xadesv141: Si gAndRef sTi meSt anpV2 qualifying
property.

It incorporates the xades: Certi fi cat eVal ues qualifying property.

It incorporates the xades: Revocat i onVal ues qualifying property with
OCSP responses.

It incorporates the xadesv141: Ar chi veTi neSt anp qualifying property.

xades: Si gnat ur eTi meSt anp (encapsul ati ng
one time-stanp token)

xadesv14l: Ti neSt anpVal i dati onDat a
xadesv14l: Conpl eteCertificat eRefsV2

xades: Conpl et eRevocati onRefs with OCSP
responses

xadesv141l: Si gAndRef sTi neSt anpV2
xades: Certi fi cat eval ues

xades: Revocat i onVal ues
xadesv14l: Archi veTi neSt anp
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TC ID Description Pass criteria Signature qualifying properties
XAJES/AUGA/3 Augments XAJES-E-C signature specified in test case XAdES/EC/2 with Positive validation xades: Si gni ngCertificateV2
the incorporations listed below. xades: Si gnat ur eTi meSt anp (encapsul ati ng
It incorporates a xadesv141: Ti meSt anpVal i dat i onDat a with the one time-stanp token)
validation data required for validating the time-stamp token within the first xadesv141: Ti meSt anpVal i dati onDat a
xades: Si gnat ur eTi meSt anp qualifying property and that is not xadesv141: Conpl et eCerti f i cat eRef sV2
incorporated elsewhere in the signature. . ; :
It incorporates the xadesv141: Si gAndRef sTi neSt anpV2 qualifying ?gggzhgggpl eteRevocationRefs with OCSP
roperty. e i
ﬂin?:orgorates the xades: Certi fi cat eVal ues qualifying property. xadesy141. .SI gAndRef STI meSt anpV2
It incorporates the xades: Revocat i onVal ues qualifying property with xades: Certifi pat eval ues
OCSP responses. xades: Revocat i _onVa! ues
It incorporates the xadesv141: Ar chi veTi neSt anp qualifying property. xadesv141: Archi veTi meSt anp
XAdES/AUGA/4 Augments XAdJES-E-X signature specified in test case XAdES/EX/2 with Positive validation xades: Si gni ngCertificateV2
the incorporations listed below. xades: Si gnat ureTi meSt anp (encapsul ati ng
It Incorporates a xadesv141: Ti neSt anpVal i dat i onDat a with the one tine-stanp token)
validation data required for validating the time-stamp token within the first xadesv141: Ti meSt anpVal i dati onDat a
xades: Si gnat ur eTi meSt anp qualifying property and that is not xadesv141: Conpl et eCertifi cat eRef sV2
incorporated elsewhere in the signature. xades: Conpl et eRevocati onRefs with OCSP
It incorporates the xades: Certi fi cat eVal ues qualifying property. responses
It incorporates the xades: Revocat i onVal ues qualifying property with xadesv141: Si gAndRef sTi meSt anpV2
OCSP responses. . S
It incorporates the xadesv141: Ar chi veTi neSt anp qualifying property. xades: Certifi F:at eval ues
xades: Revocat i onVal ues
xadesv141: Archi veTi meSt anp
XAJES/AUGA/5 Augments XAdES-E-X-L signature specified in test case XAdES/EXL/2 with |Positive validation xades: Si gni ngCertificateV2

the incorporations listed below.
It incorporates the xadesv141: Ar chi veTi neSt anp qualifying property.

xades: Si gnat ur eTi meSt anp (encapsul ati ng
one time-stanp token)

xadesv141: Ti meSt anpVal i dat i onDat a
xadesv141l: Conpl et eCertifi cat eRef sV2

xades: Conpl et eRevocati onRefs with OCSP
responses

xadesv141: Si gAndRef sTi meSt anpV2
xades: CertificateVal ues

xades: Revocat i onVal ues
xadesv14l: Archi veTi neSt anp
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7 Test suites with negative test cases

7.1 Introduction
The present clause define a number of negative test cases for extended X AdES signatures.
The present clause distinguishes two different types of negative test cases:

1) Test casesleading to valid signatures that nevertheless, are not X AdES signatures.

2) Test casesleading to extended XAdES signatures whose validation according to ETS| EN 319 102-1 [i.4]
would not result in TOTAL_PASSED.

7.2 Test cases generating non XAdES signatures

The test case XAJES/NB/4 defined in ETSI TS 119 134-2 [3] clause 10.2 generates a XML signature that is not a
XAdES signature.

7.3 Test cases for XAdES-E-BES signatures

This clause defines atest suite of negative test cases for XAJES-E-BES signatures.

The test suite of negative test cases for XAJES-E-BES signatures as specified in ETSI EN 319 132-2 [2] shall include
the test cases defined in ETSI TS 119 134-2 [3], clausel0.3 (except test case XAJES/BBN/8, which isatest case for a
XAdJES-E-EPES signature) and the test cases defined in Table 14.
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Table 14: Negative test cases for XAdES-E-BES signatures not covered in ETSI TS 119 134-2 [3] clause 10.3

TCID Description Pass criteria Signature qualifying properties

XAdJES/EBESN/1 |[XAdES-E-BES signature signing one data object (a text file) and the Negative validation. No xades: Qual i fyi ngProperties
ds: Keyl nf o element, which includes the signing certificate of the ds: Keylnfo with signing certificate of
signature. the signature
The signature does not incorporate the xades: Qual i f yi ngProperti es ds:Keylnfo is al so signed by the
container. signature
The digest value of one of the ds: Ref er ence children of ds: Si gnedl nf o
is wrong.

XAdJES/EBESN/2 |XAdES-E-BES signature signing one data object (a text file) and the Negative validation. No xades: Qual i fyi ngProperties
ds: Keyl nf o element, which includes the signing certificate of the ds: Keylnfo with signing certificate of
signature. the signature
The signature does not incorporate the xades: Qual i f yi ngProperti es ds: Keylnfo is also signed by the
container. signature
The signing certificate of the signature is not trusted.

XAdES/EBESN/3 |XAdES-E-BES signature signing one data object (a text file) and the Negative validation. No xades: Qualifyi ngProperties
ds: Keyl nf o element, which includes the signing certificate of the ds: Keylnfo with signing certificate of
signature. the signature
The signature does not incorporate the xades: Qual i f yi ngProperti es ds: Keylnfo is al so signed by the
container. signature
The signing certificate of the signature is expired.

XAdES/EBESN/4 | XAdES-E-BES signature signing one data object (a text file) and the Negative validation. No xades: Qualifyi ngProperties
ds: Keyl nf o element, which includes the signing certificate of the ds: Keylnfo with signing certificate of
signature. the signature
The signature does not incorporate the xades: Qual i f yi ngProperties ds: Keylnfo is also signed by the
container. signature
The signing certificate of the signature is revoked.

XAdJES/EBESN/5 [XAdES-E-BES signature signing one data object (a text file) and the Negative validation. No xades: Qual i fyi ngProperties
ds: Keyl nf o element, which includes the signing certificate of the ds: Keylnfo with signing certificate of

signature.

The signature does not incorporate the xades: Qual i f yi ngProperti es
container.

The signing certificate of the signature is issued by a CA whose certificate is
revoked.

the signature

ds: Keylnfo is al so signed by the
si gnature
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7.4 Test cases generating non valid XAdES-E-EPES signatures

This clause defines atest suite of negative test cases for XAJES-E-EPES signatures.

The test suite of negative test cases for XAJES-E-EPES signatures as specified in ETSI EN 319 132-2 [2] shall include
the test case XAdES/BBN/8 defined in ETSI TS 119 134-2 [3], clause 10.3 and the test cases defined in Table 15.

Table 15: Test cases generating non valid XAdES-E-EPES not covered in ETSI TS 119 134-2 [3],

clause 10.3
TCID Description Pass criteria Signature qualifying properties
XAdES/EEPESN/1 XAdES-E-EPES Negative validation. e ds:Keylnfo with signing
signature signing one certificate of the
data object (a text file) signature
and the ds: Keyl nf o e ds:Keylnfo is also signed
element, which includes by the signature
the signing certificate of e xades: Si gni ngPol i cyl denti
the signature. fier
It incorporates a wi th wrong
xades: Si gnat ur ePol xades: Si gPol i cyHash
icyldentifier
qualifying property.
The digest value within
the
xades: Si gPol i cyHas
h element is wrong.

7.5 Test cases generating non valid XAdES-E-T signatures

This clause defines atest suite of negative test cases for XAJES-E-T signatures.

The test suite of negative test cases for XAJES-E-T signatures as specified in ETSI EN 319 132-2 [2] shall include the
test cases defined in ETSI TS 119 134-2 [ 3], clausel0.4 and the test cases defined in Table 16.
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Table 16: Test cases generating non valid XAdES-E-T signatures not covered in ETSI TS 119 134-2 [3], clause 10.4

TC ID Description Pass criteria Signature qualifying properties
XAdJES/ETN/1 XAdES-E-T signature signing one data object (a text file) and the Negative validation ds: Keylnfo with signing certificate of
ds: Keyl nf o element, which includes the signing certificate of the the signature
signature. ds: Keylnfo is al so signed by the
It does not contain the xades: Si gni ngCerti fi cat eV2 qualifying si gnature
property. di gest val ue of one ds:Reference is
The digest value of one of the ds: Ref er ence children of ds: Si gnedl nf o wr ong
is wrong.
XAdJES/ETN/2 XAdES-E-T signature signing one data object (a text file) and the Negative validation ds: Keylnfo with signing certificate of
ds: Keyl nf o element, which includes the signing certificate of the the signature
signature. ds: Keylnfo is al so signed by the
It does not contain the xades: Si gni ngCerti fi cat eV2 qualifying signature
property. value in one ds: SignatureValue is
The value within the ds: Si gnat ur eVal ue is wrong. wr ong
XAdJES/ETN/3 XAdES-E-T signature signing one data object (a text file) and the Negative validation ds: Keylnfo with signing certificate of
ds: Keyl nf o element, which includes the signing certificate of the the signature
signature. ds: Keylnfo is al so signed by the
It does not contain the xades: Si gni ngCerti fi cat eV2 qualifying signature
property. xades: Si gnat ur eTi neSt anp
The signing certificate of the signature was expired at the time indicated
within the time-stamp token encapsulated by
xades: Si gnat ur eTi neSt anp qualifying property.
XAdJES/ETN/4 XAdES-E-T signature signing one data object (a text file) and the Negative validation ds: Keylnfo with signing certificate of
ds: Keyl nf o element, which includes the signing certificate of the the signature
signature. ds: Keylnfo is al so signed by the
It does not contain the xades: Si gni ngCerti fi cat eV2 qualifying signature
property. xades: Si gnat ur eTi neSt anp
The signing certificate of the signature was revoked at the time indicated
within the time-stamp token encapsulated by
xades: Si gnat ur eTi neSt anp qualifying property.
XAdJES/ETN/5 XAdES-E-T signature signing one data object (a text file) and the Negative validation ds: Keylnfo with signing certificate of

ds: Keyl nf o element, which includes the signing certificate of the
signature.

It does not contain the xades: Si gni ngCerti fi cat eV2 qualifying
property.

The signing certificate of the signature is issued by a CA whose certificate
signature was revoked at the time indicated within the time-stamp token
encapsulated by xades: Si gnat ur eTi neSt anp qualifying property.

the signature

ds: Keylnfo is al so signed by the
si gnature

xades: Si gnat ur eTi neSt anp
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TC ID Description Pass criteria Signature qualifying properties
XAdJES/ETN/6 XAdES-E-T signature signing one data object (a text file) and the Negative validation ds: Keylnfo with signing certificate of
ds: Keyl nf o element, which includes the signing certificate of the the signature
signature. ds: Keylnfo is al so signed by the
It does not contain the xades: Si gni ngCerti fi cat eV2 qualifying si gnature
property. xades: Si gnat ur eTi meSt anp
The signing certificate of the time-stamp token encapsulated by
xades: Si gnat ur eTi meSt anp qualifying property is not trusted.
XAdJES/ETN/7 XAdES-E-T signature signing one data object (a text file) and the Negative validation ds: Keylnfo with signing certificate of
ds: Keyl nf o element, which includes the signing certificate of the the signature
signature. ds: Keylnfo is al so signed by the
It does not contain the xades: Si gni ngCerti fi cat eV2 qualifying si gnature
property. xades: Si gnat ur eTi meSt anp
The signing certificate of the time-stamp token encapsulated by
xades: Si gnat ur eTi neSt anp qualifying property was expired at the time
indicated within its time-stamp token .
XAdJES/ETN/8 XAdES-E-T signature signing one data object (a text file) and the Negative validation ds: Keylnfo with signing certificate of
ds: Keyl nf o element, which includes the signing certificate of the the signature
signature. ds: Keylnfo is al so signed by the
It does not contain the xades: Si gni ngCerti fi cat eV2 qualifying si gnature
property. xades: Si gnat ur eTi meSt anp
The signing certificate of the time-stamp token encapsulated by
xades: Si gnat ur eTi neSt anp qualifying property was revoked at the time
indicated within its time-stamp token .
XAdJES/ETN/9 XAdES-E-T signature signing one data object (a text file) and the Negative validation ds: Keylnfo with signing certificate of

ds: Keyl nf o element, which includes the signing certificate of the
signature.

It does not contain the xades: Si gni ngCerti fi cat eV2 qualifying
property.

The message imprint in the time-stamp token encapsulated by
xades: Si gnat ur eTi neSt anp qualifying property is wrong.

the signature

ds: Keylnfo is al so signed by the
si gnature

xades: Si gnat ur eTi neSt anp
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7.6 Test cases generating non valid XAdES-E-A signatures

This clause defines atest suite of negative test cases for XAJES-E-A signatures.

The test suite of negative test cases for XAJES-E-A signatures as specified in ETSI EN 319 132-2 [2] shall include the
test cases defined in ETSI TS 119 134-2 [ 3], clause 10.5 and the test cases defined in Table 17.
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Table 17: Test cases generating non valid XAdES-E-A signhatures not covered in ETSI TS 119 134-2 [3] clause 10.5

TC ID Description Pass criteria Signature qualifying properties
XAdES/BLTAN/1 |XAdES-E-A signature signing one data object (a text file), the ds: Keyl nf o  |Negative validation ds: Keylnfo with signing certificate of
element, which includes the signing certificate of the signature, and the the signature
xades: Si gnedPr operti es container. ds: Keylnfo is al so signed by the
It does not contain the xades: Si gni ngCerti fi cat eV2 qualifying signature
property. xades: Si gnat ur eTi meSt anp
The time indicated within the time-stamp token encapsulated by (encapsul ating one tine-stanp token)
xades: Si gnat ur eTi meSt anp qualifying property is posterior to the time xadesv141: Ti neSt anpVal i dat i onDat a
indicated within the time-stamp token encapsulated by xades: Certificat eVal ues
xadesv141l: Archi veTi meSt anp. xades: Revocati onVal ues (with CRLs)
xadesv14l: Archi veTi neSt amp
XAdES/BLTAN/2 |XAdES-E-A signature signing one data object (a text file), the ds: Keyl nf o  |Negative validation ds: Keylnfo with signing certificate of
element, which includes the signing certificate of the signature, and the the signature
xades: Si gnedPr operti es container. ds: Keylnfo is al so signed by the
It does not contain the xades: Si gni ngCerti fi cat eV2 qualifying si gnature
property. xades: Si gnat ur eTi meSt anp
The message imprint within the time-stamp token encapsulated by (encapsul ating one tine-stanp token)
xadesv141l: Archi veTi neSt anp qualifying property is wrong. xadesv141: Ti neSt anpVal i dati onDat a
xades: Certi fi cat eval ues
xades: Revocati onVal ues (w th CRLs)
xadesv14l: Archi veTi neSt anp
XAdES/BLTAN/3 |XAdES-E-A signature signing one data object (a text file), the ds: Keyl nf o  |Negative validation ds: Keylnfo with signing certificate of

element, which includes the signing certificate of the signature, and the
xades: Si gnedPr operti es container.

It does not contain the xades: Si gni ngCerti fi cat eV2 qualifying
property.

The time indicated within the time-stamp token encapsulated by
xadesv14l: Si gAndRef sTi neSt anpV2 qualifying property is posterior to
the time indicated within the time-stamp token encapsulated by
xadesv141l: Archi veTi neSt anp.

the signature

ds: Keylnfo is al so signed by the

si gnature

xades: Si gnat ur eTi neSt anp

(encapsul ati ng one tine-stanp token)
xadesv14l: Ti neSt anpVal i dati onDat a
xadesv14l: Conpl eteCertificat eRefsV2
xades: Conpl et eRevocati onRef s
xadesv141: Si gAndRef sTi meSt anpV2
xades: Certi fi cat eVval ues

xades: Revocat i onVal ues (w th OCSP
responses)

xadesv14l: Archi veTi neSt anp
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TC ID Description Pass criteria Signature qualifying properties
XAdES/BLTAN/4 |XAdES-E-A signature signing one data object (a text file), the ds: Keyl nf o  |Negative validation ds: Keylnfo with signing certificate of

element, which includes the signing certificate of the signature, and the
xades: Si gnedPr operti es container.

It does not contain the xades: Si gni ngCerti fi cat eV2 qualifying
property.

The time indicated within the time-stamp token encapsulated by
xadesv14l: Ref sOnl yTi meSt anpV2 qualifying property is posterior to the
time indicated within the time-stamp token encapsulated by

xadesv141: Archi veTi meSt anp.

the signature

ds: Keylnfo is al so signed by the

si gnature

xades: Si gnat ur eTi neSt anp

(encapsul ati ng one tine-stanp token)
xadesv141: Ti neSt anpVal i dati onDat a
xadesv141l: Conpl eteCertifi cat eRef sV2
xades: Conpl et eRevocati onRef s
xadesv14l: Ref sOnl yTi meSt anmpV2
xades: CertificateVal ues

xades: Revocat i onVal ues (with)
xadesv14l: Archi veTi neSt anp
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