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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential |PRs, if any, ispublicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Electronic Signatures and
Infrastructures (ES!).

The present document is part 3 of a multi-part deliverable covering CAdES digital signatures. Full details of the entire
series can be found in part 1 [4].

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.

Introduction

Evidence record syntax (ERS) allows to cover different data objects with a single time-stamp, and subsequently
augment the lifetime of the evidence record (ER) by adding validation data to the previous time-stamp and adding new
time-stamps. The aim of the present document is to provide clear indications how to bind an ERS to a CAJES signature
which is covered by the ERS.

NOTE: ETSI EN 319 162-1[i.5] and ETSI EN 319 162-2 [i.6] specify the use of ERSin ASIC.
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1 Scope

The present document provides mechanism to incorporate evidence recordsin ASN.1 format within a CAdES signature
asoutlined in ETSI EN 319 122-1 [4], annex B. It specifies the attributes to be used and profiles the ERS standard
(IETF RFC 4998 [2]) to provide clear rules how to incorporate ERS within a CAdES signature or alegacy CAdES
signature.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected |ocation might be found at
https://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] IETF RFC 3161 (2001): "Internet X.509 Public Key Infrastructure Time-Stamp Protocol (TSP)".
[2] IETF RFC 4998 (2007): "Evidence Record Syntax (ERS)".

[3] IETF RFC 5816 (2010): "ESSCertlDv2 Update for RFC 3161".

[4] ETSI EN 319 122-1: "Electronic Signatures and Infrastructures (ESI); CAJES digital signatures;

Part 1: Building blocks and CAdES baseline signatures’.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] ETSI TR 119 001: "Electronic Signatures and Infrastructures (ESI); The framework for
standardization of signatures; Definitions and abbreviations".

[i.2] ETSI TS 101 733: "Electronic Signatures and Infrastructures (ESI); CM S Advanced Electronic
Signatures (CAdES)".

[i.3] ETSI EN 319 122-2: "Electronic Signatures and Infrastructures (ESI); CAJES digital signatures;
Part 2: Extended CAdES signatures’.

[i.4] ETSI TS 119 312: "Electronic Signatures and Infrastructures (ESI); Cryptographic Suites".

[i.5] ETSI EN 319 162-1: "Electronic Signatures and Infrastructures (ESI); Associated Signature

Containers (ASIC); Part 1: Building blocks and ASiC baseline containers'.

[i.6] ETSI EN 319 162-2: "Electronic Signatures and Infrastructures (ESI); Associated Signature
Containers (ASIC); Part 2: Additional ASIC containers'.
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[i.7] ETSI TS 119 172-1: "Electronic Signatures and Infrastructures (ESI); Signature policies,
Part 1: Building blocks and table of contents for human readable signature policy documents”.

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions givenin ETSI TR 119 001 [i.1], ETS|
EN 319 122-1 [4] and the following apply:

ar chive-timestamp: timestamp which is used for long-term preservation purposes

EXAMPLE: An archive-timestamp can for example be a Ti meSt anpToken according to IETF RFC 3161 [1]
and updated by IETF RFC 5816 [3] or an Ar chi veTi nmeSt anp according to IETF
RFC 4998 [2].

evidence-record: Evidence Record according to IETF RFC 4998 [2].

evidence-records attribute: unsigned attribute which contains one or more evidence-records as defined in the present
document

evidencerecord renewal: either time-stamp renewal or hash-tree renewal within an evidence record

initial Ar chi veTi meSt anp: thefirst Ar chi veTi meSt anp instance of the first Ar chi veTi neSt anpChai n
instance within the Ar chi veTi meSt anpSequence instance

NOTE: ArchiveTi meSt anp, Archi veTi neSt anpChai n and Ar chi veTi meSt anpSequence areas
defined in IETF RFC 4998 [2].

validation data: datathat is used to validate a digital signature

3.2 Abbreviations

For the purposes of the present document, the abbreviations givenin ETSI TR 119 001 [i.1] and the following apply:

ER Evidence Record

ERS Evidence Record Syntax

TSU Time Stamping Unit
4 General requirements
4.1 Introduction

This clause specifies mechanisms how to include validation data into the signature.

4.2 Inclusion of validation data within a Ti neSt anpToken
instance

When including validation data within a Ti meSt anpToken instance according to IETF RFC 3161 [1] and updated by
IETF RFC 5816 [3] one of the following methods shall be used:

1) adding theinformation in the Si gnedDat a of the timestamp token; or

ETSI
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2) addingthecertifi cate-val ues attribute accordingto ETSI EN 319 122-1 [4], clause A.1.1.2 and the
revocat i on-val ues attribute according to ETSI EN 319 122-1 [4], clause A.1.2.2 as unsigned attributes
within the Ti meSt anpToken instance.

Method 1) should be used.

4.3 Inclusion of validation data within CAdES signatures

The present document specifies two strategies for the inclusion of validation data within a CAdES signature, depending
on whether attributes for long term availability, as defined in different versions of ETSI TS 101 733 [i.2], have aready
been added to the Si gnhedDat a:

. If none of ATSv2 attributes (see clause A.2.4 of ETSI EN 319 122-1 [4]), or an earlier form of archive
time-stamp as defined in ETSI TS 101 733[i.2] or | ong-t er m val i dat i on (seeclause A.2.5 of ETSI
EN 319 122-1 [4]) attributesis aready present in any Si gner | nf o of theroot Si gnedDat a, then the new
validation materia shall be included within theroot Si gnedDat a. certi fi cates, or
Si gnedDat a. cr | s asapplicable.

. If an ATSv2, or other earlier form of archive time-stamp or al ong-t er m val i dat i on attribute, is
present in any Si gner | nf o of theroot Si gnedDat a thentheroot Si gnedDat a. certi fi cat es and
Si gnedDat a. cr | s contents shall not be modified. The new validation material shall be provided within the
Ti meSt anpToken instance of the latest archive time-stamp (which can be an ATSv2 or an ATSv3 as
defined in clause 5.5.3 of ETSI EN 319 122-1 [4]) or within the latest | ong-t er m val i dat i on attribute
aready contained inthe Si gner | nf o asdescribed in ETSI EN 319 122-1 [4], clause A.2.5.

OCSP responses shall be included as defined in clause 5.4.2 of ETSI EN 319 122-1 [4].

If the OCSP response isincluded within Si gnedDat a. crl s, it shall be included as defined in clause 5.4.2.2 of ETSI
EN 319 122-1 [4].

When generating a new attribute to include validation data, either initially when creating the signature or later when
augmenting the signature, it shall be encoded in DER (see clause 4.7.1 of ETSI EN 319 122-1 [4]), whilst preserving
the encoding of any signed field included in the attribute. The augmentation shall preserve the binary encoding of
already present unsigned attributes and any component contributing to the archive time-stamp's message imprint
computation input.

5 Attribute semantics and syntax

5.1 The evidence-records attributes

In the present document two attributes are described that allow to include an evidence record (ER) over the whole
Si gnedDat a instance:

. Thei nt ernal - evi dence-r ecor ds attribute (clause 5.2) protects the whole Si gnedDat a instance and
isused in cases of attached signatures.

. Theext er nal - evi dence-r ecor ds attribute (clause 5.3) also protects the whole Si gnedDat a
instance not containing an eCont ent element within encapCont ent | nf o (a detached signature), and the
external signed data.

The term "evidence-records attribute” is used to denote either one of these attributes.

ETSI
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Semantics
The evidence-records attribute shall be an unsigned attribute.

At most one of the Si gner | nf o instances within the Si gnedDat a instance shall contain evidence-records
attributes. If the Si gner | nf o instance contains more than one evidence-records attribute, only the ER(S) in the latest
added evidence-records attribute shall be updated.

NOTE 1: Updating one of the ER in the other evidence-records attributes will invalidate the ER(S) in the later
added evidence-records attribute(s).

Once an evidence-records attribute isincluded within a Si gnedDat a instance, the only changes that might be applied
to the Si gnedDat a instance are the renewal of the ER within the evidence-records attribute, the adding of anew ER
withinanew At t ri but eVal ue of the latest evidence record attribute or the adding of another evidence-records
attribute. No other changes shall be applied to the Si gnedDat a instance.

Syntax

The Cont ent | nf o instance shall be DER encoded before computing the hash.

The evidence-records attribute may contain one or more instances of At t ri but eVal ue type.
The evidence-records attribute should contain oneinstance of At t ri but eVal ue type.

If the evidence-records attribute contains more than one instance of At t r i but eVal ue type, theinput of the message
imprint computation of al initial Ar chi veTi meSt anp within each of the At t r i but eVal ue instances shall
include at least exactly the same fields within the signature and the signed document. The parts of the reduced hash-tree
not corresponding to the signature or the signed document may be different.

NOTE 2: Having morethan oneinstance of At t ri but eVal ue type allowsto have parallel evidence-records
(from different TSAs or with different hash algorithms) protecting the same signature.

NOTE 3: This meansthat if a signature contains already an evidence-records attribute with more than one instance
of At t ri but eVal ue type, and anew evidence-records attribute is added (with one or more instances
of At t ri but eVal ue type) this new attribute covers amongst other information the whole previous
evidence-records attribute, including all instances of At t ri but eVal ue type.

The evidence-records attribute value shall be an instance of Evi denceRecor d ASN.1 type asdefined in IETF
RFC 4998 [2].

Thet i neSt anp field of any Ar chi veTi neSt anp instance within the Evi denceRecor d instance shall be of
type Ti meSt anpToken asdefined in IETF RFC 3161 [1] and updated by IETF RFC 5816 [3].

Before adding anew Ar chi veTi neSt anp instance to the ER, i.e. during a Timestamp Renewal or aHash-Tree
Renewal, the validation data missing to validate the time-stamp within the latest Ar chi veTi neSt anp instance shall
be included within the Ti meSt anpToken of the latest Ar chi veTi meSt anp instance as described in clause 4.

Before covering aSi gnedDat a instance with an ER included in an evidence-records éttribute, the Si gnedDat a
shall be extended to include any validation data, not already present, which is required for validating al the included
Si gner | nf o instances. Validation data may include certificates, CRLs, OCSP responses, as required to validate any
signed object within the signature including the existing signature, counter-signatures, time-stamps, OCSP responses,
certificates, attribute certificates and signed assertions. In the case that the validation data contains a Delta CRL, then
the whole set of CRLs shall be included to provide a complete revocation list.

NOTE 4: Validation data already present for example in the time-stamp token need not be included again.

Before adding a new evidence-records attribute, all the missing validation data to validate all the evidence-recordsin
the previous evidence-records attributes shall be added within the corresponding t i meSt anp field instance of the
latest Ar chi veTi meSt anp instance in each evidence-record as described in clause 4.

ETSI
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5.2 The i nt er nal - evi dence-recor ds attribute

Semantics

Thei nt er nal - evi dence- r ecor ds attribute incorporates an ER covering the Cont ent | nf o instance of type
si gned- dat a, as specified in ETSI EN 319 122-1 [4], containing an eCont ent element within
encapCont ent | nf o.

Syntax

Thei nt er nal - evi dence- r ecor ds attribute shall be identified by thei d- aa- er - i nt er nal OID as defined
in ERS (IETF RFC 4998 [2], appendix A).

For theinitial Ar chi veTi neSt anpSequence,

1) if theinitial Ar chi veTi neSt anp containsther educedHasht r ee field, then the first component of the
instance of Par t i al Hasht r ee type shall contain in its object group at least the hash value of the
Cont ent | nf o instance of type si gned- dat a;

2) if theinitial Ar chi veTi meSt anp does not contain ther educedHasht r ee field, then the message imprint of
the corresponding Ti me St anpToken shall be the hash value of the Cont ent | nf o instance of type si gned-
dat a.

Illustration

Figure 1 illustratesthei nt er nal - evi dence-r ecor ds attribute.

ETSI
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5.3 The ext er nal - evi dence-r ecor ds attribute

Semantics

Theext er nal - evi dence- r ecor ds attribute incorporates an ER covering the Cont ent | nf o instance of type
si gned- dat a, as specified in ETSI EN 319 122-1 [4], not containing an eCont ent element within
encapCont ent | nf o, i.e. in case of an external signature, and the external signed data.

Syntax

The ext er nal - evi dence-r ecor ds attribute shall be identified by thei d- aa- er - ext er nal OID as defined
in ERS (IETF RFC 4998 [2], appendix A).

For theinitial Ar chi veTi neSt anpSequence theinitial Ar chi veTi neSt anp shall contain the

r educedHasht r ee field. Thefirst component of the instance of Par t i al Hasht r ee type shall containinits
object group at least the hash value of the Cont ent | nf o instance of type si gned- dat a and the hash value of the
externally signed content.

[llustration

Figure 2 illustrates the ext er nal - evi dence- r ecor ds attribute.
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6 CAdES signature level including ERS

6.1 Overview

The present document specifies a new level for CAdES signatures including ERS.

Each level is created by a combination of attributes defined in ETSI EN 319 122-1 [4] and the present document.

6.2

General requirements

The general CM S syntax shall be as specified in ETSI EN 319 122-1 [4], clause 4.

The signature shall contain aCMS Si gnedDat a, asdefined in ETSI EN 319 122-1 [4], clause 4.4 and at least one
Si gner | nf o (ETSI EN 319 122-1 [4], clause 4.6).

The algorithms and key lengths used to generate and augment digital signatures should be as specified in ETS

TS119 312[i.4].

NOTE:
recommendations.

6.3

CAdES-E-ERS

Cryptographic suites recommendations defined in ETSI TS 119 312 [i.4] can be superseded by national

CAdES-E-ERS may be built on all the levels described in ETSI EN 319 122-1 [4] or ETSI EN 319 122-2 [i.3].

Table 1: Requirements for CAJES-E-ERS

Signature Presence in Cardinalit References reA?J?ritteir%r(]ailts
fields/Attributes/Services E-ERS level y q
and notes
. ETSI EN 319 122-1 [4],
content-type shall be present 1 clause 5.1.1
T ETSI EN 319 122-1 [4],
nmessage- di gest shall be present 1 clause 5.1.2
Service: protection of signing . ETSI EN 319 122-1 [4],
certificate SEl) DS o e ! clause 5.2.2
SPO: ESS si gni ng- conditioned Oor1l ETSI EN 319 122-1 [4], ae
certificate presence clause 5.2.2.2 ’
SPO: ESS si gni ng- conditioned Oor1l ETSI EN 319 122-1 [4], b e
certificate-v2 presence clause 5.2.2.3 '
N ETSI EN 319 122-1 [4],
signing-tine may be present Oorl clause 5.2.1
. ] . . ETSI EN 319 122-1 [4],
commi t ment-type-indication may be present Oorl clause 5.2.3
N ETSI EN 319 122-1 [4],
content-hints may be present Oor1l clause 5.2.4.1
— ETSI EN 319 122-1 [4],
m nme-type may be present Oor1l clause 5.2.4.2
. ) . ETSI EN 319 122-1 [4],
si gner-1location may be present Oorl clause 5.2.5
. ] . ] ETSI EN 319 122-1 [4],
signer-attributes-v2 may be present Ooril clause 5.2.6.1
. ETSI EN 319 122-1 [4],
countersignature may be present 20 clause 5.2.7
. ETSI EN 319 122-1 [4],
content-time-stanp may be present 20 clause 5.2.8 1
. . Do o ETSI EN 319 122-1 [4],
signature-policy-identifier may be present Oor1l clause 5.2.9.1 2,3
: ) - conditioned ETSI EN 319 122-1 [4],
si gnat ure-policy-store presence Oorl clause 5.2.10 c
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Signature Presence in Additional
fields/Attributes/Services E-ERS level Cardinality References re;q#érﬁrgtzr;ts
content -reference may be present Oor1l ETSlcllza'\ilselg;zlzl_l [41,
content-identifier may be present Oorl ETSICIIE;s;gS_;zlzz-l [41,
signature-time-stanp shall be present 21 ETSI Ec'}laiiz ‘;1)'232—1 [4], f,1,4
conpl ete-certificate- . 0ori ETSI EN 319 122-1 [4], e
ref erences clause A.1.1.1
conpl et e-revocati on- . 0ori ETSI EN 319 122-1 [4],
ref erences clause A.1.2.1
attribute-certificate- . Oor1l ETSI EN 319 122-1 [4], d
ref erences or clause A.1.3 €
attribute-revocati on- . Oor1l ETSI EN 319 122-1 [4], d
ref erences or clause A.1.4
. ETSI EN 319 122-1 [4],
- - *
CAJES- C-ti mest anp 20 clause A.1.5.2 L
time-stanped-certs-crl s- . >0 ETSI EN 319 122-1 [4], 1
ref erences B clause A.1.5.1
Serwce:_cer_tlflcate values in long- shall be provided 51 g h
term validation
SPO: Si gnedDat a. certificates conditioned Oorl ETSIEN 319 122-1 [4], i
presence clause 4.4
_ o ETSI EN 319 122-1 [4]
- * ’
SPO: certificate-val ues Oorl clause A1.1.2
Serwce:_ rev_ocatlon values in long- shall be provided 1 ik
term validation
SPO: Si gnedDat a. crls. crl conditioned Oorl ETSIEN 319 122-1 [4], |
presence clause 4.4
SPO: conditioned Oor1 ETSI EN 319 122-1 [4], m
Si gnedDat a. crl s. ot her presence clause 4.4
SPO revocation-val ues * Oorl ETSI EN 319 122-1[4],
clause A.1.2.2
; ; ETSI EN 319 122-1 [4],
- - - *
ar chi ve-ti ne-stanp-v3 20 clause 5.5.3 n
Service: ERS inclusion shall be provided 2 Clause 5.1 o, p
SPO: i nt ernal - evi dence- conditioned
records presence 20 Clause 5.2 d
SPO ext ernal - evi dence- conditioned
records presence 20 Clause 5.3 r

Additional requirements:

a) Reguirement for SPO: ESSsi gni ng-certificate. TheESSsi gni ng-certifi cat e attribute shall
be used if the SHA-1 hash algorithm is used.

b)  Requirement for SPO: ESSsi gni ng-certificate-v2 TheESSsigning-certificate-v2
attribute shall be used when another hash algorithms than SHA-1 is used.

¢) Requirement for si gnat ur e- pol i cy- st ore. Thesi gnat ur e- pol i cy- st or e attribute may be
incorporated in the CAdES signature only if the si gnat ur e- pol i cy-i denti fi er attributeisalso
incorporated and it containsin si gPol i cyHash the digest value of the signature policy document.
Otherwisethesi gnat ur e- pol i cy- st or e shall not be incorporated in the CAdES signature.

d) Requirementforattri bute-certificate-references.Theattribute-certificate-
referencesandattribute-revocation-references attributes may be used when at least a

certified signer attribute (certi fi edAtt ri but esV2 asdefined in clause 5.2.6.1 of ETSI

EN 319 122-1 [4]) or asigned assertion (si gnedAsserti ons asdefinedinclause5.2.6.1 of ETS|
EN 319 122-1 [4]) is present within the signer attributesin the digital signature. Otherwise, at t ri but e-
certificate-referencesandattri bute-revocati on-references attributes shal not be

used.

ETSI
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Requirement for SPO: ESSsi gni ng-certi fi cate, SPO: ESSsi gni ng-certificate-v2,
conpl ete-certificate-references,andattribute-certificate-references.The
i ssuer Seri al field should not be included in the encoding of the ESSCer t | D, ESSCert | Dv2 or
O her Cert | D type

Requirement for si gnat ur e-t i me- st anp. The time-stamp tokens encapsulated within the si gnat ur e-
ti me- st anp attributes shall be created before the signing certificate has been revoked or has expired.

Requirement for Service: certificate valuesin long-term validation. The generator shall include the full set of
certificates, including the trust anchors when they are available in the form of certificates that have been used
to validate the signature. This set includes certificates required for validating the signing certificate, for
validating any attribute certificate present in the signature, for validating revocation information (i.e. OCSP
response and CRL) if certificates are not already included, and for validating any time-stamp token's signing
certificate (i.e. aTSA certificate) already incorporated to the signature.

Requirement for Service: certificate values in long-term validation. Duplication of certificate values within the
signature should be avoided.

Requirement for SPO: Si gnedDat a. certi fi cat es. If the certificate valuesin the long-term validation
are not yet included elsewhere in the signature, they shall beincluded in Si gnedDat a. certi fi cat e,
following the requirementsin clause 5.5.3 of ETSI EN 319 122-1 [4].

Requirement for Service: revocation values in long-term validation. The generator shall include the full set of
revocation data (CRL or OCSP responses) that have been used in the validation of the signature. This set
includes all certificate status information required for validating the signing certificate, for validating any
attribute certificate or signed assertion present in the signature, for validating revocation information (i.e.
OCSP response and CRL) if they are not already included and for validating any time-stamp token's signing
certificate (i.e. a TSA certificate) already incorporated to the signature.

Requirement for Service: revocation values in long-term validation. Duplication of revocation values within
the signature should be avoided.

Requirement for SPO: Si gnedDat a. crl s. crl . When the full set of revocation data contains CRLs and
thisinformation is not yet included otherwise in the signature, then the CRL values shall be included within
Si gnedData.crls.crl.

Requirement for SPO: Si gnedDat a. cr | s. ot her . When the full set of revocation data contains OCSP
responses and this information is not yet included otherwise in the signature, then the OCSP response values
shall beincluded within Si gnedDat a. cr | s. ot her.

Requirement for ar chi ve-ti me- st anp- v3. Before generating and incorporating an ar chi ve-ti me-

st anp- v3 attribute, all the validation material required for verifying the signature, which are not already in
the signature, shall be included. This validation materia includes validation material used to validate previous
archive time stamp.

Requirement for Service: ERS inclusion. Before generating and incorporating an evidence-records attribute, all
the validation material required for verifying the signature, which are not already in the signature, shall be
included. This validation material includes validation materia used to validate previous archive time stamp.

Requirement for Service: ERS inclusion. Only one evidence-records attribute should be included.

Reqguirement for SPO: i nt er nal - evi dence-r ecor ds. In case asignatureis attached, thei nt er nal -
evi dence-r ecor ds attribute shall be used.

Requirement for SPO: ext er nal - evi dence-r ecor ds. In case asignature is detached, the ext er nal -
evi dence-recor ds attribute shall be used.

NOTE 1: Oncontent-ti me-stanp,signature-tinme-stanp, CAdES-C-ti nmestanp,andti ne-

st anped-certs-crl s-references. Severa instances of this attribute can occur in the digital
signature, from different TSUs.

NOTE 2: Onsignature-policy-identifier.Thesignature policy can establish specific requirements for

other attributes.

ETSI
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NOTE 3: Onsi gnature-policy-identifier.Furtherinformation on signature policiesis provided in ETS|
TS119172-1[i.7].

NOTE 4: Onsi gnhat ure-ti me- st anp. Trusted time indications provide the initial steps towards providing
long-term validity.

ETSI
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