ETSITS 118 108 va.4.1 (202308

S e—
TECHNICAL SPECIFICATION

oneM2M,;
CoAP Protocol Binding
(oneM2M TS-0008 version 4.4.1 Release 4)




oneM2M TS-0008 version 4.4.1 Release 4 2 ETSI TS 118 108 V4.4.1 (2023-08)

Reference
RTS/oneM2M-000008v4

Keywords
0T, M2M, protocol

ETSI

650 Route des Lucioles
F-06921 Sophia Antipolis Cedex - FRANCE

Tel.: +334 9294 42 00 Fax: +33 4 93 65 47 16

Siret N° 348 623 562 00017 - APE 7112B
Association & but non lucratif enregistrée a la
Sous-Préfecture de Grasse (06) N° w061004871

Important notice

The present document can be downloaded from:
https://www.etsi.org/standards-search

The present document may be made available in electronic versions and/or in print. The content of any electronic and/or
print versions of the present document shall not be modified without the prior written authorization of ETSI. In case of any
existing or perceived difference in contents between such versions and/or in print, the prevailing version of an ETSI
deliverable is the one made publicly available in PDF format at www.etsi.org/deliver.

Users of the present document should be aware that the document may be subject to revision or change of status.
Information on the current status of this and other ETSI documents is available at
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx

If you find errors in the present document, please send your comment to one of the following services:
https://portal.etsi.org/People/CommiteeSupportStaff.aspx

If you find a security vulnerability in the present document, please report it through our
Coordinated Vulnerability Disclosure Program:
https://www.etsi.org/standards/coordinated-vulnerability-disclosure

Notice of disclaimer & limitation of liability

The information provided in the present deliverable is directed solely to professionals who have the appropriate degree of
experience to understand and interpret its content in accordance with generally accepted engineering or
other professional standard and applicable regulations.
No recommendation as to products and services or vendors is made or should be implied.

No representation or warranty is made that this deliverable is technically accurate or sufficient or conforms to any law
and/or governmental rule and/or regulation and further, no representation or warranty is made of merchantability or fitness
for any particular purpose or against infringement of intellectual property rights.

In no event shall ETSI be held liable for loss of profits or any other incidental or consequential damages.

Any software contained in this deliverable is provided "AS IS" with no warranties, express or implied, including but not
limited to, the warranties of merchantability, fithess for a particular purpose and non-infringement of intellectual property
rights and ETSI shall not be held liable in any event for any damages whatsoever (including, without limitation, damages

for loss of profits, business interruption, loss of information, or any other pecuniary loss) arising out of or related to the use
of or inability to use the software.

Copyright Notification

No part may be reproduced or utilized in any form or by any means, electronic or mechanical, including photocopying and
microfilm except as authorized by written permission of ETSI.
The content of the PDF version shall not be modified without the written authorization of ETSI.
The copyright and the foregoing restriction extend to reproduction in all media.

© ETSI 2023.
All rights reserved.

ETSI


https://www.etsi.org/standards-search
http://www.etsi.org/deliver
https://portal.etsi.org/TB/ETSIDeliverableStatus.aspx
https://portal.etsi.org/People/CommiteeSupportStaff.aspx
https://www.etsi.org/standards/coordinated-vulnerability-disclosure

oneM2M TS-0008 version 4.4.1 Release 4 3 ETSI TS 118 108 V4.4.1 (2023-08)

Contents

INtellectual Property RIGNES.... ..ot b e e e en e ns 5
0 L= V1V (o RS 5
1 o0 0 S 6
2 L= = 1= S 6
21 NOFMBLIVE FEFEIEINCES .....ueitiiteite ittt b et b et e e e be s bt eb e bt e b e e st e e eabese e besbeeb e e ne e b e bese e besaeebenneennennens 6
2.2 INFOrMELIVE FEFEIENCES. ...ttt sttt b bbbt et et se e b e s bt eb e et e s e eeseeebesaeebeeneennennen 6
3 Definition of terms, symbols and abbreviations............ccooeeceiiieie e 7
31 LI 105 7
3.2 SYIMDOIS. ... ettt bbb e st b e e e st b e e e a e e bt SE e st eb e sE e s e eh e e R e R e Rt R e e b e eR e e bt nR et b e e e e b e nrenere s 7
3.3 ADDIEVIBLIONS ...ttt et ettt et e et e et e et e e tesaeesaeesheesaeeseeaseeaeeebeeebe e be e beeteensesaeesaeesreesaeereenreans 7
4 (O0 10177 0111 1TSS 7
5 L@ Y1 V1= YR 7
5.0 [T 1o L1 o 1T oo SRRSO 7
51 REQUITE FEALUMES. ...ttt bbb ek h bbbt bbb e bt b e et e b e et e b e e e 7
52 INEFOAUCLION 1O COAP ...ttt et e et e st e e s be e s be e beeabeeaeeeaeesaeeaseenseeaseenseeseesteeteentens 8
5.2.0 INEFOTUCTION. ...ttt ettt ettt e st e s be e st e e ae e seeaeeeseeebe e beenbeenbesssestaenbesnsesasesaeesaeenseeseenseans 8
521 MESSAGE FOTMBL ...t e s e e e b e a e b e e e sae e sae e sae e ne e ens 8
5.2.2 Lo 01 o USSP 8
5220 T gL o0 8o 1ol DN PP O PO PPRURORPI 8
5221 FFESNINESS. ...ttt bbbt st bbbt b e s e e b sE e b e Rt b e e R e Rt b e e e e e et et b e Rt ene e e nnan 8
5222 Y2 o 1 TSRS 9
523 BIOCKWISE TIANSIEY'S ...ttt bbbt s e et e b bt eb e ene e e ennas 9
6 COAP MESSAGE M@DPING. .. +c-vereeueeieeueeteeteste sttt ss e et ese bt ssesbess e s e s e e e e e st eb e e st e bene e b e s e e e e ebenb e s e e e nenes 9
6.1 [T 0o o L1 o 1o o SRRSO SRS 9
6.2 Primitive Mapping t0 COAP MESSAE.......c.cciiuiiriirieriesteeet ettt b et 9
6.2.0 INEFOTUCTION. ...ttt ettt ettt e st e s be e st e e ae e seeaeeeseeebe e beenbeenbesssestaenbesnsesasesaeesaeenseeseenseans 9
6.2.1 (=0 L SO STSPS 10
6.2.2 Configuration Of TOKEN aNd OPLiONS.......c.eiueiieiieie e ete e see e e e sae e e s e e sseeaeesaessaesseesteenseesesneesnes 10
6.2.2.0 T 100 8o 1ol DN PO U O URURUSRP 10
6.2.2.1 102G o ISP 10
6.2.2.2 Content Format Negotialion OPLiONS.........cciiereeieieeseese e eeeee s e seesteesee e seesreesseeseeesesseesseesseessens 10
6.2.2.3 URI OPLIONS .....ueeeuiiterieeete sttt sttt ettt ettt et b e eb e se et eb e se e e ek e se e e eb e se e e ebese e e eb e sbe e ebenbeneebenbennenens 11
6.2.24 Definition Of NEW OPLIONS. ......c.eitiieiiitirietiite ettt b bbb eb e e e b b e b e sbennenen 12
6.2.2.4.0 1 (oo (1 (oo OO 12
6.2.24.1 0 0 SRS 12
6.2.24.2 REGUESE THBNTITIEN ...ttt bbbt st eb et 12
6.2.2.4.3 RV 0o O STRPSPRSN 12
6.2.2.4.4 OrigiNating TiMESLAIMID.....ccueeieesieeteeteeeesee e e e testeseeseesseeseeteasseasaessaesseeseessesnsesseesseesseenseenseans 12
6.2.2.4.5 Request EXPiration TIMESLAIMP ......ccueiieieeieerie e etesee e e e eee e e sressre e te e e enseesaessaesseenseensesneesnes 12
6.2.2.4.6 Result EXPiration TIMESLAIM .....ccceeieieeieeseesteeeetesteesee e sseeseeseesreesaeeseassesseasseesseensenseensesnessnns 13
6.2.2.4.7 Operation EXECULTON TIIME.......cciieieeiieeesteesees e e estesee e ste e te e e e teestessaesseesreesseesseensesseesseenseensenns 13
6.2.2.4.8 NOLifiCatiONURI Of RESPONSE TYPE....eeiveeieeeieieie et eiesttesiee st e steeste e ae s e sre e te e e esseenaesneessaeseeenaesneesnes 13
6.2.2.4.9 s o O (=0 o] Y PSPPSR 13
6.2.24.10 RESPONSE SLALUS COUE.........eeeeieterieiiete sttt ettt ettt b e bbbt bbb st b et ebenn e enis 13
6.224.11 Group REQUESE TABNTITIEN .......eivieeeeiereeeere et bbb 13
6.2.24.12 RESOUICE TYPE.....c. e e e s e 13
6.2.2.4.13 CONLENE OFfSAL ...t e st et e et e et e eatesaeesbeesteesbesneesanesaeesseenseentenns 13
6.2.2.4.14 L0011 1B = (1SS 13
6.2.2.4.15 ASSIgNEd TOKEN TAENEIFIEIS.....cieeieeeee ettt e e aesnaeenes 13
6.2.2.4.16 REIEASE VEISION INAICALON ..ottt et sr e bt ene e s 14
6.2.24.17 VA= oo (o T 01 o]0 7= 1 o] o FN TSP P R UPURORP P 14
6.2.2.4.18 Group ReqUESt Target IMEIMDELS..........ocveiieieeeeesee e steeste et e e srae e e teesseeaesneesseesseenseenseens 14
6.2.2.4.19 AULNON ZELON SIGNAIUINES........eiieeceeecieete et ee s te s te s e e e e sreesaeete et e sseesseesteenseeseeneeeneesnnesans 14
6.2.2.4.20 Authorization Signature Request INfOrMatioN ...........cccevveiriieeiie e 14

ETSI



oneM2M TS-0008 version 4.4.1 Release 4 4 ETSI TS 118 108 V4.4.1 (2023-08)

6.224.21 ONtology MapPiNG RESOUICES ........cueiuieeieriiieierteeeieri ettt ettt b et sb et sbe e b b e 14
6.2.2.4.22 Primitive Profile IAentifier.... ..o i e 14
6.2.2.4.23 A Y S Yo U P 14
6.2.3 PAYIOBA ...ttt bbb b e h R bRt bt b e bbb 14
6.24 RESPONSE COUES MBPDPING ...t eveneetertereete sttt sttt et sttt bbb et b e s b e e e bt b et e bt e b e st e bese et nb et et ebennene s 14
6.3 ACCESSING RESOUICES 1N CSES ... .o ieiicii ettt sttt et et e st e st e e teeeesneesaeesaeenseenteenseenaesnensrnas 17
6.3.0 11 C0e (0o (o] o FOO TSP U U PRURTURURPRRIN 17
6.3.1 = Lol (] e o= = S 17
6.3.2 NON-BIOCKING ASYNCNIOMOUS CBSE.........eciuieitieireeieteesteesteesteestestesesseesseesseasseenseasseessessssssessseessesnsesnssssesnes 17
6.3.3 NON-BIOCKING SYNCNIOMOUS CBSE......cc.veiieieeieeieesteesteete e e etesstesaaesseesseesaeesseeseenseessesseessassseessessesnsesneesnes 18
6.34 FIEX BIOCKING CBSE. ...ttt sttt sttt sttt bbbt b et b et b e bbbt b st b e e et b b et b b 19
6.4 MapPiNg FUIES OF CACKHING ......veueetieiieie bbb e 19
6.5 USB0E Of BIOCKWISE TIaNSIEIS.....eieiiiitiieiieteie ettt bbb 20
7 SECUNLY CONSIABIBIION ..ottt bbbt e et b e b st e s be st e s e e e e st enensesbeneennan 20
Annex A (informative): EXampPle ProCeaUI ES........cceeiiiieeesie ettt s 21
A.1 Blocking case of AE REJISLIALION ........c.eeiiiieeie ettt b e s reenesne e 21
A.2  Non-blocking synchronous case of AE REQISITALON..........ccviuieiereeiere e 22
Annex B (normative): Multicast group fan out ProCeAUre........cccvviieeve i 23
2 30 [ g 0o 1o o o PSSR 23
o TR RS o U YT SPTP TP P TSRS TRPRURORTN 23
2 T2 O o111 oo RS PSRUN 24
L 11 (TSP OP PR PRORPRTRORN 25

ETSI



oneM2M TS-0008 version 4.4.1 Release 4 5 ETSI TS 118 108 V4.4.1 (2023-08)

Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-member s, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI Web server (https://ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ logo is atrademark of ETSI registered for the benefit of its Members and of the
oneM2M Partners. GSM ® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword
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1 Scope

The present document will cover the protocol specific part of communication protocol used by oneM2M compliant
systems as 'RESTful CoAP binding'.

The scope of the present document is (hot limited to as shown below):
. Binding oneM2M primitives to CoAP messages.
o Binding oneM2M Response Status Codes to CoAP Response Codes.

. Defining behaviour of a CoAP Client and Server depending on oneM2M parameters.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Reference/.

NOTE: While any hyperlinks included in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] IETF RFC 7252: "The Constrained Application Protocol (CoAP)".
[2] ETSI TS 118 104: "oneM2M; Service Layer Core Protocol Specification (oneM2M TS-0004)".
[3] IETF RFC 7959: "Block-Wise Transfers in the Constrained Application Protocol (CoAP)".
[4] ETSI TS 118 103: "oneM2M; Security solutions (oneM2M TS-0003)".
[5] IETF RFC 6347: "Datagram Transport Layer Security Version 1.2".
2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] oneM2M Drafting Rules.
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3 Definition of terms, symbols and abbreviations
3.1 Terms
Void.

3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

ACK CoAP Acknowledgement message
AE Application Entity
CON CoAP Confirmable message
CSE Common Service Entity
DTLS Datagram Transport Layer Security
HTTP Hyper Text Transfer Protocol
IANA Internet Assigned Numbers Authority
IP Internet Protocol
NON CoAP Non-confirmable message
RST CoAP ReSeT message
TCP Transport Control Protocol
TLS Transport Layer Security
TLV Tag - Length - Value (data structure)
UDP User Datagram Protocol
URI Uniform Resource Identifier
XML eXtensible Markup Language

4 Conventions

The keywords " Shall", "Shall not", "May", "Need not", " Should", " Should not" in the present document are to be
interpreted as described in the oneM2M Drafting Rules[i.1].

5 Overview

5.0 Introduction

The clause describes which features need to be supported in CoAP layer and introduces a message format and several
features of CoAP used in this protocol binding specification.

5.1 Required Features

This clause explicitly specifies the required features of the CoAP layer for oneM2M to properly bind oneM2M
primitivesinto CoAP messages:

. The 4-byte binary CoAP message header is defined in section 3 of IETF RFC 7252 [1].

ETSI
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e  Confirmable (CON), Non-confirmable (NON), Acknowledgement (ACK) and Reset (RST) messages shall be
supported. The Reset message is used to send an error message in response to a malformed Confirmable
message in CoAP layer.

. GET, PUT, POST and DELETE methods shall be supported. oneM2M primitives map to these methods.

. The CoAP Response Codes specified in clause 6.2.4 shall be supported for oneM2M Response Status Code
parameter mapping.

e  TheUri-Hogt, Uri-Port, Uri-Path, and Uri-Query shall be supported.
. The Content-Type Option shall be used to indicate the media types of the payload.
. Block-wise transfers feature may be supported to carry large payloads.

. The Caching feature may be supported.

5.2 Introduction to CoAP

5.2.0 Introduction
This clause describes a message format, and caching and block-wise transfers features which may be used to map
oneM2M primitives to CoAP messages.
521 Message Format
This clause specifies details about the CoAP [1] message format:
. CoAP message occupies the data section of one UDP datagram.
. CoAP message format supports a 4-byte fixed-size header.
. Fixed-size header is followed by a Token value of length O to 8 bytes.
. The Token value is followed by a sequence of zero or more CoAP Optionsin TLV format.
e  CoAP Options are followed by the payload part.
For more details on the CoAP message format and the supported header fields, refer to IETF RFC 7252 [1].

5.2.2 Caching

5220 Introduction

CoAP [1] supports caching of responsesto fulfil future equivalent requests to the same resource. Caching is supported
using freshness and validity information carried with CoAP [1] responses.

5221 Freshness

. CoAP server shall use Max-Age CoAP Option to specify the explicit expiration time for the COAP Response's
resource representation. Thisindicates that the response is not fresh after its age is greater than the specified
number of seconds.

. Max-Age Option defaults to a value of 60 (seconds). In case, Max-Age Option is not present in the cacheable
response, the response shall not be considered fresh after its age is greater than 60 seconds.

e  The CoAP server shall set the Max-Age Option value to O (zero) to prevent or disable caching.

. The CoAP client, having afresh stored response, can make new request matching the request for that stored
response. In this case, the new response shall invalidate the old response.
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5.2.2.2 Validity

e A CoAP endpoint with stored responses but not able to satisfy subsequent requests (for example, the response
is not fresh), shall use the Etag Option to perform a conditional request to the CoAP server where the resource
is hosted.

. If the cached response with the COAP client is still valid, the server shall include the Max-Age Option in the
response along with a code of 2.03 - Valid. This shall update the freshness of the cached response at the CoAP
client.

. If the cached response with the COAP client is not valid, the server shall respond with an updated
representation of the resource with response code 2.05 - Content. The CoAP client shall use the updated
response to satisfy request and may also replace/update the stored or cached response.

52.3 Blockwise Transfers

CoAP Block [3] Options may be used when CoAP endpoints need to transfer large payloads e.g. firmware, software
updates. Instead of relying on I P fragmentation, CoAP Block Option should be used for transferring multiple blocks of
information in multiple request-response pairs.

6 CoAP Message Mapping

6.1 Introduction

When AE or CSE binds oneM2M primitivesto CoAP messages, or binds CoAP messages to oneM2M primitives, it is
required that:

° AE shall host a CoAP client and should host a CoAP server; or
. CSE shall host both a CoAP client and a CoAP server.

Basically single oneM2M request primitive is mapped to single CoAP request message, and single oneM2M response
primitive is mapped to single CoAP response message. However, single oneM2M request/response primitive is mapped
to multiple CoAP request/response messages respectively when CoAP block-wise transfers feature is used.

Mapping between CoAP message and oneM2M primitive shall be applied in the following cases:
. when the Originator sends a request primitive;
e  when the Receiver receives a CoAP message(s);
. when the Receiver sends a response primitive;
e  when the Originator receives a CoAP message(s).

The following sub-clauses specify how to map each oneM2M primitive parameter defined in ETSI TS118 104 [2] toa
corresponding CoAP message field to compose a CoAP request/response message.

6.2 Primitive Mapping to CoOAP Message

6.2.0 Introduction

This clause describes where to map oneM2M parametersin a primitive to header, Option and payload fieldsin a CoAP
message.

ETSI
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6.2.1 Header
This clause specifies how to configure CoAP header information:
e TheVersion field shal be configured as 1.

. The Type field shall be configured according to clause 6.3. The Reset message is used to indicate an error in
response to a malformed message in the CoAP layer.

. In case of arequest, the Code field indicates the CoAP Method. If the oneM2M operation is sent as a Blocking
request the oneM2M Operation parameter shall be mapped to a CoAP Method according to Table 6.2.1-1. In
non-blocking and flex blocking cases, the request shall use the CoOAP POST method, and the Operation
parameter shall be mapped as described in clause 6.2.2.3.

. In case of aresponse, the Code field indicates the CoAP Response Code. The oneM2M Response Status Code
parameter shall be mapped to a CoAP Response Code as specified in clause 6.2.4.

. The Originator and Receiver shall set the 16 bit Messageld in accordance with the CoAP specification [1] and
shall retry transmission of all unacknowledged Confirmable messages, as required by that specification.

Table 6.2.1-1: oneM2M Operation Parameter Mapping

oneM2M Operation Parameter CoAP Method CoAP Method Code
CREATE POST 0.02
RETRIEVE GET 0.01
UPDATE PUT 0.03
DELETE DELETE 0.04
NOTIFY POST 0.02

At the Receiver, a CoAP request message with a POST method that does not carry an Operation parameter shall be
mapped to aoneM2M CREATE or NOTIFY operation in accordance with the existence of the Resource Type
parameter. If a Resource Type parameter exists then the value of the Operation parameter is CREATE and if the
Resource Type parameter does not exist, the value of the Operation parameter isNOTIFY.

6.2.2 Configuration of Token and Options

6.2.2.0 Introduction

This clause describes configuration of Token and Options based on oneM2M parameters.

6.2.2.1 Token

The CoAP token is used by the COAP layer to match aresponse to arequest, in a manner that is similar to the oneM2M
Request I dentifier. Due to size limitations, a Request Identifier cannot be used directly as the CoAP Token.

The use of tokens by Originator and Receiver shall comply with regquirements of the CoAP specification [1].

6.2.2.2 Content Format Negotiation Options

The CoAP Accept Option may be used to indicate which Content-Format is acceptable to an Originator. If aHosting
CSE supports the Content-Format specified in Accept Option of the request, the Hosting CSE shall respond with that
Content-Format. |f the Hosting CSE does not support the Content-Format specified in Accept Option of the request,
4.06 "Not Acceptable" shall be sent as a response, unless another error code takes precedence for this response.

Possible values for Content-Format and Accept options are listed below:
e gpplication/xml (41);
e  gpplication/json (50);
e  application/chor (60);
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e  mediatypes specified in clause 6.7 "oneM2M specific MIME mediatypes' of ETSI TS 118 104 [2].
Numeric values for oneM2M defined mediatypes arelisted in Table 6.2.2.2-1.

Table 6.2.2.2-1: CoAP oneM2M Specific Content-Formats

oneM2M Specific Media Type ID
vnd.onem2m-res+xmi 10014
vnd.onem2m-res+json 10001
vnd.onem2m-ntfy+xml 10002
vnd.onem2m-ntfy+json 10003
vnd.onem2m-preg+xml 10006
vnd.onem2m-preg+json 10007
vnd.onem2m-prsp+xml 10008
vnd.onem2m-prsp+json 10009
vnd.onem2m-res+chor 10010
vnd.onem2m-ntfy+cbor 10011
vnd.onem2m-preg+cbor 10012
vnd.onem2m-prsp+cbor 10013

NOTE: D valuesfor oneM2M specific mediatype are subject to change after IANA registration.

6.2.2.3 URI Options
This clause describes how to configure CoAP Uri-Host, Uri-Port, Uri-Path, and Uri-Query Options.

Host and port part of the address specified in pointOf Access attribute of <remoteCSE> resource shall be mapped to Uri-
Host and Uri-Port respectively.

If To parameter contains absol ute format, then the first URI-Path Option shall contain aletter " " and map To parameter
removing starting "//" into next URI-Path Option(s).

If To parameter contains SP-relative format, then the first URI-Path Option shall contain aletter "~" and map To
parameter removing starting "/" into next URI-Path Option(s).

If To parameter contains CSE-relative format, then To parameter shall be mapped to URI-Path Option(s).
Table 6.2.2.3-1 shows valid mappings between the To request primitive parameter and the Uri-Path of the CoAP.

CSEBase represents the resource name of a <CSEBase> resource, CSEBase/ael2/cont27/contlnst696 represents a
structured CSE-relative resource 1D, and ¢in00856 an unstructured CSE-relative resource ID.

Table 6.2.2.3-1: Mapping examples between To parameter and Uri-Path of the CoOAP

Reguest Scope
Method CSE-Relative SP-Relative Absolute
To CSEBase/ael2/cont27/continst |[/CSE178/CSEBase/ael2/cont2 |//mym2msp.org/CSE178/CSEB
696 7/contInst696 ase/ael2/cont27/contInst696
~ mym2msp.org
Structured | |, CSEBase CSE178 CSE178
Path CSEBase CSEBase
ael? ael? ael2
cont27 cont27 cont27
continst696 continst696 continst696
To |cin00856 J/CSE178/cin00856 /5/21ym2msp.org/ CSE178/cin008
Unstructur _
ed Uri- | .. ~ mym2msp.org
Path |CiN00856 CSEL78 CSEL78
¢in00856 ¢in00856
NOTE:  How to read this table: To primitive - from left to right, Uri-Path - from top to bottom.
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The responseTypeValue element of Response Type, and the Result Persistence, Delivery Aggregation, Result Content,
parameters of Filter Criteria, Desired Identifier Result Type, Token Request I ndicator, Tokens, Token 1Ds, Local
Token I1Ds, Role I Ds, Authorization Relationship I ndicator, Authorization Signature I ndicator, Semantic Query
Indicator and Operation parameters shall be carried, if needed in the Uri-Query Option in a short name form as
specified in clause 8.2.2 of ETSI TS 118 104 [2].

6.2.2.4 Definition of New Options

6.2.2.4.0 Introduction

This clause describes new CoAP Options used for binding several oneM2M request/response parameters.
Table 6.2.2.4.0-1 contains definitions of the new CoAP Options and sub-clauses specify oneM2M parameter mapping
with the newly defined CoAP Optionsin Table 6.2.2.4.0-1.

Table 6.2.2.4.0-1: Definition of New Options

No C |U [N |R Name Format Length Default

279 X X oneM2M-FR string 0-255 (None)

283 X X oneM2M-RQI string 0-255 (None)

259 X X oneM2M-OT string 15 (None)

291 X X oneM2M-RQET string 15 (None)

295 X X oneM2M-RSET string 15 (None)

299 X X oneM2M-OET string 15 (None)

263 X X oneM2M-RTURI string 0-255 (None)

303 X X oneM2M-EC uint 1 (None)

307 X X oneM2M-RSC uint 2 (None)

311 X X oneM2M-GID string 0-255 (None)

267 X X oneM2M-TY uint 2 (None)

319 X X oneM2M-CTO uint 2 (None)

323 X X oneM2M-CTS uint 2 (None)

327 X X oneM2M-ATI string 0-255 (None)

271 X X oneM2M-RVI string 1-2 (None)

331 X X oneM2M-VSI string 0-255 (None)

335 X X oneM2M-GTM string 0-512 (None)

339 X X oneM2M-AUS string 0-255 (None)

275 X X oneM2M-ASRI string 0-255 (None)

343 X X oneM2M-OMR string 0-255 (None)

347 X X oneM2M-PRPI string 0-255 (None)

351 X X oneM2M-MSU string 0-255 (None)
NOTE 1: C, U, N, R means Critical, Unsafe, NoCacheKey and Repeatable respectively [1]. Table 6.2.2.4.0-1

follows the template used in clause 5.10 Option Definitions of CoAP specification [1].
NOTE 2: CoAP Option numbers specified in Table 6.2.2.4.0-1 are subject to change after review by IANA
registration.
6.2.2.4.1 From

The From parameter shall be mapped to the oneM 2M-FR Option.

6.2.2.4.2

Request Identifier

The Request I dentifier parameter shall be mapped to the oneM2M-RQI Option.

6.2.2.4.3

6.2.24.4

Void

Originating Timestamp

The Originating Timestamp parameter shall be mapped to the oneM2M-OT Option.

6.2.2.4.5

Request Expiration Timestamp

The Request Expiration Timestamp parameter shall be mapped to the oneM2M-RQET Option.
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6.2.2.4.6 Result Expiration Timestamp
The Request Expiration Timestamp parameter shall be mapped to the oneM2M-RSET Option.

6.2.2.4.7 Operation Execution Time
The Operation Execution Time parameter shall be mapped to the oneM2M-OET Option.

6.2.2.4.8 notificationURI of Response Type
The notificationURI element of Response Type parameter shall be mapped to the oneM2M-RTURI Option.

6.2.2.4.9 Event Category
The Event Category parameter shall be mapped to the oneM 2M-EC Option.

6.2.2.4.10 Response Status Code
The Response Status Code parameter shall be mapped to the oneM2M-RSC Option.

6.2.2.4.11 Group Request Identifier
The Group Request I dentifier parameter shall be mapped to the oneM2M-GID Option.

6.2.2.4.12 Resource Type
The Resource Type parameter shall be mapped to the oneM2M-TY Option.

6.2.2.4.13 Content Offset
The Content Offset parameter shall be mapped to the oneM 2M-CTO Option.

6.2.2.4.14 Content Status
The Content Status parameter shall be mapped to the oneM2M-CTS Option.

6.2.2.4.15 Assigned Token Identifiers

The Assigned Token | dentifiers parameter shall be mapped to the oneM2M-ATI| Option. The format of the oneM2M-
ATI option shall be represented as a sequence of Iti-value:tkid-val ue pairs separated by a colon ;' and multiple pairs
separated by a'+' character.

EXAMPLE: The option looks as follows:
oneM2M-ATI: Iti-valuel:tkid-valuel + lti-value2:tkid-value2 + ...

if the XML representation of the Assigned Token Identifiers parameter is given as (using short
element names):

<ati>
<ltia>
<Iti>ti-valuel</Iti>
<t ki d>t ki d-val uel</tKkid>
</ltia>
<ltia>
<Iti>ti-value2</Iti>
<t ki d>t ki d- val ue2</tki d>
</ltia>
</ati>

The data type m2m:dynA uthlocal Tokenl dAssignments of the Assigned Token | dentifiers parameter is defined in
clause 6.3.5.43 of ETSI TS 118 104 [2].

ETSI



oneM2M TS-0008 version 4.4.1 Release 4 14 ETSI TS 118 108 V4.4.1 (2023-08)

6.2.2.4.16 Release Version Indicator

The Release Version Indicator parameter shall be mapped to the oneM 2M-RV1 Option.

6.2.2.4.17 Vendor Information

The Vendor Information parameter shall be mapped to the oneM2M-V SI Option.

6.2.2.4.18 Group Request Target Members
The Group Request Target Members parameter shall be mapped to the oneM2M-GTM Option.

6.2.2.4.19 Authorization Signatures
The Authorization Signatures parameter shall be mapped to the oneM2M-AUS Option.

6.2.2.4.20 Authorization Signature Request Information

The Authorization Signature Request | nformation parameter shall be mapped to the oneM2M-ASRI Option.

6.2.2.4.21 Ontology Mapping Resources

The Ontology Mapping Resources parameter shall be mapped to the oneM2M-OMR Option. The format of the
oneM2M-OMR option shall be represented as a sequence of oneM2M resource identifiers separated by a'+'.

EXAMPLE: The option looks as follows:
oneM2M-OMR: /IN-CSE-0001/omr1+/IN-CSE-0001/omr2+...

6.2.2.4.22 Primitive Profile Identifier

The Primitive Profile | dentifier parameter shall be mapped to the oneM2M-PRPI Option.

6.2.2.4.23 M2M Service User
The M2M Service User parameter shall be mapped to the oneM2M-MSU Option.

6.2.3 Payload

Content parameter shall be mapped to CoAP payload. Blockwise transfers mechanism may be used to deliver large size
of Content parameter which is not fit into one CoAP message. Please refer to clause 6.5 for the detail information. If
Content parameter contains URI and resource representation in a response to a create request, URI shall be mapped to

L ocation-Path Option.

A Token Request Information parameter included in a response primitive shall be mapped into the payload. The
Content-Format shall be set compliant with the data representation.
6.2.4 Response Codes Mapping

Table 6.2.4-1 defines a mapping between oneM2M Response Status Code parameter specified in [2] and CoAP
Response Code.

In case of where multiple oneM2M Response Status Code parameters are mapped to a single CoAP Response Code, the
Response Status Code parameter shall be specified in oneM 2M-RSC Option.
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Table 6.2.4-1: Mapping between oneM2M Response Status Code and CoAP Response Code

oneM2M CoAP
Response Description Response Description

Status Code Code

1000 ACCEPTED None Not used
Created (indicates that a

1001 ACCEPTED for nonBlockingRequestSynch 2.01 <request> resource has been
created
2.01 (Created) is used if a

. 2.0l or |<request>resource was

1002 ACCEPTED for nonBlockingRequestAsynch 204 created, otherwise 2.04
(Changed) is used

2000 (for OK 2.05 Content

RETRIEVE

operation)

2000 (for OK 2.04 Changed. CoAP payload shall

NOTIFY be empty.

operation)

2001 CREATED 2.01 Created

2002 DELETED 2.02 Deleted

2004 UPDATED 2.04 Changed

4000 BAD_REQUEST 4.00 Bad Request

4001 RELEASE_VERSION_NOT_SUPPORTED 5.01 Not Implemented

4004 NOT_FOUND 4.04 Not Found

4005 OPERATION_NOT_ALLOWED 4.05 Method Not Allowed

4008 REQUEST TIMEOUT 5.04 Gateway Timeout

4015 UNSUPPORTED_MEDIA_TYPE 4.15 Unsupported Content-Format

4101 SUBSCRIPTION_CREATOR_HAS NO_PRIVILEGE 4.03 Forbidden

4102 CONTENTS_UNACCEPTABLE 4.00 Bad Reqguest

4103 ORIGINATOR_HAS_NO_PRIVILEGE 4.03 Forbidden

4104 GROUP_REQUEST _IDENTIFIER_EXISTS 4.00 Bad Request

4105 CONFLICT 4.03 Forbidden

4106 ORIGINATOR_HAS_NOT_REGISTERED 4.03 Forbidden

4107 SECURITY_ASSOCIATION_REQUIRED 4.03 Forbidden

4108 INVALID_CHILD_RESOURCE_TYPE 4.03 Forbidden

4109 NO_MEMBERS 4.03 Forbidden

4110 GROUP_MEMBER_TYPE_INCONSISTENT 4.00 Bad Request

4111 ESPRIM_UNSUPPORTED_OPTION 4.03 Forbidden

4112 ESPRIM_UNKNOWN_KEY_ID 4.03 Forbidden

4113 ESPRIM_UNKNOWN_ORIG_RAND_ID 4.03 Forbidden

4114 ESPRIM_UNKNOWN_RECV_RAND _ID 4.03 Forbidden

4115 ESPRIM_BAD_MAC 4.03 Forbidden

4116 ESPRIM_IMPERSONATION_ERROR 4.03 Forbidden

4117 ORIGINATOR_HAS_ALREADY_REGISTERED 4.03 Forbidden

4118 ONTOLOGY_NOT_AVAILABLE 4.04 Not Found

4119 LINKED_SEMANTICS NOT_AVAILABLE 4.04 Not Found

4120 INVALID_SEMANTICS 4.02 Bad Option

4121 MASHUP_MEMBER_NOT_FOUND 4.04 Not Found

4122 INVALID_TRIGGER_PURPOSE 4.02 Bad Option

4123 ILLEGAL_TRANSACTION_STATE_TRANSITION_ATT 4.00 Bad Request

EMPTED

4124 BLOCKING_SUBSCRIPTION_ALREADY_EXISTS 4.00 Bad Request

4125 SPECIALIZATION_SCHEMA_ NOT_FOUND 5.01 Not Implemented

4126 APP_RULE_VALIDATION_FAILED 4.03 Forbidden

4127 OPERATION_DENIED_BY_REMOTE_ENTITY 4.03 Forbidden

4128 SERVICE_SUBSCRIPTION_NOT_ESTABLISHED 4.03 Forbidden

4130 ONTOLOGY_MAPPING_ALGORITHM_NOT_AVAILAB 4.04 Not Found

LE

4131 ONTOLOGY_MAPPING_POLICY_NOT_MATCHED 4.00 Bad Request

4132 ONTOLOGY_MAPPING_NOT_AVAILABLE 4.04 Not Found

4133 BAD_FACT_INPUTS_FOR_REASONING 4.00 Bad Request

4134 BAD_RULE_INPUTS FOR_REASONING 4.00 Bad Request

4135 DISCOVERY_LIMIT_EXCEEDED 4.03 Forbidden

4136 PRIMITIVE_PROFILE_NOT_ACCESSIBLE 4.03 Forbidden

4137 PRIMITIVE_PROFILE_BAD_ REQUEST 4.00 Bad Reqguest
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oneM2M CoAP
Response Description Response Description

Status Code Code

4138 UNAUTHORIZED _USER 4.03 Forbidden

4139 SERVICE_SUBSCRIPTION_NOT_ACTIVE 4.03 Forbidden

4140 SOFTWARE_CAMPAIGN_CONFLICT 4.03 Forbidden

4143 INVALID_SPARQL_QUERY 4.00 Bad Request

5000 INTERNAL_SERVER _ERROR 5.00 Internal Server Error

5001 NOT_IMPLEMENTED 5.01 Not Implemented

5103 TARGET_NOT_REACHABLE 4.04 Not Found

5105 RECEIVER_HAS NO_PRIVILEGE 4.03 Forbidden

5106 ALREADY_EXISTS 4.00 Bad Request

5107 REMOTE_ENTITY _NOT_REACHABLE 4.04 Not Found

5203 TARGET_NOT_SUBSCRIBABLE 4.03 Forbidden

5204 SUBSCRIPTION_VERIFICATION_INITIATION_FAILED 5.00 Internal Server Error

5205 SUBSCRIPTION_HOST_HAS NO_PRIVILEGE 4.03 Forbidden

5206 NON_BLOCKING_SYNCH_REQUEST_NOT_SUPPOR 5.01 Not Implemented
TED

5207 NOT_ACCEPTABLE 4.06 Not Acceptable

5208 DISCOVERY_DENIED_BY_IPE 4.03 Forbidden

5209 GROUP_MEMBERS_NOT_RESPONDED 5.00 Internal Server Error

5210 ESPRIM_DECRYPTION ERROR 5.00 Internal Server Error

5211 ESPRIM_ENCRYPTION ERROR 5.00 Internal Server Error

5212 SPARQL UPDATE ERROR 5.00 Internal Server Error

5214 TARGET_HAS NO_SESSION_CAPABILITY 4.03 Forbidden

5215 SESSION_IS_ONLINE 4.03 Forbidden

5216 JOIN_MULTICAST GROUP_FAILED 5.00 Internal Server Error

5217 LEAVE_MULTICAST _GROUP_FAILED 5.00 Internal Server Error

5218 TRIGGERING_DISABLED _FOR_RECIPIENT 5.03 Service Unavailable

5219 UNABLE_TO REPLACE_REQUEST 5.03 Service Unavailable

5220 UNABLE_TO RECALL REQUEST 5.03 Service Unavailable

5221 CROSS RESOURCE_OPERATION_ FAILURE 5.00 Internal Server Error

5222 TRANSACTION_PROCESSING IS INCOMPLETE 4.03 Forbidden

5230 ONTOLOGY_MAPPING_ALGORITHM_FAILED 5.00 Internal Server Error

5231 ONTOLOGY_CONVERSION_FAILED 5.00 Internal Server Error

5232 REASONING PROCESSING_FAILED 5.00 Internal Server Error

6003 EXTERNAL_OBJECT _NOT_REACHABLE 4.04 Not Found

6005 EXTERNAL_OBJECT _NOT_FOUND 4.04 Not Found

6010 MAX_NUMBER _OF MEMBER_EXCEEDED 4.00 Bad Request

6020 MGMT_SESSION_CANNOT BE_ESTABLISHED 5.00 Internal Server Error

6021 MGMT_SESSION _ESTABLISHMENT TIMEOUT 5.00 Internal Server Error

6022 INVALID_CMDTYPE 4.00 Bad Request

6023 INVALID_ARGUMENTS 4.00 Bad Request

6024 INSUFFICIENT_ARGUMENTS 4.00 Bad Request

6025 MGMT_ CONVERSION_ERROR 5.00 Internal Server Error

6026 MGMT_CANCELLATION_FAILED 5.00 Internal Server Error

6028 ALREADY_COMPLETE 4.00 Bad Request

6029 MGMT_COMMAND_NOT_CANCELLABLE 4.00 Bad Request

6030 EXTERNAL_OBJECT_NOT_REACHABLE_BEFORE_R 5.04 Gateway Timeout
QET _TIMEOUT

6031 EXTERNAL_OBJECT_NOT_REACHABLE_BEFORE_O 5.04 Gateway Timeout
ET_TIMEOUT

6033 NETWORK QOS CONFIG ERROR 5.03 Internal Server Error

6034 REQUESTED_ACTIVITY_PATTERN_NOT_PERMITTE 4.03 Forbidden
D

The Receiver shall use this table to determine the CoAP response code that isto be used in the response, based on the
value of the oneM2M Response Status Code parameter.
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6.3 Accessing Resources in CSEs

6.3.0 Introduction

This clause describes the behaviour of the CoAP layer depending on the Response Type parameter. Note that the CoAP
messaging model defined in [1] applies to all message exchanges.

oneM2M Requests should be sent as CoAP Confirmable (CON) messages, although an Originator can send a request as
aNon-confirmable (NON) message if there is a good reason for doing this. An Originator that relies on getting a
response to its request should use a Confirmable rather than a Non-confirmable message for its request.

oneM2M Responses should be sent as COAP CON messages, although there is one case where a NON message should
be used. Thisisindicated in clause 6.3.1.

If the Originator or Receiver sends a CON message it shall retransmit that message if it does not receive a CoAP
acknowledgement message, as required by [1]. The recipient (Receiver or Originator) shall take care to de-duplicate
CON messages as described in [1].

The recipient of a CoOAP message shall process the oneM2M reguest or response it contains, even if it was sent as Non-
confirmable.

6.3.1 Blocking case

1) If the Response Type parameter is configured as "blockingRequest" (blocking case), the Originator (CoAP
client) shall send the oneM2M request to the Receiver (CoAP server). The oneM2M Operation parameter shall
be mapped to a CoAP Method according to Table 6.2.1-1.

2) After processing the oneM2M reguest, the Receiver shall send the oneM2M response in a CoAP response with
a CoAP response code as given by Table 6.2.4-1.

- If the oneM2M request was sent as a CoAP Confirmable message, the Receiver may either piggyback
this response to the request on the CoAP ACK message, or send the response as a separate CoAP
Confirmable message after it has sent the CoAP ACK.

- If the oneM2M request was sent as a Non-confirmable message, the oneM2M response shall be returned
as a separate CoAP message. This response should be sent as a Non-confirmable CoAP message but it
may be sent as Confirmable (this means that areceiver can, if it so chooses, send all Responses as
Confirmable regardless of how the Request was sent).

3) TheOriginator's CoAP binding may generate a response primitive containing aoneM2M Response Status Code
of "REQUEST_TIMEOUT" if it considers that it has taken too long for the CoAP response to come back from
the Receiver. It shall ignore any response to the original request that it might receive after it has done this.

6.3.2 Non-Blocking Asynchronous case

1) If the Response Type parameter is configured as "nonBlockingRequestAsynch” (non-blocking asynchronous
case), the Originator (CoAP client) should send the oneM2M request to the Receiver (COAP server) as a CoAP
Confirmable message. Thisrequest shall be sent using the CoAP POST method, and shall include the
Operation parameter, mapped as described in clause 6.2.2.3.

2) TheReceiver, after validating the request and before processing it fully, shall return aoneM2M response to the
originator. It may either piggyback (2a) this response on the CoAP ACK message (if the request was sent asa
Confirmable message) or send the response as a separate CoAP response message after it has sent the CoAP
ACK (2b). Inthislatter case it shall send the response as a Confirmable message.

- If the Receiver supports the <request> resource type, it shall respond with a 2.01 (Created) CoAP
response code and aoneM2M Response Status Code of "ACCEPTED for nonBlockingRequestAsynch".
The response shall include the URI of the new <request> resource in a sequence of one or more
L ocation-Path and/or Location-Query Options.

ETSI



oneM2M TS-0008 version 4.4.1 Release 4 18 ETSI TS 118 108 V4.4.1 (2023-08)

3)

4)

- If the Receiver does not support the <reguest> resource type, it shall respond with a 2.04 (Changed)
CoAP response code and a oneM2M Response Status Code of "ACCEPTED for
nonBlockingRequestAsynch".

The Receiver, upon successful processing of the request, shall send a new CoAP Confirmable request message
using the CoAP POST method. This message contains aoneM2M NOTIFY primitive whose content contains
the response to the original request.

The Originator may either piggyback a response to this request (4a) or send it as a separate COAP response
after the acknowledgment message (4b). This response shall contain the appropriate CoAP response code as
defined in Table 6.2.4-1 and have an empty payload.

Originator Receiver
CoAP Client CoAP Server

6.3.3

1)

2)

1) CON POST {Reql whose Operation
parameter is mapped into the URI-Query option)

2a) ACK (2.01)
oneM2M-RSC = 1002
Payload = <request> reference

Successful
processing

3) CON ( NOTIFY)
Payload = Rspl

4a) ACK (2.01)
oneM2M-RSC = 2000
Payload = empty

Originator Receiver

CoAP Client '} 1y o pOST (Reql whose Operation | CPAP Server

parameter is mapped into the URI-Query option)

2b) ACK

2b) CON (2.01)
oneM2M-RSC = 1002
Payload = <request> reference

ACK

Successful
3) CON ( NOTIFY) processing
Payload = Rspl

4b) ACK

4b) CON (2.01) oneM2M-RSC = 2000
Payload = empty
ACK

Figure 6.3.2-1: Non-Blocking Asynchronous Case

Non-Blocking Synchronous case

If the Response Type parameter is configured as "nonBlockingRequestSynch” (non-blocking synchronous
case), the Originator (CoAP client) should send the oneM2M request to the Receiver (CoAP server) asa CoAP
Confirmable message. This request shall be sent using the CoAP POST method, and shall include the
Operation parameter, mapped as described in clause 6.2.2.3.

The Receiver, after validating the request and before processing it fully, shall return a oneM2M response to the
originator. It may either piggyback this response (2a) on the CoAP ACK message (if the request was sent asa
CON message) or send the response as a separate CoAP message after it has sent the CoOAP ACK (2b). In this
latter case it shall send the response as a Confirmable message.
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3)

4)

NOTE:

If the Receiver supports the <request> resource type, it shall respond with a 2.01 (Created) CoAP
response code and aoneM2M Response Status Code of "ACCEPTED for nonBlockingRequestSynch".
The response shall include the URI of the new <request> resource in a sequence of one or more

L ocation-Path and/or Location-Query Options.

If the Receiver does not support the <request> resource type, it shall respond with a’5.01 (Not
implemented) CoAP response code and a oneM2M Response Status Code of
"NON_BLOCKING_SYNCH_REQUEST_NOT_SUPPORTED".

The Originator can use the <request> resource reference to synchronously retrieve the <request> resource that
contains the response to the original request.

The Receiver, upon receipt of thisretrieve request, shall handleit asin clause 6.3.1 sinceit is a non-blocking
request.

Originator
CoAP Client

6.3.4
1

2)

6.4

parameter is mapped into the URI-Query option) -

If the Receiver isa Transit CSE, the Receiver acts as CoAP client and CoAP server.

Originator Receiver

CoAP Client CoAP Server
1) CON POST (Reql whose Operation
parameter is mapped into the URI-Query option)

Receiver 2b) ACK
CoAP Server

1) CON POST (Reql whose Operation

2b) CON (2.01)
2a) ACK (2.01) oneM2M-RSC = 1001 !
oneM2M-RSC = 1001 Payload = <request> reference processing
Payload = <request> reference ACK

Successful

3) CON ( RETRIEVE <request> reference)

Successful
processing 3) CON ( RETRIEVE <request> reference)

Payload = <request> resource which contains Rspl

4) ACK (2.05)
4) ACK (2.05) oneM2M-RSC = 2000
oneM2M-RSC = 2000 Payload = <request> resource which contains Rsp1

Figure 6.3.3-1: Non-Blocking Synchronous Case

Flex Blocking case

If the Response Type parameter is configured as "flex blocking", the Originator (CoAP client) should send the
oneM2M request to the Receiver (CoAP server) as a CoAP Confirmable message. This request shall be sent
using the CoAP POST method, and shall include the Operation parameter, mapped as described in

clause 6.2.2.3.

The Receiver shall determine whether to handle the request using "nonBlockingRequestSynch™ or
"nonBlockingRequestAsynch" mode;

If the Receiver chooses "nonBlockingRequestAsynch" processing proceeds as described in clause 6.3.2,
starting from step 2).

If the Receiver chooses "nonBlockingRequestSynch™ processing proceeds as described in clause 6.3.3,
starting from step 2).

Mapping rules of caching

This clause specifies how to enable or disable CoAP caching mechanism and how to use cached information.

If the CoAP end point supports caching mechanism by freshness, the CoAP server shall:

set the Max-Age Option value to "0" (zero) to disable caching, in order to support complete oneM2M
mapping; or
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. set the Max-Age option value to another value (such as the default value), in order to use CoAP caching
mechanism for constrained environment.

NOTE 1: Inthe second case, the new request from oneM 2M layer can get the stored fresh response from CoAP
client, not from CoAP server.

If the CoAP end point supports caching mechanism by validity:

e the CoAP server shal not present Etag in responses to disable caching, in order to support complete oneM2M
mapping; or

. the CoAP server shall present Etag in responses, in order to use CoAP caching mechanism for constrained
environment.

NOTE 2: Inthe second case, the new request from oneM2M layer can get the stored fresh response from CoAP
server, not from oneM2M layer.

6.5 Usage of Blockwise Transfers

Using Block Options, large oneM2M resource representations can be fragmented and reassembled by CoAP
independently of the lower layers as well as the above application. The CoAP Blockl Option shall be used to define the
size of the blocks used for oneM 2M request primitives and the CoAP Block2 Option shall be used to define the size of
the blocks used for oneM2M response responses. Refer to IETF RFC 7959 [3] for further details.

7 Security Consideration

This clause applies to CoAP unicast communication only. Security for multicast communication is addressed in
clause B.1.

CoAP itself does not provide protocol primitives for authentication or authorization.

Just asHTTP is secured using Transport Layer Security (TLS) over TCP, CoAP can be secured using Datagram TLS
(DTLS9) [5].

All CoAP messages shall be sent as DTLS "application data”. For matching an ACK or RST to a CON message or a
RST to aNON message: The DTLS session shall be the same and the epoch shall be the same.

For matching aresponse to arequest, the DTL S session shall be the same and the epoch shall be the same. The response
to aDTLS secured request shall always be DTLS secured using the same security session and epoch.

OneM2M primitive parameters contained in CoAP messages may be protected by DTLS in a hop-by-hop manner. For
the details, see oneM2M security solution specification [4].
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Annex A (informative):
Example Procedures

Al

Blocking case of AE Registration

Figure A.1-1 illustrates CoAP mapping of AE Registration procedure described in clauses 7.2.2.1, 7.4.6.2.2 and E.1 of
ETSI TS 118 104 [2] and shows an example of blocking case which is described in clause 6.3.1.

IN-AE

IN-CSE

Stepl: IN-AE creates <AE>resource at IN_CSE
Method: POST

Uri-Host: m2m.spl.com

Uri-Port: 5683

Uri-Path: CSEO2Base

Content-Format: 41

oneM2M-RQl: 0001

oneM2M-TY: 2

oneM2M-RVI: 2a

Payload: <AE> representation to create

>

Step2: Check access controls,
process request and create
<AE> resource for IN-AE

Step3: Response

Code: 2.01 Created

Location-path: /CSE02Base/ae02
Content-Format: 41

oneM2M-RQl: 0001

oneM2M-RSC: 2001

oneM2M-RVI: 2a

Payload: <AE> representation created

-

Figure A.1-1: Binding Example - Blocking case of AE Registration
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A.2

Non-blocking synchronous case of AE Registration

Figure A.2-1 illustrates CoAP mapping of AE Registration procedure described in clauses 7.2.2.1, 7.4.6.2.2 and E.2 of
ETSI TS 118 104 [2] and shows an example of non-blocking synchronous case which is described in clause 6.3.3.

IN-AE

IN-CSE

Stepl: IN-AE creates <AE> resource at IN_CSE
Method: POST

Token: 2a3b

Uri-Host: m2m.spl.com

Uri-Port: 5683

Uri-Path: CSE02Base

Content-Format: 41

oneM2M-RQJ: 0001

oneM2M-TY: 2

oneM2M-RVI: 2a

Payload: <AE> representation to create

Step2: Acknowledgement
Code: None
oneM2M-RQl: 0001
oneM2M-RSC: 1000
oneM2M-RVI: 2a

-l

-

Step3: Check access controls,
process request and create
<AE>resource for IN-AE

Step4: IN-AE retrieves <AE> resource in IN_CSE
Method: GET

Token: 2a3b

Uri-Host: m2m.spl.com

Uri-Port: 5683

Uri-Path: CSE02Base

oneM2M-RQJ: 0003

oneM2M-RVI: 2a

Payload: <AE> representation to retrieve

Step5: Response

Code: 2.05 Content

Token: 2a3b

Content-Format: 41

oneM2M-RQI: 0003

oneM2M-RSC: 2000

oneM2M-RVI: 2a

Payload: <AE> representation retrieved

-l
-

ETSI
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Annex B (normative):
Multicast group fan out procedure

B.0 Introduction

This clause describes the behaviour of CoAP layer for multicast group fan out procedure. Figure B.0O-1 illustrates the
stepsinvolved in the interaction.

Group Hosting CSE . Member Hosting CSE1 Member Hosting CSE2
(CoAP Client) Multicast Address (CoAP Server) (CoAP Server)
1 T=NON,
_Code=0.01,MID=1xxxx_>
Token: 2xx

2 Request Proccess

3 T=NON, Code=2.05, MID=2xxx
D — Tokem:2xx
Payload:|content

4 T3NON, Code=2.05, MID=Bxxx
Token:2xx
Payload: content

A

Figure B.0-1: Multicast group fan out procedure

. The Group Hosting CSE (CoAP client) shall use the Non-confirmable Method for the resource to the Member
Hosting CSEs (CoAP server). The Group Hosting CSE shall provide a unique Token value in the request.

. The Member Hosting CSE, upon successful processing of the request, shall send an appropriate responsein a
separate Non-confirmable message with the same Token value.

B.1  Security

DTLS s not applicable to multicast group fan out messages. Security for multicast group fan out is addressed in
clause 6.1.2.2.3 of ETSI TS 118 103 [4].

ETSI



oneM2M TS-0008 version 4.4.1 Release 4 24 ETSI TS 118 108 V4.4.1 (2023-08)

B.2 Caching

A GET request to a multicast group fan out shall not contain an ETag option.
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