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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI Web server (https:/ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
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Foreword

This Technical Specification (TS) has been produced by ETSI Technica Committee Smart Card Platform (SCP).

The contents of the present document are subject to continuing work within TC SCP and may change following formal
TC SCP approval. If TC SCP modifies the contents of the present document, it will then be republished by ETSI with
an identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x  thefirst digit:
0  early working draft;
1 presented to TC SCP for information;
2  presented to TC SCP for approval;
3 or greater indicates TC SCP approved document under change control.

y  thesecond digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z  thethird digit isincremented when editorial only changes have been incorporated in the document.
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The present document is part 2 of a multi-part deliverable covering testing aspects for the Smart Secure Platform (SSP),
asidentified below:
Part 1.  "Test Specification, general characteristics’;

Part 2. "Integrated SSP (iSSP) char acteristics Test Specification” .

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document details the test specifications for the Smart Secure Platform (SSP) integrated into an SoC, also
known as iSSP. It specifies the test environment to verify conformance requirements for services running in the Smart
Secure Platform and in any terminal hosting a Smart Secure Platform application as defined in ETSI TS 103 666-1 [9]
focusing on the specific attributes that are defined for the iSSP in ETSI TS 103 666-2 [10].

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

. In the case of areferenceto a TC SCP document, a hon-specific reference implicitly refersto the latest version
of that document in the same Release as the present document.

Referenced documents which are not found to be publicly available in the expected |ocation might be found at
https://docbox.etsi.org/Reference/.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ANSI X9.62-2005: "Public Key Cryptography for the Financial Services Industry, The Elliptic
Curve Digital Signature Algorithm (ECDSA)".

[2] BSI-CC-PP-0084-2014: " Security 1C Platform Protection Profile with Augmentation Packages'.

[3] BSI TR-03111: "Elliptic Curve Cryptography”, Version 2.10.

[4] ETSI TS 102 221: "Smart Cards; UICC-Terminal interface; Physical and logical characteristics'.

[5] ETSI TS 102 223: "Smart Cards; Card Application Toolkit (CAT)".

[6] ETSI TS 102 226: "Smart Cards; Remote APDU structure for UICC based applications'.

[7] ETSI TS 102 241: "Smart Cards; UICC Application Programming Interface (UICC API) for Java
Card™".

(8] ETSI TS 103 465: "Smart Secure Platform (SSP); Requirements Specification".

[9] ETSI TS 103 666-1: "Smart Secure Platform (SSP); Part 1: General characteristics'.

[10] ETSI TS 103 666-2: " Smart Secure Platform (SSP); Part 2: Integrated SSP (iSSP) characteristics'.

[11] ETSI TS 103 999-1: "Smart Secure Platform (SSP); Part 1: Test Specification, general
characteristics'.

[12] GlobalPlatform Technology: "Card Specification”, Version 2.3.1.

[13] GlobalPlatform Technology: "Open Firmware Loader for Tamper Resistant Element"”, Version 1.3.

[14] GlobalPlatform Technology: "Virtual Primary Platform - Firmware Format", Version 1.0.1.

[15] Global Platform Technology: "V PP - Concepts and Interfaces', Version 1.0.1.

[16] GlobalPlatform Technology: "VPP - OFL VNP Extension”, Version 1.0.

[17] | ETF draft-shen-sm2-ecdsa-02: "SM2 Digital Signature Algorithm".
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IETF RFC 3986: "Uniform Resource Identifier (URI): Generic Syntax".
IETF RFC 4122: " A Universally Unique IDentifier (UUID) URN Namespace”.
IETF RFC 4868: "Using HMAC-SHA-256, HMAC-SHA-384, and HMAC-SHA-512 with | Psec".

IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation
List (CRL) Profile".

IETF RFC 5480: "Elliptic Curve Cryptography Subject Public Key Information”.

IETF RFC 5639: "Elliptic Curve Cryptography (ECC) Brainpool Standard Curves and Curve
Generation".

IETF RFC 5754: "Using SHA2 Algorithms with Cryptographic Message Syntax™.

IETF RFC 5758: "Internet X.509 Public Key Infrastructure: Additional Algorithms and Identifiers
for DSA and ECDSA".

IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".
IETF RFC 8446: "The Transport Layer Security (TLS) Protocol Version 1.3".

ISO/IEC 10118-3:2018: "IT Security techniques - Hash-functions - Part 3: Dedicated hash
functions”.

ISO/IEC 14888-3:2018: "IT Security techniques - Digital signatures with appendix - Part 3:
Discrete |ogarithm based mechanisms®.

| SO/IEC 9646-7:1995: "Information technology - Open Systems I nterconnection - Conformance
testing methodology and framework - Part 7: Implementation Conformance Statements”.

NIST 800-56A (May 2013): "Recommendation for Pair-Wise Key Establishment Schemes Using
Discrete Logarithm Cryptography (Revision 2)".

NIST 800-108: "Recommendation for Key Derivation Using Pseudorandom Functions”.

NIST SP 800-38B (May 2005): "Recommendation for Block Cipher Modes of Operation: The
CMAC Mode for Authentication™.

ETSI SCP forge repository - ETSI TS 103 999-2 Projects..

ETSI TS 103 999-2 iSSP Test Specification; available at:
https.//forge.etsi.org/rep/scp/ts 103999-2 issp testspec

ETSI TS 103 999-2 iSSP Test Tool; available at: https://forge.etsi.org/rep/scp/ts 103999-
2 issp Testtool

ETSI TS 103 999-2 iSSP eGCM; available at: https://forge.etsi.org/rep/scp/ts 103999-
2 iSSP eGCM
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2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

. In the case of areference to a TC SCP document, a non-specific reference implicitly refersto the latest version
of that document in the same Release as the present document.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

Not applicable.

3 Definition of terms, symbols, abbreviations and
formats

3.1 Terms

For the purposes of the present document, the terms given in ETSI TS 103 465 [8], ETSI TS 103 666-1 [9] and
ETSI TS 103 666-2 [10] apply.

3.2 Symbols

For the purposes of the present document, the symbolsgiven in ETSI TS 103 465 [8], ETSI TS 103 666-1 [9] and
ETSI TS 103 666-2 [10] apply.

3.3 Abbreviations

For the purposes of the present document, the abbreviations given in ETSI TS 103 465 [8], ETSI TS 103 666-1 [9],
ETSI TS 103 666-2 [10] and the following apply:

ARP Access Right Pattern

Cl Certificate | ssuer

LBA Local Bundle Assistant

SCL SSP Common Layer

SKID Subject Key IDentifier

SPBL Secondary Platform Bundle Loader
SPBM Secondary Platform Bundle M anager
SSP Smart Secure Platform

SUT System Under Test

TT Test Tool
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3.4 Formats

34.1 Format of the conformance requirement tables

The columnsin the requirement tablesin clause 5 of the present document have the following meaning:

Table 3.1: Format of the conformance requirement tables

Column Meaning
Req.ID This column shows the ordinal term assigned to a requirement identified in the referenced
specification. The following syntax has been used to define the unique requirement terms:
RQ<XX><YY>_<ZZ77> or RQ<XX><YY>_<ZZZA>

XX: Main clause of the core specification in which the conformance requirement is listed.

YY: Subclause of the main clause in the core specification in which the conformance
requirement is listed.

77Z7: Continuously increasing number starting with '001".

ZZZA: Sub-numbering (alphabetic) used if an identified requirement is split for clarification.

Clause The "Clause" column helps to identify the location of a requirement by listing the clause hierarchy
down to the subclause the requirement is located in.
Description In this column the requirement text is shown. Where the text can either be a copy of the original

requirement as found in ETSI TS 103 666-2 [10] or a text analogous to the requirement text (e.g.: if
the requirement text is descriptive and can be shortened or truncated).

3.4.2 Format of the applicability table

The columnsin the applicability table, Table 4.1, have the following meaning:

Table 3.2: Format of the applicability table

Column Meaning
Test ID A reference to the test description identification detailed in the present document and required to
validate the implementation of the corresponding item in the "Description” column.
Description A short non-exhaustive description of the test purpose is given here. In general, the description text
used will equal the test description name used in the present document.
Release Number of the version the tested feature was introduced in.
Rel-<x> For a given Release, the corresponding "Rel-<x>" column lists the tests required for the SPI to be

declared compliant to this Release.
Each entry shows the status following notations defined in ISO/IEC 9646-7 [30]:

M mandatory - the capability is required to be supported.
O  optional - the capability may be supported or not.
N/A not applicable - in the given context, it is impossible to use the capability.

X prohibited (excluded) - there is a requirement not to use this capability in the given context.
Oi  qualified optional - for mutually exclusive or selectable options from a set. "i" is an integer
which identifies a unique group of related optional items and the logic of their selection which
is defined immediately following the table.

Ci  conditional - the requirement on the capability ("M", "O", "X" or "N/A") depends on the
support of other optional or conditional items. "i" is an integer identifying a unique conditional
status expression which is defined immediately following the table. For nested conditional
expressions, the syntax "IF ... THEN (IF ... THEN ... ELSE ...) ELSE ..." shall be used to
avoid ambiguities.

Support Is blank in the pro forma and is to be completed by the manufacturer in respect of each particular
requirement to indicate the choices which have been made in the implementation.
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3.4.3 Numbers and Strings

The conventions used for decimal numbers, binary numbers and strings.

Table 3.3: Convention of Numbering and Strings

Convention Description
nnnnn A decimal number, e.g. PIN value or phone number
'b’ A single digit binary number
‘bbbbbbbb’ An 8-bit binary number
‘hh’ A single octet hexadecimal number
'hh hh...hh' A multi-octet hexadecimal number or string
"SSSS" A character string
NOTE: If an X' is present in a binary or hexadecimal number, then the digit might have any allowed value. This 'X'
value does not need to be interpreted within the particular coding shown.

3.4.4 Format of test description clauses

In general clauses with test descriptions use the following basic format:
X.Y. Group of test descriptions for a particular topic
X.Y.1 Configurations

This header isto be used in every clause that includes configuration descriptions. It may be followed by a sentence
explaining that there are no specific configurations required for this particular topic or:

X.Y.1.1 C<aaa>_<y>1l<n> <optional>

Where each sub-header of arequired configuration is built from aleading 'C' followed by <aaa>, a minimum three-digit
abbreviation for the configuration description group, an underscore, an <y> for the clause number, a'l' for the
‘Configurations' clause, and <n>, a minimum one-digit configuration number. This sub-header may include explanatory
text following the identification.

Whenever a configuration existsit is presented in atable of the following format:

Configuration ID C<aaa> <y>1<n>
Configuration

description
Example:
Host Domain Identifier\ é Host Domain Identifier
(TESTER) (sum)
Host Identifier Host Identifier

Application Service
Identifier Identifier
Gate ‘ﬁ Gate
Identifier 1 Identifier

A Configuration description shows a drawing representing the entities involved and the connections available between
instances. It does not include explanatory text.
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X.Y.2 Procedures

This header isto be used in every clause that includes procedure descriptions. It may be followed by a sentence
explaining that there are no specific procedures required for this particular topic or:

X.Y.2.1 P<aaa>_<y>2<n> <optional>

Where each sub-header of arequired procedureis built from aleading 'P followed by <aaa>, a minimum three-digit
abbreviation for the procedure description group, an underscore, an <y> for the clause number, a'2' for the 'Procedures
clause, and <n>, a minimum one-digit configuration number. This sub-header may include explanatory text following
the identification.

Whenever a procedure existsit is presented in atable of the following format:

Procedure ID P<aaa>_<y>2<n>

Procedure Description of the procedure objectives.
objectives

Configuration C<aaa>_<y>1<n>

reference See note 1.

Initial conditions
Text and/or list of procedure IDs identifying the initial conditions that need to be fulfilled before the procedure
sequence defined in this table can be executed.
See note2.

Procedure sequence

Step |Description
1 Description of procedure step #1

n Description of procedure step #n
NOTE 1: Reference to the appropriate configuration.
NOTE 2: Procedure IDs can be referenced if the integration of existing procedure sequences can avoid
required procedure steps duplication to achieve the initial conditions. Referenced procedures are
intended to be executed in given order.

Procedures are sequences that are executed to prepare specific initial conditions for atest. As such they do not include
verifications of any requirements.

X.Y.3 Test descriptions
This header isto be used for every clause that includes test descriptions. It may be followed by:
X.Y.3.1 <aaa>_<y>3<optional s><n> <optional>

Where each sub-header of atest description is built from <aaa>, a minimum three-digit abbreviation for the test
description group, an underscore, an <y> for the clause number, a'3' for the 'Test descriptions' clause, a clause number
<s> (optional —only added if test descriptions are structures in sub-subclauses) and <n>, a one-digit configuration
number. This sub-header may include explanatory text following the identification.

Whenever atest description existsit is presented in atable of the following format:

Test ID <aaa>_<y>3<s><n> or <aaa>_<y>3<n>
Test objectives Description of the test objectives.
See note 1.
Configuration C<aaa>_<y>2<n>
reference See note 2.

Initial conditions
Text and/or list of procedure IDs identifying the initial conditions that need to be fulfilled before the test
sequence defined in this table can be executed.
See note 3.

Test sequence
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Step Description Req.ID
1 | Description of test step #1

RQ<XX><YY> <ZZZ>

n | Description of test step #n
NOTE 1: The descriptions should reflect the objectives of the requirements verified.
NOTE 2: Reference to the appropriate configuration.
NOTE 3: If possible the initial conditions for the test sequence shall be defined by existing procedures.
Referenced procedures are intended to be executed in given order.

Requirement IDsllisted in the Req.ID tab are references to the requirements listed in clause 5.x of the present document.
A requirement listed in the test sequence is handled as verified if the response related to the listed requirement has the
expected contents or if the described test step could be executed successfully. Reg.IDs are always assigned to a

response step.

If there are no test descriptions defined for a group of tests, but related requirements are available, an appropriate clause
shall inform about the status of the requirements. E.g.:

X.Y.3.Z Requirements not testable, implicitly verified or verified elsewhere
The header of this clause shall be adjusted depending on which condition applies for the identified requirements.
Exampletext for requirementsreferenced from another standardization body:

The following requirements identified in <XY Z> are not tested in accordance with the present document, as they are
referencing requirements from another standardization body (SNAME>): <XX><YY> <ZZZ7Z>, ...

Exampletext for reguirementsimplicitly tested:

The following requirements identified in <XY Z> are generated from descriptive text. An explicit verification is not
possible but with correct execution of the related function the requirements can be handled as implicitly verified:
<XX><YY> <Z77>, ...

Exampletext for reguirements not tested:

The following requirements identified in <XY Z> are either generated from descriptive text or not testable in the defined
test environment. A verification of the listed requirementsis not possible: <XX><YY>_<ZZ77>, ...The clause with
explanatory text for the untested or implicitly tested requirementsis the last clause in the Test description clause.
Nevertheless, it can be provided as the first clause if no executable test sequences are defined.

The hierarchy given in this example structure is not fixed. If building sub-groupsis useful this may be done on any level
of the test description hierarchy. Furthermore, it is not required to generate sub-groups for all the three main sections
(Configurations, Procedures, Test descriptions) if adding a sub-group is useful in any of these sections.

E.g.: common Configurations on hierarchy level 3, common Procedures on hierarchy level 3 but subgroups for the test
descriptions with anew group header on level 4 and the test descriptions on level 5.
3.45 Dynamic content validation in ASN.1 structure

In certain test descriptions dynamic content returned by the DUT (e.g.: value within ASN.1 structure, signature,
integer, ...) is processed according to the following grammar:

operations ::= '<' operation ( logical_operator operation)* '>'

operation ::= operation_ldentifier ' (' variable_identifier (', ' parameter)* ')’
operation_identifier ::= 'STORE'|'REPLACE'|' COMPARE'|'| SFIELDNOTEXIST'
logical_operator ::= 'AND'|'OR|'XOR’

variable identifier ::=([A-Z]|[a-Z)+[0-9]*
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where:
. Operation_identifier: isidentifying the operation to be performed on dynamic content of aFieldName as:

- STORE: store the dynamic content of an aFieldName into atest tool variable identified by the
Variable _identifier.

- REPLACE: retrieve avariable identified by the Variable _identifier and replace the content of
aFieldName with the content of the variable.

- COMPARE: compare the content of aFieldName with the content of a variable and return ‘true’ or 'false’
asaresult to the test tool. This operator requires one or more parameters. If more than one parameter is
used, the parameters are OR concatenated.

Possible parameters are:
L] GT: the content of the aFieldName shall be strictly greater than the content of avariable
L] LS: the content of the aFieldName shall be strictly less than the content of avariable
" EQ: the content of the aFieldName shall be equal to the content of avariable
" DIF: the content of the aFieldName shall be different from the content of avariable
- ISFIELDNOTEXIST: return 'true’, if aFieldName field does not exist.

e Variable identifier: variable identifier managed by the test tool. The variable identifier shall consist of a set of
aphanumeric characters only.

The operations are inserted within a comment associated to afield as follows:
aFieldName ... /* operations*/
For example:
aHandl eNot i fi cati onHeader {
aNotificationRecei verld eFUNCTI ON- REQUESTER- | D- 1,

aNotificationCallld '00000000'H /* <COWPARE(aEMPTY, DI F) >*/,
¥

where:
aEMPTY OCTET STRING ::= ''H /*<STORE(aEMPTY) >*/
4 Test environments

4.1 Test environments for the different test aspects

4.1.0  General overview on the iSSP ecosystem to be tested
The general architecture of the iSSP ecosystem is defined in ETSI TS 103 666-1 [9], clause 12.1.
A representation of the iSSP ecosystem is shown in Figure 4.1 to ease the identification of entities required and

interfaces tested in accordance with the present document. Interfaces (Si1, Si2, Si3 and Si4) involved in Secondary
Platform Bundle management are highlighted.
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Figure 4.1: iSSP ecosystem

41.1 Evaluation Assurance Level certification

The support of a certification by composition from the SSP Primary Platform Evaluation Assurance Level isdefined in
ETSI TS 103 666-1[9], clause 11.2.1.

SSP Evaluation Assurance Level certification is out of scope of the present document.

4.1.2 Test environment for Secondary Platform Bundle services

The test environment defined in Figure 4.2 illustrates the perspective of the tests of a service running in the SSP from an
application running on the terminal.

Test Tool (TT)

i : Terminal i

3 ! SCL Analyser Application }

! SSP ; Functions Emulator |

‘ Services l : Functions ]

{ 3 i Report Function ! e

i : { J _—

Figure 4.2: Tests of a service in the SSP

All testsdefined in ETSI TS 103 999-1 [11] are applicable.

Thistest environment is valid for testing the SPB |oader service described in ETSI TS 103 999-1 [11], clause 12 and
will support the Si3 interface.

NOTE: Thetest environment defined for testing a service in the SSP in the present document is similar to the one
defined for testing a servicein the SSPin ETSI TS 103 999-1 [11], clause 4, Figure 4.3.

ETSI



Release 15 22 ETSI TS 103 999-2 V15.0.0 (2021-12)

4.1.3 Test environment for Secondary Platform Bundle Manager services

The test environment defined in Figure 4.3 illustrates the perspective of the tests of services running in the SPBM
(SUT).

Test Tool (TT)

f ASN.1 based Terminal/SPBL
Functions Emulator

Functions

Services

3 SPBM

Application 3

|
i TCP/IP | Message Analyser
i

Figure 4.3: Tests of a service in the SPBM

The applications running in the test tool are functionally equivalent to:
e  TheLBA running on the terminal via Si2 and Si4.
. The service provider viathe Sil.

Asthelist of functionstable 12.4in ETSI TS 103 666-2 [10] does not define any servicein the LBA, no test
descriptions for testing the LBA are needed.

The test tool connector isthe Sil and Si2 interfaces as defined in ETSI TS 103 666-2 [10], clauses 12.6.3 and 12.6.4.

The SPBM shall be prepared for test purposes in supporting a set of certificates for ETSI tests. These certificates shall
be compliant to what isdefined in ETSI TS 103 666-2 [10], clause 12.2.1.

The SPBM is acertified functional block for which no invasive test tool connector is allowed. Consequently, the Si4
interface functionality is tested with negative cases, deducing the transfer of protocol elements required for
authorization, mutual authentication, integrity and confidentiality.

The testing of the Si6 interface connecting the Cl and the SPBM is out of the scope of the present document.

4.1.4  Test environment for Primary Platform services

Figure 4.4.4 illustrates the perspective of the tests of a service running in the primary platform from an application
running on the primary platform point of view (here a SPB).

3 SuT | | Test Tool (TT) !

| SPB | } Test i

1 (Test Service) 1 ; SCL Analyser Application 1

| VI Functions Emulgtor 3

i i i Functions !

i Primary Platform i ‘ 1 Sy—

‘ | [ i T

Figure 4.4: Tests of a service in the primary platform
The primary platform can only be tested from a SPB viathe interface defined in ETSI TS 103 666-2 [10], clause 8. The

iSSP shall enable the SPB and then be capable to address test content to the Primary Platform. The SPB Test Service
interprets commands from the test application running in the test tool.
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Testsrelated to the kernel functions of the ABI/API and to the communication service interface of the Primary Platform
are out of the scope of the present document.

4.1.5 Principles of the data exchange

4151 Data Format verification

The verification of the data exchanged between the SPBL, the SPBM and the LBA is globally performed by comparing
the datain question with the ASN.1 model defined in ETSI TS 103 666-2 [10]. The application acts as data issuer when
the connected service isthe data receiver and vice versa. The data flow from the data issuer to the datareceiver is

illustrated in Figure 4.5. The data format verification throws an exception if the exchanged data are not fully compliant

with the ASN.1 model.
Data Issuer }n Data Receiver

OK/NOK

Figure 4.5: Data format verification

The data format verification on the presentation layer of the Si2 interface as shown in Figure 4.5 isdone for ASN.1
compliance only. The correctness of the data contents conveyed by the Si2 presentation layer are verified by the TT by
analysing the received data.

415.2 Data contents verification

4.15.2.1 SUT test concept

The TT aways acts as the application. Asthe SUT (service) appears as a"black box", checking its functionalitiesis
done by stimulating the SUT with invalid data contents provided in an appropriate ASN.1 model, expecting the SUT to
throw errors and/or exceptions.

To verify that the SUT is doing data contents verification software tools allowing to provide invalid or incorrect data
using the appropriate ASN.1 model are provided.

41522 Software tools for clause 12

Exampl e software tools associated with the Si2 test descriptions provided in the present document are available in the
ETSI forge repository [34]. All PDU use the DER format.

The provided software toolsenable a TT to generate:
. The SPBL certification path (authentic) leading to a correct certification path.
e  The SPBM certification path (fake) leading to awrong certification path.
. The SPBL certification path (authentic) leading to a correct certification path.
e  The SPBM certification path (fake) leading to awrong certification path.
e  The Si2GetSpbmCertificate command according to parameters.
. The Si2GetSpbmCertificate response according to parameters.

e  The Si2GetBoundSpblmage command according to parameters.
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e  The Si2GetBoundSpbl mage response according to parameters.

. The Si2HandleNatification command according to parameters.

e  The Si2HandleNotification response according to parameters.
The provided software toolsenablea TT to verify:

e  The Si2GetSpbmCertificate response according to parameters.

e  The Si2GetBoundSpbl mage response according to parameters.

. The Si2HandleNotification response according to parameters.

Software tools associated with these test descriptions do not deal with the firmware as defined by Globa Platformin
Virtual Primary Platform - Firmware Format, [14].

4153 Public Key Infrastructure for tests

Figure 4.6 defines the PK1 used for the test descriptions of the Si4 interface.

(D
CA: Certification Authority
SSPM ClI SPBM CI
EE: End Entity
L CA CA
-/
Y \ 4 a
@ @
SSPM-SUB-CI SPBM-SUB-CI
CA CA
- -/
A A 4 ’
SSPM SPBM
CA CA
y 8 y 8
(D (D
SSPM-SUB SPBM-SUB
CA CA
- -/
v [ Y Y o] y
) (D
SPBL SPBM-DS1-KA SPBM-DS1 SPBM-DS2
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Figure 4.6: PKI for tests
The hierarchical list of the digital certificatesin the certification path of the SSPM Cl is the following:
e  CERT.ETSI-SSP-SSPM-CI-CA.ECDSA
e  CERT.ETSI-SSP-SSPM-SUB-CI-CA.ECDSA

. CERT.ETSI-SSP-SSPM-CA.ECDSA
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. CERT.ETSI-SSP-SSPM-SUB-CA.ECDSA
. CERT.ETSI-SSP-SPBL-EE.ECDSA
The hierarchical list of the digital certificatesin the certification path of the SPBM ClI isthe following:
. CERT.ETSI-SSP-SPBM-CI-CA.ECDSA
. CERT.ETSI-SSP-SPBM-SUB-CI-CA.ECDSA
U CERT.ETSI-SSP-SPBM-CA.ECDSA
. CERT.ETSI-SSP-SPBM-SUB-CA.ECDSA

. CERT.ETSI-SSP-DS1-EE.ECDSA, CERT.ETSI-SSP-DS2-EE.ECDSA, CERT.ETSI-SSP-DS1-KA-
EE.ECKA

For tests purposes only, a set of private keys compliant with the public key lengths supported by the
ETSI TS 103 666-2 [10] isavailable in the ETSI forge repository as defined in SCP iSSP tooling [34]. The Si4 security
protocol isindependent of the ECC key lengths as well the Si4 test descriptions.

4.1.6 Common ASN.1 coding

ETSI Test d obal Definitions { id-issp test(3) }
DEFI NI TI ONS

AUTOVATI C TAGS

EXTENSI Bl LI TY | MPLI ED : :

BEG N

EXPORTS ALL;

| MPORTS

UuJl D,

id-issp

FROM | SSPDef i ni ti ons;

/* Inports */

id-issp-test OBJECT IDENTIFIER ::= {id-issp test(3)}

i ssp-egcm OBJECT IDENTIFIER ::= {id-issp-test egcm (1)}

i ssp-egcm aes- 128 OBJECT | DENTIFIER ::= {issp-egcm egcmaes-128 (1)}

i ssp- egcm aes- 256 OBJECT | DENTI FI ER :: = {i ssp-egcm egcm aes- 256 (2)}
/*Cust odi an for tests*/

i ssp-acust odi an-oi d OBJECT IDENTIFIER ::= {id-issp-test acustodian-oid (2)}
i ssp- acust odi an-oi d-tel ecom OBJECT | DENTI FI ER :: = {issp-acustodi an-oid tel ecom (1)}
i d- gl obal pl atform OBJECT | DENTI FIER :: = {iso(1) nenber-body(2) us(840)

gl obal pl at fornm(114283)}

i d- part - nunber OBJECT | DENTIFIER ::= {id-global platformofl (10) pn(1)}
/[*Fami lyld O d*/

id-fam ly-id-test OBJECT IDENTIFIER ::= {id-issp-test id-famly-id(3)}
id-famly-id-test-1 OBJECT IDENTIFIER ::= {id-fam |ly-id-test famly(1)}
id-famly-id-test-2 OBJECT IDENTIFIER ::= {id-fam |ly-id-test famly(2)}

/* Fam |y UUI Dv5 for tests*/
/*URN: urn:ttfOOl.etsi.org:id-fam|ly-id-test-1*/

eFami |yl dTest1 UUID :: = ' FF334CCDI9D055649B517C6ECBB1B5383" H
/*URN: urn:ttfOOl.etsi.org:id-famly-id-test-2*%/
eFam |yl dTest2 UUI D :: = ' 58DBFEA315355BBAA732D43F6C0A2956' H

/* SPBId UUI Dv5 for tests*/
/*URN: urn:ttfO001. etsi.org: codem 47929dd4- 9854- 4f 71- 8dd8- e247f d909e13 */

eSPBl dTest1 UUI D :: = ' EO44EB70B41359DD9399F3D4124555E0' H

/*URN: urn:ttfO0O01l. etsi.org: codem 83e58f e0- 35ea- 47f 6- 9b74- bdb7a5ecb772 */
eSPBI dTest2 UUID :: = '1266BF3477E251BEB02D23C7478B5AAD H

END

ASN.1 coding/SCP iSSP tooling can be found in a sub-folder of [34] at: https.//forge.etsi.org/rep/scp/ts 103999-
2 issp testspec/raw/master/T S103999-2.asn.

NOTE: Opening to the referenced file might only work if entered into the address bar of your internet browser.
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4.2 Applicability Table

The applicability tablesin this clause are formatted as described in clause 3.4.2.

Table 4.1: Applicability table

Test ID Description Release | Rel-15 |Support
PSVC_322 Primary Platform - Open a pipe session on the Rel-15 M
SPBL Service Gate
SVC_3311- |Secondary Platform Bundle Loader Rel-15 M
SVC_33110
iISP_4341 - Secondary Platform - Capability exchange Rel-15 M
iISP_4344
SI1_63311 - |Sil interface - Sil.CreateSPReference Rel-15 M
SI1 63317
SI1_63321 - |Sil interface - Sil.SelectSpb Rel-15 M
SI1_63328
SI1_63331 - |Sil interface - Sil.FinalizePreparation Rel-15 M
SI1_63333
SI1_63341 - |Sil interface - Sil.CancelPreparation Rel-15 M
Sl1_63347
SI1 63351 Sil interface - Sil.HandleNoatification Rel-15 M
SI2_64311 - |Si2 interface - Si2.GetSpbmCertificate Rel-15 M
SI2_643110
S12_64321 - |Si2 interface - Si2.GetBoundSpbimage Rel-15 M
SI2_64327
SI2_64331 Si2 interface - Si2.HandleNotificatio Rel-15 M
SI3_65311 - |Si3 interface - Si3.GetSspInfo Rel-15 M
SI3_65314
SI3_65321 Si3 interface - Si3.SetSpbmCredential Rel-15 M
SI3_65331 Si3 interface - Si3.LoadBoundSpbinfo Rel-15 M
SI3_65341 Si3 interface - Si3.LoadBoundSpbSds Rel-15 M
SI3_65351 Si3 interface - Si3.LoadBoundSpbSeg Rel-15 M
SI3_65361 Si3 interface - Si3.GetSspCredential Rel-15 M
SI3_65371 - |Si3 interface - Si3.EnableSpb Rel-15 M
SI3_65372
SI3_65381 Si3 interface - Si3.DisableSpb Rel-15 M
SI3_65391 Si3 interface - Si3.DeleteSpb Rel-15 M
SI3_653101 |Si3 interface - Si3.GetSpbMetadata Rel-15 M
SI3_653111 |Si3 interface - Si3.UpdateSpbState Rel-15 M
SI3 653121 |Si3 interface - Si3.GetSpbState Rel-15 M
SI3 653131 |Si3 interface - Si3.SwitchSpb Rel-15 M
SI3_653141 |Si3 interface - SPB Management Operations Rel-15 M
SI3_65321 Si3 interface - Si3.SetSpbmCredential Rel-15 M
Sl4 66311 Si4 interface - Si4.SPBL service Rel-15 M
Sl4_66321 Si4 interface - Si4.SPB Manager service Rel-15 M
5 Conformance requirements
5.1 Conformance requirement references

The conformance requirements that apply to the test descriptions defined in the present document are derived from the
specification named in the reference text preceding each conformance requirement listing.

5.2 Juxtaposition of terminologies

ETSI TS 103 666-2 [10] is using adifferent terminology than the Open Firmware Loader (OFL) specification [13] from

Global Platform. Asthe Global Platform specification is referenced for various commands and functions, the
juxtaposition of the used terms shall help to understand the test descriptions defined within the present document.
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Table 4.2: Juxtaposition of ETSI and Global Platform terms
ETSI OLF

SSP Maker TRE maker

SSP TRE

SPBL OFL

SPB container Firmware

SPL certificate

OFL certificate (CERT.OFL.ECDSA)

SPBM (SPB Manager)

IDS (Image Delivery Server)

SPBM KA certificate

CERT.IDS1.ECKA

Primary Platform identifier

No equivalence in OFL

Sil.SelectSpb

Out of the scope of GlobalPlatform

Sil.CreateSPReference

Out of the scope of GlobalPlatform

Si3.GetSsplinfo

ANY_GET_PARAMETER with parameters for reading the
registry

Si2.GetSpbmCertificate

Out of the scope of GlobalPlatform

Si3.SetSpbmCredential

ANY_SET_PARAMETER with parameter for
IDS_CREDENTIALS

Si2.GetBoundSpbimage

Out of the scope of GlobalPlatform

aSsplnfoProtected

ANY_GET_PARAMETER with TRE_CREDENTIALS

aBoundSpblmageByTransacld

Out of the scope of GlobalPlatform

Si3.LoadBoundSpblinfo

OFL_DO_OPERATE(VNP)

Si3.LoadBoundSpbSds

OFL_CHANGE_SEGMENT(VNP)

Si3.LoadBoundSpbSeg

OFL_LOAD_SEGMENT(VNP)

aChangeSegmentParameter

SDS (Segment Descriptor Structure)

aDoOperateParameter IMD (Image Descriptor)
alLoadSegmentParameter FES

LBA OFL Agent

bound Secondary Platform Bundle image |[Bound Image

Si3.EnableSpb

OFL_ENABLE_FIRMWARE (VNP)

Si3.DisableSpb

OFL_DISABLE_FIRMWARE

Si3.DeleteSpb

OFL_DELETE_SESSION

Si3.GetSpbMetadata

ANY _GET_PARAMETER with register

SPB_STATE

ANY_GET_PARAMETER with the OFL_STATE register

Si2.HandleNotification

QOut of scope of OFL

aPartNumberld

ANY_GET_PARAMETER with the PART_NUMBER register

aPpldentifier

No match in OFL

aFamilySpecificSspinfo

No match in OFL

Si3.GetSspCredential

ANY_GET_PARAMETER with the
TRE_CREDENTIAL_PARAMETER register

aChallengeS CHALLENGE_S
aldTransac ID_TRANSAC
aEPkSpblKa PK.OFL.ECKA
aM-SSP M1, H1
almageOwnerld IMOL
aNumberSegment NUM_SEG in IMD
aEncryptionType In the ATK.IDS2.ECDHE
almageMakerld UUIDI

aM-IMD M2, H2

aM-ARP M3, H3
aM-TimeStamp M4, H4
aSpbmToken ATK.IDS2.ECDHE
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5.3 Overview - Security requirements
Reference: ETSI TS 103 666-2 [10], clause 5.2.
Req.ID Clause Description

RQ0502_001 |5.2 The provisions of ETSI TS 103 666-1 [9], clause 6.11 shall apply.

RQO0502_002 |5.2 The software and sensitive data of the iSSP shall never be exposed from the iSSP to any
external component in plain text.

RQ0502_003 |5.2 The protection of software and sensitive data shall provide privacy, confidentiality,
integrity, protection against rollback attacks, and protection against side-channel attacks.

RQ0502_004 |5.2 In the case where software and sensitive data are stored outside the iSSP, they shall also
be protected in a way to achieve perfect forward secrecy and they shall be securely
bound to that given iSSP instance, in accordance to clause 7.1.3.4 of ETSI
TS 103 666-2 [10].

54 ISSP Architecture

Reference: ETSI TS 103 666-2 [10], clause 6.

Req.ID Clause Description
6.1 Overview
RQ0601_001 (6.1 The provisions of GlobalPlatform VPP - Concepts and Interfaces [15], clause 2.1 shall
apply.
6.2 Functional architecture
RQ0602_001 |6.2 The provisions of GlobalPlatform VPP - Concepts and Interfaces [15], clauses 5.1 and 5.2
shall apply.
6.3 Security perimeters
RQO0603_001 (6.3 The provisions of GlobalPlatform VPP - Concepts and Interfaces [15], clause 5.3 shall
apply.
6.4 Unprivileged execution model
RQ0604_001 (6.4 The provisions of GlobalPlatform VPP - Concepts and Interfaces [15], clause 5.4 shall
apply.
6.5 Unprivileged virtual address space
RQO0605_001 (6.5 The provisions of GlobalPlatform VPP - Concepts and Interfaces [15], clause 5.5 shall
apply.
6.6 Run time model
RQO0606_001 (6.6 The provisions of GlobalPlatform VPP - Concepts and Interfaces [15], clause 5.6 shall
apply.

5.5 Primary Platform

551 Hardware Platform

Reference: ETSI TS 103 666-2 [10], clause 7.1.

Req.ID Clause Description
7.1.1 Architecture
RQO701_001 (7.1.1 The provisions of GlobalPlatform VPP - Concepts and Interfaces [15], clause 3.1 shall
apply with the exception that the presence of the SoC shown in figure 3-1 of [15] is
mandatory.
RQO0701_002 |7.1.1 The provisions of GlobalPlatform VPP - Concepts and Interfaces [15], clause 3.1 shall

apply with the exception that the iSSP shall contain an autonomous and independent
clock system.

RQO0701_003 |7.1.1 The provisions of GlobalPlatform VPP - Concepts and Interfaces [15], clause 3.1 shall
apply with the exception that the iSSP shall contain communication functions.
RQO0701_004 |7.1.1 The provisions of GlobalPlatform VPP - Concepts and Interfaces [15], clause 3.1 shall

apply with the exception that the iSSP may contain the data protection hardware function.
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Req.ID Clause Description
7.1.3 Security functions

RQO0701_005 |7.1.3.1 The provisions of GlobalPlatform VPP - Concepts and Interfaces [15], clause 3.4.1
SREQ19 shall apply.

RQO0701_006 |7.1.3.2 The Primary Platform shall provide a Memory Management Function (MMF) to avoid
dependency of the Secondary Platform Bundle design with respect to the execution
memory addressing.

RQO0701_007 |7.1.3.2 The provisions of GlobalPlatform VPP - Concepts and Interfaces [15], clauses 3.2.2 and
3.5 shall apply.

RQO0701_008 |7.1.3.3 The hardware platform shall provide a hardware function for protecting its long term keys
as defined in GlobalPlatform VPP - Concepts and Interfaces [15], clause 3.4.3.

RQO0701_009 |7.1.3.3 The key protection function shall perform key derivation, as specified in
NIST 800-108 [32], with robustness of the PRF equivalent to or greater than HMAC-SHA-
256 as defined in IETF RFC 4868 [20] or CMAC as defined in NIST SP 800-38B [33].

RQO0701_010 |7.1.3.3 The long-term seed value shall be accessible only by the hardware platform. The
probability that two distinct hardware platforms have the same long term seed shall be
negligible.

RQO701_011 [7.1.3.3 The hardware platform shall provide a data path for the key protection function output.

RQO0701_012 |7.1.3.3 The key protection function output shall be made available for the data protection
hardware function described in ETSI TS 103 666-2 [10] clause 7.1.3.4, if that clause is
supported, or to the cryptographic functions described in ETSI TS 103 666-2 [10]
clause 7.1.7.

RQO0701_013 |7.1.34 The support of a hardware function performing the encryption to export software and data
outside the iSSP shall only be accessible by the low-level Operating System in the
Primary Platform.

If this hardware function is supported, the provisions of GlobalPlatform VPP - Concepts
and Interfaces [15], clause 3.4.2 shall apply.

RQO0701_014 |7.1.3.4 For the purpose of storing and verifying software and data outside the iSSP only keys
provided by the key protection function shall be used.

If this hardware function is supported, the provisions of GlobalPlatform VPP - Concepts
and Interfaces [15], clause 3.4.2 shall apply.

RQO0701_015 |7.1.3.5 The provisions of GlobalPlatform VPP - Concepts and Interfaces [15], clause 3.2.6 shall
apply.

RQO0701_016 |7.1.3.6 The hardware platform shall protect against the disclosure of keys managed by the
Primary Platform, when using test functions of the SoC or test equipment.

RQO0701_017 |7.1.3.5 The provisions of GlobalPlatform VPP - Concepts and Interfaces [15], clause 3.7 shall
apply.

RQO0701_018 |7.1.3.8 The provisions of GlobalPlatform VPP - Concepts and Interfaces [15], clause 3.4.4 shall
apply.

7.1.4 Memories

RQO0701_019 |7.1.4.1 The provisions of GlobalPlatform VPP - Concepts and Interfaces [15], clause 3.2.3 shall
apply.

RQO0701_020 |7.1.4.1 The Primary Platform shall provide the Secondary Platform with direct memory-mapped
access to the NVM, whether the NVM is integrated in the iSSP (iNVM) or accessed
remotely (rNVM).

RQO0701_021 |7.1.4.2 The Primary Platform shall provide the Secondary Platform with direct memory-mapped
access to the volatile memory, whether the memory is integrated in the iSSP (iRAM) or
accessed remotely (rRAM).

7.1.7 Cryptographic functions

RQO0701_022 |7.1.7 The provisions of GlobalPlatform VPP - Concepts and Interfaces [15], clause 3.2.7 shall
apply.

7.1.8 Clock

RQO0701_023 |7.1.8 The iSSP shall embed an autonomous and independent clock system in conformance
with the Protection Profile BSI-CC-PP-0084-2014 [2].

RQO0701_024 |7.1.8 The provisions of ETSI TS 103 666-1 [9], clause 6.3 shall apply.

7.1.9 SSP internal interconnect

RQO0701_025 |7.1.9 All elements contained in the iSSP shall only be physically connected to other elements in

the iSSP, except as specified in clause 7.1.5 of ETSI TS 103 666-1 [9].
7.1.10 Secure CPU

RQO0701_026 |7.1.10 The hardware platform shall contain one or more dedicated CPUs, which are inside the
iSSP and separated from the rest of the SoC.

RQO701_027 |7.1.10 The provisions of GlobalPlatform VPP - Concepts and Interfaces [15], clause 3.2.1 shall
apply.

RQO0701_028 |7.1.10 The CPU(s) shall be based at least on a 32-bit architecture.
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Req.ID Clause Description
7.1.11 Random Number Generator

RQO0701_029 |7.1.11 The provisions of GlobalPlatform VPP - Concepts and Interfaces [15], clause 3.2.8 shall
apply.

5.5.2 Low-level Operating System

Reference: ETSI TS 103 666-2 [10], clause 7.2.

Req.ID Clause Description
7.2.1 Introduction

RQO0702_001 (7.2.1 The provisions of GlobalPlatform VPP - Concepts and Interfaces [15], clause 5.8 (without
its subclauses) shall apply.

7.2.2 Kernel objects

RQO0702_002 |7.2.2 The provisions of GlobalPlatform VPP - Concepts and Interfaces [15], clause 5.8.1 shall
apply.

7.2.3 Global requirements and mandatory Access Control rules

RQO0702_003 |7.2.3 The provisions of GlobalPlatform VPP - Concepts and Interfaces [15], clause 5.8.2 shall
apply.

7.2.4 Process states diagram

RQ0702_004 |7.2.4 The provisions of GlobalPlatform VPP - Concepts and Interfaces [15], clause 5.8.3 shall
apply.

7.25 Definition of the process states

RQO0702_005 |7.2.5 The provisions of GlobalPlatform VPP - Concepts and Interfaces [15], clause 5.8.4 shall
apply.

7.2.6 Mandatory access control

RQO0702_006 |7.2.6 The provisions of GlobalPlatform VPP - Concepts and Interfaces [15], clause 5.11 shall
apply.

RQO0702_007 |7.2.6 The low-level operating system shall only have non-shareable memory regions.

5.5.3  Services

Reference: ETSI TS 103 666-2 [10], clause 7.3.

Req.ID Clause Description
7.3.1 Secondary Platform Bundle Loader

RQO0703_001 |7.3.1.1 The Primary Platform shall support a Secondary Platform Bundle Loader as defined in
GlobalPlatform Open Firmware Loader for Tamper Resistant Element [13] with the
exception that the OFL ARP state shall be UNLOCKED.

RQO0703_002 |7.3.1.1 The Secondary Platform Bundle Loader shall be a system Secondary Platform Bundle
and shall support the requirements defined in the augmented package loader 2 in
BSI-CC-PP-0084-2014 [2].

RQO0703_003 |7.3.1.2 The Secondary Platform Bundle Loader shall implement at least the registry entries of the
OFL service gate as listed in Table 7.1: Registry entry in the OFL Service Gate of ETSI
TS 103 666-2 [10].

RQO0703_004 |7.3.1.2 The Secondary Platform Bundle Loader shall implement the registry entries of the OFL
service gate as listed in Table 7.2: Additional registry entry in the OFL Service Gate of
ETSI TS 103 666-2 [10].

RQO0703_005 |7.3.1.2 If the iISSP contains or is intended to contain at least one Telecom Secondary Platform
Bundle, TELECOM_CAPABILITY shall be set at the time of manufacturing. It shall contain
the maximum number of distinct concurrent 3GPP network registrations based on
different subscriber identifiers, supported by the terminal.

RQO0703_006 |7.3.1.3 The Secondary Platform Bundle Loader shall support the commands defined in
GlobalPlatform VPP - OFL VNP Extension [13].

RQO0703_007 |7.3.1.3 The Secondary Platform Bundle Loader shall support the commands listed in Table 7.3:
Additional commands supported by the OFL Service Gate of ETSI TS 103 666-2 [10].

RQO0703_008 |7.3.1.4 The Secondary Platform Bundle Loader shall support the responses defined in
GlobalPlatform VPP - OFL VNP Extension [13].

RQO0703_009 |7.3.1.4 The OFL service gate shall support the responses listed in Table 7.4: Additional

responses supported by the OFL Service Gate of ETSI TS 103 666-2 [10].
e eSPBL E NO Cl FOR _SPBM_VERIFICATION
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Req.ID Clause Description

RQO0703_010 |7.3.1.4 The OFL service gate shall support the responses listed in Table 7.4: Additional

responses supported by the OFL Service Gate of ETSI TS 103 666-2 [10].
e eSPBL E NO _Cl FOR_SPBL_VERIFICATION

RQO0703_011 |7.3.1.4 The OFL service gate shall support the responses listed in Table 7.4: Additional

responses supported by the OFL Service Gate of ETSI TS 103 666-2 [10].
e eSPBL E NO Cl FOR_KEYAGREEMENT

RQO0703_012 |7.3.1.4 The OFL service gate shall support the responses listed in Table 7.4: Additional

responses supported by the OFL Service Gate of ETSI TS 103 666-2 [10].
e eSPBL E NO SUPPORTED CRYPTO

RQO0703_013 |7.3.1.4 The OFL service gate shall support the responses listed in Table 7.4: Additional

responses supported by the OFL Service Gate of ETSI TS 103 666-2 [10].
e eSPBL_E_INVALID SPBM_CERT

RQO0703_014 |7.3.1.4 The OFL service gate shall support the responses listed in Table 7.4: Additional

responses supported by the OFL Service Gate of ETSI TS 103 666-2 [10].
e eSPBL_E EXCEED TELECOM_CAPABILITY

RQO0703_015 |7.3.15 The Secondary Platform Bundle Loader shall manage firmware sessions as defined in
GlobalPlatform Open Firmware Loader for Tamper Resistant Element [13], section 2.2.1
as per the Secondary Platform Bundles installed in the iSSP.

RQO0703_016 |7.3.1.5 The Secondary Platform Bundle Loader shall manage the notification counter value as
additional parameter of the firmware session. The 4 bytes integer value which is used
when the Secondary Platform Bundle Loader generates the notification token as defined
in clause 12.6.2.8 of ETSI TS 103 666-2 [10]. The notification counter of the Secondary
Platform Bundle shall be pre-incremented by one by Secondary Platform Bundle Loader
at each generation of a token. The initial value of the counter is '1".

RQO0703_-017 |7.3.1.5 The Secondary Platform Bundle Loader shall manage the Secondary Platform Bundle
private identifier as defined in clause 9.4.5 of ETSI TS 103 666-2 [10].

RQO0703_018 |7.3.15 The Secondary Platform Bundle Loader shall manage the SPB metadata as defined in
clause 12.6.2.6 of ETSI TS 103 666-2 [10] for the Secondary Platform Bundle container.
When the firmware session is created, the SPB metadata contained in the bound SPB
image shall be stored.

RQO0703_019 |7.3.15 The Secondary Platform Bundle Loader shall manage the SPB state as additional
parameter of the firmware session providing the current state of the Secondary Platform
Bundle. The value shall be one of 'Disabled (0)' and 'Enabled (1)".

7.3.2 Communication service

RQO0703_020 |7.3.2 The Primary Platform shall provide communication service for the use of the Secondary
Platform Bundle to communicate with entities outside the iSSP. The interface is defined in
clause 8.2.

7.3.3 Management service

RQO0703_021 |7.3.3 The Primary Platform shall provide management service for the exclusive use of the
Secondary Platform Bundle Loader.

RQ0703_022 |7.3.3 The management service provides the interface to manage:

e the life cycle of a Secondary Platform Bundle.
RQ0703_023 |7.3.3 The management service provides the interface to manage:
e the installation and management of a Secondary Platform Bundle by a
Secondary Platform Bundle Loader.
5.5.4 Minimum level of interoperability
Reference: ETSI TS 103 666-2 [10], clause 7.4.
Req.ID Clause Description
RQO0704_001 (7.4 The provisions of GlobalPlatform VPP - Concepts and Interfaces [15], clause 7 and its

subclauses shall apply.
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Primary Platform identification

Reference: ETSI TS 103 666-2 [10], clause 7.5.

Req.ID Clause Description
RQO0705_001 |7.5 The Primary Platform instance is identified by a Primary Platform identifier. The Primary
Platform identifier is a sequence of 32 characters, divided in 8 groups of 4 characters
each, with a dash between each group.
RQO0705_002 |7.5 The Primary Platform identifier shall not be changed irrespective of the Firmware update
of the Secondary Platform Bundle Loader.
5.5.6 Provisioning of Primary Platform software

Reference: ETSI TS 103 666-2 [10], clause 7.6.

Req.ID Clause Description
RQO0706_001 |7.6 The provisions of GlobalPlatform VPP - Concepts and Interfaces [15], clause 5.7 REQ85
shall apply.
5.5.7 Part Number Identifier
Reference: ETSI TS 103 666-2 [10], clause 7.7.
Req.ID Clause Description
RQO0707_001 |7.7 It shall be possible to retrieve the Primary Platform manufacturer, the model of the
Primary Platform, the assurance level of the Primary Platform and the Secondary Platform
Bundle Loader using the Part Number identifier.
5.6 Primary Platform Interface
Reference: ETSI TS 103 666-2 [10], clause 8.
Req.ID Clause Description
8.1 Kernel functions ABI/API
RQ0801_001 (8.1 The provisions of GlobalPlatform VPP - Concepts and Interfaces [15], clause 5.8.5 shall
apply.
8.2 Communication service interface
RQ0802_001 (8.2 The provisions of GlobalPlatform VPP - Concepts and Interfaces [15], clause 5.9 shall
apply.
8.3 Secondary Platform Bundle management service interface
RQO0803_001 (8.3 The provisions of GlobalPlatform VPP - Concepts and Interfaces [15], clause 5.10 and its
subclauses shall apply with the exception that the states Active and Deleted as defined in
clause 9.2 of ETSI TS 103 666-2 [10] are not relevant for this Secondary Platform Bundle
management service interface.
5.7 Secondary Platform Bundle
Reference: ETSI TS 103 666-2 [10], clause 9.
Req.ID Clause Description
9.2 States
RQ0902_001 |9.2 The states and transitions of the Secondary Platform Bundle container shall be as defined
in GlobalPlatform VPP - Concepts and Interfaces [15], clause 5.10 and its subclauses.
RQ0902_002 |9.2 The state of the Secondary Platform Bundle instance shall be as defined in
GlobalPlatform VPP - Concepts and Interfaces [15], clause 6.3.
RQ0902_003 |9.2 The Secondary Platform Bundle Loader manages the states of the Secondary Platform
Bundle container, and not the states of the Secondary Platform Bundle instance.
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Req.ID Clause Description
9.2 States

RQ0902_004 |9.2 The mechanism to make sure that the Secondary Platform Bundle Loader can disable an
active Secondary Platform Bundle is the host arbitration process described in ETSI
TS 103 666-1 [9], clause 8.2.

RQ0902_005 (9.2 The context of the Secondary Platform Bundle and of its applications is valid only in the
Enabled and Active states. The context is created when the Secondary Platform Bundle
moves to Active state for the first time.

RQ0902_006 |9.2 If the state of a Secondary Platform Bundle changes from Disabled to Enabled, upon the
next state change to Active, the Secondary Platform Bundle shall erase its context and
the context of its SSP Applications.

RQ0902_007 |9.2 No more than a single Secondary Platform Bundle shall be in an Active state.

9.3 Secondary Platform Bundle container format

RQ0903 001 9.3 The provisions of GlobalPlatform VPP - Firmware Format [14] shall apply.

9.4 Secondary Platform
9.4.1 High Level OS
RQ0904_001 |9.4.1 The Secondary Platform Bundle contains a High Level OS as defined in GlobalPlatform
VPP - Concepts and Interfaces [15], clause 6.4 and its subclauses.
9.4.2 Execution Framework
RQ0904 002 [9.4.2 The provisions of ETSI TS 103 666-1 [9], clause 5.4 shall apply.
9.4.3 UICC platform as a Secondary Platform

RQ0904_003 (9.4.3 The Secondary Platform may emulate a UICC platform as defined in ETSI TS 102 221 [4]
and ETSI TS 102 223 [5]. In this case the Secondary Platform shall support the UICC
APDU gate, as described in ETSI TS 103 666-1 [9], clause 10.2.8.2 and the UICC specific
mechanisms defined in ETSI TS 103 666-1 [9], clauses 5.5, 6.6.1, 6.8.1, 6.10 and 10.2.

9.44 Capability exchange

RQO0904_004 |9.4.4 The data field sent by the terminal to the iSSP during the capability exchange procedure
shall contain the data structure defined in ETSI TS 103 666-1 [9], clause 6.4.2.4, with the
following modifications:

e aPhysicalinterfaces in the TerminalCapability should not be present.

RQO0904_005 |9.4.4 The data field sent by the terminal to the iSSP during the capability exchange procedure
shall contain the data structure defined in ETSI TS 103 666-1 [9], clause 6.4.2.4, with the
following modifications:

e aPhysicalinterfaces in the TerminalCapability shall be ignored if present.

RQ0904_006 |9.4.4 The data field sent by the iSSP to the terminal during the capability exchange procedure
shall contains the data structure defined in ETSI TS 103 666-1 [9], clause 6.4.2.5, with the
following modifications:

e SSPClass field shall have the eSSPClass-Integrated (0) value.

RQO0904_007 |9.4.4 The data field sent by the iSSP to the terminal during the capability exchange procedure
shall contains the data structure defined in ETSI TS 103 666-1 [9], clause 6.4.2.5, with the
following modifications:

e aClassSpecificCapabilities, aPhysicallnterfaces; and
e aSspExternalMaxPowerConsumption in the SSPCapability should not be
present.

RQ0904_008 |9.4.4 The data field sent by the iSSP to the terminal during the capability exchange procedure
shall contains the data structure defined in ETSI TS 103 666-1 [9], clause 6.4.2.5, with the
following modifications:

e aClassSpecificCapabilities, aPhysicallnterfaces; and
e aSspExternalMaxPowerConsumption in the SSPCapability shall be ignored if
present.
9.4.5 Identifiers of Secondary Platform Bundle
RQ0904_009 |9.4.5 The Secondary Platform Bundle shall be provided with two identifiers:
1) The Secondary Platform Bundle identifier (i.e. Spbld), UUID which is the same as
the public UUID of a firmware as defined in GlobalPlatform Open Firmware Loader
for Tamper Resistant Element [13].
RQ0904_010 |9.4.5 The Secondary Platform Bundle shall be provided with two identifiers:

2) The Secondary Platform Bundle private identifier (i.e. PrivateSpbld), UUID which is
the same as the private UUID of a firmware as defined in GlobalPlatform Open
Firmware Loader for Tamper Resistant Element [13]; where the NSS used to create
the UUID shall have an entropy in its of at least 32 bytes.
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Req.ID Clause Description
9.5 SSP Application
9.5.2 Lifecycle management
RQ0905_001 (9.5.2 After the Secondary Platform Bundle has been loaded by the Secondary Platform Bundle

Loader, the Secondary Platform Bundle and its SSP Applications are in their initial
lifecycle state:

o for a Secondary Platform Bundle supporting the legacy execution framework
defined in ETSI TS 102 241 [7], the initial lifecycle state is determined by the
Secondary Platform Bundle maker;

e for a Secondary Platform Bundle supporting a native application, the initial
lifecycle state is determined by the Secondary Platform Bundle maker;

e for a Secondary Platform Bundle supporting a new type of execution framework,
the initial lifecycle state is for future study.

RQO0905_002 |(9.5.2 After the Secondary Platform Bundle has been enabled by the Secondary Platform
Bundle Loader, the Secondary Platform Bundle internal lifecycle states and their
management shall be governed by the following rules:

e for a Secondary Platform Bundle supporting the legacy framework defined in
ETSI TS 102 241 [7], the rules and mechanisms for the management of the
lifecycle of the Security Domains and Applications shall be compliant with the
GlobalPlatform Card Specification [12] and ETSI TS 102 226 [6];

e for a Secondary Platform Bundle supporting native SSP Applications, the rules
and mechanisms for the management of the lifecycle state of the SSP
application(s) are proprietary and out of the scope of the present document;

e for a Secondary Platform Bundle supporting a new type of execution framework,
the rules and mechanisms for the management of the lifecycle states of the SSP
application(s) are for future study.

9.6 Lifecycle management of Secondary Platform Bundles
RQO0906_001 |9.6 The Secondary Platform Bundle Loader shall enforce that the number of Telecom
Secondary Platform Bundles in the Enabled or Active state is not greater than the
TELECOM_CAPABILITY parameter value defined in clause 7.3.1 of ETSI

TS 103 666-2 [10].

9.7 Secondary Platform Bundle family identifier

RQO0907_001 |9.7 A family of Secondary Platform Bundles is identified by a family identifier. A family
identifier is a UUID computed from a URN using IETF RFC 4122 UUID version 5 [19].
It is equivalent to the Firmware Family in GlobalPlatform Open Firmware Loader for
Tamper Resistant Element [13].

5.8 Communication interface
Reference: ETSI TS 103 666-2 [10], clause 10.
Req.ID Clause Description
10.2 SSP Common Layer
RQ1002_001 |10.2 The iSSP shall support the SCL protocol layer, as defined in ETSI TS 103 666-1 [9],
clause 8.
RQ1002_002 |10.2 The SCL router and the network controller host shall share the same security perimeter as

the Primary Platform in order to ensure the correct mapping of host aliases with the
corresponding SCL host.

RQ1002_003 |10.2 Each Secondary Platform Bundle is responsible for the implementation of the SCL protocol
as needed for its operation.
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5.9 Certification
Reference: ETSI TS 103 666-2 [10], clause 11.
Req.ID Clause Description
11.1 Introduction
RQ1101_001 |11.1 The iSSP shall be able to support a certification by composition of a Secondary Platform
Bundle from the Primary Platform certification.
11.2 Primary Platform certification
11.2.1 Overview
RQ1102_001 |11.2.1 The provisions of GlobalPlatform VPP - Concepts and Interfaces [15], clause 4 shall
apply.
RQ1102_002 |11.2.1 The certification of the Primary Platform shall include the Loader Package 2, as defined in
BSI-CC-PP-0084-2014 [2].
5.10 iSSP ecosystem and interfaces

5.10.1 Security overview

Reference: ETSI TS 103 666-2 [10], clause 12.2.

Req.ID Clause Description
12.2.1 Public key infrastructure for Si4 interface
RQ1202_001 |12.2.1.1.1.1 |The Secondary Platform Bundle Loader certification path for digital signature shall include
the following certificates:

e Cl certificate.

e  SSP maker certificate.

e SPBL certificate: The SPBL certificate shall contain the public key used to verify
the signature generated by the Secondary Platform Bundle Loader.

RQ1202_002 (12.2.1.1.1.1 [The Secondary Platform Bundle Loader certification path may include the following
certificates:

e Clsubordinate CA certificate: The Cl subordinate CA certificate shall be issued
by a CI. The CI subordinate CA certificate can be used to verify an SSP maker
certificate.

e  SSP maker subordinate CA certificate: The SSP maker subordinate CA certificate
shall be issued by an SSP maker. The SSP maker subordinate CA certificate can
be used to verify an SPBL certificate.

RQ1202_003 (12.2.1.1.1.2 {The SPBM certification path for digital signature shall include the following certificates:

e Cl certificate.

e SPBM DS certificate: The SPBM DS certificate shall be used to verify the
sighature generated by the SPB Manager.

RQ1202_004 (12.2.1.1.1.2 |The SPBM certification path for key agreement shall include the following certificates:

e Cl certificate.

e SPBM KA certificate: The SPBM KA certificate shall be used to generate a
session key for secure communication between the SPB Manager and the
Secondary Platform Bundle Loader.

RQ1202_005 |[12.2.1.1.1.2 {The SPBM certification path for digital signature and key agreement may include the
following certificates:

e Cl subordinate CA certificate: The Cl subordinate CA certificate shall be issued
by a CI. The CI subordinate CA certificate can be used to verify an SPBM
Subordinate CA certificate. The CI subordinate CA certificate can be used to
verify an SPBM DS certificate and SPBM KA certificate.

e SPBM subordinate CA certificate: The SPBM subordinate CA certificate shall be
issued by an SPBM or CIl. The SPBM subordinate CA certificate can be used to
verify an SPBM DS certificate and SPBM KA certificate.

RQ1202_006 |12.2.1.1.2.1 |Basic certificate fields for all certificates used by the Secondary Platform Bundle Loader
and the SPB Manager are identified in Table 12.2 of ETSI TS 103 666-2 [10] and follow
the X.509 v3 certificate format as defined in IETF RFC 5280 [21].

RQ1202_007 |[12.2.1.1.2.2 |The Authority key identifier (IETF RFC 5280 [21], section 4.2.1.1) is a considered

extension field for Certificates:
o All the certificate except for Cl certificate shall contain the extension for authority

key identifier.

ETSI




Release 15 36 ETSI TS 103 999-2 V15.0.0 (2021-12)
Req.ID Clause Description
RQ1202_008 [12.2.1.1.2.2 |The Subject key identifier (IETF RFC 5280 [21], section 4.2.1.2) is a considered extension
field for Certificates:

e All the certificate shall contain the extension for subject key identifier. The value
of this field shall be the identifier of the public key contained in the certificate.

RQ1202_009 (12.2.1.1.2.2 |The Key usage (IETF RFC 5280 [21], section 4.2.1.3) is a considered extension field for
Certificates:

e For a certificate used for verifying its subject certificate, keyCertSign (bit 5) shall
be asserted to the key usage extension field of the certificate.

e For the last certificate in the Secondary Platform Bundle Loader certification path
for signature generation, digitalSignature (bit 0) shall be asserted to the key
usage extension.

e For the last certificate in the SPB Manager certification path for key agreement,
key Agreement (bit 4) bit shall be asserted to the key usage extension.

RQ1202_010 (12.2.1.1.2.2 |Certificate polices (IETF RFC 5280 [21], section 4.2.1.4) are a considered extension field
for Certificates:

e Each certificate shall have the appropriate value of the extension for certificate
policies.

e The OIDs used for value of the extension for certificate polices are defined as
follows:

—  SubjectAltName (IETF RFC 5280 [21], section 4.2.1.6): A certificate may
have the extension forsubjectAltName.

—  Basic constraints (IETF RFC 5280 [21], section 4.2.1.9): For any CA or
subordinate CA certificate, the value of the extension for basic constraints
shall be asserted.

RQ1202_011 |12.2.1.1.2.2 |The following additional extension fields shall be present according to the following rules:

e Primary Platform identifier: The Primary Platform identifier extension field shall
only be contained in the SPBL certificate.

RQ1202_012 (12.2.1.1.2.2 |The following additional extension fields shall be present according to the following rules:

e The Primary Platform identifier extension field shall contain the Primary Platform
identifier of the SSP.

RQ1202_013 |[12.2.1.1.2.2 |The following additional extension fields shall be present according to the following rules:

e Family identifier: A certificate shall contain the family identifier extension field if it
is present in its parent-certificate. If it is not present in the parent-certificate, a
certificate may contain the family identifier extension field. The family identifier
extension field shall indicate the list of family identifiers associated with the
certification path to load a Secondary Platform Bundle image. If the family
identifier extension field is present in the parent certificate, this list may contain
the list or a subset of the list of family identifiers indicated in the family identifier
extension field of the parent certificate.

RQ1202_014 |[12.2.1.1.2.2 |The following additional extension fields shall be present according to the following rules:

e Custodian identifier: A certificate shall contain the custodian identifier extension
field if it is present in its parent-certificate. If it is not present in the parent-
certificate, a certificate may contain the custodian identifier extension field. The
custodian identifier extension field shall indicate the list of OIDs of custodians
associated with the certification path to load a Secondary Platform Bundle image.
If the custodian identifier extension field is present in the parent certificate, this
list may contain the list or a subset of the list of custodian identifiers indicated in
the custodian identifier extension field of the parent certificate as defined in
table 12.3 of ETSI TS 103 666-2 [10].

RQ1202_015 (12.2.1.1.3 |For 'subjectPublicKeylnfo' field, the following settings shall apply:

e 'Algorithmlidentifier.algorithm’ field shall be set to:

— ifthe value of 'Extension for KeyUsage' field is set to digitalSignature(0)
and/or keyCertSign(5);

—  for Elliptic Curve Digital Signature Algorithm (ECDSA), "iso(1) member-
body(2) us(840) ansi-X9-62(10045) keyType(2) ecPublicKey(1)" as defined
in IETF RFC 5480 [22].

RQ1202_016 (12.2.1.1.3 |For 'subjectPublicKeylInfo' field, the following settings shall apply:

e 'Algorithmlidentifier.algorithm' field shall be set to:
— if the value of 'Extension for KeyUsage' field is set to digitalSignature(0)
and/or keyCertSign(5);
—  for SM2 digital signature algorithm, "iso(1) standard(0) digital-signature-with-
appendix(14888) part3(3) algorithm(0) sm2(14)" as defined in
ISO/IEC 14888-3 [29].
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Req.ID Clause Description
RQ1202_017 |(12.2.1.1.3 |For 'subjectPublicKeylnfo' field, the following settings shall apply:

e 'Algorithmlidentifier.algorithm’ field shall be set to:

— if the value of 'Extension for KeyUsage' field is set to keyAgreement(4):

— for Elliptic Curve Diffie-Hellman (ECDH), "iso(1) identified-organization(3)
certicom(132) schemes (1) ecdh(12)" as defined in IETF RFC 5480 [22].
RQ1202_018 (12.2.1.1.3 |For 'subjectPublicKeylInfo' field, the following settings shall apply:

e 'Algorithmlidentifier.parameters' field shall be set to:

—  for BrainpoolP256r1: "iso(1) identified-organization(3) teletrust(36)
algorithm(3) signatureAlgorithm(3) ecSign(2) ecStdCurvesAndGeneration(8)
ellipticCurve(1) versionOne(1) brainpoolP256r1(7)" as defined in IETF
RFC 5639 [23].

RQ1202_019 (12.2.1.1.3 |For 'subjectPublicKeylnfo' field, the following settings shall apply:

e 'Algorithmlidentifier.parameters’ field shall be set to:

—  for BrainpoolP384r1: "iso(1) identified-organization(3) teletrust(36)
algorithm(3) signatureAlgorithm(3) ecSign(2) ecStdCurvesAndGeneration(8)
ellipticCurve(1) versionOne(1) brainpoolP384r1(11)" as defined in
IETF RFC 5639 [23].

RQ1202_020 (12.2.1.1.3 |For 'subjectPublicKeylnfo' field, the following settings shall apply:

e Algorithmldentifier.parameters’ field shall be set to:

—  for NIST P-256: "iso(1) member-body(2) us(840) ansi-X-9-62(10045)
curves(3) prime(1) secp256v1(7)" as defined in IETF RFC 5480 [22].

RQ1202_021 (12.2.1.1.3 |For 'subjectPublicKeylInfo' field, the following settings shall apply:

e 'Algorithmlidentifier.parameters' field shall be set to:

—  for NIST P-384: "iso(1) identified-organization(3) certicom(132) curve(0)
secp384r1(34)" as defined in IETF RFC 5480 [22].

RQ1202_022 |(12.2.1.1.3 |For 'signature’ and 'signatureAlgorithm’ fields, the following settings shall apply:

e 'Algorithmlidentifier.algorithm’ field shall be set to:

—  for ECDSA-with-SHA256: "iso(1) member-body(2) us(840) ansi-X9-
62(10045) signatures(4) ecdsawith-SHA2(3) ecdsa-with-SHA256(2)" as
defined in IETF RFC 5758 [25].

RQ1202_023 |[12.2.1.1.3 |For 'signature’ and 'signatureAlgorithm’ fields, the following settings shall apply:

e 'Algorithmlidentifier.algorithm’ field shall be set to:

—  for ECDSA-with-SHA384: "iso(1) member-body(2) us(840) ansi-X9-
62(10045) signatures(4) ecdsawith-SHA2(3) ecdsa-with-SHA384(3)" as
defined in IETF RFC 5758 [25].

RQ1202_024 |(12.2.1.1.3 |For 'signature' and 'signatureAlgorithm’ fields, the following settings shall apply:

e 'Algorithmlidentifier.algorithm’ field shall be set to:

—  for SM2 digital signature algorithm, "iso(1) standard(0) digital-signature-with-
appendix(14888) part3(3) algorithm(0) sm2(14)" as defined in
ISO/IEC 14888-3 [29].

RQ1202_025 |(12.2.1.1.3 |For 'signature' and 'signatureAlgorithm’ fields, the following settings shall apply:

e 'Algorithmlidentifier.parameters' field shall be set to:

—  for ECDSA-with-SHA256 and ECDSA-with-SHA384: the parameters field
shall be omitted as defined in IETF RFC 5754 [24], section 3.2.

RQ1202_026 |12.2.1.1.4 |Both the Secondary Platform Bundle Loader and the SPB Manager shall verify the
certificate chain received by each other.
RQ1202_027 |12.2.1.1.4 |A certificate chain to be verified shall satisfy the following conditions:

e The value of Authority Key Identifier extension field in a subject's certificate shall
be the same as the value of Subject Key Identifier extension field in the issuer's
certificate which is used to verify the subject's certificate.

e The value of issuer field in a subject's certificate shall be the same as the value of
subject field in the issuer's certificate which is used to verify the subject's
certificate.

o All certificates in the certificate chain shall use the same digital signature
algorithm and parameter set indicated by one of the algorithm Identifiers defined
in clause 12.2.1.1.3 of ETSI TS 103 666-2 [10].

e All certificates in the certificate chain shall not have been expired.

e All certificates in the certificate chain shall not have been revoked. The certificate
revocation status shall be checked as defined in clause 12.2.1.1.5 of ETSI
TS 103 666-2 [10].

RQ1202_028 |12.2.1.1.4 |The Secondary Platform Bundle Loader and the SPB Manager shall manage the trusted

Public Key information to verify received certificate chain.
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Req.ID Clause Description
RQ1202_029 (12.2.1.1.4 |Each set of trusted public key information shall contain the following:

e Public Key information (SubjectPublicKeyinfo as defined in IETF RFC 5280 [21]).

e Subject Key Identifier of the Public Key.

e Family identifier(s) associated with that Public Key, if any.

e Custodian identifier(s) associated with that Public Key, if any.

RQ1202_030 |12.2.1.1.4 |The Secondary Platform Bundle Loader and the SPB Manager shall verify the received
certificate chain by using one set of trusted Public Key information as the trust anchor
information for the certification path validation procedure defined in IETF RFC 5280 [21].
The trust anchor shall be determined during the download procedure as defined in
clause 12.3.3 of ETSI TS 103 666-2 [10].

RQ1202_031 (12.2.1.1.4 |The Secondary Platform Bundle Loader and the SPB Manager shall:

e Perform the certification path validation defined in IETF RFC 5280 [21] to verify
the received certificate chain.

e Verify that the received certificate chain follows one of the certificate chains as
defined in clause 12.2.1.1.1 of ETSI TS 103 666-2 [10].

e Verify that all certificate(s) in the received certificate chain follow the
corresponding certificate description(s) as defined in clause 12.2.1.1.2 of ETSI
TS 103 666-2 [10].

RQ1202_032 |12.2.1.1.4 |In addition, the Secondary Platform Bundle Loader and the SPB Manager shall verify that
the certificates in the received certificate chain satisfy the condition as described below:

e If a certificate contains the list of family identifier(s) in the family identifier
extension field, the list shall contain the family identifier associated with the trust
anchor used for the certification path validation.

e If a certificate contains the list of custodian identifier(s) in the custodian identifier
extension field, the list shall contain the custodian identifier associated with the
trust anchor used for the certification path validation.

RQ1202_033 |12.2.1.1.4 |If any of the verifications described above fails, the certificate chain shall be considered as
invalid.

RQ1202_034 |12.2.1.1.5 |The Secondary Platform Bundle Loader and the SPB Manager may verify the revocation
status of certificates in the received certification path by using a Certificate Revocation List
(CRL) as defined in IETF RFC 5280 [21].

RQ1202_035 |12.2.1.1.5 |The SPB Manager may verify the revocation status of certificates in the received
certification path by using a Certificate Revocation List (CRL) as defined in IETF
RFC 5280 [21].

RQ1202_036 |12.2.1.1.5 |The SPB Manager may obtain a CRL by accessing a public repository with the uniform
resource identifier indicated in cRLDistributionPoint extension of a certificate as defined in
IETF RFC 5280 [21].

RQ1202_037 |12.2.1.1.5 |The Secondary Platform Bundle Loader may obtain a CRL with the following mechanism:

e The SPB Manager may provide the list of the latest CRL for each certificate in its
certification path along with the certification path. The Secondary Platform Bundle
Loader shall verify the revocation status of the certificates with the corresponding
CRLs provided by the SPB Manager.

12.2.2 Cryptographic algorithms
RQ1202_038 |12.2.2.1 The Secondary Platform Bundle Loader and the SPB Manager shall support at least one
out of the following elliptic curve domain parameter sets:

e NIST P-256 as defined in NIST 800-56A [31].

e NIST P-384 as defined in NIST 800-56A [31].

e brainpoolP256r1 as defined in IETF RFC 5639 [23].

e  brainpoolP384rl as defined in IETF RFC 5639 [23].

RQ1202_039 |12.2.2.2 The Secondary Platform Bundle Loader and the SPB Manager shall support at least one
of the following algorithms to generate and verify signatures:

e Elliptic Curve Digital Signature Algorithm (ECDSA) as defined in ANSI
X9.62-2005 [1].

RQ1202_040 |12.2.2.2 The Secondary Platform Bundle Loader and the SPB Manager shall support at least one

of the following algorithms to generate and verify signatures:
e  SM2 digital signature algorithm as defined in ISO/IEC 14888-3 [29]. The hash
function shall be the SM3 hash function as defined in ISO/IEC 10118-3 [28].
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Req.ID

Clause

Description

RQ1202_041

12.2.2.3

The Secondary Platform Bundle Loader and the SPB Manager shall support at least one
of the following key agreement algorithms to establish session keys:
e Elliptic Curve Key Agreement Algorithm (ECKA) as defined in BSI TR-03111 [3].
e SM2 Key exchange Algorithm (SM2KA) as defined in SM2 Digital Signature
Algorithm [17], section 6.2.
If ECKA is used as the key agreement algorithm, a shared secret shall be generated by
using one between either the EIGamal key agreement protocol or the Diffie-Hellman key
agreement protocol. The session key shall be computed from the generated shared secret
value using the X9.63 key derivation function as described in GP Open Firmware Loader
for Tamper Resistant Element [13], clause 3.2.1.

RQ1202_042

12.2.2.4

The Secondary Platform Bundle Loader and the SPB Manager shall support at least one
of the following block cipher algorithms to encrypt data:
e eGCM based on AES-128 as defined in GP Open Firmware Loader for Tamper
Resistant Element [13], Annex A.
e eGCM based on AES-256 as defined in GP Open Firmware Loader for Tamper
Resistant Element [13], Annex A.

5.10.2 Secondary Platform Bundle provisioning procedure

Reference: ETSI TS 103 666-2 [10], clause 12.3.

Req.ID

Clause

Description

12.3.1

Overview

RQ1203_001

12.3.1

The preparation procedure shall be performed between a Service Provider and an SPB
Manager over the Sil interface and a Service Provider and a Subscriber. The Subscriber
is able to obtain from the service provider the relevant information for loading a Secondary
Platform Bundle, including the URL of the SPB Manager to which the iSSP shall establish
a secure communication channel to start the download procedure.

RQ1203_002

1231

The download procedure shall be performed between a Secondary Platform Bundle
Loader and an SPB Manager over the Si2 and Si3 interfaces. The bound Secondary
Platform Bundle image shall be delivered securely from the SPB Manager to the LBA
through the download procedure.

RQ1203_003

12.31

The installation procedure shall be performed between an LBA and a Secondary Platform
Bundle Loader over the Si3 interface. The bound Secondary Platform Bundle image shall
be delivered from the LBA to the Secondary Platform Bundle Loader through the
installation procedure. The Secondary Platform Bundle Loader installs the Secondary
Platform Bundle container by decrypting the bound Secondary Platform Bundle image.

RQ1203_004

12.3.1

The notification procedure shall be performed between the Secondary Platform Bundle
Loader and the SPB Manager over the Sil, Si2 and Si3 interfaces with either:
e Case 1: the preparation procedure is completed before the download procedure
is triggered.

RQ1203_005

12.3.1

The notification procedure shall be performed between the Secondary Platform Bundle
Loader and the SPB Manager over the Sil, Si2 and Si3 interfaces or:
e Case 2: the preparation procedure is not completed before the download
procedure is triggered, i.e. the service provider needs additional information from
the terminal and/or the SSP to select the Secondary Platform Manager.

12.3.2

Preparation procedure

RQ1203_006

12.3.21

The preparation procedure consists of the following two processes:

e Secondary Platform Bundle selection process: the selection of the Secondary
Platform Bundle allowing the service provider to select a Secondary Platform
Bundle that matches the terminal and the SSP capabilities.

e Service provider reference creation process: the creation of a reference shared
between the service provider and the SPB Manager. This allows the end user to
trigger the download procedure as defined in clause 12.3.3 of ETSI
TS 103 666-2 [10].

The Secondary Platform Bundle selection process and the service provider reference
creation process may be executed in any order or in once, according to the service
provider's implementation choices.

RQ1203_007

12.3.2.2

The selection of the Secondary Platform Bundle allows the service provider to select a
Secondary Platform Bundle that matches the terminal and the SSP capabilities. This is
performed using the "Sil.SelectSpb" function.

This process may be executed regardless of the service provider reference creation
process defined in clause 12.3.2.3 of ETSI TS 103 666-2 [10].
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Req.ID

Clause

Description

RQ1203_008

12.3.2.2

If a CodeM is provided as input parameter of the "Sil.SelectSpb" function and is known by
the SPB Manager and not already linked to another Secondary Platform Bundle, the
service provider reference creation process is not needed.

RQ1203_009

12.3.2.2

If the service provider has set aFlagFinalize to TRUE in the "Sil.SelectSpb" function
command, the SPB Manager shall wait for the completion of the Secondary Platform
Bundle selection process (i.e. after it has sent the response to the
"Sil.FinalizePreparation" function related to this Secondary Platform Bundle) to continue
with the Bound SPB image download as defined in clause 12.3.3.2 of ETSI

TS 103 666-2 [10].

RQ1203_010

12.3.2.3

The service provider reference creation process shall be performed using the
"Sil.CreateSPReference" function and may be executed regardless of the Secondary
Platform Bundle selection process defined in clause 12.3.2.2 of ETSI TS 103 666-2 [10].

RQ1203_011

12.3.2.3

The service provider may pass the CodeM value to be used as a parameter of the
"Sil.CreateSPReference" function command. If this is not present, the SPB Manager shall
generate the CodeM.

RQ1203 011
a

12.3.2.3

The service provider may pass the CodeM value to be used as a parameter of the
"Sil.CreateSPReference” function command.

RQ1203 011
b

12.3.2.3

If service provider is not passing over the CodeM value this is not present, the SPB
Manager shall generate the CodeM.

RQ1203_012

12.3.2.3

The service provider may pass the CodeM value to be used as a parameter of the
"Sil.CancelPreparation” function command. This procedure allows the service provider to
cancel a pending preparation procedure.

12.3.3

Download procedure

RQ1203 013

12331

The following shall be determined by the capability negotiation procedure:
e SPBM certificate for key agreement and its certification path.
e Public Key provisioned on the SPB Manager to verify the SPBL certificate and its
certification path.
e Data encryption algorithm used by the SPB Manager and the Secondary Platform
Bundle Loader.

RQ1203_014

12.3.3.1

The LBA shall obtain the address of the SPB Manager (spbmAddr) e.g. from the end user.

RQ1203_015

12.3.3.1

The LBA may obtain the family identifier of the Secondary Platform Bundle container
(spbFamilyld) to load. If the family identifier is present, the LBA may also obtain the OID of
a custodian of that family identifier. The Secondary Platform Bundle Loader shall have the
following:

e Private key(s) for creating the Secondary Platform Bundle Loader signature.

e Secondary Platform Bundle Loader certificate(s) for the digital signature used to
verify the Secondary Platform Bundle Loader signature.

e Secondary Platform Bundle Loader certificate chain(s) to be used by an SPB
Manager for verifying Secondary Platform Bundle Loader certificate for digital
signature.

e Trusted public key(s) and algorithmidentifier value(s) to be used to verify
certificate(s) from an SPB Manager as per the family identifier(s) and/or
custodian(s).

e List of supported algorithmidentifier value(s) for key agreement and data
encryption.

RQ1203_016

12331

The SPB Manager shall have the following:

e Private key(s) for creating the SPB Manager signature.

e Private key(s) for key agreement.

e  SPB Manager certificate(s) for digital signature used to verify the SPB Manager
signature.

e SPB Manager certificate(s) for key agreement.

e SPB Manager certificate chain(s) to be used by a Secondary Platform Bundle
Loader for verifying the SPB Manager certificates for key agreement and for
digital signature.

e Trusted public key(s) and algorithmldentifier value(s) to be used to verify the
certificate(s) from the Secondary Platform Bundle Loader as per the family
identifier(s) and/or custodian(s).

RQ1203_017

12.3.3.1

The capability negotiation procedure shall use the following steps:
1) The LBA shall call the "Si3.GetSspInfo" function. The function command may contain
the spbFamilyld. If spbFamilyld is present, the function command may also contain
the OID of the custodian for this spbFamilyld.
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Req.ID

Clause

Description

RQ1203 018

12331

The capability negotiation procedure shall use the following steps:
2) On reception of the "Si3.GetSsplnfo" function command, the Secondary Platform

Bundle Loader shall build aSspinfoPublic as defined in clause 12.6.2.2.2 of ETSI TS
103 666-2 [10]:

a) aSpblSpecVerlinfo;

b) aSspGeneralCryptolnfo; and/or

¢) aSspFamilyCryptolnfoBlock, that may contain multiple SspFamilyCryptolnfoBlock

data structures.

RQ1203_019

12331

Each aSspFamilyCryptolnfoBlock data structure shall contain a family identifier and may
contain the aSspFamilyCryptolnfo and/or the set of SspOidCryptolnfoBlock data
structures.

RQ1203_020

12.3.3.1

If aSspFamilyCryptolnfoBlock data structure contains a SspOidCryptolnfoBlock data
structure it shall contain the aCustodianOid and aSspOidCryptolnfo.

RQ1203_021

12.3.3.1

The aSspGeneralCryptolnfo, the aSspFamilyCryptolnfo and the aSspOidCryptolnfo shall
comprise the following:
e aSspPklidForSpbmVerification: trusted public key identifier(s) available for the
Secondary Platform Bundle Loader to verify SPB Manager certificate chain.
e aSspPkldForSpblVerification: trusted public key identifier(s). The SPB Manager
shall use one of these trusted public key identifiers to verify Secondary Platform
Bundle Loader certificate chain.
e aKeyAgreementAlgorithmList: the list of algorithm identifiers for key agreement
algorithms supported by the Secondary Platform Bundle Loader.
e aCipherAlgorithmList: the list of algorithm identifiers of data encryption algorithms
supported by the Secondary Platform Bundle Loader.

RQ1203_022

12331

The capability negotiation procedure shall use the following steps:
3) The Secondary Platform Bundle Loader shall return the aSspinfoPublic to the LBA.

RQ1203_023

12.3.3.1

The capability negotiation procedure shall use the following steps:
4) The LBA shall establish a TLS connection with the SPB Manager in server
authentication mode.
NOTE: The establishment and management of the TLS connection are outside the
scope of the present document.

RQ1203_024

12331

The capability negotiation procedure shall use the following steps:
5) The LBA shall call the "Si2.GetSpbmCertificate” function with its input data
comprising aSsplnfoPublic and aTerminallnfo.

RQ1203_025

12.3.3.1

The capability negotiation procedure shall use the following steps:
6) On reception of "Si2.GetSpbmCertificate" function command, the SPB Manager shall
verify that it supports the contents in aSspinfoPublic and aTerminallnfo.

RQ1203_026

12331

The capability negotiation procedure shall use the following steps:
7) Using aSsplinfoPublic, the SPB Manager shall choose:

a) An SPB Manager certificate for key agreement that can be verified by the trusted
public key indicated by one of the trusted public key identifiers in the
aSspPkldListForSpbmVerification. The algorithmldentifier of the selected
certificate shall be one of the algorithmldentifier in akeyAgreementAlgorithmList.

b) An SPB Manager certificate for digital signature that can be verified by the
trusted public key indicated by one of the trusted public key identifiers in the
aSspPkldListForSpbmVerification.

c) One of trusted public key identifier(s) in the aSspPkldListForSpblVerification that
shall be used by the Secondary Platform Bundle Loader to select its
certificate(s). The SPB Manager shall set the selected trusted public key
identifier into aSspCiPkldToBeUsed.

d) One of algorithmldentifiers in the aCipherAlgorithmList that shall be used by the
Secondary Platform Bundle Loader and the SPB Manager for data encryption.
The SPB Manager shall set the selected algorithmldentifier into
aSspCryptoToBeUsed.

The SPB Manager shall generate a random challenge (ChallengeS) which is used in the
authentication of the Secondary Platform Bundle Loader.

If the SPB Manager cannot find the appropriate certificate(s), trusted public key identifier,
or algorithmldentifier value, the SPB Manager shall return an error to the LBA and shall
terminate the procedure.

NOTE: The handling of aTerminallnfo is outside the scope of the present document and
may be defined by other organizations.

RQ1203_027

12331

The capability negotiation procedure shall use the following steps:

8) The SPB Manager shall return the SPB Manager certificate for key agreement,
aSspCiPkldToBeUsed, aSspCryptoToBeUsed and aSpbFamilyld, and optionally the
certificate chain for SPB Manager certificate for key agreement and the OID of a
custodian of the aSpbFamilyld to the LBA.
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Req.ID

Clause

Description

RQ1203_028

12.3.3.2

The bound SPB image download procedure shall use the following steps:
1) The LBA shall call the "Si3.SetSpbmCredential” function. The function command
shall contain the index of IDS_CREDENTIAL_PARAMETER registry and the
aSpbmcCredential which is defined in clause 12.6.2.3 of ETSI TS 103 666-2 [10].

RQ1203_029

12.3.3.2

The bound SPB image download procedure shall use the following steps:
2) On reception of the "Si3.SetSpbmCredential" function command, the Secondary

Platform Bundle Loader shall:

a) Setthe aSpbmCredential to IDS_CREDENTIAL_PARAMETER registry.

b) Verify that the received SPB Manager's certificate for key agreement contained
in the aSpbmCredential by using the certification path verification as defined in
clause 12.2.1.1.4 of ETSI TS 103 666-2 [10].

c) Select the appropriate Secondary Platform Bundle Loader certificate that shall be
verifiable by the trusted public key which is identified by the
aSspPkldForSpblVerification contained in the aSpbmCredential.

d) Generate an ephemeral key pair and generate the first session key.

e) Build the aSspCredential which is defined in clause 12.6.2.4 of ETSI TS 103
666-2 [10].

f) Set the aSspCredential to the TRE_CREDENTIAL_PARAMETER registry.

RQ1203_030

12.3.3.2

The bound SPB image download procedure shall use the following steps:
3) The Secondary Platform Bundle Loader shall return ANY_OK to the LBA.

RQ1203_031

12.3.3.2

The bound SPB image download procedure shall use the following steps:
4) The LBA shall call "Si3.GetSspCredential" function. The function command shall
contain the index of TRE_CREDENTIAL_PARAMETER registry.

RQ1203_032

12.3.3.2

The bound SPB image download procedure shall use the following steps:
5) The Secondary Platform Bundle Loader shall return ANY_OK with the
aSspCredential.

RQ1203 033

12.3.3.2

The bound SPB image download procedure shall use the following steps:
6) The LBA shall call the "Si2.GetBoundSpblmage" function. The function command
shall contain aSspCredential, aTerminallnfo, and aRequestType.

RQ1203_034

12.3.3.2

The bound SPB image download procedure shall use the following steps:
7) On reception of the "Si2.GetboundSpbimage" function command, the SPB Manager
shall:

a) Generate the first session key.

b) Decrypt the encrypted data contained in the aSspCredential by using the first
session key.

c) Verify the Secondary Platform Bundle Loader certificate by using the certification
path verification as defined in clause 12.2.1.1.4 of ETSI TS 103 666-2 [10] with
the public key identified by the aSspPkldForSpblVerification. The
aSspPkldForSpblVerification shall be determined in the capability negotiation as
defined in clause 12.3.3.1 of ETSI TS 103 666-2 [10].

d) Find the Secondary Platform Bundle identifier linked to the aCodeM contained in
the aSspCredential.

RQ1203 035

12.3.3.2

If the aCodeM is a reference which is not linked to a Secondary Platform Bundle identifier,

the steps 8 and 9 shall be performed. Otherwise the step 10 shall be performed after

finishing the step 7:

8) The SPB Manager shall call the "Sil.HandleNotification" function. The function
command shall contain the aSspinfoProtected, aTerminallnfo and aCodeM.

9) The service provider shall perform the Secondary Platform Bundle selection process
as defined in clause 12.3.2.2 of ETSI TS 103 666-2 [10].

10) The SPB Manager shall perform the eligibility check based on the aSspinfoProtected

and the aTerminallnfo.
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Req.ID

Clause

Description

RQ1203_036

12.3.3.2

If the aRequestType is "RequestSpbMetadata”, the steps from 11 to 15 shall be
performed. Otherwise, the step 16 shall be performed after finishing the step 10:

11) The SPB Manager shall build aSpbMetadata and link the aSpbMetadata to the
aldTransac contained in aSspCredential.

12) The SPB Manager shall return the aSpbMetadata to the LBA.

13) The LBA:

a) Shall store the aSpbMetadata.
b) May display the aSpbMetadata to the end user and require the end user intent if
configured.

14) The LBA shall call the "Si2.GetBoundSpblmage"” function. The function command
shall containaSspCredential, aTerminalinfo and aBoundSpblmageByTransacld as
aRequestType.

15) Upon reception of "Si2.GetBoundSpbimage" function command and if the received
function command contains the aBoundimageByTransacld, the SPB Manager shall
verify the step 7 of this procedure was performed with the same aSspCredential.

16) The SPB Manager shall:

a) Generate TIME_STAMP and ephemeral key pair.

b) Generate the second session key.

c) Build an aBoundSpbimage as defined in clause 12.6.2.5 of ETSI
TS 103 666-2 [10].

17) The SPB Manager shall return the aBoundSpbimage to the LBA.

18) On reception of the "Si2.GetBoundSpbimage" response, the LBA shall verify that
the aSpbMetdatanreceived in step 13 and the aSpbMetadata contained in the
aBoundSpblmage are the same. If the LBA did not request aSpbMetadata
previously, the LBA shall display the aSpbMetadata to the end user and request the
end user intent if configured.

12.3.4

Installation procedure

RQ1203_037

12.3.4

The installation procedure shall use the following steps:
1) The LBA shall call the "Si3.LoadBoundSpbinfo" function. The function command
shall contain aDoOperateParameter contained in the aBoundSpblmage received
from the SPB Manager.

RQ1203_038

12.3.4

The installation procedure shall use the following steps:
2) On reception of the "Si3.LoadBoundSpblinfo" function command, the Secondary
Platform Bundle Loader shall:

a) Verify SPBM certificate for digital signature.

b) Verify the content in the aDoOperateParameter.

c) Generate the second session key.

d) Decrypt the aM-TimeStamp contained in the aDoOperateParameter by using the
first session key and decrypt the aM-IMD and aM-ARP contained in the
aDoOperateParameter by using the second session key.

NOTE: The first session key and the second session key are generated during the
download procedure as defined in clause 12.3.3 of ETSI TS 103 666-2 [10].
e) Verify the content in the decrypted data.

RQ1203_039

12.3.4

The installation procedure shall use the following steps:
3) The Secondary Platform Bundle Loader shall return ANY_OK to the LBA.

RQ1203_040

12.3.4

The installation procedure shall use the following steps:
4) The LBA shall perform the following steps for aNumberSegment times. The
aNumberSegment shall be in the aBoundSpblmage:

a) The LBA shall call the "Si3.LoadBoundSpbSds" function. The function command
shall contain the aChangeSegmentParameter contained in the
aBoundSpblmage.

b) On reception of the "Si3.LoadBoundSpbSds" function command, the Secondary
Platform Bundle Loader shall decrypt the aChangeSegmentParameter by using
the second session key. If successful, the Secondary Platform Bundle Loader
shall return ANY_OK to the LBA.

c) The LBA shall call the "Si3.LoadBoundSpbSeg" function. The function command
shall contain the aLoadSegmentParameter contained in the aBoundSpbimage.

d) On reception of the "Si3.LoadBoundSpbSeg" function command, the Secondary
Platform Bundle Loader shall decrypt the aLoadSegmentParameter by using the
key obtained by decrypting the aChangeSegmentParameter. If successful, the
Secondary Platform Bundle Loader shall return ANY_OK to the LBA.
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Req.ID Clause Description
12.3.5 SSP activation code
RQ1203 041 |12.35 The SSP activation code contains the information which is needed by the LBA to trigger
the Secondary Platform Bundle provisioning procedure.
The SSP activation code is encoded using a URI, as defined in IETF RFC 3986 [18], using
the following rules:
e The scheme shall have the value "lba".
e The authority shall have the value of the FQDN of the SPB Manager to which the
terminal shall establish a connection to download a Secondary Platform Bundle.
e The path shall contain the action to be performed. The string "bundle" identifies
the action to download a Secondary Platform Bundle.
e The query contains the other parameters, in the form of key/value pairs. The
following keys are defined:
Key Value M/O/C
codem It describes the CodeMatching identifier M
used to indicate the specific Secondary
Platform Bundle which is linked to the
CodeM during the bundle ordering
process.
familyid (It describes the family identifier of the O (see note)
Secondary Platform Bundle.
oid It indicates the OID of the custodian of (0]
the family identifier.
NOTE: If oid is provided, familyid shall be present.
RQ1203 042 |12.3.5 The LBA shall reject SSP activation codes containing an unknown path value.

5.10.3 Secondary Platform Bundle management procedure

Reference: ETSI TS 103 666-2 [10], clause 12.4.

Req.ID

Clause

Description

12.4.1

Enable a Secondary Platform Bundle

RQ1204_001

12.4.1

The procedure to enable a Secondary Platform Bundle installed on the iSSP shall use
the following steps:
1) The end user selects the Secondary Platform Bundle to enable through the LBA
(out of scope of the present document).

RQ1204_002

124.1

The procedure to enable a Secondary Platform Bundle installed on the iSSP shall use
the following steps:
2) The LBA shall get the user intent if the Secondary Platform Bundle to enable is a
Telecom Secondary Platform Bundle and if the user intent is configured in the
Secondary Platform Bundle metadata.

RQ1204_003

12.4.1

The procedure to enable a Secondary Platform Bundle installed on the iSSP shall use
the following steps:
3) The LBA shall send the Si3.EnableSpb command to the Secondary Platform
Bundle Loader with the identifier of the Secondary Platform Bundle to enable.

RQ1204_004

124.1

The procedure to enable a Secondary Platform Bundle installed on the iSSP shall use
the following steps:
4) If the Secondary Platform Bundle to enable is a Telecom Secondary Platform
Bundle, the Secondary Platform Bundle Loader shall verify if it can be enabled as
described in clause 12.6.5.5.7 of ETSI TS 103 666-2 [10].

RQ1204_005

124.1

The procedure to enable a Secondary Platform Bundle installed on the iSSP shall use
the following steps:
5) The Secondary Platform Bundle Loader shall use the Si3.EnableSpb response to
indicate the execution status of the command.

12.4.2

Disable a Secondary Platform Bundle

RQ1204_006

12.4.2

The procedure to disable a Secondary Platform Bundle installed on the iSSP shall use
the following steps:
1) The end user selects the Secondary Platform Bundle to disable through the LBA
(out of scope of the present document).

RQ1204_007

12.4.2

The procedure to disable a Secondary Platform Bundle installed on the iSSP shall use
the following steps:
2) The LBA shall get the user intent if the Secondary Platform Bundle to disable is a
Telecom Secondary Platform Bundle and if the user intent is configured in the
Secondary Platform Bundle metadata.
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Req.ID Clause Description
RQ1204 008 |12.4.2 The procedure to disable a Secondary Platform Bundle installed on the iSSP shall use
the following steps:

3) The LBA shall send the Si3.DisableSpb command to the Secondary Platform

Bundle Loader with the identifier of the Secondary Platform Bundle to disable.
RQ1204_009 |12.4.2 The procedure to disable a Secondary Platform Bundle installed on the iSSP shall use
the following steps:

4) The Secondary Platform Bundle Loader shall use the Si3.DisableSpb response to

indicate the execution status of the command.
12.4.3 Delete a Secondary Platform Bundle
RQ1204_010 |12.4.3 The procedure to delete a Secondary Platform Bundle installed on the iSSP shall use
the following steps:
1) The end user selects the Secondary Platform Bundle to delete through the LBA
(out of scope of the present document).
RQ1204_011 |12.4.3 The procedure to disable a Secondary Platform Bundle installed on the iSSP shall use
the following steps:

2) The LBA shall get the user intent if the Secondary Platform Bundle to delete is a

Telecom Secondary Platform Bundle and if the user intent is configured in the
Secondary Platform Bundle metadata.
RQ1204_012 |12.4.3 If the Secondary Platform Bundle to delete is currently disabled, steps 3 and 4 should
be skipped:
3) The LBA shall disable the Secondary Platform Bundle by sending the
Si3.DisableSpb command to the Secondary Platform Bundle Loader with the
identifier of the Secondary Platform Bundle to disable.
RQ1204 013 |12.4.3 4) The Secondary Platform Bundle Loader shall use the Si3.DisableSpb response to
indicate the execution status of the command.
RQ1204 014 |12.4.3 5) The LBA shall send the Si3.DeleteSpb command to the Secondary Platform
Bundle Loader with the identifier of the Secondary Platform Bundle to delete.
RQ1204_015 |12.4.3 The Secondary Platform Bundle Loader shall use the Si3.DeleteSpb response to
indicate the execution status of the command.
12.4.4 SPB metadata retrieving procedure
RQ1204 016 |12.4.4 The SPB metadata retrieving procedure shall use the following steps:

1) The LBA shall call the "Si3.GetSpbMetadata" function. The function command
shall contain the identifier of the Secondary Platform Bundle (aSpbld)
corresponding to the SPB metadata that the LBA intends to retrieve.

RQ1204_017 |12.4.4 The SPB metadata retrieving procedure shall use the following steps:

2) The Secondary Platform Bundle Loader shall extract the SPB metadata from the
firmware session of the Secondary Platform Bundle container identified by the
aSpbld contained in the "Si3.GetSpbMetadata" function command.

RQ1204 018 |12.4.4 The SPB metadata retrieving procedure shall use the following steps:

3) The Secondary Platform Bundle Loader shall return ANY_OK with the SPB as
the "Si3.GetSpbMetadata" function response.

12.4.5 SPB state retrieving procedure
RQ1204_019 |12.4.5 The SPB state retrieving procedure shall use the following steps:

1) The LBA shall call the "Si3.UpdateSpbState” function. The function command
shall contain the index of SPB_ID registry and the Secondary Platform Bundle
identifier (Spbld) corresponding to the SPB of which the LBA intends to retrieve
the state.

RQ1204_020 |12.45 The SPB state retrieving procedure shall use the following steps:
2) On reception of the "Si3.UpdateSpbState" function command, the Secondary
Platform Bundle Loader shall:
a) Setthe Spbld to SPB_ID registry.
b) Update the value of SPB_STATE registry with the current state of the
Secondary Platform Bundle identified by the Spbld.
RQ1204_021 |12.45 The SPB state retrieving procedure shall use the following steps:
3) The Secondary Platform Bundle Loader shall return ANY_OK to the LBA.
RQ1204_022 |12.45 The SPB state retrieving procedure shall use the following steps:

4) The LBA shall call "Si3.GetSpbState" function. The function command shall
contain the index of SPB_STATE registry.

RQ1204_023 |12.4.5 The Secondary Platform Bundle Loader shall return ANY_OK with the value of

SPB_STATE registry to the LBA.

ETSI



Release 15

46 ETSI TS 103 999-2 V15.0.0 (2021-12)

5.10.4 Notification procedure

Reference: ETSI TS 103 666-2 [10], clause 12.5.

Req.ID

Clause

Description

12.5.2

Notification of the service provider

RQ1205_001

12.5.2

If any of the following steps has to be notified to the service provider according to the
configuration of the SPB metadata, the SPB Manager shall call the
"Sil.HandleNotification" function after the execution of this step:

e The eligibility check procedure, as defined in Annex C, has been executed.

e The user rejected the download of a Secondary Platform Bundle.

e The download of a bound Secondary Platform Bundle image.

e  The maximum retry attempts to download a Secondary Platform Bundle image

has been reached.
e The installation of a Secondary Platform Bundle.
e The enablement, disablement or deletion of a Secondary Platform Bundle.

RQ1205_002

12.5.2

If, for this step, a notification containing a notification token was previously received from
the LBA, as defined in clause 12.5.3 of ETSI TS 103 666-2 [10], the notification event
contained in the "Sil.HandleNotification" function command shall be the notification event
retrieved from this notification token.

12.5.3

Notification from the LBA

RQ1205_003

12.5.3

The notification procedure consists of the following steps:
1) A Secondary Platform Bundle container is installed or the state of the Secondary
Platform Bundle container is changed as defined in clauses 12.3 and 12.4 of ETSI
TS 103 666-2 [10].

RQ1205_004

12.5.3

If the state of the Secondary Platform Bundle container shall be naotified to the SPB

Manager according to the configuration of the SPB metadata, the steps 2, 3, 4 and 7 shall

be performed.

2) The LBA shall retrieve a notification token by using ANY_GET_PARAMETER with
the index of OPERATION_TOKEN registry.

RQ1205_005

12.5.3

3) The LBA shall establish a TLS connection with the SPB Manager in server
authentication mode.

RQ1205_006

12.5.3

4) The LBA shall call the "Si2.HandleNotification" function. The function command shall
include a natification token.

RQ1205_007

12.5.3

The LBA shall store the notification token retrieved at step 2 until that notification token is
successfully delivered to the SPB Manager. Once the natification is successfully delivered
to the SPB Manager, the LBA shall delete that notification token.

RQ1205_008

12.5.3

Otherwise, the steps 5, 6 and 7 shall be performed.
5) The LBA shall establish a TLS connection with the SPB Manager in server
authentication mode.

RQ1205_009

12.5.3

6) The LBA shall call the "Si2.HandleNoatification" function without a notification token.

RQ1205_010

12.5.3

7) The SPB Manager shall respond to the LBA to notify a successful reception of the
notification.
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5.10.5 Interfaces and functions - Overview

Reference: ETSI TS 103 666-2 [10] clause 12.6.1.

Req.ID Clause Description
RQ1206 001 |12.6.1 If the Service provider is the function requester and the Secondary Platform Bundle
Manager is the Function provider the Sil Interface provides the functions:
e Sil.SelectSpb
e Sil.CreateSPReference
e Sil.FinalizePreparation
e  Sil.CancelPreparation
RQ1206 002 |12.6.1 If the Secondary Platform Bundle Manager is the function requester and the Service
provider is the Function provider the Sil Interface provides the functions:
e Sil.HandleNotification
RQ1206 003 |12.6.1 If the Local Bundle Assistant is the function requester and the Secondary Platform Bundle
Manager is the Function provider the Si2 Interface provides the functions:
e  Si2.GetSpbmCertificate
e  Si2.GetBoundSpbimage
RQ1206_004 |12.6.1 If the Local Bundle Assistant is the function requester and the Secondary Platform Bundle
Loader is the Function provider the Si3 Interface provides the functions:
e Si3.GetSspinfo
Si3.SetSpbmCredential
Si3.LoadBoundSpbinfo
Si3.LoadBoundSpbSds
Si3.LoadBoundSpbSeg
Si3.GetSspCredential
Si3.EnableSpb
Si3.DisableSpb
Si3.DeleteSpb

5.10.6 Interfaces and functions - Common features

Reference: ETSI TS 103 666-2 [10] clause 12.6.2.

Req.ID Clause Description

RQ1206_005 |12.6.2.2.1 |The SSP information comprises SspinfoPublic and sspinfoProtected.

The SPB Manager shall perform eligibility check based on Annex C of ETSI

TS 103 666-2 [10] by using the received SspinfoPublic and sspinfoProtected.

RQ1206_006 |[12.6.2.2.2 |[The SspinfoPublic is used during the capability negotiation procedure defined in

clause 12.3.3 of ETSI TS 103 666-2 [10] to provide the SPB Manager with the trusted

public key identifiers and cryptographic algorithms supported by the Secondary Platform

Bundle Loader allowing the SPB Manager to select an appropriate certificate and

cryptographic algorithm.

RQ1206_007 |12.6.2.2.2 |aSpblSpecVerInfo:

e the release of the specification that is implemented by the Secondary Platform
Bundle Loader. The first byte indicates the major version of the specification.
The second byte indicates the minor version of the specification.

RQ1206_008 |[12.6.2.2.2 |aSspPkldListForSpbmVerification:

e For aSspGeneralCryptolnfo, the list indicates the Public Key identifiers
supported by the Secondary Platform Bundle Loader that allows for the
Secondary Platform Bundle Loader to verify the SPBM certificate chain.

e  For aSspFamilyCryptolnfo, this list indicates the Public Key identifiers only
allowed for the loading Secondary Platform Bundles with the aSpbFamilyld
contained in the same SspFamilyCryptolnfoBlock.

e For aSspOidCryptolnfo, this list indicates the Public Key identifiers only allowed
for loading Secondary Platform Bundles with the aSpbFamilyld contained in the
same SspFamilyCryptolnfo and the OID contained in the same
SspOidCryptolinfoBlock.

RQ1206_009 |[12.6.2.2.2 |aSspPkldListForSpblVerification:

e For aSspGeneralCryptolnfo, the list indicates the Public Key identifiers
supported by the Secondary Platform Bundle Loader that allows for the SPB
Manager to verify the SPBL certificate chain.
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e For aSspFamilyCryptolnfo, the list indicates the Public Key identifiers only
allowed for the loading of Secondary Platform Bundles with the aSpbFamilyld
contained in the same SspFamilyCryptolnfoBlock.

e For aSspOidCryptolnfo, the list indicates the Public Key identifiers only allowed
for the loading of Secondary Platform Bundles with the aSpbFamilyld contained
in the same SspFamilyCryptolnfo and the OID contained in the same
SspOidCryptolnfoBlock.

RQ1206_010 |12.6.2.2.2 |aKeyAgreementAlgorithmList:

e For aSspGeneralCryptolnfo, the list indicates the algorithm identifiers for key
agreement algorithms supported by the Secondary Platform Bundle Loader.

e  For aSspFamilyCryptolnfo, the list indicates the key agreement algorithms only
allowed for the loading of Secondary Platform Bundles with the aSpbFamilyld
contained in the same SspFamilyCryptolnfoBlock.

e For aSspOidCryptolnfo, the list indicates the key agreement algorithms only
allowed for the loading of Secondary Platform Bundles with the aSpbFamilyld in
the same SspFamilyCryptolnfoBlock and the OID contained in the same
SspOidCryptolinfoBlock.

RQ1206_011 |[12.6.2.2.2 |aCipherAlgorithmList:

e For aSspGeneralCryptolnfo, the list indicates the algorithm identifiers of data
encryption algorithms supported by the Secondary Platform Bundle Loader.

e For aSspFamilyCryptolnfo, the list indicates the data encryption algorithms only
allowed for the loading of Secondary Platform Bundles with the aSpbFamilyld
contained in the same SspFamilyCryptolnfoBlock.

e For aSspOidCryptolnfo, the list indicates the data encryption algorithms only
allowed for the loading of Secondary Platform Bundles with the aSpbFamilyld in
the same aSspFamilyCryptolnfoBlock and the OID contained in the same
aSspOidCryptolnfoBlock.

RQ1206_012 |12.6.2.2.2 |aSpbFamilyld:
e afamily identifier supported by the Secondary Platform Bundle Loader.
RQ1206_013 |12.6.2.2.2 |aOid:

e the OID of a custodian of the family identifier aSpbFamilyld.

RQ1206_014 |(12.6.2.2.3 |The Secondary Platform Bundle Loader shall provide the SPB Manager with
sspinfoProtected containing the primary platform identifier and family identifier-specific
SSP information.

RQ1206_015 |[12.6.2.2.3 |aPpldentifier:

e the Primary Platform identifier as defined in clause 7.5 of ETSI
TS 103 666-2 [10].

RQ1206 016 |12.6.2.2.3 |aPartNumberld:

e the Part Number identifier as defined in clause 7.7 of ETSI TS 103 666-2 [10]
(the identifier of the Part Number in the format of UUID as defined in
GlobalPlatform Open Firmware Loader for Tamper Resistant Element [13].)
The aPartNumberld shall be used by the SPB Manager to identify the Primary
Platform manufacturer and the model of the Primary Platform.

RQ1206_017 |[12.6.2.2.3 |aMaxSpbSizeSupported:

e itindicates the maximum size, in bytes, of the Secondary Platform Bundle
container that the iSSP supports. The value of the aMaxSpbSizeSupported
shall be the same as the value of MK_MEMORY_PARTITION_SIZE as defined
in clause 7.2 of GlobalPlatform VPP - Concepts and Interfaces [15].

RQ1206_018 |12.6.2.2.3 |aFamilySpecificSspinfo:
e it shall include the family identifier-specific SSP information which may be
defined for that family identifier.
RQ1206_019 |12.6.2.2.3 |aSpbFamilyld:
e the family identifier of the Secondary Platform Bundle.
RQ1206_020 |[12.6.2.2.3 |aOidSpecificSspinfoBlock:

e it shall include the family identifier-specific SSP information which may be
defined by an organization that is responsible for that family identifier and
referenced by aOID.

RQ1206_021 |12.6.2.3 The SPBM credential shall be delivered to the Secondary Platform Bundle Loader during
the Secondary Platform Bundle provisioning procedure in clause 12.3 of ETSI
TS 103 666-2 [10].

RQ1206 022 |12.6.2.3 The LBA shall provide the SPBM credential to the Secondary Platform Bundle Loader by
calling the "Si3.GetSspCredential" function and obtain SSP credential as the response.

RQ1206_023 |12.6.2.3 aCodeM:

e the value of the CODE_M as defined in GlobalPlatform Open Firmware Loader
for Tamper Resistant Element [13]. It indicates the code matching identifier for
a Secondary Platform Bundle image within a SPB Manager.
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RQ1206 024 |12.6.2.3 aChallengesS:

e the value of CHALLENGE_S as defined in GlobalPlatform Open Firmware
Loader for Tamper Resistant Element [13]. The aChallengeS is generated by
the SPB Manager and used in authentication of the Secondary Platform Bundle
Loader.

RQ1206_025 |12.6.2.3 aSpbFamilyld:

e the family identifier of the Secondary Platform Bundle.

RQ1206_026 |12.6.2.3 aCustodianOid:

e the OID of a custodian of the aSpbFamilyld. The custodian shall be associated
with a certification path.

RQ1206 027 |12.6.2.3 aSpbmKacCertificates:

e SPBM Certificates for key agreement.

RQ1206 028 |12.6.2.3 aSspCiPkldToBeUsed:

e CI Public Key identifier for SPBL Certificate which shall be used by the
Secondary Platform Bundle Loader for signature generation.

RQ1206_029 |12.6.2.3 aSspCryptoToBeUsed:

e Algorithm identifiers for data encryption which shall be used by the Secondary
Platform Bundle Loader and the SPB Manager.

RQ1206 030 |12.6.2.4 The SSP credential is delivered from the Secondary Platform Bundle Loader to the SPB

Manager for authentication, key agreement, and for the binding of a Secondary Platform

Bundle container.

RQ1206_031 |12.6.2.4 aTbsSsplmageSessionToken: it contains:

e aldTransac: the ID_TRANSAC as defined in GlobalPlatform Open Firmware
Loader for Tamper Resistant Element [13].

e aEPkSpblKa: the SPBL ephemeral public key.

e aSpbmKaPkldToBeUsed: the subject key identifier of the SPBM certificate for
key agreement which shall be used to generated the first session key.

e aUuidL: the UUIDL as defined in GlobalPlatform Open Firmware Loader for
Tamper Resistant Element [13].

RQ1206_032 |12.6.2.4 aSsplmageSessionTokenSignature:

e the signature of aTbsSspimageSessionToken which can be verified by SPBL
Certificate.

RQ1206_033 |12.6.2.4 aM-SSP:

e EncryptedBlock of data containing SPBL Certificate, TbsSspToken, and SSP
Token signature. The SSP Token, SSP Token signature, and aM-SSP are
generated by the Secondary Platform Bundle Loader as defined in
clause 12.6.5.5.2 of ETSI TS 103 666-2 [10].

RQ1206_034 |12.6.2.4 aEncryptionType:

e itindicates the encryption algorithm used to generate the items of type
EncryptedBlock.

RQ1206_035 |12.6.2.4 EncryptedBlock:

e data structure containing the encrypted message and the integrity check.

RQ1206_036 |12.6.2.4 aSpblCertChain:

e it contains Certificates used for the SPB Manager to verify SPBL Certificate.

RQ1206_037 |12.6.2.4 aTbsSspToken: it contains:

e aCodeM: the value of the CODE_M as defined in GlobalPlatform Open
Firmware Loader for Tamper Resistant Element [13].

e aChallengeS: the value of CHALLENGE_S as defined in GlobalPlatform Open
Firmware Loader for Tamper Resistant Element [13].

e  aSsplinfoProtected: the protected SSP information.

RQ1206_038 |12.6.2.5 The Secondary Platform Bundle container shall be bound to the iSSP as defined in

clause 12.6.4.3 of ETSI TS 103 666-2 [10] and delivered to the LBA as the bound SPB

image.

RQ1206 039 |12.6.2.5 almageOwnerld:

e Owner Identifier of the Secondary Platform Bundle container.

RQ1206_040 |12.6.2.5 aNumberSegment:

e Number of Segment Structures in the bound SPB image.

RQ1206 041 |12.6.2.5 aServerNotifyBaseUrls:

e URLs of the servers for notifications.

RQ1206_042 |12.6.2.5 almageMakerld:

e Identifier of the Secondary Platform Bundle maker as defined in GlobalPlatform
Open Firmware Loader for Tamper Resistant Element [13].

RQ1206_043 |12.6.2.5 aMetaDatalmage:

e  Metadata of the image from the Image Maker.
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RQ1206_044 |12.6.2.5 aM-IMD:

e EncryptedBlock of Image Descriptor as defined in GlobalPlatform Open
Firmware Loader for Tamper Resistant Element [13].

RQ1206_045 |12.6.2.5 aM-ARP:

e EncryptedBlock of ATK.ARP.ECDSA as defined in GlobalPlatform Open
Firmware Loader for Tamper Resistant Element [13].

RQ1206 046 |12.6.2.5 aM-TimeStamp:

e EncrytedBlock of TIME_STAMP as defined in GlobalPlatform Open Firmware
Loader for Tamper Resistant Element [13].

RQ1206 047 |12.6.2.5 aSpbmToken:

e Data structure containing ThbsSpbmToken and signature of the TbsSpbmToken.

RQ1206 048 |12.6.2.5 aTbsSpbmToken:

e Data structure containing the ephemeral public key of the SPB Manager and
the image session identifier (ID_TRANSAC).

RQ1206_049 |12.6.2.5 aSpbmCerts:

e List of the Certificate of the certification path from a trusted certificate to the
SPBM certificate.

RQ1206_050 |12.6.2.5 aDoOperateParameter:

e  The parameter for the OFL_DO_OPERATE command as defined in
GlobalPlatform Open Firmware Loader for Tamper Resistant Element [13]
including the SPB metadata.

RQ1206_051 |12.6.2.5 aChangeSegmentParameter:

e  The parameter for the OFL_CHANGE_SEGMENT command as defined in
GlobalPlatform Open Firmware Loader for Tamper Resistant Element [13].

RQ1206_052 |12.6.2.5 aLoadSegmentParameter:

e  The parameter for the OFL_LOAD_SEGMENT command as defined in
GlobalPlatform Open Firmware Loader for Tamper Resistant Element [13].

RQ1206 053 |12.6.2.6 The SPB metadata contains specific information of the Secondary Platform Bundle.
During the download procedure described in clause 12.3.3 of ETSI TS 103 666-2 [10],
the SPB metadata shall be provided to the LBA in a plaintext.

RQ1206 054 |12.6.2.6 The SPB metadata contains specific information of the Secondary Platform Bundle. After
the Secondary Platform Bundle is successfully installed, the SPB metadata shall be
accessible by the LBA via Si3 interface irrespective of the state of that Secondary
Platform Bundle.

RQ1206_055 |12.6.2.6 The SPB metadata shall include the following:

e aSpbld: identifier of the Secondary Platform Bundle.

e aSpbFamilyld: family identifier of the Secondary Platform Bundle as defined in
clause 9.7 of ETSI TS 103 666-2 [10].

e aCustodianOid: OID of one of the custodians associated with a SpbFamilyld
which defines specific requirement (e.g. trusted Cls, product certification,
operational modes of the terminal) applied to this Secondary Platform Bundle.

RQ1206_056 |12.6.2.6 The SPB metadata may include the following:

e aSupportedCustodianList: list of OIDs of custodians associated with supported
certification path used to load the Secondary Platform Bundle. If the
aSupportedCustodianList contains multiple OIDs, the first OBJECT
IDENTIFIER denotes the most preferred custodian to select a certification path.
The aSupportedCustodianList may contain the aCustodianOid.

e aSpbNotificationConfig: it includes the configuration set by a service provider as
per a notification recipient. The configuration shall include the address of a
notification recipient and the list of events which shall be notified.

NOTE:  Eligibility check and maximum retry attempts notification status are only
intended to be used for Sil notifications. aFamilySpecificData: family
identifier-specific metadata defined as per the family identifier.

e aOidSpecificData: family identifier-specific metadata defined by custodian(s) of
the family identifier. The aOidSpecificData may consists of multiple
OidSpecificinfoBlock data structures. Each OidSpecificinfoBlock shall have a
custodian-defined metadata and the OID identifying that custodian-defined
metadata.

RQ1206_057 |12.6.2.7 The terminal information contains details about the capabilities of the terminal. It is
delivered by the LBA to the SPB Manager.

RQ1206_058 |12.6.2.7 aLbaSpecVerlnfo:

e the release of the specification that is implemented by the LBA. The first byte
indicates the major version of the specification. The second byte indicates the
minor version of the specification.
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RQ1206 059 |12.6.2.7 aSpbFamilyld:

e afamily identifier of the Secondary Platform Bundle.

RQ1206_060 |12.6.2.7 aFamilySpecificTerminalinfoBlock:

e it shall include the family identifier-specific terminal information which may be
defined for that family identifier.

RQ1206 061 |12.6.2.7 aOidSpecificTerminalinfoBlock:

e it shall include family identifier-specific terminal information which may be
defined by an organization that is responsible for that family identifier and
referenced by the OID.

RQ1206 062 |12.6.2.8 The notification token contains the information about the state change of the Secondary
Platform Bundle container.

RQ1206 063 |12.6.2.8 The Secondary Platform Bundle Loader shall generate the notification token after
installation, enabling, disabling or deleting of the Secondary Platform Bundle container if
it is configured in the SPB metadata.

RQ1206_064 |12.6.2.8 Prior to the generation of the notification token, the notification counter of the firmware
session of the Secondary Platform Bundle container as described in clause 7.3.1.5 of
ETSI TS 103 666-2 [10] shall be incremented by one.

RQ1206 065 |12.6.2.8 If the maximum value is reached, the counter shall return to the initial value.

RQ1206_066 |12.6.2.8 After generating the notification token, the Secondary Platform Bundle Loader shall set
the value of the notification token data object into OPERATION_TOKEN registry.

RQ1206_067 |12.6.2.8 The LBA shall use ANY_GET_PARAMETER command with the index of
OPERATION_TOKEN registry to retrieve the most recently generated notification token.

RQ1206_068 |12.6.2.8 aSpbld:

e the identifier of the Secondary Platform Bundle. The aSpbld shall be the Public
image UUID.

RQ1206 069 |12.6.2.8 aNotificationEvent:

e itindicates the procedure related to this notification.

RQ1206_070 |12.6.2.8 aCounter:

e the notification counter value managed in the firmware session of the
Secondary Platform Bundle identified by the aSpbld.

RQ1206 071 |12.6.2.8 aNotificationTokenHash:

e the hashed value generated by an HMAC-SHA-256 as defined in IETF
RFC 4868 [20] of the message being the string concatenating the aSpbld, the
aNotificationEvent, the aCounter, and the Primary Platform identifier (of
32 bytes, as defined in clause 7.5 of ETSI TS 103 666-2 [10]), and with the
secondary platform private identifier described in clause 9.4.5 of ETSI
TS 103 666-2 [10] as the key. aNatificationTokenHash is therefore computed
with following parameters:
aNotificationTokenHash = HMAC-SHA-256 (message, key) where:
message = aSpbld | aNotificationEvent | aCounter | aPpld, and key =
aPrivateSpbld.

NOTE:  The Primary Platform Identifier is used to compute the
aNotificationTokenHash but is not included in the aTbhNotificationToken.

5.10.7 Interfaces and functions - Sil interface

Reference: ETSI TS 103 666-2 [10] clause 12.6.3.

Req.ID Clause Description
12.6.3.1 Overview

RQ1206_072 |12.6.3.1 The Sil interface is used between the service provider and the SPB Manager to prepare
the download of a Secondary Platform Bundle.

RQ1206_073 [12.6.3.1 The binding of the Sil interface shall be performed over Hypertext Transfer Protocol
version 2 (HTTP/2) as defined in IETF RFC 7540 [26] and the Transport Layer Security
(TLS) version 1.3 or higher in mutual authentication mode as defined in IETF
RFC 8446 [27].

RQ1206_074 [12.6.3.1 The service provider shall be in charge of managing the connection establishment to the
SPB Manager for the Sil interface.

RQ1206_075 |12.6.3.1 The service provider shall use HTTP POST request message with HTTP path

‘etsifissp/sil/asnl' to deliver any function command over the Sil interface.
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12.6.3.2 Sil common headers
RQ1206_076 |12.6.3.2.1 |aFunctionRequesterld:
e identifier of the function requester.
RQ1206_077 |12.6.3.2.1 |aFunctionCallld:
o identifier of the function call. This identifier is used to manage function call
retries.
RQ1206_078 |12.6.3.2.2 |aFunctionExecutionStatus:
e indicates the status after the execution of the function.
12.6.3.3 Sil error codes
RQ1206_079 [12.6.3.3 For error codes used to indicate an error over the Sil interface, Table 12.5 of ETSI
TS 103 666-2 [10] gives the applicability matrix according to the Sil function.
12.6.3.4 Sil.SelectSpb
RQ1206_080 |12.6.3.4.1 |The "Sil.SelectSpb" function shall be used by the service provider during the Secondary
Platform Bundle selection as defined in clause 12.3.2.2 of ETSI TS 103 666-2 [10].
RQ1206_081 |12.6.3.4.1 |The service provider shall use the "Sil.SelectSpbm" function to select a Secondary
Platform Bundle that matches the terminal and the SSP capabilities.
RQ1206_082 |12.6.3.4.1 |The body part of the HTTP POST request for the "Sil.SelectSpbm" function command
shall contain SilSelectSpbCommand defined as follows:
e aSilCommandHeader:
—  header of the command as defined in clause 12.6.3.2.1 of ETSI
TS 103 666-2 [10]. It may be used by aNotificationReceiverld in
subsequent Sil.HandleNotification calls related to this selection.

e aSpbld:
— identifier of the Secondary Platform Bundle to reserve.
e aSpbType:

—  type of Secondary Platform Bundle in which the SPB Manager shall select

an available Secondary Platform Bundle identifier.
e aPpldentifier:

—  the primary platform identifier to link with the Secondary Platform Bundle

reserved by the Sil.SelectSpb function.
e aCodeM:

—  CodeM to be linked with the Secondary Platform Bundle reserved by the
Sil.SelectSpb function. This parameter shall be present if the creation of
the service provider reference defined in clause 12.3.2.3 of ETSI
TS 103 666-2 [10] has been previously executed.

e aFlagFinalize:

— Boolean that indicates whether the "Sil.FinalizePreparation” function will

be called later.
¢ aCustodianSpecificInfoBlock:

—  specific parameter which may be defined by the custodian of the family
identifier issuing the command. How this parameter is handled by the SPB
Manager is out of scope of the present document.

e aServiceProviderSpecificinfoBlock:

—  specific parameter which may be defined by the service provider. How this
parameter is handled by the SPB Manager is out of scope of the present
document.

RQ1206_083 |12.6.3.4.2 |Upon reception of the "Sil.SelectSpb" function command, the SPB Manager shall:

e Store the value of aSilCommandHeader.

RQ1206_084 |12.6.3.4.2 |Upon reception of the "Sil.SelectSpb" function command, the SPB Manager shall:

e |f the Secondary Platform Bundle identifier (spbld) was provided as input data:

—  return an error with the code eSpbldNotAvailable if the spbld is not
available;

—  return an error with the code eSpbldUnknown if the spbld does not exist;

—  return an error with the code eSpbTypeMismatch if a Secondary Platform
Bundle type (spbType) was provided as input data and does not match the
type of the spbld.

RQ1206_085 |12.6.3.4.2 |Upon reception of the "Sil.SelectSpb" function command, the SPB Manager shall:
e |f a Secondary Platform Bundle type (spbType) was provided as input data:
—  return an error with the code eSpbTypeUnknown if the spbType is
unknown to the SPB Manager;
— return an error with the code eSpbTypeNotAvailable if the SPM Manager
cannot find an available spbld corresponding to the requested sbpType.

RQ1206_086 |12.6.3.4.2 |Upon reception of the "Sil.SelectSpb" function command, the SPB Manager shall:
e Return an error with the code eCodeMNotAllowed if a CodeM was provided as
input data and is already linked to another Secondary Platform Bundle identifier.
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RQ1206_087 |12.6.3.4.2 |Upon reception of the "Sil.SelectSpb" function command, the SPB Manager shall:

e Store the CodeM if provided as input data and is not known to the SPB
Manager.

RQ1206_088 |12.6.3.4.2 |Upon reception of the "Sil.SelectSpb" function command, the SPB Manager shall:

e Reserve a Secondary Platform Bundle among those available in its inventory
and that corresponds to the requested spbld and/or sbpType.

RQ1206_089 |12.6.3.4.2 |Upon reception of the "Sil.SelectSpb" function command, the SPB Manager shall:

e Link the CodeM with the reserved spbld.

RQ1206_090 |12.6.3.4.2 |Upon reception of the "Sil.SelectSpb" function command, the SPB Manager shall:

e Link the reserved spbld to the primary platform identifier if the function
command contains the primary platform identifier (aPpldentifier).

RQ1206_091 |12.6.3.4.2 |Upon reception of the "Sil.SelectSpb" function command, the SPB Manager shall:

e Memorize whether the "Sil.FinalizePreparation" function will be called later. If
aFlagFinalize is not present, it is considered as set to FALSE.

RQ1206_092 |12.6.3.4.2 |Upon reception of the "Sil.SelectSpb" function command, the SPB Manager shall:

e Build Si1SelectSpbResponse containing either an error code if one of the above
steps has failed or the selected Secondary Platform identifier (spbld) together
with its type (sbpType) and, optionally the Primary Platform Identifier
(aPpldentifier) if it was provided in the command and the CodeM (aCodeM) if it
was provided in the incoming command. SilSelectSpbResponse may also
contain family identifier and/or service provider specific information. Their
content is not in the scope of the present document.

RQ1206_093 |12.6.3.4.2 |Upon reception of the "Sil.SelectSpb" function command, the SPB Manager shall:

e Send the response to the service provider.

RQ1206_094 |12.6.3.4.3 |The body part of the HTTP POST response for the "Sil.SelectSpb" function shall contain

SilSelectSpbResponse defined as follows:

e aSilResponseHeader: header of the response as defined in clause 12.6.3.2.2
of ETSI TS 103 666-2 [10].

e aSpbld:identifier of the Secondary Platform Bundle reserved by the SPB
Manager.

e aSpbType: type of Secondary Platform Bundle tied to aSpbld.

e aPpldentifier: identifier of the primary platform linked with aSpbld, if present in
the incoming command.

e aCodeM: CodeM to linked with the aSpbld, if present in the incoming command.

e aCustodianSpecificinfoBlock: specific parameter which may be defined by the
custodian of the family identifier issuing the response. How this parameter is
handled by the SPB Manager is out of scope of the present document.

e aServiceProviderSpecificinfoBlock: specific parameter which may be defined by
the service provider. How this parameter is handled by the SPB Manager is out
of scope of the present document.

e aFamilySpecificSelectSpbmResponse: family identifier-specific parameter which
may be defined for that family identifier. How this parameter is handled by the
SPB Manager is out of scope of the present document.

12.6.3.5 Sil.CreateSPReference

RQ1206_095 |12.6.3.5.1 |The "Sil.CreateSPReference" function shall be used by the service provider during the

procedure of creation of a service provider reference as defined in clause 12.3.2.3. of

ETSI TS 103 666-2 [10].

RQ1206_096 |12.6.3.5.1 |The service provider may use the "Sil.CreateSPReference" function to create a

reference shared between the service provider and the SPB Manager. This reference,

i.e. CodeM shall be provided to the End User by the service provider as part of the

activation code, allowing the End User to trigger the download procedure as defined in

clause 12.3.3 of ETSI TS 103 666-2 [10].

RQ1206_097 |12.6.3.5.1 |The body part of the HTTP POST request for the "Sil.CreateSPReference" function

command shall contain Sil.CreateSPReferenceCommand defined as follows:

e aSilCommandHeader: header of the command as defined in clause 12.6.3.2.1
of ETSI TS 103 666-2 [10]. It may be used by aNotificationReceiverld in
subsequent Sil.HandleNoatification calls related to the CodeM provided as input
parameter or generated by the SPB Manager.

e aSpbld: identifier of the Secondary Platform Bundle. This parameter shall be
present if the Secondary Platform Bundle selection procedure has been
executed first, else it shall be ignored.

e aCodeM: CodeM generated by the service provider.

e aTaskType: type of task associated with the reference.

e aCustodianSpecificInfoBlock: specific parameter which may be defined by the
custodian of the family identifier issuing the command. How this parameter is
handled by the SPB Manager is out of scope of the present document.
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e aServiceProviderSpecificinfoBlock: specific parameter which may be defined by
the service provider. How this parameter is handled by the SPB Manager is out
of scope of the present document.

RQ1206_098 |12.6.3.5.2 |Upon reception of the "Sil.CreateSPReference" function command, the SPB Manager
shall:

e  Store the value of aSilCommandHeader.

RQ1206_099 |12.6.3.5.2 |Upon reception of the "Sil.CreateSPReference" function command, the SPB Manager
shall:

e Return an error with the code eTaskTypeUnknown if the SilTaskType is not
eSilTaskType-DownloadSPB.

RQ1206_100 |12.6.3.5.2 |Upon reception of the "Sil.CreateSPReference" function command, the SPB Manager
shall:

e Return an error with the code eTaskNotAllowed if the function caller is not
allowed to use the SilTaskType.

NOTE: How the function caller is allowed to use is not in the scope of
ETSI TS 103 666-2 [10].
RQ1206_101 |12.6.3.5.2 |Upon reception of the "Sil.CreateSPReference" function command, the SPB Manager
shall:

e Generate a CodeM if it was not provided as input data and ensure that it is
unigue on its own context.

RQ1206_102 |12.6.3.5.2 |Upon reception of the "Sil.CreateSPReference" function command, the SPB Manager
shall:

e Return an error with the code eCodeMNotAllowed if the CodeM was provided
as input data and is already linked to another Secondary Platform Bundle
identifier.

RQ1206_103 |12.6.3.5.2 |Upon reception of the "Sil.CreateSPReference" function command, the SPB Manager
shall:

e Store the CodeM.

RQ1206_104 |12.6.3.5.2 |Upon reception of the "Sil.CreateSPReference" function command, the SPB Manager
shall:

e  Store the value of aSilCommandHeader.

RQ1206_105 |12.6.3.5.2 |Upon reception of the "Sil.CreateSPReference" function command, the SPB Manager
shall:

e Build SilCreateSPReferenceResponse containing either an error code if one of
the above step has failed or the CodeM (aCodeM) provided as input data or
generated by the SPB Manager and the Secondary Platform identifier (spbld) if
it was provided as input data. SilCreateSPReferenceResponse may also
contain family identifier and/or service provider specific information. Their
content is not in the scope of the present document.

RQ1206_106 |12.6.3.5.2 |Upon reception of the "Sil.CreateSPReference" function command, the SPB Manager
shall:

e Send the response to the service provider.

RQ1206_107 |12.6.3.5.3 |The body part of the HTTP POST response for the "Sil.CreateSPReference" function
shall contain SilCreateSPReferenceResponse defined as follows:

e aSilResponseHeader: header of the response as defined in clause 12.6.3.2.2
of ETSI TS 103 666-2 [10].

e aCodeM: CodeM generated by the SPB manager if not present in the incoming
command or CodeM as it was in the incoming command.

e aSpbld: identifier of the Secondary Platform Bundle as if was in the incoming
command.

e aCustodianSpecificinfoBlock: specific parameter which may be defined by the
custodian of the family identifier issuing the response. How this parameter is
handled by the SPB Manager is out of scope of the present document.

e aServiceProviderSpecificinfoBlock: specific parameter which may be defined by
the service provider. How this parameter is handled by the SPB Manager is out
of scope of the present document.

12.6.3.6 Sil.FinalizePreparation
RQ1206_108 |12.6.3.6.1 |The "Sil.CreateSPReference" function shall be used by the service provider during the
procedure of creation of a service provider reference as defined in clause 12.3.2.3. of
ETSI TS 103 666-2 [10].
RQ1206_109 |12.6.3.6.1 |[If the selection of the Secondary Platform Bundle procedure, as defined in

clause 12.3.2.2 of ETSI TS 103 666-2 [10] has been executed after the creation of the
CodeM procedure, as defined in clause 12.3.2.3 of ETSI TS 103 666-2 [10], the service
provider may use the "Sil.FinalizePreparation" function to indicate that its internal
procedures are completed, e.g. the provisioning of its technical platforms or data bases.
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RQ1206_110 |12.6.3.6.1 |[If the service provider has set aFlagFinalize to TRUE in the "Sil.SelectSpb" function
command, the SPB Manager shall wait for the completion of the Secondary Platform
Bundle selection process as described in clause 12.3.2.2 of ETSI TS 103 666-2 [10] (i.e.
after it has sent the response to the "Sil.FinalizePreparation" function related to this
Secondary Platform Bundle) to continue with the Bound SPB image download as defined
in clause 12.3.3.2. of ETSI TS 103 666-2 [10].

RQ1206_111 |12.6.3.6.1 |The body part of the HTTP POST request for the "Sil.FinalizePreparation" function
command shall contain Sil.FinalizePreparationCommand defined as follows:

e aSilCommandHeader: header of the command as defined in clause 12.6.3.2.1
of ETSI TS 103 666-2 [10]. It may be used by aNotificationReceiverld in
subsequent Sil.HandleNotification calls related to aCodeM.

e aCodeM: reference to the preparing procedure to finalize.

e aSpbld: identifier of the Secondary Platform Bundle as if was in the incoming
command.

e aCustodianSpecificInfoBlock: specific parameter which may be defined by the
custodian of the family identifier issuing the command. How this parameter is
handled by the SPB Manager is out of scope of the present document.

e  aSrviceProviderSpecificinfoBlock: specific parameter which may be defined by
the service provider. How this parameter is handled by the SPB Manager is out
of scope of the present document.

RQ1206_112 |12.6.3.6.2 |Upon reception of the "Sil.FinalizePreparation" function command, the SPB Manager
shall:

e Store the value of aSilCommandHeader.

RQ1206_113 |12.6.3.6.2 |Upon reception of the "Sil.FinalizePreparation" function command, the SPB Manager
shall:

e Verify the CodeM provided as input data.

RQ1206_114 |12.6.3.6.2 |Upon reception of the "Sil.FinalizePreparation" function command, the SPB Manager
shall:

e Return an error with the code eCodeMUnknown if the CodeM is unknown to the
SPB Manager.

RQ1206_115 |12.6.3.6.2 |Upon reception of the "Sil.FinalizePreparation" function command, the SPB Manager
shall:

e Return an error with the code eCodeMNotAllowed if the CodeM is not linked to
a Secondary Platform Bundle identifier.

RQ1206_116 |12.6.3.6.2 |Upon reception of the "Sil.FinalizePreparation" function command, the SPB Manager
shall:

e Build SilFinalizePreparationResponse containing either an error code if the
above step has failed or the CodeM (aCodeM) provided as input data.
SilFinalizePreparationResponse may also contain family identifier and/or
service provider specific information. Their content is not in the scope of the
present document.

RQ1206_117 |12.6.3.6.2 |Upon reception of the "Sil.FinalizePreparation" function command, the SPB Manager
shall:

e Send the response to the service provider.

RQ1206_118 |12.6.3.6.2 |Upon reception of the "Sil.CreateSPReference" function command, the SPB Manager
shall:

e Allow the bound SPB image download procedure as defined in clause 12.3.3.2
of ETSI TS 103 666-2 [10].

RQ1206_119 |12.6.3.6.3 |The body part of the HTTP POST response for the "Sil.finalizePreparation" function shall
contain SilFinalizePreparationResponse defined as follows:

e aSilResponseHeader: header of the response as defined in clause 12.6.3.2.2
of ETSI TS 103 666-2 [10].

e aCodeM: CodeM as it was in the incoming command.

e aCustodianSpecificlnfoBlock: specific parameter which may be defined by the
custodian of the family identifier issuing the response. How this parameter is
handled by the SPB Manager is out of scope of the present document.

e aServiceProviderSpecificinfoBlock: specific parameter which may be defined by
the service provider. How this parameter is handled by the SPB Manager is out
of scope of the present document.

12.6.3.7 Sil.CancelPreparation
RQ1206_120 |12.6.3.7.1 |The "Sil.CancelPreparation" function shall be used by the service provider to cancel a

pending preparation procedure as defined in clause 12.3.2 of ETSI TS 103 666-2 [10].
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RQ1206_121 |12.6.3.7.1 |The body part of the HTTP POST request for the "Sil.CancelPreparation” function
command shall contain SilCancelPreparationCommand defined as follows:

e aSilCommandHeader: header of the command as defined in clause 12.6.3.2.1
of ETSI TS 103 666-2 [10]. It may be used by aNotificationReceiverld in
subsequent Sil.HandleNoatification calls related to aCodeM or aSpbld.

e aCodeM: task's reference to cancel. This parameter shall be present if aSpbld
is not provided as input parameters.

e aSpbld: identifier of the Secondary Platform Bundle associated to the procedure
to cancel. This parameter shall be present if aCodeM is not provided as input
parameters.

e aCustodianSpecificlnfoBlock: specific parameter which may be defined by the
custodian of the family identifier issuing the command. How this parameter is
handled by the SPB Manager is out of scope of the present document.

e aServiceProviderSpecificinfoBlock: specific parameter which may be defined by
the service provider. How this parameter is handled by the SPB Manager is out
of scope of the present document.

RQ1206_122 |12.6.3.7.2 |Upon reception of the "Sil.CancelPreparation" function command, the SPB Manager
shall:

e  Store the value of aSilCommandHeader.

RQ1206_123 |12.6.3.7.2 |Upon reception of the "Sil.CancelPreparation" function command, the SPB Manager
shall:

e Return an error with the code eCodeMUnknown if a CodeM is provided as input
data and is unknown to the SPB Manager.

RQ1206_124 |12.6.3.7.2 |Upon reception of the "Sil.CancelPreparation" function command, the SPB Manager
shall:

e Return an error with the code eCodeMNotAllowed if the bound SPB image
download procedure as defined in clause 12.3.3.2 of ETSI TS 103 666-2 [10]
associated with the Secondary Platform Bundle identifier linked to the CodeM
provided as input data is completed.

RQ1206_125 |12.6.3.7.2 |Upon reception of the "Sil.CancelPreparation” function command, the SPB Manager
shall:

e Return an error with the code eSpbldUnknown if a aSpbld is provided as input
data and is unknown to the SPB Manager.

RQ1206_126 |12.6.3.7.2 |Upon reception of the "Sil.CancelPreparation” function command, the SPB Manager
shall:

e Return an error with the code eSpbldNotAllowed if a aSpbld is provided as input
data and is not linked with the CodeM provided as input data.

RQ1206_127 |12.6.3.7.2 |Upon reception of the "Sil.CancelPreparation" function command, the SPB Manager
shall:

e Cancel any pending procedure associated with the CodeM and/or the Spbld
provided as input parameter(s), e.g. download procedure.

RQ1206_128 |12.6.3.7.2 |Upon reception of the "Sil.CancelPreparation" function command, the SPB Manager
shall:

e Unreserved the Secondary Platform Bundle identifier provided as input data
and/or linked to the CodeM provided as input data.

RQ1206_129 |12.6.3.7.2 |Upon reception of the "Sil.CancelPreparation" function command, the SPB Manager
shall:

e Remove any reference to the CodeM if provided as input data.

RQ1206_130 |12.6.3.7.2 |Upon reception of the "Sil.CancelPreparation" function command, the SPB Manager
shall:

e Build SilCancelPreparationResponse containing either an error code if one of
the above step has failed or either the CodeM (aCodeM) or the Secondary
Platform Bundle identifier (aSpbld) if provided as input data and the linked
Secondary Platform identifier if any. SilCancelPreparationResponse may also
contain family identifier and/or service provider specific information. Their
content is not in the scope of the present document.

RQ1206_131 |12.6.3.7.2 |Upon reception of the "Sil.CancelPreparation” function command, the SPB Manager
shall:

e Send the response to the service provider.

RQ1206_132 |12.6.3.7.3 |The body part of the HTTP POST response for the "Sil.CancelPreparation” function shall

contain SilCancelPreparationResponse defined as follows:
e aSilResponseHeader: header of the response as defined in clause 12.6.3.2.2
of ETSI TS 103 666-2 [10].
e aCodeM: CodeM as it was in the incoming command.
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aSpbld: identifier of the Secondary Platform Bundle linked to aCodeM if
aCodeM was provided as input data or aSpbld as if was in the incoming
command.

aCustodianSpecificinfoBlock: specific parameter which may be defined by the
custodian of the family identifier issuing the response. How this parameter is
handled by the SPB Manager is out of scope of the present document.
aServiceProviderSpecificinfoBlock: specific parameter which may be defined by
the service provider. How this parameter is handled by the SPB Manager is out
of scope of the present document.

12.6.3.8

Sil.HandleNotification

RQ1206_133

12.6.3.8.1

The "Sil.HandleNotification" function shall be used by the SPB Manager to send any
notifications as agreed with the service provider owning the pending related task. The
agreement of the notifications to send is outside the scope of the present document.

RQ1206_134

12.6.3.8.1

The body part of the HTTP POST request for the "Sil.HandleNotification" function shall
contain SilHandleNotificationBlock defined as follows:

aNotificationReceiverld: identifier of the recipient of the notification. It may equal
to the function requester identity extracted from the last request-response
function related to the same pending task, e.g. to the same download
procedure.

aNotificationCallld: identifier of the function caller in the context of the recipient
of the notification. It may be equal to the function caller identity extracted from
the last request-response function related to the same pending task, e.g. to the
same download procedure.

aCodeM: task's reference to cancel. This parameter shall be present if aSpbld
is not provided as input parameters.

aSpbld: identifier of the Secondary Platform Bundle associated to the procedure
to cancel. This parameter shall be present if aCodeM is not provided as input
parameters.

aSpbType: type of Secondary Platform Bundle in which the SPB Manager shall
select an available Secondary Platform Bundle identifier.

aPpldentifier: identifier of the primary platform to link with the Secondary
Platform Bundle reserved by the Sil.SelectSpb function.

aTimeStamp: indicates the date/time when the operation has been performed or
when the notification has been received by the SPB Manager.
aNotificationEvent: indicates the step reached by the procedure that was
executed.

aNotificationEventStatus: indicates the status after the execution of the
notification.

aCustodianSpecificlnfoBlock: specific parameter which may be defined by the
custodian of the family identifier issuing the command. How this parameter is
handled by the SPB Manager is out of scope of the present document.
aServiceProviderSpecificinfoBlock: specific parameter which may be defined by
the service provider. How this parameter is handled by the SPB Manager is out
of scope of the present document.

RQ1206_135

12.6.3.8.2

Table 12.6 ETSI TS 103 666-2 [10] indicates which parameters shall be present
depending on aNotificationEvent.

NOTE:

5.10.8

RQ1206_136 to RQ1206_139 are set to void due to numbering and duplication issues.

Interfaces and functions - Si2 interface

Reference: ETSI TS 103 666-2 [10] clause 12.6.4.
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12.6.4.1

Overview

RQ1206_140

12.6.4.1

The Si2 interface is used between the LBA and SPB Manager to provide a transport of
the bound Secondary Platform Bundle image and the management commands on the
Secondary Platform Bundles installed in the iISSP.

RQ1206_141

12.6.4.1

The binding of the Si2 interface shall be performed over Hypertext Transfer Protocol
version 2 (HTTP/2) as defined in IETF RFC 7540 [26] and the Transport Layer Security
(TLS) version 1.3 in server authentication mode as defined in IETF RFC 8446 [27].

RQ1206_142

12.6.4.1

The LBA shall be in charge of managing the connection establishment to the SPB
Manager for the Si2 interface.

RQ1206_143

12.6.4.1

The LBA shall use HTTP POST request message with HTTP path 'etsi/issp/si2/asnl' to
deliver any function command over the Si2 interface.

12.6.4.2

Si2.GetSpbmCertificate

RQ1206_144

12.6.4.2.1

The "Si2.GetSpbmCertificate" function shall be used by the LBA during the capability
negotiation procedure as defined in clause 12.3.3.1 of ETSI TS 103 666-2 [10].

RQ1206_145

12.6.4.2.1

The LBA shall use the "Si2.GetSpbmCertificate" function to provide the SPB Manager
with the public SSP information (SspinfoPublic) as defined in clause 12.6.2.2.2 of ETSI
TS 103 666-2 [10] and terminal information (Terminallnfo) as defined in clause 12.6.2.7
of ETSI TS 103 666-2 [10].

RQ1206_146

12.6.4.2.1

The body part of the HTTP POST request for the "Si2.GetSpbmCertificate" function
command shall contain Si2GetSpbmCertificateCommand with aSspinfoPublic - Public
SSP information as defined in clause 12.6.2.2.2 of ETSI TS 103 666-2 [10] and
aTerminallnfo - Terminal information as defined in clause 12.6.2.7 of ETSI

TS 103 666-2 [10].

RQ1206_147

12.6.4.2.2

On reception of "Si2.GetSpbmCertificate" function command, the SPB Manager shall:
1) Perform eligibility check based on Annex C as follows:

a) The SPB Manager shall verify that the aSpblSpecVerinfo contained in the
aSspinfoPublic and aLbaSpecVerinfo contained in aTerminalinfo are
supported by itself. If a version is not supported, the SPB Manager shall return
eNotSupportedLbaVersion or eNotSupportedSpblVersion (the error indicating
that the version of the Secondary Platform Bundle Loader or the LBA is not
supported).

RQ1206_148

12.6.4.2.2

On reception of "Si2.GetSpbmCertificate" function command, the SPB Manager shall:
2) Determine the family identifier of the Secondary Platform Bundle container to be
provisioned as follows:

a) If the SPB Manager supports only one family identifier, the SPB Manager shall
select that family identifier. If there is an aSspFamilyCryptolnfoBlock and no
aSspGeneralCryptolnfo inside the aSspinfoPublic, the SPB Manager shall
check whether one of the family identifiers contained in the
aSspFamilyCryptolnfoBlock is supported. If supported, the SPB Manager shall
select that family identifier. If not supported, the SPB Manager shall return
eNotSupportedFamilyld (the error indicating that the family identifier is not
supported).

b) If the SPB Manager supports multiple family identifiers:

— Ifthere is only one SspFamilyCryptolnfoBlock data structure containing a
family identifier supported by the SPB Manager, the SPB Manager shall
select that family identifier. If there is no SspFamilyCryptolnfoBlock data
structure containing a family identifier supported by the SPB Manager, the
SPB Manager shall return eNotSupportedFamiyld (the error indicating that
the family identifier is not supported).

—  If there are multiple aSspFamilyCryptolnfoBlock data structure containing
the family identifier supported by the SPB Manager inside the
aSsplinfoPublic or there is only aSspCryptolnfo inside the aSspinfoPublic,
the SPB Manager shall return eSpblSelectOneFamilyld (the error
indicating that one family identifier shall be selected by the Secondary
Platform Bundle Loader).

RQ1206_148a

12.6.4.2.2

On reception of "Si2.GetSpbmCertificate" function command, the SPB Manager shall:
2) Determine the family identifier of the Secondary Platform Bundle container to be
provisioned as follows:

a) If the SPB Manager supports only one family identifier, the SPB Manager shall
select that family identifier. If there is an aSspFamilyCryptolnfoBlock and no
aSspGeneralCryptolnfo inside the aSspinfoPublic, the SPB Manager shall
check whether one of the family identifiers contained in the
aSspFamilyCryptolnfoBlock is supported. If supported, the SPB Manager shall
select that family identifier. If not supported, the SPB Manager shall return
eNotSupportedFamilyld (the error indicating that the family identifier is not
supported).
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RQ1206_148b

12.6.4.2.2

On reception of "Si2.GetSpbmCertificate” function command, the SPB Manager shall:
2) Determine the family identifier of the Secondary Platform Bundle container to be
provisioned as follows:
b) If the SPB Manager supports multiple family identifiers:

— Ifthere is only one SspFamilyCryptolnfoBlock data structure containing a
family identifier supported by the SPB Manager, the SPB Manager shall
select that family identifier. If there is no SspFamilyCryptolnfoBlock data
structure containing a family identifier supported by the SPB Manager, the
SPB Manager shall return eNotSupportedFamiyld (the error indicating that
the family identifier is not supported).

RQ1206_148¢c

12.6.4.2.2

On reception of "Si2.GetSpbmCertificate” function command, the SPB Manager shall:
2) Determine the family identifier of the Secondary Platform Bundle container to be
provisioned as follows
b) If the SPB Manager supports multiple family identifiers:

— If there are multiple aSspFamilyCryptolnfoBlock data structure containing
the family identifier supported by the SPB Manager inside the
aSsplinfoPublic or there is only aSspCryptolinfo inside the aSspinfoPublic,
the SPB Manager shall return eSpblSelectOneFamilyld (the error
indicating that one family identifier shall be selected by the Secondary
Platform Bundle Loader).

RQ1206_149

12.6.2.2.2

On reception of "Si2.GetSpbmCertificate" function command, the SPB Manager shall:
3) Set the selected family identifier into the aSpbFamilyld.

RQ1206_150

12.6.2.2.2

On reception of "Si2.GetSpbmCertificate” function command, the SPB Manager shall:
4) Using the selected family identifier, select one of aSspCryptolnfo,
aSspFamilyCrytolnfo and aSspOidCryptolnfo inside the aSspinfoPublic as follows:
a) If there is a SspFamilyCryptolnfoBlock data structure containing the selected
family identifier, the SPB Manager shall select that SspFamilyCryptolnfoBlock
data structure. Using the selected SspFamilyCryptolnfoBlock data structure:

— If the SPB Manager supports only one custodian for the selected family
identifier and there is a SspOidCryptolnfoBlock data structure containing
the OID of that custodian, the SPB Manager shall select the
aSspOidCyrptolnfo data structure contained in that
SspOidCryptolnfoBlock data structure. If there is no
SspOidCryptolnfoBlock data structure containing the OID of that
custodian, the SPB Manager shall select the aSspFamilyCryptolnfo inside
the SspFamilyCryptolnfoBlock data structure.

—  If the SPB Manager supports multiple custodians for the selected family
identifier and there is only one SspOidCryptolnfoBlock data structure
containing the Oid of one of the custodians supported by the SPB
Manager, the SPB Manager shall select the aSspOidCryptolnfo contained
in that SspOidCryptolnfoBlock data structure.

—  If the SPB Manager supports multiple custodians for the selected family
identifier and there are multiple SspOidCryptolnfoBlock data structures
containing the OIDs of custodians supported by the SPB Manager, the
SPB Manager shall return eSpblSelectOneOid (the error indicating that
one custodian shall be selected by the Secondary Platform Bundle
Loader).

— If there is no SspOidCryptolnfo data structure containing the OID of a
custodian supported by the SPB Manager, the SPB Manager shall select
the aSspFamilyCryptolnfo.

b) If there is no SspFamilyCryptolnfoBlock data structure containing the selected
family identifier, the SPB Manager shall select the aSspGeneralCryptolnfo
inside the aSspinfoPublic.

RQ1206_151

12.6.4.2.2

On reception of "Si2.GetSpbmCertificate” function command, the SPB Manager shall:
5) Using the selected SspCryptolnfo data structure, choose the following:

a) An SPB Manager certificate for key agreement that can be verified by the
trusted public key indicated by one of the trusted public key identifiers in the
aSspPkldListForSpbmVerification. If none of the trusted public key identifiers in
the aSspPkldListForSpbmVerification is supported, the SPB Manager shall
return eNotSupportedPkldSpbmVerification. The algorithmldentifier of the
selected certificate shall be one of the algorithmidentifier in
aKeyAgreementAlgorithmList. If the algorithmldentifier of the selected
certificate is not supported, the SPB Manager shall return
eNotSupportedKeyAgreementAlgorithm.
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b) An SPB Manager certificate for digital signature that can be verified by the
trusted public key indicated by one of the trusted public key identifiers in the
aSspPkldListForSpbmVerification. If any trusted public key identifiers in the
aSspPkldListForSpbmVerification is not supported, the SPB Manager shall
return eNotSupportedPkldSpbmVerification.

c) One of trusted public key identifier(s) in the aSspPkldListForSpblVerification
that shall be used by the Secondary Platform Bundle Loader to select its
certificate(s). The SPB Manager shall set the selected trusted public key
identifier into aSspCiPkldToBeUsed. If any trusted public key identifiers in the
aSspPkldListForSpblVerification is not supported, the SPB Manager shall
return eNotSupportedPkldSpblVerification.

d) d) One of algorithmldentifiers in the aCipherAlgorithmList that shall be used by
the Secondary Platform Bundle Loader and the SPB Manager for data
encryption. The SPB Manager shall set the selected algorithmldentifier into
aSspCryptoToBeUsed. If none of the algorithmldentifier in the
aCipherAlgorithmList is supported, the SPB Manager shall return
eNotSupportedEncryptionAlgorithm.

RQ1206_151a

12.6.4.2.2

On reception of "Si2.GetSpbmCertificate” function command, the SPB Manager shall:
5) Using the selected SspCryptolnfo data structure, choose the following:

a) An SPB Manager certificate for key agreement that can be verified by the
trusted public key indicated by one of the trusted public key identifiers in the
aSspPkldListForSpbmVerification. If none of the trusted public key identifiers in
the aSspPkldListForSpbmVerification is supported, the SPB Manager shall
return eNotSupportedPkldSpbmVerification.The algorithmldentifier of the
selected certificate shall be one of the algorithmidentifier in
aKeyAgreementAlgorithmList. If the algorithmldentifier of the selected
certificate is not supported, the SPB Manager shall return
eNotSupportedKeyAgreementAlgorithm.

RQ1206_151b

12.6.4.2.2

On reception of "Si2.GetSpbmCertificate" function command, the SPB Manager shall:
5) Using the selected SspCryptolnfo data structure, choose the following:

b) An SPB Manager certificate for digital signature that can be verified by the
trusted public key indicated by one of the trusted public key identifiers in the
aSspPkldListForSpbmVerification. If any trusted public key identifiers in the
aSspPkldListForSpbmVerification is not supported, the SPB Manager shall
return eNotSupportedPkldSpbmVerification.

RQ1206_151c

12.6.4.2.2

On reception of "Si2.GetSpbmCertificate" function command, the SPB Manager shall:
5) Using the selected SspCryptolnfo data structure, choose the following:

c) One of trusted public key identifier(s) in the aSspPkldListForSpblVerification
that shall be used by the Secondary Platform Bundle Loader to select its
certificate(s). The SPB Manager shall set the selected trusted public key
identifier into aSspCiPkldToBeUsed. If any trusted public key identifiers in the
aSspPkldListForSpblVerification is not supported, the SPB Manager shall
return eNotSupportedPkldSpblVerification.

RQ1206_151d

12.6.4.2.2

On reception of "Si2.GetSpbmCertificate" function command, the SPB Manager shall:
5) Using the selected SspCryptolnfo data structure, choose the following:
d) One of algorithmldentifiers in the aCipherAlgorithmList that shall be used by the
Secondary Platform Bundle Loader and the SPB Manager for data encryption.
The SPB Manager shall set the selected algorithmidentifier into
aSspCryptoToBeUsed. If none of the algorithmldentifier in the
aCipherAlgorithmList is supported, the SPB Manager shall return
eNotSupportedEncryptionAlgorithm.

RQ1206_152

12.6.4.2.2

On reception of "Si2.GetSpbmCertificate" function command, the SPB Manager shall:
6) Generate a new random octet string for aChallengeS which shall be used to
authenticate the Secondary Platform Bundle Loader.

RQ1206_153

12.6.4.2.2

On reception of "Si2.GetSpbmCertificate” function command, the SPB Manager shall:
7) Build Si2GetSpbmCertificateResponse containing the SPB Manager certificate for
key agreement, the aSspCiPkldToBeUsed, the aSspCryptoToBeUsed,
aChallengeS, and the aSpbFamilyld and optionally the certificate chain for SPB
Manager certificate for key agreement.

RQ1206_154

12.6.4.2.3

The body part of the HTTP POST response for the "Si2.GetSpbmCertificate" function
shall contain Si2GetSpbmCertificateResponse defined as follows:

e aSspPkldForSpblVerification: Cl Public Key identifier for SPBL Certificate
which shall be used by the Secondary Platform Bundle Loader for signature
generation.

e aSspCryptoToBeUsed: algorithm identifiers for data encryption which shall be
used by the Secondary Platform Bundle Loader and the SPB Manager.

e aSpbmKaCert: SPBM certificate for key agreement.
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e aSpbFamilyld: the family identifier of the Secondary Platform Bundle.

e CustodianOid: the OID of a custodian for the aSpbFamilyld.

e aChallengeS: the value of CHALLENGE_S as defined in GlobalPlatform Open
Firmware Loader for Tamper Resistant Element [13]. The aChallengeS is
generated by the SPB Manager and used in authentication of the Secondary
Platform Bundle Loader.

e aSpbmCertChain: the certificates to be used to construct certification path for
verification of SPBM certificate for key agreement.

12.6.4.3 Si2.GetBoundSpblimage

RQ1206_155 |(12.6.4.3.1 The "Si2.GetBoundSpblmage" function shall be used by the LBA during the download
procedure as defined in clause 12.3.3 of ETSI TS 103 666-2 [10].

RQ1206_156 |(12.6.4.3.1 The LBA shall use "Si2.GetBoundSpblmage" function to provide the SPB Manager with
SSP credential (SspCredential) as defined in clause 12.6.2.4 of ETSI TS 103 666-2 [10]
and terminal information (Terminallnfo) as defined in clause 12.6.2.7 of ETSI
TS 103 666-2 [10].

RQ1206_157 (12.6.4.3.1 The LBA shall provide RequestType to the SPB Manager to indicate the request type.
The LBA shall set:

e "RequestBoundSpblimage" to the RequestType if the LBA requests a bound
Secondary Platform Bundle image.

e "RequestSpbMetadata" to the RequestType if the LBA requests only SPB
metadata before requesting a bound Secondary Platform Bundle image to
check the SPB metadata and, if configured, require the user intent.

e "BoundSpblmageByTransacld" to the RequestType if the LBA requests a
bound Secondary Platform Bundle image after receiving the SPB metadata via
"Si2.GetBoundSpblmage" function with "RequestSpbMetadata” as the
requestType.

RQ1206_158 |12.6.4.3.1 The body part of the HTTP POST request for the "Si2.GetBoundSpbimage" function
command shall contain Si2GetBoundSpblmageCommand defined as follows:

e aSspCredential:

—  SSP credential as defined in clause 12.6.2.4 of ETSI TS 103 666-2 [10]

e aTerminallnfo:

—  Terminal Information as defined in clause 12.6.2.7 of ETSI
TS 103 666-2 [10]
e aRequestType:
— eRequestBoundSpblimage
— eRequestSpbMetadata
— eBoundSpblimageByTransacld

RQ1206_159 (12.6.4.3.2 On reception of the Si2.GetBoundSpblmage function command, the SPB Manager shall
check the value of the aRequestType contained in the Si2GetBoundSpbimage and
perform the procedure as described below:

1) If the value of aRequestType is "eRequestBoundSpblimage (0)" or
"eRequestSpbMetadata (1)", the SPB Manager shall:

a) Extract the aSpbmKaPkldToBeUsed contained in the

aSsplmageSessionToken in the aSspCredential.

RQ1206_160 (12.6.4.3.2 On reception of the Si2.GetBoundSpblmage function command, the SPB Manager shall
check the value of the aRequestType contained in the Si2GetBoundSpblmage and
perform the procedure as described below:

1) If the value of aRequestType is "eRequestBoundSpbimage (0)" or
"eRequestSpbMetadata (1)", the SPB Manager shall:

b) Selecta aSpbmKacCertificate which can be verified by the Cl certificate

indicated in aSpbmKaPkldToBeUsed.

RQ1206_161 (12.6.4.3.2 On reception of the Si2.GetBoundSpblmage function command, the SPB Manager shall

check the value of the aRequestType contained in the Si2GetBoundSpblmage and
perform the procedure as described below:
1) If the value of aRequestType is "eRequestBoundSpblimage (0)" or
"eRequestSpbMetadata (1)", the SPB Manager shall:

c) Generate the first session key as defined in GlobalPlatform Open Firmware
Loader for Tamper Resistant Element [13]. The first session key shall be
generated by using the private key corresponding to the SPB Manager
certificate for key agreement and the aEPkSpblKa contained in the
aTbsSsplmageSessionToken in the aSspCredential.

NOTE:  The first session key is the same as 'KS1' in GlobalPlatform Open Firmware
Loader for Tamper Resistant Element [13].
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RQ1206_162

12.6.4.3.2

On reception of the Si2.GetBoundSpblmage function command, the SPB Manager shall
check the value of the aRequestType contained in the Si2GetBoundSpbimage and
perform the procedure as described below:
1) If the value of aRequestType is "eRequestBoundSpbimage (0)" or
"eRequestSpbMetadata (1)", the SPB Manager shall:

d) Decrypt the aM-SSP contained in the aSspCredential by using the first session
key. The SPB Manager shall use the algorithm identified by the
aSspCryptoToBeUsed. The SPB Manager shall obtain the Secondary Platform
Bundle Loader certificate, aTbsSspToken, and the signature of TbsSspToken by
decrypting the aM-SSP.

RQ1206_163

12.6.4.3.2

On reception of the Si2.GetBoundSpblmage function command, the SPB Manager shall
check the value of the aRequestType contained in the Si2GetBoundSpblmage and
perform the procedure as described below:
1) If the value of aRequestType is "eRequestBoundSpbimage (0)" or
"eRequestSpbMetadata (1)", the SPB Manager shall:

e) Verify the Secondary Platform Bundle Loader certificate by using the trust
public key which is identified by the aSspPkldForSpblVerification. The
Secondary Platform Bundle Loader certificate shall be verified based on the
certification path verification as defined in clause 12.2.1.1.4 of ETSI
TS 103 666-2 [10]. If the verification fails, the SPB Manager shall return
elnvalidSpblCertificate.

RQ1206_164

12.6.4.3.2

On reception of the Si2.GetBoundSpblmage function command, the SPB Manager shall
check the value of the aRequestType contained in the Si2GetBoundSpblmage and
perform the procedure as described below:
1) If the value of aRequestType is "eRequestBoundSpbimage (0)" or
"eRequestSpbMetadata (1)", the SPB Manager shall:
f)  Verify the aSspimageSessionTokenSignature and aTbsSspTokenSignature by
using the Secondary Platform Bundle Loader certificate.

RQ1206_165

12.6.4.3.2

On reception of the Si2.GetBoundSpblmage function command, the SPB Manager shall
check the value of the aRequestType contained in the Si2GetBoundSpbimage and
perform the procedure as described below:
1) If the value of aRequestType is "eRequestBoundSpbimage (0)" or
"eRequestSpbMetadata (1)", the SPB Manager shall:
Q) Store the aldTransac contained in the aThsSsplmageSessionToken and attach
aChallengeS to the aldTransac to manage this on-going image session.

RQ1206_166

12.6.4.3.2

On reception of the Si2.GetBoundSpblmage function command, the SPB Manager shall

check the value of the aRequestType contained in the Si2GetBoundSpblmage and

perform the procedure as described below:

1) If the value of aRequestType is "eRequestBoundSpbimage (0)" or
"eRequestSpbMetadata (1)", the SPB Manager shall:

h) Find the Secondary Platform Bundle identifier corresponding to the aCodeM
contained in the aThsSspToken. If there is not the Secondary Platform Bundle
identifier corresponding to aCodeM, the SPB Manager shall call the
"Sil.HandleNoatification" function. The function command shall contain the
aNotificationEvent, the aCodeM, the aSspInfoProtected and aTerminallnfo. The
aNotificationEvent shall be set to eNotificationStatus_Eligibility. The SPB
Manager shall suspend the bound SPB image download procedure until the
service provider has completed the Secondary Platform Bundle selection
process as defined in clause 12.3.2.2 of ETSI TS 103 666-2 [10].

RQ1206_167

12.6.4.3.2

On reception of the Si2.GetBoundSpblmage function command, the SPB Manager shall
check the value of the aRequestType contained in the Si2GetBoundSpblmage and
perform the procedure as described below:
1) If the value of aRequestType is "eRequestBoundSpblimage (0)" or
"eRequestSpbMetadata (1)", the SPB Manager shall:
i) Perform the eligibility check based on Annex C by using the aSspinfoProtected
contained in aTbsSspToken and aTermianlinfo. The SPB Manager shall:
e Verify the aPpldentifier contained in the aSspinfoProtected.
e Verify the aFamilySpecificSspinfoBlock contained in the aSspinfoProtected
(out of scope of the present document).
o Verify the aFamilySpecificTerminallnfo and aOidSpecificinfo contained in the
aTermianlinfo (out of scope of the present document).
e  Check whether the selected Secondary Platform Bundle image is supported by
the iSSP based on aPpldentifier, aSspinfoProtected, and aTerminalinfo. If the
selected Secondary Platform Bundle image is not supported, the SPB

Manager shall return elnvalidSpblimage.
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RQ1206_168

12.6.4.3.2

On reception of the Si2.GetBoundSpblmage function command, the SPB Manager shall

check the value of the aRequestType contained in the Si2GetBoundSpbimage and

perform the procedure as described below:

1) If the value of aRequestType is "eRequestBoundSpbimage (0)" or
"eRequestSpbMetadata (1)", the SPB Manager shall:

) Build aSpbMetadata corresponding to the selected Secondary Platform Bundle
image (out of scope of the present document). The SPB Manager may
construct aFamilySpecificData and aOidSpecificData in aSpbMetadata based
on aFamilySpecificSspinfoBlock and aFamilySpecificTerminalinfoBlock
contained in Si2GetBoundSpbimageCommand.

RQ1206_169

12.6.4.3.2

On reception of the Si2.GetBoundSpblmage function command, the SPB Manager shall
check the value of the aRequestType contained in the Si2GetBoundSpblmage and
perform the procedure as described below:
1) If the value of aRequestType is "eRequestBoundSpbimage (0)" or
"eRequestSpbMetadata (1)", the SPB Manager shall:
k) If the aRequestType is "eRequestSpbMetadata (1)", the SPB Manager shall:
e Bind the aSspCredential to the aldTransac.
¢ Return aSpbMetadata to the LBA as the response of the
"Si2.GetBoundSpblmage" function.

RQ1206_170

12.6.4.3.2

On reception of the Si2.GetBoundSpblmage function command, the SPB Manager shall
check the value of the aRequestType contained in the Si2GetBoundSpblmage and
perform the procedure as described below:

2) If the aRequestType is " eBoundSpbimageByTransacld (2)", the SPB Manager
shall verify that the aSspCredential is verified in step 1 with aRequestType set to
"eRequestSpbMetadata (1)". If the verification fails, the SPB Manager shall return
elnvalidBoundSpblimageByTransacld.

RQ1206_171

12.6.4.3.2

On reception of the Si2.GetBoundSpblmage function command, the SPB Manager shall
check the value of the aRequestType contained in the Si2GetBoundSpblmage and
perform the procedure as described below:

3) After successfully finishing the above steps, the SPB Manager shall:

a) Generate TIME_STAMP and generate aM-TimeStamp by encrypting the
TIME_STAMP by using the first session key and the encryption algorithm
identified by the aSspCyrptoToBeUsed determined in the capability negotiation
procedure as defined in clause 12.3.3.1 of ETSI TS 103 666-2 [10].

RQ1206_172

12.6.4.3.2

On reception of the Si2.GetBoundSpblmage function command, the SPB Manager shall
check the value of the aRequestType contained in the Si2GetBoundSpblmage and
perform the procedure as described below:
3) After successfully finishing the above steps, the SPB Manager shall:
b)  Generate an SPB Manager's ephemeral key pair. The domain parameter used
to generate the ephemeral key pair shall be the same as the one used by the
SPB Manager certificate for key agreement.

RQ1206_173

12.6.4.3.2

On reception of the Si2.GetBoundSpblmage function command, the SPB Manager shall
check the value of the aRequestType contained in the Si2GetBoundSpblmage and
perform the procedure as described below:

3) After successfully finishing the above steps, the SPB Manager shall:

c) Generate the second session key as defined in GlobalPlatform Open Firmware
Loader for Tamper Resistant Element [13]. The second session key shall be
generated with the SPB Manager's ephemeral private key and the aEPkSpblKa
contained in aThsSspimagesessionToken.

NOTE: The second session key is the same as 'KS2' in GlobalPlatform Open
Firmware Loader for Tamper Resistant Element [13].

RQ1206_174

12.6.4.3.2

On reception of the Si2.GetBoundSpblmage function command, the SPB Manager shall
check the value of the aRequestType contained in the Si2GetBoundSpblmage and
perform the procedure as described below:
3) After successfully finishing the above steps, the SPB Manager shall:
d) Generate aSpbmToken data structure containing the SPB Manager's ephemeral
public key and the aldTransac as defined in clause 12.6.2.5 of ETSI
TS 103 666-2 [10].
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RQ1206_175

12.6.4.3.2

On reception of the Si2.GetBoundSpblmage function command, the SPB Manager shall
check the value of the aRequestType contained in the Si2GetBoundSpbimage and
perform the procedure as described below:

3) After successfully finishing the above steps, the SPB Manager shall:

e) Select an SPB Manager certificate for digital signature which can be verified by
the trusted public key indicated by one of the trusted public key identifiers in the
aSspPkldListForSpbmVerification. The selected SPB Manager certificate for
digital signature shall be verified by the same trusted public key as the one used
to verify the SPB Manager certificate for key agreement determined by the
"Si2.GetSpbmCertificate” function.

RQ1206_176

12.6.4.3.2

On reception of the Si2.GetBoundSpblmage function command, the SPB Manager shall
check the value of the aRequestType contained in the Si2GetBoundSpblmage and
perform the procedure as described below:
3) After successfully finishing the above steps, the SPB Manager shall:
f) Compute the aSpbmTokenSignature over the aTbsSpbmToken using the private
key corresponding to the SPB Manager certificate for digital signature.

RQ1206_177

12.6.4.3.2

On reception of the Si2.GetBoundSpblmage function command, the SPB Manager shall
check the value of the aRequestType contained in the Si2GetBoundSpblmage and
perform the procedure as described below:
3) After successfully finishing the above steps, the SPB Manager shall:
g) Obtain aM-IMD by encrypting the Image Descriptor (IMD) by using the second
session key as defined in GlobalPlatform Open Firmware Loader for Tamper
Resistant Element [13].

RQ1206_178

12.6.4.3.2

On reception of the Si2.GetBoundSpblmage function command, the SPB Manager shall
check the value of the aRequestType contained in the Si2GetBoundSpbimage and
perform the procedure as described below:
3) After successfully finishing the above steps, the SPB Manager shall:
h) Obtain aM-ARP by encrypting the ATK.ARP.ECDSA by using the second session
key as defined in GlobalPlatform Open Firmware Loader for Tamper Resistant
Element [13].

RQ1206_179

12.6.4.3.2

On reception of the Si2.GetBoundSpblmage function command, the SPB Manager shall
check the value of the aRequestType contained in the Si2GetBoundSpbimage and
perform the procedure as described below:
3) After successfully finishing the above steps, the SPB Manager shall:
i) Build aDoOperateParameter data structure as defined in clause 12.6.2.5 of ETSI
TS 103 666-2 [10].

RQ1206_180

12.6.4.3.2

On reception of the Si2.GetBoundSpblmage function command, the SPB Manager shall
check the value of the aRequestType contained in the Si2GetBoundSpbimage and
perform the procedure as described below:

3) After successfully finishing the above steps, the SPB Manager shall:

j) Build aChangeSegmentParameters data structure as defined in clause 12.6.2.5
of ETSI TS 103 666-2 [10]. The aChangeSegmentParameters shall be the list of
ChangeSegmentParameters. Each ChangeSegmentParameter shall be
generated by encrypting the Segment Descriptor Structure by using the second
session key as defined in GlobalPlatform Open Firmware Loader for Tamper
Resistant Element [13].

RQ1206_181

12.6.4.3.2

Void

RQ1206_182

12.6.4.3.2

On reception of the Si2.GetBoundSpblmage function command, the SPB Manager shall
check the value of the aRequestType contained in the Si2GetBoundSpblmage and
perform the procedure as described below:
3) After successfully finishing the above steps, the SPB Manager shall:
k) Build aBoundSpblmage data structure as defined in clause 12.6.2.5. of ETSI
TS 103 666-2 [10].

RQ1206_183

12.6.4.3.2

On reception of the Si2.GetBoundSpblmage function command, the SPB Manager shall
check the value of the aRequestType contained in the Si2GetBoundSpblmage and
perform the procedure as described below:
3) After successfully finishing the above steps, the SPB Manager shall:
I) Return the aBoundSpblmage data structure to the LBA as the response of the
"Si2.GetBoundSpblimage" function.

RQ1206_184

12.6.4.3.3

The body part of the HTTP POST response of the "Si2.GetBoundSpblmage" shall
contain Si2GetBoundSpblmageResponse defined as follows:
e aBoundSpblmage: Secondary Platform Bundle image bound to the Secondary
Platform Bundle Loader.
e aSpbMetadata: the SPB metadata of the Secondary Platform Bundle
corresponding to the aCodeM.
e aSi2GetBoundSpbhimageErrorCode:
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— elnvalidSpblCertificate: the error indicating that the SPBL certification path
could not be verified.

— elnvalidCodeM: the error indicating that the aCodeM has not been
reserved by the Service Provider.

— elnvalidChallengeS: the error indicating that aChallengeS is not valid in
this image session.

— elnvalidSpbimage: the error indicating that the Secondary Platform Bundle
corresponding to the aCodeM is not compatible with the SSP.

— elnvalidBoundSpblmageByTransacld: the error indicating that the
aSspCredential containing this aldTransac has not been verified with
aRequestType set to "eRequestSpbMetadata (1)".

— aSpbFamilyld: the family identifier of the Secondary Platform Bundle
referenced by the aCodeM.

— aFamilySpecificError: a family identifier-specific error container which may
be defined for the aSpbFamilyld.

— aOidSpecificError: a family identifier-specific error container which may be
defined by the custodian indicated in aOid contained in aOidSpecificError.

RQ1206_184a

12.6.4.3.3

The body part of the HTTP POST response of the "Si2.GetBoundSpblmage" may
contain error codes in the Si2GetBoundSpblmageResponse as defined as follows:
e aSi2GetBoundSpbimageErrorCode:
— elnvalidSpblCertificate: the error indicating that the SPBL certification path
could not be verified.

RQ1206_184b

12.6.4.3.3

The body part of the HTTP POST response of the "Si2.GetBoundSpbimage" may
contain error codes in the Si2GetBoundSpbimageResponse as defined as follows:
e aSi2GetBoundSpbimageErrorCode:
— elnvalidCodeM: the error indicating that the aCodeM has not been
reserved by the Service Provider.

RQ1206_184c

12.6.4.3.3

The body part of the HTTP POST response of the "Si2.GetBoundSpbimage" may
contain error codes in the Si2GetBoundSpbimageResponse as defined as follows:
e aSi2GetBoundSpblimageErrorCode:
— elnvalidChallengeS: the error indicating that aChallengeS is not valid in
this image session.

RQ1206_184d

12.6.4.3.3

The body part of the HTTP POST response of the "Si2.GetBoundSpblmage" may
contain error codes in the Si2GetBoundSpblmageResponse as defined as follows:
e aSi2GetBoundSpbimageErrorCode:
— elnvalidSpbimage: the error indicating that the Secondary Platform Bundle
corresponding to the aCodeM is not compatible with the SSP.

RQ1206_184e

12.6.4.3.3

The body part of the HTTP POST response of the "Si2.GetBoundSpblmage" may
contain error codes in the Si2GetBoundSpblmageResponse as defined as follows:
e aSi2GetBoundSpbimageErrorCode:
— elnvalidBoundSpblmageByTransacld: the error indicating that the
aSspCredential containing this aldTransac has not been verified with.

RQ1206_184f

12.6.4.3.3

The body part of the HTTP POST response of the "Si2.GetBoundSpbimage" may
contain error codes in the Si2GetBoundSpbimageResponse as defined as follows:
e aFamilySpecificError: a family identifier-specific error container which may be
defined for the aSpbFamilyld.

RQ1206_184g

12.6.4.3.3

The body part of the HTTP POST response of the "Si2.GetBoundSpbimage" may
contain error codes in the Si2GetBoundSpblmageResponse as defined as follows:
e aOidSpecificError: a family identifier-specific error container which may be
defined by the custodian indicated in aOid contained in aOidSpecificError.

12.6.44

Si2.HandleNotification

RQ1206_185

12.6.4.4.1

The "Si2.HandleNotification" function shall be used by the LBA to send any notification
about the result of the Secondary Platform Bundle management to the SPB Manager.
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RQ1206_186

12.6.4.4.1

The body part of the HTTP POST request for the "Si2.HandleNotification" function
command shall contain Si2HandleNotificationCommand defined as follows:

e aNotificationEvent: it indicates the procedure related to this notification.

e aTimeStamp: it indicates the time when this notification message is
constructed by the LBA.

e aSpbld: identifier of the Secondary Platform Bundle related to
aNotificationEvent.

e aNotificationToken: notification token which contains the information about the
state change of the Secondary Platform Bundle container in the iSSP as
defined in clause 12.6.2.8 of ETSI TS 103 666-2 [10].

e aCodeM: the CodeMatching identifier linked with the Secondary Platform
Bundle to download. If the Si2NotificationEvent is
'eNotificationStatus_SPBInstallationError’, this parameter shall be present.

e aFamilySpecificNotificationCommand: family identifier-specific
Si2HandleNotificationCommand which may be defined for that family identifier.
How this parameter is handled by the SPB Manager is out of scope of the
present document.

e aCustodianSpecificNotificationCommand: Custodian-specific
Si2HandleNotificationCommand which may be defined by a custodian
identified by aOid inside the aCustodianSpecificNotificationCommand.

RQ1206_187

12.6.4.4.2

On reception of Si2HandleNotificationCommand, the SPB Manager shall respond to the
LBA to notify a successful reception of the notification. The response may contain a
family identifier-specific notification response or a custodianspecific notification
response.

RQ1206_188

12.6.4.4.3

The body part of the HTTP POST response for the "Si2.HandleNotification" function
shall contain Si2HandleNotificationResponse defined as follows:
e aFamilySpecificNotificationResponse: a family identifier-specific
Si2HandleNotificationResponse which may be defined for that family identifier.
e aCustodianSpecificNotificationResponse: a custodian-specific
Si2HandleNotificationResponse which may be defined by the custodian
identified by aOid inside the aCustodianSpecificNotificationResponse.

5.10.9

Interfaces and functions - Si3 interface

Reference: ETSI TS 103 666-2 [10] clause 12.6.5.

Req.ID

Clause

Description

12.6.5.1

Overview

RQ1206_274

12.6.5.1

The Si3 interface is used between the LBA and the Secondary Platform Bundle
Loader. The LBA shall use the Si3 interface to transfer a bound Secondary Platform
Bundle image and management commands to the Secondary Platform Bundle Loader.

RQ1206_189

12.6.5.1

The OFL agent host in the LBA and the OFL service hosted in the Secondary Platform
Bundle Loader shall exchange commands, responses, and events over the Si3
interface as defined in as defined in GlobalPlatform VPP - OFL VNP Extension [16]
with the additional commands, responses and registry defined in clauses 12.6.5.2,
12.6.5.3 and 12.6.5.4 of ETSI TS 103 666-2 [10].

RQ1206_190

12.6.5.2

The OFL service Gate in the Secondary Platform Bundle Loader shall support the
commands defined in clause 7.3.1.3 of ETSI TS 103 666-2 [10].

RQ1206_191

12.6.5.3

The OFL service Gate in the Secondary Platform Bundle Loader shall support the
commands defined in clause 7.3.1.3 of ETSI TS 103 666-2 [10].

RQ1206_192

12.6.5.4

The OFL service Gate in the Secondary Platform Bundle Loader shall support the
responses defined in clause 7.3.1.4 of ETSI TS 103 666-2 [10].

12.6.5.5

Functions

12.6.5.5.1

Si3.GetSsplnfo

RQ1206_193

12.6.55.1

The "Si3.GetSsplInfo" function shall be used by the LBA during the capability
negotiation procedure as defined in clause 12.3.3.1 of ETSI TS 103 666-2 [10].

RQ1206_194

12.6.55.1

The LBA shall use the "Si3.GetSspInfo" function to retrieve aSspinfoPublic from the
Secondary Platform Bundle Loader.
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RQ1206_195

12.6.55.1

The "Si3.GetSspInfo" function command shall be GET_SSP_INFO.

The parameter of GET_SSP_INFO command is defined as follows:

On reception of the "Si3.GetSspInfo" function command, the Secondary Platform

Bundle Loader shall:

1) Setthe GET_SSP_INFO command parameter into the
GET_SSP_INFO_PARAMETER registry.

RQ1206_196

12.6.55.1

The parameter of GET_SSP_INFO command is defined as follows:

On reception of the "Si3.GetSspInfo" function command, the Secondary Platform

Bundle Loader shall:

2) Build aSspinfoPublic data structure defined in clause 12.6.2.2.2 of ETSI

TS 103 666-2 [10] as follows:
a) The Secondary Platform Bundle Loader shall set the release of the specification

that is implemented by the Secondary Platform Bundle Loader into the
aSpblSpecVerlinfo.

RQ1206_197

12.6.55.1

The parameter of GET_SSP_INFO command is defined as follows:
On reception of the "Si3.GetSspInfo" function command, the Secondary Platform
Bundle Loader shall:
2) Build aSspinfoPublic data structure defined in clause 12.6.2.2.2 of ETSI
TS 103 666-2 [10] as follows:
b) If GET_SSP_INFO contains both the aSpbFamilyld and the aCustodianOid,
the Secondary Platform Bundle Loader shall build aSspinfoPublic containing:

. One aSspFamilyCryptolnfoBlock which shall contain the aSpbFamilyld and
only one aSspOidCryptolnfoBlock if there is a configuration for both of the
aSpbFamilyld and the aOid. The aSspOidCryptolnfoBlock shall have
aCustodianOid and aSspOidCryptolnfo which contains the list of trusted
public key identifiers and the list of algorithm identifiers which are allowed
to be used for loading of the Secondary Platform Bundles with that
aSpbFamilyld and that aCustodianOid.

e  One aSspFamilyCryptolnfoBlock which shall contain the aSpbFamilyld and
aSspFamilyCryptolnfo if there is a configuration for the aSpbFamilyld but
not for the aCustodianOid. The aSspFamilyCryptolnfo shall contain the list
of trusted public key identifiers and the list of algorithm identifiers which are
allowed to be used for loading of the Secondary Platform Bundles with that
aSpbFamilyld.

. aSspGeneralCryptolnfo if there is no configuration for the aSpbFamilyld.
The aSspGeneralCryptolnfo shall contain the list of trusted public key
identifiers and the list of algorithm identifiers which are not associated with
any family identifier and any custodian.

RQ1206_198

12.6.55.1

The parameter of GET_SSP_INFO command is defined as follows:
On reception of the "Si3.GetSsplInfo" function command, the Secondary Platform
Bundle Loader shall:
2) Build aSspinfoPublic data structure defined in clause 12.6.2.2.2 of ETSI
TS 103 666-2 [10] as follows:
c) If GET_SSP_INFO command parameter contains only aSpbFamilyld, the
Secondary Platform Bundle Loader shall build aSspinfoPublic containing:

. One aSspFamilyCryptolnfoBlock which shall contain the aSpbFamilyld if
there is a configuration for the aSpbFamilyld. The
aSspFamilyCryptolnfoBlock may contain the set of
aSspOidCryptolnfoBlocks as many as the configurations for the custodians
of that aSpbFamilyld. Each aSspOidCryptolnfoBlock shall have
aCustodianOid and aSspOidCryptolnfo which contains the list of trusted
public key identifiers and the list of algorithm identifiers which are allowed
to be used for loading of the Secondary Platform Bundles with that
aSpbFamilyld and that aCustodianOid. The aSspFamilyCryptolnfoBlock
may also contain aSspFamilyCryptolnfo.

. aSspGeneralCryptolnfo if there is no configuration for the aSpbFamilyld.
The aSspGeneralCryptolnfo shall contain the list of trusted public key
identifiers and the list of algorithm identifiers which are not associated with
any family identifier and any custodian.
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Req.ID Clause Description
RQ1206_199 |12.6.5.5.1 The parameter of GET_SSP_INFO command is defined as follows:
On reception of the "Si3.GetSspInfo" function command, the Secondary Platform
Bundle Loader shall:
2) Build aSspinfoPublic data structure defined in clause 12.6.2.2.2 of ETSI
TS 103 666-2 [10] as follows:
d) If GET_SSP_INFO command parameter is empty, the Secondary Platform
Bundle Loader shall build aSsplinfoPublic containing:
. SspFamilyCryptolnfoBlock data structures as many as the number of
family identifiers supported by the Secondary Platform Bundle Loader.
Each SspFamilyCryptolnfoBlock data structure may contain
aSspFamilyCryptolnfo. Each SspFamilyCrytolnfoBlock data structure may
contain the set of SspOidCryptolnfoBlock data structures as many as
custodians supported by the Secondary Platform Bundle Loader for the
family identifier contained in the SspFamilyCryptolnfoBlock data structure.
Each SspOidCryptolnfoBlock data structure shall contain the
aCustodianOid and aSspOidCryptolnfo. The Secondary Platform Bundle
Loader may include aSspGeneralCryptolnfo.

RQ1206_200 |12.6.5.5.1 The parameter of GET_SSP_INFO command is defined as follows:

On reception of the "Si3.GetSspInfo" function command, the Secondary Platform
Bundle Loader shall:

3) Return ANY_OK with the aSspinfoPublic.

12.6.5.5.2 Si3.SetSpbmCredential

RQ1206_201 |12.6.5.5.2 The "Si3.SetSpbmCredential" function shall be used by the LBA during the bound SPB
image download procedure as defined in clause 12.3.3.2 of ETSI TS 103 666-2 [10].

RQ1206_202 [12.6.5.5.2 The LBA shall use "Si3.GetSspCredential" function to deliver aSpbmCredential to the
Secondary Platform Bundle Loader.

RQ1206 203 |12.6.5.5.2 The "Si3.SetSpbmCredential” function command shall be ANY_SET_PARAMETER
command defined in ETSI TS 103 666-2 [10], clause 8.5.4 which allows the LBA to
update the registry.

RQ1206_204 |12.6.5.5.2 The parameter of ANY_SET_PARAMETER command shall contain the index of
IDS_CREDENTIAL_PARAMETER registry and the aSpbmCredential data structure
defined in clause 12.6.2.3 of ETSI TS 103 666-2 [10].

RQ1206 205 |12.6.5.5.2 The LBA shall build the aSpbmCredential containing the aSpbFamilyld, the
aSpbmKacCertificates, the aSspCiPkldToBeUsed, and the aSspCryptoToBeUsed
contained in the aSi2GetSpbmCertificateResponse.

RQ1206_206 12.6.5.5.2 On reception of the "Si3.SetSpbmCredential* command, the Secondary Platform

Bundle Loader shall:

1) Set the received SpbmCredential data structure to the
IDS_CREDENTIAL_PARAMETER registry.

RQ1206 207 |12.6.5.5.2 On reception of the "Si3.SetSpbmCredential" command, the Secondary Platform
Bundle Loader shall:
2) Verify the received elements as follows:

a) Verify that the aSpbmKacCertificates contained in the aSpbmCredential based
on the certification path verification as defined in clause 12.2.1.1.4 of ETSI
TS 103 666-2 [10]. The trusted public key used to verify the
aSpbmKacCertificates shall be allowed to be used for loading the Secondary
Platform Bundles with the aSpbFamilyld and aCustodianOid contained in the
aSpbmcCredential.

b)  Verify that the aSspCiPkldToBeUsed is supported by itself for the loading of
the Secondary Platform Bundles with the aSpbFamilyld and the
aCustodianOid contained in the aSpbmCredential.

c) Verify that the aSspCryptoToBeUsed is supported by itself for the loading of
the Secondary Platform Bundles with the aSpbFamilyld and the
aCustodianQid contained in the aSpbmCredential.

RQ1206 208 |12.6.5.5.2 On reception of the "Si3.SetSpbmCredential" command, the Secondary Platform

Bundle Loader shall:

3) Select the appropriate Secondary Platform Bundle Loader certificate that shall be
verifiable by the trusted public key which is indicated by the
aSspCiPkldToBeUsed contained in the aSpbmCredential.
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RQ1206_209

12.6.5.5.2

On reception of the "Si3.SetSpbmCredential" command, the Secondary Platform
Bundle Loader shall:
4) Generate the following:

a) A Secondary Platform Bundle Loader's ephemeral key pair. The domain
parameter used to generate the ephemeral key pair shall be the same as the
one indicated by the SubjectPublicKeylnfo in the SPB Manager certificate for
key agreement contained in aSpbmCredential.

b) ID_TRANSAC as defined in GlobalPlatform Open Firmware Loader for
Tamper Resistant Element [13].

c) aTbsSsplmageSessionToken as defined in clause 12.6.2.4 of ETSI
TS 103 666-2 [10].

d) aSsplmageSessionTokenSignature by signing the
aTbsSsplmageSessionTokenwith the private key of the SPB Manager
corresponding to the SPB Manager certificate for digital signature.

e) The first session key as defined in Global Platform Open Firmware Loader for
Tamper Resistant Element [13]. The first session key shall be generated with
the Secondary Platform Bundle Loader's ephemeral private key and the
public key contained in the SPB Manager certificate for key agreement.

NOTE:  The first session key is the same as 'KS1'in GlobalPlatform Open Firmware
Loader for Tamper Resistant Element [13].

RQ1206_210

12.6.5.5.2

On reception of the "Si3.SetSpbmCredential* command, the Secondary Platform
Bundle Loader shall:
4) Generate the following:

f)  aSspinfoProtected as defined in clause 12.6.2.2.3 of ETSI TS 103 666-2 [10].

g) aTbsSspToken containing aCodeM, aChallengeS and aSspinfoProtected
which shall be protected. The aCodeM and aChallengeS shall be the same as
those in the aSpbmCredential contained in GET_SSP_CREDENTIAL
command parameter.

h)  aTbsSspTokenSignature by signing the TbhsSspToken with the private key of
the SPB Manager corresponding to the SPB Manager certificate for digital
signature.

i) aM-SSP as defined in clause 12.6.2.4 of ETSI TS 103 666-2 [10]. The aM-
SSP shall be generated by encrypting the aTbsSspToken, the
aTbsSspTokenSignature, and the Secondary Platform Bundle Loader
certificate for digital signature. The encryption algorithm indicated by the
aSspCryptoToBeUsed and the first session key shall be used to generate the
aM-SSP.

)] aSsplnfoProtected as defined in clause 12.6.2.2.3 of ETSI TS 103 666-2 [10].

RQ1206_211

12.6.5.5.2

On reception of the "Si3.SetSpbmCredential" command, the Secondary Platform

Bundle Loader shall:

5) Generate aSspCredential as defined in clause 12.6.2.4 of ETSI TS 103 666-2 [10]
and set the aSspCredential into the TRE_ CREDENTIAL_PARAMETER registry.

RQ1206_212

12.6.5.5.2

On reception of the "Si3.SetSpbmCredential* command, the Secondary Platform
Bundle Loader shall:
6) Return ANY_OK with the GetSspCredentialResponse data structure to the LBA.

12.6.5.5.3

Si3.LoadBoundSpbinfo

RQ1206_213

12.6.5.5.3

The "Si3.LoadBoundSpbinfo" function shall be used by the LBA during the installation
procedure as defined in clause 12.3.4 of ETSI TS 103 666-2 [10].

RQ1206_214

12.6.5.5.3

The LBA shall use the "Si3.LoadBoundSpbInfo" function to provide the Secondary
Platform Bundle Loader with the aDoOperateParameter contained in the bound SPB
image received from the SPB Manager as the response of the
"Si2.GetBoundSpblmage" function.

RQ1206_215

12.6.5.5.3

The "Si3.LoadBoundSpbinfo" function command shall be OFL_DO_OPERATE as
defined in GlobalPlatform VPP - OFL VNP Extension [16].

RQ1206_216

12.6.5.5.3

The parameter of OFL_DO_OPERATE command shall be aDoOperateParameter
defined in clause 12.6.2.5 of ETSI TS 103 666-2 [10].

RQ1206_217

12.6.5.5.3

On reception of the "Si3.LoadBoundSpblinfo" function command, the Secondary

Platform Bundle Loader shall:

1) Verify the aSpbmCerts contained in the aDoOperateParameter based on the
certification path verification as defined in clause 12.2.1.1.4 of ETSI
TS 103 666-2 [10]. The trusted public key used to verify the aSpbmCerts shall be
the same as the one used to verify the aSpbmKacCertificates.

RQ1206_218

12.6.5.5.3

On reception of the "Si3.LoadBoundSpblinfo" function command, the Secondary

Platform Bundle Loader shall:

2) Verify the aSpbmTokenSignature contained in the aSpbmToken by using the SPB
Manager certificate for digital signature. The SPB Manager certificate for digital
signature shall be the last certificate in the aSpbmCerts.
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RQ1206_219

12.6.5.5.3

On reception of the "Si3.LoadBoundSpblinfo" function command, the Secondary

Platform Bundle Loader shall:

3) Verify that the aldTransac contained in the aTbsSpbmToken matches to the
previously generated ID_TRANSAC.

RQ1206_220

12.6.5.5.3

On reception of the "Si3.LoadBoundSpblinfo" function command, the Secondary

Platform Bundle Loader shall:

4) Generate the second session key as defined in GlobalPlatform Open Firmware
Loader for Tamper Resistant Element [13]. The second session key shall be
generated with the aEPkSpbmKa contained in the aTbsSpbmToken and the
Secondary Platform Bundle Loader's ephemeral private key.

NOTE: The second session key is the same as 'KS2' in GlobalPlatform Open

Firmware Loader for Tamper Resistant Element [13].

RQ1206_221

12.6.5.5.3

On reception of the "Si3.LoadBoundSpblinfo" function command, the Secondary

Platform Bundle Loader shall:

5) Obtain the TIME_STAMP by decrypting the aM-TimeStamp by using the first
session key and the encryption algorithm indicated by the aEncryptionType as
defined in GlobalPlatform Open Firmware Loader for Tamper Resistant Element
[13].

RQ1206_222

12.6.5.5.3

On reception of the "Si3.LoadBoundSpblinfo" function command, the Secondary

Platform Bundle Loader shall:

6) Obtain the ATK.ARP.DS by decrypting the aM-ARP by using the second session
key and the encryption algorithm indicated by the aEncryptionType as defined in
GlobalPlatform Open Firmware Loader for Tamper Resistant Element [13].

RQ1206_223

12.6.5.5.3

On reception of the "Si3.LoadBoundSpblinfo" function command, the Secondary

Platform Bundle Loader shall:

7) Obtain Image Descriptor by decrypting the aM-IMD by using the second session
key and the encryption algorithm indicated by the aEncryptionType as defined in
GlobalPlatform Open Firmware Loader for Tamper Resistant Element [13].

RQ1206_224

12.6.5.5.3

On reception of the "Si3.LoadBoundSpblinfo" function command, the Secondary
Platform Bundle Loader shall:
8) Verify the Image Descriptor as follows:
a) Verify that the family identifier contained in the Image Descriptor matches to
the value of the family identifier in SSP_INFO_PUBLIC registry.

RQ1206_225

12.6.5.5.3

On reception of the "Si3.LoadBoundSpblinfo" function command, the Secondary
Platform Bundle Loader shall:
9) Verify the aSpbMetadata as follows:
a) Verify that the family identifier contained in the aSpbMetadata matches to the
value of the family identifier in SSP_INFO_PUBLIC registry.
b)  Verify that the aSpbld contained in the aSpbMetadata matches to the value of
the public UUID of the image contained in the Image Descriptor.
c) Verify the aFamilySpecificData and aOidSpecificMetadata (out of scope of the
present document).

RQ1206_226

12.6.5.5.3

On reception of the "Si3.LoadBoundSpblinfo" function command, the Secondary
Platform Bundle Loader shall:

10) Verify that the trusted public key used to verify the SPB Manager certificate is one
of the trusted public keys supported by the Secondary Platform Bundle Loader
used to load the Secondary Platform Bundle according to the rules below:

a) if the Secondary Platform Bundle family identifier is not part of any
SspFamilyCryptolnfoBlock:
. the keys in aSspGeneralCryptolnfo.
b) Else:

. the keys in aSspFamilyCryptolnfo, if none of the custodian OIDs in
aSpbMetadata (either aCustodianOid or in aSupportedCustodianList) is
part of any aSspOidCryptolnfoBlock;

. else, the keys in aSspOidCryptolnfo of the SspOidCryptolnfoBlock data
structure which the custodian OID has been found in aSpbMetadata.

RQ1206_226a

12.6.5.5.3

On reception of the "Si3.LoadBoundSpblinfo" function command, the Secondary
Platform Bundle Loader shall:

10) Verify that the trusted public key used to verify the SPB Manager certificate is one
of the trusted public keys supported by the Secondary Platform Bundle Loader
used to load the Secondary Platform Bundle, if the Secondary Platform Bundle
family identifier is not part of any SspFamilyCryptolnfoBlock:

. the keys in aSspGeneralCryptolnfo.
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RQ1206_226b

12.6.5.5.3

On reception of the "Si3.LoadBoundSpblinfo" function command, the Secondary
Platform Bundle Loader shall:

10) Verify that the trusted public key used to verify the SPB Manager certificate is one
of the trusted public keys supported by the Secondary Platform Bundle Loader
used to load the Secondary Platform Bundle if the Secondary Platform Bundle
family identifier is part of any SspFamilyCryptolnfoBlock:

. the keys in aSspFamilyCryptolnfo, if none of the custodian OIDs in
aSpbMetadata (either aCustodianOid or in aSupportedCustodianList) is
part of any aSspOidCryptolnfoBlock;

. else, the keys in aSspOidCryptolnfo of the SspOidCryptolnfoBlock data
structure which the custodian OID has been found in aSpbMetadata.

RQ1206_227

Void

RQ1206 228

Void

RQ1206_229

12.6.5.5.3

On reception of the "Si3.LoadBoundSpblinfo" function command, the Secondary
Platform Bundle Loader shall:
11) Return ANY_OK without any parameters to the LBA.

12.6.5.5.4

Si3.LoadBoundSpbSds

RQ1206_230

12.6.5.5.4

The "Si3.LoadBoundSpbSds" function shall be used by the LBA during the installation
procedure as defined in clause 12.3.4 of ETSI TS 103 666-2 [10].

RQ1206_231

12.6.5.5.4

The LBA shall use the "Si3.LoadBoundSpbSds" function to provide the Secondary
Platform Bundle Loader with an element of aChangeSegmentParameter contained in
the bound SPB image received from the SPB Manager as the response of the
"Si2.GetBoundSpblmage" function.

RQ1206_232

12.6.5.5.4

The "Si3.LoadBoundSpbSds" function command shall be OFL_CHANGE_SEGMENT
as defined in GlobalPlatform VPP - OFL VNP Extension [16].

RQ1206_233

12.6.5.5.4

The parameter of OFL_CHANGE_SEGMENT command shall be
aChangeSegmentParameter defined in clause 12.6.2.5 of ETSI TS 103 666-2 [10].

RQ1206_234

12.6.5.5.4

On reception of the "Si3.LoadBoundSpbSds" function command, the Secondary

Platform Bundle Loader shall decrypt aChangeSegmentParameter to obtain Segment

Descriptor as defined in GlobalPlatform Open Firmware Loader for Tamper Resistant

Element [13]. The Secondary Platform Bundle Loader shall return ANY_OK to the LBA

after successful decryption of the aChangeSegmentParameter.

NOTE: The aChangeSegmentParameter is the same as the Segment Descriptor
Structure defined in GlobalPlatform Open Firmware Loader for Tamper
Resistant Element [13].

12.6.5.5.5

Si3.LoadBoundSpbSeg

RQ1206_235

12.6.5.5.5

The "Si3.LoadBoundSpbSeg" function shall be used by the LBA during the installation
procedure as defined in clause 12.3.4 of ETSI TS 103 666-2 [10].

RQ1206_236

12.6.5.5.5

The LBA shall use the "Si3.LoadBoundSpbSeg" function to provide the Secondary
Platform Bundle Loader with an element of aLoadSegmentParameter contained in the
bound SPB image received from the SPB Manager as the response of the
"Si2.GetBoundSpblmage" function.

RQ1206_237

12.6.5.5.5

The "Si3.LoadBoundSpbSeg" function command shall be OFL_LOAD_SEGMENT as
defined in GlobalPlatform VPP - OFL VNP Extension [16].

RQ1206_238

12.6.5.5.5

The parameter of OFL_LOAD_SEGMENT command shall be
aLoadSegmentParameter defined in clause 12.6.2.5 of ETSI TS 103 666-2 [10].

RQ1206_239

12.6.5.5.5

On reception of the "Si3.LoadBoundSpbSeg" function command, the Secondary

Platform Bundle Loader shall decrypt the aLoadSegmentParameter and install the

decrypted segment into the iSSP as defined in GlobalPlatform Open Firmware Loader

for Tamper Resistant Element [13]. The Secondary Platform Bundle Loader shall return

ANY_OK to the LBA after the successful installation of the segment.

NOTE: The aLoadSegmentParameter is the same as the Segment Structure defined
in GlobalPlatform Open Firmware Loader for Tamper Resistant Element [13].

12.6.5.5.6

Si3.GetSspCredential

RQ1206_240

12.6.5.5.6

The "Si3.GetSspCredential” function shall be used by the LBA during the bound SPB
image download procedure as defined in clause 12.3.3.2 of ETSI TS 103 666-2 [10].

RQ1206_241

12.6.5.5.6

The LBA shall use the "Si3.GetSspCredential” function to retrieve aSspCredential from
the Secondary Platform Bundle Loader.

RQ1206_242

12.6.5.5.6

The "Si3.GetSspCredential" function command shall be ANY_GET_PARAMETER
command defined in ETSI TS 103 666-2 [10], clause 8.5.4 which allows the LBA to
retrieve the value of the registry.

RQ1206_243

12.6.5.5.6

The parameter of ANY_GET_PARAMETER command shall contain the index of
TRE_CREDENTIAL_PARAMETER registry.

RQ1206_244

12.6.5.5.6

On reception of the "Si3.GetSspCredential" command, the Secondary Platform Bundle
Loader shall return ANY_OK with the value of TRE_CREDENTIAL_PARAMETER
registry which contains aSspCredential.
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12.6.5.5.7 Si3.EnableSpb

RQ1206 245 |12.6.5.5.7 The "Si3.EnableSpb" function shall be used by the LBA for the procedure to enable a
Secondary Platform Bundle as defined in clause 12.4.1 of ETSI TS 103 666-2 [10].

RQ1206_246 |12.6.5.5.7 The LBA shall use the "Si3.EnableSpb" function to provide the Secondary Platform
Bundle Loader with the Secondary Platform Bundle identifier to enable.

RQ1206 247 |12.6.5.5.7 The "Si3.EnableSpb" function command shall be OFL_ENABLE_FIRMWARE as
defined in GlobalPlatform VPP - OFL VNP Extension [16].

RQ1206 248 |12.6.5.5.7 The Secondary Platform Bundle identifier to enable shall be the Public Image UUID as
defined in GlobalPlatform VPP - OFL VNP Extension [16].

RQ1206_249 |[12.6.5.5.7 If the Secondary Platform Bundle to enable is a Telecom Secondary Platform Bundle,
the Secondary Platform Bundle Loader shall check the number of currently enabled
Telecom Secondary Platform Bundles and operate depending on the value of
TELECOM_CAPABILITY as follows:

e If the number of currently enabled Telecom Secondary Platform Bundles is
smaller than the value of TELECOM_CAPABILITY, the Secondary Platform
Bundle Loader shall enable the Telecom Secondary Platform Bundle to
enable.

e Otherwise, the Secondary Platform Bundle Loader shall reject the
"Si3.EnableSpb" command with an error indicating that enabling the
Telecom Secondary Platform Bundle is limited by TELECOM_CAPABILITY.

RQ1206 250 |12.6.5.5.7 After successfully enabling the Secondary Platform Bundle, the Secondary Platform
Bundle Loader shall update the value of the state to 'Enabled’ in the Firmware session
of that Secondary Platform Bundle.

12.6.5.5.8 Si3.DisableSpb

RQ1206_251 |12.6.5.5.8 The "Si3.DisableSpb" function shall be used by the LBA for the procedure to disable a
Secondary Platform Bundle as defined in clause 12.4.2 of ETSI TS 103 666-2 [10].

RQ1206 252 |12.6.5.5.8 The LBA shall use the "Si3.DisableSpb" function to provide the Secondary Platform
Bundle Loader with the Secondary Platform Bundle identifier to disable.

RQ1206_253 12.6.5.5.8 The "Si3.DisableSpb" function command shall be OFL_DISABLE_FIRMWARE as
defined in GlobalPlatform VPP - OFL VNP Extension [11].

RQ1206_254 [12.6.5.5.8 The Secondary Platform Bundle identifier to disable shall be the Public Image UUID as
defined in GlobalPlatform VPP - OFL VNP Extension [16].

RQ1206 255 |12.6.5.5.8 After successfully disabling the Secondary Platform Bundle, the Secondary Platform
Bundle Loader shall update the value of the state to 'Disabled’ in the Firmware session
of that Secondary Platform Bundle.

12.6.5.5.9 Si3.DeleteSpb

RQ1206_256 |12.6.5.5.9 The "Si3.DeleteSpb" function shall be used by the LBA for the procedure to delete a
Secondary Platform Bundle as defined in clause 12.4.3 of ETSI TS 103 666-2 [10].

RQ1206 257 |12.6.5.5.9 The LBA shall use the "Si3.DeleteSpb" function to provide the Secondary Platform
Bundle Loader with the Secondary Platform Bundle identifier to delete.

RQ1206 258 |12.6.5.5.9 The "Si3.DeleteSpb" function command shall be OFL_DELETE_SESSION as defined
in GlobalPlatform VPP - OFL VNP Extension [16].

RQ1206_259 [12.6.5.5.9 The Secondary Platform Bundle identifier to disable shall be the Public Image UUID as
defined in GlobalPlatform VPP - OFL VNP Extension [16].

12.6.5.5.10 Si3.GetSpbMetadata

RQ1206_260 |[12.6.5.5.10 |[The "Si3.GetSpbMetadata" function shall be used by the LBA to retrieve the SPB
metadata of a Secondary Platform Bundle container installed in the iSSP.

RQ1206_261 [12.6.5.5.10 |The "Si3.GetSpbMetadata" function command shall be GET_SPB_METADATA.

RQ1206_262 [12.6.5.5.10 |[The parameter of GET_SPB_METADATA command is a Secondary Platform Bundle
identifier.

RQ1206 263 |12.6.5.5.10 |The Secondary Platform Bundle identifier shall be the Public Image UUID as defined in
GlobalPlatform VPP - OFL VNP Extension [16].

RQ1206_264 |12.6.5.5.10 |On reception of the "Si3.GetSpbMetadata" function command, the Secondary Platform
Bundle Loader shall:

1) find the firmware session which contains the Public Image UUID same as the
received Secondary Platform Bundle identifier;
2) extract the SPB metadata contained in that firmware session;
3) return ANY_OK with the SPB metadata as the "Si3.GetSpbMetadata" function
response.
12.6.5.5.11 Si3.UpdateSpbState

RQ1206_265 |[12.6.5.5.11 |The "Si3.UpdateSpbState" function shall be used by the LBA during the SPB state
retrieving procedure as defined in clause 12.4.5 of ETSI TS 103 666-2 [10].

RQ1206_266 |12.6.5.5.11 |The LBA shall use "Si3.UpdatetSpbState" function to request the Secondary Platform

Bundle Loader to update the value of SPB_ID registry.
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RQ1206_267 |[12.6.5.5.11 |The "Si3.UpdateSpbState" function command shall be ANY_SET_PARAMETER
command defined in ETSI TS 103 666-1 [9], clause 8.5.4 which allows the LBA to
update the registry.
RQ1206_268 [12.6.5.5.11 |The parameter of ANY_SET_PARAMTER command shall contain the index of SPB_ID
registry and the Secondary Platform Bundle identifier.
RQ1206_269 [12.6.5.5.11 |On reception of the "Si3.UpdateSpbState" command, the Secondary Platform Bundle
Loader shall:
1) Set the received Secondary Platform Bundle identifier (Spbld) to the SPB_ID
registry.
2) Extract the SPB state from the firmware session which contains the Public Image
UUID same as the received Spbld.
3) Update the SPB_STATE registry with the value of the extracted SPB state.
4) Return ANY_OK to the LBA as "Si3.UpdateSpbState" function response to the
LBA.
12.6.5.5.12 Si3.GetSpbState
RQ1206_270 |[12.6.5.5.12 |The "Si3.GetSpbState" function shall be used by the LBA during the SPB state
retrieving procedure as defined in clause 12.4.5 of ETSI TS 103 666-2 [10].
RQ1206_271 [12.6.5.5.12 |The "Si3.GetSpbState" function command shall be ANY_GET_PARAMETER
command defined in ETSI TS 103 666-1 [9], clause 8.5.4 which allows the LBA to
retrieve the value of the registry
RQ1206_272 |12.6.5.5.12 |[The parameter of ANY_GET_PARAMETER command shall contain the index of
SPB_STATE registry.
RQ1206_273 |12.6.5.5.12 |On reception of the "Si3.GetSpbState" command, the Secondary Platform Bundle
Loader shall return ANY_OK with the value of SPB_STATE registry to the LBA.
5.11 Requirements not covered by ETSI test descriptions
5.11.1 Requirements assigned to the Security Certification labs

As mentioned in clause 4.1.1 of the present document, Evaluation Level Assurance certification for the SSP Primary

Platform and the SPB certification by composition on the Primary Platform, except for the SPB loader, is out of scope

of the present document. Reguirements the iSSP maker identifies to be fulfilled for the intended EAL best will be
provided to a security certification lab, accredited by the certification body, where the verification can take place.

Therefore, the following requirements will not be verified by tests defined in the present document:

5.11.2 Requirements referencing GlobalPlatform specifications

RQ number RQ number RQ number RQ number RQ number RQ number
RQ0502 002 RQO0701 010 RQO0701 017 RQO0701 021 RQ0702_007 RQ1101 001
RQ0502_003 RQO0701 011 RQO0701_018 RQO0701_023 RQO0703 002 RQ1102 001
RQO0701_008 RQO0701 013 RQO0701_019 RQO0701_025 RQ0803 001 RQ1102_002
RQO0701_009 RQO0701_014 RQO0701_020 RQO0701_026 RQ1002_002

Some requirements identified in ETSI TS 103 666-2 [10] are based on descriptions or specifications generated by
GlobalPlatform. Services, interfaces and functionality described by Global Platform specifications need to fulfill
Global Platform regul ations.

Therefore, the following requirements will not be verified by tests defined in the present document:

ETSI

RQ number RQ number RQ number RQ number RQ number RQ number
RQO0601_001 RQ0701_001 RQO0701_007 RQ0702_002 RQO0703_008 RQ0902 001
RQO0602_001 RQ0701_002 RQO0701_015 RQ0702_003 RQO0703 010 RQ0902 002
RQO0603_001 RQO0701_003 RQO0701_016 RQ0702_004 RQO0703_015 RQ0903 001
RQO0604_001 RQ0701_004 RQO0701_022 RQ0702_005 RQO0706_001 RQ0904 001
RQO0605_001 RQ0701_005 RQO0701_028 RQ0702_006 RQO0801_001
RQO0606_001 RQO0701_006 RQ0702_001 RQO0703_006 RQ0802_001
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5.11.3 Descriptive requirements and not explicitly testable requirements

Some requirements identified in ETSI TS 103 666-2 [10] are descriptive text. In some cases, it is not possible to
explicitly verify requirements generated from descriptive text in other cases the verification of such requirementsis out
of scope of the present document. Implicitly verified and ‘out of scope’ requirements are identified and listed in the
respective clauses.

6 Security requirements and iSSP architecture testing

6.1 Configurations

There are no specific configurations defined for security requirements an iSSP architecture testing.

6.2 Procedures

There are no specific procedures defined for security requirements an i SSP architecture testing.

6.3 Test descriptions

There are no specific test descriptions defined for testing the Security requirements and iSSP architecture.

6.4 Requirements verified elsewhere

6.4.1 Overview - Security requirements

The following reguirements, identified in ETSI TS 103 666-2 [10] clause 5.2 are not tested in accordance with the
present document, as they are either referencing requirements from other standardization bodies; best verified by a
certified security certification laboratory outside the ETSI remits, or as they are descriptive without identifiable specific

usage:
RQO502_001, RQO502_002, RQ0502_003, RQ0502_004.

6.4.2 ISSP Architecture

The following requirements, identified in ETSI TS 103 666-2 [10] clause 6 are not tested in accordance with the present
document, as they are referencing requirements from another standardization body (Global Platform):

RQO601_001, RQO602_001, RQ0603_001, RQO604_001, RQO605_001, RQ0606_001.

7 Primary Platform

7.1 Hardware Platform

7.1.1 Configurations

There are no specific configurations defined for hardware platform testing.

7.1.2 Procedures

There are no specific procedures defined for hardware platform testing.
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7.1.3 Test descriptions

There are no specific test descriptions defined for testing the Low-level Operating System.
7.1.4 Requirements not testable, implicitly verified or verified elsewhere

7.1.4.1 Architecture

The following requirements, identified in ETSI TS 103 666-2 [10] are not tested in accordance with the present
document, as they are referencing requirements from another standardization body (Global Platform):

RQO701 001, RQO701 002, RQO701 003, RQO701 004

7.1.4.2 Security functions

The following requirements, identified in ETSI TS 103 666-2 [10] are not tested in accordance with the present
document, as they are referencing requirements from another standardization body (Global Platform):

RQO701_005, RQO701_006, RQO701_007, RQ0701_015, RQ0701_016.

The following requirements, identified in ETSI TS 103 666-2 [10] are not tested in accordance with the present
document:

RQO701_008, RQ0701_009, RQ0701_010, RQ0701_011, RQ0701 012, RQ0701_013, RQ0701 014, RQ0701 017,
RQO701_018.
7.1.4.3 Memories

The following requirements, identified in ETSI TS 103 666-2 [10] are not tested in accordance with the present
document, as they need to be verified by a security certification laboratory outside the ETSI domain (in accordance with
BSI regulations):

RQO701_019, RQ0701 020, RQO701 021.

7.14.4 Cryptographic functions

The following requirement, identified in ETSI TS 103 666-2 [10] is not tested in accordance with the present document,
asit isreferencing a requirement from another standardization body (Global Platform):

RQ0701_0022.

7.1.45 Clock

The following requirement, identified in ETSI TS 103 666-2 [10] is not tested in accordance with the present document,
asit needsto be verified by a security certification laboratory outside the ETSI domain (in accordance with BS|
regulations):

RQO701_023.

The following requirement, identified in ETSI TS 103 666-2 [10] refers to descriptive text in ETSI TS 103 666-1 [9]. It
shall be verified in accordance with tests defined for the clock signal in ETSI TS 103 999-1 [11] clause 6.3 (see note):

RQO701_024.
NOTE: Check with therecent version of ETSI TS 103 999-1 [11] if appropriate tests are defined.
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7.1.4.6 SSP internal interconnect

The following requirement, identified in ETSI TS 103 666-2 [10] is not tested in accordance with the present document,
asit needsto be verified by a security certification laboratory outside the ETSI domain (in accordance with BS|
regulations):

RQO701_025.

7.1.4.7 Secure CPU

The following requirement, identified in ETSI TS 103 666-2 [10] is not tested in accordance with the present document,
asit isrecommended to be verified by a security certification laboratory outside the ETSI remits (e.g.: in accordance
with BSI regulations):

RQO701_026.

The following requirements, identified in ETSI TS 103 666-2 [10] are not tested in accordance with the present
document, as they are referencing requirements from another standardization body (Global Platform):

RQO701_027, RQO701_028.

7.1.4.8 Random Number Generator

The following requirement, identified in ETSI TS 103 666-2 [10] is not tested in accordance with the present document,
asitisreferencing a requirement from another standardization body (Global Platform):

RQO701_029.

7.2 Low-level Operating System

7.2.1 Configurations

There are no specific configurations defined for low-level operating system testing.

7.2.2 Procedures

There are no specific procedures defined for low-level operating system testing.

7.2.3  Test descriptions

There are no specific test descriptions defined for testing the Low-level Operating System.
7.2.4 Requirements not testable, implicitly verified or verified elsewhere

7.24.1 Introductions

The following requirement, identified in ETSI TS 103 666-2 [10] is not tested in accordance with the present document,
asitisreferencing arequirement from another standardization body (Global Platform):

RQO702_001.

7.2.4.2 Kernel objects

The following requirement, identified in ETSI TS 103 666-2 [10] is not tested in accordance with the present document,
asitisreferencing a requirement from another standardization body (Global Platform):

RQ0702_002.
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7.24.3 Global requirements and mandatory Access Control rules

The following requirement, identified in ETSI TS 103 666-2 [10] is not tested in accordance with the present document,
asitisreferencing arequirement from another standardization body (Global Platform):

RQO0702_003.

7.24.4 Process states diagram

The following requirement, identified in ETSI TS 103 666-2 [10] is not tested in accordance with the present document,
asitisreferencing arequirement from another standardization body (Global Platform):

RQO0702_004.

7.245 Definition of the process states

The following requirement, identified in ETSI TS 103 666-2 [10] is not tested in accordance with the present document,
asit isreferencing a requirement from another standardization body (Global Platform):

RQO702_005.

7.2.4.6 Mandatory access control

The following requirement, identified in ETSI TS 103 666-2 [10] is not tested in accordance with the present document,
asit isreferencing a requirement from another standardization body (Global Platform):

RQ0702_006.
The following requirement, identified in ETSI TS 103 666-2 [10] is not tested in accordance with the present document:
RQ0702_007.

7.3 Services

7.3.1 Configurations

7.3.1.1 CSVC_311
Configuration ID  |CSVC 311
Configuration
description - -
Other host domain SSP host domain
(Tester) (SUT)
N /
Other host SSP host
Identity . .
Application Identity Service
Identity - Identity Service
Application Gate > Gate
Administation Administation
Administration | _ Administration
Gate - Gate
- -,
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7.3.1.2 CSVC_312
Configuration ID  |CSVC 312
Configuration
description
4 Other host domain ) 4 SSP host domain h
(Tester) (SUT)
4 /
Other host SSP host
SPBL .
Application SPBL Service
SPBL Application [ ‘ SPBL Service
Gate > Gate
Administation Administation
Administration | _ Administration
Gate Gate
> -,
7.3.2 Procedures
7.3.2.1 PSVC_321 - Open a pipe session on the Identity Service Gate

Procedure ID

PSVC 321

Objectives The SSP host shall have implemented the registry entries of the OFL service gate defined in
GlobalPlatform OFL VNP Extension [16].
Configuration CsSvC_311
reference
Initial conditions
Test sequence
Step Description

1 Administration gate sends EVT_ADM_BIND to Administration gate in the SSP with:

e PIPExy: a dynamically assigned pipe identifier for the identity service gate.

e  GATEipenmiTy: The UUID gate identifier of the identity gate (416B66AC-A134-5082-8160-
FA1BA497F917).

2 Administration gate sends EVT_ADM_BIND to Administration gate in the other host with:

e PIPEvx: a dynamically assigned pipe identifier for the identity application gate.

e GATEipenTity: The UUID gate identifier of the identity gate (416B66AC-A134-5082-8160-
FA1BA497F917).
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7.3.2.1 PSVC_322 - Open a pipe session on the SPBL Service Gate
Procedure ID PSVC 322
Objectives The other host shall be able to open a pipe session to the service gate of the SSP host.

The SPBL service identifier is defined as the OFL service identifier in GlobalPlatform OFL VNP
extension [16].
Configuration CSvC_312

reference

Initial conditions

Test sequence
Step Description
1 Administration gate sends EVT_ADM_BIND to Administration gate in the SSP with:

e PIPExy: a dynamically assigned pipe identifier for the SPBL service gate.

e GATEspsL: The UUID gate identifier of the SPBL service gate (BB780E30-419A-5B71-9B98-
18A042E75899).

2 Administration gate sends EVT_ADM_BIND to Administration gate in the other host with:

e PIPEvx: a dynamically assigned pipe identifier for the SPBL application gate.

e  GATEspsL: The UUID gate identifier of the identity gate (BB780E30-419A-5B71-9B98-
18A042E75899).

3 Identity application gate sends ANY_GET_PARAMETER command (pipe PIPExy) to the identity service gate in

the SSP host with the register '04'H.

4 Identity service gate sends ANY_GET_PARAMETER response (pipe PIPEvyx) to the identity application gate in

the other host.

The service identifier 'BB780E30-419A-5B71-9B98-18A042E75899' shall be present.

7.3.3 Test descriptions

7.3.3.1 Secondary Platform Bundle Loader
7.3.3.1.1 SVC_3311 - SPBL ARP state
Test ID SVC 3311

Test objectives To verify the availability and correct configuration of the ARP state from the extract of the
OFL_DO_OPERATE command.
Configuration CSVC_311, CSVC_312

reference

Initial conditions
Pipe sessions are opened and established as defined in PSVC_321 and PSVC_322.
Test sequence

Step Description Requirements

1 The SPBL application gate sends the SET_PARAMETER command for storing the
SPBM credentials parameters from the Service Provider in the SPBL service gate.
2 The SPBL service gate returns ANY_OK if the command is successfully executed.
3 The SPBL application gate sends the GET_PARAMETER (CODE_M ?) command for
getting the initial SSP credentials parameter computed from the Service Provider
parameter.
4 The SPBL service gate returns ANY_OK if the command is successfully executed.
5 The SPBL application gate sends the OFL_DO_OPERATE command with Mz encrypted
by KS218 including ARP '02' to administrate the SSP (ARP management) to the SPBL
host.
6 The SPBL service gate returns ANY_OK if the command is successfully executed. RQO0703_001
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SVC _ 3312 - Registry entries in the SPBL Service Gate

Test ID

SVC 3312

Test objectives

To verify that the SPBL has implemented at least the registry entries provided in Table 7.1 of
ETSI TS 103 666-2 [10].

Configuration
reference

CSVC_311, CSVC_312

Initial conditions

Pipe sessions are opened and established as defined in PSVC_321 and PSVC_322.

Test sequence

Step

Description Requirements

1 The SPBL application gate sends the SET_PARAMETER command for storing the
SPBM credentials parameters from the Service Provider in the SPBL service gate.

2 The SPBL service gate returns ANY_OK if the command is successfully executed.

parameter.

3 The SPBL application gate sends the GET_PARAMETER (CODE_M) command for
getting the initial SSP credentials parameter computed from the Service Provider

4 The SPBL service gate returns ANY_OK if the command is successfully executed.

5 The SPBL application gate sends the OFL_DO_OPERATE command with the registry
entries defined in Table 7.1 of ETSI TS 103 666-2 [10] to the SPBL host.

6 The SPBL service gate returns ANY_OK if the command is successfully executed.

RQ0703_003

7.3.3.1.3

SVC_3313 - Additional registry entries in the SPBL Service Gate

Test ID

SVC 3313

Test objectives

To verify that the SPBL has implemented the additional registry entries provided in Table 7.2 of
ETSI TS 103 666-2 [10].

Configuration
reference

CSVC_311, CSVC_312

Initial conditions

Pipe sessions are opened and established as defined in PSVC_321 and PSVC_322.

Test sequence

Step

Description Requirements

1 The SPBL application gate sends the SET_PARAMETER command for storing the
SPBM credentials parameters from the Service Provider in the SPBL service gate.

2 The SPBL service gate returns ANY_OK if the command is successfully executed.

parameter.

3 The SPBL application gate sends the GET_PARAMETER (CODE_M ?) command for
getting the initial SSP credentials parameter computed from the Service Provider

The SPBL service gate returns ANY_OK if the command is successfully executed.

alb

The SPBL application gate sends the OFL_DO_OPERATE command with mandatory
registry entries defined in Table 7.1 and additional registry entries defined in Table 7.2 of
ETSI TS 103 666-2 [10] to the SPBL host.

6 The SPBL service gate returns ANY_OK if the command is successfully executed.

RQ0703_004

7.3.3.1.4

SVC_3314 — Content of registry entry TELECOM_CAPABILITY

Test ID

SVC 3314

Test objectives

To verify that the registry entry TELECOM_CAPABILITY on an iSSP hosting a Telecom
Secondary Platform Bundle contains the maximum number of distinct concurrent 3GPP
network registrations.

Configuration
reference

CSVC_311, CSVC_312

Initial conditions

Pipe sessions are opened and established as defined in PSVC_321 and PSVC_322.
The pre-configured SPB container indicates a maximum number of concurrent 3GPP network registrations other that

the default.

Test sequence

Step

Description Requirements

1 The SPBL application gate sends the SET_PARAMETER command for storing the
SPBM credentials parameters from the Service Provider in the SPBL service gate.

2 The SPBL service gate returns ANY_OK if the command is successfully executed.
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3 The SPBL application gate sends the GET_PARAMETER (CODE_M) command for
getting the initial SSP credentials parameter computed from the Service Provider
parameter.

The SPBL service gate returns ANY_OK if the command is successfully executed.
The SPBL application gate sends the OFL_DO_OPERATE command containing the
conditional parameter TELECOM_CAPABILITY to the SPBL host.

6 The SPBL service gate returns ANY_OK if the command is successfully executed. RQ0703 005

ab

7.3.3.1.5 SVC_3315 — Additional responses supported by the OFL Service Gate #1

Test ID SVC_3315
Test objectives To verify that the SPBL supports the additional response:
eSPBL_E_NO_CI_FOR_SPBM_VERIFICATION as defined in Table 7.4 to the additional
command entry: GET_SSP_INFO_PARAMETER defined in Table 7.3 of ETSI
TS 103 666-2 [10].
Configuration CSVC_311, CSVC_312
reference

Initial conditions
Pipe sessions are opened and established as defined in PSVC_321 and PSVC_322.
The pre-configured SPB container indicates that the provided Cls are not supported for SPBM verification.
Test sequence
Step Description Requirements
1 The SPBL application gate sends the SET_PARAMETER command for storing the
SPBM credentials parameters from the Service Provider in the SPBL service gate.
2 The SPBL service gate returns ANY_OK if the command is successfully executed.
3 The SPBL application gate sends the GET_SSP_INFO_PARAMETER command.
4 The SPBL service gate sends the response value '10' RQ0703_009
(eSPBL_E_NO_CI_FOR_SPBM_VERIFICATION).

7.3.3.1.6 SVC_3316 - Additional responses supported by the OFL Service Gate #2
Test ID SVC 3316
Test objectives To verify that the SPBL supports the additional response:

eSPBL_E_NO_CI_FOR_SPBL_VERIFICATION as defined in Table 7.4 to the additional
command entry: GET_SSP_INFO_PARAMETER defined in Table 7.3 of ETSI
TS 103 666-2 [10].
Configuration CSVC_311, CSVC_312
reference

Initial conditions
Pipe sessions are opened and established as defined in PSVC_321 and PSVC_322.
The pre-configured SPB container indicates that it does not support Cls to sign the SPBL.
Test sequence
Step Description Requirements
1 The SPBL application gate sends the SET_PARAMETER command for storing the
SPBM credentials parameters from the Service Provider in the SPBL service gate.
2 The SPBL service gate returns ANY_OK if the command is successfully executed.
3 The SPBL application gate sends the GET_SSP_INFO_PARAMETER command.
4 The SPBL service gate sends the response value "11' RQ0703_010
(eSPBL_E_NO_CI_FOR_SPBL_VERIFICATION).

7.3.3.1.7 SVC_3317 - Additional responses supported by the OFL Service Gate #3
Test ID SVC 3317
Test objectives To verify that the SPBL supports the additional response:

eSPBL_E_NO_CI_FOR_KEYAGREEMENT as defined in Table 7.4 to the additional
command entry: GET_SSP_INFO_PARAMETER defined in Table 7.3 of ETSI
TS 103 666-2 [10].

Configuration CSVC_311, CSVC_312
reference

Initial conditions

Pipe sessions are opened and established as defined in PSVC_321 and PSVC_322.
The pre-configured SPB container indicates that it does not support any Cls for key agreement.
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Test sequence

Step Description Requirements
1 The SPBL application gate sends the SET_PARAMETER command for storing the
SPBM credentials parameters from the Service Provider in the SPBL service gate.

2 The SPBL service gate returns ANY_OK if the command is successfully executed.
3 The SPBL application gate sends the GET_SSP_INFO_PARAMETER command.
4 The SPBL service gate sends the response value '12' RQO0703_011

(eSPBL_E_NO_Cl FOR_KEYAGREEMENT).

7.3.3.1.8 SVC_3318 - Additional responses supported by the OFL Service Gate #4
Test ID SVC 3318
Test objectives To verify that the SPBL supports the additional response:

eSPBL_E_NO_SUPPORTED_CRYPTO as defined in Table 7.4 to the additional command
entry: GET_SSP_INFO_PARAMETER defined in Table 7.3 of ETSI TS 103 666-2 [10].
Configuration CSVC_311,CsvC_312

reference

Initial conditions
Pipe sessions are opened and established as defined in PSVC_321 and PSVC_322.
The pre-configured SPB container indicates that it does not support any cryptographic algorithms.
Test sequence
Step Description Requirements
1 The SPBL application gate sends the SET_PARAMETER command for storing the
SPBM credentials parameters from the Service Provider in the SPBL service gate.

2 The SPBL service gate returns ANY_OK if the command is successfully executed.
3 The SPBL application gate sends the GET_SSP_INFO_PARAMETER command.
4 The SPBL service gate sends the response value '13' RQ0703_012

(eSPBL_E_NO_SUPPORTED CRYPTO).

7.3.3.1.9 SVC_3319 - Additional responses supported by the OFL Service Gate #5

Test ID SVC 3319
Test objectives To verify that the SPBL supports the additional response: eSPBL_E_INVALID_SPBM_CERT
as defined in Table 7.4 of ETSI TS 103 666-2 [10].
Configuration CSVC_311, CSVC_312
reference

Initial conditions
Pipe sessions are opened and established as defined in PSVC_321 and PSVC_322.
The pre-configured SPB container indicates that the received SPBM certificate (chain) is not valid.
Test sequence
Step Description Requirements
1 The SPBL application gate sends the SET_PARAMETER command for storing the
SPBM credentials parameters from the Service Provider in the SPBL service gate.
2 The SPBL service gate returns ANY_OK if the command is successfully executed.
3 The SPBL application gate sends the GET_SPB_METADATA command.
4 The SPBL service gate sends the response value '14' RQ0703_013
(eSPBL_E_INVALID_SPBM_CERT).

7.3.3.1.10 SVC_33110 - Additional responses supported by the OFL Service Gate #6

Test ID SVC_33110
Test objectives To verify that the SPBL supports the additional response:
eSPBL_E_EXCEED_TELECOM_CAPABILITY as defined in Table 7.4 of ETSI
TS 103 666-2 [10].
Configuration CSVC_311, CSVC_312
reference

Initial conditions
Pipe sessions are opened and established as defined in PSVC_321 and PSVC_322.
The pre-configured SPB container holds a number of Telecom Secondary Platform Bundles higher than the limit
indicated in the TELECOM_CAPABILITY.
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Test sequence
Step Description Requirements
1 The SPBL application gate sends the SET_PARAMETER command for storing the
SPBM credentials parameters from the Service Provider in the SPBL service gate.
2 The SPBL service gate returns ANY_OK if the command is successfully executed.
The SPBL application gate sends the SWITCH_TELECOM_SPB command.
4 The SPBL service gate sends the response value '15' RQ0703_014
eSPBL_E_EXCEED_TELECOM_CAPABILITY.

w

7.3.4 Requirements not testable, implicitly verified or verified elsewhere

7.3.4.1 OFL service

The following requirements, identified in ETSI TS 103 666-2 [10] are not tested in accordance with the present
document, as they are referencing requirements from another standardization body (Global Platform):

RQ0703_006, RQO703_008.
The following requirement, identified in ETSI TS 103 666-2 [10] is not tested in accordance with the present document:
RQ0703_002.

The following requirement, identified in ETSI TS 103 666-2 [10] are tested in the context of clause 9.4 of the present
document:

RQO703_017.

The following requirement, identified in ETSI TS 103 666-2 [10] are tested in the context of clause 12 of the present
document:

RQO703_007, RQO703_015, RQ0703_016, RQ0O703_018.

7.3.4.2 Communication service

The following requirement, identified in ETSI TS 103 666-2 [10] is not tested in accordance with the present document,
asit is referencing requirements from another standardization body (Global Platform):

RQ0703_020.

7.3.4.3 Management service

The following requirement, identified in ETSI TS 103 666-2 [10] is not tested in accordance with the present document,
asit is referencing requirements from another standardization body (Global Platform):

RQ0703_021, RQ0703_022, RQ0703_023.

7.4 Cryptographic functions

7.4.1 Configurations

There are no specific configurations defined for cryptographic functions testing.

7.4.2 Procedures

There are no specific procedures defined for cryptographic functions testing.

7.4.3 Test descriptions

There are no specific test descriptions defined for testing the provisioning of cryptographic functions.
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7.4.4 Requirements verified elsewhere

The following requirement, identified in ETSI TS 103 666-2 [10] is not tested in accordance with the present document,
asit is referencing requirements from another standardization body (Global Platform):

RQO704_00L.

7.5 Primary Platform identification

7.5.1 Configurations

There are no specific configurations defined for Primary Platform identification testing.

7.5.2 Procedures

There are no specific procedures defined for Primary Platform identification testing.

7.5.3 Test descriptions

There are no specific test descriptions defined for testing the provisioning of Primary Platform identification.

7.5.4 Requirements verified elsewhere

The following requirement, identified in ETSI TS 103 666-2 [10] are tested in the context of clause 12.6 of the present
document:

RQO0705_001.

The following requirement, identified in ETSI TS 103 666-2 [10] is not tested in accordance with the present document,
as the upgrade of the SPBL is not possible without support of the SSP manufacturer:

RQO705_002.

7.6 Provisioning of Primary Platform software

7.6.1 Configurations

There are no specific configurations defined for testing the provisioning of primary platform software.

7.6.2 Procedures

There are no specific procedures defined for testing the provisioning of primary platform software.

7.6.3 Test descriptions

There are no specific test descriptions defined for testing the provisioning of Primary Platform software.

7.6.4 Requirements verified elsewhere

The following requirement, identified in ETSI TS 103 666-2 [10] is not tested in accordance with the present document,
asit is referencing requirements from another standardization body (Global Platform):

RQO706_001.
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7.7 Part Number Identifier

7.7.1 Configurations

There are no specific configurations defined for testing the part number identifier.

7.7.2 Procedures

There are no specific procedures defined for testing the part number identifier.

7.7.3  Test descriptions

There are no specific test descriptions defined for testing the Part Number Identifier.

7.7.4 Requirements verified elsewhere

The following requirement, identified in ETSI TS 103 666-2 [10] isimplicitly tested with the SSP information tests
from clause 12.6.2.2 (aPartNumberld):

RQ0707_00L.

8 Primary Platform Interface

8.1 Kernel functions ABI/API

8.1.1 Configurations

There are no specific configurations defined for testing the kernel functions ABI/API.

8.1.2 Procedures

There are no specific procedures defined for testing the kernel functions ABI/API.

8.1.3 Test descriptions

There are no specific test descriptions defined for testing the Kernel functions ABI/API.

8.1.4 Requirements verified elsewhere

The following requirement, identified in ETSI TS 103 666-2 [10] is not tested in accordance with the present document,
asit is referencing requirements from another standardization body (Global Platform):

RQO801_001.

8.2 Communication service interface

8.2.1 Configurations

There are no specific configurations defined for testing the communication service interface.
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8.2.2 Procedures

There are no specific procedures defined for testing the communication service interface.

8.2.3 Test descriptions

There are no specific test descriptions defined for testing the Communication service interface.

8.2.4 Requirements verified elsewhere

The following requirement, identified in ETSI TS 103 666-2 [10] is not tested in accordance with the present document,
asit is referencing requirements from another standardization body (Global Platform):

RQO802_00L.

8.3 Secondary Platform Bundle management service interface

8.3.1 Configurations

There are no specific configurations defined for testing the Secondary Platform Bundle management service interface.

8.3.2 Procedures

There are no specific procedures defined for testing the Secondary Platform Bundle management service interface.

8.3.3 Test descriptions

There are no specific test descriptions defined for testing the Secondary Platform Bundle management service interface.

8.3.4 Requirements verified elsewhere

The following requirement, identified in ETSI TS 103 666-2 [10] is not tested in accordance with the present document:

RQO0803_001.
9 Secondary Platform Bundle
9.1 Introduction

There are no test requirements identified in the respective clause in ETSI TS 103 666-2 [10].

9.2 States

9.2.1 Configurations

There are no specific configurations defined for testing the Secondary Platform Bundle states.

9.2.2 Procedures

There are no specific procedures defined for testing the Secondary Platform Bundle states.
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9.2.3 Test descriptions

There are no specific test descriptions defined for testing the Secondary Platform Bundle states.

9.2.4 Requirements not testable, implicitly verified or verified elsewhere

The following requirements, identified in ETSI TS 103 666-2 [10] are not tested in accordance with the present
document, as they are referencing requirements from another standardization body (Global Platform):

RQ0902_001, RQ0902_002, RQ0902_007.

The following requirements, identified in ETSI TS 103 666-2 [10] are not tested in accordance with the present
document, asit is descriptive only:

RQ0902_003, RQ0902_004, RQ0902_005.

The following requirement, identified in ETSI TS 103 666-2 [10] is not tested in accordance with the present document
asit isnot testable:

RQ0902_006.

9.3 Secondary Platform Bundle container format

9.3.1 Configurations

There are no specific configurations defined for testing the SPB container format.

9.3.2 Procedures

There are no specific procedures defined for testing the SPB container format.

9.3.3  Test descriptions

There are no specific test descriptions defined for testing requirements identified in the Secondary Platform Bundle
container format clause.

9.34 Requirements not testable

The following requirement, identified in ETSI TS 103 666-2 [10] is not tested in accordance with the present document,
asit is referencing requirements from another standardization body (Global Platform):

RQO0903_001.
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9.4 Secondary Platform

9.4.1 Configurations

941.1 CiSP_411
Configuration ID |[CiSP_411
Configuration
description
4 Other host domain ) 4 Other host domain h
(Tester) (SUT)
N /
Other host A Other host B
Identity . .
Application Identity Service
Identity < Identity Service
Application Gate > Gate
Administation Administation
Administration | _ Administration
Gate - Gate
\\ / J
9.4.1.2 CiSP_412
Configuration ID |[CiSP_412
Configuration
description
4 Other host domain ) 4 SSP host domain
(Tester) (SUT)
N /
Other host SSP host
Identity . .
Application Identity Service
Identity < Identity Service
Application Gate > Gate
Administation Administation
Administration | _ Administration
Gate - Gate
\\ / J
9.4.1.3 ASN.1 definition

The following definitions are used for the procedures and the test descriptions.
-- ASNLSTART

SSPI Nl configurations { itu-t (0) identified-organization (4) etsi (0) smart-secure-platform (3666)
partl (1) test (2) initialization (1)}
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DEFI NI TI ONS
AUTOVATI C TAGS
EXTENSI BILITY | MPLIED :: =

BEG N

EXPORTS ALL;
/* lnmports */

| MPORTS

SSPd ass,
SSPCapabi lity,
Term nal Capabi lity,
SspUi ccCapabi lity
SSPUser I nterface
Ver si onType
FROM SSPDef i ni ti ons;
-- ASNLSTOP

9.4.2

Procedures

9421 PiSP_421 — Open a pipe session with the Identity gate of the Terminal host

Procedure ID PiSP_421

Objectives To verify that the SSP host is able to open a pipe session to the identity gate of the Terminal

host.

Configuration CiSP_411
reference

Initial conditions

The Terminal host is registered to the SCL network controller host.

Test sequence

Step

Description

1

The Administration gate in the Other host A (Tester) sends EVT_ADM_BIND to the Administration gate in the
Other host B (SUT) with:
e PIPExy: a dynamically assigned pipe identifier for the identity service gate.
e  GATEipenmiTy: The UUID gate identifier of the identity gate (416B66AC-A134-5082-8160-
FA1BA497F917).

The Administration gate in the Other host B (SUT) sends EVT_ADM_BIND to the Administration gate in the
Other host A (Tester) with:
e PIPEvx: a dynamically assigned pipe identifier for the identity application gate.
e  GATEipenmiTy: The UUID gate identifier of the identity gate (416B66AC-A134-5082-8160-
FA1BA497F917).

9.4.2.2 PiSP_422 — Open a pipe session with the Identity gate of the SSP host

Procedure ID PiSP_422

Objectives To verify that the Other host is able to open a pipe session to the identity gate of the SSP host.

Configuration CiSP_412
reference

Initial conditions

The SSP host is registered to the SCL network controller host.

Test sequence

Step Description
1 The Administration gate in the Other host (Tester) sends EVT_ADM_BIND to the Administration gate in the
SSP host (SUT) with:
e PIPExy: a dynamically assigned pipe identifier for the identity service gate.
e  GATEipenmiTy: The UUID gate identifier of the identity gate (416B66AC-A134-5082-8160-
FA1BA497F917).
2 The Administration gate in the SSP host (SUT) sends EVT_ADM_BIND to the Administration gate in the Other

host (Tester) with:
e PIPEvx: a dynamically assigned pipe identifier for the identity application gate.
e  GATEipenTity: The UUID gate identifier of the identity gate (416B66AC-A134-5082-8160-
FA1BA497F917).
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9.4.3 Test descriptions

9431 High-level OS

The following requirement, identified in ETSI TS 103 666-2 [10] is not tested in accordance with the present document,
asit is referencing requirements from another standardization body (Global Platform):

RQ0904_001.

943.2 Execution framework

The following requirement, identified in ETSI TS 103 666-2 [10] is not tested in accordance with the present document,
asit is descriptive only:

RQ0904_002.

9.4.3.3 UICC platform as a Secondary Platform

The following requirement, identified in ETSI TS 103 666-2 [10] refers to UICC APDU functionality defined in
ETSI TS 103 666-1 [9]. It shal be verified in accordance with the respective tests defined in ETSI TS 103 999-1 [11]
for the APDU protocol (clause 5.6.2 of [11]) and the UICC APDU gate (clause 10.2.8.2 of [11]):

RQ0904_003.
NOTE: Check with the recent version of ETSI TS 103 999-1 [11] if appropriate tests are defined.
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9.4.34 Capability exchange
9.4.34.1 iSP_4341 — Terminal Capabilities (expected)
Test ID iSP_4341

Test objectives To verify that, in addition to test descriptions defined in ETSI TS 103 999-1 [11] clause 6.4, data
sent by the terminal during the capability exchange procedure is successfully handled by the
iSSP if aPhysicallnterfaces data is not included.
Configuration CiSP_411

reference

Initial conditions
The procedure PiSP_421 is successfully executed.

-- ASNLISTART

aEMPTY_1 UTF8String ::="" [/* <STORE(aEMPTY_1) >*/

aEMPTY_2 OCTET STRING ::= '"'H /* <STORE(aEMPTY_2)>*/

aTERM NALRELEASE Ver si onType: := 'OF00' H /* <STORE(aTERM NALRELEASE) > */

/* it indicates the rel ease of the present docunent that is inplenented by the Term nal */
al NTERFACEPONERSUPPLY | NTEGER :: = 0 /*<STORE(al NTERFACEPONERSUPPLY) > */

/* it indicates the maxi mumcurrent that the term nal can provi de over the physical interface
where the Capability Exchange procedure is perfornmed*/

aEXTERNALPONERSUPPLY | NTEGER :: = 0 /*<STORE( aEXTERNALPOAERSUPPLY) > */

/* it indicates the maxi mum current provided by the term nal using the external power supply*/
-- ASNISTOP

Test sequence

Step Description Requirements

1 The Identity application gate sends the ANY_GET_PARAMETER command with the
register identifier '80' (CAPABILITY_EXCHANGE) to the Identity service gate.

2 The Identity service gate sends an aResponse to the identity application gate. RQ0904_004
-- ASNLSTART
aResponse Terminal Capability ::={

aTer nmi nal Rel ease ' 0000' H,
| * <COVPARE( aTERM NALRELEASE, GT, EQ) >*/
aTer m nal Vendor Nanme " 0",
/*<I SFI ELDNOTEXI ST() > OR <COVMPARE( aEMPTY_1, DI F) >*/
al nt er f acePower Supply 0,
| * <COVPARE( al NTERFACEPONERSUPPLY, EQ GT) >*/
aExt er nal Power Supply O,
/ * <COMPARE( aEXTERNALPONERSUPPLY, EQ, GT) >*/
aTool kit Term nal Profile '00'H
/ *<| SFI ELDNOTEXI ST> OR <COWPARE( aEMPTY_2, DI F) >*/

}
-- ASNISTOP
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9.4.3.4.2 iISP_4342 — Terminal Capabilities (unused parameter)

Test ID iSP_4342
Test objectives To verify that, in addition to test descriptions defined in ETSI TS 103 999-1 [11] clause 6.4, data
sent by the terminal during the capability exchange procedure is successfully handled by the
iSSP if aPhysicallnterfaces data is included unexpectedly.
Configuration CiSP_411
reference

Initial conditions
The procedure PiSP_421 is successfully executed.

-- ASNLISTART

aEMPTY_1 UTF8String ::="" [/* <STORE(aEMPTY_1)>*/

aEMPTY_2 OCTET STRING ::= '"'H /* <STORE(aEMPTY_2)>*/

aTERM NALRELEASE Ver si onType: : = 'OF00' H /* <STORE(aTERM NALRELEASE) > */

/* it indicates the rel ease of the present docunent that is inplenented by the Term nal */
al NTERFACEPONERSUPPLY | NTEGER :: = 0 /*<STORE(al NTERFACEPONERSUPPLY) > */

/* it indicates the maxi mumcurrent that the term nal can provi de over the physical interface
where the Capability Exchange procedure is perfornmed*/

aEXTERNALPONERSUPPLY | NTEGER :: = 0 /*<STORE( aEXTERNALPONERSUPPLY) > */

/* it indicates the maxi mum current provided by the term nal using the external power supply*/
aPHYS| CALI NTERFACE SEQUENCE ::= 02 / *<STORE(aPHYS| CALI NTERFACE) > */

/ it indicates which physical interface is available on the termnal */

-- ASNISTOP

Test sequence

Step Description Requirements

1 The Identity application gate sends the ANY_GET_PARAMETER command with the
register identifier '80' (CAPABILITY_EXCHANGE) to the Identity service gate.

2 The Identity service gate sends an aResponse to the identity application gate. RQ0904_005
-- ASNLSTART
aResponse Termi nal Capability ::= {

aTer m nal Rel ease ' 0000' H,
/ * <COMPARE( aTERM NALRELEASE, GT, EQ >*/
aTer nmi nal Vendor Nane " 0",
/ *<I SFI ELDNOTEXI ST() > OR <COVPARE(aEMPTY_1, DI F) >*/
aPhysi cal I nterfaces 02,
/ * <COMPARE( aPHYSI CALI NTERFACE, EQ GT) >*/
al nt er f acePower Supply 0,
| * <COVPARE( al NTERFACEPONERSUPPLY, EQ GT) >*/
aExt er nal Power Supply O,
| * <COVPARE( aEXTERNALPONERSUPPLY, EQ, GT) >*/
aTool kit Term nal Profile '00'H
/ *<I SFI ELDNOTEXI ST> OR <COWPARE( aEMPTY_2, DI F) >*/

}
-- ASNISTOP

9.4.3.4.3 iSP_4343 — iSSP Capabilities (expected)

Test ID iSP_4343
Test objectives To verify that, in addition to test descriptions defined in ETSI TS 103 999-1 [11] clause 6.4, data
sent by the iSSP during the capability exchange procedure includes the expected values as
defined in ETSI TS 103 666-2 [10], clause 9.4.4.
Configuration CiSP_412
reference
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Initial conditions
The procedure PiSP_422 is successfully executed.

-- ASNLSTART

aTrue BOOLEAN ::= TRUE /*<STORE(aTrue)>*/

aFal se BOOLEAN :: = FALSE /*<STORE(aFal se)>*/

aEMPTY_1 UTF8String ::= "" [*<STORE(aEMPTY_1) >*/

aEMPTY_2 OCTET STRING ::= "'"'H /*<STORE(aEMPTY_2) >*/
aSSPRELEASE Ver si onType:: = 'OF00' H /* <STORE(aSSPRELEASE) > */

/* it indicates the rel ease of the present docunent that is inplenmented by the SSP*/
aSSPCLASS 1 SSPC ass ::= eSSPC ass- | ntegrated /* <STORE(aSSPCLASS 1)> */

aSSPCLASS 2 SSPd ass :: = eSSPd ass- Enbedded- Typel /* <STORE(aSSPCLASS 2)> */

aSSPCLASS 3 SSPd ass ::= eSSPd ass- Enbedded- Type2 /* <STORE(aSSPCLASS 3) > */

aSSPCLASS 4 SSPC ass ::= eSSPC ass- Renovabl e /* <STORE(aSSPCLASS 4) > */

aNBLOG CALCHANNELS M N | NTEGER ::= 1 /* <STORE(aNBLOG CALCHANNELS M N) > */

/* it indicates the mninumnb of |ogical channels, including the default channel, that can be
supported by an SSP*/

aNBLOG CALCHANNELS MAX | NTEGER ::= 14 /* <STORE(aNBLOG CALCHANNELS MAX) > */

/* it indicates the maxi num nb of |ogical channels, including the default channel, that can be
supported by an SSP*/

-- ASNLISTOP

Test sequence

Step Description Requirements

1 The Identity application gate sends the ANY_GET_PARAMETER command with the
register identifier '80' (CAPABILITY_EXCHANGE) to the Identity service gate.

2 The Identity service gate sends an aResponse to the identity application gate. RQ0904_006
-- ASNLSTART RQ0904_007
aResponse SSPCapability ::={

aSspRel ease ' 0000' H,
| * <COVPARE( aSSPREL EASE, GT, EQ >*/
aSspVendor Nane " 0",
/*<I SFI ELDNOTEXI ST() > OR <COVPARE( aEMPTY_1, DI F) >*/
aSspC ass eSSPC ass- | nt egrat ed /*<COWARE(aSSPCLASS 1, EQ > OR
<COWPARE( aSSPCLASS_2, EQ > OR <COWPARE( aSSPCLASS 3, EQ OR
<COVPARE( aSSPCLASS 4, EQ) >*/,
aCl assSpeci ficCapabilities OCTET STRING : '00'H /*<I SFI ELDNOTEXI ST() >
OR <COWPARE(aEMPTY_2, DI F) >*/,
aSspUi cc {
aNunber O Logi cal Channel s 1,
/ *<I SFI ELDNOTEXI ST> OR
<COWPARE( aNBLOG CALCHANNELS M N, EQ GT) > AND
<COVPARE( aNBLOG CALCHANNELS MAX, EQ LS) >
*/
aProactivePol | i ngRequi rement FALSE, /*<I| SFl ELDNOTEXI ST> OR
<COWPARE( aTr ue, EQ > OR <COWPARE( aFal se, EQ > */
aSupport O Ui ccFi | eSyst em FALSE, /*<I SFI ELDNOTEXI ST> OR
<COWPARE( aTrue, EQ > OR <COWPARE( aFal se, EQ > */
aSupport O Car dAppl i cati onTool kit FALSE, /*<I| SFl ELDNOTEXI ST> OR
<COWPARE( aTrue, EQ > OR <COWPARE( aFal se, EQ > */
aCar dAppl i cati onTool kit Capabilities '00'H
/ *<| SFI ELDNOTEXI ST> OR <COWPARE( aEMPTY_2, DI F) >*/
b
aSspUser | nterface {

alrl '00'H
| * COVPARE( aEMPTY_1, DI F) >*/
}
}
9.43.4.4 iISP_4344 — iSSP Capabilities (unused parameter)
Test ID iSP_4344

Test objectives To verify that, in addition to test descriptions defined in ETSI TS 103 999-1 [11] clause 6.4, the
terminal correctly handles unused parameters sent by the iSSP during the capability exchange
procedure.
Configuration CiSP_412

reference
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Initial conditions
The procedure PiSP_422 is successfully executed.

-- ASNLSTART

aTrue BOOLEAN ::= TRUE /*<STORE(aTrue)>*/

aFal se BOOLEAN :: = FALSE /*<STORE(aFal se)>*/

aEMPTY_1 UTF8String ::= "" [*<STORE(aEMPTY_1) >*/

aEMPTY_2 OCTET STRING ::= "'"'H /*<STORE(aEMPTY_2) >*/
aSSPRELEASE Ver si onType:: = 'OF00' H /* <STORE(aSSPRELEASE) > */

/* it indicates the rel ease of the present docunent that is inplenmented by the SSP*/
aSSPCLASS 1 SSPC ass ::= eSSPC ass- | ntegrated /* <STORE(aSSPCLASS 1)> */

aSSPCLASS 2 SSPd ass :: = eSSPd ass- Enbedded- Typel /* <STORE(aSSPCLASS 2)> */

aSSPCLASS 3 SSPd ass ::= eSSPd ass- Enbedded- Type2 /* <STORE(aSSPCLASS 3) > */

aSSPCLASS 4 SSPC ass ::= eSSPC ass- Renovabl e /* <STORE(aSSPCLASS 4) > */

aSSPCLASSSPECI FI CCAPABI LI TI ES SSPC assSpeci ficCapabilities ::= eSSPC assSpecificCapabilities /*
<STORE( aSSPCLASSSPECI FI CCAPABI LI TI ES) > */

/* it is indicating the specific capabilities (if defined) */

aPHYSI CALI NTERFACES SSPCl assLi st ::= eSSPd assLi st /* <STORE(aPHYSI CALI NTERFACES) > */
/*it is holding the |list of supported physical interfaces */

aSSPEXTERNAL MAXPONERCONSUMPTI ON SSPMaxPower :: = eSSPMaxPower /*

<STORE( aSSPEXTERNAL MAXPONERCONSUMPTI ON) > */

/* it is indication the maxi mum power consunption as an integer (0 .. 1000)

*/ aNBLOG CALCHANNELS M N I NTEGER ::= 1 /* <STORE(aNBLOG CALCHANNELS M N) > */

/* it indicates the mininumnb of |ogical channels, including the default channel, that can be
supported by an SSP*/

aNBLOG CALCHANNELS MAX | NTEGER ::= 14 /* <STORE(aNBLOG CALCHANNELS MAX) > */

/* it indicates the maxi num nb of |ogical channels, including the default channel, that can be
supported by an SSP*/

-- ASNISTOP

Test sequence

Step Description Requirements

1 The Identity application gate sends the ANY_GET_PARAMETER command with the
register identifier '80' (CAPABILITY_EXCHANGE) to the Identity service gate.

2 The Identity service gate sends an aResponse to the identity application gate. RQ0904_008
-- ASNLSTART
aResponse Termi nal Capability ::={

aTer m nal Rel ease ' 0000' H,

| * <COVPARE( aTERM NALRELEASE, GT, EQ) >*/
aTer m nal Vendor Narme " 0",

/*<I SFI ELDNOTEXI ST() > OR <COVPARE( aEMPTY_1, DI F) >*/
aCl assSpeci ficCapabilities O,

| * <COVPARE( aSSPCLASSSPECI FI CCAPABI LI Tl ES, EQ GT) >*/
aPhysi cal I nterfaces 03,

/ * <COMPARE( aPHYSI CALI NTERFACES, EQ GT) >*/
aSspExt er nal MaxPower Consunpti on 60,

| * <COVPARE( a SSPEXTERNAL MAXPONERCONSUMPTI ON, EQ, GT) >*/
al nt er f acePower Supply O,

/ * <COMPARE( al NTERFACEPONERSUPPLY, EQ, GT) >*/
aExt er nal Power Supply O,

/ * <COVPARE( aEXTERNALPONERSUPPLY, EQ, GT) >*/
aTool kit Term nal Profile '00'H

/ *<| SFI ELDNOTEXI ST> OR <COWPARE( aEMPTY_2, DI F) >*/

}
-- ASNISTCP

9.4.35 Identifiers of Secondary Platform Bundle

The following requirements, identified in ETSI TS 103 666-2 [10] are implicitly verified in installation procedure tests
of clause 12.3 of the present document. Public and private identifiers (UUIDs) are included in the
Si3.LoadBoundSpblnfo response;

RQ0904_009. RQ0904_010.

9.4.3.6 ASN.1 Stop

-- ASNISTART
END
-- ASNISTOP
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9.5 SSP Application

9.5.1 Configurations

There are no specific configurations required for testing the SSP Application.

9.5.2 Procedures

There are no specific procedures required for testing the SSP Application.

9.5.3  Test descriptions

There are no specific test descriptions defined for testing the SSP Application.

9.54 Requirements not testable

The following requirements, identified in ETSI TS 103 666-2 [10] are not tested in accordance with the present
document, as they are descriptive only:

RQ0905_001, RQ0O905_002.

9.6 Lifecycle management of Secondary Platform Bundles

9.6.1 Configurations

There are no specific configurations required for testing the lifecycle management of SPBs.

9.6.2 Procedures

There are no specific procedures required for testing the lifecycle management of SPBs.

9.6.3  Test descriptions

There are no specific test descriptions defined for testing the lifecycle management of SPBs.

9.6.4 Requirements implicitly verified or verified elsewhere

The following requirement, identified in ETSI TS 103 666-2 [10] isimplicitly verified in the enabling procedure tests
for a Secondary Platform Bundle of clause 12.4.1. The decision about enabling the Telecom SPB is made in step 4 of
the procedure description in [10]:

RQ0906_001.

9.7 Secondary Platform Bundle family identifier

9.7.1 Configurations

There are no specific configurations required for the SPB family identifier testing.

9.7.2 Procedures

There are no specific procedures required for the SPB family identifier testing.
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9.7.3 Test descriptions

There are no specific test descriptions defined for testing requirements identified in the Secondary Platform Bundle
family identifier clause.

9.7.4 Requirements not testable

The following requirement, identified in ETSI TS 103 666-2 [10] is not tested in accordance with the present document,
asit is descriptive only:

RQ0907_001.

10 Communication interface related testing

10.1  Configurations

For specific configurations required, see ETSI TS 103 999-1 [11] clause 8.

10.2 Procedures

For specific procedure required, see ETSI TS 103 999-1 [11] clause 8.

10.3  Test descriptions

There are no specific test descriptions defined for testing requirements identified in the communication interface clause.

10.4  Requirements verified elsewhere
The following requirement, identified in ETSI TS 103 666-2 [10] is not tested in accordance with the present document:
RQ1002_002.

The requirements RQ1002_001 and RQ1002_003, identified in ETSI TS 103 666-2 [10] are implicitly tested when tests
in accordance with ETSI TS 103 999-1 [11] clause 8 are executed.

11 Certification related testing

11.1  Configurations

There are no specific configurations required for certification related testing.

11.2 Procedures

There are no specific procedures required for certification related testing.

11.3  Test descriptions

There are no specific test descriptions defined for testing requirements identified in the certification clause.
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11.4  Requirements verified elsewhere

11.4.1 Introduction

The following requirement, identified in ETSI TS 103 666-2 [10] is not tested in accordance with the present document:
RQ1101_001.

11.4.2 Primary Platform certification

The following requirements, identified in ETSI TS 103 666-2 [10] are not tested in accordance with the present
document:

RQ1102_001, RQ1102_002.

12 ISSP ecosystem and interfaces related testing

12.1 General architecture

There are no requirements for the general architecture identified in ETSI TS 103 666-2 [10].

12.2  Security overview

12.2.1 Public key infrastructure for Si4 interface

12.2.1.1 Configurations

The configurations defined for Si4 interface testing as defined in clause 12.6.6.1 are used for public key infrastructure
for Si4 interface testing.

12.2.1.2 Procedures

The procedures defined for Si4 interface testing as defined in clause 12.6.6.2 are used for public key infrastructure for
Si4 interface testing.

12.2.1.3 Test descriptions

There are no specific test descriptions defined for public key infrastructure for Si4 interface testing.

12.2.1.4 Requirements not testable, implicitly verified or verified elsewhere

The following requirements are tested with the Si4 interface functions. The requirements will show up in the
'Requirement’ column of the test step the fulfillment of the requirement can be verified with:

RQ1202_001, RQ1202_002, RQ1202_003, RQ1202_004, RQ1202_006, RQ1202_007, RQ1202_008, RQ1202_009,
RQ1202_010, RQ1202_011, RQ1202_012, RQ1202_013, RQ1202_014, RQ1202_015, RQ1202_016, RQ1202_017,
RQ1202_018, RQ1202_019, RQ1202_020, RQ1202_021, RQ1202_022, RQ1202_023, RQ1202_024, RQ1202_025,
RQ1202_026, RQ1202_027, RQ1202_028, RQ1202_030, RQ1202_033.

The requirements for the public key infrastructure for the Si4 interface identified in ETSI TS 103 666-2 [10] are
descriptive. The following requirements, identified in ETSI TS 103 666-2 [10] are not tested in accordance with the
present document, as their implicit verification by executing Si4 or Si2 test cannot be guaranteed:

RQ1202_005, RQ1202_029, RQ1202_031, RQ1202_032, RQ1202_034, RQ1202_035, RQ1202_036, RQ1202_037.
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12.2.2  Cryptographic algorithms

12.2.2.1 Configurations

The configurations defined for Si4 interface testing as defined in clause 12.6.6.1 are used for testing cryptographic
algorithms on the Si4 interface.

12.2.2.2 Procedures

The procedures defined for Si4 interface testing as defined in clause 12.6.6.2 are used for testing cryptographic
algorithms on the Si4 interface.

12.2.2.3 Test descriptions

There are no specific test descriptions defined for testing cryptographic algorithms public with the Si4 interface.

12.2.2.4 Requirements not testable, implicitly verified or verified elsewhere

The following requirements are tested with the Si4 interface functions. The requirements will show up in the
'Requirement’ column of the test step the fulfillment of the requirement can be verified with:

RQ1202_038, RQ1202_039, RQ1202_040, RQ1202_041, RQ1202_042.

12.3  Secondary Platform Bundle provisioning procedure

12.3.1 Overview

12.3.1.1 Configuration

There are no specific configurations required defined for testing requirements defined in the overview clause.

12.3.1.2 Procedures

There are no specific procedures defined for testing requirements defined in the overview clause.

12.3.1.3 Test descriptions

There are no specific test descriptions defined to procedures for testing requirements identified in the overview clause.

12.3.1.4 Requirements not testable, implicitly verified or verified elsewhere

Clause 12.3.1 of ETSI TS 103 666-2 [10] is the 'Overview' clause for the description of the Secondary Platform Bundle
provisioning procedure.

The following regquirements are descriptive and can be seen asimplicitly verified if the Si1, Si2 and Si3 related tests as
defined in the respective subclauses of clause 12.6 of the present document can be executed successfully:

RQ1203_001, RQ1203 002, RQ1203_003.

The following requirement are descriptive and related to the preparation of the Secondary Platform Bundle. Asthe
preparation of the Secondary Platform Bundle cannot be done by the tester the following requirements cannot be
verified and are out of scope of the present document:

RQ1203_004, RQ1203_005.
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12.3.2 Preparation procedure

12.3.2.1 Configuration

There are no specific configurations defined for testing the preparation procedure.

12.3.2.2 Procedures

There are no specific procedures defined for testing the preparation procedure.

12.3.2.3 Test descriptions

There are no specific test descriptions defined for testing requirements identified in the preparation procedure clause.

12.3.2.4 Requirements not testable, implicitly verified or verified elsewhere
Clause 12.3.2 of ETSI TS 103 666-2 [10] describes the preparation procedure to select a Secondary Platform Bundle.
The requirements in this clause are descriptive.

The following requirements can be seen as implicitly verified if the Secondary Platform Bundle selected for testing is
matching the terminal and the SSP capabilities:

RQ1203_006, RQ1203_007.

The following requirement is tested in the Si1.SelectSpb related test descriptions. Requirements will show up in the
'Requirement’ column of the test step the fulfillment of the requirement can be verified with:

RQ1203_008.

The following requirement is tested in the Si1.SelectSpb and Si1.FinalizePreparation related test descriptions. The
requirements will show up in the 'Requirement’ column of the test step the fulfillment of the requirement can be verified
with:

RQ1203_009.

The following requirements are tested in the Sil.CreateSPReference rel ated test descriptions. Requirements will show
up in the 'Requirement’ column of the test step the fulfillment of the requirement can be verified with:

RQ1203_010, RQ1203_011a, RQ1203_011b.

The following requirement is tested in the Sil.Cancel Preparation related test description where a CodeM is used. The
requirements will show up in the 'Requirement’ column of the test step the fulfillment of the requirement can be verified
with:

RQ1203 012.
12.3.3 Download procedure

12.3.3.1 Configuration

There are no specific configurations defined for testing the download procedure.

12.3.3.2 Procedures

There are no specific procedures defined for testing the download procedure.

12.3.3.3 Test descriptions

There are no specific test descriptions defined for testing requirements identified in the download procedure clause.
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12.3.3.4 Requirements not testable, implicitly verified or verified elsewhere
Clause 12.3.3 of ETSI TS 103 666-2 [10] describes the download procedure for a Secondary Platform Bundle.

The following requirements are out of scope of the present document, as they should be executed using keys and
certificates not dedicated to testing services:

RQ1203 013, RQ1203 014, RQ1203 015, RQ1203 016, RQ1203 021, RQ1203 024.

The following regquirements are out of scope, as LBA application functionality cannot be tested in accordance to the
present document:

RQ1203_023, RQ1203 025, RQ1203_ 026, RQ1203_027.

The functionality the following requirements are based on can be seen asimplicitly verified if the related Si3 tests can
be executed successfully:

¢ RQ1203 017, RQ1203 018, RQ1203 019, RQ1203 020, RQ1203 022 with Si3.GetSsplnfo testing,
o RQ1203 028, RQ1203 029, RQ1203 030 with Si3.SetSpbmCredential testing,
e RQ1203 031, RQ1203 032 with Si3.GetSspCredential testing.

The functionality the following requirements are based on can be seen asimplicitly verified if the related
Si2.GetBoundSpbl mage tests can be executed successfully:

RQ1203_033, RQ1203_034, RQ1203_035, RQ1203_036.

NOTE: All testsindicating that 'functionality’ istested, imply that the usage of 'live’ keys and certificates may
lead to deviations.

12.3.4 Installation procedure

12.3.4.1 Configuration

There are no specific configurations defined for testing the installation procedure.

12.3.4.2 Procedures

There are no specific procedures defined for testing the installation procedure.

12.3.4.3 Test descriptions

There are no specific test descriptions defined for testing requirements identified in the installation procedure clause.

12.3.4.4 Requirements not testable, implicitly verified or verified elsewhere

The functionality the following requirements are based on can be seen asimplicitly verified if the related
Si3.LoadBoundSpblnfo tests can be executed successfully:

RQ1203 037, RQ1203 038, RQ1203 039, RQ1203_040.
NOTE: All testsindicating that 'functionality’ is tested, imply that the usage of 'live’ keys and certificates may
lead to deviations.
12.3.5 SSP activation code

12.3.5.1 Configuration

There are no specific configurations defined for testing the SSP activation code.
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12.35.2 Procedures

There are no specific procedures defined for testing the SSP activation code.

12.3.5.3 Test descriptions

There are no specific test descriptions defined for testing requirements identified in the SSP activation code clause.

12.3.5.4 Requirements not testable, implicitly verified or verified elsewhere

The following reguirements are out of scope, as LBA application functionality cannot be tested in accordance to the
present document:

RQ1203_041, RQ1203_042.

12.4  Secondary Platform Bundle management procedure

12.4.1 Enable a Secondary Platform Bundle

12.4.1.1 Configuration

There are no specific configurations defined for testing requirements defined in the enable a Secondary Platform Bundle
clause.

12.4.1.2 Procedures

There are no specific procedures defined for testing requirements defined in the enable a Secondary Platform Bundle
clause.

12.4.1.3 Test descriptions

There are no specific test descriptions defined for testing requirements identified in the SSP activation code clause.

12.4.1.4 Requirements not testable, implicitly verified or verified elsewhere

Clause 12.4.1 of ETSI TS 103 666-2 [10] describes the enabling of a Secondary Platform Bundle.

The following requirements are related to user action or 'user intent’ and therefore out of scope of the present document:
RQ1204 001, RQ1204 002.RQ1204 003.

The following requirements are tested with the Si3 interface functions. Requirements will show up in the 'Requirement’
column of the test step the fulfillment of the requirement can be verified with:

RQ1204 004, RQ1204_005.
12.4.2 Disable a Secondary Platform Bundle

12.4.2.1 Configuration

There are no specific configurations defined for testing requirements defined in the disable a Secondary Platform
Bundle clause.

12.4.2.2 Procedures

There are no specific procedures defined for testing requirements defined in the disable a Secondary Platform Bundle
clause.
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12.4.2.3 Test descriptions

There are no specific test descriptions defined for testing requirements identified in the disable a Secondary Platform
Bundle clause.

12.4.2.4 Requirements not testable, implicitly verified or verified elsewhere

Clause 12.4.2 of ETSI TS 103 666-2 [10] describes the disabling of a Secondary Platform Bundle.

The following requirements are related to user action or 'user intent’ and therefore out of scope of the present document:
RQ1204_006, RQ1204 007, RQ1204 008.

The following requirement is tested with the Si3 interface functions. The requirement will show up in the 'Requirement’
column of the test step the fulfillment of the requirement can be verified with:

RQ1204 009.
12.4.3 Delete a Secondary Platform Bundle

12.4.3.1 Configuration

There are no specific configurations defined for testing requirements defined in the delete a Secondary Platform Bundle
clause.

12.4.3.2 Procedures

There are no specific procedures defined for testing requirements defined in the delete a Secondary Platform Bundle
clause.

12.4.3.3 Test descriptions

There are no specific test descriptions defined for testing requirements identified in the del ete a Secondary Platform
Bundle clause.

12.4.3.4 Requirements not testable, implicitly verified or verified elsewhere

Clause 12.4.3 of ETSI TS 103 666-2 [10] describes the deletion of a Secondary Platform Bundle.

The following requirements are related to user action or 'user intent’ and therefore out of scope of the present document:
RQ1204 010, RQ1204 011, RQ1204 012.

The following requirements are tested with the Si3 interface functions. The requirements will show up in the
'Requirement’ column of the test step the fulfillment of the requirement can be verified with:

RQ1204 013, RQ1204 014, RQ1204 015.
12.4.4 SPB metadata retrieving procedure

12.4.4.1 Configuration

There are no specific configurations defined for testing requirements defined in the SPB metadata retrieving procedure
clause.

12.4.4.2 Procedures

There are no specific procedures defined for testing requirements defined in the SPB metadata retrieving procedure
clause.
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12.4.4.3 Test descriptions

There are no specific test descriptions defined for testing requirements identified in the SPB metadata retrieving
procedure clause.

12.4.4.4 Requirements not testable, implicitly verified or verified elsewhere

Clause 12.4.4 of ETSI TS 103 666-2 [10] describes the procedure used to retrieve SPB metadata.

The following requirement is related to user action or 'user intent’ and therefore out of scope of the present document:
RQ1204 016.

The following requirements are tested with the Si 3 interface functions. The requirements will show up in the
'Requirement’ column of the test step the fulfillment of the requirement can be verified with:

RQ1204 017, RQ1204 018.
12.4.5 SPB state retrieving procedure

12.45.1 Configuration

There are no specific configurations defined for testing requirements defined in the SPB state retrieving procedure
clause.

12.45.2 Procedures

There are no specific procedures defined for testing requirements defined in the SPB state retrieving procedure clause.

12.4.5.3 Test descriptions

There are no specific test descriptions defined for testing requirements identified in the SPB state retrieving procedure
clause.

12.45.4 Requirements not testable, implicitly verified or verified elsewhere
Clause 12.4.5 of ETSI TS 103 666-2 [10] describes the procedure used to retrieve the SPB state.

The following requirements are tested with the Si3 interface functions. The requirements will show up in the
'Requirement’ column of the test step the fulfillment of the requirement can be verified with:

RQ1204 019, RQ1204 022, RQ1204 023.

The following requirements are related to preparation steps and can therefore not be verified explicitly:
RQ1204 020, RQ1204 _021.

These requirements can be seen as verified when test SI3_653121 - Si3.GetSpbState is executed successfully.

NOTE: A successful execution of test SI3 653121 - Si3.GetSpbState implies the successful execution of test
SI3_653111 — Si3.GetSspinfo.

12.5 Notification procedure

12.5.1 Overview

There are no requirements for this overview clause identified in ETSI TS 103 666-2 [10].
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12.5.2 Notification of the service provider

12.5.2.1 Configurations

There are no specific configurations defined for testing the notification of the service provider.

125.2.2 Procedures

There are no specific procedures defined for testing the notification of the service provider.

12.5.2.3 Test descriptions

There are no specific test descriptions defined for testing requirements identified in the notification procedure clause.

12.5.2.4 Requirements not testable, implicitly verified or verified elsewhere
Clause 12.5.2 of ETSI TS 103 666-2 [10] describes the functions used to notify of the service provider.

The following requirements can be seen asimplicitly verified if the Si1l.HandleNotification testing has been executed
successfully:

RQ1205_001, RQ1205_002.
12.5.3 Notification from the LBA

12.5.3.1 Configurations

There are no specific configurations defined for testing the naotification from the LBA.

12.5.3.2 Procedures

There are no specific procedures defined for testing the notification from the LBA.

12.5.3.3 Test descriptions

There are no specific test descriptions defined for testing requirements identified in the notification from the LBA
clause.

12.5.3.4 Requirements not testable, implicitly verified or verified elsewhere
Clause 12.5.3 of ETSI TS 103 666-2 [10] describes the functions used for notifications from the LBA.

Testing an application like the Local Bundle Assistant is out of scope of the present document. The following
requirements cannot be verified:

RQ1205_003, RQ1205_004, RQ1205_004, RQ1205_005, RQ1205_006, RQ1205_007, RQ1205 008, RQ1205_009
and RQ1205_010.

12.6 Interfaces and functions

12.6.1 Overview

12.6.1.1 Configurations

There are no specific configurations defined for testing requirements defined in the overview clause.
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12.6.1.2 Procedures

There are no specific procedures defined for testing requirements defined in the overview clause.

12.6.1.3 Test descriptions

There are no specific test descriptions defined for testing requirements identified in the overview clause.

12.6.1.4 Requirements not testable, implicitly verified or verified elsewhere

Clause 12.6.1 of ETSI TS 103 666-2 [10] describes the interfaces and the functions used for the Secondary Platform
Bundle provisioning and the Secondary Platform Bundle management operations.

The requirements RQ1206_001, RQ1206_002, RQ1206_003, RQ1206_004 identified in ETSI TS 103 666-2 [10] are
unspecific asthey list functions of the different interfaces only. Thus, the requirements are not explicitly mentioned, but
tested in detail with the interface related test described in the present document:

e RQ1206 001 and RQ1206_002 with Si1 testing,
e RQ1206_003 with Si2 testing,

e RQ1206_004 with Si3 testing.
12.6.2 Common features

12.6.2.1 Configurations

There are no specific configurations defined for testing requirements defined in the common features of interfaces and
functions.

12.6.2.2 Procedures

There are no specific procedures defined for testing requirements defined in the common features of interfaces and
functions.

12.6.2.3 Test descriptions

There are no specific test descriptions defined for testing requirements identified in the common features of interfaces
and functions clause.

12.6.2.4 Requirements not testable, implicitly verified or verified elsewhere

12.6.24.1 Common data types

The common ASN.1 types and objects defined in clause 12.6.2.1 of ETSI TS 103 666-2 [10] are reflected in the ASN.1
coding used for verification of ASN.1 coded test descriptions of the present document.

12.6.2.4.2 SSP information

The requirements for this clause asidentified in ETSI TS 103 666-2 [10] are descriptive and implicitly covered by
testing the Si4 interface. The Si4 interface is a composite interface. Si4 interface testing is based on the Si2 and Si3 test
descriptions.

The following requirements, identified in ETSI TS 103 666-2 [10] are implicitly tested by executing to the test
descriptions defined in clause 12.6.6:

RQ1206_005, RQ1206_006, RQ1206_007, RQ1206_008, RQ1206_009, RQ1206_010, RQ1206_011, RQ1206 012,
RQ1206_013, RQ1206_014, RQ1206_015, RQ1206_016, RQ1206_017, RQ1206_018, RQ1206_019, RQ1206_020.

ETSI



Release 15 106 ETSI TS 103 999-2 V15.0.0 (2021-12)

12.6.2.4.3 SPBM credential

The requirements for SPBM credentials asidentified in ETSI TS 103 666-2 [10] are descriptive and implicitly covered
by testing the Si4 interface.

The following requirements, identified in ETSI TS 103 666-2 [10] are implicitly tested by executing to the test
descriptions defined in clause 12.6.6:

RQ1206 021, RQ1206 022, RQ1206 023, RQ1206 024, RQ1206 025, RQ1206 026, RQ1206 027, RQ1206 028,
RQ1206_029.
12.6.2.4.4 SSP credential

The requirements for SSP credentials asidentified in ETSI TS 103 666-2 [10] are descriptive and implicitly covered by
testing the Si4 interface.

The following requirements, identified in ETSI TS 103 666-2 [10] are implicitly tested by executing to the test
descriptions defined in clause 12.6.6:

RQ1206_030, RQ1206_031, RQ1206_032, RQ1206_033, RQ1206_034, RQ1206_035, RQ1206_036, RQ1206_037.

12.6.2.4.5 Bound SPB image

The requirements for this bound SPB image asidentified in ETSI TS 103 666-2 [10] are descriptive and implicitly
covered by testing the Si4 interface.

The following requirements, identified in ETSI TS 103 666-2 [10] are implicitly tested by executing to the test
descriptions defined in clause 12.6.6:

RQ1206_038, RQ1206_039, RQ1206_040, RQ1206_041, RQ1206 042, RQ1206_043, RQ1206_044, RQ1206_045,
RQ1206_046, RQ1206_047, RQ1206_048, RQ1206_049, RQ1206 050, RQ1206_051, RQ1206_052.
12.6.2.4.6 SPB metadata

The requirements for SPB metadata asidentified in ETS| TS 103 666-2 [10] are descriptive and implicitly covered by
testing the Si4 interface.

The following requirements, identified in ETSI TS 103 666-2 [10] are implicitly tested by executing to the test
descriptions defined in clause 12.6.6:

RQ1206_053, RQ1206_054, RQ1206_055, RQ1206_056.

12.6.2.4.7 Terminal information

The requirements for terminal information as identified in ETSI TS 103 666-2 [10] are descriptive and implicitly
covered by testing the Si4 interface.

The following requirements, identified in ETSI TS 103 666-2 [10] are implicitly tested by executing to the test
descriptions defined in clause 12.6.6:

RQ1206_057, RQ1206_058, RQ1206_059, RQ1206_060, RQ1206_061.

12.6.2.4.8 Notification token

The requirements for the notification token asidentified in ETSI TS 103 666-2 [10] are descriptive and covered by
testing the Si4 interface.

The following reguirements are tested with the Si4 interface functions as defined in clause 12.6.6. The requirements
will show up in the 'Requirement’ column of the test step the fulfillment of the requirement can be verified with:

RQ1206_062, RQ1206_063, RQ1206_064, RQ1206 065, RQ1206_066, RQ1206_067, RQ1206_068, RQ1206_069,
RQ1206_070, RQ1206_071.
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12.6.3 Sil interface
12.6.3.1 Configurations
12.6.3.1.1 CSI1_6311 — Service Provider - SPB Manager
Configuration ID |CSI1_ 6311
Configuration
description
(Tester) )
Service Provider Sil sPBM
client server
12.6.3.1.2 CSI1_6312 — Service Provider - SPB Manager - SPBL
Configuration ID |CSI1 6312
Configuration
description
(Tester) Test
Service Provider m
client server
12.6.3.1.3 ASNL1 definition
-- ASNLISTART

SSPSI 1configurations { itu-t (0)

part2 (2) test (2) sil ( 1) }
DEFI NI TI ONS
AUTOVATI C TAGS
EXTENSI BI LI TY | MPLI ED : : =
BEG N
EXPORTS ALL;
/* Inports */
| MPORTS
Uul D,
Met aDat a,
CodeM

Si 1Cancel Prepar ati onResponse,
Si 1Cancel Pr epar at i onCommand,

Si 1Fi nal i zePr epar at i onResponse,
Si 1Fi nal i zePr epar at i onConmmand,

Si 1Sel ect SpbResponse,
Si 1Sel ect SpbComrand,

Si 1Cr eat eSPRef er enceResponse,
Si 1Cr eat eSPRef er enceCommand,

Si 1Handl eNot i fi cati onBl ock
FROM | SSPDef i ni ti ons;

eFUNCTI ON- REQUESTER- | D-1
eFUNCTI ON- REQUESTER- | D- 2

eFUNCTI ON- CALL- | D- SELECT-1
eFUNCTI ON- CALL- | D- SELECT- 2
eFUNCTI ON- CALL- | D- SELECT- 3
eFUNCTI ON- CALL- | D- SELECT- 4
eFUNCTI ON- CALL- | D- SELECT-5
eFUNCTI ON- CALL- | D- SELECT- 6
eFUNCTI ON- CALL- | D- SELECT-7
eFUNCTI ON- CALL- | D- SELECT- 8
eFUNCTI ON- CALL- | D- SELECT-9

OCTET STRI NG :
OCTET STRI NG :

OCTET STRI NG :
OCTET STRI NG :
OCTET STRI NG :
OCTET STRI NG :
OCTET STRI NG :
OCTET STRI NG :
OCTET STRI NG :
OCTET STRI NG :
OCTET STRING :

AAAAAA

' BBBBBB'

111111171
11111112
11111113
11111114
11111115
11111116°
11111117
11111118
‘11111119
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eFUNCTI ON- CALL- | D- SELECT-10  OCTET STRI NG :
eFUNCTI ON- CALL- | D- SELECT-11  OCTET STRI NG :
eFUNCTI ON- CALL- | D- SELECT-12  OCTET STRI NG :
eFUNCTI ON- CALL- | D- SELECT-13  OCTET STRI NG :
eFUNCTI ON- CALL- | D- SELECT-14  OCTET STRI NG :
eFUNCTI ON- CALL- | D- SELECT-15  OCTET STRI NG :
eFUNCTI ON- CALL- | D- SELECT-16  OCTET STRI NG :
eFUNCTI ON- CALL- | D- SELECT-17  OCTET STRI NG :
eFUNCTI ON- CALL- | D- SELECT-18  OCTET STRI NG :
eFUNCTI ON- CALL- | D- SELECT-19  OCTET STRI NG :

‘11111120
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11111123
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11111128’
‘11111129

H
H
H
H
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H
H
H
H
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eFUNCTI ON- CALL- | D- CREATEREFERENCE- 1 OCTET STRI NG
eFUNCTI ON- CALL- | D- CREATEREFERENCE- 2 OCTET STRI
eFUNCTI ON- CALL- | D- CREATEREFERENCE- 3 OCTET STRI
eFUNCTI ON- CALL- | D- CREATEREFERENCE- 4 OCTET STRI
eFUNCTI ON- CALL- | D- CREATEREFERENCE- 5 OCTET STRI
eFUNCTI ON- CALL- | D- CREATEREFERENCE- 6 OCTET STRI
eFUNCTI ON- CALL- | D- CREATEREFERENCE- 7 OCTET STRI
eFUNCTI ON- CALL- | D- CREATEREFERENCE- 8 OCTET STRI
eFUNCTI ON- CALL- | D- CREATEREFERENCE- 9 OCTET STRI
eFUNCTI ON- CALL- | D- CREATEREFERENCE- 10 OCTET STRI

XololokoloXotokoks

eFUNCTI ON- CALL- | D- FI NALI ZEPREP- 1 OCTET STRI NG :
eFUNCTI ON- CALL- | D- FI NALI ZEPREP- 2 OCTET STRI NG :
eFUNCTI ON- CALL- | D- FI NALI ZEPREP- 3 OCTET STRI NG :
eFUNCTI ON- CALL- | D- FI NALI ZEPREP- 4 OCTET STRI NG :
eFUNCTI ON- CALL- | D- FI NALI ZEPREP- 5 OCTET STRI NG :
eFUNCTI ON- CALL- | D- FI NALI ZEPREP- 6 OCTET STRI NG :

eFUNCTI ON- CALL- | D- CANCELPREP- 1 OCTET STRI NG :
eFUNCTI ON- CALL- | D- CANCELPREP- 2 OCTET STRI NG :
eFUNCTI ON- CALL- | D- CANCELPREP- 3 OCTET STRI NG :
eFUNCTI ON- CALL- | D- CANCELPREP- 4 OCTET STRI NG :
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uul D :

OCTET STRING :
OCTET STRING :
OCTET STRING :
OCTET STRING :
OCTET STRING :
OCTET STRING :

eSPBTYPE- UNKNOVW OCTET

eCODEM 1
e CODEM 2
eCODEM 3
e CODEM 4
eCODEM 5
eCODEM 6
eCODEM 7
eCODEM 8
eCODEM 9
eCODEM 10

eCODEM UNLI NKED  CodeM :
eCODEM NOTKNOMW  CodeM :

€ CODEM- UNKNOVWN

CodeM :
CodeM :
CodeM :
CodeM :
CodeM :
CodeM :
CodeM :
CodeM :
CodeM :
CodeM :

CodeM :

' 42D07EAFE3C0499DA29C080E63DEB245" H - -
4A4D006277624D62916A7E5802D3D8F6"' H - -
808AFE32B21343EDOFEC76B62EALIAS2C H - -
4B54C81F3FF74716B7583C87AAA2EE42' H - -
25D2031828F34A5C9EA92D967BC33331' H - -
7B79EDA06419427E8A7AC96503983795' H - -
8727D84A5434413CAC67844EE6CFFB6C H - -
462ACC6F62744ADB8B4237B37D256096' H - -
9EA66FAC04A841599A93DE337694A120' H - -
' DB947AE9189A4165910616C32076BF6C H - -

1111171
222222'
T
888888’
999999'
AAAAAA!

ITITITTITT

STRING : =' FFFFFF' H

' 00000000111111112222222233333331"

00000000111111112222222233333332
00000000111111112222222233333333
00000000111111112222222233333334
00000000111111112222222233333335
00000000111111112222222233333336
00000000111111112222222233333337
00000000111111112222222233333338
00000000111111112222222233333339
0000000011111111222222223333333A

DDBDDBDDDDDDDDDDDDDDDDDDDDDDDDDDDD
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

" FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF

ETSI

'111211171°
‘11121112
‘11121113
‘11121114
'11121115°
'11121116'
‘11121117
'11121118'
'11121119°
‘11121120

ITITIITIIIIIIT IIIITITT

t hi
t hi
t hi
t hi
t hi
t hi
t hi
t hi
t hi
t hi

=' 31DD86C7A5134E35BCBF83BF92094E9B' H - -

IITT IIIIIIIIITIT

IITIITIIIITITT

s SPB is available in SPBM
s SPB is available in SPBM
s SPB is available in SPBM
s SPB is available in SPBM
s SPB is available in SPBM
s SPB is available in SPBM
s SPB is available in SPBM
s SPB is available in SPBM
s SPB is available in SPBM
s SPB is available in SPBM
this SPB does not exist in SPBM

ETSI TS 103 999-2 V15.0.0 (2021-12)

OCTET STRI NG : =' AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA! H



Release 15 109 ETSI TS 103 999-2 V15.0.0 (2021-12)

-- ASNISTOP

12.6.3.1.4 SPBM configuration

The SPBM under test shall be configured by the SPBM vendor with the following data:
eSPBID-1 configured as eSPBTY PE-1

eSPBID-2 configured as eSPBTY PE-2

eSPBID-3 (no sbpTypeis configured)

eSPBID-4 (no sbpType is configured)

eSPBID-5 (no sbpTypeis configured)

eSPBID-6 (no sbpTypeis configured)

eSPBID-7 configured as eSPBTY PE-7

eSPBID-8 configured as eSPBTY PE-8

eSPBID-9 configured as eSPBTY PE-9

eSPBID-10 configured as eSPBTY PE-10

eCODEM-3 (unlinked)

eCODEM-UNLINKED (unlinked)

no task typeis allowed for e(FUNCTION-REQUESTER-ID-2
eSi1TaskType-DownloadSPB is alowed for eFUNCTION-REQUESTER-ID-1

12.6.3.2 Procedures

12.6.3.2.1 PSI1_ 6321 - Open pipe session between service provider and SBP Manager

Procedure ID PSI1 6321
Objectives The service provider shall be able to open a session by using the Sil interface to the
SPBM as defined in the clause 12.6.3 of [10].
Configuration CSI1 6311
reference

Initial conditions

Test sequence
Step Description
1 The service provider client shall be in charge of managing the connection establishment to the SPBM
server for the Sil interface. The binding of the Sil interface shall be performed over Hypertext Transfer
Protocol version 2 (HTTP/2) as defined in IETF RFC 7540 [26] and the Transport Layer Security (TLS)
version 1.3 or higher in mutual authentication mode as defined in IETF RFC 8446 [27].

12.6.3.2.2 PSI1_6322 - Open pipe session between LBA and SBP Manager

Procedure ID PSI1_6322

Objectives The LBA shall be in charge of managing the connection establishment to the SPBM
server for the Si2 interface. The binding of the Si2 interface shall be performed over
Hypertext Transfer Protocol version 2 (HTTP/2) as defined in IETF RFC 7540 [26] and the
Transport Layer Security (TLS) version 1.3 or higher in mutual authentication mode as
defined in IETF RFC 8446 [27].

Configuration CSI1_6312
reference
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Initial conditions

Test sequence
Step Description
1 The LBA establishes the Si2 session.

12.6.3.3 Test descriptions

12.6.3.3.1 Sil.CreateSPReference command and response handling
12.6.3.3.1.1 SI1_63311 - Sil.CreateSPReference succeed
Test ID SI1_63311

Test objectives  [To verify that the service provider client is able to create a reference (CodeM) shared
between the service provider client and the SPBM server for a specific SPB ID.
Configuration CSI1_6311

reference

Initial conditions
The procedure PSI1_6321 shall be successfully executed.
Test sequence

Step Description Requirements
1 |The service provider client sends aSI1-63311-command-01 to the SPBM server:
-- ASNLSTART
aSl| 1- 63311- command- 01 Si 1Cr eat eSPRef er enceCommand :: = {

aSi 1CommandHeader {
aFuncti onRequest er| d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | I d eFUNCTI ON- CALL- | D- CREATEREFERENCE- 1
b
aCodeM eCODEM 1,
aSpbl d eSPBI D1,
aTaskType eSi 1TaskType- Downl oadSPB

}
-- ASNLISTOP
2 |The SPBM server sends aSI1-63311-response-01 to the service provider client: RQ1203_010
_ susper iz e
aSl| 1- 63311-response- 01 Si 1Cr eat eSPRef er enceResponse :: = { -
aSi 1ResponseHeader { RQ1206_103
aFunct i onExecuti onSt at us eSi 1Execut i onSt at us- Execut ed- Success RQ1206_105
}, RQ1206_106
aSi 1Cr eat eSPRef er enceResul t aSi 1Cr eat eSPRef erenceCk : { RQ1206_107
aCodeM eCCDEM 1, RQ1203 0l1la
aSpbl d eSPBI D-1
}
}
-- ASNLSTCP
12.6.3.3.1.2 SI1_63312 - Sil.CreateSPReference succeed - no CodeM provided
Test ID Sl1_63312
Test objectives To verify that the service provider client is able to create a reference (CodeM) shared

between the service provider client and the SPBM server for a specific SPB ID, and that
in case no CodeM is provided as input the SPBM generates the CodeM.

Configuration CSI1_6311

reference

Initial conditions
The procedure PSI1_6321 shall be successfully executed:
-- ASNLSTART

aEMPTY_1 OCTET STRING ::= ''H /*<STORE(aEMPTY_1) >*/
-- ASNISTOP
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Test sequence

Step |Description Requirements
1 The service provider client sends aSI1-63312-command-01 to the SPBM server:
-- ASNLISTART
aSl| 1- 63312- command- 01 Si 1Cr eat eSPRef er enceCommand :: = {

aSi 1CommandHeader {
aFuncti onRequest er | d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- CREATEREFERENCE- 2
b
aSpbl d eSPBI D- 4,
aTaskType eSi 1TaskType- Downl oadSPB

-- ASNISTOP

2 The SPBM server sends aSI1-63312-response-01 to the service provider client: RQ1203_010
- - ASNLSTART RQ1203 011
aSl 1- 63312-response- 01 Si 1Cr eat eSPRef er enceResponse :: = { RQ1206_095

aSi 1ResponseHeader {
aFuncti onExecuti onSt at us eSi 1Executi onSt at us- Execut ed- Success RQ1206_097
}, RQ1206_101
aSi 1Cr eat eSPRef er enceResul t aSi 1Cr eat eSPRef erenceCk : { RQ1206_105

aCodeM ' 0000000000000000' H, /*<COVPARE( aEMPTY_1, DI F) >*/
aSpbl d eSPBI D- 4 RQ1206_106

} RQ1206_107

} RQ1203 011b
-- ASNISTCP
12.6.3.3.1.3 SI1 63313 - Sil.CreateSPReference error - SpbID already linked
Test ID Sl1_63313
Test objectives To verify that the service provider client fails to create a reference (CodeM) if the SPB ID
is already linked to a CodeM.
Configuration CSI1_6311
reference

Initial conditions
The procedure PSI1_6321 shall be successfully executed.
Test sequence

Step |Description Requirements
1 The service provider client sends aSI1-63313-command-01 to the SPBM server:
-- ASNISTART
asSl| 1- 63313- command- 01 Si 1Cr eat eSPRef er enceCommand :: = {

aSi 1CommandHeader {
aFuncti onRequest erl d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- CREATEREFERENCE- 3
b
aSpbl d eSPBI D1,
aTaskType eSi 1TaskType- Downl oadSPB

}
-- ASNLISTOP

2 |The SPBM server sends aSI1-63313-response-01 to the service provider client: RQ1206_105
-- ASNLSTART RQ1206_106
aSl| 1- 63313-response- 01 Si 1Cr eat eSPRef er enceResponse :: = {

aSi 1ResponseHeader {
aFuncti onExecuti onSt at us eSi 1Executi onSt at us- Fai | ed
b
aSi 1Cr eat eSPRef er enceResul t aSi 1Cr eat eSPRef er enceError :
eSpbl dAl r eadyLi nked

}
-- ASNLSTCP
12.6.3.3.1.4 SI1 63314 - Sil.CreateSPReference error - SpbID unknown
Test ID Sl1_63324
Test objectives To verify that the service provider client fails to create a reference (CodeM) if the
referenced SPB ID does not exist in the SPBM.
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Configuration CSI1_6311
reference

Initial conditions
The procedure PSI1_6321 shall be successfully executed.
Test sequence

Step |Description Requirements
1 The service provider client sends aSI1-63314-command-01 to the SPBM server:
-- ASNISTART
aS| 1- 63314- command- 01 Si 1Cr eat eSPRef er enceCommand :: = {

aSi 1CommandHeader {
aFuncti onRequester| d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- CREATEREFERENCE- 4
}
aCodeM eCCDEM 3,
aSpbl d eSPBI D- UNKNOM,
aTaskType eSi 1TaskType- Downl oadSPB

}
-- ASNISTOP
2 |The SPBM server sends aSI1-31314-response-01 to the service provider client: RQ1206_105
- ASNISTART RQ1206_106
aS| 1- 63314-response- 01 Si 1Cr eat eSPRef er enceResponse :: = {
aSi 1ResponseHeader {
aFuncti onExecuti onSt at us eSi 1Executi onSt at us- Fai | ed
b
aSi 1Cr eat eSPRef erenceResul t aSi 1Cr eat eSPRef er enceErr or
eSpbl dUnknown
}
-- ASNL1STOP
12.6.3.3.1.5 Sl1_63315 - Sil.CreateSPReference error - Task type unknown
Test ID Sl1_63315
Test objectives To verify that the service provider client fails to create a reference (CodeM) if the Task
Type provided as an input is not '‘DownloadSPB'.
Configuration CSI1_6311
reference
Initial conditions
The procedure PSI1_6321 shall be successfully executed.
Test sequence
Step |Description Requirements
1 The service provider client sends aSI1-63315-command-01 to the SPBM server:
-- ASNLISTART
aSl 1- 63315- command- 01 Si 1Cr eat eSPRef er enceCommand :: = {
aSi 1CommandHeader {
aFuncti onRequest er| d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- CREATEREFERENCE- 5
b
aCodeM eCCDEM 5,
aSpbl d eSPBI D-5,
aTaskType eSi 1TaskType-Egi bilitylnfo
}
-- ASNLISTOP
2 |The SPBM server sends aSI1-63315-response-01 to the service provider client: RQ1206_099
- ASNLISTART RQ1206_105
aSl 1- 63315-response- 01 Si 1Cr eat eSPRef er enceResponse :: = { RQ1206_106
aSi 1ResponseHeader {
aFuncti onExecuti onSt at us eSi 1Executi onSt at us- Fai | ed
b
aSi 1Cr eat eSPRef erenceResul t aSi 1Cr eat eSPRef er enceEr r or
eTaskTypeUnknown
}
-- ASNLISTOP
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12.6.3.3.1.6 Sl1_63316 — Sil.CreateSPReference error - CodeM not allowed
Test ID Sl1_63316
Test objectives To verify that the service provider client fails to create a reference (CodeM) if the CodeM
provided as an input is already linked to another SpbID.
Configuration CSI1_6311
reference

Initial conditions
The procedure PSI1_6321 shall be successfully executed.
Test sequence

Step |Description Requirements
1 The service provider client sends aSI1-63316-command-01 to the SPBM server:
-- ASN1START
asSl| 1- 63316- command- 01 Si 1Cr eat eSPRef er enceCommand :: = {

aSi 1CommandHeader {
aFuncti onRequest er| d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- CREATEREFERENCE- 6
b
aCodeM eCODEM 1,
aSpbl d eSPBI D- 2,
aTaskType eSi 1TaskType- Downl oadSPB

}
-- ASNL1STOP

2 |The SPBM server sends a SI1-63316-response-01 to the service provider client: RQ1206_102
-- ASNLSTART RQ1206_105
aSl| 1- 63316-response- 01 Si 1Cr eat eSPRef er enceResponse :: = { RQ1206_106

aSi 1ResponseHeader {
aFuncti onExecuti onSt at us eSi 1Executi onSt at us- Fai | ed
D
aSi 1Cr eat eSPRef er enceResul t aSi 1Cr eat eSPRef er enceError :
eCodeMNot Al | owed

}
-- ASNL1STOP
12.6.3.3.1.7 SI1_63317 — Sil.CreateSPReference error - Task type not allowed
Test identification [SI1_63317
Test objectives To verify that the service provider client fails to create a reference (CodeM) if the Task
Type provided as an input is not allowed.
Configuration CSl1_6311
reference

Initial conditions
The procedure PSI1_6321 shall be successfully executed.
Test sequence

Step |Description Requirements
1 |The service provider client sends aSl1-63317-command-01 to the SPBM server:
-- ASNLSTART
aSl 1- 63317- command- 01 Si 1Cr eat eSPRef er enceCommand :: = {

aSi 1CommandHeader {
aFuncti onRequest er |l d eFUNCTI ON- REQUESTER- | D- 2,
aFunctionCal | | d eFUNCTI ON- CALL- | D- CREATEREFERENCE- 7
b
aCodeM eCODEM 6,
aSpbl d eSPBI D- 6,
aTaskType eSi 1TaskType- Downl oadSPB

}
-- ASNISTOP
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2 |The SPBM server sends aSI1-63317-response-01 to the service provider client: RQ1206_100
-- ASNLSTART RQ1206_105
aSl 1- 63317-response- 01 Si 1Cr eat eSPRef er enceResponse :: = { RQ1206_106

aSi 1ResponseHeader {
aFuncti onExecuti onSt at us eSi 1Executi onSt at us- Fai | ed
b
aSi 1Cr eat eSPRef erenceResul t aSi 1Cr eat eSPRef erenceError :
eTaskNot Al | owed

}
- - ASNLSTCP
12.6.3.3.2 Sil.SelectSpb command and response handling
12.6.3.3.2.1 SI1_63321 - Sil.SelectSpb succeed
Test ID SI1_63321
Test objectives To verify that the service provider is able to select a SPB in the SPBM.
Configuration CsSl1_6311
reference

Initial conditions
The procedure PSI1_6321 shall be successfully executed.
Test sequence

Step |Description Requirements
1 The service provider client sends aSI1-63321-command-01 to the SPBM server:
-- ASNISTART
aS| 1- 63321- command- 01 Si 1Sel ect SpbCommand :: = {

aSi 1CommandHeader {
aFuncti onRequest erl d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- SELECT- 1

b

aSpbl d eSPBI D7,

aSpbType eSPBTYPE- 7,

aPpl dentifier ePPlDENTIFIER-1,
aCodeM eCCDEM 7,

aFl agFi nal i ze FALSE

}
-- ASNISTOP
2 The SPBM server sends aSI1-63321-response-01 to the service provider client: RQ1203_008
-- ASNISTART RQ1206_080
aSl 1- 63321-response- 01 Si 1Sel ect SpbResponse ::= { RQ1206_081
aSi 1ResponseHeader { RQ1206_082
aFunct i onExecuti onSt at us eSi 1Execut i onSt at us- Execut ed- Success RQ1206_088
b RQ1206_089
aSi 1Sel ect SpbResul t aSi 1Sel ect SpbCk : { RQ1206_090
aSpbType eSPBTYPE-7, RQ1206_093
aPpl dentifier ePPlIDENTIFIER-1, —
aCodeM eCODEM 7 RQ1206_094
}
}
-- ASNISTOP
12.6.3.3.2.2 Sl1 63322 - Sil.SelectSpb succeed - CodeM not known
Test ID Sl1 63322

Test objectives  |To verify that upon reception of the "Sil.SelectSpb" function command, the SPBM stores
the CodeM if provided as input data is not formerly known by the SPBM.
Configuration CSI1 6311

reference

Initial conditions
The procedure PSI1_6321 shall be successfully executed.
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Test sequence

Step |Description Requirements
1 The service provider client sends aSI1-63322-command-01 to the SPBM server:
-- ASNLISTART
aSl 1- 63322- command- 01 Si 1Sel ect SpbCommand :: = {

aSi 1CommandHeader {
aFuncti onRequest er | d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- SELECT- 2

b

aSpbl d eSPBI D- 2,

aSpbType eSPBTYPE- 2,

aPpl dentifier ePPlDENTIFIER-1,
aCodeM e CODEM- NOTKNOWN,

aFl agFi nal i ze TRUE

}
-- ASNISTOP
2 |The SPBM server sends aSI1-63322-response-01 to the service provider client: RQ1206_080
-- ASNLSTART RQ1206_081
aSl 1- 63322-response- 01 Si 1Sel ect SpbResponse :: = { RQ1206_082
aSi 1ResponseHeader { RQ1206_087
aFunct i onExecuti onSt at us eSi 1Execut i onSt at us- Execut ed- Success RQ1206_088
Do RQ1206_089
aSi 1Sel ect SpbResul t aSi 1Sel ect SpbCk : { RQ1206_090
aSpbl d eSPBI D1, RQ1206_092
aSpbType eSPBTYPE- 1, RQ1206 093
aPpl dentifier ePPl DENTI FI ER-1, —
aCodeM eCODEM NOTKNOWN RQ1206_094
}
}
-- ASN1STOP
12.6.3.3.2.3 Sl1_63323 - Sil.SelectSpb error - SpbID unknown
Test ID Sl1_63323
Test objectives To verify that the service provider fails to select a SPB in the SPBM if the selected SpbID
does not exist in the SPBM.
Configuration CSI1 6311
reference
Initial conditions
The procedure PSI1_6321 shall be successfully executed.
Test sequence
Step |Description Requirements
1 |The service provider client sends aSI1-63323-command-01 to the SPBM server:
-- ASNLISTART
aSl 1- 63323- command- 01 Si 1Sel ect SpbCommand :: = {
aSi 1CommandHeader {
aFuncti onRequest erl d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- SELECT- 3
b
aSpbl d eSPBI D- UNKNOMW,
aSpbType eSPBTYPE- 1,
aPpl dentifier ePPl DENTI FI ER-1,
aCodeM eCCDEM 2,
aFl agFi nal i ze TRUE
}
-- ASN1STOP
2 |The SPBM server sends aSI1-63313-response-01 to the service provider client: RQ1206_084
- ASNLISTART RQ1206_092
aSl| 1- 63323-response- 01 Si 1Sel ect SpbResponse :: = { RQ1206_093
aSi 1ResponseHeader {
aFuncti onExecuti onSt at us eSi 1Executi onSt at us- Fai | ed
b
aSi 1Sel ect SpbResul t aSi 1Sel ect SpbError : eSpbl dunknown
}
-- ASNISTOP
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12.6.3.3.2.4 Sl1_63324 - Sil.SelectSpb error - SpbType unknown
Test ID SI1_63324
Test objectives To verify that the service provider fails to select a SPB in the SPBM if the selected SPB
Type is unknown.
Configuration CsSl1_6311
reference

Initial conditions
The procedure PSI1_6321 shall be successfully executed.
Test sequence

Step |Description Requirements
1 The service provider client sends aSI1-63324-command-01 to the SPBM server:
-- ASNLISTART
aS| 1- 63324- command- 01 Si 1Sel ect SpbCommand :: = {

aSi 1CommandHeader {
aFuncti onRequest er| d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- SELECT- 4

H

aSpbl d eSPBI D- 3,

aSpbType eSPBTYPE- UNKNOM,

aPpl dentifier ePPlDENTIFIER-1,
aCodeM eCODEM 3,

aFl agFi nal i ze TRUE

}
-- ASNLSTCP
2 The SPBM server sends aSI1-63324-response-01 to the service provider client: RQ1206_085
-- ASNLSTART RQ1206_092
aS| 1- 63324-response- 01 Si 1Sel ect SpbResponse :: = { RQ1206_093
aSi 1ResponseHeader {
aFuncti onExecuti onSt at us eSi 1Executi onSt at us- Fai | ed
b
aSi 1Sel ect SpbResul t aSi 1Sel ect SpbError : eSpbTypeUnknown
}
-- ASN1STOP
12.6.3.3.2.5 SI1_63325 - Sil.SelectSpb error - SpbType mismatch
Test ID SI1_63325
Test objectives To verify that the service provider fails to select a SPB in the SPBM if the selected SPB
ID does not match to the selected SPB Type.
Configuration CSI1 6311
reference
Initial conditions
The procedure PSI1_6321 shall be successfully executed.
Test sequence
Step |Description Requirements
1 |The service provider client sends aSl1-63325-command-01 to the SPBM server:
-- ASNLSTART
aSl 1- 63325- command- 01 Si 1Sel ect SpbCommand :: = {

aSi 1CommandHeader {
aFuncti onRequest erl d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- SELECT-5

b

aSpbl d eSPBI D1,

aSpbType eSPBTYPE- 2,

aPpl dentifier ePPl DENTI FI ER-1,
aCodeM eCCDEM 1,

aFl agFi nal i ze TRUE

}
-- ASNLSTOP
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2 The SPBM server sends aSI1-63325-response-01 to the service provider client: RQ1206_084
-- ASNLSTART RQ1206_092
aSl 1- 63325-response- 01 Si 1Sel ect SpbResponse ::= { RQ1206_093

aSi 1ResponseHeader {
aFuncti onExecuti onSt at us eSi 1Executi onSt at us- Fai | ed

b
aSi 1Sel ect SpbResul t aSi 1Sel ect SpbError : eSpbTypeM smat ch
}
-- ASNISTOP
12.6.3.3.2.6 Sl1_63326 - Sil.SelectSpb error - CodeM not allowed
Test ID Sl1_63326

Test objectives  |To verify that the service provider fails to select a SPB in the SPBM if the selected CodeM
is already linked to a SpbID.
Configuration CSI1_6311

reference

Initial conditions
The procedure PSI1_6321 shall be successfully executed.
Test sequence

Step |Description Requirements
1 The service provider client sends aSI1-63326-command-01 to the SPBM server:
-- ASNLISTART
aS| 1- 63326- command- 01 Si 1Sel ect SpbCommand :: = {

aSi 1CommandHeader {
aFuncti onRequest er| d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- SELECT- 6

b

aSpbl d eSPBI D- 2,

aSpbType eSPBTYPE- 2,

aPpl dentifier ePPlDENTIFIER-1,

aCodeM eCODEM 1,

aFl agFi nal i ze TRUE

}
-- ASNLSTOP
2 The SPBM server sends aSI1-63326-response-01 to the service provider client: RQ1206_086
-- ASNLSTART RQ1206_092
aS| 1- 63326-response- 01 Si 1Sel ect SpbResponse :: = { RQ1206_093
aSi 1ResponseHeader { RQ1203_008

aFuncti onExecuti onSt at us eSi 1Executi onSt at us- Fai | ed

b
aSi 1Sel ect SpbResul t aSi 1Sel ect SpbError : eCodeM\ot Al | owed

}
-- ASNISTCP
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12.6.3.3.2.7 SI1_63327 - Sil.SelectSpb without FlagFinalize

Test ID SI1_63327
Test objectives  |To verify that if aFlagFinalize is not present in SilSelectSpbCommand, it is considered as
set to FALSE. The SPBM does not wait for Sil.FinalizePreparation to continue with the
Bound SPB image download.
Configuration CSI1_6312
reference

Initial conditions

The procedure PSI1_6321 shall be successfully executed.

The procedure PSI1_6322 shall be successfully executed.

The aSI2-63327-command-02 is generated by using the S12_63327_command_02 configuration file.
The aSI2-63327-command-03 is generated by using the SI2_63327_command_03 configuration file.
The aSI2-63327-response-02 is verified by using the SI2_63327_response_02 configuration file.
The aSI2-63327-response-03 is verified by using the SI2_63327_response_03 configuration file.

Test sequence

Step |Description Requirements
1 The service provider client sends aSI1-63327-command-01 to the SPBM server:
-- ASNLISTART
aSl 1- 63327- command- 01 Si 1Sel ect SpbCommand :: = {

aSi 1CommandHeader {
aFuncti onRequest er| d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- SELECT- 7

b

aSpbl d eSPBI D1,

aSpbType eSPBTYPE- 1,

aPpl dentifier ePPl DENTI FI ER-1,
aCodeM eCODEM 1

}
-- ASNLSTOP
2 The SPBM server sends aSI1-63327-response-01 to the service provider client:
-- ASNLSTART
aSl| 1- 63327-response- 01 Si 1Sel ect SpbResponse :: = {

aSi 1ResponseHeader {

aFuncti onExecuti onSt at us eSi 1Execut i onSt at us- Execut ed- Success
b
aSi 1Sel ect SpbResul t aSi 1Sel ect SpbCk : {

aSpbl d eSPBI D1,

aSpbType eSPBTYPE- 1,

aPpl dentifier ePPlIDENTIFIER-1,

aCodeM eCODEM 1

}
}
-- ASNISTOP
3 The LBA sends aSI2-63327-command-02 Si2.GetSpbmCertificate command the
SPBM.
4 |The SPBM sends aSI2-63327-response-02 Si2.GetSpbmCertificate response to RQ1206_091

the LBA containing aSi2GetSpbmCertificateOk.

5 The LBA sends aSI2-63327-command-03 Si2. GetBoundSpblmage command the
SPBM.

6 |The SPBM sends aSI2-63327-response-03 Si2. GetBoundSpblmage response to RQ1206_091
the LBA.

The LBA (tester) shall verify that the response is well formatted.
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12.6.3.3.2.8 Sl1_63328 - Sil.SelectSpb with FlagFinalize set to TRUE
Test ID Si1_63328
Test objectives To verify that if aFlagFinalize is set to TRUE the SPBM waits for the
Sil.FinalizePreparation command to continue with the Bound SPB image download.
Configuration CSl1_6312
reference

Initial conditions

The procedure PSI1_6321 shall be successfully executed.

The procedure PSI1_6322 shall be successfully executed.

The aSI2-63328-command-02 is generated by using the S12_63328_command_02 configuration file.
The aSI2-63328-command-03 is generated by using the S12_63328_command_03 configuration file.
The aSI2-63328-response-02 is verified by using the S12_63328_response_02 configuration file.
The aSI2-63328-response-03 is verified by using the S12_63328_response_03 configuration file.

Test sequence

Step |Description Requirements
1 |The service provider client sends aSl1-63328-command-01 to the SPBM server:
-- ASNLSTART
aSl 1- 63328- command- 01 Si 1Sel ect SpbCommand :: = {

aSi 1CommandHeader {
aFuncti onRequester| d eFUNCTI ON REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- SELECT- 8

b

aSpbl d eSPBI D- 8,

aSpbType eSPBTYPE- 8,

aPpl dentifier ePPl DENTI FI ER-1,

aCodeM eCODEM 8,

aFl agFi nal i ze TRUE

}
-- ASNISTOP
2 |The SPBM server sends aSI1-63328-response-01 to the service provider client:
-- ASNLSTART
aSl 1- 63328-response- 01 Si 1Sel ect SpbResponse :: = {

aSi 1ResponseHeader {

aFuncti onExecuti onSt at us eSi 1Execut i onSt at us- Execut ed- Success
b
aSi 1Sel ect SpbResul t aSi 1Sel ect SpbCk : {

aSpbl d eSPBI D- 8,

aSpbType eSPBTYPE- 8,

aPpl dentifier ePPl DENTI FI ER-1,

aCodeM eCODEM 8

}
}
-- ASNLSTOP
3 The service provider client sends aSI1-63328-command-02 to the SPBM server:
-- ASNISTART
aSl 1- 63328- command- 02 Si 1Fi nal i zePreparati onCommand :: = {

aSi 1CommandHeader {
aFuncti onRequest er|l d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- FI NALI ZEPREP- 1

b
aCodeM eCODEM 8

}
-- ASNLISTOP
4  |The SPBM server sends aS|1-63328-response-02 to the service provider client:
-- ASNLSTART
aSl 1- 63328-response- 02 Si 1Fi nal i zePr epar ati onResponse ::= {

aSi 1ResponseHeader {
aFuncti onExecuti onSt at us eSi 1Execut i onSt at us- Execut ed- Success

b
aSi 1Fi nal i zePreparati onResul t aSi 1Fi nal i zePreparati onCk : {
aCodeM eCODEM 8

}

}

-- ASNLSTCP

5 |The LBA sends aSI2-63328-command-03 Si2.GetSpbmCertificate command the
SPBM.

6 |The SPBM sends aSI2-63328-response-03 Si2.GetSpbmCertificate response to RQ1206_110
the LBA containing aSi2GetSpbmCertificateOk. RQ1206_118
7 The LBA sends aSI2-63328-command-04 Si2. GetBoundSpblmage command the
SPBM.
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8 |The SPBM sends aSI2-63328-response-04 Si2. GetBoundSpblmage response to RQ1206_110
the LBA. RQ1206_118
The LBA (tester) shall verify that the response is well formatted. RQ1203 009
12.6.3.3.3 Sil.FinalizePreparation command and response handling
12.6.3.3.3.1 Sl1_63331 - Sil.FinalizePreparation succeed
Test ID SI1_63331
Test objectives  |Check if the service provider uses the “Sil.FinalizePreparation” function to indicate that
its internal procedures are completed.
Configuration CSI1_6311
reference
Initial conditions
The procedure PSI1_6321 shall be successfully executed.
Test sequence
Step |Description Requirements
1 The service provider client sends aSI1-63331-command-01 to the SPBM server:
-- ASNLSTART
aSl 1- 63331- command- 01 Si 1Sel ect SpbCommand :: = {
aSi 1CommandHeader {
aFuncti onRequester| d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- SELECT- 9
b
aSpbl d eSPBI D1,
aSpbType eSPBTYPE- 1,
aPpl dentifier ePPlIDENTIFIER-1,
aCodeM eCODEM 1,
aFl agFi nal i ze TRUE
}
-- ASNLSTCP
2 |The SPBM server sends aSI1-63331-response-01 to the service provider client: RQ1206_108
-- ASNLSTART RQ1206_109
aSl| 1- 63331-response-01 Si 1Sel ect SpbResponse :: = {
aSi 1ResponseHeader {
aFuncti onExecuti onSt at us eSi 1Executi onSt at us- Execut ed- Success
b
aSi 1Sel ect SpbResul t aSi 1Sel ect SpbCk : {
aSpbl d eSPBI D1,
aSpbType eSPBTYPE- 1,
aPpl dentifier ePPlDENTIFIER-1,
aCodeM eCCDEM 1
}
}
-- ASNISTOP
3 The service provider client sends SI1-63331-command-02 to the SPBM server:
-- ASNLSTART
asSl 1- Y331- command- 02 Si 1Fi nal i zePr eparati onCommand :: = {
aSi 1CommandHeader {
aFuncti onRequester| d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | I d eFUNCTI ON- CALL- | D- FI NALI ZEPREP- 2
b
aCodeM eCODEM 1
}
-- ASNISTOP
4  |The SPBM server sends aSl1-63331-response-02 to the service provider client: RQ1203_009
-- ASNLSTART RQ1206_108
aSl 1- 63331-response- 02 Si 1Fi nal i zePr epar ati onResponse ::= { RQ1206_109
aSi 1ResponseHeader { RQ1206_111
aFunct i onExecuti onSt at us eSi 1Execut i onSt at us- Execut ed- Success RQ1206_113
b RQ1206_116
aSi 1Fi nal i zePreparati onResul t aSi 1Fi nal i zePreparati onCk : { RQ1206_117
aCodeM eCODEM 1 RQ1206_119
} _
}
-- ASNLSTCP
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12.6.3.3.3.2 Sl11_63332 - Sil.FinalizePreparation error - CodeM unknown
Test ID Sl1_63332
Test objectives  |Verify that the "Sil.FinalizePreparation" function fails, if the CodeM provided as input is
unknown.
Configuration CSI1_6311
reference

Initial conditions
The procedure PSI1_6321 shall be successfully executed.
Test sequence

Step |Description Requirements
1 |The service provider client sends aSI1-63332-command-01 to the SPBM server:
-- ASNISTART
aSl 1- 63332- command- 01 Si 1Sel ect SpbCommand :: = {

aSi 1CommandHeader {
aFuncti onRequester|l d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- SELECT- 10

}

aSpbl d eSPBI D-1,

aSpbType eSPBTYPE- 1,

aPpl dentifier ePPl DENTI FI ER-1,

aCodeM eCODEM 1,

aFl agFi nal i ze TRUE

}
-- ASN1STOP
2 |The SPBM server sends aSI1-63332-response-01 to the service provider client:
-- ASNLSTART
aSl 1- 63332-response- 01 Si 1Sel ect SpbResponse :: = {

aS1lResponseHeader {
aFuncti onExecuti onSt at us eSi 1Execut i onSt at us- Execut ed- Success

b
aSi 1Sel ect SpbResul t aSi 1Sel ect SpbCk : {
aSpbl d eSPBI D1,
aSpbType eSPBTYPE- 1,
aPpl dentifier ePPl DENTI FI ER-1,
aCodeM eCCDEM 1

}
}
-- ASNLSTOP
3 The service provider client sends aSI1-63332-command-02 to the SPBM server:
-- ASNISTART
aSl 1- 63332- command- 02 Si 1Fi nal i zePreparati onCommand :: = {

aSi 1CommandHeader {
aFuncti onRequest er| d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- FI NALI ZEPREP- 3

b
aCodeM e CODEM- UNKNOWN

}
-- ASNISTCP
4 The SPBM server sends aSI1-63332-response-02 to the service provider client: RQ1206_113
- - ASNLSTART RQ1206_114
aSl| 1- 63332-response-02 Si 1Fi nal i zePrepar ati onResponse :: = { RQ1206_116
aSi 1ResponseHeader { .
aFuncti onExecuti onSt at us eSi 1Executi onSt at us- Fai | ed RQ1206_117
}, RQ1206_119
aSi 1Fi nal i zePreparati onResul t aSi 1Fi nal i zePreparati onError :
eCodeMJnknown
}
-- ASNISTCP
12.6.3.3.3.3 Sl1_63333 - Sil.FinalizePreparation error - CodeM unlinked
Test ID SI1_63333

Test objectives  |Verify that the "Sil.FinalizePreparation" function fails, if the CodeM provided as input is
not linked to any SPB.
Configuration CSI1_6311

reference

Initial conditions
The procedure PSI1_6321 shall be successfully executed.
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Test sequence

Step |Description Requirements
1 The service provider client sends aSI1-63333-command-01 to the SPBM server:
-- ASNLSTART
aSl 1- 63333- command- 01 Si 1Sel ect SpbCommand :: = {

aSi 1CommandHeader {
aFuncti onRequest er | d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- SELECT- 11

b

aSpbl d eSPBI D1,

aSpbType eSPBTYPE- 1,

aPpl dentifier ePPlDENTIFIER-1,
aCodeM eCODEM 1,

aFl agFi nal i ze TRUE

}
-- ASNLSTCP
2 |The SPBM server sends aSI1-63333-response-01 to the service provider client:
-- ASNLSTART
aSl 1- 63333-response- 01 Si 1Sel ect SpbResponse :: = {

aSi 1ResponseHeader {
aFuncti onExecuti onSt at us eSi 1Execut i onSt at us- Execut ed- Success
b

aSi 1Sel ect SpbResul t aSi 1Sel ect SpbCk : {
aSpbl d eSPBI D1,
aSpbType eSPBTYPE- 1,
aPpl dentifier ePPl DENTI FI ER-1,
aCodeM eCODEM 1

}
}
-- ASNLSTOP
3 The service provider client sends aSI1-63333-command-02 to the SPBM server:
-- ASNISTART
aSl 1- 63333- command- 02 Si 1Fi nal i zePreparati onCommand :: = {

aSi 1CommandHeader {
aFuncti onRequester| d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- FI NALI ZEPREP- 4

b
aCodeM eCODEM UNLI NKED
}
-- ASNLSTOP
4 The SPBM server sends aSI1-63333-response-02 to the service provider client: RQ1206_113
-- ASNLSTART RQ1206_115
aSl 1- 63333-response-02 Si 1Fi nal i zePr epar ati onResponse ::= { RQ1206_116

aSi 1ResponseHeader
aFunctpi onExecut i OI{’lSt atus eSi 1Executi onSt at us- Fai | ed RQ1206_117
b RQ1206_119
aSi 1Fi nal i zePreparati onResul t aSi 1Fi nal i zePreparati onError :
eCodeMNot Al | owed

}
-- ASNLSTOP
12.6.3.3.4 Sil.CancelPreparation command and response handling
12.6.3.3.4.1 Sl1_63341 - Sil.CancelPreparation succeed with SpblD
Test ID SI1_63341

Test objectives  |Check if the service provider uses the "Sil.CancelPreparation” function to cancel a
pending preparation procedure.
Configuration CSI1_6311

reference

Initial conditions
The procedure PSI1_6321 shall be successfully executed.
Test sequence
Step |Description Requirements

ETSI



Release 15 123 ETSI TS 103 999-2 V15.0.0 (2021-12)

1 The service provider client sends aSI1-63341-command-01 to the SPBM server:

-- ASNLISTART
aSl 1- 63341- command- 01 Si 1Sel ect SpbCommand :: = {
aSi 1CommandHeader {
aFuncti onRequester| d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- SELECT- 12

b

aSpbl d eSPBI D1,

aSpbType eSPBTYPE- 1,

aPpl dentifier ePPlIDENTIFIER-1,
aCodeM eCODEM 1,

aFl agFi nal i ze TRUE

}
-- ASN1STOP
2 |The SPBM server sends aSI1-63341-response-01 to the service provider client:
-- ASNLSTART
aSl 1- 63341-response- 01 Si 1Sel ect SpbResponse :: = {

aSi 1ResponseHeader {

aFuncti onExecuti onSt at us eSi 1Executi onSt at us- Execut ed- Success
}
aSi 1Sel ect SpbResul t aSi 1Sel ect SpbCk : {

aSpbl d eSPBI D1,

aSpbType eSPBTYPE- 1,

aPpl dentifier ePPl DENTI FI ER-1,

aCodeM eCCODEM 1

}
}
-- ASNLSTOP
3 The service provider client sends aSI1-63341-command-02 to the SPBM server:
-- ASNISTART
aSl 1- 63341- command- 02 Si 1Cancel Preparati onComrand :: = {

aSi 1CommandHeader {
aFuncti onRequest er|l d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- CANCELPREP- 1

b
aSpbl d eSPBI D- 1

}
-- ASN1STOP

4  |The SPBM server sends aSl1-63341-response-02 to the service provider client: RQ1206_120
-- ASNLSTART RQ1206_121
aSl 1- 63341-response- 02 Si 1Cancel Prepar ati onResponse :: = { RQ1206_130

aSi 1ResponseHeader {
aFuncti onExecuti onSt at us eSi 1Execut i onSt at us- Execut ed- Success RQ1206_131

b RQ1206_132

aSi 1Cancel Preparati onResult aSi 1Cancel Preparati onCk : {
aSpbl d eSPBI D- 1

}
}
-- ASNISTCP
12.6.3.3.4.2 SI1 63342 - Sil.CancelPreparation succeed with CodeM
Test ID Sl1 63342

Test objectives  |Check if the service provider uses the "Sil.CancelPreparation" function to cancel a
pending preparation procedure.
Configuration CSI1 6211

reference

Initial conditions
The procedure PSI1_6321 shall be successfully executed.
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Test sequence

Step |Description Requirements
1 The service provider client sends aSI1-63342-command-01 to the SPBM server:
-- ASNLISTART
aS| 1- 63342- command- 01 Si 1Sel ect SpbCommand :: = {

aSi 1CommandHeader {
aFuncti onRequest er | d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- SELECT- 13

b

aSpbl d eSPBI D1,

aSpbType eSPBTYPE- 1,

aPpl dentifier ePPlDENTIFIER-1,
aCodeM eCODEM 1,

aFl agFi nal i ze TRUE

}
-- ASNLSTCP
2 |The SPBM server sends aSI1-63342-response-01 to the service provider client:
-- ASNLSTART
aSl 1- 63342-response- 01 Si 1Sel ect SpbResponse :: = {

aSi 1ResponseHeader {

aFuncti onExecuti onSt at us eSi 1Executi onSt at us- Execut ed- Success
}
aSi 1Sel ect SpbResul t aSi 1Sel ect SpbCk : {

aSpbl d eSPBI D1,

aSpbType eSPBTYPE- 1,

aPpl dentifier ePPl DENTI FI ER-1,

aCodeM eCCDEM 1

}
}
-- ASNISTCP
3 The service provider client sends aSI1-63342-command-02 to the SPBM server:
-- ASNLISTART
aSl 1- 63342- command- 02 Si 1Cancel Preparati onComrand :: = {
aSi 1CommandHeader {
aFuncti onRequester| d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- CANCELPREP- 2
}
aCodeM eCODEM 1
}
-- ASNISTOP
4  |The SPBM server sends aSl1-63342-response-02 to the service provider client: RQ1203_012
-- ASNLISTART RQ1206_120
Sl 1- 63342-response- 02 Si 1Cancel Prepar ati onResponse ::= { RQ1206_121
aSi 1ResponseHeader { .
aFuncti onExecuti onSt at us eSi 1Executi onSt at us- Execut ed- Success RQ1206_130
}, RQ1206_131
aSi 1Cancel Preparati onResul t aSi 1Cancel Preparati onCk : { RQ1206 132
aCodeM eCCODEM 1 -
}
-- ASNISTOP
5 The service provider client sends aSI1-63342-command-03 to the SPBM server:
-- ASNISTART
aS| 1- 63342- command- 03 Si 1Cr eat eSPRef er enceCommand :: = {

aSi 1CommandHeader {
aFuncti onRequester| d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- CREATEREFERENCE- 8
}
aCodeM eCODEM 1,
aSpbl d eSPBI D1,
aTaskType eSi 1TaskType- Downl oadSPB

}
-- ASNISTOP
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6 |The SPBM server sends aSl1-63342-response-03 to the service provider client: RQ1206_127
-- ASNLSTART RQ1206_128
aSl 1- 63342-response- 03 Si 1Cr eat eSPRef er enceResponse @ : = { RQ1206_129

aSi 1ResponseHeader {

aFuncti onExecuti onSt at us eSi 1Execut i onSt at us- Execut ed- Success
b
aSi 1Cr eat eSPRef erenceResul t aSi 1Cr eat eSPRef erenceCk : {

aCodeM eCODEM 1,

aSpbl d eSPBI D1

}
}
-- ASNISTCP
7 The service provider client sends aSI1-63342-command-04 to the SPBM server:
-- ASNLISTART
aS| 1- 63342- command- 04 Si 1Cancel Preparati onCommand :: = {

aSi 1CommandHeader {
aFuncti onRequest er| d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- CANCELPREP- 3

D
aCodeM eCODEM 1

}
-- ASNISTCP
8 |The SPBM server sends aSl1-63342-response-04 to the service provider client: RQ1203_012
-- ASNLISTART
aS| 1- 63342-response- 04 Si 1Cancel Preparati onResponse :: = {

aSi 1ResponseHeader {

aFuncti onExecuti onSt at us eSi 1Execut i onSt at us- Execut ed- Success
D
aSi 1Cancel Preparati onResul t aSi 1Cancel Preparati onCk : {

aCodeM eCODEM 1

}
}
-- ASNLSTOP
12.6.3.3.4.3 Sl1_63343 - Sil.CancelPreparation succeed with CodeM and SpbID
Test ID Sl1 63343

Test objectives  |Check if the service provider uses the “Sil.CancelPreparation” function to cancel a
pending preparation procedure.
Configuration CSI1_6311

reference

Initial conditions
The procedure PSI1_6321 shall be successfully executed.
Test sequence

Step |Description Requirements
1 The service provider client sends aSI1-63343-command-01 to the SPBM server:
-- ASNISTART
aS| 1- 63343- command- 01 Si 1Sel ect SpbCommand :: = {

aSi 1CommandHeader {
aFuncti onRequest er|l d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- SELECT- 14

b

aSpbl d eSPBI D1,

aSpbType eSPBTYPE- 1,

aPpl dentifier ePPlDENTIFIER-1,

aCodeM eCODEM 1,

aFl agFi nal i ze TRUE

}
-- ASNISTOP
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2 The SPBM server sends aSI1-63343-response-01 to the service provider client:

-- ASNLSTART
aSl 1- 63343-response- 01 Si 1Sel ect SpbResponse :: = {
aSi 1ResponseHeader {
aFuncti onExecuti onSt at us eSi 1Execut i onSt at us- Execut ed- Success
b
aSi 1Sel ect SpbResul t aSi 1Sel ect SpbCk : {
aSpbl d eSPBI D1,
aSpbType eSPBTYPE- 1,
aPpl dentifier ePPlDENTIFIER-1,
aCodeM eCODEM 1

}
}
-- ASNLSTOP
3 The service provider client sends aSI1-63343-command-02 to the SPBM server:
-- ASNISTART
aSl 1- 63343- command- 02 Si 1Cancel Preparati onComrand :: = {

aSi 1CommandHeader {
aFuncti onRequester| d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- CANCELPREP- 4
b
aCodeM eCODEM 1,
aSpbl d eSPBI D1

}
-- ASNISTOP

4 |The SPBM server sends aSI1-63343-response-02 to the service provider client: RQ1203 012
-- ASNLISTART RQ1206_120
aS| 1- 63343-response- 02 Si 1Cancel Preparati onResponse ::= { RQ1206_121

aSi 1ResponseHeader {

aFuncti onExecutionSt at us eSi 1Executi onSt at us- Execut ed- Success RQ1206_130
b RQ1206_131
aSi 1Cancel Preparati onResul t aSi 1Cancel Preparati onCk : { RQ1206 132
aCodeM eCCDEM 1, -
aSpbl d eSPBI D1
}
}
-- ASNISTOP
5 |The service provider client sends aSI1-63343-command-03 to the SPBM server:
-- ASNLISTART
aS| 1- 63343- command- 03 Si 1Cr eat eSPRef er enceCommand :: = {
aSi 1CommandHeader {
aFuncti onRequest er| d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- CREATEREFERENCE- 10
b
aCodeM eCODEM 1,
aSpbl d eSPBI D1,
aTaskType eSi 1TaskType- Downl oadSPB
}
-- ASNISTOP
6 |The SPBM server sends aSI1-63343-response-03 to the service provider client: RQ1206_127
-- ASNLISTART RQ1206_128
aS| 1- 63343-response- 03 Si 1Cr eat eSPRef er enceResponse :: = { RQ1206_129

aSi 1ResponseHeader {

aFuncti onExecuti onSt at us eSi 1Execut i onSt at us- Execut ed- Success
b
aSi 1Cr eat eSPRef erenceResul t aSi 1Cr eat eSPRef erenceCk : {

aCodeM eCODEM 1,

aSpbl d eSPBI D1

}
}
-- ASN1STOP
7  |The service provider client sends aSI1-63343-command-04 to the SPBM server:
-- ASNLSTART
aS| 1- 63343- command- 04 Si 1Cancel Preparati onCommand :: = {

aSi 1CommandHeader {
aFuncti onRequest erl d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- CANCELPREP- 5

D
aCodeM eCODEM 1

}
-- ASNLSTOP
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8 |The SPBM server sends aSl1-63343-response-04 to the service provider client:

-- ASNLSTART
aSl 1- 63343-response- 04 Si 1Cancel Prepar ati onResponse :: = {
aSi 1ResponseHeader {
aFuncti onExecuti onSt at us eSi 1Execut i onSt at us- Execut ed- Success
b
aSi 1Cancel Preparati onResul t aSi 1Cancel Preparati onCk : {
aCodeM eCODEM 1

}
}
-- ASNLSTOP
12.6.3.3.4.4 SI1_63344 - Sil.CancelPreparation error - CodeM unknown
Test ID Sl1 63344
Test objectives Verify that the "Sil.CancelPreparation” function fails, if the CodeM provided as input is
unknown.
Configuration CSI1 6311
reference

Initial conditions
The procedure PSI1_6321 shall be successfully executed.
Test sequence

Step |Description Requirements
1 |The service provider client sends aSl1-63344-command-01 to the SPBM server:
-- ASNLSTART
aSl| 1- 63344- command- 01 Si 1Sel ect SpbConmand :: = {

aSi 1CommandHeader {
aFuncti onRequest er| d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- SELECT- 15

b

aSpbl d eSPBI D1,

aSpbType eSPBTYPE- 1,

aPpl dentifier ePPl DENTI FI ER-1,
aCodeM eCCDEM 1,

aFl agFi nal i ze TRUE

}
-- ASN1STOP
2 |The SPBM server sends aSI1-63344-response-01 to the service provider client:
-- ASNLSTART
aS| 1- 63344-response- 01 Si 1Sel ect SpbResponse :: = {

aSi 1ResponseHeader {

aFuncti onExecuti onSt at us eSi 1Execut i onSt at us- Execut ed- Success
b
aSi 1Sel ect SpbResul t aSi 1Sel ect SpbCk : {

aSpbl d eSPBI D1,

aSpbType eSPBTYPE- 1,

aPpl dentifier ePPl DENTI FI ER-1,

aCodeM eCODEM 1

}
}
-- ASNLSTOP
3 The service provider client sends aSI1-63344-command-02 to the SPBM server:
-- ASNISTART
asS| 1- 63344- command- 02 Si 1Cancel Preparati onCommand :: = {

aSi 1CommandHeader {
aFuncti onRequest erl d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- CANCELPREP- 6

D
aCodeM e CODEM- UNKNOWN

}
-- ASNLSTOP
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4 The SPBM server sends aSI1-63344-response-02 to the service provider client: RQ1206_123
-- ASNLISTART RQ1206_130
aS| 1- 63344-response- 02 Si 1Cancel Preparati onResponse :: = { RQ1206_131
aSi 1ResponseHeader { -
aFuncti onExecuti onSt at us eSi 1Executi onSt at us- Fai | ed RQ1206_132

b
aSi 1Cancel Preparati onResult aSi 1Cancel Prepar ati onError

eCodeMJnknown

}-- ASNISTOP

12.6.3.3.4.5 Sl1_63345 - Sil.CancelPreparation error - SpblD unknown
Test ID Sl1 63345

Test objectives  |Verify that the "Sil.CancelPreparation” function fails, if the SpbID provided as input is

unknown.

Configuration CSI1_6311

reference
Initial conditions
The procedure PSI1_6321 shall be successfully executed.
Test sequence
Step |Description Requirements

1 The service provider client sends aSI1-63345-command-01 to the SPBM server:
-- ASNLISTART
aS| 1- 63345- command- 01 Si 1Sel ect SpbCommand :: = {

aSi 1CommandHeader {
aFuncti onRequest er| d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- SELECT- 16
b
aSpbl d eSPBI D1,
aSpbType eSPBTYPE- 1,
aPpl dentifier ePPlDENTIFIER-1,
aCodeM eCODEM 1,
aFl agFi nal i ze TRUE
}
-- ASNISTOP

2 The SPBM server sends aSI1-63345-response-01 to the service provider client:
-- ASNLSTART
aSl 1- 63345-response- 01 Si 1Sel ect SpbResponse :: = {

aSi 1ResponseHeader {
aFuncti onExecuti onSt at us eSi 1Executi onSt at us- Execut ed- Success
}
aSi 1Sel ect SpbResul t aSi 1Sel ect SpbCk : {
aSpbl d eSPBI D1,
aSpbType eSPBTYPE- 1,
aPpl dentifier ePPlIDENTIFIER-1,
aCodeM eCCDEM 1
}
}
-- ASNISTOP

3 |The service provider client sends aSI1-63345-command-02 to the SPBM server:
-- ASNLISTART
aSl 1- 63345- command- 02 Si 1Cancel Prepar ati onComrand :: = {

aSi 1CommandHeader {
aFuncti onRequester| d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- CANCELPREP- 7
b
aSpbl d eSPBI D- UNKNOMWN
}
-- ASNISTOP

4  |The SPBM server sends aSI1-63345-response-02 to the service provider client: RQ1206_125
-- ASNLISTART RQ1206_130
aS| 1- 63345-response- 02 Si 1Cancel Preparati onResponse :: = { RQ1206_131

aSi 1ResponseHeader { -
aFuncti onExecuti onSt at us eSi 1Executi onSt at us- Fai | ed RQ1206_132
}
aSi 1Cancel Preparati onResult aSi 1Cancel Prepar ati onError
eSpbl dUnknown
}-- ASNISTOP
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12.6.3.3.4.6 SI1_63346 - Sil.CancelPreparation error - SpblD not allowed

Test ID Sl1_63346
Test objectives  |Verify that the"Sil.CancelPreparation” function fails, if the Spbld provided as input data is
not linked to the CodeM provided as input data.
Configuration CSI1_6311
reference

Initial conditions
The procedure PSI1_6321 shall be successfully executed.
Test sequence

Step |Description Requirements
1 The service provider client sends aSI1-63346-command-01 to the SPBM server:
-- ASNLISTART
aS| 1- 63346- command- 01 Si 1Sel ect SpbCommand :: = {

aSi 1CommandHeader {
aFuncti onRequest erl d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- SELECT- 17

H

aSpbl d eSPBI D1,

aSpbType eSPBTYPE- 1,

aPpl dentifier ePPlDENTIFIER-1,
aCodeM eCODEM 1,

aFl agFi nal i ze TRUE

}
-- ASNISTOP
2 The SPBM server sends aSI1-63346-response-01 to the service provider client:
-- ASNLISTART
aS| 1- 63346-response- 01 Si 1Sel ect SpbResponse :: = {

aSi 1ResponseHeader {

aFuncti onExecuti onSt at us eSi 1Execut i onSt at us- Execut ed- Success
b
aSi 1Sel ect SpbResul t aSi 1Sel ect SpbCk : {

aSpbl d eSPBI D1,

aSpbType eSPBTYPE- 1,

aPpl dentifier ePPlDENTIFIER-1,

aCodeM eCODEM 1

}
}
-- ASNLSTOP
3 |The service provider client sends aSI1-63346-command-02 to the SPBM server:
-- ASNLSTART
aSl 1- 63346- command- 02 Si 1Cancel Prepar ati onComrand :: = {

aSi 1CommandHeader {
aFuncti onRequester| d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- CANCELPREP- 8
b
aCodeM eCODEM 3,
aSpbl d eSPBI D1

}
-- ASNISTCP

4  |The SPBM server sends aSl1-63346-response-02 to the service provider client: RQ1206_126
- - ASNLSTART RQ1206_130
aS| 1- 63346-response- 02 Si 1Cancel Preparati onResponse :: = { RQ1206_131

aSi 1ResponseHeader {
aFuncti onExecuti onSt at us eSi 1Executi onSt at us- Fai | ed
b
aSi 1Cancel Preparati onResul t aSi 1Cancel Preparati onError
eSpbl dNot Al | owed
}-- ASNISTOP

RQ1206_132
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12.6.3.3.4.7 Sl1_63347 - Sil.CancelPreparation error - CodeM not allowed

Test ID Sl1 63347
Test objectives  |Verify that the "Sil.CancelPreparation” function fails if the bound SPB image download
procedure associated with the Secondary Platform Bundle identifier linked to the CodeM
provided as input data is completed.
Configuration CSI1_6312
reference

Initial conditions

The procedure PSI1_6321 shall be successfully executed.

The procedure PSI1_6322 shall be successfully executed.

The aSI2-63347-command-03 is generated by using the S12_63347_command_03 configuration file.
The aSI2-63347-command-04 is generated by using the S12_63347_command_04 configuration file.
The aSI2-63347-response-03 is verified by using the SI12_63347_response_03 configuration file.
The aSI2-63347-response-04 is verified by using the SI2_63347_response_04 configuration file.

Test sequence

Step |Description Requirements
1 The service provider client sends aSI1-63347-command-01 to the SPBM server:
-- ASNLISTART
aS| 1- 63347- command- 01 Si 1Sel ect SpbCommand :: = {

aSi 1CommandHeader {
aFuncti onRequest er| d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- SELECT- 18

b

aSpbl d eSPBI D- 9,

aSpbType eSPBTYPE- 9,

aPpl dentifier ePPl DENTI FI ER-1,
aCodeM eCCDEM 9,

aFl agFi nal i ze TRUE

}
-- ASNLSTOP
2 The SPBM server sends aSilSelectSpbResponse to the service provider client:
-- ASNLSTART
aS| 1- 63347-response- 01 Si 1Sel ect SpbResponse :: = {

aSi 1ResponseHeader {
aFuncti onExecuti onSt at us eSi 1Execut i onSt at us- Execut ed- Success
D

aSi 1Sel ect SpbResul t aSi 1Sel ect SpbCk : {
aSpbl d eSPBI D- 9,
aSpbType eSPBTYPE- 9,
aPpl dentifier ePPlIDENTIFIER-1,
aCodeM eCCDEM 9

}
}
-- ASNISTOP
3 |The service provider client sends aSI1-63347-command-02 to the SPBM server:
-- ASNLSTART
aS| 1- 63347- command- 02 Si 1Fi nal i zePr eparati onCommand :: = {

aSi 1CommandHeader {
aFuncti onRequest er| d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- FI NALI ZEPREP- 5

b
aCodeM eCODEM 9
}
-- ASNISTOP
4 |The SPBM server sends aSI1-63347-response-02 to the service provider client:
-- ASNLISTART
aSl| 1- 63347-response-02 Si 1Fi nal i zePrepar ati onResponse :: = {

aSi 1ResponseHeader {
aFuncti onExecuti onSt at us eSi 1Executi onSt at us- Execut ed- Success
b

aSi 1Fi nal i zePreparati onResul t aSi 1Fi nal i zePreparati onCk : {
aCodeM eCODEM 9
}

%- ASNLSTCP

5 |The LBA sends aSI2-63347-command-03 Si2.GetSpbmCertificate command the
SPBM.

6 |The SPBM sends aSI2-63347-response-03 Si2.GetSpbmCertificate response to
the LBA containing aSi2GetSpbmCertificateOk.
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7  |The LBA sends aSI2-63347-command-04 Si2.GetBoundSpblmage command the
SPBM.

8 |The SPBM sends aSI2-63347-response-04 Si2.GetBoundSpblmage response to
the LBA.

The LBA (tester) shall verify that the response is well formatted.
9 The service provider client sends aSI1-63347-command-05 to the SPBM server:

-- ASNLSTART
asS| 1- 63347- command- 05 Si 1Cancel Preparati onCommand :: = {
aSi 1CommandHeader {
aFuncti onRequest er| d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- CANCELPREP- 9
H
aCodeM eCCDEM 9,
aSpbl d eSPBI D-9

}
-- ASNLSTOP
10 |The SPBM server sends aSI1-63347-response-05 to the service provider client: RQ1206_124
-- ASNISTART
aSl 1- 63347-response- 05 Si 1Cancel Prepar ati onResponse :: = {

aSi 1ResponseHeader {
aFuncti onExecuti onSt at us eSi 1Executi onSt at us- Fai | ed
D
aSi 1Cancel Preparati onResul t aSi 1Cancel Preparati onError :
eCodeMNot Al | owed
}-- ASNLSTOP

12.6.3.3.5 Sil.HandleNotification command handling
12.6.3.3.5.1 SI1_63351 - Sil.HandleNatification
Test ID SI1 63351

Test objectives  |Verify that the SPBM is able to send a notification to the service provider.
Configuration CSI1_6312
reference

Initial conditions

The procedure PSI1_6321 shall be successfully executed.

The procedure PSI1_6322 shall be successfully executed.

The aSI2-63351-command-03 is generated by using the SI12_63351_command_03 configuration file.
The aSI2-63351-command-04 is generated by using the SI12_63351_command_04 configuration file.
The aSI2-63351-command-05 is generated by using the SI12_63351_command_05 configuration file.
The aSI2-63351-response-03 is verified by using the S12_63351_response_03 configuration file.
The aSI2-63351-response-04 is verified by using the SI2_63351_response_04 configuration file.
The aSI2-63351-response-05 is verified by using the SI12_63351_response_05 configuration file.

- - ASNLISTART
aEMPTY_2 OCTET STRING ::
aTl ME GeneralizedTine ::
-- ASNLISTOP

"' H [ *<STORE( aEMPTY_2) >*/
" 20000101000000. 000" / * <STORE( aTl ME) >*/

Test sequence
Step Description Requirements
1 The service provider client sends aSI1-63351-command-01 to the SPBM server:

-- ASNLISTART
aS| 1- 63351- command- 01 Si 1Sel ect SpbCommand :: = {
aSi 1CommandHeader {
aFuncti onRequest er| d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- SELECT- 19

b

aSpbl d eSPBI D- 10,

aSpbType eSPBTYPE- 10,

aPpl dentifier ePPlDENTIFIER-1,
aCodeM eCODEM 10,

aFl agFi nal i ze TRUE

}
-- ASNISTOP
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2 The SPBM server sends aSI1-63351-response-01 to the service provider client:

-- ASNLSTART
aSl 1- 63351-response- 01 Si 1Sel ect SpbResponse :: = {
aSi 1ResponseHeader {
aFuncti onExecuti onSt at us eSi 1Execut i onSt at us- Execut ed- Success
b

aSi 1Sel ect SpbResul t aSi 1Sel ect SpbCk : {
aSpbl d eSPBI D- 10,
aSpbType eSPBTYPE- 10,
aPpl dentifier ePPlDENTIFIER-1,
aCodeM eCCDEM 10

}
}
-- ASN1STOP
3 |The service provider client sends aSI1-63351-command-02 to the SPBM server:
-- ASNLSTART
aSl 1- 63351- command- 02 Si 1Fi nal i zePr epati onCommand :: = {

aSi 1CommandHeader {
aFuncti onRequester| d eFUNCTI ON- REQUESTER- | D- 1,
aFunctionCal | | d eFUNCTI ON- CALL- | D- FI NALI ZEPREP- 6

}
aCodeM eCCDEM 10
}
-- ASNISTOP
4  |The SPBM server sends aSl1-63351-response-02 to the service provider client:
-- ASNLSTART
aSl 1- 63351-response- 02 Si 1Fi nal i zePr epar ati onResponse ::= {

aSi 1ResponseHeader {
aFuncti onExecuti onSt at us eSi 1Execut i onSt at us- Execut ed- Success
b

aSi 1Fi nal i zePreparati onResult aSi 1Fi nal i zePreparati onCk : {
aCodeM eCODEM 10
}

%- ASNLSTOP

5 |The LBA sends aSI2-63351-command-03 Si2.GetSpbmCertificate command to the
SPBM.

6 |The SPBM sends aSI2-63351-response-03 Si2.GetSpbmCertificate response to
the LBA containing aSi2GetSpbmCertificateOk.

7  |The LBA sends aSI2-63351-command-04 Si2.GetBoundSpblmage command to
the SPBM.

8 |The SPBM sends aSI2-63351-response-04 Si2.GetBoundSpblmage response to
the LBA.

The LBA (tester) shall verify that the response is well formatted.

9 |The LBA sends aSI2-63351-command-05 Si2.HandleNotification command with
eNotificationStatus_SPBdownload to the SPBM.

10 |The SPBM sends aSI2-63351-response-05 Si2.HandleNoatification response to the

LBA.
11 |The SPBM sends aSI1-63351-command-06 Sil.HandleNotification command with RQ1205_001
eNotificationStatus_SPBdownload to the service provider client: RQ1206_002
-- ASNISTART RQ1206_133
asSl 1- 63351- command- 03 Si 1Handl eNoti fi cati onBl ock ::= {
aHandl eNot i fi cati onHeader { RQ1206_134
aNot i fi cati onRecei verld eFUNCTI ON- REQUESTER- | D- 1, RQ1206_135

aNotificationCallld '00000000'H /* <COWARE(aEMPTY_2, DI F) >*/,
b
aCodeM eCODEM 10,
aSpbl d eSPBI D- 10,
aSpbType eSPBTYPE- 10,
aPpl dentifier ePPl DENTI FI ER-1,
aTi mneSt anp "20000101000000. 000" /* <COWPARE(aTIl ME, EQ DI F) >*/,
aNotificati onEvent eNotificationStatus_SPBDownl oad,
aNoti ficati onEvent St at us eSi 1Executi onSt at us- Execut ed- Success

}
-- ASNLSTOP
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12.6.3.4 Requirements not testable, implicitly verified or verified elsewhere

The following requirements are generated from descriptive text. An explicit verification is not possible but with correct
execution of the related function the requirements can be handled asimplicitly verified:

RQ1206_001, RQ1206_072, RQ1206_073, RQ1206_074, RQ1206_075, RQ1206_076, RQ1206_077, RQ1206_078,
RQ1206_079, RQ1206_081 and RQ1206_096.

The following requirements are generated from descriptive text. A verification by tests defined within the present
document is not possible:

RQ1206_083, RQ1206_098, RQ1206_104, RQ1206_112, RQ1206_122.
12.6.3.5 ASN.1 Stop
-- ASNLISTART

END
-- ASNISTOP

12.6.4 Si2 interface
12.6.4.1 Configurations

126.4.1.1 CSI2_6411 - SPBM-LBA (tester)

Configuration ID |CSI2_6411
Configuration

description
(Tester) Si2 SPBM
LBA server
12.6.4.2 Procedures
12.6.4.2.1 PSI2_6421 - session opening between LBA and the SBPM
Procedure ID PSI2_6421
Procedure To put the LBA in charge of managing the connection establishment to the SPBM for the
objectives Si2 interface. The binding of the Si2 interface shall be performed over Hypertext Transfer

Protocol version 2 (HTTP/2) as defined in IETF RFC 7540 [26] and the Transport Layer
Security (TLS) version 1.3 or higher in mutual authentication mode as defined in IETF
RFC 8446 [27].
Configuration CSlI2_6411

reference

Initial conditions

Test sequence
Step Description
1 |The LBA establishes the Si2 session.
2 The SPBM accepts the Si2 connection.
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12.6.4.3 Test descriptions

12.6.4.3.1 Si2.GetSpbmCertificate command and response handling
12.6.4.3.1.1 SI2_64311 - Si2.GetSpbmCertificate request — normal process
Test ID SI2_64311
Test objectives  |To verify that the LBA is able to request the SPBM certificates by sending the
Si2.GetSpbmCertificate command to the SPBM.
To verify that the SPBM sends a response which includes aSi2GetSpbmCertificateOk.
Configuration CSlI2_6411
reference
Initial conditions
The SI2_111_command_01 is generated by using the SI2_111_command configuration file.
The SI2_111_response_01 is verified by using the SI2_111_response configuration file.
The procedure PSI2_6421 shall be successfully executed.
Test sequence
Step Description Requirements
1 The LBA sends SI2_111 command_01 to the SPBM.
2 The SPBM sends SI2_111_response_01 to the LBA containing RQ1206_131
aSi2.GetSpbmCertificateOk. RQ1206_140
RQ1206_141
RQ1206_142
RQ1206_143
RQ1206_144
RQ1206_145
RQ1206_146
RQ1206_147
RQ1206_148
RQ1206_149
RQ1206_150
RQ1206_152
RQ1206_153
RQ1206_154
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12.6.4.3.1.2 SI2_64312 - Si2.GetSpbmCertificate response
Test ID SI2_64312

Test objectives

LBA.

successfully.

To verify that the SPBM is able to verify the Si2.GetSpbmCertificate response from the

To verify that the Si2.GetSpbmCertificate response is well formatted and handled

Configuration
reference

CSI2_6412

Initial conditions

The SI2_112_command_01 is generated by using the SI2_112_command configuration file.
The SI2_112_response_01 is verified by using the SI2_112_response configuration file.
The procedure PSI2_6421 shall be successfully executed.

Test sequence

Step

Description

Requirements

1 The LBA sends SI2 112 command 01 to the SPBM.

RQ1206_132

2 The SPBM sends SI2_112_response_01 to the LBA containing
aSi2GetSpbmCertificate Ok.

RQ1206_140
RQ1206_141
RQ1206_142
RQ1206_143
RQ1206_144
RQ1206_145
RQ1206_146
RQ1206_147
RQ1206_148
RQ1206_149
RQ1206_150
RQ1206_152
RQ1206_153
RQ1206_154

12.6.4.3.1.3

SI2_64313 - Si2.GetSpbmCertificate - unsupported family identifier

Test ID

Sl12_64313

Test objectives

To verify that when the LBA requests SPBM credentials for an unsupported family
identifier using a Si2.GetSpbmCertificate command the SPBM sends a response which
includes eNotSupportedFamilyld.

Configuration
reference

CSI2_6411

Initial conditions

The SI2_113_commands are generated by using the SI12_113_command configuration file.
The SI2_113_responses are verified by using the SI12_113_response configuration file.
The procedure PSI2_6421 shall be successfully executed.

Test sequence

Step

Description

Requirements

1 The LBA sends SI2 113 command 01 to the SPBM.

2 The SPBM sends SI2_113_response_01 to the LBA containing
aSi2GetSpbmCertificateError with the error cause eNotSupportedFamilyld.

RQ1206_148a

3 The LBA sends SI2 113 command 02 to the SPBM.

4  |The SPBM sends SI2_113 response_02 to the LBA containing
aSi2GetSpbmCertificateError with the error cause eNotSupportedFamilyld.

RQ1206_148b
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12.6.4.3.1.4 SI2_63314 - Si2.GetSpbmCertificate - no trusted public key ID supported by SPBM

Test ID S12_63314
Test objectives  |To verify that the SPBM returns an error, when none of the trusted public key identifiers
sent in the aSspPkldListForSpbmVerification is supported by the SPBM.
Configuration CSI2_6411
reference

Initial conditions
The SI2_114 command_01 is generated by using the SI2_114 command configuration file.
The SI2_114 response_01 is verified by using the SI2_114_response configuration file.
The procedure PSI2_6421 shall be successfully executed.
Test sequence

Step Description Requirements
1 |The LBA sends SI2_114 command_01 to the SPBM.
2 The SPBM sends SI2_114 response_01 to the LBA containing RQ1206_151a

aSi2GetSpbmCertificateError with the error cause
eNotSupportedPkldSpbmVerification.

12.6.4.3.1.5 SI2_64315 - Si2.GetSpbmCertificate - no trusted public key ID for SPBL verification
supported
Test ID SI2 64315

Test objectives  |To verify that the SPBM returns an error, when none of the trusted public key identifiers
received in the aSspPkldListForSpblVerification is supported.
Configuration CSlI2_6411

reference

Initial conditions
The SI2_115 command_01 is generated by using the SI2_115 command configuration file.
The SI2_115 response_01 is verified by using the SI2_115_response configuration file.
The procedure PSI2_6421 shall be successfully executed.
Test sequence

Step Description Requirements
1 The LBA sends SI2_116_command_01 to the SPBM.
2 The SPBM sends SI2_116_response_01 to the LBA containing RQ1206_151d

aSi2GetSpbmCertificateError with the error cause
eNotSupportedEncryptionAlgorithm.

12.6.4.3.1.6 SI2_64316 - Si2.GetSpbmCertificate - no supported encryption algorithm

Test ID SI2_64316
Test objectives  |To verify that the SPBM returns an error, when none of the algorithm identifiers received
in the aCipherAlgorithmList is supported.
Configuration CSlI2_6411
reference

Initial conditions
The SI2_116_command_01 is generated by using the SI2_116_command configuration file.
The SI2_116_response_01 is verified by using the SI2_116_response configuration file.
The procedure PSI2_6421 shall be successfully executed.
Test sequence

Step Description Requirements
1 The LBA sends SI2_116_command_01 to the SPBM.
2 The SPBM sends SI2_116_response_01 to the LBA containing RQ1206_151d

aSi2GetSpbmCertificateError with the error cause
eNotSupportedEncryptionAlgorithm.
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12.6.4.3.1.7 SI2_64317 - Si2.GetSpbmCertificate - no supported SKID for SPBM verification
Test ID SI2 64317

Test objectives

aSspPkldListForSpbmVerification is nhot supported.

To verify that the SPBM returns the error code eNotSupportedPkldSpbmVerification when

Configuration
reference

CSI2_6411

Initial conditions

The SI2_117_command_01 is generated by using the SI2_117_command configuration file.
The SI2_117_response_01 is verified by using the SI2_117_response configuration file.
The procedure PSI2_6421 shall be successfully executed.

Test sequence

Step Description Requirements
1 The LBA sends SI2 117 command 01 to the SPBM.
2 The SPBM sends SI2_117_response_01 to the LBA containing RQ1206_151c
aSi2GetSpbmCertificateError with the error cause
eNotSupportedPkldSpbmVerification.
12.6.4.3.1.8 SlI2_64318 - Si2.GetSpbmCertificate - no supported SKID for SPBL verification

Test ID SI2_64318

Test objectives

aSspPkldListForSpblVerification is not supported.

To verify that the SPBM returns the error code eNotSupportedPkldSpblVerification when

Configuration
reference

CSI2_6411

Initial conditions

The SI2_118 command_01 is generated by using the SI2_118 command configuration file.
The SI2_118 response_01 is verified by using the SI2_118_response configuration file.
The procedure PSI2_6421 shall be successfully executed.

Test sequence

Step Description Requirements
1 The LBA sends SI2_118 command_01 to the SPBM.
2 The SPBM sends SI2_118 response_01 to the LBA containing RQ1206_151c
aSi2GetSpbmCertificateError with the error cause
eNotSupportedPkldSpblVerification.
12.6.4.3.1.9 SI2_64319 - Si2.GetSpbmCertificate - no selection of a family identifier

Test ID SI2_64319

Test objectives

Loader.

To verify that the SPBM returns eSpblSelectOneFamilyld with an error cause indicating
that at least one family identifier shall be selected by the Secondary Platform Bundle

Configuration
reference

CSI2_6411

Initial conditions

The SI2_119 command_01 is generated by using the SI2_119 command configuration file.
The SI2_119 response_01 is verified by using the SI2_119_response configuration file.
The procedure PSI2_6421 shall be successfully executed.

Test sequence

Step

Description

Requirements

1

The LBA sends SI2 119 command 01 to the SPBM.

2

The SPBM sends SI2_119 response_01 to the LBA containing
aSi2GetSpbmCertificateError with the error cause eSpblSelectOneFamilyld.

RQ1206_148c
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12.6.4.3.1.10 SI2_643110 - Si2.GetSpbmCertificate - no selection of an OID

Test ID SI2_643110
Test objectives  |To verify that the SPBM returns eSpblSelectOneOid with an error cause indicating that at
least one custodian shall be selected by the SPBL.
Configuration CSI2_6411
reference

Initial conditions
The SI2_1110_command_01 is generated by using the SI2_1110_command configuration file.
The SI2_1110_response_01 is verified by using the SI2_1110_response configuration file.
The procedure PSI2_6421 shall be successfully executed.
Test sequence

Step Description Requirements
1 |The LBA sends SI2_1111 command_01 to the SPBM.
2 The SPBM sends SI2_1111_response_01 to the LBA containing RQ1206_150
aSi2GetSpbmCertificateError with the error cause eSpblSelectOneOid.
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12.6.4.3.2 Si2.GetBoundSpbimage command and response handling

12.6.4.3.2.1 SI2_64321 - Si2.GetBoundSpblmage - normal process

Test ID SI2 64321
Test objectives  |To verify that the LBA requests the SPBL bound image from the SPBM by sending an
Si2GetBoundSpblmage command.
Configuration CSI2_6411
reference

Initial conditions
The SI2_121_command_01 is generated by using the SI2_121_command configuration file.
The SI2_121_response_01 is verified by using the SI2_121_response configuration file.
The procedure PSI2_6421 shall be successfully executed.
Test sequence

Step Description Requirements

1 The LBA sends SI2_121 command_01 to the SPBM.

2 The SPBM sends S12_121 response_01 to the LBA. RQ1206_155
The LBA (tester) shall verify that the response is well formatted. RQ1206_156
RQ1206_157
RQ1206_158
RQ1206_159
RQ1206_160
RQ1206_161
RQ1206_162
RQ1206_164
RQ1206_165
RQ1206_166
RQ1206_167
RQ1206_168
RQ1206_169
RQ1206_170
RQ1206_171
RQ1206_172
RQ1206_173
RQ1206_174
RQ1206_175
RQ1206_176
RQ1206_177
RQ1206_178
RQ1206_179
RQ1206_180
RQ1206_182
RQ1206_183
RQ1206_184
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12.6.4.3.2.2 SI2_64322 - Si2.GetBoundSpblmage - no or invalid SSP credentials

Test ID SI2_64322

Test objectives  |To verify that the SPBM returns aSi2GetBoundSpblmageError with the error code
elnvalidBoundSpblmage when the LBA requests the SPBL bound image from the SPBM
by sending Si2GetBoundSpblimage command without SSP credentials or with invalid SSP
credentials.

Configuration CSI2_6411
reference

Initial conditions

The SI2_122 command_01 is generated by using the SI2_122 command configuration file.
The SI2_122_response_01 is verified by using the SI2_122_response configuration file.
The procedure PSI2_6421 shall be successfully executed.

Test sequence

Step Description Requirements
1 The LBA sends SI2_122_command_01 to the SPBM (without or with invalid, SSP
credentials).
2 The SPBM sends SI2_122_response_01 response to the LBA. RQ1206_170
The LBA (tester) shall verify that the response contains RQ1206_184e
aSi2GetBoundSpblmageError with the error code elnvalidSpbimage.

12.6.4.3.2.3 SI2_64323 - Si2.GetBoundSpblmage - invalid aCodeM

Test ID SI2_64323

Test objectives  |To verify that the SPBM returns aSi2GetBoundSpblimageError with the error code
elnvalidCodeM when the LBA requests the SPBL bound image from the SPBM by
sending Si2GetBoundSpblmage command with an unknown aCodeM included in the SSP
credentials.

Configuration CSlI2_6411
reference

Initial conditions

The SI2_123 command_01 is generated by using the SI2_123 command configuration file.
The SI2_123 response_01 is verified by using the SI2_123_response configuration file.
The procedure PSI2_6421 shall be successfully executed.

Test sequence

Step Description Requirements
1 The LBA sends SI2_123 command_01 to the SPBM (with an unknown aCodeM).
2 The SPBM sends SI2_123 response_01 response to the LBA. RQ1206_184
The LBA (tester) shall verify that the response is well formatted.

12.6.4.3.2.4 SI2_64324 - Si2.GetBoundSpbimage - invalid SPBL certificates

Test ID S|12_64324

Test objectives  |To verify that the SPBM returns aSi2GetBoundSpblimageError with error code
elnvalidSpblCertificate when the LBA requests the SPBL bound image from the SPBM by
sending Si2GetBoundSpblimage command with an invalid certification path to the SPBL
certificate.

Configuration CSlI2_6411
reference

Initial conditions

The SI2_124 command_01 is generated by using the SI2_124_command configuration file.
The SI2_124 response_01 is verified by using the SI2_124_response configuration file.
The procedure PSI2_6421 shall be successfully executed.

Test sequence

Step Description Requirements
1 The LBA sends SI2_124 command_01 to the SPBM (with an invalid certification
path).
2 The SPBM sends SI2_124 response_01 response to the LBA. RQ1206_184a
The LBA (tester) shall verify that the response contains
aSi2GetBoundSpblmageError with error code elnvalidSpblCertificate.
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12.6.4.3.2.5 SI2_64325 - Si2.GetBoundSpblmage - invalid ChallengeS

Test ID SI2_64325
Test objectives  |To verify that the SPBM returns a response containing aSi2GetBoundSpblmageError with
error code elnvalidChallengeS when the LBA requests the SPBL bound image from the
SPBM and the ChallengesS returned by the SPBL does not match the one generated by
the SPBM.
Configuration CSlI2_6411
reference

Initial conditions
The SI2_125 command_01 is generated by using the SI2_125 command configuration file.
The SI2_125_response_01 is verified by using the SI2_125_response configuration file.
The procedure PSI2_6421 shall be successfully executed.
Test sequence

Step Description Requirements
1 The LBA sends SI2_125 command_01 to the SPBM (with an invalid ChallengeS).
2 The SPBM sends SI2_125 response_01 response to the LBA. RQ1206_184c

The LBA (tester) shall verify that the response contains
aSi2GetBoundSpblmageError with error code elnvalidChallengesS.

12.6.4.3.2.6 SI2_64326 - Si2.GetBoundSpbimage - invalid selected SPB Image

Test ID SI2_64326
Test objectives  |To verify that the SPBM is checking the validity of the SPB for the iSSP.

Configuration CSlI2_6411
reference

Initial conditions
The SI2_126_command_01 is generated by using the SI2_126_command configuration file.
The SI2_126_response_01 is verified by using the SI2_126_response configuration file.
The procedure PSI2_6421 shall be successfully executed.
Test sequence

Step Description Requirements
1 The LBA sends SI2_126_command_01 to the SPBM.
2 The SPBM sends SI2_126_response_01 response to the LBA. RQ1206_184d

The LBA (tester) shall verify that the response contains
aSi2GetBoundSpblmageError with error code elnvalidSpbimage.

12.6.4.3.2.7 SI2_64327 - Si2.GetBoundSpblmage - invalid Transacld

Test ID SI2_ 64327
Test objectives  |To verify that the SPBM returns a response containing aSi2GetBoundSpblimageError with
error code elnvalidBoundSpbimageByTransacld when the LBA requests the SPBL bound
image from the SPBM by sending Si2GetBoundSpblmage command with an invalid
referenced Transacld.
Configuration CSI2_6411
reference

Initial conditions
The SI2_127_command_01 is generated by using the SI2_127_command configuration file.
The SI2_127_response_01 is verified by using the SI2_127_response configuration file.
The procedure PSI2_6421 shall be successfully executed.
Test sequence

Step Description Requirements
1 The LBA sends SI2_127_command_01 to the SPBM (with an invalid referenced
Transacld.
2 The SPBM sends SI2_127_response_01 response to the LBA. RQ1206_184e

The LBA (tester) shall verify that the response contains
aSi2GetBoundSpblmageError with error code
elnvalidBoundSpbimageByTransacld.
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12.6.4.3.3 Si2.HandleNotification command and response handling
12.6.4.3.3.1 SI2_64331 - Si2.HandleNotificationCommand - normal process
Test ID SI2_64333

Test objectives  |To verify that the "Si2HandleNoatification" function is used by the LBA to send any
notification about the result of the Secondary Platform Bundle management to the SPBM.
Configuration CSI2_6411

reference

Initial conditions
The SI2_131 command_01 is generated by using the SI2_131_command configuration file.
The SI2_131_response_01 is verified by using the SI2_131_response configuration file.
The procedure PSI2_6421 shall be successfully executed.
Test sequence

Step Description Requirements
1 The LBA sends SI2_131_command_01 to the SPBM.

2 The SPBM sends SI2_131_response_01 response to the LBA. RQ1206_185

The LBA (tester) shall verify that the response is well formatted. RQ1206_186

RQ1206_187

RQ1206_188

NOTE: The response from the SPBM does not contain error codes. Invalid parameters within the
Si2.HandleNotification command will not be indicated and nor can they be identified.
12.6.4.4 Requirements not testable, implicitly verified or verified elsewhere

The following requirements are generated from descriptive text. An explicit verification is not possible but with correct
execution of the related function the requirements can be handled asimplicitly verified:

RQ1206_001, RQ1206_072, RQ1206_073, RQ1206_074, RQ1206_075, RQ1206_076, RQ1206_077, RQ1206_078,
RQ1206_079, RQ1206_081 and RQ1206_096.

The following requirements are generated from descriptive text. A verification by tests defined within the present
document is not possible:

RQ1206_083, RQ1206_098, RQ1206_104, RQ1206_112, RQ1206_122.
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12.6.5 Si3 interface

12.6.5.1 Configurations

12.6.5.1.1 CSI3_6511 - SPBL service - host A
Configuration ID |CSI3_ 6511
Configuration
description
4 Other host domain A 4 SSP host domain A
(Tester) (SUT)
™~ e ™
Other host A SSP host
SPBL application
SPBL application |  SPBL service gate
gate
Administration gate
- J/
12.6.5.1.2 SSP configuration

The SSP under test shall be configured by the SSP Manufacturer (SSPM).

12.6.5.2 Procedures

12.6.5.2.1 PSI3_6521 - Pipe session opening on the SPBL service gate
Procedure ID PSI3_6521
Objectives The other host A shall be able to open a pipe session to the SPBL service gate of the
SSP host.

SPBL service identifier is defined as the OFL service identifier in Global Platform OFL
VNP Extension [16].
Configuration CSI3 6511

reference

Initial conditions

Test sequence
Step Description
1 |Administration gate in other host sends EVT_ADM_BIND to Administration gate in the SSP host with:

e PIPExy: a dynamically assigned pipe identifier for the SPBL service gate.

e  GATEspsL: The UUID gate identifier of the SPBL gate (BB780E30-419A-5B71-9B98-
18A042E75899).

2 |Administration gate in SSP host sends EVT_ADM_BIND to Administration gate in the other host with:

e PIPEvx: a dynamically assigned pipe identifier for the SPBL application gate.

e GATEspsL: The UUID gate identifier of the SPBL gate (BB780E30-419A-5B71-9B98-
18A042E75899).
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12.6.5.2.2 PSI3_ 6522 - Verification of the SPBL service availability
Procedure ID PSI3_6522
Objectives The identity application gate shall verify the availability of the SPBL service gate identifier
in the register GATE_LIST of the registry in the identity service gate.
Configuration CSVC_311, CSI3_6511
reference

Initial conditions
The procedure PSI3_6521 shall execute successfully.
Test sequence

Step |Description

1 Identity application gate sends ANY_GET_PARAMETER command (pipe PIPExy) to the identity service
gate with the register '04'H.

2 Identity service gate sends ANY_GET_PARAMETER response to the identity application gate.
The service identifier 'BB780E30-419A-5B71-9B98-18A042E75899F917' shall be present.

12.6.5.3 Test descriptions
12.6.5.3.1 Si3.GetSsplnfo command and response handling

12.6.5.3.1.1 SI3_65311 - Si3.GetSsplnfo command with SpbFamilyld and an OID for the
custodian, SSP with configuration for aSpbFamilyld and aCustodianOid

Test ID SI3_65311
Test objectives  |To verify that the SPBL application gate (Other Host) is able to retrieve the correct SSP
Information by sending a Si3.GetSspinfo command with SpdFamilyld and an OID for the
custodian of the family identifier to the SPBL service gate if the SSP has a configuration
for aSpbFamilyld and aCustodianOid.
Configuration CSI3_6511
reference

Initial conditions

The procedure PSI3_6521 shall be successfully executed where the SSP has a configuration for aSpbFamilyld
and aCustodianOid.

Test sequence

Step Description Requirements
1 SPBL application gate (Other Host) sends GET_SSP_INFO command with RQ1206_190
SpbFamilyld and Custodian Oid to the SPBL service gate. RQ1206_191
RQ1206_195
RQ1206 274
2 SPBL service gate sends ANY_OK response with SspinfoPublic to the SPBL RQ1206_192
application gate. RQ1206_194
The response data is structured as follows: RQ1206_ 197
e aSpblSpecVerinfo shall be present with corresponding value defined for RQ1206_200
this version of specification. RQ1203_019
e aSspFamilyCryptolnfoBlock shall be present RQ1206_189
aSpbFamilyld shall be present RQ1206_193
a single aSspFamilyCryptolnfo shall be present RQ1206_196
aCustodianOid shall be present
aSspOidCryptolnfo shall be present
a list of trusted public key identifiers and a list of algorithm
identifiers which can be used with that aSpbFamilyld and
that aCustodianOid shall be present.
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12.6.5.3.1.2 SI3_65312 - Si3.GetSspinfo command with SpbFamilyld only, SSP has configuration
for SpbFamilyld
Test ID SI3_65312

To verify that the SPBL application gate (Other Host) is able to retrieve SSP Information
by sending a Si3.GetSspinfo (GET_SSP_INFO) command with SpdFamilyld only to the
SPBL service gate.

CSI3_6511

Test objectives

Configuration
reference

Initial conditions
The procedure PSI3_6521 shall be successfully executed where the SSP has a configuration for SpbFamilyld.
Test sequence
Step Description
1 SPBL application gate (Other Host) sends GET_SSP_INFO command with
SpbFamilyld to the SPBL service gate.
2 SPBL service gate sends ANY_OK response with SspinfoPublic to the SPBL
application gate.
o Verify that aSpblSpecVerinfo is present and is set to the release
corresponding to the version of the implemented specification.
e  Verify that aSspFamilyCryptolnfoBlock is present
Verify that aSpbFamilyld is present
Verify that aSspOidCryptolnfoBlock is present for each supported
custodian
Verify that aCustodianOid is present
Verify that aSspOidCryptolnfo is present
Verify that the list of trusted public key identifiers and the
list of algorithm identifiers which are to be used with that
aSpbFamilyld and that aCustodianOid are present.

Requirements

RQ1206_197
RQ1206_200

12.6.5.3.1.3 SI3_65313 - Si3.GetSsplnfo command with SpbFamilyld, SSP has no configuration
for SpbFamilyld
Test ID SI3_65313

To verify that the SPBL application gate (Other Host) is able to retrieve SSP Information
by sending a Si3.GetSspinfo (GET_SSP_INFO) command with spdFamilyld only to the
SPBL service gate.

CSI3_6511

Test objectives

Configuration
reference

Initial conditions
The procedure PSI3_6521 shall be successfully executed where the SSP has no configuration for SpbFamilyld.
Test sequence
Step Description
1 SPBL application gate (Other Host) sends GET_SSP_INFO command with
SpbFamilyld to the SPBL service gate.

Requirements

2 SPBL service gate sends ANY_OK response with SspinfoPublic to the SPBL
application gate:
o Verify that aSpblSpecVerinfo is present and is set to the release

RQ1206_198
RQ1206_200

corresponding to the version of the implemented specification.
e Verify that aSspGeneralCryptolnfo is present

Verify that a list of trusted public key identifiers and a list of algorithm
identifiers are present, which are not associated with any family
identifier and any custodian.

12.6.5.3.1.4

SI3_65314 - Si3.GetSspinfo command with empty parameters

Test ID

SI3_65314

Test objectives

To verify that the SPBL application gate (Other Host) is able to retrieve SSP Information
by sending a Si3.GetSspinfo (GET_SSP_INFO) command with empty parameters to the
SPBL service gate.

Configuration
reference

CSI3_6511
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Initial conditions

The procedure PSI3_6521 shall be successfully executed.

Test sequence

Step Description

Requirements

1 SPBL application gate (Other Host) sends GET_SSP_INFO command without
SpbFamilyld and OID for the associated custodian to the SPBL service gate.

2 SPBL service gate sends ANY_OK response with SspinfoPublic to the SPBL
application gate:
o Verify that aSpblSpecVerinfo is present and is set to the release
corresponding to the version of the implemented specification.
e Verify that aSspGeneralCryptolnfo is present for each supported
aSpbFamilyld
Verify that aSpbFamilyld is present
Verify that aSpbOidCryptolnfoBlock is present
Verify that a list of trusted public key identifiers and a list of
algorithm identifiers are present, which are to be used with that
aSpbFamilyld and the associated aCustodianOid.

RQ1206_199
RQ1206_200

12.6.5.3.2 Si3.SetSpbmCredential command and response handling
12.6.5.3.2.1 SI3_65321 - Si3.SetSpbmCredential
Test ID SI3_65321

Test objectives

To verify that the SPBL application gate (Other Host) is able to set SPBM Credentials by
sending a Si3.SetSpbmCredential (ANY_SET_PARAMETER) to the SPBL Registry in the
SPBL service gate.

Configuration
reference

CSI3_6511

Initial conditions

The procedure PSI3_6521 shall be successfully executed.

Test sequence

Step

Description Requirements

1 SPBL application gate (Other Host) sends ANY_SET_PARAMETER command
with index of IDS_CREDENTIAL_PARAMETER to the SPBL service gate.

RQ1206_201
RQ1206_202
RQ1206_204
RQ1203 028

2  |SPBL service gate sends ANY_OK response to the SPBL application gate.

RQ1206_212
RQ1203_030
RQ1206_205
RQ1206_206
RQ1206_207

12.6.5.3.3 Si3.LoadBoundSpbinfo command and response handling
12.6.5.3.3.1 SI3_65331 - Si3.LoadBoundSpblinfo
Test ID SI3_65331

Test objectives

To verify that the SPBL application gate (Other Host) is able to load bound SPB
Information by sending a Si3.LoadBoundSpbinfo (OFL_DO_OPERATE) command to the
SPBL service gate.

Configuration
reference

CSI3_6511

Initial conditions

The procedure PSI3_6521 shall be successfully executed.

Test sequence

Step Description Requirements

1 SPBL application gate (Other Host) sends OFL_DO_OPERATE command with RQ1206_214

parameter "DoOperateParameter" to the SPBL service gate to Secondary Platform RQ1206_215
Bundle.

2 SPBL service gate sends ANY_OK response to the SPBL application gate. RQ1206_229

RQ1203 040
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12.6.5.3.4 Si3.LoadBoundSpbSds command and response handling
12.6.5.34.1 SI3_65341 - Si3.LoadBoundSpbSds
Test ID SI3_65341

Test objectives  |To verify that the SPBL application gate (Other Host) is able to load bound SPB SDS by
sending a Si3.LoadBoundSpbSds (OFL_CHANGE_SEGMENT) command to the SPBL
service gate.
Configuration CSI3_6511

reference

Initial conditions

The test SI3_65331 shall be successfully executed.
Test sequence

Step Description Requirements

1 SPBL application gate (Other Host) sends OFL_CHANGE_SEGMENT command RQ1206_230

with parameter "ChangeSegmentParameter" to the SPBL service gate to RQ1206_232

Secondary Platform Bundle. RQ1206 233

2 SPBL service gate sends ANY_OK response to the SPBL application gate. RQ1206 234
12.6.5.3.5 Si3.LoadBoundSpbSeg command and response handling

12.6.5.3.5.1 SI3_65351 - Si3.LoadBoundSpbSeg
Test ID SI3_65351

Test objectives  |To verify that the SPBL application gate (Other Host) is able to load bound SPB Segment
by sending a Si3.LoadBoundSpbSeg (OFL_LOAD_SEGMENT) command to the SPBL
service gate.
Configuration CSI3_6511

reference

Initial conditions

The test SI3_65341 shall be successfully executed.
Test sequence

Step Description Requirements

1 SPBL application gate (Other Host) sends OFL_LOAD_SEGMENT command with RQ1206_236

parameter "LoadSegmentParameter” to the SPBL service gate to Secondary RQ1206_237

Platform Bundle. RQ1206 238

2 SPBL service gate sends ANY_OK response to the SPBL application gate. RQ1206 239
12.6.5.3.6 Si3.GetSspCredential command and response handling

12.6.5.3.6.1 SI3_65361 - Si3.GetSspCredential
Test ID SI3_65361

Test objectives  |To verify that the SPBL application gate (Other Host) is able to get SSP Credentials by
sending a SI3.GetSspCredential (ANY_GET_PARAMETER) to the SPBL Registry in the
SPBL service gate.
Configuration CSI3_6511

reference

Initial conditions

The test SI3_65321 shall be successfully executed.
Test sequence

Step Description Requirements
1 SPBL application gate (Other Host) sends ANY_GET_PARAMETER command RQ1206_241
with index of TRE_CREDENTIAL_PARAMETER to the SPBL service gate. RQ1206_242
RQ1206_243

RQ1203 031

2 SPBL service gate sends ANY_OK response to the SPBL application gate with RQ1206_244
value of TRE_CREDENTIAL_PARAMETER registry which contains SspCredential RQ1203_032

as defined in clause12.6.2.4 SSP credential of ETSI TS 103 666-2 [10]. RQ1206 203
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12.6.5.3.7 Si3.EnableSpb command and response handling
12.6.5.3.7.1 SI3_65371 - Si3.EnableSpb
Test ID SI3_65371

Test objectives

To verify that the SPBL application gate is able to enable a SPB by sending a
Si3.EnableSpb (OFL_ENABLE_FIRMWARE) to the SPBL service gate.

Configuration
reference

CSI3_6511

Initial conditions

The procedure PSI3_6521 shall be successfully executed.

Test sequence

Step Description Requirements
1 SPBL application gate sends OFL_ENABLE_FIRMWARE command to the SPBL RQ1206_246
service gate with the identifier of the Secondary Platform Bundle to enable. RQ1206_247
RQ1204 003

2 SPBL service gate sends ANY_OK response to the SPBL application gate. RQ1204 005

12.6.5.3.7.2

SI3_65372 - Si3.EnableSpb based on TELECOM_CAPABILITY value

Test ID

SI3_65372

Test objectives

To verify that the SPBL application gate (Other Host) is able to enable no. of SPBs as
defined in registry TELECOM_CAPABILITY.by sending a Si3.EnableSpb commands to
the SPBL service gate.

Configuration
reference

CSI3_6511

Initial conditions

The procedure PSI3_6521 shall be successfully executed.
Registry "TELECOM_CAPABILITY" is present in OFL Service Gate with at-least value 1.

Test sequence

Step

Description Requirements

1 SPBL application gate (Other Host) sends ANY_GET_PARAMETER command
with TELECOM_CAPABILITY registry index '80' to the SPBL service gate in
Secondary Platform Bundle.

N

SPBL service gate sends ANY_OK response to the SPBL application gate and
provides value stored for TELECOM_CAPABILITY.

The test SI3_65316 shall execute successfully - Si3.GetSsplnfo.

The test SI3_65321 shall execute successfully - Si3.SetSpbmCredential.

The test SI3_65361 shall execute successfully - Si3.GetSspCredential.

o0~ |W

Execute step 7, step 8 and step 9 successfully, for count of
TELECOM_CAPABILITY received in step 2.

~

The test SI3_65331 shall execute successfully - Si3.LoadBoundSsplnfo.

8 Load Telecom SPB Image.

Loop (until whole SPB Image is loaded):
e The test SI3_65341 shall execute successfully - Si3.LoadBoundSpbSds.
e The test SI3_65351 shall execute successfully - Si3. LoadBoundSpbSeg.

9 The test SI3_65371 shall execute successfully - Si3.EnableSpb:
e With Spbld of Telecom SPB Image.

10 |Execute step 7 and step 8 successfully:
Execute step 9 with failure [eSPBL_E_EXCEED_TELECOM_CAPABILITY —-"157.

RQ1206_249
RQ1204_004

12.6.5.3.8 Si3.DisableSpb command and response handling
12.6.5.3.8.1 SI3_65381 - Si3.DisableSpb
Test ID SI3_65381

Test objectives

To verify that the SPBL application gate is able to disable a SPB by sending a
Si3.DisableSpb (OFL_DISABLE_FIRMWARE) to the SPBL service gate.

Configuration
reference

CSI3_6511
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Initial conditions

The procedure PSI3_6521 shall be successfully executed.

Test sequence

Step Description Requirements
1 SPBL application gate sends OFL_DISABLE_FIRMWARE command to the SPBL RQ1206_252
service gate with the identifier of the Secondary Platform Bundle to disable. RQ1206 253

2 SPBL service gate sends ANY_OK response to the SPBL application gate. RQ1204_009
RQ1204 013

12.6.5.3.9 Si3.DeleteSpb command and response handling
12.6.5.3.9.1 SI3_65391 - Si3.DeleteSpb
Test ID SI3_65391

Test objectives

To verify that the SPBL application gate is able to delete a SPB by sending a
Si3.DeleteSpb (OFL_DELETE_SESSION) to the SPBL service gate.

Configuration
reference

CSI3_6511

Initial conditions

The procedure PSI3_6521 shall execute successfully.

Test sequence

Step Description Requirements
1 SPBL application gate sends OFL_DELETE_SESSION command to the SPBL RQ1206_257
service gate with the identifier of the Secondary Platform Bundle to delete. RQ1204 014

2 SPBL service gate sends ANY_OK response to the SPBL application gate. RQ1204_015

12.6.5.3.10 Si3.GetSpbMetadata command and response handling
12.6.5.3.10.1 SI3_653101 - Si3.GetSpbMetadata
Test ID SI3_653101

Test objectives

To verify that the SPBL application gate (Other Host) shall be able to retrieve SPB
metadata by sending a Si3.GetSpbMetadata (GET_SPB_METADATA) command to the
SPBL service gate.

Configuration
reference

CSI3_6511

Initial conditions

The procedure PSI3_6521 shall be successfully executed.

Test sequence

Step

Description Requirements

1 SPBL application gate (Other Host) sends GET_SPB_METADATA command with
Spbld to the SPBL service gate to Secondary Platform Bundle.

RQ1206_190
RQ1206_191
RQ1206_260
RQ1206_261
RQ1206_262
RQ1206_054

2 SPBL service gate sends ANY_OK response to the SPBL application gate.

RQ1206_192
RQ1206_264
RQ1204_017
RQ1204_018

12.6.5.3.11 Si3.UpdateSpbState command and response handling
12.6.5.3.11.1 SI3_653111 - Si3.UpdateSpbState
Test ID SI3_653111

Test objectives

To verify that the SPBL application gate (Other Host) is able to update Spbld by sending
a Si3.UpdateSpbState (ANY_SET_PARAMETER) command to the SPBL service gate.

Configuration
reference

CSI3_6511
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Initial conditions
The procedure PSI3_6521 shall be successfully executed.

Test sequence

Step Description Requirements

1 SPBL application gate (Other Host) sends ANY_SET_PARAMETER command RQ1206_266

with Spbld and SPB_ID registry index to the SPBL service gate in Secondary RQ1206_267

Platform Bundle. RQ1206_268

RQ1204 019

2 SPBL service gate sends ANY_OK response to the SPBL application gate. RQ1206 269
12.6.5.3.12 Si3.GetSpbState command and response handling

12.6.5.3.12.1 SI3_653121 - Si3.GetSpbState

Test ID

SI3_653121

Test objectives

gate.

To verify that the SPBL application gate (Other Host) is able to get the SPB state by
sending a Si3.GetSpbState (ANY_SET_PARAMETER) command to the SPBL service

Configuration
reference

CSI3_6511

Initial conditions

The procedure PSI3_6521 shall be successfully executed.
The test SI3_653111 shall be successfully executed.

Test sequence

Step Description Requirements
1 SPBL application gate (Other Host) sends ANY_SET_PARAMETER command RQ1206_271
with SPB_STATE registry index to the SPBL service gate in Secondary Platform RQ1206_272
Bundle. RQ1204 022
2 SPBL service gate sends ANY_OK response to the SPBL application gate. RQ1206_273
RQ1204 023
12.6.5.3.13 SI3_65313 - SPB Management Operations

Test ID

SI3_65313

Test objectives

To verify that the SPBL application gate (Other Host) is able to load SPB and perform
SPB management operations by sending Si3 layer commands to the SPBL service gate.

Configuration
reference

CSI3_6511

Initial conditions

The procedure PSI3_6521 shall be successfully executed.

Test sequence

Step Description Requirements
1 The test SI3_65316 shall be successfully executed - Si3.GetSsplnfo. RQ1203 017
2  |Thetest SI3_65321 shall be successfully executed - Si3.SetSpbmCredential.

3 The test SI3_65361 shall be successfully executed - Si3.GetSspCredential. RQ1206_211
RQ1206 240
4  |The test SI3_65331 shall be successfully executed - Si3.LoadBoundSspinfo
For Non-Telecom SPB Image.
5 Load Non-Telecom SPB Image. RQ1206_230
Loop (until whole SPB Image is loaded): RQ1206_235
e The test SI3_65341 shall be successfully executed -
Si3.LoadBoundSpbSds
The test SI3_65351 shall be successfully executed - Si3. LoadBoundSpbSeg.
6 The test SI3_65331 shall be successfully executed - Si3.LoadBoundSspinfo
For Telecom SPB Image — 1.
7 Load Telecom SPB Image - 1.
Loop (until whole SPB Image is loaded):
e The test SI3_65341 shall be successfully executed -
Si3.LoadBoundSpbSds
The test SI3_65351 shall be successfully executed y - Si3. LoadBoundSpbSeg.
8 The test SI3_65331 shall execute successfully - Si3.LoadBoundSsplinfo
For Telecom SPB Image — 2.
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9 Load Telecom SPB Image - 2.
Loop (until whole SPB Image is loaded):
e The test SI3_65341 shall execute successfully - Si3.LoadBoundSpbSds
The test SI3_65351 shall execute successfully - Si3. LoadBoundSpbSeg.
10 |The test SI3_65310 shall execute successfully - Si3.GetSpbMetadata
With Spbld of Non-Telecom SPB Image.

11 |The test SI3_65371 shall execute successfully - Si3.EnableSpb RQ1206_245
With Spbld of Non-Telecom SPB Image.
12 |The test SI3_65312 shall execute successfully - Si3.UpdateSpbState RQ1206_265

With Spbld of Non-Telecom SPB Image.

13 |The test SI3_65313 shall execute successfully - Si3.GetSpbState
e With Spbld of Non-Telecom SPB Image

Verify returned state is Enable.

14 |The test SI3_65381 shall execute successfully - Si3.DisableSpb RQ1206_251

With Spbld of Non-Telecom SPB Image.

15 |The test SI3_65312 shall execute successfully - Si3.UpdateSpbState

With Spbld of Non-Telecom SPB Image.

16 |The test SI3_65313 shall execute successfully - Si3.GetSpbState RQ1206_255
e  With Spbld of Non-Telecom SPB Image RQ1206_270

Verify returned state is Disable.
17 |The test SI3_65391 shall execute successfully - Si3.DeleteSpb RQ1206_256

With Spbld of Non-Telecom SPB Image.

12.6.5.3.14 SI3_65314 - Si3.SwitchSpb

Test ID SI3_65314
Test objectives  |To verify that the SPBL application gate (Other Host) shall be able to switch between
different telecom SPBs by sending and perform SPB management operations by sending
Si3 layer commands to the SPBL service gate.
Configuration CSI3_6511
reference

Initial conditions
The procedure PSI3_6521 shall be successfully executed.
The test SI3_65314 shall be successfully executed.
Registry "TELECOM_CAPABILITY" is present in OFL Service Gate with at-least value 1.
Test sequence
Step Description Requirements
1 The test SI3_65371 shall be successfully executed - Si3.EnableSpb
e With Spbld of Telecom SPB Image-1.
2 The test SI3_65312 shall be successfully executed - Si3.UpdateSpbState
With Spbld of Telecom SPB Image-1.
3 The test SI3_65313 shall execute successfully - Si3.GetSpbState
e  With Spbld of Telecom SPB Image-1
Verify returned state is Enable.
4  |The test SI3_65312 shall execute successfully - Si3.UpdateSpbState
e  With Spbld of Telecom SPB Image-2.
5 The test SI3_65313 shall execute successfully - Si3.GetSpbState
e  With Spbld of Telecom SPB Image-2
Verify returned state is Disable.
6 SPBL application gate (Other Host) sends SWITCH_TELECOM_SPB command RQ1206_190
(Si3.SwitchSpb) with: RQ1206_191
e Spbld of Telecom SPB Image-1 as aSpbldToBeDisabled; and
e  Spbld of Telecom SPB Image-2 as aSpbldToBeEnabled to the SPBL
service gate to Secondary Platform Bundle.
7 SPBL service gate sends ANY_OK response to the SPBL application gate. RQ1206_192
8 |The test SI3_65312 shall execute successfully - Si3.UpdateSpbState
With Spbld of Telecom SPB Image-1.
9 The test SI3_65313 shall execute successfully - Si3.GetSpbState
e  With Spbld of Telecom SPB Image-1
Verify returned state is Disable.
10 |The test SI3_65312 shall execute successfully - Si3.UpdateSpbState
With Spbld of Telecom SPB Image-2.
11 |The test SI3_65313 shall execute successfully - Si3.GetSpbState RQ1206_250
e  With Spbld of Telecom SPB Image-2
Verify returned state is Enable.
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12.6.5.4 Requirements not testable, implicitly verified or verified elsewhere

The following requirements are generated from descriptive text. A verification by tests defined within the present
document is not possible:

RQ1206_004, RQ1206_022, RQ1206_055, RQ1206_056, RQ1206_188, RQ1206_189, RQ1206_196, RQ1206_205,
RQ1206_206, RQ1206_207, RQ1206_208, RQ1206_209, RQ1206_210, RQ1206_211, RQ1206_213, RQ1206_216,
RQ1206_217, RQ1206_218, RQ1206_219, RQ1206_220, RQ1206_221, RQ1206_222, RQ1206_223, RQ1206_224,
RQ1206_225, RQ1206_226, RQ1206_231, RQ1206_234, RQ1206_248, RQ1206_254, RQ1206_259, RQ1206_263.
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12.6.6 Si4 interface

12.6.6.0 Si4 Principles

12.6.6.0.1 Si4 tunneling over Si3 and Si2
Figure 12.1 illustrates the tunneling of the Si4 over Si2 and Si3.

SPBL LBA(Tester) SPB Manager

|
si3 )/

<
<

[1] Si3GetSspinfo

[2] SspInfoPublic

-------- >
[3] Terminallnfo
Si2
[4] Si2GetSpbmCertificateCommand(SspinfoPublic, Terminalinfo)
<. [5] Si2GetSpbmCertificateResponse(Si2GetSpbmCertificateOk) |
si3 )/
[6] Si3SetSpbmCredential(SpbmCredential)
[7] Si3 ANY_OK
..... - ...4....>
I [8] Si3GetSspCredential
______ [9] SspCredential —
Si2
[10] Si2GetBoundSpblmage command
(SspCredential, Terminallnfo, RequestType) <
[ Si2GetBaundSphiniageResponss (BolindSplimage, Spbiiatadata) |
si3 )/
12] Si3LoadBoundSpbinfo(DoOperateParameter
< p p
[13] ANY_OK
. Ttesvecnssscavesessanssasesasnsanes )
loo| / [NumberSegment in BoundSpbimage]
[14] Si3LoadBoundSpbSds command
(ChangeSegmentParameter)
[15] Si3 ANY_OK
...... - ........>
[16] Si3LoadBoundSpbSeg command
., (LoadSegmentParameter)
[17] Si3 ANY_OK
...... ee - .........)

|_[18] ANY_GET._PARAMETER[OPERATION_TOKEN]

[19] ANY_OK (OPERATION_TOKEN)

[20] Si2HandleNotification

__[21] OK

Figure 12.1: Security Protocol over Si2 and Si3

12.6.6.0.2 Si4 security protocol abstract view

Figure 12.2 illustrates the handling of the Si4 security protocol between SPBL and SPBM.
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SPBL LBA(Tester) SPB Manager

[1] SspinfoPublic

\4

[2] Terminalinfo

[3] SsplnfoPublic, Terminallnfo

5
>

<[4] Si2GetSpbmCertificateResponse(Si2GetSpbmCertificateOk)

[5] SpbmCredential

............. [B]. SepCrecential ...

[71SspCredential, Terminallnfo, RequestType

e B OUNASEIMBgE, SpbMetadates ..

[9] DoOperateParameter

<

loop / [number of segments in BoundSpbimage]

_[10] ChangeSegmentParameter

[11] LoadSegmentParameter

[12] OPERATION_TOKEN

>

[13] NotificationToken

Y

Figure 12.2: Si4 Security Protocol SPBL/SPB Manager
The Protocol Data Unit (PDU) conveying the Si4 security protocol are generated by using Si3 and Si2 messages. All

PDUs are sequentially dependent and cannot be generated independently. In order to link these PDUs, a software
tooling isavailable in the ETSI forge repository - SCP iSSP tooling [34].

12.6.6.0.3 Testing the Si4 SPBL service

Figure 12.3 illustrates the testing of the SPBL service (SUT) from the LBA (tester). The Tester emulates the SPBM.

SPBL LBA(Tester)

[1] SspInfoPublic

\4

[2] SpbmCredential

[3] SspCredential

[4] DoOperateParameter

loop ) [NumberSegment in BoundSpbimage]

5] ChangeSegmentParameter

I

_ [6] LoadSegmentParameter

[7] NotificationToken

Figure 12.3: Si4 SPBL service

For sake of simplicity, the returned status subsequent to any exchange are not showed.
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12.6.6.0.4 Testing the Si4 SPB Manager service
Figure 12.4 illustrates the testing of the SPBM service(SUT) from the LBA (tester). The Tester emulates the SPBL.

Y

A

\4

A

Figure 7: Si4 SPBM service

For sake of simplicity, the returned status subsequent to any exchange are not showed.

12.6.6.1 Configurations

12.6.6.1.1 CSl4_6611 - LBA - SPBL (SUT)
Configuration ID |CSI4_6611
Configuration
description
(Tester) Sia
LBA ' SPBL
12.6.6.1.2 CSl4_6612 - LBA - SPB Manager (SUT)
Configuration ID |CSI4_Y12
Configuration
description
(Tester) Si4 SPBM
LBA server
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PSI4_6621 - session opening between SPBL and the SPB Manager

Procedure ID

PSI4_6621

Procedure
objectives

The LBA manages the bridge between the SPBL and the SPBM. The semantic of the Si4
security protocol is conveyed by using Si3 and Si2.

The LBA is in charge to get and forward the Si4 data between the SPBL and the SPBM.
For tests considerations, the LBA is transparent between SPBL and SPBM.

Configuration
reference

CSI4_6611 or CSI4_6612

Initial conditions

Test sequence

Step

Description

1 The SPBL establishes the Si3 connection to the LBA.

2 The SBPM establishes the Si2 connection to the LBA.

12.6.6.3 Test Descriptions

12.6.6.3.1 Si4 - SPBL service

12.6.6.3.1.1 Sl4_66311 - Normal flow
Test ID Sl4_66311

Test objectives

To verify that no errors occur if the LBA (tester) stimulates the SPBL (SUT) with PDUs,
and these PDUs are conveyed in Si4 semantic.

Configuration
reference

CSl4_6611

Initial conditions

The procedure PSI4_6621 shall be successfully executed.
The SI4_111 pdu is generated by using the SI4_111 pdu configuration file.

Test sequence

Step

Description Requirements

1 The SPBL sends to SI4_111 pdu_01 to the LBA.

RQ1206_248
RQ1206_254
RQ1206_258
RQ1206_259
RQ1206 263

2 The LBA sends to SI4_111_pdu_02 to the SPBL.

RQ1206_217
RQ1206_207
RQ1206_209
RQ1206_210
RQ1202_001
RQ1202_002
RQ1202_006
RQ1202_007
RQ1202_008
RQ1202_009
RQ1202_010
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3 The SPBL sends to SI4_111 pdu_02 to the LBA. RQ1206_237
RQ1202_006
RQ1202_007
RQ1202_008
RQ1202_009
RQ1202_010
RQ1202_011
RQ1202_012
RQ1202_013
RQ1202_014
RQ1202_015
RQ1202_016
RQ1202_017
RQ1202_030
RQ1202_033
RQ1202_042
4 |The LBA sends to SI4_111_pdu_04 to the SPBL. RQ1206_218
RQ1206_219
RQ1206_220
RQ1206_221
RQ1206_222
RQ1206_223
RQ1206_224
RQ1206_225
RQ1206_226
RQ1206 226a
RQ1206_226b
RQ1202_006
RQ1202_007
RQ1202_008
RQ1202_009
RQ1202 010
The LBA sends to SI4_111 pdu_05 to the SPBL. RQ1202 042
The LBA sends to SI4_111_pdu_06 to the SPBL. RQ1206_231
RQ1202_038
RQ1202_039
RQ1202_040
RQ1202_041
RQ1202_042
7 The SPBL sends to SI4_111 pdu_07 to the LBA. RQ1206_062
RQ1206_063
RQ1206_064
RQ1206_065
RQ1206_066
RQ1206_067
RQ1206_068
RQ1206_069
RQ1206_070
RQ1206 071

[ex2¢)]

12.6.6.3.2 Si4 - SPB Manager service

12.6.6.3.2.1 Sl4_66321 - Normal flow

Test ID Sl4 66321
Test objectives  |To verify that no errors occur if the LBA (tester) stimulates the SPBM (SUT) with PDUs,
and these PDUs are conveyed in Si4 semantic.
Configuration CSl4_6612
reference

Initial conditions
The procedure PSI4_6621 shall be successfully executed.
The SI4_121 pdu is generated by using the SI4_121 pdu configuration file.
Test sequence
Step Description Requirements
1 The LBA sends to SI4_121 pdu_01 to the SPBM. RQ1203 026
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2 The SPBM sends to Sl4_121 pdu_02 to the LBA. RQ1202_015
RQ1202_016
RQ1202_017
RQ1202_018
RQ1202_019
RQ1202_020
RQ1202_021
RQ1202_022
RQ1202_023
RQ1202_024
RQ1202_025
RQ1202_026
RQ1202_027
RQ1202_028
3 The LBA sends to SI4_121 pdu_02 to the SPBM. RQ1202_001
RQ1202_002
RQ1202_003
RQ1202_004
RQ1202_006
RQ1202_007
RQ1202_008
RQ1202_009
RQ1202_010
4 The SPBM sends to SI4_121 pdu_04 to the LBA. RQ1202_015
RQ1202_016
RQ1202_017
RQ1202_018
RQ1202_019
RQ1202_020
RQ1202_021
RQ1202_022
RQ1202_023
RQ1202_024
RQ1202_025
RQ1202_026
RQ1202_027
RQ1202_028
RQ1202_005
RQ1202_030
RQ1202_033
RQ1202_038
RQ1202_039
RQ1202_040
RQ1202 041

12.6.6.4 Requirements not testable, implicitly verified or verified elsewhere

The following requirements are generated from descriptive text. A verification by tests defined within the present
document is not possible:

RQ1202_005, RQ1202_029, RQ1202_031, RQ1202_032, RQ1202_034, RQ1202_035, RQ1202_036, RQ1202_037.
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Annex A (informative):
Core specification version information

Unless otherwise specified, the versions of ETSI TS 103 666-2 [10] from which conformance requirements have been
extracted are as follows:

Release Latest version from which conformance requirements have been extracted

15 V15.3.0 (2020-09)
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Annex B (informative):
Change History

The table below indicates all changes that have been incorporated into the present document since it was published.

Change history

Date Meeting Plenary Doc CR [Rev |Cat Subject/Comment Old New
08/11/2021 |SCP#102 | SCP(21)000160r2 - - - Version 15.0.0 first publication - 15.0.0
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Document history
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