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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The information
pertaining to these essential |PRs, if any, ispublicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRS); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Policy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

Foreword
This Technical Specification (TS) has been produced by ETSI Technical Committee Smart Card Platform (SCP).

The contents of the present document are subject to continuing work within TC SCP and may change following formal
TC SCP approval. If TC SCP modifies the contents of the present document, it will then be republished by ETSI with
an identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x  thefirst digit:
0  early working draft;
1 presented to TC SCP for information;
2 presented to TC SCP for approval;
3 or greater indicates TC SCP approved document under change control.

y  thesecond digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z  thethird digit isincremented when editorial only changes have been incorporated in the document.
The present document is part 2 of a multi-part deliverable covering Smart Secure Platform (SSP), asidentified below:
Part 1:  "Genera characteristics';

Part 2. "Integrated SSP (iSSP) characteristics'.
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Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document details the technical specifications for the Smart Secure Platform (SSP) integrated into an SoC,
aso known asiSSP. The present document defines specific attributes on top of the generic SSP specified in ETS
TS 103 666-1 [3].

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

. In the case of areference to a TC SCP document, a hon-specific reference implicitly refersto the latest version
of that document in the same Release as the present document.

Referenced documents which are not found to be publicly available in the expected |ocation might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI TS 102 221: "Smart Cards; UICC-Terminal interface; Physical and logical characteristics'.
2] ETSI TS 102 223: "Smart Cards; Card Application Toolkit (CAT)".

[3] ETSI TS 103 666-1: " Smart Secure Platform (SSP); Part 1. General characteristics'.

[4] BSI-CC-PP-0084-2014: " Security 1C Platform Protection Profile with Augmentation Packages'.

NOTE: Available at https://www.commoncriteriaportal .org/files/ppfiles/pp0084b pdf.pdf.

[5] BSI-CC-PP-0089-2015: "Embedded UICC Protection Profile, Version 1.1 25.08.2015".

NOTE: Available at https://www.commoncriteriaportal .org/fil es/ppfiles/pp0089a pdf.pdf.

[6] GlobalPlatform Card Technology: " Open Firmware Loader for Tamper Resistant Element”,
Version 1.3.

NOTE: Available at https://global pl atf orm.org/specs-library/open-firmware-loader-for-tamper-resi stant-el ement-

v1-3/.

[7] Global Platform Technology: "V PP - Concepts and Interfaces', Version 1.0.1.

NOTE: Available at https://global platf orm.org/specs-library/gl obal pl atf orm-technol ogy-virtual -primary-platform-
v1-0-1/.

[8] GlobalPlatform Technology: "Virtua Primary Platform - Firmware Format”, Version 1.0.1.

NOTE: Available at https://global platf orm.org/specs-library/gl obal pl atf orm-technol ogy-virtual -primary-platform-
v1-0-1/.

[9] GlobalPlatform Technology: "VPP - OFL VNP Extension”, Version 1.0.1.

NOTE: Available at https://global pl atf orm.org/specs-library/gl obal pl atf orm-technol ogy-virtual -primary-platform-
v1-0-1/.

[10] IETF RFC 4122: "A Universally Unique I Dentifier (UUID) URN Namespace'.
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IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation
List (CRL) Profile".
NISTIR 7298: "Glossary of Key Information Security Terms".
NIST 800-108: "Recommendation for Key Derivation Using Pseudorandom Functions'.

BSI: "Functionality classes and evaluation methodology for deterministic random number
generators', Reference: A1S20, version 1, 02/12/1999.

BSI: "Functionality classes and evaluation methodology for physical random number generators”,
Reference:AlS31, version 1, 25/01/2001.

"Application of Attack Potential to Smartcards and Similar Devices', v3.0, April 2019.

Available at https://www.sogis.eu/documents/cc/domains/sc/Jl L-Application-of -Attack-Potential -to-
Smartcards-v3-0.pdf.

"Common Criteria for Information Technology Security Evaluation Part 3: Security assurance
components’, September 2012 Version 3.1 Revision 4.

Available at https://www.commoncriteriaportal .org/files/ccfiless CCPART 3V 3.1R4.pdf.

NIST 800-56A: "Recommendation for Pair-Wise Key Establishment Schemes Using Discrete
Logarithm Cryptography (Revision 2)", May, 2013.

IETF RFC 5639: "Elliptic Curve Cryptography (ECC) Brainpool Standard Curves and Curve
Generation".

ANSI X9.62-2005: "Public Key Cryptography for the Financial Services Industry, The Elliptic
Curve Digital Signature Algorithm (ECDSA)".

ISO/IEC 14888-3:2018: "IT Security techniques -- Digital signatures with appendix --
Part 3: Discrete logarithm based mechanisms’.

ISO/IEC 10118-3:2018: "IT Security techniques -- Hash-functions -- Part 3: Dedicated hash-
functions”.

BSI TR-03111: "Elliptic Curve Cryptography", Version 2.10.

IETF draft-shen-sm2-ecdsa-02: "SM2 Digital Signature Algorithm".

IETF RFC 7540: "Hypertext Transfer Protocol Version 2 (HTTP/2)".

IETF RFC 8446: "The Transport Layer Security (TLS) Protocol Version 1.3".

ETSI TS 101 220: "Smart Cards; ETSI numbering system for telecommunication application
providers'.

ETSI TS 134 108: "Universal Maobile Telecommunications System (UMTS); LTE; Common test
environments for User Equipment (UE); Conformance testing (3GPP TS 34.108)".

IETF RFC 5480: "Elliptic Curve Cryptography Subject Public Key Information”.

IETF RFC 5758: "Internet X.509 Public Key Infrastructure: Additional Algorithms and Identifiers
for DSA and ECDSA".

Recommendation ITU-T X.501 (ISO/IEC 9594-2:2005): "Information technology - Open Systems
Interconnection - The Directory: Models".

IETF RFC 4868: "Using HMAC-SHA-256, HMAC-SHA-384, and HMAC-SHA-512 with | Psec".

NIST SP 800-38B (May 2005): "Recommendation for Block Cipher Modes of Operation: The
CMAC Mode for Authentication”.

Available at https://nvlpubs.nist.gov/nistpubs/Special Publications/ NI ST.SP.800-38B. pdf.
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[34] ETSI TS 102 241: "Smart Cards; UICC Application Programming Interface (UICC API) for Java
Card™",

[35] ETSI TS 102 226: " Smart Cards; Remote APDU structure for UICC based applications’.

[36] SO 7816: "Identification cards -- Integrated circuit cards'.

[37] IETF RFC 5754: "Using SHA2 Algorithms with Cryptographic Message Syntax".

[38] GlobalPlatform Technology: "Card Specification", Version 2.3.1.

NOTE: Available at https://global platf orm.org/specs-library/card-specification-v2-3-1/.

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

. In the case of areference to a TC SCP document, a non specific reference implicitly refers to the latest version
of that document in the same Release as the present document.

Referenced documents which are not found to be publicly available in the expected |ocation might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1] BSI-DSZ-CC-0827-V7-2018: " Security |C Platform Protection Profile, Version 1.0, 15 June
2007".
3 Definition of terms, symbols and abbreviations
3.1 Terms

For the purposes of the present document, the terms given in ETSI TS 103 666-1 [3] and the following apply:

3GPP network registration: procedure defined by 3GPP allowing aterminal to get access to services provided by
telecommunication networks compliant with 3GPP specifications, using the subscription information stored within the
said terminal inaSIM, aUSIM or an ISIM application

address space: set of addresses that can be used by a particular program or functional unit

custodian: organization that defines family identifier specific requirements (e.g. trusted Cls, product certification)
within its iSSP ecosystem

family identifier: UUID identifying afamily of Secondary Platform Bundles. It is equivalent to Firmware Family in
GP OFL specification [6]

plaintext: intelligible data that has meaning and can be understood without the application of decryption (see
NISTIR 7298 [12])

process: independent sequences of execution running within independent virtual address space and which may have
shared virtual memories with other processes (e.g. virtua shared memory for communication between processes)

program: independent set of instructions executed by CPU

Secondary Platform Bundle (SPB) container: packaged code and datato create a Secondary Platform Bundle
instance
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Secondary Platform Bundle (SPB) image: data encapsulating an encrypted Secondary Platform Bundle container and
cryptographic data to extract a Secondary Platform Bundle container

Secondary Platform Bundle (SPB) instance: runtime instance of the container, running on top of the Primary
Platform Interface

Secondary Platform Bundle (SPB) loader: Secondary Platform Bundle instance with special privileges that enable
managing Secondary Platform Bundle containers

Secondary Platform Bundle (SPB) management oper ation: operation related to the state of the Secondary Platform
Bundle, including its enablement, its disablement and its deletion

Secondary Platform Bundle (SPB) provisioning: sequence of operations related to the downloading of a Secondary
Platform Bundle from a SPB Manager, its loading and its installation within the iSSP

service: hardware dependent low level software running in unprivileged mode

telecom Secondary Platform Bundle (SPB): Secondary Platform Bundle (SPB) which contains or isintended to
contain at least one 3GPP NAA

telecom family identifier: family identifier having areserved value, used to identify a Secondary Platform Bundleas a
Telecom Secondary Platform Bundle

test telecom bundle: telecom bundle containing a 3GPP NAA which isintended to access a 3GPP test network (e.g. a
network compliant with ETSI TS 134 108 [28])

user intent: direct, real time acquisition and validation of the end user input on the LBA to trigger locally a Secondary
Platform Bundle provisioning or a Secondary Platform Bundle management operation

virtual address: inavirtual storage system, the address assigned to a storage location in external storage (i.e. outside
the SE) to allow that location to be accessed as though it were part of main storage (i.e. inside the SE)

virtual address space: set of virtual addresses that can be used by a particular program or functional unit

3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the abbreviations given in ETSI TS 103 666-1 [3] and the following apply:

ABI Application Binary Interface

API Application Programming Interface

HLOS High Level Operating System

iNVM (internal NVM) Non-Volatile Memory inside the SSP

iRAM (internal RAM) volatile random access memory inside the SSP
MMF Memory Management Function

oD Object | Dentifier

PRF Pseudorandom Function family

rNVM (remote NVM) Non-Volatile Memory outside the SE

rRAM (remote RAM) volatile random access memory outside the SSP
SPB Secondary Platform Bundle
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4 Introduction

4.1 Document Layout

The present document specifies:

. an overview of the iSSP;

the iSSP architecture;

. the Primary Platform, including the hardware platform requirements and services;
. the Primary Platform I nterface;

. the Secondary Platform Bundle;

e thecommunication interface, including the protocol stack layers;

e thecertification requirements for the iSSP.

4.2 ASN.1 syntax

4.2.1 Introduction
The provisions of ETSI TS 103 666-1 [3], clause 4.4.1 shall apply.

The complete ASN.1 code is provided for reference in Annex B.

4.2.2 Start of ASN.1

-- ASNISTART

| SSPDefinitions { itu-t (0) identified-organization (4) etsi (0) snart-secure-platform (3666) part2
(2) }

DEFI NI TI ONS

AUTOVATI C TAGS

EXTENSI Bl LI TY | MPLIED :: =

BEG N

/* lnmports */

| MPORTS
Certificate, Tine, A gorithmdentifier
FROM PKI X1Explicit88 {iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
nmechani sns(5) pkix(7) id-nod(0) id-pkixl-explicit(18)}
Subj ect Keyl denti fier
FROM PKI X11 npl i cit88 {iso(1l) identified-organization(3) dod(6) internet(1l) security(5)
nmechani sns(5) pkix(7) id-nmod(0) id-pkix1l-inplicit(19)};

-- ASN1ISTOP

5 Overview

5.1 Description

AniSSPisanintegrated SSP confined in a dedicated sub-system within an SoC. The SoC is usually soldered in the
terminal and so the SSP is an integral part of the terminal.

The iSSP isa composition of three parts as described in clause 6.1.
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5.2 Security requirements

The provisionsof ETSI TS 103 666-1 [3], clause 6.11 shall apply.

The software and sensitive data of the iSSP shall never be exposed from the iSSP to any external component in
plaintext. The protection of software and sensitive data shall provide privacy, confidentiality, integrity, protection
against rollback attacks, and protection against side-channel attacks.

In the case where software and sensitive data are stored outside the iSSP, they shall also be protected in away to
achieve perfect forward secrecy and they shall be securely bound to that given iSSP instance, in accordance to
clause 7.1.3.4.

5.3 References to GlobalPlatform

The present document contains several references to Global Platform VPP - Concepts and Interfaces [7] specification.

The following list maps the terms used by Global Platform VPP - Concepts and Interfaces [7] to the terms used in the
present document:

. VPP Application and Firmware, depending on the context, refer to the Secondary Platform Bundle.

e  Thegroup of interfaces that include Kernel Functions ABI/API, Communication Service and Firmware
Management Service are collectively referred to as the Primary Platform Interface.

. HLOS Applications refers to SSP Applications.

e  Tamper Resistant Element (TRE) refersto the iSSP.

6 ISSP Architecture

6.1 Overview

The iSSP consists of:
1) ThePrimary Platform including the hardware platform and a low-level operating system.
2) The Primary Platform Interface, which provides the abstraction and virtualization of the Primary Platform.
3)  Secondary Platform Bundle(s), which contains the Secondary Platform along with its SSP applications:

a) The Secondary Platform, a software component using the Primary Platform Interface, which contains a
high-level operating system and may contain execution framework(s).

b)  The SSP Application(s) that run on top of the Secondary Platform.
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Secondary Platform Bundle

SSP SSP
application application

—— Secondary Platform

Use Case Dependent

Frameworks (optional)

High Level Operating System

Primary Platform Interface——— -¢—————— Technology and Use
Case Independent
Primary Platform

) -&—— Technology Dependent
‘ Low Level Operating System ‘

‘ Hardware Platform ‘

Figure 6.1: iSSP architecture

The provisions of GlobalPlatform VPP - Concepts and Interfaces [7], clause 2.1 shall apply.

6.2 Functional architecture

The provisions of GlobalPlatform VPP - Concepts and Interfaces [7], clauses 5.1 and 5.2 shall apply.

6.3 Security perimeters

The provisions of GlobalPlatform VPP - Concepts and Interfaces [7], clause 5.3 shall apply.

6.4 Unprivileged execution model

The provisions of GlobalPlatform VPP - Concepts and Interfaces [7], clause 5.4 shall apply.

6.5 Unprivileged virtual address space

The provisions of GlobalPlatform VPP - Concepts and Interfaces [7], clause 5.5 shall apply.

6.6 Run time model

The provisions of GlobalPlatform VPP - Concepts and Interfaces [7], clause 5.6 and its subclauses shall apply.
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7 Primary Platform

7.1 Hardware Platform

7.1.1 Architecture

The provisions of GlobalPlatform VPP - Concepts and Interfaces[7], clause 3.1 shall apply with the following
exceptions:

. the presence of the SoC is mandatory in the figure 3-1 in Global Platform VPP - Concepts and Interfaces [7];
. the iSSP shall contain an autonomous and independent clock system;
e  theiSSP shall contain communication functions;

. the iSSP may contain the data protection hardware function.

7.1.2 Form factor

No form factor is mandated.

7.1.3 Security functions

7131 Hardware Platform isolation

The provisions of GlobalPlatform VPP - Concepts and Interfaces [7], clauses 3.4.1 SREQ19 shall apply.

7.1.3.2 Memory Management Function

The Primary Platform shall provide a Memory Management Function (MMF) to avoid dependency of the Secondary
Platform Bundle design with respect to the execution memory addressing.

The provisions of GlobalPlatform VPP - Concepts and Interfaces [7], clauses 3.2.2 and 3.5 shall apply.

7.1.3.3 Key protection function

The hardware platform shall provide a hardware function for protecting itslong term keys as defined in Global Platform
VPP - Concepts and Interfaces [7], clauses 3.4.3.

The key protection function shall perform key derivation, as specified in NIST Special Publication 800-108 [13], with
robustness of the PRF equivalent to or greater than HMAC-SHA-256 [32] or CMAC [33].

The long term seed value shall be accessible only by the hardware platform. The probability that two distinct hardware
platforms have the same long term seed shall be negligible. For example, the long term seed is generated randomly by
the hardware platform and is not known to the maker of the Primary Platform.

The hardware platform shall provide a data path for the key protection function output. The key protection function
output shall be made available for the data protection hardware function described in clause 7.1.3.4, if that clauseis
supported, or to the cryptographic functions described in clause 7.1.7.

7134 Data protection hardware function

The hardware platform may support a hardware function performing the encryption to export software and data outside
the iSSP, and the decryption to import software and data from outside the i SSP.

The hardware platform may support a hardware function performing the integrity computation and check of software
and data stored outside the iSSP.
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These hardware functions shall only be accessible by the low-level Operating System in the Primary Platform. For the
purpose of storing and verifying software and data outside the iSSP, these hardware functions shall only use the keys
provided by the key protection function.

If these hardware functions are supported, the provisions of GlobalPlatform VPP - Concepts and Interfaces[7],
clause 3.4.2 shall apply.

7.1.35 Memory transfer function

The provisions of GlobalPlatform VPP - Concepts and Interfaces[7], clauses 3.2.6 shall apply.

7.1.3.6 Test functions

The hardware platform shall protect against the disclosure of keys managed by the Primary Platform, when using test
functions of the SoC or test equipment.

7.1.3.7 Remote audit

The provisions of GlobalPlatform VPP - Concepts and Interfaces [7], clause 3.7 shall apply.

7.1.3.8 Security sensor function

The provisions of GlobalPlatform VPP - Concepts and Interfaces [7], clause 3.4.4 shall apply.
7.1.4 Memories

7.14.1 Non Volatile Memories
The provisions of GlobalPlatform VPP - Concepts and Interfaces[7], clauses 3.2.3 shall apply.

The Primary Platform shall provide the Secondary Platform with direct memory-mapped access to the NVM, whether
the NVM isintegrated in the iSSP (iNVM) or accessed remotely (rNVM).

In case of INVM, the requirements for robustness of the algorithms used for the data protection are specified in
clause 7.1.3.4.

7.1.4.2 Volatile memory

The Primary Platform shall provide the Secondary Platform with direct memory-mapped access to the volatile memory,
whether the memory isintegrated in the iSSP (iRAM) or accessed remotely (rRAM).

In case of rRAM, the requirements for robustness of the algorithms used for the data protection are specified in
clause 7.1.3.4.

7.1.5 Communication functions

The physical communication interfaces between the Primary Platform and the SoC it is integrated with is outside the
scope of the present document. These are abstracted from the Secondary Platform by the interface defined in clause 8.2.

7.1.6 Power

Due to the integrated nature of the iSSP, the power supply, the management of the power states and the overall power
consumption of the iSSP are Primary Platform specific and are outside the scope of the present document.

7.1.7 Cryptographic functions

The provisions of GlobalPlatform VPP - Concepts and Interfaces[7], clauses 3.2.7 shall apply.
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7.1.8 Clock

The iSSP shall embed an autonomous and independent clock system in conformance with the Protection Profile
BSI-CC-PP-0084-2014 [4].

The provisions of ETSI TS 103 666-1 [3], clause 6.3 shall apply.

7.1.9 SSP internal interconnect

All elements contained in the iSSP shall only be physically connected to other elementsin the iSSP, except as specified
inclause 7.1.5.

7.1.10 Secure CPU

The hardware platform shall contain one or more dedicated CPUs, which are inside the iSSP and separated from the rest
of the SoC.

The provisions of GlobalPlatform VPP - Concepts and Interfaces [7], clauses 3.2.1 shall apply. The CPU(s) shall be
based at least on a 32-bit architecture.

The characteristics of the CPUs (e.g. endianness) are implementation dependent and outside the scope of the present
document.

7.1.11 Random Number Generator

The provisions of GlobalPlatform VPP - Concepts and Interfaces [7], clauses 3.2.8 shall apply.

7.2 Low-level Operating System

7.2.1 Introduction

The Primary Platform includes alow-level Operating System.

The provisions of GlobalPlatform VPP - Concepts and Interfaces [7], clause 5.8 (without its subclauses) shall apply.

7.2.2 Kernel objects

The provisions of GlobalPlatform VPP - Concepts and Interfaces [7], clause 5.8.1 shall apply.

7.2.3 Global requirements and mandatory Access Control rules

The provisions of GlobalPlatform VPP - Concepts and Interfaces [7], clause 5.8.2 shall apply.

7.2.4 Process states diagram

The provisions of GlobalPlatform VPP - Concepts and Interfaces [7], clause 5.8.3 shall apply.

7.2.5 Definition of the process states

The provisions of GlobalPlatform VPP - Concepts and Interfaces [7], clause 5.8.4 shall apply.

7.2.6 Mandatory access control
The provisions of GlobalPlatform VPP - Concepts and Interfaces [7], clause 5.11 and its subclauses shall apply.

The low-level operating system shall only have non-shareable memory regions.
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7.3 Services

7.3.1 Secondary Platform Bundle Loader

7.3.1.1 Overview

The Primary Platform shall support a Secondary Platform Bundle Loader as defined in Global Platform Open Firmware
Loader for Tamper Resistant Element [6] with the following exceptions:

e  TheOFL ARP state shall be UNLOCKED.

The Secondary Platform Bundle Loader shall be a system Secondary Platform Bundle and shall support the
requirements defined in the augmented package loader 2 in BSI-CC-PP-0084-2014 [4].

The Secondary Platform Bundle Loader shall support the format defined in clause 9.3.

7.3.1.2 Registries

The Secondary Platform Bundle Loader shall implement at |east the following registry entries of the OFL service gate
defined in Global Platform VPP - OFL VNP Extension [9].

Table 7.1: Registry entry in the OFL Service Gate

Type Identifier Parameter Access right Comment Length
Mandatory '01' CURR_VERSION RO As defined in GlobalPlatform Var.
VPP-OFL VNP Extension [9].
Mandatory '03' TRE_CREDENTIAL_PARAMETE RO This registry shall be used by Var.
R the LBA to retrieve SSP

credential data structure
defined in clause 12.6.2.4.

Mandatory '04' IDS_CREDENTIAL_PARAMETER wO This registry shall be used by Var.
the LBA to provide SPBM
credential data structure

defined in clause 12.6.2.3.

In addition, the Secondary Platform Bundle Loader shall implement the following registry entries.

Table 7.2: Additional registry entry in the OFL Service Gate

Type Identifier Parameter Access Comment Length | Default
Right
Conditional '80° TELECOM_CAPABILITY RO Maximum number of 1 1

concurrent 3GPP network
registrations.

Mandatory ‘81" GET_SSP_INFO_PARAMET WO It contains family identifier Var. -
ER and/or custodian identifier
used to generate
SSP_INFO_PUBLIC as
defined in clause 12.6.5.5.1.

Mandatory '‘82' SSP_INFO_PUBLIC RO Public SSP Information as Var. -
defined in clause 12.6.2.2.2.

If the iSSP contains or isintended to contain at |east one Telecom Secondary Platform Bundle,
TELECOM_CAPABILITY shall be set at the time of manufacturing. It shall contain the maximum number of distinct
concurrent 3GPP network registrations based on different subscriber identifiers, supported by the terminal.
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7.3.1.3 Commands

The Secondary Platform Bundle Loader shall support the commands defined in Global Platform VPP - OFL VNP
Extension [9].

In addition, the Secondary Platform Bundle Loader shall support the following additional commands.

Table 7.3: Additional commands supported by the OFL Service Gate

Value of Instruction Command Description
XX GET_SSP_INFO | The command to get Public SSP information

The GET_SSP_INFO command shall be used to implement the function defined in clause 12.6.5.5.1.

7.3.14 Responses

The Secondary Platform Bundle Loader shall support the responses defined in Global Platform VPP - OFL VNP
Extension [9].

In addition, the OFL service gate shall support the following responses.

Table 7.4: Additional responses supported by the OFL Service Gate

Value Response Description

10" |eSPBL_E_NO_CI_FOR_SPBM_VERIFICATION |The SSP does not support any ClI for signature verification
as per the given GET_SSP_INFO_PARAMETER.

'11' |eSPBL_E_NO_CI_FOR_SPBL_VERIFICATION |The SSP does not support any Cl for signing as per the
given GET_SSP_INFO_PARAMETER.

12" |eSPBL_E_NO_CI_FOR_KEYAGREEMENT The SSP does not support any CI for key agreement as per
the given GET_SSP_INFO_PARAMETER.

13" |eSPBL_E_NO_SUPPORTED_CRYPTO The SSP does not support any cryptographic algorithm as
per the given GET_SSP_INFO_PARAMETER.

'14'" |eSPBL_E INVALID SPBM_CERT The received SPBM certificate (chain) is not valid.

15" |eSPBL_E_EXCEED_TELECOM_CAPABILITY The Telecom Secondary Platform Bundle cannot be
enabled due to the TELECOM_CAPABILITY limit.

7.3.2 Communication service

The Primary Platform shall provide communication service for the use of the Secondary Platform Bundle to
communicate with entities outside the iSSP. The interface is defined in clause 8.2.

7.3.3 Management service

The Primary Platform shall provide management service for the exclusive use of the Secondary Platform Bundle
Loader.

The management service provides the interface to manage:
. the life cycle of a Secondary Platform Bundle; and
e theinstallation and management of a Secondary Platform Bundle by a Secondary Platform Bundle Loader.

The interface is defined in clause 8.3.

7.4 Minimum level of interoperability

The provisions of GlobalPlatform VPP - Concepts and Interfaces [7], clause 7 and its subclauses shall apply.
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7.5 Primary Platform identification

NOTE: The definition of the Primary Platform identifier is for further study.

7.6 Provisioning of Primary Platform software

The provisions of GlobalPlatform VPP - Concepts and Interfaces [7], clause 5.7 REQ85 shall apply.

8 Primary Platform Interface

8.1 Kernel functions ABI/API

The provisions of GlobalPlatform VPP - Concepts and Interfaces[7], clause 5.8.5 shall apply.

8.2 Communication service interface

The provisions of GlobalPlatform VPP - Concepts and Interfaces [7], clause 5.9 shall apply.

8.3 Secondary Platform Bundle management service interface

The provisions of GlobalPlatform VPP - Concepts and Interfaces[7], clause 5.10 and its subclauses shall apply with the
following exceptions:

. The states of the Secondary Platform Bundle are described in clause 9.2 (the additional Active and Deleted
states are not relevant for this Secondary Platform Bundle management service interface).

9 Secondary Platform Bundle

9.1 Introduction

The Secondary Platform Bundle refersto either the data container or the runtime instance of the container.

9.2 States

The states of the Secondary Platform Bundle are split among container and instance.

The states and transitions of the Secondary Platform Bundle container shall be as defined in Global Platform VPP -
Concepts and Interfaces [7], clause 5.10 and its subclauses. The state of the Secondary Platform Bundle instance shall
be as defined in Global Platform VPP - Concepts and I nterfaces clause 6.3.

The Secondary Platform Bundle has four states:

e  Active: the Secondary Platform isrunning. The Secondary Platform shall restore its context and the context of
its SSP Applications when entering the active state. The Secondary Platform shall save its context and the
context of its SSP Applications before leaving the active state. This state is only applicable to Secondary
Platform Bundle instance.

NOTE 1: To ensure the correct operation of an SSP with multiple enabled Secondary Platform Bundles, the
Secondary Platform Bundle should not remain in Active state for longer than it is required to complete its
tasks.

. Enabled: the Secondary Platform can be activated. This state is only applicable to Secondary Platform Bundle
container.
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. Disabled: the Secondary Platform cannot be activated. This state is only applicable to Secondary Platform
Bundle container.

. Deleted: the Secondary Platform Bundle and al its data are permanently deleted from the iSSP. Thisisafinal
state, which is only applicable to a Secondary Platform Bundle container. The tracking of deleted Secondary
Platform Bundlesis out of scope of the present document.

The Secondary Platform Bundle Loader manages the states of the Secondary Platform Bundle container, and not the
states of the Secondary Platform Bundle instance.

The mechanism to make sure that the Secondary Platform Bundle Loader can disable an active Secondary Platform
Bundle isthe host arbitration process described in ETSI TS 103 666-1 [3], clause 8.2.

Figure 9.1 shows the transitions among the states of the Secondary Platform Bundle.

load SPB
. N ™ s ™
SPB Container SPB Instance
Disabled enable SP3 > Enabled activate SPB > Active
SPB cannot be activated /< —disable SPB SPB can be activated ~ deactivate SPB SPB is running on PP
delete SPB
. J . J

‘ Deleted

Figure 9.1: Secondary Platform Bundle states

The context of the Secondary Platform Bundle and of its applicationsis valid only in the Enabled and Active states. The
context is created when the Secondary Platform Bundle movesto Active state for the first time. If the state of a
Secondary Platform Bundle changes from Disabled to Enabled, upon the next state change to Active, the Secondary
Platform Bundle shall erase its context and the context of its SSP Applications.

NOTE 2: The Secondary Platform Bundle may identify the transition from the Disabled to Enabled state by
detecting a change in its host identifier, which is generated for each host registration.

No more than a single Secondary Platform Bundle shall be in an Active state.

9.3 Secondary Platform Bundle container format

The provisions of GlobalPlatform VPP - Firmware Format [8] shall apply.

9.4 Secondary Platform

9.4.1 High-level OS

The Secondary Platform Bundle contains a High Level OS as defined in Global Platform VPP - Concepts and Interfaces
[7], clauses 6.4 and its subclauses.

9.4.2 Execution framework
The provisions of ETSI TS 103 666-1 [3], clause 5.4 shall apply.
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9.4.3 UICC platform as a Secondary Platform

The Secondary Platform may emulate a UICC platform as defined in ETSI TS 102 221 [1] and ETSI TS 102 223[2]. In
this case the Secondary Platform shall support the UICC APDU gate, as described in ETSI TS 103 666-1 [3],

clause 10.2.8.2 and the UICC specific mechanisms defined in ETSI TS 103 666-1 [3], clauses 5.5, 6.6.1, 6.8.1, 6.10 and
10.2.

9.4.4 Capability exchange

The data field sent by the iSSP to the terminal during the capability exchange procedure shall contains the data structure
defined in ETSI TS 103 666-1 [3], clause 6.4.2.5, with the following modifications:

e  SSPClassfield shall have the eSSPClass-Integrated (0) value.
e  aClassSpecificCapabilities in the SSPCapability shall not be present.

9.5 SSP Application

9.5.1 Overview
The provisions of ETSI TS 103 666-1 [3], clause 6.10 apply.

9.5.2 Lifecycle management
Different lifecycle management rules apply to different types of Secondary Platform Bundles.

After the Secondary Platform Bundle has been loaded by the Secondary Platform Bundle Loader, the Secondary
Platform Bundle and its SSP Applications are in their initial lifecycle state:

. for a Secondary Platform Bundle supporting the legacy execution framework defined in ETSI
TS 102 241 [34], theinitial lifecycle state is determined by the Secondary Platform Bundle maker;

e  for aSecondary Platform Bundle supporting a native application, the initial lifecycle state is determined by the
Secondary Platform Bundle maker;

e for aSecondary Platform Bundle supporting a new type of execution framework, the initial lifecycle stateis
for future study.

After the Secondary Platform Bundle has been enabled by the Secondary Platform Bundle Loader, the Secondary
Platform Bundle internal lifecycle states and their management shall be governed by the following rules:

e  for aSecondary Platform Bundle supporting the legacy framework defined in ETSI TS 102 241 [34], therules
and mechanisms for the management of the lifecycle of the Security Domains and Applications shall be
compliant with the Global Platform Card Specification [38] and ETSI TS 102 226 [35];

e  for aSecondary Platform Bundle supporting native SSP Applications, the rules and mechanisms for the
management of the lifecycle state of the SSP application(s) are proprietary and out of the scope of the present
document;

e  for aSecondary Platform Bundle supporting a new type of execution framework, the rules and mechanisms for
the management of the lifecycle states of the SSP application(s) are for future study.

NOTE: Therulesfor the lifecycle states of SSP Applications which are based on the legacy framework defined in
ETSI TS 102 241 [34] are based on the assumption that the Secondary Platform Bundle contains a single
Java Card VM and the associated CAT Runtime Environment (i.e. it is equivalent to a single virtual
UICC). Scenarios with multiple instances of CAT Runtime Environments are for future study.

ETSI



Release 15 24 ETSI TS 103 666-2 V15.0.0 (2019-11)

9.6 Lifecycle management of Secondary Platform Bundles

Secondary Platform Bundles are managed by a Secondary Platform Bundle Loader, as defined in clause 7.3.1.

The Secondary Platform Bundle Loader shall enforce that the number of Telecom Secondary Platform Bundlesin the
Enabled or Active state (see clause 9.2) is not greater than the TELECOM_CAPABILITY parameter value defined in
clause 7.3.1.

9.7 Secondary Platform Bundle family identifier

Secondary Platform Bundles are classified into families according to the main use cases addressed, e.g.
telecommunication, banking.

A family of Secondary Platform Bundlesisidentified by afamily identifier. A family identifier isa UUID computed
fromaURN using IETF RFC 4122 UUID version 5[10]. It is equivalent to the Firmware Family in GlobalPlatform
Open Firmware Loader for Tamper Resistant Element [6].

10 Communication interface

10.1  Low level protocol layers

10.1.1 Physical layer

The physical layer is specific to the Primary Platform and outside the scope of the present document.

10.1.2 Link layer

The datalink layer is specific to the Primary Platform and outside the scope of the present document, as far asit meets
the minimum set of requirements defined in ETSI TS 103 666-1 [3], clause 8.3.1.

10.2  SSP Common Layer
The iSSP shall support the SCL protocol layer, as defined in ETSI TS 103 666-1 [3], clause 8.

The SCL router and the network controller host shall share the same security perimeter as the Primary Platform in order
to ensure the correct mapping of host aliases with the corresponding SCL host.

Each Secondary Platform Bundle is responsible for the implementation of the SCL protocol as needed for its operation.

10.3 Communication layers above SCL

The definition and usage of protocols layers above the SCL (e.g. 1SO 7816 [36] APDUSs) are defined in ETSI
TS 103 666-1 [3], clause 10.

11 Certification

11.1 Introduction

The iSSP shall be able to support a certification by composition of a Secondary Platform Bundle from the Primary
Platform certification.
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11.2  Primary Platform certification

11.2.1 Overview

The provisions of GlobalPlatform VPP - Concepts and Interfaces [7], clause 4 shall apply. The certification of the
Primary Platform shall include the Loader Package 2, as defined in BSI-CC-PP-0084-2014 [4].

11.2.2 Security Capabilities

A Primary Platform may accommodate different security features and may meet different security levels depending on
the targeted applications. The different security levels are evaluated by independent evaluation |abs based on industry
specific Protection Profiles.

The Evaluation Assurance Level (EAL) is defined in table 1 in Common Criteriafor Information Technology Security
Evaluation Part 3 [17] according to the level of the different Assurance Families and Assurance Classes. The Evaluation
Assurance Level may be augmented if one or more Assurance Families exceed their minimal level.

The following description defines the security capability data elements.
-- ASNLSTART

AssuranceFam |y ::= ENUMERATED
{
eADV_ARC,
eADV_FSP,
eADV_| VP,
eADV_| NT,
eADV_SPM
eADV_TDS, -- Devel opnent
eAGD_OPE,
eAGD PRE, -- CQuidance Docunent
eALC _CMC,
eALC_CMs,
eALC DEL,
eALC _DVS,
eALC FLR
eALC_LCD,
eALC TAT, -- Life-Cycle support
eASE_CCL,
eASE_ECD,
eASE_| NT,
eASE_OBJ,
eASE_REQ
eASE_SPD,
eASE TSS, -- Security target eval uation
eATE_COV,
eATE_DPT,
eATE_FUN,
eATE_IND, -- Tests
eAVA VAN -- Vulnerability assessnent

}

AssurancelLevel ::= INTEGER (1..7)

Assur anceConponent ::= [ PRI VATE 16] SEQUENCE
{

aAssuranceFam |y AssuranceFam |y, --Assurance famly
aAssur ancelLevel AssurancelLevel --Assurance |evel

}

EAL ::= [ PRI VATE 17] SEQUENCE
{

aAssurancelLevel Assurancelevel,
aAugnment ed SEQUENCE (SIZE (1..27)) OF AssuranceConponent OPTI ONAL

}

Capability ::= [PRIVATE 18] BIT STRING --Capabilities

{
aAl'S (0), -- random nunbers generated in accordance to Al S20 [14] and Al S31 [15].
aPP0084 (1), -- Support of the BSI PP0084-2014 w th augnmented packages.

aloader2 (2) -- Support of the package | oader 2
} (SIZE(1..8))
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Certificateldentifier ::= [PRI VATE 19] |A5String (SIZE (1..27))
CertificateExpDate ;.= [ PRI VATE 20] DATE

URNCertificateBody ::= [ PRI VATE 21] | A5String (SIZE (1..64))

-- ASNISTOP

The following security capability items are defined in the data element Capability:
. aAlS: random numbers generated in accordance to A1S20 [14] and AIS31 [15].

. aPP0084: support of the BSI PP0084-2014 with augmented packages in Security | C Platform BSI Protection
Profile 2014 with Augmentation Packages [4].

. aloader2: support of the package loader 2 in Security |C Platform BSI Protection Profile 2014 with
Augmentation Packages [4].

AVA_VAN.5 tests shall be performed in accordance with the JIL Application of Attack potential to Smartcards
documentation [16].

-- ASNLISTART
SecurityCapability ::= [ APPLI CATI ON 16] SEQUENCE
{
aEAL EAL, -- Evaluation security |evel
aCapability Capability, -- Capability
aCertificateldentifier Certificateldentifier, -- Certificate identifier
aURNCerti fi cat eBody URNCertificateBody, -- URN of the certification body
aCertificateExpDate CertificateExpDate -- Expiration date of the certificate
}
-- ASNLISTOP
where:

. aEAL: contains the Evaluation Assurance level with optional augmented components.

. aCertificateldentifier: the unique identifier of the certificate which has been granted to the primary platform
(e.g. BSI-DSZ-CC-0827-V7-2018[i.1]). The valueis represented as a string and valid in the scope of the
certification body.

e  aURNCaertificateBody: URN of the certification body.

e  aCertificateExpDate: expiration date of the certificate of the primary platform defined by the certification
body.

The SecurityCapability tag shall be inserted in the discretionary data (tag '73") in CERT.PN.ECDSA certificate as
defined in the table 8.5 of the clause 8.1.4 in Global Platform Open Firmware Loader for Tamper Resistant Element [6].

11.3  Secondary Platform Bundle certification

The composite certification of the Secondary Platform Bundle, including the high-level OS and its applications, may
claimin its Security Target the conformance with Protection Profile BSI-CC-PP-0089-2015 [5].

The certification of the Secondary Platform Bundle should be performed on a Primary Platform certified as defined in
clause 11.2.
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12 ISSP ecosystem and interfaces

12.1 General architecture

12.1.1 Introduction

This clause specifies the entities and interfaces associated with the management (e.g. loading, enabling, disabling and
deleting) of a Secondary Platform Bundle container.

12.1.2 Architecture overview

Figure 12.1 shows the iSSP ecosystem.

] | si1 .
Cl SPB Manager |  Service
Provider
* Si5
| SPBLjAgent |LBA I End User
I : |
e I [ —
(]
(]
| iSSP E 3= - - — — 1
I y I
I SPBL SPB I
4 3
SSP Maker l Primary Platform I

Figure 12.1: Entities and interfaces for Secondary Platform Bundle management

12.1.3 Entities

The Secondary Platform Bundle Manager (SPB Manager) is an entity which creates the Secondary Platform Bundle
image according to the directives of a Service Provider. The Secondary Platform Bundle Manager also makes the bound
Secondary Platform Bundle image for the target iSSP and deliversit securely over the target iSSP Primary Platform
through the LBA.

The Local Bundle Assistant (LBA) is an entity in the terminal that communicates with the Secondary Platform Bundle
Manager and transfers the bound Secondary Platform Bundle image to the Secondary Platform Bundle Loader. The
Local Bundle Assistant also performslocal management of the Secondary Platform Bundle containers viathe
Secondary Platform Bundle L oader.

The Secondary Platform Bundle Loader is as specified in clause 7.3.1.

A Certificate Issuer (Cl) isaRoot CA in the iSSP ecosystem which issues certificates to the Secondary Platform Bundle
Manager and/or to the SSP maker. There may exist more than one Certificate I ssuer in the iSSP ecosystem.

The SSP maker is an entity that provides the Primary Platform and the Secondary Platform Bundle Loader.
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The Service Provider is an entity which defines the requirements of a Secondary Platform Bundle and requests the SPB
Manager to prepare Secondary Platform Bundle images for target i SSPs.

12.1.4

Interfaces

Table 12.1 providesinformation about the interfaces within the architecture.

Table 12.1: Interfaces

Interface Between Description

Sil Service Provider SPB Manager This interface is used by the Service Provider to request the
SPB Manager to prepare Secondary Platform Bundle image for
target iISSPs.

This interface is also used by the SPB Manager to send
notifications to the Service Provider about Secondary Platform
Bundle provisioning or management operations.

Si2 SPB Manager LBA This interface is used between the SPB Manager and the LBA
to provide a transport of the bound Secondary Platform Bundle
image and the management commands on the Secondary
Platform Bundles installed in the iSSP.

This interface is also used by the LBA to send natifications to
the SPB Manager about Secondary Platform Bundle
provisioning or management operations.

Si3 LBA Secondary Platform |This interface is used between the LBA and the SPBL to

Bundle Loader transfer a bound Secondary Platform Bundle image and
management commands to the SPBL.

Si4 SPB Manager Secondary Platform |This interface provides authorization, mutual authentication,

Bundle Loader integrity and confidentiality for loading of the bound Secondary
Platform Bundle image.
This interface is tunneled through the LBA by using the
interfaces Si2 and Si3.

Si5 End user LBA This interface is used to initiate local management functions of
the LBA by the End User.

Si6 Cl SPB Manager, SSP  |This interface is used by the SPB Manager and the SSP maker

Maker to request certificate signing (out of scope of the present
document).

Si7 SSP Maker iSSP This interface is the interface between the SSP maker and the
iSSP (out of scope of the present document).

12.2  Security overview

12.2.1 Public key infrastructures

12.2.1.1 Public key infrastructure for Si4 interface

12.2.1.1.1 Certificate chains

1221111 Certification path for Secondary Platform Bundle Loader

The Secondary Platform Bundle Loader certification path for digital signature shall include the following certificates:
. Cl certificate.
0 SSP maker certificate.

. SPBL certificate: The SPBL certificate shall contain the public key used to verify the signature generated by
the Secondary Platform Bundle Loader.
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The Secondary Platform Bundle Loader certification path may include the following certificates:

. ClI subordinate CA certificate: The Cl subordinate CA certificate shall be issued by a Cl. The Cl subordinate
CA certificate can be used to verify an SSP maker certificate.

. SSP maker subordinate CA certificate: The SSP maker subordinate CA certificate shall be issued by an SSP
maker. The SSP maker subordinate CA certificate can be used to verify an SPBL certificate.

12.2.1.1.1.2 Certification path for SPB Manager
The SPBM certification path for digital signature shall include the following certificates:
. Cl certificate.

. SPBM DS certificate: The SPBM DS certificate shall be used to verify the signature generated by the SPB
Manager.

The SPBM certification path for key agreement shall include the following certificates:
e  Cl cetificate.

. SPBM KA certificate: The SPBM KA certificate shall be used to generate a session key for secure
communication between the SPB Manager and the Secondary Platform Bundle Loader.

The SPBM certification path for digital signature and key agreement may include the following certificates:

e  Cl subordinate CA certificate: The Cl subordinate CA certificate shall be issued by a Cl. The CI subordinate
CA certificate can be used to verify an SPBM Subordinate CA certificate. The Cl subordinate CA certificate
can be used to verify an SPBM DS certificate and SPBM KA certificate.

. SPBM subordinate CA certificate: The SPBM subordinate CA certificate shall be issued by an SPBM or CI.
The SPBM subordinate CA certificate can be used to verify an SPBM DS certificate and SPBM KA

certificate.
12.2.1.1.2 Certificate description
12.2.1.1.2.1 Certificates common fields

Table 12.2 describes the basic certificate fields for all certificates used by the Secondary Platform Bundle Loader and
the SPB Manager that follow X.509 v3 certificate format as defined in IETF RFC 5280 [11].
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Table 12.2: Certificates common fields

Certificate common fields

Field Value Description
tbsCertificate Data to be signed
Field Value Description
Version Integer value of 2 denoting version 3.
serialNumber Positive integer value assigned by the issuer to
identify this certificate.
Signature Identifier of signature algorithm used by the

issuer to sign this certificate.
This value shall be the same as the one of
'signatureAlgorithm' field.

Issuer Distinguished name (DN) of the entity that has
signed and issued this certificate. The value is
defined as X.501 type name [31].

Validity Certificate validity period .

Subject Distinguished name (DN) of the entity
associated with the public key in this certificate.

subjectPublicKeylnfo Value of the public key and algorithm with which

the key is used.

subjectPublicKeylnfo.algorithm shall be
‘Algorithmldentifier’ defined in clause 12.2.1.1.3
subjectPublicKeylnfo.subjectPublicKey shall be
the value of public key coded as defined in IETF
RFC 5480 [29].

signatureAlgorithm Identifier of signature algorithm used by the issuer to sign this certificate.
This value shall be the same as the one of 'signature' field.
signatureValue Digital signature computed over ASN1. DER encoded tbsCertificate using digital

signature algorithm.

12.2.1.1.2.2 Extension fields for Certificates
The following extension fields defined in IETF RFC 5280 [11] are considered:

. Authority key identifier (IETF RFC 5280 [11], section 4.2.1.1): All the certificate except for Cl certificate
shall contain the extension for authority key identifier.

. Subject key identifier (IETF RFC 5280 [11], section 4.2.1.2): All the certificate shall contain the extension for
subject key identifier. The value of thisfield shall be the identifier of the public key contained in the
certificate.

o Key usage (IETF RFC 5280 [11], section 4.2.1.3): For a certificate used for verifying its subject certificate,
keyCertSign (bit 5) shall be asserted to the key usage extension field of the certificate. For the last certificate in
the Secondary Platform Bundle Loader certification path for signature generation, digital Signature (bit 0) shall
be asserted to the key usage extension. For the last certificate in the SPB Manager certification path for key
agreement, keyAgreement (bit 4) bit shall be asserted to the key usage extension.

e  Certificate polices (IETF RFC 5280 [11], section 4.2.1.4): Each certificate shall have the appropriate val ue of
the extension for certificate policies. The OIDs used for value of the extension for certificate polices are
defined as follows:

-- ASNLISTART

id-issp OBJECT IDENTIFIER ::= {itu-t (0) identified-organization (4) etsi (0) smart-secure-platform
(3666) part2 (2) }

id-issp-role OBJECT | DENTIFIER ::= {id-issp role (xx)}

id-issp-role-ci OBJECT |DENTIFIER ::= {id-issp-role ci (xx)}

i d-issp-rol e-ci-subordi nateca OBJECT | DENTIFIER ::= {id-issp-role-ci subordinate-ca (xx)}

i d-i ssp-rol e-spbm OBJECT | DENTI FI ER ::= {id-issp-role spbm (xx)}

i d-issp-rol e-spbm subor di nat eca OBJECT | DENTI FI ER :: = {id-issp-rol e-spbm subordi nat e-ca (xx)}

i d-issp-rol e-spbmdsl OBJECT | DENTIFIER ::= {id-issp-role-spbmdsl (xx)}

i d-i ssp-rol e-spbm ds2 OBJECT | DENTI FIER ::= {id-issp-rol e-spbm ds2 (xx)}
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id-issp-rol e-spbm ka OBJECT | DENTI FIER ::= {id-issp-rol e-spbmka (xx)}

i d-issp-rol e-sspm OBJECT | DENTI FI ER ::= {id-issp-role sspm (xx)}

i d-i ssp-rol e-sspm subordi nat eca OBJECT | DENTI FI ER :: = {id-issp-rol e-sspm subordi nate-ca (xx)}
i d-issp-rol e-spbl OBJECT | DENTIFIER ::= {id-issp-role spbl (xx)}

-- ASNISTOP

. SubjectAltName (IETF RFC 5280 [11], section 4.2.1.6): a certificate may have the extension for
subjectAltName.

. Basic constraints (IETF RFC 5280 [11], section 4.2.1.9): for any CA or subordinate CA certificate, the value
of the extension for basic constraints shall be asserted.

A certificate may contain the additional extension fields defined in the present document as follows:

. Primary platform identifier: Thisfield contains the Primary Platform identifier of the SSP. Only SPBL
certificate contains this extension.

. Family identifier: If the family identifier extension field exigt, it indicates the list of family identifiers
associated with certification path to load Secondary Platform Bundle image.

. Custodian identifier: If the custodian identifier extension field exist, it indicates the list of OlDs of custodians
associated with certification path to load Secondary Platform Bundle image.

Table 12.3: Additional extension field

Extension field extnlD extnValue Value Description
Primary Platform identifier  |id-issp-ppidentifier ExtensionPpldentifier The Primary Platform
identifier of the SSP.
Family identifier id-issp-familyidentifier ExtensionFamilyldentifier The list of family

identifier(s) of which the
Secondary Platform Bundle
image allowed to be loaded
with this certificate.

Custodian identifier id-issp-custodianidentifier ~ |ExtensionCustodianldentifier  |The list of OIDs of
custodians of which the
Secondary Platform Bundle
image allowed to be loaded
with this certificate.

The ASN.1 data structure for family identifier extension and custodian identifier extension are defined as follows:

-- ASNLISTART
id-issp OBJECT IDENTIFIER ::= {itu-t (0) identified-organization (4) etsi (0) smart-secure-platform
(3666) part2 (2) }
i d-issp-ppidentifier OBJECT |DENTIFIER ::= {id-issp prinmary-platformidentifier (xx)}
id-issp-fam lyidentifier OBJECT |DENTIFIER ::= {id-issp fam |ly-identifier (xx)}
i d-i ssp-custodi ani dentifier OBJECT |IDENTIEIR ::= {id-issp custodian-identifier (xx)}
Ext ensi onPpl dentifier ::= OCTET STRING -- the Primary Platformidentifier
Ext ensi onFami | yl denti fier ::= SEQUENCE
aLi st Of Al | onedFam |yl dentifier SET OF UUID -- list of famly identifier(s) associated with the
certification path allowed to | oad the Secondary Pl atform Bundl e i mage
}
Ext ensi onCust odi anl dentfier ::= SEQUENCE
aLi st Of Al | onedCust odi anl dentifier SET OF Al owedCust odi anl dentifier -- |ist of custodian
identifier(s) associated with the certification path allowed to | oad the Secondary Pl atform Bundl e
i mge
}
Al | owedCust odi anl denti fier ::= SEQUENCE
aCust odi anld OBJECT | DENTI FIER, -- the O D of a custodian

aSpbFam lyld UUID -- the famly identifier associated with aCustodi anld
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- ASNISTCP

12.2.1.1.3 Algorithm identifiers and parameters

This clause provides the value to be set in ‘Algorithmidentifier' structure contained in 'subjectPublicKeylnfo',
'signature’, and 'signatureAlgorithm' fields of the certificates for each of cryptographic algorithms used in the present
document.

For 'subjectPublicKeylnfo' field, the following settings shall apply:
e 'Algorithmldentifier.algorithm' field shall be set to:
- if the value of 'Extension for KeyUsage' field is set to digital Signature(0) and/or keyCertSign(5):

" for Elliptic Curve Digital Signature Algorithm (ECDSA), "iso(1) member-body(2) us(840)
ansi-X9-62(10045) keyType(2) ecPublicKey(1)" as defined in IETF RFC 5480 [29];

= for SM2 digital signature algorithm, "iso(1) standard(0) digital-signature-with-appendix(14888)
part3(3) algorithm(0) sm2(14)" as defined in ISO/IEC 14888-3 [21].

- if the value of 'Extension for KeyUsage' field is set to keyAgreement(4):

= for Elliptic Curve Diffie-Hellman (ECDH), "iso(1) identified-organization(3) certicom(132)
schemes (1) ecdh(12)" as defined in IETF RFC 5480 [29].

. '‘Algorithmldentifier.parameters field shall be set to:
- for Brainpool P256r1: "iso(1) identified-organization(3) teletrust(36) algorithm(3) signatureAlgorithm(3)
ecSign(2) ecStdCurvesAndGeneration(8) ellipticCurve(1) versionOne(1) brainpool P256r1(7)" as defined
in [ETF RFC 5639 [19];
- for Brainpool P384r1: "iso(1) identified-organization(3) tel etrust(36) algorithm(3) signatureAlgorithm(3)
ecSign(2) ecStdCurvesAndGeneration(8) ellipticCurve(1) versionOne(1) brainpool P384r1(11)" as
defined in IETF RFC 5639 [19];

- for NIST P-256: "iso(1) member-body(2) us(840) ansi-X-9-62(10045) curves(3) prime(1) secp256v1(7)"
as defined in IETF RFC 5480 [29];

- for NIST P-384: "iso(1) identified-organization(3) certicom(132) curve(0) secp384r1(34)" as defined in
IETF RFC 5480 [29];

For 'signature’ and 'signatureAlgorithm' fields, the following settings shall apply:
. ‘Algorithmldentifier.algorithm’ field shall be set to:

- for ECDSA-with-SHA256: "iso(1) member-body(2) us(840) ansi-X9-62(10045) signatures(4) ecdsa-
with-SHA2(3) ecdsa-with-SHA256(2)" as defined in IETF RFC 5758 [30];

- for ECDSA-with-SHA384: "iso(1) member-body(2) us(840) ansi-X9-62(10045) signatures(4) ecdsa-
with-SHA2(3) ecdsa-with-SHA384(3)" as defined in IETF RFC 5758 [30];

- for SM2 digital signature algorithm, "iso(1) standard(0) digital-signature-with-appendix(14888) part3(3)
algorithm(0) sm2(14)" as defined in ISO/IEC 14888-3 [21].

. ‘Algorithmldentifier.parameters field shall be set to:

- for ECDSA-with-SHA256 and ECDSA-with-SHA384: the parameters field shall be omitted as defined
in [ETF RFC 5754 [37], section 3.2.
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12.2.1.1.4 Certification path verification

Both the Secondary Platform Bundle Loader and the SPB Manager shall verify the certificate chain received by each
other as described in this clause.

A certificate chain to be verified shall satisfy the following conditions:

e  Thevalue of Authority Key Identifier extension field in a subject's certificate shall be the same as the value of
Subject Key Identifier extension field in the issuer's certificate which is used to verify the subject's certificate.

. The value of issuer field in a subject’s certificate shall be the same as the value of subject field in the issuer's
certificate which is used to verify the subject's certificate.

. All certificatesin the certificate chain shall use the same digital signature algorithm and parameter set
indicated by one of the algorithmldentifier defined in clause 12.2.1.1.3.

e All certificatesin the certificate chain shall not have been expired.

. All certificates in the certificate chain shall not have been revoked. The certificate revocation status shall be
checked as defined in clause 12.2.1.1.5.

The Secondary Platform Bundle Loader and the SPB Manager shall manage the trusted Public Key information to
verify received certificate chain. The Secondary Platform Bundle Loader and the SPB Manager may have multiple sets
of trusted public key information. Each set of trusted public key information shall contain the following:

. Public Key information (SubjectPublicK eylnfo as defined in IETF RFC 5280 [11]).
. Subject Key Identifier of the Public Key.

. Family identifier(s) associated with that Public Key, if any.

. Custodian identifier(s) associated with that Public Key, if any.

The Secondary Platform Bundle Loader and the SPB Manager shall verify the received certificate chain by using one
set of trusted Public Key information as the trust anchor information for the certification path validation procedure
defined in IETF RFC 5280 [11]. The trust anchor shall be determined during the download procedure as defined in
clause 12.3.3.

The Secondary Platform Bundle Loader and the SPB Manager shall:

. Perform the certification path validation defined in IETF RFC 5280 [11] to verify the received certificate
chain.

e Veify that the received certificate chain follows one of the certificate chains as defined in clause 12.2.1.1.1.

e Veifythat all certificate(s) in the received certificate chain follow the corresponding certificate description(s)
as defined in clause 12.2.1.1.2.

e Veifythat all certificate(s) in the received certificate which contain the extension field for family identifier
have one of the family identifier(s) associated with the public key used to perform the certification path
validation.

o Veify that all certificate(s) in the received certificate which contain the extension field for custodian identifier
have one of the custodian identifier(s) associated with the public key used to perform the certification path
validation.

If any of the verifications described above fails, the certificate chain shall be considered asinvalid.

12.2.1.1.5 Certificate revocation status verification

The Secondary Platform Bundle Loader and the SPB Manager may verify the revocation status of certificatesin the
received certification path by using a certificate revocation list (CRL) as defined in IETF RFC 5280 [11].

The SPB Manager may obtain a CRL by accessing a public repository with the uniform resource identifier indicated in
cRLDistributionPoint extension of a certificate as defined in IETF RFC 5280 [11].
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The Secondary Platform Bundle Loader may obtain a CRL with the following mechanism:

. The SPB Manager may provide the list of the latest CRL for each certificate in its certification path along with
the certification path. The Secondary Platform Bundle Loader shall verify the revocation status of the
certificates with the corresponding CRLs provided by the SPB Manager.

12.2.2 Cryptographic algorithms

12.2.2.1 Elliptic curve domain parameter sets

The Secondary Platform Bundle Loader and the SPB Manager shall support at least one out of the following elliptic
curve domain parameter sets:

. NIST P-256 as defined in Digital Signature Standard [18].
. NIST P-384 as defined in Digital Signature Standard [18].
. brainpool P256r1 as defined in IETF RFC 5639 [19].
e  brainpoolP384rl as defined in IETF RFC 5639 [19].

12.2.2.2 Digital signature algorithm

The Secondary Platform Bundle Loader and the SPB Manager shall support at least one of the following algorithmsto
generate and verify signatures:

. Elliptic Curve Digital Signature Algorithm (ECDSA) as defined in ANSI X9.62-2005 [20].
e  SM2digital signature algorithm as defined in ISO/IEC 14888-3 [21]. The hash function shall be the SM3 hash
function as defined in ISO/IEC 10118-3 [22].
12.2.2.3 Key agreement algorithm

The Secondary Platform Bundle Loader and the SPB Manager shall support at least one of the following key agreement
algorithms to establish session keys:

. Elliptic Curve Key Agreement Algorithm (ECKA) asdefined in BSI TR-03111 [23].
. SM2 key exchange algorithm (SM2KA) as defined in SM2 Digital Signature Algorithm [24], section 6.2.

If ECKA isused as the key agreement algorithm, a shared secret shall be generated by using one between either the
ElGamal key agreement protocol or the Diffie-Hellman key agreement protocol. The session key shall be computed
from the generated shared secret value using the X9.63 key derivation function as described in GP Open Firmware
Loader for Tamper Resistant Element [6], clause 3.2.1.

12.2.2.4 Block cipher algorithm

The Secondary Platform Bundle Loader and the SPB Manager shall support at least one of the following block cipher
algorithms to encrypt data:

e  eGCM based on AES-128 as defined in GP Open Firmware Loader for Tamper Resistant Element Annex A
(6].

e  eGCM based on AES-256 as defined in GP Open Firmware Loader for Tamper Resistant Element Annex A
(6].

ETSI



Release 15 35 ETSI TS 103 666-2 V15.0.0 (2019-11)

12.3  Secondary Platform Bundle provisioning procedure

12.3.1 Overview

This clause specifies the procedures for provisioning a Secondary Platform Bundle from an SPB Manager to an iSSP.
The overall procedure consists of four sub procedures as follows:

. preparation procedure;
. download procedure;

. installation procedure;
. notification procedure.

The preparation procedure shall be performed between a Service Provider and an SPB Manager over the Sil interface
and a Service Provider and a Subscriber. The Subscriber is able to obtain from the service provider the relevant
information for loading a Secondary Platform Bundle, including the URL of the SPB Manager to which the iSSP shall
establish a secure communication channel to start the download procedure.

The download procedure shall be performed between a Secondary Platform Bundle Loader and an SPB Manager over
the Si2 and Si3 interfaces. The bound Secondary Platform Bundle image shall be delivered securely from the SPB
Manager to the LBA through the download procedure.

The installation procedure shall be performed between an LBA and a Secondary Platform Bundle Loader over the Si3
interface. The bound Secondary Platform Bundle image shall be delivered from the LBA to the Secondary Platform
Bundle Loader through the installation procedure. The Secondary Platform Bundle Loader installs the Secondary
Platform Bundle container by decrypting the bound Secondary Platform Bundle image.

The notification procedure shall be performed between the Secondary Platform Bundle Loader and the SPB Manager
over the Si1, Si2 and Si3 interfaces.

The following diagrams present two cases:
. Case 1: the preparation procedure is completed before the download procedure is triggered.

. Case 2: the preparation procedure is not completed before the download procedure is triggered, i.e. the service
provider needs additional information from the terminal and/or the SSP to select the Secondary Platform
Manager.
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Service Provider SPB Manager LEBA SPBL

| |
Secondary Platform Bundle selection
in clause 12.3.2.2
Senvice provider reference creation
in clause 12.3.2.3

(sphmﬁkddr, CodeM [ ,spbFamilyld] [,0id]

sphmAddr, CodeM [ sphFamilyld] [,0id] >

End User

Figure 12.2:

_spbmAddr, CodeM [,spbFamilyld] [,0id]

Capability negatiation in clause 12.3.3.1
[ [ [

Bound SPE image download in clause 12.3.3.2
[ [ [

Installation procedure in clause 12.3.4
I I I

Motification procedure in clause 12.5

Secondary Platform Bundle provisioning procedure - case 1

Service Provider SPB Manager LBA SPBL
| | |

Service provider reference creation in clause 12,3.2.3 |

spbmaAddr, CodeM [,spbFamilyld] [.0id] >

Figure 12.3:

|Capabi|ity negotiation in clause 12.3.3.1 |
Bound SPE image downloald in clause 12.3|.3.2 |

(including Secondary Platform Bundle selection in clause 12.3.2.2)

|Insta||a|1ti0n pmcedurel in clause|12.3.4|

| Motification pruce!dure in clause I12.5 | |

Secondary Platform Bundle provisioning procedure - case 2

12.3.2 Preparation procedure

12.3.2.1

Overview

This clause describes the procedures that take place between the service provider and the SPB Manager through the Sil
interface for preparing the download of a Secondary Platform Bundle.

The preparation procedure consists of the following two processes:

. Secondary Platform Bundle selection process: the selection of the Secondary Platform Bundle allowing the
service provider to select a Secondary Platform Bundle that matches the terminal and the SSP capabilities.

. Service provider reference creation process: the creation of a reference shared between the service provider
and the SPB Manager. This allows the end user to trigger the download procedure as defined in clause 12.3.3.
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The Secondary Platform Bundle selection process and the service provider reference creation process may be executed
in any order or in once, according to the service provider's implementation choices.

12.3.2.2 Secondary Platform Bundle selection process

The selection of the Secondary Platform Bundle allows the service provider to select a Secondary Platform Bundle that
matches the terminal and the SSP capabilities. Thisis performed using the " Si1.SelectSpb™ function.

This process may be executed regardless of the service provider reference creation process defined in clause 12.3.2.3.

If aCodeM is provided as input parameter of the " Sil.SelectSpb" function and is known by the SPB Manager and not
already linked to another Secondary Platform Bundle, the service provider reference creation process is not needed.

If the Secondary Platform Bundle selection processis performed after the service provider reference creation process,
the service provider may indicate to the SPB Manager that itsinternal procedures, e.g. the provisioning of its technical
platforms or data bases, are completed using the " Sil1.FinalizationPreparation™ function.

If the service provider has set aFlagFinalize to TRUE in the "Si1.SelectSpb” function command, the SPB Manager shall
wait for the completion of the Secondary Platform Bundle selection process ( i.e. after it has sent the response to the
"Sil.FinaizePreparation” function related to this Secondary Platform Bundle) to continue with the Bound SPB image
download as defined in clause 12.3.3.2.

Service Provider SPB Manager

[1] Si1.5electSpb command ([spbld] [,spbType] [,CodeM] [ Ppldentifier] [,ﬂagFinaIize]))_

[2] Si1.5electSpb response (spbld, sphType [,CodeM] [ Ppldentifier])

-

If flagFinalize is setto TRUE )/
[3] Si1.FinalizationPreparation command (Codel)

F
< [4] Si1.FinalizationPreparation response (Codel)
Figure 12.4: Secondary Platform Bundle selection process
12.3.2.3 Service provider reference creation process

This clause describes the process to create a reference shared between the service provider and the SPB Manager. This
reference isthe CodeM which is used by the end user to trigger the download procedure as defined in clause 12.3.3.

The service provider reference creation process shall be performed using the " Si1.CreateSPReference” function and
may be executed regardless of the Secondary Platform Bundle selection process defined in clause 12.3.2.2.

The service provider may pass the CodeM value to be used as a parameter of the " Si1.CreateSPReference” function
command. If thisis not present, the SPB Manager shall generate the CodeM.

Service Provider SPB Manager

[1] Si1.CreateSPReference command ([CodeM] [,sphld] [,taskType]))_

[2] Si1.CreateSPReference response (CodeM [,spbld])

Figure 12.5: Service provider reference creation process
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12.3.2.4 Cancellation of the preparation procedure
This clause describes the procedure to cancel the preparation procedure.

This procedure alows the service provider to cancel a pending preparation procedure.

Service Provider SPB Manager

[1] Si1.CancelPreparation command {[CodeM] [,spbld]))_

[2] Si1.CancelPreparation response ([Codel] [ spbld])

Figure 12.6: Cancellation of the preparation procedure

12.3.3 Download procedure

12.3.3.1 Capability negotiation

This clause describes the capability negotiation procedure between a Secondary Platform Bundle Loader and an SPB
Manager to ensure the successful authentication and to determine appropriate cryptographic parameters as per the
Secondary Platform Bundle family identifier.

The following shall be determined by the capability negotiation procedure:
. SPBM certificate for key agreement and its certification path.
. Public Key provisioned on the SPB Manager to verify the SPBL certificate and its certification path.

. Data encryption agorithm used by the SPB Manager and the Secondary Platform Bundle Loader.

SPBL LBA SPB Manager

[1] Si3.GetSsplnfo command
([spbFamilyld], Oid)

[2] Build sspinfoPublic

[3] Si3.GetSspinfo Response
(sspinfoPublic)

[4] Establish TLS Connection

6] Si2.GetSphmCertificate command

(sspinfoPublic, Terminalinfo) -
_

[6] Werify sspinfoPublic and Terminallnfo
|

[7]

- Select SPBM certificate for key agreement
- Select sspCiPkldToBeUsed

- Select sspCryptoToBelsed

[8] Si2.GetSpbmCertificate Response
(SPBM certificate for key agreement [, spbmCertChain]
. 5spCiPkldToBelsed, sspCryptoToBeUsed, spbFamilyld, Oid)

Figure 12.7: Capability negotiation procedure

The LBA shall obtain the address of the SPB Manager (spbmAddr) e.g. from the end user.
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The LBA may obtain the family identifier of the Secondary Platform Bundle container (spbFamilyld) to load. If the
family identifier is present, the LBA may also obtain the Oid of a custodian of that family identifier.

The Secondary Platform Bundle Loader shall have the following:

Private key(s) for creating the Secondary Platform Bundle Loader signature.

Secondary Platform Bundle Loader certificate(s) for the digital signature used to verify the Secondary
Platform Bundle Loader signature.

Secondary Platform Bundle L oader certificate chain(s) to be used by an SPB Manager for verifying Secondary
Platform Bundle Loader certificate for digital signature.

Trusted public key(s) and algorithmldentifier value(s) to be used to verify certificate(s) from an SPB Manager
as per the family identifier(s).

List of supported algorithmldentifier value(s) for key agreement and data encryption.

The SPB Manager shall have the following:

Private key(s) for creating the SPB Manager signature.

Private key(s) for key agreement.

SPB Manager certificate(s) for digital signature used to verify the SPB Manager signature.
SPB Manager certificate(s) for key agreement.

SPB Manager certificate chain(s) to be used by a Secondary Platform Bundle Loader for verifying the SPB
Manager certificates for key agreement and for digital signature.

Trusted public key(s) and algorithmldentifier value(s) to be used to verify the certificate(s) from the Secondary
Platform Bundle Loader as per the family identifier(s).

The capability negotiation procedure shall use the following steps:

1)

2)

The LBA shall call the "Si3.GetSspinfo" function. The function command may contain the spbFamilyld. I
spbFamilyld is present, the function command may also contains the OID of the custodian for this
spbFamilyld.

On reception of the "Si3.GetSsplnfo" function command, the Secondary Platform Bundle Loader shall build:

a) TheaSspGeneral Cryptolnfo and/or the set of aSspFamilyCryptolnfoBlock. The
aSspFamilyCryptol nfoBlock may contain the aSspFamilyCryptolnfo and/or aSspOidCryptolnfoBlock.
The aSspOidCryptolnfoBlock shall contain the aOid and aSspOidCryptolnfo. The
aSspGeneral Cryptol nfo, the aSspFamilyCryptol nfo and the aSspQOidCryptol nfo shall comprise the
following:

L] aSspPkldForSpbmV erification: trusted public key identifier(s) available for the Secondary Platform
Bundle Loader to verify SPB Manager certificate chain.

L] aSspPkldForSpblVerification: trusted public key identifier(s). The SPB Manager shall use one of
these trusted public key identifiersto verify Secondary Platform Bundle Loader certificate chain.

] aKeyAgreementAlgorithmList: thelist of algorithm identifiers for key agreement algorithms
supported by the Secondary Platform Bundle Loader.

L] aCipherAlgorithmList: the list of algorithm identifiers of data encryption agorithms supported by
the Secondary Platform Bundle Loader.

The aSspFamilyCryptolnfoBlock shall have afamily identifier.

b)  The aSsplnfoPublic containing the aSspGeneral Cryptol nfo and/or the set of
aSspFamilyCryptol nfoBlock, and aSpbl SpecV erlnfo.
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If the Secondary Platform Bundle Loader cannot build aSsplnfoPublic, the Secondary Platform Bundle Loader shall
return an error to the LBA as defined in clause 12.6.5.3. The LBA and the Secondary Platform Bundle Loader shall then
terminate the procedure.

3)
4)

The Secondary Platform Bundle Loader shall return the aSsplnfoPublic to the LBA.

The LBA shall establish a TLS connection with the SPB Manager in server authentication mode.

NOTE 1: The establishment and management of the TL S connection are outside the scope of the present document.

5)

6)

7)

The LBA shall call the "Si2.GetSpbmCertificate” function with its input data comprising aSsplnfoPublic and
aTerminallnfo.

On reception of " Si2.GetSpbmCertificate" function command, the SPB Manager shall verify that it supports
the contents in aSsplnfoPublic and aTerminalInfo.

Using aSsplnfoPublic, the SPB Manager shall choose:

a)

b)

0)

d)

An SPB Manager certificate for key agreement that can be verified by the trusted public key indicated
by one of the trusted public key identifiersin the aSspPkldListForSpbmV erification. The
algorithmldentifier of the selected certificate shall be one of the algorithmldentifier in
aKeyAgreementAlgorithmList.

An SPB Manager certificate for digital signature that can be verified by the trusted public key indicated
by one of the trusted public key identifiers in the aSspPkldListForSpbmV erification.

One of trusted public key identifier(s) in the aSspPkldListForSpblV erification that shall be used by the
Secondary Platform Bundle Loader to select its certificate(s). The SPB Manager shall set the selected
trusted public key identifier into aSspCiPkldToBeUsed.

One of agorithmldentifiersin the aCipherAlgorithmList that shall be used by the Secondary Platform
Bundle Loader and the SPB Manager for data encryption. The SPB Manager shall set the selected
algorithmidentifier into aSspCryptoToBeUsed.

The SPB Manager shall generate a random challenge (ChallengeS) which is used in the authentication of the
Secondary Platform Bundle Loader.

If the SPB Manager cannot find the appropriate certificate(s), trusted public key identifier, or
algorithmldentifier value, the SPB Manager shall return an error to the LBA and shall terminate the procedure.

NOTE 2: The handling of aTerminallnfo is outside the scope of the present document and may be defined by other

8)

organizations.

The SPB Manager shall return the SPB Manager certificate for key agreement, aSspCiPkldToBeUsed,
aSspCryptoToBeUsed and aSpbFamilyld, and optionally the certificate chain for SPB Manager certificate for
key agreement and the Oid of a custodian of the aSpbFamilyld to the LBA.
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SPB Manager Service Provider

[1] Si3. SetSpbmCredential command

(index of IDS_CREDENTIAL_PARAMETER registry, spbmCredential)

(2]

- Set SpbmcCredential to IDS_CREDENTIAL_PARAMETER registry
- Verify SPBM certificate

- Select SPBL certificate

- Generate the first session key
- Build sspCredential

- Set SspCredential to TRE_CREDENTIAL_PARAMETER registry

[3] Si3. SetSpbmCredential response )

[4] Si3.GetSspCredential command
(index of TRE_CREDENTIAL_PARAMETER registry)

[5] Si3.GetSspCredential response
(SspCredential)

[8] Si2.GetBoundSpbimage command
(sspCredential, terminalinfo, requestType),

[7]

- Generate the first session key
- Verify SPBL certificate

- Verify sspCredential

- Find Spbid linked to CodeMm

If aCodeM is a reference which is not linked to Spbid  /

[8] sil.HandleNotification
(CodeM, sspinfoProtected, terminalinfo)

‘ [9] Secondary Platform Bundle selection in clause 12.3.2.2 |

[10] Perform eligibility check

If (requestType==Req

[12] Siz.GetBoundSpbimage response
(spbMetadata)

uestSpbMetadata) ./
[11] Build spbMetadata

[13]

- verify the famiy identifier and Oid of spbMetadata
- Store spbMetadata
- [Prompt/Display spbMetadata to end user]
- [Require end user consent]

[14] 5i2.GetBoundSpbimage command
(sspCredential, terminalinfo, requestType),

[15]
- Verify sspCredential

[17] Si2.GetBoundSpblmage response
(boundspbimage)

[16]

- Generate TIME_STAMP

- Generate SPEM ephemeral key

- Generate the second session key
- Build boundspblmage

[18]

- Verify spbMetadata

- [Prompt/Display spbMetadata to end user]
- [Require end user consent]

Figure 12.8: Bound SPB image download

The bound SPB image download procedure shall use the following steps:

1) TheLBA shal cal the"Si3.SetSpbmCredential” function. The function command shall contain the index of
IDS CREDENTIAL_PARAMETER registry and the aSpbmCredential which is defined in clause 12.6.2.3.

2)  Onreception of the " Si3.SetSpbmCredential” function command, the Secondary Platform Bundle Loader

shall:

a)  Setthe aSpbmCredential to IDS_ CREDENTIAL_PARAMETER registry.

b) Verify that the received SPB Manager's certificate for key agreement contained in the aSpbmCredential
by using the certification path verification as defined in clause 12.2.1.1.4.

c) Select the appropriate Secondary Platform Bundle Loader certificate that shall be verifiable by the
trusted public key which isidentified by the aSspPkldForSpblV erfication contained in the

aSpbmCredential.

d) Generate an ephemeral key pair and generate the first session key.

€) Build the aSspCredential whichis defined in clause 12.6.2.4.
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3)
4)

5)
6)

7)

f)  Setthe aSspCredential to the TRE_CREDENTIAL_PARAMETER registry.
The Secondary Platform Bundle Loader shall return ANY_OK to the LBA.

The LBA shall call "Si3.GetSspCredential” function. The function command shall contain the index of
TRE_CREDENTIAL_PARAMETER registry.

The Secondary Platform Bundle Loader shall return ANY_OK with the aSspCredential.

The LBA shall call the "Si2.GetBoundSpbl mage" function. The function command shall contain
aSspCredential, aTerminallnfo, and aRequestType.

On reception of the "' Si2.GetboundSpblmage” function command, the SPB Manager shall:
a) Generatethefirst session key.
b)  Decrypt the encrypted data contained in the aSspCredential by using the first session key.

c) Veify the Secondary Platform Bundle Loader certificate by using the certification path verification as
defined in clause 12.2.1.1.4 with the public key identified by the aSspPkldForSpbl Verification. The
aSspPklIdForSpbl Verification shall be determined in the capability negotiation as defined in
clause 12.3.3.1.

d) Find the Secondary Platform Bundle identifier linked to the aCodeM contained in the aSspCredential.

If the aCodeM is areference which is not linked to a Secondary Platform Bundle identifier, the steps 8) and 9) shall be
performed. Otherwise the step 10 shall be performed after finishing the step 7:

1)

2)

3)

The SPB Manager shall call the "Si1.HandleNotification" function. The function command shall contain the
aSsplnfoProtected, aTerminallnfo and aCodeM.

The service provider shall perform the Secondary Platform Bundle selection process as defined in
clause 12.3.2.2.

The SPB Manager shall perform the eligibility check based on the aSsplnfoProtected and the aT erminallnfo.

If the aRequestType is "RequestSpbMetadata’, the steps from 11) to 15) shall be performed. Otherwise, the step 16)
shall be performed after finishing the step 10):

1)

2)
3)

4)

5)

6)

7)

The SPB Manager shall build aSpbM etadata and link the aSpbM etadata to the aldTransac contained in
aSspCredential.

The SPB Manager shall return the aSpbMetadata to the LBA.

TheLBA:

a)  Shall store the aSpbMetadata.

b) May display the aSpbMetadata to the end user and require the end user's consent if configured.

The LBA shall call the "Si2.GetBoundSpblmage" function. The function command shall
containaSspCredential, aT erminallnfo and aBoundSpblmageByTransacld as aRequestType.

Upon reception of " Si2.GetBoundSpblmage" function command and if the received function command
contains the aBoundlmageByTransacld, the SPB Manager shall verify the step 7) of this procedure was
performed with the same aSspCredential.

The SPB Manager shall:

a) Generate TIME_STAMP and ephemeral key pair.

b) Generate the second session key.

¢) Build an aBoundSpblmage as defined in clause 12.6.2.5.
The SPB Manager shall return the aBoundSpbl mage to the LBA.

ETSI



Release 15

8)

43

ETSI TS 103 666-2 V15.0.0 (2019-11)

On reception of the "Si2.GetBoundSpblmage” response, the LBA shall verify that the aSpbM etdatanreceived
in step 13) and the aSpbM etadata contained in the aBoundSpblmage are the same. If the LBA did not request

aSpbMetadata previoudly, the LBA shall display the aSpbM etadata to the end user and reguest the end user's
consent if configured.

12.3.4

Installation procedure

SPBL

LEA

[1] Si3.LoadBoundSpbinfo command
(DoOperateParameter)

[2]

- Werify SPBM certificate for digital signature
- %erify contents in DoOperateParameter
- Generate the second session key

- Decrypt aM-IMD, aM-ARP, and aM-TimeStamp
- Werify the decrypted data

[3] Si3.LoadBoundSphbinfo response
(ANY _DK)

>

[HumberSegment in BoundSpblmage]

[4] Si3.LoadBoundSphSds command

< (ChangeSegmentParameter)

[5] Decrypt Change

SegmentFarameter

[6] Si3.LoadBoundSpbhSds response
(ANY _DK)

o

[7] Si3.LoadBoundSphSeq command

< (LoadSegmentFarameter)

[8]
- Decrypt LoadSe
- Install the segm

gmentFarameter
ent

[9] Si3.LoadBoundSphSeg response
(ANY _OK)

2

Figure 12.9: Installation procedure

The installation procedure shall use the following steps:

1)

2)

The LBA shall call the "Si3.LoadBoundSpbinfo" function. The function command shall contain
aDoOperateParameter contained in the aBoundSpbl mage received from the SPB Manager.

On reception of the "Si3.LoadBoundSpblnfo" function command, the Secondary Platform Bundle L oader

shall:

a)

Verify SPBM certificate for digital signature.
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Verify the content in the aDoOperateParameter.
Generate the second session key.

Decrypt the aM-TimeStamp contained in the aDoOperateParameter by using the first session key and
decrypt the aM-IMD and aM-ARP contained in the aDoOperateParameter by using the second session

key.

Thefirst session key and the second session key are generated during the download procedure as defined
inclause 12.3.3.

Verify the content in the decrypted data.

3) The Secondary Platform Bundle Loader shall return ANY _OK to the LBA.

4) TheLBA shal perform the following steps for aNumberSegment times. The aNumberSegment shall be in the
aBoundSpblmage:

a)

b)

0)

d)

12.4

1241

The LBA shall call the "Si3.LoadBoundSpbSds® function. The function command shall contain the
aChangeSegmentParameter contained in the aBoundSpbl mage.

On reception of the "Si3.LoadBoundSpbSds' function command, the Secondary Platform Bundle Loader
shall decrypt the aChangeSegmentParameter by using the second session key. If successful, the
Secondary Platform Bundle Loader shall return ANY _OK to the LBA.

The LBA shall call the "Si3.LoadBoundSpbSeg" function. The function command shall contain the
al oadSegmentParameter contained in the aBoundSpbl mage.

On reception of the "Si3.LoadBoundSpbSeg” function command, the Secondary Platform Bundle Loader
shall decrypt the al oadSegmentParameter by using the key obtained by decrypting the
aChangeSegmentParameter. If successful, the Secondary Platform Bundle Loader shall return ANY_OK
tothe LBA.

Secondary Platform Bundle management procedure

Enable a Secondary Platform Bundle

This clause describes the procedure to enable a Secondary Platform Bundle installed on an i SSP.

end user LBA SPBL

[1] selection of the Secondary Platform Bundle to enable‘

If the Secondary Platform Bundle to enable
is a Telecom Secondary Platform Bundle

[2] Get the user intent if configured

[3] 5i3.EnableSpb command (spbid)

If the Secondary Platform Bundle to enable
is a Telecom Secondary Platform Bundle
I

[4] Decide whether to enable the Secondary Platform Bundle
as defined in clause 9.6

_[5] Si3.EnableSpb response (ANY_0OK)

Figure 12.10: Enable Secondary Platform Bundle procedure
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The procedure to enable a Secondary Platform Bundle installed on the iSSP shall use the following steps:

1) Theend user selectsthe Secondary Platform Bundle to enable through the LBA (out of scope of the present
document).

2) TheLBA shall get the user intent if the Secondary Platform Bundle to enable is a Telecom Secondary Platform
Bundle and if the user intent is configured in the Secondary Platform Bundle metadata.

3) TheLBA shal send the Si3.EnableSpb command to the Secondary Platform Bundle Loader with the identifier
of the Secondary Platform Bundle to enable.

4) If the Secondary Platform Bundle to enable is a Telecom Secondary Platform Bundle, the Secondary Platform
Bundle Loader shall verify if it can be enabled as described in clause 12.6.5.5.7.

5)  The Secondary Platform Bundle Loader shall use the Si3.EnableSpb response to indicate the execution status
of the command.

12.4.2 Disable a Secondary Platform Bundle

This clause describes the procedure to disable a Secondary Platform Bundle installed on an iSSP.

End User LEA SPBL

| |
[1] Selection of the Secondary Platform Bundle to disahkle
| |
If the Secondary Platform Bundle to disable
is a Telecom Secondary Platform Bundle
I I

[2] Get the user/subscriber intent if confiqured

[2] Si3.DisableSph command (sphld) >

i3.DisableSph response _
{3 5i3.DisableSph ANY_O

Figure 12.11: Disable Secondary Platform Bundle procedure

The procedure to disable a Secondary Platform Bundle installed on the iSSP shall use the following steps:

1) Theend user selectsthe Secondary Platform Bundle to disable through the LBA (out of scope of the present
document).

2) TheLBA shall get the user intent if the Secondary Platform Bundle to disableis a Telecom Secondary
Platform Bundle and if the user intent is configured in the Secondary Platform Bundle metadata.

3) TheLBA shall send the Si3.DisableSpb command to the Secondary Platform Bundle Loader with the identifier
of the Secondary Platform Bundle to disable.

4)  The Secondary Platform Bundle Loader shall use the Si3.DisableSpb response to indicate the execution status
of the command.

12.4.3 Delete a Secondary Platform Bundle

This clause describes the procedure to delete a Secondary Platform Bundle installed on an i SSP.
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End User LEA SPBL

[1] Selection of the Secondary Platform Bundle to delete
| |

If the Secondary Platform Bundle to delete

isa Telecom Slecundan.r Pllatfurm Bundle

[2] Get the userfsubscriber intent if configured
|

If Secondary Platform Bundle to delete is enabled /

[3] Si3.DisableSph command {sphld) >

{[4] Si3.DisableSpb response [ANY_OK)

[5] Si3.DeleteSph command (sphld)

< [6] Si3.DeleteSph response (ANY O]

Figure 12.12: Delete Secondary Platform Bundle procedure

The procedure to delete a Secondary Platform Bundle installed on the iSSP shall use the following steps:

1) Theend user selects the Secondary Platform Bundle to delete through the LBA (out of scope of the present
document).

2) TheLBA shall get the user intent if the Secondary Platform Bundle to delete is a Telecom Secondary Platform
Bundle and if the user intent is configured in the Secondary Platform Bundle metadata.

If the Secondary Platform Bundle to delete is currently disabled, steps 3 and 4 should be skipped:

3) TheLBA shall disable the Secondary Platform Bundle by sending the Si3.DisableSpb command to the
Secondary Platform Bundle Loader with the identifier of the Secondary Platform Bundle to disable.

4)  The Secondary Platform Bundle Loader shall use the Si3.DisableSpb response to indicate the execution status
of the command.

5) TheLBA shal send the Si3.DeleteSpb command to the Secondary Platform Bundle Loader with the identifier
of the Secondary Platform Bundle to delete.

The Secondary Platform Bundle Loader shall use the Si3.DeleteSpb response to indicate the execution status of the
command.

12.5 Notification procedure

12.5.1 Overview

This clause describes the procedure to provide a remote entity with a report about the progress or the execution status of
a Secondary Platform Bundle provisioning or a Secondary Platform Bundle management operation.

12.5.2 Notification of the service provider

This clause describes the procedure to send a notification to the service provider.
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Service Provider SPB Manager

_[1] Si1.HandleNotification (CodeM [ spbld] [ Ppldentifier], timestamp, notificationEvent [ naotificationEventStatus] [ resultDatal)

Figure 12.13: Handle notification from SPB Manager

12.5.3 Notification from the LBA

This clause describes the procedure to send a notification to the SPB Manager from the LBA.

S5PB Manager LBA

[1] 5i2 HandleMotification (notificationEvent, timestamp. spbid, ppidentifier [,CodeM]) ‘

Figure 12.14: Handle notification from LBA

12.6 Interfaces and functions

12.6.1 Overview

This clause describes the interfaces and the functions used for the Secondary Platform Bundle provisioning and the
Secondary Platform Bundle management operations.

Table 12.4 providesthe list of functions over the interfaces associated with these operations.

Table 12.4: List of functions

Interface Function Function requester Function provider
Sil.SelectSpb
Sil.CreateSPReference

a1 Si1.FinalizePreparation Service Provider Secondary Platform Bundle Manager
' Sil.CancelPreparation
Sil.HandleNotification Secondary Platform Bundle Service Provider
Manager
Si2 Si2.GetSpbmCertificate Local Bundle Assistant Secondary Platform Bundle Manager

Si2.GetBoundSpbimage
Si3.GetSsplinfo
Si3.SetSpbmCredential
Si3.LoadBoundSpbinfo
Si3.LoadBoundSpbSds
Si3 Si3.LoadBoundSpbSeg Local Bundle AssistantLBA Secondary Platform Bundle Loader
Si3.GetSspCredential
Si3.EnableSpb
Si3.DisableSpb
Si3.DeleteSpb
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12.6.2 Common features

12.6.2.1 Common data types

The following ASN.1 types and objects are used for clause 12.6.

-- ASNLSTART
UUID ::= OCTET STRING (S| ZE(16))
CodeM : : = OCTET STRING (S| ZE(4..16)) -- CodeMatching to downl oad the SPB contai ner from SPB Manager
Chal | engeS ::= OCTET STRING -- CHALLENGE S as defined in d obal Pl atform Open Firmnare Loader for
Tanper Resistant El enent [ 6]
Ver si onType ::= OCTET STRING (SIZE(2)) -- Sane as VersionType in ETSI TS 103 666-1 [ 3]
| dTransac ::= OCTET STRING (SIZE(16)) -- Inmge session identifier (ID_ TRANSAC) as defined in
d obal Pl at form Open Firmnare Loader for Tanper Resistant El enent [6]
QO dSpeci ficl nfoBl ock ::= SEQUENCE
a0 d OBJECT IDENTIFIER, -- O D of an organization

aG dSpeci ficlnfo ANY DEFI NED BY aG d OPTI ONAL
}

-- ASNISTOP
12.6.2.2 SSP information

12.6.2.2.1 Introduction
The SSP information comprises ssplnfoPublic and ssplnfoProtected.

The SPB Manager shall perform eligibility check based on Annex C by using the received ssplnfoPublic and
ssplnfoProtected.

12.6.2.2.2 Public SSP information

The sspinfoPublic is used during the capability negotiation procedure defined in clause 12.3.3 to provide the SPB
Manager with the trusted public key identifiers and cryptographic algorithms supported by the Secondary Platform
Bundle Loader allowing the SPB Manager to select an appropriate certificate and cryptographic algorithm.

The ASN.1 data structure of the public SSP information is described below.
-- ASN1ISTART
Sspl nfoPublic ::= SEQUENCE

aSpbl SpecVer | nf o Versi onType,

aSspCeneral Cryptolnfo SspCryptol nfo OPTI ONAL,
aSspFam | yCrypt ol nf oBl ock SET OF SspFami | yCrypt ol nf oBl ock OPTI ONAL

}
SspCryptol nfo ::= SEQUENCE

aSspPkl dLi st For SpbnVerificati on SET OF Subj ect Keyl dentifier, -- List of Public Key identifiers
all owed for SPBM certificate chain verification

aSspPkl dLi st For Spbl Verificati on SET OF Subj ect Keyl dentifier, -- List of Public Key identifiers
all owed for SPBL certificate chain verification

aKeyAgreement Al gorithnlist SET OF Algorithm dentifier, -- List of algorithmidentifiers of key
agr eenent

aC pher Al gorithnlist SET OF Algorithmdentifier -- List of algorithmidentifiers of data
encryption

}
SspFam | yCrypt ol nf oBl ock ::= SEQUENCE

aSpbFam |yld WU D, -- SPB fanmily identifier
aSspFam | yCrypt ol nf o SspCrypt ol nf o OPTI ONAL,
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aSspQ dCrypt ol nf oBl ock SET OF SspQ dCrypt ol nf oBl ock OPTI ONAL

SspQO dCrypt ol nf 0Bl ock ::= SEQUENCE
{

a0 d OBJECT IDENTIFIER, -- The O D of a custodian of the aSpbFam |yl d
aSspQO dCrypt ol nfo SspCrypt ol nfo

}
-- ASNLISTCP

aSpblSpecVerInfo: the release of the specification that isimplemented by the Secondary Platform Bundle Loader. The
first byte indicates the major version of the specification. The second bytes indicates the minor version of the
specification.

aSspPkldListFor SpbmVerification: for aSspGeneral Cryptolnfo, the list indicates the Public Key identifiers supported
by the Secondary Platform Bundle Loader that allows for the Secondary Platform Bundle Loader to verify the SPBM
certificate chain. For aSspFamilyCryptolnfo, thislist indicates the Public Key identifiers only allowed for the loading
Secondary Platform Bundles with the aSpbFamilyld contained in the same SspFamilyCryptolnfoBlock. For
aSspOidCryptolnfo, thislist indicates the Public Key identifiers only allowed for loading Secondary Platform Bundles
with the aSpbFamilyld contained in the same SspFamilyCryptolnfo and the Oid contained in the same

SspOidCryptol nfoBlock.

aSspPkldListFor SpblVerification:

. For aSspGeneral Cryptolnfo, the list indicates the Public Key identifiers supported by the Secondary Platform
Bundle Loader that allows for the SPB Manager to verify the SPBL certificate chain.

. For aSspFamilyCryptolnfo, the list indicates the Public Key identifiers only allowed for the loading of
Secondary Platform Bundles with the aSpbFamilyld contained in the same SspFamilyCryptol nfoBlock.

. For aSspQOidCryptol nfo, the list indicates the Public Key identifiers only alowed for the loading of Secondary
Platform Bundles with the aSpbFamilyld contained in the same SspFamilyCryptolnfo and the OID contained
in the same SspOidCryptol nfoBlock.

aK eyAgreementAlgorithmList:

. For aSspGeneral Cryptolnfo, the list indicates the algorithm identifiers for key agreement algorithms supported
by the Secondary Platform Bundle Loader.

. For aSspFamilyCryptolnfo, the list indicates the key agreement algorithms only allowed for the loading of
Secondary Platform Bundles with the aSpbFamilyld contained in the same SspFamilyCryptol nfoBlock.

. For aSspQidCryptolnfo, the list indicates the key agreement algorithms only allowed for the loading of
Secondary Platform Bundles with the aSpbFamilyld in the same SspFamilyCryptolnfoBlock and the OID
contained in the same SspOidCryptol nfoBlock.

aCipherAlgorithmList:

. For aSspGeneral Cryptolnfo, the list indicates the algorithm identifiers of data encryption algorithms supported
by the Secondary Platform Bundle Loader.

. For aSspFamilyCryptolnfo, the list indicates the data encryption algorithms only allowed for the loading of
Secondary Platform Bundles with the aSpbFamilyld contained in the same SspFamilyCryptol nfoBlock.

. For aSspOidCryptolnfo, the list indicates the data encryption algorithms only allowed for the loading of
Secondary Platform Bundles with the aSpbFamilyld in the same aSspFamilyCryptol nfoBlock and the OID
contained in the same aSspOidCryptolnfoBlock.

aSpbFamilyld: afamily identifier supported by the Secondary Platform Bundle Loader.
aOid: the OID of acustodian of the family identifier aSpbFamilyld.
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12.6.2.2.3 Protected SSP information

The Secondary Platform Bundle Loader shall provide the SPB Manager with ssplnfoProtected containing the primary
platform identifier and family identifier-specific SSP information.

The ASN.1 data structure of the protected SSP information is described below.

-- ASNISTART
Sspl nf oProt ected :: = SEQUENCE
aPpldentifier OCTET STRING -- Primary Platformldentifier (FFS)

aFam | ySpeci fi cSspl nf oBl ock Fami | ySpeci fi cSspl nfoBl ock OPTIONAL -- Famly |dentifier-specific
SSP i nf ornmati on

}
Fami | ySpeci fi cSspl nf oBl ock ::= SEQUENCE

aSpbFam lyld WD, -- Famly ldentifier

aFam | ySpeci fi cSspl nfo ANY OPTI ONAL, -- DEFI NED BY aSpbFam |yl d

aQ dSpeci fi cSspl nfoBl ock SET OF O dSpecificlnfoBlock -- OD specific SSP information
}

-- ASNLSTCP
aPpldentifier: auniqueidentifier of the primary platform.

aFamilySpecificSsplnfo: it shall include the family identifier-specific SSP information which may be defined for that
family identifier.

aSpbFamilyl d: the family identifier of the Secondary Platform Bundle.

aOidSpecificSspl nfoBlock: it shall include the family identifier-specific SSP information which may be defined by an
organization that is responsible for that family identifier and referenced by aOID.

12.6.2.3 SPBM credential

The SPBM credential shall be delivered to the Secondary Platform Bundle Loader during the Secondary Platform
Bundle provisioning procedurein clause 12.3.

The LBA shall provide the SPBM credential to the Secondary Platform Bundle Loader by calling the
"Si3.GetSspCredential” function and obtain SSP credential as the response.

The ASN.1 data structure of SPBM credential is described below.
-- ASNLSTART

SpbnCredential ::= SEQUENCE
{

aCodeM CodeM

aChal | engeS Chal | engeS OPTI ONAL,

aSpbFam | yl d UUI D,

aSpbnKaCertificates SEQUENCE OF Certificate, -- Certificates in the SPBMcertificate chain for
key agreement

aSspCi Pkl dToBeUsed Subj ect Keyl denti fi er,

aSspCrypt oToBeUsed Al gorithmdentifier

}
-- ASNLISTCP

aCodeM: the value of the CODE_M as defined in Global Platform Open Firmware Loader for Tamper Resistant
Element [6]. It indicates the code matching identifier for a Secondary Platform Bundle image within a SPB Manager.

aChallengeS: the value of CHALLENGE_S as defined in Global Platform Open Firmware Loader for Tamper Resistant
Element [6]. The aChallengeS is generated by the SPB Manager and used in authentication of the Secondary Platform
Bundle Loader.

aSpbFamilyl d: the family identifier of the Secondary Platform Bundle.

aSpbmKaCertificates: SPBM Certificates for key agreement.
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aSspCiPkldToBeUsed: Cl Public Key identifier for SPBL Certificate which shall be used by the Secondary Platform
Bundle Loader for signature generation.

aSspCryptoToBeUsed: Algorithm identifiers for data encryption which shall be used by the Secondary Platform
Bundle Loader and the SPB Manager.

12.6.2.4 SSP credential

The SSP credential is delivered from the Secondary Platform Bundle Loader to the SPB Manager for authentication,
key agreement, and for the binding of a Secondary Platform Bundle container.

The ASN.1 data structure of SSP credential is described below.

-- ASNLISTART
SspCredential ::= SEQUENCE

aTbsSspl mageSessi onToken ThsSspl mageSessi onToken, -- SSP Token delivered to the SPB Manager in
o earastsgﬁrageSessi onTokenSi gnature Signature, -- the signature of aTbsSspl mageSessi onToken

aM SSP EncryptedBl ock, -- the encrypted data and integrity check of SPBL Certificate,

TbsSspToken, and signature of ThsSspToken

aEncrypti onType EncryptionType,

aSpbl Cert Chain SEQUENCE OF Certificate -- Certificates in the SPBL certificate chain to be used to
verify SPBL Certificate for digital signature

}
TbhsSspl nageSessi onToken :: = SEQUENCE
al dTransac [0] |dTransac, -- |D_TRANSAC
aEPkSpbl Ka [1] OCTET STRI NG,
aSpbnKaPkl dToBeUsed [2] Subj ect Keyldentifier, -- SubjectKeyldentifier of SPBM certificate for key
agr eenment
aluidL [3] WD -- WD of OFL authority as defined in [6]
}
ThsSspToken :: = SEQUENCE
aCodeM [ 0] CodeM
aChal | engeS [1] Chal | engeS OPTI ONAL,
aSspl nf oProtected [2] Sspl nfoProtected
}
Encrypti onType ::= ENUMERATED
eCGCM AES- 128 (0),
eCGCM SM4- 128 (1),
eGCM AES- 256 (2)
}
Encrypt edBl ock ::= SEQUENCE
aM OCTET STRING -- Encrypted nmessage
aH OCTET STRING -- Integrity check
}
-- ASNISTOP

aTbsSspl mageSessionToken: it contains:

e aldTransac: the ID_TRANSAC as defined in Global Platform Open Firmware Loader for Tamper Resistant
Element [6].

. aEPkSpblK a: the SPBL ephemeral public key.

. aSpbmKaPkldToBeUsed: the subject key identifier of the SPBM certificate for key agreement which shall be
used to generated the first session key.

. aUuidL: the UUID_ asdefined in Global Platform Open Firmware Loader for Tamper Resistant Element [6].

aSspl mageSessionTokenSignature: the signature of aTbsSspl mageSessionToken which can be verified by SPBL
Certificate.
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aM -SSP: EncryptedBlock of data containing SPBL Certificate, ThsSspToken, and SSP Token signature. The SSP
Token, SSP Token signature, and aM-SSP are generated by the Secondary Platform Bundle Loader as defined in
clause 12.6.5.5.2.

aEncryptionType: it indicates the encryption agorithm used to generate the items of type EncryptedBlock.
EncryptedBlock: data structure containing the encrypted message and the integrity check.
aSpblCertChain: it contains Certificates used for the SPB Manager to verify SPBL Certificate.
aTbsSspToken: it contains:

. aCodeM: the value of the CODE_M as defined in Global Platform Open Firmware Loader for Tamper
Resistant Element [6].

. aChallengeS: the value of CHALLENGE_S as defined in Global Platform Open Firmware Loader for Tamper
Resistant Element [6].

. aSsplnfoProtected: the protected SSP information.

12.6.2.5 Bound SPB image

The Secondary Platform Bundle container shall be bound to the iSSP as defined in clause 12.6.4.3 and delivered to the
LBA asthe bound SPB image.

The ASN.1 data structure of the bound SPB image is described below.

-- ASNLISTART

BoundSpbl mage ::= SEQUENCE

{
al mageOmnerld UUID OPTIONAL, -- ldentifier of the Secondary Pl atform Bundl e owner
aNunber Segnent | NTEGER, -- Nunber of segnments in the bound SPB i mage

aDoQper at ePar anet er DoQper at ePar anet er,
al dTransac |dTransac OPTI ONAL,
aServer Noti fyBaseUrls SET OF UTF8Stri ng OPTI ONAL,

al mageMaker|d UUID OPTI ONAL, -- ldentifier of the Secondary Pl atform Bundl e maker
aMet aDat al mage Met aDat a OPTI ONAL,
aChangeSegnent Par anet ers SEQUENCE OF ChangeSegnent Paraneter, -- List of Segnment Descri ptor

Structures
aLoadSegnent Par anet ers SEQUENCE OF LoadSegnent Paraneter -- List of encrypted segments
}

DoQper at ePar anet er :: = SEQUENCE

{
aSpbMet adat a SpbMet adat a,
aEncrypti onType EncryptionType,

aM | MD Encrypt edBl ock, -- the encrypted data and integrity check of |nmage Descriptor (|NMD)
aM ARP EncryptedBl ock ,-- the encrypted data and integrity check of ATK ARP. ECDSA
aM Ti meSt anp EncryptedBl ock, -- the encrypted data and integrity check of TIME_STAWP

aSpbniroken Spbniroken,
aSpbntCerts SEQUENCE OF Certificate -- List of the Certificates of the certification path froma
trusted certificate to the SPBMcertificate

}
SpbniToken :: = SEQUENCE
aTbsSpbniroken ThsSpbniroken,

aSpbnirokenSi gnat ure Si gnature

}
ThsSpbniToken :: = SEQUENCE

aEPkSbpnKa OCTET STRI NG,
al dTransac |dTransac

}

ChangeSegnent Par anet er :: = OCTET STRING -- Segnment Descriptor Structure
LoadSegnent Paraneter ::= OCTET STRING -- Segnent Structure

-- ASNISTOP
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almageOwner Id: Owner Identifier of the Secondary Platform Bundle container.
aNumber Segment: Number of Segment Structures in the bound SPB image.
aServer NotifyBaseUr|s: URLs of the servers for notifications.

almageM aker 1d: Identifier of the Secondary Platform Bundle maker as defined in Global Platform Open Firmware
Loader for Tamper Resistant Element [6].

aM etaDatal mage: Metadata of the image from the Image Maker.

aM-IM D: EncryptedBlock of Image Descriptor as defined in Global Platform Open Firmware Loader for Tamper
Resistant Element [6].

aM-ARP: EncryptedBlock of ATK.ARP.ECDSA as defined in Global Platform Open Firmware Loader for Tamper
Resistant Element [6].

aM-TimeStamp: EncrytedBlock of TIME_STAMP as defined in Global Platform Open Firmware Loader for Tamper
Resistant Element [6].

aSpbmToken: data structure containing ThsSpbmToken and signature of the ThsSpbmToken.

aTbsSpbmT oken: data structure containing the ephemeral public key of the SPB Manager and the image session
identifier ID_TRANSAC).

aSpbmCerts: List of the Certificate of the certification path from atrusted certificate to the SPBM certificate.

aDoOper ateParameter : the parameter for the OFL_DO_OPERATE command as defined in Global Platform Open
Firmware Loader for Tamper Resistant Element [6] including the SPB metadata.

aChangeSegmentParameter : the parameter for the OFL_CHANGE_SEGMENT command as defined in
Global Platform Open Firmware Loader for Tamper Resistant Element [6].

al cadSegmentPar ameter : the parameter for the OFL_LOAD_SEGMENT command as defined in Global Platform
Open Firmware Loader for Tamper Resistant Element [6].

12.6.2.6 SPB metadata

The SPB metadata contains specific information of the Secondary Platform Bundle. During the download procedure
described in clause 12.3.3, the SPB metadata shall be provided to the LBA in a plaintext. After the Secondary Platform
Bundleis successfully installed, the SPB metadata shall be accessible by the LBA via Si3 interface irrespective of the
state of that Secondary Platform Bundle.

The ASN.1 data structure of the SPB metadata is described bel ow.

-- ASNLISTART
SpbMet adat a :: = SEQUENCE

aSpbld UWUID, -- Identifier of the Secondary Pl atform Bundl e

aSpbFam lyld WU D, --Famly identifier of the Secondary Pl atform Bundl e

aCust odi anO d OBJECT IDENTIFIER, -- O D of the custodian defining the specific requirenments
applied to this Secondary Pl atform Bundl e

aSuppor t edCust odi anLi st SEQUENCE OF OBJECT | DENTI FI ER OPTI ONAL, -- List of custodian identifiers
associ ated with supported certification path to downl oad the Secondary Pl atform Bundl e

aFam | ySpeci ficData ANY OPT|I ONAL, -- DEFI NED BY aSpbFami |yl d Met adata defined in the present

docurment for the famly identifier indicated by aSpbFam |yl d
a0 dSpecificbData SET OF QO dSpecificlnfoBlock OPTIONAL -- a set of netadata defined by a
custodian(s) for the famly identifier indicated by a SpbFam |yld

-- ASNLSTOP
The SPB metadata shall include the followings:
e  aSpbld: identifier of the Secondary Platform Bundle.

. aSpbFamilyld: family identifier of the Secondary Platform Bundle as defined in clause 9.7.
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e  aCustodianQid: OID of one of the custodians associated with a SpbFamilyld which defines specific
reguirement (e.g. trusted Cls, product certification, operational modes of the terminal) applied to this
Secondary Platform Bundle.

The SPB metadata may include a family identifier-specific metadata as follows:

. aSupportedCustodianList: list of OIDs of custodians associated with supported certification path used to load
the Secondary Platform Bundle. If the aSupportedCustodianList contains multiple OIDs, the first OBJECT
IDENTIFIER denotes the most preferred custodian to select a certification path. The aSupportedCustodianList
may contain the aCustodianQid.

. aFamilySpecificData: family identifier-specific metadata defined as per the family identifier.

. aOidSpecificData: family identifier-specific metadata defined by custodian(s) of the family identifier. The
a0idSpecificData may consists of multiple OidSpecificlnfoBlock data structures. Each OidSpecificlnfoBlock
shall have a custodian-defined metadata and the OID identifying that custodian-defined metadata.

12.6.2.7 Terminal information

The terminal information contains detail s about the capabilities of the terminal. It is delivered by the LBA to the SPB
Manager.

The ASN.1 data structure of terminal information is described below.
-- ASNLSTART
Term nal I nfo ::= SEQUENCE

alLbaSpecVer | nf o Versi onType,
aFam | ySpeci fi cTerm nal | nf oBl ock SET OF Fami | ySpeci fi cTerm nal | nf oBl ock OPTI ONAL

}
Fami | ySpeci fi cTerm nal | nfoBl ock ::= SEQUENCE
{
aSpbFam lyld WD, -- Famly ldentifier
aFam | ySpeci ficTerm nal | nfo ANY OPTI ONAL, -- DEFI NED BY aSpbFami |yl d

aQ dSpeci fi cTerm nal | nfoBl ock SET OF Q dSpecificlnfoBlock -- OD specific termnal information
}

-- ASN1ISTOP

al baSpecVerInfo: the release of the specification that isimplemented by the LBA. The first byte indicates the mgjor
version of the specification. The second bytes indicates the minor version of the specification.

aSpbFamilyld: afamily identifier of the Secondary Platform Bundle.

aFamilySpecificTerminall nfoBlock: it shall include the family identifier-specific terminal information which may be
defined for that family identifier.

aOidSpecificTerminallnfoBlock: it shall include family identifier-specific terminal information which may be defined
by an organization that is responsible for that family identifier and referenced by the OID.

12.6.3 Sil interface

12.6.3.1 Overview

The Sil interface is used between the service provider and the SPB Manager to prepare the download of a Secondary
Platform Bundle.

The binding of the Si1 interface shall be performed over Hypertext Transfer Protocol version 2 (HTTP/2) as defined in
IETF RFC 7540 [25] and the Transport Layer Security (TLS) version 1.3 or higher in mutual authentication mode as
defined in IETF RFC 8446 [26].

The service provider shall be in charge of managing the connection establishment to the SPB Manager for the Sil
interface.
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The service provider shall use HTTP POST request message with HTTP path 'etsi/issp/sil/asnl' to deliver any function
command over the Sil interface.

12.6.3.2 Sil common headers

12.6.3.2.1 Sil command header

The ASNL1 structure of all Si1 commands contains the SilCommandHeader defined as follows:

-- ASNLISTART

Si 1CommandHeader ::= SEQUENCE

{
aFuncti onRequesterl d OCTET STRI NG (S| ZE(4 ..64)), -- ldentification of the function requester
aFunctionCal |l | d OCTET STRING (S| ZE(4..64)) -- ldentification of the function call

}

-- ASNLISTOP

aFunctionRequester 1 d: identifier of the function requester.

aFunctionCallld: identifier of the function call. Thisidentifier is used to manage function call retries.

12.6.3.2.2 Sil response header

The ASN1 structure of all Sil responses contains the SilResponseHeader defined as follows:
- - ASNLSTART
Si 1Executi onStatus ::= ENUVERATED

eSi 1Execut i onSt at us- Execut ed- Success (0),

eSi 1ExecutionStatus-Failed (1),
eSi 1Execut i onSt at us- Execut ed- Wt hWar ni ng (2)

}

Si 1ResponseHeader ::= SEQUENCE

{ aFuncti onExecuti onStatus Si 1ExecutionStatus -- Function execution status
}

-- ASNISTCOP

aFunctionExecutionStatus: indicates the status after the execution of the function.

12.6.3.3 Sil error codes
This clause describes the error codes used to indicate an error over the Sil interface.

Table 12.5 gives the applicability matrix according to the Si1 function.
-- ASNLSTART

Si 1Err or Code: : = ENUMERATED

eSpbl dUnknown (0), -- the Secondary PlatformBundle identifier is unknown to the SPB Manager

eSpbl dNot Al | owed (1), -- the function caller is not allowed to performthis function on this
Spbl d

eSpbl dNot Avai | abl e (2), -- the Secondary PlatformBundle identifier is not avail able

eSpbl dAl readyLi nked (3), -- the Secondary PlatformBundle identifier is already in use

eSpbTypeUnknown (4), -- the type of Secondary Platform Bundl e is unknown to the SPB Manager

eSpbTypeNot Al |l owed (5), -- the function caller is not allowed to performthis function on this
SpbType

eSpbTypeNot Avai | able (6), -- there is no nore Secondary PlatformBundl e identifier available for
this SpbType

eSpbTypeM smatch (7), -- the Secondary Platform Bundl e identifier has a different SpbType

eCodeMJnknown (8), -- the CodeMis unknown to the SPB Manager

eCodeMNot Al | owed (9), -- the function caller is not allowed to performthis function for this
CodeM

eTaskTypeUnknown (10), -- the type of task is unknown to the SPB Manager

eTaskNot Al | owed (11) -- the function caller is not allowed to handle this type of task

ETSI



Release 15 56 ETSI TS 103 666-2 V15.0.0 (2019-11)

-- ASN1ISTOP

Table 12.5: Sil command/error codes
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12.6.3.4 Sil.SelectSpb

12.6.3.4.1 Command

The"Sil.SelectSpb" function shall be used by the service provider during the Secondary Platform Bundle selection as
defined in clause 12.3.2.2.

The service provider shall use the "Si1.SelectSpbm" function to select a Secondary Platform Bundle that matches the
terminal and the SSP capabilities.

The body part of the HTTP POST request for the " Si1.SelectSpbm" function command shall contain
Si1SelectSpbCommand defined as follows:

-- ASNLISTART
Si 1Sel ect SpbCommand : : = SEQUENCE

aSi 1CommandHeader Si 1CommandHeader, -- Header of the command

aSpbld UUID OPTIONAL, -- Identifier of the Secondary Pl atform Bundl e

aSpbType OCTET STRING (S| ZE(1..128)) OPTIONAL, -- Free informati on defined by the service
provi der

aPpl dentifier OCTET STRING OPTIONAL, -- ldentifier of the Primary Platform

aCodeM CodeM OPTI ONAL, -- CodeMat ching to downl oad the SPB contai ner from SPB Manager

aFl agFi nal i ze BOOLEAN DEFAULT FALSE, -- Indicates if the Finalize Preparati on procedure will be
execut ed

aCust odi anSpeci fi cl nf oBl ock O dSpeci fi cl nfoBl ock OPTI ONAL, -- Custodi an-specific infornation

aServi ceProvi der Speci fi cl nf oBl ock O dSpeci ficl nfoBl ock OPTI ONAL -- Service provi der specific
i nf or mati on

}
-- ASNLISTCP

aSilCommandHeader: header of the command as defined in clause 12.6.3.2.1. It may be used by
aNotificationReceiverld in subsequent Sil.HandleNotification cals related to this selection.

aSpbld: identifier of the Secondary Platform Bundle to reserve.

aSpbType: type of Secondary Platform Bundle in which the SPB Manager shall select an available Secondary Platform
Bundle identifier.

aPpldentifier: identifier of the primary platform to link with the Secondary Platform Bundle reserved by the
Si1.SelectSpb function.

aCodeM: CodeM to be linked with the Secondary Platform Bundle reserved by the Si1.SelectSpb function. This
parameter shall be present if the creation of the service provider reference defined in clause 12.3.2.3 has been
previously executed.

aFlagFinalize: Boolean that indicates whether the " Sil.FinalizePreparation” function will be called later.
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aCustodianSpecificl nfoBlock: specific parameter which may be defined by the custodian of the family identifier
issuing the command. How this parameter is handled by the SPB Manager is out of scope of the present document.

aServiceProvider SpecificlnfoBlock: specific parameter which may be defined by the service provider. How this
parameter is handled by the SPB Manager is out of scope of the present document.

12.6.3.4.2 Procedure
Upon reception of the "Si1.SelectSpb" function command, the SPB Manager shall:
J Store the value of aSi1CommandHeader.
. If the Secondary Platform Bundle identifier (spbld) was provided as input data:
- return an error with the code eSpbldNotAvailableif the spbid is not available;
- return an error with the code eSpbldUnknown if the spbld does not exist;

- return an error with the code eSpbTypeMismatch if a Secondary Platform Bundle type (spbType) was
provided as input data and does not match the type of the spbld.

. If a Secondary Platform Bundle type (spbType) was provided as input data:
- return an error with the code eSpbTypeUnknown if the spbType is unknown to the SPB Manager;

- return an error with the code eSpbTypeNotAvailable if the SPM Manager can't find an available spbld
corresponding to the requested sbpType.

. Return an error with the code eCodeMNotAllowed if a CodeM was provided as input data and is already
linked to another Secondary Platform Bundle identifier.

. Store the CodeM if provided asinput data and is not known to the SPB Manager.

. Reserve a Secondary Platform Bundle among those available in itsinventory and that corresponds to the
reguested spbld and/or sbpType.

. Link the CodeM with the reserved spbld.

o Link the reserved spbld to the primary platform identifier if the function command contains the primary
platform identifier (aPpldentifier).

. Memorize whether the " Si1.FinalizePreparation” function will be called later. If aFlagFinalize is not present, it
is considered as set to FALSE.

. Build Si1SelectSpbResponse containing either an error code if one of the above step has failed or the selected
Secondary Platform identifier (spbld) together with its type (sbpType) and, optionally the Primary Platform
Identifier (aPpldentifier) if it was provided in the command and the CodeM (aCodeM) if it was provided in the
incoming command. Si1SelectSpbResponse may also contain family identifier and/or service provider specific
information. Their content is not in the scope of the present document.

. Send the response to the service provider.

12.6.3.4.3 Response

The body part of the HTTP POST response for the " Si1.SelectSpb" function shall contain Si1SelectSpbResponse
defined as follows:

- - ASNISTART
Si 1Sel ect SpbResponse :: = SEQUENCE
{
aSi 1ResponseHeader Si 1ResponseHeader, -- Header of the response

aSi 1Sel ect SpbResult CHO CE
aSi 1Sel ect SpbCk Si 1Sel ect SpbCk,

aSi 1Sel ect SpbError Si 1Error Code
b
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aCust odi anSpeci fi cl nf oBl ock O dSpeci fi cl nfoBl ock OPTI ONAL, -- Custodi an-specific infornation
aServi ceProvi der Speci fi cl nf oBl ock O dSpeci ficl nfoBl ock OPTIONAL -- Service provi der specific
i nformation

}

Si 1Sel ect SpbCk :: = SEQUENCE
aSpbld WU D, -- Identifier of the selected Secondary Pl atform Bundl e
aSpbType OCTET STRING (S| ZE(1..128)), -- Free information defined by the service provider
aPpl dentifier OCTET STRING OPTIONAL, -- Identifier of the Primary Platformlinked with the

sel ected Secondary Pl atform Bundl e
aCodeM CodeM OPTI ONAL -- CodeMatching |inked with the sel ected Secondary Pl atform Bundl e
}

-- ASNLSTCP

aSi1ResponseHeader: header of the response as defined in clause 12.6.3.2.2.

aSpbld: identifier of the Secondary Platform Bundle reserved by the SPB Manager.

aSpbType: type of Secondary Platform Bundle tied to aSpbld.

aPpldentifier: identifier of the primary platform linked with aSpbld, if present in the incoming command.
aCodeM: CodeM to linked with the aSpbld, if present in the incoming command.

aCustodianSpecificl nfoBlock: specific parameter which may be defined by the custodian of the family identifier
issuing the response. How this parameter is handled by the SPB Manager is out of scope of the present document.

aSer viceProvider Specificl nfoBlock: specific parameter which may be defined by the service provider. How this
parameter is handled by the SPB Manager is out of scope of the present document.

aFamilySpecificSelect SpbmResponse: family identifier-specific parameter which may be defined for that family
identifier. How this parameter is handled by the SPB Manager is out of scope of the present document.

12.6.3.5 Sil.CreateSPReference

12.6.3.5.1 Command

The "Si1.CreateSPReference” function shall be used by the service provider during the procedure of creation of a
service provider reference as defined in clause 12.3.2.3.

The service provider may use the " Sil.CreateSPReference" function to create a reference shared between the service
provider and the SPB Manager. Thisreference, i.e. CodeM shall be provided to the End User by the service provider as
part of the activation code as defined in clause XX, alowing the End User to trigger the download procedure as defined
inclause 12.3.3.

The body part of the HTTP POST request for the " Si1.CreateSPReference” function command shall contain
Si1.CreateSPReferenceCommand defined as follows:

-- ASNLISTART
Si 1TaskType :: = ENUMERATED
eSi 1TaskType- Downl oadSPB (0), -- Downl oad of a Secondary Pl atform Bundl e
eSi 1TaskType-Egibilitylnfo (1) -- Retrieval of eligibility information
}
Si 1Cr eat eSPRef er enceComand : : = SEQUENCE
aSi 1CommandHeader Si 1CommandHeader, -- Header of the command
aCodeM CodeM OPTI ONAL, -- CodeMatching to downl oad the SPB contai ner from SPB Manager
aSpbld UUID OPTIONAL, -- Identifier of the Secondary Pl atform Bundl e
aTaskType Si 1TaskType DEFAULT eSi 1TaskType- Downl oadSPB, -- Type of action expected fromthe SPB
Manager
aCust odi anSpeci fi cl nf oBl ock O dSpeci fi cl nfoBl ock OPTI ONAL, -- Custodi an-specific information

aServi ceProvi der Speci fi cl nf oBl ock O dSpeci ficl nfoBl ock OPTI ONAL -- Servi ce provi der specific
i nformation

}
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-- ASN1ISTOP

aSilCommandHeader: header of the command as defined in clause 12.6.3.2.1. It may be used by
aNotificationReceiverld in subsequent Sil.HandleNotification calls related to the CodeM provided asinput parameter
or generated by the SPB Manager.

aSpbld: identifier of the Secondary Platform Bundle. This parameter shall be present if the Secondary Platform Bundle
selection procedure has been executed first, elseit shall be ignored.

aCodeM: CodeM generated by the service provider.
aTaskType: type of task associated with the reference.

aCustodianSpecificl nfoBlock: specific parameter which may be defined by the custodian of the family identifier
issuing the command. How this parameter is handled by the SPB Manager is out of scope of the present document.

aSer viceProvider Specificl nfoBlock: specific parameter which may be defined by the service provider. How this
parameter is handled by the SPB Manager is out of scope of the present document.

12.6.3.5.2 Procedure

Upon reception of the " Si1.CreateSPReference " function command, the SPB Manager shall:
e  Storethevalue of aSilCommandHeader.
. Return an error with the code eTaskTypeUnknown if the SilTaskType is not eSi1TaskType-DownloadSPB.
. Return an error with the code eTaskNotAllowed if the function caller is not allowed to use the SilTaskType.
NOTE: How thefunction caler isallowed to use is not in the scope of the present document.
. Generate a CodeM if it was not provided asinput data and ensure that it is unique on its own context.

. Return an error with the code eCodeMNotAllowed if the CodeM was provided as input data and is already
linked to another Secondary Platform Bundle identifier.

° Store the CodeM.

. Build Si1CreateSPReferenceResponse containing either an error code if one of the above step has failed or the
CodeM (aCodeM) provided as input data or generated by the SPB Manager and the Secondary Platform
identifier (spbld) if it was provided as input data. Si1CreateSPReferenceResponse may also contain family
identifier and/or service provider specific information. Their content is not in the scope of the present
document.

e  Send the response to the service provider.

12.6.3.5.3 Response

The body part of the HTTP POST response for the " Si1.CreateSPReference” function shall contain
Si1CreateSPReferenceResponse defined as follows:

-- ASNLISTART
Si 1Cr eat eSPRef er enceResponse :: = SEQUENCE
aSi 1ResponseHeader Si 1ResponseHeader, -- Header of the response

aSi 1Cr eat eSPRef er enceResul t CHO CE

aSi 1Cr eat eSPRef erenceCk Si 1Cr eat eSpRef er enceCk,
aSi 1Cr eat eSPRef er enceError Si 1Error Code

b

aCust odi anSpeci fi cl nf oBl ock O dSpeci fi cl nfoBl ock OPTI ONAL, -- Custodi an-specific infornation

aServi ceProvi der Speci fi cl nf oBl ock O dSpeci ficlnfoBl ock OPTIONAL -- Service provi der specific
i nformation

}
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Si 1Cr eat eSPRef erenceCk :: = SEQUENCE
aCodeM CodeM -- CodeMatching |linked with the sel ected Secondary Pl atform Bundl e
aSpbld UUID OPTIONAL -- Identifier of the sel ected Secondary Pl atform Bundl e

}

-- ASNISTOP

aSi1ResponseHeader : header of the response as defined in clause 12.6.3.2.2.

aCodeM: CodeM generated by the SPB manager if not present in the incoming command or CodeM asit wasin the
incoming command.

aSpbld: identifier of the Secondary Platform Bundle as if was in the incoming command.

aCustodianSpecificlnfoBlock: specific parameter which may be defined by the custodian of the family identifier
issuing the response. How this parameter is handled by the SPB Manager is out of scope of the present document.

aServiceProvider SpecificlnfoBlock: specific parameter which may be defined by the service provider. How this
parameter is handled by the SPB Manager is out of scope of the present document.

12.6.3.6 Sil.FinalizePreparation

12.6.3.6.1 Command

The"Sil.FinalizePreparation" function shall be used by the service provider to finalize the preparing procedure as
defined in clause 12.3.2.2.

If the selection of the Secondary Platform Bundle procedure, as defined in clause 12.3.2.2 has been executed after the
creation of the CodeM procedure, as defined in clause 12.3.2.3, the service provider may use the
"Sil.FinaizePreparation” function to indicate that its internal procedures are completed, e.g. the provisioning of its
technical platforms or data bases.

If the service provider has set aFlagFinalize to TRUE in the "Si1.SelectSpb” function command, the SPB Manager shall
wait for the completion of the Secondary Platform Bundle selection process as described in clause 12.3.2.2 (i.e. after it
has sent the response to the " Si1.FinalizePreparation” function related to this Secondary Platform Bundle) to continue
with the Bound SPB image download as defined in clause 12.3.3.2.

The body part of the HTTP POST request for the " Si1.FinalizePrepation” function command shall contain
Sil.FinalizePrepationCommand defined as follows:

-- ASNLISTART
Si 1Fi nal i zePr epati onCommand :: = SEQUENCE
aSi 1CommandHeader Si 1CommandHeader, -- Header of the command
aCodeM CodeM -- TBC
aCust odi anSpeci fi cl nf oBl ock O dSpeci fi cl nfoBl ock OPTI ONAL, -- Custodi an-specific information

aServi ceProvi der Speci fi cl nf oBl ock O dSpeci ficlnfoBl ock OPTIONAL -- Service provi der specific
i nformation

}
-- ASNLISTCP

aSilCommandHeader: header of the command as defined in clause 12.6.3.2.1. It may be used by
aNotificationReceiverld in subsequent Sil.HandleNotification cals related to aCodeM.

aCodeM: Reference to the preparing procedure to finalize.

aCustodianSpecificlnfoBlock: specific parameter which may be defined by the custodian of the family identifier
issuing the command. How this parameter is handled by the SPB Manager is out of scope of the present document.

aSer viceProvider Specificl nfoBlock: specific parameter which may be defined by the service provider. How this
parameter is handled by the SPB Manager is out of scope of the present document.
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12.6.3.6.2 Procedure

Upon reception of the " Si1.FinalizePreparation” function command, the SPB Manager shall:
e  Storethevalue of aSilCommandHeader.
e Veify thethe CodeM provided asinput data.

. Return an error with the code eCodeM Unknown if the CodeM is unknown to the SPB Manager, the SPB
Manager.

. Return an error with the code eCodeMNotAllowed if the CodeM is not linked to a Secondary Platform Bundle
identifier.

o Build Si1FinalizePreparationResponse containing either an error code the above step has failed or the CodeM
(aCodeM) provided as input data. Si1FinalizePreparationResponse may also contain family identifier and/or
service provider specific information. Their content is not in the scope of the present document.

. Send the response to the service provider.

e  Allow the bound SPB image download procedure as defined in clause 12.3.3.2.

12.6.3.6.3 Response

The body part of the HTTP POST response for the " Si1.finalizePreparation™ function shall contain
Si1FinalizePreparationResponse defined as follows:

-- ASNLISTART
Si 1Fi nal i zePr epar at i onResponse ::= SEQUENCE
{
aSi 1ResponseHeader Si 1ResponseHeader, -- Header of the response

aSi 1Fi nal i zePreparati onResul t CHO CE

aSi 1Fi nal i zePreparati onCk Si 1Fi nal i zePr epar ati onCk,
aSi 1Fi nal i zePreparati onError Si 1Error Code

aCust odi anSpeci fi cl nf oBl ock O dSpeci fi cl nfoBl ock OPTI ONAL, -- Custodi an-specific infornation
aServi ceProvi der Speci fi cl nf oBl ock O dSpeci ficlnfoBl ock OPTI ONAL -- Servi ce provi der specific
information

}
Si 1Fi nal i zePreparati onCk ::= SEQUENCE

aCodeM CodeM - - CodeMatching |linked with the sel ected Secondary Pl atform Bundl e
}

-- ASNLSTOP
aSi1ResponseHeader : header of the response as defined in clause 12.6.3.2.2.
aCodeM: CodeM asit wasin the incoming command.

aCustodianSpecificlnfoBlock: specific parameter which may be defined by the custodian of the family identifier
issuing the response. How this parameter is handled by the SPB Manager is out of scope of the present document.

aServiceProvider SpecificlnfoBlock: specific parameter which may be defined by the service provider. How this
parameter is handled by the SPB Manager is out of scope of the present document.

12.6.3.7 Sil.CancelPreparation

12.6.3.7.1 Command

The " Sil.CancelPreparation” function shall be used by the service provider to cancel a pending preparation procedure as
defined in clause 12.3.2.
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The body part of the HTTP POST request for the " Si1.Cancel Preparation " function command shall contain
Si 1Cancel PreparationCommand defined as follows:

-- ASNLISTART
Si 1Cancel Prepar at i onConmand : : = SEQUENCE
{
aSi 1CommandHeader Si 1CommandHeader, -- Header of the command
aCodeM CodeM OPTI ONAL, -- CodeMat ching to downl oad the SPB contai ner from SPB Manager
aSpbld UUID OPTIONAL, -- Identifier of the Secondary Pl atform Bundl e
aCust odi anSpeci fi cl nf oBl ock O dSpeci fi cl nfoBl ock OPTI ONAL, -- Custodi an-specific information

aServi ceProvi der Speci fi cl nf oBl ock O dSpeci ficlnfoBl ock OPTIONAL -- Service provi der specific
i nformation

}

-- ASNISTOP

aSilCommandHeader: header of the command as defined in clause 12.6.3.2.1. It may be used by
aNotificationReceiverld in subsequent Sil.HandleNotification calls related to aCodeM or aSpbld.

aCodeM: task's reference to cancel. This parameter shall be present if aSpbld is not provided as input parameters.

aSpbld: identifier of the Secondary Platform Bundle associated to the procedure to cancel. This parameter shall be
present if aCodeM is not provided as input parameters.

aCustodianSpecificlnfoBlock: specific parameter which may be defined by the custodian of the family identifier
issuing the command. How this parameter is handled by the SPB Manager is out of scope of the present document.

aSer viceProvider Specificl nfoBlock: specific parameter which may be defined by the service provider. How this
parameter is handled by the SPB Manager is out of scope of the present document.

12.6.3.7.2 Procedure
Upon reception of the " Si1.Cancel Preparation” function command, the SPB Manager shall:
. Store the value of aSi1CommandHeader.

. Return an error with the code eCodeM Unknown if a CodeM is provided asinput data and is unknown to the
SPB Manager.

. Return an error with the code eCodeMNotAllowed if the bound SPB image download procedure as defined in
clause 12.3.3.2 associated with the Secondary Platform Bundle identifier linked to the CodeM provided as
input data is completed.

. Return an error with the code eSpbldUnknown if aaSpbld is provided as input data and is unknown to the
SPB Manager.

o Return an error with the code eSpbldNotAllowed if aaSpbld is provided as input data and is not linked with
the CodeM provided asinput data.

. Cancel any pending procedure associated with the CodeM and/or the Spbld provided asinput parameter(s),
e.g. download procedure.

. Unreserved the Secondary Platform Bundle identifier provided as input data and/or linked to the CodeM
provided as input data.

. Remove any reference to the CodeM if provided as input data.

. Build Si1Cancel PreparationResponse containing either an error code if one of the above step has failed or
either the CodeM (aCodeM) or the Secondary Platform Bundle identifier (aSpbld) if provided as input data
and the linked Secondary Platform identifier if any. Si1Cancel PreparationResponse may also contain family
identifier and/or service provider specific information. Their content is not in the scope of the present
document.

. Send the response to the service provider.
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12.6.3.7.3 Response

The body part of the HTTP POST response for the " Si1.Cancel Preparation” function shall contain
Si1Cancel PreparationResponse defined as follows:

-- ASNLISTART
Si 1Cancel Prepar ati onResponse ::= SEQUENCE
{
aSi 1ResponseHeader Si 1ResponseHeader, -- Header of the response

aSi 1Cancel Preparati onResult CHO CE

aSi 1Cancel Preparati onCk Si 1Cancel Preparati onCk,
aSi 1Cancel Preparati onError Si 1Error Code
b
aCust odi anSpeci fi cl nf oBl ock O dSpeci fi cl nf oBl ock OPTI ONAL, -- Custodi an-specific infornation
aServi ceProvi der Speci fi cl nf oBl ock O dSpeci ficl nfoBl ock OPTIONAL -- Service provi der specific
i nf or mati on

}

Si 1Cancel Preparati onCk ::= SEQUENCE
aCodeM CodeM OPTI ONAL, -- CodeMatching |linked with the sel ected Secondary Pl atform Bundl e
aSpbld UUID OPTIONAL -- Identifier of the sel ected Secondary Pl atform Bundl e

}

-- ASNISTOP

aSi1ResponseHeader: header of the response as defined in clause 12.6.3.2.2.
aCodeM: CodeM asit was in the incoming command.

aSpbld: identifier of the Secondary Platform Bundle linked to aCodeM if aCodeM was provided asinput data or
aSpbld asif was in the incoming command.

aCustodianSpecificlnfoBlock: specific parameter which may be defined by the custodian of the family identifier
issuing the response. How this parameter is handled by the SPB Manager is out of scope of the present document.

aServiceProvider SpecificlnfoBlock: specific parameter which may be defined by the service provider. How this
parameter is handled by the SPB Manager is out of scope of the present document.

12.6.3.8 Sil.HandleNotification

12.6.3.8.1 Command

The "Sil.HandleNotification" function shall be used by the SPB Manager to send any notifications as agreed with the
service provider owning the pending related task. The agreement of the notifications to send is outside the scope of the
present document.

The body part of the HTTP POST request for the "Sil.HandleNotification " function shall contain
SilHandleNotificationBlock defined as follows:

-- ASNISTART
Si 1Handl eNot i fi cati onBl ock ::= SEQUENCE
{
aHandl eNot i fi cati onHeader Handl eNoti fi cati onHeader, -- header of the notification
aCodeM CodeM
aSpbld UUID OPTIONAL, -- Identifier of the Secondary Pl atform Bundl e
aSpbType OCTET STRING (Sl ZE(1..128)) OPTIONAL, -- Free infornation defined by the service
provi der
aPpl dentifier OCTET STRING OPTIONAL, -- Identifier of the Primary Platform

aTi meSt anp General i zedTi ne,

aNoti ficati onEvent Si 1Notifi cati onEvent,

aNot i fi cati onEvent St atus ExecutionStatus OPTI ONAL,

aCust odi anSpeci fi cl nf oBl ock O dSpeci fi cl nfoBl ock OPTI ONAL, -- Custodi an-specific information

aServi ceProvi der Speci fi cl nf oBl ock O dSpeci ficlnfoBl ock OPTIONAL -- Servi ce provi der specific
i nformation

}

Handl eNot i fi cati onHeader ::= SEQUENCE
{
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aNot i fi cati onRecei verld OCTET STRI NG (Sl ZE(4 ..64)), -- ldentification of the notification
reci pi ent

aNotificationCallld OCTET STRING (S| ZE(4..64)) -- ldentification of the function caller in the
context of the notification recipient

}

Si INoti fi cati onEvent ::= ENUMERATED

{
eNotificationStatus_Eligibility (0),
eNotificationStatus_MaxRetryAttenpt (1),
eNotificationStatus_UserRejection (2),
eNoti ficati onSt at us_SPBDownl oad (3),
eNotificationStatus_SPBlnstallation (4),
eNotificationStatus_Local SPBEnabl e (5),
eNotificationStatus_Local SPBD sabl e (6),
eNotificationStatus_Local SPBDel ete (7),
eNoti ficati onStat us_Renot eSPBEnabl e (8),
eNot i ficationStatus_Renot eSPBDi sabl e (9),
eNoti ficati onStatus_Renot eSPBDel et e (10)

}
-- ASNLISTCP

aNotificationReceiverld: identifier of the recipient of the notification. It may equal to the function requester identity
extracted from the last request-response function related to the same pending task, e.g. to the same download procedure.

aNotificationCalll d: identifier of the function caller in the context of the recipient of the notification. It may be equal
to the function caller identity extracted from the last request-response function related to the same pending task, e.g. to
the same download procedure.

aCodeM: task's reference to cancel. This parameter shall be present if aSpbld is hot provided asinput parameters.

aSpbld: identifier of the Secondary Platform Bundle associated to the procedure to cancel. This parameter shall be
present if aCodeM is not provided as input parameters.

aSpbType: type of Secondary Platform Bundle in which the SPB Manager shall select an available Secondary Platform
Bundle identifier.

aPpldentifier: identifier of the primary platform to link with the Secondary Platform Bundle reserved by the
Sil.SelectSpb function.

aTimeStamp: indicates the date/time when the operation has been performed or when the notification has been
received by the SPB Manager.

aNotificationEvent: indicates the step reached by the procedure that was executed.
aNotificationEventStatus:. indicates the status after the execution of the notification.

aCustodianSpecificlnfoBlock: specific parameter which may be defined by the custodian of the family identifier
issuing the command. How this parameter is handled by the SPB Manager is out of scope of the present document.

aSer viceProvider Specificl nfoBlock: specific parameter which may be defined by the service provider. How this
parameter is handled by the SPB Manager is out of scope of the present document.

12.6.3.8.2 Procedure

Table 12.6 indicates which parameters shall be present depending on aNotificationEvent.
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Table 12.6: Sil notification parameters

aNotificationReceiverld
aNotificationCallld
aCodeM
aSpbld
aSpbType
aPpldentifier
aTimeStamp
aNotificationEvent
aNotificationEventStatus

aNotificationEvent
eNotificationStatus_Eligibility
eNotificationStatus_MaxRetryAttempt
eNotificationStatus_UserRejection
eNotificationStatus_SPBDownload
eNotificationStatus_SPBlnstallation
eNotificationStatus_LocalSPBEnable
eNotificationStatus_LocalSPBDisable
eNotificationStatus_LocalSPBDelete
eNotificationStatus_RemoteSPBEnable
eNotificationStatus_RemoteSPBDisable
eNotificationStatus_ RemoteSPBDelete

12.6.4 Si2 interface

12.6.4.1 Overview

The Si2 interface is used between the LBA and SPB Manager to provide atransport of the bound Secondary Platform
Bundle image and the management commands on the Secondary Platform Bundlesinstalled in the i SSP.

The binding of the Si2 interface shall be performed over Hypertext Transfer Protocol version 2 (HTTP/2) as defined in
IETF RFC 7540 [25] and the Transport Layer Security (TLS) version 1.3 in server authentication mode as defined in
IETF RFC 8446 [26].

The LBA shall be in charge of managing the connection establishment to the SPB Manager for the Si2 interface.

The LBA shall use HTTP POST request message with HT TP path 'etsi/issp/si2/asnl’ to deliver any function command
over the Si2 interface.

12.6.4.2 Si2.GetSpbmCertificate

12.6.4.2.1 Command

The " Si2.GetSpbmCertificate" function shall be used by the LBA during the capability negotiation procedure as defined
inclause 12.3.3.1.

The LBA shall usethe "Si2.GetSpbmCertificate” function to provide the SPB Manager with the public SSP information
(SspInfoPublic) as defined in clause 12.6.2.2.2 and terminal information (TerminalInfo) as defined in clause 12.6.2.7.

The body part of the HTTP POST request for the " Si2.GetSpbmCertificate” function command shall contain
Si2GetSpbmCertificateCommand defined as follows:

-- ASNLSTART

Si 2Get SpbntCertifi cat eCommand :: = SEQUENCE

{
aSspl nf oPubl i ¢ Sspl nfoPublic, -- Public SSP informati on as defined in clause 12.6.2.2.2
aTermnal Info Termnal Info -- Termnal information as defined in clause 12.6.2.7

}

-- ASNLSTOP
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12.6.4.2.2 Procedure
On reception of "Si2.GetSpbmCertificate” function command, the SPB Manager shall:
1) Performeligibility check based on Annex C asfollows:

a) The SPB Manager shall verify that the aSpbl SpecVerlnfo contained in the aSsplnfoPublic and
albaSpecVerInfo contained in aTerminal Info are supported by itself. If aversionis not supported, the
SPB Manager shall return eNotSupportedlL baV ersion or eNotSupportedSpblV ersion (the error indicating
that the version of the Secondary Platform Bundle Loader or the LBA is not supported).

2) Determine the family identifier of the Secondary Platform Bundle container to be provisioned as follows:

a) If the SPB Manager supports only one family identifier, the SPB Manager shall select that family
identifier. If there is only one aSspFamilyCryptol nfoBlock and no aSspGeneral Cryptolnfo inside the
aSsplnfoPublic, the SPB Manager shall check whether the family identifier contained in the
aSspFamilyCryptol nfoBlock is supported. If supported, the SPB Manager shall select that family
identifier. If not supported, the SPB Manager shall return eNotSupportedFamilyld (the error indicating
that the family identifier is not supported).

b) If the SPB Manager supports multiple family identifiers,

" If there is only one SspFamilyCryptolnfoBlock containing a family identifier supported by the SPB
Manager, the SPB Manager shall select that family identifier. If thereisno
SspFamilyCryptol nfoBlock containing a family identifier supported by the SPB Manager, the SPB
Manager shall return eNotSupportedFamiyld (the error indicating that the family identifier is not
supported).

" If there are multiple aSspFamilyCryptolnfoBlock containing the family identifier supported by the
SPB Manager inside the aSsplnfoPublic or there is only aSspCryptolnfo inside the the
aSsplnfoPublic, the SPB Manager shall return eSpbl SelectOneFamilyld (the error indicating that
one family identifier shall be selected by the Secondary Platform Bundle Loader).

3)  Setthe selected family identifier into the aSpbFamilyld.

4)  Using the selected family identifier, select one of aSspCryptolnfo, aSspFamilyCrytolnfo and
aSspOidCryptol nfo inside the aSsplnfoPublic as follows:

a) if thereisa SspFamilyCryptolnfoBlock containing the selected family identifier, the SPB Manager shall
select that SspFamilyCryptolnfoBlock. Using the selected SspFamilyCryptolnfoBlock:

L] If the SPB Manager supports only one Oid for the selected family identifier and thereisa
SspOidCryptolnfoBlock containing that Oid, the SPB Manager shall select the aSspOidCyrptolnfo
contained in that SspOidCryptolnfoBlock. If there is no SspOidCryptol nfoBlock containing that
Qid, the SPB Manager shall select the aSspFamilyCryptolnfo inside the
SspFamilyCryptol nfoBlock.

L] If the SPB Manager supports multiple Oids for the selected family identifier and there is only one
SspOidCryptolnfoBlock containing an Oid supported by the SPB Manager, the SPB Manager shall
select the aSspOidCryptol nfo contained in that SspOidCryptolnfoBlock.

L] If the SPB Manager supports multiple Oids for the selected family identifier and there are multiple
aSspFamilyOidCryptolnfoBlock data structures containing the Oids supported by the SPB
Manager, the SPB Manager shall return eSphl SelectOneQid (the error indicating that one Oid shall
be selected by the Secondary Platform Bundle Loader).

" If there is no SspOidCryptol nfo containing the Oid supported by the SPB Manager, the SPB
Manager shall select the aSspFamilyCryptol nfo.

b) If thereisno SspFamilyCryptolnfoBlock containing the selected family identifier, the SPB Manager
shall select the aSspGenera Cryptolnfo inside the aSsplnfoPublic.
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5)  Using the selected SspCryptol nfo data structure, choose the following:

a An SPB Manager certificate for key agreement that can be verified by the trusted public key indicated by
one of the trusted public key identifiersin the aSspPkldListForSpbmV erification. If none of the trusted
public key identifiersin the aSspPkldListForSpbmV erification is supported, the SPB Manager shall
return eNotSupportedPkl dSpbmV erification. The algorithmi dentifier of the selected certificate shall be
one of the algorithmldentifier in akeyAgreementAlgorithmList. If the algorithmldentifier of the selected
certificate is not supported, the SPB Manager shall return eNotSupportedK eyAgreementAlgorithm.

b) An SPB Manager certificate for digital signature that can be verified by the trusted public key indicated
by one of the trusted public key identifiersin the aSspPkldListForSpbmVerification. If any trusted public
key identifiersin the aSspPkldListForSpbmV erification is not supported, the SPB Manager shall return
eNotSupportedPkldSpbmV erification.

¢) Oneof trusted public key identifier(s) in the aSspPkldListForSpblVerification that shall be used by the
Secondary Platform Bundle L oader to select its certificate(s). The SPB Manager shall set the selected
trusted public key identifier into aSspCiPkldToBeUsed. If any trusted public key identifiersin the
aSspPkldListForSpblVerification is not supported, the SPB Manager shall return
eNotSupportedPkldSpblVerification.

d) One of agorithmldentifiersin the aCipherAlgorithmList that shall be used by the Secondary Platform
Bundle Loader and the SPB Manager for data encryption. The SPB Manager shall set the selected
algorithmldentifier into aSspCryptoToBeUsed. If none of the algorithmldentifier in the
aCipherAlgorithmList is supported, the SPB Manager shall return eNotSupportedEncryptionAlgorithm.

6) Generate a new random octet string for aChallengeS which shall be used to authenticate the Secondary
Platform Bundle Loader.

7)  Build Si2GetSpbmCertificateResponse containing the SPB Manager certificate for key agreement, the
aSspCiPkldToBeUsed, the aSspCryptoToBeUsed, aChallengeS, and the aSpbFamilyld and optionally the
certificate chain for SPB Manager certificate for key agreement.

12.6.4.2.3 Response

The body part of the HTTP POST response for the " Si2.GetSpbmCertificate” function shall contain
Si2GetSpbmCertificateResponse defined as follows:

-- ASNLISTART
Si 2Get SpbntCertifi cat eResponse ::= CHO CE
{

aSi 2Get SpbnCertificateCk Si2Get SpbnCertifi cateCk,
aSi 2Get SpbnCertificateError Si2Get SpbnCertifi cateErrorCode

}
Si 2CGet SpbntCertificateCk ::= SEQUENCE

aSspPkl dFor Spbl Verificati on SubjectKeyldentifier, -- Public Key identifier for trust anchor that
is used to verify Secondary Pl atform Bundl e Loader certification path

aSspCrypt oToBeUsed Al gorithm dentifier, -- algorithmidentifier of data encryption algorithmto
be used

aSpbnKaCert Certificate, -- SPB Manager certificate for key agreenent

aSpbFam | yl d UUI D,

a0 d OBJECT | DENTI FI ER OPTI ONAL,

aChal | engeS Chal | engeS, -- the random chal |l enge for SPBL aut hentication

aSpbntCert Chain SEQUENCE OF Certificate OPTIONAL -- certificates to be used to construct
certification path for verification of aSpbnKaCert

}
Si 2Get SpbnCertifi cat eError Code :: = ENUVERATED
eNot Support edLbaVersion (0), -- the version of the Secondary Pl atform Bundl e Loader is not
support ed
eNot Support edSpbl Version (1), -- the version of the LBA is not supported
eNot SupportedFam lyld (2), -- any famly identifier is not supported
eNot Supportedd d (3), -- any Gd for the selected famly identifier is not supported
eNot Support edKeyAgr eenment Al gorithm (4), -- any algorithmdentifier in the sel ected
aKeyAgr eenent Al gori thnli st is not supported
eNot Support edEncrypti onAl gorithm (5), -- any algorithm dentifier in the sel ected

aC pher Al gorithnList is not supported
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eNot Support edPkl dSpbnverification (6), -- any trusted public key identifiers in the sel ected
aSspPkl dLi st For SpbnVerification is not supported

eNot Support edPkl dSpbl Verification (7), -- any trusted public key identifiers in the sel ected
aSspPkl dLi st For Spbl Verification is not supported

eSpbl Sel ect OneFanmi lyld (8), -- one famly identifier shall be selected by the Secondary Pl atform
Bundl e Loader

eSpbl Sel ectOneG d (9) -- one Od shall be selected by the Secondary Pl atform Bundl e Loader
}

-- ASNISTOP

aSspPklIdFor SpblVerification: Cl Public Key identifier for SPBL Certificate which shall be used by the Secondary
Platform Bundle Loader for signature generation.

aSspCryptoToBeUsed: agorithm identifiers for data encryption which shall be used by the Secondary Platform
Bundle Loader and the SPB Manager.

aSpbmKaCertificate: SPBM certificate for key agreement.
aSpbFamilyld: the family identifier of the Secondary Platform Bundle.
aOid: the object identifier of the custodian for the aSpbFamilyld.

aChallengeS: the value of CHALLENGE_S as defined in Global Platform Open Firmware Loader for Tamper Resistant
Element [6]. The aChallengeS is generated by the SPB Manager and used in authentication of the Secondary Platform
Bundle Loader.

aSpbmCertChain: the certificates to be used to construct certification path for verification of SPBM certificate for key
agreement.

12.6.4.3 Si2.GetBoundSpblmage

12.6.4.3.1 Command

The " Si2.GetBoundSpblmage" function shall be used by the LBA during the download procedure as defined in
clause 12.3.3.

The LBA shall use"Si2.GetBoundSpblmage" function to provide the SPB Manager with SSP credential
(SspCredential) as defined in clause 12.6.2.4 and terminal information (Terminallnfo) as defined in clause 12.6.2.7.

The LBA shall provide RequestType to the SPB Manager to indicate the request type. The LBA shall set:

e  "ReguestBoundSpblmage" to the RequestType if the LBA requests a bound Secondary Platform Bundle
image.

. "RequestSpbMetadata” to the RequestType if the LBA requests only SPB metadata to check the SPB metadata
and require an end user's consent before requesting a bound Secondary Platform Bundle image.

. "BoundSpbl mageByTransacld" to the RequestType if the LBA requests a bound Secondary Platform Bundle
image after receiving the SPB metadata via " Si2.GetBoundSpblmage” function with "RequestSpbM etadata as
the requestType.

The body part of the HTTP POST request for the " Si2.GetBoundSpbl mage" function command shall contain
Si2GetBoundSpbl mageCommand defined as follows:

-- ASNISTART
Si 2Get BoundSpbl mageConmmand : : = SEQUENCE
{
aSspCredential SspCredential, -- SSP credential as defined in clause 12.6.2.4
aTerminal Info Terminal Info, -- Terminal Information as defined in clause 12.6.2.7
aRequest Type ENUMERATED
{
eRequest BoundSpbl mage (0),
eRequest SpbMet adata (1),
eBoundSpbl mageByTr ansacl d (2)
}
}
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Procedure

On reception of the Si2.GetBoundSpbl mage function command, the SPB Manager shall check the value of the
aRequestType contained in the Si2GetBoundSpbl mage:

1) If the value of aRequestTypeis"eRequestBoundSpblmage (0)" or "eRequestSpbMetadata (1)", the SPB

Manager shall:

a) Extract the aSpbmKaPrldToBeUsed contained in the aSsplmageSessionT oken in the aSspCredential.

b)  SelectaaSpbmKaCertificates which can be verified by the Cl certificate indicated in
aSpbmKaPrldToBeUsed.

¢c) Generate the first session key as defined in Global Platform Open Firmware Loader for Tamper Resistant

Element [6]. The first session key shall be generated by using the private key corresponding to the SPB
Manager certificate for key agreement and the aEPkSpblKa contained in the aT bsSspl mageSessionToken
in the aSspCredential .

NOTE 1: Thefirst session key isthe same as'KS1' in Global Platform Open Firmware Loader for Tamper Resistant

d)

e

f)

9)

h)

Element [6].

Decrypt the aM -SSP contained in the aSspCredential by using the first session key. The SPB Manager
shall use the algorithm identified by the aSspCryptoToBeUsed. The SPB Manager shall obtain the
Secondary Platform Bundle Loader certificate, aTbsSspToken, and the signature of ThsSspToken by
decrypting the aM-SSP.

Verify the Secondary Platform Bundle Loader certificate by using the trust public key which isidentified
by the aSspPkldForSpblV erification. The Secondary Platform Bundle Loader certificate shall be verified
based on the certification path verification as defined in clause 12.2.1.1.4. If the verification fails, the
SPB Manager shall return el nvalidSpbl Certificate.

Verify the aSsplmageSessionT okenSignature and aT bsSspTokenSignature by using the Secondary
Platform Bundle Loader certificate.

Store the aldTransac contained in the aT bsSspl mageSessionToken and attach aChallengeS to the
aldTransac to manage this on-going image session.

Find the Secondary Platform Bundle identifier corresponding to the aCodeM contained in the
aTbsSspToken. If there is not the Secondary Platform Bundle identifier corresponding to aCodeM, the
SPB Manager shall call the "Sil.HandleNotification™ function. The function command shall contain the
aNotificationEvent, the aCodeM, the aSspInfoProtected and aT erminal I nfo. The aNotificationEvent shall
be set to eNotificationStatus Eligibility. The SPB Manager shall suspend the bound SPB image
download procedure until the service provider has completed the Secondary Platform Bundle selection
process as defined in clause 12.3.2.2.

Perform the eligibility check based on Annex C by using the aSsplnfoProtected contained in
arbsSspToken and aTermianlInfo. The SPB Manager shall:

= Veify the aPpldentifier contained in the aSsplnfoProtected.

L] Verify the aFamilySpecificSsplnfoBlock containd in the aSsplnfoProtected (out of scope of the
present document).

L] Verify the aFamilySpecificTerminalInfo and aOidSpecificlnfo contained in the aTermianlinfo (out
of scope of the present document).

" Check whether the selected Secondary Platform Bundle image is supported by the iSSP based on
aPpldentifier, aSsplnfoProtected, and aTerminallnfo. If the selected Secondary Platform Bundle
image is not supported, the SPB Manager shall return el nvalidSpblmage.
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Build aSpbM etadata corresponding to the selected Secondary Platform Bundle image (out of scope of the
present document). The SPB Manager may construct aFamilySpecificData and aOidSpecificDatain
aSpbM etadata based on aFamilySpecificSsplnfoBlock and aFamilySpecificTerminal InfoBlock contained
in Si2GetBoundSpbl mageCommand.

If the aRequestType is "eRequestSpbMetadata (1)", the SPB Manager shall:
" Bind the aSspCredential to the aldTransac.

" Return aSpbM etadata to the LBA as the response of the " Si2.GetBoundSpbl mage" function.

2) If theaRequestTypeis" eBoundSpbl mageByTransacld (2)", the SPB Manager shall verify that the
aSspCredential is verified in step 1) with aRequestType set to "eRequestSpbM etadata (1)". If the verification
fails, the SPB Manager shall return elnvalidBoundSpbl mageByTransacld.

3)  After successfully finishing the above steps, the SPB Manager shall:

a)

b)

NOTE 2:

d)

e

f)

0)

h)

)

k)

Generate TIME_STAMP and generate aM-TimeStamp by encrypting the TIME_STAMP by using the
first session key and the encryption agorithm identified by the aSspCyrptoToBeUsed determined in the
capability negotiation procedure as defined in clause 12.3.3.1.

Generate an SPB Manager's ephemeral key pair. The domain parameter used to generate the ephemeral
key pair shall be the same as the one used by the SPB Manager certificate for key agreement.

Generate the second session key as defined in Global Platform Open Firmware Loader for Tamper
Resistant Element [6]. The second session key shall be generated with the SPB Manager's ephemeral
private key and the aEPkSpblKa contained in aTbsSspl magesessionT oken.

The second session key isthe same as 'K S2' in Global Platform Open Firmware Loader for Tamper
Resistant Element [6].

Generate aSpbmToken data structure containing the SPB Manager's ephemeral public key and the
aldTransac as defined in clause 12.6.2.5.

Select an SPB Manager certificate for digital signature which can be verified by the trusted public key
indicated by one of the trusted public key identifiersin the aSspPkldListForSpbmVerification. The
selected SPB Manager certificate for digital signature shall be verified by the same trusted public key as
the one used to verify the SPB Manager certificate for key agreement determined by the
"Si2.GetSpbmCertificate" function.

Compute the aSpbmT okenSignature over the aTbsSpbmT oken using the private key corresponding to the
SPB Manager certificate for digital signature.

Obtain aM-IMD by encrypting the Image Descriptor (IMD) by using the second session key as defined
in Global Platform Open Firmware Loader for Tamper Resistant Element [6].

Obtain aM-ARP by encrypting the ATK.ARP.ECDSA by using the second session key as defined in
Global Platform Open Firmware Loader for Tamper Resistant Element [6].

Build aDoOperateParameter data structure as defined in clause 12.6.2.5.

Build aChangeSegmentParameters data structure as defined in clause 12.6.2.5. The
aChangeSegmentParameters shall be the list of ChangeSegmentParameters. Each
ChangeSegmentParameter shall be generated by encrypting the Segment Descriptor Structure by using
the second session key as defined in Global Platform Open Firmware Loader for Tamper Resistant
Element [6].

Build aBoundSpbl mage data structure as defined in clause 12.6.2.5.

Return the aBoundSpbl mage data structure to the LBA as the response of the " Si2.GetBoundSpbl mage”
function.
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12.6.4.3.3 Response

The body part of the HTTP POST response of the " Si2.GetBoundSpbl mage" shall contain
Si2GetBoundSpbl mageResponse defined as follows:

-- ASNLSTART
Si 2CGet BoundSpbl mageResponse :: = CHO CE

aSi 2Get BoundSpbl mageCk Si 2Get BoundSpbl mageCk,
aSi 2Get BoundSpbl mageError Si 2Get BoundSpbl mageEr r or

}
Si 2Get BoundSpbl mageCk :: = CHO CE
aBoundSpbl nage BoundSpbl mage, -- aBoundSpbl nage as defined in clause 12.6.2.5
aSpbMet adat a SpbMet adata -- SPB netadata as defined in clause 12.6.2.6
}
Si 2Get BoundSpbl mageError ::= SEQUENCE
aSi 2Get BoundSpbl mageEr r or Code Si 2Get BoundSpbl mageEr r or Code,
aFam | ySpeci fi cError Cont ai ner Fam | ySpeci fi cError Cont ai ner OPTI ONAL
}
Si 2Get BoundSpbl mageEr r or Code :: = ENUMERATED
el nval i dSpbl Certificate (0), -- the Secondary Pl atform Bundl e Loader certificate is not verified
el nval i dCodeM (1), -- the aCodeM has not been reserved by the Service Provider
el nval i dChal | engeS (2), -- the ChallengeS is not valid
el nval i dSpbl mage (3), -- the selected Secondary PlatformBundl e i mage is not supported by the
i SSP
el nval i dBoundSpbl mageByTransacld (4) -- the transacld is not valid.
}
Fami | ySpeci fi cError Cont ai ner ::= SEQUENCE
aSpbFam | yl d UUI D,
aFam | ySpeci fi cError ANY OPTI ONAL, -- DEFI NED BY aSpbFam |yl d
aQO dSpeci ficError QO dSpecificlnfoBl ock OPTI ONAL
}

-- ASNLSTOP
aBoundSpbl mage: Secondary Platform Bundle image bound to the Secondary Platform Bundle Loader.
aSpbM etadata: The SPB metadata of the Secondary Platform Bundle corresponding to the aCodeM.
aSi2GetBoundSpbl mageErr or Code:
. elnvalidSpblCertificate: the error indicating that the SPBL certification path could not be verified.
e elnvalidCodeM: the error indicating that the aCodeM has not been reserved by the Service Provider.
. elnvalidChallengeS: the error indicating that aChallengeSis not valid in thisimage session.

. el nvalidSpbl mage: the error indicating that the Secondary Platform Bundle corresponding to the aCodeM is
not compatible with the SSP.

e elnvalidBoundSpbl mageByTransacld: the error indicating that the aSspCredential containing this
aldTransac has not been verified with aRequestType set to "eReguestSpbM etadata (1)".

aSpbFamilyl d: the family identifier of the Secondary Platform Bundle referenced by the aCodeM.
aFamilySpecificError: afamily identifier-specific error container which may be defined for the aSpbFamilyld.

aOidSpecificError: afamily identifier-specific error container which may be defined by the custodian indicated in
a0id contained in aOidSpecificError.
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12.6.4.4 Si2.HandleNotification

12.6.4.4.1 Command

The"Si2.HandleNoatification” function shall be used by the LBA to send any notification about the result of the
Secondary Platform Bundle management to the SPB Manager.

The body part of the HTTP POST request for the " Si2.HandleNotification” function command shall contain
Si2HandleNotificationCommand defined as follows:

-- ASNLISTART
Si 2Handl eNot i fi cati onConmand :: = SEQUENCE

aNoti ficati onEvent Si2Notificati onEvent,
aTi meSt anp General i zedTi ne,

aSpbld WU D, -- Identifier of the Secondary PlatformBundle related to this notification
aPpldentifier UUD, -- Primary Platformldentifier as defined in clause 7.3.1
aCodeM CodeM OPTI ONAL, -- CodeMatching |linked with the Secondary Pl atform Bundl e to downl oad
aFam | ySpeci ficNotificati onCommandCont ai ner Fam | ySpeci fi cNotifi cati onCommand OPTI ONAL
}
Si 2Not i fi cati onEvent ::= ENUVERATED
{
eNoti ficati onStatus_SPBdownl oad (0),
eNotificationStatus_SPBlnstallation (1),
eNotificati onStatus_Local SPBEnabl e (2),
eNotificationStatus_Local SPBD sabl e (3),
eNotificationStatus_Local SPBDel ete (4),
eNoti ficati onStatus_Renot eSPBEnabl e (5),
eNot i ficationStatus_Renot eSPBDi sabl e (6),
eNotificati onStatus_Renot eSPBDel ete (7)
}
Fami | ySpeci fi cNoti fi cati onConmand ::= SEQUENCE
{
aSpbFam | yl d UUI D,
aFam | ySpeci ficNotificati onCommand ANY OPTI ONAL, -- DEFI NED BY aSpbFami |yl d
aCust odi anSpeci fi cNotificati onCommand O dSpeci fi cl nf oBl ock OPTI ONAL
}

-~ ASNISTCP

aNotificationEvent: it indicates the procedure related to this notification.

aTimeStamp: it indicates the time when this notification message is constructed by the LBA.
aSpbld: identifier of the Secondary Platform Bundle related to aNotificationEvent.
aPpldentifier: the Primary Platform identifier of the iSSP engaged in this notification.

aCodeM: the CodeMatching identifier linked with the Secondary Platform Bundle to download. If the
Si2NotificationEvent is 'eNotificationStatus SPBInstallationError’, this parameter shall be present.

aFamilySpecificNotificationCommand: family identifier-specific Si2ZHandleNotificationCommand which may be
defined for that family identifier. How this parameter is handled by the SPB Manager is out of scope of the present
document.

aCustodianSpecificNotificationCommand: Custodian-specific Si2HandleNotificationCommand which may be
defined by a custodian identified by aOid inside the aCustodianSpecificNotificationCommand.

12.6.4.4.2 Procedure

On reception of Si2HandleNotificationCommand, the SPB Manager shall respond to the LBA to notify a successful
reception of the notification. The response may contain afamily identifier-specific notification response or a custodian-
specific notification response.
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12.6.4.4.3 Response

The body part of the HTTP POST response for the "Si2.HandleNatification” function shall contain
Si2HandleNotificationResponse defined as follows:

- - ASNISTART
Si 2Handl eNot i fi cati onResponse ::= SEQUENCE
aFam | ySpeci ficNotificati onResponseCont ai ner Fami | ySpecifi cNotificati onResponse OPTI ONAL
}
Fami | ySpeci fi cNoti fi cati onResponse ::= SEQUENCE
{
aSpbFam | yl d UUI D,
aFam | ySpeci fi cNotificati onResponse ANY OPTI ONAL, -- DEFI NED BY aSpbFanilyld
aCust odi anSpeci fi cNoti fi cati onResponse QO dSpeci fi cl nf oBl ock OPTI ONAL
}
-- ASNISTOP

aFamilySpecificNotificationResponse: afamily identifier-specific Si2ZHandleNotificationResponse which may be
defined for that family identifier.

aCustodianSpecificNotificationResponse: a custodian-specific Si2HandleNotificationResponse which may be defined
by the custodian identified by aOid inside the aCustodianSpecificNotificationResponse.

12.6.5 Si3 interface

12.6.5.1 Overview
The Si3 interface is used between the LBA and the Secondary Platform Bundle Loader.

The LBA shall usethe Si3 interface to transfer a bound Secondary Platform Bundle image and management commands
to the Secondary Platform Bundle Loader.

The OFL agent host in the LBA and the OFL service hosted in the Secondary Platform Bundle Loader shall exchange
commands, responses, and events over the Si3 interface as defined in as defined in Global Platform VPP - OFL VNP
Extension [9] with the additional commands, responses and registry defined in clauses 12.6.5.2, 12.6.5.3 and 12.6.5.4.

12.6.5.2 Commands

The OFL service Gate in the Secondary Platform Bundle Loader shall support the commands defined in clause 7.3.1.

12.6.5.3 Responses
The OFL service Gate in the Secondary Platform Bundle Loader shall support the responses defined in clause 7.3.1.

12.6.5.4 Registry
The OFL service Gate in the Secondary Platform Bundle Loader shall support the registry entries defined in
clause 7.3.1.

12.6.5.5 Functions

12.6.5.5.1 Si3.GetSsplnfo

The"Si3.GetSspinfo" function shall be used by the LBA during the capability negotiation procedure as defined in
clause 12.3.3.1.

The LBA shall usethe"Si3.GetSsplnfo" function to retrieve aSsplnfoPublic from the Secondary Platform Bundle
Loader.

The "Si3.GetSspinfo" function command shall be GET_SSP_INFO.
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The parameter of GET_SSP_INFO command is defined as follows:

- - ASNISTART
CGet Sspl nf oPar anet er :: = SEQUENCE
{
aSpbFam lyld UUID OPTIONAL, -- the famly identifier of the Secondary Pl atform Bundl e cont ai ner

to be | oaded
a0 d OBJECT | DENTI FI ER OPTIONAL -- The O D of a custodian of the aSpbFam |yl d
}

-- ASNISTCP

On reception of the "Si3.GetSspInfo" function command, the Secondary Platform Bundle Loader shall:
1) Setthe GET_SSP_INFO command parameter into the GET_SSP_INFO_PARAMETERregistry.
2)  Build aSspInfoPublic data structure defined in clause 12.6.2.2.2 as follows:

a)  The Secondary Platform Bundle Loader shall set the release of the specification that isimplemented by
the Secondary Platform Bundle Loader into the aSpbl SpecV erInfo.

b) If GET_SSP_INFO contains both the aSpbFamilyld and the aOid, the Secondary Platform Bundle
Loader shall build aSsplnfoPublic containing:

" One aSspFamilyCryptol nfoBlock which shall contain the aSpbFamilyld and only one
aSspOidCryptolnfoBlock if there is a configuration for both of the aSpbFamilyld and the aOid. The
aSspOidCryptolnfoBlock shall have aOid and aSspOidCryptol nfo which contains the list of trusted
public key identifiers and the list of agorithm identifiers which are allowed to be used for loading
of the Secondary Platform Bundles with that aSpbFamiyld and that aOid.

" One aSspFamilyCryptol nfoBlock which shall contain the aSpbFamilyld and
aSspFamilyCryptolnfo if there is a configuration for the aSpbFamilyld but not for the aOid. The
aSspFamilyCryptol nfo shall contain the list of trusted public key identifiers and the list of
agorithm identifiers which are allowed to be used for loading of the Secondary Platform Bundles
with that aSpbFamiyld.

" aSspGeneral Cryptolnfo if there is no configuration for the aSpbFamilyld. The
aSspGeneral Cryptolnfo shall contain the list of trusted public key identifiers and the list of
algorithm identifiers which are not associated with any family identifier and any Oid.

¢) If GET_SSP_INFO contains only aSpbFamilyld, the Secondary Platform Bundle Loader shall build
aSsplnfoPublic containing:

L] One aSspFamilyCryptolnfoBlock which shall contain the aSpbFamilyld if there is a configuration
for the aSpbFamilyld. The aSspFamilyCryptolnfoBlock may contain the set of
aSspOidCryptolnfoBlocks as many as the configurations for the Oids of that aSpbFamilyld. Each
aSspOidCryptol nfoBlock shall have aOid and aSspOidCryptolnfo which contains the list of trusted
public key identifiers and the list of algorithm identifiers which are allowed to be used for loading
of the Secondary Platform Bundles with that aSpbFamiyld and that aOid. The
aSspFamilyCryptolnfoBlock may also contain aSspFamilyCryptol nfo.

L] aSspGeneral Cryptolnfo if there is no configuration for the aSpbFamilyld. The
aSspGeneral Cryptolnfo shall contain the list of trusted public key identifiers and the list of
agorithm identifiers which are not associated with any family identifier and any Oid.

d) If GET_SSP_INFO isempty, the Secondary Platform Bundle Loader shall build aSspinfoPublic
containing:

" SspFamilyCryptol nfoBlock data structures as many as the number of family identifiers supported
by the Secondary Platform Bundle Loader. Each SspFamilyCryptol nfoBlock may contain
aSspFamilyCryptolnfo. Each SspFamilyCrytolnfoBlock may contain the set of
SspOidCryptol nfoBlock as many as Oids supported by the Secondary Platform Bundle Loader for
the family identifier contained in the SspFamilyCryptolnfoBlock. Each SspOidCryptol nfoBlock
shall contain the Oid and aSspQOidCryptolnfo. The Secondary Platform Bundle Loader may include
aSspGeneral Cryptol nfo.
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3) Return ANY_OK with the aSspInfoPublic.

12.6.5.5.2 Si3.SetSpbmCredential

The " Si3.SetSpbmCredential” function shall be used by the LBA during the bound SPB image download procedure as
defined in clause 12.3.3.2.

The LBA shall use "Si3.GetSspCredential" function to deliver aSpbmCredential to the Secondary Platform Bundle
Loader.

The " Si3.SetSpbmCredential” function command shall be ANY_SET_PARAMETER command defined in ETSI
TS 103 666-1 [3], clause 8.5.4 which allows the LBA to update the registry.

The parameter of ANY_SET_PARAMETER command shall contain the index of IDS_ CREDENTIAL_PARAMETER
registry and the aSpbmCredential data structure defined in clause 12.6.2.3.

The LBA shall build the aSpbmCredential containing the aSpbFamilyld, the aSpbmKaCertificates, the
aSspCiPkldToBeUsed, and the aSspCryptoToBeUsed contained in the aSi2GetSpbmCertificateResponse.

On reception of the " Si3.SetSpbmCredential” command, the Secondary Platform Bundle Loader shall:
1) Setthereceived SpbmCredential data structureto the IDS CREDENTIAL_PARAMETER registry.
2) Verify the received elements as follows:

a) Verify that the aSpbmKaCertificates contained in the aSpbmCredential based on the certification path
verification as defined in clause 12.2.1.1.4. The trusted public key used to verify the
aSpbmK aCertificates shall be allowed to be used for loading the Secondary Platform Bundles with the
aSpbFamilyld and aOid contained in the aSpbmCredential.

b) Verify that the aSspCiPkldToBeUsed is supported by itself for the loading of the Secondary Platform
Bundles with the aSpbFamilyld and the aOid contained in the aSpbmCredential.

¢) Verify that the aSspCryptoToBeUsed is supported by itself for the loading of the Secondary Platform
Bundles with the aSpbFamilyld and the aOid contained in the aSpbmCredential.

3)  Select the appropriate Secondary Platform Bundle Loader certificate that shall be verifiable by the trusted
public key which isindicated by the aSspCiPkldToBeUsed contained in the aSpbmCredential.

4)  Generate the following:

a) A Secondary Platform Bundle Loader's ephemeral key pair. The domain parameter used to generate the
ephemeral key pair shall be the same as the one indicated by the SubjectPublicKeylnfo in the SPB
Manager certificate for key agreement contained in aSpbmCredential.

b) ID_TRANSAC asdefined in GlobalPlatform Open Firmware Loader for Tamper Resistant Element [6].
¢) aTbsSsplmageSessionToken as defined in clause 12.6.2.4.

d) aSsplmageSessionTokenSignature by signing the aT bsSspl mageSessionToken with the private key of
the SPB Manager corresponding to the SPB Manager certificate for digital signature.

€) Thefirst session key as defined in Global Platform Open Firmware Loader for Tamper Resistant Element
[6]. Thefirst session key shall be generated with the Secondary Platform Bundle Loader's ephemeral
private key and the public key contained in the SPB Manager certificate for key agreement.

NOTE: Thefirst session key isthe same as'KS1' in Global Platform Open Firmware Loader for Tamper Resistant
Element [6].

f)  aSspInfoProtected as defined in clause 12.6.2.2.3.

g) arbsSspToken containing aCodeM, aChallengeS and aSspl nfoProtected which shall be protected. The
aCodeM and aChallengeS shall be the same as those in the aSpbmCredential contained in
GET_SSP_CREDENTIAL command parameter.
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h)  aTbsSspTokenSignature by signing the TbsSspToken with the private key of the SPB Manager
corresponding to the SPB Manager certificate for digital signature.

i) aM-SSPasdefined in clause 12.6.2.4. The aM-SSP shall be generated by encrypting the aTbsSspToken,
the aTbsSspTokenSignature, and the Secondary Platform Bundle Loader certificate for digital signature.
The encryption algorithm indicated by the aSspCryptoToBeUsed and the first session key shall be used
to generate the aM-SSP.

j)  aSspinfoProtected as defined in clause 12.6.2.2.3.

5) Generate aSspCredential as defined in clause 12.6.2.4 and set the aSspCredential into the
TRE_CREDENTIAL_PARAMETER registry.

6) Return ANY_OK with the GetSspCredential Response data structure to the LBA.

12.6.5.5.3 Si3.LoadBoundSpbinfo

The " Si3.LoadBoundSpbinfo" function shall be used by the LBA during the installation procedure as defined in
clause 12.3.4.

The LBA shall use the " Si3.LoadBoundSpbinfo" function to provide the Secondary Platform Bundle Loader with the
aDoOperateParameter contained in the bound SPB image received from the SPB Manager as the response of the
"Si2.GetBoundSpblmage” function.

The "Si3.LoadBoundSpbinfo" function command shall be OFL_DO_OPERATE as defined in Global Platform VPP -
OFL VNP Extension [9].

The parameter of OFL_DO_OPERATE command shall be aDoOperateParameter defined in clause 12.6.2.5.
On reception of the " Si3.LoadBoundSpbinfo” function command, the Secondary Platform Bundle Loader shall:

1) Verify the aSpbmCerts contained in the aDoOperateParameter based on the certification path verification as
defined in clause 12.2.1.1.4. The trusted public key used to verify the aSpbmCerts shall be the same as the one
used to verify the aSpbmKaCertificates.

2)  Veify the aSpbmT okenSignature contained in the aSpbmToken by using the SPB Manager certificate for
digital signature. The SPB Manager certificate for digital signature shall be the last certificate in the
aSpbmCerts.

3) Veify that the aldTransac contained in the aTbsSpbmToken matches to the previously generated
ID_TRANSAC.

4)  Generate the second session key as defined in Global Platform Open Firmware Loader for Tamper Resistant
Element [6]. The second session key shall be generated with the aEPkSpbmKa contained in the
aTbsSpbmT oken and the Secondary Platform Bundle Loader's ephemeral private key.

NOTE: The second session key isthe same as'KS2' in Global Platform Open Firmware Loader for Tamper
Resistant Element [6].

5) Obtainthe TIME_STAMP by decrypting the aM-TimeStamp by using the first session key and the encryption
algorithm indicated by the aEncryptionType as defined in Global Platform Open Firmware Loader for Tamper
Resistant Element [6].

6) Obtainthe ATK.ARP.DS by decrypting the aM-ARP by using the second session key and the encryption
algorithm indicated by the aEncryptionType as defined in Global Platform Open Firmware Loader for Tamper
Resistant Element [6].

7)  Obtain Image Descriptor by decrypting the aM-IMD by using the second session key and the encryption
agorithm indicated by the aEncryptionType as defined in Global Platform Open Firmware Loader for Tamper
Resistant Element [6].

8) Verify the Image Descriptor asfollows:

a) Verify that the family identifier contained in the Image Descriptor matches to the value of
SPB_FAMILY_ID registry.
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9) Verify the aSpbMetadata as follows:

a) Verify that the family identifier contained in the aSpbM etadata matches to the value of
SPB_FAMILY _ID registry.

b) Verify that the aSpbld contained in the aSpbM etadata matches to the val ue of the public UUID of the
image contained in the Image Descriptor.

c) Verify thetrusted public key used to verify the SPB Manager certificatesis one of the trusted public key
supported by the Secondary Platform Bundle Loader for loading the Secondary Platform Bundle with the
family identifier and the aOid contained in the aSpbM etadata.

d) Verify the aFamilySpecificData and aOidSpecificMetadata (out of scope of the present document).

10) Return ANY_OK without any parameters to the LBA.

12.6.5.5.4 Si3.LoadBoundSpbSds

The"Si3.LoadBoundSpbSds” function shall be used by the LBA during the installation procedure as defined in
clause 12.3.4.

The LBA shall use the"Si3.LoadBoundSphSds' function to provide the Secondary Platform Bundle Loader with an
element of aChangeSegmentParameter contained in the bound SPB image received from the SPB Manager as the
response of the " Si2.GetBoundSpblmage™ function.

The " Si3.LoadBoundSpbSds* function command shall be OFL_CHANGE_SEGMENT as defined in Global Platform
VPP - OFL VNP Extension [9].

The parameter of OFL_CHANGE_SEGMENT command shall be aChangeSegmentParameter defined in
clause 12.6.2.5.

On reception of the "Si3.LoadBoundSpbSds® function command, the Secondary Platform Bundle Loader shall decrypt
aChangeSegmentParameter to obtain Segment Descriptor as defined in Global Platform Open Firmware Loader for
Tamper Resistant Element [6]. The Secondary Platform Bundle Loader shall return ANY_OK to the LBA after
successful decryption of the aChangeSegmentParameter.

NOTE: The aChangeSegmentParameter is the same as the Segment Descriptor Structure defined in
Global Platform Open Firmware Loader for Tamper Resistant Element [6].
12.6.5.5.5 Si3.LoadBoundSpbSeg

The"Si3.LoadBoundSpbSeg" function shall be used by the LBA during the installation procedure as defined in
clause 12.3.4.

The LBA shall use the " Si3.LoadBoundSpbSeg” function to provide the Secondary Platform Bundle Loader with an
element of al oadSegmentParameter contained in the bound SPB image received from the SPB Manager as the response
of the " Si2.GetBoundSpblmage" function.

The "Si3.LoadBoundSpbSeg" function command shall be OFL_LOAD_SEGMENT as defined in Global Platform VPP
- OFL VNP Extension [9].

The parameter of OFL_LOAD_SEGMENT command shall be al.oadSegmentParameter defined in clause 12.6.2.5.

On reception of the "Si3.LoadBoundSpbSeg” function command, the Secondary Platform Bundle Loader shall decrypt
the al.oadSegmentParameter and install the decrypted segment into the i SSP as defined in Global Platform Open
Firmware Loader for Tamper Resistant Element [6]. The Secondary Platform Bundle Loader shall return ANY_OK to
the LBA after the successful installation of the segment.

NOTE: The alLoadSegmentParameter is the same as the Segment Structure defined in Global Platform Open
Firmware Loader for Tamper Resistant Element [6].
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12.6.5.5.6 Si3.GetSspCredential

The "Si3.GetSspCredentia” function shall be used by the LBA during the bound SPB image download procedure as
defined in clause 12.3.3.2.

The LBA shall use the"Si3.GetSspCredentia” function to retrieve aSspCredential from the Secondary Platform Bundle
Loader.

The "Si3.GetSspCredential" function command shall be ANY_GET_PARAMETER command defined in ETSI
TS 103 666-1 [3], clause 8.5.4 which allows the LBA to retrieve the value of the registry.

The parameter of ANY_GET_PARAMETER command shall contain the index of
TRE_CREDENTIAL_PARAMETER registry.

On reception of the " Si3.GetSspCredentia” command, the Secondary Platform Bundle Loader shall return ANY _OK
with the value of TRE_CREDENTIAL_PARAMETER registry which contains aSspCredential.
12.6.5.5.7 Si3.EnableSpb

The " Si3.EnableSpb" function shall be used by the LBA for the procedure to enable a Secondary Platform Bundle as
defined in clause 12.4.1.

The LBA shall use the " Si3.EnableSpb" function to provide the Secondary Platform Bundle Loader with the Secondary
Platform Bundle identifier to enable.

The " Si3.EnableSpb" function command shall be OFL_ENABLE_FIRMWARE as defined in Global Platform VPP -
OFL VNP Extension [9].

The Secondary Platform Bundle identifier to enable shall be the Public Image UUID as defined in Global Platform VPP
- OFL VNP Extension [9].

If the Secondary Platform Bundle to enable is a Telecom Secondary Platform Bundle, the Secondary Platform Bundle
Loader shall check the number of currently enabled Telecom Secondary Platform Bundles and operate depending on the
value of TELECOM_CAPABILITY asfollows:

. If the number of currently enabled Telecom Secondary Platform Bundlesis smaller than the value of
TELECOM_CAPABILITY, the Secondary Platform Bundle Loader shall enable the Telecom Secondary
Platform Bundle to enable.

. Otherwise, the Secondary Platform Bundle Loader shall reject the " Si3.EnableSpb" command with an error
indicating that enabling the Telecom Secondary Platform Bundleislimited by TELECOM_CAPABILITY.
12.6.5.5.8 Si3.DisableSpb

The"Si3.DisableSpb" function shall be used by the LBA for the procedure to disable a Secondary Platform Bundle as
defined in clause 12.4.2.

The LBA shall usethe "Si3.DisableSpb" function to provide the Secondary Platform Bundle Loader with the Secondary
Platform Bundle identifier to disable.

The "Si3.DisableSpb" function command shall be OFL_DISABLE_FIRMWARE as defined in Global Platform VPP -
OFL VNP Extension [9].

The Secondary Platform Bundle identifier to disable shall be the Public Image UUID as defined in Global Platform
VPP - OFL VNP Extension [9].
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12.6.5.5.9 Si3.DeleteSpb

The"Si3.DeleteSpb” function shall be used by the LBA for the procedure to delete a Secondary Platform Bundle as
defined in clause 12.4.3.

The LBA shall usethe "Si3.DeleteSpb" function to provide the Secondary Platform Bundle Loader with the Secondary
Platform Bundle identifier to delete.

The "Si3.DeleteSpb" function command shall be OFL_DELETE_SESSION as defined in Global Platform VPP - OFL
VNP Extension [9].

The Secondary Platform Bundle identifier to disable shall be the Public Image UUID as defined in Global Platform
VPP - OFL VNP Extension [9].
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Annex A (normative):
Additions for Telecom Secondary Platform Bundles

A.1  Telecom family identifier

The telecom family identifier identifies Telecom Secondary Platform Bundles, i.e. Secondary Platform Bundles which
contain or are intended to contain at least one 3GPP NAA. Itsvalueisdefined in ETSI TS 101 220 [27].

There may be more than one custodian that defines specific requirements (e.g. trusted Cls, product certification,
operational modes of the terminal) for the telecom family identifier.

A.2  Data types for telecom family identifier

A.2.1 Introduction

The two following clauses describe the data types that are applicable to the telecom family identifier.

A.2.2 SSP information

The ASN.1 data structure of aFamilySpecificSsplnfo in aFamilySpecificSsplnfoBlock:

- ASN1START
Tel econBpeci fi cSspl nfo ::= SEQUENCE
aTel econBundl eConcurrencyCapabi | ity | NTEGER (1..MAX)
}
- ASNLISTOP

aTelecomBundleConcurrencyCapability: it indicates the number which shall be set on the iSSP at the time of
manufacturing to limit the maximum number of the Telecom Secondary Platform Bundlesin the Enabled or Active
state.

A.3  SPB metadata for the telecom family identifier

The SPB metadata for the Secondary Platform Bundle associated with the telecom family identifier shall satisfy the
followings:

e  The SPB metadata shall contain the family identifier-specific metadata.
. The Family Identifier-specific metadata in the SPB metadata shall contain the telecom family identifier.

. The SPB metadata shall use TelecomFamilyData data type as aFamilySpecificData contained in the family
identifier-specific metadata.

The ASN.1 data structure of the TelecomFamilyData is described below.
- ASN1ISTART
Tel econfami | yData :: = SEQUENCE
aBund| eC ass Bundl eCl ass OPTI ONAL,

aRequi reUserlntent |ntentType OPTIONAL -- The bundl e managenent operation requiring the end
user's intent before perforned

}
Bundl eCl ass ::= ENUMERATED
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eTest Tel econBundl e (0) -- To indicate that this Tel ecomBundle is a Test Tel ecom Bundl e
}
Intent Type ::= BIT STRI NG

elnstallation (0), -- The user intent is required prior to installing the Tel ecom Secondary
Pl at f or m Bundl e

eEnable (1), -- The user intent is required prior to enabling the Tel ecom Secondary Pl atform
Bundl e

eDisable (2), -- The user intent is required prior to disabling the Tel ecom Secondary Pl atform
Bundl e

eDelete (3) -- The user intent is required prior to deletion of the Tel ecom Secondary Pl atform
Bundl e
}
-- ASNLISTOP

A4 Terminal behaviour

When at |east two Telecom Secondary Platform Bundles are in the Enabled or Active state, the operational modes of the
terminal are described by the custodians of the telecom family identifier associated to the Enabled or Active Telecom
Secondary Platform Bundles.
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Annex B (normative):
ASN.1 definitions

B.1 Endof ASN.1

- ASN1ISTART
END

- ASN1STOP

B.2 Complete ASN.1 file

The complete ASN.1 definition, as generated merging all the ASN.1 snippets present in the present document is

available at the following URL.:

° https://forge.etsi.org/rep/scp/ts 103666-2 issp/raw/v15.0.0/asn.1/asnl_syntax.asnl.
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Annex C (normative):
Bundle eligibility check

C.1 Introduction

The SPB Manager verifies that the Secondary Platform Bundle to be downloaded is compatible with the target SSP
device when the SPB Manager receives the request of the Secondary Platform Bundle download from the target SSP
device.

NOTE: Thebundle eligibility check does not include the check on the certification path to download the
Secondary Platform Bundle.

The bundle eligibility check procedure is comprised of the basic eligibility check and family identifier-specific
eligibility check.

The basic digibility check shall be performed regardless of the family identifier.

The family identifier-specific eligibility check shall be performed according to the rules defined by a/the custodian(s)
for that family identifier.

C.2  Basic eligibility check

C.2.1 Summary

The basic digibility check is consists of the following:
e  Version compatibility check.
. Bundle compatibility check.

. Primary platform identifier check.

C.2.2 Version compatibility check

The SPB Manager shall check whether the release of the specification that isimplemented by the Secondary Platform
Bundle Loader and the LBA is supported or not.

C.2.3 Bundle compatibility check

The SPB Manager shall check whether the Secondary Platform Bundle image which is referenced by the CodeM is
compatible with the terminal containing the SSP. The SPB Manager shall check the compatibility of the Secondary
Platform Bundle image referenced by the CodeM based on the Part Number of the SSP.

C.2.4 Primary platform identifier check

If the Secondary Platform Bundle image referenced by the CodeM is linked to a primary platform identifier, the SPB
Manager shall verify that it matches the primary platform identifier of the SSP.
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C.3  Family identifier-specific eligibility check

The SPB manager may perform the family identifier-specific eligibility check based on the family identifier-specific
SSP information and/or the family identifier-specific terminal information as defined in clauses 12.6.2.2.3 and 12.6.2.7,

respectively.

The processes of family identifier-specific eligibility check is out of scope of the present document.
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Annex D (informative):
UML code of figures

Table D.1 containsthe link to the UML code used to generate some of the figures in the present document.

Table D.1: Link to UML code

Figure Link to UML code
Figure 12.2 |https://forge.etsi.org/rep/scp/ts 103666-2 issp/raw/v15.0.0/figures/Figure 12 2.plantuml
Figure 12.3  |https://forge.etsi.org/rep/scp/ts 103666-2 issp/raw/v15.0.0/figures/Figure 12 3.plantuml
Figure 12.4  |https://forge.etsi.org/rep/scp/ts 103666-2 issp/raw/v15.0.0/figures/Figure 12 4.plantuml
Figure 12.5 |https://forge.etsi.org/rep/scp/ts 103666-2 issp/raw/v15.0.0/figures/Figure 12 5.plantuml
Figure 12.6  |https://forge.etsi.org/rep/scp/ts 103666-2 issp/raw/v15.0.0/figures/Figure 12 6.plantuml
Figure 12.7  |https://forge.etsi.org/rep/scp/ts 103666-2 issp/raw/v15.0.0/figures/Figure 12 7.plantuml
Figure 12.8  |https://forge.etsi.org/rep/scp/ts 103666-2 issp/raw/v15.0.0/figures/Figure 12 8.plantuml
Figure 12.9  |https://forge.etsi.org/rep/scp/ts 103666-2 issp/raw/v15.0.0/figures/Figure 12 9.plantuml
Figure 12.10 [https://forge.etsi.org/rep/scpl/ts 103666-2_issp/raw/v15.0.0/figures/Figure 12.10.plantuml
Figure 12.11 [https://forge.etsi.org/rep/scp/ts 103666-2_issp/raw/v15.0.0/figures/Figure 12 11.plantuml
Figure 12.12 [https://forge.etsi.org/rep/scp/ts 103666-2_issp/raw/v15.0.0/figures/Figure 12 12.plantuml
Figure 12.13 |https://forge.etsi.org/rep/scpl/ts 103666-2_issp/raw/v15.0.0/figures/Figure 12 13.plantuml
Figure 12.14 |https://forge.etsi.org/rep/scp/ts 103666-2 issp/raw/v15.0.0/fiqures/Fiqure 12 14.plantuml
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https://forge.etsi.org/rep/scp/ts_103666-2_issp/raw/v15.0.0/figures/Figure_12_7.plantuml
https://forge.etsi.org/rep/scp/ts_103666-2_issp/raw/v15.0.0/figures/Figure_12_8.plantuml
https://forge.etsi.org/rep/scp/ts_103666-2_issp/raw/v15.0.0/figures/Figure_12_9.plantuml
https://forge.etsi.org/rep/scp/ts_103666-2_issp/raw/v15.0.0/figures/Figure_12.10.plantuml
https://forge.etsi.org/rep/scp/ts_103666-2_issp/raw/v15.0.0/figures/Figure_12_11.plantuml
https://forge.etsi.org/rep/scp/ts_103666-2_issp/raw/v15.0.0/figures/Figure_12_12.plantuml
https://forge.etsi.org/rep/scp/ts_103666-2_issp/raw/v15.0.0/figures/Figure_12_13.plantuml
https://forge.etsi.org/rep/scp/ts_103666-2_issp/raw/v15.0.0/figures/Figure_12_14.plantuml
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