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Intellectual Property Rights
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Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
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Members. 3GPP™, LTE™ and 5G™ logo are trademarks of ETSI registered for the benefit of its Members and of the
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Foreword

This Technical Specification (TS) has been produced by ETSI Special Committee Emergency Communications
(EMTEL).

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.

Executive summary

The core elements for network independent access to emergency services provide facilities that support centralized
mapping and routing functions for current and future emergency communications and operational requirements. The
baseline is a network with the functional elements that comprise security measures and the routing capabilities being
necessary to forward a call received at any concentration point based on the caller's location to the responsible
emergency call centre. In addition, other functional elements and necessary protocols and procedures enabling
interoperable and secure implementations are specified to allow multimedia communications as they evolve.
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Introduction

At present, an emergency services infrastructure is based on straightforward technical building blocks and afew
legal/regulatory aspects. Technical elements, typically part of an incumbent telephone service provider, ensure that
emergency calls are routed to the most appropriate PSAP. Such routing is based on static information at the local
telephone exchange that provides a mapping between the location of a calling line and the PSAP, or for amobile call,
between the location of the mobile network cell coverage and the PSAP. The mapping information itself is most often
managed by the national regulator, and typically, mapping information is represented by dialling code/area code/cell
identifier and atable that maps those codes to PSAPs, which are identified by unlisted and often un-dialable numbers.

However, the existing, legacy emergency services infrastructure is not designed in away that enables interaction with
enhanced services, or that current and future communications and operational requirements will be met. Simply put, the
emergency services infrastructure has not kept up with technology, thus, is not able to provide the level of service that
citizens expect. Hence, new technol ogies with a new architecture are introduced as core elements for network
independent access to emergency services. These elements enable citizens/individuals to contact emergency servicesin
different ways, using the same types of technology as those they use to communicate every day. It also makes possible
that PSAPs receive more and better information about emergencies of all magnitudes and improves interoperability
between emergency services.

ETSI
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1 Scope

The present document describes the architecture, the core elements and corresponding technical interfaces for network
independent access to emergency services. Elements are: Border Control Function (BCF), Emergency Service Routing
Proxy (ESRP), Emergency Call Routing Function (ECRF), Public Safety Answering Point (PSAP), the Location
Information Server (LIS), and the Call Transfer Bridge (BRIDGE).

The described architecture is currently named Next Generation 112 architecture.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found in the
ETSI docbox.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long-term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI ES 203 178: "Functional architecture to support European requirements on emergency caller
location determination and transport™.

[2] ETSI ES 203 283: "Protocol specifications for Emergency Service Caller Location determination
and transport".

[3] ETSI TS 103 625: "Emergency Communications (EMTEL); Transporting Handset L ocation to
PSAPs for Emergency Communications - Advanced Mobile Location”.

[4] IETF RFC 2046 (November 1996): "Multipurpose Internet Mail Extensions (MIME) Part Two:
Media Types’, N. Freed and N. Borenstein.

[5] IETF RFC 3261 (June 2002): "SIP: Session Initiation Protocol", J. Rosenberg, H. Schulzrinne,
G. Camarillo, A. Johnston, J. Peterson, R. Sparks, M. Handley and E. Schooler.

[6] IETF RFC 3262 (June 2002): "Reliability of Provisional Responsesin Session Initiation Protocol
(SIP)", J. Rosenberg and H. Schulzrinne.

[7] IETF RFC 3264 (June 2002): "An Offer/Answer Model with Session Description Protocol (SDP)",
J. Rosenberg and H. Schulzrinne.

[8] IETF RFC 3311 (October 2002): "The Session Initiation Protocol (SIP) UPDATE Method",
J. Rosenberg.

[9] IETF RFC 3325 (November 2002): "Private Extensions to the Session Initiation Protocol (SIP) for

Asserted Identity Within Trusted Networks*, C. Jennings, J. Peterson and M. Watson.

[10] IETF RFC 3326 (December 2002): " The Reason Header Field for the Session Initiation Protocol
(SIP)", D. Oran and G. Camarillo.

[11] |IETF RFC 3428 (December 2002): "Session Initiation Protocol (SIP) Extension for Instant
Messaging", B. Campbell, J. Rosenberg, H. Schulzrinne, C. Huitema and D. Gurle.

[12] IETF RFC 3515 (July 2003): "The Session Initiation Protocol (SIP) Refer Method”, R. Sparks.
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https://www.etsi.org/deliver/etsi_ts/103600_103699/103625/
https://www.rfc-editor.org/info/rfc2046
https://www.rfc-editor.org/info/rfc3261
https://www.rfc-editor.org/info/rfc3262
https://www.rfc-editor.org/info/rfc3264
https://www.rfc-editor.org/info/rfc3311
https://www.rfc-editor.org/info/rfc3325
https://www.rfc-editor.org/info/rfc3326
https://www.rfc-editor.org/info/rfc3428
https://www.rfc-editor.org/info/rfc3515

[13]

[14]
[15]

[16]

[17]

[18]

[19]

[20]

[21]
[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]
[31]

[32]

[33]

[34]

[35]

[36]
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IETF RFC 3550 (July 2003): "RTP: A Transport Protocol for Real-Time Applications”,
H. Schulzrinne, S. Casner, R. Frederick and V. Jacobson.

Void.

IETF RFC 3711 (March 2004): "The Secure Real-time Transport Protocol (SRTP)", M. Baugher,
D. McGrew, M. Naslund, E. Carraraand K. Norrman.

IETF RFC 3841 (August 2004): "Caller Preferences for the Session Initiation Protocol (SIP)",
J. Rosenberg, H. Schulzrinne and P. Kyzivat.

IETF RFC 3856 (August 2004): "A Presence Event Package for the Session Initiation Protocol
(SIP)", J. Rosenberg.

IETF RFC 3891 (September 2004): "The Session Initiation Protocol (SIP) "Replaces' Header",
R. Mahy, B. Biggs, and R. Dean.

IETF RFC 3911 (October 2004): "The Session Initiation Protocol (SIP) "Join" Header", R. Mahy
and D. Petrie.

IETF RFC 3994 (January 2005): "Indication of Message Composition for Instant Messaging”,
H. Schulzrinne.

IETF RFC 4103 (June 2005): "RTP Payload for Text Conversation", G. Hellstrom and P. Jones.

IETF RFC 4119 (December 2005): "A Presence-based GEOPRIV Location Object Format",
J. Peterson.

IETF RFC 7044 (February 2014): "An Extension to the Session Initiation Protocol (SIP) for
Request History Information”, M. Barnes, F. Audet, S. Schubert, J. van Elburg, C. Holmberg.

IETF RFC 4412 (February 2006): "Communications Resource Priority for the Session Initiation
Protocol (SIP)", H. Schulzrinne and J. Polk.

IETF RFC 4568 (July 2006): " Session Description Protocol (SDP) Security Descriptions for
Media Streams', F. Andreasen, M. Baugher and D. Wing.

IETF RFC 4579 (August 2006): "Session Initiation Protocol (SIP) Call Control - Conferencing for
User Agents”, A. Johnston and O. Levin.

IETF RFC 4585 (July 2006): "Extended RTP Profile for Real-time Transport Control Protocol
(RTCP)-Based Feedback (RTP/AVPF)", J. Ott, S. Wenger, N. Sato, C. Burmeister and J. Rey.

IETF RFC 4660 (September 2006): "Functional Description of Event Notification Filtering”,
H. Khartabil, E. Leppanen, M. Lonnfors and J. Costa-Requena.

IETF RFC 4661 (September 2006): "An Extensible Markup Language (XML)-Based Format for
Event Notification Filtering”, H. Khartabil, E. Leppanen, M. Lonnfors and J. Costa-Requena.

Void.

IETF RFC 4975 (September 2007): "The Message Session Relay Protocol (MSRP)", B. Campbell,
R. Mahy and C. Jennings.

IETF RFC 4976 (September 2007): "Relay Extensions for the Message Session Relay Protocol
(MSRP)", C. Jennings, R. Mahy and A. B. Roach.

IETF RFC 5031 (January 2008): "A Uniform Resource Name (URN) for Emergency and Other
Well-Known Services', H. Schulzrinne.

IETF RFC 5104 (February 2008): "Codec Control Messages in the RTP Audio-Visual Profile with
Feedback (AVPF)", S. Wenger, U. Chandra, M. Westerlund and B. Burman.

IETF RFC 5168 (March 2008): "XML Schemafor Media Control”, O. Levin, R. Even and
P. Hagendorf.

Void.
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https://www.rfc-editor.org/info/rfc3891
https://www.rfc-editor.org/info/rfc3911
https://www.rfc-editor.org/info/rfc3994
https://www.rfc-editor.org/info/rfc4103
https://www.rfc-editor.org/info/rfc4119
https://www.rfc-editor.org/info/rfc7044
https://www.rfc-editor.org/info/rfc4412
https://www.rfc-editor.org/info/rfc4568
https://www.rfc-editor.org/info/rfc4579
https://www.rfc-editor.org/info/rfc4585
https://www.rfc-editor.org/info/rfc4660
https://www.rfc-editor.org/info/rfc4661
https://www.rfc-editor.org/info/rfc4975
https://www.rfc-editor.org/info/rfc4976
https://www.rfc-editor.org/info/rfc5031
https://www.rfc-editor.org/info/rfc5104
https://www.rfc-editor.org/info/rfc5168
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[37] IETF RFC 5194 (June 2008): "Framework for Real-Time Text Over IP Using the Session
Initiation Protocol (SIP)", A. vanWijk and G. Gybels.

[38] IETF RFC 5222 (August 2008): "LoST: A Location-to-Service Trandation Protocol”, T. Hardie,
A. Newton and H. Schulzrinne and H. Tschofenig.

[39] IETF RFC 5223 (August 2008): "Discovering Location-to-Service Trandation (LOST) Servers
Using the Dynamic Host Configuration Protocol (DHCP)", H. Schulzrinne, J. Polk and
H. Tschofenig.

[40] IETF RFC 5411 (February 2009): "A Hitchhiker's Guide to the Session Initiation Protocol (SIP)",
J. Rosenberg.

[41] IETF RFC 5621 (September 2009): "Message Body Handling in the Session Initiation Protocol
(SIP)", G. Camarillo.

[42] |ETF RFC 5627 (October 2009): "Obtaining and Using Globally Routable User Agent URIs
(GRUUES) in the Session Initiation Protocol (SIP)", J. Rosenberg.

[43] IETF RFC 5808 (May 2010): "Requirements for a Location-by-Reference Mechanism”,
R. Marshall.

[44] |ETF RFC 5985 (September 2010): "HTTP-Enabled Location Delivery (HELD)", M. Barnes.

[45] IETF RFC 6086 (January 2011): "Session Initiation Protocol (SIP) INFO Method and Package
Framework", C. Holmberg, E. Burger and H. Kaplan.

[46] IETF RFC 6155 (March 2011): "Use of Device Identity in HTTP-Enabled Location Delivery
(HELD)", J. Winterbottom, H. Tschofenig and R. Barnes.

[47] IETF RFC 6442 (December 2011): "L ocation Conveyance for the Session Initiation Protocol”,
J. Polk, B. Rosen and J. Peterson.

[48] IETF RFC 6446 (January 2012): "Session Initiation Protocol (SIP) Event Notification Extension
for Notification Rate Control”, A. Niemi, K. Kissand S. Loreto.

[49] |IETF RFC 6447 (January 2012): "Filtering Location Notificationsin the Session Initiation
Protocol (SIP)", R. Mahy, B. Rosen and H. Tschofenig.

[50] IETF RFC 6665 (July 2012): "SIP-Specific Event Notification", A. B. Roach.

[51] IETF RFC 6753 (October 2012): "A Location Dereference Protocol Using HT TP-Enabled

Location Delivery (HELD)", J. Winterbottom, H. Tschofenig, H. Schulzrinne and M. Thomson.

[52] |IETF RFC 6849 (February 2013): "An Extension to the Session Description Protocol (SDP) and
Real-time Transport Protocol (RTP) for Media Loopback”, H. Kaplan, K. Hedayat, N. Venna,
P. Jones and N. Stratton.

[53] IETF RFC 6881 (March 2013): "Best Current Practice for Communications Services in Support of
Emergency Calling", B. Rosen and J. Polk.

[54] Void.

[55] IETF RFC 7135 (May 2014): "Registering a SIP Resource Priority Header Field Namespace for
Local Emergency Communications', J. Polk.

[56] IETF RFC 8446 (August 2018): "The Transport Layer Security (TLS) Protocol Version 1.3",
E. Rescorla.

[57] OASIS (July 2010): "Common Alerting Protocol Version 1.2", Jacob Westfall.

[58] IETF RFC 5139 (February 2008): "Revised Civic Location Format for Presence Information Data

Format Location Object (PIDF-LO)", J. Winterbottom and M. Thomson.
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https://www.rfc-editor.org/info/rfc5621
https://www.rfc-editor.org/info/rfc5627
https://www.rfc-editor.org/info/rfc5808
https://www.rfc-editor.org/info/rfc5985
https://www.rfc-editor.org/info/rfc6086
https://www.rfc-editor.org/info/rfc6155
https://www.rfc-editor.org/info/rfc6442
https://www.rfc-editor.org/info/rfc6446
https://www.rfc-editor.org/info/rfc6447
https://www.rfc-editor.org/info/rfc6665
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[59]
[60]
[61]
[62]
[63]
[64]
[65]

[66]

[67]
[68]

[69]

[70]
[71]

[72]
[73]

[74]
[75]
[76]

[77]
[78]
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IETF RFC 5491 (March 2009): "GEOPRIV Presence Information Data Format L ocation Object
(PIDF-LO) Usage Clarification, Considerations, and Recommendations’, J. Winterbottom,
M. Thomson and H. Tschofenig.

Recommendation ITU-T G.711 (11/1988): " Pulse code modulation (PCM) of voice frequencies'.

IETF RFC 9071 (July 2021): "RTP-Mixer Formatting of Multiparty Real-Time Text",
G. Hellstrom.

IETF RFC 6141 (March 2011): "Re-INVITE and Target-Refresh Request Handling in the Session
Initiation Protocol (SIP)", G. Camarillo, C. Holmberg and Y. Ga.

IETF RFC 3840 (2004): "Indicating User Agent Capabilitiesin the Session Initiation Protocol
(SIP)", Rosenberg J., et al.

IETF RFC 7852 (2016): "Additional Data Related to an Emergency Call”, GellensR.,
Tschofenig H., Rosen B., Marschall R., Winterbottom J.

IETF RFC 8373 (2018): "Negotiating Human Language in Real-Time Communications’,
GellensR.

IETF RFC 8866 (2021): "SDP: Session Description Protocol”, Began A., et al.

IETF RFC 7090 (2014): "Public Safety Answering Point (PSAP) Callback", Schulzrinne H., et al.

IETF RFC 4122 (2005): "A Universally Unique |IDentifier (UUID) URN Namespace", Leach P.,
Medling M., Salz R.

IETF RFC 8224 (2018): "Authenticated Identity Management in the Session Initiation Protocol
(SIP) ", Peterson J., Jennings C., Rescorla E., Wendt C.

IETF RFC 8225 (2018): "PASSporT: Personal Assertion Token", Wendt C., Peterson J.

IETF RFC 2915 (2000): "The Naming Authority Pointer (NAPTR) DNS Resource Record",
Mealling M., Daniel R.

Recommendation ITU-T G.722 (09/2012): "7 kHz audio-coding within 64 kbit/s".

Recommendation ITU-T G.722.2 (07/03): "Wideband coding of speech at around 16 kbit/s using
Adaptive Multi-Rate Wideband (AMR-WB)".

|ETF RFC 4646 (September 2006): "Tags for Identifying Languages', Phillips A., Davis M.

IETF RFC 6350 (August 2011): "vCard Format Specification", Perreault S.

ETSI TS 126 441: "Universal Mobile Telecommunications System (UMTS); LTE; 5G; Codec for
Enhanced Voice Services (EVS); Genera overview (3GPP TS 26.441 version 18.0.0 Release 18)".

IETF RFC 3966 (December 2004): "The tel URI for Telephone Numbers', Schulzrinne H.

IETF RFC 7519 (May 2015): "JSON Web Token (JWT)", Jones M., Bradley J.

Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE:

While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long-term validity.

The following referenced documents may be useful in implementing an ETSI deliverable or add to the reader's
understanding, but are not required for conformance to the present document.

[i.1]

EENA Next Generation 112; "Long Term Definition”, Version 1.1, March 2013.
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[i.2] ETSI TS 101 470 (V1.1.1): "Emergency Communications (EMTEL); Total Conversation Access
to Emergency Services'.
[i.3] ETSI TR 103 201 (V1.1.1): "Emergency Communications (EMTEL); Total Conversation for

emergency communications; implementation guidelines”.

[i.4] ETSI TS 126 114 (V16.6.1): "Universal Maobile Telecommunications System (UMTS); LTE; 5G;
IP Multimedia Subsystem (IMS); Multimedia telephony; Media handling and interaction (3GPP
TS 26.114 version 16.6.1 Release 16)".

[i.5] ETSI TS 124 229 (V16.10.0): "Digital cellular telecommunications system (Phase 2+) (GSM);
Universal Mobile Telecommunications System (UMTS); LTE; 5G; IP multimedia call control
protocol based on Session Initiation Protocol (SIP) and Session Description Protocol (SDP);
Stage 3 (3GPP TS 24.229 version 16.10.0 Release 16)".

[i.6] ATIS 1000082: "Technical Report on SHAKEN APIsfor a Centralized Signing and Signature
Validation Server", May 2018.

3 Definition of terms, symbols and abbreviations

3.1 Terms

For the purposes of the present document, the following terms apply:

emer gency call: any type of emergency communications and associated mediainitiated by an individual and received
by a Public Safety Answering Point (PSAP)

emer gency service: service which provides urgent assistance in situations where there isa direct risk to life, general
public safety, public/private property or the environment (e.g. police, fire, ambulance, coastguard)

Public Safety Answering Point (PSAP): physical location where an emergency call from an individual isfirst
answered and from where a request for assistance may be made to the emergency services

NOTE: A PSAP may be an independent organization or an integrated part of the emergency services.

3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

AML Advanced Mobile Location

ANP Access Network Provider

ASP Application Service Provider

BCF Border Control Function

CA Certification Authority

CAP Common Alerting Protocol

CERT Computer Emergency Response Team

CPE Call Processing Equipment

CR Carriage Return

CTI (ETSI) Centre for Testing and Interoperability
DHE Ephemeral Diffie-Hellman key exchange
ECRF Emergency Call Routing Function

ECRIT Emergency Context Resolution with Internet Technologies (IETF WG)
ECSP Emergency Call Service Provider

EPSG European Petroleum Survey Group

ES ETSI Standard

ETSI
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ESInet Emergency Services | P network

ESRF Emergency Service Routing Function

ESRP Emergency Service Routing Proxy

ETS European Telecommunications Standards I nstitute
GCM Galoig/Counter Mode

GIS Geographic Information System

HELD HTTP Enabled Location Delivery

HTTP Hypertext Transfer Protocol

HTTPS Hypertext Transfer Protocol Secure

IANA Internet Assigned Numbers Authority

IETF Internet Engineering Task Force

IF InterFace

IM Instant Messaging

IP Internet Protocol

IT Information Technology

ITU-T International Telecommunications Union - Telecommunications
JSON JavaScript Object Notation

LF Line Feed

LIS Location Information Server

LO Location Object

LOST L Ocation to Service Trangdation

LS Location Server

MPEG Moving Picture Experts Group

MSD Minimum Set of Data

MSRP Message Session Relay Protocol

NE Neighbouring Entity

OCIF Outbound Call Interface Function
PASSporT Personal ASSertion Token

PIDF Presence Information Data Format

PIDF-LO Presence Information Data Format - Location Object
PNNS Protocol Naming and Numbering Service
PRF Policy Routing Function

PSAP Public Safety Answering Point

PSP PSAP Service Provider

PSTN Public Switched Telephone Network

RFC Request For Comment

RSA Rivest-Shamir-Adleman

RTCP Real-time Transport Control Protocol

RTP Real-time Transport Protocol

RTSP Real-Time Streaming Protocol

SBC Session Border Controller

SDES SDP security DEScriptions

SDP Session Description Protocol

SHAKEN Signature based Handling of Asserted information using toK ENs
SIP Session Initiation Protocol

SIPS Session I nitiation Protocol Secure

SMS Short Message Service

SMSC Short Message Service Center

SRS Spatial Reference System

SRTCP Secure Real-time Transport Control Protocol
SRTP Secure Real-time Transport Protocol
STI-AS Secure Telephone Identity Authentication Service
STI-VS Secure Telephone |dentity Verification Service
TCP Transmission Control Protocol

TLS Transport Layer Security

TR (ETSI) Technical Report

TS (ETSI) Technical Specification

UA User Agent

UAC User Agent Client

UAS User Agent Server

UDP User Datagram Protocol

UE User Equipment
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URI Uniform Resource Identifier

URL Uniform Resource L ocator

URN Uniform Resource Name

UTF Unicode Transformation Format

VSP Voice Service Provider

WGS World Geodetic System

XML eXtensible Markup Language
4 General

4.1 Overview

Per ETSI ES 203 178 [1], emergency calls originating in an ANP infrastructure are forwarded viaa V SP to an ECSP
where the appropriate PSAP or, in general terms, the Point-of-Interconnect to a PSP infrastructure is determined. In
general, emergency calls are routed by the ESRF to the ESRP viaa BCF utilizing interface ih. Depending on national
PSAP models the ESRP may then forward directly to the appropriate PSAP utilizing interface ij or use PSP internal
facilities to determine the correct PSAP (e.g. in the case of nationally interconnected PSAPS).

08 3/4G ESRF LIS ESRPA
fun @ =3

154
PSAP
BCF @
jou VSP ls_l o8
Y L PSAP ﬂ

Figure 1: High level functional architecture

ETSI ES 203 283 [2] specifiesinterfacesih and ij for basic emergency call routing services. The present document aims
to extend these interfaces and to specify additional onesto cover PSP specific facilities considering security, location
and policy-based routing. Standardization of ANP, VSP or ECSP specific entities are not covered in the present
document.

The following architecture introduces functional elements that comprise an IP only PSP environment. Such elements
provide security measures (BCF), location information (L1S), emergency call routing (ESRP), mapping PSAP
boundariesto SIP URIs (ECRF), bridging (BRIDGE) and call processing equipment (PSAP).

4.2 Architecture

The definition of core elements for network independent access to emergency servicesis based on the core concept of
the NG112 architecture as introduced in [i.1], the Emergency Services IP Network (ESInet). The ESInet isan
emergency services network of networks that utilizes | P technology. ES| nets are private, managed, and routed IP
networks. An ESInet can serve a set of PSAPS, aregion, a state, or a set of states. ESInets may be interconnected and
shall be built upon common functions and interfaces making ESInets interoperable. The present document defines such
functional elements with their external interfaces.

The NG112 architecture fits with the overall concept of different service provider roles asdefined in ETS

ES 203 178 [1]. The present document addresses the specific needs of the PSAP Service Provider (PSP) domain and the
inter-operator interfaces to other domains. These specific functions of the PSP domain extend the existing definition of
the PSP domain (ETSI ES 203 178 [1]), e.g. for the deployment of more complex policies for destination selection.
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The functional architecture introduced in ETSI ES 203 178 [1] identifies four service provider roles and arouting
function as represented in Figure 2 to the | eft:

. Access Network Provider (ANP).

e  Voice Service Provider (VSP).

. Emergency Call Service Provider (ECSP).

. PSAP Service Provider (PSP).

o Emergency Service Routing Function (ESRF).

The ANP, ECSP and PSP are in the same regulatory domain. The V SP can be inside or outside this domain. The present
document extends this architecture with elements located within or accessed from a PSP infrastructure as shown in
Figure 2:

. Border Control Function (BCF);

. Emergency Call Routing Function (ECRF);

. Call Bridging function (BRIDGE);

. Public Safety Answering Point (PSAP);

. Outbound Call Interface Function (OCIF);

. Emergency Services Routing Proxy (ESRP); and

. Location Information Service (LIS).

Jé 364;5(; D *w' ESRF ; g
% BCF
Jﬁa\, PSAP

EREG S G

() 3
ECRF,
BRIDGE
Figure 2: Core elements
4.3 Mandatory Interfaces

Mandatory interfaces are introduced by the present document to define media and signalling capabilities of an ESInet in
addition to ETSI ES 203 283 [2]. Figure 3 shows interfaces aslisted in the following:

SIP-1, SIP-2:

Interface between BCF, ESRP, OCIF and PSAP elements that defines SIP transport and signalling capabilities. Note
that interfaces respect ih and ij (ETSI ES 203 283 [2]) capabilities and introduce additional domain specific features.

SIP-E1, SIP-E2:
Interface between ESRP and PSAP elements that defines domain specific SIP event notification capabilities.
HTTP-1:

Interface between ESRP and PSAP elements that defines domain specific web service capabilities.
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HTTP-2:

Interface between BCF and PSAP elements that defines domain specific web service capabilities.

LOST-1, LOST-2:

Interface between ESRP, PSAP and ECRF elements that defines LoST signalling capabilities.

LOST-3,LOST-4:

Interface between PSAP and ECRF elements that defines LoST signalling capabilities.

HELD-1, HELD-2:

Interface between ESRP or PSAP and LIS elements that defines location dereference and HEL D signalling capabilities.
RTP-1, RTP-2:

Interface between BCF and PSAP elements that defines media transport capabilities and media types for audio, video
and real-time text.

IM-1:
PSAP call handling capabilities to support instant messaging.
CAP-1:

PSAP call handling capabilities to support the common alerting protocol.

163 ESRF LIS ESRP OCIF
3/4G
Rl e~ 8 [ 5
PSAP
m BCF
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Jﬁax PSAP @x
™/
= ECRFB BRIDGE

HTTP-1 IM-1
SIP-1,2 CAP-1
SIP-1,2 SIP-E1,E2 HELD-1,2
T e e e I WP s =
SIP-1,2 / HTTP-2 HELD-1,2
Yo B »| PsApP LIS 5< """"""" > PSAP
RTP-1,2

BCF [®C=--=------==-BRIDGE[®-==========->| pSAp | | ECRF_[€==="""""""""" ESRP

SIP-1,2 SIP-1,2 LOST-1,2,3,4
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Figure 3: Considered mandatory interfaces
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4.4 Optional Interfaces

Optiona interfaces are introduced by the present document to define location conveyance viaAML (ETSI
TS 103 625 [3]) in addition to ETSI ES 203 283 [2]. Figure 4 shows interfaces as listed in the following:

AML-1:

Interface between SMSC and LIS that defines AML viaSMS, asin ETSI TS 103 625 [3].
AML-2:

Interface between UE and LIS that defines AML viaHTTPS push, asin ETSI TS 103 625 [3].
SIP-4:

Interface between 3GPP VoL TE UE and PSAP that defines in-dialog location refresh via SIP.
HTTP-3:

Interface between OCIF, ESRP and STI-AS or STI-V Sthat defines a HyperText Transfer Protocol (HTTP)-based
RESTful API to request SHAKEN authentication and verification services.

4 3/4G - EESRP OCIFA
ﬂ - D PSAP "Eﬁ‘
157

PSAP aﬁ\
HTTP-3 !( HITP-3
ESRP k -------------- » STI-xS OCIF | ======c=c=ees > STI-XS

SMSC BCF

AML-1 HELD-1,2
SMsC [r===mmemmmmmes P s LIS [--mmsmmseees > BCF
UE D (____f\_h:ll__—_%"") LIS E(_---.S.I.EZ%---.) PSAP
UE D <""'S'I‘P’_"t""> PSAP
Figure 4: Considered optional interfaces
5 Entities

5.1 Border Control Function (BCF)

51.1 General

A BCF provides application specific functions at the SIP [5] and SDP [66] protocol layer to perform interconnection
between two operator domains at the entrance of the ESInet where al traffic from external networks transits a BCF.

A BCF isthe entry point (point-of-interconnect) to the ESInet infrastructure where al traffic from external networks
transits. The BCF comprises several distinct elements pertaining to network edge control, SIP message handling (SBC)
and media forwarding (RTP [13] relay).

The BCF supports SIP interfaces upstream and downstream. The BCF, when it isthe first active SIP element in the path
of an emergency call, adds the Call Identifier and Incident Tracking Identifier to the call.
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5.1.2 Mandatory Interfaces

To be compliant with the procedures in the present document, a BCF shall support:

1) theihinterface as specified in ETSI ES 203 283 [2];
2) the SIP-1interface as specified in clause 6.1.1;

3) theSIP-2interface as specified in clause 6.1.2;

4) the HTTP-2 interface as specified in clause 6.2.2;

5) the RTP-1interface as specified in clause 6.6.1.

Figure 5 shows mandatory interfaces and Neighbouring entities.

Figure 5: BCF mandatory interfaces

5.1.3  Optional Interfaces

In addition to all mandatory interfaces, a BCF may support:
1) theHELD-1 interface as specified in clause 6.5.1;
2) theHELD-2 interface as specified in clause 6.5.2;
3) the RTP-2interface as specified in clause 6.6.2.

Figure 6 shows the optional interface and Neighbouring Entity (NE).

HELD-1,2
LIS _|=====-=m=ccocccnconn- > BCF

BCF [®========-ssecenccnna- » NE

Figure 6: BCF optional interfaces
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5.2 Emergency Service Routing Proxy (ESRP)

521 General

The Emergency Service Routing Proxy (ESRP) is the base routing function for emergency calls. ESRPs may operate in
achain (originating, intermediate, or terminating) within the ESInet with the basic function to route a call to the next

hop until it reaches the appropriate PSAP.
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ESRPs typically receive calls from upstream routing proxies. For the originating ESRP, thisistypically a BCF and for
an intermediate or terminating ESRP, thisis the upstream ESRP. The destination of the call on the output of the ESRP
is conceptually a queue, represented by a URI. In most cases, the queue is maintained on a downstream ESRP, and it is
possible for more than one downstream element to pull calls from the queue. The queue is most often First-In First-Out,
but in some cases, there can be out-of-order selections from the queue.

The primary input to an ESRP is a SIP message. The output is a SIP message with a Route header (possibly) rewritten,
aViaheader added, and in some cases, additional manipulation of the SIP message. To do its job, the ESRP has
interfaces to the ECRF for location-based routing information, as well as various event notification sources to gather
state, which is used by its Policy Routing Function (PRF).

For areceived emergency cal, it:
1) evaluatesapolicy rule set for the queue the call arrives on;

2)  queriesthe Emergency Call Routing Function (ECRF) with the location included with the call to determine the
normal next hop (smaller political or network subdivision, PSAP or call taker group) URI;

3) evaluatesapolicy rule set for that URI using other inputs available to it such as headers in the SIP message,
time of day, PSAP state, etc.

The result of the policy rule evaluation isa URI. The ESRP forwards the call to the URI (which is a queue as above).

The function of the ESRP isto route a call to the next hop. In principle, ESRPs are used in severa positions within an
ESInet. An originating ESRP routes to the appropriate intermediate ESRP (if one exists), intermediate ESRPs route to
the next level intermediate ESRP or to aterminating ESRP. A terminating ESRP routes to a PSAP's call handling
system that has registered as dequeuing entity. In the case queue states are used in a PRF, the ESRP shall implement the
dequeue registration interface as specified in clause 6.2.1, otherwise an ESRP may support plain SIP registration
mechanisms as specified in clause 6.1.3. The selection of the proper mechanism is subject to national regulation.

The ESRP may also handle calls to what used to be called administrative lines, meaning calls directed to an E.164
number listed for a PSAP. It is suggested that such calls route through the BCF to an ESRP and be subject to the same
security and policy routing as regular emergency calls. Such calls would not have a Geolocation header and the ESRP
would not query an ECRF but would use the E.164 number to map to a PSAP URI (the same URI which the ECRF
would yield) and use that URI as the normal next hop used to select the policy rule set to evaluate.

An ESRP isusually the outbound proxy for calls originating from the PSAP. The ESRP routes calls within the ESInet,
and routes calls to destinations outside the ESInet through an appropriate gateway or SIP trunk to a PSTN or another
carrier connection. Call-backs to the original caller are an example of such outgoing callsto external destinations. No
policy rule set evaluation is used for outgoing calls. While an ESRP could be an incoming proxy for non-emergency
calls, such use is beyond the scope of the present document.
5.2.2 Mandatory Interfaces
To be compliant with the procedures in the present document, an ESRP shall support:

1) the SIP-1interface as specified in clause 6.1.1;

2) the SIP-2 interface as specified in clause 6.1.2;

3) theHTTP-1interface as specified in clause 6.2.1;

4)  the SIP-El interface as specified in clause 6.3.1;

5) the SIP-E2 interface as specified in clause 6.3.2;

6) theLOST-1 interface as specified in clause 6.4.1;

7) the LOST-2 interface as specified in clause 6.4.2;

8) theHELD-1 interface as specified in clause 6.5.1;

9) theHELD-2 interface as specified in clause 6.5.2.

Figure 7 shows mandatory interfaces and Neighbouring Entities (NE).
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Figure 7: ESRP mandatory interfaces

5.2.3  Optional Interfaces

In addition to all mandatory interfaces, an ESRP may support:
1) theih,ij interface as specified in ETSI ES 203 283 [2];
2) the SIP-3interface as specified in clause 6.1.3;
3) theHTTP-3interface as specified in clause 6.2.3;
4) the SIP-E3 interface as specified in clause 6.3.3;
5) the SIP-E4 interface as specified in clause 6.3.4;
6) the SIP-E5 interface as specified in clause 6.3.5.

Figure 8 shows optional interfaces and Neighbouring Entities (NE).

3 SIP-E3,E4,E5 3 SIP-3
ESRP | eeccccccccccccccccan ) NE ESRP |<C--=-=cccccccccccccaa- ) PSAP
ih, ij HTTP-3
ESRP | e=ccccccccccccccccan ). NE ESRP |- eccccceccctcccccas ) STI-XS

Figure 8: ESRP optional interfaces

5.2.4  Call Queueing

The destination of every routing decision is conceptually a queue of calls. The queue can be large or small, it can have
one or many sources entering calls on the queue, and it can have one or many sources taking calls off the queue. All
gueues defined in the present document are normally First-In First-Out. A unique SIP URI identifies a queue. A queue
is managed by an ESRP. A call sent to the queue URI shall route to the ESRP that manages it. Calls are enqueued by
forwarding them to the URI (usually obtained by policy rule evaluation of an upstream ESRP). Calls are dequeued by
the ESRP sending the call to a downstream entity.

ESRPs may manage multiple queues. For example, an ESRP may manage a queue that is used for normal emergency
calls routed to the local ESInet, and one or more queues for callsthat are diverted to it by overloaded ESRPs from other
areas. Each queue shall have a unique URI that routes to the ESRP.

In practice, some ESRPs are simple IETF RFC 3261 [5] compliant SIP proxy servers making simple routing decisions
per IETF RFC 3264 [7]. In such cases, the queue is considered to have alength of one (1) and its existence can be
ignored.

The ESRP managing a queue may have a policy that controls which entities may enqueue and dequeue callsto the
gueue. The dequeuing entity registers (DequeueRegistration) to receive calls from the queue. The ESRP returns a call
from an entity not in its policy with a404 response.

The ESRP may maintain a QueueState notifier and track the number of calls in queue for the queues that it manages.

ETSI



22 ETSI TS 103 479 V1.3.1 (2025-09)

5.2.5 Policy Routing

Policy routing refers to the determination of the next hop acall or event is forwarded to by an ESRP. An ESRP shall
support basic routing capabilities for calls directed to a specific queue URI. These are:

1) query the ECRF with the location included in the request to determine the normal next hop URI;

2) evauate apolicy rule set for that URI using other inputs available to it such as headers in the SIP message,
time of day, PSAP state, etc.

The Policy Routing Function (PRF), as part of the ESRP, evaluates two or more policy rulesets: typically, one set
determined by the queue the call arrives on (inbound ruleset), the other determined by the result of an ECRF query with
the location of the caller (outbound ruleset). Basically, a policy ruleset contains rules, where each rule includes
conditions and actions.

The PRF in an ESRP accepts calls directed to a specific queue URI. From that URI, it extractsits own
OriginationPolicy from its policy store for that URI and executes the ruleset. The rules normally include at least one
action LoSTSer vi ceURN( <ur n>) where urnisaservice URN. Upon encountering the LoSTSer vi ce URN action,
the PRF queriesits (configured) ECRF with the location received in the call using the urn parameter in the action. The
resulting URI isavariable called Nor mal Next Hop. The PRF extracts a TerminationPolicy from its policy store
associated with the domain of Nor mal Next Hop and executes the ruleset associated with that policy. The rules
normally include the action Rout e to forward the call.

If the policy-store the ESRP uses does not contain a TerminationPolicy rule set for the Nor mal Next Hop URI, the
ESRP will route the call directly to that URI.

The destination of a Rout e action is usually the URI of aqueue, but a simple proxy server can be the next hop. If the
PRF has access to queue state of downstream entitiesit can use that state in evaluating rules. Rules normally have a
Rout e action that sends the call to a queue that is available and not full.

The syntax isRout e( <r eci pi ent >, <cause>), whererecipient isa URI which will become the Request URI
for the outgoing SIP message, and the <cause> isan optional value used with the Reason header associated with a
History-Info header in the outgoing SIP message.

Other actions that may occur in a TerminationPolicy include Busy and Not i f y. By using these mechanisms, the full
range of call treatments can be applied to any class of call for any circumstance based on the PRF rule set.

Rules have a priority and if more than one rule eval uates to true, the rule with the highest priority prevails.

Usually, thereis adefault rule for use when everything isin normal status. Most calls will route viathisrule, for
example: | F True THEN Rout e ( Nor nal Next Hop) {10} . Other rules may exist for unusual circumstances.

For typical temporary overload, a specific PSAP would be delegated to take diverted calls (viaarule other than the
default rule). A call issaid to be diverted when it is sent to a PSAP other than the one serving the location of the caller,
usually due to some failure or overload condition. A queueis established for that route, with one degueuing PSAP. Such
adiversion PSAP would be accepting calls on its normal queue as well as the diversion queue. Its rules can differentiate
such calls from the queue they arrive on.

For more extensive overload, a group of PSAPs would subscribe to take calls from a designated queue. For example, all
PSAPs in neighbouring counties might subscribe to alow priority rule for overload for a county PSAP. Similarly, all
appropriate PSAPsin a state or region might dequeue for aDeni al OF Ser vi ceAt t ack queue.

ESRPs managing a queue may receive calls from one or more upstream entities. Origination rules at the ESRP can
govern how such calls are handled, asthe URI used to get the call to the ESRP (which could be the name of a queue
maintained at the ESRP) is an input to the PRF. When handling diverted calls, no ECRF dip may be needed (and thus
no TerminationPolicy rule set is used). In such a case, the OriginationPolicy rule set would determine the next hop.

Rules can determine the priority of multiple queues feeding calls to the ESRP. PSAP ESRPs may dequeue for multiple
call queues managed by it or other entities, placing them on internal queues for call takers.
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5.2.6 Identity Verification

The ESRP shall invoke an identity verification if an Identity header field value conforming to IETF RFC 8224 [69] is
received in incoming signalling. To convey the results of the verification, the ESRP shall add the corresponding
ver st at parameter to the P-Asserted-Identity header field or From header field, before taking any routing decisions.

5.3 Emergency Call Routing Function (ECRF)

531 General

Emergency calls will be routed to the appropriate PSAP by ESRPs based on the location of the caller. In addition,
PSAPs may utilize the same routing functionality to determine how to route emergency calls to the correct responder.
The functional element responsible for providing routing information to the various querying entities is the Emergency
Cadl Routing Function (ECRF).

An ECRF provided by an emergency service authority and accessible from outside the ESInet shall permit querying by
an IP client/endpoint, an IP routing proxy belonging to aV SP, an Emergency Services Routing Proxy (ESRP) in an
ESInet, or by some combination of these.

An ECRF accessible inside an ESInet shall permit querying from any entity inside the ESInet. ECRFs provided by other
entities may have their own policies on who may query them. An origination network may use an ECRF, or asimilar
function within its own network, to determine an appropriate route, equivalent to what would be determined by the
authoritative ECRF, to the correct ESInet for the emergency call, subject to national regulation or deployment
guidelines.

The ECRF shall be used within the ESInet to route callsto the correct PSAP and may be used by the PSAP to route
calls to the correct responders.

The ECRF shall support a mechanism by which location information (either civic address or geo-coordinates) and a
Service URN serve asinput to a mapping function that returns a URI or dial string used to route an emergency call
toward the appropriate PSAP for the caller's location, subject to national regulation or deployment guidelines.

In an ECRF, depending on the identity and credentials of the entity requesting the routing information, the response
may identify the PSAP or an Emergency Service Routing Proxy (ESRP) that acts on behalf of the PSAP to provide final
routing towards the PSAP.

ECRFs may be arranged in trees. The Forest Guide (a specific ECRF) contains entries for (nominally) state level
ECRFs. A state ECRF may be authoritative for the entire state, or it may refer or recurse to regional or local ECRFs.

Entities may perform LoST server discovery (as defined in IETF RFC 5223 [39]) to find their local ECRF or may be
provisioned with a LoST server address. An ECRF can either answer the query or will refer or recoursein the tree to an
ECREF that will eventually lead to the correct response.
5.3.2 Mandatory Interfaces
To be compliant with the procedures in the present document, an ECRF shall support:

1) theLOST-1interface as specified in clause 6.4.1;

2) theLOST-2 interface as specified in clause 6.4.2;

3) theLOST-3 interface as specified in clause 6.4.3;

4) the LOST-4 interface as specified in clause 6.4.4.

Figure 9 shows mandatory interfaces and Neighbouring entities.
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LOST-1,2,3,4
ECRF k ...................... »| PSAP
LOST-1,2
ECRF je&--ccceccceacloanan.. >»| ESRP

Figure 9: ECRF mandatory interfaces

5.3.3  Optional Interfaces

In addition to all mandatory interfaces, an ECRF may support:
1) the SIP-E3interface as specified in clause 6.3.3;
2) the SIP-E4 interface as specified in clause 6.3.4;
3) the SIP-E5interface as specified in clause 6.3.5.

Figure 10 shows the optional interface and Neighbouring Entity (NE).

SIP-E3,E4,E5
ECRF k ---------------------- > NE

Figure 10: ECRF optional interfaces

5.34 Routing Query

When an ECRF receives aLoST query (as defined in IETF RFC 5222 [38]), it determines whether the query was
received from an authenticated entity (e.g. an ESRP) and the type of service requested (i.e. emergency services).
Authentication shall apply to al entities that initiate queries to the ECRF within the ESInet. TLSis used by al ECRFs
within the ESInet, and credentials issued to the querying entity that are traceable to a Certificate Authority (CA) shall be
accepted.

Devices and carriers outside the ESInet may not have credentials, therefore the ECRF should assume a common public
identity for such queries. Accepting public queriesis subject to regulation. Based on the service requested, the ECRF
determines which URI isreturned in the LOST response. This URI may be a SIP Point-of-Interconnect to the ESInet, a
URI of a PSAP, or a downstream ESRP.

The ECRF is provisioned with a service boundary layer containing one or more service boundary polygons. Each of the
polygons contains attributes that specify the service URN that the polygon applies to and the mapping the ECRF should
return if the provided location is within the polygon. The ECRF returns the URI attribute of the service boundary
matching the URN that contains the location.

If the proffered location is not specified as a point (that isthe location in the query is a shape) and the shape intersects
more than one service boundary with a given service URN, the ECRF response should be the URI of the service
boundary with the greatest area of overlap (with atie breaking policy for the case of equal area of overlap).

If more than one service boundary for the same service URN at a given location (point or civic address) existsin the
ECRF, multiple <mappi ng> elements will be returned. The querier shall have local policy to determine how to handle
the situation. In some cases, the ECRF may use the identity of the querier, or a distinguished service URN to return the
URI of the correct agency. This condition only occurs for queries to an ECRF from within an ESInet. External queries
shall only return one URI.

5.3.5  Service Boundary
L ocation represented by geodetic coordinates provides data that corresponds to a specific geographic location shape. A

service boundary is represented by a polygon set. More than one polygon may occur in the set, for example, when the
service area has holes or non-contiguous regions.
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For each service URN supported by an ECRF, one or more layers will provide polygon sets associated with URIs. Two
types of attribute are associated with these polygons:

. URN: the service URN this boundary is associated with.
. URI: aURI returned if the location is within the boundary.

The ECRF computes aresponse to aLoST query by finding the polygon with the service URN attribute matching that
the one provided in the LoST query containing the location and returning the URI attribute of that polygon set. If the
proffered location is a shape, that shape may overlap more than one service boundary. The response in that case may be
determined by an algorithm in the ECRF and should be the greatest area of overlap but is not otherwise specified in the
present document.

The ECRF plays acritical rolein the location-based routing of emergency calls. Therefore, it is crucial that the datain
the ECRF be accurate and authorized. It is expected that emergency service authorities will be responsible for

mai ntai ning the authoritative data for their jurisdiction in the ECRF. The data may be aggregated at aregional or state
level, and the ECRF system provided at that level may be the responsibility of the associated state or regional
emergency communications agency.

In addition, access or originating network operators may maintain replicas of the ECRF. Thus, the operation and
mai ntenance of individual ECRFs may be the responsibility of the provider of the network in which they physically
reside, but it is the emergency service authority that is responsible for maintaining the integrity of the source data
housed within those systems. The authority may also provide input to the definition of the policy which dictates the
granularity of the routing data returned by the ECRF (i.e. ESRP URIsvs. PSAP URIs), based on the identity of the
query originator and/or service URN.

5.3.6 Forest Guide

5.36.1 General

ECRFs may be arranged in hierarchical trees, where each hierarchical higher ECRF covers a greater area. Typically, the
hierarchical highest ECRF within a country's ESInet covers the whole country, while lower ECRFs cover hierarchical
lower jurisdictions such as states or even counties. A Forest Guide is an element interconnecting country's highest level
ECRFs, enabling interconnectivity and collaboration.

Forest Guides shall implement the same interfaces as an ECRF described in clause 5.3.2.

Forest Guides shall work initerative mode as described in IETF RFC 5222 [38].

5.3.6.2 NAPTR Resource Records

To keep the local autonomy of each country a Forest Guide is not configured with technical connection information for
each countries' top level ECRF. Instead NAPTR Resource Records (refer to IETF RFC 2915 [71]) are used to resolve
the provided redirect target to atechnical connection information. This enables countries to change their technical
infrastructure (e.g. |P addresses, domain names, etc.) without having to reconfigure Forest Guides.

54 Public Safety Answering Point (PSAP)

541 General

A PSAPisaservice, typicaly composed of more than one functional element. The functional elements that make up a
PSAP are out of scope of the present document. The PSAP deploys the SIP call interface including the multimedia
capability, and the non-human-initiated call (emergency event) capability. SIP transactions may containaCal | -1 nf o
header field with a URI referencing one or more Additional Data blocks. A PSAP should support to dereference the
Additional Data URI and should have means to render such information to the user.

PSAPs recognize calls to their administrative numbers received from the ESInet (and distinguishable from normal
emergency calls by the presence of the number inasi p ort el URI asTo header value and the absence of the SOS
Service URN in a Request). The SIP call interface may also be used to place hon-emergency calls (including voice-only
call backs) from the PSAP using normal SIP trunking mechanisms.
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Outgoing calls may be placed via the ESInet using an ESRP as an outgoing proxy server. In most circumstances the
ESRP will forward calls through a (configured) OCIF to originating service provider or a public network.
5.4.2 Mandatory Interfaces
To be compliant with the procedures in the present document, a PSAP shall support:

1) the SIP-1interface as specified in clause 6.1.1;

2) the SIP-2 interface as specified in clause 6.1.2;

3) theHTTP-1interface as specified in clause 6.2.1;

4) the HTTP-2 interface as specified in clause 6.2.2;

5) the SIP-El interface as specified in clause 6.3.1;

6) the SIP-E2 interface as specified in clause 6.3.2;

7) the LOST-1 interface as specified in clause 6.4.1;

8) theLOST-2 interface as specified in clause 6.4.2;

9) the LOST-3 interface as specified in clause 6.4.3;

10) the LOST-4 interface as specified in clause 6.4.4:

11) theHELD-1 interface as specified in clause 6.5.1;

12) the HELD-2 interface as specified in clause 6.5.2;

13) the RTP-1linterface as specified in clause 6.6.1;

14) the RTP-2interface as specified in clause 6.6.2;

15) thelIM-1 interface as specified in clause 6.7

16) the CAP-1interface as specified in clause 6.8.

Figure 11 shows mandatory interfaces and Neighbouring Entities (NE).

HTTP-1
SIP-1,2
SIP-E1,E2 - < SIP-1,2 >
ESRP !< ---------------------- PSAP |  |BRIDGE[®€====""=7r==s=z======3 PSAP
BRIDGE RTP-1.2
IM-1
CAP-1
LOST-1,2,3,4 SIP-1,2 / HTTP-2
ECRF _|®=-===ccccocccccocccce >»| PSAP BCF [®=-=cccccceccccccccccs | PSAP
RTP-1
RTP-2
SIP-1,2
HELD-1,2 '
LIS [==mmmmmsmmosmseseees > PSAP OCIF [®€=---===========-=----> PSAP

Figure 11: PSAP mandatory interfaces

5.4.3  Optional Interfaces
In addition to all mandatory interfaces, a PSAP may support:
1) the SIP-3interface as specified in clause 6.1.3;

2) the SIP-4 interface as specified in clause 6.1.4;
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3) the SIP-E3interface as specified in clause 6.3.3;
4) the SIP-E4 interface as specified in clause 6.3.4;
5) the SIP-E5 interface as specified in clause 6.3.5;
6) theHELD-3interface as specified in clause 6.5.3.

Figure 12 shows the optional interface and Neighbouring Entity (NE).

Figure 12: PSAP optional interfaces

5.5 Location Information Server (LIS)

551 General

Location is fundamental to the operation of the emergency services, and the generic functional entity that provides
location is a Location Information Server (LIS). For the purposes of the present document, the only capabilitiesa LIS
providesthat are relevant are:

a) adereference function defined for location by reference;

b) afunction defined for location requests including different identities;
¢) afunction to permit requests from third parties;

d) aninterface function with AML.

A Location Information Server supplies location in the form of a PIDF-LO (location by value) or alocation URI
(location by reference). The LIS aso provides a"dereference” service for alocation URI it supplies: given the URI, the
LIS providesthe location value asa PIDF-LO. A LIS may be a database, or a protocol interworking function to an
access network specific protocol, or both. Asa Location Server (LS), the LIS shall explicitly authorize requests from
third parties (refer to IETF RFC 6155 [46], section 4.2) according to the policies that are provided by national
regulation.

The LIS supplies location (by value or reference) to the endpoint, or proxy operating on behalf of the endpoint. The
ESInet is not directly involved in that transaction: the resulting PIDF-LO or location URI appearsin the initial SIP
message in a Geolocation header.

If the LIS supplies location by reference, it also provides a dereferencing service for that location URI. Elementsin the
ESlInet, including the ESRP and PSAP may dereference alocation URI as part of processing acall.

NOTE: InthelETF, location information is asubset of Presence information. The present document uses only the
PIDF and according to mechanisms that are described in the Presence service. Other parts of Presence
information are not used in emergency calls.

The LIS may support SIP Presence to provide location-by-reference as defined by IETF RFC 5808 [43]. Using SIP
Presence, the entity desiring location subscribes to the SIP Presence Event Package (IETF RFC 3856 [17]) at the
location URI provided. The LIS sends NOTIFY transactions (IETF RFC 6665 [50]) containing a PIDF document that
will include the location in the Location Object (LO) part, forming the PIDF-LO.

Animmediate NOTIFY will be generated by the LIS upon acceptance of a subscription request. This would represent
the current location of the target. The SUBSCRIBE includes an Expires header (IETF RFC 3261 [5]) which represents
the subscribers requested expiration, and the 2XX response contains one that represents the server's actual expiration
(which may be shorter, but not longer, than the subscriber's requested time).
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An Expires header value of zero indicates arequest for exactly one NOTIFY (that isthe current location) with no
further updates. Subscriptions expire when the call terminatesif the LIS is call-aware.

The querier can limit how often further NOTIFY s are sent (before expiration of the subscription) using afilter
(IETF RFC 4661 [29]). Rate limits (IETF RFC 6446 [48]) and Location filters (IETF RFC 6447 [49]) are useful for this
application and shall be supported by the LISiif it supplies a SIP location URI.

If AML isenabled in the access network, a LIS may implement the capability to act as AML location hub or endpoint
and implement SM S, data SM S and HT TP push mechanisms as defined in ETSI TS 103 625 [3]. Further the LIS shall
support a conversion of AML format to PIDF-LO.

When location is provided by reference there is a need for the reference to be valid at least for the length of the call.
Whether the reference should remain valid for some time beyond the duration of the call is atopic for future study as
are the privacy considerations of such access.

5.5.2 Mandatory Interfaces

To be compliant with the procedures in the present document, a LIS shall support:
1) theHELD-1 interface as specified in clause 6.5.1;
2) theHELD-2 interface as specified in clause 6.5.2.

Figure 13 shows mandatory interfaces and Neighbouring entities.

HELD-1,2
LIS | =======ommomoomoncons > ESRP !
3 HELD-1,2
LIS |[€======m-ececccoeeees > . PSAP

Figure 13: LIS mandatory interfaces

5.5.3  Optional Interfaces

In addition to all mandatory interfaces, aLIS may support:
1) the AML-1 interface as specified in ETSI TS 103 625 [3];
2) the AML-2interface as specified in ETSI TS 103 625 [3];
3) theHELD-3interface as specified in clause 6.5.3.

Figure 14 shows optional interfaces and Neighbouring entities.

SMSC |-=========smosssmoseooes > LS LIS _[e==ommmemossssssseoees > PSAP

UE D<— --------------------- »| LIS

Figure 14: LIS optional interfaces

5.5.4 Location Representation

Location isrepresented by content in a PIDF-LO document as described in IETF RFC 4119 [22], and updated by IETF
RFC 5139 [58] and IETF RFC 5491 [59]. All geodetic data shall WGS84 as the datum. The representation of the
location object within the PIDF document shall utilize the <t upl e> element as defined in IETF RFC 4119 [22].
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A <geopr i v> element shall describe a discrete location. Where a discrete location can be uniquely described in more
than one way, each location description should reside in a separate <t upl e> element with only one <geopri v>
element per <t upl e>.

Providing more than one location element in asingle<l ocat i on- i nf 0> element should only be used for
representing compound |ocation referring to the same place. For example, a geodetic location describing a point, and a
civic location indicating the floor in a building.

Elements evaluating a PIDF-L O shall respect the order of <geopr i v> elementsin the presence document received,
taking into account the guidancein IETF RFC 5491 [59].

NOTE: How to handlealist of elementsis out of scope of the present document and may be subject to regulation.

5.6 Call Transfer Bridge (BRIDGE)

56.1 General

Bridging is used to transfer calls and conduct conferences. Bridges have a SIP signalling interface to create and
maintain conferences and media mixing capability for voice, video, and text. A bridge is necessary to transfer a call
because IP-based devices normally cannot mix media and transferring always adds the new party (for example, a call
taker at atransfer-to PSAP) to the call before the transferor (for example, the original call taker at the PSAP which
initially answered the call) drops off the call.

How bridging is employed is characterized by using a bridge only when it is needed during transferring or conferencing
more than two parties. The rough transfer sequence for ad hoc, based on the procedures defined in IETF RFC 4579 [26],
is:

1) PSAP creates a conference on the bridge.

2) PSAP REFERsthe BCF to the bridge.

3) PSAP tearsdown the original PSAP-Caller leg.

4) PSAP REFERstransfer target (transfer-to PSAP for example) to the conference.

5) PSAP tears down itsleg to the conference; the transfer-to PSAP and the caller remain.
6) Transfer-to PSAP REFERSsthe caller toitself.

7)  Transfer-to PSAP terminates the conference.

5.6.2 Mandatory Interfaces
To be compliant with the procedures in the present document, a BRIDGE shall support:
1) the SIP-1interface as specified in clause 6.1.1;
2) the SIP-2 interface as specified in clause 6.1.2;
3) theRTP-1linterface as specified in clause 6.6.1;
4) the RTP-2interface as specified in clause 6.6.2.

Figure 15 shows mandatory interfaces and Neighbouring entities.

Figure 15: BRIDGE mandatory interfaces
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5.6.3 Optional Interfaces

In addition to all mandatory interfaces, a BRIDGE may support:
1) the SIP-E3interface as specified in clause 6.3.3;
2) the SIP-E4 interface as specified in clause 6.3.4;
3) the SIP-E5interface as specified in clause 6.3.5.

Figure 16 shows the optional interface and Neighbouring Entity (NE).

SIP-E3,E4,ES
BRIDGE [ =======nenodmaseionns e [

Figure 16: BRIDGE optional interfaces

5.7 Outbound Call Interface Function (OCIF)

57.1 General

The Outgoing Call Interface Function (OCIF) isresponsible for processing calls that originate from PSAPs. This can
aso include calls from one public safety authority to another, which may be located in a different ESInet. The OCIF is
located at the border of the ESInet and usually has an upstream session border controller or BCF that maintains direct
trunks with other networks. It enables outgoing traffic from the serving ESInet to other connected networks, including
directly connected originating networks, transit networks and other ESInets. The OCIF acts as a SIP proxy that forwards
callbacks to an intermediate network that routes the call directly to the caller's device.

For emergency callback communications the OCIF is also responsible for invoking caller identity authentication and
RPH/Priority header signing. Thisis done either by processing internally or by passing the SIP INVITE message
associated with the emergency communication to the Authentication Service (i.e. STI-AS).

Before starting authentication and signing, the OCIF shall determine whether a signature received in the Identity header
field containing the signed RPH and SIP Priority valuesis valid. Thisis done either by processing internally or by
passing the SIP INVITE message associated with the emergency communication to the Verification Service (i.e.
STI-VS). If the verification processis successful, the OCIF shall delete the Identity header field containing the RPH and
Priority values from the INVITE.

The OCIF will include the results of the authentication process (i.e. in the form of Identity headers) inthe SIP INVITE
message it passes to the interconnected OSP. When the emergency callback reaches the caller's home network, the
Verification Service (i.e. the STI-VS) will beinvoked.

The SIP Priority header with value psap- cal | back shall be included in the callback, as specified in clause 6.1.2.5.
NOTE: PSAPs can operate their internal OCIF and OCIFs can be operated in series by removing existing | dentity
header and signing new passports.
5.7.2 Mandatory Interfaces
To be compliant with the procedures in the present document, an OCIF shall support:
1) the SIP-1interface as specified in clause 6.1.1;

2) the SIP-2 interface as specified in clause 6.1.2.

SIP-1,2 SIP-1,2
OCIF B( ---------------------- »| BCF OCIF k ---------------------- > PSAP

Figure 17: OCIF mandatory interfaces
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5.7.3  Optional Interfaces
In addition to all mandatory interfaces, an OCIF may support:

1) theHTTP-3interface as specified in clause 6.2.3.

! HTTP-3
OCIF | ®e===occcccccecccccccas »| STI-xS

Figure 18: OCIF optional interface

NOTE: HTTP-3isthe signing and verification interface connecting to STI-VS and STI-AS, which can be
used by the OCIF instead of the SIP interface. Specifications of STI-VSand STI-AS, asindividual
functional elements or as part of the OCIF, are out of scope of the present document.

6 Interfaces

6.1 Signalling

6.1.1 SIP Transport (SIP-1)

SIP signalling within the ESInet shall be TCP with TLS as defined in IETF RFC 8446 [56]. TLS version shall be 1.3 or
higher and based on the cipher suites specified in clause C.5. If TLS 1.3 is not supported, fallback to TLS 1.2 is
alowed. TLS implementations shall support mutual authentication, which implies both ends have an X.509 certificate
available to the other party. How a certificate is created and issued by a Certificate Authority (CA) is out of scope of the
present document.

Media streams for voice, video and text shall be carried on RTP over UDP or may be carried on RTSP over UDP.

6.1.2 SIP Session (SIP-2)

6.1.2.1 General

Thecall interfaceis SIP (asdefined in IETF RFC 3261 [5]). All cals presented to the ESInet shall be SIP signalled.
Cdlls are potentially multimedia, and can include one or more forms of media (audio, video and/or text). SIP is aso the
protocol used to call an emergency caller back, and for calls between agents within the ESl net.

NOTE: All ESInet elements support al forms of media described in the present document. Any given origination
network or device may not support all mediatypes, and support of specific media types by origination
networks and devices may be subject to regulation.

Elements which process calls shall implement all the standards listed in section 3 (Core Standards) of IETF

RFC 5411 [40]. Implementations are cautioned to be "strict in what you send, and liberal in what you accept" with
respect to such standards. It is generally unacceptable to drop an emergency call because it does not meet standard
detailsif it is reasonably possible to process the call.

The present document does not describe a change to any normative text in any |IETF standards-track document. If there
isany conflict between the present document and the |ETF document concerning how the SIP protocol works, the IETF
document is authoritative. Many elements of SIP have options, and the present document may restrict an
implementation's use of such options within an ES|Inet.

There are three primary entitiesin a SIP protocol exchange:

1) TheUser Agent Client (UAC), which istheinitiator of a"transaction" within SIP. In case of an emergency
call, the calling party's end device isthe UAC.

2) TheUser Agent Server (UAS), which isthe target of atransaction within SIP. In case of an emergency call,
the call taker'send deviceisthe UAS.
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3) A Proxy Server, which isan intermediary that assistsin the routing of acall. Proxy serversarein the signalling
path of acall, but not in the media path. A call may traverse several proxies. In atypical emergency call, the
calling party's carrier may have two or more proxies. The ESInet has at |east one proxy (an Emergency
Services Routing Proxy) and typically has more than one.

6.1.2.2 SIP Methods
INVITE:

The INVITE method is used to initiate a call. The standard INVITE/OK/ACK sequenceis to be followed, with
allowance for intermediate (1 XX) responses. It is generally unacceptable to refuse an INVITE request unless a SIP
entity is under active attack and cannot respond.

Location is either included by value in the body of a SIP message, with a pointer to it (i.e. acid URL) inthe
Geolocation header (IETF RFC 6442 [47]) of the SIP message, or as location by reference, where alocation URI is
populated in the Geolocation header.

When location is passed by value, processing elements along the path shall not change the location record. If location
information changes, a new PIDF-LO with a different <Pr ovi ded- by > element shall be created and passed in
addition to the original location.

An emergency call has a Route header obtained from the ECRF based on the location of the call, and a Request URI
containing a Service URN. Nominally, the SOS Service URN isur n: ser vi ce: sos but may be
urn:service: sos.police,urn:service:sos.fire,urn: service: sos. anbul ance, or other sub-
services as specified in IETF RFC 5031 [33] according to national regulation. As emergency calls maintain a service
urn in the Request-URI, changes in the destination are accomplished via the Route header.

Each INVITE shall contain a callback address (SIP URI) either in the From header field (protected by the Identity
header field) or in a P-Asserted-Identity (P-A-1) header field for a subsequent callback. The SIP URI specified as the
callback address shall uniquely identify the calling user and the domain of the originating service provider.

A PSAP should returna180 Ri ngi ng provisiona response when an emergency call is queued for answer.
183 Sessi on Progress may be used in some specific circumstances. Other 1 XX response codes different to
100 Tryi ng should not be used by the PSAP due to uneven implementations of these responses.

The 180 Ri ngi ng response should be repeated at approximately 3 second intervalsif the call is not answered. When
placing a call back, elements shall accept any 1 XX intermediate response and provide an appropriate indication to the
caller. UACs within the ESInet shall generate an appropriate audible and in most cases a visual ring indication.

The PSAP should only returna183 Sessi on Progr ess intermediate response when an emergency call is queued
for answer. 183 Session Progress should be repeated at approximately 3 seconds interval if the call is not answered.
When placing a callback, elements shall accept any 1 XX intermediate response and provide an appropriate indication to
the caller. UACs within the ESInet shall generate an appropriate audible and in most cases avisua ring indication.

The normal response to an answered call is200 OK.

Emergency calls are usually not redirected, and thus 3 XX responses are normally not used; however, 3XX may be used
for calls within the ESInet, therefore elements that initiate calls within the network should appropriately respond as
defined in IETF RFC 3261 [5].

NOTE 1: 112 issynonym for any dial string used to contact emergency services. Specifications in the present
document neither require a single number nor any specific number to be used to contact a specific service.

Errorstypically encountered in a SIP call should be handled as follows.

Table 1
Response Codes to SIP INVITE Description
180 An emergency call is queued for answer. It is recommended that no other 1XX
(Ringing) response be used due to uneven implementations of these responses. 180
Ringing should be repeated at approximately 3 second intervals if the call is not
answered.
200 Normal response to an answered call.
(OK)
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Response Codes to SIP INVITE

Description

3XX

Emergency calls are usually not redirected, and thus 3XX responses are normally
not used. 3XX may be used for calls within the ESInet. SIP elements that initiate
calls within the ESInet should appropriately respond as defined in IETF

RFC 3261 [5].

(Request Entity Too Large)

400 A 112 call is so malformed that the BCF cannot parse the message.

(Bad Request)

401 Should not occur for a 112 call, but proxy authorization is required for all calls
originated by entities within an ESInet.

402 Should not occur for a 112 call or an internal call.

403 Normally, 403 (Forbidden) should not occur, but if the BCF passes a malformed

(Forbidden) INVITE which downstream devices cannot handle, they may have no choice but to
return 403.

404 404 (Not Found) would normally not occur for a 112 call but may be used within

(Not Found) the ESlnet.

406 The 406 (Not Acceptable) should not occur for a 112 call because the INVITE

(Not Acceptable) should not have an Accept header that is unacceptable to the PSAP. If it does, 406
is the correct response.

408 May be issued in an unplanned circumstance. Normally, this should not happen to

(Request Timeout) a 112 call.

413 The BCF should accept any Request URI, but downstream elements may return

413 (Request Entity Too Large).

414
(Request-URI Too Long)

The BCF should accept any Request URI, but downstream elements may return
414 (Request-URI Too Long).

416
(Unsupported URI Scheme)

The BCF should accept any Request URI, but downstream elements may return
416 (Unsupported URI Scheme).

486
(Busy Here)

PSAPs may limit the number of test calls, and if that limit is exceeded, the
response shall be 486 Busy Here.

600
(Busy Everywhere)

If the BCF detects an active attack, it should respond with 600 (Busy Everywhere),
rather than another 4XX response.

Once acall is established, it may be necessary to modify some of the parameters of the call. For example, it may be
necessary to change the media session parameters. In this case, an INVITE transaction on an existing session is used.
Thisistermed a"re-INVITE" in SIP.

Re-INVITEs may be used on any call within the ESInet and may be initiated from either end of the call. Note that when
therelNVITE isinitiated by the called party, it becomes the UAC and the calling party becomes the UAS.

REFER:

The REFER method is used either:

. to transfer acal;

e  to conference additional partiesto acall.

REFER isdefined in IETF RFC 3515 [12]. The REFER method indicates that the recipient (identified by the
Reguest-URI) should contact a third party using the contact information provided in the Ref er - To header of the
request. The recipient of the REFER request sends an INVITE to the URI in the Ref er - To header.

REFER creates an implicit subscription to a REFER event package. Aswith all SIP subscriptions the recipient of the
REFER sends an immediate notify confirming instantiation of the subscription. When the INVITE is answered or fails,
another NOTIFY issent with success or failure of the REFER operation.

REFER is sometimes used with the Replaces header, which is dubbed "REFER/Replaces’. Thisis used to replace a call
leg with another call leg, an example being replacing atwo-way call between the caller and call taker with aleg
between the caller and the bridge, with another transaction used to create the leg between the call taker and the bridge.

BYE:

The BY E method is used to terminate acall. BY E may be initiated from either end. PSAPs shall accept aBY E request

and honour it.
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NOTE 2: Thereisarequirement to allow PSAPs to optionally control disconnect. There are no standards that
describe how thisis accomplished in SIP signalling, but discussion on the subject isongoing in the IETF
ECRIT work group and appropriate work in other SDOs will be required. A future edition of the present
document is expected to describe how PSAP control of disconnect isimplemented.

CANCEL:

An attempt to create a call with INVITE may be cancelled before it is completed by using the CANCEL method.
CANCEL is used before the session is created (call establishment), BYE is used after the session was created. Of
course, race conditions exist between the signalling of the session and the attempt to cancel it. These conditions are
listed in IETF RFC 3261 [5]. CANCEL isthe signalling used to abandon a call, and ESInet elements shall treat a
cancelled call as such.

UPDATE:

UPDATE isdefined in IETF RFC 3311 [8] and alows a client to update parameters of a session but has no impact on
the state of adialog. In general, it issimilar to arelNVITE, but unlike reINVITE, it can be sent before the initial
INVITE transaction has been completed. Within an ESInet (including emergency calls) UPDATE may be used to
change parameters of the conversation before theinitial INVITE has been completed, or to refresh location information
after the completion of theinitia INVITE transaction.

OPTIONS:

OPTIONS may be used by an external caller, or inside the ESInet to determine the capabilities of the destination UA.
All endpoints within the ESInet shall respond to an OPTIONS request, as defined in IETF RFC 3261 [5]. It would be
unusual, but not improper, for an external caler to query the PSAP with OPTIONS before placing an emergency call.

An OPTIONS transaction is the preferred mechanism for maintaining a keep-alive between two SIP elements. Periodic
OPTIONS transactions shall be used between ESRPs which normally pass calls between themselves, between the ESRP
and the PSAPs, and between the PSAP and the bridge it normally uses. The period between OPTIONSs used for
keep-alive should be provisioned, and default to 1-minute (to be less than the TL'S timeout period) intervals during
periods of inactivity. Since OPTIONSs requires an exchange of messages, only one member of a pair of "adjacent" SIP
elements need initiate OPTIONS towards the other.

ACK:

The ACK request is used to acknowledge completion of arequest. Strictly speaking, there are two cases of ACK, one
used for a2 XX series response (which is part of athree-way handshake, typically INVITE/200 (OK)/ACK) and a
non-2XX response, which is a separate transaction.

MESSAGE:

The MESSAGE method, an extension to SIP, alows the transfer of Instant Messages and is also used to carry a
Common Alerting Protocol (CAP) message. Since the MESSAGE reguest is an extension to SIP, it inherits al the
request routing and security features of that protocol. MESSAGE requests carry the content in the form of MIME body
parts. MESSAGE requests do not themselves initiate a SIP dialog or session.

MESSAGE requests may be sent in the context of a dialog or session initiated by some other SIP request (such as
INVITE), for example in a multi-media call or text messaging session. For more information on MESSAGE refer to
IETF RFC 3428 [11]. Non-human-associated calls are sent using MESSAGE requests outside of a session. Text
messages or instant messages may be sent using MESSAGE within a session (in which case an interactive associated
stream of such messagesis established) or outside a session (in which case a set of disconnected stand-al one messages
are sent). MESSAGE is part of the SIP/SIMPLE presence and messaging system.

INFO:

The INFO method as defined in IETF RFC 6086 [45], is used for communicating mid-session signalling information
along the signalling path for a call. Video communication implementations are depending on use of INFO for
requesting a full video frame when packets have been lost as specified in IETF RFC 5168 [35], therefore such use of
INFO shall be supported. Orderly transition to the use of RTCP for media control can be achieved if the procedures of
IETF RFC 5104 [34] are supported.
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Subscribe/Notify, as defined in IETF RFC 6665 [50] is a mechanism to implement asynchronous events notification
between two elements, for example, to request current state and updates to state from a remote element. SUBSCRIBE

requests should contain an Expi r es header.

ThisExpi r es vaue indicates the duration of the subscription. To keep subscriptions effective beyond the duration
communicated in the Expi r es header, subscribers need to refresh subscriptions on a periodic basis using a new
SUBSCRIBE message on the same dialog.

NOTIFY messages are sent to inform subscribers of changes in state to which the subscriber has a subscription.
Subscriptions are typically put in place using the SUBSCRIBE method. A NOTIFY message does not terminate its
corresponding subscription. A single SUBSCRIBE request may trigger several NOTIFY requests.

PUBLISH:

PUBLISH is a SIP method for publishing event state. The PUBLISH method allows the user to create, modify and
remove state in another entity which manages this state on behalf of the user. The request URI of a PUBLISH request is
populated with the address of the resource for which the user wishes to publish event state. The body of a PUBLISH
request carriesthe PUBLISH event state. For more information refer to IETF RFC 3911 [19].

6.1.2.3

Required SIP Headers

Table 2 shows the SIP header fields required in the INVITE and MESSAGE methods, recalling that the Request-URI
will containur n: servi ce: sos or asub-service of it asdefined in IETF RFC 6881 [53], section 5.

section 20.34

Table 2
Header Defined In See section (or IETF Notes
Field/Request RFC 6881 [53])

Request-URI IETF RFC 3261 [5] ED62 1. "urn:service:sos" or a subservice of it
section 8.1.1.1

To IETF RFC 3261 [5] EDG62 2. Usually sip:112 or "urn:service:sos"
sections 8.1.1.2 & 20.39

From IETF RFC 3261 [5] ED62 3. Content cannot be trusted unless protected by
sections 8.1.1.3 & 20.20 an Identity header

Via IETF RFC 3261 [5] Occurs multiple times, once for each SIP
sections 8.1.1.7 & 20.42 element in the path

CSeq IETF RFC 3261 [5] Defines the order of transactions in a session
sections 8.1.1.5 & 20.16

Call-ID IETF RFC 3261 [5] This is the SIP call id
sections 8.1.1.4 & 20.8

Call-Info IETF RFC 3261 [5] May contain Additional Data, Call and Incident
sections 8.1.1.10 & 20.9 Tracking IDs

Contact IETF RFC 3261 [5] ED62 5. Usually a "globally routable user agent URI"
sections 8.1.1.8 & 20.10 (gruu) as defined in IETF RFC 5627 [42]

Content-Length IETF RFC 3261 [5]
section 20.14

Content-Type IETF RFC 3261 [5] Used, for example, in IETF RFC 4119 [22]
sections 8.2.3 & 20.15 and IETF RFC 8866 [66]

Geolocation IETF RFC 6442 [47] ED62 8.

Geolocation- IETF RFC 6442 [47] ED62 8. Specifies if the Geolocation header field can

Routing be used for routing

History-Info IETF RFC 7044 [23] Indicates the call has been retargeted

Identity IETF RFC 8224 [69] Specifies the Identity header field as defined

in IETF RFC 8224 [69]

P-Access- IETF RFC 3325 [9] May contain cell site info in carrier specific

Network-Info formats

P-Asserted- IETF RFC 3325 [9] Carries the identity of a user verified by

Identity authentication and is used as primary call-

back URI
Route IETF RFC 3261 [5] EDG62 4. Usually the ESRP/PSAP URI on an

incoming emergency call
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Accepted SIP Headers

Table 3 shows the SIP header fields accepted in SIP methods.

Table 3
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Header Field

Defined In

Notes

Max-Forwards

IETF RFC 3261 [5], section 20.22

Specifies the maximum number of SIP elements
that may be traversed before assuming a routing

loop has occurred

Accept-Contact

IETF RFC 3841 [16]

Accept

IETF RFC 3261 [5], section 20.1

Content-Encoding

IETF RFC 3261 [5], section 20.12

Accept-Encoding

IETF RFC 3261 [5], section 20.2

Content-Language

IETF RFC 3261 [5], section 20.13

Accept-Language

IETF RFC 3261 [5], section 20.3

Content-Disposition

IETF RFC 3261 [5], section 20.11

Record-Route

IETF RFC 3261 [5], section 20.30

Allow IETF RFC 3261 [5], section 20.5

Unsupported IETF RFC 3261 [5], section 20.40
Require IETF RFC 3261 [5], section 20.32
Proxy-Require IETF RFC 3261 [5], section 20.29
Expires IETF RFC 3261 [5], section 20.19
Min-Expires IETF RFC 3261 [5], section 20.23
Subject IETF RFC 3261 [5], section 20.36
Priority IETF RFC 3261 [5], section 20.26
Date IETF RFC 3261 [5], section 20.17
Timestamp IETF RFC 3261 [5], section 20.38
Organization IETF RFC 3261 [5], section 20.25
User-Agent IETF RFC 3261 [5], section 20.41
Server IETF RFC 3261 [5], section 20.35
Authorization IETF RFC 3261 [5], section 20.7

Authentication-Info

IETF RFC 3261 [5], section 20.6

Proxy-Authenticate

IETF RFC 3261 [5], section 20.27

Proxy-Authorization

IETF RFC 3261 [5], section 20.28

WWW-Authenticate

IETF RFC 3261 [5], section 20.44

Warning IETF RFC 3261 [5], section 20.43
Error-Info IETF RFC 3261 [5], section 20.18
Alert-Info IETF RFC 3261 [5], section 20.4
In-Reply-To IETF RFC 3261 [5], section 20.21
MIME-Version IETF RFC 3261 [5], section 20.24
Priority IETF RFC 3261 [5], section 20.26
Reply-To IETF RFC 3261 [5], section 20.31
Retry-After IETF RFC 3261 [5], section 20.33
RAck IETF RFC 3262 [6], section 7.2
RSeq IETF RFC 3262 [6], section 7.1
Event IETF RFC 6665 [50], section 7.2.1
Allow Events IETF RFC 6665 [50], section 7.2.2
Subscription-State IETF RFC 6665 [50], section 7.2.3
Replaces IETF RFC 3891 [18]

Resource-Priority

IETF RFC 4412 [24], section 3.1

6.1.2.5

Resource Priority and Priority

TheResour ce- Priority header (asdefined in IETF RFC 4412 [24]) is used on SIP callsto indicate priority that
proxy servers give to specific calls. All SIP user agents that place calls within the ESInet shall be able to set

Resour ce-Priority.All SIPproxy serversin the ESInet shall implement Resour ce- Pri ori ty and process
calsin priority order when a queue of callsiswaiting for service at the proxy server and, where needed, pre-empt lower
priority calls.
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BCFsshall police Resour ce- Pri ori ty forincoming SIP calls. Callsthat appear to be emergency calls shall be
marked with a provisioned Resour ce- Pri ori t y, which defaultsto esnet . 1. PSAP callbacks during handling of
anincident useesnet . 0. Callbacks outside of an incident are not marked. ESInets normally use the esnet
namespace (as defined in IETF RFC 7135 [55]). The use of the namespace in an ESInet is defined as:

esnet.0 calls which relate to an incident in progress, but whose purpose is not critical
esnet.1 emergency calls traversing the ESInet

esnet.2 calls related to an incident in progress which are deemed critical

esnet.3- esnet.7 not defined

ThePri ori ty header (asdefined in IETF RFC 3261 [5]) is used on PSAP callbacks during handling of an incident.
The callback initiated by the PSAP shall follow the procedures specified in IETF RFC 7090 [67] for marking the
callback call by including a SIP Priority header field value psap- cal | back inthe INVITE message.

6.1.2.6 History-Info and Reason

When acall is retargeted by any routing element, the receiving entity shall have the ability to know why it got the call.
For this reason, SIP elements in the ESInet shall support the Hi st or y- | nf o header (as defined in IETF

RFC 7044 [23]) and the associated Reason header (IETF RFC 3326 [10]). Elements which retarget acall, shall add a
Hi st ory- | nf o header indicating the original intended recipient, and the reason why the call was retargeted. ESInet
elements shall be prepared to handlea Hi st or y- | nf o (and its associated Reason header) added by any SIP element.

6.1.2.7 Call-Info

SIPINVITE or MESSAGE transactions may contain aCal | - | nf o header field with a URI referencing one or more
Additional Data blocks. The transaction to dereference the Additional Data shall be protected with TLS. The
dereferencing entity, which may be a PSAP, uses its credentials to dereference the Additional Data URI and should
have means to render information to the user.

Specification of Cal | - | nf o header values other than those listed in the present document are out of scope of the
present document. The following example illustrates the use of Cal | - | nf o to provide areference to an eCall MSD as
part of the SIP message body.

Cal | -1 nfo: <cid:1234567890@at | ant a. exanpl e. con®; pur pose=Ener gencyCal | Dat a. eCal | . MSD

The following exampleillustrates the use of Call-Info to provide areference to an eCall MSD URL:

Call-Info: <https://|s.sw sscom conl abc357yc5ax30>; pur pose=Ener gencyCal | Dat a. eCal | . MSD

Thefirst element in an ESInet that handles acall shall assign the Call Identifier. The form of a Call Identifier isa URN
(see IETF RFC 5031 [33]) formed by the prefix ur n: ener gency: ui d: cal | i d: , aunique string containing alpha
and/or numeric characters, the": " character, and the Element Identifier of the element that first handled the call. The
unique string portion of the Call Identifier shall be unique for each call the element handles over time. The length of the
unique string portion of the Call Identifier shall be between 10 and 30 characters. The Call Identifier is added to a SIP
message using the Cal | - | nf o header field with a purpose of errer gency- Cal | | d. The following example
illustratesthe use of Cal | - | nf o to provide aCall Identifier:

Cal |l -Info: <urn:energency: uid:callid:a56e556d871: bcf. at >; pur pose=energency-Cal |l | d

Thefirst element in an ESInet that handles a call shall assign the Incident Identifier. The form of an Incident Identifier
isaisaURN [33] formed by the prefix ur n: ermrer gency: ui d: i nci dent i d: , aunique string containing apha
and/or numeric characters, the": " character, and the element identifier of the entity that first declared the incident. The
unique string shall be unique for each Incident the element handles over time. The length of the unique string portion of
the Incident Identifier shall be between 10 and 30 characters. Incident Tracking Identifiers are globally unique and there
isan Incident associated with every emergency call. The Incident Tracking Identifier islocally generated and assigned
by the first element in the ESInet that handles an emergency call or declares an incident. The Incident Identifier is added
toaSIP messageusingaCal | - | nf o header field with a purpose of ener gency- | nci dent | d. Thefollowing
exampleillustrates the use of Cal | - | nf o to provide an Incident Identifier:

Cal |l -Info: <urn:energency: uid:incidentid:56..3f:bcf.at>; purpose=energency-Incidentld
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Thefirst BCF in an ESlnet that handles a call shall assign the Source Identifier to allow a downstream element to mark
aparticular source of acall asa"bad actor" (usually due to receipt of acall that appearsto be part of a deliberate attack
on the system) and send a message to the BCF notifying it of this marking, as explained in clause 6.2.2. The form of an
Source Identifier isa URN [33] formed by the prefix ur n: emer gency: ui d: sour cei d: , aunique string
containing apha and/or numeric characters, the": " character, and the Element Identifier of the BCF. The unique string
portion of the Source Identifier shall be unique for each source, the BCF handles over time. The length of the unique
string portion of the Source Identifier shall be between 10 and 30 characters. The Source Identifier is added to a SIP

message using the Cal | - | nf o header field with a purpose of ener gency- Sour cel d. The following example
illustratesthe use of Cal | - | nf o to provide a Source Identifier:
Cal | -1 nfo: <urn:energency: ui d: sourcei d: a7231gc42: bcf. conp; pur pose=ener gency- Sour cel d

These identifiers shall be added to the initial message of a dialog forming transaction (INVITE) or the MESSAGE
method. The identifiers should be added to all other SIP messages processed by the BCF.

ESRP and PSAP shall support mechanismsto retrieve additional data (IETF RFC 7852 [64]). These services are
invoked when a Call-Info header field includes apur pose starting with Ener gencyCal | Dat a, followed by a dot
and a block name including Pr ovi der | nf 0, Subscri ber | nf o, Servi cel nf o, or Devi cel nf o, or froma
PIDF LO with a corresponding <pr ovi ded- by> element.

The following exampleillustrates the use of Cal | - I nf o to provide Pr ovi der | nf o:

Cal | -1 nfo: <cid:Nt1l5tMi bWAaavwoY1HveTUBN@rsg. t nobi | e. con®; pur pose=Ener gencyCal | Dat a. Provi der | nfo

The following exampleillustrates the use of Cal | - | nf o to provide Subscri ber | nf o:

Cal | -Info: <https://some-service/infol/ vg5FZAf nLZf gBb3zg>; pur pose=Ener gencyCal | Dat a. Subscri ber | nfo

The following exampleillustrates the use of Cal | - | nf o to provide Ser vi cel nf o:

Cal |l -1 nfo: <cid: caC7VveSYnl xJk6kz7BoXLr k7CPi S@sg. t nobi | e. conmp; pur pose=Ener gencyCal | Dat a. Servi cel nfo

6.1.2.8 SIP Message Bodies

All SIP elementsin an ESlnet shall support multipart MIME types as defined in IETF RFC 2046 [4] and shall support
multipart message handling as specified in IETF RFC 5621 [41]. For example, location and session description may be
present in a message body. All SIP elements shall allow additional body content (for example, images, jcards, vcards,
eCall MSD, etc.) to passto the PSAP.

The preferred assisting service address (globally routable URI or URL) shall, if specified by the user, be included in the
RELATED property and a TY PE parameter set to agent of the vCard element of the Subscr i ber Dat a as described
in clause 6.1.2.7 Call-Info of the present document and IETF RFC 6350 [75].

The following example illustrates the use of the RELATED property including a SIP URI of an interpreter service:

BEG N: VCARD

VERSI ON: 4. 0

FN: John Doe

TEL: +1234567890

EMAI L: j ohn. doe@xanpl e. com

RELATED; TYPE=agent : si p: i nt er preter @ervi ce. com
END: VCARD

6.1.2.9 SIP Element Overload

Any SIP element may encounter a condition in which it is asked to process more calls than it can handle. Elements shall
not return 503 Busy Her e unlessit is certain, by design and configuration that the upstream element can reliably
cope with the error.

The present document specifies specific methods to avoid overload of calls to specific agencies using the routing rule
and queue mechanisms, but a given SIP element may still encounter overload. To cope with such overload, SIP
elements may implement the mechanisms described in clause 6.3.4.
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6.1.2.10 Test Call

Elementsin the SIP signalling path shall implement the test function described in IETF RFC 6881 [53]. As the function
is designed to test if an emergency call was placed from the test-initiating device, the test mechanism should mimic the
entire actual call path as closely as practical. Further the test mechanism shall be automatic, with no manual
intervention required.

An INVITE message with the Service URN of ur n: servi ce: sos. t est shal beinterpreted as arequest to initiate a
test call. The PSAP should return a200 OK response in normal conditions, indicating that it will complete the test
function. The PSAP may limit the number of test calls. If that limit is exceeded, the response shall be 486 Busy Here.
PSAPs should accept requests for secondary services such asur n: servi ce: sos. fire. t est and complete atest call.
PSAP management may disable the test function (according to the PSAP policy).

If the PSAP accepts the test, it should return abody with MIME typet ext / pl ai n consisting of the following
contents:

e  Thename of the PSAP, terminated by aCR and LF.
. The service URN received, terminated by a CR and LF.
e  Thelocation reported with the call (in the geolocation header).

If the location was provided by value, the response would be a natural text version of the received location. If the
location was provided by reference, the PSAP should dereference the location, using credentials acceptable to the LIS
issued specifically for test purposes. The location returned may not be the same asthe LIS would issue for an actual
emergency call.

A PSAP accepting atest call should accept a medialoopback test asin IETF RFC 6849 [52] and should support the

rt p- pkt -1 oopback andrtp-start -1 oopback options. The PSAP CPE should specify aloopback attribute of

| oopback- sour ce, indicating the PSAP being the mirror. The PSAP should loop back no more than 3 packets of each
media type accepted (voice, video, text), after which the PSAP should send BYE.

PSAP CPE should refuse repeated requests for test from the same device (same Contact URI or source | P address/port)
in a short period of time (e.g. within 2 minutes). Any refusal issignalled with a486 Busy Her e.

6.1.2.11 Media and Language Negotiation

To support different media typesin a single communication session, elements shall support the SIP offer/answer model
asin IETF RFC 3264 [7].

At any point during the session, either participant may issue a new offer to modify characteristics of the session for
instance by adding or removing RTT to or from the emergency communication. To do so, involved elements shall
follow the offer/answer procedure as defined in IETF RFC 3264 [7], section 8.

To rgject an offered stream, the port number in the corresponding stream in the answer shall be set to zero and any
media formats listed are ignored, but at least one shall be present, as specified by IETF RFC 8866 [66], section 9.

If no mediaformat isin common for a particular offered stream, the answerer shall reject that media stream by setting
the port to zero as defined in IETF RFC 3264 [7], section 6. If there was alist of dynamic payloads in the offer,

rt pmap attributes are not required in arejection (answer) and may be omitted. An absence of these SDP attributesin a
final response shall not cause an error in the connection establishment.

SDP offers may include human interactive language attributes as defined in IETF RFC 8373 [65] containing language
sub-tags as defined in IETF RFC 4646 [74]. Media offered may contain an hl ang- send and/or an hl ang- r ecv
attribute the offerer iswilling to use when sending and receiving media. The list of languagesisin preference order
(first is most preferred). Emergency communication with the caller is optimized if the caller's preferred language can be
supported in any requested medium.

A policy routing rule (asintroduced in clause 5.2.5 of the present document) may include a condition testing for a
specific language sub-tag.

The PSAP answering the call should include its matching language and media capabilities selected for the initial
language interaction in the emergency.
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If media and language negotiation does not result in a match, or when so decided during initial call handling, an
assisting service can be decided to be invoked by bridging to support the language communication. Additional data
provided in the incoming emergency communication may contain a preferred assisting service URI included in the
RELATED property and a TY PE parameter set to agent of the vCard element of the SubscriberData according to
IETF RFC 7852 [64]. In the case a preferred assisting service address (globally routable URI or URL) isincluded and
assisting serviceisrequired, it shall be invoked by the PSAP.

6.1.3  SIP Registration (SIP-3)

6.1.3.1 General

The SIP Registration interface provides meansto register a PSAP call handling equipment with a terminating ESRP.
This interface may be used in ESlInet deployments that do not require extended policy routing capabilities as specified
inclause 5.2.5.

6.1.3.2 SIP Methods
REGISTER

REGISTER isa SIP method for adding, removing, or querying bindings. A REGISTER request can add a new binding
between an address-of-record and one or more contact addresses. When a client sends a REGISTER request, it may
suggest an expiration interval that indicates how long the client would like the registration to be valid.

An ESRP receiving a REGISTER request may subscribe for QueueState event notifications as defined in clause 6.3.1.

6.1.3.3 Required SIP Headers
Table 4 shows the SIP header fields required in the REGISTER method.
Table 4
Header Field/Request Defined in Notes
To IETF RFC 3261 [5], sections 8.1.1.2 & [The To header field contains the address of record
20.39 whose registration is to be created. Usually the name
of the call queue configured for the PSAP.
From IETF RFC 3261 [5], sections 8.1.1.3 & [The From header field contains the address-of-record
20.20 of the entity responsible for the registration, usually
the PSAP.
Contact IETF RFC 3261 [5], sections 8.1.1.8 & [The Contact header field contains address bindings,
20.10 usually a "globally routable user agent URI" (gruu) as
defined in IETF RFC 5627 [42].

6.1.4  SIP Location Refresh (SIP-4)

6.1.4.1 General

Originating networks or handsets typically provide an early available location estimate in a SIP INVITE that is used to
route emergency callsto the appropriate PSAP serving the caller. Since location information may change after the
completion of theinitial INVITE transaction, or the accuracy of the location may improve in the meantime, alocation
refresh isaway to send new location information to the connected PSAP. INnETSI TS 124 229[i.5], SIPINVITE and
SIP UPDATE are aready defined as possible methods for location conveyance in different use cases, with the mobile
device (UE) asthe origin. The present document defines an unsolicited location refresh (providing new or more
accurate location estimates) after the completion of the initial INVITE transaction.

6.1.4.2 SIP Method
UPDATE

The UPDATE request is constructed as would any other request within an existing dialog, as described in IETF
RFC 3311 [8].
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The INVITE request is constructed as would any other request within an existing dialog, known asare-INVITE, and as
described in IETF RFC 6141 [62].

6.1.4.3

Required SIP Headers

Table 5 shows the SIP header fields required in the UPDATE or INVITE method of alocation refresh.

Table 5
Header Defined In See section (or Notes
Field/Request IETF RFC 6881 [53])

To IETF RFC 3261 [5] ED62 2. Usually sip:112 or "urn:service:sos"
sections 8.1.1.2 & 20.39

From IETF RFC 3261 [5] ED62 3. Content cannot be trusted unless protected by an
sections 8.1.1.3 & 20.20 Identity header

Via IETF RFC 3261 [5] Occurs multiple times, once for each SIP element
sections 8.1.1.7 & 20.42 in the path

CSeq IETF RFC 3261 [5] Defines the order of transactions in a session
sections 8.1.1.5 & 20.16

Call-ID IETF RFC 3261 [5] This is the SIP call id
sections 8.1.1.4 & 20.8

Call-Info IETF RFC 3261 [5] May contain Additional Data, Call and Incident
sections 8.1.1.10 & 20.9 Tracking IDs

Contact IETF RFC 3261 [5] EDG62 5. Usually a "globally routable user agent URI" (gruu)
sections 8.1.1.8 & 20.10 as defined in IETF RFC 5627 [42]

Content-Length IETF RFC 3261 [5]
section 20.14

Content-Type IETF RFC 3261 [5] Used, for example, in IETF RFC 4119 [22] and
sections 8.2.3 & 20.15 IETF RFC 8866 [66]

Geolocation IETF RFC 6442 [47] ED62 8.

Geolocation- IETF RFC 6442 [47] EDG62 8. Since this header content is not needed for a

Routing refresh, it may simply be a copy of the initial

request to meet requirements of IETF
RFC 6442 [47]
6.1.4.4 Location Refresh

Messages that contain new location estimates shall be sent in an existing dialog with the appropriate PSAP (i.e. after the
completion of theinitial INVITE transaction) and shall pass location information via SIP UPDATE or re-INVITE either
by value (PIDF-LO) or by reference (Location URI) as described in clause 6.1.2.2.

Location in an UPDATE or re-INVITE request passed by value in a PIDF-LO document shall be represented as defined
in [ETF RFC 4119 [22]. All geodetic data shall use WGS84 as the datum. The representation of the location object
within the PIDF document shall utilize the 'tuple’ element as defined in IETF RFC 4119 [22].

6.2 Web Services
6.2.1 Dequeue Registration (HTTP-1)
6.2.1.1 General

The Dequeue Registration is an HTTP interface provided by an ESRP. An registering entity becomes one of the
dequeuing entities (e.g. a PSAP), and the ESRP will begin to send conversations to it. If there are more than one
dequeuer for a specific queue, they shall register using this HTTP interface, otherwise thisinterface can be omitted.

Once a downstream element performs a Degqueue Registration the ESRP shall subscribe to the Queue State of the
downstream element as described in clause 6.3.
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Theregistration includes avalue for <DequeuePr ef er ence> that isan integer from 1 - 5 (1 indicating lowest, 5
indicating highest preference). When dequeuing calls, the ESRP shall send conversations to the entity with the highest
preference. If more than one entity has the same <DequeuePr ef er ence>, the ESRP should fairly distribute calls to
the set of entities with the same <DequeuePr ef er ence> measured over tens of minutes.

The HTTP interface shall support aHTTP PUT method with application/json content type and json body according to
the parametersin clause 6.2.1.2.

NOTE: Using the Degueue Registration interface downstream elements (e.g. PSAPs) can register for their
primarily responsible queue with a high dequeue preference and for other queues with alower dequeue
preference to serve as an aternative or fallback target.

6.2.1.2 Parameter
Table 6: DequeueRegistrationRequest
Parameter Condition Description

gueueUri MANDATORY SIP URI of queue to register on

dequeuerUri MANDATORY SIP URI of dequeuer (where to send
calls)

expirationTime MANDATORY Requested time in seconds this
registration will expire

dequeuePreference OPTIONAL Integer from 1 - 5 indicating queuing
preference. 5 indicating highest
preference. Default: 1

Table 7: DequeueRegistrationResponse
Parameter Condition Description
expirationTime MANDATORY Time in seconds this registration will expire

o Error Codes:
- 200 OK.
- 400 Bad Request.
- 454  Unspecified Error.
- 456 Bad Queue.
- 457 Bad dequeuePreference.
- 458 Policy Violation.

The<expi rati onTi me> intheresponseisthe actual expiration, which may be equal to or greater than that in the
request depending on the local policy of the ESRP. A request <expi r at i onTi me> of zero is arequest to deregister.
The entity managing the queue has a policy of identifying which elements are permitted to register to be a dequeuer.
The policy may include specific entities, or classes of entities, appropriate for the queue.

6.2.1.3 Transport Layer Security

HTTP-1 message exchange within the ESInet shall be TCP with TLS as defined in IETF RFC 8446 [56]. TLS version
shall be 1.3 or higher and based on the cipher suites specified in clause C.5. If TLS 1.3 is hot supported, fallback to
TLS1.2 isalowed. TLSimplementations shall support mutual authentication, which implies both ends have an X.509
certificate available to the other party. How a certificate is created and issued by a Certificate Authority (CA) is out of
scope of the present document.
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6.2.2 Bad Actor (HTTP-2)

6.2.2.1 General

When the downstream element identifies a source as a bad actor, it signals the BCF as to which source is misbehaving
by sending it arequest that contains a source identifier from the source parameter sour cei d that wasincluded in the
incoming SIP message in the request body. The BCF responds by returning a status code.

Upon receiving the request, the BCF should filter out subsequent calls from that source until the attack subsides. The
bad actor request/response is a webservice (refer to clause A.8) operated on the domain mentioned in the parameter.

The HTTP interface shall support aHTTP PUT method with application/json content type and json body according to
the parametersin clause 6.2.1.2.

6.2.2.2 Parameter
Table 8: BadActorRequest
Parameter Condition Description
BadActorSourceld MANDATORY sourceid as string

J Status Codes:
- 201 Bad Actor successfully added.
- 401 Unauthorized.
- 432 Already reported.
- 433 No such sourceld.

- 454  Unspecified Error.

6.2.2.3 Transport Layer Security

HTTP-2 message exchange within the ESInet shall be TCP with TLS as defined in IETF RFC 8446 [56]. TLS version
shall be 1.3 or higher and based on the cipher suites specified in clause C.5. If TLS 1.3 is hot supported, fallback to
TLS 1.2 isalowed. TLSimplementations shall support mutual authentication, which implies both ends have an X.509
certificate available to the other party. How a certificate is created and issued by a Certificate Authority (CA) is out of
scope of the present document.

6.2.3 Signing and Verification (HTTP-3)

6.2.3.1 General

Thisinterface enables STI-AS and STI-V S functions to be provided using a HyperText Transfer Protocol (HTTP)-based
to request SHAKEN authentication and verification services. Decomposing the STI-AS and STI-V S functions and
exposing an HTTP-based API enables various network elements within an ESInet to run SHAKEN authentication and
verification requests to shared or centralized signing and validation services. Further details can be found in ATIS

TR 1000082 [i.6].

The HTTP-3 interface shall support aHTTP POST method with application/json content type and json body according
to the parameters in clause 6.2.3.2 with the following resource structure;

e  SigningRequest: { server_root}/stir/v{api_version}/signing
. VerificationRequest: { server_root}/stir/v{api_version} /verification

where { server_root} = https.//{ hostname} :{ port}/ and { api_version} = 1.
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Table 9: SigningRequest

Key Key Value Type Condition Description
Name
attest  |String MANDATORY |SHAKEN extension to PASSporT (IETF RFC 8225 [70]).
Allowed values: Indicator identifying the service provider that is vouching for the
["A", "B", "C"] call as well as clearly indicating what information the service
provider is attesting to. SHAKEN spec requires ,attest” key
value be set to uppercase characters "A", "B", or "C".
dest String MANDATORY |Represents the called party. Array containing one or more
Allowed Characters: identities of telephone numbers.
[0-9], *, #, +, and visual
separators defined in IETF Server will remove all non-numeric characters if received except
RFC 3966 [77]: ".", "-", star (*) and pound (#) characters.
"', )" Ex.: (+1) 235-555#1212 => 1235555#1212
iat Integer MANDATORY |["Issued At Claim": Should be set to the date and time of
issuance of the PASSporT Token.
The time value should be in the Numeric Date format defined in
IETF RFC 7519 [78]: number of seconds elapsed since 00:00:00
Coordinated Universal Time (UTC), Thursday, 1 January 1970
not including leap-seconds
orig List of Strings MANDATORY |Telephone number of originating identity.
[1 ... unbounded]
Allowed Characters: Server will remove all non-numeric characters if received except
[0-9], *, #, +, and visual star (*) and pound (#) characters.
separators defined in IETF Ex.: (+1) 235-555#1212 => 1235555#1212
RFC 3966 [77]: ".", """
()"
origid  |String MANDATORY |The unique origination identifier ("origid") is defined as part of
SHAKEN extension to PASSporT. This unique origination
identifier should be a globally unique string corresponding to a
UUID (IETF RFC 4122 [68]).
Table 10: SigningResponse
Key Key Condition Description
Name Value
Type
identity [String MANDATORY |lIdentity header value as defined in IETF RFC 8224 [69] with "identityDigest" in
Cannot full format and mandatory "info" parameter. The "info" header field parameter
be NULL contains the public key URL of the certificate used during STI signing.
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Table 11: VerificationRequest

Key Key Value Type Condition Description
Name
identity |String MANDATORY |Identity header value as defined in IETF RFC 8224 [69] with
Allowed values: "identityDigest" in full format and mandatory "info" parameter.
['A","B", "C"] The "info" header field parameter contains the public key URL
of the certificate used during STI signing.
to String MANDATORY |Represents the called party. Array containing one or more
Allowed Characters: identities of telephone numbers.
[0-9], *, #, +, and visual
separators defined in IETF Server will remove all non-numeric characters if received
RFC 3966 [77]: ".", "-", except star (*) and pound (#) characters.
M) Ex.: (+1) 235-555#1212 => 1235555#1212
time Integer MANDATORY |"Issued At Claim": Should be set to the date and time of
issuance of the PASSporT Token.
The time value should be in the Numeric Date format defined in
IETF RFC 7519 [78]: number of seconds elapsed since
00:00:00 Coordinated Universal Time (UTC), Thursday, 1
January 1970 not including leap-seconds
from List of Strings MANDATORY |Telephone number of originating identity.
[1 ... unbounded]
Allowed Characters: Server will remove all non-numeric characters if received
[0-9], *, #, +, and visual except star (*) and pound (#) characters.
separators defined in IETF Ex.: (+1) 235-555#1212 => 1235555#1212
RFC 3966 [77]: ", """
)
Table 12: VerificationResponse
Key Name Key Value Type Condition Description
reasoncode |Integer OPTIONAL Reason Code to be used in case of failed verification by STI-VS to
build SIP Reason header if required.
Currently possible values are defined as follows:
403,
428 (recommendation is to not use this Reason Code until a point
where all calls on the VoIP network are mandated to be signed),
436,
437,
438.
reasontext |String OPTIONAL Reason Text to be used in case of failed verification by STI-VS to
build SIP Reason header if required.
Currently possible values are defined as follows:
403 - "Stale Date"
428 - "Use Identity Header" (recommendation is to not use this
Reason Text until a point where all calls on the VolP network are
mandated to be signed)
436 - "Bad Identity Info"
437 - "Unsupported Credential”
438 - "Invalid Identity Header"
reasondesc |String OPTIONAL Reason details description. Can be used for logging and
troubleshooting.
verstat String MANDATORY |Verification Status:
{"TN-Validation- TN-Validation-Passed - The number passed the validation.
Passed", TN-Validation-Failed - The number failed the validation.
"TN-Validation- No-TN-Validation - No number validation was performed.
Failed",
"No-TN-Validation"}

Table 13: requestError

Key Name

Key Value Type

Condition

Description

serviceException

exception

MANDATORY

Service exception
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Table 14: exception

Key Name |Key Value Type | Condition Description
messageid |Integer MANDATORY |Unique message identifier
text String MANDATORY |Message text to be used in case of exception

J HTTP Status Codes:
- 200 Successful signing or verification
- 400 Failed signing or verification
- 405 Method Not Allowed
- 406 Not supported body typeis specified in Accept HTTP header
- 411 Missing mandatory Content-Length header
- 415 Received unsupported message body type in Content-Type HT TP header

- 500 POST request failed due to internal signing server problem

6.2.3.3 Transport Layer Security

HTTP-3 message exchange within the ESInet shall be TCP with TLS asdefined in IETF RFC 8446 [56]. TLS version
shall be 1.3 or higher and based on the cipher suites specified in clause C.5. If TLS 1.3 is hot supported, fallback to
TLS1.2 isalowed. TLSimplementations shall support mutual authentication, which implies both ends have an X.509
certificate available to the other party. How a certificate is created and issued by a Certificate Authority (CA) is out of
scope of the present document.

6.3 Event Notification

6.3.1 Queue State (SIP-E1)

6.3.1.1 General

QueueState is an event that indicates to an upstream entity the state of a queue. The SIP NOTIFY mechanism defined in
IETF RFC 6665 [50] is used to report QueueState. The event includes the URI of the queue, the current queue length,
alowed maximum length and a state enumeration. ETSI Protocol Naming and Numbering Service (PNNS) has created
aregistry (QueueState) of allowed values with initial defined states of:

e Active: one or more entities are actively available and are currently handling calls being enqueued.
. Inactive: no entity is available or actively handling calls being enqueued.

. Disabled: The queue is disabled by management action and no calls may be enqueued.

o Full: The queueisfull, and no new calls can be enqueued on it.

. Standby: the queue has one or more entities that are available to take calls, but the queue is not presently in
use. When acall is enqueued, the state changesto "Active".

Race conditions exist where a dequeued call may be sent to an entity that just became congested. A call/event sent to a
gueue which is Inactive or Disabled, or where the current queue length is equal to or greater than the allowed maximum
gueue length will have an error (486 Busy Her e) returned by the dequeuer.

An ESRP that dequeues acall, sendsit to a downstream entity and receives a486 in return shall be able to either
re-enqueue the call (at the head of the line) or send it to another dequeuing entity. The upstream ESRP may be
configured with policy rulesthat will specify alternate treatment based on downstream queue state.
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ESRPs normally send calls to downstream entities that indicate they are available to take calls. This availability,
however, is from the downstream entities point of view. Network state may preclude an upstream entity from sending
calls downstream. Normal SIP processing would eventually result in timeoutsif calls were sent to an entity that never
responds because the packets never arrive. Timeouts are long, however, and a more responsive mechanism is desirable
to ensure rapid response to changing network conditions to route calls optimally.

If active calls are being handled, the upstream entity knows the downstream entity is connected. However, some routes
are seldom used, and a mechanism shall be provided that ensures the connectedness of each entity remains known.

For this purpose, relatively frequent NOTIFY s of the QueueState event are used. Successful completion of the NOTIFY
isan indication to the upstream entity that calls sent to the downstream entity should succeed. The subscription may
include a"force" and/or "throttle" filter as described in IETF RFC 4660 [28] and IETF RFC 6446 [48] to control the
rate of notifications.

NOTE: QueueStateisnot required to be implemented on simple routing proxy or when queue length is 1 and only
one dequeuer is permitted.

6.3.1.2 Parameter

Event Package Name: emergency-QueueState

Event Package Parameters. None

SUBSCRIBE Bodies: Standard IETF RFC 4661 [29] + extensions filter specification may be present
Subscription Duration: Default 1 hour. One (1) minute to 24 hoursis reasonable

NOTIFY Bodies. MIME type application/emergencyCall Data.QueueState+json

Table 15
Parameter Condition Description
gueueUri MANDATORY |[SIP URI of queue
gueuelLength MANDATORY _|Integer indicating current number of calls on the queue
gueueMaxLength MANDATORY |Integer indicating maximum length of queue
state MANDATORY |Enumeration of current queue state (e.g. Active/lnactive/Disabled)

Notifier Processing of SUBSCRIBE Requests:

The Notifier (i.e. the ESRP) consults the policy (QueueState) to determine if the requester is permitted to subscribe. If
not, the ESRP returns 603 Decl i ne. The ESRP determines whether the queue is one of the queues managed by the
Notifier. If not, the ESRP return 488 Not Accept abl e Here. If the request is acceptable, the Notifier returns
200 CK. and shall immediately send aNOTIFY with the current state.

Notifier Generation of NOTIFY Requests:

When state of the queue changes (call is placed on, removed from the queue, or management action/device failure
changes the "state”" enumeration), anew NOTIFY is generated, adhering to the filter requests.

Subscriber Processing of NOTIFY Request:
Specific action is not required.

Handling of Forked Requests:

Forking is not expected to be used with this package.
Rate of Notification:

This package is designed for relatively high frequency of notifications. The subscriber can control the rate of
notifications using the filter rate control (IETF RFC 6446 [48]). The default throttle rate is one notification per second.
The default force rate is one notification per minute. The Notifier shall generate NOTIFY messages at the maximum
busy second call rate to the maximum number of downstream degueuing entities, plus at |east ten (10) other subscribers.
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State Agents:
Specia handling is not required.

NOTE: The upstream ESRP may be configured with policy rules that will specify alternate treatment based on
downstream queue state.

6.3.2  Abandoned Call (SIP-E2)

6.3.2.1 General

The downstream elements of an ESRP may subscribe to the Abandoned Call Event. An ESRP then uses the
AbandonedCallEvent to notify the subscribing entity that a call was started, but then terminated prior to the downstream
element knowing the call occurred. This enables the downstream element to take appropriate actions (e.g. initiate call
back).

6.3.2.2 Parameter

Event Package Name: emergency-AbandonedCall

Event Package Parameters. None

SUBSCRIBE Bodies: Standard IETF RFC 4661 [29] + extensions filter specification may be present

Subscription Duration: Default one (1) hour. One (1) minute to twenty-four (24) hoursis reasonable

NOTIFY Bodies. MIME type application/emergencyCall Data.AbandonedCall+json

Table 16
Parameter Condition Description
invite MANDATORY Content of INVITE message
inviteTimestamp MANDATORY Timestamp call was received at ESRP
cancelTimestamp MANDATORY Timestamp CANCEL was received at ESRP

Notifier Processing of SUBSCRIBE Requests:

The notifier consults the policy (AbandonedCall) to determine if the requester is permitted to subscribe. It returns 603
Decl i ne if not acceptable. If the request is acceptable, it returns 200 OK and shall immediately send a NOTIFY with
current parameters.

Notifier Generation of NOTIFY Requests:

When the ESRP receivesa CANCEL for acall, and it is not certain that the downstream entity that should get that call
received an INVITE for the call, anew NOTIFY is generated, adhering to the filter requests.

Subscriber Processing of NOTIFY Requests:

No specific action required.

Handling of Forked Requests:

Forking is not expected to be used with this package.
Rate of Notification:

A series of fast INVITE/CANCEL isapossible DDoS attack. The rate of notification should be limited to a provisioned
value. Three (3) per second isareasonable limit.

State Agents:

No specia handling is required.
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6.3.3 Security Posture (SIP-E3)

6.3.3.1 General

SecurityPosture is an event that represents an entity's current security state. ETSI Protocol Naming and Numbering
Service (PNNS) has created aregistry (SecurityPosture) of allowed values with initial defined states of:

e  Green - Theentity is operating normally.

. Yellow - The entity is receiving suspicious activity, but can operate normally.

e  Orange- Theentity isreceiving fraudulent calls/events, is stressed, but is able to continue most operations.
. Red - The entity is under active attack and is overwhelmed.

ESRP may consider an entity's security state during the routing decision.

6.3.3.2 Parameter

Event Package Name: emergency-SecurityPosture

Event Package Parameters. None

SUBSCRIBE Bodies: Standard IETF RFC 4661 [29] + extensions filter specification may be present
Subscription Duration: Default 1 hour. One (1) minute to 24 hoursis reasonable

NOTIFY Bodies: MIME type application/emergencyCall Data. SecurityPosture+json

Table 17
Parameter Condition Description

service MANDATORY

name MANDATORY |Name of service

domain MANDATORY |Service domain

securityPosture | MANDATORY

posture MANDATORY |Enumeration of current security posture from SecurityPosture

registry

Notifier Processing of SUBSCRIBE Reguests:

The notifier consults the policy (SecurityPosture) to determine if the requester is permitted to subscribe. It returns
603 Decl i ne if not acceptable. If the request is acceptable, it returns 200 OK. and shall immediately send a
NOTIFY with the current state.

Notifier Generation of NOTIFY Requests:

When the security posture of the element changes, anew NOTIFY request is generated, adhering to the filter requests.
Subscriber Processing of NOTIFY Requests:

No specific action required.

Handling of Forked Requests:

Forking is not expected to be used with this package.

Rate of Notification:

Posture state normally does not change rapidly. Changes may occur in minutesif attacks start and stop sporadically.
State Agents:

No special handling is required.
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6.3.4 Element State (SIP-E4)

6.34.1 General

ElementState is an event that indicates the state of an element either automatically determined, or as determined by
management. ETSI Protocol Naming and Numbering Service (PNNS) has created a registry (ElementState) of allowed
values with initial defined states of:

. Normal: The element is operating normally.

. ScheduledM aintenance: The element is undergoing maintenance activities and is not processing regquests.
. ServiceDisruption: The element has significant problems and is not able to process all requests.

e  Overloaded: The element is completely overloaded.

. GoingDown: The element is being taken out of service.

o Down: The element is unavailable.

In addition, if the subscriber to an element is unable to contact that element, it may show the state of the element as
"Unreachable".

NOTE: When an implementation provides redundant physical implementations to increase reliability, usually the
set of physical boxesistreated as a single element with respect to the rest of the ESInet and there is only
one element state.

ESRP may consider element state during the routing decision.

6.3.4.2 Parameter

Event Package Name: emergency-ElementState

Event Package Parameters. None

SUBSCRIBE Bodies: Standard IETF RFC 4661 [29] + extensions filter specification may be present
Subscription Duration: Default 1 hour. One (1) minute to 24 hoursis reasonable

NOTIFY Bodies. MIME type application/emergencyCall Data.ElementState+json

Table 18
Parameter Condition Description
elementld MANDATORY |Element identifier
state MANDATORY |Enumeration of current state from ElementState registry
reason MANDATORY |Text containing the reason state was changed, if available

Notifier Processing of SUBSCRIBE Reguests:

The notifier consults the policy (ElementState) to determine if the requester is permitted to subscribe. It returns
603 Decl i ne if not acceptable. If the request is acceptable, it returns200 OK and shall immediately send a
NOTIFY with the current state. Notifiers shall implement event rate filters, as described in IETF RFC 6446 [48].

Notifier Generation of NOTIFY Requests:

When the state of the element changes, anew NOTIFY request is generated, adhering to the filter requests. Filter
requests may specify a minimum notification interval. The element shall generate aNOTIFY meeting thisfilter, if
Hspecified. This can be used as a watchdog mechanism.

Subscriber Processing of NOTIFY Requests:

No specific action required.
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Handling of Forked Requests:

Forking is not expected to be used with this package.

Rate of Notification:

State normally does not change rapidly. Changes may occur in tens of seconds if the network or systems are unstable.
State Agents:

No specia handling is required.
6.3.5  Service State (SIP-E5)

6.35.1 General

ServiceState is an event that indicates the state of service either automatically determined, or as determined by
management. ETSI Protocol Naming and Numbering Service (PNNS) has created a registry (ServiceState) of allowed
values with initial defined states of:

. Normal: The serviceis operating normally.
o Unmanned: (appliesto PSAPs only) The PSAP has indicated that it is not currently answering calls.

. ScheduledMaintenance (down): The service is undergoing maintenance activities and is not accepting service
requests.

. ScheduledM aintenance (available): The service is undergoing maintenance activities, but will respond to
service requests, possibly with reduced availability.

. MajorlncidentInProgress. The element is operating normally but is handling a major incident and may be
unabl e to accept some requests.

. Partial Service: Processing some requests, but response may be delayed.
. Overloaded: The service is completely overloaded.

. GoingDown: The service is being taken out of service.

. Down: The serviceis unavailable.

In addition, if the subscriber to aserviceis unable to contact that service, it may show the state of the service as
"Unreachable".

NOTE: One or more elements may implement a service. Each element would have its own element state; the
service would have an independent state.

ESRP may consider Service State during the routing decision.

6.3.5.2 Parameter

Event Package Name: emergency-ServiceState

Event Package Parameters. None

SUBSCRIBE Bodies: Standard IETF RFC 4661 [29] + extensions filter specification may be present
Subscription Duration: Default 1 hour. One (1) minute to 24 hoursis reasonable

NOTIFY Bodies. MIME type application/emergency.ServiceState+json
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Table 19

Parameter Condition Description
service MANDATORY
name MANDATORY |Name of service
domain MANDATORY |Service domain
serviceState |MANDATORY
state MANDATORY |Enumeration of current state from ServiceState registry
reason MANDATORY _|Text containing the reason state was changed, if available

Notifier Processing of SUBSCRIBE Requests:

The notifier consults the policy (ServiceState) to determine if the requester is permitted to subscribe. It returns
603 Decl i ne if not acceptable. If the request is acceptable, it returns 200 OK and shall immediately send a
NOTIFY with the current state. Notifiers shall implement event rate filters, IETF RFC 6446 [48].

Notifier Generation of NOTIFY Requests:

When the state of the service changes, anew NOTIFY request is generated, adhering to the filter requests. Filter
requests may specify a minimum notification interval. The element shall generate aNOTIFY meeting this filter, if
specified. This can be used as a watchdog mechanism.

Subscriber Processing of NOTIFY Requests:

No specific action required.

Handling of Forked Requests:

Forking is not expected to be used with this package.

Rate of Notification:

State normally does not change rapidly. Changes may occur in tens of secondsiif the network or systems are unstable.
State Agents:

No special handling is required.

6.4 Mapping Services
6.4.1 Find Service (LOST-1)
6.4.1.1 General

All SIP-based emergency calls pass location information either by value (PIDF-LO) or by reference (Location URI)
plus a Service URN to an Emergency Service Routing Proxy (ESRP) to support routing of emergency calls. The ESRP
passes the Service URN and location information viathe LoST interface (as defined in IETF RFC 5222 [38]) to an
Emergency Call Routing Function (ECRF), which determines the next hop in routing a call to the requested service.
Implementation and deployment of a national LoST hierarchy is subject to national regulation.

NOTE 1: If an element using LoST receives location by reference, it dereferences the URI to obtain the value prior
to querying the LoST server. The LoST server does not accept location by reference.

The ECRF (see clause 5.3) performs the mapping of the call'slocation information and requested Service URN to a
"PSAP URI" by querying its data and then returning the URI provided. Using the returned URI and other information
(time-of-day, PSAP state, etc.), the ESRP may then apply a PRF policy to determine the appropriate routing URI.

The service URN used to query the ECRF by an ESRP is obtained by provisioning of the "origination policy" of the
gueue that the call is received on at the ESRP (see clause 5.2). The response of the ECRF is determined by provisioning
of the service boundary layers, which specify the URN they apply to. Thus, ECRFs (and ESRPS) are not hard coded
with any specific URNSs.
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A single emergency call can be routed by one or more ESRPs within the ESInet, resulting in use of the LoST interface
once per hop as well as once by the terminating PSAP.

NOTE 2: Theterm"PSAP URI" is used within the LoST protocol definition to refer to the URI returned from the
service URN "urn:service:sos'. The URI returned may not be that of a PSAP, but instead may route to a
BCF or ESRP.

LoST (IETF RFC 5222 [38]) isthe protocol that is used for several functions:

. Call routing: LOST is used by the ECRF as the protocol to route all emergency calls both to and within the
ESInet.

. Retrieving lists of services available at alocation.

The normative reference that defines the protocol is IETF RFC 5222 [38]. The text in this clause that defines LoST
protocol operations should be considered informative, and any discrepancies are resolved by IETF RFC 5222 [38] text.
The text below does contain limitations and specific application of LoOST operations that are normative.

6.4.1.2 findService Request

The"civic" and "geodetic-2d" profiles are baseline profiles defined in IETF RFC 5222 [38] and emergency calls are
expected to use only these profiles. Conformant LoST servers need not support any location profiles beyond these
baseline profiles.

The LoST interface allows a geo-location to be expressed as a point or one of a number of defined "shapes® such as
circle, elipse, archand or polygon. ECRFs shall be able to handle points and all of these shapes.

The"service" element identifies the service requested by the client. Valid service names shall beur n: servi ce: sos
or one of its sub-services for ECRF queries used by entities or devices for emergency calls. ECRF implementations may
support additional service names used internal to an ESInet dependent on the provisioning of service boundary layersin
ageographical information system.

Entities inside the ESInet shall request recursion by setting the recursive attribute in the <f i ndSer vi ce> request to
true, if required.

6.4.1.3 findService Response

An ECRF servers may operate in recursive mode or iterative mode if the server being queried is not authoritative for the
location supplied.

The use of recursion by the ECRF initiates a query on behalf of the requestor that propagates through other ECRFsto an
authoritative ECRF that returns the PSAP URI back through the intervening ECRFs to the requesting ECRF.

The use of iteration by the ECRF simply returns a domain name of the next ECRF to contact.

The ECRF may operate in arecursive mode or an iterative mode, depending on local provisioning and the value of the
'recursive’ attribute of the <f i ndSer vi ce> request. All ECRF implementations shall support both recursive and
iterative modes.

When the ECRF successfully processesaLoST <f i ndSer vi ce> message, it returnsa LoST

<f i ndSer vi ceResponse> message containing a<mappi ng> element that includes the "next hop" ESRP or PSAP
URI inthe <uri > element. If the ECRF cannot successfully processaLoST <f i ndSer vi ce> message, it returnsa
LOST <er r or s> message indicating the nature of the error or aLoST <r edi r ect > message indicating the ECRF
that can processthe <f i ndSer vi ce> message.

The <ur i > returned specifies either the next hop URI of the PSAP or the ESRP that is appropriate for the location sent
in the query message. This shall be a globally routable URI with asi p schemefor ur n: ser vi ce: sos requests.
Some other service URNs may return values with HTTP/HTTPS schemes. LoST servers should return SIPS and
HTTPS URIsin addition to the SIP and HTTP (where appropriate) URIs.

The'expires attribute in the <mappi ng> element provides an ECRF with away to control load, balancing that against
the time required to completely implement a routing change when circumstances require. By increasing the expiration
time, fewer queriesto the server may be received if upstream LoST servers or clients implement caching.
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The LoST response contains <vi a> elementsin the <pat h> element that name the LoST servers visited to obtain the
answer. Vias shall be returned to be compliant with IETF RFC 5222 [38] and are essential for usein error resolution
and loop detection.

The<di spl ayName> element of the <mapping> response is atext string that provides an indication of the serving
agency(ies) for the location provided in the query. Thisinformation might be useful to PSAPs that query an ECRF.

The <ser vi ce> element in the query identifies the service for which this mapping isvalid.

The<ser vi ceNunber > element in the <mappi ng> response contains the emergency services number appropriate
for the location provided in the query. This allows aforeign end device to recognize a dialled emergency number.

If the ECRF is configured to allow it, arequesting entity can obtain the boundary of the service area handled by the
requested service, returned in the <ser vi ceBoundar y> element of <mappi ng>. Thisis most useful for mobile
devices that use geodetic coordinates since they can track their location. When they leave the service area, they can send
another <f i ndSer vi ce> reguest to determine the proper service area for their new location and avoid re-querying
the ECRF as long as they are within the returned boundary.

The service boundary in a <mapping> may be returned by value or by reference, or not at al, at the discretion of the
server. If the server returns a service boundary reference, the client may then obtain the actual service boundary with a
<get Ser vi ceBoundar y> request. A service boundary represented by a given reference can never change, so a
client only needs to retrieve the boundary value asingle time.

Future mappings returned by the server and having the same service boundary may reuse the reference, eliminating the
need to transmit the boundary value again. Devices handling service boundaries may be limited in processing power
and battery capacity, and thus sending complex polygons should be avoided.

Devices may have to handle a polygon with more than afew points when the deviceis very close to an edge where the
mapping will be different. Because a service boundary is not needed to initiate an emergency call, and because a
complex boundary may be quite large, ECRFs shall be configured to return geodetic service boundaries by reference.
Devices querying an ECRF in order to immediately initiate an emergency call should not attempt to obtain the service
boundary by value.

The<l ocati onVal i dati on>elementin<fi ndServi ceResponse> identifies which elements of the received
civic address were "valid" and used for mapping, which were "invalid" and which were "unchecked" when validationis
requested. Since the ECRF is not responsible for performing validation, this parameter may not be returned, subject to
local implementations. If an element is unable to provide information based on the received request message, it shall
return an error message as defined in clause 6.4.5.

6.4.14 Transport Layer Security

LOST-1 message exchange within the ESInet shall be TCP with TLS as defined in IETF RFC 8446 [56]. TLS version
shall be 1.3 or higher and based on the cipher suites specified in clause C.5. If TLS 1.3 is hot supported, fallback to
TLS1.2 isalowed. TLSimplementations shall support mutual authentication, which implies both ends have an X.509
certificate available to the other party. How a certificate is created and issued by a Certificate Authority (CA) is out of
scope of the present document.

6.4.2 Service Boundary (LOST-2)

6.4.2.1 General

A <fi ndSer vi ceResponse> canreturn a globally unique identifier in the 'serviceBoundary' attribute that can be
used to retrieve the service boundary, rather than returning the boundary by value.

6.4.2.2 getServiceBoundary Request

If an element returns a service boundary by reference, it shall handle <get Ser vi ceBoundar y> requests as defined
in [ETF RFC 5222 [31].
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6.4.2.3 getServiceBoundary Response

Theresponseto a<get Ser vi ceBoundar y> regquest shall be constructed as defined in IETF RFC 5222 [38]. If an
element is unable to provide information based on the received request message, it shall return an error message as
defined in clause 6.4.5.

6.4.2.4 Transport Layer Security

LOST-2 message exchange within the ESInet shall be TCP with TLS as defined in IETF RFC 8446 [56]. TLS version
shall be 1.3 or higher and based on the cipher suites specified in clause C.5. If TLS 1.3 is not supported, fallback to TLS
1.2 isalowed. TLSimplementations shall support mutual authentication, which implies both ends have an X.509
certificate available to the other party. How a certificate is created and issued by a Certificate Authority (CA) is out of
scope of the present document.

6.4.3 List Services (LOST-3)

6.4.3.1 General

A client can ask a LoST server for the list of servicesthat it understands, primarily for diagnostic purposes. The query
does not contain location information, as it simply provides an indication of which services the server can look up, not
whether a particular serviceis offered for a particular area.

6.4.3.2 listServices Request

Theresponseto a<l i st Servi ces> request may depend on the credentials of the querier. A query with no
<servi ce> element in the request should result in all top level services being returned in the response

(e.g. urn: servi ce: sos). A query with <ser vi ce> specified asur n: servi ce: sos should result in al the
subservices of sos (ur n: servi ce: sos. police, urn:service:sos.fire,...)that aeavailablein the
jurisdiction being returned in the response.

6.4.3.3 listServices Response

Theresponseto a<l i st Ser vi ces> request shall be constructed as defined in IETF RFC 5222 [38]. If an element is
unable to provide information based on the received request message, it shall return an error message as defined in
clause 6.4.5.

6.4.3.4 Transport Layer Security

L OST-3 message exchange within the ESInet shall be TCP with TLS as defined in IETF RFC 8446 [56]. TLS version
shall be 1.3 or higher and based on the cipher suites specified in clause C.5. If TLS 1.3 is not supported, fallback to
TLS 1.2 isalowed. TLSimplementations shall support mutual authentication, which implies both ends have a
certificate available to the other party. How acertificate is created and issued by a Certificate Authority (CA) is out of
scope of the present document.

6.4.4 List Services by Location (LOST-4)

6.4.4.1 General

A client can ask aLoST server for the list of services it knows about for a particular area. The query contains one or
more <l ocat i on> elements and may contain the <ser vi ce> element.
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6.4.4.2 listServicesByLocation Request

Theresponsetoa<l i st Servi cesByLocat i on> request may depend on the credentials of the querier. A query
with no <ser vi ce> element in the request should result in all top level services being returned in the response
(e.g.urn: service: sos). A query with<ser vi ce> specified asur n: ser vi ce: sos should result in al the
subservicesof sos (urn: service: sos. police, urn:service:sos.fire,...)tha areavailableinthe
jurisdiction being returned in the response.

Entities inside the ESInet shall specify recursion by setting the recursive attribute in the
<l i st Servi cesByLocat i on> request to true.

6.4.4.3 listServicesByLocation Response

Theresponsetoa<l i st Servi cesByLocat i on> request shall be constructed as defined in IETF RFC 5222 [38].
If an element is unable to provide information based on the received request message, it shall return an error message as
defined in clause 6.4.5.

6.4.4.4 Transport Layer Security

LOST-4 message exchange within the ESInet shall be TCP with TLS as defined in IETF RFC 8446 [56]. TLS version
shall be 1.3 or higher and based on the cipher suites specified in clause C.5. If TLS 1.3 is not supported, fallback to
TLS 1.2 isalowed. TLSimplementations shall support mutual authentication, which implies both ends have an X.509
certificate available to the other party. How a certificate is created and issued by a Certificate Authority (CA) is out of
scope of the present document.

6.4.5 Error Responses

. <badRequest > Element: This element indicates the ECRF could not parse or otherwise understand the
request sent by the requesting entity (e.g. the XML is malformed).

. <f or bi dden> Element: This element indicates an ECRF refused to send an answer. This generally only
occurs for recursive queries, namely, if the client tried to contact the authoritative server and was refused.

. <i nt er nal Er r or > Element: This element indicates the ECRF could not satisfy a request due to a bad
configuration or some other operational and non-LoST protocol-related reason.

. <l ocati onProf i | eUnr ecogni zed> Element: None of the profilesin the request were recognized.

. <l ocat i onl nval i d> Element: This element indicates the ECRF determined the geodetic or civic location
isinvalid (e.g. geodetic latitude or longitude value is outside the acceptable range). The only time this would
normally be returned isif there was a malformed location such as a geodetic pr of i | e=" geodet i c- 2d"
and <ci vi cAddr ess> element present. If there is no authoritative server for the location, that would be
coded as<not Found>.

. <SRSI nval i d> Element: This element indicates the ECRF does not recognize the spatial reference system
(SRS) specified in the <location> element or it does not match the SRS specified in the profile attribute
(e.g. not WGS84 2D, EPSG Code 4326 for pr of i | e="geodeti c-2d").

NOTE: Thiserror isnot present in the IETF RFC 5222 [38] schema, has been reported as an erratum, and thus
may not be implemented by all LoST servers or clients. Use of this error may be problematic.

. <l oop> Element: During a recursive query, the server was about to visit a server that was already in the
server list in the <pat h> element indicating a request loop.

. <not Found> Element: The ECRF could not find an answer to the query. This would occur if the
authoritative server cannot find the location and has no applicable default route, or if no authoritative server
exists.

. <server Err or > Element: An answer was received from another LoST server, but it could not be parsed or
otherwise understood. This error occurs only for recursive queries.
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e <server Ti meout > Element: This element indicates the ECRF timed out waiting for a response
(e.g. another ECRF for arecursive query, €tc.).

. <servi ceNot | npl emrent ed> Element: This element indicates the ECRF detected the requested service
URN is not implemented, and it found no substitute for it. This normally would not occur for a service
beginning ur n: servi ce: sos.

6.5 Location Services

6.5.1 HTTP Enabled Location Delivery (HELD-1)

6.5.1.1 General

All elementsin an ESInet that use location by reference implement HTTP Enabled Location Delivery (HELD)
dereferencing protocols as defined in IETF RFC 5985 [44].

6.5.1.2 Location Request

Location requests may be used for location configuration, where a device may identify itself by a specific identity
parameter, or athird-party element (BCF, ESRP or PSAP), if authorized, requests location information. Entities that
request location shall support the use of device identity in HELD as defined in IETF RFC 6155 [46].

6.5.1.3 Location Response

Location in aresponse shall be represented by content in a PIDF-LO document (as defined in IETF RFC 4119 [22]). All
geodetic data shall use WGS84 as the datum. The representation of the location object within the PIDF document shall
utilize the 'tuple' element as defined in IETF RFC 4119 [22].

6.5.14 Error Responses

If an element is unable to provide location information based on the received request message, it shall return an error
message as defined in IETF RFC 5985 [44].

6.5.1.5 Transport Layer Security

HELD-1 message exchange within the ESInet shall be TCP with TLS asdefined in IETF RFC 8446 [56]. TLS version
shall be 1.3 or higher and based on the cipher suites specified in clause C.5. If TLS 1.3 is hot supported, fallback to
TLS1.2 isalowed. TLSimplementations shall support mutual authentication, which implies both ends have an X.509
certificate available to the other party. How a certificate is created and issued by a Certificate Authority (CA) is out of
scope of the present document.

6.5.2 Location Dereference (HELD-2)

An element needing location that hasa HELD URI shall dereference per IETF RFC 6753 [51].
6.5.3 Location URI (HELD-3)

6.5.3.1 General

The SIP Presence Event Package IETF RFC 3856 [17] implementing the SIP Presence SUBSCRIBE/NOTIFY
mechanism can control repeated dereferencing, especially when tracking of the caller is needed.

6.5.3.2 Subscription

Using SIP Presence, the entity desiring location shall subscribe to the SIP Presence Event Package (IETF
RFC 3856 [17]) at the location URI provided.
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The SUBSCRIBE shall contain an Expires header (IETF RFC 3261 [5]) which represents the subscribers requested
expiration, and the 2XX response contains one that represents the server's actual expiration (which may be shorter, but
not longer, than the subscriber's requested time).

6.5.3.3 Notification

Location updates shall trigger NOTIFY transactions (IETF RFC 6665 [50]) containing a PIDF document that will
include the location in the Location Object (LO) part, forming the PIDF-LO. An immediate NOTIFY shall be generated
upon acceptance of a subscription request.

An Expires of zero indicates a request for exactly one NOTIFY (that isthe current location) with no further updates.

The subscribing element may limit how often further NOTIFY s are sent (before expiration of the subscription) using a
filter (IETF RFC 4661 [29]). Rate limits (IETF RFC 6446 [48]) and Location filters (IETF RFC 6447 [49]) are useful
for this application and should be supported if a SIP location URI is supplied.

6.6 Media

6.6.1 RTP Transport (RTP-1)

All media processing elements shall support mediausing RTP as defined in IETF RFC 3550 [13]. Each SIP session
initiation message or response should describe the media the User Agent can support using the Session Description
Protocol (SDP) in the body of the message as defined in IETF RFC 8866 [66]. Support of any type of media (e.g. voice,
video, text) in originating networks is based on regulatory requirements or business decisions.

All media processing elements should implement media security with SRTP as defined in IETF RFC 3711 [15] and
SDES as defined in IETF RFC 4568 [25]. SRTP security should be requested in all calls originated within an ESInet.
RTCP as defined in IETF RFC 3550 [13] shall be, and SRTCP as defined in IETF RFC 3711 [15] should be supported
within the ESInet.

PSAPs shall detect the presence of RTP streams so they can distinguish RTP failure from real silence by the caller.
Elements that detect the loss of RTP should attempt to re-establish the streams by sending re-INVITE to the other party.
If that fails, the device should indicate afailure and require the user (call taker in most cases) to act such asinitiating
disconnect.

6.6.2 RTP Types (RTP-2)

6.6.2.1 General

Besides the definitionsin the following clauses, the mediaincluded in the emergency call may be varied according to
the description ETSI TS 126 114 [i.4].

6.6.2.2 Audio

All audio processing entitiesin the ESInet shall support G.711 p-law and a-law (Recommendation ITU-T G.711 [60]).
G.722 (Recommendation ITU-T G.722 [72]), G722.2 (Recommendation ITU-T G.722.2 [73]), EVS (ETSI
TS 126 441 [76]) should be supported.

6.6.2.3 Video

All video processing entities in the ESInet shall support video compression format H.264/MPEG-4 Version 10 baseline
profile including levels 1-3. Further, such entities shall support both IETF RFC 5104 [34] and IETF RFC 5168 [35] for
full frame refresh requests utilizing the Real-time Transport Control Protocol (RTCP) method. Video processing entities
may fall back to the SIP INFO method (IETF RFC 5168 [35]) when the sender does not implement the RTCP method.
In any case, elements shall attempt to maintain 30 frames per second video if offered by the sender, refer to RTP/AVPF
(IETF RFC 4585 [27]).
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6.6.2.4 Real-time Text

All call handling elementsin the ESInet shall support the framework for Real-time Text over IP using the Session
Initiation Protocol (SIP), asin IETF RFC 5194 [37], specifying the use of IETF RFC 4103 [21] for the packetization of
real-time text, and enhancements of real-time text for mixing in a centralized conference model asin IETF

RFC 9071 [61]. This medium may be used simultaneously with voice and/or video in calls. Refer to ETS

TS 101 470[i.2] and ETSI TR 103 201 [i.3] and for further information on Real-Time Text and Total Conversation in
emergency communication. All call handling elementsin the ESInet capable of handling RTT shall indicate the media
featuretagt ext inthe Contact field of SIP protocol primitives where it is alowed according to IETF RFC 3840 [63].

6.7 Instant Messaging (IM-1)

PSAPs shall be able to receive IM as a series of individual MESSAGE transactions within and out of a SIP dialog (non-
session-mode). Location shall be included in a geolocation header in the MESSAGE method as with any other
emergency call. Out of dialog MESSAGEs received from the same caller within a configurable time (2 - 3 minutes
nominally) should be considered part of the same IM session, and therefore routed to the same PSAP (and the same call
taker), regardless of movement of the caller while texting.

Out of dialog MESSAGE transactions may contain a Call-Info header field value with the purpose of grouping
messages into the same IM session (e.g. a namespace referring to the beginning and end of an IM session).
Specification of such anamespaceis out of scope of the present document.

All call handling elements within the ESInet shall support Session Initiation Protocol (SIP) Extension for Instant
Messaging (IETF RFC 3428 [11]), Indication of Message Composition for Instant Messaging (IETF RFC 3994 [20]),
The Message Session Relay Protocol (MSRP) (IETF RFC 4975 [31]) and Relay Extension for the Message Session
Relay Protocol (MSRP) (IETF RFC 4976 [32]).

NOTE: All elements support instant messaging using the specifications in the present document. Any given
origination network or device may not support instant messaging, and support of instant messaging by
origination networks and devices may be subject to regulation.

6.8 Common Alerting Protocol (CAP-1)

Non-human-associated calls are non-interactive calls originated by an automated sensor-based device. Such calls
contain data (e.g. sensor data). There may be streaming media (e.g. video or audio feeds) and a capability to control the
device or another device. In general, there is no assumption of a human presence.

Common Alerting Protocol (CAP) [57] messages are used for events sent to, and within an ESInet. For use within
ESlInets, elements sending or receiving CAP messages shall have a common understanding of what kind of an event is
being sent, primarily to use in routing decisions. Further definitions of CAP events or messages in general is out of
scope of the present document.

Non-human-associated calls are presented to an ESInet in the same way as regular emergency callsusing a SIP
INVITE. If these calls only carry data (data-only emergency calls) then the considerationsin clause 6.1.2.2 are
applicable. This means that the SIP message contains a CAP payload. The additional data structure may provide further
information about the call, caller, and location.

Non-human-associated calls are routed and handled the same as voice, video or text calls throughout the ESInet. The
routing mechanisms can route non-human-associated calls differently from voice callsin the same way they can route
video calls differently from voice calls. The parameters in the CAP message are available to the routing function as
inputs to direct calls with specified characteristics to specific entities.
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Annex A (normative):
JSON Schema

A.1  QueueState

{
"definitions": {},
"$schema": "http://json-schema. org/draft-07/schema#",
"$id": "https://forge.etsi.org/rep/entel/ts-103-479/json-schena/bl ob/v1.2. 1/ queuestate.json",
"type": "object",
"title": "QueueState",
"description": "QueueState event notification",
"required": [
"queueSt at e"
1.
"properties": {
"queueState": {
"type": "object",
"required": [
"queuelri",
"queuelLengt h",
"queueMaxLengt h",
"state"
I
"properties": {
"queueUri": {
"type": "string",
"description": "The SIP URl of the queue"
b
"queueLength": {
"type": "integer",
"description": "Indicating current nunber of calls on the queue",
"mnimnt: 0
b
"gqueueMaxLength": {
"type": "integer",
"description": "Integer indicating maxi mumlength of queue",
"mnimni: 0
b
"state": {
"type": "string",
"enunt': [
"active",
"inactive",
"di sabl ed",
"full",
"st andby"
I,
"description": "Enunmeration of current queue state (e.g., active/inactive/disabled)"
}
}
}
}
}
A.2  AbandonedCall
{
"definitions": {},
"$schema": "http://json-schema. org/draft-07/schema#",
"$id": "https://forge.etsi.org/rep/entel/ts-103-479/json-schema/ bl ob/v1l. 2. 1/ abandonedcal | . j son",
"type": "object",
"title": "Abandoned call NOTIFY",
"description": "AbandonedCall event notification",
"required": [
"abandonedCal | "
]

roperties": {

"abandonedCal | ": {
"type": "object",
"required": [
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"invite",
"inviteTi mestanmp”,
"cancel Ti mest anp"

]

roperties": {
"invite": {
"type": "string",
"description": "Content of |NVITE nessage"
},

nvi teTi mestamp”: {
"type": "string",
"description": "Tinmestanp call was received at ESRP"

}

’ ancel Ti mestamp”: {
"type": "string",
"description": "Timestanp CANCEL was received at ESRP"

A.3  SecurityPosture

"definitions": {},
"$schema": "http://json-schema. org/draft-07/schema#",
"$id": "https://forge.etsi.org/rep/entel/ts-103-479/json-schema/ bl ob/v1l. 2.1/ securityposture.json",
"type": "object",
"title": "SecurityPosture",
"description": "SecurityPosture event notification",
"required": [
"service",
"securityPosture"
I,
"properties": {
"service": {
"type": "object",
"required": [
"nanme",
"donai n"

]

’roperties": {
"nanme": {
"type": "string"
" aomai n": {
"type": "string"

}

ecurityPosture": {

"type": "object",

"required": [
"posture”

]

}

roperties": {
"posture": {
"type": "string",
"enum': [
"green",
"yel | ow',
"orange",
"red"
I

"description": "Enumeration of current security posture"
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A.4 ElementState

{
"definitions": {},
"$schema": "http://json-schema. org/draft-07/schema#",
"$id": "https://forge.etsi.org/rep/entel/ts-103-479/]son-schema/ bl ob/vl. 2.1/ el enentstate.json",
"type": "object",
"title": "El ementState",
"description": "El ementState event notification",
"required": [
"el ement St at e"
1.
"properties": {
"element State": {
"type": "object",
"required": [
"el ement | d",
"state",
"reason"
1.
"properties": {
"elementld": {
"type": "string"
"state": {
"type": "string",
"enun': [
"normal ",
"shedul edMai nt enance”,
"servi ceDi sruption”,
"over| oaded",
" goi ngbown",
"down"
1
"description": "Enuneration of current elenent state"
b
"reason": {
"type": "string"
}
}
}
}

A5 ServiceState

"definitions": {},
"$schema": "http://json-schema. org/draft-07/schema#",
"$id": "https://forge.etsi.org/rep/entel/ts-103-479/]son-schema/ bl ob/vl. 2.1/ servicestate.json",
"type": "object",
"title": "ServiceState",
"description": "ServiceState event notification",
"required": [
"service",
"serviceState"

]

roperties": {
"service": {
"type": "object",
"required": [
"name" |
"donai n"

]

’roperties": {
"name": {
"type": "string"
},
"domai n": {
"type": "string"

}
H

"serviceState": {
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"type": "object",
"required": [
"state",
"reason”
I,
"properties": {
"state": {
"type": "string",
"enuni': [
“normal ",
"unnmanned",
"shedul edMai nt enance(down) ",
"shedul edMai nt enance(avail abl e)",
"maj or | nci dent | nProgress",
"partial Service",

"over| oaded",
" goi ngbown",
" down"
1,
"description": "Enumeration of current service state"
b
"reason": {
"type": "string",
"description": "Text containing the reason state was changed, if avail abl e"
}

A.6  Dequeue Registration Request
{

"definitions": {},
"$schemn": "http://json-schema. org/draft-07/schema#",
"$id": "https://forge.etsi.org/rep/entel/ts-103-479/json-schema/ bl ob/v1.2.1/dqregrequest.json",
"type": "object",
"title": "DequeueRegi strati on Request",
"description": "Dequeue registration is a web service whereby the registering entity becomes one
of the dequeuing entities",
"required": [
"queueUri",
"dequeuerUri",
"expirationTi me"
I
"properties": {
"queueUri": {
"type": "string",
"description": "SIP UR of queue to register on"
b
"dequeuerUri": {

"type": "string",

"description": "SIP UR of dequeuer (where to send calls)"
}
"expirationTime": {

"type": "integer",

"description": "Requested tine in seconds this registration will expire"
Iy
"dequeuePreference": {

"type": "integer",

"description": "Integer from1-5 indicating queuing preference; 5 indicating highest
preference",

"mninmunt: 1,
“maxi mum': 5
}
}
}

A.7  Dequeue Registration Response

{
"$schema": "http://json-schema. org/draft-07/schema#",
"$id": "https://forge.etsi.org/rep/entel/ts-103-479/json-schema/bl ob/v1.2.1/dqgregresponse.json",
"title": "DequeueRegi stration Response",
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"description": "Dequeue registration is a web service whereby the registering entity becomes one
of the dequeuing entities"

"type": "object",

"required": [

"expirationTi me"

I,

"properties": {
"expirationTime": {

"description": "Time in seconds this registration will expire",

"type": "integer"

A.8 BadActor Service

openapi: 3.0.1
info
title: Bad Actor Service
version: "1.0"
contact:
nane: ETSI TC EMIEL
url: https://forge.etsi.org/rep/entel/ts-103-479/j son-schema/ bl ob/v1. 2.1/ badact or. yni
servers:
- url: http://1ocal host/BadActor/vl
pat hs:
/ BadAct or s:
post:
tags:
- BadAct or Request
sunmary: ldentifies a source as a "Bad Actor"
operationld: BadAct or Request
request Body:
description: Bad actor source |d
content:
application/json
schema:
type: string
required: true
responses
‘201
description: Bad Actor successfully added
' 401"
description: Unauthorized
' 432
description: Al ready reported
' 433"
description: No such sourceld
' 454
description: Unspecified Error
/ Ver si ons
servers:
- url: https://api.exanple.conf BadAct or
description: Override base path for Versions query
get:
tags:
- RetrieveVersions
summary: Retrieves all supported versions, vendor paraneter is optional
operationld: RetrieveVersions

responses
' 200
description: Versions found
content:
application/json
schena
$ref: 'i3-common. yani #/ conponent s/ schenas/ Ver si onsArr ay

A.9 BadActor Response

Void.
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Annex B (informative):
Organizational Descriptions

B.O General

This clause provides a summary of the organizations described in the present document.

B.1  Certificate Authority

A Certificate Authority (CA) that issues certificates to different entities in the emergency services networks has to be
created or the services of an existing CA have to be re-used. This enables proper authentication and builds the
foundation for authorization. The overall level of security will be substantially improved, therefore.

Since the present document assumes a public key infrastructure the use of such a certificate authority for usage with
emergency services organizationsis needed. Note that a CA isresponsible for managing the entire lifecycle of
certificates from the creation to termination or revocation.

B.2  National, and Regional Authorities

Applicable laws, regulations and rules may need to be enhanced to support ESInet deployment. Thisis particularly true
to provide the necessary provisions to require access network providersto share | P location information and
V SPs/ASPs to transmit emergency calls to emergency services authorities.

B.3  Public Safety Computer Emergency Response Team
(CERT)

To react to security breaches and other incidents the creation of a Public Safety Computer Emergency Response Team
(CERT) isanticipated, and all stakeholders are obliged to make any necessary preparations to receive aerts from the
CERT and to respond. It is essential that all organizations have trained staff available 24 x 7 x 365 to immediately
respond to attacks and have the capability and training to be able to mitigate such attacks.

B.4  ETSI Protocol Naming and Numbering Service
(PNNS)

ETSI CTI provides a Protocol Naming and Numbering Service for all ETSI Technical Bodies. Many protocols require
the alocation of globally unique names or numbers to interoperate successfully. Ranges of names or numbers are often
allocated to standards bodies to distribute the task of allocation, while still maintaining global uniqueness. ETSI CTI
manages such name and number ranges for ETSI.

B.5 Emergency Call Service Authorities

The national/regional/local authorities are responsible for overall operation of, and the data for the emergency
communication system. Such an authority:

. oversees operating the state/regional/local Emergency Service Routing Proxy (ESRP);

. provides Emergency Call Routing Function (ECRF) and Location Information Service (L1S);
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isresponsible for maintaining the integrity of the data housed in the ECRF systems;

aso provides input to the definition of policies, which dictates the granularity of the routing decisions returned
by the ECRF (i.e. ESRP URIsvs. PSAP URIs);

provides data about PSAP boundaries. Thisdatais, for example, usingin LoST servers and influences routing
decisions;

isresponsible to address issues caused by gaps and overlaps in these boundaries;
ensures that BCFs are accessible from the Internet so that VV SPs and ASPs can route emergency calls to them;

is responsible to provide an authoritative GI S database containing only valid in formation, where civic
addresses are used for the location validation;

decides about the setup, and operation of the ESInet as well as PSAPs and other I T infrastructure equipment
necessary to operate the 1P network, interconnection points, and call routing equipment.
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Annex C (informative):
Parameter Registries

C.0 General

The present document requires several registries to be created and those populated with initial values. The entity that
creates these values and makes them available over the Web is called ETSI Protocol Naming and Numbering Service
(PNNS). ETSI PNNS ensures that the policies associated with the parameter registries are followed to avoid
inconsistency in the registry and is available at https.//portal .etsi.org/PNN S/Protocol -Specification-
Allocation/Emergency-services.

Theregistry created for the present document is considered as temporary and may change in the course of the Internet
Assigned Numbers Authority (IANA) registry creation process.

C.1 qgueueState Registry

C.1.1 General

QueueState is an event that indicates to an upstream entity the state of a queue. A registry is needed to enumerate the
possible values returned.

C.1.2 Name

The name of thisregistry is queueState.

C.1.3 Information required to create a new value

A new entry to queueState requires an explanation of when value will be returned and how it is differentiated from
other valuesin the registry.

C.1.4 Management Policy

A Technical Document is required to add a new entry into the registry.

C.1.5 Content

Thisregistry contains:
e TheUTF-8"Vaue" of the entry.
e TheUTF-8"Purpose" of the entry and when it should be used.

. A reference (URI) to the Technical Document that defines the label.

C.1.6 Initial Values

Theinitial value and purposes of the registry are found in the present document.
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C.2  securityPosture Registry

C.2.0 General

The SecurityPosture event returns an enumerated val ue of the current security posture of an agency or element. A
registry is needed to enumerate the possible val ues returned.

C.2.1 Name

The name of thisregistry is securityPosture.

C.2.2 Information required to create a new value

A new entry to securityPosture requires an explanation of when value will be returned and how it is differentiated from
other valuesin the registry.

C.2.3 Management Policy

A Technical Document is required to add a new entry into the registry.

C.2.4 Content
Thisregistry contains:
e TheUTF-8"Vaue" of the entry.
. The UTF-8 "Purpose" of the entry and when it should be used.

. A reference (URI) to the Technical Document that defines the label.

C.2.5 Initial Values

Theinitial value and purposes of the registry are found in the present document.

C.3 elementState Registry

C.3.0 General

The elementState event returns an enumerated value of the current state of an agency or element. A registry is needed to
enumerate the possible val ues returned.

C.3.1 Name

The name of this registry is elementState.

C.3.2 Information required to create a new value

A new entry to elementState requires an explanation of when value will be returned and how it is differentiated from
other valuesin the registry.

ETSI



69 ETSI TS 103 479 V1.3.1 (2025-09)

C.3.3 Management Policy

A Technical Document is required to add a new entry into the registry.

C.3.4 Content
Thisregistry contains:
e TheUTF-8"Vaue" of the entry.
. The UTF-8 "Purpose” of the entry and when it should be used.

. A reference (URI) to the Technical Standard that defines the label.

C.3.5 Initial Values

Theinitial value and purposes of the registry are found in the present document.

C.4  serviceState Registry

C.4.0 General

The serviceState event returns an enumerated value of the current state of a service. A registry is needed to enumerate
the possible values returned.

C.4.1 Name

The name of thisregistry is serviceState.

C.4.2 Information required to create a new value

A new entry to serviceState requires an explanation of when value will be returned and how it is differentiated from
other valuesin the registry.

C.4.3 Management Policy

A Technical Document is required to add a new entry into the registry.

C.4.4 Content

Thisregistry contains:
e TheUTF-8"Vaue" of the entry.
e TheUTF-8"Purpose" of the entry and when it should be used.

. A reference (URI) to the Technical Document that defines the label.

C.4.5 Initial Values

Theinitial value and purposes of the registry are found in the present document.
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C.5 Cipher Suites

C.5.0 General

A cipher suite is a set of algorithms that help secure a network connection. The suites typically use Transport Layer
Security (TLS).

C.5.1 Recommended TLS 1.3 Cipher Suites

Cipher Encryption MAC
TLS_AES 128 GCM SHA256 AESGCM(128) AEAD
TLS_AES 256_GCM_SHA384 AESGCM(256) AEAD
TLS_CHACHA20_POLY1305_SHA256 CHACHA20/POLY1305(256) AEAD

C.5.2 Acceptable TLS 1.2 Cipher Suites

Cipher Encryption MAC
ECDHE-ECDSA-AES128-GCM-SHA256 AESGCM(128) AEAD
ECDHE-RSA-AES128-GCM-SHA256 AESGCM(128) AEAD
ECDHE-ECDSA-AES256-GCM-SHA384 AESGCM(256) AEAD
ECDHE-RSA-AES256-GCM-SHA384 AESGCM(256) AEAD
ECDHE-ECDSA-CHACHA20-POLY1305 CHACHA20/POLY1305(256) AEAD
ECDHE-RSA-CHACHA20-POLY1305 CHACHA20/POLY1305(256) AEAD
DHE-RSA-AES128-GCM-SHA256 AESGCM(128) AEAD
DHE-RSA-AES256-GCM-SHA384 AESGCM(256) AEAD
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Annex D (informative):

Change history

Date Version Information about changes

January 2019 V0.1 |Initial version of the first draft

April 2019 V0.4 |Edits and Annexes

July 2019 V0.7 |Namespace and Registry

October 2019 V0.9 |Final edits

November 2019 V0.14 |JSON schema

January 2023 V1.1.6 |Final draft submitted to EMTEL#56
Final draft including agreed changes from EMTEL#56 and small edits in yellow in

January 2023 V1.1.7 |clause 6.1.2.2 and Table 2 as discussed during the Plugtests #5. Ready to go for
approval before publication.

January 2025 V1.2.2 |First draft of 2™ revision

March 2025 V1.2.3 [Second draft of 2" revision (EMTEL member contribution)

April 2025 V1.2.4 |RC Version

April 2025 V1.2.5 |Final draft of 2" revision
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