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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI Web server (https:/ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ logo is atrademark of ETSI registered for the benefit of its Members and of the
oneM2M Partners. GSM ® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Electromagnetic compatibility and
Radio spectrum Matters (ERM).

The present document is part 2 of a multi-part deliverable. Full details of the entire series can be found in part 1 [i.18].

The present document is the revision of clause 6 (i.e. TS-UNB protocol) of ETSI TS 103 357 (V1.1.1) [i.17]. It includes
numerous improvements to the previous TS-UNB specifications, as follows:

. removal of flaws, inconsistencies, and typosin TS-UNB clause;

. inclusion of new functionalities: class B, class C end-points, higher symbol rates, timing flexibility, burst
concatenation, guard symbols;

. inclusion of new control segments for test purpose;
. deprecation of single burst mode;

. informative annexes on TS-UNB protocol.

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto beinterpreted as described in clause 3.2 of the ETS| Drafting Rules (Verba forms for the expression of
provisions).

"must” and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document, which is part 2 of a multi-part document, specifiesthe TS-UNB protocol. It contains an
implementabl e description of its physical and MAC/link protocol layers.

The present document is structured as follows:
. clause 2 provides references,
e  clause 3 provides definitions of terms, symbols and abbreviation used;
e  clause 4 specifiesthe TS-UNB protocol;
. informative annex A provides examples of radio profiles;
. informative annex B provides examples of MAC payload formats;
. informative annex C summarizes durations and layouts of DLB structure;
e informative annex D provides numerical examples.
TS-UNB is one of the three radio technologies specified for LTN systems, that are addressed in two overall documents:
. ETSI TR 103 249 [i.8], that describes LTN use cases and system characteristics.

. ETSI TS 103 358 [i.9], that specifies the architecture of LTN systems.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Reference/.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] IEEE™ Std 802.15.4-2011: "|EEE Standard for Local and metropolitan area networks--Part 15.4:
Low-Rate Wireless Personal Area Networks (LR-WPANS)".

[2] NIST Publication 197 (2001): "Advanced Encryption Standard (AES)".

[3] NIST Special Publication 800-38B (2005): "Recommendation for Block Cipher Modes of
Operation: "the CMAC Mode for Authentication”.

[4] Void.

[5] Void.

[6] IEEE™ Guidelines for Use of Extended Unigue Identifier (EUI), Organizationally Unique

Identifier (OUI), and Company ID (CID).
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Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE:

While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1]

[i.2]

[i.3]

[i.4]

[i.5]
[i.6]
[i.7]

[i.8]

[i.9]

[i.10]

[i.11]
[i.12]
[i.13]

[i.14]

[i.15]
[i.16]
[1.17]

[i.18]

ERC Recommendation 70-03 (Tromsg 1997 and subsequent amendments): "Relating to the use of
short range devices (SRD)", Recommendation adopted by the Frequency Management, Regulatory
Affairs and Spectrum Engineering Working Groups, Version of 21 October 2016.

ETSI EN 300 220-1 (V2.4.1) (05-2012): "Electromagnetic compatibility and Radio spectrum
Matters (ERM); Short Range Devices (SRD); Radio equipment to be used in the 25 MHz to
1 000 MHz frequency range with power levels ranging up to 500 mW; Part 1: Technical
characteristics and test methods'.

CFR Title 47 Part 15 section 15.247: "Operation within the bands 902-928 MHz, 2400-2483.5
MHz, and 5725-5850 MHz".

ARIB STD-T108: "920 MHz-Band Telemeter, Telecontrol and data transmission radio
equipment”, Version 1.0 of February 14™ 2012.

Void.
IETF RFC 4493 (2006): "The AES-CMAC Algorithm".

EN 13757-7:2018: "Communication systems for meters - Part 7: Transport and security services'
(produced by CEN).

ETSI TR 103 249 (V1.1.1) (10-2017): "Low Throughput Network (LTN); Use Cases and System
Characteristics'.

ETSI TS 103 358 (V1.1.1) (06-2018): "Short range devices; Low Throughput Networks (LTN)
Architecture; LTN Architecture”.

EN 13757-3:2018: "Communication systems for meters - Part 3: Application protocols' (produced
by CEN).

Void.

10-Link Interface and System Specification, Version 1.1.3, 2019.

EN 13757-8: 2023. "Communication systems for meters - Part 8: Adaptation layer" (produced by
CEN).

EN 13757-4:2019: "Communication systems for meters - Part 4: Wireless M-Bus communication”
(produced by CEN).

Open Metering System Specification (OMS-S), Volume 2, Annex Q, Issue 5.0.1, December 2023.
Void.

ETSI TS103 357 (V1.1.1) (06-2018): " Short Range Devices; Low Throughput Networks (LTN);
Protocols for radio interface A".

ETSI TS 103 357-1: "Short Range Devices, Low Throughput Networks (LTN); Protocols for radio
interface A; Part 1: Lfour and DD-UNB protocol families'.
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3 Definitions of terms, symbols, and abbreviations

3.1 Terms

For the purposes of the present document, the following terms and definitions apply:

equivalent signal to noiseratio: signal to noise ratio (including interference) of the received message as if it was only
distorted by additive noise

NOTE: TheeqSNR-I iscalculated based on amutual information estimate of all radio-bursts. It islimited to
+20 dB and the reception threshold is around -2 dB. For example, if in a short message with up to 10 Byte
user data one radio-burstsis missed, the egSNR decreases by app. 0,2 dB.

message signal to noiseratio: ratio of the estimated average power of the non-distorted radio-bursts over the estimated
average noise power of the non-distorted radio-bursts

NOTE: Only the radio-bursts which are suspected to be free of interference, fading and which are not missed are
used for the calculation.

radio-burst: radio transmission over the air which starts with aramp up, finishes with aramp down and which has a
continuous centre frequency and constant transmission power (apart from modulation)

radio-burst signal to noiseratio: ratio of the estimated average power over the estimated average noise power

NOTE: Only the radio-bursts which are suspected to be free of interference, fading and which are not missed are
used for the calculation.

radio-burst received signal strength indicator: average of the estimated power of non-interfered radio-bursts of the
received message

NOTE: For the calculation only the radio-bursts are used which are suspected free of interference, fading and
which are not missing.

radio-frame: areain time and frequency plane containing all radio-bursts belonging to one packet
sub-packet: fragment of a packet after telegram splitting

TSMA pattern: time and frequency transmission scheme of aradio frame

3.2 Symbols

For the purposes of the present document, the following symbols apply:

AT actual symbol duration

ATan Timeinterval between blocks of an extension frame

ATq maximum time window for a high priority uplink response

ATty Timeinterval between core frame and extension frame

ATy Time interval between uplink frame and downlink frame

ATuip standard symbol duration (i.e. duration of a symbol with ULP symbol rate)
Be Carrier spacing

Ben Channel bandwidth

Crs Radio-burst carrier number of TSMA pattern

Coffeet Carrier offset of radio frame

dB decibel

fooLe lowest frequency available in a channel for DLB transmission

fe Channel centre frequency

fofrsat Additional pseudorandom radio frequency offset to the centre frequency
fre Carrier frequency of aradio-burst

nb Number of PSDU data bytes

MNts Timedot offset of radio frame

PrsoL Downlink TSMA pattern number
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look-up values for the time delay in an extension frame with flexibility

Total number of sub-packetsin aradio frame

Number of sub-packetsin core frame

Number of sub-packetsin extension frame

Timedot offset of radio frame

Start time of the radio frame transmission

PPDU duration in seconds

Time difference between two consecutive radio-burstsin number of symbols
Sync-burst time

Abbreviations

For the purposes of the present document, the following abbreviations apply:

ACK
ADSI
AES
BC
BDU
BE
BRxC
BS
BSSH
BT
clv
CMAC
co
CRC
DATA_A
DATA B
DATA_C
DC
DE
DL
DLA
DLAC
DLB
DLC
DLCC
DLRX
DL-SB
DPG
EFI
EIV
EP
egqSNR
ER
EUI
FEC
FFB
FPO
FSCNT
FSID
FTM
GFSK
GMSK
HDR
IA
|EEE
IPv6
LFSR

Acknowledge

Application Data Size Indicator (used in fragmentation procedure)
Advanced Encryption Standard

Beacon Core

Block Data Unit

Beacon Extension

Beacon receive Cycle

Base Station

Base Station Specific Hopping
Bandwidth-bit period product

CMAC initialization vector
Cipher-based Message Authentication Code
Carrier Offset

Cyclic Redundancy Check

Datafield A of aradio-burst

Datafield B of aradio-burst

Datafield C of aradio-burst

Duty Cycle

Data Extension

Downlink

Downlink Class A (atransmission mode)
DLA Core (block)

Downlink Class B (atransmission mode)
Downlink Class C (atransmission mode)
DLC Core (block)

Downlink Receive (status)

Downlink Single Burst (deprecated)
Downlink (TSMA) Pattern Group
Extension Frame Indicator

Encryption Initialization Vector
End-Point

Equivalent Signal to Noise Ratio
Extended Reach (a symbol rate)
Extended Unique Identifier

Forward Error Correction

Frame Format B (one of the variable MAC mode type for M-Bus)
Fragmentation Payload Offset
Fragmentation Session CouNTer
Fragmentation Session Identifier
Flexible Timing Mode

Gaussian Frequency Shift Keying
Gaussian Minimum Shift Keying

High Data Rate (a burst structure)
Implicit Addressing (aflag)

Ingtitute of Electrical and Electronics Engineers
Internet Protocol version 6

Linear Feedback Shift Register
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LPDE
LPDU
LSB
LTN
MAC
MMODE
MPAI
MPDU
MPF
MSB
MSK
PDU
PHR
PHY
PN9
PPDU
PRB
PS
PS A
PS B
PS DA
PS DB
PS_DS
PS_US
PSDU
PSI

RE
RFU
RSSI
RX
SBDU
SBR
SDbuU
SIGN
SNR
SRD
Sync
TDN
TDN_F
THB
TS

TS

TS _F
TSMA
TS-UNB
TX

UL
ULP
ULP2
ULP8
ULz
U-MPDU
UNB
UPG
WMBUS
XOR

14

Low Power Drain End-point Devices
Link Layer Protocol Data Unit

Least Significant Bit

Low Throughput Network

Medium Access Control

MAC MODE

MAC Pres-Addressing Info

MAC Protocol Data Unit

MAC Payload Format

Most Significant Bit

Minimum Shift Keying

Protocol Data Unit

PHY Header

Physical layer

Pseudo Noise sequence of length 9
PHY Protocol Data Unit

Physical Resource Block

Pilot Sequence

Pilot Sequence A

Pilot Sequence B

Pilot Sequence Down A (aBDU field in downlink)
Pilot Sequence Down B (aBDU field in downlink)
Pilot Sequence field of aDL Sync burst
Pilot Sequence field of a UL Sync burst
PHY Service Data Unit

Packet Size Indicator

Resource Element

Reserved for Future Use

Received Signal Strength Indicator
Receiver

Sync-Burst Data Unit

Single Burst Rate

Service Data Unit

Signature field of TS burst

Signal to Noise Ratio

Short Range Device

Synchronization

Time dealy between block of a downlink extension frame

time delay extension frame with flexibility
Time delay Half Block

Telegram Splitting

Transmission Start-time Indicator

Transmission Start-time Indicator in case of timing flexibility

Telegram Splitting Multiple Access
Telegram Splitting Ultra Narrow Band
Transmitter

Uplink

Ultra Low Power (asymbol rate)
UltraLow Power 2 (a symbol rate)
UltraLow Power 8 (a symbol rate)
Uplink class Z (a transmission mode)
Uplink-MPDU

Ultra Narrowband

Uplink Pattern Group

Wireless M-BUS

eXclusive OR
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4 TS-UNB protocol description

4.1 TS-UNB in the LTN protocol families

Telegram-Splitting Ultra- Narrow Band (TS-UNB) protocol is one of the radio protocols specified for the radio
interface of an LTN system; the other radio protocols for LTN systems are Lfour and DD-UNB (see ETSI
TS 103 357 [i.17]).

The TS-UNB protocol is designed to operate effectively in sub-GHz frequency bands. The protocol description offers
particular mechanism to alow the operation under different national or regional radio spectrum regulations (e.g. [i.1],

[i.2], [.3], [i.4]).

4.2 TS-UNB overview

The TS-UNB family isalow power wide area network with star topology based on an UNB approach using Telegram
Splitting Multiple Access (TSMA). TSMA isarandom channel access method wherein the radio transmission of a
packet is divided into several short radio-bursts, which are sent in a non-contiguous manner over the radio channel with
transmission-free time intervals in between. The radio-bursts are pseudo-randomly distributed over time and frequency
within aradio frame. This method offers high interference resilience against radio transmissions of other radio devices,
either from own or foreign radio systems operating in the same band, since only a part of the radio-bursts needs to be
received by the base station to decode the transmitted data. Randomness is achieved by crystal reference tolerance,
additional message dependent frequency offset and random channel access in time due to the asynchronous operation of
the system.

The protocol supports four classes of end-points, as follows:

. Class Z end-points are unidirectional end-points, capable of uplink communication only. Class Z devices may
transmit data at any time transmission datais available.

. Class A end-points are bidirectional end-points, capable of uplink communication and end-point triggered
downlink communication. Upon reception of an uplink message, the base station may send a downlink
message after a defined period of time, triggered by the end-point transmission.

. Class B end-points are class A end-points, also capable of scheduled downlink communication. In Class B, a
base station allocates periodic opportunities for downlink transmission, which limits the maximum downlink
latency.

. Class C end-points are class B end-points also capable of event-triggered downlink communication. In
Class C, downlink transmission may occur at pre-defined time positions within a beacon period of a base
station, resulting in alower latency than for class B.

The end-point classes Z and A form a asynchronous network, where communication istriggered by the end-point. The
end-point classes B and C form a synchronous network, where the communication is triggered by the base station. Both
networks can be operated in parallel.

To further keep transmission duration short, especially for battery or energy harvesting operated end-points, channel
coding together with coherent MSK or GMSK demodulation is used to increase the sensitivity in the receiver to alevel
of -139 dBm without narrowing the signal bandwidth too much. Hence for the transmission of application data with a
size of 10 bytes, the accumulated on-air radio transmission time is less than 400 ms. Therefore TS-UNB offers ultra-low
power consumption down to 10 pWh per message in the end-point and can be operated also in alow-duty cycle band
(DC = 0,1 %). Dueto the ultra-narrowband and short-time transmission as well as the high interference resilience
TS-UNB can reliably handle a network capacity of more than one million messages per day and per base station within
a 200 kHz spectrum.
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Above the Telegram Splitting Multiple Access implemented in the PHY layer, the TS_UNB family is capable of
handling two different modes:

. The Fixed-MAC Mode: in this mode, the protocol stack goes up to the Link layer and is capable of handling
variable application data with a length of up to 245 bytesin uplink and up to 250 bytesin downlink. The
protocol is optimized for an application data length of 10 bytes, which builds the core frame of the TSSUNB
protocol. Datais encrypted with AES128. For authentication and integrity check a 32-bit Cipher-based
Message Authentication Code (CMAC) is added to the MAC Protocol Data Unit. A 24-bit packet counter is
used for replay protection.

. The VariableeMAC Mode: in this mode, the protocol stack has asimplified MAC layer, which alows third
party protocolsto leverage the TSMA PHY layer in atransparent manner. It is capable of handling variable
MAC payload data with alength of up to 254 bytesin uplink and downlink. The protocol is optimized for a
MAC payload length of 20 bytes, which builds the core frame of the TS-UNB protocol.

The following figuresin this clause give an overview of the protocol stack and formats:
e  for uplink transmission (ULZ) in Figure 4-1;
e  for end-point triggered downlink transmission (DLA) in Figure 4-2;
. for scheduled downlink transmission (DLB) in Figure 4-3;
o  for event-triggered downlink transmission (DLC) in Figure 4-4.

Theinput data at the end-point for uplink communication according to the TS-UNB protocol (see clauses 4.6.2 and
4.6.4) shall be the application data from a device application (e.g. sensor data sensed or generated by a sensor of the
end-point). For downlink transmission, the application data may be data for the end-point, which can be a sensor or
actuator. The input data for downlink can be e.g. configuration data for a sensor or control data to activate an actuator.
On link level application data may be combined with additional link layer control segments or link layer control
segments may also be put into LPDU without application data.
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Figure 4-1: Overview of uplink Formats (ULZ transmission)
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Figure 4-2: Overview of downlink formats in DLA transmissions
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Figure 4-3: Overview of downlink formats in DLB transmission
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Figure 4-4: Overview of downlink formats in DLC transmission

4.3

Transmission modes4

Modes of operation

An LTN system using TS-UNB protocol shall support uplink-only transmission (ULZ) and may optionally also support
uplink-triggered downlink transmission (DLA). In addition to ULZ and DLA transmission, an LTN system may also
support scheduled downlink transmission (DLB) and event-triggered downlink transmission (DLC). A single-burst
transmission mode in downlink (DL-SB), that does not use telegram splitting, is also defined, but deprecated in the
present specifications.

Symbol rates

An LTN system implementing TS-UNB protocol shall support symbol rates, as defined in Table 4-2.
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Radio-Burst structure
TS-UNB protocol defines different radio-burst typesin uplink and downlink depending on the used symbol rate:

. Standard burst structure in uplink according to clause 4.7.1.4.1 and in downlink according to clauses 4.7.2.13.3
and 4.7.2.13.4.

. Concatenated burst structure in uplink and downlink: concatenation of three standard radio-bursts.
. HDR burst structure in downlink according to clause 4.7.2.13.6.

Combinations of symbol rates and burst structure that may be used by an LTN system implementing TS-UNB protocol
arelisted in Table 4-1.

Table 4-1: Possible combinations of radio-burst structures and symbol rates

Radio-burst structure

Standard Concatenated HDR

ER ULz N/A N/A
uLz
DLA

Symbol ULP DLB N/A N/A
rate DLC

ULpP2 N/A DLA N/A

ULz DLA

ULP8 N/A DLA DLC

Class of end-points
Classes of end-pointsimplementing TS-UNB are defined, as follows:
. class Z end-point: ULZ transmissions;
. class A end-point: ULZ and DLA transmissions,
. class B end-point: ULZ, DLA, and DLB transmissions;
. class C end-point: ULZ, DLA, DLB, and DLC transmissions.
The EP mode of operation shall be as defined in Table 4-3.

NOTE: No support of relay pointsis foreseen in the TS-UNB protocol.

Table 4-2: Symbol rate definition

Symbol rate SBR
acronym ER (see NOTE) ULP ULP2 ULPS8
Symbol rate Extended Single Burst Ultra Low Ultra Low Ultra Low
full name Reach Rate Power Power 2 Power 8
Formal value 26 10° 600 2610° x 3 2610° x 3 2610° x 3
(in baud) 216 215 214 212
Approx. value
(in baud) 396,7 600 2380,3 4760,7 19 043
NOTE: SBRis a deprecated symbol rate; it should not be used in new design.
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Table 4-3: TS-UNB modes of operation

C

End-point cl 8

nd-point class A

Z
. DL-SB
Transmission ULz DLA DLB DLC
(deprecated)
Fixed MAC )
MAC Mode Variable MAC Fixed MAC
PHY Mode Telegram Splitting (TS) Single Burst Telegram Splitting (TS)

. PRB time&frequency
PRB time&frequenc
TSMA pattern normal N/A normal g Y structure

structure
with additional time shift

Modulation (G)MSK GFSK (G)MSK
ER optional N/A N/A N/A N/A
E SBR N/A mandatory N/A N/A N/A
E ULP mandatory N/A mandatory mandatory mandatory
5,- uLP2 N/A N/A optional N/A N/A
uLP8 optional N/A optional N/A optional
164 dB (ER 161 dB (ULP
(::SN‘:::";"::) 156; ddB (:J LP)) 152 dB (SBR) 1563 ddB ((ulipz))
144 dB (ULP8) 152 dB (ULP8)
Sync Burst on/off none on/off none none
Retransmission on/off none on/off none none

NOTE 1: Uplink MCL based on transmit power of P, = 14 dBm and noise figure of 4 dB.
NOTE 2: Downlink MCL based on transmit power of PTX = 27 dBm and noise figure of 8 dB.

4.4 Drawing and writing conventions

In this clause on TS-UNB, the drawing conventions for figures of protocol data units are, as follows:
. fields to be transmitted are drawn from left to right;
o |eftfieldistransmitted first;
. right field is transmitted last.
The writing conventions for tables of protocol data units are, as follows:
e topfieldistransmitted first;
. bottom field is transmitted last.

The network byte order is big endian, i.e. most significant byte of afield is sent first. In a byte, the most significant bit
issent first.

When several fields are to be named according to their position in a PDU, the naming convention is to follow the
serialization over the air and start with O (see Figure 4-5).

transmitter #n |=—==| #2 | #1 | #0 receiver
.429 ,(,05’
NS NS
D D
RS NS
T &
s < &«
3G &

Figure 4-5: Field naming according to serialization order
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4.5 Link Layer

45.1

The Link Layer handles control procedures required to establish and maintain a connection between an end-point and a
base station (see Figure 4-6).

Link Layer overview

Thelink layer formats, functions and procedures, as defined in the present clause, shall be applied to the fixed MAC
mode. Their usage in case of variable MAC mode depends on the MAC-TY PE definition.

X RX
NWK Data Payload EUI Counter Priority Data Payload EUI Counter SLE:I;L
l X A
v \ 4
.- Signal
LLC LPDU Flags EUI Counter Priority LPDU Flags EUI Counter Quality
| I N |
A 4 \ 4
.. Signal
MAC MPDU Priority MPDU Quality

Figure 4-6: Link Layer interfaces with adjacent layers on the Base Station

45.2 Link Layer formats

45.2.1 Link Layer Protocol Data Unit (LPDU)

Thelink layer protocol data unit shall be as specified in Table 4-4.

Table 4-4: Link Layer Protocol Data Unit (LPDU) Format

Field length 1to 245 (in UL) 0 to 245 (in UL)
(in bytes) 1 to 250 (in DL) 0 to 250 (in DL)
Field
hame Control Payload Data Payload
Only present if MAC Header .
Comment Control flag = 1 may be omitted

Table 4-5: Control payload format

Field length
(in bytes) 1 Oto 244
Field
content Control length | Control segment 1 Control segment n

The control flag in the MAC Header (see clause 4.6.2.3) shall determine whether a control payload is present in the
packet or not. The control payload of the LPDU shall be as specified in Table 4-5. It shall comprise the control length
field and one or more control segments. The control length field shall specify the total length in bytes of al control
segments of the control payload.
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45221 Overview

A control segment shall consist of a control header field and zero or several additional fields. The control header value
and the size of the control segment shall be as detailed in Table 4-6. Control segments shall be used only in fixed MAC

Control Segments
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mode.
Table 4-6: List of Control Segments
Control Header | Direction Control Segment Name CO.””O! Segment
Size (in bytes)
0x10 UL Attach Request 11
Ox11 UL Attach Request IPv6 19
0x14 DL Attach Accept 5
0x18 UL, DL Detach Request 5
0x1C DL, UL Detach Accept 5
0x20 DL DLRX Status Query 1
0x21 UL DLRX Status Response 3
0x22 DL DLRX Extended Status Query 1
0x23 UL DLRX Extended Status Response 4
0x24 DL Link Adaptation Request 3
0x25 UL Link Adaptation Confirm 1
0x30 UL Sync Request 2
0x31 DL Sync Info 36
0x32 UL Resync Request 1
0x33 DL Resync Info 10
0x34 DL Desync Request 2
0x35 UL Desync Accept 2
0x36 DL Sync System Adaptation Notify 3
0x37 DL Sync Request Trigger 1
0x38 DL Sync Adpatation Request 2
0x39 UL Sync Adaptation Confirm 1
0x3B UL DLB Data Ack 3
0x3C UL DLC Data Ack 3
0x40 DL Group Assign Request 26
0x41 UL Group Assign Confirm 2
0x42 DL Group Dismiss Request 10
0x43 UL Group Dismiss Confirm 2
0x44 UL, DL Fragment Info 7
0x50 DL DLRX Certification Status Query 1
0x51 UL DLRX Certification Status Response 14
0x52 DL DLRX Class A Statistic Query 1
0x53 UL DLRX Class A Statistic Response 13
0x54 DL DLRX Class B Statistic Query 1
0x55 UL DLRX Class B Statistic Response 19
0x56 DL DLRX Class C Statistic Query 1
0x57 UL DLRX Class C Statistic Response 9
0xCO0 to OxFF UL, DL User specific U(Ssiresﬁgfel?c
Others Reserved
NOTE:  User specific control segments shall be placed after the listed control segments.
45222 Attach Request

The attach request control segment shall be used to attach the end-point to the base station. The format, as described in

Table 4-7, shall be used when an end-point does not support |Pv6 addressing.
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Table 4-7: Attach Request Control Segment Format

Field length
(in bytes) 1 2 4 4
Field Control Header . ]
content (0x10) End-point Info | Nonce | User Signature

When the end-point can handle |Pv6 addressing, it may use the IPv6 attach request control segment according to
Table 4-8 to transmit the I1Pv6 subnet information to the base station.

Table 4-8: Attach Request IPv6 Control Segment Format

Field length
(in bytes) L 2 8 4 4
Field Control Header . .
content (0x11) End-point Info | IPv6 subnet Nonce | User signature

Nonce and user signature fields are user specific and should be used in the application layer to derive the network key in
the end-point and the service centre from the pre-shared private key.

The end-point info field signals the end-point capabilities to the base station. The end-point info field shall have the
format according to Table 4-45.

45223 Attach Accept

The base station shall send a message with an attach accept control segment to answer the attach request received from
the end-point. The attach accept control segment shall have the format according to Table 4-9.

Table 4-9: Attach Accept Control Segment Format

Field length

(in bytes) 1 2 2

Control Header

Field content (0x14)

End-point Info | Short address

The end-point info field is used by the base station to select the actual capabilities to use from the capabilities advertised
by the end-point in the attach request control segment. The bit positions are according to Table 4-45. The short address
isa 16-bit address, which shall be assigned by the base station to the end-point.

45224 Detach Request

If an end-point needs to disconnect from the network, the end-point shall send a message with a detach request control
segment according to Table 4-10 to the base station. A base station may also send a detach request to an end-point to
disconnect the end-point from the network.

Table 4-10: Detach Request Control Segment Format

Field length

(in bytes) L 4

Control Header

Field content (0x18)

User Signature

The user signature field may be used by the application to authenticate the detach request and may not be processed
within the domain of the base station.

45225 Detach Accept

A detach request from an end-point shall be answered with a detach accept control segment by the base station.
A detach request from a base station shall be answered with a detach accept control segment by the end-point. The
detach accept control segment shall have the format according to Table 4-11.
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Table 4-11: Detach Accept Control Segment Format

Field length
(in bytes) L 4
; Control Header .
Field content (0x1C) User Signature

The user signature field may be used by the application to authenticate the detach accept and may not be processed
within the domain of the base station.

45.2.2.6 DLRX Status Query

The DLRX Status Query control segment shall be formatted as specified in Table 4-12. It may be sent from the base
station to an EP to request a DLRX Status Response from the EP.

Table 4-12: DLRX Status Query Control Segment Format

Field length

(in bytes) 1

Control Header

Field content (0x20)

45.2.2.7 DLRX Status Response

The DLRX Status Response control segment shall be sent by an EP after receiving a DLRX Status Query from the base
station. It shall be formatted as specified in Table 4-13.

Table 4-13: DLRX Status Response Control Segment Format

Field length

(in bytes) 1 1 1
. Control Header
Field content (0x21) RSSI SNR

RSSI
Received signal strength indicator, coded as unsigned fixed point with aleast significant bit value of 1 dBm and an
offset of -174 dBm.

SNR
Signal to noise ratio, coded as signed fixed point with aleast significant bit value of 0,5 dB.

45228 DLRX Extended Status Query

The DLRX Extended Status Query control segment may be sent by the base station to request information on radio link
parameters in the reception of a downlink message of either Class A, Class B or Class C. The DLRX Extended Status
Query control segment shall be formatted according to Table 4-14. The end-point shall evaluate the radio link
parameters over the received message, carrying the DLRX Extended Status Query control segment.

Table 4-14: DLRX Extended Status Query Format

Field length

(in bytes) 1

Control Header

Field content (0x22)
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45229 DLRX Extended Status Response
The DLRX Extended Status Response control segment shall be sent by the end-point after the reception of aDLRX

Extended Status Query control segment, sent by the base station. The DLRX Extended Status Response control segment
shall be formatted according to Table 4-15.

Table 4-15: DLRX Extended Status Response Segment Format

Field length

(in bytes) ! ! ! !
Field content Com(rg)'(sz?ader EP eqSNR EP SNR EP RSSI

The fields shall contain the reception parameter values of the last block of the corresponding downlink message, which
contained the DLRX Extended Status Query command:

EP egSNR
1 byte signed integer, 0,5 dB resolution, -63,5 ... +63,5 dB, -64 representing "value not available".

EP SNR
1 byte signed integer, 0,5 dB resolution, -63,5 ... +63,5 dB, -64,0 representing "value not available".

EP RSSI
1 byte unsigned integer, 1 dBm resolution, -173 ... +81 dBm, -174 representing "value not available”.

45.2.2.10 Link Adaptation Request
If the base station needs to change the configuration of the connection with an end-point, it shall send a Link Adaptation

Reguest control segment, formatted as specified in Table 4-16. The requested configuration shall conform to the end-
point capabilities announced during the attachment procedure.

Table 4-16: Link Adaptation Control Segment Format

Field length

(in bytes) 1 2

Control Header

Field content (0x24)

End-point Info

452211 Link Adaptation Confirm

If an end-point receives a Link adaptation regquest control segment from a base station, it shall respond with a Link
adaptation confirm control segment, formatted as specified in Table 4-17.

Table 4-17: Link Adaptation Confirm Control Segment Format

Field length

(in bytes) L

Control Header

Field content (0x25)

45.2.2.12 Sync Request

The Sync Reguest control segment shall be used by the end-point to request synchronization for the DLB mode and to
retrieve DLB session information. It shall consist of three fields, as detailed in Table 4-18.
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Table 4-18: Sync Request Control Segment Format

Field length
(in bits) 8 2 6
. Control Header Max Beacon RX
Field content (0x30) Cycle Reserved

Max Beacon RX Cycle (BRxC)
Thisfield shall indicate the maximum beacon RX cycle supported by the end-point.

NOTE: Actua vaue for BRxC isgivenin Sync Info control segment (see Table 4-19).

Reserved
Thisfield shall be set to zero.

45.2.2.13 Sync Info

The Sync Info control segment shall be used by the base station to provide an end-point with the information for the
DLB and DLC mode.

The Sync Info control segment shall consist of twelve fields, as detailed in Table 4-19.

Table 4-19: Sync Info Control Segment Format

Field
length 8 16 | 24 | 64 | 128 32 4 2 3 2 1 2 2
(in bits)

Field Sgggg: DLB_ |DLB_ | BS_ [DLB_ |pocnp |NPRB_ [BRXC_ [BRXC_ |DLC_ |DLC_ Ff‘i”m% Reserved
content FO TO EUI KEY IDX Length | Offset Sl D — | (setto 0)
(0x31) Flag

DLB_FO

Frequency offset of the received uplink transmission compared to the base station expected frequency in ppb - signed
integer (positive values indicate an end-point frequency which istoo high).

DLB_TO
Time to next beacon in 1/32 of standard symbol duration - unsigned integer (centre of first radio-burst of the DLA core
frame to the grid position referencing the first resource element of the next DLB frame (see Figure 4-20).

BS _EUI
Base station unique identifier (EUI64 format).

DLB_KEY
DLB encryption key (network level).

BCCNT
Beacon Counter value of the next beacon, the DLB_TO time is referring to.

NPRB_IDX

Index to the number of physical resource blocksin the DLB structure, and the corresponding numbers of data regions.
The NPRB_IDX shall be interpreted as detailed in Table 4-20. The supported number of data regions shall be one of
those in Table 4-20.

NOTE: The number of dataregionsis dynamic. It is set by the base station for each DLB frame (see
clause 4.7.2.15.1).
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Table 4-20: Index to the numbers of PRBs and data regions

NPRB IDX Number of Physical Resource |Supported nu_mbers of data
— Blocks Nprs,bea regions
0x00 3 0
0x01 4 o
0x02 5 2
0x03 7 {1, 2, 3}
0x04 9 {1, 2, 4}
0x05 11 (1,2}
0x06 13 {1, 2, 3,4}
0x07 17 {1, 2, 4}
0x08 25 {1, 2, 3,4}
0x09 31 {1, 2,3}
Ox0A 37 {1, 2,3, 4}
0x0B 49 {1, 2, 3,4}
0x0C 73 {1, 2, 3,4}
0x0D 121 {1, 2, 3,4}
Ox0E 169 {1,2,3,4}
OxOF 217 {1, 2,3, 4}

Beacon Rx Cycle Length (BRxC_L ength)
This 2-bit field is the number, in powers of 2, of beacons, over which the Beacon Rx Cycle (BRxC) is defined. It

determines the fraction of beacons that an EP shall receive. The BRXC_Length field shall be coded according to
Table 4-21.

Table 4-21: Beacon Rx Cycle Values

Number of beacons Fraction of beacons
BRXC_Length in the BRxC received by an EP
0x00 1 every beacon
0x01 2 every 2" beacon
0x02 4 every 4" beacon
0x03 8 every 8" beacon

Beacon Rx Cycle Offset (BRxC_Offset)
The cycle of the reception of the beacon fractions starts at the given Beacon Rx Cycle Offset, which isa 3-bit unsigned

integer value.

Beacon

BS

[ ] scenrn
[ ] scontane
[ Jsconrnez
[ Jeconr-nes
[ Jacont-nia
[ scent-mss
[ ] scentnes
[ Jsconrner
[ ] sconr=nee
v

time

Max Beacon Rx Cycle Length (e.g. 0x03 -> EP receive at least every 8th beacon)

Beacon Rx Cycle Offset

| X X
Sleep Sleep
_l | B »

time

EP

Beacon Rx Cycle Length (e.g. 0x02 -> receive every 4th beacon)

Figure 4-7: Beacon Rx Cycle Length and Offset and EP behaviour

The beacons, that shall be received (see example in Figure 4-7), are all the beacons where:
BCCNT modulo (2BR*C-Lengthy — BRxC_Offset

The Beacon Rx Cycle Offset shall be less than the given value 25R*C-Length,
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DLC Start Index (DLC_SI)
This 2-hit field isthe start index of a DL C resource element, where DL C frame transmissions can start . It shall be
formatted as specified in Table 4-145.

DLC_Density (DLC_D)
This 1-bit field indicates the density of DLC transmission. It shall be set to one for high density, and shall be cleared to
zero for low density.

Sync_Frame Flag
This 2-bit field defines the presence of a synchronization frame (staircase). It shall be coded, as follows:

e 0b00: no sync frame (staircase).
. 0b01: sync frame (staircase) available (see clause 4.7.2.7).
. 0b10: sync & data frame available.

. Ob11: reserved.

45.2.2.14 Resync Request

The Resync Request control segment shall be used by the end-point to request resynchronization for the DLB frame, in
case of aloss of synchronization (i.e. one or severa beacons not received). The Resync Request control segment shall
be formatted according to Table 4-22.

Table 4-22: Resync Request Control Segment Format

Field length

(in bytes) L

Control Header

Field content (0x32)

452215 Resync Info

The Resync Info control segment shall be used by the base station as a response to a Resync Request from an end-point.
It shall be sent in DLA transmission and shall be formatted according to in Table 4-23.

The Base Station may respond to a Resync Request with a Sync Info control segment instead of a Resync Info control
segment if the Resync Info might be insufficient for a successful resynchronization.

Table 4-23: Resync Info Control Segment Format

Field length
(in bits)

Field content

8 16 24 32

Control Header
(0x33) DLB_FO DLB_TO | BCCNT

NOTE: DLB_FO, DLB_TO and BCCNT fields are detailed in
clause 4.5.2.2.13

45.2.2.16 Desync Request

The Desync Reguest control segment might be used by the end-point to explicitly request desynchronization for the
DLB frame. The Desync Request control segment shall be formatted according to Table 4-24.

Table 4-24: Desync Request Control Segment Format

Field length
(in bits) 8 8
. Control Header Reserved
Field content (0x34) (set (0 0)
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4.5.2.2.17 Desync Accept

The Desync Accept control segment might be sent by the base station as a response to a preceding Desync Request
from the end-point. The Desync Accept control segment shall be formatted according to Table 4-25.

Table 4-25: Desync Accept Control Segment Format

Field length
(in bits) 8 8
: Control Header Reserved
Field content (0x35) (set to 0)
45.2.2.18 Sync System Adaptation Notify

The Sync System Adaptation Notify control segment shall be used by the base station to notify all end-pointsin its
coverage area about changesin the DLB structure. This control segment shall consist of four fields, as detailed in
Table 4-26.

End-points shall not acknowledge a Sync System Adaptation Notify.

Table 4-26: Sync System Adaptation Notify control segment format

Field length
(in bits) 8 4 4 8
. Control Header New Adaptation Reserved
Field content (0x36) NPRB_IDX | Occurence (set to 0)

New_ NPRB_IDX
Value of the new NPRB_IDX, after sync system adaptation.

Adaptation_Occurence
Least significant bits of the BCCNT, when the Sync system adaptation will occur.

Reserved
Setto 0.

45.2.2.19 Sync Request Trigger

The Sync Reguest Trigger control segment shall be sent by a base station to force EP(s) to send a Sync Request. This
control segment shall consist of onefield, as detailed in Table 4-27.

NOTE: Thiscontrol message helps EP(s) to synchronize to a different base station or to get new sync
information.

Table 4-27: Sync Request Trigger control segment format

Field length 8
(in bits)
. Control Header
Field content (0x37)

45.2.2.20 Sync Adaptation Request

The Sync Adaptation Request control segment shall be used by the base station to update EP(s) with new beacon
reception alignment. This control segment shall consist of four fields, as detailed in Table 4-28.
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Table 4-28: Sync Adaptation Request control segment format

Field length

(in bits) 8 2 3 3
. Control Header | BRxC_ BRxC_ Reserved
Field content (0x38) Length Offset (setto 0)

452221

The Sync Adaptation Confirm control message shall be used by an end-point to confirm a Sync Adaptation Request.
This control segment shall consist of one field, as detailed in Table 4-29.

Sync Adaptation Confirm

Table 4-29: Sync Adaptation Confirm control segment format

Field length 8
(in bits)
. Control Header
Field content (0x39)

452222 DLB Data Ack

The DLB Data Ack control segment shall be sent by an EP to acknowledge a DLB_Data frame, that requests an
acknowledgment. This control segment shall consist of three fields, as detailed in Table 4-30.

Table 4-30: DLB Data Ack control segment format

Field length
(in bits) 8 8 8
DLB_Data_
Field content Cont(r(t)))IGHBe)ader DLBFTQS(:iIEBIr:jeq_ Frame_
Position

DLB_Ack_Req_Position
The eight LSB of the Beacon Counter of the DLB frame, in which the acknowledgment request was sent.

DLB_Data Frame Position
The position, in the DLB frame, where the DLB_Data frame was sent.

45.2.2.23 DLC Data Ack

The DLC Data Ack control segment shall be sent by an EP to acknowledge a DLC_Data frame, that requests an
acknowledgment. This control segment shall consist of three fields, as detailed in Table 4-31.

Table 4-31: DLC Data Ack control segment format

Field length
(in bits) 8 4 12
DLC Data_
Field content Control Header DLC_Ack_Req_ Frame
(0x3C) Position Position
osition

DLC_Ack_Reqg_Position
The 4 LSB of the Beacon Counter of the DLB frame, in which the acknowledgment request was sent.

DLC_Data Frame_Position

The start position within the DLB structure, where the DLC_Data frame was sent. The start position is indicated by the
12 MSB of the resource element index.
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45.2.2.24 Group Assign Request

The Group Assign Reguest control segment shall be used by the base station to assign an end-point to a Group EUI.
Group assignment is optional and may be conducted by the base station at will. An end-point may be assigned to
multiple groups. A class B or class C end-point shall support up to 8 group assignments. This control segment shall
consist of three fields, as detailed in Table 4-32.

Table 4-32: Group Assign Request Control Segment Format

Field length

(in bytes) 1 8 16 1

. Control Header Assignment
Field content (0x40) Group EUI Group Key Counter

The assignment counter is used as short identifier of the group assign request and confirm procedure and shall be
incremented after each group assignment.

45.2.2.25 Group Assign Confirm

The Group Assign Confirm control segment shall be used by the end-point to confirm a Group Assign Request. This
control segment shall consist of two fields, as detailed in Table 4-33.

Table 4-33: Group Assign Confirm control segment format

Field length

(in bytes) 1 1

Control Header
(0x41)

Assignment

Field content Counter

45.2.2.26 Group Dismiss Request

The Group Dismiss Request control segment shall be used by the base station to dismiss an end-point from a group. It
shall be formatted according to Table 4-34.

Table 4-34: Group Dismiss Request control segment format

Field length

(in bytes) L 8 1

: Control Header Dismissal
Field content (0x42) Group EUI Counter

The dismissal counter is used as short identifier of the group dismiss request and confirm procedure and shall be
incremented after each group dismissal.

45.2.2.27 Group Dismiss Confirm

The Group Dismiss Confirm control segment shall be used by the end-point to confirm a Group Dismiss Request. This
control segment shall be formatted according to Table 4-35.

Table 4-35: Group Dismiss Confirm control segment format

Field length

(in bytes) L L
. Control Header Dismissal
Field content (0x43) Counter
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45.2.2.28 Fragment Info

The Fragment Info control segment shall be used to signal atransmission of afragment of afragmented application
payload. All fragment transmissions of a payload shall include the 7 byte Fragment Info control segment, as specified in
Table 4-36, and a data payload with the according fragment of the complete application data payload. The fragments
may be also coded in order to retrieve lost fragments.

Table 4-36: Fragment Info control segment format

Field length
(in bits) 8 2 2 4 20 20
Field content C°“‘(rg)'(f4§ader FSID | FSCNT | Coding ADSI FPO

FSID
Fragmentation Session Identifier.

FSCNT
Fragmentation Session Counter, shall be incremented after finishing of the Fragmentation Session with FS-ID.

Coding
. coding scheme of the complete payload;
e  0: uncoded;
. 1-15: reserved for future coding schemes.

ADSI
Application Data Size Indicator; length of the Application Data payload in byte before fragmentation coding (max.
1 024 kByte).

FPO
Fragmentation Payload Offset; offset byte position in steps of 2 Byte of the transmitted fragment payload in the overall
fragmentation layer coded payload (max. 2 048 kByte).

45.2.2.29 DLRX Certification Status Query

The DLRX Certification Status Query control segment may be sent by the base station to request information on radio
link parameters for the reception of the downlink message of either Class A, Class B or Class C. The DLRX
Certification Status Query control segment shall be formatted according to Table 4-37.

Table 4-37: DLRX Certification Status Query Format

Field length

(in bytes) L

Control Header

Field content (0x50)

45.2.2.30 DLRX Certification Status Response
The DLRX Certification Status Response control segment shall be sent by the end-point after the reception of a DLRX

Certification Status Query by the base station. The DLRX Certification Status Query control segment shall be formatted
according to Table 4-38.
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Table 4-38: DLRX Certification Status Response Segment Format

Field
'e?i?]th 1 2 2 1 1 1 1 1 1 1 1 1
bytes)
Min. Min. Min. Num. of
Field Control | Freq. Max. Time Max. Min. Max. Min. symbol | symbol | symbol missin
content Header off. freq. off. off. time off. |subpack |subpack | symbol SNR SNR SNR radio-g
(0x51) | Core Ext Core Ext .RSSI | .RSSI SNR block |subpack | symbol burst
index . Index index

The fields shall contain the values of the corresponding downlink message, which contained the DLRX Certification
Status Query command:

Frequency offset of the core block
2 byte signed integer, 0,5 Hz resolution, -16 384 Hz..16 383,5 Hz, saturated on extremes.

Maximum frequency offset of any extension block
2 byte signed integer, 0,5 Hz resolution, -16 384 Hz..16 383,5 Hz, saturated on extremes.

Time offset of the core block
1 byte signed integer, value < 0 indicating early transmission, 10 usresolution, -1,28 ms..1,27 ms, saturated on
extremes.

Maximum time offset of any extension block
1 byte signed integer, value < 0 indicating early transmission, 10 us resolution, -1,28 ms..1,27 ms, saturated on
extremes.

Minimum radio-burst RSS|
1 byte, unsigned integer, 0,5 dBm resolution, -150 dBm offset, -150...22,5 dBm.

Maximum radio-burst RSSI
1 byte, unsigned integer, 0,5 dBm resolution, -150 dBm offset, -150...22,5 dBm.

Minimum symbol SNR
1 byte signed integer, 0,25 dB resolution, -32...31,75 dB.

Minimum symbol SNR block index
1 byte, zero based index of the block containing the symbol with the minimum SNR.

Minimum symbol SNR subpacket index
1 byte, zero based index of the subpacket containing the symbol with the minimum SNR.

Minimum symbol SNR symbol index
1 byte, zero based index of the symbol with the minimum SNR.

Number of missing radio-bur st
number of radio-bursts that were not received, 1 byte unsigned integer.

452231 DLRX Class A Statistic Query
The DLRX Class A Statistic Query control segment may be sent by the base station to request information on reception

parameter statistics in the end-point of the corresponding and previous class A downlink messages. The DLRX Class A
Statistic Query control segment shall be formatted according to Table 4-39.

Table 4-39: DLRX Class A Statistic Query

Field length

(in bytes) L

Control Header

Field content (0x52)
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45.2.2.32 DLRX Class A Statistic Response
The DLRX Class A Statistic Response control segment shall be sent by the end-point after the reception of aDLRX

Class A Statistic Query by the base station. The DLRX Class A Statistic Response control segment shall be formatted
according to Table 4-40.

Table 4-40: DLRX Statistic Class A Segment Format

Field

length 1 1 1 1 1 1 1 2 2 2
(in bytes)

Field ggggg: MinEP |AvgEP | MinEP | AygEP | MinEP | Avg EP '?';Cchl’_f NSUUTCOf '\:c;ma gf
content |' (0T | eaSNR | eqSNR | SNR SNR RSSI RSSI | 'Tes oo meg | msg

The fields shall contain the statistics of the previous downlink messages, which were received since the last DLRX
Class A Statistic Query command was issued:

Minimum and average EP eqSNR
1 byte signed integer, 0,25 dB resolution, -32,0..31,75 dB, -32,0 dB representing N/A

Minimum and average EP SNR
1 byte signed integer, 0,25 dB resolution, -32,0..31,75 dB, -32,0 dB representing N/A

Minimum and average EP RSSI
1 byte unsigned integer, 0,5 dBm resolution, -150..-22,5 dBm, -150 dBm representing N/A

Number of successfully received ClassA DL Cores
2 byte unsigned integer, O .. 65 535

Number of successfully received Class A DL M essages
2 byte unsigned integer, 0 .. 65 535

Number of failed Class A DL M essages
number of messages that could not be received, 2 byte unsigned integer, 0 .. 65 535

45.2.2.33 DLRX Class B Statistic Query
The DLRX Class B Statistic Query control segment may be sent by the base station to request information on reception

parameter statistics in the end-point of the corresponding and previous class B downlink messages. The DLRX Class B
Statistic Query control segment shall be formatted according to Table 4-41.

Table 4-41: DLRX Class B Statistic Query

Field length

(in bytes) L

Control Header

Field content (0x54)
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45.2.2.34 DLRX Class B Statistic Response

The DLRX Class B Statistic Response control segment shall be sent by the end-point after the reception of aDLRX Class B Statistic Query by the base station. The DLRX
Class B Statistic Response control segment shall be formatted according to Table 4-42.

Table 4-42: DLRX Statistic Class B Segment Format

Field
length 1 1 1 1 1 1 1 2 2 2 2 2 2
(in bytes)
red | Soiel [ wnee [ awee [wnee | moce | wnee | agee | BEECIRREAT T nRC [RmEeT | KRNl
content egSNR egSNR SNR SNR RSSI RSSI

(0Ox55) core core Ext Ext Frame Frame
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The fields shall contain the statistics of the previous Class B downlink beacons and data frames, which were received
sincethelast DLRX Class B Statistic Query command was i ssued:

Minimum and average EP eqSNR of beacon core
1 byte signed integer, 0,25 dB resolution, -32,0..31,75 dB, -32,0 dB representing N/A

Minimum and average EP SNR of beacon core
1 byte signed integer, 0,25 dB resolution, -32,0..31,75 dB, -32,0 dB representing N/A

Minimum and average EP RSSI of beacon core
1 byte unsigned integer, 0,5 dBm resolution, -150..-22,5 dBm, -150 dBm representing N/A

Number of successfully received Class B Beacon Cores
2 byte unsigned integer, 0..65 535

Number of failed Class B Beacon Cores
number of beacon cores that were not received, 2 byte unsigned integer, 0..65 535

Number of successfully received Class B Beacon Extensions
2 byte unsigned integer, O .. 65 535

Number of failed Class B Beacon Extensions
number of beacon extensions that were not received, 2 byte unsigned integer, 0 .. 65 535

Number of successfully received Class B Data Frames
2 byte unsigned integer, 0..65 535

Number of failed Class B Data Frames
number of data frames that were not received, 2 byte unsigned integer, 0 .. 65 535

45.2.2.35 DLRX Class C Statistic Query
The DLRX Class C Statistic Query control segment may be sent by the base station to request information on reception

parameter statisticsin the end-point of the corresponding and previous class C downlink messages. The DLRX Class C
Statistic Query control segment shall be formatted according to Table 4-43.

Table 4-43: DLRX Class C Statistic Query

Field length

(in bytes) L

Control Header

Field content (0x56)

45.2.2.36 DLRX Class C Statistic Response
The DLRX Class C Statistic Response control segment shall be sent by the end-point after the reception of aDLRX

Class C Statistic Query by the base station. The DLRX Class C Statistic Response control segment shall be formatted
according to Table 4-44.

Table 4-44: DLRX Statistic Class C Segment Format

Field
length 1 1 1 1 1 1 1 2
(in bytes)
Fi Control . . .
ield Header Min EP Avg EP Min EP Avg EP Min EP Avg EP  |Num of rec
content (0x57) egSNR egSNR SNR SNR RSSI RSSI messages

The fields shall contain the statistics of the previous Class C downlink messages, which were received since the last
DLRX Class C Statistic Query command was issued:

Minimum and average EP eqSNR
1 byte signed integer, 0,25 dB resolution, -32,0..31,75 dB, -32,0 dB representing N/A
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Minimum and average EP SNR
1 byte signed integer, 0,25 dB resolution, -32,0..31,75 dB, -32,0 dB representing N/A

Minimum and average EP RSSI
1 byte unsigned integer, 0,5 dBm resolution, -150..-22,5 dBm, -150 dBm representing N/A

Number of successfully received Class C messages
2 byte unsigned integer, 0..65 535

45.2.3

The end-point info field is used to negotiate TS-UNB protocol settings between end-point and base station. In the attach
request control segment, this field shall indicate the end-point capabilities to the base station. In the attach accept
control segment the base station shall announce the configuration of the connection to the end-point via end-point info
field. The end-point info field shall be formatted according to Table 4-45.

End-point Info Field

Table 4-45: End-Point Info Field Format

Serialization Function Description Comment
order (see note 3)
Channel Use in 0: Single channel
#0 UL 1 Du%l channel deprecated
#1 Repetition in UL Frame repetition (UPG2) 1 = supported or activate
Carrier Offset 0:Neo =3
#2 value in UL lince=11 deprecated
0: short (ATpy =512
#3 DLDI_nterbIock 1: long (éTDL,)VZ 7 168)) deprecated
istance
(see note 1)
#4 UL-ULP ULP symbol rate in ULZ 1 = supported or activate
#5 UL-ER ER symbol rate in ULZ 1 = supported or activate
#6 DL-SB Single Burst in DL deprecated
#7 DL-ULP ULP symbol rate in DLA 1 = supported or activate
#8 UL-HDR ULP8 symbol rate in ULZ 1 = supported or activate
#9 DL-HDR ULP2/ULP8 symbol rate in DLA 1 = supported or activate
(see note 2)
#10 DLB ULP symbol rate in DLB 1 = supported or activate
#11 DLC-ULP ULP symbol rate in DLC 1 = supported or activate
#12 DLC-HDR ULP8 symbol rate in DLC 1 = supported or activate
#13 to #15 Reserved Reserved for future use, set to zero
NOTE 1: AT,y is expressed as number of actual symbols.
NOTE 2: The selection between ULP2/ULP8 and of the type of the radio-burst structure (concatenated
or HDR) in downlink is done in the network management.
NOTE 3: In this column, "supported" means "function supported by the EP"; "activate" means "BS
activates this function".

45.3 Link Layer procedures
453.1 End-point attachment procedure
45311 Introduction

Before an end-point and a base station exchange data, the end-point shall be attached to the base station. The end-point
attachment procedure provides a base station with information about an end-point required for servicing the end-point
and provides the end-point with a short address. Bidirectional end-points may initiate an over-the-air attachment
procedure. Unidirectional end-points are pre-attached by the service centre associated with the end-point.

During the attach procedure, the end-point shall use configuration parameters as specified in Table 4-46 , until itis
reconfigured by the base station via end-point info field.
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Table 4-46: End-point protocol settings during attach procedure

Parameter Setting
Channel Use Single channel use
Repetition Repetition off
carrier offset value Nep =3
DL Interblock Distance May be short or long
Symbol rate ULP

453.1.2

The end-point capabilities are advertised to the base station during the attachment procedure. The base station can then
select the operational mode to be used from the advertised capabilities. For class Z devices the configuration is static,

End-point configuration

class A devices can negotiate the configuration during an over-the-air attachment procedure.

4.53.1.3

Class Z devices are unidirectional devices and shall be pre-attached to aLTN System during manufacturing of the
device. In the pre-attachment procedure the network key, the short address and the end-point info field shall be

Class Z end-point attachment

programmed in the end-point and stored in the service centre.

End point

Base station

____gp attach request—
Network key
Short address
End-point info

—EP attach accept——

Service center

—

Figure 4-8: Service centre based attachment procedure (Class Z devices)

ETSI

The service centre shall provide the base station with the preconfigured network key, short address and end-point info
of the end-point (see Figure 4-8).
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45314 Class A end-point attachment

Class A devices may be attached over-the air to allow dynamic configuration by the base station (see Figure 4-9).

End point Base station Service center

—Attach request—

. —
Signature

Nonce e

—E
End-point info P access grant requ(-:‘stf—fff,,,,fiii>

Signature
Nonce

__Epaccess grant confirm———

-«

- — Network key

_ Attachaccept——
PP—

Short address
End-point info

Figure 4-9: Over-the-air attachment procedure for class A devices

The over-the-air attachment procedure shall start with a message from the end-point to the base station containing an
attach request control segment according to clause 4.5.2.2.2. The base station shall forward the attach request from the
end-point to the service centre allowing the service centre to verify the end-point identity and to generate the network
key. After successful verification the service centre shall provide the network key to the base station. The service centre
may also provide a short address to the base station. If no short addressis provided by the service centre, the base
station shall assign a short address to the end-point. The base station shall then send a message containing an attach
accept control segment to the end-point using the acquired network key for encryption. Further messages from the
end-point may use the reduced addressing mode with the assigned short address and shall be encrypted with the
network key.

45.3.2 End-point detachment procedure

The over-the-air end-point detachment procedure allows an end-point to detach from a base station in a controlled
manner. It allows the base station to remove end-points from the address resolution and to inform the service centre
about the end-point detachment (see Figure 4-10).
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Base station

I

e

—EP detach notify——

Signature

___Epdetach confirm——

Signature
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Service center

Figure 4-10: Over-the-air detachment procedure for class A devices

The service centre based detachment procedure might be used to detach class Z end-points from a base station (see

Figure 4-11).

4.5.3.3

End point

Base station

—EP detach accept— _

Service center

I—

Figure 4-11: Service centre based detachment procedure for class Z devices

End-point synchronization procedure

An end-point that is attached to a base station and supports class A and class B may be synchronized to a scheduled
downlink transmission (DLB) by the following synchronization procedure (see Figure 4-12).
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| Class B Synchronization

End point Base station Service center

| |

I End-point is attached to the network and DLB is activated by settings in the end-point info field |

—
Sync Request (opt.)
\_»

Beacon RX Cycle max.

‘—-’.’___,J——Sync fo——— |
DLB_FO, DLB_TO, BS_EUI,

DLB _KEY, BCCNT,
NPRB_IDX, Beacon RX
Cycle&Offset, DLC_SI,

DLC_D, Sync_Frame_Flag

I
Beacon Core Frame
l«—
I——
Beacon Extension Frame (opt.)
-

—
Data Frames (opt.)
-

Figure 4-12: End-point synchronization procedure

A sync info control segment shall be sent from the base station in a DLA transmission in response to an optional sync
request control segment sent by the end-point in ULZ transmission or unprompted alongside an attachment request or a
link adaptation request sent by the base station which enables DLB mode in the end-point info field. With the provided
information in the sync info control segment, the end-point is able to calculate and open the receive window for the next
beacon core frame.

45.3.4 End-point desynchronization procedure

A base station can terminate the class B mode with an end-point by the desynchronization procedure. For a
desynchronization the base station shall send alink adaptation request with the DLB_mode bit set to 0. The end-point
shall then confirm with alink adaptation confirm control segment. The end-point isthen only operating in class A mode
anymore. Desynchronization implicitly also takes place if the end-point is detached according to clause 4.5.2.2.5.

An end-point may also request desynchronization by sending a desync request to the base station. The base station shall
then respond with a desync accept to accept the desynchronization of the end-point.
4535 Assisted resynchronization procedure

If an end-point loses synchronization to the base station, it may transmit a Resync Request control segment (see

clause 4.5.2.2.14). The base station shall response with a Resync Info (see clause 4.5.2.2.15) or Sync Info control
segment (see clause 4.5.2.2.13) sent in aDLA transmission. The base station may opt for the Sync Info control segment
if the Resync Info is assumed to be insufficient for a successful resynchronization.

45.3.6 Sync System Adaptation procedure

The Sync System Adaptation procedure is used to change DLB structure parameters during runtime.

Synchronized end-points shall be informed before the DLB structure parameters are changed by sending a Sync System
Adaptation Notify control segment in a broadcast message.

If end-points are present with different beacon rx cycles, the Sync System Adaptation Notify control segment shall be
transmitted in all beacon cycles, where end-points are listening.
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NOTE: End-points, which do not receive the Sync System Adaptation Notify control segment due to interference,
being out of range, etc. are out of synchronization, once DLB structure parameters are changed. These
end-points can retrieve the DLB structure parameters via the resynchronization procedure.

If anew EP requests Sync Info after the network sent a Sync System Adaptation Notify control message, it shall be
provided with the Sync Info of the currently active settings and the future settings with the Sync System Adaptation
Notify in the same response.

45.3.7 Sync Adaptation procedure

The Sync Adaptation procedure is used to change Beacon RX cycle mode and Beacon RX cycle offset.

The base station shall send a Sync Adapt Request control segment to the end-point.

The end-point shall response with a Sync Adapt Confirm control segment.

The end-point shall be assumed desychronized until the Sync Adapt Confirm is received by the base station. If the base
station does not receive the Sync Adapt Confirm control segment, it may try to resynchronize the end-point by sending
Link Adaptation Request control segmentsin every DLA transmission opportunity, until a confirmation is received.

45.3.8 DLB acknowledgement procedure

Class B unicast and multicast transmissions may request an acknowledgement by setting the "response” MAC header
flags (see Table 4-51).

The acknowledgement for a Class B unicast or multicast shall be done via an uplink transmission comprising the DLB
Data Ack control segment.

NOTE: For multicasts, the number of addressed devices should be controlled to avoid too many simultaneous
responses in uplink.

DL B messages, which are broadcast, shall not be acknowledged to avoid network congestion with a large number of
uplink acknowledgement transmissions.

45.3.9 DLC acknowledgement procedure

Class C unicast and multicast transmissions may request an acknowledgement by setting the "response” MAC header
flags (see Table 4-51).

The acknowledgement for a Class C unicast or multicast shall be done via an uplink transmission comprising the DLC
Data Ack control segment.

NOTE: For multicasts, the number of addressed devices should be controlled to avoid too many simultaneous
responses in uplink.

DL C messages, which are broadcast, shall not be acknowledged to avoid network congestion with alarge number of
uplink acknowledgement transmissions.

4.5.3.10 Grouping procedure

In class B, messages can be sent to multiple end-points at the same time (multicast). The end-points to be addressed are
put together in agroup. A group shall be identified by an EUI64 called group EUI and a network encryption key shall
be assigned to the group called group key. An end-point may be assigned to a group by an over-the-air assignment using
the link layer commands or by pre-assignment during production or installation of the end-point.

During the over-the-air assignment, an end-point is assigned to a group by sending a Group Assign Request from the
base station to the end-point. The end-point shall then respond with a Group Assign Confirm. The end-point shall then
receive future multicast transmissions addressed to the assigned group in addition to unicast transmission addressed to
theindividual end-point. The short address used for addressing the group shall be the 2 LSB of the group EUI, the
multicast transmissions shall be encrypted with the group key.
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For removing an end-point from a group a Group Dismiss Request command shall be sent from the base station to the
end-point and responded by the end-point with a Group Dismiss Confirm control segment. The end-point shall then no
longer receive future multicast messages addressed to the dismissed group. The end-point shall be removed from the
group after reception of the Group Dismiss Confirm command by the base station.

45.3.11 Simple end-point handover procedure

A simple handover procedure shall be initiated by a Sync Request Trigger control segment, sent by the base station. The
end-point shall respond with a Sync Request control segment, which will be confirmed with a Sync Info control
segment, sent by the new base station (see Figure 4-13).

Figure 4-13: Simple handover procedure

45.3.12 Fragmentation procedure

The fragmentation procedure may be used to transmit application data that exceeds the maximum available MAC
payload size in uplink or downlink. The application data sizeisindicated by the Application Data Size Indicator
(ADS!I). If fragmentation is used the fragmentation procedure shall cut the transmission data s