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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential |PRs, if any, ispublicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETSI Secretariat. Latest updates are available on the ETSI Web
server (https://ipr.etsi.org/).

Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given asto the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Integrated broadband cable
telecommunication networks (CABLE).

The present document is part 3 of a multi-part deliverable. Full details of the entire series can be found in part 1 [54].

DOCSIS® is aregistered Trade Mark of Cable Television Laboratories, Inc., and is used in the present document with
permission.

Modal verbs terminology

In the present document "shall", "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document is part 3 of a multi-part deliverable that define the fourth generation of high-speed
data-over_cable systems, commonly referred to as the DOCSIS® 3.1 specifications. This specification was devel oped
for the benefit of the cable industry, and includes contributions by operators and vendors from North and South
America, Europe, and Asia.

This generation of the DOCSIS® specifications builds upon the previous generations of DOCSIS® specifications
(commonly referred to as the DOCSIS® 3.0 and earlier specifications), leveraging the existing Media Access Control
(MAC) and Physical (PHY) layers, but with the addition of a new PHY layer designed to improve spectral efficiency
and provide better scaling for larger bandwidths (and appropriate updates to the MAC and management layersto
support the new PHY layer). It includes backward compatibility for the existing PHY layersin order to enable a
seamless migration to the new technology.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Reference/.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] Cable Television Laboratories, Inc. (Cablelabs®) CL-SP-CANN-DHCP-Reg-110-130808:
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3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply:
active codes: set of spreading codes which carry information in an SSCDMA upstream

NOTE: The complementary set, the unused codes, are idle and are not transmitted. Reducing the number of active
codes below the maximum value of 128 may provide advantages including more robust operation in the
presence of coloured noise.

Active Queue M anagement (AQM): schemes attempt to maintain low queue occupancy (within Downstream and
Upstream service flows) while supporting the ability to absorb a momentary traffic burst

Address Resolution Protocol (ARP): protocol of the IETF for converting network addresses to 48-bit Ethernet
addresses

Advanced Time Division Multiple Access (TDMA): DOCSIS 2.0 or later TDMA mode (as distinguished from
DOCSIS1.x TDMA)

allocation: group of contiguous minislotsin a MAP which constitute a single transmit opportunity
American National Standards I nstitute (ANSI): U.S. standards body

Backup Primary Downstream Channel: Primary-Capable Downstream Channel which is assighed to thisCM asa
Non-Primary Downstream Channel but which is designated to become the new Primary Downstream Channel if the
currently assigned Primary Downstream Channel is no longer usable by this CM

Bandwidth Allocation Map: MAC Management Message that the CM TS uses to allocate transmission opportunities to
CMs

BITS encoding: octet string using a BITS encoding represents a zero-indexed linear array of 8*N bits, with the most
significant bit of each byte representing the lowest-indexed bit

NOTE: Bit positionsincrease from left to right. For example, bit position O is the most significant bit of the most
significant (leftmost) byte, encoded as hex 0x80. Unspecified bit positions are assumed as zero.
Unimplemented bit positions are ignored.

bonded channel set: identified set of upstream or downstream channels among which a stream of packets is distributed
bonding group: list of channels providing a means to identify the specific channels bonded together

Border Gateway Protocol (BGP): inter-autonomous system routing protocol

bridged network: set of IEEE 802 LANs interconnected by |EEE 802.1D [16] MAC bridges

bridging Cable M odem Termination System (CMTS): CMTS that makes traffic forwarding decisions between its
Network System Interfaces and MAC Domain Interfaces based upon the Layer 2 Ethernet MAC address of a data frame

burst: single continuous RF signal from the upstream transmitter, from transmitter on to transmitter off
Byte: contiguous sequence of eight bits

cable modem: modulator-demodulator at subscriber locations intended for use in conveying data communications on a
cabletelevision system

Cable M odem Service Group (CM-SG): in the HFC plant topology, the complete set of downstream and upstream
channels within asingle CM TS that a single Cable Modem could potentially receive or transmit on

NOTE: Inmost HFC deployments, a CM-SG corresponds to asingle Fibre Node. Usually, a CM-SG serves
multiple CMs.
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Cable M odem Termination System (CMTS): egquipment, located at the cable television system head-end or
distribution hub, providing complementary functionality to the cable modems to enable data connectivity to a wide-area
network.

Cable M odem Termination System - Network Side Interface (CMTS-NSI): network side interface, defined in
SP-CMTS-NSI-101-960702 [i.6], between a CM TS and the equipment on its network side

capture bandwidth: sum of the Tuning Bandsinthe TB List in MHz
ceiling (ceil): mathematical function that returns the lowest-valued integer that is greater than or equal to agiven value
channel: See Radio Frequency Channel.

channel bonding: logical process that combines the data packets received on multiple independent channels into one
higher-speed data stream

NOTE: Channel bonding can be implemented independently on upstream channels or downstream channels.
chip: each of the 128 bits comprising the S-CDMA spreading codes
classifier: set of criteria used for packet matching according to TCP, UDP, IP, LLC and/or 802.1P/Q packet fields

NOTE: A classifier maps each packet to a Service Flow. A Downstream Classifier is used by the CMTS to assign
packets to downstream service flows. An Upstream Classifier is used by the CM to assign packetsto
upstream service flows.

CMCI port: Physical interface of the CM to which a CPE device can attach
codeword: element of an error-correcting code used to detect and correct transmission errors

NOTE: See http://mathworld.wolfram.com/Error-CorrectingCode.html.

Continuous Concatenation and Fragmentation (CCF): method of packing datainto segments for upstream
transmission in Multiple Transmit Channel Mode

Converged Interconnect Network (CIN): network (generally gigabit Ethernet) that connects an M-CMTS Coreto an
EQAM

Customer Premises Equipment (CPE) interface: interface that is either a CMCl Port or aLogical CPE interface

Customer Premises Equipment (CPE): devices at the end user's premises; may be provided by the end user or the
service provider

Data Link Layer: layer in the Open System Interconnection (OSl) architecture providing servicesto transfer data over
the transmission link between open systems

datarate: throughput, data transmitted in units of time usually in bits per second (bps)
decibel-millivolt: dB measurement system wherein 0 dBmV is defined as 1 millivolt over 75 ohms
decibel: unit to measure the relative levels of current, voltage or power

NOTE: Anincrease of 3 dB indicates a doubling of power, an increase of 10 dB indicates a 10x increasein
power, and an increase of 20 dB indicates a 100x increase in power.

diplexer: passive device that implements frequency domain multiplexing
DOCSIS 1.x: abbreviation for "DOCSIS 1.0 or 1.1"
DOCSI S 2.0 mode: CM operatesin this mode when:
1) Multiple Transmit Channel (MTC) Modeis disabled;
2) theEnable 2.0 Mode configuration setting in the REG-RSP is set to 1 (Enable) explicitly or by default; and

3) it operateson an upstream channel using the burst descriptors associated with IUC 9, 10, and 11 as opposed to
I[UC5and 6.
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NOTE: A CM isenabled for DOCSIS 2.0 Mode when the Enable 2.0 Mode configuration setting in the
REG-RSPisset to 1 (Enable). A CM may be enabled for DOCSIS 2.0 Mode but may not be operating in
DOCSIS 2.0 Mode. When a CM has MTC Mode enabled, the CM is not considered to be in DOCSIS 2.0
Mode even if some of the upstream channelsit is using are operating with post-1.1 DOCSI S physical
layer mechanisms. Therefore, "DOCSIS 2.0 Mode" does not have relevance for aCM operating in MTC
Mode.

downStream (DS): in cable television, the direction of transmission from the headend to the subscriber
Downstream Bonded Service Flow: downstream Service Flow assigned to a Downstream Bonding Group (DBG)

Downstream Bonding Group (DBG): subcomponent object of a MAC Domain that distributes packets from an
assigned set of Downstream Bonding Service Flowsto an associated set of Downstream Channels of that MAC Domain

Downstream Channel (DC): physical layer characteristics and MAC layer parameters and functions associated to a
DOCSIS forward channel

Downstream Channel | dentifier (DCID): 8-bit identifier that distinguishes a Downstream Channel withinaMAC
Domain

NOTE: DCID vaues may be assigned locally by the CMTS or externaly by CMTS configuration.
Downstream Interface (DI): common term for either a Downstream Channel or a Downstream Bonding Group
NOTE: DI isnot aseparate object in the object model.

Downstream M-CM TS channel: object representing the M-CM TS DEPI session (see CM-SP-DEPI-108-100611 [2])
that carriesthe DOCSIS MAC-Layer contents of a single Downstream RF Channel

Downstream RF channel: CMTS object representing the physical transmission of the MAC-Layer contents of a
DOCSIS downstream RF signal at a single centre frequency

NOTE: A DRF object implements the functions of: FEC Encoding, MPEG2 Convergence, QAM modulation, and
Physical RF transmission.

Downstream Service Extended Header: DOCSI S extended header that contains a Downstream Service ID (DSID)

DownStream Service Group (DS-SG): complete set of Downstream Channels (DCs) from asingle CMTS that could
potentialy reach a single Cable Modem

NOTE: A DS-SG corresponds to a broadband forward carrier path signal from one CMTS. Inan HFC
deployment, a DS-SG corresponds to the downstream fibre transmission from one CM TS to one or more
Fibre Nodes.

DownStream Service | Dentifier (DSID): 20-bit value in a DOCSI S extended header that identifies a stream of packets
distributed to the same cable modem or group of cable modems

NOTE: TheDSID valueis unique withinaMAC Domain. For sequenced packets, the DSID identifies the
resequencing context for downstream packet bonding in the CM.

Dual Stack Management: See Dual Stack Management Mode.

Dual Stack Management M ode: mode of DOCSI S cable modem operation in which the modem is manageable
simultaneously via both IPv4 and | Pv6 addresses

Duplicate Address Detection: Defined inthe IETF RFC 4862 [51].
Dynamic Host Configuration Protocol (DHCP): Internet protocol used for assigning network-layer (1P) addresses

Dynamic Range: ratio between the greatest signal power that can be transmitted over a multichannel analogue
transmission system without exceeding distortion or other performance limits, and the least signal power that can be
utilized without exceeding noise, error rate or other performance limits
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Edge Quadrature Amplitude Modulator: inthe M-CMTS architecture, a network element that terminates DEPI
sessions and implements the physical Downstream RF Channel for those sessions

NOTE: The EQAM terminates Downstream M-CMTS Channels and forwards their DOCSIS MAC-Layer
contents to Downstream RF Channels.

egressinterface: CPE interface through which the cable modem transmits traffic

end user: human being, organization, or telecommunications system that accesses the network in order to communicate
viathe services provided by the network

Energy Management | Dentifier (EM-ID): 16-bit unsigned integer used to identify one or more CMsthat may be
addressed by a single Energy Management message directive

NOTE: A CM may be assigned multiple EM-IDs: one for the modem itself, one or more for multicast groupings,
and one for an al-CMs broadcast. A CM responds to the first matching EM-ID that it sees withinaPLC
frame.

epoch time: time elapsed since 1 January 1970 00:00:00
NOTE: Thisisusually expressed in seconds.
Fibre Node (FN): in HFC, a point of interface between afibre trunk and the coaxial distribution

flooding: operation of an L2 Bridge in which it replicates an L2PDU addressed to agroup MAC or unlearned
individual MAC addressto all Bridge Ports other than the L2PDU's ingress port

floor: mathematical function that returns the highest-valued integer that is less than or equal to agiven vaue

Forward Error Correction (FEC): enables the receiver to detect and fix errors to packets without the need for the
transmitter to retransmit packets

frame: See MAC frame, SSCDMA frame, and MPEG frame

group delay: difference in transmission time between the highest and lowest of several frequencies through a device,
circuit or system

Group Service Flow (GSF): downstream Service Flow for packets forwarded to hosts reached through a group of
Cable Modems

NOTE: A GSF may be either a Bonded GSF (B-GSF) or a Non-Bonded GSF (NB-GSF).

guard time: time period measured from the end of the last symbol of one burst to the beginning of the first symbol of
the preamble of an immediately following burst

NOTE: Guard timeis measured in modulation symbols; it is equal to guard band - 1.
HD-timestamp (HD-TS): 64-bit timestamp as defined for use in an ODFM downstream channel

NOTE: Consists of high-order epoch bits that provide the time that has passed since a point in time (yet to be
determined), an embedded legacy timestamp, and extra bits for added precision

head-end: central location on the cable network that is responsible for injecting broadcast video and other signalsin the
downstream direction

header: protocol control information located at the beginning of a protocol data unit
Hertz: unit of frequency equivalent to one cycle per second

Hybrid Fibre-Coaxial (HFC) system: broadband bidirectional shared-media transmission system using fibre trunks
between the head-end and the fibre nodes, and coaxial distribution from the fibre nodes to the customer locations

Identity Association for Prefix Delegation (IA_PD): collection of prefixes assigned to the requesting router in
DHCPv6, IETF RFC 3633 [i.32]
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Individual MAC Address: |IEEE 6-byte MAC address with the first transmitted bit (the group bit) set to O indicating
that the address refers to asingle MAC host

NOTE: For the Ethernet MAC addresses of DOCSIS, the group bit isthe least significant bit of the first byte of
the MAC address.

Individual Service Flow (ISF): Downstream Service Flow for packets forwarded to hosts reached through an
individual Cable Modem

NOTE: AnISF may be either aBonded ISF (B-ISF), or a Non-Bonded I SF (NB-ISF).
Information Element (1E): fields that make up a MAP and define individual grants, deferred grants, etc.

Institute of Electrical and Electronics Engineers (IEEE): voluntary organization which, among other things,
sponsors standards committees and is accredited by the American National Standards Institute

Integrated Cable M odem Termination System (I-CMTS): CMTS wherein all components are integrated into a
single chassis as opposed to amodular CMTS

Interior Gateway Protocol (1GP): routing protocol used to exchange routing information among routers within a
single Autonomous System, like RIP, OSPF and I1S-IS

International Electrotechnical Commission (IEC): international standards body
Internet Control Message Protocol (ICMP): Internet network-layer protocol

Internet Engineering Task Force (IETF): body responsible, among other things, for developing standards used in the
Internet

Internet Group Management Protocol (IGM P): network-layer protocol for managing multicast groups on the
Internet

Internet Protocol (1P): computer network protocol (analogous to written and verbal languages) that all machines on
the Internet need to know so that they can communicate with one another.

NOTE: IPisalayer 3 (network layer) protocol in the OSI model.
Interval Usage Code (1UC): field in MAPs and UCDsto link burst profiles to grants

I Pv6 Router Advertisement (RA): ICMPv6 datagram transmitted by a router to advertise its presence along with
various link and Internet parameters

latency: time taken for asignal element to pass through a device
Layer: subdivision of the Open System Interconnection (OSl) architecture, constituted by subsystems of the same rank

Layer 2 Protocol Data Unit (L2PDU): sequence of bytes consisting of a destination MAC address, a source MAC
address, optional Tag Headers, Ethertype/Length, L2 Payload, and CRC

Layer 2 Virtual Private Network (L2VPN): set of LANs and the L2 Forwarders between them that enable hosts
attached to the LANSs to communicate with L2PDUs

NOTE: A single L2VPN forwarding L2PDUs based only on the Destination MAC address of the L2PDU,
transparent to any |P or other Layer 3 address. A cable operator administration domain supports multiple
L2VPNs, one for each subscriber enterprise to which Transparent LAN Serviceis offered.

lear ning: operation of alayer 2 Bridge by which it associates the Source MAC address of an incoming L2PDU with the
bridge port from which it arrived

Link Layer: See DataLink Layer.

L oad Balancing Group (LBG): full or partial subset of aMAC Domain Cable Modem Service Group (MD-CM-SG)
to which a CM is administratively assigned

NOTE: LBGscontain at least one upstream channel and at least one downstream channel.
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Local Area Network (L AN): non-public data network in which serial transmission is used for direct data
communication among data stations located on the user's premises
Local Log: volatile or nonvoléatile log stored within a network element

Logical (Upstream) Channel: MAC entity identified by a unique channel ID and for which bandwidth is allocated by
an associated MAP message

NOTE: A physical upstream channel may support multiple logical upstream channels. The associated UCD and
MAP messages completely describe the logical channel.

Logical CPE Interface: Logical interface between the embedded cable modem and an eSAFE

Logical Link Control (LLC): sub-layer of the second layer (Data Link Layer) in the Open Systems | nterconnection
seven-layer model for communications protocols standardized by the International Organization for Standardization
(1S0), that is responsible for multiplexing transmitted messages, demultiplexing received messages, and providing
message flow control

MAC Domain (M D): subcomponent of the CMTS that provides data forwarding services to a set of downstream and
upstream channels

MAC Domain Cable M odem Service Group (MD-CM-SG): subset of a CM-SG which is confined to the DCs and
UCsof asingle MAC domain

NOTE: AnMD-CM-SG differsfrom a CM-SG only if multiple MAC domains are assigned to the same CM-SGs.

MAC Domain DownStream Service Group (M D-DS-SG): subset of a Downstream Service Group (DS-SG) whichis
confined to the Downstream Channels of asingle MAC domain

NOTE: AnMD-DS-SG differsfrom a DS-SG only when multiple MAC domains are configured per DS-SG.
M AC Domain Interface: interface of aMAC Domain to aCMTS Forwarder

MAC Domain UpStream Service Group (MD-US-SG): subset of an Upstream Service Group (US-SG) whichis
confined to the Upstream Channels of asingle MAC Domain

NOTE: AnMD-US-SG differsfrom a US-SG only when multiple MAC domains are defined per US-SG.
MAC frame: MAC header plus optional protocol data unit
M DF-capable CM: CM that reports an MDF capability of 1 or 2 in the Modem Capabilities encoding

M DF-disabled: MDF-capable CM is said to be MDF-disabled when the CM TS sets the value of O for the MDF
capability in the Modem Capabilities encoding of the REG-RSP(-MP)

M DF-enabled: CM issaid to be MDF-enabled when the CMTS returns the value of 1 or 2 for the MDF capability in
the Modem Capabilities encoding of the REG-RSP(-MP)

M DF-incapable CM: CM that reports an MDF capability of 0 or does not report an MDF capability in the Modem
Capahilities encoding

M edia Access Control (MAC): part of the data link layer that supports topol ogy-dependent functions and uses the
services of the Physical Layer to provide servicesto the logical link control (LLC) sublayer

M edia Access Control (M AC) address. hardware address of a device connected to a shared medium
Media Access Control (MAC) frame: MAC header plus optional PDU

M edia Access Control (MAC) sublayer: sub-layer of the second layer (Data Link Layer) in the Open Systems

I nterconnection sublayer seven-layer model for communications protocols standardized by the International
Organization for Standardization (I1SO), that is responsible for determining which transmitter is allowed access to the
communication medium and uses the services of the Physical Layer to provide servicesto the Logical Link Control
(LLC) sublayer

M egahertz: one million cycles per second
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micr o-r eflections. echoesin the forward transmission path due to impedance mismatches between the physical plant
components

NOTE: Micro-reflections are distinguished from discrete echoes by having a time difference (between the main
signal and the echo) on the order of 1 microsecond. Micro-reflections cause departures from ideal
amplitude and phase characteristics for the transmission channel.

microsecond (us): one millionth of a second
millisecond (ms): one thousandth of a second
miniglot: integer multiple of 6,25 microsecond increments

Modular Cable Modem Termination System (M-CMTS): CMTS composed of discrete functional blocks linked
together using Gigabit Ethernet links

modulation rate: signalling rate of the upstream modulator (1 280 kHz to 5 120 kHz).
NOTE: InS-CDMA, modulation rateisthe chip rate. In TDMA, modulation rate is the channel symbol rate.

Moving Picture Experts Group (MPEG): voluntary body which develops standards for digital compressed moving
pictures and associated audio

multicast client: entity with a unique MAC address that receives multicast packets

M ulticast Downstream Service | dentifier Forwarding Capable Cable M odem: cable modem that reports a nonzero
value for the Multicast DSID Forwarding capability in the REG-REQ message

multiple outstanding requests: ability of the cable modem to make additional bandwidth request for new packets for a
service flow while one or more previous requests for older packets remain unfulfilled

Multiple System Operator: corporate entity that owns and/or operates more than one cable system

Multiple Transmit Channel Mode: upstream operation of the cable modem and cable modem termination system
MAC layer using continuous concatenation and fragmentation to segment traffic and queue-depth based requesting

nanosecond (ns): one billionth of a second

National Cable Telecommunications Association (NCTA): voluntary association of cable television operators which,
among other things, provides guidance on measurements and objectives for cable television systemsin the USA

Network Layer: Layer 3 in the Open Systems Interconnection (OSl) architecture; the layer that provides servicesto
establish a path between open systems

Network Management: functions related to the management of datalink layer and physical layer resources and their
stations across the data network supported by the hybrid fibre/coax system

non-bonded Service Flow: Service Flow assigned to a single channel, rather than a Bonding Group

non-primary Downstream Channel: Downstream Channel received by a cable modem which is not its Primary
Downstream Channel

notification: information emitted by a managed object relating to an event that has occurred within the managed object

Open Systems I nterconnection (OSl): framework of 1SO standards for communication between different systems
made by different vendors, in which the communications process is organized into seven different categories that are
placed in alayered sequence based on their relationship to the user

NOTE: Each layer usesthe layer immediately below it and provides a service to the layer above. Layers 7
through 4 deal with end-to-end communication between the message source and destination, and layers 3
through 1 deal with network functions.

Packet | Dentifier (PID): unique integer value used to identify elementary streams of a program in asingle or multi-
program MPEG-2 stream
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partial service: mode of operation where a cable modem is operating with a subset of the channelsin the RCS and/or
TCS because a channel has become unusable either due to an inability to acquire a channel or because communication
on achannel was lost during normal operation

Payload Header Suppression (PHS): transmitting or forwarding the data payload of a DOCSIS MAC frame without
including header fields of the various protocol layers above the DOCSIS MAC layer. Suppression of header fieldsis
selectablein DOCSIS

PHYsical Layer (PHY): Layer 1 inthe Open System Interconnection (OSl) architecture; the layer that provides
services to transmit bits or groups of bits over atransmission link between open systems and which entails electrical,
mechanical and handshaking procedures

Physical M edia Dependent sublayer (PM D): sublayer of the Physical Layer which is concerned with transmitting bits
or groups of bits over particular types of transmission link between open systems and which entails electrical,
mechanical and handshaking procedures

pre-3.0 DOCSIS: versions of Cablelabs Data-Over-Cable-Service-Interface-Specifications (DOCSIS) specifications
prior to the DOCSI S 3.0 suite of specifications

Primary Channel: See Primary Downstream Channel.

Primary Downstream Channel: Primary-Capable Downstream Channel on which the CM has achieved SYNC lock
and successfully received an MDD message containing ambiguity resolution TLVs

Primary Service Flow: first service flow, in each direction, defined in the CM configuration file

Primary-Capable Downstream Channel: Downstream Channel which carries SY NC messages, MDD messages
containing ambiguity resolution TLVs, aswell as UCD and MAP messages for at least one upstream channel in each of
the MD-CM-SG that the downstream channel reaches

protocol: set of rules and formats that determines the communication behaviour of layer entities in the performance of
the layer functions

Quadrature Amplitude Modulation (QAM) Channel: analogue RF channel that uses quadrature amplitude
modulation (QAM) to convey information

Quadrature Amplitude M odulation (QAM): method of modulating digital signals onto a radio-frequency carrier
signal involving both amplitude and phase coding

Quadrature Phase Shift Keying (QPSK): method of modulating digital signals onto a radio-frequency carrier signal
using four phase states to code two digital bits

Quality of Service Parameter Set: set of Service Flow Encodings that describe the Quality of Service attributes of a
Service Flow or a Service Class

Queue-depth Based Request: request in multiples of bytes based on the CM's queue depth and QoS parameters for a
specific service flow

NOTE: Thisrequest does not include any estimation of physical layer overhead.
Radio Frequency (RF): in cable television systems, this refers to electromagnetic signalsin therange 5 to 1 000 MHz
Radio Frequency (RF) channel: frequency spectrum occupied by a signal

NOTE: RF channelsare usually specified by centre frequency and bandwidth parameters.
Radio Frequency (RF) interface: term encompassing the downstream and the upstream radio frequency interfaces

ranging request messages. any of the ranging request messages. O-INIT-RNG-REQ, B-INIT-RNG-REQ, INIT-RNG-
REQ, RNG-REQ

ranging SID: SID used for ranging on a specific channel
Receive Channel Configuration (RCC): configuration encoding provided by the CMTS in the REG-RSP message
NOTE: RCC contains TLVstoinitially configure a CM's Receive Channels (RCs) and Receive Modules (RMs).
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Receive Channel Profile (RCP): configuration encoding provided by the CMTS in the REG-RSP message
NOTE: RCC contains TLVsto initially configure a CM's Receive Channels (RCs) and Receive Modules (RMs).

Receive Channel Set (RCS): set of downstream channels assigned to an individual CM is called its Receive Channel
Set, and is explicitly configured by the CMTS using the RCC encodings

Receive M odule (RM): component in the CM physical layer implementation shared by multiple Receive Channels
Request For Comments (RFC): technical policy document published by the IETF
Resequencing Channel List: list of channels on which the CM receives packets labelled with that DSID

Resequencing Context: CM Resequencing Context, identified by a Resequencing DSID, is the set of Downstream
Resequencing Channel List, Sequence Change Count, and DSID Resequencing Wait Time

NOTE: Downstream packets containing a Resequencing DSID and a sequence number are delivered, resequenced
and forwarded according to the attributes of the Resequencing Context.

Resequencing Downstream Service Identifier (DSID): downstream service identifier for which the CMTS signals
packet resequencing attributes

routing CMTS: CMTS that makes traffic forwarding decisions between its Network System Interfaces and MAC
Domain Interfaces based upon the Layer 3 (network) address of a packet

S-CDMA Frame: two dimensional representation of minislots, where the dimensions are codes and time

NOTE: An S-CDMA frameiscomposed of p active codesin the code dimension and K spreading intervalsin the
time dimension. Within the SSCDMA frame, the number of minislots is determined by the number of
codes per minidlot | and p, the number of active codesin the SCDMA frame. Each SS=CDMA frame thus
contains s minislots, where s=p/c, and each minislot contains c*K information (QAM) symbols.

Security Association (SA): set of security information shared by two devices in order to support secure
communi cations between the devices across a network

Security Association | Dentifier (SAID): 14-bit handle used to identify a Security Association between aCM and a
CMTS

segment: contiguous burst of upstream data traffic (data |UCs) allocated using asingle grant elementinaMAP
message

Segment Header OFF: mode of Upstream Operation where segment headers are not used for any segment

NOTE: Thismodeis provisioned per upstream service flow and prohibits fragmenting a packet across segment
boundaries.

Segment Header ON: mode of Upstream Operation where segment headers are used for each segment. Thismode is
provisioned per upstream service flow

Selectable Active Codes (SAC): methodology to determine the set of active codes and its complement, the set of
unused codes

NOTE: In SAC mode 1, a consecutive set of codes starting with code 0 are unused. In SAC mode 2, the active
codes are selectable via a 128-bit string.

Service Class: set of queuing and scheduling attributes that is named and that is configured at the CMTS

NOTE: A ServiceClassisidentified by a Service Class Name. A Service Class has an associated QoS Parameter
Set.

Service Class Name: ASCII string by which a Service Class may be referenced in modem configuration files and
protocol exchanges

Service Flow (SF): MAC layer transport service which provides unidirectional transport of packets from the upper
layer service entity to the RF and shapes, polices, and prioritizes traffic according to QoS traffic parameters defined for
the Flow
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Service Flow I Dentifier (SFID): 32-bit identifier assigned to a service flow by the CMTS

Service Group (SG): complete set of upstream and downstream channels that can provide service to a single subscriber
device

NOTE: SG includes channels from different DOCSIS MAC Domains and even different CMTSs as well as video
EQAMSs.

Service | Dentifier (SID): 14-bit identifier assigned to an Active of Admitted Upstream Service Flow by the
CMTS.Service Flow Identifier assigned by the CMTS

NOTE: SID isassigned iin addition to a Service Flow Identifier (SFID).

SID cluster: group of SIDs containing one and only one SID for each upstream channel within an upstream bonding
group and treated the same from a request/grant perspective

SID cluster group: set of all SID Clusters associated with a specific service flow
Simple Network M anagement Protocol (SNM P): network management protocol of the IETF

Spreader-Off SCDMA Burst: transmission from a single CM in a spreader-off frame on an SSCDMA channel
defined by the time in which the cable modem's transmitter turns on to the time it turns off

NOTE: Therewill generally be several spreader off burstsin a spreader-off frame.

spreading codes: set of 128 binary sequences of 128 hits each which may be used to carry information in the SCDMA
upstream

NOTE: The spreading codes are orthogonal, meaning their cross-correlation is zero. Each code carriesasingle
QAM symbol of information when the code's amplitude and phase are modul ated.

spreading interval: time to transmit a single complete SS-CDMA spreading code

NOTE: Thisisequal to the timeto transmit 128 chips; the transmission of a single information (QAM) symbol on
an S-CDMA channel requires the same time.

sublayer: subdivision of alayer in the Open System Interconnection (OSI) reference model
subnetwork: physically formed by connecting adjacent nodes with transmission links
subscriber: See end user.

subsystem: element in a hierarchical division of an Open System that interacts directly with elementsin the next higher
division or the next lower division of that open system

SYNC message: MAC Management Message used in SC-QAM channel timing

Synchronous-Code Division Multiple Access (SSCDM A): multiple access physical layer technology in which
different transmitters can share a channel simultaneously

NOTE: Theindividual transmissions are kept distinct by assigning each transmission an orthogonal "code."
Orthogonality is maintained by all transmitters being precisely synchronized with one another.

Syslog: protocol that provides the transport of event notification messages across I P networks
Tag Header: 16-bit Tag Protocol ID (0 x 8100) followed by a 16-bit Tag Control field

NOTE: Tag Control field consists of a 3-bit User Priority field, a 1-bit Canonical Format Indicator, and a 12-bit
VLAN ID [16].

tick: 6,25 microsecond time intervals that are the reference for upstream minislot definition and upstream transmission
times

Time Division Multiple Access (TDMA): digital technology that enables alarge number of usersto access, in
sequence, asingle radio frequency channel without interference by allocating unique time dots to each user within each
channel
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TimeStamp (TS): indication of well-defined point in time in the format of a 32-bit value

NOTE: DOCSIStimestamp is used in many places and carried in a SYNC message. The unitis(1/ 10,24 MHz)
= 97,65625 ns.

timing reference: hardware-based timing mechanism; usually employing a phase-locked loop; that provides timing for
adevice

timing synchronization: state that has been achieved when two devices have coordinated their timing references; may
be achieved by periodic exchange of timing synchronization messages

timing synchronization message: term used to describe either the SY NC message or the DOCSIS Extended
Timestamp message in contexts where either term may be applicable

traffic segmentation: dividing upstream traffic into one or more segments on one or more upstream channels

Transmission Control Protocol (TCP): transport-layer Internet protocol which ensures successful end-to-end delivery
of data packets without error

Transmit Channel Configuration (TCC): TLV settingsin Registration and DBC MAC Management M essages that
define operations such as addition, deletion, change, replacement, or re-ranging of one or more upstream channelsin the
Transmit Channel Set of a cable modem

Transmit Channel Set (TCS): set of upstream channels that a cable modem is configured to use for upstream
transmission

NOTE: Each upstream service flow of the cable modem may be associated with some or all of the channelsin the
Transmit Channel Set (TCS). The TCS of a cable modem is conveyed from a CM TS to a cable modem
through the Transmit Channel Configuration (TCC) field in the Registration Response message.

trap: unconfirmed SNMP message for asynchronous notification of events from an SNMP entity

Trivial File Transfer Protocol (TFTP): Internet protocol for transferring files without the requirement for user names
and passwords that istypically used for automatic downloads of data and software

Type/Length/Value (TLV): encoding of three fields, in which the first field indicates the type of element, the second
the length of the element, and the third field the val ue of the element

UpStream (US): direction from the subscriber location toward the head-end
Upstream Bonded Service Flow: upstream Service Flow assigned to an Upstream Bonding Group

UpStream Bonding Group (USBG): subcomponent object of aMAC Domain that collects and
resequences/reassembl es Upstream Segments from a UBSF from an administered set of UCs

Upstream Channel: Physical layer characteristics and MAC layer parameters and functions associated to a DOCSIS
reverse channel

Upstream Channel Bonding: ability of the cable modem and cable modem termination system to support allocating
traffic for asingle Service Flow across two or more upstream channels

Upstream Channel Descriptor (UCD): MAC Management M essage used to communicate the characteristics of the
upstream physical layer to the cable modems

Upstream Channel Identifier (UCID): 8-bit identifier that distinguishes an Upstream Channel withinaMAC Domain

Upstream Drop Classifier (UDC): set of matching criteriathat the CM applies to each packet in order to determine
whether to filter (drop) upstream traffic

Upstream Interface: common term for either an Upstream Channel or an Upstream Bonding Group

Upstream Physical Channdl: set of Upstream Channels received at the same Upstream RF Interface Port with
overlapping frequency

NOTE: Assigned ifType docsCableUpstream (129).
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Upstream RF Interface (URFI) port: physical RF connector that receives multiple Upstream Physical Channels at
different upstream frequencies

UpStream Service Group (US-SG): complete set of Upstream Channels (UCs) within asingle CMTS potentialy
reachable by the transmission of a single Cable Modem

NOTE: InanHFC deployment, a US-SG corresponds to the physical combining of the upstream reverse carrier
path signal from one or more Fibre Nodes reaching asingle CMTS.

Virtual Local Area Network (VLAN): subset of the LANs of an IEEE 802.1 Bridged Network to whichaVLAN
Identifier (VLAN ID) isassigned

NOTE: AnL2VPN may consist of severa VLANS, each with different VLAN IDs, and even of VLANson
different IEEE 802.1 Bridged Networks with the sasme VLAN ID.

3.2 Symbols

For the purposes of the present document, the following symbols apply:

H Mu (lower case); represents 106
o Sigma (lower case); used in the name of a hashing algorithm

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

ACK ACKnowledgement

AES Advanced Encryption Standard

ANSI American National Standards Institute

APM Alternate Provisioning Mode

AQM Active Queue Management

AQP ASF QoS

ARP Address Resolution Protocol

ARP/ND Address Resolution Protocol / Neighbour Discovery
ASCII American Standard Code for Information I nterchange
ASF Aggregate Service Flow

ASM Any Source Multicast

ASN.1 Abstract Syntax Notation 1

ASN.1 Abstract Syntax Notation One

ATC Aggregate Traffic Class

A-TDMA Advanced Time Division Multiple Access
ATM Asynchronous Transfer Mode

BC Boundary Clock

BCH Bose-Chaudhuri-Hocquenghem code

BGP Border Gateway Protocol

BP_UP Baseline Privacy _ Upstream Privacy

BPI Baseline Privacy Interface

BPI+ Baseline Privacy Interface Plus

BPKM Baseline Privacy Key Management

BPSK Binary Phase Shift Keying

BW Bandwidth

Cablel abs Cable Television Laboratories, Inc.

CAT Channel Allocation Type

CBR Constant Bit Rate

CBS Committed Burst Size

CcC Confirmation Code

CCF Continuous Concatenation and Fragmentation
CCITT International Telegraph and Telephone Consultative Committee (see aso ITU-T)
CDMA Code Division Multiple Access

CER Canonica Encoding Rules

CF Coupling Flag
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CFI
CH
CIN
CIR
CLI
CM
CMCI
CMIM
CM-SG
CMTS
CNT
CPE
CR
CRC
cvCe
DA
DAC
DAD
dB
DBC
DBG
DC
DCC
DCD
DCI
DCID
DCS
DEI
DEMARC
DEPI
DER
DES
DFT
DH
DHCP
DHCPv4
DHCPv6
DIX
DLS
DMPI
DOCSIS®
DPD
DPM
DPOE
DPV
DRFI
DRW
DS EHDR
DS
DSA
DSAP
DSBG
DSC
DSCP
DSD
DSG
DSID
DSM
DSP
DS-SG
DTI
DTP
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Canonical Format Indicator

Code Hopping

Converged Interconnect Network
Committed Information Rate
Comman Line Interface

Cable Modem

Cable Modem to Customer Premises Equipment Interface
Cable Modem Interface Mask

Cable Modem Service Group

Cable Modem Termination System
CouNT

Customer Premises Equipment

Color maRking

Cyclic Redundancy Check

Code Verification Certificate
Destination Address

DEMARC Auto Configuration
Duplicate Address Detection

Decibel

Dynamic Bonding Change
Downstream Bonding Group (see also DSBG)
Downstream Channel

Dynamic Channel Change
Downstream Channel Descriptor
Device Class Identifier

Downstream Channel Identifier
Downstream Channel Set

Drop Eligible Indicator
DEMARCation

Downstream External-PHY Interface
Distinguished Encoding Rules

Data Encryption Standard

Discrete Fourier Transform
Diffie-Helman code

Dynamic Host Configuration Protocol
IPv4 version of the Dynamic Host Configuration Protocol
IPv6 version of the Dynamic Host Configuration Protocol
Digital Intel Xerox

DOCSIS Light Sleep

Docsis Mac/Phy Interface
Data-Over-Cable Service I nterface Specifications
Downstream Profile Descriptor
Dual-stack Provisioning Mode

Docsis Provisioning Of Epon
DOCSIS Path Verify

Downstream Radio Frequency Interface
Dynamic Range Window

Downstream Service Extended Header
DownStream

Dynamic Service Addition

Destination Service Access Point
Downstream Bonding Group
Dynamic Service Change
Differentiated Services Code Point
Dynamic Service Deletion

DOCSIS Set-top Gateway
Downstream Service | Dentifier
Delayed Selected Multicast

Digital Signal Processor

DownStream Service Group

DOCSIS Timing Interface

DOCSIS Time Protocol
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DUID
DUT
EAE
EBS
eCM
ECN
EDVA
EEE
EH
EH_LEN
EHDR
EIR
ELEN
EM MB
EM
EMA
E-MIC
EM-ID
EMM
EM-REQ
EM-RSP
eMTA
EQ
EQAM
eRouter
eSAFE
ESP
EUI
EUI-64
FC
FCRC
FCS
FDM
FDMA
FEC
FFT
FHCS
FIPS
FN
FRAG
FTP
GARP
GC
GCR
GLBG
GMAC
GP
GPS
GQC
GSF
HCS
HDR
HDTV
HFC
HMAC
HQoS
HTTP
IA_NA
IA_PD
IAID
IATC
ICMP

a7

DHCP Unique Identifier

Downstream Unencrypted Traffic
Early Authentication and Encryption
ExcessBurst Size

Embedded Cable Modem

Explicit Congestion Notification
Embedded Digital Voice Adapter
Energy Efficient Ethernet

Extended Header

Extended Header _ LENgth

Extended MAC Header

Excess Information Rate

Extended header LENgth

Energy Management Message Block
Energy Management

Exponential Moving Average
Extended Message I ntegrity Check
Energy Management |dentifier

Energy Management Message

Energy Management REQuest

Energy Management ReSPonse
Embedded Multimedia Terminal Adapter
Equalization

Edge QAM

Embedded Router

Embedded Service/Application Functional Entity
Encapsulating Security Payload
Extended Unique Identifier

64-bit Extended Unique I dentifier
Frame Control

Fragment Cyclic Redundancy Check
Frame Check Sequence

Freguency Division Multiplexing
Freguency Division Multiple Access
Forward Error Correction

Fast Fourier Transform

Fragment Header Checksum

Federal Information Processing Standard
Fibre Node

FRAGmentation

File Transfer Protocol

Generic Attribute Registration Protocol
Group Configuration

Group Classifier Rule

General Load Balancing Group

Group Media Access Control

Grant Pending

Global Positioning System

Group QoS Configuration

Group Service Flow

Header Check Sequence

HeaDeR

High Definition TeleVision

Hybrid Fibre-Coaxial

Keyed-Hash Message Authentication Code
Hierarchical QoS

HyperText Transfer Protocol

Identity Association _ Non-temporary Addresses
I dentity Association for Prefix Delegation
Interface Association Identifier
Interface Aggregate Traffic Class
Internet Control Message Protocol
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ICMPv4
ICMPv6
I-CMTS
IDFT
IE

IEC
IEEE
IETF
IGMP
IGP

IP
IPDR
IPTV
IPv4
IPv6
IRT
ISF
SO
ITU-T
IlucC
kbps
L2
L2PDU
L2VPN
LAN
LBG
LDPC
LEN
LLC
LSB
M/N

MAC
MAINT
MAP

MB

Mbps

MC MB
MC
M-CMTS
M-CVC
MD-CM-SG
MDD
MD-DS-SG
MD-DS-SG-ID
MDF
MD-US-SG
MD-US-SG-ID
MEF

MER
MESP
MGMT
MIB

MIC

MLD

MMH
MMM

MP

MPEG
MPLS

MQ

MQI
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IPv4 version of the Internet Control Message Protocol
IPv6 version of the Internet Control Message Protocol
Integrated Cable Modem Termination System

Inverse Discrete Fourier Transform

Information Element

International Electrotechnical Commission

Institute of Electrical and Electronics Engineers

Internet Engineering Task Force

Internet Group Management Protocol

Interior Gateway Protocol

Internet Protocol

Internet Protocol Detail Record

Internet Protocol TeleVision

Internet Protocol version 4

Internet Protocol version 6

Initial Retransmission Time

Individual Service Flow

International Standards Organization
Telecommunication Standardization Sector of the International Telecommunication Union
Interval Usage Code

Kilobits per second

Layer 2

Layer 2 Protocol Data Unit

Layer 2 Virtual Private Network

Local Area Network

Load Balancing Group

Low Density Parity Check

LENgth

Logical Link Control

Least Significant Bit

Relationship of integer numbers M,N that represents the ratio of the downstream symbol clock rate
to the DOCSIS master clock rate

Media Access Control

MAINTenance

bandwidth allocation MAP

Message Block

Megahits per second

Message Channel Message Block

Message Channel

Modular Cable Modem Termination System
Manufacturer's Code Verification Certificate

Media Access Control Domain Cable Modem Service Group
MAC Domain Descriptor

Media Access Control Domain Downstream Service Group
Media Access Control Domain Downstream Service Group Identifier
Multicast DSID Forwarding

Media Access Control Domain Upstream Service Group
Media Access Control Domain Upstream Service Group I dentifier
Metro Ethernet Forum

Modulation Error Ratio

Metro Ethernet Service Profile

ManaGeMenT

Management I nformation Base

Message Integrity Check

Multicast Listener Discovery

Multilinear Modular Hashing

MAC Management Message

MultiPart

Moving Picture Experts Group

MultiProtocol Label Switching

Membership Query

Membership Query Interval
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MR
MRC
MRD
MRT
MSAP
MSB
MSC
MSM
MTA
MTC
MTU
MULPI
NA
NACO
NCP
ND
NDIS
NIC
NS
NS
NTP
NVRAM
ocC
OCD
OoDS
OFDM
OFDMA
OFSM
OID
ONU
OoP
OPT
ORO
oSl
OSPF
0SS
oSSl
OuUDP
Ooul
PARM
PB
PCMM
PCP
PD
PDU
PER
PFI
PHS
PHSF
PHSI
PHSM
PHSS
PHSV
PHY
PID
PIE
PIM
PLC
PLL
PMD
PNM
PoE
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Membership Report

Maximum Retransmission Count
Maximum Retransmission Duration
Maximum Retransmission Time

Media Access Control Service Access Point
Most Significant Bit

Maximum Scheduled Codes

Maximum Scheduled Minislots
Multimedia Terminal Adapter

Multiple Transmit Channel mode
Maximum Transmit Unit

MAC and Upper Layer Protocols Interface
Neighbour Advertisement

Network Access Control Object

Next Codeword Pointer

Neighbour Discovery

Network Driver Interface Specification
Network Interface Card

Neighbour Solicitation

Network-Side Interface

Network Time Protocol

Non-Volatile Random Access Memory
Ordinary Clock

OFDM Channel Descriptor

Ofdm Downstream Spectrum

Orthogonal Frequency Division Multiplexing
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Orthogonal Frequency Division Multiplexing with Multiple Access

Ofdma First Station Maintenance
Object Identifier

Optical Network Unit

Opportunity

Ofdm downstream Profile Test
Option Request Option

Open Systems Interconnection
Open Shortest Path First

Operation Support System
Operations System Support Interface
OFDMA Upstream Data Profile
Organization Unique |dentifier
PARaMeter

PiggyBack

I PCablecom Multimedia

Priority Code Point

Prefix Delegation

Protocol Data Unit

Packet Error Rate

Pointer Field Indicator

Payload Header Suppression
Payload Header Suppression Field
Payload Header Suppression I ndex
Payload Header Suppression Mask
Payload Header Suppression Size
Payload Header Suppression Verification
PHYsical Layer

Packet | Dentifier

Proportional Integral controller-Enhanced
Protocol Independent Multicast
PHY Link Channel

Phase-L ocked Loop

Physical Media Dependent sublayer
Proactive Network Maintenance
Power over Ethernet
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PSD
PTP
PUS|

QAM
Ql
QoS
QPSK
QRI
RA
RAIO
RC
RCC
RCID
RCP
RCP-ID
RCS
REG
REQ
RF
RFC
RFI
RLD
RM
RMCAT
RRR
RS
RSA
RSP
RSVD
RSVP
RTPS
Rx

SA_MAP
SAC
SAID
SAP
SAV

SC_QAM
SCDMA
SCDMA
SCN
SC-QAM
SDL

SFID
SFP
SFR

SHA
SID
SLAAC

SMA

SNAP
SNMP
SNR
SRM
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Power Spectral Density
Precision Time Protocol
Payload Unit Start Indicator
PoWer

Quadrature Amplitude Modulation
Queue Indicator

Quiality of Service

Quadrature Phase Shift Keying
Query Response Interval
Router Advertisement

Relay Agent Information Option
Receive Channel

Receive Channel Configuration
Receive Channel Identifier
Receive Channel Profile
Receive Channel Profile Identifier
Receive Channel Set
REGistration

REQuest

Radio Frequency

Request For Comments

Radio Frequency Interface
Rapid Loss Detection

Receive Module

Rtp Media Congestion Avoidance Techniques
Reserved Reserved Reserved
Router Solicitation

Rivest, Shamir, Adleman
ReSPonse

ReSerVeD

Resource Reservation Protocol
Real-Time Polling Service
Receive

Security Association

Source Address

Security Association_ MAP
Selectable Active Code
Security Association Identifier
Service Access Point

Source Address Verification
SID_Cluster

Single Carrier _ Quadrature Amplitude Modulation

Synchronous Code Division Multiple Access
Synchronous Code Division Multiple Access
Service Class Name

Single-Carrier QAM

Specification and Description Language
Service Flow

Service Flow Identifier

Small Form-factor Pluggable

Service Flow Reference

Service Group

Secure Hash Algorithm

Service | dentifier

Statel ess Address Autoconfiguration

Sparse Mode

Simple Moving Average

Sequence Number

Subnetwork Access Protocol

Simple Network Management Protocol
Signal-to-Noise Ratio

Selectively Replicated Multicast
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SSAP
SSM
ST

SW
SYNC
TAI
TC
TCC
TCl
TCM
TCN
TCP
TCP/IP
TCS
TDM
TDMA
TEK
TFTP
TLV
ToD
ToS
TPID
TRMB
TR
TRO
TSMB
TV
TWTT
TX
UBG
UCA
ucCcC
ucbD
UCl
UCID
ubC
UDP
UGS
UGS-AD
UGS-AD
UGSH
UNI
UP-DIS
URFI
us
USBG
USM
US-SG
uTC
VAD
VID
VLAN
VolP
VSC
VSIF
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Source Service Access Point

Source Specific Multicast

Stagger

SoftWare

SYNChronization

Temps Atomique International
Transparent Clock

Transmit Channel Configuration
Tag Control Information
Trellis-Coded Modulation

Topology Change Notification
Transmission Control Protocol
Transmission Control Protocol / Internet Protocol
Transmit Channel Set

Time Division Multiplexing

Time Division Multiple Access
Traffic Encryption Key

Trivia File Transfer Protocol
Type/Length/Vaue

Time of Day

Type of Service

Tag Protocol Identifier

Trigger Message Block

Trigger

True Ranging Offset

Timestamp Message Block
TeleVision

Two-Way Time Transfer
Transmission

Upstream Bonding Group (see also USBG)
Use Customer Addresses

Upstream Channel Change
Upstream Channel Descriptor
Unified Configuration Interface
Upstream Channel I1Dentifier
Upstream Drop Classifier

User Datagram Protocol

Unsolicited Grant Service
Unsolicited Grant Service - Activity Detection
Unsolicited Grant Service with Activity Detection
Unsolicited Grant Synchronization Header
Unidirectional

UPstream Transmitter - DISable
Upstream Radio Frequency Interface
UpStream

Upstream Bonding Group
User-based Security Model
UpStream Service Group
Coordinated Universal Time

Voice Activity Detection

Vlan Identifier

Virtual Local AreaNetwork

Voice over |P

Vendor-Specific Capabilities
Vendor-Specific Information Field
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4 Requirements and Conventions

4.1 Requirements

In the present document, the following words are used to define the significance of particular requirements:
"SHALL" This word means that the item is an absol ute requirement of the present document.
"SHALL NOT" This word means that the item is an absolute prohibition of the present document.

"SHOULD" This word means that there may exist valid reasonsin particular circumstances to ignore this
item, but the full implications should be understood and the case carefully weighed before
choosing a different course.

"SHOULD NOT"  This phrase means that there may exist valid reasons in particular circumstances when the
listed behaviour is acceptable or even useful, but the full implications should be understood
and the case carefully weighed before implementing any behaviour described with this label.

"MAY" This word means that thisitem istruly optional. One vendor may choose to include the item
because a particular marketplace requiresit or because it enhances the product, for example;
another vendor may omit the same item.

The present document defines many features and parameters, and a valid range for each parameter is usually specified.
Equipment (CM and CMTYS) requirements are always explicitly stated. Equipment will comply with all mandatory
(shall and shall not) requirements to be considered compliant with the present document. Support of non-mandatory
features and parameter valuesis optional.

4.2 Conventions

In the present document, the following convention applies any time a bit field is displayed in afigure. The bit field
should be interpreted by reading the figure from left to right, then top to bottom, with the most-significant bit (M SB)
being the first bit read, and the least-significant bit (L SB) being the last bit read.

5 Overview and Theory of Operations

5.1 MULPI Key Features

DOCSIS 3.1 introduces a number of features that build upon what was present in previous versions of DOCSIS, in
particular a new generation wideband PHY based on Orthogonal Frequency Division Multiplexing (OFDM) and a new
and improved Forward Error Correction (FEC) using Low Density Parity Check (LDPC). The present document
includes the following key new features for the MAC and Upper Layer Protocols I nterface.

Support for anew DOCSIS 3.1 PHY: Ability to find, configure, initialize, optimize and manage DOCSIS 3.1 PHY
channels while maintaining backwards compatibility to DOCSIS 3.0 and older DOCSIS modems and CMTS. In
general, DOCSIS 3.1 CM interoperates with DOCSIS 3.0 CMTS, while DOCSIS 3.1 CMTS s expected to support
DOCSIS 1.1 and higher CMs (there are exceptions).

On the downstream:

. Variable bit loading and multi-profile DS support: In order to leverage this new PHY to its maximum
benefit, DOCSIS 3.1 will allow different subcarriers to use different modulation orders. Thisisreferred to as
variable bit loading on the channel. A downstream profile will define the modulation order (i.e. bit loading) on
each carrier. In order to account for varying downstream plant conditions across different devices, MULPI
provides for defining multiple downstream profiles, where each profile can be tuned to account for specific
plant conditions. By optimizing the downstream profiles, this will allow a downstream channel to be ableto
operate with lower SNR margin, potentially allowing a channel to operate at an overall higher throughput.
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Downstream Convergence L ayer: For OFDM downstream channels, DOCSIS 3.1 no longer uses MPEG-2
as the convergence layer between the MAC and the PHY aswas the case in DOCSIS 3.0. In DOCSIS 3.1, the
MAC frames are simply encoded in FEC codewords and transmitted by the PHY. DOCSIS 3.1 also introduces
the concept of aPHY Link Channel (PLC), which isasignalling sub-channel with information to acquire and
maintain lock on downstream OFDM signal. There is aso the new concept of a Next Codeword Pointer
(NCP), where the CM TS tells the modems which codewords to decode [12].

OFDM bonding on the downstream: DOCSI S bonding has provided a mechanism to allow DOCSI S systems
to scale over time. DOCSIS 3.0 modems have grown from 4 channel devicesto 24 - 32 QAM channels today.
This critical DOCSI S feature will also allow wideband DOCSIS 3.1 PHY channels to be bonded together,
providing a clear roadmap to a 10 Gbps system in the downstream.

OFDM + legacy bonding: DOCSI'S channel bonding also supports a mix of new OFDM channels with older
legacy SC-QAM channels. Thisisacritical component to the DOCSIS migration story. Initially, there will be
large numbers of legacy SC-QAM channels available and relatively smaller amount of spectrum for OFDM
channels. Over time, more spectrum can be devoted to OFDM as DOCSIS 3.1 penetrations increase. Then
legacy SC-QAM can be ramped down as older DOCSI S modems are removed. Thus, bonding of OFDM and
SC-QAM iscritical to maximizing the operator's spectrum usage and avoiding the " spectrum tax".

On the upstream:

Variable bit loading and multi-profile US: For DOCSIS 3.1 OFDMA Channels, a minisiot is no longer
defined as a function of timeticks, but a set of symbols and subcarriers. Similar to the downstream, DOCSIS
3.1 alows different modulations across minislots while maintaining same modulation within the same
minislot. It uses IUCsto alow different modems to transmit with different modulations in the upstream under
CMTS control. DOCSIS 3.1 introduces a new US frame structure where multiple modems may transmit at the
same time but on different frequencies.

Probing: The CMTS periodically commands the modems to send upstream probes to check the quality of the
upstream OFDMA signal.

OFDM A bonding: In the Upstream, DOCSI S 3.1 has adopted the US channel bonding process from DOCSIS
3.0, which uses Segments with Continuous Concatenation and Fragmentation, or CCF. DOCSIS 3.1 supports
bonding between OFDM channels, SC-QAM (DOCSIS 3.0) channels, and between each type of channel. This
gives flexibility to the CM TS scheduler for optimizing the service to the different versions of CMs on a plant.

OFDM A + legacy bonding and time share: DOCSIS US channel bonding also supports a mix of new
OFDMA channels with older legacy SC-QAM channels. DOCSIS 3.1 a so alows simultaneous Time and
Frequency Division Multiplexing, i.e:

- OFDMA and SC-QAM can simultaneously operate on separate frequencies

- OFDMA and SC-QAM can also operate on the same frequencies, divided in time

This allows for the use of OFDM across entire spectrum, while maintaining backward compatibility.
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Figure 5.1: Example View of DS and US Channels, and DS Profiles
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DOCSIS 3.1 introduces arange of new MAC features:

Energy Management: DOCSIS 3.1 defines wide OFDM channelsin the both the upstream and downstream
directions. Asaresult, modems will be using a much smaller number of channels when compared to DOCSIS
3.0 modems using single carrier QAM channels. Asaresult, aDOCSIS 3.1 modem would not realize as much
power savings as a DOCSIS 3.0 modem if it utilized only the DOCSIS 1x1 energy management mode.
Therefore, for DOCSIS 3.1, anew form of energy management is introduced for OFDM channels called
DOCSIS Light Sleep (DLS) mode. DL S defines a reduced transmit and receive mode on a channel that uses
less bandwidth and less power. Upstream ranging is maintained while in DLS mode.

HQoS: HQoS is essentially aCMTS only feature. Cable Modems will not be aware of HQoS, other than
conveying HQoS information from CM configuration file into Registration Request without the need for
interpretation of transported information. HQoS provides an optional, intermediate level in the scheduling
hierarchy between Service Flows and channels/BGs, and introduce aggregate QoS treatment. HQoS provides
either aggregating unicast Service Flows associated with a single CM, or aggregating Service Flows associated
with multiple CMs but typically sharing some common property.

AQM: Active gueue management (AQM) isanew featurein DOCSIS 3.1. AQM schemes attempt to maintain
low queue occupancy (within Downstream and Upstream service flows) while supporting the ability to absorb
amomentary traffic burst by communicating early to transport layers (typically by means of packet drops or
Explicit Congestion Notification (ECN)) when they start to force higher queue occupancy. See[37] asa
reference for a description of AQM.

Enhanced Support for Timing Protocols: With the goal to provide precise frequency and time to external
system that is connected to the network port of aDOCSIS CM, DOCSIS 3.1 introduces a new DOCSIS Time
Protocol which allows the CM to synchronize accurately to the timing and frequency system onthe CMTS,
and then the CM can act as a source for devices behind it. Along with the tighter timing requirements, the
DOCSIS timestamp resolution aso increases from 32 bits to 64 bitsin DOCSIS 3.1.

Removal of legacy features. DOCSIS 3.1 removes many legacy features which are no longer relevant in aDOCSIS
Access Network. These include Payload Header Suppression (PHS), use of the legacy request mechanism, use of many
US Extended Headers, and the use of many messages such as UCI, UCC, TST-REQ, and also deprecates the use of the
DCC message, except for the use with Initialization Technique O (Re-Init-MAC).

DOCSIS 3.0 introduced a number of features which still apply to DOCSIS 3.1 devices:

Downstream Channel Bonding with M ultiple Receive Channels: DOCSIS 3.0 introduces the concept of a
CM that receives simultaneously on multiple receive channels. Downstream Channel Bonding refers to the
ability (at the MAC layer) to schedule packets for a single service flow across those multiple channels.
Downstream Channel Bonding offers significant increasesin the peak downstream data rate that can be
provided to asingle CM.

Upstream Channel Bonding with M ultiple Transmit Channels: DOCSIS 3.0 introduced the concept of a
CM that transmits simultaneously on multiple transmit channels. Upstream Channel Bonding refersto the
ability to schedule the traffic for a single upstream service flow across those multiple channels. Upstream
Channel Bonding offers significant increases in the peak upstream data rate that can be provided to asingle
CM. DOCSIS 3.0 a'so introduces other enhancements in the upstream request-grant process that improve the
efficiency of the upstream link.

IPv6: DOCSIS 3.0 introduced built-in support for the Internet Protocol version 6. DOCSIS 3.0 CMs can be
provisioned with an 1Pv4 management address, an | Pv6é management address, or both. Further, DOCSIS 3.0
CMs can provide transparent | Pv6 connectivity to devices behind the cable modem (CPEs), with full support
for Quality of Service and filtering.

Sour ce-Specific Multicast: DOCSIS 3.0 supported delivery of Source-Specific IP Multicast streamsto CPEs.
Rather than extend the |P multicast protocol awareness of cable modems to support enhanced multicast control
protocols, DOCSIS 3.0 took a different approach. All awareness of 1P multicast is moved to the CMTS, and a
new DOCSI S-specific layer 2 multicast control protocol between the CM and CM TS is defined which works
in harmony with downstream channel bonding and allows efficient and extensible support for future multicast
applications.
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. Multicast QoS: DOCSIS 3.0 defined a standard mechanism for configuring the Quality of Servicefor IP
multicast sessions. It introduces the concept of a"Group Service Flow" for multicast traffic that references a
Service Class Name that defines the QoS parameters for the service flow.

5.2 Technical Overview

5.2.0 MAC Layer Features

The present document defines the MAC layer protocols of DOCSIS 3.1 as well as requirements for upper layer
protocols (e.g. IP, DHCP, etc.). DOCSIS 3.0 introduced new MAC layer features beyond what were present in earlier
versions of DOCSIS. DOCSIS 3.1 introduces primarily anew PHY layer feature to further increase the peak
downstream and upstream data rates with a few MAC enhancements.

DOCSIS 3.0 defined a mechanism to increase the peak rate of upstream and downstream forwarding between the
CMTSand aCM by utilizing multiple independent physical layer channels. This feature is termed channel bonding.
Due to the inherent differencesin the MAC layer definition for upstream transmission relative to downstream, the
bonding mechanisms are themselves quite different in the two directions. The present document defines the
requirements for CMs and CMTSs to support both upstream and downstream channel bonding.

DOCSIS 3.0 introduced a number of enhancements to the operation of upstream request and grant scheduling, including
the ability to request in terms of bytes instead of minislots and to have multiple outstanding requests per upstream
service flow. The set of upstream enhancements introduced with DOCSIS 3.0 is collectively called the "Multiple
Transmit Channel Mode" of operation on the CM.

Additionally, DOCSIS 3.0 introduced enhancements to the way that |P multicast is handled. DOCSIS 1.1 and 2.0
required that cable modems actively participate in tracking layer-3 IP multicast group membership. DOCSIS 3.0, in
contrast, provided aCMTS controlled layer-2 multicast forwarding mechanism. DOCSIS 3.0 also introduced the ability
for cable operators to configure Quality of Service guarantees for multicast traffic. These features can be used to
reliably deliver source-specific as well as any-source multicast sessions to clients behind the cable modem.

DOCSIS 3.0 also introduced full support for 1Pv6, including the provisioning and management of a cable modem with
an |Pv6 address, and the ability to manage and transport | Pv6 traffic.

The present document also includes MAC layer protocol definitions for support of additional DOCSIS 3.1 features
defined in the other DOCSI'S specifications: ETSI EN 302 878-5 [14], ETSI TS 103 311-2 [12], CM-SP-CCAP-
0SSlv3.1-D01-140430 [i.3] and CM-SP-CM-0SSIv3.1-D02-140520 [i.4].

521 CMTS and CM Models

5211 CMTS Model

5.2.1.1.0 Overview

A CMTSis considered to be aDOCSIS network element that forwards packets between one or more Network Side
Interface (NSI) ports (defined in [i.6]) and DOCSIS RF Interface (RFI) ports (defined in ETSI EN 302 878-3 [3] and
ETSI TS 103 311-2 [12]). DOCSI S defines two types of CMTS:

. an "Integrated" CMTS that directly implements the NS| and RFI portsin a single network element; and

. a"Modular" CMTS that implements the NSI and Upstream RF Interfacesin a"Modular CMTS Core" network
element and Downstream RF interfaces on an External PHY (E-PHY) element.

This portion of the present document gives an overview of the CMTS model.
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5.2.1.1.1 CMTS Types

521111 Integrated CMTS

An Integrated CM TS implements a single OSSI entity (SNMP agent, IPDR exporter) for cable operator configuration
and management of the Downstream RF Interfaces (DRFIs) and Upstream RF Interfaces (URFIS) of the CMTS.
Reguirements for the DRFI and the URFI are found in ETSI TS 103 311-2 [12].

Regional
Network

~-NSI-—

Integrated CMTS

- DRFI- ~URFI- URFI - - DRFI- ~URFI- URFI -
. \ .

Figure 5.2: Integrated CMTS Network Diagram

5.21.1.1.2 Modular CMTS

Figure 5.3 depictsaModular CMTS (M-CMTYS) network diagram. The M-CM TS Core implements the Network Side
Interfaces and the Upstream RF Interfaces of aCMTS. The M-CMTS Core tunnels the contents of downstream
DOCSIS channels across a Converged | nterconnect Network (CIN) to one or more Edge QAMs (EQAMS) using the
DOCSI S-standardized Downstream External Physical Interface [2]. The M-CMTS Core and all EQAMs are
synchronized by aDOCSIS Timing Server using a standardized DOCSIS Timing Interface [5].

Regional
Network

—-NSI--

M-CMTS Core
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f |

D DOCSIS

Edge QAM (EQAM) a-T-—|  Timing
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I I

Figure 5.3: Modular CMTS Network Diagram
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The only difference between the data forwarding models for an I-CMTS and an M-CMTS Core is how the contents of a
downstream channel are transmitted. On an M-CMTS, the contents of a downstream channel are encapsulated into a
DEPI Tunnel for transmission over the CIN to an EQAM, which are then modulated and transmitted by the
Downstream RF port. In contrast, on an I-CMTS, the contents of a downstream channel are directly modulated and
transmitted by the Downstream RF port.

In the present document, the term "CMTS" will refer to operation of both an Integrated CMTS and aModular CMTS
Core.

5.2.1.1.2 CMTS Internal Forwarding Model

Figure 5.4 depicts the logical operational model of internal packet forwarding withina CMTS.

Regional Network
—NSI
7"‘
CMTS / \
Y R |
IPv4 Forwarder IPv6 Forwarder ! L2VPN Forwarder !
MAC Domain 1 MAC Domain 2
D1 | |U1 |U2 D2 u3|u4
A i A A
-DRFI ~URF} -URFI -DEP} -URFI--URF}
EQAM
—D:?FI»
v v

Figure 5.4: CMTS Internal Forwarding Model

The CMTS internal forwarding model consists of two types of sub-components:
. CMTS Forwarders which forward packets with layer 2 bridging or layer 3 routing; and

. MAC Domains which manage and forward data to and from cable modems reached by a set of downstream
and upstream channels.

A CMTS Forwarder is responsible for forwarding packets between a Network Side Interface and the MAC Domains. In
DOCSIS 3.0 the MAC Domain is not considered to forward data packets from its upstream to its own downstream
channels; all upstream data packets are considered to be delivered to a CMTS Forwarder. DOCSIS 3.0 leaves most
details of CMTS Forwarder operation to CM TS vendor-specific implementation. DOCSIS versions 1.0, 1.1 and 2.0
required that the CMTS permit 1Pv4 communication across the NSI port to CPE host(s) attached to CMs, along with
IPv4 management of the CMTS and CMs themselves. DOCSIS 3.0 adds the requirement to manage CMs with IPv6, as
well asto provide IPv6 connectivity across an NSI port to CPE 1Pv6 hosts. DOCSIS does not specify whether the
CMTS implements layer 2 or layer 3 forwarding of the IPv4 and IPv6 protocols, or prevent one protocol from being
bridged and the other protocol from being routed. In addition, the DOCSIS Layer 2 Virtual Private Networking
specification [7] standardizes transparent layer 2 forwarding between NSI ports and CM CPE interfaces, and requires
the implementation of an "L2VPN" CMTS Forwarder that is distinct from the "non-L2VPN" CMTS Forwarders for

I Pv4/IPv6 bridging or routing.
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5.2.1.1.3 CMTS MAC Domain

5.2.1.1.3.0 General

A DOCSISMAC Domainisalogica sub-component of a CMTS that is responsible for implementing all DOCSIS
functions on a set of downstream channels and upstream channels. A CMTS MAC Domain contains at least one
downstream channel and at |east one upstream channel.

A MAC Domain isresponsible for sending and receiving all MAC Management Messages (MMMs) to and from a set
of CMsthat are registered on that MAC Domain. A CM isregistered to only asingle MAC Domain at any given time.

A MAC Domain provides layer 2 data transmission services between the CMTS Forwarders and the set of CMs
registered to that MAC Domain.

The MAC Domain classifies downstream packets into downstream "service flows" based on layer 2, 3, and 4
information in the packets. The MAC Domain schedules the packets for each downstream service flow to be transmitted
on its set of downstream channels.

In the upstream direction, the MAC Domain indicates to a CM TS Forwarder component when a Layer 2 packet has
been received from a particular CM. Each CMTS Forwarder component is responsible for forwarding and replicating (if
necessary) Layer 2 packets between the MAC Domains and the NSI port(s) of aCMTS. All upstream DOCSIS Layer 2
packets are delivered to a CMTS Forwarder subcomponent; the MAC Domain does not directly forward Layer 2
packets from upstream to downstream channels. Since the CMTS Forwarder isresponsible for building the Layer 2
Ethernet header of downstream Data PDU packets, the IPv4 ARP and IPv6 ND protocols are considered to be
implemented within the CMTS Forwarder.

5.21.1.3.1 Downstream Data Forwarding in a MAC Domain

A MAC Domain provides downstream DOCSI S data forwarding service using the set of downstream channels
associated with the MAC Domain. Each downstream channel in aMAC Domain is assigned an 8-bit Downstream
Channel ID (DCID).

A downstream channel itself is defined as either:

. a"Downstream (RF) Channel", representing a single-channel downstream RF signal on a Downstream RF
Port of an Integrated CMTS; or

. a"Downstream M-CM TS Channel", representing a single-channel downstream RF signal at a remote Edge
QAM that isreached viaa DEPI tunnel from an M-CMTS Core.

For DOCSIS 3.1, asingle channel downstream RF signal could be either an OFDM channel or a SC-QAM channel. At
an M-CMTS Core, the term "Downstream M-CMTS Channel" refers to the origination of a DEPI session. At an
EQAM, the term "Downstream M-CMTS Channel" refersto the termination of a DEPI session.

5.2.1.1.3.2 Upstream Data Forwarding in a MAC Domain
An "upstream channel" can be used to refer to either:

. a"Physical Upstream Channel"; or

. a"Logical Upstream Channel" of aPhysical Upstream Channel.

A "Physical Upstream Channel" is defined asthe DOCSIS RF signal at a single centre frequency in an upstream
carrier path. For DOCSIS 3.1 this may be either an OFDMA channel or a SC-QAM channel.

Multiple "L ogical Upstream Channels' can share the centre frequency of a Physical Upstream Channel, but operatein
different subsets of the time domain. Transmit opportunities for each Logical Upstream Channel are independently
scheduled by the CMTS.

For DOCSIS 3.1, the OFDMA channel spectrum could overlap with the SC-QAM freguencies; and the CMTS could
multiplex between these Physical Upstream channelsin the time domain.
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A MAC Domain provides upstream DOCSI S data forwarding service using the set of logical upstream channels
associated with the MAC Domain. Each logical upstream channel inaMAC Domain is assigned an 8-bit Upstream
Channel ID (UCID).

All logical upstream channels operating at the same frequency on an Upstream RF Interface port are contained in the
same MAC Domain.

521.2 CM Model

A CM isaDOCSIS network element that forwards (bridges) layer-2 traffic between a Radio Frequency Interface (RFI)
and one or more Customer Premises Equipment ports.

5.2.2 Downstream Convergence Layer
5.2.2.1 Control Channel

52211 PLC

The PHY Link Channel (PLC) isanarrowband signalling channel located within the downstream OFDM channel. PLC
has been designed to enable "blind" channel acquisition, to provide downstream timing reference and scattered pilot
pattern synchronization as well asto aid in energy management protocol and PNM symbol capture triggering.

When a CM acquires an OFDM channel, in the first step it acquires the PLC. In the second step, the CM acquires the
complete OFDM channel based on the channel parameters obtained from the PLC. Several PLC features enable
effective "blind" PLC acquisition. PLC has a fixed frame structure consisting of 128 symbols and 8 or 16 subcarriers,
depending on the FFT size. PLC frame structure includes a preamble of 8 symbols and 120 data symbols. The PLC
preamble is BPSK modulated and contains a well-known data pattern. The data symbols of the PLC are modulated in
16-QAM, protected with robust LDPC (384,288) FEC and block interleaver. The PLC is placed at the centre of a

6 MHz block of active frequency range. To enable rapid frequency scanning when the CM is acquiring the PLC, the

6 MHz block of spectrum containing the PLC is placed on 1 MHz grid. The details of PLC frame structure and rules for
frequency location of the PLC are explained in ETSI TS 103 311-2 [12].

The data portion of the PLC consists of self-contained Message Blocks (MBs). The present document defines 4 types of
message blocks (Timestamp, Trigger, Energy Management and Message Channel) as well as a generic format for MBs
that may be defined in the future. The formats and the usage of the PLC Message Blocks are explained in clause 6.5.1.
The PLC has an effective throughput of about 1 Mb/s.

The Message Channel MBs carries OCD Messages which describe the OFDM channel parameters as well as
Downstream Profile Descriptor (DPD) messages for profile A and the NCP profile. The second step in CM OFDM
channel acquisition is based on the parameters contained in these messages.

The PLC is generally considered a part of the downstream convergence layer.

52212 NCP

The Next Codeword Pointer (NCP) is a portion of the downstream OFDM channel which is dedicated to carry
information about the mapping of FEC codewords to subcarriers within a symbol. NCP is generally considered a part of
the Downstream Convergence Layer. [12] includes a detailed description of the NCP. The NCP referencesin the
MULPI specification are limited to the DPD message which is aso used to specify a profile for NCP as well asto
performance monitoring and failure reporting protocol.
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522.2 Profiles

5.2.2.2.1 Multiple Downstream Profile Support in OFDM Channels

In order to leverage this new PHY to its maximum benefit, DOCSIS 3.1 allows different subcarriers to use different
modulation orders. Thisisreferred to as variable bit-loading on the channel. A downstream profile defines the
modulation order (i.e. bit loading) on each carrier. In order to account for varying downstream plant conditions across
different devices, MULPI provides for defining multiple downstream profiles, where each profile can be tuned to
account for specific plant conditions. By optimizing the downstream profiles, this allows a downstream channel to
operate with lower SNR margin, potentially allowing a channel to operate at an overall higher throughput.

Within the DOCSIS 3.1 MAC Domain, the Convergence Layer between the MAC and PHY maps packetsto the
appropriate profile. An example implementation of the downstream convergence layer for DOCSIS 3.1 and its
association with the stages before and after it is shown in figure 5.5. This block diagram is intended to demonstrate
functionality; while it represents one style of implementation, there are no requirements that an i mplementation needs to
adhere directly to this example. Operation of the Convergence Layer is discussed in more detail in [12].
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Figure 5.5: Downstream Convergence Layer Block Diagram

5.2.3 OFDMA Upstream

OFDMA is anew type of upstream channel for DOCSIS 3.1. OFDMA upstream channels can span more spectrum than
TDMA or SS=CDMA upstream channels. OFDMA upstream channels use LDPC for Forward Error Correction and have
other attributes specific to Orthogonal Frequency Division Multiplexing technology. OFDMA channels utilize a
framing structure consisting of a number of symbolsin time and a number of subcarriersin frequency. Some of the
subcarriers are excluded and never used on the channel. Other subcarriers are not used for transporting MAC-layer data
but are used for physical layer monitoring. Subcarriers used for transporting MAC-layer data are grouped in sets of 8
(50 kHz subcarrier spacing) or 16 (25 kHz subcarrier spacing) contiguous subcarriers in the frequency dimension and K
symbolsin the time dimension to create minislotsin aframe structure.

On TDMA and S-CDMA upstream channels with Multiple Transmit Channel Mode, the CMTS can create 5 profiles
that are used for data transmissions. These profiles define the modulation rate and Reed-Solomon codeword size to be
used any time a transmission is made with that profile. With OFDMA upstream channels, the LDPC codeword sizes are
fixed. For OFDMA channels, the number of data profilesis expanded to 7 and the profile describes the modulation rate
and pilot pattern on a minislot by minislot basis for aframe. Thus, asingle OFDMA data profile can use different
modulation rates for different minislots within aframe.
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For TDMA and S-CDMA upstream channels, aranging burst uses al of the spectrum defined for the channel and is
used to adjust a CM's transmit timing, power, and pre-equalization. With OFDMA upstream channels, ranging uses a
subset of the spectrum defined for the channel. In order to properly adjust the CM's transmit pre-equalizer for every
non-excluded subcarrier, the CMTS needs to receive a transmission with a known pattern on every non-excluded
subcarrier. For OFDMA upstream channels, this known pattern is provided by probing. A probe is awide-band
physical-layer signal that the CM sends in response to a specia probe bandwidth allocation. Probing is used whenever
the CMTS needs to eval uate the CM's transmit pre-equalization.

524 QoS

5.24.0 Overview
This clause provides an overview of the QoS protocol mechanisms and their part in providing end-to-end QoS.
Some of the Quality of Service related features described in the present document include:
. Packet Classification and Flow Identification
. Service Flow QoS Scheduling with a set of QoS Parameters, including:
- Traffic Priority
- Token Bucket Rate Shaping/Limiting
- Reserved (Guaranteed) Data Rate
- Latency and Jitter Guarantees
- Both Static and Dynamic QoS Establishment
- Two-Phase Activation Model for Dynamic QoS

The mgority of the QoS features in the present document were originally defined in [i.7]. This version of DOCSIS
introduces a new feature to control prioritized data forwarding through the CM. This version of DOCSIS aso definesa
mechanism to configure QoS for downstream multicast traffic.

The various DOCSI'S protocol mechanisms described in the present document can be used to support Quality of Service
(QoS) for both upstream and downstream traffic through the CM and the CMTS.

The principal mechanism for providing QoS isto classify packets traversing the DOCSIS RF interface into a Service
Flow and then to schedule those Service Flows according to a set of QoS parameters. A Service Flow isa unidirectional
flow of packetsthat is provided a particular Quality of Service.

The requirements for Quality of Service include:

. A configuration and registration function for pre-configuring per-CM QoS Service Flows and traffic
parameters.

e  Assignaling function for dynamically establishing QoS-enabled Service Flows and traffic parameters.

. CMTS MAC scheduling of downstream and upstream Service Flows based on QoS parameters for the Service
Flow.

. CM and CMTS traffic-shaping, traffic-policing, and traffic-prioritization based on QoS parameters for the
Service Flow.

. Classification of packets arriving from the upper layer service interface to a specific active Service Flow.

e  Grouping of Service Flow propertiesinto named Service Classes, so upper layer entities and external
applications (at both the CM and CMTS) can request Service Flows with desired QoS parametersin aglobally
consistent way.

. Assignment of Service Flows to particular upstream or downstream channels that reach the CM based on
elements of the QoS parameter set for the Service Flow.
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The primary purpose of the Quality of Service features defined here is to define transmission ordering and scheduling
on the Radio Frequency Interface. However, these features often need to work in conjunction with mechanisms beyond
the RF interface in order to provide end-to-end QoS or to police the behaviour of cable modems. Specifically, the
following behaviours are required in DOCSIS 3.0:

o In the upstream and downstream direction the CMTS can be configured to overwrite the DiffServ Field
Setting.

e  The queuing of downstream PDU packets may be prioritized at the CM CI output of the CM by the Traffic
Priority.

Additional behaviours are permitted, for example:

e  Thequeuing of packets at the CMTS in the upstream and downstream directions may be based on the DiffServ
Field.

. Downstream packets can be reclassified by the CM to provide enhanced service onto the subscriber-side
network.

Service Flows exist in both the upstream and downstream direction, and may exist without actually being activated to
carry traffic. Service Flows have a 32-bit Service Flow Identifier (SFID) assigned by the CMTS. All Service Flows
have an SFID; active and admitted upstream Service Flows are also assighed a 14-bit Service Identifier (SID) or one or
more SID Clusters (which comprise a SID Cluster Group).

At least two Service Flows need to be defined in each Configuration file: one for upstream and one for downstream
service. Thefirst upstream Service Flow describes the Primary Upstream Service Flow, and is the default Service
Flow used for otherwise unclassified traffic, including both MAC Management Messages and Data PDUs. Similarly,
the first downstream Service Flow describes the Primary Downstream Service Flow, which is the default Service
Flow in the downstream direction. Additional Service Flows can be defined in the Configuration file to provide
additional QoS services.

Incoming packets are matched to a Classifier that determinesto which QoS Service Flow the packet is forwarded. The
Classifier can examine the LLC header of the packet, the IP/TCP/UDP header of the packet or some combination of the
two. If the packet matches one of the Classifiers, it is forwarded to the Service Flow indicated by the SFID attribute of
the Classifier. If the packet is not matched to a Classifier, it is forwarded on the Primary Service Flow.

5.24.1 Individual and Group Service Flows

Downstream Service Flows may be distinguished by whether they provide service to an individual CM or a group of
CMs:

. Individual Service Flows are defined as Service Flows created by the Registration process of asingle CM or a
Dynamic Service Addition processto asingle CM.

. Group Service Flows are created by the CMTS and may or may not be communicated to the CM.
A CMTS classifies packets offered for forwarding by an individual CM to an Individual Service Flow.

Individual Service Flows (and their classifiers) apply to only packets forwarded by the CM TS to hosts (embedded or
non-embedded) reachable through a single CM. Individual Service Flow traffic is usually addressed to a unicast
Destination MAC Address learned by the CM TS as reachabl e through that CM. Note, however, that with Layer 2
Virtual Private Network service [7], traffic with a non-unicast Destination MAC Address will aso be forwarded
through a single CM by requiring such traffic to be encrypted in the BPI Primary SAID of the CM.

Group Service Flows are intended primarily for traffic with a non-unicast Destination MAC Address, such as ARP
broadcasts and downstream |P multicasts. A CM TS could send a downstream packet with a unicast Destination MAC
Address on a Group Service Flow. One example is when the CM TS does not know to which CM the single Destination
MAC Addressis attached.

5.2.4.2 Hierarchical QoS

HQoS provides an optional, intermediate level in the scheduling hierarchy between Service Flows and channel /BGs,
and introduces aggregate QoS treatment. HQO0S provides either aggregating unicast Service Flows associated with a
single CM, or aggregating Service Flows associated with multiple CMs but typically sharing some common property.
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HQoS is essentially a CMTS only feature. Cable Modems will not be aware of HQoS, other than conveying HQoS
information from CM configuration file into Registration Request without the need for interpretation of transported
information.

5.24.3 AQM

DOCSIS 3.1 provides Active Queue Management by default on all upstream Best Effort and Non-Real-Time Polling
Service Flows, and on all Downstream Service Flows. Active Queue Management significantly reduces buffering
latency in the CM (for upstream) and CM TS (for downstream) during heavy traffic loads, without significantly
impacting throughput.

5.24.4 Channel Bonding

5.2441 Downstream Channel Bonding

In order to provide increased peak downstream data rates to customers, while maintaining interoperability with legacy
CMs, DOCSIS 3.0 introduced a mechanism by which the CMTS dynamically distributes downstream packets over a set
of downstream channels for delivery to asingle CM. For DOCSIS 3.1, a downstream channel in the set could be a

6 MHz or 8 MHz (depending on region) MPEG Transport channel, consistent with those used in previous versions of
DOCSIS or could be an OFDM channel. Each packet is tagged with a sequence number so that proper data sequencing
isnot lost if there are differences in latency between the channelsin the set. The CM, in turn, has multiple channel
receivers and istuned to receive all of the channelsin the set. The CM re-sequences the downstream data stream to
restore the original packet sequence before forwarding the packets to its CPE port(s).

The term "downstream channel bonding" means the distribution of packets from the same service flow over different
downstream channels. A "Downstream Bonding Group" (DBG) refers to the group of Downstream Channels over
which the CMTS distributes the packets of a downstream service flow. The term "Downstream Bonding Group" is
intended to refer to a set of two or more downstream channels, although during transition periods only a single channel
may be defined or operational in a Downstream Bonding Group. Downstream Bonding Groups may either be statically
provisioned by an operator or dynamically determined by the CMTS, and need not be composed of adjacent RF
channels.

In typical deployments there will be multiple CM s tuned to the same Downstream Bonding Group. By distributing the
downstream data traffic dynamically across the channels of that Bonding Group, the CM TS can ensure that the
maximum gains from statistical multiplexing are achieved.

It is expected that deployments may have several downstream channels reaching afibre node, and that multiple
(possibly overlapping) Downstream Bonding Groups will be defined, with CM s tuned to one or more of these Bonding
Groups.

Further, each of the downstream channelsin the set is capable of being configured to simultaneoudy support legacy
DOCSIS 2.0 and DOCSIS 1.1 CMs. The population of legacy CMs on a particular fibre node can then be dynamically
balanced across the Downstream Bonding Group with each CM receiving asingle channel at atime, in order to
maintain the best service quality.

While DOCSI'S 3.0 modems share multiple SC-QAM channelsin a Downstream Bonding Group, DOCSIS 3.1 modems
can share both SC-QAM and OFDM channelsin its Downstream Bonding Group. This allows the CMTS to ensure
maximum gains are achieved.

The CMTSissaid to "assign" a downstream Service Flow to either a single downstream channel or to a Downstream
Bonding Group. A cable operator can control the assignment of service flows to with aflexible "attribute" based
gnment algorithm that is described in clause 8.1.1.

The term "Downstream Channel Set" (DCS) applies only inthe CMTS and refersto an identified set of one or more
channels over which packets of a service flow are scheduled. A DCSis either a single Downstream Channel or a
multiple-channel Downstream Bonding Group. Each DCS to which the CMTS schedul es packets is assigned a 16-bit
Downstream Channel Set ID (DCSID) by the CMTS. So adownstream Service Flow is considered to be "assigned” to
asingle DCSat any given point in time. A downstream Service Flow assigned to a DCS representing the multiple
channels of aDBG is called a"bonded" downstream service flow. A downstream Service flow assigned to aDCS
consisting of a single downstream channel is called a"non-bonded" Service Flow.
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Because different downstream channels can have different latencies to the CM, packets of a bonded service flow
distributed simultaneously across multiple channels can arrive at the CM out of order. DOCSIS 3.0 introduces the
concept of a"packet sequence number” that is added to the frames of packets distributed over multiple channels. The
packet sequence number isincluded in the 5-byte length version of a new Downstream Service Extended Header
(DS-EHDR) defined for DOCSIS 3.0. Downstream frames that include the 5-byte DS-EHDR are called " sequenced”
frames.

A CM is expected to resequence only the frames that it will forward to CPEs; the CM does not resequence all packets
transmitted downstream on a bonding group. Accordingly, a separate packet sequence number space is required for
each individual CM that receives sequenced packets, and indeed for each unique set of CMs receiving the sequenced
frames of a multicast session.

A downstream sequence of packetsisidentified at the CMTS and CM by a 20-bit "Downstream Service ID" (DSID).
The DSID identifies the CM or set of CMs intended to receive a downstream sequenced packet stream. The CMTS
inserts a 5-byte Downstream Service Extended Header (DS EHDR) on each sequenced downstream packet to provide
the DSID value and the packet's sequence number specific to that DSID. The use of aDSID to identify a particular
packet stream sequence allows DOCSIS 3.0 CMs to filter downstream packets based on the DSID value and resequence
only those packets intended to be forwarded through the CM.

The particular set of downstream channels on which a CM receives distributed sequenced packets with a DSID label is
called the Resequencing Channel Set of the DSID at that CM.

The stream of packetsidentified by a DSID isindependent of a CMTS service flow. For example, the CMTS may
utilize a single sequence number space (and one DSID) for one or more Service Flows forwarded to the same CM.
Alternatively, the CMTS may classify different |P multicast sessions to the same Group Service Flow, in which case
packets transmitted from the same group service flow could be transmitted with different DSIDs.

The set of downstream channels assigned to an individual CM is called its Receive Channel Set, and is explicitly
configured by the CMTS. The CMTS assigns a CM's bonded service flows to Downstream Bonding Groups that have
channelsin the CM's Receive Channel Set.

The CM TS assigns a Receive Channel Set to a CM by sending the CM a Receive Channel Configuration. The Receive
Channel Set isthe complete list of Downstream Channels that were defined in the Receive Channel Configuration.

The CMTS controls the Receive Channel Set for each CM, and in doing so, can optimally support deployments where
the aggregate data capacity needed (in terms of numbers of downstream channels) exceeds the number of channels that
asingle CM can receive. In this situation, the CMs can be dynamically balanced across the available downstream
channels by manipulation of their respective Receive Channel Sets. For example, a particular fibre node could be
configured to carry six downstream channels, yet each individual CM might only have the capability to receive four
downstream channels simultaneously. By dynamically balancing the load (via Receive Channel Set assignments), the
CMTS can provide the aggregate data capacity of all 6 downstream channels.

To support future CM hardware designs and limitations, DOCSIS 3.0 and later provides a flexible means for aCM to
advertise its receiver characteristics (Receive Channel Profiles) and any limitations on Receive Channel Set assignment.

5.24.4.2 Upstream Channel Bonding

5.2.4.4.2.0 General

Cable operators would like to be able to provide higher upstream bandwidth per user in order to compete with FTTx
offerings and provide services to small businesses.

Cable provides increased upstream throughput from a single user or group of users through transmission on multiple
upstream channels simultaneously. This concept of a CM transmitting on multiple upstream channels simultaneoudly is
referred to as Upstream Channel Bonding, in that the smaller bandwidth upstream channels can be bonded together to
create alarger bandwidth pipe.
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The actual bonding processis controlled by the CMTS as part of the scheduling process via grants. The CM makes a
request for bandwidth for a given service flow on one of the service flow's associated upstream channels. The CMTS
then chooses whether to grant the request on one or more of the channels associated with that service flow. The CMTS
is responsible for allocating the bandwidth across the individual upstream channels. This centralized control allows the
system the best statistical multiplexing possible and allows the CMTS to do real-time load balancing of the upstream
channels within a bonding group. When the CM receives grants over multiple channels, it divides its transmission
according to the transmit time for each grant and the size of each grant. The CM places an incrementing sequence
number in the traffic transmitted in each grant. The grants may be staggered in time across any or all of the channels
and may require the CM to transmit on all bonded upstream channels simultaneously. The CMTS then uses the
sequence number in the traffic to reconstruct the original data stream.

This mechanism for upstream channel bonding requires that the upstream channels be synchronized to a master clock
source as discussed in clause 7.1. This synchronization requirement simplifies the clock domains and timing recovery in
the CM. Other than this synchronization requirement, no other requirements are placed on the physical layer parameters
of any of the channels within the Upstream Bonding Group. The individual channels can be any mix of modulation
types, symbol rates, TDMA, S-CDMA or OFDMA as specified in the DOCSIS 3.1 Physical Layer specification [12],
and can be any mix of adjacent or non-adjacent upstream channels.

524421 Traffic Segmentation Overview

The upstream channels within the bonding group may have very different physical-layer characteristics. One channel
may be 1 280 ksps with QPSK data regions and TDMA framing while another may be 5,12 Msps with 64-QAM data
regions and SS=CDMA framing. The CMTS decides how to segment the bandwidth based on the bandwidth requested by
the CM and the other traffic on the upstream channels. figure 5.6 shows an example of four upstream TDMA channels
with varying minislot sizes. Each row in the figure represents bandwidth across a single upstream channel. The vertical
lines demarcate the minislot boundaries.

The letters and shadings in the figure represent the service flow to which the block of bandwidth has been allocated by
the CMTS. Blocks E and D represent small grants to different flows supporting voice service. In this example, the
CMTS chooses to grant A's request by using bandwidth on only Channels#1 and #2. Similarly the CMTS chooses to
grant B's request by using only Channels #3 and #4. The CMTS chooses to grant C's request spread across all four
upstream channels.

Upstream
Channel #1

Upstream
Channel #2

Upstream
Channel #3

Upstream
Channel #4

\

Time Increasing
Figure 5.6: Segmentation Example

Each contiguous group of miniglots assigned to the same service flow on the same channel in the figure becomes a
segment. Thus the grant to service flow B consists of 2 segments and the grant to service flow C consists of 4 segments.
Since the grant to service flow A on Channel #1 consists of two portions separated by the grant to service flow E, the
overall grant to service flow A consists of 3 segments: two on Channel #1 and one on Channel #2. Each of these
segmentsistreated like alegacy grant from the standpoint of physical layer overhead. Each segment will need a
preamble at the beginning and, if TDMA transmission is used, guard time at the end. The physical layer properties of
each segment are specified by the channel's physical parameters and the segment's burst parameters. The set of channels
over which the CMTS may segment bandwidth for a given service flow is called the service flow's Upstream Bonding
Group. The Upstream Bonding Group is used by the CM TS to know on which channels it may allocate grantsto a
service flow. The Upstream Bonding Group is aso used by the CM to know on which channelsit may send requests
and on which channelsit needs to look for grants for a given service flow.
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524422 Request/Grant Process

The request/grant mechanism for DOCSIS 3.1 upstream channel bonding is the same as DOCSIS 3.0. Prior to DOCSIS
3.0, CMsrequested for individual packets or groups of packets and required atight coupling between request and
grants. DOCSI S 3.0 introduced a packet streaming protocol called Continuous Concatenation and Fragmentation (CCF)
that allows alooser coupling between requests and grants and enables the CM to have multiple requests outstanding
simultaneously. The CM requests bandwidth based on per-flow requirements such as queue-depth and QoS parameters.
The CM may send bandwidth requests on any channel associated with the service flow and the CMTS may grant such a
reguest on any combination of channels within the Upstream Bonding Group associated with the service flow.

When the CM transmits traffic for a service flow in a segment, it usually includes a segment header which contains a
segment sequence number. The CMTS uses the segment sequence number to know the segment ordering for
reassembling the service flow traffic stream.

5.2.45 Upstream Time and Frequency Multiplexing

In addition to upstream channel bonding, DOCSIS 3.1 also supports simultaneous Time and Frequency Division
Multiplexing (TaFDM) between SC-QAM and OFDMA channels. Thisimplies both:

. OFDMA and SC-QAM can simultaneously operate on separate frequencies
. OFDMA and SC-QAM can a so operate on the same frequencies, divided in time

This alowsfor the use of OFDMA across the entire spectrum, while maintaining backward compatibility with legacy
DOCSIS SC-QAM channels. Figure 5.7 provides an example of how TaFDM can operate with an OFDMA channel
sharing the same spectrum as four SC-QAM channels.

OFDMA Frame Boundaries

A 1 | 2 3 4 5 6
OFDMA 1 |
(con’t) I
- sc-aamM 4 |
< | |
g SC-QAM 3
s OFDMA 1
e SC-QAM 2 |
sc-aam1 | | [ ]sc-Qam channels
i i I:I OFDMA channel
FDMA 1
© I I [ Guard Band, unused
I I
- >
Time

Figure 5.7: Upstream Time and Frequency Multiplexing

TaFDM requires coordination between the SC-QAM and OFDMA upstream schedulers. Switching between SC-QAM
and OFDMA only occurs on OFDMA Frame boundaries. The example above shows six different OFDMA Frame
intervals. Frameinterval 1 demonstrates Frequency Division Multiplexing (FDM) only with the four SC-QAM channels
transmitting and the OFDMA channel utilizing other available spectrum.

Frame interval 6 shows the opposite extreme of Time Division Multiplexing (TDM) where the OFDMA channel has
been given access to the entire upstream spectrum. This mode isimportant as it allows the OFDMA channel to transmit
at potentially much higher capacity than just SC-QAM (e.g. 4 096-QAM vs. 64-QAM). Also notice that thisis more
efficient with the upstream RF spectrum as the guard bands are eliminated as well.
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Frameintervals 2 to 5 show a mix of Time and Frequency Division Multiplexing (TaFDM). The upstream schedulers
can decide individually for each SC-QAM whether to use this Frame interval for OFDMA transmissions or SC-QAM
transmissions. Thisflexibility provides finer bandwidth capacity granularity than either FDM or TDM by themselves.

An example of thisis shown abovein Frame interval 4 for SC-QAM #4. This SC-QAM allocation could be more than
1 000 bytes for a 6,4 MHz channel operating at 64-QAM. However, the CMTS may not have sufficient 3.0 traffic to fill
this entire allocation (e.g. asingle 64B packet). The CMTS can utilize the remainder of this SC-QAM allocation by
filling it with DOCSI S 3.1 traffic and using upstream bonding with the OFDMA channel. The combination of upstream
bonding AND TaFDM allows the CMTS to fully utilize the entire upstream spectrum at maximum capacity while

mai ntai ning backwards compatibility with DOCSI S 3.0.

Note that a guard band is needed between OFDMA and SC-QAM channelsin both the Time and the Freguency
Domain. While SC-QAM channels can effectively run adjacent to each other, OFDMA will reguire some guard band in
the Frequency domain to separate itself from the SC-QAM channels. Similarly, the SC-QAM channels will need to
maintain a guard band in time with respect to the OFDMA channel. Since the OFDMA Frame interval may not be an
integer number of SC-QAM minislots, the SC-QAM scheduler needs to account for any differences.

5.2.4.6 Autonomous Load Balancing

Similar to DOCSIS 3.0 CMTS, the DOCSIS 3.1 CMTS supports autonomous load balancing of CMs. InDOCSIS 2.0 a
mechani sm was defined in which the CMTS could be configured with certain load balancing group information which
would be used by the CM TS in order to balance load across a number of channelsin the case where multiple channels
reached a population of CMs. The load balancing group information described certain aspects of the plant topology that
were necessary for the CMTS to perform the balancing operation.

In DOCSIS 3.0, the CM TS s configured with detailed plant topology information, and the initialization procedure of
the CM is designed such that the CMTS can locate (resolve) the CM's location in the plant topology. Thisis necessary
for the support of channel bonding. Further, it is expected that most deployments will be configured such that multiple
channels reach a population of CMs, so that the benefits of channel bonding can be realized. This leads to two important
distinctions between the load balancing operations of DOCSIS 2.0 CMTSs and the load balancing operations of
DOCSIS 3.0 and DOCSIS 3.1 CMTSs:

1) Baancing of pre-3.0 DOCSIS CMs: WithaDOCSIS 3.0 CMTS, DOCSIS 2.0 and DOCSIS 1.1 CMs can be
load balanced across the channels that physically reach those CMs. This would typically include the upstream
channels and primary-capable downstream channels used by DOCSIS 3.0 CMs for channel bonding. The plant
topology information used for channel bonding for DOCSIS 3.0 CMsis normally used for load balancing of
pre-3.0 DOCSIS CMs. With aDOCSIS 2.0 CMTS, since complete plant topology information is not available,
and the CM TS does not attempt to resolve the topological location of CMs, certain topologies require the
operator to configure (either viathe CM configuration file, or the CMTS directly) a priori information
regarding a CM's expected plant location.

2) Baancing of DOCSIS 3.0 CMs: In certain deployments, there may be more channels that physically reach a
set of DOCSIS 3.0 CMsthan any individual CM can simultaneously receive. In this case, the DOCSIS 3.0
CMTS will balance the population of DOCSIS 3.0 CMs across the available channel s by assigning each CM
an appropriate subset of the channels upon which to operate. A DOCSIS 2.0 CMTS will treat DOCSIS 3.0
CMsjust like DOCSIS 2.0 CMs, assigning a single upstream and a single downstream channel.

3) Baancing of DOCSIS 3.1 CMs. With the wideband DOCSIS 3.1 OFDMA channels, DOCSIS 3.1 modems
could have access across the entire usable upstream spectrum. This gives the DOCSIS 3.1 CMTS more
freedom to balance the load across one or two high bandwidth OFDMA channels. Alternatively, the DOCSIS
3.1 CMTS might choose to also distribute some of the DOCSI'S 3.1 modem load onto SC-QAM channels with
3.0, 2.0 and 1.1 modems.

Asin earlier DOCSIS specifications, the definition of "balanced" load is left to the CMTS vendor, and the algorithm by
which the CMTS attempts to achieve and maintain this balanceis similarly left to the CMTS vendor.
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5.2.5 Multicast Operation

DOCSIS provides support for 1P Multicast with features such as Source Specific Multicast [48], Quality of Service
support for multicast traffic, I1Pv6 multicast, and bonded multicast. These enhanced |P Multicast features enable cable
operators to offer various | P Multicast-based multimedia services, such as Internet Protocol Television (IPTV), over the
DOCSIS network. The following features were added in DOCSI S 3.0 while maintaining backwards compatibility with
the DOCSI'S 2.0 multicast mode of operation:

. Forwarding of Source Specific Multicast (SSM) traffic for IGMPv3 [43] and MLDv2 [45] CPE devices.
. Support for bonded multicast traffic.

. Provisioning of Quality of Service (QoS) for multicast traffic.

. Support for IPv6 multicast traffic including Neighbour Discovery (ND), Router Solicitation (RS), etc.

. Explicit tracking of CPEs joined to a multicast group at the CMTSto aid load balancing, usage tracking,
billing, etc.

DOCSIS 3.0 simplified the operation of a Cable Modem (CM) by removing the IGM P snooping requirement of
DOCSIS 1.1 and 2.0 (in some cases), instead of extending the use of IGM P snooping to support the above mentioned
new features. The CM transparently forwards IGMP/MLD messages received from clientsto the CMTS. A new CMTS
initiated layer-2 control mechanism is defined that configures the forwarding of downstream multicast packets to
specific interfaces on the CM. The CMTS labels all multicast packets with aDSID (see clause 7.4). From the CMTS
perspective, aDSID identifies a set of CMs intended to receive the same multicast packets. The CMTS communicates
toaCM aDSID and associated group forwarding attributes, such as the set of CM interfaces to which these DSID-
labelled multicast packets need to be forwarded. The same mechanism of DSID based filtering and forwarding is used
for pre-registration as well as post-registration well-known | Pv6 multicast traffic, such as Neighbour Discovery (ND)
and Router Solicitation (RS). The CMTS can optionally encrypt multicast packets belonging to a particular multicast
session using a Security Association (SA) communicated to a CM. Refer to clause 9.2 for further details.

QoS support for Multicast traffic is provided by leveraging already defined DOCSIS QoS constructs such as Service
Flows and Classifiers. Refer to clause 7.5 for further details.

With DOCSIS 3.1 no additional multicast features were added. With DOCSIS 3.1 the existing multicast features can
now operate with both 3.0 channels and DOCSIS 3.1 OFDM channels. Additional rulesto control multicast forwarding
when multiple DOCSIS 3.1 profiles are in use have been added.

5.2.6 Network and Higher Layer Protocols

At the Network Layer DOCSI S requires the use of Internet Protocol version 4 and version 6 for transporting
management and data traffic across the HFC link between the CMTS and the CM.

As described above the CM TS could perform MAC Layer bridging or Network Layer routing of datatraffic, while the
CM only performs MAC layer bridging of data traffic. However both CMTS and CM are Network Layer and Transport
Layer aware. Specifically, the CM and CMTS support classifying user traffic, based on Network Layer and Transport
Layer criteria, for purposes of providing Quality of Service and packet filtering.

Additionally, DOCSI S requires use of the following Higher Layer Protocols for operation and management of the CM
and CMTS:

e  Simple Network Management Protocol (SNMP).

e  Trivia File Transfer Protocol (TFTP), which isused by the modem for downloading operational software and
configuration information.

. Dynamic Host Configuration Protocol (DHCP) v4 and v6, frameworks for passing configuration information
to hosts on a TCP/IP network.
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5.2.7 CM and CPE Provisioning and Management

5.2.7.1 Initialization, Provisioning and Management of CMs

During initialization, the CM goes through a number of steps before becoming fully operational on the DOCSIS
network. The full initialization sequenceis detailed in clause 10, but at a high level comprises four fundamental stages:

1) topology resolution and physical layer initialization;
2) authentication and encryption initialization;

3) IPinitidization; and

4) registration (MAC layer initialization).

In the first stage, topology resolution and physical layer initialization, the CM acquires a single downstream channel
(either via a stored last-known-good channel, or by scanning the downstream channel map) and receives broadcast
information from the CM TS that provides it with enough information to identify what set of downstream channels are
available to it, as well as what upstream channels might be available. The CM then attempts to initialize the upstream
physical layer by "ranging" on a selected upstream channel. Via a series of attempts and alternative channel selections,
the CM succeeds in contacting the CM TS and completing the ranging process. At this point, the CMTS has located the
CM inthe plant topology (i.e. is aware of what downstream channels and upstream channels physically reach the CM)
and has established two way communication via a single downstream/upstream channel pair. While this clause has
referred to the first stage in terms of physical layer initiaization, a provisional MAC layer initiaization has been
performed, with the full initialization of the MAC layer being deferred to the final stage.

The second stage, authentication and encryption initialization, involves the CM sending its X.509 digital certificate
(including the CM's RSA public key) to the CMTS for validation. If the CM has sent avalid certificate, the CMTS will
respond with a message that triggers the exchange of AES (or DES) encryption keys that are used to encrypt the
upstream and downstream data transmissions from this point forward. This"Early Authentication and Encryption” can
be disabled. If so, the CM will attempt authentication and encryption initialization after the registration stage. The
details of the authentication and encryption initialization process are provided in ETSI EN 302 878-5 [14].

In the third stage, IP initialization, the CM acquires an | P address in the cable operator address space, as well asthe
current time-of-day, and a binary configuration file. DOCSIS 3.0 defines use of IP version 4 and | P version 6 and four
provisioning modes. |Pv4 Only, IPv6 Only, Alternate, and Dual-stack. For 1Pv4 Only provisioning, the CM uses
DHCPv4 to acquire an |Pv4 address and operational related parameters. To facilitate compatibility with existing
provisioning systems, this processisidentical to the DOCSIS 2.0 CM provisioning process. For 1Pv6 Only
provisioning, the CM uses DHCPV6 to acquire an |Pv6 address and operational parameters. The CM uses the IPv6
address to obtain the current time-of-day and a configuration file. For Alternate Provisioning Mode (APM) the CM
combines the first two provisioning modes, IPv6 Only and IPv4 Only, in sequential order, attempting | Pv6 provisioning
first and, if thisfails, attempting |Pv4 provisioning next. In the first three provisioning modes, IPv6 Only, IPv4 Only,
and APM, the CM operates with only one | P address type (v4 or v6) at any given time, and thus these modes are called
single-stack modes. For Dual-stack Provisioning Mode (DPM), the CM acquires both IPv6 and | Pv4 addresses and
parameters through DHCPv6 and DHCPv4 almost simultaneously, prioritizing the use of the |Pv6 address for time-of-
day and configuration file acquisition. In this mode, the CM makes both the IPv4 and the IPv6 addresses available for
management.

The fourth stage, registration, involves athree-way handshake between the CM and the CM TS in which the CM passes
certain contents of the configuration fileto the CMTS, the CMTS validates the contents, reserves or activates MAC
layer resources based on the service provisioning information that it received, and communicates MAC layer identifiers
back to the CM. Once the CM acknowledges receipt of the CMTS's response, the MAC layer initialization is complete.

After the CM completesinitialization, it is a manageable network element in the operator's | P network. The CM
supports SNMP (as mentioned above), and responds to queries directed to the IP (v4 or v6) address that it acquired
during initialization. DOCSIS 3.0 also supports a dual-stack operational mode in which the CM is manageable via both
IPv4 and IPv6 addresses simultaneously. This modeisinitialized (i.e. the CM acquires a second | P address) after the
CM isoperational. Thisfeature is also intended to help provide a streamlined migration from |Pv4 to IPv6 in DOCSIS
networks.
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5.2.7.2 Initialization, Provisioning and Management of CPEs

DOCSI S assumes the use of DHCP for provisioning of CPE devices. To that end the CM TS supports a DHCP relay
agent which allows the operator to associate a CPE IP Address request with the subscriber Cable Modem MAC
Address. This feature is also used as the basis of a mechanism that prevents spoofing of |P addresses.

DOCSIS 3.0 gives operator the option to provision CPE devices with an IPv4 or an IPv6 or both types of 1P Addresses
simultaneousdly.

5.2.8 Enhanced Support for Timing Protocol

The DOCSIS Time Protocol (DTP) is a set of techniques coupled with extensions to the DOCSIS signalling messages
which allow the timing and frequency system of DOCSI S to be interfaced to external timing protocols with high
accuracy. The primary application of DTP isto provide precise frequency and time to an external system that is
connected to the network port of aDOCSIS CM.

When the CMTS has alegitimate frequency and time source, such as PTP or DTI, DTP alows the source to be
accurately replicated at the egress port of the CM. Thisis accomplished by combining a set of native DOCSIS protocols
such as downstream frequency recovery and time synchronization with DTP signalling and DTP math to allow
compensation for asymmetry in network and processing delays.

DTPrelies on the DOCSIS 3.1 Extended Timestamp which provides higher accuracy and a notion of absolute time, as
opposed to the 32-bit timestamp which only conveys arelative notion of time. DTP defines five categories of system
timing accuracy with time synchronization error between two CMsin range from 100 to 3 000 ns.

The DTP concepts and operation are described in clause 10.7.

5.2.9 Energy Management

DOCSIS 3.0 introduced Energy Management (EM) 1x1 mode, where the CM uses a single upstream and a single SC-
QAM downstream channel. The CM monitors HFC network usage, compares it to the EM entry and exit thresholds.
The CM requests entry into and exit out of the EM 1x1 mode via EM-REQ messages. The CMTS then commands the
CM to enter and exit the EM mode, adjusts the RCS and/or the TCS, via DBC messages. Since the definition of EM 1x1
mode istied to the CM's primary downstream type (i.e. SC-QAM), it is possible that aDOCSIS 3.1 CM can operate
under the EM 1x1 mode with an SC-QAM downstream channel and an OFDMA upstream channel.

In DOCSIS 3.1, OFDM channels are wider than the legacy SC-QAM channels. EM 1x1 will likely not realize as much
power savings for DOCSIS 3.1 CMs as for DOCSIS 3.0 CMs. With the possibility that much greater power
consumption isrequired at the CM receiver, DOCSIS 3.1 needs a new power saving method in addition to the EM 1x1
mode.

DOCSIS 3.1 introduces a new energy management feature that is applicable to CMs whose primary downstream is an
OFDM channel. In DOCSIS Light Sleep (DL S) mode, reduced power consumption is achieved at the CM by
periodically shutting down the receiver circuitry during sleep. The sleep time can range up to 200 msec.

The CM implements multiple states to represent different stages of "awareness'. When the CM is slegping, it does not
need to listen to the OFDM data channel or the PLC. Periodically as instructed by the CM TS, the CM enables the
receiver circuitry to read control messages on the PLC, where the instructions for the CM to return to sleep or to wake
the data channel are sent. Some DOCSIS 3.1 CMs may have a PLC receiver that requires only a subset of the circuitry
needed for receiving the entire OFDM channel. This implementation may further reduce power consumption.

The CM maintains timing accuracy while sleeping - this allows for easy re-powering of the upstream channel so that the
CM can transmit without having to re-range.

Asinthe EM 1x1 mode, the CM operatesin DL S mode during "idl€" times when the data rate demand is relatively low.
The CM exits DLS mode, potentialy with larger RCS and/or TCS, once higher rates are required.
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5.2.10 Relationship to the Physical HFC Plant Topology

5.2.10.1 RF Topology Configuration

The basic connectivity principles for upstream and downstream connectivity between aCMTS and a CM are explained
in Annex N. This portion of the document explains how DOCSI S relates the HFC Plant Topology to CM Service
Groups, MAC Domains, and Bonding Groups.

CMTSs and CMs are interconnected by an RF combining and splitting network. A CMTS downstream channel is said
to "reach™ a CM when its downstream RF signal can be received by the CM. A CMTS upstream channel is said to
"reach” aCM if the CMTS can receive the upstream transmission by that CM.

In most CMTS field deployments, the RF interconnection network is a Hybrid Fibre/Coax (HFC) network. An HFC
network features a star wiring topology in which long distance fibres from a single head-end or hub location are
distributed to fibre nodes throughout a geographic region. A fibre node usually terminates one or more downstream
forward carrier paths from the head-end and originates one or more upstream reverse carrier path(s) to the head end.
The fibre node connects the upstream and downstream signals from the fibre onto several coaxial cable segments
(typically 2 to 4 segments). Multiple Cable Modems connect their single RF Port to the coax segment. The important
topological feature of HFC networksisthat all CMs connected to the same coax segment of afibre node reach the same
set of downstream and upstream channels on the CMTS(s) at the head-end.

The CMTSis configured with the physical topology of the plant. An operator configuresthe list of fibre nodesin the
plant and configures which fibre nodes are reached by each downstream and upstream channel. A CMTS supports non-
volatile configuration of a printable text name for each fibre node.

The operator aso configures the set of MAC Domainsin the CMTS, and assigns each downstream and upstream
channel to aMAC Domain. The CMTS automatically determines the MD-CM-SGs from the topology configuration of
the operator.

Figure 5.8 depicts an example RF splitting/combining network to three fibre nodes. In this example, all channels are
assumed to be configured to the same MAC Domain. Although the downstream connectivity is not typical, it has been
chosen to demonstrate the flexibility of the topology configuration introduced with DOCSIS 3.0.
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Figure 5.8: CM Topology Configuration Example
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Infigure 5.8, the CMTS implements six downstream channels organized as two Downstream RF channels per
Downstream RF Port. The D1/D2 RF port is split three ways to reach to all three fibre nodes, nodes "FN-A", "FN-B",
and "FN-C". The D3/D4 port reaches only the fibre node named "FN-A". The D5/D6 port reaches only fibre node
named "FN-B".

The upstream from FN-A is connected to a single upstream RF port to which are attached receivers for separate
upstream channels U1 and U2. For FN-B and FN-C, however, the signals from their upstream fibre are electrically
combined and then split and connected to two CM TS RF ports. As aresult, both fibre nodes "FN-B" and "FN-C" share
the same set of upstream channels U3/U4/U5/U6.

The CMTS implements a"Node Configuration Table" management object with which an operator configures a textual
name and number for each fibre node. The CMTS implements a " Topology Configuration Table" with which the
operator configures which fibre nodes are reached by which downstream and upstream channels. The following tables
represent the logical information of a Node Configuration Table and the Topology Configuration Table to describe the
topology depicted in figure 5.8.

Table 5.1: Example Node Configuration Table

Node Number Node Name
1 "EN-A"
2 "EN-B"
3 "FN-C"

Table 5.2: Example Topology Configuration Table

Node Channel
1 D1
D2
D3
D4
Ul
U2
D1
D2
D5
D6
U3
U4
U5
U6
D1
D2
U3
U4
U5
U6

WIWWWWIWININININININININ(FP P (PP

For convenience, the "Channel" column of the example Topology Configuration Table above refersto the name from
figure 5.9 to identify a channel. In actual practice, a channel isidentified with an interface index with SNMP or with a
(MAC Domain, channel 1D) or other vendor-specific syntax to identify the channel with a CMTS vendor's command
line interface.

5.2.10.2 Frequency Assignment

The topology database is configured at the CM TS to enable it to maintain frequency isolation for multiple channels
reaching the same fibre node. During configuration, the CM TS will enforce that RF Channels reaching the same fibre
node have different frequencies.
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The CMTS uses the topology configuration to determine which channels can reach a CM for channel bonding, load
balancing, and multicast replication. Figure 5.9 shows a Frequency/Space diagram that depicts the reachability of
downstream and upstream channels. This figure represents the same topology configuration as figure 5.8. In this figure,
each vertical column on the left side of the figure (denoted by the labels DF;, DF,, DF5, DF,) represents a downstream
frequency, while each vertical column on the right side of the figure (denoted by the labels UF,, UF,, UF;, UF,)

represents an upstream frequency. Each rectangle (D1-D6 and U1-U6) represents a channel.

Downstream Frequencies Upstream Frequencies
DF;, DF, DF; DF, UF, UF, UF; UF,
D D . U U
3 4 Fiber Node FN-A 1 > 5

D D D D ;IK‘ . \ >
1 5 5 6 Fiber Node FN-B/) >
u u u u
3 4 5 6
>( Fiber Node FN-C ) >
L / L >

Figure 5.9: Frequency Space Diagram

5.2.11 Cable Modem Service Group (CM-SG)

5.2.11.0 Overview

A "Cable Modem Service Group" (CM-SG) is formally defined as the complete set of CM TS channel s-both upstream
and downstream-that reach a single cable modem. In an HFC deployment, all CM s reached by the same fibre node are
reached by the same set of channels. Furthermore, in most HFC deployments, each fibre node has a different set of
either upstream or downstream channels that reach it. Thus, a CM-SG usually corresponds to the channels reaching a

single fibre node, and the term "CM-SG" can generally be considered synonymous with "fibre node". In figure 5.9, for
example, each of the fibre nodes FN-A, FN-B, and FN-C isadistinct CM-SG.

If two fibre nodes however, are reached by exactly the same set of downstream and upstream channels, then the CM-SG
consisting of that set of channelsis considered to contain both fibre nodes. An example of a CM-SG that contains two
fibre nodes is depicted in the frequency/space below.
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Figure 5.10: Multiple Fibre Nodes per CM-SG

A "Downstream Service Group" (DS-SG) isformally defined as the complete set of CM TS downstream channel s that
may be received by asingle CM. A CM isreached by a single Downstream Service Group. A DS-SG represents a
unigue combination of DOCSIS Downstream RF Channels, each operating at a different centre frequency. A DS-SG
may be combined in the electrical domain and then be electrically and/or optically split to multiple fibre nodes. A DS-
SG isaset of channels defined by the topology configuration of the CMTS, and isindependent of the MAC Domain
configuration.

An "Upstream Service Group" (US-SG) isformally defined as the complete set of upstream channelsin a CMTS that

may receive the transmissions of asingle CM. A US-SG isa physical-layer concept; it is defined only by the physical

combining of the upstream RF transmission from CMs. If the upstream fibre signals from different fibre nodes are not
combined, each fibre node usually correspondsto asingle US-SG.

NOTE: A CM-SG, DS-SG, and US-SG are completely defined by the topology configuration of CM TS channels
and fibre nodes reached by them. These terms are independent of the assignment of channelsto MAC
Domains.

5.2.111 MAC Domain Channel Assignment

An operator configures each upstream and downstream channel of aCMTS into aMAC Domain. In afrequency/space
diagram, aMAC Domain can be represented by a "barbell" that encloses the downstream channels of the MAC Domain
on one side and the upstream channels of the MAC Domain on the other side.

Figure 5.11 shows atypical topology with three fibre nodes and two MAC Domains.
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Figure 5.11: Example MAC Domain Channel Assignment

In this example, downstream channels D1 and D2 reach both FN-A and FN-B, while downstream channels D3/D4 reach
only FN-A and D5/D6 reach only FN-B. MAC Domain 1, which includes D1/D2, reaches both fibre node FN-A and
FN-B. MAC Domain 1 consists of al of the channels D1/D2/D3/D4/D5/D6/U1/U2. Notice that the CMsin FN-A can
reach only the channels D1/D2/D3/D4/U1/U2, while the CMsin FN-B reach a different set of channels
D1/D2/D5/D6/U1/U2.

A "MAC Domain CM Service Group" (MD-CM-SG) isthe set of downstream and upstream channels from the same
MAC Domain, al of which reach asingle CM. An MD-CM-SG corresponds to agenera load balancing group because
it forms the set of channels among which a non-bonding CM can be moved while remaining registered in the same
MAC Domain. For bonding CMs, an MD-CM-SG represents the set of channels among which traffic on bonded service
flows can be scheduled while the CM remains registered to the same MAC Domain.

The channels configured for MAC Domain 2 are D7/D8/U3/U4. These channels reach only fibre node FN-C. MAC
Domain 2 has only one MD-CM-SG, with channels D7/D8/U3/U4.

Because aMAC Domain defines a separate address space for many DOCSIS protocol elements (e.g. DSIDs, SAIDs,
etc.), an operator should define separate MAC Domains that serve digoint subsets of fibber nodes rather than asingle
MAC Domain for al fibber nodes.

A CMTS implementation may restrict the configuration of the downstream channels and upstream channels in the same
MAC Domain.

DOCSIS 3.0 introduced a mechanism whereby the CM TS determines the MD-CM-SG of a CM when it registers (see
clause 10). If each MD-CM-SG corresponds to a single fibre node, the CM TS can thereby determine the fibre node that
reaches each registered CM. An MD-CM-SG always contains at least one fibre node.

5.2.11.2 Multiple MAC Domains per Fibre Node

For simplicity, it is recommended that all DOCSIS channels from a CM TS reaching a fibre node be configured into the
same MAC Domain. It may be desired, however, to define separate sets of downstream and upstream channels that
reach the same fibre node into different MAC Domains in order to provide separate services. For example, business
customers or set-top-box CMs may be desired to have entirely separate service from residential high-speed-data CMs,
and may be configured onto separate MAC Domains.
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Figure 5.12 shows an example of two MAC Domains implemented on the different downstream and upstream channels
that reach the same set of fibre nodes.
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Figure 5.12: Multiple MAC Domains per Fibre Node

In the above example, the topology is such that downstream channels D1 and D2 reach both FN-A and FN-B. Upstream
channel Ul isreached by FN-A and FN-B, but U2 is reached only by FN-A and U3 only by FN-B. The operator desires
that set-top boxes in both fibre nodes use the "high split” (2 FNs per channel) channels D1 and U1, and for residential
CMsin both fibre nodes to use the "low split" (1 FN per channel) channels D2, U2, and U3.

The operator configures MAC Domain 1 to contain channels D1 and U1, and for MAC Domain 2 to contain channels
D2, U2, and U3. This causes the formation of three "MAC Domain CM Service Groups'. MD-CM-SG 1 consists of the
channels D1/U1, i.e. the channels of MAC Domain 1, which reaches two fibre nodes. Note that when a set-top-box
registerson MAC Domain 1, the CMTS cannot tell whether the CM is physically connected in FN-A or FN-B. MD-
CM-SG 2A consists of channels D2/U2, i.e. the channelsin MAC Domain 2 that reach fibre node A. MD-CM-SG 2B
consists of channels D2/U3, i.e. the channelsin MAC Domain 2 that reach fibre node B.

5.2.11.3 MAC Domain Downstream and Upstream Service Groups

The term "MAC Domain Downstream Service Group" (MD-DS-SG) refersto the set of downstream channels from the
same MAC Domain that reaches a fibre node. In many cases, an operator will configure all downstream channels
reaching a fibre node to the same MAC Domain, in which case an MD-DS-SG correspondsto a DS-SG from the
topology configuration.

In general, an MD-DS-SG may contain downstream channels that are shared by multiple MD-CM-SGs, each of which
has a different upstream channel. In the example shown in figure 5.12, MAC Domain 2 has only asingle MD-DS-SG
(containing D2), which contains the downstream channels of two MD-CM-SGs.

The term "MAC Domain Upstream Service Group" (MD-US-SG) refers to the set of upstream channels from the same
MAC Domain that is reached by asingle CM. In the common case where al of the upstream channels reached by a
fibre node are configured in the sasme MAC Domain, an MD-US-SG corresponds to a US-SG defined by the topology
configuration.

In general, an MD-US-SG may contain upstream channels shared by multiple MD-CM-SGs, each of which hasa
different set of downstream channels. In the example shown in figure 5.11, MAC Domain 1 hasasingle MD-US-SG
(containing U1/U2) which contains the upstream channels of two MD-CM-SGs.
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5.2114 Channel Bonding Topology Considerations

A "Provisioned" Bonding Group is a configured set of downstream or upstream channels on the same MAC Domain
that reach at least one fibre node in common. Figure 5.13 takes the Service Groups and MAC Domains defined in
earlier figures and overlays a variety of provisioned Downstream Bonding Groups (DBG) and Upstream Bonding
Groups (UBG). In addition to provisioned bonding groups, a CMTS may dynamically create downstream or upstream
bonding groups.

Because a single CM needs to be able to reach all channels of abonding group, aCMTS SHOULD restrict
configuration of provisioned bonding groups such that all channels reach at least one fibre node in common.
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Figure 5.13: Bonding Group Example

The Downstream Bonding Groups depicted include DBG1{ D1, D2}, DBG2{ D1, D2, D3, D4}, DBG3{ D3, D4},
DBG4{D1, D2, D5, D6}, DBG5{ D5, D6}, and DBG6{ D7, D8}. The Upstream Bonded Channel Sets depicted include
UBG1{U1, U2}, UBG2{ U3, U4}, and UBG3{US5, U6}.

A CMTS may restrict the set of channels assigned to a Bonding Group based on vendor implementation. For example, a
CMTS may require that bonded RF channels reside on RF ports of the same line card or even on the same RF Port.

For downstream multicast forwarding, an important concept is a"Downstream Channel Set" (DCS). A DCSiseither a
single downstream channel or a downstream bonding group. A downstream multicast session is said to be replicated
onto aDCS, i.e. it istransmitted either on a single downstream channel or transmitted on the multiple channels of a
downstream bonding group. In the example of figure 5.13, there are atotal of 14 DCSs: eight individual downstream
channels and six downstream bonding groups. A downstream multicast session can be replicated on any or all of the 14
DCSs of the example topology.

5.2.12 CMTS Downstream Service Model Example

The model for downstream forwarding with bonding groups is an extension of the MAC service model for the CMTS.
The model remains that downstream bonded service is offered by MAC Domains, and that the "CM TS Forwarder" is
responsible for forwarding packets from a Network Side Interface (NSI) to the MAC Service Access Point (MSAP) of
one or more MAC Domains.
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An example DOCSIS Downstream Service Model is depicted in figure 5.14.
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Figure 5.14: CMTS Downstream Service Model

Thisisaconceptual model that describes operations of internal functionsinthe CMTS and CM that result in external
behaviour on the interfaces of the products. It isintended to clarify interpretation of normative requirements of external
behaviour on RF interface and OSSI interface. This model is not intended to describe or restrict the implementation of
these functions in actual products. A product may have internal implementation in any manner consistent with the
normative requirements of external behaviour.

Inthe model, a"CMTS Forwarder" subcomponent is modelled as having already constructed alayer 2 Ethernet Packet
PDU for downstream transmission and delivered it to aMAC Domain's MAC Service Access Point for downstream
forwarding service. Furthermore, the CMTS Forwarder has determined whether the packet isto be forwarded to asingle
CM or to multiple CMs, and if to asingle CM, the service request includes an internal identifier of the CM.

Operation of 1P layer 3 forwarding, aswell as IGMP and IP multicast forwarding, is modelled as an operation of the
CMTS Forwarder, not of the MAC Domain.

The semantics of the MAC Domain's MAC Layer service primitives are different for unicast traffic intended to an
individual CM, and multicast traffic intended for delivery to agroup of CMs. The MAC service level primitives are
described in Annex N. For traffic to an individual CM, the CM TS Forwarder is considered to identify the CM when it
provides the packet to the MAC Domain. For traffic to agroup of CMs, the CMTS Forwarder is considered to identify
the Downstream Channel Set on which the MAC Domain isto transmit the packet.

The CMTS Forwarder is responsible for determining which MAC Domains and which Downstream Channel Sets reach
the desired hosts of a multicast downstream packet. Desired hosts include embedded CM hosts and CPE hosts reachable
through a CM's CMCI interface. The CMTS Forwarder is responsible for determining how downstream multicast
packets are replicated to the multiple downstream channel sets of each MAC Domain.
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6 Media Access Control Specification

6.1 Introduction

6.1.1 Overview

This clause describes version 3.1 of the DOCSIS MAC protocol. Some of the highlights of the DOCSIS MAC protocol
include:

. Bandwidth allocation controlled by CMTS
e A stream of minislotsin the upstream
. Dynamic mix of contention- and reservation-based upstream transmit opportunities
. Bandwidth efficiency through support of variable-length packets
. Extensions provided for future support of ATM or other Data PDU
e  Quality-of-serviceincluding:
- Support for Bandwidth and Latency Guarantees
- Packet Classification
- Dynamic Service Establishment
. Extensions provided for security at the datalink layer
. Support for awide range of datarates

o Logical combining of multiple channels for increased throughput (channel bonding)
6.1.2 Definitions

6.1.2.1 MAC-Sublayer Domain

A MAC-sublayer domain is a collection of upstream and downstream channels for which asingle MAC Allocation and
Management protocol operates. Its attachments include one CMTS and some number of CMs. The CMTS shall service
all of the upstream and downstream channels, each CM can access one or more logical upstream channels and one or
more downstream channels. The CMTS shall discard any packets received that have a source MAC address that is hot a
unicast MAC address. The upstream channels can be any combination of DOCSIS 1.x, 2.0, or 3.x formats. A single
upstream channel can transport DOCSIS 1.x, 2.0, and 3.x bursts.

6.1.2.2 MAC Service Access Point

A MAC Service Access Point (MSAP) is an attachment to a MAC-sublayer domain (refer to clause 9.1.1).

6.1.2.3 Service Flows

The concept of Service Flowsis central to the operation of the MAC protocol. Service Flows provide a mechanism for
upstream and downstream Quality of Service management. In particular, Service Flows are integral to bandwidth
allocation.

A Service Flow ID defines a particular unidirectional mapping between a CM and the CMTS. Active Upstream Service
Flow IDs aso have associated Service IDs or SIDs. Upstream bandwidth is allocated to SIDs, and hence to CMs, by the
CMTS. Service I Ds provide the mechanism by which upstream Quality of Service isimplemented.
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The CMTS assigns one or more SFID to each CM, corresponding to the Service Flows required by the CM. This
mapping can be negotiated between the CMTS and the CM during CM registration or via dynamic service
establishment (refer to clause 11.2).

For example, in abasic CM implementation, two Service Flows (one upstream, one downstream) could be used to offer
best-effort | P service. However, the Service Flow concept alows more complex CMsto be developed with support for
multiple service classes while supporting interoperability with more basic modems. With these more complex modems,
it is possible that certain Service Flows will be configured in such a way that they cannot carry al types of traffic. That
is, they can have a maximum packet size limitation or be restricted to small fixed size unsolicited grants. Furthermore it
might not be appropriate to send other kinds of data on Service Flows that are being used for Constant Bit Rate (CBR)-
type applications.

Even in these complex modems, it is necessary to be able to send certain upstream packets needed for MAC
management, SNM P management, key management, etc. For the network to function properly, all CMs shall support at
least one upstream and one downstream Service Flow. These Service Flows are referred to as the upstream and
downstream Primary Service Flows. The Primary Service Flows needs to always be provisioned to alow the CM to
request and to send the largest possible unconcatenated MAC frame (refer to clause 6.2.2).

The CM and CMTS shall immediately activate the Primary Service Flows at registration time. The CM and CMTS shall
always use the Ranging SID(s) for periodic ranging after registration when in Multiple Transmit Channel Mode, and the
Primary SID when not in Multiple Transmit Channel Mode. The Primary Service Flows can be used for traffic. All
unicast Service Flows use the security association defined for the Primary Service Flow (refer to ETSI

EN 302 878-5 [14]).

The CMTS shall ensure that all Service Flow IDs are unique within asingle MAC-sublayer domain. An active/admitted
service flow maps to one or more SIDs. SIDs are unique per logical upstream channel. The length of the Service Flow
ID is 32 bits. The length of the Service ID is 14 bits (although the Service ID is sometimes carried in the low-order bits
of a16-hit field).

Unicast flows on different logical upstreams that are attached to asingle MAC-sublayer domain MAY be assigned the
same SID by the CMTS, aslong as the SFIDs are unique.

6.1.2.4 Upstream Intervals, Minislots and 6,25 microsecond Increments

6.1.2.4.0 Upstream Transmission Timeline

The upstream transmission time-line is divided into intervals by the upstream bandwidth allocation mechanism. Each
interval is an integral number of minislots. A "minislot” isthe unit of granularity for upstream transmission
opportunities. There is no implication that any PDU can actually be transmitted in a single minislot. Each interval is
labelled with a usage code which defines both the type of traffic that can be transmitted during that interval and the
physical-layer modulation encoding. The usage code values are defined in table 6.28 and their allowed use is defined in
clause 6.4. The binding of these values to physical-layer parametersis defined in table 6.25.

6.1.2.4.1 TDMA Mode

For DOCSIS 1.x channels, aminisiot is a power-of-two multiple of 6,25 microsecond increments, limited to 2, 4, 8, 16,
32, 64, or 128 times 6,25 microseconds. For DOCSIS 2.0 and 3.0 TDMA, aminidot is a power-of-two multiple of

6,25 microsecond increments limited to 1, 2, 4, 8, 16, 32, 64, or 128 times 6,25 microseconds. The relationship between
minislots, bytes, and time ticks is described further in clause 7.1.4.1.

6.1.2.4.2 S-CDMA Mode

For DOCSIS 2.0 and 3.0 S\CDMA channels, a minislot is not restricted to be a power-of-two multiple of

6,25 microsecond increments. Instead a minislot is a unit of capacity that is dependent on the modulation rate, number
of spreading codes, and number of spreading intervals configured for the upstream channel. (This relationship holds
true on an S-CDMA channel even if the burst parameters for a particular IUC have the spreader disabled.) While the
channel can be configured such that the time duration of a minislot is a power-of-two multiple of 6,25 microsecond
increments, there is no special significance to 6,25 microsecond time ticks for SCDMA channels. The relationship
between minisots and SS-CDMA framing is described further in ETSI TS 103 311-2 [12]. The relationship between
minislots, bytes, and time ticks is described further in clause 7.1.4.2.

ETSI



81 ETSITS 103 311-3 V1.1.1 (2017-02)

6.1.2.4.3 OFDMA Mode

For DOCSIS 3.1 channels, aminislot is not restricted to be a power-of-two multiple of 6,25 microsecond increments.
Instead a minislot isa unit of capacity that is dependent on the number of subcarriers per minislot and the number of
symbolsin the OFDMA frame. The modulation rate on an OFDMA channel can vary from one minislot to the next and
is dependent on the specific subcarriers contained within the minislot. While the channel can be configured such that the
time duration of aminisot is a power-of-two multiple of 6,25 microsecond increments, there is no special significance
to0 6,25 microsecond time ticks for OFDMA channels. The relationship between minislots and OFDMA framing is
described further in ETSI TS 103 311-2 [12]. The relationship between minislots, bytes, and time ticksis described
further in clause 7.1.4.3.

6.1.2.5 MAC Frame

A MAC Frameis aunit of data exchanged between two (or more) entities at the Data Link Layer. A MAC frame
consists of aMAC Header (beginning with a Frame Control byte; see figure 6.2), and can incorporate a variable-length
data PDU. The variable-length PDU includes 48-bit source and destination MAC addresses, data, and a CRC. In special
cases, the MAC Header can encapsulate multiple MAC frames (see clause 6.2.4.6) into asingle MAC frame. The MAC
layer definition of aframeis different from any physical layer or transmission convergence layer definition of aframe.

6.1.2.6 Logical Upstream Channels

6.1.2.6.0 Logical Upstream Types

The MAC layer deals with logical upstreams. A logical upstream isidentified with an upstream channel ID whichis
unigque within the MSAP. A logical upstream consists of a contiguous stream of minislots which are described by UCD
messages and allocated by M AP messages associated with achannel ID. A CM operating with Multiple Transmit
Channel Mode disabled can only register to operate on asingle logical upstream channel. A CM in Multiple Transmit
Channel Mode of operation can register to operate on one or more logical upstream channels.

There are five distinct types of logical upstreams:
1) Typel: DOCSIS 1.x upstreams that support no DOCSIS 2.0 TDMA features.
2)  Type2: Mixed upstreams that support DOCSIS 1.x and DOCSIS 2.0 TDMA bursts.

3) Type3: DOCSIS 2.0 upstreams, which cannot support DOCSIS 1.x CMs and include the following two
subtypes:

a  Type3A: DOCSIS 2.0 TDMA upstreams.
b. Type3S: DOCSIS 2.0 SCDMA upstreams.

4) Type4: DOCSIS 3.0 upstreams, some of which cannot support Pre-3.0 DOCSIS CMs and include the
following four subtypes:

a  TypedA: The TDMA upstream is described by Type 29 UCDsfor 2.0 CMsusing IUCs 9, 10 and 11 for
data grants and by Type 35 UCDs for 3.0 CMsusing IUCs 5, 6, 9, 10 and 11 for data grants.

b. Typed4S: The SCDMA upstream is described by Type 29 UCDs for 2.0 CMsusing IUCs 9, 10 and 11
for data grants and by Type 35 UCDs for 3.0 CMsusing IUCs5, 6, 9, 10 and 11 for data grants.

c. TypedAR: The DOCSIS 3.0 TDMA upstream is described by Type 35 UCDsfor 3.0 CMsusing IUCs5,
6, 9, 10 and 11 for data grants. These channels are restricted to only DOCSIS 3.0 CMs.

d. Type4SR: The DOCSIS 3.0 SSCDMA only upstream is described by Type 35 UCDs for 3.0 CMsusing
IUCs5, 6, 9, 10 and 11 for data grants. These channels are restricted to only DOCSIS 3.0 CMs and have
the option of using Selectable Active Codes Mode 2 and Code Hopping Mode 2 (see clause 6.4.3, and
ETSI TS 103 311-2[12]).

5) Typeb5: DOCSIS 3.1 OFDMA upstreams.

All valid logical upstreams fall into one of these 9 categories: Type 1, Type 2, Type 3A, Type 3S, Type 4A, Type 4S,
Type 4AR, Type 4SR, or Type 5.
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A CM operating in Multiple Transmit Channel Mode can use any of these logical channel types. However, when
selecting the first upstream channel to use, the CM preferentially makes the sel ection based on the requirementsin
clause 10.2.3.

DOCSIS 2.0 introduced the possibility for multiple logical upstreams to share the same spectrum. When this occurs the
logical upstreams sharing the same spectrum are time domain multiplexed and only oneis active at any time, with the
exception that it is possible for the Broadcast Initial Maintenance regions to be simultaneous. When alogical upstream
channel isinactive, its minislots are allocated to the NULL SID by its associated MAP messages. Having multiple
logical upstreams that share the same spectrum is the only way to have modems operating with one modulation
technology (TDMA, S-CDMA, OFDMA) share the same upstream spectrum with modems using a different modulation
technology. Also, having multiple logical upstreams that share the same spectrum is the only way to have modems
operating in SSCDMA mode with Selectable Active Codes Mode 2 enabled share the same upstream spectrum with
other modems operating in SSCDMA mode without Selectable Active Codes Mode 2 enabled. Thus, it ispossiblein
DOCSIS 3.1 to have four logical channels in the same upstream spectrum: one for aDOCSIS 3.0 (or later) operation
with Selectable Active Codes Mode 2 enabled, one for DOCSIS 3.0 (or later) operation with Selectable Active Codes
Mode 2 disabled, one for modems operating in TDMA mode, and one for DOCSIS 3.1 OFDMA operation.

The CMTS shall support the logical upstream channel Type 1, Type 2, Type 3A and Type 5 individually. The CMTS
MAY support the logical upstream channel Type 3S, Type 4S and Type 4SR individually. If the CM TS supports
Selectable Active Codes Mode 2 [12], the CMTS shall support the Type 4S and Type 4SR logical channel individually.
The CMTS MAY support the channel Type 4A and Type 4AR individually. If the CM TS supports assignment of
advanced burst profiles for data associated with IUCs 5, 6, 9, 10, or 11, the CMTS shall support the Type 4A and the
Type 4AR logical channel individually.

On one physical channel per upstream RF interface port, the CM TS shall support the following combinations of two
logical channels of those types that it supports individually where those logical channels share the same upstream
spectrum and utilize the same modulation rate:

. 2 TDMA channels, including Types 1, 2, 3A, 4A (if supported) and 4AR (if supported)
. 2 S'CDMA channels, including Types 3S, 4S (if supported) and 4SR (if supported)

On every physical channel per upstream RF interface port, the CMTS SHOUL D support the above combinations of two
logical channels of those types that it supports individually where those logical channels share the same upstream
spectrum and utilize the same modulation rate.

The CMTS MAY support combinations of TDMA and S-CDMA logical channels.

The CMTS MAY support other combinations of logical channels sharing the same upstream spectrum, including
combinations of any of the nine categories of logical upstream channels types, combinations of three or more logical
channel's sharing the same spectrum, more than one combination per upstream RF interface port, and combinations of
logical channels with different modulation rates.

6.1.2.6.1 Type 3 Logical Upstreams

Type 3 Logical Upstreams have operational parametersin their associated UCD messages that prevent the operation of
DOCSIS 1.x CMs. See clause 6.4.3 for adetailed description of which parameter values make a channel a Type 3A or
3S Upstream. The UCD messages for Type 3 Logical Upstreams use a different MAC management message type (see
clause 6.4.1) than do UCD messages for channels that can support 1.x CMs. This prevents 1.x CMs from attempting to
use Type 3 Upstreams or from being confused by UCD messages for those channels. A logical upstream isa Type 3A
upstream if and only if it is described by a Type 29 UCD with version 3, does not contain burst profiles for IUC 5 and 6
and isaDOCSIS 2.0 TDMA upstream. A logical upstream is a Type 3S upstream if and only if it is described by a
Type 29 UCD with version 3, does not contain burst profilesfor lUC 5 and 6 and isan S-=CDMA upstream without
Selectable Active Codes Mode 2.

6.1.2.6.2 Type 4 Logical Upstreams

Type 4 Logical Upstreams are identified by UCD Type 35 and can additionally have UCD Type 29. The presence of
UCD Type 29 allows use of these logical upstream channels by DOCSIS 2.0 CMs. If the UCD Type 29 is not present,
the channel isrestricted to use by DOCSIS 3.0 CMsonly.
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This channel type alows the operator to define burst profiles for five data lUCs (5, 6, 9, 10 and 11) for use by
DOCSIS 3.0 CMs. The CMTS s freeto select, using proprietary criteria, the most appropriate data |lUC for each data
burst for 3.0 CMs operating in Multiple Transmit Channel Mode. If UCD Type 29 is present, the operator should
configure IUCs 9 and 10 to be appropriate for short and long data bursts for DOCSIS 2.0 CMs.

Additionally, Type 4SR logical upstreams allow the use of Selectable Active Codes Mode 2 and Code Hopping Mode 2
(seeclause 6.4.3 and ETSI TS 103 311-2 [12]).
6.1.2.6.3 Type 5 Logical Upstreams

Type 5 Logical Upstreams are identified by UCD Type 51 and contain parameters for OFDMA operation. This channel
typeisrestricted for use by DOCSIS 3.1 and later CMs.

6.1.3 Future Use

A number of fields are defined as being "for future use” or Reserved in the various MAC frames described in the
present document. These fields will not be interpreted or used in any manner by this version (3.1) of the MAC protocol.

The CMTS shall transmit all Reserved or "for future use” fields as zero. The CM shall silently ignore all Reserved or
"for future use” fields.

The CM shall transmit all Reserved or "for future use” fields as zero. The CMTS shall silently ignore all Reserved or
“for future use" fields.

6.2 MAC Frame Formats

6.2.1 Generic MAC Frames

6.2.1.0 Generic MAC Frame Format

A MAC frameisthe basic unit of transfer between MAC sublayers at the CMTS and the cable modem. The same basic
structure is used in both the upstream and downstream directions. MAC frames are variable in length. The term "frame"
isused in this context to indicate a unit of information that is passed between MAC sublayer peers. Thisis not to be
confused with the term "framing" that indicates some fixed timing relationship.

There are three distinct regions to consider, as shown in figure 6.1. Preceding the MAC frameis either PMD sublayer
overhead (upstream) or MAC frames are mapped onto a stream of DOCSIS 3.1 FEC codewords (downstream). The first
part of the MAC frameisthe MAC Header. The MAC Header uniquely identifies the contents of the MAC frame.
Following the header is the optional Data PDU region. The format of the Data PDU and whether it is even present is
described in the MAC Header.

PMD Overhead
(upstream)

Data PDU
(optional)
(See Figure 6-4)

MAC Header
(See Figure 6-3)

MAC Frame
PMD Overhead
(downstream)

Figure 6.1: Generic MAC Frame Format
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6.2.1.1 PMD Overhead

In the upstream direction, the PHY layer indicates the start of the MAC frame to the MAC sublayer. From the MAC
sublayer's perspective, it only needs to know the total amount of overhead so it can account for it in the Bandwidth
Allocation process. More information on this may be found in the PMD Sublayer clause of ETSI TS 103 311-2 [12].

The FEC overhead is spread throughout the MAC frame and is assumed to be transparent to the MAC data stream. The
MAC sublayer does need to be able to account for the overhead when doing Bandwidth Allocation. More information
on this may be found in the Upstream Bandwidth Allocation portion of the present document (refer to clause 7.2.1).

The layering of MAC frames over MPEG in the downstream SC-QAM channel is described in ETSI EN 302 878-3 [3].
6.2.1.2 Ordering of Bits and Octets

6.2.1.2.1 Bit Ordering

For the SC-QAM upstream channel, within an octet, the least-significant bit is the first transmitted to the PHY. This
follows the convention used by Ethernet and 1SO/IEC 8802-3 [22]. Thisis often called bit-little-endian order.

For both the SC-QAM and OFDM downstream channel and for the OFDMA upstream channel, the MPEG transmission
convergence sublayer for SC-QAM and the PHY -MAC convergence sublayer for OFDM present an octet-wide
interface to the MAC, so the MAC sublayer does not define the bit order between the MAC and PHY .

6.2.1.2.2 Octet Ordering

Within the MAC layer, when numeric quantities are represented by more than one octet (i.e. 16-bit and 32-bit values),
the octet containing the most-significant bitsis the first transmitted on the wire. Thisis sometimes called byte-big-
endian order.

6.2.1.2.3 Textual Conventions
The present document uses the following textual conventions:

. When tables describe hit fields within an octet, the most significant bits are topmost in the table. For example,
intable 6.2, FC_TYPE occupies the two most-significant bits and EHDR_ON occupies the |east-significant
bit.

. When figures depict bit positions within an octet, the most significant bits are leftmost in the figure. For
example, seethe locations of the FC_TY PE and EHDR_ON bitsin figure 6.2.

e  When hit-strings are presented in text, the most significant bit is leftmost in the string.

. Unless explicitly indicated otherwise, when bits are enumerated in a bit-field, the least significant bit of the
bit-field is bit # 0. The exceptions are certain fields that utilize the BITS Encoding convention.

. When message formats are presented in figures, the message octets are shown in the order in which they are
transmitted on the wire, beginning with the field in the upper left and reading left-to-right, one row at atime.
For example, in figure 6.12, the FC byte is transmitted first, followed by the MAC PARM and LEN fields. As
mentioned above, the LEN field is transmitted with most-significant octet first, and each octet is transmitted
with least-significant bit first.

6.2.1.2.4 Representing Negative Numbers

Signed integer values shall be transmitted and received by the CM and CM TS in two's complement format.

6.2.1.2.5 Type-Length-Value Fields

Many MAC messages incorporate Type-Length-Value (TLV) fields. Except for the cases of Primary Service Flow
selection and MIC calculation among the TLV s encoded in a CM Configuration File, TLV fields are unordered lists of
TLV-tuples. Some TLVs are nested (see Annex C). The CM or CMTS shall set all TLV Length fields, except for
EH_LEN (see clause 6.2.6), to be greater than zero. Unless otherwise specified, Type is one byte and Length is one

byte.
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Using this encoding, new parameters may be added which some devices cannot interpret. A CM or CMTS which does
not recognize a parameter type shall skip over this parameter and not treat the event as an error condition.

6.2.1.3 MAC Header Format

The CM or CMTS shall use the MAC Header format as shown in figure 6.2.

FC MAC_PARM | LEN (SID) EHDR HCS
(1byte) (1-2 bytes) (2 bytes) (0-24 bytes) (2 bytes)
/ AN
/ N

/ AN
/ N
/ > N
FC TYPE | FC PARM | EHDR_ON

(2 bits) (5 bits) (1 bit)

Figure 6.2: MAC Header Format

NOTE 1: While figure 6.2 shows an extended header length of 0 - 24 bytes, the extended header length can range
from O - 240 bytesin the MAC Header format compliant with pre-DOCSIS 3.1 specifications.

The CM shall comply with table 6.1 for all MAC Headers. The CMTS shall comply with table 6.1 for all MAC
Headers. The Frame Control (FC) field isthe first byte and uniquely identifies the rest of the contents within the MAC
Header. The FC field is followed by 3 bytes of MAC control; an optional Extended Header field (EHDR); plus a Header
Check Sequence (HCS) to ensure the integrity of the MAC Header.

Table 6.1: Generic MAC Header Format

MAC Header Field Usage Size

FC Frame Control: Identifies type of MAC Header 8 bits

MAC_PARM Parameter field whose use is dependent on FC: 8 bits for all headers
if EHDR_ON=1; used for EHDR field length (ELEN) except for the Queue-
else if for concatenated frames (see table 6.13) used for Depth based request
MAC frame count header in which this

else (for Queue-Depth based requests only) indicates the number of |field is 16 bits.
bytes requested in units of N bytes.
LEN The length of the MAC frame. The length is defined to be the sum of 16 bits
the number of bytes in the extended header (if present) and the number
of bytes following the HCS field

EHDR Extended MAC Header (where present; variable size). 0 - 24 bytes
0 - 240 bytes
(pre-DOCSIS 3.1)
HCS MAC Header Check Sequence 2 bytes
Length of a MAC Header 6 bytes + EHDR

FC Field: The FC field is broken down into the FC_TY PE sub-field, FC_PARM sub-field and an EHDR_ON
indication flag. The CM shall comply with the FC field in table 6.2. The CM TS shall comply with the FC field in
table 6.2 for the FC field.

Table 6.2: FC Field Format

FC Field Usage Size
FC_TYPE MAC Frame Control Type field: 2 bits
00: Packet PDU MAC Header
01: Reserved for future definition
10: Isolation Packet PDU MAC Header
11: MAC Specific Header
FC _PARM Parameter bits use dependent on FC_TYPE. 5 hits
EHDR_ON When = 1, indicates that EHDR field is present. 1 bit
[Length of EHDR (ELEN) determined by MAC_PARM field]
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The FC_TYPE sub-field includes the two M SBs of the FC field. These bits shall always be interpreted by CMs and
CMTSsin the same manner to indicate one of three defined MAC frame formats. These types include: MAC Header
with Packet PDU; MAC Header with packet PDU Isolation from Pre-3.0 DOCSI S cable modems; or a MAC Header
used for specific MAC control purposes. These types are spelled out in more detail in the remainder of this clause.

The five bits following the FC_TY PE sub-field isthe FC_PARM sub-field. The use of these bitsis dependent on the
type of MAC Header. The LSB of the FC field isthe EHDR_ON indicator. If this bit is set, then an Extended Header
(EHDR) is present. The EHDR provides a mechanism to allow the MAC Header to be extensible in an inter-operable
manner.

NOTE 2: The Transmission Convergence Sublayer stuff-byte pattern is defined to be a value of OxFF, which
precludes the use of FC byte values which have FC_TYPE ='11' and FC_PARM ='11111".

MAC_PARM: The MAC_PARM field of the MAC Header serves several purposes depending on the FC field. If the
EHDR_ON indicator is set, then the MAC_PARM field shall be used by the CM and CMTS as the Extended Header
length (ELEN). The EHDR field may vary from O to 24 bytesin MAC frames transmitted by DOCSIS 3.1 devices and
from O - 240 bytesin frames transmitted by pre-DOCSIS 3.1 devices. If thisis a Request MAC Header (REQ), (see
clause 6.2.4.3), then the MAC_PARM field represents the amount of bandwidth being requested. In all other cases, the
MAC_PARM field isreserved for future use.

LEN (SID): Thethird field has two possible uses. In most cases, it indicates the length (LEN) of thisMAC frame. In
one special case, the Request MAC Header, it is used to indicate the cable modem's Service ID since no PDU follows
the MAC Header.

EHDR: The Extended Header (EHDR) field provides extensions to the MAC frame format. It is used to implement data
link security as well as frame fragmentation, and can be extended to add support for additional functionsin future
releases.

HCS: The HCSfield is a 16-bit CRC that ensures the integrity of the MAC Header, even in a collision environment.
The CM or CMTS shall include the entire MAC Header, starting with the FC field and including any EHDR field that
may be present for HCS field coverage. The HCS is calculated using CRC-CCITT (x16 + x12 + x5 + 1) as defined in
Recommendation ITU-T X.25[26].

6.2.1.4 Data PDU

The MAC Header may be followed by a Data PDU. The type and format of the Data PDU is defined in the Frame
Control field of the MAC Header. The FC field explicitly defines a Packet Data PDU, an ATM Data PDU, an Isolation
Packet Data PDU, and a MAC-Specific Frame. All CMs shall use the length in the MAC Header to skip over any
reserved data.

6.2.2 Packet-Based MAC Frames

6.2.2.1 Packet PDU and Isolation Packet PDU

The CM or CMTS MAC sublayer shall support both, a variable-length Ethernet/I SO/IEC 8802-3 [22]-type Packet Data
PDU MAC Frame and a variable-length Ethernet/[ 22]-type | solation Packet Data PDU MAC Frame. The Isolation
Packet Data PDU MAC Frame is used to prevent certain downstream packets from being received and forwarded by
Pre-3.0 DOCSI'S cable modems, as described in clause 6.2.6.4.1. Both the Packet PDU and the I solation Packet PDU
can be used to send packets of any type (unicast, multicast, and broadcast). With the exception of packets which have
been subject to Payload Header suppression, the Packet PDU shall be passed across the network in its entirety,
including its original CRC. In the case where Payload Header Suppression has been applied to the Packet PDU, all
bytes except those suppressed shall be passed across the network by the CM and CM TS, and the CRC covers only those
bytes actually transmitted (refer to clause 6.2.6.4.1). A unique Packet MAC Header is appended to the beginning. The
CM shall comply with figure 6.3 and table 6.3 for Packet PDUs and I solation Packet PDUs. The CM TS shall comply
with figure 6.3 and table 6.3 for Packet PDUs and | solation Packet PDUS.
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FC MAC_PARM LEN EHDR HCS Packet PDU’
(1byte) (1byte) (2 bytes) (0-24 bytes) (2 bytes) (0,18-2000 bytes)
/ N N _ _ - \
/ ~ - \
/ S - \

/ N - \

/ AN -7 \
N -

FC TYPE FC PARM = EHDR ON DA SA Type/LEN User Data CRC
=00 or 10 | 00000 or 00001 - (6 bytes) | (6 bytes) (2 bytes) (0-1982 bytes) | (4 bytes)

' Packet PDU length is increased to 2000 B to conform with IEEE 802.3as.

Figure 6.3: Packet PDU or Isolation Packet PDU MAC Frame Format [20]

Table 6.3: Packet PDU or Isolation Packet PDU MAC Frame Format

Field Usage Size
FC FC_TYPE = 00; Packet PDU MAC Header 8 bits
FC_TYPE = 10; Isolation Packet PDU MAC Header
FC_PARM][4:0] = 00000 or 00001;other values reserved for future use and

ignored
EHDR_ON = 0 if there is no extended header, 1 if there is an EHDR
MAC_PARM |MAC_PARM = x; shall be set to zero if there is no EHDR; 8 bits
Otherwise set to length of EHDR
LEN LEN = n+x; length of Packet PDU in bytes + length of EHDR 16 bits
EHDR Extended MAC Header, if present (0 - 24) bytes in
DOCSIS 3.1
(0 - 240) bytes in
pre-DOCSIS 3.1
HCS MAC Header Check Sequence 16 bits
Packet Data  |DA - 48 bit Destination Address n bytes

Packet PDU: |SA - 48 bit Source Address

Type/Len - 16 bit Ethernet Type or [22] Length Field

User Data (variable length, 0 - 1 982 bytes in DOCSIS 3.1, 0 - 1 500 bytes in pre-
DOCSIS 3.1)

CRC - 32-bit CRC over packet PDU (as defined in Ethernet/ [22])

Length of Packet PDU or Isolation Packet PDU MAC frame 6 + X + n bytes

FC_PARM value of '00001" is used to identify delayed and duplicated multicast and broadcast packet PDU frames sent
by the CMTS on OFDM channelsto CMsin DLS mode. When not operating in DOCSIS Light Sleep Mode, aCM
discards all PDUs with FC_Parm '00001". For more information refer to clause 11.7.4. In all other cases, the value of
'00000' is used for packet PDU MAC frames.

Under certain circumstances it may be necessary to transmit a packet PDU MAC frame without an actual PDU. Thisis
done so that the extended header can be used to carry certain information about the state of the service flow, e.g. a5-
byte Downstream Service Extended Header containing the current Sequence Number for a particular DSID (also known
asa"null packet"), or a Service Flow Extended Header containing the number of active grants for a UGS-AD service
flow. Such aframe will have the length field in the MAC header set to the length of the extended header and will have
no packet data, and therefore no CRC.

6.2.3 MAC Frames with FC_TYPE 0x01

The FC_TYPE 0x01 isreserved for future definition. This PDU shall be silently discarded by CMsand CMTSs
compliant with this version (DOCSIS 3.1) of the specification. DOCSIS-compliant version 3.1 CM and CMTS
implementations shall use the length field to skip over MAC Frames with FC-TY PE 0x01.

6.2.4 MAC-Specific Headers

6.2.4.0 Overview

Several MAC Headers are used for very specific functions. These functions include support for downstream timing and
upstream ranging/power adjustment, requesting bandwidth, fragmentation and concatenating multiple MAC frames.
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Table 6.4 describes FC_PARM usage within the MAC Specific Header.

Table 6.4: MAC-Specific Headers and Frames

FC_PARM Header/Frame Type
00000 Timing Header
00001 MAC Management Header
00010 Request Frame
00011 Fragmentation Header
00100 Queue Depth-based Request Frame
11100 Concatenation Header
6.2.4.1 Timing Header

A specific MAC Header isidentified to help support the timing and adjustments required. In the downstream, this MAC
Header shall be used by the CMTS on SC-QAM channels to transport the Global Timing Reference to which all cable
modems synchronize. In the upstream, this MAC Header shall be used by the CM as part of the Ranging message
needed for a cable modem'’s timing and power adjustments. The Timing MAC Header is followed by a Packet Data
PDU. The CM shall comply with figure 6.4 and table 6.5 for Timing Headers. The CM TS shall comply with figure 6.4
and table 6.5 for Timing Headers.

FC MAC_PARM LEN HCS Packet PDU
(1byte) (1byte) (2 bytes) (2 bytes) (various lengths)
/ S
/ AN
/ AN
/ N
/ AN
FC TYPE | FC PARM | EHDR_ON
=11 = 00000 =0 j
Figure 6.4: Timing MAC Header
Table 6.5: Timing MAC Header Format
Field Usage Size
FC FC_TYPE = 11; MAC Specific Header 8 bits
FC_PARM][4:0] = 00000; Timing MAC Header
EHDR_ON = 0; Extended header prohibited for SYNC and RNG-REQ
MAC_PARM Reserved for future use 8 bits
LEN LEN = n; Length of Packet PDU in bytes 16 bits
EHDR Extended MAC Header not present 0 bytes
HCS MAC Header Check Sequence 2 bytes
Packet Data MAC Management Message: n bytes
SYNC message (downstream only)
RNG-REQ (upstream only)
Length of Timing Message MAC frame 6 + n bytes

6.2.4.2 MAC Management Header

A specific MAC Header isidentified to help support the MAC management messages required. This MAC Header shall
be used by CMs and CMTSs to transport all MAC management messages (refer to clause 6.4). The CM shall comply
with figure 6.5 and table 6.6 for MAC Management Headers. The CMTS shall comply with figure 6.5 and table 6.6 for
MAC Management Headers.
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FC MAC_PARM LEN EHDR HCS MAC Management Message
(1byte) (1byte) (2 bytes) (0-24 bytes) (2 bytes) (24-2000 bytes)
/ A N
// N N
// N <
FCTYPE [FC PARM [ e o

Figure 6.5: Management MAC Header
NOTE: Whilefigure 6.5 shows MAC Management Message length in range of 24 - 2 000 bytes and extended
header length in range of 0 - 24 bytes, pre-DOCSI S 3.1 specifications define MAC Management length
range to be 24 - 1 522 bytes and extended header length in range of 0 - 240 bytes.

Table 6.6: MAC Management Format

Field Usage Size
FC FC_TYPE = 11; MAC Specific Header 8 bits
FC_PARM[4:0] = 00001; Management MAC Header
EHDR_ON = 0 if there is no extended header, 1 if there is an EHDR

MAC_PARM MAC_PARM = x; shall be set to zero if there is no EHDR; 8 bits
Otherwise set to length of EHDR
LEN LEN = n+x; length of MAC management message + length of EHDR in bytes 16 bits
EHDR Extended MAC Header, if present (0 - 24) bytes in
DOCSIS 3.1

(0 - 240) bytes in
pre-DOCSIS 3.1

HCS MAC Header Check Sequence 16 bits
Packet Data MAC management message n bytes
Length of Packet MAC frame 6 + X + n bytes
6.2.4.3 Request Frame

The Request Frame is the basic mechanism that the cable modem uses to request bandwidth. As such, it isonly
applicable in the upstream. Note that DOCSIS 3.1 CMs support Request Frames only when interoperating with
DOCSIS 3.0 CMTSs, and only prior to registration.

The CM shall not include any Data PDUs following the Request Frame. The CM shall comply with figure 6.6 and
table 6.7 for Request Frames.

FC MAC_PARM SID HCS
(1 byte) (1 byte) (2 bytes) (2 bytes)
/ > N
/ N
/ > N
// N

AN

FC TYPE | FC PARM | EHDR_ON
=11 = 00010 =0

Figure 6.6: Request Frame Format
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Table 6.7: Request Frame (REQ) Format

Field Usage Size
FC FC_TYPE = 11; MAC-Specific Header 8 bits
FC_PARM[4:0] = 00010; MAC Header only; no data PDU following
EHDR_ON = 0; No EHDR allowed

MAC PARM REQ, total number of minislots requested 8 hits

SID Service ID used for requesting bandwidth. For valid SID ranges, see 16 bits
clause 7.2.1.2.

EHDR Extended MAC Header not allowed 0 bytes

HCS MAC Header Check Sequence 2 bytes
Length of a REQ MAC Header 6 bytes

Because the Request Frame does not have a Data PDU following it, the LEN field is not needed. The CM shall replace
the LEN field with a SID. The SID uniquely identifies a particular Service Flow within a given CM.

The CM shall specify the bandwidth request, REQ, in minislots. The CM shall indicate the current total amount of
bandwidth requested for this service queue including appropriate alowance for the PHY overhead in the MAC_PARM
field.

The Request Frame is for pre-3.0 DOCSI'S support and shall not be used by CMs operating in Multiple Transmit
Channel Mode. CMs operating in Multiple Transmit Channel Mode shall use queue depth based requests as defined in
clause 6.2.4.5.

6.2.4.4 Fragmentation Header

The use of fragmentation MAC Frames by DOCSIS 3.1 CMs s deprecated.

The Fragmentation MAC Header provides the basic mechanism to split alarger MAC PDU into smaller pieces that are
transmitted individually and then re-assembled at the CMTS. As such, Fragmentation is only applicable in the upstream.
The CMTS shall comply with figure 6.7 and table 6.8 for Fragmentation MAC Headers.

A CMTS shall support fragmentation. To decrease the burden on the CMTS and to reduce unnecessary overhead,
fragmentation headers shall not be used by a CM on unfragmented frames.

FC MAC_PARM LEN EHDR HCS Fragment FCRC
(1 byte) (1 byte) (2 bytes) (6 bytes) (2 bytes) Data (4 bytes)
/ > ~ / N
/ AN / AN
/ N / S
/ N / ~

4 A ¥
FC TYPE | FC PARM | EHDR_ON | [ EH_TYPE | EH_LEN | EH_VALUE
=11 = 00011 =1 = 0011 = 0101 (5 bytes)

Figure 6.7: Fragmentation MAC Header Format

Table 6.8: Fragmentation MAC Frame (FRAG) Format

Field Usage Size
FC FC_TYPE = 11; MAC-Specific Header 8 bits
FC_PARM [4:0] = 00011; Fragmentation MAC Header
EHDR_ON = 1; Fragmentation EHDR follows
MAC_PARM ELEN = 6 bytes; length of Fragmentation EHDR 8 bits
LEN LEN = length of fragment payload + EHDR length + FCRC length 16 bits
EHDR Refer to clause 6.2.6.6 6 bytes
HCS MAC Header Check Sequence 2 bytes
Fragment Data _ |Fragment payload; portion of total MAC PDU being sent n bytes
FCRC CRC - 32-bit CRC over Fragment Data payload (as defined in Ethernet/ ISO/IEC |4 bytes
8802-3 [22])
Length of a MAC Fragment Frame 16 + n bytes
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The Fragmentation MAC Frame is defined for use by pre-3.0 DOCSIS CMs. The Fragmentation MAC Frame shall not
be transmitted by a DOCSIS 3.1 CM.

6.2.4.5 Queue-depth Based Request Frame

The Queue-depth Based Request Frame is the mechanism that a cable modem uses to request bandwidth in terms of
bytes, not including or assuming any physical layer overhead FEC, physical layer padding. The Queue-depth Based
Request Frame is only applicable in the upstream. The CM shall not include any Data PDUs following the Queue-depth
Based Reguest Frame. The CM shall comply with figure 6.8 and table 6.9 for Queue-depth Based Request Frames.

FC MAC_PARM SID HCS
(1 byte) (2 bytes) (2 bytes) (2 bytes)
FC TYPE FC PARM EHDR_ON
=11 =00100 =0
Figure 6.8: Queue-depth Based Request Frame Format
Table 6.9: Queue-depth Based Request Frame Format
Field Usage Size
FC FC_TYPE = 11; MAC-Specific Header 1 byte
FC_PARM][4:0] = 00100; MAC Header only; no data PDU following
EHDR ON = 0; No EHDR allowed
MAC_PARM Total number of bytes requested in units of N bytes, where N is a parameter of the |2 bytes
service flow for which this request is being made
SID Service ID (0...0x3DFF) 2 bytes
EHDR Extended MAC Header not allowed 0 bytes
HCS MAC Header Check Sequence 2 bytes
Length of a Queue-depth Based REQ MAC Header 7 bytes

Because the Queue-depth Based Request Frame does not have a Data PDU following it, the LEN field is not needed.
The CM shall replace the LEN field with a SID. The SID uniquely identifies a particular Service Flow within agiven
CM.

6.2.4.6 Concatenation Header
A specific MAC Header is defined to allow multiple MAC frames to be concatenated by pre-DOCSIS 3.1 CMs.
The concatenation header is not used by DOCSIS 3.1 CMs.

A CMTS shall comply with figure 6.9 and table 6.10 for Concatenation MAC Headers.

Figure 6.9: Concatenation MAC Header Format
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Table 6.10: Concatenated MAC Frame Format

Field Usage Size
FC FC_TYPE = 11; MAC Specific Header 8 bits
FC_PARM][4:0] = 11100; Concatenation MAC Header
EHDR_ON = 0; No EHDR with Concatenation Header
MAC_PARM CNT, number of MAC frames in this concatenation 8 bits
CNT = 0 indicates unspecified number of MAC frames
LEN LEN = x +... +y; length of all following MAC frames in bytes 16 bits
EHDR Extended MAC Header shall not be used 0 bytes
HCS MAC Header Check Sequence 2 bytes
MAC frame 1 First MAC frame: MAC Header plus OPTIONAL data PDU X bytes
MAC frame n Last MAC frame: MAC Header plus OPTIONAL data PDU y bytes
Length of Concatenated MAC frame 6 + LEN bytes

The MAC_PARM field in the Concatenation MAC header provides a count of MAC frames as opposed to EHDR
length or REQ amount as used in other MAC headers. If the field is non-zero, then it indicates the total count of MAC
Frames (CNT) in this concatenation burst.

The Concatenation Frameis for use by pre-DOCSIS 3.1 CMs. The Concatenation Frame shall not be transmitted by a
DOCSIS 3.1 CM.

6.2.5 Extended MAC Frame Length

Previous versions of DOCSI S specifications defined Packet PDU and MAC Management Message formats with length
up to 1 522 bytes. DOCSIS 3.1 introduces support for extended packet sizes to comply with the requirements of

|EEE 802.3as[20], which defines Ethernet frame formats up to 2 000 bytes. Similarly, the supported length of MAC
Management Messages is extended to 2 000 bytes. Consequently, the maximum size of aDOCSIS MAC frame can
reach the length of 2 030 bytes, after accounting for the DOCSI S header including the maximum permitted size of the
extended header as defined in clause 6.2.6.

The CMTS shall support forwarding of Packet PDUs with length up to 2 000 bytes. The CM shall support forwarding of
Packet PDUs with length up to 2 000 bytes. These requirements are applicable to packets transmitted on OFDM
channels as well as on SC-QAM channels. A CM shall support reception of MAC management messages up to

2 000 byteslong. A CMTS shall support reception of MAC management messages up to 2 000 bytes long.

While the present document defines DOCSIS MAC frame formats with alength up to 2 030 bytes, it does not explicitly
prevent a future definition of DOCSIS MAC frame formats with lengths extending beyond this value. The CMTS shall
be capable of discarding DOCSIS MAC frames that are longer than the maximum size it supports. The CM shall be
capable of discarding DOCSIS MAC frames that are longer than the maximum size it supports.

The CM shall not transmit Packet PDUs longer than 1 522 bytes prior to becoming operational .

The CM's extended length PDU support is subject to capability negotiation during registration as explained in

clauses 6.4.8.3.1 and C1.3.1. The CM advertisesits support for extended packet length through TLV 5.48. ThisTLV
communicates the CM's ahility to forward upstream and downstream packet PDUs of a maximum supported length as
well as the maximum length the CM supportsto itsinternal stack.

Subject to administrative controls defined in [i.3] and [10], the CMTS is able to restrict the size of upstream Packet
PDUs that can be transmitted by the CM through TLV 5.48. The CM shall not forward upstream Packet PDUs with
lengths longer than the value allowed by the CMTS.

After registration, the CMTS shall ensure that Packet PDUs with extended lengths are only sent to those CMs which are
capable of processing packets of a given length. The CMTS shall not transmit broadcast or multicast MAC
Management Messages with lengths beyond 1 522 on SC-QAM channels due to backward compatibility considerations
such as SC-QAM channels shared with legacy CMs. Since all DOCSIS 3.1 CM are capable of supporting MAC
Management Messages with lengths up to 2 000 bytes, the CMTS MAY broadcast or multicast MAC Management

M essages with lengths up to 2 000 bytes on OFDM channels.

A CM MAY transmit MAC Management Messages with lengths up to 2 000 bytes on any upstream channel when
registering with DOCSIS 3.1 CMTSs. The CM shall not transmit MAC Management Messages longer that 1 522 bytes
on any upstream channel when interoperating with DOCSIS 3.0 CMTSs.
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6.2.6 Extended MAC Headers

6.2.6.0 Overview and General Requirements

Every MAC Header, except the Timing and Queue-depth Based Request Frame, has the capability of defining an
Extended Header field (EHDR). The CM or CMTS shall indicate the presence of an EHDR field by the EHDR_ON flag
in the FC field being set. Whenever this bit is set, then the CM or CMTS shall usethe MAC_PARM field asthe EHDR
length (ELEN). The minimum defined EHDR is 1 byte. The maximum EHDR length is 24 bytes.

A CMTS and CM shall support extended headers.

The CM shall comply with figure 6.10 and table 6.11 for MAC Headers with an Extended Header. The CM TS shall
comply with figure 6.10 and table 6.11 for MAC Headers with an Extended Header.

The CM shall not use Extended Headers in Queue-depth Based Request Frames. The CM and CMTS shall not use
Extended Headersin Timing MAC Headers.

FC MAC_PARM LEN EHDR HCS Data PDU
(1 byte) (1 byte) (2 bytes) | (1-24 bytes) (2 bytes) (optional)
/ AN / T~ -
/ AN / S~
/ ~ / ~ ~
/ AN - / RN
N ¥ N
FC TYPE | FC PARM | EHDR_ON EH_TYPE | EH_LEN | EH_VALUE repeat |
= XX (reserved) =1 (4 bits) (4 bits) (0-15 bytes) P J'
Figure 6.10: Extended MAC Format
NOTE: EHDR lengthrangeis1 - 240 bytesin pre-DOCSIS 3.1 Extended MAC Format.
Table 6.11: Example Extended Header Format
Field Usage Size
FC FC_TYPE = XX; Applies to all MAC Headers 8 bits
FC_PARM][4:0] = XXXXX; dependent on FC_TYPE
EHDR_ON = 1; EHDR present this example
MAC_PARM ELEN = x; length of EHDR in bytes 8 bits
LEN LEN = x +y; length of EHDR plus optional data PDU in bytes 16 bits
EHDR Extended MAC Header present in this example X bytes
HCS MAC Header Check Sequence 2 bytes
PDU OPTIONAL data PDU y bytes
Length of MAC frame with EHDR 6 + X +y bytes

Since the EHDR increases the length of the MAC frame, the CM or CMTS shall increase the value of the LEN field to
include both the length of the Data PDU and the length of the EHDR.

The EHDR field consists of one or more EH elements. The size of each EH element is variable. The CM or CMTS shall
set the first byte of the EH element to contain atype and alength field. Every CM shall use thislength to skip over any
unknown EH elements. The CM shall comply with table 6.12 for EH elements. The CM TS shall comply with table 6.12
for EH elements.

Table 6.12: EH Element Format

EH Element Fields Usage Size
EH_TYPE EH element Type Field 4 bits
EH_LEN Length of EH_VALUE 4 bits
EH VALUE EH element data 0 - 15 bytes
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The CM shall support the types of EH element defined in table 6.13. The CM TS shall support the types of EH element
defined in table 6.13. The CM shall comply with table 6.13 for Extended Header Types. The CMTS shall comply with
table 6.13 for Extended Header Types. Reserved and extended types are undefined at this point and shall be ignored by
CMsand CMTSs.

The first ten EH element types are intended for one-way transfer between the cable modem and the CMTS. The next
five EH element types are for end-to-end usage within a MAC-sublayer domain. Thus, the information attached to
EHDR elements 10 - 14 on the upstream shall also be left attached by the CM TS when the information is forwarded
within aMAC-sublayer domain. The final EH element type is an escape mechanism that allows for more types and
longer values, and shall be used by CMs and CMTSs as shown in table 6.13.

Table 6.13: Extended Header Types

EH_TYPE EH_LEN EH_VALUE

0 0 Null configuration setting; may be used to pad the extended header. The EH_LEN is
zero, but the configuration setting may be repeated

1 3 Request: minislots requested (1 byte); SID (2 bytes) [CM>CMTS]

2 2 Deprecated in DOCSIS 3.1

3 (=BP_UP) 4 Upstream Privacy EH Element [14]

5 Upstream Privacy with Fragmentation EH Element (see [14] and clause 7.2.5)

4 (=BP_DOWN) |4 Downstream Privacy EH Element [14]

5 1 Service Flow EH Element; Payload Header Suppression Header Downstream

6 1 Deprecated in DOCSIS 3.1
In pre-DOCSIS 3.1 formats Service Flow EH Element; Payload Header Suppression
Header Upstream

2 Service Flow EH Element; Payload Header Suppression Header Upstream (1 byte),

Unsolicited Grant Synchronization Header (1 byte)

7 (=BP_UP2) 3 Upstream Privacy EH version 2 Element with no piggyback request

8 varies Downstream Service EH Element

9 5 DOCSIS Path Verify EH Element

10-14 Reserved [CM <-> CM]

15 XX Extended EH Element: EHX_TYPE (1 byte), EHX_LEN (1 byte), EH_VALUE (length
determined by EHX_LEN)

NOTE:  An Upstream Privacy with Fragmentation EH Element only occurs within a Fragmentation MAC-Specific

Header. (Refer to clause 6.2.6.4).

6.2.6.1 Piggyback Requests

Several Extended Headers can be used to request bandwidth for subsequent transmissions. These requests are
generically referred to as " piggyback requests'. They are extremely valuable for performance because they are not
subject to contention as Request Frames generally are (refer to clause 7.2.2).

Requests for additional bandwidth can be included in Request, Upstream Privacy, and Upstream Privacy with
Fragmentation Extended Header elements, as well asin Segment Headers.

6.2.6.2 Request Extended Header

The Request Extended Header (EH_TY PE=1) is used to piggyback bandwidth requests on packets that do not have the
Baseline Privacy extended headers. In that case, when operating with Multiple Transmit Channel Mode disabled, the
CM shall use either the Request Extended Header with EH_LEN=3 or the BP_UP Extended Header to send piggyback
requests. When the CM is operating with Multiple Transmit Channel Mode enabled and segment headers are disabled,
the CM shall not use piggyback requests. When the CM is operating with Multiple Transmit Channel Mode enabled and
segment headers are enabled, the CM shall only use the request field in the segment header to send a piggyback request.

6.2.6.3 Fragmentation Extended Header

Pre-3.0 DOCSI S fragmented packets use a combination of the Fragmentation MAC header and a modified version of
the Upstream Privacy Extended header. clause 6.2.6.4 describes the Fragmentation MAC header. The Upstream Privacy
Extended Header with Fragmentation, also known as the Fragmentation Extended Header, transmitted by the CM shall
comply with table 6.14. CMs operating in Multiple Transmit Channel Mode shall not use fragmentation extended
headers.
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Table 6.14: Fragmentation Extended Header Format
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EH Element Fields Usage Size
EH_TYPE Upstream Privacy EH element = 3 4 bits
EH_LEN Length of EH_VALUE =5 4 bits
EH VALUE Key seq; same as in BP_UP 4 hits
Ver = 1; version number for this EHDR 4 bits
BPI_ENABLE 1 bit
If BPI_ENABLE=0, BPI disabled
If BPI_ENABLE=1, BPI enabled
Toggle bit; same as in BP_UP [14] 1 bit
SID; Service ID associated with this fragment 14 bits
REQ; number of minislots for a piggyback request 8 bits
Reserved; set to zero 2 bits
First_Frag; set to one for first fragment only 1 bit
Last_Frag; set to one for last fragment only 1 bit
Frag_seq; fragment sequence count, incremented for each fragment 4 bits
6.2.6.4 Service Flow Extended Header
6.2.6.4.0 Overview

The Service Flow EH Element is used to pass status information regarding Service Flow scheduling between the CM
and CMTS. In previous version of the present document Service Flow EH Element was also used to signal information
related to Payload Header Suppression. While PHS is deprecated in DOCSIS 3.1 the specification continuesto rely on
Unsolicited Grant Synchronization Header.

6.2.6.4.1 Payload Header Suppression Header

Payload Header Suppression Header is deprecated in DOCSIS 3.1.

6.2.6.4.2 Unsolicited Grant Synchronization Header

The Unsolicited Grant Synchronization Header may be used to pass status information regarding Service Flow
scheduling between the CM and CMTS. It is currently only defined for use in the upstream with Unsolicited Grant and
Unsolicited Grant with Activity Detection scheduling services. (Refer to clause 7.2.3.3.)

This extended header is similar to the deprecated Payload Suppression EHDR except that the EH_LEN is 2, and the
EH_VALUE has one additional byte which includes information related to Unsolicited Grant Synchronization. For all
other Service Flow Scheduling Types, the field SHOULD NOT be included by the CM in the Extended Header
Element. The CMTS MAY ignorethisfield.

Table 6.15: Unsolicited Grant Synchronization EHDR Sub-Element Format

EH Element Fields Usage Size

EH _TYPE Service Flow EH_TYPE =6 4 bits

EH LEN Length of EH_VALUE =2 4 bits

EH_VALUE 0 Indicates no payload header suppression on current packet. |8 bits
1-254 |Reserved for future use. (always present)
Queue Indicator 1 bit
Active Grants 7 bits

6.2.6.5 BP_UP2 Extended Header

The BP_UP2 EHDR is used when Baseline Privacy is enabled. When segment headers are enabled for a given service
flow, the CM shall use the piggyback opportunity in the segment header for any piggyback requests for that service
flow. If segment headers are not enabled for a service flow, the CM is not permitted to create piggyback requests for
that service flow. Thus, a piggyback field is not needed in the BP_UP2 EHDR for any service flows. The CM operating
with Baseline Privacy Enabled shall use the BP_UP2 EHDR with alength of 3 for al service flows. The CM shall
comply with table 6.16 for the BP_UP2 EHDR with length of 3.
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Table 6.16: BP_UP2 EHDR with Length 3

EH Element Usage Size
Fields
EH_TYPE Upstream Privacy EH_TYPE =7 4 bits
EH_LEN Length of EH VALUE = 3 4 bits
EH VALUE Key seq; same as in BP_UP 4 hits
Ver = 1; version number for this EHDR 4 bits
BPI_ENABLE 1 bit
If BPI_ENABLE=0, BPI disabled
If BPI ENABLE=1, BPI enabled
Toggle bit; same as in BP_UP [14] 1 bit
Reserved, set to zero 14 bits
6.2.6.6 Downstream Service Extended Header

The Downstream Service Extended Header (DS EHDR) communicates to the CM information on how to process
downstream packets. The DS EHDR contents vary depending on the EH_LEN, which may be one, three, or five bytes.
The CMTS shall comply with table 6.17, table 6.18 and table 6.19 for DS EHDRs. This header isignored by CMs
which do not implement Downstream Channel Bonding.

Table 6.17: One-byte DS EHDR Sub-Element Format

EH Element Fields Usage Size
EH _TYPE Downstream Service EH TYPE = 8 4 hits
EH LEN 1 4 hits
EH_VALUE Traffic Priority 3 bits
Reserved 5 bits

Table 6.18: Three-byte DS EHDR Sub-Element Format

EH Element Fields Usage Size
EH TYPE Downstream Service EH_TYPE = 8 4 bits
EH _LEN 3 4 bits
EH_VALUE Traffic Priority 3 bits
Reserved 1 bit
Downstream Service ID (DSID) 20 bits

Table 6.19: Five-byte DS-EHDR Sub-Element Format

EH Element Fields Usage Size
EH _TYPE Downstream Service EH TYPE = 8 4 hits
EH_LEN 5 4 bits
EH_VALUE Traffic Priority 3 bits
Sequence Change Count 1 bit
Downstream Service ID (DSID) 20 bits
Packet Sequence Number 16 bits

When the CMTS classifies a packet to a service flow with anonzero Traffic Priority (see clause C.2.2.7.1), it shall add a
DS EHDR and set the Traffic Priority sub-element to the val ue of the service flow's Traffic Priority parameter.

When the CM TS transmits a packet from a Group Service Flow assigned to a single downstream channel (i.e. non-
bonded) it shal include a three-byte DS EHDR with aDSID. Refer to clause 9.2.2.

When the CM TS transmits a packet from a Service Flow assigned to a Downstream Bonding Group, the CM TS shall
include afive-byte DS EHDR (except if there is a vendor-specific configuration to permit the Service Flow to send non-
sequenced packets). The DSID in afive-byte DS EHDR is a Resequencing DSID, which identifies aresequencing
context. The Packet Sequence Number identifies the sequence number of a packet within the resequencing context
identified by the DSID.
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A Sequenced Null Packet is defined as a variable-length packet-based MAC frame (clause 6.2.2.1) which includes a
five-byte Downstream Service EHDR, does not include any other Extended Header, and has a Packet PDU length of
zero. A CMTS MAY send Sequenced Null Packets. A CM shall accept Sequenced Null Packets.

For a Resegquencing DSID, a packet received with a 3-byte DS EHDR shall be processed by the CM as a non-sequenced
packet. For a non-resequencing DSID, a packet received with 5-byte DS EHDR shall be processed by the CM as a non-
sequenced packet. A packet received with a 2-byte DS EHDR shall be treated by the CM identically to the 1-byte DS
EHDR (the extrabyteisignored). A packet received with a 4-byte DS EHDR shall be treated by the CM identically to
the 3-byte DS EHDR (the extra byte isignored). A packet received with a 6-byte or greater DS EHDR shall be treated
by the CM identically to the 5-byte DS EHDR (the extra byte(s) are ignored).

6.2.6.7 DPV Extended Header

The CMTS MAY support the generation of the DPV Extended Header. The CMTS MAY place aDPV EHDR on any
packet within any DSID or any Service Flow. The CMTS shall comply with table 6.20 for DPV EHDRs. A Modular
CMTS Core MAY choose to place a DPV EHDR on any packet within any DEPI flow. This may be done in order to
compare the average latency between different Service Flows and/or DEPI flows.

Table 6.20: DPV Extended Header Format

EH Element Fields Usage Size

EH _TYPE DPV EHDR =9 4 bits

EH_LEN Length of EH_VALUE = 5 bytes 4 bits

EH_VALUE Start Reference Point (note 1) 8 bits

Timestamp Start (note 2) 32 bits

NOTE 1: This is the DPV Reference Point that the DPV measurement originates from (see clause 10.5.2).

NOTE 2: This is the local timestamp at the sender when the DPV packet gets injected into the data stream and
departs from the DPV reference point.

The CM MAY support the generation of the DPV Extended Header.

The CMTS and CM are not required to take any action upon receiving a DPV EHDR other than silently discarding it.

6.2.6.8 Ordering of Extended Headers in Upstream DOCSIS

DOCSIS 3.1 imposes strict requirements on the order of transmission of extended header elementsin MAC headers.
The DOCSIS Security specification [14] already requires that the CM aways makes the Baseline Privacy Extended
Header element the first Extended Header in an upstream frame.

While the presence of each extended header element is optional, the CM enforces the ordering of extended header
elements as mandated below.

The CM shall make the BP_UP2 EHDR element the first extended header element in an upstream frame.

When the BP_UP2 EHDR is present, the CM shall make the Unsolicited Grant Synchronization EHDR element the
second extended header element in an upstream frame.

When the BP_UP2 EHDR is hot present, the CM shall make the Unsolicited Grant Synchronization EHDR element the
first extended header element in an upstream frame.

When an Unsolicited Grant Synchronization EHDR element is present, the CM shall place DPV extended header
element immediately after Unsolicited Grant Synchronization EHDR element.

When aBP_UP2 EHDR element is present and Unsolicited Grant Synchronization EHDR element is not present, the
CM shall place DPV extended header element immediately after BP_UP2 EHDR element.

The CM shall place any other extender header elements after BP_UP2 EHDR, UGS EHDR and DPV EHDR elements.

The CM shall not insert Null EHDR elements before or between other EHDR elements. The CM MAY place Null
EHDR elements at the end of the extended header up to atotal extended header length of 24 bytes.
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6.3 Segment Header Format

The CM shall use a Segment Header when transmitting packets in Multiple Transmit Channel Mode for service flows
where use of the segment header is enabled. For these service flows, a Segment Header needs to appear at the beginning
of any transmission made with IlUCs 5, 6, 9, 10, or 11. Figure 6.11 shows the segment header format. The segment
header is 8 bytesin length. Table 6.21 describes the segment header fields. The CM shall comply with figure 6.11 and
table 6.21 for segment headers.

PFI R Pointer Field Sequence # SC Request HCS
(1 bit) (1 bit) (14 bits) (13 bits) (3 hits) (2 Bytes) (2 Bytes)

Figure 6.11: Segment Header Format

Table 6.21: Segment Header Fields

Field Usage Size
PFI Pointer Field Indicator. This bit is set to a one, to indicate that the pointer field is relevant. |1 bit
When cleared to a zero, this bit indicates that there is no DOCSIS MAC frame starting
within this segment and the pointer field is ignored.

R Reserved. This field should be set to a zero by the CM. 1 bit
Pointer Field [When the PFI bit is a one, the value in this field is the number of bytes past the end of the |14 bits
segment header that the receiver will skip when looking for a DOCSIS MAC Header.
Thus, a value of zero in the pointer field with the PFI set to one would designate a
DOCSIS MAC header beginning just after the segment header.

Sequence # |Sequence number that increments by 1 for every segment of a particular service flow. 13 bits
SC SID Cluster ID of the SID Cluster associated with the Request field of the segment 3 bits
header. The valid SID Cluster ID range is 0 to M-1, where M is the number of SID
Clusters per Service Flow supported by the CM.

Request The total number of bytes requested in units of N bytes where N is a parameter of the 2 bytes
service flow for which the request is being made. See clause C.2.2.8.12.
HCS MAC Header Check Sequence. Similar to HCS used on all MAC headers and is 2 bytes

calculated over all other fields in the segment header.

The HCSfield is a 16-bit CRC that ensures the integrity of the segment header, even in a collision environment. The
CM shall include al fields within the segment header for the HCS field coverage except the HCS field itself. The HCS
is calculated using CRC-CCITT (x16 + x12 + x° + 1) as defined in Recommendation I TU-T X.25[26].

For segment header ON operation, the CM may use the piggyback field in the segment header to make piggyback
requests for the service flow and shall not use any request EHDR fields within the segment payload.

6.4 MAC Management Messages

6.4.1 MAC Management Message Header

CMsand CMTSs shall encapsulate MAC Management Messages in an LL C unnumbered information frame per

| SO/IEC 8802-2 [21], which in turn is encapsul ated within the cable network MAC framing, as shown in figure 6.12.
Figure 6.12 shows the MAC Header and the MAC Management Message Header fields which are common across al
MAC Management Messages.

The CMTS shall use aunique MAC address for each MAC Domain interface. This addressis used by the CMTS asthe
Source Address for all MAC Management Messages for the MAC Domain. Since the CM is reguired to use the Source
Address of the MDD messages to identify channels associated with the MAC Domain of its Primary DS channel,
topology resolution (clause 10.2.3.2) could fail if multiple MAC Domains use the same MAC address and have DS
channels which reach the same CM.

The CMTS shall not add a Downstream Service EHDR to the following MAC Management Message types: SYNC,
UCD (types 2, 29, 35 or 51), MAP, DCD, MDD, OCD and DPD. The CMTS MAY add a three-byte Downstream
Service EHDR to any other type of MAC Management Message. If this EHDR is present, the CM shall filter the MAC
Management Message in accordance with the rules of clause 9.2.2.4. The CM shall not forward MAC Management
Messages to any interface or eSAFE.
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DOCSIS 3.1 does not define support for sequenced downstream MAC Management Messages. A CM TS shall not
transmit aMAC Management Message with a five-byte Downstream Service Extended Header. A CM shall silently
discard aMAC Management Message containing a five-byte Downstream Service Extended Header. This does not
preclude future versions of the present document from defining sequenced MAC Management Messages using a five-
byte Downstream Service Extended Header.

The CMTS shall not add a Service Flow EHDR to MAC Management Messages. The CM shall not add a Service Flow
EHDR to MAC Management Messages.

See ETS| EN 302 878-5 [14] for rules governing the use of the Baseline Privacy EHDR on MAC Management
Messages.

Unless otherwise specified, aCM TS can transmit and a CM shall accept a downstream MAC Management Message to
the CM'sindividual MAC address on any downstream channel received by the CM.

Unless otherwise specified, a CM can send, and a CM TS shall accept, an upstream MAC Management Message on any
upstream channel transmitted by the CM.

Bit 0 8 16 24 31
FC MAC PARM LEN
MAC header
HCS T
DA
DA SA
MAC
SA Management
Message
msg LEN DSAP SSAP Header
control version type multipart T
Management

message payload

|
\
\
CRC ‘
Figure 6.12: MAC Header and MAC Management Message Header Fields

The fields of the MAC Management Message Header shown in figure 6.12 are defined below:

FC, MAC PARM, LEN, HCS, Common MAC frame header: Refer to clause 6.2.1.3 for details. All messages use a
MAC-gpecific header.

Destination Address (DA): MAC management frames will be addressed to a specific CM unicast address or to the
DOCSIS management multicast address. These DOCSIS MAC management addresses are described in Annex A.

Sour ce Address (SA): The MAC address of the source CMTS MAC Domain Interface or source CM.
Msg Length: Length of the MAC message from DSAP to the end of the payload.

DSAP: The LLC null destination SAP (00) as defined by I SO/IEC 8802-2 [21]. Set to O for this version for all
messages other than the RNG-REQ, INIT-RNG-REQ and B-INIT-RNG-REQ messages. See clause 6.4.5.

SSAP: The LLC null source SAP (00) as defined by ISO/IEC 8802-2 [21]. Set to O for this version for all messages
other than the RNG-REQ, INIT-RNG-REQ and B-INIT-RNG-REQ messages. See clause 6.4.5.

Control: Unnumbered information frame (03) as defined by 1SO/IEC 8802-2 [21].
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Typeand Version: Each field is one octet. The Typefield is used to indicate the MMM message number. The Version
field is used to indicate the version of DOCSIS for which the MMM applies. Refer to table 6.22 for the definitions of
the Type and Version fields.

Messages with a version number of 1 are understood by all CMsand CMTSs compliant with al versions of the
DOCSI S specification. Messages with a version number of 2 are understood by DOCSIS 1.1, 2.0, 3.0 and 3.1
equipment. Messages with a version number of 3 are understood by DOCSIS 2.0, 3.0 and 3.1 equipment. M essages
with aversion number of 4 are understood by DOCSIS 3.0 and 3.1 equipment. DOCSIS 3.0 compliant CMs and
CMTSsssilently discard any message with version number greater than 4. Messages with a version number of 5 are
understood by DOCSIS 3.1 equipment. DOCSIS 3.1 CMs shall silently discard any message with version number
greater than 5. DOCSIS 3.1 CMTSs shall silently discard any message with version number greater than 5.

Multipart: Thisfield is one octet. Thisfield is used to align the message payload on a 32-bit boundary. Thisfield was
formerly marked asreserved and is set to O for versions 1 through 4 of all DOCSIS MAC management messages other
than the RNG-REQ and INIT-RNG-REQ messages (see clause 6.4.5). For version 5 and above messages, thisfield is
used to manage multipart messaging as follows:

Bits 7:4 Number of Fragments: Fragmentation allowsthe MMM TLV parameters to be spread across more than one
DOCSIS MAC Frame, thus alowing the total size of the MMM to exceed the maximum payload of asingle MAC
management frame. The value of thisfield represents the number of MMM frames that a unique and compl ete set of
TLV parametersis spread across to constitute the complete MMM message. This field starts counting at 0. Thus, the
numerical valuein thisfield is one less than the actual number of fragments.

Thisfield is a4-bit unsigned integer.

Bits 3:0 Fragment Sequence Number: Thisfield indicates the position of this fragment in the sequence that constitutes
the complete MMM. Fragment sequence numbers start with the value of 0 and increase by 1 for each fragment in the
sequence. Thus, the firsst MMM message fragment has a fragment sequence number of 0 and the last MMM message
fragment has a fragment sequence number equal to the number of fragments. Thisfield is a 4-bit unsigned integer.

When using Multipart MMM, the CM TS shall adhere to the following requirements:
e  Send the message fragmentsin order of increasing sequence numbers.
. Do not use a Fragment Sequence Number that is greater than the number of fragments.
. Repeat any fixed fields (non-TLV-encoded fields) of an MMM in each fragment after the MMM header:

- Asan example, in aversion 5 UCD message, the Upstream channel 1D, Configuration Change Count,
Minidot Size, and Downstream channel 1D fields would be repeated in each fragment of a multipart
UCD.

When using Multipart MMM, the CM shall adhere to the following requirements:
. Send the message fragmentsin order of increasing sequence numbers.
. Do not use a Fragment Sequence Number that is greater than the Number of Fragments.
. Repeat any fixed fields (non-TLV -encoded fields) of an MMM in each fragment after the MMM header.

Each MMM fragment is a complete DOCSI S frame with its own CRC. Other than the fragment sequence number, the
framing of one MMM fragment is independent of the framing of another MMM fragment. This potentially allows the
receiver to process fragments as they are received rather than reassembling the entire payl oad.

Some MMM with versions 1 through 4 have their own multipart fields. Note that these earlier verson MMM start
counting from the value of 1 whereas the version 5 multipart MMM starts counting from 0. Thus, avalue of 0x00 in a
version 5 Multipart field indicates that the MMM is not fragmented.
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Table 6.22: MAC Management Message Types

Type | Version A Message Name Message Description
(see note)
1 1 M SYNC Timing Synchronization
M ucbD Upstream Channel Descriptor
2 1 - A UCD for a DOCSIS 3.1 Only channel (OFDM) uses a type of
29 3 51 and a version of 5
35 4 - A UCD for a DOCSIS 3.0 Only channel uses a type of 35 and a
51 5 version of 4
- A UCD for a DOCSIS 2.0/3.0 Only Channel uses a type of 29
and a version of 3
- All other UCDs use a type of 2 and a version of 1
M MAP Upstream Bandwidth Allocation
3 1 - A Map of version 1 is understood by DOCSIS 3.1/3.0/2.0/1.1/1.0
3 5 equipment
- A Map of version 5 is understood by DOCSIS 3.1 equipment
only. (If the CAT field is Ox1, this is a P-MAP)
U RNG-REQ Ranging Request
4 1 - A RNG-REQ for DOCSIS 3.1 : When sending a RNG-REQ to a
4 5 DOCSIS 3.1 CMTS, a DOCSIS 3.1 CM uses a type of 4 and a
version of 5
- All other RNG-REQs use a type of 4 and a version of 1
U RNG-RSP Ranging Response
5 1 - A RNG-RSP of version 1 is understood by DOCSIS
5 5 3.1/3.0/2.0/1.1/1.0 equipment
- A RNG-RSP of version 5 is understood by DOCSIS 3.1
equipment only
6 1 U REG-REQ Registration Request
7 1 U REG-RSP Registration Response
8 1 X Reserved (deprecated)
9 1 X Reserved (deprecated)
10 1 X Reserved (deprecated)
11 1 X Reserved (deprecated)
12 1 U BPKM-REQ Privacy Key Management Request
- ETSIEN 302 878-5 [14]
13 1 U BPKM-RSP Privacy Key Management Response
- ETSIEN 302 878-5 [14]
14 2 U REG-ACK Registration Acknowledge
15 2 U DSA-REQ Dynamic Service Addition Request
16 2 U DSA-RSP Dynamic Service Addition Response
17 2 U DSA-ACK Dynamic Service Addition Acknowledge
18 2 U DSC-REQ Dynamic Service Change Request
19 2 U DSC-RSP Dynamic Service Change Response
20 2 U DSC-ACK Dynamic Service Change Acknowledge
21 2 U DSD-REQ Dynamic Service Deletion Request
22 2 U DSD-RSP Dynamic Service Deletion Response
23 2 U DCC-REQ Dynamic Channel Change Request
24 2 U DCC-RSP Dynamic Channel Change Response
25 2 U DCC-ACK Dynamic Channel Change Acknowledge
26 2 X Reserved (deprecated)
27 2 X Reserved (deprecated)
28 2 X Reserved (deprecated)
29 3 M (See entry for UCD above)
30 3 U INIT-RNG-REQ |Initial Ranging Request
31 3 U TST-REQ Test Request Message
32 3 M DCD Downstream Channel Descriptor
33 4 M MDD MAC Domain Descriptor
U B-INIT-RNG-REQ |Bonded Initial Ranging Request
34 4 - A B-INIT-RNG-REQ for DOCSIS 3.1: When sending a
34 5 B-INIT-RNG-REQ to a DOCSIS 3.1 CMTS, a DOCSIS 3.1 CM
uses a type of 34 and a version of 5
- All other B-INIT-RNG-REQs use a type of 34 and a version of 3
35 4 U (See entry for UCD above)
36 4 U DBC-REQ Dynamic Bonding Change Request
37 4 U DBC-RSP Dynamic Bonding Change Response
38 4 U DBC-ACK Dynamic Bonding Change Acknowledge
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Type | Version A Message Name Message Description
(see note)
39 4 U DPV-REQ DOCSIS Path Verify Request
40 4 U DPV-RSP DOCSIS Path Verify Response
41 4 U CM-STATUS Status Report
42 4 U CM-CTRL-REQ |CM Control
43 4 U CM-CTRL-RSP  |CM Control Response
44 4 U REG-REQ-MP Multipart Registration Request
45 4 U REG-RSP-MP Multipart Registration Response
46 4 U EM-REQ Energy Management Request
47 4 u EM-RSP Energy Management Response
48 4 U CM-STATUS- Status Report Acknowledge
ACK
-- -- -- O-INIT-RNG-REQ |OFDM Initial Ranging Request
- This message does not use the standard MAC Management
Message format but uses a condensed version to conserve
bandwidth on the OFDMA channel
49 5 M OCD OFDM Channel Descriptor
50 5 M DPD Downstream Profile Descriptor
51 5 M (See entry for UCD above)
52 5 U ODS-REQ OFDM Downstream Spectrum Request
53 5 U ODS-RSP OFDM Downstream Spectrum Response
54 5 U OPT-REQ OFDM Downstream Profile Test Request
55 5 U OPT-RSP OFDM Downstream Profile Test Response
56 5 U OPT-ACK OFDM Downstream Profile Test Acknowledge
57 5 U DTP-REQ DOCSIS Time Protocol Request
58 5 U DTP-RSP DOCSIS Time Protocol Response
59 5 U DTP-ACK DOCSIS Time Protocol Acknowledge
60 5 u DTP-INFO DOCSIS Time Protocol Information
57 - 255 Reserved for future use
NOTE:  A*: Ethernet Destination MAC Address Type

M = Multicast message
U = Unicast message
X = not used in DOCSIS 3.1

RSVD: 1 octet. Thisfield is used to align the message payload on a 32-bit boundary. Set to O for this version of
DOCSIS for al messages other than the RNG-REQ and INIT-RNG-REQ. See clause 6.4.5.

Management M essage Payload: Variable length. As defined for each specific management message.

CRC: Covers message including header fields (DA, SA, etc.). Polynomial defined by 1SO/IEC 8802-3 [22].

A CMTS or CM shall support the MAC management message types listed in table 6.22.

6.4.2

Time Synchronization (SYNC)

Time Synchronization (SYNC) shall be transmitted by CMTS at a periodic interval to establish MAC sublayer timing.
The CMTS shall format this message to use an FC field with FC_TY PE = MAC Specific Header and FC_PARM =
Timing MAC Header, followed by a Packet PDU in the format shown in figure 6.13.

The CMTS shal