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Intellectual Property Rights

Essential patents

IPRs essentia or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI member s and non-members, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETSI Secretariat. Latest updates are available on the
ETSI Web server (https./ipr.etsi.org/).

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including IPR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETSI Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which areindicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™ and LTE™ are trademarks of ETSI registered for the benefit of its Members and of the 3GPP
Organizational Partners. oneM 2M ™ logo is atrademark of ETSI registered for the benefit of its Members and of the
oneM2M Partners. GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Intelligent Transport Systems
(ITS).

Modal verbs terminology

In the present document "shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" areto be interpreted as described in clause 3.2 of the ETS| Drafting Rules (Verbal formsfor the expression of
provisions).

"must” and "must not" are NOT alowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document specifies the trust and privacy management for Intelligent Transport Systems (ITS)
communications. Based upon the security services defined in ETSI TS 102 731 [1] and the security architecture defined
in ETSI TS 102 940 [5], it identifies the trust establishment and privacy management required to support security in an
ITS environment and the relationships that exist between the entities themselves and the elements of the ITS reference
architecture defined in ETSI EN 302 665 [2].

The present document identifies and specifies security services for the establishment and maintenance of identities and
cryptographic keysin an Intelligent Transport Systems (ITS). Its purpose isto provide the functions upon which
systems of trust and privacy can be built withinan ITS.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
https://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are necessary for the application of the present document.

[1] ETSI TS 102 731: "Intelligent Transport Systems (ITS); Security; Security Services and
Architecture”.

2] ETSI EN 302 665: "Intelligent Transport Systems (ITS); Communications Architecture".

[3] ETSI TS 103 097: "Intelligent Transport Systems (ITS); Security; Security header and certificate
formats'.

[4] Void.

[5] ETSI TS 102 940: "Intelligent Transport Systems (ITS); Security; ITS communications security
architecture and security management”.

[6] I SO/IEC 8824-1:2015: "Information technology - Abstract Syntax Notation One (ASN.1):
Specification of basic notation".

[7] Recommendation ITU-T X.696 (08/2014): "Information technology - ASN.1 encoding rules:
Specification of Octet Encoding Rules (OER)".

[8] Void.

[9] Void.

[10] Void.

[11] Void.

[12] Void.

[13] NIST FIPS PUB 198-1: "The Keyed-Hash Message Authentication Code (HMAC)".

[14] Void.

[15] IETF RFC 4862: "IPv6 Stateless Address Autoconfiguration™.

ETSI


https://docbox.etsi.org/Reference

[16]

[17]

[18]

[19]

[20]
[21]

NOTE:

[22]

NOTE:

[23]
[24]

2.2
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ETSI EN 302 636-6-1: "Intelligent Transport Systems (ITS); Vehicular Communications;
GeoNetworking; Part 6: Internet Integration; Sub-part 1: Transmission of |Pv6 Packets over
GeoNetworking Protocols'.

Void.

ETSI EN 302 636-4-1: "Intelligent Transport Systems (ITS); Vehicular communications;
GeoNetworking; Part 4: Geographical addressing and forwarding for point-to-point and point-to-
multipoint communications; Sub-part 1: Media-Independent Functionality”.

ETSI TS 102 965: "Intelligent Transport Systems (ITS); Application Object Identifier (ITS-AID);
Registration”.

Void.

IETF RFC 5280: "Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation
List (CRL) Profile".

Available from https://tools.ietf.org/html/rfc5280.

IETF RFC 5480: "Elliptic Curve Cryptography Subject Public Key Information”.

Available from https://tools.ietf.org/html/rfc5480.

Void.

IEEE 1609.2.1-2020™: "|EEE Standard for Wireless Accessin Vehicular Environments (WAVE)
- Certificate Management Interfaces for End Entities".

Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE:

While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long term validity.

The following referenced documents are not necessary for the application of the present document but they assist the
user with regard to a particular subject area.

[i.1]

[i.2]

[i.3]
[i.4]
[.5]
[i.6]
[i.7]
[i.8]
[i.9]
[i.10]
[i.11]
[i.12]

I SO/IEC 15408-2: "Information technology - Security techniques - Evaluation criteriafor IT
security; Part 2: Security functional components”.

ETSI TR 102 638: "Intelligent Transport Systems (ITS); Vehicular Communications; Basic Set of
Applications; Release 2".

IETF RFC 4046: "Multicast Security (MSEC) Group Key Management Architecture”.
IETF RFC 4301: "Security Architecture for the Internet Protocol”.

IETF RFC 4302: "IP Authentication Header".

IETF RFC 4303: "IP Encapsulating Security Payload (ESP)".

IETF RFC 5246: "The Transport Layer Security (TLS) Protocol Version 1.2".

IETF RFC 3547: "The Group Domain of Interpretation".

IETF RFC 3830: "MIKEY: Multimedia Internet KEYing".

IETF RFC 4535: "GSAKMP: Group Secure Association Key Management Protocol”.
IETF RFC 4306: "Internet Key Exchange (IKEv2) Protocol”, December 2005.

IETF RFC 4877: "Mobile IPv6 Operation with IKEv2 and the Revised I1Psec Architecture".
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[i.13] ETSI TS 102 723-8: "Intelligent Transport Systems (ITS); OS| cross-layer topics; Part 8: Interface
between security entity and network and transport layer".
[i.14] CVRIA: "Connected Vehicle Reference Implementation Architecture”.

NOTE: Available at http://www.iteris.com/cvrial.

[i.15] SO 21210-2010: "Intelligent Transport Systems (ITS) - Communications access for land mobiles
(CALM) - Ipv6 networking".

[i.16] IETF RFC 8446: "The Transport Layer Security (TLS) Protocol Version 1.3".

[1.17] ETSI TS 102 942: "Intelligent Transport Systems (ITS); Security; Access control”.

[1.18] ETSI TS 102 943: "Intelligent Transport Systems (ITS); Security; Confidentiality services'.

[i.19] ETSI EN 302 637-2: "Intelligent Transport Systems (ITS); Vehicular Communications; Basic Set
of Applications; Part 2: Specification of Cooperative Awareness Basic Service".

[i.20] ETSI EN 302 637-3: "Intelligent Transport Systems (ITS); Vehicular Communications; Basic Set
of Applications; Part 3: Specifications of Decentralized Environmental Notification Basic
Service".

[i.21] ETSI TS 103 301: "Intelligent Transport Systems (ITS); Vehicular Communications; Basic Set of
Applications; Facilities layer protocols and communication requirements for infrastructure
services'.

[i.22] IEEE 802.11™: "IEEE Standard for Information technology -- Telecommunications and

information exchange between systems -- Local and metropolitan area networks-Specific
requirements -- Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY)

Specifications”.
3 Definition of terms, symbols, abbreviations and
notation
3.1 Terms

For the purposes of the present document, the terms given in ETSI TS 102 731 [1], ETSI TS 102 940 [5],
I SO/IEC 15408-2 [i.1] and the following apply:

delta CTL: partial CTL that only contains CTL entries that have been updated since the issuance of the prior, base CTL

3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the abbreviations givenin ETSI TS 103 097 [3], ETSI TS 102 940 [5], ETSI
EN 302 636-4-1 [18] and the following apply:

AA Authorization Authority

AES Advanced Encryption Standard

ASN Abstract Syntax Notation

AT Authorization Ticket

CA Certification Authority

CCH Control CHannel

CCM Counter with CBC-MAC

CCMS Cooperative-1 TS Certificate Management System
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COER Canonical Octet Encoding Rule

CPOC C-ITS Point Of Contact

CRL Certificate Revocation List

CTL Certificate Trust List

CVRIA Connected Vehicle Reference Implementation Architecture
DC Distribution Centre

DEN Decentralized Environmental Notification
DENM Decentralized Environmental Notification Message
EA Enrolment Authority

EC Enrolment Credential

ECC Elliptic Curve Cryptography

ECTL European Certificate Trust List

EV Electric Vehicle

FIPS Federal Information Processing Standard
GET command HTTP GET

GN/BTP GeoNetworking/Basic Transport Protocol
GN6 GeoNetworking-1Pv6

HMAC keyed-Hash Message Authentication Code
HTTP Hyper Text Transfer Protocol

IETF Internet Engineering Task Force

IP Internet Protocol

ITS-AID ITS Application ID

ITU-T International Telecommunication Union - Telecommunication standardization sector
KDF Key Derivation Function

LTE Long Term Evolution (4G)

MSB Most Significant Bit

MSEC Multicast SECurity

OBD On-Board Diagnosis

PA Policy Authority

PDU Protocol Data Unit

Pl Personally Identifiable Information

POP Proof Of Possession

PSID Provider Service Identifier

RCA Root Certification Authority

RFC Request For Comment

SA Security Association

SCH Service CHannel

SLAAC Stateless Address Auto Configuration
SM Security Management

SSP Service Specific Permissions

TCP Transmission Control Protocol

TLM Trust List Manager

TLS Transport Layer Security

URL Uniform Resource Locator

V2l Vehicle-to-Infrastructure

WLAN Wireless Local Area Network

XOR eXclusive OR function

3.4 Notation

The requirements identified in the present document include:

a  mandatory requirements strictly to be followed in order to conform to the present document. Such
requirements are indicated by clauses without any additional marking;

b) requirements strictly to be followed if applicable to the type of ITS Station concerned.
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Such requirements are indicated by clauses marked by "[CONDITIONAL]"; and where relevant is marked by an
identifier of the type of ITS-S for which the clauses are applicable as follows:

. [Itss_ WithPrivacy] is used to denote requirements applicable to ITS-S for which pseudonymity hasto be
assured and re-identification by the AA is not allowed. Thisincludes for instance personal user vehicle ITS-S
or personal ITS-S Portable.

. [Itss_NoPrivacy] is used to denote requirements applicable to I TS-S for which pseudonymity does not have to
be assured and are allowed to be re-identified by the AA. This may be for instance fixed or mobile RSUs or
specia vehicles.

4 ITS authority hierarchy

Trust and privacy management requires secure distribution and maintenance (including revocation when applicable) of
trust relationships, which may be enabled by specific security parameters that include enrolment credentials that provide
3" party certificates of proof of identity or other attributes such as pseudonym certificates. Public key certificates and
Public Key Infrastructure (PK1) are used to establish and maintain trust between the ITS-S and other ITS-S and
authorities.

ETSI TS 102 731 [1] specifies requirements on security management services and security management roles such as
EAsand AAs. The ITS security architecture isdefined in ETSI TS 102 940 [5] and covers both the secured
Communication Architecture, the architecture of the ITS-S Communication security system and the Security
Management System architecture.

The present document assumes the definition of the security management entities specified in ETSI TS 102 940 [5] and
the top-level entities for the management of multiple Root CAs collaborating within asingle Trust Model.

5 Privacy in ITS
ISO/IEC 15408-2 [i.1] identifies 4 key attributes that relate to privacy:
. anonymity;
. pseudonymity;
e unlinkability; and
e unobservability.

Anonymity aloneisinsufficient for protection of an ITS user's privacy and unsuitable as a solution for ITS, as one of
the main requirements of ITSisthat the ITS-S should be observable in order to provide improved safety. Consequently,
pseudonymity and unlinkability offer the appropriate protection of the privacy of a sender of basic ITS safety messages
(CAM and DENM). Pseudonymity ensures that an I TS-S may use a resource or service without disclosing itsidentity
but can still be accountable for that use [i.1]. Unlinkability ensures that an ITS-S may make multiple uses of resources
or services without others being able to link them together [i.1].

Pseudonymity shall be provided by using temporary identifiersin ITS safety messages, and never transmitting the
station's canonical identifier in communications between I TS stations. Unlinkability can be achieved by limiting the
amount of detailed immutable (or slowly changing) information carried in the ITS safety message, thus preventing the
possible association of transmissions from the same vehicle over along time period (such as two similar transmissions
broadcast on different days).

ITS Privacy is provided in two dimensions:
i)  privacy of ITSregistration and authorization tickets provisioning:

- ensured by permitting knowledge of the canonical identifier of an ITS-Sto only alimited number of
authorities (EAS);
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- provided by the separation of the duties and roles of PKI authoritiesinto an entity verifying the canonical
identifier known as the Enrolment Authority (EA) and an entity responsible for authorizing and
managing services known as the Authorization Authority (AA);

ii)  privacy of communications between ITS-Ss.

Separation of duties for enrolment (identification and authentication) and for authorization has been shown in ETSI
TS 102 731 [1] as an essential component of privacy management and provides protection against attacks on a user's
privacy. However, it is possible for the EA role to be delegated to the manufacturer and for the EA and AA rolesto be
assumed by a single authority.

When the same operational authority manages both the EA and AA, it shall guarantee privacy of requesting ITS-Si.e.
providing all the technical and organizational measures to ensure that I TS identity information held by the EA is kept
separately to avoid re-identification of pseudonym certificates (ATS).

When dedicated authorities are used only for certificates provisioning to ITS-S which do not have privacy requirements
such as Road-Side Units, the EA and AA may not provide technical and operational separation.

6 Trust and privacy management

6.1 ITS-S Security Lifecycle

6.1.1 ITS-S Life-cycle management
The ITS-S Security Lifecycle includes the following stages (see Figure 1):
. initial ITS-S configuration during manufacture;
e  enrolment;
. authorization;
e  operation and maintenance;

. end of life.

Initialised Enrolled

and and — A L d  End of life

Unenrolled Unauthorised

Before

initialization

service

Figure 1: ITS Station Security Life Cycle

6.1.2 Manufacture

As part of the ITS-S manufacturing process, the following information elements associated with the identity of the
station shall be established within the ITS-Sitself and within the Enrolment Authority (EA):

. Inthe ITS-S, the following information elements shall be established using aphysically secure process. The
specification of this physically secure processis out of scope for the present document:

- acanonical identifier which is globally unique (see note 1);
- contact information for the EA and AA which will issue certificates for the ITS-S:

] network address;
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" public key certificate;

- the set of current known trusted AA certificates which the ITS-S may use to trust communications from
other ITS-S;

- when using the process specified in clause 6.2.3.2 for the initial enrolment: a public/private key pair for
cryptographic purposes (canonical key pair); and

- the trust anchor (Root CA) public key certificate and the DC network address;

- in case of amultiple root CAs architecture as specified in ETSI TS 102 940 [5], the TLM public key
certificate and the CPOC network address.

NOTE 1: The management of the canonical identifier and the means to guarantee uniqueness are not addressed in
the present document.

. In the EA, the following three items of information shall be established, al associated with each other (see
note 2):

- the permanent canonical identifier of the ITS-S;

- the profile information for the ITS-S that may contain an initial list of maximum appPermissions
(ITS-AlDswith SSP), region restrictions and assurance level which may be modified over time;

- when using the process specified in clause 6.2.3.2 for the initial enrolment: the public key from the key
pair belonging to the ITS-S (canonical public key).

NOTE 2. The process for establishing thisinformation within the ITS-S and the EA is beyond the scope of the
present document.

NOTE 3: The EA certificate may contain cer t | ssuePer mi ssi ons withtype enr ol limiting the maximum
permissions (ITS-AlDswith SSP) assigned to the ITS-Sin the profile information. In this case, the Root
CA (issuer of the EA certificate) contains at least thesecer t | ssuePer i ssi ons withtype enr ol
in its certl ssuePermissions.

6.1.3 Enrolment

6.1.3.0 General Considerations
There are two types of enrolment certificate that can be used to authenticate requests for authorization tickets:

. ETSI TS 102 941 enrolment credentials following the specification in the present document. The provisioning
of thistypeis described in the present document.

. X.509 enrolment credentials following the X.509 format which is specified in IETF RFC 5280 [21] and IETF
RFC 5480 [22]. The provisioning of this type is out-of-scope of the present document since mechanisms
aready exist. The present document will explicitly refer to X.509 enrolment credentials when thistypeis
meant.

The following process appliesto the provisioning of ETSI TS 102 941 enrolment credentias.
The ITS-S requests its enrolment certificate from the EA (see clause 6.2.3.2).

When an end entity applies for an enrolment certificate, it may indicate that it is entitled to the certificate directly or
indirectly. Compare with section 4.1.4.2 of IEEE 1609.2.1 [24].

Intheindirect initial enrolment case, the Enrolment Authority (EA) is given assurance that the end entity is entitled to
the enrolment certificate by means outside the scope of the enrolment certificate request. For example, the enrolment
request could happen in an environment that is trusted by the EA and the request could be transmitted over a secure
connection.

In the direct initial enrolment case, before enrolment happens, the end entity generates a keypair known as the canonical
keypair and is assigned (or generates) a globally unique identifier known as the canonical identity (cf. clause 6.1.2).
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The state transitions for enrolment are shown in Figure 2.

[Configuration]

/

Initialised
[Fail]
[Send EnrolmentRequest]

[EC expired or revoked]
Wait Enrolment Result

1
[success)

[Send EnrolmentRequest]

Figure 2: Simplified state machine for the enrolment process

After asuccessful enrolment process, the ITS-S shall possess an enrolment credential that shall be used in subsequent
authorization requests.

For renewing the Enrolment Certificate at the EA, the ITS-S shall send an EnrolmentRequest signed by the previous
valid enrolment credential issued by this EA.

6.1.3.1 Enrolment Credential Profile

6.1.3.1.0 Introduction

The profile for the ETSI enrolment credentia isdefined in ETSI TS 103 097 [3] along with the ETSI ITS security
header and certificate format.

Since the format of the X.509 enrolment credential is not defined in ETSI TS 103 097 [3] but used for trust and privacy
management in the present document, the profile for X.509 enrolment credentialsis specified in the present document.

The X.509 enrolment credential shall apply the following conditions. Additional conditions may be required by the
individual X.509 PKI in alignment with the Enrolment Authority.

6.1.3.1.1 Generic Requirements

The certificate shall follow the IETF PKIX profile as specified in IETF RFC 5280 [21]. When ECDSA keys are used,
the encoding shall follow the specification in IETF RFC 5480 [22]. The cryptographic agorithms shall be aligned with
ETSI TS103 097 [3].

6.1.3.1.2 Version
The version shall be V3 (defined by the integer value 2).
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6.1.3.1.3 Issuer
The identity of the issuer shall contain at least the following attributes:
. countryName;
. organizationName; and
. commonName.
Each attribute shall be limited to a single instance of the attribute. Additional attributes may be present.
The countryName attribute shall specify the country in which the issuer of the certificate is established.
The organizationName attribute shall contain the full registered name of the certificate issuing organization.

The commonName attribute value shall contain a name commonly used by the subject to represent itself. This name
need not be an exact match of the fully registered organization name.

6.1.3.1.4 Subject
The subject field shall include at least the following attributes:
. countryName;
. organizationName; and
. commonName.
Only one instance of each of these attributes shall be present. Additional attributes may be present.
The countryName attribute shall specify the country in which the ITS-Sis established.
The organizationName attribute shall contain the full registered name of the ITS-S.

The commonName attribute value shall contain a name commonly used by the subject to represent itself and may
correspond to the canonical ID.

6.1.3.1.5 Authority key identifier extension

The authority key identifier extension shall be present, containing a key identifier for the issuing CA's public key.

6.1.3.1.6 Key usage extension

The key usage extension shall be present and shall contain the key usage settings specifying at least non-repudiation
(bit 1) and digital signature (bit 0).

6.1.3.1.7 Certificate policies extension

This extension should not be marked critical. The certificate policies extension shall be present and shall contain the
identifier of at least one certificate policy which reflects the practices and procedures undertaken by the CA.

6.1.3.1.8 CRL distribution points extension
If CRL is supported by theissuing CA, the CRL distribution point extension shall be present in certificates.

If the certificate does not include any access location of an OCSP responder, then the certificate shall include a CRL
distribution point extension.

When present, the CRL distribution point extension shall include at least one reference to apublicly available CRL.
At least one of the present references shall use either http (http://) or Idap (Idap://) scheme.

The extension shall not be marked critical.
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6.1.3.1.9 Authority Information Access extension
The Authority Information Access extension shall be present.

When OCSP is supported by the issuing CA, the Authority Information Access extension shall include an accessM ethod
OID, id-ad-ocsp, with an accessL ocation value specifying at least one access location of an OCSP responder
authoritative to provide certificate status information for the present certificate. In such case, at least one access location
shall specify either the http (http://)] or https (https.//) scheme. Such access location shall reference apublicly available
OCSP responder, which accepts unsigned and unauthenticated status requests.

A reference to at least one OCSP responder shall be present if the certificate does not include any CRL distribution
point extension.

6.1.4 Authorization

Having received the enrolment credentials (i.e. in state "Enrolled” as shown in Figure 2), the ITS-Sis able to request its
authorization ticket(s) from the AA (see clause 6.2.3.3).

(

'L Enrolled —

Send AutorisationRequest  [Failure]

Wait
[AT expired] Authorisation
Result

[Success]

|
( Authorised }

L for Service

Figure 3: Simplified state machine for the authorization process

NOTE 1. This state machine only considers one instance of Authorization Request for one service (or class of
services). Eventually, an ITS-S may perform several Authorization Requeststo fill apool of ATs stored
in ITS-S memory (depending of the policy). The management of the pool of ATswithinan ITS-Sis out
of the scope of the present document.

When in the state "Authorized for service" the ITS-S has a set of authorization tickets to allow signed transmission of
messages to any other ITS-S that do not reveal the canonical identity nor the enrolment credential of the transmitting
ITSS.

NOTE 2: Itisassumed that the ITS service requesting the use of a secure message transfer service only reveals Pl
in the payload if the release of that Pll has been consented by the sending party.

NOTE 3: ThelTS-Sin state Authorized for Service may till have the possibility to obtain or update its pool of
Authorization Tickets by sending Authorization requests (not representing on the Figure 3).

When the complete set of authorization tickets is exhausted, the ITS-S cannot sign transmission of messages to others
ITS-S and is back to the state Enrolled.

NOTE 4. Inthis state diagram, it is assumed that revocation of authorization ticketsis not possible as passive
revocation is preferred (the ITS-S receives ATs of limited validity period and of limited allowed
preloading period, renewing them frequently so that compromised ITS-S can be evicted from the ITS
network by not reissuing them new ATS).
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6.1.5 Maintenance
If an EA or AA is added to or removed from the system, the Root CA shall inform enrolled ITS-Ss of this change.

When multiple Root CAs are used in the same Trust Domain (as specified in ETSI TS 102 940 [5]), the trust
relationship between the different PK1s may be managed by a Trusted Third Party (Trust List Manager). If aRoot CA is
added or removed from the system, the TLM should inform enrolled ITS-Ss of this change.

The process for updating the trust information lists such asthe CTL and the CRL and for publishing these lists by the
associated trust authority is specified in clause 6.3 and include different possible methods for updating the enrolled
ITS Ss:

. requesting CRL and CTL from the distribution centre associated to the root CA;

. sending atrust information list (CRL or CTL) across awireless interface e.g. using aRSU able to transmit the
CRL/CTL on ITS G5; or

. providing information to a trusted maintenance entity to enable it to update an individual ITS-Sin acontrolled
environment.

6.1.6 End of life

In case of the device's end of life or following a compromise (revocation decided by itsissuing EA), the ITS Station
should be revoked and removed from operation in the ITS G5 communication network by means of a passive
revocation mechanism, i.e. the EA shall reject the authorization of all the next Authorization Ticket requests for this
specific ITSS.

6.2 Public Key Infrastructure

6.2.0 General

6.2.0.1 Messages format

All the security management messages (SM_PDU) specified in the present document shall follow the message format
shown in Figure 5.

Each SM-PDU message shall be encoded into an Et si Ts103097Dat a- Encrypt ed, Etsi Ts103097Dat a-
Si gned oranEt si Ts103097Dat a- Si gnedAndEncr ypt ed structure, depending on the specific message. This
outermost structure shall contain an Et si TS102941Dat a which in turn contains the content of the specific message.

Figure 4 shows an example of the use of above structures to provide enrolment/authorization requests and responses
between an ITS-S and a Certification Authority. The same diagram applies for authorization validation requests and
responses exchanged between Certification Authorities (EA and AA) as specified in clause 6.2.3.4.
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ITS-S Authority
Enrolment/ Authorization Enrolment/ Authorization
Request Request
(Request) (Indication)

EtsiTs103097Data-Encrypted /
EtsiTs103097Data-Signed /
EtsiTs103097Data-SignedAndEncrypted

Figure 4: lllustration of using Security Management PDU structure

This outermost data structure Et si Ts103097Dat a- Encrypt ed, Etsi Ts103097Dat a- Si gned or
Et si Ts103097Dat a- Si gnedAndEncr ypt ed structure shall encapsulate an Et si TS102941Dat a asshownin
Figure 5. Specification of all containers and enclosed data structures are given in annex A.

Figure 5: Generic Security Management PDU structure

Each of the SM_PDU is containing an Et si TS102941Dat a as specified in clause A.2.1:
Et si TS102941Dat a: : = SEQUENCE {

version Version (vl),

content Etsi TS102941Dat aCont ent

}
Et si TS102941Dat aContent ::= CHO CE {
-}

In the present document, thever si on of Et si TS102941Dat a structure shall be set to version v1 (integer value 1).

Data structures in the present document are defined using Abstract Syntax Notation 1 (ASN.1) and shall be encoded
using the Canonical Octet Encoding Rules (COER) as defined in Recommendation ITU-T X.696 [7].

The ASN.1 representation of Security Management PDUs shall be as specified in the annex A of the present document.
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6.2.0.2 Signed and encrypted data structures

The present document assumes the definition of the data structures specified in ETSI TS 103 097 [3].

Especially the following ETSI TS 103 097 [3] data structures shall be used for encrypted/signed messages specified in
the present document:

. Et si Ts103097Dat a- Si gned;

. Et si Ts103097Dat a- Encr ypt ed;

. Et si Ts103097Dat a- Si gnedAndEncr ypt ed,;

. Et si Ts103097Dat a- Si gnedExt er nal Payl oad.

All signed data structures contain aheader i nf o which itself includesa PSID/ ITS-AID. ThisPSID/ITS-AID is
mandatory and shall be used for certificate management with value asassigned in ETSI TS 102 965 [19].

For al messagesthat are using the Et si Ts103097Dat a- Si gnedAndEncr ypt ed structure as outermost message
format, the Et si Ts1030971Dat a- Si gnedAndEncr ypt ed structure shall be built using the security profile for
signed and encrypted messages defined in ETSI TS 103 097 [3] and shall be composed of an Et si Ts103097Dat a-
Encrypt ed structure containing an encrypted Et si Ts103097Dat a- Si ghed structure, containing a

Et si Ts102941 Datastructure, containing aversion and an Et si Ts102941Dat aCont ent  structure
corresponding to the specific message (see clauses 6.2.3.2 t0 6.2.3.4).

For al request and responses messages used for the provisioning of EC or ATsto an ITS-S, the following generic
request and responses messages are used as depicted in Figure 6 and Figure 7.

For each generation of a REQUEST message, the request initiator shall generate a new AES symmetric key k which is
used to encrypt the inner message as shown in Figure 6.

The Et si Ts103097Dat a- Encr ypt ed structure shall be used to encapsulate all this message data using encryption
option 1: encryption is done using the recipient public encryption key corresponding to the recipient's certificate. The
field recipients shall contain one single Recipientinfo of type certReciplnfo.

The request initiator shall store the encryption symmetric key (k) in memory until it receives and processes the
corresponding RESPONSE message as this key isto be used to decrypt the response (session encryption key). See
clause 7.3.
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E(1): use EtsiTs103097Data-Encrypted with option 1 (using the recipient public encryption key corresponding to the
recipient's certificate): the field recipients shall contain one single Recipientinfo of type certRecipInfo

NOTE: The AT Request depicted in Figure 6 uses different authentication mechanisms. See clause 6.2.3.3.1 for

detalils.

Figure 6: Generic REQUEST message

For generating the RESPONSE message, the Recipient of the request shall use an outermost Et si Ts103097Dat a-
Encr ypt ed structure that encapsul ates the response message as shown in Figure 7 using encryption option 2: the AES
symmetric key used to encrypt the corresponding request is reused to encrypt the response, with the pskReciplnfo
option in the RecipientInfo that indicates the use of a pre-shared symmetric key.

EC Response
AT Response

AuthorizationValidation

Response

Request Initiator
Create
(- L
content S |Ea
S E(2) D Vv
sign encrypt decrypt verify

Recipient

Process
content

E(2): use EtsiTs103097Data-Encrypted with option 2. The key used to encrypt the corresponding request is reused to
encrypt the response using one single RecipientInfo of type pskReciplnfo.

Figure 7: Generic RESPONSE message

An agorithm for encryption of a message from a sender to areceiver (Recipient) is given in annex E.

6.2.1 CA certificate request

The CACertificateRequest message defines a standal one certificate request, which shall be used to transport SubCA
(i.e. EA or AA) certificate request to the RCA (across the interface at reference point So or Sy as specified in ETSI

TS 102 940 [5)).
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For the initial application of a SUbCA to the RCA, the SubCA needs to submit an application form containing
organization identity and other registration information specified in the respective policy. The details of this application
form and process are out of the scope of the present document.

The SubCA shall transfer the signed certificate request (CACer ti fi cat eRequest ) by an off-band mechanism to
the RCA entity: for initial application of the subCA, the subCA shall use a separate communication channel with the
RCA (electronic communication means) other than the channel used for transmitting the application form and
documents to the RCA. The application form should include the digital fingerprint of the CACer ti f i cat eRequest
in printable format. For rekeying, an application form is not needed because the RCA has atrust relation after the initial
request.

NOTE 1. Thedigital fingerprint of the CACertificateRequest is computed using an ETSI TS 103 097 [3] approved
hash agorithm.

For theinitial application of a Sub CA to the RCA for issuance of its certificate, the SUbCA shall generate its key pairs
andthe CACer ti fi cat eRequest shall be signed with the private key corresponding to the verification public key
provided by the Sub-CA for certification, to prove possession of the private key.

After approval of the application form and associated documents supplied by the SubCA and validation of the integrity
and authenticity of the certificate request transmitted by the SubCA, the RCA shall generate the certificate of the
SubCA, which isprovided asaresponseto the CACer ti fi cat eRequest : thecertificate issued by the RCA to the
SubCA shall follow the requirements of CA certificate as defined in ETSI TS 103 097 [3].

For the subsequent applications of the SUbCA for requesting new certificate to the RCA, the SUbCA shall generate its
new key pairs. Then the CA certificate request shall be signed with the new private key corresponding to the
verification public key (inner signature) and the whole request shall be signed with the current valid private key (outer
signature) to ensure the integrity and authenticity of the request. If the current private key has reached its end of validity
period or is revoked, the SUDCA shall restart the initial certificate application process.

The content of the CACer t i fi cat eRequest message shall be as described in Figure 8.

The specification of the CACer t i fi cat eRequest message using ASN.1[6], [7] shall be as specified in
clause A.2.6.

For the initial application to the RCA, an EA or AA shall follow this process to create a
CaCertifi cat eRequest Message:

e  AnECC private key is randomly generated, the corresponding public key (veri fi cati onKey) isprovided
to beincluded intheCaCerti f i cat eRequest.

e  AnECC encryption private key israndomly generated, the corresponding public key (encr ypt i onKey) is
provided to beincluded inthe CACer ti f i cat eRequest .

e AnEtsi Ts102941Dat a structureis built, containing:
- ver si on issettovl (integer value set to 1);
- aCaCertificat eRequestisbuilt with:
" publicKeys shall contain verification_key and encryption_key;

L] requestedSubjectAttributes shall contain the requested certificates attributes as specified in ETSI
TS 103 097 [3], clause 7.2.4.

e AnEtsi Ts103097Dat a- Si gned structure is built, containing: hashld, tbsData, signer and signature:
- the hashl d shall indicate the hash algorithm to be used as specified in ETSI TS 103 097 [3];
- int bsDat a:

L] the payl oad shall contain the previous Et si Ts102941Dat a structure;
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= intheheader | nf o:

the psi d shall be set to "secured certificate request” asassigned in ETSI TS 102 965 [19];

- thegener ati onTi me shall be present;
- all other components of the component t bsdat a. header | nf o0 not used and absent;
- thesi gner issetto 'self'.

- thesi gnat ur e over thet bsDat a computed using the private key corresponding to the new
veri ficati onKey to be certified (i.e. the request is self-signed).

|

CaCertificateRequest

publicKeys
requestedSubjectAttributes

NOTE: ! Signature computed using the private key corresponding to the verification public key to be certified.

Figure 8: CA Certificate Request message for initial creation

For the re-keying application to the RCA, an EA or AA shall follow this processto create a
CaCertifi cat eRekeyi ngMessage:

e AnEtsi Ts103097Dat a- Si gned structureis built, containing: hashl d, t bsDat a, si gner and
si gnat ure:

- the hashl d shall indicate the hash algorithm to be used as specified in ETSI TS 103 097 [3];
- inthet bsDat a:
" the payl oad shal containthe previousCaCerti fi cat eRequest Message structure;

= intheheader | nf o:

the psi d shall be set "secured certificate request” asassigned in ETSI TS 102 965 [19];
- thegener ati onTi me shall be present;
- all other components of the component t bsdat a. header | nf o not used and absent;

- thesi gner declared asadi gest , containing the hashedld8 of the EA or AA certificate;
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- thesi gnat ur e over t bsDat a computed using the currently valid private key corresponding to the
AA or EA certificate (outer signature).

EtsiTs103097Data - Signed

hashld

thsData contains .
signer
signature! . .
EtsiTs103097Data - Signed
hashld .
tbsData contains
signer
signature? .
& EtsiTS102941Data
version
content contains
CaCertificateRequest
publicKeys
requestedSubjectAttributes

NOTE: ! Signature computed using the currently valid private key corresponding to the AA or EA certificate.
2 Signature computed using the private key corresponding to the verification public key to be certified.

Figure 9: CA certificate Request message for certificate re-keying

NOTE 2: If the SUbCA certificate contains an encryption public key, a proof of possession for this private key may

be provided by the requesting SUbCA. The method for establishing this proof of possession between the
SubCA and the RCA is beyond the scope of the present document.

6.2.2 Enrolment/Authorization assumption and requirements

The present document assumes the I TS security reference model that is described in ETSI TS 102 940 [5].

For obtaining security credentials from the PK1, the I TS station has to set up a communication with the Certificate

Authority (EA or AA). The ITS station may use different communication types for the provisioning of certificates, such

asfor instance:

° An ITS G5 communication via aroadside station.

. A WLAN consumer network using |EEE 802.11 [i.22] protocol (viaa public or private hotspot or a home
network).

e A Cdlular network link (3G, 4G or LTE).
. A wired or wireless connection at EV Charging station.

. Using the Vehicle On-Board Diagnostic (OBD) port and a diagnostic system at the Service Garage or
inspection workshop.

Figure 10 and Figure 11 present two possible options for ITS-S communication with the PK1, in order to support the
security management services as specified in ETS| TS 102 940 [5] and shown in clause 4 above.
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This functional model extends the I TS Communication security model specified in ETSI TS 102 940 [5] with the
different communication paths. It introduces functional entities as defined in Table 1 and specifies the communication
paths needed to support the ITS-S communication via a cellular network (Figure 10) or viaan I TS G5 access network to
the ITSinfrastructure (Figure 11).

Enrolment w RefS (Authorization
Authority) ! L Authority
Ref53 RefSZ
ITS-S

Figure 10: Communication with PKI using a cellular network connection

Authorization

RefS
e Authority

RefS 3 RefS 2

Enrolment
Authority

ITS-S Roadside
(gateway)

RefS, RefS;

Relaying
ITS-S
Vehicle

Requesting
ITS-S Vehicle

RefS1

Figure 11: Communication with PKI using a V2l connection

In Figure 11, the model specified in ETSI TS 102 940 [5] isrefined by considering one ITS-S sending the certificate
request message, oneroadside ITS-Sfor relaying the message via the infrastructure network to the recipient Certificate
Authority and the receiving Certificate Authority (EA or AA). The certificate request message shall be sent in one-hop
or multi-hops using the GeoNetworking protocol specified in ETS| EN 302 636-4-1 [18].

Table 1: Functional element roles

Functional element Role

Enrolment Authority See definition of functional elements, as specified in ETSI

Authorization Authority TS 102 940 [5]

Requesting ITS-S

Relaying ITS-S

ITS-S Roadside Gateway Receives broadcast messages from mobile ITS-S and relays
certificate requests and responses to/from the Receiving Certificate
Authority within the PKI
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The model depicted in Figure 11 assumes that a mobile ITS-S has the capabilities to transmit security management
messages such as defined in clauses 6.2.3.2, 6.2.3.3 and 6.2.3.4 through the ITS G5 communication interface
(Reference Point Sy). For that scenario, a communication bandwidth should be made available to the requesting ITS-S
on an allocated G5 channel for security management purpose (e.g. CCH, SCH1 or SCH2).

The present document specifies messages format for certificate provisioning that is agnostic to the underlying
communication path and communication media.

The term message refers to the Security Management PDUs which are processed by the Security Management
Functional entity specified in ETSI TS 102 940 [5], clause 5. There is no application payload in these messages
provided by the ITS Applications layer. The generation and processing of Security Management Messagesin the ITS-S
should be executed in atrusted software platform environment.

Several communication profiles are possible as described in annex C.

For al the communication profiles which are using I P protocol, HTTP/1.1 over TCP/IP shall be used in end-to-end
communication paths, over the reference points S, and Ss. (directly or after forwarding via reference points S;). No
supplementary cryptographic layer such as TLSis required.

The term message refers to the Security Management PDUs which are processed by the Security Management
Functional entity specified in ETSI TS 102 940 [5], clause 5. There is no application payload in these messages
provided by the ITS Applications layer. The generation and processing of Security Management Messagesin the ITS-S
shall be executed in atrusted software platform environment.

NOTE 1. The present document does not specify the interface between Security Entity and the ITS-S
communication layers and does not specify the interface between the Security Entity and the Facilities
layer, i.e. mechanism for transferring Security Management PDUs viathe SF-SAP. It does not specify the
way the communication profile parameters are provided to the ITS-S communication stacks.

If an ITS station needs to provide pseudonym change management for privacy protection (e.g. vehicle ITS-S or persona
ITS-S Portable), the following requirements shall be satisfied:

o [ltss WithPrivacy] if the requesting ITS-S uses an |pv6 communication link to request a CCMS service, the
ITS-S shall support temporary pseudonyms instead of permanent identifiers such asdefined in ETS
TS 102 731 [1] and further specified in ETSI TS 102 940 [5] and shall use automatically configured 1pv6
address using Stateless Address Autoconfiguration (SLAAC) as specified in IETF RFC 4862 [15].

e  [ltss WithPrivacy] upon notification of an ID Change, the ITS-S 1pv6 layer shall modify the MAC address of
each virtual interface which implies a change in the Ipv6 addresses associated to the virtual interfaces.

. [Itss WithPrivacy] in case the ITS-S communication profile used is based on |pv6 over GeoNetworking
(GN®B), the ITS-S shall provide support for pseudonym change as specified in ETSI EN 302 636-6-1 [16],
clause 11. This function enables change of the GN_Addr and the change of MAC address implies creation of a
new temporary |pv6 address for the ITS-S originating the connection with the CCM S service. For security
protection of |pv6 over GeoNetworking traffic, the ITS-S should protect integrity & authenticity of packets by
signature as presented in ETS| EN 302 636-6-1 [16], clause G.1.

. [Itss WithPrivacy] the ITS-S security entity shall perform an ID change (as specified in ETSI TS 102 940 [5])
each time before sending an AT request to the Authorization Authority (i.e. change the used 1pv6 address,
MAC address, etc.) if no previous Authorization request is waiting for the response. Otherwise the ITS-S shall
block ID Change until it receives the corresponding response from the AA or after a maximum time limit.

NOTE 2: The security entity usesthe ID Change service in order to force ITS-S |Pv6 address change. To thisend,
it is not mandatory to change the AT prior to use the ID Change service. When no AT change occurs, the
Hashed| d8 passed with the ID_Change should contain a random value (SN-IDCHANGE-EVENT as
specified in ETS| TS 102 723-8 [i.13]).
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6.2.3 Message Sequences

6.2.3.1 Introduction

The overal ITS-Sinitiaization sequence to achieve I TS secured message transfer on ITSG5 isgiven in Figure 12. The
messages are specified in detailsin clauses 6.2.3.2, 6.2.3.3 and 6.2.3.4.

ﬁ ﬁ
ITS-S Enrolment Authorization ITS-S Receiving/
Sending Authority Authority Relaying

EnrolmentRequest(ITSS_Canonicalldentity)

SecuredMessage(ITSS_Payload)

-

Figure 12: Sequence to achieve signed message transfer between ITS-Ss

Instead of the depicted workflow for the Authorization Ticket provisioning, a second variant, called Butterfly key
provisioning, exists which can be used as an aternative. An implementation shall support one of the two options. Since
thisonly appliesto the AT provisioning process, the interoperability between vehiclesis ensured.

6.2.3.2 Enrolment Management

6.2.3.2.0 Overview

The Enrolment Request message shall be sent by an ITS-S to the Enrolment Authority (EA) across the interface at
reference point Sz (see Figure 8 in ETSI TS 102 940 [5]) to request an enrolment certificate to be used in a subsequent
authorization request. Figure 13 shows an example of a message sequence for a successful or unsuccessful enrolment
request.

Enrolment

ITS -S Authority

EnrolmentRequest

A 4

EnrolmentResponse
(Success/Failure)

Figure 13: Message sequence for enrolment request and response
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6.2.3.2.1 Enrolment request

The following functional requirements are defined on the state machine of Figure 2 (sender ITS-S for the enrolment

process):

The EnrolmentRequest message shall be encrypted using aETSI TS 103 097 [3] approved encryption
algorithm and the public key provided by the enrolment authority.

For each enrolment request, the ITS-S shall generate a new verification key pair corresponding to an approved
signature algorithm as specified in ETSI TS 103 097 [3].

The contents of the EnrolmentRequest message shall be as described in Figure 14. The specification of the
ITS-S EnrolmentRequest message using ASN.1 [6], [7] shall be as specified in clause A.2.

To create an enrolment request, an ITS-S shall follow this process:

An ECC private key israndomly generated, the corresponding public key (verificationKey) is provided to be
included in the EC.

An | nner ECRequest structureis built, containing:

- the identifier of the requesting ITS-S(i t sl d): thisidentifier shall be set to the canonical identifier of
the ITS-Sfor theinitial enrolment with the recipient EA. For are-enrolment of the ITS-S, the requesting
ITS-S shall use the identifier of its current valid Enrolment Credential (EC identifier) which is computed
as the HashedI D8 of the Enrolment Credential (as specified in ETSI TS 103 097 [3]);

- thecerti fi cat eFor mat which specifies the version used for the certificate format specification. In
the present document, the certificate format shall be settot s103097v131 (integer value 1);

- the verificati onKey fortheEC;
- the desired attributes (r equest edSubj ect At tri but es);

- ther equest edSubj ect At t ri but es shall not containacert | ssuePer i ssi ons field and the
fieldsval i di t yPeri od andr egi on are optional because the EA aready knowsthe ITS-S and can
set duration and region restrictions on its own.

For the proof of possession of the verification key pair, an Et si Ts103097Dat a- Si gned structure
(InnerECReguestSignedForPOP) is built containing: hashl d, t bsDat a, si gner andsi gnat ure:

- the hashl d shall indicate the hash algorithm to be used as specified in ETSI TS 103 097 [3];
- inthet bsDat a:
= the payl oad shall contain the previous| nner ECRequest structure;
" intheheader | nf o:
- the psi d shall be set to "secured certificate request” asassigned in ETSI TS 102 965 [19];
- thegener at i onTi ne shall be present;
- al other component of the component t bsdat a. header | nf 0 not used and absent;
- thesi gner isset to 'self’;

- thesi gnat ur e over thet bsDat a computed using the private key corresponding to the new
veri ficati onKey to be certified (i.e. the request is self-signed) to prove possession of the generated
verification key pair.

AnEt si Ts102941Dat a structureis built with:
- ver si on issettovl (integer value set to 1);

- thecont ent isset to the previous signed data structure (InnerECRequestSignedForPOP).
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AnEt si Ts1030971Dat a- Si gned structure is built containing: hashl d, tbsData, signer and
signature:

the hashl d shall indicate the hash agorithm to be used as specified in ETSI TS 103 097 [3];

inthet bsDat a:

L] the payl oad field shall contain the previous Et si Ts102941Dat a structure;

" intheheader I nf o:
- the psi d shall be set to "secured certificate request” as assigned in ETSI TS 102 965 [19];
- thegener ati onTi me shall be present;
- all other components of the component t bsDat a. header | nf o not used and absent;

thesi gner declared assel f when theitsld is set to canonical identifier in theinitial request or
declared asdi gest , containing the Hashedl d8 of the EC when the itsld is set to the EC identifier in a
successive re-keying request. In the latter case, the digest of the Si gner | dent i fi er shall match with
the digest in theiitsld;

thesi gnat ur e computed using the canonical private key if thei t sl d isset to canonical identifier or
the current valid EC private key corresponding to the verification public key.

AnEt si Ts103097Dat a- Encr ypt ed structureis built with:

the component r eci pi ent s containing one instance of Reci pi ent | nf o of choice
cert Reci pl nf o, containing:

L] the hashedld8 of the EA certificateinr eci pi ent | d; and

L] the encrypted data encryption key in encKey; the public key to use for encryption isthe
encrypti onKey found in the EAcertificate referenced inr eci pi ent | d;

the component ci pher t ext containing the encrypted representation of the Et si Ts1030971Dat a-
Si gned structure.
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wudLrala
signer
signature?

InnerEcRequest
itsld

certificateFormat
publicKeys
requestedSubjectAttributes

NOTE: ! Encryption is done with ECIES using the public encryption key of the EA.
2 In the outer signed data structure, the signature is computed using either the canonical private key if the
itsld is set to the canonical identifier or the current valid private key corresponding to the EC's verification
public key if the itsld is set to the EC identifier.
3 In the inner signed data structure (I nner ECRequest Si gnedFor POP) , the signature is computed on
InnerECRequest with the private key corresponding to the new veri f i cati onKey to prove possession
of the generated verification key pair.

Figure 14: EnrolmentRequest message

6.2.3.2.2 Enrolment response

The Enr ol nent Response message shall be sent by the EA to the ITS-S across the interface at reference point Sz in
response to areceived Enr ol nent Request message.

The Enr ol nent Response message shall be encrypted using an ETSI TS 103 097 [3] approved algorithm and the
encryption shall be done with the same AES key as the one used by the ITS-S requestor for the encryption of the
Enr ol ment Request message.

The contents of the Enr ol nent Response message shall be as described in Figure 15. The specification of the ITS-S
Enr ol ment Response message using ASN.1 [6], [7] shall be as specified in clause A.2.

Toread an Enr ol ment Response message, the ITS-S shall receivean Et si Ts103097Dat a- Encr ypt ed
structure, containing an Et si Ts103097Dat a- Si gned structure, containing an Et si Ts102941Dat a, containing
an | nner ECResponse structure.

The outermost structureisan Et si Ts103097Dat a- Encr ypt ed structure containing:

e thecomponentr eci pi ent s containing one instance of Reci pi ent | nf o of choice pskReci pl nf o,
which contains the Hashedld8 of the Synmret ri cEncr ypt i onKey structure containing the symmetric key
used by the ITS-Sto encrypt the Enr ol ment Request message to which the response is built;

e thecomponent ci phert ext, oncedecrypted, containsan Et si Ts103097Dat a- Si gned structure.

ETSI



30 ETSI TS 102 941 V2.1.1 (2021-10)

If the ITS-S has been able to decrypt the content, this expected Et si Ts103097Dat a- Si gned structure shall
contain hashl d, t bsDat a, si gner andsi gnat ure:

e thehashl d shal indicate the hash algorithm to be used as specified in ETS| TS 103 097 [3];
o inthet bsDat a:
- the payl oad shall contain the Et si TS102941Dat a structure;
- intheheader | nf o:
Ll the psi d shall be set to "secured certificate request” asassigned in ETS| TS 102 965 [19];
Ll thegener at i onTi nme shall be present;
" all other components of the component t bsDat a. header | nf o not used and absent;
e thesigner declared asadi gest , containing the Hashedld8 of the EA certificate;

. thesi gnat ur e over t bsDat a computed using the EA private key corresponding to its
publicV erificationKey found in the referenced EA certificate.

The Et si TS102941Dat a shall contain:
. thever si on set to vl (integer value set to 1);
. thecont ent settol nner ECResponse.
Thel nner ECResponse shall contain:

e ther equest Hash isthe left-most 16 octets of the SHA256 digest of the topmost Et si Ts103097Dat a-
Encr ypt ed structure received in the request;

. ar esponseCode indicating the result of the request;
. if responseCode isO, indicating a positive response, then a certificate is returned;

. if responseCode isdifferent than O, indicating a negative response, then no certificate will be returned.
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InnerECResponse

requestHash
responseCode
certificate (optional)

NOTE: !Encryption is done with the AES key used in ECIES for the encryption of the ECrequest.
2 Signature computed using the private key corresponding to the EA certificate's verification public key.

Figure 15: EnrolmentResponse message

6.2.3.3 Authorization Management

6.2.3.3.0 Overview

The Authorization Request message shall be sent by an ITS-Sto the Authorization Authority (AA) across the interface
at reference point S, (see clause 6.2.2) to request an authorization ticket to be used in subsequent I'TS communications.
Figure 16 shows an example of a message sequence for a successful or unsuccessful authorization request.

Authorization
ITS -5 Authority

AuthorizationRequest

Y

AuthorizationResponse
(Success/Failure)

Figure 16: Message sequence for authorization request and response

ETSI



32 ETSI TS 102 941 V2.1.1 (2021-10)

All messages supporting the authorization process will satisfy the following security and privacy requirements:
. integrity, dataorigin authenticity, and confidentiality shall be ensured;

. authorization and access control: only registered and authenticated I TS stations shall get Authorization Tickets
that enable them to access to cooperative I TS services.

For ITS-Sthat need privacy protection such as I TS-S vehicles or personal devices, the following requirements apply:

. pseudonymity of the ITS-S requester towards external attackers and against the Authorization Authority
should be ensured;

e unlinkability of the ITS-S requesting Authorization Tickets: several successive requests should not be linked to
the same I TS-S requester or linked between them.

6.2.3.3.1 Authorization request

The following functional requirements are defined on the state machine of Figure 3 (sender ITS-S for the authorization
process):

e  The AuthorizationRequest message shall be encrypted using an ETSI TS 103 097 [3] approved encryption
algorithm and the public key provided by the authorization authority.

. For each authorization request, the ITS-S shall generate a new verification key pair corresponding to an
approved signature algorithm as specified in ETSI TS 103 097 [3].

. The contents of the Authorization Request message shall be as described in Figure 17.

e  The complete nested data structure of the Authorization Request message is specified in Figure 17. The
specification of the content of the ITS-S Authorization Request message using ASN.1[6], [7] shall be as
specified in clause A.2.

To create an authorization request, the ITS-S shall follow this process:

. An ECC private key is randomly generated, the corresponding public key (veri fi cat i onKey) is provided
tobeincluded inthe AT.

. Optionally, an ECC encryption private key is randomly generated, the corresponding public key
(encrypt i onKey) isprovided to be included in the AT.

e A random 32 octets long secret key (hmac-key) is generated.

e A tagusing the HMAC-SHA256 function is computed using the previously generated hmac-key, on the
concatenation of the serialization of veri fi cati onKey and encr ypti onKey elements
(encrypt i onKey isoptional); thistag is truncated to the leftmost 128 bits and named key Tag (see FIPS
PUB 198-1[13]). By including the tag in the Shar edATRequest structure the integrity as well as the non-
repudiation of theveri fi cati onKey andencr ypt i onKey elementsis ensured. The use of an HMAC
function ensures that the tag can only be verified by the instances that are in possession of the hmac-key. By
this meansthe AA can verify that the HMAC value of the public keys match the given keyTag and the EA is
not able to draw conclusions on the keys requested by the ITS-S.

e A SharedATRequest structureis built with:
- the eal d identifying the EA certificate of the EA that can be contacted for validation;
- the calculated key Tag;

- thecerti fi cat eFor mat which specifiesthe version used for the certificate format specification. In
the present document, the certificate format shall be settot s103097v131 (integer value 1);

- the desired attributes (r equest edSubj ecAttri but es).
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AnEt si Ts103097Dat a- Si gnedExt er nal Payl oad structureis built containing: hashl d,
t bsDat a, si gner andsi gnat ure:

the hashl d shall indicate the hash algorithm to be used as specified in ETSI TS 103 097 [3];
inthet bsDat a:
L] the payl oad shall contain an ext Dat aHash with the hash of Shar edATRequest ;
" intheheader I nf o:
- the psi d shall be seto "secured certificate request” asassigned in ETSI TS 102 965 [19];
- thegener at i onTi ne shall be present;
- all other components of the component t bsdat a.header | nf 0 not used and absent;
thesi gner declared asadi gest referencing the hashedld8 of the EC certificate;

thesi gnat ur e over t bsDat a computed using the private key corresponding to the EC's verification
public key.

[Itss WithPrivacy] An Et si Ts103097Dat a- Encr ypt ed structure (encr ypt edEcSi ghat ur e) is
built with:

the component r eci pi ent s with oneinstance of Reci pi ent | nf o of choicecert Reci pl nf o,
containing:

L] the Hashedl d8 of the EA certificateinr eci pi ent | d; and

L] the encrypted data encryption key in encKey; the public key to use for encryption isthe
encrypti onKey found in the EA certificate referenced inr eci pi ent | d;

the component ci phert ext containing the encrypted representation of the Et si Ts103097Dat a-
Si gnedExt er nal Payl oad structure;

[Itss_NoPrivacy] For special purpose ITS-Sswhich do not require privacy and are allowed to be
re-identified by the AA, the message structure shall omit the encryption of the signer information and
signature by omitting the pervious step.

Anl nner ATRequest structureis built, containing:

the publicKeys:. a verificationK ey requested for certification and an optional encryptionKey to be placed
in the same certificate;

the generated hrmac- key;
the Shar edATRequest structure;

[Itss WithPrivacy] the encrypted detached signature containing the Et si Ts103097Dat a-
Encr ypt ed structure (encr ypt edEcSi gnat ur e);

[Itss_NoPrivacy] the not encrypted detached signature containing the Et si Ts103097Dat a-
Si gnedExt er nal Payl oad.

An Et si Ts102941Dat a structureis built with:

thever si on set to vl (integer value set to 1);

thecont ent set to the previous| nner ATRequest structure.
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The POP signature is optional. That iswhy there is two types of messages for the authorization request provided in the
ASN.1 module present in clause A.2: AuthorizationRequestM essage and A uthorizationRequestM essageWithPop. The
use of this signature is recommended since it is an important security mechanism to ensure the trustworthiness of the
ITS-S. It ensures that the requesting ITS-Sis in possession of the corresponding private key. If present, this

Et si Ts103097Dat a- Si gned contains asignature providing a proof of possession of the ITS-S verification key
that is provided to the AA for certification. This component isan Et si Ts103097Dat a- Si gned structure
containing (see Figure 18) the hashl d, thet bsDat a, thesi gner and si gnat ur e:

. The hashl d shall indicate the hash algorithm to be used as specified in ETSI TS 103 097 [3].
J Inthet bsDat a:
- the payl oad shall contain the previous Et si Ts102941Dat a structure;
- intheheaderi nf o:
" the psi d shall be set to "secured certificate request” asassigned in ETS| TS 102 965 [19];
= thegenerationTi neintheheader | nf o shall be present;
= all other components of the component t bsdat a.header | nf 0 not used and absent.
e Thesi gner declared as self.

e Thesi gnat ur e overt bsDat a computed using the private key corresponding to the verification public key
veri fi cati onKey to be certified and provided in the ATRequest.

e AnEtsi Ts103097Dat a- Encr ypt ed structureis built with:

- the component r eci pi ent s containing one instance of Reci pi ent | nf o of choice
cert Reci pl nf o, containing:

L] the hashedld8 of the AA certificateinr eci pi ent | d; and

" the encrypted data encryption key in encKey, the public key to use for encryption isthe
encrypti onKey found in the AA certificate referencedinr eci pi ent | d;

- the component ci phert ext containing the encrypted representation of the previous
Et si Ts103097Dat a- Si gned structure if the POP signature is present otherwise the
Et si Ts103097Dat a unsecured envelope containing the Et si Ts102941Dat a structure.

Ther equest edSubj ecAttri but es shal not containacert | ssuePer m ssi ons attribute, but shall contain
anappPer m ssi ons attribute.
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EtsiTs103097Data — Encrypted!

recipient )
cipherText contains
EtsiTS102941Data
version )
content contains
InnerATRequest
publicKeys
hmacKey
ecSignature shared ATRequest
EtsiTs103097Data-Encrypted? eald
.. keyTag

recipient  conging certificateFormat

cipherText l requestedSubjectAttributes
EtsiTs103097Data-

SignedExternalPayload EtsiTs103097Data-
hashld SignedExternalPayload
tbsData

. hashld
signer O R tbsData
signature’ signer

signature?

NOTE: ! Encryption is done with ECIES using the public encryption key of the AA.
2 Encryption is done with ECIES using the public encryption key of the EA.
3 Signature computed using currently valid private key corresponding to the EC's verification public key.

Figure 17: AuthorizationRequest message
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EtsiTs103097Data — Encrypted!
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recipient
cipherText

EtsiTS103097Data-Signed

hashld
tbsData
signer .
signature2 Ets1Ts10294 1 Data
version .
contains
content
InnerATRequest
publicKeys
hmacKey
ecSignature sharedATRequest
EtsiTs103097Data-Encrypted? eald
- keyTag
recipient  conzging certificateFormat
cipherText I requestedSubjectAttributes
EtsiTs103097Data- -
SignedExternalPayload _EtSITS 103097Data-
SignedExternalPayload
hashld
tbsData hbasil)ﬂd
; tbsData
signer X
signature* O R signer
signature?

1 Encryption is done with ECIES using the public encryption key of the AA.

2 Signature computed using the private key corresponding to the verification public key to be certified.
3 Encryption is done with ECIES using the public encryption key of the EA.
4 Signature computed using currently valid EC private key corresponding to the verification public key.

Figure 18: AuthorizationRequestMessageWithPop

When receiving an Aut hor i zat i onRequest oranAut hori zati onRequest MessageW t hPop
message, the AA shall make the following verifications before preparing and sending the corresponding
Aut hori zat i onResponse (see Figure 12):

AA shall decrypt the Aut hor i zat i onRequest using the encryption private key corresponding to the
recipient certificate (cer t Reci pl nf o specified in the message Reci pi ent s field).

AA shall verify the inner signature (if the POP is present).

AA shall verify the HMAC-SHA256 value on the concatenation of the serialization of publ i cKeys using
the received hnmacKey to check the request authenticity.

If theresult is equal to the key Tag in the received request, the AA shall request to the EA identified by its
certificate digest (eal d) the authorization validation for the requested AT. If result is not equal, the AA shall
return an Aut hor i zat i onResponse with negative response code (different than 0).

After receiving apositive Aut hor i zat i onVal i dat i onResponse from the EA, the AA shall be
authorized to issue the requested AT. Otherwise it shall return a negative response code in the

Aut hori zat i onResponse.

ETSI



37 ETSI TS 102 941 V2.1.1 (2021-10)

6.2.3.3.2 Authorization response

The Aut hori zat i onResponse message shall be sent by the AA to the ITS-S across the interface at reference point
Sy inresponseto areceived Aut hor i zat i onRequest message.

The Aut hori zat i onResponse message shall be encrypted using an ETSI TS 103 097 [3] approved algorithm and
the encryption shall be done with the same AES key as the one used by the ITS-S requestor for the encryption of the
Aut hori zat i onRequest message.

The complete nested data structure of the Aut hor i zat i onResponse message is specified in Figure 19. The
specification of the ITS-SAut hori zat i onResponse message using ASN.1 [6], [7] shall be as specified in
clause A.2.

To read an authorization response, the ITS-S shall receivean Et si Ts103097Dat a- Encr ypt ed structure,
containing an Et si Ts103097Dat a- Si gned structure, containing an Et si Ts102941Dat a structure, containing
anaut hori zat i onResponse structure:

e  Theoutermost structureisan Et si Ts103097Dat a- Encr ypt ed structure with:

- the component r eci pi ent s containing one instance of Reci pi ent | nf o of choice
pskReci pl nf o, which contains the Hashedld8 of the Symrmet ri cEncr ypt i onKey structure
containing the symmetric key used by the ITS-Sto encrypt the Aut hor i zat i onRequest messageto
which the responseis built;

- the component ci phert ext , once decrypted, containsan Et si Ts103097Dat a- Si gned structure.

If the ITS-S has been able to decrypt the content, this expected Et si Ts103097Dat a- Si gned structure shall
containhashl d, t bsDat a, si gner andsi gnat ure:

e Thehashl d shall indicate the hash algorithm to be used as specified in ETSI TS 103 097 [3]:
- inthet bsDat a:
L] the payl oad shall contain an Et si Ts102941Dat a structure;
" intheheader I nf o:
- the psi d shall be seto "secured certificate request” asassigned in ETSI TS 102 965 [19];
- thegener at i onTi ne shall be present;
- all other components of the component t bsdat a.header | nf 0 not used and absent;
- thesi gner asadi gest referencing the hashedld8 of AA certificate;

- the signature over t bsDat a computed using the AA private key corresponding to its public verification
key found in the AA certificate.

Theaut hori zat i onResponse shal contain:

. Ther equest Hash isthe left-most 16 octets of the SHA256 digest of the COER representation of the
topmost Et si Ts103097Dat a- Encr ypt ed structure of the received request (see Figure 17 and
Figure 18);

e AresponseCode indicating the result of the request.
. If responseCode isO0, indicating a positive response, then a certificate is returned.

. If responseCode isdifferent than 0, indicating a negative response, then no certificate will be returned.
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EtsiTs103097Data - Encrypted!

recipient

contains

cipherText

EtsiTs103097Data - Signed

hashld

tbsData contains

signer

signature? .
EtsiTS102941Data
version
content contains

authorizationResponse

requestHash
responseCode
certificate (optional)

NOTE: ! Encryption is done with

the AES key used for the encryption of the ATRequest.

2 Signature computed using the verification private key associated with the AA certificate.

Figure 19: AuthorizationResponse message

6.2.3.4 Authorization Validation protocol

6.2.3.4.0 Overview

The Aut hori zati onVal i dati on

Reguest message shall be sent by the Authorization Authority (AA) to the

Enrolment Authority (EA) across the interface at reference point Ss (see Figure 8 in ETSI TS 102 940 [5]) to request the
validation of the Authorization Ticket (AT) request receiving froman ITS-S.

Figure 20 shows an example of a message sequence for a successful or unsuccessful AT validation request.

Authorization
Authority

Enrolment
Authority

AuthorizationValidation Request

AuthorizationValidation Response

Figure 20: Message sequence for an authorization validation request
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6.2.3.4.1 Authorization validation request

The following functional requirements are defined on the communication flow of Figure 20.

The Aut hori zat i onVal i dat i onRequest message shall be encrypted using aETSI TS 103 097 [3] approved
encryption algorithm and the public key provided by the enrolment authority.

The contents of the Aut hor i zat i onVal i dat i onRequest message shall be as described in Figure 21.

EtsiTs103097Data — Encrypted!

recipient
cipherText

contains

EtsiTs103097Data - Signed

E;ls[};l(ti contains
sData
signer l
signature?
EtsiTS102941Data
version .
contains
content
AuthorizationValidationRequest
ecSignature SharedATRequest
eald
EtsiTs103097Data-Encrypted? keyTag
imient certificateFormat

recipient - contains requestedSubjectAttributes

cipherText
EtsiTs103097Data-

SignedExternalPayload EtsiTs103097Data-
hashld SignedExternalPayload
tbsData hashld
signer tbsData
signature* O R signer

signature*

NOTE: ! Encryption is done with ECIES using the public encryption key of the EA.
2 Signature computed using the private key corresponding to the AA certificate's verification public key.
3 Encryption is done with ECIES using the public encryption key of the EA.
4 Signature computed using current valid EC verification private key.

Figure 21: AuthorizationValidationRequest message

The specification of the ITS-SAut hori zati onVal i dati onRequest message using ASN.1[6], [7] shall beas
specified in clause A.2.

Tocreatean Aut hor i zat i onVal i dat i onRequest , the AA shall follow this process:
. An Aut hori zati onVal i dati onRequest structureis built with:

- in the component shar edAt Request , theshar edAt Request component from the
I nner At Request received inthe Aut hori zat i onRequest Message or
Aut hori zat i onRequest MessageW t hPop;

- in the component ecSi gnat ur e, theecSi gnat ur e component fromthe | nner At Request
received inthe Aut hori zat i onRequest Message or
Aut hori zat i onRequest MessageW t hPop.
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e AnEtsiTs102941Dat a structureisbuilt with:

- the version set to v1 (integer value set to 1);

- the content set to the previous data structure (Aut hor i zat i onVal i dati onRequest).
. AnEt si Ts103097Dat a- Encr ypt ed with:

- the component r eci pi ent s with oneinstance of Reci pi ent | nf o of choicecert Reci pl nf o,
containing:

" the hashedld8 of the EA certificateinr eci pi ent | d; and

" the encrypted data encryption key in encKey; the public key to use for encryption isthe
encrypt i onKey found in the EA certificate referenced inr eci pi ent 1 d;

- the component ci phert ext containing the encrypted representation of the Et si Ts103097Dat a-
Si gned structure.

. An Et si Ts103097Dat a- Si gned structure is built containing hashl d, tbsData, signer
and signature:

- the hashl d shall indicate the hash algorithm to be used as specified in ETSI TS 103 097 [3];
- inthet bsDat a:
= thepayl oad shal contain the previous Et si Ts102941Dat a structure;
" intheheader | nf o:
- the psi d shall be set to "secured certificate request” asassigned in ETSI TS 102 965 [19];
- thegener at i onTi ne shall be present;
- al other components of the component t bsdat a. header | nf o not used and absent;
L] thesi gner declared asadi gest referencing the hashedld8 of the AA certificate;

" thesi gnat ur e over t bsDat a computed using the AA private key corresponding to its public
verification key found in the AA certificate.

6.2.3.4.2 Authorization validation response

The Aut hori zat i onVal i dat i onResponse message shall be sent by the EA to the AA across the interface at
reference point Sy in response to areceived Aut hor i zat i onVal i dati onRequest message.

The following functional requirements are defined on the communication flow of Figure 20.

The Aut hori zat i onVal i dat i onResponse message shall be encrypted using an ETSI TS 103 097 [3] approved
algorithm and the response encryption key provided in the Aut hori zat i onVal i dati onRequest message.

The complete nested data structure of the Aut hori zat i onVal i dati onResponse messageis specifiedin

Figure 22. The specification of the ITS-S AuthorizationV alidationRequest message using ASN.1 [6], [7] shall be as
specified in clause A.2.

To read an authorization validation response, the AA shall receivean Et si Ts103097Dat a- Encr ypt ed structure,
containing an Et si Ts103097Dat a- Si gned structure, containing an Et si Ts102941Dat a structure, containing
an Aut hori zati onVal i dati onResponse structure.
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Tocreatean Aut hori zati onVal i dat i onResponse nessage, an EA shall follow this process:

AnAut hori zati onVal i dati onResponse structureis built, containing:

- the requestHash is the left-most 16 octets of the SHA256 digest of the topmost Et si Ts103097Dat a-
Encrypt ed structurereceivedinthe Aut hori zati onVal i dati onRequest ;

- ar esponseCode the response code applying to the request, based on EA internal verification results;

- if responseCode is0, inthefield conf i r medSubj ect At t ri but es, the attributes the EA wishes

to confirm, except for cert | ssuePer m ssi ons whichisnot allowed to be present;
- if responseCode isdifferent than 0, no component conf i r medSubj ect Attri but es.
AnEt si Ts102941Dat a structureis built with:
- the version set to v1 (integer value set to 1);
- the content set to the previous data structure (Aut hor i zat i onVal i dat i onResponse).
AnEt si Ts103097Dat a- Encr ypt ed with:

- the component r eci pi ent s containing one instance of Reci pi ent | nf o of choice
pskReci pl nf o, which contains the Hashedl d8 of the Synmret ri cEncr ypt i onKey structure
containing the symmetric key used by the ITS-S to encrypt the
Aut hori zati onVal i dati onRequest message to which the response is built;

- the component ci pher t ext containing the encrypted representation of the Et si Ts103097Dat a-
Si gned.

AnEt si Ts103097Dat a- Si gned structureisbuilt containing hashl d, tbsData, signer and
si gnat ure:

the hashl d shall indicate the hash algorithm to be used as specified in ETSI TS 103 097 [3];
inthet bsDat a:
L] the payl oad shall contain the previous Et si Ts102941Dat a structure;
" intheheader | nf o:
- the psi d shall be set to "secured certificate request” as assigned in ETSI TS 102 965 [19];
- thegener ati onTi nme shall be present;
- all other components of the component t bsdat a. header | nf o not used and absent;
- thesi gner declared asadi gest referencing the hashedld8 of the EA certificate;

- thesi gnat ur e over t bsDat a computed using the EA private key corresponding to its public
verification key found in the referenced EA certificate.
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EtsiTs103097Data - Encrypted!

recipient
cipherText contains

¥

FEtsiTs103097Data - Signed

hashld .
tbsData contains
signer
signature? .
: EtsiTS102941Data
version
content contains

AuthorizationValidationResponse

requestHash
responseCode
confirmedSubjectAttributes

NOTE: ! Encryption is done with the AES key used for the encryption of the AuthorizationValidationRequest.
2 Signature computed using the private key corresponding to the EA certificate's verification public key.

Figure 22: AuthorizationValidationResponse

A successful response shall contain a subject assurance, a start date and an end date, which shall be in the produced AT
certificate. The subject assurance isdefined in ETSI TS 103 097 [3].

6.2.3.5 Authorization Management with Butterfly Keys

6.2.3.5.0 Introduction

The authorization management with butterfly keys is another option for AT provisioning which can be used as an
alternative to the scheme described in clause 6.2.3.3 and clause 6.2.3.4.

The butterfly key scheme is based on the solution described in IEEE 1609.2.1 [24].

6.2.3.5.1 Overview

When provisioning large number of Authorization Tickets for vehicles that require pseudonymity, the butterfly key
mechanism provides advantages to make the process more efficient for both the ITS-Station (ITS-S) and the PKI. The
ITS-Sonly hasto issue asingle request and the PK1 will expand this request and issue multiple ATs that can be
downloaded asynchronously.

TheBut t er f| yKeyRequest Message or X509Si gnedBut t er f | yAut hori zat i onRequest shall be sent
by an ITS-Sto the Enrolment Authority (EA) across the interface at reference point Sz (see clause 6.2.2) to request a
batch of authorization ticket to be used in subseguent ITS communications. The EA shall respond with a

Butterfl yAut hori zati onResponseMessage that containsinformation on when the batch of Authorization
Tickets can be downloaded.

The EA then performs the butterfly key expansion and sends multiple But t er f | yCer t Request Messages to the
Authorization Authority (AA) across the interface at reference point Ss. The AA issues the Authorization Tickets (ATS)
and respondswithaBut t er f | yCert ResponseMessage.
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NOTE: The EA may provide out-of-band means for the ITS-S to specify its preferences for which AA or AAs
should be used as well as additional parameters, e.g. the version used for the certificate format
specification.

ThelTS-SsendsaBut t er f | yAt Downl oadRequest Message to the EA across the interface at reference point Sz
to request the download of its AT batch. The EA responds with a collection of
AcaEeCert ResponsePri vat eSpdu containing the ATs that it received from the AA in the previous step.

Figure 23 shows an example of a message sequence for a successful butterfly authorization request.

Enrolment Authorization

ITS-S
Authority Authority

ButterflyAuthorizationRequest

ButterflyAuthorizationResponseMessage

ButterflyCertRequestMessage

ButterflyCertResponseMessage

ButterflyAtDownloadRequestMessage

Collection of AcaEeCertResponsePrivateSpdu

Figure 23: Message sequence for butterfly authorization request and response

All messages supporting the authorization process will satisfy the following security and privacy requirements:
. integrity, data origin authenticity, and confidentiality shall be ensured,;

. authorization and access control: only registered and authenticated I TS stations shall get Authorization Tickets
that enable them to access to cooperative I TS services.

For ITS-Sthat need privacy protection such as | TS-S vehicles or personal devices, the following reguirements apply:

. pseudonymity of the ITS-S requester towards external attackers and towards the Authorization Authority
should be ensured;

. unlinkability of the ITS-S requesting Authorization Tickets. the issued ATs from the butterfly authorization
request should not be linked to the same ITS-S requester or linked between them.

6.2.3.5.2 Butterfly Authorization request

The following functional requirements are defined on the state machine of Figure 3 (sender ITS-Sfor the authorization
process):

. TheButterfl yAut hori zati onRequest message and
X509Si gnedBut t er f | yAut hori zat i onRequest message shall be encrypted using an ETSI
TS 103 097 [3] approved encryption algorithm and the public key from the certificate of the Enrolment
Authority. The EA certificate may be injected during manufacture or can be obtained from the CTL.

. For each butterfly authorization request, the ITS-S shall generate a new caterpillar key pair, used for the
expansion to individual verification key pairs, corresponding to an approved signature algorithm as specified
in ETSI TS 103 097 [3].

e Thecontentsof theButt erfl yAut hori zati onRequest message shall be as described in Figure 24.
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The complete nested data structure of the But t er f | yAut hori zat i onRequest messageis specified in

Figure 24. The specification of the content of this message using ASN.1 [6], [7] shall be as specified in
clause A.2.

version
content —
EeRaCertRequest

version
generationTime
type

tbsCert
additionalParams

Encryption is done with ECIES using the public encryption key of the EA. The signature is computed using
currently valid private key corresponding to the EC's verification public key.

Figure 24: ButterflyAuthorizationRequest message

To create a butterfly authorization request, the ITS-S shall follow this process:

An ECC private key israndomly generated, the corresponding public key (veri f yKeyl ndi cat or) isto be
used as caterpillar key for the butterfly key expansion.

A ToBeSi gnedCerti fi cat e structureis built with:

thei d being set to none;

thecr acal d being set to '000000'H;

thecr| Seri es being setto 0;

theval i di t yPer i od shall specify the validity of the first AT batch;

thegeogr aphi cRegi on can be optionally included,;

theappPer mi ssi ons containing the requested permissions for the Authorization Tickets;

theveri f yKeyl ndi cat or shall contain the generated caterpillar key.

NOTE 1: The butterfly authorization request does not support the provisioning of ATswith encryption keys.

An EeRaCert Request structure, as defined in IEEE 1609.2.1 [24] section 7.3.30, is built with:

thever si on being set to 2;
thegener at i onTi nme being set to the generation time of this structure;
thecertificateType beingsettoexplicit;

thet bsCert shall containthe ToBeSi gnedCerti fi cat e structure that was generated previously;
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- theaddi t i onal Par ans structure shall contain either of the following:

" theori gi nal optionwiththeButt erfl yParansOri gi nal containing a
si gni ngExpansi on containing afreshly generated 16 Byte string to be used as a key for the
expansion function for signing, an encr ypt i onKey containing the caterpillar public key for
encryption, and anencr ypt i onExpansi on containing afreshly generated 16 Byte string to be
used as a key for the expansion function for encryption;

" theuni f i ed option with theBut t er f | yExpansi on containing afreshly generated 16 Byte
string that shall be used as key for the butterfly expansion.

e AnEtsiTs102941Dat a structureisbuilt with:
- the version set to v1 (integer value set to 1);
- the content set to the previous data structure (EeRaCer t Request ).
e  An EtsiTs103097Data-Signed structure is built containing: hashld, tbsData, signer and signature:
- the hashl d shall indicate the hash algorithm to be used as specified in ETSI TS 103 097 [3];
- inthet bsDat a:
L] the payl oad shall contain the EeRaCer t Request structure;
" intheheader I nf o:
- the psi d shall be set to "secured certificate request” asassigned in ETSI TS 102 965 [19];
- thegener at i onTi ne shall be present;
- al other components of the component t bsdat a. header | nf o not used and absent;
" thesi gner declared asadi gest referencing the hashedld8 of the EC certificate;

" thesi gnat ur e over t bsDat a computed using the private key corresponding to the EC's
verification public key.

e AnEtsi Ts103097Dat a- Encr ypt ed structureis built with:

- the component r eci pi ent s containing one instance of Reci pi ent | nf o of choice
cert Reci pl nf o, containing:

" the hashedld8 of the EA certificateinr eci pi ent | d; and

" the encrypted data encryption key in encKey, the public key to use for encryption isthe
encrypt i onKey found inthe EA certificate referenced inr eci pi ent | d;

L] the component ci phert ext containing the encrypted representation of the previous
Et si Ts103097Dat a- Si gned structure.

NOTE 2: The EA may provide out-of-band means for the ITS-Sto specify its preferences for which AA or AAs
should be used as well as additional parameters, e.g. the version used for the certificate format
specification.

The contents of the X509Si gnedButt er f | yAut hori zat i onRequest messageisillustrated in Figure 25.

The complete nested data structure of the X509Si gnedBut t er f | yAut hori zati onRequest messageis

specified in Figure 25. The specification of the content of this message using ASN.1[6], [7] shall be as specified in
clause A.2.
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recip

ient

cipherText —

Ieee1609Dot2Data-SignedX509 AuthenticatedCertRequest

content -ﬁ

SignedX509CertificateRequest

tbsRequest
signer
signature

version

content —‘

type

Encryption is done with ECIES using the public encryption key of the EA. The signature is computed using
currently valid private key corresponding to the X.509 EC's verification public key.

Figure 25: X509SignedButterflyAuthorizationRequestMessage

All contents of the EeRaCertRequest shall be built as described above for the ButterflyAuthorizationRequestM essage.

A ScnsPdu- Scoped structureis built with:

The version set to v2 (integer value set to 2).

The content set to aEeRal nt er f acePdu which contains the previous data structure
(EeRaCer t Request).

A Si gnedX509Certi fi cat eRequest structure, asdefined in IEEE 1609.2.1 [24], section 7.3.43, is built

containing: hashAlgorithmld, tbsRequest, signer, and signature:

thehashAl gori t hm d shall indicate the hash agorithm to be used as specified in ETS
TS 103 097 [3];

thet bsRequest shall contain the previous structure (ScnsPdu- Scoped) ;

thesi gner declared asaSi gner Si ngl eX509Cert containing the X.509 EC; X.509 certificates

are encoded with the ASN.1 Distinguished Encoding Rules and cannot be "directly" imported into these
structures.
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e Thesi gnat ur e overt bsDat a computed using the private key corresponding to the X.509 EC's
verification public key. The signature is generated on the hash of this structure, obtained per the rules specified
for hashing data objectsin ETSI TS 103 097 [3], with the parameter Data I nput equal to the C-OER encoding
of thsRequest, and the parameter Signer Identifier Input equal to the signer's certificate, i.e. the X.509
certificate contained in the OCTET STRING indicated by the first X509Certificate in signer.

Anl eeel609Dot 2Dat a- Si gnedX509Aut hent i cat edCert Request structureis built containing
protocol Version and content:

. Thever si on set to v2 (integer value set to 2).

. Thecont ent settoasi gnedX509Certi fi cat eRequest which containsthe previous data structure
(Si gnedX509Certi fi cat eRequest).

AnEt si Ts103097Dat a- Encr ypt ed- Uni cast structureis built with:

. the component r eci pi ent s containing one instance of Reci pi ent | nf o of choicecert Reci pl nf o,
containing:

- the hashedld8 of the EA certificateinr eci pi ent | d; and

- the encrypted data encryption key in encKey, the public key to use for encryption isthe
encrypti onKey found inthe EA certificate referenced inr eci pi ent | d;

- the component ci phert ext containing the encrypted representation of the previous
| eee1609Dot 2Dat a- Si gnedX509Aut hent i cat edCer t Request structure.

NOTE 3: The EA may provide out-of-band means for the ITS-S to specify its preferences for which AA or AAs
should be used as well as additional parameters, e.g. the version used for the certificate format
specification.

6.2.3.5.3 Butterfly authorization response

The complete nested data structure of the But t er f | yAut hori zat i onResponse message is specified in
Figure 26. The specification of the ITS-SBut t er f | yAut hori zat i onResponse message using ASN.1[6], [7]
shall be as specified in clause A.2.

version
generationTime
current]
requestHash
nextDITime

NOTE:  The signature is computed using the verification private key associated with the EA certificate.

Figure 26: ButterflyAuthorizationResponse message
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To read a butterfly authorization response, the ITS-S shall receivean Et si Ts103097Dat a- Si gned structure,
containing an Et si Ts102941Dat a structure, containingabut t er f | yAut hori zat i onResponse structure.

The outermost structureisan Et si Ts103097Dat a- Si gned structure that shall contain hashl d, t bsDat a,
si gner andsignature:

e thehashl d shal indicate the hash algorithm to be used as specified in ETSI TS 103 097 [3]:
- inthet bsDat a:
= thepayl oad shall contain an Et si Ts102941Dat a structure;
" intheheader | nf o:
- the psi d shall be set to "secured certificate request” asassigned in ETSI TS 102 965 [19];
- thegener at i onTi ne shall be present;
- all other components of the component t bsdat a.header | nf 0 not used and absent;
- thesi gner asadi gest referencing the hashedld8 of EA certificate;

- the signature over t bs Dat a computed using the EA private key corresponding to its public verification
key found in the EA certificate.

Thebutterfl yAut hori zati onResponse shal contain:

. thever si on shall be set to 2;

thegener ati onTi nme shall contain the generation time of this data structure;

. thecurrent | shall contain thei-value that is associated with the current batch of Authorization Tickets
(ATs);

. ther equest Hash isthe left-most 16 octets of the SHA 256 digest of the COER representation of the topmost
Et si Ts103097Dat a- Encr ypt ed structure of the received request (see Figure 17 and Figure 18);

e thenext DI Ti me shall contain the time after which the ITS-S should try to download the AT batch;

e theacpcTreel d shal be absent.

6.2.3.5.4 Butterfly certificate request
The following functional requirements are defined on the communication flow of Figure 23.

The butterfly expansion, for both the verification and, if applicable, the certificate encryption key, shall be done
according to IEEE 1609.2.1 [24]. The EA may provide additional privacy to end entities by "shuffling" together
individual certificate requests from many different end entities, creating confusion at the AA asto which certificates
belong to which end entities.

TheBut t erfl yCert Request message shall be encrypted using an ETSI TS 103 097 [3] approved algorithm and
the encryption shall be done with the public key provided by the Authorization Authority (AA).

The complete nested data structure of the But t er f | yCer t Request messageis specified in Figure 27. The
specification of theBut t er f | yCert Request message using ASN.1 [6], [7] shall be as specified in clause A.2.
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EtsiTs103097Data-Encrypted
recipient

cipherText — §
EtsiTs103097Data-Signed
hashld

tbsData

signer

signature

EtsiTs102941Data
version

content ﬁ
RaAcaCertRequest

version
generationTime
flags
certEncKey
tbsCert

NOTE: Encryption is done with ECIES using the public encryption key of the AA. The signature is computed using
the verification private key associated with the EA certificate.

Figure 27: ButterflyCertRequest message
TocreateaBut t er f | yCert Request , the Enrolment Authority (EA) shall follow this process:
e A RaAcaCert Request structureis built with:
- Thever si on shal be set to 2.
- Thegener at i onTi e shall correspond to the generation time of this structure.
- Thef | ags shall be unset for al options (no butterflyExplicit, no useCubk).
- Thel i nkagel nf o shall be absent.
- Thecer t EncKey corresponding to the cocoon key that shall be derived by the EA:

L] For theori gi nal option: using the caterpillar key provided asencr ypt i onKey and expansion
parameter;

L] for theuni f i ed option: using the caterpillar key provided asveri f yKeyl ndi cat or and
expansion parameter.

- Thet bsCert structure corresponding to the information provided to the EA by the ITS-Swith the
ButterflyAuthorizationRequest except for thever i f yKeyl ndi cat or being expanded to the cocoon
key by the EA.

e AnEtsiTs102941Dat a structureis built with:
- thever si on set to v1 (integer value set to 1);
- thecont ent set to the previous data structure (RaAcaCer t Request ).
e An Etsi Ts103097Dat a- Si gned structure is built containing: hashld, tbsData, signer and signature:

- the hashl d shall indicate the hash algorithm to be used as specified in ETSI TS 103 097 [3];
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- inthet bsDat a:
= thepayl oad shal contain the RaAcaCer t Request structure;
" intheheader | nf o:
- the psi d shall be seto "secured certificate request" as assigned in ETSI TS 102 965 [19];
- thegener ati onTi nme shall be present;
- all other components of the component t bsdat a. header | nf o not used and absent;
L] thesi gner declared asadi gest referencing the hashedld8 of the EA certificate;

L] thesi gnat ur e over t bsDat a computed using the private key corresponding to the EA's
verification public key.

. AnEt si Ts103097Dat a- Encr ypt ed structureis built with:

- the component r eci pi ent s containing one instance of Reci pi ent | nf o of choice
cert Reci pl nf o, containing:

- the hashedld8 of the AA certificateinr eci pi ent | d; and

- the encrypted data encryption key in encKey, the public key to use for encryption is the
encrypti onKey found inthe AA certificate referenced inr eci pi ent | d;

- the component ci pher t ext containing the encrypted representation of the previous
Et si Ts103097Dat a- Si gned structure.
6.2.3.5.5 Butterfly certificate response
The following functional requirements are defined on the communication flow of Figure 23.

TheBut t er f | yCert Response message shall be encrypted using an ETSI TS 103 097 [3] approved algorithm and
the encryption shall be done with the same AES key as the one used by the EA requestor for the encryption of the
Butterfl yCert Request message.

The complete nested data structure of the But t er f | yCer t Response message is specified in Figure 28. The
specification of the ITS-SBut t er f | yCer t Response message using ASN.1[6], [7] shall be as specified in
clause A.2.
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EtsiTs103097Data-Encrypted
recipient

cipherText =}
EtsiTs103097Data-Signed
hashld

tbsData

signer

signature

EtsiTs102941Data
version

content - 3
AcaRaCertResponse

version
generationTime
requestHash
acaResponse

NOTE: Encryption is done with the AES key used for the encryption of the Butterfly Authorization Request. The
signature is computed using the verification private key associated with the AA certificate.

Figure 28: ButterflyCertResponse message

To read abutterfly certificate response, the EA shall receivean Et si Ts103097Dat a- Encr ypt ed structure,
containing an Et si Ts103097Dat a- Si gned structure, containing an Et si Ts102941Dat a structure, containing
abutterfl yCert Response structure:

. The outermost structureisan Et si Ts103097Dat a- Encr ypt ed structure with:

- the component r eci pi ent s containing one instance of Reci pi ent | nf o of choice
pskReci pl nf o, which contains the Hashedld8 of the Symrmet ri cEncr ypt i onKey structure
containing the symmetric key used by the EA to encrypt theBut t er f | yCer t Request message to
which the response is built;

- the component ci phert ext , once decrypted, containsan Et si Ts103097Dat a- Si gned structure.

If the EA has been able to decrypt the content, this expected Et si Ts103097Dat a- Si gned structure shall contain
hashl d, t bsDat a, si gner andsi gnat ur e:

e Thehashl d shall indicate the hash algorithm to be used as specified in ETSI TS 103 097 [3]:
- inthet bsDat a:
= thepayl oad shall contain an Et si Ts102941Dat a structure;
" intheheader | nf o:
- the psi d shall be seto "secured certificate request" as assigned in ETSI TS 102 965 [19];
- thegener at i onTi ne shall be present;
- all other components of the component t bsdat a.header | nf 0 not used and absent;
- thesi gner asadi gest referencing the hashedld8 of AA certificate;

- the signature over t bsDat a computed using the AA private key corresponding to its public verification
key found in the AA certificate.
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ThebutterflyCertificat eResponse shall contain:

Thever si on shal be set to 2;
Thegener ati onTi e shall contain the generation time of this data structure;

Ther equest Hash isthe left-most 16 octets of the SHA256 digest of the COER representation of the
topmost Et si Ts103097Dat a- Encr ypt ed structure of the received request (see Figure 17 and
Figure 18);

TheacaResponse shall contain encrypted Authorization Ticket (AT) inthepri vat e field. The encoding
is specified in section 7.3.4 of IEEE 1609.2.1 [24].

6.2.3.5.6 Butterfly AT download request

The following functional requirements are defined on the state machine of Figure 3 (sender ITS-Sfor the authorization

process):

NOTE: TheAT download request does not contain confidential information and thus it may also be issued by

other means, e.qg. using a REST API.

The AT download request shall be authorized though, e.g. using an internal blocklist at the EA or an OAuth token, to
ensure that the ITS-S has not been revoked:

If the ButterflyAtDownloadRequest message shall be encrypted, it shall use an ETSI TS 103 097 [3] approved
encryption algorithm and the public key provided by the authorization authority.

The contents of the Butterfly AT Download Request message shall be as described in Figure 29.

The complete nested data structure of the Butterfly AT Download Request message is specified in Figure 29.
The specification of the content of the Butterfly AT Download Request message using ASN.1 [6], [7] shall be
as specified in clause A.2.

EtsiTs103097Data-Encrypted
recipient

cipherText — |
EtsiTs103097Data-Signed
hashld

tbsData

signer

signature

EtsiTs102941Data
version

content ﬁ
EeRaDownloadRequest

generationTime
filename

NOTE: Encryption is done with ECIES using the public encryption key of the EA. The signature is computed using

currently valid private key corresponding to the EC's verification public key.

Figure 29: ButterflyAtDownloadRequest message
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To create abutterfly AT download request, the ITS-S shall follow this process:

. An EeRaDownl oadRequest structureis built with:

Thegener ati onTi e being set to the generation time of this structure,
Thefi | ename being set in the format h-i.zip:

L] h isthe 16-byte ASCII hex representation of the Hashedld8 of the submitted butterfly authorization
request message, as returned in the requestHash field of
butterfl yAut hori zati onResponse structure.

] i isthei-value.

. AnEt si Ts102941Dat a structureis built with:

the version set to v1 (integer value set to 1);

the content set to the previous data structure (EeRaDownl oadRequest ).

. An EtsiTs103097Data-Signed structure is built containing: hashld, tbsData, signer and signature:

the hashl d shall indicate the hash algorithm to be used as specified in ETSI TS 103 097 [3];
inthet bsDat a:
= thepayl oad shal contain the EeRaDownl oadRequest structure;
" intheheader | nf o:
- the psi d shall be seto "secured certificate request" as assigned in ETSI TS 102 965 [19];
- thegener ati onTi me shall be present;
- all other components of the component t bsdat a.header | nf 0 not used and absent;
thesi gner declared asadi gest referencing the hashedld8 of the EC certificate;

thesi gnat ur e over t bsDat a computed using the private key corresponding to the EC's verification
public key.

. AnEt si Ts103097Dat a- Encr ypt ed structureis built with:

6.2.3.5.7

the component r eci pi ent s containing one instance of Reci pi ent | nf o of choice
cert Reci pl nf o, containing:

the hashedld8 of the EA certificateinr eci pi ent | d; and

the encrypted data encryption key in encKey, the public key to use for encryption is the
encrypti onKey found inthe EA certificate referenced inr eci pi ent | d;

the component ci pher t ext containing the encrypted representation of the previous
Et si Ts103097Dat a- Si gned structure.

Butterfly AT download response

The butterfly AT download response correspondsto a ZIP file, as requested with the ButterflyAtDownloadRequest
message. The EA generates this ZIP file by collecting all AcaEeCertResponsePrivateSpdu that isreceived as
acaResponse with the ButterflyCertResponse message from the AA.

The data format within the ZIP file shall correspond to the specification in IEEE 1609.2.1 [24].
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6.3 Generation, distribution and use of Trust information lists

6.3.1 Generation and distribution of CTL by TLM

The Trust List Manager (TLM) is a superior entity in the C-1TS trust model. It is responsible for approving or rejecting
the insertion of a Root CA certificate in the Certificate Trust List (CTL) in accordance with the Policy Authority (PA)
as specified in ETSI TS 102 940 [5].

NOTE: Inthe planned deployment of C-ITSin Europe, the CTL issued by the TLM iscalled ECTL (European
Certificate Trust List).

The TLM shall update and publish the Certificate Trust List (CTL) using the Full CTL format specified in clause 6.3.4.
Especially, the update and distribution of CTL information to all C-1TS entitiesis needed to support the following use
cases.

° add anew Root CA;

e  update trust information of aRoot CA, i.e. renewing the Root CA certificate, removing expired Root CA
certificate;

. delete a Root CA certificate (revoked);
. update the TLM certificate after arenewal process (creation of new key and generation of TLM certificates);
. update the CPOC access point (URL) to enable secure distribution of TLM contact details.

The CTL issued by the TLM shall be signed using the TLM verification key and time-stamped using atime-stamp
counter (ctl Sequence) which is specified as a monotonically increasing counter, with increased value of 1 and maximum
value 255. Thelist is valid when received and shall contain avalidity end (nextUpdate).

The CTL issued by the TLM shall contain only the following information:
. TLM certificate and link certificate (optional);
. Root CA certificates and link certificates (optional);
e  CPOC access point.

For each update of the CTL, the TLM shall also generate the Delta CTL list using the formats specified in clause 6.3.4.
The sequence number of the Full CTL (ctlSequence) shall beidentical to the sequence number of the Delta CTL.

The full and delta CTL should be published viathe C-ITS Point Of Contact (CPOC).

6.3.2 Generation and distribution of CTL by RCA

The Root CA istheroot of trust for the PKI hierarchy. The RCA is responsible of managing and providing trust
information about all its subordinate authorities (EAs, AAS), e.g. CA certificates and access points (URL) as specified
in ETSI TS 102 940 [5].

The RCA shall update and publish the Certificate Trust List (CTL) using the Full CTL format specified in clause 6.3.4.
Especially, the update and distribution of CTL information to all C-ITS entitiesis needed to support the following use
cases:

. add anew trusted EA or AA;

. update EA certificates (renewing the EA certificate, removing expired EA certificate) and access points
(URL);

. update AA certificates (renewing the AA certificate, removing expired AA certificate) and access points
(URL);

. update DC access point to enable secure distribution of RCA contact details.
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The CTL issued by the RCA shall be signed using the private key corresponding to the RCA certificate's verification
public key and time-stamped using a time-stamp counter (ctl Sequence) which is specified as a monotonically increasing
counter, with increased value of 1 and maximum value 255. The list is valid when received and shall contain avalidity
end (nextUpdate).

The CTL issued by a RCA may contain the following information:
. EA certificates and access points;
e  AA certificates and access point;
. DC access point.

The CTL issued by a RCA shall not contain the following information: the TLM certificate and associated linked
certificate (optional) and the Root CAs certificates.

For each update of the CTL, the RCA shall also generate the Delta CTL list using the formats specified in clause 6.3.4.
The sequence number of the Full CTL (ctlSequence) shall beidentical to the sequence number of the Delta CTL.

The full and delta CTL should be published viathe Distribution Centre (DC) associated to the RCA.

6.3.3 Generation and distribution of CRL by RCA

A Certificate Revocation List (CRL) isissued and signed by the RCA verification key. It contains the CA certificates
identifiers (HashedI D8) that are no longer worthy of being trusted. It is accessible through a defined DC associated to
the RCA.

NOTE: The CRL may contain revoked Root CA certificates.
The CRL issued by a Root CA shall not contain RCA certificates identifiers of other RCAs.

The RCA shall update the CRL by adding the identifiers of the revoked CA certificates and removing the identifiers of
the expired ones.

The generated CRL CA shall be signed and time-stamped (thisUpdate) and shall use the CRL data structure as specified
inclause A.2.7.

The RCA shall publish and distribute the updated CRL CA viaa Distribution Centre (DC).

6.3.4 Specification of Full CTL and Delta CTL

The CTL messages are split in two different message types depending of the issuer category: the
TImCertificateTrustListMessage shall be issued by a TLM entity and an RcaCertificateTrustListM essage shall be issued
by a Root CA.

Thesi gner inthe Si gnedDat a shall contain the certificate of the CTL issuer.

The CTL data structure as specified in clause A.2.7 takes into account the need for transmitting the Full CTL list over
any kind of medium (providing that message fragmentation is supported) and the possible transmission of asmall size
format for transmission over ITS G5 (DeltaCTL).

A ToBeSi gnedTIl nt | or ToBeSi ghedRcaCt | shall beof typeFul | Ct | or Del t aCt | . Both types use the
same common format Ct | For mat .

Thetype Ct| For mat shall have the following components:

e versionindicatesthe version of the CTL Format. For this version of the Technical Specification the version is
setto 1,

. nextUpdate indicates the time when a next update of the CTL is expected, and consequently the time after
which the CTL isto be considered expired;

. isFullCtl isaflag indicating if thelistisafull or deltalist;
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. ctlSequence indicated the sequence number of the list and is monotonically increased with steps of one unit,
and clipped around 255;

. ctlCommands contains the CTL commands add or delete, add is of type CtlEntry, and indicates that the entry
shall be trusted; deleteis of type CtIDelete, and indicates explicitly that an entry that was previoudly trusted is
not trustable anymore and shall be removed.

A ToBeSi gnedCt | of typeFul | Ct1 shal have i sFul |l Ctl setto TRUE and shall contain only
ct| Commands of type Ct| Entry, generatingthefull list of trustable entries.

A ToBeSi gnedCt| of typeDel taCt| shdl have i sFul |l Ctl setto FALSE, and shall contain

ct | Conmands of type Ct| Entry toindicatetrustin new or updated entries, and ct | Commands of type
Ct | Del et e toindicate that trust in previous entries has been revoked, and that such entries shall be considered
deleted from the full List. A ToBeSi gnedCt | of typeDel t aCt | shall always be generated with respect to the
previous full list, i.e. the full list with ctlSequence with one unit less than the current.

Note that afull list and adeltalist may exist in parallel, e.g. afull list of ct | Sequence 5 may coexist with adeltalist
of Ct | Sequence 5, generated with respect to the Full List of Ct | Sequence of 4.

A Ct | Ent ry shadl provide either ar ca, ea, aa, dc ort | mentry of type respectively Root CaEnt ry, EaEnt ry,
AaEntry,DcEntry, TI nEntry.

A Ct | Del et e shall provide either thecert torevokeaCt | Ent ry entry corresponding to a certificate (i.e. r ca,
ea, aa, t| m usingits Hashedld8 or thedc to deleteaCt | Ent ry entry corresponding to a distribution centre using
its URL.

Root CAENt ry shall contain a Root CA certificate and optionally alink certificate.

EaEnt ry shall contain an EA certificate, the URL for the connection by the AA, and optionally the URL for the
connection by the ITS-Station. If the EA only supports butterfly authorization requests, the URL for connection by the
AA shall be set to an empty string.

AaEnt ry shal contain an AA certificate, and optionally the URL for the connection by the ITS-Station. The URL for
connection by the EA to alow butterfly key requests shall be distributed using out-of-band-measures.

TI mEnt r y shall contain the TLM Certificate which is a self-signed certificate, optionally the TLM link certificate and
the CPOC URL for the connection by the all the entities of C-I1TS trust domain.

DcEnt ry shall contain the URL of the Distribution Centre and alist of certificate digests (Hashedl d8).
The CTL issued by a RCA shall contain one or multiple DCEntry with elements as follows:
. URL of Distribution Centre concerned;

e the RCA(s) certificate digests that publish viathe Distribution Centre. Thislist of certificate digests may not
be exhaustive.

A CTL issued by a RCA shall have at least one DC entry where its certificate is contained in the list of certificate
digests.

6.3.5 Transmission of CTL and CRL

Different methods for updating the enrolled I TS-Ss may be used as specified in clause 6.1.5. Communication profiles
for transmitting the CTL or CRL CA to enrolled I TSs are specified in annex D.

For broadcasting a CTL issued by TLM over ITS-G5, an ITS-S shall re-transmit the received
TImCertificateTrustListM essage defined in clause A.2 without modifications. The CTL transmitted issued by the TLM
shall contain a DeltaCtl (the value of CtlFormat shall be set to DeltaCtl). The communication profile for CTL broadcast
communication is specified in clause D.3.
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For broadcasting a CTL issued by RCA over ITS-G5, an ITS-S shall re-transmit the received

RcaCertificateTrustListM essage defined in clause A.2 without modifications. The CTL transmitted issued by a RCA
shall contain a DeltaCtl (the value of CtlFormat shall be set to DeltaCtl). The communication profile for CTL broadcast
communication is specified in clause D.3.

For broadcasting a CRL over ITS-G5, an ITS-S shall re-transmit the received CertificateRevocationListM essage
defined in annex A without modifications.

The communication profile for CRL broadcast communication is specified in clause D.3.

6.3.6 CTL and CRL use by ITS-Ss
Upon the reception of the CTL or the CRL, the ITS-S verifiesthat it is signed by the associated RCA.

The ITS-Susesthe CTL to update itstrust information list in terms of trust anchors. This information allowsto build a
candidate certificate chain only based on declared i ssuer component as specified in ETS| TS 103 097 [3].

The ITS-S extracts the list of revoked CA certificates from the CRL and utilizes this information while performing the
validation of the certification path.

7 Security association and key management between
ITS Stations
7.0 Introduction

A detailed set of use case examplesfor ITS applicationsis presented in ETSI TR 102 638 [i.2]. In addition, ETSI
TS 102 940 [5] categorizes the application communication (addressing) patterns used as:

° Broadcast;
. Multicast;
. Unicast.

In contrast to the strictly safety-related broadcast applications (CAM and DENM), multicast and unicast applications
are assumed to be offered by several providers and, possibly, to be commercially sensitive. Therefore, the requirements
depend heavily on the specific application and the respective business model.

With the exception of broadcast applications, al other multicast and unicast communications can use either asymmetric
or symmetric key systemsto provide for Security Association (SA) lifecycle and the related key management
(registration, key establishment, updates and removal).

Unicast and multicast applications shall use link layer encryption and regular changes of the ITS MAC addresses to
protect the privacy of the ITS-S (and its user) aswell as all higher layer information from radio channel eavesdropping.
Further details can be found in ETSI TS 102 942 [i.17] and ETSI TS 102 943 [i.18].

7.1 Broadcast SAs

Broadcast applications such as CA basic service, DEN basic service or Infrastructure messages service specified in
[1.19], [i.20] and [i.21] require authentication, authorization and integrity but not confidentiality. Senders of CAM and
DENM shall obtain this service by signing with an authorization ticket using the mechanisms specified in ETSI

TS 103 097 [3], clauses 7.1 (Security profile for CAMSs), 7.2 (Security profile for DENMSs) or 7.3 (Generic profile for
other broadcast messages) respectively.

To enable broadcast message signature verification, areceiving ITS-S or arelaying ITS-S shall have the capabilities to
construct the certificate chain from the certificate of the Sending ITS-S up to atrust anchor. A trust anchor is either a
trusted root certificate or any other CA certificate that is known to be trustworthy from the receiving or relaying ITS-S.

A receiving or relaying ITS-S shall have the capabilities to cryptographically verify the constructed certificate chain.
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A receiving or relaying ITS-S shall have the capabilities to cryptographically verify the signature of the broadcasted
message.

7.2 Multicast SAs

Multicast applications such as public transport information and Point of Interest notification services require secure
group communications with message authentication, authorization and encryption depending on that group's particular
security policy.

The following specifications assume that the ITS-Sisusing an |P-based multicast communication.

An ITS-S may join amulticast group using an authorization ticket (see clause 6.2.3.3) followed, possibly, by further
registration steps.

The key management for multicast applications can be controlled by the multicast service provider or a separate
security manager. Such key management may be application-specific or it may use a standard multicast key
management system such asthe IETF Multicast Security (M SEC) Group Key Management Architecture [i.3], [i.8], [i.9]
and [i.10].

For other use cases using communications that are not |P-based, ETSI TS 103 097 [3] provides data structures that may
be used to establish SA in amulticast group.

For key establishment, the multicast group leader should generate a fresh symmetric key k, use it to encrypt the first
multicast message (with AES-CCM), then encrypt k for each recipient with the corresponding recipient key.

The structure Et si Ts103097Dat a- Encr ypt ed can be used to encapsulate all this datain the following way:

e Thefieldr eci pi ent s shall contain one or more Reci pi ent | nf 0s, one for each key used to encrypt the
symmetric key k.

. Each Reci pi ent | nf o shall be of typecert Reci pl nf o or si gnedDat aReci pl nf o:

- cert Reci pl nf o shal be used if the symmetric key k is encrypted with a public encryption key
present in a certificate.

- si gnedDat aReci pl nf o shall be used if the symmetric key k is encrypted with an encryption key
present in aprevioudly received Si gnedDat a structure.

. Thefield ci phert ext shall contain the encrypted message.

After each recipient in the multicast group receives the encrypted data structure, it shall decrypt the key k and the
encrypted multicast message. This key may be reused to encrypt further confidential multicast messages, with the
pskReci pl nf o optioninthe Reci pi ent | nf o that indicates the use of a pre-shared symmetric key. However, the
AES-CCM nonce shall be chosen randomly and shall never be reused with the same key.

If the multicast group aready has a pre-shared key obtained through another key establishment protocol, the group can
use this key with the structure Et si Ts103097Dat a- Encr ypt ed and the pskReci pl nf o option in the
Reci pi ent | nf o.

The structure EtsiTs103097Data-SignedAndEncrypted can be used if authentication is also required in the key
establishment step and/or the multicast group communication.

NOTE: The detailed requirements and the protocols for secure group communications with message
authentication, authorization and encryption will be later specified in ETSI TS 102 943 [i.18].

7.3 Unicast SAs

Unicast applications such as automatic access control, parking management and media downloading services require
Secure unicast communications with message authentication, authorization and encryption.

The following specifications assume that the ITS-Sisusing an | P-based unicast communication.

An ITS-S may join such services using its authorization ticket followed, possibly, by further registration protocol steps.
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Unicast key management may be application-specific or it may use a standard key management systems such as
network layer security using |psec as defined by the IETF RFC 4301 [i.4], IETF RFC 4877 [i.12], IETF

RFC 4306 [i.11], IETF RFC 4302 [i.5] and IETF RFC 4303 [i.6]. Also, security in the transport layer can be provided
using methods such as the IETF Transport Layer Security (TLS) [i.7], [i.16]. An ITS-S should support TLS 1.2 [i.7] or
TLS 1.3[i.16] and the allowed and mandatory cipher-suites to protect data transmission over the Transport layer (TCP
protocol).

NOTE 1: Theruleson allowed and mandatory cipher-suites and on allowed and mandatory extensions as specified
inTLS 1.2 and TLS 1.3 are out of the scope of the present document.

For other use cases such as the Trust and Privacy management services specified in the present document, other unicast
solutions using the ETSI I TS security standards for ITS G5 communications shall be considered (ETSI TS 103 097 [3]).

For non-IP unicast SA, it is possible to proceed in the same way as multicast SA to establish a shared key. The SA
initiator should generate a fresh symmetric key k, use it to encrypt the first confidential message, then encrypt k for the
recipient with the corresponding recipient key. The structure Et si Ts103097Dat a- Encr ypt ed shall be used to
encapsulate all this datain the following way:

. Thefieldr eci pi ent s shall contain one Reci pi ent | nf o of typecert Reci pl nf o or
si gnedDat aReci pl nf o depending on which recipient key is used.

e Thefieldci phert ext shal contain the encrypted message.

After the recipient receives the encrypted data structure, it shall decrypt the key k and the encrypted message. This key
may be reused to encrypt further confidential messages, with the pskReci pl nf o optioninthe Reci pi ent I nf o

that indicates the use of a pre-shared symmetric key. However, the AES-CCM nonce shall be chosen randomly and
shall never be reused with the same key.

If the unitsinvolved in a unicast communication already have a pre-shared key obtained through another key
establishment protocol, the units can use this key with the structure Et si Ts103097Dat a- Encr ypt ed and the
pskReci pl nf o option inthe Reci pi ent | nf 0.

The structure Et si Ts103097Dat a- Si gnedAndEncr ypt ed can be used if authentication isalso required in the
key establishment step and/or the unicast communication.

NOTE 2: The detailed requirements and the protocols for Secure unicast communications with message
authentication, authorization and encryption will be later specified in ETSI TS 102 943 [i.18].
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Annex A (normative):
ITS security management messages specified in ASN.1

A.1  ITS trust and privacy messages specified in ASN.1

The ASN.1 [6] modules in this annex specify data typesfor ITStrust and privacy servicestogether with useful ASN.1
value notations. Security Management Messages specified in the present document shall comply with the structures
specified here but the definitive encoding of messages in an implementation of the present document is specified in
clause 6.2.0.

A.2  Security management messages structures

A.2.1 Security data structures

The ASN.1 module Et si Ts102941BaseTypes isidentified by the Object Identifier {itu-t(0) identified-
organization(4) etsi(0) itsDomain(5) wg5(5) t5(102941) baseTypes(3) version3(3)} . The module can be downloaded as
afileasindicated in Table A.1. The associated SHA-256 cryptographic hash digest of the referenced file offers a means
to verify the integrity of that file.

Table A.1: Et si Ts102941BaseTypes ASN.1 module information

Module name EtsiTs102941BaseTypes

oID {itu-t(0) identified-organization(4) etsi(0) itsDonmain(5) wg5(5)
ts(102941) baseTypes(3) mmjor-version-3(3) mnor-version-1(1)}

Link https://forge.etsi.org/rep/ITS/asnl/pki ts102941/blob/v2.1.1/EtsiTs102941BaseTypes.asn

SHA-256 hash c6504fad4202a12fbbb2ea7c0da7f5c5a7e6¢f720a46aabbf71dcd91c0f942b4

A.2.2 Security Management messages for CA

The ASN.1 module Et si Ts102941MessagesCa isidentified by the Object Identifier {itu-t(0) identified-
organization(4) etsi(0) itsDomain(5) wg5(5) ts(102941) messagesCa(0) version3(3)} . The module can be downloaded
asafileasindicated in Table A.2. The associated SHA-256 cryptographic hash digest of the referenced file offersa
means to verify the integrity of that file.

Table A.2: Et si Ts102941MessagesCa ASN.1 module information

Module name EtsiTs102941MessagesCa

oID { itu-t(0) identified-organization(4) etsi(0) itsDomain(5) wg5(5)
ts(102941) nessagesCa(0) mmjor-version-3(3) mnor-version-2(2)}

Link https://forge.etsi.org/rep/ITS/asnl/pki ts102941/blob/v2.1.1/EtsiTs102941MessagesCa.asn

SHA-256 hash cldadbe000a5889a7a57f0dad004d3371a749e830cbf63b443d4aeb2a0711f00

NOTE: The EtsiTs102941DataContent is extended to add three additional optionsto support the messages
defined in clause 6.2.0.1.

A.2.3 Security Management messages for ITS-S_WithPrivacy
The ASN.1 module Et si Ts102941Messagesl t ss isidentified by the Object Identifier {itu-t(0) identified-
organization(4) etsi(0) itsDomain(5) wgs(5) ts(102941) messagesitsss (1) version3(3)}. The module can be downloaded

asafileasindicated in Table A.3. The associated SHA-256 cryptographic hash digest of the referenced file offersa
means to verify the integrity of that file.
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Table A.3: Et si Ts102941Messagesl t ss ASN.1 module information

Module name EtsiTs102941Messagesltss

OoID { itu-t(0) identified-organization(4) etsi(0) itsDomai n(5) wg5(5)
ts(102941) nessagesltss(1) major-version-3(3) mnor-version-2(2)}

Link https://forge.etsi.org/rep/ITS/asnl/pki_ts102941/blob/v2.1.1/EtsiTs102941Messagesltss.asn

SHA-256 hash 8e2902¢d731108c1413e0257357f186145¢ce5191bdd1380ad5560b57c01263b3

NOTE: The EtsiTs102941DataContent is extended to add the additional option to support the TLM Link
Certificate message defined in clause 6.2.0.1. Other additional choicesare NULL.

A.2.4 Security Management messages for ITSS _NoPrivacy

The ASN.1 module Et si Ts102941Messagesl t ss- Opti onal Pri vacy isidentified by the Object Identifier
{itu-t(0) identified-organization(4) etsi(0) itsDomain(5) wg5(5) ts(102941) messagesltsss (1) version3(3)}. The module
can be downloaded as afile asindicated in Table A.4. The associated SHA-256 cryptographic hash digest of the
referenced file offers ameansto verify the integrity of that file.

Table A.4: Et si Ts102941Messagesl t ss- Opti onal Privacy ASN.1 module information

Module name EtsiTs102941Messagesltss-OptionalPrivacy

oID { itu-t(0) identified-organization(4) etsi(0) itsDomain(5) wg5(5)
ts(102941) nessagesltssQp(2) major-version-3(3) mnor-version-2(2)}

Link https://forge.etsi.org/rep/ITS/asnl/pki ts102941/blob/v2.1.1/EtsiTs102941Messagesltss-
OptionalPrivacy.asn

SHA-256 hash b368d6b3573c671e380f3e79c173chb3d11fa79afc9061d6217fe919b0d14a8d

NOTE: The EtsiTs102941DataContent is extended to add the additional option to support the TLM Link
Certificate message defined in clause 6.2.0.1. Other additional choices are NULL.

A.2.5 Enrolment and authorization data types

A.2.5.1 Enrolment

The ASN.1 module Et si Ts102941TypesEnr ol nent isidentified by the Object Identifier {itu-t(0) identified-
organization(4) etsi(0) itsDomain(5) wg5(5) t5(102941) enrolment(4) version3(3)} . The module can be downloaded as a
fileasindicated in Table A.5. The associated SHA-256 cryptographic hash digest of the referenced file offers ameans
to verify the integrity of that file.

Table A.5: Et si Ts102941TypesEnr ol nent ASN.1 module information

Module name EtsiTs102941TypesEnrolment

oID { itu-t(0) identified-organization(4) etsi(0) itsDomain(5) wg5(5)
ts(102941) enrol ment (4) mmjor-version-3(3) mnor-version-2(2)}

Link https://forge.etsi.org/rep/ITS/asnl/pki ts102941/blob/v2.1.1/EtsiTs102941TypesEnrolment.asn

SHA-256 hash €712d158c49525b5e6102a4679bdea7aeab641df25709292bffb221cf899bf545

A.2.5.2 Authorization

The ASN.1 module Et si Ts102941TypesAut hori zat i on isidentified by the Object Identifier {itu-t(0)
identified-organization(4) etsi(0) itsDomain(5) wg5(5) ts(102941) authorization(5) version3(3)}. The module can be
downloaded as afile asindicated in Table A.6. The associated SHA-256 cryptographic hash digest of the referenced file
offers ameans to verify the integrity of that file.
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Table A.6: Et si Ts102941TypesAut hori zati on ASN.1 module information

Module name EtsiTs102941TypesAuthorization

OoID { itu-t(0) identified-organization(4) etsi(0) itsDonain(5) wy5(5)
ts(102941) authorization(5) major-version-3(3) minor-version-2(2)}

Link https://forge.etsi.org/rep/ITS/asnl/pki ts102941/blob/v2.1.1/EtsiTs102941TypesAuthorization.asn

SHA-256 hash 7656baba580621caffal5985c¢159dfdb40ab2dd9f7fec5de6e9630e5bfc1d1f9

A.2.5.3 AuthorizationValidation

The ASN.1 module Et si Ts102941TypesAut hori zati onVal i dat i on isidentified by the Object Identifier
{itu-t(0) identified-organization(4) etsi(0) itsDomain(5) wg5(5) ts(102941) authorization(5) version3(3)}. The module
can be downloaded as afile asindicated in Table A.7. The associated SHA-256 cryptographic hash digest of the
referenced file offers ameansto verify the integrity of that file.

Table A.7: Et si Ts102941TypesAut hori zati onVal i dati on ASN.1 module information

Module name  |EtsiTs102941TypesAuthorizationValidation

OoID { itu-t(0) identified-organization(4) etsi(0) itsDomain(5) wy5(5) ts(102941)
aut hval i dation(7) major-version-3(3) mnor-version-2(2)}

Link https://forge.etsi.org/rep/ITS/asn1/pki_ts102941/blob/v2.1.1/EtsiTs102941TypesAuthorizationValidation.
asn

SHA-256 hash |af36e281886b495f846a99d0b6656f07cda53972cc3c868026¢ch7c5226f8a7db

A.2.6 Offline message structures

The ASN.1 module Et si Ts102941TypesCaManagenent isidentified by the Object Identifier {itu-t(0) identified-
organization(4) etsi(0) itsDomain(5) wgs(5) ts(102941) authorization(5) version3(3)}. The module can be downloaded
asafileasindicated in Table A.8. The associated SHA-256 cryptographic hash digest of the referenced file offersa
means to verify the integrity of that file.

Table A.8: Et si Ts102941TypesCaManagenent ASN.1 module information

Module name  |EtsiTs102941TypesCaManagement

oID { itu-t(0) identified-organization(4) etsi(0) itsDonmain(5) wy5(5)
ts(102941) caManagement (8) major-version-3(3) minor-version-2(2)}
Link https://forge.etsi.org/rep/ITS/asn1/pki ts102941/blob/v2.1.1/EtsiTs102941TypesCaManagement.asn

SHA-256 hash  |b20903849161b9c4784906833f35f0bc340c6ch8bcld3e248e2ch965324e59ab

A.2.7 Trust lists data types

The ASN.1 module Et si Ts102941Tr ust Li st s isidentified by the Object Identifier {itu-t(0) identified-
organization(4) etsi(0) itsDomain(5) wgs(5) ts(102941) trustLists(6)version3(3)} . The module can be downloaded as a
fileasindicated in Table A.9. The associated SHA-256 cryptographic hash digest of the referenced file offers ameans
to verify the integrity of that file.

Table A.9: Et si Ts102941Trust Li st s ASN.1 module information

Module name EtsiTs102941TrustLists

oID { itu-t(0) identified-organization(4) etsi(0) itsDomain(5) wg5(5)
ts(102941) trustLists(6) major-version-3(3) mnor-version-2(2)}

Link https://forge.etsi.org/rep/ITS/asnl/pki ts102941/blob/v2.1.1/EtsiTs102941TrustLists.asn

SHA-256 hash e0686b9c7c46205f236730aa7096f8adae56a773b4b0bee6c302904cd5a92505
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A.2.8 Link certificate message data types

The ASN.1 module Et si Ts102941TypesLi nkCerti fi cat e isidentified by the Object Identifier {itu-t(0)
identified-organization(4) etsi(0) itsDomain(5) wg5s(5) ts(102941) linkCertificate(9) version3(3)}. The module can be
downloaded as afile asindicated in Table A.10. The associated SHA-256 cryptographic hash digest of the referenced
file offers ameans to verify the integrity of that file.

Table A.10: Et si Ts102941TypesLi nkCerti fi cat e ASN.1 module information

Module name

EtsiTs102941TypesLinkCertificate

OID

{ itu-t(0) identified-organization(4) etsi(0) itsDomain(5) wg5(5)
ts(102941) linkCertificate(9) major-version-3(3) mnor-version-2(2)}

Link

https://forge.etsi.org/rep/ITS/asnl/pki ts102941/blob/v2.1.1/EtsiTs102941TypesLinkCertificate.asn

SHA-256 hash

abbc7b9eafd9b7ede703f3c2e8d25d1996a3e81b43054515c13a4 7afbbb5b18d

A3

IEEE 1609.2.1 imported messages structures

A number of ASN.1 modulesfrom IEEE 1609.2.1 [24] are essential for the operation of the core ASN.1 modules
defined in clause A.2 of the present document.

Table A.11: | eeel609Dot 2Cr| ASN.1 module information

Module name

leee1609Dot2Crl

OID

iso(l) identified-organization(3) ieee(1lll) standards-association-
nunber ed- seri es- st andar ds(2) wave-stds(1609) dot2(2) crl(3) protocol (1)
maj or -version-2(2) mnor-version-2(2)

Link

https://forge.etsi.org/rep/ITS/asnl/ieeel1609.2.1/blob/v2.1.1/leee1609Dot2Crl.asn

SHA-256 hash

7deeeclae35e28h6€9409c0812c51c28ee4058c9e81efch3cd5412adb3d918f3

Table A.12: | eeel609Dot 2Cr | BaseTypes ASN.1 module information

Module name

leee1609Dot2CrIBaseTypes

OID

iso(l) identified-organization(3) ieee(1l1ll) standards-association-
nunber ed- seri es- st andar ds(2) wave-stds(1609) dot2(2) crl(3) base-
types(2) major-version-2(2) mnor-version-2(2)

Link

https://forge.etsi.org/rep/ITS/asnl/ieeel1609.2.1/blob/v2.1.1/leee1609Dot2CrIBaseTypes.asn

SHA-256 hash

c4833be08d274b475ee2e7c2222a5ccf578b8ed1b3eee2a4a3708095d9e7a2cc

Table A.13: | eeel609Dot 2Dot 1AcaEel nt er f ace ASN.1 module information

Module name

leee1609Dot2Dot1AcaEelnterface

OID

iso(1l) identified-organization(3) ieee(1l1ll) standards-association-
nunber ed- seri es- st andards(2) wave-stds(1609) dot2(2) extension-
standards(255) dot1(1l) interfaces(1l) aca-ee(l) mmjor-version-2(2) mnor-
ver si on-2(2)

Link

https://forge.etsi.org/rep/ITS/asnl/ieeel1609.2.1/blob/v2.1.1/leeel1609Dot2Dotl AcaEelnterface.asn

SHA-256 hash

5ed844dafbcce7ccab8f30al6a2d11c503b6c10352a4a25d096a97f62aa8f00f

Table A.14: | eeel609Dot 2Dot 1Acalal nt er f ace ASN.1 module information

Module name

leee1609Dot2Dot1Acal alnterface

OID

iso(1l) identified-organization(3) ieee(1l1ll) standards-association-
nunber ed- seri es- st andar ds(2) wave-stds(1609) dot2(2) extension-

st andar ds(255) dot1(1l) interfaces(1l) aca-la(2) mmjor-version-2(2) mnor-
version-1(1)

Link

https://forge.etsi.org/rep/ITS/asnl/ieeel1609.2.1/blob/v2.1.1/leee1609Dot2Dotl1 Acal alnterface.asn

SHA-256 hash

542664aefcd48e77547b83148538c678fce376d665dd191214b70f348cc52c0e
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Table A.15: | eeel609Dot 2Dot 1AcaMal nt er f ace ASN.1 module information

Module name

leee1609Dot2Dot1AcaMalnterface

OID

iso(1l) identified-organization(3) ieee(1l1ll) standards-associ ation-
nunber ed- seri es- st andar ds(2) wave-stds(1609) dot2(2) extension-

st andar ds(255) dot1(1l) interfaces(1l) aca-nma(3) mmjor-version-2(2) mnor-
version-1(1)

Link

https://forge.etsi.org/rep/ITS/asnl/ieeel609.2.1/blob/v2.1.1/leee1609Dot2Dotl1 AcaMalnterface.asn

SHA-256 hash

8ebf988315aa6b33666e7051fd69120flcac7bb7980ce2d7a5chd6ech39ci5h8

Table A.16: | eeel609Dot 2Dot 1AcaRal nt er f ace ASN.1 module information

Module name

leee1609Dot2Dot1AcaRalnterface

OID

iso(l) identified-organization(3) ieee(1l1ll) standards-associ ation-
nunber ed- seri es- st andar ds(2) wave-stds(1609) dot2(2) extension-

standar ds(255) dot1(1l) interfaces(1l) aca-ra(4) major-version-2(2) mnor-
ver si on-2(2)

Link

https://forge.etsi.org/rep/ITS/asnl/ieeel609.2.1/blob/v2.1.1/leeel609Dot2Dot1 AcaRalnterface.asn

SHA-256 hash

954¢fc00881581bladal71ced747¢29a989870dd9cc1452453e66d6596ddf080

Table A.17: | eeel609Dot 2Dot 1Acpc ASN.1 module information

Module name

leee1609Dot2Dot1Acpc

OID

iso(l) identified-organization(3) ieee(11l1l) standards-association-
nunber ed- seri es- st andar ds(2) wave-stds(1609) dot2(2) extension-

st andar ds(255) dot1(1l) interfaces(1l) acpc(18) major-version-1(1) mnor-
ver si on-2(2)

Link

https://forge.etsi.org/rep/ITS/asnl/ieeel1609.2.1/blob/v2.1.1/leee1609Dot2Dotl1 Acpc.asn

SHA-256 hash

a933c0eec3dd108463229a5ed0cc9244c08d5d3d42d387721a4e0f4ecb031fd9

Table A.18: | eeel609Dot 2Dot 1CanRal nt er f ace ASN.1 module information

Module name

leee1609Dot2Dot1CamRalnterface

OID

iso(1l) identified-organization(3) ieee(1l1ll) standards-associ ation-

nunber ed- seri es- st andar ds(2) wave-stds(1609) dot2(2) extension-
standards(255) dot1(1l) interfaces(1l) camra(19) major-version-2(2) mnnor-
ver si on- 2(2)

Link

https://forge.etsi.org/rep/ITS/asnl/ieeel609.2.1/blob/v2.1.1/leeel609Dot2Dotl CamRalnterface.asn

SHA-256 hash

c8ac473ele86a2d51badcal65d9584deeb539f0657805c106947346b51462012

Table A.19: | eee1609Dot 2Dot 1Cer t Managenment ASN.1 module information

Module name

leee1609Dot2Dot1CertManagement

OID

iso(l) identified-organization(3) ieee(1lll) standards-association-

nunber ed- seri es- st andar ds(2) wave-stds(1609) dot2(2) extension-

st andar ds(255) dot1(1) interfaces(1l) cert-nmanagenent(7) nmjor-version-2(2)
m nor - ver si on- 2( 2)

Link

https://forge.etsi.org/rep/ITS/asnl/ieeel609.2.1/blob/v2.1.1/leeel609Dot2Dotl CertManagement.asn

SHA-256 hash

dfbdf1125296279b958302d2aeea024550e29bd7392a5d0045c996a05b701e4b

Table A.20: | eeel609Dot 2Dot 1EcaEel nt er f ace ASN.1 module information

Module name

leee1609Dot2Dot1EcaEelnterface

OID

iso(1l) identified-organization(3) ieee(1l1ll) standards-association-
nunber ed- seri es- st andards(2) wave-stds(1609) dot2(2) extension-

standar ds(255) dot1(1l) interfaces(1l) eca-ee(9) mmjor-version-2(2) mnor-
ver si on-2(2)

Link

https://forge.etsi.org/rep/ITS/asnl/ieeel1609.2.1/blob/v2.1.1/leeel1609Dot2Dotl EcaEelnterface.asn

SHA-256 hash

11191a438e5f81811bf604212cd972aa9b3a3ff4c1a2994965bae8a2ff22e883
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Table A.21: | eeel609Dot 2Dot 1EeMal nt er f ace ASN.1 module information

Module name

leee1609Dot2Dot1EeMalnterface

OID

iso(l) identified-organization(3) ieee(1lll) standards-association-
nunber ed- seri es- st andar ds(2) wave-stds(1609) dot2(2) extension-

st andar ds(255) dot1(1) interfaces(1l) ee-ma(10) major-version-2(2) mnnor-
version-1(1)

Link

https://forge.etsi.org/rep/ITS/asnl/ieeel609.2.1/blob/v2.1.1/leeel1609Dot2Dot1 EeMalnterface.asn

SHA-256 hash

373349317caaf41e13524e3a016499dad215701eeae9cal4647f92chba2611c6e

Table A.22: | eeel1609Dot 2Dot 1EeRal nt er f ace ASN.1 module information

Module name

leee1609Dot2Dot1EeRalnterface

OID

iso(l) identified-organization(3) ieee(1lll) standards-association-
nunber ed- seri es- st andar ds(2) wave-stds(1609) dot2(2) extension-

st andar ds(255) dot1(1) interfaces(1l) ee-ra(ll) major-version-2(2) minor-
ver si on-2(2)

Link

https://forge.etsi.org/rep/ITS/asnl/ieeel609.2.1/blob/v2.1.1/leeel1609Dot2Dot1 EeRalnterface.asn

SHA-256 hash

15bcc2a47fa66d345b8c33181e86d1569914bcc7d8cc76177637ae3b9ccf23de

Table A.23: | eeel1609Dot 2Dot 1LaMal nt er f ace ASN.1 module information

Module name

leee1609Dot2Dot1LaMalnterface

OID

iso(l) identified-organization(3) ieee(11l1l) standards-association-
nunber ed- seri es- st andar ds(2) wave-stds(1609) dot2(2) extension-

st andards(255) dot1(1l) interfaces(1l) |la-ma(12) major-version-2(2) mnor-
version-1(1)

Link

https://forge.etsi.org/rep/ITS/asnl/ieeel1609.2.1/blob/v2.1.1/leee1609Dot2DotlLaMalnterface.asn

SHA-256 hash

75088795079bal18575bb88506d5058¢c7b7728c13baddb8e5420c33d34618e0l1a

Table A.24: | eeel1609Dot 2Dot 1LaRal nt er f ace ASN.1 module information

Module name

leee1609Dot2Dot1LaRalnterface

OID

iso(l) identified-organization(3) ieee(1lll) standards-association-
nunber ed- seri es- st andar ds(2) wave-stds(1609) dot2(2) extension-

st andar ds(255) dot1(1) interfaces(1l) la-ra(13) major-version-2(2) mnnor-
version-1(1)

Link

https://forge.etsi.org/rep/ITS/asnl/ieeel609.2.1/blob/v2.1.1/leeel609Dot2DotlLaRalnterface.asn

SHA-256 hash

77c5e034¢c151ce5e501eb3333860dd607f3d13fd2780bf42b4ef214c7875d212

Table A.25: | eeel1609Dot 2Dot 1VaRal nt er f ace ASN.1 module information

Module name

leee1609Dot2Dot1MaRalnterface

OID

iso(l) identified-organization(3) ieee(1l1ll) standards-association-
nunber ed- seri es- st andar ds(2) wave-stds(1609) dot2(2) extension-

st andar ds(255) dot1(1l) interfaces(1l) na-ra(14) major-version-2(2) nnor-
version-1(1)

Link

https://forge.etsi.org/rep/ITS/asnl/ieeel609.2.1/blob/v2.1.1/leeel1609Dot2Dot1MaRalnterface.asn

SHA-256 hash

978aac57e55f257d79d7b5e958a60e63f5295b92936f438d186e7b6553b61982

Table A.26: | eeel609Dot 2Dot 1Pr ot ocol ASN.1 module information

Module name

leee1609Dot2Dot1Protocol

OID

iso(l) identified-organization(3) ieee(11l1l) standards-association-
nunber ed- seri es- st andar ds(2) wave-stds(1609) dot2(2) extension-

st andar ds(255) dot1(1) interfaces(1l) protocol (17) major-version-2(2)
ni nor - ver si on- 2(2)

Link

https://forge.etsi.org/rep/ITS/asnl/ieeel609.2.1/blob/v2.1.1/leee1609Dot2DotlProtocol.asn

SHA-256 hash

4f25d206a69b13b47f5cdf061c28686c4c76d37fffha0926de55fd21938eae8a
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Table A.27: Et si Ts103097Ext ensi onVbdul e ASN.1 module information

Module name

EtsiTs103097ExtensionModule

OID

itu-t(0) identified-organization(4) etsi(0) itsDomain(5) wg5(5)
secHeader s(103097) extension(2) najor-version-1(1) mnor-version-1(1)

Link

https://forge.etsi.org/rep/ITS/asnl/sec ts103097/blob/v2.1.1/EtsiTs103097ExtensionModule.asn

SHA-256 hash

a6d68f030f66ff77cac43f2ca4d40245805b09b3b123cf960ebb29ace9817c0a

Table A.28: Et si Ts103097Mbdul e ASN.1 module information

Module name

EtsiTs103097Module

OID

itu-t(0) identified-organization(4) etsi(0) itsDomain(5) wg5(5)
secHeader s(103097) core(1l) nmjor-version-3(3) mnor-version-1(1)

Link

https://forge.etsi.org/rep/ITS/asnl/sec ts103097/blob/v2.1.1/EtsiTs103097Module.asn

SHA-256 hash

ef6d97bd97a8cfb080f25e9652a7b861dd2cd17e2586ed55729d631b5e909308

Table A.29: | eeel609Dot 2 ASN.1 module information

Module name

leee1609Dot2

OID

iso(l) identified-organization(3) ieee(11l1l) standards-association-
nunber ed- seri es- st andar ds(2) wave-stds(1609) dot2(2) base (1) schema (1)
maj or - ver si on-2(2) mnor-version-4(4)

Link

https://forge.etsi.org/rep/ITS/asnl/ieeel609.2/blob/v2.1.1/leeel1609Dot2.asn

SHA-256 hash

607b9b85edb84dcdf2484e8e67d2b49a883d9796f418f2519cd3406a3aebaadl

Table A.30: | eeel1609Dot 2BaseTypes ASN.1 module information

Module name

leeel609Dot2BaseTypes

OID

iso(l) identified-organization(3) ieee(1l1ll) standards-association-
nunber ed- seri es- st andar ds(2) wave-stds(1609) dot2(2) base(l) base-
types(2) mgjor-version-2(2) mnor-version-3(3)

Link

https://forge.etsi.org/rep/ITS/asnl/ieeel1609.2/blob/v2.1.1/leee1609Dot2BaseTypes.asn

SHA-256 hash

c25fea69d027e6bdc3701ddb0044a7f2b9c5d7eb445be4af83486a87203f1d0e
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Annex B (normative):
Service Specific Permissions (SSP) definition

B.1 Overview

Service permissions are indicated by apair of identifiers within a certificate, the ITS-AID and the SSP. The
ITS-Application Identifier ITS-AID) asgivenin ETSI TS 102 965 [19] indicates the overall type of permission(s)
being granted.

The Service Specific Permissions (SSP) is afield that indicates specific sets of permissions within the overall
permissionsindicated by the ITS-AID. The originating ITS-S shall provide SSP information in its certificate for all
generated signed messages.

The SSP information for Security Management messages is constructed in acommon way, containing 1 or more octets
depending of the actual service. For each octet, the Most Significant Bit (MSB) shall be the leftmost bit. The
transmission order shall always be the MSB first.

Thefirst octet shall control the SSP version and be interpreted in the following way:

0: No version, length 1 octet; the value shall only be used for testing purposes.
1 First version, SSP contains information as defined in the present document.
210 255: Reserved for future usage.

B.2 CTL SSP definition

The interpretation of the CTL SSP octet scheme is defined as depicted in Figure B.1.

0 1
01 2 3 45 6 7 0123456 7
| Octet 0 | Octet 1 |

Figure B.1: The CTL SSP schema
The SSP for the CTL service shal be of 2 octets length, corresponding to the scheme defined in Table B.1.

Table B.1: Octet Scheme for CTL SSP

Octet # Description
0 SSP version control
1 Service-specific parameters

The service specific parameter bits shall be as defined in Table B.2.

Table B.2: CTL service-specific permissions

Bit position Permission Bit Value
0 (80h) The certificate can be used to sign CTL containing |0: certificate not allowed to sign
the TLM entries 1: certificate allowed to sign
1 (40h) The certificate can be used to sign CTL containing |0: certificate not allowed to sign
the Root CA entries 1: certificate allowed to sign
2 (20h) The certificate can be used to sign CTL containing |0: certificate not allowed to sign
1
0
1
0
1

the EA entries : certificate allowed to sign

3 (10h) The certificate can be used to sign CTL containing |0: certificate not allowed to sign
the AA entries . certificate allowed to sign
4 (08h) The certificate can be used to sign CTL containing |0: certificate not allowed to sign

the DC entries
5to7 unused

: certificate allowed to sign
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According to clauses 6.3.1 and 6.3.2 of the present document, only combinations of SSP defined in the Table B.3 shall
be allowed.

Table B.3: Allowed combinations of CTL SSP

CTL type Allowed CTL entries Value

TLM CTL (ECTL) | e  TLM certificate entries; C8h
. Root CA entries;
. DC entry (for CPOC access point).

RootCA CTL . EA entries; 38h
. AA entries;
[ ]

DC access point entries.

B.3 CRL SSP definition

The interpretation of the CRL SSP octet scheme is defined as depicted in Figure B.2.

0
0 1 2 3 45 6 7
| Octet 0 |

Figure B.2: The CRL SSP schema

The SSP for the CTL service shal be of 1 octet length, containing the SSP version control only.

B.4  Certificate request messages SSP definition

The interpretation of the Certificate Request SSP octet scheme is defined as depicted in Figure B.3.

0 1
01 2 3 45 6 7 012 3456 7
| Octet 0 | Octet 1 |

Figure B.3: The Security Management SSP schema

The SSP for the Security Management service shall be of 2 octets length, corresponding to the scheme defined in
Table B.4.

Table B.4: Octet Scheme for Security Management SSP

Octet # Description
0 SSP version control
1 Service-specific parameters

The service specific parameter shall be as defined in Table B.5.
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Table B.5: Security Management service-specific permissions

Bit position Permission Bit Value

0 (80h) The certificate can be used to sign the Enrolment  |0: certificate not allowed to sign
Request messages 1: certificate allowed to sign

1 (40h) The certificate can be used to sign the 0: certificate not allowed to sign
Authorization Request messages 1: certificate allowed to sign

2 (20h) The certificate can be used to sign the 0: certificate not allowed to sign
AuthorizationValidation Request messages 1: certificate allowed to sign

3 (10h) The certificate can be used to sign the 0: certificate not allowed to sign
Authorization Response messages 1: certificate allowed to sign

4 (08h) The certificate can be used to sign the 0: certificate not allowed to sign
Authorization Validation Response messages 1: certificate allowed to sign

5 (04h) The certificate can be used to sign the Enrolment  |0: certificate not allowed to sign
Response messages 1: certificate allowed to sign

6 (02h) The certificate can be used to sign the CA 0: certificate not allowed to sign
Certificate Request messages 1: certificate allowed to sign

7 (01h) Unused

B.5 Security Management certificate permissions

The overall allowance of certificate permissions for Security Management purpose is defined in Table B.6.

Table B.6: SM_PDU certificate permissions

CTL SSP Secured Certificate Request SSP
Auth Auth CA
EInTtlst Certificate| TLM |RoOtCA| EA AA DC |cRL Enr Req Auth valid Auth valid | Enr Cert
y entry entry entry entry entry (bit 0) Req Req R(_asp Resp R(_asp Req
(bit0) | (bit1) | (bit2) | (bit3) |(bit4) (bit 1) (bit 2) (bit 3) (bit 4) (bit 5) (bit 6)
TLM TLM A A - - A - - - - - - - -
RootCA Root - - A A A A I | | I | I |
EA EA - - - - - - | I - - A A A
AA AA - - - - - - - - A A - - A
EC - - - - - - A A - - - - -
ITS-S AT . . ; ; . . . ; a ; . ; .

A  Certificate may contain correspondent application permission.
| Certificate may contain correspondent certificate issuing permission.
- Certificate shall not contain correspondent permission.

All issuing permissions, described in Table B.6, shall beincluded inthecert | ssuePer ni ssi ons field of the
certificate with EndEntity Type containing ‘app’, permitting to include these permissionsinto theappPer m ssi ons
field of subordinated certificates.
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Annex C (informative):
Communication profiles for security credential provisioning
services (EC request, AT request)

C.0 General

All the messages exchanged are sent as HTTP POST requests. HTTP/1.1 is used.

Parameters for the POST requests and responses are described in the tables below containing the corresponding
messages descriptions.

NOTE: Additional authorization information, such as OAuth access tokens, may be added to requests that are
signed with a X.509 enrolment credential if the certificate does not contain authorization information.
When ETSI certificates are used, authorization is performed based on the certificate request message SSP
in the ETSI certificate defined in clause B.4.

Table C.1: Enrolment Credential Request

POST http://<ea_access point>

Inputs:

« Content-type: application/x-its-request

« Content: binary encoded EnrolmentRequestM essage object
Outputs:

.« Content-type: application/x-its-response

 Content: binary encoded EnrolmentResponseM essage object

Table C.2: Request Authorization Ticket (AT)

POST http://<aa access point>

Inputs:

 Content-type: application/x-its-request

« Content: binary encoded AuthorizationRequestM essage object
Outputs:

« Content-type: application/x-its-response

« Content: binary encoded AuthorizationResponseM essage object
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Table C.3: Request Authorization Ticket (AT) with PoP

| POST http://<aa_access point>

Inputs:

 Content-type: application/x-its-request

« Content: binary encoded A uthorizationRequestM essageWithPop object
Outputs:

« Content-type: application/x-its-response

 Content: binary encoded AuthorizationResponseM essage object

Table C.4: Validate Authorization Ticket (AT) request

POST http://<ea_access point>

Inputs:

 Content-type: application/x-its-request

« Content: binary encoded AuthorizationV ali dationRequestM essage object
Outputs:

» Content-type: application/x-its-response

« Content: binary encoded AuthorizationV ali dationResponseM essage object

C.1  Communication profiles description

This annex follows the CVRIA approach ([i.14]) for the specification of the layered sets of communications protocols
that are required to support communications between the ITS-S and other I TS stations and PK1 authorities.

Figure C.1, Figure C.2, Figure C.3 and Figure C.4 specify the communication protocols of the requesting ITS-S for
different communication media (cellular networks or ITS G5 access network).

Figure C.1 specifies the communication protocols that should be used between the ITS-S and the PKI authoritieswhen a
cellular network connection is used. It shows the mapping to ITS-S Communication layers such as specified in ETSI
EN 302 665 [2]. This figure specifies the reference points S, and Szin the model of Figure 10.
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Requesting ITS-S

ITS-S Certificate Reloading
application

Enrolment Credential / Authorization Ticket

‘Security Management Request
ASN.1 OER
§ Facilities HTTP
TCP
IPvé

Cellular (2G/3GILTE)

Figure C.1: Communication protocols between Requesting ITS-S and
PKI authorities using cellular networks
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Figure C.2, Figure C.3 and Figure C.4 depict the possible communication stacks of the requesting ITS-S when
communication is based on ITS G5 media. These figures specify aternative communication profiles availableon ITS
G5 and the required security services that should be applied for message authentication. These figures specify the

reference points S; between the requesting ITS-S and the Relaying ITS-S or the ITS-S Roadside Gateway shown in
Figure 11.

Figure C.2: Communication protocols of the Requesting ITS-S Vehicle and
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Requesting ITS-S

Enrolment
Credential /
Authorization
Ticket Request

ASN.1 OER
HTTP

Security

Management

Networking & Transport

TCP

IPv6

GN6ASL

GeoNetworkin

9
GUC or GBC

Access

ITS G5
(IEEE 802.11p)

Security
ETSI TS 103 097
Generic profile

ITS G5A/GSB

ITS-S Roadside Gateway using Ipv6 over GeoNetworking

NOTE 1: With respect to Figure C.2, the protocol layersinclude GN6ASL as specified in ETS
EN 302 636-6-1 [16] and the Ipv6 (and mobility extensions as defined in [i.15]).

NOTE 2: Security management services may use any service channel (SCH) availablein the ITS G5A, except the
CCH channel reserved for safety messages or other supplementary I TS channels when available (G5B,

G5D).
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ng ITS-S

Enrolment
Credential /
Facilities Authorization
IS Ticket Request
= 2
- 2 ASN.1 OER | _Security
& 2 ETSI TS 103
= 097
BTP Generic
Transport GeoNetworking
GUC or GBC
ITS G5
Acsas (IEEE 802.11p)
ITS G5A/G5B

Figure C.3: Communication protocols between Requesting ITS-S Vehicle and

ITS-S Roadside Gateway using GN/BTP protocol
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Requesting ITS-S

Enrolment
Credential /
Authorization
7 EFl | Ticket Request
Q >
5 5 ASNAOER |
g 3 HTTP ecurity
s ? ETSI TS 103
= 097
Generic
Nt_artworkin?t & TCP rofile
ranspol —_—
ITS G5
Access (IEEE 802.11p)
ITS G5A/G5B

Figure C.4: Communication protocols of the Requesting ITS-S Vehicle and

ITS-S Roadside Gateway using Ipv6 over G5

Figure C.5 specifies the communication path and the communication protocols used between the requesting ITS-S and
the PK1 when V21 communication is based on I pv6 over GeoNetworking, for sending a service request to the CCMS,

for instance requesting a EC (or AT) certificate to the EA (or

AA).
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C-ITS Security
Management System
(EA or AA)

Enrolment Credential /
Authorization Ticket

Request Request
ASN.1 OER ASN.1 OER
HTTP HTTP
TCP TCP

IPv6 IPv6
GNBASL GNBASL IPvé IP link to IPv6
GeoNetworking GeoNetworking EAorAA
GUC or GBC GUC or GBC
ITS G5 ITS G5 Data Link layer
(IEEE 802.11p) (IEEE 802.11p) P EEEES

ITS G5

ITS G5

Physical Layer

Figure C.5: Communication path between requesting ITS-S and PKI authorities
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Annex D (normative):
Communication profiles for CTL and CRL

D.1  CTL request and response protocol

In order to obtain the CTL from a Distribution Centre, an ITS-S may contact the DC usingan HTTP GET as specified
in Table D.1 using the Certificate Identifier of its Root CA (HashedID8) or the Certificate Identifier of atrusted Root
CA included in the ECTL.

Table D.1: Get CTL

GET http://dc_access _point/getctl/Hashedl d8/ctl Sequence
The abs_path part of the HTTP request is built by taking the DC access point (from the CTL or from an ad-hoc

configuration), appending "/getctl/" and the uppercase hexadecimal representation of Hashedl d8, then appending
the /ctlSequence if necessary.

Where the last part /ctl Sequence may be missing.

If /ctlSequence is specified, the DC shall provide the deltaCTL of sequence ctl Sequence issued by the entity
identified by Hashed| d8.

If /ctiSequenceis ABSENT, the DC shall provide the latest full CTL issued by the entity identified by Hashedld8.
Inputs:

. No inputs
Outputs:

. Content-type: application/x-its-ctl

. Content: binary encoded CTL object issued by the entity identified by Hashedld8

The format of CTL isdescribed in clause A.2.7.

D.2 CRL request and response protocol

In order to obtain the CRL from a Distribution Centre, an ITS-S may contact the DC using an HTTP GET as specified
in Table D.2 using the Certificate Identifier of its Root CA (HashedID8) or the Certificate Identifier of atrusted Root
CA included in the ECTL.
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Table D.2: Get CRL

GET http://dc_access_point/getcrl/Hashedl d8
The abs _path part of the HTTP request is built by taking the DC access point (from the CTL or from an ad-hoc
configuration), appending "/getcrl/", and the uppercase hexadecimal representation of Hashedld8.
Inputs:
. No inputs
Outputs:
. Content-type: application/x-its-crl

. Content: binary encoded CRL object issued by the entity identified byHashedl d8

The format of CRL is described in clause A.2.7.

D.3 Broadcast communication of CTL/CRL

This clause specifies the communication profile which may be used for transmitting the trust information list such asthe
CRL or CTL on ITSGS5.

To provide a CTL/ CRL broadcasting service over G5, the RSU shall provide a proxy application which periodically
transmits updated trust list information issued by the Distribution Centre. The Trust List message shall be sent in
one-hop (SHB packets) using the GeoNetworking protocol specified in ETSI EN 302 636-4-1 [18].

The size of CRL/CTL messages to be transmitted should be small, using the CRL/ DeltaCTL format structures as
specified in clause A.2.3. No data segmentation/reassembling is provided in the lower or upper protocol layers depicted
in Figure D.1.
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CRL/ DeltaCTL
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2 ETSI TS 103
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Figure D.1: Communication protocols for CRL/CTL transmission using GN/BTP protocol over G5

ETSI



79 ETSI TS 102 941 V2.1.1 (2021-10)

Annex E (informative):
Encryption of a message from a sender to a receiver

This annex describes cryptographic operations to be implemented to encrypt a message using mechanisms compliant
with the present document. Message encryption is used for example to encrypt EC requests or AT requests.

The message is encrypted with a freshly generated symmetric key (AES-CCM key). Then, this symmetric key is
encrypted with the public key of the receiver (using ECIES) and transmitted al ongside the encrypted message.

Detailed description
Parameters
. Key Derivation Function (KDF). Here: KDF(S) = SHA256(S || counter).

. Symmetric encryption algorithm for ECIES. Here aXOR function is used (E(m, k) =m @ k , E'(c, k) =c @
k). This should not be confused with AES-CCM which is used for message encryption.

. M essage Authentication Code (MAC). Here: MAC (m, km) = HMAC (m, km).

. Elliptic curve parameters (p: curve prime, G: base point, g: base point order, O point at infinity).

. ||I: concatenation.
Encryption
Input
m; M essage of the sender.
Kr: Encryption public key of the receiver.
Output
C. Encryption of the message m with AES-CCM concatenated with CCM authentication tag.
V: ECIES ephemeral public key.
c encryption of the AES-CCM key used to encrypt m.
t: ECIES authentication tag.
Algorithm

1) The sender encrypts the message with AES-CCM:
a)  Sender generates arandom AES key A (16 octets).
b)  Sender chooses arandom nonce n, 12 octets.

¢)  Sender encrypts the message m with AES-CCM mode using the key A and the nonce n. The output is the
value C that consists of the encrypted message followed by the encrypted authentication value.

2) The sender encryptsthe key A with ECIES:

a)  Sender generates an ephemeral private key rin[ 1, g-1], and the associated public key V=r.G, 33 octets
if compressed.

b)  Sender derives ashared secret S from receiver encryption public key Kr:
S = Px, where Px is the x-coordinate of the point P = r.Kr = (Px, Py). (verify that P!= O, if not, back to
previous step).

C)  Sender then derives a set of keys ke and km with derivation algorithm: (ke || km)=KDF(S), keis
16 octets long, km is 32 octets long.
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Sender encrypts the AES key: c=E(A, ke), cis 16 octets long.

Sender produces a tag on the encrypted message: t=MAC(c, km), t is 16 octetslong.

Sender transmits to the receiver a message containing:

The identifier for the recipient's certificate (cert_id), 8 octets.

The encrypted message C.

The encryption parameters (algorithm identifier aes 128 ccm, nonce n), 13 octets.
The ephemeral public key (V).

The encrypted key (c) with the associated tag (t).

Private key of the receiver.

Nonce used for AES-CCM.

Output of the AES-CCM encryption: encrypted message || CCM tag.
ECIES ephemeral public key.

encryption of the AES-CCM key used to encrypt m.

ECIES authentication tag.

Message of the sender or failed if any of the checksfails.

ECIES decryption to get the AES-CCM key A:

Receiver derives a shared secret S=Px, with (Px, Py)=kr.V or outputsfailed if sV = O.
Receiver derivesthe keys (ke || km)=KDF(S).
Receiver checks that the tag t=MAC(c, km), if not, receiver outputs failed.

Receiver decryptsthe key A = E'(c, ke) =c @ ke.

AES-CCM decryption and verification of the message:

Receiver decrypts the encrypted message part of C using AES-CCM with the key A.

Receiver checks the validity of the authentication tag computed on the plaintext, if it is not valid, receiver
outputs failed.

It isimportant that the nonce of CCM should be carefully chosen to never be used more than once for a
given key.

To avoid timing attacks, the output of decryption should be given after performing all the computations
even if it outputs failed.
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Annex G (informative):
Change request history

Date Version Information about changes
June 2012 1.1.1 First version of the TS
April 2018 121 Revised to add new roles in Security architecture and align to ETSI TS 103 097 ASN.1

format

Revised to add corrections and clarifications provided for the ETSI ITS CMS6 — Security
Plugtests™

January 2019 1.2.2

The following CRs have been incorporated in the present document.

CR Date Class | Version File Short description Status

201 |30-6-20 A V1.3.1 ITSWG5(20)000053r2 |Enables an ITS-S to support TLS [WGS5 approved
V1.2 or TLS 1.3 to establish a
unicast security association
between the 2 peer entities when
they use an IP communication
link

202 |30-6-20 B V13.1 ITSWG5(20)000073 Adding butterfly key option for AT |WG5 approved
provisioning

203 |30-6-20 B V1.3.1 ITSWG5(20)000074r1  |Adding indirect initial enrolment  [WGS5 approved

204 |30-6-20 C V13.1 ITSWG5(20)000067 Not limiting of security permission |WG5 approved
to EndEntityType 'app'

205 |13-10-20 (B V1.3.1 ITSWG5(20)000124 Adding X.509 Enrolment WGS5 approved
Credentials

NOTE: Changes to the ASN.1 annex from the CRs above all have to be merged in Forge.

206 |17-11-20 |C V1.3.1 ITSWG5(20)000146 Clarification of authorization WGS5 approved
requirement for Butterfly AT
Download
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