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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web
server (http://webapp.etsi.org/| PR/home.asp).

Pursuant to the ETSI IPR Palicy, no investigation, including IPR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other I|PRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by Joint Technical Committee (JTC) Broadcast of the European
Broadcasting Union (EBU), Comité Européen de Normalisation EL ECtrotechnique (CENELEC) and the European
Telecommunications Standards Institute (ETSI).

NOTE: The EBU/ETSI JTC Broadcast was established in 1990 to co-ordinate the drafting of standardsin the
specific field of broadcasting and related fields. Since 1995 the JTC Broadcast became atripartite body
by including in the Memorandum of Understanding also CENELEC, which isresponsible for the
standardization of radio and television receivers. The EBU is a professional association of broadcasting
organizations whose work includes the co-ordination of its members' activities in the technical, legd,
programme-making and programme-exchange domains. The EBU has active members in about
60 countries in the European broadcasting area; its headquartersisin Geneva.

European Broadcasting Union

CH-1218 GRAND SACONNEX (Geneva)
Switzerland

Tel: +41227172111

Fax: +4122717 2481

Founded in September 1993, the DVB Project is a market-led consortium of public and private sector organizationsin
thetelevision industry. Its aim is to establish the framework for the introduction of MPEG-2 based digital television
services. Now comprising over 200 organizations from more than 25 countries around the world, DV B fosters market-
led systems, which meet the real needs, and economic circumstances, of the consumer electronics and the broadcast
industry.

The present document is part 2 of a multi-part deliverable. Full details of the entire series can be found in part 1 [3].

Introduction

CPCM isasystem for Content Protection and Copy Management of commercial digital content delivered to consumer
products. CPCM manages content usage from acquisition into the CPCM system until final consumption, or export
from the CPCM system, in accordance with the particular usage rules of that content. Possible sources for commercial
digital content include broadcast (e.g. cable, satellite, and terrestrial), Internet-based services, packaged media, and
mobile services, among others. CPCM isintended for usein protecting al types of content - audio, video and associated
applications and data. CPCM specifications facilitate interoperability of such content after acquisition into CPCM by
networked consumer devices for both home networking and remote access.

Thisfirst phase of the specification addresses CPCM for digital Content encoded and transported by linear transport
systemsin accordance with TS 101 154 [i.1]. A later second phase will address CPCM for Content encoded and
transported by systems that are based upon Internet Protocols in accordance with TS 102 005 [i.2].

ETSI
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1 Scope

The present document specifies the Reference Model (Ref Mod) for the Digital Video Broadcasting (DVB) Content
Protection and Copy Management (CPCM) system.

2 References

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific.

. For a specific reference, subsequent revisions do not apply.

. Non-specific reference may be made only to a complete document or a part thereof and only in the following
cases.

- if it is accepted that it will be possible to use al future changes of the referenced document for the
purposes of the referring document;

- for informative references.

Referenced documents which are not found to be publicly available in the expected location might be found at
http://docbox.etsi.org/Reference.

For online referenced documents, information sufficient to identify and locate the source shall be provided. Preferably,
the primary source of the referenced document should be cited, in order to ensure traceability. Furthermore, the
reference should, as far as possible, remain valid for the expected life of the document. The reference shall include the
method of access to the referenced document and the full network address, with the same punctuation and use of upper
case and lower case |etters.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication ETSI cannot guarantee
their long term validity.

2.1 Normative references

The following referenced documents are indispensabl e for the application of the present document. For dated
references, only the edition cited applies. For non-specific references, the latest edition of the referenced document
(including any amendments) applies.

Not applicable.

2.2 Informative references

The following referenced documents are not essential to the use of the present document but they assist the user with
regard to a particular subject area. For non-specific references, the latest version of the referenced document (including
any amendments) applies.

[i.1] ETSI TS 101 154: "Digital Video Broadcasting (DVB); Specification for the use of Video and
Audio Coding in Broadcasting Applications based on the MPEG-2 Transport Stream”.

[i.2] ETSI TS 102 005: "Digital Video Broadcasting (DV B); Specification for the use of Video and
Audio Coding in DVB services delivered directly over |P protocols'.

[i.3] ETSI TS 102 825-1: "Digital Video Broadcasting (DVB); Content Protection and Copy
Management (DVB-CPCM) Part 1. CPCM Abbreviations, Definitionsand Terms'.

[i.4] ETSI TS 102 825-4: "Digital Video Broadcasting (DVB); Content Protection and Copy
Management (DVB-CPCM) Part 4: CPCM System Specification".
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[i.5] ETSI TS 102 825-3: "Digital Video Broadcasting (DVB); Content Protection and Copy
Management (DVB-CPCM) Part 3: CPCM Usage State Information”.

[i.6] ETSI TS 102 825-5: "Digital Video Broadcasting (DVB); Content Protection and Copy
Management (DVB-CPCM) Part 5: CPCM Security Toolbox".

[i.7] ETSI TS 102 825-7: "Digital Video Broadcasting (DVB); Content Protection and Copy
Management (DVB-CPCM) Part 7: CPCM Authorized Domain Management".

[i.8] ETSI TR 102 825-8: "Digita Video Broadcasting (DVB); Content Protection and Copy
Management (DVB-CPCM) Part 8: CPCM Authorized Domain Management scenarios'.

[1.9] ETSI TS 102 825-9: "Digital Video Broadcasting (DV B); Content Protection and Copy
Management (DVB-CPCM) Part 9: CPCM System Adaptation Layers".

3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions givenin TS 102 825-1 [i.3] apply.

3.2 Abbreviations

For the purposes of the present document, the abbreviations given in TS 102 825-1 [i.3] apply.

4 Introduction

The CPCM Reference Model provides atechnical and architectural framework for the DVB Content Protection and
Copy Management (CPCM) System.

The Reference Model is described on the basis of the CPCM Abbreviations, Definitions and Terms defined in
TS 102 825-1 [i.3]. It provides a technology-agnostic basis for the CPCM System.

The CPCM System provides an interoperability platform for the protection and management of "commercia" content,
i.e. not user-created content, in the consumer environment. The typical field of application of the CPCM Systemis
shown in Figure 1.

ETSI
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Local
Delivery
Sebvery Mobile
Delivery: Motile
Broadcast
e I
Eroadband, ; |
On-demand Liendield qu”e
Portable Devices Delivery
Packaged
Media

S’
Main Home

In-Car Devices o

Scope of CPCh & MNetwork

Figure 1. Scope of CPCM

The consumer environment contains many different kinds of devices that allow the user to enjoy content in different
situations, for example stationary devices in the home, the same at any secondary residence, mobile devicesin the car,
or handheld portable devices. Content can be delivered to the consumer by various means, for example, via broadcast
(cable, satellite or terrestrial), the Internet, from packaged media, or mobile delivery, as shown in Figure 1. CPCM
intends to provide a protection and management environment that is relevant for all delivery channels, for all content
usage scenarios and business model s that are familiar to the user, and for those to come, on whatever types of device are
deployed to let users access content.

It isimpossible to document the CPCM Reference Model sufficiently in a single diagram, thus the CPCM Reference
Model consists of several aspects, or views, which taken together deliver the full picture.

Clause 5 gives a high-level introduction to each of the various aspects that together define the CPCM System.
Subsequent clauses then expand on each of these aspects to give the complete CPCM Reference Model.

5 CPCM System

This clause gives an overview of the various elements of the CPCM System.

Figure 2 shows the basic conceptual model of the CPCM System.
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Input CPCM Rights
Content Content /
Exported
CPCM System Content

Figure 2. CPCM System Conceptual Diagram

It isintended that the CPCM System will be implemented for different methods of Input Content delivery to the
consumer including free-to-air television, pay television and purchased media, on consumer equipment provided by
many manufacturers, deploying various technologies to exchange and store content.

The basic CPCM content management model is that Input Content enters the CPCM System to become CPCM Content.
CPCM Content is managed and protected within the CPCM System. CPCM Content leaves the CPCM System when it
is Consumed by the user, or when Exported to another system.

CPCM Functional Entities.

The Reference Model defines the set of five abstract content management functions - Acquisition, Storage, Processing,
Consumption, and Export - which cover al relevant content usage scenariosin the consumer environment. These
functions map to the five CPCM Functional Entities - Acquisition Point, Storage Entity, Processing Entity,
Consumption Point, and Export Point. Figure 3 shows the view of the CPCM System in terms of the set of abstract
Functional Entities.
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Thus Input Content that enters the CPCM System does so by being Acquired at an Acquisition Point, by a CPCM
Device that implements that Acquisition Point, to become CPCM content. CPCM Content can be Stored or Processed
by the corresponding Functional Entities (Storage Entity, Processing Entity), implemented on a CPCM Device. CPCM
Content leaves the CPCM System when it is Consumed, at a Consumption Point, or Exported, at an Export Point.
Again, these Functional Entities can be implemented inside any CPCM Device.

Input Content |

CPCM System Usage Rights

Acquisition
Point

CPCH
Authorised
¥ Usage

Processing
Entity

Storage -
Entity

Consumption
Point

X ¥ Exported
Consumed Exported [ Y3a0€ Rights
Content Content

Figure 3: CPCM Functional Entities

The CPCM Functional Entities and basic CPCM Content types are described further in clause 6.
CPCM Device

A CPCM Deviceis any device that implements CPCM functionality in a compliant manner. As shown in Figure 2, the
CPCM System can be considered as the complete set of all CPCM Devices.

The Reference Model makes no assumptions about the actual content handling functionality implemented within a
CPCM Device. A CPCM Device can implement any combination of any of the abstract Functional Entities. Conversely,
the content handling functionality of any relevant known device can always be mapped to a particular combination or
sequence of any of the five CPCM abstract Functional Entities. The basic logical model of the CPCM Device and its
generic content handling is shown in Figure 4.

The content handling implementations of the abstract Functional Entities are embedded in the CPCM Instance inside
the CPCM Device. A CPCM Device can implement any other non-CPCM functionality, but this part of the device has
no accessto CPCM Content.

Aswell as the content handling functionality that implements whichever Functional Entities the CPCM Device
includes, the CPCM Instance must include the CPCM Security Control functionality. This enables the CPCM Device to
interoperate with other CPCM Devices to perform compliant exchange of CPCM Content and other CPCM
functionality.

A CPCM Device can aso implement any of the compliant methods to Acquire Input Content from Trusted Sources,
Consume CPCM Content at the Device itself or viaa compliant Consumption Output, or Export CPCM Content in a
compliant manner. Each of these blocks of functionality is naturally securein itself, but also the whole set of secure
functionality, including the CPCM Instance, must be secure as a whole and would have to comply with the most
stringent of compliance and/or robustness rules specified by the secure elements implemented in that CPCM Device.

CPCM Content that is exchanged directly between CPCM Instancesin different CPCM Devicesisinherently protected
by the CPCM System.
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A CPCM Device can aso implement additional functionality in a CPCM Extension. CPCM Extensions are explained
further towards the end of this clause.
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Figure 4: CPCM Device Basic Model

The CPCM Device and CPCM Instance are further elaborated in clause 7.
CPCM Authorized Domain
As shown in Figure 2, CPCM Devices can be logically grouped into Authorized Domains.

Looking back to Figure 1 shown in the Introduction, if al those devices belong to one household, then they would
constitute that household's Authorized Domain (AD). Thus the Authorized Domain provides a destination for content
that maps to the bounds of a single household.

In general termsthe AD can be seen as the logical grouping of all the CPCM Devices belonging to one household, be
those devices located in the main domicile, devices located at another domicile (e.g. holiday home), portable handheld
devices that are only intermittently connected with the aforementioned stationary devices, or devices fitted in the
vehicles(s) belonging to that household.

The AD isintended to be an autonomous logical group of devices, not requiring any external administration. However,
there may be cases where the AD islinked to a particular service provider, who may offer to administer the AD as part
of their service provision to the consumer.

Some CPCM Content provision models do not require the binding of content to an AD. As already indicated in

Figure 2, it is not mandatory that a CPCM Device be AD aware. CPCM Devices that are not equipped with AD
membership functionality either will not have access to content that is, or is to be, bound to an AD; or they may be able
to perform their designed functions without contravening AD related Usage Rules, for example by handling such
CPCM Content asif the AD consisted of only that single CPCM Device.

The CPCM Authorized Domain and its Management are elaborated in clause 8.
CPCM Content Usage Rules

The Authorized Usage for any item of CPCM Content is the set of usage assertions expressed in the CPCM Usage
Rules tied to the content. The CPCM Usage Rules may be set by the content or service provider, or may be mapped
from the form of delivery (e.g. free-to-air broadcast). The extent to which Storage, Consumption and Export operations
might be able to be performed may be subject to the content's Authorized Usage.
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CPCM defines a common set of Usage Rules that are available for any content provider to select from and accordingly
derive the desired Authorized Usage for the content within the CPCM System. The set of CPCM Usage Rulesis
intended to be flexible enough to cover all applicable content protection and management models, but is also concise
enough to maintain clear and relatively simple content usage models for the consumer.

The Authorized Usage of a Content Item is coded as CPCM Content metadata called Usage State Information (US!).
CPCM Content is managed and protected according to the USI applied to each Content Item. Apart from the compliant
USI state transitions that are carried out implicitly by the CPCM System, entities holding legitimate authorization over
content within the CPCM System can perform other changes to a Content Item's USI state after Acquisition in the
CPCM System.

The CPCM Usage Rules are detailed in clause 9.
CPCM Content

"Content" is generally audio-visual content plus optional accompanying data, such as subtitles, images/graphics,
animations, web pages, text, games, software (both source code and object code), scripts or any other information which
isintended to be delivered to and consumed by a user.

CPCM Content is Content that is protected and managed by, and in conformance with, the CPCM System.

A Content Item is a discrete instance of Content of finite duration. Each CPCM Content Item is accompanied by a
Content Licence carrying the associated US| together with further CPCM metadata. The CPCM System can handle the
Content Licence and the Content Item itself in different ways depending on the target functionality and/or usage rules
enforcement required by the USI.

This aspect and CPCM Content in general is elaborated further in clause 10.

Clause 11 discusses the issues of CPCM Content management around each of the Functional Entities and their possible
implementations.

CPCM Extensions

The aspects of CPCM described so far define the baseline CPCM System. The baseline provides CPCM functionality
that is common to al content provision and usage models, and a basis for all foreseen business models. There may,
however, be particular environments or content provision and usage models where Extensions to the CPCM baseline are
needed.

Clause 12 deals explicitly with CPCM Extensions.
CPCM asan I nteroperability Platform

Clause 13 charts out the aspects of the CPCM System that together could potentially enable its use as an interoperability
platform for the protection and management of commercial content in the consumer environment.

6 CPCM Functional Entities and Content Types

The five content management operations (Acquisition, Storage, Processing, Consumption and Export) constitute the set
of abstract CPCM Functional Entities.

This set of Functional Entities is sufficient to describe any foreseen audio-visual content handling processin the
consumer environment. Figure 5 elaborates the Functional Entities and basic content types with their nominal shorthand
notation in relation to the CPCM System, and shows the possible content flows into and out of the CPCM System and
between the Functional Entities within the CPCM System.
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Figure 5. Abstract Model - CPCM Functional Entities and Content Types with Nominal Notation

Input Content is delivered from a Trusted Source and enters the CPCM System via an Acquisition Point (AP),
performing the CPCM Function of Acquisition, to become CPCM Content.

The Storage Entity (SE) performsthe CPCM Function of Storage, to store static instances, or Copies, of CPCM
Content.

The Processing Entity (PE) performsthe CPCM Function of Processing, which isany kind of alowed transformation
(defined by C&R regime, for example) performed upon CPCM Content.

The Consumption Point performs the CPCM Function of Consumption. CPCM Content becomes transformed into a
tangible content rendition, e.g. sound and light, at the Consumption Point, to become Consumed Content.

The Export Point performs the CPCM Function of Export. CPCM Content leaves the CPCM System via the Export
Point, to become Exported Content. Exported Content is no longer explicitly protected and managed by the CPCM
System.

Thus the abstract "Points" (Acquisition, Consumption and Export) are Functional Entities that have an abstract interface
into or out of the CPCM System. The abstract "Entities' (Storage and Processing) are inside the CPCM System.

For the purposes of Content Management within the CPCM System, CPCM Content (given the shorthand notation
"C.0") is sub-divided into four Content sub-Types. These are depicted in Figure 6, which also introduces the respective
derivations of the "C.0" shorthand notation.
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Figure 6: Abstract Model - Intra-CPCM Content types with Nominal Notation

Acquired Content (C.0.1) is CPCM Content emanating from the Acquisition Point, after Acquisition in the CPCM
System.

Stored Content (C.0.2) isa static instance, or Copy, of CPCM Content held inside a Storage Entity.
Retrieved Content (C.0.3) is CPCM Content emanating or being pulled from a Storage Entity.

Processed Content (C.0.4) is CPCM Content emanating from a Processing Entity.

7 CPCM Device

7.1 General

A CPCM Deviceisadevice that implements any CPCM functionality in a compliant manner. The implementation of
CPCM functionality is referred to as a CPCM Instance. The CPCM functionality described so far in clause 6 covers
only one part of what is required to implement CPCM, namely the Content Handling part. This clause describes the
complete CPCM Instance in terms of a more specific functional model, including intra-CPCM functional interfaces,
inter CPCM -Instance interfaces, and how the CPCM Instance relates to any non-CPCM functionality hosted by the
CPCM Device.

Once the concepts of CPCM Device and CPCM Instance are established, this clause also deals with the more real-world
aspects of how CPCM Devices exchange Content, using Device Interfaces and Storage Media.

Figure 7 showsthe Logical Model of the CPCM Device, and the various logical interfaces and information flows
involved. This diagram omits any non-CPCM secure Content handling for Acquisition, Consumption and Export.
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Figure 7: Logical Model - CPCM Device

A CPCM Deviceis adevice that hosts one or more CPCM |nstances.

A CPCM Device can aso contain some other non-CPCM compliant function in addition to its CPCM functionality.
CPCM Content handling is performed only by the CPCM Instance inside the device. The non-CPCM part of the device
has no accessto CPCM Content.

The CPCM Device can aso host non-CPCM secure functionality, for the secure Acquisition of Content from other
protection systems, or the secure Export (or possibly Consumption) of CPCM Content.

7.2 Logical Interfaces

7.2.1 User Interface

Naturally the CPCM Device's actual user interface and method of user interaction are outside the scope of the CPCM
Reference Model. However, the following information must be able to be conveyed to the user:

. Information about the CPCM Authorized Usage of CPCM Content Items that the user that the user attemptsto
access, or are available to the user.

. Explanation of the CPCM Authorized Usage that prevents a user from performing an action.

. Information when access to CPCM Content is denied due to CPCM revocation of the Device's access to that
content.
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7.2.2 Device Interaction

The Device Interaction interface is realized through the connection between two or more devices. Typically thisisa
home networking protocol although it can be any bidirectional signalling mechanism.

Although thislogical interface is outside the scope of CPCM, it does map very specifically to CPCM functions. If any
CPCM Interaction takes place as a result of Device Interaction then thisideally happens completely transparently for
the Device Interaction interface.

Device Interaction contains the following content services:
. Content discovery.
. Content selection.
e  Content usage control and status (playback, trick-play, recording, etc.).

Device Interaction may carry information about the Content's Authorized Usage in a purely informative manner, but the
definitive Authorized Usage associated with the CPCM Content will be contained in the Content Licence, described in
clause 10.2.

7.2.3 CPCM Interaction

Thisinterface is not standardized within the CPCM specifications. It may be implemented in a proprietary manner
inside a CPCM Deuvice, or it might be made accessible as a published interface by the supplier of an implementation of
aparticular CPCM Instance.

At least the following information exchanges are necessary:

. Obtain information about the Authorized Usage of any Content Item that can be accessed by the Device.
Thisinformation is derived from the Content Licence, whenever applicable.

. Request accessto a CPCM Content Item that is under the control of the present CPCM I nstance.

7.2.4 Non-Secure CPCM Communications

Thislogical interface is used for al communications between CPCM Instances that need to be carried out over
unsecured communication links, for example ADM or CPCM related discovery operations that occur prior to the
establishment of a SAC.

Non-secure CPCM communications are transactions that do not require either security or trust that two communicating
CPCM Instances are CPCM compliant.
7.2.5 Secure Authenticated Channel

The Secure Authenticated Channel (SAC) isavirtual communications channel established between mutually
authenticated CPCM entities using a shared secret non-permanent key for secure and confidential transfer of data. In the
CPCM Reference Model the SAC is established between the Security Control parts of CPCM Instances.

The various CPCM relevant data transferred viathe SAC is collectively referred to as CPCM SAC Communications.
CPCM SAC Communications include ADM communications that do need to be secure. These are conveyed between
ADM and Security Control viathe ADM Control logical interface (see clause 7.3.2.2).

7.2.6 Proximity Control Communications

Proximity Control Communications are any communications necessary to securely establish whether or not two CPCM
Instances are in the same Local Environment. These communications must of course provide areliable, at least
Boolean, indication of proximity, but they do not necessarily take place within the SAC. The method of Proximity
Control might be network technology dependent and is defined in TS 102 825-4 [i.4].
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7.3 CPCM Instance

7.3.1 General
The CPCM functionality inside a CPCM deviceis encapsulated in alogica entity called the CPCM Instance.

The CPCM Instance must be a compliant and secure implementation of its respective CPCM functionalitiesin
accordance with one or more C&R regimes.

The implementation of the abstract Functional Entities within the CPCM Instance is outside the scope of the Reference
Model. It isthe CPCM Instance within a CPCM Device that must adhere to the requirements of the CPCM System, not
the individual implemented Functional Entities. Thusit isthe CPCM Instance that enables interoperability between
different implementations of CPCM functionality, not the abstract Functional Entities embedded therein.

An exchange of CPCM Content (or other content that is outside the scope of the CPCM Reference Model) between
CPCM Devices takes place as aresult of a user action (viathe Device's User Interface) and/or Device Interaction. Both
of these elements are outside the scope of CPCM, but some form of interaction with the CPCM Instance is necessary in
order to actuate a compliant content transfer between the devices. Thus the CPCM Interaction element is the interface
between the CPCM Instance and the CPCM Device's host application.

The functionality inside the CPCM Instance is split into three parts - Security Control, Content Handling and
Authorized Domain Management. Their constituent functions are described in clauses 7.3.3, 7.3.4 and 7.3.5
respectively.

The implementation in any CPCM Instance of the constituent components of the CPCM Instance functionality
described here depends on the purpose of the Device hosting that CPCM Instance. Not all of the CPCM Instance
functionality described here is mandatory for every CPCM Instance. For example, a CPCM Device might not include
any Content Handling functionality if it provides only security or AD membership functions and has no accessto
CPCM Content; or some Devices might not need to be AD aware, so will thus omit the AD Management functionality.

A CPCM Instance that does not provide certain functionality might not need to include particular components.
Conversely, a CPCM Instance that does not have certain tools will not be able to access Content that requires the
component providing those tools.

Figure 8 shows the CPCM Instance with detail about the constituent functionality.
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Figure 8: CPCM Instance Detail

7.3.2 CPCM Instance Logical Interfaces

7.3.2.1 CPCM Control

The CPCM Control interface provides the communication between the Security Control and Content Handling parts of

the CPCM Instance.

The relevant information flows from the Security Control part to the Content Handling part are:

. Content scrambling or descrambling keys.

) Protected Content Licence to be embedded in a C.0.E CPCM Content Item (see clause 10.3.3).

) Control information.

The relevant information flows from the Content Handling part to the Security Control part are:

o Protected Content Licence extracted from a C.0.E CPCM Content Item (see clause 10.3.3).

7.3.2.2

ADM Control

The ADM Control logical interface contains the following functionality:

. Send and receive ADM relevant secure messages from another CPCM Instance.

. Retrieve the host Device's current AD Identifier (ADID), which isitself stored and managed within Security
Control (see clause 7.3.3.2.4).

. Initiate an AD (Security Control creates AD Secret (ADS) and ADID pair (see clause 7.3.3.2.4), returns ADID

to ADM).
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. Join the AD (indicated by the ADID received from the other CPCM Instance that is admitting the present
Deviceinto the AD).

NOTE: The Security Control part will at the same time obtain ADS from that CPCM Instance on its own.

. Leave the AD (Security Control removes or deactivates current ADS/ADID pair as described in
TS 102 825-7 [i.7]).

7.3.3 Security Control

7.3.31 General

Security Control provides all the security tools necessary to realize the CPCM functionality provided by the CPCM
Instance.

Figure 9 shows the CPCM Instance with detail about the Security Control part.
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Figure 9: CPCM Instance with Detail on Security Control

The following clauses give a description of the functions of each of the components of Security Control.
7.3.3.2  Secure Data Management

7.3.3.2.1 General

This component is responsible for securely storing and maintaining all datathat is applicable to CPCM security in the
host device.

This component is responsible for securely storing and maintaining CPCM secret data in the host Device, such as any
device secrets, private keys etc. associated with the CPCM |nstance and/or the Authorized Domain to which it belongs.

CPCM Secure Data consists, potentially among others, of the CPCM Instance Certificate (CIC) and the AD Secret
(ADS)/AD ldentifier (ADID) pair of datafields.
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7.3.3.2.2 CPCM Instance Certificate and Private Key

For the purposes of Trust Establishment with other CPCM | nstances, each CPCM Instance (that needs to establish a
SAC with other CPCM Instances) is equipped with a unique public key certificate, referred to as the CPCM Instance
Certificate (CIC), issued by the, or a, Certificate Authority (CA).

The Secure Data Management element also securely maintains the corresponding private key uniquely associated with
the CIC.

The format of the CIC isdefined in TS 102 825-4 [i.4]. The certificate issuance regime is to be defined by each C&R
regime.

7.3.3.2.3 Device Secret

The CPCM Instance might use a Device Secret (DS) in order to protect Content Licences created and/or maintained by
that CPCM Instance. In that case the Secure Data Management element would maintain the DS.

7.3.3.2.4 AD Secret and AD ldentifier

These data fields are required to be maintained only if the host deviceis AD aware. If the deviceis not AD aware then
the DS (previous clause) may surrogate for the AD Secret for the purposes of handling CPCM Content that isto be
bound to the AD (see clause 9.4.2).

The AD Secret (ADS) isaglobally statistically unique secret of the AD. In certain casesit can be used to protect CPCM
Content that is bound to that AD. This aspect is described in clause 10.

The AD Identifier (ADID) isaunique public identifier of the AD. It is derived from the ADS such that the ADS is not
able to be derived on the basis of knowledge of the ADID. The ADID isused for AD discovery and membership
management in ADM. Thisis described in clause 7.3.5.

The ADS and ADID pair of any AD remain constant throughout the life of that AD. The establishment of a new AD
necessitates the creation of a new ADS/ADID pair. Changesin a CPCM Instance's ADS and ADID might occur asa
result of a change in the host Device's AD membership, for example when leaving an AD, when the Device's ADS and
ADID are deleted, or joining a different AD, when the Device's ADS and ADID adopt the values for that AD.

Secure Data Management may also need to store the ADS/ADID pairs of previous ADs of which the Device was
previously a member. The exact requirements for such data are defined in TS 102 825-7 [i.7].

7.3.3.3 Trust Establishment

Trust is established between two CPCM Instances by the mutual exchange of CPCM Instance Certificates and their
mutual verification. There may aso be arevocation check performed on the received CIC on each side. Thisis
described further in clause 10.8. Mutual exchange of CIC is done during SAC management (see clause 7.3.3.4).

Corresponding certification and revocation mechanisms are defined in TS 102 825-5 [i.6].

7.3.3.4  SAC Management

This component executes the task of SAC establishment with another CPCM Instance. The SAC is controlled by a
volatile key that is derived through a process of a certificate-based authenticated key exchange. SAC control keys are
managed by the Control Key Management component (see clause 7.3.3.6).

The SAC volatile key is computed by the two CPCM Instances during the Authenticated Key Exchange Protocol.

The actual SAC and AKE management protocols are defined in TS 102 825-5 [i.6].

7.3.3.5 Licence Processing

The core function of this component is to interpret the contents of the Content Licence in order to enforce compliant
behaviour with respect to the associated CPCM Content Item within the host CPCM Device.
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For each CPCM Content transaction, the Content Licence can arrive by two different paths:

a) The Content Licence arrives from the other CPCM Instance asynchronously via CPCM Secure
Communications.

b) The Content Licence is embedded within the CPCM Content Item, in which case the Content Handling part of
the CPCM I nstance provides the protected Content Licence to the Licence Processing component of Security
Control.

CPCM Licence Processing consists of:
. Decrypting the encrypted part of the licence (whenever applicable), by means of the Cryptographic Tools.
. Authenticating the license, by means of the Cryptographic Tools (whenever applicable).
o Interpreting the Content Licence against the CPCM Interaction request.

. Updating the Content Licence when required by the CPCM action (e.g. changing Copy Once to Copy No
More or inserting content keys when content has to be locally scrambled).

7.3.3.6  Key Management

7.3.3.6.1 Content Key Management
This component has the following tasks:

. Generation of new Content Key/s as required by the Content Handling part of the CPCM Instance for local
content scrambling (Acquisition, Processing).

. Provision of existing Content Keys, obtained from the respective Content Licences, as required by the Content
Handling part of the CPCM Instance for local content descrambling (Consumption, Processing, Export),
subject to the Authorized Usage for the respective CPCM Content, indicated by the USI in the Content
Licence.

7.3.3.6.2 Control Key Management

This component is responsible for the management of control keys such as the SAC session keys and Authorized
Domain keys, i.e. their creation, expiration or other operations upon them.

7.3.3.7  Cryptographic Tools

The Security Control element of a CPCM Instance must include the set of CPCM cryptographic tools necessary to
implement the CPCM functionality hosted in that CPCM Instance, in accordance with CPCM System specification and
C&R regimes.

The CPCM Security Toolbox (TS 102 825-5 [i.6]) includes:
e  Cipher with the appropriate mode of operation for the SAC.
. Data integrity verification.
. Local Scrambling Algorithm.

How these tools are used is defined in other normative parts.

7.3.3.8  Proximity Control

This component performs the Proximity Test, as and when required by the Authorized Usage of the Content Item being
transferred. The Proximity Test is the means to determine whether two CPCM Devices, or a CPCM Device and a
non-CPCM device storing CPCM Content, are Local with respect to each other at the time the test is performed. The
test may also be run in advance of content exchange, or on aperiodic or irregular basis, and the result maintained for a
reasonable period of time thereafter.
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The Proximity Test shall be secure and authenticated, and the protocol robust. It may be a test that is specific to the
communication link at hand, or independent of the network technology, for example it may work at the communication
protocol layer. It may also comprise multiple tools. Proximity Test tools could work within the CPCM System, i.e.
involve secure CPCM Communications between the two CPCM Instances performing the test, or they could rely on
facilities outside of the CPCM System, i.e. Proximity Control in one CPCM [ nstance exercises such network facilities
to determine Localness independently of the CPCM Instance (if present) in the other device.

The Proximity Test may also be used by Authorized Domain Management when determining whether a new device can
joinan AD.

Clause 9.4 describes how the Authorized Usage of the Content Item results in activation of thistool.

7.3.3.9  Secure Time
Secure Time control is needed for SAC management, in particular for SAC session timeout and renewal.

Secure Time management is also needed in CPCM Devices that are able to handle CPCM Content with time-based
Usage Rules asserted (see clause 9.3.3).

The actual requirements of the Secure Time component, e.g. whether reliable absolute and/or relative time measurement
isrequired, are defined in TS 102 825-5 [i.6].

Device implementations may maintain secure time in avariety of ways, for by example extracting reliable time signals
from the broadcast, from a trusted Internet source, or from a known reliable internal clock.

CPCM may also define methods to communicate secure time among CPCM Instances, for example as part of CPCM
Communicationsin the SAC or from a CPCM Extension.
7.3.3.10 Mapping to Other Content Protection Systems

If CPCM Content is Exported to, or Acquired from atrusted Content Protection System (CPS) (as requested by CPCM
Interaction, and as possibly authorized by the Content Licence itself) a mapping has to take place, according to each
C&R regime.

While the security mechanisms of the other CPS are outside the scope of CPCM, and are outside of the CPCM Instance
in the Reference Model, such content transfers to or from other systems must be secure and robust, and may require
encrypting and signing of the (mapped) Content Licence.
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Content Handling includes the logical embodiment of any of the abstract Functional Entities described in the Abstract
Model that are necessary to fulfil the device'sintended functionality. Figure 10 shows the CPCM Instance with detail
about the Content Handling part.
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Figure 10: CPCM Instance with Detail on Content Handling

CPCM A.P.E.CS.

CPCM A.P.E.C.S. refersto the complete set of content management functionality that can be implemented in a CPCM
Instance, in terms of the CPCM abstract Functional Entities (Acquisition, Processing, Export, Consumption and

Storage).

Figure 11 shows how the embodiments of the abstract Functional Entities of the Abstract Model are mapped to the
Content Handling component of a CPCM Instance within a CPCM Device.
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Figure 11: Logical Model - CPCM Instance and A.P.E.C.S.

This diagram shows how the different types of content are handled by a CPCM Device that nominally implements one
of each of the abstract Functional Entities.

7.3.4.3 CPCM Scramble/Descramble

The Content Handling part shall include the CPCM scrambling tools if the Device functionality necessitates either
scrambling and/or descrambling of CPCM Content handled by the CPCM Instance within that Device.

Theinclusion of the CPCM Scrambler and CPCM Descrambler in a CPCM Device implementation is dictated by the
nature of the Device and the Content Handling functionality of the CPCM Instance.

CPCM Devices that can Acquire or Process CPCM Content that needs to be scrambled in order to satisfy its Authorized
Usage need to include the CPCM Scrambler, and Devices that can Process, Consume, or Export such CPCM Content
need to include the CPCM Descrambler. CPCM Devices that provide only Storage functionality do not require the
CPCM Scrambler or Descrambler.

7.3.4.4 Embedded CL Handling

This function performs the extraction and/or insertion of the CL into CPCM Content as appropriate for the case of C.0.E
CPCM Content, described in clause 10.3.3.

The CL is passed to/from Security Control viathe CPCM Control interface.

7.3.45 CPCM Content Decode

Thisfunction isthe logical part of the content decoder(s) inside a CPCM Device that can decode CPCM Content.

7.3.4.6 CPCM Content Digital-to-Analogue Conversion

Thisfunction isthe logical part of the digital-to-analogue (D/A) converter(s) inside a CPCM Device that can perform
D/A conversion of CPCM Content.
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7.3.4.7  Exchange to/from Other Content Protection Systems

This function performs any operation on CPCM Content necessary for its handover to the other CPS (for Export or to a
Consumption Output), or any operation on the content coming in from another CPS (Acquisition) to become CPCM
Content. The control of the content exchange is retained by the Mapping function in the Security Control part (see
clause 7.3.3.10).

7.3.5  Authorized Domain Management

7.35.1 General

The Authorized Domain Management (ADM) function implements the AD Management rules for the CPCM Device.
The basic ADM rules are described in clause 8. The inter-CPCM Instance protocols and exact mode of operation of
ADM are defined in TS 102 825-7 [i.7].

ADM isan optiona part of the CPCM Instance, asit is not always necessary that a CPCM Instance or Device be AD
aware. A CPCM Device not being AD aware does not necessarily preclude its accessto CPCM Content that is bound to
an AD, or to Input Content that is signalled as requiring binding to an AD. Thisis dealt with further in clause 11.

If ADM isimplemented in the CPCM Instance, then there is some functionality in Security Control which also needsto
be implemented. This covers all secure data management and exchange needed for the purposes of ADM, and is
described in clause 7.3.3.

ADM also requires some non-secure communications for the purpose of the AD-related discovery process. These
communications can be either broadcast or point-to-point in nature.
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Figure 12 CPCM Instance with Detail on Authorized Domain Management

7.3.5.2  AD Discovery

AD Discovery provides signalling and procedures to determine the presence of any ADs when the CPCM Device
hosting the present CPCM Instance is connected to other CPCM Devices in the network, and to advertise the AD
membership of the present CPCM Instance to the other ADs, or the Device's "home" AD.
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7.3.5.3  AD Membership Management

AD Membership Management manages the association of the present CPCM Instance with any AD. This coversthe
following cases:

e  Theprocess of joining any established and available AD.
. The process of leaving the AD of which the CPCM Instance is a member.
. The establishment of anew AD.

The AD Membership of a CPCM Instance is governed by the AD Identifier (ADID) that is stored in the Secure Data
Management part of Security Control as the current AD for the CPCM Instance. The ADID isused for AD Discovery in
Non-Secure ADM Communications. The ADID is described in detail in clause 7.3.3.2.

The AD Membership Management function interacts with Security Control in order to send and receive secure
messages to/from the AD Membership Management function in other CPCM Instances, via the inter-CPCM Instance
SAC, which is managed by the respective Security Control components.

ADM receivesthe current ADID from Secure Data Management in Security Control.

7.3.5.4 AD Name Management

The AD Name is a human-readable text to describe any AD. It isintended as an aid to users, and not as atool to reliably
identify any AD or perform the binding of content to the AD. Thusthisis afeature that does not require any secure
handling, but it does necessitate communications between CPCM Instances that are members of the AD.

This function handles the signalling and procedures for the assignment and modification of the human-readable name of
the present AD.

The actual user interaction regarding the text of the name is handled by the Device Application and User Interface
elements.

7.4 Device Interfaces

Consideration of Content flowsinto and out of CPCM Instances and Devices have hitherto been at an abstract level.
Real CPCM Devices will exchange CPCM Content, Acquire Input Content, Export Content, and sometimes Consume
Content via physical Device Interfaces.

Figure 13 shows the mapping of Device Interfaces to the Logical Model presented thus far. Treatment of the secure
CPCM Communications is omitted in this diagram.

CPCM Content (C.0) can enter a CPCM Instance within a CPCM Device viaa CPCM compliant Input interface, and
can leave the CPCM Instance viaa CPCM Output interface.

Input Content (C.1) can enter viaan Input interface, and the Consumption Output (C.2.2) and Exported Content (C.3)
can be transported via Output interfaces.

The terms Input and Output cover both cases: where only a physical Device interface is concerned; and the case where
another Content Protection System (CPS) is associated with that interface.

Figure 13 shows this logical model with Inputs depicted on the left-hand side of the CPCM Device, and Outputs on the
right-hand side.

Thisis till alogical representation, in that one physical device interface could realize more than one of these logical
interfaces, both as Input and/or as an Output. In the Logical Model these interfaces are considered separately, whilein
the physical world the differentiation is on the Content that is transported via the respective physical interface.
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Figure 13: CPCM Device Interfaces

From Figure 13 it can be seen that the CPCM Device Interfaces straddle only the Device boundary. Thisis because the
Content that they transport (CPCM Content) is protected by the CPCM System. Input Content, Consumption Outputs
and Trusted and Controlled Exports need to be secured explicitly between the CPCM Device boundary and the CPCM
Instance, the secure implementation of CPCM functionality.

No differentiation is made between digital and analogue Output interfaces at this stage. These are dealt with explicitly
in clause 11.6 and clause 11.7.

To be considered as a possible tool, or more specifically a network interface (Input and/or Output) available for
utilization by the CPCM System, that device network interface must be able to support the following:

° the establishment of a SAC across that interface; and
e thetransport of CPCM Content.

Input interfaces, Consumption Outputs and Export interfaces are governed by the respective Trusted Source, Trusted
CPS or Controlled CPS, and their agreed usage to be detailed by each C&R regime.
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7.5 Storage Drives and Media

Content can aso enter and leave CPCM Instances and Devices by way of storage media. Figure 14 shows, based on the
examples of aninternal hard-disk drive (HDD) and a removable media reader/writer drive, how physical storage
provided in a CPCM Device mapsto the CPCM Instance within that Device.

C.1 Input
Content
© panaplinnnannnns, B . - ©
= ==
Ci::cm Exported
chem Content

CPCM Instance
CPCM Device

Figure 14: CPCM Device and Physical Storage

Content can be Acquired from, or Exported to established storage formats. Which formats are allowed in each caseis
outside the scope of the Reference Model. Such Acquisition and Export could, of course, aso take place to/from
embedded storage, for example a hard-disk drive, but thisis not shown in Figure 14 for the sake of simplicity.

The CPCM Reference Model makes no distinction between fixed and removable storage, asthere is no clear distinction
in reality. Physical storage drives are always outside of the CPCM Instance. For the storage of CPCM Content in
internal storage drives, no requirements on the security of the physical storage drive or medium are inferred by the
CPCM System, because that content is always protected by CPCM, and it is the Content Licence function (inside the
Security Control part of the CPCM Instance) that keeps the CPCM Content secure. In the logical moddl, it isthe
Storage Entity within the Content Handling part of the CPCM Instance that Stores the Content to, and Retrievesthe
Content from the drive or medium.

While the Reference Model makes no distinction in principle, there are practical implications for the Storage of CPCM
Content on removable media when CPCM Content is intended to be truly portable on such media. Clauses 10 and 11
include further consideration of physical storage in dealing with the various Content management methods.

Aswith Device interfaces (clause 7.4), physical storage formats or media can carry CPCM Content (C.0), provide Input
Content (C.1), or enable the Export of CPCM Content (C.3). There could also be an external CPS associated with the
storage format. As explained further in clauses 11.4 and 11.7 respectively, which storage formats and/or external CPSs
are deployed in each case is the subject for each C&R regime.
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7.6 CPCM Device and Non-CPCM Content

A CPCM Device can aso include non-CPCM functionality that handles non-CPCM Content. The hon-CPCM
functionality shall not have accessto CPCM Content, and there shall be no mechanism for ingesting non-CPCM
Content into the CPCM System other than the compliant Acquisition methods described in clause 11.3.
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Figure 15: CPCM Device Outputs and Non-CPCM Content

The sub-categorizations of C.2 Consumed Content and C.3 Exported Content are explained in clauses 11.6 and 11.7
respectively.

As shown in the above diagram, some resources of a CPCM Device might be shared between the CPCM |nstance and
the non-CPCM functionality also hosted by that device. The CPCM Content paths must adhere to any CPCM
compliance and robustness requirements set forth by its C& R regime.

Content entering at Device Inputs of a CPCM Device could be either CPCM Input Content (C.1) or non-CPCM content.

Content entering a Device Input that is not recognizable as CPCM Input Content will be treated as non-CPCM Content.
It will never be Acquired by the CPCM Instance to become CPCM Content.

8 CPCM Authorized Domain

8.1 General

The Authorized Domain (AD) is adistinguishable set of DVB CPCM compliant devices, which are owned, rented or
otherwise controlled by members of a single household. A household is considered to be the social unit consisting of all
individuals who live together, as occupants of the same domicile. This makes no assumptions about the physical
locations of the devices owned, rented or otherwise controlled by the members of the household.

In more general termsthe AD can be seen asthe logical grouping of all the CPCM Devices belonging to one household,
be those devices located in the main domicile, devices located at another residence (e.g. holiday home), portable
handheld devices that are only intermittently connected with the aforementioned stationary devices, or devices fitted in
the car(s) belonging to that household.
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It is not mandatory for all CPCM Devicesto be AD aware. Thus, any household might own a mixture of CPCM
Devices that belong to that household's AD, or that are not AD aware, but that nevertheless can interoperate with the
AD aware Devices in accordance with the requirements of the CPCM System.

Looking back to Figure 1 shown in the Introduction, if all those devices belong to one household, then they would
constitute that household's AD. Thisis shown in Figure 16.
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Figure 16: A Typical Authorized Domain

8.2 Authorized Domain Management

The following gives an outline of the general Authorized Domain Management aspects of the CPCM System. CPCM
Authorized Domain Management (ADM) is the set of rules applying to the dynamic AD membership properties of
CPCM Devices. The definitive ADM functionality, including how these requirements are addressed, is contained in
TS 102 825-7 [i.7].

The Authorized Domain can be formed and managed autonomously. There is no requirement to be able to link a
particular AD to its owner(s) or itslocation(s), although these modes of operation are not precluded.

An Authorized Domain has identifiable, discrete bounds that allow it to be distinguished from another AD. Thisis
achieved by the controlled management of the AD membership of each of the user's devices, and by the possibility to
bind CPCM Content to only one AD, if such binding is required by the content provider.

The AD isvery much a physical entity, for which the expected mode of operation is that the user's devices somehow
become members of his AD and thus gain access to content bound to the AD, in other words, content whose usage is
restricted to the bounds of the user's AD, or his set of devices.

The process of creating an Authorized Domain requires minimal user interaction. Initialy asingle deviceis able to
establish anew Authorized Domain. This process does not require connection with a back-office or any other 3rd party
registration office.

The process of a device joining an Authorized Domain requires minimal user interaction. This process does not reguire
connection with a back-office or any other third-party registration office. After joining an Authorized Domain, new
devices will have access to content already existing in that Authorized Domain, as permitted by the USI.

The minimum size of an Authorized Domain is one device.
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The DVB CPCM System has a means to limit the size and/or scope and/or extent of an Authorized Domain. This
limitation should be effectively transparent and unnoticed by the overwhelming majority of all consumers. In addition, a
fixed absolute maximum number of member devices might be set for any one AD. This means are defined in

TS 102 825-7 [i.7].

A device's membership in an Authorized Domain is capable of being terminated. After termination of adevice's
membership in one AD the device may establish a new membership in another AD.

All devicesin an aggregated AD will have accessto AD-bound CPCM Content brought in from contributing ADs. The
content's original US! is preserved in the aggregated AD.

The content's original US| will be transferred to and preserved in the separated ADs. Each content item will only exist
in more than one AD if permitted by the USI, i.e. if the content was not bound to asingle AD and Copies are allowed.

A CPCM Instance can be a member of only one AD at any time. A key point isthat an Acquisition Point within a
CPCM Device can bind CPCM Content to only one AD, if it issignalled in the Input Content that the content isto be
bound to an AD.

The AD Management function supports commonly expected scenarios like device rental and borrowing, whereby the
rented or borrowed device has access to CPCM Content bound to the host AD. The CPCM System ensures that the
Authorized Usage of that content is not violated by the process of using the content with rented or borrowed CPCM
Devices.

A detailed account of the expected functionality of the ADM component of the CPCM Instance within a CPCM Device
isgivenin clause 7.3.5.

9 CPCM Usage Rules

9.1 General

A Usage Rule in CPCM is a particular operation upon, or behaviour of Content to be controlled within the scope of the
CPCM System.

A complete set of Usage Rules assertions for a particular CPCM Content Item isreferred to as the Authorized Usage of
that CPCM Content Item.

A Content Item’s Authorized Usage is expressed by its coding in Usage State Information (USI), which is thus CPCM
Content metadata that signal's the Authorized Usage for that particular Content.

The DVB CPCM Usage State Information Specification (TS 102 825-3 [i.5]) provides the definitive semantics for the
USI. This clause of the Reference Model describes the basic control functions present in the DVB CPCM Reference
Model to enforce the USI. USI in some cases maps explicitly and in others maps implicitly to the abstract CPCM
Functions. A Content Item's USI may implicitly or explicitly inhibit one or more of the abstract functions (or sub-
functions, described later) on that Content Item.

CPCM Usage Rules can be divided into the same groups used in TS 102 825-3 [i.5] to describe USI:
. Copy and Movement Control;
. Consumption Control;
. Propagation Control (both AD-based and Proximity-based);
. Output Control; and
e Ancillary Control.

The semantics of the USI for each of these Usage Rules are defined in the CPCM US| Specification (TS 102 825-3
[i.5]).

The following clauses describe the mapping of the CPCM Usage Rulesto the abstract CPCM Functions described in the
CPCM Reference Model.
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9.2 Copy and Movement Control

CPCM Instances are required to implement the controls required to enable the following Content usage scenarios
related to the Storage of Content Copies, wherever applicable to the CPCM functionality implemented:

. No restriction on Copying (Copy Control Not Asserted);

. Exactly one Copy is alowed to be made and maintained from the original Content Item (Copy Once). When
the Copy is created, no further Copies are allowed (Copy No More), except for the temporary buffer as
described for Copy Never;

. No Copies are allowed to be created (Copy Never), except for a secure temporary buffer Copy solely for the
purpose of pausing of play-back, or trick-play. This buffer Copy will not be accessible to the user, will not be
maintained longer than is necessary to provide the pause or trick-play function, and cannot be saved. A
maximum duration of such a buffer Copy will be set by C&R regime;

o For Content emanating from systems or environments which provide their own pause and/or trick-play
mechanism for the user, so any subsequent cascaded pause function within a CPCM Instance would be
unnecessary and possibly cause confusion for the user (Copy Never, Zero Retention). This control could be
applied in any of the following examples:

- When it isrequired in order to comply with another CPS' requirements of CPCM as an authorized output
from that system; or

- When the Content source (for example a packaged media format or video-on-demand system) provides a
mechanism for Pause that is realized outside of the CPCM System, prior to Acquisition. How that Pause
function is actuated is outside the scope of the CPCM System; or

- At the output of an existing temporary content buffer within the CPCM System for CPCM Content
carrying the Copy Control State Copy Never or Copy No More, so that afurther, cascaded time-shift
buffer isinhibited.

The Move function for all legitimately made Copies implies the need to ensure that the original is removed, erased or
made no longer accessible.

Copy and Movement Control relates to the CPCM Function of Storage, described further in clause 11.4.

9.3 Consumption Control

9.3.1 General

There are two aspects to Consumption Control foreseen in the CPCM System:
. Time-based usage (Consumption) of CPCM Content; and

. The ability to limit the number of concurrent Consumption and Export functions in operation for a CPCM
Content Item.

9.3.2 Tethered Content

CPCM offers the possihility of being able to deliver content for Storage within CPCM that is not available for
Consumption or Export until such rights have been Acquired from the CPCM Instance that has the ability to interact
with the delivery system.

9.3.3 Time-based Usage

For CPCM Instances that are intended to offer access to such CPCM Content, it is required to implement the ability to
enforce a signalled time window for the usage (Consumption) of that Content. Thisimplies the need to keep track of
time, i.e. to implement the Secure Time component of the Security Control part of the CPCM Instance

(see clause 7.3.3.9). There are various modes of definition of the time window. It could be an absolute time window, or
a specified period after Acquisition, or the first time the Content is Consumed, for example.
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Time-based restrictions can apply to both the Consumption of CPCM Content and the Propagation Control Usage
Rules, for example to provide for control of Remote Access in aflexible manner.

In practice this feature would need to be implemented in all CPCM Devices that have the facility to both Store and
Consume CPCM Content, or to provide the Retrieved CPCM Content over a Device interface.

CPCM Devices that do not implement Secure Time would then not be allowed to Store any CPCM Content that had the
time-based Usage Rule applied.

9.34 Concurrent Usage

For CPCM Instances that are intended to offer access to such CPCM Content, it is required to implement the ability to
keep track of and limit the number of Consumption and Export functionsin CPCM Instances that are active for a
Live/Direct Content Item. If thisrestriction is activated for a given Content Item, the CPCM Instance inside the CPCM
Device supplying the CPCM Content Item will grant access to the Content Item to CPCM Devices requesting to
Consume or Export that Content until the signalled limit is reached. Any further requests for access to that Content Item
will be denied. A buffer Copy of the content must not be able to circumvent the Concurrent Consumption Count.

9.4 Content Propagation

9.4.1 General

The Reference Model provides for Usage Rules to restrict the Propagation of CPCM Content inside the CPCM System
to within certain realms, or to possibly leave the realms of the CPCM System atogether.

One of these realmsis the Authorized Domain (AD), already described in clause 8. The other realms of propagation of
CPCM Content are the Local Environment (LE), the Localized AD (LAD), and the Geographically-constrained
AD (GAD).

The principle motivation for the AD as a CPCM Content Propagation realm is given in clause 8. The motivation for the
other realms of Propagation restriction is mainly to control Remote Accessto CPCM Content.

Remote Access is defined as access to CPCM Content from outside the Local Environment (clause 9.4.3), or the
Localized AD (clause 9.4.4), in which that CPCM Content is made available, i.e. where it was Acquired, whereitis
Stored, or where it is being Processed.

Two example cases where Remote Access to CPCM Content could be controlled are:

1) Toensurethat original broadcast footprints are not violated; indiscriminate Remote Access would imply its
usage by those not intended to receive that Content in the original transmission.

2) Toenforceregional black-outs of certain broadcast Content Items; in this case Content is intended not to be
available within or outside of certain region(s) for at least a certain time.

The Geographic Area (GA) realm is considered for the purpose of enabling Remote Accessto CPCM Content for
CPCM Devices that are not present within the LE or LAD, but that happen to have the ability to verify their presence
within the allowed Geographic Area.

The Remote Access Rule (RAR) applies to Content that isrestricted to the LAD or GAD, as described in clause 9.4.4.
These Propagation realms are explained further in the following clauses.

Figure 17 shows the logical relationship between the various realms of Propagation Control defined in the CPCM
System.
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CPCM System

Figure 17: Logical Representation of Propagation Control Realms

Although the CPCM System will be the maximum realm of Propagation for CPCM Content, that is when the content is
neither bound to an AD nor restricted to the LE, there is also a Usage Rule assertion to allow CPCM Content to leave
the realm of protection of the CPCM System.

The following clauses describe the different CPCM Content Propagation realmsin more detail.

9472 Restrict to Authorized Domain

If Input Content carries the Usage Rule assertion that implies " Restrict to Authorized Domain", then that CPCM
Content Item will be maintained within the CPCM System such that it is usable only by CPCM Devices belonging to
the Authorized Domain in which it was first Acquired. In other words, it will be "bound" to that AD.

NOTE: A CPCM Device does not necessarily have to belong to an Authorized Domain, and even does not
necessarily need to implement the capability to join an Authorized Domain. This does not necessarily
mean that such a Device would not be able to use CPCM Content that isto be bound to an AD, but it may
impact upon the scope of CPCM Content usage that would be allowed. In other words, certain CPCM
Content usage implicitly does not violate the AD binding of the Content. One example of such usage
would be the Consumption of Acquired CPCM Content on the same CPCM Device where the
Acquisition takes place. The Storage of that Content on the Device would not violate the AD Usage Rule
if that Content was not made available to other Devices, i.e. the Content is effectively bound to the
Device asasurrogate for AD binding.

A CPCM Device that is hot a member of the AD, or one that does not implement AD awareness, shall have access to
AD-bound CPCM Content only for usage that does not violate the AD-binding. Thisis described further in clause 10.

Without any further Propagation restriction, CPCM Content with this Propagation rule asserted would be accessible for
any CPCM Devicein the same AD, wherever it happens to be located.

9.4.3 Restrict to Local Environment

The Local Environment (LE) is the immediate vicinity around a CPCM Device. It approximates to the physical extent
of ahome. The basic intention with the LE is to allow the Propagation of CPCM Content over the home (local area)
network, without any AD binding, but to be able to prevent its Propagation over Wide Area Networks. This Usage Rule
is orthogonal to the AD related Propagation restriction Usage Rules.
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The Local Environment is not a CPCM property that is to be administered and managed. Rather, it is adynamic ad-hoc
property that is determined by a CPCM Device's location. All CPCM Devicesin the immediate vicinity of each other
are said to be in the same Loca Environment. A CPCM Device shall implement a Proximity Test in order to be able to
determine whether another deviceis Local to it or not. The intention isto allow the Propagation of CPCM Content
within alocal network but to prevent its Propagation over a wide-area network.

The technical method of determination of "in the immediate vicinity" is specified in CPCM System specification

(TS 102 825-4 [i.4]). The Proximity Test might vary between the networking technologies that could be deployed in the
CPCM System or there could be a common Proximity Test working at protocol layers above several different physical
network interface layers.

The nature of the Local Environment becomes more apparent in Figure 18, where, when mapped to CPCM Devices, the
Local Environment includes all CPCM Devices irrespective of their AD membership, and all CPCM Devicesthat are
not a member of any AD or arejust not AD aware, in theimmediate vicinity.

LADB | ooq) | LADA

E(ﬁlvironm%nt

Geographical Area

Figure 18: The Local Environment in relation to two ADs

The "Restrict to Local Environment” Propagation restriction isintended as atool to control Remote Accessto CPCM
Content that is not bound to an AD.

9.4.4 Restrict to Localized Authorized Domain

The Localized Authorized Domain (LAD) isthe logical interclause of the Authorized Domain and the Local
Environment. In other words the LAD means all CPCM Devicesthat are in the Local Environment and that are also
members of the same Authorized Domain. In practice this would mean all devices located within a home that aso
belong to that household, indicated by their membership in that household's Authorized Domain.

The Localized Authorized Domain, being the logical interclause of the Authorized Domain and the Local Environment,
isnaturally a subset of both. Thisisillustrated in Figure 19, based on the illustrative diagram used previously to depict
the Authorized Domain.
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Figure 19: Localized ADs within an Authorized Domain

Thus, this example of an AD consists of the four indicated areas corresponding to Localized ADs - the main home, the
second home, the portable devices carried on the person away from either home, and the in-car network when away
from either home. When the mobile devices are carried inside the car, they are in the Localized AD of the car. When the
mobile devices are carried back home, or the car is parked in the garage, the respective CPCM Devices are then within
the Localized AD of the main home.

The purpose of the "Restrict to LAD" Propagation rule isto be able to control Remote Accessto CPCM Content bound
to the AD. In order to facilitate easy signalling of atemporary restriction of remote access, the Remote Access Rule
provides a mechanism whereby such a restriction would expire after a certain time period or event. The expiration of
the Remote Access restriction to a Copy of such a Content Item could be affected by any of the following:

e Asignalled, or fixed, time period e.g. minutes’hours/days after Acquisition.
. Immediately after the recording of the Copy has been completed.
o On afixed date/time.

The Remote Access Rule also appliesto CPCM Content that is restricted to the Geographically-constrained AD (GAD),
described in the next clause.

9.45 Restrict to Geographically Constrained AD

This aspect of Propagation Control within the CPCM System relates to the Geographic Area (GA). The CPCM System
is not required to be able to explicitly control the Propagation of CPCM Content in geographic terms, nor is any CPCM
Device required to be aware of its geographical location. Rather, the geographic Propagation restriction isintended as a
special case for allowing Remote Access to CPCM Content that is otherwise restricted to the Localized AD when the
CPCM Device performing the Remote Access does happen to have the facility of knowing its geographic location.

The logical interclause of the Geographic Area and the Authorized Domain is referred to as the Geographically-
constrained Authorized Domain (GAD). The GAD isthe set of CPCM Devices that are members of the same AD that
happen to be located in the same GA. The devices need not be aware of the fact but some might be aware. Such
awareness of presencein a GAD can be implicitly transferred to CPCM Devices that do not have this awareness by
virtue of their presence within the Localized AD of the CPCM Device with geographic awareness.
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The Local Environment isinherently a subset of any Geographic Area, and the Localized AD isinherently a subset of
any Geographically-constrained AD (GAD).

9.4.6 Propagate to Untrusted Space

Certain types of CPCM Content may be allowed to leave the realms of the CPCM System altogether, i.e. to propagate
into Untrusted Space.

This Usage Rule assertion could be suitable for content distributed according to the Creative Commons licence, for
example, or could be valid for promotional clips of commercia content. This ability isincluded in the CPCM System
because such Content could be included in a delivery channel that by default isa Trusted Input for CPCM, but for
certain Content Items it might be desirable or necessary to allow such afree degree of Propagation.

This Propagation realmisincluded in the Output Control Usage Rule described in the next clause.

9.5 Output Control

Asexplained in clause 7.4, Device Outputs can convey different types of Content, namely CPCM Content (C.0),
Consumed Content at a Consumption Output (C.2.2) and Exported Content (C.3). The abbreviated CPCM Content
designations are explained fully under the treatment of each respective CPCM Functional Entity in clause 11.

The Output Control Usage Rule provides the ability to enable, disable or constrain particular CPCM Device Outputs for
particular types of CPCM Content. The Output Control Usage Rule is applied to Outputs used for Consumption and
Export.

Controlled Export/Output is the digital output of CPCM Content mapped to a Controlled CPS under the explicit control
of the USI of that CPCM Content. Controlled Export/Output therefore subsumes both Export to a Controlled CPS and
Output to adigital Consumption Output secured by a Controlled CPS.

CPCM Instances are required to implement the controls required to enable the following Content usage scenarios
related to the Consumption and Export of CPCM Content, wherever applicable to the CPCM functionality
implemented:

) Enabling and disabling of the Export of Content Items to Controlled CPSs;

. Enabling and disabling of the Output of Content Itemsto digital Consumption Outputs that are secured by a
Controlled CPSs,

. Enabling and disabling of the Export of Content Items to Untrusted Spaces,

e  Ability to enable and disable Analogue Export (C.3.4) that uses standard definition video formats for Content
Items of the types necessitating this control;

. Ability to enable and disable the Output on C.2.2.2.SD Analogue Consumption Outputs for standard definition
video for Content Items of the types necessitating this control;

e  Ability to enable and disable Analogue Export (C.3.4) that uses high definition video formats for Content
Items of the types necessitating this control;

e  Ability to enable and disable the Output on C.2.2.2.HD Analogue Consumption Outputs for high definition
video for Content Items of the types necessitating this control; and

. Ability to ensure that, if Image Constraint is signalled, a Content Item is passed through a Processing function
that constrains the resolution of that Content Item prior to output of that Content Item on High Definition
Analogue Consumption and Export Outputs for Content Items of the types necessitating this control. The
constraining function is to be in accordance with the parameters specified in TS 102 825-3 [i.5].

For Output to Trusted CPSs (that are not Controlled CPSs) there are no per-Content I1tem Usage Rule controls.

Consumption and Export are treated further in clauses 11.6 and 11.7 respectively.
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9.6 Ancillary Control

The CPCM System is required to provide a Usage Rule whereby protection viathe CPCM Scrambler is not to be
applied to Content within the CPCM System. This Usage Rule isreferred to as"Do Not CPCM Scramble" (DNCS).

Thus for CPCM Instances that are intended to be able to handle such DNCS CPCM Content, it is required to implement
the ability to ensure that a CPCM Instance does not invoke the CPCM Scrambler to scramble or encrypt that Content
Item, if DNCSissignalled.

Content delivered in the clear from a Trusted Source without DNCS asserted must be protected by the CPCM System
including CPCM Scrambling.

Further considerations regarding such DNCS CPCM Content are contained in clause 10.6.

See also clause 11.3.3 for further treatment of scenarios where this Usage Rule could apply.

10 CPCM Content

10.1 General

CPCM Content is content that is protected and managed within the CPCM System.

For the purposes of the CPCM Reference Model, CPCM Content is given the short-hand notation C.0. The various
modes of CPCM Content described in this clause are given derivative labels of C.0 in the interest of brevity.

A Content Item is a discrete instance of Content of finite duration, for example, a TV episode, one segment from a news
broadcast, amovie.

A CPCM Content Item in general consists of the Content itself plusits associated CPCM Content Licence.

The Content Licence isthe set of CPCM metadata for that Content Item. A CPCM Content Licenceis created for each
item of Input Content at the Acquisition Point. It is described below in clause 10.2.

Aninformational representation of the USI may also be generated and inserted into the CPCM Content, if not already
present prior to Acquisition. Thisinserted data describes the Content's Authorized Usage for informational purposes, for
example for inclusion in an EPG or content discovery function, so that the user can be made aware of the Authorized
Usage in advance. This information could use the same semantics and syntax as that used for USI, but of course the US
would typically be protected and contained in the Content Licence. The USI in the Content Licence is the definitive
expression of the Authorized Usage.

CPCM Content can exist and be managed in various modes within the CPCM System. Which mode a particular CPCM
Content Item assumes depends on several factors:

e  Themode of CPCM Content tethering chosen by the content/service provider, or implemented in the particular
Acquisition Point that Acquires that provider's Input Content.

e  The chosen Propagation realm for the CPCM Content, for example there are potentially two different ways
that CPCM Content can be managed if bound to the AD.

. Due to security constraints, certain US| states restrict the suitable modes of CPCM Content management.

o If the content provider chooses to apply the Usage Rule assertion of "Do Not CPCM Scramble" (DNCS,
described in clause 9.6), then this obvioudy has significant implications about the level of security that can be
provided by technical means, as well as alowing system-wide options as to the mode of management of such
CPCM Content.

Thefirst level of sub-classification of C.0 isthus:
° C.0.S, for Scrambled CPCM Content, the default mode; and

e C.0.C, for Clear CPCM Content, for the special case where DNCSis applied.
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The CPCM Reference Model introduces various modes for how CPCM Content can exist and be maintained within the
CPCM System. CPCM System specification (TS 102 825-4 [i.4]) defines how these modes themsel ves are managed, for
example how CPCM Instances choose or negotiate CPCM Content modes upon exchanging or storing CPCM Content.

The Reference Model is agnostic with respect to the payload format of CPCM Content. Content format(s) are
elaborated in TS 102 825-9 [i.9].

10.2 Content Licence

10.2.1 General

The Reference Model gives an overview of the contents of the Content Licence without stipulating its actual structurein
detail. Figure 20 shows the logical constituent fields of the Content Licence, which may not need to be systematically
populated.

Content Licence (CL)

CPCM Version

Content Licence Identifier (CLID)
CL Creator {CLC)

C&R Regime Information

Revocation Information

AD Identifier (ADID)

Descrambling Information

Usage State Information

CL Management Data

Figure 20: Notional Structure and Contents of the CPCM Content Licence

10.2.2 CPCM Version

Thisfield gives the version of CPCM specifications applicable for the Content Licence.

10.2.3 Content Licence ldentifier
The Content Licence Identifier (CLID) uniquely identifiesthe CPCM Content Licence.

The format of the Content Licence Identifier is specified in TS 102 825-4 [i.4].

10.2.4 Content Licence Creator
Thisfield identifies the original creator of the (initial) Content Licence upon Acquisition into the CPCM System.

The content of the Content Licence Creator is specified in TS 102 825-4 [i.4].

10.2.5 C&R Regime Information

Thisfield identifies alist of C&R regimes. A CPCM Instance shall implement at least one of them to access to the
Content.

The format of the C& R Regime Information is specified in TS 102 825-4 [i.4].
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10.2.6 Revocation Information
Thisfield gives revocation information for each of the C& R regimes enable to access to the Content

The format of the Revocation Information is specified in TS 102 825-4 [i.4].

10.2.7 Authorized Domain Identifier

If the Content Item is bound to an Authorized Domain (AD), then the AD Identifier (ADID) indicates to which AD that
Content Item is bound. If thisfield is zero, then the Content Item is not bound to an AD.

The generation of the ADID is specified in TS 102 825-7 [i.7].

10.2.8 Content Descrambling Information

Thisfield contains relevant information to descramble CPCM Content: descrambling mode (see TS 102 825-5 [i.6]) and
Content Descrambling Keys, that are the key(s) generated by the Key Management element of the Security Control part
of the CPCM Instance that Acquired that Content Item into, or Processed that Content Item within the CPCM System.
They are used by the CPCM Descrambling Tool to descramble the Content Item, when applicable.

For CPCM Content with the "Do Not CPCM Scramble" Usage Rule asserted thisfield is zero.

10.2.9 Usage State Information

The Usage State Information (USl) isthe CPCM compliant coding of the Authorized Usage applicable to the Content
Item associated with the particular Content Licence. The USI may also be carried embedded within the Content Item
itself, but the USI stored in the Content Licence is the authoritative USI for that Content, with respect to its handling by
CPCM.

The definitive set of CPCM USI is given by the CPCM US| Specification (TS 102 825-3 [i.5]).

10.2.10 Content License Management Data

Content License management data is any other data pertaining to the Content Item to which the Content Licence refers.
It can be data necessary to achieve US| enforcement. It may be as well data for, and understood only by, a CPCM
Extension, for example.

10.3 CPCM Content Licence Maintenance

10.3.1 General

For CPCM Content for which a Content Licence is maintained, there are two modes foreseen by which the CPCM
Content Licence can be managed with respect to the Content Item:

. Separate or out-of-band Content Licence.
. Embedded or in-band Content Licence.

These modes are orthogonal to whether the CPCM Content is scrambled or not (C.0.S or C.0.C).

10.3.2 Out-of-band (Separate) Content Licence

This mode is when the Content Licence is securely stored and maintained by a CPCM |nstance separately from the
CPCM Content Item to which it refers. Thistype of CPCM Content is given the label C.0.0.

Figure 21 shows the representation of CPCM Content with out-of-band (separate) CL, with binding to the associated
CPCM Content Item, used in subsequent diagrams to explain CPCM Content Management scenarios.
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Figure 21: Depiction of CPCM Content with out-of-band (separate) CL

10.3.3 In-band (Embedded) Content Licence

This mode is when the Content Licence is embedded within the CPCM Content to which it refers. This type of CPCM
Content is given the label C.0.E.

Figure 22 shows the representation of CPCM Content with in-band (embedded) CL, with binding to the associated
CPCM Content Item, used in subsequent diagrams to explain CPCM Content Management scenarios.

COE
CPCM
Content

Figure 22: Depiction of CPCM Content with in-band (embedded) CL

10.4 CPCM Content Licence Protection

10.4.1 General

The CPCM System foresees several ways in which the Content Licence of any CPCM Content Item can be protected
using the Security Toolbox (TS 102 825-5 [i.6]) as described in CPCM System specification (TS 102 825-4 [i.4]).

The security requirements for the storage of CL keys are the same in each of these modes of operation. All CL
protection modes are applicable to both C.0.0 and C.0.E.

The various CL protection modes are described in the following clauses.

10.4.2 CL Protection by SAC Session Key
In this mode, the CL is protected using the current SAC Session Key K.
CPCM Content protected in this mode is given the label C.0.SAC.

In order to introduce the basic schematic model of CPCM Content exchange between two CPCM Devices, Figure 23
shows the basic mode of C.0.0 management inside and between CPCM Devices, as an example, when the CL is
protected by Ks. Thismode isjust asvalid for C.0.E.
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Figure 23: Generic model of C.0.0 Storage, and CL transfer protected by SAC

For this method, the following logical steps have to be taken before a CPCM Content exchange between CPCM
Instances can take place:

1) the Source CPCM Instance verifies the Content Licence integrity and that the content transfer or usage will not
violate the Authorized Usage given in the Content Licence; and

2) the CPCM Instances establish trust.

The following logical steps have to be taken in addition when the Content Licence needs to be exchanged from the
Source CPCM Instance to the Destination CPCM Instance:

1) A SACisestablished between the CPCM Instances.
2)  The Source CPCM Instance transfers the Content Licence to the Destination CPCM Instance.

3) TheDestination CPCM Instance verifies the Content Licence integrity and enforces the Authorized Usage
given in the Content Licence.

The depiction of Stored C.0.0 inside the CPCM Instance means that the CPCM Instance ensures the security of the CL,
not that C.0.0 and the CL are physically Stored inside the CPCM Instance. As explained in clause 7.5, physical storage
is assumed not to be secure in itself, but that the CPCM Instance managing that CPCM Content does so in a secure
manner.

When C.0.0 istransferred between two CPCM Devices, the Content Licence is transferred separately in the SAC
between the two CPCM Instances, i.e. for transfer the CL is always protected with the SAC session key. The C.0.0
Content passes over the network interface, encrypted with the CPCM Scrambler key(s) carried in the Content Licence.

10.4.3 CL Protection by Device Secret

In this mode, the CL is protected using a permanent Device Secret Key Kp known only to the CPCM Instance inside the
respective CPCM Device.

CPCM Content protected in this mode is given the label C.0.D.

Thismode isvalid only for the Storage of CPCM Content managed by the CPCM Device, as such device secrets shall
not be divulged to any other entity.

The choice of this mode in a CPCM Device implementation enables CPCM Content Acquired and Stored by that
Deviceto retain full control over that Content.

10.4.4 CL Protection by AD Secret

In this mode, the CL is protected using a permanent Authorized Domain (AD) Secret Key K ap accessible only to the
CPCM Instances inside the CPCM Devices that are members of that AD.

Kap isequivaent to the AD Secret (ADS) described in clause 7.3.3.2.4.
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CPCM Content protected in this mode is given the label C.0.A.

This mode is valid both for the Storage and transfer of CPCM Content within the CPCM System. It enables the sharing
of CPCM Content within an AD without the need for member CPCM Devices of the AD to continually establish a SAC
for the exchange of CPCM Content.

10.5 CPCM Content Security

There are anticipated to be many other issues to be addressed in connection with the three CL protection modesin
connection with particular CPCM Usage Rule assertions or combinations thereof.

An exhaustive analysis of such is given in CPCM System specification (TS 102 825-4 [i.4]).

10.6 CPCM Clear Content

The default protection mode for CPCM Content isto apply all the CPCM security tools, i.e. that CPCM Devices
establish mutual trust before transferring CPCM Content that is protected by the CPCM Scrambler and used in
accordance with the secure US| contained in the Content Licence.

CPCM is however required to provide the facility to manage Content that is to be maintained within the CPCM System
explicitly without the application of the CPCM Scrambler as atool for protecting that Content. Thistype of Content is
referred to as CPCM Clear Content and is given the label C.0.C.

C.0.C results from the assertion of the "Do Not CPCM Scramble" (DNCS) Usage Rule in the Input Content, described
in clause 9.6. CPCM Clear Content is content that has DNCS set upon Acquisition, directing subsequent downstream
CPCM devicesto not CPCM Scramble the Content.

DNCS isintended to apply to both transmission of CPCM Content between CPCM Devices and to the storage of CPCM
Content.

There may be circumstances where non-CPCM encryption is applied. In al circumstances of Authorized Usage, such
application of encryption shall be transparent to users of CPCM Clear Content.

The application of DNCS by the content provider isindependent of whether the content is delivered in the clear or
protected by scrambling. Content delivered in the clear will not necessarily be Acquired as CPCM Clear Content.

There may also be CPCM System-wide options regarding the appropriate and sensible level of security to be applied to
other aspects of the management of CPCM Clear Content and the respective Content Licences within the CPCM
System. CPCM Instances inside CPCM Devicesthat are known to only ever have access to CPCM Content where the
DNCS Usage Ruleis asserted might not need to implement all aspects of the CPCM Security Control components listed
in clause 7.3.3, for example Trust Establishment and SAC Management.

The actual requirements for such CPCM Devices are laid down by CPCM specifications and C& R regimes.

CPCM Devices are nevertheless required to honour all applicable Authorized Usage signalled in the USI in the Content
that these Devices are able to handle. A CPCM Device that acts as a Sink for CPCM Content must implement all
CPCM security tools and mechanisms required for the intended usage of that Device, otherwise interoperability with al
CPCM Content Sources will not be given. This applies whether to content is marked DNCS or not.

10.7 CPCM Content Item Delineation

Thereis no secure mechanism for delineating service events that are intended to become different Content Items once
Acquired by the CPCM System. Thisis not an issue for on-demand type content delivery systems or with Content from
a storage medium, where the Content is made available as separate items at source, but with a continuous stream of
content containing concatenated service from atypical broadcast source there may be concerns around securing the
termination of one event (Content Item) having a certain Authorized Usage, to the next event (Content Item) having a
different Authorized Usage.

Signalling of the delineation of service eventsistypically the responsibility of the transport mechanism that delivers the
content to the Acquisition Point and thus outside the scope of CPCM. The delivery system shall signal delineation of
service events to the Acquisition Point as described in TS 102 825-4 [i.4].
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10.8 CPCM Content Revocation

If a CPCM device has been compromised, e.g. cloned, it may be revoked on a per Content Item basis. Compliant CPCM
Devices, including those that do not use on-line authentication, will be capable of being denied specific CPCM Content
in accordance with a Certificate Revocation List (CRL).

The CPCM Instance should include the facility to explicitly inform the user when such a revocation takes place, as one
of the foreseen standard CPCM notifications to the CPCM Device's host application, viathe CPCM Interaction
interface, described in clause 7.2.3.

The CPCM Content revocation method(s) and CRL are specified in CPCM System specification (TS 102 825-4 [i.4]).

10.9 CPCM Content Recovery

Facilities to enable the user to recover legitimately obtained CPCM Content in the case of damaged CPCM Devices of
components thereof, or when upgrading or through the replacement of components of CPCM Devices are out of scope
of the CPCM System. But the CPCM System shall not preclude the provision of such facilities by CPCM Device
manufacturers or CPCM Content providers.

11 CPCM Content Management

11.1 General

This chapter combines all the previously described conceptsin order to provide the generic CPCM Content
Management model.

Each of the five abstract CPCM Functional Entities are described in terms of their mapping to actual implementationsin
CPCM Devices and the foreseen content management scenarios.

11.2  Basic Content Management Model

The CPCM System provides a platform for interoperable post-delivery content management and protection, including a
common set of Usage Rules for &l content within the CPCM System.

This basic content management model is shown in Figure 24.

Processin
Input CPCM Consumed
Usage Altharised Content
R|gqs Usage
— '\ Exported
npu Usage
Arcquisition .
Content i Rights
Exported
Content

Figure 24: Basic Content Management Model

Input Content, with its associated input usage rights, is Acquired by the CPCM System to become CPCM Content, with
its associated CPCM Authorized Usage. Thus every channel of content Acquisition into CPCM must have a mapping of
that channel's set of Usage Rules to the common CPCM Usage Rules.
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While within the CPCM System, CPCM Content can be Stored or Processed in accordance with the Authorized Usage
associated with the content.

CPCM Content leaves the CPCM System when it is Consumed, or Exported from the CPCM System. Both of these
operations might also be affected by the content's Authorized Usage.

The following clauses describe each of the abstract Functional Entities in terms of all aspects of content management,
including break-downs of the different content types, critical issues regarding content management itself in each case,
and mappings of each Functional Entity to more real-world CPCM scenarios.

11.3  Acquisition

11.3.1 General

Input Content is received from a Trusted Source and ingested into the CPCM System at the Acquisition Point. Figure 25
shows this, extracting the relevant part of the Abstract Model, and expanding it showing the different types of Input
Content.

C.1.1 Protected Delivery C.1.2 Trusted Clear Delivery C.1.3 Trusted CPS
Input
C.1 Input Usage
Content Rights

[ F .1 Acquisition ]

J— ——
— =

— T -
—~ S,

/‘/ R“\.

7 \
{

CPCM System - o )

N CPCM | A”f,“s‘;;:e“ 7
~ Content — -

Figure 25: Input Content

"Trust" between the Trusted Source and the CPCM Instance Acquiring the Input Content is based on compliance, with
both the Trusted Source and the CPCM System, under the control of C&R regime. In some cases this trust might be
established explicitly by technical means, for example with a DRM system over the internet, but this trust establishment
is outside the scope of the CPCM System.

The CPCM Reference Model does not foresee the Acquisition of Content from analogue inputs.

Figure 26 shows the generic logical model of the Acquisition Point and the process of Content Acquisition. The
Acquisition Point performs the transfer of content from the delivery system or Trusted Source as well as the generation
of CPCM US| for that content based on the Input usage rights. Thisis shown for the example of the generation of C.0.0
in the CPCM System.

Asshown in FigureS 25 and 26, there are three kinds of Input Content for CPCM that together comprise the Trusted
Sources for Acquired Content. Each has different methods of trust establishment with CPCM, and in the case of Trusted
Clear Delivery two security models are foreseen, as already described in clause 10.6.
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Figure 26: Generic Logical Model of the Acquisition Point and Content Acquisition

11.3.2 Protected Delivery

11.3.2.1 General

Input Content from a protected delivery system or channel is handed over securely to the CPCM Instance by the
Protected Delivery Client. If the Content is already delivered with CPCM compliant scrambling applied and the keys
are available to be propagated in the CPCM system, then that content will not need to pass through the CPCM
Scrambler, but a Content Licence might need to be generated by the Licence Processing component of Security Control,
if it is not already present (e.g. embedded in the Content, C.0.E, as described in clause 10.3.3).

Mutual trust with CPCM for content handover can be established in two ways:

o Under C&R regime, whereby the respective protected content provision system (e.g. CA or DRM system) has
attained mutual approval for content exchange with CPCM (e.g. CPCM is an approved output of the DRM
system).

e ViaaCPCM Extension that mutually establishes trust with the CPCM Instance (see clause 12).
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11.3.2.2 Conditional Access Integrated in the CPCM Device

In this mode of Protected Delivery, the proprietary Protected Delivery Client is fully integrated inside the CPCM
Device. Thisisdepicted in Figure 27.

Here the compl ete process of content Acquisition from the CA system takes place within an integrated host device,
e.g. a Set-Top Box (STB). The Protected Delivery Client performs the secure transfer of C.1.1 to the CPCM Instance.

Protected Delivery Client
C11 i l
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ECHIEMM keys CA
Processing "| Descrambler
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Figure 27: Integrated-CA Acquisition

11.3.2.3 Conditional Access Smart-Card

Here, two example models are depicted whereby smart-card based approaches could implement the Acquisition of
Protected Delivery Content into the CPCM System.

Thefirst is where part of the CA Protected Delivery Client is hosted in the smart-card.

In the first example, Content Acquisition takes place in a vertical market set-top-box (STB) where the Protected
Delivery Client is usually implemented in part in the smartcard as the core CA client, in part in the STB as the CA
kernel. The Protected Delivery Client is responsible for feeding the CA descrambler with the CA-controlled content
keys (Control Words) and a so controls the use of the Content in the STB (e.g. DVR recording and playback control in
association with CA-controlled rights). This Protected Delivery Client will therefore also be responsible for controlling
the handing over of Content to CPCM, generating the associated Content Licences, and renewing them at a later stage,
whenever applicable, due to being identified in the Content Licence Creator field in the Content Licence. The interface
between the Protected Delivery Client and the CPCM Instance does not need to be specified by CPCM for the sake of
interoperability, but will be subject to C&R regime.
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Figure 28: Smart-Card Based Acquisition Example 1

In the second kind of smart-card based CPCM protected delivery receiver the smart-card itself hosts at least a part of the
CPCM Instance, usualy the Security Control part, and this builds a SAC with the CPCM Instance located in the host
protected-delivery receiver device. An example implementation of this mode is shown in Figure 29.

In this mode of Protected Delivery, the CPCM functionality implemented in the CA Smart Card has the task of
generating CPCM Content Licences for the Acquired Content, but does not perform the Content Handling functions.
These are performed in the CPCM Device, which must also implement a particular part of the proprietary Protected
Délivery Client.

In this example the implementations of Security Control use the CPCM SAC between the smart card and receiver to
deliver the CA keysto the CA descrambler in the host. This can be done by appending private data; in this case the CA
keys, to CPCM Communications, in this case the Content Licence, as part of the Auxiliary Data, whereby the CPCM
Instance implementation knows how to handle this private extension data. Thisis essentially an example of a CPCM
Extension in the logical model.
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Figure 29: Smart-Card Based Acquisition Example 2

11.3.2.4 Conditional Access Module

Thisform of Acquisitionisrealized in CPCM by implementing two independent and compliant CPCM Instances, one
in the Conditional Access Module (CAM) and one in the generic host receiver Device, which needs no content-provider
or CA system specific functionality.
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Figure 30: CA Module Based Acquisition Example
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The CA Module performs the handover of CA-protected content to CPCM. It passes back protected CPCM Content to
the- host device. The host device needs to have no CA-specific functionality, and the content flow from the CA Module
to the host device is protected by CPCM. The example shown above assumes Separate or Out-Of-Band CL mode, as
described in clause 10.3.2.

Such a physical interface could be either one that is used as a generic home network interface, or a more specific
dedicated physical interface, like the DVB Common Interface. In this case this mode of operation effectively solvesthe
problem of the unprotected DVB Common Interface return path.

11.3.2.5 Free-To-View Delivery

Free-To-View (FTV) delivery is where the broadcast delivery of the Content is protected by scrambling. This clause
describes the specia case of FTV where this Content is intended to become CPCM Clear Content

(see clause 10.6) after Acquisition into the CPCM System, by application of the Ancillary Control Usage Rule of "Do
Not CPCM Scramble" (see clause 9.6). In the other case, where this Usage Rule is hot asserted, this delivery model
would be the same as that described in the previous clauses.

Figure 31 depicts this case as an example when only the Licence Processing component of Security Control, which
creates secure Content Licences for the CPCM Clear Content Acquired by the receiver, is required.
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| I A ol [ [ Jreeneenanns | . CPCM |
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! 1 ! 1
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1 Control : Handling

CPCM Instance
CPCM Device

Figure 31: Acquisition of Free-To-View Example 1
The handling of CPCM Clear Content was described in clause 10.6. Applied to the case of Free-To-View Acquisition,

the CPCM Scrambler will not be activated. Figure 32 shows the example of the generation of embedded-CL CPCM
Content where Proximity Control is applied in Security Control.
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Figure 32: Acquisition of Free-To-View Example 2

11.3.2.6 DRM System

The DRM System form of Acquisition is exemplified below in Figure 33. Here the DRM system client transfers
Content to the CPCM Instance by trandating the DRM system licence and usage rightsinto a CPCM Content Licence
containing the mapped CPCM Authorized Usage for the respective Content Item. This example assumes C.0.0 is
generated.
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Figure 33: Acquisition from DRM System, Example 1
A second example of Acquisition from a DRM system, Figure 34, shows the case where the DRM system delivers the

Content Item wrapped in a container and the DRM system client unwraps the container to enable the CPCM Instance
implementation to generate a CPCM Content Licence and CPCM Content in much the same way as in the first example.
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Figure 34: Acquisition from DRM System, Example 2

A variation of either example could be that the DRM system deploys the same Content Scrambling cipher and mode as
the CPCM System and the keys are available to be propagated in the CPCM system, so possibly avoiding the need to
descramble and re-scramble the Content Item upon Acquisition in the CPCM System. This is depicted in Figure 35.
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Figure 35: Acquisition from DRM System, Example 3
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11.3.3 Trusted Clear Delivery

Thisis clear, meaning unprotected, Input Content from a Trusted Source. A Trusted Source for clear content could be,
for example, a broadcast tuner or broadband terminator (CPE). The clear-to-air tuner module that tuned and decoded a
signal that could only be generated by a"commercial" broadcaster could be trusted implicitly by virtue of its robust
physical connection within a CPCM Device. This Content has associated I nput usage rights, from which the appropriate
USI will be mapped upon Acquisition.

As explained in clause 10.6, one model for Input Content delivered in the clear will be that it is required that CPCM
also maintains such CPCM Content in unscrambled form, i.e. CPCM Clear Content, signalled with the DNCS Usage
Rule asserted.

A possible scenario for such areceiver isavariation of that described in Figure 32, depicted here in Figure 36. Here the
broadcast tuner module is classed as a Trusted Source for clear-to-air delivered Input Content.
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Figure 36: Acquisition of CPCM Clear Content Example

ETSI



55 ETSITS 102 825-2 V1.1.1 (2008-07)

11.3.4 Trusted Content Protection System

A Trusted Content Protection System (CPS) is athird-party content protection system with which a predetermined set
of CPCM interoperability rules, including a US| mapping, has been defined and approved by, for example, aC&R
regime.

Thisform of Acquisition is shown in Figure 37 for the case of C.0.0 generation in CPCM.

Any trust establishment between a CPS system and CPCM is not necessarily reciprocal. For example, a CPS might
include CPCM as a Trusted Output and CPCM has the CPS as a Trusted Input but that does not mean that CPCM
automatically includes that CPS on the list of Trusted Outputs (CPCM Export, see also clause 11.7).
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Figure 37: Acquisition from Trusted CPS
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11.4  Storage

Subject to USI allowing a Copy to be created, the Copy of a piece of CPCM Content that is stored in a Storage Entity is
referred to as CPCM Stored Content (C.0.2). When a Content Item is copied or consumed, if allowed by the USI, then
that Content flow from the Storage Entity is referred to as Retrieved Content (C.0.3). Figure 38 shows this, extracting
the relevant part of the Abstract Model.
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Figure 38: Stored and Retrieved Content

The Storage Entity is an abstract Functional Entity that isinside the CPCM Instance hosted by a CPCM Device.
Physical storage drives and storage media are themselves outside the CPCM Instance. The Storage Entity handles
CPCM Content that is stored on physical storage. Storage is generally either fixed and/or embedded in the CPCM
Device, or removable mediathat are read or written in a storage drive in the CPCM Device. As mentioned in clause 7.5,
there is no distinction between fixed and removable physical storage for the purposes of the Reference Model, in that
the Storage Entity inside the CPCM Instance treats them in the same way logically.

Figure 39 shows the generic logical model of CPCM Content Storage, depicting the Storage Entity in relation to Device
interfaces and example storage drives. Only the CPCM A.P.E.C.S. Content Handling functionality is depicted here,
because there is no interface to or from outside the CPCM System involved with Storage. The only operation on
Content Licences associated with Storage is when a new Content Licence is created for a newly created instance of a
Content Item that is allowed to be Copied.
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Figure 39: Storage Entity, Device interfaces and storage drives

Figure 39 effectively combines all the different kinds of Storage possible in CPCM. The following describes each type
in more detail, clarifying the mapping of the logical model to real-world examples of storage devices.

If allowed by the USI (Copy Control Usage Rule assertion for that Content), the Storage Entity creates the Copy (C.0.2
Stored Content) from CPCM Content being input at the CPCM Device's interface(s), from CPCM Content being
handled inside the CPCM Instance, or from an existing Stored Content Item being handled in a storage drive (fixed or
removable) in the CPCM Device hosting the Storage Entity.

Retrieved Content can be output at the Device's CPCM Interface(s) when being exchanged with other Devices within
the CPCM System.

The Storage Entity can Retrieve Stored Content from fixed or removable Storage Media, or from the Device's Input
Interface(s), for further handling inside the CPCM Instance.

From Figure 39, it is evident that a storage device that has no other function than to offer physical storage capacity for
CPCM Content does not need to even implement a CPCM Instance. All CPCM Content that it stores is protected, as far
asrequired by its USI, thus only compliant CPCM Devices are able to access such CPCM Content. CPCM Content is
always stored and retrieved under the control of other CPCM Devices. This kind of storage device can also be referred
to asa"dumb bit bucket”. If the storage device implements any CPCM Functional Entity in addition to Storage, then
this must be done, as always, inside a CPCM Instance inside the device.

Storage is directed by the Copy Control USI. For Content carrying the Copy Control state Copy Never or Copy No
More, no static instance, or Copy, shall be created by the Storage Entity. For CPCM Content with Copy Control state
Copy Once, the resulting Copy (Stored Content in the Storage Entity) shall carry the Copy Control state Copy No More
(CNM). For CPCM Content with Copy Control state Copy Control Not Asserted (CCNA), the resulting Copy (Stored
Content) shall aso carry the Copy Control state Copy Control Not Asserted.

The Move function isafacility that can be provided by any CPCM Device implementation. Any such Content Move
functionality must of course comply with Copy Control and Propagation Restriction USI. For Copy Control this means
that when the Content Item Copy carries a Copy Control Usage State of Copy No More (Copies should never exist with
the Copy Control Usage State of Copy Never), then the original is no longer accessible once the Moved Content Item
has been created.
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11.5 Processing

Processing in the context of CPCM isa CPCM compliant operation upon, or Authorized Usage of Content whereby
CPCM Content undergoes a permitted transformation from its original form to create new transformed CPCM Content.
Figure 40 shows this, extracting the relevant part of the Abstract Model for Content classification.
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Figure 40: Processing

Examples of Processing functions could be:
e  Transcoding to adifferent compressed format, video resolution or frame rate, or audio sampling rate.
e  Application of audio/video effects.
. Insertion of aternate data or content components.
. Extraction of still images from avideo stream.

Figure 41 shows the logical diagram of al options with a Processing Entity, based on the example of C.0.0.
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Figure 41: Processing Entity
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It could be defined under compliance rules as to which of these are allowed generally, or it could be stipulated that
some are allowed in conjunction with, for example, Copy Control USI states. The definitive rules are defined by each
C&R regime.

11.6  Consumption

11.6.1 General

Consumed Content is elaborated in order to differentiate between pure sound and vision and, for example, electrical and
optical device outputs that are constrained to provide only the functionality of immediate Consumption by a connected
device. Figure 42 shows this, building on the relevant part of the Abstract Model for Content classification.
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Figure 42: Consumed Content

Figure 43 shows the logical model of the Consumption Point, based on the example of C.0.0.
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Figure 43: Consumption Point

The following clauses go into more detail about each type of Consumed Content.

11.6.2 Sound and Vision

C.2.1 Sound and Vision is Consumed Content that is directly rendered by the device hosting the Consumption Point.

11.6.3 Consumption Output

A Consumption Output (C.2.2) isan Output at adigital (C.2.2.1) or analogue (C.2.2.2) device interface, containing a
transformation or signal that is intended to inhibit any other function than immediate consumption of that Content, i.e.
to inhibit Storage of that Content. The method of transformation or signalling depends on the specific interface and is
outside the scope of the Reference Model.

If necessary for any particular future Content type or format that is new to the consumer, it may be necessary to control
C.2.2. Such control could constitute down-resolution of the image or even turning off the Consumption Output
atogether. Such output control would be implemented as a CPCM Extension and shall only be activated for the future
Content types or formats.

Such output control applied to CPCM Consumption Outputs is not foreseen in the baseline CPCM System because such
aconcept is alien to consumer expectations with current audio-video equipment, content types, delivery systems and
business models, therefore such controls are reserved as optional features for the handling of new content types and
usage models currently not available to consumers.

Depending on the type of CPCM Content concerned, a Consumption Output may be subject to the Output Control
Usage Rule (clause 9.5), whereby the Consumption Point implementation needs to include the following controls on
that Output:

. ability to enable and disable the output on C.2.2.2.SD Analogue Consumption Outputs for standard definition
video for Content Items of the types necessitating this control;

. ability to enable and disable the output on C.2.2.2.HD Ana ogue Consumption Outputs for high definition
video for Content Items of the types necessitating this control;
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. ability to ensure that, if Image Constraint is signalled, a Content Item is passed through a Processing function
that constrains the resolution of that Content Item prior to output of that Content Item on High Definition
Analogue Consumption Outputs, the constraining function to be in accordance with the parameters specified in

TS 102 825-3i.5].

11.7  Export

11.7.1 General

Exported Content is elaborated in order to differentiate between Trusted (C.3.1), Controlled (C.3.2) and Untrusted
(C.3.3) Export, which are all digital. In addition there is Analogue Export (C.3.4).

Figure 44 shows this, building on the relevant part of the abstract model for Content classification.
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Figure 44: Exported Content

Figure 45 shows the logical model of the Export Point, based on the example of C.0.0.
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Figure 45: Export Point

Digital Exported Content, whether Trusted, Controlled or Untrusted, can be created in two basic ways - at adigital
interface, or on aphysical storage medium. Both constitute Outputs of CPCM Content. Analogue Exported Content can
only be an Output at an analogue device interface.

The following clauses go into more detail about each type of Exported Content.

11.7.2 Trusted Export

Trusted Export (C.3.1) isadigital Output to a Trusted CPS for which there is a defined USI mapping, with no explicit
control of the Output viaUSI for CPCM Content transferred to that Trusted CPS. The CPSsincluded under Trusted
Export are defined by each C& R regime.

A CPSthat is Trusted as an Output is not necessarily conversely Trusted as an Input (for Acquisition of content) to
CPCM.

11.7.3 Controlled Export

Controlled Export (C.3.2) isthe digital Output of CPCM Content mapped to a Trusted CPS under the explicit control of
the Output Control Usage Rule (clause 9.5) assertion carried with that CPCM Content. The Trusted CPSs included
under Controlled Export will be defined by an appropriate registration authority.

Controlled Export is a special case of Trusted Export, just as a Controlled CPSis a special case of a Trusted CPS.

11.7.4 Untrusted Export

Untrusted Export (C.3.3) isany digital output or storage format that is not Trusted (or Controlled). Untrusted Exported
Content is not protected. The Exported Content may however still carry CPCM US, if the Export format is compatible
with the carriage of CPCM USI. Untrusted Export is under the explicit control of the Output Control Usage Rule
(clause 9.5), in that Content can be exported to Untrusted Space only if its USI explicitly allow this.
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11.7.5 Analogue Export

Analogue Exported Content (C.3.4) is an unprotected analogue Output, for example for the purpose of analogue
recording.

Depending on the type of CPCM Content concerned, Analogue Export may be subject to the Output Control Usage
Rule (clause 9.5).

Such Output control would be implemented as a CPCM Extension and shall only be activated for the future Content
types or formats.

Analogue Export is aso naturally subject to the Copy Control Usage Rule (clause 9.2), whereby CPCM Content
carrying the copy control states CN or CNM shall not become Anal ogue Exported Content.

12 Extensions to CPCM

The clauses described so far define the CPCM baseline System. The CPCM baseline functionality may be extended
where necessary, either for future additional extended CPCM functionality (CPCM Extension), or for particular
proprietary functionality (proprietary Extension).

The protection and management of CPCM Content in the baseline CPCM System shall not be subverted by a CPCM
Extension in any way.

CPCM will provide acommon method for both types of Extension to interact with the CPCM Instance. Figure 46
shows how both types of Extension relate to the CPCM Instance and CPCM Device. The method of interactionis
referred to as the CPCM Extension Interface, although it is unlikely to resemble any kind of physical or software
interface, but rather take the form of rules and conditions about controls and data flows that are permitted to/from the
CPCM Instance.

Whatever functionality they implement, both types of Extension are still subject to C&R regimes as for Trust

Establishment with a CPCM Instance.
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Interaction Extension Exten3|_on
Interaction Interaction
CPCM
CPCM Content Extension
Control Handling
Security CPCM
Control ADM Extension
Interface
Control ADM ]
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Extension
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CPCM Device

Figure 46: CPCM Device and CPCM Instance with Extensions
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13 CPCM as an Interoperability Platform

The following elements of the CPCM System, previously described in terms of the CPCM Reference Model, provide
the anchors for interoperability in the area of commercia content protection and management in the consumer
environment.

Thefirst of these are the CPCM security tools:
e  CPCM Instance Certificate (CIC) format.
. Authenticated Key Exchange (AKE) mechanism - method of Trust Establishment and SAC management.
. Content cipher and mode of operation.

The set of CPCM Usage Rules and their corresponding coding in USI provide a common basis for many content
provision and usage scenarios, able to accommodate content exchange to and from other systems via Usage Rules
mappings.

Authorized Domain Management (ADM) provides the protocol and methods for CPCM Devices to manage their AD
membership, if applicable.

The facilities of Content Acquisition into, and Content Export out of CPCM provide interoperability between CPCM
and other Content Protection Systems (CPSs).

Naturally CPCM has alot to do with home networking, but does not prescribe any particular requirements from its
protocols or physical interfaces. CPCM is meant to work in away that is transparent to the "home network", by being
implemented as a secure resource controlled by the device's application on each compliant device, and by using the
basic resources of the home network to carry out the necessary CPCM Communications between CPCM Devices as
appropriate for those Devices.
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