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Intellectual Property Rights

Essential patents

IPRs essential or potentially essential to normative deliverables may have been declared to ETSI. The declarations
pertaining to these essential IPRs, if any, are publicly available for ETSI members and non-member s, and can be
found in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to
ETS in respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the
ETSI IPR online database.

Pursuant to the ETSI Directivesincluding the ETSI IPR Policy, no investigation regarding the essentiality of IPRS,
including I PR searches, has been carried out by ETSI. No guarantee can be given as to the existence of other IPRs not
referenced in ETSI SR 000 314 (or the updates on the ETS| Web server) which are, or may be, or may become,
essential to the present document.

Trademarks

The present document may include trademarks and/or tradenames which are asserted and/or registered by their owners.
ETSI claims no ownership of these except for any which are indicated as being the property of ETSI, and conveys no
right to use or reproduce any trademark and/or tradename. Mention of those trademarks in the present document does
not constitute an endorsement by ETSI of products, services or organizations associated with those trademarks.

DECT™, PLUGTESTS™, UMTS™ and the ETSI logo are trademarks of ETSI registered for the benefit of its
Members. 3GPP™, LTE™ and 5G™ logo are trademarks of ETSI registered for the benefit of its Members and of the
3GPP Organizational Partners. oneM 2M ™ |ogo is atrademark of ETSI registered for the benefit of its Members and of
the oneM2M Partners. GSM® and the GSM logo are trademarks registered and owned by the GSM Association.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Lawful Interception (L1).

The ASN.1 module and XML schema are available as an electronic attachment to the present document (see detailsin
clause A.3.1.2).

Modal verbs terminology

In the present document “shall”, "shall not", "should", "should not", "may", "need not", "will", "will not", "can" and
"cannot" are to be interpreted as described in clause 3.2 of the ETSI Drafting Rules (Verbal forms for the expression of
provisions).

"must" and "must not" are NOT allowed in ETSI deliverables except when used in direct citation.
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1 Scope

The present document is based on requirements from ETSI TS 102 656 [i.2].

The present document contains handover requirements and a handover specification for the data that is identified in
national legidlations on Retained Data.

The present document considers both the requesting of retained data and the delivery of the results.

The present document defines an electronic interface. An informative annex describes how this interface may be
adapted for manual techniques. Apart from in annex I, the present document does not consider manual techniques.

2 References

2.1 Normative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

Referenced documents which are not found to be publicly available in the expected location might be found in the
ETSI docbox.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long-term validity.

The following referenced documents are necessary for the application of the present document.

[1] Void.

[2] Void.

[3] ETSI TS 102 232-1: "Lawful Interception (LI1); Handover Interface and Service-Specific Details
(SSD) for IP delivery; Part 1: Handover specification for IP delivery”.

[4] 1SO 3166-1: "Codes for the representation of names of countries and their subdivisions — Part 1:
Country code".

[5] SO 4217: "Codes for the representation of currencies'.

[6] ETSI TS 101 671: "Lawful Interception (L1); Handover interface for the lawful interception of

telecommunications traffic".
NOTE: ETSI TS101671isin status "historical" and is not maintained.

[7] ETSI EN 300 356 (al parts): "Integrated Services Digital Network (ISDN); Signalling System
No.7 (SS7); ISDN User Part (ISUP) version 4 for the international interface".

[8] ETSI TS 100 974: "Digita cellular telecommunications system (Phase 2+); Mobile Application
Part (MAP) specification (3GPP TS 09.02)".

[9] ETSI TS 124 008: "Digital cellular telecommunications system (Phase 2+) (GSM); Universal
Mobile Telecommunications System (UMTYS); LTE; 5G; Mobile radio interface Layer 3
specification; Core network protocols; Stage 3 (3GPP TS 24.008)".

[10] Void.

[11] ETSI TS 133 108: "Universa Mobile Telecommunications System (UMTS); LTE; Digital cellular
telecommunications system (Phase 2+) (GSM); 3G security; Handover interface for Lawful
Interception (LI) (3GPP TS 33.108)".
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https://docbox.etsi.org/Reference/
https://www.etsi.org/deliver/etsi_ts/102200_102299/10223201/
https://www.iso.org/advanced-search/x/title/status/P,U,W,D/docNumber/3166/docPartNo/1/docType/0/langCode/ics/currentStage/true/searchAbstract/true/stage/stageDateStart/stageDateEnd/committee/sdg
https://www.iso.org/advanced-search/x/title/status/P,U,W,D/docNumber/4217/docPartNo/docType/0/langCode/ics/currentStage/true/searchAbstract/true/stage/stageDateStart/stageDateEnd/committee/sdg
https://www.etsi.org/deliver/etsi_ts/101600_101699/101671/
https://www.etsi.org/standards/looking-for-an-etsi-standard/dvds-of-our-standards
https://www.etsi.org/deliver/etsi_ts/100900_100999/100974/
https://www.etsi.org/deliver/etsi_ts/124000_124099/124008/
https://www.etsi.org/deliver/etsi_ts/133100_133199/133108/
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[12] ETSI TS101 109 (V7.2.0): "Digita cellular telecommunications system (Phase 2+); Universal
Geographical Area Description (GAD) (3GPP TS 03.32 version 7.2.0 Release 1998)".

[13] FIPS PUB 186-5: "Digital Signature Standard (DSS)".

[14] IETF RFC 7230: "Hypertext Transfer Protocol (HTTP/1.1): Message Syntax and Routing".

[15] IETF RFC 2818: "HTTP Over TLS".

[16] ETSI TS 123 040: "Digita cellular telecommunications system (Phase 2+) (GSM); Universal

Mobile Telecommunications System (UMTYS); LTE; 5G; Technical realization of the Short
Message Service (SMS) (3GPP TS 23.040)".

[17] IETF RFC 793: "Transmission Control Protocol".

[18] IETF RFC 5681: "TCP Congestion Control".

NOTE: |ETF RFC 5681 obsoletes IETF RFC 2581: "TCP Congestion Control".
[19] IETF RFC 6298: "Computing TCP's Retransmission Timer".

NOTE: |ETF RFC 6298 obsoletes IETF RFC 2988: "Computing TCP's Retransmission Timer".

[20] IETF RFC 1122: "Requirements for Internet Hosts - Communication Layers'.

[21] |[ETF RFC 791: "Internet Protocol".

[22] ETSI ES 282 002: "Telecommunications and Internet converged Services and Protocols for
Advanced Networking (TISPAN); PSTN/ISDN Emulation Sub-system (PES); Functional
architecture”.

[23] Void.

[24] IETF RFC 5322: "Internet Message Format".

NOTE: |ETF RFC 5322 obsoletes IETF RFC 2822: "Internet Message Format".

[25] ETSI TS 123 228: "Digita cellular telecommunications system (Phase 2+) (GSM); Universal
Mobile Telecommunications System (UMTS); LTE; 5G; IP Multimedia Subsystem (IMS); Stage 2
(3GPP TS 23.228)".

[26] IETF RFC 3261: "SIP: Session Initiation Protocol".

[27] IETF RFC 4506: "XDR: External Data Representation Standard".

[28] 1SO 13616-1:2020: "Financia services— International Bank Account Number (IBAN) — Part 1.

Structure of the IBAN".
NOTE: Used inthe attached ASN.1 or XSD documents availablein ts 102657v020701p0.zip.

[29] I SO 9362:2022: "Banking — Banking Telecommunication Messages — Businessidentifier code
(BIC)".

NOTE: Used inthe attached ASN.1 or XSD documents available in ts_102657v020701p0.zip.
[30] Void.

[31] ETSI TS 125 413: "Universal Mobile Telecommunications System (UMTS); UTRAN lu interface
Radio Access Network Application Part (RANAP) signalling (3GPP TS 25.413)".

[32] ETSI TS 129 274: "Universal Mobile Telecommunications System (UMTS); LTE; 5G; 3GPP
Evolved Packet System (EPS); Evolved General Packet Radio Service (GPRS) Tunnelling
Protocol for Control plane (GTPv2-C); Stage 3 (3GPP TS 29.274)".
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https://www.etsi.org/deliver/etsi_ts/101100_101199/101109/07.02.00_60/ts_101109v070200p.pdf
https://csrc.nist.gov/pubs/fips/186-5/final
https://www.rfc-editor.org/info/rfc7230
https://www.rfc-editor.org/info/rfc2818
https://www.etsi.org/deliver/etsi_ts/123000_123099/123040/
https://www.rfc-editor.org/info/rfc793
https://www.rfc-editor.org/info/rfc5681
https://www.rfc-editor.org/info/rfc6298
https://www.rfc-editor.org/info/rfc1122
https://www.rfc-editor.org/info/rfc791
https://www.etsi.org/deliver/etsi_es/282000_282099/282002/
https://www.rfc-editor.org/info/rfc5322
https://www.etsi.org/deliver/etsi_ts/123200_123299/123228/
https://www.rfc-editor.org/info/rfc3261
https://www.rfc-editor.org/info/rfc4506
https://www.iso.org/standard/81090.html
https://www.iso.org/standard/84108.html
https://www.etsi.org/deliver/etsi_ts/125400_125499/125413/
https://www.etsi.org/deliver/etsi_ts/129200_129299/129274/
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[33] ETSI TS 129 061: "Digita cellular telecommunications system (Phase 2+) (GSM); Universal
Mobile Telecommunications System (UMTS); LTE; 5G; Interworking between the Public Land
Mobile Network (PLMN) supporting packet based services and Packet Data Networks (PDN)

(3GPP TS 29.061)".

[34] ETSI TS 129 118: "Universal Mobile Telecommunications System (UMTS); LTE; Mobility
Management Entity (MME) - Visitor Location Register (VLR) SGs interface specification (3GPP
TS29.118)".

[35] ETSI TS 123 272: "Digita cellular telecommunications system (Phase 2+) (GSM); Universal

Mobile Telecommunications System (UMTS); LTE; Circuit Switched (CS) fallback in Evolved
Packet System (EPS); Stage 2 (3GPP TS 23.272)".

[36] ETSI TS 133 234: "Universa Mobile Telecommunications System (UMTS); LTE; 3G security;
Wireless Local Area Network (WLAN) interworking security (3GPP TS 33.234)".

NOTE: Used inthe attached ASN.1 or XSD documents availablein ts 102657v020701p0.zip.

[37] W3C® Recommendation 21 March 2017: "XML Path Language (XPath) 3.1".

[38] ETSI TS 123 008: "Digita cellular telecommunications system (Phase 2+) (GSM); Universal
Mobile Telecommunications System (UMTS); LTE; 5G; Organization of subscriber data (3GPP
TS 23.008)".

[39] ETSI TS 124 229: "Digita cellular telecommunications system (Phase 2+) (GSM); Universal

Mobile Telecommunications System (UMTS); LTE; 5G; IP multimedia call control protocol based
on Session Initiation Protocol (SIP) and Session Description Protocol (SDP); Stage 3 (3GPP

TS 24.229)".

[40] Void.

[41] ETSI TS 123 003: "Digital cellular telecommunications system (Phase 2+) (GSM); Universal
Mobile Telecommunications System (UMTS); LTE; 5G; Numbering, addressing and identification
(3GPP TS 23.003)".

[42] ETSI TS138413: "5G; NG-RAN; NG Application Protocol (NGAP) (3GPP TS 38.413)".

NOTE: Used inthe attached ASN.1 or XSD documents available in ts_102657v020701p0.zip.

[43] ETSI TS 129 571: "5G; 5G System; Common Data Types for Service Based Interfaces; Stage 3
(3GPP TS 29.571)".

[44] ETSI TS 136 413: "LTE; Evolved Universal Terrestrial Radio Access Network (E-UTRAN); S1
Application Protocol (SLIAP) (3GPP TS 36.413)".

[45] ETSI TS 123 501: "5G; System architecture for the 5G System (5GS) (3GPP TS 23.501)".

[46] ETSI TS 132 291:"5G; Telecommunication management; Charging management; 5G system,
charging service; Stage 3 (3GPP TS 32.291)".

[47] ETSI TS 132 255: "5G; Telecommunication management; Charging management; 5G data
connectivity domain charging; Stage 2 (3GPP TS 32.255)".

[48] ETSI TS 129 520: "5G; 5G System; Network Data Anaytics Services; Stage 3 (3GPP
TS 29.520)".

[49] ETSI TS 132 251: "Digital cellular telecommunications system (Phase 2+) (GSM); Universal

Mobile Telecommunications System (UMTS); LTE; Telecommunication management; Charging
management; Packet Switched (PS) domain charging (3GPP TS 32.251)".

[50] ETSI TS 137 340: "Universal Mobile Telecommunications System (UMTS); LTE; 5G; NR;
Multi-connectivity; Overall description; Stage-2 (3GPP TS 37.340)".

[51] Recommendation ITU-T Q.850: "Usage of cause and location in the Digital Subscriber Signalling
System No. 1 and the Signalling System No. 7 ISDN user part".
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https://www.etsi.org/deliver/etsi_ts/129000_129099/129061/
https://www.etsi.org/deliver/etsi_ts/129100_129199/129118/
https://www.etsi.org/deliver/etsi_ts/123200_123299/123272/
https://www.etsi.org/deliver/etsi_ts/133200_133299/133234/
https://www.w3.org/TR/2017/REC-xpath-31-20170321/
https://www.etsi.org/deliver/etsi_ts/123000_123099/123008/
https://www.etsi.org/deliver/etsi_ts/124200_124299/124229/
https://www.etsi.org/deliver/etsi_ts/123000_123099/123003/
https://www.etsi.org/deliver/etsi_ts/138400_138499/138413/
https://www.etsi.org/deliver/etsi_ts/129500_129599/129571/
https://www.etsi.org/deliver/etsi_ts/136400_136499/136413/
https://www.etsi.org/deliver/etsi_ts/123500_123599/123501/
https://www.etsi.org/deliver/etsi_ts/132200_132299/132291/
https://www.etsi.org/deliver/etsi_ts/132200_132299/132255/
https://www.etsi.org/deliver/etsi_ts/129500_129599/129520/
https://www.etsi.org/deliver/etsi_ts/132200_132299/132251/
https://www.etsi.org/deliver/etsi_ts/137300_137399/137340/
https://www.itu.int/rec/T-REC-Q.850/en
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[52] Recommendation ITU-T E.164: "The international public telecommunication numbering plan”.
[53] GSMA™ SGP.02: "Remote Provisioning Architecture for Embedded UICC Technical
Specification”.

NOTE: Used inthe attached ASN.1 or XSD documents availablein ts 102657v020701p0.zip.

[54] Recommendation ITU-T G.984.1: "Gigahit-capable passive optical networks (GPON): General
characteristics”.

NOTE: Used inthe attached ASN.1 or XSD documents available in ts_102657v020701p0.zip.

[55] IETF RFC 7315: "Private Header (P-Header) Extensions to the Session Initiation Protocol (SIP)
for the 3GPP".

[56] ETSI TS 123 558: "5G; Architecture for enabling Edge Applications (3GPP TS 23.558)".

[57] 1SO 24165-2: "Digita token identifier (DTI) — Registration, assignment and structure — Part 2:
Data elements for registration”.

[58] I SO/IEC 10646: "Information technology — Universal coded character set (UCS)".

[59] ETSI TS 123 316: "5G; Wireless and wireline convergence access support for the 5G System
(5G9)".

[60] IEEE™ EUI: "Guidelines for Use of Extended Unique Identifier (EUI), Organizationally Unique

Identifier (OUI), and Company ID (CID)".

2.2 Informative references

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific. For specific references, only the cited version applies. For non-specific references, the latest version of the
referenced document (including any amendments) applies.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication, ETSI cannot guarantee
their long-term validity.

The following referenced documents may be useful in implementing an ETSI deliverable or add to the reader's
understanding, but are not required for conformance to the present document.

[i.1] Recommendation ITU-T X.400: "Message handling system and service overview".

[i.2] ETSI TS 102 656: "Lawful Interception (L1); Retained Data; Requirements of Law Enforcement
Agencies for handling Retained Data".

3 Definition of terms, symbols and abbreviations

3.1 Terms

For the purposes of the present document, the following terms apply:

Authorized Organization (AO): any authority legally authorized to request or receive retained datae.g. aLaw
Enforcement Agency

Handover Interface A (HI-A): administrative handover interface comprising requests for information and their
responses

Handover Interface B (HI-B): data handover interface comprising the retained data transmission of information

issuing authority: any entity possessing the necessary jurisdiction and authority pursuant to law to compel a service
provider to deliver retained subscriber information or traffic data specified in a query
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https://www.itu.int/rec/T-REC-E.164/en
https://www.gsma.com/esim/wp-content/uploads/2020/07/SGP.02-v4.2.pdf
https://www.itu.int/rec/T-REC-G.984.1/en
https://www.rfc-editor.org/info/rfc7315
https://www.etsi.org/deliver/etsi_ts/123500_123599/123558/
https://www.iso.org/advanced-search/x/title/status/P,U,W,D/docNumber/24165/docPartNo/2/docType/0/langCode/ics/currentStage/true/searchAbstract/true/stage/stageDateStart/stageDateEnd/committee/sdg
https://www.iso.org/advanced-search/x/title/status/P,U,W,D/docNumber/10646/docPartNo/docType/0/langCode/ics/currentStage/true/searchAbstract/true/stage/stageDateStart/stageDateEnd/committee/sdg
https://www.etsi.org/deliver/etsi_ts/123300_123399/123316/
https://standards.ieee.org/wp-content/uploads/import/documents/tutorials/eui.pdf
https://www.etsi.org/deliver/etsi_ts/102600_102699/102656/
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lawful authorization: permission granted to an Authorized Organization under certain conditions to request specified
telecommunications retained data and requiring co-operation from a network operator/service provider/access provider

NOTE: Typicaly, thisrefersto awarrant or order issued by alawfully authorized body.

location infor mation: information relating to the geographic, physical or logical location of an identity relating to an
interception subject

number: any address (E.164, 1P, email, URI) used for routing in a network or in a service on auser level or
network/service level

receiving authority: any entity possessing the necessary authority pursuant to law and the technical means to receive
retained subscriber information or traffic data delivered by a service provider

request: legal requirement for a Communications Service Provider (CSP) to disclose retained data in accordance with
relevant national law

response to request of information: response from the CSP to the authorized organization acknowledging or rejecting
arequest for information

retained datarecord: set of data elements for a specific subscriber/user related to a specific service transaction
service transaction: instance of a service given by a CSP to a subscriber/user

servicetransaction record: set of data elements describing a service transaction (details to be determined)

SG: Interface between Mme and an MSC/VLR

transmission of infor mation: transmission of retained data from the CSP to the receiving authority

3.2 Symbols

Void.

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

NOTE: Some abbreviations are only used in the ASN.1 or XSD documents available in ts_102657v020701p0.zip.

3GPP 34 Generation Partnership Project
5G 5t Generation

5GS 5G System

ACID Application Client ID

ACK ACKnowledge

ADSL Asymmetric Digital Subscriber Line
AMF Access and Mobility management Function
AMFID AMF IDentifier

AO Authorized Organization

APN Access Point Name

ASCII American Standard Code for Information I nterchange
ASN Abstract Syntax Notation

ASP Application Service Provider

BER Basic Encoding Rules

BIC Business Identifier Code

CAN Connectivity Access Network
CdlID Cell Identification

CGl Cell Glaobal Identity

CHF CHarging Function

CPE Customer Premises Equipment

CPU Central Processing Unit

CR Change Request

CSs Circuit Switched
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CSP
CSPID
DLT
DNN
DR
DSA
DSL
DSS
DTI
DVD
EAS
eCGl
ECSP
EECID
EID
EMS
EN-DC
EPC
EPS
ESMA
euiCcC
eUTRAN
FIPS
GCl
GGSN
GLI
GPRS
GPS|
GSM
GW
HI
HI-A
HI-B
HTTP
HTTPS
IANA
IBAN
ICCID
ID

IE

IEI
IMAP
IMEI
IMEISV
IMPI
IMS
IMSI
[e]

P
IPSec
IPv4
IPV6
IR
ISDN
ISP
ISUP
LAN
LTE
MAC
MCC
ME
MF-B
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Communications Service Provider

CSP IDentifier

Digital Ledger Technology

Data Network Name

Data Retention

Digital Signature Algorithm

Digital Subscriber Line

Digital Signature Standard

Digital Token Identifier

Digital Versatile Disc or Digital Video Disc
Edge Application Server

e-UTRAN Cedll Global ID

Edge Computing Service Provider

Edge Enabler Client ID

Embedded (UICC) IDentifier

Enhanced Messaging Service
E-UTRA-NR Dual Connectivity
Enhanced Packet Core

Evolved Packet System

European Securities Markets Authority
embedded UICC

evolved UMTS Terrestrial Radio Access Network
Federal Information Processing Standard
Global Cable Identifier

Gateway GPRS Support Node

Global Line Identifier

General Packet Radio Service

Generic Public Subscription Identifier
Global System for Mobile communications
GateWay

Handover Interface

Handover Interface A

Handover Interface B

HyperText Transfer Protocol

HyperText Transfer Protocol over Secure Socket Layer
Internet Assigned Numbers Authority
International Banking Account Number
Integrated Circuit Card ID

IDentifier

Information Element

Information Element Identifier

Internet Message Access Protocol
International Mobile Equipment Identity
IMEI Software Version

IP Multimedia Private I dentity

IP Multimedia Subsystem

International Mobile Subscriber Identity
Inter Operator Identifiers

Internet Protocol

Internet Protocol Security

Internet Protocol (version 4)

Internet Protocol (version 6)

Intercept Related Information

Integrated Services Digital Network
Internet Service Provider

ISDN User Part

Local Area Network

3GPP Long Term Evolution (4G)
Media Access Control

Mobile Country Code

Mobile Equipment

Mediation Function B
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MME
MMS
MNC
Mol P
MS
MSC
MSISDN
MSN
N3IWF
NA
NAI
NAS
NAT
NCGI
NCI
NF
NGAP
NR
PAT
PDN
PDP
PDU
PEI
P-GW
PLMN
PPP
PS
PSTN
PUK
QoS
RAI
RAN
RAT
RCI
RD
RDHI
SAl

SDP
SGSN
S-GW
SHA
SIM
SIP
SMF
SMS
SMTP
SNSSAI
SSID

SUPI
TAI
TC
TCP
TL
TLS
TP-PID
TR
TV
UDM
UDP

16

Mobility Management Entity
Multimedia Messaging Service
Mobile Network Code
Multimedia over |IP

Mobile Station

Mobile Switching Centre

Mobile Subscriber ISDN number
Multiple Subscriber Number
Non 3GPP InterWorking Function
Network Access

Network Access Identifier
Network Access Server

Network Address Tranglation
NR Cell Global Identity

NR Cdll Identity

Network Function

Next Generation Application Protocol
New Radio

Port Address Trandation

Public Data Network

Packet Data Protocol

Protocol Data Unit

Permanent Equipment Identifier
Packet Data Network Gateway
Public Land Mobile Network
Point-to-Point Protocol

Packet Switched

Public Switched Telephone Network
Personal Unblocking Key
Quiality of Service

Routing Area I dentifier

Radio Access Network

Radio Access Technology

Radio Configuration Identifier
Retained Data

Retained Data Handover Interface
Service Area ldentifier

SMS Centre

Slice Differentiator

Session Description Protocol
Serving GPRS Support Node
Serving Gateway

Secure Hash Algorithm
Subscriber Identity Module
Session Initiation Protocol
Session Management Function
Short Message Service

Simple Mail Transfer Protocol

Single Network Slice Selection Assistance Information

Service Set | Dentifier
Slice/Service Type

SUbscriber Permanent Identifier
Tracking Area ldentity
Technical Committee
Transmission Control Protocol
Latency Time

Transport Layer Security

Transfer Layer Protocol - Protocol |Dentifier

Time of the Request
TeleVision

Unified Data Management
User Datagram Protocol
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UE User Equipment

UMS Unified Messaging System

UMTS Universal Mobile Telecommunication System

UPF User Plane Function

URI Uniform Resource Identifier

uTC Universal Time Coordinated

UTF Unicode Transformation Format

UTM Universal Transverse Mercator

UTRAN UMTS Terrestrial Radio Access Network

UuIiD Universally Unique |IDentifier

VAT Vaue Added Tax

VMS Voice Mail System

VolP Voiceover |IP

WGS World Geodetic System

WLAN Wireless Local Access Network

XML eXtensible Markup Language

XPATH XML PATH Language

XSD eXtensible markup language Schema Definition language
4 Overview of handover interface
4.1 Reference model

The generic Handover Interface adopts a two-port structure such that administrative request/response
information (HI-A) and retained data information (HI-B) arelogically separated.

Figure 1 isthe reference model for the request and transmission of retained tel ecommunications data.

NOTE 1:

NOTE 2:

Handover interface HI-A:
administrative

CSP < > Authorized

: Organization
Handover interface HI-B:

transmission af RD material

The term Authorized Organization covers any agency legally authorized to make RDHI requests

(see clause 3.1).

HI-B delivers data from CSP to the Authorized Organization. There may be related supporting lower level
messages from the Authorized Organization to CSP on HI-B.

Figure 1. Functional diagram showing handover interface Hl

Edge Computing Service Provider (ECSP) and Application Service Provider (ASP) have to be considered as CSP in any
of the sentences or diagrams of the present document where the term CSP is mentioned.

The end user is the consumer of the applications provided by the ASP and can have ASP service agreement with a
single or multiple ASPs. The end user/UE has a subscription arrangement with a PLMN operator. The UE used by the
end user is alowed to be registered on the PLMN operator network.

The ASP consumes the edge services (e.g. infrastructure, platform) provided by the ECSP and can have ECSP service
agreement with a single or multiple ECSPs.

The ECSP can have PLMN operator service agreement with single or multiple PLMN operators which offer edge
computing support.
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The edge computing service provider and the PLMN operator can be part of the same organization, in which case the
business relationship between the two is internal to a single organization.

Each of these two parties can be expanded to show some of their internal functions. Thisis not to proscribe how
implementations of the present document should be organized and is purely informational.

Within the CSP block, three internal CSP functions can be identified: an administrative function to manage the RD
requests and responses; a data collection function to collect data from the various internal network elements and prepare
the data for retention; a data store management function to index and store the data, execute queries and manage the
maximum retention period for RD.

Within the Authorized Organization block, two functions can be identified: an issuing authority responsible for
initiating new RDHI requests; areceiving authority to accept the RDHI responses. In many situations, the authority
issuing arequest will also be the authority to receive the responses. However, the issuing authority may indicate a
different delivery point for HI-B responses, in which case the issuing authority and receiving authority will be different.

These internal functions, and the interfaces between them, do not form a normative part of the present document.

CspP Authorized Organization
HI-A
N > Issuing Authority
Administrative | | =00 |ecooooooo o __]
Data function
- HI-B o )
collection y » Receiving Authority
function
v v
Data store
management
function

Figure 2. Functional model (informative)

A CSP or Authorized Organization may outsource some of itsinternal functionsto athird party. It isa national option
whether or not outsourcing is allowed, or whether conditions apply.

4.2 Structure of document and applicable communication
domains

The present document defines aframework that appliesto all Retained Data. The present document defines a range of
services (as shown in figure 3). The present document contains one annex for each service (annex B onwards).

Framework for Retained Data Handover Interface

Other
Asynchronous|| Synchronous Edge :
Telephony message Multi-media Network _ services-
services , 9 X access || Computing for further
services services applications study

Figure 3: Framework structure
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The framework defines the message procedures, the identifying and header information for each message, data
exchange techniques, and security measures. Each service-specific annex defines the information that is available
within that particular service.

The present document does not mandate or require CSPs to create data by inspecting or analysing communication

content.

The scope of each serviceisasfollows:

Telephony services cover those services offering the facilities listed in clause B.1. It covers services that
provides PSTN/ISDN functionality (either offered over PSTN/ISDN or emulated PSTN/ISDN (as defined in
ETSI ES 282 002 [22]) over IP) including GSM/UMTS-CS, SMS and MMS,

NOTE 1: EMS (3GPP TS 23.040[16]) is handled as SMS.

Asynchronous messaging services cover asynchronous communications involving the i ntermediate storage of
messages, as defined in clause C.1. Thisincludes e-mail, webmail but excludes chat, which is synchronous and
excludes SMS and MMS.

Synchronous multimedia services are covered by the present document. Specifically, the present document
contains details for interactive or synchronous communication sessions beyond the telephony services.

Edge Computing applications covers applications offered via edge computing capabilities (as defined in 3GPP
TS 23.558 [56]).

Network access services cover the services offering a capability to access public data networks (typicaly the
internet), including GPRSUMTS-PS, as defined in clause E.1.

NOTE 2: Data about subscriber are common to all services, as shown in the type declaration

GenericSubscriberinfo. Even if the interface specification includes a copy of subscriber records
embedded within each type of service, these records may be stored in just one copy in the Retained Data
repository on the operator side and with references to/from the subscribed-to servicesin order to reduce
storage size.

The present document is extensible: additional services may be added in future.

4.3

Categories of retained data

Retained datais broken down into the following categories:

Subscriber data: information relating to a subscription to a particular service (e.g. Name, Address).
Usage data: information relating to usage of a particular service (e.g. Call Records).
Equipment data: information relating to an end-user device or handset.

Network element data: information relating to a component in the underlying network infrastructure
(e.g. location and identifier of a GSM base station) (for example, if thisis not available from the usage data).

Billing data: information relating to a subscriber's billing details and history.

A more detailed breakdown for some of these categoriesis given in annex H.

Each service shall break down itsinformation into the categories listed above. There shall be no information outside of
the above categories. For certain services, particular categories may not apply.

Future categories may be added a later date.
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4.4 Handover Interface port 1 (HI-A) and Handover Interface

port 2 (HI-B)

The Handover Interface port 1 (HI-A) shall transport request, cancel and error information from/to the Authorized
Organization and the organization at the CSP, which is responsible for Retained Data matters.

The Handover Interface port 2 (HI-B) shall be used for all communication (retained data information, response, status
and error messages) between the CSP to the Authorized Organization.

For a compl ete assignment of communication types to the handover Interface ports see clause 5.4.

The HI-A and HI-B interfaces may be crossing borders between countries. This possibility is subject to corresponding

national law and/or international agreements.

20

4.5 Model used for the RDHI

Message flows - clause 5

Contents of each message - clause 6

Service-
specific
details

Service-
specific
details

Service-
specific
details

technique 1.

HI-A and/or
HI-B - clause 7.2

Encoding and delivery

HTTP and XML for

Encoding and delivery
technique 2:
BER for HI-A and/or
HI-B - clause 7.3

TCP transport layer

| P-based network laver

Figure 4: RDHI model

5 Handover interface message flows

5.1 Overview

5.1.1 Summary of this clause

Clause 5 identifies the messages that shall be sent over the RDHI.

The following situations are covered (see clause 5.1.3): successful deliveries, cancelled deliveries, basic error situations

and the delivery of resultsin stages.

The RDHI can operate in one of two modes (see clause 5.1.2). Clause 5.1 applies to both modes. Clause 5.2 coversthe

General mode, and clause 5.3 covers the Authorized-Organization-initiated mode.

Clause 5.4 defines the HI-A and HI-B message types.
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Clause 5.5 covers addressing over HI-A and HI-B.

5.1.2 Message flow modes
RDHI message flows are defined for the following two situations:

. The General situation, where there is a transport mechanism that supports a full two-way transport of
messages between Authorized Organizations and CSPs (see clause 5.2).

e  The Authorized-Organization-initiated situation, where there is a transport mechanism in which the
Authorized Organization initiates a communication and then the CSP respondsii.e. the CSP is only able to send
messages in response to an Authorized Organization message (see clause 5.3).

The remainder of clause 5.1 contains information that applies to both situations.

5.1.3 Delivery cases
Message flows for the following cases are covered:
. A successful complete delivery.
e A basicerror at the CSP, signalling that no further results will be delivered for that request (see clause 5.1.5).

. The Authorized Organization cancels arequest, signalling that no further results shall be delivered for that
request (see clause 5.1.6).

. The delivery of some of the results before al results are ready (see clause 5.1.7).

514 "Active" requests and "closed" requests

It isessential that both parties are clear about when arequest is active (i.e. the CSP is researching the answer) and when
itisclosed (i.e. the CSPis no longer expected to be working on the request). In order to do this, each message flow
contains the following underlying steps:

e  Authorized Organization submits a request to the CSP.
. CSP acknowledges it has received the request:
- The request is now said to be "active".

. Either Authorized Organization or CSP signals to the other party that the request is ended (e.g. al results have
been sent, an error has occurred).

. An acknowledgement is sent to confirm receipt of the message that ends the request:
- The request is how said to be "closed".

NOTE: The acknowledgements are required to be generated at an application level i.e. the CSP or Authorized
Organization application is confirming receipt of the message. A transport level acknowledgement
(e.g. TCP ACK) is not sufficient.

5.15 Errors and failure situations

5.15.1 Error and failure types
The present document covers two varieties of mistake or failure:

1) ResponseFailed: If an Authorized Organization sends a request which the CSP cannot process, then the CSP
sends a ResponseFailed message (see clause 5.1.5.2).
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2)  Errors. If one party makes a syntactical or protocol-level error (e.g. badly-formatted XML or invalid
authorization), the other party can return an error. The message with the mistake is then ignored (see
clause 5.1.5.3).

It is possible that more detail is needed (beyond what is covered by the present document), e.g. it might be the case that
the Authorized Organization does not consider the "complete" answer from the CSP to be complete. In order to resolve
these situations, it will be necessary for the Authorized Organization and CSP to discuss the matter person-to-person
and thisis not covered by the present document. Once any problems have been resolved, if the original request is still
relevant, the request should be re-sent by the Authorized Organization (using a new request number i.e. completely
independent of the previous regquest).

5.15.2 Request process failure feedback

If the CSP is unable to process an active request for technical reasons (e.g. authorization not verified, unable internal
CSP error), then they shall send a response message marked as "FailureResponse” viathe HI-B interface. This
terminates the request and shall be acknowledged. The CSP is required to co-operate in resolving the error and it is
likely that the request is re-issued (perhaps with some changes); however, from the point of view of the present
document, all further messages will be handled manually or as abrand new request.

5153 Other errors

If the CSP receives a message that isincorrectly formatted or out of order in the State diagram then they shall reply with
an error message. The error message shall indicate, where possible, the request ID that was specified in the "bad"
message. If the request 1D is present in the error message, the Authorized Organization shall consider its previous
message on that request ID to have been ignored.

Error messages should, if appropriate, include a short description of the error. There is no concept of an error
acknowledgement for this sort of error.

Error messages shall always be sent via the interface where the original message causing the error initiated. So for
example an error message responding to a broken request shall be sent via HI-A whereas an error message responding
to abad getResult message shall be sent viathe HI-B interface.

5.1.5.4 Missing messages

Both the CSP and the Authorized Organization may at times be waiting for a message from the other party. It isan error
for that message never to arrive, and the CSP and Authorized Organization shall take appropriate action to resolve the
error situation.

This error differs from transmission errors at the transport level. Transport layer protocols (see clause 7) take care of
transmission errors, and present areliable end to end channel to their parties. However, even assuming a perfect
transmission channel, messages may be lost due to issues in higher protocol levels. The CSP and Authorized
Organization shall gracefully handle these situations.

There are two strategies that can be used to resolve missing messages: wait or raise atimeout indication to local
operators. The timeout periods for waiting are a national issue. These periods may depend on the priority of the request
(see clause 6.3.3.1) or the suggested completion time (see clause A.2.2.2).

The CSP could use the following strategies:
e  Waiting for a Request message:
- the CSP should wait indefinitely.
e  Waiting for a GetResults message (Authorized-Organization-initiated scenario only):
- the CSP should wait for at most tpMedium for a message to arrive, then raise atimeout indication.
e  Waiting for a GetStatus or Cancel message (Authorized-Organization-initiated scenario only):

- the CSP should wait for at most tpLong for either message to arrive, then raise a timeout indication.
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e  Waiting for a Response Acknowledgment message:
- the CSP should wait for tpMedium, then raise atimeout indication.
The Authorized Organization could use the following strategies:
. Waiting for a Request Acknowledgement message:
- the AO should wait for at most tpMedium, then raise a timeout indication.
. Waiting for a Response message (general scenario only):
- the AO should wait for at most tpLong, then raise atimeout indication.
. Waiting for a Response message (A uthorized-Organization-initiated scenario only):
- the AO should wait for at most tpMedium, then raise a timeout indication.
e  Waiting for Status or Cancel Acknowledgement message:
- the AO should wait for at most tpShort, then raise a timeout indication.

NOTE 1: When no manual interventions are required after the initial request (when handling of DR requestsis fully
automated), the following approximate timeout periods are suggested. tpShort: afew minutes to an hour;
tpMedium: tens of minutesto afew hours; tpLong: afew days.

NOTE 2: When manual interventions are necessary during the handling of a regquest, the timeout behaviour should
be agreed upon by the Authorized Organization and the CSP on a national basis. One option may be to
always wait indefinitely, and raise fatal timeout indications manually when necessary.

5.1.6 Cancelling a request

The Authorized Organization may cancel any of its own active requests (as described in clauses 5.2.2 or 5.3.2), to signa
that no further processing or delivery shall take place against that request.

Failure to comply with an otherwise syntactically correct cancellation (e.g. cancelling somebody else's request) shall
also be indicated by an error message.

Only "active" requests may be cancelled, see clause 5.1.4.

5.1.7 Delivery of results

Unless agreed in advance by the AO and CSP, by default, a single shot delivery approach shall be used. This means that
the CSP gathers all the results meeting the request, and then they are delivered together with an indication that the
results are "complete". Thisis acknowledged by the Authorized Organization and the request is closed.

Subject to national agreement, a multi-part delivery approach may be used. This meansthat results are delivered in a
number of batches. The present document defines the criteria which cause a batch of records to be sent "once a certain
number of records have been gathered” asindicated by the presence of the "maxRecordsPerBatch” parameter. The
agreement outside of the message flows in the present document to allow use of that parameter does not preclude
omitting it and using single shot delivery.

The present document does not define other criteria which cause a batch of records to be sent such as "after a certain
time has elapsed”, "once a certain volume of records have been gathered”, or other criteria; such criteriaare agreed in
advance outside of the message flows in the present document. Unless the CSP is certain that all results have been sent,
it shall indicate that a batch of resultsis"incomplete"; such deliveries shall be acknowledged by the Authorized
Organization as described in clauses 5.2.3 and 5.3.3, and the request remains active. Once the CSP is certain that there
are no more results, it shall indicate that the results are "complete"; the Authorized Organization shall acknowledge this

and the request is closed.

NOTE 1: The use of multi-part delivery is not to take place without permission in advance from the Authorized
Organization concerned. In some situations, multi-part delivery creates additional complications at the
CSP; the use of multi-part delivery isto take into account its technical feasibility at the CSP side.
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NOTE 2: A CSPisconsidered to be certain that the result is complete if the data available in its own domain for the
requested period has been sent. It isanational issue to deal with data received by the CSP from outside its
domain after a"complete” message has been sent.

5.1.8  State diagram

The messages described in clauses 5.2 and 5.3 follow this state diagram in figure 5.

Error messages are not shown in figure 5. The error message (and the message that contains the error) cause no change

in state.
< Start )

Req
< (waiting forresponse) )
Rquck
’—C Waiting for results >—‘
GetResults T Cancel
Resinc i
i ReslIncAck
< (waiting for response) )
Res
\ ‘ 1 (waiting for response) >
< (waiting for response) )RGS"\C
| v CancelAck
Res i
| < ReceivedComplete )
,,,,,,,,,,,,,,,,,,, >
Response
|
ResAck

(o e

Staftus _use_d n Authonzed_ States used by both scenarios
Organization-initiated scenarios

Message from Authorized Organization———p»

Key

Figure 5: State diagram
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The GetStatus message in clause 5.3 follows this state diagram in figure 6, independent of the state of each request.

=

GetStatus
< (waiting for response) >
Status
4
< Done >
Key
7777777777777777777777777 Message from CSP------------—----—---pp»

Message from Authorized Organization———»

Figure 6: State diagram for GetStatus

5.1.9 Supplementary Messages

Two extra messages are provided to allow national jurisdictions to re-use the RDHI transport and session mechanisms
for auxiliary RDHI-related functions. The two messages are:

e  SupplementaryReguest.
. SupplementaryResponse.

These two messages define a simple request-response pair. The present document does not define any specific auxiliary
functions or behaviours that may be mediated by these messages. Such definitions are left to national jurisdictions.

The SupplementaryRequest message isissued by an RDHI Client wishing to exercise a nationally defined auxiliary
RDHI function.

If the RDHI Server receiving the SupplementaryRequest message can understand and accept the request, it responds
with a SupplementaryResponse message. If the Server does not understand the message, it shall respond with an RDHI
Error message.

The exchange of Supplementary Messages does not affect the existing RDHI state machine in any way. Existing RDHI
behaviours and semantics are unaffected.

5.2 Message flows for general situation

5.2.1 Delivery of a response
The following stages constitute the delivery of aresponse:
. Request message (Req):
- The Authorized Organization sends a request for RD information.
. Request acknowledgement (RegAck):

- Without undue delay, the CSP acknowledges it has received a message from the Authorized
Organization. The CSP is now under obligation to work on the given request and the reguest is active.
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e  The CSP assembles a set of information that it believes to be a complete response (i.e. fully meetsits
obligation), and it is delivered over HI-B as a Res message:

- If there are no records meeting the request criteria, aresponse shall still be sent, containing zero records.
The Res message will have the "responseComplete” flag set.

- If the request cannot be fulfilled for technical or procedural reasons (e.g. request exceeds authentication,
or an internal CSP error), the Res message has the "responseFailed” flag set. This should contain details
of why the request is unserviceable.

o Response acknowledgement (ResAck):

- Without undue delay, the Authorized Organization acknowledges it has received a Res message from the
CSP. The CSP is now no longer under obligation to do further work on the given request and the request
isclosed (i.e. no longer active).

CSP Authorized Organization

Req: Request for RD
(HI-A)

Reg(Ack): Acknowledge request
T ——— i)

— Res: Send results

(HE;

Res(Ack): Acknowledge Res message
(HI-B)

Figure 7. Message flow Successful delivery

5.2.2 Cancellation of request
Cancellation is an optional function and works as follows:

. Cancel:
- For any active request, the Authorized Organization may issue a Cancel message.

. Cancel acknowledgement (Cancel Ack):

- Without undue delay, the CSP acknowledges it has received the Cancel message. The CSP is now no
longer under an obligation to do further work on the given request and the request is no longer "active".

. Cancel regjection:

- The cancel messages after an already fully answered request will cause an error message to be returned
(see clause 5.1.5.3). Similarly, authorization failures (when one Authorized Organization attempts to
cancel arequest that was submitted by a different Authorized Organization) shall cause an error message.
The CSP may choose to create an alarm in this situation (the alarm is not part of the handover interface).

If the optional function multi-part delivery isused, it is acceptable to send a Cancel message after some of the results
have been received. After a Cancel message, no further results shall be sent, and a Cancel Acknowledgement shall be
used.
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CSsP Authorized Organization
Req: Request for RD
(HI-A)

Reg(Ack): Acknowledge request
T e
Cancel

oo
Cancel(Ack)
T )

Figure 8: Message flow Cancellation by Authorized Organization

5.2.3 Multi-part delivery

As stated in clause 5.1.7, multi-part deliveries (including the sequential/parallel delivery option) are a national option,
only to be used by agreement at a national level.

Multi-part deliveries are made as follows:
. Request is made and acknowledged as usual over HI-A.

. Incomplete sets of results are sent over HI-B according to agreed criteria (see clause 5.1.7). Each isflagged as
"responsel ncomplete”.

e  The Authorized Organization acknowledges each incomplete results message with a ResInc(Ack) message
(thisis a Res(Ack) message with type set to " Acknowledgel ncompleteResults").

NOTE: Partia results should also be acknowledged. It isimportant to the CSP, for legal reasons, that the
Authorized Organization confirms that results were received. Such an acknowledgement does not imply
that the CSP has fulfilled all of its obligations.

. The last set of resultsis flagged as "responseComplete” to indicate there will not be any further resultsto
come. "Complete” means all data that was available for transmitting has been transmitted.

For multi-part delivery of the result over HI-B there are two possible options:
- Sequential delivery requires that there shall be no next partial delivery until the ACK has been received.

- Parallel delivery allows the CSP to transmit multiple results messages where each results message is
separately acknowledged without needing to wait for an ACK for other related results message(s). For
paralel delivery, each results message shall have a response number starting at 1 and being incremented
for each response message. The ACK message for a given results message has to include the response
number of the message which it acknowledges.

e  The Authorized Organization acknowledges the final results message with a Res(Ack) message.
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CsP Authorized Organization

Req: Request for RD
(HI-A

Req(Ack): Acknowledge request
D

— Reslnc: Send incompleteresults
(HI1-B)
Resl nc(Ack) —>
Res. Send final results

(HI-B)

—>
Res(Ack): Acknowledge Res message
g_g/

Figure 9: Message flow multi-part delivery

—

Message flows for Authorized-Organization-initiated
scenario

Delivery of results or a failure response

The following messages are sent:

o Request and acknowledge:

Request message (ReQ):
" The Authorized Organization sends a request for RD information.
Request acknowledgement (RegAck):

L] Without undue delay, the CSP acknowledges it has received a message from the Authorized
Organization. The CSP is now under obligation to work on the given request and the request is said
to be "active".

. Status messages (the use of Status M essagesis optional, for discussion on a national basis):

The Authorized Organization sends a GetStatusM essage request to the CSP. This message contains a list
of RequestI Ds for which the Authorized Organization requires status information. An Authorized
Organization shall only make status requests about its own requests, not those from other Authorized
Organizations.

Upon receiving the GetStatusM essage, the CSP sends a StatusM essage containing a collection of
StatusResponses, one for each of the relevant RequestI Ds. The StatusResponse for each RequestiD
contains a status flag which may be one of the values listed below. The GetStatus and Status messages
do not change the status of any request, they only report onit:

" ready - the records are ready to be collected by the Authorized Organization;
" incompleteResultsReady - see clause 5.3.3;
L] notReady - the records are not yet ready for collection;

= failureResponseReady - the request has failed. The Authorized Organization should issue a
GetResults to find further details;

L] inDelivery - the records are currently being sent to the Authorized Organization;
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" invalidRequestI D - no such request is outstanding.

. Results messages:
- GetResults message:

L] If there are results ready to be collected, the Authorized Organization sends a GetResults message
to aCSP on HI-B, to initiate the delivery of results for a specific request ID.

NOTE 1. The Authorized Organization is expected to collect results reasonably promptly as soon as it isindicated
they are ready.

- The CSP shall respond with a Res message on HI-B, giving the results for the request ID in question. If
the response has failed (as described in clause 5.1.5.2) then the response will have the responsefailed
flag set, and further details are included. If the results are not yet available, then the response will have
the responseUnavailable flag set.

NOTE 2: An Authorized Organization should not make another GetResults request against arequest ID until it has
received reply to a previous one, or a predetermined time has passed.

- If a Res message has been sent by the CSP, the Authorized Organization shall send a Res(Ack) without
undue delay, and the request will no longer be active.

csP Authorized Organization

Req: Request for RD
(HI-A)

Req(Ack): Acknowledge request
T ¢

GetStatus: request the status of specified requests
(HI-B)

Status: report on all specified requests
(HI-B)

GetRes: initiate results delivery for one regues—

(HI1-B)

—_ Res: send results
(H1-B)

Res(Ack): Acknowledge Res message
_

Figure 10: Delivery of results as initiated by the Authorized Organization

5.3.2 Cancellation of request

Exactly the same as clause 5.2.2.

5.3.3 Multi-part delivery
As stated in clause 5.1.7, multi-part deliveries are a national option, only to be used by agreement at a national level.
Multi-part messages work as follows:

o Request is made and acknowledged as usual.
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If abatch of responsesis ready to send, then the CSP responds to a GetStatus message with the value
"Incomplete results ready”. As described in clause 5.1.7, the criteriafor when such a batch is ready are outside
the scope of the present document.

The Authorized Organization may issue a getResults against a request that has been marked as "Incomplete
results ready”.

The CSP shall return a response message containing the batch of responses. It isflagged as
"Resultslncomplete”.

The Authorized Organization shall acknowledge each incomplete results message with a Resinc(Ack) message
(thisis a Res(Ack) message with type set to " Acknowledgel ncompleteResults").

While the CSP is waiting to collate the next batch of responses, it answers a GetStatus messages with avalue
of "notReady".

When the next batch is ready, the status becomes "Ready" (for the final batch) or "IncompleteResultsReady"
(for an incompl ete set).

Thefinal batch of responsesis flagged as "ResultsComplete”. The Authorized Organization acknowledges the
final results with a Res(Ack) message.
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Req: Request for RD
(HI-A)

Reg(Ack): Acknowledge request
T i

GetStatus
(HI-B)

Status: intermediate resultsready
HI-B)
GetRes
_
ResInc: send incompleteresults
(HI1-B)
ResInc(Ack)
(HI-B)
GetStatus
(HI-B)
Status: indicating final results ready
(HI-B)

GetRes I

(H1-B)

— Res: send results
(H1-B)

Res(Ack): Acknowledge Res message
(HI-B)
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Authorized Organization

Figure 11: Delivery of results as initiated by the authorized organization

in case of multi-part delivery

5.4 Message types for HI-A and HI-B

In the functional model (figure 2) the CSP communicates with the Issuing Authority using handover interface port A
only, and the MF-B communi cates with the Receiving Authority using handover interface port B only. The Issuing
Authority and the Receiving Authority are functional entities. National regulations may choose to combine Issuing and

Receiving Authorities.

Table 1 shows whether each message shall be sent asHI-A or HI-B.
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Table 1: Message types that can be sent via HI-A and HI-B

Message HI-A | HI-B Remarks

requestMessage X

requestAcknowledgement X

getResultsMessage

responseMessage (Complete)

responseMessage (Incomplete)

responseMessage (Unavailable)

responseMessage (Failed)

XX X[ X [X|X

responseAcknowledgement

cancelMessage X

cancelAcknowledgement X

x

getstatusMessage

x

statusMessage

errorMessage X X___ |Always sent via the same port as the request being responded to.

5.5 HI-A and HI-B addressing

The Authorized Organization and the CSP can use multiple addresses for messages sent over HI-A and HI-B. The set of
addresses used shall be prearranged between the Authorized Organization and the CSP. The messages in clause 6 can
contain delivery points. These are used to avoid mentioning specific addresses.

When the Authorized Organization initiates any kind of request, the CSP shall return the corresponding
acknowledgement and/or response to the address from which the request originated. However, when submitting an
RDHI request, the Authorized Organization can indicate a different delivery point to which HI-B data shall be sent. If
no explicit delivery point is specified, the HI-B responses shall be sent to the point from which the RDHI request
originated.

6 Definition of the elements for retained data
messages
6.1 Header information

6.1.1 Use of header information

All of the information in clause 6.1 is required on all messages unless stated otherwise.

6.1.2 RequestID field specification

Each message shall have a RequestID. The RequestID distinguishes that request from any other on an international
level. To do this, the RequestI D shall contain:

. acountry code (to indicate the country of the body making the request);

. an Authorized Organization code (assignabl e within the given country to distinguish between different
Authorized Organizations);

. aunique reference number (assignable by the Authorized Organization). Authorized Organizations will need
to ensure they have warrants or other authorization held against each request reference number. For a
GetStatusM essage or StatusM essage the reference number shall not be present in the RequestID (instead there
isalist of reference numbersin the body of the message).

Optionally, an external identifier (assignable by the Authorized Organization). The Authorized Organization may use
this external identifier to correlate one or more requests.
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6.1.3 CSP Identifiers

6.1.3.1 Use of CSP Identifiers (CSPID)

A CSP ID shall be agreed on a national basis. CSP IDs shall not be repeated within the same country (i.e. shall not be
repeated within the same country code, as given in the request 1D). The Authorized Organization and CSP shall agreea
CSPID before any RDHI requests are made. Each request shall contain the CSP ID. If a CSP receives a request which
does not have their own CSPID, they shall signal an error (see clause 5.1.5). The CSP ID shall be included in al further
HI-A and HI-B messages.

NOTE 1: Itisnot a NetworkElement ID and does not refer to exactly where in any network the info came from.

NOTE 2: If thereisaready a scheme of identifiers defined that is unique for CSPsin agiven country, it is
recommended that thisis re-used.

6.1.3.2 Third Party CSP Identifier (thirdPartyCSPID)

Where a CSP is holding data on behalf of another CSP, the thirdPartyCSPID shall be used to indicate that an
Authorized Organization is making a Retained Data Request over the HI-A interface, relating to a third party CSPs for
which the CSP specified in the CSPID field is retaining data. Similarly a CSP disclosing data over the HI-B interface
shall use the thirdPartyCSPID field to indicate that the data being disclosed does not relate to a subscriber owned by the
CSP specified in the CSPID field.

The thirdPartyCSPID shall be agreed on a national basis and shall follow the same rules and format as for the CSPID
field.

The thirdPartyCSPID isan OPTIONAL parameter. However the thirdPartyCSPID shall be included in all HI-A and
HI-B messages where the initial Authorized Organization Retained Data request message specified a thirdPartyCSPID.

If athirdPartyCSPID isincluded in the Retained Data Request, the CSP specified in the CSPID field shall only disclose
data relating to that thirdPartyCSPID and not any other data it holds (e.g. Data specifically belonging to the CSP
specified in the CSPID field) or any other thirdPartyCSPID.

6.1.4  Timestamp (timeStamp)
The time the message was created shall be included in the message.

All timestamps shall contain the time and date, and an indication of the time zone.

6.1.5 RequestType (requestType)

An Authorized Organization may indicate a request type. The allowed types shall be defined by national agreement. It
is by national agreement if the CSP should include the request type in the response.

6.1.6 RequestFlag (requestFlag)

An Authorized Organization may indicate a request flag. This request flag contains additional information associated
with the request, e.g. the purpose of the request. The allowed values shall be defined by national agreement.

6.2 Retained Data response

6.2.1 General

The response is a set of records that meet the request criteria

The response will be a"flat" sequence with no additional structure to them (e.g. not a"tree" of information in which
certain records refer back to other records within the same response).
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Therecordsin aresponse will all be from the same "service" (see clause 4.2) and from the same " category" (see
clause 4.3).

6.2.2  Additional information in response messages

6.2.2.1 Record number (recordNumber)

Each retained data record delivered against a particular Req shall be given arecord number. The record number shall
start at 0 and shall increment for each record delivered against the original Reg. The record number counts
independently even if the results are sent in a number of responses (see clause 5.1.7).

NOTE: The combination of Request ID and record number gives a particular record a globally unigue number.

6.2.2.2 Response status (ResponseStatus)

Every response shall have a ResponseStatus. The response status will define whether it is complete or incomplete (see
clause 5.1.7). In addition, for Authorized-Organization-initiated situations, it is possible to indicate a status of
Unavailable (see clause 5.3.1).

In case of arequest that cannot be fulfilled by CSP for technical or procedural reasons (see clause 5.2.1), it is possible to
indicate a status of failed response. Thisis aways indicated viathe HI-B interface.

6.2.3 Volatile information

Certain information changes over time and is called volatile (e.g. Cell IDs are volatile whereas latitude/longitude is not).
Volatile information shall have atime associated with it, indicating the time of the observation:

1) The present document supports the transmission of "translated" datai.e. the volatile information converted into
a permanent form.

2) The present document supports the querying of historical data, asking what the value of the volatile data was at
agiventime.

It isanational issue to agree which method(s) to use. It is mandatory that the value of volatile data can be ascertained
by the Authorized Organization.

If arequest is made for volatile information over arange of times (rather than just a specific time) then the response
may contain multiple records that match the request. All record falling within the time period shall be sent.

6.2.4 Unavailable parameters
If parameters are not able to befilled in by the CSP, the parameter shall be left out.

There may be scenarios where an Authorized Organization requires parameters that are not available at the CSP

(e.g. local loop unbundling, where the information is owned by another CSP and is therefore outside the control of the
CSP to which the request was sent). In these scenarios, the CSP is not obliged to communicate with any other CSP to
fetch information that they do not own. However, where the CSP has additional information that would assist the
Authorized Organization, this should be communicated in the additional Information parameter.

A CSP may omit fieldsin the response for which datais held by another CSP. The format of the additional Information
field is left to national implementation. CSPs and Authorized Organizations should agree beforehand on the format and
wording of the information returned in these circumstances.
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6.3 Retained Data requests

6.3.1 Information contained within a request

A request for retained data, a ong with the headers defined in clause 6.1, shall consist of a set of query records
containing request criteria. A request may only ask for data from one service (see clause 4.2) and one category (see
clause 4.3). For enquiries across multiple services or categories, arequest shall be sent for each service and category.
Furthermore there is an option to request specific ASN.1 parameters or XML elements instead of requesting all
available query data. For this an AO may use the parameter requestedData (see clause A.2.2.1) in order to transport the
path of the selected parameter in XPATH notation [37]. In this case the CSP shall send a response message which
includes only the selectively requested parameter. If the selected element has child nodes the whol e subtree spanned
from the selected element counts as selected. If this option is not used by the AO (requestedData is absent in the query)
the CSP shall answer to the request in the usual way, i.e. response of all available data. The usage of the requestedData
field shall be subject to national agreement.

NOTE 1: When discussing whether to use the requestedData field, implementers should be aware that using
XPATH queries on ASN.1 may be difficult.

The request shall list one or more request criteria. Each request criteria shall be one of the following types:
. EqualTo: A specified value for agiven field.
. NotEqual To: A specified value which for a given field shall not be equal to.
NOTE 2: The NotEqual To criterion is likely to be used as an additional criterion.
. Range: A range for agiven field (e.g. lower and upper bounds, using the lessThan or greaterThan operators).
o Member of: A list of values for agiven field.
The CSP shall return all records from the stated service and category that match all of the listed criteria.

EXAMPLE: A query record of type telephonySer viceUsage with the parameter partyNumber filled in with a
specific phone number and communicationTime between T1 and T2 will return all
telephony ServiceUsage records which contain that phone number and communicationTime in the
interval TLto T2.

Annex G gives examples of how common use-cases can be expressed using this formalism.

6.3.2 Format of a request
A request message shall contain afull set of valid header information, as defined in clause 6.1.

A request message shall contain a sequence of criteria, as described in clause 6.3.1. Each criterion shall be expressed as
a ReguestConstraint parameter. The RequestConstraint parameter contains a RetainedDataRecord (or a sequence of
RetainedDataRecords in the case of IsSAMemberOf), specifying afield and a value. The choice of RequestConstraint
parameter defines the type of criteria, and will be one of the following:

. Equals: The value of the specified field of returned records shall equal the value given.
o NotEqual To: The value of the specified field of returned records shall not equal the value given.
NOTE 1: The NotEqualTo criterionislikely to be used as an additional criterion.

. LessThan: The value of the specified field of returned records shall be less than the value given. Only valid for
numeric types such as GeneralizedTime or Integer.

. LessThanOrEqual To: The value of the specified field of returned records shall be less than or equal to the
value given. Only valid for numeric types such as GeneralizedTime or Integer.

e  GreaterThan: The value of the specified field of returned records shall be greater than the value given. Only
valid for numeric types such as GeneralizedTime or Integer.
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. GreaterThanOrEqual To: The value of the specified field of returned records shall be greater than or equal to
the value given. Only valid for numeric types such as GeneralizedTime or Integer.

. StartsWith: The value of the specified field of returned records shall start with the value given. Only valid for
string types such as UTF8String.

. Endswith: The value of the specified field of returned records shall end with the value given. Only valid for
string types such as UTF8String.

. IsAMemberOf: The value of the specified field of returned records shall be equal to one of the values given.
The different permissible values are given as a sequence of RetainedDataRecords, each with a different
permissible value set in the field of interest.

Multiple RequestConstraints of the same type shall be put in the same RetainedDataRecord to indicate multiple criteria.
Values for al of the criteria shall be from the same service and category (see clause 6.3.1). All records from this service
and category which satisfy al criteria shall be returned.

NOTE 2: When using the ISAMemberOf constraint one needs to specify a RetainedDataRecord for each set of
fields to be used. For example: in order to query about all records of calls which happened to be in either
of the cellsin the group: { cell1, cell2}, and be made by either of the phone numbersin the group:
{phonel, phone2, phone3}, then it will need six instances of RetainedDataRecord in the SEQUENCE of
the IsAMemberOf constraint. These six instances will be as follows: { cell1 and phonel}, {cell1 and
phone2}, {cell1 and phone3}, { cell2 and phonel}, { cell2 and phone2}, { cell2 and phone3} . In effect
these instances are a decomposition of the outer product of the two sets.

6.3.3  Additional information in requests

6.3.3.1 Priority of a request

In some situations it may be useful to signal a priority with arequest. Thisisfor use at a national level. The present
document makes no statement about how to treat requests of a different priority, how to manage queues of requests or
how to manage the use of priority considerations.

6.3.3.2 Maximum hits
A request may specify an upper bound on the number of results, by populating the MaxHits parameter in the request.

It isanational issue to discuss details of how MaxHits are used, and what further action to take when MaxHitsis
exceeded. It isanational issue to discuss how to handle MaxHits with partial deliveries.

If the MaxHits parameter is present, and if the CSP identifies more results meeting the request than the MaxHits value,
then the CSP shall treat this as a ResponseFailed (i.e. send a ResponseM essage with ResponseStatus set to
responseFailed) with the string "Maximum hits exceeded" in the information field of the FurtherInformation structure.

The parameter MaxHits shall not be used simultaneoudly in a regquest with the numberOfRecordsLimit parameter
specified in clause 6.3.3.4.
6.3.3.3 Maximum records per batch

A request may indicate that multi-part delivery is requested and specify an upper bound on the number of recordsto be
returned in each batch of the result, by populating the MaxRecordsPerBatch parameter in the request.

It isanational issue to discuss whether MaxRecordsPerBatch is used and how it is used.

If the MaxRecordsPerBatch parameter is present, and if the CSP identifies more records meeting the request than the
MaxRecordsPerBatch value, then multi-part delivery shall be used. When Status is requested, the CSP then shall
provide a Status message with RequestStatus set to "incompleteResultsReady". When a Response is requested, the
ResponseM essage then shall set ResponseStatus to "responsel ncomplete” in each response until the final response,
which shall then indicate "responseComplete”.
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6.3.34 Number of records limit

The parameter numberOfRecordsLimit shall not be used simultaneously in arequest with the MaxHits parameter
specified in clause 6.3.3.2. A request may specify an upper limit on the number of records to be provided by the CSP by
populating the parameter numberOfRecordsLimit.

When the numberOfRecordsLimit value is reached, the CSP is required to continue searching for all matching records
and indicate to the requestor the total number of records found in the database(s) with the parameter
numberOfRecordsFound in the ResponseM essage. The responseStatus shall be set as responseCompl ete.

When the number of records found by the CSP islower than the numberOfRecordsLimit value, the parameter
numberOfRecordsFound may be omitted in the ResponseM essage.

The use of the numberOfRecordsLimit and numberOfRecordsFound feature is up to national agreement.

The parameters numberOf RecordsLimit and numberOf RecordsFound may typically be used in an automated request
and response cycle. In automated cycles, the request has to be precisely formed in order to avoid multiple search
passages, which could lead an overload of the queried database(s).

6.4 Error messages

The error message shall contain a textual message giving as many details as possible of the error, and contact details (if
appropriate) for a person who will be able to assist in resolving the error (see clause 5.1.5.3).

Subject to mutual agreement at a national level, error details may a so be categorized according to alist of common
errors. Common error types are assigned an integer value or code and have a standard description (in the same manner
asHTTP Status Codes such as "404 Not Found™). If this option is used, an error "value" and "description” shall be
populated in the " CategorisedErrorDescription” structure. The val ues and descriptions shall be taken from alist which
has been agreed nationally.

7 Data exchange techniques

7.1 General

Two data exchange techniques are presented: "HTTP" and "direct TCP". The choice of technique is a national option.

The data exchange techniques for HI-A and HI-B may be different. For instance XML encoding may be used for HI-A,
while ASN.1 BER encoding may be used for HI-B. Thisis a matter for agreement between CSP and Authorized
Organization on case-by-case basis.

7.2 HTTP data exchange

7.2.1 Basic configuration
The HTTP data exchange technique uses XML encoding. It usesHTTP [14] (on top of the standard TCP/IP stack).
The HTTP data exchange can be configured as a:

. single client/server configuration;

e  mutua client/server configuration.

Inasingle client/server configuration the initial initiative for data exchange shall be taken by the party with the client.
In the mutual client/server configuration both parties can take the initiative to exchange data.
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7.2.2 Single client/server

In the single client/server configuration the CSP runs a HT TP server, and the Authorized Organization actsaHTTP
client. The HTTP technique is intended to be used with the Authorized-Organization-initiated message flowsin
clause 5.3. The detailsin clause 7.2.4 aso apply to the single client/server model.

The Authorized Organization and CSP shall agree on acommon URI format. A single URI shall be used for al HTTP
requests.

7.2.3 Mutual client/server

In the mutual client/server configuration both CSP and Authorized Organization run a HTTP server and both CSP and
Authorized Organization act asaHTTP client. The HTTP technique isintended to be used with the general message
flowsin clause 5.2. The detailsin clause 7.2.4 aso apply to the mutual client/server model.

The Authorized Organization and CSP shall agree on acommon URI format. The URIs used for the data exchange shall
be agreed.

7.2.4 Details common to both single and mutual cases

The HTTP specification mentions several mandatory and optional features. Some features can be useful, while others
raise security concerns. Therefore, the following points should be noted.

The POST method shall be used for all requests.

Some HTTP header fields are less useful within the RDHI, or will complicate the handover protocol without adding
clear benefits. In particular, headers to do with negotiation of content or language, range-limiting of requests, cache
control, and conditional retrieval should be avoided. The CSP and Authorized Organization shall not send header fields
unless there is a clear need for those headers.

Proxies can be useful and may be used. However, caching of whatever form shall not be used. The header
"Cache-control: no store" may be used to ensure this behaviour. Special care should be taken with the logs kept by
proxy servers.

Most requests and responses contain an XML message as their entity-body. Such entity bodies shall specify a content
type of text/xml.

It is not acceptable to rely on HTTP status codes as a substitute for RDHI messages. For example, an Authorized
Organization may not consider a blank HTTP 200 (OK) as a Req (Ack) message; it shall also carry afull and
well-formed RDHI Req (Ack) message as its payload.

The use of gzip is recommended.

7.3 Direct TCP data exchange

7.3.0 General

The direct TCP mechanism uses XML, or BER encoding derived from the ASN.1 in annex A. The direct TCP option
uses data exchange details on top of the standard TCP/IP stack.

The direct TCP technique may be used for both the General message flows (clause 5.2) and the
Authorized-Organization initiated message flows (clause 5.3).
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7.3.1  Application layer
When using ASN.1 the messages are BER encoded.

When using XML over TCP the XML messages are transported in a simple packet format, defined as follows:

struct {
unsi gned int type;
unsi gned hyper | ength;
opaque XM.<>;

} XM__Message;

The definitions of the above mentioned fields are defined in table 1A.

Table 1A: Definition of fields in XML message

Field name | Field size (see IETF RFC 4506 [27]) Description

Type 32 bits Type field as defined in table 2
Length 64 bits Length of the XML data

XML Variable "Length" bytes of opagque XML data

Possible options for the "Type" field are defined in table 2.

Table 2: Definition of Type values

Type value Meaning
0 Invalid / Empty Message
1 Plain XML; XML field contains uncompressed XML
2 Compressed XML; XML field contains ZLIB® compressed XML
3-(2"32-1) Reserved for future use

7.3.2 Transport layer

7.3.21 Introduction

Clause 6.4 of ETSI TS 102 232-1 [3] describes atransport layer that is based on the Transport Control Protocol. TCPis
implemented according to IETF RFC 793 [17], IETF RFC 5681 [18], IETF RFC 6298 [19] and clause 4.2 of IETF
RFC 1122 [20]. According to the interface described in clause 4.1 the CSP is the TCP sender and the Authorized
Organization isthe TCP receiver or contrariwise.

7.3.2.2 TCP settings

The source and destination port numbers shall be within the dynamic port range for TCP. The value of the source port
number is chosen by the TCP sender. The allocation of the destination port number is outside the scope of the present
document.

TCP "keep-alive" (IETF RFC 1122 [20]) should not be used.

7.3.3 Network layer

The Network layer implements the Internet Protocol according to IETF RFC 791 [21].

7.3.4 Delivery networks

The choice of the network will be made on anational basis for legal and pragmatic reasons.
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8 Security Measures

8.1 General

The use of security measures for RDHI is recommended. The following security measures are optional and may be
adopted (in full or in part) on a national basis.

The present document makes a distinction between connection level security and application level security.

NOTE: Connection level security measures are not independent of application level security measures. The
XML/HTTP ecosystem has certain techniques, measures, and toolkits (for example for digital signatures)
that have been proven to work together well.

8.2 Connection Level Security

The present document considers the electronic interfaces for HI-A and HI-B between the Authorized Organization and
CSP as connections. Most practical implementations of such secure connections are at the hardware level, and
sometimes at the software level. For securing these connections the following security measures need to be enforced:

0 Mutual authentication.

. Confidentiality.

. Integrity.
Mutual authentication means that the communicating parties have verified and confirmed each other'sidentities.
Confidentiality means that it isimpossible to interpret the data by eavesdropping on the communication link.
I ntegrity means that any alteration or mutilation of the transported data can be detected.

ASN.1 and XML are used as HI-A and HI-B interface definition languages. For ASN.1 the recommended security
methods are either IPSec or TLS. For XML the recommended security methods are either IPSec or HTTPS (IETF

RFC 2818 [15]). Whatever method is used, authentication, confidentiality and integrity are to be enforced on these
connections - for both HI-A and HI-B.

8.3 Application Level Security

Connection level security enables a secure means of connection between Authorized Organization and CSP. Such
measures validate and ensure that on the other side of the link there is a trusted equipment or application belonging to
the correct entity (Authorized Organization or CSP). However, due to the sensitive nature of retained data, additional
security measures are recommended at the application level (for both the ASN.1 and XML methods), similar in some
respect to the security measuresin ETS| TS 102 232-1 [3].

The recommended application level security measures are:

. Digital signature on RDHI requestsfor HI-A, by an Authorized Organization entity:
Such an entity might be a person authorizing RDHI reguests on HI-A (e.g. an Authorized Organization officer
or some other person authorized by law or regulation to authorize RDHI requests), or some other entity
defined by national law or regulation.
The process involves the Authorized Organization computing a hash over the entire set of fieldsin the request
(including the time stamp). Then the hash is digitally signed with the entity's private key. The signed hash and
the entity's certificate (validating its public key) are sent in the request to the CSP. In effect, the request may be
viewed as comprising two parts - one part is composed of the request fields without the signature and
certificate, and the other is the signature (of the hash of the first part) and the certificate.
The CSP may choose to validate the request by computing the request's hash and verifying that it matches the
one signed by the Authorized Organization. The CSP may choose to validate the certificate as well. The
generation of certificates and the nature of the assigning authority are out of scope of the present document.
The CSP may choose just to keep the requests with their associated signatures and certificates for audit trail
and any other validation or officia procedure.
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o Digital signatureson RDHI messagesfor HI-A, by the CSP:
The CSP signs the HI-A responsesin exactly the same manner as the Authorized Organization signs the
reguests, i.e. signing the hash of the entire set of fields (including the time stamp) and sending the signed hash
and its certificate (validating its public key) with the set of fields. Such digital signatures may serve the
Authorized Organization in judicial proceduresto show that responses coming from the CSP are certified by
the CSP. Thisis especially recommended in case the CSP works in such a manner where each request
(although electronically sent) is approved by a person.

. Hashing and digital signatureson HI-B:
For the purpose of the Authorized Organization providing court evidence that the retained datais truly CSP
originated, the HI-B information is hashed, and these hashes are digitally signed. The HI-B information sent

with the hashes and the CSP certificate (validating its public key). The Authorized Organization should keep
the digitally signed hashes and certificates together with the data.

For atechnical description of these security measures see clause 8.4.

8.4 Technical Security Measures

8.4.1 General

NOTE: Connection level security measures are not independent of application level security measures. The
XML/HTTP ecosystem has certain techniques, measures, and toolkits (for example for digital signatures)
that have been proven to work together well.

8.4.2 Connection Level
Thelevel and implementation of for examplethe TLS, IPSec and HTTPS security mechanisms are a matter of national
regulations.

8.4.3  Application Level

8431 Hashes

Thisisan areafor national implementations.

8.4.3.2 Digital Signatures

All digital signaturesin the present document are DSS/DSA signatures according to FIPS PUB 186-5 [13].

8.4.3.3 HI-B Non-Repudiation

In order to allow the authorities to verify the authenticity of the received data, hashes over the HI-B data may be sent.
This verification may be used when the collected datais planned for evidential purposes.

SHA-1 hash are computed and signed by DSS/DSA Signature. The digitally signed hashes are created for:
e theentire HI-B data when sent in one bulk/message/transaction as a consequence of one HI-A request; or
. apart of HI-B data when sent in one bulk/message/transaction as a consequence of one HI-A request.

The digitally signed hash is always sent with its data, and not in subsequent transfers, for simplicity. This way thereis
an association of one digitally signed hash to one data transfer, and no hash coverage lapses occur. It is assumed that
one HI-B bulk/message/transaction pertains to only one HI-A request.
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In the case of multi-part HI-B transmissions, the RecordNumber (which starts from zero for each HI-B set of responses)
will be used in a sequential consecutive manner to number the records sent. Each subsequent HI-B transmission will
start with the next sequential RecordNumber. Thisisto ensure that the Authorized Organization is able to make sure
that the entire information has been received. The"Res' response (as opposed to the "ResInc") will indicate the last
HI-B transmission for a specific request. The "Res" response will include RecordNumber as well conforming to this
scheme.

8.4.3.4 Digital Signatures and Message Structure

The RetainedDataM essage defined in clause A.3.2.1 contains the RetainedDataDigest. Although the use of digest is
optional (yet recommended), the RetainedDataM essage shall always be used for all messages. When the digest is not
used, the retainedDataDigest will not be populated.

When the digest is used, the RetainedDataHeader and RetainedDataPayload will be each separately BER encoded. The
BER encoded fields will be used to populate their appropriate place in the message. A hash will be computed over the
combined BER encoded fields (RetainedDataHeader and RetainedDataPayload, in this order). The hash will be digitally
signed and be used to populate the retainedDataDigest field.

For this purpose, two separate ASN.1 definition modules have been provided in annex A.
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Annex A (normative):
Data fields

A.l  Summary

A.1.1 Introduction to data fields

Regardless of what data exchange technique is adopted for the request and delivery of retained data, acommon data
dictionary is necessary. Thislist of parameters shall be consistent, extensible and maintainable.

The CSP and Authorized Organization shall use the present document data dictionary.
The present document does not supersede national legidlation.

The present document defines the format of data to be transferred across the RDHI. In annexes B to E, a number of data
elements are identified; they fall into two areas:

e  Those elementsthat are required to meet technical delivery requirements are marked MANDATORY (M).

. It isfor national agreement to determine the situations in which the elements marked OPTIONAL (O) are
stored or delivered. The present document does not address the circumstances in which it is required to deliver
such elements. The present document states that if such an element is present on the handover interface, then it
shall be delivered in the format specified in annex A.

Tables B.1to B.15 and tables C.1 to C.6, assign each element M or O according to these definitions. Some of the
lowest-level parameters are not listed in tables B.1 to B.15 and tables C.1 to C.6. They are defined only inthe ASN.1in
clauses B.3, C.3, etc. Such elements have the same status (M or O) astheir parent.

NOTE 1: Itisup to national legidlation to decide whether and under what conditions the elements marked as
Optional are required.

NOTE 2: Intheformal ASN.1 listing, the word OPTIONAL is used as defined in the ASN.1 language, and is
therefore not directly linked to the definition above.

A.1.2 Choice of data modelling language

The structure of the datais defined in ASN.1. An XML schema (derived from the ASN.1) is also given and is attached
to the present document. If data exchange takes place using XML, then the XML schema shall be used.

A.1.3 Overview

The data structure is broken down in the following way:

o Message headers e.g. identifying information that is present on all messages (definitionsin clause 6 and
ASN.lin clause A.3.2).

. Common fieldsi.e. parameters that might be used in more than one type of service (definitionsin clause A.2
and ASN.1in clause A.3.3).

. Service-specific fieldsi.e. parameters that are only used in relation to one particular service (Thereisone
annex for each service. Parameter definitionsarein clauses B.2, C.2, etc. and ASN.1in clauses B.3, C.3, etc.).
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A.1.4 Backwards Compatibility

From version V2.1.1 of the present document, extension markers have been added in the ASN.1 choice and sequence
types that lacked extension markers. Thisis not backwards compatible to past versions for those modified types.

NOTE: Implementations decoding from version V2.1.1 of the specification can still decode messages encoded
with older versions of the specification, but implementations older than V2.1.1 may not be able to decode
messages encoded to V2.1.1 or newer.

A.2 Parameter definition for common fields

A.2.1 RetainedDataHeader

A.2.1.1 Parameters

The RetainedDataHeader structure is populated as per clauses 5 and 6. The parameters are as follows.

Table A.1: RetainedDataHeader parameters

. M/O
Field name Value (see clause A.1.1)
request | D See clause 6.1.2 M
cSPI D See clause 6.1.3 M
ti meSt anp See clause 6.1.4 M
t hi rdPart yCSPI D See clause 6.1.3.2 ®)
request Type See clause 6.1.5 ®)
request Fl ag See clause 6.1.6 ®)
A.2.1.2 RequestID parameters
The RequestID structure uniquely identifies arequest. See clause 6.1.2.
Table A.2: RequestID parameters
. M/O
Field name Value (see clause A.1.1)
count ryCode See clause 6.1.2 M
aut hori sedOr gani sati onl D See clause 6.1.2 M
request Nunmber See clause 6.1.2 9]
external I dentifier See clause 6.1.2 9]

A.2.2 RetainedDataPayload

A.2.2.1 RequestMessage parameters

The use of the RequestMessage structure is described in clauses 5 and 6.3.2. The parameters are as follows.
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Table A.3: RequestMessage parameters
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Field name

Value

M/O
(see clause A.1.1)

requestPriority

See clause 6.3.3.1

r equest Par anet er s

See clause 6.3.2

del i veryPoi nt H B

See clause 5.5

maxHits

See clause 6.3.3.2

nati onal Request Par anet er s

Defined on a national basis

maxRecor dsPer Bat ch

See clause 6.3.3.3

request edDat a

See clause 6.3.1

O|0|0|0|0 0|0

A.2.2.2 RequestAcknowledgement parameters

The use of the RegquestAcknowledgement structure is described in clause 5. The parameters are as follows.

Table A.4: RequestAcknowledgement parameters

. M/O
Field name Value (see clause A.1.1)
suggest edConpl eti onTi me Indicative time for expected completion of query. 6]

A.2.2.3 ResponseMessage parameters

The use of the ResponseM essage structure is described in clauses 5 and 6.2. The parameters are as follows.

Table A.5: ResponseMessage parameters

. M/O
Field name Value (see clause A.1.1)
responsesSt at us See clause 6.2.2.2. M
r esponsePayl oad Required if responseStatus is responseComplete or o
responselncomplete (see table A.6).
nat i onal ResponsePayl oad |Defined on a national basis. @)
r esponseNunber Number to identify partial results within parallel multi-part o
delivery.
Table A.6: ResponseRecord parameters
. M/O

Field name Value (see clause A.1.1)
r ecor dNunber See clause 6.2.2.1 M
r ecor dPayl oad See clause 6.2 M
addi ti onal I nf or mati on See clauses 6.2.2.2 and 6.2.4 0]
nat i onal Recor dPayl oad Defined on a national basis O
A.2.2.4 GetStatusMessage parameters
The use of the GetStatusM essage structure is described in clause 5. The parameters are as follows.

Table A.7: GetStatusMessage parameters
. M/O

Field name Value (see clause A.1.1)

request Nunber s See clause 5.3.1 o]

ETSI




46 ETSI TS 102 657 V2.7.1 (2025-11)

A.2.2.5 StatusMessage parameters

The use of the StatusMessage structure is described in clause 5. The parameters are as follows.

Table A.8: StatusMessage parameters

. M/O
Field name Value (see clause A.1.1)
st at usResponse See clause 5.3.1 ®)
Table A.9: StatusResponse parameters
. M/O
Field name Value (see clause A.1.1)
r equest Nunmber See clause 5.3.1 9]
request St at us See clause 5.3.1 9]
A.2.2.6 ErrorMessage parameters
The use of the ErrorMessage structure is described in clauses 5 and 6.4. The parameters are as follows.
Table A.10: ErrorMessage parameters
. M/O
Field name Value (see clause A.1.1)
addi tional I nformation See clause 6.4 o

A.2.3 GenericSubscriberinfo

A.2.3.1 Parameters

The GenericSubscriberInfo structure encapsul ates common subscriber information in a generic way. This structureis
used in multiple service-specific annexes.

If the subscriber is an organization or business, then information can be stored in Organizationinfo. If the subscriber is
an individual, then information can be stored in Individua Info. It is a matter for national implementations to decide
which structure is appropriate for each service and subscriber. Optionally generic contract information can be stored
within this structure.

A.2.3.2 Organizationinfo parameters

The Organizationinfo field contains the following parameters.
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Table A.11: Organizationinfo parameters

. M/O
Field name Value (see clause A.1.1)
name Name of the organization. O
contactDetails Address and contact details for point of contact. (6]
Provides a unique reference for this organization (e.g. a tax
nat i onal Regi strationl D |registration number). The format of this field is for national o
agreement.
r egi st er edAddr ess The addres_s to which the organization or business is registered, if o
known/applicable.
tr adi ngAddr ess The operating address of the organization or business, if o
known/applicable.
ot her Addr esses psed if there are add(esses for the organization which do not fit 0
into the other categories.
groupl D Identity of group in organization for that generic subscriber. O
gr oupAdni ni strat or Administrator of the group. ¢}
conpanyType Type of company. o
vat Enabl ed Value Added Tax enabled. ®)
vat Nurber VAT number of organization for that generic subscriber. (®)
createl P External IP/Port used to create account if available. ©)
createTime Creation time for the subscriber. o]
nodi fi edDat e Modification time for the subscriber. (6]
A.2.3.3 Individualinfo parameters
The IndividualInfo field contains the following parameters.
Table A.12: Individuallnfo parameters
. M/O
Field name Value (see clause A.1.1)
name Name of the individual. o]
cont act Addr ess Address and contact details for individual. (6]
dateOBirth Date of birth. )
gender Gender. )
i dentificati onNunber I?rov[des a natlonally-unlque reference number. The format of this o
field is for national agreement.
Records how the individual authenticated themselves with the
aut henti cationl nfo service provider (e.g. passport, utility bill, etc.). The format of this o
field is for national agreement. See table A.12A.
pr of essi on Profession of the individual. ®)
ot her Addr esses Used if there are addresses for the individual which do not fit into the o
other categories.
createTi me Creation time for the subscriber. o]
Table A.12A: AuthenticationInfo parameters
. M/O
Field name Value (see clause A.1.1)
aut hent i cat i onType I‘Ii'ct;:ntsyge of document used to authenticate, e.g. passport, driver's o
aut henti cati onNunber The number of the document used to authenticate. o]
. . The country that issued the document used to authenticate, as
| ssui ngCountry specified in 1SO 3166-1 [4]. ©
i ssui ngQr gani zat i on The organization that issued the document used to authenticate, o
e.g. United Nations.
national ity The nationality (_)f the subscriber, if indicated on the document o
used to authenticate.
aut henti cati onDocunent |The electronic copy of the document used to authenticate. o
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A.2.3.4 Contractinformation parameters

The ContractInformation structure may be used where the standardized parameters in the present document are
insufficient to disclose the entire information due to arequest for all available data belonging to subscription contract.

Table A.12B: Contractinformation parameters

. M/O
Field name Value (see clause A.1.1)

cont ract Desi gnati on |The designation of the contract, e.g. "Mobil Flat 5000". (@)

cont ract Nurrber The number of the contract. 6]
Time over which the contract was effective. If the contract is still

ti meSpan effective, the endTime shall not be populated. The attribute @)
"durationTime" shall not be used for this purpose.
For explanatory notes. The otherIinformation field in this structure

ot herl nformation shall not be used for any information which is covered by o
standardized parameters.

cont ract Docunent s A full copy of applicable documents belonging to the contract. o]

A.2.4 PaymentDetails

The PaymentDetails structure encapsulates common payment information in multiple service-specific annexes for
subscriber data. The parameters are as follows.

Table A.13: PaymentDetails parameters

Field name Value (see cla':ﬁ/soe A.11)
bi I'li ngMet hod Method of billing (e.g. debit, transfer, prepaid, etc.). (6]
bank Account E;rc]]lgence of specific data identifying the subscriber account within his o
bi I 1 i ngAddr ess Contéct details of the billing address. o]
bi | 1ingl dentifier An identifier for billing purposes. The format of this field is for CSPs to o

determine.

A.3

ASN.1 definitions

A.3.1 General

A.3.1.1 ASN.1 syntax tree

Figure A.1 shows the object identifier tree from the point of view of retained data handling.
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itu-t(0)

identified-organization(4)

[
[
[ etsi(0) )
[

securityDomain(2)

[ Iawfullntercept(Z) [ retainedData(3) ]

[ETS TS101671] | |
[ rdHeader(0) ]

[ETS TS102657] |

Figure A.1l: Object identifier tree

A.3.1.2 General remarks on ASN.1

The ASN.1 details for each service are listed in annex B onwards.

It is recommended to copy IRI parameters from LI standards wherever appropriate. Where a parameter is copied, it is
essential that it has the same meaning and same format in both LI and RD standards. It is not recommended to IMPORT
parameters from L1 standards.

The ASN.1 definitions are contained in RDMessagever 34.asn contained in archive ts_102657v020701p0.zip which
accompanies the present document.

The XSD definitions are contained in RDMessagever 34.xsd contained in archive ts_102657v020701p0.zip which
accompanies the present document.

A.3.2 ASN.1 Definitions for message headers

A.3.2.1 Message wrappers

For ASN.1 definitions, refer to the ASN.1 module in the archive which accompanies the present document (see
clause A.3.1.2).

A.3.2.2 Message headers

For ASN.1 definitions, refer to the ASN.1 module in the archive which accompanies the present document (see
clause A.3.1.2).

A.3.3 ASN.1 definitions for common fields

For ASN.1 definitions, refer to the ASN.1 module in the archive which accompanies the present document (see
clause A.3.1.2).

A.3.4 Void
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Annex B (normative):
Service-specific details for telephony services

B.1  Scope

Telephony services cover those services offering the facilities listed below. It covers services that provide PSTN/ISDN
functionality (either offered over PSTN/ISDN or emulated PSTN/ISDN over IP) including GSM/UMTS-CS, SMS and

MMS.

A user may expect a service that offers the capability e.g. to:

. Dial telephone numbers.

. Get adia tone and outgoing/incoming ringing tones.

e  Conduct conversation with one or more other parties.

. Hang up.

e Answer when the phone rings.

° Use abasic set of value-added services.

B.2  Telephony fields

B.2.1 General

This clause describes the fields and parameters of the Telephony ASN.1 definitions given in clause B.3. Thisclauseis
to be read in conjunction with the notes in the ASN.1 definitions given in the archive which accompanies the present

document (see clause A.3.1.2).

B.2.2 Telephony Subscriber

B.2.2.0 General

This clause contains information on subscriber, and the subscribed services, independent of actual usage.

Table B.1: TelephonySubscriber parameters

Field name Value (see cla':ﬁ/soe A.1.1)
subscriberl D A unique identifier for a particular subscriber within a CSP. o
generi cSubscri ber I nf o éSuS!que identifier for this particular subscriber within the o
t el ephonySubscri berl nfo Service specific information about the subscriber. (6]
subscri bedTel ephonySer vi ces List of services details that a subscriber (or account) may o

have.

B.2.2.1 subscriber ID

subscriberID isaunique identifier for a particular subscriber within a CSP, for example an account number. The format
and content of thisfield is for CSPsto determine. The only requirement is that the subscriber 1D is unique for each

subscriber within the CSP.
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B.2.2.2 genericSubscriberinfo

Common information such as name and address is stored in the GenericSubscriberinfo structure. Thisis defined in the

service-independent annex A.

B.2.2.3 telephonySubscriberinfo

Information about the subscriber which is specific to telephony servicesis contained in the TelephonySubscriberinfo

structure. Thisisfor further study.

B.2.2.4 subscribedTelephonyServices

B.2.24.1 Description

There shall be a SubscribedT e ephonyService structure for each subscription the subscriber holds. The parameters are

asfollows.

Table B.2: SubscribedTelephonyServices parameters
. M/O
Field name Value (see clause A.1.1)

servicel D A gnique idgntifier within the operator for the service or o

tariff subscribed to.
. A unique identifier for the service provider. The format

provi derl D of this field is to be determined by national agreement. ©
Time over which the subscription was held. If the

ti meSpan subscription is active, the endTime shall not be (0]
populated.
The telephone number(s) assigned to the subscriber

regi st eredNunber s as part of this subscription, if applicable (multiple (0]
e.g. in GSM for voice/fax/data, ISDN MSNs).

r egi st er edl CCl D Integrated Circuit Card ID in cases of single SIM card o
contracts.

servi ceType The type of service subscribed to. 0]

i nstal | ati onAddr ess The_installat_ion ao!dress for the subscriber's o
equipment, if applicable.

: Date when the subscriber was actually connected that

connecti onbat e may differ from the start of subscription. ©

i VS IMSI of the subscriber. O

carrierPresel ect Indication of the carrier preselection. o]

|'i neSt at us CSP specific description of the current line status. o
List of all known devices allocated to this user for this

al | ocat edDevi cel Ds subscription. The user may use other devices in (0]
addition (or instead of) these devices.

pUKCode PUK cpdg for.the S!M card associated with this o
subscription, if applicable.

pUK2Code PUK2 <_:o<_je fo_r the _SIM card associated with this o
subscription, if applicable.

i NEI - IMEI of the subscriber. o

E?LI onal Tel ephonySubscri pti onl Defined on a national basis. O

: Details for payment (e.g. associated bank account,

payment Detai | s billing method or billing address). ©

del i ver yAddr ess The delivery address for equipment, if applicable. O

resel | er Addr ess The address of the reseller or dealer, if applicable. 6]

ot her Addr esses Used if _th_ere are addresses for_ the subscription which o
do not fit into the other categories.

r egi st er edNunber sl nf o Ir}formatlon about timespan of the active number and o
disable reasons.

r egi st er edl COl Ds Integrated Circuit Card IDs in cases of MultiSIM card o
contracts.

| ogi nl nf os Information on login details, e.g. in case of a o

VMS/UMS account.
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Field name

Value

M/O
(see clause A.1.1)

A sequence of billing records, one for each payment by

paynent Tr ansacti ons the subscriber on this subscription - see (0]
clause B.2.3.1.

i MEl s IMEls associated with the user's subscription (see o
note).

NOTE: There is a mismatch between the ASN.1 and XML Schema Definitions of IMEI. New implementations should
use iMEIs instead.

B.2.3 Telephony Billing Details

B.2.3.0 General

The TelephonyBillingDetails structure gives information about the subscribers billing history for a particular
subscription. The parameters are as follows.

Table B.3: TelephonyBillingDetails parameters

transactionl D

Unique reference.

transacti onSt at us

Status of the transaction (i.e. "declined", "succeeded", etc.).

. M/O
Field name Value (see clause A.1.1)

subscri ber|I D A unique identifier for a particular subscriber within a CSP. o]

servi cel D A uniql_Je identifier within the operator for the service or tariff o

subscribed to.

bi I I'i ngAddr ess The billing address for this subscription. o

I Ce A unique identifier for billing purposes. The format of this field is for

billingldentifier CSPs to determine. (0]

S A sequence of billing records, one for each payment by the subscriber

bi 111 ngRecor ds on this subscription - see clause B.2.3.1. o

B.2.3.1 BillingRecords

Each billing record contains information for a particular payment. The parameters are as follows.

Table B.4: BillingRecords parameters
. M/O
Field name Value (see clause A.1.1)

tinme Time of the payment. (6]

pl ace Location of the payment. o]

anount The amount of the payment, in currency or cryptocurrency 0

specified.

currency Currency of payment, in ISO 4217 [5] format. o

Cryptocurrency of payment, defined in ISO 24165-2 [57],

cryptocurrency formatted as DigitalTokenldentifier (see table K.4A). ©

net hod Type of payment (e.g. credit card, top-up voucher). The o

format of this field is for agreement with the CSP.

nati onal Tel ephonyBil | i ng ' . .

Recor ds Defined on a national basis. O
)
¢}
)

copyOr Bi | |

The electronic copy of the bill.
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B.2.4 TelephonyServiceUsage

B.2.4.1 Parameters
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The TelephonyServiceUsage structure is used for service usage information, such as call data records. The parameters

are as follows.

Table B.5: TelephonyServiceUsage parameters

. M/O
Field name Value (see clause A.1.1)

partyl nformation A list of partylnformation structures (see clause B.2.4.2). o
Total time for this service usage. Not that the time of

conmuni cati onTi ne involvement of individual parties may be shorter (see (0]
clause B.2.4.2).
A list of telephony events that occurred during this call.

: Telephony events may relate to Call Forwarding,

event | nformation Conference Calls, Messaging, etc. (listed in the ASN.1 in ©
clause B.3).

endReason The Q.850 [51] cause code for the termination of the call. O

comuni cati onType The type of call. o

bear er Servi ce The bearer service for the call. 0]

smsl nf ormati on SMS information for the service usage, if applicable. (®)

ri ngDuration Ring duration, given in seconds. (@]

ms!| nf or mati on MMS information for service usage, if applicable. 6]

nat i onal Tel ephonySer vi ceUsage |Defined on a national basis. 6]

A . Identifier or a combination of identifiers as used by the

operator Speci fi cCal | Details CSP to classify the call for billing procedures. o
The incoming and outgoing trunk group IDs for the

trunkG oupl Ds session/call. Format of values as defined by the CSP. o
The originating, terminating and transit interoperator

i nt er Qper at or | Ds identifiers (orig-ioi, term-ioi and transit-ioi-list) in IETF o

RFC 7315 [55] format, as recorded in the
P-Charging-Vector.

B.2.4.2 Partylnformation

A Partylnformation structureisfilled in for each party involved in the communication. The parameters for Telephony

services are as follows.

Table B.6: Partylnformation parameters

Field name

Value

M/O
(see clause A.1.1)

partyRol e Role for this party (e.g. called, calling). o]

part yNunber Number for this party in E.164 format. (6]

subscriber | D Subscr_iber identifier, unique identifier for o
subscriber (see clause B.2.2.1).

devi cel D Device identifier. (0]

| ocati ons Location(s) encountered during a call. O
Time that this party was involved in the call, if this

comuni cat i onTi me was a multipqrty call. Shall be omitt‘ed if it is the o
same as the time of the whole service usage (see
clause B.2.4.1).

i VS IMSI of the party. )
Nature of the address - may be "International

nat ur eCf Addr ess number", "national number" or "subscriber O
number"”.

f orwar dedTr ansf er r edNurrber Forwarded number if call was transferred. )

term nati ngTransf err edNurrber Terminating number if call was transferred. O]

enai | Addr ess e mail address of the party for MMS. o]

i MVEI IMEI of the party. )
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. M/O
Field name Value (see clause A.1.1)
: . Detailed location information per call and party,
detai | edLocati on e.g. geoCoordinates for this partyNumber. ©
nati onal Tel ephonyPartyl nformati on |Defined on a national basis. o
part yType 'EI;t;ép)e of party (e.g. operator provided voicemail, o
diall edDigits Digits dialled by the party (e.g. subscriber o

controlled input).

B.2.4.3 SMSInformation

A SMsinformation structure if filled in when a SMSisinvolved in the communication. The parameters are as follows.

Table B.7: Smsinformation parameters

. M/O
Field name Value (see clause A.1.1)

snsEvent Type of message event - may be single short message, a part of a o
composite message, a composite message, a notification message.

snsType Type of sms transferred on SC - MS interface. )

snESt at us Status reached by the sms, i.e. submitted, delivered (listed in the ASN.1 in o
clause B.3).

ss CrRef Nr Concatenated short message reference number, in 3GPP TS 23.040 [16]. 0

smsNunof SM Number of short messages transferred in case of composite messages. (6]

smsNot i fyl nd Delivery notification message generated by messaging centre. ®)
Transfer Layer Protocol - Protocol Identifier (TP-PID), in 3GPP

smsProtocol I d TS 23.040 [16]. o

B.2.4.4 Mmsinformation

A Mmslnformation structure isfilled in when aMMS isinvolved in the communication. The parameters are as follows.

Table B.8: MmsInformation parameters

. M/O
Field name Value (see clause A.1.1)

Type of message event - may be a multimedia message, a multimedia

mmsEvent notification message, a multimedia delivery report message, a multimedia read o
reply message.
Status reached by the mms, i.e. submitted, delivered (listed in the ASN.1 in
clause B.3).

e St at us The status "delivered-application" indicates that the MMS was retrieved by o
something other than a mobile handset; for example, a web browser.

nmrsNot i f1 nd |Delivery notification message generated. O

msMsghbd Modifications performed on the message - may be none, modified, stripped (if 0
some parts of the message have been removed).
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B.2.5 TelephonyDevice

B.2.5.1 General

The TelephonyDevice structure is used to describe devices such as mobile handsets.

Table B.9: TelephonyDevice parameters

. M/O
Field name Value (see clause A.1.1)
devi cel DType Indicates the type of identifier used in TelephonyDevicelD, e.g. IMEL. o

(See ASN.1 for permissible types.)

Unique identifier for the telephony device. If this identifier happens to
t el ephonyDevi cel D |have a particular format (e.g. IMEI), then this may be indicated using o
devicelDType.

Identity of a known user of this equipment.
This identity may be registered in cases where the provider has supplied 0
the user with a device. It may also be recorded ad-hoc based on service
usage data, depending on national legislation.

subscri berl D

B.2.6 TelephonyNetworkElement

B.2.6.1 General

The TelephonyNetworkElement structure is used to describe network elements such as mobile cells.

Table B.10: TelephonyNetworkElement parameters

Field name Value (see cla':ﬁ/soe A.1.1)
t el ephonyNet wor kI D Unique identifier for the network element (e.g. MSC ID). (6]
: Location information for this network element. See location

cel I nformation parameters below (clause B.2.6.2). ©

validity Time perlpd during whlch the information given in this o
structure is or was valid.

nat i onal Tel ephonyNet wor k ' . .

El ement Defined on a national basis. o

transnitterDetails Characteristics of t_he transmitter, e.g. beam-width, radiated o
power, antenna height, frequency, technology.

B.2.6.2 Location parameters

B.2.6.2.1 General

The Location structure contains location information for the network element.

Table B.11: Location parameters
Field name Value (see clg/tljls(,)e A1.1)

e164- Nunber E.164 number in ISUP format (see ETSI EN 300 356 [7]). ®)

gl obal Cel I I D Global cell ID in 3GPP TS 09.02 [8] format. (6]
Routing Area Identifier in current SGSN, in 3GPP TS 24.008 [9]

rAl format, without Routing Area Identification IEI (only last 6 octets @)
are used).

gsnlLocati on GSM location, details as defined in clause B.3. (@)

unt sLocati on UMTS location, details as defined in clause B.3. O

sAl Service Area ldentifier, in 3GPP TS 25.413 [31] format. O
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Field name Value (see cle':/tljlge A.1.1)
Routing Area Identifier in old SGSN, in 3GPP TS 24.008 [9]
ol dRAI format, without Routing Area Identification IEI (only last 6 octets O
are used).
post al Locati on Postal address of the location. ®)
ext endedLocat i on Extended location information (see clause B.2.6.2.4). ¢}

This field contains the User Location Information of the MS as
defined in 3GPP TS 29.274 [32] for EPC case, if available.

userLocationl nfornation (Non-EPC case user location information is covered by the o
above parameters in this table i.e. globalCelllD, rAl, sAl).
The Tracking Area Identity (TAI) is coded in accordance with
3GPP TS 29.118 [34] without the TAI IEI. The tAl parameter is

t Al applicable only to the CS traffic cases (e.g. SMS over SGs) o

where the available location information is the one received
from the Mobility Management Entity (MME) according to 3GPP
TS 23.272 [35].

The Tracking Area Identity (TAI) is coded in accordance with
tracki ngAreal dentifier 3GPP TS 29.274 [32], clause 8.21.4 without the TAI IEI and the 0]
5G TAl see 3GPP TS 23.003 [41], clause 28.6.

The E-UTRAN Cell Global Identity (eCGl) is coded in
accordance with 3GPP TS 29.118 [34] without the eCGl IEI.
eCq The eCGI parameter is applicable only to the CS traffic cases
(e.g. SMS over SGs) where the available location information is
the one received from the Mobility Management Entity (MME)
according to 3GPP TS 23.272 [35].

Provides information about the mobile cells embarked on ships

mari ti meTransport ; .
P using satellite transponder backhaul.

The NR Cell Global Identity (NCGI), composed of the
concatenation of the PLMN Identifier (PLMN-Id) and the NR
noa Cell Identity (NCI) as shown in 3GPP TS 23.003 [41] given in
ASN.1 BER encoding a 5 octet string with the 4 most significant
bits set to zero as padding.

(See note 2.)

The use of this parameter is not recommended, as its ASN.1
definition is not aligned with the format specified in 3GPP

TS 29.571 [43]. The parameter n3gppalLocation should be used
instead.

n3galLocati on

Provides information about the mobile cells embarked on

ai r Transport . . .
P aircraft using satellite transponder backhaul.

bSSI D The Basic Service Set Identification of the WLAN Access Point. O
Equivalent to the MAC address of the Access Point.

I ocati onl nf or mat i onSour ce |Source of the location information. The format and content is to @)
be determined on a national basis. The
locationInformationSource will typically contain a network node
name according to clause 4.1 of 3GPP TS 32.251 [49] or a NF
service consumer name according to clause 4.1 of 3GPP

TS 32.291 [46].

n3gppalLocati on Non-3GPP access user location, see 3GPP TS 29.571 [43], @)

clause 5.4.4.10.

(See note 2.)

Itis:

1. Unique non 3GPP TAl used in the PLMN. This IE shall
contain the N3IWF identifier received over NGAP and shall
be encoded as a string of hexadecimal characters. Pattern:
'"NA-Fa-f0-9]+$'".

2. UE local IPv4 address (used to reach the N3IWF).

3. UE local IPv6 address (used to reach the N3IWF).

UDP or TCP source port number. It shall be present if NAT is
detected.

transmitterDetails Characteristics of the transmitter, e.g. beam-width, radiated o
power, antenna height, frequency, technology.

NOTE 1: The population of the maritimeTransport and airTransport fields is a national issue and out of scope for the
present document.
NOTE 2: At least one of nCGlI, and n3gppalLocation shall be present. Several of them may be present.
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B.2.6.2.2 GSM Location Information
Table B.12: GSMLocation parameters
. M/O
Field name Value (see clause A.1.1)
geoCoor di nat es g\;g&g;aphlcal latitude-longitude location. Formats as described in 0
ut mCoor di nat es Unive_rsal '_I'ransverse Mercator location. Formats of individual fields 0
described in ASN.1 comments.
ut mRef Coor di nat es |Universal Transverse Mercator reference co-ordinates. (6]
WGS84Coor di nates  |WGS84 co-ordinates, format as defined in 3GPP TS 03.32 [12]. (6]
geoCoor di nat esDec Geographlcal decimal latitude-longitude location. Formats as described 0
in ASN.1.
B.2.6.2.3 UMTS Location Information
Table B.13: UMTSLocation parameters
. M/O
Field name Value (see clause A.1.1)
poi nt Geographical latitude-longitude location. Latitudes and longitudes 0
specified as integers, with additional latitude sign.
poi Nt W t hUncer t ai nty Geographlgal Iatltuqe-longltude chatlon with additional uncertainty 0
code to indicate radius of uncertainty.
pol ygon Sequence of latitude-longitude locations that define a polygon. ©)
B.2.6.2.4 Extended Location
Table B.14: Extended location parameters
. M/O
Field name Value (see clause A.1.1)
Geographical coordinate or postal address of the location, details as
spot : X o
defined in clause B.3.
circle Geographical coordinate or postal address of the location, each with o
radius, details as defined in clause B.3.
r egi on Corner marks of an area, consisting of geographical coordinates or 0
postal addresses of locations, details as defined in clause B.3.
rout e Stretch of way, consisting of geographical coordinates or postal 0

addresses of locations, details as defined in clause B.3.
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B.2.6.3 TransmitterDetails parameters

B.2.6.3.1 General

The TransmitterDetail s structure contains transmitter information for the network element.

Table B.15: TransmitterDetails parameters

. M/O
Field name Value (see clause A.1.1)
alternativelD Alternative naming scheme for cells. o]
bean dt h Beam width in degrees. O
radi at edPower Radiated power in watts. o
ant ennaHei ght Height of antenna from ground in metres. )
r ange Indication of range or radius of cell or sector coverage in o
meters.
frequency Transmitter frequency in kHz. O
t echnol ogy \':’Vrlisn:;mltter technology, e.g. gen2G, gen3G, eUTRAN, o
nati onal TransnitterDetails |Defined on a national basis. o

B.3  ASN.1 definitions for telephony

For ASN.1 definitions, refer to the ASN.1 module in the archive which accompanies the present document (see
clause A.3.1.2).

B.4 Void
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Annex C (normative):
Service-specific details for asynchronous message services

C.1  Scope

Asynchronous messaging services cover asynchronous communications involving the i ntermediate storage of messages.
Thisincludes e-mail, webmail but excludes chat, which is synchronous and excludes SMS.

The facilities a user may expect to find are e.g.:
. Post a message to recipient's server.
o Receive messages on own server.
. Retrieve messages from own server.
. Store messagesin server (IMAP).
SMSis handled under "telephony services', and is excluded from this annex.

Figure C.1 illustrates the relations between subscribers and message service providers. It also illustrates the operations
on message stores, and message transmissions (dotted lines).

Msg '—  Loca Remote [ Ms
Store ; Store
. Msg Msg ¢
-« - Server Server
Msg | 4 ................... | [ Msg
Store Store
MsgStore operations "'"-.,"nmwge transmissions
v
Subscriber

Figure C.1: Schematic overview of message handling

When messages are delivered to a message server, the server will temporarily store that message in a store. At alater
time, an authorized subscriber can access the message store, and retrieve the message. Subscribers can perform other
operations on message stores, such as deleting or adding messages.

C.2  Descriptions

C.2.1 General

This clause describes the fields and parameters of the Asynchronous Message ASN.1 definitions given in clause C.3.
This clause should be read in conjunction with the notes in the ASN.1 definitions given in the archive which
accompanies the present document (see clause A.3.1.2).
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C.2.2 MsgSubscriber

C.2.2.0 General

This structure contains the information on the subscriber, and the subscribed services, independent on actual usage.

Table C.1: MsgSubscriber parameters

Field name Value (see Clgf{; A.1.1)
validity \ZIT:: period during which the information given in this structure is or was o
subscri ber | D A unique identifier for this particular subscriber within the CSP. 6]
msgSt or es Descriptions of the private message stores associated with this o

subscriber. See clause C.2.4.

Common information such as name and address is stored the
subscri ber GenericSubscriberinfo structure. This is defined in the (0]
service-independent annex A.

Details for payment (e.g. associated bank account, billing method or
billing address).

paynment Detai | s

C.2.2.1 MsgSubscriberIlD

A unique identifier for subscribers within a CSP. This could be an account name, subscriber number, or any other
identification assigned by the CSP.

C.2.2.2 MsgStore

This structure contains the information on a particular message store, including the addresses associated with this
message store.

Table C.2: MsgStore parameters

. M/O
Field name Value (see clause A.1.1)
validity Time perlpd during whlch the information given in this 0
structure is or was valid.
megSt or el D ésuglque identifier for this particular message store within the o
The complete list of all addresses that get delivered into this
ali ases message store. This may (as a national option) include o

wildcard addresses (e.g. "@example.com"), meaning that all
email to that domain is delivered into the message store.

providerl D A unique identifier of the provider hosting this message store. (6]

The list of all messaging addresses of the subscriber to which

nsgFor war di ngAddr esses . - ;
9 9 a message delivered to this message store is forwarded.

nmsgSt or eSubscri ber Rel at ed |The list of service specific identifiers associated with the
| Ds message store.

C.2.2.3 MsgStorelD

A unique identifier for message stores. This could be a mailbox name, or any other identification used by the CSP's
message server.

C.2.2.4 MsgAddress

A messaging address, i.e. an address to which messages can be sent. In the case of Internet e-mail thiswill bean IETF
RFC 5322 [24]-style address [24]. Other messaging systems (e.g. X.400 [i.1]) use their own messaging addresses.
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C.2.2.5 MsgProviderlD

A unique identifier for messaging service providers. This could, for example, be the company name, or company
registration number.

C.2.2.6 MsgForwardingAddresses

Thelist of al messaging addresses of the subscriber to which a message delivered to this message store is forwarded.

C.2.2.7 MsgStoreSubscriberRelatedIDs

Thelist of al related identifiers of the subscriber associated with the message store, e.g. a secondary email account or a
phone number. These identifiers are typically used to reset the password of the message store.

C.2.3 MsgServiceUsage

C.2.3.0 General

This structure contains the information on the activities performed by a subscriber. There are two types of actions: those
that manipul ate message stores, and the sending of a new message.

C.2.3.1 MsgTransmission

This structure contains al information on the sending of a message by a subscriber. For some services delivery failures
result in a separate error message being returned to the sender. Bounced messages then result into two separate
transmissions: the message sent by the subscriber and the error message sent by the remote message server.

Table C.3: MsgTransmission parameters

. M/O
Field name Value (see clause A.1.1)

dat eTi me Date‘ and time when the subscriber submitted the message to the o
CSP's message server.

subscri berl D Unique identifier of the subscriber sending the message. 0]

sender Addr ess The available address of the sender (see note). (0]

reci pients The list of all available recipients of the message (see note). (0]
List of all local message stores that received a copy of the

msgSt or es message. This is both relevant for incoming messages, and for (0]
outgoing messages that have a local recipient.
Result of the transmission from the CSP's message server towards

; the final destination. Final delivery may pass through a number of

deliveryStatus intermediate message servers. This field does not indicate the ©
end-to-end delivery status. It indicates the status of the "next hop".

pr ot ocol Message transmission protocol used. o

clientlD IP address of the source of the message transmission. 6]

server| D IP address of the destination of the message transmission. o

messagel D Unique idt_antifier for the message - for example IETF RFC 5322 [24] o
message-id header.

sour ceSer ver Nane Name for the server sending the message (if appropriate). 0]

desti nati onServer Name |Name for the server receiving the message (if appropriate). 6]

cl i ent Port Port number of the source of the message transmission. 6]

server Port Port number of the destination of the message transmission. o

NOTE: Depending on implementation and national discussion, some addresses may not be available, or may not be

checked or reliable.
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C.2.3.2 MsgStoreOperation

This structure contains al information on the manipulation of a message store by a subscriber.

Table C.4: MsgStoreOperation parameters

. M/O
Field name Value (see clause A.1.1)
dat eTi me Date and time when the subscriber performed the indicated operation. o
subscri berl D |Unique identifier of the subscriber performing the operation. 6]
nmsgSt or e Unique identifier of the message store being manipulated. (0]
operation Type of manipulation performed by the subscriber. 6]
sender Addr ess |The available address of the sender (see note). (0]
reci pients List of all the available recipients of the message (see note). 6]
pr ot ocol Message store manipulation protocol. o
clientlD IP address of the subscriber who performed the indicated operation. 6]
serverl D IP a(_jdress of the message server hosting the message store being o
manipulated.
messagel D Unique id(_entifier for the message - for example IETF RFC 5322 [24] o
message-id header.
cl i ent Port Port number of the subscriber who performed the indicated operation. 6]
server Port Port number of the message server hosting the message store being (0]
manipulated.

NOTE: Depending on implementation and national discussion, some addresses may not be available, or may not be
checked or reliable.

C.2.4 MsgBillingDetails parameters

C.2.4.0 General

The MsgBillingDetails structure contains billing information for the message service.

Table C.5: MsgBillingDetails parameters

. M/O
Field name Value (see clause A.1.1)
subscri berl D A unigue identifier for a particular subscriber within a CSP. O]
servicel D A unique identifier within the operator for the service or tariff o
subscribed to.

bi | | i ngAddr ess The billing address for this subscription. 0]

—_—_ . A unique identifier for billing purposes. The format of this
bil1ingldentifier field is for CSPs to determine. ©

A A sequence of billing records, one for each payment by the
bi11ingRecor ds subscriber on this subscription - see clause C.2.4.1. ©
nati onal MsgBi Il i ngDetails |Defined on a national basis. o
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C.2.4.1 MsgBillingRecords

Each billing record contains information for a particular payment. The parameters are as follows.

Table C.6: MsgBillingRecords parameters

. M/O
Field name Value (see clause A.1.1)
tinme Time of the payment. 6]
pl ace Location of the payment. o]
anount The gmount of the payment, in currency or cryptocurrency o
specified.
currency Currency of payment, in ISO 4217 [5] format. ®)
Cryptocurrency of payment, defined in ISO 24165-2 [57],
cryptocurrency formatted as DigitalTokenldentifier (see table K.4A). ©
et hod Type of payment (e.g. credit card, top-up voucher). The o
format of this field is for agreement with the CSP.
nati onal MsgBi | | i ngRecords |Defined on a national basis. 6]
nmsgTransacti onl D Unique reference for this transaction/billing record. (6]
nmsgTransacti onSt at us Status of the transaction (i.e. "declined", "succeeded", etc.). (6]
copyOr Bi | | The electronic copy of the hill. o]

C.3  ASN.1 definitions for asynchronous message
services

For ASN.1 definitions, refer to the ASN.1 module in the archive which accompanies the present document (see
clause A.3.1.2).

C.4 Void
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Annex D (normative):
Service-specific details for synchronous multi-media
services

D.1  Scope

Synchronous multimedia services covers those services offering the facilities listed below. It covers services that
provides Vol P and Mol P functionality. Carrier class Vol P could also be covered by annex B if no IP layer information
is needed.

A user may expect a service that offers the capability e.g. to:
. Initiate communication set up.
e Accept communication set up.
. Conduct communication with one or more other parties.
e  Cancel communication.
. Use abasic set of value-added services.

NOTE: Multimedia services cover services provided vialMS 3GPP TS 23.228 [ 25].

D.2 Multimedia fields

D.2.1 General

This clause describes the fields and parameters of the Multimedia ASN.1 definitions given in clause D.3. This clause
should be read in conjunction with the notes in the ASN.1 definitions given in the archive which accompanies the
present document (see clause A.3.1.2).

D.2.2 Multimedia Subscriber

D.2.2.0 General

This structure contains the information on the subscriber, and the subscribed services, independent of actual usage.

Table D.1: MultimediaSubscriber parameters

. M/O
Field name Value (see clause A.1.1)
. A unique identifier for this particular subscriber
subscriberl D within the CSP. 0]
generi cSubscri berlnfo General personal information defined in annex A. O)
nmul ti nedi aSubscri berlnfo Service specific information about the subscriber. 6]
subscri bedMul ti medi aSer vi ces List of services details that a subscriber (or o
account) may have.
nmul ti medi aServi ceRegi strationlnfo |Information on registration activity. (6]
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D.2.2.1 subscriberlD

subscriberID isaunique identifier for a particular subscriber within a CSP, for example an account number. The format
and content of thisfield is for CSPsto determine. The only requirement is that the subscriber 1D is unique for each
subscriber within the CSP.

D.2.2.2 genericSubscriberinfo

Common information such as name and address is stored in the genericSubscriberInfo structure. Thisis defined in the
service-independent annex A.

D.2.2.3 multimediaSubscriberinfo

Information about the subscriber which is specific to multimedia services is contained in the multimediaSubscriberinfo
structure. Thisisfor further study.

D.2.2.4 subscribedMultimediaServices

D.2.2.4.1 Description

There shall be a subscribedM ultimediaServices structure for each subscription the subscriber holds. The parameters are
asfollows.

Table D.2: SubscribedMultimediaServices parameters

. M/O
Field name Value (see clause A.1.1)

servicel D A uniqge identifier within the operator for the service or tariff o

subscribed to.
. A unique identifier for the service provider. The format of this

provi derl D field is to be determined by national agreement. ©

ti meSpan Time over which the subscription was held. If the o
subscription is active, the endTime shall not be populated.

registeredidentifiers The multl_medla |d_enj[|f|er_s(s) a_55|gned to the subscriber as o
part of this subscription, if applicable.
Integrated Circuit Card ID (ICCID) number of the subscriber,

regi steredl CCl D in ASCII format. When a subscription has several ICCID and o
IMSI the parameter registeredICCIDs shall be used.

servi ceType The type of service subscribed to. ¢}

i nst al | ati onAddr ess The _mstallatlon address for the subscriber's equipment, if o
applicable.

. Date that the subscription was actually connected (may be

connect i onbat e different to the start of the subscription). ©

i VS IMSI associated with the subscriber. (©)
If the CSP assigns an SUPI to the subscriber, this may be

sUPI populated here. When a subscription has several SUPIs, the 0]
parameter registeredICCIDs shall be used.
If the CSP assigns a GPSI to the subscriber as specified in

gPs 3GPP TS 29.571 [43], table 5.3.2-1, this may be populated o
here. When a subscription has several GPSls, the parameter
registeredICCIDs shall be used.

carrierPresel ect zlcatli%;o indicate that the subscriber has carrier preselect o

l'i neSt at us CSPI:spgciij leescription (?.f current line or subscription status o
e.g. "Active", "Suspended", etc.

nati onal Mul ti nedi aServi ces |Defined on a national basis. (@)

: Details for payment (e.g. associated bank account, billing

payment Detai | s method or billing address). ©

del i ver yAddr ess The delivery address for equipment, if applicable. o]

resel | er Addr ess The address of the reseller or dealer, if applicable. (6]

ot her Addr esses L_Js_ed if there are addregses for the subscription which do not o
fit into the other categories.

order Ti me Time when the subscribed service was ordered by user. (6]
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. M/O
Field name Value (see clause A.1.1)
i MEl s IMEIs associated with the user's subscription. (0]
r egi st er edl OOl Ds Integrated Circuit Card IDs numbers in case of Multi-SIM o
subscription.
privateUser | dentities One or several Private User Identities (IMPI) of the IP o

Multimedia Subsystem subscription.

List of all known devices allocated to this user for this
al | ocat edDevi cel Ds subscription. The user may use other devices in addition (or @)
instead of) these devices.

A sequence of billing records, one for each payment by the
subscriber on this subscription - see clause D.2.3.3.

paynent Tr ansact i ons

D.2.2.5 multimediaServiceRegistrationinfo

multimediaServiceRegistrationlnfo contai ns data concerning context of the registration. The format and content of the
subordinate fields is for CSPs to determine. This structure contains the registration information.

Table D.2A: MultimediaServiceRegistrationinfo parameters

. M/O
Field name Value (see clause A.1.1)
emai | Addr ess Email address associated with account. 6]
| anguageAt Regi strati on |Language selected for account. O
account Creati onTi ne Time of creation. O]
account Creationl P IP associated with account. 6]
account Creat i onCount ry |Country associated with account. O]
clientPlatfornilype Platform associated with account. (6]
cl i ent Version Version of platform. o

D.2.3 MultimediaBillingDetails

D.2.3.1 MultimediaBillingDetails

The MultimediaBillingDetail s structure gives information about the subscribers billing history for a particular
subscription. The parameters are as follows.

Table D.3: MultimediaBillingDetails parameters

. M/O
Field name Value (see clause A.1.1)

subscri ber 1 D ésuglque identifier for a particular subscriber within a o

servi cel D A unique identifier within the operator for the service o
or tariff subscribed to.

bi I I'i ngAddr ess The billing address for this subscription. o

mul ti medi aBi | 1i ngAddr ess The billing address for a multimedia subscription. See o
clause D.2.3.2.

_ Ce A unique identifier for billing purposes. The format of

bi 1 1ingl dentifier this field is for CSPs to determine. ©
A sequence of billing records, one for each payment

bi I 1i ngRecords by the subscriber on this subscription - see (0]
clause D.2.3.3.

nati onal Mil ti nedi aBi |l | i ngDetails |Defined on a national basis. 6]
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D.2.3.2 MultimediaBillingAddress

The billing address contains postal information for a particular payment. The parameters are as follows.

Table D.3A: MultimediaBillingAddress parameters

. M/O
Field name Value (see clause A.1.1)
addr essSuppl i edTi ne Address submission time. o]
name Name of account holder. o]
addr ess Address of account holder. o
D.2.3.3 MultimediaBillingRecords
Each billing record contains information for a particular payment. The parameters are as follows.
Table D.4: MultimediaBillingRecords parameters
. M/O
Field name Value (see clause A.1.1)
tinme Time of the payment. (6]
pl ace Location of the payment. o
anount The amount of the payment, in currency or o
cryptocurrency specified.
currency Currency of payment, in ISO 4217 [5] format. ®)
Cryptocurrency of payment, defined in
cryptocurrency ISO 24165-2 [57], formatted as DigitalTokenldentifier O
(see table K.4A).
Type of payment (e.g. credit card, top-up voucher).
met hod The format of this field is for agreement with the o
CSP.
nati onal Mul ti nedi aBi | | i ngRecords |Defined on a national basis. ©)
mul ti medi aTr ansacti onl D Unique identifier for the billing transaction. )
mul ti nedi aTransacti onSt at us Status of the billing transaction. )
copyOr Bi l | The electronic copy of the hill. o]

D.2.4 Multimedia ServiceUsage

D.2.4.1 Parameters

The MultimediaServiceUsage structure is used for service usage information, such as call datarecords. The parameters
are asfollows.

Table D.5: MultimediaServiceUsage parameters

. M/O
Field name Value (see clause A.1.1)

partyl nformation A list of partylnformation structures (see clause D.2.4.2). 6]
Total time for this service usage. Not that the time of

communi cati onTi e involvement of individual parties may be shorter (see (0]
clause D.2.4.2).

r easonCause Cause code for end of call, e.g. encoded SIP Reason o
Cause codes.

comuni cati onType Type of bearer service used in the session. 0]

bear er Servi ce The bearer service for the communication. 6]

qual i tyOf Servi ce The quality of service parameter for the communication. o

ri ngDuration Ring duration, given in seconds for VoIP. (@)

cal 1D Identifigr of the retaineq call data, e.g. SIP paIIID, for o
correlating data from different DR sources in CSP.
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Field name

Value

M/O

(see clause A.1.1)

Identifier of the retained call data before any modification

RFC 7315 [55] format, as recorded in the
P-Charging-Vector.

original CallID made by the node and usable to correlate data by (0]
different DR sources in CSP.
State reached by the session with reference to the called
call State subscriber connection, e.g. b not reached, b alerted, (0]
b answered.
answer Ti me Date and time when the communication has .been o
answered by the called party in case of sessions.
List of the media type of the message body
cont ent Type s ’
yp e.g. application/sdp, text/html. 0o
medi aConponent s List of media component changes during the session. 6]
i msl nformation IMS-specific information. 0]
nati onal Mul ti nedi aServi ceUsage |Defined on a national basis. 0]
servicel D grl#;lque identifier within the operator for the service or o
. A unique identifier for the service provider. The format of
provideriD this field is to be determined by national agreement. o
cdr Nunber Identifier for record - Format of value defined by CSP. ®)
clientlP IP of client at time of service usage. 0]
IP of relay - Multimedia service provider infrastructure
rel ayl P L S (0]
seen as originating or terminating the call.
vniengt h Voice mail length given as an integer in seconds. o
reason Reason description: text description to explain o
reasonCause (see above).
smsl nf ormati on SMS information for the service usage, if applicable. (®)
ms!| nf or mati on MMS information for service usage, if applicable. 0]
The incoming and outgoing trunk group IDs for the
t k | ) 8
runkGroupl Ds session/call. Format of values as defined by the CSP. o
The originating, terminating and transit interoperator
i nt er Oper at or | Ds identifiers (orig-ioi, term-ioi and transit-ioi-list) in IETF o

D.2.4.2 Partylnformation

A Partylnformation structure isfilled in for each party involved in the communication. The parameters are as follows.

Table D.6: Partylnformation parameters

Field name

Value

M/O
(see clause A.1.1)

partyRol e Role for this party (e.g. called, calling). o

partyldentity Iden_tlfler for this party. URI is used in case of IMS o
service.

. Subscriber identifier, unique identifier for subscriber

subscriber 1D (see clause D.2.2.1). o

Time that this party was involved in the
: : . communication, if this was a multiparty communication.

communi cationTi me Shall be omitted if it is the same as the time of the ©
whole service usage (see clause D.2.4.1).

i MBI IMSI associated with the party, if available. 6]

nat ur eOf Addr ess !}latqre of the add"ress" - may pe mternatngnal number”, o

national number" or "subscriber number".

uRl URI of the party. o

part yNunber E.164 number associated to party. o

naAssi gnedAddr ess Addres; used by the subscriber's client for the o
connection.

f orwar dedTransferredl dentifier Forwarded Identifier if communication was transferred. o]

t er i nati ngTr ansfer redl denti fi er Terminating identifier if communication was o
transferred.

nati onal Mul ti nedi aPartyl nformati on |Defined on a national basis. 6]

user Agent User agent field, e.g. SIP user agent, see IETF 0

RFC 3261 [26].
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. M/O
Field name Value (see clause A.1.1)
oct et sUpl oaded Number of uploaded octets. 6]
oct et sDownl oaded Number of downloaded octets. O]
The network-provided and User Equipment (UE)
provided access-type, access-class and cell
information of the party from the content of the
P-Access-Network-Info field as specified in 3GPP
: TS 24.229 [39], these fields shall only be populated
accessNet wor ki nf or mat i on when they can be extracted. In addition the location ©
and time of the access may also be provided.
In any case the complete content of the
P-Access-Network-Info header field shall be provided
in the paniHeaderContent parameter.
This field contains the content of one SIP
"Cellular-Network-Info" header, when the UE
supporting one or more cellular radio access
technologies but using a non-cellular IP-CAN, such as
cel I ul ar Networ ki nf o untrusted WLAN access, provides this header field to o
relay information to its service provider about the radio
cell identity of the cellular radio access network on
which the UE most recently camped.
privat eUser I dent ity Private User Identity (IMPI) associated with the party, if o
available.
i VEI IMEI associated with the party, if available. 0]
D.2.4.3 [IMSInformation
This Imslnformation structure is used for service usage information in case of IMS service; the parameters are as
follows.
Table D.7: IMSInformation parameters
. M/O
Field name Value (see clause A.1.1)
service Type of IMS service used by subscriber, e.g. session, message, refer. (6]
Specification on the role of the Data Retention Source in the reported
r ol ef Node L A A o
communication, e.g. originating, terminating, proxy, b2bus.
servi cel nf o |List of service-specific data. @)
D.2.4.4 MediaComponents
This structure contains the information on media components.
Table D.8: MediaComponent parameters
. M/O
Field name Value (see clause A.1.1)
ti Time when this media component has been
i me (0]
processed.
nmedi aNane Media component name (from "m="line in SDP data). o
: S Media component description (from "attribute-line"
medi aDescri pti on content in SDP data). ©
nedi al nitiat or II\DA:r?)I/a component initiator, i.e. called Party, calling o
accessCorrel ationl D S;);gzlatlon identifier for the access used for SIP o
nati onal Mul ti nedi aMedi aConponent |Defined on a national basis. 0]
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D.2.5 MultimediaDevice

D.2.5.1 General

The MultimediaDevice structure is used to describe devices such as mobile handsets.

Table D.9: MultimediaDevice parameters

. M/O
Field name Value (see clause A.1.1)
Indicates the type of identifier used in MultimediaDevicelD, e.g. IMEL. 0

devi cel DType (See ASN.1 for permissible types).

Unique identifier for the multimedia device. If this identifier happens to
nmul ti medi aDevi cel D |have a particular format (e.g. IMEI), then this may be indicated using o
devicelDType.

Identity of a known user of this equipment.
This identity may be registered in cases where the provider has 0
supplied the user with a device. It may also be recorded ad-hoc based
on service usage data, depending on national legislation.

subscri berl D

D.3  ASN.1 definitions for Multimedia

For ASN.1 definitions, refer to the ASN.1 module in the archive which accompanies the present document (see
clause A.3.1.2).

D.4 Void
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Annex E (normative):
Service-specific details for network access services

E.1  Scope

Network access services cover the services offering a capability to access public data networks (typically the internet),
including GPRS/UMT S-PS/EPS/5GS.

Network accessistypically provided by 1SPs, possibly through an intermediate access provider, such as Cable-TV or
ADSL. This may be taken as a generic capability to access public networks with avariety of protocols, but in current
practice only Internet access would be of interest for data retention.

User facilities are;

° Access to the Internet, after some sort of authentication.

E.2  Descriptions

E.2.1 General

This clause describes the fields and parameters of the Network Access ASN.1 definitions given in clause E.3. This
clause should be read in conjunction with the notes in the ASN.1 definitions given in the archive which accompanies
the present document (see clause A.3.1.2).

E.2.2 NASubscriber

This structure contains the information on the subscriber, and the subscribed services, independent of actual usage.

Table E.1: NASubscriber parameters

. M/O
Field name Value (see clause A.1.1)

validity Time pgrlod during which the information given in this structure is or o
was valid.

subscri berl D A unique identifier for this particular subscriber within the CSP. (@]

naSubscri ptions List of all known services subscribed to by this user with this CSP. (@)

. List of all known devices allocated to this user. The user may use
I t I X X o . .

al I ocat edbevi cel Ds other devices in addition (or instead of) these devices. ©
Common information such as name and address is stored the

subscri ber GenericSubscriberinfo structure. This is defined in the (0]
service-independent annex A.
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E.2.3 NAServiceSubscription

This structure contains the information on a particular subscription by a subscriber.

Table E.2: NAServiceSubscription parameters

. M/O
Field name Value (see clause A.1.1)

validity Time perlo_d during which the information given in this structure is o
or was valid.

naServi cel D A unique identifier for the type of service, e.g. account plan name. O

naPr ovi der | D A unique identifier for Fhe ngtwork access provider, e.g. company o
name or company registration number.

naAut hl D A unique identifier for this particular subscription, e.g. logon name. (6]

opt i ons An optional human readable text with restrictions or options to the o
subscription, e.g. "fixed IP address; max 50 hr/month".

i nst al | ati onAddr ess The .|nstallat|0n address of the subscriber's equipment, if 0
applicable.
If the CSP assigns a fixed IP address to the subscriber (i.e. not

fixl pAddress allocated each time the service is used), then this IP address may o
be populated here.

i NEi If the CSP assigns an IMSI to the subscriber, this may be

nsi o

populated here.
If the CSP assigns an SUPI to the subscriber, this may be

sUPI O
populated here.

gPs| If the CSP assigns a GPSI to the subscriber as specified in 3GPP 0
TS 29.571 [43], table 5.3.2-1, this may be populated here.
List of all known devices allocated to this user for this

al | ocat edDevi cel Ds subscription. The user may use other devices in addition (or o
instead of) these devices.

naSer vi ceSt at us S:SP-spe"cmc description of current service status, e.g. "Active", o
Ceased", etc.
Integrated Circuit Card ID of subscriber. When a subscription has

regi steredl CCl D several ICCID and IMSI the parameter registeredICCIDs shall be o
used.

nati onal NASubscri pti on |Description of the subscription to a Network Access service. 6]

payment Det ai | s Detgul_s for payment (e.g. associated bank account, billing method o
or billing address).

addi ti onal | PAddr esses Additional IP gddresses when CSP provides several IP addresses o
to one subscriber.

ti medl PAddr esses IP addresses with validity period when CSP provides several IP o
addresses for different time periods.

del i ver yAddr ess The delivery address for equipment, if applicable. o]

resel | er Addr ess The address of the reseller or dealer, if applicable. (6]

ot her Addr esses psed if there are add(esses for the subscription which do not fit o
into the other categories.

Sl SDNs Mobile Station International ISDN Numbers (MSISDNSs) allocated @)
to this subscription. In case the multinumbering option is used,
there may be several MSISDNs provided as permanent
subscriber data for the PS Network Access Mode GPRS (see
3GPP TS 23.008 [38]).

r egi st er edl COl Ds Severe}l Integrated Circuit Card IDs numbers in case of Multi-SIM o
subscription.

payment Tr ansact i ons A sequence of billing records, one for each payment by the o

subscriber on this subscription - see clause B.2.3.1.
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E.2.4 NAServiceUsage

This structure contains the information on network access and attempted access by a subscriber.

Table E.3: NAserviceUsage parameters
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. M/O
Field name Value (see clause A.1.1)
naAccessTi ne Date and time of the (attempted) network access. 6]
naAut hl D Logon name (username) used to obtain network access. 0]
Type of network access attempted. If not undefined(0), this
nwAccessType should be one of the types supported by the NAS. o
naSt at us Results of the access attempt. 6]
Start time and end time of network access. Used only if
i nterval naStatus indicates a success. This is also the period o
during which the IP address is assigned to this subscriber.
naDevi cel d Information on the device used to access the service.
naNweEl erent | D Network element (NAS).onto which the subscriber's device o
is connected to the service.
Single Network Slice Selection Assistance Information
SNSSAI (S-SNSSAI), specific to 5G System (see 3GPP o
TS 29.571 [43], 3GPP TS 29.520 [48], 3GPP
TS 32.255 [47] and 3GPP TS 23.003 [41]).
Identifies the recipient of Notifications sent by the Charging
notifyuUri Function (CHF). o
See 3GPP TS 32.291 [46], clause 6.1.5.2.2.
IP address assigned by the network access service.
Depending on the service and type of subscription this
naAssi gnedAddr ess may bg a fixed address (uniqye to this s_ubscriber) or (0]
dynamic (shared among multiple subscribers), or (see note)
accompanied by a port number where Port Address
Translation is used.
| ocation Location of the network access, if applicable. o
di al Upl nf ornati on Information specific to dial-up access (see table E.4). o]
gprsl nformation Information specific to gprs access (see table E.5). 6]
oct et sDownl oaded Number of octets dov_vnloaded by the subscriber during the o
network access session.
oct et sUpl oaded Number of octets upl_oaded by the subscriber during the o
network access session.
endReason Indication of why the network access session ended. 6]
subscri ber | D Identifier for a known user of this network access. 6]
ePSI nf or mat i on Information specific to Evolved Packet System o
(see table E.5A).
. : Information specific to 5G System
fiveGSl nformation (see table E.5C). (0]
wi Fi | nformati on Information specific to Wi-Fi® (see table E.5B). o
addr essTrans! ati onl nf or mati on Details Qf the NAT and.PAT.opera.tions carried out on the o
connection by the provider, if applicable.
addi ti onal Locat i ons List (_)f additione_tl Iocat_ions during the network access o
service usage, if applicable.
NOTE:  This is required if the naStatus indicates a successful network access attempt.
Table E.4: DialUpInformation parameters
. M/O
Field name Value (see clause A.1.1)
di al I i ngNunber Telephone number useql at the subs_criber side_for dial-up access. Used o
only if nwAccessType indicates a dial-up service.
di al | edNunber Telephone number used at the network element side for dial-up access. O]
Call back number used for dial-up access. Call back causes the call to be
cal | back charged by the dial-up network operator to the CSP, not to the O
subscriber.
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. M/O
Field name Value (see clause A.1.1)
i VS IMSI associated with the network access. 0]
nSl SDN MSISDN associated with the network access. o
sgsnAddr ess IP address of the SGSN. 0]
ggsnAddr ess IP address of the GGSN. o
pdp- addr ess-al | ocated |PDP address allocated for the network access. 6]
apn APN of the network access. 6]
pdp-type PDP type, format as per ETSI TS 101 671 [6]. o]
gPRSEvent GPRS event, as per 3GPP TS 33.108 [11]. 0]
Table E.5A: EPSInformation parameters
. M/O
Field name Value (see clause A.1.1)
i VS IMSI associated with the network access. C
i MBI Unaut hent i cat edFl ag This fiel_d indicates the provided servec_i IMS_I is not o
authenticated (emergency bearer service situation).
nS| SDN Primary MSISDN associated with the network access. 6]
IMEISV of the ME, if available. It is used for identifying the user
i MVEI SV in case Served IMSI is not present during emergency bearer (0]
service.
s- GMAddr ess The control plane IP address of the S-GW used. ©]
p- GMAdDdr ess The control plane IP address of the P-GW used. o
p- GAPLMN\- 1 D PLMN identifier (MCC and MNC) of the P-GW. 0]
The logical name of the connected access point to the external
aPNNet wor ki D packet data network (network identifier part of APN). ©
. PDP/PDN type, i.e. IPv4, IPv6, IPv4v6, coded as in 3GPP
pDP- PDNType TS 29.274 [32], clause 8.34 (octet 5). o
IP address allocated for the PDP context/PDN connection,
i.e. IPv4 address when PDP/PDN Type is IPv4 or IPv6 prefix
pDP- PDNAddr ess when PDP/PDN Type is IPv6 or IPv4v6. This parameter shall (0]
be present except when both the PDP type is PPP and
dynamic IP CAN bearer address assignment is used.
. This field holds IPv4 address of the served IMSI, if available,
pDP- PDNAddr essExtension | o bDP/PDN type is IPVAVS. o
Indicates whether served PDP/PDN address is dynamic, which
is allocated during IP CAN bearer activation, initial attach
. (E-UTRAN or over S2x) and UE requested PDN connectivity.
dynam cAddressFl ag This field is missing if IPv4 address is static when PDN Type is o
IPv4, or if IPv6 address is static when PDN Type is IPv6 or
IPv4v6.
Indicates whether served IPv4 PDP/PDN address is dynamic,
which is allocated during IP CAN bearer activation, initial attach
dynani cAddr essFl agExt (E-UTRAN or over S2x) and UE requested PDN connectivity (0]
with PDP/PDN type IPv4v6. This field is missing if IPv4
address is static.
This field indicates the Radio Access Technology (RAT) type
r ATType currently used by the Mobile Station as defined in 3GPP (0]
TS 29.061 [33], when available.
ePSEvent EPS event, as per 3GPP TS 33.108 [11]. 6]
The UE radio capability ID is an identifier used to represent a
UERadi oCapl D set of UE radio cap_abilities, defined in 3_GPP TS 23.003 [41]. It o
is encoded as a string of hexadecimal digits from most
significant (Type Field) to least significant (RCI).
NOTE: In case of 3GPP E-UTRAN New Radio - Dual Connectivity (EN-DC of 3GPP TS 37.340 [50]) to allow dual

connectivity to combine LTE and 5G NR radio access, clause 5.2.1.11 of 3GPP TS 32.251 [49] recommend
to have an data volumes for the Secondary RAT (5G NR), reported on a per EPS bearer basis. The value of
field rATType will indicate such secondary access based for release 15 and above on 3GPP TS 29.061 [33].
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Field name

Value

M/O
(see clause A.1.1)

bSSI D

The Basic Service Set Identification for the
connection. This is also the MAC address of the
access point (the present document assumes
that records are for infrastructure mode, not
ad-hoc mode). The MAC address of the user is
given in the naDevicelD in the structure.

o

sSI D

The human-readable Service Set Identifier.

user name

Username as seen by the CSP. For Wi-Fi® it is
not necessarily the case that this will have been
verified in any way.

o|o

| ocati onOf AccessPoi nt

Location of the Access Paint. It should be
populated as lat/long, grid reference or postal
address.

@]

aut henti cati onType

How the user authenticated themselves.

addi ti onal Aut henticationlnformatio
n

Additional information known about the user on
the basis of the authentication process.

accessPoi nt | PAddr ess

IP address of the Access Point.

accessPoi nt Addi ti onal Descri pti ons

Informal description of location, category or type
of access point, or a name of the network to
which the access point belongs.

O|0| O|o

accessPoi nt Addi ti onal Provi ders

For Wi-Fi®, there may be other parties involved
in hosting or owning the Access Paints,
e.g. access point provider or partner providers.

o

¢ SPDef i nedNanme

CSP-defined label or name assigned to the
access point, see note. The access points of a
CSP within a venue or geographical location
typically share this name.

NOTE:

The format of cSPDefinedName is outside of the scope of the present document.

Table E.5C: FIVEGSInformation parameters

Field name

Value

M/O
(see clause A.1.1)

sUPI

Served SUPI associated with the network access,
based on IMSI or NAI as defined in 3GPP

TS 23.003 [41]. When the GCI and GLI are
reported (as defined in 3GPP TS 23.003 [41],
clauses 28.15.2 and 28.16.2 respectively), they
are included in the NAI parameter.

dNN

String representing a Data Network Name as
defined in clause 9A of 3GPP TS 23.003 [41] and
3GPP TS 32.255 [47], table 6.2.1.2.1.

pEIl

Permanent Equipment Identifier of the ME that
may contain:

e an IMEIl or IMEISV, as specified in
clause 6.2 of 3GPP TS 23.003 [41];

e aMAC address for a 5G-RG or FN-RG
via wireline access, as specified in
clause 4.7.7 of 3GPP TS 23.316 [59].
Written as six groups of two
hexadecimal digits separated by a
colon;

e an IEEE Extended Unique Identifier
(EUI-64) for UEs as defined in [60] not
supporting any 3GPP access
technologies. Written as eight groups of
two hexadecimal digits separated by a
colon.

gPsS|

Generic Public Subscription Identifier (GPSI)
associated with the session.

pDUSessi onl D

See 3GPP TS 29.571 [43].
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Field name

Value

M/O
(see clause A.1.1)

SNSSAI

Single Network Slice Selection Assistance
Information (S-SNSSAI), specific to 5G System
onto which the subscriber's device is connected
to the service.

It is made of the Slice/Service Type (SST) and of
the Slice Differentiator (SD). This last parameter
is optional (see 3GPP TS 32.291 [46], 3GPP

TS 29.571 [43] and 3GPP TS 23.003 [41]).

pDUl Pv4Addr ess

The IPv4 address of the served SUPI allocated
for the PDP context / PDN connection.
See 3GPP TS 32.291 [46], clause 6.1.6.2.2.11.

pDUl Pv6Addr ess

The IPv6 address of the served SUPI allocated
for the PDP context / PDN connection.
See 3GPP TS 32.291 [46], clause 6.1.6.2.2.11.

pDUAddr essPrefi xLengt h

PDU Address prefix length of an IPv6 typed
Served PDP Address. Not required for prefix
length of 64 bits.

See 3GPP TS 32.291 [46], clause 6.1.6.2.2.11.

r FSPI ndex

Unsigned integer represents the "Subscriber
Profile ID for RAT/Frequency Priority" as
specified in 3GPP TS 36.413 [44].

Minimum = 1. Maximum = 256.

applicationld

String providing an application identifier and
formatted For Further Study.
(See 3GPP TS 29.571 [43]).

appl i cati onServi ceProviderldentity

String providing an identifier of the application
service provider.
See 3GPP TS 32.291 [46], table 6.1.6.2.2.9-1.

serviceld

Identity of the used service.
See 3GPP TS 32.291 [46], table 6.1.6.3.2-1.

chargingld

Correlates different records of a single PDU
session.
See 3GPP TS 32.291 [46], table 6.1.6.3.2-1.

pDUType

PDU type is defined in 3GPP TS 29.571 [43], it
may be dual IPv4V6, IPv4, IPv6, Unstructured,;
Ethernet.

See 3GPP TS 32.291 [46], clause 6.1.6.2.2.8.

sSCMvbde

SscMode (enumeration)

3GPP TS 32.291 [46] indicates the different
mode:

1. SSC_MODE_1

2. SSC_MODE_2

3. SSC_MODE_3_MULTIPDUSESSION
4. SSC_MODE_3 _MULTIHOME

See 3GPP TS 32.291 [46], clause 6.1.6.2.2.8.

vPLMNI d

PLMN identifier of the visited network, based on
SMF PLMN ID.

Refer 3GPP TS 29.571 [43].

See 3GPP TS 32.291 [46].

hPLWNI d

PLMN identifier of the home network, based on
SUPI PLMN ID.

Refer 3GPP TS 29.571 [43].

See 3GPP TS 32.291 [46].

char gi ngCharacteristics

Charging Characteristics.
See 3GPP TS 32.291 [46].

char gi ngChar acteri sti csSel ecti onMbde

Charging Characteristics Selection Mode.
See 3GPP TS 32.291 [46].

pDUSessi onSt art Ti ne

The time in UTC format which represents the
start of a PDU session at the SMF.
dateTime, see 3GPP TS 32.255 [47],

clause 6.2.1.2.

pDUSessi onSt opTi e

The time in UTC format which represents the stop
of a PDU session at the SMF.

dateTime, see 3GPP TS 32.255 [47],

clause 6.2.1.2.
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Field name

Value

M/O
(see clause A.1.1)

| owPriorityl ndi cator

Boolean, indicates if the PDU session has a low
priority.
See 3GPP TS 32.291 [46].

o

dat aOf f St at us

Boolean, indicated the change in 3GPP PS Data
off status of UE.
See 3GPP TS 32.291 [46], clause 6.1.6.2.2.8.

o

di agnostics

It provides a more detailed cause value from
SMF.
See 3GPP TS 32.291 [46], clause 6.1.6.2.2.8.

@]

uETi neZone

The UE Time Zone the UE is currently located.
Refer 3GPP TS 29.571 [43].

uPFAddr ess

The user plane IP address of the UPF used
(mentioned in 3GPP TS 32.255 [47]).

aMFAddr ess

The control plane IP address of the aMF used
(mentioned in 3GPP TS 32.255 [47]).

uDMAddr ess

The IP address of the UDM used, mentioned in
3GPP TS 32.255 [47].

oO|lOo|]0O | O

sMFAddr ess

The IP address of the SMF and in 3GPP
TS 32.255 [47].

IPv4Address.

Refer 3GPP TS 29.571 [43].

uPFl d

The UPF identifier, function defined in 3GPP
TS 23.501 [45], mentioned in 3GPP

TS 32.255 [47], and associated to some 5GS
events.

See 3GPP TS 32.291 [46].

Given as an NFInstancelD (UUID).

aMFl dentifier

The AMF identifier, function defined in 3GPP
TS 23.501 [45], mentioned in 3GPP

TS 32.255 [47] and associated to some 5GS
events.

uDM denti fier

The UDM identifier, function defined in 3GPP
TS 23.501 [45], mentioned in 3GPP

TS 32.255 [47], and associated to some 5GS
events.

As it is not defined in 3GPP TS 23.003 [41],
CSPs have to defined them and transmit their
choice to AOs.

sMFl denti fier

The SMF identifier, function defined in 3GPP
TS 23.501 [45] and in 3GPP TS 32.255 [47]
associated to some 5GS events.

Given as an NFInstancelD (UUID).

uPFPDNAddr ess

IP address allocated for the UPF context/UPF
connection, i.e. IPv4 address when PDN Type is
IPv4 or IPv6 prefix when PDN Type is IPv6 or
IPv4v6. This parameter shall be present.
(mentioned in 3GPP TS 32.255 [47]).

uPFPDNAddr essExt ensi on

This field holds IPv4 address of the served SUPI,
if available, when PDN type is IPv4v6.
(mentioned in 3GPP TS 32.255 [47]).

dynam cAddr essFl ag

Indicates whether served PDN address is
dynamic, which is allocated during slice/bearer
activation, initial attach (mentioned in 3GPP
TS 32.255 [47)).

dynam cAddr essFl agExt

Indicates whether served IP/PDN address is
dynamic, which is allocated during slice/bearer
activation, initial attach This field is missing if IP
address is static (mentioned in 3GPP

TS 32.255 [47], clause 6.2.1.2).
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Field name

Value

M/O
(see clause A.1.1)

r AT5Type

Mobile Station as defined in 3GPP

clause 6.1.6.2.2.8.

This field indicates the Radio Access Technology
(RAT) type of PDU session currently, used by the

TS 29.571 [43], such as New Radio, Evolved
Universal Terrestrial Radio Access, Wireless
LAN, Virtual (Virtual shall be used if the N3IWF
does not know the access technology used for an
untrusted non-3GPP access), when available.
Formatted as per 3GPP TS 32.291 [46],

fl owQosl nfo

TS 32.291 [46].

Authorized QoS applicable for service data flow.
See 3GPP TS 29.571 [43] and 3GPP O

servicel D

Identity of the used service, given as an integer.
See 3GPP TS 32.291 [46], clause 6.1.6.3.2-1.

uERadi oCapl D

Field) to least significant (RCI).

The UE radio capability ID is an identifier used to

represent a set of UE radio capabilities, defined in
3GPP TS 23.003 [41]. It is encoded as a string of (0]
hexadecimal digits from most significant (Type

r ANSecondar yRATType

Secondary RAT usage is reported from RAN in
the 5G charging service. See 3GPP
TS 32.291 [46], clause 6.1.6.2.2.17.

E.2.5 NADevice

This structure contains information on the device used by the subscriber to access the service. It is alowed to use the
MAC address, DSL ID, or other ID asthe device ID (naDeviceld). MAC addresses can often be changed. If the MAC
addressis used as the primary device 1D, then naDeviceld cannot be guaranteed to be unique (two devices could have

the same MAC address).
Table E.6: NADevice parameters
. M/O
Field name Value (see clause A.1.1)
naDevi cel d Identifier of this device, e.g. the MAC address, PEI. o
descri ption Human readable description of the device. 0]
| ocation Installation address of the device, if known. 6]
macAddr ess MAC or ethernet address as presented to the network. 6]
dsl I D DSL identifier of the DSL connection to the CSP. 6]
subscri ber| D Identifier for a known user of this device or equipment. ®)
. Identifier used to represent a set of UE radio capabilities, defined

uERadi oCapl D in 3GPP TS 23.003 [41]. ©
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E.2.6 NANwElement

This structure contains information on a Network Access Server (NAS).

Table E.7: NANwEIement parameters

. M/O
Field name Value (see clause A.1.1)

validity Time pgrlod during which the information given in this structure is or o
was valid.

naNwEl enent | D A unigue identifier of this network access server. O]

naPr ovi der | D A unique identifier of the CSP, e.g. company name or company o
registration number.

suppor t edAccessTypes |The list of access types supported by this network access server. 6]

. Installation address of this network access server, if known and

| ocati on ) (o)

meaningful.

E.2.7 NABillingDetails

The NABIllingDetails structure gives information about the network access subscriber's billing history for a particular
subscription. The parameters are as follows.

Table E.8: NABillingDetails parameters

. M/O
Field name Value (see clause A.1.1)
subscri berl D Unique identifier for this subscriber.
servicel D Identifier for the service e.g. account plan name.
bi I I'i ngAddr ess The billing address for this subscription.

A unique identifier for billing purposes. The format of this field is for

bi 17 ngldentifier CSPs to determine.

A sequence of billing records, one for each payment by the subscriber

bi11ingRecor ds on this subscription - see clause B.2.3.1.

Unique reference for this transaction/billing record, to be defined on a

naTr ansactionl D . .
national basis.

Status of the transaction (i.e. "declined", "succeeded", etc.), to be
defined on a national basis.

O|O0O|O| O |0O0OO

naTr ansacti onSt at us

E.3 ASN.1 definitions for network access services

For ASN.1 definitions, refer to the ASN.1 module in the archive which accompanies the present document (see
clause A.3.1.2).

E.4 Void
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Annex F (informative):
Basic set of search routines for Retained Data

F.1  Example set of search routines

F.1.1 Overview

The purpose of this informative annex is to give some guidance for implementation of specific search routines.

The following set of search routines are given as guidelines. It is anational option to which extent this set is used and
possibly extended with additional search cases.

This annex specifies search cases for retrieval of top level record types according to table F.1.

F.1.2 Summary of search case

Table F.1

Record type Clause(s) Comments, search parameters
Any records

ti neSpan T1-T2
Telephony Record

For any search, a time span relating to time of retention is to be
provided.

Subscriber ID, name, address, phone number (originating/terminating),
national registration identifier.

F.2.2 Subscriber ID.

t el ephonySubscri ber F.2.1

t el ephonyBil | ingDeta

ils
t el ephonyServi ceUsag F23 Phone number (originating/terminating), device ID (IMEI), location
e o (originating).
Implicit through service usage. Since this is CPE, the identity of which
t el ephonyDevi ce - will not be known except in conjunction with usage, it is not relevant to

query about it independently.

t el ephonyNet wor KEI em
ent
Message Record

F.2.4 Network element ID, location.

Subscriber ID, name, address, message store ID, national registration
identifier.

nsgSer vi ceUsage F.3.2 Subscriber ID, sender address, recipient address.

Network Access Record

nsgSubscri ber F.3.1

Subscriber ID, name, address, NA device id, national registration

naSubscri ber Fa.l identifier, location (of access point), MAC address, DSL ID.
nsServi ceUsage F.4.2 Device ID, location (of access point), MAC address, DSL ID.

Implicit through service usage or subscriber data. Since this is CPE, the
naDevi ce - identity of which will not be known except in conjunction with usage, it is

not relevant to query about it independently.

Implicit through service usage. Since this is equipment in the network,
naNet wor KEIl enent - which is not specific to any individual user, it is not relevant to query
about it independently.

F.1.3 Subscriber records

The subscriber records are retrieved per service by providing the appropriate service-specific subscriber record type,
filled in with applicable search parameters.
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F.2  Telephony data

F.2.1 Telephony subscriber

Table F.2
Search parameter Result

subscri ber 1 d Telephony subscriber record with matching subscriber id is
returned.

r egi st er edNunber Subscrlb_er record for telephony service with matching phone
number is returned.

name, addr ess Subscriber record(s) with matching subscriber name and/or
address are returned.

nati onal Regi stration/identificati onNunber Subscriber records with matching national registration id are

(any service) returned.

F.2.2 Telephony billing details

The billing details for a specific telephony subscriber will be returned.

Table F.3

Search parameter Result
subscri ber |l d (telephony) Billing records for the supplied subscriber id will be returned.

F.2.3 Telephony service usage

Records of telephony service usage will be returned through search on one or more of the following parametersin
partyl nformation.

Table F.4
Search parameter Result
part yNunber All telephorjy. service usage fecord.s containing the provided party
number (originating/terminating) will be returned.
: All telephony service usage records containing the provided device
devi cel D : ST S .
id (originating/terminating) will be returned (see note).
. All telephony service usage records made from the provided location
Locat i on o >
(originating) will be returned.
NOTE: In practical use the type of device id will be an IMEI.
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F.2.4 Telephony network element

Searches on telephony network elements are relevant for finding where a certain cell-id is located or which cell-ids are

located in a certain area at some given time. Search parameters are one of

Table F.5

Search parameter

Result

t el ephonyNet wor kI D

Entry of a network element ID will return the record containing cell
information for this ID (see note 1).

cel I I nfornmati on (Location data)

Entry of location data will return network element IDs within the
specified area (see note 2).

NOTE 1:

It ought to be possible to use wildcarding for network 1D, which would return a set of matching records,
which subsequently may be analysed to select those which are located within an area of interest.
NOTE 2: This assumes that the input parameters can be given according to a format specifying an area and that
network elements are searchable based on a delimited area.

F.3

F.3.1

Messaging data

Message subscriber

Table F.6

Search parameter

Result

subscriberld

Messaging subscriber record with matching subscriber id is returned.

nsgSt orel d

Subscriber record for messaging service involving the supplied
storage id (mailbox id) is returned.

nane, addr ess

Subscriber record(s) with matching subscriber name and/or address
are returned.

nati onal Regi stration/identificati
onNumber

Subscriber record with matching national registration id is returned.

F.3.2

Message service usage

Usage records for message services may be found through the following parameters of msgTransmission.

Table F.7

Search parameter

Result

subscri ber | D (for messaging)

Service usage records for the given subscriber ID will be returned.

sender Addr ess

Usage records, which contain a sender address matching the entry,
will be returned.

recipients

Usage records, which contain a recipient address matching the
entry, will be returned.
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F.4

F.4.1

Network Access data

NA subscriber

Table F.8

Search parameter Result

subscri ber

I d

Subscriber record with matching subscriber id is returned.

name, addr ess

Subscriber record(s) with matching subscriber name and/or
address are returned.

nati onal Regi stration/i dentifi cati onNumber

Subscriber record with matching national registration id is
returned.

In addition to this, the following parameters in allocatedDevicel Ds may be used to retrieve network access subscriber

data.
Table F.9
Search parameter Result
naDevi cel d Subscriber record containing the given device ID will be returned (see note).
Locati on Subscriber record containing the given location will be returned.
macAddr ess Subscriber record containing the given MAC address will be returned.
dsl I D Subscriber record containing the given DSL ID will be returned.
naAssi gnedAddr ess Usage records containing the given IP address will be returned.
NOTE: Itis assumed that a network access device (typically a DSL or cable modem) relates to a specific
subscribed access service.

F.4.2

NA service usage

Searches for NA service usage can be made based on the user device, as recorded in naDevice.

Table F.10

Search parameter

Result

naDevi ce

I d

Usage records containing the given device ID will be returned.

Locati on

Usage records containing the given location will be returned.

macAddr e

SS

Usage records containing the given MAC address will be returned.

dslID

Usage records containing the given DSL ID will be returned.
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Annex G (informative):
Examples of search routines

G.1 Introduction

This annex gives extra details for how to implement a number of search routines described in annex F.

Each clause takes an example request from annex F, and shows how it would be constructed using this handover
standard. The example shows the inputs (listed in annex F), and a diagram representing the PDU for the request
message.

G.2 Example for telephony subscriber query in
clause F.2.1
This clause describes how to construct the following telephony subscriber request, described in clause F.2.1.

The specific question is: provide data for subscriptions with telephone number 0123456789, which were started in the
time span between 1 August 2008 and 15 September 2008.

Table G.1

Request Parameter Value

regi st eredNunber |Subscriber record for telephony service with matching phone number is returned.

A range of times for the start of the subscription.
ti meSpan In cases where endTimes are provided as part of a constraint, a non-populated value in a
record can be considered to be greater than the specified endTime in the constraint.

Ret ai nedDat aMessage
} retai nedDat aHeader
| L (header information, as described in clause 6.1)
L retai nedDat aPayl oad
L request Message
F requestPriority = NORVAL (per national inplenentation)
L request Paraneters
I equal s
L tel ephonyRecord
L tel ephonySubscri ber
L subscri bedTel ephonyServi ces
L regi steredNunber = 0123456789
I great er ThanOr Equal To
L tel ephonyRecord
L tel ephonySubscri ber
L subscri bedTel ephonyServi ces
L ti meSpan
L startTi ne = 20080801000000Z
L | essThanOr Equal To
L tel ephonyRecord
L tel ephonySubscri ber
L subscri bedTel ephonySer vi ces
L ti meSpan
L startTine = 200809152359597

Figure G.1: Example for telephony subscriber query
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G.3 Example for telephony service usage query in
clause F.2.3
This clause describes how to construct the following telephony subscriber request, described in clause F.2.3.

The specific question being asked is. provide service usage records for phone number 0123456789 for calls, which were
initiated from that number between 5 September 2008 and 15 September 2008.

Table G.2
Request Parameter Value
part yNunber Telephone number of interest in the call.
Role (originating or terminating) of the telephone number specified. To request all calls involving
partyRol e . . ! .
the given number, regardless of its role, this parameter can be omitted.
ti meSpan A range of times for the start of the call.

Ret ai nedDat aMessage
} retai nedDat aHeader
| L (header information, as described in clause 6.1)
L ret ai nedDat aPayl oad
L request Message
F requestPriority = NORVAL (per national inplenentation)
L request Paraneters
I equal s
L tel ephonyRecord
L tel ephonyServi ceUsage
L partyl nformation
F partyNunber = 0123456789
L partyRole = 0 (=originating-Party)
| greater ThanOr Equal To
L tel ephonyRecord
L tel ephonyServi ceUsage
L communi cati onTi me
L ti meSpan
L startTi ne = 20080905000000Z
L | essThanOr Equal To
L tel ephonyRecord
L tel ephonyServi ceUsage
L communi cati onTi ne
L ti meSpan
L startTine = 200809152359597

Figure G.2: Example for telephony usage query
NOTE: Regarding the response records returned in this example: provided a record meets the criteriain the

request, then both the begin- and end-time can be included in the response (if they are part of the
communication record).
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Annex H (informative):
Further information on data categories

H.1 General

Thereis adistinction between data categories that are based on user activity (such as Usage data) and those that are
independent of user or network activity - information not generated or processed by network elements (such as
Subscriber or Network Element information).

The distinction in type of request is made to allow national adaptation of the present document. The distinctions can be
necessary for different levels of authorizations and/or providers. The distinction for different levels of authorizations
and/or providers can also be met by national adaptation of the field delivered in the reply. A single request can contain a
combination of types (e.g. a, b and ¢ for ageneric activity request).

EXAMPLE: A Subscriber Data Request even within one nation can have different levels of authorizations:
billing information and/or a PUK-code will not be part of a"standard" request.

H.2 Further information on subscriber data

H.2.1 Subscriber data requests
The following records could be used to make a subscriber data request:
a) Name.
b) Address.
c) Postcode (with street number).
d) National ID no.
€) Birthdate.
f)  Serviceidentifier (e.g. phone/network number, email address, | P-addresses, device-ID, log on hames, etc.).
g) Location.
Adg): Discussion on prepaid identification.

In order to be selective a combination of entries can be made. The allowed single and combined entries are a national
issue.

H.2.2 Generic subscriber data records

This clause contains the Subscriber Data Reply information. As thisinformation is not derived from network
information it can be structured more open and might not be addressed in the network based clauses.

The reply to a subscriber data request will depend on the structure and the fields available in the CSP's subscriber
database and the national juridical framework.

In general the reply contains:

a Names.
b) Addresses.
c) Birthdates.
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Service identifier.

Authentication.

Applicable services.

Applicable supplementary services.
Service association.

Timestamp.

Multiple names, addresses and birth dates can be available for the subscriber, billing and phonebook
information.

The service identification can be the phone numbers, email addresses, permanent | P-addresses, |og on hames,
conference call identifier, etc.

Depending on national regulations, no authentication information will be given, type will be given (credit card,
passport, etc.) or details will be given (credit card number, passport number, etc.).

The applicable services can be given as type of subscriptions and as alist of applicable network services. (For
example a mobile subscription can be called "Budget 11" and can give accessto all GSM services excluding
GPRS and UMTS, aso alimitative list GSM, GPRS, UMTS-PS, and UMTS-CS could be given.)

The entry can be associated with CSP activated services like call bearing, ex-number, carrier pre-select,
0800/0900 number, multiple SIM, PUK-code, etc.

A serviceidentifier is associated with a specific service or tele service (for example aMS-1SDN can be
associated with a service like GSM and/or UMTS and within GSM it can also associate to the tele service
voice, fax or data).

H.2.3 Service Specific Subscriber Reply Data

a) Serviceidentifier.
b) Applicable services.
c) Applicable supplementary services.
d) Serviceassociation.
e)  Timestamp.
H.3  Further information on usage data

H.3.1 Usage requests

Usage requests would typically be based on:

a)
b)
<)
d)

Network addresses (for example IMSI, email, | P-address).
User addresses (for example (MS-) ISDN, email, URI).
Hardware address (device-1D for example IMEI, MAC).

Location (for example CellID).
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H.3.2 Usage data categories

Usage data can be broken down into the following sub-categories:
a) Usage: Traffic data
b) Usage: Traffic datarelated information.
¢) Usage: Communication independent user activities.

d) Usage: Network activity data.

H.3.3 Usage: Traffic Data (Reply)

In general the reply contains:
a)  Network addresses.
b)  User addresses.
¢) Communication entity.
d) Tele/bearer service used.
€)  Supplementary service.
f)  Timestamp.

Adc): Theassociation of the network/user address with the role in the communication (A, B, C-address,
FROM/TO/CC/BCC, etc.).

H.3.4 Usage: Traffic Data related information (Reply)
In general the reply contains:

a Hardware address.

b) Location.

c) Timestamp.

H.3.5 Usage: communication independent user activities (Reply)

In general the reply contains:
a)  User associated log on/off.
b) (de)activation of supplementary services.
c) Prepaid updates.

d) Timestamp.

H.3.6 Usage: network Activity Data (Reply)
In general the reply contains:

a)  Equipment/Network associated log on/off.

b)  Roaming information.

c) Timestamp.
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H.4

Further information on network element data

H.4.1 Network element requests

Network element requests would typically be based on:

a)

b)

Ad a):
Ad b):

Location.
Network element.
The association between alocation in WGS84 or Postcode to the likely CelllDs can be requested.

The association of for example between a CellID and its location and direction can be requested.

H.4.2 Network Configuration Data Reply Data

In general the reply contains:

a)
b)
©)

L ocation association with network el ements.
Network element association with location.

Timestamp.
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Annex | (informative):
Manual techniques
Manual techniques can include:
. Use of phone, fax or email for HI-A or HI-B.
J Use of physical storage media (e.g. DVD) for HI-B.
For al manual uses, the following principles are recommended:

. The message flows (clause 5) should be broadly followed although acknowledgements may be unnecessary or
not practical.

. It is strongly recommended that the content of the messages should follow the messages defined in clause 6.

. Lower layers (encoding, transport, etc.) (clause 7) in general would not be followed. Where appropriate,
consistent encoding schemes are recommended.
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Annex J (informative):
Single versus multi-part deliveries

J.1 General

Subject to national agreement, the multi-part delivery of results may be used replacing the default single shot delivery
(clause 5.1.7). In clause 5.2.3 the option of delivering results of an RD query in multiple partsis described. When
multi-part is set as possible national delivery option, a CSP may promptly send data that are at hand and follow up with
data that takes longer to collect, if and when available. There is however no rule for when to apply multi-part deliveries.
In absence of such guidanceit islikely that all deliveries will be made in multiple parts, since additional data might
always be available. It is aso undefined when to send the final message, so the transfer will tend to be open-ended.

In thisannex thereis an elaboration of criteriafor when to apply multi-part deliveries.

J.2 Criteria for multi-part delivery

The maximum time alowed for transfer of retained data from a network element to a storage from which it can be
retrieved is called Latency Time (TL). Thistime may vary, depending on type of network element and operating
conditions. An upper limit for TL under different conditions may be set in national requirements. When a request for
retained data is made, the related time span is specified as T1-T2. This means that retained data for all eventsthat have
occurred during the time span between T1 and T2 and meet the search criteria are to be sent to the receiving authority.
T2 will be less than or equa to the time of the request, TR (see however clause J.3). If TL islarger than the difference
between TR and T2, some retained data from before T2 can be expected to be collected later than TR, such that
multi-part delivery will be necessary, if available data are sent promptly. At atime T2+TL, it can be assumed that all

events have been collected.

Figure J.1: TR occurs later than T2+TL and thus a single part delivery can be applied
TL

WE

TL

Figures J.1 and J.2 illustrate the conditions for single- vs multi-part deliveries.

Figure J.2: TR occurs earlier than T2+TL, so a multi-part delivery should be applied

In figure J.2, the last delivery should be sent at time T2+TL, indicating that transmission is complete.

NOTE 1: A CSP may choose to make multi-part deliveriesin a sequence in order to break up large transmission
volumes into more manageable parts.

NOTE 2: It may be agreed to have asingle delivery when all data are available, rather than applying multiple
deliveries.
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J.3 Subscriptions into the future

It is conceivable to make T2 larger than TR, i.e. subscribe to delivery of retained datainto the future. Thisis a subject

for national preferences. An AO may also choose to repeat the request at certain intervals until an investigation has been
closed.
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Annex K (normative):
Service-specific details for Edge Computing applications

K.1 Overview

Edge Computing applications covers those applications offered via edge computing capabilities.
A user may expect an application that is offered via edge computing capabilities, e.g. to:

. Discover the most appropriate Edge Application Servers (EAS) available in the edge data network which
support the Edge Computing application.

. Initiate, cancel and terminate an application session with an EAS.

. Support service continuity to minimizing the application layer service interruption by replacing the Source
EAS connected to the application client in the UE, with a Target EAS.

K.2  Edge Computing fields

K.2.1 General

This clause describes the fields and parameters of the ASN.1 definitions given in clause A.3. This clause should be read
in conjunction with the notes in the ASN.1 definitions themselves and the definitionsin clauses A.1.1 and B.3.

K.2.2 Edge Computing Subscriber

K.2.2.1 General

This structure contains the information on the Edge Computing subscriber, and the subscribed edge applications,
independent of actual usage.

Table K.1: EdgeComputingSubscriber parameters

. M/O
Field name Value (see clause A.1.1)
EECID (Edge Enabler Client ID) which
subscriberl D represents a unique identifier for this particular o

subscriber within the ECSP. See 3GPP
TS 23.558 [56], clause 7.2.2.

generi cSubscri berlnfo General personal information defined in annex A. O]
. : Edge Computing specific information about the
edgeConput i ngSubscri berInfo subscriber. @)
subscri bedEdgeConput i ngAppl i cat i ons List of edge applications details that a subscriber o

(or account) may have.

K.2.2.2 subscriberlD

The subscriberID isa unique identifier for a particular subscriber within an ECSP, called Edge Enabler Client ID
(EECID). The format and content of this field isa string.
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K.2.2.3 genericSubscriberinfo

Common information such as name and address is stored in the genericSubscriberinfo structure. Thisis defined in the

service-independent annex A.

K.2.2.4 edgeComputingSubscriberinfo

Information about the subscriber which is specific to edge applications is contained in the Subscriberlnfo structure.

K.2.2.5 subscribedEdgeComputingApplications

K.2.25.1 Description

There shall be a subscribedEdgeComputingApplications structure for each subscription the subscriber holds. The

parameters are as follows.

Table K.2: SubscribedEdgeComputingApplications parameters

Field name

Value

M/O
(see clause A.1.1)

A unique identifier within the edge computing ASP for the
edge computing application or tariff subscribed to. It is

edgeComputi ngAppl i cationl D referred as Application Client ID (ACID) in 3GPP o
TS 23.558 [56], table 8.2.2-1.
. A unique identifier for edge computing ASP. The format of
provi derl D this field is to be determined by national agreement. o
ti mespan Time over which the subscription was held. If the o
subscription is active, the endTime shall not be populated.
: Do The edge computing application identifiers(s) assigned to
registeredidentifiers the subscriber as part of this subscription, if applicable. o
. : : The type of edge computing application subscribed to. It is
edgeComputi ngAppl i cati onType referred as ACType in 3GPP TS 23.558 [56], table 8.2.2-1. o
i nst al | ati onAddr ess The _mstallatlon address for the subscriber's equipment, if o
applicable.
. Date that the subscription was actually connected (may be
connecti onbat e different to the start of the subscription). ©
i MBI IMSI associated with the subscriber if available. (6]
sUPI SUPI of the subscriber if available. o
gPSI GPSI of the subscriber if available. (6]
l'i neSt at us Edge computing ASP-seeuf_lc (fe"scrlptlon of (iurrent line or o
subscription status e.g. "Active", "Suspended", etc.
: Details for payment (e.g. associated bank account, billing
payment Detai | s method or billing address). o
subscri ptionType Describes the nature of the subscription (e.g. prepay, 0
postpay).
del i ver yAddr ess The delivery address for equipment, if applicable. o]
resel | er Addr ess The address of the reseller or dealer, if applicable. (6]
ot her Addr esses Useql |f there are addresses. for the subscription which do o
not fit into the other categories.
or der Ti me 'ul'lslz:a when the subscribed application was ordered by 0
List of all known devices allocated to this user for this
: subscription. The user may use other devices in addition
al l ocat edbevi cel Ds (or instead of) these devices. The allocatedDevicelD may o
be an IMEI, MAC address, etc.
payment Tr ansact i ons A sequence of billing records, one for each payment by the 0

subscriber on this subscription - see clause K.2.3.
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K.2.3 EdgeComputingApplicationBillingDetails

K.2.3.1 EdgeComputingApplicationBillingDetails

The EdgeComputingApplicationBillingDetail s structure gives information about the subscribers billing history for a
particular edge application subscription. The parameters are as follows.

Table K.3: EdgeComputingApplicationBillingDetails parameters

. M/O
Field name Value (see clause A.1.1)
: A unique identifier for a particular subscriber within
subscriber| D an edge computing ASP. o
; : . A unique identifier within the edge computing ASP for
edgeConput i ngAppl i cat i onl D the edge computing application or tariff subscribed to. ©
bi I I'i ngAddr ess The billing address for this subscription. (@)
_— Do A unique identifier for billing purposes. The format of
bi 111 ngl dentifier this field is for edge computing ASPs to determine. ©
A sequence of billing records, one for each payment
bi I I'i ngRecor ds by the subscriber on this subscription - see 0]
clause K.2.3.2.
edgeConput i ngBi | 1 i ngAddr ess The b|I_I|n_g address for an edge computing application o
subscription.
copyOr Bil | The electronic copy of the bill. O
K.2.3.2 EdgeComputingApplicationBillingRecords
Each billing record contains information for a particular payment. The parameters are as follows.
Table K.4: EdgeComputingApplicationBillingRecords parameters
. M/O
Field name Value (see clause A.1.1)
time Time of the payment. (@)
pl ace Location of the payment. ©)
amount The amount of the payment, in currency o
specified.
currency Currency of payment, in ISO 4217 [5] o
format.
Cryptocurrency of payment, as defined in
ISO 24165-2 [57], given in the structure
cryptocurrency DigitalTokenldentifier defined in table ©
K.4A.
Type of payment (e.g. credit card, top-up
voucher). The format of this field is for
et hod agreement with the edge computing o
ASP.
: : . : Unique identifier for the billing
edgeConput i ngAppl i cati onTransacti onl D transaction. O
edgeConput i ngAppl i cati onTransacti onSt atus |[Status of the billing transaction. )
Table K.4A: Digital Token Identifier parameters
. M/O
Field name Value (see clause A.1.1)
UTF8String, defined by the registrar authority
baseRecord (see ISO 24165-2 [57]). o
f or kRecor d UTFSStriln.g, if the DTI is based from a fork record o
of the original base record.
¢ Informative Data Elements, given in the
i nformati veDat aEl enent s structure InformativeDataElement @)

defined in table K.4B.
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Field name

Value

M/O
(see clause A.1.1)

di gi t al Tokenl denti fi er Code

A unique fixed length Digital Token Identifier
(DTI) Code, as assigned by the Digital Token
Identifier Foundation. The European Securities
and Markets Authority (ESMA's) Digital Ledger
Technology (DLT) Pilot regime is based on DTI
registered by Digital Token Identifier Foundation.
This foundation has based its register on ISO
24165-2 [57].

Table K.4B: InformativeDataElements parameters

Field name

Value

M/O
(see clause A.1.1)

di gi t al TokenNane

Two kinds of name, a long name (UTF8String)
and a short name (UTF8String). Their value is
defined by the Registration Authority, according
to ISO 24165-2 [57]. The original Language
Digital Token Name is needed for each of them.
Such language name (an UTF8String) is based
on ISO/IEC 10646 [58].

tokenl denti fi er Type

Two different types based on their technology:
e Digital Token (their elements are defined
in clause a of 5.3 of ISO 24165-2 [57])
e Digital Ledger (their elements are
defined in clause b of 5.3 of
ISO 24165 2 [57])

dTI Regi strationAut horityldentifier

Defined in ISO 24165-2 [57]. Its value is an
UTF8String.

ot her Dat aEl enent s

Based on ISO 24165-2 [57], other data elements
are made of:
e Underlying Asset External Identifiers
Type (an UTF8String)
e Underlying Asset External Identifiers
Value (an UTF8String)
e Digital Token External Identifiers Type
(an UTF8String)
e Digital Token External Identifiers Value
(an UTF8String)
e Digital Token Reference Implementation
URL (an UTF8String)
e Digital Token Unit Multiplier (an
UTF8String)
e Auxiliary Digital Token (an UTF8String)
e  Public Distributed Ledger Indicator

K.2.4 EdgeComputingApplicationUsage

K.2.4.1 Parameters

The EdgeComputingApplicationUsage structure is used for edge computing application usage information, such as call

data records. The parameters are as follows.

Table K.5: EdgeComputingApplicationUsage parameters

. M/O
Field name Value (see clause A.1.1)
. A unique identifier for a particular subscriber
subscriberl D within an edge computing ASP. ©
comuni cat i onTi me Total time for this edge computing application o

session.
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. M/O
Field name Value (see clause A.1.1)

Number of octets sent by the client to the

octetsSent EAS during the application session. o

oct et sRecei ved Nymber c_Jf octets sent b)_/ the EA_S to the o
client during the application session.
Cause code for end of application session,

reasonCause i.e. normal end, client abort, EAS abort. o

qual i t yOf Servi ce The .quegllty of service parameters for the o
application session.
A unique identifier within the edge computing

edgeConput i ngAppl i cationl D ASP for the edge computing application or (0]
tariff.
A unique identifier for the edge computing

providerl D ASP. The format of this field is to be (0]
determined by national agreement.

cdr Nunber Identifier for record - Format of value defined o

by edge computing ASP.

clientlP IP of client at time of application usage. ®)

For each EAS among the set of EASs serving
the application session, information related to
the EAS, i.e. EAS ID, EAS IP address, EAS
location, service continuity requirement
indication, virtual resource usage for serving

edgeAppl i cati onServersinf o the application session (mean virtual CPU, o
mean virtual memory, mean virtual disk, and
the start and stop time of virtual resource
allocation, See 3GPP TS 32.291 [46],
table 6.1.6.2.12.3-2).
K.2.5 EdgeComputingDevice
K.2.5.1 General
The EdgeComputingDevice structure is used to describe devices such as mobile handsets.
Table K.6: EdgeComputingDevice parameters
. M/O
Field name Value (see clause A.1.1)
. Indicates the type of identifier used in edgeComputingDevicelD,
devi cel DType e.g. IMEL (See ASN.1 for permissible types). o
: : Unique identifier for the edge computing device. If this identifier
:lngeOorrput I ngbevi ¢ happens to have a particular format (e.g. IMEI), then this may be o
indicated using devicelDType.
subscriberl D Identity of a known user of this equipment. (©)
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