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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web
server (http://webapp.etsi.org/| PR/home.asp).

Pursuant to the ETSI IPR Palicy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Methods for Testing and
Specification (MTS).

Introduction

IPv6 isthe next generation Internet. It gives vastly increased address space and true end-to-end communication. It has
improved security and mobility features and allows "plug-and-play” connection to the network. The complexity of
implementing 1Pv6 technology and the relative openness of |ETF standards means that wide-ranging and effective
testing of 1Pv6 products will be one of the key factors in ensuring the deployment, interoperability, security and
reliability of the IPv6 infrastructure.

The present document specifies interoperability tests for IPv6 Mobility. The test suite results from and analysis of
RFC 3775 and RFC 3776, the extraction of the requirements contained in these documents, and a selection of the
requirements which could be tested by interoperability means.

The methodology and framework used to analyse the RFCs, to extract the requirements, write the Test Purposes, and
the test descriptionsis described in TS 102 351 [1]. The reader is strongly encouraged to read TS 102 351 [1] in order to
make the best usage of the present document.
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1 Scope

The present document specifies the interoperability Test Descriptions (TDs) with integrated Test Purposes (TPs) for the
IPv6 Mobility standards. The TDs are presented in the tabular form specified in TS 102 424 (see Bibliography) and the
TPs are defined using the TPLan notation also described in ES 202 553 (see Bibliography).

2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

* References are either specific (identified by date of publication and/or edition number or version number) or
non-specific.

* For aspecific reference, subsequent revisions do not apply.
» For anon-specific reference, the latest version applies.

Referenced documents which are not found to be publicly available in the expected location might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication ETSI cannot guarantee
their long term validity.

[1] ETSI TS 102 351: "Methods for Testing and Specification (MTS); Internet Protocol Testing
(IPT)".

[2] IETF RFC 3775: "Mobility Support in |Pv6".

[3] IETF RFC 3776: "Using | Psec to Protect Mobile IPv6 Signalling Between Mobile Nodes and
Home Agents'.

[4] ETSI TS 102 559: "Methods for Testing and Specification (MTS); Internet Protocol Testing (1PT):

IPv6 Mobility; Requirements Catal ogue”.

3 Abbreviations
For the purposes of the present document, the following abbreviations apply:
CoA Care of address
CN Correspondent Node
EUT Equipment Under Test
HA Home Agent
MN Mobile Node
MTU Maximum Transmission Unit
QE Qualified Equipment
TD Test Description
TP Test Purpose
TPLan Test Purpose Language
TSS Test Suite Structure
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4 IPv6 Mobility Interoperability Test Specification

4.1 Test Descriptions

Test Description presentation and concepts are explained in TS 102 351 [1].

Requirements referred to within the Test Description (example: RQ_001_1016) are al contained in TS 102 559 [4], the
IPv6 Mobility "Requirements catalogue'.

4.1.1 Index of test grouping

In the present document, tests have been grouped according to the original RFC clause numbers from which they were
extracted.

In the table below, each close number (example: "5.1") refers to the clause number of the RFC from which the
requirements covered by the Tests Descriptions were extracted.

NOTE: Test Descriptions covering requirements coming from more than one clause are repeated in the relevant

clause.
51 Binding UpdateS t0 HOME AGENES.......cuiiiiiitirieiiitireei sttt sttt se sttt b bbbt s s sb s e s b s b nenes 8
525  Return ROULEDITITY PrOCEOUIE........coiieie ettt st st e et e st e s te e e e teestessaesseesnnesaeesseenteensesnnensennsanns 9
5.2.6  Authorizing Binding Management MESSAgES ........ccceirueiririeiriirieisie ettt b e sbe e 9
84 VAl (0] 0 Sl 0 = 01 PP POPRTPRN 11
8.5 [IPVE MODITE INOUES ...ttt ettt b et bt b e b e e bt s b et bt sb et eb e s b e e ebesb e e ebenbeneenenbe e 11
9 CorrespONdEnt NOGE OPEIELION.........eveuereeeeeertiiei sttt bbbt et st ae bt sesb e bt bt e e e st sbe b ne b e 12
9.3.1 Receiving Packets with HOME Address OPtiON.........ccceiieieeieerie e see ettt ee st te e ssee e sreesreenseenes 14
9.3.2  Sending PacketsSto aMODIIE NOUE.........cccoiiiiiiiie et e e 18
0.3.4  ReCaVING ICMP EITOr IMESSAJES......ccccieitieiieieeieettesteestee st e steestestesaeesseasse e teesteesseestesseesseesaeesaeensesseesneessennsennes 19
9.3 PACKEL PrOCESSING ... e iteeetertereetert etttk ettt b bt b et b e e st bt s e e st e bt se e st eb e se e bt eb e se e bt eb e s b e e eb e s b e e ebenbeneebenbe e 20
9.4.1 Recalving HOME TESE INIt MESSAGES......ccuiirierieeieeierieseeseesteesteesteaeesseesseeteesteessessaesseesseesseessesnsesseesseesseensennes 21
9.4.2 Receiving Care-0f TESt INIt IMESSAES.......uciieieeieeieriesee st e st e stesteseesseesteeteesteeseessaesseesseesesssesneesseesaeessenssennes 21
9.4 Return ROULADITTY PrOCEAUIE. ..........cueiiireeiiiteeeterte ettt sttt b bbb b et b e e ebe b e 22
951 Recalving BiNdiNG UPUALES.........ccvieiiiieiiesiee e s st ste e ste e e s a st e te e e e e esaessaesseesseensesnsesneesneesseensennes 23
952 RequestsSto Cache @BiNiNg..........coiirciiiie bbb e s 24
9.5.4  Sending Binding ACKNOWIEUQEIMENTS .......cccuiiiieieeiesie ettt et e e st ente e aeeneesneesneesneesneenseenes 26
955  Sending Binding REfrESh REQUESES........c.oiuiiiiiiiiecst et 27
Binding Cache Management (was: 9.6 Cache Replacement POLICY)........covveiriieiiencesenee st 28
10 [0 (Sl AN 1= A @ o= 1o o 29
105  Dynamic Home Agent AAAreSS DISCOVEIY ......cciireiiirieierieieieseeeete st st e st seeie st se bt se et sbe e ebeseene e e ebesnennas 30
10.6  Sending Prefix Information to the Mobile NOUE............coeiieiiece e s 30
10.6.2  SCheduling PrefiX DEIIVEITES. ......c.ciiiierieeetereeete sttt ettt b b et b e et beseese b b e e b e be e ebenre e 31
10.6.3  SeNUiNG AGVEITISEIMENTS. .....cutitiueiterteieete sttt sttt sttt re et r et bt e et et sa e st b e se e st sbeseebe s b e seeb e ebene e e ebesae e ebesbeneebenrenna 33

ETSI



10.6
10.3.2
1031
10.3
104.1
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1131
114
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1142
1143
115
1151
1152
1153
1154
11.6.3
11.6
1161
1162
1171
11.7.2
11.7.3
11.74
4.1
4.2
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Sending Prefix Information to the Mobile NOUE...........ccveiie e 34
Primary Care-of Address De-REQISIIALION .........ccorieuiiirieiiireterereee ettt eresre e 34
Primary Care-0f AddressS REQISIIALION .......cc.eeiiiciiciieiesees et st e s e s et te e s saesreesaaesneesneenseenes 36
ProCESSING BINTINGS.......cuecteieeiieteieee ettt ettt b e et b e et b e et b e se e st b e se et eb e s e e e ebenb e e ebeebeneebenbe e 41
Intercepting Packets for aMobile NOUE...........c.cocieiiee e s ae s 42
Processing INLErCepted PACKELS ........c.ciiiiiiieeriere ettt b e e b e bbb e enesne e 44
Multicast Membership CONLION .........ooiiiiiiieeie ettt et b et sb e b e b b ne b b e 46
Handling RevVerseTUNNE €0 PaCKELS...........ccuviiiiieciee ettt et e e ne e ne e 47
Protecting Return ROULEDITITY PACKELS...........ciiriiiiiiieerie ettt b e 48
Kol o =R [o e (X @] o= 1] o 1O 49
PACKEL PrOCESSING ... e tteeetertereete stttk ettt b bt b et b e e st e bt s e e st e bt se e bt eb e se e bt eb e se e bt ekt s b e e eb e s b e e ebenbeneebenbe e 50
Sending Packets While AWay FrOm HOIME.........c.couiiiiiiiiieneere et bbb 50
Home Agent and Prefix ManagemMENt ............ccvciieiriieiie e see et e s e s te e e teesaesraesteesaesneesneenseenes 53
Dynamic Home Agent AJAreSS DISCOVEIY ......c.ciireiriirieierieietesieeete st seeie st et b e b b e b b e et seeneenesneseeneas 54
Sending Mobile Prefix SOliCITAiONS..........ccviiieieeece sttt e e et e et e s e e nteenreennennas 56
Receiving Mobile Prefix AQVEITISEMENTS ........oiiiiii et 57
IMIOVEIMENT ... e e bbb s e e s b e b e b e e e e b e bbb e sa e r e b 58
MOVEMENT DELECTION ...ttt r et r et r e et r e se et e r e se et er e se e e erenre e erenreneenenre e 59
FOrming NEwW Care-Of ACQOIESSES ..ottt sttt sttt et b e et et e et b e se e e ebesbe e ebesbe e 61
USINGg MUItiPle Care-0f AQUIESSES.......cceeiieiieie ettt e s e te e s e e saeesaeesseeneesneesseeseenseentesneennenss 62
RELUMNING HOME ...ttt b et b e e bt b e e e bt e bt se e b e bt se e bt eb e s e e e ebesb e e ebeabeneebenbe e 64
Protecting Return ROULDITItY PACKELS ...........eeiiiieiie ettt e e e ne e 65
Return ROULADITTY PrOCEAUIE. ...ttt ettt ettt b e bbb b e b b ne b st e 66
SENAING TESE INIT IMESSAES. ......evieetertieetert ettt ettt h bbb bbb e se bt b st e bt e bt b e e e st eb e b et eb e nene 66
RECEIVING TESE MESSAZES ....c.veeiteeiteeteeie et eteeste e e e e sstessaesseesseesseeseaseeaseeaseeaseenseenteassesseesseesseensesneesneesseesneanseanes 67
Sending Binding Updates TO The HOME AQENT ..ot e 67
[Ofa = 0T aT0 L= 1 1= = 1o o P 71
Receiving Binding ACKNOWIEAGEMENTS ..ottt b e s s ebesre e 72
Receiving Binding REfreSh REQUESES..........ociiiiei ettt et e e e e e sneesneenseenes 72
=10 721 0] YA oo 73
POLICY REQUITEIMENTS ...ttt sttt sttt b e b e b e bt b et b e s b e e eb e sh e e eb e se et ekt s e e e ebesb e e ebesbeneebenbeneas 79
IPSEC PrOtOCOI PrOCESSING ...ouveeteeieiieieesee st esteeteetesseeste e s e e e seesseesseesaeesseenseanseaseeasaasseeseesseensesnaesaeesneesseenseanes 8l
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4.1.2 TDs extracted from RFC 3775 "Mobility Support in IPv6"

5.1 Binding Updates to Home Agents
Test Description
Identifier: TD_MOB_1016_01 |Test Purpose: |[TP_MOB 1016 01
Summary: 'Home Agent supports transport_mode_ESP protection of Binding Update messages'
Roles: Home_Agent [Configuration: [CF_MOB_02
References: RQ 001 1016
with { QE1 di sconnect ed

ensure that
{ when {

and QE1 configured to protect any Binding_Update packet

QE1 is connected to a foreign_network
and QE1 receives a packet from QE4

then { QEl1 sends response directly to QE4 }

usi ng transport_node_ESP

indicating that a response is required }

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)
QEL1 is disconnected
QE1 is configured to protect Binding Update packets using transport mode ESP

Step Test Sequence Verdict
Pass Fail
1 Connect QEL1 to Foreign Network 1
2 Wait a few seconds
3 Cause QE4 to send an Echo Request to the Home Address of QE1
4 Check: does QE4 receive an Echo Reply from QE1? Yes No

Observations:

Test Description

Identifier: TD_MOB_1017_01 |Test Purpose: |[TP_MOB 1017 01
Summary: 'Mobile Node uses transport_mode_ESP to protect Binding Update messages'
Roles: Mobile_Node [Configuration: [CF_MOB_03
References: RQ 001 1017

ensure that
{ when {

with { QE1 configured to accept only a Binding_Update
secured using transport_node_ESP

EUT noves to a foreign_network
and QB4 is requested to send a packet to EUT

then { QE4 indicates receipt of the response }

indicating that a response is required }

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)
EUT connected to Home Network 1
QE1 configured to serve as Home Agent for EUT

Step Test Sequence Verdict
Pass Fail
1 Configure QEL1 to accept only ESP protected binding update messages
2 Move EUT to foreign network 1
3 Wait a few seconds to allow EUT to attempt to register with QE1
4 Cause QE4 to send an Echo Request to the Home Address of EUT
5 Check: does QE4 receive an Echo Reply from EUT? Yes No

Observations:
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5.2.5 Return Routability Procedure
Test Description
Identifier: TD_MOB_1047 01 [Test Purpose: [TP_MOB_1047_01
Summary: '‘Correspondent Node completes Return Routability Procedure before accepting a Binding Update
from a mobile node'
Roles: Correspondent_Node [Configuration: |CF_MOB_04
References: RQ 001 1047
with { B4 away_from hone
and QE4 registered to CEL
and QE4 configured to performroute_optim zation
and EUT configured to performroute_optim zation
and QE1 unreachable from QE4 -- QE4 cannot conplete RRP
}
ensure that
{ when { QE4 is requested to send a packet to the EUT
indicating that a response is required }
then { EUT sends no response directly to QE4 }
}

Pre-test conditions: |Not testable by interoperability means

Not possible for a QE to send a BU without completing the RRP !

Step Test Sequence Verdict

Pass | Fail

Observations:

5.2.6 Authorizing Binding Management Messages
Test Description
Identifier: TD_MOB_1068_01 [Test Purpose: |TP_MOB_1068_01
Summary: ‘Correspondent Node does not establish any binding with a lifetime greater than
MAX_RR_BINDING_LIFETIME'
Roles: Correspondent_Node [Configuration: |CF_MOB_04
References: RQ 001 1068
with { EUT configured to performroute_optimzation
and QE4 configured to performroute_optim zation
and QE4 away_from home
and QE4 registered to QE1
ensure that
{ when { EUT establishes a binding to QE4}
then { EUT and QE4 are able to communicate directly
within the binding_lifetine
and EUT and QE4 are unable to communicate directly
after MAX_RR BI NDI NG LI FETI ME }
}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)

EUT is configured to perform Route Optimization

QE4 is configured to perform Route Optimization

QE4 is connected to Foreign Network 1 and registered to its Home Agent QE1
QE3 is configured with the same (home) address as QE4

QE3 is disconnected from Home Network 1

ETSI
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Verdict

Step Test Sequence
1 Cause EUT to send an Echo Request to the Home Address of QE4
2 Check: does EUT receive an Echo Reply from QE4?
3 Wait a few seconds (to let QE4 and EUT perform the Return Routability
Procedure and establish Bindings)
4 Disconnect QE1 from Home Network 1
5 Cause EUT to send an Echo Request to the home address of QE4
6 Check: does EUT receive an Echo Reply from QE4?

(this ensures that EUT and QE4 have established a Binding)

7 Connect QE3 to Home Network 1
8 Disconnect QE4 from Foreign Network 1
9 Cause EUT to send an Echo Request to the home address of QE4
10 Check: does EUT receive an Echo Reply from QE4?
11 Wait 420 seconds==MAX_RR_BINDING_LIFETIME
(Binding between EUT and QE4 Bindings has expired)
12 Cause EUT to send an Echo Request to the Home Address of QE4
13 Check: does EUT receive an Echo Reply from QE3 (which is a clone of Yes No
QE4)?
Observations: Once the Bindings have expired the Correspondent Node can no longer communicate directly with
the Mobile Node and will send the Echo Request to the Home Address of the Mobile Node via the
Home Agent. In our case, QE3 respond because it is configured with the same address as QE4.
Test Description
Identifier: TD_MOB_1068_02 [Test Purpose: [TP_MOB 1068 02
Summary: ‘Mobile Node does not establish any binding with a lifetime greater than
MAX_RR_BINDING_LIFETIME'
Roles: Mobile_Node [Configuration: |CF_MOB 03
References: RQ 001 1068

--NOT interop TESTABLE

-- ==>there is no Interoperability nmethod to guarantee that a
-- Mobile Node (on a foreign network) will use its Honme Address
-- to send a new packet (instead of using its Care-of-Address).

with { EUT configured to performroute_optimzation
and EUT away_from hone
and EUT registered to QE1
and QE4 configured to performroute_optim zation

ensure that
{ when { EUT establishes a binding to Q€4 }
then { EUT and QE4 are able to communicate directly
within the binding_lifetine
and EUT and QE4 are unable to communicate directly
after MAX_RR BI NDI NG LI FETI ME }

}

Pre-test conditions: |NOT TESTABLE BY INTEROPERABILITY MEANS

its Home address to send a new packet (instead of using its Care-of-Address)

There is no Interoperability method to guarantee that a Mobile Node (on a foreign network) will use

Step Test Sequence

Verdict

Pass | Falil

Observations:
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8.4 IPv6 Home Agents
Test Description

Identifier: TD_MOB_1803_01 [Test Purpose: [TP_MOB 1803 01
Summary: 'Home Agent discards packets received from a non registered mobile node'
Roles: Home_Agent [Configuration: |CF_MOB_05
References: RQ 001 1803
with

{

EUT di sconnected from honme_network 1
and QE2 configured to use the sanme | P_address as EUT
and QE1 away_from hone
and QE1 registered to QE2
and QE1 configured to performroute_optim zation
and QB4 configured to performroute_optim zation

ensure that
{ when { QE2 is disconnected from hone_net wor k
and EUT is connected to honme_network
and QE1 is requested to send a packet to QE4
indicating that a response is required }
then { (E3 indicates no receipt of the response }

}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
EUT is disconnected

QEL1 is configured to perform Route Optimization
QE4 is configured to perform Route Optimization

QE2 serves as Home Agent on Home Network 1 with the same address as EUT
QE1 is connected to Foreign Network 1 and registered to its Home Agent QE2

Step Test Sequence Verdict
Pass Fail
1 Disconnect QE2
2 Connect EUT to Home Network 1
3 Cause QEL1 to send an Echo Request to QE4

4 Check: does QEL1 receive an Echo Reply?

No Yes

Observations:

Ensure that QE1 use its Home Address when pinging QE4 (Home Address Option present in IPv6

packet).
8.5 IPv6 Mobile Nodes
Test Description
Identifier: TD_MOB_1810 01 [Test Purpose: [TP_MOB 1810 01
Summary: 'MN is able to receive tunnelled multicast packets from HA'
Roles: Mobile_Node [Configuration: [CF_MOB 03
References: RQ 001 1810
with { EUT subscribed to a gl obal _multicast_group

and EUT away_from hone
and EUT registered to QE1

ensure that
{ when { QE3 is requested to send a packet
to the gl obal _multicast_group }
then { QE3 indicates no receipt of the response }

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
EUT is connected to Home Network 1
EUT has registered to multicast group FF1E:1

Step Test Sequence Verdict
Pass Fail
1 Move EUT to Foreign Network 1
2 Cause QE3 to send an Echo Reply to multicast address FF1E::1
3 Check: does QE3 receive an Echo Reply? Yes No

Observations:

ETSI
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9 Correspondent Node Operation
Test Description
Identifier: TD_MOB_1013 01 [Test Purpose: [TP_MOB 1013 01
Summary: '‘Home Agent supports the protection of Binding Update message'
Roles: Home_Agent [Configuration: CF_MOB_02
References: RQ 001 1013
with
{ QE1 at_hone

and QE1 configured to protect any Binding_Update

ensure that
{ when { E1 noves to a foreign_network
and QB4 is requested to send a packet to QE1l
indicating that a response is required }
then { QE4 indicates receipt of the response }

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
QEL1 is connected to Home Network 1
QEL1 is configured to protect Binding Update messages

Step Test Sequence Verdict
Pass Fail
1 Move QE1 to Foreign Network 1
2 Wait a few seconds (for QE1 to establish a binding with EUT)
3 Cause QE4 to send an Echo Request to the home address of QE1
4 Check: does QE4 receive an Echo Reply? Yes No
Observations: If EUT does not support protection of Binding Update, then it is unable to accept the binding.
Test Description
Identifier: TD_MOB_1013_02 |Test Purpose: [TP_MOB_1013 02
Summary: 'Mobile Node supports the protection of Binding Update message'
Roles: Mobile Node [Configuration: CF_MOB 03
References: RQ 001 1013
with { EUT at _hone

and QE1 configured to accept only a secured Bindi ng_Update

ensure that
{ when { EUT noves to a foreign_network
and QE4 is requested to send a packet to EUT
indicating that a response is required }
then { QE4 indicates receipt of the response }

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
EUT is connected to home network 1
QE1 is configured to accept only protected Binding Update messages

Step Test Sequence Verdict
Pass Fail

Move EUT to Foreign Network 1

Wait a few seconds (for EUT to establish a binding with QE1)

Cause QE4 to send an Echo Request to the home address of EUT
4 Check: does QE4 receive an Echo Reply? Yes No

Observations:

WIN| -
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Test Description

Identifier: TD_MOB_1082_01 |Test Purpose: |[TP_MOB 1082 01

Summary: 'Home Agent uses a Security Association to protect integrity and authenticity of
Mobile Prefix_Solicitations and Advertisements'

Roles: Home Agent [Configuration: [CF_MOB_02

References: RQ 001 1014, RQ 001 1082, RQ 001 1607

with { QE1 at_home

and QE1 configured to protect
Mobi |l e_Prefix_Solicitations
and QE1 configured to accept only secured
Mobi | e_Prefix_Adverti senents
and QE1 configured to have a short prefix_lifetinme --(suggest 30s)

ensure that
{ when { (E1 noves to a foreign_network
before its prefix_lifetime expires
before QE4 sends a packet to QE1l
indicating that a response is required }
then { (E4 indicates receipt of the response from QEl }
}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)

QE1 is connected to Foreign Network 1 and registered to its Home Agent EUT
QEL1 is configured to protect Mobile Prefix Solicitation messages

QEL1 is configured to only accept protected Mobile Prefix Advertisement messages
EUT is configured to advertise a preferred prefix lifetime of 20 sec

EUT is configured to advertise a valid prefix lifetime of 30 sec

Step Test Sequence Verdict
Pass Fail
1 Wait 30 sec so that initial lifetime of the home address of QE1 has expired
2 Cause QE4 to send an Echo Request to the Home Address of QE1
3 Check: does QE4 receive an Echo Reply from QE1? Yes No
Observations:
Test Description
Identifier: TD_MOB_1082_02 |Test Purpose: [TP_MOB_1082 02
Summary: 'Mobile Node uses a Security Association to protect integrity and authenticity of Mobile Prefix
Solicitations and Advertisements'
Roles: Mobile_Node [Configuration: |CF_MOB 03
References: RQ 001 1014, RQ 001 1082, RQ 001 1663, RQ 001 1664
with { EUT at _hone
and QE1 configured to accept only secured
Mobi | e_Prefix_Solicitations
and QE1 configured to protect Mbile_Prefix_Advertisenents
and EUT configured to have a short prefix_lifetime (--suggest 30s)'
ensure that
{ when { EUT noves to a foreign_network
before its prefix_lifetime expires
before QE4 sends a packet to the EUT
indicating that response is required }
then { QE4 indicates receipt of the response fromthe EUT }
}
Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
EUT is connected to Foreign Network 1 and is registered to its Home Agent QE1
QE1 is configured to only accept protected Mobile Prefix Solicitation messages
QE1 is configured to protect Mobile Prefix Advertisement messages
QEL1 is configured to advertise a preferred prefix lifetime of 20 sec
QEL1 is configured to advertise a valid prefix lifetime of 30 sec
Step Test Sequence Verdict
Pass Fail
1 Wait 30 sec so that EUT has send a Mobile Prefix Solicitation message
and received a Mobile Prefix Advertisement message
2 Cause QE4 to send an Echo Request to the Home Address of EUT
3 Check: does QE4 receive an Echo Reply from EUT? Yes No

Observations:
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9.3.1 Receiving Packets with Home Address Option
Test Description
Identifier: TD_MOB_1412 01 [Test Purpose: [TP_MOB 1412 01
Summary: ‘Correspondent Node receives packets directly from the Mobile Node when a binding exists or
Mobile Node believes in its existence'

Roles: Correspondent_Node [Configuration: |CF_MOB_04
References: RQ 001 1412
with { B4 away_from hone

and QE4 registered to CEL

and EUT configured to performroute_optim zation

and QB4 configured to performroute_optim zation

and QE4 having established a binding with EUT

}

ensure that

{ when { EUT is requested to send a packet to QE4

indicating that a response is required }

then { EUT indicates receipt of the response directly from Qg4 }

}

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)

QE4 is connected to Foreign Network 1 and is registered to its Home Agent QE1
EUT is configured to support route optimization

QE4 is configured to support route optimization

QE4 has established a binding with EUT

Step Test Sequence Verdict
1 Disconnect QE1 from Home Network 1
2 Cause QE4 to send an Echo Request to EUT
3 Check: does QE4 receive an Echo Reply from EUT?

Observations:

Actually it would be sufficient to check whether EUT actually receives the ECHO request from QE4.
However | don't know yet how we should test that.

Test Description

Identifier: TD _MOB_1413 01 [Test Purpose: [TP_MOB 1413 01

Summary: '‘Correspondent Node drops packets containing Home Address option (but no Binding Update) when
there is no corresponding Binding Cache entry'

Roles: Correspondent_Node, Configuration: CF_MOB_04
Correspondent_Node

References: RQ 001 1413, RQ 001 1413, RQ 001 1427

with { EUT configured to performroute_optimzation

and QE4 configured to performroute_optim zation
and QE4 away_from hone

and QE4 registered to QE1

and EUT havi ng no Binding_Cache_entry for QE4
and QE4 having a Binding_Cache_entry for EUT

ensure that

{ when { EUT receives a packet directly from QE4

indicating that a response is required }

then { EUT sends no response to QE4 }

}

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)

EUT configured to perform route optimization

QE3 configured to perform route optimization

QE4 configured to perform route optimization

EUT disconnected

QE3 is connected to Home Network 2

QE3 is configured to have the same address as EUT

QE4 connected to Foreign Network 1 and registered to its Home Agent QE1
QE4 has established a binding with QE3
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Step Test Sequence Verdict
Pass Fail
1 Disconnect QE3 from Home Network 2
2 Connect EUT to Home Network 2
3 Cause QE4 to send an Echo Request to EUT
4 Check: does QE4 receive an Echo Reply from EUT No Yes

Observations:

Step 3 : QE4 MUST use its Home Address when pinging EUT (Home Address Option present in
IPv6 packet).

Test Description

Identifier: TD_MOB_1413 02 [Test Purpose: [TP_MOB 1413 02

Summary: ‘Correspondent Node drops packets containing Home Address option (but no Binding Update) and
send a Binding Error message to the Mobile Node, when there is no corresponding Binding Cache
entry'

Roles: Correspondent_Node [Configuration: |CF_MOB_04

References: RQ 001 1413

with { EUT configured to performroute_optimzation

and QE4 configured to performroute_optim zation
and QE4 away_from home

and QE4 registered to QE1

and EUT havi ng no Binding_Cache_entry for QE4
and QE4 having a Binding_Cache_entry for EUT

ensure that

{ when { EUT receives a packet directly from QE4

then {

indicating that a response is required }
EUT sends no response to QE4

before EUT and QE4 are able to communicate }

}

Pre-test conditions:

NOT TESTABLE BY INTEROPERABILITY MEAN
Mobile Node may ignore the Binding Error from Correspondent Node

Step

Test Sequence Verdict

Pass | Falil

Observations:

Test Description

Identifier: TD_MOB_1414 01 |Test Purpose: [TP_MOB_1414 01
Summary: 'When using Route Optimization, a Correspondent Node drops any packet in which the Home
Address option (but not Binding Update) does not match the Home Address recorded in its Binding
Cache'
Roles: Correspondent_Node, Configuration: CF_MOB_04
Correspondent_Node
References: RQ_001_ 1414, RQ_001_1414, RQ 001 1427
with { EUT configured to performroute_optimzation
and QB4 configured to performroute_optim zation
and QE4 away_from hone
and QE4 registered to CEL
and QE4 having established a binding with EUT
}

ensure that

{ when { EUT receives a packet from QE4

containing a Home_Address_Option
not set to the Hone_Address of QE4 }

then { EUT discards the packet }
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Pre-test conditions:

The cleaning procedure has been run (see configuration comments)
EUT is configured to perform route optimization

QE4 is configured to perform route optimization

QE3 is configured to perform route optimization

QES5 is configured to perform route optimization

QE4 is connected to Foreign Network 1 and registered with QE1
QE4 has established a binding with EUT

QES5 is disconnected

QES5 is configured with the same link-layer Address as QE4

QES5 is configured with a Home Address which is not the same as QE4
QES5 is configured to be a Mobile Node to Home Network 1

QES5 is configured to register with its Home Agent QE1

QE3 is disconnected

QE3 is configured with the same addresses as EUT

Step Test Sequence Verdict

Pass Fail

1 Disconnect EUT

2 Disconnect QE4

3 Reboot QE1 (mobility support only)

4 Connect QE3 on Home Network 2

5 Connect QES5 on Foreign Network 1

6 Wait a few seconds (for QES5 to register with its Home Agent QE1)

7 Cause QE3 to send an Echo Request to the Home Address of QE5

8 Check: does QE3 receive an Echo Reply from QE5

9 Disconnect QE3 from Home Network 2

10 Reconnect EUT to Home Network 2

11 Cause QES5 to send an Echo Request to EUT

12 Check: does QES5 receive an Echo Reply from EUT? No Yes

Observations:

Step 7 causes QES5 to establish a binding with QE3.
QE3 and QES5 share the same Care-Of Address, but do not have the same Home Address.

Test Description

Identifier: TD_MOB_1414 02 |Test Purpose: [TP_MOB 1414 02

Summary: 'When using Route Optimization, a Correspondent Node drops any packet in which the Home
Address option (but not Binding Update) does not match the Home Address recorded in its Binding
Cache and send a Binding Error mess

Roles: Correspondent_Node [Configuration: |CF_MOB 04

References: RQ 001 1414

with { EUT configured to performroute_optimzation

and QB4 configured to performroute_optim zation
and QE4 away_from hone

and QE4 registered to QE1

and QE4 having established a binding with EUT

}

ensure that
{ when {

then {

before EUT and QE4 are able to communicate }

}

EUT receives a packet from QE4
containing a Home_Address_Option
not set to the Home_Address of QE4 }
EUT di scards the packet

Pre-test conditions:

NOT TESTABLE BY INTEROPERABILITY MEAN
Mobile Node may ignore the Binding Error from Correspondent Node

Step

Test Sequence Verdict
Pass | Fail

Observations:
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Test Description

Identifier: TD_MOB_1415 01 |Test Purpose: [TP_MOB 1415 01

Summary: 'A Correspondent Node drops packets in which the Source Address does not match the care-of
address recorded in the corresponding Binding Cache Entry'

Roles: Correspondent_Node, Configuration: CF_MOB_04
Correspondent_Node

References: RQ 001 1415, RQ 001 1415, RQ 001 1427

with { EUT configured to performroute_optimzation

and QB4 configured to performroute_optim zation
and QE4 away_from hone

and QE4 registered to QE1

and QE4 having established a binding with EUT

ensure that
{ when { EUT receives a packet from QE4
containing a Home_Address_Option
set to the Home_Address of QE4
and containing a Source_Address
not set to the Care_Of _Address of QE4 }
then { EUT di scards the packet }

}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
EUT is configured to perform route optimization

QE3 is configured to perform route optimization

QE4 is configured to perform route optimization

QES5 is configured to perform route optimization

QE4 is connected to Foreign Network 1 and registered with QE1
QE4 has established a binding with EUT

QES5 is disconnected

QES5 is configured to be a Mobile Node to Home Network 1

QES5 is configured to use QE1 as Home Agent

QES5 is configured with the same Home Address address as QE4
QES5 is configured with a Link-Layer address which is not the same as QE4
QE3 is disconnected

QES3 is configured with the same addresses as EUT

Step Test Sequence Verdict
Pass Fail

1 Disconnect EUT

2 Disconnect QE4

3 Reboot QE1 (restart mobility support)

4 Connect QE3 on Home Network 2

5 Connect QES5 on Foreign Network 1

6 Wait a few seconds (for QES5 to register with its Home Agent QE1)

7 Cause QE3 to send an Echo Request to the Home Address of QE5

8 Check: does QE3 receive an Echo Reply from QE5?

9 Disconnect QE3 from Home Network 2

10 Connect EUT to Home Network 2

11 Cause QES5 to send an Echo Request to EUT

12 Check: does QES5 receive an Echo Reply from EUT? No Yes
Observations: Step 7 causes QES5 to establish a binding with QE3.

QE3 and QES5 share the Home Care-Of Address, but have different Care-Of addresses.
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Test Description

Identifier: TD_MOB_1415 02 [Test Purpose: [TP_MOB 1415 02

Summary: 'A Correspondent Node drops packets in which the Source Address does not match the care-of
address recorded in the corresponding Binding Cache Entry and sends a Binding Error message to
the Mobile Node'

Roles: Correspondent_Node [Configuration: [CF_MOB_04

References: RQ 001 1415

wth { EUT configured to performroute_optimzation

and QB4 configured to performroute_optim zation
and QE4 away_from hone

and QE4 registered to QE1

and QE4 having established a binding with EUT

ensure that

{ when { EUT receives a packet from QE4
containing a Home_Address_Option
set to the Home_Address of QE4
and containing a Source_Address
not set to the Care_Of _Address of QE4 }
then { EUT di scards the packet
before QE4 and the EUT are able communicate }
PR R S
--* This TP is phrased as a confornmance test *o-
o kkkkkkhkkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhk kbbb kkkk _ _
--TPid : TP_MOB 1661 01
--summary : ' MN sends Mobil Prefix Solicitation to HA when its hone address

-- becones invalid
--RQref : RQO001_1661
--Rol e : Mobi | e_Node

--config : CF_MOB 03

--TD ref : TD_MOB_1661 01

-- with { EUT away_from hone
-- and EUT registered to QE1

-- ensure that

-- { when { EUT 'has its home address whi ch becones invalid }
-- then { EUT 'update the prefix lifetime information for its home address' }

- )

Pre-test conditions:

NOT TESTABLE BY INTEROPERABILITY MEAN
Mobile Node may ignore the Binding Error from Correspondent Node

Step

Test Sequence Verdict

Pass | Fail

Observations:

9.3.2 Sending Packets to a Mobile Node
Test Description

Identifier: TD_MOB_1423 01 [Test Purpose: [TP_MOB 1423 01
Summary: 'Correspondent Node sends packets directly to Mobile Node when a binding already exists'
Roles: Correspondent_Node [Configuration: |CF_MOB_04
References: RQ 001 1423
with { QE4 away_from hone

and QE4 registered to QE1

and EUT configured to performroute_optim zation

and QE4 configured to performroute_optim zation

and QB4 having established a binding with EUT

and EUT having established a binding with QE4

}

ensure that

{ when { QE4 sends a packet to the EUT

indicating that a response is required }

then { QE4 indicates receipt of the response directly fromEUT }

}

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)

QE4 is connected to Foreign Network 1 and is registered to its Home Agent QE1
EUT is configured to support route optimization

QE4 is configured to support route optimization

QE4 has established a binding with EUT
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Step Test Sequence Verdict
1 Disconnect QE1 from Home Network 1
2 Cause QE4 to send an Echo Request to EUT
3

Check: does QE4 receive an Echo Reply from EUT? Yes No

Observations:

9.34 Receiving ICMP Error Messages
Test Description
Identifier: TD_MOB_1429 01 [Test Purpose: [TP_MOB_1429 01
Summary: ‘Correspondent Node deletes a binding cache entry if it receives persistent ICMP Destination
Unreachable messages'

Roles: Correspondent_Node [Configuration: [CF_MOB_04
References: RQ 001 1429
-- BUT=CN\2
-- (F1=HAl
-- QE4=MNL

with { QE4 'away from honme and registered to QE1'

and EUT
ensure that

when {
and
and
then {
and

"having established a binding with Qg4

QE4 'returns homne'

E4 'is unable to update its binding with EUT

EUT is requested to 'send packets to QE4' }

EUT 'is tenporarily unable to conmunicate with QE4'

EUT 'is able to comunicate again with QE4 before the end of the binding lifetime' }

Pre-test conditions: |QE4 is connected to Foreign Network 1 and is registered to its Home Agent QE1

EUT and QE4 have established binding

QEA4 is configured not to ask Binding Acknowledgements

The tester is aware of the lifetime of these bindings and of the remaining binding lifetime when he
starts this test

Step Test Sequence Verdict
Pass Fail
1 Disconnect QE4 from Foreign Network 1
2 Cause router R1 to disable its interface connected to Foreign Network 1
3 Connect QE4 to Home Network 1
4 Wait a few seconds to let QE4 perform the "return home" procedure.
(a protocol analyzer can be used to ensure that the "return home"
procedure is finished)
Note that EUT will not receive Binding Update messages from QE4
(because R1 is disconnected from Foreign Network 1) and still thinks that
QE4 is in Foreign Network 1
5 Cause R1 to enable its interface connected to Foreign Network 1
6 Cause EUT to send an Echo Request message to the Home Address of
QE4
(the IPv6 destination address of the Echo Request sent should still be the
former care-of-address of QE4 in Foreign Network 1)
7 Check: does EUT receive an Echo Reply from QE4?
(EUT will receive an ICMP "Destination Unreachable" message from router
R3)
8 Cause EUT to continuously send Echo Request messages to the Home
Address of QE4
(EUT will receive persistent ICMP "Destination Unreachable" messages
from router R3)
9 Check: after several unsuccessful Echo Request messages, does EUT Yes No
receive Echo Replies from QE4?
10 Check: when EUT receives the first Echo Reply from QE4, have the No Yes
previous EUT <--> QE4 Bindings expired?
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Observations:

NOTE 1: If EUT received no Binding Update message when EUT returned home, and EUT
manages to re-establish communication with QE4 before the expiration of the EUT <-->
QE4 bindings, then this implies that the ICMP Destination Unreachable messages caused
EUT to delete these bindings and to use the Home Address of QE4 instead its previous
care-of-address as IPv6 destination address.

NOTE 2: RFC 3775 [2] states in clause 9.3.4 that "persistent ICMP messages lead to the deletion
of the Binding", yet there is no detail about the amount of ICMP error messages that will
cause the deletion to occur.

Hence this TD might lead to inconclusive verdicts.

NOTE 3: Step 2: beware of interface buffers, which can keep and then retransmit packets emitted

before the interface is disabled! Do not unplug, but use "ifconfig" or equivalent.

9.3

Packet Processing

Test Description

Identifier:

TD_MOB_1344 01 [Test Purpose: [TP_MOB 1344 01

Summary:

'‘Correspondent Node discard received packets containing Type 2 Routing Headers'

Roles:

Correspondent_Node [Configuration: |CF_MOB 04

References:

RQ 001 1344

with { EUT di sconnect ed
and QE4 configured to have the same |ink_|ocal _address as EUT
and QE4 connected to Hone_Network 2
and QE4 registered to QE1
and QE4 having established a binding with QE3

}

ensure that
{ when {

and QE5 is requested to send a packet to the EUT

then {

}

QE4 is disconnected
and EUT is connected to Home_Network 1
and QE3 is requested to send a packet to the EUT

QE3 indicates no recei pt of the response fromthe EUT
and QE5 indicates receipt of the response fromthe EUT }

indicating that a response is required
-- (E3 sends packets containing
-- Routing Headers Type 2

indicating that a response is required }
-- (E5 sends packets not containing
-- Routing Headers Type 2

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)

EUT is disconnected

QE4 is configured with the same link-layer address as EUT

QE4 is connected to Home Network 2 and registered with its Home Agent QE1
QE4 has established a binding with QE3

Step

Test Sequence Verdict

Pass Fail

Disconnect QE4

Connect EUT to Home Network 2

Cause QE3 to send an Echo Request to EUT

Check: does QE3 receive an Echo Reply from EUT?

Cause QES5 to send an Echo Request to EUT

OO W|IN| -

Check: does QES5 receive an Echo Reply from EUT?

Observations:
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9.4.1 Receiving Home Test Init Messages
Test Description
Identifier: TD_MOB_1348 01 [Test Purpose: [TP_MOB 1348 01
Summary: '‘Correspondent Node is able to participate in Return Routability Procedure'
Roles: Correspondent_Node Configuration: |CF_MOB 04
References: RQ 001 1050, RQ 001 1051, RQ 001 1348
with { QE4 away_from hone

and QE4 registered to CEL
and QB4 configured to performroute_optim zation
and EUT configured to performroute_optim zation

ensure that

{ when { EUT is requested to send a packet to QE4
indicating that a response is required }
then { EUT indicates receipt of the response directly from Qg4 }

}

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)

QE4 is connected to Foreign Network 1 and is registered to its Home Agent QE1
QE4 is configured to perform route optimization

EUT is configured to perform route optimization

Step Test Sequence Verdict
1 Cause QE4 so sent an Echo Request to EUT
2 Check: does QE4 receive a reply from EUT?
3 Wait a few seconds to allow QE4 and EUT to perform Return Routability
Procedure and establish Bindings.
4 Disconnect QE1, the Home Agent of QE4
5 Cause EUT to send an Echo Request to the Home Address of QE4
6 Check: does EUT receive an Echo Reply from QE4? Yes No

Observations:

Disconnecting the Home Agent QE1 guarantees that traffic will not go through if Route Optimization
didn't succeed.

Cannot send the Echo Request from QE4 because nothing guarantees that QE4 would use its
Home Address.

9.4.2 Receiving Care-of Test Init Messages
Test Description
Identifier: TD_MOB_1348 01 [Test Purpose: [TP_MOB 1348 01
Summary: '‘Correspondent Node is able to participate in Return Routability Procedure'
Roles: Correspondent_Node Configuration: |CF_MOB_04
References: RQ 001 1050, RQ 001 1051, RQ 001 1348
with { E4 away_from hone

and QE4 registered to CEL
and QB4 configured to performroute_optim zation
and EUT configured to performroute_optim zation

ensure that

{ when { EUT is requested to send a packet to QE4

then { EUT indicates receipt of the response directly from Qg4 }

}

indicating that a response is required }

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)

QE4 is connected to Foreign Network 1 and is registered to its Home Agent QE1
QE4 is configured to perform route optimization

EUT is configured to perform route optimization
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Step Test Sequence Verdict
1 Cause QE4 so sent an Echo Request to EUT
2 Check: does QE4 receive a reply from EUT?
3 Wait a few seconds to allow QE4 and EUT to perform Return Routability
Procedure and establish Bindings
4 Disconnect QE1, the Home Agent of QE4
5 Cause EUT to send an Echo Request to the Home Address of QE4
6 Check: does EUT receive an Echo Reply from QE4? Yes No

Observations:

Disconnecting the Home Agent QE1 guarantees that traffic will not go through if Route Optimization
didn't succeed.

Cannot send the Echo Request from QE4 because nothing guarantees that QE4 would use its
Home Address.

9.4 Return Routability Procedure
Test Description

Identifier: TD_MOB_1348 01 |Test Purpose: [TP_MOB 1348 01
Summary: '‘Correspondent Node is able to participate in Return Routability Procedure'
Roles: Correspondent_Node Configuration: [CF_MOB_04
References: RQ_001_1050, RQ_001_1051, RQ_001 1348
with { E4 away_from hone

and QE4 registered to QE1

and QB4 configured to performroute_optim zation

and EUT configured to performroute_optim zation

}

ensure that

{ when { EUT is requested to send a packet to QE4
indicating that a response is required }
then { EUT indicates receipt of the response directly from Q4 }

}

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)

QE4 is connected to Foreign Network 1 and is registered to its Home Agent QE1
QE4 is configured to perform route optimization

EUT is configured to perform route optimization

Step Test Sequence Verdict

Pass Fail

1 Cause QE4 so sent an Echo Request to EUT

2 Check: does QE4 receive a reply from EUT?

3 Wait a few seconds to allow QE4 and EUT to perform Return Routability

Procedure and establish Bindings

4 Disconnect QE1, the Home Agent of QE4

5 Cause EUT to send an Echo Request to the Home Address of QE4

6 Check: does EUT receive an Echo Reply from QE4? Yes No

Observations:

Disconnecting the Home Agent QE1 guarantees that traffic will not go through if Route Optimization
didn't succeed.

Cannot send the Echo Request from QE4 because nothing guarantees that QE4 would use its
Home Address.
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9.5.1 Receiving Binding Updates
Test Description
Identifier: TD_MOB_1817 01 [Test Purpose: [TP_MOB 1817 _01
Summary: ‘Correspondent Node registers the binding when it receives a BU from Mobile Node'
Roles: Correspondent_Node [Configuration: |CF_MOB 04
References: RQ 001 1817

with { QB4 away_from hone
and QE4 registered to CEL
and QB4 configured to performroute_optim zation
and EUT configured to performroute_optim zation

ensure that

{ when { QE4 is requested to send a packet directly to EUT

then { QE4 indicates receipt of the response }

indicating that a response is required

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)

QE4 is connected to Foreign Network 1 and registered to its Home Agent QE1
QE4 is configured to perform Route Optimization

EUT is configured to perform Route Optimization

Step

Test Sequence Verdict

Cause EUT to send an Echo Request to the Home address of QE4

Check: does EUT receive an Echo Reply from QE4?

Disconnect QE1 from Home Network 1

Cause EUT to send an Echo Request to the Home Address of QE4

G WIN|F-

Check: does EUT receive an Echo Reply from QE4? Yes No

Observations:

Test Description

Identifier: TD_MOB_1065_01 | Test Purpose: |[TP_MOB_1065 01

Summary: '‘Correspondent Node sends a Binding_Acknowledgement message upon receipt of a Binding
Update message containing A-Flag setto 1'

Roles: Correspondent_Node | Configuration: [CF_MOB_04

References: RQ 001 1065, RQ 001 1350

with { E4 away_from hone

and QE4 registered to QE1
and QB4 configured 'to request Binding_Acknow edgenents from

and QE4 configured to performroute_optim zation
and EUT configured to performroute_optim zation

}

ensure that

{ when { EUT receives a packet from QE4
indicating that a response is required }
then { EUT sends the response directly to Qg4 }

}

correspondent nodes’

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)

QE4 is connected to Foreign Network 1 and has registered to its Home Agent QE1

QE4 configured to perform route optimization

EUT is configured to perform route optimization

QE4 is configured to ask Correspondent Node for Binding Acknowledgement

QE4 and EUT have never communicated yet and don't know each other (no binding established, no
cache entries)

Step Test Sequence Verdict
1 Cause EUT to send an Echo Request to the Home Address of QE4
2 Check: does EUT receive an Echo Reply from QE4?
3 Wait a few seconds to allow QE4 and EUT to perform Return Routing
Procedure and establish Bindings.
4 Disconnect QE1 from Home Network 1
5 Cause EUT to sent an Echo Request to the Home Address of QE4
6 Check: does EUT receive an Echo Reply from QE4? Yes No
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Observations: NOTE 1: Configuring QE4 to ask Binding Acknowledgement from Correspondent Nodes ensures
that its Binding Update message will have the A-Flag set to 1.
Disconnecting the Home Agent QE1 guarantees that traffic will not go through if Route
Optimization didn't succeed.

NOTE 2: Cannot send the Echo Request from QE4 (as described in Tesp Purpose) because
nothing guarantees that QE4 would use its Home Address.

9.5.2 Requests to Cache a Binding
Test Description
Identifier: TD_MOB_1457 01 |Test Purpose: [TP_MOB_1457 01
Summary: '‘Correspondent Node creates a new entry in its binding cache when receiving a valid Binding
Update'
Roles: Correspondent_Node [Configuration: |CF_MOB_04
References: RQ 001 1457
with { QE4 away_from hone

and QE4 registered to QE1
and QE4 configured to performroute_optim zation
and EUT configured to performroute_optim zation

ensure that
{ when { EUT receives a packet from QE4
indicating that a response is required }
then { EUT sends response directly to Q4 }

}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)

QE4 is connected to Foreign Network 1 and registered to its Home Agent QE1
QE4 is configured to perform route optimization

EUT is configured to perform route optimization

Step Test Sequence Verdict

1 Cause EUT to send an Echo Request to the Home Address of QE4

2 Check: does EUT receive a reply from QE4?

3 Wait a few seconds to allow QE4 and EUT to perform Return Routing

Procedure and establish Bindings

4 Disconnect QE1, the Home Agent of QE4

5 Cause EUT to send an Echo Request to the Home Address of QE4

6 Check: does EUT receive a reply from QE4? Yes No
Observations: NOTE 1: Disconnecting the Home Agent QE1 guarantees that traffic will not go through if Route

Optimization didn't succeed.
NOTE 2: Cannot send the Echo Request from QE4 (as described in Tesp Purpose) because
nothing guarantees that QE4 would use its Home Address.

Test Description

Identifier: TD_MOB_1458 01 [Test Purpose: [TP_MOB 1458 01
Summary: '‘Correspondent Node updates a binding cache entry on receipt of a valid Binding Update'
Roles: Correspondent_Node [Configuration: |CF_MOB_04
References: RQ 001 1458

with { E4 away_from hone

and QE4 registered to CEL
and EUT having established a binding with QE4

ensure that
{ when { (E4 noves to another foreign_network
and EUT is requested to send a packet to QE4
indicating that a response is required }
then { EUT indicates receipt of the response directly from Qg4 }

}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
QE4 is connected to Foreign Network 1 and registered to its Home Agent QE1
EUT and QE4 have established bindings
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Step Test Sequence Verdict
Pass Fail
1 move QE4 to Foreign Network 2
2 wait a few seconds (to let QE4 update its bindings with QE1 and with EUT)
3 Disconnect QE1 from Home Network 1
4 Cause EUT to send an Echo Request to the Home Address of QE4
5 Check: does EUT receive an Echo Reply from QE4? Yes No

Observations:

Test Description

Identifier: TD_MOB_1486_01 |Test Purpose: |[TP_MOB 1486 01

Summary: 'Correspondent Node deletes any Binding Cache entry after the expiration of the binding lifetime’
Roles: Correspondent_Node [Configuration: [CF_MOB_04

References: RQ_001_1461, RQ_001_1486

with { EUT configured to performroute_optimzation

and QB4 configured to performroute_optim zation
and QE4 away_from hone
and QE4 registered to CEL

ensure that
{ when {
then {

and EUT and QE4 are unable to communicate directly

}

EUT establishes a binding to QE4}
EUT and QE4 are able to comunicate directly

within the binding_lifetine

after the binding_lifetime }

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)
EUT is configured to perform Route Optimization

QE4 is configured to perform Route Optimization

QE4 is connected to Foreign Network 1 and registered to QE1

EUT is configured to have a lifetime at one minute

Step

Test Sequence Verdict

Cause EUT to send an Echo Request to the Home Address of QE4

Check: does EUT receive an Echo Reply from QE4?

QE1 is disconnected from Home Network 1

Cause QE4 to send an Echo Request to EUT

Check: does QE4 receive an Echo Reply from EUT?

Wait a minute (to let the binding between QE4 and EUT expire)

Cause QE4 to send an Echo Request to EUT

O IN|O || |W|IN| -

Check: does QE4 receive an Echo Reply from EUT?

Observations:

Ensure that QE4 use its Home Address when pinging EUT (Home Address Option present in IPv6
packet).

Test Description

Identifier: TD_MOB_1465 01 [Test Purpose: [TP_MOB 1465 01

Summary: '‘Correspondent Node deletes any existing related bindings on receipt of a Binding Update
requesting to delete a binding'

Roles: Correspondent_Node, Mobile_Node [Configuration: |CF_MOB_03

References: RQ 001 1465, RQ 001 1465, RQ 001 1466, RQ 001 1470

with { EUT away_from hone

and EUT configured to performroute_optim zation
and QE4 configured to performroute_optim zation
and QE4 having established a binding with EUT

ensure that

{ when { EUT returns hone }
then { QB4 and the EUT are able to conmmunicate with EUT }

}

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)

EUT is connected to Foreign Network 1 and registered to its Home Agent QE1
EUT is configured to perform route optimization

QE4 is configured to perform route optimization

QE4 has established a binding to EUT
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Step Test Sequence Verdict
Pass Fail
1 Move EUT to Home Network 1
2 Cause QE4 to send an Echo Request to the Home Address of EUT
3 Check: does QE4 receive an Echo Reply from EUT? Yes No

Observations:

954 Sending Binding Acknowledgements
Test Description
Identifier: TD_MOB_1065_01 [Test Purpose: [TP_MOB_1065_01
Summary: '‘Correspondent Node sends a Binding_Acknowledgement message upon receipt of a Binding
Update message containing A-Flag set to 1'

Roles: Correspondent_Node [Configuration: |CF_MOB_04
References: RQ 001 1065, RQ 001 1350
with { QE4 away_from hone

and QE4 registered to CEL
and QE4 configured 'to request Binding_Acknow edgenents from
correspondent nodes'

and QB4 configured to performroute_optim zation
and EUT configured to performroute_optim zation

}

ensure that
{ when { EUT receives a packet from QE4
indicating that a response is required }

then { EUT sends the response directly to QE4 }

}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)

QE4 is connected to Foreign Network 1 and has registered to its Home Agent QE1

QE4 configured to perform route optimization

EUT is configured to perform route optimization

QE4 is configured to ask Correspondent Node for Binding Acknowledgement

QE4 and EUT have never communicated yet and don't know each other (no binding established, no
cache entries)

Step Test Sequence Verdict
1 Cause EUT to send an Echo Request to the Home Address of QE4
2 Check: does EUT receive an Echo Reply from QE4?
3 Wait a few seconds to allow QE4 and EUT to perform Return Routing
Procedure and establish Bindings
4 Disconnect QE1 from Home Network 1
5 Cause EUT to sent an Echo Request to the Home Address of QE4
6 Check: does EUT receive an Echo Reply from QE4? Yes No
Observations: NOTE 1: Configuring QE4 to ask Binding Acknowledgement from Correspondent Nodes ensures

that its Binding Update message will have the A-Flag set to 1.
Disconnecting the Home Agent QE1 guarantees that traffic will not go through if Route
Optimization didn't succeed.

NOTE 2: Cannot send the Echo Request from QE4 (as described in Tesp Purpose) because
nothing guarantees that QE4 would use its Home Address.
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9.5.5 Sending Binding Refresh Requests
Test Description
Identifier: TD_MOB_1483 01 [Test Purpose: [TP_MOB 1483 01
Summary: '‘Correspondent Node tries to refresh a binding cache entry before it expires'
Roles: Correspondent_Node, Configuration: CF_MOB_04
Correspondent_Node
References: RQ 001 1483, RQ 001 1483
with { B4 away_from hone

and QE4 registered to CEL
and EUT having established a binding with QE4
and EUT established 'in continuous unbounded communi cation w th QE4'

ensure that
{ when { QE4 sends a packet to the EUT
after the binding_lifetine
indicating that a response is required }
then { QE4 indicates receipt of the response directly fromthe EUT }

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)

QE4 is connected to Foreign Network 1 and registered to QE1

EUT having established a binding with QE4

EUT is configured to have a binding lifetime at one minute

Step Test Sequence Verdict

Pass Fail

wait 45 seconds after the registration between EUT and QE4

Cause QE4 to send an series of Echo Request during 30 seconds to EUT

After one minute and 5 seconds, disconnect QE1 from Home Network 1
4 Check: are more one Echo Request of the series dropped? No Yes

Observations:

WIN| -

Test Description

Identifier: TD_MOB_1485 01 [Test Purpose: [TP_MOB 1485 01

Summary: ‘Correspondent Node stops retransmitting Binding Refresh Requests messages when it receives a
Binding Update'

Roles: Correspondent_Node [Configuration: |CF_MOB_04

References: RQ 001 1485

--* However we wap this up, it is a conformance test, not interop *o-

_okkkkkkkkkhkkhkkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhhkhkhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhh bk bk bk hk bbbk kk _ _
with { E4 away_from hone

and QE4 registered to QE1

and EUT having established a binding with QE4

ensure that
{ when { EUT "tries to refresh its binding with Qg4
and EUT receives 'a nmessage indicating that
the refresh is successful' }
then { EUT 'stops sending refresh requests to QE4' }

}

Pre-test conditions: |[NOT TESTABLE BY INTEROPERABILITY MEAN

depending of the implementation to reduce the handover

Step Test Sequence Verdict
Pass | Fail

Observations:
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Binding Cache Management (was: 9.6 Cache Replacement Policy)

Test Description

Identifier: TD_MOB_1390 01 [Test Purpose: [TP_MOB 1390 01

Summary: '‘Correspondent Node maintains a separate binding cache for each of its unicast routable addresses'
Roles: Correspondent_Node [Configuration: [CF_MOB_04

References: RQ 001 1390

with { EUT configured to have 2 gl obal _addresses

and QE4 away_from hone
and QE4 registered to QE1
and EUT having established a binding to QE4
using its first global _address
and QE1 di sconnected fromthe network
}
ensure that
{ when { EUT is requested to send a packet to QE4
containing a source_address
set to its second gl obal _address }
then { QE4 does not indicate receipt of the packet }

}
--TPid : TP_MOB 1429 01
--summary : ' Correspondent Node del etes a binding cache entry if it receives
-- persistent | CMP Destination Unreachabl e nessages’
--RQref : RQ.001_1429
--Rol e : Correspondent _Node
--config : CF_MOB 04
--TD ref : TD_MOB 1429 01

ok kkkkkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhhkhkhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhhkhhhh bbbk k _ _

--* The inprecision in this requirement and the |ack of clear guidance *--

--* on how many | CMP DU nessages wi || cause the deletion of the *o-
--* binding cache entry make this al nost inpossible to test by |OP *o-
--* methods. It should be renmoved fromthe | OP test suite. *o-

_kkkkhkkhkhkhkhkhhhhkhhhkhhkhhkhhkhkhhkhhk ok khkhhk ok hkhkhhkhhkhkhhkhhkhkhhkhhkhkhkhhkhk ok ok _ _

-- with { QB4 away_from hone
-- and QE4 registered to CQEL
-- and EUT having established a binding with QE4

-- ensure that

-- { when { QE4 returns home

-- and QE4 is unable to update its binding to the EUT

-- and EUT is requested to send packets to QE4 }

-- then { EUT 'is tenporarily unable to conmunicate with QE4'
-- and EUT is able to comunicate with QE4

-- before the binding_lifetime expires }

- )

Pre-test conditions: |NOT TESTABLE BY INTEROPERABILITY MEANS
That relates to internal operations

Step Test Sequence Verdict

Pass | Falil

Observations:

Test Description

Identifier: TD_MOB_1486_01 [Test Purpose: [TP_MOB 1486 _01

Summary: 'Correspondent Node deletes any Binding Cache entry after the expiration of the binding lifetime’
Roles: Correspondent_Node [Configuration: |CF_MOB_04

References: RQ 001 1461, RQ 001 1486

with { EUT configured to performroute_optimzation

and QE4 configured to performroute_optim zation
and QE4 away_from hone
and QE4 registered to QE1
}
ensure that
{ when { EUT establishes a binding to QE4}
then { EUT and QE4 are able to communicate directly
within the binding_lifetine
and EUT and QE4 are unable to comunicate directly
after the binding_lifetime }
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Pre-test conditions:

The cleaning procedure has been run (see configuration comments)
EUT is configured to perform Route Optimization

QE4 is configured to perform Route Optimization

QE4 is connected to Foreign Network 1 and registered to QE1

EUT is configured to have a lifetime at one minute

Step

Test Sequence Verdict

Cause EUT to send an Echo Request to the Home Address of QE4

Check: does EUT receive an Echo Reply from QE4?

QE1 is disconnected from Home Network 1

Cause QE4 to send an Echo Request to EUT

Check: does QE4 receive an Echo Reply from EUT?

Wait a minute (to let the binding between QE4 and EUT expire)

Cause QE4 to send an Echo Request to EUT

O IN|O || |W|IN| -

Check: does QE4 receive an Echo Reply from EUT?

Observations:

Ensure that QE4 use its Home Address when pinging EUT (Home Address Option present in IPv6
packet).

10 Home Agent Operation
Test Description
Identifier: TD_MOB_1807_01 |Test Purpose: [TP_MOB_1807 01
Summary: 'If HA support the multicast group membership control protocols, HA must be capable to determine
which multicast data packets to forward via the tunnel to MN'

Roles: Home_Agent [Configuration: |CF_MOB_02
References: RQ 001 1561, RQ_001 1807
-- Config-HA

with { QE1 connected to honme_network

and QE1 subscribed to a gl obal _multicast_group
and QE3 subscribed to another global multicast_group

ensure that
{ when {

then {

_okkkkkkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkhkhkhkhkhkhkhkhkhhhhhhhhhhhhhhhhhhhhhhhhhhhk _ _

--* RFC3776 - Security for Mbility

Lokkkkkkkkkkhhkhkhhkhkhhhhkhhhhhkhhkhhhhkhkhhkhhkhkhhkhkhkhhk _ _

E1 noves to a foreign_network
and QE1 registers to EUT }
QE1 receives packets fromits global _multicast_group }

Pre-test conditions:

NOT TESTABLE BY INTEROPERABILITY MEANS
You do not know if the Home Agent do not forward the multicast packets or if the Mobile Node drops
this packets

Step

Test Sequence Verdict
Pass | Fail

Observations:

Test Description

Identifier: TD_MOB_1557_01 |Test Purpose: |[TP_MOB 1557 01
Summary: 'HA tunnels multicast packets with a global scope to the mobile node'

Roles: Home_Agent, Home_Agent [Configuration: [CF_MOB_02
References: RQ _001_1372, RQ_001 1557, RQ 001 1557

with { QE1 subscribed to a global _nmulticast_group

and QE1 away_from hone
and QE1 registered to EUT

ensure that

{ when { QE3 is requested to send a packet to the global _nulticast_group

then { QE3 indicates receipt of the response }

indicating that a response is required }

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)
QEL1 is connected to Home Network 1
QE1 has registered to multicast group FF1E::1
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Step Test Sequence Verdict
Pass Fail
1 Move QEL1 to Foreign Network 1
2 Cause QE3 to send an Echo Request to the multicast address FF1E::1
3 Check: does QE3 receives an Echo Reply
4 Disconnect EUT
5 Cause QE3 to send an Echo Request to the multicast address FF1E::1
6 Check: does QE3 receives an Echo Reply
Observations: FF1E::1is a global scope, non reserved, multicast group.
10.5 Dynamic Home Agent Address Discovery
Test Description
Identifier: TD _MOB_1804 01 [Test Purpose: [TP_MOB 1804 01
Summary: 'Home Agent is able to participate in Dynamic Home Agent Address Discovery'
Roles: Home_Agent [Configuration: |CF_MOB 02
References: RQ 001 1368, RQ 001 1804
with { E1 at_hone

and QE1 not configured to have its Home_Agent _address avail abl e

ensure that
{ when { E1 noves to a foreign_network
and QE4 is requested to send a packet to QE1
indicating that a response is required }
then { QE4 indicates recei pt of the response }

}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)

QE1 is disconnected from Home Network 1

QEL1 is unaware of the address of its Home Agent

Step Test Sequence Verdict

Move QE1 to Foreign Network 1

Wait a few seconds

Cause QE4 to send an Echo Request to the Home Address of QE1
4 Check: does QE4 receive an Echo Reply from QE1? Yes No

Observations:

WIN| -

10.6 Sending Prefix Information to the Mobile Node
Test Description
Identifier: TD_MOB_1592 01 |Test Purpose: [TP_MOB 1592 01
Summary: 'HA schedules the delivery of the prefix information when a new prefix is added to its home subnet
interface’
Roles: Home_Agent [Configuration: [CF_MOB_02
References: RQ_001_1370, RQ_001_1592, RQ_001_ 1805
with { QE1 away_from hone

and QE1 registered to EUT

ensure that
{ when { EUT generates a new prefix to the hone_address of QEl
before (QE4 sends a packet to QE1l
usi ng the new hone_address
and indicating that a response is required) }
then { (E4 indicates receipt of a response from QELl }

}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
QEZ1 connected to Foreign Network 1
QEL1 registered to EUT
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Step Test Sequence Verdict
Pass Fail
1 Cause EUT to generate a new prefix added on its home subnet interface
2 Wait for at least 3.5 seconds
3 Check: does QEL1 indicate a new home address? Yes No
Observations: MIN_DELAY _BETWEEN RAS (3,0 s) + MAX_RA DELAY _TIME (0,5 s) = 3,5 s (cf. RFC 2561).
10.6.2 Scheduling Prefix Deliveries
Test Description
Identifier: TD_MOB_1812 01 |Test Purpose: [TP_MOB_1812 01
Summary: 'HA deliveries new prefix information when lifetime information (valid or preferred lifetime) of the
prefix changes'
Roles: Home Agent [Configuration: |CF_MOB_02
References: RQ 001 1812
with { E1 away_from hone

and QE1 registered to EUT
and EUT configured to have a short prefix_lifetime on the
Horme_Networ k of CQEl --(suggest 30s)

ensure that
{ when { EUT is requested to configure a new prefix_lifetine
for QE1 }
then { QE1 and QE4 are able to communicate
using the new prefix
after the original prefix_lifetime expires }

}
--TPid : TP_MOB_1602_01

--summary : 'If the bindings of MN expire before BU then HA stops sending MPAs'
--RQref : RQ001_1602
--Rol e : Honme_Agent

--config : CF_MOB 02
--TD ref : TD_MOB 1602_01

--X Not interoperability X- -
= = KKKIHKIKIKIARKAIIHKIKIKIAIIHIHKIKIIAIIHIIKIKIHIHIIHIHKIKIHIIIHKIKIKIAIIHIHKIKIKIHIIHIIKIKIKIXIHIHKHX X XXX - =

-- with { QE1 away_from hone
-- and QE1 registered to EUT

-- ensure that
-- { when { E1 'is disconnected' from'the foreign network'
-- and EUT 'indicates the binding of QE1 expired'

-- then { EUT sends 'no other nmessages to QE1' before 'new registration' }

- )

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)

QEL1 connected to Foreign Network 1

QEL1 registered to EUT

Step Test Sequence Verdict

Configure EUT with new, higher, valid lifetime

Wait for expiration of the original prefix lifetime

WIN| -

Cause QE4 to send an Echo Request to QE1

4 Check: does QE4 receive an Echo Reply Yes No
Observations:
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Test Description

Identifier: TD_MOB_1592 01 [Test Purpose: [TP_MOB 1592 01

Summary: 'HA schedules the delivery of the prefix information when a new prefix is added to its home subnet
interface’

Roles: Home Agent [Configuration: [7

References: RQ_001_1370, RQ_001_1592, RQ_001_1805

wth { E1 away_from hone

and QE1 registered to EUT

ensure that
{ when { EUT generates a new prefix to the hone_address of QEl
before (QE4 sends a packet to QE1
usi ng the new hone_address
and indicating that a response is required) }
then { (E4 indicates receipt of a response from QELl }

}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
QE1 connected to Foreign Network 1
QEL1 registered to EUT

Step Test Sequence Verdict
Pass Fail
1 Cause EUT to generate a new prefix added on its home subnet interface
2 Wait for at least 3.5 seconds
3 Check: does QEL1 indicate a new home address? Yes No
Observations: MIN_DELAY _BETWEEN RAS (3,0 s) + MAX_RA _DELAY_TIME (0,5 s) = 3,5 s (cf. RFC 2561).

Test Description

Identifier: TD_MOB_1600 01 [Test Purpose: [TP_MOB_1600 01

Summary: 'HA retransmits periodically unsolicited Advertisement until the receipt of a
Mobile_Prefix_Solicitation from MN'

Roles: Home_Agent [Configuration: |CF_MOB_02

References: RQ 001 1600, RQ 001 1813

with { E1 away_from hone

and QE1 registered to EUT }
ensure that
{ when { QE1 is disconnected fromthe foreign_network
before EUT generates a new prefix to the home_address of QE1l
before QE1 is connected to the foreign_network after 1 mnute
before QE4 sends a packet to QE1l
usi ng the new hone_address
and indicating that a response is required }
then { (E4 indicates receipt of a response from QELl }

}
--TPid : TP_MOB 1591 01
--summary : 'HA delivers new prefix informati on when the state of the flags
-- changes for the prefix of the MN registered
--RQref : RQO001_1591
--Rol e : Hone_Agent
--config : CF_MOB 02
--TDref : TD MOB 1591 _01

--X Not interoperability X- -

-- with { E1 away_from hone
-- and QE1 registered to EUT

-- ensure that
-- { when { EUT generates 'a new state of the flags on the prefix of its home subnet interface' }
-- then { QE1 indicates 'a new state on its hone address' }

- )

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
QEL is connected in Foreign Network 1
QEL1 is registered to EUT
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Step Test Sequence Verdict
Pass Fail
1 Disconnect EUT
2 Cause EUT to generate a new prefix added on its home subnet interface
3 Wait for one minute
4 Reconnect EUT to home network
5 Check: does QEL1 indicate a new home address? Yes No

Observations:

Itis not clear to me why a delay of 'one' minute is suggested here.

Test Description

Identifier: TD _MOB_1603 01 [Test Purpose: [TP_MOB 1603 01

Summary: 'HA transmits again unsolicited Mobile_Prefix_Advertisement after the prolongation of the binding
of the Mobile Node'

Roles: Home_Agent [Configuration: |CF_MOB 02

References: RQ 001 1603

with { E1 away_from hone

and QE1 is registered to the EUT
and QE1 and the EUT configured to have a short binding_lifetine

ensure that
{ when {

before the binding_|lifetime expires between QE1l and the EUT
before QE1 is connected to another foreign_network }
then { QE1 and QE4 are able to conmmunicate }

-- (Suggest 30s)

QE1 is disconnected fromthe foreign_network

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)
QEZ1 connected to Foreign Network 1
QEL1 registered to EUT

Step Test Sequence Verdict
Pass Fail
1 Disconnect QE1
2 Wait until QE1's binding to EUT expires
3 Cause EUT to generate a new prefix added on its home subnet interface
4 connect QEL1 to foreign network 2
5 Check: does QEL1 indicate a new home address? Yes No

Observations:

10.6.3 Sending Advertisements
Test Description
Identifier: TD_MOB_1082_01 [Test Purpose: [TP_MOB_1082_01
Summary: 'Home Agent uses a Security Association to protect integrity and authenticity of
Mobile_Prefix_Solicitations and Advertisements'
Roles: Home_Agent [Configuration: |CF_MOB_02
References: RQ 001 1014, RQ 001 1082, RQ 001 1607
with { QE1 at_hone

and QE1 configured to protect
and QE1 configured to accept only secured

and QE1 configured to have a short prefix_lifetinme --(suggest 30s)

ensure that
{ when {

before its prefix_lifetime expires
before QE4 sends a packet to QE1l

then {
}

Mobi | e_Prefix_Solicitations

Mobi | e_Prefix_Adverti senments

E1 noves to a foreign_network

indicating that a response is required }
(E4 indicates receipt of the response from QELl }

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)

QE1 is connected to Foreign Network 1 and registered to its Home Agent EUT
QE1 is configured to protect Mobile Prefix Solicitation messages

QEL1 is configured to only accept protected Mobile Prefix Advertisement messages
EUT is configured to advertise a preferred prefix lifetime of 20 sec

EUT is configured to advertise a valid prefix lifetime of 30 sec
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Step Test Sequence Verdict
Pass Fail
1 Wait 30 sec so that initial lifetime of the home address of QE1 has expired
2 Cause QE4 to send an Echo Request to the Home Address of QE1
3 Check: does QE4 receive an Echo Reply from QE1? Yes No

Observations:

10.6 Sending Prefix Information to the Mobile Node
Test Description
Identifier: TD_MOB_1592 01 [Test Purpose: [TP_MOB_1592 01
Summary: 'HA schedules the delivery of the prefix information when a new prefix is added to its home subnet
interface'
Roles: Home_Agent |Configuration: |CF_MOB_02
References: RQ 001 1370, RQ 001 1592, RQ 001 1805
with { E1 away_from hone

and QE1 registered to EUT

ensure that
{ when { EUT generates a new prefix to the hone_address of QEl
before (QE4 sends a packet to QE1l
usi ng the new home_address
and indicating that a response is required) }
then { (E4 indicates receipt of a response from QELl }

}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
QEL1 connected to Foreign Network 1
QEL1 registered to EUT

Step Test Sequence Verdict

1 Cause EUT to generate a new prefix added on its home subnet interface

2 Wait for at least 3.5 seconds

3 Check: does QE1 indicate a new home address? Yes No
Observations: MIN_DELAY BETWEEN RAS (3,0 s) + MAX_RA DELAY TIME (0,5 s) = 3,5 s (cf. RFC 2561).

10.3.2 Primary Care-of Address De-Registration
Test Description
Identifier: TD _MOB_1526 01 [Test Purpose: [TP_MOB 1526 01
Summary: 'Home Agent rejects De-Registration Binding Update if no entry exists in its Binding Cache for the
Mobile Node'

Roles: Home_Agent, Home_Agent [Configuration: |CF_MOB_05
References: RQ 001 1526, RQ 001 1526, RQ 001 1527, RQ 001 1535
with { EUT di sconnected from Hone_Net wor k

and QE2 configured to have the same | P_address as EUT
and QE1 connected to a foreign_network
and QE1 registered to QE2

ensure that
{ when { QE2 is disconnected from Home_Net wor k
and EUT is connected to Honme_Network
and QE1 returns home }
then { QE4 and QE1 are unable to communicate }

}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)

QEZ2 is configured to serve the Home Network 1

QE2 and EUT are configured with the same IP address

EUT is disconnected from Home Network 1

QEL is connected to Foreign Network 1 and registered to its Home Agent QE2
QE2 is connected to Home Network 1
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Step Test Sequence Verdict
1 QEZ2 is disconnected from Home Network 1
2 EUT is connected to Home Network 1
3 Move QE1 to Home Network 1
4 Cause QE4 to send an Echo Request to the Home Address of QE1
5 Check: does QE4 receive an Echo Reply from QE1? No Yes
Observations:
Test Description
Identifier: TD_MOB_1528 01 [Test Purpose: [TP_MOB_1528 01
Summary: 'When accepting Care of Address de-registration Binding Update, Home Agent deletes any existing
entry in its Binding Cache for the Mobile Node'
Roles: Home_Agent [Configuration: [CF_MOB_02
References: RQ 001 1528, RQ 001 1529
with { QE1 away_from hone
and QE1 registered to EUT
and QE4 able to comunicate with QE1
and QE1 configured not to perform Route_Optim zation
}
ensure that
{ when { QE1 returns hone }
then { QB4 and QE1 are able to conmmunicate directly }
}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)

QEL1 is configured not to perform route optimization
QEL1 is connected to Foreign Network 1 and registered to its Home Agent EUT

}
{
}

Step Test Sequence Verdict
Pass
1 Move QE1 to Home Network 1
2 Wait a few seconds (to let QE1 deregister to EUT)
3 Disconnected EUT from Home Network 1
4 Cause QE4 to send an Echo Request directly to the Home Address of
QE1
5 Check: does QE4 receive an Echo Reply directly from QE1? Yes No
Observations:
Test Description
Identifier: TD_MOB_1528 01 [Test Purpose: [TP_MOB 1528 01
Summary: 'When accepting Care of Address de-registration Binding Update, Home Agent deletes any existing
entry in its Binding Cache for the Mobile Node'
Roles: Home Agent [Configuration: |CF_MOB_02
References: RQ 001 1528, RQ 001 1529
with { QE1 away_from hone

and QE1 registered to EUT
and QE4 able to communicate with QE1
and QE1 configured not to perform Route_Optim zation

ensure that

when { QEl returns hone }
then { QB4 and QE1 are able to comunicate directly }

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)

QEZ1 is configured not to perform route optimization
QEL1 is connected to Foreign Network 1 and registered to its Home Agent EUT

Step Test Sequence Verdict

Pass Fail

1 Move QE1 to Home Network 1

2 Wait a few seconds (to let QE1 deregister to EUT)

3 Disconnected EUT from Home Network 1

4 Cause QE4 to send an Echo Request directly to the Home Address of

QE1
5 Check: does QE4 receive an Echo Reply directly from QE1? Yes No

Observations:
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Test Description

Identifier: TD_MOB_1534 01 |Test Purpose: |[TP_MOB 1534 01

Summary: 'Home Agent stops intercepting packets for the mobile node on acceptance of the Primary Care of
Address De-Registration Binding Update'

Roles: Home Agent [Configuration: [CF_MOB_02

References: RQ 001 1534

with { E1 away_from hone

and QE1 registered to EUT

ensure that
{ when {

QE1 returns hone
and EUT is disconnected fromthe home_network }
then { QE4 and QE1 are able to conmunicate }

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)
QEL1 is connected to Foreign Network 1 and registered to its Home Agent EUT

Step Test Sequence Verdict
Pass Fail

1 Move QE1 to Home Network 1

2 Wait a few seconds (to let QE1 register to EUT)

3 EUT is disconnected from Home Network 1

4 Cause QE4 to send an Echo Request to the Home Address of QE1

5 Check: does QE4 receive an Echo Reply from QE1? Yes No
Observations:

10.3.1 Primary Care-of Address Registration
Test Description
Identifier: TD _MOB_1818 01 [Test Purpose: [TP_MOB 1818 01
Summary: 'A Binding Update contains a Home Address destination option.'
Roles: Home Agent [Configuration: [CF_MOB_02
References: RQ 001 1818
with
{ QEl1 at_hone
ensure that
{ when { E1 noves to a foreign_network
and QE1 sends a Bindi ng_Update
contai ning no Home_Address_Destinati on_Option }
then { QB4 and QE1 are unable to conmunicate }
Pre-test conditions: |Not testable by interoperability means
Step Test Sequence Verdict
Pass | Fail

Observations: It is not possible to send a Binding Update containing no Home Address!

Test Description

}

ensure that

Identifier: TD_MOB_1825 01 |Test Purpose: |[TP_MOB 1825 01

Summary: 'When Home Agent processes a Binding Update secured by IPsec, the contents of Home Address
Option is not checked'

Roles: Home Agent [Configuration: [CF_MOB_05

References: RQ 001 1825

with { QE1 configured not to perform Route_Optim zation

and QE1 away_from hone

and QE1 registered to EUT

and EUT configured to accept any secured Binding_Update from QE1
and QE1 configured to send only a secured Binding Update to EUT

{ when { QE1 sends a Binding_Update secured by | Psec

}
then { EUT accepts the packet }

containing a Home_Address_Option
not indicating its Honme_Address
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Pre-test conditions:

Not testable by IOP means

Step

Test Sequence Verdict

Pass | Fail

Observations:

Test Description

Identifier: TD_MOB_1826_01 [Test Purpose: [TP_MOB 1826 01
Summary: 'Home Agent updates the entry in its Binding Cache upon receipt of a Binding Update'
Roles: Home Agent [Configuration: |CF_MOB_02
References: RQ 001 1826

with { E1 away_from hone

and QE1 registered to EUT
and QE1 configured not to perform Route_Optim zation

ensure that

{ when { QEl1 noves to another foreign_network }
then { QE3 and QE1 are able to conmunicate }

}

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)
QEL is connected to Foreign Network 1 and registered to its Home Agent EUT
QEL1 is configured not to perform Route Optimization

Step Test Sequence Verdict
Pass Fail
1 Move QE1 to Foreign Network 2
2 Cause QE3 to send an Echo request to the Home Address of QE1
3 Check: does QE3 receive an Echo Reply from QE1? Yes No

Observations:

Test Description

Identifier: TD_MOB_1494 01 [Test Purpose: [TP_MOB 1494 01

Summary: ‘Home Agent returns a type "132" Binding Acknowledgment upon receipt of a Binding Update which
Home Address is not on link'

Roles: Home Agent [Configuration: |CF_MOB_02

References: RQ 001 1494

with { (E1 di sconnected fromthe home_network

and QE1 configured not to perform Route_Optim zation

ensure that
{ when {

QE1 is connected to a foreign_network

and EUT receives a Binding_Update

then {
}

containing a Home_Address not on_link }
E4 and QE1 are unable to communicate }

Pre-test conditions:

NOT TESTABLE BY INTEROPERABILITY MEAN
no node can answer to an address which is not on link

Step

Test Sequence Verdict

Pass | Falil

Observations:

Test Description

Identifier: TD_MOB_1496 01 [Test Purpose: [TP_MOB 1496 01

Summary: '‘Correspondent Node sends a type "131" Binding Acknowledgment when receiving a Home
Registration Binding Update'

Roles: Correspondent_Node, Configuration: CF_MOB_04
Correspondent_Node, Mobile_Node

References: RQ 001 1496, RQ 001 1496

with { EUT at _hone

and QE5 at_hone

and QE5 configured 'to use EUT as Hone Agent'

ensure that

{ when { QE5 noves to a foreign_network }
then { QE3 and QE5 are unable to conmmunicate }

}
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Pre-test conditions:

The cleaning procedure has been run (see configuration comments)
EUT is connected to Home Network 2

QES5 is connected to Home Network 2

QES5 is configured to use EUT as Home Agent

Step Test Sequence Verdict
Pass Fail
1 Move QES5 to Foreign Network 2
2 Cause QE3 to send an Echo Request to the Home Address of QE5
3 Check: does QE3 receive an Echo Reply from QE5? No Yes
Observations:
Test Description
Identifier: TD_MOB_1497 01 |Test Purpose: [TP_MOB_1497 01
Summary: 'Home Agent creates a new entry in its Binding Cache upon receipt of a Binding Update'
Roles: Home_Agent [Configuration: |CF_MOB_02
References: RQ 001 1497
with
{
E1 at_home
and QE1 configured not to perform Route_Optim zation
ensure that
{ when { QE1 noves to a foreign_network }
then { QB4 is able to conmmunicate with QE1 }
}
Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
QEL1 is connected to Home Network 1
QEL1 is configured not to perform Route Optimization
Step Test Sequence Verdict
Pass Fail
1 Move QEL1 to Foreign Network 1
2 Wait a few seconds (to let QE1 register to EUT)
3 Cause QE4 to send an Echo Request to the Home Address of QE1
4 Check: does QE4 receive an Echo Reply from QE1? Yes No

Observations:

Test Description

Identifier: TD_MOB_1500 01 |Test Purpose: [TP_MOB_1500 01

Summary: 'Home Agent maintains a Binding Cache entry from receipt of a Binding Update until the Binding
Lifetime expires'

Roles: Home_Agent [Configuration: [CF_MOB_02

References: RQ 001 1497, RQ 001 1500, RQ 001 1522

with { QE1 at_home

and QE1 configured not to perform Route_Optim zation

ensure that

{ when { QE1 noves to a foreign_network }
then { QE4 and QEl1 are able to conmunicate

}

within the Binding_Lifetine }

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)
QE1 is connected to Home Network 1

QEL1 is configured not to perform Route Optimization

EUT is configured to set the binding lifetime to 2 minutes

QE3 is disconnected from Home Network 1

QE3 is configured with the same Ethernet address as QE1
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Step Test Sequence

Verdict
Pass Fail

Move QEL1 to Foreign Network 1

Wait a few seconds (to let QE1 register with its Home Agent)

Cause QE4 to send an Echo Request to QE1

Check: does QE4 receive en Echo Reply from QE1

Disconnect QE1 from Foreign Network 1

Wait a period a little less long than the Binding Lifetime

Connected QE3 to Home Network 1

Wait for the expiration of the binding lifetime

OO |IN|O|OT|D|WIN|F-

Cause QE4 to send an Echo Request to QE1

10 Check: does QE4 receive en Echo Reply from QE1?

No Yes

Observations: DAD occurs at step 7

Test Description

Identifier: TD_MOB_1501 01 [Test Purpose: [TP_MOB 1501 01

Summary: ‘Home Agent performs Duplicate Address Detection on home link before sending a Binding
Acknowledgment'

Roles: Home_Agent [Configuration: |CF_MOB_02

References: RQ 001 1501, RQ 001 1502, RQ 001 1503

with { E1 at_hone

and QE3 di sconnected from home_net wor k
and QE3 having the same home_address as QE1l

ensure that

{ when { E1 is disconnected fromthe home_network
and QE3 is connected to the home_network
and QE1 is connected to a foreign_network }

then { QB4 and QE1 are unable to conmunicate }

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
QE1 is connected to Home Network 1
QE3 is manually configured with the same Home Address as QE1

Verdict

Step Test Sequence
1 Move QE1 to Foreign Network 1
2 Wait a few seconds (to let QE1 register to EUT)
3 Disconnect QE3 from Home Network 1
4 Cause QE4 to send an Echo Request to the Home Address of QE1

5 Check: does QE4 receive an Echo Reply from QE1?

No Yes

Observations:

Test Description

Identifier: TD_MOB_1503_01 |Test Purpose: [TP_MOB_1503 01

Summary: 'Home Agent returns a type "134" Binding Acknowledgement when Duplicate Address Detection for
the Home Address / Link Local Address fails'

Roles: Home Agent [Configuration: |CF_MOB_02

References: RQ 001 1503

with { QE1 di sconnected from hone_net wor k

and QE3 connected to hone_network
and QE3 configured to have the same link_| ocal _address as QEl

ensure that
{ when { QE1 is connected to a foreign_network }
then { QB4 and QE1 are unable to conmunicate }
}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
QEL1 is disconnected from Home Network 1
QE3 is connected on Home Network

QE3 is manually configured with the same link-local address as QE1
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Step Test Sequence Verdict
Pass Fail
1 QEL1 is connected to Foreign Network 1
2 Cause QE4 to send an Echo Request to QE1
3 Check: does QE4 receive an Echo Reply from QE1? No Yes

Observations:

Test Description

Identifier: TD_MOB_1507_01 |Test Purpose: |[TP_MOB_1507 01
Summary: 'Home Agent removes binding when the associated prefix valid lifetime expires'
Roles: Home_Agent [Configuration: [CF_MOB_02
References: RQ 001 _1507

with { QE1 away_from hone

and QE1 registered to the EUT
and QE1 configured not to perform Route_Optim zation

ensure that

{ when { the prefix_lifetime expires at the EUT }
then { QB4 and QE1 are unable to conmunicate }

}

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)

EUT is configured to accept only secured Mobile Prefix Solicitations.
QEL1 is configured to send unsecured Mobile Prefix Solicitations.

QEL1 is configured not to perform Route Optimization

QEL is connected to Foreign Network 1 and registered to its Home Agent
R1 is configured to advertise a valid prefix lifetime of 1 minute

Step Test Sequence Verdict
Pass Fail
1 Wait a minute (to let the prefix A become invalid)
2 Cause QE4 to send an Echo Request to QE1
3 Check: does QE4 receive an Echo Reply from QE1? No Yes

Observations:

Test Description

Identifier: TD_MOB_1510 01 |Test Purpose: |[TP_MOB 1510 01
Summary: 'Home Agent returns a Binding Acknowledgment in response to a Binding Update'

Roles: Home_Agent, Home_Agent [Configuration: [CF_MOB_02

References: RQ_001_1510, RQ_001_1501, RQ_001_1510, RQ_001_1511, RQ 001_1516, RQ_001_1517,

RQ 001 2002, RQ 001 2013, RQ 001 2029

with { QE1 at_hone }
ensure that

{ when { QE1 noves to a foreign_network }
then { QB4 and the EUT are able to conmunicate }

}

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)
QEL1 is connected to Home Network 1

Step Test Sequence Verdict
Pass Fail
1 Move QE1 to Foreign Network 1
2 Wait a few seconds (to let the QE1 register with its Home Agent)
3 Cause QE4 to send an Echo Request to the Home Address of QE1
4 Check: does QE4 receive an Echo Reply from QE1? Yes No

Observations:
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Test Description

Identifier: TD_MOB_1500 01 |Test Purpose: [TP_MOB_1500 01

Summary: 'Home Agent maintains a Binding Cache entry from receipt of a Binding Update until the Binding
Lifetime expires'

Roles: Home_Agent [Configuration: [CF_MOB_02

References: RQ 001 1497, RQ 001 1500, RQ 001 1522

with { QE1 at_home

and QE1 configured not to perform Route_Optim zation

ensure that
{ when { QE1 noves to a foreign_network }
then { QE4 and QEl1 are able to communicate
within the Binding_Lifetine }
}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
QE1 is connected to Home Network 1

QEL1 is configured not to perform Route Optimization

EUT is configured to set the binding lifetime to 2 minutes

QE3 is disconnected from Home Network 1

QE3 is configured with the same Ethernet address as QE1

Step Test Sequence Verdict

Pass Fail

Move QE1 to Foreign Network 1

Wait a few seconds (to let QE1 register with its Home Agent)

Cause QE4 to send an Echo Request to QE1

Check: does QE4 receive en Echo Reply from QE1?

Disconnect QE1 from Foreign Network 1

Wait a period a little less long than the Binding Lifetime

Connected QE3 to Home Network 1

Wait for the expiration of the binding lifetime

OO |IN|O ||| WIN|F-

Cause QE4 to send an Echo Request to QE1

10 Check: does QE4 receive en Echo Reply from QE1? No Yes

Observations: DAD occurs at step 7.

10.3 Processing Bindings

Test Description

Identifier: TD_MOB_1366_01 |Test Purpose: [TP_MOB_1366_01

Summary: 'Home Agent returns a Binding_Acknowledgement message in response to a Binding Update
message'

Roles: Home_Agent [Configuration: [CF_MOB_02

References: RQ 001 1366

with { QE1 at_hone

ensure that
{ when { E1 noves to a foreign_network
and QE1 receives a packet from QE4
indicating that a response is required }
then { (E4 indicates recei pt of the response}

}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
QE1 connected to Home Network 1

Step Test Sequence Verdict
Pass Fail
1 Move QE1 to foreign network 1
2 Wait a few seconds
3 Cause QE4 to send an Echo Request to the Home Address of QE1

4 Check: does QE4 receive an Echo Reply from QE1? Yes No

Observations:
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10.4.1 Intercepting Packets for a Mobile Node
Test Description
Identifier: TD_MOB_1536_01 [Test Purpose: [TP_MOB _1536_01
Summary: 'HA intercepts packets for registered mobile node on the home network and uses reverse tunnel
encapsulation’
Roles: Home_Agent |Configuration: |CF_MOB_02
References: RQ 001 1364, RQ 001 1536, RQ 001 1551, RQ 001 1568
with { E1 away_from hone
and QE1 registered to EUT

and QE1 configured not to perform Route_Optim zation

ensure that
{ when { QE3

then { QE3

is requested to send a packet to QE1l
indicating that a response is required }
indicates recei pt of the response }

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)
QEL1 is connected to Foreign Network 1 and has registered to its Home Agent EUT
QEL1 is configured NOT to perform route optimization

Step Test Sequence Verdict
Pass Fail
1 Cause QE3 to send an Echo Request to the Home Address of QE1
2 Check: does QE3 receive an Echo Reply from QE1? Yes No

Observations:

Very Similar to TD_MOBILITY_1547 01.

Test Description

Identifier: TD_MOB_1537_01 |Test Purpose: |[TP_MOB 1537 01
Summary: 'HA multicasts Neighbour Advertisement in Home network in order to intercept packets for mobile
node’
Roles: Home_Agent, Home_Agent [Configuration: [CF_MOB_02
References: RQ_001_1537, RQ_001_1537, RQ_001_1539, RQ_001_1540, RQ_001_1541, RQ_001_1542,
RQ_001 1543, RQ 001 1544
with { E1 at home
and QE1 having established communication to QE3
ensure that
{ when { E1 noves to a foreign_network
}
then { QE3 updates its Nei ghbor_Di scovery_cache_entry
for the link_|l ocal _address of QE1 }
}

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)

QE1 is connected to Home Network 1

QE3 has already sent packets to the home address of QE1

QE4 is configured with the same link-layer address as QE1 and with the Home Address of QE1
Configure R2 to advertise Prefix A instead of Prefix C

Step Test Sequence Verdict

Pass Fail

1 Move QEL1 to Foreign Network 1

2 Wait a few seconds (for QE1 to register with its Home Agent EUT)

3 Disconnect EUT

4 Connect Home Network 1 and Home Network 2 together

5 Cause QE3 to send an Echo Request to the home address of QE1

6 Check: does EUT receive an Echo Reply? No Yes

Observations: Explanation:

If EUT behaves correctly (i.e. sends a NA) then QE3 will send the Echo Request to the link-layer
address of EUT and will not receive any Echo Reply.

If EUT behaves incorrectly (i.e. sends no NA) then QE3 will send the Echo Request to the link-layer
address of QE1, which is equal to QE4's one and will receive any Echo Reply.

HN1 and HN2 are connected together to avoid QE4 performing DAD and advertising itself

NOTE:  Go through steps 1 to 5 quickly enough to avoid neighbour cache expiry on QE3.
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Test Description

Identifier: TD_MOB_1538_01 |Test Purpose: |[TP_MOB 1538 01

Summary: 'HA multicast Neighbour Advertisement to intercept the packets to the link_local_address of a
registered mobile node'

Roles: Home_Agent, Home_Agent [Configuration: [CF_MOB_02

References: RQ_001_1538, RQ_001_1538, RQ_001_1539, RQ_001_1540, RQ_001_1541, RQ_001_1542,
RQ 001 1543, RQ 001 1544

with { E1 at_home

and QE1 using the sanme Interface_ID for its |link_|ocal_address
and its hone_address
and QE3 having established communication
to the link_l ocal _address of QEl

ensure that
{ when { QE1 noves to a foreign_network }
then { QE3 updates the Nei ghbor_Di scovery_cache_entry
for the link_|l ocal _address of QE1 }
}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)

QEL1 is connected to Home Network 1

QE1 uses the same Interface ID for both its link-local address and its home address
QE3 has already sent packets to the link-local address of QE1

QE4 is configured with the same link-layer address as QE1

Configure R2 to advertise Prefix A instead of Prefix C

Step Test Sequence Verdict

Pass Fail

Move QE1 to Foreign Network 1

Wait a few seconds (for QE1 to register with its Home Agent EUT)

Disconnect EUT

Connect Home Network 1 and Home Network 2 together

QBR|IWIN|F

Cause QE3 to send an Echo Request to the link-local address of QE1

6 Check: does EUT receive an Echo Reply? No Yes

Observations: Explanation:

QE1 sends Binding Updates with the L flag activated (same interface ID for link-local and home
addresses).

If EUT behaves correctly (i.e. sends a NA) then QE3 will send the Echo Request to the link-layer
address of EUT and will not receive any Echo Reply.

If EUT behaves incorrectly (i.e. sends no NA) then QE3 will send the Echo Request to the link-layer
address of QE1, which is equal to QE4's one and will receive any Echo Reply.

HN1 and HN2 are connected together to avoid QE4 performing DAD and advertising itself.

Test Description

Identifier: TD_MOB_1547 01 [Test Purpose: [TP_MOB 1547 01

Summary: 'HA act as proxy for a registered mobile node and reply to any received Neighbour Solicitations for
it'

Roles: Home_Agent, Home Agent [Configuration: |CF_MOB_02

References: RQ 001 1547, RQ 001 1547, RQ 001 1548, RQ 001 1549

with { QE3 'is disconnected'

and QE1 away_from hone
and QE1 registered to EUT

ensure that
{ when { QE3 is connected to its home_network
and QE3 is requested to send a packet to QE1l
indicating that a response is required }
then { QE3 indicates receipt of the response }

Pre-test conditions: The cleaning procedure has been run (see configuration comments)
QE3 is disconnected
QEL1 is connected to Foreign Network 1 and registered to its Home Agent QE1

Step Test Sequence Verdict
Pass Fail
1 Connect QE3 to Home Network 1
2 Cause QE3 to send an Echo Request to the Home Address of QE1
3 Check: does QE3 receive an Echo Reply? Yes No
Observations: Very Similar to TD_MOBILITY_1536_01.
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10.4.2 Processing Intercepted Packets
Test Description
Identifier: TD_MOB_1536_01 [Test Purpose: [TP_MOB _1536_01
Summary: 'HA intercepts packets for registered mobile node on the home network and uses reverse tunnel
encapsulation’
Roles: Home_Agent |Configuration: |CF_MOB_02
References: RQ 001 1364, RQ 001 1536, RQ 001 1551, RQ 001 1568

with { E1 away_from hone
and QE1 registered to EUT
and QE1 configured not to perform Route_Optim zation

ensure that
{ when { QE3 is requested to send a packet to CEl
indicating that a response is required }
then { QE3 indicates receipt of the response }

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
QEL1 is connected to Foreign Network 1 and has registered to its Home Agent EUT
QEL1 is configured NOT to perform route optimization

Step Test Sequence Verdict
Pass Fail
1 Cause QE3 to send an Echo Request to the Home Address of QE1
2 Check: does QE3 receive an Echo Reply from QE1? Yes No
Observations: Very Similar to TD_MOBILITY 1547 01.

Test Description

Identifier: TD_MOB_1552_01 [Test Purpose: [TP_MOB 1552 01
Summary: 'HA does not tunnel packets to the link_local_address of mobile node'

Roles: Home_Agent, Home_Agent [Configuration: [CF_MOB_02
References: RQ_001_1552, RQ_001 1552, RQ 001 1553

with { E1 away_from hone

and QE1 registered to EUT

ensure that
{ when { QE3 is requested to send a packet
to the link_| ocal _address of QE1l
indicating that a response is required }
then { QE3 indicates no receipt of the response }

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
QE1 is connected to Foreign Network 1 and registered to its Home Agent QE1
Step Test Sequence Verdict

Pass Fail

1 Cause QE3 to send an Echo Reply to the link-layer address of QE1
2 Check: does QE3 receive an Echo Reply? No Yes
Observations:
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Test Description

Identifier: TD_MOB_1555 01 |Test Purpose: |[TP_MOB_1555 01
Summary: 'HA does not tunnel multicast packets with a scope smaller than global to the mobile node '
Roles: Home_Agent, Home_Agent [Configuration: [CF_MOB_02

References: RQ_001_1555, RQ_001_ 1556, RQ_001_ 1555, RQ_001_ 1556

with { QE1 subscribed to a link_local _rmulticast_group

and QE1 subscribed to a organization_|l ocal _nulticast_group
and QE1 away_from hone
and QE1 registered to EUT

ensure that

{ when { E3 is requested to send a packet
to the link_|local _multicast_group
indicating that a response is required

and QE3 is requested to send a packet
to the organization_|l ocal _nul ticast_group
indicating that a response is required }
then { QE3 indicates no receipt of any response }

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
QE1 is connected to Foreign Network 1
QE1 has registered to multicast group FF12::1
QE1 has registered to multicast group FF18::1
Step Test Sequence Verdict
Pass Fail
1 Cause QE3 to send an Echo Request to the multicast address FF12::1
2 Check: does QE3 receive an Echo Reply
3 Cause QE3 to send an Echo Request to the multicast address FF18::1
4 Check: does QE3 receive an Echo Reply? No Yes
Observations: FF12::1is a link-local scope, non reserved, multicast address
FF18::1 is an organization-local scope, non reserved, multicast address
Test Description
Identifier: TD_MOB_1555 01 |Test Purpose: |[TP_MOB_1555 01
Summary: 'HA does not tunnel multicast packets with a scope smaller than global to the mobile node'
Roles: Home_Agent, Home Agent [Configuration: |CF_MOB_02
References: RQ_001_1555, RQ_001_1556, RQ 001 1555, RQ _001_1556
with { QE1 subscribed to a link_local _multicast_group

and QE1 subscribed to a organization_|l ocal _nmulticast_group
and QE1 away_from hone
and QE1 registered to EUT

ensure that

{ when { E3 is requested to send a packet
to the link_|local _multicast_group
indicating that a response is required

and QE3 is requested to send a packet
to the organization_|l ocal _nul ticast_group
indicating that a response is required }
then { QE3 indicates no receipt of any response }

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
QE1 is connected to Foreign Network 1

QE1 has registered to multicast group FF12::1

QE1 has registered to multicast group FF18::1

Step Test Sequence Verdict

Pass Fail

Cause QE3 to send an Echo Request to the multicast address FF12::1
Check: does QE3 receive an Echo Reply?

Cause QE3 to send an Echo Request to the multicast address FF18::1
Check: does QE3 receive an Echo Reply? No Yes
Observations: FF12::1 is a link-local scope, non reserved, multicast address.

FF18::1 is an organization-local scope, non reserved, multicast address.

AIW|IN| -
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Test Description

Identifier: TD_MOB_1557_01 |Test Purpose: |[TP_MOB 1557 01
Summary: 'HA tunnels multicast packets with a global scope to the mobile node'

Roles: Home_Agent, Home_Agent [Configuration: [CF_MOB_02
References: RQ _001_1372, RQ_001 1557, RQ 001 1557

with { QE1 subscribed to a global _nmulticast_group

and QE1 away_from hone
and QE1 registered to EUT

ensure that
{ when { QE3 is requested to send a packet to the global _nulticast_group
indicating that a response is required }

then { QE3 indicates receipt of the response }
}
Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
QEL1 is connected to Home Network 1
QE1 has registered to multicast group FF1E::1
Step Test Sequence Verdict
Pass Fail

1 Move QE1 to Foreign Network 1

2 Cause QE3 to send an Echo Request to the multicast address FF1E::1

3 Check: does QE3 receives an Echo Reply?

4 Disconnect EUT

5 Cause QE3 to send an Echo Request to the multicast address FF1E::1

6 Check: does QE3 receives an Echo Reply? No Yes
Observations: FF1E::1is a global scope, non reserved, multicast group.

10.4.3 Multicast Membership Control
Test Description

Identifier: TD_MOB_1560 01 [Test Purpose: [TP_MOB_1560 01
Summary: 'if multicast forwarding is not supported, HA ignores multicast group membership control messages'
Roles: Home_Agent [Configuration: |CF_MOB_02
References: RQ 001 1560
with { QE1 subscribed to a global _multicast_group

and EUT unable to support multicast_data_packet_forwarding
and QE1 away_from hone
and QE1 registered to EUT

ensure that
{ when { QE3 is requested to send a packet
to the gl obal _multicast_group }
then { QE3 indicates no receipt of the response }

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
QEL1 is connected to Foreign Network 1

QEL1 has registered with its Home Agent EUT

EUT does not support multicast data packet forwarding

Step Test Sequence Verdict
1 Cause QE1 to register to multicast group FF1E::1
2 Cause QE3 to send an Echo Reply to multicast address FF1E::1
3 Check: does QE3 receive an Echo Reply? No Yes

Observations:
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Test Description

Identifier: TD_MOB_1807_01 [Test Purpose: [TP_MOB 1807 01
Summary: 'If HA support the multicast group membership control protocols, HA must be capable to determine
which multicast data packets to forward via the tunnel to MN'
Roles: Home Agent [Configuration: [CF_MOB_02
References: RQ 001 1561, RQ_001 1807
-- Config-HA
with { QE1 connected to honme_network

and QE1 subscribed to a global _nmulticast_group
and QE3 subscribed to another global multicast_group

ensure that

{ when { (E1 noves to a foreign_network
and QE1 registers to EUT }
then { (E1 receives packets fromits global _nulticast_group }
}

Pre-test conditions: |[NOT TESTABLE BY INTEROPERABILITY MEANS
You do not know if the Home Agent do not forward the multicast packets or if the Mobile Node drops
this packets

Step Test Sequence Verdict
Pass | Fail

Observations:

10.4.5 Handling ReverseTunnelled Packets
Test Description
Identifier: TD_MOB_1536_01 [Test Purpose: [TP_MOB _1536_01
Summary: 'HA intercepts packets for registered mobile node on the home network and uses reverse tunnel
encapsulation'
Roles: Home Agent [Configuration: |CF_MOB_02
References: RQ 001 1364, RQ 001 1536, RQ 001 1551, RQ 001 1568
with { E1 away_from hone

and QE1 registered to EUT
and QE1 configured not to perform Route_Optim zation

ensure that
{ when { QE3 is requested to send a packet to CEl
indicating that a response is required }
then { QE3 indicates receipt of the response }

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
QE1 is connected to Foreign Network 1 and has registered to its Home Agent EUT
QE1 is configured NOT to perform route optimization

Step Test Sequence Verdict
Pass Fail
1 Cause QE3 to send an Echo Request to the Home Address of QE1
2 Check: does QE3 receive an Echo Reply from QE1? Yes No
Observations: Very Similar to TD_MOBILITY 1547 01.

Test Description

Identifier: TD _MOB_1536_01 [Test Purpose: [TP_MOB 1536 01

Summary: 'HA intercepts packets for registered mobile node on the home network and uses reverse tunnel
encapsulation’

Roles: Home Agent [Configuration: [CF_MOB_02

References: RQ 001 1364, RQ 001 1536, RQ 001 1551, RQ 001 1568

wth { E1 away_from home

and QE1 registered to EUT
and QE1 configured not to perform Route_Optim zation

ensure that
{ when { QE3 is requested to send a packet to CEl
indicating that a response is required }
then { QE3 indicates receipt of the response }

}

ETSI



48 ETSI TS 102 598 V1.

1.1 (2007-06)

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
QEL1 is connected to Foreign Network 1 and has registered to its Home Agent EUT
QEL1 is configured NOT to perform route optimization

Step Test Sequence Verdict
Pass Fail
1 Cause QE3 to send an Echo Request to the Home Address of QE1
2 Check: does QE3 receive an Echo Reply from QE1? Yes No
Observations: Very Similar to TD_MOBILITY_1547 01.
10.4.6 Protecting Return Routability packets
Test Description
Identifier: TD _MOB_1371 01 [Test Purpose: [TP_MOB 1371 01
Summary: 'Home Agent supports ESP protection of Home Test and Home Test Init messages'
Roles: Home_Agent [Configuration: [CF_MOB_02
References: RQ 001 1371
with { QE4 configured to performroute_optim zation
and QE1 configured to performroute_optim zation
and QE1 configured to protect return_routability_packets
usi ng ESP
ensure that
{ when { QE1 noves to a Forei gn_Network
before QE4 sends a packet to QE1l
indicating that a response is required }
then { QE4 indicates receipt of the response directly from QEl }
}
Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
QE4 is configured to perform route optimization
QEL1 is configured to perform route optimization
QE1 is configured to protect return routability packets using ESP
QE1 connected to Home Network 1
Step Test Sequence Verdict
Pass Fail
1 Move QE1 to Foreign Network 1
2 Wait a few seconds
3 Cause QE4 to send an Echo Request to QE1
4 Check: does QE4 receive Echo Reply?
5 Disconnect EUT
6 Cause QE4 to send an Echo Request to QE1
7 Check: does QE4 receive Echo Reply? Yes No

Observations:

Test Description

Identifier: TD_MOB_2014 01 |Test Purpose: [TP_MOB_2014 01
Summary: 'Home Agent supports Home Test Init secured using tunnel_mode ESP'

Roles: Home Agent [Configuration: |CF_MOB_02
References: RQ _001_ 1571, RQ_001 2034, RQ 001 2035

with { QE1 configured to protect any Home_Test_Init to EUT

usi ng tunnel _node_ESP
and EUT configured to accept only Hone_Test I nit secured
usi ng tunnel _node_ESP from QE1
and QE1 configured to performroute_optim zation
and QB4 configured to performroute_optim zation
and QE1 is away_from hone
and QE1 registered to EUT
}
ensure that
{ when { a Security_Association is established between EUT and CQEl
and QE1 noves to a foreign_network }
then { QE4 and QE1 are able to conmmunicate directly }
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Pre-test conditions:

The cleaning procedure has been run (see configuration comments)

QEL1 is configured to protect Home Test Init sent to EUT using tunnel mode ESP

EUT is configured to accept only Home Test Init protected using tunnel mode ESP from QE1
QEL1 configured to perform Route Optimization

QE4 configured to perform Route Optimization

QE1 is away from Home and registered to its Home Agent EUT

Step

Verdict
Fail

Test Sequence

Pass

Cause QE4 to send an Echo Request to the Home Address of QE1

Wait a few second (to let QE1 register to QE4)

Disconnect EUT from Home Network 1

Cause QE4 to send an Echo Request to the Home Address of QE1

QR W|IN|F

Check: does QE4 receive an Echo Reply from QE1? Yes No

Observations:

Test Description

Identifier: TD_MOB_1574 01 |Test Purpose: |[TP_MOB_1574_01
Summary: 'Home Agent supports the protection of Home Test and Home Test Init messages'
Roles: Home_Agent [Configuration: [CF_MOB_02
References: RQ 001 1574
with { QE4 configured to performroute_optim zation
and QE1 configured to performroute_optim zation
and QE1 away_from hone
and QE1 registered to EUT
and QE1 configured to protect return_routability_packets
}
ensure that
{ when { QE1l receives a packet from QE4
indicating that a response is required }
then { QEl1 sends the response directly to QE4 }
}

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)
QE4 is configured to perform route optimization

QEL1 is configured to perform route optimization

QE1 is away from home and registered to EUT

QE1 is configured to protect return routability packets with QE1

Verdict

Step Test Sequence
1 Cause QE4 to send an Echo Request to the Home Address of QE1
2 Check: does QE4 receive an Echo Reply from QE1?
3 Wait a few seconds (to let QE4 and QEL1 process the return routability
procedure)
4 Disconnect EUT from Home Network 1
5 Cause QE4 to send an Echo Request to the Home Address of QE1
6 Check: does QE4 receive an Echo Reply from QE1?

No

Yes

Observations:

RRP is performed during first echo exchange.

11 Mobile Node Operation
Test Description
Identifier: TD_MOB_1003_01 |Test Purpose: [TP_MOB_1003 01
Summary: 'MN continues to communicate after moving to a new link'
Roles: Mobile_Node [Configuration: |CF_MOB_03
References: RQ 001 1002, RQ 001 1003, RQ 001 1004
with { EUT connected in hone_net work

and EUT registered to QE1
and EUT and QE4 established in communication

ensure that
{ when {

and QE4 is requested to send a packet to EUT

then { CQE4

EUT noves to a foreign_network

indicating that a response is required }
indicates recei pt of the response fromthe EUT }
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Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
EUT is connected to Home Network 1
Step Test Sequence Verdict

Pass Fail

1 Cause EUT to send an Echo Request to QE4
2 Check: does EUT receive an Echo Reply from QE4?
3 Move EUT to Foreign Network 1
4 wait a few seconds (to let the EUT register with its Home Agent).
5 Cause QE4 to send an Echo Request to the Home Address of EUT
6 Check: does QE4 receive an Echo Reply from EUT? Yes No
Observations:
11.3 Packet Processing
Test Description
Identifier: TD_MOB_1003_01 |Test Purpose: [TP_MOB_1003 01
Summary: 'MN continues to communicate after moving to a new link'
Roles: Mobile_Node [Configuration: |CF_MOB_03
References: RQ 001 1002, RQ 001 1003, RQ 001 1004
with { EUT connected in hone_net work

and EUT registered to QE1
and EUT and QE4 established in conmmunication

ensure that
{ when { EUT noves to a foreign_network
and QE4 is requested to send a packet to EUT
indicating that a response is required }
then { QE4 indicates receipt of the response fromthe EUT }

== XXXXX XXX XXX XXX XXX XXX XXX XXX XXX XXX - -

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
EUT is connected to Home Network 1
Step Test Sequence Verdict
Pass Fail
1 Cause EUT to send an Echo Request to QE4
2 Check: does EUT receive an Echo Reply from QE4?
3 Move EUT to Foreign Network 1
4 wait a few seconds (to let the EUT register with its Home Agent)
5 Cause QE4 to send an Echo Request to the Home Address of EUT
6 Check: does QE4 receive an Echo Reply from EUT? Yes No
Observations:
11.3.1 Sending Packets While Away From Home
Test Description
Identifier: TD_MOB_1820 01 |Test Purpose: [TP_MOB 1820 01
Summary: 'When Home Agent receives a packet from Mobile Node using reverse tunnelling, it forwards the
encapsulated packet to Correspondent Node'
Roles: Home_Agent, Home_Agent [Configuration: [CF_MOB_02
References: RQ 001 1820, RQ 001 1820
with { E1 away_from hone

and QE1 registered to EUT
and QE1 configured not to perform Route_Optim zation

ensure that
{ when { EUT is disconnected }
then { QE1 and QE4 are unable to conmmunicate with QE4 }

}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
QEL is connected to Foreign Network 1 and registered to EUT
QEL1 is configured NOT to perform Route Optimization
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Verdict

Step Test Sequence
1 Cause QE4 to send an Echo Request to the Home Address to QE1
2 Check: does QE4 receive an Echo Reply from QE1?
3 Disconnect EUT from Home Network 1
4 Cause QE4 to send an Echo Request to the Home Address to QE1
5 Check: does QE4 receive an Echo Reply from QE1?
Observations:

Test Description

Identifier: TD_MOB_1003_01 |Test Purpose: [TP_MOB_1003 01
Summary: 'MN continues to communicate after moving to a new link'

Roles: Mobile_Node [Configuration: |CF_MOB_03
References: RQ 001 1002, RQ 001 1003, RQ 001 1004

with { EUT connected in hone_net work

and EUT registered to QE1
and EUT and QE4 established in conmmunication

ensure that
{ when { EUT noves to a foreign_network
and QE4 is requested to send a packet to EUT
indicating that a response is required }

then { QE4 indicates receipt of the response fromthe EUT }
}

Verdict

Yes No

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
EUT is connected to Home Network 1
Step Test Sequence
1 Cause EUT to send an Echo Request to QE4
2 Check: does EUT receive an Echo Reply from QE4?
3 Move EUT to Foreign Network 1
4 wait a few seconds (to let the EUT register with its Home Agent).
5 Cause QE4 to send an Echo Request to the Home Address of EUT
6 Check: does QE4 receive an Echo Reply from EUT?
Observations:

Test Description

Identifier: TD_MOB_1612 01 [Test Purpose: [TP_MOB 1612 01

Summary: ‘When MN starts a transport-level connections at Home, it conserves that connection
away_from_home'

Roles: Mobile_Node [Configuration: |CF_MOB_03

References: RQ 001 1612

with { EUT connected in hone_network

and EUT having established a transport_connection to QE3

ensure that
{ when { EUT noves to a foreign_network }

then { EUT and QE3 are able to communicate
using the transport_connection }
}
Pre-test conditions: The cleaning procedure has been run (see configuration comments)
EUT connected to Home Network 1
Step Test Sequence Verdict
Pass Fail
1 Cause EUT to establish a transport-level connection (telnet, ftp, ssh, etc.)
with QE3
2 Move EUT to foreign network 1
3 Check: Is the transport-level connection established in step 1 still alive? Yes No
Observations:
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Test Description

Identifier: TD_MOB_1613 01 |Test Purpose: [TP_MOB 1613 01

Summary: 'When MN starts a transport-level connections in Foreign network, it conserves this connection into
another Foreign network’

Roles: Mobile_Node [Configuration: [CF_MOB_03

References: RQ 001 1613

with { EUT away_from honme

and EUT registered to QE1
and EUT having established a transport_connection to QE3

ensure that
{ when { EUT noves to another foreign_network }
then { EUT and QE3 are able to communicate
using the transport_connection }
}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
EUT connected to Foreign Network 1 and registered to its Home Agent QE1

Step Test Sequence Verdict
Pass Fail
1 Cause EUT to establish a transport-level (telnet, ftp, ssh or similar)
connection with QE1

2 Move EUT to foreign network 2

3 Check: Is the transport level connection established in step 1 still alive? Yes No
Observations:

Test Description

Identifier: TD_MOB_1614 01 [Test Purpose: [TP_MOB 1614 01
Summary: 'MN sends packets directly to the correspondent node when a binding exists'
Roles: Mobile_Node [Configuration: |CF_MOB_03
References: RQ 001 1614
with { EUT away_from hone

and EUT registered to QE1
and EUT configured to performroute_optim zation
and QB4 configured to performroute_optim zation
and EUT having established a binding to QE4

}

ensure that
{ when { EUT receives a packet from QE4
indicating that a response is required }

then { EUT sends the response directly to QE4 }

}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)

EUT connected in Foreign Network 1 and registered to its Home Agent QE1
EUT configured to perform route optimization

QE4 configured to perform route optimization

EUT has established a binding to QE4

Step Test Sequence Verdict
1 Disconnect QE1
2 Cause QE4 to send an Echo Request to the Home Address of EUT
3 Check: does QE4 receive an Echo Reply from EUT? Yes No

Observations:

ETSI



53 ETSI TS 102 598 V1.1.1 (2007-06)

Test Description

Identifier: TD_MOB_1615 01 |Test Purpose: |[TP_MOB 1615 01
Summary: 'MN uses reverse tunnelling to the correspondent node when no binding exists'
Roles: Mobile_Node, Mobile_Node [Configuration: [CF_MOB_03
References: RQ _001_1615, RQ_001 1615, RQ 001 1819

with { EUT away_from hore

and EUT registered to QE1
and EUT configured to performroute_optim zation
and QE4 configured not to perform Route_Optim zation

ensure that
{ when { EUT receives a packet from QE4
indicating that a response is required }
then { QE4 indicates receipt of the response fromthe EUT }

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)

EUT connected in Foreign Network 1 and registered to its Home Agent QE1
EUT configured to perform route optimization

QE4 configure NOT to perform route optimization

Step Test Sequence Verdict

Cause QE4 to send an Echo Request to the Home Address of EUT

Check: does QE4 receive an Echo Reply from EUT?

Disconnect QE1

AIW|IN| -

Cause QE4 to send an Echo Request to the Home Address of EUT

5 Check: does QE4 receive an Echo Reply from EUT?

Observations:

11.4 Home Agent and Prefix Management
Test Description
Identifier: TD_MOB_1082_01 [Test Purpose: [TP_MOB 1082 01
Summary: 'Home Agent uses a Security Association to protect integrity and authenticity of
Mobile_Prefix_Solicitations and Advertisements'
Roles: Home_Agent [Configuration: |CF_MOB 02
References: RQ 001 1014, RQ _001 1082, RQ 001 1607
with { QE1 at_hone

and QE1 configured to protect
Mobi |l e_Prefix_Solicitations
and QE1 configured to accept only secured
Mobi | e_Prefix_Adverti senents
and QE1 configured to have a short prefix_lifetine --(suggest 30s)

ensure that
{ when { QE1 noves to a foreign_network
before its prefix_lifetime expires
before QE4 sends a packet to QE1
indicating that a response is required }
then { (E4 indicates receipt of the response from QEl }

}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)

QEL is connected to Foreign Network 1 and registered to its Home Agent EUT
QEL1 is configured to protect Mobile Prefix Solicitation messages

QEL1 is configured to only accept protected Mobile Prefix Advertisement messages
EUT is configured to advertise a preferred prefix lifetime of 20 sec

EUT is configured to advertise a valid prefix lifetime of 30 sec

Step Test Sequence Verdict
Pass Fail
1 Wait 30 sec so that initial lifetime of the home address of QE1 has expired
2 Cause QE4 to send an Echo Request to the Home Address of QE1
3 Check: does QE4 receive an Echo Reply from QE1? Yes No

Observations:
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Test Description

Identifier: TD_MOB_1082_02 [Test Purpose: [TP_MOB 1082 02

Summary: 'Mobile Node uses a Security Association to protect integrity and authenticity of Mobile Prefix
Solicitations and Advertisements'

Roles: Mobile_Node [Configuration: [CF_MOB_03

References: RQ_001_1014, RQ_001_1082, RQ 001 1663, RQ_001_1664

with { EUT at _hone

and QE1 configured to accept only secured
Mobi |l e_Prefix_Solicitations
and QE1 configured to protect Mbile_Prefix_Advertisenents
and EUT configured to have a short prefix_lifetine (--suggest 30s)'

ensure that
{ when { EUT noves to a foreign_network
before its prefix_lifetime expires
before QE4 sends a packet to the EUT
indicating that response is required }

then { QE4 indicates receipt of the response fromthe EUT }
}
Pre-test conditions: The cleaning procedure has been run (see configuration comments)
EUT is connected to Foreign Network 1 and is registered to its Home Agent QE1
QEL1 is configured to only accept protected Mobile Prefix Solicitation messages
QEL is configured to protect Mobile Prefix Advertisement messages
QEL1 is configured to advertise a preferred prefix lifetime of 20 sec
QEL1 is configured to advertise a valid prefix lifetime of 30 sec
Step Test Sequence Verdict
Pass Fail
1 Wait 30 sec so that EUT has send a Mobile Prefix Solicitation message
and received a Mobile Prefix Advertisement message
2 Cause QE4 to send an Echo Request to the Home Address of EUT
3 Check: does QE4 receive an Echo Reply from EUT? Yes No
Observations:
1141 Dynamic Home Agent Address Discovery
Test Description
Identifier: TD_MOB_1655_01 [Test Purpose: [TP_MOB_1655_01
Summary: '‘Mobile Node already registered to a Home Agent uses that Home Agent for any new registrations'
Roles: Mobile_Node, Mobile_Node [Configuration: |CF_MOB_06
References: RQ 001 1655, RQ 001 1655
with
{ EUT configured 'to use DHAAD

and EUT away_from hone
and EUT registered to QE1
and QE2 di sconnected from Home_Network 1

ensure that
{ when { QE1 is disconnected from Home_Network 1
and QE2 is connected to Home_Network 1
and EUT noves to another foreign_network }
then { QE4 and EUT are unable to communicate

wi t hi n MAX_BI NDACK_TI MEQUT

-- EUT tries to register with QE1

and QE4 is able to communicate after MAX_BI NDACK Tl MEQUT }

-- EUT registered to QE2

}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
EUT is configured to use DHAAD

QE2 is configured to serve as home agent for home network 1

QE2 is disconnected

EUT connected to foreign network 1 and registered to QE1
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Step Test Sequence Verdict

Pass Fail

Disconnect QE1

Connect QE2 to Home Network 1

Move EUT to foreign network 2

Cause QE4 to continuously send ICMP ECHO requests to EUT

Check: does QE4 receive ICMP ECHO replies from EUT?

OO WIN|F

Wait for MAX_BINDACK_TIMEOUT seconds or more (EUT should still be
trying to register to QE1 until this delay expires)

7 Check: does QE4 receive ICMP ECHO replies from EUT? (EUT should
now have successfully registered to QE2)

Observations:

Test Description

Identifier: TD_MOB_1657_01 |Test Purpose: [TP_MOB_1657 01

Summary: 'Mobile Node attempts Dynamic Home Agent Address Discovery if it cannot contact its current
Home Agent'

Roles: Mobile Node [Configuration: |CF_MOB_06

References: RQ 001 1657

with { EUT away_from hone

and EUT registered to QE1

ensure that

{ when { QE1 is disconnected fromthe Honme_Net wor k
and EUT noves to another foreign_network }
then { QE4 and EUT are able to communicate }
}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)

QE2 is configured to be Home Agent on Home Network 1

EUT is connected to Foreign Network 1 and is registered to its Home Agent QE1
QEL1 is configured to have a Binding Lifetime at one minute

Step Test Sequence Verdict
Pass

Disconnect QE1 from Home Network 1

Move EUT to Foreign Network 2

Wait a few seconds (for EUT to try to bind to Home Agent)

Cause QE3 to send an Echo Request to the Home Address of EUT
5 Check: does QE3 receive an Echo Reply from EUT? Yes No

Observations:

BIW|IN|F

Test Description

Identifier: TD_MOB_1385 01 [Test Purpose: [TP_MOB 1385 01
Summary: '‘Mobile Node supports Dynamic Home Agent Address Discovery'

Roles: Mobile_Node [Configuration: |CF_MOB_03
References: RQ 001 1385

with { EUT registered to QE1

and EUT di sconnect ed
and EUT configured not to perform Route_Optim zation
and QB4 configured not to perform Route_Optim zation

}
ensure that
{ when { E1 is requested to nodify its | P_address
before the EUT is connected to a foreign_network }
then { QE4 and the EUT are able to communicate }
}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
EUT is connected to Home Network 1
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Step Test Sequence Verdict
Pass Fail
1 Disconnect EUT from Home Network 1
2 Configure QE1 with a new IP address on prefix_B
3 Connect EUT to Foreign Network 1
4 Cause QE4 to send an Echo Request to the Home Address of EUT
5 Check: does QE4 receives an Echo Reply? Yes No
Observations:
11.4.2 Sending Mobile Prefix Solicitations
Test Description
Identifier: TD_MOB_1661 01 [Test Purpose: [TP_MOB 1661 01
Summary: 'MN sends Mobil Prefix Solicitation to HA when its home address becomes invalid'
Roles: Mobile_Node, Mobile_Node [Configuration: |CF_MOB_03
References: RQ_001_ 1661, RQ_001 1661, RQ_001 1662, RQ_001 1665
with { EUT away_from hore
and EUT registered to QE1
ensure that
{ when { EUT 'has its honme address whi ch becones invalid }
then { EUT 'update the prefix lifetime information for its home address' }
}
Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
EUT is connected to Home Network 1
Step Test Sequence Verdict
Pass Fail
1 Move EUT to Foreign network 1
2 Wait for original Home address lifetime to expire
3 Cause QE4 to send an Echo Request to EUT
4 Check: does QE4 receive an Echo Reply? Yes No

Observations:

Test Description

Identifier: TD_MOB_1082_02 |Test Purpose: |[TP_MOB_1082_02

Summary: 'Mobile Node uses a Security Association to protect integrity and authenticity of Mobile Prefix
Solicitations and Advertisements'

Roles: Mobile_Node [Configuration: [CF_MOB_03

References: RQ_001_1014, RQ_001 1082, RQ 001 1663, RQ_001_1664

with { EUT at _hone

and QE1 configured to accept only secured

Mobi | e_Prefix_Solicitations

and QE1 configured to protect Mbile_Prefix_Advertisenents
and EUT configured to have a short prefix_lifetine (--suggest 30s)'

ensure that
{ when {

EUT noves to a foreign_network

before its prefix_lifetime expires
before QE4 sends a packet to the EUT

then {
}

indicating that response is required }
QE4 indicates receipt of the response fromthe EUT }

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)

EUT is connected to Foreign Network 1 and is registered to its Home Agent QE1
QE1 is configured to only accept protected Mobile Prefix Solicitation messages
QEL is configured to protect Mobile Prefix Advertisement messages

QEL1 is configured to advertise a preferred prefix lifetime of 20 sec

QEL1 is configured to advertise a valid prefix lifetime of 30 sec

ETSI



57 ETSI TS 102 598 V1.1.1 (2007-06)

Step Test Sequence Verdict
Pass Fail
1 Wait 30 sec so that EUT has send a Mobile Prefix Solicitation message
and received a Mobile Prefix Advertisement message
2 Cause QE4 to send an Echo Request to the Home Address of EUT
3 Check: does QE4 receive an Echo Reply from EUT? Yes No

Observations:

Test Description

Identifier: TD_MOB_1082_02 [Test Purpose: [TP_MOB_1082_02

Summary: ‘Mobile Node uses a Security Association to protect integrity and authenticity of Mobile Prefix
Solicitations and Advertisements'

Roles: Mobile_Node |Configuration: |CF_MOB_03

References: RQ_001_1014, RQ_001 1082, RQ 001 1663, RQ_001_1664

with { EUT at _hone

and QE1 configured to accept only secured
Mobi | e_Prefix_Solicitations
and QE1 configured to protect Mbile_Prefix_Advertisenents
and EUT configured to have a short prefix_lifetime (--suggest 30s)'

ensure that
{ when { EUT noves to a foreign_network
before its prefix_lifetime expires
before QE4 sends a packet to the EUT
indicating that response is required }
then { QE4 indicates receipt of the response fromthe EUT }
}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)

EUT is connected to Foreign Network 1 and is registered to its Home Agent QE1
QE1 is configured to only accept protected Mobile Prefix Solicitation messages
QEL1 is configured to protect Mobile Prefix Advertisement messages

QE1 is configured to advertise a preferred prefix lifetime of 20 sec

QE1 is configured to advertise a valid prefix lifetime of 30 sec

Step Test Sequence Verdict
Pass Fail
1 Wait 30 sec so that EUT has send a Mobile Prefix Solicitation message
and received a Mobile Prefix Advertisement message
2 Cause QE4 to send an Echo Request to the Home Address of EUT
3 Check: does QE4 receive an Echo Reply from EUT? Yes No
Observations:
11.4.3 Receiving Mobile Prefix Advertisements
Test Description
Identifier: TD _MOB_1384 01 [Test Purpose: [TP_MOB 1384 01
Summary: 'MN reconfigures its home address according to the prefix information in a
Mobile_Prefix_Advertisement'
Roles: Mobile_Node [Configuration: |CF_MOB 03
References: RQ 001 1384

with { EUT away_from hone
and EUT registered to QE1

ensure that
{ when { QE1 is requested to nodify its home_network prefix }
then { QE4 and the EUT are able to communicate
usi ng the new home_address }
}

Pre-test conditions: The cleaning procedure has been run (see configuration comments)
EUT connected to foreign network 1
EUT registered to QE1
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Step Test Sequence Verdict
Pass Fail
1 Cause QEL1 to change the prefix on its home subnet interface
2 Wait for some seconds to allow EUT to retrieve new home address
3 Check: does EUT indicate a new home address? Yes No
Observations:
115 Movement
Test Description
Identifier: TD_MOB_1809_01 [Test Purpose: [TP_MOB_1809 01
Summary: '‘Mobile Nodes support returning home'
Roles: Mobile_Node |Configuration: |CF_MOB_03
References: RQ 001 1808, RQ 001 1809
with { EUT away_from home
and QE4 able to comunicate with EUT
ensure that
{ when { EUT returns hone }
then { QE4 and the EUT are able to conmunicate }
}
Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
EUT is connected to Foreign Network 1 and registered to its Home Agent QE1
Step Test Sequence Verdict
Pass Fail
1 Move EUT to Home Network 1
2 Cause QE4 to send an Echo Request to the Home Address of EUT
3 Check: does QE4 receive an Echo Reply from EUT? Yes No
Observations:
Test Description
Identifier: TD_MOB_1809 01 |Test Purpose: |[TP_MOB 1809 01
Summary: 'Mobile Nodes support returning home'
Roles: Mobile_Node [Configuration: [CF_MOB_03
References: RQ 001 1808, RQ 001 1809
with { EUT away_from home
and QE4 able to conmunicate with EUT
ensure that
{ when { EUT returns hone }
then { QB4 and the EUT are able to conmmunicate }
}
Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
EUT is connected to Foreign Network 1 and registered to its Home Agent QE1
Step Test Sequence Verdict
Pass Fail
1 Move EUT to Home Network 1
2 Cause QE4 to send an Echo Request to the Home Address of EUT
3 Check: does QE4 receive an Echo Reply from EUT? Yes No
Observations:
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Test Description

Identifier: TD_MOB_1380 01 |Test Purpose: |[TP_MOB 1380 01
Summary: 'Mobile Node supports care-of address formation’

Roles: Mobile_Node [Configuration: [CF_MOB_03
References: RQ 001 1380

with { EUT connected to hone_network

and QE4 able to communicate with EUT

ensure that
{ when { EUT noves to a foreign_network }
then { QB4 and the EUT are able to conmunicate }
}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)

EUT is connected to Home Network 1

Step Test Sequence Verdict
Pass Fail

Move EUT to Foreign Network 1

Wait a few seconds (to let the EUT register with its Home Agent)

Cause QE4 to send an Echo Request to the Home Address of EUT
4 Check: does QE4 receive an Echo Reply from EUT? Yes No

Observations:

WIN| -

Test Description

Identifier: TD_MOB_1683_01 [Test Purpose: [TP_MOB_1683_01
Summary: '‘Mobile Node generates a new primary Care of Address after having moved'
Roles: Mobile_Node [Configuration: |CF_MOB_03
References: RQ 001 1380, RQ 001 1683, RQ 001 1690

with { EUT away_from hone

and QE4 able to comunicate with EUT

ensure that
{ when { EUT noves to another foreign_network }
then { QB4 and the EUT are able to conmunicate }

}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
EUT is connected to Foreign Network 1 and registered to its Home Agent QE1

Step Test Sequence Verdict
Pass Fail
1 Move EUT to Foreign Network 2
2 Wait a few seconds (to let the EUT register with its Home Agent)
3 Cause QE4 to send an Echo Request to the Home Address of EUT

4 Check: does QE4 receive an Echo Reply from EUT? Yes No
Observations:

1151 Movement Detection
Test Description
Identifier: TD_MOB_1678_01 |Test Purpose: [TP_MOB_1678 01
Summary: " MN discover a new default router when it detects the default router is no longer bi-directionally
reachable '
Roles: Mobile_Node [Configuration: |CF_MOB 03
References: RQ 001 1678
with { EUT connected in hone_net work

and QE1 di sconnected

ensure that
{ when { EUT noves to a foreign_network
and EUT receives a packet from QE3
indicating that a response is required
and containing a destination_address
set to the Care_of _Address of the EUT }
then { QE3 indicates receipt of the response fromthe EUT }
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Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
QEL1 is disconnected
EUT is connected to Home Network 1

Step Test Sequence Verdict
1 Move EUT to Foreign Network 1
2 Cause QE3 to send an Echo Request to the new Care-of Address of EUT
3 Check: does QE3 receive an Echo Reply from EUT? Yes No

Observations:

Test Description

Identifier: TD_MOB_1824 01 [Test Purpose: [TP_MOB 1824 01

Summary: ‘When Mobile Node detects a L3 handover, it constructs a new Care-of Address, it select a new
default router and register the new address to its Home Agent and the Correspondent Nodes which
it is performing route optimization

Roles: Mobile Node [Configuration: |CF_MOB 03
References: RQ 001 1682, RQ 001 1824
with { EUT away_from hone

and EUT registered to QE1

and EUT configured to performroute_optim zation
and QE4 configured to performroute_optim zation
and EUT having established a binding to QE4

ensure that
{ when { EUT noves to another foreign_network }
then { QB4 and EUT are able to communicate directly }

}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)

EUT is connected to Foreign Network 1 and registered to its Home Agent QE1

EUT is configured to perform Route Optimization

QE4 is configured to perform Route Optimization

EUT has established a binding with the Correspondent Node QE4

Step Test Sequence Verdict

Pass Fail

Moves EUT to Foreign Network 2

Wait a few seconds (to let EUT update its bindings to QE1 and QE4)

Disconnect QE1 from Home Network 1

Cause QE4 to send an Echo Request to the Home Address to EUT
5 Check: does QE4 receive an Echo Reply from EUT? Yes No

Observations:

AlIW|IN|F

Test Description

Identifier: TD_MOB_1824 01 |Test Purpose: [TP_MOB 1824 01

Summary: 'When Mobile Node detects a L3 handover, it constructs a new Care-of Address, it select a new
default router and register the new address to its Home Agent and the Correspondent Nodes which
it is performing route optimization

Roles: Mobile Node [Configuration: |CF_MOB 03
References: RQ 001 1682, RQ 001 1824
with { EUT away_from hore

and EUT registered to QE1

and EUT configured to performroute_optim zation
and QB4 configured to performroute_optim zation
and EUT having established a binding to QE4

ensure that
{ when { EUT noves to another foreign_network }
then { QE4 and EUT are able to communicate directly }

}
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Pre-test conditions: |The cleaning procedure has been run (see configuration comments)

EUT is connected to Foreign Network 1 and registered to its Home Agent QE1
EUT is configured to perform Route Optimization

QE4 is configured to perform Route Optimization

EUT has established a binding with the Correspondent Node QE4

Step Test Sequence Verdict

Pass Fail

Moves EUT to Foreign Network 2

Wait a few seconds (to let EUT update its bindings to QE1 and QE4)

Disconnect QE1 from Home Network 1

AlIW|IN|F

Cause QE4 to send an Echo Request to the Home Address to EUT

5 Check: does QE4 receive an Echo Reply from EUT? Yes No

Observations:

11.5.2 Forming New Care-of Addresses
Test Description
Identifier: TD _MOB_1683 01 [Test Purpose: [TP_MOB 1683 01
Summary: '‘Mobile Node generates a new primary Care of Address after having moved'
Roles: Mobile_Node [Configuration: [CF_MOB_03
References: RQ_001_1380, RQ_001_1683, RQ_001_1690
with { EUT away_from hone

and QE4 able to conmunicate with EUT

ensure that
{ when { EUT noves to another foreign_network }
then { QB4 and the EUT are able to conmunicate }
}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
EUT is connected to Foreign Network 1 and registered to its Home Agent QE1

Step Test Sequence Verdict
Pass Fail
1 Move EUT to Foreign Network 2
2 Wait a few seconds (to let the EUT register with its Home Agent)
3 Cause QE4 to send an Echo Request to the Home Address of EUT

4 Check: does QE4 receive an Echo Reply from EUT? Yes No

Observations:

Test Description

Identifier: TD_MOB_1684 01 |Test Purpose: [TP_MOB_1684 01
Summary: 'Mobile Node generates a new primary Care of Address when the current one is deprecated'
Roles: Mobile Node [Configuration: |CF_MOB_07

References: RQ 001 1684

with { EUT away_from hone

and QE3 configured as default_router for EUT
and QE2 able to comunicate with EUT

ensure that
{ when { QE3 stops advertizing the old prefix
before (QE3 starts advertizing a new prefix
before QE2 is requested to send a packet to the EUT
indicating that a response is required) }
then { QE2 indicates recei pt of the response fromthe EUT }

}

Pre-test conditions: |NOT TESTABLE BY INTEROPERABILITY MEAN
Impossible to know when the Care-of address registration will take place
Depending of the implementation to reduce the handover

Step Test Sequence Verdict

Pass | Fail

Observations:
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Test Description

ensure that

}

Identifier: TD_MOB_1005_01 |Test Purpose: |[TP_MOB_1005 01
Summary: 'When away, Mobile Node is addressable at one or more Care of Addresses'
Roles: Mobile_Node [Configuration: [CF_MOB_03
References: RQ _001_1005
with

EUT at _hone

and QE6 'advertising a second prefix on Foreign Network 1'

{ when { EUT noves to Foreign_Network 1 }
then { QE4 and EUT are able to communicate
using first and second Care_of _address }

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)

EUT is connected to Home Network 1

Both R1 and R3 have two global addresses, one on Prefix B and one on Prefix E

R3 advertises prefix B and prefix E on Foreign Network 1

QE1, QE4 and R2 have a static route for prefix E and are able to reach a node with a prefix E on
Foreign Network 1

Step Test Sequence Verdict
Pass Fail
1 Move EUT to Foreign Network 1
2 Cause QE4 to send an Echo Request to EUT on its care-of address
generated using prefix E
3 Check: does QE4 receive an Echo Reply from EUT?
4 Cause QE4 to send an Echo Request to EUT on its care-of address
generated using prefix B
5 Check: does QE4 receive an Echo Reply from EUT?

Observations:

115.3 Using Multiple Care-of Addresses
Test Description
Identifier: TD_MOB_1683_01 |Test Purpose: [TP_MOB_1683 01
Summary: 'Mobile Node generates a new primary Care of Address after having moved'
Roles: Mobile_Node [Configuration: |CF_MOB_03
References: RQ 001 1380, RQ 001 1683, RQ 001 1690
with { EUT away_from hone

ensure that

}

and QE4 able to comunicate with EUT

{ when { EUT noves to another foreign_network }
then { QB4 and the EUT are able to conmunicate }

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)
EUT is connected to Foreign Network 1 and registered to its Home Agent QE1

Step Test Sequence Verdict
Pass Fail
1 Move EUT to Foreign Network 2
2 Wait a few seconds (to let the EUT register with its Home Agent)
3 Cause QE4 to send an Echo Request to the Home Address of EUT
4 Check: does QE4 receive an Echo Reply from EUT? Yes No

Observations:
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Test Description

Identifier: TD_MOB_1693 01 |Test Purpose: |[TP_MOB 1693 01
Summary: ' MN accepts packets at its previous CoA after registering its new primary CoA'
Roles: Mobile_Node [Configuration: [CF_MOB_03
References: RQ 001 1693
with { EUT away_from hone

and EUT registered to QE1

and QE8 advertizing a new prefix -- thus causing a new car e- of

-- address to be generated

ensure that
{ when { (E8 stops advertizing the old prefix
before (QE8 starts advertizing a new prefix
before EUT receives a packet from QE3
indicating that a response is required
and containing a destination_address
set to the old Care_Of _Address of the EUT) }
then { QE3 indicates receipt of the response fromthe EUT }

Pre-test conditions: |NOT TESTABLE BY INTEROPERABILITY MEAN
Impossible to know when the Care-of address registration will take place
Depending of the implementation to reduce the handover

Step Test Sequence Verdict

Pass | Fail

Observations:

Test Description

Identifier: TD_MOB_1694 01 |Test Purpose: |[TP_MOB 1694 01

Summary: 'Mobile Node invalidates all associated Care of Addresses when the corresponding router is
unreachable’

Roles: Mobile_Node [Configuration: [CF_MOB_03

References: RQ 001 1694

with { EUT away_from hone

and EUT registered to QE1

ensure that
{ when { EUT noves to another foreign_network }
then { QE1 and the EUT are unable to conmunicate
using the old Care_of _Address }
}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
EUT is connected to Foreign Network l1and registered to its Home Agent QE1

Step Test Sequence Verdict
Pass Fail
1 Move EUT to Foreign Network 2
2 Cause QE4 to send an Echo Request to EUT on its old care-of address of
the Foreign Network 1
3 Check: does QE4 receive an Echo Reply from EUT? No Yes

Observations:
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11.5.4 Returning Home
Test Description
Identifier: TD_MOB_1702 01 [Test Purpose: [TP_MOB_1702 01
Summary: ‘Mobile Node replies to Neighbour Solicitations for its Home Address after returning home and
having sent a Binding Update'
Roles: Mobile Node, Mobile Node [Configuration: [CF_MOB_03
References: RQ 001 1695, RQ 001 1702, RQ 001 1702, RQ 001 1703
with { EUT away_from hone

ensure that
{ when {

and EUT registered to QE1

EUT returns hone
and QE1 is disconnected fromthe home_network }
then { QE4 and the EUT are unable to conmmunicate }

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)
EUT is connected to Foreign Network 1 and registered to its Home Agent QE1

Step Test Sequence Verdict
Pass Fail
1 QEL1 is disconnected from Home Network 1
2 Move EUT to Home Network 1
3 Cause QE4 send an Echo Request to the Home Address of EUT
4 Check: does QE4 receive an Echo Reply from EUT? No Yes

Observations:

Test Description

}

ensure that
{ when {

then {
}

Identifier: TD_MOB_1700 01 [Test Purpose: [TP_MOB_1700 01

Summary: 'Mobile Node does not perform Duplicate Address Detection when returning home before the expiry
of its bindings'

Roles: Mobile_Node [Configuration: [CF_MOB_03

References: RQ 001 1700

with { EUT away_from hone

and EUT registered to QE1

and QE1l is disconnected

and QE3 having the same Home_Address as EUT
and QE3 having the same ethernet_address as QE1l

and QE3 is disconnected
and QE1 is connected to the Home_Network }

EUT returns home before the binding_lifetinme expires

EUT and QE4 are able to communicate }

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)

EUT is connected to Foreign Network 1 and registered to its Home Agent QE1

QE3 is disconnected from Home Network 1

QES3 is configured with the same address as EUT and the same Ethernet address as QE1

Step

Test Sequence Verdict

Pass Fail

Disconnected QE1 from Home Network 1

Connected QE3 to Home Network 1

Move EUT to Home Network 1

BAIW|IN|F

Wait a very few seconds (two seconds, to let Mobile Node send Binding
Update to its Home Agent)

Disconnect QE3 to Home Network 1

Connect QE1 to Home network 1

Wait a few seconds (to let EUT de-register with its Home Agent QE1)

|IN|O| 01

Cause QE4 to send an Echo Request to EUT

9

Check: does QE4 receive an Echo Reply from EUT? Yes No

Observations:
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Test Description

Identifier: TD_MOB_1701 01 |Test Purpose: [TP_MOB 1701 01

Summary: 'Mobile Node performs Duplicate Address Detection when returning home after its bindings have
expired'

Roles: Mobile_Node [Configuration: [CF_MOB_03

References: RQ 001 1701

with { EUT away_from hone

ensure

{
}

and EUT registered to QE1
and EUT binding_lifetime expired at QE1
and QE4 connected to home_networ k

using the same Home_Address as EUT

t hat
when { EUT returns hone }
then { EUT is unable to communicate } -- DAD fails

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)

QEL1 is configured to have a Binding Lifetime at one minute

EUT is connected to Foreign Network 1 and registered to its Home Agent QE1
QE4 is manually configured with the same address as EUT

QE4 is disconnected

Step Test Sequence Verdict
Pass Fail

Disconnect QE1

Wait one minute (to let the Binding of EUT expire)

Connect QE4 to Home Network 1

Move EUT to Home Network 1

QEA4 is disconnected from Home Network 1

OO BR|W|IN|F

Cause QEL1 to send an Echo Request to the Home Address of EUT

7 Check: does QEL1 receive an Echo Reply from EUT? No Yes

Observations:

11.6.3 Protecting Return Routability Packets
Test Description
Identifier: TD_MOB_1725_01 |Test Purpose: [TP_MOB_1725 01
Summary: 'Mobile Node support the protection of Home Test and Home Test Init messages'
Roles: Mobile Node [Configuration: |CF_MOB 03
References: RQ 001 1725
with { EUT away_from hone

}

ensure

{

}

and EUT registered to QE1

and EUT configured to performroute_optim zation

and QE4 configured to performroute_optim zation

and QE1 configured to protect return_routability_packets

t hat
when { EUT receives a packet from QE4

indicating that a response is required }
then { EUT sends a response directly to QE4 }

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)

EUT is connected to Foreign Network 1 and registered to its Home Agent QE1
EUT is configured to perform route optimization

QE4 is configured to perform route optimization

QEL1 is configured to protect return routability packets by IPSec with EUT

Step Test Sequence Verdict
Pass Fail
1 Cause QE4 to send an Echo Request to the Home Address of EUT
2 Check: does QE4 receive an Echo Reply from EUT Yes No

Observations:
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11.6 Return Routability Procedure
Test Description
Identifier: TD_MOB_1063_01 [Test Purpose: [TP_MOB_1063_01
Summary: '‘Mobile Node is able to participate in Return Routability Procedure’
Roles: Mobile_Node, Mobile_Node [Configuration: |CF_MOB 03
References: RQ_001_1048, RQ_001_1063, RQ_001_1709, RQ_001_1063, RQ_001_1064, RQ_001_1744,
RQ _001_1745, RQ 001 1750, RQ_001 1751, RQ_001 1754, RQ 001 1759

with { EUT away_from hone

and EUT registered to QE1

and EUT configured to performroute_optim zation

and QB4 configured to performroute_optim zation

}

ensure that

{ when { EUT receives a packet from QE4

then { QE4 indicates receipt of the response directly fromthe EUT }

}

indicating that a response is required }

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)

EUT is connected to Foreign Network 1 and is registered to its Home Agent QE1
EUT is configured to perform route optimization

QE4 is configured to perform route optimization

Step Test Sequence Verdict
Pass Fail
1 Cause QE4 to send an Echo Request message to the Home Address of
EUT
2 Check: does QE4 receive Echo Replies from EUT?
3 Wait a few seconds to ensure that EUT and QE4 have had time to
complete the Return Routability Procedure
4 Disconnect QE1 from the network
5 Cause QE4 to send an Echo Request to the Home Address of EUT
6 Check: does QE4 receive an Echo Reply from EUT? Yes No

Observations:

If the Mobile Node still manages to communicate with the Corresponding Node once the Home
Agent is disconnected from the network, this shows that is using Route Optimization and hence that
it managed to perform the Return Routability Procedure.

11.6.1 Sending Test Init Messages
Test Description
Identifier: TD_MOB_1063_01 |Test Purpose: [TP_MOB_1063 01
Summary: 'Mobile Node is able to participate in Return Routability Procedure’
Roles: Mobile_Node, Mobile_Node [Configuration: |CF_MOB 03
References: RQ_001_1048, RQ_001_1063, RQ_001_1709, RQ_001_1063, RQ_001_1064, RQ_001_1744,
RQ 001 1745, RQ_001 1750, RQ 001 1751, RQ 001 1754, RQ_001 1759
with { EUT away_from hone

}

ensure that

}

and EUT registered to QE1
and EUT configured to performroute_optim zation
and QE4 configured to performroute_optim zation

{ when { EUT receives a packet from QE4

then { QE4 indicates receipt of the response directly fromthe EUT }

indicating that a response is required }

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)

EUT is connected to Foreign Network 1 and is registered to its Home Agent QE1
EUT is configured to perform route optimization

QE4 is configured to perform route optimization
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Step Test Sequence Verdict
Pass Fail
1 Cause QE4 to send an Echo Request message to the Home Address of
EUT
2 Check: does QE4 receive Echo Replies from EUT?
3 Wait a few seconds to ensure that EUT and QE4 have had time to
complete the Return Routability Procedure
4 Disconnect QE1 from the network
5 Cause QE4 to send an Echo Request to the Home Address of EUT
6 Check: does QE4 receive an Echo Reply from EUT? Yes No
Observations: If the Mobile Node still manages to communicate with the Corresponding Node once the Home

Agent is disconnected from the network, this shows that is using Route Optimization and hence that
it managed to perform the Return Routability Procedure.

11.6.2 Receiving Test Messages
Test Description
Identifier: TD _MOB_1724 01 [Test Purpose: [TP_MOB 1724 01
Summary: '‘Mobile Node falls back to tunnelling if correspondent refuses Route Optimization'
Roles: Mobile_Node [Configuration: |CF_MOB 03
References: RQ 001 1724
with { EUT away_from hone

and EUT registered to QE1
and EUT configured to performroute_optim zation
and QE4 configured not to perform Route_Optim zation

ensure that
{ when { EUT receives a packet from QE4
indicating that a response is required }
then { QE4 indicates receipt of the response fromthe EUT }

Pre-test conditions: The cleaning procedure has been run (see configuration comments)

EUT is connected to Foreign Network 1 and has registered to its Home Agent QE1
EUT is configured to perform route optimization

QE4 is configured NOT to perform route optimization

Step Test Sequence Verdict
Pass Fail

1 Cause QE4 to send an Echo Request to the Home Address of EUT

2 Check: does QE4 receive an Echo Reply from EUT? Yes No
Observations: As QE4 is configured to refuse Route Optimization, EUT can only fall back to tunnelling.

11.7.1 Sending Binding Updates To The Home Agent
Test Description

Identifier: TD_MOB_1727 01 |Test Purpose: [TP_MOB 1727 01
Summary: 'Mobile Node registers its new primary Care-Of Address after changing it'
Roles: Mobile_Node [Configuration: [CF_MOB_03
References: RQ 001 1727
with { EUT away_from hone

and EUT registered to QE1

ensure that
{ when { EUT noves to another foreign_network
and EUT receives a packet from QE4
indicating that a response is required }
then { QE4 indicates receipt of the response fromthe EUT }

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
EUT is connected to Foreign Network 1 and is registered to its Home Agent QE1
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Step Test Sequence Verdict
Pass Fail
1 Move EUT to Foreign Network 2
2 Cause QE4 to send an Echo Request to the Home Address of EUT
3 Check: does QE4 receives an Echo Reply from EUT? Yes No

Observations:

Test Description

Identifier: TD_MOB_1768_01 |Test Purpose: |[TP_MOB 1768 01
Summary: 'Mobile Node sends Binding Update before expiry of the binding lifetime'

Roles: Mobile_Node [Configuration: |CF_MOB_03
References: RQ 001 1728, RQ 001 1768

with { EUT away_from hone

and EUT registered to QE1
and EUT able to conmunicate with QE4

ensure that
{ when { QE4 (is requested to send a packet to the EUT
indicating that a response is required)
after the binding_lifetime }
then { QE4 indicates receipt of the response fromthe EUT }

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
EUT is connected to Foreign Network 1 and registered to its Home Agent QE1

Step Test Sequence Verdict
Pass Fail
1 Wait a period equal to the Binding Lifetime
2 Cause QE4 to send an Echo Request to the Home Address of EUT
3 Check: does QE4 receive an Echo Reply from EUT? Yes No

Observations:

Test Description

Identifier: TD_MOB_1733_01 |Test Purpose: [TP_MOB 1733 01

Summary: 'Mobile Node sends Binding Update messages to its Home Agent until it receives a matching
Binding_Acknowledgement message, before MAX_BINDACK_TIMEOUT seconds'

Roles: Mobile_Node [Configuration: [CF_MOB_03

References: RQ 001 1733

with { EUT at _hone

and EUT configured to have its Honme_Agent_address avail abl e
and QE1 di sconnected

ensure that
{ when { EUT noves to a foreign_network
and QE1 is connected after 15 seconds
-- ~ NMAX_BI NDACK_TI MEQUT / 2

then { QE4 and EUT are able to communicate }

}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)

EUT is connected to Home Network 1

EUT is aware of the address of its Home Agent

QEL1 is disconnected from Home Network 1

Step Test Sequence Verdict

Pass Fail

Move EUT to Foreign Network 1

Wait 20 seconds (EUT will try to bind to QE1)

Connect QE1 to Home Network 1

Wait a few seconds (to let EUTde-register to QE1)

Cause QE4 to send an Echo Request to the Home Address of EUT
6 Check: does QE4 receive an Echo Reply from EUT? Yes No

Observations:

G| WIN|F
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Test Description

Identifier: TD_MOB_1734 01 |Test Purpose: [TP_MOB 1734 01

Summary: 'When Mobile Node knows several Home Agent (returned during DHAAD), Mobile Node tries to
register with other Home Agents when registration fails with the first one'

Roles: Mobile_Node [Configuration: [CF_MOB_06

References: RQ 001 1734

with { EUT not configured to have its Hone_Agent _address avail abl e

and QE1 configured to have a Hone_Agent _Preference greater than QE2

ensure that
{ when { QE1 is disconnected

and EUT noves to a foreign_network }

then { QE4 and EUT are able to communicate
after MAX_BI NDACK_TI MEQUT
}
}
Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
EUT is unaware the address of its Home Agent
QE2 is configured to serve as Home Agent in the Home Network 1
QEL1 is configured with a Home Agent Preference higher than QE2
Step Test Sequence Verdict
Pass Fail
1 Move EUT to Foreign Network 1
2 Wait a few seconds
3 Cause QE4 to send an Echo Request to the Home Address of EUT
4 Check: does QE4 receive an Echo Reply from EUT?
5 Wait two minutes
6 Cause QE4 to send an Echo Request to the Home Address of EUT
7 Check: does QE4 receive an Echo Reply from EUT? Yes No
Observations:

Test Description

Identifier: TD_MOB_1740 01 |Test Purpose: [TP_MOB 1740 01
Summary: 'Mobile Node attempts to register all of its home addresses'

Roles: Mobile Node [Configuration: |CF_MOB 03
References: RQ 001 1740

with { EUT di sconnect ed

and EUT configured to have 2 hone_addresses

ensure that
{ when { EUT is connected to a foreign_network
and QB4 is requested to send a packet
indicating that a response is required
to the first hone_address of EUT
and QB4 is requested to send a packet
indicating that a response is required
to the second hone_address of EUT }
then { E4 indicates receipt of the first response
and QE4 indicates receipt of the second response }
}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
EUT is connected to Home Network 1

EUT is configured to have two different home addresses

Step Test Sequence Verdict

Pass Fail

Move EUT to Foreign Network 1

Wait a few seconds (to let EUT register to QE1)

Cause QE4 to send an Echo Request to the first home address of EUT

Check: does QE4 receive an Echo Reply from EUT?

QR W|IN|F

Cause QE4 to send an Echo Request to EUT to the second home address
of EUT

6 Check: does QE4 receive an Echo Reply from EUT? Yes No
Observations:
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Test Description

Identifier: TD_MOB_1742_ 01 [Test Purpose: [TP_MOB 1742 01

Summary: 'Mobile Node does not attempt to use its home address if registration with Home Agent fails due to
DAD'

Roles: Mobile_Node, Mobile_Node [Configuration: [CF_MOB_03

References: RQ 001 1742, RQ 001 1742, RQ 001 1770

ensure that

}

with { QE3 configured to have the home_address of EUT }

{ when { EUT noves to a foreign_network }
-- the registering of EUT has failed
then { EUT does not use its Home_Address to comuni cate }

Pre-test conditions:

NOT TESTABLE BY INTEROPERABILITY MEAN
Itis not possible to control that Mobile Node doesn't use its Home Address

Step

Test Sequence Verdict

Pass | Fail

Observations:

Test Description

ensure that
{ when {

then {
}

EUT
and EUT

and

QE4

Identifier: TD_MOB_1743 01 [Test Purpose: [TP_MOB 1743 01
Summary: 'Mobile Node goes on registering home addresses when the registration of one of them fails'
Roles: Mobile_Node [Configuration: |CF_MOB 03

References: RQ 001 1743

with { EUT di sconnect ed

and EUT configured to have 2 hone_addresses
and QE3 configured to use the first

home_addr ess of EUT

is connected to a foreign_network

receives a packet from QE4

containing a destination_address

set to EUT hone_address 2

indicating that a response is required }

i ndi cates recei pt of the response fromthe EUT }

Pre-test conditions:

NOT TESTABLE BY INTEROPERABILITY MEAN
You do not know how the Home Addresses are listed, so you can't guarantee that the address
which failed is not the first or the last

Step

Test Sequence Verdict

Pass | Fail

Observations:

Test Description

Identifier: TD_MOB_1814 01 [Test Purpose: [TP_MOB 1814 01

Summary: 'Mobile Node sends Binding Update messages to its Home Agent until it receives a matching
Binding_Acknowledgement message, without time limit if it knows only one Home Agent'

Roles: Mobile_Node [Configuration: [CF_MOB_03

References: RQ 001 1814

wth { EUT at _hone

and EUT configured to have its Honme_Agent_address avail abl e
and QE1 di sconnected

ensure that
{ when { EUT
and QE1

and QE4
QE4

noves to a foreign_network
is connected after MAX_BI NDACK _TI MEQUT
is requested to send a packet to QEl
indicating that a response is required }

then { i ndi cates recei pt of the response }

}

The cleaning procedure has been run (see configuration comments)
EUT is connected to Home Network 1

EUT is aware of the address of its Home Agent QE1

QE1 is disconnected

Pre-test conditions:
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Step Test Sequence Verdict

Pass Fail

1 Move EUT to Foreign Network 1

2 Wait 2 minutes (more than MAX_BINDACK_TIMEOUT seconds)

3 Connect QE1 to Home Network 1

4 Wait a few seconds (to let EUT establish a binding with QE1)

5 Cause QE4 to send an Echo Request to the home address of EUT

6 Check: does QE4 receives an Echo reply from EUT? Yes No

Observations:

11.7.2 Correspondent registration
Test Description
Identifier: TD_MOB_1744 01 [Test Purpose: [TP_MOB 1744 01
Summary: '‘Mobile Node updates its bindings with correspondent nodes after changing its primary care-of
address'
Roles: Mobile_Node [Configuration: |CF_MOB_03
References: RQ 001 1744
with { EUT away_from hone

and EUT registered to QE1
and EUT having established a binding to QE4

ensure that
{ when { EUT noves to another foreign_network
and QE4 is requested to send a packet to EUT
indicating that a response is required }
then { QE4 indicates receipt of the response fromthe EUT }

}

Pre-test conditions: The cleaning procedure has been run (see configuration comments)
EUT is connected to Foreign Network 1 and registered to its Home Agent QE1
EUT having established a binding with QE4

Step Test Sequence Verdict
Pass Fail
1 Move EUT to Foreign Network 2
2 Cause QE4 to send directly an Echo Request to the Home Address of
EUT
3 Check: does QE4 receive directly an Echo Reply from EUT? Yes No

Observations:

Test Description

Identifier: TD_MOB_1753 01 [Test Purpose: [TP_MOB 1753 01
Summary: '‘Mobile Node is able to delete a binding with a correspondent node'

Roles: Mobile_Node [Configuration: |CF_MOB 03
References: RQ 001 1753

with { EUT away_from hore

and EUT registered to QE1
and EUT having established a binding with QE4

ensure that
{ when { EUT returns honme
and QB4 is requested to send a packet to EUT
indicating that a response is required }
then { (E4 indicates receipt of the response fromthe EUT}

}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
EUT is connected to Foreign Network 1 and registered to its Home Agent QE1
EUT having established a binding with QE4

Step Test Sequence Verdict
Pass Fail
1 Move EUT to Home Network 1
2 Cause QE4 to send an Echo Request to the Home Address of EUT
3 Check: does QE4 receive an Echo Reply from EUT? Yes No

Observations:
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11.7.3 Receiving Binding Acknowledgements
Test Description
Identifier: TD_MOB_1768_01 [Test Purpose: [TP_MOB 1768 01
Summary: ‘Mobile Node sends Binding Update before expiry of the binding lifetime'
Roles: Mobile_Node [Configuration: |CF_MOB_03
References: RQ 001 1728, RQ 001 1768
with { EUT away_from hone

and EUT registered to QE1
and EUT able to conmunicate with QE4

ensure that
{ when { QE4 (is requested to send a packet to the EUT
indicating that a response is required)
after the binding_lifetime }
then { QE4 indicates receipt of the response fromthe EUT }

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
EUT is connected to Foreign Network 1 and registered to its Home Agent QE1

Step Test Sequence Verdict
Pass Fail
1 Wait a period equal to the Binding Lifetime
2 Cause QE4 to send an Echo Request to the Home Address of EUT
3 Check: does QE4 receive an Echo Reply from EUT? Yes No

Observations:

11.7.4 Receiving Binding Refresh Requests
Test Description
Identifier: TD_MOB_1776_01 [Test Purpose: [TP_MOB_1776_01
Summary: 'Mobile Node updates binding with correspondent node upon receipt of a Binding Refresh Request'
Roles: Correspondent_Node [Configuration: |CF_MOB_04
References: RQ 001 1383, RQ 001 1776
with { EUT away_from hone

and EUT registered to QE1
and EUT having established a binding with QE4

ensure that
{ when { QE4 sends a Bindi ng_Refresh_Request }
then { QE4 and the EUT are able to communicate directly
after the original binding_lifetime }
}

Pre-test conditions: |[NOT TESTABLE BY INTEROPERABILITY MEAN

depending of the implementation to reduce the handover

Step Test Sequence Verdict
Pass | Falil

Observations:
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Test Description

Identifier: TD_MOB_1776_01 |Test Purpose: |[TP_MOB 1776 01

Summary: 'Mobile Node updates binding with correspondent node upon receipt of a Binding Refresh Request'
Roles: Correspondent_Node [Configuration: [CF_MOB_04

References: RQ 001 1383, RQ 001 1776

with { EUT away_from hore

and EUT registered to QE1
and EUT having established a binding with QE4

ensure that
{ when { QE4 sends a Bindi ng_Refresh_Request }
then { QE4 and the EUT are able to communicate directly
after the original binding_lifetime }

}

Pre-test conditions: |NOT TESTABLE BY INTEROPERABILITY MEAN
depending of the implementation to reduce the handover

Step Test Sequence Verdict
Pass | Fail

Observations:

4.1.3 TDs extracted from RFC 3776 "Using IPsec to Protect Mobile IPv6
Signalling Between Mobile Nodes and Home Agents"

4.1 Mandatory Support
Test Description
Identifier: TD_MOB_2013 01 |Test Purpose: [TP_MOB 2013 01
Summary: 'Mobile Node sends Binding Update secured using transport_mode_ESP to its Home Agent'
Roles: Mobile_Node [Configuration: [CF_MOB_03
References: RQ _001 2013, RQ_001 2031
with { EUT configured to protect any Binding_Update to QEl

using transport_node_ESP

and QE1 configured to accept only Binding_Update secured
using transport_node_ESP from EUT

ensure that
{ when { a Security_Association is established between EUT and QE1l

and EUT noves to a foreign_network }
then { QB4 and EUT are able to conmmunicate }

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
EUT is configured to protect Binding Update sent to QE1 using transport mode ESP
QE1 is configured to accept only Binding Update protected using transport mode ESP from EUT

EUT is connected to Home Network 1

Step Test Sequence Verdict
Pass Fail

Move EUT to Foreign Network 1
Wait a few seconds (to let EUT register to QE1)
Cause QE4 to send an Echo Request to EUT

4 Check: does QE4 receive an Echo Reply from EUT? Yes No
Observations:

WIN| -
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Test Description

ensure that
{ when {

}

Identifier: TD_MOB_2013_02 |Test Purpose: |[TP_MOB 2013 02

Summary: 'Home Agent sends Binding_Acknowledgement secured using transport_mode_ESP to a Mobile
Node'

Roles: Home_Agent [Configuration: [CF_MOB_02

References: RQ_001_2013, RQ_001_2031

with { EUT configured to protect any Bindi ng_Acknow edgenent to QE1l

and QE1 configured to accept only a Bindi ng_Acknow edgenent secured

and QE1 noves to a foreign_network

}
then { QB4 is able to communicate with QE1 }

using transport_node_ESP

using transport_node_ESP from EUT

a Security_Association is established between EUT and QE1l

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)

EUT is configured to protect Binding Acknowledgement sent to QE1 using transport mode ESP
QE1 is configured to accept only Binding Acknowledgement protected using transport mode ESP
from EUT

QEL1 is connected to Home Network 1

Step Test Sequence Verdict
Pass Fail
1 Move QEL1 to Foreign Network 1
2 Wait a few second (to let QE1 register to EUT)
3 Cause QE4 to send an Echo Request to QE1
4 Check: does QE4 receive an Echo Reply from QE1? Yes No

Observations:

Test Description

}

ensure that

}

Identifier: TD _MOB_2016 01 [Test Purpose: [TP_MOB 2016 01
Summary: '‘Home Agent supports Mobile_Prefix_Solicitation secured using transport_mode_ESP"
Roles: Home_Agent [Configuration: |CF_MOB_02
References: RQ_001_2016, RQ_001_2031

with { QE1 configured to protect any Mobile_Prefix_Solicitation to EUT

and EUT configured to accept only a Mbile_Prefix_Solicitation secured

and QE6 configured to have a prefix_lifetime of 1 mnute
and QE1 away_from hone
and QE1 registered to EUT

{ when { a Security_Association is established between EUT and QE1 }
then { QB4 is able to communicate with QE1 after the prefix_lifetinme }

using transport_node_ESP

using transport_node_ ESP from QE1l

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)

QEL1 is configured to protect Mobile Prefix Solicitation sent to EUT using transport mode ESP

EUT is configured to accept only Mobile Prefix Solicitation protected using transport mode ESP from
QE1

R1 is configured to have a valid prefix lifetime at 1 minute

QE1 is away from Home and registered to its Home Agent EUT

Step Test Sequence Verdict
Pass Fail
1 Wait a few minutes (to let the exchange of MPA / MPS be carried out)
2 Cause QE4 send an Echo Request to the Home Address of QE1
3 Check: does QE4 receive an Echo Reply from QE1? Yes No

Observations:
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Test Description

Identifier: TD_MOB_2016_02 |Test Purpose: |[TP_MOB 2016 02
Summary: 'Mobile Node supports Mobile_Prefix_Advertisement secured using transport_mode_ESP'
Roles: Mobile_Node |Configuration: [CF_MOB_03
References: RQ _001 2016, RQ_001 2031

with { QE1 configured to protect any Mbile_Prefix_Advertisement to EUT

and EUT configured to accept only Mbile_Prefix_Adverti senent

and EUT away_from hone
and EUT registered to QE1
and QE6 configured to have a prefix_lifetime of 1 mnute

}

ensure that

{ when { a Security_Association is established between EUT and QE1 }
then { QB4 and EUT are able to communicate after prefix_lifetinme }

}

using transport_node_ESP

secured using transport_node_ESP from QEl

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)

QEL1 is configured to protect Mobile Prefix Advertisement sent to EUT using transport mode ESP
EUT is configured to accept only Mobile Prefix Advertisement protected using transport mode ESP
from QE1

R1 is configured to have a valid prefix lifetime at 1 minute

EUT is away from Home and registered to its Home Agent QE1

Step Test Sequence Verdict
Pass Fail
1 Wait a few minutes (to let the exchange of MPA / MPS be carried out)
2 Cause QE4 send an Echo Request to the Home Address of EUT
3 Check: does QE4 receive an Echo Reply from EUT? Yes No

Observations:

Test Description

Identifier: TD_MOB_2017_01 |Test Purpose: [TP_MOB 2017 01

Summary: 'Mobile Node sends Mobile_Prefix_Solicitation secured using transport_mode_ESP to its Home
Agent'

Roles: Mobile_Node [Configuration: [CF_MOB_03

References: RQ _001 2017, RQ 001 2030

with { EUT configured to protect any Mbile Prefix_Solicitation to QEl

and QE1 configured to accept only a Mbile_Prefix_Solicitation

and QE6 configured to have a prefix_lifetime of 1 mnute
and EUT away_from hone
and EUT registered to QE1

}

ensure that

{ when { a Security_Association is established between EUT and QE1 }
then { QB4 and EUT are able to communicate after prefix_lifetinme }

}

using transport_node_ESP

secured using transport_node_ESP from EUT

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)

EUT is configured to protect Mobile Prefix Solicitation sent to QE1 using transport mode ESP
QEL1 is configured to accept only Mobile Prefix Solicitation protected using transport mode ESP
from EUT

R1 is configured to have a valid prefix lifetime at 1 minute

EUT is away from Home and registered to its Home Agent QE1

Step Test Sequence Verdict
Pass Fail
1 Wait a few more one minute (to let the exchange of MPA / MPS be carried
out)
2 Cause QE4 to send an Echo Request to the Home Address of EUT
3 Check: does QE4 receive an Echo Reply from EUT? Yes No

Observations:
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Test Description

Identifier: TD_MOB_2017_02 |Test Purpose: [TP_MOB 2017 02
Summary: 'Home Agent sends Mobile_Prefix_Advertisement secured using transport_mode ESP'
Roles: Home Agent [Configuration: [CF_MOB_02
References: RQ _001 2017, RQ 001 2030

with { EUT configured to protect any Mbile_Prefix_Advertisenent to QEl

}

ensure

{
}

using transport_node_ESP
and QE1 configured to accept only a Mbile_Prefix_Advertisenent
secured using transport_node_ESP from EUT
and QE1 away_from hone
and QE1 registered to EUT
and QE6 configured to have a prefix_lifetime of 1 mnute

t hat
when { a Security_Association is established between EUT and QEl }
then { QB4 is able to communicate with QE1 after prefix_lifetinme }

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)

EUT is configured to protect Mobile Prefix Advertisement sent to QE1 using transport mode ESP
QEL1 is configured to accept only Mobile Prefix Advertisement protected using transport mode ESP
from EUT

R1 is configured to have a valid prefix lifetime at 1 minute

QE1 is away from Home and registered to its Home Agent EUT

Step Test Sequence Verdict
Pass Fail
1 Wait a few more one minute (to let the exchange of MPA / MPS be carried
out)
2 Cause QE4 to send an Echo Request to the Home Address of QE1
3 Check: does QE4 receive an Echo Reply from QE1? Yes No

Observations:

Test Description

Identifier: TD _MOB_2018 01 [Test Purpose: [TP_MOB 2018 01

Summary: '‘Mobile Node sends payload_packet tunnelled to its Home Agent secured using tunnel_mode ESP'
Roles: Mobile_Node [Configuration: |CF_MOB 03

References: RQ 001 2018

with { EUT configured to protect any payl oad_packet to QEl

}

ensure

{

}

usi ng tunnel _node_ESP

and QE1 configured to accept only a payl oad_packet secured
usi ng tunnel _node_ESP from EUT

and EUT configured not to perform Route_Optim zation

and EUT away_from hone

and EUT registered to QE1

t hat
when { a Security_Association is established between EUT and CQEl
and EUT noves to a foreign_network

then { QB4 and EUT are able to conmmunicate }

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)

EUT is configured to protect payload packets sent to QE1 using tunnel mode ESP

QE1 is configured to accept only payload packets protected using tunnel mode ESP from EUT
EUT configured not to perform Route Optimization

EUT is away from home and registered to its Home Agent QE1

Step Test Sequence Verdict

Pass Fail

1 Cause QE4 to send an Echo Request to the Home Address of EUT

2 Check: does QE4 receive an Echo Reply from EUT? Yes No

Observations:
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Test Description

Identifier: TD_MOB_2018_02 [Test Purpose: [TP_MOB 2018 02

Summary: 'Home Agent sends payload_packet tunnelled to Mobile Node secured using tunnel_mode_ESP'
Roles: Home Agent [Configuration: [CF_MOB_02

References: RQ 001 2018

with { EUT configured to protect any payl oad_packet to QEl

usi ng tunnel _node_ESP

and QE1 configured to accept only a payl oad_packet secured
usi ng tunnel _node_ESP from EUT

and QE1 configured not to perform Route_Optim zation

and QE1 away_from hone

and QE1 registered to EUT

ensure that
{ when { a Security_Association is established between EUT and QE1
and QE1 noves to a foreign_network }
then { QE4 and QE1 are able to communicate }

}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)

EUT is configured to protect payload packets sent to QE1 using tunnel mode ESP

QE1 is configured to accept only payload packets protected using tunnel mode ESP from EUT
QEL1 configured not to perform Route Optimization

QEL1 is away from home and registered to its Home Agent EUT

Step Test Sequence Verdict
Pass Fail
1 Cause QE4 to send an Echo Request to the Home Address of the QE1
2 Check: does QE4 receive an Echo Reply from QE1? Yes No

Observations:

Test Description

Identifier: TD_MOB_2018_03 [Test Purpose: [TP_MOB_2018 03
Summary: '‘Mobile Node supports payload packet secured using tunnel_mode ESP'

Roles: Mobile_Node [Configuration: |CF_MOB_03
References: RQ 001 2018

with { (E1 configured to protect any payl oad_packet to EUT

usi ng tunnel _node_ESP

and EUT configured to accept only a payl oad_packet secured
usi ng tunnel _node_ESP from QE1

and EUT configured not to perform Route_Optim zation

and EUT away_from hone

and EUT registered to QE1

ensure that
{ when { a Security_Association is established between EUT and CEl
and EUT noves to a foreign_network }
then { QB4 and EUT are able to conmunicate }

}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)

QEL1 is configured to protect payload packets sent to EUT using tunnel mode ESP

EUT is configured to accept only payload packets protected using tunnel mode ESP from QE1
EUT configured not to perform Route Optimization

EUT is away from home and registered to its Home Agent QE1

Step Test Sequence Verdict
Pass Fail
1 Cause QE4 to send an Echo Request to the Home Address of EUT
2 Check: does QE4 receive an Echo Reply from EUT? Yes No

Observations:
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Test Description

}

ensure that

Identifier: TD_MOB_2018_04 [Test Purpose: [TP_MOB_2018_04

Summary: 'Home Agent supports payload_packet tunnelled from Mobile Node and secured using
tunnel_mode ESP'

Roles: Home Agent [Configuration: [CF_MOB_02

References: RQ 001 2018

wth { E1 configured to protect any payl oad_packet to EUT

and EUT configured to accept only a payl oad_packet secured

and QE1 configured not to perform Route_Optim zation
and QE1 away_from hone
and QE1 registered to EUT

{ when { a Security_Association is established between EUT and QE1l
and QE1 noves to a foreign_network }
then { QB4 is able to communicate with QE1 }

usi ng tunnel _node_ESP

usi ng tunnel _node_ESP from QE1

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)

QE1 is configured to protect payload packets sent to EUT using tunnel mode ESP

EUT is configured to accept only payload packets protected using tunnel mode ESP from QE1
QEZ1 configured not to perform Route Optimization

QEL1 is away from home and registered to its Home Agent EUT

Step Test Sequence Verdict
Pass Fail
1 Cause QE4 to send an Echo Request to the Home Address of QE1
2 Check: does QE4 receive an Echo Reply from QE1? Yes No

Observations:

Test Description

ensure that

}

Identifier: TD_MOB_2019 01 [Test Purpose: [TP_MOB 2019 01

Summary: ‘Mobile Node supports multicast group membership control packets tunnelled from its Home Agent
protected by ESP with the tunnel mode'

Roles: Mobile_Node |Configuration: |CF_MOB_03

References: RQ 001 2019

with { QE1 configured to protect any

and EUT configured to accept only a

and EUT configured to subscribed to a gl obal _multicast_group
and EUT away_from hone
and EUT registered to QE1

{ when { QE3 sends a packet to the global _nulticast_group

then { QE3 indicates receipt of the response }

mul ti cast _group_nenber shi p_control _packet to EUT
usi ng tunnel _node_ESP

mul ti cast _group_nenber shi p_control _packet from QEl
secured using tunnel _node_ESP

indicating that a response is required }

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)

QE1 is configured to secured multicast group membership control packets tunnelled to EUT by ESP
with tunnel mode

EUT is configured to accept only protected multicast group membership control packets tunnelled
from QE1 by ESP with tunnel mode

EUT is configured to subscribed to a multicast group MG1 with a global scope

EUT away from home and registered to its Home Agent QE1

Step Test Sequence Verdict
Pass Fail
1 Cause QE3 to send an Echo Request to the Address of multicast group
MG1
2 Check: does QE3 receive an Echo Reply from EUT? Yes No

Observations:
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Test Description

Identifier: TD_MOB_2019 02 [Test Purpose: [TP_MOB 2019 02

Summary: 'Home Agent supports multicast group membership control packets tunnelled from Mobile Node
protected by ESP with the tunnel mode'

Roles: Home Agent [Configuration: [CF_MOB_02

References: RQ 001 2019

wth { QE1 configured to protect any

and EUT configured to accept only

and QE1 configured to subscribed to a global _nulticast_group
and QE1 away_from home
and QE1 registered to EUT

ensure that

{ when { EUT sends a packet to the gl obal multicast_group

then { QE3 indicates receipt of the response }

}

mul ti cast _group_nenber shi p_control _packet to EUT
usi ng tunnel _node_ESP

a mul ticast_group_mnenbershi p_control _packet from QE1
secured using tunnel _node_ESP

indicating that a response is requested }

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)

QEL1 is configured to secured multicast group membership control packets tunnelled to EUT by ESP
with tunnel mode

EUT is configured to accept only protected multicast group membership control packets tunnelled
from QE1 by ESP with tunnel mode

QE1 is configured to subscribed to a multicast group MG1 with a global scope

QE1 away from home and registered to its Home Agent EUT

Step Test Sequence Verdict
Pass Fail
1 Cause QE3 to send an Echo Request to the Address of multicast group
MG1
2 Check: does QE3 receive an Echo Reply from QE1? Yes No

Observations:

4.2 Policy Requirements
Test Description
Identifier: TD_MOB_2026 01 [Test Purpose: [TP_MOB 2026 01
Summary: ‘When Mobile Node returns home and is configured with manually established Security
Associations, it makes inactive security policies concerning tunnelled traffic with Home Agent
without deleting Security Associations'
Roles: Mobile_Node [Configuration: [CF_MOB_03
References: RQ 001 2026
wth { EUT configured 'with manual |y established Security Associ ations
and Policies'
and EUT configured to protect packets to QE1l
usi ng tunnel _node_ESP
and QE1 configured to accept only a packets secured
usi ng tunnel _node_ESP
and EUT configured not to perform Route_Optim zation
and EUT away_from hone
and EUT registered to QE1
ensurza t hat
{ when { EUT noves to another foreign_network
after EUT returns honme }
then { QE4 and EUT are able to communicate }
}
Pre-test conditions: |The cleaning procedure has been run (see configuration comments).
EUT is configured with manually established Security Associations and Policies.
EUT is configured to secure packets tunnelled to QE1 using tunnel mode ESP.
QEL is configured to accept only packets protected using tunnel mode ESP.
EUT is configured not to perform Route Optimization.
EUT is away from home and has registered to its Home Agent QE1.
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Step Test Sequence Verdict

Pass Fail

1 Move EUT to Home Network 1

2 Wait a few seconds

3 Move EUT to Foreign Network 1

4 Cause QE4 to send an Echo Request to EUT

5 Check: does QE4 receive an Echo Reply? Yes No

Observations:

Test Description

Identifier: TD_MOB_2026_02 |Test Purpose: [TP_MOB 2026 02

Summary:

Node without deleting Security Associations

'When Mobile Node returns home and is configured with manually established Security
Associations, Home Agent makes inactive security policies concerning tunnelled traffic with Mobile

Roles: Home_Agent [Configuration: |CF_MOB_02
References: RQ 001 2026
with { EUT configured 'with manual |y established Security Associ ations

and Policies'
and EUT configured to protect packets to QE1l
usi ng tunnel _node_ESP
and QE1 configured to accept only a packets secured
usi ng tunnel _node_ESP
and QE1 configured not to perform Route_Optim zation
and QE1 away_from hone
and QE1 registered to EUT

}
ensure that
{ when { E1 noves to another foreign_network
after QE1 returns home }
then { E4 is able to comunicate with QE1 }
}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments

EUT is configured with manually established Security Associations and Policies
EUT is configured to secure packets tunnelled to QE1 using tunnel mode ESP
QE1 is configured to accept only packets protected using tunnel mode ESP
QEL1 is configured not to perform Route Optimization

QEL1 is away from home and has registered to its Home Agent EUT

Step Test Sequence Verdict
Pass Fail
1 Move QE1 to Home Network 1
2 Wait a few seconds
3 Move QE1 to Foreign Network 1
4 Cause QE4 to send an Echo Request to QE1
5 Check: does QE4 receive an Echo Reply? Yes No

Observations:
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4.3 IPsec Protocol Processing
Test Description
Identifier: TD_MOB_2017 01 [Test Purpose: [TP_MOB 2017 _01
Summary: '‘Mobile Node sends Mobile_Prefix_Solicitation secured using transport_mode_ESP to its Home
Agent'
Roles: Mobile_Node [Configuration: |CF_MOB_03
References: RQ 001 2017, RQ 001 2030
with { EUT configured to protect any Mbile_Prefix_Solicitation to QEl
usi ng transport_node_ESP
and QE1 configured to accept only a Mbile_Prefix_Solicitation
secured using transport_node_ESP from EUT
and QE6 configured to have a prefix_lifetime of 1 mnute
and EUT away_from hone
and EUT registered to QE1
ensurze t hat
{ when { a Security_Association is established between EUT and QEl }
then { QB4 and EUT are able to communicate after prefix_lifetime }
}
Pre-test conditions: The cleaning procedure has been run (see configuration comments)
EUT is configured to protect Mobile Prefix Solicitation sent to QE1 using transport mode ESP
QEZ1 is configured to accept only Mobile Prefix Solicitation protected using transport mode ESP
from EUT
R1 is configured to have a valid prefix lifetime at 1 minute
EUT is away from Home and registered to its Home Agent QE1
Step Test Sequence Verdict
Pass Fail
1 Wait a few more one minute (to let the exchange of MPA / MPS be carried
out)
2 Cause QE4 to send an Echo Request to the Home Address of EUT
3 Check: does QE4 receive an Echo Reply from EUT? Yes No
Observations:
Test Description
Identifier: TD_MOB_2017_02 |Test Purpose: [TP_MOB_2017 02
Summary: 'Home Agent sends Mobile Prefix_Advertisement secured using transport_mode ESP'
Roles: Home Agent [Configuration: |CF_MOB_02
References: RQ _001 2017, RQ 001 2030
with { EUT configured to protect any Mbile_Prefix_Advertisenent to QEl

}

ensure

{
}

using transport_node_ESP
and QE1 configured to accept only a Mbile_Prefix_Advertisenment
secured using transport_node_ESP from EUT
and QE1 away_from hone
and QE1 registered to EUT
and QE6 configured to have a prefix_lifetime of 1 mnute

t hat
when { a Security_Association is established between EUT and QEl }
then { QB4 is able to communicate with QE1 after prefix_lifetime }

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)

EUT is configured to protect Mobile Prefix Advertisement sent to QE1 using transport mode ESP
QE1 is configured to accept only Mobile Prefix Advertisement protected using transport mode ESP
from EUT

R1 is configured to have a valid prefix lifetime at 1 minute

QEL1 is away from Home and registered to its Home Agent EUT

Step Test Sequence Verdict
Pass Fail
1 Wait a few more one minute (to let the exchange of MPA / MPS be carried
out)
2 Cause QE4 to send an Echo Request to the Home Address of QE1
3 Check: does QE4 receive an Echo Reply from QE1? Yes No

Observations:
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Test Description

ensure that

Identifier: TD_MOB_2013 01 |Test Purpose: [TP_MOB 2013 01
Summary: 'Mobile Node sends Binding Update secured using transport_mode ESP to its Home Agent'
Roles: Mobile_Node [Configuration: [CF_MOB_03

References: RQ _001 2013, RQ_001 2031

with { EUT configured to protect any Binding_Update to QEl

and QE1 configured to accept only Binding_Update secured

{ when { a Security_Association is established between EUT and QE1l
and EUT noves to a foreign_network }
then { QE4 and EUT are able to conmmunicate }

using transport_node_ESP

using transport_node_ESP from EUT

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)

EUT is configured to protect Binding Update sent to QE1 using transport mode ESP

QE1 is configured to accept only Binding Update protected using transport mode ESP from EUT
EUT is connected to Home Network 1

Step Test Sequence Verdict
Pass Fail
1 Move EUT to Foreign Network 1
2 Wait a few seconds (to let EUT register to QE1)
3 Cause QE4 to send an Echo Request to EUT
4 Check: does QE4 receive an Echo Reply from EUT? Yes No

Observations:

Test Description

ensure that
{ when {

Identifier: TD_MOB_2013 02 [Test Purpose: [TP_MOB 2013 02

Summary: ‘Home Agent sends Binding_Acknowledgement secured using transport_mode_ESP to a Mobile
Node'

Roles: Home_Agent [Configuration: |CF_MOB 02

References: RQ 001 2013, RQ 001 2031

with { EUT configured to protect any Bindi ng_Acknow edgenent to QE1l

and QE1 configured to accept only a Bindi ng_Acknow edgenent secured

and QE1 noves to a foreign_network

}
then { QB4 is able to communicate with QE1 }

using transport_node_ESP

using transport_nobde_ESP from EUT

a Security_Association is established between EUT and QE1

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)

EUT is configured to protect Binding Acknowledgement sent to QE1 using transport mode ESP
QE1 is configured to accept only Binding Acknowledgement protected using transport mode ESP
from EUT

QEL1 is connected to Home Network 1

Step Test Sequence Verdict
Pass Fail
1 Move QE1 to Foreign Network 1
2 Wait a few second (to let QE1 register to EUT)
3 Cause QE4 to send an Echo Request to QE1
4 Check: does QE4 receive an Echo Reply from QE1? Yes No

Observations:
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Test Description

}

ensure that

}

Identifier: TD_MOB_2016_01 |Test Purpose: [TP_MOB 2016 01
Summary: 'Home Agent supports Mobile_Prefix_Solicitation secured using transport_mode_ESP"
Roles: Home Agent [Configuration: |CF_MOB_02
References: RQ _001 2016, RQ_001 2031

with { QE1 configured to protect any Mobile_Prefix_Solicitation to EUT

and EUT configured to accept only a Mbile_Prefix_Solicitation secured

and QE6 configured to have a prefix_lifetime of 1 mnute
and QE1 away_from hone
and QE1 registered to EUT

{ when { a Security_Association is established between EUT and QE1 }
then { QB4 is able to communicate with QE1 after the prefix_lifetinme }

using transport_node_ESP

using transport_node_ESP from QE1l

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)

QEL1 is configured to protect Mobile Prefix Solicitation sent to EUT using transport mode ESP

EUT is configured to accept only Mobile Prefix Solicitation protected using transport mode ESP from
QE1

R1 is configured to have a valid prefix lifetime at 1 minute

QE1 is away from Home and registered to its Home Agent EUT

Step Test Sequence Verdict
Pass Fail
1 Wait a few minutes (to let the exchange of MPA / MPS be carried out)
2 Cause QE4 send an Echo Request to the Home Address of QE1
3 Check: does QE4 receive an Echo Reply from QE1? Yes No

Observations:

Test Description

}

ensure that

}

Identifier: TD_MOB_2016_02 |Test Purpose: |[TP_MOB 2016 02
Summary: 'Mobile Node supports Mobile_Prefix_Advertisement secured using transport_ mode_ ESP"
Roles: Mobile_Node [Configuration: |CF_MOB 03
References: RQ _001 2016, RQ_001 2031

with { QE1 configured to protect any Mbile_Prefix_Advertisement to EUT

and EUT configured to accept only Mbile_Prefix_Advertisenent

and EUT away_from hone
and EUT registered to QE1
and QE6 configured to have a prefix_lifetime of 1 mnute

{ when { a Security_Association is established between EUT and QE1 }
then { QE4 and EUT are able to comunicate after prefix_lifetinme }

using transport_node_ESP

secured using transport_node_ESP from QEl

Pre-test conditions:

The cleaning procedure has been run (see configuration comments)

QEZ1 is configured to protect Mobile Prefix Advertisement sent to EUT using transport mode ESP
EUT is configured to accept only Mobile Prefix Advertisement protected using transport mode ESP
from QE1

R1 is configured to have a valid prefix lifetime at 1 minute

EUT is away from Home and registered to its Home Agent QE1

Pass Fail

Step Test Sequence Verdict
1 Wait a few minutes (to let the exchange of MPA / MPS be carried out)
2 Cause QE4 send an Echo Request to the Home Address of EUT
3 Check: does QE4 receive an Echo Reply from EUT? Yes No

Observations:
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Test Description

Identifier: TD_MOB_2014 01 |Test Purpose: [TP_MOB 2014 01
Summary: 'Home Agent supports Home Test Init secured using tunnel_mode_ESP'

Roles: Home_Agent [Configuration: [CF_MOB_02
References: RQ _001_ 1571, RQ_001 2034, RQ 001 2035

with { QE1 configured to protect any Home_Test_Init to EUT

usi ng tunnel _node_ESP

and EUT configured to accept only Honme_Test_Init secured
usi ng tunnel _node_ESP from QE1

and QE1 configured to performroute_optim zation

and QB4 configured to performroute_optim zation

and QE1 is away_from hone

and QE1 registered to EUT

ensure that
{ when { a Security_Association is established between EUT and QE1l
and QE1 noves to a foreign_network }
then { QB4 and QE1 are able to comunicate directly }

}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)

QE1 is configured to protect Home Test Init sent to EUT using tunnel mode ESP

EUT is configured to accept only Home Test Init protected using tunnel mode ESP from QE1
QEZ1 configured to perform Route Optimization

QE4 configured to perform Route Optimization

QEL1 is away from Home and registered to its Home Agent EUT

Step Test Sequence Verdict
Pass Fail
1 Cause QE4 to send an Echo Request to the Home Address of QE1
2 Wait a few second (to let QE1 register to QE4)
3 Disconnect EUT from Home Network 1
4 Cause QE4 to send an Echo Request to the Home Address of QE1

5 Check: does QE4 receive an Echo Reply from QE1? Yes No
Observations:

Test Description

Identifier: TD_MOB_2014 02 [Test Purpose: [TP_MOB 2014 02
Summary: '‘Mobile Node supports Home Test secured using tunnel_mode ESP'

Roles: Mobile_Node [Configuration: |CF_MOB_03
References: RQ 001 2034, RQ 001 2035

with { E1 configured to protect any Home_Test to EUT

usi ng tunnel _node_ESP

and EUT configured to accept only a Honme_Test secured
usi ng tunnel _node_ESP from QE1

and EUT configured to perform Route_Optim zation

and QE4 configured to performroute_optim zation

and EUT is away_from hone

and EUT registered to QE1

ensure that
{ when { a Security_Association is established between EUT and CEl
and EUT noves to a foreign_network }
then { E4 and EUT are able to communicate directly }

}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)

QEL is configured to protect Home Test sent to EUT using tunnel mode ESP

EUT is configured to accept only Home Test protected using tunnel mode ESP from QE1
EUT configured to perform Route Optimization

QE4 configured to perform Route Optimization

EUT is away from Home and has registered to its Home Agent QE1

Step Test Sequence Verdict
Pass Fail

Cause QE4 to send an Echo Request to the Home Address of EUT

Wait a few second (to let EUT register to QE4)

Disconnect QE1 from Home Network

Cause QE4 to send an Echo Request to the Home Address of EUT
5 Check: does QE4 receive an Echo Reply from EUT? Yes No

Observations:

AlIW|IN|F
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Test Description

ensure that
{ when {

usi ng tunnel _node_ESP

and QE1 configured to accept only Honme_Test_Init secured
usi ng tunnel _node_ESP from EUT

and EUT configured to performroute_optim zation

and QB4 configured to performroute_optim zation

Identifier: TD_MOB_2015 01 |Test Purpose: [TP_MOB 2015 01
Summary: 'Mobile Node sends Home Test Init secured using tunnel_mode_ ESP to its Home Agent'
Roles: Mobile_Node [Configuration: [CF_MOB_03
References: RQ 001 2034

with { EUT configured to protect any Hone_Test_Init to QEl

a Security_Association is established between EUT and CQEl
and EUT noves to a foreign_network }
then { QB4 and EUT are able to communicate directly }

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)

EUT is configured to protect Home Test Init sent to QE1 using tunnel mode ESP
QEL1 is configured to accept only Home Test Init protected using tunnel mode ESP from EUT
EUT configured to perform Route Optimization
QE4 configured to perform Route Optimization
EUT is away from Home and registered to its Home Agent QE1

Step Test Sequence Verdict
Pass Fail
1 Cause QE4 to send an Echo Request to the Home Address to EUT
2 Wait a few second (to let QE4 register to EUT)
3 Disconnect QE1 from Home Network 1
4 Cause QE4 to send an Echo Request to the Home Address to EUT
5 Check: does QE4 receive an Echo Reply from EUT? Yes No
Observations:
Test Description
Identifier: TD_MOB_2015_02 |Test Purpose: |[TP_MOB 2015 02
Summary: 'Home Agent sends Home Test secured using tunnel_mode ESP'
Roles: Home Agent [Configuration: |CF_MOB_02
References: RQ 001 2034
with { EUT configured to protect any Hone_Test to QEl
usi ng tunnel _node_ESP
and QE1 configured to accept only Hone_Test secured
usi ng tunnel _node_ESP from EUT
and QE1 configured to perform Route_Optim zation
and QB4 configured to perform Route_Optim zation
ensur}e t hat
{ when { a Security_Association is established between EUT and QE1l
and QE1 noves to a foreign_network }
then { QB4 and QE1 are able to comunicate directly }
}
Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
EUT is configured to protect Home Test sent to QE1 using tunnel mode ESP
QEL1 is configured to accept only Home Test protected using tunnel mode ESP from EUT
QEL1 configured to perform Route Optimization
QE4 configured to perform Route Optimization
QEL1 is away from Home and registered to its Home Agent EUT
Step Test Sequence Verdict
Pass Fail
1 Cause QE4 to send an Echo Request to the Home Address of QE1
2 Wait a few second (to let QE4 register to QE1)
3 Disconnect EUT from Home Network 1
4 Cause QE4 to send an Echo Request to the Home Address of QE1
5 Check: does QE4 receive an Echo Reply from QE4? Yes No
Observations:
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Test Description

Identifier: TD_MOB_2039 01 |Test Purpose: [TP_MOB 2039 01

Summary: 'Home Agent update its security association entries when the Mobile Node change of foreign
network’

Roles: Home_Agent [Configuration: [CF_MOB_02

References: RQ 001 2039

with { EUT configured to protect any Bindi ng_Acknow edgenent to QEl

usi ng tunnel _node_ESP
and QE1 configured to accept only a Bindi ng_Acknow edgenent
secured using tunnel _node_ESP from EUT
and QE1 away_from hone
and QE1 registered to EUT
}
ensure that
{ when { QE1 noves to another foreign_network }
then { QB4 and QE1 are able to conmunicate }

}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)

EUT is configured to secure Binding Acknowledgement using ESP transport mode

QE1 is configured to accept only Binding Acknowledgement protected by ESP transport mode
QE1 is connected to Foreign Network 1 and has registered to its Home Agent EUT

Step Test Sequence Verdict
Pass Fail
1 Move QEL1 to Foreign Network 2
2 Cause QE4 to send an Echo Request to QE1
3 Check: does QE4 receive an Echo Reply? Yes No

Observations:

Test Description

Identifier: TD_MOB_2040 01 |Test Purpose: [TP_MOB 2040 01
Summary: 'Home Agent does not take into account a Binding Update not secured'

Roles: Home_Agent [Configuration: [CF_MOB_02
References: RQ_001 2040

with { and EUT configured to accept only a Bindi ng_Update
secured using tunnel _node_ESP
and QE1 configured to send any Binding_Update not secured

ensure that
{ when { QE1 noves to a foreign_network }
then { QB4 and QE1 are unable to conmunicate }

}

Pre-test conditions: |The cleaning procedure has been run (see configuration comments)
EUT is configured to accept only Binding Update protected by ESP with transport mode
QEL1 is configured to send unprotected Binding Update

Step Test Sequence Verdict
Pass Fail
1 Move QE1 to Foreign Network 1
2 Cause QE4 to send an Echo Request to QE1
3 Check: does QE4 receive an Echo Reply? No Yes

Observations:
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Annex A (informative):
Interoperability Testing Configurations

The following architectural configurations are referenced in the |Pv6 Mobility Interoperability Test Descriptions specified in the present document. They are intended to give a
general rather than specific view of the possible roles of the EUT and its associated QE(s) and the relationships between them.

The CF_Mob-Basic_01 configuration is not referenced in any of the Test Description, however al other configurations are subset of the architecture described in CF_Mob-
Basic_01. Hence, replicating CF_Mob-Basic_01 in atest bed will save alot of time to atester willing to test all the Test Descriptions of the present document.
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Annex B (informative):
IPv6 Interoperability Test Purposes

The Test Suite Structure is based on the IPv6 Mobility RFCs and the IPv6 Requirements Catalogue nodes. It is defined
by the groups within the following TPLan specification of test purposes. The numbering is not contiguous so that new
TPs can be added at a later date without the need to completely renumber the TSS groups.

TSS . MOB

Title : "10P - Mbility'
Version : 1.0.0

Dat e :29.11. 2006

Aut hor : ' STF276 - Task 4'

-- Last $Rev: 430 $
-- Last $Author: vreck $
-- $Date: 2007-03-15 16:25:18 +0100 (Thu, 15 Mar 2007) $

--***Cross references***
xref RQ 001 {RFC3775,
RFC3776}

xref CF_MOB_02 {Configs_| OP_SEC. pdf}
xref CF_MOB_03 {Configs_| OP_SEC. pdf}
xref CF_MOB_04 {Configs_| OP_SEC. pdf}
xref CF_MOB_05 {Configs_| OP_SEC. pdf}
xref CF_MOB_06 {Configs_| OP_SEC. pdf}
xref CF_MOB_07 {Configs_| OP_SEC. pdf}

-***Definitions***

-- Entities
---- Primary Configuration entities
def entity EUT
def entity QE1
def entity QE2
def entity QE3
def entity QE4
def entity QE5
def entity QE6
def entity QE7
def entity QE8

Suppl enentary entities

def entity binding

def entity Binding_Cache_entry

def entity default_router

def entity foreign_network

def entity global _nmulticast_group

def entity home

def entity home_network

def entity link_local _nmulticast_group

def entity Nei ghbor_Discovery_cache_entry
def entity network

def entity organization_|local _nulticast_group
def entity Security_Association

def entity Security_Policy

def entity transport_connection

-- Messages
def event Bi ndi ng_Acknow edgenent
def event Bindi ng_Refresh_Request
def event Binding_Update

{ Hone_Address,

Hone_Addr ess_Desti nation_Option }

def event Home_Test
def event Hone_Test Init
def event Mobile_Prefix_Advertisenents {Mbile_Prefix_Advertisenent}
def event Mobile_ Prefix_Solicitations {Mbile_ Prefix_Solicitation}
def event multicast_group_menbershi p_control _packet
def event packets {packet}
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def event payl oad_packet
def event return_routability_packets

-- Procedures

def event |KEv2

def event multicast_data_packet_forwarding
def event route_optim zation

-- Val ues

def val ue accept

def value binding_lifetime

def val ue care_of _address

def val ue ESP

def val ue et hernet_address

def val ue gl obal _address

def val ue gl obal _addresses

def val ue hone_address

def val ue hone_addresses

def val ue Honme_Agent _address

def val ue Home_Agent _Preference

def value Interface_ID

def val ue | P_address

def val ue | Psec

def value lifetinme

def value Iink_local _address

def val ue MAX_ BI NDACK_TI MEQUT

def val ue MAX_RR BI NDI NG_LI FETI ME

def val ue on_link

def val ue packet {Authentication_Header
desti nati on_address
ESP_Header
Hone_Addr ess_Opti on,
sequence_nunber
sour ce_addr ess}

def val ue prefix

def value prefix_lifetime

def val ue transport_node_ ESP

def val ue tunnel _node_ESP

-- Units
def unit mnute
def unit seconds

-- Conditions

def condition at_home

def condition available

def condition away_from home
def condition connected

def context {~connected [to]}
def condition configured

def condition disconnected

def context {~disconnected [froni}
def condition registered

def context {~registered to}
def condition required

def condition subscribed

def context {~subscribed to}
def condition unreachabl e

def context {~unreachable front

-- Keywords - Preconditions
def word communi cation

def word established

def word inplenent

def word perform

def word protect

def word use

-- Keywords - Stinmul
def word adverti zi ng
def word conmuni cate
def word configure
def word detects

def word expired

def word generates
def word nodify

def word noves

def word reboot
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def word registers

def word requested

def context {is ~requested to}

def context {is ~requested to ~configure}
def context {is ~requested to ~nodify}
def word returns

def context {~returns ~hone}

def word send

def context {is requested to ~send}
def word set

def context {-~set to}

def word starts

def context {~starts adverti zing}

def word stops

def context {~stops adverti zing}

def word support

-- Keywords - Responses

def word accepts

def word del etes

def word discards

def word establishes

def word expires

def word inpl enment ed

def word indicate

def word indicates

def word only

def word receipt

def context {~indicates ~receipt of}
def word response

def context {sends no ~response}
def word secured

def word updates

def word using

-- Keywords - Qdue
def word able

def word anot her
def word any

def word are

def word at

def word between
def word by

def word directly
def word does

def word even

def word first
def word for

def word greater
def word have

def word havi ng
def word its

def word | east
def word nore

def word new

def word offered
def word old

def word on

def word origina
def word own

def context {~its ~own}
def word previously
def word sane

def word second
def word short
def word than

def word unabl e
def word used

Lok kkkkk Ak kA hkhhkhhk kA hkhhkhhkhhhkhhkhhkhhhkhkhk ok _ _

--* RFC3775 Mobility Support in |Pv6 *--

khkkkhkhkhhkhhkhhhhhhhkhhkhhhhhkhhkhhhhhhhhdkh _ _

Goup 1 'RFC 3775’
Goup 1.1 "Goup A

TPid : TP_MOB 1724 01
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summary : 'Mobile Node falls back to tunnelling if correspondent refuses
Route Optim zation'

RQref : RQOO01 1724

Rol e . Mobi | e_Node

config : CF_MOB 03

TDref : TD MOB 1724 01

with { EUT away_from hone
and EUT registered to QEL
and EUT configured to performroute_optim zation
and QE4 configured not to perform Route_Optim zation
}
ensure that
{ when { EUT receives a packet from QE4
indicating that a response is required }
then { QE4 indicates receipt of the response fromthe EUT }

}
= = XXXXXXXX XXX XXXX XXX XXX XKXXXXKXXXKXKX - -
TPid : TP_MOB 1744 01
summary : ' Mobile Node updates its bindings with correspondent nodes

after changing its primary care-of address'
RQref : RQO001_1744
Rol e : Mobi | e_Node
config : CF_MOB 03
TDref : TD MOB 1744 01

with { EUT away_from home
and EUT registered to CQE1
and EUT having established a binding to QE4

}
ensure that
{ when { EUT noves to another foreign_network
and QE4 is requested to send a packet to EUT
indicating that a response is required }
then { QE4 indicates recei pt of the response fromthe EUT }

}
= = XXXXXXXX XXX XXX X XXX XXXX XXX XXX XKXKX - =
TPid : TP_MOB 1457 01
summary : ' Correspondent Node creates a new entry in its binding cache

when receiving a valid Binding Update'
RQ ref : RQ001_1457
Rol e : Correspondent _Node
config : CF_MOB 04
TD ref : TD _MOB_1457 01

with { QE4 away_from hone
and QB4 registered to QE1
and QE4 configured to performroute_optim zation
and EUT configured to performroute_optim zation
}
ensure that
{ when { EUT receives a packet from QE4
indicating that a response is required }
then { EUT sends response directly to Qe4 }
}

= = XXX XXX XXX XXXXXXXXXXXXXXXXXXXXXXX - -

TP id : TP_MOB 1753 01

summary : 'Mobile Node is able to delete a binding with a correspondent node'
RQref : RQ001_1753

Rol e : Mobi | e_Node

config : CF_MOB 03
TD ref : TD MOB_1753_01

with { EUT away_from home
and EUT registered to QE1
and EUT having established a binding with QE4

}
ensure that
{ when { EUT returns hone
and QE4 is requested to send a packet to EUT
indicating that a response is required }
then { (E4 indicates receipt of the response fromthe EUT}
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}

= = XXX XXX XX XXX XXXXXXXXXXXX XXX XXXXXX - -

TPid : TP_MOB 1486 01

summary : ' Correspondent Node del etes any Binding Cache entry
after the expiration of the binding lifetine'

RQref : RQ001_1486 ,RQ 001_1461

Rol e : Correspondent _Node

config : CF_MOB 04

TD ref : TD MOB_1486_01

with { EUT configured to performroute_optinization
and QE4 configured to performroute_optim zation
and QE4 away_from home
and QE4 registered to QEL
}
ensure that
{ when { EUT establishes a binding to QE4}
then { EUT and QE4 are able to comunicate directly
within the binding_lifetine
and EUT and QE4 are unable to conmmunicate directly
after the binding_lifetinme }

}
= = XXXXXXXXXXX XXX XXX XX XXX XXX XXX XX KX - -
TP id : TP_MOB 1068_01
summary : ' Correspondent Node does not establish any binding with

a lifetime greater than MAX_RR Bl NDI NG LI FETI ME'
RQref : RQ001_1068
Rol e . Correspondent _Node
config : CF_MOB 04
TD ref : TD MOB_1068_01

with { EUT configured to performroute_optinization
and QE4 configured to performroute_optimn zation
and QE4 away_from hone
and QB4 registered to QE1

ensure that
{ when { EUT establishes a binding to QE4}
then { EUT and QE4 are able to conmunicate directly
within the binding_lifetine
and EUT and QE4 are unable to conmmunicate directly
after MAX_RR BI NDI NG LI FETI ME }

}

= = XXX XXX XXX XXX XXXXXXXKXXXX XXX XXXXXX - -

TP id . TP_MOB_1068_02
summary : ' Mobil e Node does not establish any binding with
a lifetime greater than MAX_RR BI NDI NG LI FETI ME'
RQref : RQ001_1068
Rol e : Mobi | e_Node
config : CF_MOB 03
TD ref : TD_MOB_1068_02
--NOT interop TESTABLE
-- ==>there is no Interoperability nethod to guarantee that a
-- Mobile Node (on a foreign network) will use its Honme Address
-- to send a new packet (instead of using its Care-of-Address).

with { EUT configured to performroute_optin zation
and EUT away_from hone
and EUT registered to QE1
and QE4 configured to performroute_optimn zation

ensure that
{ when { EUT establishes a binding to QE4 }
then { EUT and QE4 are able to communicate directly
within the binding_lifetine
and EUT and QE4 are unable to conmmunicate directly
after MAX_RR BI NDI NG LI FETI MVE }

}

== XXXXX XXX XXX XXX XXX XXX XXX XXX KXXXXXX - -

TPid : TP_MOB 1483 01
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summary : ' Correspondent Node tries to refresh a binding cache entry
before it expires'

RQref : RQ001_1483

Rol e : Correspondent _Node

config : CF_MOB 04

TDref : TD MOB 1483 01

with { QE4 away_from hone
and QE4 registered to QEL
and EUT having established a binding with QE4
and EUT established 'in continuous unbounded cormmuni cation with QE4'
}
ensure that
{ when { QE4 sends a packet to the EUT
after the binding_lifetime
indicating that a response is required }
then { QE4 indicates receipt of the response directly fromthe EUT }

}

= = XXX XXX XX XXX XXXXXXXXXXXX XXX XXXXXX - -

TP id . TP_MOB_1390_01

summary : ' Correspondent Node maintains a separate binding cache for each
of its unicast routable addresses’

RQref : RQ001_1390

Rol e . Correspondent _Node

config : CF_MOB 04

TD ref : TD MOB_1390_01

with { EUT configured to have 2 gl obal _addresses
and QE4 away_from home
and QE4 registered to QE1
and EUT having established a binding to QE4
using its first gl obal _address
and QE1 disconnected fromthe network

ensure that
{ when { EUT is requested to send a packet to QE4
containing a source_address
set to its second gl obal _address }
then { QE4 does not indicate receipt of the packet }

TP id : TP_MOB 1458 01

summary : ' Correspondent Node updates a binding cache entry on receipt
of a valid Binding Update'

RQref : RQ.001_1458

Rol e : Correspondent _Node

config : CF_MOB 04

TD ref : TD MOB 1458 01

with { QB4 away_from hone
and QE4 registered to QEL
and EUT havi ng established a binding with QE4
}
ensure that
{ when { (E4 noves to another foreign_network
and EUT is requested to send a packet to Q4
indicating that a response is required }
then { EUT indicates receipt of the response directly from Q4 }

}

= = XXX XXX XXX XXXXXXXXXXXXXXXXXXXXXXX - -

TPid : TP_MOB 1776 01

summary : ' Mobil e Node updates binding with correspondent node upon receipt
of a Binding Refresh Request'

RQref : RQO001_1776 , RQ 001_1383

Rol e : Correspondent _Node

config : CF_MOB 04

TDref : TD MOB 1776 01

with { EUT away_from home
and EUT registered to QE1
and EUT having established a binding with QE4

ensure that
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{ when { QE4 sends a Binding_Refresh_Request }

then { QE4 and the EUT are able to communicate directly
after the original binding_lifetime }

}
LD .9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.0.0.C
TPid : TP_MOB 1348 01
summary : ' Correspondent Node is able to participate in Return

Rout abi | ity Procedure’

RQref : RQO001_1348 , RQ 001_1050, RQ 001_1051

Rol e : Correspondent _Node
config : CF_MOB_04
TD ref : TD MOB 1348 01

with { QE4 away_from hone
and QE4 registered to QEL

and QE4 configured to performroute_optim zation
and EUT configured to performroute_optim zation

}

ensure that

{ when { EUT is requested to send a packet to QE4
indicating that a response is required }

ETSI TS 102 598 V1.1.1 (2007-06)

then { EUT indicates receipt of the response directly from Q4 }

}
LD .9.9.9.9.9.9.9.9.9.9.9.90.9.9.90.9.9.9.9.9.9.9.9.90.9.9.9.9.90.0.0.C
TP id : TP_MOB_1063_01
summary : 'Mobile Node is able to participate in Return Routability
Procedur e’

RQref : RQOO01_1063 , RQ 001_1048 , RQ 001 1709,

RQ 001_1007, RQ 001 _1723, RQ 001_1750

Rol e : Mobi | e_Node
config : CF_MOB 03
TD ref : TD _MOB_1063_01

with { EUT away_from hone
and EUT registered to QE1

and EUT configured to performroute_optim zation
and QB4 configured to performroute_optim zation

}

ensure that

{ when { EUT receives a packet from QE4
indicating that a response is required }

then { QE4 indicates receipt of the response directly fromthe EUT }

}

= = XXX XXX XX XXX XXXXXXXXXXXXXXXXXXXXX - -

TPid : TP_MOB 1047 01

summary : ' Correspondent Node conpletes Return Routability Procedure
before accepting a Binding Update froma nobile node'

RQ ref : RQ001_1047

Rol e : Correspondent _Node
config : CF_MOB 04

TD ref : TD_MOB_1047_01

with { QE4 away_from hone
and QB4 registered to QE1

and QE4 configured to performroute_optim zation
and EUT configured to performroute_optimn zation
QE4 cannot conplete RRP

and QE1 unreachable from Qg4 --
}

ensure that

{ when { QE4 is requested to send a packet to the EUT
indicating that a response is required }
then { EUT sends no response directly to QE4 }

}
== XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX - -
TP id : TP_MOB 1485 01
summary : ' Correspondent Node stops retransmtting Binding Refresh Requests

nessages when it receives a Binding Update'

RQref : RQ.001_1485
Rol e . Correspondent _Node
config : CF_MOB 04
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TD ref : TD MOB_ 1485 01

_kkkkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhk kkhkk k% _ _

--* However we wrap this up, it is a conformance test, not interop *o-
__kkkkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkhkkkhkhkk k% _ _

with { QE4 away_from home
and QE4 registered to QEL
and EUT having established a binding with QE4

ensure that
{ when { EUT "tries to refresh its binding with Qg4
and EUT receives 'a nessage indicating that
the refresh is successful' }
then { EUT 'stops sending refresh requests to QE4' }

}

= = XXXXX XXX XXX XXX XXX XK XXX XXX XXXXXXX - -

TPid : TP_MOB 1725 01

summary : ' Mobil e Node support the protection of Home Test and
Hone Test Init nessages’

RQref : RQ001_1725

Rol e . Mobi | e_Node

config : CF_MOB 03

TD ref : TD MOB 1725 01

with { EUT away_from hone
and EUT registered to QE1
and EUT configured to performroute_optimn zation
and QE4 configured to performroute_optim zation
and QE1 configured to protect return_routability_packets
}
ensure that
{ when { EUT receives a packet from QE4
indicating that a response is required }
then { EUT sends a response directly to QE4 }

}

= = XXXXX XXX XXX XXX XX XXX XXX XXX XXX XXXX - -

TP id : TP_MOB_1065_01

summary : ' Correspondent Node sends a Bindi ng_Acknow edgenent nmessage upon
recei pt of a Binding Update nessage containing A-Flag set to 1'

RQref : RQ001_1065, RQ 001_1350

Rol e : Correspondent _Node

config : CF_MOB 04

TD ref : TD _MOB_1065_01

with { B4 away_from home
and QE4 registered to QE1
and QE4 configured 'to request Binding_Acknow edgenents from
correspondent nodes'
and QE4 configured to performroute_optim zation
and EUT configured to performroute_optim zation
}
ensure that
{ when { EUT receives a packet from QE4
indicating that a response is required }
then { EUT sends the response directly to QE4 }

}
End Goup -- Goup A

= = XXXXX XXX XXX XXX XXX XXX XXX XXX KXXXXXX - -

Goup 1.2 "Goup B

TP id . TP_MOB_1382_01

summary : 'Mobile Node is able to receive and process Binding Acknow edgenent s’
RQ ref : RQ001_1382

Rol e . Mobi | e_Node

config : CF_MOB 03
TD ref : TD MOB 1382 01

with { EUT away_from hone

and EUT registered to QE1
and QE1 di sconnected
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and QE3 having the sanme Hone_Address as EUT
and QE3 having the sanme ethernet_address as QEl

}
ensure that
{ when { EUT returns hone before the binding_|lifetinme expires
and QE3 is di sconnected
and QE1 is connected to the Honme_Network }
then { EUT and QE4 are able to conmunicate }
}
== XXXXXXXXXXXKXKXXXX XXX KKK XXX KXKXXX XXX - =
TP id : TP_MOB 1700 01
summary : ' Mobil e Node does not perform Duplicate Address Detection

when returning honme before the expiry of its bindings'
RQ ref : RQ.001_1700
Rol e : Mobi | e_Node
config : CF_MOB 03
TD ref : TD _MOB_1700_01

with { EUT away_from home
and EUT registered to QE1
and QE1 is di sconnected
and QE3 having the same Home_Address as EUT
and QE3 having the sanme ethernet_address as QE1l

}
ensure that
{ when { EUT returns hone before the binding_|lifetinme expires
and QE3 is di sconnected
and QE1 is connected to the Honme_Network }
then { EUT and QE4 are able to conmunicate }
}
= = XXXXXXXXX XXX XXXX XXX XXX XXX XXX XXX X - -
TP id . TP_MOB_1693_01
summary : ' M\ accepts packets at its previous CoA after registering

its new primary CoA '
RQref : RQ001_1693
Rol e . Mobi | e_Node
config : CF_MOB 03
TD ref : TD MOB_1693_01

with { EUT away_from hone
and EUT registered to QE1
and QE8 advertizing a new prefix -- thus causing a new care- of
-- address to be generated

ensure that
{ when { (E8 stops advertizing the old prefix
before (QE8 starts advertizing a new prefix
before EUT receives a packet from QE3
indicating that a response is required
and containing a destination_address
set to the old Care_Of _Address of the EUT) }
then { QE3 indicates receipt of the response fromthe EUT }

}

= = XXX XXX XX XXX XXXXXXXXXXXX XXX XXXXXX - -

TPid : TP_MOB 1678 01

summary : ' M\ discover a new default router when it detects the default
router is no longer bi-directionally reachable '

RQref : RQ001_1678

Rol e . Mobi | e_Node

config : CF_MOB 03

TDref : TD MOB 1678 01

with { EUT connected in hone_network
and QE1 di sconnect ed

ensure that
{ when { EUT noves to a foreign_network
and EUT receives a packet from QE3
indicating that a response is required
and containing a destination_address
set to the Care_of _Address of the EUT }
then { QE3 indicates receipt of the response fromthe EUT }
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}
= = XXXXXXXX XXX XXX XKXX XXX XXX XX XXX KKK - =
TPid : TP_MOB 1507_01
summary : ' Home Agent renoves binding when the associated prefix valid

lifeti me expires'
RQ ref : RQ001_1507
Rol e : Hone_Agent
config : CF_MOB 02
TDref : TD MOB_1507_01

with { QE1 away_from hone
and QE1 registered to the EUT
and QE1 configured not to perform Route_Optim zation
}
ensure that
{ when { the prefix_lifetine expires at the EUT }
then { QE4 and QEl1 are unable to communicate }

}

= = XXX XXX XXX XX XXX XXXXXXXXXXXXXXXXXX - -

TP id : TP_MOB 1501 01

summary : ' Home Agent perforns Duplicate Address Detection on home |ink
before sending a Bi ndi ng Acknow edgnent'’

RQref : RQO001_1501 , RQ 001_1502 , RQ 001_1503

Rol e : Hone_Agent

config : CF_MOB_02

TD ref : TD MOB 1501 01

with { QE1 at_hone
and QE3 di sconnected from home_net wor k
and QE3 having the sane home_address as QEl
}
ensure that
{ when { E1 is disconnected fromthe honme_network
and QE3 is connected to the home_network
and QE1 is connected to a foreign_network }
then { QE4 and QEl1 are unable to comunicate }

}

= = XXX XXX X XXX XXXXXXXXXXXXXXXXXXXXXX - -

TP id : TP_MOB_1500_01

summary : ' Home Agent maintains a Binding Cache entry fromreceipt of a
Bi ndi ng Update until the Binding Lifetine expires'

RQ ref : RQO001_1497, RQ 001_1500 , RQ 001_1522

Rol e : Hone_Agent

config : CF_MOB 02

TD ref : TD_MOB_1500_01

with { QE1 at_hone
and QE1 configured not to perform Route_Optinization

ensure that
{ when { QEl noves to a foreign_network }
then { QB4 and QE1 are able to communicate
within the Binding_Lifetime }

}
= = XXXXXXX XXX XX KXX XXX X XXX XXX XX XXX KKX - =
TP id : TP_MOB 1497 01
summary : ' Home Agent creates a new entry in its Binding Cache

upon recei pt of a Binding Update'
RQ ref : RQ 001 1497
Rol e . Hone_Agent
config : CF_MOB 02
TD ref : TD MOB 1497 01

Wit h

QE1 at_hone
and QE1 configured not to perform Route_Optinization

ensure that
{ when { QEl1 noves to a foreign_network }

ETSI



106 ETSI TS 102 598 V1.1.1 (2007-06)

then { QE4 is able to comunicate with QEl }
}

= = XXX XXX XX XXX XXXXXXXXXXXX XXX XXXXXX - -

TP id . TP_MOB_1826_01

summary : ' Home Agent updates the entry in its Binding Cache
upon recei pt of a Binding Update'

RQref : RQ001_1826

Rol e . Hone_Agent

config : CF_MOB 02

TD ref : TD_MOB 1826 01

with { QE1 away_from hone
and QE1 registered to EUT
and QE1 configured not to perform Route_Optinization
}
ensure that
{ when { QEl noves to another foreign_network }
then { QE3 and QE1 are able to comunicate }

}

= = XXX XXX X XXX XXXXXXXXXXXXXXXXXXXXXX - -

TPid : TP_MOB 1494 01

summary : ' Home Agent returns a type "132" Bindi ng Acknow edgnent
upon recei pt of a Binding Update whi ch Hone Address
is not on |ink'

RQref : RQ001_1494

Rol e : Hone_Agent

config : CF_MOB 02

TDref : TD MOB 1494 01

with { (E1 di sconnected fromthe home_network
and QE1 configured not to perform Route_Optim zation

ensure that
{ when { (E1 is connected to a foreign_network
and EUT receives a Binding_Update
contai ning a Hone_Address not on_link }
then { QE4 and QELl are unable to comunicate }

}

= = XXX XXX XXX XXXXXXXXXXXXXXXXXXXXXXX - -

TP id : TP_MOB_1503_01

summary : ' Home Agent returns a type "134" Bindi ng Acknow edgenent when
Dupl i cate Address Detection for the Home Address / Link
Local Address fails'

RQref : RQ001_1503

Rol e . Hone_Agent

config : CF_MOB 02

TD ref : TD_MOB_1503_01

with { (E1 di sconnected from home_net wor k
and QE3 connected to hone_network
and QE3 configured to have the same |ink_| ocal _address as QE1l
}
ensure that
{ when { QEl1 is connected to a foreign_network }
then { QE4 and QEl1 are unable to communicate }

}

== XXX XXX XXX XX XXX XXXXXXXXXXXXXXXXXX - -

TPid : TP_MOB 1684 01

summary : ' Mobile Node generates a new prinary Care of Address
when the current one is deprecated

RQref : RQ.001_1684

Rol e : Mobi | e_Node

config : CF_MOB 07

TD ref : TD _MOB_1684_01

with { EUT away_from hone
and QE3 configured as default_router for EUT
and QE2 able to communicate with EUT

ensure that
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when { QE3 stops advertizing the old prefix
before (QE3 starts advertizing a new prefix

before QE2 is requested to send a packet to the EUT
indicating that a response is required) }
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then { QE2 indicates recei pt of the response fromthe EUT }

= = XXX XXX XX XXX XXXXXXXXXXXXXXXXXXXXX - -

TP id

sunmmary

RQ ref
Rol e

config
TD ref

with {
ensure
{
}

TP_MOB_1683_01

' Mobil e Node generates a new primary Care of Address after

havi ng noved'

RQ 001_1683 , RQ 001_1380 , RQ 001_1690
Mobi | e_Node

CF_MOB_03

TD MOB_1683_01

EUT away_from hone
and QE4 able to communicate with EUT

t hat
when { EUT noves to another foreign_network }
then { QE4 and the EUT are able to comunicate }

= = XXX XXX XX XXX XXX XXX XXXXXXXXXXXXXXX - -

TP id

summary :

RQ ref
Rol e

config
TD ref

with {

}

ensure

{
}

TP_MOB_1465_01

' Correspondent Node del etes any existing related bindings

on recei pt of a Binding Update requesting
to del ete a binding'

RQ 001_1465

Mobi | e_Node

CF_MOB_03

TD_MOB_1465 01

EUT away_from hone
and EUT configured to performroute_optin zation
and QE4 configured to performroute_optim zation
and QE4 having established a binding with EUT

t hat
when { EUT returns hone }

then { QE4 and the EUT are able to communicate with EUT }

= = XXX XXX XX XXX XXX XXXXXXXXXXXXXXXXXX - -

TP id

summary :

RQ ref
Rol e

config
TD ref

with {
}
ensure

{
}

TP_MOB_1496_01

' Correspondent Node sends a type "131" Bi ndi ng Acknow edgnent

when receiving a Honme Registration Binding Update'
RQ 001_1496
Cor r espondent _Node
CF_MOB_04
TD_MOB_1496_01

EUT at _hone
and QE5 at_hone
and QE5 configured 'to use EUT as Home Agent'

t hat
when { QE5 noves to a foreign_network }
then { QE3 and QE5 are unable to conmunicate }

= = XXX XXX XXX XXX XXXXXXXXXXX XXX XXXXXX - -

TP id

sunmmary

RQ ref
Rol e

config
TD ref

with {

TP_MOB_1528_01

"When accepting Care of Address de-registration Binding
Update, Hone Agent deletes any existing entry inits
Bi ndi ng Cache for the Mbile Node'

RQ 001_1528 , RQ _001_1529

Home_Agent

CF_MOB_02

TD_MOB_1528 01

E1 away_from hone
and QE1 registered to EUT
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- - XXXX

TP id
summar

RQ ref
Rol e

config
TD ref

Wt h

ensu

- = XXXX

TP id
summar

RQ ref
Rol e

config
TD ref

Wt h

ensu

- = XXXX

TP id
sunmar

RQ ref
Rol e

config
TD ref

Wt h

ensu

- = XXXX

TP id
sunmar

RQ ref
Rol e

config
TD ref

with
{

and QE4 able to comunicate with QEL

and QE1 configured not to perform Route_Optim zation

}
re that
{ when { QE1 returns hone }
then { QE4 and QEl1 are able to comunicate directly }
}

XXXXXXKXXXXXXXXXXXXXXXXXXXXXX - -

TP_MOB_1526_01

y : 'Home Agent rejects De-Registration Binding Update if no
entry exists in its Binding Cache for the Mbile Node'
RQ 001_1526
Honme_Agent
CF_MOB_05
TD _MOB_1526_01
{ EUT di sconnect ed from Home_Net wor k
and QE2 configured to have the same | P_address as EUT
and QE1 connected to a foreign_network
and (QE1 registered to QE2
}
re that
{ when { QE2 is disconnected from Home_Net wor k
and EUT is connected to Honme_Network
and QE1 returns hone }
then { QE4 and QE1l are unable to comunicate }
}
XXXXXXXXXXXXKXKXXXXXXKXXXXXXXKK = =
TP_MOB_1380_01
y : 'Mobile Node supports care-of address fornation'
RQ _001_1380
Mobi | e_Node
CF_MOB_03
TD MOB_1380_01
{ EUT connected to hone_network
and QE4 able to communicate with EUT
}
re that
{ when { EUT noves to a foreign_network }
then { QE4 and the EUT are able to communicate }
}
XXXXXXXXXXXXXKXXXXXXKXXXXXXXKK = =

TP_MOB_1809_01
y : 'Mobile Nodes support returning hone'
: RQ001_1809 , RQ 001_1808
Mobi | e_Node
CF_MOB_03
TD MOB_1809_01
{ EUT away_from hone
and QE4 able to conmmunicate with EUT
}
re that
{ when { EUT returns hone }
then { QE4 and the EUT are able to communicate }
}
XXX XXXXXXXXXXXXXX XXX KXXXXKXXXX - =
TP_MOB_1005_01
y : 'Wien away, Mbile Node is addressable at one or
nore Care of Addresses'
RQ _001_1005
Mobi | e_Node
CF_MOB_03
TD_MOB_1005_01

EUT at _hone

and QE6 'advertising a second prefix on Foreign Network 1'
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ensure that
{ when { EUT noves to Foreign_Network 1 }
then { QE4 and EUT are able to communicate
using first and second Care_of _address }

}

= = XXX XXX X XXX XX XXXXXXXXXXXXXXXXXXXX - -

TPid : TP_MOB_1702_01

summary : ' Mobile Node replies to Neighbour Solicitations for
its Home Address after returning hone
and havi ng sent a Bi nding Update'

RQref : RQO001_1702 , RQ_001_1695

Rol e . Mobi | e_Node

config : CF_MOB 03

TDref : TD_MOB 1702_01

with { EUT away_from hone
and EUT registered to QE1

ensure that
{ when { EUT returns hone
and QE1 is disconnected fromthe home_network }
then { Q4 and the EUT are unable to comunicate }

}

= = XXX XXX XX XXX XXXXXXXXXXXX XXX XXXXXX - -

TPid : TP_MOB 1701 01

summary : ' Mobile Node perforns Duplicate Address Detection
when returning hone after its bindings have expired

RQref : RQ001_1701

Rol e : Mobi | e_Node

config : CF_MOB 03

TDref : TD MOB 1701 01

with { EUT away_from hone
and EUT registered to QE1
and EUT binding_lifetinme expired at QE1
and QE4 connected to hone_network
usi ng the sane Hone_Address as EUT
}
ensure that
{ when { EUT returns hone }
then { EUT is unable to communicate } -- DAD fails

}

= = XXX XXX XX XXX XXXXX XXX XXXX XXX XXXXXX - -

TP id : TP_MOB 1768 01

summary : ' Mobile Node sends Binding Update before expiry of the
binding lifetine'

RQref : RQO001_1768 , RQ 001 1728

Rol e : Mobi | e_Node

config : CF_MOB 03

TD ref : TD MOB 1768 _01

with { EUT away_from hone
and EUT registered to QE1
and EUT able to comunicate with QE4
}

ensure that
{ when { QE4 (is requested to send a packet to the EUT
indicating that a response is required)
after the binding_lifetime }
then { QE4 indicates receipt of the response fromthe EUT }
}

= = XXX XXX X XXX XXXXXX XXX XXX XXX XXXXXX - -

TPid : TP_MOB 1694 01

summary : ' Mobile Node invalidates all associated Care of Addresses
when the corresponding router is unreachable'

RQ ref : RQ.001_1694

Rol e . Mobi | e_Node
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config : CF_MOB 03
TDref : TD MOB 1694 01

with { EUT away_from hone
and EUT registered to QE1

ensure that
{ when { EUT noves to another foreign_network }
then { QE1 and the EUT are unable to communicate
using the old Care_of _Address }

}
= = XXXXXXXXX XXX XXXX XXX XXX XX XXX XXXXX - -
TP id . TP_MOB_1510_01
summary : ' Home Agent returns a Binding Acknow edgment in response to

a Bi ndi ng Update'
RQref : RQ001_1510
Rol e . Hone_Agent
config : CF_MOB_02
TDref : TD MOB 1510 01

with { QE1 at_hone }
ensure that
{ when { QEl1 noves to a foreign_network }
then { QE4 and the EUT are able to communicate }

}

= = XXX XXX XX XXX XXXXXXXXXXXXXXXXXXXXX - -

TPid : TP_MOB 1534 01

summary : ' Home Agent stops intercepting packets for the nmobile
node on acceptance of the Primary Care of Address
De- Regi stration Bi ndi ng Update'

RQref : RQ001_1534

Rol e . Hone_Agent

config : CF_MOB_02

TDref : TD MOB 1534 01

with { E1 away_from hone
and (QE1 registered to EUT

ensure that
{ when { QE1 returns home
and EUT is disconnected fromthe home_network }
then { QE4 and QE1 are able to communicate }

End Group -- Goup B
= = XXXXXXXXXXXXXXXXX XXX XXX XXX XXX XXX - -
Goup 1.3 "Goup C

TPid : TP_MOB 1344 01

summary : ' Correspondent Node discard received packets containing
Type 2 Routing Headers'

RQref : RQ001_1344

Rol e : Correspondent _Node

config : CF_MOB 04

TDref : TD MOB 1344 01

with { EUT di sconnect ed
and QE4 configured to have the sanme |ink_|ocal _address as EUT
and QE4 connected to Hone_Network 2
and QE4 registered to QEL
and (QE4 having established a binding with QE3
}
ensure that
{ when { (E4 is disconnected
and EUT is connected to Home_Network 1
and QE3 is requested to send a packet to the EUT
indicating that a response is required
-- QE3 sends packets containing
-- Routing Headers Type 2
and QE5 is requested to send a packet to the EUT
indicating that a response is required }
-- (E5 sends packets not containing
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-- Routing Headers Type 2
then { QE3 indicates no receipt of the response fromthe EUT
and QE5 indicates receipt of the response fromthe EUT }

}
= = XXX XXX X XXX XXXXXXXXXXXXXXXXXXXXXX - -
TP id : TP_MOB_1003_01
summary : ' MN continues to conmuni cate after noving to a new |ink'
RQref : RQO001_1003 , RQ 001_1004 , RQ 001_1002
Rol e . Mobi | e_Node

config : CF_MOB 03
TD ref : TD _MOB_1003_01

with { EUT connected i n hone_network
and EUT registered to QE1
and EUT and QE4 established in communication
}
ensure that
{ when { EUT noves to a foreign_network
and QB4 is requested to send a packet to EUT
indicating that a response is required }
then { QE4 indicates receipt of the response fromthe EUT }
}

= = XXX XXX X XXX XXXXXXXXXXXXXXXXXXXXXX - -

TP id : TP_MOB 1614 01

summary : ' MN sends packets directly to the correspondent node when
a binding exists'

RQref : RQ001_1614

Rol e . Mobi | e_Node

config : CF_MOB 03

TDref : TD MOB 1614 01

with { EUT away_from hone
and EUT registered to QE1
and EUT configured to performroute_optimn zation
and QE4 configured to performroute_optim zation
and EUT having established a binding to QE4
}
ensure that
{ when { EUT receives a packet from QE4
indicating that a response is required }
then { EUT sends the response directly to QE4 }
}

= = XXX XXX XXX XXXXXXXXXXXXXXXXXXXXXXX - -

TPid : TP_MOB 1412 01

summary : ' Correspondent Node receives packets directly fromthe Mbile Node
when a binding exists or Mbile Node believes in its existence'

RQref : RQ001_1412

Rol e : Correspondent _Node

config : CF_MOB 04

TDref : TD MOB 1412 01

with { QE4 away_from hone
and QE4 registered to QEL
and EUT configured to performroute_optim zation
and QE4 configured to performroute_optim zation
and QE4 having established a binding with EUT
}
ensure that
{ when { EUT is requested to send a packet to QE4
indicating that a response is required }
then { EUT indicates receipt of the response directly from Q4 }
}

= = XXX XXX XX XXX XXXXXXXXXXXX XXX XXXXXX - -

TP id : TP_MOB 1423 01

summary : ' Correspondent Node sends packets directly to Mobile Node
when a binding al ready exists'

RQ ref : RQ001_1423

Rol e . Correspondent _Node
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config : CF_MOB 04
TDref : TD MOB 1423 01

with { QE4 away_from hone
and QE4 registered to QEL
and EUT configured to performroute_optim zation
and QE4 configured to performroute_optim zation
and QE4 havi ng established a binding with EUT
and EUT havi ng established a binding with QE4
}
ensure that
{ when { QE4 sends a packet to the EUT
indicating that a response is required }
then { QE4 indicates receipt of the response directly fromEUT }

}

= = XXX XXX XX XXX XXXXXXXXXXXX XXX XXXXXX - -

TPid : TP_MOB 1615 01

summary : ' MN uses reverse tunnelling to the correspondent node when
no bindi ng exists'

RQref : RQ001_1615

Rol e . Mobi | e_Node

config : CF_MOB 03

TDref : TD MOB 1615 01

with { EUT away_from hone
and EUT registered to QEL
and EUT configured to performroute_optimzation
and QB4 configured not to perform Route_Optim zation
}
ensure that
{ when { EUT receives a packet from Q4
indicating that a response is required }
then { QE4 indicates receipt of the response fromthe EUT }

}

= = XXX XXX XX XXX XXXXXXXXXXXX XXX XXXXXX - -

TPid : TP_MOB 1592 01

summary : ' HA schedul es the delivery of the prefix information when a new
prefix is added to its honme subnet interface'

RQref : RQO001_1592 , RQ 001_1370 , RQ 001_1805

Rol e . Hone_Agent

config : CF_MOB 02

TD ref : TD MOB 1592 01

with { QE1 away_from hone
and QE1 registered to EUT

ensure that
{ when { EUT generates a new prefix to the home_address of QEl
before (QE4 sends a packet to QELl
usi ng the new hone_address
and indicating that a response is required) }

then { (E4 indicates receipt of a response from QEl }
}
= = XXXXXXXXX XXX XXXX XXX XXX XXX XKXXXXXX - -
TP id . TP_MOB_1600_01
summary : 'HA retransmits heroically unsolicited Advertisenment until

the receipt of a Mbile_Prefix_Solicitation from W
RQref : RQO001_1600 , RQ 001_1813
Rol e . Hone_Agent
config : CF_MOB 02
TD ref : TD_MOB_1600_01

with { E1 away_from hone
and QE1 registered to EUT }
ensure that
{ when { QE1 is disconnected fromthe foreign_network
before EUT generates a new prefix to the honme_address of QEl
before QE1l is connected to the foreign_network after 1 minute
bef ore QB4 sends a packet to QElLl
usi ng the new hone_address
and indicating that a response is required }
then { (E4 indicates receipt of a response from QE1l }
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}
= = XXXXXXXX XXX XXX XKXX XXX XXX XX XXX KKK - =
TPid : TP_MOB 1812 01
summary : 'HA deliveries new prefix information when lifetinme information

(valid or preferred Ilifetinme) of the prefix changes'
RQref : RQO001 1812
Rol e : Hone_Agent
config : CF_MOB 02
TDref : TD MOB 1812 01

with { QE1 away_from hone
and QE1 registered to EUT
and EUT configured to have a short prefix_lifetime on the
Home_Net wor k of QE1l --(suggest 30s)
}
ensure that
{ when { EUT is requested to configure a new prefix_lifetine
for QELl }
then { QE1 and QE4 are able to communicate
using the new prefix
after the original prefix_lifetime expires }

}
= = XXXXXXXXXXXKXKXXXX XXX KKK XXX KXKXXX XXX - =
TP id : TP_MOB_1603_01
summary : 'HA transmits again unsolicited Mbile_Prefix_Advertisement after the

prol ongation of the binding of the Mbile Node'
RQref : RQ001_1603
Rol e . Hone_Agent
config : CF_MOB_02
TD ref : TD MOB_1603_01

with { E1 away_from hone
and QE1 is registered to the EUT
and QE1 and the EUT configured to have a short binding_lifetime
-- (Suggest 30s)

ensure that
{ when { E1 is disconnected fromthe foreign_network
before the binding_ |ifetime expires between QE1 and the EUT
before QE1l is connected to another foreign_network }
then { QEl and QE4 are able to comunicate }

}

== XXX XXX XXX XXXXX XXX XXXXXXXXXXXXXXX - -

TPid : TP_MOB 1612 01

summary : 'When MN starts a transport-level connections at Home, it conserves
that connection away_from hone'

RQref : RQ001_1612

Rol e : Mobi | e_Node

config : CF_MOB 03

TD ref : TD _MOB 1612 01

with { EUT connected in hone_network
and EUT having established a transport_connection to QE3

ensure that
{ when { EUT noves to a foreign_network }
then { EUT and QE3 are able to communicate
using the transport_connection }

}
= = XXXXXXXXX XXX XXX XXX XXX XXX XXX XX XXX - -
TP id . TP_MOB_1613_01
summary : 'When MN starts a transport-level connections in Foreign network,

it conserves this connection into another Foreign network'
RQref : RQ001_1613
Rol e . Mobi | e_Node
config : CF_MOB 03
TD ref : TD MOB_1613_01

with { EUT away_from hone
and EUT registered to QE1
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and EUT havi ng established a transport_connection to QE3

ensure that
{ when { EUT noves to another foreign_network }
then { EUT and QE3 are able to communicate
using the transport_connection }

}
LD 9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.90.9.9.9.90.90.90.0.0.C
TPid : TP_MOB 1413 01
summary : ' Correspondent Node drops packets containing Honme Address

option (but no Binding Update) when there is no correspondi ng
Bi ndi ng Cache entry’

RQref : RQ001_1413

Rol e : Correspondent _Node

config : CF_MOB 04

TDref : TD MOB 1413 01

with { EUT configured to performroute_optini zation
and QE4 configured to performroute_optim zation
and QE4 away_from home
and QE4 registered to QE1
and EUT havi ng no Bi nding_Cache_entry for CQE4
and (QE4 having a Binding_Cache_entry for EUT

ensure that
{ when { EUT receives a packet directly from Qe4
indicating that a response is required }
then { EUT sends no response to Qg4 }

}

= = XXX XXX XX XXX XXXXXXXXXXXX XXX XXXXXX - -

TPid : TP_MOB 1413 02

summary : ' Correspondent Node drops packets containing Home Address
option (but no Binding Update) and send a Binding Error
nmessage to the Mobile Node, when there is no corresponding
Bi ndi ng Cache entry'

RQref : RQ001_1413

Rol e : Correspondent _Node

config : CF_MOB 04

TD ref : TD _MOB 1413 02

with { EUT configured to performroute_optin zation
and QE4 configured to performroute_optim zation
and QE4 away_from home
and QB4 registered to QE1
and EUT havi ng no Binding_Cache_entry for CQE4
and QE4 having a Binding_Cache_entry for EUT

}
ensure that
{ when { EUT receives a packet directly from Q4
indicating that a response is required }
then { EUT sends no response to QE4
before EUT and QE4 are able to conmunicate }

}
LD 9.9.9.9.9.9.90.9.90.9.0.90.9.9.0.9.9.0.9.9.90.9.9.90.9.90.90.0.90.0.0.C
TP id : TP_MOB 1414 01
summary : 'When using Route Optimization, a Correspondent Node drops any

packet in which the Home Address option (but not Binding Update)
does not match the Honme Address recorded in its Binding Cache'
RQref : RQO001_1414
Rol e : Correspondent _Node
config : CF_MOB 04
TD ref : TD _MOB 1414 01

with { EUT configured to performroute_optimn zation
and QE4 configured to performroute_optimn zation
and QE4 away_from hone
and QB4 registered to QE1
and QE4 having established a binding with EUT
}
ensure that
{ when { EUT receives a packet from QE4
containing a Home_Address_Option
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not set to the Hone_Address of QE4 }
then { EUT discards the packet }

}

= = XXX XXX XX XXX XXXXXXXXXXXXXXXXXXXXX - -

TPid : TP_MOB 1414 02

summary : 'When using Route Optinmization, a Correspondent Node drops any
packet in which the Home Address option (but not Binding Update)
does not match the Home Address recorded in its Binding Cache and
send a Binding Error nessage to the Mbile Node'

RQref : RQ001_1414

Rol e : Correspondent _Node

config : CF_MOB 04

TD ref : TD MOB 1414 02

with { EUT configured to performroute_optin zation
and QE4 configured to performroute_optim zation
and QE4 away_from home
and QE4 registered to QEL
and QE4 having established a binding with EUT

}
ensure that

{ when { EUT recei ves a packet from Qe4
contai ning a Home_Address_QOption
not set to the Hone_Address of QE4 }

then { EUT di scards the packet
before EUT and QE4 are able to communicate }
}

= = XXX XXX X XXX XXXXXXXXXXXXXXXXXXXXXX - -

TPid : TP_MOB 1415 01

summary : ' A Correspondent Node drops packets in which the Source Address does
not match the care-of address recorded in the correspondi ng
Bi ndi ng Cache Entry'

RQref : RQ001_1415

Rol e : Correspondent _Node

config : CF_MOB 04

TD ref : TD _MOB 1415 01

with { EUT configured to performroute_optin zation
and QE4 configured to performroute_optim zation
and QE4 away_from hone
and QE4 registered to QEL
and QE4 having established a binding with EUT

ensure that
{ when { EUT receives a packet from Q4
contai ning a Home_Address_Option
set to the Home_Address of QE4
and containing a Source_Address
not set to the Care_Of _Address of QE4 }
then { EUT discards the packet }

}

= = XXXXX XXX XXX XXXXXXXXXXXX XXX XXXXXX - -

TP id : TP_MOB 1415 02

summary : ' A Correspondent Node drops packets in which the Source Address does
not match the care-of address recorded in the correspondi ng
Bi ndi ng Cache Entry and sends a Binding Error message to the

Mobi | e Node'
RQref : RQ.001_1415
Rol e : Correspondent _Node

config : CF_MOB 04
TD ref : TD MOB_1415_02

with { EUT configured to performroute_optin zation
and QE4 configured to performroute_optim zation
and QE4 away_from hone
and QE4 registered to QEL
and QE4 having established a binding with EUT
}
ensure that
{ when { EUT receives a packet from QE4
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contai ning a Home_Address_Option
set to the Home_Address of QE4
and contai ning a Source_Address
not set to the Care_Of _Address of QE4 }
then { EUT di scards the packet
before QE4 and the EUT are able communicate }

}
LD 9.9.9.9.9.9.9.9.9.9.9.9.9.9.90.9.9.90.9.9.9.9.9.9.9.9.90.90.9.0.0.CI
TPid : TP_MOB 1384 01
summary : ' MN reconfigures its home address according to the prefix information

in a Mbile_Prefix_Advertisenent'
RQref : RQ001_1384
Rol e . Mobi | e_Node
config : CF_MOB 03
TD ref : TD MOB_1384_01

with { EUT away_from hone
and EUT registered to QE1

ensure that
{ when { QEl1 is requested to nodify its honme_network prefix }

then { QB4 and the EUT are able to communicate
usi ng the new horme_address }
}

End Group -- Goup C

= = XXX XXX XX XXX XXXXX XXX X XXX XXXXXXX - -
== XXXXX XXX XXX XXX XXX XXX XXX XX XXXXX - -

Goup 1.4 "Goup D

Goup 1.4.2
TPid : TP_MOB 1574 01
summary : ' Home Agent supports the protection of Home Test and

Hone Test Init nessages'
RQref : RQO001_1574
Rol e : Hone_Agent
config : CF_MOB 02
TDref : TD MOB 1574 01

with { E4 configured to performroute_optim zation
and QE1 configured to performroute_optim zation
and QE1 away_from home
and QE1 registered to EUT
and QE1 configured to protect return_routability_ packets
}
ensure that
{ when { QEl receives a packet from QE4
indicating that a response is required }
then { QEl1l sends the response directly to QE4 }
}

= = XXX XXX XXX XXX XXXXXXXXXXX XXX XXXXXX - -

TP id : TP_MOB 1371 01

summary : ' Home Agent supports ESP protection of Home Test and
Home Test Init messages'

RQref : RQ001_1371

Rol e . Hone_Agent

config : CF_MOB 02

TDref : TD MOB 1371 01

with { QE4 configured to performroute_optim zation
and QE1 configured to performroute_optim zation
and QE1 configured to protect return_routability_packets
usi ng ESP

ensure that
{ when { QE1 noves to a Foreign_Network
bef ore QB4 sends a packet to QElLl
indicating that a response is required }
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then { QE4 indicates receipt of the response directly from QE1l }
}
= = XXXXXXXX XXX XXX XXX XX XXX XXX XXX XK KX - =
TP id : TP_MOB_1082_01
summary : ' Home Agent uses a Security Association to protect integrity and

authenticity of Mobile_ Prefix_Solicitations and Advertisenents'
RQref : RQO001_1082 , RQ 001_1014 , RQ 001_1607
Rol e . Hone_Agent
config : CF_MOB 02
TD ref : TD MOB_1082_01

with { QE1 at_hone
and QE1 configured to protect
Mobil e_Prefix_Solicitations
and QE1 configured to accept only secured
Mobi | e_Prefi x_Advertisenents
and QE1 configured to have a short prefix_lifetime --(suggest 30s)

}
ensure that
{ when { QE1 noves to a foreign_network
before its prefix_|lifetine expires
bef ore QB4 sends a packet to QElLl
indicating that a response is required }
then { (E4 indicates receipt of the response from QE1l }
}
= = XXXXXXXXX XXX XXXX XXX XXX XXX XX XXXXX - -
TPid : TP_MOB 1082_02
summary : ' Mobile Node uses a Security Association to protect integrity and

authenticity of Mbile Prefix Solicitations and Advertisenents'
RQref : RQO001 1082 , RQ 001_1014 , RQ 001_1663 , RQ 001_1664
Rol e : Mobi | e_Node
config : CF_MOB 03
TD ref : TD _MOB_1082_02

with { EUT at _hone
and QE1 configured to accept only secured
Mobi | e_Prefix_Solicitations
and QE1 configured to protect Mbile_Prefix_Advertisenents
and EUT configured to have a short prefix_lifetime (--suggest 30s)’

}
ensure that
{ when { EUT noves to a foreign_network
before its prefix_|lifetine expires
before QE4 sends a packet to the EUT
indicating that response is required }
then { (E4 indicates receipt of the response fromthe EUT }
}

= = XXX XXX X XXX XXX XXX XXXXXXXXXXXXXXX - -

TP id : TP_MOB_1385_01

summary : ' Mobile Node supports Dynami ¢ Hone Agent Address Di scovery'
RQref : RQ.001_1385

Rol e . Mobi | e_Node

config : CF_MOB 03

TD ref : TD MOB_1385_01

with { EUT registered to QE1
and EUT di sconnect ed
and EUT configured not to perform Route_Optinization
and QE4 configured not to perform Route_Optim zation

ensure that

{ when { E1 is requested to nodify its |P_address
before the EUT is connected to a foreign_network }
then { E4 and the EUT are able to comunicate }
}

= = XXX XXX XXX XXXXX XXX XXXXXXXXXXXXXXX - -

TP id : TP_MOB 1657 01

sunmary : ' Mobile Node attenpts Dynami ¢ Hone Agent Address Di scovery
if it cannot contact its current Hone Agent'

RQref : RQ.001_1657

Rol e . Mobi | e_Node

ETSI



118 ETSI TS 102 598 V1.1.1 (2007-06)

config : CF_MOB 06
TDref : TD MOB 1657 01

with { EUT away_from hone
and EUT registered to QE1

ensure that

{ when { (E1 is disconnected fromthe Home_Network
and EUT noves to another foreign_network }
then { QE4 and EUT are able to comunicate }
}
LD 9.9.9.9.9.9.9.9.9.9.9.9.9.9.90.9.9.9.9.9.9.9.90.9.9.9.90.90.90.0.0.C
TPid : TP_MOB 1743 01
sunmary : ' Mobil e Node goes on registering honme addresses when

the registration of one of themfails'
RQref : RQ001_1743
Rol e . Mobi | e_Node
config : CF_MOB 03
TDref : TD MOB_1743_01

with { EUT di sconnect ed
and EUT configured to have 2 hone_addresses
and QE3 configured to use the first honme_address of EUT

}
ensure that
{ when { EUT is connected to a foreign_network
and EUT receives a packet from QE4
contai ning a destination_address
set to EUT hone_address 2
and indicating that a response is required }
then { QE4 indicates recei pt of the response fromthe EUT }

}

= = XXX XXX XXX XX XXX XXXXXXXXXXXXXXXXXX - -

TPid : TP_MOB 1727 01

summary : ' Mobile Node registers its new primary Care-Of Address
after changing it'

RQref : RQ001_1727

Rol e . Mobi | e_Node

config : CF_MOB 03

TDref : TD MOB 1727 01

with { EUT away_from home
and EUT registered to QE1

ensure that
{ when { EUT noves to another foreign_network
and EUT receives a packet from QE4
indicating that a response is required }
then { QE4 indicates receipt of the response fromthe EUT }

}
LD 9.9.9.9.9.9.9.9.9.9.9.9.90.9.9.9.9.90.9.9.9.9.9.90.90.9.9.90.90.0.0.C
TPid : TP_MOB 1742 01
summary : ' Mobil e Node does not attenpt to use its hone address

if registration with Hone Agent fails due to DAD
RQref : RQ001_1742
Rol e . Mobi | e_Node
config : CF_MOB 03
TDref : TD MOB 1742 01

with { QE3 configured to have the hone_address of EUT }
ensure that
{ when { EUT noves to a foreign_network }
-- the registering of EUT has failed
then { EUT does not use its Honme_Address to communicate }

}

= = XXX XXX XXX XXXXXXXXXXXXXXXXXXXXXXX - -

TPid : TP_MOB 1740 01

summary : 'Mobile Node attenpts to register all of its hone addresses’
RQref : RQ001_1740

Rol e . Mobi | e_Node
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config : CF_MOB 03
TDref : TD MOB 1740 01

with { EUT di sconnect ed
and EUT configured to have 2 hone_addresses

ensure that
{ when { EUT is connected to a foreign_network
and QE4 is requested to send a packet
indicating that a response is required
to the first hone_address of EUT
and QE4 is requested to send a packet
indicating that a response is required
to the second hone_address of EUT }
then { QE4 indicates receipt of the first response
and QE4 indicates receipt of the second response }

}
= = XXXXXXXX XXX XXXX XXX XXX XXXXKXXXXKXKX - -
TPid : TP_MOB 1016 01
summary : ' Honme Agent supports transport_node ESP protection of

Bi ndi ng Updat e nessages’
RQref : RQ001_1016
Rol e : Hone_Agent
config : CF_MOB 02
TD ref : TD _MOB_1016_01

with { QEL1 di sconnect ed
and QE1 configured to protect any Binding_Update packet
using transport_node_ESP

ensure that
{ when { (E1 is connected to a foreign_network
and QE1 receives a packet from QE4
indicating that a response is required }
then { QEl sends response directly to Qg4 }

}
== XXXXXXXXXXXKXKXXX XXX KKK XXX KXKXXX XXX - =
TPid : TP_MOB 1017_01
summary : ' Mobile Node uses transport_node ESP to protect Binding Update
nmessages'
RQref : RQ001_1017
Rol e : Mobi | e_Node

config : CF_MOB 03
TDref : TD MOB 1017 01

with { QEl configured to accept only a Bindi ng_Update
secured using transport_node_ ESP

ensure that
{ when { EUT noves to a foreign_network
and QB4 is requested to send a packet to EUT
indicating that a response is required }
then { QE4 indicates receipt of the response }

}
LD 0.9.90.9.9.9.9.9.90.9.90.90.9.9.90.9.90.90.9.9.9.9.9.90.90.9.9.0.90.0.0.C
TP id : TP_MOB_1655_01
summary : ' Mobile Node already registered to a Hone Agent uses that

Hone Agent for any new registrations'
RQref : RQ.001_1655
Rol e : Mobi | e_Node
config : CF_MOB 06
TDref : TD MOB_1655 01

Wi th
EUT configured 'to use DHAAD
and EUT away_from hone
and EUT registered to QE1
and QE2 di sconnected from Home_Network 1

ensure that

{ when { QE1 is disconnected from Home_Network 1
and QE2 is connected to Honme_Network 1
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and EUT noves to another foreign_network }
then { QE4 and EUT are unable to communicate
Wit hi n MAX_BI NDACK_TI MEOUT
-- EUT tries to register with QE1
and QE4 is able to communicate after MAX_BlI NDACK_TI MEQUT }
-- EUT registered to Qg2

}
LD 9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.9.90.9.9.9.90.90.90.0.0.C
TP id : TP_MOB 1366_01
summary : ' Home Agent returns a Bindi ng_Acknow edgenent nmessage in response

to a Binding Update nessage'
RQref : RQ001_1366
Rol e . Hone_Agent
config : CF_MOB_02
TD ref : TD MOB 1366_01

with { QE1 at_hone

ensure that
{ when { QE1 noves to a foreign_network
and QE1 receives a packet from QE4
indicating that a response is required }

then { QE4 indicates recei pt of the response}
}
= = XXXXXXXX XXX XXX XKXXX XXX XXX XX KX XK KX - =
TP id : TP_MOB 1804 01
summary : 'Home Agent is able to participate in

Dynanmi ¢ Hone Agent Address Discovery'
RQref : RQO001_1804 , RQ 001_1368
Rol e : Hone_Agent
config : CF_MOB 02
TD ref : TD _MOB_1804_01

with { QE1l at_hone
and QE1 not configured to have its Home_Agent_address avail abl e

ensure that
{ when { (E1 noves to a foreign_network
and QE4 is requested to send a packet to QE1l
indicating that a response is required }

then { QE4 indicates recei pt of the response }
}
= = XXXXXXXX XXX XXX XXXX XXX XXXX XXX KXKXKX - =
TP id : TP_MOB 1733 01
summary : ' Mobil e Node sends Binding Update nessages to its Home Agent
until it receives a matching Bi ndi ng_Acknow edgenent message

bef ore MAX_BI NDACK_TI MEQUT seconds'
RQref : RQ001_1733
Rol e : Mobi | e_Node
config : CF_MOB 03
TD ref : TD _MOB 1733 _01

with { EUT at _home
and EUT configured to have its Honme_Agent_address avail abl e
and QE1 di sconnected

ensure that
{ when { EUT noves to a foreign_network
and QE1 is connected after 15 seconds
-- ~ MAX_BI NDACK_TI MEQUT / 2

then { QE4 and EUT are able to communicate }
}
= = XXXXXXXX XXX XKXXKXXX XXX XXX XX XXX KKX - =
TP id : TP_MOB 1733_02
summary : '|If the Mobile Node knows just one Home Agent (no DHAAD),

it continues to send Binding Update messages to its
Hone Agent after MAX_BI NDACK_TI MEQUT seconds'
RQref : RQ001_1733
Rol e . Mobi | e_Node
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config : CF_MOB 03
TDref : TD MOB 1733 _02

with { EUT at _hone
and EUT configured to have its Home_Agent_address avail abl e
and QE1 di sconnected

ensure that
{ when { EUT noves to a foreign_network
and QE1 is connected after MAX_ Bl NDACK TI MEQUT

then { QE4 and EUT are able to communicate }

}

= = XXX XXX X XXX XXXXXXXXXXXXXXXXXXXXXX - -

TPid : TP_MOB 1734 01

summary : ' \When Mobil e Node knows several Home Agent (returned during DHAAD),
Mobil e Node tries to register with other Home Agents when
registration fails with the first one'

RQref : RQO001 1734

Rol e . Mobi | e_Node

config : CF_MOB 06

TDref : TD MOB 1734 01

with { EUT not configured to have its Hone_Agent _address avail abl e
and QE1 configured to have a Home_Agent_Preference greater than QE2

ensure that

{ when { (E1 is disconnected
and EUT noves to a foreign_network }
then { QE4 and EUT are able to conmmunicate
after MAX_BI NDACK_TI MEQUT
}
}
= = XXXXXXXXXXXXXXXX XXX XXX XXX XXX XXX - -
TP id : TP_MOB 1814 01
summary : ' Mobil e Node sends Binding Update nessages to its Home Agent
until it receives a matching Bi ndi ng_Acknow edgenent message

without time limt if it knows only one Hone Agent'
RQref : RQ001_1814
Rol e . Mobi | e_Node
config : CF_MOB 03
TD ref : TD MOB_1814_01

with { EUT at _hone
and EUT configured to have its Home_Agent_address avail abl e
and QE1 di sconnect ed

ensure that
{ when { EUT noves to a foreign_network
and QE1 is connected after MAX_BlI NDACK_TI MEQUT
and QB4 is requested to send a packet to QELl
indicating that a response is required }

then { QE4 indicates receipt of the response }
}
LD 9.9.9.9.9.9.9.9.9.9.90.90.9.9.90.9.9.90.9.9.9.9.9.90.9.9.9.90.90.0.0.C
TPid : TP_MOB 1013 01
summary : ' Home Agent supports the protection of Binding Update nessage'
RQref : RQ001_1013
Rol e . Hone_Agent

config : CF_MOB 02
TD ref : TD MOB_1013_01

w th
{ QE1 at_hone
and (QE1 configured to protect any Binding_Update

ensure that
{ when { (E1 noves to a foreign_network
and QB4 is requested to send a packet to QELl
indicating that a response is required }
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then { QE4 indicates receipt of the response }

}
= = XXXXXXXXXXXXXXXX XXX XXX XXX XXX XXX - -
TP id . TP_MOB_1013_02
summary : ' Mobile Node supports the protection of Binding Update nmessage'
RQref : RQ001_1013
Rol e . Mobi | e_Node

config : CF_MOB 03
TDref : TD MOB 1013 _02

with { EUT at _hone
and QE1 configured to accept only a secured Bindi ng_Update

ensure that
{ when { EUT noves to a foreign_network
and QE4 is requested to send a packet to EUT
indicating that a response is required }
then { QE4 indicates receipt of the response }

}
End G oup

End G oup

Goup 1.5 "Goup E

TPid : TP_MOB 1376 01

summary : 'Mobile Node is able to perform|Pv6 encapsul ation' -- miss decapsul ation
RQref : RQ.001_1376

Rol e . Mobi | e_Node

config : CF_MOB 03
TD ref : TD MOB 1376_01

with { EUT away_from hone
and EUT registered to QE1
and EUT configured not to perform Route_Optinization

ensure that
{ when { QE4 is requested to send a packet to EUT
indicating that a response is required }
then { QE4 indicates receipt of the response }

}

= = XXX XXX XX XXX XXXXX XXX XXXX XXX XXXXXX - -

TPid : TP_MOB 1536 01

summary : "'HA intercepts packets for registered nobile node on the hone
network and uses reverse tunnel encapsul ation'

RQref : RQO001_1536 , RQ 001_1551 , RQ 001_1568 , RQ 001_1364

Rol e . Hone_Agent

config : CF_MOB 02

TD ref : TD _MOB_1536_01

with { E1 away_from home
and QE1 registered to EUT
and QE1 configured not to perform Route_Optinization

ensure that
{ when { QE3 is requested to send a packet to QEl
indicating that a response is required }
then { QE3 indicates recei pt of the response }

= = XXX XXX XXX XXX XXXXXXXXXXX XXX XXXXXX - -

TP id : TP_MOB 1537 01

summary : ' HA nmulticasts Nei ghbour Advertisenment in Home network in order
to intercept packets for nobile node'

RQ ref : RQ001_1537

Rol e . Hone_Agent

config : CF_MOB 02

TD ref : TD MOB 1537_01

with { E1 at hone
and QE1 having established conmunication to QE3
}
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ensure that
{ when { QE1 noves to a foreign_network

}
then { QE3 updates its Neighbor_Di scovery_cache_entry
for the link_|local _address of QEl }

}
= = XXXXXXXX XXX XXX XXX XX XXX XXX XXX XK KX - =
TP id : TP_MOB 1547 01
summary : 'HA act as proxy for a registered nobile node and reply to any

recei ved Neighbour Solicitations for it'
RQref : RQ001_1547
Rol e . Hone_Agent
config : CF_MOB 02
TDref : TD MOB 1547 01

with { QE3 'is disconnected
and QE1 away_from home
and (E1 registered to EUT

ensure that
{ when { QE3 is connected to its home_network
and QE3 is requested to send a packet to QEl
indicating that a response is required }
then { QE3 indicates receipt of the response }

}
= = XXXXXXXX XXX XXX XXX XX XXX XXX XXX XK KX - =
TP id : TP_MOB 1557 01
summary : ' HA tunnels nmulticast packets with a global scope to the nobile node'
RQref : RQO001_1557 , RQ 001_1372
Rol e : Hone_Agent

config : CF_MOB 02
TDref : TD MOB 1557 01

with { (E1 subscribed to a gl obal _nulticast_group
and QE1 away_from hone
and QE1 registered to EUT

ensure that
{ when { QE3 is requested to send a packet to the global _nulticast_group
indicating that a response is required }
then { QE3 indicates recei pt of the response }

}

= = XXX XXX XXX XXXXXXXXXXXXXXXXXXXXXXX - -

TPid : TP_MOB 1552 01

summary : ' HA does not tunnel packets to the |ink_|ocal_address of
nobi | e node'

RQref : RQ.001_1552

Rol e : Hone_Agent

config : CF_MOB 02

TD ref : TD MOB_1552 01

with { QE1 away_from hone
and QE1 registered to EUT

ensure that
{ when { QB3 is requested to send a packet
to the link_local _address of QEl
indicating that a response is required }
then { QE3 indicates no receipt of the response }

}

= = XXX XXX X XXX XXX XXXXXXXXXXXXXXXXXXX - -

TP id : TP_MOB_1803_01

summary : ' Home Agent discards packets received from
a non registered nobile node'

RQ ref : RQ001_1803

Rol e : Home_Agent

config : CF_MOB 05

TD ref : TD_MOB 1803 _01

Wt h
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EUT di sconnected from hone_network 1
and QE2 configured to use the same | P_address as EUT
and QE1 away_from home
and QE1 registered to QE2
and QE1 configured to performroute_optim zation
and QE4 configured to performroute_optim zation

ensure that
{ when { QE2 is disconnected from home_networ k
and EUT is connected to hone_network
and (E1 is requested to send a packet to QE4
indicating that a response is required }

then { QE3 indicates no receipt of the response }
}
= = XXXXXXXXX XXX XXXX XXX XXX XXX XX XXXXX - -
TP id . TP_MOB_1538_01
summary : ' HA rul ticast Nei ghbour Advertisement to intercept the packets

to the link_l ocal _address of a registered nobile node'
RQref : RQ.001_1538
Rol e . Hone_Agent
config : CF_MOB_02
TD ref : TD _MOB_1538_01

with { QE1 at_hone
and (QE1 using the same Interface_ID for its link_|local_address
and its hone_address
and QE3 havi ng established comuni cation
to the link_ | ocal address of QE1

ensure that
{ when { QEl noves to a foreign_network }
then { QE3 updates the Nei ghbor_Di scovery_cache_entry
for the link_|local _address of CQEl }

}
= = XXXXXXXXKXXXXKXXX XXX XXX XXX XX KX XK KX - -
TP id : TP_MOB 1555 01
summary : ' HA does not tunnel rnulticast packets with a scope smaller than

gl obal to the nobile node '
RQref : RQ001_1555 , RQ 001_1556
Rol e : Hone_Agent
config : CF_MOB 02
TD ref : TD _MOB_1555 01

with { QELl subscribed to a link_local _multicast_group
and QE1 subscribed to a organization_local _nulticast_group
and QE1 away_from hone
and QE1 registered to EUT

ensure that

{ when { (E3 is requested to send a packet
to the link_local _nulticast_group
indicating that a response is required

and QE3 is requested to send a packet
to the organization_local _nulticast_group
indicating that a response is required }
then { QE3 indicates no receipt of any response }

}
= = XXXXXXX XXX XXX XXX XX XXX XXX XXX XK KX - -
TP id : TP_MOB 1560_01
summary : 'if multicast forwarding is not supported, HA ignores multicast

group nenbership control nessages'
RQref : RQ.001_1560
Rol e : Hone_Agent
config : CF_MOB 02
TD ref : TD_MOB_1560_01

with { QE1 subscribed to a global _multicast_group
and EUT unable to support mnulticast_data_packet_forwarding
and QE1 away_from hone
and QE1 registered to EUT
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ensure that
{ when { QE3 is requested to send a packet
to the global _nulticast_group }
then { QE3 indicates no recei pt of the response }

}

= = XXX XXX XX XXX XXX XXXXXXXXXXXXXXXXXX - -

TPid : TP_MOB 1810 01

summary @ 'MN is able to receive tunnelled nulticast packets from HA
RQref : RQ001_1810

Rol e . Mobi | e_Node

config : CF_MOB 03
TD ref : TD MOB 1810 01

with { EUT subscribed to a global _nulticast_group
and EUT away_from hone
and EUT registered to QE1

ensure that
{ when { QB3 is requested to send a packet
to the global _nulticast_group }
then { QE3 indicates no receipt of the response }

}

= = XXX XXX XX XXX XXX XXXXXXXXXXXXXXXXXX - -

TPid : TP_MOB 1817 01

summary : ' Correspondent Node registers the binding when it receives a BU
from Mobil e Node'

RQref : RQ001_1817

Rol e . Correspondent _Node

config : CF_MOB 04

TDref : TD MOB 1817 01

with { QB4 away_from hone
and QE4 registered to QEL
and QB4 configured to performroute_optimn zation
and EUT configured to performroute_optim zation
}
ensure that
{ when { QE4 is requested to send a packet directly to EUT
indicating that a response is required

then { QE4 indicates receipt of the response }

}

= = XXX XXX XXX XXXXXXXXXXXXXXXXXXXXXXX - -

TPid : TP_MOB 1818 01

summary : ' A Binding Update contains a Home Address destination option.'
RQref : RQ.001_1818

Rol e . Hone_Agent

config : CF_MOB 02
TD ref : TD MOB_1818_01

w th
{ QE1 at_hone

ensure that
{ when { (E1 noves to a foreign_network
and (QE1 sends a Bindi ng_Update
contai ning no Home_Address_Destination_Option }
then { QE4 and QEl1 are unable to communicate }

}

= = XXX XXX XX XXX XXXXX XXX XXXXXXXXXXXXX - -

TP id : TP_MOB_1820_01

summary : 'When Home Agent receives a packet from Mobile Node using reverse
tunnelling, it forwards the encapsul ated packet to Correspondent Node'

RQ ref : RQ001_1820

Rol e . Hone_Agent

config : CF_MOB 02

TD ref : TD MOB 1820 01

with { E1 away_from hone
and QE1 registered to EUT

ETSI



126 ETSI TS 102 598 V1.1.1 (2007-06)

and QE1 configured not to perform Route_Optim zation

ensure that
{ when { EUT is disconnected }
then { QE1 and QE4 are unable to communicate with Qg4 }
}

= = XXX XXX XX XXX XXXXX XXX XXXXXXXXXXXXX - -

TPid : TP_MOB 1824 01

summary : '\When Mobile Node detects a L3 handover, it constructs a new
Care-of Address, it select a new default router and register
the new address to its Home Agent and the Correspondent Nodes
which it is performing route optimzation'

RQref : RQ001_1824, RQ 001_1682

Rol e : Mobi | e_Node

config : CF_MOB 03

TD ref : TD MOB 1824 01

with { EUT away_from hone
and EUT registered to QE1
and EUT configured to performroute_optim zation
and QE4 configured to performroute_optim zation
and EUT having established a binding to QE4

ensure that
{ when { EUT noves to another foreign_network }
then { QE4 and EUT are able to comunicate directly }

}

= = XXX XXX X XXX XXXXXXXXXXXXXXXXXXXXXX - -

TPid : TP_MOB 1825 01

summary : 'When Home Agent processes a Binding Update secured by | Psec,
the contents of Honme Address Option is not checked'

RQref : RQ.001_1825

Rol e : Hone_Agent

config : CF_MOB 05

TD ref : TD _MOB 1825 01

with { (E1 configured not to perform Route_Optini zation
and QE1 away_from hone
and QE1 registered to EUT
and EUT configured to accept any secured Binding_Update from QE1
and QE1 configured to send only a secured Binding_Update to EUT
}
ensure that
{ when { QEl sends a Binding_Update secured by |Psec
containing a Home_Address_QOption
not indicating its Hone_Address

}
then { EUT accepts the packet }
}

= = XXX XXX XX XXX XXXXXXXXXXXX XXX XXXXXX - -

TP id : TP_MOB 1807 01

summary : '|If HA support the nulticast group nmenbership control protocols,
HA nust be capable to determ ne which nulticast data packets to
forward via the tunnel to MN

RQref : RQ001_1807 , RQ 001_1561

Rol e : Hone_Agent

config : CF_MOB 02

TD ref : TD_MOB_1807_01

-- Config-HA
with { (E1 connected to home_net wor k
and QE1 subscribed to a gl obal _nulticast_group
and QE3 subscribed to another gl obal _nulticast_group

ensure that

{ when { (E1 noves to a foreign_network
and QE1 registers to EUT }
then { (E1 receives packets fromits global _nmulticast_group }
}

= = XXX XXX X XXX XXX XXXXXXXXXXXXXXXXXXX - -
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End Goup -- Goup E

End Group -- Goup 1

R R R R R R R R R R R R R R R R

--* RFC3776 - Security for Mbility

_kkkkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkhkhkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkkkkk k% _ _

Goup 5
TPid : TP_MOB 2013 01
summary : ' Mobil e Node sends Binding Update secured using transport_node_ ESP

to its Hone Agent'
RQref : RQ001_2013 , RQ 001_2031
Rol e : Mobi | e_Node
config : CF_MOB 03
TD ref : TD_MOB 2013 01

with { EUT configured to protect any Binding Update to QEl
usi ng transport_node_ ESP
and QE1 configured to accept only Binding_Update secured
using transport_node_ESP from EUT

ensure that
{ when { a Security_Association is established between EUT and QE1l
and EUT noves to a foreign_network }
then { QE4 and EUT are able to communicate }

}

= = XXXXX XXX XXX XXX XXX XK XXX XX XXX XXXXX - -

TP id : TP_MOB 2013 02

summary : ' Home Agent sends Bindi ng_Acknow edgenment secured
using transport_node_ESP to a Mbile Node'

RQref : RQO001_2013 , RQ 001_2031

Rol e : Hone_Agent

config : CF_MOB_02

TD ref : TD _MOB 2013 _02

with { EUT configured to protect any Bindi ng_Acknow edgenent to QE1l
usi ng transport_node_ ESP
and QE1 configured to accept only a Bindi ng_Acknow edgenent secured
using transport_node_ESP from EUT

ensure that
{ when { a Security_Association is established between EUT and QE1
and QE1 noves to a foreign_network

}
then { QE4 is able to communicate with QgL }
}

== XXXXXX XXX XXX XXX XX XXX XXX XXX KXXXXXX - -

TPid : TP_MOB 2014 01

summary : ' Home Agent supports Home Test |nit secured using tunnel _node_ ESP
RQref : RQO001_2034, RQ 001_2035, RQ 001_1571

Rol e : Hone_Agent

config : CF_MOB 02
TD ref : TD _MOB 2014 01

with { (E1 configured to protect any Home_Test_Init to EUT
usi ng tunnel _nobde_ESP
and EUT configured to accept only Honme_Test_Init secured
usi ng tunnel _node_ESP from QE1l
and QE1 configured to performroute_optim zation
and QB4 configured to performroute_optimn zation
and QE1 is away_from hone
and QE1 registered to EUT
}
ensure that
{ when { a Security_Association is established between EUT and QE1
and QE1 noves to a foreign_network }
then { QE4 and QE1 are able to communicate directly }

}

= = XXXXX XXX XXX XX XXX XXX XXX XXX XX XXXXX - -
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TP id : TP_MOB_2014_02

summary : ' Mobil e Node supports Home Test secured using tunnel _node_ ESP
RQref : RQ001_2034 , RQ 001_2035

Rol e : Mobi | e_Node

config : CF_MOB 03
TDref : TD _MOB 2014_02

with { (E1 configured to protect any Home_Test to EUT
usi ng tunnel _node_ESP
and EUT configured to accept only a Home_Test secured
usi ng tunnel _node_ESP from QE1
and EUT configured to perform Route_Optimni zation
and QB4 configured to performroute_optim zation
and EUT is away_from home
and EUT registered to QE1
}
ensure that
{ when { a Security_Association is established between EUT and QE1l
and EUT noves to a foreign_network }

then { (E4 and EUT are able to communicate directly }
}
LD 9.90.9.9.9.9.9.9.9.9.9.90.9.9.9.9.9.90.9.9.9.9.9.9.9.9.9.90.90.0.0.C
TPid : TP_MOB 2015 01
summary : ' Mobile Node sends Honme Test Init secured

using tunnel _node_ESP to its Hone Agent'
RQ ref : RQ.001_2034
Rol e : Mobi | e_Node
config : CF_MOB 03
TD ref : TD _MOB 2015 01

with { EUT configured to protect any Honme_Test_Init to QELl
usi ng tunnel _node_ESP
and QE1 configured to accept only Honme_Test_Init secured
usi ng tunnel _node_ESP from EUT
and EUT configured to performroute_optimn zation
and QE4 configured to performroute_optim zation
}
ensure that
{ when { a Security_Association is established between EUT and CQE1l
and EUT noves to a foreign_network }
then { QE4 and EUT are able to comunicate directly }

}

= = XXX XXX XX XXX XXXXXXXXXXXX XXX XXXXXX - -

TP id ;. TP_MOB_2015_02

sumary : ' Home Agent sends Hone Test secured using tunnel _node_ ESP
RQ ref : RQ.001_2034

Rol e . Hone_Agent

config : CF_MOB 02
TD ref : TD_MOB 2015 02

with { EUT configured to protect any Home_Test to QElLl
usi ng tunnel _node_ESP
and QE1 configured to accept only Honme_Test secured
usi ng tunnel _node_ESP from EUT
and QE1 configured to perform Route_Optimni zation
and QE4 configured to perform Route_Optim zation
}
ensure that
{ when { a Security_Association is established between EUT and QE1
and QE1 noves to a foreign_network }
then { QE4 and QEl1 are able to communicate directly }
}

= = XXX XXX XXX XX XXX XXXXXXXXXXXXXXXXXX - -

TPid : TP_MOB 2016 01

sumary : ' Home Agent supports Mobile_ Prefix_Solicitation secured
usi ng transport_node_ESP'

RQref : RQ001_2016 , RQ 001_2031

Rol e : Hone_Agent

config : CF_MOB 02

TD ref : TD_MOB _2016_01

with { QE1 configured to protect any Mobile_ Prefix_Solicitation to EUT
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usi ng transport_node_ESP

and EUT configured to accept only a Mbile_ Prefix_Solicitation secured
usi ng transport_node ESP from QELl

and QE6 configured to have a prefix_lifetime of 1 mnute

and QE1 away_from home

and QE1 registered to EUT

ensure that
{ when { a Security_Association is established between EUT and QEl }
then { QE4 is able to comunicate with QE1 after the prefix_lifetine }

}

= = XXX XXX XX XXX XXXXXXXXXXXX XXX XXXXXX - -

TP id : TP_MOB_2016_02

summary : ' Mobil e Node supports Mobile Prefix_Adverti senent secured
usi ng transport_node_ESP

RQref : RQ001_2016 , RQ 001_2031

Rol e . Mobi | e_Node

config : CF_MOB 03

TD ref : TD MOB 2016 02

with { QE1 configured to protect any Mbile_ Prefix_Advertisenent to EUT
usi ng transport_node_ ESP
and EUT configured to accept only Mbile_Prefix_Advertisenent
secured using transport_node_ESP from QE1
and EUT away_from home
and EUT registered to QE1
and QE6 configured to have a prefix_lifetime of 1 mnute
}
ensure that
{ when { a Security_Association is established between EUT and CE1l }
then { Qe4 and EUT are able to comunicate after prefix_lifetinme }

}

= = XXXXX XXX XXX XXX XXX XXX XXX XXX XXXXXX - -

TPid : TP_MOB 2017 _01

summary : ' Mobile Node sends Mobile_ Prefix_Solicitation secured
using transport_node_ESP to its Hone Agent'

RQref : RQO001_2017 , RQ 001_2030

Rol e : Mobi | e_Node

config : CF_MOB 03

TD ref : TD _MOB 2017_01

with { EUT configured to protect any Mbile_Prefix_Solicitation to QELl
usi ng transport_node_ESP
and QE1 configured to accept only a Mbile_ Prefix_Solicitation
secured using transport_node_ESP from EUT
and QE6 configured to have a prefix_lifetime of 1 mnute
and EUT away_from home
and EUT registered to QE1

ensure that
{ when { a Security_Association is established between EUT and QEl }
then { QE4 and EUT are able to comunicate after prefix_lifetinme }

}

= = XXX XXX XX XXX XXXXXXXXXXXX XXX XXXXXX - -

TP id : TP_MOB_2017_02

sumary : ' Home Agent sends Mbobile_Prefix_Advertisement secured
usi ng transport_node_ ESP

RQ ref : RQO001_2017 , RQ 001_2030

Rol e . Hone_Agent

config : CF_MOB 02

TD ref : TD MOB 2017_02

with { EUT configured to protect any Mbile_Prefix_Advertisenent to QELl
usi ng transport_node_ ESP
and QE1 configured to accept only a Mbile_Prefix_Advertisenent
secured using transport_node_ESP from EUT
and QE1 away_from hone
and QE1 registered to EUT
and QE6 configured to have a prefix_lifetime of 1 mnute
}
ensure that
{ when { a Security_Association is established between EUT and CE1 }
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then { QE4 is able to comunicate with QE1 after prefix_lifetine }

= = XXX XXX XX XXX XXXXXXXXXXXXXXXXXXXXX - -

TP id

sunmmary

RQ ref
Rol e

config
TD ref

with {

}

ensure

{

}

TP_MOB_2018_01

' Mobi | e Node sends payl oad_packet tunnelled to its Home Agent
secured using tunnel _node_ ESP

RQ 001_2018

Mobi | e_Node

CF_MOB_03

TD_MOB_2018_01

EUT configured to protect any payl oad_packet to QELl
usi ng tunnel _node_ESP
and QE1 configured to accept only a payl oad_packet secured
usi ng tunnel _node_ESP from EUT
and EUT configured not to perform Route_Optim zation
and EUT away_from home
and EUT registered to QE1

t hat
when { a Security_Association is established between EUT and QE1
and EUT noves to a foreign_network

then { QE4 and EUT are able to comunicate }

= = XXX XXX XX XXX XXXXX XXX XXXX XXX XXXXXX - -

TP id

sunmmary

RQ ref
Rol e

config
TD ref

with {

}

ensure

{

}

TP_MOB_2018_02

' Home Agent sends payl oad_packet tunnelled to Mbile Node secured
usi ng tunnel _nmode_ESP'

RQ 001_2018

Home_Agent

CF_MOB_02

TD_MOB_2018_02

EUT configured to protect any payl oad_packet to QELl
usi ng tunnel _node_ESP
and QE1 configured to accept only a payl oad_packet secured
usi ng tunnel _node_ESP from EUT
and QE1 configured not to perform Route_Optim zation
and QE1 away_from home
and QE1 registered to EUT

t hat

when { a Security_Association is established between EUT and QE1
and QE1 noves to a foreign_network }

then { QE4 and QE1 are able to comunicate }

== XXXXX XXX XXX XXX XX XXX XXX XXX XXXXXX - -

TP id

sunmmary

RQ ref
Rol e

config
TD ref

with {

}

ensure

{

}

TP_MOB_2018_03

' Mobi | e Node supports payl oad_packet secured
usi ng tunnel _node_ESP'

RQ 001_2018

Mobi | e_Node

CF_MOB_03

TD _MOB_2018_03

QEL1 configured to protect any payl oad_packet to EUT
usi ng tunnel _node_ESP
and EUT configured to accept only a payl oad_packet secured
usi ng tunnel _node_ESP from QEL
and EUT configured not to perform Route_Optinization
and EUT away_from hone
and EUT registered to QE1

t hat

when { a Security_Association is established between EUT and QE1
and EUT noves to a foreign_network }

then { QE4 and EUT are able to comrunicate }

= = XXXXX XXX XXX XX XXX XXX XXX XXX XX XXXXX - -
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TP id . TP_MOB_2018_04

summary : ' Home Agent supports payl oad_packet tunnelled from Mbile Node
and secured using tunnel _node_ESP

RQref : RQ001_2018

Rol e : Hone_Agent

config : CF_MOB 02

TDref : TD MOB 2018 04

with { QEL1 configured to protect any payl oad_packet to EUT
usi ng tunnel _node_ESP
and EUT configured to accept only a payl oad_packet secured
usi ng tunnel _node_ESP from QEl
and QE1 configured not to perform Route_Optim zation
and QE1 away_from home
and QE1 registered to EUT
}
ensure that
{ when { a Security_Association is established between EUT and QE1l
and QE1 noves to a foreign_network }
then { QE4 is able to communicate with QgL }

}

= = XXX XXX X XXX XXXXXXXXXXXXXXXXXXXXXX - -

TP id . TP_MOB_2025_01

summary : '\When Mobile Node returns home and uses Internet Key Exchange,
it makes inactive its Security_Policy protecting
tunnelled traffic with its Honme Agent'

RQref : RQ_001_2025

Rol e . Mobi | e_Node

config : CF_MOB 03

TD ref : TD _MOB 2025 01

with { EUT configured to use | KEv2 to inplenent its Security_Policy
and EUT configured to protect any payl oad_packet to QE1l
usi ng tunnel _node_ESP
and QE1 configured to accept only a payl oad_packet secured
usi ng tunnel _node_ESP from EUT
and EUT configured not to perform Route_Optim zation
and EUT away_from hone
and EUT registered to QE1
and EUT havi ng established conmunication to QE4
}
ensure that
{ when { EUT returns hone }
then { QE4 and EUT are able to communicate }

}

= = XXX XXX XX XXX XXXXXXXXXXXX XXX XXXXXX - -

TP id . TP_MOB_2025_02

summary : '\When Mobile Node returns home and uses |nternet Key Exchange,
it makes inactive its Security_Policy protecting
tunnelled traffic with its Home Agent'

RQ ref : RQ001_2025

Rol e . Hone_Agent

config : CF_MOB 02

TD ref : TD _MOB_2025_02

with { QE1 configured to use IKEv2 to inplenment its Security_Policy
and EUT configured to protect any payl oad_packet to QE1
usi ng tunnel _node_ESP
and QE1 configured to accept only a payl oad_packet secured
usi ng tunnel _node_ESP from EUT by ESP
and QE1 configured not to perform Route_Optini zation
and QE1 away_from hone
and QE1 registered to EUT
and QE1 having established conmunication to QE4
}
ensure that
{ when { QE1 returns hone }
then { QE4 is able to communicate with QE1 }

}

= = XXX XXX XXX XX XXX XXXXXXXX XXX XXXXXXX - -

TPid : TP_MOB_2026_01
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summary : '\When Mobile Node returns home and is configured with manual ly
establ i shed Security Associations, it makes inactive security
policies concerning tunnelled traffic with Home Agent wi thout
del eting Security Associations'

RQ ref : RQ_001_2026

Rol e . Mobi | e_Node

config : CF_MOB 03

TD ref : TD_MOB 2026 01

with { EUT configured 'with nanual |y established Security Associations

and Policies'

and EUT configured to protect packets to CQEl
usi ng tunnel _node_ESP

and QE1 configured to accept only a packets secured
usi ng tunnel _node_ESP

and EUT configured not to perform Route_Optinization

and EUT away_from home

and EUT registered to QE1

ensure that

{ when { EUT noves to another foreign_network
after EUT returns hone }
then { QE4 and EUT are able to communicate }
}
= = XXXXXXXX XXX XXX XXXXKXXXX XXX XXX XXKX - -
TPid : TP_MOB 2026 02
summary : '\When Mobile Node returns home and is configured with manual |y

establ i shed Security Associations, Home Agent makes inactive
security policies concerning tunnelled traffic with Mbile Node
wi t hout del eting Security Associations'

RQref : RQ_001_2026

Rol e : Hone_Agent

config : CF_MOB 02

TD ref : TD MOB_2026_02

with { EUT configured 'with manual |y established Security Associations

and Policies'

and EUT configured to protect packets to QE1l
usi ng tunnel _node_ESP

and QE1 configured to accept only a packets secured
usi ng tunnel _node_ESP

and QE1 configured not to perform Route_Optim zation

and QE1 away_from home

and QE1 registered to EUT

}
ensure that
{ when { (E1 noves to another foreign_network
after QE1l returns homne }
then { QE4 is able to communicate with QE1 }

}
= = XXXXXXXXXXXXXXXX XXX XXX XXX XX XXXXX - -
TP id . TP_MOB_2019_01
summary : ' Mobile Node supports nulticast group nenbership control packets

tunnelled fromits Home Agent protected by ESP with the tunnel node'
RQref : RQ001_2019
Rol e . Mobi | e_Node
config : CF_MOB 03
TDref : TD MOB 2019 01

with { QE1 configured to protect any
nul ti cast_group_nenbershi p_control _packet to EUT
usi ng tunnel _node_ESP
and EUT configured to accept only a
nmul ti cast _group_nenbershi p_control _packet from QELl
secured using tunnel _node_ESP
and EUT configured to subscribed to a gl obal _nulticast_group
and EUT away_from hone
and EUT registered to QE1
}
ensure that
{ when { QE3 sends a packet to the global _nulticast_group
indicating that a response is required }
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then { QE3 indicates receipt of the response }

}

= = XXX XXX XX XXX XXXXXXXXXXXXXXXXXXXXX - -

TP id . TP_MOB_2019_02

summary : ' Home Agent supports nulticast group nmenbership control packets
tunnel l ed from Mbile Node protected by ESP with the tunnel node'

RQref : RQ001_2019

Rol e . Hone_Agent

config : CF_MOB 02

TD ref : TD MOB 2019 02

with { QE1 configured to protect any
nmul ti cast _group_nenbershi p_control _packet to EUT
usi ng tunnel _node_ESP
and EUT configured to accept only
a mul ticast_group_nenbershi p_control _packet from QE1l
secured using tunnel _node_ESP
and QE1 configured to subscribed to a global _multicast_group
and QE1 away_from home
and QE1 registered to EUT
}
ensure that
{ when { EUT sends a packet to the global multicast_group
indicating that a response is requested }
then { QE3 indicates receipt of the response }

}

= = XXX XXX XX XXX XXXXXXXXXXXX XXX XXXXXX - -

TP id : TP_MOB_2039_01

sumary : 'Home Agent update its security association entries when the
Mobi | e Node change of foreign network'

RQ ref : RQ 001_2039

Rol e . Hone_Agent

config : CF_MOB_02

TD ref : TD _MOB_2039_01

with { EUT configured to protect any Bi ndi ng_Acknow edgenent to QEl
usi ng tunnel _nobde_ESP
and QE1 configured to accept only a Bi ndi ng_Acknow edgenent
secured using tunnel _node_ESP from EUT
and QE1 away_from home
and QE1 registered to EUT
}
ensure that
{ when { QEl noves to another foreign_network }
then { QE4 and QE1 are able to communicate }

}

== XXXXX XXX XXX XXX XX XXX XXX XX XXX XXXXX - -

TPid : TP_MOB 2040_01

summary : ' Home Agent does not take into account a Binding Update not
secured'

RQ ref : RQ_001_2040

Rol e : Hone_Agent

config : CF_MOB 02
TD ref : TD_MOB_2040_01

with { and EUT configured to accept only a Bindi ng_Update
secured using tunnel _node_ESP
and QE1 configured to send any Binding_Update not secured

ensure that

{ when { QEl1 noves to a foreign_network }
then { QE4 and QEl1 are unable to communicate }

}
End Group 5
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