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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards', which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web
server (http://webapp.etsi.org/| PR/home.asp).

Pursuant to the ETSI IPR Palicy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword
This Technical Specification (TS) has been produced by ETSI Technical Committee Human Factors (HF).
Intended readers of the present document are:

° PIAP Operators,

e termina manufacturers;

J assistive device manufacturers,

. service providers,

. software developers;

e  regulatory authorities;

. standards devel opers.

Introduction

A Public Internet Access Point (PIAP) is a public venue where people can use computers with Internet access and other
technologies that help them to collect information and to communicate with other people, at the same time as they
develop and maintain digital skills. For economic, availability and cultural reasons, many people will not have access to
their own facilities for accessing e-Government, e-Learning, e-Health and e-Business services. For these people, and for
any person currently remote from their own means of access, Public Internet Access Points (PIAPs) will be one of the
few methods that allow people to make use of these, and other, services. A mgjor motivation for public provision of
PIAPsisthe use of technology for social and community development, which reduces digital exclusion, creates
contacts, promotes health related topics and creates economic opportunities.

The ability of all usersto make effective use of PIAPs will be one of the most important factors that determines how
successful PIAPs will bein extending e-Inclusion to ensure that the highest number of users are able to use, and do
make use of, ICT services. Whilst there is already widespread provision throughout Europe of PIAPs, most of them do
not offer ease of access to people who have disabilities and older users. The wide provision of PIAPs cannot be properly
effective unless they are readily accessible to all people, including elderly and people who have disabilities.

Studies on the usage and perception of PIAPs [i.21], [i.23] have identified their potential usefulness. They have also
identified some barriersto the use of PIAPs. Lack of awareness of the benefits of using the Internet to access services
has been identified as one of the barriers. The means to address this problem lie outside the scope of standards and
relate to initiatives such as increasing public awareness of the benefits of Internet use and studies to determine that the
services being offered are relevant to the needs of the people using PIAPs. However, there are a number of areas,
covered in the present document, where standards and guidelines may be the most effective way of enhancing the usage
and usefulness of PIAPs. One of these studies of PIAP usage and perception [i.23] made a number of statements that
clearly indicated that guidance, similar to that in the present document, is required.
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) Environment:

- "Any future programme should set out minimum requirements for the location and general environment
of the (Public Internet) access point including issues of space, visibility and accessibility."

- "The Executive should develop a good practice guide to provide hosts with advice on where to locate
their (Public Internet) access points and how best to set it up.”

. Support:
- "The Executive should consider having a minimum requirement for some basic support for users.”
. Getting started:

- "The Executive should consider using software which provides a quicker and more straightforward start-
up process. Many users and hosts experience problemsin trying to log onto the service."

The present document provides technical requirements for how PIAPs can be provided in an effective way by following
a"Design for All" approach (see[2]) that ensures that they will be accessible to people irrespective of age, disability,
language, or culture (see clause 5.2).

The present document establishes and sets out guidance that should be followed to make PIAPs more readily accessible
to all users. Unless such guidance is followed, many citizens could be excluded from the opportunities to effectively use
PIAPs because of factors such as disability, age or cultural background. This exclusion could come from people
believing that there would be no way that they could make use of a PIAP, and never trying to use one, or from people
attempting to use a PIAP and suffering the embarrassment and frustration in not being able to use it effectively.

A key aim of the guidance provided in the present document is to ensure that the benefits from existing and future
investment in PIAPs are able to be offered to the widest range of people making use of the widest range of services. The
achievement of this aim should be significantly improved by the guidance about the design, installation and usage of
PIAPs and of the key services accessed from them, that is described in the present document. The social benefits claims
in the objectives of eEurope 2005 [i.18] can only be fully realised if the recommendations provided in the present
document are implemented.

The present document provides:

e ananaysisof which existing standards and guidelines on the design of public terminals and their operating
procedures apply to PIAPs. In particular ETSI and ITU-T standards, recommendations and guidelines on
public payphones and CEN standards related to public banking terminals are referenced;

. specific new normative requirements and guidelines that address accessible usage of PIAPs have been made as
well as proposals about whether updates to existing standardization documents are appropriate or whether new
documents should be produced. The new guidelines reflect a"Design for All" approach (see[i.2]) rather than
merely identifying new disability specific guidelines;

. proposals for new or revised European and international guidelines and standards (e.g. for smart cards, user
identification (UCI), user profile management, handling of language and cultural differences) that will enhance
the accessible availability of services from PIAPS;

. proposals on how PIAP design can be enhanced through the use of guidelines, recommendations and standards
to ensure that these PIAPs are easily accessible to the maximum range of potential users.
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1 Scope

The present document will establish and set out guidance that should be followed by organizations that design or
operate PIAPs. A broad definition of PIAPs has been adopted. This definition includes general purpose desktop
computers on a desk, Internet/Information kiosks and public hotspots.

A "Design for All" approach has been followed to ensure that PIAPs will be more readily accessible to all people
including elderly or users with disabilities and users from a range of cultural backgrounds.

The present document identifies approaches to enhancing elnclusion in the provision and use of PIAPs. The present
document:

. addresses issues that have arisen from previous studies and reports on the use of PIAPS;

. identifies existing standards, recommendations and guidelines (especialy from ETSI, the ITU-T and CEN)
that provide useful guidance to reduce barriers to the use of PIAPSs;

. proposes new hormative requirements, guidelines as well as identifying the need for updates to existing
standards, recommendations and guidelines to support elnclusion for PIAPS;

. identifies the need for and content of new standards, specifications and guidelines that need to be devel oped.

The primary focus of the present document is on issues related to PIAP customers rather than to the staff at the PIAP.

2 References

References are either specific (identified by date of publication and/or edition number or version number) or
non-specific.

o For a specific reference, subsequent revisions do not apply.

. Non-specific reference may be made only to a complete document or a part thereof and only in the following
Cases:

- if it isaccepted that it will be possible to use all future changes of the referenced document for the
purposes of the referring document;

- for informative references.

Referenced documents which are not found to be publicly available in the expected location might be found at
http://docbox.etsi.org/Reference.

For online referenced documents, information sufficient to identify and locate the source shall be provided. Preferably,
the primary source of the referenced document should be cited, in order to ensure traceability. Furthermore, the
reference should, as far as possible, remain valid for the expected life of the document. The reference shall include the
method of access to the referenced document and the full network address, with the same punctuation and use of upper
case and lower case |etters.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication ETSI cannot guarantee
their long term validity.

2.1 Normative references

The following referenced documents are indispensabl e for the application of the present document. For dated
references, only the edition cited applies. For non-specific references, the latest edition of the referenced document
(including any amendments) applies.

[1] WAI Guidelines: W3C Content Accessibility Guidelines (WCAG).

NOTE: Available at http://www.w3.org/WAI/intro/wcag.php.
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[2]

NOTE:

(3]

NOTE:

[4]

NOTE:

(5]

NOTE:
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W3C User Agent Accessibility Guidelines (UAAG).
Available at http://www.w3.org/ TRIUAAGI10/.

W3C Recommendation (16 April 2002): " The Platform for Privacy Preferences 1.0 (P3P1.0)
Specification”.

Available at http://www.w3c.org/TR/P3P/.

"WPA™ deployment Guidelines for Public Access Wi-F® Networks', Wi-Fi Alliance, 2004.

Available at http://www.wi-fi.org/knowledge center overview.php?docid=4484.

"Accessibility for the Disabled: A Design Manual for a Barrier Free Environment"”, United Nations
(enable).

Available at http://www.un.org/esa/socdev/enable/designm/index.html.

Informative references

The following referenced documents are not essentia to the use of the present document but they assist the user with
regard to a particular subject area. For non-specific references, the latest version of the referenced document (including
any amendments) applies.

[i.1]

[i.2]

[i.3]
[i.4]

[i.5]

[i.6]

[i.7]

NOTE:

[i.8]
[i.9]

[i.10]

[i.11]

NOTE:

[i.12]

[i.13]

NOTE:

ETSI EG 202 421 "Human Factors (HF); Multicultural and language aspects of multimedia
communications'.

ETSI EG 202 116: "Human Factors (HF); Guidelines for ICT products and services; Design for
All",

ETSI EG 202 325: "Human Factors (HF); User Profile Management".

ETSI EG 202 534: "Human Factors (HF); Guidelines for real-time person-to-person
communication services'.

ETSI EG 202 417: "Human Factors (HF); User education guidelines for mobile terminals and
services'.

ETSI ETR 167: "Human Factors (HF); User instructions for public telecommunications services;
Design guidelines’.

ITU-T Recommendation E.138: "Human factors aspects of public telephones to improve their
usability for older people”.

Available at http://www.itu.int/pub/T-TUT-FSTP-2006-TACL/en.

ITU-T Technical paper: "FSTP-TACL Telecommunications Accessibility Checklist”.

I SO/IEC Guide 71:2001: "Guidelines for standards devel opers to address the needs of older
persons and persons with disabilities".

CEN Workshop agreement: " Guidelines to Standardizers of ICT products and services in the CEN
ICT domain", CWA 14661, February 2003, ICS 11.080.01; 35.240.99.

CEN/ISSS Workshop on Multilingual Extensions to European Keyboard Layouts (WS/MEEK).

Available at http://www.cen.eu/cenorm/sectors/sectors/i sss/activity/ws+meek.asp.

IEC 62079: "Preparation of instructions - Structuring, content and preparation - Application to
consumer products’.

W3C Cascading Style Sheets Home Page.
Available at http://eu-by.org/Style/CSS/.
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[i.14]

NOTE:

[i.15]

NOTE:

[i.16]

NOTE:

[i.17]

NOTE:

[i.18]

NOTE:

[i.19]

NOTE:

[i.20]
[i.21]

NOTE:

[i.22]

NOTE:

[i.23]

NOTE:

[i.24]

NOTE:

[i.25]

NOTE:

[i.26]

NOTE:

[i.27]

NOTE:

[i.28]

NOTE:
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"Industry Standard: Automated Teller Machines (ATMs)", Australian Bankers' Association. .

Available at http://www.bankers.asn.au/Defaul t.aspx?Articlel D=344.

"Industry Standard: Electronic Funds Transfer at Point of Sale (EFTPOS)", Australian Bankers
Association.

Available at http://www.bankers.asn.au/Default.aspx?Articlel D=344.

"Information/Transaction Machines Accessibility Guidelines’, Version 1.1, August 1998, Trace
Center.

Available at http://trace.wisc.edu/world/kiosks/itmg/itmguide.htm# Toc421187705.

Guidelines: Cards and Smart Media.

Available at http://www.tiresias.org/quidelines/cards and smart _media.htm.

Communication from the Commission to the Council, the European Parliament, the European
Economic and Social Committee and the Committee of the Regions; eEurope 2005: An
information society.

Available at
http://ec.europa.eu/information _society/eeurope/2002/news _library/documents/eeurope2005/ecurope2005

_en.pdf.

Decision No 1855/2006/EC of The European Parliament and of The Council of 12 December
2006: establishing the Culture Programme (2007 to 2013).

Available at http://eur-lex.europa.eu/L exUri Serv/site/en/oj/2006/|_372/1_37220061227en00010011.pdf.

A new Framework Strategy for Multilingualism" [COM (2005) 596].
eGovernment: Reaching socially excluded groups.

Available at www.idea.gov.uk/publications.

Americans with Disabilities Act and Architectural Barriers Act Accessibility Guidelines.

Available at http://www.access-board.gov/ada-abal/final .pdf.

"Evauation of the Public Internet Access Point Initiative, a key strand of the Executive's Digital
Inclusion Strategy"; Scottish Executive Report.

Available at http://www.scotland.gov.uk/library5/finance/epiapi-00.asp.

"DfES Skillsfor Life Survey, 2003": UK Department for Education and Skills.
Available at http://www.dfes.gov.uk/research/data/upl oadfilesRR490.pdf.

The PULMAN Guidelines, Second edition, February 2003.

Available at http://www.pul manweb.org/dgms/dgms.htm.

elnclusion: Expanding the Information Society in Ireland, October 2003.

Available at http://www.isc.ie/downl oads/einclusion.pdf.

Good practice guide for ICT centres in disadvantaged communities: Hall Aitken. February 2002.

Available at http://www.sustainit.org/publications/files/20-
GoodPracticeGuideforl CT centresi ndi sadvantagedcommunities(Hall Aitken).doc.

Jaws.

Available at http://www.freedomscientific.com/fs products/software jaws.asp.
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[i.29] Microsoft Global Development and Computing Portal.

NOTE: Available at http://www.microsoft.com/global dev/reference/keyboards.mspx.

[1.30] Access All WWW Areas - What web designers should know about web accessibility: Bartiméus
Accessibility Foundation.

NOTE: Available at http://www.accessibility.nl/internet/ebrochure/brochure/contents.htm.

[1.31] "Usable and safe operating manual s for consumer goods: A guideline": TCeurope SecureDoc
Project.

NOTE: Available at http://www.tceurope.org/pdf/securedocl 04.pdf.

3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply:
active profile, active user profile: set of al active profile components related to a user

assistive technology device: device used by people with disabilities to prevent, compensate, relieve or neutralize any
resultant handicap and which has the ability to interface to an ICT device

authentication: security mechanism allowing the verification of the provided identity

biometrics. technologies that measure and analyze human physical and behavioural characteristics for authentication
purposes

bluetooth: short range wireless technology enabling secure transmissions of both voice and data
chunking: method of splitting content into short, easily scan able elements, especially for web audiences
contact book: entity that contains a number of records describing potential contacts of the user

Design for All: design of products to be usable by all people, to the greatest extent possible, without the need for
specialized adaptation

gross domestic product: market value of al final goods and services produced within a country in a given period of
time

internet kiosk: terminal that provides public Internet access
NOTE: The use of the word kiosk in the present document implies Internet kiosk unless otherwise stated.

micropayment: means for transferring very small amounts of money, in situations where collecting such small
amounts of money with the usual payment systemsisimpractical, or very expensive

modality: path of communication between a human and a computer
EXAMPLE: Vision, hearing, touch.

profile: total set of user related information, preferences, rules and settings which affects the way in which a user
experiences terminals, devices and services

NOTE: The use of the word profile in the present document implies user profile unless otherwise stated.

profile storage agent: entity that stores information about the profile data and the locations of data repositories of
profile data related to users

profiletool: tool that enables a user to view and modify information in profiles
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profile provider: entity (e.g. company such as a service provider, organization such as a specia interest or affinity
organization) that provide profiles and associated services

public hotspot: zone of continuous public access to | P networks owned by one or multiple operators via wireless
access points

Public I nternet Access Point (PIAP): facility provided for public use to access the Internet

RSS: family of Web feed formats used to publish frequently updated content such as blog entries, news headlines or
podcasts

rule: statement that can be interpreted by the profile agent to produce or limit an action
smartcard, Smart Card: card that has a microprocessor and storage capability embedded in it

timeout: specified period of time that will be allowed to elapse in a system (e.g. inactivity) before a specified event isto
take place

user profile: Seeprofile.

3.2 Symbols

For the purposes of the present document, the following symbols apply:

N Newton (the Sl derived unit of force)

3.3 Abbreviations
For the purposes of the present document, the following abbreviations apply:
ATM Automated Teller Machine

NOTE: Also caled Automatic Teller Machine and Cashpoint.

CIF Common | ntermediate Format

Css Cascading Style Sheets

CWA CEN Workshop Agreement

DNA DeoxyriboNucleic Acid

EER Equal Error Rate

EFTPOS Electronic Funds Transfer at Point of Sale
FAR False Accept Rate

FRR False Reject Rate

GSM Global System for Mobile communication
HTML Hyper Text Markup Language

ICT Information and Communications Technology
LAN Local Area Network

LCD Liquid Crystal Display

MAC Media Access Control

NFC Near Field Communication

PDA Personal Digital Assistant

PIAP Public Internet Access Point

PIN Personal Identification Number

RDF Resource Description Framework

RFID Radio Frequency IDentification

RSS RDF Site Summary (also known as "Really Simple Syndication")
SIM Subscriber Identity Module

SME Small to Medium Enterprise

SMS Short Messaging Service

TFT Thin Film Transistor

TTY TeleTY pewriter

UCl Universal Communications I dentifier
USB Universal Serial Bus
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WAI
WEP
Wi-Fi
WPA
XHTML
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Voice Over Internet Protocol

Web Accessibility Initiative

Wired Equivalent Privacy

Wireless Fiddlity

Wi-Fi Protected Access

eXtensible Hyper Text Markup Language

ETSI TS 102 577 V1.1.1 (2008-09)

4

4.1

What is a PIAP?

4.1.1

Various types of PIAP

Introduction

The present document treats any publicly available facility for providing Internet access as a PIAP. Hence, any
guidance provided by the present document can be widely applied to many types of PIAP, including general purpose
desktop computers on a desk, Internet/I nformation kiosks and public hotspots.

Thereis no formal classification of types of PIAP and there islittle purpose in creating one as PIAPs will evolve as
technologies and user expectations change over time. However, existing or envisaged PIAPs that have the following
features have been considered in preparing the present document:

4.1.2

publicly provided for general use;

publicly provided for government services. Some have a particular purpose such as addressing people with
disabilities and are thus adapted to suit the needs of people with disabilities;

Internet café or Cyber café;
commercially provided - general purpose;

commercialy provided - special function (e.g. Internet kiosks for travellers or high-end computers and
accessories for gaming);

public wireless hotspots, both stationary and on the move ( e.g. provided on atrain);

at motorway service stations, with printing facilities to allow people to print maps and other information
related to travelling/driving;

PIAPs in place where people are already visiting for other reasons such as at a day care centre, an airport, or a
train station.

PIAP assistants

Aswell asthe types of PIAPs identified in clause 4.1.1, PIAPs can be further differentiated into two categories based
upon the staffing of the PIAP:

Manned: Inthistype of PIAP, thereis always an assistant. This assistant can undertake several tasks:. register
users, get paid by users, give the users printed papersif the PIAP offers printing services, help users who have
any problem using the PIAP, help users with disabilities, do some maintenance in the PIAP (e.g. monitor that
al terminals are running correctly, refill paper in the printer), etc.

Unmanned: In thistype of PIAP, there is no one available to assist the user. Some of the tasks above have to
be done automatically; others just cannot be done (e.g. offering printing services).

For further information on PIAP assistants, see clause 7.2.
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Identification of users

PIAPs can aso be differentiated according to the way in which users are identified and authenticated:

Open systems. Examples of open systems are information kiosks or terminals at libraries, local associations,
churches, etc. These are normally stand-alone terminals, that have free access for the users, and that are usually
used for information purposes. In this type of PIAPs, the identity of the user is not important. Thisisthe
reason why they do not ask the users for identification. When the terminal boots, it will automatically start a
session that will be available to be used by users.

Anonymous user systems: In thistype of systems, the users do not have to disclose their identity. Despite this
fact, the users will have to start a session to use the terminal and end a session when they have finished their
tasks, regardless of whether using the terminal is free of charge or not. When users start a session, they are
only allocated atemporary identity or an anonymous user account, which represents the right to start a session
for a predefined length of time. There are alternative ways to associate the purchase/session with the
temporary identity e.g. getting a code on aticket, getting a code in an SM S sent to the user's mobile phone,
individual payment machine attached to the terminal, etc. Although referred to as "anonymous', true user
anonymity can only be achieved if any payment mechanism used is also anonymous. Cash payment using
coins and bank notes that are inserted directly into a dedicated slot is the only form of payment that can be
considered as truly anonymousin al circumstances.

Registered user systems. In thistype of systems, it is necessary to register to identify the users who are
logging on to the PIAP. Once users are registered, they have a personal account in the PIAP, so that they will
be able to load money into it. Some PIAP operators have a network of PIAPs in different locations that will
allow usersto use their personal account in every different PIAP provided by this operator. Another type of
operator alows the usersto subscribe to wireless broadband access wherever it is available in the form of
wireless "hotspots' provided by the operator.

Further recommendations related to user identification, authentication, registration and payment can be found in
clauses 12 and 13.

4.2

Context of use

Social & Economic
Environment

Physical
Environment

Terminal

Figure 1. The context of PIAP use
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Any service accessed from a PIAP needs to be considered in the context in which it is accessed. The factors that define
the context are illustrated in figure 1. Each context may also serve as a potentia barrier to users that prevent them from
access to the eSociety.

The socia and economic environment is a broad and complex domain and covers:

. categories of users defined by their social or business groupings (e.g. senior business executives,
unaccompanied blind users, recent immigrant Muslim women);

. the circumstances in which the users are using the PIAP (e.g. whilst on vacation, in their local community);

e  theeconomic circumstances associated with service access, including the business model (e.g. free service
access, access as part of a paid contract or payment for time used).

A specific service and social and economic context will begin to define the requirements for all of the other aspects of a
PIAP, including possible obstacles that may serve as barriers, i.e.:

. the physical environment where the PIAP terminal is located,
e  thephysical design of the PIAP terminal;

. the access or logon procedure, including payment methods (free of charge, cash payment, SM S payment,
credit card, or ticket) and the termination procedure;

e theservices offered by the PIAP provider as well as the operating system in which the PIAP servicesrun;

e  thesupport staff in the PIAP that may interact with the public.

4.3 Purpose

4.3.1 Providing a local resource

PIAPs, particularly those provided by local publicly funded bodies such as local government organizations and local
healthcare services, could provide a valuable service to the local community and to visitors by providing easy accessto
information about local organizations and events. Kiosk type PIAPs might be appropriate for delivering such
information. Kiosks are generally less suitable for more general Internet usage as that may often require long sessions,
flexible navigation and/or significant user input, so optimizing them to deliver local information might be the most
effective way of using them.

Such local information can be very beneficial to peoplein alocal area, but it islikely to be difficult to find by browsing
through the full range of information on the Internet. Any PIAP could be configured to provide easy links to suitable
local information. This could provide an information service that avisitor could not easily access from their own
computer and which alocal user using their home computer might find hard to find. The lists of types and categories of
information and of organizations to help provide the information that follow are taken from the PULMAN Guidelines
on library Internet use [i.25].

The sort of information that could be provided includes:
. local events,

. local voluntary groups including organizations for various social minorities such as older people, children,
people who have types of illnesses, charities, residents organizations, sports clubs, hobbyists, etc.;

. self help groups,

J sexual minorities;

. political organizations and pressure groups;
e  administrative bodies,

. political representatives;
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schools and colleges, private tutors;

tourist information;

local newspapers;

local government information e.g. who does what and at which office;

transport information e.g. times of buses, trains or flights, including real-time information announcements
(e.g. delayed flights). This real-time information can be shown in kiosks located in stations or airports, both
when no user is using the workstation (e.g. the information could be presented on the whole screen), and when

auser isusing it (e.g. using a non disturbing small window on one corner of the screen or aone-line
information field);

lists of businesses though there is no point in duplicating the yellow pages.

In order to provide access to such information, it islikely that the body providing the PIAP will need to make
arrangements with organizations that represent these different topics as they already have information suitable for
presentation to the public or, if not, be willing to provideit.

The kinds of organizationsinvolved may for example include:

social services departments;

health services;

colleges and universities;

citizen's advisory bodies;

ethnic minority organizations;

private sector organizations such as ICT and local media companies;

grant-making organizations.

PIAPs that are designed to provide aresource for local communities (i.e. those provided in rural communities) could
focus on making available a range of services not easily accessible by other means within the local area. This could be
considered in seven broad categories:

community information (e.g. local events, local voluntary groups);

cultural information (e.g. museums, art galleries, travel guides);

business information (e.g. directories of companies, newspaper reports on commercial and business subjects);
legal information (e.g. national laws, local legal advice services, welfare benefits and rights);

training (e.g. how to use computers, the Internet, digital cameras and related software);

document editing (e.g. provision of relevant software and printing facilities);

service delivery (e.g. speciaized portals, web pages describing the building in which the PIAP islocated,
especially when this building may have historical significance).

Clause 5 discusses how combining PIAP facilities with services of social benefit can significantly enhance the likely
success of PIAP provision.
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4.3.2 Commercial PIAPs

Many commercia PIAPs do not attempt to deliver targeted content or services, they merely provide a platform to allow
basic Internet access that will be suitable for the majority of expected users. Unless the PIAPs receive additional public
funding to provide non-profitable services, the services provided will usually be chosen on their attractiveness to paying
customers. Some non-profit making services may also be included with the profit making ones if their provision
enhances the reputation of the organization providing the PIAPs. For example, providing alocal information page that
can be accessed for alimited time without payment might make the organization appear to be forward thinking or to
have a social conscience.

Commercially provided PIAPs will carefully evaluate the provision of all facilities on the basis of the likely return made
on the money invested. For this reason, commercia PIAPs are frequently less equipped to cater for people with
disabilities, as making their PIAPs suitable may require greater space provisions around PIAP workstations (and hence
less PIAPs per square metre) and the provision of additional or better quality equipment.

Commercia PIAPs will frequently combine the basic PIAP provision with other servicesin order to make the overall
enterprise more profitable. In some cases, it is the non-PIAP facilities (e.g. café) that is the main business of the PIAP
provider and the PIAP facilities are added to increase profit and to attract more customers to the non-PIAP services. In
these cases, the PIAP facilities provided by the commercial PIAP provider may be at low or zero cost to the customers
of the non-PIAP services. A well known example of this combination of PIAP and non-PIAP facilitiesis the Internet
Café. These combined facilities are discussed further in clause 6.3.

4.4 User categories

It is misleading to talk of users belonging to simple categories that always have predictable requirements and always
behave in a predictable way. In practice, most people have requirements that, in certain circumstances, will be
associated with more than one of these categories. For example, a business person arriving in a city the day before a
meeting may do some sightseeing. If during this day they visit a PIAP, they may try to find information related to
interesting sightsin their present location (as a"tourist” would do) whilst checking business e-mailsto seeif any relate
to the meeting the following day (as a"business user" would do). However it is still helpful to identify some basic user
stereotypes to help ensure that those planning to set up PIAPs address the requirements and behaviours that would be
expected of peoplein the user categories that they wish to attract.

Some typical user segments, many of which overlap, include people who:
e  regularly usethe Internet from home or work;
. are unfamiliar with the Internet but who need to access information or make use of remotely provided services;
. are travelling with Internet-enabled handheld devices;
. are travelling with wireless enabled laptops;

e areintheir local area and who have no Internet access at home (and no work Internet that they can use for
personal usage);

e aretravelling but may make use of fixed provision of PIAP facilities (e.g. in abuilding or from a static public
wireless hotspot);

. are on aform of public transport such as a bus or train and wish to access the Internet using their own laptop or
handheld device;

. are on aform of public transport such as abus or train and wish to access the I nternet using workstation or
kiosk facilities provided by the transport operator;

. need special facilities provided to permit them to use the Internet (e.g. people with disabilities, elderly people
or very young children);

. cannot afford to pay for use of the Internet but need to do so to avoid being excluded from accessing essential
online services;

. people wishing to engage in online computer game playing.
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Examples of where these simple categories are useful in determining user needs include:

. people carrying wireless enabled laptops will require public hotspots in order to meet their public internet
access needs;

. public transport design may need to be enhanced to provide extra facilities such as power sockets for |aptop
users when wireless access is provided,

. people who wish to play highly interactive online games will require very high functionality facilities to
effectively play such games (e.g. very fast Internet connections and top specification computer equipment).

Some of these user categories are discussed in more detail in clause 7.1.

4.5 Tasks

PIAPs may be used for a very wide range of tasks and it isimpossible to list all tasks that may be undertaken now, or in
the future. Nevertheless, the following are some examples of tasks performed by people using PIAPs:

. information retrieval services (e.g. Internet browsing);

. asynchronous communication services (e.g. webmail, instant messaging, SMS);

. synchronous communication services (e.g. person-to-person and conference Vol P, total conversation);
. transactional services such as banking and booking services;

. offline document viewing or editing;

. uploading and viewing photographs and videos.

5 Access to the eSociety

5.1 Policy

The European Commission has had a strong desire to ensure that government, learning and health related services are
increasingly available online as an addition to, and subsequently a replacement for the less conveniently provided
services that have existed in the past. In addition, the European Union (EU) has placed significant emphasis on the
importance of ensuring that al EU citizens are able to participate in the e-Society without barriers. These two priorities
are not unrelated as, in addition to basic sense of fairness, the removal of barriersto inclusion is a necessity if the online
provided services are to succeed and are not to be an excluding influence themselves. The European Commission has
thus identified PIAPs as one way to deliver their vision of an e-Society in aworld where it is currently unrealistic to
assume that al citizens will have either the skills or the facilities to fully participate in the e-Society from home [i.18].

The European Commission's desire that there should be PIAP provision, especially in areas of social deprivation has
been recognized by national governments and translated into arange of different national initiatives for providing
Internet access to disadvantaged groups. These strategies have used a number of very different approaches, but most
included publicly provided PIAPs as a significant element of the strategy.

Aswell as national government initiatives, there have been studies commissioned by bodies that represent a particular
type of PIAP provider. One of the most notable and comprehensive isthe PULMAN Guidelines [i.25] that were
developed to address ICT based solutions in the library sector.

Cultural identity and cultural diversity are important themes of European cultural policies and initiatives. Thisis
reflected in the three main objectives of the new Culture Programme (2007-2013) [i.19]:

. to promote cultural diversity and intercultural dialogue in Europe;

e  topromote culture as a catalyst for creativity and innovation in the context of the Lisbon Strategy for jobs and
growth. Indeed, the culture and creative sectors - television, cinema, music, performing arts, entertainment,
etc. - in the EU generated €654 billion in 2003 (2,6 % of the Union's Gross Domestic Product (GDP));
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. to ensure that culture becomes a key component in the EU's external relations so as to build bridges with other
parts of the world.

These themes are a so seen in the way in which the eContent programme has been formulated and also in the "A new
Framework Strategy for Multilingualism" [i.20]. PIAPs provide an ideal way of making large quantities of diverse
cultural material availableto all members of society irrespective of their social or cultural background. Electronic
delivery viaPlIAPsisafar more practical way of delivering alarge volume of up-to-date material to a wide audience
than any policy based on making the material available in a stored form (in libraries) or by delivering material to
individual households. In addition, electronic delivery at PIAPs is the most effective way of delivering interactive
servicesin aculturally diverse way.

PIAPs could provide broader support for social inclusion by focusing on multicultural and multilingual content and
activities as well as services for children with disahilities. Inclusion can be enhanced where the education levels of the
socially excluded groups can be raised. Although schools, colleges and universities would be the primary source of
training for children and young adults, lifelong learning for a broader spectrum of people could be supported by courses
carried out at PIAPS.

The provision of training facilitiesin PIAPs is another way in which PIAPs can be an aid to raising the levels of
education as ICT based training can be provided for arange of topics, including training to raise the public's level of
skill with ICT services and devices. The PIAP provider would need to be in some form of formal or informal
partnership with organizations that have the necessary skills and knowledge to carry out the training for the chosen
topics.

PIAPs could provide atraining service even to those who have their own ICT facilities, asit would help these people to
raise their overall level of competence with ICT to enable them to make best use of the facilities that they already have.

5.2 Design for All

The"Design for All" approach implies the following general recommendations that can be applied to any product,
service or environment:

. Fair usage: The design should be useful to any kind of user, including elderly, people with disabilities, and
very young people.

. Flexible usage: The design should fit to a broad range of individual preferences and abilities, so that it can be
used directly, without any technical aid or modification by any people.

. Simple and intuitive usage: The design should be easy to use and understand, regardless of the background
knowledge, experience, education and language skills of the user.

. Per ceptible information: The design should communicate, in an efficient way, the needed information to the
user, regardless of the environmental conditions and the sensorial abilities of the user.

. Error tolerance: The design should reduce to the minimum the risks and negative consequences of accidental
or involuntary actions, or complex actions that may be difficult to undertake for certain users.

0 Physical and cognitive effort: The design should allow the system to be used in an efficient and comfortable
way, with the minimal physical, attentional and cognitive effort needed for its usage.

. Size and space aspects. The design should make it easy for users to approach the workstation and alow them
to reach, manipulate, and use it regardless of the size, posture and mobility of the user.

. Compatibility: The design should be compatible with existing products and technical aids required by those
who cannot directly use the system without such aids.

Detailed guidelines related to the design for al approachin ICT is covered in[i.2].
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5.3 Addressing the needs of socially excluded groups

The report on "eGovernment: Reaching socially excluded groups?' [i.21] addresses the need of socially excluded
groups, and the usage of PIAPs, kiosks and digital television. The report concludes that Internet adoption amongst
socially excluded groups remains low. Furthermore, the consequence of low Internet adoption is the poor level of use of
eGovernment services by socially excluded groups.

All people, also the socialy excluded, must be able to use and benefit from eGovernment services. It istherefore
important that Pl APs need to meet the requirements of those groups. Local authorities have made progressin improving
accessibility and readability levels. However, much more needs to be done to better meet the requirements of socially
excluded groups. The report [i.21] statesthat "if access initiatives are to be more effective, they need to target socially
excluded groups more clearly, to better promote the benefits of the Internet and to better accommodate and support the
literacy and ICT skills deficiencies that characterize many socially excluded groups.”

The PIAP issues related to providing facilities for socially excluded groups can be found in clause 8.4.

54 Literacy - computer skills

Historically, it has been accepted that there is a correlation between literacy and computer skills: low literacy may be a
predictor of low computer skills and high literacy may be a predictor of high computer skills - at least in Europe. In
underdeveloped countries where technology adoption islow in general, the correlation is nonexistent. The relationship
may be true except for dyslexic users who may score high on computer skills but low on literacy. Many young people
today have grown up with accessto ICT facilities from ayoung age. It is therefore not clear to what degree this
correlation between low literacy and low ICT skills applies to the young generation.

According to [i.21], page 36:

. "Twenty-four per cent of people (aged 16 to 65) receiving means-tested benefit(s) lack basic literacy
skills' [i.24].

e  "Thirty-seven per cent of people (aged 16 to 65) with poor or very poor health lack basic literacy
skills' [i.24].

From asocial exclusion perspective, lack of ICT skillsis a significant factor that will:
. prevent a person from accessing various online resources that could help them to gain employment;
e influence the range of employment opportunities for which the person would be qualified;
. prevent the person from gaining access to, and participating in, a wide range of eGovernment services.

For aperson to develop ICT skillsthey will need accessto both ICT facilities and to training in the use of those
facilities. The provision of such facilities and training is seen by many as a possible useful role of PIAPs, especialy in
socially deprived areas where people can neither afford to purchase their own ICT equipment nor afford to make use of
any form of commercially provided ICT training. Publicly provided PIAPs in facilities such as libraries and community
centres are particularly well suited to the provision of such ICT training. These facilities would also bein a good
position to provide training that would help people to enhance their basic literacy skills as well astheir ICT skills.

5.5 Exclusion related to language and culture

PIAPs that need to offer their servicesto users from avariety of different countries and cultures who may speak a
number of different languages will have severa difficult decisions to make as to how to minimize the potential
exclusion of users as aresult of language and cultural mismatches. This may be particularly obviousin PIAPs located in
airports or in areas with alarge amount of immigrants from arange of countries. In order to make effective use of a
PIAP, the PIAP user firstly needs to be able to understand what facilities are available in the PIAP and then how to use
them. Although some features may be self-explanatory, many will rely on some form of written (or sometimes verbal)
communication - either paper documentation or on-screen information and menus. If the information is written or
spoken in alanguage that the PIAP user cannot understand, then that user may be unaware of or unable to understand
how to use the required PIAP features and thus encounter an insurmountable barrier to using any or al of the PIAP
features.
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Aswell aslanguage issues, there are other culturally related factors that can impede or prevent a person from using the
PIAP. A notable culturally varying factor is the layout of the computer keyboard. These layouts can either be
significantly different (e.g. QWERTY and AZERTY) or vary only in the position of asmall set of keyboard characters
(e.g. US English and UK English keyboards).

Recommendations on ways to address the language and cultural issues of PIAPs can be found in clause 14.

5.6 Areas where guidance is required

Those aspects of accessto PIAPs that could be improved by the application of guidelines can be categorized into two
broad categories: improved physical access and ease of use. Physical access further subdivides into categories such as:

. access to and comfortable usage of the PIAP terminal - including wheelchair access;

. access to the various controls and peripherals (input/output devices) - including use by blind or users who are
partially sighted.

The guidance in the present document is intended to cover accessibility issuesrelated to all forms of disability
(seeclauses 9.3, 11.7 and 11.8).

There are many ease of use aspects which include:

. minimum up-front effort to start usage (e.g. PIAPs that are ready for use with some service options already
visible);

. simplified service logon (e.g. for services that need to clearly identify the user. The means of logon should be
secure but easy to use and should consider the usage of different methods such as Smart Cards and
biometrics);

. services that suit the needs and abilities of the user (e.g. content that matches the language and literacy skills
(including computer literacy) of the user);

. multimodal and alternative means of accessto key services (e.g. full conformance to the WAI Guidelinesasa
minimum requirement);

. accessibility support solutions (e.g. provision of or support for enhanced accessibility software and devices).

6 Sustainability model

6.1 Introduction

If aPIAP isto be sustainable in the long term, there must be a clear model that provides the answers to the following
guestions:

e  WhyisaPIAP needed?

o How canitsinitial setup be funded?

J How can users be attracted to the PIAP?
o How can it remain popular?

. How can ongoing funding for running and maintenance of the PIAP be achieved?
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In the present document, the model for how the above can be achieved has been termed the " sustainability model”. The
answer to "Why is a PIAP needed?’ may have a profound effect on the sustainability model. Currently, it appears that
PIAPs tend to be designed to address one of two very distinct user categories. Many PIAPs are primarily intended for
use by people who are already very familiar with the Internet. These users have a need or strong desire to use the
Internet when they are away from their home or office environment. They choose to use a PIAP for one of at least three
reasons:

. they do not currently carry a mobile Internet capable device that they can use;

e  they judge that the Internet capabilities of their mobile devices are unsuitable for their intended task due to
factors such as cost, speed or the limited control and display facilities of their device;

. they belong to an online gaming group and their stationary computer as well as their home Internet connection
is not adequate for playing on line gamesin rea time where any delay may diminish the gaming experience.

The users of this type of PIAP will not typically require any further encouragement to use the Internet. They already
perceive the need and will often be prepared to make their own effortsto locate a PIAP in order to meet this need. The
expectation of those providing this first type of PIAP isthat they will be able to make a profit from providing this
potentially popular service at a cost to the users.

The second major type of PIAP is almost the exact opposite of the first. Here, an organization has decided to address
people who are not currently using the Internet and who could benefit significantly from using it. There may be various
reasons why people do not use the Internet yet, including:

e  some might be motivated to use the Internet but they are unable to afford the necessary technology at home, or
the rates charged by commercial PIAPS;

. some might be motivated to use the Internet but the infrastructure that would allow them to do soin an
efficient manner (i.e. some form of broadband Internet infrastructure) does not exist;

. some with disabilities may wish to use the Internet but will be unable to do so because the available PIAPs do
not meet their particular accessibility needs;

e  those who do not yet see the benefits of using the Internet but who might be interested to do so if the benefits
were explained to them;

. those who are aware of and interested in the benefits of the Internet but require training before they are able to
start using it themselves,

. those who might be persuaded to try to use the Internet but are afraid of having the complexity of setting up
and maintai ning the services and equipment at home;

e  those who currently show no interest in using the Internet and who have a significant resistance to being
persuaded to try.

The Irish study "elnclusion: expanding the Information Society in Ireland” [i.26] identified that 1 700 000 Irish adults
(55 % of the adult population) were "without Internet access or using it less than once a month". They identified that
this low familiarity with the Internet was especially significant in certain groups of people such as "women with home
duties, retired people, tradesmen/skilled workers, workers in agriculture, forestry or fishing, unemployed" that were
seen as at most risk of exclusion from the information society. There will be a significant number of peoplein all these
categories who will neither have the income nor motivation to use commercial PIAPs that usually attract people already
familiar with using the Internet. Thus, these groups of people who are potentially excluded from the information society
were seen by this Irish study [i.26] and by the PULMAN Guidelines[i.25] as requiring the provision of publicly funded
PIAP facilities.

In order to enhance elnclusion, public funding could be allocated to provide PIAPs in places usually visited by people
from what are locally identified as categories that are at risk of exclusion from the information society. The income of
the target audience for these PIAPs s likely to be so low that it will be unreasonable to expect that they can pay the
charges necessary to fund the setup and running of the PIAP. These PIAPs, that have been provided to address
elnclusion, are frequently funded out of some budget targeted at helping socially disadvantaged groups. These PIAPs
are frequently made available to users at little or no cost. Thereis therefore a need for significant funding from sources
other than the usersin order to ensure that there is along-term funding stream to maintain and enhance these PIAPs.
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6.2 Location of the PIAP

It may appear self evident, but locating a PIAP in a place that the target user groups already frequently visitsis a most
obvious way of maximizing the effectiveness of a PIAP in attracting users. What is less self evident is knowing where
these frequently located places are. It is rarely adequate to merely assume knowledge of these locations and hence it
will frequently be necessary to question and/or observe the target users to ascertain the places they most frequently visit.

It is also important to choose a location that isin a place that the target users will feel comfortable to attend. This will
not always be 100 % correlated with the most frequently visited locations. An active criminal may frequently visit a
police station, but thisis rarely avoluntary visit and is unlikely to be a place where the criminal will feel comfortable to
visit on avoluntary basis! A less extreme version of this difference between frequency of visits and feelings of comfort
might relate to issues of the match of the location to the target user's social and economic status. Even though an
affluent higher class citizen may frequently travel through a socially deprived district, they are unlikely to feel very
comfortable in a PIAP in the middle of this district. The same would apply to a person from a socially deprived
background who might frequently travel through an affluent high class area. This person might feel equally
uncomfortablein a PIAP in this"classy" district.

Co-locating a PIAP in afacility that may aready be providing servicesto the target user group is a potentially good way
to maximize usage. Thus, locating a PIAP in abuilding that the target users already usually visitsis a certain way of
ensuring that the target users at least have the opportunity to use the PIAP. For example the following locations would
be good options to examine when trying to maximize the opportunity for usage:

. locating a PIAP aimed at business travellersin a airport departure lounges or a business lounge at an airport;
. placing aPIAP aimed at people seeking employment in an employment centre;

. placing a PIAP aimed at studentsin a university social centre;

. providing wireless access on atrain to enable users with laptops to get Internet access while travelling;

. locating a PIAP for clients of residential institutions inside the common access places within the institution
(e.g. inresidentia care centres for elderly people, in hospitals, in prisons);

e placing any PIAP in an areathat is perceived as a safe area by itstarget users;
. locating a PIAP in an area with appropriate transport options (e.g. parking facilities, public transport links).

The surrounding area of a PIAP may also have an influence on how well visited the PIAP will be. Many people will feel
insecure in areas that give the impression that there is a potential higher risk of being robbed or becoming a victim of
violence. These fears will be likely to increase at night. Also, a person carrying alaptop might fear an increased risk of
being robbed in these areas. It is therefore recommended that the PIAPs are located where it is reasonably safe, such as
where there a many people passing and that the surrounding areais well lit during the dark hours. The PIAP should also
be accessible by different transport means. Further information on the location of PIAPs can be found in clause 9, and
specific accessibility aspects of PIAP location are covered in more detail in clause 9.3.

6.3 Combining PIAPs with leisure facilities

The potential success of a PIAP can often be significantly increased if it offers facilitiesin addition to the basic function
of providing Internet access. Similarly, places that already offer people a non-Internet related service can add PIAP
facilities to enhance the attractiveness of what they provide. The most common examples of such multi-function
establishmentsis the classic Internet Café (Cyber café), where eating and drinking facilities are included in a new or
existing PIAP or where anew or existing eating and drinking outlet adds PIAP facilities to its operation.

NOTE: Sometimesthe terms Internet Café or Cyber café are used even though no eating or drinking facilities are
provided.

In addition to this classic Internet Café model, a wide range of other |eisure activities could be mixed with PIAP usage
including:

. indoor games and sports e.g. pool/snooker/billiards, darts, chess, board games;

. displays of local interest information e.g. historical artefacts, pictures of local landmarks.
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A magjor advantage of such multi-function PIAPs is that the running costs of the building can be split between a number
of different facilities and the sustainability of the whole operation is not solely dependent on the financial viability of
the PIAP operation alone. Attractiveness can be further enhanced because users may wish to make simultaneous use of
the different facilities provided (e.g. a user wishing to read their e-mail may also wish to drink a coffee, or someone
who has visited to drink a coffee may decide to read their e-mail). People who are visiting an eating or drinking
establishment on their own may be less self-consciousiif they are browsing the Internet than if they are sitting alone
doing nothing.

Multiple function PIAPs may be very suitable for visits by small groups of people, such as afamily, as different
members of the group could simultaneously enjoy different functions. So, for example, children could make use of the
provided leisure facilities, one parent could take a drink and a snack and the other parent could read their e-mail.

It isalso possible that different activities may be more popular at different times of the day. This flexibility could attract
awider range of people to the premises throughout a longer period of the day. For example, there may be a peak of
interest in restaurant facilities at midday and during the evening whereas people may visit the premises at other times
purely to use the Internet.

6.4 Combining PIAPs with services of social benefit

Most of the additional functionsidentified in clause 4.3.3 have the purpose of either being a source of additional
revenue or of enhancing the leisure value of a PIAP. It is also possible to extend the range of services offered by a PIAP
to include services that offer a socia benefit to those attending the PIAP. These functions may be particularly relevant
for PIAPs that have been provided to meet various elnclusion objectives e.g. PIAPs provided in areas of economic
deprivation. PIAP operators could co-operate with external organizations as away of broadening the range of services
that they provide and therefore making the PI AP a significantly more attractive and beneficial location.

Public libraries and community centres are often suitable sites for PIAPs as they are a public building that can be found
in many communities and one that is already tailored to delivering servicesto the public. Because they exist to provide
services to the public, their opening hours are often well suited to the needs of the public and are not usually restricted
to traditional office hours. Also, public libraries aready represent a public face of local government and therefore they
would seem an appropriate location from which to make eGovernment facilities available.

As with the facilities such as the food/beverage options that many commercial PIAPs may wish to offer, the model
could be that a PIAP makes the services of other organizations available from PIAP premises or that the providers of
other services make PIAP facilities available at their premises.

The range of organizations with which PIAP operators could co-operate, to provide a more socially beneficial offering,
includes:

. socia services departments;
o health services,

. colleges and universities;

. citizen's advisory bodies;

. ethnic minority organizations.

6.5 Offering enhanced PIAP capabilities

Each enhancement that is made to the capabilities of PIAP hardware, software and services can add features that will
attract arange of different categories of users. In clause 18, table 3 shows a range of such enhancements and the
benefits for the PIAP in terms of the types of users that might be attracted.
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6.6 Funding sources

It may be possible to fund PIAPs in some locations, such as popular city centres, purely from the money paid by those
visiting the PIAP. However, even for commercial PIAPs in popular locations, additional forms of funding may be
required to make the PIAP a commercially viable enterprise. Sharing the costs of running the PIAP with some other
commercia enterpriseis one option that may be used. Some ideas for such multi-function PIAPs are discussed in
clauses 6.3 and 6.4.

Raising additional funding from advertising materials displayed on the screens of inactive PIAP terminals, or in other
places within the PIAP, is another form of additional funding that can be considered by the commercial providers of
PIAP services. However, advertising may be seen as an inappropriate method to use in publicly funded PIAPSs, except in
specia cases such as advertising for other services provided by the same public body. Creativity in the choice of
funding models and very good financial management may be required to avoid the frequent experience of many
organizations that have unsuccessfully tried to make a profit from providing PIAPs. Thislack of success has been
documented in [i.23] and has a so been the experience of a number of Telcos around Europe.

Ashas been identified in clause 6.3, there are a number of roles for PIAPs that increase their value to society by
enhancing the leisure facilities provided. However, funding for PIAPs that have been provided in order to meet some
wider non-commercia goalsis an altogether much more complex issue. Where PIAPs have been provided to increase
elnclusion for disadvantaged groups such as people with disabilities and people living in an area of multiple
disadvantage it is unlikely that the customers could afford to pay sufficiently high charges, either for the use of the
Internet or for the use of any other facilities offered, necessary to fully fund the running the PIAP.

The whole concept of charging PIAP users may also be seen as inappropriate in some types of PIAP e.g. in PIAPs that
are provided to people in residentia institutions where the residents are unable to access any alternative means of using
the Internet e.g. in care homes for elderly and people with disabilities.

Many of the various socially beneficial roles can only realistically be achieved by PIAP and service providers forming
close formal or informal partnerships with groups that represent the needs of the target group of PIAP users. For
commercially provided PIAPs these partnerships could be made with the organizations providing ancillary services at
the PIAP or with organizations that see the potential PIAP users as atarget market to which they would like to advertise
their own services.

Where the primary motivation for the provision of a PIAP isto address social needs rather than to make a profit, the
identification of sources of funding to both establish a PIAP and then to run it over an extended period becomes of great
importance. Increasingly, this may require some form of funding from an external funding body. Accessing such funds
can often be a difficult and time consuming process. It may frequently require the establishment of some form of
multi-agency partnership in order to both make available the time and expertise necessary to bid for the funds and also
to reassure the funding body of the viability of the project for which funds are being sought.

It can be beneficial for publicly or privately provided PIAPs to attempt to establish relationships with external
organizations as away of enhancing the viability of the services which they offer. Clause 6.4 lists some organizations
which may be interested in jointly offering services to the public together with the Internet service being offered by the
PIAP. In addition, organizations that could collaborate with the provider of a PIAP designed primarily for a socially
beneficial purposeinclude:

e  private sector organizations such as I T and local media companies,
. grant-making organizations.

The benefits of partnerships with the above organizations, or those listed in clause 6.4, include two particularly
important elements that are likely to enhance the success of PIAPS. These are:

. access to expertise that understands the needs of the target group - thus improving the chance that the PIAP
can be made attractive to that group;

. possible access to sources of public or private funding that has been made available for funding projects
beneficial to the target group.
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It iscommon that a PIAP provided for socially beneficial purposes may need to adopt at least two different funding
model s throughout its lifetime. It is frequently possible to access local, national or European fundsto help in
establishing facilities that will provide a service to the public that enhances elnclusion. However, it is rare that these
sources of funding will persist into the future in order to fund the ongoing costs of maintaining or enhancing the
services provided. It will thus be necessary to identify a funding model that will satisfactorily address the long-term
funding needs of the PIAP. Where it isimpractical or unacceptable to consider charging the users of the PIAP to the
extent necessary to cover the full costs of providing the services offered, it may be necessary for the organization to
develop an additional revenue generating activity that can secure the income necessary to run the PIAP.

In the UK, the Leicester Disability Information Communication Network (LDICN) has taken the skills and knowledge
that it developed in order to offer sophisticated multimedia services to its client base of people with severe learning
disabilities and has offered multimedia packages to other parts of Leicester Council to enable them to provide accessible
information packages about the services that the various services of the council provide. Theinterna charging for these
services within the council has provided valuable budget to the LDICN to enable them to continue to offer the excellent
PIAP services that they devel oped for people with learning disabilities.

Other PIAPs have made use of their facilities to provide training courses to members of the public who are willing and
able to pay for these courses. This secondary funding mechanism has given these PIAPs a way of generating revenue to
enable them to provide PIAP facilities for the key target group of socially disadvantaged users who would be unable to
make any significant financial contributions.

7 Stakeholders

A number of stakeholder groups, each with specific motivation and interests with regard to PIAPS, are addressed in the
present document. These groups are:

o  usErs
. PIAP assistants;
. PIAP operators;
. hardware manufacturers,

. software providers.

7.1 Users

As the main objective of the present document is to improve the accessibility and usability of PIAPs for this stakehol der
group, they can be considered to be of the highest importance. However, this stakeholder group will not benefit from
reading the present document, but from the enhancements of PIAPs as aresult of other stakeholder groups following the
present document's recommendations.

Potential PIAP users can be divided into sub-categories, each with different characteristics and specific needs.
Depending on these needs, PIAPs should be adapted in a way that people from these groups can make an effective and
efficient use of them. That is why the different needs of the users should drive the guidelines given in the present
document, to make Pl APs accessible for the widest range of people, irrespective of age, disability, language or culture.

7.1.1 Internet users who need to make use of PIAPs facilities

This group includes people who are already Internet users, and who usually have access to the Internet (at home and/or
at work), but are in a situation where they have not access (e.g. when on the move). This group includes people who:

. are travelling and need to make use of aworkstation in a building providing PIAP facilities (e.g. accessto their
e-mail or to search for information on the Internet) or need to make use of a public hotspot using awireless
enabled laptop or handheld device;

. are travelling, using public transport such as a bus or train and wish to access the Internet using their own
wireless enabled laptop or handheld device;
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. are on aform of public transport such as a bus, train, aeroplane or ship, and wish to access the Internet using a
PIAP workstation or akiosk facility provided by the transport operator;

. are sightseeing or on business travel, and wish to use the kiosk facilities provided by the local authorities of the
place they are visiting;

. wish to engage in online computer game playing.

7.1.2 People with no other means of access to the Internet

This group includes people who, for different reasons, do not have Internet access at home or at work. This group
includes people who:

. are socially excluded and cannot afford to have Internet access at home;

e liveindigitally excluded areas where there is no Internet access available.

7.1.3 People with specific requirements

This group includes people who have specific requirements, and who can be excluded if their requirements are not
identified and met. This group includes people who:

. do not have the computer (or general) literacy that is needed to use online services (e.g. elderly people or
people from socially excluded areas);

. are unaware of the benefits of the Internet for accessing online services;

. are aware of the benefits of the Internet, but are unfamiliar with or afraid of it, and need to access information
or make use of remotely provided services,

. need special facilities provided to permit them to use the Internet, including people with disabilities, elderly
people or very young children.

7.1.4  Targeted user segments

For those PIAPs providing access to online services in the same premises as a community centre that provides some
social benefits to the community (see clause 6.4), the range of PIAP users can vary greatly, and can include people from
the groups described in the previous headings.

These PIAPs should be adapted to the specific needs of the type of people who are more likely to attend the community
centre where the PIAP islocated. Care should be taken to ensure that attempts to meet the needs of the targeted user
segment do not result in design or procedural changes that have an adverse impact on other potential users of the PIAP.
Particular care must be taken to ensure that any adaptation of the PIAP does not act as a barrier to the usage of the PIAP
by people with disabilities.

7.2 PIAP assistants

This group includes the people who work in PIAPs to take care of the PIAP premises, maintain the hardware equipment
and software of the PIAP, and give support to the users.

Thisisavery important group as they can have alarge influence on the success of the PIAP. Their main task will beto
help people to use the PIAP services in an effective way. Especially important will be help for those with specific needs
(e.g. people with disabilities, elderly people, young children, computer illiterate people or people who feel
uncomfortable, uncertain or afraid when using computers, etc.). They will also be expected to help people with specific
needs, to try to ensure that they are not excluded from using the PIAP because their specific needs cannot be met.

PIAP assistants may also have specific needs (e.g. they may have some disability), so it isimportant that the PIAP is
also adapted to their specific needs, so that they can give better support to all users of the PIAP.
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For aPIAP targeting a specific user category, the PIAP assistants should have relevant skills and knowledge related to
that user category. For example, in a PIAP specially targeted to people with severe cognitive impairments, they should
have a good understanding of specific needs that are often associated with this kind of disability, the kinds of help that
may be required, and the best ways to provide appropriate support.

The present document includes accessibility related recommendations that provide the basis for the knowledge of the
most common accessibility and usability issues that can affect people who use a PIAP. Thisis useful information for
PIAP assistants. Appropriate material could easily be extracted from the present document and presented in the form of
training material for PIAP assistants.

7.3 Hardware manufacturers

This group includes:

. Companies that manufacture any kind of physical object that can be in the PIAP premises (e.g. doors, floor,
desks, chairs).

. Companies that manufacture electronic equipment (e.g. terminals, peripherals, payment machines), including
equipment or peripherals adapted for people with disabilities.

The guidance given in the present document provides beneficial guidance for hardware manufacturers, asit informs
them of solutions to the many accessibility issues related to the PIAP premises, and also on the user equipment. Some
of the recommendations are difficult to meet, but there are many of them that can be applied with little or no effort, and
which can result in abig step forward in the accessibility or usability of PIAPs.

Companies may sometimes find it difficult to follow any guidance (e.g. from the present document or other sources)
about making equipment accessible as:

. it may sometimes require high investment;
. the demand for this type of egquipment may be high enough to make the required investments cost-effective.

Policies that require the provision of PIAPs where the hardware meets certain minimum accessibility requirements are
one way of ensuring that there is a market for manufacturers to create appropriate solutions. Ways of ensuring that these
policies will be met include the provision of financial incentives that ensure that those providing PIAPs will demand
hardware that meets the appropriate accessibility requirements.

7.4 Software providers

This group includes companies which provide software that can be used in or accessed from a PIAP. Thisincludes:

. Operating system providers: They provide the operating system that runs on the terminals, including those
who provide commercial and free operating systems. Most modern operating systems provide inbuilt
configuration options that allow the user environment to be adapted in a number of ways. Some of these
adaptable features are specifically aimed at accessibility issues and allow the user environment to be adapted
to awide range of specific needs.

. Providers of softwareintended for general purpose usage (not specifically for PIAPs): They provide
genera purpose applications (e.g. web browsers, document editors, image processing applications). Many
popular applications, both commercially provided and free, also have accessibility features that allow some
kind of adaptation to the users' needs.

. Providers of specific software for PIAPs. They make the software that allows different servicesto be
provided in PIAPs (e.g. software to log-on to the terminal, charging, showing remaining money, software for
payment machines, software for the assistant terminal).

. Online services providers: they provide web portals that can be accessed from a PIAP to provide the users with
some online service.
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The two first categories normally provide software that offer some accessibility features, and whose usability is
normally tested before the release of the software. However, the latter two normally refer to custom software that does
not have any accessibility feature, unless specifically required by the customer - i.e. the company that pays for the
custom development of the software. Where the provision of custom software that has effective inbuilt accessibility
features significantly increases development costs, there may be a need to create a market that ensures that such
software will be developed. Asin clause 7.3, this may require policies that encourage PIAP providers to use software
that has appropriate accessibility features. Also, incentives or policy requirements may be needed to encourage PIAP
providers to demand accessibility features in the software they acquire from the software providers.

7.5 PIAP operators

This group includes the companies or administrative bodies that own or operate a PIAP or network of PIAPs. It will
include categories such as:

. commercia PIAP operators (including some Telcos that run achain of PIAPS);
e  councilsthat have:
- PIAPsin community centres or libraries,
- kiosksin tourist attractions of the city.
e loca administrations which provides PIAPs (e.g. information kiosks) to access eGovernment services,
J banks that have a terminal for customers use;
. commercial storesthat have kiosks or public hotspots;
. airports or train / bus stations that have terminals or public hotspots;
. disability organizations that run adapted PIAPs for their members.

Thisisavery important group, and is the principal target category, as they specify requirements to software and
hardware providers when setting up a new PIAP. The present document provides PIAP operators with guidance on how
to set up an accessible PIAP or to adapt an existing PIAP, taking a"design for all" approach.

As described in clause 6, from a perspective of sustainability, a PIAP operator must take into account many aspects
when setting up a new PIAP, such as the type of users to which the PIAP istargeted, the location of the PIAP, the
combination of the PIAP with other types of business (e.g. leisure facilities, socia services).

Providing an adapted PIAP might make it more difficult for a PIAP to be sustainable in the long term, as it requires
specia software and hardware (including premises and electronic equipment such as adapted terminals and peripherals).
Thiswill probably make theinitial investment, and also the costs for maintaining the accessible hardware and software,
more expensive. Providing an accessible PIAP is aso likely to require more space at and between PIAP workstations,
which will mean that fewer terminals can be accommodated in the PIAP and thus make it more difficult to be profitable
or sustainable. Y et again, policies may be required to encourage PlIAP operators to make the necessary provisions
related to accessibility.

7.6 National policy makers

Thisisagroup that will be responsible for making European policies areality at a national level, via promotion of
accessible PIAPs. Asdescribed in clauses 7.3, 7.4 and 7.5, policy makers may need to examine ways in which the
implementation of accessible hardware and software, and hence the setting up of accessible PIAPs can be achieved. The
achievement of such an aim will have to take into consideration not only the needs of the targeted user groups (who are
extremely important), but also the sustainability and profitability requirements of the private companies or public bodies
involved in al aspects of the provision and running of PIAPs (including hardware manufacturers, software providers
and PIAP operators).

If aPIAP is not sustainable, or a company involved in the manufacture, provision and support of a PIAP does not make
profits, the main objective (which isto give accessto eSociety to all the citizens, irrespective of their age, disability,
language, or culture) may not be met, as fewer accessible PIAPs might be set up, or PIAPs that are set up will be likely
to cease their activitiesin a short period of time.
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8 Scenarios

8.1 Introduction

This clause provides scenarios which illustrate how PlIAPs could enhance the elnclusion of people. The scenarios will
highlight some interesting concepts and situations, but they are not intended to illustrate all alternative solutions. The
scenarios illustrate how:

e thelocation of the PIAP can help to meet its objectives, such as profitability or social purpose;
. users can locate a PIAP adapted to their needs;
. a PIAP can be used by people with disabilities;
. aPIAP can be personalized,
J aPIAP can be used for:
- communicating with people;
- helping peoplein their everyday life;
- leisure;
- work;
- for different purposes by people who are travelling;
- accessing eSociety when not having access to aterminal / Internet at home or at work.

The ways in which different types of end user would make use of a PIAP will be shown. The scenarios will show how
making the PIAP accessible can improve the user experience and how, if it is not accessible, it can be impossible for
some people to useit.

At the beginning of each scenario, thereislist of issuesthat are covered init.

8.2 Teleworking
I ssues addressed in this scenario include:
. locating the PIAP;
. communicating with people;
. work;
. on the move;

e  looking for information and special tasks.

8.2.1 Current situation

John works as a sales representative. Hiswork is basicaly to visit customers spread out over awide area, to sell new
products and give them support. He also has to dedicate time to check his e-mail, to agree on new visits, to acquire new
customers, and to give quick support to his customers. It takes him about one hour per day to do these tasks. Since he
livesin avillage located in aremote area with neither Internet access nor 3G coverage, he hasto go every day to the
office to do this work. It takes him about 30 minutes to get there and another 30 minutes to return home.
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8.2.2  Future situation

Luckily, the council of histown and other townsin the rural area has recently set up PIAPSs, with Internet access via
satellite connection, which he can use for his work. Now, every day, he starts his workday at hislocal PIAP. He does al
his office work in the PIAP in the mornings asit is not so busy and there are cheaper rates. Doing this saves him about
1 hour per day that he can spend with his family. After completing his office work, he goes to visit his customers.

Some of the customers he has to visit are located in rural areas some hours driving distance by car from his own town.
In those cases, he normally staysin that area for one or two nights. When that happens, he has no Internet access, so he
normally triesto locate alocal PIAP in the area, so that he can do his daily office work. He normally searchesin aPIAP
directory that he has found on the Internet, which lists thousands of PIAPs with their GPS (Global Positioning System)
coordinates. He normally searches for the PIAPs in the area he plans to visit, and downloads a file which he loads into
his GPS Navigator which can then instruct him how to drive to the PIAP that he chooses.

The advantage of his new situation is that, with the help of PIAPs, John is able to do his office work at low cost, despite
having no Internet at home and without having to go to his office. If John was not able to use PIAPs, he would have to
go to his office every day (that would mean 1 hour lost every day), and when going to distant areasto visit customers,
he would not be able to do his office work for one or two days, which would make him lose some opportunities, as well
as accumulating the work for the next day at the office. He could also us a 3G enabled laptop, but, apart from being
more expensive, it depends on the 3G coverage in the areas he visits, which is not always good (and often there is no
coverage at al).

8.3 A masseur and stress coach with a visual impairment

I ssues addressed in this scenario include:
. use by a person with avisual impairment;
o PIAP adapted to people with disabilities;
. access to eSociety;
. locating the PIAP;
. communicating with people;
. VolP;
. everyday life;
e  business;
J leisure;
e  looking for information and special tasks;

. personalization.

8.3.1 Current situation

Frank has recently set up his own business as a masseur and stress coach. He has his own premises where he receives
his customers and he also visits companies where he helps the employees. He frequently has to treat customers with
back and neck pain. He also coaches employees with their career and lifestyle, with afocus on how to keep a healthy
balance in life and thus maintain an efficient and low-stress working life. As his business has just recently been set up,
he does not (yet) have enough customers so heis currently in afinancialy unstable situation. Frank has a visual
impairment.

He has recently joined an association for people with disabilities, which has many associates all around the country. In
the last meeting, he made some very good friends, with whom he would like to maintain a relationship.

Frank has rarely used computers, so he is not very skilled in using them. This only leaves him the options to
communicate with his friends by telephone, which is expensive, or postal mail, which is not very convenient, as he has
to ask someone elseto read hisletters.
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8.3.2 Future situation

Frank has heard on the local news that his council has announced the setup of some PIAPs throughout his city. He goes
to the social services area of histown hall to be informed of thisinitiative, and they upload afile into his GPS Navigator
that contains the GPS coordinates of the different PIAPs. As his GPS navigator has the capability to give spoken
directions he will be able to locate these PIAPs without problems.

Thefirst time he visitsaPIAP close to his home, Frank isahbit concerned. He does not feel very comfortable using
computers, since he has not used a computer many times. But as soon as he getsto the PIAP, al hisfears disappear. The
PIAP provides 19" flat screen displays and screen magnifying software, as well as user profiles to store his preferences
regarding font type, size and colour, background colour and contrast.

Peter, the PIAP assistant, is a very helpful person, and has been trained to be aware of the specific needs of people with
the most common impairments. He creates a new user account for him, helps him to log on, and also to set the screen
preferences by selecting a user profile template that is addressing the needs of people with visual impairments (font
type, size and colour, preferred contrast and background colour) so that he feels comfortable using the terminal.
Together with Frank, they just need to fine-tune minor details in the template in order to satisfy Frank's needs, and then
they store all thisinformation in his personal profile. In this way, every time he logs on, his preferences are memorized
from earlier sessions so that he feels comfortable. Apart from that, the profile manager reads datain his profile and
automatically creates a customized personal style sheet (see clause 15.3.3 for more details), and configuresit to his
preferred web browser, so that when he accesses online web pages that support style sheets, these are adapted to his font
type, size and colour, contrast and background colour preferences.

Peter also helps Frank to create a new e-mail account with an online e-mail provider, and gives him basic instructions
on how to useit. At last, Frank is able to send hisfirst e-mail to one of hisfriends, and as she was on-line at that
moment, Frank has almost immediately received an answer from her!

Peter also helps Frank to create a new Vol P account and Frank's user profile ensures that the contact details of al his
friends will be available [i.3]. They make atest conference call so that he knows the basics about how to useit. Next
time when his new friends set up a Vol P conference, he will be able to join them.

Apart from the everyday life and leisure activities described, as Frank gets more confident in using the computer, he
discovers awhole world of useful services on the Internet:

e  Some council'sand government's services that he can use to avoid long queuesin public offices: These
online eGovernment services are usually accessible, and can be adapted to his preferences since they support
the use of personal style sheets (see clause 15.3.3 for more details).

. Reading or listening to the news: Ashe hasavisua impairment, it is difficult for him to read the newspaper.
He has always found it boring listening to a complete news program to get the news he isinterested in. The
PIAP has an RSS client available, and he can subscribe only to the news topics that he isinterested in, and
read them every day in a comfortable way. He can even subscribe to pod casts that he can listen to, which is
easier for him.

. Online shopping: Shopping at ordinary storesis difficult for him, since the letters of the products labels and
the prices tags are sometimes difficult for him to read. Also, as he cannot drive, he hasto carry his heavy bags
home, which is difficult. In the PIAP, he can access an online store whose website is accessible, asit supports
the use of personal style sheets. The online store provides information on products, their characteristics and
their price. Frank buys the products online, with the added value that the products are delivered to his home
without any effort from him.

. Booking: (e.g. travel tickets, cinemaltheatre tickets, restaurants).
. Searching for general information on the Web:

After learning how to use computers and the Internet, Frank has created a web page on issues related to his profession,
where he also manages a forum on stress and lifestyle related content. His web page is attracting an increasing number
of people and many of the web page visitors become his clients; so now his business goes very well. As Frank is often
on the move, when visiting companies, he appreciates that there are several PIAPs in histown that he can visit in the
spare time between visiting two companies. Frank visits those PIAPs which are adapted for people who have visual
impairments or are blind.
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8.4 Setup and use of a PIAP in a digitally deprived area
Issues addressed in this scenario include:

. access to eSociety;

e location of the PIAP,

e communicating with people;

. everyday life;

. work;

e leisure

. looking for information and special tasks.

84.1 Current situation

Anneisthe mayor of alittle village where there is no Internet access. Many inhabitants of this village, especially the
young ones, usually complain that their village is excluded from the eSociety. As she usually goes to the capital where
she meets with other mayorsin the area, sheis quite aware of the benefits that Internet access would bring to her
village. Since the village is quite small, it is not likely to be profitable for operators to provide landline Internet access,
or for an individual or company to set up a PIAP with satellite Internet access.

8.4.2 Future situation

Recently, in the last county council, Anne was informed that there was alocal initiative that provides funding for setting
up PIAPsin the area. She applied for funding (see clause 6.6 on funding sources), got the money needed, and set up a
PIAP in her village with satellite connection. Anne thinks that a manned PIAP will be much more useful so she also
recruited an assistant who maintains it and gives training courses and support to users (see clause 4.1.2 on
differentiating types of PIAPs depending on whether or not there is an assistant). Anne is sure that the PIAP will help

all the population of the village to reduce the current digital divide (see clause 6.4 on how combining a PIAP with
services of socia benefit can improve its sustainability and clause 5 on access to the eSociety).

Marialivesin the same village as Anne. To earn aliving, she makes craftwork, and sellsit to specialized shopsin
several cities. That makes her life difficult, as she hasto travel alot to show her latest creations to the shop owners.
That gives her less time to design and manufacture new pieces.

When the PIAP was set up, she was not aware of the benefits that the Internet could bring her, but as the council offered
free training courses about the basics of using computers and about the Internet, she decided to attend (see clause 5.4 on
computer literacy). This course, together with the PIAP, has changed her life:

. Maria has set up an online shop to sell her craftwork. Now, apart from the shops she knew, she has alot of
customers from all over the world. All she has to do to include a new product is to take a photo of it, and
upload it to the online shop together with the price of the product. Her customers (normally shops) can take a
look at the new products as soon as they are released (without having to wait for Mariato visit them), and can
send online ordersto her. She is able to communicate with them via e-mail, so that she can inform them when
there are new products, and can solve any issues that may arise. An additional benefit isthat Maria has more
time to design and manufacture new products, since she does not have to travel so much.

. Sheisalso able to pay her taxes online as a self-employed individual. Now she does not have to go to the city
to do it, which saves her alot of time. She can also contact her tax advisor through the Internet instead of
going to the city.

e  Sheisabletolook for all kinds of information on the Internet (e.g. news, maps).

. Sheis able to communicate with other people like her that make craftwork to share new ideas, or keep in touch
with relatives and friends.
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. The location of the PIAP is very convenient for her, as she does not have to go to another village or city to do
al the activities described (see clause 6.2 on how the location of the PIAP can affect its sustainability). That
gives her the opportunity to spend more time working and being with her family.

e  ThePIAP gives her asingle point to get local information, as the PIAP assistant has gathered alot of local
information (e.g. local events, groups or associations, schools, tourist information, local government), adding
some bookmarks to the default browser installation (see clause 4.3.1 on using a PIAP as alocal resource).

8.5 Supporting tourists
I ssues addressed in this scenario include:
. personaization;
. payment machine providing information in aternative languages,

e  caféand restaurant information adapted to user preferences, and in aternative languages.

85.1 Current situation

The increasing number of international tourists generates new requirements for PIAP providers. Thereisagrowing
need to deal with multicultural and multilingual requests and to offer users information according to their preferences.
Nevertheless, various tourist contexts have no or very little support in this sense. In restaurants, menus are normally
provided in the local language or perhaps a very limited number of other languages. Thus, for tourists not understanding
those languages thisis a major problem as it can affect various cultural and personal requirements,

e.g. hala eaters, vegetarians, Buddhist, or people allergic to certain ingredients.

85.2 Future situation

Ildiko, a 23 years old student from Hungary, visits Rome during her summer holidays. She has a user profile containing
her preferences constantly available, via short range communication (e.g. Bluetooth, Infra Red, Near Field
Communication), for any service at any time via her mobile phone. Her first language preferenceis set to Hungarian for
any situation including reading, writing and spoken language, and her second preference is English.

Ildiko's user profile is accessed in her mobile phone when she uses the payment machine for purchasing a PIAP session.
The language of the payment machine and PC cannot be provided in Hungarian as only Italian and English is provided.
Therefore the language provided to Ildiko is English.

She wishes to read her emails and get information about what to visit in Rome, and about the public transportation in
Rome and she gets all information automatically in English thanks to her language preferences in her user profile.

After awhile, she gets hungry and decidesto eat alight lunch at the PIAP. The PIAP menu is displayed on the PIAP
information page and is provided to Ildiko in English, pointing out the vegetarian dishes, according to her particular
requirements.

9 PIAP premises

9.1 Introduction

Thereisahierarchy of suitable locations for PIAP installations, particularly from the accessibility viewpoint. This
hierarchy relates to the siting of the environment in which PIAP terminals are placed and does not address access to the
terminals within that environment. The first two itemsin the following list are absolute minimum requirement and the
last itemis a potentially foolproof choice of location. The PIAP premises should be somewhere:

e  that thetarget user can find - if the target user cannot find the PIAP then all other merits of the PIAP premises
are of novalue;
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. where physical accessto the PIAP ispossible - if it isimpossible to access the environment then al other
merits of the PIAP premises are of no value;

e that thetarget userswill find to be a convenient location - if the location isinconvenient then the users are
unlikely to want to frequently return;

. that the target users find to be a pleasant and comfortable location - if the target users like to be in the location
they will be much more highly motivated to return;

. where the target users can carry out other activities that they wish to accomplish - this means that the users
may visit the location to carry out the other activities and make use of the PIAP as a secondary activity that
they might otherwise not have bothered to do (e.g. drink coffee, watch TV);

e  wherethe target users permanently reside (e.g. in aresidential institution) - thisis an ideal situation, as
accessing the PIAP is highly convenient and is also an additional activity that isless likely to compete with
aternatives that might take place in other locations.

Increasingly, some PIAPs, especially public hotspots, may be found in a moving location such asin abus, train or
aeroplane. Whilst the recommendations in clause 9 have been written from the perspective of afixed PIAP location,
many of them will be relevant when applied to PIAPs in non-stationary locations.

9.2 Finding a PIAP

9.2.1 Introduction

A PIAP should ideally be located in areas where the target users spend a significant amount of time, for instance related
to other activities, where people are going anyway, or living areas. People may have one or more specific requirements
about the PIAP they wish to visit and it is therefore important that a person can choose a PIAP, based on criteria such
as.

e theclosenessof the PIAP,
e  whether the required services are offered (e.g. Vol P calls, video conferencing);

. whether the environmental conditions are appropriate to the intended tasks (e.g. ambient noise level for VolP
cals);

o PIAP provider (e.g. if the person is an existing customer of a specific PIAP provider, they may prefer to use
that provider again to make use of existing personalization or credit on their accounts);

e  price and payment system (e.g. whether the person has a means of payment that matches the PIAP payment
system);

. opening hours,
. languages (e.g. of the software and Pl AP assistants);
. accessibility appropriate to the person's abilities/disabilities;

. security and safety: The surrounding area of a PIAP may also have an influence on how well visited the PIAP
will be. Many people will feel insecure in areas that give the impression that there is a potential higher risk of
being robbed or becoming a victim of violence. These fears will be likely to increase at night. Also, a person
carrying alaptop might fear an increased risk of being robbed in these areas. It is therefore recommended that
the PIAPs are located where it is reasonably safe, such as where there a many people passing and that the
surrounding areais well lit during the dark hours. The PIAP should also be accessible by different transport
means.

There are arange of possible methods that can assist a person to find a PIAP such as:
e  web based tools that offer maps and search functionality;

. printed leaflets;
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. phone up service;
. PIAPs as a Point of Interest (POI) on GPS system maps,
. an SMS service that lists nearby PIAPS;
. sighage systems (road signs/directional signs).
The information on how to find the PIAP could contain:

. search criteria such as those mentioned above (e.g. adapted for people with disabilities, language,
manned/unmanned);

e  address

. description of how to find it;

. location on a map;

. a photo which makesis easier to recognize the PIAP;

. GPS coordinates (that could be input into a GPS navigation device).

9.2.2 Names and symbols

Choice of name and symbol is acommercia decision but the following recommendations may help to make it clear to
potential users that the place indicated isaPIAP. This easy recognition should also result in acommercial benefit for
the PIAP provider.

Ideally, the name and symbol of the PIAP should be well understood internationally. It can use very familiar simple
terms related to Internet. Some examples are: "Web", "www", "@" symbol, "Internet", "Internet Café", "Cyber", "Cyber
Café", "net", "Internet Spot”, "Wi-Fi Spot", etc.

It is also recommended that the names and symbols indicate the functions provided by the PIAP. The use of a
combination of words and symbols may be useful, so that it is easy for potential usersto locate the PIAP, both in text
and graphical form. For example, a wheelchair-adapted PIAP could have, together with the name or symbol that
identifies that thisis a PIAP, a symbol of awheelchair; a PIAP that offers both stationary terminals and a public hotspot
could have, together with the name or symbol that identifies that thisisa PIAP, asymbol that identifies a public
hotspot.

Names and symbols

Recommendation 9.2.2.a: The name or symbol of the PIAP should indicate the functions provided by the PIAP. A
combination of simple words and symbols identifying the functions may be useful.

Recommendation 9.2.2.b: The name or symbol of the PIAP should have words and symbols that can be internationally
understood.

Recommendation 9.2.2.c: Use familiar terms related to the Internet as part of the PIAP name e.g. "Web", "www", " @"
symbol, "Internet”, "Internet Café", "Cyber", "Cyber Café", "net", "Internet Spot", "Wi-Fi Spot".

Recommendation 9.2.2d: Theterm PIAP is not commonly recognized by the public and should not be used as part of
the name.

9.3 PIAP accessibility

9.3.1 Range of disabilities

In the context of the present document, the following broad classes of abilities are highlighted, and when impaired, they
affect the use of PIAPS:

. sensory abilities such as seeing, hearing, touch, and balance;

. physical abilities such as speech, dexterity, manipulation, mobility, strength and endurance;
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. cognitive abilities such as intellect and memory;
. language abilities such as speaking, reading, literacy and comprehension.

These abilities are also described in the document ISO/IEC Guide 71 [i.9] and in the ITU-T FSTP-TACL
Telecommunications Accessibility Checklist [i.18], which provide guidelines for standards devel opers to address the
needs of older people and people with disabilities.

9.3.2 Location related accessibility issues

In addition to the location related requirements listed in clause 9.2, there will be additional requirements to ensure that
all people, including those with disabilities are able to locate PIAPs which meets their requirements and needs. The
following recommendations should be implemented.

General location related accessibility issues

Recommendation 9.3.2.a: There should be various means to get information on where to find a PIAP which is adapted
to people with disabilities, e.g. web pages that provide search criteria on adaptation for people with disabilities, or an
option to phone a disability organization or public service that could provide information on adapted PIAPs.
Recommendation 9.3.2.b: Electronic wayfinding and signage systems based on Bluetooth or Wi-Fi should be
provided.

Recommendation 9.3.2.c: Public equipment should be placed in "accessible" places.

Location related issues associated with sight impair ments

Recommendation 9.3.2.d: Directional signs should be placed so that they are easy to locate.
Recommendation 9.3.2.e: Directional signs should be printed in large letters.

Recommendation 9.3.2.f: Directional signs should also be provided in Braille.

Recommendation 9.3.2.9: Directional contrasted and standardized colours should be used.
Recommendation 9.3.2.h: Large, contrasting, LCD screens should be used for the display of location related
information.

Recommendation 9.3.2.i; Wayfinding and signage should be shown in contrasted large displays.
Recommendation 9.3.2.j: Written information should a so be provided in an audio recorded form.

Location related issues associated with hearing impair ments
Recommendation 9.3.2.k: Signs for loop systems other forms of amplification or signage should be provided.

L ocation related issues associated with dyslexia and reduced language compr ehension
Recommendation 9.3.2.1: Standardized icons or words should be used in signage.

L ocation related issues associated with cognitive impair ment

Recommendation 9.3.2.m: Directional signs should be placed so that they are easy to spot.

Recommendation 9.3.2.n: Standardized icons, pictograms, or words should be used where relevant, combined with
speech output.

9.3.3  Accessibility of the building where the PIAP is located

The building where the PIAP islocated must be accessible; otherwise all the efforts made inside the PIAP would be
worthless, asthe first barrier would be encountered before reaching the PIAP.
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The following recommendations are based on information from [i.22].

Accessibility of the building

Recommendation 9.3.3.a: Public transportation should be available to get to the PIAP. The path from the nearest
transportation stop to the PIAP should be accessible [i.22].

Recommendation 9.3.3.b: A public parking area should be available near the PIAP. Some parking spaces should be
reserved for people with disabilities with the appropriate space around them to be able to get out of thecar ina
comfortable way. The path from the nearest transportation stop or parking to the PIAP should be accessible.
Recommendation 9.3.3.c: There should not be level changesin the building (including the entrance). If there is any
changein level greater than 13 mm, then a curb ramp, ramp, elevator, or platform lift shall be provided.
Recommendation 9.3.3.d: If aramp is provided, the least possible slope should be used. The maximum slope of a
ramp in new construction shall be 1:12. The maximum rise for any run shall be 760 mm.

Recommendation 9.3.3.e: The use of automatic siding doors is recommended. Where this cannot be done, it shall be
possible to push the door open from either direction.

Recommendation 9.3.3.f: Doorways shall have a minimum clear opening of 815 mm with the door open 90 degrees,
measured between the face of the door and the opposite stop.

Recommendation 9.3.3.g: Doors that invade circulation space should be avoided. When sliding doors are not provided,
they should have slow automatic closing systems so that they do not remain open.

Recommendation 9.3.3.h: When providing glass doors, these should have some indicator that allows the users to easily
identify them. It is recommended that they have a 200 mm width band that extends along all the width of the door, at a
height between 1 mand 1,5 m.

Recommendation 9.3.3.i: Door handles or latches should be placed at a height between 850 mm and 1,2 m, and their
colour should have some contrast with the door's colour.

Recommendation 9.3.3.j: Detection systems used for automatic door opening should not leave dead spaces, and should
be effective for users of different heights, such as children or wheelchair users. Opening time should be adjusted to the
time needed to cross the door by a reduced mobility person.

Recommendation 9.3.3.k: Automatic doors will have a security mechanism that will avoid the risk of trapping or
collision.

Recommendation 9.3.3.1: Ideally, the PIAP should be located on the ground floor of the building. Where this cannot be
done, alift should be provided. The lift should conform to general accessibility guidelinesrelated to lifts.
Recommendation 9.3.3.m When alift is provided, the lift's doors should be automatic and sliding, with a minimum
clear width of 900 mm. The approach areain front of lifts should be free of obstacles and will be 1,5 m by 1,5 m, so that
it facilitates unassisted entry, operation, and exit from them for wheelchair users or people with walking aids.
Recommendation 9.3.3.n: The minimum clear width of doors, ramps and corridors for single wheelchair passage shall
be 815 mm at a point and 915 mm continuously. For large corridors, the minimum width for two wheelchairsto passis
1525 mm.

Recommendation 9.3.3.0: It isrecommended that there is some clear space before and after a door, of about 1,2 m.
Recommendation 9.3.3.p: The minimum clear floor or ground space required to accommodate a single, stationary
wheelchair and occupant is 760 mm by 1 220 mm. This would affect in general in any situation where a wheelchair user
has to use any object (space in front of adesk, space in front of an automatic payment machine, space in alift).
Recommendation 9.3.3.q: For awheelchair user, if the clear floor space only allows forward approach to an object, the
maximum high forward reach allowed shall be 1 220 mm. The minimum low forward reach is 380 mm.
Recommendation 9.3.3.r: For awheelchair user, if the clear floor space only allows parallel approach to an object, the
maximum high side reach allowed shall be 1 370 mm and the low side reach shall be no less than 230 mm above the
floor.

Recommendation 9.3.3.s. Walks, hals, corridors, passageways, aises, or other circulation spaces shall have 2 030 mm
minimum clear head room.

Recommendation 9.3.3.t: If vertical clearance of an area adjoining an accessible route is reduced to less than

2 030 mmin (nominal dimension), a barrier to warn blind or persons who have visual impairments shall be provided.
Recommendation 9.3.3.u: Ground and floor surfaces along accessible routes and in accessible rooms and spaces
including floors, walks, ramps, stairs, and curb ramps, shall be stable, firm and slip-resistant.

Recommendation 9.3.3.v: Users should be warned of potential hazards (e.g. obstacles), both temporary and permanent,
so that they can use the PIAP without injury due to unperceived hazards. Clear visible and audible signs should be
provided for this purpose.

Recommendation 9.3.3.w: It isrecommended that there is some contrast between doors, walls and floor colours, so
that they are easily distinguishable.
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9.3.4  Accessibility of an individual workspace

Asagenerd rule, all PIAPs should have a percentage of their terminals physically adapted for people with disabilities.
Thereisno clear guidance on what is a reasonable amount of adapted terminals to provide in a PIAP. It may be
reasonable to extrapolate from the figures in the Americans with Disabilities Act and Architectural Barriers Act
Accessibility Guidelines[i.22] that relate to the provision of public payphones that can connect with atext telephone
(TTY). This proposal talks of providing one text telephone compatible public payphone in all places where there are
four or more public payphones. Applying the same criterion for providing (at least) one accessible PIAP workstation in
every PIAP that has four or more workstations would avoid the situation where alow-budget PIAP with asingle
workstation feels obliged to make the necessary adaptations to its single terminal and workspace but cannot afford to.

In addition to the recommendations given below, [5] gives some very useful guidance together with clear illustrations to
accompany the guidance.

Wheelchair access (Adapted from material in the CEN Workshop Agreement, CWA 14661 [i.10]):

Goal 9.3.4.a: Provide workstations that allow easy access.

Recommendation 9.3.4.b: Apply standardized dimensions for public booths ( [5] clause 3) to Internet kiosks.
Recommendation 9.3.4.c: Knee spaces at least 685 mm high, 760 mm wide, and 485 mm deep should be provided at
the workstation.

Recommendation 9.3.4.d: The chair should be adjustable and have an adequate backrest.

Recommendation 9.3.4.e: It should be possible for the chair to be moved away from the front of the desk.
Recommendation 9.3.4.f: There should be additional space at the workstation for a second person (e.g. friend, child,
assistant or care person).

Recommendation 9.3.4.g: It is desirable that there is enough space at the work station for placing objects the users
bring with them (e.g. walking sticks, pram, shopping bags, and suitcases).

Recommendation 9.3.4.h: There should be a place at the work station to put walking sticks so that it will easy to take
the walking stick when leaving (e.g. the stick could be hanging or standing as it might be difficult for a person with
impairmentsto pick it up if it islaying on the floor).

9.3.5 Signage inside the PIAP

For people unfamiliar with a PIAP it will be important to provide suitable signage that will assist them to easily locate
and identify all of the facilities provided. The idea that should be sought is for the signage provided to be usable by all
people who may wish to use the PIAP.

Signage

Recommendation 9.3.5.a: Relevant information in the PIAP should be at least provided in avisual and audible form,
although it is al'so recommended that it is provided in atactile way.

Recommendation 9.3.5.b: Floor maps of the building should be located so that they are easily seen, positioned as close
as possible to the entrance door.

Recommendation 9.3.5.c: The content or information shown in the signage should be concise, basic and uniform, and
should avoid superfluous information.

Recommendation 9.3.5.d: Signs and their support should not be a danger to people with visual disabilities.
Recommendation 9.3.5.e: It isrecommended that internal routes are displayed. Thisincludes having direction signs at
the beginning and the end of the route, and where there are changes of direction. If the route is very long, additional
signs or maps (highlighting the current location) should be placed more frequently to reinforce the message. It isalso
recommended that directional signs are provided on the floor.

Recommendation 9.3.5.f: When visual signs are provided, symbol or character colours should have a high contrast
with the background, and should have an appropriate size to be easily read from a reasonable distance.
Recommendation 9.3.5.g: When audible information is provided, it should be provided at a volume that is easy to hear,
but not disturbing. The signal information should also be communicated through the use of inductive loops for people
who have any severe hearing loss. When possible the information should be provided in alternative languages.
Recommendation 9.3.5.h: When tactile information is provided, it should be provided by means of rough textures

(e.g. on the floor to signal some route), or by means of embossed Braille characters at certain points (e.g. for a handrail
of astair, ramp or lift, the information should be on the internal side of the handrail at its beginning).
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9.4 Public hotspots

Public hotspots are a specific type of PIAP where a wireless network connection is provided to usersthat bring their
own mobile devices (e.g. laptop, wireless enabled mobile phone, wireless enabled Tablet PC) to the PIAP. There may
also be PIAPs providing terminals for some users and a wireless area (public hotspot) for those users that bring their
own mobile devices.

For PIAPs providing public hotspots, the same accessibility issues related to the building or to the workspace described
in clause 9.3 are applicable. In addition to these recommendations, the recommendations below need to be addressed.

Public hotspots

Recommendation 9.4.a: The PIAP should provide information signs that show where a good wireless signal can be
found.

Recommendation 9.4.b: Power sockets should be provided so that the users have a means to plug in their own mobile
devices.

Recommendation 9.4.c: It is recommended that network sockets are provided so that users who have mobile devices
without wireless access (e.g. old laptops) can connect to the Internet.

Recommendation 9.4.d: Power and network sockets should be provided at a suitable height so that they are easily
accessible for al users, including those with disabilities.

Recommendation 9.4.e: It is recommended that the PIAP provide a solution so that blind people and those with vision
impairments can find the power and network socket (e.g. an embossed sign on the desk just in front of the position of
the power and network sockets on the wall).

Recommendation 9.4.f: If the wireless areais provided outdoors, appropriate socket protection against water and dirt
should be provided for network and power sockets.

Recommendation 9.4.g: Power sockets should be protected from misuse by young children.

Recommendation 9.4.h: It is recommended that the PIAP provides socket adaptors for different plugs, so that they can
be used with the most widely used power supply plugs.

Recommendation 9.4.i: Space for adaptors and for power supply should be provided. It is also recommended that the
space on which alaptop can be placed should be suitable for laptops of different sizes, as well asthat there is enough
space to place wrist rests, so that users who bring them can use them.

9.5 Internet kiosks

As has been previoudly indicated, the majority of the recommendations in the present document apply equally to
Internet kiosks as well as to the conventional PIAP workstation with a keyboard, screen and mouse on a desk. The one
major areain which Internet kiosks differ from the conventional PIAP workstation is that they are:

. usually located in public spaces that are not specifically assigned to PIAP usage;
e  designed to be used while in a standing position or from a wheelchair.

Internet kiosks therefore share the above characteristics with on-street bank terminals (ATMs) and with public
payphones. Indeed, [i.16] introduced the concept of an Information /Transaction machine that covers both of the above
and Internet kiosks.

Asthere are no widely available sources of design guidance for Internet kiosks (with the possible exception of [i.16]),
and as specific research would be necessary to develop such guidelines, the best sources to look to for design guidance
for Internet kiosks are those that have been written for ATMs and for public payphones. These sources also contain
valuable design guidance related to smartcard reading facilities and payphone related guidance refers to coin payment
mechanisms, both of which may be required in Internet kiosks. There are very many such sources, but the following are
particularly valuable:

. for ATMs design guidance: the Australian Bankers Association industry standards on ATMs and Electronic
Funds Transfer at Point of Sale (EFTPOS) [i.14], [i.15];

. for public payphone guidance: the ITU-T recommendation on human factors aspects of public telephones to
improve their usability for older people[i.7], ITU-T Telecommunications Accessibility Checklist [i.8];

e  sourcesthat give guidance related to features of both of the above: the ETSI Design for All guide[i.2],
ISO/IEC Guide 71 [i.9], the Information/T ransaction Machines accessibility guidelines[i.16].
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Additional guidance related to the presentation of instructional material for public payphones may a so be applicable.
Clause 16.6 gives details of the relevant sources of guidance on the presentation of instructional material.

9.6 PIAP assistants

9.6.1 Introduction

There are many staff issues, and these will vary according to the type of PIAP. Some PlIAPs are manned and others are
unmanned. Where PIAPs are co-located with other activities, such as café, there may be staff whose major task isto
serve coffee. The secondary task of such staff isto be a visible presence and to ensure that people do not steal or
damage the PIAPs. They may also be responsible for manual customer registration and charging processes.

This clause addresses PI AP assistants whose main objective isto run the PIAP and assist people to useit. Their main
tasks would normally include:

. supporting the overall functioning of the PIAP, including the terminals, wireless Internet, monitoring systems
and accounting systems;

. assisting users with payment, registration and logon;
. assisting users whose computer skills are very limited.

In addition, the presence of the PIAP assistants may also make the customers feel more secure against being attacked or
robbed.

9.6.2 Competence and skills

PIAP assistants will need a wide range of knowledge and skillsif they are to provide a service to any person who may
wish to use the PIAP. PIAP assistants will need to be competent to run and maintain the equipment and services that the
PIAP providesto the public, as well asto the PIAP support systems (e.g. terminals, monitoring systems, accounting
systems). Where PIAP assistants do not have this fundamental knowledge and skills, it will be important that training is
made available to them to ensure that they develop the necessary skills.

Most PIAP staff members will make direct contact with members of the public. Therefore they will need the ability to
deal with many types of people in addition to being competent with the equipment and services. The skills required by
PIAP assistants will vary according to the target audience of the PIAP but the following skills are likely to be needed in
most PIAPS:

e theability to understand user needs;
. determine strategies that users can use in order to meet their specific needs.

At the simplest level, PIAP assistants will need to understand how little some people will know about the underlying
technology and be able to patiently explain the very basics of starting to use the terminal. PIAP assistants, particularly
thosein PIAPs sited in areas of socia exclusion, will need to develop sensitivity to social and cultural diversity and to
adopt agood level of customer care.

Itis particularly important to have manned PIAPsin deprived areas. PIAP assistants in those deprived areas need to
have appropriate social skills. The appearance of the PIAP assistants can also be an important factor in attracting
customers. A study of aPIAP in adeprived area, that had a window onto the street, found that when the PIAP assistants
switched from suits to t-shirts there was a major increase in uses overnight (see[i.27] page 7). The lesson that was
learnt from this example was that the people from the local area were confident to enter the PIAP when the PIAP
assistants look like "people like us’.

All PIAP assistants who come into contact with the public will also need to have a good awareness of the needs of
people with awide range of disabilities. PIAP assistants need to have specific training to deal with people with
disabilities, in order to talk to them in away that is adapted to their capabilities (e.g. speak to people with hearing
impairments in front of them and quite slowly to assist lip-reading, speak louder or lower, write, use sign language, use
simple language). It isimportant to treat people with disabilities naturally, asthey are aware of their disability and
accept it (e.g. it is acceptable to say "can you seeit" to ablind person).
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PIAP assistants

Goal 9.6.2.a: Staff should treat people with disabilities naturally.

Recommendation 9.6.2.b: Staff should understand the overall functioning of the PIAP, including the terminals,
wireless Internet, monitoring systems and accounting systems.

Recommendation 9.6.2.c: Staff should be able to assist users with payment, registration and logon.
Recommendation 9.6.2.d: Staff should match their style of interaction to the person to whom they are speaking. They
should be patient and encouraging, in particular with those users with very limited computer skills and those with low
self-esteem.

Recommendation 9.6.2.e: It is particularly important to have manned PIAPsin deprived areas.

Recommendation 9.6.2.f: In multicultural areas, it is very beneficial that the PIAP assistants are familiar with the
cultures and languages of the potential users (using people from the same cultural background can be an advantage). An
awareness of the range of socia problemsin the area will aso be extremely beneficial.

Recommendation 9.6.2.9: The dress style of the PIAP assistants should not diverge significantly from what is
considered normal in the areain which the PIAP will be located.

Recommendation 9.6.2.h: Staff will require specific training in order to learn appropriate ways to deal people with
disabilities and to gain an understanding about the use of a customer's assistive devices.

10 Hardware and accessories

10.1 Introduction

The most important hardware devices at the PIAP workspace are described in the following clauses. For each of them,
there are general usability recommendations that apply to all users. There are also some specific recommendations that
apply to users with disabilities, or some alternative assistive devices that can replace the default devices. It is desirable
that the adapted terminalsin a PIAP have some of these most widely used assistive devices.

The recommendations provided in this clause are intended to suggest options that are most beneficial for users, but
account has also been taken of practical issues such as ease of maintenance and minimized risk of damage to the
hardware. Most of the recommendationsin clause 10 are written with respect to atraditional configuration of a screen
and keyboard placed on a desk. Where there are recommendations that apply to internet kiosks or to public hotspots this
will be specifically indicated.

10.2  Computer

There are some general issues that apply to the computer:

. It is desirable that the computer is hidden from the user (e.g. in a case under the table). This will be beneficial
for the user because the computer does not occupy space on the desk. It will aso be beneficial for the PIAP
operator, asit is more difficult that a user can cause damage to it or disconnect and steal peripherals. Also, by
hiding the computer, the On/Off button is hidden from the user.

The following recommendation appliesin particular for people with hearing disabilities:

. Electronic equipment may produce electromagnetic fields that can interfere with hearing aids used by some
users. The computer system and peripherals should be built in away that avoids (or just shields) the generation
of electromagnetic or radio frequency fields that can interfere with users with hearing aids.

Computer

Recommendation 10.2.a: The computer should be hidden in a case to leave space on the desk and to avoid deliberate
damage or theft.

Recommendation 10.2.b: The computer should be electromagnetically shielded to not interfere with users with hearing
aids.
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10.3 Screen

There are some general usability issues that apply to the screen:

. The height should be adjustable in addition to any adjustments in the height of the desk, so that people with
different height can feel comfortable while using the terminal. If the screen provides a mechanism for
changing its position, it should be easy to handle.

. Colour and contrast setting should be adjustable in order to produce high contrast colour schemes.

e  Theviewing angle should be wide enough so that at least two people sitting next to each other can read the
screen properly.

. If visual separation between the desksis not provided, then the screen should have a privacy filter to prevent
other people from reading the screen.

. The On/Off button should be hidden, to ensure that users will not be presented with a blank screen after the
previous user switched the screen off. This can be accomplished by switching the screen on and attaching a
frame onto the screen frame that covers the screen button and prevents users from turning the screen off.

The following recommendation appliesin particular for people with visual disabilities:

. Most of the issues related to people with visual impairments can currently be solved by using a19" TFT
display. In future it may be necessary to consider whether larger sizes would offer any significant benefits.
Those people who need alarger screen, would also benefit from screen magnifying software (see clause 11.2).

Screen

Recommendation 10.3.a: The screen should be adjustable in height and viewing angle. It should be possible to adjust
its position using only one hand, without movements that require a force of more than 22.2 N. These operations should
not require turning the wrist or the use of a pinching motion.

Recommendation 10.3.b: The viewing angle of the screen should be enough so that at least two people can read the
screen properly when sharing the same workstation.

Recommendation 10.3.c: A means of preventing unwelcome viewing of the screen by other people should be provided
(i.e. "shoulder surfing"). This can be achieved either by providing a visual barrier between desks, by means of special
disposition of terminals (e.g. zig-zag), or by means of a privacy filter to prevent other people from reading the screen.
Recommendation 10.3.d: The screen should be, at least, a19" TFT display.

Recommendation 10.3.e: The screen should be adjustable in colour, brightness and contrast.

Recommendation 10.3.f: The On/Off button on the screen should be hidden or protected, to ensure that users will not
be presented with a blank screen after the previous user switched the screen off.

Recommendation 10.3.g: The screen surface should be protected from finger prints (e.g. by a transparent cover).
Recommendation 10.3.h: The screen should be designed to avoid flickering between 2 Hz and 50 Hz.

10.4  Keyboard

The following general usability issues apply to the keyboard:

e  Thechoice of keyboard layout (e.g. QWERTY, AZERTY') should be made according to the recommendations
in clause 14.2.

. The provision of akeyboard with a numeric keypad section is the preferred option where the avail able space
permitsits use.

. The keyboard should not be fixed to the table as some users may want to move it to one side or the other
depending on the task they are undertaking (e.g. if they are using the numerical keypad or if they are only
using the letter areq).

. If the keyboard is fixed, it is recommended that the mid-point of the alphanumeric part isin line with the
mid-point of the screen (whether the keyboard has a numeric keypad or not).
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Although the adjustment of keyboard angle and use of wrist rests may improve comfort and health when using
acompuiter, there are no optimum values that suit all users and thereis no universally agreed recommended
keyboard angle that can be recommended.

The provision of awrist rest as a standard feature at PIAP workstationsis not recommended, due to the
likelihood that they will cause operational difficultiesin the PIAP (e.g. they can fall on the floor and become a
hazard) and that they can, if used with awrongly adjusted keyboard be uncomfortable and possibly harmful.

It is suggested that PIAPs could have wrist rests that they could make available to users who specifically
reguest them.

For people with disabilities, the following recommendations apply to the keyboard:

It is recommended that light coloured keyboards with the lettersin black are provided, as they are more easily
readabl e by people with visual impairment.

Where dark keyboards with white letters are used, it is recommended that stickers (with white background and
large, black, and bold letters) are stuck to the keys. This modification would make the keyboard usable by
most people with visual impairments as it increases the contrast and possibly the size.

Another aternative to the keyboard isto have software on the terminal that displays a virtual keyboard on the
screen. This has the advantage that the symbols can be aslarge as necessary, and a so the contrast, colours, etc.
can be optimized.

For people with hand tremor, it is desirable to have a keyboard with raised ridges between all the keys, so that
the users are able to select the keys more easily without the risk of unintentionally pressing two keys.

Keyboards with extra large keys can also be beneficial for people with hand tremor and those with poor vision.

Having arange of different coloured keys on the same keyboard can assist users with learning disabilities to
remember the location of the keys on the keyboard.

There should be enough space in front of the screen so that the keyboard can be moved away or unplug it, and
it should be possible to add alternative input devices.

The same recommendations that apply to keyboards a so apply to separate numeric keypads. It isalso
important that they have large keys specifically adapted to enter numeric data into applications.
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Keyboard/K eypad

Recommendation 10.4.a: The choice of keyboard layout (e.g. QWERTY, AZERTY') should be made according to the
recommendations of clause 14.2.

Recommendation 10.4.b: A keyboard with a numeric keypad section should be used where space permits.
Recommendation 10.4.c: The keyboard should not be fixed to the table.

Recommendation 10.4.d: If the keyboard is fixed, it is recommended that the mid-point of the alphanumeric partisin
line with the mid-point of the screen (whether the keyboard has a numeric keypad or not).

Recommendation 10.4.e; It isrecommended that light coloured keyboards with the lettersin black are provided, as
they are more easily readable by people with visual impairments;

Recommendation 10.4.f: Where dark keyboards with white letters are used, it is recommended that stickers (with
white background and large, black, and bold letters) are stuck to the keys.

Recommendation 10.4.g: An aternative to the traditional keyboard is to have software on the terminal that displays a
virtual keyboard on the screen. This may be more suitable for people with visual impairments, as the symbols can be as
large as necessary, and also the contrast and colours can be optimized.

Recommendation 10.4.h: To assist people with hand tremor provide a keyboard with raised ridges between all the keys
should be provided.

Recommendation 10.4.i: To assist people with hand tremor and those with visual impairments a keyboard with extra
large keys should be provided.

Recommendation 10.4.j: To assist people with learning disabilities a keyboard with arange of different coloured keys
on it should be provided.

Recommendation 10.4.k: There should be enough space in front of the screen to move away or unplug the keyboard,
so that it is possible to add alternative input devices.

Recommendation 10.4.1: Free-standing wrist rests should only be supplied to those users who specifically request
them.

Recommendation 10.4.m: The force needed to activate the keys of the keyboard should be 22.2 N maximum. It isalso
recommended that the keystroke should give atactile and audible sensation to the user.

Recommendation 10.4.n: It should be possible to sense the keysin atactile way. It also is recommended that they are
not activated just by touching them, but that some pressure and/or movement is required.

Recommendation 10.4.0: Colour should not be the unique way to distinguish between keys e.g. for some functionsit
may be necessary to add tactile indications to differentiate between keys.

10.5 Pointing device

There are various pointing devices, but most users will be familiar with the use of the mouse so thisis frequently the
preferred option to use in a PIAP. Some general usability issues that apply to the mouse:

. Users may want to place the mouse on one side of the keyboard or the other depending on whether they are
left-handed or right-handed. So, the length of the cable should be long enough to allow it to be moved to one
side or the other, but not so long that it can fall down on the floor.

e Anadditiona wrist rest can be provided (on request) for ergonomic reasons.

. The surface on which the mouse is intended to be used should be appropriate for the technology of the mouse
used (e.g. laser mice frequently perform badly on very shiny surfaces).

For people with maobility impairments, there are two options to replace the traditional mouse:
e  joystick: specifically designed for use by people with reduced arm mobility or where the user has no hands;

. trackball: aso for use by people with mobility impairments (there are models for left and right handed
operation).

NOTE: Trackballs may also be provided as an aternative to mice for general purpose PIAPS.

It is not possible to recommend the best option for people with disabilities as it depends very much on the specific
impairment of the person that usesit. Sometimes, even people with asimilar impairment find it more comfortable to use
either one or the other device, so it is recommended that alternative options are available.

There are accessihility issues related to the capacity of the usersto find and follow the screen pointer that they are
controlling with the pointing device. These issues are described in the software accessibility clause 11.7.
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Pointing device

Recommendation 10.5.a: A mouse with a scrolling wheel is recommended as a pointing device.

Recommendation 10.5.b: The length of the cable of the mouse should be long enough to allow it to be moved to the
left or right side of the keyboard (depending on if the user is left- or right-handed), but not so long that it can fall down
on the floor.

Recommendation 10.5.c: An additional wrist rest for the mouse should be provided (on request) for ergonomic
reasons.

Recommendation 10.5.d: The surface on which the mouse is intended to be used should be appropriate for the
technology of the mouse.

Recommendation 10.5.e: For people with mobility impairments, the PIAP should have alternative pointing devices
available (e.g. joystick or trackball), as the best option for people with disabilities depends on the specific individual
users needs. The trackball may also be provided as an alternative to a mouse for general purpose PIAPs.

10.6  Connection of peripherals

PIAPs should provide the users with the option to connect their own devices, so it is recommended that PIAP provide at
least the following:

. USB ports. These are useful for connecting various user devices (e.g. external storage devices, cameras,
memory card reader). These should be easily accessible. Providing USB ports (in the front part of the terminal)
will alow usersto bring and easily use their own devices. It is recommended that the terminal has two or three
USB ports. Most of the assistive devicesin the market use a USB port to connect to a computer.

. Audio input/output connectors. These should be easily accessible. They will allow users to connect their
own headphone, microphone or headset. This will be increasingly important if support for VolP is provided.

If the computer is hidden in a case, the ports or connectors should be extended from the computer to the desk area, so
that they are easily accessible to the users. Whether or not the computer is hidden, it is recommended that ports or
connectors are facing the user, and at the height of the keyboard or higher. It is also desirable that there is a clear and
visible sign that indicates their presence and that there is a tactile indicator to assist blind people or those with visual
impairments to locate them.

It would also be beneficial that the PIAP provides:
. the option to connect Bluetooth or Infra Red devices;

e theoption for usersto obtain headphonesin the PIAP. It is desirable that the headphones have built-in volume
control, so that the user can adjust the volume easily. Another alternativeis that the operating system offers
volume control software (see clause 11.8.2). Hygiene concerns will often make the purchasing of headphones
preferable to any rental or loan schemes. Alternatively, some form of disposable or washable covering for the
headphones might be considered;

e  theoption to download/upload information from/to an external device;

. loudspeakers that could be used by users who do not have headphones. Thiswill aso allow an easy means to
adjust the volume of the sound, as the majority of loudspeakers provide this feature. When providing
loudspeskers, they should be directed towards the user, so that is easier to listen to them (and less disturbing to
others);

. if the terminal delivers output by an audio transducer which is normally held up to the ear, there should be a
means for effective wireless coupling to hearing aids.
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Connection of peripherals

Recommendation 10.6.a: PIAPs should provide the users with the option to connect their own devices. The insertion
and extraction of the connectors should be possible using only one hand, without movements that require a force of
more than 22,2 N. These actions should not require turning the wrist or the use of a pinching motion.
Recommendation 10.6.b: The terminal should provide at least one (preferably two or three) easily accessible USB
ports.

Recommendation 10.6.c: The terminal should provide easily accessible audio input/output connectors.
Recommendation 10.6.d: Ideally, USB ports and audio connectors should be facing the user, and at the height of the
keyboard or higher. It is also desirable that there isaclear and visible sign that indicates their presence and that thereis
atactile indicator to assist blind users or users with visual impairments to locate them.

Recommendation 10.6.e: It would be beneficial if the terminal provide the option to connect Bluetooth or Infra Red
devicesto the user.

Recommendation 10.6.f: It isrecommended that headphones, if possible with built-in volume control, are provided for
those who wish to use them.

Recommendation 10.6.g: It would be beneficia if the PIAP provides the user the option to download/upload
information from/to an external device.

Recommendation 10.6.h: It would be beneficia if the terminal provide loudspeakers that could be used by users who
do not have headphones. These should be directed towards the user.

Recommendation 10.6.i: If the terminal delivers output by an audio transducer which is normally held up to the ear,
there should be a means for effective wireless coupling to hearing aids.

10.7 Printer

There are some general issues that apply to the use of aprinter in aPIAP:

o If the PIAP is manned, the assistant should carry out the maintenance of the printer (e.g. refilling it with paper
or replacing the ink cartridge, giving the printed papers to the users, and taking the paper out of the printer
when it jams).

. If the PIAP is unmanned, there are two options:

- mai ntenance activities on the provided printer are carried out on aregular schedule, additional regular
checks are made and arapid response maintenance helpline is made easily available to users;

- no printer is provided if the above procedures cannot be met (as there would then be a high risk of the
printer not working).

To address the accessibility issues, and as long as the PIAP is manned, it would be beneficial that a Braille printer is
provided, so that blind people can print documents that they can read.

If aprinter is provided in an unmanned PIAP, it should be located in a clearly visible and accessible place, so that itis
easy for all users, including those with disabilities, to locate it and collect the printed pages.

Printer

Recommendation 10.7.a: If the PIAP is manned, the assistant should have the ahility to carry out the maintenance of
the printer.

Recommendation 10.7.b: If the PIAP is unmanned, maintenance activities on the provided printer should be carried
out on aregular schedule. Additional regular checks should be made, and there should also be provided arapid response
mai ntenance helpline to the users.

Recommendation 10.7.c: To address the accessibility issues, and aslong as the PIAP is manned, it would be beneficial
that a Braille printer is provided.

Recommendation 10.7.d: If aprinter is provided in an unmanned PIAP, it should be located in aclearly visible and
accessible place, so that it is easy for all users, including those with disabilities, to locate it and collect the printed pages.
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10.8 Camera

There are not usually many issues related to the webcam, as their resolution and the speed of most broadband
connectionsis usually enough to communicate with other people through the Internet, and if these people have any
disabilities, with sufficient quality so that deaf people can understand deaf sign languages or read lips. Guidance on the
necessary real-time performance of video connections for signing and lip reading are available in [i.4]. Some important
webcam issues are:

e  Theheight of the camera should be as close as possible to that of the head of the person shown on the screen
(in order to give aredlistic impression of natural eye contact). To achieve this, it is desirable that the camera
should be placed as close as possible to the midpoint of the upper frame of the screen and that the angle of the
lens of the webcam can be adjusted by the user.

. In order to support lip reading and signing, the webcam should be pointing at the head and arms of the person.

In order to support the use of lip-reading and sign-language, [i.4] indicates that it is necessary to be able to support
video that offers at least QCIF resolution and 10 fps to 14 fps frame-rate and better than 400 ms delay, with a preference
for CIF resolution, aframe rate of 20 fps and a delay of less than 100 ms.

Camera

Recommendation 10.8.a: The camera should be placed as close as possible to the midpoint of the upper frame of the
screen.

Recommendation 10.8.b: The angle of the lens of the camera should be adjustable, so that users can adjust the image
in order that their head (or their head and hand position in the case of users wishing to use sign language) appears
correctly positioned on the screen.

Recommendation 10.8.c: The quality of the video should be at least QCIF resolution, 10 fpsto 14 fps frame rate and
with adelay of lessthan 400 msto support lip-reading and sign-language usage (CIF resolution, 20 fps and less than
100 ms give good quality).

10.9 Buttons and switches

Buttons and switches
Recommendation 10.9.a: Buttons and switches should be in a position where they are easy to locate and activate.

Recommendation 10.9.b: Users should be able to use a button or switch with only one hand, and its activation should
not require aforce of more than 22.2 N. These operations should not require turning the wrist or the use of a pinching
motion.

Recommendation 10.9.c: Buttons should be concave, big enough, and their surface should have a non-dippery surface.
Recommendation 10.9.d: Buttons and switches should be easy to detect by touch alone, and they should not be
activated just by touching them. It is aso recommended that their state i s distinguishable visually, by touch and by
sound.

Recommendation 10.9.e: Colour should not be the only way to distinguish buttons and switches.

Recommendation 10.9.f: Those functionalities that can be activated or modified by means of buttons and switches
should also be able to be activated or modified through software.

Recommendation 10.9.g: Button and switch labels should be easily readable.

10.10 Audio

Audio

Recommendation 10.10.a: The volume of any audio device should be controlled by a physical or software control
(preferably both).

Recommendation 10.10.b: Where a synthesized voice output is provided, ameansto listen to it in a private and non
disturbing way should be provided. When audio headsets are provided, these should not cause interference with hearing
aids.
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10.11 Assistive devices

There are some assistive devices, not related to the ones described in previous clauses that may be beneficial for people
with disabilitiesif they are provided in the PIAP. These include:

o Braille line: it allows blind people to read what is shown on the screen.

. Scanner: there are commercial software applications that, together with OCR software, are able to read aloud
the scanned text. This will enable a user with visual impairmentsto listen to the contents of printed documents.
An aternative to this would be a specialized magnifying lens device that enables a printed document to be
magnified when displayed on a computer screen.

The provision of an inductive loop interface at a PIAP workstation will allows a hearing aid user to receive the audio
output from the PIAP terminal. This can by anyone using a hearing aid with a'T' position or aloop listening headset.
Each individual PIAP workstation that is adapted for use by hearing aid users requires its own individual inductive loop,
separate from any loop system for the public areas of the PIAP.

Other assistive devices

Recommendation 10.11.a: It is desirable that PIAPs provide one Braille line (specifically designed for blind peopleto
read the content of the screen).

Recommendation 10.11.b: It isdesirable that Pl APs provide a scanner and OCR software with related software
applications, which makesit possible to listen to the content of a printed text.

Recommendation 10.11.c: Individual PIAP workstations should be fitted with an inductive loop interface connected to
the audio output of the PIAP terminal. This interface can be used by the users of hearing aids with a"T" position or by
users of aloop listening headset.

11 Software

This clause covers many aspects related to the software of the PIAP workstations. However, the language and culture
related aspects are covered in clause 14.

11.1  Range of applications

Usually, the number of applicationsin PIAPs isrestricted, in order to facilitate the management of the PIAP. The PIAP
software includes applications intended for:

. maintaining the PIAP;
. registration and payment (see clause 13);
J PIAP customers' activities,
e  accessibility software.
Example of applications often provided at PIAPs:
e  Themost common application available to the PIAP usersis a Web browser.
. Document creation applications such as word processing applications are also frequently provided.
. In addition, some PIAPs may provide imaging applications and photo editing applications.
. Some PIAPs provide telephony and video conference applications.

. Some PIAPs provide games (and accessories designed for gaming activities).
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11.2 General software recommendations

General software recommendations

Recommendation 11.2.a: Applications should follow common industry user interface conventions.

Recommendation 11.2.b: The software should be designed to minimize the number of steps that should be undertaken
to activate any option or use any functionality.

Recommendation 11.2.c: The software should allow the users to choose the input/output devices they want to use.
Hence, it should be possible to use the software effectively with any of the common input devices.

Recommendation 11.2.d: It isrecommended that the operating system allows the possibility to install keyboard or
mouse emulators by means of specialized devices (e.g. mouse control operated by eye movements).

Recommendation 11.2.e: The operating system should provide base accessihility features so that the software
applications can use them. These should be easily activated or deactivated by the users. The system should inform the
users of the accessibility features provided and the state of those features.

Recommendation 11.2.f: The software applications should use the accessibility features provided by the operating
system when needed, and should not override the accessibility features of the operating system or other products unless
this can be clearly seen to be of benefit to the user and explicitly accepted by the user.

Recommendation 11.2.g: Options to allow the user to undo any action should be provided. If an action cannot be
undone, confirmation should be requested before undertaking it.

11.3  Web browser

Web browser recommendations

Recommendation 11.3.a: The PIAP should use content filters to prevent access to unsuitable content when browsing
the web. The scope of the content filters may be variable to suit the requirements of different categories of user (e.g. for
adults or for young children).

Recommendation 11.3.b: The web browser should implement the W3C User Agent Accessibility Guidelines

(UAAG) [2].

11.4  Settings

Whereas there are advantages to et users modify the settings in order to achieve better usability, in particular for people
with disabilities, it is also important to recognize that there may be a need to prevent any trouble for users arriving later,
and/or to prevent technical difficulties for the PIAP assistants. Currently, in some PIAPS, the system is set up in away
that prevents users from changing settings. In other PIAPs, the system does not prevent users from changing settings,
but the rules of the PIAP inform users that they are not allowed to change any settings. A better solution would be to
allow people to change the setting (either manually or automatically via user profiles), but let the system automatically
reset the settings after each user.

Most people, and in particular people with disabilities would benefit if the following settings could be adjusted:
e textsizeand font;
. text colour;
. background colour;
J sound volume.

The PIAP will wish to have some control on how these settings are changed and reset to defaults to ensure that a user
will not experience a bad combination of settings that were adjusted by the previous user. Manual adjustment of these
settingsis the least attractive option as automatic setting or re-setting is not possible using manual control methods.
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Mechanisms to alter the user controlled settings can include:

on-screen controls for the user to control each setting - with a mechanism to reset these settings at the end of
each user session;

reading the values of settings from a user profile (e.g. stored on a smartcard or read from a user's mobile
phone) (see clause 15).

User profiles (see clause 15) are a particularly attractive mechanism for the control of settings as they permit the setting
of awider range of preferences than it would be reasonable to expect a user to manually set.

11.5

Adaptability for people with disabilities

Aswell asthe physically adaptations made to an adapted terminal, the software that runsin it must also facilitate the
use of the terminal by most people, including people with disabilities. Also, as most of the activities that can be carried
outinaPIAP are onling, it will be important that the software that offers the online services, mostly web sites, are
accessible.

There are some software applications that can be useful for an adapted PIAP terminal:

Web pages/ screen readers. these applications are very useful as they read aloud the web pages so that blind
people or people with severe visual impairments can listen to the information that is displayed on the screen.
Normally, these applications cannot read any web page, the web page must be accessible. This means that it
should have been designed following the WAI guidelines [1]. The most widely used of these applicationsis
Jaws [i.28].

Screen magnifying software that allows magnifying some part of the screen. It usually also alows font sizes,
font/ background colours and colour contrast to be adjusted, so that people with visual impairments can use a
computer. There are arange of applications, some of which are free.

Voice recognition software: can be used to dictate a document to the computer, so that a person with a
mobility impairment can easily write a document without using the keyboard. These applications are difficult
to train, and for some individuals, for some languages, with poor quality microphones with no noise
cancellation circuitry and in noisy environments their error rates can be unacceptably high.

Spoken commands software: can be used to give spoken commands to a computer, so that a person with a
mobility impairment can easily go through all the menus and options without using the mouse or keyboard.
They are usually used jointly with voice recognition software.

Software profiles: There are means of saving a PIAP user's screen preferencesinto a " profile" associated with
that user, so that these are automatically loaded when the user logsin. The PIAP assistant could help usersto
setup their preferencesin their first session. It is also possible that some applications such as screen readers
and screen magnifying software are loaded automatically when the user logsin.

For people with disabilities, the following recommendations apply:

The applications should provide an option that allows them to be used by means of assistive devices.
The user should be able to perform the task effectively with any single input device.

For users who bring their own assistive devices, the PIAP should allow installation of their drivers. The PIAP
assistants would need administrative rights to install the drivers for the users. However, there may be arisk
that malicious software could potentially be installed as part of a driver installation process. Pl APs would need
to establish procedures to prevent or recover from any such accidental installation of malicious software.

ETSI



54 ETSI TS 102 577 V1.1.1 (2008-09)

11.6 Time related issues

11.6.1 Limited time for using the PIAP

Some PIAPs are visited by alarge number of people and the PIAP may need to set time limits so that when new people
arrive, they will get a chance to use the PIAP without having to wait for avery long time. Such examples of PIAPs
where time limits may need to be imposed are those at libraries and Internet kiosks, where there may only be one
terminal within a certain area. The session time limits may vary at different times of the day.

The session time limitation may be controlled by the PIAP assistants or controlled by the software, usually when the
user has paid for a certain amount of time (see clause 12). Some PIAPs offer a certain time for free and after that time
limitit will be necessary to pay.

The user should be given the option to be provided with information on how much session timeisleft. When the time
limit is approaching, the system should warn the users so that they are able to close all their applications before the
session ends, or make necessary arrangements for getting a longer session (e.g. load more money in their account or buy
another ticket, see clause 12).

Session time

Recommendation 11.6.1.a: The user should be given the option to be provided with information on how much session
timeisleft.

Recommendation 11.6.1.b: When the time limit is approaching, the system should warn the users so that they can
close al their applications before the session ends, or make necessary arrangements for prolonging the session by
purchasing more session time.

11.6.2 Timeouts of the PIAP and online services

There are frequently timeouts due to inactivity of the user. Some are in the control of the PIAP provider, but many are
not, e.g. web based forms. As the user profile concept [i.3] becomes more widely used, an automatic solution providing
more time could be provided, which might be particularly appreciated by people with disabilities (see also clause 15).

11.6.3 Specific requirements related to session time and timeouts

People with disabilities may have specific requirements related to session time and timeouts for various reasons such as.

. It might take more time for people with disabilities to use some services (due to accessibility problems), so
therefore it would be more expensive for them to accomplish the same tasks as people without disabilities.

. They may need to have the key repeat delay increased to at least 2 secondsif they have significant hand
tremor.

e  They may need some free session time to set up their assistive devices, before they start paying the full fee.

A simple manual solution to time related issues would be that the PI AP assistants allocate additional session time for
free or offer cheaper rates for those users who need it. Another solution where both session time and timeouts i ssues can
be dealt with automatically is with user profiles (see clause 15). People who require more time could have the time
preferences available in their user profile (e.g. stored in the network, on the PIAP system or on a Smart Card). The
PIAP system could access that information in the user profile and automatically allocate more time to the user or more
time before atime-out occurs.
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11.7  Software accessibility recommendations related to
hardware devices

11.7.1 Keyboard

Keyboard software

Recommendation 11.7.1.a: The users should be able to activate al the functions of the software using only the
keyboard.

Recommendation 11.7.1.b: The operating system should allow the state of some function keys that are generally used
to access different functionalities (e.g. Shift, Ctrl and Alt keys) to be blocked.

Recommendation 11.7.1.c: Alternatives to simultaneous keystrokes of several keys should be provided in the software.
Recommendation 11.7.1.d: The operating system should allow the user to configure the minimum time needed to hold
down akey before it is accepted by the system.

Recommendation 11.7.1.e: The operating system should allow (minimum) the delay required to start the automatic
repetition when akey is held down, to be adjusted to 2 seconds.

Recommendation 11.7.1.f: The operating system should allow the user to configure the time threshold to accept or
reject consecutive keystrokes of the same key.

Recommendation 11.7.1.g: The software should provide key combinations that alow quick accessto the main
functions, and these combinations should be documented in a place that the user can easily access.

Recommendation 11.7.1.h: The operating system should provide a keyboard emulator that can be controlled by the
pointing device (e.g. mouse).

11.7.2 Pointing device

The following apply to al pointing devices, including mice, trackpads, trackballs, etc.

Pointing device software

Recommendation 11.7. 2.a: It should be possible to adjust the speed and accel eration of the pointer.
Recommendation 11.7. 2.b: It should be possible to emulate a multiple click by means of a single button keystroke.
Recommendation 11.7. 2.c: The buttons on the pointing device should conform to recommendations 11.7.1.c - f.
Recommendation 11.7. 2.d: The operating system should provide a pointing device emulator that can be controlled by
the keyboard.

Recommendation 11.7. 2.e: Software applications should provide aternate methods to enter information normally
entered by the pointing device.

11.8  Software accessibility recommendations related to other
aspects

11.8.1 Screen appearance

Screen appear ance

Recommendation 11.8.1.a: Colour should not be used as the unique source of information.

Recommendation 11.8.1.b: It should be possible to change the appearance of the text cursor and the mouse pointer.
Recommendation 11.8.1.c. Elements flickering in frequencies between 2 Hz and 50 Hz should be avoided.
Recommendation 11.8.1.d: Theiconsin the graphical interface should have an associate text label. It should be
possible to only show the label. It should also be possible to adjust the size of the icons and other graphical objects, and
also to move or group them.

Recommendation 11.8.1.e: The graphical interface should adapt, in terms of contrast, size and other attributes, to the
configuration defined by the usersin the operating system. Pre-defined colour combinations that are suitable to specific
groups of people with visual impairments should be provided.

Recommendation 11.8.1.f: The labels of information entry fields or form data fields should be placed as close as
possible to these fields.

Recommendation 11.8.1.g: It should be possible to activate a window by passing the pointer over it, instead of
selecting it with the mouse button.
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11.8.2 Sounds and Multimedia

Voice output is afeature of general usefulness, but it can also be especially beneficial to people who have low or no
literacy skills and people with cognitive impairments and learning difficulties. It can also be of benefit to those people
who can understand a language in its spoken form but are unable to understand it in its written form e.g. when they are
not familiar with the script in which the language is written.

Sounds and Multimedia

Recommendation 11.8.2.a: Audio, video or picture contents should, where relevant, be offered in an alternative format
(e.g. text description of pictures and sub-titling of video).

Recommendation 11.8.2.h: Users should be able to enable the generation of visual warnings when the system gives an
audible warning.

Recommendation 11.8.2.c: The system should provide functions that allow any textual information to be sent to a
synthetic voice output.

Recommendation 11.8.2.d: The user should be able to adjust the volume of sounds.

Recommendation 11.8.2.e: It should possible to adjust the fundamental frequency of the audible warnings.

11.8.3 Notification Messages (including warning messages)

Notification messages (including war ning messages)

Recommendation 11.8.3.a: Notification messages should be short, simple and written in easy to understand language.
Recommendation 11.8.3.b: Notification messages should be easily identifiable: they should always have a common
layout and be labelled in a standard way.

12 User registering and payment

Depending on the type of PIAP - manned or un-manned - and in the way the system manages users - anonymous and
registered user systems - there is a wide range of options regarding user registering and payment.

12.1  User registration

In anonymous user systemsit is not necessary to register users. When customers enter a PIAP premises, they will be
given, by an assistant or by an automatic payment machine, aticket that the users will use to log on and use the PIAP
for a predefined period of time (see clause 12.3). After that time, the customers will have to get another ticket.

In registered user systems the customers have the same identity every time they log on to the PIAP. That iswhy it is
necessary that the users are registered. The way users can be registered will depend on the type of PIAP:

. If the PIAP is manned, the user will be registered in the user management system by an assistant. The assistant
asks the user for a username and some general data (can be personal data or not) that could be used for
customizing the services for the user.

o If the PIAP is unmanned, the user has to register by entering the information in an electronic form, often this
can be done at an automatic payment machine.

Whether users are registered by an assistant or by an automatic payment machine, they will be given aticket (see
clause 12.3) with the necessary datato log on to the terminals. They will optionally be given a smartcard to log on
where the PIAP supports this type of solution for authenticating users.
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12.2 Payment

The provision of alternative payment methods grestly increases the likelihood that al PIAP users will be able to make
use of a PIAP. Ideally three or four payment methods should be supported, but all PIAPs should support at least two
different means of payment. Methods of payment include:

. cash payment using coins;
. card payment using internationally recognized credit cards,

. using SM S to send micropayments (usually between 2 and 3 Euros) to at least one or several domestic
operators.

Payment is highly related to user registration, asit also depends on the type of PIAP and how users are managed:

. In anonymous user systems, if users have a previous ticket that is till valid, they can log on with it. If not, they
will need to get another ticket.

. In registered user systems, once the users are registered, they have a permanent user personal account in the
PIAP, so that they will be able to load money into their user personal account and spend it in different services
in the PIAP. Asthe user consumes services from the PIAP (e.g. web browsing time, printing) the PIAP billing
system will charge money from the user's account. When logging out, the user should be informed about the
remaining amount of time and/or money they have left.

. If the PIAP is manned, users will pay an assistant to purchase the right to use the services of the PIAP. The
assistant will load the money into the user account - in registered user systems - or will give the usersa
temporary user account - in anonymous user systems. In both cases, the assistant will give the users a ticket
(see clause 12.3).

. If the PIAP is unmanned, users will use an automatic payment machine or another unmanned payment method
(e.g. SMS) to purchase the right to use the services of the PIAP. The payment machine will load the money
into the user account - in registered user systems - or will create another temporary user account for the user -
in anonymous user systems. In both cases, the users will be given aticket (see clause 12.3).

Once users have started a session, it is recommended that the billing system warns them, in a non-intrusive way, when
the money they have available is running out. It should inform the users that they have to load more money into their
user account or buy another ticket. In registered user systems, the billing system will automatically detect that the users
have loaded more money into their account and will allow them to continue with the session. In anonymous user
systems, the system will alow them to enter a new code so that they can continue with the session. Even if users run out
of money, the system should block the session, but not close it completely. Users should be given some time to load
more money into their account or buy a new ticket, and then unblock the session, so that they do not lose any work they
have been doing.

Running out of money in a session

Recommendation 12.2.a: When the users are having a session on aterminal, and the money they have availableis
running out, the billing system should warn them in a non-intrusive way, so that they are able to end their tasks and
close all their applications before the session ends, or to load more money in their account or buy another ticket.
Recommendation 12.2.b: When the user's money runs out, the system should block the session but not close it
completely. It should aso give the users some time to load more money into their account or buy another ticket.
Recommendation 12.2.c: If the system has blocked the session because the money has run out, and user has loaded
more money into their account or bought another ticket, the system should provide a mechanism to recognize this and
alow the user to unblock the session - either by entering their username and password, or by entering the username and
access code on the ticket.
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12.3  Ticket

When users register and/or pay, they will be given aticket that they will be able to use to log on to the terminal (by an
assistant in manned PIAPs or by an automatic payment machine in an unmanned PIAP). This ticket will have the
following information:

e  theusername that the user has to enter into the terminal to log on;
. the password or access code that the user has to enter into the terminal to log on;

e  for anonymous user systems, the predefined period of time during which the user will be able to log on to the
terminal. After that time, the user will have to get another ticket;

o  for registered user systems, the amount of money that the user has loaded into their account;

. for registered user systems, a clear indication of the period of validity of the ticket (e.g. the amount of online
time that can be used or an expiry date).

The information on the ticket should be easy to read, and the username and password or access code should be easy to
enter in the PIAP system to log on.

The codes on the ticket (username/password/access code) can be long and therefore difficult to enter correctly to gain
accessto the PIAP system. If alonger codeis used, it is recommended that the code is presented in chunks of three or
four characters - to help the user to enter the number. The PIAP system should provide proper affordances or assist the
user when dealing with the spaces (or linefeeds) between the chunks of characters. This can be done by providing
sub-fields that match the chunks of charactersin the code on the ticket with the cursor automatically jumping to the next
sub-field when a sub-field is completed. Alternatively, the system could ignore any spaces entered in asingle field by
the user. From a usability viewpoint, it is easier for the user if the password is not case sensitive.

Recommendations on how to ensure easy to read and easy to enter user names and passwords are given in
clause 13.2.3.2.

12.4  Smartcard

The use of smartcardsto a user offers an easy way of separating the process of logging into the terminal and the process
to pay for PIAP usage. PIAPs can provide users with arange of alternative payment options, including both self service
and assistant controlled methods. This flexibility of payment can be provided without the need to implement an
equivalent range of alternative logon methods, as the logon procedure would only require a single mechanism to read
the smartcards.

When payment is considered, smartcards are used in very similar ways to those described in clause 12.3 in relation to
the use of tickets. The mgjor difference with a smartcard is that the username and password related information is likely
to be permanently stored in the smartcard and the methods of payment (e.g. direct payment from afinancial account
associated with the smartcard or payment from an independent credit card account that is referenced by the smartcard)
will aso be permanent. In addition, Smartcards can also store preferences that can be used for personalization purposes.
For further information on the storage of preferences on smartcards, see clauses 13.2.5 and 15.3.1.

12.5 Payment methods

There may be different payment methodsin a PIAP, but all should be accessible for all people, irrespective of their age,
disability, language and cultural background.
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12.5.1 Payment machines
There are two distinct types of payment machines:

. centralized payment machines. Payment machines can be used, in unmanned PIAPs, to register users and to
pay, to get another ticket in anonymous users systems, or to load money in the user personal account in
registered user systems.

e individual payment machines: These machines are associated with individual workstations and can be used
as part of acombined payment and logon procedure (further aspects of individual payment machines are
described in clause 12.5.2).

The registering/payment machine should be adapted to all kinds of people, including elderly, those with disabilities and
people from other countries:

. The height of the machine should be adapted so that it is usable by wheelchair users. The position of the coin
and note slots and the return money box should be adapted in height so that they can be accessed by
wheelchair users.

. The force required to insert coinsinto the coin slot should be low enough that it can be easily used by adults
with low muscle strength and by younger children.

e  Vidgtorsfrom outside thelocal currency zone will often arrive at the PIAP with a very restricted range of local
currency. They will frequently only have large denomination bank notes and they may have avery limited
selection of coins. They will therefore often not have the precise amount of money required to pay for the
PIAP service. It will therefore be necessary for registering/payment machines to accept a wide range of notes
and coins and give change to the user when the amount they pay is greater than the cost of the PIAP service.
The ability to accept a wide range of notes and coins and to give change will aso be of great benefit to local
currency users, as they too may frequently not have precisely the amount required for the PIAP service.

° Instructions should be:

- brief and easy to understand so that it is easy for older people and people with cognitive impairments to
register, and give information about which currency is used and which coins and notes the machine
accepts;

- available in a selectable choice of languages (see clause 14);
- adaptable in appearance (e.g. size and colour of font, background colour) (see clause 15);

- available in spoken mode for blind people (see clause 15).

Accessibility of registering/payment machines

Goal 12.5.1.a: Registering / payment machines should be accessible to all, including elderly, those with disabilities and
people from other countries.

Goal 12.4.1.b: All users, including those with disabilities, should be able to identify the location of the
registering/payment machine as soon as they enter the PIAP. Methods to assist any user, regardless of disability, to
locate the registering/payment machine from the entrance should be provided. These methods should include making
the machine visible from the entrance.

Recommendation 12.5.1.c: The height of registering / payment machines should be adapted so that it can be usable by
wheelchair users.

Recommendation 12.5.1.d: The position of the coin and note slots and the return money box should be adapted in
height so that they can be accessed by wheelchair users.

Recommendation 12.5.1.e: Registering/payment machines should accept a wide range of notes and coins and give
changeto the user. Thisis particularly important for PIAPs that expect visitors from outside the local currency zone,
Recommendation 12.5.1.f: Instructions should be brief and easy to understand so that it is easy for older people and
people with cognitive impairments to register, and will give information about which currency is used and which coins
and notes the machine accepts.

Recommendation 12.5.1.g: Instructiong/interactions should be available in a selectable choice of languages.
Recommendation 12.5.1.h: Instructions should be adaptable in appearance (e.g. size and colour of font, background
colour).

Recommendation 12.5.1.i: Instructiong/interactions should be available in aternative modes (written text and spoken).
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12.5.2 Individual payment machines

When an individual payment facility is attached to or associated with each PIAP terminal and the user pays with a credit
card or with coins, there is no need to enter any access codes upon starting the Internet session. To start a session, the
users will only have to enter money in the payment machine. When this money is spent, the session will finish
automatically. In some implementations, if the userslog off before the money has been spent; they will not recover the
rest of their money. In other systems, if the user wishes to terminate the session in advance, it is possible to write down
the temporary access code displayed at the screen or use the mobile phone diary to enter it for use at alater occasion.

One problem with integrated interfaces containing both the payment module and the PIAP terminal isto provide an
easily understandabl e access procedure for the novice user.

The accessibility recommendations for payment machines are givenin clause 12.5.1.

12.5.3 SMS

One way to pay for a session using a device that the user carriesis by sending an SM'S message from a mobile phone to
a predefined number. The micropayments are charged to the user's mobile phone bill or pre-paid SIM card and the user
gains access to the PIAP terminal for afixed period. In return, the user receives an SMS with a username and a
password that is valid for afixed period when logging into the PIAP terminal.

Some current implementations only permit such payments by people subscribed to a single mobile phone operator from
the host country. To be auniversally useful means of payment, it should be possible to pay using a mobile phone from
al mobile telephony operatorsin the host country and also from the largest mobile phone operators in Europe.

If the user sends the SM'S message using a pre-pay SIM card, only the pre-paid card will be charged. There is ho way to
know the true identity of the owner of the SIM card. In this way the user may stay completely anonymous in spite of the
fact that the mobile phone pre-paid SIM card is charged.

If the user's mobile phone payment model is a monthly subscription, the micropayment is charged to the phone bill of
the SIM card and it is possible to link the user to a certain Internet session by the users' mobile tel ephone account that is
connected to the SIM card telephone number.

12.5.4 Local communication with a user's device

Payments from a user's mobile phone by means of SMS can be quite secure as they rely on the inherent security of the
mobile telephone networks and do not rely on direct communication between the user's mobile phone and the payment
system in the PIAP. Any payment mechanism that relies on direct communication between a device that a user carries
(e.g. amobile phone or a Personal Digital Assistant (PDA)) and a payment system within the PIAP will haveto use a
highly effective security mechanisms to ensure that valuable personal and financial data cannot be stolen or
manipulated by another person in the PIAP.

There may eventually be alarge number of aternative technologies that will be used to carry the communication
between the user's device and the payment system. Three systems that are likely to be used are:

. Bluetooth: A major benefit of the use of Bluetooth is the very high proportion of devices (e.g. mobile phones,
PDAs and laptops) that have Bluetooth support as a basic feature. However, as"listening" to and hijacking of
data transmitted over Bluetooth connectionsis possible it will be extremely important to ensure that the
security mechanisms employed to protect the communication between the user's device and the payment
system are designed to the highest standard.

One factor that increases the risk of using Bluetooth for PIAP paymentsisthe very wide area (within aradius
of approximately 10 metres) over which the Bluetooth transmissions between the user and the payment system
can be picked up by other people within the PIAP.

. Near Field Communication (NFC) : An emerging short-range radio technology that could be particularly
appropriate for PIAP payment is Near Field Communication (NFC). Although it is still important to use highly
secure mechanisms for the transmission of data between the user's device (e.g. mobile telephone or PDA) and
the payment system, NFC systems operate over a much shorter-range. Typically it will be necessary to place
the user's device within a distance of 4 cm to 10 cm from the payment system device in order to transmit data.
In practice, users frequently physically touch a part of the payment system with their personal device.
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. RFID: RFID technology might also be a candidate technology to initiate a payment transaction between a
user's device and a PIAP payment system.

13 User identification and security

13.1 Introduction

User identification/authentication is very important in the context of PIAPs, for the following reasons:

. privacy issues. people are getting increasingly aware of privacy issues as the use of Internet is becoming a
larger part of their lives when managing their banking services, personal relations, private and professional
activities;

. issues related to charging the users for the usage of the PIAP;
. issues related with service customization depending on the user's preferences or needs.

Regarding privacy, it isimportant that PIAPs support user's personal privacy requirementsin order to attract customers.
Thisincludes the whole procedure from:

e logging on, e.g. passwords that are strong enough but still usable;

. various PIAP activities, including software issues and preventing other people from looking at the screen
(shoulder surfing);

. logging out, preventing people arriving later from getting access to information related to previous users.

If other people get access to the user's data, then the user will lose confidence in the PIAP provider who allowed that
data to be misused. Thisis even more important in wireless public hotspots because:

. people may be using their own portable devices (e.g. PDAS, laptops) that contain important and sensitive
information that they wish to keep safe;

. the connection provided by a public hotspot isrelatively invisible and therefore the user may not easily be able
to distinguish between a secure and a less secure public hotspot.

However, too restricted privacy policy should be avoided, asit may reduce the usability of the PIAP and the number of
available services.

Privacy requirements of stored or transmitted data vary among different users, companies, countries, services used and
PIAPs. For example, transaction services (e.g. banking) have stronger requirements than information services (e.g. for
finding hotels). It is therefore impossible to define a set of privacy guidelines that meet the needs of all users while till
providing usable PIAP services. However, careful application of the recommendations in the following clauses can help
to ensure the correct balance between privacy and functionality.

The need for protection of users data may depend on one of the following two usage categories:

. (almost) unlimited persona use, which usually requires their customersto log on to a personal session with
username and password. In this case, the requirements for data protection is usually very high. Personal and
company related data such as username, password(s), emails, documents, credit card and bank information
should be protected from misuse during sessions. It is also critical that the user's personal data does not remain
available on the PC or in the network after the user has left/logged out;

. limited, non-personal use, e.g. just surfing the web for tourist information, searching for booksin alibrary,
checking flightsin an airport. Protection of personal datais usually not an issue when the usage is limited to
non-personal activities.

This clause will primarily focus on PIAPs providing (almost) unlimited personal use.
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13.2 Access control

13.2.1 Introduction

In order to log on, users may need to provide a username and password that identify themselves. Attempts to improve
security by requesting that the user inputs a long a phanumeric (strong) password may be undermined by the inability of
people to memorize and recall such an unmemorable string. If users cannot memorize passwords they will adopt
strategies that enable them to correctly enter the requested password. The strategies adopted include:

. incorporating very memorable and possibly predictable words as part of the alphanumeric string (e.g. their
name, the name of the town in which they live);

e writing the password down on a piece of paper and keeping it somewhere where it can always be found
(e.g. having the password written on a note attached to their computer or having asimple entry in a"Notes'
section of their diary);

. using the same password for alarge number of different applicationsin order to minimize cognitive load;
. using the same password as the username.

All of the above techniques greatly increase the risk that an unauthorized person can discover, predict, or more easily
decode the correct password to be used. Thus, the theoretical increase of security that along al phanumeric password
will create can be completely destroyed by the strategy that the user has adopted to help recall it.

A solution that uses two-factor authentication will frequently be a preferable option to a system that only relieson a
single lengthy al phanumeric password. The universally recognized factor for authenticating individua s is something the
Users:

. know, such astyping a password, PIN (Personal Identity Number);
. has brought with them, such using as a mobile phone, a credit card or a hardware security token;

. have permanently, e.g. using biometric techniques such as fingerprint recognition, retinal scan, or other
biometric (see clause 13.2.4).

A two-factor solution is usually considered to enhance the level of security provided. Also, any password used in a
two-factor solution does not need be as long as that used in a single password solution to achieve similar or better
security.

13.2.2 Anonymity and identification

Many information kiosks or PIAPs provided at sites such aslibraries, local associations and churches are open systems.
These PIAPs are usually manned and free of charge. They often do not require the user to go through any form of
identification or authentication process, which implies that users are anonymous when using them. However, since the
sites are frequently supervised, the user may be recognized by the staff working at the premises.

The issue of anonymity is closely associated with the means of payment (see clause 12). Clause 4.1.3 identifies a class
of PIAP called an "anonymous system". Anonymous systems are those in which the user is not asked to positively
identify their true identity in any way. Users can create aias identities that may be unrelated to the user's true identity.
However, where payment for the PIAP service is required, users may potentially be identified by associating their
temporary PIAP identity with the identification data associated with their means of payment (e.g. a credit card).
Payment mechanisms that may be subject to thisindirect means of identifying the user include the use of credit cards
and SM S messages sent from a mobile phone to pay for the Internet session where the user has a monthly contract.
Payment methods that guarantee anonymity are coins and bank notes.

Many ordinary users may feel more comfortable when they have total anonymity when using PIAPs. However, full
anonymity may also be preferred by people who undertake activities that could beillegal or undesirable in other ways.
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For those types of PIAPs where user must be identified before starting an Internet session, there are two principal
purposes for that identification:

e  Associating the session with a user account: The identification allows the money the usersload into it to be
allocated to the session when they want to use the services of the PIAP. This will be applicable to both
anonymous and registered user systems (see clause 4.1.3). In anonymous user systems, the user account will
be temporary, and the users will only have the right to useit until they have no money left. In registered user
systems the users will keep their user account.

. For service customizing purposes. Aslong asthe user has an associated user account (temporary or
permanent), they may have selected their profile or preferences when creating it, so that the serviceis
automatically adapted to them when starting the Internet session. This can be very useful for accessibility
issues as the service can rely on the user profile linked to a particular user, irrespective of age, language,
cultural level and disability.

The identification of the user should be reliable and secure. The system will implement the necessary security
mechanisms so that it is not possible for a user to acquire the identity of other users.

The system should have the capability to provide different service customizations to the users depending on their
preferences or user profile.

Another possibility isthat the users may have different user accounts for different services and PIAPs, so that they can
have different customizations for different services. This option may be tedious and possibly costly for users, as they
would need to memorize lots of different usernames and passwords, and would have to have different amounts of
money on each account (more costly and difficult to remember). Thisiswhy it is recommended that each user has one
single personal user account that is available from arange of PIAPs.

Secur e authentication
Goal 13.2.2.a: Theidentification of the user should be reliable and secure. The system will implement the necessary
security mechanisms so that it is not possible for a user to acquire the identity of another user.

Customized services
Goal 13.2.2.h: Based on the authenticated users and their preferences (e.g. stored in auser profile), the system should
have the capability to provide different customizations to the users depending on the service they are using.

13.2.3 Username / password identification

This clause relates to usernames, passwords and access codes generated by PIAP system or provided by the PIAP
assistants.

13.2.3.1 Logging on to wireless networks

For users bringing their own laptop, they may wish to use the PIAP's wireless network. Many Wi-Fi network operators
impose the entry of a WEP or WPA keys as part of a user logon procedure. However, it isinconvenient and
cumbersome to have a user logon procedure that requires users to enter these keys each time they use one of the
network provider's wireless networks. WEP and WPA keys were primarily intended to be used in theinitial
configuration of a permanent Wi-Fi network. But prompting users to enter WEP/WPA keys can cause problems asit is
difficult to remember and enter 10-character-long passwords, which are often presented to the users on a piece of paper.
Thisisnot very secure as users may |leave the paper somewhere where other people can find it and useit. It is therefore
recommended that operators do not prompt users to enter WEP or WPA keys as part of their logon procedures as they
are difficult to use, and users may therefore adopt security threatening strategies (e.g. carrying a piece of paper with the
WEP/WPA key on it). WEP/WPA keys are neither personal to individual users nor do they change over time - so once
an unauthorized person has discovered the key; it can be passed on to othersto use.
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For usability reasons of PIAPs with Wi-Fi networks, it is recommended [4]:

e  to have an unencrypted (open) access to the Wi-Fi network, so that the users do not have to enter any long
alphanumeric keysto access the network;

. to prompt usersto enter their username and password at a web page that is presented when launching a
browser (captive portal).

For existing customers of a public hotspot that runs the above method of connection (described as the "Universal
Access Method (UAM)" in [4]) together with a separate WPA enabled connection, logon can be achieved with little
user intervention. This dual mode operation is described in detail in [4].

13.2.3.2 General recommendations

When the users are registered (see clause 12), and when they are not automatically logged on, they get ausername and a
password (or an access code), which will have to be entered into the terminal to start a session.

In anonymous user systems, the username and password will be automatically generated by the system, so they will be
more difficult for the user to remember. Thisis why the username and password are given to the users in some
permanent form (e.g. on aticket, in an SMS) so that the users have arecord from which they can retrieve the
information during logon. If the users loose this record of the username and password, they will be denied access to the
PIAP. In this case, the system will be unable to provide a mechanism for them to recover their money or session time,
asthe user identity is not stored in the system and the accounts the users use to start sessions are temporary and
anonymous.

In registered user systems, the username and password are usually chosen by the users, so that they are easier to
remember. However, thisis not always the case. On the other hand, if the users forget their username or password, it
will be very easy for the system to recover them, as the user account is associated with the user identity. The system
should have the capability to obtain the username and to restore the password given some persona data from the user
(e.g. name and surname, identity number). Another option is to send the username and password to the user in an email,
if desired, so if the user forgets then the information can be retrieved from it (but the users may need to access their
emails before being admitted to the PIAP). If a password given to the user contains a mix of numbers, lowercase and
uppercase letters, it should be in away that avoids confusion, (e.g. the number six, "6" can easily be confused with the
lower case letter "b", the number eight, "8" can easily be confused with the capital letter "B", the number "0" can be
confused with the capital letter "O", and the number " 1" can be confused with the capital letter "I" or the lower case
letter "I". The size and contrast should be good enough to avoid confusion between numbers and letters, and in addition,
a parenthesis might be used for clarification such as"1 (number one)" or "I (upper-case letter I)". Also, the usein
passwords and access codes of special national characters and characters with diacritics should be avoided as
non-national users may find it difficult to find these characters on the keyboard.

The following issues related to passwords should be considered:
. how easy it isto type the password;
. how easy it isto remember the password;
. password expiration, defines how often passwords must be changed as well as who may change them;
. password strength;

. lockout, to prevent password attacks by limiting the number of password failures permitted within a period of
time.
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Easy toread and to enter the username and password or access code

Goal 13.2.3.2.a: The username/password/access code on the ticket should be easy to read and enter into the PIAP
system.

Recommendation 13.2.3.2.b: If the password/access code is longer that five characters, then it should be presented in
chunks of three or four characters.

Recommendation 13.2.3.2.c: Whenever possible, the chunks should be of the same length.

Recommendation 13.2.3.2.d: Passwords or access codes that are issued by the PIAP should not contain any special
national characters or characters with diacritics as these may be difficult for non-national usersto find on the keyboard.
Recommendation 13.2.3.2.e: The system should provide sub-fields that match the chunks of charactersin the password
or access code on the card with the cursor automatically positioning itself to the beginning of the next sub-field when a
sub-field is completed. Alternatively, the system could ignore any spaces entered in asingle field by the user.
Recommendation 13.2.3.2.f: The size and contrast should be good enough for avoiding confusion between numbers
and letters, and in addition, a parenthesis might be used for clarification such as"1 (number one)" or "l (upper-case
letter 1)".

Recommendation 13.2.3.2.g: Wordings such as username and password should be used when supplying the user with
access codes. The codes should be entered in alogon window with input fields labelled in the same wording, and in
aternative languages.

Recommendation 13.2.3.2.h: The text in the logon windows should be displayed in alarge font size. Preferably, it
should be possible to display the window enlarged.

Restoring user name/passwor d

Recommendation 13.2.3.i: The system should have the capability to obtain the username and to restore the password
given some persona data from the user (e.g. name and surname, identity number, name of pet, etc.).
Recommendation 13.2.3.j: The user should be given the option to receive the username and password in an email.

13.2.4 Biometric identification

13.24.1 Introduction

Biometricsis used to identify a person by comparing an input sample of some human characteristic with a previously
stored template for that user (e.g. voice template, fingerprint template). By measuring an individua's physical features
in an authentication inquiry and comparing this data with stored biometric reference datain the template, the identity of
a specific user is determined.

Research has been focusing on using biometrics to overcome the weakness in traditional authentication systems that use
tokens, passwords or both. Advancing automation and the development of new technological systems have led to users
being more frequently authenticated by use of technical means rather than by human beings. Personal identification has
taken the form of secret passwords and PINs. Everyday examples requiring passwords or PINsinclude the ATM and the
mobile phone.

In order that a password cannot be guessed by an unauthorized person, it should be as long as possible, not appear in a
dictionary, and include humbers and symbols such as +, -, %, or #. Moreover, for security purposes, a password should
never be written down, never be given to another person, and should be changed frequently. When one considers that
many people today need very many passwords, most of which are rarely used, and that the expense and annoyance of a
forgotten password is enormous, it is clear that users are forced to sacrifice security due to memory limitations. While
the password is very machine friendly, it is far from user-friendly.

Biometrics can be grouped in two main classes, physiological or behavioural:

. physiological are related to the shape of the body. The most common examples are the recognition of
fingerprints, faces, hand geometry, iris and retina characteristics;

e  behavioural (behaviometrics) are related to the behaviour of aperson. Typical examples are analysis of a
person's signature, their voice characteristics, or the dynamics of their keyboard activity.
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13.2.4.2 Biometric techniques
There are anumber of biometric techniques that are in current use or now being deployed. These are:

) Fingerprint recognition (physiological): Among all the biometric techniques, fingerprint-based identification is
the oldest method which has been successfully used in numerous systems. Everyone is known to have unique,
immutable fingerprints.

. Iris recognition (physiological) : Iris recognition uses pattern recognition techniques based on high-resolution
images of theirises of an individual's eyes. Iris recognition makes use of camera technology and can be
performed from about 10 cm to afew meters away.

Iris recognition efficacy israrely impeded by glasses or contact lenses. Iris technology has the smallest outlier
(those who cannot use/enrol) group of all biometric technologies. A key advantage of iris recognition isits
stability, or template longevity as, barring trauma, a single enrolment can last alifetime.

. Retinal Scan (physiological) : A retinal scan is used to map the unique patterns of aperson'sretina. A retinal
scan is performed by casting an undetectable ray of low-energy infrared light into a person's eye as they look
through the scanner's eyepiece. The need to have the retina positioned very close to the scanner (e.g. 75 mm)
means that the technique can be perceived as being too invasive.

. Voice verification (behavioural) : Voice verification is the process of comparing a biometric sample voiceprint
against asingle reference of a specific user to confirm a person’'s identity. Basically, it is a one-to-one
comparison that confirms (verifies) the identity of the speaker. Simply by prompting users to repeatedly speak
asingle phrase, the system grants the identified user access. V oice verification captures the unique
characteristics, such as speed and tone, associated with an individual's voice and creates a non-replicable
voiceprint. Unlike voice recognition, which must identify a variety of phrases for a broad population, voice
verification's primary objective isto match a voiceprint to asingle user for identity authentication. In banking
services, where security is of greatest importance, voice verification may prove to be the ultimate choice to
prevent fraud. However, an aternative should be available in case the user has a sore throat.

Voice verification is the only biometric that will work over the phone or web - without the need for any special
equipment. Voice biometricsis a user-friendly method of authentication that provides higher levels of
authentication / verification and keep costs low by increasing process automation.

Voice verification is natural and effortless and more cost effective than distributing PIN key fobs, hardware
tokens etc, that can be easily lost, stolen, or ssmply not at hand when the user needsit.

. Vein pattern recognition: The vein (or vascular) pattern recognition technology works by identifying the
subcutaneous (beneath the skin) vein patternsin the user's hand or finger. The vein patterns are unique to each
individual. Apart from size, the pattern does not change over time. There are different types of vein
recognition technology, which include finger, wrist, palm, and backhand vein recognition. It is the most
private biometric in as much asit does not leave alatent image like fingerprints or material like DNA. An
advantage compared to other techniques (e.g. recognizing face, iris, and voice) isthat it cannot be read from a
distance. The technology offers an advantage over fingerprint scanners because identical twins have highly
similar (although not identical) fingerprints but different vein patterns. Apart from size, the pattern does not
change over time.

13.2.4.3 User acceptance

It could be assumed (not verified) that user acceptance will increase as users get more used to various biometric
methods. Currently, some laptops use biometric techniques to reduce the need for the user to enter passwords. User
acceptance plays amajor role regarding ease of deployment of biometric verification techniques.

At the time of publication of the present document it is difficult to find comprehensive and accurate information about
which techniques are considered most acceptable. Currently fingerprint recognition and voice identification appear to be
guite acceptable to many people.

Vein pattern recognition technology overcomes aversion to fingerprint recognition and related privacy concerns since
its traditional association to criminal activity is non-existent. In countries such as Japan, where there is strong
opposition to finger-printing, vein recognition has become the biometric technology of choice.
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13.2.4.4 Advantages

Although there are quite alarge number of disadvantages associated with biometrics (see clause 13.2.4.5) the
advantages are very significant. These include:

The fact that no user name or password has to be remembered by the user is perhaps the most positive impact
of using biometric authentication. Currently the user's mind is littered with different passwords to get access to
al the different services and applications that are needed in modern life. People are strongly recommended not
to write down any password if they prove difficult to memorize. These conflicting aspects make it almost
impossible to achieve the ideal of a personal password that nobody else knows.

Many non-biometric techniques are subject to "replay” attacks where, once stolen, a security token can be
re-used and this re-use cannot be detected e.g. if aPIN code is stolen it can be re-used by an impostor without
being detected. However, with biometrics, this may not happen. For example, the scanned "live" imageis
virtually never the same from scan to scan owing to the inherent plasticity of biometrics; so, ironically, a
"replay” attack using the stored biometric is easily detected because it is too perfect a match.

Methods to circumvent some biometric techniques frequently need to be sophisticated, and thiswill act asa
deterrent to attacking biometric techniques. The ways to circumvent many biometric techniques may also be
visible (e.g. using afalse finger) and quite easy to detect.

13.2.4.5 Disadvantages

There are several disadvantages of the use of biometric techniques. These are:

Enrolment overhead: The perhaps most important issue is the potentially significant overhead when enrolling
with any biometric system. When enrolling using voice biometrics, the system usually demands three
repetitions of a password phrase delivered at three different occasions in time. This enrolment overhead must
be taken into account.

False Acceptance: Where another person is falsely accepted as being the genuine user e.g. where a criminal
gains access to the account of a bank customer and steals money from the account. Thisis measured as aratio
called the False Accept Rate (FAR).

False Regjection: A more commonly encountered problem where the genuine user is not recognized. Thisis
measured as aratio called the False Regject Rate (FRR). This will sometimes prevent users accessing systems
for which they have full authorization.

Equal Error Rate (EER) : Thisis arate which gives an overall measure related to both fal se accept and false
reject errors. The lower the EER is the better. Some techniques used to have much higher EER rates than
others, with voice identification being inferior. However, recent enhancements of many technologies are
causing EER rates to reduce and converge.

Methods to deceive the biometric authentication: There are three principal methods by which the biometric
identification system can be deceived - faking of the item being scanned, faking of the data from the biometric
scanner, and template faking:

- The use of afake object that represents the biometric object that is being scanned: The reliability of any
biometric identification depends on ensuring that the signal acquired and compared has actually been
recorded from alive body part of the person to be identified. For example, many commercially available
iris recognition systems are easily fooled by presenting a high-quality photograph of aface instead of a
real face.

The chances of a fake object being recognized as genuine can be decreased by decreasing the FAR,
although this may be likely to increase the FRR. The decision on how these threshol ds should be set will
depend on the seriousness that the PIAP places on the risk of intrusion.

- Faking of output data from the biometric scanner: A person can pretend to be another person if they have
firstly obtained a copy of the data from a genuine scan of the target person and can subsequently
introduce that data into the path from the scanning device to the system that processes and compares this
scan with the template.
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- Template faking: Although it may be well protected, if a biometric template is tampered with, then the
biometric authentication of this person will be compromised for the technique associated with the
template until the user re-enrols with the identification system.

If atoken or apassword islost or stolen, it can be cancelled and replaced by a newer version, i.e. re-issued.
This option is not naturally available in biometrics. If a deception based on the first two methods above has
taken place, then the biometric data of the user cannot be re-issued. For example, if the fingerprint is
compromised (e.g. there isaphysical copy of it), then it is compromised for life because users cannot change
their fingerprints. The only solution availableis for the user to re-enrol with another appropriate object

(e.g. with another finger).

. Perception of physical harm: Some people believe that various biometric technol ogies can cause physical harm
to the person being authenticated, or that the biometric scanning instruments used are unsanitary. Another
reason why iris (retinal) scanning scores low on user acceptance may be due to the fact that people may
believe that sending a beam of Infra Red light into the eye may be harmful to the recipient. Where the
techniques require physical contact with the reading device some people will have issues related to cleanliness
e.g. face contact with aretinal scanner.

13.2.4.6 Ways to improve the effectiveness of biometric techniques

Biometric systems can a so be combined with an alternative method, e.g. a token or a password, in order to further
minimize the risk of theft of the biometric information.

Ways to improve the effectiveness of biometric techniques
Recommendation 13.2.4.6: The most frequently recommended way to use biometric authentication isin combination
with a"regular" (simple) password or atoken (two-factor authentication).

13.2.5 Smartcard solutions

The smartcard solutions are always related to registered user systems. When the users register - by an assistant or by
automatic payment machine - they will be given a smartcard in which will be stored:

e  theusername;
e  thepassword or access code;
. it may also store the user profile or preferences of the users for the different services provided in the PIAP.

To start a session, the users will only have to enter the smartcard into a slot of the card reader that should be availablein
the terminal. They will not have to enter any username and password or access code into the terminal to log on, which
makes the logon process much easier for the users.

There are a number of accessibility recommendations that can be made about the use of smartcards. The specific
recommendations differ according to a number of factors such as the type of reader (e.g. card insert or card swipe) and
the location and orientation of the reader. There are comprehensive accessibility and general recommendations on
smartcards and smartcard readers in the following sources:

. Clauses 8.10, 9.6.1 and 10.11 of the ETSI Design for All guidelines document EG 202 116 [i.2].

. Clauses 11.1.7.2, 11.3, 11.8.3 of the Australian Bankers' Association accessibility guidelines[i.14].

13.3 Access to users' data

13.3.1 Stored information about customers

Users may wish to allow PIAP providers access to a subset of their personal data related to payment and personalization
of devices or services. PIAPs keeping information about their customers should be protected from access by the wrong
people. It istherefore important to ensure PIAP provider's restrictions on release or modification of data (e.g. if the data
is only used within the same PIAP premises or whether the data is shared with cooperating PIAPs sometimes with a
national or international coverage).
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Stored infor mation about customers

Recommendation 13.3.1.a: PIAPs keeping information about their customers, such as a subset of their personal data
related to payment and personalization, should be protected from access by the wrong people.

Recommendation 13.3.1.b: Users should be given the opportunity to get information about what datais stored by the
PIAP.

Recommendation 13.3.1.c: Users should be given the opportunity to get information on the level of protection of their
personal data stored by the PIAP.

13.3.2 While using the terminal

13.3.2.1 Issues related to services

When using some services such as Internet banking services, there will be extra strong requirements on confidentiality
while performing the tasks. Some problems may arise if the bank requires that a certificate isinstalled on the terminal,
as this should not be permitted by the PIAP provider.

13.3.2.2 Preventing unauthorized access to typed, displayed or stored personal data

Thelevel of protection of personal data may depend on physical factors such as the ease with which people are able to
see what another person is typing or what is on their screen. This can be achieved by placing the terminalsin such a
way that unauthorized people are prevented from viewing the keyboard or screen. A special filter may be attached on
the screen, alowing only the person sitting in front of the screen or very closeto it (e.g. friend, assistant) to see the
content.

Preventing unauthorized accessto typed, displayed or stored personal data

Goal 13.3.2.2.a: Other people should not be able to access any personal or private information related to a PIAP user.
Recommendation 13.3.2.2.b: Terminals should be placed in such a way that unauthorized people are prevented from
coming close to the keyboard or screen e.g. by means of by means of a special disposition of terminals (e.g. zig-zag) or
avisual barrier between them.

Recommendation 13.3.2.2.c: A filter, allowing only the person sitting in front of the screen or very closeto it

(e.g. friend, assistant) to see the content, may be attached over the screen.

Recommendation 13.3.2.2.d: Any information that a PIAP keeps about its customers, such as a subset of their personal
data related to payment and personalization, should be protected from access by the unauthorized people.

13.3.2.3 Key logger

A key logger (or keystroke logger) is aprogram that runsinvisibly in the background, recording all the keystrokes,
usually saving the resultsto alog file. PIAP providers can use key loggers for finding out, what the users have been
doing on the computers. Although a PIAP provider may use key loggers for good purposes (such as preventing criminal
activities), many PIAP users might find it unpleasant (threatening their integrity) and they may also fear serious
consequences when their personal data (such when their passwords to their bank accounts, or code for their credit cards)
becomes available to the PIAP provider or other unauthorized people. It is also necessary to prevent a user from
installing a key logger for acquiring information from other users.

Key logger

Recommendation 13.3.2.3.a: PIAP providers should not install key loggers.

Recommendation 13.3.2.3.b: If aPIAP provider installs a key logger, then the logged data should be protected from
misuse.

Recommendation 13.3.2.3.c: If aPIAP provider installs a key logger, then the users should be informed that a key
logger is running on the PC.

Recommendation 13.3.2.3.d: Users should not be able to install key loggers at the PIAP.
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13.3.3 Leaving the terminal

It isimportant that other people cannot take over another user's session after they have left. It is therefore very important
that userslog out before they leave their terminal. In order to ensure that customerslog out, the PIAP provider could
consider the use of automatic logout. Before an automatic logout, the users should be informed that they may be logged
out very soon, unless they cancel the automatic logout operation. The automatic logout may be activated in different
ways such as:

. automatic logout after the terminal has been inactive for a certain time;

e theuseof sensors (e.g. seat pressure sensor, temperature sensor) may be used for detecting when a user leaves
the terminal and then the use may be automatically logged out.

It is highly recommended that all data stored during a session is automatically removed from the terminal immediately
after a user has finished their session. Alternatively, everything can be removed, and then new OS images could be
restored from a central server. A new image of the software will then be restored for each user session. Thiswill be
especially valuable asit should ensure that any viruses or other malware that may have entered the system during the
last user's session are removed from the terminal .

L eaving the terminal

Recommendation 13.3.3.a: It isimportant that users personal data do not remain available (for the wrong people) in
the network after the user has | eft.

Recommendation 13.3.3.b: If users leave the terminal without logging out, the system can log them out automatically
(e.0. triggered after a certain time or by a sensor).

Recommendation 13.3.3.c: Before an automatic logout, the users should be informed that they may be logged out very
soon, unless they cancel the operation.

Recommendation 13.3.3.d: At the end of a user session the compl ete software environment should be removed, and a
new OS images should be restored from a central server.

Recommendation 13.3.3.e; Alternatively, if Recommendation 13.3.3.d is not implemented, all user data stored during
the session should be automatically removed from the terminal immediately when the users have finished their sessions.

13.4  Privacy management

13.4.1 Templates

A number of privacy related factors could be supported by the use of profile templates (see clause 15.4.3). Users need to
be able to limit the availability of individual pieces of information to those entities that they desire to share it with.
Templates could provide pre-configured privacy options that meet the expected needs of their users depending on
individual users' needs and context of use. A set of predefined templates can be used for privacy management [i.3].
They may meet different needs and could be used for defining privileges, authentication methods and privacy
preferences according to:

. user individuals;

. user roles,

. security levels;

. services,

. devices and accessories;

. objects and operations.

ETSI




71 ETSI TS 102 577 V1.1.1 (2008-09)

13.4.2 Privacy levels

The privacy levels can vary depending on the situation and role of the user and as defined in the currently active context
dependent profile. For instance, when using a PIAP, the users might have other requirements than they have when using
aPC at home or at work. Security mechanisms that are appropriate to the level of confidentiality [i.3] should be
available for the transfer of user datato, from or between authorized entities. Users should be offered default settings at
asufficient level of security that is appropriate to the data stored or transmitted. However, alevel of security that is
higher than necessary should be avoided as it increases costs and may contribute to poor system usability.

Animportant consideration is that users will expect:
. aset of security levelstogether with a simple explanation of what these levels mean;
. an explanation of what could happen to their datain different security contexts;
. the option to be informed of visibility of or accessto their profile datg;
e  theoption to be asked for permission to allow visibility of or accessto their profile data.

Users may assign privacy levels to different entities such as service providers, and related to specific services. There
will aso be some information that the user will want to share with every company and with every service.

For further information on privacy levels, see clause 13in[i.3].

Privacy levels (from clause 13 in [i.3])

Goal 13.4.2.a: Users should be offered default settings at a sufficient level of security that is appropriate to the data
stored or transmitted.

Goal 13.4.2.b: There should be a common security level at which user identity needs to be verified. The authentication
can be controlled in different ways such as one or more of a range of aternative authentication schemes, restrictionsto
passwords, and choice of authentication method.

Recommendation 13.4.2.c: There should be a mechanism to inform a user whenever any information in their profile
above a selected privacy level isread by an external entity, along with identification of that entity.

Recommendation 13.4.2.d: When communicating with devices and services, the profile processing agent should
respect user and legally required privacy requirements (see clause 13.5).

Recommendation 13.4.2.e: There should be a mechanism for the user to be informed about any changes of security
level.

Recommendation 13.4.2.f: All elements of any profile need to have selectable levels of information sharing to specific
single entities or to awell known sharing group, such as Friends, Family, Business Associates, Buddy Lists.
Recommendation 13.4.2.g: Security levels should have common definitions between entities, so that users can share a
common expectation.

Recommendation 13.4.2.h: A new user's default start-up security profile should be preconfigured with default security
levels. The user may redefine the security levels at any time.

Recommendation 13.4.2.i: The users should be able to easily understand, chose and apply their desired security
policies.

Recommendation 13.4.2.j: The profile provider should apply the appropriate level of security to the transfer of the
data.

Recommendation 13.4.2.k: Accessto profile data should be limited to the subset of data required to perform the given
service or function.

Recommendation 13.4.2.1: There should be a mechanism for informing the user about any identified security breaches.

13.5 Privacy policies

Users may not wish to make explicit choices on whether their privacy preferences are being respected each time they
use a communication or information service. For this reason, mechanisms (such as the W3C's P3P initiative [3]) that
attempt to compare users' privacy preferences against a web site's published privacy policy present a potential model
that ensures users' privacy preferences are being respected. The principle of this model could be extended, and include
PIAPs, which could publish their privacy policy.
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As users will not want to define independent privacy preferences for every service that they use, thereis a need for a
common way to define privacy preferences such that they apply across the widest possible range of services. What is
also needed is an assurance that any claims made by service providers are accurate and can be trusted. Whatever
method is adopted, there needs to be mechanisms for providing users with both positive and negative feedback on
whether their privacy preferences are being respected. Where it is determined that a user's privacy preferences are not
being respected, users will need a mechanism to ensure that they do not participate in ways that compromise their
privacy preferences.

Privacy policies (from clause 13 in [i.3])

Guideline 13.5.a: Mechanisms that respect user's personal preferences with respect to the privacy of their personal
information should be used. At this time, mechanisms that are based upon the W3C's P3P recommendation [3] should
be used for web based services.

Guideline 13.5.b: Users should be provided with feedback on whether their privacy preferences are being respected.
Users should be given positive indications that their privacy preferences are being met. Where their privacy preferences
cannot be met, users should be informed and offered an option that ensures that their privacy preferences will not be
violated.

Guideline 13.5.c: Users should be provided a mechanism to request details of any information stored about or relating
to them.

13.6  Privacy regulations

The privacy requirements need to fulfil local privacy regulations. Lawful interception and other regulatory requirements
may imply that PIAP users datais delivered to authorities (e.g. if a crime has been committed), despite the privacy
Settings.

Privacy regulations
Goal 13.6.a: PIAP operators need to comply with lawful interception and other regulator requirements may imply that
PIAP users datais retained for a defined period and delivered to authorities, despite the privacy settings.

13.7  Specific security issues for public hotspots

There are two primary issues regarding security in wireless public hotspots:

. Access: making sure that only authorized people can use the wireless network. Methods by which users may
gain access to a public hotspot are discussed in clause 13.2.3.1.

. Privacy: making sure that unauthorized people cannot get access to the data sent over the wireless network.
These issues may arise since:

- In wireless technology, datais transmitted by means of radio waves, which can be intercepted by athird
party.

- Although it is possible to use encryption, in public hotspots, data sent over the wireless network is
frequently open and unencrypted, because of the usability issues described in clause 13.2.3.1.

Users generally have low security awareness, but this awareness is somewhat worse for public hotspots, as information
regarding their specific security is not widely available.

To increase the level of security for users of public hotspots, some aspects should be taken into account:

. PIAP providers could restrict which computers should have access to the network. They can ask for the
MAC (Media Access Control) address of the users' laptops when they register for the PIAP (prompting the
user how to find out the MAC address), so that only those computers verified by a known MAC address are
granted access to the wireless network. There may be also automatic mechanisms for the PIAP providers to
accept or reject a new device trying to attach to the network. Although this does not solve the problem of a
PIAP user eavesdropping on other users, it at least reduces the risks that problems will occur.
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. PIAP providers could provide a WPA protected connection for use by existing customers (see [4] for guidance
on methods of deploying this solution together with the Universal Access Method described in
clause 13.2.3.1).

o PIAP providers should provide information about the level of security of the network and give
recommendations to users. These include:

- Users should be warned that the communication is unprotected, and that using a secure connection when
dealing with sensitive information is recommended. The users should not enter sensitive information into
awebsite that does not use a secure connection. For instance, most online banks/shopping websites use
HTTPS (Secure HTTP) to encrypt the connection. Many companies use a secure connection for their
employees to connect to the company when they are at home or at a PIAP.

- Users should be made aware of the possibility that there are fal se access points, and that therefore they
should ensure that they connect to the wireless network provided by the PIAP provider.

- Users should be warned that, when using the Internet from their wireless device (and specifically through
awireless connection), it is generally recommended to have an up-to-date firewall, antivirus software
and strong passwords.

Security in public hotspots

Goal 13.7.a: PIAP providers should provide information about the level of security of the network and give
recommendations to users.

Recommendation 13.7.b: PIAP providers should restrict which computers can access their wireless network.
Recommendation 13.7.c: PIAP providers should consider deploying a WPA protected connection to their service for
use by existing customers. This should be provided in accordance with the guidance given in [4].

Recommendation 13.7.d: There should be a sign that warns users about the security risks related to public hotspots.
This should cover at least the topics covered in Recommendations 13.7.d to 13.7.g.

Recommendation 13.7.e: Users should be warned that the communication is unprotected, and that using a secure
connection (e.g. https) when dealing with sensitive information is recommended.

Recommendation 13.7.f: Users should be made aware of the possibility that there are fal se access points, and that
therefore they should ensure that they to connect to the wireless network provided by the PIAP provider.
Recommendation 13.7.g: They should be asked to check that the wireless network control software in their portable
device should be set to an "Access Point only" mode (to avoid the danger that they may accidentally connect to a
potentially malicious computer using the "Ad-hoc" connection mode).

Recommendation 13.7.h: Users should be warned that, when using the public hotspot, they should have an up-to-date
firewall, antivirus software and strong passwords.

14 Language and cultural issues

14.1 General issues

Some PIAPs are frequently visited by people who speak languages different to the national language of the country
(e.g. in airports or places where people often go on vacation or business travel). Some countries have more than one
official language. In these, and similar, circumstances there is a strong case that the Pl APs should support a range of
languages.

People from different cultures may have different expectations regarding features that the PIAP provides for the users.
These features include very concrete things such as the assignment of |ettersto the different keys of a keyboard through
to much more subtle factors such as the amount of detail that is given in a set of instructions. The various clauses
witinin clause 14 will address different aspects of these cultural expectations.

When a PIAP is established one of three options has to be chosen:

a) Every aspect of the PIAP is set up respecting the local cultural expectations and using the language(s) of the
place in which the PIAP is located;. Thiswould only be considered acceptable in places where no tourists or
visiting business travellers are expected to visit and where it is considered acceptable to exclude such people
from using the PIAP. Adopting such an exclusive approach could only be justified in situations where absolute
minimization of setup costsis an absolute design priority.
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b) Every aspect of the PIAP is set up respecting internationally shared cultural expectations and using a small
range of internationally accepted languages (e.g. English, Spanish, German and French). This would be an
option to consider in locations where high volumes of visitors from various places are expected (e.g. in magjor
airports or mgjor city railway stations). The disadvantage of choosing this option is that only those local people
educated to understand the cultural expectations and languages offered in the PIAP will be ableto easily use it.
Other local people may feel excluded in their own home environment.

¢) ThePlIAPisset up respecting the local cultural expectations but using the language(s) of the place in which
the PIAP islocated (possibly including languages used by significant populations of immigrants in the area)
and a choice of internationally accepted languages. This will often be the compromise option that is chosen for
the mgjority of PIAPs where the intention isto provide the most familiar experience for local users whilst till
trying to make it possible for people from other cultures or people who speak other languages to use the PIAP.

For PIAPS that offer support for multiple languages, users should be offered a way to specify the language that they
wish to use. If language preferences cannot be written from information stored in a user profile, then the user should be
offered some form of menu that presents a choice of languages.

A good way to enable language choice is to provide the name of the language in the actual language. For example:

J Deutsch;
. English;
. Francais;
. Magyar.

This way, users who understand the language can select their preference, without leading to confusion regarding their
culture-related settings.

Support of a suitable range of languagesis also very important in relation to the issue of payment for PIAP services as
this will frequently be the first language barrier that a user encounters. This need isidentified in clause 12.5).

Languages used in PIAP workstations and payment machines

Recommendation 14.1.a: The PIAP should provide the local language(s) and at least one international language
(e.g. English).

Recommendation 14.1.b: It should be easy to change the language.

Recommendation 14.1.c: It should be easy to reset the language.

Recommendation 14.1.d: The applications should not make assumptions about user's language.

14.2  PIAP keyboard layouts

Thereis awide range of layouts of aphanumeric keyboard layouts for use with personal computers or computer
terminals. Most of these adopt one of a very restricted set of physical layouts (e.g. QWERTY, AZERTY) that place the
majority of the alphanumeric keysin standard positions with relation to each other, with some of the other keys (e.g. the
"insert" and "delete” keys) placed in arange of aternative positionsin relation to the alphanumeric keys. Thereisaso a
range of aternative designs that place these keysin very different configurations that are designed to enhance typing
speeds or to reduce the risks of injuries such as repetitive strain injury.

The assignment of letters to the keys on the more conventional computer keyboards varies according to the languages
and alphabet(s) that the keyboards are designed to support. These different designs can be approximately categorized
according to the countries in which they are intended to be used.

In some cases (e.g. for Sweden) there are officially endorsed national keyboard layout definitions. In other cases, these
layouts are established by mutual acceptance. A source of information on keyboards that has wide industry acceptance
isthe Microsoft Global Development and Computing Portal [i.29].

Where the localization of the keyboard does not match either the user's preferences or the settings of the application or
service, the user will experience the disturbing situation where some keys do not result in the letters that are written on
them. Such situations are difficult to avoid when people from different cultures use keyboardsin PIAPSs.
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One option, instead of having multiple keyboards, is to have keyboards where the key labels and functions can be
changed. This option could be helpful in the case of PIAPs that may be used by people of different nationalities.
Predefined sets of keyboard layouts could be offered, and in addition, the user could be offered the option to make
modifications to the standard key assignments.

Another, less technically advanced option is to provide instructions that tell people from different countries how they
may use the keyboard provided in the PIAP to generate characters that are not written onto the key tops of the keyboard
e.g. how to generate the many characters that have diacritics (e.g. accents). Thisinstructional material should also
include information about how the various characters that are written on the keys can be accessed i.e. what keys need to
be pressed before or during the key pressin order to generate the various characters shown on the key.

Thisinstructional material could be made available to the PIAP users by means of:

. a help application accessed from the PIAP, with clear on-screen instruction being given to the user during the
logon procedure to tell the user how to access this help application;

. an instruction card that can be provided to any PIAP user, on request;

e aninstruction booklet located at each PIAP workstation. Steps would need to be taken to minimize the risk
that this booklet was not stolen or damaged.

Work is being undertaken in CEN/ISSS Workshop on Multilingual Extensions to European Keyboard Layouts
(WS/MEEK) [i.11] to identify how multilingual extensions can be made to European keyboard layouts. The aim of this
work is as quoted below:

. "The multilingual extensionswill be aimed to alow ‘ordinary users and Public Authorities to input primarily
Latin-script characters, especialy in light of current and potential future legal and common educational
requirements. It will build on existing implementations of common official and de facto standards for national
and regional computer keyboard layouts and related input methods.”

Keyboards based on the CEN Workshop Agreement (CWA), that will result from this work, should allow people from a
range of cultural and language backgroundsto be able to generate the special characters that are used in their languages
in asimple and predictable way when using a PIAP. The scope of the Workshop confirms this view:

e "TheWorkshop will prepare asingle-part CWA covering at least the following areas:

- alist of aspectsto be taken into consideration when designing regional multilingual keyboards and
related input methods (both technical, legal and relating to usability);

- specific recommendation and guidance related to the above aspects;

- considerations and possibly guidance for publicly available terminals, e.g. in Internet Cafés, for
travellers, etc."

PIAP keyboards

Recommendation 14.2.a: The keyboard used in a PIAP should be chosen according to the primary intended usage of
the PIAP e.g. alocal keyboard for a PIAP designed primarily for local users or an internationally well accepted
keyboard (e.g. UK or US) for PIAPs intended almost exclusively for international travellers.

Recommendation 14.2.b: On screen or paper instructional material should be provided to help users from countries
that do not use the provided keyboard to access both the multiple characters shown on the keyboard keys and also those
characters (usually with diacritics) that are used by people from that country when writing personal names and common
words.
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14.3  User profiles

For maximum effectivenessin the delivery of information and communications, PIAPs need to be able to access and
respond to relevant information found in a user profile. A description of user profiles can be found in clause 15.4. Users
may define their language and cultural preferencesin their user profiles.

People's language preferences may be expressed in different ways, ranging from the simplest to the most sophisticated
methods:

. Definite value: The simplest type of language preference is a definite value such "my preferred language is
English asit is my native language and | have not learnt any other language”.

. List of language choicesranging from most preferred to least preferred: A more flexible approach isto
define alist of languages based on the reasoning such as ™| prefer information in my native language Swedish
but I am rather good in English and | have basic skillsin German so my list would be: 1) Swedish; 2) English;
3) German".

. Rules (see clause 15.4.4): The use of rules offers maximum flexibility for defining language preferences.
Factors such as levels of language skills, different user roles and different situations and context of use may be
taken into account.

14.4  Inferred language and cultural preferences

Frequently, assumptions about the language preferences are based on a number of factors unrelated to the actual user's
preferences. In the case of a PIAP, the most likely case where thiswill occur is that the language and regional variant of
aservice that is delivered may be based upon the IP address of the PIAP.

There may sometimes be other data that a service, including the PIAP payment service, can use to infer the nationality
of auser (e.g. the place of issue of acredit card issued to pay for the PIAP). Frequently the assumptions made from this
type of information may be completely wrong. These will always be prone to error and should not be used if
preferences that the user has directly set can be accessed. Such language preferences may be found in a person's user
profile or the language to which they have set the PIAP terminal or applications.

Language preferencesinferred from infor mation about a user

Recommendation 14.4: PIAPs should make use of user preferences, when available, to configure the PIAP behaviour
and not make assumptions about the user's language and cultural preferences based upon other sources of information.

14.5 Independence of language and cultural preferences

Not only the language but a so the content of a website is usually provided, by default, in the language where the
serviceislocated. In many casesit is beneficia to separate the choice of language and the content. For example:

. People who are abroad may often wish to access content that islocal to their current destination (e.g. looking
for information on hotels, restaurants or transport). However, most people would prefer to receive that
information in their own language, which might be different to the language that is used in their current
destination. Therefore, the language that users want is unrelated to the region about which information is being
sought.

. When accessing information about their home location, people abroad might want both the content and the
language to relate to their home location and language.

e When aperson says that they wish to view a UK website in English, it does not mean that they wish to see the
Imperial measurement system frequently used in the UK.

These examples show how, when people are searching for information about a country, the choice of language and
cultural conventions may be independent of both their location and the country about which information is being
sought.
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Independence of language and cultural preferences from thelocation of a user or infor mation source
Recommendation 14.5: Users may wish to define their language and cultural preferences to be different from their
content preferences related to a certain country or region.

14.6  Language and cultural capabilities of terminals and services

When ensuring that a PIAP or its applications offers what a user requires, it will be necessary to compare a user's
preferences with information about the capabilities of a PIAP or its applications. A PIAP and its applications, therefore,
need to provide information about their language and cultural capabilities, both in a human readable and a machine
readable form.

Thereis potentially avery large range of itemsthat a PIAP or its applications may reveal about their capabilities. Some
of these will be exclusively related to language and cultural issues and others will have some relevance in alinguistic
and cultural context.

Examples of exclusively language and culturally related information are:
e thelanguage(s) in which the PIAP applications are (or can be) presented;

. whether the content being presented has been translated.

Language and cultural capabilities of the PIAP or itsapplications
Recommendation 14.6: The language and cultural capabilities of the PIAP or its applications should be available in
both human and machine readable form (e.g. to enable automatic matching with user preferencesin their user profile).

14.7  Further guidance on language and cultural issues

Further guidance on language and cultural issues, particularly in relation to services that may be accessed from a PIAP,
can be found in EG 202 421 [i.1].

15 User preferences

15.1 Overview

15.1.1 User configurable settings

Settings can be used for adapting the PIAP to suit the users' needs and preferences. A solution that is frequently used is
to provide users with default settings and offer alternative options for them to choose from.

Most people, and in particular people with disabilities would benefit if the following settings could be adjusted:
e  textsizeand font;
e textcolour;
. background colour;

. sound volume.

15.1.2 Avoiding unwanted preferences for the next user
Whereas there are advantages in letting users modify the settingsin order to achieve better usability, in particular for

people with disabilities, it is also important to recognize that there may be a heed to prevent any trouble for users
arriving later, and/or to prevent technical difficulties for the PIAP assistants.
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In some PIAPSs, the system is set up in away that prevents users from changing settings. In other PIAPS, the system
does not prevent users from changing settings, but users of the PIAP are informed that they should not change any
settings.

The PIAP providers will wish to have some control on how these settings are changed, so the desired solution would be
to allow people to change the settings (either manually or automatically via user profiles) and, when starting a new user
session, reset to defaults to ensure that a user will not experience an unwanted combination of settings that were
adjusted by the previous user.

Mechanismsto alter the user controlled settings can include:

. on-screen controls for the user to control each setting - with a mechanism to reset these settings at the end of
each user session;

. reading the values of settings from a user profile (e.g. stored offline on a smartcard or a user's mobile phone or
online) - see clause 15.4.

15.1.3 Current situation

Frequently, the choice of settings must be done manually and each time a service is used. In many cases, for example
when using online services, the security policy of the PIAP will prevent the service from saving cookiesin the terminal
that contain the user's preferences. When using the online service later, users will have to re-enter their preferences.

Even if the services are not prevented from saving cookies, when using a new service, users need to select their
preferences if they are different from the default preferences of the service. Some services allow the user to personalize
the service by defining their preferencesin a service specific profile. The problem with this solution is that users need to
define their preferences many times - once for each service. Each time it may be necessary for the user to find out how
to do this. This solution is not convenient if users wish to update their preferences because they would have to
remember each instance of their service specific profile that needs to be updated.

15.1.4 Ideal situation: the user profile approach

With the increasing possibility of providing users with arange of options, there will aso be aneed for content and
service providers to get information about user's preferences. When settings are stored in user profiles, then the PIAP
can automatically access these settings and provide the desired user experience. User profiles are a particularly
attractive mechanism for the control of settings as they permit the setting of a wider range of preferences than it would
be reasonabl e to expect a user to manually set.

This concept is further described in clause 15.4, and explained in detail in EG 202 325 [i.3].

15.2  Categories of settings and preferences

Users may wish to express a wide range of preferences which may be applicable when using a number of different
services and devices. These may include:

. generic preferences[i.3], clause 4.1.3, such as:
- language and cultural preferences (see[i.3]);

- people with visual disabilities may express a preference to change the visual appearance of the screen
(e.g. background colours, contrast, fonts size);

- dyslexic people may require a specific font colour and background colour;

- capability of the PIAP, for example, if the user wants text information translated to voice when at aPIAP
that offers enhanced accessibility - or for getting larger font size when text-to-voice is not available.

e location and situation based preferences which may become relevant when using a PIAP, for example:

the security policy of the company where the user is employed (see[i.3] clause 13 on "User identification
and security"), can prevent the user from accessing sensitive company information if the user is
accessing from a PIAP.
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. affinity based preferences, such as atemplate (see clause 15.4.3) provided by an organization such asthe
RNIB (Royal National Institute of the Blind), which gives awide range of default preferences that have been
shown to be suitable for people with visua disabilities;

e  service and device specific settings. In order for a services and devices to be personalized in ways that suit
individual users, it is necessary to set a number of parameters that relate to the features of services and devices
(see[i.3], clause 4.1.4) in ways that ensure that the services and devices will deliver the capabilities that the
user desires.

The number of user settable parametersislikely to depend on the complexity of the device or service.
Examples of some of the very wide range of device/service parameters that may be relevant when using a
PIAP include:

- modality depending on PIAP eguipment, rules and social factors (e.g. if it is suitable to listen to
information that other people can hear; volume for output);

- status of Vol P (e.g. it can be changed to "Not available" when users bring their own laptop to a PIAP
where a Vol P session is not appropriate);

- settings related to Internet banking services or other services that may have extra strong requirements on
confidentiality (see clause 13 on "User identification and security”).

e  Content filtering. Web browsers could be associated with afiltering service that prevents specified content
from being displayed (e.g. content that is unsuitable for young children).

15.3  Ways of storing user's preferences

15.3.1 Smartcards

Smartcards represent a potential way of providing or controlling access to arange of servicesin aPIAP.

Aswell as a meansto store payment information and to enable logon (see clause 12.4), smartcards also offer ameansto
provide services, features and settings that are customized to the needs of different categories of user or to the needs of
individual users. Individual users might have a range of different settings that they could configure once on their
multi-session smartcard. This would then ensure that these settings apply each time the user logs in with their
smartcard.

Other examples where smartcards can be useful are:

o Providing options whereby the same smartcard that is used to gain accessto PIAP facilities could also be used
to simplify usage of services from the user's own home.

. A single smartcard could potentially be used to pay for Internet usage, printing costs and, possibly, even
payment for goods and services purchased over the Internet.

A comprehensive set of guidelines, accessibility checklist and alisting of smartcard related standards can be found
at [i.17].

15.3.2 Cookies

A cookie isapiece of datathat is sent to the browser from aweb site that a user visitsand it is stored as a file on the
user's computer. A cookie often includes a unique identifier that uniquely identifies the user and it is then used to track
their web usage.

The primary purpose of cookiesis to enable a user to be recognized and to retain their personal preferences when they
return to awebsite (e.g. if auser personalizes Web pages, or registers for products or services, a cookie helps the Web
page server to recall information related to the user's actions). This may be useful to simplify the process of recording
users personal information, such as billing addresses, shipping addresses, or other preferences, such as those related to
users needs (e.g. preferred font type, size and colour, preferred background colour).
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Cookies can do everything from monitoring users' visits throughout web sites, tracking how many times they have
visited the site, how long they have been on the site, users' log-in information at a particular page, to remembering
important information about the computer. Cookies also allow websites to track their visitors so that they can know how
many visitors have viewed the site, how many repeat visitors they have received.

There are two types of cookiesthat differ according to how long they can be stored in the computer:

. Session cookies (or "non-persistent cookies') only exist aslong as a user website session lasts and expire as
soon as the user leaves the website. The primary purpose of session cookiesisto help with navigation and to
facilitate user activities within that site.

. Persistent cookies are stored on a computer in order to allow users to be recognized and retain their personal
preferences when they return to a website.

A limitation of cookiesisthat they cannot be used to store general user preferences about general computer usage. They
can only store preferences related to navigation in a specific website. Different websites will need different cookies to
store user preferences. If the user has a cookie stored in their computer related to a website, it will not be valid for a
different website; users will have to select their preferences again when they access a different website. Moreover, in a
PIAP environment, whereit is likely (and recommended) that the users information (including cookies) is deleted at the
end of the PIAP session, cookies are not a good method to store preferences, because they will only be valid for a
session.

There are some privacy issues that must also be taken into account with persistent cookies. Asthey are stored in the
computer, if anyone has access to them, personal information about the users can be gathered. Apart from this, there
may also be "bad" cookies that, instead of being used as away to store user preferences, may be used by a web site to
track usersvisitsto different web sites or to know users browsing habits, purchase history, etc. It is generally
recommended that cookies are only enabled for trusted websites. Most commercia web browsers allow users to make
such a configuration.

Cookies
Recommendation 15.3.2.a: Where the storing of cookiesis allowed at a PIAP, the PIAP users should be advised that it
is generally recommended that cookies are only enabled for trusted websites.

NOTE: PIAP operators who do not clear all system changes between user sessions may decide to prevent the
download of cookiesin order to protect themselves from liability for the compromise of user's personal
information.

15.3.3 Personal Style Sheets

Cascading style sheets (CSS) [i.13] can be used to design and layout web pages (e.g. background colour, font colour,
type and size) and to position text blocks and other elements on the web pages the user is viewing. They enable the
design of the whole site to be altered by simply changing the style sheet.

Style sheets separate the content from the markup (e.g. HTML, XHTML), which makes it easier for users to present the
content in their preferred way. It enables page content to be more effectively transformed for use in alternative input
and output devices such as Braille displays, speech synthesizers and special browsers. For these reasons the use of style
sheetsis generally recommended [i.30] when designing a website.

However, despite their advantages (including improved accessibility), certain browsers and output devices do not
support style sheets. So, it is also generally recommended that websites are designed in away that makes them readable
even if style sheets are not used or supported.

If awebsite is readable without style sheets, users are able to adapt the page markup to their own preferences by, for
example, using a self-defined style sheet that has priority over the web page's own style sheet. These are called
"personal style sheets®, and allow the users to customize websites with their preferences, so that they are more easily
readable depending on their preferences or needs. Most web browsers allow the use of personal style sheets.
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Instead of frequently having to choose options, users should be able to define their preferences and capabilities only
once in their user profile [i.3]. This would enable devices, services and people they wish to communicate with, access to
their preferencesin order to provide content and services presented in away that suit their needs. A preference setin a
user profile should be capable of being overridden by the user at any time.

The user profile concept provides the users with a meansto define their preferencesin aflexible way that meets their
requirementsin arange of situations and roles. The most flexible solution for defining preferencesis to have the ability

to definerulesin a user profile.

15.4.1 User profile support for user requirements

The user requirements specified below would all be supported by the user profile concept described in the ETSI Guide
concerning user profile management [i.3]. Table 1, lists specific instances of how support would be provided for these
user reguirements. This clause defines what needs to be done to ensure that the full benefits of user profile management

approach can be achieved.

Table 1: User requirements related to user profiles

User requirements

Support provided by user profiles

Requirement 1: Ability to specify and
change preferences.

Users require the ability to specify and
change their previously defined preferences,
and to subsequently change them.

A profile tool is defined in [i.3], clause 10.4, as the entity that enables the
user to create and edit user profiles.

Requirement 2: Avoiding repetition of
preferences.

The user should not have to continually
specify their preferences each time a PIAP
session is initiated.

Many preferences are useful for several devices or services and should,
therefore, be centrally available. Ideally, preferences should always be
available, over all networks, from all supported devices and services,
including fixed and mobile services allowing service continuity and the
optimal user experience.

A profile storage agent is defined in [i.3], clause 4.6.2, "Storage agent
and components" is the entity that stores the users' language and cultural
preferences and the locations of data repositories of profile data related
to users.

Requirement 3: Consistent application of
preference changes across devices and
services.

Users require that if they change a language
or cultural preference on any device or on
any service, then those changes will be
automatically applied to all other devices and
services that they use.

This may be achieved by synchronization of data and transaction
security. This capability is provided by the storage agent described in [i.3]
clause 10.10, "Data Storage, synchronization and back-up".

Requirement 4: Matching preferences and
capabilities such as the PIAP hardware
and software, communication link and
various services.

Where the user's preferred value of a setting
and the default setting of the PIAP (e.g.
hardware and software and various services)
are different, users require a solution that
suits the requirements and capabilities of
both.

Users may have defined their preferences, but it may not always be
possible for an exact match to their preference to be achieved. To resolve
such situations, negotiation can take place in order to try and achieve a
good, if not perfect, match (see [i.3], clause 7.5 on "Capability and
preference negotiation"). Where the relevant capability is supported,
negotiation will take place between:

e user's preferences - terminal capabilities;
user's preferences - service capabilities;
terminal - service capabilities;
preferences of two or more communicating users;
terminal capabilities of two or more communicating parties;
service capabilities of two or more communicating parties.
In some cases, a capability may be technically supported, but the policy
of the PIAP may limit the capabilities such as when employing filtering of
web pages for children below a certain age.

Requirement 5: Privacy.

Users require that their preferences and
capabilities should be stored in a secure
manner with user agreed levels of privacy
applied to the availability and distribution of
that data.

The profile storage agent stores the preferences in a secure manner with
user agreed levels of privacy applied to the availability and distribution of
that data, see [i.3], clause 4.6.2, "Storage agent and components".
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15.4.2 User profile support for system requirements

The service and terminal related requirements map well to the user profile concept described in [i.3]. This concept
assumes that a user manages their own user profile, that they do not need to have to repeatedly specify the same
preferences, and that they do not need to be concerned where their user profile datais stored. Table 2, lists requirements
from the service and terminal point of view and matches them with the user profile concept [i.2].

Table 2: System requirements related to user profiles

System requirements Support provided by user profiles
Requirement 1: Access to and interpretation of The preferences need to be centrally stored and
preferences. accessible. They also need to be expressed in a
Any service/device should be able to access and interpret  |standardized form (see clause 19 in the present document
the user's preferences. and [i.3] clause 4.8).
Requirement 2: Combining multimodality with The user profile concept can deal with combinations of
language and cultural preferences (see clause 14). modality and language and cultural preferences, see [i.3],

Some users such as those with disabilities might want to scenario in clause 8.8 on "A person with a severe hearing
define their preferences as a combination of modality and  |loss". That scenario also explains how the combination of
language and cultural preferences. An example is people the profile concept and the Universal Communications
with a visual impairment who would typically prefer audible |Identifier (UCI) concept (see clause 4.7.1) may further
information that matches their language and cultural enhance usability.

preferences.

Modality and language personal preferences can be very
valuable for communication between people with a
disability and other people. An example is a person with a
severe hearing loss who uses an automated system which
recognizes his sign language and converts it to speech in a
choice of languages.

15.4.3 Default values and templates

Templates[i.3] that contain typical rules and settings will be of particular benefit in the initial configuration of profiles.
First time users could set up their profiles by using a wizard and templates. The wizard guides the user by explaining
and proposing a set of templates that suit different group of users, roles and situations. These different types of
templates may propose relevant settings and rules as default values.

The use of templatesis useful asit iseasier if information is aready filled in as suggestions or default values as starting
points and the user can choose to accept it or otherwise select available alternatives. A wizard could ask the user some
guestions in order to suggest templates that suit various categories of user in their different roles and situations. Further
details on default values and templates are described in [i.3], clause 9.

Templates may be provided by profile providers, service providers, device manufacturers, affinity groups, corporate and
club administrators, and by the users themselves. It should be possible for users to create new templates by customizing
existing ones.

When creating templates, the following will need to be considered [i.3]:

e  Which preferences, settings and rules can be assumed to be appropriate defaults for atarget set of users, roles
and situations. These default parameters should be acceptable to a maximum (such as "at least 90 %") of the
target communities.

e  Which default values could be set by valuesin the user's base profile (if specified in the base profile).

. The scope of application of atemplate and the granularity of information. The rangeisfrom avery detailed
and comprehensive template for avery specific purpose to more general templates that apply to a wide variety
of applications.

e  The methods used for the creation and modification of templates.
. If atemplate needs to be a creation template or alive template (see clause 9.4 of [i.3]).
. In what way changesto live templates will affect existing profiles that were based on these templates.

e  What privacy issues need to be reflected in the templates?
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. Which items in the template define things that the user can subsequently alter and which items will have fixed
values.

e  Which preferences and settings are related and may be grouped together.

15.4.4 Rules

Rules can be used to define preferences. For simplicity, only the issue of language preferences have been addressed in
detail. The same principles can apply for other preferences.
15.4.4.1 The concept of a rule

Users often express conditional phrasesin their everyday life. When doing so, they express rules (even if they do not
call them rules) such as"WHEN it rains, THEN | bring the umbrella". This concept is also useful when defining
language preferences.

Many users have simple preferences as they only know one or two languages which can be defined in a simple way by
choosing the preferred language. However, some users who know several languages might have more complex
requirements about the circumstances in which they wish to use each language. The flexibility of rules makes them
useful for defining preferences for language negotiation.

Users may define rules which permit maximum flexibility when defining their language and cultural preferences and
needs. The rules may take into account a combination of factors such as:

. levels of the users' language skills in each defined language;

. preferred cultural settings depending on the situations, such as currency to be used at home or when travelling
abroad;

. different user roles (e.g. business, private) and different situations (e.g. at home, at a PIAP) and the context of
use (e.g. searching for travel information, shopping).

15.4.4.2 Conditions and actions

Rules consist of one or more conditions (e.g. "When it rains") and one or more actions (e.g. "bring the umbrella").
When defining language preferences then the action would be the choice of one or several language preferences. Users
should be given the option to define a condition first and then the language option (action) - or the other way around,
first define language option and then condition(s). Alternative actions could be defined by using " Otherwise".
15.4.4.3 Examples of rules

There are different ways of defining and expressing rules. These are described in EG 202 325 [i.3], clause 8.

Here are some examples of different types of conditions:

EXAMPLE 1: When Roleis Business, Then Language is English.

EXAMPLE 2. When Roleis Private, Then Language is Swedish.

15.4.4.4 Rule exceptions

Exceptions are circumstances where that rule does not apply. Users may define arule and then define zero, one or
several exceptions. Defining rule exceptions could also be compared to defining alternative actions by using the specific
word "Otherwise". An example of an exception would be:

EXAMPLE: When Textual information isin French And French isthe original language, then Language is
French, Otherwise the Language is English.
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15.4.5 Address book

The address book contains the user's contact information useful for communication services (e.g. email, VolP,
messaging). The information in the address book could be used to set up filtering rules related to the user's preferences
about using these communication services.

Language preferences of the contacts can also be stored in the address book. This information can be used when
communicating with each of these contacts. For example, if a contact's language is stored in their address book record,
then their language preferences would then ensure that the appropriate language is selected for writing messages to that
person. This solution could also be used for the spell checking when writing emails.

16 Guidance

16.1  Guidance principles

One characteristic of a PIAP is that there could be avery diverse mixture of potential users. These users could vary
according to their familiarity with:

e  the gpecific PIAP (or with other PIAPs owned by the same PIAP provider);
e  theuseof the Internet;

e  theuseof computers;

. the specific applications used at the PIAP workstation;

e the PIAP workstation hardware (e.g. especially the keyboard layout);

e  the payment methods used at the PIAP,

. the features provided in the PIAP that can be used to help them overcome barriers related to any disabilities
that they may have.

In addition, in many PIAPs the users may be from awide range of cultural and linguistic backgrounds.

In order that PIAP users are able to make full use of the PIAP and all its facilities and features, it will be necessary to
provide some guidance to help them overcome the potential difficulties that they encounter due to the issues introduced
above. The following clauses indicate different approaches that can be taken to giving PIAP users the guidance that they
require.

16.2 Guidance from PIAP assistants

Clauses 7.2 and 9.6 indicate the many waysin which PIAP assistants can provide assistance to PIAP users. PIAP
assistants are potentially the most flexible way to provide assistance to users. There will also be some users who will
have a strong preference for having a person to assist them rather than having to find out for themsel ves how to use the
PIAP by reading the guidance material provided.

PIAP assistants are not suitable as the only form of user guidance for a number of reasons that include the following:

. Itisunlikely that sufficient PIAP assistants could economically be provided in a PIAP to offer the on-demand
assistance to the many users that could simultaneously request it.

. It would require agreat deal of training of PIAP assistants before they could be relied upon to instantly know
the answer to most of the questions that they may be asked.

. Only PIAP assistants with significant training or experience in dealing with people with disabilities would be
able to provide the specialist assistance that may be required to assist PIAP users with uncommon
(combinations of) disabilities.
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Guidancefrom PIAP assistants

Recommendation 16.2.a: Wherever possible, PIAP assistants should be provided to assist users to make full use of the
PIAP.

Recommendation 16.2.b: PIAP assistants should not be relied upon as the sole means of providing guidance to PIAP
USers.

16.3  Guidance from printed documentation

One of the most common and simple methods of providing guidance to PIAP users is by means of the provision of
printed documentation. This documentation may be in the form of notices on the walls or the notice boards of a PIAP,
instructions sited on or immediately adjacent to a piece of equipment, free-standing notices or booklets provided near to
the place at which they will be needed (e.g. workstation, payment machine, printer).

Two immediate benefits of printed documentation are that its availability is not dependent on:
. the presence or availability of a PIAP assistant;

e thecurrent state of the device or system (e.g. PIAP workstation or payment machine) to which the guidance
material relates.

Also, unlike on-screen guidance (see clause 16.4), the quantity of the guidance material provided is not constrained by
the amount of information that can be presented on a screen. It is also not constrained by the concern that the on-screen
guidance information can very easily hide the user interface features to which the guidance is related.

However, there are also a number of limitations of printed documentation. These include the fact that it:
. can be more costly to prepare than on-screen material (e.g. the cost of binding or mounting materials);

. is subject to accidental or deliberate damage and consequently has to be specially protected or frequently
replaced;

. cannot be as easily and frequently updated as on-screen guidance material;

. the surfaces or space for mounting or storing printed documentation may be very limited.

Guidance from printed documentation

Recommendation 16.3.a: Printed documentation may be provided in the form of notices on the walls or notice boards
of aPIAP, instructions sited on or immediately adjacent to a piece of equipment, free-standing notices or booklets
provided near to the point at which they will be needed.

Recommendation 16.3.b: Printed documentation should be protected from accidental or deliberate damage, or
frequently replaced.

Recommendation 16.3.c: Printed documentation should be updated when the information contained in it is not valid
anymore.

16.4  On-screen guidance

The provision of on-screen guidance material is obvioudly an attractive option and has a number of inherent benefits.
These benefits include:

. the guidance can be presented at the exact point where the user is already focussed (i.e. the screen);

the guidance can be presented in short segments that are focussed on the current step of a user'stask;
. the user can quickly find information by using the automatic search/find functionality;

. blind users or those with visually impairments have a better chance of getting access to adapted information in
on-screen guidance (e.g. by getting larger text or by listening to text);

e  theguidance material can befairly easily and regularly updated to match any changesto the PIAP hardware
and software;
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. manufacturer provided guidance material for the operating system and software of the PIAP terminal is aso
available in an on-screen form as "Help" files and this can forma a part of the overall on-screen PIAP
guidance;

. it is possible to consider providing on-screen guidance material in many more languages than is possible for
printed guidance material because only a single language version of the guidance will be displayed to a user
whereas printed guidance would have to be presented as a single multilingual document or a set of language
specific documents.

However on-screen guidance has disadvantages that include:
. users may find it difficult to access the on-screen guidance material;

. presentation of on-screen guidance material may disrupt the user's ability to use and comprehend what the
current user interface context is (i.e. what is being shown to them behind the window showing guidance
material);

e itcanbedifficult to present on-screen guidance in away that allows quick and comfortable browsing of long
and complex guidance material (where paper based booklets than can be quickly browsed may be preferred);

. the user might feel stressed while consulting the information as their session time is being consumed, in
particular if they perceive the session time as expensive.

16.5 Choice of methods to present guidance

The previous clauses make it clear that no one method of delivering guidance materia is perfect in all circumstances. In
practice, a combination of methods is frequently the best solution. The specific circumstances of each PIAP should be
considered in making choices about how best to deliver guidance information. In addition, small-scale trials of
alternatives, or at least the proposed methods of delivery, should be attempted before committing to afinal plan for how
to deliver guidance information. However, the following points can be considered in making initial choices of how to
deliver guidance:

. Printed guidance information is a good choice for information that it is of benefit to know before commencing
or paying for aPIAP session (e.g. what facilities are provided at the PIAP, what forms of payment are
accepted, in what languages the PIAP can be configured).

. Simple on-screen information can be a useful method to guide a user through any registration, payment or
initial logon procedure.

o Itisalso beneficial to have information on how to logon, logoff and how to change language, as printed
instructions attached to the workstation desk or any panelsimmediately adjacent to the desk.

. On-screen information, in the form of help files, is an appropriate way to present information about the PIAP
operating system and applications.

. A simple large print printed instruction that directs people to seek the help of a PIAP assistant may be the best
way of helping people with disabilities who are uncertain about how to optimize the PIAP configuration to
meet their needs.

Choice of methodsto present guidance

Recommendation 16.5.a: Provide printed guidance for information required by the user prior to starting or paying for a
PIAP session.

Recommendation 16.5.b: Provide both printed and on-screen information to guide the user about logon, logoff,
language change and registration procedures.

Recommendation 16.5.c: Provide on-screen presentation for help files about the PIAP operating system and
applications.

Recommendation 16.5.d: Provide asimple large print printed instruction that directs people to seek the help of aPIAP
assistant to help them optimize the PIAP configuration to suit their disabilities.
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16.6  Sources of help on authoring guidance material

Understanding the best ways of presenting guidance and instructional material isalarge and complex topic. Therefore,
including sufficient detailed guidance on how to present guidance materia is beyond the scope of the present document.
However there are a number of good general sources about how to present such material and also some other sources
more specifically relevant to the domain of PIAPSs.

One of the most definitive general sources of guidanceis |EC 62079 [i.12]. Very good practical guidance on all aspects
of the process of producing instructional material, including consideration of |ess obviousissues such aslegal liability
issues, is contained in [i.31].

Although it istargeted at providing advice for stakeholders in the mobile telecommunications marketplace,

EG 202 417 [i.5] provides high quality recommendations of relevance to both printed and on-screen guidance material.
It also provides extensive recommendations about the processes for the production and testing of guidance material as
well as a detailed consideration on the production of information in arange of different languages.

Clause 7.8, in EG 202 116 [i.2] provides a large quantity of detailed recommendations related to all types of user
guidance material including audio and multimedia presentation of guidance information.

ETR 167 [i.6] was based upon alarge amount of careful study and user testing to determine the best methods of
providing instructional material for public payphones. In many ways the context of use of aPIAP isvery similar to that
of apublic payphone as both cater for a diverse range of users with varying levels of knowledge and expertise and who
may speak arange of different languages. The similarity between Internet kiosks and public payphonesis even greater
as both of these have a similar form (freestanding object) and usage pattern (walk-up and use) and both are usually used
by people who are standing. Because of these similarities between PIAPs and public payphones, the recommendations
made in ETR 167 [i.6] are particularly relevant for PIAPs. These recommendations fall under a number of categories
that include advice on the layout and content of the guidance material and how to present sequential instructions for
multi-step processes. There is also advice on the use of symbols and multiple languages.

Aswell as having a close relationship with public payphones, Internet kiosks and other PIAPs also share characteristics
with Automatic Teller Machines (ATMSs) as both are used by a very diverse group of users, have card reading facilities
and involve awalk-up and use style of usage. The Australian Bankers' Association Industry Standards on ATMs and
EFTPOS[i.14], [i.15] provide useful recommendations related to user guidance, (as well as on awide range of other
topics).

17 Maintenance

17.1 Motivation

There are different stakeholders with an interest in the appropriate maintenance of PIAPs. Each of these stakeholders
has a different motivation:

. Users: The main motivations for users are:

- Good maintenance will ensure that all equipment and services work, so that nobody is prevented from
using the PIAP. From an accessibility point of view, awell maintained PIAP will be more accessible.

- Users will feel more comfortable and will be likely to rely more on the PIAP provider if everything
works properly. Thiswill aso be beneficial for the PIAP provider, as more users will be willing to make
use of the PIAP more frequently.

. PIAP operators: The main motivations for PIAP operators are:

- For commercially provided PIAPs, good maintenance will ensure that all the devices and services that
the PIAP provides are avail able to the users, which should increase profitability. Insufficient
mai ntenance can result in some devices or services not working properly, which makes them unavailable
to users. Thiswill result in afinancial loss for the PIAP provider. This concept is highly related to
sustainability (see clause 6).
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- For publicly provided PIAPs, directly run by alocal body (e.g. a council, alibrary) or by a subcontractor,
the success of the PIAP will normally be measured by frequency of usage. One of the factors that can
contribute to a higher usage is good mai ntenance (see the points above related to users). If the usage of
the PIAP is not as high as expected, then the funding from public bodies might stop.

Public bodies: The main motivations for public bodies are:

- Public bodies will be generally interested in complying with the social purposes that they intended when
funding the setting up of PIAPs (e.g. overcoming the digital divide). Good maintenance can contribute to
ahigh level of usage of the PIAPS, and hence to complying with those purposes.

- When combining PIAPs with services of social benefit (see clause 6.4), a higher PIAP usage can result in
a higher usage of those other services (e.g. library). Hence, good maintenance of PIAPs can result in
higher usage of those services.

Types of maintenance

17.2.1 Local maintenance

In manned Pl APs, the maintenance is normally done by the staff at the PIAP. Depending on the skills of the PIAP staff,
this mai ntenance can be:

Simple tasks (e.g. changing the printer paper, helping users to make use of the PIAP). In this case, when there
isamore complex issue (e.g. acomputer does not boot, there is a problem in the building), they may call a
central office that may take the actions needed (e.g. call a computer expert, call a plumber), or they can also
take those actions themselves.

Maintaining the cleanliness of the PIAP is an important maintenance task. Regular cleaning of the items which
PIAP users touch, such as the keyboard and mouse, is particularly important to ensure an adequate level of
hygiene.

More complex tasks related to maintenance of the equipment. PIAP staff can be highly computer skilled and
hence most of the maintenance tasks related to issues in the terminals, peripherals, other electronic equipment,
and the software related issues, can be undertaken by them. In this case, when there is a maintenance problem
in the building they will normally call a central office that may take the actions needed, or they can also take
those actions themsel ves.

Surveillance tasks, in the sense of preventing users from stealing or damaging PIAP equipment (e.g. terminals,
workspace furniture). The presence of the PIAP assistants or any other staff islikely to act as a deterrent to
stealing or damaging the equipment.

17.2.2 Remote maintenance

In unmanned PIAPs, it is especially important to have even better maintenance procedures, as there is nobody in the
PIAP supervising the equipment, the building and the users' behaviour. In this case, remote maintenance is normally
done. For thistask to be accomplished, some specific tools are needed:

Remote monitoring software: Thisis software running in a central server that monitors the local equipment of
the PIAP.

All the devices of the PIAP should inform (e.g. send an event to) the remote monitoring software when a
problem arises (e.g. a peripheral is disconnected, there is a new update pending, a software error has occurred).

It is also important that the remote monitoring system polls periodically al the devicesin the PIAP to
determine their status (e.g. to check whether or not the terminals are running).

The remote monitoring system normally has a graphical console where alarms are triggered when there is any
problem with the devices of the PIAP. This console is monitored by a remote operator who, when an darmis
triggered, will take the actions necessary to solve the problem. The action taken to solve the problem may be a
remote intervention, or it can result in someone going to the PIAP to make alocal intervention.
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. Remote surveillance system using video cameras: This system can substitute for local staff in the task of
deterring people from stealing or damaging PIAP equipment (e.g. terminal's, workspace furniture) or detecting
if they do so. The presence of the camerais also likely to make the customers feel more secure against being
attacked or robbed.

Sometimes the remote monitoring cannot detect all the maintenance problems that may arisein a PIAP, especially
problems related to the workspace furniture (e.g. desk, chair) or the building (e.g. a broken door handle, a broken tap in
the toilet). There is a need for some complementary actions to be taken to detect these problems, for example:

. Some maintenance person employed or subcontracted by the PIAP operator could visit the PIAPs periodically
(e.g. once every two weeks) to seeif there is an undetected problem.

. A method of reporting problems at the PIAP should be provided. This could be by using a direct voice
connection to a helpdesk, or users can report problems by filling in an on-line form, or by using a messaging
system. The PIAP should provide contact information and inform users about aternative ways to report
problems.

17.2.3 Mixed maintenance

In amanned PIAP, where staff undertake the tasks explained in clause 17.2.1, there can also be a remote monitoring
system that monitors the status of all the devices of the PIAPs owned by the PIAP provider, as explained in
clause 17.2.2.

Thisform of mixed maintenance is normally used by PIAP providers that run multiple PIAPs and that need to have
more standardized and quick procedures to detect and solve the maintenance problems that could arise in their PIAPS.

PIAP maintenance

Goal 17.2.3.a: PIAPs should have an adequate level of maintenance that ensures that all the provided devices are kept
in good condition and all the offered services are available to users.

Recommendation 17.2.3.b: If the PIAP is manned, the staff in the PIAP should do at |east the basic maintenance tasks
(e.g. changing the printer paper, helping users to make use of the PIAP) and surveillance tasks. It is aso desirable that
the skills of the staff allow them to do more complex maintenance tasks related to issues in the terminal's, peripherals,
and in other electronic equipment, as well as deal with the software related issues.

Recommendation 17.2.3.c: Maintaining the cleanliness of the PIAP is an important mai ntenance task. Regular
cleaning of the items which PIAP users touch, such as the keyboard and mouse, is particularly important to ensure an
adequate level of hygiene.

Recommendation 17.2.3.d: Either when the staff's skills do not allow them to do complex maintenance tasks, or when
staff are not able to solve some issue, the PIAP provider should provide a procedure so that staff are able to report these
issues so that they can be solved by athird party.

Recommendation 17.2.3.e: If the PIAP is unmanned, the PIAP provider should have someone (either a person
employed directly by the PIAP provider, or athird party maintenance company) who visits the PIAP periodically to do
basic mai ntenance tasks when needed, or report when a more complex issue arises.

Recommendation 17.2.3.f; If the PIAP is unmanned, the PIAP provider should have a remote monitoring system that
detects when a device or service is not working properly, and that enables necessary maintenance to be carried out. This
is al'so recommended for manned PIAPSs, as a complement to the local maintenance tasks.

Recommendation 17.2.3.g: A method for PIAP users to report problems at the PIAP should be provided.

17.3 Iltems to be maintained/monitored

Thereis awide range of items that may be subject to maintenance, monitoring or surveillance. The following
non-exhaustive list, tries to enumerate some of the most common ones:

e termina softwareissues, including:
- logon system,
- billing system,;
- virus aerts,

- hacking alerts;
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- operating system updates management;
- filtering (e.g. for preventing children from accessing unsuitable web sites).
terminal hardware problems,

peripherals (e.g. mouse, keyboard, screen, adapted peripherals), specifically when they are connected or
disconnected from the terminal;

payment machine;

printer;

surveillance cameras;

broadband connection throughpuit;

software in the server - if thereisaserver in the PIAP (e.g. authentication server, billing server, database);
workspace furniture (e.g. desk, chair);

building (e.g. floor, walls, doors, door handles, toilets);

access to the building (e.g. remove snow and ice).

18

The benefits of PIAP terminal enhancements

It has been assumed that the most basic PIAP terminal will just be a basic computer, screen, keyboard and pointing
device. It will only run software that allows the user to perform basic registration and payment tasks and browse the
Internet using a simple Internet browser. This most basic PIAP will have no audio input or output, no camera and will
not allow the connection of any external devices.

Any featuresthat are added to a PIAP that extends it beyond this most basic minimum:

will bring benefits to users by offering them enhanced capabilities that they value;

will bring benefits to the PIAP provider by attracting a wider range of users by adding those who either want
or need these extra facilities;

may increase the cost of providing and maintaining a PIAP terminal;

may add associated risks and problems for the PIAP provider.

The benefits and disadvantages of various aspects of a PIAP are discussed throughout the present document, but table 3,
summarizes some of the more significant potential effects of adding enhancements to a base level PIAP.
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Table 3: The effects of adding enhancements to a base level PIAP

PIAP feature

Benefits to users

Types of user attracted

Potential disadvantages

USB sockets provided for
use by PIAP users

Enables users to:

bring their own data;

store data obtained during
their PIAP session;

run specialized software;
connect audio headsets;
connect special peripherals
such as assistive devices
deal with their photos taken
by digital cameras (e.g. put
them on an online album or
send photos to friends).

This should attract :
business users who carry
their own data or specialized
programmes with them;
people wanting to listen to
online audio material;
people with disabilities who
use assistive devices;
people who are travelling
and needs to "empty" their
memory of their cameras, or
just send their own "post
cards".

It is much easier for a PIAP
user to introduce malware
into the PIAP workstation
(this effect can be nullified
when the PIAP workstation
software environment is
rebuilt between each user).

Video replay software
together with USB and audio
output sockets

This allows users to play
online video and audio
material.

This should attract a wide
spectrum of users,
especially the younger
segment of the marketplace.

No additional risk to the
inclusion of USB sockets
other than potential liability
for the playing of illegal
video content by users.

A DVD-ROM drive, together
with video replay software,
and USB + audio output
sockets

This allows users to play
their own audio or video
content together with online
video and audio material.

This should attract a wide
spectrum of users,
especially the younger
segment of the marketplace.

This carries the additional
danger that malware may be
loaded from the DVD-ROM
disc loaded into the
DVD-ROM drive.

Internet telephony software
together with USB and audio
input and output sockets

This allows users to make
voice calls from the PIAP if
they are subscribers to the
Internet telephony service
provider (or are able to
establish a temporary
arrangement with that
provider).

All people who are travelling
and wish to speak to people
at home at a competitive
cost.

Extensive use of voice
telephony in a PIAP may
cause:

a high noise level that will
disturb other PIAP users;

a high load on the Internet
connection to the PIAP site
which could impair the
quality of the voice calls and
other Internet activity.

A video camera and
software that can provide a
"Total Conversation" service

A "Total Conversation"
service gives users a rich
communication service that
offers the freedom to
communicate in any mode,
such as voice, video, or text.

"Total Conversation" could
be offered as a service that
would be very attractive to
all people, including people
with a range of disabilities.

Multiple simultaneous total
communication sessions
would provide similar
disadvantages to those
listed above for Internet
telephony. It is possible that
the noise level could be less
(due to the non-speech parts
of the dialogue) but the load
on the Internet could be
higher.

Displaying continuous
real-time information (e.g.
information in railway
stations on arrivals and
departures)

A PIAP terminal could
provide people near the
terminal with full-screen
information services when it
is not being used and could
provide PIAP terminal users
with notification of significant
events by means of an
information area on the
screen or by time-restricted
popup information boxes.

People visiting the building
in which the PIAP is located
may be attracted to use the
PIAP when they read
information from the PIAP
terminal displays.

The information display
facility will disappear (or be
limited to those actually
using the terminals) when all
the terminals are in use.
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19 Need for further guidance and standards

There are afew areas where it is not possible to recommend a fully adequate solution for users because of the lack of
relevant standards or policies. Creating the required detailed standardized solutions is outside the scope of the present
document, but these areas are recommended for possible further standardization work.

19.1 Keyboard issues

The natural choice when establishing a PIAP would be to use the standard national keyboard for the location where the
PIAP is situated. The alternative in areas where the mgjority of visitorsto the PIAP are expected to be visitors from
other countries would be to use a keyboard that is widely used worldwide (e.g. US English keyboard).

Where a national keyboard is used, visitors from other countries will frequently encounter difficultiesin being able to
generate certain characters from the keyboard. This can frequently apply to many of the symbols commonly used in
writing e-mail or web addresses (e.g. : / @ _ -). They may either not find the desired characters marked on the keyboard
or they may find the characters marked but be unable to identify the simultaneous key presses necessary to generate the
character.

Where people use a more commonly used keyboard with which they have some familiarity, including their own
national keyboard, they may be unfamiliar with how infrequently used characters can be generated. In a PIAP context,
the generation of these charactersislikely to be a more common occurrence because:

. some of the software applications used or local websites visited may request the user to input national
characters that are unfamiliar to the PIAP user;

e  theuser may wish to, or in some cases be required to, correctly spell the name of a person whose name
contains unfamiliar characters.

Currently, many people will experience great difficulties in understanding how to generate characters in languages that
contain characters with a number of unfamiliar diacritics. Work is currently underway in CEN to investigate the best
solutions to supporting the easy generation of afull range of characters including those with unfamiliar diacritics and
some of the more common characters used in using e-mail and the Internet.

19.2  PIAP specific guidance and standards

The present document references standards and guidance material from a number of sources that are potentially relevant
to PIAPs, but which have either a very general focus or afocus on arelated topic such as guidelines for ATM machines
or public payphones. Although such documents are referred to throughout the present document, clauses 9.5 and 16.6
identify a number of such documents.

There would appear to be a significant benefit in the bodies that have produced such standards and guides to consider
updating these documents to cover PIAPs or, to produce PIAP specific variants of the origina documents. The present
document would form a very significant input for bodies who wish to update or supplement their existing standards and
guidesto focus on PIAPs.

The ITU-T have aready stated a clear aim that they wish to take the present document and look at how it could be put
into a context which also addresses the needs of |ess developed nations (which were outside the scope of the present
work).
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Annex A (normative):
Collective table of recommendations

A.1  PIAP premises

A.1.1 Names and symbols

Names and symbols

Recommendation 9.2.2.a: The name or symbol of the PIAP should indicate the functions provided by the PIAP. A
combination of simple words and symbols identifying the functions may be useful.

Recommendation 9.2.2.b: The name or symbol of the PIAP should have words and symbols that can be internationally
understood.

Recommendation 9.2.2.c: Use familiar terms related to the Internet as part of the PIAP name e.g. "Web", "www", " @"
symbol, "Internet”, "Internet Café", "Cyber", "Cyber Café", "net", "Internet Spot", "Wi-Fi Spot".

Recommendation 9.2.2d: Theterm PIAP is not commonly recognized by the public and should not be used as part of
the name.

A.1.2 PIAP accessibility

A.1.2.1 Location related accessibility issues

General location related accessibility issues

Recommendation 9.3.2.a: There should be various means to get information on where to find a PIAP which is adapted
to people with disabilities, e.g. web pages that provide search criteria on adaptation for people with disabilities, or an
option to phone a disability organization or public service that could provide information on adapted PIAPs.
Recommendation 9.3.2.b: Electronic wayfinding and signage systems based on Bluetooth or Wi-Fi should be
provided.

Recommendation 9.3.2.c: Public equipment should be placed in "accessible" places.

L ocation related issues associated with sight impair ments

Recommendation 9.3.2.d: Directional signs should be placed so that they are easy to locate.
Recommendation 9.3.2.e: Directional signs should be printed in large letters.

Recommendation 9.3.2.f: Directional signs should also be provided in Braille.

Recommendation 9.3.2.g: Directional contrasted and standardized colours should be used.
Recommendation 9.3.2.h: Large, contrasting, LCD screens should be used for the display of location related
information.

Recommendation 9.3.2.i: Wayfinding and signage should be shown in contrasted large displays.
Recommendation 9.3.2.j: Written information should also be provided in an audio recorded form.

L ocation related issues associated with hearing impair ments
Recommendation 9.3.2.k: Signsfor loop systems other forms of amplification or signage should be provided.

Location related issues associated with dyslexia and reduced language compr ehension
Recommendation 9.3.2.1: Standardized icons or words should be used in signage.

Location related issues associated with cognitive impair ment

Recommendation 9.3.2.m: Directional signs should be placed so that they are easy to spot.

Recommendation 9.3.2.n: Standardized icons, pictograms, or words should be used where relevant, combined with
speech output.
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A.1.2.2 Accessibility of the building where the PIAP is located

Accessibility of the building

Recommendation 9.3.3.a: Public transportation should be available to get to the PIAP. The path from the nearest
transportation stop to the PIAP should be accessible [i.22].

Recommendation 9.3.3.b: A public parking area should be available near the PIAP. Some parking spaces should be
reserved for people with disabilities with the appropriate space around them to be able to get out of thecarina
comfortable way. The path from the nearest transportation stop or parking to the PIAP should be accessible.
Recommendation 9.3.3.c: There should not be level changesin the building (including the entrance). If there is any
changein level greater than 13 mm, then a curb ramp, ramp, elevator, or platform lift shall be provided.
Recommendation 9.3.3.d: If aramp is provided, the least possible slope should be used. The maximum slope of a
ramp in new construction shall be 1:12. The maximum rise for any run shall be 760 mm.

Recommendation 9.3.3.e: The use of automatic opening doorsis recommended. Where this cannot be done, it shall be
possible to push the door open from either direction.

Recommendation 9.3.3.f: Doorways shall have a minimum clear opening of 815 mm with the door open 90 degrees,
measured between the face of the door and the opposite stop.

Recommendation 9.3.3.g: Doors that invade circulation space should be avoided. When dliding doors are not provided,
they should have slow automatic closing systems so that they do not remain open.

Recommendation 9.3.3.h: When providing glass doors, these should have some indicator that allows the usersto easily
identify them. It is recommended that they have a 200 mm width band that extends along all the width of the door, at a
height between 1 mand 1,5 m.

Recommendation 9.3.3.i: Door handles or latches should be placed at a height between 850 mm and 1,2 m, and their
colour should have some contrast with the door's colour.

Recommendation 9.3.3.j: Detection systems used for automatic door opening should not leave dead spaces, and should
be effective for users of different heights, such as children or wheelchair users. Opening time should be adjusted to the
time needed to cross the door by a reduced mobility person.

Recommendation 9.3.3.k: Automatic doors will have a security mechanism that will avoid the risk of trapping or
collision.

Recommendation 9.3.3.l: Idedlly, the PIAP should be located on the ground floor of the building. Where this cannot be
done, alift should be provided. The lift should conform to general accessibility guidelines related to lifts.
Recommendation 9.3.3.m When alift is provided, the lift's doors should be automatic and sliding, with a minimum
clear width of 900 mm. The approach areain front of lifts should be free of obstacles and will be 1,5 m by 1,5 m, so that
it facilitates unassisted entry, operation, and exit from them for wheelchair users or people with walking aids.
Recommendation 9.3.3.n: The minimum clear width of doors, ramps and corridors for single wheelchair passage shall
be 815 mm at a point and 915 mm continuoudly. For large corridors, the minimum width for two wheelchairsto passis
1525 mm.

Recommendation 9.3.3.0: It isrecommended that there is some clear space before and after a door, of about 1,2 m.
Recommendation 9.3.3.p: The minimum clear floor or ground space required to accommodate a single, stationary
wheelchair and occupant is 760 mm by 1 220 mm. This would affect in general in any situation where a wheelchair user
has to use any object (spacein front of a desk, space in front of an automatic payment machine, spacein alift).
Recommendation 9.3.3.g: For awheelchair user, if the clear floor space only allows forward approach to an object, the
maximum high forward reach allowed shall be 1 220 mm. The minimum low forward reach is 380 mm.
Recommendation 9.3.3.r: For awheelchair user, if the clear floor space only alows parallel approach to an object, the
maximum high side reach allowed shall be 1 370 mm and the low side reach shall be no less than 230 mm above the
floor.

Recommendation 9.3.3.s: Walks, halls, corridors, passageways, aisles, or other circulation spaces shall have 2 030 mm
minimum clear head room.

Recommendation 9.3.3.t: If vertical clearance of an area adjoining an accessible route is reduced to less than

2 030 mmin (nominal dimension), a barrier to warn blind or persons who have visual impairments shall be provided.
Recommendation 9.3.3.u: Ground and floor surfaces along accessible routes and in accessible rooms and spaces
including floors, walks, ramps, stairs, and curb ramps, shall be stable, firm and slip-resistant.

Recommendation 9.3.3.v: Users should be warned of potential hazards (e.g. obstacles), both temporary and permanent,
s0 that they can use the PIAP without injury due to unperceived hazards. Clear visible and audible signs should be
provided for this purpose.

Recommendation 9.3.3.w: It isrecommended that there is some contrast between doors, walls and floor colours, so
that they are easily distinguishable.

ETSI




95 ETSI TS 102 577 V1.1.1 (2008-09)

A.1.2.3 Accessibility of an individual workspace

Wheselchair access (Adapted from material in the CEN Workshop Agreement, CWA 14661 [i.10]):

Goal 9.3.4.a: Provide workstations that allow easy access.

Recommendation 9.3.4.b: Apply standardized dimensions for public booths ( [5] clause 3) to Internet kiosks.
Recommendation 9.3.4.c: Knee spaces at least 685 mm high, 760 mm wide, and 485 mm deep should be provided at
the workstation.

Recommendation 9.3.4.d: The chair should be adjustable and have an adequate backrest.

Recommendation 9.3.4.e: It should be possible for the chair to be moved away from the front of the desk.
Recommendation 9.3.4.f: There should be additional space at the workstation for a second person (e.g. friend, child,
assistant or care person).

Recommendation 9.3.4.g: It is desirable that there is enough space at the work station for placing objects the users
bring with them (e.g. walking sticks, pram, shopping bags, and suitcases).

Recommendation 9.3.4.h: There should be a place at the work station to put walking sticks so that it will easy to take
the walking stick when leaving (e.g. the stick could be hanging or standing as it might be difficult for a person with
impairmentsto pick it up if it islaying on the floor).

A.1.2.4 Signage inside the PIAP

Signage

Recommendation 9.3.5.a: Relevant information in the PIAP should be at least provided in avisual and audible form,
athough it is also recommended that it is provided in atactile way.

Recommendation 9.3.5.b: Floor maps of the building should be located so that they are easily seen, positioned as close
as possible to the entrance door.

Recommendation 9.3.5.c: The content or information shown in the signage should be concise, basic and uniform, and
should avoid superfluous information.

Recommendation 9.3.5.d: Signsand their support should not be a danger to people with visual disabilities.
Recommendation 9.3.5.e: It is recommended that internal routes are displayed. Thisincludes having direction signs at
the beginning and the end of the route, and where there are changes of direction. If the route is very long, additional
signs or maps (highlighting the current location) should be placed more frequently to reinforce the message. It isalso
recommended that directional signs are provided on the floor.

Recommendation 9.3.5.f: When visual signs are provided, symbol or character colours should have a high contrast
with the background, and should have an appropriate size to be easily read from a reasonabl e distance.
Recommendation 9.3.5.g: When audible information is provided, it should be provided at a volume that is easy to hear,
but not disturbing. The signal information should also be communicated through the use of inductive loops for people
who have any severe hearing loss. When possible the information should be provided in aternative languages.
Recommendation 9.3.5.h: When tactile information is provided, it should be provided by means of rough textures

(e.g. onthe floor to signal some route), or by means of embossed Braille characters at certain points (e.g. for a handrail
of astair, ramp or lift, the information should be on the internal side of the handrail at its beginning).
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A.1.3 Public hotspots

Public hotspots

Recommendation 9.4.a: The PIAP should provide information signs that show where a good wireless signal can be
found.

Recommendation 9.4.b: Power sockets should be provided so that the users have a means to plug in their own mobile
devices.

Recommendation 9.4.c: It isrecommended that network sockets are provided so that users who have mobile devices
without wireless access (e.g. old laptops) can connect to the Internet.

Recommendation 9.4.d: Power and network sockets should be provided at a suitable height so that they are easily
accessible for all users, including those with disabilities.

Recommendation 9.4.e: It isrecommended that the PIAP provide a solution so that blind people and those with vision
impairments can find the power and network socket (e.g. an embossed sign on the desk just in front of the position of
the power and network sockets on the wall).

Recommendation 9.4.f: If the wireless area is provided outdoors, appropriate socket protection against water and dirt
should be provided for network and power sockets.

Recommendation 9.4.g: Power sockets should be protected from misuse by young children.

Recommendation 9.4.h: It is recommended that the PIAP provides socket adaptors for different plugs, so that they can
be used with the most widely used power supply plugs.

Recommendation 9.4.i: Space for adaptors and for power supply should be provided. It is also recommended that the
space on which alaptop can be placed should be suitable for laptops of different sizes, as well asthat there is enough
space to place wrist rests, so that users who bring them can use them.

A.1.4 PIAP assistants

PIAP assistants

Goal 9.6.2.a: Staff should treat people with disabilities naturally.

Recommendation 9.6.2.b: Staff should understand the overall functioning of the PIAP, including the terminals,
wireless Internet, monitoring systems and accounting systems.

Recommendation 9.6.2.c: Staff should be able to assist users with payment, registration and logon.
Recommendation 9.6.2.d: Staff should match their style of interaction to the person to whom they are speaking. They
should be patient and encouraging, in particular with those users with very limited computer skills and those with low
self-esteem.

Recommendation 9.6.2.e: It is particularly important to have manned PIAPs in deprived areas.

Recommendation 9.6.2.f: In multicultural areas, it is very beneficial that the PIAP assistants are familiar with the
cultures and languages of the potential users (using people from the same cultural background can be an advantage). An
awareness of the range of socia problemsin the area will aso be extremely beneficial.

Recommendation 9.6.2.9: The dress style of the PIAP assistants should not diverge significantly from what is
considered normal in the areain which the PIAP will be located.

Recommendation 9.6.2.h: Staff will require specific training in order to learn appropriate ways to deal people with
disabilities and to gain an understanding about the use of a customer's assistive devices.

A.2 Hardware and accessories

A.2.1 Computer

Computer

Recommendation 10.2.a: The computer should be hidden in a case to leave space on the desk and to avoid deliberate
damage or theft.

Recommendation 10.2.b: The computer should be electromagnetically shielded to not interfere with users with hearing
aids.
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A.2.2 Screen

Screen

Recommendation 10.3.a: The screen should be adjustable in height and viewing angle. It should be possible to adjust
its position using only one hand, without movements that require a force of more than 22.2 N. These operations should
not require turning the wrist or the use of a pinching motion.

Recommendation 10.3.b: The viewing angle of the screen should be enough so that at least two people can read the
screen properly when sharing the same workstation.

Recommendation 10.3.c: A means of preventing unwelcome viewing of the screen by other people should be provided
(i.e. "shoulder surfing"). This can be achieved either by providing avisual barrier between desks, by means of special
disposition of terminals (e.g. zig-zag), or by means of a privacy filter to prevent other people from reading the screen.
Recommendation 10.3.d: The screen should be, at least, a19" TFT display.

Recommendation 10.3.e: The screen should be adjustable in colour, brightness and contrast.

Recommendation 10.3.f: The On/Off button on the screen should be hidden or protected, to ensure that users will not
be presented with a blank screen after the previous user switched the screen off.

Recommendation 10.3.g: The screen surface should be protected from finger prints (e.g. by atransparent cover).
Recommendation 10.3.h: The screen should be designed to avoid flickering between 2 Hz and 50 Hz.

A.2.3 Keyboard

Keyboard/K eypad

Recommendation 10.4.a: The choice of keyboard layout (e.g. QWERTY, AZERTY') should be made according to the
recommendations of clause 14.2.

Recommendation 10.4.b: A keyboard with a numeric keypad section should be used where space permits.
Recommendation 10.4.c: The keyboard should not be fixed to the table.

Recommendation 10.4.d: If the keyboard is fixed, it is recommended that the mid-point of the alphanumeric partisin
line with the mid-point of the screen (whether the keyboard has a numeric keypad or not).

Recommendation 10.4.e:1t is recommended that light coloured keyboards with the letters in black are provided, as they
are more easily readable by people with visual impairments.

Recommendation 10.4.f: Where dark keyboards with white letters are used, it is recommended that stickers (with
white background and large, black, and bold letters) are stuck to the keys.

Recommendation 10.4.g: An aternative to the traditional keyboard is to have software on the terminal that displays a
virtual keyboard on the screen. This may be more suitable for people with visual impairments, as the symbols can be as
large as necessary, and also the contrast and colours can be optimized.

Recommendation 10.4.h: To assist people with hand tremor provide a keyboard with raised ridges between all the keys
should be provided.

Recommendation 10.4.i: To assist people with hand tremor and those with visual impairments a keyboard with extra
large keys should be provided.

Recommendation 10.4.j: To assist people with learning disabilities a keyboard with arange of different coloured keys
on it should be provided.

Recommendation 10.4.k: There should be enough space in front of the screen to move away or unplug the keyboard,
so that it is possible to add alternative input devices.

Recommendation 10.4.1: Free-standing wrist rests should only be supplied to those users who specifically request
them.

Recommendation 10.4.m: The force needed to activate the keys of the keyboard should be 22.2 N maximum. It isalso
recommended that the keystroke should give a tactile and audible sensation to the user.

Recommendation 10.4.n: It should be possible to sense the keysin atactile way. It also is recommended that they are
not activated just by touching them, but that some pressure and/or movement is required.

Recommendation 10.4.0: Colour should not be the unique way to distinguish between keys e.g. for some functionsit
may be necessary to add tactile indications to differentiate between keys.
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A.2.4 Pointing device

Pointing device

Recommendation 10.5.a: A mouse with a scrolling wheel is recommended as a pointing device.

Recommendation 10.5.b: The length of the cable of the mouse should be long enough to allow it to be moved to the
left or right side of the keyboard (depending on if the user is left- or right-handed), but not so long that it can fall down
on the floor.

Recommendation 10.5.c: An additional wrist rest for the mouse should be provided (on request) for ergonomic
reasons.

Recommendation 10.5.d: The surface on which the mouse is intended to be used should be appropriate for the
technology of the mouse.

Recommendation 10.5.e: For people with mobility impairments, the PIAP should have aternative pointing devices
available (e.g. joystick or trackball), as the best option for people with disabilities depends on the specific individual
users needs. The trackball may also be provided as an alternative to a mouse for general purpose PIAPs.

A.2.5 Connection of peripherals

Connection of peripherals

Recommendation 10.6.a: PIAPs should provide the users with the option to connect their own devices. The insertion
and extraction of the connectors should be possible using only one hand, without movements that require a force of
more than 22,2 N. These actions should not require turning the wrist or the use of a pinching motion.
Recommendation 10.6.b: The terminal should provide at |east one (preferably two or three) easily accessible USB
ports.

Recommendation 10.6.c: The terminal should provide easily accessible audio input/output connectors.
Recommendation 10.6.d: Ideally, USB ports and audio connectors should be facing the user, and at the height of the
keyboard or higher. It is also desirable that there is a clear and visible sign that indicates their presence and that thereis
atactile indicator to assist blind users or users with visual impairments to locate them.

Recommendation 10.6.e: It would be beneficial if the terminal provide the option to connect Bluetooth or Infra Red
devicesto the user.

Recommendation 10.6.f; It is recommended that headphones, if possible with built-in volume control, are provided for
those who wish to use them.

Recommendation 10.6.g: It would be beneficia if the PIAP provides the user the option to download/upload
information from/to an external device.

Recommendation 10.6.h: It would be beneficial if the terminal provide loudspeakers that could be used by users who
do not have headphones. These should be directed towards the user.

Recommendation 10.6.i: If the terminal delivers output by an audio transducer which is normally held up to the ear,
there should be a means for effective wireless coupling to hearing aids.

A.2.6 Printer

Printer

Recommendation 10.7.a: If the PIAP is manned, the assistant should have the ability to carry out the maintenance of
the printer.

Recommendation 10.7.b: If the PIAP is unmanned, maintenance activities on the provided printer should be carried
out on aregular schedule. Additional regular checks should be made, and there should also be provided arapid response
mai ntenance helpline to the users.

Recommendation 10.7.c: To address the accessibility issues, and aslong as the PIAP is manned, it would be beneficial
that a Braille printer is provided.

Recommendation 10.7.d: If aprinter is provided in an unmanned PIAP, it should be located in a clearly visible and
accessible place, so that it is easy for all users, including those with disabilities, to locate it and collect the printed pages.
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A.2.7 Camera

Camera

Recommendation 10.8.a: The camera should be placed as close as possible to the midpoint of the upper frame of the
screen.

Recommendation 10.8.b: The angle of the lens of the camera should be adjustable, so that users can adjust the image
in order that their head (or their head and hand position in the case of users wishing to use sign language) appears
correctly positioned on the screen.

Recommendation 10.8.c: The quality of the video should be at least QCIF resolution, 10 fpsto 14 fps frame rate and
with adelay of lessthan 400 msto support lip-reading and sign-language usage (CIF resolution, 20 fps and less than
100 ms give good quality).

A.2.8 Buttons and switches

Buttons and switches

Recommendation 10.9.a: Buttons and switches should be in a position where they are easy to locate and activate.
Recommendation 10.9.b: Users should be able to use a button or switch with only one hand, and its activation should
not require aforce of more than 22.2 N. These operations should not require turning the wrist or the use of a pinching
motion.

Recommendation 10.9.c: Buttons should be concave, big enough, and their surface should have a non-dippery surface.
Recommendation 10.9.d: Buttons and switches should be easy to detect by touch alone, and they should not be
activated just by touching them. It is also recommended that their state is distinguishable visualy, by touch and by
sound.

Recommendation 10.9.e: Colour should not be the only way to distinguish buttons and switches.

Recommendation 10.9.f: Those functionalities that can be activated or modified by means of buttons and switches
should also be able to be activated or modified through software.

Recommendation 10.9.g: Button and switch labels should be easily readable.

A.2.9 Audio

Audio

Recommendation 10.10.a: The volume of any audio device should be controlled by a physical or software control
(preferably both).

Recommendation 10.10.b: Where a synthesized voice output is provided, ameansto listen to it in a private and non
disturbing way should be provided. When audio headsets are provided, these should not cause interference with hearing
aids.

A.2.10 Assistive devices

Other assistive devices

Recommendation 10.11.a: It is desirable that PIAPs provide one Braille line (specifically designed for blind people to
read the content of the screen).

Recommendation 10.11.b: It isdesirable that Pl APs provide a scanner and OCR software with related software
applications, which makesit possible to listen to the content of a printed text.

Recommendation 10.11.c: Individual PIAP workstations should be fitted with an inductive loop interface connected to
the audio output of the PIAP terminal. Thisinterface can be used by the users of hearing aids with a"T" position or by
users of aloop listening headset.
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A.3 Software

A.3.1 General software recommendations

General software recommendations

Recommendation 11.2.a: Applications should follow common industry user interface conventions.

Recommendation 11.2.b: The software should be designed to minimize the number of steps that should be undertaken
to activate any option or use any functionality.

Recommendation 11.2.c: The software should allow the users to choose the input/output devices they want to use.
Hence, it should be possible to use the software effectively with any of the common input devices.

Recommendation 11.2.d: It isrecommended that the operating system allows the possibility to install keyboard or
mouse emulators by means of specialized devices (e.g. mouse control operated by eye movements).

Recommendation 11.2.e: The operating system should provide base accessihility features so that the software
applications can use them. These should be easily activated or deactivated by the users. The system should inform the
users of the accessibility features provided and the state of those features.

Recommendation 11.2.f: The software applications should use the accessibility features provided by the operating
system when needed, and should not override the accessibility features of the operating system or other products unless
this can be clearly seen to be of benefit to the user and explicitly accepted by the user.

Recommendation 11.2.g: Options to allow the user to undo any action should be provided. If an action cannot be
undone, confirmation should be requested before undertaking it.

A.3.2 Web browser

Web browser recommendations

Recommendation 11.3.a: The PIAP should use content filters to prevent access to unsuitable content when browsing
the web. The scope of the content filters may be variable to suit the requirements of different categories of user (e.g. for
adults or for young children).

Recommendation 11.3.b: The web browser should implement the W3C User Agent Accessibility Guidelines

(UAAG) [2].

A.3.3 Time related issues

A.3.3.1 Limited time for using the PIAP

Session time

Recommendation 11.6.1.a: The user should be given the option to be provided with information on how much session
timeisleft.

Recommendation 11.6.1.b: When the time limit is approaching, the system should warn the users so that they can
close al their applications before the session ends, or make necessary arrangements for prolonging the session by
purchasing more session time.
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A.3.4 Software accessibility recommendations related to
hardware devices

A.3.4.1 Keyboard

Keyboard software

Recommendation 11.7.1.a: The users should be able to activate al the functions of the software using only the
keyboard.

Recommendation 11.7.1.b: The operating system should allow the state of some function keys that are generally used
to access different functionalities (e.g. Shift, Ctrl and Alt keys) to be blocked.

Recommendation 11.7.1.c: Alternatives to simultaneous keystrokes of several keys should be provided in the software.
Recommendation 11.7.1.d: The operating system should allow the user to configure the minimum time needed to hold
down akey before it is accepted by the system.

Recommendation 11.7.1.e: The operating system should allow (minimum) the delay required to start the automatic
repetition when akey is held down, to be adjusted to 2 seconds.

Recommendation 11.7.1.f: The operating system should allow the user to configure the time threshold to accept or
reject consecutive keystrokes of the same key.

Recommendation 11.7.1.g: The software should provide key combinations that alow quick accessto the main
functions, and these combinations should be documented in a place that the user can easily access.

Recommendation 11.7.1.h: The operating system should provide a keyboard emulator that can be controlled by the
pointing device (e.g. mouse).

A.3.4.2 Pointing device

Pointing device software

Recommendation 11.7. 2.a: It should be possible to adjust the speed and acceleration of the pointer.
Recommendation 11.7. 2.b: It should be possible to emulate a multiple click by means of a single button keystroke.
Recommendation 11.7. 2.c: The buttons on the pointing device should conform to recommendations 11.7.1.c - f.
Recommendation 11.7. 2.d: The operating system should provide a pointing device emulator that can be controlled by
the keyboard.

Recommendation 11.7. 2.e: Software applications should provide aternate methods to enter information normally
entered by the pointing device.

A.3.5 Software accessibility recommendations related to other
aspects

A.3.5.1 Screen appearance

Screen appearance

Recommendation 11.8.1.a: Colour should not be used as the unique source of information.

Recommendation 11.8.1.hb: It should be possible to change the appearance of the text cursor and the mouse pointer.
Recommendation 11.8.1.c: Elements flickering in frequencies between 2 Hz and 50 Hz should be avoided.
Recommendation 11.8.1.d: Theiconsin the graphical interface should have an associate text label. It should be
possible to only show the label. It should also be possible to adjust the size of the icons and other graphical objects, and
also to move or group them.

Recommendation 11.8.1.e: The graphical interface should adapt, in terms of contrast, size and other attributes, to the
configuration defined by the usersin the operating system. Pre-defined colour combinations that are suitable to specific
groups of people with visual impairments should be provided.

Recommendation 11.8.1.f; The labels of information entry fields or form data fields should be placed as close as
possible to these fields.

Recommendation 11.8.1.g: It should be possible to activate a window by passing the pointer over it, instead of
selecting it with the mouse button.
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A.3.5.2 Sounds and Multimedia

Sounds and Multimedia

Recommendation 11.8.2.a: Audio, video or picture contents should, where relevant, be offered in an alternative format
(e.g. text description of pictures and sub-titling of video).

Recommendation 11.8.2.h: Users should be able to enable the generation of visual warnings when the system gives an
audible warning.

Recommendation 11.8.2.c: The system should provide functions that allow any textual information to be sent to a
synthetic voice output.

Recommendation 11.8.2.d: The user should be able to adjust the volume of sounds.

Recommendation 11.8.2.e: It should possible to adjust the fundamental frequency of the audible warnings.

A.3.5.3 Noaotification Messages (including warning messages)

Notification messages (including war ning messages)

Recommendation 11.8.3.a: Notification messages should be short, simple and written in easy to understand language.
Recommendation 11.8.3.b: Notification messages should be easily identifiable: they should always have a common
layout and be labelled in a standard way.

A.4  User registering and payment

A.4.1 Payment

Running out of money in a session

Recommendation 12.2.a: When the users are having a session on aterminal, and the money they have availableis
running out, the billing system should warn them in a non-intrusive way, so that they are able to end their tasks and
close al their applications before the session ends, or to load more money in their account or buy another ticket.
Recommendation 12.2.b: When the user's money runs out, the system should block the session but not close it
completely. It should also give the users some time to load more money into their account or buy another ticket.
Recommendation 12.2.c: If the system has blocked the session because the money has run out, and user has loaded
more money into their account or bought another ticket, the system should provide a mechanism to recognize this and
alow the user to unblock the session - either by entering their username and password, or by entering the username and
access code on the ticket.
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A.4.2 Payment machines

Accessibility of registering/payment machines

Goal 12.5.1.a: Registering / payment machines should be accessible to all, including elderly, those with disabilities and
people from other countries.

Goal 12.4.1.b: All users, including those with disabilities, should be able to identify the location of the

regi stering/payment machine as soon as they enter the PIAP. Methods to assist any user, regardless of disability, to
locate the registering/payment machine from the entrance should be provided. These methods should include making
the machine visible from the entrance.

Recommendation 12.5.1.c: The height of registering / payment machines should be adapted so that it can be usable by
wheelchair users.

Recommendation 12.5.1.d: The position of the coin and note slots and the return money box should be adapted in
height so that they can be accessed by wheelchair users.

Recommendation 12.5.1.e: Registering/payment machines should accept a wide range of notes and coins and give
change to the user. Thisis particularly important for PIAPs that expect visitors from outside the local currency zone,
Recommendation 12.5.1.f: Instructions should be brief and easy to understand so that it is easy for older people and
people with cognitive impairments to register, and will give information about which currency is used and which coins
and notes the machine accepts.

Recommendation 12.5.1.g: Instructiong/interactions should be available in a selectable choice of languages.
Recommendation 12.5.1.h: Instructions should be adaptable in appearance (e.g. size and colour of font, background
colour).

Recommendation 12.5.1.i: Instructiong/interactions should be available in aternative modes (written text and spoken).

A.5  User identification and security

A.5.1 Access control

A.5.1.1 Anonymity and identification

Secur e authentication
Goal 13.2.2.a: Theidentification of the user should be reliable and secure. The system will implement the necessary
security mechanisms so that it is not possible for a user to acquire the identity of another user.

Customized services
Goal 13.2.2.h: Based on the authenticated users and their preferences (e.g. stored in auser profile), the system should
have the capability to provide different customizations to the users depending on the service they are using.
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A.5.1.2 Username / password identification

Easy toread and to enter the username and password or access code

Goal 13.2.3.2.a: The username/password/access code on the ticket should be easy to read and enter into the PIAP
system.

Recommendation 13.2.3.2.b: If the password/access code is longer that five characters, then it should be presented in
chunks of three or four characters.

Recommendation 13.2.3.2.c: Whenever possible, the chunks should be of the same length.

Recommendation 13.2.3.2.d: Passwords or access codes that are issued by the PIAP should not contain any special
national characters or characters with diacritics as these may be difficult for non-national usersto find on the keyboard.
Recommendation 13.2.3.2.e: The system should provide sub-fields that match the chunks of charactersin the password
or access code on the card with the cursor automatically positioning itself to the beginning of the next sub-field when a
sub-field is completed. Alternatively, the system could ignore any spaces entered in asingle field by the user.
Recommendation 13.2.3.2.f: The size and contrast should be good enough for avoiding confusion between numbers
and letters, and in addition, a parenthesis might be used for clarification such as"1 (number one)" or "l (upper-case
letter 1)".

Recommendation 13.2.3.2.g: Wordings such as username and password should be used when supplying the user with
access codes. The codes should be entered in alogon window with input fields labelled in the same wording, and in
alternative languages.

Recommendation 13.2.3.2.h: Thetext in the logon windows should be displayed in alarge font size. Preferably, it
should be possible to display the window enlarged.

Restoring username/ password

Recommendation 13.2.3.i: The system should have the capability to obtain the username and to restore the password
given some personal data from the user (e.g. name and surname, identity number, name of pet, etc.).
Recommendation 13.2.3.j: The user should be given the option to receive the username and password in an email.

A.5.1.3 Biometric identification

Waysto improve the effectiveness of biometric techniques
Recommendation 13.2.4.6: The most frequently recommended way to use biometric authentication isin combination
with a"regular" (ssimple) password or atoken (two-factor authentication).

A.5.2 Access to user's data

A.5.2.1 Stored information about customers

Stored infor mation about customers

Recommendation 13.3.1.a: PIAPs keeping information about their customers, such as a subset of their personal data
related to payment and personalization, should be protected from access by the wrong people.

Recommendation 13.3.1.b: Users should be given the opportunity to get information about what datais stored by the
PIAP.

Recommendation 13.3.1.c: Users should be given the opportunity to get information on the level of protection of their
personal data stored by the PIAP.
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A.5.2.2 While using the terminal

A5.221 Prevented unauthorized access to typed, displayed or stored personal data

Preventing unauthorized accessto typed, displayed or stored personal data

Goal 13.3.2.2.a: Other people should not be able to access any personal or private information related to a PIAP user.
Recommendation 13.3.2.2.b: Terminals should be placed in such away that unauthorized people are prevented from
coming close to the keyboard or screen e.g. by means of by means of a special disposition of terminals (e.g. zig-zag) or
avisual barrier between them.

Recommendation 13.3.2.2.c: A filter, allowing only the person sitting in front of the screen or very closeto it

(e.g. friend, assistant) to see the content, may be attached over the screen.

Recommendation 13.3.2.2.d: Any information that a PIAP keeps about its customers, such as a subset of their personal
datarelated to payment and personalization, should be protected from access by the unauthorized people.

Ab5.2.2.2 Key logger

Key logger

Recommendation 13.3.2.3.a: PIAP providers should not install key loggers.

Recommendation 13.3.2.3.b: If a PIAP provider installs a key logger, then the logged data should be protected from
misuse.

Recommendation 13.3.2.3.c: If a PIAP provider installs a key logger, then the users should be informed that a key
logger is running on the PC.

Recommendation 13.3.2.3.d: Users should not be able to install key loggers at the PIAP.

A.5.2.3 Leaving the terminal

L eaving the terminal

Recommendation 13.3.3.a: It isimportant that users personal data do not remain available (for the wrong people) in
the network after the user has left.

Recommendation 13.3.3.b: If users leave the terminal without logging out, the system can log them out automatically
(e.0. triggered after a certain time or by a sensor).

Recommendation 13.3.3.c: Before an automatic logout, the users should be informed that they may be logged out very
soon, unless they cancel the operation.

Recommendation 13.3.3.d: At the end of a user session the compl ete software environment should be removed, and a
new OS images should be restored from a central server.

Recommendation 13.3.3.e; Alternatively, if Recommendation 13.3.3.d is not implemented, all user data stored during
the session should be automatically removed from the terminal immediately when the users have finished their sessions.
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A.5.3 Privacy management

Privacy levels (from clause 13 in [i.3])

Goal 13.4.2.a: Users should be offered default settings at a sufficient level of security that is appropriate to the data
stored or transmitted.

Goal 13.4.2.b: There should be a common security level at which user identity needs to be verified. The authentication
can be controlled in different ways such as one or more of a range of aternative authentication schemes, restrictionsto
passwords, and choice of authentication method.

Recommendation 13.4.2.c: There should be a mechanism to inform a user whenever any information in their profile
above a selected privacy level isread by an external entity, along with identification of that entity.

Recommendation 13.4.2.d: When communicating with devices and services, the profile processing agent should
respect user and legally required privacy requirements (see clause 13.5).

Recommendation 13.4.2.e: There should be a mechanism for the user to be informed about any changes of security
level.

Recommendation 13.4.2.f: All elements of any profile need to have selectable levels of information sharing to specific
single entities or to awell known sharing group, such as Friends, Family, Business Associates, Buddy Lists.
Recommendation 13.4.2.g: Security levels should have common definitions between entities, so that users can share a
common expectation.

Recommendation 13.4.2.h: A new user's default start-up security profile should be preconfigured with default security
levels. The user may redefine the security levels at any time.

Recommendation 13.4.2.i: The users should be able to easily understand, chose and apply their desired security
policies.

Recommendation 13.4.2.j: The profile provider should apply the appropriate level of security to the transfer of the
data.

Recommendation 13.4.2.k: Accessto profile data should be limited to the subset of data required to perform the given
service or function.

Recommendation 13.4.2.1: There should be a mechanism for informing the user about any identified security breaches.

A.5.4 Privacy policies

Privacy policies (from clause 13 in [i.3])

Guideline 13.5.a: Mechanisms that respect user's personal preferences with respect to the privacy of their personal
information should be used. At this time, mechanisms that are based upon the W3C's P3P recommendation [3] should
be used for web based services.

Guideline 13.5.b: Users should be provided with feedback on whether their privacy preferences are being respected.
Users should be given positive indications that their privacy preferences are being met. Where their privacy preferences
cannot be met, users should be informed and offered an option that ensures that their privacy preferences will not be
violated.

Guideline 13.5.c: Users should be provided a mechanism to request details of any information stored about or relating
to them.

A.5.5 Privacy regulations

Privacy regulations
Goal 13.6.a: PIAP operators need to comply with lawful interception and other regulator requirements may imply that
PIAP users dataisretained for a defined period and delivered to authorities, despite the privacy settings.
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A.5.6 Specific security issues for public hotspots

Security in public hotspots

Goal 13.7.a: PIAP providers should provide information about the level of security of the network and give
recommendations to users.

Recommendation 13.7.b: PIAP providers should restrict which computers can access their wireless network.
Recommendation 13.7.c: PIAP providers should consider deploying a WPA protected connection to their service for
use by existing customers. This should be provided in accordance with the guidance given in [4].

Recommendation 13.7.d: There should be a sign that warns users about the security risks related to public hotspots.
This should cover at least the topics covered in Recommendations 13.7.d to 13.7.g.

Recommendation 13.7.e: Users should be warned that the communication is unprotected, and that using a secure
connection (e.g. https) when dealing with sensitive information is recommended.

Recommendation 13.7.f: Users should be made aware of the possibility that there are fal se access points, and that
therefore they should ensure that they to connect to the wireless network provided by the PIAP provider.
Recommendation 13.7.g: They should be asked to check that the wireless network control software in their portable
device should be set to an "Access Point only" mode (to avoid the danger that they may accidentally connect to a
potentially malicious computer using the "Ad-hoc" connection mode).

Recommendation 13.7.h: Users should be warned that, when using the public hotspot, they should have an up-to-date
firewall, antivirus software and strong passwords.

A.6  Language and cultural issues

A.6.1 General issues

Languages used in PIAP workstations and payment machines

Recommendation 14.1.a: The PIAP should provide the local language(s) and at least one international language
(e.g. English)

Recommendation 14.1.b: It should be easy to change the language.

Recommendation 14.1.c: It should be easy to reset the language.

Recommendation 14.1.d: The applications should not make assumptions about user's language.

A.6.2 PIAP keyboard layouts

PIAP keyboards

Recommendation 14.2.a: The keyboard used in a PIAP should be chosen according to the primary intended usage of
the PIAP e.g. aloca keyboard for a PIAP designed primarily for local users or an internationally well accepted
keyboard (e.g. UK or US) for PIAPs intended almost exclusively for international travellers.

Recommendation 14.2.b: On screen or paper instructional material should be provided to help users from countries
that do not use the provided keyboard to access both the multiple characters shown on the keyboard keys and also those
characters (usually with diacritics) that are used by people from that country when writing personal names and common
words.

A.6.3 Inferred language and cultural preferences

Language preferencesinferred from infor mation about a user
Recommendation 14.4: PIAPs should make use of user preferences, when available, to configure the PIAP behaviour
and not make assumptions about the user's language and cultural preferences based upon other sources of information.
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A.6.4 Independence of language and cultural preferences

Independence of language and cultural preferencesfrom thelocation of a user or information source
Recommendation 14.5: Users may wish to define their language and cultural preferences to be different from their
content preferences related to a certain country or region.

A.6.5 Language and cultural capabilities of terminals and services

Language and cultural capabilities of the PIAP or itsapplications
Recommendation 14.6: The language and cultural capabilities of the PIAP or its applications should be available in
both human and machine readable form (e.g. to enable automatic matching with user preferencesin their user profile).

A.7  User preferences

A.7.1 Cookies

Cookies
Recommendation 15.3.2.a: Where the storing of cookiesis allowed at a PIAP, the PIAP users should be advised that it
is generally recommended that cookies are only enabled for trusted websites.

NOTE: PIAP operators who do not clear all system changes between user sessions may decide to prevent the
download of cookiesin order to protect themselves from liability for the compromise of user's personal
information.
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A.7.2.1 User profile support for user requirements

User requirements

Support provided by user profiles

Requirement 1: Ability to specify and
change preferences.

Users require the ability to specify and
change their previously defined preferences,
and to subsequently change them.

A profile tool is defined in [i.3], clause 10.4, is the entity that enables the
user to create and edit user profiles.

Requirement 2: Avoiding repetition of
preferences.

The user should not have to continually
specify their preferences each time a PIAP
session is initiated.

Many preferences are useful for several devices or services and should,
therefore, be centrally available. Ideally, preferences should always be
available, over all networks, from all supported devices and services,
including fixed and mobile services allowing service continuity and the
optimal user experience.

A profile storage agent is defined in [i.3], clause 4.6.2, as the entity that
stores the users' language and cultural preferences and the locations of
data repositories of profile data related to users.

Requirement 3: Consistent application of
preference changes across devices and
services.

Users require that if they change a language
or cultural preference on any device or on
any service, then those changes will be
automatically applied to all other devices and
services that they use.

This may be achieved by synchronization of data and transaction
security. This capability is provided by the storage agent described in [i.3]
clause 10.10.

Requirement 4: Matching preferences and
capabilities such as the PIAP hardware
and software, communication link and
various services.

Where the user's preferred value of a setting
and the default setting of the PIAP (e.g.
hardware and software and various services)
are different, users require a solution that
suits the requirements and capabilities of
both.

Users may have defined their preferences, but it may not always be
possible for an exact match to their preference to be achieved. To resolve
such situations, negotiation can take place in order to try and achieve a
good, if not perfect, match (see [i.3], clause 7.5). Where the relevant
capability is supported, negotiation will take place between:

e user's preferences - terminal capabilities;

e user's preferences - service capabilities;

e terminal - service capabilities;

e preferences of two or more communicating users;

e terminal capabilities of two or more communicating patrties;

e service capabilities of two or more communicating parties.
In some cases, a capability may be technically supported, but the policy
of the PIAP may limit the capabilities such as when employing filtering of
web pages for children below a certain age.

Requirement 5: Privacy.

Users require that their preferences and
capabilities should be stored in a secure
manner with user agreed levels of privacy
applied to the availability and distribution of
that data.

The profile storage agent stores the preferences in a secure manner with
user agreed levels of privacy applied to the availability and distribution of
that data, see [i.3], clause 4.6.2.
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A.7.2.2 User profile support for system requirements

System requirements Support provided by user profiles
Requirement 1: Access to and interpretation of The preferences need to be centrally stored and
preferences. accessible. They also need to be expressed in a
Any service/device should be able to access and interpret  |standardized form (see clause 19 on "Need for further
the user's preferences. standardization work and policies" in the present document

and [i.3] clause 4.8).

Requirement 2: Combining multimodality with The user profile concept can deal with combinations of
language and cultural preferences (see clause 14). modality and language and cultural preferences, see [i.3],

Some users such as those with disabilities might want to scenario in clause 8.8. That scenario also explains how the
define their preferences as a combination of modality and  |combination of the profile concept and the Universal
language and cultural preferences. An example is people Communications Identifier (UCI) concept (see clause 4.7.1)
with a visual impairment who would typically prefer audible |may further enhance usability.

information that matches their language and cultural
preferences.

Modality and language personal preferences can be very
valuable for communication between people with a
disability and other people. An example is a person with a
severe hearing loss who uses an automated system which
recognizes his sign language and converts it to speech in a
choice of languages.

A.8 Guidance

A.8.1 Guidance from PIAP assistants

Guidancefrom PIAP assistants

Recommendation 16.2.a: Wherever possible, PIAP assistants should be provided to assist users to make full use of the
PIAP.

Recommendation 16.2.b: PIAP assistants should not be relied upon as the sole means of providing guidance to PIAP
USers.

A.8.2 Guidance from printed documentation

Guidance from printed documentation

Recommendation 16.3.a: Printed documentation may be provided in the form of notices on the walls or notice boards
of aPIAP, instructions sited on or immediately adjacent to a piece of equipment, free-standing notices or booklets
provided near to the point at which they will be needed.

Recommendation 16.3.b: Printed documentation should be protected from accidental or deliberate damage, or
frequently replaced.

Recommendation 16.3.c: Printed documentation should be updated when the information contained in it is not valid
anymore.

A.8.3 Choice of methods to present guidance

Choice of methodsto present guidance

Recommendation 16.5.a: Provide printed guidance for information required by the user prior to starting or paying for a
PIAP session.

Recommendation 16.5.b: Provide both printed and on-screen information to guide the user about logon, logoff,
language change and registration procedures.

Recommendation 16.5.c: Provide on-screen presentation for help files about the PIAP operating system and
applications.

Recommendation 16.5.d: Provide asimple large print printed instruction that directs people to seek the help of aPIAP
assistant to help them optimize the PIAP configuration to suit their disabilities.
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A.9 Maintenance

PIAP maintenance

Goal 17.2.3.a: PIAPs should have an adequate level of maintenance that ensures that all the provided devices are kept
in good condition and all the offered services are available to users.

Recommendation 17.2.3.b: If the PIAP is manned, the staff in the PIAP should do at least the basic maintenance tasks
(e.g. changing the printer paper, helping users to make use of the PIAP) and surveillance tasks. It is also desirable that
the skills of the staff allow them to do more complex maintenance tasks related to issues in the terminals, peripherals,
and in other electronic equipment, as well as deal with the software related issues.

Recommendation 17.2.3.c: Maintaining the cleanliness of the PIAP is an important mai ntenance task. Regular
cleaning of the items which PIAP users touch, such as the keyboard and mouse, is particularly important to ensure an
adequate level of hygiene.

Recommendation 17.2.3.d: Either when the staff's skills do not allow them to do complex mai ntenance tasks, or when
staff are not able to solve some issue, the PIAP provider should provide a procedure so that staff are able to report these
issues so that they can be solved by athird party.

Recommendation 17.2.3.e: If the PIAP is unmanned, the PIAP provider should have someone (either a person
employed directly by the PIAP provider, or athird party maintenance company) who visits the PIAP periodically to do
basic maintenance tasks when needed, or report when a more complex issue arises.

Recommendation 17.2.3.f: If the PIAP is unmanned, the PIAP provider should have a remote monitoring system that
detects when a device or service is not working properly, and that enables necessary maintenance to be carried out. This
is also recommended for manned PIAPSs, as a complement to the local maintenance tasks.

Recommendation 17.2.3.g: A method for PIAP users to report problems at the PIAP should be provided.
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Annex B (informative):
Recommendations classified by specific user needs

Complying with any recommendation in the present document is likely to be of benefit to all PIAP users. Also, no
recommendation in the present document is likely to offer benefits that are exclusively limited to a single category of
user. However, the following tables identify recommendations that are especially important to users with specific needs.

Impairment

Recommendations

Hearing impairments

9.3.2.a,9.3.2k, 9.3.5.a,9.3.5.9,9.4.d, 9.6.2.a, 9.6.2.h, 10.2.b, 10.4.m, 10.6.e, 10.6.1,
10.6.i, 10.8.a to 10.8.c, 10.10.a, 10.11.c, 11.2.eto 11.2.f, 11.3.b, 11.8.2.a, 11.8.2.d,
11.8.2.e,12.5.1.a,12.5.1.i, 13.2.2.b

Visual impairments

9.3.2.at09.3.2,j, 9.3.3.t,9.3.3.v, 9.3.3.w, 9.3.5.3, 9.3.5.d, 9.3.5.f, 9.3.5.h, 9.4.d, 9.4.e,
9.6.2.a, 9.6.2.h, 10.3.d, 10.3.¢, 10.4.g, 10.4.m t010.4.0, 10.5.e, 10.6.d, 10.6.e, 10.7.d,
10.9.a, 10.9.d, 10.9.¢, 10.9.9, 10.10.b, 10.11.3, 10.11.b, 11.2.d to11.2.f, 11.3.b,
11.8.1.d,11.8.1.e,11.8.2.a,11.8.2.c, 12.5.1.a, 12.5.1.b, 12.5.1.i, 13.2.2.b, 13.2.3.2.a,
13.2.3.2.f,13.2.3.2.h, 16.5.d

Speech impairments

9.3.2.3,9.4.d,9.6.2.a,9.6.2.h, 10.6.e, 10.7.d, 11.2.cto 11.2.f, 11.3.b, 12.5.1.a

Mobility impairments

9.3.3.a1t09.3.3.f,9.3.3.gt09.3.3.5,9.3.3.u,9.3.4.a1t0 9.3.4.h, 9.4.d, 9.6.2.a, 9.6.2.h,
10.5.e, 10.6.e, 10.7.d, 10.9.b, 10.9.f, 11.2.c to11.2.f, 11.3.b, 11.7.1.c to 11.7.1.f,
11.7.2.b,11.7.2.d, 11.8.1.g, 12.5.1.at0 12.5.1.d, 13.2.2.b

Learning difficulties

9.2.2.at09.2.2.d,9.3.2.a,9.3.2.1t0 9.3.2.n,9.3.5.a, 9.3.5.¢c, 9.4.d, 9.6.2.a, 9.6.2.d,
9.6.2.h, 10.4j, 10.6.e, 10.7.d, 11.2.b, 11.2.c, 11.2.d to 11.2.f, 11.3.b, 11.8.1.¢,
11.8.2.a,12.5.1.a,12.5.1.b, 12.5.1.e, 12.5.1f, 12.5.1i, 13.2.2.b, 13.2.3.2.a to
13.2.3.2.e, 13.2.3.2.g, 13.7.d, 13.7.f, 16.5.d

Low or no literacy (including
users who are not familiar with
the local language of the region
where the PIAP is located)

9.2.2at09.2.2.d,9.3.2.a,9.3.2.1,9.3.2.n,9.3.5.a, 9.4.d,9.6.2.a, 9.6.2.f, 9.6.2.h,
10.6.e,11.2.c, 11.2.d to 11.2.f, 11.3.b, 11.8.2.a, 11.8.3.a, 11.8.3.b, 12.5.1.a, 12.5.1.b,
12.5.1.et0 12.5.1.9,12.5.1.i, 13.2.2.b, 13.2.3.2.at0 13.2.3.2.e, 13.2.3.2.9, 14.1.a to
14.1.d, 14.2.a, 14.2.b, 14.4, 14.5, 14.6

Epilepsy

10.3.h, 11.2.f, 11.3.b, 11.8.1.c, 12.5.1.a, 13.2.2.b

Hand tremor

10.4.h, 10.4.j, 10.6.e, 10.9.a t0 10.9.c, 11.2.c, 11.2.d to11.2.f, 11.3.b, 11.7.1.c to
11.7.1.f,11.8.1.g,12.5.1.a, 13.2.2.b
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