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Intellectual Property Rights

IPRs essential or potentially essential to the present document may have been declared to ETSI. The information
pertaining to these essential IPRs, if any, is publicly available for ETSI member s and non-member s, and can be found
in ETSI SR 000 314: "Intellectual Property Rights (IPRs); Essential, or potentially Essential, IPRs notified to ETS in
respect of ETS standards’, which is available from the ETS| Secretariat. Latest updates are available on the ETSI Web
server (http://webapp.etsi.org/| PR/home.asp).

Pursuant to the ETSI IPR Palicy, no investigation, including I PR searches, has been carried out by ETSI. No guarantee
can be given as to the existence of other IPRs not referenced in ETSI SR 000 314 (or the updates on the ETSI Web
server) which are, or may be, or may become, essential to the present document.

Foreword

This Technical Specification (TS) has been produced by ETSI Technical Committee Methods for Testing and
Specification (MTS).
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1 Scope
The present document is a catalogue of al of the security-related 1Pv6 requirements extracted from the following IETF
specifications:
RFC 4301 [1]: "Security Architecture for the Internet Protocol”.
RFC 4302[2]: "IP Authentication Header".
RFC 4303 [3]: "IP Encapsulating Security Payload (ESP)".
RFC 4305[4]: "Cryptographic Algorithm Implementation Requirements for Encapsulating Security Payload
(ESP) and Authentication Header (AH)".
RFC 4306 [5] "Internet Key Exchange (IKEv2) Protocol".
RFC 2405 [6]: "The ESP DES-CBC Cipher Algorithm With Explicit IV".
2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present

document.

. References are either specific (identified by date of publication and/or edition number or version number) or
non-specific.

. For a specific reference, subsequent revisions do not apply.

. For a non-specific reference, the latest version applies.

Referenced documents which are not found to be publicly available in the expected |ocation might be found at
http://docbox.etsi.org/Reference.

NOTE: While any hyperlinksincluded in this clause were valid at the time of publication ETSI cannot guarantee
their long term validity.

[1]
(2]
(3]
[4]

(5]
[6]

IETF RFC 4301: "Security Architecture for the Internet Protocol”.
IETF RFC 4302: "1P Authentication Header".
IETF RFC 4303: "IP Encapsulating Security Payload (ESP)".

IETF RFC 4305: " Cryptographic Algorithm Implementation Requirements for Encapsulating
Security Payload (ESP) and Authentication Header (AH)".

IETF RFC 4306 "Internet Key Exchange (IKEv2) Protocol”.
|IETF RFC 2405: "The ESP DES-CBC Cipher Algorithm With Explicit IV*".
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3

AH
CBC
DES
DHCP
EAP
ESN
ESP
IANA
ICMP
ICV
IETF
IKEv2
IP
IPv4
IPv6
v
MAC
PMTU
RFC

NOTE:

SA
SAD
SPD
SPI
TCP
UbP

Abbreviations

For the purposes of the present document, the following abbreviations apply:

Authentication Header

Cipher Block Chaining

Data Encryption Standard

Dynamic Host Configuration Protocol
Extensible Authentication Procedure
Extended Sequence Number
Encapsulated Security Payload
Internet Assigned Number Association
Internet Control Message Protocol
Integrity Check Vaue

Internet Engineering Task Force
Internet Key Exchange protocol version 2
Internet Protocol

Internet Protocol version 4

Internet Protocol version 6
Initialization V ector

Message Authentication Code

Path Maximum Transmission Unit
Request For Comments

IETF terminology for adraft standard.

Security Association

Security Association Database
Security Policies Database
Security Parameters Index
Transport Control Protocol
User Datagram Protocol

4

Requirements Catalogue

The security requirements related to Internet Protocol version 6 (IPv6) are specified in a number of IETF documents.
These documents include requirements for the overall 1Pv6 security architecture [1], the use of the IP Authentication
Header (AH) [2], IP Encapsulating Security Payload (ESP) [3], the use of cryptographic algorithms[4], [6] and the
Internet Key Exchange (IKEv2) [5]. The present document is a catalogue of al of the normative requirements from
these security specifications. Each requirement is given a unique identifier (for example, RQ_002_1234) and the
following information isincluded with each:

. the clause number in the RFC from which the requirement has been extracted,;

. the type of requirement (Mandatory, Optional or Recommended);

. the type of device to which the requirement applies (for example, Host or Router);

. the actual text from which the requirement was extracted.

ETSI
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I dentifier: RQ_002_1004
RFC Clause: 3.2

Type: Mandatory
Appliesto: | Psec host
Requirement:

| Psec i npl enentati ons MJST support ESP

RFC Text:
| Psec inplenentations MJST support ESP and MAY support AH.

I dentifier: RQ_002_1005
RFC Clause: 3.2

Type: Optional
Appliesto: IPsec host
Requirement:

| Psec inplenentations MAY support AH.

RFC Text:
| Psec inpl enentations MJST support ESP and MAY support AH.

I dentifier: RQ_002_1010
RFC Clause: 3.2

Type: Mandatory
Appliesto: | Psec host
Requirement:

Manual distribution of keys MJST be supported

RFC Text:
Because npst of the security services provided by | Psec require the use of cryptographic keys, |Psec
relies on a separate set of nechanisns for putting these keys in place. This docunent requires
support for both manual and automated distribution of keys. It specifies a specific public-key
based approach (I KEv2 [Kau05]) for automated key nanagenent, but other autonated key distribution
techni ques MAY be used.

I dentifier: RQ_002_1011
RFC Clause: 3.2

Type: Mandatory
Appliesto: | Psec host
Requirement:

Aut omatic distribution of keys MJUST be supported

RFC Text:
Because nost of the security services provided by | Psec require the use of cryptographic keys, |Psec
relies on a separate set of nechanisns for putting these keys in place. This docunent requires
support for both manual and automated distribution of keys. It specifies a specific public-key based
approach (1 KEv2 [KauO5]) for automated key managenent, but other automated key distribution
techni ques MAY be used.

ETSI
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I dentifier: RQ_002_1014
RFC Clause: 4.1

Type: Mandatory
Appliesto: IPsec host
Requirement:

A Security Association MIST apply to exactly one of ESP or AH

RFC Text:
An SA is a sinplex "connection" that affords security services to the traffic carried by it.
Security services are afforded to an SA by the use of AH, or ESP, but not both. If both AH and ESP
protection are applied to a traffic stream then two SAs nust be created and coordinated to effect
protection through iterated application of the security protocols. To secure typical, bi-directional
communi cati on between two | Psec-enabl ed systens, a pair of SAs (one in each direction) is required.
| KE explicitly creates SA pairs in recognition of this common usage requirenent.

I dentifier: RQ _002 1020
RFC Clause: 4.1
Type: Mandatory
Appliesto: | Psec host
Requirement:
A host inplenmentation of |Psec MUST support transport node
RFC Text:
I'n summary,

a) A host inplenentation of |Psec MJST support both transport and tunnel node. This is true for
native, BITS, and Bl TWinplenmentations for hosts.

b) A security gateway MJUST support tunnel node and MAY support transport node. |f it supports

transport node, that should be used only when the security gateway is acting as a host, e.g., for
networ k managenent, or to provide security between two internedi ate systenms along a path.

I dentifier: RQ_002_1021
RFC Clause: 4.1
Type: Mandatory
Appliesto: IPsec host
Requirement:
A host inplenentation of |Psec MUST support tunnel node
RFC Text:
I'n summary,

a) A host inplenentation of |Psec MJST support both transport and tunnel node. This is true for
native, BITS, and Bl TWi npl enentati ons for hosts.

b) A security gateway MJST support tunnel nmode and MAY support transport node. |If it supports

transport node, that should be used only when the security gateway is acting as a host, e.g., for
net wor k managenent, or to provide security between two internedi ate systens along a path.

ETSI
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Identifier: RQ_002_1022
RFC Clause: 4.1
Type: Mandatory
Appliesto: | Psec gateway
Requirement:
A gateway inplenentation of |Psec MIST support tunnel node
RFC Text:
I'n summary,

a) A host inplenentation of |Psec MJUST support both transport and tunnel node. This is true for
native, BITS, and Bl TWi npl enentati ons for hosts.

b) A security gateway MJST support tunnel nmode and MAY support transport node. |If it supports
transport node, that should be used only when the security gateway is acting as a host, e.g., for
net wor k managenent, or to provide security between two internedi ate systens al ong a path.

| dentifier: RQ_002_1023
RFC Clause: 4.1
Type: Optional
Appliesto: | Psec gateway
Requirement:

A gateway inpl enentation of |Psec MAY support transport node
RFC Text:

I'n summary,

a) A host inplenentation of |Psec MIUST support both transport and tunnel node. This is true for
native, BITS, and Bl TWinpl enentati ons for hosts.

b) A security gateway MJST support tunnel nmode and MAY support transport node. |f it supports

transport node, that should be used only when the security gateway is acting as a host, e.g., for
net wor k managenent, or to provide security between two internedi ate systens al ong a path.

4.2 Requirements extracted from RFC 4302

I dentifier: RQ_002_2000
RFC Clause: 2

Type: Mandatory
Appliesto: | Psec host
Requirement:

Wien an | Psec Host sends an | P packet containing an Authentication Header (AH), it MJST set the
appropriate Next Header field (either in the |Pv6 Header or in the previous Extension Header) to the
value fifty-one (51)

RFC Text:
The protocol header (IPv4, |Pv6, or |Pv6 Extension) inmrediately
precedi ng the AH header SHALL contain the value 51 in its Protocol
(1 Pv4) or Next Header (IPv6, Extension) fields [DH98]. Figure 1
illustrates the format for AH

0 1 2 3
01234567890123456789012345678901
B e e e e i s s i i S e e e e
Next Header | Payload Len | RESERVED |
B e i S S S o aT g st i I S S S S S S S S S S i S
Security Paraneters |ndex (SPl) |
B e e e e i s s i i S e e e e
Sequence Number Field |
B e i S S S o aT g st i I S S S S S S S S S S i S
I
|
|
+

Integrity Check Val ue-1CV (vari able)

AT — 4

B I S S i e I S it S S S S S
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Figure 1. AH Fornat

I dentifier: RQ_002 2001
RFC Clause: 2

Type: Mandatory
Appliesto: I Psec host
Requirement:

Wien an | Psec Host sends an | P packet containing an Authentication Header (AH), it MJST construct
the Authentication Header in the follow ng fornat:

Cct et Field

1 Next Header

2 Payl oad Length

3&4 Reserved

5to 8 Security Parameters |ndex (SPl)
9 to 12 Sequence Nunber

13 to end Integrity Check Value (I1CV)
RFC Text:

The protocol header (IPv4, |Pv6, or |Pv6 Extension) inmrediately
precedi ng the AH header SHALL contain the value 51 in its Protocol
(1 Pv4) or Next Header (1Pv6, Extension) fields [DH98]. Figure 1
illustrates the format for AH.

0 1 2 3
01234567890123456789012345678901
B i S S S e st S S R e T s i i S S S S S
| Next Header | Payload Len | RESERVED |
B e R et ok s S i S S S S S R e E e ok
| Security Paraneters |ndex (SPl) |
B i S S S e st S S R e T s i i S S S S S
Sequence Number Field |
e S R e e T o o e e e o i S e R S S S R ek

L.

|+ Integrity Check Val ue-1CV (vari able) :

|+- B s i i o S L i S  h b i ST S S S S +-|+
Figure 1. AH Fornat

I dentifier: RQ_002_2002
RFC Clause: 2.1

Type: Mandatory
Appliesto: | Psec host
Requirement:

Wien an | Psec Host sends an | P packet containing an Authentication Header (AH), it MJST set the AH
Next Header field to the appropriate value as defined in | ETF RFC 1700

RFC Text:
The Next Header is an 8-bit field that identifies the type of the
next payload after the Authentication Header. The value of this
field is chosen fromthe set of |IP Protocol Nunbers defined on the
web page of Internet Assigned Nunbers Authority (IANA). For exanple,
a value of 4 indicates |Pv4, a value of 41 indicates IPv6, and a
val ue of 6 indicates TCP.

ETSI
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I dentifier: RQ_002_2003
RFC Clause: 2.2

Type: Mandatory
Appliesto: IPsec host
Requirement:

Wien an | Psec Host sends an | P packet containing an Authentication Header (AH), it MJST set the AH
Payl oad Length field to a value equal to two less than the Iength in 32-bit words of the
Aut henti cati on Header

RFC Text:
This 8-bit field specifies the length of AHin 32-bit words (4-byte
units), mnus "2". Thus, for exanple, if an integrity algorithm

yields a 96-bit authentication value, this length field will be "4"
(3 32-bit word fixed fields plus 3 32-bit words for the ICV, mnus
2). For |Pv6, the total length of the header nust be a nmultiple of
8-octet units. (Note that although |Pv6 [DHI8] characterizes AH as
an extension header, its length is nmeasured in 32-bit words, not the
64-bit words used by other |Pv6 extension headers.) See Section 2.6,
"Integrity Check Value (ICV)", for comrents on padding of this field,
and Section 3.3.3.2.1, "ICV Paddi ng".

I dentifier: RQ_002_2004
RFC Clause: 2.3

Type: Mandatory
Appliesto: IPsec host
Requirement:

Wien an | Psec Host sends an | P packet containing an Authentication Header (AH), it MJST set to zero
the octets identified as "Reserved" in the Authentication Header.

RFC Text:
This 16-bit field is reserved for future use. |t MJST be set to
"zero" by the sender, and it SHOULD be ignored by the recipient.
(Note that the value is included in the ICV calculation, but is
otherw se ignored by the recipient.)

I dentifier: RQ_002_2005
RFC Clause: 2.3

Type: Recommended
Appliesto: | Psec host
Requirement:

Wien an | Psec Host receives an | P packet containing an Authentication Header (AH), it SHOULD ignore
the octets identified as "Reserved" in the Authentication Header.

RFC Text:
This 16-bit field is reserved for future use. |t MJST be set to
"zero" by the sender, and it SHOULD be ignored by the recipient.
(Note that the value is included in the ICV calculation, but is
otherwi se ignored by the recipient.)

ETSI
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I dentifier: RQ_002_2006
RFC Clause: 24

Type: Mandatory
Appliesto: IPsec host
Requirement:

Wien an | Psec Host sends a unicast |P packet containing an Authentication Header (AH), it MJST set
the AH Security Paraneters Index (SPI) to the SPI value provided by the other |Psec Security
Associ ation (SA) endpoint when the SA was established.

RFC Text:
The SPl is an arbitrary 32-bit value that is used by a receiver to
identify the SA to which an inconming packet is bound. For a unicast
SA, the SPI can be used by itself to specify an SA, or it may be used
in conjunction with the | Psec protocol type (in this case AH).
Because for unicast SAs the SPI value is generated by the receiver,
whet her the value is sufficient to identify an SA by itself or
whether it nust be used in conjunction with the | Psec protocol value
is alocal matter. The SPI field is mandatory, and this mechani sm
for mapping inbound traffic to unicast SAs described above MJST be
supported by all AH inpl enmentations.

I dentifier: RQ_002_2007
RFC Clause: 24

Type: Mandatory
Appliesto: IPsec host
Requirement:

Wien an | Psec Host sends a nulticast |P packet containing an Authentication Header (AH), it MJST
set the AH Security Paraneters Index (SPl) to the value assigned to it.

RFC Text:
In many secure nulticast architectures, e.g., [RFC3740], a central
G oup Controller/Key Server unilaterally assigns the group security
association's SPI. This SPl assignnment is not negotiated or
coordinated with the key managenent (e.g., |KE) subsystens that
reside in the individual end systens that conprise the group.
Consequently, it is possible that a group security association and a
uni cast security association can sinultaneously use the sane SPI. A
mul ti cast-capabl e | Psec i npl ementati on MJST correctly de-nultiplex
inbound traffic even in the context of SPlI collisions.

Identifier: RQ_002_2008
RFC Clause: 24

Type: Mandatory
Appliesto: I Psec host
Requirement:

Wien an | Psec Host receives a nulticast |P packet containing an Authentication Header (AH), it MJST
use the AH Security Paraneters Index field to identify correctly Security Association related to the
i ncom ng packet.

RFC Text:
I'n many secure nulticast architectures, e.g., [RFC3740], a central
Group Controller/Key Server unilaterally assigns the group security
association's SPI. This SPl assignnment is not negotiated or
coordinated with the key managenent (e.g., |KE) subsystens that
reside in the individual end systens that conprise the group.
Consequently, it is possible that a group security association and a
uni cast security association can sinultaneously use the sane SPI. A
mul ti cast-capabl e | Psec i npl ementati on MJST correctly de-nmultiplex
inbound traffic even in the context of SPlI collisions.

ETSI
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I dentifier: RQ_002_2009
RFC Clause: 24
Type: Mandatory
Appliesto: IPsec host
Requirement:

ETSI TS 102 558 V1.1.1 (2006-12)

If an | Psec Host receives a multicast |P packet containing an Authentication Header (AH) but is

unable to relate the header to an established Security | Associ ati on,
packet .

RFC Text:
Each entry in the Security Association Database (SAD) [Ken-Arch] nust
i ndi cate whether the SA | ookup nakes use of the destination, or
destination and source, |P addresses, in addition to the SPI. For
mul ti cast SAs, the protocol field is not enployed for SA | ookups.
For each inbound, |Psec-protected packet, an inplenmentati on nust
conduct its search of the SAD such that it finds the entry that
mat ches the "longest" SA identifier. |In this context, if tw or nore
SAD entries match based on the SPI value, then the entry that al so
mat ches based on destination, or destination and source, address
conparison (as indicated in the SAD entry) is the "longest" match.
This inplies a logical ordering of the SAD search as foll ows:

1. Search the SAD for a match on {SPl, destination
address, source address}. |f an SAD entry
mat ches, then process the inbound AH packet with that
mat ching SAD entry. Qherw se, proceed to step 2.

2. Search the SAD for a match on {SPlI, destination
address}. |If an SAD entry matches, then process
the inbound AH packet with that matching SAD
entry. Oherw se, proceed to step 3.

3. Search the SAD for a match on only {SPI} if the receiver
has chosen to maintain a single SPlI space for AH and ESP,
or on {SPI, protocol} otherwise. |If an SAD
entry matches, then process the inbound AH packet wth
that matching SAD entry. Oherw se, discard the packet
and | og an auditabl e event.

ETSI
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I dentifier: RQ_002_2010
RFC Clause: 24

Type: Recommended
Appliesto: IPsec host
Requirement:

If an | Psec Host receives a multicast |P packet containing an Authentication Header (AH) but is
unable to relate the header to an established Security | Association, it SHOULD record in the audit
log the SPI value, date/tine, Source Address, Destination Address, and (in |IPv6) the Flow ID

RFC Text:
Each entry in the Security Association Database (SAD) [Ken-Arch] nust
i ndi cate whether the SA | ookup nakes use of the destination, or
destination and source, |P addresses, in addition to the SPI. For
mul ti cast SAs, the protocol field is not enployed for SA | ookups.
For each inbound, |Psec-protected packet, an inplenmentati on nust
conduct its search of the SAD such that it finds the entry that
mat ches the "longest" SA identifier. |In this context, if tw or nore
SAD entries match based on the SPI value, then the entry that al so
mat ches based on destination, or destination and source, address
conparison (as indicated in the SAD entry) is the "longest" match.
This inplies a logical ordering of the SAD search as foll ows:

1. Search the SAD for a match on {SPl, destination
address, source address}. |f an SAD entry
mat ches, then process the inbound AH packet with that
mat ching SAD entry. Qherw se, proceed to step 2.

2. Search the SAD for a match on {SPlI, destination
address}. |If an SAD entry matches, then process
the inbound AH packet with that matching SAD
entry. Oherw se, proceed to step 3.

3. Search the SAD for a match on only {SPI} if the receiver
has chosen to maintain a single SPlI space for AH and ESP,
or on {SPI, protocol} otherwise. |If an SAD
entry matches, then process the inbound AH packet wth
that matching SAD entry. Oherw se, discard the packet
and | og an auditabl e event.

I dentifier: RQ_002_2011
RFC Clause: 24

Type: Mandatory
Appliesto: | Psec host
Requirement:

Wien an | Psec Host sends an | P packet containing an Authentication Header (AH), it MJST NOT set a
value in the range 0 to 255 into the Security Parameters Index field of the Authentication Header

RFC Text:
The set of SPl values in the range 1 through 255 is reserved by the
I nternet Assigned Nunbers Authority (IANA) for future use; a reserved
SPl value will not normally be assigned by | ANA unl ess the use of the
assigned SPI value is specified in an RFC. The SPI val ue of zero (0)
is reserved for local, inplenentation-specific use and MJST NOT be
sent on the wire. (For exanple, a key managenent inplenmentation
m ght use the zero SPI value to nean "No Security Association Exists"
during the period when the | Psec inplenmentation has requested that
its key managenent entity establish a new SA but the SA has not yet
been established.)

ETSI
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I dentifier: RQ_002_2012
RFC Clause: 25

Type: Mandatory
Appliesto: IPsec host
Requirement:

Wien an | Psec Host sends an | P packet containing an Authentication Header (AH) on a unicast or
singl e-sender nulticast Security Association (SA), it MJIST set the value in the Sequence Nunber
field to one nore than the value set in the sane field of the previous packet sent to the same SA

RFC Text:
This unsigned 32-bit field contains a counter value that increases by
one for each packet sent, i.e., a per-SA packet sequence nunber. For

a uni cast SA or a single-sender nulticast SA the sender MJST
increnent this field for every transnmitted packet. Sharing an SA
anmong nmultiple senders is pernmitted, though generally not

reconmended. AH provides no neans of synchroni zi ng packet counters
anmong nul tiple senders or neaningfully managi ng a receiver packet
counter and window in the context of nultiple senders. Thus, for a
mul ti-sender SA, the anti-reply features of AH are not available (see
Sections 3.3.2 and 3.4.3).

The field is mandatory and MJUST al ways be present even if the

recei ver does not elect to enable the anti-replay service for a
specific SA. Processing of the Sequence Number field is at the

di scretion of the receiver, but all AH inplementati ons MIST be
capabl e of performng the processing described in Section 3.3.2
"Sequence Number Generation", and Section 3.4.3, "Sequence Nunber
Verification". Thus, the sender MIUST always transmt this field, but
the receiver need not act upon it.

The sender's counter and the receiver's counter are initialized to O
when an SA is established. (The first packet sent using a given SA
wi || have a sequence nunber of 1; see Section 3.3.2 for nore details
on how the sequence nunber is generated.) |If anti-replay is enabled
(the default), the transmitted sequence nunber nust never be allowed
to cycle. Thus, the sender's counter and the receiver's counter MJST
be reset (by establishing a new SA and thus a new key) prior to the
transm ssion of the 2732nd packet on an SA
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I dentifier: RQ_002_2013
RFC Clause: 25
Type: Mandatory
Appliesto: IPsec host
Requirement:

ETSI TS 102 558 V1.1.1 (2006-12)

Wien an | Psec Host sends the first | P packet containing an Authentication Header (AH) on a

particul ar unicast or single-sender nmulticast Security Association (SA),

the Sequence Nunber field to one (1)

RFC Text:
This unsigned 32-bit field contains a counter value that increases by
one for each packet sent, i.e., a per-SA packet sequence nunber. For

a uni cast SA or a single-sender nulticast SA the sender MJST
increnent this field for every transnmitted packet. Sharing an SA
anmong nmultiple senders is permtted, though generally not

reconmended. AH provides no neans of synchroni zi ng packet counters
anmong nul tiple senders or neaningfully managi ng a receiver packet
counter and window in the context of nultiple senders. Thus, for a
mul ti-sender SA, the anti-reply features of AH are not available (see
Sections 3.3.2 and 3.4.3).

The field is mandatory and MJUST al ways be present even if the

recei ver does not elect to enable the anti-replay service for a
specific SA. Processing of the Sequence Number field is at the
discretion of the receiver, but all AH inplementati ons MUST be
capabl e of performng the processing described in Section 3.3.2
"Sequence Number Generation", and Section 3.4.3, "Sequence Nunber
Verification". Thus, the sender MIUST always transmt this field, but
the receiver need not act upon it.

The sender's counter and the receiver's counter are initialized to O
when an SA is established. (The first packet sent using a given SA
wi || have a sequence nunber of 1; see Section 3.3.2 for nore details
on how the sequence nunber is generated.) |If anti-replay is enabled
(the default), the transmitted sequence nunmber nust never be allowed
to cycle. Thus, the sender's counter and the receiver's counter MJST
be reset (by establishing a new SA and thus a new key) prior to the
transm ssion of the 2732nd packet on an SA
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I dentifier: RQ_002_2014
RFC Clause: 25

Type: Mandatory
Appliesto: IPsec host
Requirement:

I'f increnenting the value in the Sequence Nunber field of an Authentication Header would cause it to
overflow as a 32-bit value (i.e., return to zero) prior to sending the associated |P packet and if
the anti-replay service is also enabled, an | Psec Host MJST del ete the correspondi ng Security

Associ ation and establish a new one to replace it.

RFC Text:
This unsigned 32-bit field contains a counter value that increases by
one for each packet sent, i.e., a per-SA packet sequence nunber. For

a unicast SA or a single-sender nulticast SA the sender MJST
increnent this field for every transnmitted packet. Sharing an SA
anmong nmul tiple senders is permtted, though generally not

reconmended. AH provides no neans of synchroni zi ng packet counters
anmong nul tiple senders or neaningfully managi ng a receiver packet
counter and window in the context of nultiple senders. Thus, for a
mul ti-sender SA, the anti-reply features of AH are not avail able (see
Sections 3.3.2 and 3.4.3).

The field is mandatory and MUST al ways be present even if the

recei ver does not elect to enable the anti-replay service for a
specific SA. Processing of the Sequence Nunmber field is at the

di scretion of the receiver, but all AH inplementations MIST be
capabl e of performng the processing described in Section 3.3.2
"Sequence Nunmber Generation", and Section 3.4.3, "Sequence Nunber
Verification". Thus, the sender MIUST always transmt this field, but
the receiver need not act upon it.

The sender's counter and the receiver's counter are initialized to 0
when an SA is established. (The first packet sent using a given SA
wi || have a sequence nunber of 1; see Section 3.3.2 for nore details
on how the sequence nunber is generated.) |If anti-replay is enabled
(the default), the transnmitted sequence nunber nust never be allowed
to cycle. Thus, the sender's counter and the receiver's counter MJST
be reset (by establishing a new SA and thus a new key) prior to the
transm ssion of the 2732nd packet on an SA

I dentifier: RQ _002 2015
RFC Clause: 2.6

Type: Mandatory
Appliesto: | Psec host
Requirement:

Wien an | Psec Host sends an | P packet containing an Authentication Header (AH), it MJST set the
value in the Integrity Check Value (I1CV) field to a check value which is conputed according to the
integrity algorithmnegotiated during the establishnment of the corresponding Security Association

RFC Text:
This is a variable-length field that contains the Integrity Check
Value (1CV) for this packet. The field nust be an integral nultiple
of 32 bits (IPv4d or IPv6) in length. The details of |ICV processing
are described in Section 3.3.3, "Integrity Check Val ue Cal cul ati on"
and Section 3.4.4, "Integrity Check Value Verification". This field
may include explicit padding, if required to ensure that the length
of the AH header is an integral nmultiple of 32 bits (IPv4) or 64 bits
(I1Pv6). Al inplenentations MJST support such paddi ng and MJST
insert only enough padding to satisfy the |Pv4/|Pv6 alignment
requi rements. Details of howto conpute the required padding |ength
are provided below in Section 3.3.3.2, "Padding". The integrity
al gorithm specification MUST specify the length of the ICV and the
conparison rul es and processing steps for validation
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I dentifier: RQ_002_2016
RFC Clause: 2.6

Type: Mandatory
Appliesto: IPsec host
Requirement:

When an | Psec Host sends an | Pv4 packet containing an Authentication Header (AH), it MJST include up
to 31 padding bits within the Integrity Check Value (I1CV) field if these are necessary to ensure
that the field is an integral nultiple of 32 bits in length

RFC Text:
This is a variable-length field that contains the Integrity Check
Value (ICV) for this packet. The field nust be an integral nultiple
of 32 bits (IPv4 or IPv6) in length. The details of |CV processing
are described in Section 3.3.3, "Integrity Check Val ue Cal cul ation"
and Section 3.4.4, "Integrity Check Value Verification". This field
may include explicit padding, if required to ensure that the length
of the AH header is an integral nmultiple of 32 bits (IPv4) or 64 bits
(IPv6). Al inplenentations MJST support such paddi ng and MJUST
insert only enough padding to satisfy the |Pv4/|Pv6 alignment
requi renents. Details of how to conpute the required padding |ength
are provided belowin Section 3.3.3.2, "Padding". The integrity
al gorithm specification MUST specify the length of the ICV and the
conparison rul es and processing steps for validation

I dentifier: RQ _002 2017
RFC Clause: 2.6

Type: Mandatory
Appliesto: IPsec host
Requirement:

When an | Psec Host sends an | Pv6 packet containing an Authentication Header (AH), it MJST include up
to 63 padding bits within the Integrity Check Value (I1CV) field if these are necessary to ensure
that the field is an integral nultiple of 64 bits in length

RFC Text:
This is a variable-length field that contains the Integrity Check
Value (ICV) for this packet. The field nust be an integral nultiple
of 32 bits (IPv4d or IPv6) in length. The details of |ICV processing
are described in Section 3.3.3, "Integrity Check Value Cal cul ation"
and Section 3.4.4, "Integrity Check Value Verification". This field
may include explicit padding, if required to ensure that the length
of the AH header is an integral multiple of 32 bits (IPv4) or 64 bits
(IPv6). Al inplenentations MJST support such paddi ng and MJUST
insert only enough padding to satisfy the |Pv4/|Pv6 alignment
requi rements. Details of howto conpute the required padding |ength
are provided belowin Section 3.3.3.2, "Padding". The integrity
al gorithm specification MUST specify the length of the ICV and the
conparison rul es and processing steps for validation
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I dentifier: RQ_002_2018
RFC Clause:  3.1.1

Type: Mandatory
Appliesto: IPsec host
Requirement:

When an | Psec Host uses Transport Mdde to send an | Pv4 packet containing an Authentication Header
(AH), it MJUST insert the Authentication Header after the | Pv4 Header (and any options that it
contains) but before the next |ayer protocol.

RFC Text:

In transport node, AH is inserted after the |IP header and before a
next |ayer protocol (e.g., TCP, UDP, |ICWP, etc.) or before any ot her

| Psec headers that have already been inserted. |In the context of
IPv4, this calls for placing AH after the | P header (and any options
that it contains), but before the next layer protocol. (Note that

the term"transport" node should not be misconstrued as restricting
its use to TCP and UDP.) The follow ng diagramillustrates AH
transport node positioning for a typical |Pv4 packet, on a "before
and after" basis.
BEFORE APPLYI NG AH
IPv4 Jorig IP hdr | | |
| (any options)| TCP | Data |

IPv4 |original IP hdr (any options) | AH | TCP | Dat a |
| <- nutable field processing ->|<- imutable fields ->|
| <----- aut henti cated except for nutable fields ----- >|

I dentifier: RQ_002 2019
RFC Clause:  3.1.1

Type: Recommended
Appliesto: I Psec host
Requirement:

When an | Psec Host uses Transport Mdde to send an | Pv6 packet containing an Authentication Header
(AH), it SHOULD insert the Authentication Header after the |Pv6 Hop-By-Hop, Routing and
Fragnent ati on Extension Headers

RFC Text:
In the I Pv6 context, AHis viewed as an end-to-end payl oad, and thus
shoul d appear after hop-by-hop, routing, and fragnentation extension
headers. The destination options extension header(s) coul d appear
before or after or both before and after the AH header dependi ng on
the semantics desired. The following diagramillustrates AH
transport node positioning for a typical |Pv6 packet.

BEFORE APPLYI NG AH

IPv6 | | ext hdrs | | |
| orig IP hdr |if present| TCP | Data |

I Pv6 | | hop- by- hop, dest*, | | dest | | |
|orig IP hdr |routing, fragnent. | AH| opt* | TCP | Data |
| <--- nutable field processing -->|<-- inmmutable fields -->|
| <---- authenticated except for nutable fields ----------- >|

* = if present, could be before AH, after AH or both
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I dentifier: RQ_002_2020
RFC Clause:  3.1.1
Type: Mandatory
Appliesto: IPsec host
Requirement:

ETSI TS 102 558 V1.1.1 (2006-12)

Wien an | Psec Host uses Tunnel Mdde to send an | Pv4 packet containing an Authentication Header (AH)
wi thin the payload of an "outer" |P packet, it MJST insert the Authentication Header after the
"inner" |Pv4d Header (and any options that it contains) but before the next |ayer protocol.

RFC Text:

I'n tunnel node, the "inner" |P header carries the ultinmate (I1P)
source and destination addresses, while an "outer" |P header contains
the addresses of the |Psec "peers," e.g., addresses of security
gateways. M xed inner and outer IP versions are allowed, i.e., |Pv6
over |Pv4 and | Pv4 over IPv6. In tunnel node, AH protects the entire
inner | P packet, including the entire inner |IP header. The position
of AH in tunnel node, relative to the outer |P header, is the sanme as
for AH in transport node. The follow ng diagramillustrates AH
tunnel node positioning for typical |Pv4 and | Pv6 packets.

I Pv4 | | | orig IP hdr* | | |
| new I P header * (any options) | AH| (any options) |TCP| Data |
| <- nutable field processing ->|<------ imutable fields ----- >|
| <- authenticated except for nmutable fields in the new | P hdr->|

I Pv6 | | ext hdrs*| | | ext hdrs*| | |
|new I P hdr*|if present| AH |orig IP hdr*|if present|TCP| Datal
| <--- nutable field -->|<--------- imutable fields -------- >|
| processi ng |

| <-- authenticated except for nmutable fields in new IP hdr ->|
* = if present, construction of outer |IP hdr/extensions and

nodi fication of inner |P hdr/extensions is discussed in
the Security Architecture docunent.

ETSI



21
I dentifier: RQ_002_2021
RFC Clause:  3.1.1
Type: Recommended
Appliesto: IPsec host
Requirement:

ETSI TS 102 558 V1.1.1 (2006-12)

Wien an | Psec Host uses Tunnel Mdde to send an | Pv6 packet containing an Authentication Header (AH)

within an "outer" |IP packet, it SHOULD insert the Authentication Header

By- Hop, Routing and Fragnentation Extension Headers

RFC Text:

I'n tunnel node, the "inner" |P header carries the ultinmate (I1P)
source and destination addresses, while an "outer" |P header contains
the addresses of the |Psec "peers," e.g., addresses of security
gateways. M xed inner and outer IP versions are allowed, i.e., |Pv6
over |Pv4 and | Pv4 over IPv6. In tunnel node, AH protects the entire
inner | P packet, including the entire inner |IP header. The position
of AH in tunnel node, relative to the outer |P header, is the sanme as
for AH in transport node. The follow ng diagramillustrates AH
tunnel node positioning for typical |Pv4 and | Pv6 packets.

I Pv4 | | | orig IP hdr* | | |
| new I P header * (any options) | AH| (any options) |TCP| Data |
| <- nutable field processing ->|<------ imutable fields ----- >|
| <- authenticated except for nmutable fields in the new | P hdr->|

I Pv6 | | ext hdrs*| | | ext hdrs*| | |
|new I P hdr*|if present| AH |orig IP hdr*|if present|TCP| Datal
| <--- nutable field -->|<--------- imutable fields -------- >|
| processi ng |
| <-- authenticated except for nmutable fields in new IP hdr ->|

* = if present, construction of outer |IP hdr/extensions and

nodi fication of inner |P hdr/extensions is discussed in
the Security Architecture docunent.

ETSI

after the "inner" |Pv6 Hop-



22
I dentifier: RQ_002_2022
RFC Clause:  3.3.1
Type: Mandatory
Appliesto: IPsec host
Requirement:

ETSI TS 102 558 V1.1.1 (2006-12)

Wien an | Psec Host sends the first | P packet containing an Authentication Header (AH) on a

particul ar unicast or single-sender nmulticast Security Association (SA),

the Sequence Nunber field to one (1)

RFC Text:
The sender's counter is initialized to 0 when an SA is established.
The sender increnments the sequence nunber (or ESN) counter for this
SA and inserts the |oworder 32 bits of the value into the Sequence
Nunber field. Thus, the first packet sent using a given SA will
contain a sequence nunber of 1.

If anti-replay is enabled (the default), the sender checks to ensure
that the counter has not cycled before inserting the new value in the
Sequence Nunber field. In other words, the sender MIST NOT send a
packet on an SA if doing so would cause the sequence nunmber to cycle.
An attenpt to transmt a packet that would result in sequence nunber
overflow is an auditable event. The audit log entry for this event
SHOULD i ncl ude the SPI value, current date/time, Source Address,
Destination Address, and (in IPv6) the cleartext Flow ID.

The sender assunes anti-replay is enabled as a default, unless
otherwi se notified by the receiver (see Section 3.4.3) or if the SA
was configured using manual key managenent. Thus, typical behavior
of an AH inplenentation calls for the sender to establish a new SA
when the Sequence Nunber (or ESN) cycles, or in anticipation of this
val ue cycling.

If anti-replay is disabled (as noted above), the sender does not need
to nonitor or reset the counter, e.g., in the case of manual key
managenent (see Section 5). However, the sender still increments the
counter and when it reaches the maxi nrumval ue, the counter rolls over
back to zero. (This behavior is recommended for nulti-sender
mul ti cast SAs, unless anti-replay mechani sns outside the scope of
this standard are negoti ated between the sender and receiver.)

If ESN (see Appendix B) is selected, only the | oworder 32 bits of
the sequence nunber are transmitted in the Sequence Nunber field,

al t hough both sender and receiver maintain full 64-bit ESN counters.
However, the high-order 32 bits are included in the ICV cal cul ation.
Note: If a receiver chooses not to enable anti-replay for an SA then
the receiver SHOULD NOT negotiate ESN in an SA nanagenent protocol .
Use of ESN creates a need for the receiver to manage the anti-replay
wi ndow (in order to determine the correct value for the high-order
bits of the ESN, which are enployed in the |ICV conputation), which is
generally contrary to the notion of disabling anti-replay for an SA
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I dentifier: RQ_002_2023
RFC Clause:  3.3.2

Type: Mandatory
Appliesto: IPsec host
Requirement:

I'f increnenting the value in the Sequence Nunber field of an Authentication Header would cause it to
overflow as a 32-bit value (i.e., return to zero) prior to sending the associated |P packet and if
the anti-replay service is also enabled, an | Psec Host MJST del ete the correspondi ng Security

Associ ation and establish a new one to replace it.

RFC Text:
The sender's counter is initialized to 0 when an SA is established.
The sender increments the sequence number (or ESN) counter for this
SA and inserts the |loworder 32 bits of the value into the Sequence
Nunber field. Thus, the first packet sent using a given SA will
contain a sequence nunber of 1.

If anti-replay is enabled (the default), the sender checks to ensure
that the counter has not cycled before inserting the new value in the
Sequence Nunber field. |In other words, the sender MUST NOT send a
packet on an SA if doing so would cause the sequence nunber to cycle.
An attenpt to transmit a packet that would result in sequence nunber
overflow is an auditable event. The audit log entry for this event
SHOULD i nclude the SPI value, current date/tine, Source Address,
Destination Address, and (in IPv6) the cleartext Flow ID.

The sender assunes anti-replay is enabled as a default, unless
otherwi se notified by the receiver (see Section 3.4.3) or if the SA
was configured using manual key managenent. Thus, typical behavior
of an AH inplenentation calls for the sender to establish a new SA
when the Sequence Nunber (or ESN) cycles, or in anticipation of this
val ue cycling.

If anti-replay is disabled (as noted above), the sender does not need
to nonitor or reset the counter, e.g., in the case of manual key
managenent (see Section 5). However, the sender still increments the
counter and when it reaches the maxi nrumval ue, the counter rolls over
back to zero. (This behavior is recommended for nulti-sender

mul ticast SAs, unless anti-replay nmechani sms outside the scope of
this standard are negoti ated between the sender and receiver.)

If ESN (see Appendix B) is selected, only the | oworder 32 bits of
the sequence nunber are transnitted in the Sequence Nunber field,

al t hough both sender and receiver maintain full 64-bit ESN counters.
However, the high-order 32 bits are included in the ICV cal cul ation.
Note: If a receiver chooses not to enable anti-replay for an SA then
the receiver SHOULD NOT negotiate ESN i n an SA nanagenent protocol.
Use of ESN creates a need for the receiver to manage the anti-replay
window (in order to determine the correct value for the high-order
bits of the ESN, which are enployed in the | CV conputation), which is
generally contrary to the notion of disabling anti-replay for an SA
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I dentifier: RQ_002_2024
RFC Clause:  3.3.2

Type: Recommended
Appliesto: IPsec host
Requirement:

I'f increnenting the value in the Sequence Nunber field of an Authentication Header would cause it to
overflow as a 32-bit value (i.e., return to zero) prior to sending the associated |P packet and if
the anti-replay service is also enabled, an | Psec Host SHOULD record in the audit log for this
event, the SPl value, current date/time, Source Address, Destination Address, and (in IPv6) the
cleartext Flow ID

RFC Text:
The sender's counter is initialized to O when an SA is established.
The sender increments the sequence number (or ESN) counter for this
SA and inserts the loworder 32 bits of the value into the Sequence
Nunber field. Thus, the first packet sent using a given SA will
contain a sequence nunber of 1.

If anti-replay is enabled (the default), the sender checks to ensure
that the counter has not cycled before inserting the new value in the
Sequence Nunber field. In other words, the sender MIST NOT send a

packet on an SA if doing so would cause the sequence nunber to cycle.

An attenpt to transmit a packet that would result in sequence nunber
overflow is an auditable event. The audit log entry for this event
SHOULD i ncl ude the SPI value, current date/time, Source Address,
Destination Address, and (in IPv6) the cleartext Flow ID.

The sender assunes anti-replay is enabled as a default, unless
otherwi se notified by the receiver (see Section 3.4.3) or if the SA
was configured using manual key managenent. Thus, typical behavior
of an AH inplenentation calls for the sender to establish a new SA
when the Sequence Nunber (or ESN) cycles, or in anticipation of this
val ue cycling.

If anti-replay is disabled (as noted above), the sender does not need
to nonitor or reset the counter, e.g., in the case of nanual key
managenent (see Section 5). However, the sender still increments the
counter and when it reaches the maxi mumval ue, the counter rolls over
back to zero. (This behavior is reconmended for nulti-sender
mul ti cast SAs, unless anti-replay mechani snms outside the scope of
this standard are negoti ated between the sender and receiver.)

If ESN (see Appendix B) is selected, only the | oworder 32 bits of
the sequence nunber are transmitted in the Sequence Nunber field,

al t hough both sender and receiver maintain full 64-bit ESN counters.
However, the high-order 32 bits are included in the ICV cal cul ation.
Note: If a receiver chooses not to enable anti-replay for an SA then
the receiver SHOULD NOT negotiate ESN in an SA nanagenent protocol .
Use of ESN creates a need for the receiver to manage the anti-replay
wi ndow (in order to determine the correct value for the high-order
bits of the ESN, which are enployed in the |ICV conputation), which is
generally contrary to the notion of disabling anti-replay for an SA
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I dentifier: RQ_002_2025
RFC Clause:  3.3.2

Type: Mandatory
Appliesto: IPsec host
Requirement:

Wien an | Psec Host which has the anti-replay service enabled sends an | P packet containing an

Aut henti cati on Header (AH) on a particul ar unicast or single-sender nulticast Security Association
(SA) on which the use of Extended Sequence Nunmbers (ESN) has been established, it MJST set the val ue
in the Sequence Nunber field to the |oworder 32 bits of the ESN

RFC Text:
The sender's counter is initialized to 0 when an SA is established.
The sender increments the sequence number (or ESN) counter for this
SA and inserts the |loworder 32 bits of the value into the Sequence
Nunber field. Thus, the first packet sent using a given SA will
contain a sequence nunber of 1.

If anti-replay is enabled (the default), the sender checks to ensure
that the counter has not cycled before inserting the new value in the
Sequence Nunber field. |In other words, the sender MUST NOT send a
packet on an SA if doing so would cause the sequence nunmber to cycle.
An attenpt to transmit a packet that would result in sequence nunber
overflow is an auditable event. The audit log entry for this event
SHOULD i nclude the SPI value, current date/tine, Source Address,
Destination Address, and (in IPv6) the cleartext Flow ID.

The sender assunes anti-replay is enabled as a default, unless
otherwi se notified by the receiver (see Section 3.4.3) or if the SA
was configured using manual key managenent. Thus, typical behavior
of an AH inplenentation calls for the sender to establish a new SA
when the Sequence Nunber (or ESN) cycles, or in anticipation of this
val ue cycling.

If anti-replay is disabled (as noted above), the sender does not need
to nonitor or reset the counter, e.g., in the case of nmanual key
managenent (see Section 5). However, the sender still increments the
counter and when it reaches the maxi numval ue, the counter rolls over
back to zero. (This behavior is recommended for nulti-sender

mul ticast SAs, unless anti-replay nmechani sms outside the scope of
this standard are negoti ated between the sender and receiver.)

If ESN (see Appendix B) is selected, only the | oworder 32 bits of
the sequence nunber are transnitted in the Sequence Nunber field,

al though both sender and receiver maintain full 64-bit ESN counters.
However, the high-order 32 bits are included in the ICV cal cul ation.
Note: If a receiver chooses not to enable anti-replay for an SA then
the receiver SHOULD NOT negotiate ESN i n an SA nanagenent protocol.
Use of ESN creates a need for the receiver to manage the anti-replay
window (in order to determine the correct value for the high-order
bits of the ESN, which are enployed in the | CV conputation), which is
generally contrary to the notion of disabling anti-replay for an SA
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I dentifier: RQ_002_2026
RFC Clause:  3.3.2

Type: Recommended
Appliesto: IPsec host
Requirement:

ETSI TS 102 558 V1.1.1 (2006-12)

An | Psec host SHOULD NOT negotiate the use of Extended Sequence Nunbers (ESN) on a Security

Association for which the anti-replay service is not enabl ed.

RFC Text:
The sender's counter is initialized to 0 when an SA is established.
The sender increnments the sequence nunber (or ESN) counter for this
SA and inserts the loworder 32 bits of the value into the Sequence
Nunber field. Thus, the first packet sent using a given SA will
contain a sequence nunber of 1.

If anti-replay is enabled (the default), the sender checks to ensure
that the counter has not cycled before inserting the new value in the
Sequence Nunber field. In other words, the sender MIST NOT send a
packet on an SA if doing so would cause the sequence nunber to cycle.
An attenpt to transmt a packet that would result in sequence nunber
overflow is an auditable event. The audit log entry for this event
SHOULD i nclude the SPI value, current date/time, Source Address,
Destination Address, and (in IPv6) the cleartext Flow ID.

The sender assunes anti-replay is enabled as a default, unless
otherwi se notified by the receiver (see Section 3.4.3) or if the SA
was configured using manual key management. Thus, typical behavior
of an AH inplenentation calls for the sender to establish a new SA
when the Sequence Nunber (or ESN) cycles, or in anticipation of this
val ue cycling.

If anti-replay is disabled (as noted above), the sender does not need
to nonitor or reset the counter, e.g., in the case of nanual key
managenment (see Section 5). However, the sender still increments the
counter and when it reaches the maxi numvalue, the counter rolls over
back to zero. (This behavior is recommended for nulti-sender
mul ti cast SAs, unless anti-replay mechani snms outside the scope of
this standard are negoti ated between the sender and receiver.)

If ESN (see Appendix B) is selected, only the | oworder 32 bits of
the sequence nunber are transmitted in the Sequence Nunber field,
al though both sender and receiver maintain full 64-bit ESN counters.
However, the high-order 32 bits are included in the ICV cal cul ation.

Note: If a receiver chooses not to enable anti-replay for an SA then
the receiver SHOULD NOT negotiate ESN in an SA nanagenent protocol .
Use of ESN creates a need for the receiver to manage the anti-replay
wi ndow (in order to determine the correct value for the high-order
bits of the ESN, which are enployed in the | CV conputation), which is
generally contrary to the notion of disabling anti-replay for an SA
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I dentifier: RQ_002_2027
RFC Clause: 333

Type: Mandatory
Appliesto: IPsec host
Requirement:

Wien an | Psec host sends an | P packet containing an Authentication Header (AH), it MJST set a val ue
inthe Integrity Check Value field which has been cal cul ated over the follow ng other fields using
the al gorithm negoti ated during SA establishnent:

*

E

all immutable or predictable (at the receiving endpoint) |IP and extension headers prior
to the Authentication Header

the Authentication Header (Next Header field, Payload Length field, Reserved field, SP
field, Sequence Number field, ICV field - set to zero for the purposes of the cal cul ation
- and any explicit padding bytes)

all mutable and unpredictable fields with their values assumed to be zero

all information follow ng the Authentication Header

the high-order 32 bits of the Extended Sequence Nunber (if enabl ed)

all inplicit padding bytes required by the integrity algorithm

RFC Text:
The AH ICV is conputed over:

o | P or extension header fields before the AH header that are
either immutable in transit or that are predictable in val ue
upon arrival at the endpoint for the AH SA

o the AH header (Next Header, Payl oad Len, Reserved, SPI
Sequence Number (Il ow order 32 bits), and the |ICV (which is set
to zero for this conputation), and explicit padding bytes (if
any))

o everything after AH is assuned to be imutable in transit

o the high-order bits of the ESN (if enployed), and any inplicit
paddi ng required by the integrity algorithm

I dentifier: RQ_002_2028
RFC Clause: 333

Type: Mandatory
Appliesto: I Psec host
Requirement:

When an | Psec host receives an | P packet containing an Authentication Header (AH), it MJST cal cul ate
an Integrity Check Value over the following fields in the incom ng packet using the algorithm
negoti ated during SA establishnent:

*

E

all imrutable or predictable (at the receiving endpoint) |IP and extension headers

prior to the Authentication Header

the Authentication Header (Next Header field, Payload Length field, Reserved field
SPI field, Sequence Number field, ICV field - set to zero for the purposes of the

calculation - and any explicit padding bytes)

all mutable and unpredictable fields with their values assumed to be zero

all information follow ng the Authentication Header

the high-order 32 bits of the Extended Sequence Nunber (if enabl ed)

all inplicit padding bytes required by the integrity algorithm

RFC Text:
The AH ICV is conputed over:

o | P or extension header fields before the AH header that are
either immutable in transit or that are predictable in val ue
upon arrival at the endpoint for the AH SA

o the AH header (Next Header, Payl oad Len, Reserved, SPI
Sequence Number (Il ow order 32 bits), and the |ICV (which is set
to zero for this conputation), and explicit padding bytes (if
any))

o everything after AH is assuned to be imutable in transit

o the high-order bits of the ESN (if enployed), and any inplicit
paddi ng required by the integrity algorithm
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I dentifier: RQ_002_2029
RFC Clause: 33321
Type: Mandatory
Appliesto: IPsec host
Requirement:

Wien sending an | Pv4 packet which contains an Authentication Header (AH), an |IPsec host MJST incl ude
explicit padding bytes in the Integrity Check Value field if these are required to ensure that the
header is a multiple of 32 bits

RFC Text:
As nmentioned in Section 2.6, the ICV field may include explicit
padding if required to ensure that the AH header is a multiple of 32
bits (1 Pv4) or 64 bits (IPv6). |If padding is required, its length is
determ ned by two factors

- the length of the ICV
- the | P protocol version (v4 or v6)

For exanple, if the output of the selected algorithmis 96 bits, no
padding is required for I Pv4 or I Pv6. However, if a different length
ICV is generated, due to use of a different algorithm then padding
may be required depending on the length and I P protocol version. The
content of the padding field is arbitrarily selected by the sender
(The padding is arbitrary, but need not be randomto achieve
security.) These padding bytes are included in the I CV cal cul ati on
counted as part of the Payload Length, and transnmitted at the end of
the ICV field to enable the receiver to performthe ICV cal cul ation

I ncl usi on of padding in excess of the m ni numanount required to
satisfy | Pv4/IPv6 alignment requirenments is prohibited

I dentifier: RQ_002_2030
RFC Clause: 33321
Type: Mandatory
Appliesto: | Psec host
Requirement:

Wien sending an | Pv6 packet which contains an Authentication Header (AH), an |IPsec host MJST i ncl ude
explicit padding bytes in the Integrity Check Value field if these are required to ensure that the
header is a nmultiple of 64 bits

RFC Text:
As nmentioned in Section 2.6, the ICV field may include explicit
padding if required to ensure that the AH header is a multiple of 32
bits (1 Pv4) or 64 bits (IPv6). |If padding is required, its length is
determ ned by two factors

- the length of the ICV
- the I P protocol version (v4 or v6)

For exanple, if the output of the selected algorithmis 96 bits, no
padding is required for I Pv4 or I Pv6. However, if a different length
ICV is generated, due to use of a different algorithm then padding
may be required depending on the length and I P protocol version. The
content of the padding field is arbitrarily selected by the sender
(The padding is arbitrary, but need not be randomto achi eve
security.) These padding bytes are included in the ICV cal cul ation
counted as part of the Payload Length, and transnmitted at the end of
the ICV/ field to enable the receiver to performthe ICV cal cul ation

I ncl usi on of padding in excess of the m ni numanount required to
satisfy | Pv4/IPv6 alignment requirements is prohibited

ETSI



29 ETSI TS 102 558 V1.1.1 (2006-12)

I dentifier: RQ_002_2031
RFC Clause: 33321
Type: Optional
Appliesto: IPsec host
Requirement:

When sendi ng an | P packet which contains an Authentication Header (AH) with explicit paddi ng bytes
inthe Integrity Check Value field, an | Psec Host MAY set each padding byte to any 8-bit val ue

RFC Text:
As nmentioned in Section 2.6, the ICV field may include explicit
padding if required to ensure that the AH header is a multiple of 32
bits (1 Pv4) or 64 bits (IPv6). |If padding is required, its length is
determ ned by two factors

- the length of the ICV
- the | P protocol version (v4 or v6)

For exanple, if the output of the selected algorithmis 96 bits, no
padding is required for IPv4 or IPv6. However, if a different length
ICV is generated, due to use of a different algorithm then padding
may be required depending on the length and | P protocol version. The
content of the padding field is arbitrarily selected by the sender
(The padding is arbitrary, but need not be randomto achieve
security.) These padding bytes are included in the I CV cal cul ati on
counted as part of the Payload Length, and transnmitted at the end of
the ICV field to enable the receiver to performthe ICV cal cul ation

I ncl usion of padding in excess of the m ninumanount required to
satisfy | Pv4/IPv6 alignment requirements is prohibited

I dentifier: RQ_002_2032
RFC Clause: 33321
Type: Mandatory
Appliesto: IPsec host
Requirement:

When sendi ng an | P packet which contains an Authentication Header (AH) with explicit paddi ng bytes
inthe Integrity Check Value field, an | Psec Host MJUST include the padding bytes in the calculation
of the Integrity Check Val ue

RFC Text:
As nmentioned in Section 2.6, the ICV field may include explicit
padding if required to ensure that the AH header is a multiple of 32
bits (1 Pv4) or 64 bits (IPv6). |If padding is required, its length is
determ ned by two factors

- the length of the ICV
- the | P protocol version (v4 or v6)

For exanple, if the output of the selected algorithmis 96 bits, no
padding is required for I Pv4 or I Pv6. However, if a different length
ICV is generated, due to use of a different algorithm then padding
may be required depending on the length and I P protocol version. The
content of the padding field is arbitrarily selected by the sender
(The padding is arbitrary, but need not be randomto achieve
security.) These padding bytes are included in the I CV cal cul ati on
counted as part of the Payl oad Length, and transnmitted at the end of
the ICV field to enable the receiver to performthe ICV cal cul ation

I ncl usi on of padding in excess of the m ni numanount required to
satisfy | Pv4/IPv6 alignment requirenments is prohibited
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I dentifier: RQ_002_2033
RFC Clause: 33321
Type: Mandatory
Appliesto: IPsec host
Requirement:

When sendi ng an | P packet which contains an Authentication Header (AH) with explicit paddi ng bytes
inthe Integrity Check Value field, an | Psec Host MJST include the padding bytes in the calculation
of the value to be set in the Payl oad Length field

RFC Text:
As nmentioned in Section 2.6, the ICV field may include explicit
padding if required to ensure that the AH header is a multiple of 32
bits (1 Pv4) or 64 bits (IPv6). |If padding is required, its length is
determ ned by two factors

- the length of the ICV
- the | P protocol version (v4 or v6)

For exanple, if the output of the selected algorithmis 96 bits, no
padding is required for I Pv4 or I Pv6. However, if a different length
ICV is generated, due to use of a different algorithm then padding
may be required depending on the length and I P protocol version. The
content of the padding field is arbitrarily selected by the sender
(The padding is arbitrary, but need not be randomto achieve
security.) These padding bytes are included in the I CV cal cul ati on
counted as part of the Payload Length, and transnmitted at the end of
the ICV field to enable the receiver to performthe ICV cal cul ation

I ncl usi on of padding in excess of the m ni numanount required to
satisfy | Pv4/IPv6 alignment requirenments is prohibited

I dentifier: RQ_002_2034
RFC Clause: 33321
Type: Mandatory
Appliesto: | Psec host
Requirement:

Wien sending an | P packet which contains an Authentication Header (AH) which requires the inclusion
of explicit padding bytes in the Integrity Check Value field, an | Psec Host MUST insert the padding
bytes at the end of the Integrity Check Value field

RFC Text:
As nmentioned in Section 2.6, the ICV field may include explicit
padding if required to ensure that the AH header is a multiple of 32
bits (1 Pv4) or 64 bits (IPv6). |If padding is required, its length is
determ ned by two factors

- the length of the ICV
- the I P protocol version (v4 or v6)

For exanple, if the output of the selected algorithmis 96 bits, no
padding is required for I Pv4 or I Pv6. However, if a different length
ICV is generated, due to use of a different algorithm then padding
may be required depending on the length and I P protocol version. The
content of the padding field is arbitrarily selected by the sender
(The padding is arbitrary, but need not be randomto achieve
security.) These padding bytes are included in the ICV cal cul ation
counted as part of the Payload Length, and transnmitted at the end of
the ICV/ field to enable the receiver to performthe ICV cal cul ation

I ncl usi on of padding in excess of the m ni numanount required to
satisfy | Pv4/IPv6 alignment requirements is prohibited
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I dentifier: RQ_002_2035
RFC Clause:  3.3.3.2.2
Type: Mandatory
Appliesto: IPsec host
Requirement:

When sending an | P packet containing an Authentication Header (AH) and the use of Extended Sequence
Nunber (ESN) option is selected, an | Psec Host MJST include the high-order 32-bits of the ESN in the
conputation of the value to be inserted in the Integrity Check Value field of the packet

RFC Text:
If the ESN option is elected for an SA, then the high-order 32 bits of the ESN nust be included in
the ICV conputation. For purposes of ICV conputation, these bits are appended (inplicitly)
imedi ately after the end of the payl oad, and before any inplicit packet padding

For sone integrity algorithns, the byte string over which the ICV conputation is perforned nust be a
mul tiple of a bl ocksize specified by the algorithm |f the |IP packet length (including AH and the
32 high-order bits of the ESN, if enabl ed) does not match the bl ocksize requirenments for the
algorithm inplicit padding MJUST be appended to the end of the packet, prior to | CV conputation

The paddi ng octets MJST have a value of zero. The blocksize (and hence the |length of the padding)
is specified by the algorithmspecification. This padding is not transmtted with the packet. The
docunent that defines an integrity algorithm MJUST be consulted to determne if inplicit padding is
required as described above. If the document does not specify an answer to this, then the default
is to assune that inplicit padding is required (as needed to match the packet length to the

al gorithm s bl ocksize.) |f padding bytes are needed but the al gorithm does not specify the padding
contents, then the padding octets MJUST have a val ue of zero

I dentifier: RQ_002_2036
RFC Clause:  3.3.3.2.2
Type: Mandatory
Appliesto: | Psec host
Requirement:

Wien sending an | P packet containing an Authentication Header (AH) and the packet |ength does not
match the requirements of the selected integrity algorithm an |Psec Host MJUST include the nunber of
byt es necessary to satisfy the algorithmrequirenments, each with the value zero (0), in the

cal culation of the value to be set in the Integrity Check Value field

RFC Text:
If the ESN option is elected for an SA, then the high-order 32 bits of the ESN nust be included in
the I CV conputation. For purposes of |ICV conputation, these bits are appended (inplicitly)
imedi ately after the end of the payl oad, and before any inplicit packet padding

For sone integrity algorithns, the byte string over which the ICV conputation is perforned nust be a
mul tiple of a blocksize specified by the algorithm |If the |IP packet length (including AH and the
32 high-order bits of the ESN, if enabl ed) does not match the bl ocksize requirements for the
algorithm inplicit padding MJUST be appended to the end of the packet, prior to | CV conputation

The paddi ng octets MJST have a value of zero. The blocksize (and hence the length of the paddi ng)
is specified by the algorithmspecification. This padding is not transnmitted with the packet. The
docurent that defines an integrity algorithm MJUST be consulted to determine if inplicit padding is
requi red as described above. |f the document does not specify an answer to this, then the default
is to assune that inplicit padding is required (as needed to match the packet length to the

al gorithm s bl ocksize.) |f padding bytes are needed but the al gorithm does not specify the padding
contents, then the padding octets MJUST have a val ue of zero

I dentifier: RQ_002 2037
RFC Clause: 3.34

Type: Mandatory
Appliesto: I Psec host
Requirement:

Wien sending an | P packet which needs to be fragnented, an |Psec Host MJST apply Authentication
Header processing to the packet before fragnenting it

RFC Text:
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If required, IP fragnentation occurs after AH processing within an |IPsec inplenentation. Thus,
transport node AH is applied only to whole | P datagrans (not to IP fragnents). An |IPv4 packet to
whi ch AH has been applied nay itself be fragnented by routers en route, and such fragnents nust be
reassenbl ed prior to AH processing at a receiver. (This does not apply to | Pv6, where there is no
router- initiated fragmentation.) In tunnel nobde, AHis applied to an | P packet, the payl oad of
which may be a fragnmented | P packet. For exanple, a security gateway or a "bunp-in-the-stack" or
"bunmp-in- the-wire" |Psec inplenmentation (see the Security Architecture docunment for details) may
apply tunnel nmode AH to such fragnents.

I dentifier: RQ_002_2038
RFC Clause: 334

Type: Optional
Appliesto: | Psec host
Requirement:

An | Psec host MAY support the fragmentation of packets containing an Authentication Header

RFC Text:
Fragnent ati on, whether perforned by an | Psec inplenentation or by routers along the path between
| Psec peers, significantly reduces perfornmance. Moreover, the requirenent for an AH receiver to
accept fragments for reassenbly creates denial of service vulnerabilities. Thus, an AH
i npl ement ati on MAY choose to not support fragmentation and may mark transmitted packets with the DF
bit, to facilitate Path MIU (PMIU) discovery. |In any case, an AH inplenmentati on MJST support
generation of | CMP PMIU nessages (or equivalent internal signaling for native host inplenentations)
to mnimze the likelihood of fragnentation. Details of the support required for MU managenent
are contained in the Security Architecture docunent.

I dentifier: RQ_002_2039
RFC Clause: 3.34

Type: Optional
Appliesto: I Psec host
Requirement:

An | Psec host that does not support the fragnentation of |Pv4 packets containing an Authentication
Header MAY set the "Do not Fragnent (DF)" flag in the packet header.

RFC Text:
Fragnent ation, whether perforned by an | Psec inplenentation or by routers along the path between
| Psec peers, significantly reduces performance. Moreover, the requirement for an AH receiver to
accept fragments for reassenbly creates denial of service vulnerabilities. Thus, an AH
i npl enentati on MAY choose to not support fragnmentation and may mark transmitted packets with the DF
bit, to facilitate Path MIU (PMIU) di scovery. |n any case, an AH inpl enentati on MJST support
generation of | CMP PMIU nessages (or equivalent internal signaling for native host inplenmentations)
to mnimze the likelihood of fragnentation. Details of the support required for MU managenent
are contained in the Security Architecture docunent.

I dentifier: RQ_002_2040
RFC Clause: 334

Type: Mandatory
Appliesto: IPsec host
Requirement:

An | Psec host that supports the use of Authentication Headers MJST al so support the generation of
| CWP Path MIU nessages

RFC Text:
Fragnent ati on, whether perforned by an | Psec inplenentation or by routers along the path between
| Psec peers, significantly reduces perfornmance. Moreover, the requirenent for an AH receiver to
accept fragments for reassenbly creates denial of service vulnerabilities.
Thus, an AH inpl ementati on MAY choose to not support fragmentation and may mark transmitted packets
with the DF bit, to facilitate Path MU (PMrU) di scovery. In any case, an AH inplementati on MJUST
support generation of | CMP PMIU nessages (or equivalent internal signaling for native host
i npl enentations) to mnimze the |likelihood of fragnentation. Details of the support required for
MIU nanagenent are contained in the Security Architecture docunent.
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I dentifier: RQ_002_2041
RFC Clause: 34.1

Type: Mandatory
Appliesto: IPsec host
Requirement:

Wien an | Psec host that supports Authentication Headers receives packets which are fragments of a
| arger packet, it MJST reassenble the fragnments into a single packet before processing the
Aut henti cati on Header if present

RFC Text:
If required, reassenbly is perforned prior to AH processing. |f a packet offered to AH for
processing appears to be an |P fragnent, i.e., the OFFSET field is nonzero or the MORE FRAGVENTS
flag is set, the receiver MIST discard the packet; this is an auditable event. The audit log entry
for this event SHOULD include the SPI value, date/tine, Source Address, Destination Address, and (in

| Pv6) the Flow ID.

Identifier: RQ_002_2042
RFC Clause: 34.1

Type: Mandatory
Appliesto: IPsec host

Requirement:
Wien an | Psec host processes the Authentication Header of a received | Pv6 packet, it MJST discard
the packet if the Ofset field in the | Pv6 Fragnentation Extension Header contains a non-zero val ue.

RFC Text:
I'f required, reassenbly is perforned prior to AH processing. |f a packet offered to AH for
processing appears to be an IP fragment, i.e., the OFFSET field is nonzero or the MORE FRAGVENTS
flag is set, the receiver MJIST discard the packet; this is an auditable event. The audit log entry
for this event SHOULD include the SPI value, date/tine, Source Address, Destination Address, and (in

| Pv6) the Flow ID.

I dentifier: RQ_002_2043
RFC Clause: 34.1

Type: Mandatory
Appliesto: | Psec host
Requirement:

Wien an | Psec host processes the Authentication Header of a received |Pv4 packet, it MJST discard
the packet if the Mre Fragnents flag is set in the | Pv4 packet header.

RFC Text:
If required, reassenbly is perforned prior to AH processing. |f a packet offered to AH for
processing appears to be an IP fragment, i.e., the OFFSET field is nonzero or the MORE FRAGVENTS
flag is set, the receiver MIST discard the packet; this is an auditable event. The audit log entry
for this event SHOULD include the SPI value, date/tine, Source Address, Destination Address, and (in

| Pv6) the Flow ID.
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I dentifier: RQ_002_2044
RFC Clause: 34.1

Type: Recommended
Appliesto: IPsec host
Requirement:

If an I Psec host discards an | Pv6 packet because it contains an Authentication Header and the
Fragnentation Offset field in the Fragnentation Extension Header contains a non-zero value, it
SHOULD record the event in a log along with the foll owi ng paraneters:

- SPI val ue

- date and tinme of the event
- Source Address

- Destination Address

- the Flow | abel

RFC Text:
If required, reassenbly is perforned prior to AH processing. |f a packet offered to AH for
processing appears to be an IP fragment, i.e., the OFFSET field is nonzero or the MORE FRAGVENTS
flag is set, the receiver MIST discard the packet; this is an auditable event. The audit log entry
for this event SHOULD include the SPI value, date/tine, Source Address, Destination Address, and (in
| Pv6) the Flow ID.

I dentifier: RQ_002_2045
RFC Clause: 34.1

Type: Recommended
Appliesto: | Psec host
Requirement:

If an | Psec host discards an | Pv4 packet because it contains an Authentication Header and the Mre
Fragments flag is set in the packet header, it SHOULD record the event in a log along with the
fol |l owi ng paraneters:

- SPI val ue

- date and tine of the event
- Source Address

- Destination Address

RFC Text:
I'f required, reassenbly is perforned prior to AH processing. |f a packet offered to AH for
processing appears to be an IP fragment, i.e., the OFFSET field is nonzero or the MORE FRAGVENTS
flag is set, the receiver MJIST discard the packet; this is an auditable event. The audit log entry
for this event SHOULD include the SPI value, date/tine, Source Address, Destination Address, and (in
| Pv6) the Flow ID.
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I dentifier: RQ_002_2046
RFC Clause:  3.4.2

Type: Mandatory
Appliesto: IPsec host
Requirement:

If an | Psec host receives an | Pv6 packet containing an Authentication Header but no valid Security
Associ ation exists, it MIST discard the packet

RFC Text:
Upon recei pt of a packet containing an | P Authenticati on Header, the receiver determnes the
appropriate (unidirectional) SA via |lookup in the SAD. For a unicast SA this determnation is
based on the SPI or the SPI plus protocol field, as described in Section 2.4. |f an inplementation
supports nulticast traffic, the destination address is also enployed in the |ookup (in addition to
the SPI), and the sender address al so may be enployed, as described in Section 2.4. (This process
is described in nore detail in the Security Architecture docunent.) The SAD entry for the SA al so
i ndi cat es whether the Sequence Nunmber field will be checked and whether 32- or 64-bit sequence
nunbers are enpl oyed for the SA. The SAD entry for the SA al so specifies the algorithm(s) enpl oyed
for ICV conputation, and indicates the key required to validate the ICV.

If no valid Security Association exists for this packet the receiver MJST discard the packet; this
is an auditable event. The audit log entry for this event SHOULD include the SPlI value, date/tine,
Sour ce Address, Destination Address, and (in |IPv6) the Flow ID.

(Note that SA managenent traffic, such as | KE packets, does not need to be processed based on SPI,
i.e., one can de-nultiplex this traffic separately based on Next Protocol and Port fields, for
exanpl e.)

I dentifier: RQ_002_2047
RFC Clause:  3.4.2

Type: Recommended
Appliesto: I Psec host
Requirement:

If an | Psec host receives an | Pv6 packet containing an Authentication Header but no valid Security
Associ ation exists, it SHOULD record the event in a log along with the followi ng paraneters:

- SPI val ue

- date and time of the event
- Source Address

- Destination Address

- the Flow | abel

RFC Text:
Upon recei pt of a packet containing an | P Authenticati on Header, the receiver determnes the
appropriate (unidirectional) SA via |lookup in the SAD. For a unicast SA this determnation is
based on the SPI or the SPI plus protocol field, as described in Section 2.4. |f an inplementation
supports nulticast traffic, the destination address is also enployed in the |ookup (in addition to
the SPI), and the sender address al so nay be enpl oyed, as described in Section 2.4. (This process
is described in nore detail in the Security Architecture docunent.) The SAD entry for the SA al so
i ndi cates whether the Sequence Number field will be checked and whether 32- or 64-bit sequence
nunbers are enployed for the SA. The SAD entry for the SA al so specifies the algorithm(s) enpl oyed
for ICV conputation, and indicates the key required to validate the ICV.

If no valid Security Association exists for this packet the receiver MJST discard the packet; this

is an auditable event. The audit log entry for this event SHOULD i nclude the SPlI value, date/tine,
Source Address, Destination Address, and (in IPv6) the Flow ID.

(Note that SA managenent traffic, such as | KE packets, does not need to be processed based on SPI,

i.e., one can de-nultiplex this traffic separately based on Next Protocol and Port fields, for
exanpl e.)
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I dentifier: RQ_002_2048
RFC Clause:  3.4.2

Type: Recommended
Appliesto: IPsec host
Requirement:

If an | Psec host receives an | Pv4 packet containing an Authentication Header but no valid Security
Associ ation exists, it SHOULD record the event in a log along with the follow ng paraneters

- SPI val ue

- date and time of the event
- Source Address

- Destination Address

RFC Text:
Upon recei pt of a packet containing an | P Authenticati on Header, the receiver determnes the
appropriate (unidirectional) SA via |lookup in the SAD. For a unicast SA this determnation is
based on the SPI or the SPI plus protocol field, as described in Section 2.4. |If an inplementation
supports multicast traffic, the destination address is also enployed in the |ookup (in addition to
the SPI), and the sender address al so nay be enpl oyed, as described in Section 2.4. (This process
is described in nore detail in the Security Architecture docunent.) The SAD entry for the SA al so
i ndi cates whet her the Sequence Nunmber field will be checked and whether 32- or 64-bit sequence
nunbers are enpl oyed for the SA. The SAD entry for the SA al so specifies the algorithm(s) enpl oyed
for ICV conputation, and indicates the key required to validate the ICV.

If no valid Security Association exists for this packet the receiver MIST discard the packet; this
is an auditable event. The audit log entry for this event SHOULD include the SPlI value, date/tine,
Sour ce Address, Destination Address, and (in |Pv6) the Flow |ID

(Note that SA managenent traffic, such as | KE packets, does not need to be processed based on SPI
i.e., one can de-nultiplex this traffic separately based on Next Protocol and Port fields, for
exanpl e.)

I dentifier: RQ_002_2049
RFC Clause:  3.4.3

Type: Mandatory
Appliesto: I Psec host
Requirement:

An | Psec host that supports the use of Authentication Headers MJST al so support the anti-replay
service

RFC Text:
Al AH inpl ementati ons MIUST support the anti-replay service, though its use may be enabl ed or
di sabl ed by the receiver on a per-SA basis. Anti-replay is applicable to unicast as well as
mul ti cast SAs. However, this standard specifies no mechanisns for providing anti- replay for a
mul ti-sender SA (unicast or nmulticast). |In the absence of negotiation (or manual configuration) of
an anti-replay nechanismfor such an SA, it is recommended that sender and receiver checking of the
Sequence Nunber for the SA be disabled (via negotiation or manual configuration), as noted bel ow

If the receiver does not enable anti-replay for an SA, no inbound checks are perforned on the
Sequence Nunber. However, fromthe perspective of the sender, the default is to assunme that anti -
replay is enabled at the receiver. To avoid having the sender do unnecessary sequence nunber
nonitoring and SA setup (see Section 3.3.2, "Sequence Number Generation"), if an SA establishnent
protocol such as IKE is enployed, the receiver SHOULD notify the sender, during SA establishnment, if
the receiver will not provide anti-replay protection

If the receiver has enabled the anti-replay service for this SA the receive packet counter for the
SA MUST be initialized to zero when the SA is established. For each received packet, the receiver
MUST verify that the packet contains a Sequence Nunber that does not duplicate the Sequence Nunber
of any other packets received during the life of this SA. This SHOULD be the first AH check applied
to a packet after it has been nmatched to an SA, to speed rejection of duplicate packets
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I dentifier: RQ_002_2050
RFC Clause:  3.4.3

Type: Optional
Appliesto: IPsec host
Requirement:

An | Psec host that supports the use of Authentication Headers MAY enable or disable the anti-replay
service on a per-Security Association basis.

RFC Text:
Al AH inpl ementati ons MIUST support the anti-replay service, though its use may be enabl ed or
di sabl ed by the receiver on a per-SA basis. Anti-replay is applicable to unicast as well as
mul ti cast SAs. However, this standard specifies no mechanisns for providing anti- replay for a
mul ti-sender SA (unicast or nmulticast). |In the absence of negotiation (or manual configuration) of
an anti-replay nechanismfor such an SA, it is recommended that sender and receiver checking of the
Sequence Nunber for the SA be disabled (via negotiation or manual configuration), as noted bel ow

If the receiver does not enable anti-replay for an SA, no inbound checks are perforned on the
Sequence Nunber. However, fromthe perspective of the sender, the default is to assunme that anti-
replay is enabled at the receiver. To avoid having the sender do unnecessary sequence nunber
nonitoring and SA setup (see Section 3.3.2, "Sequence Number Generation"), if an SA establishnent
protocol such as IKE is enployed, the receiver SHOULD notify the sender, during SA establishnment, if
the receiver will not provide anti-replay protection

If the receiver has enabled the anti-replay service for this SA the receive packet counter for the
SA MUST be initialized to zero when the SA is established. For each received packet, the receiver
MUST verify that the packet contains a Sequence Nunber that does not duplicate the Sequence Nunber
of any other packets received during the life of this SA. This SHOULD be the first AH check applied
to a packet after it has been nmatched to an SA, to speed rejection of duplicate packets

I dentifier: RQ_002_2051
RFC Clause:  3.4.3

Type: Recommended
Appliesto: IPsec host
Requirement:

If an I Psec host that supports Authentication Headers receives a request to establish a Security
Associ ation with another |Psec host (using the | KEv2 protocol for instance) but is unable to provide
anti-replay protection, it SHOULD include a notification of this fact in its response to the SA
initiator

RFC Text:
Al AH inpl ementati ons MUST support the anti-replay service, though its use may be enabl ed or
di sabl ed by the receiver on a per-SA basis. Anti-replay is applicable to unicast as well as
mul ti cast SAs. However, this standard specifies no mechanisms for providing anti- replay for a
mul ti-sender SA (unicast or nmulticast). |In the absence of negotiation (or manual configuration) of
an anti-replay nmechanismfor such an SA, it is recommended that sender and receiver checking of the
Sequence Nunmber for the SA be disabled (via negotiation or manual configuration), as noted bel ow.

If the receiver does not enable anti-replay for an SA, no inbound checks are perforned on the
Sequence Nunmber. However, fromthe perspective of the sender, the default is to assune that anti-
replay is enabled at the receiver. To avoid having the sender do unnecessary sequence nunber

nmoni toring and SA setup (see Section 3.3.2, "Sequence Number Generation"), if an SA establishment
protocol such as IKE is enpl oyed, the receiver SHOULD notify the sender, during SA establishment, if
the receiver will not provide anti-replay protection

If the receiver has enabled the anti-replay service for this SA the receive packet counter for the
SA MUST be initialized to zero when the SA is established. For each received packet, the receiver
MJST verify that the packet contains a Sequence Nunber that does not duplicate the Sequence Nunber
of any other packets received during the life of this SA. This SHOULD be the first AH check applied
to a packet after it has been matched to an SA, to speed rejection of duplicate packets
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I dentifier: RQ_002_2052
RFC Clause:  3.4.3

Type: Mandatory
Appliesto: IPsec host
Requirement:

If an I Psec host that supports Authentication Headers accepts a request to establish a Security
Associ ation with another |Psec host (using the IKEv2 protocol for instance) and it enables the anti-
replay service for this SA it MJST set the received packet counter to zero (0) when the SAis

est abl i shed.

RFC Text:
Al AH inpl ementati ons MUST support the anti-replay service, though its use may be enabl ed or
di sabl ed by the receiver on a per-SA basis. Anti-replay is applicable to unicast as well as
mul ti cast SAs. However, this standard specifies no mechanisms for providing anti- replay for a
mul ti-sender SA (unicast or nmulticast). |In the absence of negotiation (or manual configuration) of
an anti-replay nmechanismfor such an SA, it is recommended that sender and receiver checking of the
Sequence Nunmber for the SA be disabled (via negotiation or manual configuration), as noted bel ow

If the receiver does not enable anti-replay for an SA, no inbound checks are perforned on the
Sequence Nunmber. However, fromthe perspective of the sender, the default is to assune that anti-
replay is enabled at the receiver. To avoid having the sender do unnecessary sequence nunber

nmoni toring and SA setup (see Section 3.3.2, "Sequence Number Generation"), if an SA establishment
protocol such as IKE is enpl oyed, the receiver SHOULD notify the sender, during SA establishment, if
the receiver will not provide anti-replay protection

If the receiver has enabled the anti-replay service for this SA the receive packet counter for the
SA MUST be initialized to zero when the SA is established. For each received packet, the receiver
MJST verify that the packet contains a Sequence Nunber that does not duplicate the Sequence Nunber
of any other packets received during the life of this SA. This SHOULD be the first AH check applied
to a packet after it has been matched to an SA, to speed rejection of duplicate packets

I dentifier: RQ_002_2053
RFC Clause: 343

Type: Mandatory
Appliesto: | Psec host
Requirement:

If an | Psec host that supports Authentication Headers receives a packet which includes an

Aut henti cation Header, it MJSTY reject the packet if the value in the AH Sequence Nunmber field of
the received packet is the sane as the value in a previous packet received on the sane Security
Associ ation

RFC Text:
Al AH inpl ementati ons MIUST support the anti-replay service, though its use may be enabl ed or
di sabl ed by the receiver on a per-SA basis. Anti-replay is applicable to unicast as well as
mul ti cast SAs. However, this standard specifies no mechanisns for providing anti- replay for a
mul ti-sender SA (unicast or nmulticast). |In the absence of negotiation (or manual configuration) of
an anti-replay nechanismfor such an SA, it is recommended that sender and receiver checking of the
Sequence Nunber for the SA be disabled (via negotiation or manual configuration), as noted bel ow

If the receiver does not enable anti-replay for an SA, no inbound checks are perforned on the
Sequence Nunber. However, fromthe perspective of the sender, the default is to assunme that anti -
replay is enabled at the receiver. To avoid having the sender do unnecessary sequence nunber
nonitoring and SA setup (see Section 3.3.2, "Sequence Nunmber Generation"), if an SA establishnent
protocol such as IKE is enployed, the receiver SHOULD notify the sender, during SA establishment, if
the receiver will not provide anti-replay protection

If the receiver has enabled the anti-replay service for this SA the receive packet counter for the
SA MUST be initialized to zero when the SA is established. For each received packet, the receiver
MUST verify that the packet contains a Sequence Nunber that does not duplicate the Sequence Number
of any other packets received during the life of this SA. This SHOULD be the first AH check applied
to a packet after it has been nmatched to an SA, to speed rejection of duplicate packets
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I dentifier: RQ_002_2054
RFC Clause:  3.4.3

Type: Mandatory
Appliesto: IPsec host
Requirement:

When an | Psec host that supports Authentication Headers receives a packet which includes an
Aut henti cation Header, it MJST be able to check the Sequence Nunber in that header against the
Sequence Nunbers of the previous 32 received packets

RFC Text:
Duplicates are rejected through the use of a sliding receive wi ndow How the wi ndow is inplenented
is alocal matter, but the follow ng text describes the functionality that the inplenmentation nust

exhi bit.

A M N MUM wi ndow si ze of 32 packets MJST be supported, but a wi ndow size of 64 is preferred and
SHOULD be enpl oyed as the default. Another w ndow size (larger than the M N MJM MAY be chosen by
the receiver. (The receiver does NOT notify the sender of the wi ndow size.) The receive w ndow
si ze shoul d be increased for higher-speed environnments, irrespective of assurance issues. Values
for mninmm and recomended recei ve wi ndow sizes for very high-speed (e.g., multi-gigabit/second)
devi ces are not specified by this standard.

I dentifier: RQ_002_2055
RFC Clause: 343

Type: Recommended
Appliesto: | Psec host
Requirement:

When an | Psec host that supports Authentication Headers receives a packet which includes an
Aut henti cati on Header, it SHOULD be able to check the Sequence Nunber in that header against the
Sequence Nunbers of the previous 64 received packets

RFC Text:
Duplicates are rejected through the use of a sliding receive window How the wi ndow is inplenented
is alocal matter, but the follow ng text describes the functionality that the inplementation nust
exhibit.

A M N MUM wi ndow si ze of 32 packets MJST be supported, but a wi ndow size of 64 is preferred and
SHOULD be enpl oyed as the default. Another w ndow size (larger than the M NIMJM MAY be chosen by
the receiver. (The receiver does NOT notify the sender of the wi ndow size.) The receive w ndow
si ze shoul d be increased for higher-speed environments, irrespective of assurance issues. Values
for mninmum and recommended recei ve wi ndow sizes for very high-speed (e.g., multi-gigabit/second)
devi ces are not specified by this standard.

I dentifier: RQ_002_2056
RFC Clause:  3.4.3

Type: Optional
Appliesto: IPsec host
Requirement:

Wien an | Psec host that supports Authentication Headers receives a packet which includes an
Aut henti cation Header, it MAY check the Sequence Nunber in that header against the Sequence Nunbers
of nmore than the previous 64 received packets

RFC Text:
Duplicates are rejected through the use of a sliding receive wi ndow How the wi ndow is inplenented
is alocal matter, but the follow ng text describes the functionality that the inplenmentation nust
exhibit.
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A M N MUM wi ndow si ze of 32 packets MJST be supported, but a wi ndow size of 64 is preferred and
SHOULD be enpl oyed as the default. Another w ndow size (larger than the M NIMJM MAY be chosen by
the receiver. (The receiver does NOT notify the sender of the wi ndow size.) The receive w ndow
si ze shoul d be increased for higher-speed environnments, irrespective of assurance issues. Values
for mninmum and recommended recei ve wi ndow sizes for very high-speed (e.g., multi-gigabit/second)
devi ces are not specified by this standard.

I dentifier: RQ_002_2057
RFC Clause: 344

Type: Mandatory
Appliesto: IPsec host
Requirement:

Wien an | Psec host that supports Authentication headers receives an | P packet which includes an
Aut henti cation Header, it MJST calculate the Integrity Check Value for the packet using the
integrity algorithmspecified during the establishment of the relevant Security Association and
accept the received packet if this calculated value is the same as the value held in the Integrity
Check Value field of the packet

RFC Text:
The receiver conputes the | CV over the appropriate fields of the packet, using the specified
integrity algorithm and verifies that it is the same as the ICV included in the ICV field of the
packet. Details of the conputation are provided bel ow

If the conputed and received | C/s match, then the datagramis valid, and it is accepted. |If the
test fails, then the receiver MIUST discard the received |P datagramas invalid. This is an

audi tabl e event. The audit log entry SHOULD i nclude the SPI value, date/time received, Source
Address, Destination Address, and (in |IPv6) the Flow ID.

I dentifier: RQ_002_2058
RFC Clause: 344

Type: Mandatory
Appliesto: | Psec host
Requirement:

Wien an | Psec host that supports Authentication headers receives an | P packet which includes an

Aut henti cation Header, it MJST calculate the Integrity Check Value for the packet using the
integrity algorithmspecified during the establishment of the relevant Security Association and
reject the received packet as invalid if this calculated value is not the sane as the value held in
the Integrity Check Value field of the packet

RFC Text:
The receiver conputes the | CV over the appropriate fields of the packet, using the specified
integrity algorithm and verifies that it is the same as the ICV included in the ICV field of the
packet. Details of the conputation are provided bel ow

If the conputed and received | C/s match, then the datagramis valid, and it is accepted. |If the
test fails, then the receiver MIUST discard the received |P datagramas invalid. This is an

audi tabl e event. The audit log entry SHOULD i nclude the SPI value, date/time received, Source
Address, Destination Address, and (in |IPv6) the Flow ID.

I dentifier: RQ_002_2059
RFC Clause: 4

Type: Mandatory
Appliesto: | Psec host
Requirement:

An | Psec host that supports both Authentication Headers and auditing MJUST support auditing of
Aut henti cati on Headers
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RFC Text:
Not all systens that inplenent AH will inplenent auditing. However, if AHis incorporated into a
system that supports auditing, then the AH inplenmentati on MUST al so support auditing and MJST all ow
a system administrator to enable or disable auditing for AH For the nost part, the granularity of
auditing is a local matter. However, several auditable events are identified in this specification,
and for each of these events a mninmumset of information that SHOULD be included in an audit log is
defined. Additional information also MAY be included in the audit |log for each of these events, and
addi tional events, not explicitly called out in this specification, also MAY result in audit |og
entries. There is no requirenent for the receiver to transmt any nessage to the purported sender
in response to the detection of an auditable event, because of the potential to induce denial of
service via such action.

I dentifier: RQ_002_2060
RFC Clause: 4

Type: Optional
Appliesto: | Psec host
Requirement:

Wien recording an auditable event in its log, an | Psec host MAY include additional paraneters to
those recommended for the particul ar event

RFC Text:
Not all systens that inplenent AH will inplenent auditing. However, if AHis incorporated into a
system that supports auditing, then the AH inplenmentati on MUST al so support auditing and MJST all ow
a system adm nistrator to enable or disable auditing for AH For the nost part, the granularity of
auditing is a local matter. However, several auditable events are identified in this specification,
and for each of these events a mininmumset of information that SHOULD be included in an audit log is
defined. Additional information also MAY be included in the audit |log for each of these events, and
addi ti onal events, not explicitly called out in this specification, also MAY result in audit |og
entries. There is no requirenent for the receiver to transmt any nessage to the purported sender
in response to the detection of an auditable event, because of the potential to induce denial of
service via such action.

I dentifier: RQ_002_2061
RFC Clause: 4

Type: Optional
Appliesto: IPsec host
Requirement:

An | Psec host MAY include AHrelated events in its audit log in addition to those specifically
required in the support of Authentication Headers

RFC Text:
Not all systens that inplenent AH will inplenent auditing. However, if AHis incorporated into a
system that supports auditing, then the AH inplenmentati on MUST al so support auditing and MJST all ow
a system adm nistrator to enable or disable auditing for AH For the nost part, the granularity of
auditing is a local matter. However, several auditable events are identified in this specification,
and for each of these events a mininmumset of information that SHOULD be included in an audit log is
defined. Additional information also MAY be included in the audit |log for each of these events, and
addi tional events, not explicitly called out in this specification, also MAY result in audit |og
entries. There is no requirenent for the receiver to transmt any nessage to the purported sender
in response to the detection of an auditable event, because of the potential to induce denial of
service via such action.
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4.3 Requirements extracted from RFC 4303

| dentifier: RQ_002_3000

RFC Clause: 1

Type: Mandatory

Appliesto: | Psec host

Requirement:
An | Psec host MJST support the ESP security service of integrity only

RFC Text:
Al though confidentiality and integrity can be offered i ndependently, ESP typically will enploy both
services, i.e., packets will be protected with regard to confidentiality and integrity. Thus, there

are three possible ESP security service conbinations involving these services
- confidentiality-only (MAY be supported)

- integrity only (MJST be supported)
- confidentiality and integrity (MJST be supported)

| dentifier: RQ_002_3001

RFC Clause: 1

Type: Mandatory

Appliesto: | Psec host

Requirement:
An | Psec host MJST support the ESP security service of confidentiality and integrity

RFC Text:
Al though confidentiality and integrity can be offered i ndependently, ESP typically will enploy both
services, i.e., packets will be protected with regard to confidentiality and integrity. Thus, there

are three possible ESP security service conbinations involving these services
- confidentiality-only (MAY be supported)

- integrity only (MJUST be supported)
- confidentiality and integrity (MJST be supported)

| dentifier: RQ_002_3002

RFC Clause: 1

Type: Optional

Appliesto: IPsec host

Requirement:
An | Psec host MAY support the ESP security service of confidentiality only

RFC Text:
Al 't hough confidentiality and integrity can be offered i ndependently, ESP typically will enploy both
services, i.e., packets will be protected with regard to confidentiality and integrity. Thus, there

are three possible ESP security service conbinations involving these services
- confidentiality-only (MAY be supported)

- integrity only (MJST be supported)
- confidentiality and integrity (MJST be supported)
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I dentifier: RQ_002_3003
RFC Clause: 2.1

Type: Optional
Appliesto: IPsec host
Requirement:

An | Psec ESP inplenentation MAY use the destination address of the received packet in addition to
the SPI for SA identification

RFC Text:
Each entry in the SA Database (SAD) (Section 4.4.2) nust indicate whether the SA | ookup nakes use of
the destination | P address, or the destination and source |P addresses, in addition to the SPI. For

mul ti cast SAs, the protocol field is not enployed for SA | ookups. For each inbound, |Psec-protected
packet, an inplenentation nmust conduct its search of the SAD such that it finds the entry that

mat ches the "longest" SA identifier. |In this context, if two or nore SAD entries match based on the
SPI value, then the entry that also matches based on destination address, or destination and source
address (as indicated in the SAD entry) is the "l ongest" match.

I dentifier: RQ_002_3004
RFC Clause: 2

Type: Mandatory
Appliesto: IPsec host
Requirement:

The (outer) protocol header (IPv4, |Pv6, or Extension) that imediately precedes the ESP header
SHALL contain the value 50 in its Protocol (IPv4) or Next Header (IPv6, Extension) field

RFC Text:
The (outer) protocol header (IPv4, |Pv6, or Extension) that imrediately precedes the ESP header
SHALL contain the value 50 in its Protocol (IPv4) or Next Header (IPv6, Extension) field (see | ANA
web page at http://ww.iana. org/assi gnnents/protocol -nunbers). Figure 1 illustrates the top-Ievel
format of an ESP packet. The packet begins with two 4-byte fields (Security Parameters Index (SPl)
and Sequence Nunber). Following these fields is the Payload Data, which has substructure that
depends on the choice of encryption algorithmand node, and on the use of TFC padding, which is
examned in nore detail later. Follow ng the Payl oad Data are Paddi ng and Pad Length fields, and
the Next Header field. The optional Integrity check Value (1CV) field conpletes the packet.

I dentifier: RQ_002_3005
RFC Clause: 21

Type: Mandatory
Appliesto: | Psec host
Requirement:

When an | Psec host sends an ESP packet to an established Security Association, it MJST set a non-
zero value in the SPI field of the packet

RFC Text:
The set of SPl values in the range 1 through 255 are reserved by the Internet Assigned Nunmbers
Authority (I ANA) for future use; a reserved SPI value will not nornally be assigned by | ANA unl ess
the use of the assigned SPI value is specified in an RFC. The SPI value of zero (0) is reserved for
| ocal, inplenentation-specific use and MJST NOT be sent on the wire. (For exanple, a key managenent
i npl enentati on mght use the zero SPl value to nmean "No Security Association Exists" during the
peri od when the | Psec inplenentation has requested that its key managenent entity establish a new
SA, but the SA has not yet been established.)

ETSI



44 ETSI TS 102 558 V1.1.1 (2006-12)

I dentifier: RQ_002_3006
RFC Clause: 2.2

Type: Mandatory
Appliesto: IPsec host
Requirement:

When an | Psec host sends ESP packets across a unicast Security Association, it MJST increnment the
value in the sequence nunber field for every transmtted packet

RFC Text:
This unsigned 32-bit field contains a counter value that increases by one for each packet sent,
i.e., a per-SA packet sequence nunber. For a unicast SA or a single-sender nulticast SA, the sender
MJST increnent this field for every transnmitted packet. Sharing an SA anong nultiple senders is
permtted, though generally not reconmended. ESP provides no neans of synchronizing packet counters
among mul tiple senders or meani ngfully managi ng a receiver packet counter and wi ndow in the context
of nultiple senders. Thus, for a nulti-sender SA, the anti-replay features of ESP are not avail able
(see Sections 3.3.3 and 3.4.3.)

I dentifier: RQ_002_3007
RFC Clause: 2.2

Type: Mandatory
Appliesto: IPsec host
Requirement:

Wien an | Psec host sends ESP packets across a single sender nulticast Security Association, it MJST
increment the value in the sequence nunber field for every transnitted packet

RFC Text:
This unsigned 32-bit field contains a counter value that increases by one for each packet sent,
i.e., a per-SA packet sequence nunber. For a unicast SA or a single-sender nulticast SA, the sender
MJST increnent this field for every transnmitted packet. Sharing an SA anong nultiple senders is
permtted, though generally not reconmended. ESP provides no neans of synchronizing packet counters
among mul tiple senders or meani ngfully managi ng a receiver packet counter and wi ndow in the context
of multiple senders. Thus, for a nulti-sender SA, the anti-replay features of ESP are not avail able
(see Sections 3.3.3 and 3.4.3.)

I dentifier: RQ_002_3008
RFC Clause: 2.2

Type: Recommended
Appliesto: | Psec host
Requirement:

The sharing of an SA anong nultiple | Psec ESP senders is NOI RECOMVENDED

RFC Text:
This unsigned 32-bit field contains a counter value that increases by one for each packet sent,
i.e., a per-SA packet sequence nunber. For a unicast SA or a single-sender nulticast SA, the sender
MJST increnent this field for every transnmitted packet. Sharing an SA anong nultiple senders is
permtted, though generally not reconmended. ESP provides no neans of synchronizing packet counters
among mul tiple senders or meani ngfully managi ng a receiver packet counter and wi ndow in the context
of multiple senders. Thus, for a nmulti-sender SA, the anti-replay features of ESP are not avail able
(see Sections 3.3.3 and 3.4.3.)

I dentifier: RQ_002_3009
RFC Clause: 2.2

Type: Mandatory
Appliesto: IPsec host
Requirement:

Wien an | Psec host sends an ESP packet across an established Security Association, it MJIST include a
non-zero value in the Sequence Number field of the packet
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RFC Text:
The field is mandatory and MJST al ways be present even if the receiver does not elect to enable the
anti-replay service for a specific SA. Processing of the Sequence Nunmber field is at the discretion
of the receiver, but all ESP inplenentati ons MIST be capabl e of performng the processing described
in Sections 3.3.3 and 3.4.3. Thus, the sender MJST always transnit this field, but the receiver need
not act upon it (see the discussion of Sequence Number Verification in the "Inbound Packet
Processi ng" section (3.4.3) below.

I dentifier: RQ_002_3012
RFC Clause: 2.2

Type: Mandatory
Appliesto: | Psec host
Requirement:

The val ue of the sequence nunber field in the header of the first ESP packet sent across a newy
establ i shed | Psec Security Association MJST be set to one (1)

RFC Text:
The sender's counter and the receiver's counter are initialized to 0 when an SA is established
(The first packet sent using a given SA will have a sequence nunber of 1; see Section 3.3.3 for nore

details on how the sequence nunber is generated.) |If anti-replay is enabled (the default), the
transmtted sequence nunber nust never be allowed to cycle. Thus, the sender's counter and the
receiver's counter MJST be reset (by establishing a new SA and thus a new key) prior to the
transm ssion of the 2732nd packet on an SA

I dentifier: RQ_002_3013
RFC Clause: 2.2

Type: Mandatory
Appliesto: IPsec host
Requirement:

If an | Psec host increnents an ESP packet sequence nunber to a value greater than can be held in 32
bits, it MJST delete the corresponding Security Association and establish a new one to replace it

RFC Text:
The sender's counter and the receiver's counter are initialized to O when an SA is established
(The first packet sent using a given SA will have a sequence nunber of 1; see Section 3.3.3 for nore

details on how the sequence nunber is generated.) |If anti-replay is enabled (the default), the
transmitted sequence nunber nust never be allowed to cycle. Thus, the sender's counter and the
recei ver's counter MJST be reset (by establishing a new SA and thus a new key) prior to the
transm ssion of the 2732nd packet on an SA

I dentifier: RQ_002_3014
RFC Clause: 2.2.1

Type: Recommended
Appliesto: IPsec host
Requirement:

An | Psec ESP inpl ementati on SHOULD i npl ement Extended Sequence Numbers ( ESNs)

RFC Text:
To support high-speed | Psec inplenmentations, Extended Sequence Nunbers (ESNs) SHOULD be i npl enent ed
as an extension to the current, 32-bit sequence nunber field. Use of an ESN MJUST be negotiated by
an SA managenent protocol. Note that in IKEv2, this negotiation is inplicit; the default is ESN
unl ess 32-bit sequence nunbers are explicitly negotiated. (The ESN feature is applicable to
nmul ticast as well as unicast SAs.)
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I dentifier: RQ_002_3015
RFC Clause: 2.2.1

Type: Mandatory
Appliesto: IPsec host
Requirement:

An | Psec host MJUST use a Security Association nanagenent protocol to negotiate the use of an
Ext ended Sequence Nunber (ESN) on a particular ESP SA

RFC Text:
To support high-speed | Psec inplenmentations, Extended Sequence Nunmbers (ESNs) SHOULD be i npl enent ed
as an extension to the current, 32-bit sequence nunber field. Use of an ESN MUST be negoti ated by
an SA managenent protocol. Note that in IKEv2, this negotiation is inplicit; the default is ESN
unl ess 32-bit sequence nunbers are explicitly negotiated. (The ESN feature is applicable to
nmul ticast as well as unicast SAs.)

I dentifier: RQ_002_3016
RFC Clause: 343

Type: Recommended
Appliesto: | Psec host
Requirement:

An | Psec host SHOULD record in the audit log entry SHOULD the SPI value, date/tine received, Source
Address, Destination Address, the Sequence Nunber, and the Flow ID for each failed integrity check
event during Sequence Number verification

RFC Text:
If the received packet falls within the window and is not a duplicate, or if the packet is to the
right of the window, and if a separate integrity algorithmis enployed, then the receiver proceeds
to integrity verification. |If a conbined node algorithmis enployed, the integrity check is
perforned along with decryption. |In either case, if the integrity check fails, the receiver MJST
discard the received |P datagramas invalid; this is an auditable event. The audit log entry for
this event SHOULD include the SPI value, date/tine received, Source Address, Destination Address
the Sequence Nunber, and (in IPv6) the Flow ID. The receive window is updated only if the integrity
verification succeeds. (If a conbined node algorithmis being used, then the integrity protected
Sequence Number mnust al so match the Sequence Number used for anti-replay protection.)

I dentifier: RQ_002 3017
RFC Clause: 221

Type: Mandatory
Appliesto: | Psec host
Requirement:

When using an Extended Sequence Nunmber (ESN) on a particular ESP Security Association, an |Psec host
MUST set the Sequence Number field in the ESP packet of each ESP packet to the | ow order 32 bits of
the ESN

RFC Text:
The ESN facility allows use of a 64-bit sequence nunber for an SA. (See Appendi x A, "Extended (64-
bit) Sequence Nunmbers", for details.) Only the |loworder 32 bits of the sequence nunber are
transmitted in the plaintext ESP header of each packet, thus m nim zing packet overhead. The high-
order 32 bits are maintained as part of the sequence nunber counter by both transmitter and receiver

and are included in the conputation of the ICV (if the integrity service is selected). If a
separate integrity algorithmis enployed, the high order bits are included in the inplicit ESP
trailer, but are not transmtted, analogous to integrity algorithmpadding bits. |f a conbined

node al gorithmis enployed, the algorithm choice determnes whether the high-order ESN bits are
transmitted or are included inplicitly in the conputation. See Section 3.3.2.2 for processing
detail s.
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I dentifier: RQ_002_3018
RFC Clause: 2.2.1

Type: Mandatory
Appliesto: IPsec host
Requirement:

In IPsec ESP if a separate integrity algorithmis enployed the high order bits of the ESN MJST be
included in the inplicit ESP trailer

RFC Text:
The ESN facility allows use of a 64-bit sequence nunber for an SA. (See Appendi x A, "Extended (64-
bit) Sequence Nunmbers", for details.) Only the loworder 32 bits of the sequence nunber are
transmtted in the plaintext ESP header of each packet, thus m nim zing packet overhead. The high-
order 32 bits are maintained as part of the sequence nunber counter by both transnmitter and receiver

and are included in the conmputation of the ICV (if the integrity service is selected). If a
separate integrity algorithmis enployed, the high order bits are included in the inplicit ESP
trailer, but are not transmtted, analogous to integrity algorithmpadding bits. If a conbined

node al gorithmis enployed, the algorithm choice determines whether the high-order ESN bits are
transmitted or are included inplicitly in the conputation. See Section 3.3.2.2 for processing
detail s.

Identifier: RQ _002 3019
RFC Clause: 221

Type: Mandatory
Appliesto: I Psec host
Requirement:

In IPsec ESP the inplicit ESP trailer MJST NOT be transnitted

RFC Text:
The ESN facility allows use of a 64-bit sequence nunber for an SA (See Appendi x A, "Extended (64-
bit) Sequence Nunmbers", for details.) Only the |loworder 32 bits of the sequence nunber are
transmitted in the plaintext ESP header of each packet, thus minimzing packet overhead. The high-
order 32 bhits are maintained as part of the sequence nunber counter by both transnmitter and receiver

and are included in the conputation of the ICV (if the integrity service is selected). If a
separate integrity algorithmis enployed, the high order bits are included in the inplicit ESP
trailer, but are not transmtted, analogous to integrity algorithmpadding bits. |f a conbined

node al gorithmis enployed, the algorithmchoice determ nes whether the high-order ESN bits are
transmitted or are included inplicitly in the conputation. See Section 3.3.2.2 for processing
detail s.

I dentifier: RQ_002_3021
RFC Clause: 2.3

Type: Mandatory
Appliesto: | Psec host
Requirement:

The Payl oad Data field in an ESP packet MJST be an integral nunmber of bytes in length

RFC Text:
Payl oad Data is a variable-length field containing data (fromthe original |IP packet) described by
the Next Header field. The Payload Data field is nandatory and is an integral nunber of bytes in
length. If the algorithmused to encrypt the payl oad requires cryptographic synchronization data
e.g., an Initialization Vector (1V), then this data is carried explicitly in the Payload field, but
it is not called out as a separate field in ESP, i.e., the transm ssion of an explicit IVis
invisible to ESP. (See Figure 2.) Any encryption algorithmthat requires such explicit, per-packet
synchroni zati on data MJUST indicate the length, any structure for such data, and the location of this
data as part of an RFC specifying how the algorithmis used with ESP. (Typically, the |V
i mredi ately precedes the ciphertext. See Figure 2.) |f such synchronization data is inplicit, the
algorithmfor deriving the data MJUST be part of the algorithmdefinition RFC. (If included in the
Payl oad field, cryptographic synchronization data, e.g., an Initialization Vector (1V), usually is
not encrypted per se (see Tables 1 and 2), although it sonetimes is referred to as being part of the
ci phertext.)
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I dentifier: RQ_002_3022
RFC Clause: 2.3

Type: Mandatory
Appliesto: IPsec host
Requirement:

If the algorithmused to encrypt the payload data in an ESP packet requires cryptographic
synchroni zation data this data MJUST be carried explicitly in the Payl oad field

RFC Text:
Payl oad Data is a variable-length field containing data (fromthe original |IP packet) described by
the Next Header field. The Payload Data field is nandatory and is an integral nunber of bytes in
length. If the algorithmused to encrypt the payl oad requires cryptographic synchronization data
e.g., an Initialization Vector (1V), then this data is carried explicitly in the Payload field, but
it is not called out as a separate field in ESP, i.e., the transm ssion of an explicit IVis
invisible to ESP. (See Figure 2.) Any encryption algorithmthat requires such explicit, per-packet
synchroni zati on data MJST indicate the |l ength, any structure for such data, and the location of this
data as part of an RFC specifying how the algorithmis used with ESP. (Typically, the |V
i mredi ately precedes the ciphertext. See Figure 2.) |f such synchronization data is inplicit, the
algorithmfor deriving the data MJUST be part of the algorithmdefinition RFC. (If included in the
Payl oad field, cryptographic synchronization data, e.g., an Initialization Vector (1V), usually is
not encrypted per se (see Tables 1 and 2), although it sometimes is referred to as being part of the
ci phertext.)

I dentifier: RQ_002_3023
RFC Clause: 2.3

Type: Mandatory
Appliesto: | Psec host
Requirement:

I'n I Pv4 the beginning of the next |ayer protocol header MJST be aligned relative to the beginning of
the ESP header a nmultiple of 4 bytes

RFC Text:
Not e that the beginning of the next |ayer protocol header MJUST be aligned relative to the beginning
of the ESP header as follows. For IPv4, this alignment is a nultiple of 4 bytes. For IPv6, the

alignment is a nultiple of 8 bytes

Identifier: RQ_002_3024
RFC Clause: 2.3

Type: Mandatory
Appliesto: I Psec host
Requirement:

In I Pv6 the beginning of the next |ayer protocol header MJST be aligned relative to the beginning of
the ESP header a nultiple of 8 bytes

RFC Text:
Note that the begi nning of the next |ayer protocol header MJST be aligned relative to the beginning
of the ESP header as follows. For IPv4, this alignment is a nultiple of 4 bytes. For IPv6, the
alignment is a nultiple of 8 bytes
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I dentifier: RQ_002_3025
RFC Clause: 24

Type: Mandatory
Appliesto: IPsec host
Requirement:

An | Psec ESP inplementati on MUST be able to insert up to 255 bytes of padding i mediately after the
Payl oad Data field in an ESP packet

RFC Text:
The sender MAY add 0 to 255 bytes of padding. Inclusion of the Padding field in an ESP packet is
optional, subject to the requirenments noted above, but all inplenmentati ons MUST support generation

and consunption of padding

o For the purpose of ensuring that the bits to be encrypted are a nultiple of the algorithnis
bl ock size (first bullet above), the padding conputation applies to the Payl oad Data excl usive of
any |V, but including the ESP trailer fields. |f a conbined algorithmnode requires transm ssion
of the SPI and Sequence Nunber to effect integrity, e.g., replication of the SPI and Sequence Nunber
in the Payl oad Data, then the replicated versions of these data items, and any associated, |CV-
equi val ent data, are included in the conputation of the pad length. (If the ESN option is selected
the high-order 32 bits of the ESN al so would enter into the conputation, if the conbined node
algorithmrequires their transmssion for integrity.)

o For the purposes of ensuring that the ICV is aligned on a 4-byte boundary (second bull et
above), the padding conputation applies to the Payl oad Data inclusive of the IV, the Pad Length, and
Next Header fields. |f a conbined node algorithmis used, any replicated data and | CV-equi val ent
data are included in the Payl oad Data covered by the paddi ng conputation

I dentifier: RQ_002_3026
RFC Clause: 24

Type: Mandatory
Appliesto: | Psec host
Requirement:

An | Psec ESP inplementati on MUST be able to receive and process ESP packets containing up to 255
byt es of padding imediately follow ng the Payload Data field

RFC Text:
The sender MAY add 0 to 255 bytes of padding. |Inclusion of the Padding field in an ESP packet is
optional, subject to the requirements noted above, but all inplenmentations MJUST support generation

and consunption of padding

o For the purpose of ensuring that the bits to be encrypted are a nultiple of the algorithms
bl ock size (first bullet above), the padding conputation applies to the Payl oad Data excl usive of
any |V, but including the ESP trailer fields. |f a conbined algorithmnode requires transm ssion
of the SPI and Sequence Number to effect integrity, e.g., replication of the SPI and Sequence Numnber
in the Payl oad Data, then the replicated versions of these data itens, and any associated, |CV-
equi val ent data, are included in the conputation of the pad length. (If the ESN option is selected
the high-order 32 bits of the ESN al so would enter into the conputation, if the conbined node
algorithmrequires their transmssion for integrity.)

o For the purposes of ensuring that the ICV is aligned on a 4-byte boundary (second bullet
above), the padding conputation applies to the Payload Data inclusive of the IV, the Pad Length, and

Next Header fields. |f a conbined node algorithmis used, any replicated data and | CV-equi val ent
data are included in the Payl oad Data covered by the paddi ng computation
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I dentifier: RQ_002_3027
RFC Clause: 25

Type: Mandatory
Appliesto: IPsec host
Requirement:

When sendi ng an ESP packet across an established Security Association, an |Psec host MJST include in
the packet a value indicating the nunber of padding bytes inserted in the packet

RFC Text:
The Pad Length field indicates the number of pad bytes imediately preceding it in the Padding
field. The range of valid values is 0 to 255, where a value of zero indicates that no Paddi ng bytes
are present. As noted above, this does not include any TFC paddi ng bytes. The Pad Length field is

mandat ory.

I dentifier: RQ_002_3029
RFC Clause: 2.6

Type: Mandatory
Appliesto: | Psec host
Requirement:

If an | Psec host sends a dummy ESP packet, it MJST set the Next Header field to the value fifty-nine
(59)

RFC Text:
To facilitate the rapid generation and discarding of the padding traffic in support of traffic flow
confidentiality (see Section 2.4), the protocol value 59 (which nmeans "no next header") MJST be used
to designate a "dummy" packet. A transnitter MJST be capable of generating dummy packets narked
with this value in the next protocol field, and a receiver MIST be prepared to discard such packets,
wi thout indicating an error. Al other ESP header and trailer fields (SPlI, Sequence Nunber,
Paddi ng, Pad Length, Next Header, and |ICV) MJST be present in dummy packets, but the plaintext
portion of the payload, other than this Next Header field, need not be well-formed, e.g., the rest
of the Payl oad Data may consist of only random bytes. Dummy packets are di scarded w thout prejudice.

I dentifier: RQ_002_3030
RFC Clause: 2.6

Type: Mandatory
Appliesto: IPsec host
Requirement:

If an | Psec host receives a packets narked with the protocol value 59 in the next protocol field it
MJST di scard the packet without indicating an error

RFC Text:
To facilitate the rapid generation and discarding of the padding traffic in support of traffic flow
confidentiality (see Section 2.4), the protocol value 59 (which nmeans "no next header") MJST be used
to designate a "dummy" packet. A transmitter MJST be capabl e of generating dummy packets narked
with this value in the next protocol field, and a receiver MJST be prepared to discard such packets,
without indicating an error. Al other ESP header and trailer fields (SPl, Sequence Number,
Paddi ng, Pad Length, Next Header, and |ICV) MJST be present in dummy packets, but the plaintext
portion of the payl oad, other than this Next Header field, need not be well-formed, e.g., the rest
of the Payl oad Data may consist of only random bytes. Dummy packets are di scarded w thout prejudice.

I dentifier: RQ_002_3031
RFC Clause: 2.6

Type: Mandatory
Appliesto: IPsec host
Requirement:

In | Psec ESP a dummy packet MJST contain all ESP header and trailer fields (SPlI, Sequence Nunber,
Paddi ng, Pad Length, Next Header, and ICV) and the payload field
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RFC Text:
To facilitate the rapid generation and discarding of the padding traffic in support of traffic flow
confidentiality (see Section 2.4), the protocol value 59 (which nmeans "no next header") MJST be used
to designate a "dummy" packet. A transnitter MJST be capable of generating dummy packets narked
with this value in the next protocol field, and a receiver MIST be prepared to discard such packets,
wi thout indicating an error. Al other ESP header and trailer fields (SPI, Sequence Nunber
Paddi ng, Pad Length, Next Header, and |ICV) MJST be present in dummy packets, but the plaintext
portion of the payload, other than this Next Header field, need not be well-formed, e.g., the rest
of the Payl oad Data may consist of only random bytes. Dunmy packets are di scarded wi thout prejudice

Identifier: RQ _002_3032
RFC Clause: 2.7

Type: Recommended
Appliesto: I Psec host
Requirement:

An | Psec inpl enentation SHOULD be capabl e of padding traffic by adding bytes after the end of the
ESP Payl oad Data prior to the beginning of the Padding field

RFC Text:
An | Psec inpl enentation SHOULD be capabl e of padding traffic by adding bytes after the end of the
Payl oad Data, prior to the beginning of the Padding field. However, this padding (hereafter
referred to as TFC paddi ng) can be added only if the Payload Data field contains a specification of
the length of the IP datagram This is always true in tunnel node, and nay be true in transport node
dependi ng on whether the next |layer protocol (e.g., IP, UDP, ICWP) contains explicit |length
information. This length information will enable the receiver to discard the TFC paddi ng, because
the true length of the Payload Data will be known. (ESP trailer fields are |ocated by counting back
fromthe end of the ESP packet.) Accordingly, if TFC padding is added, the field containing the
specification of the length of the | P datagram MJUST NOT be nodified to reflect this padding. No
requi rements for the value of this padding are established by this standard

I dentifier: RQ_002_3033
RFC Clause: 2.7

Type: Mandatory
Appliesto: | Psec host
Requirement:

Wien an | Psec host sends an ESP packet in which TFC padding is added, the field containing the
specification of the length of the encapsulated | P datagram MJST NOT be nodified to reflect this
paddi ng

RFC Text:
An | Psec inpl enentation SHOULD be capabl e of padding traffic by adding bytes after the end of the
Payl oad Data, prior to the beginning of the Padding field. However, this padding (hereafter
referred to as TFC paddi ng) can be added only if the Payload Data field contains a specification of
the length of the IP datagram This is always true in tunnel node, and nay be true in transport node
dependi ng on whether the next |ayer protocol (e.g., IP, UDP, ICW) contains explicit |length
information. This length information will enable the receiver to discard the TFC paddi ng, because
the true length of the Payload Data will be known. (ESP trailer fields are |ocated by counting back
fromthe end of the ESP packet.) Accordingly, if TFC padding is added, the field containing the
specification of the length of the I P datagram MJST NOT be nodified to reflect this padding. No
requi rements for the value of this padding are established by this standard

I dentifier: RQ_002_3035
RFC Clause: 2.7

Type: Recommended
Appliesto: | Psec host
Requirement:

An | Psec ESP inplenentation SHOULD provide | ocal nanagenent controls to enable the use of the
traffic flow confidentiality capability on a per-SA basis

ETSI



52 ETSI TS 102 558 V1.1.1 (2006-12)

RFC Text:

| npl enent ati ons SHOULD provi de | ocal nanagenent controls to enable the use of this capability on a
per-SA basis. The controls should allowthe user to specify if this feature is to be used and al so
provi de paranetric controls for the feature.

I dentifier: RQ_002_3037
RFC Clause: 2.8

Type: Mandatory
Appliesto: | Psec host
Requirement:

If an | Psec host icludes an Integrity Check Value (ICV) in an ESP packet it MJST be conpute the ICV
over the ESP header, Payload, and ESP trailer (inplicit and explicit) fields

RFC Text:
The Integrity Check Value is a variable-length field conputed over the ESP header, Payload, and ESP

trailer fields. |Inplicit ESP trailer fields (integrity padding and high-order ESN bits, if
applicable) are included in the | CV conputation. The ICV field is optional. It is present only if
the integrity service is selected and is provided by either a separate integrity algorithmor a
conbi ned node al gorithmthat uses an ICV. The length of the field is specified by the integrity

al gorithm sel ected and associated with the SA. The integrity algorithm specification MIST specify
the length of the ICV and the conparison rules and processing steps for validation.

I dentifier: RQ_002_3039
RFC Clause: 3.1

Type: Optional
Appliesto: | Psec host
Requirement:

ESP MAY be enployed in transport node

RFC Text:

ESP nay be enployed in two ways: transport node or tunnel node.

I dentifier: RQ_002_3040
RFC Clause: 3.1

Type: Optional
Appliesto: I Psec host
Requirement:

ESP MAY be enpl oyed in tunnel node.

RFC Text:
ESP may be enployed in two ways: transport nmode or tunnel node.

Identifier: RQ _002_3041
RFC Clause: 3.1.1

Type: Recommended
Appliesto: I Psec host
Requirement:

When an | Psec host sends an ESP packet it SHOULD pl ace the ESP header in the |Pv6 packet after the
hop- by- hop, routing, and fragnentati on extensi on headers.

RFC Text:
In the 1 Pv6 context, ESP is viewed as an end-to-end payl oad, and thus shoul d appear after hop-by-

hop, routing, and fragnmentation extension headers. Destination options extension header(s) could
appear before, after, or both before and after the ESP header depending on the semantics desired.
However, because ESP protects only fields after the ESP header, it generally will be desirable to

pl ace the destination options header(s) after the ESP header. The follow ng diagramillustrates ESP
transport node positioning for a typical |Pv6 packet.
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I dentifier: RQ_002_3042
RFC Clause:  3.1.1

Type: Recommended
Appliesto: | Psec host
Requirement:

Wien an | Psec host sends an ESP packet it SHOULD pl ace the ESP header in the | Pv6 packet before any
destination options header(s)

RFC Text:

In the IPv6 context, ESP is viewed as an end-to-end payl oad, and thus
shoul d appear after hop-by-hop, routing, and fragmentati on extension
headers. Destination options extension header(s) coul d appear
before, after, or both before and after the ESP header depending on
the semantics desired. However, because ESP protects only fields
after the ESP header, it generally will be desirable to place the
destination options header(s) after the ESP header. The foll ow ng
diagramillustrates ESP transport node positioning for a typical |Pv6

packet .

I dentifier: RQ _002 3043
RFC Clauses 3.2

Type: Mandatory
Appliesto: I Psec host
Requirement:

An | Psec host MJST sel ect one, or both, of the confidentiality service and integrity service

RFC Text:

The mandatory-to-inplement algorithnms for use with ESP are described
in a separate RFC, to facilitate updating the algorithmrequirenents
i ndependent|ly fromthe protocol per se. Additional algorithmns,
beyond those mandated for ESP, MAY be supported. Note that although
both confidentiality and integrity are optional, at |east one of
these services MJST be sel ected, hence both al gorithns MJUST NOT be
si mul t aneously NULL.

Identifier: RQ _002_3044
RFC Clause: 3.2

Type: Mandatory
Appliesto: I Psec host
Requirement:

In IPsec ESP the algorithns for confidentiality and integrity MJST NOT be sinultaneously NULL.

RFC Text:

The mandatory-to-inplenment algorithnms for use with ESP are described
in a separate RFC, to facilitate updating the algorithmrequirenents
i ndependent|ly fromthe protocol per se. Additional algorithmns,
beyond those mandated for ESP, MAY be supported. Note that although
both confidentiality and integrity are optional, at |east one of
these services MJIST be sel ected, hence both al gorithns MJST NOT be
si mul t aneously NULL.
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I dentifier: RQ_002_3045
RFC Clause: 3.2
Type: Optional
Appliesto: IPsec host
Requirement:

In I Psec ESP additional algorithns beyond those nandated in RFC4305 for

RFC Text:

The mandatory-to-inplement algorithms for use with ESP are described
in a separate RFC, to facilitate updating the algorithmrequirenents
i ndependently fromthe protocol per se. Additional algorithns,
beyond those mandated for ESP, MAY be supported. Note that although

both confidentiality and integrity are optional, at |east

one of

these services MJST be sel ected, hence both al gorithns MJUST NOT be

si mul t aneously NULL

Identifier: RQ_002_3046
RFC Clause: 321

Type: Mandatory
Appliesto: IPsec host
Requirement:

ETSI TS 102 558 V1.1.1 (2006-12)

ESP MAY be supported

Each | Pv6 packet protected by the ESP confidentiality service MIST carry any data required to allow

the receiver to establish cryptographic synchronization for d

RFC Text:
The encryption al gorithm enployed to protect an ESP packet is

ecryption.

specified by the SA via which the packet is transmtted/received
Because | P packets nay arrive out of order, and not all packets nay
arrive (packet loss), each packet nust carry any data required to

all ow the receiver to establish cryptographic synchronizat

ion for

decryption. This data may be carried explicitly in the payl oad
field, e.g., as an IV (as described above), or the data nay be
derived fromthe plaintext portions of the (outer IP or ESP) packet
header. (Note that if plaintext header information is used to derive

an |V, that information may becone security critical and t

hus the

protection boundary associated with the encryption process nmay grow.
For exanple, if one were to use the ESP Sequence Nunber to derive an
1V, the Sequence Nunber generation |ogic (hardware or software) would
have to be evaluated as part of the encryption algorithm

i npl enentation. |In the case of FIPS 140-2 [N ST01], this could
significantly extend the scope of a cryptographic nodul e eval uation.)
Because ESP nakes provision for padding of the plaintext, encryption
al gorithms enployed with ESP may exhibit either block or stream node
characteristics. Note that because encryption (confidentiality) MAY

be an optional service (e.g., integrity-only ESP), this algorithm MAY

be "NULL" [Ken-Arch].
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I dentifier: RQ_002_3047
RFC Clause: 321

Type: Optional
Appliesto: IPsec host
Requirement:

| Psec ESP synchronsation data MAY be carried explicitly in the payload field

RFC Text:

The encryption al gorithm enployed to protect an ESP packet is
specified by the SA via which the packet is transnmtted/received
Because | P packets nay arrive out of order, and not all packets nay
arrive (packet |oss), each packet nmust carry any data required to
all ow the receiver to establish cryptographic synchronization for
decryption. This data may be carried explicitly in the payl oad
field, e.g., as an IV (as descri bed above), or the data may be
derived fromthe plaintext portions of the (outer |P or ESP) packet
header. (Note that if plaintext header information is used to derive
an |V, that information may become security critical and thus the
protecti on boundary associated with the encrypti on process may grow.
For exanple, if one were to use the ESP Sequence Nunber to derive an
I'V, the Sequence Nunber generation |ogic (hardware or software) would
have to be evaluated as part of the encryption algorithm
implenentation. In the case of FIPS 140-2 [ NI STO1], this could
significantly extend the scope of a cryptographic nodul e eval uation.)
Because ESP nekes provision for padding of the plaintext, encryption
al gorithms enployed with ESP may exhibit either block or stream node
characteristics. Note that because encryption (confidentiality) MAY
be an optional service (e.g., integrity-only ESP), this algorithm MAY
be "NULL" [Ken-Arch].

I dentifier: RQ_002_3048
RFC Clause:  3.2.1

Type: Optional
Appliesto: | Psec host
Requirement:

| Psec ESP synchroni saton data nay be derived fromthe plaintext portions of the (outer |IP or ESP)
packet header

RFC Text:

The encryption algorithmenployed to protect an ESP packet is
specified by the SA via which the packet is transmtted/received
Because | P packets nay arrive out of order, and not all packets nay
arrive (packet |oss), each packet nust carry any data required to
all ow the receiver to establish cryptographic synchronization for
decryption. This data may be carried explicitly in the payl oad
field, e.g., as an IV (as described above), or the data nay be
derived fromthe plaintext portions of the (outer IP or ESP) packet
header. (Note that if plaintext header information is used to derive
an |V, that informati on may becone security critical and thus the
protection boundary associated with the encryption process may grow.
For exanple, if one were to use the ESP Sequence Nunber to derive an
1V, the Sequence Nunber generation |ogic (hardware or software) would
have to be evaluated as part of the encryption algorithm
i npl enentation. In the case of FIPS 140-2 [N ST01], this could
significantly extend the scope of a cryptographic nodul e eval uation.)
Because ESP nakes provision for padding of the plaintext, encryption
al gorithnms enployed with ESP may exhibit either block or stream node
characteristics. Note that because encryption (confidentiality) MAY
be an optional service (e.g., integrity-only ESP), this algorithm MAY
be "NULL" [Ken-Arch].
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I dentifier: RQ_002_3049
RFC Clause:  3.2.2

Type: Mandatory
Appliesto: IPsec host
Requirement:

Any integrity algorithmenployed with ESP MUST make provisions to permit processing of packets that
arrive out of order and to accommpdate packet | oss

RFC Text:

The integrity algorithmenployed for the ICV conputation is specified
by the SA via which the packet is transmtted/received. As was the
case for encryption algorithms, any integrity algorithm enployed with
ESP nust nake provisions to pernit processing of packets that arrive
out of order and to accommopdat e packet |oss. The same adnonition
not ed above applies to use of any plaintext data to facilitate
recei ver synchroni zation of integrity algorithnms. Note that because
the integrity service MAY be optional, this algorithmnay be "NULL".

I dentifier: RQ_002_3050
RFC Clause:  3.3.3

Type: Mandatory
Appliesto: | Psec host
Requirement:

Whien establishing an ESP Security Association, an | Psec HOST MJST set the value zero (0) into the
Sequence Nunmber field of the ESP packet

RFC Text:
The sender's counter is initialized to 0 when an SA is established. The sender increments the
sequence nunber (or ESN) counter for this SA and inserts the loworder 32 bits of the value into the
Sequence Nunber field. Thus, the first packet sent using a given SA will contain a sequence nunber
of 1.

I dentifier: RQ _002_3051
RFC Clause:  3.3.3

Type: Mandatory
Appliesto: IPsec host
Requirement:

If an | Psec host increments an ESP packet sequence nunmber to a value greater than can be held in 32
bits AND i f Extended Sequence Nunmbers (ESN) are NOT enployed, it MJST del ete the correspondi ng
Security Association and establish a new one to replace it.

RFC Text:

If anti-replay is enabled (the default), the sender checks to ensure
that the counter has not cycled before inserting the new value in the
Sequence Nunber field. In other words, the sender MUST NOT send a
packet on an SA if doing so would cause the sequence nunber to cycle.
An attenpt to transmit a packet that would result in sequence nunber
overflow is an auditable event. The audit log entry for this event
SHOULD i nclude the SPI value, current date/time, Source Address,
Destination Address, and (in IPv6) the cleartext Flow ID.
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I dentifier: RQ_002_3052
RFC Clause: 333

Type: Recommended
Appliesto: IPsec host
Requirement:

When an ESP sequence nunber overflows the | Psec host SHOULD record in the audit |og the SPI val ue,
current date/tinme, Source Address, Destination Address, and the cleartext Flow ID.

RFC Text:

If anti-replay is enabled (the default), the sender checks to ensure
that the counter has not cycled before inserting the new value in the
Sequence Nunber field. In other words, the sender MUST NOT send a
packet on an SA if doing so would cause the sequence nunber to cycle.
An attenpt to transmit a packet that would result in sequence nunber
overflow is an auditable event. The audit log entry for this event
SHOULD i nclude the SPI value, current date/time, Source Address,
Destination Address, and (in IPv6) the cleartext Flow ID.

I dentifier: RQ_002_3053
RFC Clause:  3.3.3

Type: Recommended
Appliesto: | Psec host
Requirement:

If an I Psec host nanual ly distributes the key used to conpute an ESP ICV it SHOULD NOT provide anti -
replay service.

RFC Text:

If the key used to conpute an ICV is nanually distributed, a
conpliant inplenmentati on SHOULD NOT provide anti-replay service. |f
a user chooses to enploy anti-replay in conjunction with SAs that are
manual |y keyed, the sequence nunber counter at the sender MJST be
correctly maintained across |local reboots, etc., until the key is
repl aced. (See Section 5.)

I dentifier: RQ_002_3054
RFC Clause: 333

Type: Mandatory
Appliesto: | Psec host
Requirement:

If an I Psec host is configure to use anti-replay in conjunction with ESP SAs that are nanually
keyed, it MJUST correctly maintain the sequence nunber counter across |ocal reboots, etc., until the
key is repl aced.

RFC Text:

If the key used to conpute an ICV is nanually distributed, a
conpliant inplenmentati on SHOULD NOT provide anti-replay service. |f
a user chooses to enploy anti-replay in conjunction with SAs that are
manual |y keyed, the sequence nunber counter at the sender MJST be
correctly maintained across |local reboots, etc., until the key is
repl aced. (See Section 5.)
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I dentifier: RQ_002_3055
RFC Clause: 333

Type: Optional
Appliesto: IPsec host
Requirement:

If the anti-replay service is disabled an | Psec host MAY not need to nonitor or reset the Sequence
Nunber counter used in ESP packets.

RFC Text:
If anti-replay is disabled (as noted above), the sender does not need to nonitor or reset the
counter. However, the sender still increnments the counter and when it reaches the maxi num val ue,

the counter rolls over back to zero. (This behavior is recommended for nulti-sender, nulticast SAs,
unl ess anti-replay nechani sns outside the scope of this standard are negoti ated between the sender
and receiver.)

I dentifier: RQ_002_3056
RFC Clause: 333

Type: Recommended
Appliesto: | Psec host
Requirement:

If an | Psec host receives a request to establish an ESP Security Association but is configured such
that the anti-replay service is not enabled, it SHOULD NOT attenpt to negotiate ESN in an SA
managenent protocol

RFC Text:
Note: If a receiver chooses to not enable anti-replay for an SA, then the receiver SHOULD NOT
negotiate ESN in an SA managenent protocol. Use of ESN creates a need for the receiver to manage the
anti-replay window (in order to determne the correct value for the high-order bits of the ESN,
which are enployed in the ICV conputation), which is generally contrary to the notion of disabling
anti-replay for an SA

I dentifier: RQ_002_3057
RFC Clause: 334

Type: Optional
Appliesto: | Psec host
Requirement:

An ESP inpl enentati on MAY choose not to support fragnentation and nay nark transnmitted packets with
the DF bit to facilitate Path MIU di scovery

RFC Text:
Fragnent ati on, whether perforned by an | Psec inplenentation or by routers along the path between
| Psec peers, significantly reduces performance. Mboreover, the requirenent for an ESP receiver to
accept fragments for reassenbly creates denial of service vulnerabilities. Thus, an ESP
i npl enent ati on MAY choose to not support fragnmentation and may mark transmitted packets with the DF
bit, to facilitate Path MIU (PMIU) discovery. |n any case, an ESP i npl ementati on MJSTsupport
generation of | CMP PMIU nessages (or equivalent internal signaling for native host inplenmentations)
to mnimze the likelihood of fragnentation. Details of the support required for MU managenent are
contained in the Security Architecture document.

Identifier: RQ_002_3058
RFC Clause: 334

Type: Mandatory
Appliesto: I Psec host
Requirement:

An ESP inpl enentati on MUSTsupport generation of |CMP PMIU messages to minimize the |ikelihood of
fragnentation.
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RFC Text:
Fragnent ati on, whether perforned by an | Psec inplenentation or by routers along the path between
| Psec peers, significantly reduces perfornmance. Moreover, the requirenent for an ESP receiver to
accept fragments for reassenbly creates denial of service vulnerabilities. Thus, an ESP
i npl ement ati on MAY choose to not support fragmentation and may mark transmitted packets with the DF
bit, to facilitate Path MIU (PMIU) discovery. |In any case, an ESP i npl ementati on MJSTsupport
generation of | CMP PMIU nessages (or equivalent internal signaling for native host inplenentations)
to mnimze the likelihood of fragnentation. Details of the support required for MU managenent are
contained in the Security Architecture docunent.

Identifier: RQ _002_3059
RFC Clause: 34.1

Type: Mandatory
Appliesto: I Psec host
Requirement:

If a packet offered to ESP for processing appears to be an IP fragnent the receiver MJST discard the
packet

RFC Text:
If required, reassenbly is perforned prior to ESP processing. |f a packet offered to ESP for
processing appears to be an IP fragment, i.e., the OFFSET field is non-zero or the MORE FRAGVENTS
flag is set, the receiver MIST discard the packet; this is an auditable event. The audit log entry
for this event SHOULD i nclude the SPI value, date/tine received, Source Address, Destination

Addr ess, Sequence Nunber, and (in |IPv6) the Flow ID.

I dentifier: RQ_002_3060
RFC Clause: 34.1

Type: Recommended
Appliesto: | Psec host
Requirement:

An | Psec host SHOULD record in the audit |log the SPI value, date/tine received, Source Address,
Destination Address, Sequence Nunber, and the Flow ID for each packet defragnentation event

RFC Text:
If required, reassenbly is perforned prior to ESP processing. |f a packet offered to ESP for
processing appears to be an |P fragnent, i.e., the OFFSET field is non-zero or the MORE FRAGVENTS
flag is set, the receiver MJST discard the packet; this is an auditable event. The audit log entry
for this event SHOULD include the SPI value, date/tine received, Source Address, Destination
Addr ess, Sequence Nunber, and (in |IPv6) the Flow ID.

I dentifier: RQ_002_3061
RFC Clause:  3.4.2

Type: Mandatory
Appliesto: IPsec host
Requirement:

If no valid Security Association exists for a received ESP packet the receiving | Psec host MJST
di scard the packet

RFC Text:
If no valid Security Association exists for this packet, the receiver MIJST discard the packet; this
is an auditable event. The audit log entry for this event SHOULD include the SPl value, date/time
recei ved, Source Address, Destination Address, Sequence Nunmber, and (in |IPv6) the cleartext Flow ID.

ETSI



60 ETSI TS 102 558 V1.1.1 (2006-12)

I dentifier: RQ_002_3062
RFC Clause:  3.4.2

Type: Recommended
Appliesto: IPsec host
Requirement:

An | Psec host SHOULD record in the audit |og the SPI value, date/tine received, Source Address
Desti nation Address, Sequence Nunber, and (in IPv6) the cleartext Flow ID for each Security
Associ ation | ookup failure event

RFC Text:
If no valid Security Association exists for this packet, the receiver MJST discard the packet; this
is an auditable event. The audit log entry for this event SHOULD include the SPI value, date/time
recei ved, Source Address, Destination Address, Sequence Nunber, and (in |IPv6) the cleartext Flow |D

I dentifier: RQ_002_3063
RFC Clause: 343

Type: Mandatory
Appliesto: | Psec host
Requirement:

Al'l ESP inplenentations MIST support the anti-replay service

RFC Text:

Al ESP inplenentations MIST support the anti-replay service, though
its use may be enabl ed or disabled by the receiver on a per-SA basis
This service MJUST NOT be enabl ed unless the ESP integrity service
al so is enabled for the SA, because ot herw se the Sequence Nunber
field has not been integrity protected. Anti-replay is applicable to
uni cast as well as nulticast SAs. However, this standard specifies
no nechani sns for providing anti-replay for a nulti-sender SA
(unicast or nulticast). |In the absence of negotiation (or manua
configuration) of an anti-replay nmechanismfor such an SA, it is
recommended that sender and receiver checking of the sequence nunber
for the SA be disabled (via negotiation or nanual configuration), as
not ed bel ow.

I dentifier: RQ_002_3064
RFC Clause: 343

Type: Mandatory
Appliesto: | Psec host
Requirement:

An | Psec host ESP MJUST NOT enable the anti-replay service unless the ESP integrity service also is
enabl ed for the SA

RFC Text:
Al'l ESP inpl enmentati ons MUST support the anti-replay service, though its use may be enabl ed or
di sabl ed by the receiver on a per-SA basis. This service MJUST NOT be enabl ed unl ess the ESP
integrity service also is enabled for the SA because otherw se the Sequence Nunmber field has not
been integrity protected. Anti-replay is applicable to unicast as well as nulticast SAs. However
this standard specifies no nmechanisns for providing anti-replay for a nulti-sender SA (unicast or
multicast). |In the absence of negotiation (or manual configuration) of an anti-replay nechanismfor
such an SA, it is recommended that sender and receiver checking of the sequence nunmber for the SA be
di sabl ed (via negotiation or manual configuration), as noted bel ow.
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I dentifier: RQ_002_3065
RFC Clause:  3.4.3

Type: Recommended
Appliesto: IPsec host
Requirement:

An | Psec host SHOULD di sabl e the checking of sequence nunbers on nulti-sender ESP SAs (unicast or
mul ticast)

RFC Text:
Al ESP inpl enentations MJST support the anti-replay service, though its use nay be enabl ed or
di sabl ed by the receiver on a per-SA basis. This service MJST NOT be enabl ed unless the ESP
integrity service also is enabled for the SA because otherw se the Sequence Nunmber field has not
been integrity protected. Anti-replay is applicable to unicast as well as nmulticast SAs. However,
this standard specifies no nechanisnms for providing anti-replay for a multi-sender SA (unicast or
multicast). |In the absence of negotiation (or manual configuration) of an anti-replay mechani sm for
such an SA, it is recommended that sender and receiver checking of the sequence number for the SA be
di sabl ed (via negotiation or manual configuration), as noted bel ow.

I dentifier: RQ_002_3066
RFC Clause:  3.4.3

Type: Recommended
Appliesto: | Psec host
Requirement:

Wien an | Psec host receives a request to establish an ESP Security Association it SHOULD notify the
initiator if it is unable to provide anti-replay protection.

RFC Text:

If the receiver does not enable anti-replay for an SA, no inbound checks are perforned on the
Sequence Nunmber. However, fromthe perspective of the sender, the default is to assune that anti-
replay is enabled at the receiver. To avoid having the sender do unnecessary sequence nunber
monitoring and SA setup (see section 3.3.3), if an SA establishnent protocol is enployed, the

recei ver SHOULD notify the sender, during SA establishment, if the receiver will not provide anti-
replay protection.

I dentifier: RQ_002_3067
RFC Clause:  3.4.3

Type: Mandatory
Appliesto: | Psec host
Requirement:

In I Psec ESP during sequence nunber verification if the receiver has enabled the anti-replay service
for this SA the receive packet counter for the SA MIST be initialized to zero when the SAis

est abl i shed.

RFC Text:

If the receiver has enabled the anti-replay service for this SA the receive packet counter for the
SA MUST be initialized to zero when the SA is established. For each received packet, the receiver
MUST verify that the packet contains a Sequence Nunmber that does not duplicate the Sequence Nunber
of any other packets received during the life of this SA. This SHOULD be the first ESP check
applied to a packet after it has been matched to an SA, to speed rejection of duplicate packets.

I dentifier: RQ_002_3068
RFC Clause:  3.4.3

Type: Mandatory
Appliesto: IPsec host
Requirement:

Wien an | Psec host that has anti-replay service enabl ed receives an ESP packet, it MJST verify that
the value set in the Sequence Nunber field of the incom ng ESP header does not duplicate the
Sequence Nunber of any other packets received during the |ife of the corresponding SA
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RFC Text:
If the receiver has enabled the anti-replay service for this SA the receive packet counter for the
SA MUST be initialized to zero when the SA is established. For each received packet, the receiver
MUST verify that the packet contains a Sequence Nunber that does not duplicate the Sequence Nunber
of any other packets received during the life of this SA. This SHOULD be the first ESP check
applied to a packet after it has been matched to an SA, to speed rejection of duplicate packets.

I dentifier: RQ_002_3070
RFC Clause:  3.4.3

Type: Mandatory
Appliesto: IPsec host
Requirement:

An | Psec host that has the anti-replay service enabl ed MJST support a mi ni num wi ndow si ze of 32
packets when 32-bit sequence nunbers are enployed (i.e. when ESN i s NOTenabl ed)

RFC Text:
A m ni mum wi ndow si ze of 32 packets MJST be supported when 32-bit sequence nunbers are enpl oyed; a
wi ndow size of 64 is preferred and SHOULD be enpl oyed as the default. Another w ndow size (larger
than the mininum) MAY be chosen by the receiver. (The receiver does NOT notify the sender of the
wi ndow si ze.) The receive w ndow size should be increased for higher-speed environnents,
irrespective of assurance issues. Values for mininmmand reconmended receive wi ndow sizes for very
hi gh-speed (e.g., nulti-gigabit/second) devices are not specified by this standard.

I dentifier: RQ _002 3071
RFC Clause:  3.4.3

Type: Recommended
Appliesto: I Psec host
Requirement:

An | Psec host that has enabled the anti-replay service SHOULD i npl enent a default wi ndow size of 64
packets

RFC Text:
A m ni mum wi ndow si ze of 32 packets MJST be supported when 32-bit sequence nunbers are enpl oyed; a
wi ndow si ze of 64 is preferred and SHOULD be enpl oyed as the default. Another wi ndow size (Ilarger
than the mininum) MAY be chosen by the receiver. (The receiver does NOT notify the sender of the
wi ndow si ze.) The receive wi ndow size should be increased for higher-speed environnents,
irrespective of assurance issues. Values for mninmmand reconmended recei ve wi ndow sizes for very
hi gh-speed (e.g., nulti-gigabit/second) devices are not specified by this standard.

I dentifier: RQ _002 3072
RFC Clause: 343

Type: Mandatory
Appliesto: IPsec host
Requirement:

In I Psec ESP during sequence nunber verification where anti-replay is enabled duplicate ESP packet
MJST be detected and rejected through the use of a sliding receive w ndow

RFC Text:
Duplicates are rejected through the use of a sliding receive window How the wi ndow is inplenented
is alocal matter, but the follow ng text describes the functionality that the inplementation nust
exhibit.
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I dentifier: RQ_002_3077
RFC Clause:  3.4.4.1

Type: Mandatory
Appliesto: IPsec host
Requirement:

In IPsec ESP during Integrity Check Value verification where separate confidentiality and integrity
al gorithns are enpl oyed the receiver MIUST conpute the | CV over the ESP packet mnus the I CV (using
the specified integrity algorithm) and verify that it is the same as the ICV carried in the packet

RFC Text:
3.4.4. Integrity Check Value Verification

As with outbound processing, there are several options for inbound
processing, based on features of the algorithms enployed

3.4.4.1. Separate Confidentiality and Integrity Al gorithns

If separate confidentiality and integrity algorithms are enpl oyed
processi ng proceeds as follows:

1. If integrity has been selected, the receiver conputes the
I CV over the ESP packet mnus the ICV, using the specified
integrity algorithmand verifies that it is the same as the
ICV carried in the packet. Details of the conputation are
provi ded bel ow.

If the conputed and received | CVs natch, then the datagram
is valid, and it is accepted. |If the test fails, then the
recei ver MJUST discard the received | P datagramas invalid
this is an auditable event. The log data SHOULD i ncl ude the
SPI val ue, date/tinme received, Source Address, Destination
Address, the Sequence Nunber, and (for I|Pv6) the cleartext

Fl ow I D

I npl enent ati on Note:

| npl enent ati ons can use any set of steps that results in the
same result as the follow ng set of steps. Begin by
removing and saving the I1CV field. Next check the overal
length of the ESP packet minus the ICV field. |If inplicit
paddi ng i s required, based on the block size of the
integrity algorithm append zero-filled bytes to the end of
the ESP packet directly after the Next Header field, or
after the high-order 32 bits of the sequence nunmber if ESN
is selected. Performthe |ICV conputation and conpare the
result with the saved val ue, using the conparison rules
defined by the al gorithm specification

2. The receiver decrypts the ESP Payl oad Data, Paddi ng, Pad
Length, and Next Header using the key, encryption algorithm
al gorithm node, and cryptographi c synchronization data (if
any), indicated by the SA. As in Section 3.3.2, we speak
here in terns of encryption always being applied because of
the formatting inplications. This is done with the
under standing that "no confidentiality" is offered by using
the NULL encryption algorithm (RFC 2410).

- If explicit cryptographic synchronization data, e.g.
an 1V, is indicated, it is taken fromthe Payl oad
field and input to the decryption algorithmas per
the al gorithm specification

- If inplicit cryptographic synchronization data is
indi cated, a local version of the IV is constructed
and input to the decryption algorithmas per the
al gorithm specification

3. The receiver processes any Padding as specified in the
encryption algorithmspecification. |[|f the default padding
scheme (see Section 2.4) has been enployed, the receiver
SHOULD i nspect the Padding field before renoving the paddi ng
prior to passing the decrypted data to the next |ayer

4. The receiver checks the Next Header field. |If the value is

"59" (no next header), the (dummy) packet is discarded
wi t hout further processing
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5. The receiver reconstructs the original |P datagramfrom

- for transport node -- outer |P header plus the
original next |layer protocol information in the ESP
Payl oad field

- for tunnel node -- the entire |P datagramin the ESP
Payl oad field.

The exact steps for reconstructing the original datagram
depend on the node (transport or tunnel) and are described
in the Security Architecture docunment. At a minimm in an
| Pv6 context, the receiver SHOULD ensure that the decrypted
data is 8-byte aligned, to facilitate processing by the
protocol identified in the Next Header field. This
processing "di scards" any (optional) TFC paddi ng that has
been added for traffic flow confidentiality. (If present,
this will have been inserted after the I P datagram (or
transport-layer frane) and before the Padding field (see
Section 2.4).)
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I dentifier: RQ_002_3078
RFC Clause:  3.4.4.1

Type: Mandatory
Appliesto: IPsec host
Requirement:

If an I Psec host receives an ESP packet and is using separate confidentiality and integrity
algorithnms it MUST discard the received |P datagramif the value in the ICV field of the received
packet does NOTmatch its own conputed val ue

RFC Text:
3.4.4. Integrity Check Value Verification

As with outbound processing, there are several options for inbound
processing, based on features of the algorithms enployed.

3.4.4.1. Separate Confidentiality and Integrity Al gorithns

If separate confidentiality and integrity algorithms are enpl oyed
processi ng proceeds as follows:

1. If integrity has been selected, the receiver conputes the
I CV over the ESP packet mnus the ICV, using the specified
integrity algorithmand verifies that it is the same as the
ICV carried in the packet. Details of the conputation are
provi ded bel ow.

If the conputed and received |ICVs natch, then the datagram
is valid, and it is accepted. |If the test fails, then the
recei ver MJST discard the received | P datagram as invali d;
this is an auditable event. The log data SHOULD i ncl ude the
SPI val ue, date/time received, Source Address, Destination
Address, the Sequence Nunber, and (for I|Pv6) the cleartext
Fl ow | D.

I npl enent ati on Note:

| npl enent ati ons can use any set of steps that results in the
same result as the follow ng set of steps. Begin by
removing and saving the ICV field. Next check the overall
length of the ESP packet minus the ICV field. |If inplicit
paddi ng i s required, based on the block size of the
integrity algorithm append zero-filled bytes to the end of
the ESP packet directly after the Next Header field, or
after the high-order 32 bits of the sequence nunmber if ESN
is selected. Performthe |ICV conputation and conpare the
result with the saved val ue, using the conparison rules
defined by the al gorithm specification.

2. The receiver decrypts the ESP Payl oad Data, Paddi ng, Pad
Length, and Next Header using the key, encryption algorithm
al gorithm node, and cryptographi c synchronization data (if
any), indicated by the SA. As in Section 3.3.2, we speak
here in terns of encryption always being applied because of
the formatting inplications. This is done with the
under standing that "no confidentiality" is offered by using
the NULL encryption algorithm (RFC 2410).

- If explicit cryptographic synchronization data, e.g.,
an 1V, is indicated, it is taken fromthe Payl oad
field and input to the decryption algorithm as per
the al gorithm specification.

- If inplicit cryptographic synchronization data is
indi cated, a |ocal version of the IV is constructed
and input to the decryption algorithmas per the
al gorithm specification.

3. The receiver processes any Padding as specified in the
encryption algorithmspecification. |[|f the default padding
scheme (see Section 2.4) has been enployed, the receiver
SHOULD i nspect the Padding field before renoving the paddi ng
prior to passing the decrypted data to the next |ayer.

4. The receiver checks the Next Header field. |If the value is

"59" (no next header), the (dummy) packet is discarded
wi t hout further processing.
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5. The receiver reconstructs the original |P datagramfrom

- for transport node -- outer |P header plus the
original next |layer protocol information in the ESP
Payl oad field

- for tunnel node -- the entire |P datagramin the ESP
Payl oad field.

The exact steps for reconstructing the original datagram
depend on the node (transport or tunnel) and are described
in the Security Architecture docunment. At a minimm in an
| Pv6 context, the receiver SHOULD ensure that the decrypted
data is 8-byte aligned, to facilitate processing by the
protocol identified in the Next Header field. This
processing "di scards" any (optional) TFC paddi ng that has
been added for traffic flow confidentiality. (If present,
this will have been inserted after the I P datagram (or
transport-layer frane) and before the Padding field (see
Section 2.4).)

I dentifier: RQ_002_3079
RFC Clause: 3441

Type: Recommended
Appliesto: | Psec host
Requirement:

If an | Psec host receives an ESP packet and is using separate confidentiality and integrity
algorithms it SHOULD record the SPI value, date/time received, Source Address, Destination Address,
the Sequence Nunber, and the cleartext Flow IDin the audit log for each ICV mismatch event

RFC Text:
3.4.4. Integrity Check Value Verification

As with outbound processing, there are several options for inbound
processi ng, based on features of the algorithnms enpl oyed.

3.4.4.1. Separate Confidentiality and Integrity A gorithms

If separate confidentiality and integrity algorithns are enpl oyed
processi ng proceeds as follows:

1. If integrity has been selected, the receiver conputes the
I CV over the ESP packet minus the ICV, using the specified
integrity algorithmand verifies that it is the same as the
ICV carried in the packet. Details of the conputation are
provi ded bel ow.

If the conputed and received |ICVs natch, then the datagram
is valid, and it is accepted. |If the test fails, then the
receiver MJST discard the received | P datagramas invalid;
this is an auditable event. The |og data SHOULD i ncl ude the
SPl value, date/time received, Source Address, Destination
Address, the Sequence Nunber, and (for |Pv6) the cleartext
Fl ow I D.

| npl enent ati on Note:

I npl enent ati ons can use any set of steps that results in the
same result as the follow ng set of steps. Begin by
renoving and saving the ICV field. Next check the overall
I ength of the ESP packet minus the ICV field. |If inplicit
padding is required, based on the block size of the
integrity algorithm append zero-filled bytes to the end of
the ESP packet directly after the Next Header field, or
after the high-order 32 bits of the sequence nunber if ESN
is selected. Performthe |ICV conputation and conpare the
result with the saved val ue, using the conparison rules
defined by the al gorithm specification.
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2. The receiver decrypts the ESP Payl oad Data, Paddi ng, Pad
Length, and Next Header using the key, encryption algorithm
al gorithm node, and cryptographi c synchronization data (if
any), indicated by the SA. As in Section 3.3.2, we speak
here in terns of encryption always being applied because of
the formatting inplications. This is done with the
under standing that "no confidentiality" is offered by using
the NULL encryption algorithm (RFC 2410).

- If explicit cryptographic synchronization data, e.g.
an 1V, is indicated, it is taken fromthe Payl oad
field and input to the decryption algorithm as per
the al gorithm specification

- If inplicit cryptographic synchronization data is
indi cated, a |ocal version of the IV is constructed
and input to the decryption algorithmas per the
al gorithm specification

3. The receiver processes any Padding as specified in the
encryption algorithmspecification. |f the default padding
schenme (see Section 2.4) has been enployed, the receiver
SHOULD i nspect the Padding field before renoving the padding
prior to passing the decrypted data to the next |ayer

4. The receiver checks the Next Header field. |If the value is
"59" (no next header), the (dummy) packet is discarded
wi t hout further processing

5. The receiver reconstructs the original |P datagramfrom

- for transport node -- outer |P header plus the
original next |layer protocol information in the ESP
Payl oad field

- for tunnel node -- the entire |P datagramin the ESP
Payl oad field

The exact steps for reconstructing the original datagram
depend on the node (transport or tunnel) and are described
in the Security Architecture document. At a minimm in an
| Pv6 context, the receiver SHOULD ensure that the decrypted
data is 8-byte aligned, to facilitate processing by the
protocol identified in the Next Header field. This
processing "discards" any (optional) TFC paddi ng that has
been added for traffic flow confidentiality. (If present,
this will have been inserted after the I P datagram (or
transport-layer frane) and before the Padding field (see
Section 2.4).)

I dentifier: RQ_002_3080
RFC Clause: 3441

Type: Mandatory
Appliesto: | Psec host
Requirement:

If an | Psec host receives an ESP packet and is using separate confidentiality and integrity
algorithns it MJUST conplete integrity checking before the decrypted packet is passed on for further
processi ng

RFC Text:

If integrity checking and encryption are perforned in parallel
integrity checking MIUST be conpl eted before the decrypted packet is
passed on for further processing. This order of processing
facilitates rapid detection and rejection of replayed or bogus
packets by the receiver, prior to decrypting the packet, hence
potentially reducing the inpact of denial of service attacks

Note: If the receiver perforns decryption in parallel with integrity

checking, care nust be taken to avoid possible race conditions with
regard to packet access and extraction of the decrypted packet.
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I dentifier: RQ_002_3083
RFC Clause:  3.4.4.2

Type: Mandatory
Appliesto: IPsec host
Requirement:

If an | Psec host receives an ESP packet and is using conbined confidentiality and integrity
algorithnms it MUST discard the received |P datagramif the value in the ICV field of the received
packet DOES NOT match its own conputed val ue

RFC Text:
3.4.4.2. Conbined Confidentiality and Integrity Al gorithns

If a conbined confidentiality and integrity algorithmis enpl oyed
then the receiver proceeds as follows:

1. Decrypts and integrity checks the ESP Payl oad Data, Paddi ng
Pad Length, and Next Header, using the key, algorithm
al gorithm node, and cryptographi c synchronization data (if
any), indicated by the SA. The SPI fromthe ESP header, and
the (receiver) packet counter value (adjusted as required
fromthe processing described in Section 3.4.3) are inputs
to this algorithm as they are required for the integrity
check.

- If explicit cryptographic synchronization data, e.g.
an 1V, is indicated, it is taken fromthe Payl oad
field and input to the decryption algorithmas per
the al gorithm specification

- If inplicit cryptographic synchronization data, e.g.
an |V, is indicated, a local version of the IVis
constructed and input to the decryption algorithm as
per the algorithm specification

2. If the integrity check performed by the conbi ned node
algorithmfails, the receiver MIST discard the received |IP
datagramas invalid; this is an auditable event. The |og
data SHOULD include the SPI value, date/tine received
Source Address, Destination Address, the Sequence Nunber
and (in IPv6) the cleartext Flow ID.

3. Process any Padding as specified in the encryption algorithm
specification, if the algorithmhas not already done so

4. The receiver checks the Next Header field. |If the value is
"59" (no next header), the (dummy) packet is discarded
wi t hout further processing

5. Extract the original |P datagram (tunnel node) or
transport-layer frane (transport node) fromthe ESP Payl oad
Data field. This inplicitly discards any (optional) padding
that has been added for traffic flow confidentiality. (If
present, the TFC padding will have been inserted after the
| P payl oad and before the Padding field (see Section 2.4).)
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I dentifier: RQ_002_3084
RFC Clause:  3.4.4.2

Type: Recommended
Appliesto: IPsec host
Requirement:

If an | Psec host receives an ESP packet and is using conbined confidentiality and integrity
algorithnms it SHOULD record the SPl value, date/tinme received, Source Address, Destination Address
the Sequence Nunber, and the cleartext Flow ID values in the audit log for each ICV verification
failure event

RFC Text:
3.4.4.2. Conbined Confidentiality and Integrity Al gorithns

If a conbined confidentiality and integrity algorithmis enpl oyed
then the receiver proceeds as follows:

1. Decrypts and integrity checks the ESP Payl oad Data, Paddi ng
Pad Length, and Next Header, using the key, algorithm
al gorithm node, and cryptographi c synchronization data (if
any), indicated by the SA. The SPI fromthe ESP header, and
the (receiver) packet counter value (adjusted as required
fromthe processing described in Section 3.4.3) are inputs
to this algorithm as they are required for the integrity
check.

- If explicit cryptographic synchronization data, e.g.
an 1V, is indicated, it is taken fromthe Payl oad
field and input to the decryption algorithmas per
the al gorithm specification

- If inplicit cryptographic synchronization data, e.g.
an |V, is indicated, a local version of the IVis
constructed and input to the decryption algorithm as
per the al gorithm specification

2. If the integrity check performed by the conbi ned node
algorithmfails, the receiver MIST discard the received |IP
datagramas invalid; this is an auditable event. The |og
data SHOULD include the SPI value, date/tine received
Source Address, Destination Address, the Sequence Nunber
and (in |Pv6) the cleartext Flow |ID

3. Process any Padding as specified in the encryption algorithm
specification, if the algorithmhas not already done so

4. The receiver checks the Next Header field. |If the value is
"59" (no next header), the (dummy) packet is discarded
wi t hout further processing

5. Extract the original |P datagram (tunnel node) or
transport-layer franme (transport node) fromthe ESP Payl oad
Data field. This inplicitly discards any (optional) padding
that has been added for traffic flow confidentiality. (If
present, the TFC padding will have been inserted after the
| P payl oad and before the Padding field (see Section 2.4).)
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I dentifier: RQ_002_3085
RFC Clause: 4

Type: Mandatory
Appliesto: IPsec host
Requirement:

If an | Psec host supports auditing then an ESP inplenentation within that host MJST al so support
audi ting

RFC Text:
4. Auditing

Not all systens that inplenent ESP will inplenent auditing. However,
if ESP is incorporated into a systemthat supports auditing, then the
ESP i npl ementati on MJST al so support auditing and MUST all ow a system
admini strator to enable or disable auditing for ESP. For the nost
part, the granularity of auditing is a local matter. However,

several auditable events are identified in this specification and for
each of these events a mininmumset of information that SHOULD be
included in an audit log is defined.

- No valid Security Association exists for a session. The
audit log entry for this event SHOULD include the SPlI val ue,
date/time received, Source Address, Destination Address,
Sequence Nunber, and (for IPv6) the cleartext Flow ID.

- A packet offered to ESP for processing appears to be an IP
fragment, i.e., the OFFSET field is non-zero or the MORE
FRAGMENTS flag is set. The audit log entry for this event
SHOULD i nclude the SPI value, date/time received, Source
Address, Destination Address, Sequence Number, and (in |Pv6)
the Flow I D.

- Attenpt to transmt a packet that would result in Sequence
Nunber overflow. The audit log entry for this event SHOULD
include the SPI value, current date/time, Source Address,
Desti nation Address, Sequence Nunber, and (for |Pv6) the
cleartext Flow ID.

- The received packet fails the anti-replay checks. The audit
log entry for this event SHOULD include the SPI val ue,
date/time received, Source Address, Destination Address, the
Sequence Nunber, and (in |Pv6) the Flow ID.

- The integrity check fails. The audit log entry for this
event SHOULD include the SPI value, date/tinme received,

Source Address, Destination Address, the Sequence Number, and
(for 1Pv6) the Flow ID.
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I dentifier: RQ_002_3086
RFC Clause: 4

Type: Mandatory
Appliesto: IPsec host
Requirement:

An | Psec host that supports ESP auditing MJST allow a system adninistrator to enable or disable
auditing for ESP.

RFC Text:
4. Auditing

Not all systens that inplenent ESP will inplenent auditing. However,
if ESP is incorporated into a systemthat supports auditing, then the
ESP i npl ementati on MJST al so support auditing and MUST all ow a system
admini strator to enable or disable auditing for ESP. For the npst
part, the granularity of auditing is a local matter. However,

several auditable events are identified in this specification and for
each of these events a mininmumset of information that SHOULD be
included in an audit log is defined.

- No valid Security Association exists for a session. The
audit log entry for this event SHOULD include the SPlI val ue,
date/time received, Source Address, Destination Address,
Sequence Nunber, and (for IPv6) the cleartext Flow ID.

- A packet offered to ESP for processing appears to be an IP
fragment, i.e., the OFFSET field is non-zero or the MORE
FRAGMVENTS flag is set. The audit log entry for this event
SHOULD i nclude the SPI value, date/time received, Source
Address, Destination Address, Sequence Nunmber, and (in |Pv6)
the Flow I D.

- Attenpt to transmt a packet that would result in Sequence
Nunber overflow. The audit log entry for this event SHOULD
include the SPI value, current date/time, Source Address,
Desti nation Address, Sequence Nunber, and (for |Pv6) the
cleartext Flow ID.

- The received packet fails the anti-replay checks. The audit
log entry for this event SHOULD include the SPI val ue,
date/time received, Source Address, Destination Address, the
Sequence Nunber, and (in |Pv6) the Flow ID.

- The integrity check fails. The audit log entry for this
event SHOULD include the SPI value, date/tinme received,

Source Address, Destination Address, the Sequence Number, and
(for 1Pv6) the Flow ID.
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I dentifier: RQ_002_3087
RFC Clause: 4

Type: Recommended
Appliesto: IPsec host
Requirement:

An | Psec host that supports ESP auditing SHOULD audit the followi ng events:

- No valid Security Association exists for a session.

- A packet offered to ESP for processing appears to be an | P fragment,

- Attenpt to transmt a packet that would result in Sequence Number overfl ow.
- The received packet fails the anti-replay checks.

- The integrity check fails

RFC Text:
4. Auditing

Not all systens that inplenent ESP will inplenent auditing. However,
if ESP is incorporated into a systemthat supports auditing, then the
ESP i npl enentati on MJST al so support auditing and MIST all ow a system
adm ni strator to enable or disable auditing for ESP. For the nost
part, the granularity of auditing is a local matter. However,

several auditable events are identified in this specification and for
each of these events a mininmumset of infornation that SHOULD be
included in an audit log is defined.

- No valid Security Association exists for a session. The
audit log entry for this event SHOULD include the SPlI val ue,
date/time received, Source Address, Destination Address,
Sequence Nunber, and (for |1Pv6) the cleartext Flow ID.

- A packet offered to ESP for processing appears to be an |P
fragment, i.e., the OFFSET field is non-zero or the MORE
FRAGMENTS flag is set. The audit log entry for this event
SHOULD i ncl ude the SPI value, date/time received, Source
Addr ess, Destination Address, Sequence Nunber, and (in |Pv6)
the Flow I D.

- Attenpt to transmt a packet that would result in Sequence
Nunber overflow. The audit log entry for this event SHOULD
include the SPI value, current date/time, Source Address,
Desti nation Address, Sequence Nunber, and (for |Pv6) the
cleartext Flow ID.

- The received packet fails the anti-replay checks. The audit
log entry for this event SHOULD include the SPI val ue,
date/time received, Source Address, Destination Address, the
Sequence Nunber, and (in I1Pv6) the Flow ID.

- The integrity check fails. The audit log entry for this
event SHOULD include the SPI value, date/time received,

Source Address, Destination Address, the Sequence Number, and
(for 1Pv6) the Flow ID.
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I dentifier: RQ_002_3088
RFC Clause: 2

Type: Mandatory
Appliesto: IPsec host
Requirement:

An ESP packet MJST be formatted by concatenating the following naned fields: Security Paraneters
I ndex (SPI) (4 Bytes); Sequence Nunber (4 Bytes); Payload Data (variable Iength); Padding (0-255
bytes); Pad Length (1 Byte); Next Header (1 Byte); optional Integrity Check Value (ICV) (Variable
| ength).

Crt et Length (Cctets) Field
1to 4 4 Security Paranmeters |ndex
5to 8 4 Sequence Nunber

Vari es Payl oad data

Vari es Paddi ng

1 Pad | ength

1 Next header

Vari es Integrity check val ue

RFC Text:

The (outer) protocol header (IPv4, |Pv6, or Extension) that
i medi atel y precedes the ESP header SHALL contain the value 50 in its
Protocol (1Pv4) or Next Header (IPv6, Extension) field (see | ANA web
page at http://ww i ana. org/ assi gnment s/ protocol -nunbers). Figure 1
illustrates the top-level format of an ESP packet. The packet begins
with two 4-byte fields (Security Paraneters Index (SPI) and Sequence
Number). Followi ng these fields is the Payl oad Data, which has
substructure that depends on the choice of encryption algorithm and
node, and on the use of TFC paddi ng, which is exanined in nore detail
later. Follow ng the Payload Data are Padding and Pad Length fields,
and the Next Header field. The optional Integrity Check Value (ICV)
field conpletes the packet.

0 1 2 3
01234567890123456789012345678901
B S T T S i T e T i S S S

| Security Paraneters |ndex (SPl) | ~ont.
B e e S S S S S S i S SR S SR S i S S S T e S S i S O o)V
| Sequence Nunber | |ered

R R T S N S S S S S e S S S S S S S S S S S S S S S S S S S N I
Payl oad Data* (vari abl e)

[
~ |
| | Conf
B R T NI S i T S R e SR S S S S o S S S W@ )V
Paddi ng (0-255 bytes) | |ered*
i o NI T e B R T T T o e e e S S S o | |
| Pad Length | Next Header | v Y

B e ai o S T s sl s ais i ST S S S S S S
Integrity Check Value-1CV  (variable) |

B T T i S S i S S T T S

+— 17—+ +— +— 1 —

Figure 1. Top-Level Fornmat of an ESP Packet
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| dentifier: RQ_002_3089
RFC Clause: 2
Type: Mandatory
Appliesto: IPsec host
Requirement:
if there are concerns about backward compatibility they MJST be addressed by using a signaling
nmechani sm between the two | Psec peers to ensure conpatible versions of ESP (e.g., Internet Key

Exchange (1 KEv2) or an out-of-band configuration nechani sm

RFC Text:

ESP does not contain a version nunber, therefore if there are
concerns about backward conpatibility, they MJUST be addressed by
using a signaling mechani smbetween the two | Psec peers to ensure
conpatible versions of ESP (e.g., Internet Key Exchange (|KEv2)

[ Kau05]) or an out-of-band configuration nmechani sm

Identifier: RQ _002_3091
RFC Clause: 2.1

Type: Mandatory
Appliesto: IPsec host
Requirement:

When an | Psec host receives an ESP packet, it MJST use the Security Parameter Index in the first
four octets of the packet (and previously shared with the packet initiator using | KEv2 or another
key exchange protocol) to identify the SA to which the incoming packet is bound

RFC Text:

The SPl is an arbitrary 32-bit value that is used by a receiver to
identify the SA to which an inconming packet is bound. The SPI field
i s mandatory

I dentifier: RQ_002_3092
RFC Clause: 3.3

Type: Mandatory
Appliesto: | Psec host
Requirement:

In I Psec ESP transport node the sender MJUST encapsul ate the next |ayer protocol infornation between
the ESP header and the ESP trailer fields, and retain the specified | P header (and any |P extension
headers in the | Pv6 context)

RFC Text:

In transport node, the sender encapsul ates the next |ayer protoco
informati on between the ESP header and the ESP trailer fields, and
retains the specified | P header (and any |P extension headers in the
| Pv6 context). In tunnel node, the outer and inner IP
header/extensi ons can be interrelated in a variety of ways. The
construction of the outer |P header/extensions during the
encapsul ati on process is described in the Security Architecture
docunent .
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I dentifier: RQ_002_3093
RFC Clause: 2.1

Type: Optional
Appliesto: IPsec host
Requirement:

For a unicast SA the SPI can be used by itself to specify an SA

RFC Text:

For a unicast SA, the SPI can be used by itself to specify an SA or
it may be used in conjunction with the |IPsec protocol type (in this
case ESP). Because the SPI value is generated by the receiver for a
uni cast SA, whether the value is sufficient to identify an SA by
itself or whether it nust be used in conjunction with the |Psec
protocol value is a local matter. This mechani smfor mapping i nbound
traffic to unicast SAs MUST be supported by all ESP inplenentations

I dentifier: RQ_002_3094
RFC Clause: 2.1

Type: Optiona
Appliesto: IPsec host
Requirement:

For a unicast SA, the SPI MAY be used in conjunction with the | Psec protocol type (in this case ESP)

RFC Text:

For a unicast SA, the SPI can be used by itself to specify an SA or
it may be used in conjunction with the |IPsec protocol type (in this
case ESP). Because the SPI value is generated by the receiver for a
uni cast SA, whether the value is sufficient to identify an SA by
itself or whether it nust be used in conjunction with the |Psec
protocol value is a local matter. This mechani smfor mapping i nbound
traffic to unicast SAs MUST be supported by all ESP inplenentations

Identifier: RQ_002 3095
RFC Clause: 2.1

Type: Mandatory
Appliesto: IPsec host
Requirement:

The mechani sm for mapping i nbound traffic to unicast SAs using either 'SPI' or 'SPl +l Psec protoco
type' MJST be supported by all ESP inpl enentations

RFC Text:

For a unicast SA, the SPI can be used by itself to specify an SA or
it may be used in conjunction with the |IPsec protocol type (in this
case ESP). Because the SPI value is generated by the receiver for a
uni cast SA, whether the value is sufficient to identify an SA by
itself or whether it nmust be used in conjunction with the |Psec
protocol value is a local matter. This mechani smfor mapping i nbound
traffic to unicast SAs MJUST be supported by all ESP inplenentations
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I dentifier: RQ_002_3099
RFC Clause: 2.1

Type: Mandatory
Appliesto: IPsec host
Requirement:

The indication of whether source and destinati on address matching is required to nmap i nbound | Psec
traffic to SAs MUST be set either as a side effect of nmanual SA configuration or via negotiation
usi ng an SA managenent protocol

RFC Text:

The indication of whether source and destinati on address matching is
required to map i nbound | Psec traffic to SAs MJST be set either as a
side effect of manual SA configuration or via negotiation using an SA
managenent protocol, e.g., |KE or Group Domain of Interpretation
(G>A) [RFC3547]. Typically, Source-Specific Milticast (SSM [HC03]
groups use a 3-tuple SAidentifier conposed of an SPlI, a destination
mul ti cast address, and source address. An Any-Source Milticast group
SA requires only an SPl and a destination nulticast address as an

identifier.

Identifier: RQ_002 3100
RFC Clause: 2.1

Type: Mandatory
Appliesto: I Psec host
Requirement:

In I Psec ESP a reserved SPI value (in the range 1 through 255) MJUST NOT be used unless its use is
specified in an RFC for a specific protocol

RFC Text:
The set of SPI values in the range 1 through 255 are reserved by the
I nternet Assigned Nunbers Authority (IANA) for future use; a reserved

SPl value will not normally be assigned by | ANA unl ess the use of the
assigned SPl value is specified in an RFC. The SPI val ue of zero (0)
is reserved for local, inplenmentation-specific use and MUST NOT be

sent on the wire. (For exanple, a key managenent inplenmentation

m ght use the zero SPI value to nean "No Security Association Exists"
during the period when the | Psec inplenentation has requested that
its key managenment entity establish a new SA but the SA has not yet
been established.)
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I dentifier: RQ_002_3102
RFC Clause:  3.3.21

Type: Mandatory
Appliesto: IPsec host
Requirement:

In | Psec ESP transport node where separate confidentiality and integrity algorithnms are enployed the
Sender MUST proceed for encryption as foll ows:

1. Encapsulate (into the ESP Payload field) the original next |ayer protocol information

2. Add any necessary padding (both pptional TFC padding and (encryption) Paddi ng)

3. Encrypt the result using the key, encryption algorithm and algorithmnode specified for the SA
and using any required cryptographi c synchroni zati on data

RFC Text:
If separate confidentiality and integrity algorithns are enpl oyed
the Sender proceeds as follows:

1. Encapsulate (into the ESP Payl oad field):

- for transport node -- just the original next |ayer
protocol information
- for tunnel node -- the entire original |IP datagram

2. Add any necessary padding -- Optional TFC paddi ng and
(encryption) Padding

3. Encrypt the result using the key, encryption algorithm
and al gorithm node specified for the SA and using any
requi red cryptographi c synchroni zati on data

- |If explicit cryptographic synchronization data
e.g., an 1V, is indicated, it is input to the
encryption al gorithm per the al gorithm specification
and placed in the Payl oad field

- If inplicit cryptographic synchronization data is
enployed, it is constructed and input to the
encryption algorithmas per the algorithm
speci fication

- If integrity is selected, encryption is perfornmed
first, before the integrity algorithmis applied, and
the encryption does not enconpass the ICV field
This order of processing facilitates rapid detection
and rejection of replayed or bogus packets by the
receiver, prior to decrypting the packet, hence
potentially reducing the inpact of denial of service
(DoS) attacks. It also allows for the possibility of
paral |l el processing of packets at the receiver, i.e.,
decryption can take place in parallel with integrity
checking. Note that because the ICV is not protected
by encryption, a keyed integrity algorithm nust be
enpl oyed to conpute the | CV.

4. Conpute the | CV over the ESP packet minus the ICV field
Thus, the | CV conputation enconpasses the SPlI, Sequence
Nunber, Payload Data, Padding (if present), Pad Length, and
Next Header. (Note that the last 4 fields will be in
ci phertext form because encryption is performed first.) |If
the ESN option is enabled for the SA, the high-order 32
bits of the sequence nunmber are appended after the Next
Header field for purposes of this conputation, but are not
transmitted.
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I dentifier: RQ_002_3103
RFC Clause:  3.3.21

Type: Mandatory
Appliesto: IPsec host
Requirement:

In | Psec ESP tunnel node where separate confidentiality and integrity algorithns are enpl oyed the
Sender MUST proceed for encryption as foll ows:

1. Encapsulate (into the ESP Payload field) the original |P datagram

2. Add any necessary padding (both pptional TFC padding and (encryption) Paddi ng)

3. Encrypt the result using the key, encryption algorithm and algorithmnode specified for the SA
and using any required cryptographi c synchroni zati on data

RFC Text:
If separate confidentiality and integrity algorithns are enpl oyed
the Sender proceeds as follows:

1. Encapsulate (into the ESP Payl oad field):

- for transport node -- just the original next |ayer
protocol information
- for tunnel node -- the entire original |IP datagram

2. Add any necessary padding -- Optional TFC paddi ng and
(encryption) Padding

3. Encrypt the result using the key, encryption algorithm
and al gorithm node specified for the SA and using any
requi red cryptographi c synchroni zati on data

- |If explicit cryptographic synchronization data
e.g., an 1V, is indicated, it is input to the
encryption al gorithm per the al gorithm specification
and placed in the Payl oad field

- If inplicit cryptographic synchronization data is
enployed, it is constructed and input to the
encryption algorithmas per the algorithm
speci fication

- If integrity is selected, encryption is perfornmed
first, before the integrity algorithmis applied, and
the encryption does not enconpass the ICV field
This order of processing facilitates rapid detection
and rejection of replayed or bogus packets by the
receiver, prior to decrypting the packet, hence
potentially reducing the inpact of denial of service
(DoS) attacks. It also allows for the possibility of
paral |l el processing of packets at the receiver, i.e.,
decryption can take place in parallel with integrity
checking. Note that because the ICV is not protected
by encryption, a keyed integrity algorithm nust be
enpl oyed to conpute the | CV.

4. Conpute the | CV over the ESP packet minus the ICV field
Thus, the | CV conputation enconpasses the SPlI, Sequence
Nunber, Payload Data, Padding (if present), Pad Length, and
Next Header. (Note that the last 4 fields will be in
ci phertext form because encryption is performed first.) |If
the ESN option is enabled for the SA, the high-order 32
bits of the sequence nunber are appended after the Next
Header field for purposes of this conputation, but are not
transnmitted.
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I dentifier: RQ_002_3104
RFC Clause:  3.3.21

Type: Mandatory
Appliesto: IPsec host
Requirement:

In | Psec ESP where separate confidentiality and integrity algorithns are enpl oyed the Sender MJST
proceed for integrity as follows: Conpute the |ICV over the SPl, Sequence Nunmber, Payload Data
Padding (if present), Pad Length, and Next Header

RFC Text:
If separate confidentiality and integrity algorithns are enpl oyed
the Sender proceeds as follows:

1. Encapsulate (into the ESP Payl oad field):

- for transport node -- just the original next |ayer
protocol information
- for tunnel node -- the entire original |IP datagram

2. Add any necessary padding -- Optional TFC paddi ng and
(encryption) Padding

3. Encrypt the result using the key, encryption algorithm
and al gorithm node specified for the SA and using any
requi red cryptographi c synchroni zation data

- If explicit cryptographic synchronization data
e.g., an 1V, is indicated, it is input to the
encryption al gorithm per the al gorithm specification
and placed in the Payl oad field

- If inplicit cryptographic synchronization data is
enployed, it is constructed and input to the
encryption algorithmas per the algorithm
speci fication

- If integrity is selected, encryption is perforned
first, before the integrity algorithmis applied, and
the encryption does not enconpass the ICV field
This order of processing facilitates rapid detection
and rejection of replayed or bogus packets by the
receiver, prior to decrypting the packet, hence
potentially reducing the inpact of denial of service
(DoS) attacks. It also allows for the possibility of
paral |l el processing of packets at the receiver, i.e.,
decryption can take place in parallel with integrity
checking. Note that because the ICV is not protected
by encryption, a keyed integrity algorithm nmust be
enpl oyed to conpute the | CV.

4. Conpute the | CV over the ESP packet minus the ICV field
Thus, the | CV conputation enconpasses the SPlI, Sequence
Nunber, Payload Data, Padding (if present), Pad Length, and
Next Header. (Note that the last 4 fields will be in
ci phertext form because encryption is performed first.) |If
the ESN option is enabled for the SA the high-order 32
bits of the sequence nunber are appended after the Next
Header field for purposes of this conputation, but are not
transmitted.
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I dentifier: RQ_002_3105
RFC Clause:  3.3.21

Type: Mandatory
Appliesto: IPsec host
Requirement:

In | Psec ESP where separate confidentiality and integrity algorithns are enployed with the ESN
option enabl ed the high-order 32 bits of the sequence nunber MJST be appended after the Next Header
field for purposes of |ICV conputation

RFC Text:
If separate confidentiality and integrity algorithns are enpl oyed
the Sender proceeds as follows:

1. Encapsulate (into the ESP Payl oad field):

- for transport node -- just the original next |ayer
protocol information
- for tunnel node -- the entire original |IP datagram

2. Add any necessary padding -- Optional TFC paddi ng and
(encryption) Padding

3. Encrypt the result using the key, encryption algorithm
and al gorithm node specified for the SA and using any
requi red cryptographi c synchroni zation data

- If explicit cryptographic synchronization data
e.g., an 1V, is indicated, it is input to the
encryption al gorithm per the al gorithm specification
and placed in the Payl oad field

- If inplicit cryptographic synchronization data is
enployed, it is constructed and input to the
encryption algorithmas per the algorithm
speci fication

- If integrity is selected, encryption is perforned
first, before the integrity algorithmis applied, and
the encryption does not enconpass the ICV field
This order of processing facilitates rapid detection
and rejection of replayed or bogus packets by the
receiver, prior to decrypting the packet, hence
potentially reducing the inpact of denial of service
(DoS) attacks. It also allows for the possibility of
paral |l el processing of packets at the receiver, i.e.,
decryption can take place in parallel with integrity
checking. Note that because the ICV is not protected
by encryption, a keyed integrity algorithm nmust be
enpl oyed to conpute the | CV.

4. Conpute the | CV over the ESP packet minus the ICV field
Thus, the | CV conputation enconpasses the SPlI, Sequence
Nunber, Payload Data, Padding (if present), Pad Length, and
Next Header. (Note that the last 4 fields will be in
ci phertext form because encryption is performed first.) |If
the ESN option is enabled for the SA, the high-order 32
bits of the sequence nunber are appended after the Next
Header field for purposes of this conputation, but are not
transmitted.
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I dentifier: RQ_002_3106
RFC Clause:  3.3.21

Type: Mandatory
Appliesto: IPsec host
Requirement:

In | Psec ESP where separate confidentiality and integrity algorithns are enployed with the ESN
option enabl ed the high-order 32 bits of the sequence nunmber MJUST NOT be transmtted

RFC Text:
If separate confidentiality and integrity algorithns are enpl oyed
the Sender proceeds as follows:

1. Encapsulate (into the ESP Payl oad field):

- for transport node -- just the original next |ayer
protocol information
- for tunnel node -- the entire original |P datagram

2. Add any necessary padding -- Optional TFC paddi ng and
(encryption) Padding

3. Encrypt the result using the key, encryption algorithm
and al gorithm node specified for the SA and using any
requi red cryptographi c synchroni zation data

- If explicit cryptographic synchronization data
e.g., an 1V, is indicated, it is input to the
encryption algorithm per the al gorithm specification
and placed in the Payl oad field

- If inplicit cryptographic synchronization data is
enployed, it is constructed and input to the
encryption algorithmas per the algorithm
speci fication

- If integrity is selected, encryption is perfornmed
first, before the integrity algorithmis applied, and
the encryption does not enconpass the ICV field
This order of processing facilitates rapid detection
and rejection of replayed or bogus packets by the
recei ver, prior to decrypting the packet, hence
potentially reducing the inpact of denial of service
(DoS) attacks. It also allows for the possibility of
paral |l el processing of packets at the receiver, i.e.,
decryption can take place in parallel with integrity
checking. Note that because the ICV is not protected
by encryption, a keyed integrity algorithm nust be
enpl oyed to conpute the | CV.

4. Conpute the | CV over the ESP packet minus the ICV field
Thus, the I CV conputation enconpasses the SPI, Sequence
Nunber, Payload Data, Padding (if present), Pad Length, and
Next Header. (Note that the last 4 fields will be in
ci phertext form because encryption is performed first.) |If
the ESN option is enabled for the SA the high-order 32
bits of the sequence nunber are appended after the Next
Header field for purposes of this conputation, but are not
transmitted.
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In | Psec ESP transport node where conbined confidentiality and integrity algorithnms are enployed the
Sender MUST proceed for encryption as foll ows:

1. Encapsulate (into the ESP Payload field) the original next |ayer protocol information

2. Add any necessary paddi ng (both pptiona
3. Encrypt the result using the key,

and using any required cryptographi c synchroni zati on data

RFC Text:

If a conbined confidentiality/integrity algorithmis enployed, the
Sender proceeds as foll ows:

1. Encapsulate into the ESP Payload Data field

- for transport node -- just the original next |ayer
protocol information
- for tunnel node -- the entire original |IP datagram
2. Add any necessary padding -- includes optional TFC paddi ng

and (encryption) Paddi ng

3. Encrypt and integrity protect the result using the key
and conbi ned node al gorithm specified for the SA and using
any required cryptographi c synchroni zati on data

If explicit cryptographic synchronization data

e.g., an 1V, is indicated, it is input to the

conbi ned node al gorithm per the al gorithm
specification and placed in the Payl oad field

If inplicit cryptographic synchronization data is
enployed, it is constructed and input to the
encryption algorithmas per the algorithm

speci fication

The Sequence Nunber (or Extended Sequence Nunber, as
appropriate) and the SPI are inputs to the
algorithm as they nust be included in the integrity
check conputation. The nmeans by which these val ues
are included in this conputation are a function of
the conbi ned node al gorithm enpl oyed and thus not
specified in this standard

The (explicit) ICV field MAY be a part of the ESP
packet format when a conbined node algorithmis

enpl oyed. |If one is not used, an anal ogous field
usual ly will be a part of the ciphertext payl oad

The location of any integrity fields, and the neans
by which the Sequence Nunmber and SPI are included in
the integrity conputation, MJST be defined in an RFC
that defines the use of the conbined node al gorithm
w th ESP

ETSI
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I dentifier: RQ_002_3108
RFC Clause:  3.3.2.2
Type: Mandatory
Appliesto: IPsec host
Requirement:

In | Psec ESP tunne

node where conbined confidentiality and integrity a

Sender MUST proceed for encryption as foll ows:

1. Encapsulate (into the ESP Payload field) the original |P datagram

2. Add any necessary paddi ng (both pptiona
3. Encrypt the result using the key,

and using any requ

RFC Text:
I f a conbi ned conf
Sender proceeds

red cryptographi c synchroni zation data

dentiality/integrity algorithmis enployed, the
as follows:

1. Encapsulate into the ESP Payload Data field

- for transport node -- just the original next |ayer
protocol information
- for tunnel node -- the entire original |IP datagram
2. Add any necessary padding -- includes optional TFC paddi ng

and (encryption) Paddi ng

3. Encrypt and integrity protect the result using the key
and conbi ned node al gorithm specified for the SA and using
any required cryptographi c synchroni zati on data

If explicit cryptographic synchronization data

e.g., an 1V, is indicated, it is input to the

conbi ned node al gorithm per the al gorithm
specification and placed in the Payl oad field

If inplicit cryptographic synchronization data is
enployed, it is constructed and input to the
encryption algorithmas per the algorithm

speci fication

The Sequence Nunber (or Extended Sequence Nunber, as
appropriate) and the SPI are inputs to the
algorithm as they nust be included in the integrity
check conputation. The nmeans by which these val ues
are included in this conputation are a function of
the conbi ned node al gorithm enpl oyed and thus not
specified in this standard

The (explicit) ICV field MAY be a part of the ESP
packet format when a conbined node algorithmis

enpl oyed. |If one is not used, an anal ogous field
usual ly will be a part of the ciphertext payl oad

The location of any integrity fields, and the neans
by which the Sequence Nunmber and SPI are included in
the integrity conputation, MJST be defined in an RFC
that defines the use of the conbined node al gorithm
w th ESP

ETSI
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I dentifier: RQ_002_3109
RFC Clause:  3.3.2.2

Type: Optional
Appliesto: IPsec host
Requirement:

In | Psec ESP where conbi ned confidentiality and integrity algorithnms are enployed the explicit ICV
field MAY be a part of the ESP packet format

RFC Text:
If a conbined confidentiality/integrity algorithmis enployed, the
Sender proceeds as foll ows:

1. Encapsulate into the ESP Payload Data field

- for transport node -- just the original next |ayer
protocol information
- for tunnel node -- the entire original |P datagram
2. Add any necessary padding -- includes optional TFC paddi ng

and (encryption) Paddi ng

3. Encrypt and integrity protect the result using the key
and conbi ned node al gorithm specified for the SA and using
any required cryptographi c synchroni zati on data
- If explicit cryptographic synchronization data
e.g., an 1V, is indicated, it is input to the
conbi ned node al gorithm per the al gorithm
specification and placed in the Payl oad field
- If inplicit cryptographic synchronization data is
enployed, it is constructed and input to the
encryption algorithmas per the algorithm
speci fication
- The Sequence Nunber (or Extended Sequence Number, as
appropriate) and the SPI are inputs to the
algorithm as they nust be included in the integrity
check conputation. The neans by which these val ues
are included in this conputation are a function of
the conbi ned node al gorithm enpl oyed and thus not
specified in this standard
- The (explicit) ICV field MAY be a part of the ESP
packet format when a conbined node algorithmis
enpl oyed. |If one is not used, an anal ogous field
usual ly will be a part of the ciphertext payl oad
The location of any integrity fields, and the nmeans
by which the Sequence Nunmber and SPI are included in
the integrity conputation, MJST be defined in an RFC
that defines the use of the conbined node al gorithm
with ESP
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I dentifier: RQ_002_3110
RFC Clause:  3.3.2.2

Type: Optional
Appliesto: IPsec host
Requirement:

In | Psec ESP where conbi ned confidentiality and integrity algorithnms are enpl oyed and where the
explicit ICV field is not provided the |CV MAY be a part of the ESP payl oad field

RFC Text:
If a conbined confidentiality/integrity algorithmis enployed, the
Sender proceeds as foll ows:

1. Encapsulate into the ESP Payload Data field

- for transport node -- just the original next |ayer
protocol information
- for tunnel node -- the entire original |P datagram
2. Add any necessary padding -- includes optional TFC paddi ng

and (encryption) Paddi ng

3. Encrypt and integrity protect the result using the key
and conbi ned node al gorithm specified for the SA and using
any required cryptographi c synchroni zati on data
- If explicit cryptographic synchronization data
e.g., an 1V, is indicated, it is input to the
conbi ned node al gorithm per the al gorithm
specification and placed in the Payl oad field
- If inplicit cryptographic synchronization data is
enployed, it is constructed and input to the
encryption algorithmas per the algorithm
speci fication
- The Sequence Nunber (or Extended Sequence Number, as
appropriate) and the SPI are inputs to the
algorithm as they nust be included in the integrity
check conputation. The neans by which these val ues
are included in this conputation are a function of
the conbi ned node al gorithm enpl oyed and thus not
specified in this standard
- The (explicit) ICV field MAY be a part of the ESP
packet format when a conbined node algorithmis
enpl oyed. |If one is not used, an anal ogous field
usual ly will be a part of the ciphertext payl oad
The location of any integrity fields, and the neans
by which the Sequence Nunmber and SPI are included in
the integrity conputation, MJST be defined in an RFC
that defines the use of the conbined node al gorithm
with ESP

ETSI
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I dentifier: RQ_002_3111
RFC Clause:  3.3.2.2
Type: Mandatory
Appliesto: IPsec host
Requirement:

ETSI TS 102 558 V1.1.1 (2006-12)

In I Psec ESP where conbi ned confidentiality and integrity algorithnms are enpl oyed and where either

RQ_SEC 3109 or

Sequence Nunmber and SPlI are included in the integrity computation
defines the use of the conbined node algorithmw th ESP .

RFC Text

If a conbined confidentiality/integrity algorithmis enployed, the

Sender pr

1

oceeds as foll ows:

Encapsul ate into the ESP Payl oad Data field:

RQ _SEC 3110 apply the location of any integrity fields, and the neans by which the

MJUST be defined in an RFC that

- for transport node -- just the original next |ayer

protocol information.

- for tunnel node -- the entire original |IP datagram

Add any necessary padding -- includes optional TFC padding

and (encryption) Paddi ng.

Encrypt and integrity protect the result using the key

and conbi ned node al gorithm specified for the SA and using

any required cryptographi c synchronizati on data.

- If explicit cryptographic synchronization data,
e.g., an |V, is indicated, it is input to the
conbi ned node al gorithm per the algorithm
specification and placed in the Payload field.

- If inplicit cryptographic synchronization data is

enpl oyed, it is constructed and input to the
encryption algorithmas per the algorithm
speci fication.

- The Sequence Number (or Extended Sequence Nunber, as

appropriate) and the SPl are inputs to the

algorithm as they nust be included in the integrity
check conputation. The neans by which these val ues

are included in this conputation are a function

of

the conbi ned node al gorithm enpl oyed and thus not

specified in this standard.

- The (explicit) ICV field MAY be a part of the ESP

packet format when a conbi ned node algorithmis

enpl oyed. |If one is not used, an anal ogous field
usual ly will be a part of the ciphertext payl oad.
The location of any integrity fields, and the neans
by which the Sequence Nunber and SPI are included in
the integrity conputation, MJST be defined in an RFC
that defines the use of the conbined node al gorithm

w th ESP.

Identifier:

RQ_002_3112

RFC Clause:  3.3.3

Type:

Mandatory

Appliesto: | Psec host

Requirem

ent:

| Psec ESP the sender MJST increnent the sequence nunber (or ESN) counter for each packet in each
and insert the loworder 32 bits of the value into the Sequence Nunber field

RFC Text

The sender's counter

isinitialized to 0 when an SA is established.

The sender increments the sequence nunmber (or ESN) counter for this
SA and inserts the |oworder 32 bits of the value into the Sequence

Nunmber fi

eld. Thus, the first packet sent using a given SA wll

contain a sequence nunber of 1.
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Identifier: RQ_002_3113
RFC Clause: 3.3.3
Type: Mandatory
Appliesto: IPsec host
Requirement:
| Psec ESP the first packet sent using a given SA MJUST contain a sequence nunber of 1
RFC Text:

The sender's counter is initialized to 0 when an SA is established
The sender increnments the sequence nunber (or ESN) counter for this
SA and inserts the loworder 32 bits of the value into the Sequence
Nunber field. Thus, the first packet sent using a given SA will
contain a sequence nunber of 1

4 Requirements extracted from RFC 4305

| dentifier: RQ_002_5000
RFC Clause: 3
Type: Mandatory
Appliesto: IPsec host
Requirement:
| Psec inplementations to interoperate they MUST have at | east one security algorithns in conmon
RFC Text:
| Psec inplementations to interoperate, they nmust support one or

more security algorithms in common. This section specifies the
security algorithminplenentation requirenents for standards-
conformant ESP and AH inpl ementati ons. The security algorithns
actually used for any particular ESP or AH security association are
determ ned by a negotiation nechanism such as the |Internet Key
Exchange (1 KE [ RFC2409, |KEv2]) or pre-establishnent.

Identifier: RQ _002_5001
RFC Clause: 3

Type: Mandatory
Appliesto: I Psec host
Requirement:

(exanpl es of negotiation mechani snms inlcude the |Internet Key Exchange)

For

RFC Text:

| Psec inplenentations to interoperate, they nust support one or
more security algorithms in common. This section specifies the
security algorithminplenentation requirenents for standards-
conformant ESP and AH inpl ementations. The security algorithns
actually used for any particular ESP or AH security association are
determ ned by a negotiation nechanism such as the |Internet Key
Exchange (I KE [ RFC2409, |KEv2]) or pre-establishnent.

ETSI
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I dentifier: RQ_002_5002
RFC Clause:  3.1.1

Type: Mandatory
Appliesto: IPsec host
Requirement:

An | Psec host supporting an ESP Security Association MJST support the NULL encryption algorithm

RFC Text:
These tables list encryption and authentication algorithns for the
| Psec Encapsul ating Security Payl oad protocol.

Requi r enent Encryption Al gorithm (notes)
MUST NULL (1)
MUST- Tri pl eDES- CBC [ RFC2451]
SHOUL D+ AES-CBC wi th 128-bit keys [RFC3602]
SHOULD AES- CTR [ RFC3686]
SHOULD NOT DES- CBC [ RFC2405] (3)
Requi r enent Aut henti cation Al gorithm (notes)
MUST HVAC- SHA1- 96 [ RFC2404]
MUST NULL (1)
SHOULD+ AES- XCBC- MAC- 96 [ RFC3566]
MAY HVAC- MD5- 96 [ RFC2403] (2)
Not es:

(1) Since ESP encryption and authentication are optional, support for
the two "NULL" algorithns is required to naintain consistency
with the way these services are negotiated. Note that while
aut hentication and encryption can each be "NULL", they MJST NOT
both be "NULL".

(2) Weaknesses have becone apparent in MD5; however, these should not
affect the use of MD5 with HVAC

(3) DES, with its small key size and publicly denonstrated and open-
desi gn speci al - purpose cracking hardware, is of questionable
security for general use.
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I dentifier: RQ_002_5003
RFC Clause:  3.1.1.

Type: Mandatory
Appliesto: IPsec host
Requirement:

An | Psec host supporting an ESP Security Associati on MIST support the Tripl eDES-CBC encryption
al gorithm

RFC Text:
These tables list encryption and authentication algorithns for the
| Psec Encapsul ating Security Payl oad protocol.

Requi r enent Encryption Al gorithm (notes)
MUST NULL (1)
MUST- Tri pl eDES- CBC [ RFC2451]
SHOUL D+ AES-CBC with 128-bit keys [ RFC3602]
SHOULD AES- CTR [ RFC3686]
SHOULD NOT DES- CBC [ RFC2405] (3)
Requi r enent Aut henti cation Al gorithm (notes)
MUST HVAC- SHA1- 96 [ RFC2404]
MJST NULL (1)
SHOUL D+ AES- XCBC- MAC- 96 [ RFC3566]
MAY HVAC- MD5- 96 [ RFC2403] (2)
Not es:

(1) Since ESP encryption and authentication are optional, support for
the two "NULL" algorithns is required to naintain consistency
with the way these services are negotiated. Note that while
aut hentication and encryption can each be "NULL", they MJST NOT
both be "NULL".

(2) Weaknesses have becone apparent in MD5; however, these should not
affect the use of MD5 with HVAC

(3) DES, with its small key size and publicly denonstrated and open-
desi gn speci al - purpose cracking hardware, is of questionable
security for general use.
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I dentifier: RQ_002_5004
RFC Clause:  3.1.1
Type: Recommended
Appliesto: IPsec host
Requirement:

ETSI TS 102 558 V1.1.1 (2006-12)

An | Psec host supporting an ESP Security Association SHOULD support the AES-CBC encryption algorithm

with 128-bit key length

RFC Text:
These tables list encryption and authentication algorithns for the
| Psec Encapsul ating Security Payl oad protocol.

Requi r enent Encryption Al gorithm (notes)
MUST NULL (1)
MUST- Tri pl eDES- CBC [ RFC2451]
SHOUL D+ AES-CBC with 128-bit keys [ RFC3602]
SHOULD AES- CTR [ RFC3686]
SHOULD NOT DES- CBC [ RFC2405] (3)
Requi r enent Aut henti cation Al gorithm (notes)
MUST HVAC- SHAL- 96 [ RFC2404]
MJST NULL (1)
SHOUL D+ AES- XCBC- MAC- 96 [ RFC3566]
MAY HVAC- MD5- 96 [ RFC2403] (2)
Not es:

(1) Since ESP encryption and authentication are optional, support for

the two "NULL" algorithns is required to naintain consistency
with the way these services are negotiated. Note that while
aut hentication and encryption can each be "NULL", they MJST NOT

both be "NULL".

(2) Weaknesses have becone apparent in MD5; however, these should not

af fect the use of MD5 with HVAC

(3) DES, with its small key size and publicly denonstrated and open-
desi gn speci al - purpose cracking hardware, is of questionable

security for general use.
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I dentifier: RQ_002_5005
RFC Clause:  3.1.1
Type: Recommended
Appliesto: IPsec host
Requirement:

ETSI TS 102 558 V1.1.1 (2006-12)

An | Psec host supporting an ESP Security Association SHOULD support the AES-CTR encryption algorithm

RFC Text:
These tables list encryption and authentication algorithns for the
| Psec Encapsul ating Security Payl oad protocol.

Requi r enent Encryption Al gorithm (notes)
MUST NULL (1)
MUST- Tri pl eDES- CBC [ RFC2451]
SHOULD+ AES-CBC wi th 128-bit keys [RFC3602]
SHOULD AES- CTR [ RFC3686]
SHOULD NOT DES- CBC [ RFC2405] (3)
Requi r enent Aut henti cation Al gorithm (notes)
MUST HVAC- SHA1- 96 [ RFC2404]
MUST NULL (1)
SHOULD+ AES- XCBC- MAC- 96 [ RFC3566]
MAY HVAC- MD5- 96 [ RFC2403] (2)
Not es:

(1) Since ESP encryption and authentication are optional, support for

the two "NULL" algorithns is required to naintain consistency
with the way these services are negotiated. Note that while
aut hentication and encryption can each be "NULL", they MJST NOT

both be "NULL".

(2) Weaknesses have becone apparent in MD5; however, these should not

affect the use of MD5 with HVAC.

(3) DES, with its small key size and publicly denonstrated and open-
desi gn speci al - purpose cracking hardware, is of questionable

security for general use.
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I dentifier: RQ_002_5006
RFC Clause:  3.1.1

Type: Recommended
Appliesto: IPsec host
Requirement:

An | Psec host supporting an ESP Security Association SHOULD NOT support the DES-CBC encryption
al gorithm

RFC Text:
These tables list encryption and authentication algorithns for the
| Psec Encapsul ating Security Payl oad protocol.

Requi r enent Encryption Al gorithm (notes)
MUST NULL (1)
MUST- Tri pl eDES- CBC [ RFC2451]
SHOUL D+ AES-CBC with 128-bit keys [ RFC3602]
SHOULD AES- CTR [ RFC3686]
SHOULD NOT DES- CBC [ RFC2405] (3)
Requi r enent Aut henti cation Al gorithm (notes)
MUST HVAC- SHAL- 96 [ RFC2404]
MUST NULL (1)
SHOUL D+ AES- XCBC- MAC- 96 [ RFC3566]
MAY HVAC- MD5- 96 [ RFC2403] (2)
Not es:

(1) Since ESP encryption and authentication are optional, support for
the two "NULL" algorithns is required to naintain consistency
with the way these services are negotiated. Note that while
aut hentication and encryption can each be "NULL", they MJST NOT
both be "NULL".

(2) Weaknesses have becone apparent in MD5; however, these should not
affect the use of MD5 with HVAC

(3) DES, with its small key size and publicly denonstrated and open-
desi gn speci al - purpose cracking hardware, is of questionable
security for general use.

ETSI



93 ETSI TS 102 558 V1.1.1 (2006-12)

I dentifier: RQ_002_5007
RFC Clause:  3.1.1

Type: Mandatory
Appliesto: IPsec host
Requirement:

An | Psec host supporting an ESP Security Association MJST support the HVAC SHAl-96 aut hentication
al gorithm

RFC Text:
These tables list encryption and authentication algorithns for the
| Psec Encapsul ating Security Payl oad protocol.

Requi r enent Encryption Al gorithm (notes)
MUST NULL (1)
MUST- Tri pl eDES- CBC [ RFC2451]
SHOUL D+ AES-CBC with 128-bit keys [ RFC3602]
SHOULD AES- CTR [ RFC3686]
SHOULD NOT DES- CBC [ RFC2405] (3)
Requi r enent Aut henti cation Al gorithm (notes)
MUST HVAC- SHA1- 96 [ RFC2404]
MUST NULL (1)
SHOUL D+ AES- XCBC- MAC- 96 [ RFC3566]
MAY HVAC- MD5- 96 [ RFC2403] (2)
Not es:

(1) Since ESP encryption and authentication are optional, support for
the two "NULL" algorithns is required to naintain consistency
with the way these services are negotiated. Note that while
aut hentication and encryption can each be "NULL", they MJST NOT
both be "NULL".

(2) Weaknesses have become apparent in MD5; however, these should not
affect the use of MD5 with HVAC

(3) DES, with its small key size and publicly denonstrated and open-
desi gn speci al - purpose cracking hardware, is of questionable
security for general use.
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I dentifier: RQ_002_5008
RFC Clause:  3.1.1

Type: Mandatory
Appliesto: IPsec host
Requirement:

An | Psec host supporting an ESP Security Association MJST support the NULL authentication algorithm

RFC Text:
These tables list encryption and authentication algorithns for the
| Psec Encapsul ating Security Payl oad protocol.

Requi r enent Encryption Al gorithm (notes)
MUST NULL (1)
MUST- Tri pl eDES- CBC [ RFC2451]
SHOULD+ AES-CBC wi th 128-bit keys [RFC3602]
SHOULD AES- CTR [ RFC3686]
SHOULD NOT DES- CBC [ RFC2405] (3)
Requi r enent Aut henti cation Al gorithm (notes)
MUST HVAC- SHA1- 96 [ RFC2404]
MUST NULL (1)
SHOULD+ AES- XCBC- MAC- 96 [ RFC3566]
MAY HVAC- MD5- 96 [ RFC2403] (2)
Not es:

(1) Since ESP encryption and authentication are optional, support for
the two "NULL" algorithns is required to naintain consistency
with the way these services are negotiated. Note that while
aut hentication and encryption can each be "NULL", they MJST NOT
both be "NULL".

(2) Weaknesses have becone apparent in MD5; however, these should not
affect the use of MD5 with HVAC

(3) DES, with its small key size and publicly denonstrated and open-
desi gn speci al - purpose cracking hardware, is of questionable
security for general use.
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I dentifier: RQ_002_5009
RFC Clause:  3.1.1

Type: Recommended
Appliesto: IPsec host
Requirement:

An | Psec host supporting an ESP Security Association SHOULD support the AES-XCBC- MAC- 96
aut hentication al gorithm

RFC Text:
These tables list encryption and authentication algorithns for the
| Psec Encapsul ating Security Payl oad protocol.

Requi r enent Encryption Al gorithm (notes)
MUST NULL (1)
MUST- Tri pl eDES- CBC [ RFC2451]
SHOUL D+ AES-CBC with 128-bit keys [ RFC3602]
SHOULD AES- CTR [ RFC3686]
SHOULD NOT DES- CBC [ RFC2405] (3)
Requi r enent Aut henti cation Al gorithm (notes)
MUST HVAC- SHAL- 96 [ RFC2404]
MUST NULL (1)
SHOUL D+ AES- XCBC- MAC- 96 [ RFC3566]
MAY HVAC- MD5- 96 [ RFC2403] (2)
Not es:

(1) Since ESP encryption and authentication are optional, support for
the two "NULL" algorithns is required to naintain consistency
with the way these services are negotiated. Note that while
aut hentication and encryption can each be "NULL", they MJST NOT
both be "NULL".

(2) Weaknesses have becone apparent in MD5; however, these should not
affect the use of MD5 with HVAC

(3) DES, with its small key size and publicly denonstrated and open-
desi gn speci al - purpose cracking hardware, is of questionable
security for general use.
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I dentifier: RQ_002_5010
RFC Clause:  3.1.1

Type: Optional
Appliesto: IPsec host
Requirement:

An | Psec host supporting an ESP Security Association MAY support the HVAC MD5-96 aut hentication
al gorithm

RFC Text:
These tables list encryption and authentication algorithns for the
| Psec Encapsul ating Security Payl oad protocol.

Requi r enent Encryption Al gorithm (notes)
MUST NULL (1)
MUST- Tri pl eDES- CBC [ RFC2451]
SHOUL D+ AES-CBC with 128-bit keys [ RFC3602]
SHOULD AES- CTR [ RFC3686]
SHOULD NOT DES- CBC [ RFC2405] (3)
Requi r enent Aut henti cation Al gorithm (notes)
MUST HVAC- SHAL- 96 [ RFC2404]
MUST NULL (1)
SHOUL D+ AES- XCBC- MAC- 96 [ RFC3566]
MAY HVAC- MD5- 96 [ RFC2403] (2)
Not es:

(1) Since ESP encryption and authentication are optional, support for
the two "NULL" algorithns is required to naintain consistency
with the way these services are negotiated. Note that while
aut hentication and encryption can each be "NULL", they MJST NOT
both be "NULL".

(2) Weaknesses have become apparent in MD5; however, these should not
affect the use of MD5 with HVAC

(3) DES, with its small key size and publicly denonstrated and open-
desi gn speci al - purpose cracking hardware, is of questionable
security for general use.
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I dentifier: RQ_002_5011
RFC Clause:  3.1.1

Type: Mandatory
Appliesto: IPsec host
Requirement:

An | Psec host supporting an ESP Security Association MJST NOT deploy both the NULL aut hentication
al gorithm and the NULL encryption al gorithm

RFC Text:
These tables list encryption and authentication algorithns for the
| Psec Encapsul ating Security Payl oad protocol.

Requi r enent Encryption Al gorithm (notes)
MUST NULL (1)
MUST- Tri pl eDES- CBC [ RFC2451]
SHOUL D+ AES-CBC with 128-bit keys [ RFC3602]
SHOULD AES- CTR [ RFC3686]
SHOULD NOT DES- CBC [ RFC2405] (3)
Requi r enent Aut henti cation Al gorithm (notes)
MUST HVAC- SHAL- 96 [ RFC2404]
MUST NULL (1)
SHOUL D+ AES- XCBC- MAC- 96 [ RFC3566]
MAY HVAC- MD5- 96 [ RFC2403] (2)
Not es:

(1) Since ESP encryption and authentication are optional, support for
the two "NULL" algorithns is required to namintain consistency
with the way these services are negotiated. Note that while
aut hentication and encryption can each be "NULL", they MJST NOT
both be "NULL".

(2) Weaknesses have becone apparent in MD5; however, these should not
affect the use of MD5 with HVAC

(3) DES, with its small key size and publicly denonstrated and open-
desi gn speci al - purpose cracking hardware, is of questionable
security for general use.

I dentifier: RQ_002_5012
RFC Clause: 3.2

Type: Mandatory
Appliesto: | Psec host
Requirement:

An | Psec host supporting an AH Security Association MJST support the HVAC SHAL1-96 aut hentication
al gorithm

RFC Text:
The inpl ementati on conformance requirenments for security algorithmns
for AH are given below. See Section 2 for definitions of the val ues
in the "Requirement" columm. As you woul d suspect, all of these
al gorithnms are authentication al gorithms.

Requi r enent Al gorithm (notes)

MJST HVAC- SHA1- 96 [ RFC2404]

SHOULD+ AES- XCBC- MAC- 96 [ RFC3566]

MAY HVAC- MD5- 96 [ RFC2403] (1)
Not e:

(1) Weaknesses have becone apparent in MD5; however, these should not
affect the use of MD5 with HVAC.
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I dentifier: RQ_002_5013
RFC Clause: 3.2

Type: Recommended
Appliesto: IPsec host
Requirement:

An | Psec host supporting an AH Security Association SHOULD support the AES- XCBC- MAC- 96
aut hentication al gorithm

RFC Text:
The inpl ementati on conformance requirenments for security algorithms
for AH are given below. See Section 2 for definitions of the val ues
in the "Requirenment" colum. As you would suspect, all of these
al gorithms are authentication al gorithms.

Requi r enent Al gorithm (notes)

MJST HVAC- SHA1- 96 [ RFC2404]

SHOULD+ AES- XCBC- MAC- 96 [ RFC3566]

MAY HVAC- MD5- 96 [ RFC2403] (1)
Not e:

(1) Weaknesses have becone apparent in MD5; however, these should not
affect the use of MD5 with HVAC.

I dentifier: RQ_002_5014
RFC Clause: 3.2

Type: Optional
Appliesto: IPsec host
Requirement:

An | Psec host supporting an AH Security Association MAY support the HVAC- MAC- 96 aut hentication
al gorithm

RFC Text:
The inpl ementati on conformance requirenments for security algorithms
for AH are given below. See Section 2 for definitions of the val ues
in the "Requirenent" colum. As you would suspect, all of these
al gorithms are authentication algorithms.

Requi r enent Al gorithm (notes)

MUST HVAC- SHA1- 96 [ RFC2404]

SHOULD+ AES- XCBC- MAC- 96 [ RFC3566]

MAY HVAC- MD5- 96 [ RFC2403] (1)
Not e:

(1) Weaknesses have becone apparent in MD5; however, these should not
affect the use of MD5 with HVAC.

4.5 Requirements extracted from RFC 4306

I dentifier: RQ_002_6000
RFC Clause: 1

Type: Mandatory
Appliesto: Host
Requirement:

Whren establishing an | KE Security Association, an I KE inplementati on MUST conplete all IKESAINT
exchanges before initiating any other exchange type on that SA
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RFC Text:
Al'l | KE communi cations consist of pairs of nessages: a request and a response. The pair is called
an "exchange". W call the first nmessages establishing an |KE_SA IKE_SA INIT and | KE_AUTH exchanges
and subsequent | KE exchanges CREATE_CHI LD _SA or | NFORMATI ONAL exchanges. |In the common case, there
is asingle IKESA INT exchange and a single | KE_ AUTH exchange (a total of four messages) to
establish the |KE_SA and the first CH LD SA. |In exceptional cases, there may be nore than one of
each of these exchanges. |In all cases, all IKE_SA | NIT exchanges MJST conpl ete before any ot her
exchange type, then all | KE_AUTH exchanges MJST conplete, and follow ng that any nunber of
CREATE_CHI LD_SA and | NFORMATI ONAL exchanges may occur in any order. |In some scenarios, only a
single CH LD SA is needed between the | Psec endpoints, and therefore there woul d be no additiona
exchanges. Subsequent exchanges MAY be used to establish additional CH LD _SAs between the same
authenticated pair of endpoints and to perform housekeepi ng functions

Identifier: RQ 002 6001
RFC Clauses 1

Type: Mandatory
Appliesto: Host
Requirement:

Wien establishing an | KE Security Association, an | KE inplementati on MUST conplete all | KE_AUTH
exchanges before initiating any CREATE CH LD _SA and | NFORVMATI ONAL exchanges on that SA

RFC Text:
Al'l | KE communi cations consist of pairs of nessages: a request and a response. The pair is called
an "exchange". W call the first nmessages establishing an |KE_SA IKE_SA INIT and | KE_AUTH exchanges
and subsequent | KE exchanges CREATE_CHI LD _SA or | NFORMATI ONAL exchanges. |In the common case, there
is asingle IKESA INT exchange and a single | KE_ AUTH exchange (a total of four messages) to
establish the |KE_SA and the first CHILD SA. |In exceptional cases, there may be nore than one of
each of these exchanges. |In all cases, all IKE_SA |INIT exchanges MJST conpl ete before any ot her
exchange type, then all | KE_AUTH exchanges MJST conplete, and follow ng that any nunber of
CREATE_CHI LD_SA and | NFORMATI ONAL exchanges may occur in any order. |In some scenarios, only a
single CH LD SA is needed between the | Psec endpoints, and therefore there woul d be no additiona
exchanges. Subsequent exchanges MAY be used to establish additional CH LD _SAs between the same
aut henticated pair of endpoints and to perform housekeepi ng functions

Identifier: RQ_002_6002
RFC Clause: 1

Type: Optional
Appliesto: Host
Requirement:

When establishing an | KE Security Association, an | KE inplementation may initiate any nunber of
CREATE_CHI LD_SA and | NFORVMATI ONAL exchanges in any order

RFC Text:
Al'l | KE communi cations consist of pairs of nessages: a request and a response. The pair is called
an "exchange". W call the first nessages establishing an KE_SA IKE_SA INIT and | KE_AUTH exchanges
and subsequent | KE exchanges CREATE_CHI LD _SA or | NFORVATI ONAL exchanges. |In the common case, there
is asingle IKESA INT exchange and a single | KE AUTH exchange (a total of four messages) to
establish the |KE_SA and the first CHILD SA. |n exceptional cases, there may be nore than one of
each of these exchanges. |In all cases, all IKE_SA |INIT exchanges MJST conpl ete before any ot her
exchange type, then all | KE_AUTH exchanges MJST conplete, and follow ng that any nunber of
CREATE_CHI LD _SA and | NFORMATI ONAL exchanges may occur in any order. |n sonme scenarios, only a
single CH LD SA is needed between the | Psec endpoints, and therefore there woul d be no additiona
exchanges. Subsequent exchanges MAY be used to establish additional CH LD _SAs between the same
aut henticated pair of endpoints and to perform housekeepi ng functions
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I dentifier: RQ_002_6003
RFC Clause:  1.4.

Type: Mandatory
Appliesto: Host
Requirement:

| KE | NFORVATI ONAL exchanges MJUST ONLY occur after the initial exchanges to establish the rel evant
| KE Security Associations

RFC Text:
At various points during the operation of an | KE_SA, peers nay desire to convey control nessages to
each other regarding errors or notifications of certain events. To acconplish this, |KE defines an
| NFORMATI ONAL exchange. | NFORMATI ONAL exchanges MJUST ONLY occur after the initial exchanges and are
cryptographically protected with the negotiated keys.

I dentifier: RQ_002_6004
RFC Clause: 3.1

Type: Mandatory
Appliesto: Host
Requirement:

An | KE endpoint in an established Security Association MIST cryptographically protect all IKE
| NFORVATI ONAL exchanges sent across that SA using the keys negotiated during the establishnment of
the SA

RFC Text:
At various points during the operation of an | KE_SA, peers nay desire to convey control nessages to
each other regarding errors or notifications of certain events. To acconplish this, |KE defines an
| NFORVATI ONAL exchange. | NFORMATI ONAL exchanges MJST ONLY occur after the initial exchanges and are
cryptographically protected with the negoti ated keys.

I dentifier: RQ_002_6005
RFC Clause:  1.4.

Type: Mandatory
Appliesto: Host
Requirement:

An endpoint in an established | KE Security Association MJST use that SA to send any |nfornational
exchanges pertaining to the control of the SA

RFC Text:
Control nessages that pertain to an | KE_SA MIUST be sent under that I KE_SA. Control nessages that
pertain to CH LD SAs MJST be sent under the protection of the | KE_SA which generated them (or its
successor if the | KE_SA was replaced for the purpose of rekeying)

I dentifier: RQ_002_6006
RFC Clause:  1.4.

Type: Mandatory
Appliesto: Host
Requirement:

An endpoint in an established | KE Security Association MUST send any Informati onal exchanges that
pertain to the control of an associated CH LD SA under the protection of either the | KE_SA which
generated themor its successor if the | KE_SA was replaced for the purpose of rekeying

RFC Text:
Control nessages that pertain to an | KE_SA MJST be sent under that | KE_SA.  Control nessages that
pertain to CH LD SAs MJST be sent under the protection of the | KE_SA which generated them (or its
successor if the | KE_SA was replaced for the purpose of rekeying).
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RQ_002_6007
14.
Mandatory
Host

Del ete and Configuration nessages, the recipient of an | KE

To avoid retransm ssion of Notification,
| NFORMATI ONAL exchange request MJST send a valid response

RFC Text:
Messages in an | NFORVATI ONAL exchange contain zero or nore Notification, Delete, and Configuration

payl oads. The Reci pi ent of an | NFORMATI ONAL exchange request MJST send sone response (el se the
Sender will assunme the nmessage was lost in the network and will retransmt it). That response MAY

be a nessage with no payl oads. The request nessage in an | NFORVATI ONAL exchange MAY al so contain no
itis

payl oads. This is the expected way an endpoint can ask the other endpoint to verify that
alive

I dentifier: RQ_002_6008

RFC Clause: 1.4.

Type: Optional

Appliesto: Host

Requirement:

The response to an | KE | NFORVATI ONAL exchange request MAY be a message wi th no payl oads

RFC Text:
Messages in an | NFORMATI ONAL exchange contain zero or nore Notification, Delete, and Configuration

payl oads. The Reci pi ent of an | NFORVATI ONAL exchange request MJST send sone response (el se the
Sender will assunme the nessage was lost in the network and will retransmit it). That response MAY
be a nessage with no payl oads. The request nessage in an | NFORMATI ONAL exchange MAY al so contain no

payl oads. This is the expected way an endpoi nt can ask the other endpoint to verify that it is
alive.

I dentifier: RQ_002_6009

RFC Clause:  1.4.

Type: Optional

Appliesto: Host

Requirement:

As a means of verifying that the other endpoint in an IKE Security Association is alive, the request

nmessage i n an | NFORVATI ONAL exchange MAY contain no payl oads.

RFC Text:
Messages in an | NFORMATI ONAL exchange contain zero or nore Notification, Delete, and Configuration

payl oads. The Reci pient of an | NFORVATI ONAL exchange request MJST send sone response (el se the
Sender will assunme the nessage was lost in the network and will retransmit it). That response MAY
be a nessage with no payl oads. The request nmessage in an | NFORMATI ONAL exchange MAY al so contain no

payl oads. This is the expected way an endpoi nt can ask the other endpoint to verify that it is
alive.

| dentifier: RQ_002_6010

RFC Clause:  1.4.

Type: Mandatory

Appliesto: Host

Requirement:

When an | KE Security Association endpoint receives an | NFORMATI ON exchange request with one or nore
Del et e payl oads, it MJIST close the designated Security Associations
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RFC Text:
ESP and AH SAs al ways exist in pairs, with one SAin each direction. Wen an SA is closed, both
nmenbers of the pair MJST be closed. Wen SAs are nested, as when data (and | P headers if in tunnel
node) are encapsul ated first with | PConp, then with ESP, and finally with AH between the sane pair
of endpoints, all of the SAs MIST be del eted together. Each endpoint MJST close its incom ng SAs
and all ow the other endpoint to close the other SAin each pair. To delete an SA, an | NFORVATI ONAL
exchange with one or nore delete payloads is sent listing the SPIs (as they woul d be expected in the
headers of inbound packets) of the SAs to be deleted. The recipient MJST close the designated SAs.
Nornal Iy, the reply in the | NFORVATI ONAL exchange will contain del ete payloads for the paired SAs
going in the other direction. There is one exception. |f by chance both ends of a set of SAs
i ndependent |y decide to close them each may send a del ete payl oad and the two requests may cross in
the network. |f a node receives a delete request for SAs for which it has already issued a delete
request, it MIST del ete the outgoing SAs while processing the request and the inconming SAs while
processing the response. |In that case, the responses MJST NOT include del ete payl oads for the
del eted SAs, since that would result in duplicate deletion and could in theory delete the wong SA

I dentifier: RQ_002_6011
RFC Clause: 14

Type: Mandatory
Appliesto: Host
Requirement:

When a request is received to delete a Security Association which has other nested Security
Associ ations, the receiving endpoint MIST delete all of these related Security Associations together

RFC Text:
ESP and AH SAs always exist in pairs, with one SAin each direction. Wen an SA is closed, both
nmenbers of the pair MJST be closed. Wen SAs are nested, as when data (and | P headers if in tunnel
node) are encapsul ated first with | PConp, then with ESP, and finally with AH between the sane pair
of endpoints, all of the SAs MIST be del eted together. Each endpoint MJST close its incom ng SAs
and all ow the other endpoint to close the other SAin each pair. To delete an SA, an | NFORVATI ONAL
exchange with one or nore delete payloads is sent listing the SPIs (as they woul d be expected in the
headers of inbound packets) of the SAs to be deleted. The recipient MIST close the designated SAs.
Nornal Iy, the reply in the | NFORVATI ONAL exchange will contain delete payloads for the paired SAs
going in the other direction. There is one exception. |f by chance both ends of a set of SAs
i ndependent |y decide to close them each may send a del ete payl oad and the two requests may cross in
the network. |If a node receives a delete request for SAs for which it has already issued a delete
request, it MIST del ete the outgoing SAs while processing the request and the inconing SAs while
processing the response. |In that case, the responses MJST NOT include del ete payl oads for the
del eted SAs, since that would result in duplicate deletion and could in theory del ete the wong SA

I dentifier: RQ_002_6012
RFC Clause:  1.4.

Type: Optional
Appliesto: Host
Requirement:

An endpoint in an established | KE Security Association MAY send an | KE | NFORVATI ONAL exchange
request or response containing no payl oads

RFC Text:
Messages in an | NFORVATI ONAL exchange contain zero or nore Notification, Delete, and Configuration
payl oads. The Reci pi ent of an | NFORMATI ONAL exchange request MJST send sone response (el se the
Sender will assunme the nessage was lost in the network and will retransmt it). That response MAY
be a nessage with no payl oads. The request nmessage in an | NFORMATI ONAL exchange MAY al so contain no
payl oads. This is the expected way an endpoint can ask the other endpoint to verify that it is
alive.
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I dentifier: RQ_002_6013
RFC Clause:  1.4.

Type: Optional
Appliesto: Host
Requirement:

An endpoint in an established | KE Security Association MAY send an | KE | NFORVATI ONAL exchange
request or response containing zero or nore Notification payl oads

RFC Text:
Messages in an | NFORVATI ONAL exchange contain zero or nore Notification, Delete, and Configuration
payl oads. The Reci pi ent of an | NFORMATI ONAL exchange request MJST send sone response (el se the
Sender will assunme the nmessage was lost in the network and will retransmt it). That response MAY
be a nessage with no payl oads. The request nessage in an | NFORVATI ONAL exchange MAY al so contain no
payl oads. This is the expected way an endpoint can ask the other endpoint to verify that it is
alive.

Identifier: RQ_002_6014
RFC Clause:  1.4.

Type: Mandatory
Appliesto: Host
Requirement:

An endpoint in an established | KE Security Association MAY send an | KE | NFORVATI ONAL exchange
request or response containing zero or nore Del ete payl oads

RFC Text:
Messages in an | NFORVATI ONAL exchange contain zero or nore Notification, Delete, and Configuration
payl oads. The Reci pi ent of an | NFORVATI ONAL exchange request MJST send sone response (el se the
Sender will assunme the nessage was lost in the network and will retransmt it). That response MAY
be a nessage with no payl oads. The request nmessage in an | NFORMATI ONAL exchange MAY al so contain no
payl oads. This is the expected way an endpoint can ask the other endpoint to verify that it is
alive.

I dentifier: RQ_002_6015
RFC Clause:  1.4.

Type: Optional
Appliesto: Host
Requirement:

An endpoint in an established | KE Security Association MAY send an | KE | NFORVATI ONAL exchange
request or response containing zero or nore Configuration payl oads

RFC Text:
Messages in an | NFORVATI ONAL exchange contain zero or nore Notification, Delete, and Configuration
payl oads. The Reci pi ent of an | NFORVATI ONAL exchange request MJST send sone response (el se the
Sender will assunme the nessage was lost in the network and will retransmt it). That response MAY
be a nessage with no payl oads. The request nmessage in an | NFORMATI ONAL exchange MAY al so contain no
payl oads. This is the expected way an endpoint can ask the other endpoint to verify that it is
alive.

Identifier: RQ_002_6016
RFC Clause: 14

Type: Mandatory
Appliesto: Host
Requirement:

When an | KE Security Association endpoint receives an | NFORVATI ONAL exchange request with one or
nore del ete payl oads, it MJST send an | NFORMATI ON exchange response contai ni ng Del ete payl oads for
the corresponding Security Associations in the reverse direction but excluding any that have already
been sent in a coincidental sinultaneous | NFORMATI ON exchange request to the requesting endpoint.
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RFC Text:
ESP and AH SAs al ways exist in pairs, with one SAin each direction. Wen an SA is closed, both
nmenbers of the pair MJST be closed. Wen SAs are nested, as when data (and | P headers if in tunnel
node) are encapsul ated first with | PConp, then with ESP, and finally with AH between the sane pair
of endpoints, all of the SAs MIST be del eted together. Each endpoint MJST close its incom ng SAs
and all ow the other endpoint to close the other SAin each pair. To delete an SA, an | NFORVATI ONAL
exchange with one or nore delete payloads is sent listing the SPIs (as they woul d be expected in the
headers of inbound packets) of the SAs to be deleted. The recipient MJST close the designated SAs.
Nornal Iy, the reply in the | NFORVATI ONAL exchange will contain del ete payloads for the paired SAs
going in the other direction. There is one exception. |f by chance both ends of a set of SAs
i ndependent |y decide to close them each may send a del ete payl oad and the two requests may cross in
the network. |f a node receives a delete request for SAs for which it has already issued a delete
request, it MIST del ete the outgoing SAs while processing the request and the inconming SAs while
processing the response. |In that case, the responses MJST NOT include del ete payl oads for the
del eted SAs, since that would result in duplicate deletion and could in theory delete the wong SA

I dentifier: RQ_002_6017
RFC Clause:  1.4.

Type: Recommended
Appliesto: Host
Requirement:

In the event that one ESP or AH Security Association in a pair is closed but the other one is not,
an | KE i npl ementati on SHOULD record this fact in a log after it has persisted for a predefined
peri od. .

RFC Text:
A node SHOULD regard hal f-cl osed connections as anonal ous and audit their existence should they
persist. Note that this specification nowhere specifies tinme periods, so it is up to individual
endpoints to decide howlong to wait}}. A node MAY refuse to accept incomi ng data on hal f-cl osed

connections but MJUST NOT unilaterally close themand reuse the SPIs. |f connection state becones
sufficiently messed up, a node MAY close the |KE_SA; doing so will inplicitly close all SAs
negotiated under it. It can then rebuild the SAs it needs on a clean base under a new | KE_SA

| dentifier: RQ_002_6018

RFC Clause:  1.4.

Type: Optional

Appliesto: Host

Requirement:

In the event that one ESP or AH Security Association in a pair is closed but the other one is not,
an | KE i npl ementati on MAY refuse to accept incoming data on half-closed Security Associations.

RFC Text:
A node SHOULD regard hal f-cl osed connections as anonal ous and audit their existence should they
persist. Note that this specification nowhere specifies tine periods, so it is up to individual
endpoints to decide howlong to wait. A node MAY refuse to accept incom ng data on hal f-cl osed

connections but MJUST NOT unilaterally close themand reuse the SPIs. |f connection state becones
sufficiently messed up, a node MAY close the |KE_SA; doing so will inplicitly close all SAs
negotiated under it. It can then rebuild the SAs it needs on a clean base under a new | KE_SA

| dentifier: RQ_002_6019

RFC Clause:  1.4.

Type: Mandatory

Appliesto: Host

Requirement:

In the event that one ESP or AH Security Association in a pair is closed but the other one is not,
an | KE i npl ementati on MUST NOT unilaterally close the half-closed Security Associ ati ons and reuse
the SPI's
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RFC Text:
A node SHOULD regard hal f-cl osed connections as anonal ous and audit their existence should they
persist. Note that this specification nowhere specifies tinme periods, so it is up to individual
endpoints to decide howlong to wait. A node MAY refuse to accept incom ng data on hal f-cl osed

connections but MJUST NOT unilaterally close themand reuse the SPIs. |f connection state becones
sufficiently messed up, a node MAY close the IKE_SA; doing so will inplicitly close all SAs
negotiated under it. It can then rebuild the SAs it needs on a clean base under a new | KE_SA

| dentifier: RQ_002_6020

RFC Clause:  1.4.

Type: Optional

Appliesto: Host

Requirement:

In the event that one ESP or AH Security Association in a pair is closed but the other one is not,
an | KE i npl ementati on MAY cl ose the | KE Security Association

RFC Text:
A node SHOULD regard hal f-cl osed connections as anonal ous and audit their existence should they
persist. Note that this specification nowhere specifies tine periods, so it is up to individual
endpoints to decide howlong to wait. A node MAY refuse to accept incom ng data on hal f-cl osed

connections but MJUST NOT unilaterally close themand reuse the SPIs. |f connection state becones
sufficiently messed up, a node MAY close the | KE_SA; doing so will inplicitly close all SAs
negotiated under it. It can then rebuild the SAs it needs on a clean base under a new | KE_SA

| dentifier: RQ_002_6021

RFC Clause:  15.

Type: Optional

Appliesto: Host

Requirement:

If an endpoint in an established | KE Security Association receives an encrypted | KE packet on port
500 or 4500 with the source |P address of the other endpoint in the SA but with an unrecogni zed
SPI, it MAY send a notification of the wayward packet over that |KE_SA in an | NFORVATI ONAL exchange
containing a Notify payl oad set to | NVALI D_I KE_SPI

RFC Text:
If an encrypted | KE packet arrives on port 500 or 4500 with an unrecognized SPI, it could be because
the receiving node has recently crashed and | ost state or because of sone other system mal function
or attack. |If the receiving node has an active IKE_ SA to the |IP address from whence the packet
came, it MAY send a notification of the wayward packet over that | KE_SA in an | NFORMATI ONAL
exchange. |If it does not have such an |KE_SA, it MAY send an |nformational nessage without
cryptographic protection to the source | P address. Such a nmessage is not part of an informational
exchange, and the receiving node MUST NOT respond to it. Doing so could cause a nessage | oop.

Identifier: RQ _002_6022
RFC Clause:  15.

Type: Optional
Appliesto: Host
Requirement:

If an encrypted | KE packet arrives on port 500 or 4500 with an unrecognized SPI, and the receiving
node does not have an active |KE_SA to the |IP address from whence the packet came, it MAY send an
| NFORMATI ONAL exchange wi t hout cryptographic protection to the source | P address containing a
Notify payload set to I NVALI D | KE_SPI

RFC Text:
If an encrypted | KE packet arrives on port 500 or 4500 with an unrecognized SPI, it could be because
the receiving node has recently crashed and | ost state or because of sone other system nal function
or attack. |If the receiving node has an active IKE_ SA to the |IP address from whence the packet
came, it MAY send a notification of the wayward packet over that | KE_SA in an | NFORVATI ONAL
exchange. |f it does not have such an |KE_SA, it MAY send an |nformational message wthout
cryptographic protection to the source |P address. Such a nmessage is not part of an informational
exchange, and the receiving node MUST NOT respond to it. Doing so could cause a nmessage | oop
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I dentifier: RQ_002_6023
RFC Clause: 15

Type: Mandatory
Appliesto: Host
Requirement:

If a node receives an | KE | NFORVATI ONAL exchange nessage contai ning a NOTI FY payl oad indicating an
I NVALI D_| KE_SPI error nessage, it MJST NOT send a response

RFC Text:
If an encrypted | KE packet arrives on port 500 or 4500 with an unrecognized SPI, it could be because

the receiving node has recently crashed and | ost state or because of sone other system nal function

or attack. |If the receiving node has an active |KE_SA to the | P address from whence the packet
came, it MAY send a notification of the wayward packet over that |KE_SA in an | NFORVATI ONAL
exchange. |f it does not have such an |KE_SA, it MAY send an |nformational message w thout

cryptographic protection to the source | P address. Such a nessage is not part of an informational
exchange, and the receiving node MUST NOT respond to it. Doing so could cause a nmessage | oop

I dentifier: RQ_002_6024
RFC Clause: 2.

Type: Mandatory
Appliesto: Host
Requirement:

| KE | npl enent ati ons MJST be able to send | KE nessages that are up to 1280 bytes |ong

RFC Text:
Al I KEv2 inplenmentations MIST be able to send, receive, and process | KE nessages that are up to

1280 bytes long, and they SHOULD be able to send, receive, and process messages that are up to 3000
bytes long. |KEv2 inplenentations SHOULD be aware of the naxi num UDP nessage size supported and MAY

shorten nmessages by | eaving out sonme certificates or cryptographic suite proposals if that will keep
messages bel ow the maxi rum Use of the "Hash and URL" formats rather than including certificates in
exchanges where possible can avoid nost problenms. |nplenentations and configuration should keep in

m nd, however, that if the URL | ookups are possible only after the | Psec SA is established,
recursion i ssues could prevent this techni que from working.

I dentifier: RQ_002_6025
RFC Clause: 2.

Type: Mandatory
Appliesto: Host
Requirement:

| KE i npl enent ati ons MJST be able to receive and process | KE nessages that are up to 1280 bytes |ong

RFC Text:
Al I KEv2 inplenmentations MIST be able to send, receive, and process | KE nessages that are up to

1280 bytes long, and they SHOULD be able to send, receive, and process nessages that are up to 3000
bytes long. |KEv2 inplenentations SHOULD be aware of the naxi num UDP nessage size supported and MAY
shorten nessages by | eaving out sone certificates or cryptographic suite proposals if that will keep
nmessages bel ow the maxi rum Use of the "Hash and URL" formats rather than including certificates in
exchanges where possible can avoid nost problens. |nplenentations and configuration should keep in
m nd, however, that if the URL | ookups are possible only after the | Psec SA is established,
recursion i ssues could prevent this techni que from working.

I dentifier: RQ_002_6026
RFC Clause: 2.

Type: Recommended
Appliesto: Host
Requirement:

| KE i npl enent ati ons SHOULD be able to send | KE nessages that are up to 3000 bytes |ong
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RFC Text:
Al I KEv2 inplenentations MIST be able to send, receive, and process |KE nessages that are up to
1280 bytes long, and they SHOULD be able to send, receive, and process nmessages that are up to 3000
bytes long. |KEv2 inplenentations SHOULD be aware of the maxi num UDP nessage size supported and MAY
shorten nessages by | eaving out sone certificates or cryptographic suite proposals if that will keep
nessages bel ow the maxi rum Use of the "Hash and URL" formats rather than including certificates in
exchanges where possible can avoid nost problens. |nplenentations and configuration should keep in
m nd, however, that if the URL | ookups are possible only after the | Psec SA is established,
recursion issues could prevent this technique from working.

I dentifier: RQ_002 6027
RFC Clause: 2.

Type: Recommended
Appliesto: Host
Requirement:

| KE i npl ement ati ons SHOULD be able to receive and process | KE nessages that are up to 3000 bytes
| ong

RFC Text:
Al I KEv2 inplenmentations MIST be able to send, receive, and process | KE nessages that are up to
1280 bytes long, and they SHOULD be able to send, receive, and process nmessages that are up to 3000
bytes long. |KEv2 inplenentations SHOULD be aware of the maxi num UDP nessage size supported and MAY
shorten nmessages by | eaving out sonme certificates or cryptographic suite proposals if that will keep
nessages bel ow the maxi rum Use of the "Hash and URL" formats rather than including certificates in
exchanges where possible can avoid nost problenms. |nplenentations and configuration should keep in
m nd, however, that if the URL | ookups are possible only after the | Psec SA is established,
recursion i ssues could prevent this techni que from working.

I dentifier: RQ_002_6028
RFC Clause: 2.

Type: Optional
Appliesto: Host
Requirement:

| KE i npl enent ati ons MAY shorten | KE nessages by | eaving out sone certificates or cryptographic suite
proposals in order to keep nessages bel ow the maxi mrum UDP nessage si ze supported.

RFC Text:
Al I KEv2 inplenmentations MIST be able to send, receive, and process | KE nessages that are up to
1280 bytes long, and they SHOULD be able to send, receive, and process nmessages that are up to 3000
bytes long. |KEv2 inplenentations SHOULD be aware of the naxi num UDP nessage size supported and MAY
shorten nessages by | eaving out sone certificates or cryptographic suite proposals if that will keep
nmessages bel ow the maxi rum Use of the "Hash and URL" formats rather than including certificates in
exchanges where possible can avoid nost problens. |nplenentations and configuration should keep in
m nd, however, that if the URL | ookups are possible only after the | Psec SA is established,
recursion issues could prevent this technique from working.

I dentifier: RQ_002_ 6029
RFC Clause:  2.1.

Type: Mandatory
Appliesto: Host
Requirement:

An | KE inplementation MUST NOT retransmt a response to an | KE request unless it receives a
retransm ssion of the request

RFC Text:
Al nmessages in IKE exist in pairs: a request and a response. The setup of an IKE_SA nornally
consists of two request/response pairs. Once the |IKE_SAis set up, either end of the security
association may initiate requests at any tinme, and there can be many requests and responses "in
flight" at any given nonent. But each nmessage is |abeled as either a request or a response, and for
each request/response pair one end of the security association is the initiator and the other is the
responder .
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For every pair of |IKE nessages, the initiator is responsible for retransmission in the event of a
timeout. The responder MJST never retransnmit a response unless it receives a retransm ssion of the

request. In that event, the responder MJST ignore the retransnmitted request except insofar as it
triggers a retransmission of the response. The initiator MJUST renmenber each request until it
recei ves the correspondi ng response. The responder MJST renmenber each response until it receives a

request whose sequence nunber is |arger than the sequence nunber in the response plus its w ndow
size (see section 2.3)

Identifier: RQ _002_6030
RFC Clause: 2.1.

Type: Mandatory
Appliesto: Host
Requirement:

Wien an | KE inplenentation receives a retransnmitted request, it MJST retransnit the associ ated
response but, otherw se, ignore the request.

RFC Text:
Al nmessages in IKE exist in pairs: a request and a response. The setup of an I KE_SA nornally
consists of two request/response pairs. Once the |IKE_SA is set up, either end of the security
association may initiate requests at any tinme, and there can be many requests and responses "in
flight" at any given nonent. But each nmessage is |abeled as either a request or a response, and for
each request/response pair one end of the security association is the initiator and the other is the
responder .

For every pair of IKE nessages, the initiator is responsible for retransnmission in the event of a
timeout. The responder MJST never retransmit a response unless it receives a retransm ssion of the

request. In that event, the responder MJST ignore the retransnmitted request except insofar as it
triggers a retransmission of the response. The initiator MJUST renmenber each request until it
recei ves the correspondi ng response. The responder MJST renmenber each response until it receives a

request whose sequence nunber is |arger than the sequence nunber in the response plus its w ndow
size (see section 2.3)

I dentifier: RQ_002_6031
RFC Clause:  2.1.

Type: Mandatory
Appliesto: Host
Requirement:

When an | KE inplenentation initiates a request, it nust naintain sufficient infornation internally
to enable it to process the corresponding response correctly when it receives it

RFC Text:
Al nmessages in IKE exist in pairs: a request and a response. The setup of an I KE_SA nornally
consists of two request/response pairs. Once the |IKE_SA is set up, either end of the security
association may initiate requests at any tinme, and there can be many requests and responses "in
flight" at any given nonent. But each nmessage is |abeled as either a request or a response, and for
each request/response pair one end of the security association is the initiator and the other is the
responder .

For every pair of |IKE nessages, the initiator is responsible for retransnission in the event of a
timeout. The responder MJST never retransmt a response unless it receives a retransnission of the

request. In that event, the responder MJST ignore the retransnmtted request except insofar as it
triggers a retransmssion of the response. The initiator MIUST renenber each request until it
recei ves the correspondi ng response. The responder MJST renmenber each response until it receives a

request whose sequence nunber is larger than the sequence nunber in the response plus its w ndow
size (see section 2.3)
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I dentifier: RQ_002_6032
RFC Clause:  2.1.

Type: Mandatory
Appliesto: Host
Requirement:

When responding to a request from another node, an IKE inplenmentati on MUST mai ntain sufficient
information internally to enable it to process any subsequent retransni ssions of the request
correctly until it receives a further request whose sequence nunber is |larger than the sequence
nunber in the response plus its w ndow size

RFC Text:
IKE_SA is set up, either end of the security association nay initiate requests at any tine, and
there can be nany requests and responses "in flight" at any given nonment. But each nessage is
| abel ed as either a request or a response, and for each request/response pair one end of the
security association is the initiator and the other is the responder

For every pair of |IKE nessages, the initiator is responsible for retransmission in the event of a
timeout. The responder MJST never retransnit a response unless it receives a retransmission of the

request. In that event, the responder MJST ignore the retransmitted request except insofar as it
triggers a retransmssion of the response. The initiator MIUST renenber each request until it
recei ves the correspondi ng response. The responder MJST renenber each response until it receives a

request whose sequence nunber is larger than the sequence nunber in the response plus its w ndow
size (see section 2.3)

Identifier: RQ_002 6033
RFC Clause: 2.1

Type: Mandatory
Appliesto: Host
Requirement:

Wien an | KE inplenentation initiates a request, it MJST continue to retransnit the request unti
either it receives a corresponding reply OR it deens the | KE security association to have failed

RFC Text:
IKE is a reliable protocol, in the sense that the initiator MIJST retransnmit a request until either
it receives a corresponding reply OR it deens the |IKE security association to have failed and it
discards all state associated with the | KE_SA and any CH LD SAs negotiated using that | KE_SA

I dentifier: RQ_002_6034
RFC Clause:  2.2.

Type: Mandatory
Appliesto: Host
Requirement:

The I KE_SA initial setup nmessages MJUST use the values O (for the first exchange) and 1 (for the
second exchange) in the Message ldentifier field

RFC Text:
Every | KE nessage contains a Message ID as part of its fixed header. This Message IDis used to
mat ch up requests and responses, and to identify retransni ssions of nessages

The Message IDis a 32-bit quantity, which is zero for the first IKE request in each direction. The
IKE_SA initial setup nessages will always be nunbered 0 and 1. Each endpoint in the |IKE Security
Associ ation maintains two "current” Message IDs: the next one to be used for a request it initiates
and the next one it expects to see in a request fromthe other end. These counters increnment as
requests are generated and recei ved. Responses always contain the same nmessage |D as the
correspondi ng request. That neans that after the initial exchange, each integer n may appear as the
nmessage I D in four distinct messages: the nth request fromthe original IKE initiator, the
correspondi ng response, the nth request fromthe original |KE responder, and the correspondi ng
response. |f the two ends make very different nunbers of requests, the Message IDs in the two
directions can be very different. There is no anbiguity in the nmessages, however, because the
(I')nitiator and (R)esponse bits in the message header specify which of the four messages a
particul ar one is.
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I dentifier: RQ_002_6035
RFC Clause:  2.2.

Type: Mandatory
Appliesto: Host
Requirement:

Following the initial exchange values of 0 and 1, the I KE Message I D MUST be increnented with each
new request nessage and included in its | KE header

RFC Text:
Every | KE nessage contains a Message ID as part of its fixed header. This Message IDis used to
mat ch up requests and responses, and to identify retransni ssions of nessages

The Message IDis a 32-bit quantity, which is zero for the first IKE request in each direction. The
IKE_SA initial setup nessages will always be nunbered 0 and 1. Each endpoint in the |IKE Security
Associ ation nmaintains two "current” Message IDs: the next one to be used for a request it initiates
and the next one it expects to see in a request fromthe other end. These counters increnment as
requests are generated and received. Responses always contain the same nmessage |D as the
correspondi ng request. That neans that after the initial exchange, each integer n may appear as the
nmessage I D in four distinct messages: the nth request fromthe original IKE initiator, the
correspondi ng response, the nth request fromthe original |KE responder, and the correspondi ng
response. |f the two ends make very different nunbers of requests, the Message IDs in the two
directions can be very different. There is no anbiguity in the nessages, however, because the
(I')nitiator and (R)esponse bits in the message header specify which of the four messages a
particul ar one is.

I dentifier: RQ_002_6036
RFC Clause:  2.2.

Type: Mandatory
Appliesto: Host
Requirement:

Wien an | KE endpoi nt sends a response to a received | KE request it MJST set the Message ID field in
the | KE Header to the value set in the | KE Header of the incom ng request.

RFC Text:
Every | KE nessage contains a Message ID as part of its fixed header. This Message IDis used to
mat ch up requests and responses, and to identify retransni ssions of nessages

The Message IDis a 32-bit quantity, which is zero for the first IKE request in each direction. The
IKE_SA initial setup nessages will always be nunbered 0 and 1. Each endpoint in the IKE Security
Associ ation nmaintains two "current” Message IDs: the next one to be used for a request it initiates
and the next one it expects to see in a request fromthe other end. These counters increnment as
requests are generated and received. Responses always contain the sane nessage ID as the
correspondi ng request. That neans that after the initial exchange, each integer n may appear as the
message I D in four distinct messages: the nth request fromthe original IKE initiator, the
correspondi ng response, the nth request fromthe original |KE responder, and the correspondi ng
response. |f the two ends make very different nunbers of requests, the Message IDs in the two
directions can be very different. There is no anbiguity in the nessages, however, because the
(I')nitiator and (R)esponse bits in the message header specify which of the four messages a
particul ar one is.
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I dentifier: RQ_002_6037
RFC Clause:  2.2.

Type: Mandatory
Appliesto: Host
Requirement:

If an I KE inplenentation receives an | KE request nessage with a Message I D which is out of the
expected incrementing sequence, it MJST send a NOTI FY nmessage containing the error val ue,
I NVALI D_MESSAGE_| D.

RFC Text:
Every | KE nessage contains a Message ID as part of its fixed header. This Message IDis used to
mat ch up requests and responses, and to identify retransm ssions of nmessages.

The Message IDis a 32-bit quantity, which is zero for the first IKE request in each direction. The
IKE_SA initial setup nessages will always be nunbered 0 and 1. Each endpoint in the |IKE Security
Associ ation nmaintains two "current” Message IDs: the next one to be used for a request it initiates
and the next one it expects to see in a request fromthe other end. These counters increnment as
requests are generated and received. Responses always contain the sane nessage ID as the
correspondi ng request. That neans that after the initial exchange, each integer n nmay appear as the
nessage | D in four distinct nmessages: the nth request fromthe original IKE initiator, the
correspondi ng response, the nth request fromthe original |KE responder, and the correspondi ng
response. |f the two ends make very different nunmbers of requests, the Message IDs in the two
directions can be very different. There is no anbiguity in the nessages, however, because the
(I')nitiator and (R)esponse bits in the message header specify which of the four nmessages a
particul ar one is.

I dentifier: RQ_002_6038
RFC Clause:  2.2.

Type: Mandatory
Appliesto: Host
Requirement:

If increnenting an | KE Message I D causes it to growtoo large to fit in 32 bits, an |IKE endpoi nt
MJUST cl ose the corresponding | KE Security Association

RFC Text:
The Message IDis a 32-bit quantity, which is zero for the first IKE request in each direction. The
IKE_SA initial setup nessages will always be nunbered 0 and 1. Each endpoint in the IKE Security
Associ ation maintains two "current” Message IDs: the next one to be used for a request it initiates
and the next one it expects to see in a request fromthe other end. These counters increment as
requests are generated and recei ved. Responses always contain the same nmessage |D as the
correspondi ng request. That nmeans that after the initial exchange, each integer n may appear as the
message I D in four distinct messages: the nth request fromthe original IKE initiator, the
correspondi ng response, the nth request fromthe original |KE responder, and the correspondi ng
response. |f the two ends make very different nunbers of requests, the Message IDs in the two
directions can be very different. There is no anbiguity in the messages, however, because the
(I')nitiator and (R)esponse bits in the message header specify which of the four messages a
particular one is.

Not e that Message I Ds are cryptographically protected and provide protection agai nst nessage

replays. In the unlikely event that Message |IDs grow too large to fit in 32 bits, the | KE_SA MJST
be closed. Rekeying an |IKE SA resets the sequence nunbers
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I dentifier: RQ_002_6039
RFC Clause: 2.3

Type: Optional
Appliesto: Host
Requirement:

An | KE endpoi nt MAY issue nultiple requests before getting a response to any of themif the other
endpoint has indicated its ability to handl e such requests using the SET_W NDOW S| ZE status type in
a NOTI FY nessage

RFC Text:
In order to neximze | KE throughput, an | KE endpoint MAY issue nultiple requests before getting a
response to any of themif the other endpoint has indicated its ability to handl e such requests. For
sinplicity, an | KE inplementati on MAY choose to process requests strictly in order and/or wait for a
response to one request before issuing another. Certain rules nust be followed to ensure
interoperability between inplenentations using different strategies

I dentifier: RQ_002_6040
RFC Clause: 2.3

Type: Optiona
Appliesto: Host
Requirement:

An | KE inplenmentation MAY wait for a response to one request before issuing another

RFC Text:
In order to nmeximze | KE throughput, an | KE endpoint MAY issue nultiple requests before getting a
response to any of themif the other endpoint has indicated its ability to handl e such requests. For
sinplicity, an |KE inplenmentati on MAY choose to process requests strictly in order and/or wait for a
response to one request before issuing another. Certain rules nmust be followed to ensure
interoperability between inplenentations using different strategies

I dentifier: RQ_002_6041
RFC Clause: 2.3

Type: Mandatory
Appliesto: Host
Requirement:

An | KE endpoi nt MJST accept and process a request while it is waiting for a response to one or nore
of its own requests

RFC Text:
After an IKE_SA is set up, either end can initiate one or nore requests. These requests nay pass
one anot her over the network. An |KE endpoint MJST be prepared to accept and process a request
while it has a request outstanding in order to avoid a deadlock in this situation. An |KE endpoint
SHOULD be prepared to accept and process multiple requests while it has a request outstandi ng

Identifier: RQ _002_6042
RFC Clause: 2.3

Type: Recommended
Appliesto: Host
Requirement:

An | KE endpoi nt SHOULD be prepared to accept and process nultiple requests while it is waiting for a
response to one or nore of its own requests

RFC Text:
After an IKE_SA is set up, either end can initiate one or nore requests. These requests may pass
one another over the network. An |KE endpoint MJST be prepared to accept and process a request
while it has a request outstanding in order to avoid a deadlock in this situation. An |IKE endpoint
SHOULD be prepared to accept and process nmultiple requests while it has a request outstanding
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I dentifier: RQ_002_6043
RFC Clause: 2.3

Type: Mandatory
Appliesto: Host
Requirement:

An | KE endpoint MUST wait for a response to each of its nmessages before sending a subsequent message
unl ess it has received a SET_WNDOW S| ZE Notify nessage fromits peer informing it that the peer is
prepared to maintain state for nultiple outstandi ng nessages

RFC Text:
An | KE endpoint MJUST wait for a response to each of its nessages before sending a subsequent nessage
unl ess it has received a SET_WNDOW SI ZE Notify nessage fromits peer informing it that the peer is
prepared to maintain state for nultiple outstanding nmessages in order to allow greater throughput.

Identifier: RQ _002_6044
RFC Clause: 2.3.

Type: Mandatory
Appliesto: Host
Requirement:

An | KE endpoi nt MJUST NOT send further |KE requests while the nunber of requests for which a response
has not been received is greater than its peer's wi ndow size declared in a NOTIFY nessage with
SET_W NDOW SI ZE status type

RFC Text:
An | KE endpoi nt MJUST NOT exceed the peer's stated wi ndow size for transmitted | KE requests. In
other words, if the responder stated its window size is N, then when the initiator needs to nmake a
request X, it MJST wait until it has received responses to all requests up through request X-N. An
| KE endpoi nt MJST keep a copy of (or be able to regenerate exactly) each request it has sent unti
it receives the correspondi ng response. An | KE endpoint MJST keep a copy of (or be able to
regenerate exactly) the nunber of previous responses equal to its declared window size in case its
response was |ost and the initiator requests its retransmission by retransnmitting the request.

I dentifier: RQ_002_6045
RFC Clause: 2.3
Type: Mandatory
Appliesto: Host
Requirement:
An | KE endpoint MJUST be able to regenerate exactly each request it has sent until it receives the

correspondi ng response

RFC Text:
An | KE endpoi nt MJUST NOT exceed the peer's stated wi ndow size for transnmitted | KE requests. In
other words, if the responder stated its window size is N, then when the initiator needs to make a
request X, it MJUST wait until it has received responses to all requests up through request X-N. An

| KE endpoi nt MJST keep a copy of (or be able to regenerate exactly) each request it has sent unti
it receives the correspondi ng response. An |KE endpoint MIST keep a copy of (or be able to
regenerate exactly) the nunmber of previous responses equal to its declared window size in case its
response was |ost and the initiator requests its retransmission by retransmtting the request.

Identifier: RQ_002_6046
RFC Clause: 2.3

Type: Mandatory
Appliesto: Host
Requirement:

An | KE endpoi nt MJST be able to regenerate exactly the number of previous responses equal to its
decl ared wi ndow size if requested to do so by its peer endpoint
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RFC Text:
An | KE endpoi nt MJUST NOT exceed the peer's stated wi ndow size for transmitted | KE requests. In
other words, if the responder stated its window size is N, then when the initiator needs to make a
request X, it MJST wait until it has received responses to all requests up through request X-N. An
| KE endpoi nt MJUST keep a copy of (or be able to regenerate exactly) each request it has sent until
it receives the correspondi ng response. An |KE endpoint MJST keep a copy of (or be able to
regenerate exactly) the nunber of previous responses equal to its declared w ndow size in case its
response was |ost and the initiator requests its retransmission by retransnmitting the request.

I dentifier: RQ _002_6047
RFC Clause: 2.3

Type: Recommended
Appliesto: Host
Requirement:

An | KE endpoi nt supporting a wi ndow size greater than one SHOULD be capabl e of processing incom ng
requests in any order

RFC Text:
An | KE endpoi nt supporting a wi ndow size greater than one SHOULD be capabl e of processing incom ng
requests out of order to maxim ze performance in the event of network failures or packet reordering.

Identifier: RQ 002 6048
RFC Clause: 2.4,

Type: Mandatory
Appliesto: Host
Requirement:

An endpoint in an established | KE Security Association MJST conclude that the other endpoint in the
SA has failed when repeated attenpts to contact it have gone unanswered for a timeout period

RFC Text:
Since |KE is designed to operate in spite of Denial of Service (DoS) attacks fromthe network, an
endpoi nt MUST NOT conclude that the other endpoint has failed based on any routing information
(e.g., ICW nessages) or | KE nessages that arrive w thout cryptographic protection (e.g., Notify
messages conpl ai ni ng about unknown SPIs). An endpoint MJST conclude that the other endpoint has
failed only when repeated attenpts to contact it have gone unanswered for a tinmeout period or when a
cryptographically protected | NI TI AL_CONTACT notification is received on a different |IKE_SA to the
same authenticated identity. An endpoint SHOULD suspect that the other endpoint has fail ed based on
routing information and initiate a request to see whether the other endpoint is alive. To check
whether the other side is alive, IKE specifies an enpty | NFORVATI ONAL nessage that (like all IKE
requests) requires an acknow edgenent (note that within the context of an | KE_SA, an "enpty" nessage
consists of an | KE header followed by an Encrypted payl oad that contains no payloads). |If a
cryptographically protected nmessage has been received fromthe other side recently, unprotected
notifications MAY be ignored. |Inplenentations MJST linmit the rate at which they take actions based
on unprotected nessages.

I dentifier: RQ_002_6049
RFC Clause:  2.4.

Type: Recommended
Appliesto: Host
Requirement:

If routing infornmation indicates to an endpoint that the other endpoint in an I KE Security
Association has failed, it SHOULD initiate an enpty | NFORMATI ONAL nessage to the other endpoint to
determ ne whether it is alive.
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RFC Text:
Since |KE is designed to operate in spite of Denial of Service (DoS) attacks fromthe network, an
endpoi nt MJUST NOT concl ude that the other endpoint has failed based on any routing information
(e.g., ICW nessages) or | KE nmessages that arrive w thout cryptographic protection (e.g., Notify
messages conpl ai ni ng about unknown SPIs). An endpoint MJST conclude that the other endpoint has
failed only when repeated attenpts to contact it have gone unanswered for a timeout period or when a
cryptographically protected | NI TI AL_CONTACT notification is received on a different |IKE_SA to the
same authenticated identity. An endpoint SHOULD suspect that the other endpoint has fail ed based on
routing information and initiate a request to see whether the other endpoint is alive. To check
whether the other side is alive, IKE specifies an enpty | NFORVATI ONAL nessage that (like all IKE
requests) requires an acknow edgenent (note that within the context of an | KE_SA, an "enpty" nessage
consists of an | KE header followed by an Encrypted payl oad that contains no payloads). |If a
cryptographically protected nmessage has been received fromthe other side recently, unprotected
notifications MAY be ignored. |Inplenentations MJST linmt the rate at which they take actions based
on unprotected nessages

I dentifier: RQ_002_6050
RFC Clause:  2.4.

Type: Optional
Appliesto: Host
Requirement:

If an endpoint in an established | KE Security Association has recently received a cryptographically
protected nessage fromthe other endpoint in the SA unprotected notifications fromthe same
endpoi nt MAY be ignored

RFC Text:
Since |KE is designed to operate in spite of Denial of Service (DoS) attacks fromthe network, an
endpoi nt MUST NOT conclude that the other endpoint has failed based on any routing information
(e.g., ICW nessages) or | KE nmessages that arrive w thout cryptographic protection (e.g., Notify
messages conpl ai ni ng about unknown SPIs). An endpoint MJST conclude that the other endpoint has
failed only when repeated attenpts to contact it have gone unanswered for a timeout period or when a
cryptographically protected | NI TI AL_CONTACT notification is received on a different IKE_SA to the
sane authenticated identity. {An endpoint SHOULD suspect that the other endpoint has fail ed based on
routing information and initiate a request to see whether the other endpoint is alive. To check
whet her the other side is alive, IKE specifies an enpty | NFORVATI ONAL nessage that (like all IKE
requests) requires an acknow edgenent (note that within the context of an | KE_SA, an "enpty" nessage
consists of an | KE header followed by an Encrypted payl oad that contains no payloads). |If a
cryptographically protected nmessage has been received fromthe other side recently, unprotected
notifications MAY be ignored. |Inplenentations MJST linit the rate at which they take actions based
on unprotected nessages

I dentifier: RQ_002_6051
RFC Clause:  2.4.

Type: Mandatory
Appliesto: Host
Requirement:

| KE i npl enentations MUST linmit the rate at which they take actions based on unprotected nessages

RFC Text:
Since IKE is designed to operate in spite of Denial of Service (DoS) attacks fromthe network, an
endpoi nt MJUST NOT conclude that the other endpoint has failed based on any routing information
(e.g., |ICW nessages) or | KE nessages that arrive w thout cryptographic protection (e.g., Notify
nmessages conpl ai ni ng about unknown SPIs). An endpoi nt MJST conclude that the other endpoint has
failed only when repeated attenpts to contact it have gone unanswered for a timeout period or when a
cryptographically protected I NI TI AL_CONTACT notification is received on a different |KE_SA to the
same authenticated identity. {An endpoint SHOULD suspect that the other endpoint has fail ed based on
routing information and initiate a request to see whether the other endpoint is alive. To check
whet her the other side is alive, |KE specifies an enpty | NFORVATI ONAL nessage that (like all IKE
requests) requires an acknow edgenment (note that within the context of an | KE_SA an "enpty" message

consists of an | KE header followed by an Encrypted payl oad that contains no payloads). |If a
cryptographically protected nmessage has been received fromthe other side recently, unprotected
notifications MAY be ignored. |Inplenmentations MJUST linmit the rate at which they take actions based

on unprotected nmessages.
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I dentifier: RQ_002_6052
RFC Clause:  2.4.

Type: Recommended
Appliesto: Host
Requirement:

An endpoint in an established | KE Security Association SHOULD retransnit | KE messages at | east
twelve (12) tinmes over a period of at |east several minutes before it determ nes that the other
endpoi nt has failed

RFC Text:
Nunbers of retries and | engths of tineouts are not covered in this specification because they do not
affect interoperability. |t is suggested that nessages be retransnmitted at | east a dozen tinmes over

a period of at |east several minutes before giving up on an SA, but different environments may
require different rules. To be a good network citizen, retransmission times MJST increase

exponentially to avoid flooding the network and maki ng an existing congestion situation worse. |f
there has only been outgoing traffic on all of the SAs associated with an IKE_SA it is essential to
confirmliveness of the other endpoint to avoid black holes. |f no cryptographically protected

nmessages have been received on an | KE_SA or any of its CH LD SAs recently, the system needs to
performa liveness check in order to prevent sending nessages to a dead peer. Receipt of a fresh
cryptographically protected nmessage on an |KE_SA or any of its CH LD SAs ensures |iveness of the
IKE_SA and all of its CH LD SAs. Note that this places requirenents on the failure nodes of an IKE
endpoint. An inplenmentation MUST NOT continue sending on any SA if some failure prevents it from
receiving on all of the associated SAs. |f CH LD SAs can fail independently from one anot her

wi t hout the associated | KE_SA being able to send a del ete nessage, then they MJUST be negotiated by
separate | KE_SAs.

I dentifier: RQ_002_6053
RFC Clause:  2.4.

Type: Mandatory
Appliesto: Host
Requirement:

When an | KE endpoint resends a request to which it has received no response, the tine between
retransm ssions MJST increase exponentially

RFC Text:
Nunbers of retries and | engths of tineouts are not covered in this specification because they do not
affect interoperability. |t is suggested that nessages be retransnmitted at |east a dozen tinmes over

a period of at |east several minutes before giving up on an SA, but different environments may
require different rules. To be a good network citizen, retransmission times MJST increase

exponentially to avoid flooding the network and nmaki ng an existing congestion situation wrse. |f
there has only been outgoing traffic on all of the SAs associated with an IKE_SA it is essential to
confirmliveness of the other endpoint to avoid black holes. |f no cryptographically protected

messages have been received on an | KE_SA or any of its CH LD SAs recently, the system needs to
performa liveness check in order to prevent sending nessages to a dead peer. Receipt of a fresh
cryptographically protected nmessage on an |KE_SA or any of its CH LD _SAs ensures |iveness of the
IKE_SA and all of its CH LD SAs. Note that this places requirenments on the failure nodes of an IKE
endpoint. An inplenmentation MUST NOT continue sending on any SA if some failure prevents it from
receiving on all of the associated SAs. |f CH LD SAs can fail independently from one anot her

wi t hout the associated | KE_SA being able to send a del ete nessage, then they MJUST be negotiated by
separate | KE_SAs.

I dentifier: RQ_002_6054
RFC Clause:  2.4.

Type: Mandatory
Appliesto: Host
Requirement:

If an | KE endpoi nt determines that there has only been outgoing traffic on all of the Security
Associ ati ons enconpassed by a particular IKE_SA, it SHOULD initiate an enpty | NFORVATI ONAL nessage
to the other endpoint in the IKE_SA to deternine whether it is alive.
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RFC Text:
Nunbers of retries and | engths of tineouts are not covered in this specification because they do not
affect interoperability. |t is suggested that nessages be retransnmitted at |east a dozen tinmes over

a period of at |east several minutes before giving up on an SA, but different environments may
require different rules. To be a good network citizen, retransmission times MJST increase

exponentially to avoid flooding the network and nmaki ng an existing congestion situation wrse. |f
there has only been outgoing traffic on all of the SAs associated with an IKE_SA it is essential to
confirmliveness of the other endpoint to avoid black holes. |f no cryptographically protected

nmessages have been received on an | KE_SA or any of its CH LD SAs recently, the system needs to
performa |iveness check in order to prevent sending nessages to a dead peer. Receipt of a fresh
cryptographically protected nmessage on an |KE_SA or any of its CH LD SAs ensures |iveness of the
IKE_SA and all of its CH LD SAs. Note that this places requirenments on the failure nodes of an I|KE
endpoint. An inplenmentation MUST NOT continue sending on any SA if some failure prevents it from
receiving on all of the associated SAs. |f CH LD SAs can fail independently from one anot her

wi t hout the associated | KE_SA being able to send a del ete nessage, then they MJUST be negotiated by
separate | KE_SAs.

Identifier: RQ _002_6055
RFC Clause: 2.4,

Type: Mandatory
Appliesto: Host
Requirement:

If an | KE endpoi nt receives no cryptographically protected nessages on a specific |IKE_SA or any of
its CH LD SAs within a predefined period, it SHOULD initiate an enpty | NFORVATI ONAL nessage to the
other endpoint in the |KE_SA to determine whether it is alive.

RFC Text:
Nunbers of retries and I engths of tineouts are not covered in this specification because they do not
affect interoperability. It is suggested that nmessages be retransnmitted at | east a dozen times over

a period of at |east several minutes before giving up on an SA, but different environments may
require different rules. To be a good network citizen, retransmission times MJST increase

exponentially to avoid flooding the network and nmaki ng an existing congestion situation wrse. |f
there has only been outgoing traffic on all of the SAs associated with an IKE_SA, it is essential to
confirmliveness of the other endpoint to avoid black holes. |f no cryptographically protected

nessages have been received on an | KE_SA or any of its CH LD SAs recently, the system needs to
performa |iveness check in order to prevent sending nessages to a dead peer. Receipt of a fresh
cryptographically protected nmessage on an |KE_SA or any of its CH LD_SAs ensures |iveness of the
IKE_SA and all of its CH LD SAs. Note that this places requirements on the failure nodes of an I|KE
endpoint. An inplenmentati on MUST NOT continue sending on any SA if sonme failure prevents it from
receiving on all of the associated SAs. |f CH LD SAs can fail independently from one anot her

wi thout the associated | KE_SA being able to send a del ete nessage, then they MJST be negotiated by
separate | KE_SAs.

I dentifier: RQ_002_6056
RFC Clause:  24.

Type: Mandatory
Appliesto: Host
Requirement:

An | KE i npl enentati on MJUST NOT continue sendi ng messages on any Security Association if a failure
prevents it fromreceiving nmessages on all of the related Security Associations

RFC Text:
Nunbers of retries and | engths of tineouts are not covered in this specification because they do not
affect interoperability. It is suggested that nmessages be retransnitted at | east a dozen times over

a period of at |east several minutes before giving up on an SA, but different environments may
require different rules. To be a good network citizen, retransmission times MJST increase

exponentially to avoid flooding the network and nmaki ng an existing congestion situation wrse. |f
there has only been outgoing traffic on all of the SAs associated with an |KE_SA, it is essential to
confirmliveness of the other endpoint to avoid black holes. |f no cryptographically protected

nessages have been received on an | KE_SA or any of its CH LD SAs recently, the system needs to
performa |iveness check in order to prevent sending nessages to a dead peer. Receipt of a fresh
cryptographically protected nmessage on an |KE_SA or any of its CH LD_SAs ensures |iveness of the
IKE_SA and all of its CH LD SAs. Note that this places requirenments on the failure nodes of an I|KE
endpoint. An inplenmentati on MUST NOT continue sending on any SA if sone failure prevents it from
receiving on all of the associated Sas. |f CH LD SAs can fail independently from one anot her

wi thout the associated | KE_SA being able to send a del ete nessage, then they MJST be negotiated by
separate | KE_SAs.
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I dentifier: RQ_002_6057
RFC Clause:  2.4.

Type: Optional
Appliesto: Host
Requirement:

The initiator of an | KE Security Associati on MAY accept nultiple responses to its first message,
treat each as potentially legitinmate, respond to it, and then discard all the invalid half-open
connections when it receives a valid cryptographically protected response to any one of its
requests.

RFC Text:
There is a Denial of Service attack on the initiator of an | KE_SA that can be avoided if the
initiator takes the proper care. Since the first tw messages of an SA setup are not
cryptographically protected, an attacker could respond to the initiator's nmessage before the genuine
responder and poi son the connection setup attenpt. To prevent this, the initiator MAY be willing to
accept nmultiple responses to its first nmessage, treat each as potentially legitimte, respond to it,
and then discard all the invalid half-open connections when it receives a valid cryptographically
protected response to any one of its requests. Once a cryptographically valid response is received,
al | subsequent responses shoul d be ignored whether or not they are cryptographically valid

I dentifier: RQ_002_6058
RFC Clause:  2.4.

Type: Recommended
Appliesto: Host
Requirement:

If the initiator of an IKE Security Association is accepting nultiple responses to its first nessage
then when one of those responses is found to be cryptographically valid, all subsequent responses
SHOULD be i gnored

RFC Text:
There is a Denial of Service attack on the initiator of an | KE_SA that can be avoided if the
initiator takes the proper care. Since the first tw messages of an SA setup are not
cryptographically protected, an attacker could respond to the initiator's nmessage before the genuine
responder and poi son the connection setup attenpt. To prevent this, the initiator MAY be willing to
accept nmultiple responses to its first nmessage, treat each as potentially legitimte, respond to it,
and then discard all the invalid hal f-open connections when it receives a valid cryptographically
protected response to any one of its requests. Once a cryptographically valid response is received,
al | subsequent responses should be ignored whether or not they are cryptographically valid

Identifier: RQ_002_6059
RFC Clause:  24.

Type: Mandatory
Appliesto: Host
Requirement:

If an | KE endpoint deternines that the other endpoint in a Security Association is not operational,
then the IKE SA and all CHI LD SAs set up through that | KE_SA MJST be del et ed

RFC Text:
There is a Denial of Service attack on the initiator of an | KE_SA that can be avoided if the
initiator takes the proper care. Since the first tw messages of an SA setup are not
cryptographically protected, an attacker could respond to the initiator's nmessage before the genuine
responder and poi son the connection setup attenpt. To prevent this, the initiator MAY be willing to
accept multiple responses to its first nmessage, treat each as potentially legitimte, respond to it,
and then discard all the invalid hal f-open connections when it receives a valid cryptographically
protected response to any one of its requests. Once a cryptographically valid response is received,
al | subsequent responses shoul d be ignored whether or not they are cryptographically valid.

Note that with these rules, there is no reason to negotiate and agree upon an SA lifetime. |If IKE

presunes the partner is dead, based on repeated | ack of acknow edgenent to an | KE nessage, then the
IKE SA and all CHI LD SAs set up through that | KE_SA are del eted.
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I dentifier: RQ_002_6060
RFC Clause:  2.4.

Type: Optional
Appliesto: Host
Requirement:

An | KE endpoi nt MAY delete an inactive CH LD SA at any tine

RFC Text:
An | KE endpoint may at any tinme delete inactive CH LD SAs to recover resources used to hold their
state. |If an I KE endpoint chooses to delete CH LD SAs, it MJST send Del ete payl oads to the other
end notifying it of the deletion. It MAY simlarly tinme out the |KE_ SA. Cosing the | KE_ SA
inmplicitly closes all associated CHILD SAs. In this case, an | KE endpoi nt SHOULD send a Del ete
payl oad indicating that it has closed the | KE_SA

I dentifier: RQ_002_6061
RFC Clause:  24.

Type: Mandatory
Appliesto: Host
Requirement:

If an | KE endpoi nt chooses to delete a CH LD SA, it MJST send a Del ete payload to the other endpoint
notifying it of the deletion

RFC Text:
An | KE endpoint may at any tinme delete inactive CH LD SAs to recover resources used to hold their
state. |f an | KE endpoint chooses to delete CH LD SAs, it MJST send Del ete payl oads to the other
end notifying it of the deletion. It MAY simlarly time out the |KE_SA. Cosing the | KE_SA
inplicitly closes all associated CH LD SAs. In this case, an |KE endpoint SHOULD send a Del ete
payl oad indicating that it has closed the | KE_SA

I dentifier: RQ_002_6062
RFC Clause:  2.4.

Type: Optional
Appliesto: Host
Requirement:

An | KE endpoi nt MAY delete an inactive |KE_SA at any tine

RFC Text:
An | KE endpoint may at any tinme delete inactive CH LD SAs to recover resources used to hold their
state. |If an I KE endpoint chooses to delete CHI LD SAs, it MJST send Del ete payl oads to the other
end notifying it of the deletion. It MAY simlarly time out the |KE_SA. Cosing the | KE_ SA
inmplicitly closes all associated CHILD SAs. In this case, an | KE endpoi nt SHOULD send a Del ete
payl oad indicating that it has closed the | KE_SA

I dentifier: RQ_002_6063
RFC Clause:  24.

Type: Mandatory
Appliesto: Host
Requirement:

C osing an | KE_SA MJST al so cause its associated CH LD SAs to be cl osed

RFC Text:
An | KE endpoint may at any tinme delete inactive CH LD SAs to recover resources used to hold their
state. |f an | KE endpoint chooses to delete CH LD SAs, it MJST send Del ete payl oads to the other
end notifying it of the deletion. |t MAY simlarly time out the |KE_ SA. Cosing the | KE_SA
inplicitly closes all associated CH LD Sas. In this case, an | KE endpoint SHOULD send a Del ete
payl oad indicating that it has closed the | KE_SA
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I dentifier: RQ_002_6064
RFC Clause:  2.4.

Type: Recommended
Appliesto: Host
Requirement:

Wien an | KE endpoint closes an | KE_SA it SHOULD send a Del ete payload to the other endpoint in the
Security Association

RFC Text:
An | KE endpoint may at any tinme delete inactive CH LD SAs to recover resources used to hold their
state. |f an | KE endpoint chooses to delete CH LD SAs, it MJST send Del ete payl oads to the other
end notifying it of the deletion. It MAY simlarly time out the |KE_ SA Cosing the | KE_ SA
inplicitly closes all associated CH LD SAs. In this case, an | KE endpoint SHOULD send a Del ete
payl oad indicating that it has closed the | KE_SA

| dentifier: RQ_002_6065
RFC Clause:  2.5.

Type: Mandatory
Appliesto: Host
Requirement:

If an | KE endpoi nt receives a nessage with a higher najor |KE version nunber than its own, it MJST
drop the nmessage

RFC Text:
The mj or version nunber should be incremented only if the packet formats or required actions have
changed so dranatically that an ol der version node would not be able to interoperate with a newer
version node if it sinply ignored the fields it did not understand and took the actions specified in
the ol der specification. The minor version nunber indicates new capabilities, and MJST be ignored
by a node with a smaller mnor version nunber, but used for informational purposes by the node with
the larger mnor version nunber. For exanple, it might indicate the ability to process a newy
defined notification nessage. The node with the larger minor version nunmber would sinply note that
its correspondent would not be able to understand that nessage and therefore would not send it.

I f an endpoint receives a nessage with a higher najor version nunber, it MJST drop the nessage and
SHOULD send an unaut henticated notificati on message containing the highest version nunber it
supports. |f an endpoint supports mmjor version n, and major version m it MJST support al
versions between n and m If it receives a nessage with a najor version that it supports, it MJST
respond with that version nunmber. |In order to prevent two nodes frombeing tricked into
corresponding with a | ower major version nunber than the maxi mumthat they both support, IKE has a
flag that indicates that the node is capabl e of speaking a higher major version nunber
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I dentifier: RQ_002_6066
RFC Clause:  2.5.

Type: Recommended
Appliesto: Host
Requirement:

If an | KE endpoint receives a nessage with a higher najor |KE version nunber than its own, it
SHOULD send an unaut henticated notificati on message indicating | NVALI D_MAJOR_VERSI ON and cont ai ni ng
the highest version nunber it supports ((M Ver field in the | KE Header)

RFC Text:
The mj or version nunber should be incremented only if the packet formats or required actions have
changed so dramatically that an ol der version node would not be able to interoperate with a newer
version node if it sinply ignored the fields it did not understand and took the actions specified in
the ol der specification. The mnor version nunber indicates new capabilities, and MJST be ignored
by a node with a smaller mnor version nunber, but used for informational purposes by the node with
the larger minor version nunber. For exanple, it might indicate the ability to process a newy
defined notification nmessage. The node with the |larger mnor version nunber would sinply note that
its correspondent woul d not be able to understand that message and therefore would not send it.

I f an endpoi nt receives a nessage with a higher najor version nunber, it MJST drop the nessage and
SHOULD send an unaut henticated notificati on nmessage containing the highest version nunber it
supports. |If an endpoint supports nmajor version n, and major version m it MJST support al
versions between n and m If it receives a nessage with a najor version that it supports, it MJIST
respond with that version nunber. |In order to prevent two nodes frombeing tricked into
corresponding with a | ower major version nunber than the maxi mumthat they both support, IKE has a
flag that indicates that the node is capable of speaking a higher najor version nunber

I dentifier: RQ_002_6067
RFC Clause:  2.5.
Type: Mandatory
Appliesto: Host
Requirement:
If an | KE endpoi nt supports najor |KE version n and major |KE version m it MJST support all IKE

versi ons between n and m

RFC Text:
The mj or version nunber should be incremented only if the packet formats or required actions have
changed so dranmatically that an ol der version node would not be able to interoperate with a newer
version node if it sinply ignored the fields it did not understand and took the actions specified in
the ol der specification. The minor version nunber indicates new capabilities, and MJST be ignored
by a node with a smaller minor version nunber, but used for informational purposes by the node with
the larger mnor version nunber. For exanple, it might indicate the ability to process a newy
defined notification nessage. The node with the | arger minor version nunmber would sinply note that
its correspondent woul d not be able to understand that message and therefore would not send it.

I f an endpoi nt receives a nessage with a higher najor version nunber, it MJST drop the nessage and
SHOULD send an unaut henticated notificati on message containing the highest version nunber it
supports. |If an endpoint supports nmajor version n, and major version m it MJST support al
versions between n and m If it receives a nessage with a major version that it supports, it MJST
respond with that version nunber. |In order to prevent two nodes frombeing tricked into
corresponding with a | ower major version nunber than the maxi mumthat they both support, IKE has a
flag that indicates that the node is capable of speaking a higher najor version nunber

Identifier: RQ_002 6068
RFC Clause: 2.5.

Type: Mandatory
Appliesto: Host
Requirement:

If an | KE endpoint receives a nessage with a najor IKE version that it supports in the |KE Header
it MUST respond with that version nunber in the | KE Header of the response
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RFC Text:
The mj or version nunber should be incremented only if the packet formats or required actions have
changed so dramatically that an ol der version node would not be able to interoperate with a newer
version node if it sinply ignored the fields it did not understand and took the actions specified in
the ol der specification. The mnor version nunber indicates new capabilities, and MJST be ignored
by a node with a smaller minor version nunber, but used for informational purposes by the node with
the larger minor version nunber. For exanple, it might indicate the ability to process a newy
defined notification nessage. The node with the larger minor version nunmber would sinply note that
its correspondent woul d not be able to understand that message and therefore would not send it.

I f an endpoi nt receives a nessage with a higher najor version nunber, it MJST drop the nessage and
SHOULD send an unaut henticated notificati on message containing the highest version nunber it
supports. |If an endpoint supports najor version n, and major version m it MJST support al
versions between n and m If it receives a nessage with a major version that it supports, it MJST
respond with that version nunber. |In order to prevent two nodes frombeing tricked into
corresponding with a | ower major version nunber than the maxi mumthat they both support, IKE has a
flag that indicates that the node is capable of speaking a higher najor version nunber

| dentifier: RQ_002_6069
RFC Clause:  2.5.

Type: Mandatory
Appliesto: Host
Requirement:

Wien an | KE endpoint sends an | KE nessage and it is able to support a higher najor |IKE version
nunber than the version indicated in the header of the message, it MJST set the V(ersion) flag in
the header.

RFC Text:
I f an endpoint receives a nessage with a higher najor version nunber, it MJST drop the nessage and
SHOULD send an unaut henticated notificati on message containing the highest version nunber it
supports. |f an endpoint supports major version n, and mgjor version m it MJST support al
versions between n and m If it receives a nessage with a najor version that it supports, it MJST
respond with that version nunmber. |In order to prevent two nodes frombeing tricked into
corresponding with a | ower major version nunber than the maxi mumthat they both support, |KE has a
flag that indicates that the node is capabl e of speaking a higher major version nunber

Thus, the major version nunber in the | KE header indicates the version nunber of the message, not

the highest version nunber that the transmitter supports. |If the initiator is capable of speaking
versions n, n+l, and n+2, and the responder is capable of speaking versions n and n+l, then they

wi || negotiate speaking n+l, where the initiator will set the flag indicating its ability to speak a
hi gher version. [|f they mistakenly (perhaps through an active attacker sending error messages)

negotiate to version n, then both will notice that the other side can support a higher version
nunber, and they MJST break the connection and reconnect using version n+l

Identifier: RQ _002_6070
RFC Clause:  2.5.

Type: Mandatory
Appliesto: Host
Requirement:

If an | KE endpoint has used | KE I nfornmational nessages to establish the use of a | ower major |KE
version nunber than it is able to support on a particular Security Association and then receives a
nessage fromthe other endpoint in that Security Association with the V(ersion) Flag set in the |KE
Header, it MJST break the connection to the other endpoint and reconnect using a higher najor

versi on

RFC Text:
I f an endpoi nt receives a nessage with a higher najor version nunber, it MJST drop the nessage and
SHOULD send an unaut henticated notification message containing the highest version nunber it
supports. |If an endpoint supports nmjor version n, and major version m it MJST support al
versions between n and m If it receives a nessage with a najor version that it supports, it MJST
respond with that version nunber. |In order to prevent two nodes frombeing tricked into
corresponding with a | ower major version nunber than the maxi mumthat they both support, IKE has a
flag that indicates that the node is capable of speaking a higher najor version nunber
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Thus, the major version nunber in the | KE header indicates the version nunber of the nmessage, not
the highest version nunber that the transmitter supports. |If the initiator is capable of speaking
versions n, n+l, and n+2, and the responder is capable of speaking versions n and n+l, then they

wi || negotiate speaking n+l, where the initiator will set the flag indicating its ability to speak a
hi gher version. |f they mistakenly (perhaps through an active attacker sending error messages)
negotiate to version n, then both will notice that the other side can support a higher version
nunber, and they MJST break the connection and reconnect using version n+l

I dentifier: RQ_002_6071
RFC Clause:  25.

Type: Recommended
Appliesto: Host
Requirement:

Whenever an | KE Version 2 inplenentation establishes that IKE Version 1 is to be used on a
particular Security Association it SHOULD note that fact in its |ogs

RFC Text:
Thus, the major version nunber in the | KE header indicates the version nunber of the message, not
the highest version nunber that the transmitter supports. |If the initiator is capable of speaking

versions n, n+l, and n+2, and the responder is capable of speaking versions n and n+l, then they

wi || negotiate speaking n+l, where the initiator will set the flag indicating its ability to speak a
hi gher version. |f they mistakenly (perhaps through an active attacker sending error nessages)
negotiate to version n, then both will notice that the other side can support a higher version
nunber, and they MJST break the connection and reconnect using version n+l

Note that | KEvl does not follow these rules, because there is no way in vl of noting that you are
capabl e of speaking a higher version nunber. So an active attacker can trick two v2-capabl e nodes
into speaking vl. Wen a v2-capable node negotiates down to vl, it SHOULD note that fact in its

| ogs.

I dentifier: RQ_002 6072
RFC Clauses  25.

Type: Mandatory
Appliesto: Host
Requirement:

If an I KE Security Association endpoint receives an | KE request fromthe other endpoint with the
Critical flag set in the | KE payl oad Header but the payl oad type is unrecogni zed, the payl oad MJST
be rejected and the response to the request MJST include a Notify payload with the Error type set to
UNSUPPORTED_CRI TI CAL_PAYLQOAD

RFC Text:
| KEv2 adds a "critical" flag to each payl oad header for further flexibility for forward
conmpatibility. |If the critical flag is set and the payload type is unrecogni zed, the nessage MJST
be rejected and the response to the | KE request containing that payl oad MJST include a Notify
payl oad UNSUPPORTED CRI Tl CAL_PAYLQAD, i ndicating an unsupported critical payload was included. |If
the critical flag is not set and the payload type is unsupported, that payl oad MJST be ignored

I dentifier: RQ _002_6073
RFC Clause:  2.5.

Type: Mandatory
Appliesto: Host
Requirement:

If an I KE Security Association endpoint receives an | KE request fromthe other endpoint with the
Critical flag not set in the | KE payl oad Header but the payload type is unrecogni zed, that payl oad
MJST be ignored

RFC Text:
| KEv2 adds a "critical" flag to each payl oad header for further flexibility for forward
conmpatibility. |If the critical flag is set and the payload type is unrecogni zed, the nessage MJST
be rejected and the response to the | KE request containing that payl oad MJST include a Notify
payl oad UNSUPPORTED CRI Tl CAL_PAYLQAD, i ndicating an unsupported critical payload was included. |If
the critical flag is not set and the payload type is unsupported, that payl oad MJST be ignored
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I dentifier: RQ_002_6074
RFC Clause:  2.6.

Type: Mandatory
Appliesto: Host
Requirement:

When an | KE Security Association is first established, the initiating endpoint MIST assign an
Initiator's Security Paraneters Index (SPI) as an identifier of the Security Association

RFC Text:
The term "cooki es" originates with Karn and Si nmpson [ RFC2522] in Photuris, an early proposal for key
managenent with | Psec, and it has persisted. The Internet Security Association and Key Managenent
Protocol (I SAKMP) [MSST98] fixed nessage header includes two eight- octet fields titled "cookies",
and that syntax is used by both | KEvl and | KEv2 though in IKEv2 they are referred to as the | KE SPI
and there is a new separate field in a Notify payl oad holding the cookie. The initial two eight-
octet fields in the header are used as a connection identifier at the beginning of |KE packets.
Each endpoi nt chooses one of the two SPIs and SHOULD choose them so as to be unique identifiers of
an | KE_SA. An SPlI value of zero is special and indicates that the rembte SPl value is not yet known
by the sender.

I dentifier: RQ_002_6075
RFC Clause:  2.6.

Type: Mandatory
Appliesto: Host
Requirement:

When an | KE Security Association is first established, the receiving endpoint MIST assign a
Responder's Security Paraneters Index (SPl) as an identifier of the Security Association

RFC Text:
The term "cooki es" originates with Karn and Sinpson [ RFC2522] in Photuris, an early proposal for key
managenment with IPsec, and it has persisted. The Internet Security Association and Key Managenent
Protocol (1 SAKMP) [MSST98] fixed nessage header includes two eight- octet fields titled "cookies",
and that syntax is used by both | KEvl and | KEv2 though in IKEv2 they are referred to as the | KE SPI
and there is a new separate field in a Notify payload holding the cookie. The initial tw eight-
octet fields in the header are used as a connection identifier at the beginning of |KE packets.
Each endpoi nt chooses one of the two SPIs and SHOULD choose them so as to be unique identifiers of
an | KE_SA. An SPlI value of zero is special and indicates that the rempte SPl value is not yet known
by the sender.

I dentifier: RQ_002_6076
RFC Clause:  2.6.

Type: Recommended
Appliesto: Host
Requirement:

The Security Paranmeters Index (SPl) assigned by an | KE endpoint to identify a Security Association
SHOULD be unique within the context of the endpoint

RFC Text:
The term "cooki es" originates with Karn and Sinpson [ RFC2522] in Photuris, an early proposal for key
managenent with | Psec, and it has persisted. The Internet Security Association and Key Managenent
Protocol (I SAKMP) [MSST98] fixed nessage header includes two eight- octet fields titled "cookies",
and that syntax is used by both | KEvl and | KEv2 though in IKEv2 they are referred to as the | KE SPI
and there is a new separate field in a Notify payl oad holding the cookie. The initial two eight-
octet fields in the header are used as a connection identifier at the beginning of |KE packets.
Each endpoi nt chooses one of the two SPIs and SHOULD choose them so as to be unique identifiers of
an | KE_SA. An SPI value of zero is special and indicates that the renote SPI value is not yet known
by the sender.
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I dentifier: RQ_002_6077
RFC Clause:  2.6.

Type: Mandatory
Appliesto: Host
Requirement:

A Security Paraneters Index (SPl) of zero (0) MJST only be used in the | KE Responder's SPI field in
the | KE Header when the renote SPI value is not yet known by the sender

RFC Text:
The term "cooki es" originates with Karn and Si nmpson [ RFC2522] in Photuris, an early proposal for key
managenent with | Psec, and it has persisted. The Internet Security Association and Key Managenent
Protocol (I SAKMP) [MSST98] fixed nessage header includes two eight- octet fields titled "cookies",
and that syntax is used by both | KEvl and | KEv2 though in IKEv2 they are referred to as the | KE SPI
and there is a new separate field in a Notify payl oad holding the cookie. The initial two eight-
octet fields in the header are used as a connection identifier at the beginning of |KE packets.
Each endpoi nt chooses one of the two SPIs and SHOULD choose them so as to be unique identifiers of
an |KE_SA. An SPlI value of zero is special and indicates that the rembte SPI value is not yet known
by the sender.

I dentifier: RQ_002_6078
RFC Clause:  2.6.

Type: Mandatory
Appliesto: Host
Requirement:

In the first nessage of an initial |KE exchange the initiator MJST set the | KE Responder's SPI field
to zero (0).

RFC Text:
In the first nessage of an initial |IKE exchange, the initiator will not know the responder's SPI
value and will therefore set that field to zero.

ETSI



126 ETSI TS 102 558 V1.1.1 (2006-12)

I dentifier: RQ_002_6079
RFC Clause:  2.6.

Type: Recommended
Appliesto: Host
Requirement:

Wien an | KE endpoi nt detects a | arge nunber of half-open IKE_SAs it SHOULD reject further initial
| KE nessages unless they contain a Notify payl oad of type COXIE

RFC Text:
An expected attack against IKE is state and CPU exhaustion, where the target is flooded with session
initiation requests fromforged | P addresses. This attack can be nmade | ess effective if an
i npl enentati on of a responder uses minimal CPU and conmits no state to an SA until it knows the
initiator can receive packets at the address fromwhich it clains to be sending them To acconplish
this, a responder SHOULD -- when it detects a |arge nunber of half-open IKE_ SAs -- reject initial
| KE nessages unless they contain a Notify payload of type COOKIE. It SHOULD instead send an
unprotected | KE nessage as a response and include COOKIE Notify payload with the cookie data to be
returned. Initiators who receive such responses MIST retry the IKESAINT with a Notify payl oad of
type COKI E containing the responder supplied cookie data as the first payl oad and all other
payl oads unchanged. The initial exchange will then be as foll ows:

Initiator Responder
HOR(A 0), SAI1l, K&, N -->
<-- HDR(A, 0), N(COXIE)
HDR(A 0), N(COOKIE), SAil1, KE, N -->
<-- HDR(A B), SArl, KEr, Nr, [CERTREQ

HDR(A, B), SK {IDi, [CERT,] [CERTREQ] [IDr,]
AUTH, SAi2, TSi, TSr} -->

<-- HDR(A B), SK {IDr, [CERT,] AUTH,
SAr2, TSI, TSr}

The first two nmessages do not affect any initiator or responder state except for communicating the
cookie. In particular, the message sequence nunbers in the first four nmessages will all be zero and

the nmessage sequence nunbers in the last two nessages will be one. "A is the SPI assigned by the
initiator, while 'B" is the SPI assigned by the responder.
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I dentifier: RQ_002_6080
RFC Clause:  2.6.

Type: Recommended
Appliesto: Host
Requirement:

Wien an | KE endpoint detects a | arge nunber of hal f-open IKE_SAs it SHOULD send an unprotected |KE
nessage as a response and include COOKIE Notify payload with the cookie data to be returned

RFC Text:
An expected attack against IKE is state and CPU exhaustion, where the target is flooded with session
initiation requests fromforged | P addresses. This attack can be nmade | ess effective if an
i npl enentati on of a responder uses minimal CPU and conmits no state to an SA until it knows the
initiator can receive packets at the address fromwhich it clains to be sending them To acconplish
this, a responder SHOULD -- when it detects a |arge nunber of half-open IKE_ SAs -- reject initial
| KE nessages unless they contain a Notify payload of type COOKIE. It SHOULD instead send an
unprotected | KE nessage as a response and include COOKIE Notify payload with the cookie data to be
returned. Initiators who receive such responses MIST retry the IKESAINT with a Notify payl oad of
type COXKI E containing the responder supplied cookie data as the first payload and all other
payl oads unchanged. The initial exchange will then be as foll ows:

Initiator Responder
HOR(A 0), SAI1l, K&, N -->
<-- HDR(A, 0), N(COXIE)
HDR(A 0), N(COOKIE), SAil1, KE, N -->
<-- HDR(A B), SArl, KEr, Nr, [CERTREQ

HDR(A, B), SK {IDi, [CERT,] [CERTREQ] [IDr,]
AUTH, SAi2, TSi, TSr} -->

<-- HDR(A B), SK {IDr, [CERT,] AUTH,
SAr2, TSi, TSr}

The first two nmessages do not affect any initiator or responder state except for communicating the
cookie. In particular, the message sequence nunbers in the first four messages will all be zero and

the nmessage sequence nunbers in the last two nessages will be one. "A is the SPI assigned by the
initiator, while 'B" is the SPI assigned by the responder.
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I dentifier: RQ_002_6081
RFC Clause:  2.6.

Type: Mandatory
Appliesto: Host
Requirement:

When an | KE endpoi nt receives an unprotected response to one of its IKE_SA INT requests and this
response includes a COOKIE Notify payload with cookie data to be returned, it MJST retry the
IKESA INT with a Notify payl oad of type COXKIE containing the responder supplied cookie data as
the first payload but with all other payl oads unchanged

RFC Text:
An expected attack against IKE is state and CPU exhaustion, where the target is flooded with session
initiation requests fromforged | P addresses. This attack can be made | ess effective if an

i mpl enentation of a responder uses mininmal CPU and commits no state to an SA until it knows the
initiator can receive packets at the address fromwhich it clains to be sending them To acconplish
this, a responder SHOULD -- when it detects a |arge nunber of half-open IKE_SAs -- reject initial

| KE nessages unless they contain a Notify payload of type COKIE. It SHOULD i nstead send an
unprotected | KE nessage as a response and include COXKIE Notify payload with the cookie data to be
returned. Initiators who receive such responses MJST retry the IKE SAINT with a Notify payl oad of
type COXI E containing the responder supplied cookie data as the first payload and all other

payl oads unchanged. The initial exchange will then be as follows:

Initiator Responder
HOR(A 0), SAILl, K&, N -->
<-- HDR(A, 0), N(COXKIE)
HDR(A 0), N(COKIE), SAil, KE, N -->
<-- HDR(A B), SArl, KEr, Nr, [CERTREQ

HDR(A, B), SK {IDi, [CERT,] [CERTREQ] [IDr,]
AUTH, SAi2, TS, TSr} -->

<-- HDR(A B), SK {IDr, [CERT,] AUTH,
SAr2, TSi, TSr}

The first two nmessages do not affect any initiator or responder state except for communicating the
cookie. In particular, the nessage sequence nunbers in the first four nmessages will all be zero and
the nessage sequence nunbers in the last two nessages will be one. 'A is the SPI assigned by the
initiator, while 'B' is the SPl assigned by the responder.

I dentifier: RQ_002_6082
RFC Clause:  2.6.

Type: Optional
Appliesto: Host
Requirement:

An endpoint in an | KE Security Association should frequently change the value of the randonly
generated secret that is used to conpute cookies to be included in its responses

RFC Text:
An | KE inpl ementati on SHOULD i npl ement its responder cookie generation in such a way as to not
require any saved state to recognize its valid cookie when the second |KE_SA INIT nessage arrives.
The exact al gorithms and syntax they use to generate cookies do not affect interoperability and
hence are not specified here. The following is an exanple of how an endpoi nt could use cookies to
inplenent |limted DOS protection.

A good way to do this is to set the responder cookie to be:

Cooki e = <Versionl Dof Secret> | Hash(Ni | IPi | SPli | <secret>)
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where <secret> is a randonly generated secret known only to the responder and periodically changed
and | indicates concatenation. <Versionl Dof Secret> shoul d be changed whenever <secret> is
regenerated. The cooki e can be reconputed when the IKESAINT arrives the second tinme and conpared
to the cookie in the received nessage. |If it natches, the responder knows that the cookie was
generated since the |last change to <secret> and that |IPi nust be the same as the source address it
saw the first time. |Incorporating SPli into the calculation ensures that if nmultiple IKE_SAs are
being set up in parallel they will all get different cookies (assuming the initiator chooses unique
SPli's). Incorporating Ni into the hash ensures that an attacker who sees only nmessage 2 can't
successfully forge a nessage 3.

If a new value for <secret> is chosen while there are connections in the process of being
initialized, an IKE_SA INIT might be returned with other than the current <Versionl Dof Secret> = The
responder in that case MAY reject the nessage by sendi ng another response with a new cookie or it
MAY keep the old value of <secret> around for a short tine and accept cookies conputed from either
one. The responder SHOULD NOT accept cookies indefinitely after <secret> is changed, since that
woul d defeat part of the denial of service protection. The responder SHOULD change the val ue of
<secret> frequently, especially if under attack.

Identifier: RQ_002_6083
RFC Clause:  2.6.

Type: Recommended
Appliesto: Host
Requirement:

If an I KE endpoint in a Security Association receives an |KE_SA INIT request with a NOTI FY payl oad
of type COXIE containing a version identifier of the randonly generated secret (Versionldof Secret)
that is not the sane as its own current value, it MAY reject the nessage by sendi ng anot her response
with a new cookie or it MAY keep the old value of the secret for a short tine and accept cookies
conputed from either one

RFC Text:
An | KE inpl ementati on SHOULD i npl ement its responder cookie generation in such a way as to not
requi re any saved state to recognize its valid cookie when the second |KE_SA I NIT nmessage arrives.
The exact al gorithms and syntax they use to generate cookies do not affect interoperability and
hence are not specified here. The following is an exanple of how an endpoi nt could use cookies to
inplenent |imted DOS protection.

A good way to do this is to set the responder cookie to be:
Cooki e = <Versionl Dof Secret> | Hash(Ni | IPi | SPli | <secret>)

where <secret> is a randomy generated secret known only to the responder and periodically changed
and | indicates concatenation. <Versionl Dof Secret> shoul d be changed whenever <secret> is
regenerated. The cookie can be reconputed when the IKE_SAINT arrives the second ti me and conpared
to the cookie in the received nessage. |If it natches, the responder knows that the cookie was
generated since the |last change to <secret> and that |IPi nust be the same as the source address it
saw the first time. |Incorporating SPIi into the calculation ensures that if nmultiple IKE_SAs are
being set up in parallel they will all get different cookies (assuming the initiator chooses unique
SPli's). Incorporating Ni into the hash ensures that an attacker who sees only nessage 2 can't
successfully forge a nessage 3.

If a new value for <secret> is chosen while there are connections in the process of being
initialized, an IKEESA INIT might be returned with other than the current <Versionl Dof Secret>. The
responder in that case MAY reject the nessage by sendi ng another response with a new cookie or it
MAY keep the ol d value of <secret> around for a short time and accept cooki es conputed fromeither
one. The responder SHOULD NOT accept cookies indefinitely after <secret> is changed, since that
woul d defeat part of the denial of service protection. The responder SHOULD change the val ue of
<secret> frequently, especially if under attack.

Identifier: RQ _002_6084
RFC Clause: 2.7.

Type: Mandatory
Appliesto: Host
Requirement:

When proposing a set of choices of IPSec protocols for use on an | KE Security Association, an |KE
i mpl enentati on MUST include one or nmore proposals in an | KE SA payl oad.
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RFC Text:
An SA payl oad consists of one or nore proposals. Each proposal includes one or nore protocols
(usual Iy one). Each protocol contains one or nore transforns -- each specifying a cryptographic

al gorithm Each transformcontains zero or nore attributes (attributes are needed only if the
transformidentifier does not conpletely specify the cryptographic algorithnm.

This hierarchical structure was designed to efficiently encode proposals for cryptographic suites
when the nunber of supported suites is |arge because nultiple values are acceptable for multiple
transforns. The responder MJST choose a single suite, which MAY be any subset of the SA proposal
follow ng the rul es bel ow

* Each proposal contains one or nore protocols. |f a proposal is
accepted, the SA response MJST contain the same protocols in the
sanme order as the proposal. The responder MJST accept a single

proposal or reject themall and return an error. (Exanple: if a
singl e proposal contains ESP and AH and that proposal is accepted,
both ESP and AH MUST be accepted. |f ESP and AH are included in
separate proposals, the responder MJST accept only one of thenj.

* Each | Psec protocol proposal contains one or nore transforns.
Each transformcontains a transformtype. The accepted
cryptographi c suite MJUST contain exactly one transform of each
type included in the proposal. For exanple: if an ESP proposal
i ncludes transforns ENCR 3DES, ENCR AES w keysi ze 128, ENCR _AES
w keysi ze 256, AUTH HMVAC MD5, and AUTH HMAC SHA, the accepted
suite MUST contain one of the ENCR_transforms and one of the
AUTH_ transforns. Thus, six conbinations are acceptable.

I dentifier: RQ_002_6085
RFC Clause:  2.7.

Type: Mandatory
Appliesto: Host
Requirement:

When proposing a set of choices of IPSec protocols for use on an | KE Security Association, an |KE
i npl enmentati on MJUST include one or nore protocols in each proposal in an | KE SA payl oad.

RFC Text:
An SA payl oad consists of one or nore proposals. Each proposal includes one or nore protocols
(usual ly one). Each protocol contains one or nore transforns -- each specifying a cryptographic

al gorithm Each transformcontains zero or nore attributes (attributes are needed only if the
transformidentifier does not conpletely specify the cryptographic algorithm.

This hierarchical structure was designed to efficiently encode proposals for cryptographic suites
when the nunber of supported suites is |arge because nultiple values are acceptable for nultiple
transfornms. The responder MJST choose a single suite, which MAY be any subset of the SA proposal
followi ng the rules bel ow

* Each proposal contains one or nore protocols. |If a proposal is
accepted, the SA response MJST contain the same protocols in the
sane order as the proposal. The responder MJST accept a single

proposal or reject themall and return an error. (Exanple: if a
singl e proposal contains ESP and AH and that proposal is accepted,
both ESP and AH MJUST be accepted. |f ESP and AH are included in
separate proposals, the responder MJST accept only one of thenj.

* Each | Psec protocol proposal contains one or nore transforns.
Each transformcontains a transformtype. The accepted
cryptographi c suite MJUST contain exactly one transform of each
type included in the proposal. For exanple: if an ESP proposal
i ncludes transforns ENCR 3DES, ENCR AES w keysi ze 128, ENCR _AES
w' keysi ze 256, AUTH HVAC MD5, and AUTH HVMAC SHA, the accepted
suite MUST contain one of the ENCR_transforms and one of the
AUTH_ transforms. Thus, six conbinations are acceptable.
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I dentifier: RQ_002_6086
RFC Clause:  2.7.

Type: Mandatory
Appliesto: Host
Requirement:

When proposing a set of choices of |PSec protocols for use on an | KE Security Association, an |KE
i npl enentati on MJUST include one or nore transforns for each protocol in an | KE SA payl oad.

RFC Text:
An SA payl oad consists of one or nore proposals. Each proposal includes one or nore protocols
(usual ly one). Each protocol contains one or nore transforns -- each specifying a cryptographic

al gorithm Each transformcontains zero or nore attributes (attributes are needed only if the
transformidentifier does not conpletely specify the cryptographic algorithnm.

This hierarchical structure was designed to efficiently encode proposals for cryptographic suites
when the nunber of supported suites is |arge because nultiple values are acceptable for nultiple
transforns. The responder MJST choose a single suite, which MAY be any subset of the SA proposal
followi ng the rules bel ow

* Each proposal contains one or nore protocols. |If a proposal is
accepted, the SA response MJST contain the same protocols in the
sane order as the proposal. The responder MJST accept a single

proposal or reject themall and return an error. (Exanple: if a
singl e proposal contains ESP and AH and that proposal is accepted,
both ESP and AH MJUST be accepted. |f ESP and AH are included in
separate proposals, the responder MJST accept only one of thenj.

* Each | Psec protocol proposal contains one or nore transforns.
Each transformcontains a transformtype. The accepted
cryptographi c suite MJUST contain exactly one transform of each
type included in the proposal. For exanple: if an ESP proposal
i ncludes transforns ENCR 3DES, ENCR AES w keysi ze 128, ENCR_AES
w' keysi ze 256, AUTH HVAC MD5, and AUTH HVMAC SHA, the accepted
suite MUST contain one of the ENCR_transforms and one of the
AUTH_ transfornms. Thus, six conbinations are acceptable.
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I dentifier: RQ_002_6087
RFC Clause:  2.7.

Type: Optional
Appliesto: Host
Requirement:

When proposing a set of choices of |PSec protocols for use on an | KE Security Association, an |KE
i npl ementati on MAY include one or nore attributes for each transformin an | KE SA payl oad.

RFC Text:
An SA payl oad consists of one or nore proposals. Each proposal includes one or nore protocols
(usual Iy one). Each protocol contains one or nore transforns -- each specifying a cryptographic

al gorithm Each transformcontains zero or nore attributes (attributes are needed only if the
transformidentifier does not conpletely specify the cryptographic algorithnm.

This hierarchical structure was designed to efficiently encode proposals for cryptographic suites
when the nunber of supported suites is |arge because nultiple values are acceptable for nultiple
transforns. The responder MJST choose a single suite, which MAY be any subset of the SA proposal
followi ng the rules bel ow

* Each proposal contains one or nore protocols. |If a proposal is
accepted, the SA response MJST contain the same protocols in the
sane order as the proposal. The responder MJST accept a single

proposal or reject themall and return an error. (Exanple: if a
singl e proposal contains ESP and AH and that proposal is accepted,
both ESP and AH MJUST be accepted. |f ESP and AH are included in
separate proposals, the responder MJST accept only one of thenj.

* Each | Psec protocol proposal contains one or nore transforns.
Each transformcontains a transformtype. The accepted
cryptographi c suite MJUST contain exactly one transform of each
type included in the proposal. For exanple: if an ESP proposal
includes transforns ENCR 3DES, ENCR AES w keysi ze 128, ENCR_AES
w keysi ze 256, AUTH HVAC MD5, and AUTH HVMAC SHA, the accepted
suite MUST contain one of the ENCR_transforms and one of the
AUTH_ transforms. Thus, six conbinations are acceptable.
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I dentifier: RQ_002_6088
RFC Clause:  2.7.

Type: Mandatory
Appliesto: Host
Requirement:

Wien an | KE inpl enentation receives a proposal for a set of choices of |Psec protocols to be used
within a Security Association, it nust select a single suite which nay be any subset of the received
pr oposal

RFC Text:
An SA payl oad consists of one or nore proposals. Each proposal includes one or nore protocols
(usual ly one). Each protocol contains one or nore transforns -- each specifying a cryptographic

al gorithm Each transformcontains zero or nore attributes (attributes are needed only if the
transformidentifier does not conpletely specify the cryptographic algorithnm.

This hierarchical structure was designed to efficiently encode proposals for cryptographic suites
when the nunber of supported suites is |arge because nultiple values are acceptable for nultiple
transforns. The responder MJST choose a single suite, which MAY be any subset of the SA proposal
followi ng the rules bel ow

* Each proposal contains one or nore protocols. |If a proposal is
accepted, the SA response MJST contain the same protocols in the
sane order as the proposal. The responder MJST accept a single

proposal or reject themall and return an error. (Exanple: if a
singl e proposal contains ESP and AH and that proposal is accepted,
both ESP and AH MUST be accepted. |f ESP and AH are included in
separate proposals, the responder MJST accept only one of then).

* Each | Psec protocol proposal contains one or nore transforns.
Each transformcontains a transformtype. The accepted
cryptographi c suite MJUST contain exactly one transform of each
type included in the proposal. For exanple: if an ESP proposal
includes transforns ENCR 3DES, ENCR AES w keysi ze 128, ENCR_AES
w keysi ze 256, AUTH HVAC MD5, and AUTH HMAC SHA, the accepted
suite MUST contain one of the ENCR_transforms and one of the
AUTH_ transforns. Thus, six conbinations are acceptable.
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I dentifier: RQ_002_6089
RFC Clause:  2.7.

Type: Mandatory
Appliesto: Host
Requirement:

Wien an | KE inplenentation selects a proposal froma received set of choices of |IPsec protocols to
be used within a Security Association, its SA response MJST contain the same protocols in the same
order as the proposal

RFC Text:
An SA payl oad consists of one or nore proposals. Each proposal includes one or nore protocols
(usual ly one). Each protocol contains one or nore transforns -- each specifying a cryptographic

al gorithm Each transformcontains zero or nore attributes (attributes are needed only if the
transformidentifier does not conpletely specify the cryptographic algorithnm.

This hierarchical structure was designed to efficiently encode proposals for cryptographic suites
when the nunber of supported suites is |arge because nultiple values are acceptable for nultiple
transforns. The responder MJST choose a single suite, which MAY be any subset of the SA proposal
followi ng the rules bel ow

* Each proposal contains one or nore protocols. |If a proposal is
accepted, the SA response MJST contain the same protocols in the
sane order as the proposal. The responder MJST accept a single

proposal or reject themall and return an error. (Exanple: if a
singl e proposal contains ESP and AH and that proposal is accepted,
both ESP and AH MUST be accepted. |f ESP and AH are included in
separate proposals, the responder MJST accept only one of then).

* Each | Psec protocol proposal contains one or nore transforns.
Each transformcontains a transformtype. The accepted
cryptographi c suite MJUST contain exactly one transform of each
type included in the proposal. For exanple: if an ESP proposal
includes transforns ENCR 3DES, ENCR AES w keysi ze 128, ENCR_AES
w keysi ze 256, AUTH HMVAC MD5, and AUTH HMAC SHA, the accepted
suite MUST contain one of the ENCR_transforms and one of the
AUTH_ transforns. Thus, six conbinations are acceptable.
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I dentifier: RQ_002_6090
RFC Clause:  2.7.

Type: Mandatory
Appliesto: Host
Requirement:

Wien an | KE inpl enentation receives a proposal for a set of choices of |Psec protocols to be used
within a Security Association, it MIST select a single proposal or reject themall and return an I KE
| NFORMATI ONAL nessage containing a Notify payload with the Error Type set to NO _PROPOSAL_CHOSEN

RFC Text:
An SA payl oad consists of one or nore proposals. Each proposal includes one or nore protocols
(usual ly one). Each protocol contains one or nore transforns -- each specifying a cryptographic

al gorithm Each transformcontains zero or nore attributes (attributes are needed only if the
transformidentifier does not conpletely specify the cryptographic algorithnm.

This hierarchical structure was designed to efficiently encode proposals for cryptographic suites
when the nunber of supported suites is |arge because nultiple values are acceptable for nultiple
transforns. The responder MJST choose a single suite, which MAY be any subset of the SA proposal
followi ng the rules bel ow

* Each proposal contains one or nore protocols. |If a proposal is
accepted, the SA response MJST contain the same protocols in the
sane order as the proposal. The responder MJST accept a single

proposal or reject themall and return an error. (Exanple: if a
singl e proposal contains ESP and AH and that proposal is accepted,
both ESP and AH MUST be accepted. |f ESP and AH are included in
separate proposals, the responder MJST accept only one of then).

* Each | Psec protocol proposal contains one or nore transforns.
Each transformcontains a transformtype. The accepted
cryptographi c suite MJUST contain exactly one transform of each
type included in the proposal. For exanple: if an ESP proposal
includes transforns ENCR 3DES, ENCR AES w keysi ze 128, ENCR_AES
w keysi ze 256, AUTH HMVAC MD5, and AUTH HMAC SHA, the accepted
suite MUST contain one of the ENCR_transforms and one of the
AUTH_ transforns. Thus, six conbinations are acceptable.
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I dentifier: RQ_002_6091
RFC Clause:  2.7.

Type: Mandatory
Appliesto: Host
Requirement:

Wien an | KE inplenentation selects a proposal froma received set of choices of |IPsec protocols to
be used within a Security Association, the selected cryptographic suite MJST contain exactly one
transformof each type included in the proposal.

RFC Text:
An SA payl oad consists of one or nore proposals. Each proposal includes one or nore protocols
(usual ly one). Each protocol contains one or nore transforns -- each specifying a cryptographic

al gorithm Each transformcontains zero or nore attributes (attributes are needed only if the
transformidentifier does not conpletely specify the cryptographic algorithnm.

This hierarchical structure was designed to efficiently encode proposals for cryptographic suites
when the nunber of supported suites is |arge because nultiple values are acceptable for nultiple
transforns. The responder MJST choose a single suite, which MAY be any subset of the SA proposal
followi ng the rules bel ow

* Each proposal contains one or nore protocols. |If a proposal is
accepted, the SA response MJST contain the same protocols in the
sane order as the proposal. The responder MJST accept a single

proposal or reject themall and return an error. (Exanple: if a
singl e proposal contains ESP and AH and that proposal is accepted,
both ESP and AH MUST be accepted. |f ESP and AH are included in
separate proposals, the responder MJST accept only one of then).

* Each | Psec protocol proposal contains one or nore transforns.
Each transformcontains a transformtype. The accepted
cryptographi c suite MJUST contain exactly one transform of each
type included in the proposal. For exanple: if an ESP proposal
includes transforns ENCR 3DES, ENCR AES w keysi ze 128, ENCR_AES
w keysi ze 256, AUTH HMVAC MD5, and AUTH HMAC SHA, the accepted
suite MUST contain one of the ENCR_transforms and one of the
AUTH_ transforns. Thus, six conbinations are acceptable.

Identifier: RQ_002_6092
RFC Clause:  2.7.

Type: Mandatory
Appliesto: Host
Requirement:

If an I KE inplenentation receives an IKE_SA INT request containing an invalid Diffie-Hellnan val ue,
it must send an IKE_SA INIT response containing a NOTI FY payload with the Error Type set to
I NVALI D_KE_PAYLQAD i ndicating the correct Diffie-Hellnan group

RFC Text:
Since the initiator sends its Diffie-Hellman value in the IKESAINT, it nust guess the Diffie-
Hel I man group that the responder will select fromits list of supported groups. |If the initiator

guesses wong, the responder will respond with a Notify payl oad of type | NVALI D KE PAYLQOAD
indicating the selected group. In this case, the initiator MIST retry the IKESAINT with the
corrected Diffie-Hellman group. The initiator MJST again propose its full set of acceptable
cryptographi c suites because the rejecti on message was unaut henti cated and otherw se an active
attacker could trick the endpoints into negotiating a weaker suite than a stronger one that they
both prefer.

I dentifier: RQ_002_6093
RFC Clause:  2.8.

Type: Recommended
Appliesto: Host
Requirement:

The security keys that are used in |KE, ESP and AH Security Associ ati ons SHOULD be used only for a
limted period of tinme.
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RFC Text:

| KE, ESP, and AH security associations use secret keys that SHOULD be used only for a limted anount
of time and to protect a limted amount of data. This limts the lifetime of the entire security
association. Wien the lifetine of a security association expires, the security associati on MJST NOT
be used. If there is denmand, new security associ ations MAY be established. Reestablishnment of
security associations to take the place of ones that expire is referred to as "rekeying".

I dentifier: RQ_002_6094
RFC Clause:  2.8.

Type: Recommended
Appliesto: Host
Requirement:

The security keys that are used in |KE, ESP and AH Security Associati ons SHOULD be used to protect a
limted quantity of data.

RFC Text:
| KE, ESP, and AH security associations use secret keys that SHOULD be used only for a |limited amount
of time and to protect a limted amount of data. This limts the lifetime of the entire security
association. Wen the lifetime of a security association expires, the security associati on MJST NOT
be used. If there is denmand, new security associ ations MAY be established. Reestablishnment of
security associations to take the place of ones that expire is referred to as "rekeying".

I dentifier: RQ_002_6095
RFC Clause:  2.8.

Type: Mandatory
Appliesto: Host
Requirement:

When the lifetime of a security association expires, the security associati on MJST NOT be used
further

RFC Text:
| KE, ESP, and AH security associations use secret keys that SHOULD be used only for a limted anount
of time and to protect a limted amount of data. This limts the lifetime of the entire security
association. Wien the lifetine of a security association expires, the security associati on MJST NOT
be used. |If there is demand, new security associati ons MAY be established. Reestablishnment of
security associations to take the place of ones that expire is referred to as "rekeying".

I dentifier: RQ_002_6096
RFC Clause:  2.8.

Type: Optional
Appliesto: Host
Requirement:

Wien the lifetine of a security association expires and if there is denand, a new security
associ ati on MAY be established to replace the expired one

RFC Text:
| KE, ESP, and AH security associations use secret keys that SHOULD be used only for a limted anount

of time and to protect a limted amount of data. This limts the lifetime of the entire security
association. Wien the lifetine of a security association expires, the security association MIJST NOT
be used. |If there is denmand, new security associations MAY be established. Reestablishnment of
security associations to take the place of ones that expire is referred to as "rekeying".

I dentifier: RQ_002_6097
RFC Clause:  2.8.

Type: Optional
Appliesto: Host
Requirement:

An | KE endpoi nt MAY rekey a CHI LD _SA without restarting the entire | KE_SA
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RFC Text:
To allow for minimal |Psec inplenmentations, the ability to rekey SAs without restarting the entire
IKE_SA is optional. An inplenentation MAY refuse all CREATE_CHI LD SA requests within an IKE_SA |If
an SA has expired or is about to expire and rekeying attenpts using the mechani sns described here
fail, an inplenmentation MUST close the | KE_SA and any associated CH LD _SAs and then MAY start new
ones. |nplenentati ons SHOULD support in-place rekeying of SAs, since doing so offers better
performance and is |ikely to reduce the nunber of packets |ost during the transition.

I dentifier: RQ_002_6098
RFC Clause:  2.8.

Type: Optional
Appliesto: Host
Requirement:

An inplenentation MAY refuse all CREATE_CHI LD SA requests within an | KE_SA

RFC Text:
To allow for minimal |Psec inplementations, the ability to rekey SAs without restarting the entire
IKE_SA is optional. An inplenentation MAY refuse all CREATE_CHI LD SA requests within an IKE_SA |If
an SA has expired or is about to expire and rekeying attenpts using the mechani sms described here
fail, an inplenmentation MUST cl ose the | KE_SA and any associated CH LD _SAs and then MAY start new
ones. | nplementations SHOULD support in-place rekeying of SAs, since doing so offers better
performance and is |ikely to reduce the nunmber of packets |ost during the transition.

Identifier: RQ_002_6099
RFC Clause: 2.8.
Type: Mandatory
Appliesto: Host
Requirement:
If an I KE Security Association has expired or is about to expire and rekeying attenpts fail, an

i npl enentati on MJST cl ose the | KE_SA and any associ ated CH LD Sas

RFC Text:
To allow for minimal |Psec inplenmentations, the ability to rekey SAs without restarting the entire
IKE_SA is optional. An inplenentation MAY refuse all CREATE_CHI LD SA requests within an IKE_SA. If
an SA has expired or is about to expire and rekeying attenpts using the mechani snms described here
fail, an inplenentation MUST close the | KE_SA and any associated CH LD Sas and then MAY start new
ones. | nplementations SHOULD support in-place rekeying of SAs, since doing so offers better
performance and is |ikely to reduce the nunmber of packets |ost during the transition.

I dentifier: RQ_002_6100
RFC Clause:  2.8.

Type: Optional
Appliesto: Host
Requirement:

If an inplenentation has closed an | KE_SA because rekeying attenpts have failed, it MAY then start
new ones

RFC Text:
To allow for minimal |Psec inplementations, the ability to rekey SAs without restarting the entire
IKE_SA is optional. An inplenentation MAY refuse all CREATE_CHI LD SA requests within an IKE_SA. If
an SA has expired or is about to expire and rekeying attenpts using the mechani snms described here
fail, an inplenentation MUST close the | KE_SA and any associated CH LD SAs and then MAY start new
ones. | nplenmentations SHOULD support in-place rekeying of SAs, since doing so offers better
performance and is |ikely to reduce the nunmber of packets |ost during the transition.
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I dentifier: RQ_002_6101
RFC Clause:  2.8.

Type: Recommended
Appliesto: Host
Requirement:

| KE i npl enent ati ons SHOULD support the ability to rekey a CH LD _SA without restarting the entire
| KE_SA

RFC Text:
To allow for minimal |Psec inplenmentations, the ability to rekey SAs without restarting the entire
IKE_SA is optional. An inplenentation MAY refuse all CREATE_CHI LD SA requests within an IKE_SA |If
an SA has expired or is about to expire and rekeying attenpts using the mechani sms described here
fail, an inplenentation MUST cl ose the | KE_SA and any associated CH LD _SAs and then MAY start new
ones. | nplementations SHOULD support in-place rekeying of SAs, since doing so offers better
performance and is |ikely to reduce the nunmber of packets |ost during the transition.

Identifier: RQ_002_6102
RFC Clause:  2.8.

Type: Mandatory
Appliesto: Host
Requirement:

In order to rekey a CH LD SA within an existing | KE_SA, an | KE endpoint MJST create a new,
equi val ent CHI LD _SA and, when the new one is established, delete the old one

RFC Text:
To rekey a CH LD _SA within an existing | KE_SA, create a new, equival ent SA (see section 2.17 bel ow),

and when the new one is established, delete the old one. To rekey an | KE_SA, establish a new

equi val ent | KE_SA (see section 2.18 below) with the peer to whomthe old IKE_SA is shared using a
CREATE_CHI LD SA within the existing | KESA. An |KE_SA so created inherits all of the original
IKE_SA's CH LD SAs. Use the new IKE_SA for all control nessages needed to naintain the CH LD _SAs
created by the old I KE_SA and delete the old IKE_SA. The Delete payload to delete itself MJST be
the |l ast request sent over an | KE_SA

I dentifier: RQ_002_6103
RFC Clause:  2.8.

Type: Mandatory
Appliesto: Host
Requirement:

In order to rekey an I KE_SA, an | KE endpoint MJST establish a new equivalent |KE_SA with the peer
with which the old IKE_SA is shared using a CREATE _CHI LD SA within the existing | KE_SA

RFC Text:
To rekey a CH LD _SA within an existing | KE_SA, create a new, equival ent SA (see section 2.17 bel ow),
and when the new one is established, delete the old one. To rekey an |KE_SA, establish a new
equi val ent | KE_SA (see section 2.18 below) with the peer to whomthe old IKE_SA is shared using a
CREATE_CHI LD SA within the existing |IKE_.SA. An |KE_SA so created inherits all of the original
IKE_SA's CHI LD SAs. Use the new IKE_SA for all control nessages needed to nmintain the CH LD _SAs
created by the old IKE_SA, and delete the old IKE_SA. The Delete payload to delete itself MJST be
the |l ast request sent over an | KE_SA

I dentifier: RQ_002_6104
RFC Clause:  2.8.

Type: Mandatory
Appliesto: Host
Requirement:

Wien an | KE endpoi nt has rekeyed an I KE_SA, it MJST Use the new | KE_SA for all control nessages
needed to maintain the CH LD SAs created by the old | KE_SA and delete the old | KE_SA
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RFC Text:
To rekey a CH LD SA within an existing | KE_SA, create a new, equivalent SA (see section 2.17 bel ow),
and when the new one is established, delete the old one. To rekey an |KE_SA, establish a new
equi val ent | KE_SA (see section 2.18 below) with the peer to whomthe old IKE_SA is shared using a
CREATE_CHI LD _SA within the existing |IKE_SA. An |KE_SA so created inherits all of the original
IKE_SA's CH LD SAs. Use the new IKE_SA for all control nessages needed to nmintain the CH LD _SAs
created by the old | KE_SA, and delete the old IKE_SA. The payload to delete itself MJST be the |ast
request sent over an | KE_SA

I dentifier: RQ_002 6105
RFC Clauses  2.8.

Type: Mandatory
Appliesto: Host
Requirement:

Wien an | KE endpoi nt has rekeyed an | KE_SA, the nessage containing the payload to delete the old
| KE_SA MJST be the l|ast request sent over the old | KE_SA

RFC Text:
To rekey a CH LD SA within an existing | KE_SA, create a new, equivalent SA (see section 2.17 bel ow),
and when the new one is established, delete the old one. To rekey an | KE_SA, establish a new
equi val ent | KE_SA (see section 2.18 below) with the peer to whomthe old IKE_SA is shared using a
CREATE_CHI LD SA within the existing |IKE_SA. An IKE_SA so created inherits all of the original
IKE_SA's CH LD SAs. Use the new IKE_SA for all control nessages needed to nmintain the CH LD _SAs
created by the old | KE_SA, and delete the old IKE_SA. The payload to delete itself MJST be the |ast
request sent over an | KE_SA

I dentifier: RQ_002_6106
RFC Clause:  2.8.

Type: Recommended
Appliesto: Host
Requirement:

An | KE Security Association SHOULD be rekeyed before the existing one expires and becones unusabl e

RFC Text:
SAs SHOULD be rekeyed proactively, i.e., the new SA shoul d be established before the old one expires
and becones unusabl e. Enough tinme should el apse between the tinme the new SA is established and the
ol d one becomes unusable so that traffic can be switched over to the new SA

I dentifier: RQ_002 6107
RFC Clause:  2.8.

Type: Recommended
Appliesto: Host
Requirement:

Wien rekeying an | KE Security Association, an | KE endpoint SHOULD NOT finally delete the old | KE_SA
until all of its current traffic has been swi tched over to the new | KE_SA

RFC Text:
SAs SHOULD be rekeyed proactively, i.e., the new SA shoul d be established before the old one expires
and becones unusable. Enough tinme should el apse between the tinme the new SA is established and the
ol d one becones unusable so that traffic can be switched over to the new SA
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I dentifier: RQ_002_6108
RFC Clause:  2.8.

Type: Recommended
Appliesto: Host
Requirement:

Wien the lifetinme of an | KE_SA expires, an | KE endpoint SHOULD close it if there has been no traffic
on it since the last time the | KE_SA was rekeyed

RFC Text:
A difference between IKEvl and IKEv2 is that in IKEvl SA lifetinmes were negotiated. In |IKEv2, each
end of the SAis responsible for enforcing its own lifetinme policy on the SA and rekeying the SA
when necessary. |If the two ends have different lifetine policies, the end with the shorter lifetine
will end up always being the one to request the rekeying. |If an SA bundl e has been inactive for a
long time and if an endpoint would not initiate the SAin the absence of traffic, the endpoint MAY
choose to close the SA instead of rekeying it when its lifetine expires. It SHOULD do so if there

has been no traffic since the last time the SA was rekeyed

I dentifier: RQ_002_6109
RFC Clause:  2.8.

Type: Recommended
Appliesto: Host
Requirement:

The timng of rekeying requests SHOULD be del ayed by a random anount of tinme after the need for
rekeying is detected

RFC Text:
If the two ends have the sane lifetine policies, it is possible that both will initiate a rekeying
at the same time (which will result in redundant SAs). To reduce the probability of this happening,
the timng of rekeying requests SHOULD be jittered (del ayed by a random anount of tine after the
need for rekeying is noticed).

This formof rekeying may tenporarily result in nultiple simlar SAs between the sane pairs of
nodes. \Wen there are two SAs eligible to receive packets, a node MJST accept incomi ng packets
through either SA. |If redundant SAs are created though such a collision, the SA created with the
| owest of the four nonces used in the two exchanges SHOULD be cl osed by the endpoint that created
it.

Note that |KEv2 deliberately allows parallel SAs with the sane traffic selectors between common
endpoints. One of the purposes of this is to support traffic quality of service (QS) differences
anmong the SAs (see [RFC2474], [RFC2475], and section 4.1 of [RFC2983]). Hence unlike IKEvl, the
conbi nati on of the endpoints and the traffic selectors may not uniquely identify an SA between those
endpoints, so the | KEvl rekeying heuristic of deleting SAs on the basis of duplicate traffic

sel ectors SHOULD NOT be used.

The node that initiated the surviving rekeyed SA SHOULD del ete the replaced SA after the new one is
est abl i shed.
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I dentifier: RQ_002_6110
RFC Clause:  2.8.

Type: Mandatory
Appliesto: Host
Requirement:

When an | KE endpoint has two | KE Security Associations eligible to receive packets, it MJST accept
i ncom ng packets through either Security Association

RFC Text:
If the two ends have the sane lifetine policies, it is possible that both will initiate a rekeying
at the same time (which will result in redundant SAs). To reduce the probability of this happening,
the timng of rekeying requests SHOULD be jittered (del ayed by a random anount of tine after the
need for rekeying is noticed).

This formof rekeying may tenporarily result in nmultiple simlar SAs between the same pairs of
nodes. \Wen there are two SAs eligible to receive packets, a node MJST accept incomi ng packets
through either SA. |If redundant SAs are created though such a collision, the SA created with the
| owest of the four nonces used in the two exchanges SHOULD be cl osed by the endpoint that created
it.

Note that | KEv2 deliberately allows parallel SAs with the sane traffic selectors between conmon
endpoints. One of the purposes of this is to support traffic quality of service (QS) differences
among the SAs (see [RFC2474], [RFC2475], and section 4.1 of [RFC2983]). Hence unlike | KEvl, the
conbi nati on of the endpoints and the traffic selectors may not uniquely identify an SA between those
endpoi nts, so the | KEvl rekeying heuristic of deleting SAs on the basis of duplicate traffic

sel ectors SHOULD NOT be used.

The node that initiated the surviving rekeyed SA SHOULD del ete the replaced SA after the new one is
est abl i shed.

I dentifier: RQ_002_6111
RFC Clause:  2.8.

Type: Recommended
Appliesto: Host
Requirement:

I f redundant | KE Security Associations are created as a result of both endpoints rekeying the sane
Security Association at the same tinme, the Security Association created with the |owest of the four
nonces used in the two exchanges SHOULD be closed by the endpoint that created it

RFC Text:
If the two ends have the sane lifetine policies, it is possible that both will initiate a rekeying
at the same time (which will result in redundant SAs). To reduce the probability of this happening,
the timng of rekeying requests SHOULD be jittered (del ayed by a random anount of tine after the
need for rekeying is noticed).

This formof rekeying may tenporarily result in nmultiple simlar SAs between the sanme pairs of
nodes. Wen there are two SAs eligible to receive packets, a node MJST accept inconing packets
through either SA. |If redundant SAs are created though such a collision, the SA created with the
| owest of the four nonces used in the two exchanges SHOULD be cl osed by the endpoint that created
it.

Note that | KEv2 deliberately allows parallel SAs with the sane traffic selectors between common
endpoints. One of the purposes of this is to support traffic quality of service (QoS) differences
anong the SAs (see [RFC2474], [RFC2475], and section 4.1 of [RFC2983]). Hence unlike IKEvl, the
conbi nation of the endpoints and the traffic selectors may not uniquely identify an SA between those
endpoints, so the | KEvl rekeying heuristic of deleting SAs on the basis of duplicate traffic

sel ectors SHOULD NOT be used.

The node that initiated the surviving rekeyed SA SHOULD del ete the replaced SA after the new one is
est abl i shed.
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I dentifier: RQ_002_6112
RFC Clause:  2.8.

Type: Recommended
Appliesto: Host
Requirement:

If a redundant | KE Security Association has been closed after a sinultaneous rekeying, the |KE
endpoint that initiated the surviving rekeyed Security Associati on SHOULD del ete the repl aced
Security Association after the new one is established

RFC Text:
If the two ends have the sane lifetine policies, it is possible that both will initiate a rekeying
at the same time (which will result in redundant SAs). To reduce the probability of this happening,
the timng of rekeying requests SHOULD be jittered (delayed by a random anount of tine after the
need for rekeying is noticed).

This formof rekeying may tenporarily result in nultiple simlar SAs between the sane pairs of
nodes. \Wen there are two SAs eligible to receive packets, a node MJST accept incom ng packets
through either SA. |If redundant SAs are created though such a collision, the SA created with the
| owest of the four nonces used in the two exchanges SHOULD be cl osed by the endpoint that created
it.

Note that | KEv2 deliberately allows parallel SAs with the sane traffic selectors between common
endpoints. One of the purposes of this is to support traffic quality of service (QS) differences
anong the SAs (see [RFC2474], [RFC2475], and section 4.1 of [RFC2983]). Hence unlike IKEvl, the
conbi nation of the endpoints and the traffic selectors may not uniquely identify an SA between those
endpoints, so the | KEvl rekeying heuristic of deleting SAs on the basis of duplicate traffic

sel ectors SHOULD NOT be used.

The node that initiated the surviving rekeyed SA SHOULD del ete the replaced SA after the new one is
est abl i shed.

I dentifier: RQ 002 6113
RFC Clause:  2.8.

Type: Mandatory
Appliesto: Host
Requirement:

The responder to a CREATE CHI LD _SA MJUST be prepared to accept nmessages on the Security Association
before sending its response to the creation request

RFC Text:
There are timng windows -- particularly in the presence of |ost packets -- where endpoints may not
agree on the state of an SA. The responder to a CREATE CH LD _SA MJST be prepared to accept nessages
on an SA before sending its response to the creation request, so there is no anbiguity for the
initiator. The initiator MAY begin sending on an SA as soon as it processes the response. The
initiator, however, cannot receive on a newy created SA until it receives and processes the
response to its CREATE CHI LD SA request. How, then, is the responder to know when it is OK to send
on the newly created SA?

From a technical correctness and interoperability perspective, the responder MAY begin sending on an
SA as soon as it sends its response to the CREATE CH LD SA request. |n sone situations, however,
this could result in packets unnecessarily being dropped, so an inplenmentati on MAY want to defer
such sendi ng.

The responder can be assured that the initiator is prepared to receive nessages on an SA if either
(1) it has received a cryptographically valid message on the new SA, or (2) the new SA rekeys an
existing SA and it receives an | KE request to close the replaced SA. Wen rekeying an SA, the
responder SHOULD continue to send nessages on the old SA until one of those events occurs. Wen
establ i shing a new SA, the responder MAY defer sending nmessages on a new SA until either it receives
one or a timeout has occurred. |f an initiator receives a nmessage on an SA for which it has not
received a response to its CREATE CHI LD SA request, it SHOULD interpret that as a |ikely packet |oss
and retransmt the CREATE CHI LD SA request. An initiator MAY send a dummy nmessage on a newy
created SAif it has no nessages queued in order to assure the responder that the initiator is ready
to receive messages.
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I dentifier: RQ_002_6114
RFC Clause:  2.8.

Type: Optional
Appliesto: Host
Requirement:

The initiator of a CREATE CH LD SA MAY begin sending on the Security Association as soon as it
processes the response

RFC Text:
There are timng windows -- particularly in the presence of |ost packets -- where endpoints may not
agree on the state of an SA. The responder to a CREATE CHI LD _SA MJST be prepared to accept messages
on an SA before sending its response to the creation request, so there is no anbiguity for the
initiator. The initiator MAY begin sending on an SA as soon as it processes the response. The
initiator, however, cannot receive on a newy created SA until it receives and processes the
response to its CREATE CHI LD SA request. How, then, is the responder to know when it is OKto send
on the newy created SA?

From a technical correctness and interoperability perspective, the responder MAY begin sending on an
SA as soon as it sends its response to the CREATE CH LD SA request. |n sonme situations, however,
this could result in packets unnecessarily being dropped, so an inplenmentation MAY want to defer
such sendi ng.

The responder can be assured that the initiator is prepared to receive nessages on an SA if either
(1) it has received a cryptographically valid nmessage on the new SA, or (2) the new SA rekeys an
existing SA and it receives an | KE request to close the replaced SA. Wen rekeying an SA the
responder SHOULD continue to send nmessages on the old SA until one of those events occurs. Wen
establishing a new SA, the responder MAY defer sending nmessages on a new SA until either it receives
one or a tinmeout has occurred. |If an initiator receives a nessage on an SA for which it has not
received a response to its CREATE CHI LD SA request, it SHOULD interpret that as a |ikely packet |oss
and retransmt the CREATE CHI LD _SA request. An initiator MAY send a dummy nmessage on a newWy
created SAif it has no nmessages queued in order to assure the responder that the initiator is ready
to receive nmessages.

I dentifier: RQ_002_6115
RFC Clause:  2.8.

Type: Optional
Appliesto: Host
Requirement:

When an | KE inpl enentation receives a CREAT_CH LD _SA request, it MAY begin sending on the Security
Associ ation as soon as it has sent its response to the request

RFC Text:
There are timng windows -- particularly in the presence of |ost packets -- where endpoints may not
agree on the state of an SA. The responder to a CREATE CH LD _SA MJST be prepared to accept nessages
on an SA before sending its response to the creation request, so there is no anbiguity for the
initiator. The initiator MAY begin sending on an SA as soon as it processes the response. The
initiator, however, cannot receive on a newy created SA until it receives and processes the
response to its CREATE CH LD SA request. How, then, is the responder to know when it is OK to send
on the newy created SA?

From a technical correctness and interoperability perspective, the responder MAY begin sending on an
SA as soon as it sends its response to the CREATE CH LD SA request. |n some situations, however,
this could result in packets unnecessarily being dropped, so an inplenmentation MAY want to defer
such sendi ng.

The responder can be assured that the initiator is prepared to receive nessages on an SA if either
(1) it has received a cryptographically valid message on the new SA, or (2) the new SA rekeys an
existing SA and it receives an | KE request to close the replaced SA. Wen rekeying an SA the
responder SHOULD continue to send nmessages on the old SA until one of those events occurs. Wen
establishing a new SA, the responder MAY defer sending nmessages on a new SA until either it receives
one or a tinmeout has occurred. |f an initiator receives a nessage on an SA for which it has not
received a response to its CREATE CHI LD SA request, it SHOULD interpret that as a |ikely packet |oss
and retransmt the CREATE CHI LD _SA request. An initiator MAY send a dummy nmessage on a newy
created SAif it has no messages queued in order to assure the responder that the initiator is ready
to receive nmessages.
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I dentifier: RQ_002_6116
RFC Clause:  2.8.

Type: Recommended
Appliesto: Host
Requirement:

Wien a Security Association is in the process of being rekeyed, the responding | KE endpoi nt SHOULD
continue to send nmessages on the old Security Association until either (1) it has received a
cryptographically valid nmessage on the new Security Association, or (2) the new Security Association
rekeys an existing Security Association and it receives an | KE request to close the replaced
Security Association

RFC Text:
There are timng windows -- particularly in the presence of |ost packets -- where endpoints may not
agree on the state of an SA. The responder to a CREATE CH LD _SA MJST be prepared to accept nessages
on an SA before sending its response to the creation request, so there is no anbiguity for the
initiator. The initiator MAY begin sending on an SA as soon as it processes the response. The
initiator, however, cannot receive on a newy created SA until it receives and processes the
response to its CREATE CHI LD SA request. How, then, is the responder to know when it is OKto send
on the newly created SA?

From a technical correctness and interoperability perspective, the responder MAY begin sending on an
SA as soon as it sends its response to the CREATE CH LD SA request. |n sonme situations, however,
this could result in packets unnecessarily being dropped, so an inplenmentati on MAY want to defer
such sendi ng.

The responder can be assured that the initiator is prepared to receive nessages on an SA if either
(1) it has received a cryptographically valid nmessage on the new SA or (2) the new SA rekeys an
existing SA and it receives an |KE request to close the replaced SA. Wen rekeying an SA the
responder SHOULD continue to send nessages on the old SA until one of those events occurs. Wen
establishing a new SA, the responder MAY defer sending nmessages on a new SA until either it receives
one or a timeout has occurred. |f an initiator receives a nmessage on an SA for which it has not
received a response to its CREATE CHI LD SA request, it SHOULD interpret that as a |ikely packet |oss
and retransmt the CREATE CHI LD SA request. An initiator MAY send a dummy nmessage on a newy
created SAif it has no nmessages queued in order to assure the responder that the initiator is ready
to receive messages.

I dentifier: RQ_002_6117
RFC Clause:  2.8.

Type: Optional
Appliesto: Host
Requirement:

When a new Security Association is in the process of being established, the responding | KE endpoi nt
MAY defer sending nessages on a new SA until either it receives one itself or a tineout has occurred

RFC Text:
There are timng windows -- particularly in the presence of |ost packets -- where endpoints may not
agree on the state of an SA. The responder to a CREATE CH LD _SA MJST be prepared to accept nessages
on an SA before sending its response to the creation request, so there is no anbiguity for the
initiator. The initiator MAY begin sending on an SA as soon as it processes the response. The
initiator, however, cannot receive on a newy created SA until it receives and processes the
response to its CREATE CH LD SA request. How, then, is the responder to know when it is OK to send
on the newly created SA?

From a technical correctness and interoperability perspective, the responder MAY begin sending on an
SA as soon as it sends its response to the CREATE CH LD SA request. |In some situations, however,
this could result in packets unnecessarily being dropped, so an inplenmentati on MAY want to defer
such sendi ng.

The responder can be assured that the initiator is prepared to receive nessages on an SAif either
(1) it has received a cryptographically valid nmessage on the new SA or (2) the new SA rekeys an
existing SA and it receives an | KE request to close the replaced SA. Wen rekeying an SA the
responder SHOULD continue to send nessages on the old SA until one of those events occurs. Wen
establishing a new SA, the responder MAY defer sending nmessages on a new SA until either it receives
one or a timeout has occurred. |f an initiator receives a nmessage on an SA for which it has not
received a response to its CREATE CH LD SA request, it SHOULD interpret that as a |ikely packet |oss
and retransmt the CREATE CHI LD SA request. An initiator MAY send a dummy nmessage on a newy
created SAif it has no nmessages queued in order to assure the responder that the initiator is ready
to receive messages.
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I dentifier: RQ_002_6118
RFC Clause:  2.8.

Type: Recommended
Appliesto: Host
Requirement:

If an | KE endpoi nt has sent a CREATE_CHI LD _SA request and receives a nessage on the CH LD _SA before
it has received a response to its request, it SHOULD retransnmit the CREATE CH LD SA request.

RFC Text:
There are timng windows -- particularly in the presence of |ost packets -- where endpoints may not
agree on the state of an SA. The responder to a CREATE CHI LD _SA MJST be prepared to accept messages
on an SA before sending its response to the creation request, so there is no anbiguity for the
initiator. The initiator MAY begin sending on an SA as soon as it processes the response. The
initiator, however, cannot receive on a newy created SA until it receives and processes the
response to its CREATE CHI LD SA request. How, then, is the responder to know when it is OKto send
on the newy created SA?

From a technical correctness and interoperability perspective, the responder MAY begin sending on an
SA as soon as it sends its response to the CREATE CH LD SA request. |n sonme situations, however,
this could result in packets unnecessarily being dropped, so an inplenmentation MAY want to defer
such sendi ng.

The responder can be assured that the initiator is prepared to receive nessages on an SA if either
(1) it has received a cryptographically valid nmessage on the new SA, or (2) the new SA rekeys an
existing SA and it receives an | KE request to close the replaced SA. Wen rekeying an SA the
responder SHOULD continue to send nmessages on the old SA until one of those events occurs. Wen
establishing a new SA, the responder MAY defer sending nmessages on a new SA until either it receives
one or a tinmeout has occurred. |f an initiator receives a nessage on an SA for which it has not
received a response to its CREATE CHI LD SA request, it SHOULD interpret that as a |ikely packet |oss
and retransmt the CREATE CHI LD _SA request. An initiator MAY send a dummy nmessage on a newy
created SAif it has no messages queued in order to assure the responder that the initiator is ready
to receive nmessages.

I dentifier: RQ_002_6119
RFC Clause:  2.8.

Type: Optional
Appliesto: Host
Requirement:

An | KE endpoi nt MAY send a dummy nessage on a Security Association that it has recently created if
there no incom ng nessages queued for that Security Association and none have been previously
recei ved

RFC Text:
There are timng windows -- particularly in the presence of |ost packets -- where endpoints may not
agree on the state of an SA. The responder to a CREATE CHI LD _SA MJST be prepared to accept nessages
on an SA before sending its response to the creation request, so there is no anbiguity for the
initiator. The initiator MAY begin sending on an SA as soon as it processes the response. The
initiator, however, cannot receive on a newy created SA until it receives and processes the
response to its CREATE CHI LD SA request. How, then, is the responder to know when it is OK to send
on the newy created SA?

From a technical correctness and interoperability perspective, the responder MAY begin sending on an
SA as soon as it sends its response to the CREATE CH LD _SA request. |n sone situations, however,
this could result in packets unnecessarily being dropped, so an inplenmentation MAY want to defer
such sendi ng.

The responder can be assured that the initiator is prepared to receive nessages on an SA if either
(1) it has received a cryptographically valid nmessage on the new SA, or (2) the new SA rekeys an
existing SA and it receives an | KE request to close the replaced SA. Wen rekeying an SA, the
responder SHOULD continue to send nmessages on the old SA until one of those events occurs. Wen
establishing a new SA, the responder MAY defer sending nmessages on a new SA until either it receives
one or a tinmeout has occurred. |If an initiator receives a nessage on an SA for which it has not
received a response to its CREATE_CH LD SA request, it SHOULD interpret that as a |ikely packet |oss
and retransmt the CREATE CHI LD SA request. An initiator MAY send a dummy nmessage on a newy
created SAif it has no nessages queued in order to assure the responder that the initiator is ready
to recei ve nessages.
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I dentifier: RQ_002_6120
RFC Clause:  2.9.

Type: Mandatory
Appliesto: Host
Requirement:

When an | P packet is received by an RFC4301-conpliant |Psec subsystem and matches a "protect"
selector in its Security Policy Database (SPD), the subsystem MJUST protect that packet with |psec

RFC Text:
When an | P packet is received by an RFC4301-conpliant |Psec subsystem and matches a "protect"
selector in its Security Policy Database (SPD), the subsystem MJUST protect that packet with I|psec.
When no SA exists yet, it is the task of IKE to create it. Mintenance of a systemis SPD is outside
the scope of IKE (see [PFKEY] for an exanple protocol), though sone inplenentations m ght update
their SPD in connection with the running of IKE (for an exanple scenario, see section 1.1.3).

I dentifier: RQ _002 6121
RFC Clause:  2.9.

Type: Mandatory
Appliesto: Host
Requirement:

When an | P packet is received by an RFC4301-conpliant |Psec subsystem and matches a "protect"
selector in its Security Policy Database (SPD) and no appropriate Security Association exists yet,
the IKE inplementation MUST create it

RFC Text:
When an | P packet is received by an RFC4301-conpliant |Psec subsystem and matches a "protect"
selector in its Security Policy Database (SPD), the subsystem MUST protect that packet with |psec.
Wien no SA exists yet, it is the task of IKE to create it. Mintenance of a systemis SPD is outside
the scope of IKE (see [PFKEY] for an exanple protocol), though sone inplenentations m ght update
their SPD in connection with the running of IKE (for an exanple scenario, see section 1.1.3).

Identifier: RQ_002 6122
RFC Clause:  2.9.

Type: Recommended
Appliesto: Host
Requirement:

If an IKE inplenentation initiates a request for a CHILD SA to enable it to support the particul ar
security requirenents of an incom ng data packet, the first traffic selector specified in both the
TSi and the TSr payl oads of the request SHOULD identify the addresses in the packet triggering the
request

RFC Text:
It is possible for the responder's policy to contain nultiple snaller ranges, all enconpassed by the
initiator's traffic selector, and with the responder's policy being that each of those ranges should
be sent over a different SA. Continuing the exanpl e above, the responder night have a policy of
being willing to tunnel those addresses to and fromthe initiator, but might require that each
address pair be on a separately negotiated CH LD SA. If the initiator generated its request in
response to an incomng packet from 192.0.1.43 to 192.0.2.123, there would be no way for the
responder to determne which pair of addresses should be included in this tunnel, and it would have
to make a guess or reject the request with a status of SINGLE_PAI R REQUI RED.

To enabl e the responder to choose the appropriate range in this case, if the initiator has requested
the SA due to a data packet, the initiator SHOULD include as the first traffic selector in each of
TSi and TSr a very specific traffic selector including the addresses in the packet triggering the
request. In the exanple, the initiator would include in TSi two traffic selectors: the first

contai ning the address range (192.0.1.43 - 192.0.1.43) and the source port and IP protocol fromthe
packet and the second containing (192.0.1.0 - 192.0.1.255) with all ports and |IP protocols. The
initiator would simlarly include two traffic selectors in TSr.
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I dentifier: RQ_002_6123
RFC Clause:  2.9.

Type: Mandatory
Appliesto: Host
Requirement:

If an | KE endpoint receives a CH LD _SA request and is unable to accept the entire set of traffic
selectors in the request but is able to accept the first selector of TSi and TSr, then it MJST send
a response which identifies the initiator's first choices as the Traffic Selectors it is able to
suppor t

RFC Text:
To enabl e the responder to choose the appropriate range in this case, if the initiator has requested
the SA due to a data packet, the initiator SHOULD include as the first traffic selector in each of
TSi and TSr a very specific traffic selector including the addresses in the packet triggering the
request. In the exanple, the initiator would include in TSi two traffic selectors: the first
contai ning the address range (192.0.1.43 - 192.0.1.43) and the source port and IP protocol fromthe
packet and the second containing (192.0.1.0 - 192.0.1.255) with all ports and |IP protocols. The
initiator would simlarly include two traffic selectors in TSr.

If the responder's policy does not allow it to accept the entire set of traffic selectors in the

initiator's request, but does allow himto accept the first selector of TSi and TSr, then the
responder MJUST narrow the traffic selectors to a subset that includes the initiator's first choices.

Identifier: RQ_002_6124
RFC Clause:  2.9.

Type: Optional
Appliesto: Host
Requirement:

If an IKE inplenentation initiates a request for a CH LD_SA which is not in response to an inconing
packet, the first Traffic Selectors in the TSi and TSr payl oads MAY specify ranges rather than
speci fic val ues

RFC Text:
If the initiator creates the CH LD SA pair not in response to an arriving packet, but rather, say,
upon startup, then there nmay be no specific addresses the initiator prefers for the initial tunnel
over any other. |In that case, the first values in TSi and TSr MAY be ranges rather than specific
val ues, and the responder chooses a subset of the initiator's TSi and TSr that are acceptable. |If
nmore than one subset is acceptable but their union is not, the responder MJUST accept some subset and
MAY include a Notify payload of type ADDI TI ONAL_TS_POSSIBLE to indicate that the initiator mght
want to try again. This case will occur only when the initiator and responder are configured
differently fromone another. |f the initiator and responder agree on the granularity of tunnels,
the initiator will never request a tunnel w der than the responder will accept. Such
m sconfigurations SHOULD be recorded in error |ogs.

I dentifier: RQ _002 6125
RFC Clause:  2.9.

Type: Mandatory
Appliesto: Host
Requirement:

If an I KE inplenentation receives a request for a CHILD SA in which the first Traffic Selectors in
the TSi and TSr payl oads specify ranges rather than specific values, it MJST respond with TSi and
TSr payl oads indicating the subset of Traffic Selector values it is able to support

RFC Text:
If the initiator creates the CH LD SA pair not in response to an arriving packet, but rather, say,
upon startup, then there may be no specific addresses the initiator prefers for the initial tunnel
over any other. |In that case, the first values in TSi and TSr MAY be ranges rather than specific
val ues, and the responder chooses a subset of the initiator's TSi and TSr that are acceptable. |If
nmore than one subset is acceptable but their union is not, the responder MJUST accept some subset and
MAY include a Notify payload of type ADDI TI ONAL_TS_POSSIBLE to indicate that the initiator m ght
want to try again. This case will occur only when the initiator and responder are configured
differently fromone another. |f the initiator and responder agree on the granularity of tunnels,
the initiator will never request a tunnel w der than the responder will accept. Such
m sconfigurations SHOULD be recorded in error |ogs.
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I dentifier: RQ_002_6126
RFC Clause:  2.9.

Type: Optional
Appliesto: Host
Requirement:

When an | KE inpl enentation responds to a request for a CH LD _SA and includes in the response TSi and
TSr payl oads indicating the subset of Traffic Selector values it is able to support, it MAY al so
include a Notify payl oad of type ADDI TI ONAL_TS PGCSSI BLE

RFC Text:
If the initiator creates the CH LD SA pair not in response to an arriving packet, but rather, say,
upon startup, then there may be no specific addresses the initiator prefers for the initial tunne
over any other. In that case, the first values in TSi and TSr MAY be ranges rather than specific
val ues, and the responder chooses a subset of the initiator's TSi and TSr that are acceptable. |If
nmore than one subset is acceptable but their union is not, the responder MJUST accept some subset and
MAY include a Notify payl oad of type ADDI TIONAL_TS POSSIBLE to indicate that the initiator m ght
want to try again. This case will occur only when the initiator and responder are configured
differently fromone another. |f the initiator and responder agree on the granularity of tunnels
the initiator will never request a tunnel w der than the responder will accept. Such
m sconfigurati ons SHOULD be recorded in error |ogs

I dentifier: RQ_002_6127
RFC Clause:  2.10.

Type: Mandatory
Appliesto: Host
Requirement:

The nonces included in both | KE_INIT_SA requests and CREATE CHI LD_SA requests MJST be randomy
chosen

RFC Text:
The IKE_SA INIT nessages each contain a nonce. These nonces are used as inputs to cryptographic
functions. The CREATE_CHI LD SA request and the CREATE_CHI LD SA response al so contain nonces. These
nonces are used to add freshness to the key derivation technique used to obtain keys for CH LD _SA
and to ensure creation of strong pseudo- randombits fromthe Diffie-Hellnman key. Nonces used in
| KEv2 MJUST be randomly chosen, MJST be at l|east 128 bits in size, and MIST be at |east half the key
size of the negotiated prf. ("prf" refers to "pseudo-random function", one of the cryptographic
al gorithnms negotiated in the | KE exchange.) |f the same random nunber source is used for both keys
and nonces, care nust be taken to ensure that the latter use does not conpronise the former

I dentifier: RQ _002 6128
RFC Clause:  2.10.

Type: Mandatory
Appliesto: Host
Requirement:

The nonces included in both | KE_INIT_SA requests and CREATE _CHI LD_SA requests MJST be at |east 128
bits in length

RFC Text:
The |KE_SA I NIT nessages each contain a nonce. These nonces are used as inputs to cryptographic
functions. The CREATE_CHI LD SA request and the CREATE_CHI LD SA response al so contain nonces. These
nonces are used to add freshness to the key derivation technique used to obtain keys for CH LD _SA
and to ensure creation of strong pseudo- randombits fromthe Diffie-Hellnan key. Nonces used in
| KEv2 MJUST be randomly chosen, MJST be at l|east 128 bits in size, and MIST be at |east half the key
size of the negotiated prf. ("prf" refers to "pseudo-random function", one of the cryptographic
al gorithms negotiated in the | KE exchange.) |f the same random nunber source is used for both keys
and nonces, care nust be taken to ensure that the latter use does not conpronise the former
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I dentifier: RQ_002_6129
RFC Clause:  2.10.

Type: Mandatory
Appliesto: Host
Requirement:

The nonces included in both | KE_INIT_SA requests and CREATE CH LD _SA requests MJST be at |east half
the key length of the pseudo-random function (prf) negotiated in the | KE exchange

RFC Text:
The IKE_SA INIT nessages each contain a nonce. These nonces are used as inputs to cryptographic
functions. The CREATE_CHI LD SA request and the CREATE_CHI LD SA response al so contain nonces. These
nonces are used to add freshness to the key derivation technique used to obtain keys for CH LD _SA
and to ensure creation of strong pseudo- randombits fromthe Diffie-Hellman key. Nonces used in
| KEv2 MJUST be randomly chosen, MJST be at least 128 bits in size, and MIST be at least half the key
size of the negotiated prf. ("prf" refers to "pseudo-random function", one of the cryptographic
al gorithnms negotiated in the | KE exchange.) |f the same random nunber source is used for both keys
and nonces, care nust be taken to ensure that the latter use does not conpronise the forner

Identifier: RQ 002 6130
RFC Clause: 2.11.

Type: Mandatory
Appliesto: Host
Requirement:

An | KE inpl enentati on MUST accept incom ng | KE requests by responding to the address and port from
whi ch the request was received even if the source port is not 500 or 4500

RFC Text:
| KE runs over UDP ports 500 and 4500, and inplicitly sets up ESP and AH associ ations for the sane |IP
addresses it runs over. The |P addresses and ports in the outer header are, however, not thensel ves
cryptographically protected, and IKE is designed to work even through Network Address Translation
(NAT) boxes. An inplenentation MIST accept incom ng requests even if the source port is not 500 or
4500, and MUST respond to the address and port from which the request was received. |t MJST specify
the address and port at which the request was received as the source address and port in the

response. | KE functions identically over |Pv4d or |Pv6
Identifier: RQ_002_6131
RFC Clause:  2.11.
Type: Mandatory
Appliesto: Host
Requirement:

When responding to an incomng | KE request, an I KE inplenmentati on MUST specify the address and port
at which the request was received as the source address and port in the response

RFC Text:
| KE runs over UDP ports 500 and 4500, and inplicitly sets up ESP and AH associ ations for the sane |IP
addresses it runs over. The IP addresses and ports in the outer header are, however, not thenselves
cryptographically protected, and IKE is designed to work even through Network Address Translation
(NAT) boxes. An inplenentati on MIST accept incom ng requests even if the source port is not 500 or
4500, and MUST respond to the address and port from which the request was received. |t MJST specify
the address and port at which the request was received as the source address and port in the
response. | KE functions identically over |Pv4 or |Pv6
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I dentifier: RQ_002_6132
RFC Clause:  2.12.

Type: Mandatory
Appliesto: Host
Requirement:

When an | KE Security Association is closed, each endpoint MJST NOT reuse either the keys used by the
Security Association or any information that could be used to reconpute those keys (including the
secrets used in the Diffie-Hellman cal cul ati on and any data that may persist in a pseudo-random
nunber generator that could be used to reconpute the Diffie-Hell nman secrets)

RFC Text:
| KE generates keying naterial using an epheneral Diffie-Hellnman exchange in order to gain the
property of "perfect forward secrecy". This nmeans that once a connection is closed and its
correspondi ng keys are forgotten, even soneone who has recorded all of the data fromthe connection
and gets access to all of the long-termkeys of the two endpoints cannot reconstruct the keys used
to protect the conversation wi thout doing a brute force search of the session key space.

Achi eving perfect forward secrecy requires that when a connection is closed, each endpoi nt MJST
forget not only the keys used by the connection but also any infornation that could be used to
reconpute those key}. In particular, it MJST forget the secrets used in the Diffie-Hellman

cal cul ation and any state that may persist in the state of a pseudo-random nunber generator that
could be used to reconpute the Diffie-Hellman secrets

I dentifier: RQ 002 6133
RFC Clause:  2.12.

Type: Optional
Appliesto: Host
Requirement:

An | KE endpoi nt MAY reuse Diffie-Hellman exponentials for nmultiple Security Association setups

RFC Text:
Since the conputing of Diffie-Hellman exponentials is conputationally expensive, an endpoint may
find it advantageous to reuse those exponentials for nultiple connection setups. There are several
reasonabl e strategies for doing this. An endpoint could choose a new exponential only periodically
though this could result in | ess-than- perfect forward secrecy if sone connection lasts for |ess
than the lifetine of the exponential. O it could keep track of which exponential was used for each
connection and del ete the informati on associated with the exponential only when some correspondi ng
connection was closed. This would allow the exponential to be reused w thout |osing perfect forward
secrecy at the cost of maintaining nore state.

Deci sions as to whether and when to reuse Diffie-Hellnan exponentials is a private decision in the
sense that it will not affect interoperability. An inplenmentation that reuses exponentials MAY
choose to renmenber the exponential used by the other endpoint on past exchanges and if one is reused
to avoid the second half of the calcul ation.

Identifier: RQ_002_6134
RFC Clause:  2.13.

Type: Mandatory
Appliesto: Host
Requirement:

When establishing an | KE Security Association, an | KE i npl enentation MJUST specify a fixed key size
in the Transforns substructure of the Proposals payl oad even for algorithnms that accept a variable
| ength key

RFC Text:
In the context of the IKE_SA four cryptographic algorithns are negotiated: an encryption algorithm
an integrity protection algorithm a Diffie-Hellman group, and a pseudo-random function (prf). The
pseudo-random function is used for the construction of keying material for all of the cryptographic
al gorithns used in both the | KE_SA and the CH LD _SAs.
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W assune that each encryption algorithmand integrity protection algorithmuses a fixed-size key
and that any randomly chosen value of that fixed size can serve as an appropriate key. For

al gorithns that accept a variable length key, a fixed key size MJIST be specified as part of the
cryptographi c transformnegotiated. For algorithms for which not all values are valid keys (such as
DES or 3DES with key parity), the algorithmby which keys are derived fromarbitrary val ues MJST be
specified by the cryptographic transform For integrity protection functions based on Hashed
Message Aut hentication Code (HVAC), the fixed key size is the size of the output of the underlying
hash function. Wen the prf function takes a variable |length key, variable |length data, and
produces a fixed-length output (e.g., when using HVAC), the fornulas in this document apply. Wen
the key for the prf function has fixed | ength, the data provided as a key is truncated or padded
with zeros as necessary unl ess exceptional processing is explained follow ng the fornul a.

I dentifier: RQ_002_6135
RFC Clause:  2.13.

Type: Mandatory
Appliesto: Host
Requirement:

When establishing an | KE Security Association, an | KE inplenentati on MIST specify in the Transforns
substructure of the Proposals payload, the algorithmby which keys are derived for encryption and
integrity algorithms in which not all values are valid keys

RFC Text:
In the context of the I KE_SA, four cryptographic algorithns are negotiated: an encryption algorithm
an integrity protection algorithm a Diffie-Hellman group, and a pseudo-random function (prf). The
pseudo-random function is used for the construction of keying material for all of the cryptographic
al gorithnms used in both the | KE_SA and the CHI LD_SAs.

W assune that each encryption algorithmand integrity protection algorithmuses a fixed-size key
and that any randomy chosen value of that fixed size can serve as an appropriate key. For

al gorithnms that accept a variable length key, a fixed key size MJUST be specified as part of the
cryptographic transformnegotiated. For algorithnms for which not all values are valid keys (such as
DES or 3DES with key parity), the algorithmby which keys are derived fromarbitrary val ues MJST be
specified by the cryptographic transform For integrity protection functions based on Hashed
Message Aut hentication Code (HVAC), the fixed key size is the size of the output of the underlying
hash function. Wen the prf function takes a variable |length key, variable |length data, and
produces a fixed-1ength output (e.g., when using HVAC), the formulas in this docunment apply. Wen
the key for the prf function has fixed | ength, the data provided as a key is truncated or padded
with zeros as necessary unl ess exceptional processing is explained follow ng the fornula.

I dentifier: RQ _002_6136
RFC Clause:  2.14.

Type: Mandatory
Appliesto: Host
Requirement:

When generating the shared security keys required for (a) establishing CH LD SAs, (b) authentication
and (c) encryption, the quantity, SKEYSEED, MJUST be cal cul ated fromthe nonces (N and Nr) exchanged
in the Nonce payl oads of the IKE_SA INIT exchange and the Diffie-Hell man shared secrets (gir)
establ i shed during that same exchange, according to the formula:

SKEYSEED = prf(N | Nr, gir)

RFC Text:
The shared keys are conputed as follows. A quantity called SKEYSEED is cal cul ated fromthe nonces
exchanged during the IKE_SA INIT exchange and the Diffie-Hell nan shared secret established during
that exchange. SKEYSEED is used to cal cul ate seven other secrets: SK d used for deriving new keys
for the CH LD SAs established with this IKE_SA; SK ai and SK ar used as a key to the integrity
protection algorithmfor authenticating the conponent messages of subsequent exchanges; SK ei and
SK er used for encrypting (and of course decrypting) all subsequent exchanges; and SK pi and SK pr,
whi ch are used when generating an AUTH payl oad.

SKEYSEED and its derivatives are conmputed as foll ows:
SKEYSEED = prf(N | Nr, gir)

{SK d | SKai | SKar | SKei | SKer | SKpi | SKpr } =prf+
(SKEYSEED, Ni | Nr | SPIi | SPIr )
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(indicating that the quantities SK d, SK ai, SK ar, SK ei, SK er, SK pi, and SK pr are taken in
order fromthe generated bits of the prf+). g”ir is the shared secret fromthe epheneral Diffie-
Hel  man exchange. g”ir is represented as a string of octets in big endian order padded with zeros
if necessary to nmake it the length of the nodulus. N and Nr are the nonces, stripped of any
headers. |f the negotiated prf takes a fixed-length key and the lengths of Ni and Nr do not add up
to that length, half the bits nust cone fromN and half fromN, taking the first bits of each.

I dentifier: RQ_002_6137
RFC Clause:  2.14.

Type: Mandatory
Appliesto: Host
Requirement:

When generating the shared security keys required for (a) establishing CH LD SAs, (b) authentication
and (c) encryption, the derivative keys of the quantity, SKEYSEED, MJST be cal cul ated from SKEYSEED
itself, the nonces (Nl and Nr) exchanged in the Nonce payl oads of the IKE_ SA INIT exchange and the
Security Paraneter |ndexes (SPli and SPIr) specified in the | KE Header of the |KE_SA | NIT exchange
using the formla:

{SK d| SKai | SKar | SKei | SKer | SKpi | SKpr } = prf+
(SKEYSEED, Ni | Nr | SPli | SPIr )
wher e:
SK d is used for deriving new keys for the CH LD SAs established with this | KE_SA
SK ai and SK ar are used as keys to the integrity protection algorithmfor authenticating
t he conponent nessages of subsequent exchanges
SK ei and SK er are used for encrypting and decrypting all subsequent exchanges
SK_pi and SK pr are used when generating an AUTH payl oad.

RFC Text:
The shared keys are conputed as follows. A quantity called SKEYSEED is cal cul ated fromthe nonces
exchanged during the |KE_SA INIT exchange and the Diffie-Hellman shared secret established during
that exchange. SKEYSEED is used to cal cul ate seven other secrets: SK d used for deriving new keys
for the CHI LD SAs established with this IKE_SA; SK ai and SK ar used as a key to the integrity
protection algorithmfor authenticating the conponent messages of subsequent exchanges; SK ei and
SK er used for encrypting (and of course decrypting) all subsequent exchanges; and SK pi and SK pr,
whi ch are used when generating an AUTH payl oad.

SKEYSEED and its derivatives are computed as foll ows:
SKEYSEED = prf(N | Nr, gir)

{SK d | SKai | SKar | SKei | SKer | SKpi | SK pr } =prf+
(SKEYSEED, Ni | Nr | SPIi | SPIr )

[2.14. ]J(indicating that the quantities SK d, SK ai, SK ar, SK ei, SK er, SK pi, and SK pr are taken
in order fromthe generated bits of the prf+). g”ir is the shared secret fromthe ephenmeral Diffie-
Hel  man exchange. g”ir is represented as a string of octets in big endian order padded with zeros
if necessary to make it the length of the nmodulus. N and Nr are the nonces, stripped of any
headers. |f the negotiated prf takes a fixed-length key and the lengths of Ni and Nr do not add up
to that length, half the bits nmust come fromN and half fromN, taking the first bits of each.
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I dentifier: RQ_002_6138
RFC Clause:  2.13.

Type: Mandatory
Appliesto: Host
Requirement:

When conputing security keying material, an I KE inplenentation MJST use the Pseudo- Random Functi on
(prf) exchanged in the Transform substructure of the Proposal payload of the relevant IKE_SA INIT
exchange

RFC Text:
Keying naterial will always be derived as the output of the negotiated prf algorithm Since the
amount of keying material needed may be greater than the size of the output of the prf algorithm we
will use the prf iteratively. W wll use the terminology prf+ to describe the function that
out puts a pseudo-random stream based on the inputs to a prf as follows: (where | indicates
concat enati on)

prf+ (KS) =T1 | T2 | T3 | T4 |

wher e

T1 = prf (K, S| 0x01)

T2 = prf (K, T1 | S| 0x02)
T3 = prf (K, T2 | S| 0x03)
T4 = prf (K, T3 | S| 0x04)

continuing as needed to conpute all required keys. The keys are taken fromthe output string

wi t hout regard to boundaries (e.g., if the required keys are a 256-bit Advanced Encryption Standard
(AES) key and a 160-bit HVAC key, and the prf function generates 160 bits, the AES key will come
from Tl and the beginning of T2, while the HVAC key will cone fromthe rest of T2 and the begi nning
of T3)

I dentifier: RQ_002_6139
RFC Clause:  2.14.

Type: Mandatory
Appliesto: Host
Requirement:

When conputing the security keys for use in the establishnent of CH LD SAs, if the negoti ated
pseudo-random function (prf) takes a fixed-length key which is greater than the lengths of Ni and
Nr, an | KE endpoint MJST construct the prf key with half the bits conming fromthe |east significant
bits of N and half fromthe | east significant bits of Nr

RFC Text:
The shared keys are conputed as follows. A quantity called SKEYSEED is cal cul ated fromthe nonces
exchanged during the IKE_SA INIT exchange and the Diffie-Hell nan shared secret established during
that exchange. SKEYSEED is used to cal cul ate seven other secrets: SK d used for deriving new keys
for the CH LD SAs established with this IKE_SA; SK ai and SK ar used as a key to the integrity
protection algorithmfor authenticating the conponent nessages of subsequent exchanges; SK ei and
SK er used for encrypting (and of course decrypting) all subsequent exchanges; and SK pi and SK pr,
whi ch are used when generating an AUTH payl oad.

SKEYSEED and its derivatives are conputed as foll ows:
SKEYSEED = prf(Ni | Nr, gir)

{SKd | SKai | SKar | SKei | SKer | SKpi | SKpr } =prf+
(SKEYSEED, Ni | Nr | SPIi | SPIr )

(indicating that the quantities SK d, SK ai, SK ar, SK ei, SK er, SK pi, and SK pr are taken in
order fromthe generated bits of the prf+). g”ir is the shared secret fromthe epheneral Diffie-
Hel  man exchange. g”ir is represented as a string of octets in big endian order padded with zeros
if necessary to nmake it the length of the nodulus. N and Nr are the nonces, stripped of any
headers. |f the negotiated prf takes a fixed-length key and the lengths of Ni and Nr do not add up
to that length, half the bits nust cone fromN and half fromN, taking the first bits of each.
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I dentifier: RQ_002_6140
RFC Clause:  2.15.

Type: Mandatory
Appliesto: Host
Requirement:

When not using extensible authentication, an | KE endpoint responding to an | KE_SA INT request MJST
aut henticate the other endpoint by:

(1) wusing the authentication algorithmestablished in the initial IKE_SA INT exchange to conpute
the security signature of the block of data which starts with the first octet of the first SPl in
the header of the second nessage and ends with the last octet of the | ast payload in the second
nessage with the initiator's nonce value, Ni , and the value prf(SK pr,IDr') appended to it (where
IDr is the responding endpoint's own ID payl oad excluding the fixed header); and

(2) send the conputed signature to the IKESAINT initiator's endpoint in the Certificate payl oad
of its response.

RFC Text:
When not using extensible authentication (see section 2.16), the peers are authenticated by having
each sign (or MAC using a shared secret as the key) a block of data. For the responder, the octets
to be signed start with the first octet of the first SPI in the header of the second nessage and end
with the last octet of the last payload in the second nessage. Appended to this (for purposes of
conputing the signature) are the initiator's nonce N (just the value, not the payl oad containing
it), and the value prf(SK pr,IDr") where ID' is the responder's |D payload excluding the fixed
header. Note that neither the nonce Ni nor the value prf(SK pr,IDr') are transnmtted. Simlarly,
the initiator signs the first message, starting with the first octet of the first SPI in the header
and ending with the last octet of the |ast payload. Appended to this (for purposes of conputing the
signature) are the responder's nonce Nr, and the value prf(SK pi,ID"'). In the above cal cul ation,
IDi' and IDr' are the entire I D payl oads excluding the fixed header. It is critical to the security
of the exchange that each side sign the other side's nonce.

I dentifier: RQ _002 6141
RFC Clause:  2.15.

Type: Mandatory
Appliesto: Host
Requirement:

When not using extensible authentication, an I KE endpoint initiating an IKE_SA INIT request MJST
aut henticate the other endpoint by:

(1) wusing the selected authentication algorithmto conpute the security signature of the block of
data which starts with the first octet of the first SPl in the header of the first nmessage and ends
with the last octet of the last payload in the first nessage with the nonce value, Ni , and the
value prf(SK_ pr,IDr') appended to it (where IDr is the responding endpoint's own | D payl oad
excluding the fixed header); and

(2) send the conputed signature to the other endpoint in the Certificate payload of its response.

RFC Text:
When not using extensible authentication (see section 2.16), the peers are authenticated by having
each sign (or MAC using a shared secret as the key) a block of data. For the responder, the octets
to be signed start with the first octet of the first SPI in the header of the second nessage and end
with the last octet of the last payload in the second nmessage. Appended to this (for purposes of
conputing the signature) are the initiator's nonce N (just the value, not the payl oad containing
it), and the value prf(SK pr,IDr') where ID' is the responder's |D payload excluding the fixed
header. Note that neither the nonce Ni nor the value prf(SK pr,IDr') are transnmitted. Sinmlarly,
the initiator signs the first nmessage, starting with the first octet of the first SPI in the header
and ending with the last octet of the |last payload. Appended to this (for purposes of computing the
signature) are the responder's nonce Nr, and the value prf(SK pi,ID"'). In the above cal cul ation,
IDi' and IDr' are the entire I D payl oads excluding the fixed header. It is critical to the security
of the exchange that each side sign the other side's nonce.
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I dentifier: RQ_002_6142
RFC Clause:  2.15.

Type: Mandatory
Appliesto: Host
Requirement:

When not using extensible authentication, if the first message of an I NI T_| KE_SA exchange is sent
twice (the second tine with a responder cookie and/or a different Diffie-Hellnan group), the second
version of the nessage MJUST be signed

RFC Text:
Note that all of the payloads are included under the signature, including any payl oad types not
defined in this document. |f the first nmessage of the exchange is sent twice (the second time with

a responder cookie and/or a different Diffie-Hellman group), it is the second version of the nessage
that is signed

Optionally, nmessages 3 and 4 MAY include a certificate, or certificate chain providing evidence that
the key used to conpute a digital signature belongs to the name in the ID payl oad. The signature or
MAC wi I I be conputed using algorithnms dictated by the type of key used by the signer, and specified
by the Auth Method field in the Authentication payload. There is no requirenent that the initiator
and responder sign with the same cryptographic algorithnms. The choice of cryptographic algorithns
depends on the type of key each has. |In particular, the initiator may be using a shared key while
the responder nay have a public signature key and certificate. It will commonly be the case (but it
is not required) that if a shared secret is used for authentication that the same key is used in
both directions. Note that it is a common but typically insecure practice to have a shared key
derived solely froma user- chosen password w thout incorporating another source of randomess

I dentifier: RQ_002_6143
RFC Clause:  2.15.

Type: Optional
Appliesto: Host
Requirement:

Messages 3 and 4 in an | KE_SA INT exchange MAY include a certificate, or certificate chain
providi ng evidence that the key used to conpute a digital signature belongs to the name in the ID
payl oad.

RFC Text:
Note that all of the payloads are included under the signature, including any payl oad types not
defined in this document. |f the first message of the exchange is sent twice (the second time with

a responder cookie and/or a different Diffie-Hellman group), it is the second version of the nessage
that is signed

Optionally, nmessages 3 and 4 MAY include a certificate, or certificate chain providing evidence that
the key used to conmpute a digital signature belongs to the name in the ID payl oad. The signature or
MAC wi I I be conputed using algorithnms dictated by the type of key used by the signer, and specified
by the Auth Method field in the Authentication payload. There is no requirenent that the initiator
and responder sign with the same cryptographic algorithnms. The choice of cryptographic algorithns
depends on the type of key each has. |In particular, the initiator nay be using a shared key while
the responder nay have a public signature key and certificate. It will commonly be the case (but it
is not required) that if a shared secret is used for authentication that the same key is used in
both directions. Note that it is a common but typically insecure practice to have a shared key
derived solely froma user- chosen password w thout incorporating another source of randommess
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I dentifier: RQ_002_6144
RFC Clause:  2.15.

Type: Mandatory
Appliesto: Host
Requirement:

If messages 3 and 4 in an IKE_SA INIT exchange include a certificate, or certificate chain providing
evi dence that the key used to conpute a digital signature belongs to the name in the |ID payl oad

the signature or MAC MJUST be conputed using algorithns dictated by the type of key used by the
signer and the Auth Method field in the Authentication payl oad

RFC Text:
Note that all of the payloads are included under the signature, including any payl oad types not
defined in this document. |f the first message of the exchange is sent twice (the second time with

a responder cookie and/or a different Diffie-Hellman group), it is the second version of the nessage
that is signed

Optionally, messages 3 and 4 MAY include a certificate, or certificate chain providing evidence that
the key used to conmpute a digital signature belongs to the name in the ID payl oad. The signature or
MAC wi I I be conputed using algorithns dictated by the type of key used by the signer, and specified
by the Auth Method field in the Authentication payload. There is no requirenent that the initiator
and responder sign with the same cryptographic algorithnms. The choice of cryptographic algorithns
depends on the type of key each has. |In particular, the initiator nay be using a shared key while
the responder nay have a public signature key and certificate. It will commonly be the case (but it
is not required) that if a shared secret is used for authentication that the same key is used in
both directions. Note that it is a common but typically insecure practice to have a shared key
derived solely froma user- chosen password w thout incorporating another source of randommess

I dentifier: RQ _002 6145
RFC Clause:  2.15.

Type: Recommended
Appliesto: Host
Requirement:

When not using extensible authentication, the pre-shared key used in the IKE_SA INIT exchanges
SHOULD contain as nmuch unpredictability as the strongest key being negoti ated

RFC Text:
This is typically insecure because user-chosen passwords are unlikely to have sufficient
unpredictability to resist dictionary attacks and these attacks are not prevented in this
aut henti cation nethod. (Applications using password-based authentication for bootstrapping and
| KE_SA shoul d use the authentication nethod in section 2.16, which is designed to prevent off-Iline
dictionary attacks.) The pre- shared key SHOULD contain as nuch unpredictability as the strongest
key being negotiated. |In the case of a pre-shared key, the AUTH value is conputed as

AUTH = prf(prf(Shared Secret,"Key Pad for |KEv2"), <msg octets>)

where the string "Key Pad for I KEv2" is 17 ASCI| characters without null termination. The shared
secret can be variable length. The pad string is added so that if the shared secret is derived from
a password, the I KE inplenmentation need not store the password in cleartext, but rather can store
the val ue prf(Shared Secret,"Key Pad for | KEv2"), which could not be used as a password equi val ent
for protocols other than I KEv2. As noted above, deriving the shared secret froma password is not
secure. This construction is used because it is anticipated that people will do it anyway. The
managenent interface by which the Shared Secret is provided MIUST accept ASCI| strings of at |east 64

octets and MUST NOT add a null terminator before using themas shared secrets. |t MJST al so accept
a HEX encoding of the Shared Secret. The managenent interface MAY accept other encodings if the
algorithmfor translating the encoding to a binary string is specified. |[|f the negotiated prf takes

a fixed-size key, the shared secret MIST be of that fixed size
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I dentifier: RQ_002_6146
RFC Clause:  2.15.

Type: Mandatory
Appliesto: Host
Requirement:

When not using extensible authentication, if a pre-shared key is used in the IKE_SA INIT exchanges
the associ ated AUTH val ue MJST be conputed as

AUTH = prf(prf(Shared Secret,"Key Pad for |KEv2"), <msg octets>)

where the string "Key Pad for I KEv2" is 17 ASCI| characters without null term nation

RFC Text:
This is typically insecure because user-chosen passwords are unlikely to have sufficient
unpredictability to resist dictionary attacks and these attacks are not prevented in this
aut hentication nmethod. (Applications using password-based authentication for bootstrappi ng and
| KE_SA shoul d use the authentication method in section 2.16, which is designed to prevent off-1line
dictionary attacks.) The pre- shared key SHOULD contain as nmuch unpredictability as the strongest
key being negotiated. |In the case of a pre-shared key, the AUTH value is conputed as

AUTH = prf(prf(Shared Secret,"Key Pad for |KEv2"), <msg octets>)

where the string "Key Pad for I KEv2" is 17 ASCI| characters without null termination. The shared
secret can be variable length. The pad string is added so that if the shared secret is derived from
a password, the IKE inplenmentation need not store the password in cleartext, but rather can store
the val ue prf(Shared Secret,"Key Pad for |KEv2"), which could not be used as a password equi val ent
for protocols other than I KEv2. As noted above, deriving the shared secret froma password is not
secure. This construction is used because it is anticipated that people will do it anyway. The
managenent interface by which the Shared Secret is provided MUST accept ASCI| strings of at |east 64

octets and MUST NOT add a null term nator before using themas shared secrets. |t MJST al so accept
a HEX encoding of the Shared Secret. The managenent interface MAY accept other encodings if the
algorithmfor translating the encoding to a binary string is specified. |f the negotiated prf takes

a fixed-size key, the shared secret MIST be of that fixed size

I dentifier: RQ_002_6147
RFC Clause:  2.15.

Type: Optional
Appliesto: Host
Requirement:

When not using extensible authentication, a pre-shared key used in the conputation of the AUTH val ue
for an IKE_SA INT exchange MAY be either fixed Iength or variable I ength

RFC Text:
This is typically insecure because user-chosen passwords are unlikely to have sufficient
unpredictability to resist dictionary attacks and these attacks are not prevented in this
aut hentication nethod. (Applications using password-based authentication for bootstrapping and
| KE_SA shoul d use the authentication nethod in section 2.16, which is designed to prevent off-Iline
dictionary attacks.) The pre- shared key SHOULD contain as nuch unpredictability as the strongest
key being negotiated. |In the case of a pre-shared key, the AUTH value is conputed as

AUTH = prf(prf(Shared Secret,"Key Pad for |KEv2"), <msg octets>)

where the string "Key Pad for I KEv2" is 17 ASCI| characters without null termination. The shared
secret can be variable length. The pad string is added so that if the shared secret is derived from
a password, the | KE inplenentati on need not store the password in cleartext, but rather can store
the value prf(Shared Secret,"Key Pad for | KEv2"), which could not be used as a password equi val ent
for protocols other than IKEv2. As noted above, deriving the shared secret froma password is not
secure. This construction is used because it is anticipated that people will do it anyway. The
managenent interface by which the Shared Secret is provided MJST accept ASCI| strings of at |east 64

octets and MUST NOT add a null terminator before using themas shared secrets. |t MJST al so accept
a HEX encoding of the Shared Secret. The managenent interface MAY accept other encodings if the
algorithmfor translating the encoding to a binary string is specified. |f the negotiated prf takes

a fixed-size key, the shared secret MUST be of that fixed size

ETSI



159 ETSI TS 102 558 V1.1.1 (2006-12)

| dentifier: RQ 002 6148
RFC Clause:  2.15.
Type: Mandatory
Appliesto: Host
Requirement:
When not using extensible authentication , if the negotiated prf in an IKE_SA INIT exchange takes a

fixed-size key, the shared secret MJST be of that fixed sizes fixed length

RFC Text:
This is typically insecure because user-chosen passwords are unlikely to have sufficient
unpredictability to resist dictionary attacks and these attacks are not prevented in this
aut henti cation nethod. (Applications using password-based authentication for bootstrapping and
| KE_SA shoul d use the authentication method in section 2.16, which is designed to prevent off-1line
dictionary attacks.) The pre- shared key SHOULD contain as nmuch unpredictability as the strongest
key being negotiated. |In the case of a pre-shared key, the AUTH value is conputed as

AUTH = prf(prf(Shared Secret,"Key Pad for |KEv2"), <msg octets>)

where the string "Key Pad for | KEv2" is 17 ASCI| characters without null termination. The shared
secret can be variable length. The pad string is added so that if the shared secret is derived from
a password, the IKE inplenmentation need not store the password in cleartext, but rather can store
the val ue prf(Shared Secret,"Key Pad for |KEv2"), which could not be used as a password equi val ent
for protocols other than I KEv2. As noted above, deriving the shared secret froma password is not
secure. This construction is used because it is anticipated that people will do it anyway. The
managenment interface by which the Shared Secret is provided MIUST accept ASCI| strings of at |east 64

octets and MUST NOT add a null term nator before using themas shared secrets. |t MJST al so accept
a HEX encoding of the Shared Secret. The managenent interface MAY accept other encodings if the
algorithmfor translating the encoding to a binary string is specified. |If the negotiated prf takes

a fixed-size key, the shared secret MIST be of that fixed size

I dentifier: RQ _002 6149
RFC Clause:  2.16.

Type: Mandatory
Appliesto: Host
Requirement:

The authentication protocols defined in RFC3748 MJST be used in conjunction with a public key
signature based nmethod in the authentication of the |IKE_.SA INT responder back to the initiator

RFC Text:
In addition to authentication using public key signatures and shared secrets, |KE supports
aut henti cation using nethods defined in RFC 3748 [EAP]. Typically, these nethods are asymetric
(designed for a user authenticating to a server), and they may not be nutual. For this reason
these protocols are typically used to authenticate the initiator to the responder and MJST be used
in conjunction with a public key signature based authentication of the responder to the initiator
These nmethods are often associated with nmechanisns referred to as "Legacy Authentication"
mechani sms.

I dentifier: RQ_002_6150
RFC Clause:  2.16.

Type: Mandatory
Appliesto: Host
Requirement:

The additional | KE _AUTH exchanges associ ated with Extensibl e Authenticati on MIUST be conpleted in
order to initialize an | KE_SA

RFC Text:
Wiile this nmeno references [EAP] with the intent that new nethods can be added in the future w thout
updating this specification, sone sinpler variations are documented here and in section 3.16. [EAP]

defines an authentication protocol requiring a variable nunber of nmessages. Extensible
Aut hentication is inplenented in | KE as additional | KE_AUTH exchanges that MJST be conpleted in
order to initialize the | KE_SA
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I dentifier: RQ_002_6151
RFC Clause:  2.16.

Type: Mandatory
Appliesto: Host
Requirement:

If the initiator of an IKE_SA INIT exchange is configured to use Extensible Authentication, It MJST
omt the AUTH payl oad fromthe first message.

RFC Text:
An initiator indicates a desire to use extensible authentication by |eaving out the AUTH payl oad
fromnessage 3. By including an I D payl oad but not an AUTH payl oad, the initiator has declared an
identity but has not proven it. |If the responder is willing to use an extensible authentication
method, it will place an Extensible Authentication Protocol (EAP) payload in message 4 and defer
sending SAr2, TSi, and TSr until initiator authentication is conplete in a subsequent |KE _AUTH
exchange. In the case of a nminimal extensible authentication, the initial SA establishnent will
appear as foll ows:

Initiator Responder
MR SAI1, KE, N s
<-- HDR, SArl, KEr, Nr, [CERTREQ
HDR, SK {IDi, [CERTREQ] [IDr,]
SAi 2, TSi, TSr} -->
<-- HDR, SK {IDr, [CERT,] AUTH,
EAP }
HDR, SK { EAP} -->
<-- HDR, SK {EAP (success)}
HDR, SK { AUTH} -->
<-- HDR, SK {AUTH, SAr2, TSi, TSr }
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I dentifier: RQ_002_6152
RFC Clause:  2.16.

Type: Mandatory
Appliesto: Host
Requirement:

If an I KE inplementation receives the first message in an |KE_SA INIT exchange with the AUTH payl oad
omtted and it is capable of handling Extensible Authentication as defined in RFC3748, it MJST pl ace
an Extensible Authentication Protocol payload in nmessage 4 of the exchange.

RFC Text:
An initiator indicates a desire to use extensible authentication by |eaving out the AUTH payl oad
fromnessage 3. By including an I D payl oad but not an AUTH payl oad, the initiator has declared an
identity but has not proven it. |If the responder is willing to use an extensible authentication
method, it will place an Extensible Authentication Protocol (EAP) payload in message 4 and defer
sending SAr2, TSi, and TSr until initiator authentication is conplete in a subsequent |KE _AUTH
exchange. |In the case of a mnimal extensible authentication, the initial SA establishment wll
appear as foll ows:

Initiator Responder
MR SAIL, KEI, N s
<-- HDR, SArl, KEr, Nr, [CERTREQ
HDR, SK {IDi, [CERTREQ] [IDr,]
SAi 2, TSi, Tsr} -->
<-- HDR, SK {IDr, [CERT,] AUTH,
EAP }
HDR, SK {EAP} -->
<-- HDR, SK {EAP (success)}
HDR, SK { AUTH} -->
<-- HDR, SK {AUTH, SAr2, TSi, TSr }

ETSI



162 ETSI TS 102 558 V1.1.1 (2006-12)

I dentifier: RQ_002_6153
RFC Clause:  2.16.

Type: Mandatory
Appliesto: Host
Requirement:

If an I KE inplementation receives the first message in an |KE_SA INIT exchange with the AUTH payl oad
omtted and it is capable of handling Extensible Authentication as defined in RFC3748, it MJST defer
sending SAr2, TSi, and TSr until initiator authentication is conplete in a subsequent |KE AUTH
exchange

RFC Text:
An initiator indicates a desire to use extensible authentication by |eaving out the AUTH payl oad
fromnmessage 3. By including an I D payl oad but not an AUTH payl oad, the initiator has declared an
identity but has not proven it. |If the responder is willing to use an extensible authentication
method, it will place an Extensible Authentication Protocol (EAP) payload in message 4 and defer
sending SAr2, TSi, and TSr until initiator authentication is conplete in a subsequent |KE AUTH
exchange. |In the case of a mnimal extensible authentication, the initial SA establishment wll
appear as foll ows:

Initiator Responder
MR SAIL, KE, N s T
<-- HDR, SArl, KEr, Nr, [CERTREQ
HDR, SK {IDi, [CERTREQ] [IDr,]
SAi 2, TSi, Tsr} -->
<-- HDR, SK {IDr, [CERT,] AUTH
EAP }
HDR, SK { EAP} -->
<-- HDR, SK {EAP (success)}
HDR, SK { AUTH} -->
<-- HDR, SK {AUTH, SAr2, TSi, TSr }
Identifier: RQ_002_6154
RFC Clause:  2.16.
Type: Mandatory
Appliesto: Host
Requirement:

If an I KE inplenentation uses an Extensi ble Authentication Protocol nethod that creates a shared key
as a side effect of authentication, that shared key MJUST be used by the inplenmentation to generate
AUTH payl oads in nessage 7 of the IKE_SA IN T exchange using the syntax for shared secrets specified
in section 2.15 of RFC4306

RFC Text:
For EAP nethods that create a shared key as a side effect of authentication, that shared key MJST be
used by both the initiator and responder to generate AUTH payl oads in messages 7 and 8 using the
syntax for shared secrets specified in section 2.15. The shared key fromEAP is the field fromthe
EAP specification naned MBK. The shared key generated during an | KE exchange MJST NOT be used for
any ot her purpose
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I dentifier: RQ_002_6155
RFC Clause:  2.16.

Type: Mandatory
Appliesto: Host
Requirement:

If an I KE inplenentation uses an Extensi ble Authentication Protocol nethod that creates a shared key
as a side effect of authentication, that shared key MJUST be used by the inplementation to generate
AUTH payl oads in nessage 8 of the IKE_SA IN T exchange using the syntax for shared secrets specified
in section 2.15 of RFC4306

RFC Text:
For EAP nethods that create a shared key as a side effect of authentication, that shared key MJST be

used by both the initiator and responder to generate AUTH payl oads in nessages 7 and 8 using the
syntax for shared secrets specified in section 2.15. The shared key fromEAP is the field fromthe
EAP specification naned MSK. The shared key generated during an | KE exchange MJST NOT be used for
any ot her purpose

I dentifier: RQ_002_6156
RFC Clause:  2.16.

Type: Mandatory
Appliesto: Host
Requirement:

If an I KE inplenentation uses an Extensi ble Authentication Protocol nethod that creates a shared key
as a side effect of authentication, that shared key MUSTNOT be used for any purpose other than the
generation of AUTH payloads in nmessages 7 and 8 in an IKESA INT

RFC Text:
For EAP nethods that create a shared key as a side effect of authentication, that shared key MJST be

used by both the initiator and responder to generate AUTH payl oads in messages 7 and 8 using the
syntax for shared secrets specified in section 2.15. The shared key fromEAP is the field fromthe
EAP specification naned MSK. The shared key generated during an | KE exchange MJST NOT be used for
any ot her purpose

I dentifier: RQ_002_6157
RFC Clause:  2.16.

Type: Recommended
Appliesto: Host
Requirement:

Ext ensi bl e Aut hentication Protocol nethods that do not establish a shared key SHOULD NOT be used to
aut henticate | KE_SA endpoints

RFC Text:
EAP met hods that do not establish a shared key SHOULD NOT be used, as they are subject to a nunber

of man-in-the-mddle attacks [EAPM TM if these EAP nethods are used in other protocols that do not
use a server-authenticated tunnel. Please see the Security Considerations section for nore details.
| f EAP nethods that do not generate a shared key are used, the AUTH payl oads in messages 7 and 8
MJST be generated using SK pi and SK_pr, respectively.

Identifier: RQ_002_6158
RFC Clause:  2.16.

Type: Mandatory
Appliesto: Host
Requirement:

I f Extensible Authentication Protocol nethods that do not generate a shared key are used in the
aut hentication of | KE endpoints, the AUTH payl oad in message 7 of the K SA INIT exchange MJUST be
generated using SK pi

RFC Text:
EAP met hods that do not establish a shared key SHOULD NOT be used, as they are subject to a nunber
of man-in-the-mddle attacks [EAPM TM if these EAP nmethods are used in other protocols that do not
use a server-authenticated tunnel. Please see the Security Considerations section for nore details.
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I f EAP nethods that do not generate a shared key are used, the AUTH payl oads in nessages 7 and 8
MJST be generated using SK pi and SK pr, respectively.

I dentifier: RQ_002_6159
RFC Clause:  2.16.

Type: Mandatory
Appliesto: Host
Requirement:

| f Extensible Authentication Protocol nethods that do not generate a shared key are used in the
aut hentication of |KE endpoints, the AUTH payl oad in nmessage 8 of the K _SA INIT exchange MJST be
generated using SK _pr

RFC Text:
EAP net hods that do not establish a shared key SHOULD NOT be used, as they are subject to a nunber
of man-in-the-mddle attacks [EAPM TM if these EAP nethods are used in other protocols that do not
use a server-authenticated tunnel. Please see the Security Considerations section for nore details
| f EAP nethods that do not generate a shared key are used, the AUTH payl oads in messages 7 and 8
MJST be generated using SK pi and SK pr, respectively.

I dentifier: RQ_002_6160
RFC Clause:  2.16.

Type: Recommended
Appliesto: Host
Requirement:

The initiator of an | KE_SA using Extensible Authentication Protocol SHOULD be capabl e of extending
the initial protocol exchange to at |east ten | KE_AUTH exchanges if the responder sends notification
nmessages and/or retries the authentication pronpt

RFC Text:
The initiator of an | KE_SA using EAP SHOULD be capabl e of extending the initial protocol exchange to
at least ten | KE_AUTH exchanges in the event the responder sends notificati on nessages and/or
retries the authentication pronpt. Once the protocol exchange defined by the chosen EAP
aut hentication method has successfully term nated, the responder MJUST send an EAP payl oad cont ai ni ng
the Success nessage. Similarly, if the authentication nethod has failed, the responder MJST send an
EAP payl oad containing the Failure nessage. The responder MAY at any tinme terminate the IKE
exchange by sending an EAP payl oad containing the Failure nmessage

I dentifier: RQ_002_6161
RFC Clause:  2.16.

Type: Mandatory
Appliesto: Host
Requirement:

If an I KE inplenentation uses an Extensi bl e Authentication Protocol nethod to authenticate the other
endpoint in an | KE_SA, the responder MJUST send an EAP payl oad containing the Success nessage when
the authentication nethod has successfully terninated

RFC Text:
The initiator of an | KE_SA using EAP SHOULD be capabl e of extending the initial protocol exchange to
at |least ten | KE_AUTH exchanges in the event the responder sends notification messages and/or
retries the authentication pronpt. Once the protocol exchange defined by the chosen EAP
aut henticati on nmethod has successfully term nated, the responder MJUST send an EAP payl oad contai ni ng
the Success nessage. Similarly, if the authentication nethod has failed, the responder MJST send an
EAP payl oad containing the Failure nessage. The responder MAY at any time terminate the |KE
exchange by sending an EAP payl oad containing the Failure nmessage
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I dentifier: RQ_002_6162
RFC Clause:  2.16.

Type: Optional
Appliesto: Host
Requirement:

If an I KE inplenentation uses an Extensible Authentication Protocol nethod to authenticate the other
endpoint in an | KE_SA, the responder MJST send a NOTI FY nessage containing an AUTHENTI CATI ON_FAI LED
error type in the event that the authenticati on nmethod does not term nate successfully

RFC Text:
The initiator of an | KE_SA using EAP SHOULD be capabl e of extending the initial protocol exchange to
at least ten | KE_AUTH exchanges in the event the responder sends notification nmessages and/or
retries the authentication pronpt. Once the protocol exchange defined by the chosen EAP
aut hentication method has successfully term nated, the responder MJUST send an EAP payl oad cont ai ni ng
the Success nessage. Simlarly, if the authentication nethod has failed, the responder MIST send an
EAP payl oad containing the Failure nessage. The responder MAY at any tine termnate the I KE
exchange by sending an EAP payl oad containing the Failure nmessage

I dentifier: RQ_002_6163
RFC Clause:  2.16.

Type: Optional
Appliesto: Host
Requirement:

If an I KE inplenentation uses an Extensi bl e Authentication Protocol nethod to authenticate the other
endpoint in an | KE_SA, the responder MAY send a NOTI FY nmessage containi ng an AUTHENTI CATI ON_FAI LED
error type at any tinme to termnate the | KE exchange

RFC Text:
The initiator of an | KE_SA using EAP SHOULD be capabl e of extending the initial protocol exchange to
at |least ten | KE_AUTH exchanges in the event the responder sends notification messages and/or
retries the authentication pronpt. Once the protocol exchange defined by the chosen EAP
aut henticati on method has successfully term nated, the responder MJUST send an EAP payl oad cont ai ni ng
the Success nessage. Similarly, if the authentication nethod has failed, the responder MJST send an
EAP payl oad containing the Failure nessage. The responder MAY at any time terminate the |KE
exchange by sending an EAP payl oad containing the Failure nmessage. Follow ng such an extended
exchange, the EAP AUTH payl oads MUST be included in the two nmessages foll owi ng the one containing
the EAP Success nessage

I dentifier: RQ_002_6164
RFC Clause:  2.16.

Type: Mandatory
Appliesto: Host
Requirement:

If an I KE inplenentation uses an Extensi bl e Authentication Protocol nethod to authenticate the other
endpoint in an | KE_SA and the authentication is successful, the EAP AUTH payl oads MJST be i ncl uded
in the two nmessages follow ng the one containing the EAP Success message

RFC Text:
The initiator of an | KE_SA using EAP SHOULD be capabl e of extending the initial protocol exchange to
at least ten | KE_AUTH exchanges in the event the responder sends notification nessages and/or
retries the authentication pronpt. Once the protocol exchange defined by the chosen EAP
aut hentication method has successfully term nated, the responder MJUST send an EAP payl oad contai ni ng
the Success nessage. Similarly, if the authentication nethod has failed, the responder MJST send an
EAP payl oad containing the Failure nessage. The responder MAY at any tinme termnate the IKE
exchange by sending an EAP payl oad containing the Failure nmessage. Follow ng such an extended
exchange, the EAP AUTH payl oads MUST be included in the two nmessages foll owi ng the one containing
the EAP Success nessage
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I dentifier: RQ_002_6165
RFC Clause:  2.17.

Type: Mandatory
Appliesto: Host
Requirement:

Wien a first CH LD SAis created by an | KE endpoint as a result of an | KE_AUTH exchange, the
endpoi nt MJUST generate the associ ated keying material using the algorithm

KEYMAT = prf+(SK.d, N | N)

Wiere N and Nr are the nonces fromthe IKE_SA IN T exchange

RFC Text:
A single CH LD SA is created by the | KE_AUTH exchange, and additional CH LD SAs can optionally be

created in CREATE CHI LD SA exchanges. Keying material for themis generated as foll ows:
KEYMAT = prf+(SK d, N | Nr)

Wiere N and Nr are the nonces fromthe IKE_SA INT exchange if this request is the first CH LD SA
created or the fresh N and Nr fromthe CREATE CHI LD SA exchange if this is a subsequent creation.

I dentifier: RQ_002_6166
RFC Clause:  2.17.

Type: Mandatory
Appliesto: Host
Requirement:

When an additional CH LD SA is created by an | KE endpoi nt using a CREATE_CHI LD _SA exchange, the
endpoi nt MUST generate the associ ated keying material using the algorithm

KEYMAT = prf+(SK.d, Ni | Nr)

Where Ni and Nr are the nonces fromthe CREATE CH LD _SA exchange

RFC Text:
A single CHI LD SA is created by the | KE_AUTH exchange, and additional CH LD SAs can optionally be

created in CREATE CHI LD _SA exchanges. Keying material for themis generated as foll ows:

KEYMAT = prf+(SK.d, Ni | Nr)

Wiere N and Nr are the nonces fromthe IKE_SA INIT exchange if this request is the first CH LD _SA
created or the fresh N and Nr fromthe CREATE CHI LD _SA exchange if this is a subsequent creation.

ETSI



167 ETSI TS 102 558 V1.1.1 (2006-12)

I dentifier: RQ_002_6167
RFC Clause:  2.17.

Type: Mandatory
Appliesto: Host
Requirement:

Wien an | KE endpoint initiates a CREATE_CH LD_SA exchange which includes a Diffie-Hellnan exchange,
it MJUST generate the necessary keying material using the follow ng algorithm

KEYMAT = prf+(SK._d, gtir (new | N | N )

where gtir (new) is the shared secret fromthe epheneral Diffie-Hellnman exchange of this
CREATE_CHI LD _SA exchange (represented as an octet string in big endian order padded with zeros in
the high-order bits if necessary to nake it the I ength of the nodul us).

RFC Text:
For CREATE_CHI LD _SA exchanges including an optional Diffie-Hellnman exchange, the keying naterial is

defined as:
KEYMAT = prf+(SK.d, gtir (new) | N | N )
where ghir (new) is the shared secret fromthe epheneral Diffie- Hellnan exchange of this

CREATE_CHI LD_SA exchange (represented as an octet string in big endian order padded with zeros in
the high-order bits if necessary to naeke it the I ength of the nodul us).

I dentifier: RQ_002_6168
RFC Clause:  2.17.

Type: Mandatory
Appliesto: Host
Requirement:

If nultiple | Psec protocols have been negotiated in the establishnent of an I KE Security Association
then the key sets for each protocol MJUST be extracted fromthe keying naterial (KEYMAT), generated
frompre-set and transmtted paraneters, in the order (big-endian) in which the protocol headers

wi || appear in the encapsul ated | KE_SA INI T packet

[ See al so RQ SEC 6169, RQ SEC 6170 and RQ SEC 6171]

RFC Text:
Keying naterial MJST be taken fromthe expanded KEYMAT in the followi ng order:

Al keys for SAs carrying data fromthe initiator to the responder
are taken before SAs going in the reverse direction.

If multiple | Psec protocols are negotiated, keying naterial is
taken in the order in which the protocol headers will appear in
the encapsul ated packet.

If a single protocol has both encryption and authentication keys,

the encryption key is taken fromthe first octets of KEYMAT and
the authentication key is taken fromthe next octets.
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I dentifier: RQ_002_6169
RFC Clause:  2.17.

Type: Mandatory
Appliesto: Host
Requirement:

For each | Psec protocol negotiated in the establishnent of an | KE Security Association, the key sets
for each SA carrying data fromthe initiator to the responder MIST be extracted fromthe keying
material (KEYMAT), generated frompre-set and transnitted paraneters, before (in big-endian order)
the key sets for the SAs carrying data fromthe responder to the initiator

[ See al so RQ SEC 6168, RQ SEC 6170 and RQ SEC 6171]

RFC Text:
Keying naterial MJST be taken fromthe expanded KEYMAT in the followi ng order:

Al keys for SAs carrying data fromthe initiator to the responder
are taken before SAs going in the reverse direction.

If multiple | Psec protocols are negotiated, keying nmaterial is
taken in the order in which the protocol headers will appear in
the encapsul ated packet.

If a single protocol has both encryption and authentication keys,

the encryption key is taken fromthe first octets of KEYMAT and
the authentication key is taken fromthe next octets.

I dentifier: RQ_002_6170
RFC Clause:  2.17.

Type: Mandatory
Appliesto: Host
Requirement:

For each established | KE Security Association, if the security protocol requires both encryption and
aut henti cati on keys, the encryption key MUST be extracted fromthe first octets (big-endian) of the
keying material (KEYMAT), generated from pre-set and transnitted paraneters.

[ See al so RQ SEC 6168, RQ SEC 6169 and RQ SEC 6171]

RFC Text:
Keying naterial MJST be taken fromthe expanded KEYMAT in the followi ng order:

Al keys for SAs carrying data fromthe initiator to the responder
are taken before SAs going in the reverse direction.

If multiple | Psec protocols are negotiated, keying nmaterial is
taken in the order in which the protocol headers will appear in
the encapsul at ed packet .

If a single protocol has both encryption and authentication keys,

the encryption key is taken fromthe first octets of KEYMAT and
the authentication key is taken fromthe next octets.
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I dentifier: RQ_002_6171
RFC Clause:  2.17.

Type: Mandatory
Appliesto: Host
Requirement:

For each established | KE Security Association, if the security protocol requires both encryption and
aut hentication keys, the authentication key MJST be extracted fromthe octets follow ng (big-endian)
the encryption key in the keying naterial (KEYMAT), generated frompre-set and transnmitted
paraneters.

[ See al so RQ SEC 6168, RQ SEC 6169 and RQ SEC 6170]

RFC Text:
Keying naterial MJST be taken fromthe expanded KEYMAT in the followi ng order:

Al keys for SAs carrying data fromthe initiator to the responder
are taken before SAs going in the reverse direction.

If multiple | Psec protocols are negotiated, keying nmaterial is
taken in the order in which the protocol headers will appear in
the encapsul at ed packet .

If a single protocol has both encryption and authentication keys,

the encryption key is taken fromthe first octets of KEYMAT and
the authentication key is taken fromthe next octets.

I dentifier: RQ_002_6172
RFC Clause:  2.18.

Type: Optional
Appliesto: Host
Requirement:

An | KE inpl enentati on MAY use a CREATE_CHI LD _SA exchange to rekey an existing | KE Security
Associ ation

RFC Text:
The CREATE_CHI LD _SA exchange can be used to rekey an existing | KE_SA (see section 2.8). New
initiator and responder SPls are supplied in the SPI fields. The TS payloads are onmitted when
rekeying an | KE_SA. SKEYSEED for the new | KE_SA is conputed using SK d fromthe existing | KE_SA as
follows:

SKEYSEED = prf(SK_d (old), [g"ir (new)] | N | Nr)
where g”hir (new) is the shared secret fromthe epheneral Diffie- Hellnan exchange of this
CREATE_CHI LD _SA exchange (represented as an octet string in big endian order padded with zeros if

necessary to make it the length of the nodulus) and Ni and Nr are the two nonces stripped of any
headers.
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I dentifier: RQ_002 6173
RFC Clause:  2.18.

Type: Mandatory
Appliesto: Host
Requirement:

Wien an | KE inpl enentation uses a CREATE_CHI LD_SA exchange to rekey an existing | KE Security
Association, it MIST onmit the Traffic Selector payloads fromthe exchange nessages

RFC Text:
The CREATE_CHI LD_SA exchange can be used to rekey an existing | KE_SA (see section 2.8). New
initiator and responder SPls are supplied in the SPI fields. The TS payloads are onmitted when
rekeying an | KE_SA. SKEYSEED for the new | KE_SA is conputed using SK d fromthe existing | KE_SA as
foll ows:

SKEYSEED = prf(SK.d (old), [g"ir (new)] | N | Nr)
where g”ir (new) is the shared secret fromthe epheneral Diffie- Hellnman exchange of this
CREATE_CHI LD _SA exchange (represented as an octet string in big endian order padded with zeros if

necessary to make it the Ilength of the nodulus) and Ni and Nr are the two nonces stripped of any
headers.

I dentifier: RQ_002_6174
RFC Clause:  2.18.

Type: Mandatory
Appliesto: Host
Requirement:

Wien an | KE inpl enentation uses a CREATE_CHI LD _SA exchange to rekey an existing | KE Security
Association, it MJST conpute SKEYSEED for the new | KE_SA using SK d fromthe existing | KE_SA as
foll ows:

SKEYSEED = prf(SK d (old), [g"ir (new)] | N | Nr)

wher e
ghir (new) is the shared secret fromthe epheneral Diffie-Hellman exchange of this
CREATE_CHI LD_SA exchange (represented as an octet string in big endian order
padded with zeros if necessary to make it the |length of the nodulus); and

Ni and Nr are the two nonces stripped of any headers.

RFC Text:
The CREATE_CHI LD _SA exchange can be used to rekey an existing | KE_SA (see section 2.8). New
initiator and responder SPIs are supplied in the SPI fields. The TS payloads are onitted when
rekeying an | KE_SA. SKEYSEED for the new | KE_SA is conputed using SK d fromthe existing | KE_SA as
fol | ows:

SKEYSEED = prf(SK.d (old), [g*ir (new)] | N | Nr)

where g”ir (new) is the shared secret fromthe epheneral Diffie- Hellnnan exchange of this
CREATE_CHI LD _SA exchange (represented as an octet string in big endian order padded with zeros if
necessary to make it the length of the nodulus) and Ni and Nr are the two nonces stripped of any
headers.

I dentifier: RQ _002 6175
RFC Clause:  2.18.

Type: Mandatory
Appliesto: Host
Requirement:

Wien and | KE i npl enentation uses the CREATE_CH LD _SA exchange to rekey an existing | KE Security
Association. it MJIST reset the nessage counters on the rekeyed IKE_SA to zero (0)

RFC Text:
The new | KE_SA MUST reset its message counters to O.
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I dentifier: RQ_002_6176
RFC Clause:  2.19.

Type: Mandatory
Appliesto: Host
Requirement:

In order to request a tenporary |P address in a network protected by a security gateway, an |KE
endpoi nt MAY request the creation of a CH LD SA to the gateway and include in this request a
Configuration Payload (CP) with the CFG Type set to CFG REQUEST and the Attribute Type set to

| NTERNAL_| P6_ADDRESS

RFC Text:
Mbst commonly occurring in the endpoint-to-security-gateway scenario, an endpoint nmay need an |P
address in the network protected by the security gateway and nay need to have that address
dynamical |y assigned. A request for such a tenporary address can be included in any request to
create a CHILD SA (including the inplicit request in nmessage 3) by including a CP payl oad.

This function provides address allocation to an | Psec Renote Access Cient (IRAC) trying to tunnel
into a network protected by an | Psec Renbte Access Server (IRAS). Since the | KE_AUTH exchange
creates an | KE_SA and a CH LD _SA, the | RAC MUST request the | RAS-controlled address (and optionally
other information concerning the protected network) in the | KE_AUTH exchange. The | RAS may procure
an address for the | RAC from any nunber of sources such as a DHCP/ BOOTP server or its own address
pool .

I dentifier: RQ _002 6177
RFC Clause:  2.19.

Type: Mandatory
Appliesto: Host
Requirement:

When an | KE security gateway receives an | K AUTH request containing a Configuration Payload (CP)
with the CFG Type set to CFG REQUEST and the Attribute Type set to | NTERNAL_I P6_ADDRESS from an | KE
endpoint, it MJUST include in the | K AUTH response a Configuration Payload (CP) with the CFG Type set
to CFG REPLY, the Attribute Type set to | NTERNAL_| P6_ADDRESS and the Attribute Val ue containing the
tenporary | P address to be used by the requesting endpoi nt

RFC Text:
Mbst commonly occurring in the endpoint-to-security-gateway scenario, an endpoint nay need an |P
address in the network protected by the security gateway and may need to have that address
dynamical |y assigned. A request for such a tenporary address can be included in any request to
create a CHILD SA (including the inplicit request in nmessage 3) by including a CP payl oad.

This function provides address allocation to an | Psec Renote Access Cient (IRAC) trying to tunnel
into a network protected by an | Psec Rembte Access Server (IRAS). Since the | KE_AUTH exchange
creates an | KE_SA and a CH LD _SA, the | RAC MUST request the | RAS-controlled address (and optionally
other information concerning the protected network) in the | KE_ AUTH exchange. The | RAS nay procure
an address for the | RAC from any nunber of sources such as a DHCP/ BOOTP server or its own address
pool .
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I dentifier: RQ_002_6178
RFC Clause:  2.19.

Type: Mandatory
Appliesto: Host
Requirement:

Wien an | KE inpl ementation sends either an | KE_AUTH request or an | KE_AUTH response containing a
Configuration Payload (CP), it MJST insert the CP payl oad before the SA payl oad.

RFC Text:
This function provides address allocation to an | Psec Rembte Access Cient (IRAC) trying to tunnel
into a network protected by an | Psec Renbte Access Server (IRAS). Since the | KE_AUTH exchange
creates an | KE_SA and a CHI LD SA, the | RAC MUST request the | RAS-controll ed address (and optionally
other information concerning the protected network) in the | KE_ AUTH exchange. The | RAS nay procure
an address for the | RAC from any nunber of sources such as a DHCP/ BOOTP server or its own address
pool .

In all cases, the CP payload MJST be inserted before the SA payload. In variations of the protocol
where there are nultiple | KE_ AUTH exchanges, the CP payl oads MJST be inserted in the nessages
contai ning the SA payl oads.

CP(CFG_REQUEST) MUST contain at |east an | NTERNAL_ADDRESS attribute (either |1Pv4 or |Pv6) but MAY
contain any nunmber of additional attributes the initiator wants returned in the response.

I dentifier: RQ _002 6179
RFC Clause:  2.19.

Type: Mandatory
Appliesto: Host
Requirement:

When an I KE inplementation is required to send nultiple | KE_ AUTH nessages (requests or responses) to
establish a CH LD SA between an endpoint and a security gateway, the Configuration Payl oads (CP)
MJST be included in each nessage containing the SA payl oad.

RFC Text:
This function provides address allocation to an | Psec Rembte Access Cient (IRAC) trying to tunnel
into a network protected by an | Psec Rembte Access Server (IRAS). Since the | KE_AUTH exchange
creates an | KE_SA and a CHI LD SA, the | RAC MUST request the | RAS-controll ed address (and optionally
other information concerning the protected network) in the | KE_AUTH exchange. The | RAS may procure
an address for the | RAC from any nunber of sources such as a DHCP/ BOOTP server or its own address
pool .

In all cases, the CP payload MJST be inserted before the SA payload. In variations of the protocol
where there are nultiple | KE_ AUTH exchanges, the CP payl oads MJST be inserted in the nessages
contai ning the SA payl oads.

CP(CFG_REQUEST) MUJST contain at |east an | NTERNAL_ADDRESS attribute (either |1Pv4 or |Pv6) but MAY
contain any nunber of additional attributes the initiator wants returned in the response.
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I dentifier: RQ_002_6180
RFC Clause:  2.19.

Type: Optional
Appliesto: Host
Requirement:

When an I KE inplementation is required to send an | KE_AUTH nessages contai ning a Configuration
Payload (CP) with the CFG Type set to CFG REQUEST, it MAY contain any nunber of attributes the
initiator wants returned in the response in addition to the mandatory | NTERNAL_| P6_ADDRESS attri bute

type

RFC Text:
This function provides address allocation to an | Psec Renote Access Cient (IRAC) trying to tunnel
into a network protected by an | Psec Renbte Access Server (IRAS). Since the | KE _AUTH exchange
creates an | KE_SA and a CH LD_SA, the | RAC MUST request the | RAS-controlled address (and optionally
other information concerning the protected network) in the | KE_ AUTH exchange. The | RAS nay procure
an address for the | RAC from any nunber of sources such as a DHCP/ BOOTP server or its own address

pool .

In all cases, the CP payload MJST be inserted before the SA payload. In variations of the protocol
where there are nultiple | KE AUTH exchanges, the CP payl oads MJUST be inserted in the nessages
contai ning the SA payl oads.

CP(CFG_REQUEST) MJUST contain at |east an | NTERNAL_ADDRESS attribute (either 1Pv4 or |Pv6) but MAY
contain any nunber of additional attributes the initiator wants returned in the response.

I dentifier: RQ_002_6181
RFC Clause:  2.19.

Type: Optional
Appliesto: Host
Requirement:

Wien an | KE security gateway receives an | KE_AUTH request containing a Configuration Payl oad (CP)
with the CFG Type set to CFG REQUEST, it MAY return additional configuration attributes that were
not included in the original request

RFC Text:

Al returned values will be inplenentation dependent. As can be seen in the above exanple, the IRAS
MAY al so send other attributes that were not included in CP(CFG REQUEST) and MAY ignore the non-
mandatory attributes that it does not support.

The responder MUST NOT send a CFG REPLY wi thout having first received a CP(CFG REQUEST) fromthe
initiator, because we do not want the | RAS to perform an unnecessary configuration |ookup if the

| RAC cannot process the REPLY. In the case where the |RAS s configuration requires that CP be used
for a given identity ID, but IRAC has failed to send a CP(CFG_REQUEST), |RAS MJST fail the request,
and term nate the | KE exchange with a FAILED _CP_REQUI RED error.

Identifier: RQ_002_6182
RFC Clause:  2.19.

Type: Optional
Appliesto: Host
Requirement:

When an | KE security gateway receives an | KE_AUTH request containing a Configuration Payload (CP)
with the CFG Type set to CFG REQUEST, it MAY ignore any requested non-mandatory attributes that it
does not support

RFC Text:
Al returned values will be inplenentation dependent. As can be seen in the above exanple, the |RAS
MAY al so send other attributes that were not included in CP(CFG REQUEST) and MAY ignore the non-

mandatory attributes that it does not support.

The responder MUST NOT send a CFG REPLY wi thout having first received a CP(CFG REQUEST) fromthe
initiator, because we do not want the | RAS to perform an unnecessary configuration |ookup if the

| RAC cannot process the REPLY. In the case where the IRAS's configuration requires that CP be used
for a given identity ID, but IRAC has failed to send a CP(CFG _REQUEST), |RAS MJIST fail the request,
and term nate the | KE exchange with a FAILED _CP_REQUI RED error.
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I dentifier: RQ_002_6183
RFC Clause:  2.19.

Type: Mandatory
Appliesto: Host
Requirement:

An | KE security gateway MJUST NOT send a Configuration Payload (CP) with the CFG Type set to
CFG_REPLY wi thout having first received a CP with the CFG Type set to CFG REQUEST fromthe
initiating endpoint

RFC Text:
Al returned values will be inplenentation dependent. As can be seen in the above exanple, the IRAS
MAY al so send other attributes that were not included in CP(CFG REQUEST) and MAY ignore the non-
mandatory attributes that it does not support.

The responder MUST NOT send a CFG REPLY wi thout having first received a CP(CFG REQUEST) fromthe
initiator, because we do not want the | RAS to perform an unnecessary configuration |ookup if the

| RAC cannot process the REPLY. In the case where the IRAS's configuration requires that CP be used
for a given identity ID, but IRAC has failed to send a CP(CFG_REQUEST), |RAS MJST fail the request,
and term nate the | KE exchange with a FAILED _CP_REQUI RED error.

Identifier: RQ _002 6184
RFC Clause: 2.19.

Type: Mandatory
Appliesto: Host
Requirement:

If a security gateway is configured to expect an | KE_AUTH request froma particular endpoint to
include a Configuration Payload with the CFG Type set to CFG REQUEST, it MJST term nate any | KE_AUTH
request fromthis endpoint if the CFG REQUEST is not included and send a Notify payload to the
endpoint with an Error Type set to FAI LED _CP_REQUI RED.

RFC Text:
Al returned values will be inplenentation dependent. As can be seen in the above exanple, the IRAS
MAY al so send other attributes that were not included in CP(CFG REQUEST) and MAY ignore the non-
mandatory attributes that it does not support.

The responder MUST NOT send a CFG REPLY wi thout having first received a CP(CFG REQUEST) fromthe
initiator, because we do not want the | RAS to perform an unnecessary configuration |ookup if the

| RAC cannot process the REPLY. In the case where the |RAS s configuration requires that CP be used
for a given identity ID, but IRAC has failed to send a CP(CFG_REQUEST), |RAS MJST fail the request,
and term nate the | KE exchange with a FAILED CP_REQUI RED error.
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I dentifier: RQ_002_6185
RFC Clause:  2.20.

Type: Mandatory
Appliesto: Host
Requirement:

If an | KE endpoi nt receives an | NFORVATI ONAL exchange message after the I KE_SA and first CH LD SA
have been established and it contains a Configuration (CP) Payload with the CFG Type set to
CFG_REQUEST and the Attribute Type set to APPLI CATION_VERSION, it MJST send one of the following to
the peer | KE endpoint:

(i) an | NFORMATI ONAL exchange nessage containing a CP payl oad with the CFG Type set to
CFG REPLY, the Attribute Type set to APPLI CATI ON_VERSION and the Attribute Val ue set
to a string containing information regarding the endpoint's software version;

(ii) an | NFORMATI ONAL exchange nessage containing a CP payload with the CFG Type set to
CFG REPLY, the Attribute Type set to APPL| CATI ON_VERSION and the Attribute Val ue set
to an enpty string; or

(iii) an | NFORVMATI ONAL exchange nessage containing no CP payload if CP is not supported.

RFC Text:
An | KE inpl enentation MAY decline to give out version infornmation prior to authentication or even
after authentication to prevent trolling in case sonme inplenmentation is known to have some security

weakness. In that case, it MJUST either return an enpty string or no CP payload if CP is not
support ed.
Initiator Responder
HDR, SK{CP(CFG_REQUEST)} -->
<-- HDR, SK{CP(CFG_REPLY)}

CP( CFG_REQUEST) =
APPLI CATI ON_VERSI ON("")

CP(CFG_REPLY) APPL| CATI ON_VERSI ON("f oobar v1.3beta, (c) Foo Bar Inc.")

I dentifier: RQ_002_6186
RFC Clause:  2.21.

Type: Mandatory
Appliesto: Host
Requirement:

If an I KE inplenentation receives an | KE request that is badly fornatted or unacceptable for reasons
of policy, its response MIUST contain a Notify payload indicating the error

RFC Text:
There are many kinds of errors that can occur during |KE processing. If a request is received that
is badly formatted or unacceptable for reasons of policy (e.g., no matching cryptographic
al gorithns), the response MJST contain a Notify payload indicating the error. |f an error occurs
outside the context of an |KE request (e.g., the node is getting ESP nmessages on a nonexistent SPl),
the node SHOULD initiate an | NFORVATI ONAL exchange with a Notify payl oad describing the problem

I dentifier: RQ _002 6187
RFC Clause:  2.21.

Type: Recommended
Appliesto: Host
Requirement:

If an I KE inplementation detects an error outside the context of an | KE request (e.g., the node is
getting ESP nessages on a nonexistent SPl), it SHOULD initiate an | NFORMATI ONAL exchange with a
Notify payl oad describing the problem

RFC Text:
There are many kinds of errors that can occur during |KE processing. If a request is received that
is badly formatted or unacceptable for reasons of policy (e.g., no matching cryptographic
al gorithnms), the response MJST contain a Notify payload indicating the error. |f an error occurs
outside the context of an |KE request (e.g., the node is getting ESP nmessages on a nonexistent SPl),
the node SHOULD initiate an | NFORVATI ONAL exchange with a Notify payl oad describing the problem
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I dentifier: RQ_002_6188
RFC Clause:  2.21.

Type: Mandatory
Appliesto: Host
Requirement:

If an | KE endpoint receives an | KE exchange response on UDP port 500 or 4500 outside the context of
an | KE_SA known to it, it MJUST NOT send any response to the message.

RFC Text:
If a node receives a nessage on UDP port 500 or 4500 outside the context of an | KE _SA known to it
(and not a request to start one), it may be the result of a recent crash of the node. |f the
nessage i s marked as a response, the node MAY audit the suspicious event but MJST NOT respond. |f

the nmessage is marked as a request, the node MAY audit the suspicious event and MAY send a response.
If a response is sent, the response MIUST be sent to the | P address and port fromwhence it came with
the sane | KE SPIs and the Message | D copied. The response MJUST NOT be cryptographically protected
and MUST contain a Notify payl oad indicating | NVALID_| KE_SPI.

A node receiving such an unprotected Notify payl oad MJST NOT respond and MJUST NOT change the state
of any existing SAs. The nmessage nmight be a forgery or mght be a response the genuine
correspondent was tricked into sending. A node SHOULD treat such a nmessage (and al so a network
nessage |i ke | CVMP destination unreachable) as a hint that there might be problenms with SAs to that

| P address and SHOULD initiate a liveness test for any such IKE_SA. An inplenentation SHOULD limt
the frequency of such tests to avoid being tricked into participating in a denial of service attack.

I dentifier: RQ_002_6189
RFC Clause:  2.21.

Type: Optional
Appliesto: Host
Requirement:

If an | KE endpoi nt receives an | KE exchange request on UDP port 500 or 4500 outside the context of
an | KE_SA known to it, it MAY send a response to the message.

RFC Text:
If a node receives a nessage on UDP port 500 or 4500 outside the context of an |IKE _SA known to it
(and not a request to start one), it nay be the result of a recent crash of the node. |If the
nessage i s marked as a response, the node MAY audit the suspicious event but MJST NOT respond. |f

the nessage is nmarked as a request, the node MAY audit the suspicious event and MAY send a response.
If a response is sent, the response MIUST be sent to the | P address and port fromwhence it came with
the sane | KE SPIs and the Message | D copied. The response MJUST NOT be cryptographically protected
and MUST contain a Notify payl oad indicating | NVALID_| KE_SPI .

A node receiving such an unprotected Notify payl oad MJST NOT respond and MJUST NOT change the state
of any existing SAs. The message nmight be a forgery or mght be a response the genuine
correspondent was tricked into sending. A node SHOULD treat such a nmessage (and al so a network
nmessage |i ke | CVMP destination unreachable) as a hint that there might be problenms with SAs to that

| P address and SHOULD initiate a liveness test for any such IKE_SA. An inplenentation SHOULD limt
the frequency of such tests to avoid being tricked into participating in a denial of service attack.
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I dentifier: RQ_002_6190
RFC Clause:  2.21.

Type: Mandatory
Appliesto: Host
Requirement:

If an | KE endpoint responds to | KE exchange request received on UDP port 500 or 4500 but outside the
context of an | KE_SA known to it, it MJST send the response to the | P address and port from whence
it came with the sane | KE SPIs and the Message | D copi ed.

RFC Text:
If a node receives a nessage on UDP port 500 or 4500 outside the context of an |IKE_SA known to it
(and not a request to start one), it may be the result of a recent crash of the node. |f the
message is nmarked as a response, the node MAY audit the suspicious event but MJUST NOT respond. |If

the nmessage is marked as a request, the node MAY audit the suspicious event and MAY send a response.
If a response is sent, the response MIUST be sent to the | P address and port fromwhence it came with
the sanme |KE SPIs and the Message I D copied. The response MJST NOT be cryptographically protected
and MUST contain a Notify payl oad indicating | NVALID_| KE_SPI .

A node receiving such an unprotected Notify payl oad MJST NOT respond and MJUST NOT change the state
of any existing SAs. The nmessage might be a forgery or mght be a response the genuine
correspondent was tricked into sending. A node SHOULD treat such a nmessage (and al so a network
nmessage |i ke | CVP destination unreachable) as a hint that there might be problems with SAs to that

| P address and SHOULD initiate a liveness test for any such IKE_SA. An inplenentation SHOULD limt
the frequency of such tests to avoid being tricked into participating in a denial of service attack.

I dentifier: RQ_002_6191
RFC Clause:  2.21.

Type: Mandatory
Appliesto: Host
Requirement:

If an | KE endpoi nt responds to | KE exchange request received on UDP port 500 or 4500 but outside the
context of an | KE_SA known to it, it MJST NOT cryptographically protect the response

RFC Text:
If a node receives a nmessage on UDP port 500 or 4500 outside the context of an |IKE _SA known to it
(and not a request to start one), it may be the result of a recent crash of the node. |f the
nessage i s marked as a response, the node MAY audit the suspicious event but MJST NOT respond. |f

the nmessage is marked as a request, the node MAY audit the suspicious event and MAY send a response.
If a response is sent, the response MIUST be sent to the | P address and port fromwhence it came with
the sanme |KE SPIs and the Message | D copied. The response MJUST NOT be cryptographically protected
and MUST contain a Notify payl oad indicating | NVALID_| KE_SPI .

A node receiving such an unprotected Notify payl oad MJST NOT respond and MJUST NOT change the state
of any existing SAs. The message nmight be a forgery or mght be a response the genuine
correspondent was tricked into sending. A node SHOULD treat such a nmessage (and al so a network
nmessage |i ke | CVMP destination unreachable) as a hint that there might be problenms with SAs to that

| P address and SHOULD initiate a liveness test for any such IKE_SA. An inplenentation SHOULD limt
the frequency of such tests to avoid being tricked into participating in a denial of service attack.
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I dentifier: RQ_002_6192
RFC Clause:  2.21.

Type: Mandatory
Appliesto: Host
Requirement:

If an | KE endpoint responds to | KE exchange request received on UDP port 500 or 4500 but outside the
context of an | KE_SA known to it, it MJST include a Notify payload indicating INVALID IKE_SPI in the
response

RFC Text:
If a node receives a nessage on UDP port 500 or 4500 outside the context of an |IKE_SA known to it
(and not a request to start one), it may be the result of a recent crash of the node. |f the
message is nmarked as a response, the node MAY audit the suspicious event but MJUST NOT respond. |If

the nmessage is marked as a request, the node MAY audit the suspicious event and MAY send a response.
If a response is sent, the response MIUST be sent to the | P address and port fromwhence it came with
the sanme |KE SPIs and the Message | D copied. The response MJUST NOT be cryptographically protected
and MUST contain a Notify payl oad indicating | NVALID_| KE_SPI.

A node receiving such an unprotected Notify payl oad MJST NOT respond and MJUST NOT change the state
of any existing SAs. The nmessage might be a forgery or mght be a response the genuine
correspondent was tricked into sending. A node SHOULD treat such a nmessage (and al so a network
nmessage |i ke | CVP destination unreachable) as a hint that there might be problems with SAs to that

| P address and SHOULD initiate a liveness test for any such IKE_SA. An inplenentation SHOULD limt
the frequency of such tests to avoid being tricked into participating in a denial of service attack.

I dentifier: RQ_002_6193
RFC Clause:  2.21.

Type: Mandatory
Appliesto: Host
Requirement:

If an | KE endpoi nt receives a cryptographically unprotected | KE response containing a Notify payl oad
indicating INVALID I KE_SPI, it MJST NOT respond in any way to this message

RFC Text:
If a node receives a nmessage on UDP port 500 or 4500 outside the context of an |IKE _SA known to it
(and not a request to start one), it may be the result of a recent crash of the node. |f the
nessage i s marked as a response, the node MAY audit the suspicious event but MJST NOT respond. |f

the nmessage is marked as a request, the node MAY audit the suspicious event and MAY send a response.
If a response is sent, the response MIUST be sent to the | P address and port fromwhence it came with
the sanme |KE SPIs and the Message I D copied. The response MJUST NOT be cryptographically protected
and MUST contain a Notify payl oad indicating | NVALID_| KE_SPI .

A node receiving such an unprotected Notify payl oad MJST NOT respond and MJUST NOT change the state
of any existing SAs. The message nmight be a forgery or mght be a response the genuine
correspondent was tricked into sending. A node SHOULD treat such a nmessage (and al so a network
nmessage |i ke | CVMP destination unreachable) as a hint that there might be problenms with SAs to that

| P address and SHOULD initiate a liveness test for any such IKE_SA. An inplenentation SHOULD limt
the frequency of such tests to avoid being tricked into participating in a denial of service attack.
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I dentifier: RQ_002_6194
RFC Clause:  2.21.

Type: Mandatory
Appliesto: Host
Requirement:

If an | KE endpoi nt receives a cryptographically unprotected | KE response containing a Notify payl oad
indicating INVALID | KE_SPI, it MJST NOT change the state of any existing Security Associations

RFC Text:
If a node receives a nessage on UDP port 500 or 4500 outside the context of an | KE _SA known to it
(and not a request to start one), it may be the result of a recent crash of the node. |f the
nessage i s marked as a response, the node MAY audit the suspicious event but MJST NOT respond. |f

the nmessage is marked as a request, the node MAY audit the suspicious event and MAY send a response.
If a response is sent, the response MIUST be sent to the | P address and port fromwhence it came with
the sane | KE SPIs and the Message | D copied. The response MJUST NOT be cryptographically protected
and MUST contain a Notify payl oad indicating | NVALID_| KE_SPI.

A node receiving such an unprotected Notify payl oad MJST NOT respond and MJUST NOT change the state
of any existing SAs. The message might be a forgery or mght be a response the genuine
correspondent was tricked into sending. A node SHOULD treat such a nmessage (and al so a network
nessage |i ke | CVMP destination unreachable) as a hint that there might be problenms with SAs to that

| P address and SHOULD initiate a liveness test for any such IKE_SA. An inplenentation SHOULD limt
the frequency of such tests to avoid being tricked into participating in a denial of service attack.

Identifier: RQ_002_6195
RFC Clause:  2.21.

Type: Recommended
Appliesto: Host
Requirement:

If an | KE endpoi nt receives a cryptographically unprotected | KE response containing a Notify payl oad
indicating INVALID IKE SPlI, it SHOULD initiate a |liveness test for the | KE_SA on which the
unprotected response was recei ved

RFC Text:
If a node receives a nmessage on UDP port 500 or 4500 outside the context of an |IKE _SA known to it
(and not a request to start one), it may be the result of a recent crash of the node. |f the
nessage i s marked as a response, the node MAY audit the suspicious event but MJST NOT respond. |f

the nmessage is marked as a request, the node MAY audit the suspicious event and MAY send a response.
If a response is sent, the response MIUST be sent to the | P address and port fromwhence it came with
the sanme |KE SPIs and the Message I D copied. The response MJUST NOT be cryptographically protected
and MUST contain a Notify payl oad indicating | NVALID_| KE_SPI .

A node receiving such an unprotected Notify payl oad MJST NOT respond and MJUST NOT change the state
of any existing SAs. The nessage might be a forgery or nmight be a response the genui ne correspondent
was tricked into sending. A node SHOULD treat such a nessage (and al so a network nmessage |ike | CWP
destination unreachable) as a hint that there mght be problenms with SAs to that |P address and
SHOULD initiate a |iveness test for any such IKE_SA. An inplenmentation SHOULD linit the frequency
of such tests to avoid being tricked into participating in a denial of service attack.

I dentifier: RQ_002_6196
RFC Clause:  2.21.

Type: Optional
Appliesto: Host
Requirement:

If an | KE endpoi nt receives a cryptographically unprotected, unsolicited or otherw se unexpected
nmessage fromthe other endpoint in an established | KE Security Association, it MAY send an | KE
Notify payload in an | KE | NFORMATI ONAL exchange over that SA

RFC Text:
A node receiving a suspicious nmessage froman |IP address with which it has an | KE_SA MAY send an | KE
Notify payload in an | KE | NFORVMATI ONAL exchange over that SA. The recipient MIJST NOT change the
state of any SA's as a result but SHOULD audit the event to aid in diagnosing mal functions. A node
MUST Iinmit the rate at which it will send nessages in response to unprotected nessages.
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I dentifier: RQ_002_6197
RFC Clause:  2.21.

Type: Mandatory
Appliesto: Host
Requirement:

If an | KE endpoi nt receives a cryptographically unprotected, unsolicited or otherw se unexpected
nmessage fromthe other endpoint in an established | KE Security Association, it MJST NOT change the
state of any SA's as a result

RFC Text:
A node receiving a suspicious nmessage froman IP address with which it has an | KE_SA MAY send an | KE
Notify payload in an | KE | NFORVMATI ONAL exchange over that SA. The recipient MIJST NOT change the
state of any SA's as a result but SHOULD audit the event to aid in diagnosing mal functions. A node
MUST [inmit the rate at which it will send nessages in response to unprotected nessages.

I dentifier: RQ_002_6198
RFC Clause:  2.21.

Type: Recommended
Appliesto: Host
Requirement:

If an | KE endpoi nt receives a cryptographically unprotected, unsolicited or otherw se unexpected
message fromthe other endpoint in an established | KE Security Association, it SHOULD record the
event to aid in diagnosing malfunctions

RFC Text:
A node receiving a suspicious nmessage froman |IP address with which it has an | KE_SA MAY send an | KE
Notify payload in an | KE | NFORVATI ONAL exchange over that SA. The recipient MJST NOT change the
state of any SA's as a result but SHOULD audit the event to aid in diagnosing mal functions. A node
MJUST limt the rate at which it will send nessages in response to unprotected nessages.

I dentifier: RQ_002_6199
RFC Clause:  2.22.

Type: Optional
Appliesto: Host
Requirement:

An | KE endpoi nt requesting a CH LD _SA MAY advertise its support for one or nore conpression
al gorithms through one or nore Notify payl oads of type | PCOW_SUPPORTED

RFC Text:
Negoti ation of | P conpression is separate fromthe negotiation of cryptographic paraneters
associated with a CH LD _SA. A node requesting a CH LD _SA MAY advertise its support for one or nore
conpression algorithms through one or nore Notify payl oads of type | PCOW_SUPPORTED. The response
MAY i ndicate acceptance of a single conpression algorithmwith a Notify payl oad of type
| PCOVP_SUPPORTED. These payl oads MJST NOT occur in nessages that do not contain SA payl oads.

I dentifier: RQ_002_6200
RFC Clause:  2.22.

Type: Mandatory
Appliesto: Host
Requirement:

An | KE endpoi nt receiving a CH LD _SA request advertising support for one or nore conpression
al gorithnms through one or nore Notify payl oads of type | PCOW_SUPPORTED MUST NOT i ndi cate acceptance
of nmore than a single conpression algorithmwi th a Notify payl oad of type | PCOW_SUPPORTED

RFC Text:
Negotiation of | P conpression is separate fromthe negotiation of cryptographic paraneters
associated with a CH LD SA. A node requesting a CH LD _SA MAY advertise its support for one or nore
conpression al gorithns through one or nore Notify payl oads of type | PCOW_SUPPORTED. The response
MAY i ndicate acceptance of a single conpression algorithmwith a Notify payl oad of type
| PCOVP_SUPPORTED. These payl oads MJST NOT occur in nessages that do not contain SA payl oads.
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I dentifier: RQ_002_6201
RFC Clause:  2.22.

Type: Mandatory
Appliesto: Host
Requirement:

An | KE endpoi nt MJUST NOT include Notify payl oads of type | PCOW_SUPPORTED i n messages that do not
contai n SA payl oads

RFC Text:
Negotiation of | P conpression is separate fromthe negotiation of cryptographic paraneters
associated with a CH LD _SA. A node requesting a CH LD _SA MAY advertise its support for one or nore
conpression al gorithms through one or nore Notify payl oads of type | PCOW_SUPPORTED. The response
MAY i ndicate acceptance of a single conpression algorithmwith a Notify payl oad of type
| PCOVP_SUPPORTED. These payl oads MJST NOT occur in nessages that do not contain SA payl oads

Identifier: RQ _002_6202
RFC Clause:  2.22.

Type: Mandatory
Appliesto: Host
Requirement:

An endpoint in an I KE Security Association MJUST NOT accept an | P conpression algorithmthat was not
included in the set of available algorithns proposed to the other endpoint during a CREATE CH LD SA
exchange

RFC Text:
Al t hough there has been di scussion of allowi ng nultiple conpression algorithms to be accepted and to
have different conpression algorithns available for the two directions of a CH LD _SA
i npl enentations of this specification MJUST NOT accept an | PConp al gorithmthat was not proposed
MJST NOT accept nore than one, and MJST NOT conpress using an al gorithmother than one proposed and
accepted in the setup of the CH LD _SA

Identifier: RQ_002 6203
RFC Clause: 2.22.

Type: Mandatory
Appliesto: Host
Requirement:

An endpoint in an | KE Security Association MIJST NOT accept nore than one | P conpression al gorithm
fromthe set of available algorithns proposed by the other endpoint during a CREATE CH LD _SA
exchange

RFC Text:
Al t hough there has been di scussion of allowing nultiple conpression algorithms to be accepted and to
have different conpression algorithns available for the two directions of a CH LD _SA
i npl enentations of this specification MJUST NOT accept an | PConp al gorithmthat was not proposed
MJUST NOT accept nore than one, and MJST NOT conpress using an al gorithmother than one proposed and
accepted in the setup of the CH LD _SA
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I dentifier: RQ_002_6204
RFC Clause:  2.22.

Type: Mandatory
Appliesto: Host
Requirement:

An endpoint in an I KE Security Association MJST use only the |IP conpression al gorithm proposed and
accepted during a CREATE_CHI LD_SA exchange

RFC Text:
Al t hough there has been di scussion of allowi ng nultiple conpression algorithms to be accepted and to
have different conpression algorithns available for the two directions of a CH LD _SA
i npl enentations of this specification MJST NOT accept an | PConp al gorithmthat was not proposed
MJUST NOT accept nore than one, and MJST NOT conpress using an al gorithmother than one proposed and
accepted in the setup of the CH LD _SA

| dentifier: RQ_002_6205
RFC Clause:  2.23

Type: Mandatory
Appliesto: Host
Requirement:

When an | KE inpl enentation sends an | KE request, it MJST set both the Source Port and the
Destination Port in the UDP Header to 500

RFC Text:
It is a conmon practice of NATs to translate TCP and UDP port nunbers as well as addresses and use
the port nunbers of inbound packets to decide which internal node should get a given packet. For
this reason, even though | KE packets MJUST be sent fromand to UDP port 500, they MJST be accepted
com ng fromany port and responses MJST be sent to the port fromwhence they came. This is because
the ports may be nodified as the packets pass through NATs. Similarly, |P addresses of the IKE
endpoints are generally not included in the | KE payl oads because the payl oads are cryptographically
protected and could not be transparently nodified by NATs

Port 4500 is reserved for UDP-encapsul ated ESP and | KE. When working through a NAT, it is generally
better to pass | KE packets over port 4500 because sonme ol der NATs handle IKE traffic on port 500
cleverly in an attenpt to transparently establish | Psec connections between endpoints that don't
handl e NAT traversal thenselves. Such NATs may interfere with the straightforward NAT traversa

envi sioned by this docunment, so an |Psec endpoint that discovers a NAT between it and its
correspondent MJUST send all subsequent traffic to and from port 4500, which NATs shoul d not treat
specially (as they mght with port 500).

Identifier: RQ_002_6206
RFC Clause:  2.23

Type: Mandatory
Appliesto: Host
Requirement:

An | KE inpl enentati on MUST ACCEPT | KE messages with any source port nunber set in the UDP Header

RFC Text:
It is a conmon practice of NATs to translate TCP and UDP port nunbers as well as addresses and use
the port nunbers of inbound packets to decide which internal node should get a given packet. For
this reason, even though | KE packets MJUST be sent fromand to UDP port 500, they MJST be accepted
com ng fromany port and responses MJUST be sent to the port fromwhence they came. This is because
the ports may be nodified as the packets pass through NATs. Similarly, |IP addresses of the IKE
endpoints are generally not included in the | KE payl oads because the payl oads are cryptographically
protected and could not be transparently nodified by NATs

Port 4500 is reserved for UDP-encapsul ated ESP and | KE. When working through a NAT, it is generally
better to pass | KE packets over port 4500 because sone ol der NATs handle IKE traffic on port 500
cleverly in an attenpt to transparently establish | Psec connections between endpoints that don't
handl e NAT traversal themselves. Such NATs may interfere with the straightforward NAT traversa

envi sioned by this docunment, so an |Psec endpoint that discovers a NAT between it and its
correspondent MJST send all subsequent traffic to and from port 4500, which NATs should not treat
specially (as they mght with port 500).
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| dentifier: RQ_002_6207
RFC Clause:  2.23
Type: Mandatory
Appliesto: Host
Requirement:
If an I KE inplenentation supports NAT Traversal, it nust set the Destination Port nunber in the UDP

Header of an | KE response nessage to the Source Port nunber set in the UDP Header of the associ ated
recei ved nessage

RFC Text:
It is a conmon practice of NATs to translate TCP and UDP port nunbers as well as addresses and use
the port nunbers of inbound packets to decide which internal node should get a given packet. For
this reason, even though | KE packets MJUST be sent fromand to UDP port 500, they MJST be accepted
com ng fromany port and responses MJUST be sent to the port fromwhence they came. This is because
the ports may be nodified as the packets pass through NATs. Sinmilarly, |P addresses of the IKE
endpoi nts are generally not included in the | KE payl oads because the payl oads are cryptographically
protected and could not be transparently nodified by NATs

Port 4500 is reserved for UDP-encapsul ated ESP and | KE. Wien working through a NAT, it is generally
better to pass | KE packets over port 4500 because sone ol der NATs handle IKE traffic on port 500
cleverly in an attenpt to transparently establish | Psec connections between endpoints that don't
handl e NAT traversal themselves. Such NATs may interfere with the straightforward NAT traversa

envi sioned by this docunment, so an |Psec endpoint that discovers a NAT between it and its
correspondent MJST send all subsequent traffic to and from port 4500, which NATs should not treat
specially (as they mght with port 500).

I dentifier: RQ_002_6208
RFC Clause:  2.23

Type: Mandatory
Appliesto: Host
Requirement:

If an | KE endpoi nt determines that a Network Address Translation (NAT) gateway exists between itself
and the other endpoint in an I KE Security Association, it MJST set the Source and the Destination
Port nunber to 4500 in the UDP Header of all subsequent nmessages to the other endpoint

RFC Text:
It is a conmon practice of NATs to translate TCP and UDP port nunbers as well as addresses and use
the port nunbers of inbound packets to decide which internal node should get a given packet. For
this reason, even though | KE packets MJUST be sent fromand to UDP port 500, they MJST be accepted
com ng fromany port and responses MJUST be sent to the port fromwhence they came. This is because
the ports may be nodified as the packets pass through NATs. Similarly, |IP addresses of the IKE
endpoints are generally not included in the | KE payl oads because the payl oads are cryptographically
protected and could not be transparently nodified by NATs

Port 4500 is reserved for UDP-encapsul ated ESP and | KE. When working through a NAT, it is generally
better to pass | KE packets over port 4500 because sonme ol der NATs handle IKE traffic on port 500
cleverly in an attenpt to transparently establish | Psec connections between endpoints that don't
handl e NAT traversal thenselves. Such NATs may interfere with the straightforward NAT traversa

envi sioned by this docunment, so an |Psec endpoint that discovers a NAT between it and its
correspondent MJST send all subsequent traffic to and from port 4500, which NATs should not treat
specially (as they mght with port 500).
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| dentifier: RQ_002_6209

RFC Clause:  2.23

Type: Optional

Appliesto: Host

Requirement:
An | KE inpl enentation MAY support NAT traversal

RFC Text:
The specific requirements for supporting NAT traversal [RFC3715] are |listed bel ow Support for NAT
traversal is optional. In this section only, requirenents listed as MJST apply only to

i npl enment ati ons supporting NAT traversal.

* | KE MUST listen on port 4500 as well as port 500. |KE MJST
respond to the | P address and port from which packets arrived.

* Both IKE initiator and responder MUST include in their IKESAINT
packets Notify payl oads of type NAT_DETECTI ON_SOURCE | P and
NAT_DETECTI ON_DESTI NATI ON_I P. Those payl oads can be used to
detect if there is NAT between the hosts, and which end is behind
the NAT. The location of the payloads in the IKE_SA IN T packets
are just after the Nl and Nr payl oads (before the optional CERTREQ
payl oad) .

* |'f none of the NAT_DETECTI ON_SOURCE_| P payl oad(s) received natches
the hash of the source IP and port found fromthe | P header of the
packet containing the payload, it nmeans that the other end is
behi nd NAT (i.e., sonmeone along the route changed the source
address of the original packet to match the address of the NAT
box). In this case, this end should allow dynanic update of the
other ends | P address, as described |ater.

* |f the NAT_DETECTI ON_DESTI NATI ON_I P payl oad recei ved does not
mat ch the hash of the destination |IP and port found fromthe IP
header of the packet containing the payload, it nmeans that this
end is behind a NAT. In this case, this end SHOULD start sending
keepal i ve packets as explained in [HuttO05].

* The IKE initiator MUST check these payloads if present and if they
do not match the addresses in the outer packet MJST tunnel all
future I KE and ESP packets associated with this | KE_SA over UDP
port 4500.

* To tunnel |KE packets over UDP port 4500, the | KE header has four
octets of zero prepended and the result imediately follows the
UDP header. To tunnel ESP packets over UDP port 4500, the ESP
header i medi ately follows the UDP header. Since the first four
bytes of the ESP header contain the SPI, and the SPI cannot
validly be zero, it is always possible to distinguish ESP and | KE
nessages.

* The original source and destination |P address required for the
transport node TCP and UDP packet checksum fixup (see [Hutt05])
are obtained fromthe Traffic Sel ectors associated with the
exchange. In the case of NAT traversal, the Traffic Selectors
MJUST contain exactly one | P address, which is then used as the
original |P address.

* There are cases where a NAT box decides to renove mappi ngs that
are still alive (for exanple, the keepalive interval is too |ong,
or the NAT box is rebooted). To recover in these cases, hosts
that are not behind a NAT SHOULD send all packets (including
retransm ssi on packets) to the | P address and port fromthe |ast
val id authenticated packet fromthe other end (i.e., dynamcally
update the address). A host behind a NAT SHOULD NOT do this
because it opens a DoS attack possibility. Any authenticated |KE
packet or any authenticated UDP-encapsul ated ESP packet can be
used to detect that the | P address or the port has changed.
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I dentifier: RQ_002_6210
RFC Clause:  2.23

Type: Mandatory
Appliesto: Host
Requirement:

If an I KE inplenentation supports NAT Traversal, an | KE inplenentation MIST respond to | KE nessages
recei ved on UDP port 500

RFC Text:
The specific requirements for supporting NAT traversal [RFC3715] are |listed bel ow Support for NAT
traversal is optional. In this section only, requirenents listed as MJST apply only to

i npl enment ati ons supporting NAT traversal.

* | KE MUST listen on port 4500 as well as port 500. |KE MJST
respond to the | P address and port from which packets arrived.

* Both IKE initiator and responder MUST include in their IKESAINT
packets Notify payl oads of type NAT_DETECTI ON_SOURCE | P and
NAT_DETECTI ON_DESTI NATI ON_I P.  Those payl oads can be used to
detect if there is NAT between the hosts, and which end is behind
the NAT. The location of the payloads in the IKE_SA IN T packets
are just after the N and Nr payl oads (before the optional CERTREQ
payl oad) .

* |'f none of the NAT_DETECTI ON_SOURCE_| P payl oad(s) received natches
the hash of the source IP and port found fromthe |IP header of the
packet containing the payload, it nmeans that the other end is
behi nd NAT (i.e., soneone along the route changed the source
address of the original packet to match the address of the NAT
box). In this case, this end should all ow dynam c update of the
other ends | P address, as described |ater.

* |f the NAT_DETECTI ON_DESTI NATI ON_I P payl oad recei ved does not
mat ch the hash of the destination IP and port found fromthe IP
header of the packet containing the payload, it nmeans that this
end is behind a NAT. In this case, this end SHOULD start sendi ng
keepal i ve packets as explained in [HuttO05].

* The IKE initiator MJUST check these payloads if present and if they
do not match the addresses in the outer packet MJST tunnel all
future I KE and ESP packets associated with this | KE_SA over UDP
port 4500.

* To tunnel | KE packets over UDP port 4500, the | KE header has four
octets of zero prepended and the result imediately follows the
UDP header. To tunnel ESP packets over UDP port 4500, the ESP
header imrediately foll ows the UDP header. Since the first four
bytes of the ESP header contain the SPI, and the SPI cannot
validly be zero, it is always possible to distinguish ESP and | KE
nmessages.

* The original source and destination |P address required for the
transport node TCP and UDP packet checksum fixup (see [HuttO05])
are obtained fromthe Traffic Selectors associated with the
exchange. |In the case of NAT traversal, the Traffic Selectors
MJUST contain exactly one | P address, which is then used as the
original |P address.

* There are cases where a NAT box decides to renove mappi ngs that
are still alive (for exanple, the keepalive interval is too |ong,
or the NAT box is rebooted). To recover in these cases, hosts
that are not behind a NAT SHOULD send all packets (including
retransm ssi on packets) to the | P address and port fromthe |ast
valid authenticated packet fromthe other end (i.e., dynamically
update the address). A host behind a NAT SHOULD NOT do this
because it opens a DoS attack possibility. Any authenticated |KE
packet or any authenticated UDP-encapsul ated ESP packet can be
used to detect that the |IP address or the port has changed.
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| dentifier: RQ_002_6211

RFC Clause:  2.23

Type: Mandatory

Appliesto: Host

Requirement:
If an I KE inplenentation supports NAT Traversal , it MJST respond to | KE nessages received on UDP
port 4500

RFC Text:
The specific requirements for supporting NAT traversal [RFC3715] are |listed bel ow Support for NAT
traversal is optional. In this section only, requirenents listed as MJST apply only to

i npl enment ati ons supporting NAT traversal.

* | KE MUST listen on port 4500 as well as port 500. |KE MJST
respond to the | P address and port from which packets arrived.

* Both IKE initiator and responder MUST include in their IKESAINT
packets Notify payl oads of type NAT_DETECTI ON_SOURCE | P and
NAT_DETECTI ON_DESTI NATI ON_I P. Those payl oads can be used to
detect if there is NAT between the hosts, and which end is behind
the NAT. The location of the payloads in the IKE_SA IN T packets
are just after the N and Nr payl oads (before the optional CERTREQ
payl oad) .

* |'f none of the NAT_DETECTI ON_SOURCE_| P payl oad(s) received natches
the hash of the source IP and port found fromthe |IP header of the
packet containing the payload, it nmeans that the other end is
behi nd NAT (i.e., soneone along the route changed the source
address of the original packet to match the address of the NAT
box). In this case, this end should all ow dynam c update of the
other ends | P address, as described |ater.

* |f the NAT_DETECTI ON_DESTI NATI ON_I P payl oad recei ved does not
mat ch the hash of the destination IP and port found fromthe IP
header of the packet containing the payload, it nmeans that this
end is behind a NAT. In this case, this end SHOULD start sendi ng
keepal i ve packets as explained in [HuttO05].

* The IKE initiator MJUST check these payloads if present and if they
do not match the addresses in the outer packet MJST tunnel all
future I KE and ESP packets associated with this | KE_SA over UDP
port 4500.

* To tunnel | KE packets over UDP port 4500, the | KE header has four
octets of zero prepended and the result imediately follows the
UDP header. To tunnel ESP packets over UDP port 4500, the ESP
header imrediately foll ows the UDP header. Since the first four
bytes of the ESP header contain the SPI, and the SPI cannot
validly be zero, it is always possible to distinguish ESP and | KE
nmessages.

* The original source and destination |P address required for the
transport node TCP and UDP packet checksum fixup (see [HuttO05])
are obtained fromthe Traffic Selectors associated with the
exchange. |In the case of NAT traversal, the Traffic Selectors
MJUST contain exactly one | P address, which is then used as the
original |P address.

* There are cases where a NAT box decides to renove mappi ngs that
are still alive (for exanple, the keepalive interval is too |ong,
or the NAT box is rebooted). To recover in these cases, hosts
that are not behind a NAT SHOULD send all packets (including
retransm ssi on packets) to the | P address and port fromthe |ast
valid authenticated packet fromthe other end (i.e., dynamically
update the address). A host behind a NAT SHOULD NOT do this
because it opens a DoS attack possibility. Any authenticated |KE
packet or any authenticated UDP-encapsul ated ESP packet can be
used to detect that the |IP address or the port has changed.
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| dentifier: RQ_002_6212
RFC Clause:  2.23
Type: Mandatory
Appliesto: Host
Requirement:
If an I KE inplenentation supports NAT Traversal, it nust set the Destination Port nunber in the UDP

Header of an | KE response nessage to the Source Port nunber set in the UDP Header of the associ ated
recei ved nessage

RFC Text:
The specific requirenments for supporting NAT traversal [RFC3715] are |isted bel ow. Support for NAT
traversal is optional. In this section only, requirenents listed as MJST apply only to

i npl ement ati ons supporting NAT traversal.

* | KE MUST listen on port 4500 as well as port 500. |KE MJST
respond to the | P address and port from which packets arrived.

* Both IKE initiator and responder MUST include in their IKEESAINT
packets Notify payl oads of type NAT_DETECTI ON_SOURCE | P and
NAT_DETECTI ON_DESTI NATI ON_I P. Those payl oads can be used to
detect if there is NAT between the hosts, and which end is behind
the NAT. The location of the payloads in the IKE_SA INIT packets
are just after the NN and Nr payl oads (before the optional CERTREQ
payl oad) .

* |'f none of the NAT_DETECTI ON_SOURCE | P payl oad(s) received natches
the hash of the source IP and port found fromthe |IP header of the
packet containing the payload, it neans that the other end is
behi nd NAT (i.e., soneone along the route changed the source
address of the original packet to match the address of the NAT
box). In this case, this end should all ow dynam c update of the
other ends | P address, as described |ater.

* | f the NAT_DETECTI ON_DESTI NATI ON_I P payl oad recei ved does not
mat ch the hash of the destination IP and port found fromthe IP
header of the packet containing the payload, it neans that this
end is behind a NAT. In this case, this end SHOULD start sendi ng
keepal i ve packets as explained in [HuttO05].

* The IKE initiator MJUST check these payloads if present and if they
do not match the addresses in the outer packet MJST tunnel all
future I KE and ESP packets associated with this | KE_SA over UDP
port 4500.

* To tunnel |KE packets over UDP port 4500, the | KE header has four
octets of zero prepended and the result imediately follows the
UDP header. To tunnel ESP packets over UDP port 4500, the ESP
header imrediately follows the UDP header. Since the first four
bytes of the ESP header contain the SPI, and the SPlI cannot
validly be zero, it is always possible to distinguish ESP and | KE
nessages.

* The original source and destination | P address required for the
transport node TCP and UDP packet checksum fixup (see [HuttO05])
are obtained fromthe Traffic Selectors associated with the
exchange. |In the case of NAT traversal, the Traffic Selectors
MJST contain exactly one | P address, which is then used as the
original |P address.

* There are cases where a NAT box decides to renove mappi ngs that
are still alive (for exanple, the keepalive interval is too |ong,
or the NAT box is rebooted). To recover in these cases, hosts
that are not behind a NAT SHOULD send all packets (including
retransm ssi on packets) to the | P address and port fromthe |ast
valid authenticated packet fromthe other end (i.e., dynamically
update the address). A host behind a NAT SHOULD NOT do this
because it opens a DoS attack possibility. Any authenticated |KE
packet or any authenticated UDP-encapsul ated ESP packet can be
used to detect that the | P address or the port has changed.
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I dentifier: RQ_002_6213
RFC Clause:  2.23

Type: Mandatory
Appliesto: Host
Requirement:

If an I KE inplenentation supports NAT Traversal, it nust set the Destination |IP Address in the |IPv6
Header of an | KE response nessage to the Source | P Address set in the | Pv6 Header of the associ ated
recei ved nessage

RFC Text:
The specific requirenments for supporting NAT traversal [RFC3715] are |isted bel ow. Support for NAT
traversal is optional. In this section only, requirenents listed as MJST apply only to

i npl ement ati ons supporting NAT traversal.

* | KE MUST listen on port 4500 as well as port 500. |KE MJST
respond to the | P address and port from which packets arrived.

* Both IKE initiator and responder MUST include in their IKEESAINT
packets Notify payl oads of type NAT_DETECTI ON_SOURCE | P and
NAT_DETECTI ON_DESTI NATI ON_I P. Those payl oads can be used to
detect if there is NAT between the hosts, and which end is behind
the NAT. The location of the payloads in the IKE_SA INIT packets
are just after the NN and Nr payl oads (before the optional CERTREQ
payl oad) .

* |'f none of the NAT_DETECTI ON_SOURCE | P payl oad(s) received natches
the hash of the source IP and port found fromthe |IP header of the
packet containing the payload, it neans that the other end is
behi nd NAT (i.e., soneone along the route changed the source
address of the original packet to match the address of the NAT
box). In this case, this end should all ow dynam c update of the
other ends | P address, as described |ater.

* | f the NAT_DETECTI ON_DESTI NATI ON_I P payl oad recei ved does not
mat ch the hash of the destination IP and port found fromthe IP
header of the packet containing the payload, it neans that this
end is behind a NAT. In this case, this end SHOULD start sendi ng
keepal i ve packets as explained in [HuttO05].

* The IKE initiator MJUST check these payloads if present and if they
do not match the addresses in the outer packet MJST tunnel all
future I KE and ESP packets associated with this | KE_SA over UDP
port 4500.

* To tunnel |KE packets over UDP port 4500, the | KE header has four
octets of zero prepended and the result imediately follows the
UDP header. To tunnel ESP packets over UDP port 4500, the ESP
header imrediately follows the UDP header. Since the first four
bytes of the ESP header contain the SPI, and the SPlI cannot
validly be zero, it is always possible to distinguish ESP and | KE
nessages.

* The original source and destination | P address required for the
transport node TCP and UDP packet checksum fixup (see [HuttO05])
are obtained fromthe Traffic Selectors associated with the
exchange. |In the case of NAT traversal, the Traffic Selectors
MJST contain exactly one | P address, which is then used as the
original |P address.

* There are cases where a NAT box decides to renove mappi ngs that
are still alive (for exanple, the keepalive interval is too |ong,
or the NAT box is rebooted). To recover in these cases, hosts
that are not behind a NAT SHOULD send all packets (including
retransm ssi on packets) to the | P address and port fromthe |ast
valid authenticated packet fromthe other end (i.e., dynamically
update the address). A host behind a NAT SHOULD NOT do this
because it opens a DoS attack possibility. Any authenticated |KE
packet or any authenticated UDP-encapsul ated ESP packet can be
used to detect that the | P address or the port has changed.
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| dentifier: RQ_002_6214

RFC Clause:  2.23

Type: Mandatory

Appliesto: Host

Requirement:
If an I KE i npl ementation supports NAT Traversal , it MJST include Notify payl oads of type
NAT_DETECTI ON_SOURCE_| P and NAT_DETECTI ON_DESTI NATION_IP in any IKE_SA INIT request

RFC Text:
The specific requirements for supporting NAT traversal [RFC3715] are |listed bel ow Support for NAT
traversal is optional. In this section only, requirenents listed as MJST apply only to

i npl enment ati ons supporting NAT traversal.

* | KE MUST listen on port 4500 as well as port 500. |KE MJST
respond to the | P address and port from which packets arrived.

* Both IKE initiator and responder MJUST include in their IKESAINT
packets Notify payl oads of type NAT_DETECTI ON_SOURCE | P and
NAT_DETECTI ON_DESTI NATI ON_I P. Those payl oads can be used to
detect if there is NAT between the hosts, and which end is behind
the NAT. The location of the payloads in the IKE_SA INT packets
are just after the Nl and Nr payl oads (before the optional CERTREQ
payl oad) .

* |'f none of the NAT_DETECTI ON_SOURCE_| P payl oad(s) received natches
the hash of the source IP and port found fromthe |IP header of the
packet containing the payload, it nmeans that the other end is
behi nd NAT (i.e., soneone along the route changed the source
address of the original packet to match the address of the NAT
box). In this case, this end should all ow dynam c update of the
other ends | P address, as described |ater.

* |'f the NAT_DETECTI ON_DESTI NATI ON_I P payl oad recei ved does not
mat ch the hash of the destination IP and port found fromthe IP
header of the packet containing the payload, it nmeans that this
end is behind a NAT. In this case, this end SHOULD start sendi ng
keepal i ve packets as explained in [HuttO05].

* The IKE initiator MJUST check these payloads if present and if they
do not match the addresses in the outer packet MJST tunnel all
future I KE and ESP packets associated with this | KE_SA over UDP
port 4500.

* To tunnel | KE packets over UDP port 4500, the | KE header has four
octets of zero prepended and the result imediately follows the
UDP header. To tunnel ESP packets over UDP port 4500, the ESP
header imrediately follows the UDP header. Since the first four
bytes of the ESP header contain the SPI, and the SPI cannot
validly be zero, it is always possible to distinguish ESP and | KE
nmessages.

* The original source and destination |P address required for the
transport node TCP and UDP packet checksum fixup (see [HuttO05])
are obtained fromthe Traffic Sel ectors associated with the
exchange. |In the case of NAT traversal, the Traffic Selectors
MJUST contain exactly one |IP address, which is then used as the
original |P address.

* There are cases where a NAT box decides to renove mappi ngs that
are still alive (for exanple, the keepalive interval is too |ong,
or the NAT box is rebooted). To recover in these cases, hosts
that are not behind a NAT SHOULD send all packets (including
retransm ssi on packets) to the | P address and port fromthe |ast
valid authenticated packet fromthe other end (i.e., dynamically
update the address). A host behind a NAT SHOULD NOT do this
because it opens a DoS attack possibility. Any authenticated | KE
packet or any authenticated UDP-encapsul ated ESP packet can be
used to detect that the | P address or the port has changed.
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| dentifier: RQ_002_6215

RFC Clause:  2.23

Type: Mandatory

Appliesto: Host

Requirement:
If an I KE i npl ementation supports NAT Traversal , it MJST include Notify payl oads of type
NAT_DETECTI ON_SOURCE_| P and NAT_DETECTI ON_DESTI NATION_IP in any IKE_SA INIT response

RFC Text:
The specific requirements for supporting NAT traversal [RFC3715] are |listed bel ow Support for NAT
traversal is optional. In this section only, requirenents listed as MJST apply only to

i npl enment ati ons supporting NAT traversal.

* | KE MUST listen on port 4500 as well as port 500. |KE MJST
respond to the | P address and port from which packets arrived.

* Both IKE initiator and responder MJUST include in their IKESAINT
packets Notify payl oads of type NAT_DETECTI ON_SOURCE | P and
NAT_DETECTI ON_DESTI NATI ON_I P. Those payl oads can be used to
detect if there is NAT between the hosts, and which end is behind
the NAT. The location of the payloads in the IKE_SA INT packets
are just after the Nl and Nr payl oads (before the optional CERTREQ
payl oad) .

* |'f none of the NAT_DETECTI ON_SOURCE_| P payl oad(s) received natches
the hash of the source IP and port found fromthe |IP header of the
packet containing the payload, it nmeans that the other end is
behi nd NAT (i.e., soneone along the route changed the source
address of the original packet to match the address of the NAT
box). In this case, this end should all ow dynam c update of the
other ends | P address, as described |ater.

* |'f the NAT_DETECTI ON_DESTI NATI ON_I P payl oad recei ved does not
mat ch the hash of the destination IP and port found fromthe IP
header of the packet containing the payload, it nmeans that this
end is behind a NAT. In this case, this end SHOULD start sendi ng
keepal i ve packets as explained in [HuttO05].

* The IKE initiator MJUST check these payloads if present and if they
do not match the addresses in the outer packet MJST tunnel all
future I KE and ESP packets associated with this | KE_SA over UDP
port 4500.

* To tunnel | KE packets over UDP port 4500, the | KE header has four
octets of zero prepended and the result imediately follows the
UDP header. To tunnel ESP packets over UDP port 4500, the ESP
header imrediately follows the UDP header. Since the first four
bytes of the ESP header contain the SPI, and the SPI cannot
validly be zero, it is always possible to distinguish ESP and | KE
nmessages.

* The original source and destination |P address required for the
transport node TCP and UDP packet checksum fixup (see [HuttO05])
are obtained fromthe Traffic Sel ectors associated with the
exchange. |In the case of NAT traversal, the Traffic Selectors
MJUST contain exactly one |IP address, which is then used as the
original |P address.

* There are cases where a NAT box decides to renove mappi ngs that
are still alive (for exanple, the keepalive interval is too |ong,
or the NAT box is rebooted). To recover in these cases, hosts
that are not behind a NAT SHOULD send all packets (including
retransm ssi on packets) to the | P address and port fromthe |ast
valid authenticated packet fromthe other end (i.e., dynamically
update the address). A host behind a NAT SHOULD NOT do this
because it opens a DoS attack possibility. Any authenticated | KE
packet or any authenticated UDP-encapsul ated ESP packet can be
used to detect that the | P address or the port has changed.
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I dentifier: RQ_002_6216
RFC Clause:  2.23

Type: Recommended
Appliesto: Host
Requirement:

If an I KE inplenentation supports NAT Traversal and it receives a NAT_DETECTI ON_DESTI NATI ON_I P

payl oad that does not match the SHA-1 hash of the destination |P address in the | Pv6 Header and the
port nunber found in the UDP Header of the packet containing the payload, it SHOULD start sending
keepal i ve packets as defined in RFC3948

RFC Text:
The specific requirements for supporting NAT traversal [RFC3715] are |listed bel ow Support for NAT
traversal is optional. In this section only, requirenents listed as MJST apply only to

i npl ement ati ons supporting NAT traversal.

* |KE MUST listen on port 4500 as well as port 500. |KE MJST
respond to the | P address and port from which packets arrived.

* Both IKE initiator and responder MUST include in their IKESAINT
packets Notify payl oads of type NAT_DETECTI ON_SOURCE | P and
NAT_DETECTI ON_DESTI NATI ON_I P. Those payl oads can be used to
detect if there is NAT between the hosts, and which end is behind
the NAT. The location of the payloads in the IKE_SA IN T packets
are just after the Nl and Nr payl oads (before the optional CERTREQ
payl oad) .

* |'f none of the NAT_DETECTI ON_SOURCE_| P payl oad(s) received natches
the hash of the source IP and port found fromthe | P header of the
packet containing the payload, it nmeans that the other end is
behi nd NAT (i.e., sonmeone along the route changed the source
address of the original packet to match the address of the NAT
box). In this case, this end should allow dynanic update of the
other ends | P address, as described |ater.

* |'f the NAT_DETECTI ON_DESTI NATI ON_I P payl oad recei ved does not
mat ch the hash of the destination |P and port found fromthe IP
header of the packet containing the payload, it neans that this
end is behind a NAT. In this case, this end SHOULD start sending
keepal i ve packets as explained in [HuttO5].

* The IKE initiator MUST check these payloads if present and if they
do not match the addresses in the outer packet MJST tunnel all
future I KE and ESP packets associated with this | KE_SA over UDP
port 4500.

* To tunnel |KE packets over UDP port 4500, the | KE header has four
octets of zero prepended and the result imediately follows the
UDP header. To tunnel ESP packets over UDP port 4500, the ESP
header i medi ately follows the UDP header. Since the first four
bytes of the ESP header contain the SPI, and the SPI cannot
validly be zero, it is always possible to distinguish ESP and | KE
nessages.

* The original source and destination |P address required for the
transport node TCP and UDP packet checksum fixup (see [Hutt05])
are obtained fromthe Traffic Sel ectors associated with the
exchange. In the case of NAT traversal, the Traffic Selectors
MJUST contain exactly one | P address, which is then used as the
original |P address.

* There are cases where a NAT box decides to renove mappi ngs that
are still alive (for exanple, the keepalive interval is too |ong,
or the NAT box is rebooted). To recover in these cases, hosts
that are not behind a NAT SHOULD send all packets (including
retransm ssi on packets) to the | P address and port fromthe |ast
val id authenticated packet fromthe other end (i.e., dynamcally
update the address). A host behind a NAT SHOULD NOT do this
because it opens a DoS attack possibility. Any authenticated |KE
packet or any authenticated UDP-encapsul ated ESP packet can be
used to detect that the | P address or the port has changed.
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I dentifier: RQ_002_6217
RFC Clause:  2.23

Type: Mandatory
Appliesto: Host
Requirement:

If an I KE inplenentation supports NAT Traversal and it receives a NAT_DETECTI ON_DESTI NATI ON_I P

payl oad that does not match the SHA-1 hash of the destination |P address in the | Pv6 Header and the
port nunber found in the UDP Header of the packet containing the payl oad, all subsequent |KE packets
associated with this Security Association MJIST be inserted imediately after the UDP Header but
preceded by four bytes of zero and sent from UDP port 4500

RFC Text:
The specific requirements for supporting NAT traversal [RFC3715] are |listed bel ow Support for NAT
traversal is optional. In this section only, requirenents listed as MJST apply only to

i npl ement ati ons supporting NAT traversal.

* | KE MUST listen on port 4500 as well as port 500. |KE MJST
respond to the | P address and port from which packets arrived.

* Both IKE initiator and responder MUST include in their IKESAINT
packets Notify payl oads of type NAT_DETECTI ON_SOURCE | P and
NAT_DETECTI ON_DESTI NATI ON_I P. Those payl oads can be used to
detect if there is NAT between the hosts, and which end is behind
the NAT. The location of the payloads in the IKE_SA IN T packets
are just after the NN and Nr payl oads (before the optional CERTREQ
payl oad) .

* |'f none of the NAT_DETECTI ON_SOURCE_| P payl oad(s) received natches
the hash of the source IP and port found fromthe |IP header of the
packet containing the payload, it nmeans that the other end is
behi nd NAT (i.e., soneone along the route changed the source
address of the original packet to match the address of the NAT
box). In this case, this end should all ow dynam ¢ update of the
other ends | P address, as described |ater.

* |f the NAT_DETECTI ON_DESTI NATI ON_I P payl oad recei ved does not
mat ch the hash of the destination |P and port found fromthe IP
header of the packet containing the payload, it nmeans that this
end is behind a NAT. In this case, this end SHOULD start sending
keepal i ve packets as explained in [HuttO05].

* The IKE initiator MJUST check these payloads if present and if they
do not match the addresses in the outer packet MJST tunnel all
future I KE and ESP packets associated with this | KE_SA over UDP
port 4500.

* To tunnel |KE packets over UDP port 4500, the |IKE header has four
octets of zero prepended and the result imediately follows the
UDP header. To tunnel ESP packets over UDP port 4500, the ESP
header imrediately follows the UDP header. Since the first four
bytes of the ESP header contain the SPI, and the SPI cannot
validly be zero, it is always possible to distinguish ESP and | KE
nmessages.

* The original source and destination |P address required for the
transport node TCP and UDP packet checksum fixup (see [HuttO05])
are obtained fromthe Traffic Sel ectors associated with the
exchange. |In the case of NAT traversal, the Traffic Selectors
MJUST contain exactly one | P address, which is then used as the
original |P address.

* There are cases where a NAT box decides to renove mappi ngs that
are still alive (for exanple, the keepalive interval is too |ong,
or the NAT box is rebooted). To recover in these cases, hosts
that are not behind a NAT SHOULD send all packets (including
retransm ssi on packets) to the | P address and port fromthe |ast
valid authenticated packet fromthe other end (i.e., dynamically
update the address). A host behind a NAT SHOULD NOT do this
because it opens a DoS attack possibility. Any authenticated | KE
packet or any authenticated UDP-encapsul ated ESP packet can be
used to detect that the | P address or the port has changed.
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I dentifier: RQ_002_6218
RFC Clause:  2.23

Type: Mandatory
Appliesto: Host
Requirement:

If an I KE i nplementation supports NAT Traversal and it receives a NAT_DETECTI ON_SOURCE | P payl oad
that does not match the SHA-1 hash of the source IP address in the | Pv6 Header and the port nunber
found in the UDP Header of the packet containing the payload, all subsequent |KE packets associ ated
with this Security Association MIST be inserted i mediately after the UDP Header but preceded by
four bytes of zero and sent from UDP port 4500

RFC Text:
The specific requirements for supporting NAT traversal [RFC3715] are |listed bel ow Support for NAT
traversal is optional. In this section only, requirenents listed as MJST apply only to

i npl ement ati ons supporting NAT traversal.

* | KE MUST listen on port 4500 as well as port 500. |KE MJST
respond to the | P address and port from which packets arrived.

* Both IKE initiator and responder MUST include in their IKESAINT
packets Notify payl oads of type NAT_DETECTI ON_SOURCE | P and
NAT_DETECTI ON_DESTI NATI ON_I P. Those payl oads can be used to
detect if there is NAT between the hosts, and which end is behind
the NAT. The location of the payloads in the IKE_SA IN T packets
are just after the NN and Nr payl oads (before the optional CERTREQ
payl oad) .

* |'f none of the NAT_DETECTI ON_SOURCE_| P payl oad(s) received natches
the hash of the source IP and port found fromthe |IP header of the
packet containing the payload, it nmeans that the other end is
behi nd NAT (i.e., soneone along the route changed the source
address of the original packet to match the address of the NAT
box). In this case, this end should all ow dynam ¢ update of the
other ends | P address, as described |ater.

* |f the NAT_DETECTI ON_DESTI NATI ON_I P payl oad recei ved does not
mat ch the hash of the destination |P and port found fromthe IP
header of the packet containing the payload, it nmeans that this
end is behind a NAT. In this case, this end SHOULD start sending
keepal i ve packets as explained in [HuttO05].

* The IKE initiator MJUST check these payloads if present and if they
do not match the addresses in the outer packet MJST tunnel all
future I KE and ESP packets associated with this | KE_SA over UDP
port 4500.

* To tunnel |KE packets over UDP port 4500, the |KE header has four
octets of zero prepended and the result imediately follows the
UDP header. To tunnel ESP packets over UDP port 4500, the ESP
header inmrediately follows the UDP header. Since the first four
bytes of the ESP header contain the SPI, and the SPI cannot
validly be zero, it is always possible to distinguish ESP and | KE
nmessages.

* The original source and destination |P address required for the
transport node TCP and UDP packet checksum fixup (see [HuttO05])
are obtained fromthe Traffic Sel ectors associated with the
exchange. |In the case of NAT traversal, the Traffic Selectors
MJUST contain exactly one |IP address, which is then used as the
original |P address.

* There are cases where a NAT box decides to renove mappi ngs that
are still alive (for exanple, the keepalive interval is too |ong,
or the NAT box is rebooted). To recover in these cases, hosts
that are not behind a NAT SHOULD send all packets (including
retransm ssi on packets) to the | P address and port fromthe |ast
valid authenticated packet fromthe other end (i.e., dynamically
update the address). A host behind a NAT SHOULD NOT do this
because it opens a DoS attack possibility. Any authenticated | KE
packet or any authenticated UDP-encapsul ated ESP packet can be
used to detect that the | P address or the port has changed.
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I dentifier: RQ_002_6219
RFC Clause:  2.23

Type: Mandatory
Appliesto: Host
Requirement:

If an I KE inplenentation supports NAT Traversal, any Traffic Selector MJST contain exactly one IP
address (i.e. Starting Address and Endi ng Address nust be set to the sanme val ue)

RFC Text:
The specific requirenments for supporting NAT traversal [RFC3715] are |isted bel ow. Support for NAT
traversal is optional. In this section only, requirenents listed as MJST apply only to

i npl ement ati ons supporting NAT traversal.

* | KE MUST listen on port 4500 as well as port 500. |KE MJST
respond to the | P address and port from which packets arrived.

* Both IKE initiator and responder MUST include in their IKEESAINT
packets Notify payl oads of type NAT_DETECTI ON_SOURCE | P and
NAT_DETECTI ON_DESTI NATI ON_I P. Those payl oads can be used to
detect if there is NAT between the hosts, and which end is behind
the NAT. The location of the payloads in the IKE_SA INIT packets
are just after the Nl and Nr payl oads (before the optional CERTREQ
payl oad) .

* |'f none of the NAT_DETECTI ON_SOURCE | P payl oad(s) received natches
the hash of the source IP and port found fromthe |IP header of the
packet containing the payload, it neans that the other end is
behi nd NAT (i.e., soneone along the route changed the source
address of the original packet to match the address of the NAT
box). In this case, this end should all ow dynam ¢ update of the
other ends | P address, as described |ater.

* | f the NAT_DETECTI ON_DESTI NATI ON_I P payl oad recei ved does not
mat ch the hash of the destination IP and port found fromthe IP
header of the packet containing the payload, it neans that this
end is behind a NAT. In this case, this end SHOULD start sendi ng
keepal i ve packets as explained in [HuttO05].

* The IKE initiator MJUST check these payloads if present and if they
do not match the addresses in the outer packet MJST tunnel all
future I KE and ESP packets associated with this | KE_SA over UDP
port 4500.

* To tunnel |KE packets over UDP port 4500, the | KE header has four
octets of zero prepended and the result imediately follows the
UDP header. To tunnel ESP packets over UDP port 4500, the ESP
header imrediately follows the UDP header. Since the first four
bytes of the ESP header contain the SPI, and the SPlI cannot
validly be zero, it is always possible to distinguish ESP and | KE
nessages.

* The original source and destination | P address required for the
transport node TCP and UDP packet checksum fixup (see [HuttO05])
are obtained fromthe Traffic Selectors associated with the
exchange. |In the case of NAT traversal, the Traffic Selectors
MJST contain exactly one | P address, which is then used as the
original |P address.

* There are cases where a NAT box decides to renove mappi ngs that
are still alive (for exanple, the keepalive interval is too |ong,
or the NAT box is rebooted). To recover in these cases, hosts
that are not behind a NAT SHOULD send all packets (including
retransm ssi on packets) to the | P address and port fromthe |ast
valid authenticated packet fromthe other end (i.e., dynamically
update the address). A host behind a NAT SHOULD NOT do this
because it opens a DoS attack possibility. Any authenticated |KE
packet or any authenticated UDP-encapsul ated ESP packet can be
used to detect that the | P address or the port has changed.
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I dentifier: RQ_002_6220

RFC Clause:  2.23

Type: Recommended
Appliesto: Security Association
Requirement:

If an I KE inplenentation supports NAT Traversal and it has not detected the presence of a NAT
between itself and the other endpoint in an | KE Security Association, it SHOULD send all packets
(including retransm ssion packets) to the | P address and port fromthe |ast valid authenticated
packet fromthe other endpoint

RFC Text:
The specific requirements for supporting NAT traversal [RFC3715] are |listed bel ow Support for NAT
traversal is optional. In this section only, requirenents listed as MJST apply only to

i npl ement ati ons supporting NAT traversal.

* |KE MUST listen on port 4500 as well as port 500. |KE MJST
respond to the | P address and port from which packets arrived.

* Both IKE initiator and responder MUST include in their IKESAINT
packets Notify payl oads of type NAT_DETECTI ON_SOURCE | P and
NAT_DETECTI ON_DESTI NATI ON_I P. Those payl oads can be used to
detect if there is NAT between the hosts, and which end is behind
the NAT. The location of the payloads in the IKE_SA IN T packets
are just after the Nl and Nr payl oads (before the optional CERTREQ
payl oad) .

* |'f none of the NAT_DETECTI ON_SOURCE_| P payl oad(s) received natches
the hash of the source IP and port found fromthe | P header of the
packet containing the payload, it nmeans that the other end is
behi nd NAT (i.e., sonmeone along the route changed the source
address of the original packet to match the address of the NAT
box). In this case, this end should allow dynanic update of the
other ends | P address, as described |ater.

* |f the NAT_DETECTI ON_DESTI NATI ON_I P payl oad recei ved does not
mat ch the hash of the destination |P and port found fromthe IP
header of the packet containing the payload, it neans that this
end is behind a NAT. In this case, this end SHOULD start sending
keepal i ve packets as explained in [HuttO05].

* The IKE initiator MIST check these payloads if present and if they
do not match the addresses in the outer packet MJST tunnel all
future I KE and ESP packets associated with this | KE_SA over UDP
port 4500.

* To tunnel |KE packets over UDP port 4500, the |IKE header has four
octets of zero prepended and the result imediately follows the
UDP header. To tunnel ESP packets over UDP port 4500, the ESP
header i medi ately follows the UDP header. Since the first four
bytes of the ESP header contain the SPI, and the SPI cannot
validly be zero, it is always possible to distinguish ESP and | KE
nessages.

* The original source and destination |P address required for the
transport node TCP and UDP packet checksum fixup (see [Hutt05])
are obtained fromthe Traffic Selectors associated with the
exchange. In the case of NAT traversal, the Traffic Selectors
MJUST contain exactly one |IP address, which is then used as the
original |P address.

* There are cases where a NAT box decides to renove mappi ngs that
are still alive (for exanple, the keepalive interval is too |ong,
or the NAT box is rebooted). To recover in these cases, hosts
that are not behind a NAT SHOULD send all packets (including
retransm ssi on packets) to the | P address and port fromthe |ast
valid authenticated packet fromthe other end (i.e., dynamcally
update the address). A host behind a NAT SHOULD NOT do this
because it opens a DoS attack possibility. Any authenticated |KE
packet or any authenticated UDP-encapsul ated ESP packet can be
used to detect that the | P address or the port has changed.
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I dentifier: RQ_002_6221

RFC Clause:  2.23

Type: Recommended
Appliesto: Security Association
Requirement:

If an I KE inplenentation supports NAT Traversal and it has detected the presence of a NAT gateway
between itself and the other endpoint in an | KE Security Association, it SHOULD NOT send any packets
(including retransm ssion packets) to the | P address and port fromthe |ast valid authenticated
packet fromthe other endpoint

RFC Text:
The specific requirements for supporting NAT traversal [RFC3715] are |listed bel ow Support for NAT
traversal is optional. In this section only, requirenents listed as MJST apply only to

i npl ement ati ons supporting NAT traversal.

* |KE MUST listen on port 4500 as well as port 500. |KE MJST
respond to the | P address and port from which packets arrived.

* Both IKE initiator and responder MUST include in their IKESAINT
packets Notify payl oads of type NAT_DETECTI ON_SOURCE | P and
NAT_DETECTI ON_DESTI NATI ON_I P. Those payl oads can be used to
detect if there is NAT between the hosts, and which end is behind
the NAT. The location of the payloads in the IKE_SA IN T packets
are just after the Nl and Nr payl oads (before the optional CERTREQ
payl oad) .

* |'f none of the NAT_DETECTI ON_SOURCE_| P payl oad(s) received natches
the hash of the source IP and port found fromthe | P header of the
packet containing the payload, it nmeans that the other end is
behi nd NAT (i.e., sonmeone along the route changed the source
address of the original packet to match the address of the NAT
box). In this case, this end should allow dynanic update of the
other ends | P address, as described |ater.

* |f the NAT_DETECTI ON_DESTI NATI ON_I P payl oad recei ved does not
mat ch the hash of the destination |P and port found fromthe IP
header of the packet containing the payload, it neans that this
end is behind a NAT. In this case, this end SHOULD start sending
keepal i ve packets as explained in [HuttO05].

* The IKE initiator MIST check these payloads if present and if they
do not match the addresses in the outer packet MJST tunnel all
future I KE and ESP packets associated with this | KE_SA over UDP
port 4500.

* To tunnel |KE packets over UDP port 4500, the |IKE header has four
octets of zero prepended and the result imediately follows the
UDP header. To tunnel ESP packets over UDP port 4500, the ESP
header i medi ately follows the UDP header. Since the first four
bytes of the ESP header contain the SPI, and the SPI cannot
validly be zero, it is always possible to distinguish ESP and | KE
nessages.

* The original source and destination |P address required for the
transport node TCP and UDP packet checksum fixup (see [Hutt05])
are obtained fromthe Traffic Selectors associated with the
exchange. In the case of NAT traversal, the Traffic Selectors
MJUST contain exactly one |IP address, which is then used as the
original |P address.

* There are cases where a NAT box decides to renove mappi ngs that
are still alive (for exanple, the keepalive interval is too |ong,
or the NAT box is rebooted). To recover in these cases, hosts
that are not behind a NAT SHOULD send all packets (including
retransm ssi on packets) to the | P address and port fromthe |ast
valid authenticated packet fromthe other end (i.e., dynamcally
update the address). A host behind a NAT SHOULD NOT do this
because it opens a DoS attack possibility. Any authenticated |KE
packet or any authenticated UDP-encapsul ated ESP packet can be
used to detect that the | P address or the port has changed.
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I dentifier: RQ_002_6222
RFC Clause: 2.24

Type: Mandatory
Appliesto: Host
Requirement:

When encapsul ating or decapsul ati ng packets for all tunnel-node Security Associations created by
| KE, an endpoi nt MJST support the Explicit Congestion Notification (ECN) full-functionality for
tunnel s specified in RFC3168

RFC Text:
Whren | Psec tunnels behave as originally specified in [ RFC2401], ECN usage is not appropriate for the
outer | P headers because tunnel decapsul ati on processing di scards ECN congestion indications to the
detriment of the network. ECN support for |Psec tunnels for |KEvl- based |Psec requires nmultiple
operating nodes and negotiation (see [RFC3168]). IKEv2 sinplifies this situation by requiring that
ECN be usable in the outer | P headers of all tunnel-node | Psec SAs created by | KEv2. Specifically,
tunnel encapsul ators and decapsul ators for all tunnel-node SAs created by | KEv2 MJST support the ECN
full- functionality option for tunnels specified in [ RFC3168] and MJST i npl enent the tunne
encapsul ati on and decapsul ati on processing specified in [ RFC4301] to prevent discarding of ECN
congestion indications.

Identifier: RQ _002 6223
RFC Clause: 2.24

Type: Mandatory
Appliesto: Host
Requirement:

When encapsul ating or decapsul ati ng packets for all tunnel-node Security Associations created by
| KE, an endpoi nt MJST inpl enent the tunnel encapsul ati on and decapsul ati on processing specified in
RFC4301

RFC Text:
When | Psec tunnels behave as originally specified in [ RFC2401], ECN usage is not appropriate for the
outer | P headers because tunnel decapsul ati on processing di scards ECN congestion indications to the
detriment of the network. ECN support for |Psec tunnels for |KEvl- based |Psec requires multiple
operating nodes and negotiation (see [RFC3168]). IKEv2 sinplifies this situation by requiring that
ECN be usable in the outer | P headers of all tunnel-node | Psec SAs created by | KEv2. Specifically,
tunnel encapsul ators and decapsul ators for all tunnel-node SAs created by | KEv2 MJST support the ECN
full- functionality option for tunnels specified in [ RFC3168] and MJST i npl enent the tunne
encapsul ati on and decapsul ati on processing specified in [ RFC4301] to prevent discarding of ECN
congestion indications.

Identifier: RQ_002_6224
RFC Clause: 3.1

Type: Mandatory
Appliesto: Host
Requirement:

When an | KE i npl ementati on sends an | KE nessage on UDP port 500, it MJUST insert that nessage
i mmedi ately follow ng the UDP Header in the packet

RFC Text:
| KE nessages use UDP ports 500 and/or 4500, with one | KE nessage per UDP datagram Infornation from
t he begi nning of the packet through the UDP header is largely ignored except that the | P addresses
and UDP ports fromthe headers are reversed and used for return packets. \Wen sent on UDP port 500
| KE nessages begin immediately followi ng the UDP header. Wien sent on UDP port 4500, |KE nessages
have prepended four octets of zero. These four octets of zero are not part of the | KE nmessage and
are not included in any of the length fields or checksuns defined by | KE. Each | KE nessage begi ns
with the | KE header, denoted HDR in this nmeno. Following the header are one or nore |KE payl oads
each identified by a "Next Payload" field in the preceding payl oad. Payl oads are processed in the
order in which they appear in an | KE nmessage by invoking the appropriate processing routine
according to the "Next Payload" field in the | KE header and subsequently according to the "Next
Payl oad" field in the |KE payload itself until a "Next Payload" field of zero indicates that no
payl oads follow |f a payload of type "Encrypted" is found, that payload is decrypted and its
contents parsed as additional payloads. An Encrypted payl oad MJST be the |last payload in a packet
and an Encrypted payl oad MUST NOT contain another Encrypted payl oad

ETSI



198 ETSI TS 102 558 V1.1.1 (2006-12)

| dentifier: RQ_002_6225

RFC Clause: 3.1

Type: Mandatory

Appliesto: Host

Requirement:
Wien an | KE inpl enentation sends an | KE nessage on UDP port 4500, it MJST insert that nessage
imedi ately follow ng the UDP Header in the packet but preceded by four octets of zero, i.e.:
B B T S -
| UDP Header | O0: 0: 0: 0] |IKE Message
o m e e e e -

RFC Text:

| KE messages use UDP ports 500 and/or 4500, with one | KE nessage per UDP datagram Information from
the begi nning of the packet through the UDP header is largely ignored except that the | P addresses
and UDP ports fromthe headers are reversed and used for return packets. Wen sent on UDP port 500,
| KE nessages begin imediately following the UDP header. Wen sent on UDP port 4500, |KE nessages
have prepended four octets of zero. These four octets of zero are not part of the | KE nmessage and
are not included in any of the length fields or checksuns defined by | KE. Each | KE nessage begins
with the | KE header, denoted HDR in this neno. Followi ng the header are one or nore |KE payl oads
each identified by a "Next Payload" field in the preceding payl oad. Payl oads are processed in the
order in which they appear in an | KE nmessage by invoking the appropriate processing routine
according to the "Next Payload" field in the | KE header and subsequently according to the "Next
Payl oad" field in the | KE payload itself until a "Next Payload" field of zero indicates that no
payl oads follow. |If a payload of type "Encrypted" is found, that payload is decrypted and its
contents parsed as additional payloads. An Encrypted payl oad MJST be the | ast payload in a packet
and an Encrypted payl oad MUST NOT contain another Encrypted payl oad

I dentifier: RQ_002_6226
RFC Clause: 3.1

Type: Mandatory
Appliesto: Host
Requirement:

Each | KE nmessage MJST consist of one | KE header followed by one or nore | KE payl oads

RFC Text:
| KE messages use UDP ports 500 and/or 4500, with one | KE nessage per UDP datagram Information from
t he begi nning of the packet through the UDP header is largely ignored except that the | P addresses
and UDP ports fromthe headers are reversed and used for return packets. Wen sent on UDP port 500,
| KE nessages begin immediately followi ng the UDP header. When sent on UDP port 4500, |KE nessages
have prepended four octets of zero. These four octets of zero are not part of the |KE nmessage and
are not included in any of the length fields or checksuns defined by | KE. Each | KE nessage begi ns
with the | KE header, denoted HDR in this nmeno. Following the header are one or nore |KE payl oads
each identified by a "Next Payload" field in the preceding payl oad. Payl oads are processed in the
order in which they appear in an | KE nessage by invoking the appropriate processing routine
according to the "Next Payload" field in the | KE header and subsequently according to the "Next
Payl oad" field in the |KE payload itself until a "Next Payload" field of zero indicates that no
payl oads follow |f a payload of type "Encrypted" is found, that payload is decrypted and its
contents parsed as additional payloads. An Encrypted payl oad MJST be the |l ast payload in a packet
and an Encrypted payl oad MUST NOT contain another Encrypted payl oad

I dentifier: RQ_002 6227
RFC Clause: 3.1
Type: Mandatory
Appliesto: Host
Requirement:
If an I KE i npl ementation receives an | KE message contai ning a payload of type "Encrypted", it MJST

decrypt that payload and parse the contents as additional payl oads
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RFC Text:
| KE nessages use UDP ports 500 and/or 4500, with one | KE nessage per UDP datagram Infornation from
the begi nning of the packet through the UDP header is largely ignored except that the | P addresses
and UDP ports fromthe headers are reversed and used for return packets. \Wen sent on UDP port 500
| KE nessages begin imediately following the UDP header. Wen sent on UDP port 4500, |KE nessages
have prepended four octets of zero. These four octets of zero are not part of the | KE nmessage and
are not included in any of the length fields or checksuns defined by | KE. Each | KE nessage begins
with the | KE header, denoted HDR in this nmeno. Following the header are one or nore |KE payl oads
each identified by a "Next Payload" field in the preceding payl oad. Payl oads are processed in the
order in which they appear in an | KE nmessage by invoking the appropriate processing routine
according to the "Next Payload" field in the | KE header and subsequently according to the "Next
Payl oad" field in the |KE payload itself until a "Next Payload" field of zero indicates that no
payl oads follow. |f a payload of type "Encrypted" is found, that payload is decrypted and its
contents parsed as additional payloads. An Encrypted payl oad MJST be the |l ast payload in a packet
and an Encrypted payl oad MUST NOT contai n another Encrypted payl oad

I dentifier: RQ_002_6228
RFC Clause: 3.1

Type: Mandatory
Appliesto: Host
Requirement:

When constructing an | KE packet which is to contain an encrypted payl oad, an |KE inpl ementati on MJST
pl ace the encrypted payl oad as the |ast payload in the packet

RFC Text:
| KE messages use UDP ports 500 and/or 4500, with one | KE nessage per UDP datagram Information from
the begi nning of the packet through the UDP header is largely ignored except that the | P addresses
and UDP ports fromthe headers are reversed and used for return packets. Wen sent on UDP port 500
| KE nessages begin imediately following the UDP header. Wen sent on UDP port 4500, |KE nessages
have prepended four octets of zero. These four octets of zero are not part of the | KE nmessage and
are not included in any of the length fields or checksuns defined by | KE. Each | KE nessage begins
with the | KE header, denoted HDR in this neno. Followi ng the header are one or nore |KE payl oads
each identified by a "Next Payload" field in the preceding payl oad. Payl oads are processed in the
order in which they appear in an | KE nessage by invoking the appropriate processing routine
according to the "Next Payload" field in the | KE header and subsequently according to the "Next
Payl oad" field in the | KE payload itself until a "Next Payload" field of zero indicates that no
payl oads follow. |If a payload of type "Encrypted" is found, that payload is decrypted and its
contents parsed as additional payloads. An Encrypted payl oad MJST be the | ast payload in a packet
and an Encrypted payl oad MUST NOT contai n another Encrypted payl oad

I dentifier: RQ_002_6229
RFC Clause: 3.1

Type: Mandatory
Appliesto: Host
Requirement:

Wien constructing an | KE packet, an | KE inplenentation MJST NOT include nore than one encrypted
payl oad in the packet

RFC Text:
| KE messages use UDP ports 500 and/or 4500, with one | KE nessage per UDP datagram Information from
the begi nning of the packet through the UDP header is largely ignored except that the | P addresses
and UDP ports fromthe headers are reversed and used for return packets. Wen sent on UDP port 500
| KE nessages begin immediately followi ng the UDP header. When sent on UDP port 4500, |KE nessages
have prepended four octets of zero. These four octets of zero are not part of the |KE nmessage and
are not included in any of the length fields or checksuns defined by | KE. Each | KE nessage begi ns
with the | KE header, denoted HDR in this neno. Follow ng the header are one or nore |KE payl oads
each identified by a "Next Payload" field in the preceding payl oad. Payl oads are processed in the
order in which they appear in an | KE nmessage by invoking the appropriate processing routine
according to the "Next Payload" field in the | KE header and subsequently according to the "Next
Payl oad" field in the | KE payload itself until a "Next Payload" field of zero indicates that no
payl oads follow |f a payload of type "Encrypted" is found, that payload is decrypted and its
contents parsed as additional payl oads. An Encrypted payl oad MJST be the | ast payload in a packet
and an Encrypted payl oad MUST NOT contain another Encrypted payl oad
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I dentifier: RQ_002_6230
RFC Clause: 3.1

Type: Mandatory
Appliesto: Host
Requirement:

Al nmulti-octet fields representing integers in an | KE header MUST be encoded with the nost
significant byte first (i.e. network byte or big-endian order)

RFC Text:
Al multi-octet fields representing integers are laid out in big endian order (aka nost significant

byte first, or network byte order)
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Identifier: RQ_002_6231
RFC Clause: 3.1
Type: Mandatory
Appliesto: Host
Requirement:
The header in an | KE packet MUST be in the follow ng format:
Cctets Field
1 -8 IKE_SA Initiator's SPI
9 - 16 | KE_SA Responder's SPI
17 Next Payl oad i ndi cat or
18 (bits 0 - 3) Maj or Version nunber
18 (bits 4 - 7) M nor Version nunber
19 Exchange Type
20 Fl ags
21 - 24 Message ldentifier
25 - 28 Lengt h
RFC Text:

The format of the | KE header is shown in Figure 4.

1 2 3

01234567890123456789012345678901

B T i e S S EE s

IKE_SA Initiator's SPI !
!

B T i e S S EE s

| KE_SA Responder's SPI !
!

B T i i S S S S e e L S Sup

Next Payload ! M Ver ! MVer ! Exchange Type ! Fl ags !

B S e eE

Message | D |

B T i i St S S S S S T T S

Lengt h !

B s i S S e T E

Figure 4: | KE Header For nat

Initiator's SPI (8 octets) - A value chosen by the
initiator to identify a unique |KE security association. This
val ue MUST NOT be zero.

Responder's SPI (8 octets) - A value chosen by the

responder to identify a unique |KE security association. This
val ue MJUST be zero in the first nessage of an IKE Initial
Exchange (including repeats of that nessage including a

cooki e) and MUST NOT be zero in any other message.

Next Payload (1 octet) - Indicates the type of payload that
i medi ately follows the header. The format and val ue of each
payl oad are defined bel ow

Maj or Version (4 bits) - Indicates the najor version of the |IKE

protocol in use. Inplenmentations based on this version of |IKE
MJUST set the Major Version to 2. |Inplenentations based on
previ ous versions of |KE and | SAKMP MUST set the Major Version
to 1. Inplenmentations based on this version of |KE MIST reject
or ignore nessages containing a version nunber greater than

2.

M nor Version (4 bits) - Indicates the minor version of the

| KE protocol in use. Inplenentations based on this version of
| KE MUST set the Mnor Version to 0. They MJST ignore the

m nor version nunber of received nmessages.

Exchange Type (1 octet) - Indicates the type of exchange bei ng
used. This constrains the payl oads sent in each message and
orderings of messages in an exchange.

Exchange Type Val ue
RESERVED 0-33
IKESA INT 34

| KE_AUTH 35
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CREATE_CHI LD_SA 36
| NFORMATI ONAL 37
RESERVED TO | ANA 38- 239

Reserved for private use 240-255

o Flags (1 octet) - Indicates specific options that are set
for the nessage. Presence of options are indicated by the
appropriate bit in the flags field being set. The bits are
defined LSB first, so bit 0 would be the |east significant
bit of the Flags octet. In the description below, a bit
being 'set' neans its value is '1', while 'cleared neans
its value is '0'

-- X(reserved) (bits 0-2) - These bits MJST be cl eared
when sendi ng and MJUST be ignored on receipt.

-- I(nitiator) (bit 3 of Flags) - This bit MJST be set in
nessages sent by the original initiator of the | KE_SA
and MUST be cleared in nmessages sent by the origina
responder. It is used by the recipient to determ ne

whi ch eight octets of the SPI were generated by the
reci pi ent.

-- V(ersion) (bit 4 of Flags) - This bit indicates that
the transmitter is capable of speaking a higher mgjor
versi on nunber of the protocol than the one indicated
in the major version nunber field. |nplenmentations of
| KEv2 nust clear this bit when sending and MJST ignore
it in inconm ng nmessages

-- R(esponse) (bit 5 of Flags) - This bit indicates that
this nessage is a response to a nessage contai ning
the sane message ID. This bit MJIST be cleared in al
request messages and MJST be set in all responses
An | KE endpoi nt MJUST NOT generate a response to a
nessage that is marked as being a response

-- X(reserved) (bits 6-7 of Flags) - These bits MJST be
cl eared when sending and MJST be ignored on receipt.

0 Message ID (4 octets) - Message identifier used to contro
retransm ssion of |ost packets and matching of requests and
responses. It is essential to the security of the protoco
because it is used to prevent nessage replay attacks

See sections 2.1 and 2.2

o Length (4 octets) - Length of total nessage (header + payl oads)

in octets.
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I dentifier: RQ_002_6232
RFC Clause: 3.1

Type: Mandatory
Appliesto: Host
Requirement:

Wien an | KE inpl ementation sends an | KE message on an established | KE Security Association, it MJST
insert the non-zero Security Paraneter Index (SPl) value (set by the initiator in the original
IKE_SA INIT request) into the IKE_SA Initiator's SPI field of the |KE Header

RFC Text:
The format of the | KE header is shown in Figure 4.

3
0 6 789012345678901
+- R e o ol T T S BT I S TR S
! SPI !
! !
Ll ok i S S S e S e i e S S e R e ol o oI S S e S S R
! | KE_SA Responder's SPI !
| |
B s o R e e i e S S e O e e o o =
I Next Payload ! M Ver ! MiVer | Exchange Type ! Fl ags !
Ll ok i S S S e S e i e S S e R e ol o oI S S e S S R
! Message | D !
B s o R e e i e S S e O e e o o =
! Lengt h !
Ll ok i S S S e S e i e S S e R e ol o oI S S e S S R

Figure 4: | KE Header For nat

olnitiator's SPI (8 octets) - A value chosen by the
initiator to identify a unique |KE security association. This
val ue MJUST NOT be zero.

0 Responder's SPI (8 octets) - A value chosen by the

responder to identify a unique |KE security association. This
val ue MJUST be zero in the first nessage of an IKE Initial
Exchange (including repeats of that nessage including a

cooki e) and MUST NOT be zero in any other message.

o Next Payload (1 octet) - Indicates the type of payload that
imedi ately follows the header. The format and val ue of each
payl oad are defined bel ow.

o Major Version (4 bits) - Indicates the major version of the |KE
protocol in use. |nplenentations based on this version of |KE
MJST set the Major Version to 2. Inplenentations based on
previous versions of | KE and | SAKMP MUST set the Major Version
to 1. Inplenentations based on this version of I KE MIST reject
or ignore nmessages containing a version nunber greater than

2.

o Mnor Version (4 bits) - Indicates the mnor version of the
| KE protocol in use. |Inplenentations based on this version of
| KE MUST set the Mnor Version to 0. They MJST ignore the
m nor version nunber of received nessages.

o Exchange Type (1 octet) - Indicates the type of exchange being
used. This constrains the payl oads sent in each message and
orderings of messages in an exchange.

Exchange Type Val ue
RESERVED 0-33
IKESAINT 34

| KE_AUTH 35
CREATE_CHI LD _SA 36

| NFORVATI ONAL 37
RESERVED TO | ANA 38- 239

Reserved for private use 240-255

o Flags (1 octet) - Indicates specific options that are set
for the nessage. Presence of options are indicated by the
appropriate bit in the flags field being set. The bits are
defined LSB first, so bit 0 would be the |least significant
bit of the Flags octet. In the description below, a bit
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being 'set' neans its value is '1', while 'cleared neans
its value is '0'

-- X(reserved) (bits 0-2) - These bits MJST be cl eared
when sendi ng and MJST be ignored on receipt.

-- I(nitiator) (bit 3 of Flags) - This bit MJST be set in
nmessages sent by the original initiator of the |KE_SA
and MUST be cleared in nmessages sent by the origina
responder. It is used by the recipient to determne
whi ch eight octets of the SPI were generated by the
reci pient.

-- V(ersion) (bit 4 of Flags) - This bit indicates that
the transmitter is capable of speaking a higher mgjor
version nunber of the protocol than the one indicated
in the major version nunber field. |nplementations of
| KEv2 nust clear this bit when sending and MJST ignore
it in incom ng nessages

-- R(esponse) (bit 5 of Flags) - This bit indicates that
this nessage is a response to a nessage contai ning
the sane nessage ID. This bit MJST be cleared in al
request messages and MJST be set in all responses
An | KE endpoi nt MUST NOT generate a response to a
nessage that is marked as being a response

-- X(reserved) (bits 6-7 of Flags) - These bits MJST be
cl eared when sending and MUST be ignored on receipt.

o Message ID (4 octets) - Message identifier used to contro
retransm ssion of |ost packets and matchi ng of requests and

responses. It is essential to the security of the protoco
because it is used to prevent nmessage replay attacks
See sections 2.1 and 2.2

o Length (4 octets) - Length of total nmessage (header + payl oads)

in octets.
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I dentifier: RQ_002_6233
RFC Clause: 3.1

Type: Mandatory
Appliesto: Host
Requirement:

Wien an | KE inpl ementation sends an | KE message on an established | KE Security Association, it MJST
insert the non-zero Security Paraneter |Index (SPl) value (set by the responder in the original
IKE_SA INIT exchange) into the | KE_SA Responder's SPI field of the |KE Header

RFC Text:
The format of the | KE header is shown in Figure 4.

3
0 6 789012345678901
+- R e o ol T T S BT I S TR S
! SPI !
! !
Ll ok i S S S e S e i e S S e R e ol o oI S S e S S R
! | KE_SA Responder's SPI !
| |
B s o R e e i e S S e O e e o o =
I Next Payload ! M Ver ! MiVer | Exchange Type ! Fl ags !
Ll ok i S S S e S e i e S S e R e ol o oI S S e S S R
! Message | D !
B s o R e e i e S S e O e e o o =
! Lengt h !
Ll ok i S S S e S e i e S S e R e ol o oI S S e S S R

Figure 4: | KE Header For nat

olnitiator's SPI (8 octets) - A value chosen by the
initiator to identify a unique |KE security association. This
val ue MJUST NOT be zero.

0 Responder's SPI (8 octets) - A value chosen by the

responder to identify a unique |KE security association. This
val ue MJUST be zero in the first nessage of an IKE Initial
Exchange (including repeats of that nessage including a

cooki e) and MUST NOT be zero in any other message.

o Next Payload (1 octet) - Indicates the type of payload that
imedi ately follows the header. The format and val ue of each
payl oad are defined bel ow.

o Major Version (4 bits) - Indicates the major version of the |KE
protocol in use. |nplenentations based on this version of |KE
MJUST set the Major Version to 2. Inplenentations based on
previous versions of |KE and | SAKMP MUST set the Major Version
to 1. Inplenentations based on this version of I KE MIST reject
or ignore nmessages containing a version nunber greater than

2.

o Mnor Version (4 bits) - Indicates the mnor version of the
| KE protocol in use. |Inplenentations based on this version of
| KE MUST set the Mnor Version to 0. They MJST ignore the
m nor version nunber of received nessages.

o Exchange Type (1 octet) - Indicates the type of exchange being
used. This constrains the payl oads sent in each message and
orderings of messages in an exchange.

Exchange Type Val ue
RESERVED 0-33
IKESAINT 34

| KE_AUTH 35
CREATE_CHI LD _SA 36

| NFORVATI ONAL 37
RESERVED TO | ANA 38- 239

Reserved for private use 240-255

o Flags (1 octet) - Indicates specific options that are set
for the nessage. Presence of options are indicated by the
appropriate bit in the flags field being set. The bits are
defined LSB first, so bit 0 would be the |least significant
bit of the Flags octet. In the description below, a bit
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being 'set' neans its value is '1', while 'cleared neans
its value is '0'

-- X(reserved) (bits 0-2) - These bits MJST be cl eared
when sendi ng and MJST be ignored on receipt.

-- I(nitiator) (bit 3 of Flags) - This bit MJST be set in
nmessages sent by the original initiator of the |KE_SA
and MUST be cleared in nmessages sent by the origina
responder. It is used by the recipient to determne
whi ch eight octets of the SPI were generated by the
reci pient.

-- V(ersion) (bit 4 of Flags) - This bit indicates that
the transmitter is capable of speaking a higher mgjor
version nunber of the protocol than the one indicated
in the major version nunber field. |nplementations of
| KEv2 nust clear this bit when sending and MJST ignore
it in incom ng nessages

-- R(esponse) (bit 5 of Flags) - This bit indicates that
this nessage is a response to a nessage contai ning
the sane nessage ID. This bit MJST be cleared in al
request messages and MJST be set in all responses
An | KE endpoi nt MUST NOT generate a response to a
nessage that is marked as being a response

-- X(reserved) (bits 6-7 of Flags) - These bits MJST be
cl eared when sending and MUST be ignored on receipt.

o Message ID (4 octets) - Message identifier used to contro
retransm ssion of |ost packets and matchi ng of requests and

responses. It is essential to the security of the protoco
because it is used to prevent nmessage replay attacks
See sections 2.1 and 2.2

o Length (4 octets) - Length of total nmessage (header + payl oads)

in octets.

ETSI
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I dentifier: RQ_002_6234
RFC Clause: 3.1
Type: Mandatory
Appliesto: Host
Requirement:

ETSI TS 102 558 V1.1.1 (2006-12)

Wien an | KE inplenentation sends an IKE_SA INIT request, it MJST insert a value of zero into the

| KE_SA Responder's SPI field of the |KE Header

RFC Text:
The format of the | KE header is shown in Figure 4

3
0 6789012345678901
+- B e ah ai SR S S S S
! SP !
! !
B et i e T o e i s S e SR S e e  Ch
! | KE_SA Responder's SPI !
! !
B et i e T o e i s S e SR S e e  Ch
I Next Payload ! M Ver ! MVer ! Exchange Type ! Fl ags !
B e i S T i i S S S e o ok
! Message I D !
B et i e T e e S  E CE e h ok oh
! Lengt h !
B e i S T i i S S S e o ok

Figure 4: | KE Header For nat

olnitiator's SPI (8 octets) - A value chosen by the
initiator to identify a unique |IKE security association. This
val ue MJUST NOT be zero

0 Responder's SPI (8 octets) - A value chosen by the
responder to identify a unique |KE security association. This
val ue MJUST be zero in the first nessage of an IKE Initial
Exchange (including repeats of that nessage including a
cooki e) and MUST NOT be zero in any other nmessage

o Next Payload (1 octet) - Indicates the type of payload that
i medi ately follows the header. The format and val ue of each
payl oad are defined bel ow.

o Major Version (4 bits) - Indicates the major version of the |KE
protocol in use. |nplenentations based on this version of |KE
MJUST set the Major Version to 2. Inplenentations based on
previous versions of |KE and | SAKMP MUST set the Major Version
to 1. Inplenentations based on this version of I KE MIST reject
or ignore nmessages containing a version nunber greater than
2.

o Mnor Version (4 bits) - Indicates the mnor version of the
| KE protocol in use. |Inplenentations based on this version of
| KE MUST set the Mnor Version to 0. They MJST ignore the
m nor version nunber of received nessages

o Exchange Type (1 octet) - Indicates the type of exchange being
used. This constrains the payl oads sent in each message and
orderings of messages in an exchange

Exchange Type Val ue
RESERVED 0-33
IKESAINT 34

| KE_AUTH 35
CREATE_CHI LD _SA 36

| NFORVATI ONAL 37
RESERVED TO | ANA 38- 239

Reserved for private use 240-255

o Flags (1 octet) - Indicates specific options that are set
for the nessage. Presence of options are indicated by the
appropriate bit in the flags field being set. The bits are
defined LSB first, so bit 0 would be the |least significant
bit of the Flags octet. In the description below, a bit
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being 'set' neans its value is '1', while 'cleared neans
its value is '0'

-- X(reserved) (bits 0-2) - These bits MJST be cl eared
when sendi ng and MJST be ignored on receipt.

-- I(nitiator) (bit 3 of Flags) - This bit MJST be set in
nmessages sent by the original initiator of the |KE_SA
and MUST be cleared in nmessages sent by the origina
responder. It is used by the recipient to determne
whi ch eight octets of the SPI were generated by the
reci pient.

-- V(ersion) (bit 4 of Flags) - This bit indicates that
the transmitter is capable of speaking a higher mgjor
version nunber of the protocol than the one indicated
in the major version nunber field. |nplementations of
| KEv2 nust clear this bit when sending and MJST ignore
it in incom ng nessages

-- R(esponse) (bit 5 of Flags) - This bit indicates that
this nessage is a response to a nessage contai ning
the sane nessage ID. This bit MJST be cleared in al
request messages and MJST be set in all responses
An | KE endpoi nt MUST NOT generate a response to a
nessage that is marked as being a response

-- X(reserved) (bits 6-7 of Flags) - These bits MJST be
cl eared when sending and MUST be ignored on receipt.

o Message ID (4 octets) - Message identifier used to contro
retransm ssion of |ost packets and matchi ng of requests and

responses. It is essential to the security of the protoco
because it is used to prevent nmessage replay attacks
See sections 2.1 and 2.2

o Length (4 octets) - Length of total nmessage (header + payl oads)

in octets.

ETSI
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I dentifier: RQ_002_6235
RFC Clause: 3.1
Type: Mandatory
Appliesto: Host
Requirement:

ETSI TS 102 558 V1.1.1 (2006-12)

When an | KE inpl enentation sends an | KE nessage, it MJST insert a value into the Next Payload field

of the | KE Header according to the following list of permtted val ues:

Next Payl oad Type Not ati on Val ue
No Next Payl oad 0

RESERVED 1-32
Security Association SA 33
Key Exchange KE 34
Identification - Initiator | Di 35
Identification - Responder | Dr 36
Certificate CERT 37
Certificate Request CERTREQ 38
Aut henti cati on AUTH 39
Nonce Ni, Nr 40
Notify N 41
Del ete D 42
Vendor | D \% 43
Traffic Selector - Initiator TSi 44
Traffic Selector - Responder TSr 45
Encrypt ed E 46
Confi guration CcP 47
Ext ensi bl e Aut hentication EAP 48
RESERVED TO | ANA 49- 127
PRI VATE USE 128- 255
RFC Text:

The format of the | KE header is shown in Figure 4.

3
0 6 789012345678901
+- B e ah ai SR S S S S
! SP !
! !
B et i e T o e i s S e SR S e e  Ch
! | KE_SA Responder's SPI !
! !
B et i e T o e i s S e SR S e e  Ch
I Next Payload ! M Ver ! MVer ! Exchange Type ! Fl ags !
B e i S T i i S S S e o ok
! Message I D !
B et i e T e e S  E CE e h ok oh
! Lengt h !
B e i S T i i S S S e o ok

Figure 4: | KE Header For nat

olnitiator's SPI (8 octets) - A value chosen by the
initiator to identify a unique |IKE security association. This
val ue MJUST NOT be zero.

0 Responder's SPI (8 octets) - A value chosen by the

responder to identify a unique |KE security association. This
val ue MUST be zero in the first nessage of an IKE Initial
Exchange (including repeats of that nessage including a

cooki e) and MUST NOT be zero in any other message.

o Next Payload (1 octet) - Indicates the type of payload that
i medi ately follows the header. The format and val ue of each
payl oad are defined bel ow.

o Major Version (4 bits) - Indicates the major version of the |KE
protocol in use. Inplenmentations based on this version of |IKE
MJST set the Major Version to 2. Inplenentations based on
previ ous versions of |KE and | SAKMP MJST set the Major Version
to 1. Inplenentations based on this version of I KE MIST reject
or ignore nessages containing a version nunber greater than
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2

0 Mnor Version (4 bits) - Indicates the nminor version of the
| KE protocol in use. Inplenentations based on this version of
| KE MUST set the Mnor Version to 0. They MJST ignore the
m nor version nunber of received nessages

o0 Exchange Type (1 octet) - Indicates the type of exchange being
used. This constrains the payl oads sent in each message and
orderings of messages in an exchange

Exchange Type Val ue
RESERVED 0-33
IKESA INT 34

| KE_AUTH 35
CREATE_CHI LD_SA 36

| NFORVATI ONAL 37
RESERVED TO | ANA 38-239

Reserved for private use 240-255

o Flags (1 octet) - Indicates specific options that are set
for the nessage. Presence of options are indicated by the
appropriate bit in the flags field being set. The bits are
defined LSB first, so bit 0 would be the |east significant
bit of the Flags octet. In the description below, a bit
being 'set' neans its value is '1', while 'cleared neans
its value is '0'

-- X(reserved) (bits 0-2) - These bits MJST be cleared
when sendi ng and MJUST be ignored on receipt.

-- I(nitiator) (bit 3 of Flags) - This bit MJST be set in
nmessages sent by the original initiator of the |KE_SA
and MJUST be cleared in nmessages sent by the origina
responder. It is used by the recipient to deternine
whi ch eight octets of the SPI were generated by the
reci pient.

-- V(ersion) (bit 4 of Flags) - This bit indicates that
the transmitter is capable of speaking a higher mgjor
version nunber of the protocol than the one indicated
in the major version nunber field. |nplenmentations of
| KEv2 nust clear this bit when sending and MJST ignore
it in inconm ng nessages

-- R(esponse) (bit 5 of Flags) - This bit indicates that
this nessage is a response to a nessage contai ning
the sane message ID. This bit MJIST be cleared in al
request messages and MJST be set in all responses
An | KE endpoi nt MJUST NOT generate a response to a
nmessage that is marked as being a response

-- X(reserved) (bits 6-7 of Flags) - These bits MJST be
cl eared when sending and MUST be ignored on receipt.

o Message ID (4 octets) - Message identifier used to contro
retransm ssion of |ost packets and matching of requests and
responses. It is essential to the security of the protoco
because it is used to prevent nessage replay attacks

See sections 2.1 and 2.2

o Length (4 octets) - Length of total message (header + payl oads)

in octets.

ETSI
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I dentifier: RQ_002_6236
RFC Clause: 3.1

Type: Mandatory
Appliesto: Host
Requirement:

When an inplenmentation of the | KE protocol based upon RFC4306 sends an | KE message, it MJST insert a
value of 2 into the Major Version field in the | KE Header

RFC Text:
The format of the | KE header is shown in Figure 4.

3
0 6 789012345678901
+- R e o ol T T S BT I S TR S
! SPI !
! !
Ll ok i S S S e S e i e S S e R e ol o oI S S e S S R
! | KE_SA Responder's SPI !
| |
B s o R e e i e S S e O e e o o =
I Next Payload ! M Ver ! MiVer | Exchange Type ! Fl ags !
Ll ok i S S S e S e i e S S e R e ol o oI S S e S S R
! Message | D !
B s o R e e i e S S e O e e o o =
! Lengt h !
Ll ok i S S S e S e i e S S e R e ol o oI S S e S S R

Figure 4: | KE Header For nat

olnitiator's SPI (8 octets) - A value chosen by the
initiator to identify a unique |KE security association. This
val ue MJUST NOT be zero.

0 Responder's SPI (8 octets) - A value chosen by the

responder to identify a unique |KE security association. This
val ue MJUST be zero in the first nessage of an IKE Initial
Exchange (including repeats of that nessage including a

cooki e) and MUST NOT be zero in any other message.

o Next Payload (1 octet) - Indicates the type of payload that
i medi ately follows the header. The format and val ue of each
payl oad are defined bel ow

0 Major Version (4 bits) - Indicates the najor version of the IKE
protocol in use. Inplenmentations based on this version of |IKE
MJUST set the Major Version to 2. |Inplenentations based on
previ ous versions of |KE and | SAKMP MUST set the Major Version
to 1. Inplenmentations based on this version of | KE MIST reject
or ignore nessages containing a version nunber greater than
2

o0 Mnor Version (4 bits) - Indicates the nminor version of the
| KE protocol in use. Inplenentations based on this version of
| KE MUST set the Mnor Version to 0. They MJST ignore the
m nor version nunber of received nmessages.

o Exchange Type (1 octet) - Indicates the type of exchange being
used. This constrains the payl oads sent in each nmessage and
orderings of messages in an exchange.

Exchange Type Val ue
RESERVED 0-33
IKESA INT 34

| KE_AUTH 35
CREATE_CHI LD_SA 36

| NFORVATI ONAL 37
RESERVED TO | ANA 38-239

Reserved for private use 240-255
o Flags (1 octet) - Indicates specific options that are set

for the nessage. Presence of options are indicated by the
appropriate bit in the flags field being set. The bits are
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defined LSB first, so bit 0 would be the |least significant
bit of the Flags octet. In the description below, a bit
being 'set' neans its value is '1', while 'cleared neans
its value is '0'

-- X(reserved) (bits 0-2) - These bits MJST be cl eared
when sending and MJUST be ignored on receipt.

-- I(nitiator) (bit 3 of Flags) - This bit MJST be set in
nessages sent by the original initiator of the | KE_SA
and MJUST be cleared in nmessages sent by the origina
responder. It is used by the recipient to determ ne
whi ch eight octets of the SPI were generated by the
reci pi ent.

-- V(ersion) (bit 4 of Flags) - This bit indicates that
the transmitter is capable of speaking a higher mgjor
versi on nunber of the protocol than the one indicated
in the major version nunber field. |nplenmentations of
| KEv2 nust clear this bit when sending and MJST ignore
it in inconm ng nmessages

-- R(esponse) (bit 5 of Flags) - This bit indicates that
this message is a response to a nessage contai ni ng
the sane message ID. This bit MJIST be cleared in al
request nessages and MJUST be set in all responses
An | KE endpoi nt MJUST NOT generate a response to a
nmessage that is marked as being a response

-- X(reserved) (bits 6-7 of Flags) - These bits MJST be
cl eared when sending and MJST be ignored on receipt.

0 Message ID (4 octets) - Message identifier used to contro

retransm ssion of |ost packets and matching of requests and
responses. It is essential to the security of the protoco
because it is used to prevent nessage replay attacks

See sections 2.1 and 2.2

o Length (4 octets) - Length of total nessage (header + payl oads)

in octets.

ETSI
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I dentifier: RQ_002_6237
RFC Clause: 3.1
Type: Mandatory
Appliesto: Host
Requirement:

ETSI TS 102 558 V1.1.1 (2006-12)

If an inplenentation of the | KE protocol based upon RFC4306 receives an | KE nessage with a val ue
greater than 2 in the Major Version field of the | KE Header, it nust either ignore it or reject it
by sending an I KE Notify payload in its response with the Error Type set to | NVALI D MAJOR VERSI ON

RFC Text:

The format of the | KE header is shown in Figure 4.

3
0 6 789012345678901
+- P S O O S S S S A S S S S S S
! SPI !
! !
Ll ok i S S S e S e i e S S e R e ol o oI S S e S S R
! | KE_SA Responder's SPI !
| |
Ll ok i S S S e S e i e S S e R e ol o oI S S e S S R
I Next Payload ! M Ver ! MiVer | Exchange Type ! Fl ags !
B A S S S S N S S O S S S S A S S S S S A S S S S
! Message | D !
Ll ok i S S S e S e i e S S e R e ol o oI S S e S S R
! Lengt h !
B O A N S S S N S S N S S S S S S S S S S S S

Figure 4: | KE Header For nat

o lnitiator's SPI (8 octets) - A value chosen by the
initiator to identify a unique |KE security association. This
val ue MUST NOT be zero.

0 Responder's SPI (8 octets) - A value chosen by the

responder to identify a unique |KE security association. This
val ue MJUST be zero in the first nessage of an IKE Initial
Exchange (including repeats of that nessage including a

cooki e) and MUST NOT be zero in any other message.

o Next Payload (1 octet) - Indicates the type of payload that
imedi ately follows the header. The format and val ue of each
payl oad are defined bel ow

0 Major Version (4 bits) - Indicates the najor version of the IKE
protocol in use. |nplenentations based on this version of |KE
MJUST set the Major Version to 2. |Inplenentations based on
previous versions of |KE and | SAKMP MUST set the Major Version
to 1. Inplenmentations based on this version of | KE MIST reject
or ignore nmessages containing a version nunber greater than
2

o0 Mnor Version (4 bits) - Indicates the nminor version of the
| KE protocol in use. |Inplenentations based on this version of
| KE MUST set the Mnor Version to 0. They MJST ignore the
m nor version nunber of received nmessages.

o Exchange Type (1 octet) - Indicates the type of exchange being
used. This constrains the payl oads sent in each nmessage and
orderings of messages in an exchange.

Exchange Type Val ue
RESERVED 0-33

IKE SA INIT 34

| KE_AUTH 35
CREATE_CHI LD _SA 36

| NFORVATI ONAL 37
RESERVED TO | ANA 38- 239

Reserved for private use 240-255
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o Flags (1 octet) - Indicates specific options that are set
for the nessage. Presence of options are indicated by the
appropriate bit in the flags field being set. The bits are
defined LSB first, so bit 0 would be the |east significant
bit of the Flags octet. In the description below, a bit
being 'set' neans its value is '1', while 'cleared neans
its value is '0'

-- X(reserved) (bits 0-2) - These bits MJST be cl eared
when sendi ng and MJUST be ignored on receipt.

-- I(nitiator) (bit 3 of Flags) - This bit MJST be set in
nmessages sent by the original initiator of the |KE_SA
and MJST be cleared in nmessages sent by the origina
responder. It is used by the recipient to deternine
whi ch eight octets of the SPI were generated by the
recipient.

-- V(ersion) (bit 4 of Flags) - This bit indicates that
the transmitter is capable of speaking a higher mgjor
version nunber of the protocol than the one indicated
in the major version nunber field. |nplenmentations of
| KEv2 nust clear this bit when sending and MJST ignore
it in incom ng nmessages

-- R(esponse) (bit 5 of Flags) - This bit indicates that
this nessage is a response to a nessage contai ning
the sane message ID. This bit MJIST be cleared in al
request messages and MJST be set in all responses
An | KE endpoi nt MUST NOT generate a response to a
nessage that is marked as being a response

-- X(reserved) (bits 6-7 of Flags) - These bits MJST be
cl eared when sending and MUST be ignored on receipt.

o Message ID (4 octets) - Message identifier used to contro
retransm ssion of |ost packets and matching of requests and
responses. It is essential to the security of the protoco
because it is used to prevent nessage replay attacks

See sections 2.1 and 2.2

o Length (4 octets) - Length of total nmessage (header + payl oads)

in octets.

ETSI

ETSI TS 102 558 V1.1.1 (2006-12)



215
I dentifier: RQ_002_6238
RFC Clause: 3.1
Type: Mandatory
Appliesto: Host
Requirement:

Wien an inplenentation of the I KE protoco
value of 0 into the Mnor Version field in the | KE Header

RFC Text:
The format of the | KE header is shown in Figure 4

3
0 6 789012345678901
+- R e o ol T T S BT I S TR S
! SPI !
! !
Ll ok i S S S e S e i e S S e R e ol o oI S S e S S R
! | KE_SA Responder's SPI !
| |
B s o R e e i e S S e O e e o o =
I Next Payload ! M Ver ! MiVer | Exchange Type ! Fl ags !
Ll ok i S S S e S e i e S S e R e ol o oI S S e S S R
! Message | D !
B s o R e e i e S S e O e e o o =
! Lengt h !
Ll ok i S S S e S e i e S S e R e ol o oI S S e S S R

Figure 4: | KE Header For nat

olnitiator's SPI (8 octets) - A value chosen by the
initiator to identify a unique |KE security association. This
val ue MJUST NOT be zero

0 Responder's SPI (8 octets) - A value chosen by the
responder to identify a unique |KE security association. This
val ue MJUST be zero in the first nessage of an IKE Initial
Exchange (including repeats of that nessage including a
cooki e) and MUST NOT be zero in any other nmessage

o Next Payload (1 octet) - Indicates the type of payload that
i medi ately follows the header. The format and val ue of each
payl oad are defined bel ow

0 Major Version (4 bits) - Indicates the najor version of the IKE
protocol in use. Inplenmentations based on this version of |IKE
MJST set the Major Version to 2. |Inplenentations based on
previ ous versions of |KE and | SAKMP MUST set the Major Version
to 1. Inplenmentations based on this version of | KE MIST reject
or ignore nessages containing a version nunber greater than
2

0 Mnor Version (4 bits) - Indicates the nminor version of the
| KE protocol in use. |Inplenentations based on this version of
| KE MUST set the Mnor Version to 0. They MJST ignore the
m nor version nunber of received nessages

o Exchange Type (1 octet) - Indicates the type of exchange being
used. This constrains the payl oads sent in each nmessage and
orderings of messages in an exchange

based upon RFC4306 sends an | KE message

Exchange Type Val ue
RESERVED 0-33
IKE SA INIT 34

| KE_AUTH 35
CREATE_CHI LD _SA 36

| NFORVATI ONAL 37

RESERVED TO | ANA
Reserved for priv

38-239
ate use 240-255

ETSI
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o Flags (1 octet) - Indicates specific options that are set
for the nessage. Presence of options are indicated by the
appropriate bit in the flags field being set. The bits are
defined LSB first, so bit 0 would be the |east significant
bit of the Flags octet. In the description below, a bit
being 'set' neans its value is '1', while 'cleared neans
its value is '0'

-- X(reserved) (bits 0-2) - These bits MJST be cl eared
when sendi ng and MJUST be ignored on receipt.

-- I(nitiator) (bit 3 of Flags) - This bit MJST be set in
nmessages sent by the original initiator of the |KE_SA
and MJST be cleared in nmessages sent by the origina
responder. It is used by the recipient to deternine
whi ch eight octets of the SPI were generated by the
recipient.

-- V(ersion) (bit 4 of Flags) - This bit indicates that
the transmitter is capable of speaking a higher mgjor
version nunber of the protocol than the one indicated
in the major version nunber field. |nplenmentations of
| KEv2 nust clear this bit when sending and MJST ignore
it in incom ng nmessages

-- R(esponse) (bit 5 of Flags) - This bit indicates that
this nessage is a response to a nessage contai ning
the sane message ID. This bit MJIST be cleared in al
request messages and MJST be set in all responses
An | KE endpoi nt MUST NOT generate a response to a
nessage that is marked as being a response

-- X(reserved) (bits 6-7 of Flags) - These bits MJST be
cl eared when sending and MUST be ignored on receipt.

o Message ID (4 octets) - Message identifier used to contro
retransm ssion of |ost packets and matching of requests and
responses. It is essential to the security of the protoco
because it is used to prevent nessage replay attacks

See sections 2.1 and 2.2

o Length (4 octets) - Length of total nmessage (header + payl oads)

in octets.

ETSI
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I dentifier: RQ_002_6239
RFC Clause: 3.1
Type: Mandatory
Appliesto: Host
Requirement:

Wien an inplenentation of the I KE protoco
ignore any value set in the Mnor Version field of the |KE Header

RFC Text:
The format of the | KE header is shown in Figure 4

3
0 6 789012345678901
+- R e o ol T T S BT I S TR S
! SPI !
! !
Ll ok i S S S e S e i e S S e R e ol o oI S S e S S R
! | KE_SA Responder's SPI !
| |
B s o R e e i e S S e O e e o o =
I Next Payload ! M Ver ! MiVer | Exchange Type ! Fl ags !
Ll ok i S S S e S e i e S S e R e ol o oI S S e S S R
! Message | D !
B s o R e e i e S S e O e e o o =
! Lengt h !
Ll ok i S S S e S e i e S S e R e ol o oI S S e S S R

Figure 4: | KE Header For nat

olnitiator's SPI (8 octets) - A value chosen by the
initiator to identify a unique |KE security association. This
val ue MJUST NOT be zero

0 Responder's SPI (8 octets) - A value chosen by the
responder to identify a unique |KE security association. This
val ue MJUST be zero in the first nessage of an IKE Initial
Exchange (including repeats of that nessage including a
cooki e) and MUST NOT be zero in any other nmessage

o Next Payload (1 octet) - Indicates the type of payload that
i medi ately follows the header. The format and val ue of each
payl oad are defined bel ow

0 Major Version (4 bits) - Indicates the najor version of the IKE
protocol in use. Inplenmentations based on this version of |IKE
MJST set the Major Version to 2. |Inplenentations based on
previ ous versions of |KE and | SAKMP MUST set the Major Version
to 1. Inplenmentations based on this version of | KE MIST reject
or ignore nessages containing a version nunber greater than
2

0 Mnor Version (4 bits) - Indicates the nminor version of the
| KE protocol in use. Inplenentations based on this version of
| KE MUST set the Mnor Version to 0. They MJST ignore the
m nor version nunber of received nessages

o Exchange Type (1 octet) - Indicates the type of exchange being
used. This constrains the payl oads sent in each nmessage and
orderings of messages in an exchange

Exchange Type Val ue
RESERVED 0-33
IKESA INT 34

| KE_AUTH 35
CREATE_CHI LD_SA 36

| NFORVATI ONAL 37
RESERVED TO | ANA 38-239

Reserved for priv

ate use 240-255
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o Flags (1 octet) - Indicates specific options that are set
for the nessage. Presence of options are indicated by the
appropriate bit in the flags field being set. The bits are
defined LSB first, so bit 0 would be the |east significant
bit of the Flags octet. In the description below, a bit
being 'set' neans its value is '1', while 'cleared neans
its value is '0'

-- X(reserved) (bits 0-2) - These bits MJST be cl eared
when sendi ng and MJUST be ignored on receipt.

-- I(nitiator) (bit 3 of Flags) - This bit MJST be set in
nmessages sent by the original initiator of the |KE_SA
and MJST be cleared in nmessages sent by the origina
responder. It is used by the recipient to deternine
whi ch eight octets of the SPI were generated by the
recipient.

-- V(ersion) (bit 4 of Flags) - This bit indicates that
the transmitter is capable of speaking a higher mgjor
version nunber of the protocol than the one indicated
in the major version nunber field. |nplenmentations of
| KEv2 nust clear this bit when sending and MJST ignore
it in incom ng nmessages

-- R(esponse) (bit 5 of Flags) - This bit indicates that
this nessage is a response to a nessage contai ning
the sane message ID. This bit MJIST be cleared in al
request messages and MJST be set in all responses
An | KE endpoi nt MUST NOT generate a response to a
nessage that is marked as being a response

-- X(reserved) (bits 6-7 of Flags) - These bits MJST be
cl eared when sending and MUST be ignored on receipt.

o Message ID (4 octets) - Message identifier used to contro
retransm ssion of |ost packets and matching of requests and
responses. It is essential to the security of the protoco
because it is used to prevent nessage replay attacks

See sections 2.1 and 2.2

o Length (4 octets) - Length of total nmessage (header + payl oads)

in octets.
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I dentifier: RQ_002_6240
RFC Clause: 3.1

Type: Mandatory
Appliesto: Host
Requirement:

Wien an | KE inplenentation sends an | KE nessage, it MJST insert one of the following values into the
Exchange Type field in the | KE Header to indicate the type of nessage exchange to which the nessage
bel ongs:

Exchange Type Val ue
RESERVED 0-33

IKE SA INIT 34

| KE_AUTH 35
CREATE_CHI LD _SA 36

| NFORVATI ONAL 37
RESERVED TO | ANA 38-239

Reserved for private use 240-255

RFC Text:
The format of the | KE header is shown in Figure 4.

3
0 6 789012345678901
+- B e ah ai SR S S S S
! SP !
! !
B et i e T o e i s S e SR S e e  Ch
! | KE_SA Responder's SPI !
! !
B et i e T o e i s S e SR S e e  Ch
I Next Payload ! M Ver ! MVer ! Exchange Type ! Fl ags !
B e i S T i i S S S e o ok
! Message I D !
B et i e T e e S  E CE e h ok oh
! Lengt h !
B et i e e e i S R SR e R ik o i

Figure 4: | KE Header Fornat

o lnitiator's SPlI (8 octets) - A value chosen by the
initiator to identify a unique |IKE security association. This
val ue MUST NOT be zero.

0 Responder's SPI (8 octets) - A value chosen by the

responder to identify a unique |IKE security association. This
val ue MUST be zero in the first nessage of an IKE Initial
Exchange (i ncluding repeats of that nessage including a

cooki e) and MUST NOT be zero in any other nessage.

o Next Payload (1 octet) - Indicates the type of payload that
i medi ately follows the header. The format and val ue of each
payl oad are defined bel ow.

o Major Version (4 bits) - Indicates the major version of the |KE
protocol in use. Inplenmentations based on this version of |IKE
MJUST set the Major Version to 2. Inplenentations based on
previ ous versions of |KE and | SAKMP MJST set the Major Version
to 1. Inplenentations based on this version of | KE MIST reject
or ignore nmessages containing a version nunber greater than
2.

o Mnor Version (4 bits) - Indicates the mnor version of the
| KE protocol in use. |Inplenentations based on this version of
| KE MUST set the Mnor Version to 0. They MJST ignore the
m nor version nunber of received nessages.

o Exchange Type (1 octet) - Indicates the type of exchange being
used. This constrains the payl oads sent in each message and
orderings of messages in an exchange.

Exchange Type Val ue

ETSI
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RESERVED 0- 33
IKE_SA INIT 34

| KE_AUTH 35
CREATE_CHI LD_SA 36

| NFORMATI ONAL 37
RESERVED TO | ANA 38- 239

Reserved for private use 240-255

o Flags (1 octet) - Indicates specific options that are set
for the nessage. Presence of options are indicated by the
appropriate bit in the flags field being set. The bits are
defined LSB first, so bit 0 would be the |east significant
bit of the Flags octet. In the description below, a bit
being 'set' neans its value is '1', while 'cleared neans
its value is '0'

-- X(reserved) (bits 0-2) - These bits MJST be cl eared
when sending and MJST be ignored on receipt.

-- I(nitiator) (bit 3 of Flags) - This bit MJST be set in
nessages sent by the original initiator of the |KE_SA
and MUST be cleared in nmessages sent by the origina
responder. It is used by the recipient to determ ne
whi ch eight octets of the SPI were generated by the
reci pi ent.

-- V(ersion) (bit 4 of Flags) - This bit indicates that
the transmitter is capable of speaking a higher mgjor
version nunber of the protocol than the one indicated
in the major version nunber field. |nplenmentations of
| KEv2 nust clear this bit when sending and MJST ignore
it in inconm ng nmessages

-- R(esponse) (bit 5 of Flags) - This bit indicates that
this nessage is a response to a nessage contai ning
the sane message ID. This bit MJIST be cleared in al
request messages and MJST be set in all responses
An | KE endpoi nt MJUST NOT generate a response to a
nessage that is marked as being a response

-- X(reserved) (bits 6-7 of Flags) - These bits MJST be
cl eared when sending and MJST be ignored on receipt.

0 Message ID (4 octets) - Message identifier used to contro
retransm ssion of |ost packets and matching of requests and
responses. It is essential to the security of the protoco
because it is used to prevent nessage replay attacks

See sections 2.1 and 2.2

o Length (4 octets) - Length of total nessage (header + payl oads)

in octets.
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I dentifier: RQ_002_6241
RFC Clause: 3.1
Type: Mandatory
Appliesto: Host
Requirement:

ETSI TS 102 558 V1.1.1 (2006-12)

When an | KE i npl ementati on sends an | KE nessage, it MJST clear bits 0, 1, 2, 6 and 7 of the Flags
field in the |KE Header to zero (bit O is the least significant bit of the octet) as they are
reserved for future use

RFC Text:

The format of the | KE header is shown in Figure 4.

0
+-
|

!
+-
|

!
+-
!
+-
!
+-
!
+-

+

3

6789012345678901
- B i S S S S S S
SPI !

!
B e i S e i i S i i i S S S S
| KE_SA Responder's SPI !
!

B o i T O S I N THI e S R T S i ol NI S R e e e o o o
Next Payload ! M Ver ! MVer ! Exchange Type ! Fl ags !
e o S T ko I S S S T S S S SR SR S TR S S
Message | D !

B o i T O S I N THI e S R T S i ol NI S R e e e o o o
Lengt h !

L e o S e e e S  al ok o I S S S S SR S SR SR SR S TR S S

Figure 4: | KE Header Fornat

Initiator's SPI (8 octets) - A value chosen by the
initiator to identify a unique |KE security association. This
val ue MUST NOT be zero.

Responder's SPI (8 octets) - A value chosen by the

responder to identify a unique |KE security association. This
val ue MJUST be zero in the first nessage of an IKE Initial
Exchange (including repeats of that nessage including a

cooki e) and MUST NOT be zero in any other message.

Next Payload (1 octet) - Indicates the type of payload that
imedi ately follow the header. The format and val ue of each
payl oad are defined bel ow

Maj or Version (4 bits) - Indicates the najor version of the |KE
protocol in use. |nplenentations based on this version of |KE
MJUST set the Major Version to 2. Inplenentations based on
previous versions of |KE and | SAKMP MUST set the Major Version
to 1. Inplenentations based on this version of |KE MIST reject
or ignore nmessages containing a version nunber greater than

2.

M nor Version (4 bits) - Indicates the nminor version of the

| KE protocol in use. |Inplenentations based on this version of
| KE MUST set the Mnor Version to 0. They MJST ignore the

m nor version nunber of received nessages.

Exchange Type (1 octet) - Indicates the type of exchange being
used. This constrains the payl oads sent in each nmessage and
orderings of messages in an exchange.

Exchange Type Val ue
RESERVED 0-33
IKESAINT 34

| KE_AUTH 35
CREATE_CHI LD _SA 36

| NFORVATI ONAL 37
RESERVED TO | ANA 38-239

Reserved for private use 240-255
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o Flags (1 octet) - Indicates specific options that are set
for the nessage. Presence of options are indicated by the

appropriate bit in the flags field being set. The bits are
defined LSB first, so bit 0 would be the |east significant

bit of the Flags octet. In the description below, a bit
being 'set' neans its value is '1', while 'cleared neans
its value is '0'

-- X(reserved) (bits 0-2) - These bits MJST be cl eared
when sendi ng and MJUST be ignored on receipt.

-- I(nitiator) (bit 3 of Flags) - This bit MJST be set in
nessages sent by the original initiator of the | KE_SA
and MUST be cleared in nmessages sent by the origina
responder. It is used by the recipient to determ ne
whi ch eight octets of the SPI were generated by the
reci pi ent.

-- V(ersion) (bit 4 of Flags) - This bit indicates that
the transmitter is capable of speaking a higher mgjor
versi on nunber of the protocol than the one indicated
in the major version nunber field. |nplenmentations of
| KEv2 nust clear this bit when sending and MJST ignore
it in inconm ng nmessages

-- R(esponse) (bit 5 of Flags) - This bit indicates that
this message is a response to a nessage contai ni ng
the sane message ID. This bit MJIST be cleared in al
request messages and MJST be set in all responses
An | KE endpoi nt MJUST NOT generate a response to a
nessage that is marked as being a response

-- X(reserved) (bits 6-7 of Flags) - These bits MJST be
cl eared when sending and MJST be ignored on receipt.

0 Message ID (4 octets) - Message identifier used to contro
retransm ssion of |ost packets and matchi ng of requests and
responses. It is essential to the security of the protoco
because it is used to prevent nmessage replay attacks

See sections 2.1 and 2.2

o Length (4 octets) - Length of total nessage (header + payl oads)

in octets.
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I dentifier: RQ_002_6242
RFC Clause: 3.1

Type: Mandatory
Appliesto: Host
Requirement:

When an | KE i npl ementation receives an | KE nessage, it MJST ignore bits 0, 1, 2, 6 and 7 of the
Flags field in the | KE Header (bit O is the least significant bit of the octet) as they are reserved
for future use

RFC Text:

The format of the | KE header is shown in Figure 4.

1 2 3
01234567890123456789012345678901
B et i e T o e i s S e SR S e e  Ch
! IKE_SA Initiator's SPI !
! !
B i e S S R S S S T o S S e
! | KE_SA Responder's SPI !
| |
B i e S S R S S S T o S S e
I Next Payload ! M Ver ! MVer ! Exchange Type ! Fl ags !
B et i e T R e e R EE o h ok SE
! Message | D !
B i e S S R S S S T o S S e
! Lengt h !
B e s L e T o e i o i e e s i ST S e S

Figure 4: | KE Header Fornat

o Initiator's SPI (8 octets) - A value chosen by the
initiator to identify a unique |IKE security association. This
val ue MUST NOT be zero.

0 Responder's SPI (8 octets) - A value chosen by the
responder to identify a unique |KE security association. This
val ue MJUST be zero in the first nessage of an IKE Initial
Exchange (including repeats of that nessage including a
cooki e) and MUST NOT be zero in any other message.

o Next Payload (1 octet) - Indicates the type of payload that
imedi ately follow the header. The format and val ue of each
payl oad are defined bel ow

o Mjor Version (4 bits) - Indicates the najor version of the |IKE
protocol in use. |nplenentations based on this version of |KE
MJST set the Major Version to 2. Inplenentations based on
previous versions of |KE and | SAKMP MUST set the Major Version
to 1. Inplenentations based on this version of | KE MIST reject
or ignore nmessages containing a version nunber greater than
2.

0o Mnor Version (4 bits) - Indicates the mnor version of the
| KE protocol in use. |Inplenentations based on this version of
| KE MUST set the Mnor Version to 0. They MJST ignore the
m nor version nunber of received nessages.

o Exchange Type (1 octet) - Indicates the type of exchange being
used. This constrains the payl oads sent in each nmessage and
orderings of messages in an exchange.

Exchange Type Val ue
RESERVED 0-33
IKESAINT 34

| KE_AUTH 35
CREATE_CHI LD _SA 36

| NFORVATI ONAL 37
RESERVED TO | ANA 38-239

Reserved for private use 240-255
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o Flags (1 octet) - Indicates specific options that are set
for the nessage. Presence of options are indicated by the
appropriate bit in the flags field being set. The bits are
defined LSB first, so bit 0 would be the |east significant
bit of the Flags octet. In the description below, a bit
being 'set' neans its value is '1', while 'cleared neans
its value is '0".

-- X(reserved) (bits 0-2) - These bits MJST be cl eared
when sendi ng and MJUST be ignored on receipt.

-- I(nitiator) (bit 3 of Flags) - This bit MJST be set in
nessages sent by the original initiator of the | KE_SA
and MUST be cleared in nessages sent by the original
responder. It is used by the recipient to determ ne
whi ch eight octets of the SPI were generated by the
reci pi ent.

-- V(ersion) (bit 4 of Flags) - This bit indicates that
the transmitter is capable of speaking a higher mgjor
versi on nunber of the protocol than the one indicated
in the major version nunber field. |nplenmentations of
| KEv2 nust clear this bit when sending and MJST ignore
it in incom ng messages.

-- R(esponse) (bit 5 of Flags) - This bit indicates that
this message is a response to a nessage contai ni ng
the sane nmessage ID. This bit MJST be cleared in all
request messages and MJST be set in all responses.
An | KE endpoi nt MJUST NOT generate a response to a
nessage that is marked as being a response.

-- X(reserved) (bits 6-7 of Flags) - These bits MJST be
cl eared when sending and MJST be ignored on receipt.

o Message ID (4 octets) - Message identifier used to control
retransm ssion of |ost packets and matching of requests and
responses. It is essential to the security of the protocol
because it is used to prevent message replay attacks.

See sections 2.1 and 2. 2.

o Length (4 octets) - Length of total nmessage (header + payl oads)
in octets.
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I dentifier: RQ_002_6243
RFC Clause: 3.1
Type: Mandatory
Appliesto: Host
Requirement:

ETSI TS 102 558 V1.1.1 (2006-12)

When an | KE i npl ementati on sends an | KE nessage, it MJST clear bits 0, 1, 2, 6 and 7 of the Flags
field in the |KE Header to zero (bit O is the least significant bit of the octet) as they are
reserved for future use

RFC Text:

The format of the | KE header is shown in Figure 4.

1 2 3
01234567890123456789012345678901
B et i e T o e i s S e SR S e e  Ch
! IKE_SA Initiator's SPI !
! !
B i e S S R S S S T o S S e
! | KE_SA Responder's SPI !
| |
B i e S S R S S S T o S S e
I Next Payload ! M Ver ! MVer ! Exchange Type ! Fl ags !
B et i e T R e e R EE o h ok SE
! Message | D !
B i e S S R S S S T o S S e
! Lengt h !
B e s L e T o e i o i e e s i ST S e S

Figure 4: | KE Header Fornat

o Initiator's SPI (8 octets) - A value chosen by the
initiator to identify a unique |IKE security association. This
val ue MUST NOT be zero.

0 Responder's SPI (8 octets) - A value chosen by the
responder to identify a unique |KE security association. This
val ue MJUST be zero in the first nessage of an IKE Initial
Exchange (including repeats of that nessage including a
cooki e) and MUST NOT be zero in any other message.

o Next Payload (1 octet) - Indicates the type of payload that
imedi ately follow the header. The format and val ue of each
payl oad are defined bel ow

o Mjor Version (4 bits) - Indicates the najor version of the |IKE

protocol in use. |nplenentations based on this version of |KE
MJST set the Major Version to 2. Inplenentations based on
previous versions of |KE and | SAKMP MUST set the Major Version
to 1. Inplenentations based on this version of | KE MIST reject
or ignore nmessages containing a version nunber greater than

2.

0o Mnor Version (4 bits) - Indicates the mnor version of the
| KE protocol in use. |Inplenentations based on this version of
| KE MUST set the Mnor Version to 0. They MJST ignore the
m nor version nunber of received nessages.

o Exchange Type (1 octet) - Indicates the type of exchange being
used. This constrains the payl oads sent in each nessage and
orderings of messages in an exchange.

Exchange Type Val ue
RESERVED 0-33
IKESAINT 34

| KE_AUTH 35
CREATE_CHI LD _SA 36

| NFORVATI ONAL 37
RESERVED TO | ANA 38-239

Reserved for private use 240-255
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o Flags (1 octet) - Indicates specific options that are set
for the nessage. Presence of options are indicated by the
appropriate bit in the flags field being set. The bits are
defined LSB first, so bit 0 would be the |east significant
bit of the Flags octet. In the description below, a bit
being 'set' neans its value is '1', while 'cleared neans
its value is '0".

-- X(reserved) (bits 0-2) - These bits MJST be cl eared
when sendi ng and MJUST be ignored on receipt.

-- I(nitiator) (bit 3 of Flags) - This bit MJST be set in
nessages sent by the original initiator of the | KE_SA
and MUST be cleared in nessages sent by the original
responder. It is used by the recipient to determ ne
whi ch eight octets of the SPI were generated by the
reci pi ent.

-- V(ersion) (bit 4 of Flags) - This bit indicates that
the transmitter is capable of speaking a higher mgjor
versi on nunber of the protocol than the one indicated
in the major version nunber field. |nplenmentations of
| KEv2 nust clear this bit when sending and MJST ignore
it in incom ng messages.

-- R(esponse) (bit 5 of Flags) - This bit indicates that
this message is a response to a nessage contai ni ng
the sane nmessage ID. This bit MJST be cleared in all
request messages and MJST be set in all responses.
An | KE endpoi nt MJUST NOT generate a response to a
nessage that is marked as being a response.

-- X(reserved) (bits 6-7 of Flags) - These bits MJST be
cl eared when sending and MJST be ignored on receipt.

o Message ID (4 octets) - Message identifier used to control
retransm ssion of |ost packets and matching of requests and
responses. It is essential to the security of the protocol
because it is used to prevent message replay attacks.

See sections 2.1 and 2. 2.

o Length (4 octets) - Length of total nmessage (header + payl oads)
in octets.
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I dentifier: RQ_002_6244
RFC Clause: 3.1

Type: Mandatory
Appliesto: Host
Requirement:

Wien an | KE inpl enmentation sends an | KE nmessage, it MJUST set bit 3 in the Flags field in the IKE
Header to 1 (bit O is the least significant bit of the octet) if the inplenentation initiated the
establ i shment of the | KE_SA being used

RFC Text:

The format of the | KE header is shown in Figure 4.

1 2 3
01234567890123456789012345678901
B et i e T o e i s S e SR S e e  Ch
! IKE_SA Initiator's SPI !
! !
B i e S S R S S S T o S S e
! | KE_SA Responder's SPI !
| |
B i e S S R S S S T o S S e
I Next Payload ! M Ver ! MVer ! Exchange Type ! Fl ags !
B et i e T R e e R EE o h ok SE
! Message | D !
B i e S S R S S S T o S S e
! Lengt h !
B e s L e T o e i o i e e s i ST S e S

Figure 4: | KE Header Fornat

o Initiator's SPI (8 octets) - A value chosen by the
initiator to identify a unique |IKE security association. This
val ue MUST NOT be zero.

0 Responder's SPI (8 octets) - A value chosen by the
responder to identify a unique |KE security association. This
val ue MJUST be zero in the first nessage of an IKE Initial
Exchange (including repeats of that nessage including a
cooki e) and MUST NOT be zero in any other message.

o Next Payload (1 octet) - Indicates the type of payload that
imedi ately follow the header. The format and val ue of each
payl oad are defined bel ow

o Mjor Version (4 bits) - Indicates the najor version of the |IKE
protocol in use. |nplenentations based on this version of |KE
MJST set the Major Version to 2. Inplenentations based on
previous versions of |KE and | SAKMP MUST set the Major Version
to 1. Inplenentations based on this version of | KE MIST reject
or ignore nmessages containing a version nunber greater than
2.

0o Mnor Version (4 bits) - Indicates the mnor version of the
| KE protocol in use. |Inplenentations based on this version of
| KE MUST set the Mnor Version to 0. They MJST ignore the
m nor version nunber of received nessages.

o Exchange Type (1 octet) - Indicates the type of exchange being
used. This constrains the payl oads sent in each nmessage and
orderings of messages in an exchange.

Exchange Type Val ue
RESERVED 0-33
IKESAINT 34

| KE_AUTH 35
CREATE_CHI LD _SA 36

| NFORVATI ONAL 37
RESERVED TO | ANA 38-239

Reserved for private use 240-255

o Flags (1 octet) - Indicates specific options that are set
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for the nessage. Presence of options are indicated by the
appropriate bit in the flags field being set. The bits are
defined LSB first, so bit 0 would be the |east significant
bit of the Flags octet. In the description below, a bit
being 'set' neans its value is '1', while 'cleared neans
its value is '0'

-- X(reserved) (bits 0-2) - These bits MJST be cl eared
when sendi ng and MJUST be ignored on receipt.

-- I(nitiator) (bit 3 of Flags) - This bit MJST be set in
nessages sent by the original initiator of the |KE_SA
and MUST be cleared in nmessages sent by the origina
responder. It is used by the recipient to determ ne
whi ch eight octets of the SPI were generated by the
reci pi ent.

-- V(ersion) (bit 4 of Flags) - This bit indicates that
the transmitter is capable of speaking a higher mgjor
versi on nunber of the protocol than the one indicated
in the major version nunber field. |nplenmentations of
| KEv2 nust clear this bit when sending and MJST ignore
it in inconm ng nmessages

-- R(esponse) (bit 5 of Flags) - This bit indicates that
this message is a response to a nessage contai ni ng
the sane message ID. This bit MJIST be cleared in al
request messages and MJST be set in all responses
An | KE endpoi nt MJUST NOT generate a response to a
nessage that is marked as being a response

-- X(reserved) (bits 6-7 of Flags) - These bits MJST be
cl eared when sending and MJST be ignored on receipt.

0 Message ID (4 octets) - Message identifier used to contro
retransm ssion of |ost packets and matchi ng of requests and
responses. It is essential to the security of the protoco
because it is used to prevent nmessage replay attacks

See sections 2.1 and 2.2

o Length (4 octets) - Length of total nessage (header + payl oads)
in octets.

ETSI
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I dentifier: RQ_002_6245
RFC Clause: 3.1
Type: Mandatory
Appliesto: Host
Requirement:

ETSI TS 102 558 V1.1.1 (2006-12)

Wien an | KE inpl ementation sends an | KE nmessage, it MJUST clear bit 3 in the Flags field in the IKE
Header to O (bit O is the least significant bit of the octet) if the inplenentation was the

responder to the original |KE SA establishment request

RFC Text:

The format of the | KE header is shown in Figure 4.

1 2 3
01234567890123456789012345678901
B et i e T o e i s S e SR S e e  Ch
! IKE_SA Initiator's SPI !
! !
B i e S S R S S S T o S S e
! | KE_SA Responder's SPI !
| |
B i e S S R S S S T o S S e
I Next Payload ! M Ver ! MVer ! Exchange Type ! Fl ags !
B et i e T R e e R EE o h ok SE
! Message | D !
B i e S S R S S S T o S S e
! Lengt h !
B e s L e T o e i o i e e s i ST S e S

Figure 4: | KE Header Fornat

o Initiator's SPI (8 octets) - A value chosen by the
initiator to identify a unique |IKE security association. This
val ue MUST NOT be zero.

0 Responder's SPI (8 octets) - A value chosen by the
responder to identify a unique |KE security association. This
val ue MJUST be zero in the first nessage of an IKE Initial
Exchange (including repeats of that nessage including a
cooki e) and MUST NOT be zero in any other message.

o Next Payload (1 octet) - Indicates the type of payload that
imedi ately follow the header. The format and val ue of each
payl oad are defined bel ow

o Mjor Version (4 bits) - Indicates the najor version of the |IKE
protocol in use. |nplenentations based on this version of |KE
MJST set the Major Version to 2. Inplenentations based on
previous versions of |KE and | SAKMP MUST set the Major Version
to 1. Inplenentations based on this version of | KE MIST reject
or ignore nmessages containing a version nunber greater than
2.

0o Mnor Version (4 bits) - Indicates the mnor version of the
| KE protocol in use. |Inplenentations based on this version of
| KE MUST set the Mnor Version to 0. They MJST ignore the
m nor version nunber of received nessages.

o Exchange Type (1 octet) - Indicates the type of exchange being
used. This constrains the payl oads sent in each nmessage and
orderings of messages in an exchange.

Exchange Type Val ue
RESERVED 0-33
IKESAINT 34

| KE_AUTH 35
CREATE_CHI LD _SA 36

| NFORVATI ONAL 37
RESERVED TO | ANA 38-239

Reserved for private use 240-255
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o Flags (1 octet) - Indicates specific options that are set
for the nessage. Presence of options are indicated by the
appropriate bit in the flags field being set. The bits are
defined LSB first, so bit 0 would be the |east significant
bit of the Flags octet. In the description below, a bit
being 'set' neans its value is '1', while 'cleared neans
its value is '0".

-- X(reserved) (bits 0-2) - These bits MJST be cl eared
when sendi ng and MJUST be ignored on receipt.

-- I(nitiator) (bit 3 of Flags) - This bit MJST be set in
nessages sent by the original initiator of the | KE_SA
and MUST be cleared in nmessages sent by the original
responder. It is used by the recipient to determ ne
whi ch eight octets of the SPI were generated by the
reci pi ent.

-- V(ersion) (bit 4 of Flags) - This bit indicates that
the transmitter is capable of speaking a higher mgjor
versi on nunber of the protocol than the one indicated
in the major version nunber field. |nplementations of
| KEv2 nust clear this bit when sending and MJST ignore
it in incom ng nessages.

-- R(esponse) (bit 5 of Flags) - This bit indicates that
this message is a response to a nessage contai ni ng
the sane nmessage ID. This bit MJST be cleared in all
request nessages and MJUST be set in all responses.
An | KE endpoi nt MJUST NOT generate a response to a
nmessage that is marked as being a response.

-- X(reserved) (bits 6-7 of Flags) - These bits MJST be
cl eared when sending and MJST be ignored on receipt.

o Message ID (4 octets) - Message identifier used to control
retransm ssion of |ost packets and matchi ng of requests and
responses. It is essential to the security of the protocol
because it is used to prevent message replay attacks.

See sections 2.1 and 2. 2.

o Length (4 octets) - Length of total nmessage (header + payl oads)
in octets.
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I dentifier: RQ_002_6246
RFC Clause: 3.1

Type: Mandatory
Appliesto: Host
Requirement:

Wien an inplenmentation of the | KE protocol based upon RFC4306 sends an | KE nmessage, it MJST cl ear
bit 4 inthe Flags field in the |KE Header to O (bit O is the least significant bit of the octet)

RFC Text:
The format of the | KE header is shown in Figure 4.

1 2 3
01234567890123456789012345678901
B i e S S R S S S T o S S e
! IKE_SA Initiator's SPI !
| |
B i e S S R S S S T o S S e
! | KE_SA Responder's SPI !
| |
B et i e T o e i s S e SR S e e  Ch
I Next Payload ! M Ver ! MVer ! Exchange Type ! Fl ags !
B i e S S R S S S T o S S e
! Message | D !
B et i e T o i i ol S S S e e
! Lengt h !
B i e S S R S S S T o S S e

Figure 4: | KE Header For nat

o Initiator's SPI (8 octets) - A value chosen by the
initiator to identify a unique |KE security association. This
val ue MJUST NOT be zero.

0 Responder's SPI (8 octets) - A value chosen by the
responder to identify a unique |KE security association. This
val ue MJUST be zero in the first nessage of an IKE Initial
Exchange (including repeats of that nessage including a
cooki e) and MUST NOT be zero in any other message.

o Next Payload (1 octet) - Indicates the type of payload that
i medi ately follows the header. The format and val ue of each
payl oad are defined bel ow

o Mjor Version (4 bits) - Indicates the najor version of the |KE
protocol in use. Inplenmentations based on this version of |IKE
MJUST set the Major Version to 2. Inplenentations based on
previ ous versions of |KE and | SAKMP MJST set the Major Version
to 1. Inplenmentations based on this version of | KE MIST reject
or ignore nessages containing a version nunber greater than
2.

0o Mnor Version (4 bits) - Indicates the mnor version of the
| KE protocol in use. |Inplenentations based on this version of
| KE MUST set the Mnor Version to 0. They MJST ignore the
m nor version nunber of received nessages.

o Exchange Type (1 octet) - Indicates the type of exchange being
used. This constrains the payl oads sent in each nmessage and
orderings of messages in an exchange.

Exchange Type Val ue
RESERVED 0-33
IKE SAINT 34

| KE_AUTH 35
CREATE_CHI LD _SA 36

| NFORVATI ONAL 37
RESERVED TO | ANA 38- 239

Reserved for private use 240-255
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o Flags (1 octet) - Indicates specific options that are set
for the nessage. Presence of options are indicated by the
appropriate bit in the flags field being set. The bits are
defined LSB first, so bit 0 would be the |east significant
bit of the Flags octet. |In the description below, a bit
being 'set' neans its value is '1', while 'cleared neans
its value is '0".

-- X(reserved) (bits 0-2) - These bits MJST be cl eared

when sendi ng and MJUST be ignored on receipt.

-- I(nitiator) (bit 3 of Flags) - This bit MJST be set in
messages sent by the original initiator of the |KE_SA
and MUST be cleared in nessages sent by the original

responder. It is used by the recipient to determnine
whi ch eight octets of the SPI were generated by the
recipient.

-- V(ersion) (bit 4 of Flags) - This bit indicates that
the transmitter is capable of speaking a higher mgjor
version nunber of the protocol than the one indicated
in the major version nunber field. |nplenmentations of
| KEv2 nust clear this bit when sending and MJST ignore
it in incom ng messages.

-- R(esponse) (bit 5 of Flags) - This bit indicates that
this nessage is a response to a nessage contai ning
the sane message ID. This bit MJST be cleared in all
request messages and MJST be set in all responses.
An | KE endpoi nt MUST NOT generate a response to a
nessage that is marked as being a response.

-- X(reserved) (bits 6-7 of Flags) - These bits MJST be
cl eared when sending and MJST be ignored on receipt.

o Message ID (4 octets) - Message identifier used to control
retransm ssion of |ost packets and matching of requests and
responses. It is essential to the security of the protocol
because it is used to prevent nessage replay attacks.

See sections 2.1 and 2.2.

0 Length (4 octets) - Length of total message (header + payl oads)
in octets.
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I dentifier: RQ_002_6247
RFC Clause: 3.1

Type: Mandatory
Appliesto: Host
Requirement:

Wien an inplenmentation of the | KE protocol based upon RFC4A306 receives an | KE message, it MJST
ignore the state of bit 4 in the Flags field in the | KE Header

RFC Text:
The format of the | KE header is shown in Figure 4.

1 2 3
01234567890123456789012345678901
B i e S S R S S S T o S S e
! IKE_SA Initiator's SPI !
| |
B i e S S R S S S T o S S e
! | KE_SA Responder's SPI !
| |
B et i e T o e i s S e SR S e e  Ch
I Next Payload ! M Ver ! MVer ! Exchange Type ! Fl ags !
B i e S S R S S S T o S S e
! Message | D !
B et i e T o i i ol S S S e e
! Lengt h !
B i e S S R S S S T o S S e

Figure 4: | KE Header For nat

o Initiator's SPI (8 octets) - A value chosen by the
initiator to identify a unique |IKE security association. This
val ue MJUST NOT be zero.

0 Responder's SPI (8 octets) - A value chosen by the
responder to identify a unique |KE security association. This
val ue MJUST be zero in the first nessage of an IKE Initial
Exchange (including repeats of that nessage including a
cooki e) and MUST NOT be zero in any other message.

o Next Payload (1 octet) - Indicates the type of payload that
i medi ately follows the header. The format and val ue of each
payl oad are defined bel ow

o Mjor Version (4 bits) - Indicates the najor version of the |KE
protocol in use. Inplenmentations based on this version of |IKE
MJUST set the Major Version to 2. Inplenentations based on
previ ous versions of |KE and | SAKMP MJST set the Major Version
to 1. Inplenmentations based on this version of | KE MIST reject
or ignore nessages containing a version nunber greater than
2.

0o Mnor Version (4 bits) - Indicates the mnor version of the
| KE protocol in use. |Inplenentations based on this version of
| KE MUST set the Mnor Version to 0. They MJST ignore the
m nor version nunber of received nessages.

o Exchange Type (1 octet) - Indicates the type of exchange being
used. This constrains the payl oads sent in each nmessage and
orderings of messages in an exchange.

Exchange Type Val ue
RESERVED 0-33
IKE SAINT 34

| KE_AUTH 35
CREATE_CHI LD _SA 36

| NFORVATI ONAL 37
RESERVED TO | ANA 38- 239

Reserved for private use 240-255
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o Flags (1 octet) - Indicates specific options that are set
for the nessage. Presence of options are indicated by the
appropriate bit in the flags field being set. The bits are
defined LSB first, so bit 0 would be the |east significant
bit of the Flags octet. In the description below, a bit
being 'set' neans its value is '1', while 'cleared neans
its value is '0".

-- X(reserved) (bits 0-2) - These bits MJST be cl eared
when sendi ng and MJUST be ignored on receipt.

-- I(nitiator) (bit 3 of Flags) - This bit MJST be set in
messages sent by the original initiator of the |KE_SA
and MUST be cleared in nessages sent by the original
responder. It is used by the recipient to deternine
whi ch eight octets of the SPI were generated by the
reci pient.

-- V(ersion) (bit 4 of Flags) - This bit indicates that
the transmitter is capable of speaking a higher mgjor
version nunber of the protocol than the one indicated
in the major version nunber field. |nplenmentations of
| KEv2 nust clear this bit when sending and MJST ignore
it in incom ng messages.

-- R(esponse) (bit 5 of Flags) - This bit indicates that
this nessage is a response to a nessage contai ning
the sane nmessage ID. This bit MJST be cleared in all
request messages and MJST be set in all responses.
An | KE endpoi nt MUST NOT generate a response to a
nessage that is marked as being a response.

-- X(reserved) (bits 6-7 of Flags) - These bits MJST be
cl eared when sending and MUST be ignored on receipt.

o Message ID (4 octets) - Message identifier used to control
retransm ssion of |ost packets and matching of requests and
responses. It is essential to the security of the protocol
because it is used to prevent nessage replay attacks.

See sections 2.1 and 2.2.

0 Length (4 octets) - Length of total message (header + payl oads)
in octets.
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I dentifier: RQ_002_6248
RFC Clause: 3.1
Type: Mandatory
Appliesto: Host
Requirement:

When an | KE inpl ementation sends an | KE request nessage, it MJST clear

ETSI TS 102 558 V1.1.1 (2006-12)

bit 5in the Flags field in

the I KE Header to zero (bit 0 is the least significant bit of the octet)

RFC Text:
The format of the | KE header is shown in Figure 4.

1 2 3
01234567890123456789012345678901
B i e S S R S S S T o S S e
! IKE_SA Initiator's SPI !
| |
B i e S S R S S S T o S S e
! | KE_SA Responder's SPI !
| |
B et i e T o e i s S e SR S e e  Ch
I Next Payload ! M Ver ! MVer ! Exchange Type ! Fl ags !
B i e S S R S S S T o S S e
! Message | D !
B et i e T o i i ol S S S e e
! Lengt h !
B i e S S R S S S T o S S e

Figure 4: | KE Header For nat

o Initiator's SPI (8 octets) - A value chosen by the
initiator to identify a unique |IKE security association. This
val ue MJUST NOT be zero.

0 Responder's SPI (8 octets) - A value chosen by the
responder to identify a unique |KE security association. This
val ue MJUST be zero in the first nessage of an IKE Initial
Exchange (including repeats of that nessage including a
cooki e) and MUST NOT be zero in any other message.

o Next Payload (1 octet) - Indicates the type of payload that
i medi ately follows the header. The format and val ue of each
payl oad are defined bel ow

o Mjor Version (4 bits) - Indicates the najor version of the |KE
protocol in use. Inplenmentations based on this version of |IKE
MJUST set the Major Version to 2. Inplenentations based on
previ ous versions of |KE and | SAKMP MJST set the Major Version
to 1. Inplenmentations based on this version of | KE MIST reject
or ignore nessages containing a version nunber greater than
2.

0o Mnor Version (4 bits) - Indicates the mnor version of the
| KE protocol in use. |Inplenentations based on this version of
| KE MUST set the Mnor Version to 0. They MJST ignore the
m nor version nunber of received nessages.

o Exchange Type (1 octet) - Indicates the type of exchange being
used. This constrains the payl oads sent in each nessage and
orderings of messages in an exchange.

Exchange Type Val ue
RESERVED 0-33
IKE SAINT 34

| KE_AUTH 35
CREATE_CHI LD _SA 36

| NFORVATI ONAL 37
RESERVED TO | ANA 38- 239

Reserved for private use 240-255
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o Flags (1 octet) - Indicates specific options that are set
for the nessage. Presence of options are indicated by the
appropriate bit in the flags field being set. The bits are
defined LSB first, so bit 0 would be the |east significant
bit of the Flags octet. In the description below, a bit
being 'set' neans its value is '1', while 'cleared neans
its value is '0".

-- X(reserved) (bits 0-2) - These bits MJST be cl eared
when sendi ng and MJUST be ignored on receipt.

-- I(nitiator) (bit 3 of Flags) - This bit MJST be set in
messages sent by the original initiator of the |KE_SA
and MUST be cleared in nessages sent by the original
responder. It is used by the recipient to deternine
whi ch eight octets of the SPI were generated by the
reci pient.

-- V(ersion) (bit 4 of Flags) - This bit indicates that
the transmitter is capable of speaking a higher mgjor
version nunber of the protocol than the one indicated
in the major version nunber field. |nplenmentations of
| KEv2 nust clear this bit when sending and MJST ignore
it in incom ng messages.

-- R(esponse) (bit 5 of Flags) - This bit indicates that
this nessage is a response to a nessage contai ning
the sane nmessage ID. This bit MJST be cleared in all
request messages and MJST be set in all responses.
An | KE endpoi nt MJUST NOT generate a response to a
nessage that is marked as being a response.

-- X(reserved) (bits 6-7 of Flags) - These bits MJST be
cl eared when sending and MUST be ignored on receipt.

o Message ID (4 octets) - Message identifier used to control
retransm ssion of |ost packets and matching of requests and
responses. It is essential to the security of the protocol
because it is used to prevent nessage replay attacks.

See sections 2.1 and 2.2.

0 Length (4 octets) - Length of total message (header + payl oads)
in octets.
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I dentifier: RQ_002_6249
RFC Clause: 3.1
Type: Mandatory
Appliesto: Host
Requirement:

ETSI TS 102 558 V1.1.1 (2006-12)

Wien an | KE inpl enentation sends an | KE response nessage, it MJST set bit 5 in the Flags field in

the I KE Header to one (bit 0 is the least significant bit of the octet)

RFC Text:
The format of the | KE header is shown in Figure 4.

1 2 3
01234567890123456789012345678901
B i e S S R S S S T o S S e
! IKE_SA Initiator's SPI !
| |
B i e S S R S S S T o S S e
! | KE_SA Responder's SPI !
| |
B et i e T o e i s S e SR S e e  Ch
I Next Payload ! M Ver ! MVer ! Exchange Type ! Fl ags !
B i e S S R S S S T o S S e
! Message | D !
B et i e T o i i ol S S S e e
! Lengt h !
B i e S S R S S S T o S S e

Figure 4: | KE Header For nat

o Initiator's SPI (8 octets) - A value chosen by the
initiator to identify a unique |IKE security association. This
val ue MJUST NOT be zero.

0 Responder's SPI (8 octets) - A value chosen by the
responder to identify a unique |KE security association. This
val ue MJUST be zero in the first nessage of an IKE Initial
Exchange (including repeats of that nessage including a
cooki e) and MUST NOT be zero in any other message.

o Next Payload (1 octet) - Indicates the type of payload that
i medi ately follows the header. The format and val ue of each
payl oad are defined bel ow

o Mjor Version (4 bits) - Indicates the najor version of the |KE
protocol in use. Inplenmentations based on this version of |IKE
MJUST set the Major Version to 2. Inplenentations based on
previ ous versions of |KE and | SAKMP MJST set the Major Version
to 1. Inplenmentations based on this version of | KE MIST reject
or ignore nessages containing a version nunber greater than
2.

0o Mnor Version (4 bits) - Indicates the mnor version of the
| KE protocol in use. |Inplenentations based on this version of
| KE MUST set the Mnor Version to 0. They MJST ignore the
m nor version nunber of received nessages.

o Exchange Type (1 octet) - Indicates the type of exchange being
used. This constrains the payl oads sent in each nmessage and
orderings of messages in an exchange.

Exchange Type Val ue
RESERVED 0-33
IKE SAINT 34

| KE_AUTH 35
CREATE_CHI LD _SA 36

| NFORVATI ONAL 37
RESERVED TO | ANA 38- 239

Reserved for private use 240-255
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o Flags (1 octet) - Indicates specific options that are set
for the nessage. Presence of options are indicated by the
appropriate bit in the flags field being set. The bits are
defined LSB first, so bit 0 would be the |east significant
bit of the Flags octet. In the description below, a bit
being 'set' neans its value is '1', while 'cleared neans
its value is '0".

-- X(reserved) (bits 0-2) - These bits MJST be cl eared
when sendi ng and MJUST be ignored on receipt.

-- I(nitiator) (bit 3 of Flags) - This bit MJST be set in
messages sent by the original initiator of the |KE_SA
and MUST be cleared in nessages sent by the original
responder. It is used by the recipient to deternine
whi ch eight octets of the SPI were generated by the
reci pient.

-- V(ersion) (bit 4 of Flags) - This bit indicates that
the transmitter is capable of s